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https://www.sans.org/reading-room/whitepapers/linux/nfs-security-trusted-untrusted-environments-1956
https://kb.vmware.com/s/article/2086127

VMware Cloud Director 7 754 7
YADTTAA. TyvTIb—F. &
FUOEH

N— 3> 9.7 LI, VMware Cloud Director 7 754 7 > R (2. SR MMEEEEEZ /=HAHAHD
PostgreSQL F—# RX—ABEFENTIVET, VMware Cloud Director 7 7S5 A4 7 R&F704. 7y 7oL
— R BITTEHEEIC. BE BEH BE. FEENS TNV a—T4 0 J0BREERTTTEET.

ZDEICE. RDOEYINEENTNET,

n TISATURRBET I N—RDOE A AEERK

m  VMware Cloud Director 7 724 7 > A0 7 70 1 D#fii

s VMware Cloud Director 7 754 7 > RO 7T 70 A L4 ERERK

»  VMware Cloud Director 7 7547 > AD7 v 7 L — R &E#IT

m  VMware Cloud Director 7 v 74 L — R

m  VMware Cloud Director 7 754 7 > ROEHE

s VMware Cloud Director 7 7547 VXA T—9 X=X U5 X5 DELIEDEER
»  VMware Cloud Director 7 7547 VX T—=4 X=X U5 RZDY H/\VU

R TITSAT RO TN a—TFTa4 Y

TTSAT7 P ARBET - RN—RDETAMEER

VMware Cloud Director 7 724 7 > XIZIE. ##&AHD PostgreSQL F—F X=X MWEENTWET, A
AHD PostgreSQL 7—# X=X ([, PostgreSQL Y —/1\Do S X7 ([CHATAM (HA) #EEE1RH TS
Replication Manager (repmgr) ¥V —Jl X4 — bDPEENTVET. VMware Cloud Director 7—4X—X
7 ANF—N—HEEZRBETET—IRN—XHA VSRIEFRL T, 77547 RAREBEFERTEET,

VMware Cloud Director 7 7247 VX%, 7Z4< U ®Ib. RFZ 2 NA €)b. E£7=lE VMware Cloud
Director 7 7U4s = 3> ILELTTFFAA4TEET., vSphere Client 248 L 7= VMware Cloud
Director 7 7547 > ADF 704, VMware OVF Tool #{#f L 7= VMware Cloud Director 7 754 7 >
ADOF7OA, FEIEHTTPS BESXU VY- TOFVRERDEBZMETAIINRA— REEBAZEEFERLE
VMware Cloud Director 7 724 7 ADT 7OA4 5B LTS ZE ),
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VMware Cloud Director 7—4# X—X(Z HA R T 5I1C(F. T—/N\ I —TE2ERT S EEI1C. VMware
Cloud Director 7 7547V ADTZARI A VARG VRET DRI VINA AV ARF RE 2 DT 704 LT,
T—INR—RAHA VS RZEERLET., 5—N JIN—T&KFARAICINRT Z(1CE. 7TUr—2ay wLES
527704 L%3. K 3-1. VMware Cloud Director 7 7547 VR T—9RXR—RAHA VSRR ESBLT
<FEEW,

3-1. VMware Cloud Director 7 7547V R F—9 X=X HA 45 R%

Primary

YWilware Cloud Director (AP

_ Whiware Cloud
repmard Director DB traffic

PostgreSOL (Primary)
A

Database Database
Replication Replication
Widware Cloud
Director DB trafiic
Standby 1 Standby 2

Vidware Cloud Director (APLIUI) B .3 Whdware Cloud Director (APLUI)

repmgra repmgra

PoslgreSQL (Standby) PoslgreSQL (Standby)

F—H#~R—2 HA # %41 VMware Cloud Director 7 754 7 > R1EE
DYERR

F—HR—X HA #m %58 VMware Cloud Director 4 —/\ ) — 7&K T5(1C1E. kOT—o70—%F
TLET,
1 VMware Cloud Director 7 7547 R&T754< ) wILELTTF7OA4 LET,

754 <) I)LiE. VMware Cloud Director 4 —/\ Z)L—TFOBIID A > IN—TTF, A AHT—FN—2R
IZ. VMware Cloud Director 7—4#X—XRELTHRESINE T, T—FX—REA(E veloud. T—FN—X
d—Y—(% vcloud T,

2 TSR BABRARTHBLERRLET,

a VMware Cloud Director Y —ERXDEBELMEZHEERT HICIE. P ATLAEEBEDORIINFRE=FEAL T,
https://primary eth0 ip address/provider [Z&%% VMware Cloud Director Service
Provider Admin Portal ICAZ 41 > L& 3,

b PostgreSQL 7= X—XDEL M4 %HRT 5IC(L https://
primary ethl ip address:5480 [CHBT7 7547 AEEI—Y— 45 —T7 x4 X(C root
sELTRIAVLET,
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T54R) J—RODRT—F APRTHRICHE>TWBHENHY ET,
3  VMware Cloud Director 77547V AD 2 DDAV ARY V RERY N, ZILELTTF7OA LET,
HAABRT —IR—R(E, T5ATY F—IR—REFRLTCLTUT—2 3> E—RTHBEEINET,
F: RIUNA TTSAT7RERICT7OA L=, Replication Manager (3754<U 77547

VRAT=IR-—REBEDT—IN—RORBEMIKLES. ZOHEFH. VMware Cloud Director 7—%
N—R(IFERTEARWNEZSH, VMware Cloud Director DaA—H— A >4 —T 1A AHERTEEH A,

4 HAOISRIGADITRTDRIVPBRITPICHEO>TND I LEZHERELET.

VMware Cloud Director 7 7547 R VS RIDEEMET AN F—N— E—RORRESBL TL
ZE0,

5 7+ 3>) VMware Cloud Director 7 7U 4 —> 3> /L& LT, VMware Cloud Director 7 75 4
TUVADA VARG RE1DULET7O4LET,

HAIART —FN—R(IFEAENEEA. VMware Cloud Director 7 77U —2 3> LG 754<U 57
—IRN—RITEHRENET,

Yidware Cle Erde Wikdware Cloud ey
Primary VMware Cloud Director VMware Cloud Director

Application 1 Application N
VMware Cloud Director (API/UL) VMware Cloud Director (APLUI) Viware Cloud Director (APIUI)

repmagrd EEE repmgrd

PostgrSQL (Primary) 1 PastgreSQL (Off) PostgreSQL (Off)

WiMware Cloud

Database |}| Database Director
Replication Replication DB traffic
Viware Cloud
Director DB traffic
Standby 1 Standby 2
VMware Cloud Director (APIUI) | g VMware Cloud Director (API/UI)

repmgrd repmgrd

PostgreSOL (Standby) PostgreSQL (Standby)

E: VSRIPEB T AN —N—RIERINTNBIEEE. Bilt/ILETF7OA4LEER. 775147 X API
EERALT, TOT7 M)A —/N\— E— K% putomatic [(CRETHHLENHY ET. [VMware Cloud Director
TTSAT7ZXAPI] #B8BLTLEZEN, HFILLWEILDOT 7+ DT 2 A I)LA—/N— E— KE Manual T,
USRID/ —REATT7 24NV F—/N— E— RDPFREGTREDIZEIL. VXD T7 A4 I)VA—/N— E—RIZ
Indeterminate T¥, Indeterminate E—RTlF, TTDOTSA4<Y I ET7+O0—F3/—RBTISAID
REDPAEEICHRIAEEEDHUVET., VTRIDT A IIA—/N— E— RERTRT S(E. VMware Cloud
Director 77247 VR USRI DEEMET AT —N— E— RORRESBLTIEZ),
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

F—H#~N—R HA #BE & F 70 VMware Cloud Director 7 7547 X
RIEDVERK

E1DDTSA4TY RIVERE, RZUNAL IVEEIZT TV —2 3> BIILEREAZL. VMware Cloud

Director 7S R4 %#F 7O/ TEEd, B—wIDOTF O BIEL. T—9R—ROBENSB—BESTHD-
®. VMware (4, ABRIETOE—/ILOTFT 7O ICIEYR— MERBLERA. BE—IOT 7O/ REBEDIFE.
N7 4= VAPREMICEEET MBI Y R— FHRHITT.

F—HZR—R HA #HlE& £ 70\ VMware Cloud Director 4 —N\E&ERT SICIE. ZD T —o 70—%RTLE
ER
1 VMware Cloud Director 7 7547 R&754<Y w)LELTTF7OA4LET,

754 <) )L VMware Cloud Director 4 —/\ ZIL—TDBHID A /IN—TF, HARAHT —FN—2X
IZ. VMware Cloud Director 7—4# X=X ELTHEESNET, T—FIX—REZ(F veloud. T—FN—X
d—Y—(% vcloud TT,

2 TIARY EADBRITRTHDHLEHRLET.

a VMware Cloud Director —EXDBLMEHERT ZICIE. P ARATLAEBEDREHREFERL T,
https://primary ethO ip address/provider [Z&% VMware Cloud Director Service
Provider Admin Portal (cOZ 4 > L%,

b PostgreSQL 7= X—XDELMEZHET 5IC1L. https://
primary ethl ip address:5480 [CHBT 7547 AERI—HY— A5 —T7 4 X root
LLTOgda4 2 LET,
T4 /= RDRT—F RAMERTHRICHE>TWIBENHUET,
3 (7 3r) VMware Cloud Director 7 7U 4 —> 3> /L& LT, VMware Cloud Director 7 7> 4
TUVADA VAR RE1DUEFTAALET,

$HAIAIBT —FN—R(FFEASNEH A, VMware Cloud Director 7 7U4s—> 3> IV, 754<YU 5
—IR=RIZEHEINET,

Primary Wiiware Cloud ViMware Cloud Wiiware Cloud
Director lirector Application 1 Director Application N
DB traffic
Viware Cloud Director (AP ¥ ¥ VMware Cloud Director (AP1UI) Yiiware Cloud Director (APLUI)
repmgrd repmgrd rapmgrd
PostgrSQL (Primary) n PostgreSQL (Off) PostgreSQL (Off)

VMware Cloud Director 7 75 A7 AOB#H 7 A IV A —/N—

VMware Cloud Director 10.1 LI TlE, 754 <Y T—IR—RX H—ERICEBENRELEES. VMware
Cloud Director #8%ICLT. ILWISARUANDBEE 7 2 MV —N—%RTTEET,
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HBEN 7T ANA—N=ICLDT. 54T T—IR=—RX $—EXBASHDOEHR THEETE R WMERIC, BEE
MI7TANFT—N=T o2 3> EMATHIHEDGLKBYVET., T74IETIE 724 A—N— E— REIFE
[CHRESNTWET, ZxA4/)IF—/1N— E—RI[E. VMware Cloud Director 7 754 7 > X APl #{EFRH L T.
BEEIEFHICHRTETEET. [VMware Cloud Director 7 7547 XA API RF—< U7 7 LV R] #8R
LTLEE,

X USRIDEET AN —N—RIERINTNWSIFEL BNV ETTOA LR 77547 X AP
EEFERALT, ZOT7 M)A —/N\— E— % Automatic [CRETHHENHY EF. [VMware Cloud Director
TTSAT7AAPI] #BRBLTLLESD, HFILWELDT 74 DT A I)F—/N— F— Rl Manual T,
USRID/ —REATT7 2 AINA—N— E— RPREEGGREDIZEEIE. 75 X9DT7 A4 —/1N— E—RI&
Indeterminate T9, Indeterminate E— KTl TTDTFSATY LI ET7+O0—F5/—RETISRID
RENABEICHDAEMEDHVET., /FRIDT AN A—N— E—RERRTSIZIE. VMware Cloud
Director 77547 VR USRI DREEEET 2 AINF—N— E— RORRESBL T EEL,

RIERNIC2DLUEDT T4 TIRRGVINA ©IVIBHBIHE. 7547 T—IXR—RICEEDPREST DL T—
GR=RDT T AINF—=N=DEBICFBREINET., JANA—N—ZIC. FLWTSAIU T—FRXR=IANPE
HMTEDLDICHBITEF 1 DULDT O T 4 TR U NADVETY, BEDORRTIE VMware Cloud
Director 77547 ZAOFT7OA(2IE. BIC2DULEDT VT 4 TR U NADBBETY, 1mE2IE T4
RUDBEPVNTNDDRY VNADEWRIZEDSD, EHE. 7T 4 TRRAINADB 1 DDHDBEF. BEE
MEBELEFWTSATUERONDICHLWRI NS ICEERZDZVLENHYET,

TOTATIRTSARVE2 DULDT OT 4 TIRRY VINA BILDBHBIHE. V5 XY (L Healthy IREETH B &
BBEnEd, 797 47BTSARVENDDBDT VT 4 TIRRY VINA IPEHRET BBE. V7 RY (L
Degraded JREETT, /S5 RIS Degraded REED L E(CHIDT—FRXR—RXBENKRELFEIE. BIORY N
AP A VICIEBDET, 7Z2ARVEBIFTEFEF A, 774U T—IR=XADPEHTEZMEE. VMware
Cloud Director [$fEFRTEEtHA, TN TZATY T—IR=APSEDA M) —Z U JESIEWNIBT B/=DD
1DUEDT OT 4 TIRRE VA DFEET 5L D I12725E T VMware Cloud Director LT —4 XN—X& &
TERNZHTY ., Healthy & Degraded DT T RF D=L, BT 27 2 AINF—N—DFEFDIHEEDHE
BDZEabRILTY,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

3-2. FHB LUHE VMware Cloud Director 7 7S A 7R 74 I)vFA—/N—

Manual VMware Cloud Director Appliance Failover

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Automatic VMware Cloud Director Appliance Failover

localClusterHealth: HEALTHY
localClusterFailover: AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Primary FailureA

Administrator manually
promotes a standby to primary

Administrator redeploys
failed primary as standby

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: STANDBY, nodeHealth: Healthy
cell B: nodeRole: PRIMARY, nodeHealth: Healthy
cell C: nodeRole: STANDBY, nodeHealth: Healthy

Primary FailureA

ACTIVE_PRIMARY
AUTOMATIC

. nodeHealth: UNHEALTHY
Y, nodeHealth: HEALTHY

cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Standby automatically
promoted to primary

Administrator redeploys
failed primary as standby

localClusterHealth: HEALTHY
localClusterFailover: AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: Healthy
cell B: nodeRole: PRIMARY, nodeHealth: Healthy
cell C: nodeRole: STANDBY, nodeHealth: Healthy

BEDHBDTSA4<Y VIOEHETZ7 TR

TS5ARY) BIVICBENRELEBICHLWTSA <Y RILBEKREN/Z5HE. VMware Cloud Director (27T®
TSARDPBESHLANVELSBEMICT7 TV ALET,

TIANA—N=—DIFE. BEOHD T4 T—IR=ZAPBPFLWVTSAT CIILORIREICHEREHT S L&,
VMware Cloud Director [3TTO 74X U EBHNICT T ALET., ZOEBHNEICLY., 2DDT7 9747
BT —IN—ZADEEICHEESNBATREEDNHER Ty T LAY S RO-AZEELET, 7T ADEH
WEB(IZLY, TODTSA4TY /—RLED vpostgres H—EX(FEIEEIN, BHICEINET. 20% BEEDHDT
SARVERGINA LILELTET 7O/ L, V5 RYDESM%E Healthy (CURA N7 TEET,

DS RIDBEEMRT —FRELVT M IVF—/N— E— RORFROFMIZDTIE. VMware Cloud Director
TITSAT VR OSRYDEEEE T AN A—N— FE—RORXRTESBL TS EE,

VMware Cloud Director 7 7S A7 ADT 7O A D%

VMware Cloud Director 7 75 A4 7 > R&T7OA T 5H1IC. BRIBEZEBITDIVLENHUET,
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VMware Cloud Director 7 754 7 > ABRDIREY —/\N X L =P D#(E

NFS £/23Z0thoEFER L —2 R 2 —AlL. VMware Cloud Director #—/\ Z)L—T7RADTNTDOY —
ININST VR TEDLDICTHHLENSHY ET. VMware Cloud Director (3, ImEd—/N XL —2%, 77
SAT VR OVSRAYDERBIERTAEN 7y 7O—R, Fo00—K, BLUONHTRREZEIYTRIS4T
ENhYAT TATLAD—BIANV—JELTERLET,

EZE: VMware Cloud Director 7 7547 > Rld. NFS ¥ A4 TOHFER N —PDHEYR—MLET., 77
SATYAOT7O4 7Ot RICIF. NFS HEERES—/N A ML—2DTY > MBEENE T, VMware Cloud
Director 77247 VR T4 LI MUDEREFIBIERE. TTRAFICNFS HEDZEAEDFEMBRIL
T3, BHENFS IOk Ra 2 bD7EE L. VMware Cloud Director 775 A7 VA A VARI VRICT I+
ATEDLZLEHRTILEDNHYET.

Y—NIIN—=TDEAN=IE. ZOR)2a—LZEZRBLIT Y MRS (Jopt/vmware/vcloud-
director/data/transfer) LD MLET., ZDRY 2 —LADFEEIZ. KOOI HBLELDAETEREINE
ERS

R, Ty T7A-REFUVAO-RDBIORAM—CEEBELET, BENTTITSHE Ty TA—RESY
DVO-REAMV—UDOHIBRENET. 60 REETOREWNEGEE, BRINELTIY-F2 TN, PR
TACESDTOV =Ty TENET, REVWAA—DPERXREINDAREMEDSH D20, CORAEICEFDES &
BHEFANAPEEVHTEHLEEBOLET,

B AERICAREN, ARSIV TUOYDF vy alBMCENTWSASASROAST ALY TATFAD.
DAL=V EEBLES, AEBICARINTH, FrvPaz2BHLTWVENAYOT TAT AR DR
bo—2ZFHBLERA. 250 RROIEEICHL. ABRFEINEASOTOEREHRITHE. HEHDH LD
FHTFDAZOY FATANIDR) 2 —LALDBREEVELTHEBETEES, Fhy0J 74 TLDY
1A X% Bz OVF ERXDIRE~Y S VIBEDY A XTY,

s VMware Cloud Director &, 77ZAT7 VR T—FRX=RD/Ny 7 v TEEEHLEFD pgdb-backup T
AV RUICKBIMLET, CNODNY I T v T N RVE. KRELBBRELERT35EA8NHYET,

m BHoOI NCRILaALIFIE. COREEHEELET.

m T7IS5AT VAR /—RDTF—4 & response.properties 77/ IIMEZDBEEEFLET.

o OBEY N R —=PORY a—AICIE FEROHROEHOBENLETT,

F: NFSDFUYHAAICKY, VMware Cloud Director 7 7547 VR 05 X5 DHEENIRENET D2 & 08
HUET, NFSHMFILELTWBIHE, SEET7I/ERTERWNGEE, 7547 REBA—HY— A9 —T1A4
RIWELEH A, HEBEZTDHUREEDOH D2 ZDOMDEREE LT BEMSRELLZTZA4TU RILDT7T VR R
AYFFA=IN— RFZUNA CIVOEREENBDHYET.

F: NFS (2 Ubuntu £72(% Debian X—=X®D LinuUXx T4 AU E2a— 3 & ERTHE T—FIXR—R Ny
U7 v TDERDKE T A REMDNH Y £,
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HEX V=D AT 3>

FERD Linux X—ZXD NFS —=N\REHDYV YU 1— 3> (Microsoft Windows Server. VMware vSAN
File Service ™ NFS #ge/2 &) TlE. EFR M-V EFERATEE Y. VSAN 7.0 LIEETIL. vSAN File Service
HEET NFS 3.0 BLUNFS 4170 EFERLT. NFSHEEIVRR—FFTBIENTEET, VSAN
File Service MFHAIZD WV TIE. VMware vSphere #&D RF 2 4> bdD [Administering VMware vSAN]
A4 RESHBLTILESI,

NFS B —NEBRT 57-DDEH

NFS 3 — /DK IZ(E. VMware Cloud Director 78 NFS R— X DEREY — /N ANV —C DB EDBITT 7
ANDHRAIEENTEDLDICTH/ODEEDEENHYET. ZNICKY., vcloud I—H —(FBENZ IS D
RIGEEARITTE, root A—Y—(3EHLIOOJINEERITTEET.,

B NFSH—N\DIYRXR—F JXKLTE. VMware Cloud Director —/\ )L —TADE Y —/N A 2 /N—
M. TORAR—bF URNTIEESNAEEBTOEAMICHT 25HAIIMY /EEABT VL REEFDLDICTIHLE
MWHVEST, ZOT7IEZREICKY, vcloud A—F—(IHBDBFREDETT 7 A ILDFHEARY BLUOEEIA
HERTTEET,

s NFS ¥—/\T(Z. VMware Cloud Director 4+—/\ Z)L—7ADET—/NED root ZRTAL THho ¥ MC
KBHRBHEANDOHRAIY /[EEAHT VLREHATDVENHYVET, COT7 IV ZRECKY, vmware-
ved-support RZ YT NTINF IV AT 3V EFERTEHIETIDONY RIKADTRTOERILNHSD
AJ&—EICPRETEET, COEHE. COHFDOHZMO NFS T XR— &R T no_root_squash &{&
RATAH5ZETHIETIENTEET,

Linux NFS 5 —/ 45l

Linux NFS #—/X[Z, VMware Cloud Director #—/\ )L — 7RO %MEEE LT /nfs/vCDspace DBFT
[ vCDspace EWDARIDT 4 LI MUDHBHE. ZDT LI MIVEITIRR— T BT ZTOFRBEELIE
fR7AS rootiroot 8L 750 TH 5 Z LRI HHENH Y ET, vCD-Celll-IP, vCD-Cell2-1P, vCD-Cell3-
IP EWDRABID 3 DOEIICHBISEANDHRAIY /EERAHT V2 AEHATHAY v RIE no_root_squash
AVw RTY, /etc/exports 77 A I)VITRDITEEMT DIHBENHY ET,

/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root_squash)
/nfs/vCDspace vCD Cell2 IP Address(rw,sync,no_subtree check,no_root_squash)

/nfs/vCDspace vCD Cell3 IP Address(rw,sync,no_subtree check,no_root_squash)

ZDIVAR=MIT, €D IPT7 RUVREZDERDAEFEMEDHICIEANFEEEE A, CILDOSHFD
BARRICT — I DPEERAENTNBEEICNFS H—NEBRELIHEE. TIAR—MEET sync 7 3> %
ALTWSEHBBAOT —SDRIBERFTHENTEEY., TH/RAR— FEZET no_subtree check 7
AaVEFERTSE 77 ANV RTADYTTA VI NPT IRR—FEINDZEEDEEEPALLET,
VMware Cloud Director #—/\ Z)V—=7ADY—NDIRTHBID NFS #HFETU X b TEBLSIS. NFS
Y—ND /etc/exports 77 A IV, TNOEDH—NITHET BT MUBKEICHYET, NFSH—/nNE

D /etc/exports 77 AIVICEEENMA =%, exportfs -a ZRITL T IRTONFSHFEEHFBEIL Y AR—
FLET.
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VMware Cloud Director H NSX Data Center for vSphere A4 > X b—
IV &Rk

VMware Cloud Director £ > X k—JL T NSX Data Center for vSphere 5D Ry hT—42 UY —R&E(F

A %155(1d. NSX Data Center for vSphere 4 > X b—)LL T L. —E®D NSX Manager 4 > X% >~
X% VMware Cloud Director 4 > X b—JLIZE&® 5% vCenter Server 4 > R > A (CEAER T2 HENH Y
£,

NSX Manager (& NSX Data Center for vSphere 4 >O— RIZEENTWVET., VMware Cloud
Director &fthdd VMware & EDEHREICEET 5 RFIERICDV\TIE. http://partnerweb.vmware.com/
comp_guide/sim/interop_matrix.php ® [VMware Z2ZOHEEERMEY ) v I R] #28RBLTLEZ,
Ry M —OBHDOFMICDNTIE. VMware Cloud Director Dy b — VR EHEEZSBL T EE 0,

BEE: ZOFIEEL. VMware Cloud Director OFRA > A =L ERITLTVWSBEDHEHINET.
VMware Cloud Director ®B&EA VA M=IL&ET7 v 7L —RLTWSIHEE Linux TD VMware Cloud
Director D7 v 745 L — RESBL TS,

AIREMY

& vCenter Server ' X7 AN NSX Manager 24 > A =)L T B7-ODFHEF M ZHI-L TWSZ L &HERL
3

Fl&
1 NSX Manager (RIEE7 7S5A 7V ADA VA=)V FROERTLET,
[INSX A VA S—=JL fiA4 R] 25BL TS,

2 A 2Rb—=J)LL7= NSX Manager RIEE7 7S5 A4 7 RAICAZA L, A VA M—IVECIEE LR EEMHRAL
7.

3 A RL—=JLL7= NSX Manager {R¥87 7> 4 7 > X%, VMware Cloud Director 4 > X k—)L T
VMware Cloud Director (B3 5 vCenter Server & X7 AICBHERTE T,

4  BEBER(F 507z NSX Manager 4 > R4 > AT VXLAN 7 R— &R ELET.

VMware Cloud Director 78 VXLAN v b7 —2 TF—)L&Em L. 7ONAF VDC ICxy bT—40 Uy
—RERHBLUET., BEMIF SN/ NSX Manager T VXLAN HR— BRI N TOVZWEE(E AN
ZVDC [Cxy b7 =9 =)l TZ—PHRRIN. A—HF-DBRIOFA TDxRYy b7 —0 T—IVEERL. =
h&70/N4 4 VDC [CEERMITBLENHY ET. VXLAN HR— ~OERICET 25D TIE. INSX
EBAAR] 2BRLTZE 0,

5 (F7r3r) PRFARAD Edge Gateway THEUV—T « I & R1TT S5BE1E. NSX Controller 75 X
YERY STV TLUET,

INSX EEHA R] 2ZRL T L,
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VMware Cloud Director H NSX-T Data Center O > X b—)L &R

VMware Cloud Director 4 > X b—JL T NSX-T Data Center ®x v b T —% Y —REFERT DHE(E.
NSX-T Data Center 24 VA =)L L TCERETHHENHY LT,

EE: NSX-TDataCenter DA 72Xz hBLUNY—IILEHZETHICIE. BRI nRY— 21— — g
F—T 1A RE BEAINEDI-Y— A2 F—T A RICHIET SR — APl EFERLE T, SHMICDONTIE
[NSX-T Data Center BB AH A Rl &SN TLVS NSX-T Manager O#IEEZSBL TS EE ),

VMware Cloud Director &1t VMware &G EDEHRM(CEIT 2 &HIERICD N\ TIE VMware "G DIEEE
AMY Yy O RESRLTZE,
Fv 7 —OBHOFMICDONTIZ. VMware Cloud Director Oy b7 —V#BREHESBL T ZE ),
ZDOFIEE. VMware Cloud Director i1 > A b—ILERTTLTWRBEDHBRINES, VMware
Cloud Director MEEHFEA > A b—ILET v 7L — KL TWSi5E(F. Linux TD VMware Cloud Director @
Ty T —RESHBLTIEI,
AR SRM4
NSX-T Data Center [CDWTEEBLET,
FIE
1 NSX-T Manager RIEE7 754 7> R&7 704 LTHRELE T,
NSX-T Manager BEDFMIC DUV TIE. NSX-T Data Center f > X b—JL HA RESBL TN,
2 XYMV EBEHICEDVTRIVRAR—F V—=2EERLET,
S URR—b V=2 OEBROFMICDONTIL, [NSX-T Data Center £ > X =)L A4 R] #88BL T
20,
=
3 Edge /—R&Edge 45 R4 %7704 L CERELET,
NSX Edge DERDEMICDINTIE, INSX-T Data Center 4 > R b—JL HA Rl Z28BL TS,
4 ESXiRAMDKIZVRR—F /—REFRELET,

BEBWURKRAD NSV AR—F /—RERETSHHEICDNTIE. [NSX-T Data Center 4 > A =)L A
A4 R] #3BLTLEE0N,

5 Tier-O—brozAZERLET,

Tier-O OERRDOEEMICDVTIL, [NSX-T Data Center B A4 R #8BL TS,
RORTY T
VMware Cloud Director 4 > X b—=)LT5&. RO EMAJREIZHAY ET,

1 NSX-T Manager f Y XAF > AD Y Z 0 RADEE
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

NSX-T Manager A4 > A% > ADEFDFHMICD N TIE, [VMware Cloud Director Service Provider
Admin Portal Guidel]] 2B LT =0,

2 NSX-T Data Center bS5V RIR—k V=2 IC&oTNvF o TENBRy bT—0 T—I)LDVERK

NSX-T Data Center kS AR—k V—VICkoTNyF I FENZ 2y D —0 T—)L&2ERT A%
2D TIE. TVMware Cloud Director Service Provider Admin Portal Guidell 2B LT,

3 Tier-O 4 — koA &48Ry hT—2 & LTA Vl— b

NSX-T Data Center Tier-O S —¥ —([CL > TNV F U IENTVWBHNERY NT— 0 ZBMNT 2 HEIC
DU\ TIE. 'VMware Cloud Director Service Provider Admin Portal Guide] #&BL T 7E&0),

VMware Cloud Director 7 7S5 A7 AO T 704 L ¥ EA#ERL

VMware Cloud Director 7 7547 > AD 1 DULDA VR REF 704 %5 &£ T. VMware Cloud
Director #—/\ )L — 7 &R TE £ F ., vSphere Client £7=(3 VMware OVF Tool #{#fH L 7= VMware
Cloud Director 7 7547 v XR& 7704 LE T,

EE: Linux t® VMware Cloud Director 4 > R k=)L & LU VMware Cloud Director 7 754 7 > R&
BEI1DDY—NJIN—THNTRES S LI TEERA.

VMware Cloud Director 7 74 7 > X%, VMware Cloud Director ¥ —EX&#R{TT 27/-DICHEE{LI N
7= BERREFADRETLTY,

77547 ARlE. VMware Cloud Director-v.v.v.v-nnnnnn_ OVF10.ova EWDERDEFI TR A S
NEd, ST wvvid, 8BREAN—=23 >0 nnnnnnliE)L REEEXRLET, fl: VMware Cloud
Director-9.7.0.0-9229800 OVAlO0.ova

VMware Cloud Director 7 7547 > AD/Ny T =2 (2E ROV I SOz THEENTHVET,
= VMware Photon™ OS

m  VMware Cloud Director —EX F)L—7

m  PostgreSQL 10

SR VRATFAFELIFITRAN PRFAIZHEL TS VMware Cloud Director 7 75 A7 V> ADY A X, T4
U (KR) BLXURGZNA (N TT, 7543 (K) BLURY /N (K) DY A XE, ABEEBES AT A
DER/NDYA REGE#HIZLET, 7—20—RICL>TE. UY—ROEBMBUHE(CRDEENHY FT.

EE : VMware Cloud Director 7 754 7 > AADY— R/NX—=F 4 AVR—F 2 DA A =JLIEHR—
INTHWEEA. VMware IGOHEBERMET M) v XITR>THR—FEINTS VMware AV R—x 2~
DHEAVAS—ITEES, &AL VMware VvRealize” Operations Manager™ %7=(& VMware
vRealize” Log Insight™ BEfRI—2 x> bEA VA M=)V TEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

TTSAT VR T—IN—ADHKE

N—23> 9.7 LI, VMware Cloud Director 7 754 7 > R(Z(E. SRTAM (HA) #EEE 5 X /= HIAHD
PostgreSQL F—R—ZANEENTNET, T—INR—RAHA VS RIEELTTS5A 7 RBEEERT S
(2. VMware Cloud Director 7 75 A7V AD 1 DDA VRV RETSAX) w)LELTF7OAL, 2D
DAVRYIVRERY VINA “IVELTT7OA4 T 20ENHY T, VMware Cloud Director 7 7254 7 >~
ADEMA R VREVCD 77V —2 3> WILELTHY NI —TFICTFTOAATEES, DA VR
RTlF, #HHPAAT—F X=X (FEAEI. VMware Cloud Director ¥ —ERX ZI—TOHANRITENET.
VCD 77U =23y LR, 7547 BT —IR=-R([EHEINET., 77547 ABELET—F R —
ADEAAMERESRBL T Z3 ),

77 # )L FTlE. VMware Cloud Director 7 7547 >Rl LTUT—2 3> REDT—FRX—=REHITE N
T. BN/ SSL Db YUICTLS #FERLET. ZDOH#EEL. BEER PostgreSQL SIBBEEFERAL T, 77
OA %I <ICT T4 712V ET, BB (CA) hOSDERMEHAEEFERT HICIE. BCERDHEA;AHL
PostgreSQL & & U VMware Cloud Director 7 754 7 V ANERI—Y— A V¥ —T 114 RFARAEDEE
Wz ESBLTIES,

i : VMware Cloud Director 7 754 7 > R, HETF—IRXR—REHR—-—MLEHA,

TTSAT VR Ry T —UDERE

IN=23 97 LU T—9XR—=R N ST74v 05 HTTP ST 4 v o5 REET 578612 VMware Cloud
Director 77547 RIE 2 DDFwy T —% (eth0 & ethl) ZFEALTT /AMEINET, EHOY—ER
M. [WRTDRYNT—0 A F—T A RAONTNHE(FEMA TEHELET,

E: etho Ry bT—208LWethl Ry bT—=2(F BIOY TRy MIEBTHHEDNHY T,

H$—ER eth0 MR—bF  ethl OR—F
SSH 22 22

HTTP 80 BNV
HTTPS 443 BNV
PostgreSQL By 5432
EBI1-HY—-— A2y —-T1x4X 5480 5480
ary—)L 7oy 8443 ZEmL
JMX 8998, 8999 &AL
JMS/ActiveMQ 61616 ZEmL

VMware Cloud Director 7 754 7 > ADVERE. vSphere X v h T —J#BEEFERL T HILWRY FD—2
A =T A4R A=K (NIC) ZEBIMTEZET. [VSphere RIET I VERE] HA RDRBET UADRyY FT—
U TETIDBMBERESBL T2,

VMware Cloud Director 7 754 7 > ATl A—Y¥ —Id iptables Z2ERLTCI7 747 04—V IL—ILEAHR
IRIARXRTEEYT, HRAYAD iptables b—ILEBIMNT BI(C(X. BRET—F % /etc/systemd/scripts/
iptables 77 A IDOKEIZEBMLUET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

N=23 2101 UETIE. Y—EX 7ONA ¥ ETF > ME VMware Cloud Director APl #{EFHLTUE— bk
Y—NNDEHET AL, —NIDZESSLNAV R T4 D—EELTHRIITE LT, VMware Cloud
Director v b7 — 7% R#E T 57012, VMware Cloud Director APl 2B L TEHET A FETo>TW
57T DO IFEETERVAEKRR FDESTY X MEERLEY. VMware Cloud Director @4 > X k—Jb
FrET7y T —RD%. T+ M VMware Cloud Director A7 2w R &HE T 5R1IC. #ERY A &
BRLEYT., TRAMEGRIES Y XA MOBRESRBL T ZS,

VMware Cloud Director 7 7SAT7 VY ADY AT HARSA4

WEIZIE LT, VMware Cloud Director 7 7S5 A7 > A R—ZRDY—/\ F)b—FIZEBDEBREER LY,
VMware Cloud Director (R¥E7 7S A7 VR A VRV RICEBBY A XEFER LY TEET,

=

T4 B TREPRELEBEICIZRIPEH 72/ IINA—N—2PFR-rTEHLD(C. VMware
Cloud Director D&/NF7AAF1D2DTSA4IY BILE 2 DDRY VINA CILTHERINDILENHY ET,
ZD®REIL, ASHOEBEHRTWITNDODEIVBSA T SA VICHEBIBEBESFUATHIEHEEFIATEET., XFUN
1EEPRELIBE. BENRELECINEBT TOAMTDET. IFRVENTH—I AN SMETEH
IO RE(CHEEELIERETEELEY, 7 I/SA 7V RBEBET—IR—RDESATAMERESBL TS0,
VMware Cloud Director 7 754 7 RICIE, T7OAEIEIRTES 4 DDP A4 X (I, . K. HK
(VVD)) MbhpUET, MRET IS4 7 XA BA XESROFMTEL TVET., O RF1ASSTE, NRE
TTSATRERICEBTHHA T RIRELTWERA, T4 T T T 3>DRIC ZOMDFI T 32D
TR éE. ABREBICREGFERASMEZRUET, HFAEKIE. VMware Validated Designs (VVD) for Cloud
Providers DRXo—JL 7AO7 7 AL E—FLTWET,

FUKEBHARIY A A REERT DD, SATAEBEZEEFIT 7O/ SN RIILOY A XERAERTEET,
AEBBETHEINIR/NOERIZ. PREFET TSAT7AD 3 /—RICKET7A4 T,

X O1DDTSa4<7Y wIVEEE, RIUNA wIIVEREET TV —2 3> wIILEHEEZO. VMware Cloud
Director SR %5 7AATEET., B—RIDTFTOMBEF. T—IR—RDBANSBE—[BESTHS/
®. VMware (2. AEBRECOE—vw/LOTF 7O/ (CIIYR—M2EHLEFA. BE—/IOT7OCBEDES.
NT A=V ARREMSICEET Z2MEEIETR— FERATT,

VMware Cloud Director 7 7SA 7 RADY A5 T3>

ROREHA REFERALT, BIEOT IS4 TR YA XERBELHEMTEET,

# X %X (VVD)
RN DEREH SHRIRBE(INRELGARFTRE AFRE APl #aE L VEREERT HK
BIRIE
vRealize Operations [AIAV-& [AYAY-4 (T
Management Pack BB TnD
VMware Cloud Director 7
o4
VMware Cloud Director Tm [AIAV-& [AYAY-4 (F0y
Cassandra R~ > > A KUy
I DBEME
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

30 "D E—VEREIC AP ICT &

th

<50

TR BRABRTI-Y—FF

0247 > OB,

EEMRRET >

BROEE

5,000

<100

5,000

X (VVD)

<100

15,000

&£ : VMware Cloud Director 9.7 LIFg® primary-large LU standby-large 7 7547 XICIE. 77
IV BT, KiRE HA S X BRICKHER 16 D vCPU DBERESNTWERA. K#FEA VMware Cloud

Director 7 754 7V AEREER T 5583, T7OMRICTSATU ©ILERG VINA £ILD vCPU ZF§)
TI6ICEETHVENHYET,

HA o5 2188k

vVCPU DTS4 <Y &
WELBRE ONA &
V2

vVCPU 7 7U4s -3
> e

RAM 75431 )L
FEERTNA IV

RAM 77U —2 3>
212

vCPU &£#Ea7 Dtk

=

T34 BILERY
YINA EZILTD
PostgreSQL mh X%
EE S

th

1207547 ©IL+2 DDRY
PZAC EE 9%

B

16 GB

B

1:1

shared_buffers = '3GB";

effective__cache_size = '9GB";

work_mem = '8MB";
maintenance_work_mem =
"1GB';

max_worker_processes= '8'";

X

1207547 ©IL+2DDRY
VINA B +1DDT TV -3
VP12

16

24 GB

1:1

shared_buffers = '5GB';

effective_cache_size = "15GB";

work_mem = '8MB";

maintenance_work_mem =
"1GB";

max_ worker_processes= '16';

DRTLDBY A ZALRENED DERBT BHE

VMware Cloud Director )L T3, CPU £/EATUDFERENEMTSE. SN, DEYF /N T a1
KDOLRNIITHRBRLET, £/, VMware Cloud Director /L TF—F RXR—ZANDIEEDSTI SN D HEEDH Y

S
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X (VVD)

1207543 €L +2DDRY
VINA B +2DDT TV -3
> I

24

32GB

1:1

shared_buffers = '7GB";
effective_cache_size = '21GB";
work_mem = '8MB';
maintenance_work_mem =
"1GB';

max_ worker_processes= '24';
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

PRATADEIVEBRTSMDES DERBTSHE

WIFnmno VMware Cloud Director )LD vcloud-container-debug.log LU cell-
runtime.log Z7AJVICLITFDLDEIT Y b DREERENET :
org.apache.tomcat.jdbc.pool.PoolExhaustedException: [pool-jetty-XXXXX]

Timeout: Pool empty.Unable to fetch a connection in 20 seconds, none
available, F7=. VMware Cloud Director €/ TTF—F X—XANDEHEDBUI S NI H5E508HY ET.

E: TI7HINIDT—IN—REHEEBHRICEDNT, IXTOHEBRIE. 547U REUNA TTUT—2 3
> ZATTHRK 6 BIVICHIRENET,

TTSATVADY A TENRITAXTBHE

VMware Cloud Director 7 7S A4 7 ADY A PV &SR-S NTWBEBROWTNNICHRITA XTS
21, VMware Cloud Director 7 7547 >R T 704 DR{TE. TR TOTINTROFIEERTTI2HEND
UET,

1T BRUCBBRICLELGROEILDH S LEEHRLET.
2 IRTOEIDAEY EVCPU &2, BR—FENTODIBRONWTNDIC—HT DL ORELET,
EFEE: RAM &L VCPUDREIER. IRTDTZATY ©IVERIUNA IV TRLUTHEI2LENHYET,

3 T3A47UTTISATAD OS [Troot ELTE#HRASA T 50, SSHOSAT Y beFERLTHERLE
ER

4 1—Y—% postgres ICEEL T,

sudo -1 -u postgres

VMware, Inc. 29



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v 7L —RK A4S R

5 XxOaXr RERFTLT, postgresgl.auto.conf R T7 7 AN EFHLE T,

#®eis17 L]

2] psgl -c "ALTER SYSTEM set shared buffers =
"3GB'; "
psgl -c "ALTER SYSTEM set
effective cache size = '9GB';"
psgl -c "ALTER SYSTEM set work mem =
'8MB';"
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max_worker processes= '8';"

X psgl -c "ALTER SYSTEM set shared buffers =
'5GB';"
psgl -c "ALTER SYSTEM set
effective cache size = '15GB';"
psgl -c "ALTER SYSTEM set work mem =
"8MB'; "
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psgl -c "ALTER SYSTEM set
max_worker processes= '1l6';"

LEPN psqgl -c "ALTER SYSTEM set shared buffers =
'IGB' ;"
psqgl -c "ALTER SYSTEM set
effective cache size = '21GB';"
psgl -c "ALTER SYSTEM set work mem =
"8MB'; "
psgl -c "ALTER SYSTEM set
maintenance work mem = '1GB';"
psqgl -c "ALTER SYSTEM set
max_worker processes= '24';"

6 exit A¥YRERfTLTroot 1 —H¥—ICRUZET,
7 vpostgres 7O RAEBHLET,

systemctl restart vpostgres
8 I1—Y—% postgres (CBEZELXT,

sudo -i -u postgres

9 RKRAHVINA /—RT. postgresgl.auto.conf 77AJ)b%&/—RICOE—L. vpostgres 7O+ RX%E5H
MALET.

a postgresqgl.auto.conf 2754 <Y /—RPLRZ N, /—RICOE-LZET.

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@<standby-node-
address>:/var/vmware/vpostgres/current/pgdata/
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

b vpostgres 7Ot REBRALET.

systemctl restart vpostgres

VMware Cloud Director 7 7S A7V ADY AP0 T EHRY ABRICHRI A X B(2(E. VMware
Cloud Director 7 7547 A 7704 DRITHE. IXRTOCINTROFIEERITTEHENHY LT,

1T T3A47U T7TS54A47 AN OS [Croot ELTEERATA 2T 5, SSHOSAT 2 hEFERLTERLE

ER
2 VCPU BWMERTLTAETSICE. ROAXY RERTTLET,

grep -c processor /proc/cpuinfo

3 RAMBHEXRRLTAETHICIE. KDY RERFTLET,

LT THEENTVS RAM [ KB BAITH B/, 1,024,000 TEI>T GB [CERT DV ENHYET,

cat /proc/meminfo | grep MemTotal | cut -dk -fl1 | awk '{print int($2/1024000)}"'

4 shared buffers DfEE. RAM O&F 15 4GB £5|&, 1/4BELTHELET,
shared buffers = 0.25 * (total RAM - 4GB)

5 effective cache size DfElF. RAM O&# 715 4GB #5|&, 3/4BLCEELET.
effective cache size = 0.75 * (total RAM - 4GB)

6 max_worker processes DfE[X VCPU O ELTHELET,

7 I—Y—% postgres [CEELZET,

sudo -1 -u postgres

8 XkDOAYYRERFTL. FAELEICEEZ#ZA T Postgresgl.auto.conf 7 7 M IILEFHLET,

psgl -c "ALTER SYSTEM set shared buffers = 'shared buffers value';"

psql -c "ALTER SYSTEM set effective cache size = ‘'effective cache size value';"
psgl -c "ALTER SYSTEM set work mem = '8MB';"

psql -c "ALTER SYSTEM set maintenance work mem = '1GB';"

psgl -c "ALTER SYSTEM set max worker processes= 'max worker processes value';"

9 exit AV RERFTLCrootA—H¥—(CRUET.

10 vpostgres 7O RAEZBHLET,

systemctl restart vpostgres

N I—Y—% postgres ICTHEEZEL T,

sudo -1 -u postgres
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

12 &R /A4 /—RT. postgresql.auto.conf 774 J/L&/—R[COE—L. vpostgres 7Ot R%&H
MALET.

a postgresqgl.auto.conf 2754 /—RMPSRZNA /—RICOE—-LET.

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@standby-node-
address:/var/vmware/vpostgres/current/pgdata/

b vpostgres 7O REBMALET,

systemctl restart vpostgres

VMware Cloud Director 7 754 7 > AOF 704 ORIREMN

VMware Cloud Director 7 7S5 A4 7 > ADT 7OA EZRINEHSICIE. T 704 BT BRIICWHNS DHDF R
DEEMFIVvIERTTHLENHYET,

s VMware Cloud Director @ .ova 77 AT VR TES I LEHRLET.

n TS5ARU TISATURETTIOATBHEIC. NFS HAEGEEY —EXDRA M-V &#FELE T, Linux T
@ VMware Cloud Director DY —/N A AL —SDEEESBL T EE 0,
Fr HAEGEY-—EXDX ML —P(C(F. responses.properties 774 /)% appliance-nodes 7

A LI RNIBHEDFTNTLIEZY,

= RabbitMQ AMQP 704D A > X b—JLE KUK,

VMware Cloud Director 7 754 7 > 207 704 ik

m vSphere Client #fMH L 7= VMware Cloud Director 7 754 7 > 2057704

= VMware OVF Tool Z{#f L 7= VMware Cloud Director 7 754 7 > A0 F 704

n HTTPS BEHELUI VY —)L TAFUBERADERME VA RAH— REEBAEZER L2 VMware Cloud
Director 7 7547 A0 F 704

vSphere Client Z{#HH L 7= VMware Cloud Director 7 7SA 7 > ADFT 7
a4

vSphere Client (HTML5) Z{&H L T. VMware Cloud Director 7 754 7> X% OVF 7L —h &L T
T7AATEET, OVF T 7 —haT7 704 LS, 77547 RAERI—YHY— A5 —T7 114 ATHERE
TETTHHEPHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director —/\ I —TDRVD AV IN—=FTS54<Y I ELTT7OATHHENDHY E
3. VMware Cloud Director —/\ )L —TDEED A > /N—[d. XF /N4 ILE =1L VMware Cloud
Director 77U =232 wIELTTFAATEE T, 7TISA TV RABELET —IR—RDOSUALERES
BLTSES,

EZE: Linux t£® VMware Cloud Director « > X bk —JL& LU VMware Cloud Director 7 754 7 > X5
BEIDODY—NJIN—TATEESEDIZLFTEEHA,

BMEERBBERADT TSAT LV RAET—IN—R VS RY(TEMT 558, VCPU 8L RAM 345 X5 K
DERBFEDTSAT) CINVERGUNA ILDBDE—HESEDILENHYET,

FLLTFTTOAZINZRINAD OVADN=2 3 20E VS RIRNDBEEDT 7547 AERUTHILED
HYET, RITFDT TSA TV RAON=2a v EHERT BT T TIIA 7 RAEBI—HY— A5 —T 141 RD
N=2a UV ERERRLUET, 77547 > RIE. VMware Cloud Director-v.v.v.v-nnnnnn_
OVF10.ova EWDFERXDARMTRAEINET. 2T wivvid BE&N—2 3> nnnnnnl3EV REFSEXRL
¥9. #l: VMware Cloud Director-10.2.0.0-9229800 OVAlO.ova

vSphere ICOVF T 7L —hET 704 5AEDFHMDONTIE, [vSphere RIS U EHE] 25 L T
=0,

BDAEELT. VMware OVF Tool 2B L TC7 7S5AT7 R ET7 704352 EHTEET, VMware OVF
Tool #{EA L 7= VMware Cloud Director 7 7S5 A4 7 ADT7OA E2SBL TS,

E: VMware Cloud Director A® VMware Cloud Director 7 754 7 > AOTF 7OA (I R— & TH
Tt A,

I 3
VMware Cloud Director 7 754 7 > ADT 704 DFHEZRMHZSBL T LS,
FIE

1  VMware Cloud Director 7 754 7 > ADF 70 A DBIA
TITSATRAOTTOA 2R T 5123, vSphere Web Client (Flex) £7z1Z vSphere Client
(HTMLS) 55704 D4 ¥— KRBT, OVF 77— hEF7O04LET,

2 VMware Cloud Director 754 <) 77547 > ADHER
T5A4Y 7TS5A4T7 RO OVFE 77— bhEaF7704 075 72547 VMware Cloud Director
TITSGATVAA VARGV ADT TS5A T REBI—HY— A5 —T 1A RDOERT7 1 —XITEOVED
HUET,

3  VMware Cloud Director DR % > /I\A ©ILET TUT—2 3> wILOERK

R UINA “CIVERRITTS5AT7 R IO OVF 77— hEF77O04 LS. T 7AA4T 24V RY
ADT7TSATVAEBI—- Y — A5 —T 1A ADER T = —XITEOBEBH YU £ T,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

RORFY T

VMware Cloud Director 7 754 7> R(Za>yV—J)L 7AOFL H—EXRIZT etho NIC EHRY A R— b
8443 #FEAT B0, AV —ID7OF> 7 RUVRE#HBRLET., Linux TD VMware Cloud
Director B/XT7Uw o 7 RUVRDHAIIA RESRBL TS,

VMware Cloud Director —/\ Z)b—F(CA 2 N—ZBINTBIC1E. FlIEZEYRLET,

AR F—EANT5ICIE. VMware Cloud Director Service Provider Admin Portal (CEZ A4 > L
£9.

TT5AT 2 ADRPIOERSEICERIN/-EEERIABELEEHZ 5(21E. Linux ETD VMware Cloud
Director D CA E&ft& SSLEARAEF—XA N7 OERNTEET,

VMware Cloud Director 7 754 7 > ADF 7AA ORtA

TTSATRAOTTOA RT3, vSphere Web Client (Flex) £7=(% vSphere Client (HTML5) » 5
F7O4 D4 —RERAWVT, OVF 7o 7L —bhEF7O/4LET,

FIE

1

vSphere Web Client &£7=(4 vSphere Client T/ > X hU T2z o RO Jv o L. [OVFF2 7
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RIEE< > DEFEAH L, vCenter Server URZP N ESBL T, 77547 R &7 704857 —49 1
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SRTLADBRNDY A RBHEE-LET, 7T—20—RICE>TIE UY—RDEBMBKEICRDIEENH Y
£7.

FFar B

754U (N 12GB ® RAM & 2 DM vCPU ### L 7=7 754 7> X%, VMware Cloud Director
=N ITN—TOBHNDAN=ELTTFIAOALET,
TS5A47 ) I DBBHIAHRT —5 X—R[E, VMware Cloud Director 7—4# X=X & LT
BEINET, T—FRX—=XEZlL veloud, T—F X=X I—H—I[4 vcloud TT,

T54<Y (K) m  VMware Cloud Director 10.2.1 LIED/N—2 3 (3 24 GB ® RAM &£ 8 DD

VvCPU ###L7/=7 754 7> X%, VMware Cloud Director #—/\ )l — 7 D&
MOAYN=ELTT7OMLET,

m  VMware Cloud Director 10.2 (3 24 GB ® RAM & 4 DM vCPU ##B#L7=7 7
4 7 > R%, VMware Cloud Director —/\ J)—TDRIND AV N—=ELTT T
O14LET.

7547 IVDMBAHT —5 X—X[E. VMware Cloud Director 7 —4X—2& LT

BEINET, T—FIX—REZ[L vcloud. T—FR—R A—H—(F vcloud TT,

REISA (M) T—IR=RAHA ISRZICTSA4<TY () RILEEMT DHECERALET,
12GB ® RAM & 2 DD vCPU &2#H L1754 7 RE. T—9 X—RAEAIAHERD
VMware Cloud Director #—/\ Z)L—7D 2 BB /(L 3 BEBDAN—=&LTT /A
ALET,
RGN LIVDIRBABT —H R—=R(F. TZA3) F—IR=REFRLTLTU -
3y E-RTRESNET.

REINL (K) T—IR=RAHA USRYICTS47) (K) £ EENTHHEICERLET.

m  VMware Cloud Director 10.2.1 LIED/N—2 3 >(3 24 GB ® RAM & 8 DD
VCPU Z## L1775 4 7V R%&, T—4X—XGAAE#ERD VMware Cloud
Director ¥ =N ) =70 2 BEBF/ZE 3 BEDAUN-ELTTF7/AALET,

m  VMware Cloud Director 10.2 (£ 24 GB ® RAM & 4 DM vCPU ##E#L7/=7 7
SAT7 U RE, T4 R—XEZAAEERKRD VMware Cloud Director #—/\ ZJL—
TD2HBBELEIBEEDAYN-ELTTFIOALET,

RGVINA TTSAT YV RADMBART —FR=R (I, T4 T—R=REFEHLTL

TUr—2 a3y E-RTRESINET.

Cloud Director )L 77U s — 3> B VMware Cloud Director 10.2.1 LIEED/N—2 3 (3 8 GB D RAM &£ 4 DD

VCPU #3#&#L7=7 7547 > R%, VMware Cloud Director #—/\ )L —7 D%
BDAYN=LLTTF7OALET.

m  VMware Cloud Director 10.2 (¥ 8 GB ® RAM & 2 D» vCPU ##E# L7777
47 > R%&. VMware Cloud Director %+—/\ )= DHED A N—=ELTT T
o014 LET,
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XTHBEIVERHUVET, T—FIXR—RHAOISRHZIE 1DDTS5A4<Y L UN) £E2DDRIVINA T
UM FEET1TDDTSA4YU L (K) E2DDRIINA )L (K) THERTEET,

FTOA%IC. TTSAT UV RAOY A XEBERTEET,

RIS R T 7AINERET A RIDT AR 74— Y MET—FRANTERZIRL. [KN]E v oL
7.

WY TA=IY MINT =X REBLESIHE, OV 74—y MIRNV—CBREBEEHHNLET,

(=T v bRy bhTD—=2]1®IORAY TEI Y AZa—h5, 7T5A4T7 2 RAD ethl NIC LW etho
NICDZ -7y b Xy bT—0%ERLET.

V=R 3y bT=0 URMDPHEEC/EZ>TODIEBHYET., BEY—XA Xy bT—=FICHLTELWSY =5
yh XY bT—UZERRL TS LR LET,
EE: 20095y bRy bIV—VEBRESDTOWILEDHYET,

[IP7RLVRDBIVETHRE] Ay TFO Y AZa—05 [BE - FE] IP7 RLROEUHTE [IPv4] 7
ArIJERIRLET,

(kN1 Z=0 U v o LET,

VMware Cloud Director Oz ET 2V 4 F—RD [T T V—bDARIIA X BEICUTA LD
FEnEF.

(VCD 7 75AT Y REE] €3> T TTSAT7  ADFMEEBKRLET,

BE L]
NTP 4—/¢ FATSNTP 4 —NDKRAMGELFIP 7 RLVATY,
WHAD root /KRT— R TTS5AT 2 ADER root /XRAT— R, 8 XFLUL (AXF. I\XF. #HF BRIXFET

NTNIXFLUL) 280X ENHYET,

EEZ: MO root NXT—RBF—XbTDONRT—RICHRUVET, /5 RAFRETIA
MEEARICIRTORIVICAL root RRT— RERETHILENHYET, BE7/OER
MWET LIS, BROEBDEILD root RART—REZETEET,

FIPS €E— REERAT HIHEIF. T T4 7 AD root NRT—RE& 14 XFLULICT HZHE
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F: OVF 7704 D4 ¥—RIE NXRT— ROEECH L THHE root /SR T — REKEE
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REFERTIBLEDHYETD. 7745 T—bT 1243 eth0 CERESNTVET, BEIE. COREEZE
DEEFTHVEEA,
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RAL RRINR TTIZAT VADRRA SBRBAD RAA VEDH I IEYY R MELFAR=IEGTU Y

X~ (subdomain.example.com 13.£).
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VMware Cloud Director 754V 77547 2 ADERK
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--net:"ethl Network" portgroup on vc for ethl
--name vm_name on vc
--diskMode thin F/2[3 thick
--prop:"vami.ip0.VMware vCloud Directet'h0 ip address
--prop:"vami.ipl.VMware vCloud Directethl ip address
--prop:"vami.DNS.VMware vCloud Directains ip address
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--prop:
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primary-small (12 GB ® RAM & 2
DD VCPU Z8EH LT 547V R %,
VMware Cloud Director #—/\ Z)L—
TORMDA 2 N=ELTTF7AALET,
T4 BIVDBAHT —F X=X
[£. VMware Cloud Director 7—4~
—RELTRESNET., T—IR—RE
& veloud, T—FR—R 1—H—(F
vcloud TF,
primary-large :
®  VMware Cloud Director 10.2.1 LI
EDN—2 3324 GB @ RAM &
8 DD VCPU £8#LI=T 7547
> X%, VMware Cloud Director
Y=NTI—TORIMDAN=EL
TF7O4 LET.
®  VMware Cloud Director 10.2 (&
24 GB ® RAM & 4 D vCPU #
BELETTS54T7 X%, VMware
Cloud Director —/\ Z)L—7 D
BUIDAYN—=ELTT 7O/ LE
ER
T543Y CIVOEBAHBT —F N—2R
[Z. VMware Cloud Director =4~
—RELTHRESNET, T—IX—RF
(£ veloud, T—FR—R I—H—(&
vcloud T9.,

standby-small (312 GB ® RAM & 2
DO VCPU 2BE LT TS5A47 VR %,
T—IN—Z2EAAEERD VMware
Cloud Director 4=/ Z)Lb—7D 2 &
BEAIE3BBEDAN=LLTFIOA
LET. R UNA LIVDOEFAHBT—5
N=RlE, TZA4TY F—FIR—REFER
LTLT7Us—23y E—RTERESINE
ER

standby-large *

m  VMware Cloud Director 10.2.1 L
BD/N—2 303 24 GB D RAM &
8 DD VvCPU Z##H L7 7547
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RE, T N—REFREERD
VMware Cloud Director #+—/\ &
N—=TD2BEBELEIBEDOAY
N=&LTTF 7O/ LET,

m  VMware Cloud Director 10.2 (&
24 GB ® RAM & 4 D vCPU %
BELIETTSAT7 o RE, TN
—XEA AE#ER D VMware Cloud
Director =N\ Z)L—7D 2 BEEE
FIE3IBREDAIN=LLTT7OA
L¥ET.

REG INA LIVDIFIABT —H K=

[E. 7347 F—IR-REFERHLTL

TUr—2a3y E-RTRESNET.

B cell:

®  VMware Cloud Director 10.2.1 Ll
ED/N—23>(3 8 GB @ RAM &
420 vCPU £HB# LT /547
> X%, VMware Cloud Director
PN I —TDHEDA > N—=EL
TF7a4/4LET.

®  VMware Cloud Director 10.2 (&
8 GB ® RAM & 2 D vCPU %45
BLETTSA4T7 o R%E. VMware
Cloud Director —/\ Z)L—7D
BEOAYN=ELLTT7OEALE
ED

VCD 77U o= 3> wIVADOHEHAH

T—IR—RIFEASNERA, VCD T

TVr—ary wilE, TZ5A47) T4

N—RICHEHRENET,

=E: VMware Cloud Director #+—/\ &
W—=TRADTSAIY I BLVRY V/NA
VI BALYA X THIVENHYES, T—
IR—ZAHA OZRZ(F 1DDTZ514<7U &
I UN) E2DDRIUNA BV N, Ef=
1207547 €L (K) £2DDRY >
NA I (K) THEBRTEET,

TTAARI T T547 A0S A XEBHER
T&EEY.

--powerOn path to ova FOA% RIEXSVENT—FLET,
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ABIBER TS 4~ VMware Cloud Director 7 7547 R&5F 704357 KD
151

EZE: VMware OVF Tool A< R&RfTT SHIIC. vcloudapp.varoot-
passwordVMware vCloud Director. vcloudconf.db pwdVMware vCloud Director. HBXU
vcloudconf.admin pwd.VMware vCloud Director /NAT—R ZHEDREM/NAT—REBEBRZIET,

ovftool \

--noSSLVerify \

--acceptAllEulas \

--X:enableHiddenProperties \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \

--name=MyAppliance \

--diskMode=thick \

--prop:"vami.ip0.VMware vCloud Director"="10.0.0.142" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.24" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
—--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.db pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin email.VMware vCloud Director"="admin@mycompany.com" \
--prop:"vcloudconf.admin fname.VMware vCloud Director"="vcdadmin" \
--prop:"vcloudconf.admin pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin uname.VMware vCloud Director"="administrator" \
--prop:"vcloudconf.inst id.VMware vCloud Director"="59" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-large" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

AFIBEBHRRS /N1 VMware Cloud Director 7 7547 > R&F 704457 RD
£l

EFEE: VMware OVF Tool <> RER{TI SHIIZ. vcloudapp.varoot-
password.VMware vCloud Director /NAT— RZMBORLENRAT—REBEEWZET,

ovftool \

--noSSLVerify \
--acceptAllEulas \
--X:enableHiddenProperties \
--datastore='datastore6' \
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--allowAllExtraConfig \

--net:"ethO0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thick \

—-prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
—--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MySecondAppliance" \
--deploymentOption="standby-large" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

VMware Cloud Director 7 7S A 7 ADT 7O %DEE

TTSATRETFTTAOA LS, firstboot A 77 AN TEEIS— Avtw—CAERLET. VMware
Cloud Director 7 7S5 A 7> ADOAY 77 AINDRAEESBL T LS,

TT5AT7 o RAEBIA—Y— A5 —T A REFERLT. 754U 77547 RE#ERLET., VMware
Cloud Director 7S A4 77547V ADERESBL T ZE 0,

TT5AT7 AEBA—Y— A —T A REFERLT. A NA BILET TV =3 BILEEBRLET,
VMware Cloud Director ®DR& »/N\A wILET TV —2 3> IILOEBRESBL TS,

HTTPS @Eb LTV a VvV —IlL 7AF 2 BIERADEAME 74V KA — REEHA
Z4 (AL~ VMware Cloud Director 7 7SA4 7 A0OF 704

ZB2M4E=T74)L RAH— REBBEEFEAL T, VMware Cloud Director 7 754 7 AE&F7O4/4TE%d, h
SOIAEAFERT D E. GIAZEICURNEINTWBRALS VBDY T RAL VO THDYT—/N%E, HICHIRE< (RE
TEET,

T 7 # )L b TlE. VMware Cloud Director 7 754 7 > R%&=5F7A4 3% &, VMware Cloud Director (3BT
ELRPEELERL. TNSEZFRLTCHTTPS BERL*ar Y —)L 7O+ BERD VMware Cloud
Director /L &L £ 7.
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TIAT) FTSATVREERICTIOAT2E 7ISAT7 ABROD v I(LE>T 547U 7754
T UADSHED NFS HFILEY—EX A M —2 (Jopt/vmware/vcloud-director/data/
transfer) [ responses.properties 774/ MAE—NET, 2D VMware Cloud Director #—/\
IIN=TICTTAAENEMDT TSAT7 Y RE CDT7 7V EFERL TEBNICREENET,
responses.properties 77 AJVIZIE SSLEIAEZEF —X M T DNRRAPEENTWVTC, SSLAAEF—X T
[CIZIEBAEREN/-HCERIAE user. keystore.path BEENTVET, T 74/ MTIE ZD/NRIEH
TITSAT Y RICHLTA—ANGEF—ANT 77 AIDNRITIEYET,

TS5ARY 7TS5AT7 0 RETTOA LZET, BERAEIMHELFERT AL ICHEERTEET. BELFHEIIHE
EERALEF—RNTOERBROEMICDNTIE. VMware Cloud Director 7 754 7 > AAND CA &+& SSL
SEBAEZEDEREA Y R—FESBLTSEE,

724 <) VMware Cloud Director 7 724 7 > ATERT 5 ER T EMBEENERMFE T AV R h— R
ETHDHBEE. TNSDIBEEF VMware Cloud Director 4 —/\ I —7RDMDTNTDT TSA T VR, D
FUYURYINA ILE VMware Cloud Director 7 7U 4o —2 3> ©IVICERATE 3., HTTPS @EH LU0
V=L TOF O BERDEAMETAI R — RIBEEERLZT 7247 AOT7OA4 %172 T EBMD+E
WICEBAFFETAIINRA— R SSLAIBEEHRETEET.

ARSI

m HTTPS & V—I)L 7OFSOmMADIA U7 ARADEZMFETA I RA— K SSLEIAEEZELF—X T
W T4 77547 A (Jopt/vmware/vcloud-director/certificates.ks) CTEMRREET
HhDELEEDBLET,

m F—RT7EFEHRL. CAERKMEHAPE T 7 A I EA VR— T EHENDH BHE1E. VMware Cloud
Director 7 754 7 > AAND CA L& SSLEIFAZDER EA VR— FESBL TS,

B BEDTSAN—F F— T7M)LE CAERMNERNBPE T 7 AIUDT TIIHEET 25E5F. 774X —F
F—B LU CA L& SSL EIFAED VMware Cloud Director 7 754 7 2 AANDA VR— h &= 513
LTS,

n EBERAFETAIRA—RSSLABEESLF—ALTOF—R LT 4475 JCEKS DiF&E. F—XTAHAD
F—DTSAN=—F RRT=RPF—ASTDNRRT—RE—HTBHLEHRLES, F—AMTD/NRD
—RE IRTDTTSAT7 U RETTAATBHEE(ERTBHME root KRT—RE—HTHVENHY E
ER

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http or consoleproxy
-keystore /opt/vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-

password

FIE

1 754U TTS5AT7 ADSEERF (/opt /vmware/veloud-director/data/transfer/) [,
BICEBEZENARAZESUIH L) certificates. ks 77/ J/)LEIE—LET,

2 F—RNT7 T7ANVICETIFREELS LV I —TDHER%E veloud (CEELET.

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks
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3 F-RNT7 77M4NOFEBEEICGHARYUBLUVEEAHERDBH D LEERLET,

chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 TS5AR) TTSATRATAR Y RERFTLT HILWELR{TZ3IE % VMware Cloud Director 4 > X
FURIA R—=FLET,

DAY RICKY, EREHABAD responses.properties 77 A ILHEFHI N, ELEHEFRAOF—X b
7 77 ANESBT BKDIC user. keystore.path EHNEBINE T,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 HLULWEBZMEIHBEEZENICTRICIE. T34 77547 AT vmware-ved Y—EREBRREILET,
a YV RERFTLT, vY—ERXZFELELET,

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s

b O RERTLTH-—ERZERMIBLET.

systemctl start vmware-vcd

6 F—RARTONRT—RE—HTBEAroot /XAT—REFEAL T RAY N VIV T TSATRET T
T=ar N TTISATRETIOALET,

HR

FLLTTAMENETTSAT7ADOE, AU NFSHEGEY —ER A V-2 EFERTHHDEINT. 7
AR TISAT UV RATHERENDBDERLBRHE VAN BA— R SSLABAEEZEALTRESINET.

VMware Cloud Director 7 7S5 A4 7 > A~ND CA &f+E SSL SEBAZEDE
REAR— b

PIB (CA) 1Lk > TERENATHBEERBLUA P H— FT5E. SSLIBEDEEL ALDBBRAICHEY, 5
Y RADEEERET B LN TEET.

% VMware Cloud Director 4 —/N\IZIE, 2547 ET—NRBIOBEEZRET H7/=0(2 2 DD SSL FIEAEN
WETY, & VMware Cloud Director —/Nd, HTTPS BLa> vV —)L 7AF 2 @BERD 2 DOEMS SSL
IVRRAVFEYR—FLTWBBEDNHYET,

VMware Cloud Director 7 754 7R Tld. S5 2EBDIT Y RRA U MIEL IP 7 RUREAIFRA NS
EHBLETH. 2 DOEFDAR—~ (HTTPS [T(F 443, OV —JL 7OF@IEICIF 8443) ZFERALET. &
IVRARAMIEHMBED SSLEABENKLETY, VML RA—RIBAELZFERTIHLE. MADI Y RKRA b
[CEUGRZEAFERTEET.

WFTNDIY RRA > hOFEAECH. X.500 #7BIE & X.509 472 20 bDORIBIREENSENTWSHED
HUET,
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BMEDTSZANRN—F F— T774)L& CAEBEAMETABAET 7 MIIVDT TICHEET 2BEE. 754/ RX—F F-8&
U CA & SSL EIBAED VMware Cloud Director 7 754 7 2 AANDA ViRk— MMIREEH SN TWSFIESE
RITLET,

EE: FT7AAEIC. VMware Cloud Director 7 754 7 X3, 2,048 Ev D F— B4 XD ECERH
ZEERLET, @EF— B XEBERT B AR =IO EFa1 VT BEHETFETILENDYET,
NIST Special Publication 800-131A [CHitl), 1024 Ew hERFEDF— B4 XFHR— b Enia<HRUELE,

ZOFIETEAEINZF—X N7 IXRAT— Rl root 2—H— /XRXAT—RTHY. root_password &L TEZN
£7.

AR

keytool AV RICDWTEBLTHEEET, keytool ZEAL T, CA ELAt& SSL ;IAE% VMware
Cloud Director 7 724 7 » XA »R— b~ LEF, VMware Cloud Director (§. keytool @I E—

% /opt/vmware/vcloud-director/jre/bin/keytool [CEELET,

Fl&

1  VMware Cloud Director 7 7547 >R 2>V —J)LIZ, root ELTCEEOSA T EM SSH OSA T
hEFERLTERLETD.

2 BEO-Z-—XICEUT. ROWTIDHOA T a »ERIRLET,

VMware Cloud Director 7 754 7 > R%&F7 7043 5 &, VMware Cloud Director (3. HTTPS #+—&
REAY=I)IL FOFL H—ERFAIC2,048 Ey hDF— A XA THCERUPEELZEHHMNICERL E T

. TUOARICERSNSARECRARTER T H5813. FIE FIES (CEALET.

B F—H A RXERELTBHREDHARY LA AT a3 EFRLUTHLWIBEA 4T 515813, FE FIE
3ITERET,

3 av RERFTLTC, BEED certificates.ks 77 A ENY I T v TLET,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

4 ORVRERFTLT HITPS H—EXAELaY Y-l 7OFL Y—ERAONRTV v s BLOT 54—k
F-RTEERLET.

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/

vcloud-director/certificates.ks -w root passwd

ZDAX Y RICKYU, IBELENRT—REFERL T, certificates.ks TF—A M7 HIMERELITEHE
NET, GSAFEFATVEOT 7 A MEEFERAL TERESNET, RIEDO DNS#EBICELU T, RTEOIE
v Rx—AL(CN)[FET—ERDIP 7 RLRAE/IE FADN [ZHRESNE T, SBPEFF—KICT 74 MO
2048 £y hEFERAL. 1ERER 1 ETHRUNICAV ET,

EZE: VMware Cloud Director 7 754 7 > AD#ER LOFIRICK Y, FBAEF— X MTITHAET /opt/
vmware/vcloud-director/certificates.ks Z2FERATHAHLENHYET,

E: O TTSATVAD root R —REF—IAST RRAT—RELTERLET,
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5 HTTPS#—EXA&LaYV—I)L 7O0F> Y—EXADFAEBZELY VT X (CSR) R LT,

EE: VMware Cloud Director 7 7547 Rl HTTPS H—EXEarV—JL 7OFL H—EXDM
ATCRLCIP7RLVRBLUVKRRMREHRBLET., ZD7/H. CSR ERRO <> RTIlE. Subject Alternative
Names (SAN) #EiES1#ICEIC DNS LUV IP 7 RV REIEETHHLENHYET,

a http.csr Z7AMIVAICEIAEERY VTR MEERLET,

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreq
—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b consoleproxy.csr 77 AJ/VAICRIAEER U VT XA MR LET,

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreg
-alias consoleproxy -file consoleproxy.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,1ip:10.100.101.10"

6 FBREBERUIIRNERABICEELET,

SIBAZRITHEIIC LY., Web U —N— A4 TEEET DL OROS5NZ5E(E. Jakarta Tomcat ZERA L
E3 P

CA ZERMEFMAZTEZMBLET.

7 CAZ&fH=iIHZE. CAJL— MIEBRE, BLOCEEDFRIZIAES VMware Cloud Director 7 7547 >~
RlCaE-LET,

8 IVWYRERFTLT BRMEHAMEIZ PKCSR2 F—RA BT [CA Y R—bLET,

a root.cer 77AI)IM5 certificates.ks F—A N7 77 AIVICERRB DI — NIBAEE A > R—
FUET,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
vcloud-director/certificates.ks -alias root -file root certificate file

b ®MEIREEZZELEGESIE. ZDIIEE% intermediate.cer 77 A5 certificates.ks
F—RANT7 T7AICAVR=—FLET,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/

vcloud-director/certificates.ks -alias intermediate -file intermediate certificate file

VMware, Inc. 51



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

¢ HTTPS Y —ERFBREEA VR—FLET,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
vcloud-director/certificates.ks -alias http -file http certificate file

d aryv—) 7AF*> Y—ERDiEEECN > R—FLET,

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
vcloud-director/certificates.ks -alias consoleproxy -file

console proxy certificate file

IN5MaX Y R, certificates.ks 77 AMNEFHLLEBLE CAERFEN-3 VOFHAETLE
Z2xLZEY,

9 FABEDAUR-—PENTOBDEDDERERT HICIE RDAT Y RERITLTF—RALT 77 MILOREE
—BRRLET,

keytool -storetype PKCS12 -storepass root password -keystore /opt/vmware/vcloud-director/
certificates.ks -list

10 O~ R#EITLT. 5FAE%E VMware Cloud Director 4 Y A& > RITA > R—bMLET,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password root password

11 FHLWBLMGZAPEEFMICT SI2(E. VMware Cloud Director 7 754 7 > AT vmware-ved H—E X
~HiEELET.

a IOXYPREEFTLTI—ERZEFELLET,

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
cell) -s

b aYYREERFTLTY-—ERERBLET,

systemctl start vmware-vcd

RORT T

. UAI)RA— REIAEEERT S5EEF. HTTPS BESLV0a YV —)L JOF L RBRERDERAFMETAILED
— REEBAEZEM L 7= VMware Cloud Director 7 7547 Y ADT 7OA & SBL T2,

B UM RA—REBPEEZFERLAVMESIL =N ZIL—THDOTRTH VMware Cloud Director #—/\T
COFIEERYRLET,

B #HAAHD PostgreSQL F—FN—XE LU VMware Cloud Director 7 754 7 > ADEEI—H— A
VEZ =T 14 ADFBEEOEROFMICDNTIE. BEERDHAIAH PostgreSQL LU VMware Cloud
Director 7 75A 7V ADEBI—HY— A 7 —T 1/ RAPEDBE MR EZSBL T ZE),
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TS5AN—F F—BXUV CA E&fE SSL sIBAZED VMware Cloud
Director 7 7S5 A7 2V ANDA iR—
MEDTSAR—F F—BLV CAERZFNFEABRET 7 MDD B1581F. F—X ~T7 % VMware Cloud

Director IRIEICA > R— b3 BRI1IC, HTTPS H¥—EXELa> VY —)L 7OF 2 Y —EXOBMADIMRAEL T4 AN
— b F—FA R TEF—RANT T7MINEERTILEDNDYET,

AR SR

keytool AR Y RICDWTEBLTHEET., keytool ZFALT. CAEL#tE SSL iIAEZE VMware
Cloud Director 7 754 7 » XA »R— b~ LEF, VMware Cloud Director (§. keytool @I E—
% /opt/vmware/vcloud-director/jre/bin/keytool [CERELET.

s PEEAZE. JL— b CARIRAE. CA Z2&HME HTTPS Y —EX, Loy V-l 7O0+> H—ERDTZ
AN—h F—LEABEET TSATAICOAE-LET,
FIE

1  VMware Cloud Director 7 754 7> X a>Y—JLIC, root &L TEEOVATEM. SSH 2SS4 T >
NEFERLTERELET,

2 WHEEBENHZIBEEIE. AT REEFTLTL—  CA ZLIPELDRBIGIBEL2ESL. SBPEF T —2 %
ERLET,

cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt

3 OpenSSLZFEALT. HTTPS ¥ —EX &YV —)L TOF2 Y—ERDBEADEHIC, T4 N—K F
— HBAEF I TNETNOIAUTREFOFEF—ALT 77 AIVEHEBL. EF—AT7 774
DINAT—RZEEELET,

a HITPS H—EXRADF—RX L7 774V EERRLE T,

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
-passout pass:keystore password -out http.pl2 -chain

b a>V—IL 7O+ Y—ERADF—RANT 774 IVEERLET.

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt
-name consoleproxy -passout pass:keystore password -out consoleproxy.pl2 -chain

4 OV RERFTLTC, BEED certificates.ks 77 A ENY I T v TLET,

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original
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5 keytool OAV¥ Y REFERALT.PKCS12 +—RX 7% certificates.ks F—AMT7ICA VR—FLET,

a HTTPS H—EXAICPKCS2 F—R+T7EAVR—FLET,

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype PKCS12 -srckeystore http.pl2

-srcstoretype PKCS12 -srcstorepass keystore password

b a>V—IL 7O+ Y—EXAICPKCSR2 F—X+7%&A4VR—FLET,

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype PKCS12 -srckeystore consoleproxy.pl2

-srcstoretype PKCS12 -srcstorepass keystore password
6 FIBAEDA VR—bIDPEIILIZZ LERRLUET,

keytool -storetype PKCS12 -storepass keystore password -keystore /opt/vmware/vcloud-
director/certificates.ks -list

7 OV REERFTLTC. BL,H=5FAE%A VMware Cloud Director 4 Y R > RIZA iR—bLET,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password keystore password

8 CAZBLf=FBEEEFMICT SI(C(E. VMware Cloud Director 7 754 7 > AT vmware-ved Y —ERX &
BEEELET,

service vmware-vcd restart

RORT T

m UAI)RA— REIAEEERT S155EF. HTTPS BESLU0ar YV —)L 7OF L RBERDERAFMETAILES
— REEBAEZERA L 7= VMware Cloud Director 7 7547 Y ADT 7OA & SBL T2,

B JAIIRA—RIEBEEFEALLZVESE. 5=/ FIL—TARADTRTO VMware Cloud Director 7 75 4
TR EINTZDOFIEEFEYIRLET,

B HHAAHD PostgreSQL F—FN—XE LU VMware Cloud Director 7 754 7 > ADEEI—H— A
VEZ =T 14 ADFBEEDOEROFMICDNTIE. BEERLDHEAIAH PostgreSQL LU VMware Cloud
Director 7 7547 ADEBI—HF— A 5 —T 1 RAFEDEZHWZEZSRBEL T ZE ),

VMware Cloud Director 7 7S A4 7 ADT7AA % DEX

VMware Cloud Director %+—/\ Z)L—FZ&4Ep L 7=, Microsoft Sysprep 7 7 4 JL. & Cassandra 7—4#
—REAVAR—I)LTEET, PostgreSQL F—RX—REFRBLTWEE(1E, SSL ##mL. T—9~R—Xt
D—EBD/INT A —F = RETEET,

VMware, Inc. 54



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director 7 754 7 > ADYER#%. vSphere xv U —O#REAZFERL T, FILWRY T —2
A5 —T124R A— KR (NIC) ZEBMTEET. [vSphere RIEEY > V&’ fi4 RORETS UADRY T —
U TETIDEBMERESBL T /ZE,

E: USRIDPBEET AN —N—RIERINTNSIHEL BMEILETTOA LR 77547 X API
EFERALT, ZOT7 M)A —/N\— E— K% Automatic [CRETHHLENHY ET. [VMware Cloud Director
TTSAT7AAPI] #BRBLTLLESD, HFILWEILDT 74D T A I)F—/N— E— Rl Manual T,
USRID/ —REATT7 2 AIA—N— E— RPREEGGREDIZEEIE. 75 A9DT7 A —/1N— E—RI&
Indeterminate T9, Indeterminate E— KTl TTDTFSATY LI ET7+0—F5/—RETISRID
RENAEEICHDAEEDHVET., /FZRIDT 2 AIINA—N— E— REXRFRTSIZIE. VMware Cloud
Director 77547 VR VS RFDEEMETIAIINF—N— E—RORRESBL T EZ,

N—=2 32101 LETIE, —EX 7aNa ¥ ETF > ML VMware Cloud Director APl 2R LTY E— bk
Y—N\NDEHFETANL, T—NIDESSLNAY R A D—EELTHRIITEE T, VMware Cloud
Director rv b7 — & R#ET 57012, VMware Cloud Director APl 2R L TEHET A METoTW
57T EDSIFEETERZVAEBARR CDESTU X ZEEKRLEY. VMware Cloud Director @A > X ~k—)L
FET Y7L —RD%. T+ I VMware Cloud Director ADT7 2t A &HA] T 5H1IC, IBEEU R &
BLET., TRAMEGIESTU X MOBRESBL T ES,

VMware Cloud Director 7 7S A7V ADIA LAYV —VDEE

VMware Cloud Director 7 7S A4 7 REERICT7IOAA LS. 7ITSATVADVRATA AL =V EE
BCTEET, YN ITN—TEXVEET—N AL —RAOTRTO VMware Cloud Director 7 7547 >
RARA VARV ATRUHXREEFERTI2LENHYET,

AR

= VMware Cloud Director 7 7547 > XR%& 7704 LF£9. VMware Cloud Director 7 7547 > AD
F7OA4 LEERESBL T /ZEN,

B EEY-—NRML—PDF A LYV —2%& VMware Cloud Director 754X 77547 RAOFHLWY A
LAYV —=VICEELET,
FlE

1 754%Y /—ROWeb arV—J)LlEBFVE-—b IXV—IVEFERALT a2V—IL D4 RUDETIC
BB ALV —DHFE] ZEIRLET,

2 B B, BLXUOIYA LY —UfEEEREIRLET,
HUKSBIRLEGYALY =AY —=IL D4V RUDETICRREINET,
3 VMware Cloud Director 7 7547 >X 2V —J)lICroot LLTAYALET,

4 VMware Cloud Director 7 754 7V ATHLWI A LAY = DHERIEREND LD (TSI
vmware-ved U —ERXEBiEEHLF T,

5 VMware Cloud Director BIEOITRTDRY VINA CILBLRT7 TV —2 3> wIVIZCFIET ~ FE 4 %=
BUIRLET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director 7 7S5 A4 7 ADRNET7 RUVADHRIYITA X

O— R NSoHYFEETOF>0EHEH-TI2(E. VMware Cloud Director Web /R—# )L, VMware Cloud
Director API, LUV =)L 7AOF>DTFT7AIN DI RKRA VM Web 7 RUVREZEELET,

TT75A7 > RFayY—I)L 7AFS H—ERICE—D IP 7 RLVLREARY A R— b 8443 #{FAT 57/=0.
VMware Cloud Director ARV =IO 7O+ 7 RUVRERETHVENPHUET, 6 #5BL TS
(AW

BIIRSM

PATLAEBELLTAIA LTINS LEZHMRELET, P AT LAEREZEOHDBRHALY RRA 2V hEHDRITA
ATEET,

FIE

1 Service Provider Admin Portal ® t88+E4S —> 3> N—T [EE] Z2#IRL £,

2 EfONRIVO [RE] T [REA7 LRI E0V YO LET,

3 MHAIVRRAVINENHRITAXTBICIE. RE]IZ2V v o LET,

4 VMware Cloud Director URL # 1 X4 <4 X9 3I(2(F. [Web R—%JL] T RRA 2V hERELET,

a HTTPS (£+27) #HERDHREY LD VMware Cloud Director /871 w4 URLZAAL, [Ty
O—Rl1Z2Uwyo LT, ZOIYRRAVMDEBEF T — &N T HABAEEZT7 Yy 7O0—-RLET,

AIREF I —VIEH—EX IV RRA U N TERSNDIAREE KT IVENHY ET. ZOHAEE.
I 7 R consoleproxy Z{#fH L T VMware Cloud Director ZILOKF—Ar7I(CT vy 7O—-RE
NEFRAETYT. O— KNS T V=)L 7OF 8D SSL BRI R— SN TOWERA, i
BEF I —2ICF. T52AR—F F—25F2 0 PEMERDI Y RARA > MERE, FRIGIRAE. LU
= MEAENESENTVWSIHENHY ET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

5 (7 3>) Cloud Director REST APl &£ OpenAPI URL 2h X< A XFB(C(E, [Web R—% JLEE
DER] FTIVEBEHICLET,

a HNAYLDHTTPRX—RXRURLZAALET,

=&z HTTP X—X URL # http://vcloud.example.com [JF%E L/2HE(E. http://
vcloud.example.com/api M5 VMware Cloud Director API (Z. http://
vcloud.example.com/cloudapi M5 VMware Cloud Director OpenAPIl [C7 VX TEE T,

b #HRX&LDHTTPS RESTAPIX—X URL ZAAL. [7y7O—R]Z22Uv oL T, ZOIY RRA
Y hOEREF - EWILTAAAEET v JA—RLET,

=& Z1E. HTTPS REST APl X—X URL % https://vcloud.example.com [ZFRE L7/=15E& (3.
https://vcloud.example.com/api 75 VMware Cloud Director API [, https://
vcloud.example.com/cloudapi M5 VMware Cloud Director OpenAPI [C7 &R T&EE T,
FAETF T —VET—ERXR IV RRA VM TERESNDIFAAELE BT ILENHY ET, ZOFRAE.
IA 7R http ZEAL T VMware Cloud Director EILOEF—XA N7 I(C7 v 7O— RE N/
£ FEFO-RK NZ2H0D VIP iIAE (SSLEHRMBERSNTNDIEE) OVWTIDIC/AY £9, A
EFr—VICF. TIAR—b F—EFFEHW PEMEXLDIY RRA > MEBEE. FHEBEE. LTI
— MIBEPEENTVWILEDHYET,

6 HRX% LD VMware Cloud Director ARV —J)L 7OFL 7 RUVREAHLET,

ZO7RVRIE arV=I)L 7AFL Y—ERICHRZ A R— 8443 Z{FRAL T, FQDN £ IP 7 K
L A THEE N7z VMware Cloud Director 7 754 7 > R eth0o NIC DFR2EHH K A4 % (FQDN) T
ER

7= Z1E. VMware Cloud Director 7 7547V ADA > A% > XM FQDN 73 veloud.example.com D
B 4&1L. [veloud.example.com:8443] LAALET,

VMware Cloud Director (&, {RFEE<¥ > tTUE—br aVV—Il D4 RUZRLSEECOYY—IL 70O
2 T RUVREFERLET,

7 EERARERETDHICE. RE]IZ2VVILET,

BEARN) YO T—HEI&NT B7/=6D Cassandra T—F X—ADA VA M— )L L&

VMware Cloud Director (FIREET L DN T A =T AR ISU RRNORETS D) Y —REBEZEICET 5
EBLVBEDFERERT AN v IERETEEYT., BEA N v IDT—4I(d. Cassandra 5 X% [TH&HRS
NnNE9.

Cassandra (A —7 > V=X F— X=X THY. ZhEFRALTNvF T ANTERMHTHLET. RET
SUDANYyIDESTR. BRINT—FENET H=DDIRMEE/N T+ —<  RITENZV Y 2—2 3 VISATHE
[Z72Y £9. VMware Cloud Director T, RIEEX > UHOEEA MY v IV ERBTE2LD 12T 215454,
Cassandra 75 X4 %A A=)l LTHER L. cell-management-tool AL T. 45 X% % VMware
Cloud Director LT 2 HENH YV ET., WEDA N v I ERBTIHEEE. 7T 30DTF—9R=X V7
FY T T7IEARETY,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

ARSI

FIE

1

FTarDT—INR—R VYT D7 EERT SB1IC. VMware Cloud Director #84 Y A b=l ELUE
TENTWBZEEERLET,

Cassandra ICEZEBNTWEWEEIL, http://cassandra.apache.org/D&E#EZHERL TS0,

ARy F=HR=RELTOFERAEYR— LTS Cassandra U —XDU X MIDWWTIL,
[VMware Cloud Director UU—X /— k] 258 L T\, Cassandra (3 http://
cassandra.apache.org/download/ ™54 o >AO—RTEET,

RDESIZ Cassandra /SR %&4A4 A M—=)LL., #BERLET,

m Cassandra 75 X% (23, 2 BULEDKRARMNITIOMEZNTNS 4 BLUEDIRER S VEEHDILED
HYET,

n &0 Cassandra &— R /—RPBLETT,

m Cassandra /547> b&/ — REDBEEEZERFMNICLET, http://docs.datastax.com/en/
cassandra/3.0/cassandra/configuration/secureSSLIntro.html 2B L TS 7Z& 1,

m Cassandra O1—H -5 E#HMICLE T, http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html 2B L T 230,

m %K Cassandra > X% T Java Native Access (UNA) X—2 3> 3.2.7 LIEEZBMICLET,
m Cassandra / — REOBES{tIZAH T 3 CTERTEET.

m Cassandra TSSLIEA 7> 3> TERTEEY, Cassandra T SSL #BMICLaWNGEEIE. &)
($VCLOUD_HOME/etc/global.properties) M global.properties 77 A JLTHEBER/NT A —
% cassandra.use.ssl & 0 [CERETHIVLENHUET,

cell-management-tool 1—7 4 U7 4 Z{ERAL T. VMware Cloud Director &, Cassandra 2 X
ZICEENS/ — FEOERE#ERLET,

RDOAX Y REITIE. nodel-ip. nodeZ-ip. node3-ip. XU node4-ip (&, Cassandra 5 XF DA >
N=DIPT7RUVATY, T7A4INEDKR—=F (9042) BERENET, AUy oy FT—#(315 BREFEESN
E3

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

TIVERY —I)LDFERICDNTIE. [5FE wILBEBY—IIL U771 R] #28BLTLEE0),
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

2 (71 3Y) VMware Cloud Director 2/N\—2 3> 9167 v 75— g B84, cell-

management-tool ZEAL T, £ ANV IERINTEILDICA NI Y T—HIR—REZRELET,

ROBIDEDCAT Y RERFTLET,
[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 % VMware Cloud Director /L& Bi2E#L £ 7,

RabbitMQ AMQP 7O—hDA Y X b=V E L THER
JOv o # X, @H. VMware Cloud Director API #i:5R#EE (Container Service Extension (CSE) +

VMware Cloud Director App Launchpad 7 &) Z#ER$ 5IC(3. RabbitMQ AMQP 7JO—h%& 4 VX b—

IWUBRT 20 EDNHYET.

AMQP (Advanced Message Queuing Protocol) I3, T4 —T5A4 X L RFATOERRLEA V- 0%
YR—FFTE2AY -2 Fa—A2IDF—T4Z#TT, VMware Cloud Director (3 RabbitMQ AMQP 7

A—-NZERALT HRY—ER #7220 MMiR. BLUBHMICEREIND A vE—2 NRZRHLET.

VMware Cloud Director Tld. @HZ#H T 5EIZ. RabbitMQ AMQP Z7O—A0Rb U I MQTT 2547
VhEFERATEET, MQTT 2547 hEFERLEARY N YR BEUA NI Y INODYTRISAT%

ZRLTLEE,

FIE

1 https://www.rabbitmg.com/download.html 7»5 RabbitMQ Server 245> O0—RLET,

HR—brENTNS RabbitMQ U =D U X MIDWTIE, [VMware Cloud Director U1 —X / — K]

EDRLTEEN,

2 RabbitMQ 4 > A b—/ILOFIEICED T, RabbitMQ ZHR—bENDHZKRAMIA A b—=ILLET,

RabbitMQ ¥—/N\— /KR ~E. ZNZEND VMware Cloud Director wJVICKY Ry T —4 L TZER]

THRIFNEERY EHA.

=1
RE

3 RabbitMQ 4 > X b—JLH(Z, Z® RabbitMQ 4 > X h—JL & EH#ET 5 L 5 [ VMware Cloud Director

EERTHEEICNELLIEEEEZDTCHEEET.
B RabbitMQ H—/N\ KRR MDTELEBE R AL % (B - amqgp.example.com).
B RabbitMQ 2§ 2OICENEI—F—RENRT— R,

n TO-N—HAvt—PEURSTER— b, 3 SSLTE FT AR 5672 TF. SSL/TLS OF 7 #

JV s R—bKIF 5671 TT,
s BE7AMINETCP T,

m  RabbitMQ IR &, T7 IV M [/] TT,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

RORFY T

77 # )L ETlE. VMware Cloud Director AMQP #—E RIS EINTWVEWA Y E—DFRELET,
SSLEFEARALTINGDAYyE—CF2BE{ET5EDIC AMQP Y—EXZ#ElTE £ 9. VMware Cloud
Director #/L T Java >4 A LABEDT 74V bD JCEKS fS R~ A N7 ZEEFERLT. JO—HiIBE GBE
(¥ $VCLOUD HOME/jre/lib/security/cacerts) ZHRET LD ICH—EREBRTHIEHTEET,

VMware Cloud Director AMQP $—E X T SSL 289 5I12(%. [VMware Cloud Director Service
Provider Admin Portal Guidel ® AMQP 7O —HDEEOIEREZSBL T LX),
VMware Cloud Director 7 754 7 > A®D root /NAT— RDZEE

VMware Cloud Director 7 7S5 A4 7 > AD root /XA — RETET BEAE. HLWSRT—RAEFEHRT 2L
ST TSAT7 VRABPEF—A ST HEHTIHLENH U ET,

AR SR

B keytool ARV RICDWTEELTHZFET. VMware Cloud Director (3 keytool DaE—% /opt/
vmware/vcloud-director/jre/bin/keytool [CEELET,

B A RA—-RIEBAESEFERALTNT. INSDRIBAEE NFS HFEHEIA ML —2ITIIML TWBHEIC.
NSDIPENEEICEHEINDLDICTBICE. HTTPS BEH L0 Y —)L 7OF L RERODELAAED
AV RA— REBAEAER L 7= VMware Cloud Director 7 754 7 > ADF 7OA ICREB SN TS FIE
ERITLUET,

FIE

1  VMware Cloud Director 7 754 7> X 2>V —JLIZ, root ELTEEOSATEMD, SSH 2547
MEFERLTERLETD.

2 passwd AX Y RERERFTL, root A—HF—D/NXRT—-REZFELET,

passwd root

F: FIPSE—RDBBMICAE>TWBEE, 7T5AT 2V AD root /NRT—R(F 14 XFLULEICTIHEDND
UET.

E: root /XA — RMFTTICHEIRRYIN DB E(E. root & LT VMware Cloud Director 7 7547 X 1O
vy =iz Tas4 > LIS, VMware Cloud Director /5 root /SR T — ROBEEERENET,

3 OV BRERFTLT BEFEOMBEF—IXNT 770 ENY T v TLET,

cp /opt/vmware/vcloud-director/certificates.ks /tmp/certificates.ks
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4 FLWIEIBEF—XANTZEERT BIT(E. keytool ARV RERFTLET,

keytool -importkeystore -srckeystore /opt/vmware/vcloud-director/certificates.ks
-srcstoretype PKCS12 -srcstorepass old root password -destkeystore /opt/vmware/vcloud-
director/certificates-new.ks -deststoretype PKCS12 -deststorepass new root password

-destkeypass new_root password

£ : VMware Cloud Director 10.2 LI TlZ. VMware Cloud Director 7 7S5 A7V ADT 7+ )L ~D
SFBAEF—X N7 A4 T1Z PKCS12 TF, N—23 210217 v T I V—RENFETTISA T AON=
g EFERALTWSEHAIE. JCEKS % -srcestoretype 8K -deststoretype ELTERLET,

keytool -importkeystore -srckeystore /opt/vmware/vcloud-director/certificates.ks
-srcstoretype JCEKS -srcstorepass old root password -destkeystore /opt/vmware/vcloud-
director/certificates-new.ks -deststoretype JCEKS -deststorepass new root password

-destkeypass new root password

5 AU RERFTLT GWEBAEF—XANT 774 EHLW I 7 ILICBEBRAET,

mv /opt/vmware/vcloud-director/certificates-new.ks /opt/vmware/vcloud-director/

certificates.ks
6 F—RLT7 774N DA—Y—EXVII—THEEEHERT BIC1E chown AX Y RERTTLET.
chown vcloud.vcloud /opt/vmware/vcloud-director/certificates.ks

7 F—XNTOHFHLWIRT—RZEFERTSIC(E. VMware Cloud Director 4 —/N\#ElaE&HL £ 7,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/certificates.ks --keystore-password new root password
RORT T

USRIADET T5AT7 Y RAICZOFIEEHREVIBRLET,

BE: IRTDTTISA4T7ATRHL root XRT—REBHFENTVWSBRENHYET., LT /A1 &N
TTSATATIE FLW root XRT— REFERT2HLENH Y ET,

VMware Cloud Director 7 7S A7 ADT7 v T L — R EBT

N— 3> 9.7 LIE. VMware Cloud Director 7 754 7 > R (2. SR MMEEEEEZ /=HAHAHD
PostgreSQL 7 —# X—ZAMWEFENTWETF, VMware Cloud Director 7 7547 RAEFH L W= 3 (2
Ty T —RTEET., 488 PostgreSQL 7=y N—X&FEHT 5. LUFIDON—2 3 VICEDSEBED
VMware Cloud Director &, /N\—23 > 10.0 LD VMware Cloud Director 7 754 7 > RARETHER S
NnTW% VMware Cloud Director BBIBICRITTE X7,
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VMware Cloud Director 7 7SA 7 ADT7 v T L — K

VMware Cloud Director 7 75 A4 7 > ADIN—=2 3> 9.7 hE5N—23 > 102 ANDT7 v 7L —RIZDNT
. 7v7F— bk Ny —2%FR L VMware Cloud Director 7 75 A7 ADT7 v 747 L — RESBLTL
=0,

VMware Cloud Director 10.0 LI TlZ. Microsoft SQL Server ¥ —4 X=X [FHR—rEhE A,

VMware Cloud Director #7 v 74 L — RF 2554813, HILWAN=ar s BBEA VR N=ILOLUTOI VR

— R NEDOBICEBRENVETT,

m  VMware Cloud Director 77— X—=XAICHREFAL TWET—IRXR—=A VYT D7, FEMICDNTIE
[7y T —REBITONR] T—TIESBLTLEZ,

s EAEFEAL TS VMware vSphere ® 1) I — X,

m IRAEFERALTLS VMware NSX® U 1) — X,

m  VMware Cloud Director S BE#BET A —RNA—FT4BOVR—FK2 b,

VMware Cloud Director &fthdd VMware E@E L UH — R N—F 4 BF—FX—XEDOEHEICD VT,
http://partnerweb.vmware.com/comp_ guide/sim/interop_matrix.php [C#% % VMware &G DIEHE &
A< by o RESBLTL S0, VMware Cloud Director 7 v 74 L — RD—1E &L LT vSphere 714
NSX O iR—%> &7 v 7oL — R BHEE VMware Cloud Director 27w 77 L —RLERICINS %
Ty 7L —RTBVENHYET. VMware Cloud Director D7 v 7oL — RBESBL T /ZE 0,

1 &L LD VMware Cloud Director ¥ —/N\&7 v 74 L —RLTH S, VMware Cloud Director 7 —4# X—2X
ET7vTUOV—RTEET, T—FXRX—=X([2L, B—N—=TRITINTNBTRXTD VMware Cloud Director ¥
RUDREESD, Y—N—DF 254 AREICEAT 2BFERVRESINES, Ty I — REICENES RV 1EH
MTF—FIR=RXRIIESHBNELD LT B0, 7y 7oL —RERIBT2H1IC. EQY—NITHT T4 TRIRY
MIEWC LZHRT DVENHYET,

7 v 7oL —RTlE. VMware Cloud Director 7= X=X TR ENZWVRDT —T 4 77 0 b DMREEINE
ER

B O—ALEL0T7O0-—UbDOT70nT 4 7740IVEHL VA A M—JVRBICOE-SNET,
B AN ARITA XIERT S Microsoft Sysprep 77 A JUE, FILWA VR b—JLEBE(COE—ShE T,

TyTIL—REFTIICE. U—NIN—TEF—IR=ZAADTRTDY—NET v T I —RTEDICHLER
VMware Cloud Director D4 > & A4 AEMRTHIVENHYET, O— R NS —ZFERLTNDIHEEE.
VAT LBPYTTL— EDlehATF4VICH>TWET (The system is offline for upgrade) DLIDHAA vt
—VERTLDICHRETEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

N—=2 32101 LETIE. Y—EX 7ANA 4 EFF > ML VMware Cloud Director APl 2B LTY E—H
Y—NNDEHET AL, —NIDZESSLNAV R T4 D—EELTHRIITE LT, VMware Cloud
Director &v k7 — V&G #13#E T 57-5(2. VMware Cloud Director AP| #{#A L TEHT A M &E{To> T
57T DO IFEETERVAEKRR FDESTY X MEERLEY. VMware Cloud Director @4 > X k—Jb
FrET7y T —RD%. T+ M VMware Cloud Director A7 2w R &HE T 5R1IC. #ERY A &
BRLEYT., TRAMEGRIES Y XA MOBRESRBL T ZS,

BEE: N—23r101LUBICTy 7L — KT 5E. VMware Cloud Director (312, BEICEHKENATWS
TRTDA VTSRS OF v T RRA 2V FOFEBEEERIELET. ZhiE. VMware Cloud Director TD
SSLARAZDEBAINERINAAHTYT, 7v 7F L — RENICEBAZ% VMware Cloud Director (24 V7R
— L TWWEWEAIE. vCenter Server & NSX D#E# A, SSL R DMBENAREDERE L > — TR L2 ERR
INBIEMHYET., ZDBE. Ty T —REIC. RD2DDFEONWTNIOERITTEET,

1 ®wIEEBY—I)VT trust-infra-certs AV RERFTL T, IXRTOIABREEZFROIPER M7 ICHPM
(A4 R—=bLET., vSphere UV —RMEDI Y RIRA > FEIBAZED A VA R— FESBLTSEZZ L,

2 Service Provider Admin Portal 1—%— 4 >4 —7 14 XT. & vCenter Server 8LUN NSX 1 > X%
VARAEBEIRL, AMPEEZADTIRICEREFREBANLET,

VMware Cloud Director 7 754 7 > ADE1T

BE72®D VMware Cloud Director 4 —/\ & )L— 75 VMware Cloud Director 9.5 7 754 7 > RIBIETHRK
INTWSHE(F. REZE VMware Cloud Director 7 754 7V ZADFH L WN—2 3 Y (TBITT 5 2 EDHMA]
BETY ., Linux A® VMware Cloud Director 41 > XA b= 2 EALEBEOREDT7 v 7L — R(E. BFTT7—
70—D—EBELTOAAREIC/ZY £, vCloud Director 7 754 7 ANDBITESRBL T EE L,

VMware Cloud Director BB T/#EE Oracle 77— X—X /2134438 Microsoft SQL 77— X—R&FARL T
V31541, VMware Cloud Director 10.2 [C7 v 74 L — RF BHi(C. PostgreSQL 77— X=X ([CHI1TT S
WEBRHUET, 7v T — R /XRICDWNTIZ, Linux TD VMware Cloud Director 7 v 74 L — R &S
LTS,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

Ty TIOU—R NREBITNRARBLUNT - 70—

Ty 7 — RTEDERER

4488 Microsoft SQL Server 7 —# X=X &{EHAF 5 Linux £D
VMware Cloud Director 9.7

88 PostgreSQL ¥ —# X—XR&FEHT 5 Linux _£D VMware
Cloud Director 9.7

588 PostgreSQL ¥ —4 N—X#&EHT 5 Linux L VMware
Cloud Director 10.0

188 PostgreSQL 7 —4# X—XRZ&FEHT 5 Linux _£®D VMware
Cloud Director 10.1

HAIAHD PostgreSQL 7 —o RXR—R&{FEHT % VMware Cloud
Director 7 747> 9.7. 10.0. X1 10.1

=4y MR

HHIAHD PostgreSQL F—4H R—R%&EHT S VMware Cloud
Director 7 75472 10.2

1 VMware Cloud Director 7 7547 > X 9.7 [CBTLET.
4488 Microsoft SQL T —4 X=X % {EMA ¥ % vCloud
Director @ vCloud Director 7 754 7 > A D#%TE 5B L
TLEEY,

2 % VMware Cloud Director 7 7547 X 10.2 [Z7 v
TOUV—RULET, TvT7T7—b Nuo—2FFERLEE
VMware Cloud Director 7 7547 > AD7 v 7L — K%
BRBLTIES,

1 VMware Cloud Director 7 7547 > X 9.7 ICBITLET.
Migrating vCloud Director with an External
PostgreSQL Database to vCloud Director Appliance &
BELTIES,

2 B#% VMware Cloud Director 7 75472 10.2 [T v
TOUV—RULET, TvT7T—b NuTr—2&FERLE
VMware Cloud Director 7 7547 > ADT7 v 75 L —Rk%&
SRLTEZ,

1 VMware Cloud Director 7 754 7> X 10.0 IZBfTLE T,
Migrating vCloud Director with an External
PostgreSQL Database to vCloud Director Appliance &
SHBLTESI,

2 &% VMware Cloud Director 7 754 7> X 10.2 27 v
TOV—RULET, Tv7T—b Ry —2FFERLUE
VMware Cloud Director 7 7547 AD7 v 7L — K %E
SHBLT I,

1 VMware Cloud Director 7 754 7 > X 10.1 [CBITLET.
188 PostgreSQL ¥ —4# X—X&{FEHR 3% VMware Cloud
Director ® VMware Cloud Director 7 754 7 > A D%
TESBLT/ZS,

2 #&tE% VMware Cloud Director 7 7547 > X 10.2 27 v
TUOUV—RULET, TvT7T—b Ny —2%FERLE
VMware Cloud Director 7 75 A4 7 > AD7 v 7L — k&
BELTIES,

B4 VMware Cloud Director 7 7547 X102 27 v 745
L—RLET. 7v7T7—hF Ny —2%FER L VMware Cloud
Director 77547 AD7 v 7L —RESBL TS X,

7y TTF—bh Ny —2%FER L VMware Cloud Director 7 7547 >~

ADT7 v T —R

Ty TTF—bh Ny —2EERTHZEICEKY. VMware Cloud Director 7 75 A4 7 2 ADBREH/N—2 3 AD
7w 7L — R, VMware Cloud Director 7 754 7 > AND /NNy FERANTEET,
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https://docs.vmware.com/jp/VMware-Cloud-Director/10.1/VMware-Cloud-Director-Install-Configure-Upgrade-Guide/GUID-D8D2BB80-E9C0-44A8-9531-5F36FAE1F0C1.html?hWord=N4IghgNiBcILIEsDmAnMAXBA7JACAbgMIQD2ArgCa4AiCKApgMbokq4DuC6AFrmFrgCiAD3T0UWSLgAKJAM7pU9AMoBFADI0MYAEZg59XCwLFyVWg2atcAQQAOdiAn6N6IAL5A

VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director 7 754 7 > RIREADT v 7 L — RH(Z VMware Cloud Director 4—E X (38}
EEEBEIEL., —EBRBDSI I A4 ADPRETHEFERINET., ¥y 54 Ll & VMware Cloud Director
TTS5AT U RET v T L — KL, VMware Cloud Director ¥ —4X—X 7w 7oL —R R U T NERTT
SO EREICL > TELYEYT., mED VMware Cloud Director 7 754 7 > AT VMware Cloud
Director ¥ —EX #2135 £ T. VMware Cloud Director ¥v—/\ )L —T7ROE}EFDEI/LOEKITHED L E
9. VMware Cloud Director HTTP T RRA > bOFIICEE E N/, BYIICERIN/-O—R NS5 T, &
EENEEMAND RS T4 v IDIN—T 4 VT EFELETIVENRHYET,

ITRTH VMware Cloud Director 7 7547 RICT7 v 7L —REBRAL. T—IR—RDT7 v 7T —RHP
5T LS. & VMware Cloud Director 7 75 A4 7 2 A= BT 2VLENHYET,

AR
754 <) VMware Cloud Director 7 7S5 A7V ADRFy T a3y FEERLET,

1T N=2a 10 UM Ty 7oV —REBEE EEEANYTFEERTZIEEC. T5A4TY T—HR—=2X
H—ERDEEREBROBH T AN A —N—DBENHE>TWBBEE. 7y 7oL —ROB. 74 )bH4—
N— E—R%& Manual ICEELET, 7y 7oL —RPRbo77=56. 7124 F—/N\— E— K% Automatic
[CERETEE 9. VMware Cloud Director 7 7547 RADB# 7 AN A—N—ESBL T I,

2 THIR—RFARUISRAIYDTS4< ) VMware Cloud Director 7 754 7 ADEBENTNS
vCenter Server 41 VR RICATA4 > LET,

3 7Z4<J VMware Cloud Director 7 7547V RICEB#HLTHI U o L. [NT=]-[FRKOS &
rybhFO]ES)YOLET,

4 TFISATVREHVUy O LT, [RFyvToay b -[RFvToay boERIZ2U v o LET. Ry
T3y bO&RTE. BEICGUTEHBEEAAL, [OK]l 22Uy o LET,

5 VMware Cloud Director 7 7547 RE&H0 )y oL, [ND=]1-[ND—=HV]&O)v I LET,

6 TFT—HIR—XSATAUERICEENTONDZIRTD/ — RPRFRIRETHDZL2HALET, VMware
Cloud Director 7 7547 VR VSR DEEMET A INA—N— E—ROXRESBL T EZZ,

FIE

1 Web 75 74%7T, VMware Cloud Director 7 754 7R A VARG VY ADT 7547V RAEBI—H— A
YE=TIARCATA LT, T5A4XY TTS5A4T R https://appliance ip address:5480
ZRELET,

TI3AR) TFTSAT VRREEEZOHTEEES, RIUNA ©IVETTUT—2 3> CIDRICTSA<
VT TSATVRET v TV — RS BUEDBHUET., T—IRN—RENYIT v TIBEEE. 7543
TISAT RAEFERTDIVENHYET,

2 TvITT—bNRNyT—2% TvTIL—REBRTTISAT RIS O-RLET,

F: BWICTSARI 7TSAT o RET YTV —RIDHENHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director (& VMware Cloud Director v EVVIBHDLRTTEITARET7MIELTERAHS
NET, v.v. v-nnnnnnnn_update.tar.gz. V. V.V.VIIBIGR/N—= 320 nnnnnnnn 1I2E)L RESERL
£9. =&ZE. VMware Cloud Director 10.1.0.4424-14420378 update.tar.gz OLDIC
BYET,

3 TuTTF—bNyT—TEMETS local-update-package T4 Lo MU EERLET.
mkdir /tmp/local-update-package
4 HULLHERLETALINIICTYTT—b Ry —2EHHEUET,
tar -zxf VMware Cloud Director v.v.v.v-nnnnnnnn_update.tar.gz \
-C /tmp/local-update-package
5 local-update-package 7«4 Lo UET7YTTF—F URSMJELTEHRELET,
vamicli  update --repo file:///tmp/local-update-package
6 T7yvI7T—bhEAXT, URPMUDELKBRESINTNSILEHERLET,
vamicli update --check
Ty IOl —R U - Available Update &L TRREINET,
7 &ROaTrRER{TLT. VMware Cloud Director #> v ¥ LET,
/opt/vmware/vcloud-director/bin/cell-management—-tool -u <admin username> cell --shutdown
8 f(FEHFEERT v /UL —REBERALET,
vamicli update --install latest
9 BUDRIUNL ©IETTUT—2ay £IIC2 ~8 2BUELET,
10 754<VU 77547 >R 5. VMware Cloud Director 7 754 7 > AN ABT — 5 R—R& /Ny &
7y 7UET,
/opt/vmware/appliance/bin/create-db-backup
M FEEDT7TS547 X5 VMware Cloud Director 7 —4 X—X upgrade A—F 4 UTF 4 EZRTLET.
/opt/vmware/vcloud-director/bin/upgrade
12 % VMware Cloud Director 7 754 7 > A& BREEHLET.
shutdown -r now
RORTy T
n Ty 7L —RBRINLIZEEX. VMware Cloud Director 7 7547 Y ADAF v T ay hEHIBRTE

E
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

m Ty 7L —RICKMUKEEER. VMware Cloud Director 7 7547 > R%&, 7y 77— REllZER L
ATy 7o ay NORREICO—IWNYy I TEET, 7Ty 77— RBRKRBKLEEZED VMware Cloud
Director 7 754720 —)L/N\y & SBLTLLEEY,

VMware Update Repository Z{#HMH L 7= VMware Cloud Director 7 75
AT VADT v TIL—R

VMware Update Repository #1325 &. VMware Cloud Director 7 754 7 > R&E/N—2 32 9.7 hd
N=23 2100 LBICT7y 7oV — R 20D, NyFEBERTDHZEMNTEET,

£ : VMware Update Repository IZ. VMware Cloud Director #&#/A\—2 3 > ® VMware Cloud
Director [C7 v 7L — RTBHEICOIXMMEATEE T, VMware Update Repository Tld, &HFH/N— 3>
DHEFBTEET., VMware Cloud Director #B|D/N—2 3V ICT7 v 7L —RTBBEF. Ty TTF— bk /X
v ir—2&FER L= VMware Cloud Director 7 7547 ADT7 v 7L — RESBL T EE,

VMware Cloud Director 7 754 7 > RIREANDT v 7 & L — B IZ VMware Cloud Director ¥ — E X (38}
EzElE L. —ERBOI VYA ADBRETHEFREINET., ¥y 054 Lld. & VMware Cloud Director
TTSATRET v 7L —RL. VMware Cloud Director ¥ =4 X=X 7w 7L —R RO U T N&ERTT
BI=HDRERMBICL > TEXYEYT., &%ED VMware Cloud Director 7 754 7 > 2T VMware Cloud
Director ¥ —ERXR%F1L$ 5 £ T. VMware Cloud Director —/\ ) —T7RDOEMEF DI OEITFED LE
9. VMware Cloud Director HTTP T RRA > bOFIICEEE N/, BYICERIN/-O0—R NS5 T &
EENEEMAND RS T4 v IDIN—T 4 VT EFLETIHENRHYET.

3 RTD VMware Cloud Director 7 754 7 Y RILT7 v 7/ —RE#AL. T—9XR=-ADT v TIL—RH
5T LS, & VMware Cloud Director 7 75 A4 7 2 A BT LIVLENHY ET,

EIE 3

m 7354<Y VMware Cloud Director 7 7S A7V ADAF v T ay FEEBRLET,

a N=2ary101UENSTyTIL—RE2EE FREANYFEBRTHEESIC, 747U T—X
— AP —EXDEEREBOBEB 7 A INA—N—DEMH>TWEEE. 7y 7LV —ROMIZ7 oA
WA —=N—F—R%& Manual ICEBELET., 7y 7L —RBbo/=5, T/ F—/N— E—R%
Automatic [CRETEE Y. VMware Cloud Director 7 754 7V ADOBE 7 = A IVF —/N—%SH
LT,

b FT—49XR—XFATAM%IZRYDTS4<Y VMware Cloud Director 7 754 7V ADEBEE N TN
% vCenter Server 41 Y R R (CAOTA4 > LET,

¢ 7Z4<Y VMware Cloud Director 7 754 7 > RIZEFHLTHIZU v L. [NT7—]1-[4RX |k OS
Evy YOV EOUYOLET,

d 77547 RERIVY LT [RFyToavy b -[RFyvToay bOERIZO2U Y2 LET., R
Ty ay bDEETE. BECKRUTHBEAAL, [OK]Z22U Vo LET,

e VMware Cloud Director 7 7547 R&HI7 U v oL, [IND=]1-[ND—=F]1%#0) v LET,

f F—IR-—XRFAAUEBRICEENTVEZITANTD/ — RERIFHIRETH D L&A LET.
VMware Cloud Director 775 A7 VR O RIDEEMET A IVA—N— E— ROXRRESRBL
TL S0,

VMware, Inc. 67
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FIE

1
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VMware Cloud Director 7 754 7 > X/ https://vapp-updates.vmware.com (L7 VXA TE
S LEWRLET,

RARAVRGVADT T5AT7 > AEBI—H— A

Web 75 oH 7T, VMware Cloud Director 7 7 v
A https://appliance ip address:5480

=z
YE—=TIARIBTGAL LT, TSARY TTSA
ERELET.

ToARY 7TSAT7 VRAREEESEOTHEET, T—IN—RENYIT v TTBBEE. 7547 7
TIAT o RAEFERTDIHVEDHYET,

e
7

7

T5ARY 77547 R A2 —)VIC, root ELTEERATA VTS SSH IS4 T2 hEFERLTE
mLUET,

Ty 7F—hk URSrUEUEY LT, VMware Update Repository 28B4 5L 5ICLET,
vamicli update --repo ""
7 v 7T — hE%RRKL T, VMware Update Repository RICHERT v 7L —RBH B L EHRBLET,
F74I)V T, vamicli O¥ > RiZ VMware Update Repository 28R L £,
vamicli update --check
Ty Tl —R U -2 Available Update &L TRRENET,
mOaT > RERTLT. VMware Cloud Director #> v v ¥ LET,

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

TS5ARY) TTS5A4 7 ADSERT 518481E. VMware Cloud Director 7 754 7 > REBOHIAIHT —F N
—RENY Ty TLTLEEN,

/opt/vmware/appliance/bin/create-db-backup
E: TISATVRENEDHRNY IT v TS 2HENHYET., FERAIELRT v T — REBR LRI
TTSATVRENY Ty TURWTLIZEL,
FERMERT v 7L —REBALET,

vamicli update --install latest

BUDRGUNA ©ILET TV =2 3> wMCATAV L, BT TSAT7ATFIES, 4. 5. BXUV7 %
BUBRLET,

FEEDT 7547 X5 VMware Cloud Director 7—4 X—X upgrade A—F7 4 UTF 4 EZRTLET.

/opt/vmware/vcloud-director/bin/upgrade
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

10 & VMware Cloud Director 7 754 7 > RE=BEFHL £ T

shutdown -r now

RORTFY T

Ty Tl — RN LEEEIZ. VMware Cloud Director 7 7547 ADRF v 7o 3y hEHIRT=
3

Ty T — RICKBLUEEEIZ. VMware Cloud Director 7 7547 R%&, 7w 74— RENZERL
ATy T3y NORBEICO—ILNY I TEET, 7V T —RBKRBKLEEHEED VMware Cloud
Director 7 754 7 AOA—IL/Ny O ESBLTLLEE ),

vamicli update --install latest O~ RMKELZHEEIL. VMware Cloud Director M&#
TYTTF—bhDA VA= VICkKTEE2SBLTIEE,

Ty Tl — KRBk LUEBEESD VMware Cloud Director 7 7S A7 AD
mEY AR/

VMware Cloud Director 7 7S A4 7 AD7 v 77 L — RBEKKLEEEIF. Ty 70— ReilctemLi=T7 7
SATVADRF v T3y bEFEALT. VMware Cloud Director 7 754 7 > RO — )Ny U TEET,

H—JL/Ny & %#BRiA3 %8112, VMware Cloud Director 7 7547 > X APl AL T, 95 RFYRADRAEY /N
A4 /—RD/—RID#AELET, http://code.vmware.com ® [VMware Cloud Director 7 754 7 > R
APl ZF+—< U7 7L R] 28BLTSES,

1

754 <) VMware Cloud Director 7 7S5 A7 R%&, 7y 77— RERBTDRICERLEZRTFTY T
3y hOREICELET,

TICRT AT avE2FERLTUREBYS VDR Ty 7o ay hEURNTT2AEEERL T /ZE0,
vSphere (RIEEY L VEBHA RO[TTICRT] #ERLAREYS VDR FTY T3y bDURNTESRBLT
a0,

754 <) VMware Cloud Director 7 7S5 A7 VXA ILENXD -4 LET,

& VMware Cloud Director 7 7547 X )LD OS [CEEO I A VT 5m. SSHOSA 7 hEFERL
TEELET, root A—F—ELTATAS VT HLENHYET,

ITRTDT 7547 >R LT VMware Cloud Director ¥ —ERXRZE{EIELE T,

service vmware-vcd stop

74 <1) VMware Cloud Director L EZFERL T, 45 XRYRADEH T /—REEZRERLET.
a 7Z54<Y I OSI(Croot ELTEEAIATDHM. SSHOISA 7 hEFERLTERLET,
b 21—Y—% postgres [CEELET,

sudo -1 -u postgres

C ARV REZRFTLT. RIUNA TTSAT R BIVEEHGREBRLET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

d

RITESNTWEWRES NS /- REBRBERTHICIE. /— R ID ZEESTHILENHYET.

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=node ID -f /opt/
vmware/vpostgres/current/etc/repmgr.conf

5 £ YIRL T, EDMDRI YN, 7TS5A4T X IVEERBERLET,

6 vSphere Client T. IXTDRY VN, 7TS5AT 2V RE> vy MO LTHIBRLET,

a
b
c

d

vSphere Client T RgN\A 77547V RICHEHLET.

REVINA TTSAT o RERO VoL, [INT—=]-[FAROS &2 vy O] &) v I LET,
TISATVREGOV VYO L, [TARODOHEIR]I Z0U v I LET,

ZDOMDRE N TTSAT VR 2ILIC6.a~6.c ZUBRLET,

7 7Z4<1) VMware Cloud Director 7 7547 > X ©ILD repmgr Y —)b XA — b ELCHEIHAHD
PostgreSQL 7—# RX— XMW@ [CHEEL TWA & &MHEELE T,

a

d—H—% postgres [(CZELET,
sudo -i -u postgres

AV RERFTLT IFRIDART—IREHERLET,
/opt/vmware/vpostgres/current/bin/repmgr cluster show

AV —=IVEAIC, VSRGADHE—D/ — RICET SERBRTENET,

ID | Name | Role | Status | Upstream | Location | Connection

string

Node 1 | Node name | primary | *running | | default | host=host IP
address user=repmgr dbname=repmgr

8 twh Y 7TSAT7REBTIAALET, vSphere Client ##R L 7= VMware Cloud Director 7
TIAT UV ADTTOAESBLT/IZE 0,

9 £ VMware Cloud Director 7 7547 >R LD OS [(CE#EOIA T 50, SSHOSA 7 MEFERL
TEHLET, root - —ELLTATA VT IHENHUET,

10 VMware Cloud Director Y —EXZBIAELE T,

service vmware-vcd start

4488 PostgreSQL 7—# X— X &{EMH L 7= VMware Cloud Director @
VMware Cloud Director 7 754 7 > ANDHBIT

IH7ED VMware Cloud Director IRIETHER PostgreSQL 7 —4 X—XR&FAL T\ 25HE(E. VMware
Cloud Director 7 754 7 > ARETHEB I NS L L) VMware Cloud Director IRIB(CB{TTE £, RE
@ VMware Cloud Director #&i&(3. Linux £® VMware Cloud Director 1 > X b —JLIREE /=3 VMware
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

Cloud Director 7 754 7 V ABENSHEBRT A EMNTEE T, HL L VMware Cloud Director IBIETI(.
SARAMYE—RDODT TS54 7 AE#HIAH PostgreSQL F—IRX—REFHRTEE T,

BIIT7—o70—2lF 4 DDEERARAT—CHHVET,

BE7Z D VMware Cloud Director 557 v 7L — R4 3%

VMware Cloud Director 7 7S A4 7 ADA > R > R%& 1 DU ERRAL T, #LL VMware Cloud
Director 4 —/\ ) —T &K T 5

NERT — I N—REMBRABRT - N—RICHBTT S
HBEGLEY —ERDT -9 BLVARET —4£3E—-F 5

FIE

1

IREDIER PostgreSQL 7 —F X—RD/N—2 3 ) 9.X THHHFEIL 488 PostgreSQL 7 —F X—X %
N—=23a> 10 UBIC7y 7oL —RLULET.

IH7ED VMware Cloud Director BigE&#/NN—2 3 102 IC7 v 7L —RLUET,
Linux T®» VMware Cloud Director D7 v 75 L — RESBL TS EE ),
#1477t VMware Cloud Director OBRENIICHEINLI-Z & 2R LET,

7w UL —R&EN VMware Cloud Director BIEEO& /L TUTO I RERTL T, VMware
Cloud Director ¥ —EXRZ{FIELE T,

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

488 PostgreSQL 77— N—R T, HEDT—IRN—RENYIT7 v TLUET,

sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name

/tmp 7 A IV ICHRIEEERENEEER. BIOBHREERAL TSIV T 774V ERFELET.

T—HINR—REEET —IN—REGN vcloud EBALBBEIE. - —RET—IRN—RZEEZZEHTH
SRR

FLOMRBATZIODI-—Y -, FIE13 TTF—IR—RADERELET HDVEDBHY T,

# L Ly VMware Cloud Director IRIBETEEFEDERED IP 7 RLAEFERT 2541, 7ANT 1 LEIBEY
7 A )L ENES PostgreSQL ¥ —4 RX—X EDBHRICOAE—-L T, ©ILENT—FT7FT2HENHY ET.

a /opt/vmware/vcloud-director/etc/ [C# 5 global.properties.
responses.properties, certificates. proxycertificates. LU truststore 77
A IV EER PostgreSQL ¥ —4 RX—RD /tmp T/ I3WEBHRICOIE-LET,

b BHGFEOREOEINENT—FTLET,

# L\ VMware Cloud Director BB CEFORIED NFS U —N\Z2FERT 515815, 2D NFS H—/NE(C,
HLWEBENFS IO MRAVMELTT AL N EHBIERL., TORAR—-MLET,

HOWNFS DI—H—ID 8LUS)L—7 ID (UID/GID) (FFH LW\ NFS 01— — ID 8LV I —TID &
—HUBEWATREEDH Dced, BIFEDORY U bRA L b EBIRATSZLEFTEEEA,
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9 VMware Cloud Director 7 7S A7V ADA Y RY >R&E 1 DU EF7AA4A LT, HILWG—NF)IL—T%
ERRLET,

B T IR—ROSTAMKEEEFERTA5ESE. 1207547 BILE2DDRYINA EILETTO
AL, RECECLTIDUED VCD 77U —2 3> wILET7O4LET,

. BHEORBOVRIVENT—FT7LESEIE. FILLWEIVICTD IP 7 RUVREZFEHRTEET,

B BEONFS H—NCTHLWNARREI I RAR—FLEBEE HFLOWVRETHLWEETD  MRA U M E
FATEET.

VMware Cloud Director 7 754 7 > AOT 704 E¥EERESBL TS EE ),

10 HLLF 7O/ LRI TUTOaT Y REEFTL. VMware Cloud Director ¥ —ERXRZFIELE T,

service vmware-vcd stop

11 44E8 PostgreSQL 7 =4 RX—=XD /tmp 7 #IFH 5. HILWREDTSATY ©ILICHD /tmp 7 #IVS
LF>T 774V EaE-LET,

FlE 5 =2RBLTLEEL,
12 7 774)VOEREEELET,

chmod a+r /tmp/db dump name

13 #HLLLFFOaqM&Eni=z7o4<Y wIboary—JbiCroot ELTOTA > L. HERT—F N— DS HAHIAH
F—4~X—2XI[Z VMware Cloud Director ¥ —4 X—R&iE L E T,

a IA—Y¥—% postgres [TYIWEA T psql T—IR—RX F—ZFI)LICEHKEL. RORT— AV NERTT
LT vcloud T—IN—REHIBLET,

sudo -1 -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'DROP DATABASE vcloud;'

b BEHFEOHNBT —IRN—ADT—IN—RBEEN veloud EEIEBHHEIE. FlE6 TAELABRIDI—
Y—ZERLET.

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'CREATE USER

<db_owner external pg>;'

C pg restore AV RZERTLET,

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/
db_dump name

d BEBEONERT—IR—RADT—FX—REZM vecloud ERTDIHEIE. FlE 6 TE=ZOH-aEFERL
TT—IR—REZ% vcloud ICEBELET,

sudo —-i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'
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e

BE77D VMware Cloud Director IBIED T — X—RAFAFEED veloud ERRDIBEE(F. T —FRXN—RFF
BE%E veloud ICEEL T, 7—7I)V%E veloud [CHBUHTLET,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -d vcloud -c 'REASSIGN
OWNED BY <db_owner external pg> TO vcloud;'

14 FHLLTFT7AA4EINEZERILT, BRT—IDNy 7y TEBEHZ Z1TL\. VMware Cloud Director #
—EXEFERLUTHBLETD,

a

TONT 4. FSARRNT, SBEET7ANENYIT v T L. BITTTOIHER PostgreSQL 7—4 X —
RAEDBE (FE7a T774)EAE—LESRH) HEINSD774)lEaE—-L T, BEBRIET,

global.properties., responses.properties, truststore, certificates. BLU

proxycertificates 774 /)L /opt/vmware/vcloud-director/etc/ [CHYEXT,

/opt/vmware/vcloud-director/certificates.ks [CHBDF—ALT T7A4INENYIT Y
TLET.

BOADHSF—RAMT 7740 E—LTBERALVLSICLTILEE,

UFnav >y R&ERFTLT. VMware Cloud Director 4 —EXEBIER L £,
/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password root password new primary --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

BEEFRDEBY T,
B —-keystore-password Df#(F. DT T4 7 ADHE root XA T—RE—HLET,

m --database-password DE(L. 7 7SA TV ADT 7OABICHKELET—IN—RAD/XRT— R
E—HLUET,

m --database-host DfElE. 754U 7 TSAT7 2 AD ethl 2y hT—2 IP7RLRE-HLE
ERS

B --primary-ip DfEF. 7 TSA T AD eth0o 1y bT—=2 IP 7RV RE—HLET,
B  -—-console-proxy-ip Df#lE. 7TSA TV AD eth0 Ty hT—U IP 7 RLVRAE—HKLET,
m --console-proxy-port DIE(F. 77547 R 3V =)L 7OF> R— 8443 £—HLET,

NS TV a—T 4 ZDOEFEMIZDNTIE. VMware Cloud Director 7 754 7 > AICBITEIZU R
795 & VMware Cloud Director Y —EXDOB#EBRICELHMT 2E2SBL T/,
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d LUTmavy R#£{TLT. VMware Cloud Director ¥ —ERZBHIBLE T,

service vmware-vcd start

TILDOEREFDOEETIRRIL /opt /vmware/veloud-director/logs/cell.log TEERTE X,

15 HTTP. HTTPS., BXUNTCP 74w OO —RNS Y T—ILIZFHLWT TS5AT7 2R eth0 DT ART
DIPT7RLREEDHDELDICAO—RNSUHDHREEZEL, NS5O T—/LH5HEN Linux VMware
Cloud Director /LD IP 7 RLAZHIBRLET,

16 FHILWH—N I —TDITRTOEIOEFH 7O LRNHET L5, VMware Cloud Director IBIEMIEEI(C
BITLEZEERRLET,

a #HLWY—NF)L—T https://eth0 IP new cell/provider RDEEDEID etho xv ~7
—2 P 7RULREFEALT, Service Provider Admin Portal B %7,

b BITV—XDODBED P RTLAEBEDRIIFRZFERL T, Service Provider Admin Portal (CA
g4 LUET,

c #FLWRETVSphere BLUIZUR UY—XWMERAIGETHDZEERIELET.

17 VMware Cloud Director MIEEEICBITLIEZ L &R L /=5, Service Provider Admin Portal Z{EB L
T. By VMware Cloud Director BIEICE T AUIkian/=twILEEIKRLET,

a LEEFET—2arN—0D[UV—X]T[H/ZVF UY—R]ZEIRLET.

b ABONAXIVTIOZUR ®IV]EV )Y ILET,

c EYnutILEBRRL. (BHEER]IZ2JvILET.
VMware Cloud Director 7 754 7 > RZRRAL T, BITELREDT —/N JI—TICAVN—EEBMT B &
HTEET,
RO

BiTEn=#H L) VMware Cloud Director 7 754 7 > ABIETI(Z. BCELAHAENERINET, HOEE
ADBYIICEREN/ABRELZFRT AICIE. HLWVREDOKZR I TROFIEEZRITLET.

1 HWEILMPS /opt/vmware/vcloud-director/data/transfer/certificates.ks [CF—X b
7 774N EIE-LTEEH®RIET.

2 BIVEBY—-I)L ARV RERTLT IAELESHMAET.

vcloud.veloud MIDT 7 AIDFAEETHHZ EZHRL TS EX,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/
vmware/vcloud-director/data/transfer/certificates.ks \

-—keystore-password ks password old vCD

3  VMware Cloud Director Y —ERZBRHL £,

service vmware-vcd restart

DY =N GI—=TITHLWAN=—FBINTDE CNSOBYIICERINABEEEFERLTHLW T TS47
VAR EADBTIOLEINET,
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VMware Cloud Director D7 v 74 L — K&

ITRTH VMware Cloud Director ¥ —NEHBETF—IR—RET7 v T —RULEER. V50 RICRYy NT—25
Y—ERERMT S NSX Manager 1 VRV R&T7 v T L —RTEET. £DH%. VMware Cloud Director
AVRAM=IVIZEFEEINTNS ESXi iRR b & vCenter Server 1 Y RY VRET7 Y T L —RTEET,

EZ: VMware Cloud Director Tl%., 5#i Edge Gateway O# MY R—rEhEd., HHLUADLHL —
Edge Gateway %z &#l Edge Gateway [CE#MT HVEMNH Y E T, https://kb.vmware.com/kb/66767 %
SELT I,

N=23 2101 UETIEE. Y—EX 7aONnA ¥ EF77F > ML VMware Cloud Director APl ZERLTUE—
Y—NNDEFHmET AL, =N IDZESSLNAY R 14008 L LTHRIETEET., VMware Cloud
Director rv bV — VG & R#ET 57012, VMware Cloud Director APl 2R L TEHET A M EToTW
57TV DO IFEETELRVAEBAR FDESTY X MEEKRLEY. VMware Cloud Director @4 > X k—Jb
FET7y T —RD%. T b VMware Cloud Director AD7 2 T REHA T 5E1IC, #EEY A MEHE
BRLET. TAMERESTU X MOBRESBL T ZEL,

BEE: N=23r101LURBICT Y7L —RTBE. VMware Cloud Director (312, BEIEHKINTWS
IRTCDAVTSANSOF v T RRA 2 MOFIAEZKRILET. Zhid. VMware Cloud Director TD
SSLAIBAEDEEAENERTINS/-HTT ., 7v 7J L — REIICEIBAZ % VMware Cloud Director (24 7R
— L TWEWEAIL. vCenter Server & NSX DE# A, SSL R DMBENREDERELT S —TERB L ERTR
ENBIENHYET., ZDIHEE. Ty 7L —REIC. RD2DOAEDNTNNERITTEET,

1 TwIEEBY—J)VT trust-infra-certs AX VY RERFTL T, IXTOIABREELHFROIABAER M7 ICEHH
A4 R=MLET. vSphere UV —RME5DI Y RIRA > FEIBAZD A VR— b ESRBLTSEZ L,

2 Service Provider Admin Portal 21— — 4 > 4% —27 14 X T. & vCenter Server LU NSX 1 > R%
VARAEREIRL, HAPEEADTIRICERBFREBANLET,

&GEH vCenter Server & R T AICBEER T 5N /=& NSX Manager O 7
w7 —R

VMware Cloud Director [CEfFSNTL\5 vCenter Server & ESXi kR hET7 v 75 L — RTBHEIIC. FD
vCenter Server [CEEE (T 5N TS E NSX Manager 27 v 7L — R Z3MEBHYET,

NSX Manager @7 v 74 L — R, NSX BEHEENDT VR EFIENETH, Xy T —2 H—EX(EF
franEfi, NSX Manager 7 v 74 L — R(E, VMware Cloud Director €IV BER{THTHZINED HITH
Mh 59, VMware Cloud Director @7 v 7 L — ROBIE/ZIZRICKRITTEET,

NSX &7 v 7oL —RITDBHEICDNTIE. NSX for vSphere @ R+ 4 >k (https://docs.vmware.com)
ESRBLTLEZ,

FIE

1  VMware Cloud Director 4 > X b —JLEREBIZCEHEIN TS % vCenter Server [ZBEES(F 57z NSX
Manager 27 v 7L — KL ET,

2 FTRTHNSX Manager 27 v 7L —RULESL BFEEHD vCenter Server > X7 AL ESXi RR &7
v T —RTEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

vCenter Server > X5 A, ESXi KX ;. NSXEdge 7 v 7oL — K

VMware Cloud Director LU NSX Manager 7 v 74 L — R o725, VMware Cloud Director [
ZHFEEINTWS vCenter Server VAT ABINESXi KRR NET v 7L —RTDZVENHYET, EHEINT
WBFTRTD vCenter Server Y RATABLW ESXi KRR D7 v T L — R0 2B E. NSX Edge 27 v 74
L—RETBENTEET,

ARG

27 RICERESD vCenter Server ¥ X7 AICEESRF 5 7/2& NSX Manager 39 TIC7 v 7oL — k&
NTWSZEEHDLET, #EFA vCenter Server & R T AICEER T 51 7=%& NSX Manager ©7 v 74
L—RESBLTEZ,

FlE

1 vCenter Server 4/ VX%V REENICLET,

a VMware Cloud Director Service Provider Admin Portal ® tZFE4S5—> 3> N—T, [UY—2X]
DFIZHB [VSphere VY —R] #ZFRLET,

b HEMEID/R)LT [vCenter Server A Y RY VR &) v o LET,

c EHCT B vCenter Server 4 Y RY VADMICH BT PH Ry &BIRLT, [EME] #0VvoLE
ER

d [OKl&ZUwoLET,
2 vCenter Server Y RT A&7 v T L —RLET,
FHBICDWTIL, vCenter Server 7 v 75 L — RICEAT SHMAEZSHL T ZE ),
3  ¥ARTD VMware Cloud Director /87U v & URL 8K VFIAEF = —VEHRELET,
a LtHFETF—T 3> N—T[EHE]EBIRLET.
b AERONAXNOD [FRE] T [AFET7RVR]IZIVvILET.
C FTRTCONTUvY 7RUVREHRLET,
4 vCenter Server M&E§x% VMware Cloud Director TEH L £,

a VMware Cloud Director Service Provider Admin Portal ® &+ —> 3> N—T, [UY—2X]
DFIZHB [VSphere Y —R] ZFRLET,

b EMEID/RILT [vCenter Server A Y R¥ VR &) v o LET,
c #—%v bk vCenter Server DIEICHDHSTF Ry U E&FRL, [BERl &0y o LET,
d [OKl#ZUw o LET,
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5 7w7IL—REn= vCenter Server D RATANYR—ETBE ESXi KA NET7 Y 7L —RLET,
[VMware ESXi 7w 7L —R] #BL T /EE),

BHE: Ty7IV—RENLKRABMI V50 RDRETVESR- T BODTREEREELHERT D1
OIC, NEBNYFICRFTRRANET v 7L —RLTLKEZ N, TNEFTIEE KA T2z bDT
vTOL—RE RETI DT T I RENLKRIAMNIBITLTRES LD IS BEAICETTSI LMD
TEET,

a vCenter Server Y RTAEFEAL T, RAREAVTF R E—RICL. TORAMDITRTHDRET
DUERIDRANIBITTESLDICLET,

b R®RArET7YTIL—-RLET,
c vCenter Server > AT AEFRALTHRRANEBEHRLET,
d vCenter Server > RTALAEFERALTHRANDAVTF VA E—RERTLET,

6 (7> 3y) 7yTTL—R#ED vCenter Server & R F AICEBER TSN TS NSX Manager &Y
5 NSXEdge &#7v 7oL —RLET,

Ty 7Ol —R&EN= NSX Edge Tld, N7+ —< A 0E#ENAE ELTWVET, NSX Manager £7=(%
VMware Cloud Director #EH LT NSX Edge #7 v 74 L —RTEET,

m  NSX Manager ZFRLTNSXEdge #7 v 74 L —R3TBAEXICDNTIE NSX for vSphere @
F a1 A b (https://docs.vmware.com/jp/) ZS8RBL T &,

s VMware Cloud Director 2B L T NSX Edge Gateway #7 v 74 L — RT 218545, TD Edge
[C&>THR—bENTLVS VMware Cloud Director v b T —4 F 72 140 hEHRICIREET D4
ENHUET,

m  VMware Cloud Director £7=1& VMware Cloud Director APl ®\\gFhZEER L T Edge
Gateway U —NI[CL>TREENS Ry cT—2Z Uty b9 5 &, Edge Gateway D#Et7a 7 v
T — RPBEIICRITEINET,

m Edge5—hUzAZ2B7 7043 5L BEMITSN/E NSXEdge 7 T/SA TV ANT7 Yy 7oL —
REnEd.

F: BT OA4BYR- b2 BDE. NSX Data Center for vSphere Edge Gateway D& T
ER

B VApp 7y I —RODOIVTFRANANS VAPp Ry 8T =& ULy T B E FOXRY T —
BB TSN/ NSXEdge 7 7SAT7 VAN T v 7o —RanEd, vVApp DaVTFF R b
AMS VAP Ry cT—2Z2 Uty T BI(CF. VAPpp D[Ry hT7—20]1 4 TICHBEIL T, DXy
O —oDF#MERRL. VAP XY T = DERIDBEICHBZSH Ry E20U v o LT, [Vt
vy EZIUYILET,

Edge Gateway #BT 704§ 23 HEH LU VApp Ry hT—0& Uty M BAEDFEMICDNTIZ.
['VMware Cloud Director API A4S 34 A4 Rl 28BLT S,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

RORFY T

ZDOFIE%E, VMware Cloud Director 4 > X b —JUIRIBICE RS N/=bdD vCenter Server & X7 AICDWNTHE
UiRLET,

VMware Cloud Director 7 754 7 > ADEIE

T—IR=—RXAHA VS RIRADEILDRT—F ADRFK. HHAABDT—FIRX—=ADNY T v TEIRIRNT,
TTS5AT ADEREDBEERMAIEETT .,

VMware Cloud Director 7 754 7> R&F77AA LIEH T, 77547 AD eth0 LU ethl xv T —
IP7RUVAPRRAMNGEZZEEFET D LETEEH A, VMware Cloud Director 7 7547 > RICRIOT R L
REERFIRRANGERETDICE. FILWT TSAT7 o RETTOA4T2LENHYET.

TITSAT VADA VTV RERTLUCT —IN—RGARM IS RIEL vy NI U T HLENHDBEL
RHIORBEERBET D702, TSATY TTSAT UV RERICD vy IOV LTHBRYYINA TTS5AT >
R vy MO T BRERHYET,

E: VSRIPEF T AN —N—RIEBRINTNSBEE. Bilt/LETF7 7O LEER. 775147 X API
ZERALT. TO7 A4 FA—/N— E— L% Automatic CRETHLENH Y ET., [VMware Cloud Director
TTSAT7ZXAPI] #8BLTEZEN, FILWEILDOT 7+ DT oA I)LFA—/N— E— RE Manual T,
OSRID/ —REATTZ 2 AINA—/N— E— RPTRBGEREDIZEEF. /5R5DT AV A—/N— E—RI&
Indeterminate T9, Indeterminate E—RTIld. TTOTFZ54A4<U LI ET7+0—F5/—RETISAYD
REVPABEICHBUEENHOYET., VTRIDT AN A—N— E—RERFRTS(Z(E. VMware Cloud
Director 77247 R VSR DEEMET AT —N— E—RORRESBL T X,

VMware Cloud Director 7 7’54 7 >V ADPHIAIRT —IR—ZAD/INY O T
wTEURMNT

VMware Cloud Director 7 754 7 > AD#HiAH PostgreSQL T —FRX—R&E/Nv o7 v T LT, BERE
#%I1Z VMware Cloud Director IBig# U X N7 T2 &M TEET.

VMware Cloud Director 7 754 7 2 AHIABT —FIRX—RADINY 2T v S
FEABENHEISAHL PostgreSQL T—4 X=X &{FEHT 5 VMware Cloud Director 7 754 7 » XERTH
BENTWBESE. TS5a4<U vl S VMware Cloud Director TF—X—R&= Ny o7 v 7 TEET. ER
N .tgz 774)WE. NFSHEBEEY—ERXR A MV —CDBRICRTFEINE T,

FE

1 754<Y w)iZroot ELTEEOIAVTSEMN SSHISAT U NEFERLTEHRLET,

2 &xOavr REEITLT. VMware Cloud Director 7 754 7 V ADMHIABRT —FR—RENY I T v T
LET,

/opt/vmware/appliance/bin/create-db-backup
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

R

NFS #F&EmEY —ERX A b —2 D veloudapp.nfs mount.VMware vCloud Director/pgdb-
backup/ T4 L& bUIC. FILERE N7z db-backup-date time format.tgz 77 A IISRRINE
o .tgz Z7ANICET—IR=R T T774)VE. 7547 )LD global .properties,
responses.properties, certificates. proxycertificates. LU truststore 77 A ILPE

ENTOET,
ETHEET—49 X— XKD VMware Cloud Director 7 754 7 > X 10.2.1 LIBIDBIED
DARNT

SR AET - N—XEKD VMware Cloud Director 7 754 7 > X 10.2.1 LIIDBE(CHRAAE N
PostgreSQL 7= RX—=X&ENy o7y FUEEEEF. FILWT ISAT7 R VS R4EF7O4 LT, 2217
TS5AT VAR T—HIR—REY AT TEET,

DA77 D—=70—I12F, 3DDEFEERRT—UBHYET,

Bm R —EXNFSHBERX N =M OARABRT —IN—RADNY 7 v 7 .tar 774 E21E—-F 3,
B HAHRART—IR—ZADTSAIRIVBIORY VN, ©IVICTF—IR—REUVRNT T 5,

R WERTIIVT—arwIETFTIOA4TS,

EIE 7 S

m HHAIAH PostgreSQL 77— RX—RD .tar Z7AIDBNY O T7 v TENTWSE I LEHERLET,
VMware Cloud Director 7 754 7 > RPABHT —FN—RAD/Ny 07 v TESBLTEE N,

B 1 DDT75A4R) T—HIR=RETILE2DDARYUINA T—IR=X )LEFT7O4LFET, [ VMware
Cloud Director 7 7547 ADT70O4 LWEEBR] 2B LTS EE,

. HLWTTSAT7 VR USRYTLURIOKRED NFS Y —NZERT 2158(F. NFS H—NEICHLWHRF L
LTTA4 LI MYEHRERL. ZOAR—PLET, IFOYI U MRAV FEBIRAT S LETEE A,

FE

1 7547 BILBXUORE U /NA LT, root LLTAYA L., a7 REETLT VMware Cloud
Director ¥ —EX#{FIELE T,

service vmware-vcd stop

2 T3A47YU BIBIVORIUNA ©IIVT, Ny TvT tar 774)%E /top 74N FICOAE-LET,
/tmp 7 ANFICHRRBERENEVSEER,. BIOBHRZEZEALT .tar 77 MILERFLET,

3 T34 BILBLVRE NS VT, /tmp [LHBNVIT v T T77AIVERRLET,

tar -zxvf db-backup-date time format.tgz
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/tmp 7AW F 2. B EN/= global .properties, responses.properties. certificates.
proxycertficates. truststore. BLUT—IR—X T 774)
vcloud date time format MERRINET,

F: truststore 77 A/, VMware Cloud Director /N\—2 3> 9.7.01 »5/X\—2 3> 10.2.1TD
HERTEET,

4 TS5A4<TY ®ILOHT, root LLTaAYVY—ILICAIA> L, UTFOOTY RERTLET,

a vcloud T—¥XR—RERAOvILET.

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -c 'DROP DATABASE vcloud;'

b pg restore AV RFZERITLET,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name

5 T54% BIBIORYNA ©ILT, #BRT—%9 77403 E—%#REFEL, BB THNS. VMware
Cloud Director Y —EXZ B L THIBLET,

a 7AanNFag. IZAE, B truststore 77 A IVENY T v T LET,

global.properties. responses.properties. certificates. proxycertificates.

truststore ME T 7 AU /opt/vmware/vcloud-director/ete/ [CH Y ET,

F: truststore Z7AJE. VMware Cloud Director /A\—2 3> 9.7.0.1 h5/x— 3> 10.2.1
TOMERATEET,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates proxycertificates truststore

backup

b RFY 73 THHLENYITZYT 774005, 7O/NT 4. FBAE, truststore D77 A )&
—LTEEH®mZET,

cd /tmp
cp global.properties responses.properties certificates proxycertificates

truststore /opt/vmware/vcloud-director/etc/.
A : truststore 774 JE. VMware Cloud Director /A\—2 5> 9.7.0.1 h5/X—2 32 10.2.1
TOMHMERATEET,

C /opt/vmware/vcloud-director/certificates.ks [ZHDF—RALT TZ7AINENYIT v
A

cd /opt/vmware/vcloud-director
mkdir -p backup
cp certificates.ks backup
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d LUToavy R#£{TLT. VMware Cloud Director ¥ —EXRZB#ER L E .

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true

HEFIRDEBYTY,

-—keystore-password A7 avd. TTSA TV ADIMBAEDF —A T NRAT—RE—HLE
T F—RARTDNRRT—=RIFE. 7TS5AT7 2 RAOF7AALFRIER/L root /XA T — RTHBHE
BHhUET,

--database-password 7 7> 3 (3, https://appliance eth0 ip:5480 [CH5B.
VMware Cloud Director 7 754 7 V AEBI—YHY— AV F—T A RTT7 T4 T RE&t Y
FT7yTTBEECHRELET—IR—RD/INAT—REHLET,

--database-host A 7> avld. 754U T—IXR=RX T TS5AT7RAD ethl 2y kT =2 IP
7RUVRE-HLET,

--primary-ip DfEF. VANTTBET7TS5AT7 VA LD etho 2y 7= IP 7 RULRAE—F
LET, TNl 7547 T—9X=X wIDIPT7RLVATEHY EHA.
--console-proxy-ip A7 avid URNTTBT7TSAT7 R IO eth0 XYy T =2 IP 7
FLRE—HLET,

ESTIYa—F4 > ZOMICDNTIE. VMware Cloud Director 7 754 7 >V RICBITELIZU R
r 795 & VMware Cloud Director Y —EXDBH#ERICKKT 2B LT EE0),

e LUTomavry R#=x£17LT. VMware Cloud Director ¥ —EXRZBHBLET.

service vmware-vcd start

TILDEFOETIRRIL /opt /vmware/veloud-director/logs/cell.log TERTEET,

6 7vay) BMOT7IUT—3> wILEFTTOALET, [ VMware Cloud Director 7 7547 R
DFT7OA EMEHER] 28BL T ZE0,

7 HLWTFTSA7RT, BEWMATWBTDT TSATVAERIED IP 7 RUREFERT HHE(1.
VMware Cloud Director #+—/\ Z)L—7DRIAICEEESN/ZO0— Rk NS HDEBREFHLT.HLWLWT T
SATVADIP 7 RUVREEDDHDVEDNHY LT,

8 H—NII—TOFTRTOEINOESFHIOLRANRT L=5. VMware Cloud Director IREBEMEEICU X &
TULEEZLEEHRLET,

a #HLWY—N )= https://et0 IP new cell/provider ADEEDEILD etho xv ~7
—2 P 7 RLREFEAL T, VMware Cloud Director Service Provider Admin Portal B £7,
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FIE7 TA—R NS UHOEREEFHLEBEEE. T—NTI—TDONRT) v 7RUVREFRLT
Service Provider Admin Portal (L7 VX T HHENHYUET,

b BEBOIRTAEBEDRISHZFEHAL T, Service Provider Admin Portal IcO4 4 > LET,
c FLWRIETVSphere BLUVIZUR UY—XWMERAIEETH B EERIELET.

9 F—IR—ZRDURNTHRINLI=Z LEHELES5, Service Provider Admin Portal #{#EBL T, &L
VMware Cloud Director BiEICE T AtIic N/l ZHIBRLET.

a Lt#FET—2arN—D[UV—-X]T[HZUFUY—-—R]ZZIRLET,
b ERONFITIZZUR ®N]ZIYYILET,
c EYutILERRL. (BHEERKR]IZ2JvILET.
10 URKRTHIDZ 2A4I)VFA—/N\— E— B automatic £o7/BEE. TNEBE Automatic [CERET BT,
VMware Cloud Director 7 7547 > X APl ZERT 2 HENHY ET.
SR AMT—9 X—XER O VMware Cloud Director 7 754 7 > X 10.2.2 LI DRE
DYRLT

SR AT - N— D VMware Cloud Director 7 754 7 > 2 10.2.2 LIEDBIE(CHEAIAEN
PostgreSQL 7= RX—XR&ENy 7y TUEEBEEF. ILWT ISAT7 R VSR EF7O4 LT, 2217
TSAT VA T—IR—REYRA N7 TEET,

DANT7 D—=70—(CF. 3DDFEERRT—IBHYET,

B GEEY—EZXNFSHFERNV—CDOSHPIRAIRT —FIR—RONY O T7 v tar 77 A4 I)VEIE—9 5,
B HHAHRART—IR—ZADTSAIRIVBIVRY VN, ©IVICT—IR—REVRNT T3,

m WERTTUS—3r wIIETFTOSATS,

U7 e

m fABAH PostgreSQL T—FN—D .tar Z7AIDBNY T v TENTNWB I EEHERLET.
VMware Cloud Director 7 754 7 » RIHIRABT —F RXR—=KAD/NY 7 v TESBL TS,

B 120754 T—9XR=RBIE2DDRY VN, T—H4XR=R )LETF7OA4LET, [ VMware
Cloud Director 7 754 7 > ADT 704 LHEMER] Z25BL TS0,

. HLWTTSAT7 VR USRYTLURIDOKRED NFS Y —NZERT 2158(F. NFS H—NEICHLWHRF L
LTTA4 LI PYEFHRERL. ZTOAR—PLET, BIFOYI U MRA SV FEBIRAT S LETEEE A,

FE

1 73547 I EXVORYNA ©ILT, root LLTAYA L, ax > RERFTLT VMware Cloud
Director ¥ —EX&#{FIELE T,

service vmware-vcd stop

2 TI5AR CIVBLUORGUNAL VIVT Ny o7 v 7 tar Z74)v%& /tmp 74/ FICaAE—-LET,

/tmp 7 AIINEICTRRBEERENBVSGEIEL. BIOBHEFERLT .tar 77 MIIVERFELET,
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3 TS5ARY BIBLIUVRIZ A LT, /tmp (THBENY TV T 774N ERELET,

tar -zxvf db-backup-date time format.tgz

/tmp 7 A IF (2. MEEN/ global .properties. responses.properties.

certificates.pem. certificates.key. proxycertficates.pem

proxycertficates.key. truststore.pem. BLUVT—F X=X 77 1)L
vcloud date time format MERRINET,

=3

truststore.pem 7 7 A JLIE. VMware Cloud Director 10.2.2 LIETHAERTEE T,

4 TS547YU BIDHT, root LLTarV—icATA L, UTFOIT RERTLET,

a

veloud T—FRXR—R&E ROy FLET,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'

b pg restore AV REETLET,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name

5 TZAXU CINBLUVRIINAL VT BET -9 774 DIE-ZFREL. BEWATHS. VMware
Cloud Director ¥ —EX =B L THRIBLET.

a

TO/NT 4, HRAE. BLU truststore 77 AN ENYIT v T LET,

global.properties, responses.properties. certificates.pem
certificates.key. proxycertificates.pem proxycertificates.key. LU

truststore.pem 7 7 A J)L(L /opt/vmware/vcloud-director/etc/ [CHYET,

E: truststore.pem 774/, VMware Cloud Director 10.2.2 LIETCOMERTE X T,

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates.* proxycertificates.*

truststore.* backup

ATy T3 THELENY T YT T7A4I)05,. TANT 4, SFBAZE, truststore D& 77 A J)LEIE
—LTEEHmZAET.

cd /tmp
cp global.properties responses.properties certificates.* proxycertificates.*

truststore.* /opt/vmware/vcloud-director/etc/

#F: truststore.pem 774 J)l(E. VMware Cloud Director 10.2.2 LIFE COMERTEE T
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

C /opt/vmware/vcloud-director/certificates.ks [ZHDF—ALT TZ7AINENYIT v
AR

cd /opt/vmware/vcloud-director
mkdir -p backup
cp certificates.ks backup

d LUToavy R#£17LT. VMware Cloud Director ¥ —EXZBER L £,

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true

BRERFRDEBYTYT,

m  —-keystore-password A7/ avid TTZA TV ADIABREDF—A T NRXT—RE—HKLE
. F—RALTDNRRT=RE TTSAT7ADT7AAPIER LI root XRAT— R THBI5E
MHYET,

m --database-password A 7> 3 I3, https://appliance eth0 ip:5480 [CH B,
VMware Cloud Director 7 754 7 V REBA—Y — AV F—T A RATTTSA TV RERY
E7yTTBEECERELET—IR—RDINAT—REHLET,

m --database-host A7 avd. F5A4XY T—IXR—=RXTTSAT7AD ethl 2y kT—2 IP
TRULRE—HLET,

B --primary-ip DfEF. VANTTBET7T5AT7 X IO etho 7y FT—=2 IP 7 RV RE—F
LEd., NhiE. 7547 Y T—IR—XTILO IP 7 RUVATIEHY EHA.

m -—-console-proxy-ip A7 av(d URNTTBT7TSAT R LID etho ry 8T—2 IP 7
RLRE—HLET,

NS TV a—T 4 ZDEFMIZDNTIE. VMware Cloud Director 7 754 7 > AICBITEITU R
r 79 %<& VMware Cloud Director H—EXDOBH#EBRICELMT 5 E2SBL T/,

e LUTmavrR#x£{TLT. VMware Cloud Director ¥ —EXRZBHBLET,

service vmware-vcd start

TILDOEREDETIRRIL /opt /vmware/veloud-director/logs/cell.log TEERTE X T,

6 H7vay) BMOT7TUT—a3y wIEFTTOALET, [ VMware Cloud Director 7 7547 > &
DT 704 EEHER] ESBLTSES,

VMware, Inc. 84



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

7 HLWTFTSAT7RT, BEWMITWBTDT TSATVAERNED IP 7 RUREFERT HHE(.
VMware Cloud Director #+—/\ J)L—7DRIAICEEESN/ZO0— K NS oY DOEREFHLTHLWLWT T
SATUVADIP 7 RUREEDDHDVEDNHY ET,

8 H—NII—TOFTRTOEIOEH ORI T L=5. VMware Cloud Director IREMIEEICU X b
Tl =R LET.,

a #HLWY—N )= https://et0 IP new cell/provider ADEEDEILD etho xv ~7
— 2 IP 7 RLRZEFEAL T, VMware Cloud Director Service Provider Admin Portal #Z %9,

FIg7 TAO—R NS UHOBREEHFLEBEEERE. Y—NIN—TDONTV v 7RUVRAEFRLT
Service Provider Admin Portal (L7 X T HHENHUET,

b HBEOVRATALAEEBEDRIINEHREZFHL T, Service Provider Admin Portal [COZ4 > LET,
c FLWRIET VvSphere 8BLUVIZUR UY—XWMERAIEETHBDZEERIELET .

9 FT—IR—RDURNTHHRINLI=Z LR L5, Service Provider Admin Portal R LT, &
VMware Cloud Director IBICE T AtIic NIV ZHIBRLE T

a ERMFET—2a3>N=0D[UV—-R]T[H/ZVR UY—-—R]ZZERLET,
b ERONAXNTIZZUR BV ZV VYOI LET,
c EMEEINEZRL. [BERER]IZSVVILET.

10 URRTZRIOZ7 A4 F—/N\— E— RH Automatic 727256, TNEBE Automatic ICERET ST,
VMware Cloud Director 7 7547 X APl #{ER T 2ENHYUET,

1M1 YU XBE7HIIC VMware Cloud Director 7 754 7 > X FIPS E— R34 o 121844, VMware Cloud
Director 77547 X APl 2FH L THBRETHHENHYET.

TILD FIPS E— RPBEEMICU R M7 EINET,

VMware Cloud Director 7 7SA 7 AD 7 ANV A—/N\— E— ROZLHE

T 7 4 )L 5 TIE. VMware Cloud Director 7 7S5 A4 7 Y RAGZFEH Tz AN A —N— E—R[CHE>TWT, 754
T F—IR—RAYP—ERICBENRELEBEIE. JzANF—N—T o a3 @B TI2VENHYET, 7
TAINF—N—TF—R[E 7547 RAPI 2FRAL CEHHIEETEET,

VMware Cloud Director 10.1 LI TlE, 754 <Y T—FR—RX H—ERICEENRELHEES. VMware
Cloud Director Z#1ICLT. HILWITSARUADBEE 7 2/ VA —N—%&FTTEEYF., VMware Cloud
Director 7 75A 7 ADBEN 7 2 A IIA—N—%2SBL T EE,

Z 1A\ F—/N— E—RIE. VMware Cloud Director 7 754 7 >R AP| Z{ER L T automatic £/
manual [CEREINE T, [VMware Cloud Director 7 7547 A API RF— UT7 7L >R O [z
FT—N—F—R] o3 ESBLTIEE,

BEN 72 ANA—N—DERINZISRIDFE. BIMOEIIE1DUEFTT7OA LERIC. 77547 X API
EERALTISRIDT A IV A—/N— T—R%& automatic CTU LYy T BREDBHUVET, VTRFIDT7 A
WA —N—F—RzEULy rLAEWE, /—REIOT7 2 AINA—/N— T— RDPARBELIREICHU ET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director 7—Z X—XANDHNET I L ADHRE

BEODHNSLIP 7T RULANS T4 77547 ACHMAENT- VMware Cloud Director 7— X—X
NDT7 VL REFNCTEET,

VMware Cloud Director 7 754 7 2 ANDBITHIT, E/2EY—RNX—F 4 DT —FR=IA Ny o7 v 7T VU
21— avEFALTNWABEIC. S S5H&AHD VMware Cloud Director 7= X—XADT7 VR %&H
MZTBHEMNTEET,

Fl&

1 7354<U #)VICroot ELTEEOIA T HD. SSHOISA 7 MeERLTERELETD,

2 F—9R—=XF4LU bV /opt/vmware/appliance/etc/pg hba.d/ [CBEILET,

3 4Ty rABIPTRLADIYMIEEDL. ROKDETHFAL 774V EEKLET,

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud CIDR notation md5

UTFICEDBIEZETET,

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

IV hUIE BMICEHFINS pg hba.conf 77 AI)LIEBMENES, HAVSRIRADTSA4<Y T—%
N=ZAANDT7 VR ([F. ZDT77ANVICK>THEENET,

VMware Cloud Director 7 75 A4 7 AAND SSH 7 9 ADF ML E/=IT
|

TITSATVRADTTAAE. 7TS5ATVAAND SSH 70 R(EBHOEEICTEI LD, BMCTRZEDHT
Z2FEY, TTAA4%. SSHT7 VL ADHBEETVEZ L ENTEET,

SSHTF—E2DBT7 7547V ATRITENDDE, T—FN—X HAKEICFEREINDIEE L. UE—bD root B
T4 DBETT, root I—H—D SSH 7 VL RBEMICT S5 ENTEEY. T N—X HABEEDLHD
SSH7 V2 RBFEEENEHA,

RIS

OVF 7O/NTF 1 &X#HEMICEET 512, vSphere A—H— 44 —T7 14 RAZ&FHBLTOVF Z7O/NT 4 DE
EERTHILENHYET, [VSphere (RIEBET S VER] H4 RD [VApp 7O/NTF 1 DR FEYIESBLT
<7,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

FIE

1 FTRMEEDEMT. OVF 7ONT 4 Z—EMICEET 515455, VMware Cloud Director @ 70O/8F « &
ZTELET,

a VMware Cloud Director 7 754 7> X 2>V —J)LIC, root ELTEEOSA T SM, SSH 254
T hEFERALTERLET,

b rootCkd SSH 7/t REFMNE/ZBNICT HLODRIY T RERTLET,

m root 2k SSH 70X E=FMITT BICIE. /opt/vmware/appliance/bin/
enable root login.sh RZUThERTLET,

m root 2k SSH 7/ RXREEMITT BIC(E. /opt/vmware/appliance/bin/
disable root login.sh RZUTr&ER{TLET,

2 OVF 7O/F 4 #Xk#EEMICEET (2L, vSphere A—H¥— 44 —TJ A R&EFRLT
vcloudapp.enable ssh.VMware vCloud Director Z7A/NT 4 DEEZFZEL £
F: vSphere D7ONT A EEEET SIS REYS VENRT—FT7TDHENDYET,
m  SSH Z8/%ICT BI21E. vcloudapp.enable ssh.VMware vCloud Director D&% True [ZERE L
7.

m  SSH Z#HICT S(C(E. vcloudapp.enable ssh.VMware vCloud Director MDfE% False [CFTE
LET.

VMware Cloud Director 7 7547 > A T®D FIPS E— ROBML /- (IE
21k
VMware Cloud Director 7 754 7> X /IN— 3> 10.2.2 LIfETIZ. FIPS140-2 RFEDEB(LES 1 —I/LE

FERALTFIPS MICE— RTERITTHLIICHERTEET,

FIPS (Federal Information Processing Standard) 140-2 (. BES{E 2 —I/IlOtEF 2V T+ BHEIEET
5, kBB LUONFFOHAFRETT., NIST Cryptographic Module Validation Program (CMVP) (&, FIPS
140-2 G ICHEM U BB ED 2 — IV ERIELE T,

VMware Cloud Director FIPS #7R— ~&, RHEIDBL WS ESEQARETOAL T4 T RERF2UT 4
DT VT ETAERGITTHEEBMNELTVEY., VMware #RIZHEITS FIPS 140-2 DY R— b DFFHE
[Z2DWTIE, https://www.vmware.com/security/certifications/fips.html 28 L TS 20\,

VMware Cloud Director Tld. FIPS 2EDEELIET 7 )L b TEMZHE>TVWET, FIPS E— REFMICT
5Z&ET. FIPS140-2 BEDESILES a—J)LEFERAL. FIPS #HlE— R TRITTHLDIZ VMware Cloud
Director BN E T,

F: FIPSE—REHHCTSE, RAMZOBF|IEHLHENRVET,
EE: FIPS E— REF#MICLEEE. VRealize Orchestrator £ D#FEIFEEL EH A,

VMware Cloud Director 10.2.2 T FIPS E— RE&FRICL/ZHBEE. SAML 7H -2 3 V2B TEE A,
FIPS E— RTRWMEEIE. 7H—2 a3 U BE{LICHIREH YU EH A,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director (%, /XD FIPS 140-2 EEDEBILE S 2 — IV EFALET.
m VMware ® BC-FJA (Bouncy Castle FIPS Java APIl), /N\—2 32 1.0.2.1: Certificate #3673
m VMware ® OpenSSLFIPS A7 x4k EXa—Jb. N=232 2.0.20-vmw : Certificate #3857,

VMware Cloud Director (ZTI/ILEEBY —)L (CMT) ICTRED/NY RILICEENTWET, =L vILEEBY —)L
(& FIPS [CZEH#LL TOWEH A,

VMware Cloud Director 7 754 7 > R&EFRBLTWRHEIZ, 77547 A% FIPS #E— RTRTTS
IZIEZ. 77547 RXAFIPSE—R&ETVIVFIPS E—ROMAZEZERTLIVENHYET,

m TTSATVRFIPS E— K3, B#BEHEETTSAT R OS, HBRABT—IR—R, BRUOESEETELS
ATASATSUDE-RTYT,

m I FIPSE—RIZ. K7 7547 ATRITENTLS VMware Cloud Director Z/LDE—RTY,

Linux +® VMware Cloud Director T FIPS E— REFHE(FXERMICTHAEICDNTIE. =N TIL—7TF
DEILTD FIPS E— ROFMELESRBL T30,

AR SR

B A RUYIDORENEHICAR > TWS1EE(E. Cassandra sIBAE S X.509 v3 SIBAZDZX(CE> TWT, &
BTN TOURBENEEN TS I LEZHR L E Y, Cassandra (3. VMware Cloud Director &R
TEHEDERUBELRAAN—MEFERL TERT2VENHY ET . FAIIN/ SSLEESOFMICDNTIE. &F
AIEN/= SSLEESDURMDEREZSHBL TS LI,

= VMware Cloud Director & vCenter Lookup Service n»5&### L £9. 'VMware Cloud Director
Service Provider Admin Portal Guide] @ vSphere 4 —RA#EAEZSBL TS ZE ),

FIE

—

Service Provider Admin Portal @ L& FES —2 53> N—T [EE] Z2ERLET.
ERID/FIIVD [RE] T, [SSL] £2IRLET,

(Bl €Uy oLET,

TOtAORBEEES 5(1CE. [kl 20U v o LET,

A W N

BRMTET T 5E. VMware Cloud Director (2 [E#1HENETE (LILOBREEFED)] WD Ay tE—
CRREIN, FIES ICELZEMNTEET, FIES TAPI O REEfTT5HE. VMware Cloud
Director 7 754 7 R ICK>TRIVIZBEFMICERESHENET,

5 77347V RFIPS ®E—R&F U EIEF 72T 5I(2(F. VMware Cloud Director 7 7547 > X API &
AL T fips/ {node name} M URL [C pUT EkZX(FLE 7. VMware Cloud Director 7 7547 >
A APl #ZBLTEEL,

F: PUT ERZNEBT LI D {node_name} EFERTIHIHLENHY FT,

5l : FIPS £— FOFBEME
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

2K :

PUT https://vcloud.example.com:5480/api/1.0.0/fips/{node name}
Content-Type: application/json

"applianceFips": "ON"

6 BTTSAT VR (T4, RIUNA1LE) BLOT TV -2 3>084 720 FIBES &4 URLE
ERS
RDODRTFy T

TILDIREEE TR T S (Z(E. VMware Cloud Director 7 75 A 7V AEBI—H— A4 —T 1A REFERLE
3. VMware Cloud Director 7 7547 > X FIPS E— ROXRFTEZSBL TS EZ ),

VMware Cloud Director 7 754 7 > X FIPS E— RDXRTR
VMware Cloud Director 7 7547 >R /IN\— 3> 10.2.2 L&, FIPS #HE— RTERITTEET, 775
A7 AREEILD FIPS E—RERRTEET,

VMware Cloud Director 7 754 7 > RZFEB L TWAHEIZ. VMware Cloud Director 7 7547 > R &

FIPS ##lE— RTRITTBICIE. 7TTS5AT7RAFIPS E—RETVIVFIPS E—ROMAEEETLIHENHY F

ER

m TS AT7RFIPS E—RIE, BEBEGDBTTS5A47 R 0S8, HBRAIRT—IR—R, BLUOZTEIEmY
RTAZATSUDE—-RTT,

m I FIPSE—RIZ. K7 7547 ATRITENTLS VMware Cloud Director Z/LDE—RTY,

# 3-1. FIPS £— RDIREE

ety L

TFISAT Y RERALD FIPS E— RH—HLET, EBLNE—R

@ A VELEFTTY,

)LD FIPS £— R(3. Pending restart OREETT., 7754
Zi}S TYAAPI&ZERLT. 77547 AD FIPS E— REFHEEIE

EBHCLEST, TTSAT VRO FIPS E—REZEFETH L.

VMware Cloud Director ®&J)L #—EX & BEMICHIREEIINE

ED
VMware Cloud Director 7 754 7 > Rldt)L FIPS E— RZ&45
(:) ETEERA, 7T547 Y ATHELELTINS VMware Cloud
Director Y —EXMH B E. )L FIPS E— RDBARMEEIZ/HD D
HUET,
AR SH

VMware Cloud Director 7 754 7 > XT®D FIPS E— ROBIMELE /= (ZEME
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

FIE

1 https://primary ethl ip address:5480 TY 7oA 7V REHI-—HF— A5 —T 1A RIC
root LLTAJVA > LET,

2 ERONFIVT [P RTLER] ZERLUET,
3 &/ —RDT7TSATRELVEIFIPS E—RORT—¥REXRRLET,

VMware Cloud Director 775472 AXASNMP T—> 1 > DR

VMware Cloud Director 10.2.2 LI T3, R—1 » JEREFHT 5 LD (C VMware Cloud Director 7 7>
A7 ASNMP I—2 1z hEEBRRTEET,

SNMP (Simple Network Management Protocol) 3. v h7 -V BEZREEBESLVERT /=007 Uy
—<avEB70Okra)LTY%., VMware Cloud Director 7 754 7 > R(Z(E. GET. GETBULK, LU GETNEXT
EROZELICENTRELR SNMP I -2 2 v MOEENTWET, VMware Cloud Director 7 724 7 XD

SNMP Z—2 x> &, SNMP ZHE(CEHLL TS T RTO SNMP EBY —EXEFBBRENH U EF., SNMP

vlii v2¢, FREVIRAICI—2Y oy MEEBRTEET, 220, BERACHEEStRETEFa YT+ Z28E(LT

Z5D(E. SNMP V3 D& TT,

Et77D Net-SNMP T—2 1 > b D3H 55818, BRZERIET DR1IC. RORZEZEELTILEL,

s VMware Cloud Director /N\—2 3> 10.2.2 LIEAD T v 74 L — R(Z, Net-SNMP IR T,
VMware-SNMP [CE&=#ab U ET,

B snmpd Y —ERERBELMELET 5L VMware-SNMP [CE> THR—U Y ITTDR— b BENENFDS
KOEXNC/3 5720, Net-SNMP EEESDZRABFDT 747U+ —Ib W—IVEBIRT DLENHY ET,

VMware Cloud Director 7 754 7 > XM VMware-SNMP (3. RDERE#E MIB 2N L TERTE 1E%#0D
Linux OS EEIFEHRN—X (MIB) Z9R— L TLET,

= SNMPv2-MIB

s  RFC 3418IF-MIB

s  RFC 2863IP-MIB

s RFC4293IP-FORWARD-MIB

m  RFC4292UDP-MIB

s RFC4N3TCP-MIB

m  RFC4022ENTITY-MIB

s  RFC4133HOST-RESOURCES-MIB

s RFC 2790VMWARE-SYSTEM-MIB U EZ 3> 2010080200007

SNMPI—2 x> bDARSY A R— DK

VMware Cloud Director 10.2.2 LI Tl3., R—VU > J #1715 &5 IZ VMware Cloud Director SNMP =T -2
T hE#ERTDE SNMPERBISA TN P ATFADNSNDEKR (GET. GETNEXT. GETBULK BXK/L L) #
FHL, BETESLDICRVET,
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T7A4INNT, #HAH SNMP T—2 12> M, UDP/R— K161 TEB L RTAMSDR— I EBREFEL
F9, vicfg-snmp --port AX Y REFERAL T RBR-—bZEZERTEET., SNMPI-2x 2 bDR—bE
oY —EXDR— FEDOFHREER BT S (Z1E. https://ports.vmware.com/home/VMware-Cloud-
Director #ZBRL T ZE L),

ARSI

snmpd ¥ —EXZRBELOMELET 5L VMware-SNMP [CE > TR—U Y ITEDOR— bBENETNEIE LV
W55, Net-SNMP LB ST HRAFDT 747 V4= W—IVEBIRT DLEDNHYET,

Flig

1 ERBEEREFOI-—Y-ELTTISAT7 R 2 )VICATA Y LET,

2 ROARYBRERTLT, SNMP 28&3)ICLET.

vicfg-snmp --disable

3 SNMP IV 2 bWR—-UZIERDFHHEICERT DI R-MEEETSHICE ROAT Y RERITLET,

vicfg-snmp --port port number

SNMP v1 8L v2¢c B®D VMware Cloud Director 7 754 7 > ADHERK

VMware Cloud Director 10.2.2 LI VMware Cloud Director 7 754 7 > A% SNMP BIC#T 5IC
(. SNMP Iz MAICOZ 227402 1 DUEEHRLET. SNMP VI LU v2c AIZ VMware Cloud
Director SNMP T—2 x> hE#ERTHE I—2 2 M TCR=-UVIDBHR—bEINET,

SNMPVI 8LV V2c TIE X227 XFHE 1 DLULOEBWKA TP 2/ bEEUBRIERTY., ARIERE
FFREEDT A —LELTHEET D LR TEEI N BEIRESNE A, BEERETSHICIE SNMP V3 Z{E
RLET.

SNMP VI XU V2c Ay —P#XZ(ET B0 VMware Cloud Director 7 754 7> X SNMP T—2
T NEEMTAICE I - MRICTIDUEDIZ 2 =T 4 2BRITH2LENHYET, SNMP 132 2=
TAlE TNAREBEBIRTADIN—T#EELET, ALIZI 22T ADAVYN=—THBTNAABLVER
SRTADHD, SNMP Ay —DE|TEET., TNARFLEEFERIRTAIG. #BHOAZ 227 DAY
IN=IZIEBZEMTEET,
FlE
1 BEEHEEREF DODI—Y-ELTTISA4T7 R >o)llcAdA4 o LET,
2 SNMP OZa=74%##mRT5(C(2. vicfg-snmp -c A RERFTLET,
FmEZIE XTUv o B BLXUOADORY NT—0 AR —23> 24 —0aI 254 %2#ERT DI,
ROAR Y RERFTLET,

vicfg-snmp --comunities public,eastnoc,westnoc

COAXRYRTAZIaZTAZHBETHLUIC, BELELREICE ST, LUAIOBES LEEENET, HHOD
AT 4 ZANTHICE BYUXFELTHIREZFERALET,
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3 XRDOIAXYREERFITLT. SNMP £Z8MICLET,

vicfg-snmp --enable

SNMP v3 D VMware Cloud Director 7 754 7 > ADERK

VMware Cloud Director 10.2.2 LI Tld. SNMP v3 AIZ VMware Cloud Director 7 754 7 > A &R T
ZFE9d., SNMPV3 BHICSNMP I—2 x> ha#EHT2E T—2 1 bTR=-UVIPTR— b, BEER
ARSI EDTEF T A DBIEEINET,

SNMP v3 AIZ VMware Cloud Director 7 754 7 R &R T 2 (1L XD 3 DDOFIEERTLET.
1 SNMP I r ID Ok

2 SNMP RIS LVTSA /N — 70O bR

3 SNMP 1—5—0D#k

ITRTDOSNMPV3I I -2z MCIE. =2z bO—BOHMNFELTERS NSOV IDBHVET, T
v ID 3. SNMP V3 Ay - DR EBERDZODOO—IS4 XENF—EEMTEEEIC. Nyia
B TERAINET. SNMP -2z hEFIMCTTAHEICT 2O ID PIEEESNTWRWESF. X K70
—> D SNMP I—2 x> hEBMICTTSEE1Z. VMware Cloud Director T2 > ID BERESNE T,

I—Y—0 ID &#¥RT5IC1L. REAEFEALET. T5AN—&FRTHE SNMP V3 Ay t—CEBESEL
TTF—IDRBRERIFTEET, 754N —7O0FVE EF 2T A DEDICAZT 22T A XFHNEFERT
5 SNMP VI LU V2c FUBWLALDEF2UT A ZHEATOWET, RBASLIVOTSA /N —(E. WFnbF
T2arTY, 112U, TIAN—EFMCT H5EE. BAEZENCTILENHUET,

FEATARINET AN —T7OMINDT 74V NMEF T72L] T,

SNMP V3 IBRICT /€A TE21—Y—%, 5 AETHRETEET. 1—H¥—%&F. 2 XFLUTICT2LEDNH
UEYT, - —%EBRTHEEIC. - —DRA/NNRT—RETSAND— KRT— R, BLUVSNMP T -2
I bhDIVCVIDICEDNT, REETSANS—DNYy L aEBEERLES, - —E2BRLEEZIC. TV
oD, FETAONIN, FEEFTSANY— TJOMINEEETI5E8F. - —#EHIC L TEERT D4
ENHUET,

ARSI

SNMP BB LV TSA NS — AR INEBRT IBEE. BRTIAIELI—Y—DRA/NNRT—RETSANY
— NAT—REFERBELTWBLENHVET, NRAT—RORILE8XFULTHBIVENHY ET,

FIE
1 EEEEREZFOI-—V-LLTTTISAT7YRA 2 o)VICATAVLET.
2 vicfg-snmp --engineid ARV RERFTLTY—T v hEBRLET.
LA mROARY RERTLUET,
vicfg-snmp --engineid 80001£8880167018238d613d6000000000

Z ZT. 80001f8880167b18238d613d6000000000 [F ID (5 ~ 32 XFD 16 #XFFI) T,

VMware, Inc. 92



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

3 (K7 3ay) |E/ORINEEBRTSICIE. vicfg-snmp --authentication AX Y RERFTLE
ER

F2EZIE DAY RERTTLET.
vicfg-snmp --authentication protocol

Z0OkRa/iEBL GREIL/ARVMES). SHAL, SHA256. SHA384, F/=(d SHA512 [CTHHENHUET,
=&AL BRI TOMONE SHASI2 [CERET SBEE. ROAR Y RERTITHILENHYET,

vicfg-snmp --authentication SHA512
4 FFiay) TZAaNnNs—7OINEERTSICIE. vicfg-snmp --privacy AY Y REERFTLET.
feEZE RDAT Y RERTLET,
vicfg-snmp --privacy protocol

ZORaiEBL (FSAN—2FRLEWES). AES128. AES192, /=4 AES256. (CTHHLENDH
UEd, 1=EZ1E 754N — 7OV %E AES128 ICRET DHEE(E. KOAXT Y RERTTEIVENH
UET,

vicfg-snmp --privacy AES128

5 ®REL TIANY— FERBAZERLT. I -—DORFABLOTSAN—DN\y 1 BEERT BHE
I, ROOAX Y RZERFTLET,

vicfg-snmp --hashkey authentication-password privacy-password

B ET AN —DFREICIE LT, authentication-password. privacy-password. £1-EmAEANT
BVENHYUET., NAT—RORIE 8 XFLULTHIVENHYET. SNMP 5470 NERET 28
[CHEIT/IR D=8, authentication-password & privacy-password #Z2&8BHEY, A< ROBAIC
(¥, Authentication localized key & Privacy localized key DIEBRMPEENTVET,

6 XDAXVRZEERFTLT T ALULOI—Y—Z#ERLET,

BHOL-—Y—ZHRETHCE. I—F—ZEZAIRYYVURAMELTEMLET, &A S5 ADI—F—Zi8K
TEEY,

vicfg-snmp --users userid/authhash/privhash/security

AR RONSTA=FIIRDESY TT,

NSHA—%  BREA

userid A-Y-—ZTESHWAET.

authhash ZEIOO—HZ4 X F—TEEH|RZET,
privhash ~ 75AN—DOO—-HF5A4X F—CEBEHRAET,

model A—H—ICHLTHENREF2UT 4 LRILTEERZES., auth GRREDOH). priv GRFEEE 754 /N> —1RF#). none (R
HHTSAN—REDBIZL) ODVWTNDERETEET,
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TeEZAE BF2UTABLTA—Y 28R DI5E8(F. ROOAT Y FERTTEET,

vicfg-snmp --users vcd-snmp-user/-/-/none
FEL/N\Y a2 ZFERALTI—Y—Z28BKT 5583, RO FEERTLET,

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/-/auth
ANy 2 ETSANY = Ny 22 &FRALTA—Y—2BRT 21583 ROAT Y RERTLET,

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/
dal057af05f67a25a09265a%a2bedb53/priv

7 (A7 ar) TANUEOI-F—ZHIKRTI5EE. FILOWI—H—DFMEEZIEELTCFIEG 21 URLET,
vicfg-snmp --users BRITTDHE. LRIDITRTORENA —/NN—F4 RESNnET,

8 XNDaATURZEERFTLT. SNMP ZF#MICLET,

vicfg-snmp --enable

snmpwalk & VMware Cloud Director SNMP DO #H

VMware Cloud Director 10.2.2 LI T, 7V 1) —AD% OID £/=(3/ — RIC—EDIaT Y RAAZETIC
GETNEXT BRDF = —Z/EKT 5(C(E. snmpwalk A RERFTLET,

ARG

s SNMP V1 8LV v2c AD VMware Cloud Director 7 754 7 > XDk £7212 SNMP v3 B®D
VMware Cloud Director 7 754 7 > XD+ D VMware Cloud Director 7 754 7 > R &R L
3

FIE
1 O—HJ)L <L >T, snmpwalk XY RPBEAZINTNEZ LEHRL. HEILISUTEALET.

2 snmpwalk A RERFTLET.

snmpwalk -v SNMP version -1 security level -a authorization procotol -A
authorization password -x privacy protocol -X privacy password -u username host IP:port
queried MIB OID

ZZT, -1l3+a2UT 4 LNJLTYT (noAuthNoPriv., authNoPriv, F7/=Id authPriv [ZEXEFRIEE).
snmpwalk XY ROANINTIZDNTIE, -h ZRFTL TSI,

5] : snmpwalk £V

sysDescr.OMIB OID Y > 7). ST UILxRDESHYTT,

snmpwalk -v 3 -1 authPriv -a SHA512 -A myauthpassword -x AES128 -X myprivpassword -u vcd-snmp-—
user 192.168.100.187:10161 sysDescr.0
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Zoavr RIE. ZROEHERLET,

SNMPv2-MIB: :sysDescr.0 = STRING: VMware-Cloud-Director-Appliance 10.2.2.5553 generic build
17709283 VMware, Inc x86 64

VMware Cloud Director 7 75472 AD SNMP FRED YU v b

VMware Cloud Director 10.2.2 Tl%. VMware Cloud Director 7 754 7> XD SNMP I —2 1> b &4
RTEET, INTOSNMPREAV VT L TCI—2 1y MEEMCTTBICIE. 7T547 RO SNMP HE%
ey hLET,

Bt

SNMP v1 XU v2c BD VMware Cloud Director 7 754 7 > AO#ERL, £7=(% SNMP v3 HD VMware
Cloud Director 7 754 7 > A0 B® VMware Cloud Director 7 754 7 > A& #EHRLE T,

FIig
1 BEHEEREF DI Y-ELTTISA4T7 R >o)llcAdA4LET,

2 IRTHOSNMPEZEZT 74/ MEICRL., SNMPI—2 Y FEEMICTS(CE. ROOATY RERTL
£,

vicfg-snmp --reset

VMware Cloud Director 7 754 7 > XD SNMP RE DR

VMware Cloud Director 10.2.2 LI Tl3, UDP/R—F, JZa=ZF4. V31— — T2V ID, FIABL
NTSANY— 7RG ED SNMP OB EERRTEET,

AR

SNMP v1 XU v2c BD VMware Cloud Director 7 754 7 > AO#ER, £7=(% SNMP v3 H®D VMware
Cloud Director 7 754 7 > 2D BD VMware Cloud Director 7 754 7 > AR LET,

FIig
1 BEEEREEF DI YT-ELTTISAT7 R oblcAdA4 > LET,
2 SNMP DFBEERTTHICIE. OO RERITLET,

vicfg-snmp --show

5l : vicfg-snmp --show DY FILHA

TV AICIE REINY 2 ETSANY— Ny 225D V31— — (LT SNMP T—2 > bOSER
[CHEOTWAIZENRENTNET,

Current SNMP agent setting
Enabled : true

UDP port : 161

V1/V2c Communities :

V1 Notification targets :
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Notification filter oids:

V3 Notification targets :

V3 Users : vcd-snmp-user 225e07958d3c6af615588dbl17d61986e69fb7a71
dal057af05f67a25a09265a%a2bedb53 authPriv
Contact :

Location :

Engine ID : 80001£8880efbab0540a653e6000000000
Auth Protocol : usmHMACSHAAuthProtocol

Priv Protocol : usmAESCfbl28PrivProtocol

Log level : warning

Process ID : 15828

Large Storage Support : False

Simple Application Names: False

INFO: listing complete.

VMware Cloud Director 7 754 7 > XM DNS BREDIRE

F704%I(C. VMware Cloud Director 7 7547 AD DNS H—NE#ZEET=ET,

EE: 77547 VADKR NEHRETE E A, HILWT TS5 7V RAEEWOKRR NETTTOA T HBE
BHYES.
EEESE

OVF 70O/XT 4 #X#EMICEET 5(2(E, vSphere A—H¥— A4 —T x4 R&FHRL T OVF 7ONT 4 DfE
*EFETHLENHY ET, [VSphere [RE~T VER] A4 RD [VApp 7O/NXT 4 D] FEYIESRBLT
a0,

FIE

1 TAMEDEMD/ZSHIZ DNS BREEZ—BNICEET 515514, VMware Cloud Director @ DNS & E %
RELET,

a VMware Cloud Director 7 7547 >R 3>V —J)LIC, root ELTEEOYA TS SSH OSA
Ty hEFERLTERLET,

b (A7 3r) ROATYRERFTLT, RED DNS BREERLET.

ovfenv --key vami.DNS.VMware vCloud Director

C DNSH-—NZZELET.

BEODO DNS H—NEEFETHICE. AR—REZEFHVWAIRYUDI X ~ELT DNS_server_ 1P
BRELET.

ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP

d ZEEZFMCTSICE. VAOS Y —EREZBREELET,

systemctl restart vaos.service
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2 DNS REEXGHICEES 53 vSphere 1—H— 4> —T A REFEAL T,
vami.DNS.VMware vCloud Director 7HA/XF 4 DfE%E DNS H—/NDOHFHL W IP 7 RLRICHRELE T,

EHD DNS Y —NEEET H(LE. AR—REZEFEBVAVIRNUDOURMEANTLET,

F: vSphere DTONT (BAZEET3IC(E. RETS L ENT—A T BLENHYET,
VMware Cloud Director 7 7SA 7 ARy NI — 0 A5 —T A RAD
REIT4v Y Ib— bDIRE

B#10 VMware Cloud Director 704112, eth0 &L ethl RY MT—0 A VT —T 1A RDARY T 4
I IV—hEEETEET,

AR SR

OVF 70O/XF 4 & #EMICZEET S(CE, vSphere A—H¥— A5 —T x4 RA&=FHAL T OVF 7O/RF 4 DfE
EEETHLEMPHYET., [VSphere (RIET L VERE] A4 RD [VApp 7ONT 1« D#ERR] FEYVESBLT
<&,

FIE

1 TRMIEDBWMDEDIZRY T A4 v o I—bDEEZ—BHICEEYT 5154, VMware Cloud Director @
RITAv T I—hERELET,

a VMware Cloud Director 7 754 7> X 2>V —J)LIC, root ELTEEOSA T SM. SSH 254
T hEFERALTERLET,

b (72 3r) BEDRY T4 v - bREEHRLET,

B eth0 [CDWTIE, XROAT Y RERTLET,

ovfenv --key vcloudnet.routesO.VMware vCloud Director

B ethl [ZDWTIE ROOAX YV RERFTLET,.

ovfenv --key vcloudnet.routesl.VMware vCloud Director
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C RIT4vU IW—bDEEEELET,

REIT 4y V=M AYIRPY VR SDEXTIV - MERET HLENHY ET, & AT etho T
DWTIE UTZRTIDLENDYET.

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

B ethO [CDWTIE, XRODAT Y RERITLET,

ovfenv --key vcloudnet.routesO.VMware vCloud Director =--value "new static routesQ"

B cthl [CDWTIE, ROOAX YV RERFTLET,.

ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new_static_routesl"

d VMware Cloud Director 7 7547 ATy N7 —0 H—EREBREHLET,

systemctl restart vcd-ova-netconfig.service

2 RITA4v II—bDEZEXKGEHICEET 5563, vSphere A—HF— A4 —T7 x4 XZ&FRALT. OVF
TOAONT A EEBLET.

REZT4v T Ib—HE ARV U I MDELTI—MEIEETHIVLENHYET,
F: vSphere 07ONT A EEZLEETBICIE, RETVENT—FTTEHLENRHYET,

m vSphere D1—H¥— A5 —T 14 X%&FEMRL T, vcloudnet.routes0.VMware vCloud Director
TONRT A DEEFHLWVIIL— MEEXFIICHKELET.

m vSphere D1—H¥— A& —T7 14 RE&FERL T, vcloudnet.routesl.VMware vCloud Director
TANT A DEEHL V- MEEXFIICHRELET.

VMware Cloud Director 7 7S5 A4 7 ATDARIZ Y T FDERE

VMware Cloud Director 7 754 7V RIZIZEBEDERA I U T hBEENTWET,

F4LI MY e

/opt/vmware/ TITSAT U RERARAY T K,

appliance/bin/

/opt/vmware/ TISAT VRERERT 74,

appliance/etc/

/opt/vmware/ pg hba.conf 77 AICHRY A TV M) EBMTEST 4«2 ~J, VMware Cloud Director
appliance/etc/pg_hba.d/ F—HR—ZANDHNET VL ADREESBL TS,

VMware Cloud Director 7 754 7 > ASFBAE D EH

VMware Cloud Director 7 754 7 > R&ETF7OA4 35 &, BEAREN 365 AOBCEBRAIMAENER I NE
9, FRRIECHRUINEEDIERAEE /= (FERUINIC/Z o /=iERAEN H BI5E(E. FILWBCERIIAEELLERT
%9, & VMware Cloud Director €IV OFFAEZE@ERMICEHRTIHENHY E T,
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VMware Cloud Director 7 7547 > X(£ 2 v bD SSL fIRAEZEEA L E Y. VMware Cloud Director
H—EX(FE. HTTPS 8LUa> vV —JL 7OF>DBERICT £y FORIBAEEFEALET, HAAH
PostgreSQL ¥ —# X—XE LW VMware Cloud Director 7 754 7 Y ADEBI—H— (5 —T 1A R
(I, Bl SSLEIRAELY hEHBLET.

BCELIBEELY MImAEDBEETEET., £/-. VMware Cloud Director ® HTTPS BiEB Loy —
JV 7OFBEIC CAEBRMEBREELFERL TVBIHE, #HAHAHD PostgreSQL 77— RXR—XBLUNT7 TS
AT VAEBI—Y— AV —T 1A RAPEDHEERETH_EHTEET, CAERFMEIAE(ITIE BEORN
FRRIIEZE I — T HAREBEEF I — U DEENTNET,

ARG

n TIR-RGFAAUISRAIADTSA4<) /— ROIBEEEHT BHEE. T DBRKEHSLDIC,
DIRTD/ —REAVTF A E-RICLEY., CIDOEEBEZSRLTILE,

n  FIPS E— ROSEMICA>TOBIBA. 77547 2 R0 root SAT— K 14 XFULCT Z0BNHYE
9, VMware Cloud Director 7 754 7 > AD root /NRAT— ROZTEESBL TS,

FE

1  VMware Cloud Director 7 7547 RX®D OS [Croot £ LTE#EASA T 5. SSH TEHLET,

2 VMware Cloud Director H—EX#&&EILT 5123, kDAY RERITLET,

/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown

3 TIHIR—RBLVTTISAT7VROERI—YHY— A2 —T A RA. £LEHTTPS 8Lvtarv—iL 7
OF 2 BERADOHLVWBCSEBRIABE. T IN—R BLUOTTISA 7 RAEBL—Y - (V5T 1A R%E
ERLET,

m HAHIAHD PostgreSQL 7 —# X—X & VMware Cloud Director 7 754 7 V AEBI—H— 1 >~
Y—T7 1AM RAEROBECERABPEEERL T UTERTLET,

/opt/vmware/appliance/bin/generate-certificates.sh <root-password> --skip-vcd-certs

Zoavy R HBHAHD PostgreSQL 7= RXR—XB LV T7 T4 7  RAEBI—YHY— A5 —T 1
ARTH U ERSNAAENER NS LD ICEEFRELET. PostgreSQL ¥—/¥& Nginx H—
NOBEBLET,

m HAFIAHRD PostgreSQL T —IXR—ABLNT7 IS4 7 REBI—HY— A5 —T x4 ADFAE(C
1% T. VMware Cloud Director ® HTTPS 8&tta> VvV —)l 7O+ BERDOHFLIVECELIMAE
EERLUET,

a ROIAXYBFEERFTLES,

/opt/vmware/appliance/bin/generate-certificates.sh <root-password>
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b CAZEZRFMEIMPEEFEAL TWVRWMEEE, OV RERITLT, FILLERSINZBCERIBE
# VMware Cloud Director [C4 >/ R— ML E T,

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --
keystore /opt/vmware/vcloud-director/certificates.ks --keystore-password <root-

password>

¢ VMware Cloud Director Y —EXZB#EE8L £ 7.

service vmware-vcd start

ZDaX Y R HBHAHD PostgreSQL F—IXR—RE LV T TSA 7 AEBI—HF— (5 —T 1
A RCH U ERSNAPAENMERIND LD ICHERELET. PostgreSQL #—/v& Nginx H#—
NDBEHLET., 20T RICLY, HILWIBREF—X 7 /opt/vmware/vcloud-
director/certificates.ks & 4 TEAENS VMware Cloud Director @ HTTPS i&{§H &
CarV—I)l TR+ VEEROHL VWBCERMAEDERINET,

HER
B S N-BHSELIAAEN. VMware Cloud Director 2—H— 4 ¥ — T 14 RICRTENET,

# L\ PostgreSQL sFBAZE(3. /REIC appliance-sync HREMNRITSND EE(2, 1D VMware Cloud
Director #/L +® VMware Cloud Director hS XM M7 I2A VR—bENET, ZDEREICE. 60 BIFED
MHEEDHYET,

RORTFY T

PEICISCT, BCERRFTE. HNBELBATOTRLRBICE > TERENIAPECEERI D ENTEET.

BE2ERD#HHAH PostgreSQL LU VMware Cloud Director 7 75 A
ZVADEBIA—Y— A —T 1/ RAAEDEEHRZ

T 74 )~ TR, #HAH PostgreSQL 7—4 RXR—XE L VMware Cloud Director 7 754 7 > ADEE
—HP—A2I—TARX(F. —EDECELD SSLAREERLELET, CFa1 VT4 &MILTHEHIC. T+
IWEDBECERMAELRRE (CA) BERLIARAECEEWMADIENTEET,

VMware Cloud Director 7 7547 > R&T 7043 5 &, BMERED 365 BOBCERIMBAENERINE
9. VMware Cloud Director 7 7547 >R 2ty bD SSLEBAZEAFERALEJ. VMware Cloud
Director ¥ —E X3, HTTPS XU o>V —I)L 7OF>DRBERICT £y FOIIBAEEFERALE T, HAHAH
PostgreSQL ¥ —4 RX—XB LW VMware Cloud Director 7 754 7 V ADEBI—HY— (V5 —T 14 R
(F. BID SSLERAEZE Y hEHBLET,

F: FoIR—ABEOT ISA TV REBI—F— (24— T 1 AQHRELBEHRZ 57O R HTTPS
BEUOAYY -l FOFLBECTRECIBELECA, AHELY FO—FEBSBITH, DLy FOE
EMAPBEICEBDIFTIEHY EHA,

FIE

1 /opt/vmware/appliance/etc/ssl/ved ova.csr [CHDHFAZEER Y VT X M&FRERE (CA) ITX
ELT. BRATAHLODEKRLET,
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2 TSAVY FoyR-AOARELBERAIBAML, T DRRER EDBBLED, OTARTD/ —
REAYTFFUR E-RICLET.

3 /opt/vmware/appliance/etc/ssl/vecd ova.crt OEFD PEM EXFIAEZE, FIE1TCA NS
BEL/ICEBRNEAREICEESRIET,

4 FHUWGIRAZAES T 5I2(E, vpostgres. nginx, XU ved_ova_ui v —EREBEHLET,

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service

5 7547 TIR-—RDFAPEECBERZDIBEEF. MOITRTD/ —RTAVTFHF R E-RZRBRLE
ED

RS

#FUWEEBAE(L. appliance-sync #EENXREIRITIND EEIC. fthd VMware Cloud Director #)L E®D
VMware Cloud Director FZ AR RT7IZA R—bENET, ZOREICIE. 60 BIZEMLDIIEENHY E
ER

VMware Cloud Director 7 7S A4 7 > ABDIEGEY —/N A L —C DB EH
Z

F704%. VMware Cloud Director 7 7547 XRBAD NFS HBEEZZECTCE £ T,

FIE

1 vmware-ved H—/N\ JIL—TADTRTDT7 7547 AT, VMware Cloud Director 4+ —EX& 1L L T=
IELFET,

/opt/vmware/vcloud-director/bin/cell-management-tool -u admin username cell --shutdown
2 Y—NIIN—TADITRTDT7 T>A47 AT appliance-sync.timer Y—ERX&EFIELE T,
systemctl stop appliance-sync.timer

3 T3ARYTTSATYAT, HONFS HENSHLWNFS £FICT—4£3E—-LET.
a FLULWNFSHBEDTI Y b RSV MEERLET,

mkdir /opt/vmware/vcloud-director/data/transfer-new/

b #HLWITDUE RS MIHLWNFS b —NHEFEIYTDMLET,

mount -t nfs Primary appliance IP address:/data/transfer /opt/vmware/vcloud-director/
data/transfer-new
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C HOVEBREFANSHLWEERFICT 7/ EIE-LET.

EFr 774002 E—ICHBERBIE GETANFHEICF v aZINTWSHYAOJIEBREOKICEK
STERVET,

cp -R /opt/vmware/vcloud-director/data/transfer/* /opt/vmware/vcloud-director/data/

transfer-new/

d Z774IDPEEICIE—EN/=S, /opt/vmware/vcloud-director/data/transfer-new DA
BRERIT SN, ROAX RERTLT. &L NFS HEDABDHL W NFS HEICEENTWSZ &
R LUET,

diff -r --brief /opt/vmware/vcloud-director/data/transfer/ /opt/vmware/vcloud-director/

data/transfer-new/
e —WMGEIOYERAEDSHLOWNFS HFEZT7 YU MLET,
umount /opt/vmware/vcloud-director/data/transfer-new/
f —EEYI b RS FEHIBRLET.
rmdir /opt/vmware/vcloud-director/data/transfer-new/
4 /etc/fstab 77 AIEEHLT. NFSITZHL WL NFS ¥ —NADNRICBEEHBRZET,

Primary appliance IP address:/data/transfer appliance /opt/vmware/vcloud-director/data/
transfer/ nfs defaults 0 0

5 HWNFSHFEZT YD MLET,
umount /opt/vmware/vcloud-director/data/transfer/
6 HLWOWNFSHFZEZTIHFLET,

mount -a

7 mount AXYRDHEAICI T LI NFSHEPRRENTNSZEERIAL T NFS HEDEEICTD >
bEn/izlLzmRLET.

8 XAV REMFEHALT, dmET 4 LI MU DETEEE root 5 veloud ICEELET,

chown -R vcloud:vcloud /opt/vmware/vcloud-director/data/transfer

9 appliance-sync.timer Y—ERZEHBILEILE T,

systemctl start appliance-sync.timer

10 H—NII—THADITXTD/ —RTFIg4 ~9 2#URLET,
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M1 1/—RK9D vmware-ved Y —EREBEENLE T,

systemctl start vmware-vcd

12 b—NTI—TADITRTD./ — RT vmware-ved WIELSEMET B2 L&A LET,

VMware Cloud Director 7 754 7 > AD#HiAH PostgreSQL ¥ —4 N
—ADBEDEEM

VMware Cloud Director 7 754 7 > AMD PostgreSQL ¥ — & X—R T4 RAZICTHRBENZWNBEEE. 18
FHIAHD PostgreSQL T —IR—RADBEEELT LN TEET,

PostgreSQL 7= X—X(F. N—R T4 X 3 [CEEINTWET, 7745 A4 X(E80GB T, ZD
FlEE. 7TZAT U ADPBEL TWSREICRITTEET.

BEE: TS5ARU TITSAT UV RAOREEECTRIC. BEORI VN TTSA TV ADBRELZE LT LENH
UET,

BRIVINA TTSAT7 2 RD PostgreSQL T—FR—ZADT 4 RY YA RXE, TZ5A) 7TS5A4TAD
PostgreSQL 7—4 X=X T4 RV LRLUICTHHENHY T,

AR S

= VMware Cloud Director IRIBICRY V/N\A /= RPHDIGEF. AT\ /—RETS5A4<) /—R%E
BEL, RIUNAL /—RpS5FIEEFBELET, /—ROoO—-IILOEBEREICDNTIEZ. VMware Cloud
Director 775 A7 VR O S RIDEELMEET T ANF—N— E—RORRESBL T /ZE W,

= VMware Cloud Director BEN 7S 4<Y /—ROATEREINTWSIBEEEF. 754<) /—RTIDF
IBERTLET.

FE
1 vSphereClient [CAZA LT, N—R T4 RV I DBEEHLDY A RETHELITET.

BRIVINA TTS5A47 2 ARD PostgreSQL 77— RXR—XDT 4 RV YA XF, 754 77547 R
D PostgreSQL 77— RXR—RXR T4 RV ERLUYA XCTHHEDNDHY ET.

a ZEEITLT7I/SATVRREIL VERRLET,
b [7423ar]- [REDFE] DIRISERLET,
¢ IN=FTARII]DYAXERESLT, [OKI &2V v I LET,
BRES AV DEITIRRN, [BEDET AV] RA VICRRENET.
2 TISATVR/—RDOS ICEEZBEALET,

a VMware Cloud Director 7 754 7> X 2>V —J)LIC, root ELTEEOSA VTS0, SSH 254
T hEFERALTERLET,

b N=RKRTFTARODYAXZLEZE OS [CHEAT BICIF. RODRVUTERITLET,

/opt/vmware/appliance/bin/db_diskresize.sh
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3 BENIDDTSA4TY 7TS5A4T7 VADIHTERINTNEDTHRITNEE T—FIXR—REELE/ — RICH
LConFIE£BYELET.
VMware Cloud Director 7 75 A4 7 > ATO PostgreSQL [REDZEE

VMware Cloud Director 7 74 7 > X® PostgreSQL NHE#ZEE T 5I1Z(3. PostgreSQL @ ALTER
SYSTEM OX REFALET.

ALTER SYSTEM AV Y RERITTHE NIA—FHREDERERNRN postgresgl.auto.conf 77 A I)VICE
ZTIAENFE T, PostgreSQL Z#HMERFCIE. ZDT7 7 AI)LD postgresgl.conf 7704/ E U BEBEINE
T, BREICKDTIE PostgreSQL ¥ —EREHBEFTHILENHY T, TNLUADREFIENICEREND
O, BiLHTHH0EEHY FHA. Postgresqgl.conf 77 A INEEELENWTL/ZEN, IS RAIDBETID
77 AINEEPHICLEEETHZLEDNH Y. BEEFHEFINZNZHTT,

FIE

1 T34%U 77547 AD OS [Troot ELTEHRASA VI 50, SSHOSAT U beFERLTHERLE
ER

2 I1—4Y—% postgres I[CEEL T,
sudo -1 -u postgres
3 PostgreSQL ALTER SYSTEM AV RAFEALT. NSA—FEZEZFELET,

psgl -c "ALTER SYSTEM set parameter='value';"

4 ZEEITLHERNIA—STEICFIEI £FVIRLET,

5 ZEFTBH/NTA—YDR(C PostgreSQL 4 —EXDBEBAZERT 2HDNH HHEIL. vpostgres 7O+
REBEBLET,

systemctl restart vpostgres

6 FRBBRNICRYVNA /—RDBHB15E14. postgresgl.auto.conf Z7AINERGVINA TTS5A47
YARCOAE—-L. HE[LIEL T PostgreSQL ¥ —EX &= HBiLENLE T

a 754U J/—=RIPSRZNA /—RIZpostgresgl.auto.conf 77/ )EZAE—-LET,

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b aE—LU7 postgresgl.auto.conf 77 A IVAD—ZD/NTZ A —FEGFRT H/=HICHILHT 4
ENHHHEIE. RY/INA /—RTvpostgres 7O REHiLEHL £9,

systemctl restart vpostgres

C RIUNA /—RILIL6.aBLV 6.0 EEYRLET,
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T—IR—ABAREISRAIRADRITRDRY 2N, ®ILDOEFER

AMOA—ID/—REFERT 256, ELEAEARAMISAINS/ — REHIRT 2583 D/ — REERER
TRLEDPHYET,

VMware Cloud Director 7 7= 4 7 > X APl OF#ICD W\ TlE. VMware Cloud Director 7 7547 > R
APl D RFaARESHBLTLEZ,

BEDODATAERRICEINEZERBERT S ENTEET,

E: T34 J—RDPEEICHEETSLOICTBRICE. 1BULEDRI NS /- EPEICRTENTNSILE
BHYET,

FIig

1 EBRERTIAYNA /—ROLZEEHEET 5121, VMware Cloud Director 7 754 7 > X APl D
NODES * Vv RERITLET,

2 EFhrongTnhon/—Rhs, VMware Cloud Director 7 754 7 >R APl @O UNREGISTER *V v RER
TLET,
Z Z 7T, node-name (3, HIRT DRI VINA 7 TSA4T7 2 ADEZRETT,
3 BHEBEBRINERIUNA /—RPT—IX-—XGTRMIZRYICEENLEL B L EHRT 5T,
API @ NODES AV v RERFTLET,
T—INR—RGURAEISRAIADTSATY VILEXUVRY /(4 )0
—JILDOYIVEZ

VMware Cloud Director 7 7S5 A4 7 ADEBI—Y— A VI —T 1A REFRLT. T—IRX—XAGAHMHES
SRYADEIIOO—)LEGUEZ, O ETSATIELTERIEDRIENTEET,

TS5AR)BEIUORY A )LD A —)LiE. VMware Cloud Director 7 754 7V AEB1I—HY— A5 —7
T4 A% =% VMware Cloud Director 77547 X APl 2FERALTYIVEZR S ENTEET, ZOFIET
(. EBI—Y—A2F—T A REFERLTYUEBZZTOFIEICDWTEHRMBELED.
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3-3. 7547 BIVERS NS DIV EZ

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PEIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDEY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

E-=S0s

B USRIADTRTD/ —RPBET. 54 ICH>TWS I LEHERLET. VMware Cloud Director
TTSAT VR VSRIDBEMET AT —N— E—ROXRESBL TS,

FIE

1 H—NTIN—TIZBTHITRTD VMware Cloud Director TILDT7 o5 4 EFT 4 BT DD, wILEAY
FFURAE—RICLET,

ZOYIVEZICLY. VMware Cloud Director 7—# X=X (4 30 ~ 60 ¥EERATEA<BYET, ¥R
JOFELIENKBERET DDV RAIADTRNTORIVDT VT4 ET 4 EELETIHENHYET,

2 https://primary ethl ip address:5480 T7 7oA 7V REEI-—HF— A5 —T 14 RIC
root LLTAYA 2V LET,

3 EBID/NRIVT HHrHT—F N—XAAM] £RRLET,

TIDEFL, O—Jb. RT—F R BLUVRZUNA LILBT7+0—-LTWBEIDEFIERRTCEET,
4 USRIDEEMN Healthy THDIILEZMHEFRLET,
5 TJSARUELTAERIEZ IO MVEBZ]IRIVESIUYILT NUBZEHRLET.

6 tIVBAIRIDBETLIES, RAT2a—JEBEHTIN. VTATADRNDAVTF X E— REEMIC
bia_ﬂ
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MQTT 2547 bEFERLEAR M RO, BLUVARMN) Yy IANDYH TR
9547

MQTT 2547 > hZ&{ERALT. VMware Cloud Director DA XY hELUVFRZICETEIA -2 TR
DS5ATETBHIEMTEET,

MQTT (F. BETNSFTUEKXDA v E—2Ex 70 )L TT . VMware Cloud Director (2 MQTT AL
T. MQTT 9547 hEERLTH 7RIS A T TEBAXRY MBIV IY RV ICEAT BIEREAFRALET,
MQTT AvtE—2 [ MQTT JE—HZ@BLETH. 54T MDA Z4 0 ThrNWEE, MQTT 70—AIZ
AvE—CERFEITDHIEDHTEET,

VMware Cloud Director 10.2.2 LIBETI(E, MQTT 4547 > b &FERLTA NI v I TRISATTEE

o

3

TR M

WebSocket #97/R—r325 MQTT 95 A7 MDHBLEERLET,

m WebSocket IC7 v T L —REINFZERIINY Y —ZFBIMTEDILEHERLET.

n ARUYIICHYTRISATT RG> A M)y IOREEERL. A MUy IDRRAERMICLET. A b
Uy O DIRELENRDBRESRLTIIZE,

1 OpenAPl Z» RkRA > MZ&ERLT VMware Cloud Director (LAY A > LET,

2 WebSocket ##i &3  5(21E. Sec-WebSocket-Protocol 7A/8F 4 % matt [CFREL. 2547~
M /messaging/matt NRICEKTHLDICHREL. RNV F—ZEBML T, ZED MQTT #EH7O—%
EITLET.

VMware Cloud Director [Cx 3 2ZH#DO T A VERMNS JIWT b= &ZITRUEYT, I—F—F&EN
RAT—REEOEFICTHENTEET,

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

3 EBEMNEFEICHIZNEZS, MQTT 9547 ERBLUTREY IEY TRISATLET,
publish/f{user org id}/{user id}
publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8

HEEEEE. VANV —REERLTINTOEBONEY VLTV EATELY,

publish/ {user org id}/+
PATLEBER. TANRA—REERLTIRNTOREY ZICT O BATEET,

publish/#
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4 (A7 3>) VMware Cloud Director 10.2.2 LIETIE. A MUY OICHYTRISATLET,

metrics/{org id}/{vApp id}
AU ODREYIIZTOVRCRTESDIE, P RATLAEBEDHTT,

BEW X —IL JIL—7F

VMware Cloud Director 10.2.2 LI Tld. 7+~ I—H—I(2, I|/ED CPU BLUAEYUDFEAREICH LT,
TV =2 a v ERBHRT I TBHFEEZXEEMTEET,

CPUBLUATUDEFEAEICDVWTEHREESINAZEE(CS LT, T+ M3 VMware Cloud Director #{#MA
LTCBIRLERT IV I —TRADREBY S OREBSN TR TEET, T 77U s— 30588
R =)V TEDBLDICTBICIE. BEIRT—I)L VY a1—2 a3 sADT7 I REEEBR. NH. BLUOHETEZHEN
HUET,

BL7 U= a3 ERTTHEDICEBRLEY—NDERENHEE5(Z1E. VMware NSX Advanced
Load Balancer (Avi Networks) #{ER L %9
BEIRT—I)V 7554 0 DiERE N

FFU DT IV RRIEEMETZHIC. BBMRT—IL FI—T Y Ua—2a 2 EBRTIVESHYET, BE)
X4 —)l(E VMware Cloud Director 10.2.2 LIS TERATE %7,

1 I3AFADNINDDEIND OS [Troot & LTERE /2L SSH OSA 7 bEFEALTAIA VY LET,

2 Cassandra 7—IN—XTA MUY IPREEZRTEL T, A MUy T—FDWNEEZEFENT DM ARy
T—YDXFEEELTARMNI v O EIRELET,

B BREAN)YY T—FERNT H/-0D Cassandra T—F X—XDA A =)L LR
B TYDKEMHELTAMNI Y T ERETDICIE, ROAXY RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

3 AMUvIDRRAZEZBMCLES,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
statsFeeder.metrics.publishing.enabled -v true

4  Jtmp 7AINFRIC. RORBZEZSE metrics.groovy 7 7 A IVEERLET,

configuration ({
metric("cpu.ready.summation") {
currentInterval=20
historicInterval=20
entity="VM"

instance=""
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minReportingInterval=300
aggregator="AVERAGE"

5 T77ANEAR-—FLET,

SVCLOUD HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy

6 LIATIC Cassandra ##E L TWBIEEIE, BEBU/AR/ —R 7 RUVA, T—IRX—XFADOHM. R—rBLVOA
M)y oDEMBE#HEIEEL T Cassandra AF—<I&#FHLET,

SVCLOUD_HOME/bin/cell-management-tool cassandra -configure -cluster-nodes
nodes IP addresses —username cassandra -password cassandra password —port port number —-ttl
TTL days -update-schema

7 CAEZBRMEAPEEZFERLTRIVERTTSHE. BRIRAT—IVANCTHICE ROIAX RERTLET.

SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set

password=<password>

Z—IFIMhoaAT Y RERTITBHEEF NV IRSvia () BEEFERL TRRXFEIRT—TLET,
8 TwIEBEFHLET.

service vmware-vcd restart
9 BBART—IUER/NY RILDORE

BEIR T —)LHER/N Y RILD B

THEIDBT TV =2 3 EBEIRT—IILT BIEEIF. S RATARD 1 DU EOMBEIZIER/NY RILENRT 24
ERHYET, BRI —)LE VMware Cloud Director 10.2.2 LI TERTE £,

BB

BERT —IV TS5 04> DER & A

FIE

1 LEESESY— 3> N—T[EE] 2#IRLET.

2 AEBONRRIVO [FFH s 7o2X a2 bA—)V] T, HERNY RIV] 2BIRLET,

3 BIRT-INADTORRAEENET ST T2 MABIC, VAL —HERNY RADBEOC EZERELET.
il

vmware:scalegroup Entitlement /N> RILEZIRL T, [l 20U v o LET,
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5 NYRNERRTHICE:
a [TFHYHICRAR] £#IRLET,
b O—I)ERHTHEMERRLET.

B NYBRNEZRTARADIT N TOEFOEBE K UHRICERSNIBBICART 2583 [TRXTD
T MCAR] ZBRUET.

n DRTARNOEEDHEBIC/NY RILEART 2BE(E. HBZERIGERLUES.
6 [R’ElZEsVvILET.
RORTy T
BEIRT—I)VEFERT ST+~ O—ILICHENR VMWARE:SCALEGROUP #[RZEMLEY. [VMware

Cloud Director Service Provider Admin Portal Guidel ®»Z0—/N)L 5F > b O—I)LOXRREREEZSRBL
TLEE0,

VMware Cloud Director 7 7S AT7 VA T—IR—=R VS RID
BeMnELR

VMware Cloud Director 7 7547 VX 5 A4 #8483 5213, VMware Cloud Director 7 754 7 X
EEBIA-—-Y—-— A —T1AR TTS5A4T7RXAAPI, £ldrepmgr =720V —X V=)L A4/ —hE&FERL
3

VMware Cloud Director 7 75 A4 7  RAEBI—HY— A4 -T2 A REFERLT. 775A4T7ADT7 ()L
F—N— F—REXRRTDIEHTEET, 7ML F—N—F—RlE T34 T—IXR—RICEENRLEL
7=15&12 VMware Cloud Director 7= X—XD 7 A IVA—N—ZEBHNIC MU A—F 50, P RTLEE
EDFRTT7zANF—N—FCRBT HHLENHSNERLET,

J—=REIT7 AN A—N= E—=RIC—EBEUMPHZWNGERIT. 724 F—/N— E—RIF Indeterminate TT,
Indeterminate E— RTIH. TTOTSAT) ©wILET7+O—F 5/ — RBITYSRY DIRENARES(C/RDATEEM
MBhHhUET, MBEZIML T REZFHTEETHIVENHUET,

VMware Cloud Director 775 A7 VR VS RIDEESHEET A IVA—N
— E—FOERTR

VMware Cloud Director 7 75 A4 7V RAEBIA—HY— AV F—T 1A REFRALT. VSRAIDAT—F RE&E
WTEET,

VMware Cloud Director 7 754 7 > RAEBI—H— 4 >4 —7 24 £ /=% VMware Cloud Director 7
TSA4T7 XA API EZERLT. VFRIADRIOERL. BILOA—I, BILDRT—F R, RFINA LT
AA—LTWBEIDERL LV ISTRY T4 F—/N— E—REXRRTCEET, ZOFIETIE. BEI-—Y
—AVI—TIARTTTSAT VR USRI DEEEEERTHFIBECOVTHALET,

FIE

1 https://primary ethl ip address:5480 CT7 7547V AEBI-HYF— A F—T 11 RIC
root&LLTHEYAVLET,
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2 AEBO/NRIIVT FHAHT - N—RATAME] £RIRUET,

/—FRDEWDNS & £0A—/, RT—F9 R, 7Y TAM)—=AL/—F REDTSA4T) DR BX

O/ — R THERAIRERT V2 a v ERRFTEET,

[Z7+0—F] FIDHRR MZDRIITHNTNDERER (). BEDTSA XU NEERAEETHDZEERLT
WET, RAPMRDOFIMTVWTOWBREER (N BEDTSARUDAIT—INEHINTEST . 2o TL
BRBEEDH D L. FrE/ —RPBREDOTSARUICERESINTWEINWZ EZRLUTWVEYT., COMEE.
EEEOI DA ARIC/ —REBREBLABEICRET I ENHDVET, /—RETSATVICHEKRTE
BWBEF. /—REZFEBRL. FLOWAY NS ([CBERIDVENHYET.

3 USRIDEEMERRTLET.

ISR DEEUERT—F R
i

No_Active Primary

Read Only Primary

VMware, Inc.

A

ISR IRIFPIRETT, 547 “IVERADRY NA
IV, US4 TEELTNVET,

VMware Cloud Director A—#— A4 >4 -7 14 X& APl &
HWEEL TWET,

O RGFHRETT, TZA47U RILERZ AL LD 1D
DA SAVTHELTOWET D, EDMDRS /N, )LITHEE
LTWERA, 7547 T—IR—R(EZORETHHEELET
M BRERTREIR LD WTNDTRDT — 5 R—REENFE L 71215
B TIATUIEHRELE<IRVES., Y5 RY % Healthy /FIKEE
[CURNT T 27T #EELTWIWRY >V NA wILE#EEL T
WBHLWREG N BIVICEROHICEERZ DUEDNHY ET,
VMware Cloud Director A—#— 14> —7 x4 X& APl &
BEEL TWVET,

BERTREIR TS24 T—IR—IABH Y EH A, BIETEELRRS
UINA B2 DHBIFEEIF. TDOOIED 1 DEFREIETHLL
TSA7 CVICTDHEDNHY ET., RIEIC 2 DOBIEREELR
FUNA BADIEWNEEF. BEEZZHL T REEFHTEEY
LHEDNHYET.

VMware Cloud Director 21—%— 4 >4 -7 x4 X& AP (F

FERTEEHA.

FIIA4DTZA4TY T—IR=REHYETH, ZOREICE
BAERIREIR R & VINA RILISIEWN 8, Read_Only DIRAETY, 2
DOH-LWRY YN €T TOAFTELEBHYET,

VMware Cloud Director A—%— A4 >4 -7 14 X& APl (E
FRATEEEA.
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VSAIDREMRT—F R L]

Critical Problem USRI DREAIRETT, LLZE BROTSA<U wILH
A4 THRBER. RYVNA BIDESLTZA4<U &b
Z7xA—LTN2HBETY. MBZZKL T RKEEZFHTEET
LHENHYET.
ZDIKEEIF. VMware Cloud Director A—%— A4 >4 -7 x4
2ABLUAPI OFTREICHET HRREENHY ET,

SSH_Problem SSH MRS, postgres I—H—/M SSH 2FRLTET7 7—o X
—R /= RICERTEHRVWILERLTOVET, ZOMBEREKRT
HBD, THEBDEVRBET DVEBHVET, I57RX5DRE
£ T SSH OMBENRENTWIIHEEESBL T /ZE 0,
VMware Cloud Director 2—#— A4 >4 -7 14 AELL
API DL (CFHEE LI WRTREE D H Y £,

4 T7ITSATVRDT AN —N—FE—RERRLET,

TxAIvA—N— E—FR S480

BE T34 T R—AOBEENFEET HE. VMware Cloud
Director [CL>TTF—FR—RADT A IVF—/N—/SEEHIIC ~
UA—2hEd,

ES9) T4 T—IR—RDBENRELHEE. VMware

Cloud Director 7 7547 Y AEBI—HY— A5 —T 114 X,
FFT AN F—N— APl #ERLT. T—IRXR=ZAD7 1)L
F—N—%FET2LENHYET.

A OZRIDTRTD/ — RET, ZzANF—N— E— RIBFES
THIKRETY, MBEZRZML T, KEBEZEETIHLENHUET.
VMware Cloud Director 7 7547 > X APl Z{ER L T,
FailoverMode & Manual £7z[$ Automatic LUty FLE
3. [VMware Cloud Director 7 7547 > X APl R¥—< U
77 LRI ® [Failovermode] #2BL T Z L),

VMware Cloud Director 7 7547 XA b—EX RAF—49 ADXRR

VMware Cloud Director 7 75 A4 7V RAEEBI—-HY— 4 ¥ —T 14 R%&{FHL T. VMware Cloud Director
TTSAT VA Y —ERDAT—F REERTEET,

[b—ER]¥TT. 754U 7TSATVARERGVINA T TS5A47 2 RD vmuware-ved., vpostgres.
appliance-sync.timer ¥—ERX, BLUOT7TUT—2 3> €D vmware-ved LY appliance-
sync.timer Y —EXZEERTEET,

appliance-sync.timer B —E X(F appliance-sync.service ZEHIMICRITTSH LT, T—FX—X HA
22 24 £7=% VMware Cloud Director —/\ Z)L—T7HADTRTOD ./ — RETHEFRELFLET.
appliance-sync.service ld. 7TSAT VR GIV—TADT T4 7 2 ADERT 7 1)L DFHHELY EEEA
H%&17D 2 &1L > T, VMware Cloud Director 7 754 7 > ADWEEICHER T 7 A )V EEEICHERL. B
HLEYT, 47 —DEL/TIKEEIL., waiting & running T3,
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FIE

1 https://primary ethl ip address:5480 TY 7oA 7V REHI-—HF— A5 —T 1A RIC
root LLTAZALET,

2 AEBONRILVT, [U—ER] Y TEBIRLET,

3 VMware Cloud Director t —EXDRTFT—¥ R&EWHEZRELE T,

T—INR—RAGURAMI SR DIEHERT —5 ADHER

L7V —23y Ix—2v V=)L R4 —bEFERL T, T—IX—XFAREI S RIAD ./ — REIDER £
HCEXT,

FIE

1 ISRITEFTENTODNTNLDOEILD OS (2, root ELTRIA T SHM, SSH THEHL T,

2 I1—Y—% postgres [CEELET.

sudo -i -u postgres

3 USRIDEGEERLET,

repmgr cluster matrix AX Y RIFITRYDE/ — R T repmgr cluster show AV R&ERTT
L. &2 Uy I RELTERRLET,

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster matrix
ROPITIE, /—R1E/—FR21EFFEFRTHY., /—F3FFELTHET., HTE 1 DO =/
L. DY —NDSDEEFHEDT A MERERLTVET,

STEDI3IDOIVMIICE ? BEMHHFVTNET, IN(E /R 3IBMFLELTEY., EEEHRICET
BIFEMDBIENZHTT,

Name| Id | 1| 2 | 3

————————— e
node 1 | 1 | * | * |
node 2 | 2 | * | * |
node 3 | 3| 2| ? |

repmgr cluster crosscheck AX Y RERITT DL, / — ROBHASOERBOEGENBESIN, 75
RIBEGOHBEEERTEHENHUET.

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster crosscheck
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

p—

ROBITE. repmgr cluster crosscheck ANV RDEITITD/—RTISRIY IMIY IR RT
LAMSDEAEMD /) — RDSDHEAMBIY—22NT, /— REDBENTONET., ZDIFE. TXTOD
J—RDPBEILCWETN., 77470 +—)LF/ —RI1poEEEShZNTy bEROY L., /—F 3
[CERXLEd., NidE. /—R1DBNNTy hE/ — R 3 ITERETERN. ERTHHGRY FT—20 N—T
42a>OPITT,

RORTY T

Name| Id | 1] 2 | 3
————— e
node 1 | 1 | * | * | x
node 2 | 2 | * | * | *
node 3 | 3] S| S| B3

T—INR—RGEARANS SRS DEENEHERAT -5 A ERT5(1CLEF. &/ —RTIhsnavry RERTL.
BRELERLET,

T—IRN—RAGARAEISRAID/ — ROV TV =23y AT —49 ADHER

L7 —2a3y RRx—2y V=)L AL —bEBXW PostgreSQL A > 459547 44— FIINEFERLT. T—
IR—ZAGHAEISAIADERD/ —ROL TV —2 30 RTF—F REEETEET,

FIE

1 OSRITRITENTLBNITNDLD/ —RD OS [T, root LLTAYTA T %M SSH THEHELET,

2 1—Y—% postgres [CEELET.

sudo -i -u postgres

3 /-ROLTVUT—3y AT S REWRLET.

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/repmgr.conf

node status

TS5ARVDIRTARAICE. /— R, PostgreSQL O/N—=2 3>, LN TV —2 3> OFMICEET
LEMMRENET, UTICEDHEZHETET,

Node

VMware, Inc.

"bosl-vcloud-static-161-5":

PostgreSQL version: 10.9

Total data size: 81 MB

Conninfo: host=172.18.36.193 user=repmgr dbname=repmgr connect timeout=2
Role: primary

WAL archiving: off

Archive command: (none)

Replication connections: 2 (of maximal 10)

Replication slots: 0 physical (of maximal 10; 0 missing)

Replication lag: n/a
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

REGUNA /= RDRATFABNICIE /— B, PostgreSQL ON—=2 3> LT7UT—2 3 O, B&
O7 TR —=L /—RICEBT2EBBRENET, UTICZEOBEZETES,

Node "bosl-vcloud-static-161-49":
PostgreSQL version: 10.9
Total data size: 83 MB
Conninfo: host=172.18.36.191 user=repmgr dbname=repmgr connect timeout=2
Role: standby
WAL archiving: off
Archive command: (none)
Replication connections: 0 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)
Upstream node: bosl-vcloud-static-161-48 (ID: 683)
Replication lag: 0 seconds
Last received LSN: 2/D863B4E0
Last replayed LSN: 2/D863B4E0

4 (7 3r) FEHMICDWTIE, PostgreSQLA 450747 ¥—IFIEFERALT/ —ROLTU5—>
3 AT —HFREHERLTES,

PostgreSQL A >4 50547 44— FI)ITlE. RIUNA /—RTZELEOY LO—ROHIC, 754
RUMNSEESINAZOTLUDBBELTWEDHDNH S EDNICET BIFRERBETEET,
a psql ¥—IFIICEHELET.

/opt/vmware/vpostgres/current/bin/psqgl

b RREWMRLTITUHEREZAPT<THICE set \x AV RERTLET,
¢ /—RoA—-VELT, LTUST—2 3> RT—FRICATEHI/TUERTLET.

FFa> Foav
754<) /—RTOITVERFTLET. select* from pg stat replication;
RE VL /—RTOTUERTLET. select* from pg stat wal receiver;

VMware Cloud Director Y —EXD AT —4& ADHER

VMware Cloud Director 7 754 7V AOEBI—Y— A5 —T A REFERLT. B4 LTWSDEILOD
VMware Cloud Director Y —EADRT—F RERRT=ET,

FE

1 https://primary ethl ip address:5480 T7 7/SA 7 REBI—HY— A5 —-T 14 RIC
root&LTARYA Y LET,

2 Y—ERDRT—HRERTRTDICE. ERONARIVT [B—ER] ZF#IRLET,

VMware Cloud Director 7 754 7 > ADEE [CEMEL TWBHBEIL. vware-ved LU vpostgres B
—EAPRITINTVET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

RORFY T

TNy TDI=HIC repngrd Y—EXDRAT—5 REWRT HBENH S5HE(F. VMware Cloud Director 7 7
47 R APl ZERT5VENHY ET,

VMware Cloud Director 7 7S A7 VR T—IR—=R IVS5RID
) Ah/NY

FT—HN—2X, £7=1F VMware Cloud Director / — ROWIT NN TEENRELEBHEF. T—FIXR—X IFR
ZEYANUTBIENTEET,

T—IR—RGA ALV S ZAIAD I TERENRELEEE. /RIDBEERT—FRIT. BEOABRLMBE
DFERFEDRENET, /=L &1L Degraded VT RI DML, RFZUNA LIV TEEMNRELZZLERL
T, DRATLAEEEL. BENRELACIEBT JOATI2LENHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

E 3-4. RZ 2 N\A IV OEEDHSD Y AN

localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth; HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby

aealClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDEBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

T—IR=—RFAAMISRAIADTSAT CIVICEENRET DL, V5 RIDREMET
No Active Primary [CEBEINET, NI, PRTAEBREDPEEDPRELLTSATU LI EEETILE
BhHhdHZEEZRUET,

SR ISRIDTSA4< RIVEENLSD U ANV

TSAY IIDEICRITENTORWEE, VMware Cloud Director 7 —4 X—X&EUANUFTBICFE, W
THDODRY INA IVDFHLWT AT “IVICIRZBEDHY. £/, HILWRIUNAEZTTOA T 2HE
BHUEST, BEE— RIZIEL T, VMware Cloud Director 7 754 7 Y ATRY VINA BILDBSFHLWTS A<
JDELTEHIMICEREINS D, FLEEFETERTILENHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director 7 7S A4 7> ADT7 A4V A—N— E—RIZIEUT. 7S54<YU wILOBBEHNS ) AN
)3 B700D2 DDREZV—o7O0-PHYVET., CNSDT—IT70—%FFTHET. HLWRY O NA %
FTOATHEEIC, BENRELETSATIDIP 7 RLREKRIA N EZBIRATE%T,
FHT7AINF—N—F—ROUANY D=0

T4V BIVOIREED Not reachable £72ld Failed T. 2 DDRY »/NA ©)LDIREED Running TH 515
A BENMSYUANUTEICE. 7T5A4T7 A HTMLS 22— — 4 >4 —7 4 X& VMware Cloud Director
TTS5A4T7AAPI 2FERBLET,

S5 RAIADEIDOREERRT SIZIZ. VMware Cloud Director 7 7S A7 VR VSR DESMET AL

F—N—E—RDHRRZSTHELTLEI,

1 AgETHNIE. wIEEY—I)LEZFRALT VMware Cloud Director 7O X&>vwv hdv > LET, BE
MRELETSATY wILhSXROIR Y RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 BENIRELETSATVREIS VENT—FT7LET,
3 RIUNA BILEFBESETHLWISATUICLET,

a ETFORIUNA VDT TS5ATRAERBI—HY— (25 —T A RICroot ELTAIA Y LET
(https://standby ip address:5480).

b #HLWISA<U RILICT BRI NAL IO [B—IL] FIT, [B&] =2V v o LET,

EBI1—-Y— A —T1A4RICIE primary A=ILEHF D 2 DORILMBRREINET, TOTSA4 UL
failed AF—% R, HILW IS4 <UL running AF—F REHE>TVWET, 75RIDEEMEE
Degraded T3,

4 BEOHBTZARIVLUANDEINNSET T4 7R APl Unregister XV v REFERL T, repmgr &7 A
WOSRAIMERBLIETSAY 77547 AEHIBRLET, VMware Cloud Director 7 7547 >
ZAPIDORFa AV MESHBLTLEZL,

5 BEDOHDTS54<U 77547 R%E VMware Cloud Director #—/\ Z)L—Tm5HIBRLET.
a Service Provider Admin Portal [CEEEELTAZA 2 LET,
b E#FET—2arN—D[VY—-R]IT[VZURUY—-R]ERRLET.
¢ ERDODNRLNTIOSOR ' ZEZIYYILET,
d #EynatleBRL. [BHEER]IZ2JvILET.

6 BEOHDITZATUDIP 7 RUVRERANZEBIAT 558 BEOHD T4 75470 RE
IND —F ZIREEDE F(CT Bh. vSphere Client 2R L TZDT JS5A7 R ZHBRLET,

7 HLWREUNA 7TTS547 0 RE&7704 L% 3., VMware Cloud Director 7 754 7 > ROF7 784
DOEBZ EH. VMware OVF Tool AL 7= VMware Cloud Director 7 7547 > ADF 7042 D
TEET,

FLOWREUNAETTOA LRI, V5RSDRELMEIR BLE ITE>TVWBRENHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

8 U X KT7HIIZ VMware Cloud Director 7 754 7 > X FIPS E— RDBA o 7/=15&(E. VMware Cloud
Director 77547 X APl 2FR L CTHBXRETHVENHUET.

TILD FIPS E— RPBEEFMICU AN T7ENET,

BEIZ AN A—N—E—RDY H/NV

TSA <UD Failed IREEDIZEE. VMware Cloud Director (3R % > /\A L EFHLWRITHRD TS AU EL
TEIFMICERIEET., 2L, ROTFDRINA LB 1 DDHDEH. U5 X% (% Degraded REEIZ/E o
TWEY, HTMLS 32— — 4 >4 —7 x4 X& VMware Cloud Director 7 7247 > X APl Z2BL T, Z
DEEMNSY ANUTEET,

2S5 RZADEILDIREEERTRT S1Z(1F. VMware Cloud Director 77S5A 7R VS RIDEEMEET AL
F—N—E—ROFRRZSTBLTIEZL,

1 AgETHNIE. wIEEY—I)LEZFRALT VMware Cloud Director 7O X&>vwv hdv > LET, BE
MRELETSATY wILhSXROIAT Y RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown

2 BEPRELELTSATIRBI L VENT-FTLET,

EEI—HY— (7 —T 14 RICE primary O—=)LEEHED 2 DDRIDBRERENET, TOTZA< UL
failed R7—% R, HILWISA4 TV running A7T—F REHEO>TWNET, VS RIDESMEIE
Degraded TT9.

3 BEOHDZTSATIULUANDEINST TS5A47 R APl Unregister *V v REFERL T, repmgr &7 A
MOSRIMEKRBLIETSATY 77547 RZHIBRLET. VMware Cloud Director 7 7547 >~
RAAPIDRFIAVNESBLTSESZ,

4 BEOHBTZATY 77547 R% VMware Cloud Director —/\ J)L—ThSHIBRLET.
a Service Provider Admin Portal [CEEB&HELTRIAI 2 LET,
b LEt#HFET—arN—D[UVY—-R]T[/ZURUY—-R]ZERRLET,
¢ EBONRLVTI[OZUR B ZSV YO LET,
d E¥yuatwleBRU. (BHRER]I 22Uy ILET.

5 BEOHDITZAIUDIP 7RUVRERANGEBIAT 548 BEOHD T4 7547 R%E
INTD—F 79 B, vSphere Client L TZDT7 7547V AEHIBRLET.

6 HLWRYUNA 7TS5AT7RET7O4LFF. VMware Cloud Director 7 75 A4 7 > ADF7AOA
DB EH. VMware OVF Tool Z#A L 7= VMware Cloud Director 7 7547 > XAOF7AA4Z D
TEET, HILWRINAZTTOA4 LIRS, VSRIDOESMITBE TH>TVWDIRENHY ET,

7 BEOHDTZATY wILANDOEILDLE, 7TS5A4AT7 A APl Failover XV y REFHRALTITRAY 7
AI)F—/N— E— K% putomatic Uty bLET., VMware Cloud Director 7 7547 X APl @ R
FaAMESBLTLEZN,

8 U X KNT7HIZ VMware Cloud Director 7 754 7 > X FIPS E— RDA o> =5&(E. VMware Cloud
Director 77247 X APl 2 ERL THBRET H2VENHY LT,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

TILD FIPS E— RPBEEFMICU A M7 ENET,

SIS RAIDRY INA RIVEEEDLSD U /N

R INA CILDBETNCRTEINTWRWNMEE, BENSUANUTBICZE. FRAI NS wILET7O4LE
ER

WTNDHDRY /XA ZILDIREED Not reachable F£/2(d Failed THIHBE. RN 2T 704 TE£T,
IS RIZADEILDIREEERRT S12(F. VMware Cloud Director 77S5A 7 VA VS RIDESMEET A4V
F—N—E—RDFRRZEZSBEL T,

D=0 70—%FRAT5ZET. FILWRIUNAETTOATBHEEC. BENPRELIEZERAYNADIPT
RLREKRAMZEBFIATEET.

1 FAgETHNIE. wIEEY—I)LEFRALT VMware Cloud Director 7O X&>vwv hdv > LET, BE
MBELERY N, DS ROOAR Y RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

2 BEDPRELLERAGIUNARERENT—FTLET,

3 BEDHIRIUINA VIWUHADEZINNST TS547 R APl Unregister AV v REFEAL T, repmgr &
AAMISRINDSERBLIERY N1 wILEHIBRLET. VMware Cloud Director 7 754 7 > X API
DRF2AESBLTEZN,

4  Service Provider Admin Portal R LT, BEDHDIRY /I\A 7TS547 > R%& VMware Cloud
Director 4 —/\ Z)L—T 5 HIBRLE T,

a LEEBFEST—arN=—0D[UY—XR]T[O4ZDRUY—-R] EZRLET,
b HEIONRINT[OZOR IV ZEZIUYILET,
c EYLLIERERL. [BHEHER] 02UV ILET.

5 BEOHDIAYNA IO IP7RLREDNS ZE=BIHATIHEE. BEOHDRY N E/NXT—F7
REDELIZT B, HIRTHIVLENHYET,

6 FHLWRYUNA 7TS5A4T7REFT7AO4LFF. VMware Cloud Director 7 7S5 A4 7 > ADQF7AOA
DOEBZ EH. VMware OVF Tool A L 7= VMware Cloud Director 7 7547 > AOF 7042 D
TZE9,

FLWRGUNAZTT7OA LIZRIC. VSRGDELMEE BE E>TVWSRENHY ET,

7 UOSRY TxAI)NF—/N—TF—R% Automatic [CUTY FTBICIF. BEDHDIRY /INA BILLGDEIL
MW7 TS547 R APl Failover AV vy REFERLET, VMware Cloud Director 7 754 7 > X API
DREF2AESBLTEZ,

BEN 7 A A—/N— F— ROFEMIZDNTIE. VMware Cloud Director 7 7547 > AOBEE}H 7 A )L A
—N—FBBLTIEE,

8 X MTHIIZ VMware Cloud Director 7 754 7 > X FIPS E— RD3F > = > 7=5&(F. VMware Cloud
Director 77547 X APl 2FHL THBRETHHLENHYET.

TILD FIPS E— RPBEEMICU XA M7 ENET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

T—INR—RAGURAEISRAIADEEDRELIETSA<Y ILELITIRS
YN BIVDERERR

TFT—IR—REAAMISZRIDTSZATY /—REEEFRYINA /- RTEENRELEBEX. VMware
Cloud Director APl Z{EH L CTRERENRE L/ — REEFRERL. VSRINSHIKRLT, 95RY RA57—%
R T DRBEEIREERET D ENTEET,

VMware Cloud Director APl OERAEDFMMIC DN TIE, https://developer.vmware.com/ 25 %
VMware Cloud Director Appliance APl RF 2 X2 h® [UNREGISTER APl AV v R] Z5BLTSEE,

AR SR

m BRERTE/ —RPETITATICHE>TWBILEHERL. 20O/ —ROAREZEEDET., CIDORT
—HRE R UINA BIVICERE NS RILOZBTIICD WV TIE. VMware Cloud Director 7 7547 R &
SARYDERMETTAINA—N— E—RORTESBLT I,

B JS5AXY /- REZBRHERTIIEEE. BEMSRELETSATUNET VT 4T T, BHEORY N,/
— RPN EEHEDRL, FILWTSAT U EFRIEET,

FIig

o FT7UT4T7 /—REHKRTSICF. AV RERTITEZTIT47 /— RTHIBRERETVLET,

DELETE https://<Active _Node FQDN>:5480/api/1.0.0/nodes/<Inactive Node Name>

TITSAT7ADNS TV a—FT420
VMware Cloud Director 7 754 7 > ADTF 704 (TR LUEBE. £IET 7547 ADBESICEEL TL
BWMERIE. 77SAT7 A0 774 )VEARTEHEDRREEETEET.

VMware 72 =)L BR— hE. TEANCEZEMEREZERLTHYR—N UJIXMZEUELE T, vmware-ved-
support AU MEFERL T, RR M OJERE LY VMware Cloud Director O/ #IR&ETEE T,
VMware Cloud Director OZ#EROIREDFHMICD N TIL, https://kb.vmware.com/s/article/1026312
#BRBLTL/EZ ), vmware-ved-support AV U T NERTT 5L, BIEFEFEZBRI SNZEIVICEATS1E
WM FAIL EWDRT—FATHIVICEEND ZEMH Y E T, [https://kb.vmware.com/s/article/71349] %
SHELTEE,

VMware Cloud Director 7 7S A7 A004Y 774 ILOAE

VMware Cloud Director 7 754 7 > R&F7 704 Lz, firstboot OB LUVT—IR—X OJTIS—¢&
EEAFANDENTEET,
FlE

1 VMware Cloud Director 7 754 7> X 2>V —J)LIZ, root ELTCEEOSATEM SSH OZSA T
hEFERLTERLETD.

2 /opt/vmware/var/log [CBEILET.

VMware, Inc. 121


https://developer.vmware.com/
https://kb.vmware.com/s/article/1026312
https://kb.vmware.com/s/article/71349

VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

3 O 77A4IVERARET,
B firstboot Z7AI)ICF. 77547V RAORVIDEHICEET 207 BFRBEENTNET,
m /opt/vmware/var/log/vcd/ T4 L& MUIZ(E. Replication Manager (repmgr) v —JL XA —
FDBRELBRE. BLUOT TS24 7  AOREICEET H2O0NEENTIVET,
m  /opt/vmware/var/log/vcd/pg/ T4 b MJICIE $BPART TZAT VR T—FRX—=ZAD/\y
o7y TICEETHIOIMNEENTNET,

m  /opt/vmware/etc/vami/ovfEnv.xml 77 A J)ICIE OVF BRENSA—FINEENTIET,

FTSAT7ADT T OA %12 VMware Cloud Director O &)L D28 1258k
ERA)

VMware Cloud Director 7 754 7 > ADBERICT 7TOA 2N TH, VMware Cloud Director 4 — E XD#2E)
[CRBETDENHYET,

ik

TTISAT7 2 ADT7OA4 %, vmware-ved U —ERZIFT VT4 TRV ET,

RE

TS54A47) wIETTOA LIEHE. NFSHBEGEYF—EXDX M —UBEFIANSNTWS/ZH. VMware

Cloud Director ¥ —EXDEFIICKKTHEDBHYVET, 547U 7TS5A4T7 0 RET704 9 5m1IC #HEF
EY—EXDRX ML —(C responses.properties 774V F /=l appliance-nodes 7«4 Lo ~U %
BILIWTLS 20,

REINA ©IVEEIFVCD 77U =32 wILET7OA LA, NFSHEGZEI N —JRIC
responses.properties 7 7 A7 =8, VMware Cloud Director H—ERXRZEZREITERWNZ EDH Y
T, RIVNA TTSATREEFIVCD 7TV =230 77547 RET7OA4 T R0 £HIGEY —
EXDR ML —2(C responses.properties 77 A ERML TES VENHY ET.

F: USRIDBEET 2 AIINF—N—RICERINTWSIEEE. BME/LEeT 704 LR 77547 X AP
EEALT, ZOT7 M)A —/N— E— R % automatic [CRETHHEMNH Y ET. [VMware Cloud Director
T7Z2ATRAPH #8BLTLKEZEN, HILLWEILDOTF 74 EDT7 oA )VA—/N— E— R(d Manual TY,
OUSRID/) —RETTZ7 2 AINA—N— E— RBPFREEHEREDIZEIE. /5 R9DT7 A —/1N— E—RIL
Indeterminate T9¥, Indeterminate E—RTlX. TTDTZ4A4<Y wIET7+O0—-F3/—REBTIZAID
REDPAEEICLAEEMEDHVET, VTRIDT A IIF—/N— E— RERTT 3. VMware Cloud
Director 775 A7 VR VS RIDEELMEET T ANF—N— E—RORRESBL T /ZE W,

BRFE

1  VMware Cloud Director 7 754 7> X 2>V —JLIC, root &L TEEOSATEMD. SSH 2547
NEFERLCERLET.

2 /opt/vmware/var/log/vcd/setupvced.log TNFS AV —2YICHETHIT— Av—2ZHXRE
ER

3 TISATUVRIALTICTEDETNFS AL —2&%EBLET,
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4 wIEBF/OALET.

77547 ADOWEERTIC NFS RIENKEK L =& DU ANV

VMware Cloud Director 7 754 7 > ADWNEERFICHBRA N = OBRIEICKRKT 5 L. BEDEIEICER
TEBHIT— Ayt—UPRREINET,

k]

VMware Cloud Director 7 7547 > AOFT7AOAHIZ, NFSHEEZSBT IS — A v E—CBRREINE

ER

RE

VMware Cloud Director MEriEH —/N R ML =P DEFHATETWVIWNMEE(E. 7704 HIC NFS BRIEN KK

LET.

RRAE

N—=3>

10.2

10.2

10.2

10.2

10.2

10.2

VMware, Inc.

I>—

/opt/vmware/vcloud-director/
data/transfer/xyz (& UID #* 999
OFRRARG I - LI TABEINTVET, FHS
N3 UID (¥ 1003 TY

/opt/vmware/vcloud-director/
data/transfer/xyz & GID A 999
OFRBERI—Y (L THAESNTVET, TS
n% GID [ 1002 TY

A AFOERTHECO7IEFERTESEA

/usr/bin/mount -t nfs
10.150.170.3:/data/

transfer /opt/vmware/vcloud-
director/data/nfs-test OE{THIC
BALTIMRELELE, B : 5 #

/usr/bin/mount -t nfs
10.150.170.3:/data/

transfer /opt/vmware/vcloud-
director/data/nfs-test OE{THIC
IF5-hFEELELE,

EEHEFTALOMAEFEELEEN: /opt/
vmware/vcloud-director/data/

transfer

Toar

NFS #—/\T vcloud 2—H—Da1—%—
ID DFREZEERLET, vcloud 1—H—
ID OfElZ. NFS ¥ —NET7 TS547 > A TR
CTHEILENDHY T,

NFS #—/\T vcloud 2—¥—D )L —7
ID D EEHERLET, vcloud 1 —H—
ID Dflg. NFS B —NET7 T S54 7 VA TR
LThHELENHYET,

TUrhENNFSHBILTTZA4T VR
NEZAHERTTERVEREHELET,
EEABPTERNEREZEDRT ST RO
Linux v > &ERLTNFS #5570 >
NLETS

BEENENFSHFEZDT TSAT VR
MEBLUARICTD Y b TERVEREFEL
£9. NFS F£@EY R /TIO Y
N TEZNEDNEHERT SHICIE BID Linux
ROVEFALTIOMLET, L3 2
D NFS #£FHD NFS 4 —/N TORR— &
EEHEDRLEY.

DT TZAT ABMEES NI NFS #£5
EXORTEROVEHEFELET, NFS
HEEID U NTERWNED N EHRT S
IZ(E. Bl Linux ¥ > &ERLTIYD > b
LET, £2(3. 2D NFS H£FD NFS H—
NIVAR—IREECHERLET.

BERBET 4 LI MUERBID b R
EFELERA. BETDTLORUE
ERLET.
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10.2

10.2

10.2

10.2 LIB&

10.2 LIB&

10.2 LIB&

10.2 LIB&

10.2 LIfg

10.2 LIf#

10.2 LIB&

VMware, Inc.

I5—

#24€: touch xyz OETHIC /opt/
vmware/vcloud-director/data/
transfer/xyz I71IUCFHULEIERN R
INELT, PSR : root root
644, RHENMER: root, root, 600

PIIAPIADIAVIICR LT NEFS H—/iDoay
DRREISN TV ERA, BRE:3 4 12 B

#4: chmod xyz OE{THIC /opt/
vmware/vcloud-director/data/
transfer/xyz I71IUCFHULEIERNR
INELE, PSR : root root
750, BRHENEHER: root, root, 700

#E: chown xyz OFETHIC /opt/
vmware/vcloud-director/data/
transfer/xyz J71IUCFHILGIERN R
IMNELE, FHRASNEMER: root root
750, BRHENEHER: root, root, 700

IRV RDEIHNEN THEIN, KELTVES
usage: nfsValidate

nfs mount string

nfs mount XFIHNETY

|G nfs mount XFF:

nfs mount string argument

EMBTI 84T :cell type string

BHREMHD 0SS HENTTULEEATLE

Cloud Director F77F347YADYATL
YR PYFFT TS TLTLET .

10.150.170.3:/data/transfer/
cells T4LDMIETTICHEELET, 7317V
PIIATIAT, COTALI NEHIBRT 2L ENH
UES

Foay

NFS EmrHEF (CIEE S NABRIEERITTLIZE
[CFHEISNDEE 7 7 A INVOFREE. T —

7. EEISHERM RS DEREHIRIL. MEE
EELET,

NFS 4 —/NET 7547 2 ROBSERE 1
RLET., WINDh—AEIIEADERET
FWNSAE. ELOERIZREL. NTP 2
RALTHEATSELSICLET.

NFS EmEEF (CIEE S NABRIEERITTLIZE
[CFHEISNDEE 7 7 A INVOFREE. JI—

7. ElIHERNSELSEREHRIL. HEE
BELET.

NFS EmxEF (CIEE S NABRIEERITLIZE
ICFHRENBEE T 7 A IVDFREE. JIV—

7. ERIHERNSESSEREHRIL. BHEE
BELET.

JSON BEBRDAXEBFTTCEEEA. B
JSON BERDAXEIRELET.

NFS %2> bXFINBERDAXANICH Y E
Hho NFS YUY bXFIDOFIHERELE
ER

NFS v o> b F5IE G
IP_address:path |ICTZEEL £,

I ¥4 71 primary. standby. £7=[&
cell THHLENHYET, OVF /XS54 —
IBINSDEOVNTNEDBHZELLENGE
[E. 77247 ROBREERLET.

/opt/vmware/appliance/etc/os-
configuration-completed Z 74 JL
DT TZATARICHY A, TR —
TAYYT DARTLAEERLET.

/opt/vmware/appliance/etc/ved-
configuration-completed 774 Jb
MW7 TS5AT7VRLEICREDODVELE, 25
DR F4LIMIDEY FT Y FETTICR
TLTWBR®, CORTYTRERFTLEN
TLIZEL,

ZOTFA Lo NIERTSARY TTSAT Y
RICEELAENWTLEEZWN, ZOTaL I+
U5 NFS —NEICHEET S0, HIlRT S
VEBHYETS,
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N—=ay

10.2 LIB&

10.2 LIB&

10.2 LIB&

10.2 LIf#

10.2 Lifg

10.2.1

10.2.1

10.2.1

10.2.1
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I5—

10.150.170.3:/data/transfer/
appliance-nodes TAULYMEGITICHEE
LET, T317Y FTSATVAT, 0TI M%E
HIBRT B ENHNET

responses.properties 774JUdER%
HE LT TCHFRELET T3 FTHATVA
T, ZOTALYNEEIBRT 2R ENHDET

responses.properties J7MJUERE
HELICHEELEB. COTPIUE. 28V 7
TIATIAFLECI PTFATVACT TICHFEL
TVBRBENHNFET,

VAT LERENETROEER.
nfsValidate &E{TCEFEA,

COAD)TNCERYTS— B T4 MZER TER
tHh: /opt/vmware/vcloud-
director/data/nfs-test

BESNZ NFS HBICTPIVEERTESE .
EEAHARETRVARMENHIET , THAR-F
SNz NFS J74VYATLAGRAERDEATHS
M. no root squash MEESNTIVENIE
HNRETHR A REENHNET

EESNEEE#RE LOT7/IUCH LT chmod
ERTTEEEN

FEESNEERE#E LOT7/)UCH LT chown
ERTTEEEN

VYRR LT MIFEELELE

Foay

ZDTA LI NIFTSARY TTSA4T >
RICEBLAEVWTLKEZ N, ZOTFaL o+
U5 NFS —NEICHEET 728, HIlRT S
VEPHYET,

T34 7TSA4T7 2RI
responses.properties 77 1 JLEHE
BLIENWTSEZSW, HIBRTI2HLENHY E
ED

REGVINA TTSAT o RERERIN TTS
47 > AIZ responses.properties 7
TANWDBEELTVWDHERHYET., T
AR TTS5AT 2 ADBELEREINTE
WRTEEMEDH YU T, BIMO I EERT S
RIS T2AR) TTSAT7 V REERT 54
ENHUET.

SRTLDEY 8T v TISTET T B E THHE
LTHh5, nfsValidate ZRFTLET,

774N P RTLADEREERLT.COT 1
Lo b EERTEROWEBRERELET,

ROV KREINENFS EFIITTIZA4T7 R
NEEAHERTTCERVEREBELET.
EERAHPTEIEVWEREHRT BICE IO
Linux v> > &ERLTNFS t52v v >
~FLUET,

ROVKENENFSHEFLEDT 74 2R
TLAATS O DT U REREZDT T
ATV APEBRTEMRVEREZHELET.
B Linux 2 > &FRLTNFS #F5%&<
U hLET.

ROVKENEENFSHBFLEDT 74 2R
TLAFTPT U NDRBEEZDT 7547T
VADPEETERVEREFELET. D
Linux v> > #ERLTNFS #5&< o>
~FLET,

BESNEZNFSHEFEZDT ISAT VR
MEBMLURNICTY Y b TERNVEHEREL
£9. NFS #Fz@ s 5T
RTEBNEDHERERT B(2(E. BID Linux
RIUVEFERALTR OV MLET, 23 2
D NFS £EFD NFS #—/N T RR— hi&
EEHERLETS,
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N—=ay I5— Toar
10.2.1 RO RICIS—DRELELE ZDTTSAT U RAMEE SN NFS 5
EIV N TERNWVEBREZFELET. NFS
HEEZI DY N TERWNED DERERT S
IZ1E, BID Linux v > &FERALTIYD > b
LET. F£/2F. 2D NFS #£ED NFS 44—
NIUAR—FRECHRLET,
10.2.1 fEESNE NFS #£FEF.UID 123 OFBEG NFSGEEHEICIEEINABEERTLAR
A-Y—[CIOTHASNTVET, root HFPHE K77 AVOFEE. JI—7, E1ET0ORE
NTVET IEFSNE NFS #AE.GID 456 ADFPHINZELELIBEREZHEL. BE
OFBABI N —F L THEINTNET, root  EIEELET.
WFHENTOET
10.2.1 fEESNE NFS £EBCFHUBVAEHETLZE NFS GEXHBICIEESNABREERITLER
RN R OMNFUE, FHISNIER D774 INDFREE, V-7, BLVE-R
root:root.E—F 750, BHEENHER: [CFERSNSED—IBE/A(TTRTHEEE
root:root,E—F 777 BYTEBVEREFELEY. MELELE
LET.
10.2.1 PIFATIAOIOYDISH LT NES H=10o0y  NFS 4 —NE7 T S5A4 7 0 RAOBERE &
DhE#SN T EE A, BEEZE: RLEST., WIND—AELEEADIEHET
1:55:14.603510 FWNEEE, ELVERIZHEL. NTP &

ALTRETSLDICLET.

VMware Cloud Director 7 75 A4 7 V RICBIEEIZUVRANT T B &
VMware Cloud Director Y —EXDBERICKKT S

VMware Cloud Director 7 754 7  ANDHITE L R FT7HEIZ, configure A7 Y RORITIZKKT S
ZEMHYET,
iF]

VMware Cloud Director Z#iL \\ VMware Cloud Director 7 754 7 > RAREICBITEZ(FU R NTT5F
JET(E. configure AX Y RERFTLT. HFL LKL/ T VMware Cloud Director ¥ —ERXREB#ER L £ T,
configure AV > R, [sun.security.validator.ValidatorException: PKIX path
validation failed: java.security.cert.CertPathValidatorException: signature
check failed| EWDIS— AvE—PEHICKRBTHIENHYET,

BRFE
1 =7y bk ®IT AU RERTLET,
sed -i '/vcd ova.crt/ s/$/ --force /' /opt/vmware/appliance/bin/appliance-sync.sh

2 19EE#ELTHS, configure AV REBFRITLET,
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VMware Cloud Director 77SAT7 2V ADARY 2V INA / — KT VAR EE
2725

VMware Cloud Director (&, / — KRB TR =325 LTUS - 3 OREE#IZLET., RYNA /—
RIST7 VU RAREEICIHE 272562, BEREZHEEL CTHEEERTAILENHY ET,

GE

VMware Cloud Director 7 75 A 7V RAEEBI—HY— 4V F—T 1A RIZIVZAYDELMH DEGRADED &R
REN, WINDHDRE N, /—RDAT—4% XM unreachable [Z/E>TWET,

/nodes API (&, localClusterHealth 7% DEGRADED [Z. / — R® status A unreachable [, nodeHealth
/S UNHEALTHY [C/2TWBEWDIERERLET,

TeEZIE /nodes API 3/ — RIZCDWTRIIEHRIILUTOLS LRV ET,

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect_timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

b

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream": ""

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect_timeout=2",

"failover": {
"details": "failover state unknown - unable to ssh to failed or unreachable
node",
"mode": "UNKNOWN",

"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = n/a",
"status": "UNKNOWN"
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"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "UNHEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "? unreachable",

"upstream": "primary host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node running standby node ID (running standby host IP):
repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

1,
"warnings": [
"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)",
"node \"unreachable standby host name\" (ID: unreachable standby node ID) is
registered as an active standby but is unreachable"

]

[RE

T DESHEMIFT D722, PostgreSQL 7 —FN—XR(FATETEEIAL (WAL) £FERALET, 754
U =Rl LTUGT—=2 a3 BRXPTYANYEFTOEHIC. WAL ET OT 4 TIERY VINA J — RICHEHGRR
ICAM)—=2250LFEFT, WALEZZELERY INA /—RIE. WALZWNEBLET, RF /A /—RIZEE
TERWEE. RIS /—RIEWALDZEZEELEL. FILWITSATUILAEDTOT— 3 OIEFNHS I
nNE9.

RRAE

® FEFREEMRAYVINA /—ROREIIUMNRITEINTNEZ L&ERELET,

& RIUNA J—RADRY NT—VEHEDPEEEL TWSZ L E2ERLET,

& RIUINA J—REMD/ — RBIDOBEEIHTZHAIEEMENH D SSH ORIENRN L EEAELET.
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® RHZVINA /—RTvpostgres t —ERMRITENTWNEZ LEHRLET.
RDRATy T

Fy D=0 F(F SSH ICHBENENWC EEHERT BICE. T—IN—RGERARAMI S RY DEHEAT —5 ADH
RESBLTZE0,

VMware Cloud Director 7 7S A7V ADRY 2 INA J — RISER#FERE N
)

VMware Cloud Director (&, / —RBITARANIY -5 LTUT—2a>ORBRE#HIZFLET, R NAL /—
ROEGERSNZBAE. REEEEL CHBEERRTIVNENHUET.

k]

VMware Cloud Director 7 7S5 A4 7 RAEEBI—HY— 45 —T 14 RV ZRAY DL DEGRADED &R
REN, WTNDLDEHRRBRINEZRY VN, /—RORATF—H RD running [T/ Y, BIER (1) BRY /N4 D
Ty TRANI—=A /—ROZRIOFIIAAWNTWET,

PostgreSQL OZIC. 7247 VUICE 2T WAL A2 MEIBRESNIZZ EMRENTNET,

2020-10-08 04:10:50.064 UTC [13390] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:50.064 UTC [13390] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

2020-10-08 04:10:55.047 UTC [13432] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:55.047 UTC [13432] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

/nodes APl [d. localClusterHealth /% DEGRADED [Z. / — R® status A running [Z. nodeHealth /%
HEALTHY (L2 TWAEWDIEHRERLET, RIUNADT v TR MU —A / — ROZFIDRTITEER ()b
WTWT, /nodes API 5, RZUINABT v TR MU =LA /= RICERSNTOWEWZ LERTEENRENE
ER

fe&ZEL /nodes API 3/ — FIZDWTERTIERIILUTOXLD TRV ET,

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect_timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"
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"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream": ""

"connectionString": "host=unattached standby host IP user=repmgr dbname=repmgr
connect_ timeout=2",
"failover": {

"details": "failover
"mode": "MANUAL",

manual",

"repmgrd": {
"details": "On node unattached standby node ID
(unattached standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": unattached standby node ID,
"location": "default",

"name": "unattached standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "! upstream host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
connect timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,

"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "upstream host name"

1,

"warnings": [
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"node \"unattached standby host name\" (ID: unattached standby node ID) is not
attached to its upstream node \"upstream host name\" (ID: upstream node id)"
]
}

RE VA J— ROEGERBENEIBERE, TEBRIRBERTILENSHYET, / — ROBEERBESN T
BHBNETEBIBE. TS5 UMD WAL LO— REMEMICR MU —3 > /5 20MEAEN, LT — 3
L EBETEN A ENBYET,

RE

F— I DEEMEHIETH-0IC, PostgreSQL F—FN—R (IO ETEEIAS (WAL) Z2ERALES, 754
U /—=RlE LTUT—=2 a3 BLPYANUEFTOIEDIC. WALET T4 TIRRY INA J — RITHEG R
[CAMU—=Z2FLFET. WALZEZZELERSZ N, /—RIZ. WAL ZLEBLET, RF/NA J — RESE
BIRICITDE. RIVINA /—RITWAL ODZEZEFELEL. HILWISAXUICAEETOT—2 3 OIEENHS I
nE7y.

RRAE

1 HLWRE NS /—RETFTOALET,

2 EEBBRINLRIINA /- REBEBRLUET,
RORT 7

SRRAM IS RI DAY INA CIVEENSDY ANYESRBL TS,

USRI DEEMT SSH OBMENRENTNSIGS

T—IN—RERAMERD VMware Cloud Director 7 754 7 > RA¥EE T, postgres 1 —H —7#3 SSH # 4/
LTEY T—9R—R /—RICEHET=EH A,

Gl

F—IR—R /—RMEIZ SSH OR@ENH 5552, VMware Cloud Director [Z localClusterHealth 3
SSH PROBLEM & L THRRENET., COMBIERTH D7D, AIREENEVRSEBET HIHEDNHUET,

localClusterHealth #&KRJ 5(2[E. VMware Cloud Director 7 7547 RAEBI—HY— A5 —T 1A
REFEATBM. /nodes VMware Cloud Director 7 754 7 > X APl 227U % ¥, VMware Cloud
Director 77547 A API D RF 1AV NESBLTSES,

SSH MBEDRELIET 7547 RABREBEDET / — KT /nodes APl #1795 &, /nodes API (4,
localClusterHealth % SSH PROBLEM. localClusterFailover /% INDETERMINATE T#h 5 &\ D EHE
BUET, /nodes API ZFTL TS/ —FH56 SSHIEHTEY /—RD1DICHERT S ENTERND,
Tz AIA—=N—E— R T ORETT, SSH ICRIEDH D/ — EDSREFESINIELV AR RAELD
"failover" HAEBHRD "details” [T, [ssh failed.command: ssh

unreachable standby host IP /usr/bin/grep failover=manual /opt/vmware/
vpostgres/10/etc/repmgr.conf] ERREINTNWET,
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JeEZIE R VINA / — BIC SSH BN H HHE (. GET https://primary host IP:5480/api/1.0.0/
nodes X179 5 &, /nodes APl [IXRDIERERT ZEDHYUET,

"localClusterFailover": "INDETERMINATE",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream":

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr
connect timeout=2",
"failover": {
"details": "ssh failed. command: ssh unreachable standby host IP /usr/bin/
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grep failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = not running",
"status": "NOT RUNNING"

b
"id": unreachable standby node ID,

"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

1,

"warnings": []

GET https://unreachable standby host IP:5480/api/1.0.0/nodes ZR{TF5H&. / — REEEENT

WA LVZ8, localClusterFailover LU localClusterState DIERMAEEICEZDZEDBHVET, /

nodes APl [E. unreachable_standby _host_name ISET /— RICEHTERWI LERTEEA Y-

ZRUET,
7= ZE. /nodes APl SRDIERERT ZEMBHYET,

"localClusterFailover": "MANUAL",
"localClusterHealth": "SSH_ PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "ssh failed. command: ssh primary host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",

"mode": "UNKNOWN",

"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd
"status": "UNKNOWN"

}I
"id": primary node ID,

"location": "default",
"name": "primary host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "? running",
"upstream": ""
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"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "ssh failed. command: ssh running standby host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = n/a",
"status": "UNKNOWN"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "STANDBY",

"role": "standby",

"status": "? running",

"upstream": "primary host name"

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "? primary host name"

1,
"warnings": [
"unable to connect to node \"primary host name\" (ID: primary node ID)",
"unable to connect to node \"running standby host name\" (ID:
running standby node ID)",

"unable to connect to node \"unreachable standby host name\" (ID:

unreachable standby node ID)'s upstream node \"primary host name\" (ID: primary node ID)",
"unable to determine if node \"unreachable standby host name\" (ID:
unreachable standby node ID) is attached to its upstream node \"primary host name\" (ID:

primary node ID)"

]
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RE

VMware Cloud Director (3. postgres @ SSH fEBAE % NFS H£HEEY —/N A MLV —JICRBFELET., TR
TDT—=IR=R /= RPHFEEY N XM —D TV CRTEZRENHUET., T—FIR—R /—RNE
FEINRIREEIC/A > 215E. DE Y. postgres I1—H—0D SSH FIBAZENEN TR Lo/, TV ATEEIC
BorBa, T/ —RIESSH 9547 MEERALTEY /—RMh5aR >V RERTTCEEFA. HAE—RD
5&. VMware Cloud Director 7 754 7V RF T OHEeEFER L CEYIICEET 2ENH U E T,

RRAE

1 /- KECEEOMESRELTVEDES HEHIL T, MEEEELET, F— I A—RBTAML SRS
DEHRT —5 ADERESBL T LX),

2 XROAXVRERTLT, SSH BEMNRAEL/ — R T appliance-sync.timer Y—EXMPRITENTNS
CEEMRLET,
systemctl status appliance-sync.timer

EEARE ARV RICE>TUTHRENZIGENHYET,

* appliance-sync.timer - Periodic check and sync of needed files for Cloud Appliance
functionality

Loaded: loaded (/lib/systemd/system/appliance-sync.timer; enabled; vendor preset:
enabled)

Active: active (waiting) since Sat 2020-09-05 23:22:49 UTC; 1 months 9 days ago

Warning: Journal has been rotated since unit was started. Log output is incomplete or

unavailable.

3 appliance-sync.timer Y —ERDRAT—F R 7747 THWHEF. XOAT Y RERTLTY—EXR%E
BiiEEL £,

systemctl start appliance-sync.timer

4 #9990 MEEFEL THhS, VMware Cloud Director B 1 —H— 4 > 5—TJ 14 R&FEHRT 3D /nodes
APl ZRUOHE LT, V5 RYDRBREMN BE THH I LEHERLET.

04 774 )V&{ERLE VMware Cloud Director D7 v 75— B LU/
wFDNS TN a—FTa40

/X F % VMware Cloud Director 7 754 7V RICERT A EE(C. OY 77 4IVICT S —HXVEENZWD
SARBZEMTEET,

Gl

vamicli AXY RPIS—%RUIGEEF. OF 774V EERLTO NS TN a—T 4 T&FTOENTE
£
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BRA

1  VMware Cloud Director 7754 7> X 2>V —J)lIZroot ELTEEQNSA TS SSH T#EHELE
ER

2 BETH500 77AIVIIRELET,

m vamicli update --check WK LBAIL. /opt/vmware/var/log/vami/vami.log [
EBLET,

m vamicli update --install latest BWKMLU/KHE(F. /opt/vware/var/log/vami/
updatecli.log ICBEILET.

3 AY T7ANERARNET,

VMware Cloud Director D7 v 75— b DHERICKKT S

VMware Cloud Director 7 75 A7 ADT7 v 77— &R T5EE(C. vamicli update --check 3
RYRDRITICEBT D EDHYET,

k]

/Ny F % VMware Cloud Director 7 754 7 >V R (C#AT 2 FIEERTHIC. vamicli update --check
AV RERFTUCTERAIER T v 7T — hE8BRT D&, vamicli update --check AT RHPKEKL T,
[I5—: YZJ7IAMDOADYO—RARCIFT—HFEELFELE, AVI-CEBNEDEEEN, | EWD IS —DRREINET.

RE

TyvTTFT—hURSPRIDT A LI MUDNRIMELS HYEHA,

MRS iE

1 ELWIRZEIEELTCvamicli ¥ RERTLET.
vamicli update --repo file:/root/local-update-repo

2 OV REBRAILTC 7y 7T hEERELET,

vamicli update --check

VMware Cloud Director D& 7 v 77— bDA VA M—J)VICKET S

VMware Cloud Director 7 754 7V RICHEHDT v 77— hEA A=)V THEE(C, vamicli update
-—install latest OVX Y RODERTICEKKTEHZENHYET,

Lk

/Xy F % VMware Cloud Director 7 754 7 > AICH#EBA T A FIEERTFIC. vamicli update --
install latest OV Y RZRTUTERRIELGEHONYFEZEALET, vamicli update --
install latest A Y RPKEL. [I53—: IWI—IJDIVAMIHRCIS—HRBELELE] LD Ay -0
RRSINDZEBHYET,
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RE
ZDIZS—(F. NFSH—NICT7 IV ERATEHRWNGEICRELET,
RRAE

1 /opt/vmware/vcloud-director/data/transfer IR FENTWS NFSH—NZIT7IEXT
EHELEHRLET,

2 aOXRVPEBRTLTC ERARELGNAYFZERALET.

vamicli update --install latest
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Linux T® VMware Cloqd Director
0){‘/7\ N—=Ib. Ty TOL—RK. &
FUOEE

1 DLE® Linux 3 —/N\IZ VMware Cloud Director V7 b0z 7 %4 A =)L 5. VMware Cloud
Director 7 7547 AD 1 DLULEDA > RE > R%EFT 704 LT, VMware Cloud Director #—/\ )L —7
EERLET, 41 A=)l 7ORRF(C, D VMware Cloud Director #la21TLE 9., INICE. Ry
D —OEHRET —IR—REBHEOEIVPESENET.

Linux A® VMware Cloud Director V7 b = 7 [CIZAET — I X—ZADBKETTH,. VMware Cloud
Director 7 754 7 > A TIF#EHIAHD PostgreSQL F—FXN—RMERAENET,

VMware Cloud Director —/\ Z)L—7%&4EK L7=5. vSphere J v —XIZ VMware Cloud Director /1 >
A= EHELET., *v FT7—2 UV —XDiFE. VMware Cloud Director (& NSX Data Center for
vSphere. NSX-T Data Center, £/EZ0OMAEFERTEET.

BEf77D VMware Cloud Director 1 Y A ~—)L&T7 v 7L —R¥$ 5L, VMware Cloud Director V7 ho
TET—HIR—R RF—IPEFEIN, H—/\, T—FIR—R, BLU vSphere BIDEEFOBMRIETO E Fifis
nEv,

Linux +®EE7F®D VMware Cloud Director 4 > X k—JL& VMware Cloud Director 7 754 7 > X IZ#1T
I 5541, VMware Cloud Director V7 h D1 7E2EH L, T—IXR—RET TS5A4 7 2 ANDOBRIHIAHT —
INR=RIZBITLET,

ZDEICE. RDOEYINEENTNET,

n BROFE

m  VMware Cloud Director A > X k=)L D%

m  Linux ~® VMware Cloud Director ®4A > X k—)L
»  VMware Cloud Director ®4 > X k—/Li%

s Linux T®» VMware Cloud Director 7 v 74 L — K

s VMware Cloud Director 7 v 74 L — R

HER DT E

vSphere (. VMware Cloud Director ICR ML=, O Ea—FT4 29, BLURY T —2 Fv /X T+«
FRELET, 1 R M—ILEBRBT DRIIC. 2579 RT vSphere KLU VMware Cloud Director @& + /%
TAMEDERELE(LRZNERTL. TNEY RN TEZ2EBREFBELET,
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BRERIL. 750 FROBEBH. FEBAOI—Y—#% TN -DT7I0T74ET 4 LNLIEE <D
ZRIGCTEDYET, —RIVIIBEROIEE. BRELTROAA RS54 ESEICL TS,

m U5 RRANTTZAAEEIZT S vCenter Server > XFAZ EIZ1 DD VMware Cloud Director /L%
BYHTET,

B IRTOY—4v b VMware Cloud Director Linux 4 —/1\8, AEUELORA ML —CDBR/NEHEEEZL
TWAZ EEHERLET (VMware Cloud Director YU —X / — ~&5HE),

m  Linux [Z VMware Cloud Director 4 > X =)L ¥ 515&(3. Linux TD VMware Cloud Director m7t
#8 PostgreSQL 7 —# X— XD DEREBIZA > T VMware Cloud Director 7 —4 RX—X&#BEL X T

VMware Cloud Director 4 > X b — )LD #(

Linux ¥ —/XIC VMware Cloud Director 4 > X b—JL T 5HIIC, BELZEFETINENHYET,

Linux T® VMware Cloud Director O &8 PostgreSQL ¥ — % X— X D&
X

VMware Cloud Director /L TlE, H£BIEROBREICT—IN—RE=FRALET., Linux T VMware Cloud
Director #4 > XA ;=)L 5H1IC. PostgreSQL 7—9 X=X AV RF VR%EA VA =)L BLUVFREL T,
VMware Cloud Director 7 —4 X=X A—H— 7 ho v NEtERT AHENH U E T,

PostgreSQL ¥ —4 X—2X % VMware Cloud Director & —#ICERT 554, BEDEBREELHYET,

VMware Cloud Director AT 51213, BEROERT —FIRXN—R RF—IEERTHVLENHY LT,
VMware Cloud Director Tld. fttd VMware &R &7 —FX—RX RF—TE2HEFTHLIETEE A,

VMware Cloud Director (3. PostgreSQL 77— X—ZXA®D SSL#EHEEYR—MLET, Ry b7 —oBLU
F—ZR—REHOEATOERT(C. £7/21X VMware Cloud Director 4 —/\ )L — 7 DYEREIC,
PostgreSQL 7—4#X—XT SSL ZFMICTEET, BABRDO Y 77 L ABELU 4486 PostgreSQL 7—%
N—RTOEMZBEDRIT 2B L TS,

i OABTF-IR—REFERTZD(E. Linux £D VMware Cloud Director ®# T3, VMware Cloud
Director 7 754 7 > R, #HAHD PostgreSQL 7 —FRX—REFRLET,
IR

HiR— kXN TS VMware Cloud Director 7—4#AX—X[ZDW\TlE. VMware 0B ERME<T N v &
R ESBLTSES,

PostgreSQL x> R, RO UTH, BLWREICHALTWSZ LEFHRELTVET,
FlE
1 F—IR=—RYP-—_N—ZFHRLET,

16GBDAEY, I00GB DR ML=, 4 DD CPU #HBEH LT —F X=X H—/N\[F. —#&HI/ VMware
Cloud Director ¥ —/\ Z)L—FI2BL TWET,
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2 PYR-—FENTWS PostgreSQL DT 4 AU E2—2 3V ETF—IR=—X =N[4 VA M=ILLET,

m  F—%~N—2RMD SERVER ENCODING fE(&, UTF-8 [CTHHENHYET, OERFT—FIXN—XDA R
E—IVEICRREEN, T—INR—RYB—NOAXR =T 4V S RATATERENTNSIYO—REE
[C—HLET,

m  PostgreSQL initdb A¥ > FZFEMATSHE. LC COLLATE & LC_CTYPE DfEZ% en US.UTF-8 [TERE
TEET. UTICZDOBIERITET,

initdb --locale=en_ US.UTF-8

3 F—HIR—R1I—Y—FERLET,
ROOAX Y RERTTHE, I—HP — veloud DERENE T,

create user vcloud;

4 FHR—RAVREIVREERL. FEEERELET.

RDOKD/EAT Y REFERLT, veloud EVWDBFIDT —IN—R A—HF—T—IN-—XAFFELLTEE
LET.

create database vcloud owner vcloud;
5 TIR—ANRT-RET—IR-IAAAETHD Y MIEYHTET.
RODAR Y RIZKY. /ISXXT— K vcloudpass MT—FN—XFEHE veloud [CEIUHTENET.
alter user vcloud password 'vcloudpass';
6 T—IN—RAFHEBT—IN—R[CATA > TEBLIICLET.
ROAR Y RIZKY. login AT 3> BT —FN—XFAFHE vcloud (CEIUHTHNET,
alter role vcloud with login;
RORTy T

VMware Cloud Director %+—/\ )L — 7&K L7=#%. PostgreSQL 7—4 X—X&#m L T VMware
Cloud Director )L 5®D SSL #HEERL, —DT—IR—RA NFTA—FERFHEL TRBL/N T+ - R
FHRTHIEMTEET, 788 PostgreSQL T — I N— R TOEBIMEZREDETESEBL T EZ L,

Linux T® VMware Cloud Director Oi5ixEH —/N X b L — 2 D #EfR

Ty 7O—R, U O0—REIUNMICABEREY TRISATENTWSI A OJEEO—BHLZA N —2
ERMTB0(C. NFS £2EZ20MmOEFER N —2 R 2 — Al VMware Cloud Director #+—/N— &)L —
TADTRTOY—N—DET VA TEEHENHYET,
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Y—NITIN—=TDEAN=(F. ZORY 2 —LERLID FRA > b (/opt/vmware/veloud-
director/data/transfer) XD bLET, ZDRU 1 —ADRBEEIT. ROLOLBEZDAETEREINE
ER

B REARC, Ty TO—RESIVAO—RDBZDA M —CEEBELET, GENTTITHE 7y 7AO—RES
DY A—RERAML—UD5HEIBRENE T, 60 REETOMRWERX(E, BRUINELTY—F TN, X
TAILEDTO =0Ty TEINET, RKENWAA—DDPEREINBIAREENH D=0, ZORRICIIVELS &
HBEAFHNA L EEUHTHLEBEHOLET,

. ABICAASN, RSNV TUOYDF v aDBERMIISNTWSAYOTRNOAY AT TAT AN,
DAV —VEHFLET, HBICAREINTH, Fr v aZ2BRLTWVWEWASZAYT TAT AR ZDXR
Mo—CFEBLERA. 7570 RROHBIICHL., ABARINI A OTDEREHFAITIHE. HEHD N
EHFOH&ZOY TATLABZDR) 2a—ALALDBEEVELTHEBRETEEY., FHhyO5 TATLDY
1 X3, BNz OVF EXDIRET L BEDY A XTY,

i OBREY-—NRXML=20ORY 2—-AICE FFROIRDODZODEENVLETT,

HEXA M- F T3>

fERD Linux X—ZD NFS H—/1\®EFNHDV YU 1— 3> (Microsoft Windows Server, VMware vSAN
File Service ™ NFS t##ge/x &) TlE. EFR ML —PZEFERATEE Y. vVSAN 7.0 LIEETIZL vSAN File Service
HEET NFS3.0OBLUNFS 41 7OINEFERALT. NFSHEBEEZIVRR—-FFTEHIENTEET. VSAN
File Service OFMHICD UV TIE. VMware vSphere & &M R+ 1 4> ~®D [Administering VMware vSAN]
HA RESBLTIEI,

NFS B —NZBRT 57-DDEH

NFS 4 —/\D#ERKIZ(E. VMware Cloud Director 78 NFS R—XDEREY — /N ANV —C DB EDBITT 7
AINDHRAEENTEDLDICTEODEEDEENHYET., INICKY, vcloud I—F —(FIZENR IS D
RIgEERITTE, root A—Y—(3EH I OOJREERITTEET,

B NFSH—NDI Y XR—F JXKLTE. VMware Cloud Director —/\ )L —7ADE Y —/N A /N —
M TORAR—F VRN THEESNLCEBOEBAICHT 55HAMY /EEAHT VL RIEERFDLDICTIHLE
MWHYUET, ZOT7/EZREIZCLY, vcloud A—H—(IHBDBFREDETT 7 1 IILDHHRY BLUVEEA
HERTTEET,

. NFS H—/TlE. VMware Cloud Director —/\ )L —TRDEH—/NED root Y RTFAL THDU VM
LHHBBANOHRASIRY /[EEIAHRT I LREHAITDVENHYVET, COT7 IV ZRECKY, vmware-
ved-support RZUTRNTIINF IV AT a V& FERTHIETIDONY RIKRDTRTDEILINHSD
AJZ—EICRETEEY., COEHIE. COHRFOHBHAD NFS T XR— MMERKT no_root_squash &f#
RAI5Z&ETHIETIENTEET,
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Linux NFS 5 —/xa 45l

Linux NFS #—/X[Z, VMware Cloud Director —/\ )L —7RDE%MESE LT /nfs/vCDspace DBFT
[Z vCDspace EWDRBIDT A LI NUDHIHEE. ZDT 4L M) EIIRR—NTBI(C(F. FTOFREEEIE
fR7AS rootiroot 8L 750 TH 5 Z LRI HHENH Y ET, vCD-Celll-IP, vCD-Cell2-1P, vCD-Cell3-
IP WS ARID 3 DOERIVICHBBANDHRAHIY /FEEIAHLT VL REHFATTSHAY v RiE. no root squash
AVw RTY, /etc/exports 77 A I)VITRDITEEMTDIBENHY ET,

/nfs/vCDspace vCD Celll IP Address(rw,sync,no_subtree check,no_root_squash)
/nfs/vCDspace vCD Cell2 IP Address(rw,sync,no_subtree check,no_root_squash)
/nfs/vCDspace vCD Cell3 IP Address(rw,sync,no_subtree check,no_root_squash)

SOTZAR=MMIT, WD IPT RLRALZDOERDAEEMEDOBEICIZANFEEE LA, CIDSHAD
BRRICT - NEESRENTNSEEIINFS Y—NEJBEFL/IIBE, TI/RAR-—PRET sync 723 &fE
ALTWSEHBBADT — S DRIBERTHENTEET., THRXR— FERET no_subtree check 77
AVEFERATRE 774N DRTADY T T4 LI MBI IRAR—ENDLEOFEEEVPALELET,

VMware Cloud Director 4+—/\ Z)L—=7ADH—=/NDFXTHID NFS HEFEZT D hTESHLDIC. NFS
Y—/\D /etc/exports 77 AIVIC, TNHDY—NITHET DI NUBBEICZYET, NFS H—/11E

D /etc/exports 77 AIWICEBEMZ /=%, exportfs -a ZRTLT. IXTHO NFS HEEZFBELT I RR—
FLET.

VMware Cloud Director f YA M =ILEFHLWN= a3V ICT7 vy T —RITBEBODERE
=g

VMware Cloud Director =N\ Z)—7D7 v 7L —RTlE Ty 7oL —RTEN=3>DA A=)
77 AN ERTT DL VMware Cloud Director #—/\ J)L—TDIRTDOAVN=DBT v T L —RENET,
HREY—/N ANV —CDBFICETRTORIMMT VA TES0, BEICE>TIINEBDHE L. Ty T —
READAVAN=IL 77 A4)VEZDBFRICFOO—-RL. EIN6RTLET. Ty 7 IL—R AV =L 7T
TANWERITTB(CIL root I—Y—ZFERTIVENHD/=H. 7y T IV —RERTTZOHLEEY—/N X b
L—COBREERTIHAIR. Ty 77V —REAEIC oot - —N7 v TIL—R A VA= 77 ()L %
RATEDLEREDRTHIVENHYET, root I—H—ELTT7 vy T I L —RERTTERVESIE. NFS <D
YEDOHDT AL RUIRE, root A—H—EL UL TRITTEDIRDBHRICT 7 AN EIE—TFTHLEDBHYET,

VMware N7 U w o F—DF I A—REA VR M=)L

AVAR=I T7ANETOINEBLGENTNET, COEBLERIETHLHDICIE VMware AT v +—%%
DYA—RL. A VAN—NTDRLEDNHYET,
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Linux rpm Y —J)L & VMware /87U v & F—%EHAL T. VMware Cloud Director 1 > X k=)L Z 7 A4 )LD
TOYNEBRZERI L. viiware.com NHF U O— RENFZERMFEDMD 7 7 A IV ERIETHENTEET,
VMware Cloud Director 24 > A =)V BFEDAEa—FIINNT U v o F—%A A =)LTBBE5. &
FEEA A= ERZEFT v T —RO—EELTITONET, A VA= T v T I — RFIEERIET 5]
[CBREFEHTHRIIL., IRTDAVRAM—INERET TV —RICKREFHDT7 7AIIVEERTHILEBTEE
ER

Er ForO0—R YA MEEE YO O0-ROF v ITALAMEBRITLET, FTvITAIZ2 DOHBEAET
RAENET, FzvIVALADRKRILZ. O O—-RLETZ7AIIQaVTrYBNERBENEZa TV ERUTH
BEERILET, TUVNERERIELEEA.

FlE

1 VMware Xv o= KTy o F—6RETHEHICTAL I N EERLET,

2 Web 7595 %{ERL T http://packages.vmware.com/tools/keys 74 L Z FUNDSTRTD
VMware X7 U v o Nyr—2 XTU vy F—%#40 0 0-RLET,

3 EERLIETALOBRIICF— T7MIVERTFLET,
4 FOrO—RF5&8F—([CHLT UTOITY RERTLTF %AV R—FLET,

# rpm --import /key path/key name

key_path(3F+—%2&GEIST4 LI MUTY,

key_namelf. ¥—D7 7 AIATT,

VMware Cloud Director B NSX Data Center for vSphere O 4 > X b —
IV EFER

VMware Cloud Director 1 > X k—)L T NSX Data Center for vSphere ®5D xRy b7 —40 )Y —R%&(E

B3 %154&l1d. NSX Data Center for vSphere #4 > A ~—)LL TR L. —E®D NSX Manager 4 > R4 >~
A% VMware Cloud Director 4 > X b —=JVIZE8® 5% vCenter Server 4 > A& > X CBHER T 2B ENH Y
£,

NSX Manager (& NSX Data Center for vSphere #o > O0— RICEENTVET., VMware Cloud
Director &fth®d VMware &g & DE#MEICBET 2 HRHIEMICD N TIE, http://partnerweb.vmware.com/
comp_guide/sim/interop_matrix.php ® [VMware SIZDHEEERMET MY v I R] #8BL TS EE,
Ry FT—OBHDOFHAICDVTIE, VMware Cloud Director Dy b — VR EHEEZSBL TS0,

EE: ZOFIEE. VMware Cloud Director OFi#RA VA =)L ERFTLTWBBEDHBRHINE T,
VMware Cloud Director @B &EA VA M—=ILET7 v 7L —RLTWSIHEE Linux TD VMware Cloud
Director D7 v 7oL —RESBLTSEE,

Bt

& vCenter Server > X7 AH NSX Manager #4 > A =)L T B/-ODBHREEEHI-L TN LEEDL
9.
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FIg
1 NSXManager (RIEE7 7SA TV ADA VA=)V YR ERFTLET,
INSX 4 > A b—)L fi4 Rl ZBBLT/ZEN,

2 AYRb—=J)LL7= NSX Manager (RIEE7 7547 AICATA L, A VA N—IVECIEE LR EEEIRL
7.

3 A RL—=J)LL7= NSX Manager IR187 7> 4 7 > X%, VMware Cloud Director 4 X k=)L T
VMware Cloud Director [Z:8f1F % vCenter Server & X7 AICBSE T E T,

4  BERIF 517 NSX Manager 4 > R4 > AT VXLAN 7 R— h&RELET.

VMware Cloud Director #8 VXLAN v b7 —4 =)L &l L. 7AONAF VDC ICRy D=0 UV
—RERMLUET, BEMF SN/ NSX Manager T VXLAN H#7R— SR SN TOVARWNESF, 7ANA
ZVDC LRy bT—9 Tl TS—MPRRSIN, A -—DBRIOFA TDxY b7 =0 T—I)VEERL. Z
nE=70O/N44% VDC [CBEEM T BBENH Y E T, VXLAN HR— ~DOERKICET BEMICDOVTIE. TNSX
EEHAAR] 28RBLTZE0,

5 (7 3r) PRTFLARAD Edge Gateway THEUV—T « v 7 & R1TT S1541%. NSX Controller 5 X
Yty TV TLET,

INSX EEHA R] 2ZRBLTEE,

VMware Cloud Director H NSX-T Data Center O > X b—J)L &R

VMware Cloud Director 4 > X b—JL T NSX-T Data Center ®x v b T —%& Y —REFERT DHEE(E.
NSX-T Data Center 24 VA =)L L TCERETIHENHY LT,

EE: NSX-TDataCenter DA77z hBLUNY—ILEHZTETHICIE. BRI nRY— 21— — g
F—T 1A RE BEACINAEDI-Y— A2 F—T A RICHIET SR — APl EZFERLE T, SHMICDNTIE.
[NSX-T Data Center BB AH A R] [ZEEEH SN TS NSX-T Manager O#IEEZSRBL T EE ),

VMware Cloud Director &fthd VMware & & D EHRMICEET SH&FIFERICD OV TIE. VMware B G OHEEE
AU M)y O RESRBLTL S,

Xy b —EHOFMICDNTIE. VMware Cloud Director @&y b T — VB EHEESBL TS0,
ZDFIEIZ. VMware Cloud Director OFiRA > A M—JLERITLTVWBIBEEDAHBERAEINET. VMware
Cloud Director @EFA VA M—ILET7 v T L —RLTWSEBEIE. Linux T VMware Cloud Director @
Ty Tl —RESBLTSEZL,

BItERM

NSX-T Data Center [CDWTERLET,

FE

1 NSX-TManager R¥EE7 7547 R&F770/4 L THRELET,

NSX-T Manager BEDFMIC DUV TIE. NSX-T Data Center f > X b—JL HA RESBL TN,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

2 Ry RNI—UBHCESOTRSYRAR— V-V EERLET.
hS2RK— R V= DEROEMIZDNTIE. [NSX-T Data Center ¥ X h—JL fiA K] #8BLT<
20,
=3
3 Edge /—R&Edge 45 RX4%#7 704 L CERELET.
NSX Edge DERDEHAICD W TIE, [NSX-T Data Center £ > R b—JL fiA4 Rl 28RBL T,
4 ESXiKRAMDLSVRAR—bF /—REZRELET.

EEMRRAID S AR— /= RERETSAEICDONTIE. [NSX-T Data Center 4 > A ~—)L i
ARl 28RBLTEEL,

5 Tier-Oo—bUzAEERLET,
Tier-O OERDFEMIZ DN TIE, [NSX-T Data Center EEH A R] #8BL T,
RODRT T
VMware Cloud Director 4 > XA b—=JL3 5 &, RO ENFREICIZY ET,
1 NSX-T Manager 41 YR XD I T RADEE

NSX-T Manager 4 > A% > ADEFDFHMIC DN TIL, [VMware Cloud Director Service Provider
Admin Portal Guidel] 22BL T /ZE0),

2 NSX-T Data Center bS5V RIR—k V=2 IC&o>TNvF U TENBRy NI —0 T—ILDVERK

NSX-T Data Center kS AR—k V—VICkoTNyF I FENd2y D —0 T—)L&2ERT A%
2D TIE. TVMware Cloud Director Service Provider Admin Portal Guidell 2B LT,

3 Tier-0 4 — koA &48Ry hT—2 & LTA VR— b

NSX-T Data Center Tier-O S/ —F —([CL > TNV F U IESNTVWBHNERY NT =0 ZBMNT 5 HEIC
DU\ TIE. 'VMware Cloud Director Service Provider Admin Portal Guide] #&BL T &0,

Linux AN® VMware Cloud Director D14 > X b—Jb

1 DL E®D Linux —/3d VMware Cloud Director V7 bz 74 A=)l B2 LT, VMware Cloud
Director ¥—/\ ) —TEERTEET, BUIDTIN—T AUN—FA A —)LLTHERTDE. JIL—TI2E
A VN—ZEBHRTDEEFERTIIEET 7 A IIIMERENE T,

ZOFIEIE. FHLWA A —ILOAICEALET, BEED VMware Cloud Director 1 Y X b—)IVET7 v 751
— RF21BE1E. Linux TO VMware Cloud Director 7 v 747 L — RESBL TS0,

EE: Linux o VMware Cloud Director 4 > R k=)L & LU VMware Cloud Director 7 754 7 > R&
BEI1DDY—NJIN—THNTRESEEH LI TEERA.
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

N—=2 32101 LETIE. Y—EX 7ANA 4 EFF > ML VMware Cloud Director APl 2B LTY E—H
Y—N\NDEHFETANL, T—NIDZESSLNY R 24 0D—EELTHRIETEE T . VMware Cloud
Director &v k7 — V&G #13#E T 57-5(2. VMware Cloud Director AP| #{#A L TEHT A M &E{To> T
57T DO IFEETERVAEKRR FDESTY X MEERLEY. VMware Cloud Director @4 > X k—Jb
FrET7y T —RD%. T+ M VMware Cloud Director A7 2w R &HE T 5R1IC. #ERY A &
BRLEYT., TRAMEGRIES Y XA MOBRESRBL T ZS,

AR SR

m H—NITI—TDy—45v kb H—/\p2 E VMware Cloud Director D/N— ROz 7EXVOV T NI TE
HEFHELTWS I LEERLET,

B BN =TDI—=45y b B—=NDEL RRA 2V MIxT S SSLAPBEEER LI EEERLET,
SSLEAIABEANDNRREDINRTDT 4 LI MU A—Y-—DoRLMYAIETHILEDHYES. —N
TIV—TDINTDA/N—IZ, /tmp/certificates.ks HEDRLF—RA T NREFERTHI LT,
AR N=)L 7O ZADBEHRILEINET, Linux D VMware Cloud Director (2 SSL sIBAZ# 1T %
HICESRBL TS ZSI,

m  VMware Cloud Director 4 —/\ )L —TDIRTDY =45y b =N\ 57 I Xage/x NFS £/=(3%
DIDHEBER =2 RY 2 —AZEFELTNSEZ EEZHERLET., Linux T® VMware Cloud Director
DEEY—/N A ML= DEFESBL TS,

B JI—TADTRTOY—/N\M5 7 Ut RAJEE%A VMware Cloud Director 7 — X—RXREER L= L&

FALET, [Linux TD VMware Cloud Director @448 PostgreSQL 7—# X—XD#ER] Z#2BL T
KFEEN, T—IR—R Y —NEBRENTHET —IN—RX B —EXADFHBET I EEERILET,

B TRTD VMware Cloud Director H—/\, 7= X=X H—/\ #XTD vCenter Server > R7 A, B
FUBBET S NSX Manager 4 > R4 > ZAH, VMware Cloud Director v bJ — R EH THEBAS
NTWBEDICIRBADERANREHRTEHLEEERLET,

B $ARTD VMware Cloud Director H—/N—&F7 =4 X=X H—/N—73, VMware Cloud Director ®x v
FD—OBREHICHIHFBREDOHREANTRY NT—0 A4 L H—N—CLRBALTNEILEERALET,

m I1—Y—F/~3I)IN—T% LDAP Y —ERNSA VIR—NFBFENHDIHBE. —EXDNE VMware
Cloud Director Y4 —N—([CT7 VR TEB I LEHERLET,

B XY= F2UTADEHITRENTWNBEDIC. 7747 0+—)L R—rZ2REET. VMware
Cloud Director > X5 A& vCenter Server > RT7FADETHR— b 443 DBV TWBHLENH U ET,

FlE

1 =N T —TD%ED* > /N\—~D VMware Cloud Director 4 > X ~k—JL
RIBZEFL CIRFEZERLES, REIOY—5 v bD Linux 3 —/NT VMware Cloud Director 1 >
X b—5%2F£1T7L T VMware Cloud Director H—/\ Z)L— 7 DEREBIET A ENTEET,

2 Linux t® VMware Cloud Director @7 SSL SFEAZD/ER & &1

VMware Cloud Director Tld, 547 &Y —N\ETHRLBBEZEZTOEZOHICSSLEZ2FERALET. &
VMware Cloud Director —/\[E, HTTPS AL a> vV —JL 7OF L BERD 2 DORE/MS SSL T kKRR
AV REYR—MLTWDIHELHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

3 Ry MIT—BIUTF—IR—RIEHDER
=N FIV—TDBHID * > /X—[Z VMware Cloud Director 24 > X h—JL LS., ZDOEILOZY kD
— VR ET IR —REGEER T 2EBRR V) T NERTTILENHYET, ROUTMEL =N
W—=TITBMDA N2 EBRTDEEFERTIVLENHIICET 7 AN EERLET.

4 Y=\ TI—TDEEED A /IN—~D VMware Cloud Director ®A > A k=)L

VMware Cloud Director +—/N\— L= (ZIZW\WDTHY—N—%2BIMNTEET, T—NTIL—TDFTAN
TOY—NGF, AT —IXR—REHFGOFMEFERAL TERTIVENHD/=D. TJIL—TORHFD A /IN—
ERBRLUIEEEIERLERE 7 7AIVEFERT HSHLENHY ET,

RORTY T

Y—NIN—=TDTF—IR=RERATLAERBEDT U v N EBEEBFRTMEET 223, BILEEY—ILD
system-setup I~ RZEZFEALEY, [ VMware Cloud Director 4 > A b —JLIBIEDH#ER | 28BL L&
(A

H—/\ F)V—TDEED A > /N\—~AD VMware Cloud Director A > X ~
—Jb

BIEA%EL TRHERGZER LS. &YIDOY —45 v hD Linux 3 —/NT VMware Cloud Director 4 > X k—
S5 %%217L T VMware Cloud Director 4 —/\ Z)L— 7O EBIBET 5 &N TEET,

VMware Cloud Director for Linux (&, vmware-vcloud-director-distribution-v &EWVSHEEKXDEH]
DT IRINB B ENTERITAREIPMIVELTERFAENET, v. v-nnnnnn.bin, SZT w.vid BERN—=—I 32,
nnnnnn (FEJL REBEXRLET. HIZIE vmware-vcloud-director-
distribution-8.10.0-3698331.bin WD T 7 A RICBYEYT., CORTAERT 7 M NERTT D L.
VMware Cloud Director 734 Y R b —J)VERET v TV —RENFET,

VMware Cloud Director 1 YA~ —=5Tld, =45 vk B—N=WBT5y b7+ —LADTNTORHIREHEH=
LTWAZ &M L. VMware Cloud Director V7 bz 7545~y b U—N—CA 2V AM=ILLET,
AR

B YTy b Y —NOR—N—A—HF—DREIERNH D EEHERALET,

B AVRN=FICAVAM=II T7ANDTPHINERERIASEDHEE. -7 v b —/\IZ VMware /X7
Jyo =0 0—-RL, A VA= LET, A VA= 77 A4NDTIPHINERET TITHRIEL T
WBIBE, A1 AN=IHICENEBURIETILEEFIHY EHA, VMware KT v o F—DF o O0—R
EAVAR=IESBLTZEE,

FlE

1 44—y bv—NCroottlLTOs/A4LET,

2 AR T7ANES—Ty M Y—N—=(CF I O0-RLET,

AFATTIYTZROITEBALESEE. =0y b Y—N\DPST7 O RATRERBRIICA VA N=IL 774
IEIE—-LET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

3 U O—RR=VIHBBINTWDEZHDES T O-—ROF v IS ADN—HT B LR LET.

MD5 & SHAT Fx v VY ADEN,. FoAO— K R=J([CERBINET, BV —ILEERLT Fo0
—RENFEA VA= T7ANDF Ty IV ANT O O—R R=2DHbDE—HTHIEEEILET,
ROFEKD Linux O~ > RiZ installation-file DF v oY AERRLET,

[root@celll /tmp]# mdS5sum installation-file
ARREAVARN=IN TZ7ANDF v IHLEZRLET, NI FU90—-RX=DODMDS Fvo
YLAE—HTHIVLENRHYET,
4 AVRb=IL T7AIVDPERITAIETHDHZ EEHERLET,

AVAN=IL 77A4IVICIE RITHERDPVLETY, ZOEREERICA VA=)V 77 A4I)VICERET SICE. O
V= b, FEEFY—ZFI OO0 RUERE, RO Linux O > REERTLET ., /installation-file
(Z. VMware Cloud Director 1 > A =)L Z7 A4 IADT )L IXREZTT,

[root@celll /tmpl# chmod u+x installation-file

5 AR T7AMIERTLET,
AVAL=IL 774N ERTTBHICE. TV NXREZEANLET, RICHZRLET,

[root@celll /tmpl# ./installation-file

T7A4IICIE AR M=V RO U T ~EHBIAHD RPM Ry r—IBEENnET,

O NRRBIEBORAENAR—AXZEZEZESLTALVINIDSA VA=V 77 AN ERTTHILIITE
F=H Ao

=5y k=N VMware XTU v o F—&A VA M=)LLEDDIZHE. A VA M= IERDOEXDE
HeHALET.

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

AVAN=ZRBERDT O aERTLUET.

a RAMPINRTOEHERLT ZLEWERT D,

b AYAL=I 77A4INDTPHINERLERTT 5.

C vcloud A—HY—& I —TE2ERKT 5.

d VMware Cloud Director RPM Xy 4o — 2 ERET 5.
e VYIbUITEAVAL=INT S,

AVAR=IDBRTTDE AAM=FICLYU, BRRAVUTRERTLTRY FT—0ERET—FN—2R
BEREBRT DL OKDDIA Y - DBRRENET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

6 BRRIVVITNERTTINEOINEBERLET,
a AVISUT4T E—RTEBBRRVUTNERTTBICE. y EASAILTEnter 2L ET,

b #TAY950T747 E—RELBBAE-RTERRIUTMERTTSICE n EAALTEnter &
BLET,

Linux _£® VMware Cloud Director [@l7® SSL sFBBED/ER & EIE

VMware Cloud Director Tld, 2547 &Y —N\ETERLBBEEZTOZOHICSSLEZFERALET. &
VMware Cloud Director +—/\(&, HTTPS B&arV—JL 7OFT@BERD 2 DDEMED SSL T RRA >
FEHR-—MNLTWBHENHYET,

INSDI Y RKRAVMNIFIEREDIPT7RLVRZEUHTEY, RCIP7RVRT2 DDELESR—FEEIY Y
TREUTHIEDHAETYT., BT RRA Y MIIZHMBEODO SSLEAENKLETY., ML RA— RIBEZFERT
BxE MADI Y RARA Y MNIREUMBEEAFERATEET,

Linux £® VMware Cloud Director IZ SSL SFEAZEZERLT 3 81IC

VMware Cloud Director for Linux 4 > XA ;=)L T2 EEIT. Y—=N TI—TDAN=T4E(C 2 DOFEAE
EERLUTCRAMDF—ARTICAVR— T DHENHYET,

Fr =N TI—T A N—OEBE(E, Linux IZ VMware Cloud Director 4 > X h—JLL TH SERT
BZHENHYET. VMware Cloud Director 7 754 7V RICL 2T RYIDEREIRFICHDER SSL SIFAZHME
mRENET,
Fl&
1  VMware Cloud Director —/N[Croot &LTRAYA >V LET,
2 Y—NDOIP7RVLARE—ERRLET,

ZOY—NDIPT7 RLRERETBICIFE. ifconfigDLdDAaav >y REFERLET,

3 IP7RVARZIEICRDARYRERTLT, IP7 RLRADIREEDTREN B A A % (FQDN) ZEEL
£,

nslookup ip-address

4 FBIPT7RLREENICEEMTONZZ FQDN ZAELTHEEET. MADT—EXTE—DIP 7 L X%
FRALTWVIWMESE. HTTPSH—EXD IP 7 RLR&E, aAXV—I)L 7OFL H—EXD IP 7 RLXZER
ELET.

SIEREDEREEICIE FODN %2, Ry M7 — 0B X NTF—IRX—REHOBRECIZ IP 7 RLAEIEET S48
ENHUET, IP7RVRICTIVECRTESZ0DMOD FQDN ZAELTHEE T, FBAZE(C Subject
Alternative Names (SAN) 250 2155 ICISIBET H2VENH H7=0HTT,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

RORATY T

2EDIYRRA Y MRICABEEEKRLET., FHETESIE (CA) TEEASIN/HEND., BECERIAPEEL

FATEET,

F: CAZAMEAHER. REVUANIOEEERBELET.

s CA E&ftE SSLIBAZEDEREA Rh— MDOFMRICD N TIE, Linux L T?D VMware Cloud Director A
D CA EBZfTE SSLEBEEF—ANTDERESBL TS EE,

m BCE4 SSLABEEDOERICD T Linux £ T?H VMware Cloud Director BDO B Z4 = SSL ZFA
ZDERESBLTIZE,

B HMBEDTSANR—F F—BLUN CAZBRGMNEAPET 7ML DA > R—FDOFMAICDNTIL Linux ETD
VMware Cloud Director BICA YiR—hrEN=TSA4ARX—~ F—%&FRL. CAELZfTE SSLIABEEF
— AT DEBRESBL TSI,

Linux £t T?» VMware Cloud Director RO B E4+& SSL SEFAZDER

BCELMEABPEL. EEADBEIN I /NS NIBET VMware Cloud Director @ SSL ##/3 2 D (&7
LAHETT,

% VMware Cloud Director #—/NIC(&, JCEKS #—ZA 7 774 )VIC2 DD SSLIARAENLETY ., 12(&
HTTPS b —EXA. 5 12Fa>v—JL 7B+ ¥—ERXBTT,

cell-management-tool ZFRAL T, BEERAMED SSLIAAEEZERLET, 1 VA=)l 77 4ILERTTL
THORELI—2 T MERTTHETOMEIC, cell-management-tool I—F 4 UTF 4 BEIVICA VA =L E
NET, Y=\ T —TDEED A 2 /N\—~D VMware Cloud Director D4 > XA r—J)LESBL TS ZE),

BFE: InonfiTIE2048 Ey bDF— B A XEIEELE TN, B+ — B4 XEBIRTBHIICA R M—
DT F A EHEZTRTIHENH Y ET, NIST Special Publication 800-131A IZELY, 1024 Ev kk
BWOF— YA XFPR—bENAE<BUELE,

Fl&

1  VMware Cloud Director —/X® OS [Croot ELTEEAVA T 5M SSH V547 bEFERL TE
BUET,

2 avYBRERTLT HTITPS H—EXAELOYV—IL 7B+ H—ERAONTU v IBLOT 54 X— K
F-RT7EERLET.

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
certificates.ks -w passwd
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

ZDARVRERTTHE. INRAT— R passwd DF—XA ST certificates.ks I[TERRENB M. B
HENFET, cell-management-tool [d. AR ROT 74V MEZEFER LU CAAEZE2ERLET, BED

DNS #a(CIG U T, EITED CN [FE Y —EXD IP 7 R X% /L FODN [CERESINFET. FAFEF—
RICT74#)bD 2048 Ev baFEAL. ERER 1 FTHRUINICZY ET.

EE: F—RAFT7 I77M4IVBLPF—RNT 774U DBBIHENTWNS T4 LI MUE I—H—
vcloud.vcloud M 55ARBY ATEETH BV ENH Y E£F. VMware Cloud Director 41 > XA b—=Z 2k U, Z
DAY —=LTII =TSN T,

RORTFY T

F—RANTDONRRZGEAELTHEET., BHRRAY U T ~ERTLT VMware Cloud Director /LD xRy k7
— D ET—HIR-—REHREERTEEEIC. F—RANTONRREDVETYT, Xy M T—0BXLU0TFT—X—RE
DERESRBL TS,

Linux £ T» VMware Cloud Director D CA E4&ft& SSLEIBAZEF—X M7 DERR

CA ZXRMEAPELERB LA Y R—bT DL SSLBEOEEVANIDBEKRICEY, FZVRAYTSXE
SUFvADERERET D LEMNTEEXT,

% VMware Cloud Director #—/N([Z(E, 2547 FEY—NRBIOBREERET 7202 2 DD SSL SIAED
WETT, & VMware Cloud Director —/N\[Z. HTTPS BLa> vV —I)L 7O+ @ERD 2 DOEM 5 SSL
IVRRAVNEYR-MLTWBHENHYET,

2DODIYRRAVRIRELGD IPT7RLVRZBNVETZY, AU IPTRVRAT2 DDRGEDZR—MZEIVHT
TTUTDZEBARETT ., BTV RRA YV MIIEMBED SSLABAENLETYT., TAIILRA— RRAEZFERTS
mE MADIYRRA Y MIRUCAREEZERTEEY,

WITNDIY RRA > hOFEBRECH. X.500 #BIEE X.509 472 0 bDORBIRBENSENTWSHLED
HUET,
EHTE G (CA) TERIN/AIAZED. HCERAAZTEEATELT,

cell-management-tool ZFEMAL T, BEERAMTED SSLERAZZERLET, 1 VA=)l 774 ERTTL
ThOoREL—2 1z hEaRTIHETOMIC, cell-management-tool A—T 4 UT A DBEIVICA VA =)L E
NET, =N\ T —TDEED A > /X—~D VMware Cloud Director 4 > A ~—JLEBBL TS,

MEDTZARN=—F F— T774)L& CABEMEABAET 7 MV TICHEET 2BE(L. Linux ETOD
VMware Cloud Director BICA ViR—rENETSARX—~ F—%2FRLE. CAERZFE SSLIAHEF—X
7 OERRICEEE SN TWSFIEERITLET,

BFE: InNonfITIZ2048 Ey bDF— B A XEIBELE TN, BYEF— B4 XEBIRTBHIICA R M—
DT+ F A EHEZTRTIHENH Y ET, NIST Special Publication 800-131A IZLY, 1024 Ev bk
WOF— YA X FYR— SN BRUELE,

AR H

B keytool AV REFEALUTIBAEEZ A VR—FTEBLDIC, JavanN—23 > 8LUBDS V44 ABEBED
HBHAVE2—FICT IV ERTESHZEEZHERLUET. VMware Cloud Director 4 > X b—>TlZ
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

keytool MOE—7S /opt/vmware/vcloud-director/jre/bin/keytool [CEMPNETH. ZDF
lE(F Java > & A AREDA VA S—ILENTWWNIEEDTAYE2—F THRITTEET., keytool THe
DY —ADSEREN=EEAZE %A VMware Cloud Director [ZERT 52 &ETEEHA, DAV RS
A4 > OBITIE, keytool MA—F—D/NARNICHDZ EERHEELTNVET,

B keytool AV RICDWTEBRLTEEET.

B generate-certs AN Y RTERAIEEARA T a v OFMICDWTIE, HTTPS 8L arv—J)L 7O+
IVRRAVEDBEECEBRIAPEDERESHL T ZE,

B certificates AN RTEAMTRERA T 3 OFMICDNTE. HTTPS 8LUvarv—)L 7O+ T
RARA > NOFIBAEZEDEZHA ZSBL T ZE N,

FIE

1 VMware Cloud Director —/X #J)LD OS [Croot ELTEEAS AT 5. SSHOIZA4 7 haER
LTEBRLUEY.

2 aOvYREERFILT HTITPSHY—EXRBELaYY—IL 7EFS H—ERADODNTY v /BLUVTSAR—
F— RT7EFEHRLET.

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o

certificates.ks -w keystore password

ARV RERTTSHE. F—RANTHHEED/NRAT— KT certificates.ks [CERENZ ). B
NET, FAFEFEITROT 7+ MEEFERL TERINET, RIEDO DNS #BRICHELC T, ET7ED CN
FEHY—EXD IP 7 RLREIL FAODN [CERESNET . dAZSEF—RICT 745D 2048 £ b &
FRAL. fERRE 1 ETERUNICEYET,

EE: F—AMT7 774NV BLPF—RNT 774N BBHENTWNE T Lo MUE I—H—
vcloud.vcloud MS5EEAYAJGETH A MENH U £9., VMware Cloud Director 41 VA b= (C&kU. =
DIA—HY—E TN —ThERENE T,

3 HTTPSHY—EXR&EaAVY—IL 7AOFL Y—ERDIFRAEER) VT A M EERLET.

EEZ: HTTPSHY—ERELAYVY—IL TOFL H—ERICELD IP7 RLVRZFERLTVWSHBEE, RDD
YYRTRRAMRE IP 7 RLUREABLET,

a http.csr 77 AIVAICRAEBELY VTR MEERLET,
keytool -keystore certificates.ks -storetype PKCS12 -storepass keystore password

-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b consoleproxy.csr 77 A I)IVAICFIAEZERZY VT A MEERLET.

keytool -keystore certificates.ks -storetype PKCS12 -storepass keystore password
-certreq -alias consoleproxy -file consoleproxy.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

4 GFIAEERVIIRMERAR/ICEELET.

SIPAERITHEICL Y., Web U—N— A4 TEEBETHLOROS5NB5E(F. Jakarta Tomceat R L
3

CA ZAMEMRELTELET.
5 ZEZfT=FEEAE PKCSI2 F—R T4V R—FLET,
a root.cer 77 A5 certificates.ks F—RNT7 77 AIIIERIBDI— MEIBAEE A R—

FLET,

keytool -import -storetype PKCS12 -storepass keystore password -keystore

certificates.ks -alias root -file root certificate file

b FREEAZEEZELSEEIE. ZOIAES intermediate.cer 77 M)V 5S certificates. ks
F—RANT T7AIICAR—FLET,

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias intermediate -file intermediate certificate file

¢ HTTPS Y —ERFBPEEA VY R—bLET,

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias http -file http certificate file

d aryv—Jl 7AF> H—ERDiBEEEAN R—FLET,

keytool -import -storetype PKCS12 -storepass keystore password -keystore
certificates.ks -alias consoleproxy -file console proxy certificate file

IN5OOX Y R, certificates.ks 774N EHLLEB LA CAERZFEN—- 3V DFHAETLE
ZELEY,

6 FIBAZEN PKCSI2 F—R KT ICAVR=FEINTNBEIDEDMDEERT AICE. ROAX Y RERFTLTF—
A7 774NV DOARE—BRRLET,

keytool -storetype PKCS12 -storepass keystore password -keystore certificates.ks -list

7 H—NTIN—TADTRTD VMware Cloud Director Y —/NTZOFIEEEVIRLET,
ROATY T

s VMware Cloud Director 4 > R4 v X & £/ L TWERWEEE configure AU 7 h&ERITUTALE
BAZE+—X k7% VMware Cloud Director [24 VR—bLET, Fv M T —0B8XNTF—IXN—REHD
BRESBLTIEX,

E: certificates.ks ¥F—RAM7 77 EERLZAEa—F BTLEMHRAA VR EZTNICEE
fFIFIoNZIP 7 RUVADU R MEER LY —N=CIZRAEZGE. CITF—RN7 774N EZDHY—N
—[CaAE—LET. BRRIVVTNERTTEHEEIT. F—RNTONREBLEICHRVUET,
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m  VMware Cloud Director 1 > R4 > R&FTTICA VA M=)ILLTER LTS8, BILEEY—ILD
certificates AXY Y REFERL T, SPEF—ASTEAR—FLET, HTTPS BLULarv—IL 7
A+ IVRKRAVMDIBEDEZRIEZSRBL TS ZIN,

Linux £ T®» VMware Cloud Director RICA Y R—bENE=TSAR—F F—2FEAHL
7=. CA EZRAfFZ SSLIREF—X M7 DER

MEDTSAR—K F—BXLV CAEBAMHEABET 7 M ILDBHDHEIL. F—X ~T % VMware Cloud
Director BBIZ(CA 7 R— FF RIS, HTTPS b —EX&Ea V=)L 7O+ H—EXOMADIFAZE L T4 N
— N F—FA R TBF—RANT 774N EERTHHRENHY ET,

EIEE go

m  Linux t£® VMware Cloud Director IZ SSL SFFAZA{ERL T DRIICESBL TS,

m keytool AX YV REFEALUTCHBREEZAVR—FTEBLDIC. JavaN—23 > BLEDS V& A4 ARIED
HBHAYE21—FICTIVEATED I LEMRLET. VMware Cloud Director 4 > X =3T3
keytool ®AE—H /opt/vmware/vcloud-director/jre/bin/keytool [CEMNETH. ZDF
lE(F Java > & A AREDA VA M—ILENTWWNIEEDOAYE2—F THRITTEET., keytool ThH
DYV —AMSER I N/ZFEEE%E VMware Cloud Director [CfERT 22 &ETEEHA, TDAT VRS
A4 DHITIE, keytool MA—HF—DNRARNICHDZEERHRELTWVET,

B keytool AV RICDVWTEBRLTEEET,

m OpenSSLz4#o>O—RLT. ARA—I)LLET,

m  certificates ANV RTHEAABELAT TS 3> OFEMICDONTE, HTTPS LU0V —JL 7A*> T~
RARA Y MOAZEDEESRAZSHLTIZELN,

FIE

1 HREERAENSHDBEEE. IV FERTLTUV— b CA BRAAZT LHEEIAZSEZHES L. dIAEF - %
ERLET,

cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt

2 OpenSSL#FEALT. HTTPS H—EXEarVY—)L 7OFL H—ERDEADEDIZ. TSAX—K *
— SBAEF -2, FNENDOIA VT RE2HDHE PKCS12 +—R b7 774 EERL, EF—X T
T7AINDINRT—RERELET.

a HTTPSHY—ERAODF—X b7 774 EERLET,

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
-passout pass:keystore password -out http.pl2 -chain

b avv—I)l 7OF > b—EXRADF—RET7 T7 A4V EEBRLET,

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pl2 -chain
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3 keytool ZFALT. PKCS12 +—X 7% certificate.ks F—AITICA VR—FLET,

a aAvYbREXRTLT HTTPS Y —EXH®D PKCS12 #—X hT7 &4 R—bLET,

keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks
—-deststoretype PKCS12 -srckeystore http.pl2 -srcstoretype PKCS1l2 -srcstorepass
keystore password

b % RERFTLT a>V—IL 7O+ H—EXAD PKCS12 +—XA T EA 2V R—MLET,

keytool -importkeystore -deststorepass keystore password -destkeystore certificates.ks
-deststoretype PKCS12 -srckeystore consoleproxy.pl2 -srcstoretype PKCS12 -srcstorepass

keystore password

4 EAEDF—ARTICAVR—PENTOZDEDDEER T HICIE RDAR Y FERFTLTF AT 77
AINDORBE—EBRRLET,

keytool -storetype PKCS12 -storepass keystore password -keystore certificates.ks -list

5 FAREBIEADTNTO VMware Cloud Director ©ILICH L TZOFIEZ#EVIRLET,
RORTY T

m  VMware Cloud Director f > R4 > R&EE 2L TWEWEEIL, configure X&) 7 MER{TU TR
£+ —X 7% VMware Cloud Director (LA VR—FLET., v b T—0BLUVT—IX—IEHDE
RESRBLTSZES,

FE: certificates.ks ¥F—RAM7 77N EEKRLZAEa—F. BLEM AL BREZTNICEE
fFFon=IP7RUVADU R MEER LY —NEFZREDZBEIE. F—RNT 774V EZDOH—NIZOE
—LEY, BRRIUTRERTTBHEEIC, F—RARTONREBVEICHRVET,

m  VMware Cloud Director 1 > R > R&FTICA VA M=ILLTHEBRLTWSBEIE. CILEEY—ILD
certificates AY Y RZEFERL T, SAEF—ANTEAR—FLET, HTTPS BLUrarV—IL 7
O+ TV RKRAVMDIBAEDEZRZEZSBL TS A,

Y hI—0BLVT—FN—RIEGDHEK

=N T —TDBEHD * > /X—IZ VMware Cloud Director 24 > X b—I)L LS, 2ORIDOR Y N — U
BT —IN—REHRERT 2ERAI ) TNEeRTTIVENHYET., RZUT ML =N FIL—TIT5EM
DAVN—ZEBRTHEE(FERTHIVLEDNHIICE T 7AINEERLET,

VMware Cloud Director —/N Z)L—T DI R TDA U N—[F, T—IXR—REHB LV ZOMOEBROFME
#EBELET. VMware Cloud Director 4 —/\ )N —TDHRIND AV N—THERAI U T NEeRTTEE. RO
ThE LUBOY—NA VRNV TERT 2T —IN—RIEHERERISTINE T 7M1 IIVEERLET,

BRROVT NI 42950747 E—RELRBBAE-RTROTEET., 1209507 1 TIFBROEE(R.
AT ariELTAR Y RERTL. ROV TPV ELGREBTRERDD IOV T hERRLET, BABRDES
Ald. AR F T3 EFERALTREFRERELET,
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HTTPS H—EX&LarV—)L 7O+L H—EXICTWHT S 2 DOMEBIDOR— bERAZ1DD IP 7 KL RE[EH
THIEEEF. BAE— R TEBRRAIV T NERTIHLENHYET,

O BLEBRY LI BICRELERY M0 BLV0TF—IR—REGOHMOER(CFERATEZSY 70
RURDBEENTNET, NS5O 7T REFERLTERITLAZRIL. JO-"NIUEBRI77AINVERET 74
WICEZRAENE S, BILERY—IOERICDOVTIE SE RIVEEBY—IL U7 L2 R] 28RLTES
(A

AR RN

B AVISOTATHRBRDOBEX. A 95074 7REREICETIV 77X #HRLET,

n BABROEBSE. BABROU 77 L REERELET,

n BABROBEF. vecLoud HOME BRIBZEHDEN VMware Cloud Director A Y A ~—JLETF Lo R
D7 NRAZICHEEENTNSZ EEZERL TS ZEN, ZDEIFES. /opt/vmware/vcloud-
director T,

Fl&

1 VMware Cloud Director —/N[Croot &ELTAZ A LET,

2 configure ANV RERTLET,

n (V50747 E-ROBEE AXRERTL. TAVTMIHUTRERBEREANLET.

/opt/vmware/vcloud-director/bin/configure

n BAE—ROBZER. BUEF T3 E5HERELTIY Y RERTLET.

/opt/vmware/vcloud-director/bin/configure options -unattended

AUV T MIBRERIEL. RICUTERTLET,
a TIN—REYEMEL, Y—NET—FIX—R([CEHELET,

b VMware Cloud Director #—E X354 L 7=#%(Z [VMware Cloud Director Dty 7 v 71 O« ¥
— RICEHETEZ URL ZRRLET,

¢ VMware Cloud Director L #8175 L DERLET,

3 (+7+3>) [VMware Cloud Director Dty b7 v 71 o4 F—RDOD URLZEZAEL., y#AHLT
VMware Cloud Director ¥ —EX##2&L £

service vmware-vcd start AV RERTL T, BT —EXRZEEFTHEHTEET,

HR

BRPICIEE LIZT —IN—XEHBEREZTOMOBFARTGELRERIE. ZOY—/D /opt/vmware/vcloud-
director/etc/responses.properties [CHBIRET 7 AIVICRFEEINET, ZOT77A0)LICEFE H—N
IIN—=TICH—NEEBINTELEICBEFERTIVLENHHEBERPEENTNET,
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RORFY T

REZ77AIINDAE—42REBBHRICRELE DT, 77M4IIANDT7 IV REFIBRL. BWTREMIGFIICNY IT v T
EERLET, 774NV DNy T v T, RNEARY D=0 TEXEFELRNTZEN,

Y—NEH—N I —TILEMT B56(F. HEGEIX ML —Y% /opt/vmware/vcloud-director/

data/transfer CXTU U FLET,

A5 0T 4 TRREICETBVI7 LA

A28 Z0T7 47 E=—RTconfigure AU T ERTTHE. LUTDEREANTHLDICAIU T hh Sk

HOENET,

TI7 AN MEEZIFTANDBEE. Enter F—Z2#HLET.

RAL XY MTI—OBLKOT—IR—RDA 95 0T 4 TIERETULELIER

WEIEE

HTTPS 4 —EXD IP 7 FLR

arV—=I)l 7AFT Y—ERD IP 7 kLR

Java #F—RX 7 774D 7L /XK

F—RETDNRT— R

HTTPS SSLEERAED TS A N—k F—D/XRT— |

aArV—J)L 7O+ SSLABED IS4 X— bk F—D/RT— R

Syslog KRR bAD U E— FEEQ JRRHFOEML

UE—-MEEOJREHEFEZAMC LGS, Syslog KRR D UDP R—

T—INR=—RAY—NDOKRALZELIFIPT7RLZR

F—yR—R K-

T—IN—2%
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Bl
T7HIVNE RMOERATRER IP 7 RLXTY,

T7 AN BYUIOEMATFEER IP 7 RLATY,

F: HTTPS 4#—EXR&EarV—)b 7O+ $—ERICH
%2 DD@ERDR—bERRLT1IDDIP 7 RLUREER
554813 BAE—RTEBRAR YU T ERTTDLED
HUET,

5l : /opt/keystore/certificates.ks .

Linux £® VMware Cloud Director [Z SSL itFAE%
BT AEICESIBL T /ES ),

Linux £® VMware Cloud Director [Z SSL itAZE%
BT AEICESIBL T /ZS ),

Linux £® VMware Cloud Director (Z SSL s[BAZE %
BT AEICESIBL T /ZS ),

% VMware Cloud Director /LD Y —E X (%, BE 4

v+t —% VMware Cloud Director 7—4~X—X(ZO

JELTREL, AvE—2F 90 BEREFEINET. BEE

AtV ORFHBERS TBICE. BEEAvE—V%E

VMware Cloud Director 77— X=X 727 T<

syslog A—F 4 UTF 4 (2EETSHLDIC VMware

Cloud Director ¥ —EX &KL £ 7.

B XFyTTHIEAIF. Enter +—EWLET,

B AT B8543 Syslog "R FDEETEAZIL IP 7 R
LREADLET,

T7#INHE 514 T,

T—IR—RERITLTNET—/N,

T7#I)VF 5432 TY,

77 # )b & veloud TY,
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RALFXYMT—OBLVT—IRN-RADA 28507 4 THERETLERER )
LB Bie

F—HIN—R A-—H—% [Linux T® VMware Cloud Director M85
PostgreSQL 7= X—XD#Emk] 2SBL T ZELN,

F—=FR=RD/NRAT— R [Linux T® VMware Cloud Director M8
PostgreSQL 7= X—XD#Emk] 2SBL T ZELN,

VMware hR¥ < THOARY I R{ETOS S A (CEIP) I28MT 5. £/21d  ZOHERKIE. VMware hR¥X— TIARYIVRA LT

SmLizi 04> A ([CEIP)) IZ&mMLTWET, CEIP i@ L Ti&E
ENBT—FICDONVTOFME, VMware B DIEHRZEE
AT %BmIE. Trust & Assurance Center (http://
www.vmware.com/trustvmware/ceip.html) T8
SINTVET., BIEBY—ILEFERLT. ZOHZD
VMware CEIP ANDSINE /= (38 EZ N\ D THRITTEE
T, 5SERIEBY-I UI77 L RESBLTIES,
TOUS AT 258(F y EANLET,
VMware @ CEIP 704 Z AICSMULAWNMEEIE n &EA
hLET.

BABROYZ7 7L R

B|MAE—RTconfigure RZ U T hERTTRHEEF. IR SAUTREBREA T a>BLUEIHEL
THEELEY,

RA4-2.BRA—FT A VT4DATL 32 ER8

FFary ClE - B
--help(-h) A Bt 73y EBIREDY Y ERR
LET.
--config-file (-c) global.properties BRI1—T 4 UT 4 E2RTTDEICIETE
T7AIADINR L7=1ERM. ST 74 IVICRESNE

. DA T avEEBTEHE T4
Vb DFFRIE /opt/vmware/
vcloud-director/etc/

global.properties IC/EUET.

--console-proxy-ip (-cons) IPv4 7 RLR, #7235 PARAT AR DT RLR%E VMware
v TR—MEBZEM(FSZ Cloud Director 2>V —JL 7B+
EWTEET. P—ERELTERALET, £EAIE

10.17.7118.159 £ L% 7.

--console-proxy-port-https 0~65535 DK VMware Cloud Director 23>V —)b
JOFL Y—EXMERTER—ME
o
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RA-2.BRA-TAUT1DATL a2 &35 &)

FFoary

--database-ssl

--database-host(-dbhost)

--database-name (-dbname)

--database-password (-dbpassword)

--database-port (-dbport)

--database-type (-dbtype)

--database-user (-dbuser)

--enable-ceip

--uuid (-g)
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true /23 false

VMware Cloud
Director 7 —# X—2X 7k
AbDIP 7 RLRELE
TEEMHRALVE

T—INR—RY—ERE

F=HIR—=R A=Y=/
RAT7—=F, null ICFBHZ &
MWTEET,

TFT—HFNR—R KX~ LTE
FEBF—HR—R H—E
RICE> THERENSHK—
FES

T—IR=R AT, BKR
—hEInTNB541 7%
postgres TT,

F—yR—R 1—F-D1
—¥—%

true £7/2(4 false

Bied

N ICER SN SSL EEN
VMware Cloud Director »5 &R &
Nn3L>IC, PostgreSQL 7 —4 X=X
EHRETEET,

PostgreSQL ¥ —4X—XTHEE%
ABAEE/ZLT 54 RN— MEIBAEEER
TBBAEE. [948F PostgreSQL ¥—%
N—RATOEMZREDRITIESHBL T
a0,

[Linux T» VMware Cloud
Director M4\&8 PostgreSQL 7—%
N—Z2DER] Z25BLTEE,

[Linux T® VMware Cloud
Director ®#4&8 PostgreSQL 7—#%
N—Z2DER] Z25BL TS,

[Linux T® VMware Cloud
Director ®#4&8 PostgreSQL 7—#%
N—2ZADER] 25BLTLE,

fLinux T® VMware Cloud
Director ®#4&8 PostgreSQL 7—#%
N—2RDER] 25BLTLEE,

FT7oarv, T—IR=RILTIET7
# ) T postgres [T/RUET,
fLinux T® VMware Cloud
Director m4\28 PostgreSQL 7—%
N—ADER] 25BLTILEL,

[Linux T» VMware Cloud
Director M4k PostgreSQL 7—%
N—2RADER] 25BLTILE,

ZOHEF. VMware hR¥<v— IV
ARY I REEZOSS A (ICEIPD)
[ZsmLcunEd, CEIP i@ TRE
ENBT—FICDNTOFHE.
VMware 7 DIERZER T 2 B,
Trust & Assurance Center (http://
www.vmware.com/trustvmware/
ceip.html) TEHBAINTWET., L
FEY—IILEFERALT. ZORZD
VMware CEIP NDOSINE 7= (8RR &
WDTHRTTEEY, 58 ILERY
=N UT77LYRESBLTILEE,

FRO—BOENHFHBFEERLET
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RA-2.BRA-TAUT1DATL a2 &35 &)

FFoary

--primary-ip (-ip)

--primary-port-http

--primary-port-https

--keystore (-k)

--syslog-host (-loghost)

--syslog-port (-logport)

--response-file (-r)

--unattended-installation (-unattended)

--keystore-password (-w)
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IPv4 7 RLR, #7213
YTR—MEFEMITEH
EWTEET,

0~65535 DEH

0~65535 DEH

SSLAEAEE TS A N —
b F-niEMEN B Java
F—RRTAD/ISR

syslog Hr—/N /KRR ~D
IP7 RURFEEIFITLE
B R AL B

0~65535 DE#

BETZ 7 A IANDINR

L

SSLEEREF—RX T D
AVIVESN

Bied

AT AR ZDT B RE VMware
Cloud Director Web 4 >4 —7 A
AY—ERIERALET. £EAE
10.17.7118.159 £ L 9.

VMware Cloud Director Web 1 »
HY—T 1 AR Y—EXAD HTTP (z+
AT A RELU)ERICERT 2 R— b
&S

VMware Cloud Director Web -« >
=71 AR P—EXAD HTTPS (&
FaUTREDHV)ERICERT HR—
~ES

T NRRBERET DHEDHYET,
5l : /opt/keystore/

certificates.ks .

% VMware Cloud Director &/LAD
Y—EXRE EEAvE—2% VMware
Cloud Director 7—# X=X ([CHO & &
LCiERL. Ay t—213 90 BRERE
EINET, BEEA Y EE—PORELHEE
R<TBICE BEEAVE—VE
VMware Cloud Director ¥ —4 ~X—
REFTHL syslog A—FT4 VT«
29 5L 52 VMware Cloud
Director ¥ —EXE#R L £7.

JBELZY—N%& syslog 7OLRH
BERT DR— b, BERLIEBEDT 7+
)L ME(Z 514 T,

T NRRBERET DHENHYET,
ERRLIZBEDT 7 4 ) MEIE. /opt/
vmware/vcloud-director/etc/
responses.properties TY., #
BREFICIEE L2 R TOEREZDT 7
AIVICREFESNET,

EE: ZOT77ANICE =N
— I —NZBNT 5L ECHBEER
TRVENHLIBEFROEENTOE
. DT 7AIVEIREEBAITHRE L.
VEIIBEICORMERATESDLDICLT
<&,

BATDA A b—IVEEELEY.

SSLAIAEF—RA LT D/IRRT =K,
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Bl: 2DDIP 7 RLREFDEAEBRK

ROA Y RBIF HTTPS b —EXEa Y =)L 7OFS —ERICHT D2 D0EBID IP 7 RLREFEAT S
VMware Cloud Director 4 —/\OEAEREEZTLET,

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-
ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10
-unattended

Bl: 1DDIP 7 RLREFDEAEBR

KOO REIE. HTTPS H—EREa Y —)L 7AFS H—ERICHT S 2 DOEBIOR— ~E2HEZ/1 DD
IP 7 RLRZEEAT % VMware Cloud Director ¥ —/N\DEAEBREETLET,

[root@celll /opt/vmware/vcloud-director/

binl# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended

REI77A4IVDRELBER
=D VMware Cloud Director VIR LRy FT—0BLUNTFT—IRX—=REHOEMIZ. IEET7 71 )VIC

RESINET, ZOT7AIVICEF =N ITIN—TICH—NEZEMTSHLEICBEFRTIVEDH HEBFRVS
ENTVET, COT77MNVEREBBAICRET DREDPHYET.

BEZ77A4IE BNICRY T =0 BX VT —IN—REBEHREBRLIZY —/N—D /opt/vmware/vcloud-
director/etc/responses.properties [MERENET ., I —TFITH—NEZEIMT B EEIC. ZDIEEZ
7ANDAE—ZFEAL T, IXNTOY—N\THETHER/NTA—FEHRET HLEDNHYET,

BE: TIEBRY-IICE RUICERELERY M= 0B LU T—IN—REHGOFMOERIFERATE YT
AV RPEENTOET, NSOV —ILVEFERL TIT>EEERNBF IO —NIVEBR 7 7 A IVBXOIEET 7 4
WICEZRAEND /-, BREEAREICT SO REFERTDHICIEE T 7 1 IVDEIEDIHET (/opt/vware/
vcloud-director/etc/responses.properties) ICHEELTEY, EZAHKAETHDHZ LEHERT DM
EBHYET,

Flig
1 KBEZ77ANERELET,

WEZ7 7ANDIAE—EREGIBHITRFLET. 77MIMADT I REFIRL. LTREMIGHRICNY T
vTEEBLES. 774N DNy 7 v TR, RERY b7 -0 TEXEXEFELEVNTLEE,
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2 NEI7FAINEBFERALET,
a BROERFMNTELEY—N—DST7 IV ECRTEBEFRICT7AINEIE-LET,
Fr: BEI77AINEBFERLTERT AE1IC. H—/N—(2 VMware Cloud Director V7 b9z 7 %A

VAM=INTEVERHUET, BT 7AIVDNRRRZICHZITRTDT 4 Lo FUIE ROBITRT LD
[Z. A—Y¥— vcloud.vcloud MEFHRAMYURIEETHIMVHENHUET,

[root@celll /tmpl# 1ls -1 responses.properties

—rw-—————- 1 vcloud vcloud 418 Jun 8 13:42 responses.properties
AVA=ZIC&Y, SO LTI —TPERENET,
b -rA7varvEERL. BET77AINDNRABEREL T, BHERAIU T E2ERTFLET.

root LLTAIA L. aYV—)b. Yzl EBI—ZIFIN Vs RUERE. ROEDIICAALE
ER

[root@celll /tmpl# /opt/vmware/vcloud-director/bin/configure -r /path-to-response-file

RDORFY T

EBMOY —N—ZBR L5, BRICERLERET7 7/ NVDOIE-ZHIFRLET.

H—/N\ TIL—TDERED A > /N\—AD VMware Cloud Director O1 > X ~
—J)b

VMware Cloud Director 4 —/N\— Z)L—TF(2IEWDTHY—N—ZBMNTEET, T—NTIL—TDTRTD
Y—NF, RCT—FIRN—REHDOFHEMEFERL THERT2UEDH B0, JIL—TDORVIO A IN—EHER LT
EEIERLERE 7 7AWV EFERT 2 VENHY ET.

EE: Linux ko VMware Cloud Director 4 > X k=)L & LU VMware Cloud Director 7 754 7 > R&
BEIDODY—NIIN—TATREEIHDZZLITEEHA,
AR

B DY NI —TIZRODA N—E BRI EEER LB 7 7AIWICT O BRATEDZ L EHERL
F9, TV NI —U0BLUTF—IR—REHEDEBRESBL T,

m HAGEXIANL—P% /opt/vmware/vcloud-director/data/transfer @ VMware Cloud
Director #—/N )L =T DERMDA L IN—ICX T b LIS EEHRLET,

FlE

1 =y H—NCroot&lLTRIAVLET,

2 AVAb=ILT7ANEY =Ty b Y—N=[CFDA-RLET,

AFATTIYTZRDTEBALESEE. =0y b Y—N\DPST7 O RAIBERBEIICA VA= 774
IEIE—-LET,
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3 AVAb=IV TFAINDBRTAIGETHD ZLEERLET,

AVAN=IL 77A4IVICIE RITHERDPVLETY, ZOEREERICA VA=)V 77 A4I)VICERET SICFE. O
V= b FREEFY—ZFI OO0 RUERE, RO Linux O > RERTLET, /installation-file
(Z. VMware Cloud Director 1 > A =)L Z7 A4 IADT )L IXREZTT,

[root@celll /tmpl# chmod u+x installation-file

4 AAb=ILT77AINERTLET,
AVAL=IV 774NV ERTTBHICE. TIVNXREZEANLET, RICHZRLET,

[root@celll /tmpl# ./installation-file
T7A4IICIE AR M=V RO U T ~EHBIAHD RPM Ry r—IBEENE T,

i O NRRBIEBORAENAR—AXZEZEZESLCTALVINIDSA VA= 77 AN ERTTEHILIETE
FH Ao

=Ty k=N VMware XTU v o F—%&A VA N=)LLEDDIZHE. A VA M= ILRDEXDE
HeHALET.

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

AVAN=ZR@ERDT O aERITLUET,

a RAMPIRTOEHERLT ZLEWERT D,

b AYAL=I 77A4INDTPHINERERTT 5.

C vcloud A—HY—& I —T&2ERKT 5.

d VMware Cloud Director RPM Xy 4o — 2 ERET 5.
e VYIbUzTEAAL-INT S,

AVAR=IDBRTTDE AAM=FICLY, BRRVUTHERTLTRY FT—0ERET—FN—2R
BEREBRT DL OKRDDA Y -V DBRRENET,

5 n&AAL. Enter F—Z2# L TEHEX U T FDORTEESTLET,
WETZ77ANEANELTIEETHIEICLDT, BTERRIY T NERTLET.
6 /opt/vmware/vcloud-director/data/transfer [CHBHERANL—TETTMLET,

=N FIL—TDFTXTDH VMware Cloud Director H—/N\[F, SORY 2 —AZRLIT T hRA VMR
D NTEHRVENHYET.

7 ZOY—N=—DOT I RRTEDGHICLET 7MI)IEIE—LET,
WEZ7 7ANDNRAEICHBZINTDT 4 LI MIIE W—bDSHRAMYATRETHILENHY ET,
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8 ®WHAVUTHERTLET,
a IET77ANDNREZEIREL T, configure AV RERTLET,
/opt/vmware/vcloud-director/bin/configure -r /responses.properties
ROUT M BET 74 %& vcloud.veloud T Y AIRE/RIBEIICOE— L, I6&E 7 7 A IVEATE
LTEALTEBERRAIY ThERTLET,
b 7OY7hT HTTPH—EXEBLUa V-l 7OFL H—ERDIPT7 RLVLREAALET,

C BRRIUTEDIEE T 7ANICRESNTVWANRGICEMGIBEEZBED(FongngEslz. 7o~
NI U TRERRED/NNRZENRT—REAALET,

ROV T MIIERERIL. Y —NET—F X=X (THEHKL T, VMware Cloud Director IV &I T 5 &
DICERLET,
9 (7 3ar) yEAHALT VMware Cloud Director —ERX&#EENL £ T
service vmware-vcd start AV RZERTLT BT —ERZEFHTEHIELHTEET,
RORT v T
ZOY =N T =T DY —NEEMT BICE. LEOFIEZEVIRLET,

VMware Cloud Director 4 —EXMNFTRTOH—/NETHEL TL\5 E =2, VMware Cloud Director ¥ —%
R=R%&, FACVRF— DRATLAEBET YV b BLUBEEBERTELT 24ENHY ET., ©ILEEBY
—VEFERLTT—IR—X&ENEIT BIC(F. system-setup B 7aAT REFERLET, [ VMware Cloud
Director 4 > X b —VIRIEBED#ERK ] 258 LTI,

VMware Cloud Director ®4 > X b—)Li%

VMware Cloud Director #+—/\ 7 )L —FZ&4Epk L 7=, Microsoft Sysprep 7 7 4 JL. & Cassandra 7 —4# N\
—REAVAR=)VTEET, PostgreSQL F—FRXR—RXEFERAL TWS5HEE(F. SSL ##HRL,. T—FR—X
D—EBDINT A —F ERHETEET,

N—=2 32101 LIETIE, Y—EX 7ONA 4 EFF > ML VMware Cloud Director APl 2B LTY E—H
Y—NNDEHET AL, —NIDZESSLNAV R 24 D—EELTHRIITE LT, VMware Cloud
Director &v b7 —VEiR#132E T 57-5H(2. VMware Cloud Director AP| #{#HA L TEHT A METo> T
57T DO IFEETERVAERR FDESTU X MEERLET. VMware Cloud Director @4 > X k—Jb
FrET7y T —RD%. T+ I VMware Cloud Director AD7 2w A &HB T 5R1IC. #EERY A &
BRLEYT., TRAMEGRIESY XA MOBRESRBL T ZS,

Linux T® VMware Cloud Director B/A7U v ZFRVADHARIITA X

O—R NS FEAEFTOFLOEHEH-T (21, VMware Cloud Director Web R—#% /L. VMware Cloud
Director APl, 8LV V=)L 7AF>DFTAIN DIV RRA b Web 7 RUVREZBELET,
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EIf7 St
DATLAEBELLTAIA L TNS I LEMRLET, P ATLABBEOHDBRHALY RRA 2 hEHDRITA
A TEET,
FlE
1  Service Provider Admin Portal ® L& ES—2 3> N—T [EE] Z#IRLET,
2 ERORATO[ERE] T [RRA7RVR]IE0Y YOI LET,
3 RMAIVRRAVMENRITARTHICE RE]EVVvILET,
4 VMware Cloud Director URL #1249 <74 X9 5(C1E, [Web R—% L] TV RRA > ~ERELET,
a HTTP GEt+a7) BHERADH RS LD VMware Cloud Director /871 w4 URL ZANLET,
b HTTPS (£+27) #EHEADH RS LD VMware Cloud Director /87U v & URL Z#ZAQL. [Ty T
A—R]1Z2Vv LT EOIYRRA Y bOEETF z— VWA T HAREET v 7A—RLET,

AIREF T — VI —EX IV RRA U N TERASNDIAREE KT IVENHY ET. ZOHAEE.
I 7 R consoleproxy Z{#fH L T VMware Cloud Director ZILOKF—AS7I(CT7 vy 7O—-RE
NEFAETYT. O— KNS Ta V=)L 7OF D SSL BRI R— SN TOWERA, i
BEF 1 —ICF. T52AR—F F—25F2 PEMERDI Y RARA » MEAE, FRFRAE. LU
= MERENESENTVWIHENHY ET,

5 (7 3>) Cloud Director REST APl & OpenAPI URL # 1 RF <A XT5I(2(F. [Web R—FILFE
DER] MFIIVEENICLET,

a HNAYLADHTTPAR—XRURLZAHLET,

7=&Z1E HTTP X—X URL # http://vcloud.example.com [JF%E L/ZH&(E. http://
vcloud.example.com/api M5 VMware Cloud Director API [Z. http://
vcloud.example.com/cloudapi »5 VMware Cloud Director OpenAPI [C7 V& ATE XY,

b HRHLDHTTPS RESTAPIRXR—XURLZEZAAL, [7vy7A—-R] &2V v LT, £DOIY RRA
Y hOEREF - ERIT AAMAEET v JA—RLET,

7=&zI1E, HTTPS REST APl X—X URL % https://vcloud.example.com [ZFRE LB &(L.
https://vcloud.example.com/api M5 VMware Cloud Director API [, https://
vcloud.example.com/cloudapi 75 VMware Cloud Director OpenAPI [C7 VA TEE T,
FAEF T —V(EY—ERXR IV RRA VS TEREINDAREL BT IVENHYET., ZOFMAEL.
IA )7 R nttp Z{FEHAL T VMware Cloud Director LILDEF—XA ST IZ7 v 70— REN/=EEHA
£ FEO-R NS HO VIP FIAE (SSLERBERSINTNDIEE) OVWITNIDIC/AY ET . A
EFr—VICE. TIAR—F F—EFFEHVPEMERXDI Y KR > MEIBAE. FEEIAE. BLUL
— hIREDEENTVWSREDHYET,
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6 HRX% LD VMware Cloud Director ARV —J)L 7OFL 7 RUVREAHLET,

D7 RLRIFE. R—rEEBIEESNE. VMware Cloud Director —N\E7=[30— R NS U DOELRE
R AA 2% (FQDN) T, 774/~ R— K& 443 TT,

EE: VMware Cloud Director 77547 RlE. a>V—J)L 7O+ B —EXIZ etho NIC ENRY A
R— 8443 #ERALET,

7= & Z X, VMware Cloud Director 7 7547V ADA > A% > XM FQDN 78 vcloud.example.com D
B4, [veloud.example.com:8443] LAALET,

VMware Cloud Director (3, REY> Y FTUE—b OVl O RUZRS EECOY—IL 7O
o 7RULREFEARALET,

7 ZEEANBRERGFIDHICE. ®EIZVvILET,

BREAN) YO FT—4%I8T D7/7=0HD Cassandra T—FX—RADA R ~
— )L EHERK

VMware Cloud Director (FIREX I DN T A= AR I ST RRDIRETS VD) Y —REBEE(ICEHT 5
EBLVBEDFERERT AN v IENETEET., BEA M) v IDT—4I(4. Cassandra 75 R % [ZiginS
nEd.

Cassandra (3A—7> V=R FT—4R=RTHVU., TNEFERBLTNYF I ANTERHETHET. RET
VDA NIYIDESIE. BRIT -5 ENET DODIRERMEE /T =< RITENZY U 21— 3 D5ATEE
(72U £ 7. VMware Cloud Director T, RIEEY I UDSEBBEA N v 7 EREBTES LD (LT D581
Cassandra 5 R4 %& A > A ~—JLLTHB L. cell-management-tool ZEALT. ¥ X¥%& VMware
Cloud Director [LIEH T 2 LENHYET, WEDA N v I EREBTI5E8E. A 723 DF—9X—=-X V7
EY LT IERETT,

S

FTavDF—IN—R VYT U T EERT DE1IC. VMware Cloud Director 34 > X =)L BLUE
TENTNWBZLEHERLET,

m  Cassandra [CEEBNTWARWESL, http://cassandra.apache.org/D&#EHERL T ZE 0,

B AR TFT—HIR-XELTDFEREYR— L TIVS Cassandra U —RDYU X MMIDWTIL,
[VMware Cloud Director UU—X /—K] 25BL T /&), Cassandra (3 http://
cassandra.apache.org/download/ M54 o> O0— RTEET,

m RDELDIC Cassandra ¥ S5 R&&EA A =)L, #ELET,

m Cassandra 75 X% (23, 2 BULDKRAMITIAOAMZNTNS 4 BLUEDIRIEEY S VA2 EHDLED
HUET,

m 250 Cassandra >— R /—RDBMBETT,

m Cassandra 547> &/ — REOBSEEFMICLET, http://docs.datastax.com/en/
cassandra/3.0/cassandra/configuration/secureSSLIntro.html #8B L T Z& 1,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

m Cassandra a1—H - E#EMICLE T, http://docs.datastax.com/en/cassandra/3.0/
cassandra/configuration/secureConfigNativeAuth.html 2B L T 230,

m % Cassandra > X% T Java Native Access (JNA) N—=2 3> 327 LIBEEMICLET,
m Cassandra / — REOBE{bLIZA T 3 TCHERTEET.

m Cassandra TSSL (3472 3 TEATEZET. Cassandra T SSL ZFMICLAWEEIZ. &L
($VCLOUD HOME/etc/global.properties) M global.properties 7 7 A JLTHRK/T A —
% cassandra.use.ssl & 0 [CERETHDVENDHYET,

FIE

1 cell-management-tool A—7 4 UT 1 Z{FEHAL T. VMware Cloud Director &, Cassandra 72X
ZICEEND/ — REDEREERLET.

RDAX > REITIE. nodel-ip. node2-ip. node3-ip. XU node4-ip (3. Cassandra ¥ 5 XF D4
N=DIPT7RVRTY, T7A4ILbDR—k (9042) BMERENET. A Uv s T—4(315 HEREFEEZN
E

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15
ENEBRY —IILOFERICDONTIE, [5E BIEBY—IL UT77 L R] 25RBLTIEE,
2 (+7+3>) VMware Cloud Director 23— 3> 9.1 M57 v 75— 5 5B48(3, cell-
management-tool ZFEALT. A M Y IERNTHLIICA NI Y T—IR—XERELET,
ROBFEDEDICOATY REERTLET,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 & VMware Cloud Director /L EZBi£s L 3.

4488 PostgreSQL 7 — X— X TOBIMEREDEIT

VMware Cloud Director ' —/\ Z)L—T7&ER L 7=, 7488 PostgreSQL 7—4 X—X&#p L T VMware
Cloud Director w5 M SSL #iGEERL, —HDT —F X=X NIA—FZRHEL THRBLNT - R
EHRTHIEMTEET,

ROEBLTERZITOICE. —IAENTY v IBIABDII— MIERESNEREHRL MRS F 250, BY)
[CBREN/ SSLARENSVETT, £/-. BCER SSLIAHBRE, £/ TS5ARN— R REIRICE>TERENE
SSLAAZEAFERT 2 EHTEETH. ZDIEBEIL VMware Cloud Director FS X MR 724 VR— KT
DBEDHYET,

JARTLADHBEBSLVESHICRELR/NT =X REBBICE, T—IR—ROERET—IR—RDERT 7 1)L
RADF—rNFa—ANSA—FERFHELET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

FIg
1 VMware Cloud Director & PostgreSQL ¥ —4& X— XD SSL ##i 23 ELET,

a HER PostgreSQL 7—4 X=X ICECERMBEE /(T TSAN— MIAZEFEALEEEER. &
VMware Cloud Director #)LH5 VMware Cloud Director FS A MR RNT ([T —FRX—RDIIAE
EAVR—bTBHATREEFTLET,

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or private cert

b VMware Cloud Director & PostgreSQL T SSL ###FICT2a7 > RERITLET,

[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool reconfigure-database --database-ssl true

--private-key-path # 7> 3V 2FRALT. =N I —THDTRTOEIVICHLTAT Y RERTT
BoEMTEET,

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-
path path to private key

TINERBY —IILOEADOFHMBICDONTIE. 5E CIEBY—IL U777 LY RESBLTIES,
2 JRTFADHBICEDET postgresgl.conf 77 A INADT—IR—ADBREEIRELET,

TeEZIE 16 GBDAEYERH LI AT ADIZEIF. ROOA— REFERTEET,

max_connections = 500

# Set effective cache size to 50% of total memory.
effective cache size = 8GB

# Set shared buffers to 25% of total memory
shared buffers = 4GB

3 EHCAEDHHET. postgresqgl.conf 774 J/LAD autovacuum NS A - ZiRELE T,

BE®D VMware Cloud Director 7—420—RTld, ROOI—REFRTEET,

autovacuum = on

track _counts = on
autovacuum max_workers = 3
autovacuum naptime = Imin

autovacuum vacuum cost limit = 2400

TOT4ET 4 T—TINBLW activity parameters T—7IVLICHRZ AD

autovacuum vacuum scale factor ENZRESNET,
RORT v 7

postgresgl.conf 77 A IVERELIHEEF. T—IN—REBIEFTIVLEDNHYET.
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RabbitMQ AMQP 7O—ADA4 VR =)L E LR

J0Ov o ¥R, @M. VMware Cloud Director API #kiE#4E (Container Service Extension (CSE) %
VMware Cloud Director App Launchpad 72&) Z#ERAd 5IC(3. RabbitMQ AMQP 7JO—h%& 4 VX b—
IWUIBRT 2HBENHYET,

AMQP (Advanced Message Queuing Protocol) I3, T4 —T5A4 X L RFATOERRLGEA V- 0%
YR—FFTE2AY -2 Fa—A25DF—TZ#TY, VMware Cloud Director (3 RabbitMQ AMQP 7
O—hzFERLT. R —ER, #7220 MER., BLUBHICERINS Ay -2 NAERHBLET,

VMware Cloud Director Tld. @&+ T (2. RabbitMQ AMQP 7O—ADRbUIC MQTT 2547
VhEFEATEES, MQTT 9547 hEFERLIEANRY N R0, BEUARNI Y INDODYTRISA T %
SBLTZE0,

FIig

1 https://www.rabbitmg.com/download.html 7»5 RabbitMQ Server 245> O0—RLET,

HR—brENTNS RabbitMQ U =D U X MIDWTIE, [VMware Cloud Director U1 —X / — K]
EZSRBLTLEE,

2 RabbitMQ 4 X b—=ILOFIEICED VT, RabbitMQ 24 R—rZNBKRAMIA X M=ILLET,

RabbitMQ #—/N\— kR hE. FNEFND VMware Cloud Director wILICL Y Ry b D —2% FTHERGE
THRIFNEERY EHA.

3 RabbitMQ 4 > X b—JLH(Z, Z® RabbitMQ 4 > X k=)L & EH#ET 5 L 5 [ VMware Cloud Director
ERBRTAHEEIIVNEBELRIEEEZEZEDTHEET,

m  RabbitMQ H—/N\ KRR MDELEBE R AL % (B - amqgp.example.com).
B RabbitMQ #AT 20ICHENEI—F—RENRT— R,

B JO—Hh—PBAvE—FURTBR—b, FESSL TIE. TT7 A4/ ML 5672 TF, SSL/TLS OF 7 #+
JV s R—bKIF 5671 TT,

m BEJObINIETCP TY,
= RabbitMQ R#¥ERX ~, 74 M. [/] TT,
RORTFY T

77 # )Lk TlE. VMware Cloud Director AMQP 4 —E R [EBESLENTWVENWA Yy -V FRELET,
SSLAEFERALTINSGDAYE—CABEET5ED(1C AMQP Y—EXZ#BElTE%3. VMware Cloud
Director /LT Java 5> A4 ABEDT 7 4L D JCEKS hS R~ AT EERALT. 7O—HIBEE GBE
(¥ $VCLOUD HOME/jre/lib/security/cacerts) ZRRETEHLDICH—EREEBRTHILEHTEET,

VMware Cloud Director AMQP H—EXT SSL Z8MIZY 5I1Z(%. [VMware Cloud Director Service
Provider Admin Portal Guidel ® AMQP 7O —hDEEOEREZSBL TS,
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MQTT 2547 bEFERLEAR M RO, BLUVARMN) Yy IANDYH TR
9547

MQTT 2547 > hZ&{ERALT. VMware Cloud Director DA XY hELUVFRZICETEIA -2 TR
DS5ATETBHIEMTEET,

MQTT (F. BETNSFTUEKXDA v E—2Ex 70 )L TT . VMware Cloud Director (2 MQTT AL
T. MQTT 9547 hEERLTH 7RIS A T TEBAXRY MBIV IY RV ICEAT BIEREAFRALET,
MQTT AvtE—2 [ MQTT JE—HZ@BLETH. 54T MDA Z4 0 ThrNWEE, MQTT 70—AIZ
AvE—CERFEITDHIEDHTEET,

VMware Cloud Director 10.2.2 LIBETI(E, MQTT 4547 > b &FERLTA NI v I TRISATTEE

o

3

TR M

WebSocket #97/R—r325 MQTT 95 A7 MDHBLEERLET,

m WebSocket IC7 v T L —REINFZERIINY Y —ZFBIMTEDILEHERLET.

n ARUYIICHYTRISATT RG> A M)y IOREEERL. A MUy IDRRAERMICLET. A b
Uy O DIRELENRDBRESRLTIIZE,

1 OpenAPl Z» RkRA > MZ&ERLT VMware Cloud Director (LAY A > LET,

2 WebSocket ##i &3  5(21E. Sec-WebSocket-Protocol 7A/8F 4 % matt [CFREL. 2547~
M /messaging/matt NRICEKTHLDICHREL. RNV F—ZEBML T, ZED MQTT #EH7O—%
EITLET.

VMware Cloud Director [Cx 3 2ZH#DO T A VERMNS JIWT b= &ZITRUEYT, I—F—F&EN
RAT—REEOEFICTHENTEET,

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

3 EBEMNEFEICHIZNEZS, MQTT 9547 ERBLUTREY IEY TRISATLET,
publish/f{user org id}/{user id}
publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8

HEEEEE. VANV —REERLTINTOEBONEY VLTV EATELY,

publish/ {user org id}/+
PATLEBER. TANRA—REERLTIRNTOREY ZICT O BATEET,

publish/#
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4 (A7 3>) VMware Cloud Director 10.2.2 LIETIE. A MUY OICHYTRISATLET,

metrics/{org id}/{vApp id}
AU ODREYIIZTOVRCRTESDIE, P RATLAEBEDHTT,

BEW X —IL JIL—7F

VMware Cloud Director 10.2.2 LI Tld. 7+~ I—H—I(2, I|/ED CPU BLUAEYUDFEAREICH LT,
TV =2 a v ERBHRT I TBHFEEZXEEMTEET,

CPUBLUATUDEFEAEICDVWTEHREESINAZEE(CS LT, T+ M3 VMware Cloud Director #{#MA
LTCBIRLERT IV I —TRADREBY S OREBSN TR TEET, T 77U s— 30588
R =)V TEDBLDICTBICIE. BEIRT—I)L VY a1—2 a3 sADT7 I REEEBR. NH. BLUOHETEZHEN
HUET,

BL7 U= a3 ERTTHEDICEBRLEY—NDERENHEE5(Z1E. VMware NSX Advanced
Load Balancer (Avi Networks) #{ER L %9
BEIRT—I)V 7554 0 DiERE N

FFU DT IV RRIEEMETZHIC. BBMRT—IL FI—T Y Ua—2a 2 EBRTIVESHYET, BE)
X4 —)l(E VMware Cloud Director 10.2.2 LIS TERATE %7,

1 I3AFADNINDDEIND OS [Troot & LTERE /2L SSH OSA 7 bEFEALTAIA VY LET,

2 Cassandra 7—IN—XTA MUY IPREEZRTEL T, A MUy T—FDWNEEZEFENT DM ARy
T—YDXFEEELTARMNI v O EIRELET,

B BREAN)YY T—FERNT H/-0D Cassandra T—F X—XDA A =)L LR
B TYDKEMHELTAMNI Y T ERETDICIE, ROAXY RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

3 AMUvIDRRAZEZBMCLES,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
statsFeeder.metrics.publishing.enabled -v true

4  Jtmp 7AINFRIC. RORBZEZSE metrics.groovy 7 7 A IVEERLET,

configuration ({
metric("cpu.ready.summation") {
currentInterval=20
historicInterval=20
entity="VM"

instance=""
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minReportingInterval=300
aggregator="AVERAGE"

5 T77ANEAR-—FLET,

SVCLOUD HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy

6 LIATIC Cassandra ##E L TWBIEEIE, BEBU/AR/ —R 7 RUVA, T—IRX—XFADOHM. R—rBLVOA
M)y oDEMBE#HEIEEL T Cassandra AF—<I&#FHLET,

SVCLOUD_HOME/bin/cell-management-tool cassandra -configure -cluster-nodes
nodes IP addresses —username cassandra -password cassandra password —port port number —-ttl
TTL days -update-schema

7 CAEZBRMEAPEEZFERLTRIVERTTSHE. BRIRAT—IVANCTHICE ROIAX RERTLET.

SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set

password=<password>

Z—IFIMhoaAT Y RERTITBHEEF NV IRSvia () BEEFERL TRRXFEIRT—TLET,
8 TwIEBEFHLET.

service vmware-vcd restart
9 BBART—IUER/NY RILDORE

BEIR T —)LHER/N Y RILD B

THEIDBT TV =2 3 EBEIRT—IILT BIEEIF. S RATARD 1 DU EOMBEIZIER/NY RILENRT 24
ERHYET, BRI —)LE VMware Cloud Director 10.2.2 LI TERTE £,

BB

BERT —IV TS5 04> DER & A

FIE

1 LEESESY— 3> N—T[EE] 2#IRLET.

2 AEBONRRIVO [FFH s 7o2X a2 bA—)V] T, HERNY RIV] 2BIRLET,

3 BIRT-INADTORRAEENET ST T2 MABIC, VAL —HERNY RADBEOC EZERELET.
il

vmware:scalegroup Entitlement /N> RILEZIRL T, [l 20U v o LET,
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5 NYRNERRTHICE:
a [TFHYHICRAR] £#IRLET,
b O—I)ERHTHEMERRLET.

B NYBRNEZRTARADIT N TOEFOEBE K UHRICERSNIBBICART 2583 [TRXTD
T MCAR] ZBRUET.

. CRATLAROFEDOHEBEICNY FILERRT 21553 HBEERICERLES,
6 [RE]ZEZVYYILET,

RORTFY T

BERT —IVEERT DT> b O—I)LICKELR VMWARE: SCALEGROUP #RZEML 9., [VMware
Cloud Director Service Provider Admin Portal Guidel ®»Z0—/N)L 5F > b O—I)LOXRREREEZSRBL
TLEE0,

Linux T® VMware Cloud Director 7 v 74 L — K

VMware Cloud Director Z8iLWWN=23 2 IC7 v 7L —RTB(ICE. Y—NTI—TADTRTOEILT
VMware Cloud Director Y —EX%E> v v oL, EF—NCTHLWN=a30E2 42X N=)L L.
VMware Cloud Director 7= X—X%&7 v 75 L —RLTH 5. VMware Cloud Director w/LEBiiEeH L £
£

BE77® VMware Cloud Director ¥—/\ Z)L— 71 Linux @ VMware Cloud Director 4 > X b —JLIBEN S
RSN 554 Linux BD VMware Cloud Director 1 Y A b—S2FERLTBEEZ7 Yy 7L —RTEZE
ER

Linux [Z VMware Cloud Director 284 » X b= )LENTWZFE(E. HENLT v 7oL — RERTT 0. F
&)< VMware Cloud Director 27 v 7L — K322 EMTEET. VMware Cloud Director 4 X b—Jb
DR T v T L — RDEITE=(E VMware Cloud Director 41 Y X c—ILDFE#T7 v 7L — RESBLT
KEEW, BENETYTILV—RTIE =N TI—TRADITRTDEIVET—IR=—RET v TIL—RTB 1
DDAV RERITLET. FHOT7 v TV —RTE. SRINET—IN—REIERICT Yy 7LV —RLET,

VMware Cloud Director 9.5 LIf% :

m Oracle 7= X—=XR[FHR—brEhF A, 7D VMware Cloud Director 4 > X k—)L T Oracle 7—
IR—=ZAPMEREINTNBBEEF. Ty T I —RONRRET—o70-FT—TIVESHBELTLEZI,

n  ESXi KR NOBM/EHENUBZ B LI TEERA, 7y T L— REBMAT BE1IC. TXTD ESXi K2R
FEBEICT BBENBYET. vSphere Client £EB LT, ESXi KA L&AV FF Y RE—RICFBHIE
HTEET,

m  VMware Cloud Director (3. Java LUtz LDAP Y R—r&EALET. LDAP O A Dk
MERET 57202 LDAPS H—NZ2FEAL TWSI5EF. BECHBERINIARENH D LEHRTILE
MHYUET, FHEMICDNTIE. hittps://www.java.com @ [Java 8 Release Changes| #2BL <X
LY

VMware Cloud Director 10.0 LI TlZ. Microsoft SQL Server 7 —4 X=X (FHR— I NEH A,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

VMware Cloud Director #7 v 74 L — RF 25813, HILWN=ar s BBEA VA N=ILOLUTOI VR
— XYM EORICERENSHETT,

m  VMware Cloud Director 7T —#RX—XBICBEFHAL TWET—IR—X VYT U7, FHICDNTIE.
[7y 7oL —REBITONR] T—TINESBLTLEZ,

s IBEFEALTLS VMware vSphere ® 1) 1) — X,
m HEFEALTHNS VMware NSX® U ) —X,
m  VMware Cloud Director EE#HFBET A —RNA—TFT B VR—F% k.

VMware Cloud Director &fthd VMware El@E L UY — R N—F 4 BF—F X=X EOEHEITD VT,
http://partnerweb.vmware.com/comp_ guide/sim/interop_matrix.php [C% % VMware &R DIEE &
AU M)y o RESBLTLEE0, VMware Cloud Director 7 v 74 L— RD—B & LT vSphere £7214
NSX aviR—%> hET7 v 77— RTBEE(F. VMware Cloud Director 27 v 75 L — RLERICINS %
Ty T —RIDZLENHYET. VMware Cloud Director 7 v 7 &L — REESBL TS,

1 &L ED VMware Cloud Director 4 —/n\%&7 v 745 L — R L Th5S, VMware Cloud Director 7 —4 X—2X
77U —RTEET, T—FIR=X[CE F—N=TRFTINTNEFTXTD VMware Cloud Director ¥
RUDREEED, Y—N—D5> 54 AREICEAT S2BERVREFENET, Ty 7T — RERICENTS XU 1EH
WT—FR=AAICESHENLD LT BEDH. 7y T —RERIBT RIS EQOY—NITHT VT4 THIRY
MW LEBRRBTIVENHYET,

7y 7L —RTlE. VMware Cloud Director T— 4 RX—RITHIMENEWNEDT —FT 4 77 0 bDMREENE

o

B O—ALELPTA—/NLOTANT 4 Z7A4IWEHLVA R F—JVREICOE-ENET,
m AN DRYTA RIERT S Microsoft Sysprep 77 A JLiE. FILWA A M—)LEBEICOE—ahET,

Ty TOL—=REFTIICE. =N IN—TET—IR=IXRADITRTCDY—NET v T —RTEDICHER
VMware Cloud Director D40 > & A4 LAEMRTHIVENHYET, O— R NS —ZFERLTNDIHFEE.
AT LBPYTT L= EDlehATF4VICH>TWET (The system is offline for upgrade) DLIDHmA vt
—CERTLDICRETEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

N=23 2101 UETIE Y—EX 7aOnAa ¥ EF77F > & VMware Cloud Director APl ZERLTUE—
Y—NNDEHET AL, —NIDZESSLNAV R T4 D—EELTHRIITE LT, VMware Cloud

Director v bD —ViE#HER#ET 572512, VMware Cloud Director APl R L TiEHKT A M E{ToTW
57T DO IFEETERVAEKRR FDESTY X MEERLEY. VMware Cloud Director @4 > X k—Jb
FEE3T7 v T —RDE. TF > b VMware Cloud Director AD7 2 A& 5R1IC, IBEU R MEHE

BRLET, TAMERESY X SOBRESRBLTI LS,

BEE:

N—3> 101 LUEICT vy 7oL — RT3 E. VMware Cloud Director I2E(C. BEICEFEEINTWNS

TRTDA VTSRS OF v T RRA 2V FOFEBEEERIELET. ZhiE. VMware Cloud Director TD
SSLARAZDEBAINERINAAHTYT, 7v 7F L — RENICEBAZ% VMware Cloud Director (24 V7R
— L TWWEWEAIE. vCenter Server & NSX D#E# A, SSL R DMBENAREDERE L > — TR L2 ERR
INBIEMHYET., ZDBE. Ty T —REIC. RD2DDFEONWTNIOERITTEET,

1

TLIEEY —)L T trust-infra-certs YV RERITL T, TR TOIAEEFRD

FERAER KT ICEEMY

24 R—bLET, vSphere UV —ZANSDIY BRA Y MEIAZEDA VR— b EBBEL TS,

Service Provider Admin Portal 2—%— 4 >4 —27 x4 X T. & vCenter Server XU NSX 1 > R %

YAREBIRL, AIAEEART SBICERBEREBANLET.

TvTIUV—RONRNRET—o 70—

Ty 7Y — RRORE

488 Microsoft SQL Server ¥ —4 X—X#&{EMA 35 Linux tD
VMware Cloud Director 9.7

488 PostgreSQL ¥ —4 N—X#&EHT 5 Linux t® VMware
Cloud Director 9.7, 10.0. £7=(%10.1

#HAIAHD PostgreSQL ¥ —o RXR—R&FEHT % VMware Cloud

Director 7 747> 9.7, 10.0, X1 10.1

4 =5y MR

488 PostgreSQL F—4 R—R%#{EHA Y 5 Linux £H VMware
Cloud Director 10.2

1

Microsoft SQL Server &¥—4 X—X % PostgreSQL ¥—%
N—R[IBITLET. PostgreSQL F—4 X—RADBTESR
LTS,

g% Linux £» VMware Cloud Director 10.2 127 v 74
L—RLZEF. VMware Cloud Director o > X k—JLD#E#E
W7 v 7L — ROERTERIZ VMware Cloud Director A
VAR=IDFFT v TIL—RESBLTIEZ,

g% Linux £® VMware Cloud Director 10.2 27 v 74 L —
RLZEF., VMware Cloud Director 4 > X k=)L D##ERIZT v
7L — RDORERTEREIF VMware Cloud Director 4 > X k—JL®D
FHT v T —RESBLTILESI,

SR — NS

VMware Cloud Director £ > X b—JLO#B#BIRT v T L — RO ETT

——private-key-path 77> 3 %£AL T VMware Cloud Director 41 > A F—S5%2RT3F5Z LIk,
—NITIN—TADITRTDEILE HET—IR—RERBEICT Y T —RTEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

Linux A® VMware Cloud Director 41 > X =S ZFERT 5 &, HR— g Linux OS E® VMware
Cloud Director « > X b —)LERIETH#EHR N5 VMware Cloud Director #—/N\ )N —T%27 v 7L —RT
%9, VMware Cloud Director %+—/\ Z)L— 7/ VMware Cloud Director 9.5 7 754 7 > ABIETH
BEN 354, Linux AD VMware Cloud Director 4 > A =S #FRA LEBBEDREDT v 7L —RIE. %
T7—270—0—BELTOHAEEICIZY £F, VMware Cloud Director 7 75 A 7V ADT7 v 7oL —RE
BITESBLTEI,

VMware Cloud Director for Linux (¥, vmware-vcloud-director-distribution-v &LVSHADLEH]
DT IINEBSNIEETARETIPMIVELTERSNET, v. v-nnnnnN.bin, ZZT w.vid, BR/N—I 32,
nnnnnn (FE)L RBESZEERLE T, FIZXIEL vmware-vcloud-director-
distribution-8.10.0-3698331.bin EWD 77 AINRAICEVET, CORTAIGETZ 7M1 ERTT S &
VMware Cloud Director 534 Y R h—JVERIET v TV —RENET,

—-—private-key-path # 7 3 »Z&#EE L T VMware Cloud Director 4 > A b—S5 %2 £{73 5154

(%, --maintenance-cell /&£, upgrade A—T A4 UT 4 DDAT I R AT 3> & BMTEET., TN
—AD upgrade =T A UT 4 DF T a3 DFHMICDNTIR. T—FIR=R Ty T —RI1I-F4UT4 1
77U RESBLTIZEN,

ARSI

VMware Cloud Director ¥ —4# X—X, vSphere O R—x >k, BLXUWNSX aVR— > FHBFHLON
—2 3>® VMware Cloud Director L E#MNH 5 Z L #HERLET.

EE: B0 VMware Cloud Director 4 > X b—JLT Oracle 7—# X—X % /=14 Microsoft SQL
Server 7= R—=XAMEAINTNBHEIL 7v T I —RT3RHIC. PostgreSQL F—4 X—X(ZHBFTL
JmlEEMBLTLESN, FAMTRERT v 77— R RRICZDWTIE, Linux T VMware Cloud
Director 7 v 7L —RESBL T ZE ),

B YTy b Y —NOR-—N—DA—HY—DRFERDPH DL EHERLET,

B AVRN=FICAVRAM=II 77A4NDTPHINERGERIASEDHE. -7 v & H—/\IZ VMware /X7
Uy F—&Fo 0—-RU. A VAM=IVLET, A VA=V T7ANDTPHINEZET TITRIELT
WBIBE, 1 AN =IHFIIENEBURIETA2LEEIHY EHA. VMware X7 v o F—DF D O0—R
EAVAR=IVESBELTES,

m Ty 7L —R%ED VMware Cloud Director V7 bz 7DON=2 3 V&2 FERTB200FNHESM
RF—DPHBEELEHALET,

B ITRTOENT, NRT—REEBRETICR—/A— 2—HF—HmH50D SSHEHEEZHRAIL TWESZ L&aBRELE
¥, RIAEZERITTBIC(E RO Linux Av > RERTLET,

sudo -u vcloud ssh -i private-key-path root@cell-ip
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

ZOHTIE ID A veloud ICERE SN, cell-ip [THBILAD SSH &S root & L THEILENFE T 45, root
INRAT—RDIEEIIHY FR A, O—HIL ©ILD private-key-path [ZH 3 TS5 A4 X—k F—N1—H5—
vcloud.vcloud MOFRAIYATEET, MIsd /N7 U v o F—0 cell-ip D root A—H—D
authorized-keys Z 7/ IICHNIE. IV RBBEILET,

#E: VMware Cloud Director 7O+ X&# X179 % ID £ LTERT 57=%. VMware Cloud Director A
VAR=3CkY., vcloud 1—H—, vcloud ZI—7. LW vcloud.vcloud 7H U Y CDBMERENE
¥, vcloud I—H—[CF/NNRT—KHH YU FEH A,

B INRTDESXi RAMDPEHTHDHZ LZ2HERLET. EMCTA>TND ESXi KRR MIYR—bENEHA,

B NI —TROITRTOY—N\DBHEBEEINLEEY—N AN —PICT7 IV ERTELILEERLTLE
1\, Linux T® VMware Cloud Director @igiEH —/N A ML= D%#FESRBL TS EZE ),

m  VMware Cloud Director 4 > X k—JLT LDAPS H—N\BMERINTWBEBEF. Ty 7L —RED
LDAP O 44 > Dk ZERT57/=(2. Java 8 Update 181 DIFRFENEY] (CHEESIN TSI LT LE
T FHICDVTIEL https://www.java.com @ [Java 8 Release Changes] #ZBL T /&),

FIlg

1 &=y bhH¥—=N[CTroot&lLTHYAVLET,

2 AR TFANEY—Ty b YP—N—ZFDO-RLET,

AF4TTIYTZRD T EBALESEEE. =Ty b Y—N\DPST7 O RAIRERBRAICA VA= 774
JIVEIE—-LET,

3 U A—RR=JIHEBEEINTVWEEDES VY A—RDF v I LD—HTEHLERRLET,

MD5 & SHATF v IV LADEN. F00— K XR=2J (K BEINET, #EY—ILEERLT U0
—RENFEZAVAS=I T7ANDF Yy O ANT O O—R R=2DbDE—HTHEEERLET.
ROFERKO Linux O~ > RiZ installation-file DF = v oY ©AERRLET,

[root@celll /tmp]# mdS5sum installation-file
ARV RIEA VA M—I T7AANDF 1y oY LERLES, Shld. F90— KR R—SOMD5 Frys
YLAE—HTDUEDPHYET,
4 AVAb=IL T7AINDPRITAERTHDEEHRLET.

AVARAS=I 77 AL RITIERDVETY, COEREERICA VA S=IL 77A4IVICEET SICIE O
VU= Tl FEESY—ZFIL T4 RUERE. RO Linux XY RERTLUET. installation-file
(2. VMware Cloud Director 1 > A b=l Z7A4IA~ADT )L IXRETT,

[root@celll /tmpl# chmod u+x installation-file
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

5 aryv—ib. vzl FEEY—ZIFI U4 RIUT, —--private-key-path 7 ar &, =45y bkt
WDTZAR—k F—DNRBERELT. A VA= T7AINERTLET,

F—RX—Rupgrade I—T A UT 4 DMDIAT U R I T 3 E2BMTHIEMTEET.

./installation-file --private-key-path /vcloud/.ssh/id rsa

Fr NRRBIEBORAENAR-—AXZEESLTALVINIDSA VA= 77 AN ERTTHILIFTE
E IR

A4 A M=5(2&>T VMware Cloud Director OLIRID/N—=2 3 oSS, 7y 79— REERTS
FHITKDHENET,

A4 XA +—Z(F. VMware Cloud Director ®/N— 3> i, A VA=)V Z7AIVRDN—2 3 VLEDS
DTHBHILEHRETRE I5— AytE—CERRTLTRTLET,

6 y&EANIL. Enter =L T, 7y 7 IL—RTBHELEHIBELET,

R

AVAN=SDBUTOEHKEN Ty TIL—F D—0T70—-%MIBLET,

1 BEDOEIN KRAMPINTOERZFB LTS LEHRALET.

2  VMware Cloud Director RPM /Ry o — ZERT %,

3 REDEI/IT VMware Cloud Director V7 hox7&7 v 7L —RUET,
4 VMware Cloud Director 7 —4X—2%&7 v 7L —RLET,
5

EUDZENZFNDOEILT VMware Cloud Director V7 b 757 v 7L —RLTHS, &RILT
VMware Cloud Director —EX=BREE#HL £,

6 IREDEILT VMware Cloud Director ¥ —EXZBIEEIL £ T,

RODRT T

Y—N FI—TADTRTDEI)LT VMware Cloud Director ¥ —EXZE{ &L E T,

INT, EHEHS vCenter Server & A7 AICERER(F 5N 7/=E NSX Manager 7 v 74 L — RISETEEIC/Z U,
vCenter Server > X7 A, ESXi/KRR ;. NSX Edge O7 v 75 L — ROSATREIC/RY £,

VMware Cloud Director £ Y R b= J)VDFE8T7 v T L — R

120N ET7y 7oL —RTBBEIE. IR I T3 #REETIC VMware Cloud Director 4 > X k—
SERFTLET, Ty T —RULAERIEBRETZHIC. T—IR—RRAF—TETVvTILV—RTBILEND
VET, U—NITI—TADEINE1DTHT Yy T —RLES, T—IR—RRAF—TETYITIL—RLE
ERS
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

Linux A® VMware Cloud Director 41 > X =S ZFERT 5 &, HR— g Linux OS E® VMware
Cloud Director « > X b —)LERIETH#EHR N5 VMware Cloud Director #—/N\ )N —T%27 v 7L —RT
%9, VMware Cloud Director %+—/\ Z)L— 7/ VMware Cloud Director 9.5 7 754 7 > ABIETH
BEN 354, Linux AD VMware Cloud Director 4 > A =S #FRA LEBBEDREDT v 7L —RIE. %
T7—270—0—BELTOHAEEICIZY £F, VMware Cloud Director 7 75 A 7V ADT7 v 7oL —RE
BITESBLTEI,

B )LD VMware Cloud Director 4 Y X b=)LDIFEIE. SN ET—IR—-REZIBEB(CFETgTTv oL —
RI2RHUIC. VMware Cloud Director 4 X b— )LD T v T L — RERTTEET., VMware
Cloud Director 4 > X =)L O T v T — RORITESBL TS EE),

ARSI

m  VMware Cloud Director ¥—# X—2X, vSphere I R—F > b, XN NSX a2 R—F> SHEFL N
—2 3>® VMware Cloud Director L BN H 25 Z L #HERALET.

EE: B7E®D VMware Cloud Director 4 > X k=)L T Oracle 7 —#% X— X & 7=(3 Microsoft SQL
Server 7= N—=ZAMBMERINTWBIEEEF. 7v TV L — R SBHE1IC. PostgreSQL 7—4 X=X [ZHBITL
2l EEERL TSN, FERAERT Yy 7L — R RRIZDNWTIE. Linux T VMware Cloud
Director 7 v 7L —RESBL TS XL,

s VMware Cloud Director =/ ) —=FIZET 2P —NTH L T A—/N\— A—HF—DRIFRNH S Z &
EHERLET,

B AR =TFICA VARSI T7ANDT I INERERISEDIHEEG. ¥—7 v b =/ VMware /X7
Uyo F—&Fo O0—RU. A VA=ILLET, A VA=V T7ANDTHINEZET TITHRIEL T
WBIBE, 1 AN HICEFNEBURILT I VEEFIHY FHA, VMware KT U v o F—DFoO0—R
EAVAR=IVESRBELTS S,

m 7y 7IL—R%&ED VMware Cloud Director V7 h Oz 7DN=2 3V EERT B-0O0FMESA
RF—DHBEELEHALET,

B IRTDESXi RASDPENTHDZ LEHBLET, BYITAO>TNS ESXi R MIYR—bENEHA.
FE

1  VMware Cloud Director #/LD7 v 74 L — R

VMware Cloud Director 1 YA ~—=Z1d. 4= v~ B—N"\DB7 v T L — ROFHREZEE TN TiHEEL
TWBZ &R L. Y—/ND VMware Cloud Director V7 b0z 757 v 7L —RLUET,

2 VMware Cloud Director 7—4X—ZXD7 v oL —R
7 v 7oL —RKRL7 VMware Cloud Director % —/XT, VMware Cloud Director 7 —4X—X%&#7 v 7
JUL—RETBY—ILERTLET, Tv 7L —RL7= VMware Cloud Director % —/\ZBi# &3 581
. BTHET—IRN—RET TV —RTIVLENHYET.

RORT T

B =N —TRDTRTH VMware Cloud Director H—NEZDTF—IR—RET7 v T —RLEL,
FTRTDHEIT VMware Cloud Director ¥ —EREREFTEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

m  IEEES vCenter Server AT AICEEM T 5N /=& NSX Manager 7 v 75 L — R

m % NSX Manager #7 v 7L — R L7%#%. vCenter Server D> X7 A, KA, HELU NSX Edge 7
v —RT&E9, vCenter Server > X5 A, ESXi kX b, NSX Edge 07 v 74 L —RESBLT
7S,

VMware Cloud Director /D7 v 75 L — K

VMware Cloud Director 1 YA ~—=Z (3. =5y b Y—N\DBT7 v T 7L — ROFHREGEINTHEZL TS
ZLEEHRL. Y—/"D VMware Cloud Director V7 b9 7%27 v 7L —RLULET,

VMware Cloud Director for Linux [, vmware-vcloud-director-distribution-v &EWVSHEKDEET
DT IBINEBRINERTAEEIPNIVELTERHSNET, v. v-nnnnnn.bin, ZZT w.v(d, BERN— 32,
nnnnnn (FE)L RBEEEZERLET. FlZXIE. vmware-vcloud-director-
distribution-8.10.0-3698331.bin EWD T 7ANRICAVEY, CORTAET 7MINERTT DL,
VMware Cloud Director 34 Y A M—JVERIET v TV —RENET,

#w#H /LD VMware Cloud Director 4 > R k—=JLDFEIE. VMware Cloud Director 4 —/\ )L—7D A >
IN—CT&12 VMware Cloud Director 41 Y A M—S55RTTHIVENH YU LT,

FIE
1 #—45vybH—NCrootLLTRIAIVLET,
2 AVARb=NT7ANES=Ty N —N=[CFIA-RLET,

AFATTYTZRDTEBALESEE. =0y b Y—N\DST7 O RATRERIBFIICA VA N=IL 774
IVEIE—-LET,

3 FUVO-—RAR=VCEBMENTNEDHDESVVO—RDF v IV LDB—HT DI ELEHRLET,

MD5 & SHATF v oS ADEN, Fo>O— R R=J(ICRBEINET, @Y —I)LEERLT. Fo>0
—REINFEA VR TT7ANDF v IYADBT IV O—R R=2DHDE—HKTHIEEERLET,
ROFEKXD Linux a< > RiZ installation-file DF v VY AERRFLET,

[root@celll /tmp]# mdS5sum installation-file

ARV REA VA= T77ANDF v O LERLES, TNF. 00— RX=2DODMD5 Fxvs
YLE—HTDLEDHYET,
4 AVAb=IL 77AIDRITAIRETHD LEERLET,

AVAN=I 77 AL RITIERDPULETY, ZOEREERICA VA=V 77A4IVICERETSICIE O
V=) b, FEEFY—ZFIL O4 U RUERE, RO Linux O > REXRTLET ., /nstallation-file
[Z. VMware Cloud Director 1 YA =)L Z7A4I~DT )L IXRZTT,

[root@celll /tmp]# chmod u+x installation-file

5 AR T7AIVERITLET,
AVAL=IL 774N ERTTBHICE. TV NNXRBZEZANLET, RICHZRLET,

[root@celll /tmpl# ./installation-file
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

T7A4IICE AR M=V RO U T MEHBIAHD RPM Ry r—IBEEnET,

O NRRBIEBORAENAR—AXEZEZESLTALVINIDSA VA=V 77 AN ERTTEHILIETE
FH Ao

A4 A M=%, VMware Cloud Director O/N—2 3> s, A VA=) 77 A4ILRADN—2 3 P LEDS
DThHH_LEBRETEE IT7— Ay E—CFERRUTERTLET,
A4 >R =55 VMware Cloud Director DLFION—2 3 & BE LSS, Ty 7oL — REERT 5L
SITKOENET,

6 yEANL. Enter ¥—2#L T, 7y 7IL—RTHIELEHIELET,
AVAN=SPBUTOTvTIL—R JD—o70—%2@BLET,
a KRASPIRTOEHER/ST ZEEHERT S,
b VMware Cloud DirectorRPM v 4 —2 # BT 5,

cC TILEDIARTOT &5 17 VMware Cloud Director > 3 705273 5&. H—/N LT VMware
Cloud Director ¥—EXMMEIEL. 4 R b—JLiEHD VMware Cloud Director V7 b7 017 v
T —RENET,

=7y b Y—=—NICTVMware XTU v F—%A A b—)LUEDSEHBE. A VA M= F3ROERXDE
HERRLET.

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949

=Ty kN —=/NEDEFED global .properties 77 MIVEEBLLDETDE A VA M= (LRDFE
RDEEERRLUET,

warning: /opt/vmware/vcloud-director/etc/global.properties created as /opt/vmware/vcloud-

director/etc/global.properties.rpmnew

E: BIfED global.properties 77 A ZLFICEFHF LI LDHSHHEEF. ZOEERNRE
global.properties.rpmnew MSEEBTEET,
7 (FT7ayv) OUEKEIONT A EEHLET.

Ty Tl —RULERIC, HrLnWAsEEG7anT o M7 7 ()L /opt/vmware/vcloud-
director/etc/log4j.properties.rpmnew [CEZRAFEFNET.

FFa>y FToar

BEOAJERIONT 1 2EELAN 2 ZD774)% /opt/vmware/vcloud-director/etc/logd]j.properties [T
mE aAE—LET,

OJR&7aNnT 1 2ZEE LSS ZERARERIFTS(2IL. /opt/vmware/vcloud-director/etc/
logdij.properties.rpmnew ZBHFED /opt/vmware/vcloud-
director/etc/logdj.properties 77 A4NICR—YLET.
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R

VMware Cloud Director 7 v 7oL —RMPTET T B E. LUBIORE 7 7 A INDBFAICEAT 3 ERERT A vt
—OPA VA =FICL2TERREINET, 1 VAM=FI. T—IR=R T TIL—R Y= IVERTTEHLD
[TROENET.

RDRTFv T

ERT v 7L —RLTWRNEEIF. VMware Cloud Director 7 =4 X—%&7 v 7L —RTEET,
Y=\ JI)I—TADE VMware Cloud Director LIV TZDOFIEZEHEYRLET,

BEE: Y—-NIN—TBELUVT—IR-—RADITRTOEINET v T L —RFTBET. VMware Cloud Director
YP—ERERELZNTLS I,

VMware Cloud Director 7F—# X—XD7 v 7oL —R

7 v 7oL — KLU VMware Cloud Director +—/NT, VMware Cloud Director 7 —4X—X%&7 v 75 L
—RFTBYV—INERFTLES., 7v 7Y L —RLE VMware Cloud Director 3 —/N\&#BE£HT HHIC. HTHE
F—IN—RETYTIV—RITZIVENHYET,

ETPFBLUVRERT LY RITRTICET S1EHRIE. VMware Cloud Director 7 —# RX— X [CIRFESNET,
T—IR=RET Y TIUV—RTBE ZDIRVERMPENICHRVEDT, TOEH, T—IXN—=X Ty TIL—FR
A—T 4 VT 41E. RFFOIRIPIENZ LEZERL TS, 7y 7oL —KR JORREBBLET,

VMware Cloud Director —/\ )L —7RDIT R TDEIE. BLT—IXR—REHBFLET, 7v 7L —R
TBEINOHICERELS, T—IXR=—ADT7 v 7oL —RIZTRALGFTEFTLET., T—IR—RETvTIL—RL
=%, Ty 7L —RENTWEL VMware Cloud Director LT —XN—X([CHEHETEE A, TV TI L
—RENET—IXR-—R(THEHETDICE. TRTORIVET Y TIL—RTBULENHYET,

I 3

B BEOT—INR—RENYITYILET, T—IXR=—RA VYT NI T RT—PHETEFIBCHENET,

B =N TN —TRHDITRTH VMware Cloud Director wILDBEIELTWSZ EEHRLET, Ty 7oL
—Ranrzwivid, 7y 7OV —K TOCROBIELELTWVED, £27 v 7L —RENTLVEWN
VMware Cloud Director 4 —N\D#%H 31551%. ©IEBY —)LEFRLTH—EREELEL. vy hFD
YLET., BIEBY—INEFALTEINEZERTS2AHECDONTE [ ERIMEBY-IL U7 L R] &
SBLTLEEN,

n TIR=RTYTI—RA-T4UT4 VIT77LYADREYIESRBLTILEL,
Fg
1 AT72a3r&IEBELTC £EEF T 3B LT 7—FX—Rupgrade A—T 4 UTF 4 ERFTLET,

/opt/vmware/vcloud-director/bin/upgrade

NSX Manager OB#MEDHEWNWN—2 3 o NTF—FIR—R 7y T —R A—F 4 UTF 4 THREINHBE
F. BEAYE-—MBRREIN, Ty T —REFroilEanEd.
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2 axyR7AYTIRIHLTy EAAL. Enter F—2L T T—IR—RETZ v ITIV—RTDBILEHE

RLET,

3 axvr R T7AYTHRIHMLTy EANL, Enter F—Z3L T T—IR—RENYIT v T DI LEHR

LET.

--backup-completed 7 3 EFERLEEE.

ZOTAYTRIRFYTEINET,

4 TOT4TRBEDBA-T4UT4ICLoTRESNAEBZER BITERDZTAYTMIHLTn EAALT
STIVERTLTDS. BBTORANENEEERL. FIRFIEI1 057 v 7L —-REBRATLET.

BmR

T—INR=—R TV TIU—RY=I)LPRITEINT, EFTRREERT AV EE—CDBRREINET., 7y 7oL — R
SET LS, REDH—/NT VMware Cloud Director ¥ —ERXEBHIBT 5 LD ICkKOSNET,

RORFY T

y EAHL. Enter #—##3/Hh, %NS service vmware-ved start IX¥ > RER{TLTH—ERZRHA

LET.

7w 7L — RENK VMware Cloud Director 3 —/\NOHY —ERX BB TEET,

=N I —TIZETBEYUD VMware Cloud Director * > /I\N—%27 v 7L —RL. DY —EREZMIETE

%3, VMware Cloud Director )LD 7 v 7oL —RESBLTLLEE,

F—IR—RTyvTIV—KRA-F4UF4 UT7LUR

upgrade =T 4 UT 4 ZRTTHLER. ATV MTICREBREFT 72 3V BLUBIHELTHEELET.

upgrade 1—7 4 U T 1 DFFI(E /opt/vmware/vcloud-director/bin/ T,

KA-B.T—IR—RTyTIV—RA—FA VT4 DATL 3> BLUEIH

F7ar

--backup-completed

--ceip-user

VMware, Inc.

CEIPY—EX T7hUr»bDA—Y—%,

L]

VMware Cloud Director ®/\wv &7
VIMETLTWASZ EEIRELET,
IDATavEEETDHE Ty ToL
—RaA-FAUTqE T—HIR—R%E
Ny O Ty TTBNESMEesERZT0
YT RERRULELIEVET,

ZDA-YF—ZDA—HY—-MITIZTLR
TAEBICT TICEENTWREEE. 7
TV —RBKRBLET, T4

phone-home-system-account,
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KR4I T—INR—RATvTIV—FRA-T4 VT4 DFT2arBLUEIH HEZ)

FTar 5%
--enable-ceip ROWTNPEERLET
m  true
m  false
--installer-path VMware Cloud Director 1 > X ~—J) 774 )L

D7V INR%, A VA R=IL 774 EFNHHIEIN
EINTWSTFa Lo UL I—H—
vcloud.vcloud 235t A B Y RIBETH D HENH U E

ER
--maintenance-cell IP7RrLXR
--multisite-user JIWFHAS DRTFADT AU Y bDIA—F -4,

VMware, Inc.

e

ZDA YA ~—IVRED VMware X
I IUVARYIRARETOIS A
(CEIP) BT 2 EDDEIRELE
T, SOF T avEEELIZBET,
B DOHRAEDHERT false [CHRESNT
WaWhe&&E TT74)V M3 true TY,
VMware DHhRAF<X THVARIJI R
wEIOYS A (CEIP) 28T 5 &L
CEIP N LTR&ESNET -2 ICET
ZEMERSREENES., VMware
[C&BZDBFEHRDEMABMIL http://
www.vmware.com/trustvmware/
ceip.html @ Trust & Assurance
Center TERESNTVWET., wIER
YV —)LEFERLT, ZOEZD VMware
CEIP NOSIMEISEREZ VD THR
ICEES, [5E IVEBY—ILUD
7L R #BRLTEE,

--private-key-path #* 7 3 i
BTY,

Ty TIU—RBICTYyTIL—R 21—
TAVTAPAYT TR E—RTEIT
THEHDEILDIP 7 RLVR, 20OtV
[F MDD+ T T T BEICA
PTFUVRE-RICAYU, tBDEIDT
T OU—RARIEIAYTF R E-RD
FEICHRYVET, O DT v 7oL
— k&N ENS5OEIND 1 DL ENEIE
BedL. ZORMEIrY RTYULE
n. 7yvI7olL—Ranhk

9., --private-key-path 7> 3>
WZETY

D7 HhD> E. VMware Cloud
Director ¥JLFHY A MMERETERSINE
T, SOI—HY—-ZDOI—HF—HF TIC
AT LABEICT TICEENTNS8E
3. Ty TIV—REBRBLET, T7+

JU b tmultisite-system-account,
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KA. T—IR-RTYvTIV—RA-FTA4I)T4DAT 3 BELV3H )
A7vay 3% Bl

--private-key-path INA% TILDTSAR—=Fk F—=DT)L IXR4A,
ZOFTavEFERTAE BN
=TADTRTOERILS, T—F X=X
D7 v 7T —REICEEC vy b
D Ty TIL—R BLUBEBIN
9. 07y IIL—KkU—o70—
DEMIZDNTIE. VMware Cloud
Director 1 > X ~—JLO#E#HIET v 7
JU—RORFTESBLTIZEN,

--unattended-upgrade A |ANT v T —REEELET

--private-key-path # 7> a V& FERT 5548, NAT—REZERET(CXA—N—1—F-—N50D ssh &Kz
FRAITHLDIC. INTDOEINERETDVENHYET.,. CNEERT SHICE. RITRT LS Linux avw >k

SACEFERALET., ZOBITIE ID B veloud ICRESN. cell-ip ICHBEIVAND ssh D root & UTHE
SNENKTH, root /KAAT—RDIBEIEHY FH A,

sudo -u vcloud ssh -i private-key-path root@cell-ip

O—AJ LD private-key-path (L2754 RX—k F—=HP1—H— vcloud.vcloud M SERAELY ATHE T, X
BT BN TU Yo F—=8 cell-ip® root 1—H—D authorized-keys 7 7 A /VITEMENTLVNIE, a7
ROBEINILET,

FE: VMware Cloud Director 7O X# 21735 ID &L TERT 57=%. VMware Cloud Director 4 > X
F—ZCkY, veloud I—H —. vecloud ZI—7, LU veloud.velouwd 7H T Y EDMERENET, veloud
A—HY—[ZIFNRT—=RDBH YU EHA.

VMware Cloud Director D7 v 74 L — K&

ITRTD VMware Cloud Director 3 —NER-FF—IR—RET7 v TV —RLAEER. V59 RICRY NT—2
Y—ERERMT S NSX Manager 1 Y RV RET7 v 7L —RTEET. £DH%. VMware Cloud Director
AR =IVIZEHFEEINTNS ESXi iRRX b & vCenter Server 1 Y RE VRET7 v T L —RTEET,

EE: VMware Cloud Director TlZ. #i Edge Gateway O& MY R—rEhEd ., HHUADLH —
Edge Gateway £&#l Edge Gateway ICERTHZMHENH YU ET. https://kb.vmware.com/kb/66767 %
SELTEE,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

N—=2 32101 LETIE. Y—EX 7ANA 4 EFF > ML VMware Cloud Director APl 2B LTY E—H
Y—NNDEHET AL, —NIDZESSLNAV R T4 D—EELTHRIITE LT, VMware Cloud
Director &v k7 — V&G #13#E T 57-5(2. VMware Cloud Director AP| #{#A L TEHT A M &E{To> T
57T DO IFEETERVAEKRR FDESTY X MEERLEY. VMware Cloud Director @4 > X k—Jb
FrET7y T —RD%. T+ M VMware Cloud Director A7 2w R &HE T 5R1IC. #ERY A &
BRLEYT., TRAMEGRIES Y XA MOBRESRBL T ZS,

BEE: N—23r101LUBICTy 7L — KT 5E. VMware Cloud Director (312, BEICEHKENATWS
TRTDA VTSRS OF v T RRA 2V FOFEBEEERIELET. ZhiE. VMware Cloud Director TD
SSLARAZDEBAINERINAAHTYT, 7v 7F L — RENICEBAZ% VMware Cloud Director (24 V7R
— L TWWEWEAIE. vCenter Server & NSX D#E# A, SSL R DMBENAREDERE L > — TR L2 ERR
INBIEMHYET., ZDBE. Ty T —REIC. RD2DDFEONWTNIOERITTEET,

1 ®wIEEBY—I)VT trust-infra-certs AV RERFTL T, IXRTOIABREEZFROIPER M7 ICHPM
(A4 R—=bLET., vSphere UV —RMEDI Y RIRA > FEIBAZED A VA R— FESBLTSEZZ L,

2 Service Provider Admin Portal 1—%— 4 >4 —7 14 XT. & vCenter Server 8LUN NSX 1 > X%
VARAEBEIRL, AMPEEZADTIRICEREFREBANLET,

1EH A A vCenter Server & AT AICEEF T 5178 NSX Manager O 7
vy Tl =B

VMware Cloud Director (&SN TL\5 vCenter Server & ESXi kR &7 v 74 L — RTDH1IC. D
vCenter Server [CEER(F5NTIVSE NSX Manager #7 v 7L — RTBHENH Y ET,

NSX Manager 7 v 74 L — R, NSX BEHEENDT VR (FFIENETH Xy T —2 H—EX(EF
BrENEt A, NSX Manager 7 v 74 L — Rid. VMware Cloud Director IV MBRITHTH BME D MITH
M 59, VMware Cloud Director @7 v 74 L — RORIE/Z(ZRICRITTEET,

NSX 27 v 7oL —RITBHEICDNTIE. NSX for vSphere @ K42 4 > b (https://docs.vmware.com)
=SRBLTES,

FIE

1 VMware Cloud Director 4 R b= JVIREB(CEHEINTI\SE vCenter Server [ZBIES (T 57z NSX
Manager 27 v 7L —RLET.

2 FTRTHNSX Manager 27 v 7L —RLESL BFEEHD vCenter Server > XFAE ESXi KRR & T
v T —RTEET,

vCenter Server > X5 A, ESXi KX ;. NSXEdge 7 v 7oL — K

VMware Cloud Director LU NSX Manager 7 v 74 L — k)& o725, VMware Cloud Director [
ZHEEINTWS vCenter Server VAT ABLNESXi RRANET v 7L —RTDZVENHYET, EHEINT
WBFTRTD vCenter Server Y ATABXW ESXi KRR D7 v T L — KRB E. NSX Edge 27 v 74
L—RETBENTEET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

AR

57 RTERESD vCenter Server ¥ R T AICEESR F 5 /2& NSX Manager 89 TIC7 v 7L — k&
NTWBZ EEHABLET, EFH vCenter Server & X5 AICEER T 5N 7=& NSX Manager 07 v 74
L—RESBLTEZ,

Fl&

1 vCenter Server 4/ VX%V REENICLET,

a VMware Cloud Director Service Provider Admin Portal ® tZFE4S5—> 3> N—T, [UY—2X]
DFIZHB [VSphere VY —R] ZZFRLET,

b ZEfID/%xJT [vCenter Server 4 YRR &2y o LET,

c EMICT B vCenter Server 4 YRV ADMEICH DS PH Ry U &EBIRLT, [EM] #0JvoLE
ER

d [OKl&2 Uy o LET,
2 vCenter Server Y RTALAET v T L —RLET,
FHBICDUVTIL, vCenter Server 7 v 75 L — RICEAT 2HAEZSHEL T ZI ),
3  IRTD VMware Cloud Director /X7U v & URL 8L UGEREF = — 2R L X7,
a ftEBFET—T 3> N—T[ERB] ZERLET,
b AEBRONAXND [FRE] T [AFET7RVR]ZSVvILET,
C FTRTONTUvo 7RUVREHRLET,
4 vCenter Server M&E§x% VMware Cloud Director TEH L £,

a VMware Cloud Director Service Provider Admin Portal ® &+ E4S5—> 3> N—T, [UY—2X]
DTFICH S [VSphere VY —R] #FIRLET,

b ZE@D/xILT [vCenter Server 1 > R& R1 &0 ) v I LET,
c #—%v bk vCenter Server D#ICHDZPH Ry &ZIRL, [BiEHK] 20V v I LET,
d [OKl&Z Uy o LET,

5 7v7JlL—RkENn/ vCenter Server Y AT APYR—bT5E ESXi RAMET7 v 7L —RLET,
[VMware ESXi 07 v 75 L —R] #8BL T X,
BE: Ty7IU—RENLKRAMI 950 RDRBIL VESR-— DT BODTREBEEHRT S
DI NEBNYFITRFTRANET v T —RLTL SN, ThEFT > EE RANI-Y 2 bDT

vTOL—RE RETUBT TV —RENLKRIAMIBITLTRES LD IS, BEAICTE TSI LD
TEEY,

a vCenter Server S RTAHEFERL T, RAMEAYTF A E—RICL., 2ORIAMDINTORET
DUERIDRANIBITTESLDICLET,

b ®RMETYT7IL—RLET,
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c vCenter Server > A7 AEFERALTHRANEBEHRLET,
d vCenter Server > RTALAEFERALTHRAMNDAVTF VR E—RERTLETD,

6 (7> 3y) 7yTTL—R#ED vCenter Server & X5 AICEEERIF 5N TS NSX Manager BW&EE S
5 NSXEdge 27 v 7oL —RKLET,

Ty Tl —R&EN= NSX Edge TlE, N7+ —< 2 A0E#ENA ELTWVET, NSX Manager £7=(%
VMware Cloud Director #{#H L T NSX Edge 27 v 7o L —RT&EE T,

m  NSX Manager ZFERLTNSXEdge #7 v 74 L —RFTBAEXICDNTIE NSX for vSphere @ R
F a1 Ak (https://docs.vmware.com/jp/) Z8RBL T &),

m  VMware Cloud Director Z{#fH L T NSX Edge Gateway &7 v 7/ L — R3T 315413, £D Edge
[C&>THR—FENTILVS VMware Cloud Director v b7 —40 AT 10 MEWRICEIET 54
ENHUET.

m  VMware Cloud Director £7=1& VMware Cloud Director APl ®\\FhhZEER L T Edge
Gateway U —NI[CL>TREENS Ry cT—2Z Uty 95 &, Edge Gateway D#Et 37T v
T —RPBMMICRTEINET.

m Edge 5—hUzAZ2B77O0/43 5L BEMITSN/ZNSXEdge 7 T/SA TV ANT7 Yy 7oL —
REnxEd,

i BT /O00880R—-bEN 5D, NSX Data Center for vSphere Edge Gateway D& T
ER

B VApp 7y 7O —ROOVTFRANANS VAPp Ry NT—0 & ULy T B E FDOXRY FT—
JCEER TSN/ NSXEdge 7 I/SA TV AMT7y 7oL —Rankd, vVApp DIV TF R~
ADS VApp Xy T —4%& Uty 35121 VAPPp D[Ry T —2] 4 7ICBEHLT. FDxy
b —ODF#MERRL. VAP XY FT— U DRBRIDBEICH B Ry E20U v o LT [Vt
vyl EIUYOLET,

Edge Gateway #BT 7O/ 3§25 AEE LU VApp Ry hT—0%& Uty M BAEDEEMICDNTIL,
[VMware Cloud Director API 7O > X4 fi4 R] 28BL TS A0,

RORTY T

ZDFIE%E,. VMware Cloud Director 4 > R b —)VIRIEICEFR I N/=fthdD vCenter Server > XF AIZD N THE
UiRLET.
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CIEBY—-IL U7X

I EEY —I)LIE VMware Cloud Director L7377 —X—XAOEB(EAT AV R 54 1—FT+«
T 4 TY, REDOBEEICIF. R—NN—A—F—FL I AT LAERBEDIRILFERNVETT,

TIVEBY —IIE. /opt/vmware/vcloud-director/bin/ [CA YA M—J)LENET, ZNlE B—0O~
VRORTEEEFA IS OT 4T DIV ELTERTTBIBAICERTEET,

ERTRAIT Y RO—BER
AR EINVERY —)LDAR Y RE-—BERRTHICE. ROARY RSA VEFERLET.

./cell-management-tool -h

)b E—RDER

TIVEERY —JUF. SSITRENTVSEDITEIHELTHRUOET ZEICE>T A9 50F7 47 2 z)LELTRH
TTEEY,

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool
LI EEY-) v8.14.0.4146350, FAAEERYTITYRIIONTE. Thelple AN LTS, cmt>

1)V E—RTIE ROBITRENTNBEEDIC, cnt> TAV TR TRIERBY —IILOFEENDIT Y REAHNTE
£

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line. cmt>

RAMETTSE, I Rident> 7OV MNIRVET., Y20 E—RERTITBICEFE. ecmnt> AT RT
exit CFANILET,
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51

D

: RIVEBY —J)VOEREDOAIT

BITIE, ERAATEEE Y TIVEBY —)ILDAR Y REVR NI ZE—DIA 2550747 ARV RERFTLTY

S

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h

usage: cell-management-tool -h,--help print this message Available commands: cell -

Manipulates the Cell and core components certificates - Reconfigures the SSL certificates for

the cell . . . For command specific help: cell-management-tool <commandName> -h

VMware Cloud Director f > X b —JLVIRIEDERL
Y—NITN=TDTF—IR=REATLAEBEDT ho v N EEEBFRTVEET 223, BILEEY—IL
M system-setup AN REFEALET,

LAL—API IV RRA Y bADY—ER 7JONA Y 772 ADEME

VMware Cloud Director 10.0 LI TI(F. ¥—EX 7ONA ¥ ELVOTF > hH 5 VMware Cloud
Director N7 2t X2, ERID VMware Cloud Director OpenAPI OZ 4 > T RRA > hE{FERT
=ET,

TILDEE

TINEBY =D cell Y7AX VY REFERTSIE IR RGP 2 —FF5 ARV RLTHLWI XV ERA
IBTERWEDICLEY, 79T ATHRIRIVDART—HRERRLIEY, BILDAVTF R E—REO Y
FO—=JbLY, CIVEEEICO Yy O LEUTEHIENTEET,

I TTVT— 3 DER

TIDEIMEFICERTEINZ—EDT U T—2 3 E2EBT 523, BILEEY—I)LD cell-application
a2 REFERALETD,

TINR—REHTONT  EEHT S

TIEEBY —)LD reconfigure-database B 7a< > REEFERT S L. VMware Cloud Director & —
IN—RADEHETONT A EEBHTEET,

WEBLERTa2—5 T—YDREBLUEE

VMware Cloud Director (3, 4 —Y 37 AP a—F&FRLT. YATATRITINTI\SIERLE
BIE(37) ZBELET., V44—V AT Pa—F T—IR—ADPWET S L. S ATLEEEICEILETE
BUWMEENHYVET, RTPa1—5 T—FOWEROEELHEDRT 5(21E. ©ILEEY—ILO
fix-scheduler-data AX Y REFERAL T T—IX—RERXAF+ 2 LET, T—IHDRIEL T HEIL.
VEIELTIEELET,

HTTPS &kUarV—)L 7O+> I KR4 FOEACERTREDER

TIEEY =)D generate-certs ANV Y REFAL T, HTTPS BXUarvV—)L 7OF> T RKRA Y
FDBCEEERfFE SSLAIMBAEZAERLET.

HTTPS 8Xvra>ryv—J)L 7AF> TV RARA Y MDFIBAEDBE SRR

TIVEEY — )LD certificates ANV REFAL T, HTTPS BLUPra>V—I)L 7OFL T RRA >+
D SSLIABAEZE=ZMZ E T,
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m HAEH—EXRDPSD SSLARED A R— K~
TIEEY —)LOD import-trusted-certificates Y RZEFEHL T. AMQP *® VMware Cloud
Director 7= RXR—RIEEDNEY —EANDTF 1 7 EHEOWI (ERT DHBHEEA U R—MLET,

= vSphere UY—XH5DI Y RRA Y MEAEDA »HR— K
Ty 7l — R BIVEEBY—)IO trust-infra-certs A< REFERAL T, BERAD vSphere UV
— X5 VMware Cloud Director 7 —4 X=X [CEIBAEZENEL TA VR— ML ET,

m TAMERESU X DB
AVAN=IVEREFT v TP L — R VMware Cloud Director v T —OADT7 Vv RETFH > MIEH
A[ 3 %H1IC. EILVEEY —)LD manage-test-connection-blacklist OA¥ Y REFEHL T, AERK
AMANDTOERET7Ov I LET,

B I RTCDT7IT47 IO FIPS RTF—49 RDORFR
VMware Cloud Director 10.2.2 LT, #XTD7 o7« 77 VMware Cloud Director )L®D FIPS
RT—H REWRT ST, fips-status A REFERALET, 20aAX Y REFEALTH. VMware
Cloud Director 7 7547 > R®D FIPS AF—% R(FRJTINEH A,

B RSN SSLEBSOURNDER
SSLNAYRY 240 TJOCRPICERTEOCILPRET IES{ERM— Dty EERTSICE &
JVEEY — )LD ciphers AX¥ Y REFALET,

m FAENASSL7ORaLOYURMOERE
TIVHEMTS SSL 7O Ma/LDtEy bOHFHS SSLAY R 140 JOVATERT S HDOEERT S
[Z13. BILEEY —I)LD ssl-protocols AX Y REMFALET,

B AUy IDINEENFADER
TIEBY—I)LD configure-metrics AY Y REFERALT. WETHAMNI v IDEY FEEBRT S
EMWTEZET,

m  Cassandra A hU v o F—HX—XDERK
TINEFTa DAY T—IR=RTEHT BICE. LILVEEY—I)LD cassandra AX > REFEH
LET.

m JRTAEBEDODNRT—RDIETT
VMware Cloud Director 77— RX—XRDIA—H—Z E/NRXRT— KRB DH > TNBHEIE BIILERY—ILD
recover-password J<X » RZ&{FEHL T, VMware Cloud Director > A7 ABBED/INR T — REETT
EEXIN

B IRUDKBRT—4 ADEH
TILPERICO vy b O ENEECRTL TV EI RV ICEET B TRAT I REEHT ST,
TIVEBY — )LD fail-tasks ARV REFERALET., IRTORINES v+ T LEWRY,
fail-tasks ANV REFEHAT S LETEEHA,

n EEAyE—-INEBOHERK
PRATLDEEA Y E-VEOTICRET SHETERT DICE. wIVERY IO
configure-audit-syslog OX RZEFEHRLET,
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B A=) TFTUTL— O
A= T S—MOERBEICORTANMERT DT L — hE2EEBTH(CE. ILEEY—ILD
manage-email AV RZEFRALET,

B BRLORETS DKRE
TIEEY —I)LD find-orphan-vms AX > REFEHRAT S &, vCenter T—FN—R([ZILFET DD
VMware Cloud Director 77— X=X [C(ZHFEELRIMRET S U ADSBERRTEE T,

B VMware h X4 TOVXRY IV RRETAT S ANDSINE (LB
VMware hA¥ X TOARY IV RARETOIS LAICSMELISBRT HICIE. BILEBY—ILOD
configure-ceip ¥ 7 REFEHLET.,

m 7T —= 3 DEREDEH
TIEEY —)LD manage-config Y7 AV REFERATSE HP05 ROy NI VI TOT4ET 17
EDZEIERT TV -2 a v DERETHRTEET,

m AYOJREBOROY MUV TDBETE
OB ICANR SN, EIMOEBNSY TRISATEIN-HIOJEENSHH DEE. hYOTD
BHEAF I AT ADBARIC/ESHENED(IC, AvOJRABOROY N VY IEBRETEET., wIERY —
JLD manage-config Y7 ATV REFEAT 2L, RBICEAHTESS4 7S VIBEDOHEFIRT 52 & T,
hyOJEEOAOY ~) VI ERETEET,

s VMware Cloud Director A—5— 4 >4 =7 1A ANDT7 VL RICKRBLIEBED NS TV a—T4 >
7
VMware Cloud Director :=ER® VMware Cloud Director ©/ILOF#S IP 7 RLAE DNS TV~
JERTRBLUVEHRT HI121E. BILEEY —/LOD manage-config ¥ 7 A REFHALET.

m  vCenter Server (RIEEY > UHRHEDT /N &
IV EEY —)LD debug-auto-import 7 a7 REFERAT SHE. VApp DHA D ZX LD vCenter
Server [RIEEX L V&2 1 BULRF Y T 2EREZRAETEET,

B IINFUAMEERY NT7—=20D MAC 7 R ZDBAERK
BUAAL—JLID THEERENTNS 2 DO VMware Cloud Director 44 ~Z&BERIT5E. 25D
YA FEOILEERRY b7 —0TMAC 7 RV RADBENKRETAAREENHVET. ZOLSHFEEERET
BI2F. A VA=) ID EIFREDBHRY A —RIZEDNT, WIFhhOU A4 FTMAC T RLREBAE
BT 2HENHYET.

m  VMware Cloud Director ©/ILDT—F X=X IP 7 RL ADEH

F—IR—RAERAMY S AZ KD VMware Cloud Director /LD IP 7 RL REEIFHT SIC1E. BILER
V= )VEFERTEET,

VMware Cloud Director £ X b —)LIRIEDERK

Y—NIN—TDT—IRN—RELRTLEBEDT H DV b EBBIFRTHEMLT B2 ©ILEERY —ILO
system-setup AV REFALET,
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VMware Cloud Director —/\ )L —FIZET 2 I RTOY—NEERL., T—IXR—X([TEHELIZS, BRID
SRTAEBETHD Y MR L. ROFERXODOT R 54 0 %2ERL T VMware Cloud Director 77— X—
REBEIFR T TEE T,

cell-management-tool system-setup options

ZoaAvrhE, By TV TEHDIATATRITTSHIEIETEERFA, ——unattended & —-password %
BR<IRTOATL 3V &BETDHENHYET,

R5-1. CIVEBY—-IDF T 3 EBIH. system-setup B 7aAT VR

FFary

--help (-h)

--email

—--full-name

--installation-id

—--password

--serial-number

—-—-system-name
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L

RS B AT LEEBED
A=) 7 RUZR,

RS B AT LEEBED
PO Sl

1~ 63 DEH

BT %3 AT LEBED
INRT —

K., --unattended #*7
T avEFERTZHEEY
JBTY. —-unattended
AT avEERLTNG
WMEEIC, AR S
[CZnFToavEREL
TWhE NXRD—RZE3h
570 7 MPRREINE
EDS

ZDAVAR=IDIUT
VES (AR F-),
VMware Cloud

Director vCenter
Server 7 # LY D&,

BtEA

ZOATIUTERAAIEEZDT Y RO
B2ERLET.

JARATAEBEDA =)L 7T RUR(L,
VMware Cloud Director ¥ —% X—
RTINS NET,

SRATLAEBEDTIL 21— Al
VMware Cloud Director ¥ —4 X—
RTINS NET,

Z® VMware Cloud Director 4 > &
F—IVEREBEDA A —=IL ID, ZDA >~
A L=JVID (F. 1&k*E NIC ®» MAC 7 K
VREERT BDBICERENET,

o TILTFHA MERDO VMware
Cloud Director « > R b — LB Tikik
Iy b= U EERT BFEDNDH DIHE
[%. & VMware Cloud Director 1 ~
AR—=IVIZT—BDA X +—)L ID &5%
ETEHILEMRIFLTILEE,

AT LAEEEE. VMware Cloud
Director MFREIZ%Z(F 5B, ZD/XR
J—REAALET,

f£&. VMware Cloud Director 0&
PRV TINEETTHEZENBETT,

Z® VMware Cloud Director 1 > X
h—IVIRIRIL. BREDE vCenter
Server T, ZO&FD T AIVFICL>T
REINFET,
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KR5-1. BIVBEBY—IDATL 32 58, system-setup 7T R (FiZ)
*7ay 5% A

--unattended A 8., ZDFTarvERELTCAT Y
REELENTHE ANEKRDD IO T H
MRRENELSIZVET,

--user R B RATLEEBED JRTLAEEEL. VMware Cloud
a—-¥—4. Director ORI E=Z(FBEIC. ZD1—
Y—2EANLET,

5 : VMware Cloud Director > AT ARTEEZIEETT S

ZoElna< > KTIE. VMware Cloud Director 4 X b= JVIRBICHVER IR TD L AT AREEIEE L TL
F9., --unattended BELW -—password T 3 UPIEEINTWARWNED, P ATAEBEEERT SHIEIC
INAT—REANBLUVHERTHLOEREINET,

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool system-setup \ --user admin --full-name "VCD System
Administrator" --email vcd-admin@example.com --system-name VCD --installation-id 2

Please enter the new password for user admin (password must have more than 6 characters):
Re-enter the password to confirm:

Username: admin

Full name: VCD System Administrator

Email: vcd-admin@example.com

System name: VCD

Installation ID: 2

Are you sure you want to use these parameters? [Y/n]:y
Creating admin user.

Setting system details.

Completing system setup.

System setup is complete.

LAL—API I RIRA Y PADY—ER T7AONA Y 7O RADE
ke

VMware Cloud Director 10.0 LI Tld. ¥—EX 7AONA B LN TF > b5 VMware Cloud Director
ANDT 7RI, ERD VMware Cloud Director OpenAPl A4 A > T2 RiRA > hEFERTEET,

2 B0#HL L OpenAPlI T RRA > h&EFEAL T VMware Cloud Director AD7 vt REFHIRT B L(CK
U, EFaUTZRESERZENTEET.

m  /cloudapi/1.0.0/sessions/provider: Y—EX JONA Y AT A AD OpenAPI T RARA >,
TFHME SOOIV RARA2 MEFERLT VMware Cloud Director IC7 V2R $ 5 &L TEE A,

B /cloudapi/1.0.0/sessions/ - TF >k OJA4HD OpenAPI TV RRAV ~, Y—EXR 7ONAS
(2. SOOI RKRA > bEFERLT VMware Cloud Director IC7 2R T 5 &I TEEH A,
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TI7AIETEH, 7AONA FEBES LUHBEO1I—Y —75 VMware Cloud Director (L7 2t X3 3(C
(. /api/sessions API TV RARA > MTAJA 2 LET,

TIIEEY =)D manage-config Y7 A REFRHT DL —EX JONA I D5 /api/sessions API T
VRRAVMADT VR REENCTE S0, TJAONAFOOTA &, BY—EX TANA T DI BT VA TE
5L\ /cloudapi/1.0.0/sessions/provider OpenAPI T RARA > MIHIRT B EMTEET,

Fr: O Y—EXR FANAYICELD /api/sessions API T RIRA V MADT O REEHICT S L, REAY S

—TSAML b= DHE/ET I T —ER TONAFTDEKRIE, TRTOLAS— API T2 RAKRA > TR

LET.

FIE

1 WIFnmno VMware Cloud Director )LD OS (2, root ELTHSA 5. SSH TEELET.

2 7ONAEM5S /api/sessions API TV RARA DV MADT O/ ®RETOY o512 ©IVERY —ILEE
BLT, ®xOoav > RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v true

HR

INT, B—EX 7ANA D5 /api/sessions APl TV RIRA M7 VR TEMRLKIRVET, b —EX 7
ANA (L, FL L OpenAPlI T RRA >~ /cloudapi/1.0.0/sessions/provider Z{FH L T VMware
Cloud Director IC7 R TEEY., TF > MI. /api/sessions API TV RRA U MEFHLLY /cloudapi/
1.0.0/sessions/ OpenAPI T RRA > bDOMEAZFERLT. VMware Cloud Director [C7 V7 AT&EX
£

RODRATY T

TONA TS Japi/sessions API TV RIRA U MNITOVRATEDLDICTSICTE. RDOAX Y RERFTLE
ER

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false

I DERE

TIVEERY —I)LD cell YT7AX Y REFERATRE IR ATV a—F5 AR RLUTHLULWY RV EBIAT
ERWEDICLEY, 79T A THRIRIDART—F RERRLIEY, ©CILDOAVTFF R E-—REZ2MO-J)LL
72U, BIVEEEICO vy N O LIEUT B EMTEET.

ENEBEERTBHICE. ROEKXTIAII I RSA VEFERLEY,

cell-management-toolcell-usysadmin-username -p sysadmin-passwordoption
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Z ZT. sysadmin-username & LU sysadmin-password ($. > AT ABEBEDI-—H-ZHLP/RXT—RK

<Y,

E: EFaUT A LOEBRICKY. NRAT—-REEHBTEET, ZOHE NRAT—REERICKRRENT, /IR

T—ROANERDZD IOV T MBRRENET,

AT LAEBEDRE

BFMEANTHRDYIC, --pid A 7> a»&FEALT ©I 7ALADTALR ID £AH

TBHIEHTEET, TIADTOEXID ZRKRT BT ROLDBITY REFRALET,

cat /var/run/vmware-vcd-cell.pid

R5-2. BINEBY—IDATL 3258 cell ¥ Tav R

--pid
(-1)
--maintenance

(-m)

—--password

(-p)

--quiesce

(-

—--shutdown
(-s)
--status

(-t)

--status-verbose

(-tt)

—-username

(-u)

VMware, Inc.
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A

I a0 7O+X ID

true £7/2(4 false

VMware Cloud Director X7
LAEBED/INRAT— R

true £/2l4 false

A4

EL

A4

VMware Cloud Director X7
LEEEQI—-Y—%

HteA

CDATITEAAIBEERIT > FO#H]
ZERLET.

ZDF T3 (E -username DftHY
[CERATEET,

TIVEATF R E—RICEELE
ED

5l# true ZIETH L. CILDT I T4
ETqF8EL. RILDBAYTF R E
—RICHRVETS,

5% false [CkWU. ©ILDAYTF R
E-RDPERENES.

-username 7 3 UMERIN TN
diEGE. 73> TT,

ZOF T 3 EERBLUIZEE /ISR T —
REE@EICRRENT. NXRT—RDAA
EROHZTOVTIDBRRINET,

TN EDTOTAET 4 EBLELET,
Bl true (FRT P2 —SFFhHLET,

5l false (JRT 2 1—5Z2BMALE
ER

H—/\_LE®D VMware Cloud Director
P—EXREEEIC Yy IO LET,

T ETRFESNTNE Y RODHE®
IWDRT—5 XICHT HIEHRERRLE
ERS

LIV ETRITSNTNBE IR ERILD
RTFT—H AICET HEMERERRLE
ER

ZOF T3 -pid DRDOYICER
T&EET,
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N TTVT—2 3 DOER
TIDERHMEFICRTENZ—EDT TV T—2 3 E2EBTB5(0E. ©IVEERY—I)LD cell-application ATV
REFERALET,

VMware Cloud Director (& VMware Cloud Director 547 "W ELTH Y —ERERMTEIFIE
B7TVT—a vERALET, BLEINSDOT7 TV T—a > 0072y MET 74V NTRATLES., B
#. VMware Cloud Director @4 > X h—)L&HR—rFBICE. DTy MIEENDZITRTOT TUT
— 2 arvPREICRVET.

TINDOEBFICRTEINDET TV T—23 DY RAMERRELBEET HICE. ROERXDAT Y RSA & ER
LETY.

cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command

sysadmin-username

VMware Cloud Director Y RFABEBEDI—HY—4£,

sysadmin-password
VMware Cloud Director ¥ XFABBED/NRT— K, INAT— R IERXENEENTNSIHEET/NRT
— RE5|IRAFCHOHVENIHY ET,

F: cell-management-tool X K >4 »IC VMware Cloud Director > A7 AEBED/NAT —
REAANTAHIEHTEETN, NRAT—REEBITBIEIONRETYT. NICLY. cell-management-
tool TNRT—RPEKRINDLDICAHAVETHS. ANWARTEARICIEIRREINEHA,

AT AEBEOTIEREANTEIRADYIC, ——pidF T arEEFERALT. v 70RO T7O+X ID
EFANTEZEHTEET, BILOT7ORRID #28FTHICIE. ROLDGAV I REFALET,

cat /var/run/vmware-vcd-cell.pid

command
cell-application ¥ 7% K,

xR 5-3. BINEBY—IDA T a3 B8, cell-application ¥ 7av K

avr Rk 3% Bte

--help (-h) =L ZOATIY TERAIERIYT Y FOMEBEERLET,

--application- 7L IV TTVT—2a KT TV -2 a DREDREE—ERRLET.
states

--disable 77U -3 1D TIDEBECZDOEIN 7TV T—2 3 v BRTENEVED ITHEVET,
--enable 77V —23> 1D TINDOEBEICIOEIN 7TV Tr—2 3 v BRTENDLDICKRYVET,
——pid (-i) ) OO 7O+ X ID ZDFTarviE -uEEEF -uBLY -p DRDYICERTEET.
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KR 5-3. CINEBY—-IDF T 358, cell-application W 7a< 2 R (iZ)

avrk 3% L

--list AP IRTOEN T7TVT—2 30 E—BRRL. BIOEFHFICETISHLIIC
BRESNTLWEDEDIDERLET.

—-password (-p) VMware Cloud Director &## 2., AV RIAVTRRT=RPAAINTWEAEWNEE, a7 RORITHE

NRT =R [CNXRT—=ROANERDBTAY T SPIRRENET,
--set tzaaryTRySNET TV — TINOEBRICERTT DIV TTVT—2 3 0ty bEEELET, XD
2arIDDURE, RUREFERATHE BILOBRBFICESTOLDICKREENEIL TTUYT

—2ar OBFEOEY MILEEESINET. 1 D207 TV T —2 3 > DEEK
HEAZE T AIC(E. -—enable F£/=(3 --disable ZFRLET,

—--username (-U) VMware Cloud Director &i## --pid #EELAMESEIHEA
1—-H¥—-4%,

Bl : 'IVTTVT—2 32 EZ0ORMIKED—ERTR
RO cell-management-tool ARV RIAVERFTTHE. IV 7 TUT—2 3 EZDREREDY X S
BENET, A RORFTICIEI AT LAEEREDRIABTRVPVLETT,

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool -u administrator cell-application --list

Please enter the administrator password:

name id enabled
description

Networking com.vmware.vc... true Exposes NSX api endpoints directly from
vCD.

Console Proxy com.vmware.vc... true Proxies VM console data

connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant
site.

Compute Service Broker com.vmware.vc... true Allows registering with a service
control...

Maintenance Application com.vmware.vc... false Indicates to users the cell is

undergo ...

Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST
API.

F—IR—REHETOAONT L ZEBH TS

TIVEEY — )LD reconfigure-database ¥ 737 R&EFEAT 5L, VMware Cloud Director 77—~
—ADEHETANT A ZEHTEET,

VMware Cloud Director @4 > X b—)l 7Ot XF /=& VMware Cloud Director 7 754 7 > AD T 70O
A4 JOERRATIT, T—IR=—RIATET—IR=REHDTOANT 1« 2R L ET. Linux AD VMware
Cloud Director @A > X k=)L B LU VMware Cloud Director 7 754 7 > AN T 704 LHEER &SR
LTS,

VMware, Inc. 198



VMware Cloud Director 1 > X k=)L, #k. 8LUOT7 v T —R A4S R

VMware Cloud Director 77— X—X&&%E L7/ I(l. reconfigure-database ¥ 7YV REFERALTT
—IR—REHEFHTEET. B7FED VMware Cloud Director 7= X—XRDFH L WKRR CADBE)., T—%
R=ZADA—HYP—ZF/IZ/XRT— ROZEE, PostgreSQL T—4 X—XD SSL #HDAMNLEFTO> ZEMNTEE
ER

cell-management-tool reconfigure-database options

EE: reconfigure-database AV RERTLTMASNAEREEIL. ©ILOITO—NIVERT 714
global .properties BLUVRET 71/l responses.properties [CEZAENET., AT RERTT
BRI, I8E 7 74D /opt/vmware/vcloud-director/etc/responses.properties [ChHY, EEE
AHARETH D EEHRL TSN, BET7 7MIIVORELBIADOFEMICDONTIE, TLinux ND VMware
Cloud Director 4 > X k=)L) ZBRLTIZE),

——pid A7 a EFERLEWVMEEE. ILEBEES L (EEZEBRATS2LENHYET.

R5-4. CNEBY—IDF T3 EEl8. reconfigure-database ¥ 7av K

F7var
--help

(-n)
--database-host

(-dbhost)

--database-instance

(-dbinstance)

--database-name

(-dbname)

--database-password

(-dbpassword)

--database-port

(-dbport)

--database-type

(-dbtype)

VMware, Inc.

VMware Cloud
Director 7—#~X—2X
RAMDIP 7 RV RE S
FTELEH R A VH

SQL Server 7 —# ~X—
RAVAIT VR

T—INR—=R F—ERE,

F—HIR=R A—H—D
INRAT— R,

F—HR—RAKALLT
BT HT—5N—R Y
—ERICL>TERENG
- hES,

T—INR=RGALT, R
DUNFND
B sglserver

B  postgres

BtEA

ZOAT I TERFRERT T3>0
MELRLET.

database.jdbcUrl ZFO/NXT 1 DiE%E
BEHLET.

EE: ZoavrRiE EOEXDIHE
WIELET.

FToarv, THIR=R LT
sqglserver DHZEICFEALET.

EE: ZOATarERETDEE
3 BT —INR—REFRELLLEL
BUEZEET DHLENHYET.

database.jdbcUrl ZFO/NXT 1 DiE%E
BEHLETS.

database.password 7A/NT 4 DfE
EEHLES, BELA/NRT— NI
BlEINTHSTOANT (fEE L TIRIR
ENET.

database.jdbcUrl ZFO/NXT 1 DfE%E
BEHLES,

EE: Z0avrRE EokXort
REELET,

database.jdbcUrl ZFO/NT 1 DfE%E
EHLET.
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xR 5-4. BIEBY—-IDAT a3 EF|H. reconfigure-database Y 7a< > F ()

FFar
--database-user

(-dbuser)

--database-ssl

--pid

(-1)

--private-key-path

--remote-sudo-user

1k

F—gR=R 1—HF—D
1%

true £7/(4 false

EIDOTAEX D,

TNDTSA =K F—
NDINRE,

sudo H#EREF DI —H —
D&,

WA

database.user FOA/NT 1 DEEFFH
LET.

TF—HN—=R ZATH postgres D5
EIZfEALET. VMware Cloud
Director 1n5® SSL #ia ERkT 5 &
5 (2. PostgreSQL F—4 N— X &AL
LET,

F7 a3y, RO VMware Cloud

Director #/VIZ/Ry hBIERERITLE
. CINEBREHTILEFHY EHA.

--private-key-path &—#&ICERAL

=BEE. O—ALBLPUE—- ORIV
[COY Y REELICEITTEET,

F7rav, Y=NIN—TADTRT
DENPEBICS vy bTDEIN ZOD
F—IR= TANT 4 HEHFEN. B
BESNET,

BE: IXRTORIE RRT—REE
KEFTICR—/X\— I—HF—HmH50D SSH
BREHA T ORENHYET,

UE—h 32— root LRHZ5E
[C. --private-key-path 7 3>
E—HEICERALET,
TTS4T v ADiGEE, postgres 1—
YP—[CZDATa EERATEET
(--remote-sudo-

user=postgres /i &),

* 73 --database-host L --database-port EFEALHE. AX Y RTEHEIHMOER IR NE
T, RRAMER=PFOHAEDLETRY NIV —VICTVRRTEZNED M. FEIFBELEYA TTRITHDOT

— S R—RBBBME D DIEBRSNEL A,

--private-key-path A7 a3 & FERATIHE. /NRAT— REERETICRA—/\— I—F—»H5D SSH 4
EHRAITAHLDIC. IRTOENEEBRTHVENHYET., £EZAE HRIEEZRITTBHICE KO Linux av» B

ERITLET,

sudo -u vcloud ssh -i private-key-path root@cell-ip
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ZDOFEITIE. ID B veloud ITEREIN. cell-ip IZHBILAND SSH ##HS root & UTHEIIENET A, root /X
RATD—ROIBEEFHY ERFA. B—hHI LD private-key-path [CH 3 TS5 4 X—k F—pP1—H—
veloud.veloud MSFRAEYAEET, Wd /T U v o F—78 cell-ip® root 1—H—®D authorized-
keys Z7AINVICHNIE. a7 ROPKMLET.

E: VMware Cloud Director 7Ot X# 21795 ID £ L TERAT %78, VMware Cloud Director 4 >R
F—ZI2&V. veloud —H —, vecloud ZIL—7, LW veloud.veloud TH U Y FHMERRENET, veloud
A—H—[C@FNRT—RBHYEEA.

5l - VMware Cloud Director 7— I X—RXAD1—HY—ZE/NRT—REZLE
ERA)

VMware Cloud Director 7= X—XDA—H—ZE/NRT— REZEL, thOITRTOEKETO/NT 1 £ HKY)
IBELAEEICLTHESCE. RDATY RERTLET.

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
-dbuser vcd-dba -dbpassword P@55wOrd

Bl : TRTOEIDKRY FEERICELS VMware Cloud Director ¥—4 X —
ADIP 7 RLADEH

sudo 1ER##FDIE root T—H—MFXTHOEILD VMware Cloud Director 7 —4X—XD IP 7 RL A %E
LIZEETAICIE. "ROaAR Y REERTLET,

[sudo@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
--dbhost db_ip address -i $(service vmware-vcd pid cell) --private-key-path=path to private-
key \

--remote-sudo-user=non-root-user

BHELERT 21 —5 T4 DIREBLUMEER

VMware Cloud Director (2. 24—V 237 A5 2a—F&FRHLT. P RATATRITINTIDIERLRRME

(37) #zE#ELET., 94—V RT2a—F T—IXR—ADPWIBTH L, P RATAZEEICERIETERVEEN
HUET, RTP2—5 T—IDOWEOFEEMEDRT H(21E. IILEEY —)LOD fix-scheduler-data A< R
EFEALT. T—IR—R&ERXF+ > LET. T—IOWBL TV ESEE. BEICESCTEELET.

T—IR—ANTHEBELIERT 22— T—9&XF+ > F5(LF. ROEAXDATU K SAVEFERLET,

cell-management-toolfix-scheduler-dataoptions
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R 5-5. LIEBY—IDF T 35|18, fix-scheduler-data 73TV R

F7ary 5% L]
--help (-h) 7L ZONFT)TERTEERIT Y RO
BHRLET.
--dbuser VMware Cloud Director 7—% ARV RSA VTHERETHVENHYE
N=R A-—HF—-D1-H¥—-%, ER
--dbpassword VMware Cloud Director ¥—% BELEWMERICANDNKRDONET,

N—R A—H—-D/NNRAT—RK,

HTTPS 8&arV—JL 7O+> TV RRA 2 bOBCERGHA
EDERK

TIEEY —)LD generate-certs ANV Y REFAL T, HTTPS 8XUarvV—J)L 7OF> T RKRA > bD
BCERfT& SSLAIREZEMLET.

& VMware Cloud Director 4 —/N )L—TF(3 2 8D SSL IV RRA U FEYR- T EZHLENHVET, 18
[EHTTPS H—EXDIVRRA U~ D 1EEFIVY—IL 7AOFS H—ERDI Y RKRA > ~TT., HTTPS
P—EXRDI > RARA > bTlE VMware Cloud Director Service Provider Admin Portal. VMware Cloud
Director Tenant Portal. XU VMware Cloud Director APl #97R— kL3, UE—F arV—JL 70O
FDIYRRAYBTIE VApp BIMRIEEY S AD VMRC #i#fia Y R— b LET,

TIVEEY — )LD generate-certs A< RICL Y. Linux £ T?D VMware Cloud Director BOBCE& =
SSL SEFAZEDERICR T FIED BEMELENE T,

FLOWACERMNE SSLAMRELERL THRELEBRFOF—ZA M7 ITEMT B(2F. ROEXTIAT I R34
CvEFERLET.

cell-management-tool generate-certs options

KR 5-6. LILEBY—I)DF T 3 EB|#. generate-certs Y7 K

F7ar ClE-¢ BEA

--help (-h) =L ZDATIYUTERAIEEZIT Y RO
EEZRLET,

--expiration (-X) aays-until-expiration SEBAEDHMERPUINS ETOREKT

¥, 774 bTIE 365 T,

--issuer (-i) name=value [, FIBREHITE®D X.509 #Al%. 77+
name=value, ...] JV ~Tl(E cN=FODN TY, FQDN [EtIL

DRELEM R AL BTY, TL2EH R
A VEDERTERVNEEIL. Z0 IP

T RUVRTY, BHROBELEDORT &

BETHHEEIE. ERTEH I TR

U, 51 8EHESIAFCTHEATILES,

—-httpcert (-)) L HTTPS T2 RARA > bDFEBEZEERK
LET,
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£ 5-6. CIEBY—IDA T a8, generate-certs Y7 K (E)

F7ary 31% B

—-—type (-1) keystore-type F-RET7OFK, T4 ML
PKCS12 TY. JCEKS ¥— X b7 &Rk
FTHIEHTEET,

--key-size (-S) key-size BHEYMELTREINEF— RTOY

ARXTY., 774/ ~TIF 2048 TH.
NIST Special Publication 800-131A
ICREW, 1,024 RFEDF— Y4 XFHR
—bEna<<iayELE,

--keystore-pwd (-W) keystore-password ZDRAMEDF—=ZANTDINZAT—R
T1.

--out (-0) keystore-pathname CDRAMEDF—=ASTADTIL XX
&7TY.

--consoleproxycert (-P) 7L a>V—)L 7AFL T RRA 2 hOIE
BHELERLET.

E: ZOYTARVEROLAIOV ) —REOEMEEMIFT HLDIC. - & -p DAAEERTDE -5 & p &
MARELICBELEEUBEREABVET.

Bl : BCERTEAAZTOMER

INSDOEADHFHITIE. F—ALTH /tmp/cell.ks [CHEL. NRT— RS kspw THAHZEEZBELTNE
T, ZOF-ATE EFEFELBVWSECEERESNET,

ZOBITIE. T7A4INMEZFERLTHUWIBEEEZERLET. FEITERIL CN=Unknown [CERESNTWVET,
SAZEFF—RICT 74D 2048 Ey FEFERL. ERE 1 ETHERTINIC/ZY £

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw

New keystore created and written to /tmp/cell.ks.

ZDFEITIE HTTPS T2 RARA > FEADOH LU WIBAEZERLET, £, F— YA XBLURTERETRT N
R AMEEIRELET. BITERIL CN=Test, L=London, C=GB [CREINTWET., HTTPS #HDH L NG
BEDF—KIL 4,096 Ev T ERKE 90 BTERAUINE . 2>V —IL 7O+ T2 RRA 2 ~SDOBEEDIE
BEIFELZITEEA.

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,
C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

BEE: F—RANT7 774N BELVF—IART Z74IUPEHENTNBE T4 LI MNJ(E 2—H—
vcloud.vcloud MHFRAMYAIRETHHAENH Y £T, VMware Cloud Director 1 > A =5 (2&YU. 2D
A—H LTI —TMERENET,
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HTTPS 8XVarV—J)L 7AF> TV RRA 2V MOFIAEDEE
¥z

TIVEEY — )LD certificates A Y REMFAL T, HTTPS XU arV—)L 7OF> TV RKRA > +D
SSLAIBAEZBE=MA E T,

TIERY —)LD certificates AX > RICL YU, PKCS12 £7/213 JCEKS ERXDF —XA M7 ITRTFESN TS H
LWIAZE CHEDIIAEAZBEEMA 27O CANEILENE T, certificates AX Y REFERAL T, BCE

ZIAAEEBLAMEAAEC. EEFEVDEHRMUINZAAZEEZH L VAAZCEETHRAET, BLHEAHEER
FIT5F—RANTEERT BI2IE. Linux ETH VMware Cloud Director RO BCE4fT& SSL sEBAEDER
=SBLTLEZ,

IYVRRAPOWETNNE/ZEEAD SSLEAIAZTZBEEMA HICIE. ROTEATIT Y REEALET.

cell-management-tool certificates options

KR5-7. BIVEBY—IDOF T 358, certificates ¥ 7TV R

F7Tar ClE - L]
--help (-h) zL ZDATIY TERFTEERO Y > RO
E2ERLET,
--config (-C) /)LD global .properties 7  F7#/L M.
7AWANDT IV INRE $VCLOUD_ HOME/etc/
global .properties TY.
--httpks (-)) zL htto T> RARA > MTE>TEREND
certificates EVWVDEFIDF—X b
T I7AINEBRLES,
--consoleproxyks (-p) A4 arV—=)b 7O+ I RRA MK
STEREIND
proxycertificates &W\DERID
F-RET T7ANEBBRLET,
--responses (-I) LD 77 # )V T $VCLOUD HOME/etc/

--keystore (-K)

--keystore-password (-W)

VMware, Inc.

responses.properties 77
AIANDT IV INRE

keystore-pathname

keystore-password

responses.properties T9,

ERMFEAEDRESINTNDS
PKCS12 7213 JCEKS e+ —X
~K7DZ7IV INRETY, -k [CEEHZ
SNDIEHRD -5 1BHER

--keystore A7 a vICLo>THBX
Nn% PKCS12 73 JCEKS e D+
—ARTDNRRT=RTY, FFHEED
-kspassword LU --keystorepwd
AT a3 EBEWAET,

204



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

Bl : FERAZ DB

-—config A7 3> & —~responses A7 avE EDT 7+ NDBFHAMNSBEIZINTWVRWRY, BB TE
9., ZOFITIH. F—RAITH /tmp/my-new-certs.ks [CFEFEL. /SAT—RId kspw £ TUWET, =
DEITIE. BIVOBEHFED HTTP T2 RARA > MEAEZE /tmp/my-new-certs. ks NDIAETEEM]MZ T,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

X GIRAEEBMLULRIE. BV EBEHTLILENDUET,

HERH—ERMS D SSL EERREDA 7 R—
TIERY —)LOD import-trusted-certificates Y RZEZFERL T. AMQP *® VMware Cloud Director
T—IR—REEDHEY —ERNDF 1 7 HIEGEOWEIN CERT DHAEE 1 R—MLET,

NEY —EANDEF 2 7 HEEZERT 521X, VMware Cloud Director T. 485 —EXDIIBAEZREFD
FSRMARTICAVR=FLT, ZOY—EXDEMNREEF 1~V ERITIVENHYET., EESNTS
SBAEZEEZ VIO SRANRANTZIZA VR=bTB(CIE. XOEKXTaAT Y REFERLET,

cell-management-toolimport-trusted-certificatesoptions

x 5-8. LIEBY—I)DF T 3 L5518, import-trusted-certificates 7 aAIY K

FTvar 318 ]

~hele(-h) L CONFIUTEATREAIT Y KOB
Z2ZRLET.

-—destination INR% =Ty rDEZRANI ST ADT )L /X

2%, ARV RSA VTIHREENTWVE
WSEIE T4 BT /opt/
vmware/vcloud-director/etc/
certificates BERAINET,

--destination-password XF5 I—TY DRI RAMIRNTD/INRAT—
R, ARV RSA Y THREENTLED
BE TT7AIE
vcloud.ssl.truststore.password

DETHRESNET,

--destination-type F—RETDIAT =TI DT ANANTDF—X
7 47, JKS £721% JCEKS O VT
NPICTEES, T7HIN TR

JCEKS T7.

--force A4 =Ty rDEZRANRX ST ADEED
AIAEE FEELET,

--source AVE: V—RPEM Z7A4IUADTI INZE,
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Bl - FEEINTUVLBIRAZTDA R—b

ZDBITIE, EIBAZE % [/tmp/demo.pem] 75 [/opt/vmware/vcloud-director/etc/
certificates] ® VMware Cloud Director A—#AJ)L #—X +7 24 »R—bkLFET., VMware Cloud
Director (3F—X 7 D/XAT — K% import-trusted-certificates OAY > RTESINIHEEER
THEMLET.

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

vSphere YUY —ZXAMWSDI Y RRA > FEBBEDA R—

Ty Tl — R wIILEEY—J)LD trust-infra-certs AX Y REFERAL T, BEAD vSphere VY —X
5 VMware Cloud Director 7 —# X=X ([CEIAZEREL T R—FLET,

TIVEEY —I)LD trust-infra-certs a7 > F(E. IRERND vSphere UV —X 5 SSL AEAEZE BEIRIIC
W& L. VMware Cloud Director 7—4# X=X ([ZA > R—FLET,

AR
I RKRA Y bEAR— KT B vCenter Server & NSX Manager 4 Y RY V APRITHRTH B EEHERL

1 VMware Cloud Director #JL® OS [T, root ELTRZA >3 %) SSH THEHKELET,
2 xoEATavrRrERTLET.
/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

xR 5-9. LIBEBY—-)IDOF T3 E5|#. trust-infra-certs ¥ 73TV K

F7a>v ClE- BiEA

--help (-h) AN ZOATIYTHERRERIYY FOBEE
~UET.

--vsphere A ZDAVAS—ILVADEHZFENTNSTRT

@ vCenter Server, NSX Data Center
for vSphere, XU NSX-T Data
Center 41 VR4V ADFHELEET 5 &
DITKDEIA Y - BRRENET,

--trust zL F 7+ 3>, VMware Cloud Director
FSRMRNTICAEBEZEMLET.
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KR 5-9. LIEBY—I)IDOA T3> 5|8, trust-infra-certs ¥ 739K RE)

A*Frar 3% Heg

--inspect F7ar, 77A4IDIIR, FT7 3y, ABAEET7 7 AIVICERRLE
ER

--unattended zL F7ar, SOFTarvERELTAY

YV RERBTDE ANERkHBHTOYTH
MRRENLBLBYVES., IXRTDI>T5
ANZUFrABENEHMICEESNE
ER

f5l: vSphere YUY —X IV RRA 2V CDPSDFTRTOIARAEEXETELTAL R
— k933

BMDANERDONDZ E75< vSphere UV —XR TV RRA 2 DO SDIBAEZFEEL TA VR— T 5ICE.
ROATavEI/ELTAY Y RERITLET,

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs --vsphere --unattended

TANEHRIES U X S OB

AVAN=IVEEIET v 7L —R#E. VMware Cloud Director 2y 87 —0ADT7 & R&TF > MMIFFRIT
BHIC. TILEEY —)LD manage-test-connection-blacklist A REFERAL T, AIHRRAADT
O RET7AvILET,

VMware Cloud Director 10.1 LIETI, H—EX F7ANA ¥ EFF > ~E VMware Cloud Director API %
FALT, UE—FHY—N\DEHETANL, SSLAY R TAVHR(ICH—/NID 2RI TEET,

VMware Cloud Director f Y R¥ V ZADBHEENTWEIRIBRY NV -V E2BEOHIRENSRET D20
2. PRTFA TANAZTETF U MIT IV CIATERVREIRA MDIETY XA N EERT S ENTEET,

ZDHETIH. TF DT O REEFE DEEDH H5HKEED VMware Cloud Director APl D#F#HT A M &
A LT VMware Cloud Director 84 Y A h—=J)lE&nfzry 7 —0DI v EJERITLTH, IETURLD
NERR MR TEE A,

AV AM=IVEREFT v T —R#%. VMware Cloud Director 2 R —~ADT7 VR &ETFF >V MNIHAT
BHEIC, BILEEY —)LD manage-test-connection-blacklist AX Y REFEHAL T, ALARR MMIXTT
5T rNOT7 O RRETOVILET,

FlE
1 VMware Cloud Director )L OS (2, root LAY A >3 5m, SSH TEHELET,
2 AR VRERFTLTC EBIVRMIIZMUEEBEMLET,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist

option
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£ 5-10. I EBY—IDF T 358, manage-test-connection-blacklist ¥ 7a< > K

F7ary 5% A
--help (-h) L ZOATIY TERAIERIY Y FOHMEE
rLET.
--add-ip IPv4 £7/=13 IPv6 7 RL X IP7RUREEEURNIEMLET.
--add-name RAMDY T RALDEEIRRIEMRAA BT RAS VELIIRAAVBEESY R b
E=] [SBMUET.
--add-range CIDR E£7=(3nN4 7 XU KD IPv4 IP7 RUREHEZES Y X MIEBMLET,

F/213 IPV6 7 R L REEH

--list AN TORAPELZENTWSBEFEOTI Y MU E
INRTYRBILET.

IRTDT7IT47 ©/IVD FIPS RF—5 ADKRR

VMware Cloud Director 10.2.2 LT, $XTD T ¥ 7« 77 VMware Cloud Director #/L® FIPS X7 —
Y RAEMRT HICIE, fips-status AXNVREFEALET, 2O REFEALTH. VMware Cloud
Director 7 7547 AD FIPS A7 —# X FRTEINEH A,

Linux T VMware Cloud Director @ FIPS E— RZEMNIZT A EICDWTIE. VMware Cloud Director
Service Provider Admin Portal Guide @ FIPS E— ROBELEZSBL TS EE ),

fips-status A¥ Y R(E, ®ILE. UUID. IP 7 RL R, FIPS RT—F RgE. TRTDT7 T 47 IO
FIPS 27 —4 AEMERRLET,

77547 X FIPS £— RDOFHMICD WV TIE. VMware Cloud Director 7 754 7 > X FIPS £— RDFRR%E
ZRLTSIZE 0,

JSON ERXTT -4 £Z(ETHICIE --Json 75T EHEELET,
FIig

1  VMware Cloud Director )LD OS [Croot ELTE#ZEAIA T 5 SSH /547 2 MaERL TER
LET.

2 FTRTDTIF47 €D FIPS AF—5 A&EERLET.

/opt/vmware/vcloud-director/bin/cell-management-tool fips-status

K5-1M. ©IVEBY—-IOF T 358, fips-status ATV K

avo R ClE- BEA

--help (-h) AP ZOATIY TERRIEEZEIT Y RD
BMEZRLET.

--json A 1&#%& JSON e THRRLET.
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SFAIEN/z SSLEESDY R FDEHE

SSLAY R 240 7ORBPIERT2720IC B RET 2EEEIAM— Dty FEBRT 212, ©ILE
Y — )LD ciphers AN REFEALET,

&£ 1 ciphers O< Y RlE. VMware Cloud Director 8 HTTPS 8&LU'a> vV —I)L 7OF L OREICERT S
SIRAEDT Y MMIOHMBEA N, VMware Cloud Director 7 7S5 A 7V ANT7 7547 o RAEBI—YHY— (%
— 74 RBELU API ICEATRIHEICITBERAINEE A

2547 > hH VMware Cloud Director )L &M SSL #EfiaEILT 5. wIVIET 74 MOFAIBESY X
L TR ENEBEOREZFERTALORELET., HRERETHTREBENLZVND, HBN L SSL EFHREE
DEREEDZEDDLDO>TNBDEDIC, ZOURMNIEENTWVIVWEENHY ET,

VMware Cloud Director 24 > A = )VEEIET v TV —RTBE A VA=WV EREETvTIL—RDX
JUTEDBEINOIRAEEZRARET., HFABFTURAMIEENTOVRVESZERAL TRS{LSNBRENH 55
B AVAMIIWEEERT Yy TIU—REIKBLEDT., XROFIEEZRTUCAIBAEZEEHRZ T, FAIBSY X ME
BERTEET.

1 ZBilEashiBEsEO0WINHFERLAVWERAEEZERLET., LUTOHIREN/ cell-management-tool
ciphers -a AL T, T 74/ MERTHISINTWIBEEZINT—ERRTDHIENTEET,

2 cell-management-tool certificates ANV RZEFERT S L. LI DOBEFEDIIAZNH L W\GIBAZE T
BEBRZONET,

3 cell-management-tool ciphers XY RZEFERTHE. HFrAIlES U X MEBEERL T, $LWIBE
TEATIEOHICULERITRNTOBSESDDENTEET,

EE=: VMRC 32V —J)LTld AES256-SHA LW AES128-SHA BESZ{FERT A2UENH B7=0.
VMware Cloud Director 547> rTVMRC OV —ILEERT3I5EIZ. CNS5E2IETEEHA,

FRAIENTWS SSLESDOURMEEETSHICIE. ROERDaATU R SA4A U EFERLET,

cell-management-tool ciphers options

xR 5-12. CIVEBY—-IDF T 32,58, ciphers YT7aT VR

FFoav 3% St88

--help (-h) AN ZOAT I THERARTREAR DY > RO
EERLULETS,

--all-allowed (-a) A4 VMware Cloud Director THR— K
ENTVWIITRTDEFEE—ERRLE
ER

--compatible-reset (-C) (FlE) /A9 BlESNELE, ——reset T3 %
FRALT. 774/ bOFAESU RN
Uty hLET,
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R5-12. RIVEBY—IDATL 32 58 ciphers Y7a R ()

A7var 318

--disallow (-d) BEADA U IRIUD
2 b

—-list (-I) 7L

--reset (-r) &L

f5l - 2 DDESDEILE

BtEA

BESNZAVIXYYY X THESZE
BIELET, COATL 3 EaRTTS
EHIDREN LEESND D, ZOFT
2 avERTTBHEVIC, BT HES
DELIE)ANEEDDLEPHYET,
EE: EEREETICATLarERT
THE IRNTOBESHEMCRYET,
ERARELEINTOESERTT S

3 —aF T a ERELTRITLEY.

E=:
TLERIC IV EBEHTDILENHY
£,

ciphers --disallow #%

RAEGALTLSHFAISNCESEY b
=—BRRLET.

TN EOHFFAESY X MUY b
LEd., COLINDIRAETELENE
EEDEAINTNSIHEF. FFRISN
ESEERAT SHUWIIAEEZ A X

— )V BET, ZOtIED SSL EHIL
HITEEtA,
EZ: ciphers --reset ZXR{TL

RIS, BV EBEHTILENHYE
ER

VMware Cloud Director [Z13. BRIRESNZANLEEEDU A NPEENTVET,

ZDHITIE.

1T FTI7AIETERCHE>TWIHEEO U A ERELET.

FFAIEES U R D SIENDESZ/MICT HHE BLOMERLAWESZEILET ST EERLET.

[root@celll /opt/vmware/vcloud-director/binl# ./cell-management-tool ciphers -1

ZOAXY ROHATEBEN GBSO XA SDPRENET,

Allowed ciphers:

* TLS_ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS_ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS_ECDHE RSA WITH AES 128 GCM SHA256

* TLS_ECDHE RSA WITH AES 256 GCM SHA384

2 SSLNAYRIZAVHRICCIDPRETELSIRNTOBESOY I MERELET.

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -a
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ZODAXR Y FOHEATEHFAES U A PRI NET,

# ./cell-management-tool ciphers -a
Product default ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC SHA

* TLS ECDHE ECDSA WITH AES 256 CBC SHA

* TLS ECDHE ECDSA WITH AES 128 CBC SHA256
* TLS ECDHE ECDSA WITH AES 256 CBC SHA384
* TLS ECDHE RSA WITH AES 128 CBC_ SHA

* TLS ECDHE RSA WITH AES 256 CBC_SHA

* TLS ECDHE RSA WITH AES 128 CBC_SHA256

* TLS ECDHE RSA WITH AES 256 CBC_ SHA384

* TLS RSA WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC_ SHA256

* TLS ECDH RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC_ SHA256

* TLS ECDH ECDSA WITH AES 256 CBC_SHA

* TLS ECDH ECDSA WITH AES 128 CBC_SHA

* TLS ECDH RSA WITH AES 128 CBC_SHA

* TLS RSA WITH AES 128 CBC_SHA

3 EMCITIESEEELET.

ZDAXR Y RERTLUTHESZHARNICENCLANSEE. BSNEMICAYET,

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool ciphers -d
TLS_RSA_WITH AES 128 CBC_SHA,TLS_ECDH RSA WITH AES 128 CBC_SHA

4 OAXVERERTLT AHEESOUANEERLEY., UAMIGBVESIENTY,

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-
director/bin ]# ./cell-management-tool ciphers -1

COHATE BEFMCEO>TLEIRTOESD Y A SPBBRENET.

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC SHA

* TLS ECDHE ECDSA WITH AES 256 CBC SHA

* TLS ECDHE ECDSA WITH AES 128 CBC SHA256
* TLS ECDHE ECDSA WITH AES 256 CBC SHA384
* TLS ECDHE RSA WITH AES 128 CBC SHA

* TLS ECDHE RSA WITH AES 256 CBC SHA

* TLS ECDHE RSA WITH AES 128 CBC SHA256
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* TLS ECDHE RSA WITH AES 256 CBC SHA384
* TLS RSA WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC SHA256

* TLS_ECDH RSA WITH AES 256 CBC_ SHA

* TLS RSA WITH AES 256 CBC_ SHA

* TLS RSA WITH AES 128 CBC SHA256

* TLS_ECDH ECDSA WITH AES 256 CBC_SHA

* TLS_ECDH ECDSA WITH AES 128 CBC_ SHA

FFalEh/a=SSL 7o ba)lnp U R FOER
TILHMEMT S SSL A RILDty hOFRMS SSLAY R 240 JOCVATERT 2D EEBRT 5215,
TIVEEY — )LD ssl-protocols AV REFHALET,

2547 bh VMware Cloud Director )L &M SSL 2T 5 &, wILIEEF SN/ SSL 7Aa a)lo
JURNETERENAZT7OMINDOREFERTEEOBELE T, TLSVI. SSLV3,, HXU SSLv2Hello #58—
Ho7araliE BHotFa VT FOERERBELH D=0, T 7L MDY RMIEFEEENTOERA.
FlE

1 VMware Cloud Director )LD OS [Croot ELTE#ZERAIA T 5 SSH /547 2 Ma{ERL TESHR
LET.

2 XOOATYRERTLT HFASNALSSL7ORIILDOURNEERLET,

cell-management-tool ssl-protocols options

£ 5-13. IVEBY —IDF T 3 EBI8. ssl-protocols ¥7aAT U R

FTvar 318 HteA

~~help () L COHF Y TERTREIY Y KO
EERLET,

--all-allowed (-a) A VMware Cloud Director THHR—
FEN2TRTOSSL 7O ~aLE—
BXRRLUET,
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R 5-13. CIVEBY—IDF T 358, ssl-protocols Y7aAT U R (i)

*7var 3% Gz
--disallow (-d) SSL 7abhaj&amar  FASnAZWSSL 7AakaloU Xk
REFUDY R Z. URALATHEESNLZZO IV

BERLET., COF T a ERTT
LEFDFBEDLEEINDZH. 2D
AT arERTTBHREUC. BHICT
%5 SSL 7O DOELIBEVRANES
HLEVEDNHYET.

BEE: EEEEETICAHTaVER
T95&. TRTOSSL 7O ks
ATV ETS,

fEFAFEE/R T RTD SSL A babE
RRTDHICE —a F T avER/EL
TERITLET.

BE:

ssl-protocols --disallow %
KRITLERIC, B EHBEHTILED
HUET,

--list (-I) A BEFALTWSFFRIENA SSL 7A
bal Yy hE—BRRLET,

--reset (-r) /A4 BRan~SSL 7Ol R +E
HREOT 7L MCU Y FUET,

EE: ssl-protocols --reset
ERITLERIC. BIVEBESHTILE
NHYET,

Bl : BFalE /= SSL 7O b EBEENAZSSL 7O FaILO—ERR. &K
OHFAIENTWVEWSSL A ba/)lo VU R bOB#ER

——all-allowed (-a) A 7> a3 &FERTDHE. CORILMBSSLAY RO A VFR(TIRBT S EMHFRIENTN
5 SSL 7AhIIDBITRTC—ERRINET,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2

* TLSv1l.1l

* TLSvl

* SSLv3

* SSLv2Hello

ZDURMIBE, BIABYR—-FTEHLDITHEREINAZSSL 7O RMIILDRA—/—FY T, 5D SSL 7
O bhaJE—EXRFTDICE —-list (-D AT ava=EFERLET,

[root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:
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* TLSv1.2
* TLSvl.1l

HFEENTWWEWSSL 7AOMI)LDOY R MEBERT B(1213. —-disallow (-d) A 7> a v EFERLET., DA
T arvEFERATAICE. ssl-protocols —a [CXo>TERESNAEFA NS 7ONIINOY Ty bR
XPYUDURSDBBLETY,

ZDBITIE, FFRIEND SSL 7AMaJLDOU R NEEH L, TLSVI BEFENDLDICLTLWET, 5.5 Update 3e
K UaID vCenter Server ) U —X(Z(& TLSVI BRHETY,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

DAY FERTULRIC. IV EZBESHTIVEDNHYET.

A MUy DI ENFRDER
TIEEY —I)LD configure-metrics AX Y REFEHAL T, WET B AN v IDEY FEERTHIEMT
EET.

VMware Cloud Director (. {RIEEX > > DT+ = RABLPVY —REAICAT IRESLVBEDEFERE
RBETEHIANI Y ZNETEET, 2O T REFEALT. VMware Cloud Director [Tk > TIR&ES T
ANy OEEBRLET, cell-management-toolcassandra ¥ 7<% REZFERL T, VMware Cloud
Director A hUw & URIS MU ELTERT 570D Apache Cassandra T— XN—X &R L £ 7.
Cassandra A U w2y F—IRXR—XDERESBL T ZSLN,

FIE

1 VMware Cloud Director )L OS [Croot & LTEEO VA > F 5 SSH 547 > MaFER L TES
LET,

2 VMware Cloud Director DBYR&ET 2 A MU v V2B LET.

/opt/vmware/vcloud-director/bin/cell-management-tool configure-metrics --metrics-config

pathname

K 5-14. EVEBY—IDF T arE5l8. configure-metrics $¥7a< 2 K

avwr R CiE- A
--help (-h) A ZDOATIYTERAAIEEAZIT Y RD
BMEERLET,
--repository-host (BEIEENFE L) KairosDB RRA bDHRR b&FE = FElEEINELE, cell-
[FIP7RLR management-tool cassandra ¥

7<% R® --cluster-nodes #
7 arEFERLT. VMware Cloud
Director A Uy & URI FUEL
TERT 57260 Apache
Cassandra 77— X—R &R L £
ER
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xR 5-14. BIVEBY —IDA T 3> 5|8, configure-metrics ¥7av 2 R ()

avrk 518 BieA

--repository-port (BEIEENFEL ) {FAd 5 KairosDB R— |, FElExnELE, cell-
management-tool cassandra ¥
7aAR RO ——port AT a v EE
AL T. VMware Cloud Director *
My URSKUELTERT 572
D Apache Cassandra ¥ —4 X —
REEHRLET,

--metrics-confg INR% AUy OHERT 7 AILDINK

3  VMware Cloud Director ®/N\—=2 3 23 10.2.2 LIBEDOIHEIZ. X0 RERFTLTA NI v IO RR%E
BT BEHTEET,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true
VMware Cloud Director 10.2.2 LIfgE T3, A U v IDRARIIT 74V b TEHTT,

Bl : ARUY O T—IRN—RIEHEDERK
ZOFITIE. /tmp/metrics.groovy 77 AN TIEESNTNWDEDIC, A MU v IINEEBRLET,

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy

VMware Cloud Director A U w ZW&EH —E X TlE, vSphere Performance Manager TREX /=4 ~
Uy oD 7Ty hEaRELET., AMJYIRENENTA—FDOFMICDNTIL vSphere Performance
Manager ® RF 2 XA FESBLTL/ZE W, metrics-config 77 AL TIE 1DEEDA MU v O ZEDIE
L. BIBLAEZANY Y ODIENT A& RELET. UTICZORERITET.

configuration ({

metric ("cpu.usage.average")

metric ("cpu.usagemhz.average")

metric ("cpu.usage.maximum")

metric("disk.used.latest") {
currentInterval=300
historicInterval=300
entity="VM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"

RDA BNV OB R—FENTNET,
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x£5-15. AMUvIE

AUy o

cpu.usage.average

cpu.usagemhz.average

cpu.usage.maximum

mem.usage.average

disk.provisioned.latest

disk.used.latest
disk.read.average

disk.write.average

'S

e

ZORBY L > TT7 0T 4 7ICERENS T CPU (ERRIREIEART
CPU £585%EI18) ORAPDEa—, IRXTOVYT Y bDITXTD
ATDBEENET,

ZOREY T T« 7 ICERENSFE CPU (REDRIEE)
DRARDE2L—. IRTOVYTY bDIRTOATHEENET,

ZORET T T« 7 ICERENSHRA CPU (ERAREZER
CPU £585%EI18) ODRAPDEa2—, IXTOVYT Y bDITXTD
ATDBEENET,

ZORBIY L VICE>TERENEAEY BREFADEFAEVES
HBHEAR).

EENDHEBRET 25 —T, SORBN—K T4 RIICEUH
THoNEAML—VRE,

TRTDREN—R T4 RIICE>TERESNDIR ML=,

TRTDRBN—F T4 RO DFHERAEY L3,

TRTOFRBN—R T4 RO DOFHEEARLEE,

i RETSVICEHMDT 4 RIBEENBEE. VMware Cloud Director (3A R w7 ETRTDT 4 RY

DOEFELTHRELET. CPU X MUy o TARTOATHLUY 7y FOKEHTT,

BEFTEDEA R Y IIZDVTIR. RORENSA—FER/ETEET,

& 5-16. A MY Y IRENTA—F

NSHA—5F &
currentInterval WERTEHY
historicInterval WERTEHY
entity HOST, VM DWF N

instance vSphere Performance
Manager ™
PerfMetricId 4 Y R%
> AR,
VMware, Inc.

B

WEDA MYy oDUTT, RHOERATEELEA MYy IEOITY
BFICERT 5@ 1), 774V MElL 20 TH. vSphere
Performance Manager O E#I(ZfEL), VMware Cloud Director
T 20 2BZ2EPTR—FENZDE. LRXILTOA RNy ZITHL
TOHTY,

BEDA Ny VOOV TURICERT SREE #) T, 77406
fElE 20 T3 . vSphere Performance Manager MEZE(THELN.
VMware Cloud Director T 20 ##8Z 2{EMNYR— ~ZN2DI(F.
LA TDA NIy ZIZHLTDHTT,

A bU vy o pMERTEESR vCenter Server A 7Y x4 DA T, T
TAINE VM T, ToTF 4T 4ICkoTIE FRATERWA MY Y
IHHUET,

ARUYIDELDA RE VR (FEZIE 4D CPU O7#). ¥
RTDA VAR ADER, I TORMADT—5 ZWET 2 0%
ELET, "*" DEEEETDHE. TRTDA NI YT AV RY VR,
BLUEHOT—IPREINET, ZOXFY " 2EET DL &
HTF - DHMRESNET ., "DISKFILE" DKL D BEBDIFHT
[ EDA VRV ADHDT = PINESNET., T 74 ME "
<Y,

216



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

K5-16. A MUY IRENSA—-F (H&E)

NSA—F% & L]
minReportingInterval MERTEHR BRIT—DLR—-MIERATS. 774/ bOERER (7)) &5

ELEY. WERROHEENT TN THBHEIC. LR—bOEEER
BTEEY, 774 MF 0 TT, DEY. LR-PREREIERSNE

Hh.
aggregator AVERAGE., MINIMUM, minReportingInterval DEICRITINZEFDI A T T, T7
MAXIMUM, SUMMATION @  #Jb (3. AVERAGE TY,

nFnm

Cassandra A bU w2 F—FX—ADIERK

TIVEFTa DAN) v FT=FXR=RIZEHKT BICIE. BILVEEY —)LD cassandra AV REFALE
ERS

VMware Cloud Director (&, {RIEEX DN T7 A= ABLUP) Y —-RBEEICHAT HIRESLPBEDFERE
RBETHIA NI v I ZINETEET, ZOY 7T REFEHAL T, VMware Cloud Director A hUJw & URY
MU ELTERYT 572860 Apache Cassandra 7—# X—R&HELET., cell-management-tool
configure-metrics ¥ 7AT VY REFERLT. WETEHAMIvIDEY FERELET, AUy IDREE
NEDOERESBL T ZI,

BREA N v oDT—% (3. Apache Cassandra T—F N—X[TRIMENET, AT a3 0DF—FR—XA VYT bk
JITEBELT, NITH4—T A ANy IERMBLIUVIRBTZ2HEOFMICDNTIEZ. BEANI VY 77—
& EIRINT B0 Cassandra T—IX—ADA VA =)L EHERESRBL T EE0,

VMware Cloud Director & Apache Cassandra 7 —# X—XED#FEHREZERT 2 (C(F. xDFELTa<v R 5
AEFERLET,

cell-management-tool cassandra options

xR 5-17. CIVEBY—)DOF T 3 L5181, cassandra B 7K

avwrk C1E Ll

--help (-h) AN ZOaAXR Y RTERAEERA T a >0
WMEERLET,

--add-rollup A AUy REF-TEFHL., E5H A+

Uy OEEDEST, BEANI VY T—
& EHINT B7=HD Cassandra 7—%
N—=RADA VA=)V EBRESBLT

<7,

--cluster-nodes address [, address ... ] VMware Cloud Director A kv &
T#ERT % Cassandra ¥ 5% /—R
DHAYIXPYDI) R FTT,

--clean A Cassandra & # VMware Cloud
Director F—gX—XMSHIBLET,
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KR 5-17. CIEBY—I)VDOF T 3 E5B|#. cassandra B 7aA R ()

avvR 5% L]

--configure L BE7F0 Cassandra ¥ 5 R TERT %
VMware Cloud Director £ L £
ED

-—dump Izl REDCEGDEREEY VTLET,

--keyspace XF5 Cassandra ® VMware Cloud

Director — AR—X&% string IZ
BELET., 774N ETIE

vcloud metrics TY.

-—offline =L VMware Cloud Director TERT %
7=8%I(Z Cassandra #z%E L £ 9%
VMware Cloud Director (Z##: L T
BEETATHILEHYERA.

--password X735 Cassandra 77— ~X—X 1—H—0D/\
AT =k
--port B BUSRY /—RICERT BHDR—

ko F74L R TIE 9042 TT.

——ttl 55 integer B, AUy o F—4 %R
LET. AMUY Y F—EKENICRE
#9BI2(%. integer & 0 ICRELET.

--update-schema zL VMware Cloud Director * kU v &
T—4 &R 5T 57/-%. Cassandra R+
—YEMEELET,

--username XF5 Cassandra 7—#~X—X 1—H—-0N1
—¥—-%,

5] : Cassandra ¥ —% X—RIEHDRT

ROESmaAv >y REFERALET. I T, nodel-ip. node2-ip. node3-ip. LU node4-ip I Cassandra
DSRIDAYIN=DIP 7 RUVATYE, 774 FDR—F (9042) WMERAINET. AUy I FT—4(315 H
BREINET.

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

ZDARY EPRET Lz, BV EBESHTIVLENHYET,

SRATLAEBRED/INAT— RDET

VMware Cloud Director 7= RX—ZXDA—H—ZE/NRT— ERFH>TNBHEIE. BILEERY—ILD
recover-password <X~ RZ{FEHL T, VMware Cloud Director > R 7 AEBED/NAT— REETTTEE
ERS
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TIEEY — )LD recover-password A< RTlE., VMware Cloud Director 77— X—XDI1—H—& L/
RAJ)—REM>TWSI—H -5, VMware Cloud Director > RFAEBED/INRA T — REAETTEET,

PATLAEBEDNRT—REETTHICEF. ROEXTIAY Y RSA4 EFERLET.
cell-management-toolrecover-passwordoptions

x 5-18. CIVEBY —I)DF T 3 E5|#. recover-password ¥ 737 R

FFary 5|% A
--help (-h) =L ZOAT IV TEMAFREE I > RO
B&RLET.
--dbuser VMware Cloud Director 7—% ARV RSA U THRETHVENHYE
N—=R A-—HF—-D1-H¥—-%, ER
--dbpassword VMware Cloud Director ¥—% BELEWMERICANDNKRDONET,

N—R A—H—-D/NRAT—RK,

FRVDKMRAT—H ADEH

TILDERNICS vy b O ENEECRFTL TV Y RVICEET DR TRAT—YREEH T HICIE. BILE
BY —)LD fail-tasks AV REFEALET. IRXTOEILES vy T LAEWRY, fail-tasks A<
REFERT A EIITEERA,

cell-management-tool -g AV REFHAL TR EEHILETEE. RITPOY R VIIHILURNICRE(TKRT
LET, RIELEBI T RIDPEITLUEITSES. A—/N—2—F 3w/t vy IO T REMTE, *
DIERERITLTWEIRIIIKBLET, vy M IUVICEYRTROIRINKRBLIZE R—/X—21—H—(Z
cell-management-tool fail-tasks ZRTLTENSDIRIDETAT—FIREBHITHEMTEE
T, SNEFIRIDRETRT— I REEFHT DA T a DAETTN. EBT7 Va3 Cio> TRELZKKER
HICBETESH. PATLADEENLEHIFT HDICRIGET,

RIELZZBINTRITUKIT S RODI A MEERT BT ROFEAXTIAR Y RSA 2V 2FRALET.

cell-management-tool -u sysadmin-username cell --status-verbose

£ 5-19. CIEBY—-IDA T3 58, fail-tasks ¥F7aAT VR

avwrr ClE - A

—--help (-h) =L ZOATIYTHERRIAERIY Y RO
BaRLET.

--message (-m) Ayt—T FERN, FRURTRAT—HRICEDHD Ay t—
CTFERR,
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Bl : CEINTRITPDIRIDIET
SOBITIE. BB vy I SNEBICRITLTNVES RS CBBYT 55 RO T AT -5 REFHLET.

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown"

Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?

[yl ZANTBE SRODEHFHEN, EBIVWMIVDRAT—FADNTTICHEVET, [nl EANTEHE FRY
DRITEMET TEET,

E: INBEATERDIRIPRENIBEE. IRNTDIRIVERTESEDZION, ENEBABITHENDNER
ETDLEDPDHYET., FRAVD—HERRL TR TSED LI TEEEA

BEEAvE—JUEDOER

DRTAMEEA Yy —2CEOJICRRERT HAHEEERT SICIE. BIVEEY —I)LD configure-audit-syslog
a2 REFEALETD,

% VMware Cloud Director ©/LRD Y —EX(F, BEEA v t—% VMware Cloud Director 7 —4 X—X(C
AJ7ELTREL. AvE—2F 90 BEREENET, BEEA Vv E—VORFHBZRSTSICEF. BEEXA v E—
2% VMware Cloud Director 7—# X=X 727 T/3< Linux syslog A—T 4 UT s ITXETHLDIC
VMware Cloud Director ¥ —EX&#H L £7

DATLERRAV VT RTIE BEEA v E—CDUEBAEERETEET. [VMware Cloud Director 4 >R k—
. B BEUETvTILV—R AAR] O [y b7 =0 BLOT - R-EHGOEK] 25BL T3,
DARTAERECIEELZOJREOF T avE, 2 D07 74 global .properties XU
responses.properties [CREFEEINET. TO2 D07 7 A IIVICRFESNEEBA v - OO JLEERE
ZEETBIC(E, ROEADENERY —)LaAT U R SAVEFRLET,

cell-management-toolconfigure-audit-syslog options

ZDEIVEBY—IIL Y TAT Y RTRALEEEFITNT, )LD global.properties 774 IILELYL
responses.properties 77 AJIVICHREFEEINET, EEABFLI/ILOBEERICEMNICEVET,
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£ 5-20. CIEBY—IDF T 358, configure-audit-syslog 733V R

A7y 31% B

--help (-h) mL ZOATIY TERARTEERO Y > RO
EEZRLETS,

--disable (-d) L o450k %E

syslog NDEEA N2 MIDWTER
ICULEY. BEEANY ME VMware
Cloud Director 7 =& X=X [ZD#HO
JRBELET., COF T3 ERET
%<&, global.properties 88XV
responses.properties M
audit.syslog.host LU
audit.syslog.port FH/NTF 1 D&

WRERBRINETS,
--syslog-host (-loghost) syslog #—/\ RZ b D AT arEIEETDE.
IP 7 RLUREEIZTEE audit.syslog.host /T 1 D&
B R AL B WOABELET RUREIEZELIEH KA

A RICRESNET,

--syslog-port (-logport) 0~65535 D#E#H ZDFA T avEEETSE.
audit.syslog.port ZO/NTF 4 D&
M BELEBHICKESNET,

--syslog-host. --syslog-port. E/ZEZDEADEZLZIEELIIZE. IX Y RTIRIEELZEOEANIEL
WDEDMIFRIAEENE TN, IBELAEKRANER—FDHEAEGDETRY NI —VICT7 IR TEBZNED M. F
7ZIERITHD syslog Y—ERXDVEET HNEDNIHERSNEHA,

5l : syslog b—/"\DKRANRGEZZEET S

BE: ZQIOVYREFEALTCRITLAZERE JO0—/NIVBR 7 7 AV EIRET 7AIVICEERAENE T, 20D
a7 REFERT RIS, WET7 7 MIVDTEDIZET (/opt/vmware/vcloud-director/etc/
responses.properties) [CH D> TEEAAABETH S EEHERL TS ZE L\, VMware Cloud Director
AVAL=)b, Bk BLBTYTIV—R AR O [[EEZ7 71V ORELEFR] 25BL TS0,

syslog Ay =Y DRERELRRANEZEEFTSHI(ICE. XOLDGEAT Y REFERLET.
[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

ZOBITE. FILWRA BT 74V EDR— BT syslog Ay —YEFHFELTOEHDEMBRELTOET,

ZDIAXRRERTTSHE. global.properties KLU responses.properties WEHFHEINETH, &
BEARF I OBREEBZICENCAYET,
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A=) T Tl — bDHERK

A=)V TS rDEBRBICCATANMERT ST 7L — hEEBTSICE BIVEERY — )LD manage-email 3

XY REFERLET.

FIAINETIE DATFAFINAEZVEETDAEEDSENANRNY FOEEE AT AEEECEBMTEIA—I TS
—NEREETHLDICHERSNTOET, EA—ILDZEZEY X ~E. VMware Cloud Director APl E7=14
Web 3>V —IILEEFERLTEHTEET., XROEXDOINEEBY —)L IR SAVEFERLT.S8ET7S—MD

TI7HIEDEFA—INDABEF—N—F4 RTEET,

cell-management-tool manage-email options

£ 5-21. ©IVEBY —)ILDF T 32 B8, manage-email H7aAT VR

F7ary

--help

--delete

—--lookup

--locale

--set-template

WS DDDFRAFHADT > TV — b RESESELEA-VBHMICERATEET,

% 5-22. VMware Cloud Director @ E *—)JL@%1%

&l iR

VAPP_UNDEPLOY NOTIFICATION VAgEcCI> 44 A J—XDHAR
VINME<7E%ET 5 — hEER

VAPP_UNDEPLOY_NOTIFICATION BOBY 1) — X ASHIFRYINIC/LD
&. VMware Cloud Director
M VApPp &Y AR RERF/N
D—#A7LEY.

VAPP_STORAGE NOTIFICATION DEA§NE AGEIEET U —RDHR
HRRMNA< 785 &7 5 — b EER

VAPP_STORAGE NOTIFICATION BQDE4, U — X pSEARRUINIC/ED
&. VMware Cloud Director
M VApp ZHIBLET.
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mL

Tr7L—bE

FrIU—hE

Fr7—kOv—Jib

B INZBEFA-IN T
T — bOIET 7 A
ILDINR %

E A DREENEIA 2

BtEA

COHF Y TEAARZIY Y kOB
BERLET.

HIfR 9 5T > 7L — ~ D&,

CDFIHIIEMATRETT ., —D5IHEE
B HE. TRTOTUTILV—ED—E
MEENET,

F 74V T en-US O —)LDF >
T — b RERRICIZY ET, BloO
T=IVERETBICIE. DX T avE
FERALET,

ZD77AINIE A—HhIL RASTT 2
LRARETH Y. aHhrDI—HY—
vcloud.vcloud [Tk > THAERY ATAE
ThHLEBHYET, Bl /tmp/my-
email-template.txt

7 BiEE

BRENCERBLVRA ML= VApp OFTEE. £LEREED
=R 75— bEEICEC TR AT LAEEETHHI5H3HER
£D.VAPP DI F A L U—R EEENPBHMEZEFELET.

DERRRYIN IC/R B RID R =,

BRENCERABLVCRA ML= VApp OFTEE. £LEREED
=R 75— bEEICEC TR AT LAEEETHHI5H3HER
£5. VApp DR ML= U—R EEEPBHMEZEFELET.

DEIRYINIC7Z D RIDRE S,
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% 5-22. VMware Cloud Director ® E *—JLiBM%

&Al Bt

VAPP STORAGE NOTIFICATION FUAPBURFHeE ¥ U—XDHR
HRDGES 755 ET7 5 — hEAER

VAPP_STORAGE NOTIFICATION BQDE¥4, U— X SHIRRYINIC/
&. VMware Cloud Director
» VApp HRTINE~Y—2 L
E3:

VAPPTEMPLATE STORAGE NOTIFIVADPN DEFLTE [SURIEDE-
U—Z2DBEMIRIELS BB ET

VAPPTEMPLATE_STORAGE_NOTIFIGATION BEPY £4. | — R HSHA
REINICIED & VMware
Cloud Director %5 VApp 7~
TL—hEHIRLET,

VAPPTEMPLATE STORAGE NOTIFIVAPPN MZ¢ suBIRdTL —
U—Z2DBEMIRIES 2D ET

VAPPTEMPLATE_STORAGE_NOTIFIGATION BGPY £4. | — R HSHA
REINICIED & VMware
Cloud Director 75 VApp 7>
TL—hEHRIINEY - LE
ER

FARY RAPL—Y T5— (L
yET75—1)

DISK_STORAGE_ ALERT

Z7ana4 4 VDC [Cxd 5T 14 R
A= 75—k, EXA—

WIZIE N=R T RODBER
EDRERETLY B 75— bk

RENTWBT—F AT ZEER
LTWa7O0/n44 VDC DU R
EEENTWET,

DISK_STORAGE ALERT_ VDCS

VM_HW_UPGRADE_INVALID POWER{EAERTE > DERIKEEICET HiE
o, REN—RVTETVTY

VM_UPDATE_NESTED_HV_INVALID|POWER- BTAED (i< & /%
D—AT7THRENHYET.

FEDERATION CERTIFICATE SUCCEEES SSEyE+ /NDIEBAEDHRN
HBRMIE< 725 & §RTOHERE

FEDERATION CERTIFICATE_ SUCCESEBOL¥(S X 2 EMEIHED
BYEREM. CnICky. B
EEEIZ SSO H—N\hoFHLW
HBEES U A-RLT
VMware Cloud Director 5
FIBLICkOOENET,

VPN bRV IT5—(Ly R 7T

Z—h)
IPSEC VPN TUNNEL ERROR SUMMARY

IPSEC_VPN_TUNNEL_ERROR
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Fr=z)

E A-VHSREENZI13I2Y

BRENEZBRABLVCA ML -2
=R 75— BT L TR
£5.VApp DAL =2 U—=2X
DEARYINIC 72 B RID RS,

BRINZBEASLVOR -2
=R 7Z— BRI TR
F5. VApp T 7L —FDR
L= U—XPERYINICIES
GIIQLET=N

BREINZERELIUOR NV -
=R 7Z—bEMICIEC TR
F5. VApp T 7L —FDR
L= U—RMBEBRINIC/E S
GIIoL=7=W

T—IRNTDT 4 RUBREDD
E</EY. RUEWMBEISELRE
&

T—Y AT DT A RVBEDND
E<IRY,. KRUEWMBEICELREE
ED

A-Y-RET Y N—RD
IT7DN=232DT v TIL—
ReEiTlLzEE,

BHARAENSREORMSNS 7 B
LIAICEBRINICIE D L&,

VPN k> IIVDEEL TUOVEW

5a.

REE

VApp OFiE&E. £3FmEEN
AT LAEBETHHI5E LA
ERENBMEZELET,

VApp 7 7L — hDOFREE. £
JZIIFFEEM AT LAEBETH
HIEEITHEBEREENBMEZE
LET,

VApp 7 7L — hOFREE. £
FZEFMEEN L AT LAEBETH
HIGEIEMEREPBHNEZE
LET.

PARTFLAERE

DARATLEERE

REB< L > OmEE. £LE3ME
EMWATLAEBETHDHER
EREREEPBHNEREFELET,

HEEEE

PRTLAEEE
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% 5-22. VMware Cloud Director @ E A —JL@5% @)

e £ EA-IDSEEENZ 94300 ZEEH
IPSEC_VPN_TUNNEL ENABLED VPN hYRIDEZ (FU—>  EELA<E>7Z VPN bRV D RTLEEH
7Z—8) DEUVEET 2L D (ICo7z&

IPSEC_VPN_TUNNEL ENABLED _SUMMARY =,

R5-23. hRIIXA XTERWA=J T T —
B E A—IDSREENB9M4Z2 5 ZEE
BiEHiS Nz vCenter Server A —)L 7 vCenter Server pB#EHRI N/ EE, AT LAERE
Z—hk
tIkF = /= vCenter Server DA =)L 75 vCenter Server Bt =& &, AT LAEERE
-k TOEA=JVICIE IS5~
ERDEL S (&> T vCenter Server M1
BIDSFAE L e DB I NET,
AMQP GO A =)L 75—, RabbitMQ B#hifEzEfzlt L& =, AT LAERE
VMware Cloud Director #5 AMQP 4 —
NNl & E2BMT 575 — KT
ER
F—IN—REHEDOYIWICETHA—)L 7>  VMware Cloud Director #557—4 X—X AT LEERE
-k hotlicshizsE,
F—IN—REHEDETICEHTSA—)L 75 VMware Cloud Director B85 —4 X—X AT LEERE
-~ [CE#ERINZLE,
RRASBRA vy Fhotlicsnil &ICET ERARTREIRRA v F PSR SIS N AT LAERE
BHA=IVTZ—h L&,
KRR 48 Distributed Switch 5l ERAATEEZR Distributed Switch »5KRX b AT LAERE
2l EICBETHA-I TT— b PO EnizEE,
LDAP IS —DX* =)L 7Z—Fh LDAP &£ DEERH, SARTLAERE
LDAP 2—H¥—RHEDA—IL 75—k LDAP 1 —H#—D&FZER, AT LAERE
YA COBERFTRT—FRZEED A=)V 7 b, Y4 M EOEESTI S Nz ERDS AT LEESE

Z—hk

EfELed. £23Y 4 b5l &EimEFEL T
WET.

Bl: A= FTTL—rEBEHTS

RDAT Y RTlE, DISK_STORAGE_ALERT_VDCS EFA—I)V T 7L — bDREDARE. /tmp/
DISK STORAGE ALERT VDCS-new.txt EWDERIDT 7 AR LIANBTEEBRATVET,

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-email --set-template DISK STORAGE ALERT VDCS /tmp/
DISK_STORAGE_ ALERT VDCS-new.txt

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value
"This is an alert from $productName The S$datastore is used by the following PVDC (s) :
SpvdcsList
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Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value "This is an alert from
SproductName The S$datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_ VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK _STORAGE ALERT VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

BILDRETL OBRER

TIEEY —)LD find-orphan-vms AX Y REFERT 5 &, vCenter T— X=X (ZIZHFEET 5D VMware
Cloud Director 7= X=X ([Z[FFHELRMRER S U ADSBE®RETEET,

vCenter T—4# X=X TIEZBEIN TS M. VMware Cloud Director 7 —4# X—X TSR EIN T2 VREE
IvF AVEI—T AT VY=RBLUVRA M= UY—=REFERATHHDD VMware Cloud Director

DT U ERTERWED, FHRLOERETS VERBEINET, COLOIBSBORA—HKIE. SEFOT—r0—
R, ZEDT—HIXR—RXIS—OEBRT7I a3 e SEIEHRERTHRELE T, find-orphan-vms IX
REFERTHE IO LAERBLORET S V&2 —BXRKRL T. VMware Cloud Director 5| L 7= . vCloud
Director [CBA YAR—FLAEZUTEES, ZOATVRICE BDORSRN ANTERET 2/20DF T 305
AESNTUWEY, ZOF 7> ard. BEERIABEEFERAL TS VMware Cloud Director £7z(4 vCenter
Server 1 YA b= VIRIBETHET 258 ICHEILEDLENHYET,

O ROEREFERDODESY T,
cell-management-tool find-orphan-vms options

& 5-24. CIVEBY —)LDOF T 3> EBI#. find-orphan-vms ¥ 72T R

FTav 515 88

--help (-h) L ZOATIYTERRIEEZOY Y RO
ZERLET,

--enableVerifyHostname 7L SSLN\Y R 14 UDHRR NZIRFLERD

ERMICLET,

--host WA BELOREYS D DBRERRENLD
VMware Cloud Director 4 > X k—
IWED IP 7 R REILZLERM K A
1 %,

--output-file INRZET=E - BaLoRE<Y>DURDEAxE
BBT77ANDTIVINRE, JRNERE
HERNICEZAGIHEEI. KRB - %
EELET,

--password (-p) WIE VMware Cloud Director ¥ X7 A%
BED/INRAT—R,
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K 5-24. tVEBY—IOFA T 3> EFIH

FFar 5|8

--port VMware Cloud Director @
HTTPS R— k.

--trustStore Java FZ XM AKT T7AIAD

PIIZAV.E N

--trustStorePassword IEE L/ ——trustStore M/SXXT

— K

--trustStoreType $EE L7 —~trustStore NF¥AF
(PKCS12, JCEKS 72&)

--user (-U) WA

--vc-name WIB

--vc-password Wi

--vc-user WE

Bl : BELDRBET S 2 DIRE

find-orphan-vms ¥ 7332 K (#Z)

BteA

ZDFTavid. TIAILED
VMware Cloud Director HTTPS 7R
—hEFERLAVMEEDHIBELET,

ZOFTaviE, TIAIED
VMware Cloud Director rZ X~ X
N7 774N EERLIEWNEEDHIEE
L¥ET.

--trustStore ZFERALTHOD KSR
b RET 77 AIVERE LIEBEDHY
£TY.,

--trustStore ZFEALTHD KSR
b RET 77 AIVERE LIHEDHY
£7TY,

VMware Cloud Director ¥ 25 A&
BEQI—Y -4,

HRLDRET D DOREWR vCenter
DH&H,

vCenter EBED/NRT — K,

vCenter EBED1—HY -4,

ZDOHTIE, B—n vCenter Server [CVTUERTLTWET, —-output-file 73 ([ - BEESINT
WSz, VT UHERIFEERNISRENET,

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --
output-file -
for VC by name 10.20.30.40

all vdc's associated with VC:

Querying
10.20.30.40
all vdc<->resource pool mappings associated with VC:
.40:443)

all vdc<->VM Moref mappings associated with VC:

(https://10.20.30.40:443)
10.20.30.40 (https://

Querying
Querying
10.20.30
Querying 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis complete.
VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]1" "ExampleOrg") ResPool: (1a97...)

(org: primary

[moref: "resgroup-30515"]
The following 22 orphan VMs were discovered:
Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)"

VMs", parent moref "group-v30533")

(parent name: "Test

"indDisk12-0-51259

parent moref

Orphan VM:
VMs",

(Obbb4115-673e-4c84-ba26-6875159655e0) "
"group-v30533")

(parent name: "Test
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VMware h XX TORARY IV RARE QTS ALANDSME=(Z
Bt B
VMware h R4 <Y TORRY I RNETOISAICSMELIZBIRT S(CE. ©ILVEEY —ILOD

configure-ceip ¥ 7V REFEHALET.

ZORFBIE. VMware DHRFIIT TOANYIVRARETOSS A (JCEIPD ([ZsmLTWhEd, CEIP &@LU T
IWEINDT—FZICDVWTOFME. VMware BNZDIFHRZEERT 5 BHIIE. Trust & Assurance Center
(http://www.vmware.com/trustvmware/ceip.html) THEAEINTWET, TIEBY I EFHALT. 2D
HED VMware CEIP ANDOSIME /=S8 =\ D THRITTEE T,

cell-management-tool
configure-ceip

options

ZOEFD CEIP ([CSMUIEWMEEIL. --disable A/ avEIRELCIDIOY Y RERITLET,

£ 5-25. IEBY —IDA T3R8, configure-ceip 7TV R

FFoary 3% e

--help L ZOAT IV TERARTREZ O > RO
(-h) ZERLET,

--disable AN VMware h A& THZARY T RK

ETOUSLADSHBRLET.

--enable AN VMware hR¥ < THZARY I RK
ET7OJSAICBMLET.

--status zL VMware h R4 < TH AR IRk
E7O0J5 AT ZREOSMAT —
Y RERRUET.

Bl : VMware h A< TOVARY IV ARETOISLADSERLUET,
VMware h R4 TOARYIVARETOAISADSERT I, ROLS/HaA<Yy REFERLET,

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool configure-ceip --disableParticipation disabled

ZDORYRERFTTDE. VMware HRY Y THARY IV ARETOYS AICH LU TERSEEEINZLZY
3

VMware hA¥ X THARY IV ARETOAIS AW T BIREDSMAT —F REWEDRTHI21E. kDL S57%0
T REFERLET.

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool configure-ceip --statusParticipation disabled
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TTVg—2 3 OREDEH

I EEY —)LD manage-config U 7aAY Y RaERATHE. h9OJ RAY NI T FOTAETARED
SESERT VT avDBREEHTEET,

£ 5-26. CIEBY—IDA T 358, manage-config¥ZFavr R

F7ar 5% A

--help(-h) zL ZOY T ARy RTERRIRERA T a0
MEEZRLET.

--delete(-d) zL =Ty FOREEHBRLET,

--lookup(-1) L =Ty FOREDEERRLET,

--name(-n) BER 5=y FDOBREDRRIL

AT ary-d -1 BLY -v TRETY,

--value(-v) REE =7y FOREDEEEMEZIFEHRLE
ER

f=EZE hyOJEEORAOY ) Y IDERECIE manage-config B 7aAXY REFERTEET,

hEOJEEOROY U Y TDERE

fEDMEBICAFAS N, FEFMBOEBOOSY TRISATENHYAJEENZH G S5E. hyOJORERF
[ ARTLMBRFICHESAVNLDIC, AYATELBAOAAY MUV IVERETEET. TILEEY—ILD
manage-config B 7aAY > REFERTSHE. RABICEAPTESSA 7S VIBEBOHEFIRT2ZET. hyOy
BEIOROY bV TEBRETEET,

YTROSATEINEHAYOQIPHYOJRBPERET 2L, ARSINEHIYOTEIRNICSA TS VIERE
vCenter Server URZ kU m5 VMware Cloud Director ImiXt—ERX AL =2 IC4 Dy A—RLTHL Y
TROUSATENIEAOIDTOA—R U 0EERLET, RESNAEITXTOAYOIPRBICS D0
—RTEBSATSVEBOHEFIRTEET., YTRISATENZITRTOAZAIDERBICERTESS(4 7
SUIBBDHEFIRTEET, Y TRISATENZE—DOHFZOIDPREBICERLETESS 4 7S VIBER DK EFIIR
T&EET,

TIEEY —)lD manage-config ¥ 7aAX Y REERATHE. hH0OY ROy MV ITDREEFHTEET,
manage-config B 7aAY Y ROERAEICDVNTIE. 77U T—2 3> DREDEH 2S5BL TSN,
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x£5-27. A0 X8y MU ITDBRE

BE 77 # IV ME e
vcloud.tasks.VDC ENABLE DOWNLOAD. 30 VMware Cloud Director 4 > X4 > XA
queue.limit TRAMSINEZTRTOAZ O H vCenter

Server /5 VMware Cloud Director (Z
BT DV AO—RTE3(544T7ZVIERD
HIPRIE,

VMware Cloud Director 4 X% > X%
FrBoTHF I O—- KT BRSNS A
TS VIBEDEHBNIOFIREERBZ S &
SA4 7S UEBBIOFIBREICL > THEE
N BHFICFI > O—-RENET,

vcloud. tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director 4 > X% > AR

eue.limit DY TROSATEINfcTRTOALOTH
RARICRIATE 254 75 VIEEDHIRE,
VMware Cloud Director 4 > X4 > X%
LD TRET I TROS4TENKS
A 7S VIEBDEHEN ZOHIREEEBZ S
& HERZOFREICE > THEE N, IEE

ICREIENET,
contentLibrary.item.sync.batch.si 10 YTROSATINB—DH S O IR
se [CREITE DS54 75 ) EEOHIRIE.

YTROSATENAE AT D OHIRE
EBADHDIATSUEBERBTH L. 1E
BIEZOHIBREIC L > THEIS N, IBEICHEEA
SINET,

Bl : YTROSA4TENAsOJOREBOROY M TDHRE

RDARY BIF Y TRISATENBE—DAY OV DBEABICAPTESSA TS VIEBBDOFIRIEE 5 ICTHRELF
ER

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentlibrary.item.sync.batch.size -v 5

YITROSATENAYAJICIBEADSA TS VEENEENTWSIEEE. AYAJOREEG 3 BICHHNT
IERRTENET, BAICIESBEDEENEEN. 2 FBOHDCIIRD S EDCEENEEN. KERICEVD 3 E
DEANEENET.

VMware Cloud Director 21— — 4 —T A ANDT7 V1R
IR LEBED NS TN a—FTa 0

VMware Cloud Director IBER® VMware Cloud Director ILOFMZ IP 7 RLRXREDNS TV MU AEXR
THELVEHRT BICIE. BIEEY —)LD manage-config B 7T REFERLET,
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B

A4 > BIhi&IZ. VMware Cloud Director Service Provider Admin Portal £7=(% VMware Cloud
Director Tenant Portal [C7 VT RXd 52 &IFTEEHA,

A4 VERICRIABTREANTDE RDIS— AyvE—UPRRENET, EEICKBKUEU, MEERICIS—
DRELELE, COI5—E, YiR— b RMAD/TUYD URL #EALTZ TV —2avCPDEALTING, FzE He R DS
RAELTVBENRRTHEENHBNET, |

RE

VMware Cloud Director (&, Cross-Origin Resource Sharing (CORS) 7 1 /L4 DREA{FH L T, Service
Provider Admin Portal &X' VMware Cloud Director Tenant Portal [C7 2 AT BEICERTE 528
BERTDODIVRKRA VDU R NEHIFLET.

CORS 74 )% UR NI CIDHREFRICANBLUEHEINEST, ZOURNIEFE. =N TI—TADTT
DEIDIP7RLAREDNS ZE2E0 HTTP BLO HTTPS T MU TWNET, £/=. VMware
Cloud Director 4=\ )= (CHBO0—R NSO TEREINEZNNTU I IPT7 RULRABRIMENTNVET,

T7ZAT O AREBEORIVEREFIC. VMware Cloud Director /LD DNS &AL TU X MDEHINDZ
ERHBYERA. oo BIVDO DNS REFERLTENICT VAT HILETEEHA,

BRFE

1
2

=N II—=TRHOWNTNHDOEIICroot LLTATA > 5H. SSH TEHELET,

FREEAD VMware Cloud Director ©IVICT 2R THEICERATE 250 URL 2—ERRT BIC
F. RDARV R SA VERTTLET,

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -1

SATFLAENEF. =N TIN—TRHRADITRTOEILDIP 7 RLRAEDNS 2258 HTTP BLU HTTPS T
Y hUDMSEEYRNTYT, £7/-. VMware Cloud Director 4 —/\ Z)—TJCH 50— R NS Y TERS
NEZNRTUy T IP7RUVRABBIMSNTNET,

JRARIAYTEYIYDOXFINTY, TV MJDOHEICIFAR-RZEEHEH A,

(A7 3>) webapp.allowed.origins DEREEEHFHTHI(CIE. KOATX YR SA&RTLET., a7
VR ISAUTIE, ZOREDE/NTA—=FIC. IPTRLVREDNS EDSHEZAIRNUIFIOY X M
BELET. TVMUDBICIFAR—REEDE R A,

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -v "comma separated 1ist of URLs without spaces"

vCenter Server (RIEEY > DT /Ny &

TILEEY — )LD debug-auto-import ¥ 7T REFEAT S L. VApP DR A =X AND vCenter
Server [RIEEY L U &# 1 BULERF Y T 2RRAEHBETEET,
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T7 4 MEBRDBE, BERET -y —d RET -2 d—ENYF U ITEHIY—R T— )L TERE
% vCenter Server (R > EBHMICHRELET. VApp BHRDIEEHE LCEAICDNTIE. VMware
Cloud Director Service Provider Admin Portal Guide 2B L T<7Z& 1\, ®HE N7z vApp [Z vCenter
Server RIEEY L U DBRRINBVNEEIE. CZOREBY S D ELIIREBT -4 —ICx L T debug-auto-
import ¥ 7aXV RERTTEET,

cell-management-tool debug-auto-import options

debug-auto-import 737 RlE BHEAHWZXANZXF v FL7= vCenter Server RIEE<Y DU R |~
BLUOZOBENZRACETIERERLET., ZOURXRMIEF., ANZXATHRESNZDBOD., HEBRET—
g —~DA R—FIKRB LU vCenter Server (RET L U HEENET.

* 5-28. CIEBY—IDF T 358, debug-auto-import 7TV K

F7ary 3% SEA

--help AN ZOAT IV TERARREZ Y > RO

(-h) BZRLET.

--org bizEE 2 F7arv, IEELABEBICDONT, RF
v TENFERET S U ICEAT 5iERE—
BRRLET.

—-vm AT AEEFREY BELERETS VEABEEND. XF Yy

> ED—E TENERER S VICET BIERE—E

KRLET,

—-—org A7 avMEREIN TS5
. #7>3>TY.

Bl : REET % test ITX D vCenter Server RIEBET S A@HDT/INY &

LTy RERTTDHE, ITRTOMEBICENVTRF Y Fans= vCenter Server RIE<X 2V ([CEAT BI1ERD
BENET,

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:
1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:

1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

ZDHTE MEAHDZRATRF Yy TEINFREY S VT ARETS VEIC test EVWDXFINEEND 3 ED
vCenter Server [RET L V(LT AIERNATLADT U Ty FTRENET, RIEETY S import-test3
I, RESNEZDBODRET -7 —~DA o R— bPERBLERET S > OFTT,
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RIVFYA MERRY T —0D MAC 7 RV ADBER

BUA A=) ID THEEREN TS 2 DD VMware Cloud Director 44 c&BhEM(ITHE. ZhoDH A ~
BIOIERRY N7 —2TMAC 7 RURDIEEDRET HRREMEDSHUET, COLDLREEREET B(C(E 1V
AR=ILID EFBILEBNARI L —RIZEDWNT, WTFNHDY A FTMAC 7 RUREBERT HHENHY
ER

VMware Cloud Director #ity b7 v 7HIZ. 1 X =)L ID 2% ELE9. VMware Cloud Director
FA A=)V ID #FEALT, RETS Y XY NT—0 A5 —T2A4ARD MAC 7 RUREERLET, RL
AR M=) ID THEREINTLS 2 DD VMware Cloud Director 4 > X k—JLTlE, BL MAC 7 RL R34%E
RENBHZEMHUET. MACT RLADEET S L. BERMITENZ2 DOY A MEDILERRY 8T — 0 Tiia
MWEETLHAEMENHYET,

BUARAE—)L ID TEEREINTWS, BERMIFoN/ZY A METIRR Y N — 225K T 2H1IC. ©ILEERY
—JL® mac-address-management 7YY REFERLT. WINDHDY A b TMAC T RLRZBART S
VEPHYET,

cell-management-tool mac-address-management options

FLOMACT RLREERTDHICIE A VA=)V ID EIFREDHARG A V—REFRELET, >—RIEFAVR
=)L IDZEZEEELEEAN T—IN-R[CE2FBOBHENIA—F ELTEHOL — RBREFEN, 42 R
=L ID DA —N—=ZA4 RENET,

mac-address-management 7<% Rid. =/ JI)L—TDEED VMware Cloud Director A > /X—7p
S5RITLET. 2Dav > RiF VMware Cloud Director 7 —# X=X [ZH L TRITENB/=H. 1 DO —/N J
=TI LTIROY Y RERTLETS.

EE: MAC 7 RLROBEARICIZ. VMware Cloud Director O—ED S5 I 5 A ADBKHETY, BAERERLE
TBHINZ, =N TIN—TRODIRTOEINDT VT4 ET 4 & RKLETIVENHYET,

£ 5-29. BIEBY—IDA T 3 5|8, mac-address-management ¥ 737 K

F7ar 31# BEA

--help L COATIUTERAEERI T RO#]
(-h) EEZRLET,

--regenerate /A2 FERINTWNVIVNWIRTDO MAC 7 kL

REHIBRL. REDS—RICEDWTHL
WMACT7 RLREERLET, INE
To—RERELLIEDEVZEEL
MAC 7 BLR(EA > A b=JL ID IZE
JWTBERSNEY. EASTD MAC
T RLRBREFEENET,

Er Y= TI—TROTRNTOEIIE
T IVT4 T THIDUVEBHVET, &

WNEDT OT 4 ET 4 & RLET BAEIC

DWTIE, BIOEBESRLTSES

AN
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xR 5-29. PIVEBY—-IDF T 3 5.

*F7ar

--regenerate-with-seed

—--show-seed

BEE:

mac-address-management ¥ 7<% K ()

1k

O0~63Dr—rES

A4

WA

F—IR=RHLWHARG L > —RE
BEL. FRASNTWVENWTXTO MAC
7 RUREHIBRLT FIL<RBELZS—
RICEDWTHL W MAC 7 RLREAE
BRLET. EAFD MAC 7 KL R (R
BENET,

FEr PN TN —TRADTRTOEILIE
K7 OT4TTHIUENHVET. &
WEDT O T4 ET 4 &KETBHEIC
DT}, wIOEBESBL TS
AN

RED—REET—RIERASINTH
5MACT7 RLROEERLET,

FRAPD MAC 7 RLRIFFRFENE T, FRPDO MAC T RLRZBERENIZ MACT FLRICEET

BICIFRY NI AV —T A RO MAC 7 RLRE )y FTBHENRHUET., RET>OTONT 4
DIFREICD W TIE. VMware Cloud Director Tenant Portal Guidel] #&BL T 7/Z&E0),

Bl : FILWARSI A —RICEDS MAC 7 RLRADBAER

RDARY RERTTHE BEDY—RE IICKREL, HILRELLY—RICEDWT, FASNTVRENTA
TOMACT RLREBERLET,

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9

Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.

Bl : HED—RFEBEL—RICEAZSNTVS MAC 7 RLADHDRT
ROATY RERATTHE, BEDL — KEEL— KO MAC 7 KL ADRICEIT 2 EHEELET.

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool
Current MAC address seed is
MAC address seed
MAC address seed

9 is in

1 is in

mac-address-management --show-seed

'9'" and based on MacAddressSeed config.

use by
use by

12 MAC addresses
1 MAC addresses

ZOFITIE RED—RN I THY, 12ED MACT RLATHERENTVNDZENL AT ARNITRENTY
£, T N DRIOY—FRELEFAZAM=IVID CEDS MACT7 RLAB1DHBHZEHBRENTNET,

VMware Cloud Director €Il DT —F X=X IP 7 RLVADEH

F—IN—REFAKLY S XF RO VMware Cloud Director £ILD IP 7 RLREZEFHFT 523, BILEBY —

IWEFERTEET,

VMware, Inc.

233



VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

ARSI

T—IN—REARAEISAIADEID IP 7 RUVREEFHT LI BEDTSATUDIP 7 RLVRERET S

BE

BHUET, IP7 RLREFANS(CIZ. VMware Cloud Director 7 7547 X APl 2{ERAL T, 45X

SHDREZINA /—RD/ =R IDZAETHHBENHY ET., http://code.vmware.com @ [VMware
Cloud Director 7 7547 >R APl RF =< U7 7L R] 28BLT/EEL,

FIE

1
2

VS RAZADONTNDIDEIND OS [Croot &L TEHE £LF>SSH /547 AL TAJA Y LET,
TIBED/ =R TRITESNTNEIDNED DEWERLET,

service vmware-vcd pid cell

IO 7Aa+ X ID A NULL T/ WEE(E. VMware Cloud Director JLIZERTFENTH Y. VMware
Cloud Director I ZBREETICT—IN—RAD IP 7T RV AEZEETEET,

=N T —THROITRTOEILD IP 7 RUREZEHTHICE, xOAX REEFTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host
primary node IP address —--pid cell process ID --remote-sudo-user postgres --private-key-

path /opt/vmware/vcloud-director/id rsa

AT LAENE BERDSERNILEZEERLET,

(X7 3r) % VMware Cloud Director CILMWIELWTFT—F X=X IP 7 RV RESBLTWSZ L&
FLET,

grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties
AT AN CIDEFHFENIELERLET,

WTNDODOEILBEFENTWVRWNEE(F, KOO RERITLTEEBRLET,
B EIBRTEINTOEWEFIZ, RO RERTLET,

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

host primary node IP address

. EABRTENTVDHAR. RO RERTLET.

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

host primary node IP address -i cell process ID
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

6 ZEFINTWEWRILEBERLEEESE. O REETL T vmware-ved Y —EXEBEZHLE T,
a IOV VRERFTLTYH—ERZEZFELELET,

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s

b OV RERTLTY-—EXRZRMIBLET,

systemctl start vmware-vcd
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VMware Cloud Director O O YN&E

VMware Cloud Director (&, =N\ JI—TADEZ IS U R LI OAJERER B LET, AVERRLTEIL
#BR L. VMware Cloud Director D BEMARITRICRELEBMBED NS TN a—T 4 J&2TDZEMT

=EY,

VMware Cloud Director A%

OJ87 74 IVEEET«LO Y

/opt/vmware/vcloud-director/logs/cell.log

/opt/vmware/vcloud-director/logs/cell-

management-tool

/opt/vmware/vcloud-director/logs/cell-runtime
/opt/vmware/vcloud-director/logs/cloud-proxy
/opt/vmware/vcloud-director/logs/console-proxy

/opt/vmware/vcloud-director/logs/server-group-

communications

/opt/vmware/vcloud-director/logs/statsfeeder

/opt/vmware/vcloud-director/logs/vcloud-

container-debug.log

/opt/vmware/vcloud-director/logs/vcloud-

container-info.log

/opt/vmware/vcloud-director/logs/vmware-vcd-

watchdog. log

/opt/vmware/vcloud-director/logs/

diagnostics.log

/opt/vmware/vcloud-director/logs/
YYYY MM DD.request.log

CLE

VMware Cloud Director /50>y —ILHA,

TADSDRIVERY—IL O Ayt—2,

CDEDSIUEAL LAY Fyt—2,

TSSO ZYR TOFS O Aytk—,

TIDHSOUE—F XY=L TOF> 05 Ayt—2,

TDEDY—/N FI)L—TiEE,

vCenter Server MSDREY > AN v ODEE. BLUR ML
—CEREIT— AyvtE—,

TIDEDT /Ny T LNIOOYT Ayvt—2,

TIHSDIBEROY Avt—Y, ZOOJICE RINTRELEESE
IS—bRREINET,

TN O YTF Ry IDODERAT AvtE—2, RILPBIEEEFLEL
JoRZIC B L BRI ENLHFINET,

TIIVBWOY, ZOT774)VE O—Hh)L OJEETZEO I BEMIC
o TWEWERIZETY,

Apache @O /ERKD HTTP Ek0 4.

VMware Cloud Director 7 7S A4 7> A00O%

VMware Cloud Director 7 754 7 > RIZIE. W DHODEBMOAY Z7A4IDHYET,
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VMware Cloud Director 1 > X k=)L, #k. ELUT7 v T —R A4S R

as 774N L]

/opt/vmware/var/log/firstboot TTZAT V ADRIIOEHICEEST 50 7 ERPEENTNET,

/opt/vmware/var/log/vecd Replication Manager ( repmgr )V —IL A1 =Dty ~c7 v
7. B, LT TSAT O RAORBICEEST Z2O0B8EENTW
£7.

/opt/vmware/var/log/vcd/pg MABABT TSAT VR T—=IR=RADNY o7 v 7ICEET 504
DEENTNET,

/opt/vmware/etc/vami/ovEEnv.xml OVF 7704 NS A—IPEENTNET,

/var/vmware/vpostgres/current/pgdata/log #HAH PostgreSQL F—FAN—R[CEAET O BEENTNE
ED

/opt/vmware/var/log/vami/updatecli.log TISATVADT v 7L —RICEETHO5DBEENTNET,

FEEDTFAN IT 44, THFAM Ea—7, FEEY—MN—T1BY—IJLZFEFRALTAJVERTLET,
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VMware Cloud Director V7 bD T
TDT7 A A M=)V

B4 DY —/N—m»5 VMware Cloud Director V7 bz 7%&7 A4 A S—)LTBI21E. Linux @ rpm 37>
REERLET,

FE
1 4=y hk~H—NCroot&lLTAIALET,

2 EHEY-—EXRRV—DETUIIMLET, BEIE /opt/vmware/vcloud-director/data/
transfer TR FENTWET,

3 aryV—i Yz FEEBSY—ZIFI U4 RUERE. LinuXrpm XY RERTTLUET,

rpm -e vmware-phonehome vmware-vcloud-director vmware-vcloud-director-rhel

DA R ~=)L /Ny T =D vmware-veloud-director /Nw o —2[TKTFEL TWSHE&(E. VMware
Cloud Director 27 A4 Y A M= ILT BHICENSDIRTFENY T —SET VA VA N=ILTHLOKDZT
A7 EDBRREINET,
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