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Horizon Console Tld. F#T X by 7 T—IAD LINUX RIS > DT 7OADHETOIEMTEET,
vSphere PowerCLI #ER 32 L LINX TR My TRV DT=IVOF 701 % BT DRI T~ EFEKT
EFET. SEFHT R My T T=ID=HD Horizon 7 D—4EF 704 8B LT X,

Horizon 7 for Linux ® > X5 AE4

Horizon 7 for Linux &4 > X k=)L 3 3(Z(3. LiInUX S RAFADBAR L —F 4 >4 S X5 A, Horizon7 BLW
vSphere 75 v b7+ —LADHEDEHEHZL TWILENHYET,

Horizon Agent THR— k&N 3B Linux N\—2 3>
ROKRIZ, Horizon Agent THR—bENTWS LinuXx ARV —F 4 > J S RFAERLET,

& 1-1.Horizon Agent TYR—bEN 3 LinuX ARV =T > F S RTFT A

Linux &4 AUEa—> 3> T—*T0F+
Ubuntu 16.04 &0 18.04 x64

F: VMware F Ly ¥RX—20DiEE http://kb.vmware.com/kb/
2151294 THEASNTNDBREONTNHETOLENHY XY,

RHEL6.6. 6.7. 6.8. 69. 6.10. 7.2, 73, 74, 75, 76, 7.7 &KV x64

8.0

Cent0S 6.6, 6.7. 68, 69. 6.10. 7.2, 73. 74. 75. 76. 7.7&  x64
&0 8.0

NeoKylin 6 Update 1 x64
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% 1-1.Horizon Agent THR—rEN B LinUX ARV =T« 25 S RT L #HX)

Linux 74 ARUEa2—3> 7—FTIF+
SLED 12.x SP1/SP2/SP3 x64
SLES 12.x SP1/SP2/SP3 x64

F: LnuxI—Yz> b —WMOLNUX T4 ANV E2 -2 3 TERENY T —2CE2FERALET, F#FHlICDNT
(¥, Horizon Agent RI&F/X\y T —2 DA Y A M —)LEBRL TS IZE ),

F: RHEL/CentOS 8.0 > XF ADHE. Horizon Agent (£ X11 T4 A7 A =N 70 MIILDHEYR—
LEd. Wayland 7O b3 R—bEINTOER A,

WEDTSy hT+r—AL& Horizon7 V7 b7 N—=23>

Horizon 7 for Linux &4 > X b—JLLTERT 2 (C(E. ]RiEHS vSphere 75 v k7 + — A Horizon 7. Horizon
Client V7 bz 7OHEDEGEZHBZLTVWILENHYET,

RI12WMADTSYy bTH+—AE Horizon7 V7 b7 N—= 3>

TS5y bT7x—ALEVTI DT YR—fEhTWENR—-C3>

vSphere 75w k7 —LDN=C 3> m  vSphere 6.0 U2 LIED U U —2
m  vSphere 6.5 U1 LI U —2R
m  vSphere 6.7 LIED Y J—2R

Horizon &1 m  Horizon Connection Server 7.11

Horizon Client v7 k=7 m  Horizon Client 5.3.0 for Android
m  Horizon Client 5.3.0 for Windows
m  Horizon Client 5.3.0 for Linux
m  Horizon Client 5.3.0 for Mac OS X
m  Horizon Client 5.3.0 for iOS (iPad Pro)
m  Chrome, Firefox. Internet Explorer ©om HTML Access 5.3.0
B FO U547 MIYR-—bEShERA,

Linux fR3E< > (K VUERENS TCP/UDP R—

Horizon Agent & Horizon Client (. EWDR vy D=4 7 & X»&fE Horizon —/N 3 R—% > bEID X
vy D=0 7oERICTCP £z UDP R— b &EAL £
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& 1-3. Linux R~ IckUERENS TCP/UDP R— b+

b-S b R—hk E(R5% R—hk Zakan L]

Horizon Client * Linux Agent 22443 TCP/UDP Blast Security
Gateway pMEREN
725 A Blast

TFa VT =N K Linux Agent 22443 TCP/UDP Blast Security

Horizon Connection Gateway pMERS N

Server, E7z13 Access 55513 Blast

Point 7 75147 &

Horizon Agent * Horizon 4001, 4002 TCP IMSSSL 574w
Connection Server 7,

E: U472 EMERT S TCP L UDP R— bOF#ICD UV TIE, [Horizon Client &0 Agent D+ 2
U7l & [VMware Horizon 7 O3y U —2 R—K] 25BLTEI,

A—H—ESD LINuXx TR by FICEHETE 5L 512351213, Horizon Client F/8NA4 R, a2 UF5 40 H—
/N, BLU Horizon Connection Server w5 Z(ET 2 TCPEEET R by THZIFANBZZEDNTEEIVEDNDH
UET.

Ubuntu 8L Kylin 74 AU Ea2—> 3Tl iptables 77470+ —ILF 7+ )L b THERENTE Y.
AHRY 2= ACCEPT ICERESNTNET,

RHEL 8L CentOS 74 A bYU Ea—2 3 TR AIEEAHZE,. Horizon Agent 4 >R b—35 XU T A A
HRU S —% ACCEPT ICL T iptables 77 A 7o+ — )L &R L E T,

RHEL % CentOS #* X + OS @ iptables T, Blast R—k 22443 HSDHFH L VMERICDNTAARY &=
ACCEPT [C72> TWA I L &R L E T,

BSG BEMIEEE. 7547 bEKITEF 2 U T 4 B —/NFE /=L Horizon Connection Server @ BSG #4L T
Horizon Client /34 2/ 5 Linux ¥R 2 by FI2ES5nEd, BSG AR TIZA WSS, Horizon Client /34
R(F Linux 7RI by JICEEERINET,

Linux IR > ICKUERENS Linux 7Hh D > bOMERR

RIATHOREBEOTAI Y S 74712 LNUXRIEER S Y TERENDTAI U RRETAV N 547
ERLET,

RIATHOREBLUOTAV Y547
ThYY M THO R S47 A

=t Linux OS [Z#AaAH Javarg > r7O0-> IT—-Y 2k
mksvchanserver, > z)l 2217k

vmwblast Linux Agent o > X b — > HERk VMwareBlastServer

<REOOTA > 1—H—> Linux OS [c#84A %, Active Directory 2—  Python X2 U 7
H—. £/z14 LDAP 12—+ —
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TR by TIRIE

Horizon 7 for Linux (&, 735 LInUX T4 ARUE2—2 3 TEBODTRO by TBIEBEZ Y R—FLUET, &
I5 HR=FERODTRI by TREIC, SELNUXTARAMIE2—23>DTF 74 MDTRI by THRIBEE
Horizon 7 for Linux THR— S NZBMDT R by TBEBEO—&E2RLET.

K15 Y R—bRKOFRI by TEIE

Linux &4 AU Ea2—> FIFIVEDTFRI Ny T

av R Horizon 7 for Linux 2% kv 789 R— b Eh3T R by THRE
Ubuntu 18.04 Gnome Gnome Ubuntu, KFx 4 kv 78t (KDE), MATE

Ubuntu 16.04 Unity Gnome Flashback (Metacity). KDE. MATE

RHEL/CentOS 6.x Gnome Gnome. KDE

RHEL/CentOS 7.x Gnome Gnome., KDE

RHEL/CentOS 8.0 Gnome Gnome

SLED 12 SP1/SP2/SP3 Gnome Gnome

SLES 12 SP1/5P2/SP3 Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

BR—EENTOBLNUXTA ARV E2 =23 >OVWITNDOTERTET 74NN TR MY TRBEEZEET S
(213, ROFIEICES> T, Linux TR by ZICBYRIY Y REERTHRENHYET.

F: KDEEMATET RO by TREDS VT 34 242 (SSO) (F. Linux TR by 7T 7+ boOs A
YHEEFERL TWSSEICOAEELET., X 1-0.TAI by TRIEDA VA =)L TV FICHBHaAT U RE
FALT, KDEE MATEZA4 VA b=V T 2HENHYET,

RHEL/CentOS 7x £7=(3 Ubuntu 18.04/16.04 ¥4 AU Ea—>YavZ&EFERLTWSEE. Ovoan/= KDE &
wiayESSO TAYIRBBRTHIEEITEERA, NAT—REZAALT, FHTOVISNTWS Y 3>
EFECOY VERTIVLENDYET.

T T7ANPDTRI by TREBEOBREEZFERAL T Y R—bENTWS LINUXT A AMYE2—23>DFRb
—TAT VRTLEA VR N=IVLET,

2 ZERADLNUXTARAMJEa2—2 3V C@EYEITY RERTLET., RTT5aT 2 RICDNTIE & 1-6.
TRV MY TRIEBOA VA =)L A FESBEL TS,

KI16.TRIMYTREDA VA =)L a7 R

Linux ¥4 AU Ea— FLOT 74NV EDTRY

var by TREE T2+ EDTRY by TRIFEEEST 5K

RHEL/CentOS 6.x KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7.x KDE # yum groupinstall "KDE Plasma Workspaces"

Ubuntu 18.04/16.04 KDE # apt install plasma-desktop
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K16 TRIMNYTREODA VA=) aT B (E)

Linux ¥4 ARUEa2— FLWTF 74V bDTRY

ary kv TRIE F7xINVRDTRO by TRIEEZEETSa7 R

Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop

Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes

Ubuntu 16.04 Gnome Flashback # apt install gnome-session-flashback

(Metacity)

3 HLWTZ7ANMDTRO by TRIBZRIBS 5213 TR by TEBEHLET.

BHOTRAO by TREDA VA S=ILENTWS Linux 7R by 7 TSSO 2B LIEEF. ROBHREE
ALT SSOtyaryTHERTSTARI by TIRIEEBERLET,

m  Ubuntu 18.04/16.04. RHEL/CentOS 7x MiB&ICIE. & 1-7.SSODesktopType A 7+ 3 > DIEREERA L
T. /etc/vmware/viewagent—custom.conf 7 7 4 JL(C SSODesktopType + 7> 3 > Z&FEL. SSO TiE
BT 27RV by TRIBEEIEELE T,

& 1-7.5S0ODesktopType # 7> 3>

TROIGY T 547 SSODesktopType # 7% a > DBRE
MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODesktopType=UseGnomeClassic

m RHEL/CentOS6xXxTSSOmsa4y £vira I KDE #ERAT288ICIE. KDERY— b7 v T 774V &R
IRTDTFRI YT RY—bT7 v T 774)% /usr/share/xsession T4 LZ FUDSHIBRLET,
F=EZIE ROOX R Yy MNEFERLED,

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

RDSSO Yy 3> TT 74 bDTRO by TELTKDE 2ERT 5213 18ty b7y TD%. TR
A—Y—FLnux TR by THoRITI T BN P RTLEBESTDLEDNHYET,
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m  RHEL/CentOS80 ¢SSO B &4 > v 3z Gnome Classic ZFRT 354213, Gnome Classic A%
—cT7Y T T7ANERLS, TRTDTRINYT REY—cT7v T T774)% /usr/share/xsession 7«
L2 MUDSHIBRLEDT, &2 kOaAX Ry MEFERLET,

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

XDSSOtyarTTFI4INMDTFRY by 7ELT Gnome Classic #ERT 5ICIE, Wiy b T v 7D
% IVRIA—Y—(FLNX TRy TH605T7IRTEND. PATAEBEHTILENHYET,
BHOTRI by TBIENA VA —=ILENTWS Linux X2 by 7T SSO 28 LmaCiE. ghRDFIE
EAOVEFHVERA, TR I —DBLNUXTRI MY FICATA VT EHEECBERTRI by TBIESE
BIRLET,
Xy ND—OEH

VMware Blast Extreme (&, UDP (2—¥— F—4 45 A 7O MaJL) & TCP (&I 70O ~aJL) OmAEH R
—hLET, Ry MT—0FHIE. UDP ETCPONRT 4+ —< V RICEEERIFLET., REOI—HY— T/ XR
IVRERB|ITBITNE. *y b7 =BT CTUDP £ TCP ##IRLE .

m O-A)LNIUT 2y T2 (LAN) REBERE, 2y M7 —OREDRIFASEICE TCP £FRLE T,

. ATy MEKPBESEETSTARTUT Ry b7 =0 (WAN) IR E, Ry M7 — O REDBRIF TG
AICIE UDP Z#RL £ 7.

Wireshark i E DRy 87— 7545 Y —)L&EEFERLT. VMware Blast Extreme i3 TCP & UDP B 5%
FRTIHZEERLET, XROFIEEZTVNEY, ZZTlEAIE LT Wireshark 2R LTWVET,

1 Linux{r#8~> > Wireshark 249 >0—RLT, 41 >AM=ILLET,
RHEL/CentOS 6 Dig4 :

sudo yum install wireshark

Ubuntu 18.04/16.04 54 -

sudo apt install tshark

SLED/SLES 12 mig&:

sudo zypper install wireshark

2 VMware Horizon Client #R L T, Linux TR by ZIC#EHELET,

3 4—IFI U RUERE RO RERFTLET. VMware Blast Extreme 23ER$ 2 TCP /Xy o —
CERIFUDP Ry s —OnBRRENET,

sudo tshark —i any | grep 22443
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USBUSA LI RELSAT R RSATDOUST AL - (CDR) #gE(Z Ry b T — 0 &HICKELET., T v b
O XAPLBIET/NY RBICHREDH B E. Ty FT—OFEBPRIFTHVE, I—F—ITIVARUIVAMETFTLE
T, TOLOEFE. ROWTNOBRET BAEEMENH Y LT,

B UE—bF 774D E—DPERIC/ED, ZDIHFE. YA XDINEWT 74 ILEXELET,

B USBFNAZRPBUE—PD LINUXTRZ by FIZRRTENEN,

B USBTF—9YDEENARELICHEVET, 72 E YA RXDOKEWT7AI)LEIAE—-LESRE. TOT7 74L&
Ubt A IDNS L IRBAREMNH Y FT,

USBUSFA Lo bDI=dD VHCI RS A4 /N

USB U &1 L & ~sE(E. USB VHCI (Virtual Host Controller Interface) i—&JL RS A4 NIZ&BFELE . USB3.0

EUSBUSA LY hEEE Y R— b BICIE ROFIBETOLENHYET,

1 https://sourceforge.net/projects/usb-vhci/files/linux%20kernel%20module/ i & USB VHCI v —X a—
ResoO—RLET,

2 VHU RSANDY—R a—REIV/NNMILLT, TOERDNAF U % LinuX P RTLICA A —ILTBIC
(F. & 1-8.USBVHCI RSA4MNDaAYNAIVEA VA =)L AT REFERLET,

F=EZE AR M=) 77 4)L VMware-horizonagent-1inux-x86_64—<version>—<build-
number>.tar.gz & /install_tmp/ 7« L& NV ICEBRAT 2184, full-path_to_patch-filels /
install_tmp/VMware-horizonagent-1inux—x86_64-<version>—<buildnumber>/resources/
vhci/patch/vhci.patch (272U, AT S patch <2 RIEROLD (T/EY ET,

# patch —-pl < /install_tmp/VMware-horizonagent-1inux—-x86_64—<version>—<build-number>/resources/
vhci/patch/vhci.patch

¥ : HorizonforLinux 24 > X b—JL3 3HIIC. VHC RSANEL R M—ILTIVEDBHYET,
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K 1-8. USBVHCI RSa Qa4 IVEA R =)

Linux 74 X kU
Ea—->3>» USBVHCI RSAanDarnRAIveA >R M—IVDFIE

Ubuntu 18.04 1 &KENYT—C&8A VA M—=ILLET,

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 VHC RSanNzari4)bL. A1 >AL=ILLET.

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04 VHC RSa &AL, 41 >R R=)LLET,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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K 1-8. USBVHCI RSAanNDaryRA4IVEA R M=) (#HE)

Linux ¥4 A U
Ea—->ar
RHEL/CentOS
6.9/6.10
RHEL/CentOS 7.x
RHEL/CentOS 8.0

SLED/SLES 12
SP2

VMware, Inc.

USBVHCI RS A/ D> ( &1 Y R M—IVDFIE

1

1

KENXT—SFEA VA R—ILLET,

# yum install gcc-c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

VHCl BZa &> ALl 4 A M=ILLET,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

(RHEL/CentOS 8.0) VHCI kS A m#s USB U S A Lo FCTEREICEET 2L 51CF. USB RZA NDERRZEZEITVE

ED
a USB RZAMDSSLF— RT7EERLET,

openssl req -new —-x509 —-newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der —nodes —-days 36500 —subj "/CN=Descriptive name/"

b USBRSANIZEBLLET.
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

¢ UEFl&+27 7—hICH+F—2BHLET.

sudo mokutil —-import MOK.der

EF: ZoavrRECUEFI£F27 7—tov o vEAEEF— (MOK) O/RRT— REZRET HLDICERLET,
d vSphere 2>V —ITUEFl €27 7—bERETRICE. SRATLEBEBLET, FHAICDNTE hitps//

sourceware.org/systemtap/wiki/SecureBoot #8BL T 2&LN,

WEDODH—FRIV Ny T—2ON=2 3 0 EEFELET,
# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

WEA VA= ENTOD A= Xy T—2LOZRBEANINES, 72ExE Ny o —I&0 kernel-
default-3.0.101-63.1 DBA, BEDH—XI NyFTr—IDN—2 3203 3.0.101-63.1 CAVET.
kernel-devel, kernel-default-devel, kernel-macros. patch /Xy 4o —2&24 XA M—=ILLET,

# zypper install --oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

Bl -

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros—4.4.21-90.1 patch
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K 1-8. USBVHCI RSAanNDaryRA4IVEA R M=) (#HE)

Linux 74 X kU
Ea—->3>» USBVHCI RSAa/mDa>nRfIveA >R M—IVDFIE

3 VHC RSa4mnzari4)bL. 41 >AL—ILLET,

# tar —xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15
# patch -pl < full-path_to_patch-file

# mkdir —-p linux/$(echo $(uname -r) | cut -d '-' —f 1)/drivers/usb/core
# cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -
r) | cut -d '-'" -f 1)/drivers/usb/core

# make clean && make && make install

Fiz. ROHAA RSA (TR TLIEEY,

B LinNUX W—FRILDFLWN=2 a o BEBREEINASEIE. VHOA RSANEBDA AL TES VA M=ILT
LZHEMNHYETH. Horizon for Linux 2BA VA =L DHEEIHY EEA.

m  F/o, Ubuntu 18.04/16.04 > X7 ADBE. ROFICEULZFIBETEN A —FIL EP 2 - Y R—F
(DKMS) & VHCl RS A /N[SBIMTEE T,

a A—xI\NvF—%ALAL—I)LLET,
# apt install linux-headers-uname —r
b &navrREFERLT. dkms 24 VA M—=JLLET,
# apt install dkms
¢ VHCATARZ7a4)ERBRAL. NyFEHRLET,
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15

# patch -pl <full-path_to_patch-file>
# cd ..

d EBELAEVHCOY—X 774 % /usr/src T4 Lo hJICOaE—LET,

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e dkms.conf EWSEFIDT 74 IVEER L. /usr/src/usb-vhci-hcd-1.15F 4 L2 bUICEEBLE
ER

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

f  &DiT%E dkms.conf 7 7 A JLIZEMLET,
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15

MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"
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BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
MAKE[O@]="$MAKE_CMD_TMPL"

BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g 0 VHC K54 /3% dkms (EIILET.

# dkms add usb-vhci-hcd/1.15

h VHC RZANEENRLET,

# dkms build usb-vhci-hcd/1.15

i VHC RSANEAL R S—=ILLET,

# dkms install usb-vhci-hcd/1.15

D574y O RDIRETL VBRTE
Horizon 7 for Linux 38~ > V2T 2 & & (2. N7+ -V RBEREEZT 720, VCPU LIRBEAEURED
TENMVWE(CHLDZZENHUET,

NVIDIA VDGA £ERY 5L D ICRESNAREY S > TE NVIDIADYEIST7 4 v o h— REFERLET,
NVIDIA GRID VGPU ZERT 5L 5 ICRESNTWBHRET S TR NVIDIADYEBIS 74 v o TS L—%
EN—REFTBHNVIDARESS 74w 0 h—REFERLEYT. CNSDRET S O vCPU EREBAEY DFRE
EEETDILERDYEEA,

2DUST74 v ADERDEESNIRET S (. VMware (RIS 74 v o h—REFERALET, £=. TR
O by TDONRT = REALEEESD, VCPU LREAEYDREEEETHILEDNHYES. RDAA RS
1 EFERLEY.

m DTFROBYTONRT =< RERAMESESIC(E, Linux REBY > VAT VCPU SRIBAED £1HZLET,
L ZIE 2DDVvCPU & 2GB DIRIEEAEUEFRELET.

n 4EBDEZS-DHBIBELE INTFEZS—EFERLTREAILT 51548, RETIIC4D0DVCPU &4
GB DIREAEVERELET,

n DFROBYTITOETHBEERLEESD., RETIC4DDVCPU &£ 4GB DRIEAE EZHREL
£

Linux TR by 7Ty 3 o HREXDRTE

ty L a UHRFEEREEFERT S L OI—F—ZBFDOLINUXVE—F TRy T £y a VICHBFTE
£
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vy a HRERDO S R T LAEH
vyl a vHEEEMEEEERT A(CIE. Horizon BESSEDESHEHIZLTWSHLENDYET.
K10y a HRAFEEDI AT LAEN
P2 T SN B

94T~ PRTA tyraryA—Fr—6LUtyarHEAEESEN 410 LIED Horizon Client for Windows,
Mac. £ Linux 22547V 8 S RTFAICA VA R=)ILLTWBHENHYET., 1 VA b—
L TWEWMEEF. HTML Access 4.10 LIg#EER LTS 2L,

Linux VE—h 7RO bv 7 Linux R85 X & v 712 Horizon Agent 7.7 LIS A Y A = ILENTWBHENHY ET. &
v a rHEWEEBEEE T RO Ny 7 TV EEEF VDI LRIV TENICL TE BENHUET.

Connection Server Connection Server 4 Y 24 > RIEI V9 —TS54A XS4 R&ERLET.

FRr7Obal VMware Blast

F: RHELBOTFRO by T TRy a v HEAEEETR— T BHICE BMOL AT LAREDPLEICIRVET,
RHELBO FRO by 7Dty o a VHRAGEDREESTBL TS LS,

Ty a o HREEMEEEFER T 5 4K(CDVTIE, [Horizon Client] RF¥FaAY hESBLTLSES,

BR77A4NVTOEYy > a  HEAEREST TS 3 VORE
Tyl g o HREEBEEEBNELIZENICT B(TIL. /etc/vmware/viewagent—custom.conf 7 7 A JL TR
DATLaVERELET,

m  CollaborationEnable

HEAEET Y a v DREETOICIE. /etc/vmware/config 77 AN TRDA T a v EBRELET,
m  collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m collaboration.enableControlPassing

FBICOWTIE, LinUX TR by TTORBIT 7 ANDF T2 a Y EEESRLTIESL,
Ty a Y ERERBEDOHREE

HEEELY 3 TE RODVE—F TR by THREERERTEEEA.

m USBUSFIL oK

 A—TAFADVEALIE

m USATUNRSATOIVEIAL Y K

m AYX—hA-—RUSALIb

m JUyTR-—RUFALI
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HEME¥ELY 3> Tl UE—F TR MY TORGEIIEETCEE A,

BUOSAT A Ea— 9 TEROKRIEE LY 3V 2RTTHIEIETEE A,

Fr O A-Y-DPUMOTUE—N TRy FICATA 2 LIEEIC. D RATA MLADEY Y s HEEETA DY
MIEE LG G258 1E. VE—bNTRIMY T D4V RODYA X EEETHLOICA—Y—(THERLET,
Ty a HREETAOVE TRIMYT D4V RODYA ADNEEEINZRICRETHESICHVET,
RHELBO TR by 7Dty a VHEAKEEDRTE

RHELB8O FR & by 7Tty a vy HEEEEEEFERT SICE. H#IC GNOME 3.28.26 & T )VikRE 4~ >0
—RLULTAVARM=INTERENHYET,

FlE

1 &7 GNOME ¥ 1 )LIKiR%E https://extensions.gnome.org/extension/615/appindicator-support/ in s
RHEL8.O v AFAICHF I >O—RUET, >z N—2 32 [328] &BIRLE T, #3R/N—2 3 (2 [26]
EBEIRLET,

2 o O—RULENYT—CEBEREL. T4 L2 ~J%R% appindicatorsupport@rgcjonas.gmail.com
ICEELET (SyT—ID metadata.json 77 /)LD UUid EEZZELET),

3 mvav¥ryR#EFEALT, appindicatorsupport@rgcjonas.gmail.com 7« L& kU % /usr/share/
gnome-shell/extensions [C¥&EL £ 9.

T 7 # )L Tl appindicatorsupport@rgcjonas.gmail.com 7« L& ;U ®D metadata.json 7 7 A
IVOFZAERY 5 100t A=Y —[COBFASINET. Ty a HAERKEYR-FTSCE RO~
HIDT7AIVDHEHRY ZHATHHENHYET,

4 ROBEIDES AT RERITLT. metadata.json OFAHEY ZfthD 1 —F —(CHFRILET,
chmod a+r metadata.json

5 gnome-tweaks #A X h—JLLET.

6 TRIUMYTRET, F—R-—RFTEROF—ZHLT. GNOME > )L EBEBHLET.
Alt+F2

r
Enter

7 TARY v TERET. gnome-tweaks #£fTL THh 5. [KStatusNotifierltem/Applindicator Support] #H%h
[CLET.
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TRV T F7A4D7=HD Linux
RIB< < > DHEE ﬁ

Linux ¥R by 7oty b7 v 712 LINuX IR VDERBLVOY E—F TR MYy T FTOADEHDF
RU—F 420 DRTFADERBIEENET,

ZDE[CF. RDOMEYIDBEENTNET.
m RETIUEERLT LnuxE AR M=ILT 3
m UE—FTRIMY T FT7OAHD Linux ¥ > Dl

m  Horizon Agent RI&KFE/NY T —2 DA > X =)l

RE<> =B LT, LinuxZAL R M=ILT 3

Horizon 7 [T 784338 UE— bk TR by 712 LT vCenter Server THLUWMRET S V&#ERL X T
RE<TICLNUXTAARMIE2—2 3024 A M=ILTHHENHYET,
HiRs

FTIOATEBENYR-— T2 LNUX TR by 7OBGEEHZLTWNSZ EEHERLET., Horizon 7 for
LInuX D AT AEHEZSRBLTIZE0,

m  vCenterServer TiRE~Y > V&L, AN OS E2A VA M—ILTBFIEICDVWTERLTEEET,
Horizon 7 TOIRBT RO by 7Dty b7 v 7 RFa A MDD [RETS VOERBLV#ERE] 258 L TL
720,

n REISCTERTIEZI—DETH AEU (VRAM) OFEEEFE L CHEE T, Horizon 7 for Linux o
AT LEHESBLTLIES,

FIlg
1 vSphere Web Client &7z(% vSphere Client T#H L \MRET > &R LE T,
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2 NRILBERA T a EEBRLET,
a RETVEHEIUVIL, [BREDREIEZIUy I LET,
b vCPU m# & vMemory O 4 XERELE T,

VEIFFREICDOVNTIE. BEVDO LINUXTFARAMIE2—2a3> DA YR =)L HA ROHA RSA4 (2
> TLSIZELY,

=& z(E, Ubuntu 18.04 TiZ. 2048 MB @ vMemory & 2 50D vCPU #8725 2 EMEESN TN E
ER

C [EFF A—R]ZBIRLT. TARTLADHEETHF A€ (VRAM) D&EFTERELE T,

VMware ® RS A N&ERL. 2D 57 4 v O REFERT HIRIET > I2D VT vSphere Web Client
TVRAM o814 X&ZELET. VRAM OB+ X(d, NVIDIA D RS A N&{EHRT S vDGA  NVIDIA
GRIDVGPU =< Y ICIZFEL EH A

BBRBECDVNTE, 2D I 74 v I ADRIET L VEEDHA R4 VICH>TLEE N, EFA A
FEURHEY —ILFERLENTSEE W,

3 RETENT—FLT LinuxTsRAMNJE2—>3 &4 RMN=ILLET,
4 BEOLNUXTARAMNIE2— a3 VIERTIZTRAI MY TIBIEZBELET,
SEHICDWVT(E, Horizon 7 for Linux @ A7 AZHTT R by TBEDOR I 3 0 E#SRBLTLLESL,

5 PRFADKRRLED 127001 (T LU THRRFTEETH D Z LEHRL T ZE,

UE—NTFROIMY T F7O414HD Linux * > DO #E(E
Horizon 7 #5704 LIEBIETCT R by 7ELTERTA7OIC LINUX I U EEHT BICIE BEDI RO %
ETTHLENHYET,

Horizon 7 (L& 2EERAIC Linux ¥ > & #fET 5213, ¥ > & Connection Server BDBEEZEMICT 2 HE
BHYET. Linux v > 5EeEn kA4 % (FQDN) £/ L T Connection Server A > X% > X(Z ping &
EETESDLDIC LNUXT DRy NT— 0% BRTI2HEDPHYET,

Open VMware Tools (OVT) (#. RHEL 8.0/7x. CentOS 8.0/7x. SLED/SLES 12x D<= > ICER/IICA A =L
SINTVWET, VE—FTRIMYTELTERTESRLDIC. IO OWTNHOZERT HHEE. T
DFIE1 ~52RFy TTEES, CNSOFIBECE. FETA VA M—F%&RFTL T VMware Tools 1 > X b
— I BAEDRBEESNTNET,

Ubuntu 16.04/18.04 v > > &ERA L TWA1541E. OVT &4 VA —ILLET., ORI VEUE—F TR
v TELTERT 2I5E(E TROFIET ~52XFy 7TE RO FEFERALT16.04/1804 <> > (2 OVT
EFPTAAL—ILTEET,

apt-get install open-vm-tools-desktop

AR SR

B HLWMRET > (VM) 58 vCenter Server THERE N LINUX T4 A MU E2a—2 3B VICA VA M=)
EINTWBZI LR LET.
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n Linux{RBE< > >AD VMware Tools DX D> bEA VR M—LOFIEEEFEL THEE T, vSphere (RIE~
SUBHEREF LAY MNIHD [LinuxRiE< S > TD VMware Tools DF&A > A M—IVE=ET v T oL —
Rl 2BBLT U,

. Linux B DONS 2N L TRRTEDLD BRI 2FIEEZERL ThEeEd. CNoDOFIEE. Linux 7
A AR E2—232EVU-RICLO>TRAVES., FIRIIDOWTE Linux T4 XAbUEa—-3>&UY
—ADRF 1A PESZRBLTILES,

Flig
1 vSphere Web Client £7z1% vSphere Client T, VMware Tools R85 « R 7 &{RET L V(IR D Y MLET.

2 VMwareTools D4 > A b—3 774 )L VMwareTools.x.x.x—xxxx.tar.gz #H % ') v & LT, [Extract
to (BRAK)]#0)v o LT LNnUXTARAMNIEa2Z—2a > yDTFRI MY TEBIRUET,

vmware-tools—distrib Z # /L BTF R by FICEBAESNET,
3 RfEv> T orootElLCOYA VL. Y—ZFI U4 ROUEREET,
4 VMware Tools ® tar ExXDA Y A= 77 A IIVERELET,

Bl

tar zxpf /mnt/cdrom/VMwareTools—x.Xx.x-yyyy.tar.gz

5 A4 Rb—5%FFLTVMware Tools Z#R L £,
Lnux T4 ARJEa2a—savICkoTI0axy RIZETFERDIBENHYET, I :

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

BE. AVAN—F 77 AIVOERITHHRT L7I=#IC. vmware—config-tools.pl R 7 7 1 I BRITENE
ER
6 Linux < >DRRMEZ%E /etc/hosts 774D 127001 1Ry EYILET,

RHEL. CentOS. SLES. SLED dif&. wR MRFABMICT Y EXTEIngiesd, 127001 IZFHTT v
EYJ320ENHYET. Ubuntu DiFaE. T74) M TYvEYIENDH. COFIBEEFRETT, 0D
FIEIT RO by 7E—/ETTAOMTRHBEBAETT, SOV EXINI/A—-ERTAERICE > TEM
ENBEHTT,

F: Horizon Agent &4 Y A h—=JLLAZRICLINUX T Y DRA NREZEERET S8 LRI NEE /
etc/hosts 774D 127001 Xy EVITRLENHVET, Yy EXITLABNE, HWKRR SEHE]
EHREFERAINET.

7  RHEL LU CentOS ([TDWVTIL virbro MEHCA> TSI EEHERLET.
virsh net-destroy default

virsh net-undefine default
service libvirtd restart

8 MRy RIZ#H B Horizon Connection Server f > A4 > 2= DNS ZN LU TR TES L EHRALET,
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10

11

TIHIEDS U URIMBE (B EDICLINUX T &R LET,
LInUX TR by THMEBET D121, SULRIVES ICTBLENHUET,

OpenlDAP 4 — Nz fER L TRAET 2L D ICiBlE N/ Ubuntu w2 12 Y U TREBM R A L REH
ELET,

ZOFIEICL>T, HorizonConsole d [y a3 ] R—=2D [2—H—] 74— )L RICZDEBEREELLSERR
TE5LDICHVET, /etc/hosts 774 I ERDLD ICIRELET,

a # nano /etc/hosts

b ZLEMRAACZEEMLUET, =& ZI1E 127.0.0.1 hostname.domainname hostname D& > (2B
LET.

C BTLTTZ77M4INEREFLET,

SUSE (2D TI(d, [DHCP BB TRAMREZZEE] #EHNICLET, RAMRBELEIRAMVRBERELET,
a Yast Tl [RybT—OBE]EIYVILET,

b [KXr2/DNS]¥T7&5U o LET,

¢ [DHCPBHTHKRRMEZEZZEE] DBIREMBRLET,

d KRRAMBRERAAMVEEANLET,

e [OKl&#ZUvoLET,

VMware Tools #4 > R b—JLL7=#IC. Linux h—RIET7 v 7oL — RT3 &, VMware Tools DETHELT
DBENHYET., JOMBEEMRT HI2(F. http//kb.vmware.com/kb/2050592 28 L T 21,

Horizon Agent B&&E/Nv T —2 DA A M=)

Horizon Agent for Linux [Z(F. Linux ¥4 A RUEa—> 3V IC—BOEEN v T —0&H U EF. Horizon
AgentforLinux &4 > X h—JLF BHilC. NSO T —CEA VA M—ILTEHEBHYET,

ARSI

#FLMRIEEY > > (VM) B8 vCenter Server THER SN LINUX T4 A MU Ea2—> 3> B vIC4 R M=ILEN
TWBZLEHERLET,
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FIE

T FT7HIWETRERAVRA=NELERT YT IV —RENBOREBNY T =24 A=V LET, BEfEiEL
LTWEWNyT=20HdE A VAM=B3A4 A b—I)LzdlLET,

%21 WADKE/ Ny r—

Linux ¥4 RAbUE2— 3> Nyfr—o
RHEL 7.5 yum install libappindicator-gtk3
SLES 12.x SP1/SLED 12.x SP1 1 SUSE12x 228 LTSUSE URY MU ZBRICLET.

SUSE U AR kU T xf86-video-
vmware Z 13.0.2-3.2 LIED/NN—2 3
YTy TI—RUET. 2 xf86-video-vmware M/N—2 3 EEHLET,

SUSEConnect -r Registration Code —-e Email

zypper update xf86-video-vmware

SLES 12.x Horizon Agent &4 > Z k=)L $ %54, SLES 12x Linux ¥Z % kv 7IZ python-gobject2 &4 > &
=T RHEDBHYET.
1T SUSE12x %8 L TSUSE URS MU EBRHICLET,

SUSEConnect -r Registration Code —-e Email

2 python-gobject2 #4 >R ~—JLLET.

zypper install python-gobject2

Ubuntu 16.04 apt—get install python-dbus python-gobject

Ubuntu 18.04 apt-get install python python-dbus python-gobject

2 Horizon Agentox 7o 3> Nyr—2&A A M=ILLET,

m T4 TE RHEL £72(5 CentOS 6.7 (2 glibc-2.12-1.166.e16.x86_64 734 A h—)LENT
WBE, Ty ROYINRETDAIREENHYET., TORR. TR by THEREAEFLELET. CORE
ERRT DI ASA2 URD MU Tglibc EHRHFIN—2 3 VT v TIL—RIDUEDHYET.

sudo yum install glibc
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Linux 7 X2 kv Z7® Active Directory
mEDEY b T VT

Horizon 7 (&, 2 —Y—0EE & EEZBE7ED Microsoft Active Directory (AD) 4 > 75X S0 F v &FERLE
3. Linux ¥R kv 7% Active Directory E#iE3 5 & 1—H—I[4 Active Directory A—H— 7 h o v h&fE
BABLTLNUXTRI by 7ICOJA > TEBLDITHVET,

& Horizon Agent (£, Linux 7R by 70547 > b A—H¥—=HELU Active Directory R A4 > ([ZEmML
TWAIEEFHIRELTWET, TR MY TEI—Y—DEMD R AL VI(CHEET 554G, Horizon Agent 557 R
Ohy T RAAVEDI—Y— RAAS 2V ELTERBT DAEEDPHYET,

ZOEICEF. RDOLEYIDBEENTOET,

m Linux & Active Directory O#t&

m OB A T UDERE

m AY—hA—RUSTAVL I DEE

m LinuxTRI by 7T TrueSSOty c7v 7

Linux & Active Directory O#i&

Linux & Microsoft Active Directory (AD) ##&9 %V U 2 —3 3 (3% dH YU £33 Horizon 7 for Linux X
by 7T ERTAVY -2 ar LkEBESHY EHA.

ROV a—3 313, Horizon 7 for Linux ¥R & by TERIETOEBELHERINTNET,

m  OpenlDAP ¥ —/\ /SR Z)L—FR5E

= Microsoft Active Directory 123492 SSSD (System Security Services Daemon) LDAP 23

n  Winbind k41>

m  PBISO (PowerBroker Identity Services Open) 523

. Samba AT SA 2 RAAL BN

LDAP R=ZDV VU a—a E&ERTAEEE. T 7V—MRETI D TREETOVLENHYES, /O0—>
R ENRIEY S > TEMDFIEETOLERFHY EEA.

F o BBAZEMECITO 2%, Microsoft Active Directory 12333 % SSSD LDAP 825ED Y U 2 —> 3 V& ERLE
ERS

VMware, Inc. 32



Horizon 7 for Linux ¥X & by 70ty b7 v 7

OpenLDAP #—/N /XR R )L —SBEEDfEFH

OpenlDAP =&t v b7 v 7L, /SRRIL—FREE (PTA) * h =X L %fEH LT Active Directory T1—4H#—32
AERERAL TEET,

OpenlDAP MRAZIN—FBFEV V2 —2 3V ICE. BEEDCROLOBFIENEENET,

FIE

1 LDAPS (Lightweight Directory Access Protocol over SSL) #&%1123 % (2(%. Active Directory ICEEBAEY
—EREA VA —ILLET,

2 OpenlLDAP H—N#EHZELET,
3 Active Directory »5 OpenLDAP #—N[CaA—H—1FH (SNRT—R&kR<) ZREALET.

4 NRRT—BF#KIEZFHNOTOER (saslauthd 75E) ICHEET DK S IC OpenlDAP 4 —NEBRELET.
saslauthd 14 Active Directory [C3 L T/XR T — R&FEE RITCEE T,

5 LDAP 547 ~EFERLTOpenlDAP 4 —N\TA—H -T2 LDICLinuXx TR by TEEREL
£7,

Microsoft Active Directory [Zx49 % SSSD LDAP fR3E D& E

Linux X & kv 712 SSSD (System Security Services Daemon) #& &3 % &. Windows Active Directory (Z
LDAP L& EATEE T,

SSSD LDAP RBEEV Y 2 —2 3 V2RI 5I1C1E. ROFIEICREVET.
FIE

1 LDAPS (Lightweight Directory Access Protocol Over Secure Socket Layer) #8%hIC3 521, Active
Directory 4 —NICEIBAEY —ERXEA A M=V LET.

2 Microsoft Active Directory  LDAP @Bil £ BffEA T 5 (C(E. Linux 7R kv 72 SSSD 2% EL £ T

Winbind KAAL &MY U a1— 3> OER

Kerberos X—RDRFV Y a1 — 3> Thd Winbind RAA &MY U 12— 3> TH Active Directory 225 %
O EMTEET,

Winbind RAA>SBMY ) a—2 3 ERETHICIE. ROFIEICRHVET,
FE
1 Linux ¥X%Z kv 7IZwinbind. samba. Kerberos /Sw4s—L&5#A4 XA —ILLET,

2 Linux ¥R % kv 7% Microsoft Active Directory ICBME €& 7.
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RORTFY T

Winbind RAA &MY U 2 —3 a3 £=Eho Kerberos BBIR—ADY U 2 —> a3 V& ERT55EF. 707
L — MR > > % Active Directory [2BME €. o O0—fElREn/z{rRiE~ > > % Active Directory ICBESM
SHEET, £EZE ROOATREFRALET,

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
Winbind VU a—>aryBooO0—CBERSNARETS VT RASM MY RERITTBICE. ROAT
I EFALET,

m  SSH & 7215 vSphere PowerCLI 72 EDBRET > VICUE— MERELCOAY > REERTLET. RZUTED
HMICDOWTIE. 8FEFHT A by T T—IbD=HD Horizon 7 —1ETF 704 #8BL TS,

m O VREITIIVRAOUTRITEML. /etc/vmware/viewagent-custom.conf 7 7 A /)L T
RunOnceScript 7 3 >~ IC Horizon Agent N\DR & 1) 7 s XRZEEELE T, FHBICDNTIEL. Linux 7
ROy TTOERTZ 7ANDA T a VEEESBLTZEN,

PBISO (PowerBroker Identity Services Open) 2EEDERTE

PBISO (PowerBroker Identity Services Open) 825EAiE(E. 754 > RAA U BMEYR— g2V Ua—23
>TY,

KROFIEICHE> T, PBISO AT % Active Directory I LinuXx 7R by 7E&SmME € £,

FIE

1 https://www.beyondtrust.com/products/powerbroker-identity-services—open/ »5 PBISO
8L0LIEESFDO—-—RLET,

2 Linux{gRB<> > ICPBISO&EA4 R M=ILLET,
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh
3 Horizon 7 Agent for Linux #4 > 2 k=)L LE T,

4 PBISO 2R LT, Linux 7X% kv 7% Active Directory RAA VICEBMSEE T,
OB TIE. Ixdc.vdi R AA & administrator B R AL DI —ZTY,
sudo domainjoin-cli join lxdc.vdi administrator
5 RAAYA-Y-DFT7AIIEEETVET,
sudo /opt/pbis/bin/config UserDomainPrefix lxdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U
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6 /etc/pamd.d/common-session 7 7 AL EREL X T,

a session sufficient pam_lsass.so #&LWSTEFELET,

b Z®»i7% session [success=0k default=ignore] pam_lsass.so TEZ#I £T,

F : Horizon Agent for Linux 284 Y XA b—)LEIEEHLAEIC. ZOFIEEREYRTLENHYET.

7 Ubuntu 16.04 ®if&. kD17% /usr/share/1ightdm/lightdm.conf.d/50-unity—-greeter.conf &
B77AIIEMLET.

allow-guest=false
greeter-show-manual-login=true

F: Ubuntu 1804 #FERALTWSIEE, lightdmBR 7 7 M I EZEETIVNELIHY EHA.
8 JRTFALAEBEBLTCOIAIVLET.
RDORFY T

=

m /opt/pbis/bin/config AssumeDefaultDomain # 7 353 false [CEHRESNTI\BHEIL/etc/
vmware/viewagent—custom.conf 7 7 A4 JL T SSOUserFormat=<username>@<domain> R E 4 EH T
DULENPHYET,

m HorizonA Y R&> b V0—2O7A0—T 40 TR by T T—IVOMEeEERT 215614 70— 1R
SNFRBET D VICHLWRY 8D =9 TH T %8MT 5 EEICDNS H—NDFREMNKDONZNLDIT,
Linux > X7 AL® resolv.conf 77 A JVEZEBELE T, KROBFITIE Ubuntu 1604 > RFLEFERALTNE
3., ZOFlESEIZ, /etc/resolvconf/resolv.conf.d/head 7 7 A IVICHERITEEBML TS EE ),

nameserver 10.10.10.10
search mydomain.org

Samba 754> RAAL VBIMDERE

Horizon 7Linux X & kv 7BIEDA VA& > b y0—{RET > > TSSO #HR— ~T 3213, ¥ X% — Linux
R~ >TSamba #8F L £ 7.

ROFIET(E, Samba Z2ERLTA > RF > b 20— Linux R4 v 7% Active Directory RAA (24
754 TEMEEET. 2Tl Ubuntu 2 RTFAQFIEICDWTHALET,

FIE

1 <R&—Linux{k¥8< > > T, winbind /Nv 4o —2 & samba /N\w o —2 %A A M—=)LLET, smbfs ®
smbclient 72 &, EKEBEDOHBMDSA TSUHA A M—=ILLET,

2 &xoavwry REFERALT. Samba tdb-tools /INwH—LFA VR M—ILLET,

sudo apt-get install tdb-tools
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3 Horizon 7 Agent for Linux #4 > X k—JLLE T,
4 XOBIDESIC, /etc/samba/smb.conf R 7 7 A IINDABERELET,

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

5 &o@lok>IZ. Jetc/krb5.confiERK 7 7 M IILDABRERELE T,

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—domain = EXAMPLE.COM
.your—-domain = EXAMPLE.COM

6 XOEDLSIC, /etc/nsswitch.conf iR T7 7 AL EiRELET.
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 KRAMEDELL. PRTADQBFMFERELUNSDNS S AT ALRBEINTNSZ LE2HERLET.
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8 Samba #EAL T LINUXRIEET S > & RAL VICBME 5 Z &% Horizon Agent ([TBHS 5728, /etc/
vmware/viewagent—custom.conf 7 7 A IV TRDA T 3 ERELET,

OfflineJoinDomain=samba
9 JRFAEBEBLTCHEIOIALET,

RHEL/CentOS 8.0 TD realimd &MY Ua— 3> DfER

RHEL/CentOS 80 F RO by T TV I YA oAU EDHEEEFERT 5I2IE, realmd VU a—2 3 %EH
L. TR kv 7% Active Directory (AD) RAA V(CBMEEET,

FIE

1T RHEL/CentOS 80 > RFANDTELEMARR FEEHRELET.
=&z 13, rhel8 32 X7 ADIEERRR R & T, LXD.VDI 78 Active Directory R A4 > DA, ®kODIAX >
RERTLET,

# hostnamectl set-hostname rhel8.1xd.vdi

2 xoFIDLSIC, Active Directory RAA > EDRy NI —UiEGEEERELET.

# realm discover -vvv LXD.VDI

3 ROBIDESIC. BEBKFNVT—P&EAVAR—ILLET,

# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

4 ‘oBlDLDIZ. Active Directory RAA IZBMLET,

# realm join -U Administrator LXD.VDI

5 ROBODLDIC. /etc/sssd/sssd.conf ZiREL £T . [domain/domain name]& & 3 I
ad_gpo_map_interactive = +gdm-vmwcred ZEBMMLET.

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
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use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6 RAAUADSMERDICTS=H. PRATLAEBILELCOIA Y LELET,
7 RAAY A—H-—DELKHREINTWEILEHRALET. ROFITIE, idav > REFRALT, RASY
I—H—zycl HhoDERENZEZEEL TOET,
# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
8 RAAYIA—Y—-DOFABREFERALT. TRIMYFICEEICAIA TEBILEERLET,

7+ Horizon Agent (&, RHEL/CentOS 80 FR4& by 7T X1 T4 X7 A =N 7O MJNDHEYR
—bLEYT., YRTFLADTI7AIN DT A RTLA =N 7OLINELTXIT ZFRESTBICE. OTA VE
BDHRETAAVEIV I LT RAY IO AZa—m5[052vo X1 T4 RTbA H—/\)] &
RUET,

SOV BA T DERE
SO A VF Y (SSO) ERET BINE. W< OPOFIRERTT BLENBHYET,

Horizon > > 7 )V Y4 > 7> £ 2 —)biF Linux T PAM (7S JaTRERRREIEY 1 —/) L@BEZETTL. Linux
% Active Directory (AD) &L&E#d 2720 ICERT 5 AEICIIEKE L £H A, Horizon Single Sign-on (4. Linux &
Active Directory &E#3 % OpenlDAP & Winbind @V J 2 —> 3 > CEMET 52 &M >TNET,

77 4L bDiFE. SSO TiZ. Active Directory @ sAMAccountName B0 44 >~ ID TH2 EBEINET.
OpenLDAP 7> Winbind VU 2 - 3> &ERT5B48. ELWOSA 2 ID % SSO ITERAT S(CE. ROBHRF
Iz RTTH2HENHYET,

m  OpenlDAP T3, sAMAccountName % uid [CEREL £,

. Winbind Tl3. RORTF— kA2 hE#ERT 7 1)L /etc/samba/smb.conf [BMLET.

winbind use default domain = true

A—H—DPRAANVEZERELTCATA T HHBENH H5E(E.SS0UserFormat 7> 3% LinUX TR by
TTRETHIVENHYET., FEMICDODNTIE. LINWX TR by T TOERTZ 7AIVDF T 3 0% EESBLT
<7ZE, SSO TIHEIL, KXFETEWRAAS VEMEREINET, =&AL RAAL S mydomain. com TH 5
#Ha. SSO TIE MYDOMAIN R A4 > ZELTERSINET, D/, SSOUserFormat 72 3> &%ET
5EEI2E. MYDOMAIN 2388 T H2HENHUET. BOVRASVBRERVWRALDRITDNTIEL, RDIL—=ILH
BRINET,

m  OpenlDAP Tld, RXFTEWRAANVREFRATHIVEDNHY ET,
m  Winbind Tl ROWRAASMVREBVWRALS VEDEA LY R—bEINET,

VMware, Inc. 38



Horizon 7 for Linux ¥X & by 70ty b7 v 7

Active Directory TIZA 7 A Y B THREXFNYR—bSINET L, LinuX TEHR—FENERA, ZDD,
SSODty b7 v 7BICIE, WHXFEOTA VAICFERALIENTSZS,

Active Directory Tld. 2—4—® UserPrincipalName (UPN) Bt & sAMAccount B —EE 91, 21—
—mMUPNTRS A >d2& SSO (FKBLET, /=& x(E. Active Directory @ mycompany . com [Z1—H—
juser BBEELTWSEEIIZ, 22— —D UPN A3 juser@mycompany . com Tld7<
juserl23@mycompany.com DA, SSO ML LET., I—HF—H. sAMAccount [CRESN TS EFIEFE
BLTRIA T DL CNERBMTEET, 72&XIE juser LS ITEBMULET.

Horizon 7 Tl&, A—H¥—R2DAXFENXFEXRNTHLEEHY A, LINUXFRXV—F 4 5 S RTAT,
ARNFENTFEXF LAWY —RENEBTELILEERL T EZE L),

s Winbind Tld, 2—H—-R2OAXLFENIENT 7 4L b TR ENEH A,

s OpenlDAP T4, Ubuntu ANSCD 2R L TA—¥ -2 L. AXFENXENT 74 FTREIESNE
A, RHEL & CentOS (£ SSSD 2R L TA—HY—%FIA L. AXFENIXEBT 7+ M TRAENET,
BREELETBHICTIE. 774)0 /etc/sssd/sssd.conf ZiREL TRDIT% [domain/default] £ 3>
[EBMLET,

case_sensitive = false

Linux 724 by ZICEBDT RO by TRIEDA Y A R—)LENTWRHBAICE. TR by TREESRLT
SSO TEMT 3F RS by TRIBEBIRL TS,

AR—bh—RUFA LI NDORE
AX—k A=K UFAL o R ERET B0, W< DDOFIRERITT 2HENHYET,

AR—b A=K USGA LI FOBE

AR—=b A=K UFAL LT MIIBELZN—2 3 2D Horizon Agent 34 > XA b =L ENTWNVSXRD Linux 7«
ARUE2—23YDTRI My TTHR-bENET,

K3VTARX—FH—RUFA VI DL RT LEH

Linux ¥4 AU Ea—>3> Horizon Agent

RHEL 8.0 Horizon Agent7.10 LIk
RHEL 7.1 Lir& Horizon Agent7.8 LIk
RHEL 6.6 LiF& Horizon Agent 6.2.1 LIk
Ubuntu 18.04/16.04 Horizon Agent7.9 LIk
SLED/SLES 12.x SP3 Horizon Agent7.9 LIk

Horizon Agent 4 > R k=)L BAIIC. SELINUX ZBXICT BHENHUET, AXN—F A—R USSL T D
AVR—FRV FEREICERT ZLEGHVET, AVR—FMIT 7+ M TEEBERENEEA. FHICDONT
(. install_viewagentsh v > R4 > AT 3 v EBBL TS,
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RIEXS > TARAR— K h—R UG A Lo MEREDERNICAZ D TS & vSphere Clientd USB U4 4A L & MEAR
— b A—RTEELEEA,

AR=b A—RUSA LI PTIE —ECTI DORY—bA—R U—F—DHBYR—bENET, EHDOU—F
—EUSAT U DATLAICERTDE COBBEREELEEA.

AR=b A=K USAL I RTIE A—RTIDDAEDH BT R—bENET. BHOABRENH— RICHFE
558 BRYIOAOY FOFRAENEREN. EOMOAAEZTFERENET. ZOHEEL Linux DFIRTT.

F: AX—bH—RUFAL I ML Linux TR by 7D PV h—REHR—~LET. Horizon Client for
Linux T, 7O0—h—0Ri % PIV h— RTIo254, TLSVI2 HAR—rEPIV AT -~ A—RICEREL. SSLTS
—FEBETIVENHYET, VMware DF L v PR—=ROFEFE http//kb.vmware.com/kb/2150470 128 &
REBICHEO TS,

F: Horizon7/1X—=23> 701 LUKETEH. AX—F B— RSSO BEMICH>TWET, RHELOX TR by T
[FAY—F A— RSSO Z#HR—FLTWETH, RHEL7X BELWUPRHELB8O TR by T2 DtgEE Y R— ML
TWEE A,

AR—h A=K UVFAL VLI bDRE
AX—h A=K UFALo NERETBICIE. ROS R ERTLET,

T LnuXT4RAMUE2—FERY—b A—RAXUT—DODI/RICE>T. TR Y THADRAT— K A—RK
ERELET.

2 LinuxT4RAMUE2—> 3> OFIECHR>T. TARAY by 7 & Active Directory RAA > Z2HELET.

3 LinuxT4RXAMVE2— 3 DOFIEICHS>T, TRIMYTTAY—b A—R UGS VLI MERELET,

RHELBO FRI by FTDRR—M h—R UFA VLU FDERTE
RHEL8O 7RI by FICAY—b A—R UGS LU MERET BICIE FT TR by 7% Active Directory R 4

AVIHELET, RIS BEESATSYEN— b CAFEAEZA X h—)LLTH S Horizon Agent 24 > R
h—ILLET,

AR—bMH—R UFLL Y TDORHEL8O FR & kv F& Active Directory m#fté&

AX—h h—KUFAL & TRHEL8.O TR % kv 7& Active Directory (AD) R AL > E#HET BIC(E, ROF
IEICHENET,

HEADHT, Active Directory RAA > D DNS B/2EDRY T —UBRDI YT 4T 1 & TV —ARINT —TK
LTWBHADBHYET, ROKRESEICLT. INSDTLV—RKRILY —DEZE CERADREICEDETEELT
<TEELN,

T =R —DIE L]

dns_IP_ADDRESS DNS =AY =D IP 7 KL R
rhel8sc.rzview2.com RHEL 8.0 2 RT LADFTLIERR M5
rhel8sc RHEL 8.0 2+ RF ADIFERHARR b4
rzview2.com Active Directory k44> DNS £
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TV —RRIVS—DIE
RZVIEW2.COM
RZVIEW2

rzviewdns.rzview2.com

FIE

1 RHELBO PRFT AT, ROFIEEITVET.

L

Active Directory R4 >® DNS &, $XNTAXFICLET,

7—207)—7D DNS ££/=13 Samba 4 —nmEEN TS NT R

AL D DNS &, FRTREFICLET.

Active Directory #r—/\DHRR %

2 HMBOEH#ICELT. 2y bT—2& DNSDEBREETVET.
b [IPv6] #ESHICLET.
c [B#DNS]zEHICLET,
2 ROBDOLDIC, Jetc/hosts BRI 7ML EZRTELET,
127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4
localhost4.localdomain4
HE localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzviewZ2.com

3 kOBEIDLDIZ. /etc/resolv.conf BT 7 AN EBELET,

# Generated by NetworkManager
search rzview2.com
nameserver dns_IP_ADDRESS

4 Active Directory & ICHEBIENY T —2&EA VA S—ILLET,

# yum install -y samba-common-tools oddjob-mkhomedir

5 oddjobd H—ERXZHHMICLET.

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

6 JRTAID ERFEV—REHRELET.

# authselect select sssd with-smartcard with-mkhomedir

7 oddjobd 4 —EXZBALET.

# systemctl enable oddjobd.service
# systemctl start oddjobd.service
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8 RY—bH—RFBEEHYR—bTBICE. /etc/sssd/sssd.conf 77 A ILEERRLET,

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

9 XxOBIDLDIC, BEMRIOAVTVUE /etc/sssd/sssd.conf [TEMLET, [pam] £ 3 ~IC
pam_cert_auth = True 5L 7.

[sssd]
config_file_version = 2
domains = rzview2.com
services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad
access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

10 sssd U —EREHMICLET,

# systemctl enable sssd.service
# systemctl start sssd.service

11 moEOL>IC. /etc/krb5.conf iR 7 7 AV EIRELET,

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51libs.log
kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ2.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
RZVIEWZ2.COM = {
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kdc = rzviewdns.rzview?.com

admin_server = rzviewdns.rzview?.com

default_domain = rzviewdns.rzview2.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewdns.rzview2.com

[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 &kOBEDLSIZ, /etc/samba/smb.conf #EEK 7 7 A IV EIRELET,

[global]
workgroup = RZVIEWZ
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewz.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ2/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 &koBlnLSIZ. Active Directory RAA IZBMLET,

# net ads join -U AdminUser
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join O Y REERTTHE. ROLDEENMPRENET,
Enter AdminUser's password:

Using short domain name —- RZVIEWZ?
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

14 RHEL8.0 7R kv 7h Active Directory RAA VICEEICSML TSI LR LET,
# net ads testjoin
Join is OK

RORTy T

RHEL8O F X by T TODRY—F h—R UFA LU FDERE

RHEL8O ¥R by FTORR—b A—R UFA LI FDERE

RHELBO TR by TTAR—b A—R UFA LU MERET BICIE. COBEMNKEFTZ54T75U. AX—b
H— RRBETERT 5/ — b CAGEAE, B PC/SCLite Z475U%EA4 A —ILLET,

AR
ARX—h A—R UFA Lo TDORHEL 8.0 7R & kv 7 & Active Directory O#&

FIE
1 BELRSATSVEAAM—ILLET,

# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools
2 pcscdU—EREBEMICLET.

# systemctl enable pcscd
# systemctl start pcscd

3  /Jetc/sssd/sssd.conf iR 7 7 M ILICRDITNEENTNBZ LE2BRLET, Tk, RY—bA—
REPEDNEMICARVET.

[pam]
pam_cert_auth = True

4 E/p CASIEAE% /etc/sssd/pki/sssd_auth_ca_db.pem (CaE—L &7,

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem
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5 ARIX—MH—RORT—FREWHDRTHICIF. &RD pkcsll-tool X RERFTL, ELWEANIEREINS
ZEEHFRLUET,

# pkcsll-tool -L

# pkcsll-tool --login -0

# pkcsll-tool —-test --login
6 PKCSI1EZa—ILERELET.

cp libcmPll.so /usr/lib64/

7 /Jusr/share/pll-kit/modules/libcmPll.module 7 7 A ILEER L E£T. RORNBE T 71 JLITEBM
LET.

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcsll.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1ib64/1ibcmP11.so

priority: 99

8 PC/SClLite #/N—23> 18817y 7TF—hLET,

# yum install -y git flex autoconf automake libtool libudev-devel flex

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure —-build=x86_64-redhat-1linux—gnu —-host=x86_64-redhat-1linux-gnu
——program-prefix= --disable-dependency-tracking —-prefix=/usr —--exec—prefix=/usr
—-bindir=/usr/bin —-sbindir=/usr/sbin --sysconfdir=/etc —-datadir=/usr/share
——1includedir=/usr/include --libdir=/usr/1ib64 —--libexecdir=/usr/libexec
——localstatedir=/var —--sharedstatedir=/var/lib —-mandir=/usr/share/man
——infodir=/usr/share/info —-disable-static —--enable-usbdropdir=/usr/1ib64/pcsc/drivers

# make

# make install

9 Horizon Agent 710 L&A Y A —JLL T, AR—b A—R UFA LI MEFMCLET,
10 >RAFAZBREHLTHIOIAI > LET,

RHEL 7x/6X TR MYy TDARAIY—NA—R UFAL LY MNDORTE

RHEL7.X/6X TRU hy FICAY—b A—R UFA LI bERET SHICIE. TR by F% Active Directory
RALSITHELET, RIS BEHESA TSV EI— K CAGIAEZEZ A VX b—JLLTH 5 Horizon Agent &1
YAR=ILLET,
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A¥—h A—=BF UFL Lo rTORHEL 7.X/6X TR & kv 7 & Active Directory D&

RHEL7X/6X TRU by TTAR—F A—R UFA Lo hEYR—- T SI(T(F. Samba & Winbind v a—3
vEFEALT. 7RI by 7E Active Directory (AD) RAA »&#HELET.

AX—h A—R UFA LU FTRHEL7X/6X TR kw7 & Active Directory RA A > &#fET 523 RDFIE
[CRENET.
FMEADH T, Active Directory RAA YD DNS &7 EDRY bT—OBBDI VT4 T4 & TV —RARILY —TH

LTWBBANBYET, ROREBZICILT, SNSDTL—RALY —DfE% SERDBECADETEELT
<EEW,

TV —RHRIVY—DfE L]

dns_IP_ADDRESS DNS x—A H—ND IP 7 RLR

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory kA4 >® DNS &, 3R TAXFICLET,
MYDOMAIN 7—2 ) —70 DNS &¥/2(3 Samba H—n\m&EN TS NT K

A4 D DNS &, TRTAXFICLET,

ads-hostname Active Directory 4 —/\DOHRX ~£

F: AX—bA—RUFAL I E RHELG6.0 LIBEE/A(F RHEL 7.1 LIBEDT R by T THR—FENTNE
ER

FIE
1 RHEL7X/6XTR& by 7T, BEBHEN T2 A M—ILLET,

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 VATAERORY MU —UREERELET. NetworkManager 3> FO—/L /SRILVERE. > R T AER
O [IPv4 Settings (IPv4 &7&)] ICBEIL £ . IPv4 O0AET,. [Automatic (DHCP) (B#) (DHCP)] ##=&RL
£9. [DNS] F+RA b Ry 2 R(IC. DNSR—AHY—NDIP 7 RLREAALES, BRI £V v o LET,

3 &ROaAXRVRERFTLT RHELT R by T7ORLER R A A 2% (FQDN) MRS ND Z L 2R LE T,
# hostname -f
4 ZkOBIDLDIC. /etc/resolve.conf BT 7 IV ERELET.

search mydomain.com
nameserver dns_IP_ADDRESS

5 RHELFRZ by 7T, £F2UF ¢ M /= Linux (SELinux) ZEHMICL LT, ROBFDLD (. /etc/
selinux/config #m 7 7 1 IV EIRELE T

SELINUX=disabled
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6 XROBIDLDIZ. /etc/krb5.conf T 7ML ERELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 JOBIDLDIC. /etc/samba/smb.conf BT 7 ML EREL X T,

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

8 authconfig-gtk vV —ILZEBZE. ROLDICEREETVET,

a [ldentity & Authentication (ID £828D ]9 7&#RLES, 1—HF—THU Y bDT—F X=X
[Winbind] #2#iRL £

b [Advanced Options (F##i+ 7> 3>)] ¥ 7%:2IRL T, [Create home directories on the first login
(EIOOTA 2 TR—L T4 LI MIEER)] Fzv o Ry I RBRLET,

¢ [ldentity & Authentication (ID &£883F)]4 7#&#RL T, [Join Domain (RAA (28] &oU v o
LET., EEORGEHRTSH75— KT, [Save R &0V v I LET,

d ZJOYT7rmBRERENFE. RAAVDEBEDI—F—RZENRT—REAALT, [OKl#2Uv o LE
ED

RHEL 7R & kv 718 Active Directory RAA »IZ8MLET.
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9 PAMWinbind TF7 v bDF+ v 2 Z2%ELET, ROLDBINEENSLDIC. /etc/security/
pam_winbind.conf #7 7 1L EREL £ 7,

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 Winbind 4 —EXZ&Bi#EEgL £

# sudo service winbind restart
11 Active Directory NOSME#RT 5(CIE. ROATY FERTL, ELOWHABREIN TS LEERLE
ERS

m  net ads testjoin
m  net ads info

12 227 LZE2BEHLTHUVATIAVLET,
RORT Y7

RHEL7X/6X TR My T7DAIR—K h—R UL LU FDERE

RHEL7X/6X TR by TDRTR—bk A— R UFA LI FDERE

RHEL7X/6X TRO by TTAI—b A—R UFA LI bERETBHITF. ZOERESKEFTSSAT75U, 23
TERYT BN — b CAGERE. HEMRPC/SCLite 475V EA A M—ILLET, £ —BOERT 7ML %
mEL T, RAREEZTTIDLENHUET.

RHEL7X/6X TRO by TDRY—b A=K UFA LI bERET HICIE. ROFIBEICHNET,

FBADF T, Active Directory RAA 2D DNS B2 EDRY T —VBRDI YT 4 T4 & TV — AR —-Tx
LTWBEADBHYET ., ROKRESEICLT. INSDTL—RRINY—DEE CERDREICEDETEELT
<7ZEy,

TV =RV —DfE L]

dns_IP_ADDRESS DNS x—A H—ND IP 7 RLR

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory kA4 >® DNS &, 3R TAXFICLET,
MYDOMAIN 7—2 ) —70 DNS &¥/2(3 Samba H—n\m&ENn TS NT K

A4 D DNS &, TRTAXFICLET,

ads-hostname Active Directory #—/\DOHRZ ~4
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AR—b A—RUFA Lo bE RHEL6.O LIBEEAIE RHEL 7.1 LD TR by T THR—bENTWVET,

& : Horizon Agent 34 Y R h—JbEN, AX—bk A—R UGS LI DBEMTIE>TNS RHEL7X > RF A
[ZvSphere o>V =504 >3 5E A7 U NGB 2 DULEL RS ENHYET, ZOOTT T K
DENIL, vSphere >V =505 4 > LEBRICOAFEEL T, Horizon Client /5 RHEL 7x oo &7 %
FETO25EE. COLDRHEBERITLZLEHYEEA.

AR

AX—b A=K UZA Lo +TORHEL 7.X/6X TR 2 kv 7 & Active Directory ofts

FlE

1 BERSATSVEAVAR—ILLET,

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 = CAGIREZA VA b—ILLET,

a J—rCAGEBEESY Y O—RL, TR by 7D /tmp/certificate.cer (CREFELET, IL—F
CARIBAEA T O RR— T 2HEERBLTIEE0,

b #orO—RU7EI—k~CAGIREZE .pem 77 A IVICERELE T,
openssl x509 -inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem

C certutila~xrREFERALT, -~ CASIAEA L RT A T—9~X—2X /etc/pki/nssdb (T4 R
—JLLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

d J—b CAZIBAE % /etc/pam_pkcsll/cacerts [CF 4 L& MUICaE—LET,
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
3 [77Ug—=>3>]-[Sundry] - [RREE] DIBICEEIL. [RAX—k h— R BR—bEFHTD]Fzvo Ry o
REBERLTCER] 20U v o LET,

4 ZAX—FH—RORSANEIE—L, P RATAT—F~R—2X (/etc/pki/nssdb) CRSANSATSU%E
EMLET,

cp libcmP1l.so /usr/1lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pki/nssdb/

5 XoOBIOLSIZ, /etc/pam_pkcsll/pam_pkcsll.conf# 7 7 A ILD EV1—) BEEFHFEELE T,

pkcsll_module coolkey {
module = libcmP11l.so;
description = "Cool Key";
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slot_num = 0;

ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 ROBICEIZarToUynEEnNd LD, /etc/pam_pkcsll/cn_map B 7 7 A IV ERELE T, BMT

HIEROFMICONTIE, AX— b h—RFOFERFLHLZ2I -V —FHRESRLTILE,

user sc —> user-sc

7 ROBIDEDIC. /etc/krb5.conf/ 7 7 1V ERELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 ROES>EFAMEENDLDIC. /etc/pam.d/system—auth R T 7 ML EREL £ T

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11l:/usr/1ib64/1ibcmP11.so

9 PUSCTF—ErZBEFHLET.

chkconfig pcscd on
service pcscd start

10 RHELF« R bV Ea—>a > ICkER PC/SClLite N—2 30 &4 VA M—ILLET,
m  RHEL7xoig&E, PC/SClite X—2 3> 188 %4 R M—=JILLET,
yum install git flex autoconf automake libtool libudev-devel flex

git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
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git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-1linux—gnu —-host=x86_64-redhat-1linux—-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr --bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec --localstatedir=/var —--sharedstatedir=/var/1ib —-mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

s RHELG6X DiF&IE. PC/SClite N—= a3 1.74%24 R M=ILLET,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —-libdir=/usr/1ib64/ —--enable-usbdropdir=/usr/1ib64/pcsc/drivers
——enable-confdir=/etc ——enable-ipcdir=/var/run --disable-libusb --disable-serial --disable-
usb

—-disable-1libudev

make

make install

service pcscd start

11 Horizon Agent Xy o5 —=2%& A > A=JLLT. AX—h A—R UFA LI hEEMLET,

sudo ./install_viewagent.sh -m yes

RHELTt A MU Ea—2 a3V ICBELRNY T -4V A —IVLET,

m  RHEL 7x ®i5&(F. Horizon Agent 7.8 LIBg&E A V> A b—ILL &

m  RHEL6x DiF&I1E. View Agent 6.2.1 LIgEA VX b—JLLET,
12 SRTLAZEBEBLTHENOIAI Y LET,

Ubuntu 7R by 7 TORY—M A— K UFAL LI FDRE

Ubuntu 7R by ZICAR =k A—R UFA LU bEFRET I FTTRY ~y T%& Active Directory k4
AVIHELET, RIS BERSATSUEN— b CAFIAEZA > X M—)LLTH S Horizon Agent 24 > R
b—ILLET,

AX—hk H—=K V&1L hTD Ubuntu ¥R kv 7 & Active Directory O#&

Ubuntu 7R by 7TRAY = I—R USFA Lo hEYR-bFB(C(F. Samba & Winbind VU a—> 3> %
FRALT. TR~y & Active Directory (AD) RAA EHAELET.

AX—hk h—K U4 L& ~TUbuntu 7R kv 7 & Active Directory RAA > &#HET 5213 ROFIEICHE
WET,
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HEADHRT, Active Directory RAA 2D DNS B/EDRY T —UBRDIYT 4T 1 & TV —ARINY —T&
LTWBEADHYET, ROKESEICL T, ChHDTV—RKRILY —DEEZ CERADREICEDETEELT

<TEELN,
TV —RRIVS—DiE BiFA
dns_IP_ADDRESS DNS x—na = IP 7 RLR
mydomain.com Active Directory k44> DNS £
MYDOMAIN.COM Active Directory RA4>®D DNS &, §XTAXFICLET,
MYDOMAIN 7 —24)—70 DNS &% /=% Samba H—AmE&En TS NT R
A4 2D DNS &, IRTAXFICLET,
ads-hostname Active Directory #—/\DRR %
ads-hostname.mydomain.com Active Directory # —/\D5E24&8H K A 1 >4 (FQDN)
mytimeserver.mycompany.com NTP & A & =73 DNS £
AdminUser Linux 724 by 7EBEODI—Y -5
FliE
1 Ubuntu ¥X% kv 7T, /etc/hostname R T7 7 AV EREL T, TR MY TORANREEERELET,
2 DNSz®ZRELET.
a Jetc/hosts B TZ 7AIIZDNSH—NZEIP 7 RLUREEBMLULET,
b &OEIDLSIC. DNS R—A =D IP 7 kL R & Active Directory kA4 >@ DNS %% /etc/
network/interfaces #7741 JLIEMLE T,
dns—nameservers dns_IP_ADDRESS
dns—search mydomain.com
3 resolvconfig /Ny o —2&A4 VA M—=)LLET,

a AYAb—I)L AT RERTLET,
# apt-get install -y resolvconf
SRF ALY T —SDA VR b= EBEBEFTLET,

b &xDOFEIDL>IZ. /etc/resolve.conf 774D DNS BFE&=HERLET.
# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com
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4 Ry bI—ODOBLURBERELET,
a ntpdate Xy o —2FA A —=ILLET,

# apt-get install -y ntpdate
b &OBIDLDIZ. NTP =D % /etc/systemd/timesyncd.conf 7 7 1)L [CEBIMLET,

[Time]
NTP=mytimeserver.mycompany.com

5 NIPHY—ERXRZBEHLET,

sudo service ntpdate restart

6 @E7 Active Directory join /Sy —2 &4 Y A —=ILLET,
a AYARb—J)L AR RERFTLET,

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b A YR+=)L7AYTSTTT7 4 D Kerberos UL AMERE N5, Active Directory RAA > D
DNS & AXXFTAHLES (6 : MYDOMAIN.COM), &IZ. [OK] #ZIRL £ T,

7 ROBIDOLDIZ, Jetc/krbS.conf B T7 7 A IV EIRELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {
kdc = ads-hostname.mydomain. com
admin_server = ads-hostname.mydomain. com
default_domain = ads-hostname.mydomain. com

pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain. com = MYDOMAIN.COM
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8 Kerberos R MR 5(C1E. ROIAX Y RERITLET.
# kinit Administrator@MYDOMAIN.COM

# klist

ARV EDSRDESIEEAMREND L= HRLET.

Ticket cache: FILE:/tmp/krb5cc_0
Default principal: Administrator@MYDOMAIN.COMalid starting Expires Service
principal
2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMGMYDOMAIN. COM
renew until 2019-05-28T17:12:03

9 &xOBIDLDIC. /etc/samba/smb.conf K7 7 M I EiREL £ T,

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads-hostname.mydomain. com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

10 Active Directory RAA > (ZBML. HEEERLET,

a Active Directory join A~ > RERTLET,

net ads join -U AdminUser@mydomain.com
systemctl stop samba-ad-dc
systemctl enable smbd nmbd winbind

H H R B

systemctl restart smbd nmbd winbind

b &xDOFEIDLDIC. /etc/nsswitch.confBR 7 7ML EZEBELXT,

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files
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c Active Directory NOZIMER MR T 5. ROIT RERTL, ELOVHABRENTNSZEE
HRLET.

# wbinfo -u

# wbinfo —g

d Winbind x—A ¥—ERXDRA vFE&HERTHICE. XDAT Y RERTL. ELLWHABSEINTNS
CLEMRLUET,
# getent group|grep 'domain admins'

# getent passwd|grep 'ads-hostname'

1T IXRTOPAM 707 74V EBHICLET,

# pam-auth-update
PAM msxE@E®E T. [Create home directory on login (A4 4 »BECR—A T4 Lo MU EER)] 28D T
RTOPAM 7O 77 0)L&ZRL T, [OK] £#IRLET,
12 Ubuntu 16.04 Tlg. A A YERTI—HY— XA/ v FEBHICLET., ROFIDLSIZ. /usr/share/
lightdm/lightdm.conf.d/50-ubuntu.conf 7 7 A JLEZEEL £,

user-session=ubuntu
greeter-show-manual-login=true

RORTY T

Ubuntu R by 7ORIY—F h— R USA LU MDEE

Ubuntu 7R by 7DRT—k h— R UFAL LU FDRE

Ubuntu 7R by 7TRIY—b A=K UFA LU MERETDICE. AV—~ A—ROEEENALRIEYR—
b Brced. BENKFES S50 T75V LI — b CARIAZZA VA b—IVLEY. Fho —BOEBRT 7 MV ER
LT FEIREETTIDREDHYET,

FMEADH T, Active Directory RAA YD DNS &7 EDRY bT—OBRDI VT4 T4 & TV —RAKRILY —TH
LTWBHADBHYET, RORESEICLT. INSDTLV—RKRILY —DEZE CERADREICEDETEELT
<TEELN,

TV =R —DfE HteA

dns_IP_ADDRESS DNS =LA H =D IP7 KL X

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory KA+ >® DNS &, R TAXFICLET,

MYDOMAIN 7—22)—7® DNS &% /-2 Samba % —ABEENTVS NT R
A4 >DDNS B, FNTAXFICLETS,

ads-hostname Active Directory #—/\DOHRX ~4

ads-hostname.mydomain.com Active Directory #—/\D 528k k 4 1 > % (FQDN)
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PAZ G 24l L]
mytimeserver.mycompany.com NTP & 4 £ =730 DNS £
AdminUser Linux 72 by 7EBEQI—H -4
AR

AX—h H—R UFA Lo rTH Ubuntu 7R kv 7 & Active Directory O#&
FIE
1 BELESATSVEAA—IVLET,

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

2 J—hrCASIBAZZEA VA M=)LLET,

a JI—hrCASIBBEZY D O—RL. TR vy 7D /tmp/certificate.cer [LFEEFELET, IL— b
CASIBREA TV AR— T HHEESBLTIEZ,

b #ora—RkUi)L—bCAGIBAEZE .pem 7 7 M ILICEREL E T,

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

C certutilavrREFERLT —k CAGBEE L XATA T—¥~X—2R Jetc/pki/nssdb T4 > X

F—ILLET.
# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" —-i /tmp/certificate.pem
d Jv— b CAZIEBE % /etc/pam_pkcsll/cacerts [CF 4 Lo bUICOE—LET.
# mkdir -p /etc/pam_pkcsll/cacerts
# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
3 pkesllNyia Z7A4I)VEERLET,

# chmod a+r certificate.pem
# pkcsll_make_hash_link
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4 WELRSANEZIE—-L. BEBSATS) Z7A4)Enssdb T4 LI NJITEBMLULET,
a RODAXVREFRFTLET,

cp libcmP1ll.so /usr/lib/

mkdir -p /etc/pki/nssdb

certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

* O H R W

b FEHLAAENSERCHARAENTND I LEHERALET.
# certutil -L —d /etc/pki/nssdb
Certificate Nickname
rootca
C FHILESATSUDNERICEBMENTNS I LEERLET,
modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP11.so
slots: There are no slots attached to this module
status: loaded
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5 pam_pkcsll SA 7S UEHZRELET,
a TNV TN A TFUUEFERALT, pam_pkesll 7 7 A IV EERLET,

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |
tee /etc/pam_pkcsll/pam_pkcsll.conf

b &xoEIDOLSIC, /etc/pam_pkcsll/pam_pkcsll.conf 77 AL &HRELET,

use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

C ROFTEELLDIC. /Jetc/pam_pkcsll/cn_map 7 7 A I EwRELE T,

ads-hostname —> ads-hostname
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6 PAMBEIZHRELET,

a /etc/pam.d/gdm-password 7 7 A IIVERELET. KOFEDLD I, pam_pkcsll.so FRiET%
common—-auth TTORIICEEL £

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b Ubuntu 16.04 ®H&l3. /etc/pam.d/lightdm 7 7 ML EREL LT, ROBID LD (T,
pam_pkcs1l.so 25174 common—auth {TORIICAEEBEL L7,

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ Ubuntu 16.04 mig&(F. /etc/pam.d/unity 7 7 AL ERELET, ROBDKDIC,
pam_pkcs1l.so F25fT% common—auth TORIICEEL £

auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth
auth optional pam_gnome_keyring.so

/] AR—=bA=RN=RUzT7ERR—b A—RICA VA F=ILENTWSAZTEERT Z(C(E. ROaAT >
RERTLET.

# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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8 AX¥—bAH—ROBUALEICOYZEZNELDIC. Ghome RO U —>t—N—%2FELET,

a ROU=2—N=—DONRyT—2FAA—IVLET,
# apt-get install gnome-screensaver

b ROU—2E—N—%BETDHICIE. ROBDLDIC. etc/pam_pkcsll/pkcsll_eventmgr.conf 7
7AINERELET.

pkcsll_eventmgr {
# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcsll module to use
pkcsll_module = /usr/lib/1libcmP1l.so;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit : end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver—-command ——poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver—-command ——lock";

# Too much time card removed
event expire_time {
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on_error = ignore;
action = "/bin/false";
}
}

c pkecsll_eventmgr #R{TLE T,

# /usr/bin/pkcsll_eventmgr &

9 HorizonAgent Xy o —2&A VA —=)VLT AR—h A—R UGS LI MEBMICLET,

# sudo ./install_viewagent.sh -m yes

& Horizon Agent 79 LIlg%& A > A b=V 2HEDH Y ET,

10 YRTLAZBESHLTHIAIA VY LET,

SLED/SLES RO by TTORI—F A— R UFAL L U NDORE

SLED/SLES TR by FICAR— b A— R UFA LU bERET HICIE. T TR by 7% Active Directory i
A VIHELET, RIS, BERZSA TSV EI— b CARIBAZEE A X =)L LTHS Horizon Agent &1 >
Ah—=ILLET,

AX—k A=K UFALL L bTODSLED/SLES 7R & kv 7 & Active Directory O#&

SLED/SLES FR& by FTRR—F h—R UFA LU bEYR— b BI2(E Samba & Winbind VU a—-2 3>
#FEAL T, 7R~y 7& Active Directory (AD) RAA & #HELET.

AY—h H—R UFA L& TSLED/SLES 7R 4 kv 7 & Active Directory R A1 > &#ET 5I121E. ROFIE
[CREWET,
SBADHR T, Active Directory BAA > D DNS B2 EDFR Y bT—VBROI VT4 T4 & T —RKRIVEY —TK

LTWBEADHYET, RORESEICL T, INSDTV—RARIVY —DEE CHERDREBEICEDETEELT
KEEW,

T —RNT—DiE e

dns_IP_ADDRESS DNS %—n =D P 7 RLZR

mydomain.com Active Directory kx4 > @ DNS

MYDOMAIN.COM Active Directory R4+ >® DNS &, §RXNTAXFICLET,

MYDOMAIN =27 —70 DNS &F7=(% Samba H—nE&En TS NT R
AL D DNS &, FRTREFICLET.

ads-hostname Active Directory #—/\DHRZX ~4

ads-hostname.mydomain.com Active Directory #—/\D5E2f&86 |k 41 % (FQDN)

mytimeserver.mycompany.com NTP % A & % —/x0 DNS %

AdminUser Linux 7R by 7EBEDI—H—%
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FlE
T SLED/SLES 7RO by TRy hT—UREETVET.

a Define the host name of the desktop by editing the /etc/hostname & /etc/hosts #&m 7 7 A )L
ERELT. TRVMYTORAMEEEERELET,

b DNSH—NDIP7RLREZRELT. [BE DNS] #®HICLET, SLES 12SP3 miF4a. [DHCP BHT
RANBELE] EEHICLET,

C XY MI—VOBZREZRET S(CE. ROFIODLSIZ, NTP H—N\DiE#R%E /etc/ntp.conf 774
JVISEMLUET,

server mytimeserver.mycompany.com

2 #E/x Active Directory join /ISy or—2& A4 VA M—=ILLET,

# zypper in krb5-client samba-winbind
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3 WELERTZ7AINERELET.
a XOBIDLDIZ. /etc/samba/smb.conf 7 7 A ILEIREL £ T,

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b &OFEIDLDIZ. /etc/krb5.conf 77 A I EZiRELET,

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain. com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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c XOBIOXLSIC. /etc/security/pam_winbind.conf 7 7 AL ERELFT.

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d xoBElDL>IZ. /Jetc/nsswitch.conf 7 7 A I EZiREL X T,

passwd: compat winbind
group: compat winbind

4 xoBIDLD I, Active Directory RAA »IZEMLET.

# net ads join -U AdminUser

5 Winbind 5—EXEHMICLET,
a  Winbind Z8%hC L THIAT 5I1CIE. RO—EDIXY Y RERITLET,

# pam-config —-add —-winbind
# pam-config -a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b Active Directory I—H =8 Linux ¥ —NEBEEETICT RO by FICATA > TEB LD L RD—E
DIAXY FERITLET,
systemctl stop nscd

nscd -i passwd
nscd -i group

H H R B

systemctl start nscd
6 Active Directory ICSIITE TSI EEHERTHICIE. KOAT Y RERTL. ELWEABRINTNS D
LEHRELET.
# wbinfo -u

# wbinfo —g

RORTY T

SLED/SLES TR by TDRIY—bh A=K UFA LU FOFRE

SLED/SLES 7RO by TDRT—b A— R UFA L I FDORE

SLED/SLES FRO by T TRARY—b A=K USA LI b ERET BHICIF. AY— b~ A— ROFEEENREAE TR
—hI B HENKEFETSEIATSVEN—F CAREBEEZS VA M—ILLES., oo —HOBRT7 7ML E
mEL T RAREEZTTIDLENHYET.

HEADHT, Active Directory RAA > D DNS B/ EDRY T —UBRDI YT 4T 1 & TV —ARINY —TR
LTWBEADHYET, ROXKESEICL T, CNS5DTV—RKRILY —DEE CERADREICEDETEELT
<&,

VMware, Inc. 64



Horizon 7 for Linux ¥X & by 70ty b7 v 7

TV —RRIVS—DIE
dns_IP_ADDRESS
mydomain.com
MYDOMAIN.COM
MYDOMAIN

ads-hostname
ads-hostname.mydomain.com
mytimeserver.mycompany.com

AdminUser

AR

L

DNS =L 4= P 7 RLR

Active Directory k44 >® DNS £

Active Directory KA+ >®D DNS &, §XTAXFICLET,

7—207)—7D DNS &£ /<13 Samba 4 —npEEN TS NT R
A4 >DDNS &, §RNTAXEICLET,

Active Directory #—/\DOHRZX ~£
Active Directory #—/\DFE&AEH K 4 4 > % (FQDN)
NTP & 4 & #—/x0 DNS £

Linux 724 by 7EBEDI—-Y -4

AX—hF A=K UFA L& TODSLED/SLES 7R & kv 7& Active Directory 0#té&

FIE

1 BERSATSI Ny —2A4A A —IVLET,

a PAMSAT7Z) DNy =420 A N=)LLET,

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools

pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b PC/SCY—NEAVAR=ILTZICIE. RO—EDIAI Y RERTLET,

# SUSEConnect --list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64

# zypper in pcsc-tools

2 J—hCAGEBAEEA VR —ILLET,

a JI—hrCASIBAZEY D O—RL. TR~y 7D /tmp/certificate.cer [LRFEFELET, IL—
CARIBEZ TV AR— T 2HEESBLTIEI,

b #ora—RUI—bCAGBAEE .pem 7 7 AIVICEREL, Ny o 774 EERLET,

H W H H

VMware, Inc.

openssl x509 —inform der —in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_1link
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¢ NSSTF—IAR-RICrSASTUH—%A 2V Ab—ILLET,

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d HELRRSANEASLSRAM=ILLET,

# cp libcmP1ll.so /usr/1ib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1ll.so —dbdir /etc/pam_pkcsll/nssdb/

3 /Jetc/pam_pkcsll/pam_pkcsll.conf 7 7 A I E{REL £ T,

a fruse_pkcsll_module = nss ZHIBRL £ 9., ZDFFFIC. 4T use_pkcsll_module = mysc Z3EMM
LET.

b X®OBEIDEDIC, mysc EZPa—ILEEBIMLET,

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11l.so0;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

C ROBDEDIIC, HBEOT Y N—HEBREEHRLET.

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d fTuse_mappers = ms ZHIBRLET. ZDHBFFIC. 1T use_mappers = cn, null ZEIMLET.

4 ROTEELLDIC. /etc/pam_pkcsll/cn_map 7 7 A I ERELET,

ads-hostname —> ads-hostname
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5

9

PAM OB EEZEELET,
a AX—bH—RFHAZEZERTEDLDIC. £F pam_config V—ILEEICLET,

# find /etc/pam.d/ -type 1 —iname "common-*" -delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b /Jetc/pam.d/ T4 L& ~UJDTIZ, common-auth-smartcard E WS RBIDT7 7 AL EERLET, &
DRBEET7A4IVITEBMLET,

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

¢ SLED/SLES 12 SP3 o5&, /etc/pam.d/gdm & /etc/pam.d/xscreensaver DWAD T 7 A JL T,
1T auth include common-auth %47 auth include common-auth-smartcard TEZ#ZX ET,

T7AT7 04— IVEBEMZLET,
# rcSuSEfirewall2 stop

# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

Fr: TJFATIA—IIDEMNCHEOTNDE, AR— b A—R USA LI MDD TEIEDDHYET,
AR—FHD—R UGS VI NIBERSATS) Ny —284 A M=ILLET,
a SLED/SLES 12SP3 migé&, RDA VA=) AV RERTLET,

# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b SLES12SP3 miH&lE. systemd-devel 24 X —JLLET,

# zypper in systemd-devel

Horizon Agent Xw o —2& A A M=)LL T, A=~ A—R UFA LI hEBMLET,

# sudo ./install_viewagent.sh -m yes

F: Horizon Agent 79 LIlgE A A M—ILT 2 HEDNHYET.

PATLAEBEHLTHUORIA VLET,

Linux A& by 7TD TrueSSOnty h7 v 7

True Single Sign-on (True SSO) #ge =B %HCT 5 &, VMware ldentity Manager (I TE S A > L1=#&IC,
LiNuX R¥EFRo by 7. RBATRI MY TEEETTVT—a A AD7 VR REBI—Y - EENET, X
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< — bk #— R RSA SecurlD 7% RADIUS 23 & {E A L T VMware Identity Manager (LB &1 >3 % &, Active
Directory ORAEIEREANTHZ &<, UE—FLNUX UV —XIIT7 I ELRATEET,

Active Directory (AD) RaHE#H & A L T —HY — &3R5 T 254, True SSO #EEIIHBEH Y EHA. TDIHFET
B, True SSO AT HLDICHRET S L. TRY by 7T Active Directory ORRFEE#R E True SSO OE A &
R—bTEET,

LinuX REETF R by 7. BBTRO MY TE/EFTTVT—2 a3V I[CE#BET 588, A—Y—3XA4T747
Horizon Client E£7z12 HTML Access MERZZBIRTE £ 7,

True SSO ICIFRDOEIRDH Y £ T,

m  CO#EEIL. RHEL/CentOS 8.0, RHEL/CentOS 7x. Ubuntu 16.04. 18.04 &4k f SLED/SLES 12X SP3 o7
A ARIE2—2 3V ERTTLTVSBTRI by TTOHRYR—FENET,

n  RHEL/CentOS7X 7R& by T DIFE. SOMEEIZT 7 4L D KA > EINY —)b, Samba, SSSD (System
Security Services Daemon). Kerberos &y cT =282 70 L)L TOHYFR— ~SNET,

Linux BEET True SSO 2t v b7 v 735213, KDY ROV ERTTLET.

1 Horizon 7 8B True SSO 2t v b7 v 7L THR L £ 3. Horizon 7 DEE®D [True SSO Dty b7 v 7]
ESRBLTLSEE,

2 LinuxFT4RAMUEa2—> 3> OFIECH>T. TARY by 7 & Active Directory RAA > Z#HELET.
3 LinuXT4RMUEa2—2 a3 OFIEICH>T, 7RI by 7T True SSO 2L ET.

RHEL/CentOS 8.0 7R & kv 7T?D True SSO DE&E

RHEL/CentOS 80 7R & kv 7T True SSO #H5R— ~35IC1E. £7 Active Directory (AD) AL > &2 RT
LEWHETDHENHYET, RIT. True SSO #EEEZ Y R— M BHLDIC, PRATATHEDKREELEET HLE
nNHYET,

F: AR oO0-2ORHEL8O TR I by 7Tl True SSO (FHR—bEnTOER A,

FEADH T, Active Directory RAA > D DNS B/2EDRY T —UBRDI YT 4T 1 & TV —ARINY —TH
LTWBEADHYET, ROKRESEICL T, ChoDTV—RKRILY —DEEZ CERADREICEDETEELT
<TEELN,

T —RHINT—DIE A

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory B4+ >®D DNS &, R TAXFICLET,
MYDOMAIN NetBIOS k441 > D%

AR

= Active Directory (AD) #—/3%38 RHEL/CentOS 8.0 &~ X7 AMD DNS TR TCESHZ L &R LET.
B JRTADRANZEZRELET.

s 2 ZXF AT NTP (Network Time Protocol) #5%E L £ 7.
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FE
1 RHEL/CentOS 8.0 X7 AT, Active Directory EDxy 7 — UG EHERLET.

# realm discover mydomain.com

2 BEREKENYT—JEAAM—ILLET,

# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools

3 Active Directory RAA V(CHMLET,

# realm join —-verbose mydomain.com -U administrator

4 -~ CAGIRZEZ YD >O—RL T HERTsL ORI pem 77/4)bELTIAE-LET,
# openssl x509 —-inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

5 ZkoBIOLSIC. /etc/sssd/sssd.confT B T7 7 AIVEZEELET,

[sssd]

domains = mydomain.com
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = IMYDOMAIN.COM

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = False < Use short name for user
fallback_homedir = /home/%u@%d

access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred < Add this line for SSO
[pam] < Add pam section for certificate logon
pam_cert_auth = True < Add this line to enable certificate

logon for system
pam_pll_allowed_services = +gdm-vmwcred <———————————————— Add this line to enable certificate
logon for VMware Horizon Agent

[certmap/mydomain.com/truesso] < Add this section and following lines to
set match and map rule for certificate user

matchrule = <EKU>msSclLogin

maprule = (| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = mydomain.com

priority = 10
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6 Horizon Agent /Xy —2 %4 X ~—=JL LT, True SSO #F#ICLET.
& : Horizon Agent 7.11 LIg&EA > A b—IL T HHEDNHYET,
# sudo ./install_viewagent.sh -T yes

7 /etc/vmware/viewagent-custom.conf 7 7 1 IV IZRDITEEBMLUET .

NetbiosDomain = MYDOMAIN
8 JRTFAEBEBLTHUIOIAVLET,

RHEL/CentOS 7x 7R & b v 7T®D True SSO DEXTE

RHEL/CentOS 7x 7R & kv 712 True SSO % ET 5 (C1d. £TT R ~v 7% Active Directory KA A > ITH#E
BLET., RIS, BEBRSATSUEN— b CAFEAEEA R =)L LTH S Horizon Agent 24 > X b—JL L
x7,

True SSO Tm RHEL/CentOS 7.x 7R & b w 7 & Active Directory O#f&

Horizon 7 Linux ¥R & kv 7TEBIEDA Y AF R 20— {RE< > T True SSO #9R— ~3 5215, RHEL/
CentOS7X v RAFADRREY — Linux kR~ > > T Samba 2B E T2 VENH Y ET,

RHEL/CentOS 7.x @ realmd #EE(CL U, ID RAA VEZBEICKREL. ST EHIENTEET, SXTAERA
A4 BERICERT DTS, realmd (E, SSSD ® Winbind 2 EDEBE LS Linux > RAF A H—EXR%E R4
AVICEHETDHEOICERELET. realmd & Samba #{FERB LT, RHEL/CentOS 7x R4 kv 75 Active
Directory NDA 754 > BAAL Y SINERITT SHICE. ROFIBICRNET,

AR

s RedHat Enterprise Linux (RHEL) & 25 A48 Red Hat & k7 —% (RHN) ICEHFEINTWSh, O—HhILIC
yum Y =)L A A k=)L ENTWS,

= Active Directory (AD) #—/\%3 Linux & X7 A®D DNS TR TZ 5,
m  Linux > X7 AT NTP (Network Time Protocol) Mg TV 5,
FIE

1 RHEL/CentOS X7 4% Active Directory 4 —NE#QIETESL I LEHRLET, XDIATY RERFTLE
3. ADdomain.example.com 4. Active Directory 3 —/N\DIERCEEHBRI LT,

sudo realm discover ADdomain.example.com

2  Samba tdb-tools /SwHs—AHA R =)L LET,

Samba tdb-tools /Sy —2(d, KD RedHat UMRS bUMSSF I O—RTEERA, FETY IO
—RTDBVERHUET, =EZE koax >y REFERBLTCentOS 75 S RTFAMSNy =240
—RUL. RHEL> RFAIZCHFD>O—-RLET,

yumdownloader tdb-tools
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CentOS > A7 LADIEWEEIL. https://rpmfind.net/1inux/rpm2html/search.php?query=tdb-
tools&submit=Search+...&system=&arch [Z#E L T tdb-tools-1.3.15-1.e17.x86_64.rpm /X
wir—2ES o ya0—RU, RHEL S RFAICA VA M=ILLET,

3 Samba EEFRBEGENY T —PEA VA= LET,

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 ROBIDLDIC. join av > RERTLET. DNSdomain.example.com (. BRIEEHD DNS KA A > /X
ATEBZHWAET,

sudo realm join DNSdomain.example.com -U administrator

join AX Y RMERINT D& RDA Y E—IDBRRENET,

Successfully enrolled machine in realm

5 JRFLAEBEHLTCHEUOAOIALET,
RORTY T

RHEL/CentOS 7x 7R % kv 7TD True SSO D% E

RHEL/CentOS 7x 7R & b v 7T®D True SSO OFRE

RHEL/CentOS 7x 7 X & kv 77T True SSO #EEEZ BT T B (T(E. True SSO HEEWMKTET 254 75U, AX—
N h— RBIETEAT S/ — b~ CAGIBAE, Horizon Agent &4 > A =)L LET, /. —EOHEBR T 7ML %E

RELT RAREETTIHILEDHYET,

ROFIEICHE> T RHEL 7x £72(3 CentOS 7Xx TR by 7T True SSO #BMICLET., TNEDTRI by
T True SSO #H7R— 3 512(F. Horizon Agent 7.6 LIlgE A VA b= T 2 HENHY ET,

FEADHRT, Active Directory RAA 2D DNS B/nEDRY T —UBRDIVT 4T 1 & T L —ARINY —TE
LTWBEADHYET, ROKESEICL T, ChHDTV—RKRILY —DEEZ CERADREICEDETEELT
<TZELN,

T —RHINT—DIE A

dns_server DNS =4 #—/m/8R

mydomain.com Active Directory k44> DNS £

MYDOMAIN.COM Active Directory RA4>®D DNS &, §XTAXFICLET,
AR

= VMware Identity Manager & Horizon Connection Server (2 True SSO #3%&E L £7.
s True SSO T? RHEL/CentOS 7x 7 X4 kv 7 & Active Directory s

m JL— b~ CASIRAZE#EB L. RHEL/CentOS 7x ¥R & kv 7d /tmp/certificate.cer (CRELET, JL—
FCASIBAZEA TV AR— T 2AFEESRBLTIEZN,

VMware, Inc. 71


https://support.microsoft.com/en-us/help/555252
https://support.microsoft.com/en-us/help/555252

Horizon 7 for Linux ¥X & by 70ty b7 v 7

FIE
T PKCSMMHR—bNRyT5—=2 G)—TaA A —ILLET,

yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit

2 J—hrCASIBREZEZEA VA M=ILLET,
a Fouora—RUE—KCASEREESE .pem 77 A JVICERELE T,

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem

b certutila~x> REEALT. -~ CASIBAZZ > RT A T—F X=X /etc/pki/nssdb 24 VR
F—=ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

¢ RHEL/CentOS 7x > AT ATEFEEN/FRSRE (CA) SEBED U X ~MIL— b~ CAFEBBEZEM L.
update-ca-trust A REFHALT. P XTARGBD NS AN ANTDEREFEHFLET.

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 ROBIDESIC, RAMYDIRTLSSSD 7 7 AV TEZET DI aVEEELET,

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 xOBIDES I, Kerberos #m~7 7 1)L (/etc/krb5.conf) ZiFELET.

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]
MYDOMAIN. COM = {
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kdc = dns_server

admin_server = dns_server

# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth

}

[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 Horizon Agent /Xy —2 %4 X =)L LT, True SSO #F#ICLET.

sudo ./install_viewagent.sh -T yes

F: Horizon Agent 7.6 LIlgE A > A M=)V 2HEDHYET.

6 RD/INTA—%%& Horizon Agent h R LR 7 7 4 )L (/etc/vmware/viewagent—custom. conf) (T8
MmLEd., XO@EFERLET. NETBIOS NAME OF DOMAIN 4. ##ED K44 > d NetBIOS £ T,

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN
7 PRTLAEBEPLTHOOIALVLET,

Ubuntu 722 kv 7 T®D True SSO DFRE

Ubuntu X & by 712 True SSO 28/ E 522, TR bv F%& Active Directory RAA VITHELET.
wIZ, BERZATSU LN~ CARIBAEEZ A X =)L LTH S Horizon Agent 24 > A b—JILLET .
True SSO T® Ubuntu X & kv 7& Active Directory O#&

Ubuntu 16.04 £72(3 1804 X & b v 7T True SSO 4 R— 3 5(2(F. Samba & Winbind v a—3
YEFEALT, TAY by 7 E Active Directory RAA EHELET,

Ubuntu 16.04 £7z(2 18.04 X4 kv 7& Active Directory RAA > &#HET 221 ROFIBICHENET.

DS T, Ubuntu TR by TDRRAMNEREDRY NT—OBBRDI VT 4T 42T L—RKINE—TRLT
WBEAIDHYET, ROKRESEIZLT. INSD TV —RARILG —DEZEZ CERADBEICADLETCERLTLE
AR

TV =RV —DfE L]

dns_IP_ADDRESS DNS x—A H—ND IP 7 KL R

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory K44 >®D DNS &, §XTAXFICLET,

myhost Ubuntu ¥R by 7OKRZR b4

MYDOMAIN 7—25)—70 DNS &¥/2(3 Samba H—n\m&ENn TS NT K
A4 2D DNS &, $RTAXFICLET,

ads-hostname Active Directory % —/\0OHRX ~£

admin-user Active Directory RAA > DOEBEDI—HF—%
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AR
s Active Directory (AD) #—/3%38 Linux & X7 LD DNS TR TE 3,

m  Linux & X5 AT NTP (Network Time Protocol) Bs&xEE N T\ 5,

FE
1 Ubuntu 16.04 £7/212 1804 ®5F X %& kv 7IZ. samba & winbind /Xy —2 &4 X M—ILLET,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 AT EBRTFEINES. ROKDIC Kerberos Authentication OB EZEITINVET,

a [Default Kerberos version 5 realm (77 #JL k@ Kerberos /\—2 3> 5 L)L A)] IZ. Active Directory
RAA>DDNS BEIT N TANFTADLET.

=&z (E. Active Directory RAA > D%IH mydomain.com D54, MYDOMAIN.COM & A AL £,

b [Kerberos servers for your realm (L)L 4 Kerberos s #—/\)] T. Active Directory ¥ —/XDHRZR b4
EANLEYT (ZOFIEDHITE ads_hostname).

¢ [Administrative server for your Kerberos realm (Kerberos L)L AO&E®H—/\)] (. Active Directory
RASDRASZEBEANLET.

3 PAMDREZEHLET.
a PAM DBER-—VEREET,

pam-auth-update
b [Create Home Directory on Login (B&4 VBCHR—4L T4 Lo MU EER)] #FRL T, [OK] &24R
L&,
4 ‘koOBIDLSIC. /etc/nsswitch.conf B 7 7 MV ERELE T,

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files
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5 B#EREIN resolv.conf 77 A IDHRE R A4 2 & LT Active Directory RAA &SI 5K IC,
> AT LT NetworkManager OB FE#iREL £,

a NetworkManager 2> bO—J)L /XRIVERE. ¥ X T AEEOD [IPv4 Settings (IPv4 &%) ICBEIL &
¥, AEE LT [Automatic (DHCP) addresses only (B DHCP 7 RL ZD&)] #:ZRLEF. [DNS
servers (DNSH#—/\)] 7F X~ Ry 2 AT, DNS ZF—AL =D IP 7 RLREZADLET (ZOFIED
#17T(3 dns_IP_ADDRESS T9), [Save (Rf)] &0 U v o LET,

b /etc/NetworkManager/system—connections [CHH 7 7 A IV TU AT LAEGERELET., XD
EERALET.

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

F: O HLWACRIU N oO-VREBTRI My TEERTSE. FILWMRIERY hD—0 T T8
mangd, 1R b 70—V REFRI MY FICHLWRY NT—2 75 75 &BMT 5 &0 REE
TRINY T FUoTU—bADDNS =B EDRY NT—0 7 TIDTRTOERENRDONET,
O0—ERENZARET RO by FITHLWRY 8T —9 7H 77 & 8MLZEE (T DNS B —/N\EREH
KbONEWESICTBIT(F, Linux S RTFATDNS H—NEEETILEDNHYET,

c DNSH—N#HEETDICZIE. ROFBDLDSIZ, /etc/resolv.conf R T7 7MLV ERELET,
nameserver dns_IP_ADDRESS

search mydomain. com

d YRFAEBEFLTCENOIALET,
6 ROBDELDIZ, /etc/hosts BT 7ML ERELET,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 &kOBIDLSIC. /etc/samba/smb.conf KT 7 M I EiRELE T,

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 smbdH—EREBEEILET,

sudo systemctl restart smbd.service

9 XOBIDLSIC. /etc/krb5.conf R TZ 7 M IILORNBERELET,
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

10 Ubuntu X4 v 7% Active Directory RAA >V IZEBMEEET,
a KerberosF4o v hEBRIBELET.

sudo kinit admin-user

JArYT7EBRRENS BEENRT-REANLET.
b FrybBERICERSNAILERALET,

sudo klist

ZnaxrRliE Fry bCET5I1EHR (BXEREORIBERECEMER) Z2RLUET.,
c Kerberos+—47 774 EEBRLET.

sudo net ads keytab create -U admin-user

d Active Directory RAA > (CBMLET,

sudo net ads join -U admin-user
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11 Winbind ¥ —EX&Bi28 L THRALET.
a Winbind4¥—EX%=HBERELET.

sudo systemctl restart winbind.service

b Winbind 4 —EXZ#ERT5(CF. ROATY RERTL. ELWEABREN TSI L&MRALET,
= wbinfo -u
m wbinfo —g
m getend passwd
m  getend group
12 PRTLAZEBEFBHLTHIAIA >V LET,
RORT T
Ubuntu 7X & kv 7o True SSO DF&E

Ubuntu X & by 7 ToD True SSO OFRE

Ubuntu 16.04 £7=(3 18.04 7X & kv 7T True SSO #EEEFMICT S(Z(F. True SSO HEENEKTET 5475
., AX¥—©~ h—RBIATEAT S/ — ~ CAFEBAZE. Horizon Agent 4 > A =)L LET ., E/. —EBDOHERK
77 ANVEREL T, REAREETRTITDHLENDYET,

ROFIEICHE> T, Ubuntu 16.04 £72(2 1804 7 X by 7T True SSO 2FMICLET. TNS5DTRI Ny T
T True SSO #H7R— 3 3I12(F. Horizon Agent 78 LIlgE A VA =L T DHLENHY ET.

AR SR

VMware Identity Manager & Horizon Connection Server (2 True SSO #3%E L £7.
m  True SSO T©m Ubuntu 7X & kv 7 & Active Directory Ot &

s JL—h~CASIBRZZREIEL. TRY by 7D /tmp/certificate.cer (LRBFELET, /L— b~ CAGIBAZEA T
JAR—PFTB2HEESBLTEEI0N,

Fg
1 Ubuntu16.04 £ 1804 DF R by 7T, pkesll YR—k Ny —SFA4 VXA M=ILLET,

sudo apt install libpam-pkcsll

2 libnss3-tools Xy —2&#A4 A M=JILLET,

sudo apt install libnss3-tools
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3 J—hrCAGEBAEEA VR —ILLET,

a

o rvA—RUI— b~ CASERREZ .pem 7 7 A JLICERHELE T,
openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem

certutil a~ > RZEZFERALT, ILl— b~ CAGIBAEARZ L RT A T—9X—2X /etc/pki/nssdb 24 R
M—ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
JL— b CAIBAZ % /etc/pam_pkcsll/cacerts ICT 4 Lo hUICOE—-LET.
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

JI— b CASERRZEDN\Y a2 U o EERLET, /etc/pam_pkcsll/cacerts T« L& FUT, XD
RV RERFTLET,

pkcs1l_make_hash_1ink

4 Horizon Agent Xy —2&A4 > XA b—=JLLT. True SSO #/MICLET,

x

sudo ./install_viewagent.sh -T yes

True SSO #ge#{EMA T 5 (1L, Horizon Agent 78 L&A > A =)L T BHBENHYET,

5 RO/INZA—%% Horizon Agent h A& AL 7 4 )L (/etc/vmware/viewagent-custom. conf) [Zi&
MUES. kOBFIEFERLET. NETBIOS NAME_OF_DOMAIN (Z. #E#D K41 > ® NetBIOS & T3

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 /etc/pam_pkcsll/pam_pkcsll.conf#7 7 A I EZRELE T,

a

HETHNIL, /etc/pam_pkcsll/pam_pkcsll.conf #7771 I E¥EKLET, /usr/
share/doc/1ibpam-pkcsll/examples TH > TV 77 1IN EFE L. ZDT 7 A% /etc/
pam_pkcsll 74 L& hUICOE—-LT. Z74)%% pam_pkcsll.conf [CEELEY. HETHZ
F. Z770)0DAVT VI AT LAIEREEMLUET.

ROBICBF=arTorynaEnsdL>IC. /etc/pam_pkcsll/pam_pkcsll.conf #m 7 7 1 IV EiRE
LET.

use_pkcsll_module = coolkey;
pkcsll_module coolkey {

module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
slot_num = 0;

ca_dir = /etc/pam_pkcsll/cacerts;

nss_dir = /etc/pki/nssdb;
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7 PAM#BBZ 74 ) Tauth XS A—-SEEBLET,
a PAMBRZ 7V EREET.
s Ubuntu 16.04 ®i5&(F. /etc/pam.d/1ightdm ZB= £,
s Ubuntu 18.04 mig& 1%, /etc/pam.d/gdm-vmwcred ZBIE %7,
b RoOBGIDLDIC. PAMBRT 7 M IV ERELET.

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 JRFLAEBEHBHLTHUOBIAVLET,

SLED/SLES 7R & kv 7T®D True SSO DFRE
SLED/SLES 7R % b w 712 True SSO £8&E T 5I1C1E. £¥TT R by 7% Active Directory R A1 2 IHRELE
T, RIS, BBRSATS5UEN— b CASIAZE A VA =)L LTS Horizon Agent &4 > X =)L LET,

True SSO T® SLED/SLES 7R & kv 7 & Active Directory O#&

SLED 12.x SP3 713 SLES 12X SP3 7 X% v 7T True SSO & # R — 3 5(2(. Samba & Winbind v U
1—aryEERLT, TRY by 7E& Active Directory R AL > E#HELE T,

SLED/SLES 7X % kv 7& Active Directory RAA »Z&#HET 21T, ROFIEICHNET,
AR
m  Active Directory (AD) #—/3#3 Linux & X5 A® DNS TR T 3,

m  Linux X5 AT NTP (Network Time Protocol) pss8E &N T\ 3,

FlE
1 SLED/SLES ¥R % kv 7T, samba & winbind /Xv 4 —2 &4 X M—JILLET,

zypper install samba-winbind krb5-client samba-winbind-32bit
2 YaST#mwv—/&B&. [Network Services (v k7 —2 #—EX)] - [Windows Domain Membership
(Windows RAAL DA YN—2 v D] DIBICEEILET.
3 Windows RAAS DA YN=2y TEET, RDLDICEKELET.

a [Domain or Workgroup (RAA > &EIET =25 —] T, 7—27)—7D DNS £ & 7=13 Samba
B—NPBEENTVWENT AL D DNS BEIT R TAXFETAALET, EXE T—0 5 —T%
S mydomain D154, MYDOMAIN EAALET,

b [Also Use SMB Information for Linux Authentication (Linux #25E(C SMB &8 & EM)] ##IRL £,
¢ [Create Home Directory on Login (A4 4 VBICR—A T4 Lo bUZER)] ZBIRLUET,

d [Offline Authentication (X754 »&R5D)] #FRLET .

e [Single Sign-on for SSH (SSH T > )L a4 > H )] ZBIRLET,
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~

RALUADBINEERT HT7AY T EBRRENEZS, [Yes (V] EBRLET.
5 HEENET—OIIN—TOEBEDEAENRT—REANL, [OK] ZERLET.

SLED/SLES TR by T RAA LV ZEBICBMLTWS I LEMRT DA v E—UhKRREnET, [OK] %
BRUEY,

6 RONRSA—INEENDLDIC. /etc/samba/smb.conf iR 7 7 M IV EIRELET,
[global]

winbind use default domain = yes

7 PRTLAEBEFHLTHUASA LET,
8 SLED/SLES TRU by T#&EET AL THRALET.

ROTA AR RERTLT ELWEANERENSZ L&HRELET. mydomain (& Samba #—/v 7 —
OON—TERLENT RASVOBRITEE]AET,

m  net ads testjoin

m  net ads info

m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open
RORTy 7

SLED/SLES 7R & kv 7TdD True SSO DE&E

SLED/SLES 7R & kv 7Td True SSO D&E

SLED/SLES 12x SP3 7R & b v 7T True SSO #aEZFNITT BI12(E, True SSO #EENKHFET 5514 TS5, A<
— b h—RBIATERT S/L— ~ CAGIBAZE, Horizon Agent &4 Y A —)LLET., £/2. —HOERT7 7 1)L
EREL T, REIRTEERTITHLEDNHDYET,

ROFIEICHE> T, SLED 12xSP3 &£7215 SLES 12X SP3 7R & kv 7T True SSO #BHMICLET. TNS5DTR
o v 7T True SSO &Y 7R— g 5(21E. Horizon Agent 7.8 LIfg&EA > A M=)V B2BENHY ET,

AR

= VMware Identity Manager & Horizon Connection Server (2 True SSO #8%E L £7 .

m  True SSO To SLED/SLES 7R & ~ v 7 & Active Directory O#é&

m JL—h~CASIBAZZEEB L. SLED/SLES 12XxSP3 FX & by 7D /tmp/certificate.cer ITFEFELET,
W—hF CAGIRREZ TV AR— T2 HEESBL TS,

FIE

T SLES12XSP3 7RO by T7DiH&E. ROATY RERITLT, BEBANY T DA AM—)LLET,

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit
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2 SLED12xSP3FR4 by 7DBEIR. ROFIEICHS>T. BELHNYT—PEA A R—IVLET,

a SLESiso 7744 EFo>O—-RLT. SLED TR by 7oO—h)l T4 AV (ICREFELET () : /tmp/
SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.1iso),

WET krb5-plugin-preauth-pkinit /Xw 4o —2 (3 SLES  RF ATOMERAIEETT ., D=,
SLESiso 77 A NESLED 7RO by 7Ny o —2 V—RELTENT 2HENHY ET.

b SLEDF7R& kv FICSLESiso 774N &I ML, BBRNYT—S&EA A M=ILLET,

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

C AVRM=IDBETLES, SLESiso 774D hERBLET,

sudo unmount /mnt/sles

3 J—hrCASIBAZZEA VA M=ILLET,
a ForaO—RUL)l—bk CASIRRESE .pem 7 7 A IVICEXRLE T,

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem

b certutilavyR&aFERALT. - CASIBAZE L RT A T—¥ X=X Jetc/pki/nssdb (24 R
f—=LLET.

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c Jb—h CASIBAZ % pam_pkcsl1l [TEMLET.
cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 koOBIDLDIC. /etc/krb5.conf X7 7 A IIVDABREwRELET.

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname

pkinit_eku_checking = kpServerAuth
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}

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

RODRESEICLT, B TNDTV—RARIVE —DEEZERADR Y b7 —VRBICEDLETEEL TS

AN

TV =BT —DiE A

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory kA4 >® DNS &, 3R TAXFICLET,
ads-hostname Active Directory %+ —/\DRR b (AXFEENIFEXR)

5 Horizon Agent Xy —2%&A4 X ~—=)LL T, True SSO #BHICLE T,

sudo ./install_viewagent.sh -T yes

E: True SSO #geAFERT 512(. Horizon Agent 78 LIBgE A Y A b=V 2 HENHY ET .

6 RDINT A—4% % Horizon Agent h X% L#m 7 7 1)L (/etc/vmware/viewagent-custom. conf) (J:8

MUES., ROGIZERLET. NETBIOS_NAME_OF_DOMAIN (%, #8D k41 > ® NetBIOS &2 T,

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 PATLAEBEELTHEUSOISALET,
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ESXiRR b&2EZ5 X b OS TNVIDIA #EEE£FRTHLD IS, BEFR—bEhTWS Linux T4 XbUE2—
avEBRTEEY,

BD IS 74w oDty N7y 7OEODREYL O O— Ve EH]
3DISTavoERLYy N7y TTBREIC, BT OO0 ERICEET 2ROBHEEZET IVENHY ET,

m VGPU [CDWTIE, ERRETS DTS T4 oDy b7y TEETEEET, RETI>OI/O0— %4k
BLEY. 574 v IFREFTI/O—MERENRBT S VICDVWTEHEL. S S5HBREFIVELY EFHA.

. VDGA [ZDWTI(E, ERFRIET VDTS T4 v oDy b7 v TaRTEIEET, REY>O/O— %4
BRLUET, 72720, 70— RS NZRBY S Y E2/NT—F >3 512, 70— ERESNZRETS V5
XD NVIDIA /SR ZX)L— PCl 734 RZHIBR L. 20— RSNz {RiE~ > 2 I2H L O NVIDIA /XR R )L —
PCl A REEBMT BHENHY ET. NVIDIA /SRR )L— PCl 711 R(F, RETS VETEET S E(F
TEFEtAh, BRET VL FAD NVIDIA XRR)— PO FNA REFERLET.

ZDEICE. ROMEYIDEENTVET,
n VGPU ZERT27ODYR—bHRO Linux T4 AU E2—2 3V DORE
n  VDGA ZERY 572D RHEL 6.x DRk

VGPU #{ERT 37/ D Y R— FFHROD Linux T4 AU E2— 3
VDERTE

HR— RO Linux T4 AU E2—> g%, ESXIRR FTNVIDIAVGPU (85 GPUN—RO 7 7405
L—23ay) BiEe2HATAEDICy N Ty I TEET,
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ESXi RRX b GPU BZ 4 /N (Lvib) &—%9 % NVIDIA Linux RIEE< > > T4 A7 A RSANEERT Z2HED
HUET, RIAN Ny T—2 (LT 5EHE. NVIDIAD Web 1 hESBL T ZE L,

ZF: VGPUEHR—FFBNVIDIASGS T4y o h—RELNUXTARAMUE2—2 3> OFMBICDNTIE
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.ntml #SB L T 72X (),

BtA T S AIIC. Horizon Agent 73 Linux fREB< > > ICA Y A h—=)LENTWEWZ &R LET. NVIDIA
VGPU 2R 5L D17 &Y SmilIC Horizon Agent #4 > XA k=)L 35 &, xorg.conf 77 A4 )L T
BOER/NT A= EEEEN. NVIDIAVGPU (Z81#EL £ A. NVIDIA vGPU D#RH35E T L7z I, Horizon
Agent &4 A M—=ILT2HEDNHYET,

NVIDIAGRIDVGPU 4574 v o H—FDVIB®D ESXi KRR bADA R =)V

ESXi6.0 UT LIEDARZX M NVIDIAGRID 4274y A—RD VB >O—RLTA YA M—ILT ZHLED
HUET,

NVIDIA 5 vGPU Manager 284 VGPU V7 b 27 Ny —2 & LinuX T4 A7 A RIANDREEINE
., VGPU VI bo 7 Nyg—=2F. ZOFIBEBTESXi KRR MZA X =)L L. Linux 74« 7L A4 RSAN
. ZOBDOFIET LiNnux RET S ICA A M=ILLET,

BIIRSM

m  VSphere 6.0 UT LIEDY U —ZAMREICA VAR —ILENTND I LEHRLET,

n HERVGPU IS T4 v IR A—RPBESKIRRAMIA VA M=ILENTNSZ L EHRALET,

F: VGPUEHR—+FBNVIDIASGS T4y o h—RELNUXTARARUE2—2 3> OFMBICDNTIE
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.html #8B L T 72 &y,

FlE

T NVIDIADRZAaNFDa—k Y4 55 NVIDIAGRIDVGPU 4274 v o A—RDOVIBES D O—R
LEY,

BUEVIBN=2 322 ROy TS0 AZa—DoRRLET,

FFoar L]

ggs147 [GRID]

R -—-X [NVIDIA GRID vGPU] #:#iRL £ 9.

017 ESXiRR Mi2A YR b=lband/nN—2 3> ((GRIDK2] 72&) #=BIRLET,
FARV=F4 2T P RTA VMware vSphere ESXi m/N—2 3 Vv &#IRLE T

2 VGPU VYT rD 27 Xy T—2D .zip 77 MIVERELET,

3 VGPU Manager 7 # L4 %& ESXi KRR M7 v 7O—RLET.
i ZOBOFIET, Linux T4 XRT7bA RSANE LInuX RIS (T4 A M—=ILLET,

4 ESXiRRAMLEDIRTORETL VENT—ATELEFH AR RLET,
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5 SSHZERLTESXi RR MIEHELET.
6 xorgH—EX#EEILLET.

# /etc/init.d/xorg stop

7 NVIDIAVIBZA > A ~—=JLLET,
Bl

# esxcli system maintenanceMode set ——enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set ——enable false

8 ESXikRhZEBEBELEIEHRLET.

o AVAF—ILEHDESXI KRR STE, KRR SEBEBHLET,

o RT—bLRESXiRARTE, ROFIEERITL, KA MEEFHLET (ChOSDFIEE, 1A=L
BHHDRANIHBBEATEET).

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli —-plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 RALZEBIEFLARIC, xorg Y —EADBRITENTND I LEHERLET,

Linux Ik38< > > T VGPU 2{ERT 5 7=00DHEHF PCl 7/8N4 ADERK
NVIDIA VGPU £ R4 51213, Linux (RA8< > > R4 PCl 7/5A R &R T 20 BENHUET,
b 3ed

B LInUX RS VETRO MY TELTERTDEBMNTECNDILEEBELET, EY U EERL T
Linux &4 YA R=ILTB3ELPVE—F TRy T FT7O0/HD LInuX ¥ > DO#EFESRBLTLSEX
(AW

s Horizon Agent 28 LINUX RIEY > (T4 VY A =)L SN TWEWZ L EHRLET,

. NVIDIAVIB 28 ESXi RR MZA YA b—ldh TS Z & &mRLET., NVIDIAGRIDVGPU 4574 v & 5
—RDVIB®DESXi RASADA YA S —ILEBBL TSN,
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s NVIDIA vGPU THIFAAT#E/{R 8 GPU # 1 ZF(CDWTEBBEL T Ed, GPUDY 1 F(E. [GPU 7B 774
IV BRETERLET, RE GPU &4 73 ESXI KRR MZA R h—Iban=¥E GPU TE F X £ 70#Ae£1R
HmLUET,

F: VGPUEHR—KrFBNVIDIASGS T4y o h—RELNUXTARAMUE2—2 3 OFMBICDNTIE
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.ntml 2B L T 72X (),

FlE

T RIEETVENT—ATLET,

2 vSphere Web Client T, [fR¥E<> > N— RO 7] T TRIEY S VEBIRL T, [BERE| 20 v o LE
ERS

FRT/NAR] AZa—T, [HBFPUTNAR] ZBRLET,
el 22Uy o LT FAyTE D A=a—»5 [NVIDIAGRID vGPU] Z2IRL £ T,
[GPU 707 74NV ZET. ROV TF I AZa—moREGPU 1 TEBIRLET,

[©) W U, BRI OV)

[TRTOAEVEFMH] 20Uy o LT [OK|ZZYU YO LET,

GPU %3 NVIDIAGRID VGPU 4 R— b TEBLDICTBICE. IRTORETL VDAY ZFHTHLEN
HUET,

7 RE<ENT—FLET.

NVIDIAGRID VGPU 74« A7 A RSANDA 2R =)

NVIDIAGRID VGPU 74 X7 LA RSANEAL A S—=ILTBICIE T 74D NVIDIA RS A4 NEEZHICL.
NVIDIAF 4 A7 A RSANESDO—- LT RIEEXS Y TPUTNA REEBRT DLENHYET,

AR SR

NVIDIAD& o >raO—k 44 bh5VvGPU VT D27 Ry T—2&5 00— RULTRBELTE Y, Linux 7
A ATV RSANNyT—2 AVR=F 2 b)) OEFHTETNS LR LET. NVIDIA GRID vGPU
927490 A—RDVIBODESXiRASADA VA —ILESBL T I,

o #F PCUATNARPMRET L VISEMESNTWS I LR LET. Linux{RfE~ > > T vGPU ZERT
LD HEF PCl 7 /NA 2D 2R LT,

FE
1T NVIDIALinux 7«4 R7b A RSANERETS VICOAE-LET,

2 RETSUADUE—F Z—IFI)LEEAIH Crl+ AL+ F—#LTFER M a2V —ILICPIUEZ T,
root £LTAYA LT, init 3 av Y REETLT X Windows ZEXICLET,

3 NVIDIA RZANTHELLZEBMOAYR—F > bEA VA M=ILLET,
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)
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4 NVIDIAGRID VGPU RS AN /Ny =D ICRITRIEED 7 SV ZBIMLE Y.

chmod +x NVIDIA-Linux-x86_64-version-grid.run

5 NVIDIAGRID VGPU 4 >R b =S Z#EEILE T,

sudo ./NVIDIA-Linux-x86_64-version-grid.run

6 NVIDIADOY 7 box 7ERHFHZHNEICAEL T, [Yes] Z22BIRL T, XOXETEEHIHMICEHRLE T,
RORTFY T

Linux {8~ > > (C Horizon Agent 24 > A k=)L L& T, Linux {RiE~ > > An Horizon Agent DA > X b —
WESBLTEE,

WLz LinuX RIBX S > &80T ROy T T—IVEERLET. LINXRFET R by T T—ILDERES
BLTEE,

NVIDIAT 4 A7 A RSANDA VAR =ILENTWBENE D HOHER
Horizon 77X by 7 v 3 VIZNVIDIA R4 NNDEHERRTLT. NVIDIA T4 X7 A RS A /35 Linux
RET NCAVAM=ILESNTWNEZ LEERETEET,

I 3

B NVIDIATFARTFbA RSANEAL AR =ILLTWBZEERRLET.

m  Horizon Agent 3 LINUX RIE > 2 ICA VR =)L ENTWAHZ L Z2HRLE T, Linux (R >AD
Horizon Agent D4 > X k= )LEBRRL T ZE 0,

s LNUXREYSUBFRS by T T—VCF IO ENTNSH S EEBRLET. Linu RFHF RS kv 7
T DR ESRL T2,

FIE

1T Linux{RiEE~> & H/IEELET.
Horizon Agent 281X 2 U 7 M3, XY —NE#EMEL. FROPZERRLET,
vSphere 2>V =)L C. REYI VDRRESBT S5 LI TERSABYET,

2 Horizon Client T, Linux 77X kv ZICEHEL £,

3 LinuxTRI by T2y a>T NVIDIAT 4 RTbA RSANDBL VA M=ILENTNSZ LEHERLE
ER

Y—ZFI T4 RUEBE. glxinfo | grep NVIDIAOY Y RERFTLET,
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NVIDIA RS A NEABRRENES . B :

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

dA—H—F, UE—FFRILYTTNVIDIA ST 4 v RDOKEEICT VR TEET,

NVIDIATZ 1+ A7 A RSANDA VA= )VERR LR, AV AS—IVBELSEMET B7HIC. ROY RV %
RITLET,

m Linux ai—IET7 v 7 UL — KT B854, Horizon Agent 78 Horizon Connection Server L@{EC&E7/x\2
EDHYVET., COMBEMFRTBIC(FE. NVIDIA RSANEFBA A S=ILLET,

n Linux R TNVIDIAGRID D542 RERELET, FHBICDVTIE NVIDIAD RFa 42 bESE
LTLESN, SAEYADBRESINTWVEWNES, LInuX TR by FIZELLEELERA. 2EXE B
FNICEDESHENIELEEA.

VDGA Z{ERY 572D RHEL 6.X DERk

Horizon 7 for Linux &2 % kv 7 ESXi kX b T VDGA #ge42FIB T 5L D12, RHELO6X XA R OS &€ v b
Ty ITTEET,

BtE9 A0S, Horizon Agent 78 LINUX RIEX > /(A Y A b—JbENTWVEWZ 2R L £9. VDGA
EERTHELOICT T E#EBRT SH1IC Horizon Agent #4 > X k=)L 35 &, xorg.conf 77 A )L CHEDE
BT A=y inLtEEEIN, VDGA (FEIEL £ A. VDGA OEBMNTET L7=#%(C. Horizon Agent &4 > X k—
WTDHEBHYET,

ARA BT NVIDIAGRID Z2R¥ %78IC DirectPath I/O Z2F#MICT 5

Linux fR#8~ 2 > ##m L T VDGA 2R TE 5 L5 (23 5(2(E. NVIDIA GRID GPU PCl /84 2% ESXi 7R R b
@ DirectPath I/O IXZAZRI—THIBATED LD ICTIVENHYET,

AR SR

m  VSphere 6.0 £/ IFLBEDO U Y —RADPBRIFICA VA =L ENTWSZ LEBRALET,

s NVIDIAGRIDKT £/ K2 527490 A—RMWESXIiRRAMIA VA=l ENTWNB I LEHERLET,
FlE

1 vSphere Web Client T, ESXiRX h&SHLET,

2 [BE]|yTEIVYILT [BREIZEIVYILET,

3 IN-RozxT7]eo a3 D [PUTNAR]EOUYILET.
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4 NVIDIA GRID GPU T DirectPath I/O /SR RI)L—&FHICT BICIE. [RE]I 22U v I LET,

g =% A

®EO7/42> PClFINARET VT4 7T, BHICTEZET,

FLoBOTAaY TNA ZDRENEREINE Lz, TNA REERT ZR1ICHKR FE BT ILENHY E
ER

5 NVIDIAGRIDGPU ##RL T, [OK] 22Uy o LET,
PCl /XA AERIEME N, RIE~ 2 > T DirectPath I/O PCl F/1\A R&FIATED LD AV ET,
6 KRAMZEBIEEL T, LinuXRBY > DB PCTFNA REFIATESLDICLET,

VDGA XA R)IL— T/ ZAD RHEL 6 X fRZB< > > A DB

VDGA AT 5L SICRHEL 6X RAEY S 28T 51213, PCTFNA RERIETS VICEBMT D2LENH Y E
T, COFIEICE>T. ESXi RR COMIBT/NA RENAR)N— L TIRET SV CERTESLDICHYET,

ARSI

Lnux R V& T RO My TELTERT D EBMNTETCNWD I LEEBELET, EY U EERL T
Linux &4 YA R=ILTB3BLPVE—F TRy T FT7O0/HD LInux ¥ > DOEfFESRBLTL X
(AW

m  Horizon Agent 78 LINUX RAEBY S 1T Y AR —)LENTWEWZ L EHERLET,

s NVIDIA GRID GPU PCl /34 ZH37R R kd DirectPath I/O /XX R ) —THIARTREIC IR > TWV iR L £ T
ARZX ~TNVIDIAGRID 2R3 %728(C DirectPath /0 # BT 22 SBL T ZE L),

FIE

—_

sudo #ERRTHEREN/=O0—N)L I—H—-& LT, RHELOX SR K OSICRAZA Y LET,

2 vSphere Web Client T, [fR¥E<> > N—RU 7] ¥ T TRIET S VERIRL T, [BERE| 20 v o LE
ER

3 FHHRINAR]I AZa—T. [PUAFNAR] EZIRLET,
4 [emlEZUYoLT RAYTFIY AZa—h6 PCFNARERIRLET,
5 [FRToOrEVEFH]IEIUYoLT, [OKZSU YOI LET,
GPU 18 VDGA 2 HR— b TEBLDICTBICE. TRTDRETSVDOAEYEFHTILENHYET,

6 RETE/NT—F2LT. vSphere a2V —LERVWTI OV ICEHRLET,
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7 NVIDIAGRID /N A RDMRIBT 2 V[N RZRIN—ENTNWSZ EEHRLET,
F—IFIN U4 RUERE. KOOI FERFTLET.

1spci | grep NVIDIA

XX:000VGA BE#D o> bO—SBRRENET, fl:

NVIDIA Corporation GK104GL [GRID K2]

VDGA D NVIDIA 74 A7 A4 RSANDA 2R =)L

VDGA D NVIDIA 74 A7 LA RSANEA VA M=IVTB(CIE. T74) bD NVIDIA RS A4 NEBEHICL.

NVIDIAF « A7 A RSANESDO—-RLT, REXS Y TPUTNA REEBRTDVLEDHYET.

AR SR

s PCFNARBRHELOX RAEEY S (CBIMENTWS Z &E#HRLET, VDGA /SRR JL— F/84 27D RHEL

OXARIER U ADEMESBL TS LS,

FlE

1 FZ7#J)L @ NVIDIA Nouveau RS A NEEHICLTT v I URRMIANE T,
a grub.conf 77 AL ZiRELET.

RHEL 6.x DBED 7 7 A JVIL /boot/grub/grub.conf T3,

RHEL /x—2 3> avwrR

6.x sudo vi /boot/grub/grub.conf

b rdblacklist=nouveau T2 h—RI F T 3> DBEICEBMLET,

C blacklist.conf 77 ML ZiRELET.
sudo vi /etc/modprobe.d/blacklist.conf

d blacklist.conf 7 7 A ILDEEDZFRICKRDITEEBMLET,

blacklist nouveau

2 IREETI U EBRELET.
RIRDIVY O TR 74— IVISBEBEINET,
3 (71 3>) Nouveau RSA NPEMICTA>TWND I LEZERLET,

/sbin/1lsmod | grep nouveau

grep RR(ICK > TRBHERMRENEWNEE. Nouveau RS A NFEHICT/E>TVET,
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4 NVIDIADRZAanNgoraO—F 34 DS NVIDIADRSANESY D O—-RLET,
BUERSANN=2a32EZNIDIADROY TS0 AZa—PoBRLET,

o A

BRIA1T [GRID]

g#RY-X [GRID > U —X]

85 ESXiRZA MzA YR b—JbEnsdN—2 3> ((GRIDK2] 72&) #=RLET.
ARV=T4 2P VAT A Linux 64 £v h&7z(F Linux 32 Ev

5 RERIVICERETDICE. VE—bd—IFLEE<H Crl+At+FR2F—#@LTFFA N3V —Ib
ICPIUEZ, root&LTOZA4 L Tinit 3ax > REETL. XWindows ZEICLE T,

6 NVIDIA RSANTHELLDZEBMOAVR—F > bEA VA M=ILLET,
sudo yum install gcc—c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 VDGA B®D NVIDIA BSA NNy =D [CRITRAIRED 7 SV ZBMLE T,

chmod +x NVIDIA-Linux-x86_64-version.run

8 NVIDIAAYRb—5%&RTLET,

sudo ./NVIDIA-Linux-x86_64—-version.run

9 NVIDADYZ bz 7EAHFEZNEICRELT. [Yes] ZBIRLT. X DREZEZEHLET,
RODRT T

Linux {8~ > > (C Horizon Agent &4 > A b —J)L L& 9, Linux {RIE~ > > An Horizon Agent DA > X b —
WEBRBRLTIEE,

R L Lnu RIEY S Y EBUF AL by 7 TV ERLET. L RFHTFRS kv 7 T—Lofkmes
RLT<SIZE N,
NVIDIAT « A7 A RSANDBA A b=ILENTVSENE S HOWHERR

Horizon 72 by 7 £y a YT NVIDIA RS A NDOENERRLT, NVIDIAT 4 X7 A BS54/ Linux
R VICA VA= IENTNS I LZHERETEET.

AR

NVIDIAFZ 4 7 A RSANEAL A —)LLTWSZ LEHRLET,

= Horizon Agent 73 LINUX RIEX > 2 ICA VA b= ILENTWAH I LE2HRLE T, Linux (R >AD
Horizon Agent 4 > A = )LESBL T LS,

B LINUXRET S UBTRINY T T—)LIZF A4S NTWS I E#HRALET., LInXRFEIT R by T
T=IVDERESBL TS ZE,

VMware, Inc. 91


http://www.nvidia.com/Download/index.aspx?lang=en-us

Horizon 7 for Linux ¥X & by 70ty b7 v 7

FIE

1_

Linux R~ = HBIcgh LE 7.

Horizon Agent 28120 U 7 M3, XH—NE#EMEL. b ROPZERRLET,
vSphere >V =)L T, RIEEXY LV OXRRESRBT 5 LFTERIRYVET,
Horizon Client T, Linux 7R & kv 7 IC#E#HELET.

Linux 72 by 7y a>T NVIDIAT 4 ZXTbA RIANPBA A= EINTNSZ LEHERLE
ER

—ZFI D4 RO%EME. glxinfo | grep NVIDIA Y RERTLET,

NVIDIA RS A NEADBRRENES . B :

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

H—F VE—FTRIbYTTNVIDIAGS 7 4 v O ROKEEICT VERATEET,

NVIDIAT 4 A7 A RSANDA A b—)VERR LR, A VA=V BELSEET H7HIC, ROV RV %
RITLET,

Linux h—=x)IV &7 v 75— k3 B184&. Horizon Agent A3 Horizon Connection Server S@ETETND
EDHVET, COMBEFERT SH(CE. NVIDIA RSANEBA A M—ILLET,

Linux fR#8<> > TNVIDIAGRID D54 > REHELET., HMICDWTE NVIDIAD RF a1 4> NESE
LTLEZN, SAEVAPEEENTOVAWES, LINUXTFRI by FJEELLEELERA, 2EZIE B
FICEDOE DHEENEMELEE A,

VMware, Inc. 92



Horizon Agent DA > A k—J)b

Horizon Connection Server 7 X & by 7EBIELTEETE S LS IC, Linux 7 X2 kv 7I(Z Horizon Agent
EAVAN NS BHBENHYET,

ZDEICE. RDOEYINEENTNET,

m Linux R~ >~ Horizon Agent A > X k=)l
m  Linux Agent FREIERZED#ERL

m Linux{xR#E< > To Horizon Agent 7 v 7oL — R

m  Horizon7forlinux <> >&7 >4 >R =)L

Linux {R*8< < >~ D Horizon Agent ®4 > X k—Jb
Linux RIEE<> > &2 UE—F TR by TELTREATESLDICT SICIE. Horizon Agent # Linux fREE< > >
[CAVR=IVTRDREDDHY X,

Horizon 7.0.1 ®U U —=XMm 5. Horizon Agent for Linux (% vCenter Server 0 &EBMRIRAEY > V& ERLET,
EEMRIRET D 13 ROBEEREEZRBLET,

m vCenterServer (Z, Linux 7R by 7 T 7O REBETEIHEBEEHTT.

m  Linux T? Horizon Agent D4 > X b—JLICIE, BREIVEDHY EE A,

. Linux 7RI by 7ICEEYT ZRATIE. XN—XRET > IC Horizon Agent &4 > XA b— )L TEET,
NVIDIA GRIDVGPU %7 (3% VDGA Z{ER T 55%& (14 Horizon Agent &4 > X b —JLF B 7i1IC. Linux

RIE<w> > TINod 3D BEEERET 2HENH Y ET. Horizon Agent €&#NICA > A b—JLLTLED &
xorg.conf 77 A IVDHBENFTA—GINLEEEIN, 3D IZT7 4 v o ABEEDBEL £H A,

VGPU 2ERA T 572D Y R— bHRD LiNUX T4 ARV E2—2 3 OREERIL VDCA 2ERT 57200
RHEL6.x D#EMESBLTLZEW, 3D IS5 74 v O ADEREMET Lz5, Horizon Agent &4 > XA =)L L
£7,

DTS T74 v REBRTBHEE.VE—F TRy T TTOAHAD LinuX ¥ > DOEFEDFIEETT Lz
(C Horizon Agent 24 > A h—JL TEET,
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ARSI

B LnXZRNOSHTFRI MYy TELTHERTERLD ICEBEINTWSZ EEERLET, UE—F TRY
by 7 FTOAED Linux v > DEFEESBL TS EE0),

m  Linux A® Horizon Agent 4 > X b= XU T MIDWTHEBEL THEET, install_viewagentsh o<
VRIA AT ESBLTIIEZ,

FIE

1 VMware #o>0O—R ¥4 k (https://my.vmware.com/web/vmware/downloads) » 5. Horizon Agent
forLinux 4 YA b= 774 )& >O0—-RKLET,

[Desktop & End-User Computing] (ZFR4 by 78KV I Yy ka1—Y—a Ea—-F4>Y) £ 30T
VMware Horizon @ View #>0— R O R—%x > hEFERLUET, Horizon 7 for Linux T, 64 Ev
Linux > X7 AB® VMware Horizon 7 ¥ o> A— R R—=J#FRLE T,

AVAN=Z T774I)VAIE. 64 Ev bk Linux T VMware-horizonagent-1inux—x86_64-y.y. y~
xxxxxxx.tar.gz TY, YyyIN—o 3 FBS, xooxxxx (FENRESTY,

2 BEWOLnuxTsAMVE2a—>arDtarR—)LET X~ OS ICERALET,
B

tar -xzvf VMware-horizonagent-1inux-x86_64-y.y. y—-xxxxxxx.tar.gz

3 tarR—=Ib 7+ IVFICBELET,
4 install_viewagent.sh XU 7 & X—/N—21—H—ELTRITLET.

AR RSA 2 AT 3> DURMIDNTIL, install_viewagentsh ax > RS54 > #7230 &8BLT
<TEELN,

B

sudo ./install_viewagent.sh

5 AT arEIEFTETIC install_viewagent.sh #2179 5HA. Yes EANLTEULA ICAELET.
EULAICEIELEWRY A Y R M= [ERTENEH A,
6 LinuxzBEHL TEEFEZEMCLET.

A YA B=IVRIC, viewagent Y —EX(IREENET ., B —EXD, sudo service viewagent status %
FERALCHIRSNAEZ L ERRLET.

RORFY T

FREMY T T—=I)VICREYS & TF 704 LE T, LINnXRFEIT A by T T—ILOERESBL TS ES N,

install_viewagentsh av> RSA4 > A7 3>

install_viewagent.sh X & U 7 ~(E. Horizon Agent & Linux X~ OS IZA4 > A b=V LET.
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gnome 7R by JEREOIT VR D4 ROT, ROFERXD install_viewagent.sh Ao U 7 ~&ERALE

ER

install_viewagent.sh command_option argument [command_option argument]

install_viewagent.sh XU T KZ(F. BEBESIVOFT TS arDINSTA—FPEENET,

% 5-1.install_viewagent.sh HIBOA T 3> IS A—%

FT 3> 8RS A—
% (H7AMER) L]

-Ayes ino I Ra-—Y—EmAFHE2HmE (EULA) & FIPS (Federal Information Processing Standards) s &R A ICRES 50
EELET, A VA=V EHITTBHICIE yes ZRETHVENHYET,

% 5-2.install_viewagent.sh DF 7> 3> NS A—%

FToay RSA—

4 L]

-a yesino =T AFANVITA LI Y R—bEA VA =INTEDPNANRRLET, T7A4/)L I yes TT,

-fyesino FIPS (Federal Information Processing Standards) 140-2 ##DESE Y 1 —)LDOYIR— b EA 2 X ~—)L R348
ZLET. T7AME DDA TY. HBICDWTE. Horizon Linux 722 v 70#EeT FIPS 140-2 £— RDEiBEE
SHBLTES,

S| IMSSSLF—=R b7 IKRT =K, T7A4NETIE A VA S=ZFEBEOXINEERLET.

-m yesino ARX—=bH=RUFA LI~ BR=bES VA=V EZENANRRALET, TT7AI NI DWATT,

-r yesino AV AR—NRICORATLAZBHNCBEHLET. T74/V NI IWATT,

-s BE2ELiHAE subject DN, F7 4 b TlE, 4 > XA b=314, Blast #ERLET.

-Cyesino Uy TR=RUGA LI N YR-—NEA A M=IVEENANRLET, T74/ME yes TT.

-F yesino CDRYR—=bEA VR S=IVERIEINANRALES., T74)ME yes TT.

-Myesino Linux Agent # EEBMREALFEBHURADI -z U M7y TIU—RULET. 774/ I yes TT.

-Syesino oA F Y (SSO) HiR—bE2A VA M—IVELEFBNANALET, T4 KL yes TT.

-Tyesino True SSO 4 R— b &A VR M= ILELEBNANRALET, T74IME METY,

-U yesino USBHR—FEA VR P—IVEREFNA/NRRALES, T74ILME DDATT,
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% 5-3.install_viewagent.sh /85 *—4& Dl

wi%
FRA A=

ERMRIADRIET
BTy TV
— KL, EEMRIRIE
RVDARZAINE
REFLET,

EEMRIADRIET

SUERDST VT

JL—RL, BEHR
RE<T DRI A

INEHBUET, 7

v 7L —RICIE 7
O—AIZHLWTR

Iy T T=ILDE
BRSBTS,

Al

sudo ./install_viewagent.sh -A yes

FRA AR —IUTE BIZHLWT RO by T T—IVOERDPLETY.

sudo ./install_viewagent.sh -A yes-M no

ZDIATDT v TIL—RICIE. HILWFRI by T T—IVOERBIVLEHY TR A, BEDTRI by T TV EBE
AT&ET.

FE NTA—RREMIFS HH. EEMRADRET S VIEALABNTILESL,

sudo ./install_viewagent.sh -A yes

ZDZATDT v TIV—RICE FHILWTRI by T TV DERDBVETY ., BEOTRY by 7 T—IVEHIRY 240
EPHYET,

Linux Agent FIZEERE DRk

Linux Agent &4 >R b—)LF 5 &, 4R M= (2L >T VMwareBlastServer D B2 ERZiAENER S NE

ER

m  Blast Security Gateway #1370 —Hh —TEHIT/R> TWVS & &, VMwareBlastServer (3. S DifBAE%E HTML
Access ZERT B 75U HIRRLTLINUX TR by FITEHKELET,

m  Blast Security Gateway B8 70—h—THMICAR > T 5 & &, Blast Security Gateway DEEBEE (L. ZDiE
BBEEZ 7> UFICIRRLUET.

ERFL(FEF2UT 4 ORFNCERT 72012, HEERIAAZE(CRD> TRIABE (CA) BEL LREZEFEH

TEEY,

FIE

1 VMwareBlastServer D 754 R—k +—LEIBAEE A VA M—ILLET,

a TIANR—k F—%Fruikey CEMEEL. FBAEZ ruict (CEMEELET.

b sudo chmod 550 /etc/vmware/ssl #x£{TL X7,

C ruicrt & ruikey & /etc/vmware/ssl [COE—L &,

d chmod 440 /etc/vmware/ssl ZE{TL X7,

VMware, Inc.

96



Horizon 7 for Linux ¥ 24 kv 70ty k7 v 7

2 b= bR EFERAFZE Linux OS OREBA ST ICA A —=ILLET,

E: LINUX Y RATADREEREICDVNTIE. BFEODLINUXTA APV Ea—2a>ORFa AL MEREREL
TLZEW,

Linux fk#8< > > T?D Horizon Agent 7 v 74 L — K
Horizon Agent D&Hi/N—2 3> &4V A M—ILT 5T EICK Y. Linux kR~ > T Horizon Agent &7 v 74
L— RTEET,

EEWRNDIRETL Y  I—C o b A YA M=F(F,. 7A—H AdMin EREHVELTET7O0-HICRETS >
BZHLET, [TRIMYT T—IMER] D4 H— RiF. [Ro Y V=R R—20D [2DHDY —R] &FEALT, &
FENRETSVEBIRLET,

EEMRRETS VAR MN=ZRFTA-NEBEZTVERA, [TRIMY T T—ILER]T 4« — Rid. [¥
v V=R R=2m [vCenter Server kB~ > ] #FEHA LT, vCenter Server DIRET S & FIRLE T, EEN
KRIRE~YL VERIZ. UTOMEETR—NLET,

n UE—FIIUOBRERY -

m 1Y [2&BH7T DUty bEFFR]

7 : Horizon Agent for Linux 7.0.0 284 LAIO/N—2 3 (3. EEMRADRETS E L THEELTOEL
7=. Horizon Agent for Linux 7.0.1 (., BEMRFET VYR M ELTHREELET,

EEHRNDRET L VEREADSEBWFRET L VERAICT v 7L —RT 558, UTOREEERTEET.

n EEWRADRETY VEREEREL. VEGN—-3IT v TIV—RLES, SOATDT v T —
R T2, Horizon Connection Server TOBBZEEBIIVEH Y £H A,

B BEWNRAORETY VEEANSEEON—Y 3 v OEEMRIRETY VERAICT Yy 7/ L—RLET, 2DF
A T7D7 v T L —RIZIFE. Horizon Connection Server THLWTF X2 by 7 T—IVDER DV ETT,

X EENRRETCVERNGODT v T IL—RDE, EEMRRETS VERAERIEL. LEGN-D3 >
L7y 7oL —RT&EET, L. Ty 7L — RBICEEMRRAY S VREADSEBMRADRE S VB
NOEBIFYR—FENTOER A,

Ty T —RTIEUTONSA—s&FIRTEET,

& 5-4. Horizon Agent 7w 7oL —RDA T a> NS A—%

NSA—H L]

-Ayes IV R a-—¥—ERHFHEZNE EULA) 8L FPS DFEBICABLET. 1 YA b— &K1 51213, yes 2IEET HHLEN
HUVET, SONRFA-FER/ELEVNE, A VA=)V RVU T NTENERENET,

-a yesino =T AFADVIA LIS Y R—bEA VRS —ILTDHNA/XALET,

-fyesino FIPS (Federal Information Processing Standards) 140-2 ##OBESE Y 2 — /DY R— b EA > X h—)LE 13/ /XA L
FT. TIAINE DVATYE, FBIICDNTE Horizon Linux 722 v 74T FIPS 140-2 E— ROEBAESBL T
N,

-m yes|no AX—b =R UFAL I BR=bEALS VA=V EFINANRRALET, TT74I NI WVETT,
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& 5-4. Horizon Agent 7 w 7oL —RDA T ay "SA—-% (H#HE)

NTA—H BiFA

-ryesino AVAS=IRBICARV—F 4 v J P RTLAEZBRELET. TT74/LME no TY.

-Cyesino Uy TR=RUGALA LI YR bEA VAN —IIVERIEINANRALES, T74) ML yes TT.
-F yesino CDRYR—=bEA VR N=IVELEINANRALET. T74IL L. yes TT,

-Myesino Linux Agent # EBMRIEBURNDI - U M7y TIU—RUET. 774/ MElL yes TT.
-Syesino O YA Ay (SSO) HR—bEA VA= IVELEBNANRALET., T74 ML yes TT.
-U yesino USBYR—FEA VR P—ILELENANALES, TT7H I WATT,

Linux fR#8< < > T Horizon Agent 7 v 74 L — K

Horizon Agent D&#Hi/N—2 3> &4 A =)L BH I EICKY, Linux ¥ 2T Horizon Agent 7 v 74 L —
RTEET,

BIIR S

m  VMwareBlastServer 7O AMBRTENTWVENZ L EHERLET,
ZO7ALREFLETZICE. A—F—BIL PO FTLTVWT, TOTATHRTRI My T 2y gy
DIRWC LEHRT 2D, IV EBRBLET.

FIE

1 https//my.vmware.com/web/vmware/downloads @ VMware ¥ > O0— R H4 k» 5 Horizon Agent
for Linux O\ DA VA= 774 )VEFDO—-RLET,

[Desktop & End-User Computing] (FR& by 7HELV Iy Ra—Y—arEa—F4>45) T. VMware
Horizon7 & >O—R&EZFRLES. ZDFRIC. Horizon Agent for Linux @4 Y XA =S BEENTNE
ER

AVAN=F 774)V%lL 64 Ew k Linux T VMware-viewagent-1inux-x86_64-y.y. y~
xxxxxxx.tar.gz TY, YyyIN—o 3 FBS, xooxxxx (FEN RESTY,

2 BEWOLnuxTsAMVE2a— arDtarR—)LET X~ OS ICERALET,
B

tar —xzvf <Horizon Agent @ tar K—Jl>

3 tarR—IL ZAINFICEFHLET,
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4 EBURNAOFRETL VET v TV —RTBICE ROWVTNHODERS T UAT
install_viewagent.sh X2 U 7 +hERTLET.

FFoa>y

EEMRIORIBRL VERET v T/ —
RU. EEMNRADRET S VEBAZRIFTD

ERMRADFEET VRBREAZT v T —
RU. BEMRREYS VEBICEETS

EEMRRET S VEEET v TV —RT
%

L]

sudo ./install_viewagent.sh -A yes -M no

i NTAIVREHF ST HH. EEMRNORET S VIFERLENTILEE,
sudo ./install_viewagent.sh -A yes -M yes

i Horizon Console T. EBEMRADRIET S VEEAOBRENDT RS by T 7= &
HIBR L. EEMRIRIEYS VEREAADOT RO by 7 7—ILEEKRLET. FHBICDNTIE,
LINUXBRFE TR by 7 T—ILOERESRBL T ZE 0,

sudo ./install_viewagent.sh -A yes -M yes

E: Ty —RE BEOTRINY T T EBRATEET,

Horizon 7 for Linux * > > &7 4 A M=)l

1R*8< > > Horizon 7 for Linux #7 >4 > X k—JL3 %[, Horizon Agent &7 >4 > A b—)L L. B 7 7

AIVERIBRT DLENDHYET.

RIS

VMwareBlastServer 7O AMEBITENTWVEINWI L2 ERLET, COTOCREELETSICE. > rns5O
TFAT7LTWT, ZO9T4TRTRIMNY T vy oarPBRWI LEERT DM I &2BEeHLET,

FIE

1 REI>TI—IFIV D1 ROERAE, Horizon Agent 7 A4 VA=)V AU T ERTTLET,

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

AU 1) 7 k& Horizon Agent o 7O R&@IEL. 1 A=)V T4 L& Y Jusr/lib/vmware/
viewagent %5 Horizon Agent 5 —ERXEV T U 7 ZHIBRLET,

2  /Jetc/vmware DT 4 L& MU, Horizon 7 for Linux O~ 7 4 )L &= FENTHIBR L £ 7.

VMware, Inc.
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Linux 7RI by 7OEA 723>

BT 7ANEERALTESESERA T a VEBERL. - —DFERREENRY YA XTEET,
ZDEICEF. ROMEYINEENTNET,

m LInUXTRI by TTOBRTZ 7AINDF T2 a3 VEE

m A% —hkRYS— DEHR

m Linux 7R by 70 Blast &&EDHI

m LINUXTRIMYTDOSA4T72 b RSAT VEAL LI b T3 2DH)

LINUX TR by T TORBRT7 7 A IIVDA T 3 RE
/etc/vmware/config 7 7 A )V E /=L /etc/vmware/viewagent—custom.conf 7 7 A JLICT > kU ZEH
LT BEDA T a &R TEET,

14> X ~—=Z13. Horizon Agent A > X h—JLHRIZ, 2 DD#ERT T — bk 774 )L config.template &
viewagent-custom.conf.template %= /etc/vmware [COE—LFJ. /etc/vmware/config 7 71 Il

& /etc/vmware/viewagent—custom.conf 7 7 A L BFEELZWEE. 4 XA =13 config.template
% config [Z. viewagent—custom.conf.template % viewagent-custom.conf (COE—-L&Ed. 77
— b 77ANTEIRTOERA T a3 BUVRSINTNT, FHBEHEAPHVET, 77 a VE2RETSIC
(F. DAY PZHIBRLTEZETICEELET,

=&z L /etc/vmware/config DRDFTICE Y. E R TRFEEHE PNG E— RDBERITHY ET,

RemoteDisplay.buildToPNG=TRUE

BREZELEZS, LInuX Z2BRHILTEEEZFEMCL T EZSZ,
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/etc/vmware/config DA 7 3 >
VMwareBlastServer 8 K UNZDEE TS &1 > Tl #7714 )L /etc/vmware/config BMERINET.

& RORFRIT. Horizon Agent #m 7 7 A )LD USB ADE I -2 x> MERARARY O —FEICDWTHALE
¥, Horizon Agent (ZEEZFERAL T, USB SRR L IV ICEHRETEDNED MEHMLET, £/, Horizon
Agent (& Horizon Client ICEE&EL. BREBRADBTONET. v—2 (m) EHTFEIEE LHEIL. Horizon
Agent 7 1 L& RU > —g&&EH Horizon Client 7 4 L& RU > —REIEMERSINET. F—/N\—F4 K (0)
1T EERA LzH&E. Horizon Client 7 4 Lo RU > —8&E T34 < Horizon Agent 7 4 L% R > —&&%E
PMERENET,

X 6-1. /Jetc/vmware/config DA 7 3>

*Tvay fE/fext T4k L
Clipboard.Direction 0, 1, 2, £21%3 2 AT 3 EEFERLT, YUy TR=—RUFAL UK~ R
o —ZEELET. BWREELTOEEYTT,
B 0-2UyTR=RUSA LI NEEHCLET,
B 1-JUyTR=RUSA LI NERARTENICLE
ER
B 2-JUyTR-RUFAVINEISAT U DLUE
— b TFRINYTOHTHEMICLET,
B 3-JUyTR=R UGSV IMEVE—FTRIbY
THo o547 bOHTHEMICLET,

RemoteDisplay.allowAudio true £7=(% false true IDFTavERELC A —T 1 FHAEBH/EHICLE
7.
RemoteDisplay.allowH264 true £7=(3 false true ZDFTarEFERLT H264 T a0— REBHELILE

MICRELET,

RemoteDisplay.buildToPNG true £72(3 false false WIS 71w O0BGRT TV Tr—2arinEDI>74v 0
T7U—=23>TlE LNUXTFRI MY TDOSA4T7 2 MR
IRCIERREI I LNIVOBEGRLESVELIZVET,
LiNux 7RI by 7TEREINT A4 T > b T/ A TR
ENDEKREETABEICDNTIE BNV RICABEHR PNG
E-REERTEET, COBETE, 2547 & ESX
R SDOETEMDOTRESERSNET, ZOF T3z
BHICTHE H264 T a— RSEMCAYES,

RemoteDisplay.enableNetworkCo  true E7z(4 false true ZOF* 7L 3> %&FE LT Horizon Agent for Linux ® % v
ntinuity b D — R E AN E LI BMCLET.
RemoteDisplay.enableNetworkint  true £7z(% false true ZDF* 73 > EFE LT, Horizon Agent for Linux ® % v
elligence bO—0 AT U L ARBRERNECBIEMCLET.
RemoteDisplay.enableStats true £7=( false false wigkiE. FPS. RTT w&Tld. VMware Blast 770 haJb

D#fEHERE mks O/ TEMNELZEBMCLETS.

RemoteDisplay.enableUDP true £72(% false true ZDF 73 EHELT, Horizon Agent for Linux T
UDP 7o b o)l 4 R— b BN E(EEAICLET,

RemoteDisplay.maxBandwidthKb 1000000 VMware Blast v > 3 > 0BkSiEEE£FOE Y M
ps (kbps) EAITIRELET. OB, A A= F—F

4 A AREF v 2. BLUVMware Blast &I 0+ XTH ~
ST4vUBEENET, AWMREIT 4 Gbps (4096000) *
HICTDBENHYET,
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X 6-1. /Jetc/vmware/config DA 7 3>

HeE)

FTFar

RemoteDisplay.minBandwidthKbp

S

RemoteDisplay.maxFPS

RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.gpmaxH264

RemoteDisplay.gpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPkcs11Plugin.log.logLevel

WCRTAV.Enable

VWC.ScRedir.Enable

VMware, Inc.

fE/Fext
BH

i
i3

F A RTRE/L (EDEEE :
1~100

FI FARTBE/L (B DEEE -
1~100

FIFARTBE/LEDEEE -
1~100

FFARTBE/L (B DEEHE -
0~51

F AR RE/Z(BE D ERE :
0~ 51

error. warn, info,
debug. trace. Fi

% verbose

error. warn, info,
debug. trace. Fi

[ verbose

true /(3 false

error. warn, info.
debug. trace. F£7

(& verbose

true £7=(3 false

true £7=(3 false

FI7+I

256

30

90

35

25

36

info

info

false

info

true

true

BieA

VMware Blast € v & a > os/h#EigE+0OE Y N
(kbps) BRI TiEELE Y. COBEIBICIE. A A=, F—F
4 7 ARBEF v =)L BXU VMware Blast #l#03XTo
ST7AVIDEENET,

BEHREFORAL—MEEELEY. COREEFEALT 2
—Y—1MERTHFEFEHBBEERLET, BHEI 3 1S
60 ETOMICT BUENHUET. T74/ NI 1 #HHLY
30 EmDEHTY.

JPEG/PNG > 31— REERTIHBEDTRAI by T T4 R
ToADAA—VREEERELET. BREREE. JUFHD
AEEOERICEL TWT A A—CREABLVG BV ET.

JPEG/PNG T>a— KEERT BBADTRAY kv 7 74 R
TUADAA—VRAERELET, FRI Ly T F4RT
LA DRREDREERET SLHIEALET.

JPEG/PNG T a—REERATIHBEDTRI MY T T4 R
ToADA AV RBEEEELET. BRERER. XoO—
JVRERRE, SBRICET HBEEDMBELICEL TOET,

ZOATarEFERLT H264mMINQP 87 k5 A —-5 %
BRELET., CONRTA—F(E H264 T>a—-R&eERT S
EOCHBRENZVE— b TART LA DEEAN A—VRE
#EELET. RemoteDisplay.qpminH264 (25 E L /=&
FYUBKRESIHEERELET.

ZOF T arEFERLT. H264maxQP 8 Fk/X5 A —%
ERELET. SONSTA—FIF H264 T>a— REERT
BEDICHEREINEVE—F TA ATV DRIEA A =D&
HxELET. RemoteDisplay.gpmaxH264 (25 L 7=
EBLUBNSIHEEZRELET,

ZDATvarEFERLT USBUSA LIS TST40D
0J LRVEEELET.

AT arEFERLT USBUSA LY K —npas
LANIWERELET.

AT arEZELT True SSO #eem O FERLE— R
EENELILENCLET.

ZOF T arEERLT. True SSO #gem O & L)L &K
ELET.

ZDATavERELTC A —T A T ANEBH/EHICLE
ER

AT avERELT AR— b A—R UGS LI ~E
BN/ EHICUES,
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X 6-1. /Jetc/vmware/config DA 7 3>

HeE)

FFvar
W(Cloglevel

cdrserver.cacheEnable

cdrserver.customizedSharedFolde
rPath

cdrserver.forcedByAdmin

cdrserver.loglLevel

cdrserver.permissions

VMware, Inc.

fE/fe=t

fatal error. warn,
info. debug. F7=(%

trace

true £7/=(3 false

folder_path

true £7=(3 false

error. warn, info.
debug. trace. F7c

& verbose

R

FI7+I

info

true

/home/

false

info

RwW

BieA

AT avEERLT WC7aFy /—kRoOosd LR
IWERELET.

IDATaVERELT, T2z b5 05347 2 M
NDEERHBF vy o aBEEEENEIEMCLETS.

54Tk RS4T UF4L o~ (COR) £B 74T Di5
FiET 7 4#)L h®D /home/user/tsclient ¥4 L& ~UMp
SHRILTAVIMIICEETDICE. COA T arz(E
RALET.

f=Exld. 2—v— test BCOREHE T 4L % /home/
test/tsclient TlEA<, /mnt/test/tsclient (CEE
ERGE N
cdrserver.customizedSharedFolderPath=/mnt/ %
BETEET.

o IOATarEERICTBICE. BELETAINIH
BELELLWIA—Y—ERTRESNTVILEDNHYET.

ZDAT a3 EFZELT. cdrserver.shareFolders #+ 7
SAVTHRESNTOWAVEBMD 7 A IVEE IS4 T 2 Mt
BTEZEMEIDEFELET.

DA T arEERLT. vmware-CDRserver.log 7 7
ANoOYT LR EZRELET.

AT 3 rEERLT Horizon Client Lk > THBEEN
%74 V& I2349 % Horizon Agent mBMDFHHERY /EE
AHIERZBEALES. B :

m  Horizon Client IC& > THBEEINZ 7 45T read &
write #&[R43%H V. cdrserver.permissions=R 7%
ESINTNDHBEICE. Horizon Agent (214 read 7 &
CRIEROBDBHESNET,

m  Horizon Client IC&>THBEEN ST + 4 read 1&
fRAS&H Y. cdrserver.permissions=RW 3:&E =
T34, Horizon Agent [2(% read 7 & & RHERD
HTEENES, Horizon Agent (£, Horizon Client
ICk>THRESN/ readonly BHEZEECEE A,
Horizon Agent (3. E&iAHT U RIERDHHIBRTE
E

—MEREERAEREIRDESY TY,

m  cdrserver.permissions=R

m  #cdrserver.permissions=R (DFVY, a7v > Kk%&3
AVRTORT B TYRUEHIBRLED)
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% 6-1. /etc/vmware/config DEHA T 3> FiE)
FFToar &/ e F7+I L]
cdrserver.sharedFolders file_pathl,R;fi %E& U547 RS LUNUX TR by TERETES 7 A ILEAN
le-path2, ; D7 7AINIRE 1 DLEEELET. #:
file_path3,R; . m Windows 2547 > bDigE -
C:\spreadsheets, ;D:\ebooks,R
m Windows LD oS54 7 > D15
4 : /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R
collaboration.logLevel error, info £7z(X  info IDATavEFERLT EREXEY 3005 LAV
debug EFRELET. OF LRIV debug DIBE. collabui BED
MUOH L & collabor UR barFrumadICiiEasn
7.
collaboration.maxCollabors 10 KRimDESH 5 Ty a OBMICBHTELHREEEDRABEZIEELE
ER
collaboration.enableEmail true ¥72(3 false true AVAR=IEINTWNSE A=)l 77UT—2 3 > TOHRKE
EDBBERETINEOINERETSICIE. DA T3>
EERALET, SOAT a3 VEENCTEHE A= TTY
T=2arPA VA R=ILENTNTH E A =)L TOHRE
XDOBHFFIRETEEHA.
collaboration.serverUrl [URL] KEE HEEZOBFHRICEDZ Y —/NURL 2EELET.
collaboration.enableControlPassin = true £7=(4 false true ZOF T avid £EREEHFIC LN TR by 0o~
g O— V&R £/Z3FIRT DIHEEICHRELET, HAHNUER
DHERAEELY L aVEBETDICE. AT arE
false [CRELET.
mksVNCServer.useUInputButtonM  true £7z( false false Ubuntu £7(& RHEL 7X 0EF T I RO Y R— M EFHICT
apping 31213, CoF T arEZELET, CentOS & RHEL 6.x
[FEFIIVREYR-—FLTWBDT, ZDA T 3V EFHE
TEHELEEFHYEHA,
mksvhan.clipboardSize B 1024 IDATavEFERLT Yy TR—RORRY A %D
E— 7 RXRXR=XMLET,
vdpservice.log.logLevel fatal error, warn,  info ZOF T3 EEMLT, vdpservice DOS LANJLEEE

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplittin
g

VMware, Inc.

info. debug. F7=(%

trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

RIEFE. true &
BV,

KEZE. false
ERL

KEE. false
ERL

ELET.

IDFTa EFERLT A—TAFANTNAADY A
Lo bR E/2FRIELETS. 6 o:false

IDFTa ERELT A—TAFTEATNARDU T A
Lo hEFAIEZISEILELET,

ZOFTarvEZRELT. B USBFNAS R0 BENE %
HAIEFREELETS,
% : m:true

104



Horizon 7 for Linux ¥ 24 kv 70ty k7 v 7

£ 6-1. /etc/vmware/config DEEF T 3> )

FTFar

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

VMware, Inc.

fE/fe=t

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{true|false}

{m|o}: family_nam
e_I[;family_nam
e 2;...]

{m|o}:bus—-xI[/

yI].../ port-
zI[;bus-x2[/
y2].../port-
z2;...]

FI7+I

KEE. false
ERLC

KREE. true &
B

AREE. false
ERL

REE. false

ERU

RIEFE. true &
BV,
KEE. false

ERU

KEZE. false
ERLU

REE

REE

BieA

ZDF 73 rEFE LT Horizon Client 28 E 2137\
A R FERETERWNBEICTNAZRDUTA LY NEdF
AIEFRELET, BRELIETNA RGBT ERETER
WEETH. T/NA R&FHFAIT 51213, IncludeVidPid £7=
13 IncludePath 72 £ D Include 7 4 ILF ICFINA REED
£7,

ZOATLavEFERLT F-R-FETTRLSNT, &£
B ICFIFRTEEIR A NI T /N R (HID E2ENFTEE/RT /N R) D)
FA LU NEFAIEEFRLELET,

CDFTLavEFRALT HEBRRA T4 2T TNAR
(RUVAR by oR—Ib. ZyF Ny RIEE) fFEF—KR—
ROUTA VY NEFHFAELIBEELET,

IDATavEHRELT AR—bA—R TSRO T A
VO NEHFRIELEBEELET,

IDFTa EFERLT ETF TNARADVIA LI &
FFRIE/ZFBELET,

AT 3 ERELTUBTFNARDT 4G T %
RITT % L E D Horizon Agent 52 DER & BN E /2T EH
ICLET.

IDFTavEFERALT UFALI MRKRPSTRTD
USB F/IA RERBH LY. TRTD USB FNAREU S A
Lo bMRIEBMLZY LET, true [CRETSHE. TDfh
DRY L —FEEFERALT HEDTNA RERIETNAR 7
Z7IUPBUTALIRENEEDCTHIENTEET,
false CHRET DL, TOMDORY > —BELFEAL T HE
DT NARERETNAR 77IUBUTA LI EENBD
#BhiET&E £ 9. Horizon Agent T ExcludeAllDevices
DfE% true [CFHEEL. DTN Horizon Client ISEE N
% & Horizon Agent @& (< & - T Horizon Client ma&E
BA—N=F4 FEhET.

ZOFTavEFERALT UFA LI MIRDSETNAR 7
7IUZEBRHALET, 5 m:bluetooth;smart-card
BENT/NA ADEIEFHMICLI=HE. Horizon (##E4& USB 7
INARADEA VT =TT ARADTNAR 77 I UERN, B
TEHA5—T 1A REHWLES., BEBT/NA RPENEEXD
IZL7=154&. Horizon (344 USB /XA R4 F/NA X 7
7IVERANET,

i RUREF—R-—RRBUIA VI IHREDPET T4V b
TR SNTN D20, COREEEMALTRINT ZLEISH
UEth,

IDATavEFERLT BEONTEIFR—-FD/RRIC
HETNAREVTA LT bHKRDSRILET., NRAPR—
FESIZ 10 EHTIEET 2HENHYE T, NRICTAILER
N—RXFEFERTHILIETEEHA.

5 : m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff
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% 6-1. /etc/vmware/config DEHA T 3> FiE)
FFToar fil/fezk T4k L]
viewusb.ExcludeVidPid {mlo}:vid-xoxl.  kFEzE ZOFTLavEZRELTCIELENYS—ELT705 0D
pid-yyyI[;vid- DTFNAR%E, UFA LT bRPSBILET. IDESE
xxx2_pid- 16 EHTHET HLELHYET, ID DEHICTA I RH—
yyy2;..1 Rz () #ERTEET.
5 : 0:vid-0781_pid- ****;vid-0561_pid-554c
viewusb.IncludeFamily {m| REE ZOFTLIaVEZRELTC TNART7IVEVSAL I
o}: family_name_ WRICEDET,
I[; family_name_ ] : o:storage; smart-card
...
viewusb.IncludePath {m]o}:bus-xI[/ RESE ZDAT 3 EFRLT. BEDNTPR—FDARICHSD
yIl.../ port- TNAREVTA LI MRRICEDET., NAPR— MEST
z1[;bus-x2[/ 16 ERTIEE T HLENHY ET, /XRICTAILREH—RX
ya.../ FEERT DI TEEEA,
portzz;...] i : m:bus—1/2_port— 02;bus-1/7/1/4_port-of
viewusb.IncludeVidPid {mjo}:vid-xxxI_  kzE&E ZDFTavERELTCRELERYS—ETO05 5~ ID
pid-yyyI[;vid- DTFNARE, VEFA LI MHRICEDET., IDESF 16
xxx2_pid- HTHEESTHILENHUET. IDOBHICTAIRA—RX
ywy2;...1 F (M) &ERATEET,
fl : ozvid—***_pid-0001;vid-0561_pid-554c
viewusb.SplitExcludeVidPid {m]o}:vid- RESE ZOFTavEFBLT Ryy—&7055 D &f#
xoxxI_pid- ELTHEDES USB FNA RETHEIDHRE LTHRIT
yyyil[;vid- BMMEINT BDERELET. COREORRIL
xxx2_pid- vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...]1 &
ywy2;...1 BUES, DESEF 16 ERTEETILENHYET. ID
DEMFITTAINRA—RXF (*) ZERTEET
%l : m:vid-0fef_pid-55**
viewusb.SplitVidPid {m]o}: vid- REE SOATLavEBRELT RS —ELUOTAFS~IDT
xxxx_pid- EELEE USB FAA R0V R—2 > FERIDT/NA X

VMware, Inc.

yyyy([exintf:zz
[;exintf:mww]])

L...d

ELTHRVES., ZDBREDFERL.
vid-xxxx_pid-yyyy(exintf:zz[;exintf:mw]) &7z
UET,

exintf WO F—D—REFERATNE A1 20F5—T 1 RE
BEEETHIET, AVR—F U hEUSA LI M SBRI
FTHIEMTEET, IDESE 160 #EHTEEL. 15 —7
T/ RABSFETLEOEZTRTCED 10 EHTIEE T 2LED
HUET. IDOBIICTAIRA—RXFE (F) 4B TEE
ER

i :

o:vid-0fof_pid-

*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

E BRMICERA LD o2 R—% 2 ME Horizon T
BEIMICEENDZLEHYERFA. NS5OV R—FV b
#5522, Include VidPid Device 2 &EDT 4L %
RUL—Z2BETIHLEBHYET,
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/etc/vmware/viewagent-custom.conf DA 7> 3 >

Java Standalone Agent Tl4. #7714 /L /etc/vmware/viewagent-custom.conf MBMERINET.

x 6-2. /etc/vmware/viewagent—custom.conf DA 7> 3>

FFoa>y
CDREnable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

VMware, Inc.

1&g

true 7=
X false

true 7=
X false

true £7=
(3 false

true £7=
X false

true £7=
X false

2

FATAK
FOTFR

b33

pbis £7=

[ samba

FI4IbE

true

true

false

true

true

pbis

e

ZDFATLavEFRALT 95470 RSATDUTAL U b
(CDR) #te = B/ BHICLETS,

Linux 7RI by 7Dty o 3 v HRVEEEEEE B ELITENICT
BICE. ZOF T avEFERLET,

ZOF* 7 3 & Dynamic Environment Manager 2>V —JL T
FRAEINDZIVRRAV D IP 7 RUREERELY RARA > b IP
TRUVRELRKRTDHEZIC, V54T bOYERY FT—0 A—R
DIP7RLREERT 200, VPNIP 7 RLUREERT 200 %
ETDHEEICHELET., A7 3% false ITRET DL 54
T hOYERY bT—0 A-ROIP T RUVRDMERENET., T
nLsAoBZEFE. VPNIP 7 RURDMERSNET,

ZDFTLavEBRELT AT TR Y —)VHEEE BN/ BN
LET.

ZDATavEFERLT 94T MDY RTFLASEY ANER
EDF—KR—R LA 7 b% Horizon Agent for Linux ¥ x4 kv
TERBES BN ESINERELET,

COREEFHICT S, HDNIHERLENEE, RENFTINE
. COREEBHICTDE. BEMNHFAIENEHA,

O#KEl. Horizon Client for Windows & ToR—bah, %
. 75 AR BAVEE BAFRE. BEE. ARA VE s
EfE. BLUEAEFPPEEOSETCOAIYR—FSNET,

[

B

ZDAFATavEERLT, /tmp/vmware-root [CR#FT 505 7
TANDEERELES.

B -] - IRTEEF

B 0-9T~RTHIK

>0-R#HF 20708,

True SSO 2%/ E T 515813, DA T a3V &FERL T, HBED KA
4 >® NetBIOS &% ELET,

ZOFTaVEFERTEE AR VA=V DFTSA Y R
A UBMBEESNET, T T340 RAL YBMDORITHIE.
PBISO (PowerBroker Identity Services Open) R&E & 7=(% Samba
FI7540 RAAVSMITHVET, SOTO/NT 11T pbis izl
samba LNDEERET HE. 7542 RAAL SMPEREINE
ER
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£ 6-2. /etc/vmware/viewagent—custom.conf DEEF T 3> )

A & T4k
RunOnceScript
RunOnceScriptTimeo 120
ut
SSLCiphers FF¥ R laNULLKECDH
27 +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH+AES:ECDH
+AES:RSA+AES
SSLProtocols FFZ R TLSVI_T:TLSvI_2
2]
SSODesktopType UseGnomeClagk/s L
UseGnomeFlashback
UseGnomeUbuntu
. UseMATE
F/z(F
UseKdePlasma
SSOEnable true £/=  true
% false
VMware, Inc.

BieA

ZOF T arEERLT. Active Directory I O— e iz
REEY SV ICBESMUET,

RRAREHBZEEEN/AEIC, RunOnceScript A 7L 3 &#H/ELE
T, BESNERIUT ML BHOKRIMEOERR. —EEITR
TENET, IV b P—ERDEBESN. RAMEBI—-D 1
Y hDA VR S—IVEICEREIN/ZBE. R0 U T M root R TR
TanEd,

=&zl winbind VU 2 -2 3> T3 winbind TR—XR#E<
> % Active Directory [CBMEE. ZDOF T a &R0 T~ N
RCHETIHENHYET., RZUTMIE. RAAAABESN
#5372 R /usr/bin/net ads join -U <ADUserName>
%<ADUserPassword> WEENTNDLENHY ET, RET >
DoO—UERKkE ARV —T 4 VT PRTLADARIIA XL
THRANGHEREINET. Agent 4 —ERDBAS NS &, s0—
e ENZRIEY > > % Active Directory A 2 X2 U 7~
MRITENET,

AT 3 EFERLT RUNONCeSCript # 7 3> Do A AT
MEEZMHTHRELET,
7= & Z1E. RunOnceScriptTimeout=120 DL S ICERELET.

BEn) X ~EEELET. https//www.openssl.org/docs/
manmaster/manl/ciphershtml TEgEEh TV 3R & ERT S
VEBHYET,

F¥aUF4 JOMONERELET. Y R—rSh370M0)L
(. TLSv1.0. TLSv1.1, TLSv1.2 T%.

Z0ATavid SSOEBNCTREECTIHIMDTRI by
TRIETEALS, tDOTRI by TRIBEZIRET HHEICERLET.
ZOF T IV ERET DRI, BIRTDTRI by TRIENT RS
My FICAVRAM=ILENTNSZ LEMRATIVENHYET. &
DA 7 ar% Ubuntu 16.04/1804 FR 4 by T THRET 5 &L
SSO HEEDNBMME S MICEDL ST, ZOF T2 arEMRYE
. ZOF T a3>%E RHELX/CentOS 7X TR by 7 TIRET
&SSO DA TWBIEEICDOH, BIRLIZTRY by TERIE
BERINET,

F: Z0A T3 id RHEL/CentOS 8.0 & RHEL/CentOS 6.x
RO~y TTHR=- I EHA. Horizon 7 (2. RHEL/CentOS 8.0
TR My 70O Gnome TR by TEREODHESR—MLET,
RHEL/CentOS 6.x € SSO EMIC/ > TWBIBEICT 74 bDF
2o by TBEELTKDE 21y b7 v T 2HAEICDNTIE TR
by TEREEBBLTZEI,

CDATLavERELT, UL YA 2F > (SSO) B3/ B
ICLET.
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£ 6-2. /etc/vmware/viewagent—custom.conf DEEF T 3> )

FTFar & F7+I bk A
SSOUserFormat FF+ X3 [username] DO YA I DOO0A RDERERELET. T 74T
*5 A—Y—ZDOHTT, RAMVRHBERTIBAE. DA T3>

ERELET, —MICOTAURBTIE RAM B EHHRIFICO
—Y—RERITET, BHEXFENYIRS Yy a2l B5BE(EF. 5
DNy IRZy 2% FERLTIRT— 7T 50ENHYET, OF
1 BDOERITRDESY T,

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

Y7xv b CIDRIP 7 [subnet] ZDF T avd < hs Horizon Agent for Linux & i
NS = ICERAT Y 7xy FERETHHEICERLET, 242 Txy
DiE rDOO—AIVIP 7 RURADBERD D56, FELEZY IRy bOoO—

71V IP 7 R L 2748 Horizon Agent for Linux & nEgIcEREnE
¥, fEld. CIDRIP 7 RLRERXTIRET DLEBHYET, 1L
[£, Subnet=123.456.7.8/24 £®/ELET.

UEMEnable true £/  false ZOF 73 E&ERLT, Dynamic Environment Manager 2%
(& false — b RUL—ZFWEIENCLET, T 7> a v EFMHE
L. Dynamic Environment Manager < — bk RU > —D&4%
e, ZoRY—pERINET,

UEMNetworkPath TFFRARX ZDA T 3 »I2lE. Dynamic Environment Manager 3> v —)b
271 THEEENTLWBRLRY T =0 NREZETDVENHYET,
/NR(F, //10.111.22.333/view/LinuxAgent/UEMConfig ®
£ORERATHELET.

F: 320tFaUT 4« AT 3 SSLCiphers. SSLProtocols. SSLCipherServerPreference (
VMwareBlastServer 7O+ XA T, VMwareBlastServer 7Ot X»sBAts =N 5 &, Java Standalone Agent [
INSDF T arENSA—4ELTELET, Blast Secure Gateway (BSG) BB TH D L&, ZhHDA T
>3 V(EBSG & LinuX 7RI by TOMDESGICHELET, BSGMHEMNTHEEE. NS5O T avidss
A7 hELNUX TR by TOBDERICEELET,

AX—bF RV — DER

AX—h RUS—EFEALT. BHEDVE—FLNUXTRI by TTOUSBUSA LI Uy TR-FUS
AVOR OSAT b RSAT VEAL LI MREBROBEEHIETEET,

REATRO by T&ER@TTVTr—23>0USBUSA Lo~ REBEIRL 2V TR—BUSA LIS 54
TUhRSATUTA LT~ Web BLU Chrome 7 7 1 JVEREHEEE. FIHIBT A7 7 AL OBEZHIE T 51
—Y-RIEREDORY > —ZFERTEEY., I—Y—RIRRED Horizon A — kR > —3ATA UEICERS
NEITH, Ly avOBEERICEHRTEET, 1—F -ty avIIBERLALLE(C Horizon v — kR
Vo—Z2BERATSICIE. PUHAENDIRVERETELRT,

IV RaA—H¥-—DarEa—F%iLE L& EIC Dynamic Environment Manager ICk>Ta Y Ex— ¥ RERH

EICHERAINDRY >—FERTEET., 20 Horizon A —k RU S —(CkY. FlashvILFAF47 UFA L
U b AR USBUSA Lo bOEMEERIHITEE Y, 2 Ea—FRERED Horizon A¥—k RU 2 —(3
AVE2—YDEFKICERASINETNS, v a y OBERRICEHTEZET,
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AX—hFRUD—CLY., BEDEREDNHZEINIIGEICOARENCHRDIR) O —EERTEET, 22E 2
—H—PEEORY NT—=ILUADPSVE—F TR MY TIEELTWBIBRIEISAT N RSA4T UFAL L
O NEREEEMNICTBRY—ERETEET,

AX—bhRUL— DEH

AX—hRYUS— ZFERATDICIFE. Horizon 7 BEMEEDEMHZE-THELHYET,

m AX—h RUD—TEBRBITBHUE— b TRZ by 7, Horizon Agent 7.5 LI & VMware Dynamic
Environment Manager 94 LIigZE A > A b —IL T 2B EDBH Y ET,

B AV—hFRUS—TERBTHUE—F LINUXTRY by FIC#EET S12(F. 2—H—58 Horizon Client 4.8 LU
EEERTH2HENHY ET,

m /etc/vmware/viewagent—custom.conf 7 7 A JLC, DEMEnable #+ 7 3 > #H%NIZ L. DEMNetworkPath
FT A EBRETHILENHYET, LNUX TR by T TOERTZ 7AIIVDF T 3 v EEESRBLTE
0N,

B RYNIT—OHFRN—DICTIRRT BTG, 9FAT7 N T—284A A=V T HHLEDRHYE
¥, =& &1E Ubuntu 18.04 > RFLDHE. NFS it BER L —Y BIC nfs—common /Xy o —2 %A
YA N=JLL. Samba #5R b L= HIC cifs—utils XNy o —2& 4 VA M=LLET,

Dynamic Environment Manager A >R k—Jb

Horizon ¥ —k RU > — ZFERAL T, UE— b LiNUXx TRZ by THEEDEMEEHITET 5 (21E. Dynamic
Environment Manager 94 Lg% U E— k Windows TR by FICA VA =L TEHENHYET,

Dynamic Environment Manager 4 > X k==&, VMware ¥ O0— R RXR—=I M54 0 AO— R TEET,
Dynamic Environment Manager \RiEZEE 4 5EED Windows 7 X% v 7(Z Dynamic Environment
Manager 82>V —)L AV R—F> h&A YA =)L TEET, Windows 7R kv 7® Dynamic
Environment Manager 88>V -l UE— D LINUX TR by TDOUE— N TR by THEDENE
EHETEET,

REATRO by 7 T—bDiga, RDSTRO by T £y 3> E&1R#d % RDS KX kM Dynamic Environment
Manager 24 > X =L LE T,

Dynamic Environment Manager @2 X7 ABH B L UTL/EA > X b—JLFIBICD W TIE, VMware Dynamic
Environment Manager 4 YA r—=JLERERF 1AV FESBLTIES,
Dynamic Environment Manager M #&ak

UE—b TR by THEDRAT— b RU—%4EKT 5(2(F. Dynamic Environment Manager Z# 5k L TH
SERTIVENHYET,

Dynamic Environment Manager ##m 3 % (Z1%. VMware Dynamic Environment Manager & 4 A K DR
FIEICRNET,

Horizon A< — bt RY L —FBFE

Dynamic Environment Manager T Horizon A% —k RU > —ZERR LT, UE— MEREOBEZHITL £,
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NHETRI Sy TERET7TVT—2 3> USBUSA Lo~ RIEERIL. 2V yTR—RUSALI N 54
TR RSATUSALL O~ Web LU Chrome 7 7 1 )VEREEEE. HIRIET 07 7 A IV OEEEHIET 51
—Y—REFREDORY > —ZERTEES, I—F—RERED Horizon A¥— b~ RU > —(FATA VEISEBS
NETH Ly a OBEERBICERTEXT, 1Dty a ICBERLALSE(C Horizon A7 — kR
Uo—Z2B/BEATHICE PUHEINDIRVEZRETEES, RUS—OFMICDNTIE. [VMware Dynamic
Environment Manager E74 K] @ [1—H—RIERED Horizon A¥—hk RU S —DFEFE] 2TBLTE
=0y,

IV RO Ea—FZiLE L& EIC Dynamic Environment Manager IC&k>Ta Y Eax - RIERK
EICHERAEINDRY O —EERTEES., 20 Horizon ¥ —k RU P —(CkV., Flash I FAF4T7 UFA L
U b HEERL USBUSA Lo bOEMEEZFIEITEE T, 2 Ea—FRERED Horizon A¥—k RU > — (3
A2 —YDORBBICERENET. By a OBEGRICEHRTEZET. RUS—DOFEMICDONTIE,
IVMware Dynamic Environment Manager €274 K] O[3 Ea—FRIBHRED Horizon A< — K KU 2 —
DFRE] EBRLTLEEL,

@&, Dynamic Environment Manager T 9 2 U E— MERED Horizon X< —k RU O —8&E(E. HdT 5
LERAR) F=BLWIN—T RU S —FELY HBEINET,
Horizon R —k RU > —FERADEHEDEM

Dynamic Environment Manager T Horizon R3x—hk RU > —ZEET BHE. RUS—EFHICT 2LHDL
ERXRHEBMTEET, LA - -—DPREORY T —0LANSUE—F TR by TIZERLBEIC
DHISAT o RSATDVEA LU MEEEEBYICT HRMGEZEBMTEET.

BE: HR-—PFPINTWBRU—FBEZUE—bFLNUXTRZ by TTEMICT S(21E. Horizon A~ —k 7R
—DERICROFZMEZEBMTIHVENHUET, N5E. BEYR-—MENTOIHE—DRHETT, OFHEDN
BESNTNDIEE, KEOTHHmOERIL false (AU ET,

KRO-3.UE—F LINUXTFRY by TOMAEEHE

KR A
Operating System Architeacture ARV =T 4 VT DRTFADT —F T 0F v E#HALET. EE LINUX ICRTETIHENHYET.
Endpoint IP address IVRRAVNIPT RURDBERHEANICHZIMNEDDEF v o LET., SBEDEBEEED T 1 —

WRICT2E0 LBREN. BEDT7 4 —IVREZEICTSHE 255 LBIRENET,

72720, ROBIDESIC. EED Endpoint IP address £HEHETE=ET,
Operating system is Linux

AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

Dynamic Environment Manager €3>V — /L TRHZEME I MRES 2HEDFHMICD N TIE. [VMware
Dynamic Environment Manager 374 K] 2SBL TS0,
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Dynamic Environment Manager @ Horizon X< — k RU > — DR

Dynamic Environment Manager € 1>V —JL %&£ L T, Dynamic Environment Manager @ Horizon X<
— b RUD—ZERLET, Horizon AX— bk RUL—ZFETHLEEIC, AX— b RUS—ZFHICTTSHHIC
VEBRHEZEMTEET,

IS

= Dynamic Environment Manager 4 > X k=)L L T# L £ 9, Dynamic Environment Manager @ >
Ak =)LE LU Dynamic Environment Manager D ESIBL T 20,

m Horizon Rx—hk RYU L —FEEZEBMTEIRMHICONTEBLTEEEY, Horizon Rv—k RU o —FE
NDEHEDEMESBL TS XN,

m  DEMEnable # 7> 3 »EF#MICL T, /etc/vmware/viewagent-custom.conf 77 A /LT
DEMNetworkPath 7> 3 V&R ELET, LINUXTRI by T TOEBR T 7 A IIDF T a0 EZTFEESRBLT
<&,

o Xy M7 0FBEEMNPENESIL. Dynamic Environment Manager ZEFWEB AT T TE 5L D IT.
FLOWRTY—h RUS—FLEEHFEINLCAT-—F RV —ZREFLTHLS 1 RLULERBLEET. HEBEZT5
TRy ZICHEBELTOWADIY FA—Y—([CBMLET,

ARTRI N TEREGT7TVT—23 > D USBUSFA Lo~ REBEIRL. 22Uy TR=—R UL LI~ 954
TohRSATUETAL T~ Web LU Chrome 7 7 4 )VEREHgE, HiBIR 707 7 1)L OBEZEFIET 52
—-IREBFEDRY > —Z R TEET., I—F—REFED Horizon A¥—hr RUZ—(FATA VEFICEAS
NETN Ly a v OBERBICEHRFTEET. - -ty a vIlBERLAEE(C Horizon A9 — kR
U —EBERTAICE. MJASNEIRIERELET,

IV RaA—H¥-—DParEa—FZiLE L EIC Dynamic Environment Manager ICk>Ta Y Eax— 4 RERH
EICEAINDRY > —EERTEES, 20 Horizon A¥—k RU P —(CkV., Flash I FAF4T7 UFA L
U b AR USBUSA Lo bOEMEEFIEITEE T, 2 Ea—FRERED Horizon A¥—k~ RU 2 — (3
AYE2—SDEBFICEREINET Ly a OBERRICERTEET,

Dynamic Environment Manager 31>V —)LOERAEDFMAICD L\ TIE. VMware Dynamic Environment
Manager & A4 RRFa AV FESBL T /ZE 0,

FIE

1 Dynamic Environment Manager €321 >V —)L T, [1—H—RE] RN TLI—F-REZEDR > —
EZERTAD. [AVE2— YRR 47 TaYEa—9BREREDORY > —&ERLET,

BEfzD Horizon A — bk U L —EENH BHBEICIE. [Horizon Ax— bk RU S —] RA VIZRRENET,
2 [Horizon A=—hk RUS—]ZBRLTWERK] 22V v oL, ILWAY—F RUS—ZHEKRLET.
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3 [FE]YTEBRL, AR— b RUL—BEEZEELET.
a [BMFEE] a2 T BRI TFAMRYIRICAY— b RUS—DEFIEANLET.

EZF AR=FRUL=DBOSAT b RSA4T UEA LU SERERICHE T 2158, (DRIEEDRT
—hRUS—REMITET.

b [Horizon Ax—hk RU L —FE] €0 a > T AX—hr RUS—ICEDDVE—F TRY by THEE
REEBEIRLET,

BHEOUE—N TR by THEEEBIRTEET,
4 JYE—PFLNUXTRI by TT. ILWARY—F RUS—DERZHZEZEMLET,

a [BHlyTEBRLTCEBM EIY YL, [(ARV—F 42 SRTFAT—FTF0F v LEEBIRLE
ER

b f{E#% Linux ICRELET.
Operating System is Linux

c EmM#EZYYILT, [TVRRAVEDIPTRUVR] RHEEBIRLET,
[AND] BEFNBT 74 b TEMESNET,

d [ZVRRAVEDIP7ZRVR]I 4705 Ry AT IV RRAV D IP7 KLU REEEERE LT [OK]
20Uy o LET,

RICELOWXDOHIZERLET,

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 REIEIVYILTARAIY—FRUL—ZREFLET.

Dynamic Environment Manager (&, 2—H—HUE— b TRI by 7RI BER T 5720 Horizon
AR—bRU—ZNEBLET.

Dynamic Environment Manager (F#EHDRAY—r RU S —E2 AT — b RUS—ZDTIIVLT7 7Ny MECLEL

9. Horizon R<v—k RU > —(F, [Horizon AX—k RU =] RAVIZTIT7 7Ry MEICRRENET., R
I—hRU—DHRETIHE. REBEICWEBINEZAT—NRU—DPEEEINET, =&AL Sue &EWVD 21—
H—DUSBUFA LI NEFMCTS Sue EWDRT—kRUS—HHY Ubuntule0d EWSFRI Ny T 7

—ILDUSBUFA Lo bEEMICT S Pool EWDRIDRT— Kk RU > —h3dh 5184, Sue H3 Ubuntu1604 ¥R &
by T T=IDUE—F TRy FITEHRLEEZCUSB USA Lo MEEEDSENICAZYET,

Linux 7 X2 kv 7® Blast & D4l

VE-—FTRIMYT TARTVADA AP RBEEREL T, - —DERREEZALTEET, 1 A-TFK
BzmltddLE Ry MV —VERDBIAREICHDGEETH, —BEHOHZ 1T -—DEARREMIFTEET,

VMware Blast Extreme 7’8 b+ aJLERE D
VMwareBlastServer 8 KUV ZDEE TS &1 > Tl #7714 )L /etc/vmware/config BMERINET.
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% 6-4. /etc/vmware/config @ Blast #m A+ 7 a3 > Dl

Zo0— R/
F7var# NSA—H =& LAN LAN =/A WAN YEWAN EFEWAN 5=
HIRIERE RemoteDisplay.maxB 1000000 1000000 1000000 (1 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) Gbps) Mbps) Mbps)
&A FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
A—TAFBE RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
#FrmE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
FrmE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35
PNG) ualityJPEG
ForamE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20
PNG) ualityJPEG
FRME (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
FRME (H.264) RemoteDisplay.gpmi 10 10 10 10 10 10
nH264

LInux 7RI by TDOSAFT N RSAT VALV I NF T3
> DY

9547 RSA4T U423 ((DR) AT 3 &R L T UE—MD LNnux TR by Ihs0—5h
WY RTFADHEE I AN ERSA TICTVCATEDZNEIDERELET,

/etc/vmware/config 7 7 A JVICTY FUZEEBMLT. CORFBEEERLET,

ROERBITIE, d:\ebooks & C:\spreadsheets 7+ /L ¥ZEZHEFLTHAD 7 AN FEHmAHBMUERICL, 2
SAT UMD T AN T EHBETERNLDICLTWET,

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

HIDFITIE, A7 a3 E2@8UI/N—RTBICIE A< [,] % ebooks & spreadsheets D ICEL LENDH
UET,

cdrserver.sharedFolders # 7> 3 v (C&ENS [R] [F. ZOREICKRREINTVWEZIRNTOT7 + VT ICFEE
RIFLET., &ROFITIE. RED /home/jsmith 7+ )L NXRADBICOAEEBENTWETH. ebooks &
spreadsheets 7 A )L ¥ DEADHEAHIYEFRICZY ET,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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Lénux TFTRIONY T T—ILDIEREE
I

Linux (RE8< > > E#BRLTUVE—F TR by TELTERT B ICE LNUXREBY S VDT RO by T T— )&
T 2RENDYET.

Horizon for Linux Tl&. ROTRO by T T—)b #4 TisHR—bSIhET,
m  vCenter Server DIRMEY L U BHEFHNT A by T T—Ib

n HPftEnhfRes0-2 TRV T T=)b

B (VRIS OO-Y TA—TA VI TR T T

vCenter Server DR U MHBFET RO by 7T TV EERT 5121, TRTOIRET > > (C Horizon
Agent 24 Y A=V 2HENHY ET, RIC, RV -—NTRIMy T T—ILERD «+ P — REFRLT. R
I ETAI MY T T—ILICEBMLET, Z<ORETS O/ O— 2 &#ERT 208, Linux 722
Ny 7O—ET 704 DHEESBL TS,
HBEtShi=RehkhosO—r TR by 7 T—=IVEERT B5I121E Linux kBT > 7> 7L — kI Horizon 7
Agent 24 YA S—IVT2BENHYET, RIS, BHEY—NTRIMY T T—ILERT AP —REFRL T &
eRETY D/ O— 2 EERLET,

ARG N vO—=y 7O-T4 >0 TR My T T—)LEERT HI12(E. PBIS Open BEMNERTE S /= Linux
R~ >IC Horizon 7 Agent 24 > XA =)L LT, T 7 —bEERTHIHBENHY ET, KRIT. EHEY—N
FRONY T TR D« ¥ — REFERBLTC. AVRY N o0—2 JO—FT4 0 TR My T T—ILEER
LET.

ZDE[CF. RDOMEYIDBEENTNET.

Linux iR FEETR2 by 7 T—ILDVER

Linux 7 R by 7 7—ILDOERE

Linux o BEiban=memoa—Y TR My 7 T—IVDERR

LInuX DA YR~ 40—y 7JO—FT 40 TR v T T—ILOVERK

m “7O—Ah PowerCLlaw >R

Linux iR FE8h7 R by 7 T—ILOER

LiInux IR > > DF#T RO by 7 T—IL&ERTEE T,
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LT LINUXRX—=RDFFHTRI by 7 T—=IVICHEBEDREEITOBEDHA RSA VEHBLEYT., FHFHT X
Oy T T=ILOEROFEMIZDNTIE, Horizon Console TORETF R by 7Dy b7 v TE2SBLTLE
=0,

BIRRMY

m  Horizon Agent B Linux # XA b OS T4 YA b—ILENTNB I EEHRLET, Linux REY > >AD
Horizon Agent @4 > A b —)LESRL TS L E N,

s VMware vCenter Server 53 Horizon Connection Server [ZIBMM&EN/=Z L 2R LET,

FlE
1 Horizon Console T, F&#h5Ro by 7—)L&EBMLET,
(AR RUT-[FRO My T]-(EM] DIBICERLET.

F: BACTRI by T T—ILIZ, Windows & Linux OIRIE< > &R LANTLS 72E 100,
2 FEHTRIMYT TV EBRLET,
3 vCenterServer TEBH/ZIIBEEBINTWVRIMRETS VEBIRLT, kN &E# )y o LET,

4 FROMYT T=IVIZHBEI DAY -2NUHTICTDONWT [BR] F-E 7O—FT« 7] onITnnz
BIRLT, (kN1 &= U v o LET,

5 D4Y—-ROERICHES>T, T—ILEERLET,

[FRINY T T—ILDBE|R—T. XA T a3 v E28FLET,

FTFar e
T+ ERRTO N VMware Blast

A—Y-B70rINERIRTEZLDICT (AYAY-4
s

3DLr45— 2D kg vSphere Client £7z(3. VDGA 24 by 7. XU VGPU Fx & kv 7z NVIDIA
GRID vVGPU #{ER L TEE LY,

F: ToIIORERIMAETT, FELTHEWNGE, TR by IANOEENERBLT. AN IS —%T
Sy o RO =UPELBGEDHYET,

6 TRIUNYT T=IEERLEE TROMYT 7RO VICHT 2EKEI—Y -5 LET.
Horizon Console T. [FR & kv 7 7—I] 38R L. [&E&] > [EREEM] DIEICERL T, 22— —F7/=(F
IN—TEEBMLET.

Linux fxf8~< < %, Horizon7 ZBRALABIETUE—N TR My TELTERT EHNENE L,

Linux 7 X2 by 7 7—ILDEE

FETRIMY T T=IVEFERL. T—ILIZLnux <X o #8BMT5E, BEBRICKVYFEFTRAO Ny T T—IL
EEETEEY, FHTRI MY T T—ILICIE LNUX TR AR —F 4 25 S RTFALEFTEEBINT 2VELD

VMware, Inc. 116



Horizon 7 for Linux ¥X & by 70ty b7 v 7

YET, F—/LIZWindows & Linux R k OS OfiA & ENBHE, 7—IbF Windows 7—)L & L THkbh,
Linux 7R by 7ICHERTEE R A
BEEEDOYR— b
. FTRUMYT T OEMEEITEME
n BE}TROMYT IO oO— R
. TRUMYT T-IVDHEIR
Horizon 7 WoARBY > »EBMUNLIEY. T4 RIDSRETS VEHRTEET,

VE— FREDYR—b

x/7-1.UE—-EE
JE— FE *Fav
UE—F I OERRY > — B EREEEZITDEN
B IIUEEIINT—F
B HIRVR
| VAR i
YR ICESNICOS AT B EBEbLICRT
. ETLA0
B NI

A-HY—ICkBII DUty NEIREE | BN
Al [ IAYAY-4

A-—G—DEEDISAT YN FRALAD5E B (0
v a v EERICHBTESLCTS YAy

REMBIVA-—VDBHBEEHT RISy T 7= B [0

BLU7O0—F4 I FRONY T T=IT " AYAY-4
(AIATHICT LV EHIR]

Horizon Console D ¥R —
B Tyl g EYR

B Byl OasT7UN

m TRy TEULRY NEREE

B AvE—JAEEE

BRATRAIMY T T=ILIZDWTIE, SRETS OA—Y—SUHTEZEBMLAEVEIBRTEET., Z<OBRIEET
51213, Horizon PowerCLI a~x > KLy hEFEARTZI2VENHY ET,

s Update-UserOwnership
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m  Remove-UserOwnership

F: [VE-PFRRTOPINV]EFZEEFEELZNTLEZS N, INSDFEIF. TR by T T—ILOVERREICHE
ELEEOEXICLTEKLEDNHYET,

BRE FT7ar
F7HIERRTO NN VMware Blast
I—Y—mM7OraNERRTEDLDICTE W&

3DLrsys— m 2D %7213 vVDGA o vSphere Client ##R L TEET 5
= NVIDIA GRID vGPU

SMIZD W TIE. VMware Horizon Console OEEB RF 1 A hESBL T E),

Linux D B8t Ehi=eizorO0—> TR 8y 7T 7T—ILOER

Linux R~ > O BEEMEENAZREHI/O0—2 TR MY 7 T=IVEERTEET., BRI NZmLHI0—
VTR Ny T TV EERLUZEIE. Horizon 7 07 7O/ BET Linux RETS 2 UE—-—K TR by 7 &
LTERTEET,

UTFTELNUX A—RDEBFEE S0~ FRY by T T—LICBADREETIBEDHA RS5A LV ERALE
¥, BHEFRE/O0—2 TR MY T T—ILOEROEBIZD W\ TIE. Horizon Console TOREF R by 7D+
v N7y TESBLTIES,

IR

s Horizon Agent B Linux 7 XA b OS T4 YA b—ILENTWBZ LEHRLET, Linux RET > >AD
Horizon Agent 4 > A k= )LESBL TS,

B RETSCOIO—-VEERTSE1IC. VA—ORELLIREY Y T 7V—MetERLET. Linux 7
ROMY T R DIO—VEERTBEDICHRETY Y T 70— b EERT228BL TS,

m Winbind vUa—>ar&#ERLT. Linux R~ > % Active Directory [CSMMX #5154, (REY Y T
>7l—brTWinbind VUa—>a>OBRERTT2HENHY ET,

m Winbind vV a—2 a3 aERT 58 RETS Y TRAM VBT 572000 RERTT2HLEND
UEF, Yz ROUTNIZOaR > REBIML T, /etc/vmware/viewagent—custom.conf [Zd 5
Horizon Agent ™= 773 3> RunOnceScript [CZDRZ U 7T hD/NREIFELE T, FHMICDWTE. Linux
TRy T TOEBR T 7ANDA T a VEREESBLTIEZ N,

m vCenter Server 3 Horizon Connection Server [CEBIMENTWSZ L &R L £,
FlE
1 XM HRYTA RDHEEEERLET,

vSphere R~ L BB RF 1 A > +D [vSphere Web Client T Linux BT h R4 <A DR %
SHRLTZI, HEEERT 256 ROZEELTELIBEL T ZEIL),
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B &

=45y MriEx >0 OS  Linux

aAvEa—44 R~ 2EFERALET,

RAA> Horizon 7 BIED R A AV &_ELE T,
Fy hD—UBRE ZHELXY b —UREEFERALET.
754< 1) DNS BWRT RUREEELET,

E: TYANOSOHRITA DY R— b—BOFMICDWTIZE, http//partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf 8B L T 2& 0\,

2 Horizon Console T, BE#TRI by 7 T—ILEEBMLET,
[4 >R hUT-[FRY by 7] -[EM] OIECERLES.
3 [BEMtENAETRIbY T Tl &BRLT, (RN &0V v O LET.
4 [ZIMRIEvv] EBIRLT. vCenter Server f > X4V R&EIRL, [k &2 U v o LET.
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5 UAY—ROIERICHST. T—-ILEERLET,

a [FROUMYT T-IDRE]| R—I T, ROFATaVERELET,

*T7a> FREA
F7ZHIbRRFA ML VMware Blast

A-—H-M7OFINERRTEZLDIC [AYAV-¢
EX)

3DLrys— 2D ik vSphere Client £7213. VDGA ¥R kv 7. XU VGPU FR 4 kv ThR
NVIDIAGRID vGPU ##ERLTEELET.

b FOory7repERRInis, REYS VOERIFF] AT a v 28ELET,

FFa>r B
ZRIEFETIEE ZHIEFHTANLET,
ZEiftrNy—> f=EZIE LinuxWM-{n} DL D ITEFELET.

RDFRO by T T—IDY A RREF T a v &RETHHENHYET,
B YU UDORAH
B ARTDINT—F AREDT > DE
c JarIr7rpiRrEnizs, vCenter Server DR EEIEEISERLET,
vCenter Server FEDEMKITTEE A,
1 F>7L—h

2 ARIEBR DT ALY DGR

w

RANEEIZIS RS
=X 7=
5 F—49XLT7

6 FTROUMYT T—ILEERLEE TR T T—IVADI S V(WS 2EREI—Y—(HELET,
Horizon Console T. [FR & kv 7 7—)] 38R L. [E] > [EREEM] DIEICERL T, 2—H—F7=(Z
IN—TEEBMLET.

7 TROMYT T=NDFRTO Linux RAEBY S > H3FAFTREIC/E D ETRHELET.

Linux DA YR >N o0—> 7JA—F4 I FRONYT T—)b
DYERK

[FROMY T T—ILOEMY 4 ¥— REFERTSE. LINUWXIRIEEYS VICA RS b oO—2 7O—F4 >4
FRUNY T T—IVEERTEET, AVRI b oO0—2 TJO-FT 40 TR by T T—ILOERE.
Horizon 7 EATUE—F 7RI by FELTLINUX RS VEFERATEET,
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Horizon 7 Agent for Linux (%. Ubuntu 18.04/16.04. RHEL 7.1 LIg&. RHEL 8.0 &7=(3 SLED/SLES 12X D X
TATDHAVRY b o= TRy T 7= R—-bLET,

F: Lhux TRy ThSERENIEA VR b oO—> TRy T T—)U TR VGPU S T4 v o R
HEEIIYR— hEShE A

LIFTld, LINUXAR—=ZADA VRGN 28— TR T T—=I)VICHBOREETOBEDHA RS A &5
BLET. 1>RFho0—2 TR My T T=ILOEROFHMIZD N TIL Horizon Console TO{RET X &
fy 7Dty F7 v TESBLTSESZ,

BIREMH

m  vCenterServer TIRIEY LV EER L. LINUX ARV —F 4V F S RAFAEA VA=)V TBFIEICDNTHE
BLTHEET, FMICDONTIE, REY VEERLT, LinuxZ24 A=)l 2E2SRBLTSEI,

m  PBISORREIY Y 2 —3 a>rF /=% Samba Winbind 7+ 7 4 >0 Active Directory Z#&9 2 FIBEICD
WCERLTEEET., SMICDLTE. PBISO (PowerBroker Identity Services Open) sRaED & E £ 7= (%
Samba 754> RAAL VSNMOHE 25BL T ZE ),

F: RHELBO #EITLTWA LinuX R O oA YR 00— TR MYy T T—IVEERT BIC
(x. Samba Winbind #7 =« >&Mm# &M L T Active Directory Z#& L %3, PBISO RiE&ERAT S
RHELBORE~Y > Tld. 41 >R ovO—=2 TFTRIMY T T=)LIddR—rENFEHA.

= Horizon 7 Agent for Linux @4 > X =L FIBICDNWTEBBL THEET, HMICDONTE Linux {RiEv >
»~® Horizon Agent DA » XA b —JLEBRL T,

m  VMware vSphere Web Client 2/ L T Linux RAEBX > > D/INT —F ZRED Ry T3y FEERT S
FIECDOWTEBL THEET, [vSphere B—R X NEHE : VMware Host Client] © TVMware Host Client
DRFv 73y bOmMF] 28BLTILEE,

m vCenter Server #3 Horizon Connection Server [CEBIMENTWSZ =R LET,

FIE

1 Ubuntu 18.04/16.04. RHEL 7.1 LAEg. RHEL 8.0 E7=14 SLED/SLES 12.x 34 > X b =)L En T3 Linux 1k
By (VM) ZERLET.

FMICDOWTIE, RET S AEER LT, LinuxZ4 > A =)L T 525BL T LI,

2 xoaxryRzEEALT Ubuntu 18.04/16.04 m< < > (2 Open VMware Tools (OVT) ZF#TA > R k—
IWLUET,

# apt-get install open-vm-tools

HBICDOWTIE. UE—F TR T FTTOAMHD Linux v > O%E(EESBL TS0,
3 LiNnUXTARMJE2—= a3V ITRBRIKENNYT—2CF8TRTA VA M=ILLET,

FHBICD W TIE, Horizon Agent Bk /Ny 7 —2 DA Y A b —)LEZR LTI EEL,
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4 Linux {R#8~< > > IC Horizon Agent for Linux 24 > A b —=JLLE T,

# sudo ./install_viewagent.sh -A yes

SEMIC DN TIE Linux (REET > A Horizon Agent D+ A ~—)LESBL T3,
5 Linux{rR#8< < > % Active Directory &ft&LE T,
nm PBISOREIVUa—arvaERTAHICE. ROFIBEICHNET,

a PBISOpen 85.6 LIEE#% https://www.beyondtrust.com/products/powerbroker-
identity-services-open/ »54 o >O— KL T, LINUX{RETS ICA R M=ILLET,

# sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh

b Linux & Active Directory m#i&® PBISO (PowerBroker Identity Services Open) 225t > 3>
DIFHREER L T Linux R~ > > % Active Directory &L £ 7.

m  Samba Winbind #2754 > 8&ERT 5I2(3. /etc/vmware/viewagent—custom.conf 77 A )L
T 0fflineJoinDomain % samba ICEREL £ 7

& : RHEL8.0{R#~ > > & Active Directory ED#E&ICIE. Samba Winbind 2R 20 EHH YU E
T, AT aVERELRWE ARG o020 DT7A—T 400 TR My T T—IILOERKIZK
BMLET.

B TS RAL UBMEENIZT D158, /etc/vmware/viewagent—custom.conf 7 7 A )LD
O0fflineJoinDomain # 7 3 % none [CRETDHENH UV ET, A7 a v ER/ELLNE 41X
SN o0—DT7A-T 4T TR MY T T=ILOERICKBLET,

6 DHCP 4= DNS H—NIZT7A—RF++ X LAMEEICE, Linux 2 XTAD DNS H—NEIEELET,

FLWA R o0V RIS VEERT D E FILWMRERY 8D =0 7T MEMENES, 4
VREZVE VA= RETIUICHLWRY N0 T T EEMT R E REYI Y T —FAD
DNSH—NEDRY NT—0 THTIDTRNTOHREDKRDONET ., PBIS (CIEHEIMZ DNS 4 —N\DPHE
T. /etc/hosts TFODN v v E ZIdfERTEE A, 70— MERESNARET S VICHL VR Y b —
O T TIEBMUEEEICDNS ¥ —NBRENKDONANLD(CTSICIE Linux ¥ AFATDNS H—/n\%
EETHIBENHYET, =& Z21E Ubuntu 16.04 > X5 ATIE. /etc/resolvconf/resolv.conf.d/
head 7 7 A JLIZ&DITEEBML T, DNSH—NEEELET,

nameserver 10.10.10.10
search mydomain.org

7 (7 a)wREZ—p LinuxVDIA >R~ s0—> T -2 b0 Jetc/fstab 77 A IJLIZNFS <
v hEEMTSEEE. ROWThHOFEEFERLET,

B ROEDIC. Jetc/fstab [T [soft] 75 F&EMLET,

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192,timeo=14,soft,intr,tcp
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m  /etc/fstab T [soft] 75 /&= ERLAWESIE. LINUX RIS VDI REY 4 A—2 T, /etc/fstab
ERETEE A, /etc/fstab 77 ANEBRESTH/NT—FT7 X1 T &L T, ClonePrep v —
JVICIRETEET, FHAICDWTIE, VMware Horizon Console OEBESBL TS EE ),

8 Linux{rREvI &I+ v gL, VMware vSphere® Web Client &R L T/X7 —# ZHEED Linux 1k
YL DRFyToay el RRY— A A—2EERLET.

SEMIC DN TIE. [vSphere B—HR X MEHE : VMware Host Client] © [VMware Host Client 2+ v 72 3
v FOEE] ESRLTIESL,

9 Horizon Console T, B#TRI hv 7 T—ILEEBMLET,
[f >R RUT-[FRO by 7]-(EM] OIEICERLETS,
10 [B#MtSNfZTRI MY T T #BRLT, (RN &SV VI LET,
1M [4>Rg > b o0—2] &ZFRLT, vCenterServer 4 Y R > R&EZIRL., [kRN] &2V v I LET,
12 49— ROIBRICES T, T—ILEERLET,
a JRrvI7EpRREINES. (REYSVOZFRF]I AT a v ERELET,

FFa>v BieA

JOESazZ i ERARNICTS AT a3 EBRLUET,

IS—[ckY7AEYa=rJ%&EL DX T avERIRLET.

LTI g —> TRTCDTRI by TREBIIVEDT VT 4 v 0 R (ZDRIC—BEOHFENELS) &L
T Horizon 7 TEMT /89— #IEELET. 2& XL LinuxVM-{n} LIEEL £
ED

RV DERRE T—IVADT LV DOEHERERELET.

ART D (RT—FHRED) <2 2D A—HF—DSFAREEMREERDTRI by TREYL VORERELET.

eI VERMICIOEY 3 =Y ZOF T arEERTHE. Horizon 7 13 [W 2 v DHREAE] (TIEELHBOREY S >
#70EY 3= 0 LET.

b 7or7hpBREREINZS, AL—VEEARY 2 —I(C [VMware Virtual SAN 2R3 2] 22IRLE T,
¢ FAOrYI7EMBEREINES, RAACDFE. Active Directory 3> 77, RIET S Do O~ EREIC

ROTTDLEDNHDNRI LRIV TERELET,

EEZ: (lonePrep XU —F 7 £/ (ZRAEBR RO U T NeERT 2BE(F. AU TN /var/
userScript Z#)LFICH Y, root A—H—(CLo>THEZN. 77 AIERD 700 (CERESN TS
LEHRELUET,

Horizon Console T, [4 >RV RUI> [FRU by 7] DIBICEIRT A&, T—ILICEBMENTNEEBYICTRY
by TIRIEEYS VERRTCEET,

T OERE. ToIBEEL TS EE(C vCenterServer 4 YR R UMBIRY — A A= EBIBRLIEY.
UKW= LW TLEZE N, vCenterServer DA R RUMDSIRY — A A= DIRIET S &2 > THY
BOWTLEHEE. HOTEML, MEDAA—PEFERLTT Yy a2 A A—CERTTHILENHYET,
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RORTFY T

T=IZT O RTBHODERELI—Y — (5L ET, Horizon Console TOIRETFRZ by 7Dty b7 v
TO TR T T=IADERDEMN] 25BL TS,

70—A PowerCLIa< > R

Connection Server ® Windows ¥R & kv 7 TE £ MER Y XU &£179 % Horizon PowerCLlI cmdlets
(&, Linux 7R by JTERTEET.

FE}TRIMY T T=ILDERR

Add-ManualPool -DefaultProtocol Blast —AllowProtocolOverride $false —-threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

Linux 7R by 7DFE. ROF T2 3> L{EFHETT.
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu, VGPU 7R & kv 7DiFE(L —threedRender vgpu &AL E9. 2D/DGA 7
R by TDiBEL —threedRender usevc Z{FERLET,

[51]

n RIEET > (VM) LinuxVYM-01 . LinuxDesktop £ WS &0 70—F 4 > D Linux TR by 7 7—)L &4k
BLUET,

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —-Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

B LinUXVM- EWDRET S VZTHRED TR TOREY S > %#FD LinuxDesktop &£ W5 Z2DEA Linux
VGPU TR by 7 T— IV &R L £ T

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol

Blast -AllowProtocolOverride $false -Persistence Persistent -threedRender vgpu -Pool_id
LinuxDesktop

n HUDORHELO6X64 RAE< > T7O—F 4 > Linux 7R & kv 7 7—)b LinuxDesktop Z¥Em L £ 7.
Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-

ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop
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&G sO—OBtbENETRI MY T T—ILEER

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
—NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—ResourcePoolPath <Resource Pool Path> °
—dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

Linux ¥R by TDIBE. RDA T a3 v EEFWBETT.
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu VGPU 7R & kv 7Di5&(3 ~threedRender vgpu Z2ERALET. 2D TR b+
v 7Mi5E 1% ~threedRender usevc ZERLET.,

[61]

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedrender usevc®
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id
—NamePrefix "FullClone-{n:fixed=3}" °

—Persistence NonPersistent -deletePolicy DeleteOnUse °
-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
—templatePath "/LinuxVDI/vm/LinuxTemplate" °

—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—-maximumCount 100

TRY by T T=IVOEREBINEZITHIBR
m  LinuxDesktop (2. K44 > mydomainorg ® R A4 > A—H— F)—FITFHE5LET.

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

m  LinuxDesktop 7»5. mydomain.org RAA YD RAAL Y A—H— JIL—TOEREZHIBRL T /ZZ 0,

Remove-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain
"mydomain.org").sid
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EAFRAY by T T NORET S VL, ELRRETS Y HSI—F—£EHY
LTHHHIBRLET

n ERATRILYT T-VICH B, LinuxWVM-01 (R#E< S > IC myuser 1—H—%BUHTET,

Update-UserOwnership -Machine_id (Get-DesktopVM -Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

B ERTRINYT T=ILICHSB. LinuxYM-01 fREE< > > 5 myuser 21— —ZHIBR LT
Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id

TRy THEREQIF T

B myuser DT R by T vy arhonsdTURLET,

Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

780—4 PowerCLI a~x > KLy FOEAICDVTIL, [Horizon 7 o#&] @ [Horizon PowerCLI @ R 2%
BLTEE,
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FE}TRAIMYT TN DIDHD
Horizon 7 O—3F7 704

Horizon Console Tlz. Linux Tl37z< Windows ¥R by 7 > > D7 — )& BENICERTEEY, =720,
Lnux 7ROy IR0 7—IVOTF 7O/ 88T BRI T NERRTEET,

BEINTWB Y TIL RO T RE BIROBZEBMELTWET, -0 TV RO T RNEFERTS
EEICRAETDHAREMDHDBEICDNT, VMware (—1FEEZEVEHA,

ZDEICF. ROSEYIDEENTNET,

m LiInX TR by 7O—ET 704 DHE

m LInXTRI Sy T7O—ET7 v 77— ROME

m LINUXTRI by T RO 00-VEERT BOICREYS Y T 70— M EERT %

m Linux 7RI by 7E2RRATSY > T7IL PowerCLI R U T RDAH T 741

. LinuxX RS >Oo/a—-2EERT DY 7L XU TR

m 00— ERLRIEY S > & Active Directory RAA »(Z8ME €2 7L XU T K

m SSHZEERLT/O-ERLZRBY S % Active Directory RAL (ZBME G2 TV RO U T~
m LinuX{RETSVICER 7 7MIIVET7 v 7O R8TV XU T K

m SSHZEFEALTLNUXREY S VICEBR 7 7MIVET vy 7A—RT BTV R0 U T H

m Linux7X& hy 7 <> Horizon Agent 27 v 7L — R¥ 585 > )L PowerCLI & U 7 &
m  SSHZEAL T Linux ki< > > T Horizon Agent #7 v 7L —R$ 25> 7L AU Tk

n LinuxRBE< > > TREERITST DY TIL ROV T

Linux 7R by 7O—ET 704 D=

Linux (RFET Ao by T—ET 704213, W<DODPDOFIENBHY ET, ZBOTRV by TE27T7O4TE5FE
BH 54, PowerCLl R0 U 7 hEEALTOW DODOFIEZBEMETE X,

—EDERETIE, Linux v > LT PowerCLl £72(E SSH LK >TaAY Y RERTTHILERIRTEE T, KD
KRTIE 2DDFEDEBVCDNWTHEALET,
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PowerCLI SSH

EBIDY —=ILDA VR ~—=)VITARE, m  Ubuntu 5413, a7 > K sudo apt-get install openssh-server Z{&f

LTSSHY—NEA VR b—=ILT20ENH S, RHEL & CentOS miH& (.
openssh-server 857 # )Lk TA VA M=)LENTNDH, T7 AT U4+ —)LERE
TSShHFASNTNBZ LR IVLELH S,

m SSHOSAT7UhT7TUT—3 2D pscp.exe & plink.exe #4H>>O0—R
L. PowerCLI R U7~ ERU T A WY ICEREBET 2HEND S,

Z7AINDT v TO—RETT Y REITILEL. Z7AINDT v 70— RETT Y RERITIERL,

ESXi R R D ERBERIEREANT DLEND D, ESXi R R hDEBRERFIFREANT HHLERBIRN,

EBHE/NRT— K (RY U T b&RTLT Horizon EBE/NRT— R (R U T bERTLTHorizon Agent &4 > X h—JLT B1B8) ®©
Agent &4 >R h—)LF BB4) ® Active Directory  Active Directory 2—4—D/XR 7 — R (R U T hERTLTRAA VICBNT B158)
A—HF—DNRT—K (RVUTFERIFTLTREASY AORHKRIFENEBTES,

ICBINT 5158) ADRHRIXFELRETE/ZN,

X

PowerCLIXR—=XDR U T rHEXIUNSSHR—ZRDR &) 7 ~E. vCenter Server €& & Linux EEED

IR — RADHFB/RIFEMBTEET, PowerCLI R—=ZXDX & 1) 7 ~F ESXi KRR FMEBED/SR T — RO
BNFHUEBTEET, CNOSDONTNDBEDIRT —TXFEARETT,

vSphere PowerCLI @RI D W TIL. https://www.vmware.com/support/developer/PowerCLI 288 L T<
220,

Linux 7R by 7 7= IlO—4ET 704 7O R Tl ROFIEEZRTLET,

1

A~ T 7 —brEERL, REET S T Horizon Agent 4 > X b—=)LLET,

LInux 7RO by 7 >000—2 &R T 2DICREBYS Y T 70— bR T 525RL TS
(AW

AN DRI A ADEREVERLET,

vSphere (R#8< < V&R R+ 1 4> bd [vSphere Web Client To Linux R h R& <A1 XEFDER] %
ZRLTLES, AREERT 256 ROBREELTELEELTILSL,

BE &

=4y MrEETS >0 OS  Linux

aAYEa—44 R~ 2EFERALET,

RAAL Horizon 7 \REBD R AL V&R LE T,
Fy RD—UBRE FHEXRY M- UREEFERLET,
754< 1 DNS BT RUREEELET,

E: YAROSOHRITA DY R— b—BOFMICDWTIE, http://partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf 288 L T & 1),

B >OIO—2 &R LET,
LinuxRIEE< > >0 o0— &kl d 289> 7 A0 U T hESBL TSI,
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4 winbind VU a1—> 3 EERLTVWRBAEIL. 20— RS N/zRIE<T > > % Active Directory (AD) K #
AVICBMEEET., TOBIRIUTRTRASSMOT Y RERTLEY, 77— MRIEEY S O THER
/= /etc/vmware/viewagent—custom.conf W TH 7 3> RunOnceScript #FHTEE T,

A= ERR L7=RIE< > > % Active Directory RAL (CEME G2 TV AU 7 ~EFlE SSH #1{&
BLToO— R L7=RIE< > > % Active Directory RAA VICBMEEE2H TV RO U T ESRBLT
STEELN,

5 RESTUOBERATL a3 EEHLET,

Linux IREE< >V ICIEBR 7 7 A IVET7 v 7A—RTBH T XU T hEIZSSH 2FER L T Linux R~
U 7ANET Yy TO—-RTEHEH LTIV RO U T R ESBLTEEN,

6 TRUMNYT T=ILEEBRLET.
Linux lRFET R by T T—ILOERESBL TS0,

RIS VDINT—F >, vy b, Bicdh £EE3HIRREDREERTTDIH TV AU T RZDNT
(2. LinuxiRIBE~ > > Cigffe 217350 IV A0 ) T ESBLTLESN, TORIZUTNEFERLT,
vCenter Server ®SRBE< L VEHIBRTEET,

Linux 7 A2 by 7O—4E7 v 75— ROEE

LinuUX lRFE#T RO by TO—3ET7 v T L —RICIZ. WS DDOOFIENHY £3, PowerCLI X&) 7 hD{ERIC
KSUFIEBOWN DhEBEFLTEET,

EEWNRNDTRI MYy TO—ET7v T —R

EEMRADRIET S V&, BEEMRELEERMRNADRET OA—FET7 v TV —RTBICE 2 TILDT
v 7O =R XU T NEFERLTH LW Horizon Agent # B0 REY S IC7 vy 7O—-RL, 7y 7oL —R
ARV RERTTHIVLENHYET,

n EEHKNORBYLVERFTDE BFOT RO MYy T T IVEBERATEET,

B EEMRADRETS UDHSEBMRIRET S AT v T —RTBEEEE BEOTRI My 7T T—)LEH|
BL. FLWT RO by T T—)VEERT 2VENHY ET., FEMICDNTE Linux kR~ > > To Horizon
Agent D7 v 7L —RESRBLTIZE,

BEEBWRTRAI MY TO—FET7v T —R
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m  Linux T Horizon Agent &4 > XA b=l 5 FIEEZ L<EBRELTHWT LS, 5 E Horizon Agent DA
YAR—IVESRLTSIEE,

. PERISEEIE. Horizon 7 BB 7 7 A IV EFERLTCAH T 3 2R ETHFIBICODVWTERLTEHEET, 60F
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5 Jetc/sudoers ZiREL T. 1T ViewUser ALL=(ALL) NOPASSWD:ALL ZEMML X7,

/etc/sudoers D ZMD{TTIE. ViewUser £ LT sudo #ETT 50/ RT—REMVEHYEHA, 2D
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6 LinuxTsRMUE2—> 3> MRHEL CentOS. %7=1% NeoKylin T# 5154, /etc/sudoers ZiR&EL
T, ROTZEZAA N TOMLET,

Defaults requiretty
Defaults !visiblepw

7 Linux 54 AbUEa2— 3> RHEL/CentOS 8.x,. RHEL/CentOS 7.x &£7=(% SLED/SLES 12X T/ \\&&
(Z. VMware Tools #4 > XA b—JLL £,

RHEL/CentOS 8.0. RHEL/CentOS 7.x. SLED/SLES 12x (Zix. 77 #JL kT Open VM Tools #84 > R ~—
WENTNET,
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Active Directory #t&4 A0 & R1TLE Y.

I27490Ry b7 v TS 5FIRERITLET,

Horizon Agent &4 > X k=)L L £ T,

sudo ./install_viewagent.sh -A yes

5 E Horizon Agent A » A = JLESIBL T ZE ),
Horizon 7 8 7 7 A IV EFER L CGEMBRERTLET,
R VE2 vy RO LT, Ry Toay bEERLET,
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7741
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ROEE. ANTZ7AIWICEENDAIEEDPHDBEHERL TVEXT.

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

YT RIUTRTIE ANT7 74 I0D&RFID CloneVMs.csv THY., CDT77AIBRZUTRERL T #)b
FICHHIEBENTNDILEZRHRELTNET,

Linux k¥ 8< > >no0—> #3557V A9 Tk

KDY T RO T RENRIRA XL TERAL, EFEOHOKREYL Y (VM) Doso— &R TEET,

UR=EHFTICROU T NORBEIE-LTHYAIFTBICE. ZOMEY D HTMLRZEERLET, HTML bk
([ Horizon 7 D RF a2 AV~ R=UHEAFTEET, D RF2 A ME https://docs.vmware.com/jp/
VMware-Horizon-7/index.html (2&% Y £3,

AOVTEAS

ZORLZY TR Linux TR by TEREET 29> 7L PowerCLI 22U T DA T7 74V THEAL TS L
SICTDDANT7 7 ANEHZHFBUET, £/ CORIUTNE ROBEREA IS T4 TICHERLET,

m  vCenterServer® IP 7 KL X

m  vCenterServer EBEDO VA V4

m  vCenter Server EEBED/XX T — R

n JO-— 547, TINOHERTEETT,

s VSphere (REEX > > VY —I)LEEHICTINED D

AoUThoar Ty

<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input
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[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS

TR($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($VMExists -eq $lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true
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$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($1line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec
$targetDSName = $line.Datastore
$destHost = $line.Host
$srcSnapshot = $1line.FromSnapshot
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$des

}
Disc
exit

$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —Name $srcSnapshot) -confirm:$false
$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name
tHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm

onnect-VIServer $vcAddress -Confirm:$false
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AU VT bDETT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\CloneVMs.psl

Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥k**

Clone Type<"Full"> : Full

Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes

JO— R 7O RICTHDBERBIE. TR T I ORICL>TEAY., o oHBEMICAVET. 70O
TRAMET L2 L&H#RT 5213, vSphere Client T, &EDT RO by FREI L UBNT—F 2 ENTNSZ
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IA— R LIERIEY SV TIE RAASVICSINT 2FIBHBIS —(2715572HTT, CORIUTRTIE RAA
VBT 226037 ROEFREYS O TRITSNET. OpenlDAP VU2 —2 3 &2 ERT55HE8. ZDXR
VUThERTTHHERHY EEA.

BR—DHFTICRIV T FORBTZEZIE-LTHYAMITSRICE. ZOMEY IO HTMLREFERLET, HTML bk
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m vCenter Server EEBED/XRXT— R
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. ESXiRREEBED/NNRT—R
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ARoUTvDa Ty

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input
}
# Handle input

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —-prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —-prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'
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# Main Script

#Connect to vCenter
#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword

if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

RO UT FOERFT
CDRUVVTREEFTTEE KDODAVvE—UBRRENET,

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

*k F¥k

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥¥#iikx

VMware, Inc.
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Type the AD user name to join the AD: viewadmin
Please type the AD user password.
Please note that special character in password may not work with the script.

¢¢¢¢¢¢¢

Your AD user password: *¥%¥FE

SSHZFERL T/ O— ek L7ciRIB~ > > % Active Directory kA
AVICBMEEZ YTV ROV T
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9.
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OO— R LIRS VT RAMVICBMT BFIEBLTS — (25D TY, CORZYTRTE RALS
VIZBMT 720Dy RBBRIET S > TRITENET, OpenlDAP VU2 —2 3 V&2 FERAT 558, ZDX
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES
#>

# Functions
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function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'

}

else

{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH
{

VMware, Inc. 141



Horizon 7 for Linux ¥X & by 70ty b7 v 7

Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]: :ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
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$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
{
Write-Host 'Exit since failed to login vCenter'
exit
}
else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

ROV T FOERFT
CDRUVVTEEFTTEE KDOAVvE—UBRRENET,

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥%%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥#iix

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥k
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Linux REB > VICEBRZ 7AWV ET7y7A—RTB35 TV X1
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host
}

[Console]::ResetColor()
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return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))
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{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

n
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)
{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
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3
3

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VT bDETT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥%%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥#iix

SSH 2R L T Linux IREB<T >V ICHEBR 774 )IVET7y 70— RT3
BTN RHUT
ROY TN ROV TNEhRITAXLTERAL. 87 7 1)L config & viewagent—custom. conf ##E#

o LinuxfRE~x> > VM) IC7y 7A—RT&EET, ORI YU TSMTIESSH Z2ERAL T, Linux R~ > > Cca~
VRERFTLET,

BR—=CHFTICRIV T MORBREIE-LTHYAITRICE. ZOMEY IO HTMLIRZEFERL £, HTML kk
(F https://www.vmware.com/support/pubs/view_pubs.html 2% Horizon 7 D RFa A2 hDR=TH5
AFTEET,

ARUVUTRNAR

ZORZY T NI Linux TR by TERET S5 7IL PowerCLI 22U 7 FODAHT7 74 IV THBAL TS L
ST DODANT 7 AN EFHFBRUVET, £/2e SORTYTME ROEREA IS 0T 4 TICHEDRLET,

vCenter Server ® IP 7 RV R

.
m  vCenter Server EBEDO S A V%
m  vCenter Server EEED/XRA T — R
m Linux{REEY>>0a1-H¥—-0J4 %
s Linux{R¥E<>>O1—H%— /XXT—RK
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ARoUTvDa Ty

<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit
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function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"
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#check if config file exists
if(Test-Path $config_File)

{

$setConfig = $true

write-host -ForeGroundColor Yellow
}
else
{

write-host -ForeGroundColor Yellow
}

if(Test-Path $customConf_File)
{
$setCustomConf = $true
write-host -ForeGroundColor Yellow

}

else

{

write-host -ForeGroundColor Yellow

'"config" file found'

'"config" file not found, skip it'

'"viewagent-custom.conf" file found'

'"viewagent-custom.conf" file not found, skip it'

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{

write-host -ForeGroundColor Red 'Both file not found, exit'

exit

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
"
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
#Try to delete the configuration file from home folder on destination WM
$cmd = "rm -rf config viewagent-custom.conf"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
VMware, Inc.
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if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VT bDEFT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehk

Your vCenter admin user password:

Your VM guest OS user name: ViewUser

Fdedkddehk

Your VM guest OS user password:

Linux ¥ X & by 7 <> > THorizon Agent #7 v 74 L— K33
H > 7L PowerCLI R U 7 +

ROY TN ROV T EehRFTAXLTERL. #HO Linux k87> > (VM) T Horizon Agent &7 v 74
L—RT&EET,

ZDRY YT ETIE Horizon Agent 4 > X b —JLHEIIC, BRIEY S VICA A M=FD tar R—)L&T7 v 70—
FLET. 7v7O0-R 2R7(E Z<ORETIUBEEN. Xy T —IDRAE— RPBVNSEE4FITEBLH
MAEZEDHYET, BREIZENT S(CE. SSHEZFERTEHIRIVTNERTT B A VAM—FDtarR—)L%&
HHBAICHREL THRET SV TERTEDLDICLT, 774007y TO—RERB[CT DI EMNTEET.
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]
TR($input))
}
else
{

$input = Read-Host
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[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists
if (! (Test-Path $csvFile))
{
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write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower(Q);
return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm -rf VMware-*-1linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user 'S$guestUser’

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller
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#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status”;

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit
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AU VT bDETT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fdedkdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: *¥¥#iix

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
1inux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature ("yes"™ or "no"): no

SSH R L T Linux fR#8< > > T Horizon Agent &7 v 75 L —
REBHTIVROUT

ROY TN RO)ThEhRIIAXLTERL. BHO Linux k38 < > > (VM) T Horizon Agent &7 v 74
L—RT&ET, CORZUTFTIESSHZERLT. LinuxRIEE<Y > > Tav >y RERTLET.

BR—=PHEFTICRIV T FORBEIE-LTRHYMTZICE. ZOREY 2D HTMLREFERLET. HTML bk
[ https://www.vmware.com/support/pubs/view_pubshtml [Z# % Horizon 7 ® RF 2 A > bDOR=Ih5
AFTEET,

ARUVUTNAR

ZORLZYUTME Linux TR by TERET S5 7L PowerCLI 22U 7 RODAHT7 74V THIEAL TS L
ST DOANT 7AINEGFHFBRUET, £/-. CORTY T ML ROEREA IS 0T 4 TICHBELET,

s Horizon Agent EULA (> b 2 —Y —(ERAHFHZNE) DFEH
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<#

Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]: :ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'

exit
}
}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
VMware, Inc.
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write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else

{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —-prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

Main
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#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard

-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after

upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

RO UT FOERFT
CDRUVVTEEFTTEE KDOA Vv E—UBRRENET,

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: #¥¥#¥%¥*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥i#iikx

Type the Horizon Agent tar ball path. Please take care of the installer arch:

1inux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent—

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature (""yes" or "no"): no

Linux REE< > > TIRIEERTT BT TIV AHUT b

ROY TN RO T REARITA AL TERL, 50 Linux REE< > (VM) TIEEEETTEET, BIEIC
(2. RIEER S DNRT—F >, RO—FT, S vy gy, BLUHRBRDBEENET,

DR T RICLoT. vCenter Server WS RAET S o EHIBRTEE I, View hSIFHIBRTEEH A,
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<#

.DESCRIPTION

The Tool supports:
Power off VMs

Power on VMs
Shutdown VMs

Restart VMs

Restart VM guest

. Delete VWMs from Disk
.NOTES
#>

S v A W N R

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host
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[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —-prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —-prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yellow"
switch ($action)
{
1
{
"Your selection is 1). Power On"
}
2
{
"Your selection is 2). Power Off"
}
3
{
"Your selection is 3) Shutdown"
}
4
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{
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress —-ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
{
Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4

Get-VM $VMName | Restart-VM —Confirm:$false
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Get-VM $VMName | Restart-VMGuest -Confirm:$false
3

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)

}
default{}

}
Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VT bDETT
CORLUTERFTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fdedkddehk

Your vCenter admin user password:

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest
6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM
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