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6 Linux fR#~< < > (C Horizon Agent &4 > X b—JLLE T, Linux {RIE~ > >~ ®d Horizon Agent M4 > &
F—ILESRL TS,

7 R L7 Linux RS VEEUT RO by T TV &R LES, Linux RFENT R by T T—ILDIERL
zSRLTSEEL,
—#ET 704

Horizon Console Tl3. FETRI by T T—ILAD Linux REEX S > OTF7OA DHETO ZEMTEEXT,
vSphere PowerCLI 2R3 5 &, Linux 7RO by 7 >0 7—)VOF 704 % 8ENkdT 50U 7 M &R
T&EET,. SEFHTRI MY T T=ILD=6HD Horizon 7 O—4E7 704 2B LT EE 0,

Horizon 7 for Linux O A F AEH

Horizon 7 for Linux =4 > XA b—J)L 3 BI(Z(L. LinuXx > RATALABARV—FT 445 AT A, Horizon 7 5L
vSphere 7S v h 7+ —LADEBEDBEHEH L TWIHLENHY ET.

Horizon Agent THR—FEN 3 Linux N\—2 3>
RDFIZ, Horizon Agent THR—FENTWS Linux ARV —F 4 > S RTFAZRLET.

% 1-1. Horizon Agent THR— k&N 3 Linux ARV—F 425 S XTFTA

Linux 74 ArYEa—-> 5> T—FTIF+v
Ubuntu 16.04 &0 18.04 x64
Z: VMware S Ly PRX—XMiEHE hitp://kb.vmware.com/kb/

2151294 THEASNTWSBREDOVWIT NN ETOLENHY ET.

RHEL 6.6. 6.7. 6.8, 6.9, 6.10. 7.2, 7.3. 7.4, 7.5, 7.6, 7.7, x64
8.0 5L 8.1

Cent0S 6.6. 6.7, 6.8, 6.9, 6.10, 7.2, 7.3, 7.4, 7.5 7.6. 7.7. x64
8.0 5LUr 8.1

NeoKylin 6 Update 1 x64
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% 1-1. Horizon Agent THR— &N 3 Linux ARV —F 4 > F S RTA FEE)

Linux ¥4 XAV Ea—>3> 7—*TIF+
SLED 12.x SP1/SP2/SP3 x64
SLES 12.x SP1/SP2/SP3 x64

F: LinuxI—2zrbhE —8O Linux 74 AU E2 =3 0 TRENY S —CEFERLET, S5lICDNT
(%. Horizon Agent F&E/N v =2 DA VA S —=)LESBLTEE L,

& : RHEL/CentOS 8.x > XFAMDHE. Horizon Agent (£ X1 74 X7 A =/ 7O DHEYR—
FLEY. Wayland 70 a)LIEHR— SN TOWER A,

WEDTSy NT7+x—AE Horizon7 VY797 N—2 3>

Horizon 7 for Linux 4 > X b —JLLTERT 5I12(3. &ED vSphere 75w b 7+ — A, Horizon 7. Horizon
Client V7 by 2 7 OREDEHEHZL TVWAHLENHY ET,

RI12.WMWEADTSYy b TH+—ALE Hotizon7 V7 D7 N—=P 3>

TS5y b T7x—LEVTNULT YR—bEhTWEN-23>
vSphere 75 v b7+ —ALDN=2 5> m  vSphere 6.0 U2 LIgD U U —X
m  vSphere 6.5 U1 LD Y —X
vSphere 6.7 LIED U 1) —X
Horizon &5 m  Horizon Connection Server 7.11

Horizon Client 5.3.0 for Android

Horizon Client 5.3.0 for Windows

Horizon Client V7 ko 7

Horizon Client 5.3.0 for Linux

Horizon Client 5.3.0 for Mac OS X

Horizon Client 5.3.0 for iOS (iPad Pro)

Chrome. Firefox. Internet Explorer ©® HTML Access 5.3.0
€A 347 MIYR—bENEHA.

Linux (REE< >V ICKUERENS TCP/UDP R— K

Horizon Agent & Horizon Client (3. EWVDO Ry T —2 7 /X ®&FE Horizon ¥ —/N OV R—X > ~ED X
Yy D=2 7OERICTCP £72(3 UDP R— rEERLET,
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% 1-3. Linux (RE< > vIckYERENS TCP/UDP R—

EETT R—+ -3 R—+ Zakan BiEA

Horizon Client * Linux Agent 22443 TCP/UDP Blast Security
Gateway MMfERIN
EWN5E (3 Blast

TFaUTa =\ * Linux Agent 22443 TCP/UDP Blast Security

Horizon Connection Gateway mfEf =N

Server, £7(3 %155 (3 Blast

Access Point 7 7>

AT7VR

Horizon Agent * Horizon 4001. 4002 TCP JMSSSL hZ7 1w

Connection Server 7,

E: OSAT7 U EBMERT S TCP KLU UDP R— ~DFF#MICDWVTIE, [Horizon Client & Agent o+
27« & [VMware Horizon 7 %y T —2 R— K] #8BLTLEZL,

A—HF—ESD Linux 7RI by FICEHR TE 5L D (2T B(2(E. Horizon Client 7/NA X, £F 212U T4 H—
/N, B KU Horizon Connection Server 52592 TCP#EHGEEZT R by THZIFTAND Z ENTELIHLEN
HUET,

Ubuntu 8L Kylin ¥4 AU E2—3 3> Tld, iptables 77 A4 70+ —IMBTF 7 4L b TEREINTE Y,
AARY 2 —H ACCEPT [CERESNTWET,

RHEL 8& 0 CentOS 7« A bU Ea—2 3 Tld, FIEE/ARIHZSE, Horizon Agent 1 > X =3 XU 7 hHS
ABDRY L —% ACCEPT ICL T iptables 77 A 7 U+ —J)LEEBRLET,

RHEL % CentOS "X b OS @ iptables Tid. Blast R— bk 22443 NS5 DF L WEHEICDWTANRY o —H
ACCEPT [L/3>TWAZ L &AL ET,

BSG mEMLEEBA. 7547 MMEKIZEF 21U T« Y —/NFE /=13 Horizon Connection Server @ BSG =4 L
T Horizon Client 7/X4 X5 Linux 7R by FI2ES5NE T, BSG BEMTIE A WSS, Horizon Client 7
INA R Linux 7R by 7ICEEERINE T,

Linux [REE< > VICKVEREINS Linux 7hD 2 FOHESR

K14 THORBEEOTHI Y F #4712 Linux REBY S Y TERASNDTAD U NRETHO U 547
ERLET,

R14.THhONEBLUTHV N 547
THYY b THYY 54T i

b— b Linux OS (T#E A Java R& v R70—-> I—= 12 b,
mksvchanserver., > )b X217k

vmwblast Linux Agent 4 > X k=S 3ERK VMwareBlastServer

<WEOOTA> 1—H—> Linux OS (Z#8#iA 4, Active Directory 11—  Python X4 U 7
H—. F£7=(Z LDAP 21 —H%—
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TR My TIRIE

Horizon 7 for Linux (%, /4% Linux 74 AU E2—> 3 > TEHBOT R by TBEEZYR-NLET, &
1-5. U R—FHROT RO by TEBEIC, FLNUXTARAMNIE2Z—23a> DT 74IEDTRI by TIBE L
Horizon 7 for Linux THR— 2N 2EBMDTRY by THEREO—E&RLET,

£ 1-5. ¥ R— bFHROT RS b v TIRIE

Linux ¥4 ARV Ea2—> FIANEDTRI+Y T

D BRiR Horizon 7 for Linux 724 kv FTHR— hENDBTRY by THRIE
Ubuntu 18.04 Gnome Gnome Ubuntu, K 724 v 7t (KDE). MATE

Ubuntu 16.04 Unity Gnome Flashback (Metacity). KDE. MATE

RHEL/CentOS 6.x Gnome Gnome, KDE

RHEL/CentOS 7.x Gnome Gnome, KDE

RHEL/CentOS 8.x Gnome Gnome

SLED 12 SP1/SP2/SP3 Gnome Gnome

SLES 12 SP1/SP2/SP3 Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

PR—FENTWB LINUX T4 AN E2Z—=—a>yOWNWTNOTERTET 74N TROMY TERIBEZEET S
[Z1E. ROFIEICHE> T, Linux 7RZ by ZICEY/Za~Y > REERTDIHENHY ET,

F: KDE & MATE 7R by TRIED L > JI)L 44 >4 > (SSO) (F. Linux 7R by 75 GDM3 oo s«
CEHEEZFERL TWSIBEICOAEELET., £ 1-6. TR MY TRIEOA VA=) IX > FIZHBHIAT U RE
FRALTC. KDE & MATE 24 YA —ILTHREDHUET,

RHEL/CentOS 7.x %7z(3 Ubuntu 18.04/16.04 7« A b U Ea—> 3> ZFERALT\5i54. Ay ¥ &z KDE
tyi 3% SSO TAVIBBRT S LI TEFEREA, NRAT—RZAALT, FPTAVIENTNDEY > 3
CEFETOY VBRI DZLENHIYET,

1 FIAIEDTRI MYy TRIBOREEZFEALT YR—rENTWS LINUX T4 AU E2—3>oAXRY
—T AT PARTLAEA VA RN=ILLET,

2 ZEAODOLnuxTAAMIE2—2aVC@#BYRIT Y RERTLET., RITT5I7T 2 RITDNTIE % 1-6.
TR MY TREDA VA=) A FESRBLTI LI,

£1-6. TR MY TEBEOA VA =)L O K

Linux 74 ARV Ea—  #HLWOWFI74IEDTFRY

ary kv TERE FI24IRDTFRO by TRIFEEZEET ST R

RHEL/CentOS 6.x KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7.x KDE # yum groupinstall "KDE Plasma Workspaces"

Ubuntu 18.04/16.04 KDE # apt install plasma-desktop
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K1-6. TRIMYTREBEOA VA=)V OB (&)

Linux ¥4 XhUEa2— HLOWFI7FHIFDFRY

ar by 7R FI7ANWEDTRY by TREEZEETZIV R
Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome Flashback # apt install gnome-session-flashback

(Metacity)

3 HLWTZ7HNbDTRY by TRIBEMIAT B2 TRO by TEBREBLET.

BHOTRI by TBIENA VA M—ILENTWS Linux TR v 7T SSO #FMICLIBEEIR. ROBHREE
BALT. SSO vy 3y TEATAZTRAI MY TRIEEZEIRLET,

s Ubuntu 18.04/16.04, RHEL/CentOS 7.x MiF&(C1&. % 1-7. SSODesktopType # 7+ 3 > DIEHREFH
LT. /etc/vmware/viewagent—custom.conf 7 7 4 JL(C SSODesktopType + 7 3 &FHEL. SSO
TERATZTRI MYy TRIEBEZRELET.

£ 1-7. SSODesktopType 7+ 3>

TFTRINY T 547 SSODesktopType + 7 3 v DHRE
MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODesktopType=UseGnomeClassic

m RHEL/CentOS6.x TSSO O44 > v 3»ICKDE 2R3 51858121 KDE R4 -7y T 7741
R, IRNTODTRINY T REY—T7 v T T74)V% /usr/share/xsession T4 Lo MUMSHIRL
F£9, £EZE kOATR vy bEFEALET,

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

RDSSO £y arTTI74INEDTRI by FELTKDE 2R 5123 ¥ty hT7 v T7D% TV
FA—H—FLnux TR by TIHoOIT7 I RSB0 YRATLAEBREBTHIVLENHYET.
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m RHEL/CentOS 8.x TSSO O4 4 > v i 3>IC Gnome Classic #ER T 55422, Gnome Classic
REI—=—T9T T7A4IVERLS, IRTCOTRAINY T RY—cT7v T 774)%& /usr/share/xsession
F4LORUDNSHIBRLEDT, A kOaR VR vy bEFERLET,

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

RDSSO Yy a>TTFI74INMDTAY by 7ELT Gnome Classic 2R3 5123, Mty b7 v T
D%, TR A—Y—(F Linux TRZ by 760 d7 020, PRTLAZBREHTIVNENHY ET,

BHOTRO by TRIEBNSA A M—ILENTWS Linux TR by 7T SSO Z&EMICLBEIZIE. FIROFIE
EAOBEEFHYERAA, TR A—HF—NLNUX TR by FICATA 2 TEHEEIC, BEBRTRAY by TBIE
EERLET,

xy ND—OEH

VMware Blast Extreme (. UDP ( A—%— F7—4 4> A 7O K3JL) & TCP (fmEFIE 70 baJ)b) OmAEY
R—FLET., Ty bT—UFHE. UDP & TCP ONT7 4 - RICHEERIFLET. ZREOI—HY—-II/X
NRYUIVRERBTDICE. xy bT—OFEFCIECTUDP £/2(& TCP £2#RUE T,

. O—ANTUT7 2y bT—=2 (LAN)RIEZE, v T —OREDPRIFEIBEICII TCP £#RLET,

Ty MEROEBESRET ST K TUT Ry bT—2 (WAN) BEA L, Ry hU— s REMSRIFTAL
24102 UDP 2 2IRLE T,

Wireshark 7Dy 8D —20 754 Y v —)LZ&{FER L T. VMware Blast Extreme 73 TCP & UDP 0 &5 5
EERATHINEHERLET. XROFIEEZTVWET, T TIEFIE LT Wireshark ZFERLTWVET,

1 Linux R~ > (C Wireshark 247 >O0—RLT, 41 > AM=ILLET,
RHEL/CentOS 6 D54 :

sudo yum install wireshark
Ubuntu 18.04/16.04 Di54& -

sudo apt install tshark
SLED/SLES 12 0i54:

sudo zypper install wireshark

2 VMware Horizon Client #{#H L T, Linux 7 X by 7ICEHRLET.

3 4—2FI D4 RUERE, XD RERTLEYT., VMware Blast Extreme MER T2 TCP /Xy 4
—JFEIF UDP Ny o= BRRRENET,

sudo tshark —i any | grep 22443
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USBUSZA LI NEGSAT U RSATDUS AL o (CDR) #EEFRY b7 —OREICKFLET. Ty
b ORPEBET/NY RREICHBRDH D75 E. 2y bV —OFHEDBRIFTHEVE, - — TIARY I APMET

LEd. ZOLDEEE.

B USBFNNAZRBYE—FD Linux TRZ by FIZRRTENE,

ROWNTNIDPRET BDRIBEENH YU LT
B UE—bF T774)OIE—DBEFEICED, CDBEE. YA XDNEWT7A4IVEXELET,

8 USB 7T—9DEmEDPTRLICHEVET, £EAEFE YA XDREWT 7/ ETE—-LIZEE. TOT7 74
KUBY A IDBNELIEDFTREEDH Y £,

USB USAL o D7D VHCI ES5 A/

USB U4 4 L& hgE(Z. USB VHCI (Virtual Host Controller Interface) i1—xJL RS A /N(ZiKFELET. USB

3.0&£USB USFA LY hEREZYR— b BICIE. RDFIRZITOLENHY LT,

1 https://sourceforge.net/projects/usb-vhciffiles/linux%20kernel%20module/ 7,5 USB VHCI vV —X a—
REFH>O—-—RLET,

2 VHCI RZA4NNOYV—R aA—RZaAVNNAILL T, ZDHERD/NAF ) % Linux DRATAICA VA =ILT S

[Z1F. &£ 1-8. USBVHCI RZANDaNAI)VEA A=) DO REFERLET,

F=EZIE A A R=IL 77 4J)L VMware-horizonagent-1inux-x86_64—<version>—<build-
number>.tar.gz % /install_tmp/ 7« L& NJICEBRT 2154, full-path_to_patch-file (3 /
install_tmp/VMware-horizonagent-1linux-x86_64-<version>—<buildnumber>/resources/
vhci/patch/vhci.patch ([C7xY. AT S patch A< FIFROKS IRV ETS,

# patch —-pl < /install_tmp/VMware-horizonagent-1inux-x86_64—<version>—<build-number>/resources/

vhci/patch/vhci.patch

i+ Horizon for Linux #4 > X b—JLT 5R1IC. VHCI RSANEAL A= TEIVENHYET,

£ 1-8. USB VHCI RFSA4NQaNAIVEA R =)

Linux ¥4 X kU

Ea—->3>»

Ubuntu 18.04

Ubuntu 16.04

VMware, Inc.

USB VHCI RSA /ARSI A 2 A M—IVDFIE

1 KENNV T2 AM—IVLET,

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 VHCI RSAaNnNza»RA)bL, 4 A=V LET,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

VHCI R4 NZa2 /AL, 41 A b—=ILLET,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install
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£ 1-8. USB VHCI RF3ANQaAVNRAIVEA R M=)V &)

Linux ¥4 X kY

Ea—-3> USB VHCI RSANRQAYNAIVEA VR F—IVDFIE
RHEL/CentOS 1 KGNV T—2CEA A S—ILLET,

6.9/6.10

RHEL/CentOS # yum '!.nstall gcc—C++

7% # yum install kernel-devel-$(uname -r)

’ # yum install kernel-headers-$(uname -r)
RHEL/CentOS # yum install patch

8.X # yum install elfutils-libelf-devel

2 VHCI RSAanNzarnRA)bL, 4 A —IVLET,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < full-path_to_patch-file
# make clean && make && make install

3 (RHEL/CentOS 8.x) VHCI RS A /N8 USB UF A Lo b TERBICEET H5L5(2(F. USB RSA NDERREZETT
WET,

a USB R34 /N\D SSL +— X7 ZERLET.

openssl req —-new -x509 -newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der -nodes -days 36500 -subj "/CN=Descriptive name/"

b USB RSANICERZLET,

sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

¢ UEFI€+a27 7—hICF—%2BHLET.
sudo mokutil —-import MOK.der

F: ZoavwryRECUEFI %27 7—bDOY P UEEF— (MOK) D/IXRT—RERETHLIICERLE
ED

d vSphere 3>V —JVTUEFlI €+a27 7—baHRETBHICE. RTLEBESLEY. FHMICDWTE, hitps://
sourceware.org/systemtap/wiki/SecureBoot #58B L TS 72 (),

SLED/SLES 12 1 BREDH—FRIN Ny T—CDON=2 30 &HRBLET.
SP2
# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

WEAVAR=ILENTWB A=V Ny T—PDERIBEASNET, LEXE Ny T—2%D kernel-
default-3.0.101-63.1 D&, MEDH—FIL Ny T—2D/N—2 3203 3.0.101-63.1 (LU E T,
2 kernel-devel. kernel-default-devel. kernel-macros. patch Ny —2&24 XA M—=ILLET,

# zypper install —--oldpackage kernel-devel-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

B

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros-4.4.21-90.1 patch
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£ 1-8. USB VHCI RF3ANQaAVNRAIVEA R M=)V &)

Linux ¥4 X kY
Ea—>3ar> USB VHCI RSA NN IVEA VA =)L DFIE

3 VHCI RSANEa2R1)bL. A AS=ILLET,
# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15
# patch —-pl < full-path_to_patch-file

# mkdir —-p linux/$(echo $(Cuname -r) | cut -d '-' —f 1)/drivers/usb/core
# cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -
r)y | cut -d '-'" —f 1)/drivers/usb/core

# make clean && make && make install

oo ROHAABRZA VIS TSIEEL,

B Linux A—RILDBSEFHLWWN=2 3 U DEES NSRRI, VHCI RSANEBI NSV LTHBA YA —IVT
SHEMNHY ETH. Horizon for Linux ZFA Y A =L DHEEFHY FEA.

» 7= Ubuntu 18.04/16.04 > X5 ADIBA. ROBICELLZFIETEMA —FIL EZa—IL K-k
(DKMS) % VHCI K54 NICEBIMTE £,

a A—IANYyF—%EAX—ILLET,
# apt install linux-headers-"uname —r
b &koavrRrRzaFERALT. dkms 24X M—=ILLET,
# apt install dkms
¢ VHCITAR Z77A4 )V ERRAL., NyFEBERLET,
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15

# patch —-pl <full-path_to_patch-file>
#cd ..

d EBELAEZVHCIY—X 774)L% Jusr/src T4« Lo MJICaE—LZET,
# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e dkms.conf EWDEFEIDOT 74V EERL. /usr/src/usb-vhci-hcd-1.15 574 L Z MUICEEBL X
£

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

f  xo17% dkms.conf 77 A JLIZIEBMLE T,
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15

MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"
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BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
MAKE[O@]="$MAKE_CMD_TMPL"

BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

g Z®OVHCI BZ4 /% dkms [TEML T,
# dkms add usb-vhci-hcd/1.15

h VHCI RZSANEEIRLET,

# dkms build usb-vhci-hcd/1.15

i VHCI RSANEL A =ILLET,

# dkms install usb-vhci-hcd/1.15

2D U574 v O RDIRET L VBT
Horizon 7 for Linux IRfB< > V2 1ER T B EE (2. N7 =TV REGZFET7/=H. VCPU EREBATUERED
TEPVE(CRDIENDYET,

NVIDIA vDGA E{ERT 5L D ICEREENAREY > TIE. NVIDIADYE IS 7 4 v o h—REFERLUET,
NVIDIA GRID vGPU Z2#R9 2L D [CRESNTWSRET S > TIE NVIDIADYMEIST74v 0 7025V
—5EN—XETHNVIDIARIEIS 7490 h—RZEFEALEYT. CNo5DRET S 2D vCPU LRIEXAEY
DHREEEETHLERDHY EHA,

2D U574y O RDERDBFESINARIBEY S IE VMware (RIEESZ 74 v o h—REFERALEY. £/ TX
ObyTDONRT = REALESE S, VCPU LREAEUDREELEES 2LEDDHYET. ROAA RS
1 VEFERALEY,

8 2DFTROBYTONT =<2 RERESHEBICIE, Linux RIEE<Y S VAT VCPU SREEAEY £ LE
¥, leEAE 2DDVCPU & 2GB DIREAEVZHRELET.

L] BOEZY—DHHHEHE. JINFEZI/—ZEFERL TRKERICT 2154, REY (24 DD vCPU &
4GB DIREAEUERTELET.

m 2DTROUBYTTOETHABEEZRALEESLD, RIET(C4 DD VCPU & 4 GB DRIEXAEY £%E
LEY,

Linux X2 by 7Ty 3 HREZDORTE

Ty g HEEEMEEFERT L. DI —Y—Z2BED Linux UE—F TR by Ty g VICBETE
3 I
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ty g HRFED L AT LEH
Tyl g HEEEMEEAERT A(2(3. Horizon BIENEEDEHEH L TWAINESHYET,
£1-9. vty a3 HRAEEDI AT AEHS

ayR—x>r bk B2
94T PRT A tyiary F—F-—8BLUty 3 HEREEED 4.7 LIED Horizon Client for Windows,

Mac, £7ZzF Linux 20547 b SRATAICA VY AS—ILLTWBREDRHYES, 1 VA —
JLTWEWEEF. HTML Access 4.7 LIBBZEFEA L T 231,
Linux YE—hk 7R by Ty a CHREEEEER. RO LINuX T4 ARV E2—2 3 »BLOTRI by TREERITLT
WBUE—F TR MYy TTHR-—FENTNET,
®  Gnome 7 X% kv 7&EE®D Ubuntu 18.04
Gnome Classic £7z(4& KDE 724 kv 750D RHEL 7.5
Gnome Classic 722 b v 7iRED RHEL 7.6 LI
Gnome Classic 722 b v 7iiEdD RHEL 8.x
520 UE—bM TR THROEHEFHZLTVNILEDHYET,
Gnome 7R by TIRIETE Y > 3 Y HRAEEEZ Y R— ~d 5214 Horizon Agent 7.7 LI
MAVAR=ILENTWDREDHY ET,
B KDE TRV My TREBCTRHEL7S5 77X by 7Ty a y HRAEEEZYR- M 5ICIE.
Horizon Agent 7.12 LIED A VY A b —ILENTWSHEDH Y ET,
B byl g HRAEEREET RO MY T TVEREBVE—K TR MY T LRILTEIICL
THESLEBHYET,

E 4 B E H

Connection Server Connection Server 1 > X4 VR (FLV 4 —TS5A X AV REFERLET.
FR7OMa) VMware Blast

F: RHEL8XTRI by 7Ty a HRAKEEZYR—MTBICE. BMDLRTARENVLEICAZYET,
RHEL8X TR by 7Dty 3V HEAGEDREESTELTSLEE,

Ty g U HEEEMEELZFERT 2AEICDNTIL [Horizon Client] RFa A2 FESBLTSES,

BR7Z 7AWV TOEY 3V HEAEEF TS 3V ORE

Ty a AR EBNEZITENCT SICE. /etc/vmware/viewagent—custom.conf 7 7 4 JL TR
DATL gV ERELET,

m  CollaborationEnable

HEAEET Y avDRTEEITOICIE. /etc/vmware/config 77 A IV TROA T a0 &R/ ELET.
m  collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

SHAICDOWTIE, LinuX TR by T TOER 7 7 AINDA T 3 VEREESBLTSEZ,
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'y a Y HREEREDFIREIA
v a U HEEEBEECE. RO—MRIZEIRDSHD Y ET.
n HEEELZYI 3 VT ROUE—F TR by THEEISERTEEHA.
m USBUFALO L
n A—FTAFANVIAL b
m USATUN RIATOUETAL O K
m AX—hA—-RUFALIb
m JUyTR=RUFAL I
n HEEEEY3VTE VE—F TRy TORBERIEETEE A,
8 BAUISAT7 b AVEI -9 TERORERAEE LY 3V ERTTHILEFTEEEA.
KDE 77X by 7IRIEDO RHEL 7.5 TR by 7 TOHREE LY > 3 ICE. ROFIRBH Y ET,

n By I HRAGEDAZ A -ERRTBICE CATAL FADEY I VHREET A QA ERI Y VO
DRHEDPHYET, 7A4A>DEV ) v U I3HELEEA,
B [EXA-N]REVDBRRENDIEDHVET., TNF. HEREEECHEFEA N EXETHHEEICFEALET

M BRTIT 4TI TWERA, REVET VT4 TICT5ICIE KDE TR by TRIEDT 74 )b
bDerA—IVT7TVr—2a eRETDLENDYET,

e YL a HREECETAMEO NS TV a—T 4 Y JEFTOBEEF. ROBREEHL T ZZL,

B I—HY-DPUE—F TRIMYFIZMDHTOTA o LEERIC. SRTA FLAICYy a3 HBEEXDT A O
UDRREINEWNEEIE. TR TOSUIMLTEERKITAELDICA—Y—ITRRLET., B, TRAZ b
v T ICBERLERICEYy S a VHRAEED T A a3V BRREINET,

B 1Y -DPPHTIYE—F TR MY FITATA LRI, SRTA MLADEY 3  HEEE7ATY
BRELELE27-5EF. VE—NTRIMYT D4V RUDY A XEEFTTBHESICA—HY—ITHERLE
T By a vHRAEETAIVIE TRIMY T D4V ROUDY A ADNEBEINARICEETSHLOICHVE
ER

RHEL 8.x FR%& by 70t v 3y HEFEDRE

RHEL 8.x R4 by 7Tt v a HEELEEEEERT 523 541IC GNOME 3.28.26 & T LikiRE S Y >~
O—RLTAYRN—ILTBLENHYET.

FI

1 &=/ GNOME 3 /UL https://extensions.gnome.org/extension/615/appindicator-support/#» 5
RHEL8.X Y AFAICH I >O—RLET, )b N—23 (2 [3.28] #BIRLET ., HsR/N—2 3 (2 [26]
ZERLET,

2 ForaO—RULENYT—DFBEL. T4 L2 8J%% appindicatorsupport@rgcjonas.gmail.com
[CZEELET (USvT—2 D metadata.json 77 A /)LD uuid [EEZZTELET),

VMware, Inc. 25


https://extensions.gnome.org/extension/615/appindicator-support/

Horizon 7 for Linux ¥4 by 70ty b7 v 7

3

mv <> RZEZEAL T, appindicatorsupport@rgcjonas.gmail.com &« L& kU % /usr/share/
gnome—shell/extensions [CBEIL £ 7.

T 7 # )L Tl appindicatorsupport@rgcjonas.gmail.com 7« L& ~UJ D metadata.json 7 7 A
IWOFEAEY D root - —[COHFRIENET, Ey o a yHEEEESR-MTBICEF. thO1I—F—(C
HIDT7AIDEFHRHRY EFHFATHHLENHYET,

ROBIDLSICaAT > RERFTL T, metadata.json OFHEY EthDI—F —(CHFRILET,
chmod a+r metadata.json

gnome-tweaks 4 > A =)L LET,

TRV RYTRIET, F—R—RTROF—%#LT. GNOME > /L EZBIEHLET,

Alt+F2
r
Enter

TR by TEIET,. gnome-tweaks #XR1TLTH 5, [KStatusNotifierltem/Applindicator Support] Z&xh
ICLET,
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TRy T7 FTOADEDHD Linux
RFEE< > D%

Linux TXZ by 70ty b7 v 71214, Linux (REEX S > OERBLUOUE—F TREZ by 7 F7O4D=DHD
IR —=T 400 AT LADERBNEENET,

ZDEICIE. ROMEYIPEENTNET,
m RETIUEERLT, Linuxk 24 R M—JLT 5D
m UE—F TRy T FT7O04HD Linux <3 > D%l

m  Horizon Agent Ri&&FE/N\v T —2 DA > A ~—=)b

R¥E<T &R LT, Linux 24 XA M=JLT 3

Horizon 7 ICF7AA4 358 UE— bk TR~y 7L T vCenter Server THLUIWMREY S U &#ERLE T,
RETICLINUX TARAMNIE2—2 3 24V A M= TDIRENDHYET,

ARSI

FT7OASBRENPYR-—bF S LinuXx TR by TOBEHEHLLTNSZ EEHRELET. Horizon 7 for
Linux D2 A7 AZHESBLTIEE L,

m  VvCenter Server TIREE<Y > >V &#E L. YANOS #A4 VA M=)l TBHFIBEICDNWTEREL THEET,
Horizon 7 TOIRET R by 7Dty b7 v T REFa A2 MO MRETS COERB LV %MRE] #2BL T
=0,

. REXSUTERATZIEZI—DETA AEU (VRAM) ORELFEREL THEFEF. Horizon 7 for Linux @
AT LAEHESRLTILES,

FlE
1 vSphere Web Client &£7=(3 vSphere Client TH L IMRET > & ERLET.
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2 HRILERF T araEBRLET.
a RETVEHEIUVIL, [REDRE]| Vv I LET,
b VCPU 0% & vMemory D4 A4 XEEELET.

VERBREICDVNTE, BENDO LN T AR E2—=23> DA VA M=IL HA RDAA RSA4 (T
o TLESLY,

7=& z (£, Ubuntu 18.04 T(. 2048 MB ® vMemory & 2 5@ vCPU 213 2 Z EMIEESI N T
£7.

¢ [EFF A—K]EBIRLT. F4RTLADOREETH 2 EY (VRAM) D& EIEELET,

VMware O RS A NEFERL.2D /57 4 v O R&FERT SRET S >~ I2D VT vSphere Web Client
TVRAM OH# A X&HBRELET. VRAM O 1 X, NVIDIA D kA /N\NE2EHAT 2 vDGA ® NVIDIA
GRID vVGPU ¥ U [CIIFE L £H A,

BERBECDVTIL 2D U574 v O ADRET L VBEDHA R4 VIS T LS N, EFF 4
EUEHBEY—IIEBLAZWNTLSEX,

3 RETENT—ADLT, Linux T4 RANJE2—2 3 &4 A R=ILLET,
4 HBEOLNUXTAAMIE2—YaVIERTIZTRIMY TEBEBEZFLET,
FHHBICDWTIE, Horizon 7 for Linux @ A7 AZHTT R by TRIEBO® I 3 v ESBL TS ES,

5 JATLADKRALRZN127.0.01 [SHLUTHRAIGETHDHLEHERLTLSL,

JE—F FRIMY T F7O4HD Linux T3 > DR
Horizon 7 #7704 LEBRIBETT AV by 7ELTERT 5720(C Linux Yo 2 #FTB(ICE. BEDI AV %
RITTHILENHUET,

Horizon 7 [CLB2EEAIC Linux ¥ & #F T 5213, ¥ > & Connection Server BIDBEEZFHMCTHHLE
MY ET, Linux T U DELIEM R A1 2% (FQDN) Z{#H L T Connection Server 1 > X% > X(Z ping
ERETESDLDIC, LInuX I >DORYy ND—05BRT2VLENBHY ET,

Open VMware Tools (OVT) (3. RHEL 8.x/7.x. CentOS 8.x/7.x. SLED/SLES 12.x ®~ < »[ZERIIZA > X b
—WENTWET, UVE—F TRIMYTELTERTEZSLDIC. NSO yOWNTNMEERT 21555,
THEOFIE1~5E2XFy I TEET., INSOFIEICE. FETA A M—F%RTL T VMware Tools &1 >~
A= BHEDREINTNET,

Ubuntu 16.04/18.04 ¥ > &AL TW5HEIF. OVT 24 XA h—J)LLET, SO EUE—F TRARI b
v 7ELTERT 35EE. TROFIE1 ~52XFy T TE, ROAT Y REFERLT 16.04/18.04 v > (C
OVT 2F#)TA VA b—ILTEET,

apt-get install open-vm-tools-desktop

IS

. FLWMRIEET S > (VM) B3 vCenter Server TERE N, LINUX T4 AR UE2 =3B VT4V R b—
IWENTNSZEEHERLET.
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m Linux REB< > >~A®D VMware Tools DY > bEA VA M—ILDOFIEZEHFEL THEE T, vSphere k18
ROVEBRFIAYNIHS [Linux REEX > > TD VMware Tools DFEEjA VXA M—ILEEFTvTI L
— Rl Z5BLTEE,

B Linux <> MM DNS ZNLTHARTESLDICHERTSFIEZEBER L CHEEFET. INSDOFIEIL. Linux 7
AARNJEZ=23 &) —R(CL2TEBYET, FIBICDWTIE, Linux 74 XM Ea—3>&UU
—ADRFaAAFESBELTZS,

FIig

1 vSphere Web Client £7=14 vSphere Client T. VMware Tools k#8757 R Z{RET IR D 2 MLE
ER

2 VMware Tools D4 > X ;== 774 )L VMwareTools.x.x.x—xxxx.tar.gz #H/ 2 ') v & LT, [Extract
to (BB 22U v o LT LNnUXTARMNIE2Z— 3> DTFRI MYy TEBEIRLET,

vmware—tools—-distrib 7 #/L¥NT R by FICEREENET,
3 (RE<IUT root&lLTRIA L. F—IFI D1V RUEREET,
4 VMware Tools O tar XX DA VA =5 77 MV EBELET,

Bl

tar zxpf /mnt/cdrom/VMwareTools—x.Xx.x-yyyy.tar.gz

5 AYR+—F5%2$TLT VMware Tools ##Em L £,

Linux 74 AU Ea—23avIC&>TIDAXRY RIEFREZGEDHYET, 4 :

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

BE. AVAN=T 774IORTHET L/=%IZ. vmware-config-tools.pl #m 7 7 1L IRITESNE
ER

6 Linux ¥ >DRRE%E /etc/hosts 774D 127.0.01 v EYILET,

RHEL. CentOS. SLES. SLED di#B4&. KRR MAIFBEEMICT v EYFEna =, 127.0.0.1 CFFHT
Ty EYITBRREMRHYET, Ubuntu DS, 774 NTIvEYITENBEH. ZOFIBEEFRETT,
ZDFEEFTRI Yy TE2—ETTOATHHEEHAETT, DXy EVIPI/O—ERTOERICEST
BINENE/=HTY,

7 : Horizon Agent 4 > X k=)L L7=#IC Linux Y>> DRR MR EZEET HF4(F. FHILWKR NgZE /
etc/hosts 774D 127.0.01 CX Vv EVITRHEDHYET, vy EXTLLRNE, HIWVKRR ~EDHE]
EREFEAINET,

7 RHEL XU CentOS 2D\ TIF, virbro NEMICAE>TWSI EEHRLET,
virsh net-destroy default

virsh net-undefine default
service libvirtd restart
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8 MRw RIZH S Horizon Connection Server £ X4 > X% DNS # N\ L TR TEZ2Z L&A LET.
9 FTIFIBNTIZT74HhI E—RTRITINBDLDICLinux v &R/ ELET,
F2EZIE RDAR Y RERTLT 274D E—RTRFTEINBLD(CCentOS v &/ ELET,
systemctl set-default graphical.target
10 OpenLDAP H#—NZFERLTRIT 5L D ITHEE Nz Ubuntu ¥ (20 T2 U TREEM R AL U RERH
ELET,

ZODFINEICL > T, Horizon Console D [ty 3] R—=2D [2—H—] 74 =)L RICZDEREEL S ER
TEDEDICHMYET, /etc/hosts 77 AN ERDED IIRELET.

a # nano /etc/hosts

b REBEIRAAEZEZEBMUET, /=& ZI1£ 127.0.0.1 hostname.domainname hostname MK S (21BN
LET.

c BTLTIZ77MANVERELET,
11 SUSE (DWW TS, [DHCP BHTHRA M REEE] ZENICLEY. RAMRELERAS VRERELET,
a Yast Tl [ry hT7—0FKE|ZEZVUvILET,
b [RXL&/IDNS] ¥ 7&5U v o LET,
c [DHCP EZHTHKRAMRZEZEE] DEREMBBFELET.
d RAFRERAASVBEADLET,
e [OK]|Z2UvoLET,

BwR

VMware Tools &4 > X =)L L7=%I(Z. Linux h—xJILE&T7 v 7oL — R3S L. VMware Tools D R1THMFLE
THRIHEENHYET, ZOMEEFERT S(ZIE. hitp://kb.vmware.com/kb/2050592 2S5 L T 72 1),

Horizon Agent RI&kFE Ny —2 DA XA =)L

Horizon Agent for Linux (2. Linux ¥4 AU E2—> 3V IC—BDKE/SyT—UH Y E$. Horizon
Agent for Linux 24 > X b —ILT BRI, NSDNYT—CEA VA=V TEHEDNHYET,

AR SR

#FLWMRET > (VM) 53 vCenter Server TR E N, Linux T4 AU E2—2 3> BI I UICA VR M—)LE
NTWBHI LEHRELET,
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FIE

1 TI7ANWPTRAVAM—NELEBT v T IV RENBORLEN YT =24 A=V LET, EfEEL
LTWEWNYT=20hdE AVAM=ZB3A4Ab—I)LEFRELET,

& 2-1. WADKE/ Sy r—

Linux 4 ArJVEa2—> 3> Nylr—o

RHEL 7.5 yum install libappindicator-gtk3

SLES 12.x SP1/SLED 12.x SP1 1 SUSE12x #&# LT SUSE URI MU ZBFHICLET,

SUSE AR~ T xf86-video-
vmware % 13.0.2-3.2 LD /N — SUSEConnect -r Registration Code —-e Email

aYR7vTIV—FLET, 2 xf86-video-vmware O/N— 3 & EHLET,

zypper update xf86-video-vmware

SLES 12.x Horizon Agent %1 > X k=)L 5154, SLES 12.x Linux ¥4 kv 7 python-gobject2 % 1 > X
=L BBENHY ET,
1 SUSE12x 2% L TSUSE URZ FUZBEHICLET,

SUSEConnect -r Registration Code —e Email

2 python-gobject2 4 X +—JLLET,

zypper install python-gobject2

Ubuntu 16.04 apt-get install python-dbus python-gobject

Ubuntu 18.04 apt-get install python python-dbus python-gobject

2 Horizon Agent DA 7> a> Ny o—2%A4A VA M=)LLET,

s FT7A4)LHTE. RHEL 713 CentOS 6.7 IC glibc-2.12-1.166.e16.x86_64 1314 XA h—JLEhn
TWBE Ty ROV IDBRETDREESHYET. TORR. TR by THREAFLELET. ZOH
BEBRTBHICE, A2542 VRS MUTglibc E&FN—2 32T v T IV — R 20EDHY E
ER

sudo yum install glibc
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Linux X2 kv 7D Active
Directory #i& &1 —HU —FREEHEE

=L ==

AX AE

Horizon 7 (3. 2 —¥— DR & ERICEEED Microsoft Active Directory (AD) 4 > 75X S0 F v ZERLE
3. Linux 7 X2 kv 7% Active Directory £#& 9 5 & 1—H —I(3 Active Directory 1—H%— 7 h o h&fE
FALULTLINUX TR by 7 ICATA 2 TEBEDICIHRVES, 2T HA A2 (SSO). RAY—hk A—R UF
AL Ok True SSO 7 EDI—Y —RAKEEZRET S LB TEET,

& : Horizon Agent (3, Linux 7R by 7E0547 2 b A—5—5R L Active Directory B4 > (&ML
TWBHILEERMRELTVWES., TR by TEI—Y 1R R AL 2 (CHFET B15E. Horizon Agent 737 X
ObhyT RALEI—Y— RAL L ELTRRHBTDAIREEDSHY T

ZDEICE. RDEYIPEENTNET,

m Linux & Active Directory 0#&

. DVUN YA UFUDERE

m AX—bA-R USA LI PDRE

m Linux TR,y 7TO TrueSSO Dty b7y 7

Linux & Active Directory O#4&

Linux & Microsoft Active Directory (AD) ##t&d 5V ) 12— 3 »IdE#dH Y £9 55 Horizon 7 for Linux 7R
IhyTICE ERATEVY -2 3 EREBEBHY EHA.

WDV ) 2—3 3% Horizon 7 for Linux 7R by JIRIBCOEMENHER I NTNET,

s OpenLDAP #—/\ /XX R)L—F25E

m  Microsoft Active Directory [Z%f3 % SSSD (System Security Services Daemon) LDAP £23
= Winbind KA1 >&mM

m  PBISO (PowerBroker Identity Services Open) 52t

m SambaF 754> RAAL SN
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LDAP R—2DY Y2~ 3 v 2EATBAME. 70T L— MUEY S Y TREETIBENBYET, 40—
RS NARIEY S S TRINDFIBET > LEEHY FH A

X EREMBEICITD /6. Microsoft Active Directory (Zx49 % SSSD LDAP SB3sIDY U a—> 3> &&ERAL
£7.

OpenLDAP H—/\ /SRR JL—BED{EA

OpenLDAP H—nNZ&+t v b7 v 7L, NRXIIL—F2E (PTA) A h=Z X A%{FEH L T Active Directory Ta1—4H—
LB ERIL CEET,

OpenLDAP /KR ZRJL—FRFEV U 2 —2a v IClE. BEEDNICROEDEFIENEENET,

FIE

1 LDAPS (Lightweight Directory Access Protocol over SSL) ZFx1(Z9 %214, Active Directory [CRERAZE
Y—EXREA A —=ILLET,

2 OpenLDAP H—N#&#HZBELET.
3 Active Directory 7»5 OpenLDAP H#—/N\[CA—HY—1&R (XRT—RZKR<) ZRLLET.

4 NRT7—RREIZRI0 7Ot X (saslauthd 72&) [CEET 5L DIC OpenlDAP —NEFRELE T,
saslauthd (% Active Directory (¥t L T/SX T — RREI A RITTEE T,

5 LDAP 547> ~&ERBLT OpenlDAP 4 —N\T1—H¥ - 275D (C Linux 7RI by T&HK
7.

Microsoft Active Directory IZ¥1 3 % SSSD LDAP RELDERE

Linux 72 % kv 72 SSSD (System Security Services Daemon) #5% &3 % &. Windows Active Directory
([C LDAP R EERTE T,

SSSD LDAP BEEY V2 —2 a » &2 ERT S(CE. ROFIRICHENET.

FIE

1 LDAPS (Lightweight Directory Access Protocol Over Secure Socket Layer) #5#11Z9 5 (213, Active
Directory #—/N[CEEBAE Y —ER&EA VA M—JLLET,

2 Microsoft Active Directory © LDAP 2RI Z Ei##{EMA T 5(CI1E. Linux 77X ~v 7IC SSSD 2% EL £

Winbind RAAL2ZMY Ja—2 3> DOER

Kerberos N—XDFREEV ) 12— 3> THS Winbind RAA SV Y 21— 3 T% Active Directory f25F %
TOZENTEET,

Winbind RAA >SNV U a2—2 3> EFETHICIE. ROFIEICHENET,

FIE

1 Linux 7X% kv 7ICwinbind. samba. Kerberos /N\wv o —2 %4 X b—ILLET,

2 Linux ¥X % kv 7% Microsoft Active Directory [CBIMS £ T,
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RORTFY T

Winbind KA A >SMY Y a— 3> E/3thd Kerberos BREIN—ZADY a2 —> a3 & ERT258E. 77
L — MRIE< > > % Active Directory (C&Ma &, 70— EmE N7k~ > % Active Directory ICEESN
SHET, LEAE ROATV REFRALET,

sudo /usr/bin/net ads join -U <domain_users>%<domain_password>
Winbind VU a—2 a3 BADIO0—MERESNARET S VT, RAA SN RERTTBICIE, XA T
arvEFERLET.

m  SSH Z7(3 vSphere PowerCLI 72 EDRRET L VICUE—MERL T RERTLES, XU TH
DEFMAICDONTIE. 8E FET R by T T—)LD7=H®D Horizon 7 O—3#F7 704 #8BL TS ZE L),

m O VREIIIIVRVUTNIEMLU. /etc/vmware/viewagent—custom.conf 77 A /LT
RunOnceScript # 73 3 12 Horizon Agent ND R & U 7k NRZEZIEELET. FHMICDWNTIE, Linux 7
ROy TTOERT 7AINDF T a VB EESBLTIEE,

PBISO (PowerBroker Identity Services Open) RIEIDHRTE

PBISO (PowerBroker Identity Services Open) 23 A&l A 7542 RAA VY SMEYR—bTEHY/ a1 -2
3>7TY,

ROFIEICHE> T, PBISO Z{#H3 % Active Directory [C Linux ¥R by 7SS T,

FIE

1 https://www.beyondtrust.com/products/powerbroker-identity-services—-open/ 5
PBISO 856 Ligxa4s o >O0—RLET,

2 Linux k<> >ICPBISO &4 X —=JILLET,
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh
3 Horizon 7 Agent for Linux =4 > X k=)L L E T,

4 PBISO #f#HA LT, Linux 7 X% kv 7% Active Directory RA 4 (2SN EET.
ROBITIE, Ixdc.vdi DR A1 2%, administrator B RAA > DA—HY—&TT,
sudo domainjoin-cli join 1xdc.vdi administrator
5 RAAYA—H-DFT7HIIREEITVET.
sudo /opt/pbis/bin/config UserDomainPrefix 1lxdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U
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6 /etc/pamd.d/common-session 7 7 AL ERELFT.
a session sufficient pam_lsass.so 2L WS TEELET,

b Z®DiT% session [success=ok default=ignore] pam_lsass.so TEZ#Z 7.,

7 : Horizon Agent for Linux 8B4 > XA b —)LE/ZEEHL/ZRIC. COFEZFEVRTHENHUET,

7 Ubuntu 16.04 0i54&. &XDIT% /usr/share/lightdm/lightdm.conf.d/50-unity-greeter.conf
B 7AIVIEMLET.

allow-guest=false
greeter-show-manual-login=true

£ : Ubuntu 18.04 ZFER L TWB54. lightdm R 7 7 M I EZEETHLEEHY FHA.
8 T RTFAEBEBLTOJAVLET.
RDORFY T

=

m /opt/pbis/bin/config AssumeDefaultDomain # 7 373 false [CHRESNT\BEEL/etc/
vmware/viewagent—custom.conf 7 7 4 JLC SSOUserFormat=<username>@<domain> X E & FH T
BLEDRHYET,

m Horizon 4 > R4 >~ VO—2OT70—T 420 TRy T T—ILOBEEEERT H5EE. 70— K
SENERET O VICHLWRY 8D =0 7 THEBINT 5 EE(2DNS 4 —/N\DBREMDERDLNENLD (T,
Linux > A7 A®D resolv.conf 77 A JLEZERELET, ROFITIL Ubuntu 16.04 > A7 LAZFERALTNE
T, ZDOFlESEIZ, /etc/resolvconf/resolv.conf.d/head 7 7 A IVICHELZTEEML TS EE 0,

nameserver 10.10.10.10
search mydomain.org

Samba #7354 RAAVESMDHRE

Horizon 7Linux TR by TBEDA VA& >~ V0—REX L TSSO 2#HR— T 3(C(F. YAy —
Linux k%8~ > Samba #5%E L £ 7.

RDFIETIE, Samba #{FRLTA > R¥ b 20O0—>® Linux X% kv 7% Active Directory R XA 1A
724 TEMEEET. ZZTlE Ubuntu > X7 ADFIBICDWTEHRBALET,

FIE

1 <X —Linux (R#E< > > T, winbind /Ny —2 & samba /Ny —2 &4 A M—=J)LLUET, smbfs ¥
smbclient 72 &, KEBROHZMDSA TS HA VA M—=ILLET,

2 &kOa<wrR#EFERALT Samba tdb-tools Ny —2%& A4 A —ILLET,

sudo apt-get install tdb-tools

3 Horizon 7 Agent for Linux 4 > X k—=JLLE T
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4 xOBMDOLSIZ, /etc/samba/smb.conf R 7 7 A IIDABRERELET,

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

5 xoFlnLDIZ. Jetc/krb5.conf R T 7 AMIIVORNBEIREL XTI,

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true

proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]
your—domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 XOBIDLDSIZ. /etc/nsswitch.conf R 7 7 AN EiRELET,

passwd: files winbind
group: files winbind
shadow: files winbind
gshadow: files

7 KRRAPEDBELL., PRTLADBREREZD DNS P RTFAERBENTNS I EEHRLET,

8 Samba Z{FERL T Linux IR¥E~<> & RAAL IZSMME % Z &% Horizon Agent ([LIBENY 57286, /etc/
vmware/viewagent-custom.conf 7 7 A IV CRDA T 3 V&R ELET.

OfflineJoinDomain=samba
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9

JRTLAEBEHLTHOAIAVLET,

RHEL/CentOS 8.x T® realmd &MV Y 21— 3> DER

RHEL/CentOS 8. X 7RO by T T UI A AV EDMEEEFERT B(C(F . realmd VY 12— 3 V& FER
LT. A% kv 7% Active Directory (AD) RAA »ICBIMEEET,

FIE

1

6

RHEL/CentOS 8.x ¥ XT ADTEMEHRA MR ERELET.

=& %14, rhel8 12 X T ADIEERKRR BT, LXD.VDI A Active Directory R A4 > Dig&, kO >
RERITLET.

# hostnamectl set-hostname rhel8.1xd.vdi
ROBID LD (. Active Directory RAA 2 EDRy T — UG EHERLET,
# realm discover -vvv LXD.VDI
ROBDED S, BEBREKENY T -4 Y AM—ILLET,
# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir

ROBED LD (S, Active Directory RAA IZBMLET,

# realm join -U Administrator LXD.VDI

ROBEDEDIC. /etc/sssd/sssd.conf ZiFEL £, [domain/domain name] €2 < 3> (C
ad_gpo_map_interactive = +gdm-vmwcred ZEML T,

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI]

ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

RAAUANDSMEBNCT /28, AT LAEBIEELTOIA Y LELET,
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7 RAYA—Y-DPELKRESNTWDILERALES., ROFITIE id AT REFERALT, RASY
I—Y— zycl S DOERENEREL TOWET,

# id zycl

uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)
8 |‘)"f‘/ :-_-US_O)HLQ |EE$E7&{EFH L/—C TZQ t\/j(\_J—_El%I\_D 7’( /—C%é t%ﬁ&n}gbij_

7 : Horizon Agent (. RHEL/CentOS 8x 7RXZ by 7T XM T4 RT7 A =N 7O 2N DHZEY
R—bLET,

SO BA A DEE
SUUN A AL (SSO) ERET B W< DHOFIRERTS B LEND UET.

Horizon > > )V A 4> £ a2 —)b(F Linux T PAM (75 Jalge/asR5I £ 2 — /) LBEZTTL. Linux
% Active Directory (AD) &EH#Ed 5726 (CEMAT 2 HEICIEEKEL £ A, Horizon Single Sign-on (Z. Linux
% Active Directory &3E#9 % OpenLDAP & Winbind ®V U a—2 3 TEET S EMNDDO>TVET,

T 74 hDiFE. SSO Tld. Active Directory ® sAMAccountName B304 41 > ID THhDEBESINE
9. OpenLDAP 7» Winbind VU ax—2 3> AT 5546, ELWNOJ 4> ID % SSO IEAT BIC(E. RDE
BFIEEZRTT2HLENHYET,

s OpenLDAP TIi4. sAMAccountName % uid [CERELE T,

. Winbind TlE, RORT—cXA> NE#ERT 74 )L /etc/samba/smb.conf [TEBIL LT,

winbind use default domain = true

A—HF-—MRAASVZERELTOIA VT 2HLENRDH B5E(F. SSOUserFormat 7 3% Linux 7 X4 ~

v T THRETDHDVENHYET, SHMICDNTIE, Linux TR by T TOEBRTZ 7 AINDF T 3 REESRL
TLEE W, SSO TIFHEIC, KXFTEWRAAS VEPMERSINES, 2EZIE RAA ) mydomain. com T
H554E. SSO TIE MYDOMAIN I8 R AA V& ELTEREINE T, D7/, SSOUserFormat 7> 3%

FETHEEICIE. MYDOMAIN 2 EE T HBENH Y ET, BOWRAASRERWREAAL RZITDNTIE XDV
—IVDBERAINET,

m  OpenLDAP Tld, AXFTRERWRAMVREFERTILENHYET,
. Winbind TIE. EOWRAALVREBOVRAS VEDPEAEOYR-—bENET,

Active Directory TIZAJ A Y& THEXFEDP T R— bSNETH. Linux TEYR—bINEHA, DD,
SSO Mty b7 v 7EICIE. BHXFEOTA VAIFERLENT/ZE 0,

Active Directory Tld, 1 —%—® UserPrincipalName (UPN) Eff & sAMAccount BN —HKHE 3 (C. 21—
—MWUPNTOs 19 5&. SSO (FERMLUET. =& XL, Active Directory @ mycompany.com [C21—H—
juser MEELTCWAH EE(C, I—H—0D UPN A% juser@mycompany.com Tld7i<
juserl23@mycompany.com DFE. SSO NERMLET, I—H -5, sAMAccount ICRFENTWSRAFIERE
ALTOJA >3 5%5E NEEETEET, 2EXE juser DEDITEMLET,

VMware, Inc. 38



Horizon 7 for Linux 77X by 70Oty b7 v 7

Horizon 7 Tld, A —HY—R2DANFENNFEZXHNTIHEEIHY EH A, Linux XV —F 425 S XF AT,
AXLFENLFEXFUIEWI—Y —RENBTELLEERLTSEE,

s Winbind Tld. 22— —R2DODAXFELENIENBT 74/ b TREIENEH A,

s OpenLDAP T(3. Ubuntu 78 NSCD ZERL CA—Y -4 L. ANFEENXENT 7 4+ M TRBIEN
FtHA. RHEL & CentOS (£ SSSD #FRH L CTA—H¥—2BA L. KXLFENLFENBT 74V b TRRIENE
. REELEETBITIE. 774) /etc/sssd/sssd.conf ZiREL TRDIT% [domain/default] £
3 VIEMULET,

case_sensitive = false

Linux 7R by ZICEBDT RO by TEBENA VA —ILENTWBIFEICIF. TR My TEEESBL T
SSO TERT 2T AV by TRIEBAEIRL TS Z30),

AR—b h—Fk VSGAL LY bDRE

UE— FRI Py TTAI— b A=K UFA Lo MBI TOSIBE, 2547 b LRTACEREN
FRI—b A=K U—F—&EALT. FRL by FICHTBRALT S EMTEET, R~ A— K USA
Lo MERET B W ODOFIRERTS BUENBYET,

AR—b A=K UFALVL I bOBE

AX—hF A=K UFA LU ME IEELZ/N—2 3 2D Horizon Agent 734 > X =)L EN TSRO Linux 7
AARNVEZ—=23 > DTRY My T THR=-FENET,

KR3VLAYR—bF A—R UGS VI MDIRTLEN

Linux ¥4 RV Ea—>3>

Horizon Agent

RHEL 8.1

Horizon Agent7.12 LI

RHEL 8.0

Horizon Agent7.10 LI

RHEL 7.1 LIp&

Horizon Agent7.8 LIk

RHEL 6.6 LIk

Horizon Agent 6.2.1 LIk

Ubuntu 18.04/16.04

Horizon Agent7.9 LIk

SLED/SLES 12.x SP3

Horizon Agent7.9 LIk

Horizon Agent Z 4 > X b —)L 3 %5iIIC. SELinux Z\BHCT HHENHYET, AX—b A—R USA LI +D
AVR—F VN EPRBRICERTZ2VEGHVET, IR MIT 7 MTIEBRENEE A, FHICDONT
(. install_viewagentsh <X > RS54 > 72 30 &2BBLTSZEU,

RV TRAY—b A—R USA LT MEBEDFEMIC/Z> TS &, vSphere Client ® USB U4 1 Lo M3 R

R—h A—RTEELEEA,

AR=b h=R UFA LI TR —EIC1DDAR—bH—FR U—F—DHPYR—rENET, EHD)—%
—EUSAT VN YRATALERT DL COBERBELEEA.
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AR—=b W=R UFA LU RTE A—RTI1DORABEDHDBYR—~ENET, BHOERENH— RICHEE
TH58. BRYIOAOY FOFRAENSEREN. TOMOIAEFFEREINET. ZOBEIL Linux OFIRTY.

F: AR—bAHA—RUFAL LI ME Linuxk TR by 7D PIV A—R&aH5R—~ULET. Horizon Client for
Linux ©. 7O—Hh—05E% PIV h— R THITSB4A. TLSVI2 Y R—+& PIV XY— Kk A—RIZEHREL. SSL
IZ—%2EEITHILENHYET., VMware DF L v PX—XDFEE hitp://kb.vmware.com/kb/2150470 (Z&H %
RRERICHE D TSN,

#F: Horizon7 /N\—2 3> 7.01 LIETIE. A¥—k 11— K SSO BEMICH>TWET, RHEL6X TR kv
TFAIY—bF A— RSSO #H/R—bLTWETH, RHEL7X LU RHEL 8.x TR ¥ by 73 Z Dtges HR
— kL TWEERA,

AR—h H—FK UFAL VLI bDRE
AX—h A=K UFA LY FERETBICE ROYRIERTLET,

1 LnuXTARAMIE2—FERAR—F A—RARUS—DOSDIERICEL>T. TR MY THDAIY—K A—FR
ERELET.

2 LinuxT4ZXAMJE2— 3 DOFIBEICRE>T. TAY ~v & Active Directory RAA V&#HELET.

3 LinuxT4RMJE2—Ya3>VOFIBEICRS>T, TRIMYTTRAY—F A—R UGS VI MERELET,

RHEL8.X TR by TTDAY—F h—RKR USFA LU NDERE
RHEL8.X 7RI by FICARR—F A—R UFA LI MERET SICIE. TR by 7% Active Directory R

A VICHELET., RIC. BEBERSA TSV EI—~ CASIBAZE A VR =)L L TH 5 Horizon Agent &1
Ar=ILLET,

AX—b H—R USFA4 L& +TDH RHEL 8.x ¥4 kv & Active Directory O#i&

AX—h A=K UFA4 Lo TRHEL8.Xx 7X4 kv 7& Active Directory (AD) R A A > &#HET HITE. KD
FIECHWNET,

FRBAD AT, Active Directory KA > D DNS &7xEDRY NI —UBERDI T4 T4 & TV —RKRIF—TK
LTWBEADHYET, ROXESZICL T, INSDTLV—RARIVY—DEE CERDREBICAEDETEELT
<EEL,

T —RRINY—DiE ]

dns_IP_ADDRESS DNS x—A =D IP 7 KL X

rhel8sc.rzview2.com RHEL 8.0 ¥ RF ADZLEHARR b

rhel8sc RHEL 8.0 > XRF ADIELHKRR h&

rzview2.com Active Directory k4> ® DNS %&

RZVIEW2.COM Active Directory K44 > DNS &, 3 XTAXFICLET,
RZVIEW2 T—27)b—7D DNS Z£7=(% Samba ¥ —/N\DBEENTWS NT K

*4 D DNS &, §RTANXFICLET.

rzviewdns.rzview2.com Active Directory 4 —/\DHRZR &
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FE

1 RHEL8X AT AT, ROFIEZEZITNET,
a HMBOEHICELT. xy bT7—2 & DNS OFREEITVET,
b [IPv6] ZEMICLET,
c [BE# DNS] #EMICLET.

2 XOBEIDELSIC. /etc/hosts R 7 A EHRELET,

127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4
localhost4.localdomain4
s localhost localhost.localdomain localhost6 localhost6.localdomain6
dns_IP_ADDRESS rzviewdns. rzview?.com

3 KROBIDELDIC, /etc/resolv.conf BT 7ML E=HELET.
# Generated by NetworkManager

search rzview2.com
nameserver dns_IP_ADDRESS

4 Active Directory #&ICHEIE/Ny T —2 %A Y A S—=)LUET,
# yum install -y samba-common-tools oddjob-mkhomedir
5 oddjobd U—EXEZH#HMICLET.

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

6 JATFTAIDELFFEEY -RERELET,

# authselect select sssd with-smartcard with-mkhomedir

7 oddjobd ¥ —EXRZERIEL X T,

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

8 RY—bH—RFBIEEHR—LTBICE. /etc/sssd/sssd.conf 77 A IVEERLET,

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf
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9 XOBIDLSIC, BEHRIVTV%E /etc/sssd/sssd.conf [TEMLET. [pam] €& 3 IC
pam_cert_auth = True #{EEL X7

[sssd]
config_file_version = 2
domains = rzview?.com
services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad
access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

10 sssd H—EXRZEFRICLET,

# systemctl enable sssd.service
# systemctl start sssd.service

1M1 ROBEDEDIZ, /etc/krb5.conf BT 7 A IIVERELET,

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51libs.log
kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEWZ.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEW2.COM = {
kdc = rzviewdns.rzview2.com
admin_server = rzviewdns.rzviewZ2.com
default_domain = rzviewdns.rzview2.com
pkinit_anchors FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature

pkinit_kdc_hostname = rzviewdns.rzview2.com
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[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEWZ2.COM

12 xDOHEDLSIZ. /etc/samba/smb.conf BT 7 AL EiREL X T,

[global]
workgroup = RZVIEWZ
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewdns.rzviewl.com
realm = RZVIEWZ.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 XkDOBID LD IZ. Active Directory R AA 2 (ZHMUET,
# net ads join -U AdminUser
join ARV RERTIDE. ROKDGHEAPERENET,

Enter AdminUser's password:
Using short domain name —- RZVIEW2?
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'
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14 RHEL 8.x 7 X% kv 7/ Active Directory R AL VICEEICSML TS EEHRLET,
# net ads testjoin
Join is OK

RORTv T

RHEL8X TRY by T TDAY—F h—R UFA LI FDERTE

RHEL 8x TR by FTDAY—k h—RKR UFA LI hDRTE

RHEL8X 7RO by TTRAY—b A—R USA LI MERET BICE. COBBEDPKEFTS5/475U. A7 —
b h— REREICERT 5/L— b~ CAGERRE. 4 E7/4 PC/SClite 5475 U%&A4 A S—ILLET,

AR
AYX—hk H—R U&A L& hTH RHEL 8.x X% kv /& Active Directory D#&
FlE
1 BEGSATIVEAAS—IVLET,

# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools
2 pcscd H—EXREFHMICLET.

# systemctl enable pcscd
# systemctl start pcscd

3 /etc/sssd/sssd.conf #BRB7 7 A IVICKRDFTINEENTWNSE I EEZHRELET., NITKY., RX—rH—
REBEEMEMICARV E T,

[pam]
pam_cert_auth = True

4 WpEH CAFIBAZE% /etc/sssd/pki/sssd_auth_ca_db.pem (COE—-L &7,

# openssl x509 —inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

5 AX—h h—RORT—HREWHRT SHICIE XD pkcsll-tool ¥ RZETL., ELWHANERENS
CEEHRLET.

# pkcsll-tool -L
# pkcsll-tool —-login -0

# pkcsll-tool —-test —-login
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6 PKCSI1EZa—ILEHRELET.

cp libcmPll.so /usr/1lib64/

7 /usr/share/pll-kit/modules/libcmP1l.module 7 7 AL EVERL £ T, ROABE T 7 A )LITEM

LET,

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcs1l.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1lib64/1ibcmP11.so

priority: 99

8 PC/SCLite &#/N\—232188IC7v7T—hLET,

yum install -y git flex autoconf automake 1libtool libudev-devel flex

git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

./configure —-build=x86_64-redhat-1linux—gnu --host=x86_64-redhat-1linux—-gnu
——program-prefix= --disable-dependency-tracking —-prefix=/usr —--exec—prefix=/usr

* O W O ¥ W

—bindir=/usr/bin —-sbindir=/usr/sbin --sysconfdir=/etc —-datadir=/usr/share
—includedir=/usr/include —-libdir=/usr/1ib64 —-libexecdir=/usr/libexec
—-localstatedir=/var --sharedstatedir=/var/1lib --mandir=/usr/share/man
——infodir=/usr/share/info —-disable-static —--enable-usbdropdir=/usr/1ib64/pcsc/drivers
# make
# make install

9 Horizon Agent Xy —2&A4 A M—=)LLT, AXN—b W=—R UFA LI MEFMILET.

# sudo ./install_viewagent.sh -M yes

F: AX—bA—RUFAL I MEERTSICE RORICKTELDIC, Linux Ts AU E2—23>(C

WEL/N—2 3 D Horizon Agent 24 VA b=V B0ENRH Y ET,

Linux ¥4 ARUEa—- 3> Horizon Agent
RHEL 8.1 Horizon Agent7.12 L&
RHEL 8.0 Horizon Agent7.10 LI&

10 S RTLZEBEFHLTHIAIAI Y LET,
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RHEL 7.x/6.x TR by TDRAT—k A— K UFAL LI FDRTE

RHEL7xX6.X 7RI by FICAR—bF h—R UFA LI NERETDICE. £TTRXI by 7% Active
Directory RAA VICHELET . KRIZ. BERTA TSV EIN— CAFIBEEZE A X =)L L TH S Horizon
Agent 24 > XA h—J)LLET,

ARX—Kk A—RKR UL L& hTOD RHEL 7.x/6.x X% kv 7& Active Directory O#
Pa

=]

RHEL 7.x/6. X TR by T TRAIR—F A—R U&FAL LU MEYR— T B(Z(E. Samba & Winbind VU a2 —3
avEFERLT. 7R by 7L Active Directory (AD) RAA &##HELET.

AX—h H—KR UFZA4 L& TRHEL7.X/6.Xx 7X% kv 7& Active Directory KA A »&#ET SIC(E. ROF
JEICREWNE T,

SBADH T, Active Directory R A4 > D DNS &7/2EDR Y bT—OBRDIY T4 T4 & TV —RAKRIVG—TH
LTWBEADBHYET, RORESEICLT. INSHDTV—RRIVY —DEE CERDREBICEDETEELT
STEELN,

TV—RHRINT—DfE L]

dns_IP_ADDRESS DNS x—A =D IP 7 KL X

mydomain.com Active Directory k44 >® DNS &

MYDOMAIN.COM Active Directory R4+ >® DNS %, §XTAXFICLET,
MYDOMAIN 7—245)b—7D DNS &%7/=(2 Samba #+—N\DBEEN TS NT K

XA D DNS &, IRTAXFICLET,

ads-hostname Active Directory H—/X\DHR X ~%

F: AX—hA—RUFAL I I RHEL 6.0 DIBEE/2(F RHEL 7.1 LIBEDT XS by 7THR—hENTH
£,

FIE
1 RHEL7X/6XTRI by 7IC. BBENYT—2&AVAR—ILLET,

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 JRTFAEEOXRY NU—UBTEERELET. NetworkManager 1> FO—)L /SRIVERRE. o AT AEE
D [IPv4 Settings (IPv4 %)) ICBEILE . IPv4 OAET. [Automatic (DHCP) (B&) (DHCP))] & =EiR
L9, [DNS] F+RX bk Ry o RIZ, DNS X—A H—NDIP7RLREAALET., [BR] 22U v o LE
ER

3 &OIATYRERTLT, RHEL ¥R kv TDRLEM KA A % (FQDN) p5RE N2 = & 4HRALET.
# hostname -f

4 XROBIDESIC. /etc/resolve.conf B T7 7 A I EiRELET,

search mydomain.com
nameserver dns_IP_ADDRESS
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5 RHEL 77X by 7T +2U71h5{bS/ Linux (SELinux) 28I £ T,

selinux/config B 7 7 1L EZREL £,

a

SELINUX=disabled

ROFEDLEDIZ, /etc/krb5.conf B T7 7 AL ERELE T,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

XOBIDLDIZ. /etc/samba/smb.conf #7774 I EZIREL LT,

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

authconfig-gtk V—IJLZEE. ROLDICREZTVET,

ROBIDL ST, /etc/

[Identity & Authentication (ID &8250)14 7&#RL£9., I—H— ThU Y bDT—FX=XI[C

[Winbind] %324R L £ 7.

[Advanced Options (G¥#ir 7 3 )] ¥ 7% #R L T, [Create home directories on the first login (&

MOATAYTHR=—LATA VO MIZEER] Fzv o Ry O ZBERLET,
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¢ [ldentity & Authentication (ID &585E)]4 7% 3#IRL C. [Join Domain (RAA > (ZEM]ZEo Vv oL
£9., EEORBFEEZHRTS7>— KT, [Save R®E)]ZE20Uv I LET,

d 7O 7EmERrEInz. RASCOEBEOI—HY—-RENRT—REAALT, [OK]Z22U v o LE
ER

RHEL X & kv 7% Active Directory R A1 (ZEMLET.
9 PAM Winbind TFZ7 v bDF v v 2 &HZELET, ROLDBFANEENSDLDIC. /etc/security/
pam_winbind.conf 7 7 1)L ZiREL E 7.

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 Winbind 5 —EXZBiEEL £,

# sudo service winbind restart
11 Active Directory NOSMAEKERT 523, XOOATY Y RERTTL, ELWEAMEBREIN TSI E&ERALE
ERS
m  net ads testjoin
m  net ads info
12 D RFLZBREFHLTHEUOIA VLET,
RORT 7

RHEL7.X/6.Xx TR by TDAY—bt h—FK UFA LU hDFHRE

RHEL 7.x/6.Xx TRO Yy TDRI—hk h—R UFA LU FDRE

RHEL7.X/6.Xx TRV by T TAIY—b h—R USA LI MERET BICE. COBENMKETS511T75U, 23
TEMAT SN — b CAGERE. KEMEPC/ISCLite Z4A 75 UEAAM—IVLET, Flco —BDOBRT7 7ML E
mEL T, RAIREZRTIDLENHUET.

RHEL 7.x/6. X TR by TDRAY—b h—R UFA LI MERET BHICIE. ROFIEICRHNET,

FBADF T, Active Directory RA A 2D DNS B2 EDF Y NI —IBEDI YT 4 T4 & T L —RAKNIVY —TK
LTWBEADBHYET., RORESECLT. INHDTL—RKNIVY —DfEE ZERDREICEDETEELT
S,

TV—RFRINY—DfE Ll

dns_IP_ADDRESS DNS x—4 =D IP 7 KL X

mydomain.com Active Directory kx4 >®d DNS &

MYDOMAIN.COM Active Directory kA4 >®D DNS &, 3N TAXFEICLET.
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TV =R —DIE L]

MYDOMAIN D=2 J)b—70 DNS &% /=& Samba H—N\HEFENTS NT K
*A D DNS &, §RTARXFICLET.

ads-hostname Active Directory ' —/XDKRX 4

AX—h A—=F UFA Lo I RHELG6.0 LIFEE/(E RHEL 7.1 LIBEDT R by FTHR—FENTNET,

& Horizon Agent 34 > XA b—J)LEN. A=k A—FR UFAL I SDBEMCT/HE>TNS RHEL7.X > X T A
[CvSphere AV —Ihs0dA4 5L A7 MERMN 2 HLUEBSREZEMHUET. ZOOITT L
DENIE. vSphere >V =505 4 > LIEBEICOHFEEL ET ., Horizon Client 7805 RHEL 7.x oA 47
D hETOHEE. COXOIBHEEZTLHILEHYEEA,

BIRSM

AX—hk H—R UFA Lo hTH RHEL 7.x/6.x X% kv 7 & Active Directory O#&
FIlg

1 BERSATSVEAAN=ILLET,

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 )—hCAGIREEA YA h—ILLET,

a J—hrCAGIZESY Y YO—RL. TR by 7D /tmp/certificate.cer ITRELET. L—F
CAFIBAEZ TV AR—bT2HEESBLTIEI,

b #orO—RkULEIN—b CARIBEZE .pem 77 A I)VICERELE T,
openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem

c certutil a~X Y REFERALT. I—~ CAFIBAZEE L RT A T—Y X=X Jetc/pki/nssdb T4 R
F—=JLLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d J—k~ CAEBAE% /etc/pam_pkcsll/cacerts [CF 4 Lo FUICOE—-LET,
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 [77U%T—32]-[Sundry] - [RREE] DIECHEEL, [AX—b A— R BR-—bEFWCTR]Fzvo Ry
OREERLTC[EARl 22V v I LET,

4 RX—bA—RDORSANEIE-L. PRTAT—9~N—2X (/etc/pki/nssdb) CRSANSATSV %
EMUET.

cp libcmP1ll.so /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmPll.so -dbdir /etc/pki/nssdb/
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5 &koBIDL>IZ, /etc/pam_pkcsll/pam_pkcsll.conf #H 7 7 /IO EV1—) BEZIRELET,

pkcsll_module coolkey {
module = libcmP1ll.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 ROBIBEZaAYTYNEENDLDIC, /etc/pam_pkcsll/cn_map #E 7 7 A IV ERELET, BINT

DIEROFMICDONTIE, AXN— M A—ROFBAZICHZ 1T —FRESBL TS X,
user sSCc —> user-sc
7 XxOBEIDOLDIZ. /etc/krb5.conf/ #EK 7 7 A IV ERELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain. com = MYDOMAIN.COM

8 XRDEOHBIMPEENDLDIC. /etc/pam.d/system—auth R 7 7 1IN EiREL £ T,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11:/usr/1ib64/1ibcmP11.so

9 PC/SCT—EVEBEHLET.

chkconfig pcscd on
service pcscd start
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10 RHEL 7« AhUE2—2 3V ICWEA PC/SCLite N\—23>%&A4 VA S—IJLLET,

m RHEL 7.x &% PC/SC Lite N\—2 32188 %4 A +—JILLET,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-1linux—gnu —--host=x86_64-redhat-1linux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr —-bindir=/usr/bin ——
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec --localstatedir=/var —--sharedstatedir=/var/1ib —-mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

m RHEL 6.x ®5&(&. PC/SClLite N\—2 32 174% 4 A —=)ILLET,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —-libdir=/usr/1ib64/ ——enable-usbdropdir=/usr/1ib64/pcsc/drivers
——enable-confdir=/etc ——enable-ipcdir=/var/run —-disable-libusb —--disable-serial —--disable-
usb

—-disable-libudev

make

make install

service pcscd start

11 Horizon Agent Xw o —2% A4 VXA =)LLT. AR—b A—R UFA VLI EBRICLET,

sudo ./install_viewagent.sh -M yes

RHEL 74 A MU E2—> 3V ICRERNYT—2&A4 Y AM—J)LLET,

m  RHEL 7.x &4, Horizon Agent 7.8 Lg% A > A =)L LE T,

m  RHEL 6.x Mi&(3. View Agent6.2.1 LIfgZE A > A ~—JLLE T,

12 D RTLZEBEFHLTHIOIAIVLET,

Ubuntu ¥R hy T TORY—F h—R USAL LU FOBRTE

Ubuntu 7R by FICAY—b h—R UFA LI MERETSICIE. £T TR v 7% Active Directory B 4
AVIHELET, RIC. BERZATSUEI— CAFIBAEZ A X b—)LLTH S Horizon Agent &4 > X
F—ILLET.
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A=k A=K UFAL L& FTO Ubuntu X% kv 7& Active Directory O#&

Ubuntu 7 R4 by 7 TRY—hF h—R UFA LU hEYR— T 5IC(F. Samba & Winbind VU 2—> 3 %
FALT., TAL kv 7 Active Directory (AD) RAA VEHELET.

AX—k A=K UF4 L& T Ubuntu 7X% kv 7 & Active Directory R A A »&#HET S ITIE ROFIECH
WETF,

FRBADH T, Active Directory RAA > D DNS &7xEDRY N7 —UBERDI T4 T4 & TV —RRIF—TK
LTWAEADHYET., ROXESEZICLT. INSDTL—RARIVY—DEE CERDEREBICEDETEELT
<FEEL,

TV —RRI S —DiE B

dns_IP_ADDRESS DNS x—A =D IP 7 KL X

mydomain.com Active Directory kx4 >? DNS %

MYDOMAIN.COM Active Directory 44> ® DNS &, 3XTARXFICLET,
MYDOMAIN 7—24)\—70 DNS &%7z(% Samba #—/A\MEEN TS NT R

XA »DDNS &, IRTAXFICLET,

ads-hostname Active Directory —/XDHKR ~4
ads-hostname.mydomain.com Active Directory ' —/\D5E2{EH kA1 > % (FQDN)
mytimeserver.mycompany.com NTP & 4 & % —/Xd DNS £

AdminUser Linux 7 X2 by 7EBED 1Y —%&

FIlg

1 Ubuntu 7RX& kv 7T, /etc/hostname 7 7 A IV EREL T, TRISYTDRANREEELET,
2 DNS#®%ELZETY.
a /Jetc/hosts #7777 AIVICDNS H—NEEIP 7 RUVRZEZEMLULET,

b XROBEIDLDIZ, DNS x—A H—/1D IP 7 kL X & Active Directory B4 A > D DNS &% /etc/
network/interfaces 7 7 1 JVITEBML £ T,

dns—nameservers dns_IP_ADDRESS
dns—search mydomain.com
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3 resolvconfig \v o —Y&2A A M—=ILLET,

a AYAb—I)L AV BFERTLET.

# apt-get install -y resolvconf

DRTFALILCNYT—=DA VA M=)V EBREAEHFAILET,
b xoFIDLDIZ. /etc/resolve.conf 774 J)LD DNS BEZHIELET,

# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

4 Xy hT—O0OBZERERELET.

a ntpdate Ny —2Y%&A4 A M—JLLET,
# apt-get install -y ntpdate

b XDOBIDLDIT. NTP H—/1\DfE#H% /etc/systemd/timesyncd.conf #m 7 7 1)L ITEML ET.

[Time]
NTP=mytimeserver.mycompany.com

5 NTPH—EXREHEEHLET,

sudo service ntpdate restart

6 W E7; Active Directory join /Xy —2 &4 VA R—=ILLET,
a AVAL=J)L ATV RERFTLET,

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b A XM=V 7OYTNTT 74D Kerberos L)L AMEREI N5, Active Directory KA A > D
DNS & &# AXXFTAALET (fl : MYDOMAIN.COM)., XIZ. [OK] #=IRL £ T

7 XOBIOLDIZ. Jetc/krb5.conf R T7 7 A I EiREL £ T,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
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8

9

admin_server = ads-hostname.mydomain.com

default_domain = ads-hostname.mydomain. com

pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem

pkinit_cert_match = <KU>digitalSignature

pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]

.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

Kerberos Rl # R T B2, ROOAX Y RERTLET.

# kinit Administrator@MYDOMAIN.COM

# klist

ARV EDOSRDESIEEAMNREND ZE=HRLET.

Ticket cache: FILE:/tmp/krb5cc_0
Default principal: Administrator@MYDOMAIN.COMalid starting Expires

principal
2019-05-27T17:12:03

2019-05-28T03:12:03

renew until 2019-05-28T17:12:03

krbtgt/MYDOMAIN. COMGMYDOMAIN. COM

ROBDLSIZ, /etc/samba/smb.conf K7 7 M EiRELF T,

[global]

workgroup = MYDOMAIN
realm = MYDOMAIN.COM
= ads-hostname.mydomain. com

password server
security = ads
kerberos method

= secrets only

winbind use default domain = true

winbind offline

logon = false

template homedir =/home/%D/%U

template shell =

/bin/bash

client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

passdb backend =

tdbsam

winbind enum users = yes

winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000
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10 Active Directory RAA »(ZHML. HEEHERLET,

a Active Directory join A¥ > RER{TLET.

net ads join -U AdminUser@mydomain.com
systemctl stop samba-ad-dc
systemctl enable smbd nmbd winbind

H H H W

systemctl restart smbd nmbd winbind

b &DBEIDLSIZ. /etc/nsswitch.conf #BE 7 7 AN ELTELE T,

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

¢ Active Directory NOSMEREZHRT 2(CE. ROATY RERTL. ELWEABEBRINTWSZ L%
BLET,

# wbinfo -u

# wbinfo —g

d Winbind x—A ¥ —EXDRA vy FEERTHICIE ROAT FERITL. ELVLHABRENTNS
CEEHRLET.

# getent group|grep 'domain admins'

# getent passwd|grep 'ads-hostname'

M1 IXRTOPAM 7774 I)VEBMICLET,

# pam-auth-update
PAM D% EE®E C. [Create home directory on login (O A VEIR—A T4 Lo MUEER)] £#E50T
RTOPAM 7O7 74 )V&ZEIRL T, [OK] ZZ#RLET,

12 Ubuntu 16.04 Ti&. OJA4 VEER CI—H— XA v FEBHMLET. XDFADLSIC. /usr/share/
lightdm/lightdm.conf.d/50-ubuntu.conf 7 7 ML EZZELET.

user-session=ubuntu
greeter-show-manual-login=true
RDODRT T

Ubuntu 7R by 7ORAIY—~ h—R USA LU FDERE

Ubuntu X2 by 7ORY—k h— KR USALL U FDBRE

Ubuntu X by 7TRAY—h h—R USA LI MERET SHICE. A= b h— ROEEEIN/REAZ Y R—
b Brced. BEDEKETSSA TSV EN—h CATIRZEZA VA b—IVLEY. Fhoo —BOBRT 7 1)V
LT FEAREERETIDRLENDHUET.
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FBADH T, Active Directory R A4 2D DNS &/2EDRY bT—OBRDIU T4 T4 & T —RAKRIVG—TH
LTWBEADHYET, ROXESEICLT. INHDTV—RRILY —DEE CERDREBICEDETEELT
STEELN,

TV —RHRINS—DfE L]

dns_IP_ADDRESS DNS x—4 =D IP 7 KL X

mydomain.com Active Directory k44> ® DNS %&

MYDOMAIN.COM Active Directory KA1 >® DNS &, §RXTAXFICLET,
MYDOMAIN 7—2Y)b—7D DNS &%/=(% Samba #—N\NEENTS NT K

A4 »DDNS &, RTAXFICLET.

ads-hostname Active Directory —/NXDKRXR ~ %
ads-hostname.mydomain.com Active Directory 4 —/ND L& K 4 1 > % (FQDN)
mytimeserver.mycompany.com NTP & A & H—/xdD DNS £

AdminUser Linux 7 X by 7EBEOI—HF—%

BIIRSM

A=k~ A—R U&FA4 L& ~TD Ubuntu 7 X4 v 7 & Active Directory D#4&
FE
1 BELGSATSVEARAN=ILLET,

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

2 J—h~CARIEEEARAM=ILLET.

a JI—hrCAGIBEEEY Y O—RL, TRAZ by 7D /tmp/certificate.cer (CRELET, L— bk
CAGIBEZTVAR— T HHEESBLTIEZ,

b #o>rO—RkLEIN—b CAZIBEZE .pem 7 7 A )VICERELE T,
# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

¢ certutilav > R&aEFERLT. Ib—F CAIIBAEE L RT A T—F X=X /etc/pki/nssdb [T1 R
F—ILLET,

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d J—k CAGIBAZ % /etc/pam_pkcsll/cacerts [CF«4 Lo MUICOE—-LET,
# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
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3 pkesliNnyia Z7AILEERLET,

# chmod a+r certificate.pem
# pkcsll_make_hash_link

4 WELERSANZIE-L. BELESATSY TJ74)bE nssdb T4 Lo FUICEMLET,
a ROAXYRERTLET,

cp libcmPll.so /usr/lib/

mkdir -p /etc/pki/nssdb

certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

H OH B O H

b FHL/ABMENSERCHRAAENTNSLZERLET.
# certutil -L -d /etc/pki/nssdb
Certificate Nickname
rootca

c FHILESATSUDERICEBMENTNSZLEHRLET,
modutil —dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP1l1.so
slots: There are no slots attached to this module
status: loaded
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5 pam_pkcsll A 7S UERZRELET,
a TI7HINbOYUTIV O TV EERLT, pam_pkcsll 7 7 A )L EERLET,

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |
tee /etc/pam_pkcsll/pam_pkcsll.conf

b &koOHIDLSIC, /etc/pam_pkcsll/pam_pkcsll.conf 7 7 AL ZiRELET,

use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so;
description = "LIBCMP11l";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

c XOFTEELXDIC. /etc/pam_pkcsll/cn_map 77 A I EiwRELET,

ads-hostname —> ads-hostname
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6 PAMPFIZHRELET,

a /etc/pam.d/gdm-password #7 7 A IV ERELET ., KOBFIDLEDIC. pam_pkcsll.so FREFT%
common—auth TORIICEEL X7

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b Ubuntu 16.04 Di5&(E. /etc/pam.d/lightdm B 7 7 1)V E&wRELET. KOFDLD (I,

pam_pkcs1l.so F25E{T% common—auth TDRIICEE L £ 7.

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ Ubuntu 16.04 OiF& (L. /etc/pam.d/unity #R7 7 AV ERELE T, XDFIDLD (T,
pam_pkcsl1l.so §25E1{T% common—auth TORIICEE L £ 7.

auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth
auth optional pam_gnome_keyring.so

7 ARX—MHWH=—RN=RIUTTERAI—F W—=RICA VR M=IENTWZIAEEHETRT SICIE. ROV
RERITLET,

# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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8 JRTLADBEHRICAPMICESTHLDIC pescd U—ERXERELET,

FH: VAT LADBRENEIC pecsed —ERDEENL AR WVES. pam_pkes1l N LIERVIDOO T A > HikEL

LET,

a /lib/systemd/system/pcscd.service 77 A /)L® [Install] £2 2 3 >/ IC WantedBy=multi-
user.target TTZEBMLUET,

REBDTZ7ANDBRDELDICIHO>TND I EEHBLET,
[Unit]
Description=PC/SC Smart Card Daemon
Requires=pcscd.socket
[Service]
ExecStart=/usr/sbin/pcscd ——foreground —-auto-exit
ExecReload=/usr/sbin/pcscd —-hotplug
[Installl]

WantedBy=multi-user.target
Also=pcscd.socket

b pcscd H—EXEB#HICLET,
# systemctl enable pcscd.service

9 RXRO—EDIYrREXRTLT, PC/SClite 5475V %E/N—-232188IC7vTT—bLET,

# apt-get install -y git autoconf automake libtool flex libudev-dev

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC/

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure ——prefix=/usr —-sysconfdir=/etc —-libdir=/1ib/x86_64-1inux-gnu/

CFLAGS="-g -02 -fstack-protector-strong -Wformat —>Werror=format-security"
LIBS="-1d1" LDFLAGS="-W1,-Bsymbolic-functions -Wl,-z,relro" CPPFLAGS="-Wdate-time -
D_FORTIFY_SOURCE=2"
# make
# make install

10 Horizon Agent Xw o —2% A VA =)LLT. AR—b A—RKR UFA LI EBRICLET,

# sudo ./install_viewagent.sh -m yes

& : Horizon Agent 7.9 LifgZE A > A =)L T BHEDHYET,

11 JRTLEBEFLTHRAIALET,
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SLED/SLES ¥RX& by T TDARY—hk h—K UFA LU bORE
SLED/SLES TR by FICAY—K A—R UFA LI ERET SHIC1E. TR by 7% Active Directory

RALSVITHELET, RIS, BEHRSA TSV EIL— CARIAEZ A X ~—)LLTH 5 Horizon Agent & A
YAR=IVLETS,

A¥—h A—K US4 L& ~ThD SLED/SLES X% kv 7 & Active Directory O#&

SLED/SLES 7R by 7 TARY—bh h—R UFA L& rEYR— T 5I2(E Samba & Winbind V1) 12— 3
VEFERLT. TR~y 7E Active Directory (AD) RAA VEHELET,

A¥—h h—RKR U&A4 L& ~TSLED/SLES X4 kv & Active Directory RA A VE#HET BICIE. KDF
IBICREWNET,

FRBAD AT, Active Directory RAA > D DNS &72EDRY bT—UBRDI T4 T4 & TV —RKRIET—Tx
LTWBERDHYET., ROXRESEICLT. ITNSDTL—RRINY—DEE CERDOBRIEICADETCERLT
FEEEL,

TV —RRIVS—DiE BiFA

dns_IP_ADDRESS DNS x—4 =10 IP 7 R R

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory KA1 >® DNS &, §RXTAXFICLET,
MYDOMAIN 7—22)\—70 DNS &%7=(% Samba #—/1\HDBEENTIVS NT R

A4 D DNS &, $RTAXFICLET,

ads-hostname Active Directory —/NDRXR ~ %
ads-hostname.mydomain.com Active Directory #—/\DFE£{&k k4 1 % (FQDN)
mytimeserver.mycompany.com NTP % A & H—/xd DNS £

AdminUser Linux 72X by 7EBEODI—HF -5

FIE

1 SLED/SLES 7RI by TDxy hT—UBREETVET,

a Define the host name of the desktop by editing the /etc/hostname & /etc/hosts #7711
ZRELT. TRIMY ORI NEEEELET,

b DNSH—nDIP7RLREZHRELT. [B8) DNS] 2EH(CLE9 ., SLES 12 SP3 Di5&. [DHCP #&#
HTRANRELEE] ZEMLET,

c Xy hI7—UDBLREEZRET SICE. ROFEADLSIZ. NTP H—/1DIE®R%E /etc/ntp.conf 77 A
JVITEMUET,

server mytimeserver.mycompany.com
2 W E75 Active Directory join /Xy —2 & A4 VA M—=ILLET,

# zypper in krb5-client samba-winbind
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3 WELOEBRTZ7AINERELED,
a XOBIOLDIZ. /etc/samba/smb.conf 77 A IV EREL LT,

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true
winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b xoBIDL>IC. /etc/krb5.conf 77 A I EiREL T,

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain.com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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c XRODBIDELSIC. /etc/security/pam_winbind.conf 77 AL &EiREL £ T,

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d XOBIOLDIZ. /etc/nsswitch.conf 774V EIRELET,

passwd: compat winbind
group: compat winbind

4 xOBIDLSIC, Active Directory RAA > ICEBMLET,

# net ads join -U AdminUser

5 Winbind Y¥—EXRZEMICLET,
a Winbind #8%ICLTRBT 2ICIE. RO—EDIY Y RERTLET,

# pam-config —-add —-winbind
# pam-config —-a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b Active Directory Z—H—#3 Linux 4 —N\ZBE#HETICT R by FICOTA 2 TEBLD S RO—E
DAXY FERITLET,
systemctl stop nscd

nscd -i passwd
nscd -i group

H OH R B

systemctl start nscd

6 Active Directory (CBMTE TSI LEZERTSICE. ROATY RERTTL., ELWEABSREIN TS
CEHRLET,

# wbinfo -u

# wbinfo —-g

RDORFY T

SLED/SLES ¥R by T7DAR—bt h—R UFA LI bDHTE

SLED/SLES 7RI by TDARAIY—F h—FK UFAL L& FDORE

SLED/SLES 7R by JTRAIY—KF h—R UFA VLI RERETBHICIE. AY—F h—ROEBBINRiLEY
R—bT 270, BEDKFET D54 T75UE)N— b CAEAEZ A VA M—I)LLET, £z, —BOEXRT 7 1)
EREL T, RARTEERTI2LENHYET,

FRBADH T, Active Directory R AA > D DNS &7 EDRy bV —OBRDI VT4 T4 &2 TV —XKRIVEY—THR
LTWBEADHYET, ROXESEICL T, INHDTV—RARILY —DEE CFERDREBEICEDETEELT
<&,
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TV —RRIVS—DIE ]

dns_IP_ADDRESS DNS x—A =D IP 7 KL X

mydomain.com Active Directory k44 >d DNS £

MYDOMAIN.COM Active Directory K44 >® DNS &, I RXTAXFICLET.
MYDOMAIN 7—27)L—7D DNS &£ /=% Samba ¥ —N\DBEENTL\S NT

AA 2D DNS &, $XTAXFICLET.

ads-hostname Active Directory ' —/XDKR &
ads-hostname.mydomain.com Active Directory #—/\DFE2{&dh k4 1 & (FQDN)
mytimeserver.mycompany.com NTP 4 4 & % —/Xd DNS

AdminUser Linux 72 by 7EBEDI—HF—%

AR

AY—hk h—R U&A L& hThH SLED/SLES X% kv 7 & Active Directory O#fté&

FIig
1 BELSATSU Ry —EAVAN=ILLET,
a PAMZSa4750 &Lty -840 R N=ILLET,

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b PC/SCY—IEAYAM—=ILTBHICEF. RO—FEDODIT FZERTLET,

# SUSEConnect —-list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64
# zypper in pcsc-tools

2 J—hCAGIREEA Y AM—ILLET,

a J—hrCAGIBZEESY Y YO—RL. TR by 7D /tmp/certificate.cer ICTRELET. JL—F
CAFIBAZEZ TV AR— b 2HEESBLTIES,

b #orO—RUEIN—b CASIAZ%E .pem 77 A )VICEEL, Ny a T74IVEERLET,

openssl x509 -inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_1ink

* H B W H
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¢ NSST—49R-RICrSAMTUHh—%&AVA=ILLET,

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d BELGRSANEAA—=ILLET,

# cp libcmPll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1l.so -dbdir /etc/pam_pkcsll/nssdb/

3 /etc/pam_pkcsll/pam_pkcsll.conf 7 7 AL ERELET,

a fruse_pkcsll_module = nss ZHIBRLET. ZDHFFIC, 1T use_pkcsll_module = mysc Z3EMM
LET.

b XROBEIDELSIZ, mysc EXa—I)LEEBMLET,

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c ROBDEDIIC, HBEOT Y N—HEBREeEHRLET.

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d 1T use_mappers = ms ZHIBRLEF. ZDBFRIC. 1T use_mappers = cn, null #EMLET.

4 ROTEELEDIC. /etc/pam_pkcsll/cn_map #ET7 7 A I ERELET,

ads-hostname —> ads-hostname
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5 PAM OREEZZEELET,
a AX—bH—RPEAEBEHRTE=DLDICT. £F pam_config V—ILEZEHICLET,

# find /etc/pam.d/ -type 1 —iname "common-*" -delete
# for X in /etc/pam.d/common-*-pc; do cp -ivp $X ${X:0:-3}; done

b /etc/pam.d/ T4 L& ~FUDTIZ, common—auth-smartcard EWSREIDT 7 A IVEERLET, &
DRBZE77AIIEBIMLET,

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

¢ SLED/SLES 12 SP3 mig&. /etc/pam.d/gdm & /etc/pam.d/xscreensaver OlAD 7 7 A )L
T. T auth include common-auth #17 auth include common-auth-smartcard CTEZ#Z F
ER

6 RATADBIEHRICBEBNICEETHEDIC pecscd H—EREHRET SIZ(E. /etc/init.d/
after.local 77 MV &#wELET. rcpescd start TTEEBILET, WMELDT7 7 A IVLRDFID LS IZ
TUET,

#! /bin/sh

Copyright (c) 2010 SuSE LINUX Products GmbH, Germany. All rights reserved.
Author: Werner Fink, 2010

/etc/init.d/after.local

script with local commands to be executed from init after all scripts
of a runlevel have been executed.

Here you should add things, that should happen directly after
runlevel has been reached.

HOH O OH W R OH W O W K WK K

rcpcscd start

o VAT LADBRENEIC pecsed T —ERDEENL AR WVEE. pam_pkes1l N LI=RVIDOO T A > HikEL
L&,
7T 774704 IVEEHICLET,
# rcSuSEfirewall2 stop

# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

i TT7ATUAIIDBBERCEOTNDE AR— b A—R UFA LI MDPRBTEHIEDDYET,
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8 AX—bH—RUSAVINIRERSATI) Nyd—284 A —ILLET,
a SLED/SLES 12 SP3 Diz&. RDA YA b—)L A REERITLET.

# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b SLES 12 SP3 mif& (3. systemd-devel 4 A ~—JLLET,

# zypper in systemd-devel

9 XO—EDIYrRERTLT, PC/SClite 5475V %EN-232188I1C7v7T7—hLET,

# SUSEConnect -p sle-sdk/12.3/x86_64

# zypper in git autoconf automake libtool flex libudev-devel gcc

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC/

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure -program-prefix= --disable-dependency-tracking —-prefix=/usr —-exec—prefix=/usr

——bindir=/usr/bin —-sbindir=/usr/sbin >--sysconfdir=/etc --datadir=/usr/share —--includedir=/usr/
include
—1libdir=/usr/1ib64 --libexecdir=/usr/libexec --localstatedir=/var >--sharedstatedir=/var/1ib64
——mandir=/usr/share/man ——infodir=/usr/share/info —--disable-static —-enable->usbdropdir=/usr/
1ib64/pcsc/drivers
# make
# make install

10 Horizon Agent Xw o —2% A A —)LLT. AR—b A—R UFAVL I MEBIMICLET,

# sudo ./install_viewagent.sh -m yes

& : Horizon Agent 7.9 LI & A > A b=V THHBENHYET,

11 JRTLEBEFHLTHROIILET,

Linux T RXZ by 7TO True SSO Dty c7v 7

True Single Sign-on (True SSO) ##EZBMIZT 5 &. VMware Workspace ONE [Z#1&HTH I A > L7=1&IC.
Linux (REEF R by 7. DEATRI by TEETTVT—2 a0 AOT7 Ve RAEPI—F—IIf5EENET., R
~¥—hA—F, RSA SecurlD %71& RADIUS 25« #E/A L T VMware Workspace ONE [CAZ A >3 5% &,
Active Directory OREEIEHREANT 2 &<, UE—F LinuXx YUY —RICT IR TEET,

True SSO DOHIE

Active Directory (AD) fRiLIESRZEAL T - -z T 554G, True SSO #EEFIHLEH YU FHA. ZDIHE
T®H. True SSO 2FEATBHLDICEHET HE. TRAY by 7T Active Directory OFREEIEH & True SSO Dl A
EYR—-FTEET,

Linux (REEF R by 7. RETRI by TEET7T7Ur—2 3 ILERT 558 - —ExA4T717
Horizon Client £7=(& HTML Access D{ER % #IRTE LT,
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True SSO D AT LEH

True SSO (3. #&8F L7=/N\—2 3 >»® Horizon Agent 784 X b—)LENTWSXD Linux 74« AU Ea1—2 3
YDTRY by TTHR—FENET,

Linux 4 AhJYEa2—-a3> Horizon Agent
RHEL/CentOS 8.1 Horizon Agent7.12 LI
RHEL/CentOS 8.0 Horizon Agent7.11 LIF&
RHEL/CentOS 7.x Horizon Agent7.6 Lif&

Z: RHEL/CentOS 7.x 7 X4 b v 7Di5é&, True SSO (77 +J1
RO R AL >EINY — )b, Samba, SSSD (System Security Services
Daemon). Kerberos xv kT =270 ML TOHRYR—FEh

£7.
Ubuntu 18.04/16.04 Horizon Agent7.8 LIk
SLED/SLES 12.x SP3 Horizon Agent7.8 LIk

True SSO DT
Linux 77X kv 7T True SSO 2t v b7 v 7331213, KDY RO ERITLET,

1 Horizon 7 IR T True SSO #4 v b7 v 7L THER L £9. Horizon 7 DEED [True SSO Dty b7 v
Tl #BBLTLEE0,

2 LinuxXTARMIE2— a3 OFIEICH>T. TR~y 7& Active Directory RAA > &#ELET.

3 LinuxT4RAMJVE2—> 3 OFBEICK>T, TRAY by 7T True SSO £ L £,

RHEL/CentOS 8.Xx 7 RX& kv 7 T®D True SSO DEXTE

RHEL/CentOS 8.x 7 X% kv 7T True SSO 4 R—br3 5I(C(&. £7 Active Directory (AD) k41> &2 X
TLAEHREST DHEDNHYET., RIC, True SSO #EEZTIR—FTHLIC, PRATATRHREDEEEEET H4
ENHYET,

RHEL/CentOS 8.1 X & v 7T True SSO #4R— 9 3I(Z(%. Horizon Agent 7.12 LIfgE A V> A h—)LF
DHENHYET,

RHEL/CentOS 8.0 7 X & v 7T True SSO #4R— 9 3I(Z(%. Horizon Agent 7.11 L&A > X k=)L g
DHENHYET,

F: AR 2AO—-CO RHEL8.X 7R by 7Tld, True SSO (FHR— SN TOWER A,

FRBAD AT, Active Directory RAA > D DNS &7/2EDRY bT—UBRDI> T4 T4 &7V —RAKRIVET—Tx
LTWBEANMHYET, ROXRESEICLT. ITNSDTL—RKRINY—DEE ZERDORIEICAEDETCERLT
SFEEW,
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TV =R —DIE

mydomain.com

MYDOMAIN.COM

HteA

Active Directory K4+ > DNS 4

Active Directory K44 > DNS &, I RXRTAXFICLET,

NetBIOS kx4 > D&H]

Active Directory (AD) #—/\% RHEL/CentOS 8.x & X7 AMD DNS THRTZ2Z LEBRALET,

RHEL/CentOS 8.x 3 X7 AT, Active Directory D%y T — &R LET.

J—hr CAGIBREZS V> AO—RL T, HELET AL MJIC pem 774)LELTIE—-LET,

# openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem

MYDOMAIN
ElE== S
u
B JRTADRAMREZRELET,
m > RT AT NTP (Network Time Protocol) 3% E L £7,
Fl&
1
# realm discover mydomain.com
2 WELQEKENYIT—CEAAM—ILLET,
# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools
3 Active Directory RAA 2 IZESMLET,
# realm join —-verbose mydomain.com -U administrator
4
# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem
5 XOBIDLSIC, /etc/sssd/sssd.conf R T7 7 MIVEEELET,

[sssd]

domains = mydomain.com
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = mydomain.com

krb5_realm = IMYDOMAIN.COM

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

use_fully_qualified_names = False <—————

fallback_homedir = /home/%u@%d
access_provider = ad
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ad_gpo_map_interactive = +gdm-vmwcred < Add this line for SSO
[pam] e Add pam section for certificate logon
pam_cert_auth = True < Add this line to enable certificate

logon for system
pam_pll_allowed_services = +gdm-vmwcred <——————————————— Add this line to enable certificate
logon for VMware Horizon Agent

[certmap/mydomain.com/truesso] D Add this section and following lines to
set match and map rule for certificate user

matchrule = <EKU>msSclLogin

maprule = (| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = mydomain.com

priority = 10

6 Horizon Agent /Xy —2 %4 > X ~—JLL T, True SSO ZFMICLET,

# sudo ./install_viewagent.sh -T yes

E: True SSO #EEZFERAT 5ICE. ROKRICRT LIS, Linux T4 AU E2—2 a3V ITREMRN—D 3
> ® Horizon Agent 4 > A =L 2HEBNHY ET,

Linux 4 XFUEa2—>3> Horizon Agent
RHEL/CentOS 8.1 Horizon Agent7.12 LI&
RHEL/CentOS 8.0 Horizon Agent7.11 LAk

7 /etc/vmware/viewagent—custom.conf #7741 JLICRDITEBMLE T,

NetbiosDomain = MYDOMAIN
8 I ATFTAEBEHLTCHBOOJIAVLET,

RHEL/CentOS 7.x TR ¥ kv 7 TD True SSO DERTE

RHEL/CentOS 7.x 7 X% kv 7IC True SSO Z%ET 5I1C(F. £T XY v 7% Active Directory kA1 > (C
HELET. RIC, BELRSATSVEN— b CAFIBREEZA > A b—JLLTH S Horizon Agent 4 > X ~—)b
LET.

True SSO T® RHEL/CentOS 7.x 7 X% kv 7 & Active Directory O#Eé&

Horizon 7 Linux 7 X & by 7EBEBEOA VA R 20— {k*E< > T True SSO #H7R— M9 5(2(E. RHEL/
CentOS 7.Xx v AT ADYAY — Linux k¥~ > T Samba 2% T 2HLENHYET,

RHEL/CentOS 7.x @ realmd #8EIC kY. ID RAA VERE(ICKRHEL. SMT B EMNTEET, PRATAZR
A BERICEST ADTIEAL, realmd (£, SSSD *» Winbind 72 & DE#E L7325 Linux > RT A U—EX%E
RALICEHTDHEDICHRELET. realmd & Samba #{FEHA LT, RHEL/CentOS 7.x TR kv TS
Active Directory NDF 754 > RAA SMERTT SI21E. ROFIEICHNET,
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AR SR

m  RedHat Enterprise Linux (RHEL) > X7 A% Red Hat *v k7 —4% (RHN) [CEZE =TS, O—AhHI
IZyum Y =LA A b —=)LENTWS,

m  Active Directory (AD) B —/\78 Linux > X7 A®D DNS TRTE 3,
m  Linux X5 AT NTP (Network Time Protocol) E&E =T\ 5,
FE

1 RHEL/CentOS i X5 A% Active Directory —/N\Z#BE T2 EE2MBELET., RO REERFTLE
9. ADdomain.example.com (4. Active Directory —/NDERTEEBRZIET.

sudo realm discover ADdomain.example.com

2 Samba tdb-tools Nwo—&HA A M—=ILLET,

Samba tdb-tools /Ny —21E AXD Red Hat YRS UM F O O—-RTEEEA, FHTH U O
—RTBUEDPHYET. 1LEXERODAT REFERLT CentOS 7.5 L AT ANSNY T =250 0
— kU, RHEL > RFTAILF T A—FLET,

yumdownloader tdb-tools

CentOS > R F AN WEE(L. https://rpmfind.net/1inux/rpm2html/search.php?query=tdb-
tools&submit=Search+...&system=&arch [Z#%&)L T tdb-tools-1.3.15-1.e17.x86_64.rpm /\
wh—2%&%>0—RU. RHEL Y RFAICA R M=ILLET,

3 Samba S&EEZE/NYT—CFEA R M=ILLET,

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 XOFEDLDIC. join AT RERITLET. DNSdomain.example.com (3. IREBEHB®D DNS KA1 > /X
ATEEH|MAET,

sudo realm join DNSdomain.example.com -U administrator

join A Y EMHKINT B L. ROA v E—IDBRRENET,
Successfully enrolled machine in realm
5 JRTLAZEZBEBLTCHEIOIAVLET,
RORFy T

RHEL/CentOS 7.x X% kv 7T True SSO DHRE
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RHEL/CentOS 7.Xx TR & kv 7T®h True SSO DFHRTE

RHEL/CentOS 7.x 7R % kv 7T True SSO #EEZBMICT B (CI1E. True SSO HEEMNEKTFET 251 75U, R
Y—h h—REBFETEAT S/ — b~ CAFIBAZ, Horizon Agent #4 VXA =)L L&ET., T/ —EOERT 741
WEREL T, DARTETTITDLENHYET,

ROFIBICHE> T, RHEL 7.x 7213 CentOS 7.x 7 XU ~v 7T True SSO Z2BEMICLET. TNE5DTRI b
v 7T True SSO #HR—rF5I(2(L. Horizon Agent 7.6 LIfEE A VA =)L T HHENHYET.

FBADH T, Active Directory K44 2D DNS &2 EDFRY NV —UBEDIY T4 T4 &7V —RARIVE —-TK
LTWBEADBHYET ., RORESEICLT. INSDTL—RRINY—DEE ZERDREICEDETEELT
<7ZEy,

TV —RRIVS—DiE BiFA

dns_server DNS Zx—A H—/1\D/XR

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory K44 >® DNS &, §RXRTAXFICLET,
AR SRM

m  VMware Identity Manager & Horizon Connection Server (Z True SSO 8% E L £ 7.
m  True SSO T®D RHEL/CentOS 7.x 7 X% kv 7& Active Directory O#&

m JL— b CASIAZEZEE L. RHEL/CentOS 7.x 7 X kv 7D /tmp/certificate.cer [TRELET, /L
—h~ CAGIAEZ TV AR— T 2HEFESHELTIEI,

FIE
1 PKCSM #R—b RyT—=2 J)—TEA VA N—ILLET,

yum install -y nss-tools nss—pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit
2 J—bCAGIREEA VA M—ILLET,
a #oro—RUEI—b CAERAEZ .pem 7 7 M JVICERELE T,
openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem

b certutila~x>rzaEFERALT. I—bF CAFIBELZ L XT AL T—FX—=X /etc/pki/nssdb [ZA X
F—ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

¢ RHEL/CentOS 7.x > AT ATEFESN/LFRIARB (CA) sSEFAEDY X ~ZJ)L— b~ CAGIBBEZEML.
update-ca-trust AV REFEAL T, YATAEKDINS AN ANTOEREEFHFLET.

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust
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3 ROBIDEDIIC, RAASDL AT L SSSD R TZ7 7 AN TERET DI 3 VEEELET,

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 ROBIODLSIZ. Kerberos #/~7 7 1)L (/etc/krb5.conf) Z#iRELE T,

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]
MYDOMAIN.COM = {
kdc = dns_server

admin_server = dns_server

# Add the following three lines for pkinit_*

pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors

pkinit_kdc_hostname = your_org_DNS_server

pkinit_eku_checking = kpServerAuth

}

[domain_realm]
mydomain.com = MYDOMAIN.COM
.mydomain.com = MYDOMAIN.COM

5 Horizon Agent /X\w o —2%&A4 X b—J)LLT. True SSO #BHICLE T,

sudo ./install_viewagent.sh -T yes

& : Horizon Agent 7.6 LIgE A > A M=)V T H2HBENHYET,

6 RD/INZ A—4%% Horizon Agent h R4 LAER 7 7 1)L (/etc/vmware/viewagent-custom.conf) [TiB
MUET. ROBEEERLES. NETBIOS NAME_OF DOMAIN (%, D K * A > d NetBIOS & T3

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 JRTLAEBEFHLTCBUOOIALCLET.
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Ubuntu X2 kv 7T®D True SSO D&RE

Ubuntu 7 X% kv 7I(C True SSO & ET (213, £9T7 R by 7% Active Directory RAA VICHELET.
RIZ, BWERZATZ)EIN— CAFIBBEZ A A M—J)LLTH S Horizon Agent 24 > X b—JLLE T,
True SSO T® Ubuntu ¥X 4 v 7& Active Directory O#ia

Ubuntu 16.04 £7=(3 18.04 7 X% kv 7T True SSO #HR— ~3 5I(2(E Samba & Winbind ®V U 12— 3
VEMERALT, TR ~y7E Active Directory RAA V& #HELET.

Ubuntu 16.04 £7=(% 18.04 7R & v 7 & Active Directory R A A > &##HET 521 ROFIEICRWNET.

FEADHFT, Ubuntu 7RI by 7ORIAMNEZIHEEDRY NI —OBBRODI T4 T4 &2 T V—RAKRINF—TERLT
WBEAIDHYET, ROKRESEIZLT. CNSDTL—RAKRILG —DEZEZ CERDBEICEDLETERLTLE
=0,

TV —RRIVS—DiE BiFA

dns_IP_ADDRESS DNS x—4 =D IP 7 RL R

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory K41 >® DNS &, §RXRTAXFICLET,
myhost Ubuntu 7X & by 7OHRZR b4

MYDOMAIN 7—22)\—70 DNS &%7=(% Samba H—/1\DBEENTIVS NT R

*4 >0 DNS &, §RTAXFICLET,

ads-hostname Active Directory ' —/NDRR ~ %
admin-user Active Directory KA A > DERBEDI—Y—F
BIIRSM

m  Active Directory (AD) % —/\#8 Linux > X7 A0 DNS TR TZE 3%,

m  Linux X5 AT NTP (Network Time Protocol) &R E =T\ 5,

FIE
1 Ubuntu 16.04 £7(4 18.04 TR & kv FIC, samba & winbind /Xy o —2 &4 VX S—JLLET,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 JArI7EmnRREInsS. ROLDIZ Kerberos Authentication D% E#1TUVE T,

a [Default Kerberos version 5 realm (7 =+ )L k@ Kerberos /N\—2 53> 5 L)L 4)] IZ. Active Directory
RAA2D DNS BZ2 I N TAXFTANLET,

7=& %14, Active Directory KA1 > D%&7iH mydomain.com Di5&. MYDOMAIN.COM S AHLET,

b [Kerberos servers for your realm (L)L A®D Kerberos s 4 —/\)] T. Active Directory #—/XDKX k
ZEANLET (ZOFIEDHITIE ads_hostname).

¢ [Administrative server for your Kerberos realm (Kerberos L)L ADEEBH —/\)] IZ. Active Directory
RALDRAMZBEBEANLET,

VMware, Inc. 74



Horizon 7 for Linux ¥4 by 70ty b7 v 7

6

PAM D EZEHLE T,

a

b

PAM OEER—EHEET,
pam-auth-update

[Create Home Directory on Login (B4 4 VBFICHKR—A T4 Lo MU ZEER)] 22IRL T, [OK] &R
LET.

ROFEDLSIZ, /etc/nsswitch.conf B 7 7 A I EREL X T,

passwd: compat winbind

group: compat winbind

shadow: compat

gshadow: files

BEER SN/ resolv.conf 7 7 A I)LIHRE R A A > & LT Active Directory RA A »ESBT 5L DI,
2 AT AR T NetworkManager DR EERELE T

a

d

NetworkManager 2> ~A—JL NRJLERE, ¥ XT AEHD [IPv4 Settings (IPv4 %) ICBEL %
9. AEE LT, [Automatic (DHCP) addresses only (&) DHCP 7 FL XD #)] Z=2RL £ 9. [DNS
servers (DNS #+—/N\)] 7+ X~ Ry X T, DNS 2—A H—"\DIP 7RV REZAHLET (ZOFE
DT dns_IP_ADDRESS T19), [Save (R®)] &4/ v o LET,

/etc/NetworkManager/system—connections [CHR 7 7 1 IV T RT AEGERELET, RDA)
EEALET.

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

EF: OHLWACRIUN O-RBTRI by TEERTHE HILWMREBRY 8D —0 7575
BMENET, AR VA-—VRBTRO MY TICHLWRY b =0 THTHEEBMT 2 & R
BTFROMyT T TU—bRADDNS $—NGEEDRY hT =0 TETEDITXTORENRDONE
T, VO ERENERET RO by ZIHLWRY T —0 THTHEBIML/EEICDNS 4 —Nn
BEDRODNIEVELDIZT BT Linux AT ATDNS $—NZRETHILENHY ET,

DNS #—N£&#EETBICF. ROBDELDIC. /etc/resolv.conf R T7 7 A I EIRELE T,
nameserver dns_IP_ADDRESS

search mydomain. com

JRTLAEBEHLTHOOIAVLET,

ROBIDLSIZ, /etc/hosts 7 7 A IV EIRELET,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost
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7 XOBIDLDIZ. /etc/samba/smb.conf #7777 A I EZiREL LT,

8 s

9 XROBIDLDIZ. /etc/krb5.conf B 7 7 M IVDOARBERELET.

10 Ubuntu X% kv 7% Active Directory RA A »ICSMMEEET.

a

7 for Linux 7 X by 70ty b7 v

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes

template homedir = /home/%D/%U
template shell = /bin/bash

client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

mbd B —EXZEZBEBLET.

sudo systemctl restart smbd.service

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]

.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

Kerberos 74 v &R LET.

sudo kinit admin-user

TArThBRRENCS, EEBENRT-REANLET,

b FIvy PEBICHERSNICILERRLET,

sudo klist

Z0AXR YR Fry bCETSER FMHEORKBERECAIELAR)
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c Kerberos ¥—47 77 A IVEEKRLET,
sudo net ads keytab create -U admin-user

d Active Directory RAA V[ZBMLET,
sudo net ads join -U admin-user

11 Winbind 5 —EXZEBiEE L THEREL XY,
a Winbind ¥—EXZBEEHLET.

sudo systemctl restart winbind.service

b Winbind 5 —EXZHERT ZICE. ROATRERTL, ELWEABRENTNSZ LZHRLET,
m  wbinfo -u
m  wbinfo —g
m  getend passwd
m  getend group
12 D RTLEBEFHLTHROII 2 LET,
RODRT YT

Ubuntu 7R % kv Z7ThD True SSO DFERE

Ubuntu 7 X & kv 7TO True SSO DERTE

Ubuntu 16.04 £7=(1% 18.04 7 X v 7T True SSO #AEZHBMICT B(T(F. True SSO HEENEKET 551 7
S, AR—K~ h—REBEICTERT B/L— ~ CAFEBAZE. Horizon Agent #4 > A h—)LLET., F/. —HDHE
R77AIIVEREL T, RABREETTIHVLEDPHYET.

ROFIEICHE> T, Ubuntu 16.04 £7=(3 18.04 7 X~ v 7T True SSO #F#MICLET., NH5DTRI by
7T True SSO #H7R— ~3 5(21d. Horizon Agent 7.8 LIfgZE A > A =)L TBHENHYET.

AR
s VMware Identity Manager & Horizon Connection Server [Z True SSO 8% EL £ 9,
m  True SSO T® Ubuntu X4 kv 7 & Active Directory O#&

m JL— b CASIAZZEBL, TR My 7D /tmp/certificate.cer ITRELET, /L— b~ CAERAEZEAR T
OAR—= T BHHEESBLTEE,

FIE
1 Ubuntu 16.04 ¥£72(3 18.04 DT XY b v 7T, pkesll YR—b Xy o —2%&A4 A b—JLLET,

sudo apt install libpam-pkcsll
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2 libnss3-tools Ny —2 %A VA M—=)LLET,
sudo apt install libnss3-tools
3 J—hCAGIREEA YA h—ILLET.
a ForaO—RUEIL—k CARIAEZ .pem 7 7 A )VICEELE T,
openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem

b certutilav>rEERLT. -~ CABAELZLRT A T—FX—X /etc/pki/nssdb (24 >R
F—=ILUET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
¢ Jb—b CAZIBAZE#% /etc/pam_pkcsll/cacerts [CF 4L Z bUICOE—-LET,
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

d JI—bFCAFIBREDNY > a2 UV OEERLET., /etc/pam_pkcsll/cacerts T« L& MUT, KD
AX YV RERFTLETS,

pkcs1l_make_hash_1ink
4 Horizon Agent /X\v o —2%& A4 > XA ~—J)LL T, True SSO #FMICLET,

sudo ./install_viewagent.sh -T yes

F: True SSO #pexERT 5IC(F. Horizon Agent 7.8 LIfgZE A VA b— LT ZHENHYET,

5 RD/INZA—%% Horizon Agent 1A% LERRT 7 A4 )L (/etc/vmware/viewagent-custom.conf) [Z&
MUET., ROFIZFERLEST. NETBIOS NAME _OF DOMAIN (&, #8#D kA4 > dD NetBIOS £ T9 .

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 /etc/pam_pkcsll/pam_pkcsll.conf #EH 7 7ML ZiRELET,

a METHNIL /etc/pam_pkcsll/pam_pkcsll.conf #m 7 7 A I EERKL£T ., /usr/
share/doc/1libpam-pkcsll/examples TY > 7L 77 AN EHFE L. ZDT 74 %& /etc/
pam_pkcsll 74 L2 MJICOE—-LT. 774 )% % pam_pkcsll.conf [CEELET., HETHA
(. 7740 DAVTUVICC AT AEREEBMLUET.

b XROBICEZarTorUyhaEnsdLdIT. /etc/pam_pkcsll/pam_pkcsll.conf #7771 IV EiRE
LET.

use_pkcsll_module = coolkey;
pkcsll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/1libvmwpkcsll.so;
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slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;

}

7 PAM#ERZ7 74N Tauth/ \SA-SEEBLET.
a PAMBRZ7AINVEREET.
m  Ubuntu 16.04 OF&(E. /etc/pam.d/lightdm ZRA& £,
s Ubuntu 18.04 &L, /etc/pam.d/gdm—vmwcred ZF= %7,
b XkDOBIDOLDIC. PAMBRT 7ML EiRELET.

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 JRTFTLAEBEFLTHUOOIALET,

SLED/SLES ¥R ¥ kv 7T®D True SSO DFHKE

SLED/SLES 7X % b 7IZ True SSO #%Ed 5(C(d. £ T X4 b v 7% Active Directory R A1V (ZHEL
F9. RICCHERSATSUEI—~ CASIBAZZE A VX =)L L THhH5 Horizon Agent 4 VA ~—J)LLET,
True SSO T® SLED/SLES ¥ X4 kv 7 & Active Directory O#&

SLED 12.x SP3 £7=(% SLES 12.x SP3 7 X & kv 7T True SSO #HR— 3 5I(Z1E. Samba & Winbind @
YUa—arvEFERLT. XY by 7 & Active Directory RAA VEHELET,

SLED/SLES 7X % kv 7& Active Directory RA A »E#HET 2T, KROFIECRHVET,
AR
m  Active Directory (AD) B —/\78 Linux > X7 A®D DNS THARTE 5,

m  Linux X7 AT NTP (Network Time Protocol) 38 E =T\ 5,

FlE
1 SLED/SLES ¥X#% bw 7T, samba & winbind /Xy —2 %4 X b—)LLET,

zypper install samba-winbind krb5-client samba-winbind-32bit

2 YaST &&EY—I/)ZFZ. [Network Services (v kT —2 H—EX)] - [Windows Domain Membership
(Windows RAA DA N—2y ] DIBICEEBILET.

3 Windows RAL DAY=y TEHE T, ROLDICEHELET.

a [Domain or Workgroup (RAA > E£/ET—0F)I—N] T, 7—27)L—7D DNS & %714 Samba
P—NDPEENTNENT RAASL 2D DNS ZEFTXNTAXFTAALET, X 707 —T%
73 mydomain D54, MYDOMAIN EAHDLET.

b [Also Use SMB Information for Linux Authentication (Linux s25E(C SMB [ER&EM)] ##IRLE T,

¢ [Create Home Directory on Login (A& A VBICHR—A T4 Lo U ZEER)] ZZRLET,
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d [Offline Authentication (X754 >8] Z#IRL £,

e [Single Sign-on for SSH (SSH T > )L H4>F )] #FIRLE T,
4 RAMIUNOSMERRTHT7OVTRBRRENEZS, [Yes (3] Z#RLET,
5 EESNET—0IN—TOEBEDRME/NRT—REANL, [OK] £ZRLET.

SLED/SLES TRU by TIMRAAVEERBICBIMLTNS I LEMRT 5 A v E—UMRRRENET, [OK]
EERLET.

6 RDNNSA—IDBEENDLDIC, /etc/samba/smb.conf B 7 7 A IV EIREL T,
[global]

winbind use default domain = yes

7 JRTAEBEFLTHUOOIALET,
8 SLED/SLES 7RI by 7#aET AL THRLET,

RDTAK AR RERTLT, ELVWVHAMNREND Z LR L ET. mydomain (&, Samba —/N 7
—OUN—TELEINT BASVDERITEESH|ZET.

m  net ads testjoin

m  net ads info

m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open
RORTY T

SLED/SLES 7R kv 7T® True SSO DFE

SLED/SLES 7R kv 7T®D True SSO DFHE

SLED/SLES 12.x SP3 7 X% kv 7T True SSO #EEEZBMICT B (Z(F. True SSO HEEWKBFET D514 T 1.,
AX—h~ h—REBEAITEAT S/L— b CAIBAZ, Horizon Agent #4 > A =)L LE T, £/=. —EROERT 7
AIVEREL T, RAXREERTITILENHY ET,

RDOFIEIZHE> T, SLED 12.x SP3 £7=(% SLES 12.x SP3 7 X4 kv 7T True SSO #F%yICLEd., NS
DT AY v 7T True SSO Y R— 9 5I21L. Horizon Agent 7.8 LIfEE A VA b=l T H0ENH YU ET,

HiR R
m  VMware Identity Manager & Horizon Connection Server (Z True SSO #&8&%EL £ 7.
m  True SSO T® SLED/SLES X # kv 7 & Active Directory O#t&

m JL— b CASIAZA#ES L. SLED/SLES 12X SP3 ¥R & by 7d /tmp/certificate.cer [(CEELE
. L= CAFIBBEZ TV AR— T HHEESBLTIEZ,
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FIE

1 SLES12xSP3 7RI by 7DHEIE. ROATY RERTLT, BN TS24 VA M=ILLET,

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

2 SLED12xSP3 7RV by 7DBEIF. ROFIEICH> T, BELENYT—2PEAVAS—IVLET,

a SLES.so 774/E¥O>O—RLT. SLED TR by 70O—HIL T4 RZICFEBFELET
(5 : /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.1iso0),

WETL krb5-plugin-preauth-pkinit /Ny o —2 (3 SLES > X7 ATOHERAIEETT ., ZDH.
SLES .iso 774 )lE SLED 7RI by 7Ny =2 V—RELUTEMT H2LEDBHY T,

b SLED 7RXRZ by 7ICSLES.iso 774 &a< T b, BEBHNYT—VEA VA =ILLET,

sudo mkdir -p /mnt/sles

sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

cC AVAL=IDRETLES, SLES.iso 774D D > ~E@EGELET.
sudo unmount /mnt/sles
3 JI—bCAGIRAEEA A M—ILLET,
a ¥orO—bkU)l—b CARERAE % .pem 7 7 A IVICEREL £ T,
openssl x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem

b certutil a~> rEEFERLT. Il—b CAFIRBEEZ S RT A T—I X=X /etc/pki/nssdb T4 R
F—JLLET.

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" —-i /tmp/certificate.pem
¢ Jb— bk CASIRAZ % pam_pkcsll [TEBMMLUE T,
cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 XROBIDELSIC, /etc/krb5.conf BT 7 A IIVORNBEIRELE T,

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname
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admin_server = ads-hostname

pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

RORESZIZLT, Yo TIWNDOT LV —RKRIINGT—DEE ERDRY N7 —OBREICEDETEREL TS

(A

TV—RHRINT—DfE L]

mydomain.com Active Directory k44> ® DNS %&

MYDOMAIN.COM Active Directory kA4 >®D DNS &, ¥ XN TAXFEICLET.
ads-hostname Active Directory —/\DHR R b8 (KXFENXFEXF])

5 Horizon Agent X\wv o —2%&A4 XA ~—)LLT. True SSO #BXICLE T,

sudo ./install_viewagent.sh -T yes

7E: True SSO #ge&ERT 5IZ(E. Horizon Agent 7.8 LIfg&E A Y XA =L T2 HENHY T,

6 &RD/NZ*—%% Horizon Agent h R AR T 7 A )L (/etc/vmware/viewagent-custom. conf) (J:8
MUET., ROBEIZEZFERLES. NETBIOS _NAME_OF DOMAIN (. #E#D kA1 > D NetBIOS £TTY,

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 JRTAEBEFLTCHUOOISLET,
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ESXi RRX b F/(@F X+ OS T NVIDIA a2 FRT 5L 510, BEYR—FENTWS Linux T4 X b Ea
—2ar EBRTELY,

BD V574w oDty b7y TDRDDIRIETS DU A— MAEREH]
ADISTavlELY Ty TIBHEIC RBY OO ERKRICEAT 2 ROBEGHEEZET D2HEDHYET,

m VGPU ICDWTIE ERRETS DTS T4 v oDy b7y TE2ETEEET, REEYI Do/ O0— %14k
BLET, V574 v IBEIFIO—ERENRIBTS VICDVWTEMEL,. E5E2BERFMLEH Y EHA,

B VDGA [IDWTIF ERRERS VDTS T4v oDy c 7y TERTIEET, REY> OO0 %1E
BLUET., 72720, 78— ERENREBEY S &/ —F 0320112, 20— EREShRETS VS
BE7ED NVIDIA /XX R)V— PCl /XA Xz HIBg L. 20— RSNz RET S 2 I2H L L NVIDIA /XX X)L
— PCIl NNA REEBMTBHENHY ET, NVIDIA/NRZ)L— PCl 7/N14 R, KRBT VREITHET S
EFTELERA. BIRETI V(. EAD NVIDIA /XRR)— PCI FNA REFERALET.

ZDEICEF. ROMEYINEENTNET,
m VGPU 2R 27HDYR—FHRD Linux 74 A MU E2—2 3 VDOFRE
m VDGA ZERT 572D RHEL 6.x DAL

VGPU 2T 570D YR— M HKRD Linux T« ANUEa2—
3 VDHRTE

HR—MMRO Linux 74 AU Ea2—3>%, ESXi AKX T NVIDIAVGPU (#F GPUN—KD 7 72
tISL—2aY) BEEZIATALSICEY M Ty T TEET,
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ESXi KRR~ GPU RS54 /N (Lvib) &—%9 % NVIDIA Linux RIEE< > > T4 X7 A RSANEFERT ZHE
BHYET, RSAN Ny —2ICBT 21EHkE. NVIDIA O Web 44 ESRBL TS LS,

F: VGPUZEYR—FFSBNVIDIAGST7 490 h—RELNUXTA XU Ea2—2 3 OFMICDNTII.
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.html &8 L T =& (),

Bt 3 S a1, Horizon Agent 8 Linux (REEX > > ICA Y A =)L ENTWVEWZ EEHELET.
NVIDIA vGPU #{ER3 5L D (CX L #HEmT S Ri1(C Horizon Agent #14 > R k=)L % &, xorg.conf 77
AIVTHEDER/NT A=y PR LEEEZEN, NVIDIA vGPU (381EL £t A. NVIDIAVGPU D#ERENTET Lk
[Z. Horizon Agent 24 > X =)V T BHLENHYET,

NVIDIA GRID vGPU 457 4 v 2 A—R®D VIB ® ESXi KRR bADA 2R
%

ESXi 6.0 U1 LIEDARZ R NVIDIAGRID 57 4 w4 A— RO VIB £ A—KLTA YA =T %%
EHHYET,

NVIDIA 75 vGPU Manager 284 VGPU V7 b7 Ny —2 & Linux T4 A7 A RSANDRMEEH
$9. VGPU VT hU 7 Ny —2F. ZOFIETESXi RRAMIA A b—=JLL, Linux T4 X7LA RS54
NI ZDOERDOFIET Linux RIS > ICA A=)V LET,

AR S

m  vSphere 6.0 U1 LIED VU U —ADRIRICA VA F—ILENTWSZ EEHEFRELET,

m MEZVGPU /574 v R A—RPESXi RAKMIA VA M—=ILENTWAZEEZHRLET,

F: VGPUZEYR—FFTSBNVIDIAYST7 490 h—RELNUXTARAMUE2—2 3 > OFMICDNTII.
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.html Z &8 L T Z & (),

FIE

1 NVIDIADRZSA4NFo>rO0—F 34 b5 NVIDIAGRIDVGPU 27 4vo A—RDVIBEZ4 o0
—RLET,

WtNEVIBN=3 &2 ROy T 0 AZa—poRIRLET,

F7a>v L]

BesL7 [GRID]

gRU-X [NVIDIA GRID vGPU] ##iRL £7.

85 ESXi RRAMCAY A b—bEanB/N—2 3> ([GRID K2] 75&) #2IRLET.
FRU=TF 4 ¥ PRTA VMware vSphere ESXi d/X\—> 3 V& 2IRLE T,

2 VGPUVYZbhIxz7 Ny —20 .zip 77 ANV EBRELET,
3 VGPU Manager 7 # )V %% ESXi KX M7 vy 7O—RLET,

F: ZOEBROFIET, Linux 71 A7 A BS54 /N\% Linux REY > > (CA Y XA b=)LLET,
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ESXi RAM EDIXRTORET LV ENT—FTELEFVRARYRLET,
SSH #{#EA L TESXi AR MIEHELET.
xorg U —EXEELELET,

# /etc/init.d/xorg stop

NVIDIAVIB 4 > X =)L L&Y,
Bl

# esxcli system maintenanceMode set ——enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false

ESXi KR &= BESELEFIEHFLET.

o AVA—IVEHD ESXi KRR STIE, KA EBIEEHLET.

¢ AT—hULRESXiRABPTIE, ROFIEEZRTL, RAMEZEHLET (CNSDOFIEEFE. 41X =)L
BEHDIRANCOBERTEET),

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli —-plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 KRAMEBEHLAEIC. xorg T —EXMRITEINTNS I LE2HERLET,

Linux {RI8~ > T vGPU £(FERAT 27 DHEF PCl T/31 ADHERK
NVIDIA VGPU %/ 5 (2(3, Linux {R4B< & > AIC$tA PCl 7/5( REBRT 2LEHNB Y ET,

AR SR

Linux [REX > > &# TR by TELTERT D EMITETWD I EEHALET, RIEY Y U AER LT,
Linux #24 >R h=ILT238LP VE—F TR by T 77O/ Linux > > O%EESBL TS 2E
LY,

Horizon Agent 7% Linux (R~ > > ICA Y A b—)LENTWVEWZ LR LUET,

NVIDIAVIB %3 ESXi RA MCA YA b—)beNTWH I &zHR L ET. NVIDIAGRID vVGPU 27 1 v
7 A—FDVIB D ESXi RAADA VA —=)LEBRLTIZEL,
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= NVIDIA vGPU THIARTgE/RRIE GPU 4 1 7ICDWTEBRL TEEEd. GPU D41 7id. [GPU 707 7
IV BETHEIRLET. RIE GPU &4 (3. ESXi KRR MIA Y A b—IbEN/¥E GPU TS £ I £/n1khe
EZRMLET.

#F: VGPUZEYR—FTSBNVIDIAYST7 4w A—RELNUXTA AU E2—2 3 OFMICDNNTIE.
https://docs.nvidia.com/grid/9.0/product-support-matrix/index.html Z&8B L T 2300,

FliE

1 RETVEND—FTLET,

2 vSphere Web Client T, [{REEY> > N—FRD 7] ¥ 7 TRIETS VEZBRL T, [RERE] 22 v o LE
ER

FMTNAX] AZa2—T, [#F PCI TNAR] ZERLET.
EmzasUyoLT ROy TE U AZa2—7»5 [NVIDIA GRID vGPU] %:#3iRL £7.
[GPU Z7O7 74V BET. ROV TIIY A_a—DmpoRIEGPU ¥4 72 BIRLE T,

o g h~ W

[TRTOAEVEFH] &2V v LT, [OK| £ v o LET.

GPU 73 NVIDIA GRID vGPU 3 R—hTEB5LDICTBHICE IRTOREI VDOAEY EFHNT DHME
BHYET,

7 REZTENT—FLLET,

NVIDIA GRID VGPU T4 X7 A RSANDA A=)

NVIDIA GRID VGPU 7« R7 b A RSANEAL A b—=IVTBICIE. T 74/ 5D NVIDIA RS A /NZ 8IS
L. NVIDIAT 4 R7 A RSANESD>A—RLT, REYS 2V TPCI TNA REBRT HDVEDHYET,

AR SR

NVIDIAD# D >O—R 94 b5 VvGPU V7 b7 Ny o—2&5F 70— RULTHEELTH Y, Linux
TARTUA RSAN Ry —=2 aAViR—%2 k) DEFENTETCNDZLEEERLET. NVIDIA GRID
VGPU 757 4v 2 h—RDOVIB ® ESXi KA MADA VA M—)LESRBL T EE,

Fe. #F PCI TNA XABRIET L VITEMENTNS Z EEHRLE T, Linux (RIEE< > > T vGPU &M
T 57HDHEF PCl T/NA ZADEH 5B LTI LEEW,

FIE
1 NVIDIALinux 74 X7 A RSANERBY ICOE-LET,

2 RETUADVE—FY—ZIFIIERLSD. Clrl+ At + F2 F—%#BLTF7F X a2V —ILICTIUEZ T,
root ELTAYZA LT, init 3 a7 RERTLT X Windows ZEZ)ICLE T,

3 NVIDIA RSANTRELEDEMODAYR— Y hEA VY AM—ILLET,

sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)
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4 NVIDIAGRID VGPU RSAN Ny T —2ICETRAIBED 7 S T ZEBMLE T,
chmod +x NVIDIA-Linux-x86_64-version-grid.run

5 NVIDIAGRIDVGPU 4 >R = ZEHLET.
sudo ./NVIDIA-Linux-x86_64-version-grid.run
6 NVIDIADVZ bz 7ERFHEZHVECRAEZEL T, [Yes] ZEIRLT. X DREZEZEFNICEHFLET,

RORTY T

Linux fR#8~< 2 >/(C Horizon Agent #4 > X b—)LL & F, Linux {RIE< > >A®d Horizon Agent DA > X ~—
JESBLTI LI,

BEL L7z Linux (RS Y EBUT RO by 7 T—IVEERLES. Linux IRFEHT RO by T TV OERES
mLT<iZEn,

NVIDIA 74 7 A RSANDBAL VA=V ENTNSEDES HOHER
Horizon 72 & kv 7 £y 3 VIZNVIDIA RSANDENERRL T, NVIDIA 74 R7 LA BS54 /3% Linux
RER AV AR=NENTNS I EEZHRTEET,

AR SR

m NVIDIAF7 4 RTFUA RSANEA VA P=IVLTWBH I LEMRLET,

s Horizon Agent 28 Linux (REEX 24 VA b —ILENTWSZ LR L ET, Linux RET > >AD
Horizon Agent D4 Y A = )LESBL T ZE 0,

. Linux RET S UNTRI by T T—=IVITT7OAINTNWS I EEERELET, Linux IRFENTRI My 7
T=ILDERESRBRL TS,

FE

1 Linux{RE~<> > &HBILELET.
Horizon Agent #2812 2 U 7 ~E. X H—NE#EMEL. FROCERRLET,
vSphere O>V =)L T, REEX I VOERRESRT S LETERLSIBYET,

2 Horizon Client T, Linux 7R by ZIC#EHELET.

3 LinuxT7RIbyT £y 3»T NVIDIAT4RTA RSANBAL VA=V ENTNSZLEHRLE
ER

Z—ZFI Uq 2 RO%ERE. glxinfo | grep NVIDIA O RERITLET,
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NVIDIA RS A NHABRTRENES, fl:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

fBR

I—H¥—(F. VE—r TRILYTTNVIDIAGS 74 v O ROEEEICT V2R TEET,

NVIDIA T« ZT7 LA RSANDA A= I)VERERLIE. A VA —ILBELSEMET B2 RDY RV %E
RITLET,

m Linux h—x)V&7 v 75— KT 5854, Horizon Agent 73 Horizon Connection Server L@ T/
EMHYVET., ZOMBEERERTSIC(E. NVIDIA RSANEFBA VA= ILLET,

m  Linux R TNVIDIAGRID D54 £ REHRELEY. FBICDOWTIE NVIDIAD RFaAY hES
BLTLZEW0, SAEYADFEEEINTWVEWNMES, Linux 7RXZ by FIFELSEELE A, £EXIE
BEHICEDESEEDIEL EEA.

VDGA ZERY 576D RHEL 6.x D&k

Horizon 7 for Linux X% kv 75 ESXi "X T vDGA #Eex#FIAT& 5L D1, RHEL6. XA~ OS #+
vy N7y T TEET,

BItA T S A1IC. Horizon Agent 78 Linux IR > V(A Y A b—IbENTWEWZ 2R LET. vDGA
FERTBLD I & T SR1IC Horizon Agent &4 > XA h—)L 35 &, xorg.conf 77 A )L CHAEDE
BN A= EEZIN, VDGA IB8)EL £t A. VDGA DIERA5ET L7=#%IZ. Horizon Agent 4 > X k—
WTDHENHYET,

RRX T NVIDIA GRID 2R3 %7=%IC DirectPath I/O 2B%ICT 5

Linux (R8< < >z L T vVDGA 2{FERTE 5L D29 5(21E. NVIDIA GRID GPU PCI /84 X% ESXi 7k

R k@ DirectPath 1/0 XA X))V —THRATESLDICTHIHVEDNHYET,

RIS A

m vSphere 6.0 £/=([FLIED Y U —RDBBEICA YA P—ILENTNBZ LEHBLET,

s NVIDIAGRIDK1 £7I1E K2 557490 A—RPESXiRAMIA VA b—=IlENTNSZ EE2HRLE
ER

FlE

1 vSphere Web Client T, ESXi kR & SRBLET.

2 [BB)|4T7x50UvILT [BE]|EVVYILET,

3 IN—RozxT7)EsarD[PClTNAR]) &) v LET,
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4 NVIDIA GRID GPU T DirectPath I/O /SX X)L —EF#ICT B2, [wRE] &2 v oI LET,

b =% RiEA

wBEBO7Aa> PClI FNARFT7 74T T, AMTEET,

T aOT7Aar TNA ZDRENEEINE Lz, TNAREERT DRIICKR CEBREBTILENHY E
ER

5 NVIDIAGRID GPU Z#iRL T, [OK]Z2U v o LET,
PCl 7 /\A XIPRITEME N, {REE~< > > T DirectPath I/O PCl 7/XA4 REFIATES LD ICIRVET,
6 RAMZEBEHLT. Linux REYS > PCl TS REFATESLDICLET,

VDGA /XX RJ)V— F/NL AD RHEL 6.x {R¥ < > >~ DB

VDGA AT 5L 5IC RHEL 6.x RIEE~ > > 1T 5 (23, PCl TNA RERET S VIEMT 2B ENH Y
F9. COFMEICL>T. ESXi KA MDOYBTNA RE/NZAX)N—LUTREY S > TERATESLDICRVET,

AR SR

m LinuxRETIVETRIO MYy TELTERTDERITETCNWS I EEHALET, BV VAR L T,
Linux #4 > A =ILT238LPC VE—F TRy T 7O Linux Y2 > OEFESBL TS
(AW

s Horizon Agent 78 Linux (REEX > ICA Y A b—)LENTWEWZ LR LUET.

= NVIDIA GRID GPU PCI 7/31 X7k X k@ DirectPath /0 /XX X)L —THIARTEEIC /> TWVehER L
¥, IRA ST NVIDIA GRID R %7/&I(C DirectPath /0 ZF#ICT 2E2FTBL T EE 0N,

FIE

-—

sudo #ERTHEREN/AO—H) 2—F—&L LT RHEL6XxZ XK 0S (COJA4 Y LET,

2 vSphere Web Client T, [{RIE~Y> > N—=RD 7|4 T7TREY VERZBIRL T, [RERE] 22V v o LE
ER

3 [ERTNAR] AZa2—7T. [PCIl FNA R &BIRLET.
4 [EmMlE2JvoLT ROy TFO 2 AZa—m5 PCl TNA REBIRLET,
5 [IXRTOAEVZEFNEZ2UvILT, [OK|Z2U v o LET,
GPU 3 VDGA 8 R—hT&EBHLDICTHICIE. ITXRTOREBILVOAEIZEFNTHILENDHY T,

6 {RE<>>&E/NT—AF>LT, vSphere IV —)LERWTY I VICEHRLET.
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7 NVIDIA GRID 7/N\A APMRIET S U ITNRRARI—ENTNBZ L EHRLET,
F—=IFI U4 RUERE ROIRY RERTLET.

lspci | grep NVIDIA

XX:00.0 VGA BE#aDa > bA—SBRRENET, fil :

NVIDIA Corporation GK104GL [GRID K2]

vDGA A®D NVIDIA 574 AT A RSANDA A=)

VDGA D NVIDIA 74 7L A RSANEA A M=ILTBICE, T74)L 5D NVIDIA RS A NEZBEHICL.
NVIDIA 74« R7 b A RSANEFDA—RLT, RET L TPCI TS REERT HVEDHYET,

AR SR
m PClI7/N\A XM RHEL 6. X R VICEBMENTNSZ L &R LET. VDGA /SR R)L— T/ ZAD
RHEL 6.x REE~Y > U ADEMESBEL T ZE L),
FIE
1 774 +® NVIDIA Nouveau RZANEENICLTTZ VI URMIANET,
a grub.conf 774N %ERELET,
RHEL 6.x D&MD 7 7 4 )L /boot/grub/grub.conf TY.

RHEL xX—< 3> av >Rk

6.x sudo vi /boot/grub/grub.conf

b rdblacklist=nouveau T2 h—XRJIL 7> 3 > DREITEMLET,

¢ blacklist.conf 77 AL &wRELET.
sudo vi /etc/modprobe.d/blacklist.conf
d blacklist.conf 7 7 A ILDEEDBRICKDITEEMLET,

blacklist nouveau

2 IREETI U EBRIHLET,
REROIVY T 7R T4 —=IVIEBEEINET,
3 (7 3r) Nouveau RSANBEHIC/Z> TSI LEWEELET,

/sbin/1lsmod | grep nouveau

grep RR(ICK > TRBFERBRENZ WS, Nouveau RS A NFEHIC/E>TVET,
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4 NVIDIADRZA4nNForO0-F A4S NVIDIADRSANES D O-RLET,
BNERSANN=23 2 NVIDIAO RO Y TF O AZa—p5RRLET,

FFva>r L]

nEsAT [GRID]

BEY—X [GRID ¢ U —X]

B ESXi RRAMCA YR b—bEnzdN—23> ([GRIDK2] 72&) #2IRLET.
FRV=F 4 ¥ AT A Linux 64 £Ev bE7(F Linux 32 Ev

5 RETIVICEHRTAICE UE—FF—IFIILERID Clrl+At+F2 F—%##LTFF A~ a>V—=JL
ICYIUEZ, root ELTAZA LT init 3 v REETL. X Windows ZExICLE T,

6 NVIDIA RSANTRHELLEDEMOA Y R—R FEA VA S—ILLET,
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 VDGA H®D NVIDIA RSAN Ny T =P ICRITAIGED 7 SV EEBIMUET,

chmod +x NVIDIA-Linux-x86_64—version.run

8 NVIDIAAA+—Z%R1TLET,
sudo ./NVIDIA-Linux-x86_64-version.run
9 NVIDIADV 7 box7ERHFHAZENEICARL T, [Yes] ZZIRLT. X DEREEFEHLET,

RORT YT

Linux {R48~ < >/ (C Horizon Agent &1 > X b —)L L& ¥, Linux {RFE~ > A Horizon Agent DA > A k—
IWEBBLTIIZE,

B LU LInuX (RIS VEEUT RO MY T T—=IVEERLET, Linux lRFET RO by T T—=ILOERES
BLTZEE0,
NVIDIA T4 R A RSANDA VA R=ILENTWNBNED HhDHESR

Horizon 7 X4~y 7 v 3V IT NVIDIA RSANDHEHERFRFLUT, NVIDIA 74 X714 RS54 /\% Linux
RIS NCA VAR =IVESNTWNB I LEHERTEET,

AR SR
NVIDIAT 4 RT7bA RSANEA A —ILLTNWSZ LERRLET.

m  Horizon Agent 78 Linux IR (A VA M —=ILENTNWBZ &R LET., Linux RET S AD
Horizon Agent D4 > XA b —)LEBRRL T2,

B LInUXRES S UDBTRAI by 7T T=ILICTF7AAESNTWSZ EEERLET, Linux liFEITRo by
TV DERESRBL TS ZE,
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FE
1 Linux {REY> > &HBILELET.
Horizon Agent 281X 2 U 7 . X H—nNE#ERLEL. rROCERRLET.
vSphere I>V =)L T, REEX I VOERRESRT S LETERLLIBYET,
2 Horizon Client T, Linux 7R by ZIC#EHELET.

3 LinuxT7RIbyT £y 3>T NVIDIAT4RTbA RSANBAL VA=V ENTNSILEHERLE
ER

Y—ZFI Uq 2 RO%ERE. glxinfo | grep NVIDIA O RERITLET,

NVIDIA RS A NHABRRENES, 6l :

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

e
dA—H—f. UE—F TRV T7TNVIDIA ST 4w ROEEICT VA TEET,

NVIDIA 74 A7 A4 RSANDA A=V EHERLIZE A VA M—IDBELLEMET B720DIC. RDY RV %

RTLET,

m Linux h—x)V&7 v 75— R¥ 554, Horizon Agent 73 Horizon Connection Server L@ TE/x0 2
EDHYET., COMBEMRT SI2(Z. NVIDIA RSANEBA A —ILLET,

m Linux RS TNVIDIAGRID D54 £ REHZELEY. FBICOWTIE NVIDIAD RFaxY hES
BLTLEZ, FAEADBFRESNTOVRMES, Linux 7RI by JRIELKEMELERA. £EZIF
BEHICEDEDEEDBELEEA.
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Horizon Agent DA > XA k=)L

Horizon Connection Server 57X kv 7EBEL TEBTE S LD IT, Linux X & v 7 Horizon Agent
EAVAN—IINTBHEDHYET,

ZOEICEF. RDOLEYIPEENTOET,

m  Linux (R#E< > > ~® Horizon Agent D1 > X ~—)l
m  Linux Agent BEIEBEDERL

m  Linux (g%~ > > T® Horizon Agent 7 v 74 L — R

m Horizon 7 for Linux ¥ >&7 A4 A =)L

Linux {R#B< < A D Horizon Agent DA > X =)L
Linux k<> &2 UE—F TR by 7ELTRBATESL DT SITIL. Horizon Agent & Linux (g8~ >
[CAVAS=ITEDBENDHY ET,

Horizon 7.0.1 @ ) —X /5. Horizon Agent for Linux (& vCenter Server DEBMRIRE~ SV EFRALET,
EEWRIRAT S (d, ROBEER(EERBLET,

m  vCenter Server (4. Linux 7R by 7 F7OABECINBEHTT,

m  Linux T® Horizon Agent D4 >R b—)LICIE. BREVLEH U EH A,

m Linux 7RI by 7ICBEET HEATIE. X—X{RET I (C Horizon Agent #14 > X =)L TEE T,
NVIDIA GRIDVGPU %7z(% vDGA #{ER 7 55& (213, Horizon Agent 4 > X b—)L9 % #iIC. Linux

RIB< > TINSD 3D HEEZRET HHENH Y EJ . Horizon Agent ZR#ICA A b—JLLTLED &
xorg.conf 77 AIVDHIBINTA—FHREEEEIN, 3D IS5T 4 v o REEDVEELEE A

VGPU Z{ERT 576D YR—MHRD LinuX T4 AU E2—2 3V OFREE(E VDCA Z2FEHAT 520D
RHEL 6.x D#EmESBL TS, 3D /571 v ROERMNET L5, Horizon Agent 4 > X k=)L L
7,

2D US4 v O REEBRT BIBEIE. VE—F TRy 7 F7OA/4HD Linux ¥ > DEFEDFIEETT L=
#I1Z Horizon Agent 24 > A =)L TEET,
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AR SR

B Linux SR OSMBTFRI MYy TELTERTERLD ICEFENTNSZ LEEALET, UE—K TRS
by 7 F7O/4BO Linux ¥ > DEFEESRBL T IEE,

s Linux F® Horizon Agent 1 > XA b—F XU T MIDWTEBFL THEE T, install_viewagent.sh 2<%
YRSAV AT 3 EBRLTILES,
FIE

1 VMware #7>0— K #4 k (https://my.vmware.com/web/vmware/downloads) 7%, Horizon Agent for
Linux 1 > XA b=2 Z74)V&50>A—-RLET,

[Desktop & End-User Computing] (7R by 7HELVI Y Ra—Y¥—arEa—-F4>4) 42 3>T
VMware Horizon @ View ¥ > O0—RK QA R—F > c&#IRL E 9, Horizon 7 for Linux T, 64 Ev ~
Linux > X7 AB® VMware Horizon 7 4 O > O0— R R—JEZEIRLET,

A VA= T74I%&IE. 64 Ev k Linux T VMware-horizonagent-1inux—x86_64-y.y. y~
XXXXXxx.tar.gz T3, y.yy[3N—=23 0 F5, xxxxxxx (FEIL RESTT,

2 BENOLNnux T ARNJEa—arDtarR—ILES XA~ OS [CERLET,
i :

tar -xzvf VMware-horizonagent-1inux-x86_64-y.y. y—-xxxxxxx.tar.gz

3 tarR—IL 7HINFICHEILET,
4 install_viewagent.sh RO U T rEX—/N—2—HF—-LLTRITLET.

ARV RSAY AT 32D R RMIDNWTIL, install_viewagentsh <X RS54 > A7 3 E8RBLT
<FEEL,

i :
sudo ./install_viewagent.sh

5 -AFT7T a3 EREETIC install_viewagent.sh X179 5154, Yes EANLTEULA ICRAELE
ER

EULA ICRAELRWRY A A M—=ZERITENEH A,
6 Linux #BREELTEEEZEMICLET,

mR

A >R S=JV&IC, viewagent —EXFFEENET. T —E XS, sudo service viewagent status Z{E
ALUTCHRE N EZHRLET,

RORT YT

FROMY T T=I)VIREBTL > ETF7OA4ALET, LInuX BRFEF TR by 7 T—ILOERZESRBL TS
LY,
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install_viewagent.sh A~ > RSA4 > 73>
install_viewagent.sh X% U 7 k(4. Horizon Agent % Linux X~ OS [T/ Y X b—JLLE T,

gnome T RZ by FJIREOIAT YR U4V ROT, ROEXD install_viewagent.sh R U T ~&FERLE
ER

install_viewagent.sh command_option argument [command_option argument]

install_viewagent.sh R U T MIE. HEBEBELIVOAF T 3 DNSA-IPEENET.

% 5-1. install_viewagent.sh WBDF T 3> IS A—%

FT a3y NSA—
4 (WAEER) L]

-A yes |no Ir Ra—Y—(ERFHELHNE (EULA) & FIPS (Federal Information Processing Standards) OR&#ABICRET 5
M ESLET. A VA —ILEHITTHICE, yes £IEETHHENHYET,

% 5-2. install_viewagent.sh ®* 7> 3> NSA—%

FFar KSA—

t4 e
-a yes|no F—=TAFANVIA VI b YR—bEALS A=V TEIDNANRALET, TT7HI) M, yes TT,
-f yes|no FIPS (Federal Information Processing Standards) 140-2 DS EY 2 —I/LOYR—b&EA > X =)L E/(F/NA

NRALET, 774 ME WOATY, FH#MICDWTIE, Horizon Linux 722 v 7D #EET FIPS 140-2 £— RO
ESRLTILEE,

- JMSSSL #—X b7 RNRT—E, TT7#IbTlE A A M=FIEEOXINEERLET,

-m yes|no A= W=BR UFAVL I YR bEA VR S—IVERIENANRRALET, T74I) NI DVDATT.

-r yes|no A VAN RICORATAZEBNICBENLES. 7740 MI LVDATT,

-s B2 ERIHASE subject DN, 774V hTlE. 41 >R b—5(4. Blast #ERLET.

-C yes|no Uy TR=R UFA LIS BR-bEAS VA N—IVEZENA/NXRALET, TT74) ML yes TT,

-F yes|no CDR H#R—b&A VA S—IVELIINA/INALET. T74I/ ML yes TTH.

-M yes|no Linux Agent £ EEBHRELFEEHRIOI -z MIT v TIL—RLET, T74IL NI yes TY,
-S yes|no SN YA F Y (SSO) YR—b&EA VA N—IVEBNANRALET, T4 ML yes TH,

-T yes|no True SSO Y R—b&EA VA M—IVERENANALET., T74I M DVDATT,

-U yes|no USB HR—b&A YA S—IVERBNANRALET, T7HIME DVDATT,
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% 5-3. install_viewagent.sh /X5 A—% D

Ri% Al
FRA A=

sudo ./install_viewagent.sh -A yes

A VAR —ILTE BICHLWTFRI by T T—ILOEBRBBLETT .
EEMRIDRET
STy T
—RL. EENRIRE

sudo ./install_viewagent.sh -A yes-M no

RUVDARZAI)NE

REFLET, ZDEZATDT v TIL—RICIE FILWTFRI by T T—IVDERISVLEHY B A, BEDTRI by T TV EBE
ATEET,
Fr NTF I UREMIFZTEHED. EBHRIDIRET S V(IERLANTEZ,

EEMRADRET

CURBRENST VT sudo ./install_viewagent.sh -A yes

JL—RLU. BEMR

RIET VDAY A

INEBLUET, 7 ZDIATDT v T IV —RIZIE HILWTFRI by T TV OERDBVLETY., BHEDTRI by 7 T—ILEHIRT 4
w7V —RICIF. 7 ENHUET.

A—AIHLWT R

o by T T=ILDE

BRDWHIBTT,

Linux Agent HEIAZ DR
Linux Agent 24 > X h—=ILE 5 &, 4 2R M= (&> T VMwareBlastServer D B2 BZBEDERINE
ER

m Blast Security Gateway 737 0—Hh —TEIZ/L> TS &=, VMwareBlastServer (3. ZDFIAE%
HTML Access ZfERT 575U HICHRARL T Linux 7R 2 by 7ICEHELET,

m Blast Security Gateway 77 0 —h—THMIZ/E> TS &L &, Blast Security Gateway OFIFAE(Z. 2D
FIRREE TS UYICIRRLET,

EREBEEFa )T« DREFNTEHRS 57202 BCBRAAZICHHL - TRELRF (CA) HERL LLAIREZER
TEEY,

FiE

1 VMwareBlastServer D754 X— b F—LFAEEZ A VA —ILLET,
a TIAN—k F—% ruikey [CEFEEL. FAEZ rui.crt (CEFMEELET,
b sudo chmod 550 /etc/vmware/ssl ZRfTLET.
Cc rui.crt & ruikey & /etc/vmware/ssl [CaE—LET,

d chmod 440 /etc/vmware/ssl #£{TLET,
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2 - EREI/REFERIEZ Linux OS OFRFR/RA ST ICA A =L LET,

E: LinuX DRTADHREZEICDNTIE, BEVD LInuX T4 AMJEa2—23>DRFa A2 MERERL
TLEEN,

Linux {R#E~< > > T®O Horizon Agent D7 v 74 L — K
Horizon Agent DER#IN—2 32 & A A M=) 52 &I1C& Y, Linux (R¥E< > T Horizon Agent 27 v 74
L—RTEZ£ET,

EEWRADREYS Y T2 b AR M=5F, 70—5 Admin F#HREVELTH70-AICREY> >
EBRLET, [TRIMYT ToIMER]D 4P — R [X2 Y V=] R=20D [2DfDY —R] #ERAL T, &
FENREBY DV EERLET,

EEMRRET Y A VA= (FTO-HEBREETVERA. [TRI YT T—ILER]D « F—RIL [v
> V=X R=20 [vCenter Server R~ ] ZERAL T, vCenter Server DRIEY > V& EIR LT, EE
WRIRBY > VERIE. UTO®EEZYR—MLET,

n UE—FTIUDOERRY S —

B OI-Y—-([CLBT DUty MEFE

# :  Horizon Agent for Linux 7.0.0 28O URION—2 3 U I1d, BEXNRNORETS L LTHEELTWEL
7=, Horizon Agent for Linux 7.0.1 (3, EEMRIFRBT L VI R—bEUTHEELET,

EEHRNDREY S VEREANSEBWMFRREY L VERAICT v 7L —RT 558, LTOREEERTEET,

n BEWRNDORETY VERERIEL. BEBELOAN-aVIT7yv T —RLET., SOYA4TDT v T oL —
RT3, Horizon Connection Server TO#BZEIHEHLH Y FH A,

n BEEWRAORETS VEEANSEEON—Y 3 OEBMKRREY VEBREAICT Y 7/ L—RLET, 20
A 7D7 v 7L L —RIZIE. Horizon Connection Server THLWTF R by T T—ILOERDBHETT,

xE: BEENKRETICVERMSOT v T — RDigE, BEMRREYS VERMAEZRIFEL. HELN-D 3V
Ty TIV—RTEES, 12720, 7y 7OV — REBICEBHRIREY S VERNSEEHRIADIREY S VER
NDEBEIYR—FENTWERA,

Ty TOU—RTIEUTDONSA - EFATEET,

£ 5-4. Horizon Agent 7 v 7L —RDF T 3> NS A—-%

NS A—F L]

-Ayes IV R A-Y—ERAFHERZNE (EULA) BLUFIPS 0FEBICRAELET. 1 VA M—ILEKTTAICE. yes ZEETHHLE
BHUET., CONRSTA—FER/ELENE, A VA=)V RO T TEPERESNET,

-a yes|no F=TAFANVEA LI b YR bZA R R=ILTBDNANRALET,

-f yes|no FIPS (Federal Information Processing Standards) 140-2 #HDBESES 2 —ILOYR— b EA X b —IJLERIF/NA /KR
LET., 774 NI DWNVATYT, FHICDWTIE Horizon Linux 722 ~ v 70O#EET FIPS 140-2 E— RDOSBEESEL
TLEELY,

-m yes|no AX—=b W=RUFA LI F YR=PEA VA N—IVERENANRRLET, T7A4IL NI WMVETT,
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X 5-4. Horizon Agent D7 v 7L —RDF T2 3> IS A—F ()

NS A—F BiEA

-r yes|no AVAN=INBICARV—F 4V F SRATFLEBRHLET. T 74/ ML no TT.

-C yes|no Uy TR=R ULV I N YR EA R S—IVEEFINANRALET, T74) ML yes T,
-F yes|no CDR 4 R—bh&EA VA M—ILEENA/NRLET, TT74I) ML yes TH,

-M yes|no Linux Agent ZEBMR|EBMRADI -V M7 v TV —RLES., T74/L MEL yes TT,
-S yes|no SN HA Ay (SSO) Y R—bEA VA N—VELENANRALET., T4/ ML yes TT.
-U yes|no USB HR—hEA VR M—IVEEENANALET., T74I ML DDATY.

Linux {k#8< < > T®O Horizon Agent 07 v 745 L — K

Horizon Agent D&#IN—2 32 & A4 A =)L T5Z &I1CK Y, Linux ¥ > T Horizon Agent 27 v 74 L —
RTEET,

AR SR

VMwareBlastServer 7Ot RAMRITENTWVEWZ EEHERLET,

ZOT7ATLREELETSICE. AN UNSAFTILTWT, 79T 4THBTRO My T vy 3y
W LEZERT DD, XU EBRELET,
FIig

1 https://my.vmware.com/web/vmware/downloads @ VMware ¥~ >>O0— K %4 k5 Horizon Agent for
Linux D&E#HOA > A —=Z 774V EF I A—RFLET,

[Desktop & End-User Computing] (7R by 7HELVI Y Ra—¥— a2 Ea—F4 %) T. VMware
Horizon 7 m4& > O0— R&Z#IRLET. ZDOFIC. Horizon Agent for Linux DA > A b= HWEENTNE
ER

AVAN=F T774)%&(E. 64 Ev b Linux T VMware-viewagent-1inux—-x86_64-y. y. y~
Xxxxxxx.tar.gz T, yyyl3N—3 > FS, xoxxxx (FE)NRESTY,

2 BENOLNnux T ARNIJEa—aryDtarR—I)LES XA~ OS ICERALET,
i :

tar —xzvf <Horizon Agent @ tar K—Jl>

3 tarAR—=)L ZAINFITEELET,
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4 FBEMNRNORETET Y TIL—RTBITE. ROVWTNHDDRELFUAT
install_viewagent.sh R U7 hERITLET,

F7a> A

FERRADRET VERET Y T — sudo ./install_viewagent.sh -A yes -M no

KLU, EEMNRIADREY S VERERIFT S
Er O NTA-RREMIFS HD. EERHRADRBAT L VEEALANTILZSL,

ERMRADEETL VEFAZT Y TS — sudo ./install_viewagent.sh -A yes -M yes

RU, BEMKERIETY VERICEETS
i : Horizon Console T, BEBMRIDREY L VERAOBEBEDT R hy T T—)L%&
B L., EEURIREYS VEAADT A by 7 T—IVEERLET. SFEICDONTIL
Linux lRFeh7 R0 by 7 T—ILOERESBL T ZX L),

EENRRET VERET Y IS —RT sudo ./install_viewagent.sh -A yes -M yes
%
FrOTvTOL—RE BEOTRI Ny T T-VEBIRTEET.

Horizon 7 for Linux x> >&7 A4 A M=)l

{R*8~< < > T Horizon 7 for Linux &7 >4 > XA k=)L 3 5 (Z(4. Horizon Agent &7 >4 > A =)L L. K7 7
MIVEHIRT DHENHY ET.

AR SR

VMwareBlastServer 7O AMRITINTWVARWI LEZERLET. COTOCREELTHICE. v rhs0
JATLTWC, FO9T4THBTRIO MYy T 2y arPRWI E&aERT N I &BREELET,

FlE
1 REXIOTY—ZIFI) g RUERE. Horizon Agent D7 A VA=)V RO T RERTLET.

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh
XU 7 ~& Horizon Agent o 70X & kL. A1 A=)V T4 L& ~Y Jusr/1lib/vmware/

viewagent /5 Horizon Agent 4 —EXREV T U2 7 EHIBLET,
2 /Jetc/vmware OF 4« L& bUm5, Horizon 7 for Linux O#m~7 7 4 )L &= FETHIBRL £ 9,
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Linux 7 X by 7O A T3>

BT 7ANVEERLTEEETELRA T aVEBRL. - -—DERREEZEHNRITA ITEET,
ZDEICF. RDEEYIDPEENTVET,

m Linux 7RO by T TOERT 7 AINDF T2 3 VEE

m AY—hRU— OFEA

m  Linux 77X kv 7D Blast & D4l

8 LinXTRI MY TDOSAT N RSAT UFAL LIS AT 3200

Linux 7RI by 7 TOEBR 7 7MIVDXA T 3 VERE
/etc/vmware/config 7 7 1)V £ /=13 /etc/vmware/viewagent-custom.conf 7 7 A JLICT > U ZEM
LT BEDA T a &R TEET,

1 > X ~b—=Z1%. Horizon Agent A > X b—)LHI(Z, 2 DDERT > 7L — b 774 )L config.template &

viewagent-custom.conf.template % /etc/vmware [COE—LF9. /etc/vmware/config 771 J)L

& /etc/vmware/viewagent—custom.conf 7 7 A IV BHFEELEWEE. 4 > X h—Z(% config.template

# config [Z. viewagent-custom.conf.template # viewagent—custom.conf [COE—-L &3, 77
L=k 77A4ITIEIRTOBEA T a v BURAMSINTWT, HlARBANPOYVET, 73 VE2RETSIC
(. AV MZHIBRLCEZETICEELE T,

7= Z1E. /etc/vmware/config DRDITICE Y. EJL RTR#EHE PNG E— ROBFERICAHAVET,
RemoteDisplay.buildToPNG=TRUE

BREZELAES, Linux Z2BESL TCEEZEMCL TS,
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/etc/vmware/config O#EmA 7 3 >

VMwareBlastServer 8 KN ZDEEETS 54 > Tl #7714 J)L /etc/vmware/config PMERINE T,

F: ROEIC. Horizon Agent 87 7 4 )LD USB ADEI—> > MERAEAKRY O —8EICDVWTHIALE
9. Horizon Agent (332 EZERAL T, USB /KRR b YL VICEHETESNED MhEHITLET, £7/-. Horizon
Agent (3 Horizon Client IZEREZEL. BREBADTONET. ¥—2 (m) BEHFZEIEE LBEE. Horizon
Agent 7 1 L% R > —5%EH Horizon Client 7 4 JL% R S —BREIEBMBERSINET., 7—/N\—F4 K (o)
&t FZ R L/zH&(3. Horizon Client 7 1 L% RU > —8FE TIE72< Horizon Agent 7 1 )L R 2 —KE
PERENET.

%X 6-1. /etc/vmware/config D#EFA T 3>

FTvar B/ a2 BieA

Clipboard.Direction 0, 1, 2, £33 2 ZOFTavEFRLT Uy TR=-R USI LI LR

U —ZBELES. BHEEEILUTOEEYTY,

B 0-2UyTR—RUSALINEEHCLET,

B 1-JUyTR-RUFA LI NETARMTENICLE
ED

B 2-0UvTR=—RUGALINEISAT Y MPSY
E-FTRIMYTOHTHEMICLET,

B 3-JUyTR-—RUSGALIPEUE-NTRIbY
T4 7 Y FOHTEMICLET.

RemoteDisplay.allowAudio true ¥£72(3 false true IDATaVERELTC F—T AT HNEBNENICLE
ER
RemoteDisplay.allowH264 true ¥£72(3 false true ZOFTarEFERLT H264 T 00— REFHELTE

MCHRELET,

RemoteDisplay.buildToPNG true E7z(% false false BICIS T4 v OBRFT TV =23 iEDIZT490
77V —=23rTlE Linux TRy TDOS547 2 bR
IRCIEMREI IV LNILOBEBRLEPVEL Y ET,
Linux 722 by 7TERENI SAT > b T/INA A TUE
SNDEHREETABECDONTIE. BN RICATHEHR PNG
E-REERTEET, COBETE 2547 & ESXI
KRR OB TEMOTHIENSERSNET, COF T av%
BT BHE H264 T 0— RPERCTHRYET,

RemoteDisplay.enableNetworkCo  true F£7z(3 false true ZDF* T3> %EFE LT, Horizon Agent for Linux @ % v
ntinuity bD — OB E A E LI EYICLE T,
RemoteDisplay.enableNetworkinte  true £7z(% false true ZOF* T3> EFE LT, Horizon Agent for Linux @ % v
lligence NO—0 AT U  RABRRERNEIIEHICLET,
RemoteDisplay.enableStats true £72(3 false false Wi, FPS. RTT 72 &£ T3, VMware Blast ®=70 k30

IO ERE mks O THENELITENICLET.

RemoteDisplay.enableUDP true £7zl4 false true ZDA T 3%FELT. Horizon Agent for Linux T
UDP 7O ba)l Y R— b &BMELFEHCLET,

RemoteDisplay.maxBandwidthKbp 2% 1000000 VMware Blast tv > 3 >vomkTigiEE+oEy M
s (kbps) BAITIRELE T, OBEIRICIE A A= F—F

4 7. AREF v =), XU VMware Blast DT TD
STy OBEENET. BRREIT 4 Gbps (4096000)
KmICTIRENHYET.
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x 6-1. /etc/vmware/config DIEBRA T 3>

)

F7a>

RemoteDisplay.minBandwidthKbp
s

RemoteDisplay.maxFPS

RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPkcs11Plugin.log.logLevel

VVC.RTAV.Enable

VVC.ScRedir.Enable

VMware, Inc.

fE/fzt
2H

FFARTBE/L (B DEEE :
1~100

FFARTBE/L(EDEEE :
1~100

FFARTBE/2(EDEEE :
1~100

FFARTRE/2 {EDEEHE :
0~ 51

FFARTBE/L(EDEEE -
0~ 51

error. warn, info,
debug. trace. ¥

[ verbose

error. warn, info.,
debug. trace. ¥
(& verbose

true £72ld false

error. warn, info.
debug. trace. 7
(& verbose

true £72(4 false

true £72(3 false

FT74I b

256

30

90

35

25

36

10

info

info

false

info

true

true

Bie

VMware Blast v a>o&/hHiEEEZ+aOE Y
(kbps) BAITIEELET. SOFEIEICE A A= A—F
4 7. AREF v xIL. LV VMware Blast #l#HlD 3 X TD
FST v ODEENET,

BEEHORAL—MEEELEY. CORELEALT 1
—Y-PERTLIFEFHREEELEY. AMER 3 N5
60 ETOMICTBRENHYET. TN 1 8BHLY
30 EDEHTY,

JPEG/PNG T>O—R&FERATBHEADT RO My T T4
RATVADA A - REEEELET. BRERER. LU
HZBEEOERICSEL TWT, A A—CREBSLVE<AYE
ER

JPEG/PNG T>O0—R&FERATBHEADTRAI My T T4
RATVADA A=V RFEAERELES, TRIMYT T4 R
TVvADFEREDREERES D/OICERLET.

JPEG/PNG T>O0—R&FERATBHEADTRAI My T T4
RATIVADAA—VRFAERELET, BRERER. Ro0
—JVBEEREE, SERICEAT ZEEDOERHITEL TWET,

ZOF T arEFERLT. H264minQP EF{b/X5A—%
EHRELET. CONTA—F(F H264 T>a0— FEERT
DEDITHERENIZVE—F TARTIVADEREBA A - R
BxigE LEJ. RemoteDisplay.qgpminH264 (ZF%%E L 7=
BEYBREGMB/ERELET.

AT a3 EERLT. H264maxQP 8F (/X5 *x—%
ERELET, ZONTA—F(F H264 T>a—REEFERT
DEDITHERENIZVE—F TARTVADRIEA A DR
BxIEE L ET. RemoteDisplay.qpmaxH264 (Z%E L 7=
ELYBNSIHEERELET.

IDF T arEFERLT USBUSFAILO S TS540D
Oy LNVERELET,

ZOATavEFERLT USBUSA Lo~ —noOy
LAV ERELET.

ZDF T3 EHELT, True SSO #EEDO O JERE— K
EEMELBEMCLES.

ZOF T arEFERLT True SSO #EEDR Y LNILE
BRELET.

CDATLaVERELT A—T A AANEHHEHCLE
ER

IDATLavEFRELT, AR— b A—R UFIL I +E
BREHCLET.
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* 6-1. /etc/vmware/config DERFA T3> Fix)
FTa> &R F7xI b L]
VVC.logLevel fatal error, warn,  info ZOFTavEFERLT VC 7R+ /—RkoOs LR
info. debug. F7=(% NWERELET,
trace
cdrserver.cacheEnable true ¥7(3 false true ZOFTIVEBRELT I—2x 505472 M
NDEEALF vy L aBEEERDELIEMCLET.
cdrserver.customizedSharedFolde  folder_path /home/ U547 RSAT UFA4L o~ (COR) BT+ LT D
rPath BET 74D /home/user/tsclient T4 Lo kU
MONRI L TAVINIICEETBICEZ. COF T arvE
ERLET,
=& ZE I—Y— test B CDR EFT7 +/)LF % /home/
test/tsclient Tl37<. /mnt/test/tsclient (CEE
ERGE =N
cdrserver.customizedSharedFolderPath=/mnt/ %
IEETEET.
F: O ZOAT I ERMCTEICE BELETAILID
BEL ELWIA—Y—1ERTHEESNTVILENHYET,
cdrserver.forcedByAdmin true £7/(3 false false ZDF T3 vEFEL T, cdrserver.shareFolders #+ 7
CIAVTHRESNTWEWEMD I AN FEISAT >V MMt
BTEENESDEFHLET.
cdrserver.logLevel error. warn, info, info ZOF T a>EFEMLT, vmware—CDRserver.log 7 7
debug. trace. F7z DAy LNV EFRELET.
[ verbose
cdrserver.permissions R RW ZOF 73> %ERL T Horizon Client (L& >THBE N

VMware, Inc.

%7 #7233 % Horizon Agent MiBIMDEEAHERY /EE

AHIERZBEALET. B -

®  Horizon Client [C&>THFEEND T+ FIC read &
write #EBRDH Y. cdrserver.permissions=R 7%
EINTWSHEICIE Horizon Agent [Z(£ read 72
CRIEROHBDBHESNET,

m  Horizon Client [C&k > THEBEINSD T +/LFIC read 1&
[RH&H Y. cdrserver.permissions=RW 75&E N1
TW31B4. Horizon Agent (213 read 7 & R4ERD
HOft5ENEF. Horizon Agent (3. Horizon Client
[C&o>THERESNAE read only BHEZEETE £ A.
Horizon Agent (&, F&AHT U RERDOHHIBRTE
7.

—MREVEERAEIRDESYTY,

m  cdrserver.permissions=R

m  #cdrserver.permissions=R (DFVU., v K&
AVET OB T MUEHIBRLED)
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* 6-1. /etc/vmware/config DERFA T3> Fix)
F7a> /R F7xI b L]
cdrserver.sharedFolders file_pathl,R;fi kT IS4 T7 Y MDPLINUX TR by TEEFTED T AT
le-path2, ; D7 7AIIR%E 1 DL EEELET. #:
file_path3,R; m  Windows 4547 > ~DIBE :
C:\spreadsheets, ;D:\ebooks,R
®  Windows LIAD IS4 7 > hDig
& @ /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R
collaboration.logLevel error, info £7/2(&  info IDATareEERLT £AKEEY > a>0O0T LA
debug EHRELET. OF LAJLD debug DIEE. collabui B8EL
DEVHE L & collabor UR DAY T Y HOY(CREES
nEd.
collaboration.maxCollabors 10 REDEHK 5 Ty a OBMICBHTE L HREEEDRABEZEELE
ER
collaboration.enableEmail true E£7z(3 false true AVRAR=ILENTWNS A=)V 7TV — 3 > TOERE
E¥DBHERETINEIDERETZICE. ZOF T3>
EEALET. COA T3 EaEBHCTIHE A—IL T T
T=2arPA Y AM=)LENTNTH E A—)L TOHREIE
EDOBHFIRETELE A,
collaboration.serverUrl [URL] REE HRAFEZEDOBFRICEDHSY—/NURL 2L £ 7.
collaboration.enableControlPassin  true £7z(% false true ZOF T aviE HREEZEEIC Linuk TR by F0a v~
g O— V&R E/EFIRT 2HEICHELET, HiAHRUER
DHERAGELY a3 VEEBETDICE. C0A T a %
false (CRREL T,
mksVNCServer.useUInputButton true /2[4 false false Ubuntu £72(3 RHEL 7.X DEFI U XD Y R— b EFHIC
Mapping THICE AT arERELET, CentOS & RHEL
X FEFIUREYR—FLTNEDT, ZOF T a>%
RETHIHLEEHYEFA,
mksvhan.clipboardSize =234 1024 ZOFTavEFRLT YUy TR-RORAY A X%ED
E—7YRR=XMLET,
vdpservice.log.logLevel fatal error, warn,  info ZOF T avEFERLT, vdpservice @04 LANILERE
info. debug. F7=(% ELET,
trace
viewusb.AllowAudioln {m|o}: REE. true IDATavaEERLT =T A FAANTNAADY T A
{true|false} ERLU Lo ba#HRIE/2FZIELET, 6 : o:false
viewusb.AllowAudioOut {m|o}: KERE. false DATLaVERELT A—TAARNTNAADUSTA
{true|false} l<Civ Lo hEFATERBELELET,
viewusb.AllowAutoDeviceSplitting ~ {m]o}: KEE false DFTT a3 ERELT. EE USB TNAM ROBEBHEZE
{true|false} ERU A RARBELET,
5 : m:true
viewusb.AllowDevDescFailsafe {m|o}: KEFE. false DA T 3%HEL T Horizon Client 2k E =137 /8
{true|false} ERAL A RRBRFEMECTERNGEICTNA ROV T LU M adF

VMware, Inc.

AIEZFRIELET, BRELIEITNA RERFERETER
WMBETH, TNA REHFAT S(21E. IncludeVidPid
/=13 IncludePath 72 £ D Include 7 4 L F ICF/NA R&E
HET,
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& 6-1. /etc/vmware/config OERA T 3> GE)
FTa> = T4 b L]
viewusb.AllowHIDBootable {m|o}: KREE. true AT avEFERLT F—R—RETTRLNT, EH)
{true|false} EREL B (CFIATTREZ AN T /NA R (HID 82T RE/ZT /N1 RX) DV
AV SEFRIEREFELELETS,
viewusb.AllowKeyboardMouse {m|o}: KERE. false DATL 3 ZERLT HERRA T4 2T TNAR
{true|false} EERL (ROR, bZyvoR=Ib, ZyF Ny RixE) fFt&EF—RKR—
ROUTA VY NEHRTERIFELELET,
viewusb.AllowSmartcard {m|o}: KEFE. false DATL 3 ERELT AY—bH—K TNLRDUETA
{true|false} ERU Lo hEFATERIZELELET,
viewusb.AllowVideo {m|o}: KREE. true IDATav&FERLT ETH TNARDUTA LY &
{true|false} ERL A ERBEELET,
viewusb.DisableRemoteConfig {m|o}: KREFE. false ZDFTLarEBRELT USBTNARDT A5 Y
{true|false} ERLU #2179 % &= Horizon Agent BREDEREBNE /- ITE
HMLET,
viewusb.ExcludeAllDevices {true|false} KEFEK. false DATL 3 ZEFERLT UFALIMRRNSTRTD
ERU USB 7/ A &[RRI LZY. TRTOUSB FNAREUS
AL bHRITEMLZY LET, true CHRET D E. ED
DR S —BREEFEAL T HEDT/NA RELETNAR
Z7IUDBVTAL I PEINEKDICTEHIENTEET,
false CRRET DL, ZDMORY L —FREEFERAL T HE
DT NARERETNAR T7IUBUTA LI bEINBD
#BhlETE$£9, Horizon Agent T ExcludeAllDevices
DfE% true ICHEL. ZOFED Horizon Client (TEE 1
% &, Horizon Agent D&% [Z & > T Horizon Client D% %E
BF—N=F4 Rah&7,
viewusb.ExcludeFamily {m|o}: family_nam KT AT a3y FERLT USAL LI MERDSTNAR 7
e_I[;family_nam 7IUZEBRHNALET, #: m:bluetooth;smart-card
e2;...] BEIT/ M RANBEBHICLEHA, Horizon (344 USB 7
NAZADEA VT =T 24 ZADTNAR 77 U ERAN B
THAI—T A REHWLES. BET/NA DB & T
IZL 7154, Horizon 3#4& USB /81 Z2&D T /N A R
77 IUERANET,
E: YUREF—AR-BRRUTAL I HRDPST T4V H
TRIANSNTWSSD. COREEFEALTHRNT DLEIRH
UEth.
viewusb.ExcludePath {m|o}:bus-xI[/ RERE ZDAT a3 vEFERLT BEDNTEIFR-FD/NRRIC
yIl.../ port- HETNAREVTA LT FHAKRDSRIALET, NAPR—
z1[;bus—x2[/ PESE 16 EHTEET 2LENHYET, NRICTAILE
y2].../port— N—RXFEFERTHILETEERA.
22;...1] %) - m:bus—1/2/3_port— 02;bus-1/1/1/4_port—ff
viewusb.ExcludeVidPid {m]o}:vid—xxxI_ REE ZOFTavERELTCIRELEAYY—ETO05 5~ ID

VMware, Inc.

pid-yyyi[;vid-
xxx2_pid-
yyy2;..]

DTNAR%E, UFA LT MRDOSBHLET, ID ESE
16 EHTIEETD2LENHYET, ID DEHICTAILEAD
—RXF (") ZERATEET,

B : 0:vid-0781_pid- ***¥*;vid-0561_pid-554c
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* 6-1. /etc/vmware/config DERFA T3> Fix)

F7ar B/ TNk

A

viewusb.IncludeFamily {m| EE
o}: family_name_
I[; family_name_

2.

viewusb.IncludePath {m|o}:bus—-xI[/ RE
yI].../ port-
zI[;bus-x2[/

y2l.../
portz2;...]

e

il

viewusb.IncludeVidPid {m]o}:vid—xxxI_ RE
pid-yyyi[;vid-
xxx2_pid-
yyy2;i...1

viewusb.SplitExcludeVidPid {m|o}:vid- REE
xxxI_pid-
yyyilivid-
xxx2_pid-
ywy2;...1

viewusb.SplitVidPid {m|o}: vid- RE
Xxxx_pid-
yyyy([exintf:zz
[;exintf:wwl])
[-..1]

i

Bie

IDFTLaVERELTC TNAR 77IVEVGA LI K
HRICEDET

%l : o:storage; smart-card

IDFTa EFERLT HEDNTPR—ED/NRRICHD
TINAREYGTA LI MHRICEDET, NAPR—-EBL
16 EHTEET HLENHYVES. NRICTAIRA—RX
FEFEATHILEATEEEA

5 : m:bus-1/2_port- 02;bus-1/7/1/4_port-0f

IDFTavERELCIRELERNYY—LT7A5 5 ID
DTFNAR%E, VFTA VI PHRARICEDHET, ID FSE 16 &
HTIEETHDLENHVET., ID OEHICTAILEH— R
F (") eEATEET.

B : o:vid—***_pid-0001;vid-0561_pid-554c

ZDATavEERLT Xy¥—&705 0~ ID 5%
ELTHEDESR USB FNA RETHEIDOMRE L TR T
BMEMTE2DEERELET. ZOFREDOFRIL.
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...]1 &
mUET. IDESE 16 EHTEET 2HENHYET, ID
DENIZTAIVRA— BT (*) EFERATEES,

) : m:vid-0fOf_pid-55**

ZOFTaVERELT, XF¥-—BLO07O0¥~IDT
BELZEE USB TNA ROV R—F >V FERIDT/NA X
ELTRWET, ZOFREDOEIAE,
vid-xxxx_pid-yyyy(exintf: zz[;exintf:mw]) &7x
UET,

exintf LWSF—D—REFERITNE A5 —T 1 RE
BEEETHIET, AVYR—F U hEUSTA LI M SBRI
THIENTEET, IDEFESL 16 EHTIEEL. A5 —7
TARBFEETEOEIRTED 10 EHTEET 2LEN
HYUET, IDDEMICTAIRH—RF (*) ZERTEE
ER

i :

o:vid-0fof_pid-

#*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

o BRMICKRIALAao/=arR—% > M. Horizon T
BEMICEEND ZLEHYERA, NS5OV KR—F b
#8%5I(2(%. Include VidPid Device i2&ED 7 4 L%
RUS—ZIBETHIHLEDNHYET.

/etc/vmware/viewagent-custom.conf ODERA 7> 3>

Java Standalone Agent Tld. #8771 /)l /etc/vmware/viewagent—custom.conf MPMEREINET.

VMware, Inc.
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x 6-2. /etc/vmware/viewagent—custom.conf DERA T 3>

F7a>

CDREnNable

CollaborationEnable

EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

VMware, Inc.

& F7AI b

true ¥/ true
X false

true ¥7= true
X false

true £7= false
X false

true £7= true
X false

true £7= true
X false

TRTAX
FOTFR

N 3275

pbis 7z pbis
(3 samba

Bie

IDFTayEFRLT 95470 RSATDUSA LI b
(CDR) #ae =AM/ EHNICLE T,

Linux 7R by 70t v s a o HREEEBEEE G E /= (ZEMICT
BIClE. AT avEFERLET.

ZMA 7 3>k, Dynamic Environment Manager 2>V — )L T
ERENDIVRRAV D IP 7 RLREEHETIY RARA 2 D IP
TRUVRELKERTBHEXIC, V54T bOYERY D —0 H—R
DIP7RVREFERTZ2D0. VPNIP 7 RV RZEFERT 500 %15
ETHEEICHELET, 7 30% false CRETDE. 54
TYROYEBRY FT—0 A—RDIP 7 RLVADBERENES., T
nLsDFEIE. VPNIP 7 L ADERENET,

AT 3 vERBRELT AT TR Y — )VREERNIENICL
E

ZDAT 3 EERLT. 9547 MDVRTASEVRANER
EDF+—KR— K LA 7D % Horizon Agent for Linux X4 v
TEREISEADESDEIRELET,

COBREEBMNCT S, HHNIEBRLANES, RENHFIINE
T, COREEENCTHE. REPHFAIINEHA.

Z D#EE(E. Horizon Client for Windows & THR— k&, %
B IS VRE. RAVEE BAE BEZB. XXM VB GREFHR
EfE. BLUBRGRFHREZBOSETCOAYR-—FENET,
DA T arEFERLT, /tmp/vmware-root (TR 504 7
TAINDEERELET.

B -1 - IRTRE

B 0-FNTHIR

B >0-RFTH070H,

True SSO 2R ET 2HBEE. DA T a yEFERL T EBOR
*4 >0 NetBIOS 2B ELET,

ZDATa EERTHE AR VO-2DFTSA4 2 R
A UBMPRESINES ., AT54 2 RA YESMORTHER.
PBISO (PowerBroker Identity Services Open) f2iE £ 7=
Samba #7542 RAS SNV ET, ZOTONT 12
pbis E7z(d samba LNDEEREST HE. 7542 RAAL VSN
PERENET,
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* 6-2. /etc/vmware/viewagent-custom.conf DEEF T 3> Fix)

FTa> & P J1
RunOnceScript

RunOnceScriptTimeo 120

ut

SSLCiphers T+ XX laNULL:KECDH

27 +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA

+AES

SSLProtocols TH+FALX  TLSv1_1:TLSv1_2

27
SSODesktopType UseGnomeClagki7x L

UseGnomeFlashback

UseGnomeUbuntu

. UseMATE

Eslbs

UseKdePlasma
SSOEnable true £/=  true

(& false
VMware, Inc.

Bie

ZDF T arEERLT. Active Directory IC2 00— e a /=
RET VICBESMUET,

RAMEBHPZEEEN/AEIC, RunOnceScript 77 3 v ER/ELE
T MESNERAIY T ME, BUIORR MEOERR. —BELTR
TENET, IV r b P—EDRBESN. RRAMEBI-C 1
Y hDA VR S—IVBICEREN/ZBE. RO U T M root R TR
TENnET,

7=&Z(E winbind VU 12— 3> T(d, winbind TR—X{RIEY >
> % Active Directory ([CBMM&H, COF T a3>E2R0UT K N
RCHETDVEDHBVET, RIUTRMIE. RASMUABESM
#5372 R /usr/bin/net ads join -U <ADUserName>
%<ADUserPassword> MEENTWILENH Y ET, RIET >~
DY A—ERTE. ARV —T 4 0 PRTFTLADHRAIIAXITLD
TRAMEGDEBEEINE T, Agent U —ERDEIEEIND & /70—
UER S M7=k < > > % Active Directory A3 25X 40U 7~
BRITENET,

DA T3 EFERLT. RunOnceScript A 7> 3> D44 A7
U MEEZWMHTHRELET.
7= & Z1E. RunOnceScriptTimeout=120 DL D [CHRELE T,

ES{DU R ~EIEELET. https://www.openssl.org/docs/
manmaster/mani/ciphers.html TEEZESNTWSEREERT S
VEPHYET,

tFaUTs JObDLERELET. YR—bEnd7Obal
(%, TLSv1.0. TLSv1.1, TLSv1.2 T4,

ZDFT a3 SSO EBMICTHEXIIT 7AIN DT AR by
TRETEREL DOTRI by TREEIRES HHSICERLET.
DA T a v ERETDRIC, BRI DT R by TRENT RO
by FICAVAP—INENTND LEZERTDLEDHYET, =
DA T 3% Ubuntu 16.04/18.04 X4 by FTHRET D &L
SSO BENEMMNESI DICELLS T, COF T2 arBEMRYE
. ZOF 7 3% RHEL/ICentOS 7.Xx TR kv 7 TIRET %
&, SSO BEMIC/E>TNDHBEICDH, BRLAET RV by TRE
MERENET.

E: ZOF T3 Id RHEL/CentOS 8.x & RHEL/CentOS 6.x
FRY by 7THR—ENERA. Horizon 7 (£, RHEL/CentOS
8XTRU Ly 7D Gnome FRY by TRIEDHEYR—FLE
3. RHEL/CentOS 6.x T SSO BEXMICIE > TWBIBEICT 7 +
WEDFRY ~y 7HRIEELTKDE 22y b7 v 73 5HEICD0N
TlE. TR by TREESBLTIIZE0,

ZDATL I ERELT, LU YA F Y (SSO) EEMIE
ICLET.
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* 6-2. /etc/vmware/viewagent-custom.conf DEEF T 3> Fix)

FTa> & F7xI b L]
SSOUserFormat FFAMX [username] SO HA A ORI A DR ERELET, TN
F5 A—HY—ZDHTYT, RAMVEHBERTZHBEE. ZOF T3>

EHRELET. —MHBIICETA VBT RAMRBERFRXFICT
—Y—RERITES., BHRIXFENYIRT Y2 aIlT 258 5l
DNy O RZy 2 %2ERLTIRT T 50EMHYET, O
A 2OERIERODESYTY,

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

HYT7xy b CIDRIP [subnet] ZOF T3 fthd < > H Horizon Agent for Linux & DiE#
aNS i ICERT B9 732y bERET DHBEICEALET. RADY Ty
HOfE FOA—HIIP 7 RURADERD DI5E. FELEY TRy boO—

HIVIP 7 R L 5 Horizon Agent for Linux &D#E#EICERS N E
9. fEld. CIDRIP 7 RLRAEXTIEET D2LEDBHYET. LA
(£, Subnet=123.456.7.8/24 LHELET.

UEMEnable true £z false ZOF T3> EERL T, Dynamic Environment Manager X<
% false — b RUS—EBHERGEDCLET. AT a3 EFRICHE
L. Dynamic Environment Manager X< — k RU & — D4 %%
el ZORU—PERENET.

UEMNetworkPath TFRAIX ZOF 7 3>z, Dynamic Environment Manager 2>V —Jl
27 TRESNTWEIRALRY T =2 NREZETIHENHYET,
/NARIE //10.111.22.333/view/LinuxAgent/UEMConfig @
LOLMATIEELEY.

F: 3D0TFaUTFa AT 3>, SSLCiphers. SSLProtocols. SSLCipherServerPreference (&
VMwareBlastServer 7Ot XA T3. VMwareBlastServer 7Ot X HBth= 5 &. Java Standalone Agent
FINSDAT a0 &S5 A—4 L TELET, Blast Secure Gateway (BSG) EMTHZLE. TNEHD
A72avIEBSG & Linux TR by JOBDOEGICHE L ET. BSC PENTHDHELE, CNHDF T3>
30547 b&E Linux TR by TORDERICHELET,

AY—bkRU— DEH

A¥—h RUT— Z2EALT HEDUE— b Linux 7RI by T7TOUSBUSFA LI Uy TR=—K U
AV O5AT b RSAT VFA L MERROEBMEEZFIE CEE T,

A-—Y-RIEREDR > —ZERL T, BFEOHEZFHIETEET. I—Y—REHRED Horizon A< —k R
C—ERTA VEBICERENETS. By a OBERBICEHRTEET. Y-y avIlBERLZE
&2 Horizon A% —hk RU S —ZBHERTSICE. FUASNDIRIEZRETEET,

Iy RI-—Y¥-—ParEa1—¥%#E L /=& Z=(C Dynamic Environment Manager [2& > Ta > Ea1— 4 EER
EICEASNGRY > —Z2EKRTEEY, 2 Ea—FREBEFED Horizon A¥—k RU L —FarEa—F D2
BEICERASINETY. By a v OBEGRBICEHRTEET,

AR—b RUZ— [CLY., BEORHEDBHLEINDIGEICOHFNIEERY S —EERTEET, LEAF 2
—H—DPREORY FT—ILUADPSUE—F TR MY TICEBELTWBIHREISAT b RSA4T UFA L
U MEREEEYICTHRY S —ERETEET.
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A=k RU— DEH
X —hk RUS— ZFEATHICIE. Horizon 7 BEMMSEDEMEZE-THVENHUET,

B AY—hFRUS— TEEBTBUE— b TRZ by FIZ. Horizon Agent 7.5 LIf§ & VMware Dynamic
Environment Manager 9.4 LIfg% A > A b =)L § 50 EDBHY ET,

Bm AY—hRUS— TEEFTDHUE— b Linux TRZ by FIC#ERT 51213, 21— — 58 Horizon Client 4.8 LA
GEERTIVLENHUET.

m  /etc/vmware/viewagent-custom.conf 7 7 A )L T, DEMEnable 73 3 > & H%IZ L. DEMNetworkPath
FTLaVERETDUENHYET, LInWX TR by TTOER T 7AINDA T 3 0 ZEESBLTE
0N,

B RV NI OHBERN—DIITOECRTBICE. AT Ny T—22A R N—IIVT2HEDRHY E
9. /=& Z1E Ubuntu 18.04 > X7 ADHZE. NFS WIcOHFR L —Y HIC nfs—common /Ny o —2 %A
YA R—=J)LL. Samba MiEA L —CRBIC cifs—utils Xy —2%# A4 VR M=ILLET,

Dynamic Environment Manager A4 > X =)l

Horizon A< —k RU>— #FEAL T, UE— b Linux TR by THEEDEMEZE ST 5 (1L, Dynamic
Environment Manager 9.4 LIfg% U E— k Windows TR by FICA VA M=V T ZHENHY ET.

Dynamic Environment Manager 4 > X b—Z(&. VMware ¥§ 0> 0— K X=UMhoF U O—-— R TEET,
Dynamic Environment Manager IRiE% &2 3 52D Windows 7 X% kv 7(Z Dynamic Environment
Manager a2V —JL AYKR—%> haA A=)l TEET., Windows 7R % kv 7D Dynamic
Environment Manager €202V —J)lHh5. UE—FD Linux TR by 7DUE— b TR by THEEDEME
EHETEET,

NRTRI by T T=IDFE RDS TR by 7 v 3129 % RDS 78X ~IZ Dynamic Environment
Manager 24 > X b—JILLE T,

Dynamic Environment Manager @ X7 ABHELUVELEA > X M—=)LFIBIZD WV TIE. VMware Dynamic
Environment Manager 4 > A b —JLEFRERF AV MESBLT/ZEL,
Dynamic Environment Manager DRk

JE—F TR by THEDIT— bk RU > —Z4ERKT %13, Dynamic Environment Manager ##m L TH 5
FERTHIHLENHYET,

Dynamic Environment Manager ##m3 % 1Z1Z. VMware Dynamic Environment Manager B4 1 R D#EAK
FIEICREWVET,

Horizon X¥—k R 2 —5%%F

Dynamic Environment Manager T Horizon A% — b RU > —ZERLT. UE— MEEOEIEZHIHIL £7.
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I-Y-REREDOR) > —ZERL T, BEOHEZFIETEET, - —RERED Horizon A¥—k RY
AT A VEICERAINETS. Lyl a v OBERBICEFRTEET., Y-y avIIBERLZE
&[Z Horizon A¥—h RU S —ZBERATHICE. FUASNDIIRIEZRETEET., RU—DOFMIZDNT
(Z. VMware Dynamic Environment Manager €24 Rl @ [1—Y—IRIEFZFED Horizon X<¥—k RU >
—DRE] EBBLTILE,

IvRaIA-—¥-—pParEa—4s%iE L /=& Z(C Dynamic Environment Manager [C&>Ta >y Ea—4EER
EICEASNDZRY D —Z2ERTEET, IV Ea—FRIERED Horizon A¥—k RU L —(Fa Ea—4DiE
EFICERAESNETS Byl a OBEERICEHTEET. RU—OFHRICDWTE. [VMware Dynamic
Environment Manager €324 R] @ [J>Ea—4RIREHRED Horizon A¥— b RUL—DFRE] Z2FRBLT
<TEELY,

1®E. Dynamic Environment Manager T Y % U £ — b#RED Horizon X~ — b RU L —FEIL. M5
LPRARY F=BLOIN—T RU—FELY BEBEINET,
Horizon X% — k R > —EEADFLEDEM

Dynamic Environment Manager T Horizon X% — bk RU L —Z2F&ET 558, KU —ZFHTT H72DD%
BERHGEZBMTEES, LEAR - -—DREORY FT—JLADPSUE—b TRI by TICHEKELIZGEIC
DHIZAT N BSATOVTA LY MEEEBNICT 24 EEMTEET,

EE: YR—IFPEINTWBRU—FBEEUE—F LnuXx TRT by T TEMIZT S(21E. Horizon < — bk 7R
J—DEEBEICRDEHEZEBMTILENHYET, INSIE BETR—FEINTVWEIH—DRETYT, DM
MERESNTWSIBE., FHOFHMDIER(L false TRV ET,

xR 6-3. UE— b Linux TRZ by 7O BESEY

KR L]
Operating System Architeacture FARV=FT 4 2T PRTADT —F T F v EHRBLET. {EF Linux CRETHHLENHYET,
Endpoint IP address IVRRAVNIP 7 RUADIEREERNICHIMNEODNEF v I LET, HEDEKBEEZED T 1

—IVRICTBE 0 ERIREN. HREDT +—IVREZECT D E 255 LBRMENET,

72720 ROBEIDL DI, #EED Endpoint IP address A H/TETEET,

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

Dynamic Environment Manager B3>V — )L TG ZEBME L MRET 57EZDFHMICD NV TIE. [VMware
Dynamic Environment Manager B354 R] #5BL T /LX),

Dynamic Environment Manager @ Horizon A< — bk 7RY o —D{ERL

Dynamic Environment Manager ¥ 1>V —J/LZ{#R L T. Dynamic Environment Manager ® Horizon X<
— b RUS—ZEKLET. Horizon AX— bk RUL—ZFETHEEIT, AX—b RUL—ZFMCTTBH720IC
MBEEFRMEEZEBINTEET,
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AR SR

Dynamic Environment Manager =4 > X b —JL L T#a L £9,. Dynamic Environment Manager ® - >
R k—=)LE LV Dynamic Environment Manager O#mA2SBL TS 2 &1,

m  Horizon A¥—hk RU L —EEZFZBMTEEFEICDODVTERL THEET, Horizon Avx—k RU > —FFE
NDEHFEOEMESBL TSI,

m  DEMEnable A7 3 v &HFICTL T, /etc/vmware/viewagent—custom.conf 7 7 AL T
DEMNetworkPath A 7> 3 V&R ELE T, LINUX TRAI by T TOEBR 7 7 AILDA T 3 V& EESRBL
TS,

X Xy MV —I0BFBERBMSENEEE. Dynamic Environment Manager MZEFEMEAZTZET TE 5L (T,
HLWRT—b RUS—FEEFEHFINEZRAT—F RUS—ZRELTHS 1 PULRBLIE T, HEEZITS
TRUMYFICEHELTOWRI Y RO —(TBMLET.

A—HY-RBFREDR > —ZER LT, BMEDEREZFEHTCEET, 1—Y—RIEFKED Horizon X~ — K RV
—FOJA4 UBICERINETNS. vy aOBERRICEHRTCTEEY, I—HY—NNtetyiavIlBERLES
(2 Horizon AXx— bk RU T —Z2BERATSICE. PUAESNBEIRVERETEET,

IV RIAI-—Y—MParEa1—%%#E L= &= (2 Dynamic Environment Manager [2& > Ta > E a1 —4EIER
EILERAEINDRY >—ZERTEES, 2 Ea—FRERED Horizon Av—F RU P —FarEa—5 D
BEICERASNETY. Zyia v OBEERICEHR TEET,

Dynamic Environment Manager €3 1>V —)LDERAEDFEMICD 1V TIE. VMware Dynamic Environment
Manager B AHA RRF a2 AV FESBLT/ZE0,
FlE

1 Dynamic Environment Manager €3>V —/)I T, [1—Y—RE] ##RL I —REFKREDORY > —
EERT A0, [AVEa—FBIE]| 47 TaryEa—vBERTEOR) O —EERLET,

BE7EdD Horizon 2<— ~ RU L —FENH BHEI21E. [Horizon AT — K RU =] RS V[CRRENET,
2 [Horizon A¥— bk RU— ] ZZBIRLT[EK] 22U v oL, HILWRY—b RU—ZEKRLET.
3 [RE]|FTEBIRL. AR— K RUL—REEEELET,

a [#MBE] /32T [&EI TFRA RYIRICAT—b RU S —DERIZEANLET,

EZF AR=bRUS=DBISAT b RSAT VFA LU MERRICHET 5158, CDRIEDR
R—hRU—RBZEMITES,

b [Horizon A% —k RUL—8&F] /23> T, AXN—h RUL—(ICEHBVE—b TR by TikiE
BREEERLET,

BHOUE—F TRU by THELZERTEET,
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4 UE—PLNUXTRZbYyTT. HILWRY—bh RUS—DEREZHZEZEMLET,

a

b

[ZH] s 7E2BRLTHEM Z2 Vv oL, [(ARXNV—TFT U2 T PRTAT—FT0Fv] FREEERLE
ER

% Linux ICRELET.
Operating System is Linux

CEMI 22Uy oLT [T RRAVEDIP T RUR] RHEERRLET,
[AND] BEF0T 7 )L b TEBMENET,

[TXRRAEDIP 7 RLVR]IFA4T7HY Ry IRT, TVRRAEDIP 7 RUREEEZREL T
[OK]Z2 Uy o LETY,

RICELOWXDOBIERLET,

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 RE]IZE2VYILTRY—F RUS—ERELET,

R

Dynamic Environment Manager (&, 2—H%—HUE— bk TR by FICEGELIEBER T 57/200C Horizon
AR—hF RUS—ZWNEBLET,

Dynamic Environment Manager (3##DA<Y— bk RUL—ZXAT— b RU—ZDT7IN T 7Ny MEICAREL

9, Horizon X< — K RU > —[4 [Horizon A¥—k RU =] RA TV T 7Ry MEICRRENES., X
R—hk RUL—DHET HIHE. REIMBEINALZAT—b RUS—PBEINES, 2&Z(E Sue &WVD 11—
H—DUSB UFA LU EBRIZTS Sue EWVSRY— K RU =55 Y Ubuntu1604 EWSTFRI YT 7
=)D USB UFA Lo hEENITT S Pool EWSRINDRT— RU S —Ndh 354, Sue 5 Ubuntu1604 57X
Oy T T=IDUE—F TRy FIHEELIEEZICUSB US A Lo MERENBMICIZYET,

Linux X2 kv 7D Blast sxE D

VE-—FTRIMYT TARTVADA A - RBEREL T, - -—DERREBEEZMLETEET, 1 A-TR
HEZMLET DL xy hT—OBEBEDBAREICEDSEETH, —BEHOHS1—F-DOEARREMIFTEET.

VMware Blast Extreme 7’0 k O JLERE D

VMwareBlastServer 8 KO ZDEEET S 54 > Tld. #7714 )L /etc/vmware/config MERAEINE T,

* 6-4. /etc/vmware/config @ Blast #mEA+ 7 3 > Dfl

ZO—Rss
7 arh INTA—F =& LAN LAN =R WAN K WAN {EiE WAN #E{E=E
IR E RemoteDisplay.maxB 1000000 1000000 1000000 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) (1 Gbps) Mbps) Mbps)
&A FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
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x 6-4. /etc/vmware/config @ Blast #BEA 7> 3 >0l )

Za— ko
FTvar# NSA—% =& LAN LAN EA WAN R WAN (€& WAN #{EE
F—T1FBE RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
xKraE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
xXraE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35
PNG) ualityJPEG
xrmE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20
PNG) ualityJPEG
FrmE (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
FRrmHE (H.264) RemoteDisplay.gpmin 10 10 10 10 10 10
H264

Linux TR Ny TDOSAT7 8 RSAT VALV I XT3
> DBl

9547 RSA4T UFA4 L3> (CDR) A7 a3 ##EB LT, UE—FOD Linux X by 70—
HIV S RTFADEE T ANGTERSATICT OV CRTEBINESINERELET,

/etc/vmware/config 77 A JLICZ > hU#EBML T, COR #REEZERLET.

ROERBITIE. d:\ebooks & C:\spreadsheets 7+ )L FE&HBLTHAD I A N T EZHFBUERICL. &
ATV EDPMED T IV T EHFTERZVWLSICLTWET,

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

BOBITIE, 7 aryE@ENI/N—RFT 3. o< [,] % ebooks & spreadsheets DEICES BHENH
UEd,

cdrserver.sharedFolders 72 a v ICE&END [R] 3. TOREICRKRENTWEZIRTO T+ LY ICEEE
RIFLUET, ROHTIE. RED /home/jsmith 74 )LF NRADEICOAEBESNTWVET A, ebooks &
spreadsheets 7 # )L OEAF DAY ERIC/ZYET,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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Linux X by 7 7—=ILDERREE
I8

Linux R 28R LTUE—F TR My TELTERT B(CE. Linux RESTS > ODTRI Ny T T—)b
EERT ADRENHYET,

Horizon for Linux Tld. ROTRI by 7 T—I 4 TIHR—bEINET,
m  vCenter Server DIRIEY > U BHBFEBT A My T T—Ib

. HEbEhAEEEI/O0-2 TRIMYT T—Ib

m AR OO-2 TA-TA VI TR T T—=)L

vCenter Server DIRIET > > BHBFHT RO by 7 T—IVEERT SI121E. TXNTDIRE~ > I Horizon
Agent &4 VA=)V THBENHYET, RIS, BEY-—NTRIOMY T T—IULERD 4 F— REFERL T, &
MY VETROMy T T=IVICEBMLET, Z<OREYI O O— RS A EDFMIL Linux 722
by TO—ETF7O0A4DMEESRBLTSES,

BENfbahi=eixo0—> TR My T T—)VEERT (213, Linux [R¥E< > > 7> 7L — ~Z Horizon 7
Agent 24 VA —ILTBLENHYET, RIC. BRT-—NTRIMY T T=ILERD « B — REFERAL T, &
eHREY O O0— EERLET,

AVARI N A=Y JO—T4 00 TR My T T=ILEERT 5IZ1E. PBIS Open BENERE S /= Linux
R*B< < > IC Horizon 7 Agent 4 > A h—J)LL T, T 7L —batERTHHLENHY E£T. KRIC. EHET—N

TRINY T T=IVEBRO 4 ¥ —REFERLT. AVRY N 0= JO0—T4 20 TR ST T—)L &4

BLET,

ZDEICEF. ROMEYINEENTNET,

n  Linux iRFENT RO by T T—ILDER

m Linux 7RI by 7 T-ILDOER

m Linux DBEMbLENAEREERIO0—2 TR My T T—ILOER

m Linux oA RE> b o0—-> JA-T4 20 TR Sy T T—ILOVER

m 70O—4 PowerCLI <> R

Linux lRFEENT R by 7 T—ILDER

Linux IREB<Y > > OF#HT RISy T T—I)VEERTE £ T,
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LIF T, LINuX R=ZXDFEHT RO by T T=IVICHEBEDREEITOBEDHA RSA VEHBLEYT, FHFHT X
by T T—ILDOERDFEMICD W TIL, Horizon Console TORET R by 7Dty b7 v 7E#SRBLTLE
AR

AR

m  Horizon Agent #8 Linux Xk OS ICA Y A —=J)LENTWB I LR LET. Linux RET S > AD
Horizon Agent 4 > A b —)LESBL TN,

m  VMware vCenter Server 5% Horizon Connection Server [SEB&EN/=Z L #HELET,

FlE
1 Horizon Console T, F&7Xs by 7 F—)L&BMLET,
[4>R>YBUI-[TRO by T7]-[EM] DIEICERLET,
F: RULTRI by 7 7—IIZ. Windows & Linux OIRE~Y S > ZER LANTS 23,
2 [F$HT ROy T TNV EEBIRLET,
3 vCenter Server TEEFZITEEINTWRIMREBY S VEFRLT, [N ZEo U v o LET,

4 FTROUNYT T=IIHBIDI—Y—ZUHTICDOWT [BR] £AE [78—FT0 7] oWTnnz
BIRLT, (N1 ZE UV O LET,

5 Y- ROERICH->T, T—LEEHRLET,

[FRY Ry T T—LORE] R—ST. ROAT 20 EBELET,

FTFa>v A
F7 4N ERRTO NI VMware Blast

A—Y-p7O0rINEBIRTEZLDICT (AYAY-4
%

3DLry¥>— 2D }i vSphere Client £7z(3. VDGA TR kv 7 8L VGPU 72X & v 7k NVIDIA
GRID vGPU AL TEEL £,

F: ToVOBRERMBETT, FELTRWVGE, TR by T AOEGEBRBLT, 7B I I5—P7T
Sy ROV=VPELBHEDHYET,

6 TROMYT T—NVEERLEER TRAOMY T T=ILADI L V(WM THEREI-TF— (A5 LET,
Horizon Console T. [TR& by 7 7—)l] &R L. [EWR] > [EHKEZEM] OIECERL T, I—HF—F/
TNV —T&EMLET,

BR

Linux k%8~ > > %, Horizon7 #BHL/-BIETUE—-—N TR by 7ELTERT D ER/NENE L,
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Linux 7R by 7 7—I)LOER
FYITRO YT TV EHERL. T-VICLinux X2 EEMT HE. REBRICKVFHT RO by T 7L
EFEBTEET, FEFTRIMY T T=ILITIE, LiNUXTRE ARV —FT 4 20 S RATALEITEEBINT S2VEDND
UEd., 7—I)LIC Windows & Linux X b OS Ol ANEENDEHE. 7—/UIE Windows 7—)L & L TiHRbn.,
Linux 7 X by FICEHRTEE A,
BEEEDYR— K
B TRINYT TILOEH LT (THRE
m BEITRIMYT Tl O—1ER
B TR NYT T=ILDEIRR

Horizon 7 m5RAET S VERUALIEY, T4 RIODSIREY L VABIBRTEET,

VE—FREDYR—b
%£7-1. UE— MRE

JE—FEE F7>av
UE—hk TP DERRY S — . EREBEETOERN
B TIVEFECNT—F
B HRRUR
m NT—F*7
URICESNICOS AT B EbL(CRT
B ETLAa0
B nHEIC
A—HY—CkBT Oty MNBREBZHFT B (F0
[ INAYAY-3
A—Y—PEHRDISAT VN TNARADSEZ B (T
vl g EERICEIBRTESLDICTS B \(\Z
RRBIVA-VHIEHTRAO YT T—)L B [

BLUO7A-F4 I FRONY T T=IT B\
TAsA7%ICT s EHIR]

Horizon Console ###EDHR—
A e

m tEyiaronRsrobk

s FRUNYTEULY ELE

m AvE—JAEEE

BERATRAIMY T T=ILICDWTE SRETS VOI—HY—BUHTEEMLAVHIRTEET. Z<0REETT
5121&. Horizon PowerCLlI a~ > KLy hEERTIHENHY ET,

m  Update-UserOwnership
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= Remove-UserOwnership

F: O [VE-FRRTOPIN]FEEFEELAZNTLZE, INSDREE TR by T T—ILOVERREICHE
ELEEOEXRICLTEKLEDHYET,

BE FTFTar
F7HIERRTONDONL VMware Blast
A—Y—m7OraNEZRTEDZLDICTE WX

3ADLrys— m 2D £/=13 vDGA @ vSphere Client #EFR L TEET %
= NVIDIA GRID vGPU

FHH(IC DU TIE. VMware Horizon Console D& R+ 1 A2 MESBL TS0,

Linux OEE1tENERSAR 20— TRIMNY T T—IVOERK

Linux (RE< > O BEEBMLSNETeARo0—> TR My T TV EERTEET, BEbSh/ARTeARo0—
VTR N T TV EERLZEIE. Horizon 7 OF 704/ BB T Linux (REE<X V& U E—F TRV My T &
LTERTEET,

LFTE Linux R—RDBE#TELI/0—>Y TRO by 7 T—I)VICRADREETOBEDAA RS54 L EZFHAL
£9. BREELI0—2 TR My T T—ILOEBRDOFHMICD W TIE. Horizon Console TORETFT R kv 7D
Ty b Ty TESBLTIZZ,

AR

m  Horizon Agent 78 Linux Xk OS [T/ >R b—=ILENTWNBHZ EZHERLET. Linux RET > AD
Horizon Agent D4 > XA b —)LEBRRL T ZE 0,

m RETS > OIO0— 2 E2ERT 58112 VA—DEELGZRETS Y T o7 —MEERLET, Linux 7
RO by TR0 oO— EERTDEOICREYY Y T 0—bEERT2E28BLTIEZ,

s Winbind VU a1—>3 > &#FRLT. Linux ki< > % Active Directory (LSS #5154, REY> > 7
7 U—=hrTWinbind VU a—2 3 DERERTITA2LENHYET,

s Winbind VU a1—2 a3 &2 FERT 254 RETS D TRAS VICSMT 572D RERTTHLEND
UET, >zl RZUTRMIZOaT Yy REEBMLT, /etc/vmware/viewagent—custom.conf [Z#H D
Horizon Agent M7 73 3> RunOnceScript ICZDR I U hD/ISREIEELET. FMICDVTIE. Linux
TR LY T TOERT 7ANDF T2 3 VEEEBTRLTILE,

m  vCenter Server 73 Horizon Connection Server [CEEMESNTWNAZ L #EZLET,
FIE

1 RN ARITA RDAEEVERLET,

vSphere {R¥EE< > VEB K+ 1 4> b [vSphere Web Client T? Linux [(Fh R & <A REEDER] %
SRLTLEIN, tHREERT 2158 ROBREELTELEELTSLEZ,
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BRE &

& —4y MY 2D OS  Linux

aAYEa—-44% R~ U BEFERLET,

RAAL> Horizon 7 IRIED B A 1 VZBELE Y.
Ry RI—UBE BERY M —UREEERALET,
7Z4<1) DNS BNRT RURERELET,

F: TAMOSDHREITAXDYR— b—EDOFEMICDNTIE, http:/partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf #ZBL T ZX 1Y,

2 Horizon Console T, BE)IT XV by 7 T—)LZBMLET.
[AR"YBUL-[FRO by 7]-[E8] DIEISERLET.
3 [BEtESnAT RISy T Tl &RIRLT. [kN] &2 U v O LET,
4 [ZIRFET ] ##IRL T, vCenter Server £ Y RF 2 REZEIRL, [N &2 U v LET,
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5 4P -ROBRICHES>T. 7—ILEERLET.

a [TROUMYT T—IVDRE]|R—IT. RDATLa EFRELET.

FTar L)z
FI7AIERRTO R VMware Blast

A—¥-M7O0rNEBRIRTEZ LS (AYAV-4
T3

3DLry¥S5— 2D ki vSphere Client £7z(3. VDGA 7R b v/, BLUVGPU 7R 4 kv 7k
NVIDIA GRID vGPU AL TERBL T,

b 7AY7hrpRRENLS, REY VOAFIMIFI AT avaRELET,

*Tarv A
LZRIZFETIEE ZHIEFEHTAALET,
ARIfHF Ny —> F=EZIE LinuxWM-{n} DL D ITIEELET.

RDFRY Ny T T—NDHA XFEF T2 a v EIRETIUENBYET.
B YIVDRARH
B ARTONT—=FAREDT 2 > D
c TRYI7EBFRRENEZS. vCenter Server DT ZIBEITEIRLE T,

vCenter Server BED&HME(ITEEHA.

1 F>7L—F

2 (RETI>O7 AT DB

3 KRRAMFEEBIZRS

4 UY—=XT—=)L

5 T-4%AKT

6 TROUMYT T—IEERLEE TROMYT T-ILADI L UICHT EKEI - —(CH5LET.
Horizon Console T. [TRZ by T 7—)V] &:#R L. [EIR] > [EHREEM] DIECERL T, 1—-Y—F/
FIN—T&EBMLET,

7 TRV T T=IOFTRTO Linux RS > DFIBATEEIC/EDETEHELET,

Linux D4 R > b oA0—> 728—F4 20 TR T T—
JVDERL

[FRONY T T=IOEMT 4 - REFRT DL, LinuxRETS VICA VR o0—-2 70—-F4 >0
FRONY T T— )&k TEET, A VRI N V-2 JA—FT 400 TR MY T T—ILOERE.
Horizon 7 BEBERNTCTUE—F TR by 7E LT Linux REEY > A FERTEE T,
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Horizon 7 Agent for Linux (&, Ubuntu 18.04/16.04, RHEL 7.1 Lif%. RHEL 8.x %£/z(% SLED/SLES 12.x ®
SATATDHRA AR~ A= TRy T TV R-—FLET,

ZE: Linux 7RI by TR ENAA VRN o0 TROMY T T=ILTE VGPU 4574 v o R
BEEIYR—bENEH A,

LITTlE, LINuX R—RDAVRY >~ 20— TRIMY T T—IVICHWEBOBREETOBEDHA RSA4 V%
BALEYT, 1V RY b 0= TR My T T—=ILOEROEFEEHIZD U\ TIE, Horizon Console TOIRET X &
My 7Oty c7 v TESBLTSES,

BItERM

m vCenter Server TIRIEY > V&R L. Linux ARV —F 4 > F S RTFAEA VA M=)ILTBFIEICDNTHE
BLTHEET, FHMICDONTIE, REYS VEERLT, Linux 24 A =)L T258BLTEE0N,

m  PBISO BRIV J 21— 3 & 7/=(4 Samba Winbind 7 Z 4 >»&17T Active Directory Z#t&9 2FIEICD
WTERLTHEET, FHBICDTE. PBISO (PowerBroker Identity Services Open) SREIDHRE £7= (3
Samba #7542 RAAVSIMDHEE 25BL TSI,

Z: RHEL8Xx #xfTLTW5 Linux (REEY > VDoAY RE b oB—2 TRy T T—IVEERT S
(Z(F. Samba Winbind #+ 7 2 A > &% {ER L T Active Directory Z#& L 9. PBISO RiI=EAT 5
RHEL 8.x {R¥E< > Tld. 41 Y RF > b vA—2 TR My T T=I)LEHR-EEINFEHA.

m  Horizon 7 Agent for Linux @4 > XA b —JLFIBICDWTEBEL THEET., FHBICDNVTIE, Linux RET >
>0 Horizon Agent D4 > A+ —)LEBRRL T /ZE 0,

m  VMware vSphere Web Client Z{EfA L T Linux (RIS > DO/NXT —F TREDRF v T a3y bEEKRT S
FIEIZDOWTEBELTEEET. [vSphere —HRX MEH : VMware Host Client] T [VMware Host Client
DRy 73y bORE] 25BLTI/ZI,

m vCenter Server 7% Horizon Connection Server [CIBIIENTWSZ L& ERLET,
FlE

1 Ubuntu 18.04/16.04. RHEL 7.1 LI, RHEL 8.x £7=(% SLED/SLES 12.x 4 > X b—JLE N T3 Linux
RHET LY (VM) 2L ET.

FHMICDNWTIE, REEY S VEER LT, Linux 24 > A —ILT 525BL T ZE 0,

2 xoaxr RzuEFERLT, Ubuntu 18.04/16.04 M~ i >/IZ Open VMware Tools (OVT) #F&TA > R b—
IWLUET,

# apt-get install open-vm-tools

HMICDONWTIE. UE—F TRy T FTTOAHD Linux ¥ > DEFEESBL TS,
3 LinuxT4RARMNJE2Z—a (IR EBEREFENYT—CE2FRXTA VA M=ILLET,

FHBICD WV TIE, Horizon Agent BI&F/Ny T —2 DA Y A R —)VESRBRLTLEE W,
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4 Linux {k*8< < > (C Horizon Agent for Linux &4 > X b—=JLLE T,

# sudo ./install_viewagent.sh -A yes

SEHICDWVTI(E, Linux fREE~ > >~ Horizon Agent 1 > R ~k—)LESBL TS,
5 Linux {R#8~< i > % Active Directory &L E T,
m PBISORREIV U a—2 a3 EaFERTAHICE. ROFIBICHENET,

a PBIS Open 8.5.6 LIfg% https://www.beyondtrust.com/products/powerbroker—
identity-services-open/ m54 o> O— KL T, Linux RETS VICA A M=ILLET,

# sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh

b Linux & Active Directory O#fi&® PBISO (PowerBroker Identity Services Open) 825Et 2 < 3
> DIERZERL T Linux fR#8~ > > % Active Directory &#t&LE 7.

m  Samba Winbind 754 > &8MEERT 51213, /etc/vmware/viewagent—custom.conf 7 7 1)L
T 0fflineJoinDomain % samba [CEERELE T,

#: RHEL 8.x {rR#8~ > & Active Directory & D#E&(Z1E. Samba Winbind 2R3 2B EHH U
T, AT avERELEWNE AVRY N VA=V DT7A—T 40 TR MY T T—=ILOERIC
KBLET,

B AT5AY RAALUBMEENCT BHEIL. /etc/vmware/viewagent—custom.conf 7 7 A4 )LD
OfflineJoinDomain 7 3 % none [CERETHALENHUET. A7/ a E%ELANE 1R
SN oOQ=VOT7A=TFT 420 TRINY T T—=ILOERICKBLET.

6 DHCP H—/N\#DNS #—N 70— R++ X LUAWMNMEEICIE Linux X7 AD DNS 4 —NEZEELE
ER

FLWA R vO—UREYS VEERTSE. HILWMRBRY T —0 77 BEMEINET., 1
VRIS OO-MREIIVIHLWRY D=0 T TS EEBNT D E RETS Y T L—MAD
DNS —N@mEDRY 8T =0 7 TIDTRTOERENEKDONET . PBIS ICIEFX/E DNS H—N\PBHE
T. /etc/hosts TFQDN v v EVJ(HERTE LA, 70— ERESNERETS VICHLWLWRY hT—
O THTHEBMUIZEZIZDNS Y —NEEMNKDONAZNELDCTB(TIL Linux X7 ATDNS —/1\%&
EEFETHIMBELIHY ET, =&z, Ubuntu 16.04 > X5 ATIE. /etc/resolvconf/resolv.conf.d/
head 7 7 1)V ITRDITEEBML T, DNS H—N&EIEELET.

nameserver 10.10.10.10
search mydomain.org

7 (A7232)RRZ—O LinuxVDIA > R¥ >~ o0—>I—2x 2 bD /etc/fstab 77 A4 JLICNFS ¥
T2 NEBIMT DHBEE. ROWTNOOAEEFRALET,

B RDLDIC, /etc/fstab [T [soft] 755 Z&EBMLET,

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192, timeo=14,soft, intr, tcp
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m  /etc/fstab T [soft] 757 Z&2FERALAZWNEE(L. Linux IREEX L > DY RY 4 A—2 T, /etc/fstab
ERETCEEHA, /Jetc/fstab 77 A INERET SNV —F7 XU T &R LT, ClonePrep
—JLIZEFETEET, FHMICDUWTIE. VMware Horizon Console DEBASRBL TS0,

8 Linux v >E2 vy ¥ L. VMware vSphere® Web Client &8 L T/X7 —7# Z7JREED Linux
RE<TVDRFyToay bEERL. YRE— A A—DEERLET,

SEHIC DWW TIL, [vSphere BE—hR X &R : VMware Host Client] < [VMware Host Client D X+ v 7+
3y bOERB] Z5BLT/ZE0,

9 Horizon Console T, BE#I7RI by 7 7—IL&BMLET.
[4>RYbUL-[TRO by 7] -[BN] DIEISERLET.
10 [BEbENZT ROy T TV E#IRL T, [RN]Z22 Vv I LET,
M [A1RF b sO—2] #FIRL T, vCenter Server f V> RF 2 R&EERL, [RN] &) wv oI LET,
12 D4 ¥ — ROIBRICH ST, TV EERLET.
a 7ar7rpRREInieS, [(RETS ORI AT a v ERELET,

FTFa>y A

TOEY 3= JEB/HICTS ZOAT 3V EBRUET,

IS—lckV7REY 3= F&EL AT a v ERRLET.

Aty —> TRTCDTRI LY FREI L VEDT LT 4 v IR (ZFDRIC—EDHFEIHELS) &L
T Horizon 7 TlERT /19— &BELET. 7=& 2L LinuxVWM-{n} &£IEEL &
ER

T DERRE T—IVADI LV DEHERERELET.

ARTD (KU—FRED) I >08  1—F—DnSHATERREESRDOTRY by JRET L Y OMERELET.
&3y EBERIICOEY 3=V Y ZOF T3 ERRT B L, Horizon 7 15 [ DBAK] (TIEE LAMORET S >
E7OEY 3=V ILET.,
b 7Oy7rBRRSINAES, AML—FEARY 2 —I(C [VMware Virtual SAN 2R T 2] 22IRLUET.
c TOrI7hmEREREINES. RAADHRE. Active Directory 3> 77, RMET > Do O— EREIC
RTTEIVENDHDINRIL R T NEEELET,

EE: ClonePrep /X7 —FT7E£ = SRERRA S ) T N2 ERT 2BEE. RV UT D /var/
userScript Z# )& ICHY. root I—F—(CKo>THEBEIN. 77 AILERD 700 [CRESN TS
CEMRLET.

BR

Horizon Console T. [41 XY U >[TRO by T DIBISEIRT &, T—IVITBMENTWSEBYICTRY
by RIS VERRTEET,

T DOERE. ToIDBEEL TS EE(C vCenter Server 4 R RUMSBIYRY — A A—CEHIBRLEY,
BUBRNWN=ULAZNWTLZE L\, vCenter Server DA AN RUPSEIRY — A A= DIRBT S &35 TH
UBRWTLESBEE. O TEBML, BEDA A —SEFERALTT v a A A—CERTTILENHYET,
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RORTFY T

T=IVTOERTB-00ERE1I—HY— (5L %73, Horizon Console TOIRET RO by Tty b7 v
TD TR YT T=IADERDEMN] 22BL T EE0,

70— PowerCLI a< > K

Connection Server % Windows 7 X4 kv JTEEIE/MREEY XU %A RT179 5 Horizon PowerCLI cmdlets
(&, Linux 7R by 7 TERTEET.

FE}TRIMY T T—ILOER

Add-ManualPool -DefaultProtocol Blast —AllowProtocolOverride $false -threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

Linux 22 by 7DBE. ROF T 3> EEIZHETT,
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu, VGPU X% kv 7M1&L —~threedRender vgpu ZfERA L E£9. 2D/DGA
FRY Nv TDBEIL —~threedRender useve ZFERALET,

(1]

s {RET > (VM) LinuxVM-01 T, LinuxDesktop £EWSEZDTA—F 4 & D Linux 7RI by 7 T—IL%&
ERR L ET.

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —-Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

. LinuxVM- WD IRBT DV EBTIRED TR TDREY S &1 D LinuxDesktop &1\ D ZMEMA Linux
VGPU 7R by 7 T—ILEER L LT,

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false -Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

B 4D RHEL 6 x64 (R¥E< > > CT7AO—F 4« >4 Linux ¥ X2 kv 7 7—)b LinuxDesktop /e L £7.
Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-

ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop

EEEsAO-OBEENET RO by T TV EER

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °

—-NamePrefix <VM Name Prefix>" °

—templatePath <Virtual Machine Template Path> °
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-VmFolderPath <Virtual Machine Folder Path> °

—-ResourcePoolPath <Resource Pool Path> °

—-dataStorePaths <Datastore Path> °

—customizationSpecName <Customization Specification Name> °
[more parameters]

Linux 7 X by 7Dig&. ROFA T 3> LBEIFHETT,
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu VGPU 7R & v 7MDiFE (L —threedRender vgpu ZEFALET. 2D TR ~
v 7Di5E1% —threedRender usevc AL ET.

(%]

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedrender usevc®
-pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id
—NamePrefix "FullClone-{n:fixed=3}" ~

—Persistence NonPersistent -deletePolicy DeleteOnUse °
-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
—templatePath "/LinuxVDI/vm/LinuxTemplate" °

—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

TR by T T—ILOEREZEBINE = ILHIBR
m  LinuxDesktop (. K XAA > mydomain.org D RAA > A—H— JI—FITHE5ELET.

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

m  LinuxDesktop 7°5. mydomain.org RAAL D RAL Y A=Y — FI—TDEREHIBRL T ZE 0,

Remove-PoolEntitlement -Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain
"mydomain.org").sid

ERHTRAINY T T—IVOIRET I, FERET NS —Y—Z2Y
LHTHDNEIBRLET

n EATRIMYT T—IICHB. LinuxVM-01 fRAB< > > (C myuser 1—H—%BULTET,

Update-UserOwnership -Machine_id (Get-DesktopVM -Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

m BERTRINY T T=I)IZHB. LinuxVM-01 fRIEE~ > >~ 75 myuser 1—H —ZHIBLE T,

Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id
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TRy THEREQIF T
B myuser DT R by Ty arpensdT7UNLET,

Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

Z708—A PowerCLlI o< > RL vy FOFMICDWTIE, [Horizon 7 @#:&l @ [Horizon PowerCLI @ R %
SHBLTLEE,
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Defaults requiretty
Defaults !visiblepw

7 Linux T4 XbYUEa2— 325 RHEL/CentOS 8.x,, RHEL/CentOS 7.x £7=(% SLED/SLES 12.x T\
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ROBENE. ANT77AIICEENDAIEEEDIHDBEHERL TVET,

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

YT RO TRTlE. AAT7 7A4ILDEFIH CloneVMs.csv THY., COT7AIBRZUTRERL T #)1
FNICHHDEEINTWNS I EEFIRRELTVET,

Linux (RBE<>>0o0—-2&2ERT 2TV AU T+

KDY TN ROV TREARITA XL TERL, FEOHDRETS Y (VM) Do O— EERTEET,

UR=CHEFTICRI VT EODRABTEIE-LTHYUFMITSIZIE. ZoEY 2D HTML lrZERLEY. HTML ik
[ Horizon 7 D RFa A2 b R=UPEAFTEXT, O RF 1 A2 M https://docs.vmware.com/jp/
VMware-Horizon-7/index.html (CH YU £3.,

ROVUTNAR

ZDORZYY T M Linux TR by TERERT DY)V PowerCLI 2 U 7 FODAHT7 74V THEAL TS L
SCTDDODANT 7 AINEFZAFBRUET, £/ TORT U TN, ROFEREA IS 0T 4 TICHEILET,

vCenter Server ® IP 7 KL X

m  vCenter Server EBEDO VA V%
m  vCenter Server EEED/NX T — R
m J0—2 547, TIDMERTIRETT .

= vSphere RIS > VY —LEEHICT HZMES
AOVTbDaAYTY

<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —-NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
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[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS

TR($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($VMExists -eq $lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false
}
# Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true
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$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile
#$csvData = Import-CSV $csvFile -
header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($1line in $csvData)
{
" "
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec
$targetDSName = $line.Datastore
$destHost = $line.Host
$srcSnapshot = $1line.FromSnapshot
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}
Disc
exit
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$deleteExisting = $line.DeleteIlfPresent
if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —Name $srcSnapshot) -confirm:$false
$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name
tHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm

onnect-VIServer $vcAddress -Confirm:$false
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RAOUT DOERT
CDRVVTNEER[TTEE ROAVvE—ODRRENET,

PowerCLI C:\scripts> .\CloneVMs.psl

Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #*¥¥#¥¥k

Clone Type<"Full"> : Full

Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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T RMET LI &R T 5I21E. vSphere Client T, &EDTRI by FRET UBNT—FINTWS
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AoYThoar Ty

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()

return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'
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# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

AU VYT bDETT
CORLUTNERITTHE, ROA Y E—IDBRRENET,

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥x%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥*iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥#iix
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Type the AD user name to join the AD: viewadmin
Please type the AD user password.
Please note that special character in password may not work with the script.

¢¢¢¢¢¢¢

Your AD user password: *¥%¥FE

SSH #{FERALToyAO—ER L /=IkR* < > % Active Directory
RAALICEMEEZ YTV RoUT S

RDY >V TIN ROV TRERRITARLTERL, 20— R LEREY S > (VM) % Active Directory (AD)
RAALVICBMEIEEHENTEELET., ZDRXYJTRTIESSH Z2FEAL T, Linux R > Tavy RERTT
LET.

Active Directory #&(C Winbind VU 21— 3V 2FERT 2583 CORV VT NERITIHHEDHYET,
IA— R UEERIET S VTl RAAS VBT 2FIBNIS —(2/057=HTT. CORIUTETIE RAA
VIZBMT DAY RPBRIET L > TRITENET, OpenlDAP V21— 3 v & ERAT 3548 DR
OUThERTTHHERHY ERA.
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES
#>

# Functions
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function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'

}

else

{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH
{
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Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]: :ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
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$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

AU YT bDETT
CORLUTNERITTHE, ROA Y E—IDBRRENET,

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥x**

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥#iix

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥k
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Linux (REET S VICHEBRZ7 74 NVET7 v TAO—RTB2H 2TV XY
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RDY TN RO ) ThEDRITA XL TERL. 87 74 JL config & viewagent-custom.conf Z#1E#%
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —-NoNewlLine

[Console] : :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
TR($input))
}
else
{
$input = Read-Host
}

[Console] : :ResetColor()
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return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))
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{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

n
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)
{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
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}
}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

ROV T FDOET
CDRVVTEER[TTEE ROAVvE—ODRRENET,

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: #*¥*¥#¥¥i

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: *#¥¥#¥%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥#¥k¥i

SSH #{ERL T Linux (RS V(B 7 7/ I)VET7 vy TO—RT
527V AT

RDOY TN RO V)ThEDRITAXLUTERL, 87 74l config & viewagent-custom.conf &%k
D Linux k<> > (VM) L7y 7O—RTEET, DR U T MTIESSH #FERL T, Linux k<> > T3
Y RERTLETD,
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(% https://lwww.vmware.com/support/pubs/view _pubs.html (28 % Horizon 7 D RF a2 A2 bDR—=UMSAF
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AoYThoar Ty

<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit
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function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
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if(Test-Path $config_File)

{

$setConfig = $true

write-host -ForeGroundColor Yellow
}
else
{

write-host -ForeGroundColor Yellow
}

if(Test-Path $customConf_File)
{
$setCustomConf = $true
write-host -ForeGroundColor Yellow

}

else

{

write-host -ForeGroundColor Yellow

'"config" file found'

'"config" file not found, skip it'

'"viewagent-custom.conf" file found'

'"viewagent-custom.conf" file not found, skip it'

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{

write-host -ForeGroundColor Red 'Both file not found, exit'

exit

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
"
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
#Try to delete the configuration file from home folder on destination WM
$cmd = "rm -rf config viewagent-custom.conf"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
VMware, Inc.
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if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

}

if ($setCustomConf)

{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user
'$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VYT bDETT
CORLUTNERITTHE, ROA Y E—IDBRRENET,

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥x%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥#iikx

Linux TR by 7 %2> T Horizon Agent #7 v 745 L — KT
549> 7)L PowerCLI R 7k

KDY TN ROV ThEHARITA XL TERL. 50 Linux kR¥E< 2 > (VM) T Horizon Agent &7 v 74
L—RTEET,

ZDAR Y FETIE Horizon Agent @A > R b—JLRIIC. BRI VA A M—=FD tar R—)LE7 v 7O~
RLET. Ty7A—KR ZR7(F. S<DREITUDBEEN. XY T —IDAE— RPBOSEIZEICERB S
DBEIENHY ET., BEZENTSICIE SSHEZFERTZ2RIUTNERTTE2M. A VA S—=50 tar R—)L
EHEBHICEBL CEREAYS VTERTESLDICLC 774D 7y TO—REREBICTHIENTEET,
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RoVTsoaryrFry
<#

Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions
function GetInput
{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
TR($input))
}
else
{
$input = Read-Host
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[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists
if (! (Test-Path $csvFile))
{
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write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower(Q);
return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm -rf VMware-*-1linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user 'S$guestUser’

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller
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#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status”;

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit
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PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no"): yes

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: #*¥¥#¥¥k

Your ESXi host admin user name, such as root: root

Your ESXi host admin user password: *#¥¥#¥%*

Your VM guest OS user name: HorizonUser
Your VM guest 0S user password: #*#¥k¥i

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-

linux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature ("yes" or "no"): no

SSH #{#EA L T Linux {kR#3E<< > T Horizon Agent 7 v 74
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L—RT&EET., TORHIUTFNTIESSH #ERAL T, Linux k<> > Cav >y RERTLET.
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m  Horizon Agent @ tar R—)L D/ R
B EEUROEET AT TILU—R

B AVN—bhA—R USA LT MERREA R M=)

ROYThoar Ty

<#
Upload the Linux Agent installer tar ball and re-install
#>

#

#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'’
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
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write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else

{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —-prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();
return $md5Hash;

Main
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#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard

-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after

upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VYT bDETT
CORLUTNERITTHE, ROA Y E—IDBRRENET,

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: *##¥k**

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥#iix

Type the Horizon Agent tar ball path. Please take care of the installer arch:

1inux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent—

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature (""yes" or "no"): no
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<#

.DESCRIPTION

The Tool supports:
1. Power off VMs
Power on VMs
Shutdown VMs
Restart VMs
Restart VM guest
. Delete VWMs from Disk
.NOTES

#>

o U1 AW N

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host
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[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —-prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —-prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yellow"
switch ($action)
{
1
{
"Your selection is 1). Power On"
}
2
{
"Your selection is 2). Power Off"
}
3
{
"Your selection is 3) Shutdown"
}
4
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{
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main
#Read input CSV file
Disconnect-VIServer $vcAddress —Confirm:$false

#Connect-VIServer $vcAddress —-ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
$csvData = Import-CSV $csvFile

foreach ($line in $csvData)

{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
{
Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4

Get-VM $VMName | Restart-VM —Confirm:$false
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Get-VM $VMName | Restart-VMGuest -Confirm:$false
3

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)

}
default{}

}
Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

RAOUT FDOERT
CDRVVTREER[TTEE ROAVvE—ODRRENET,

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥k**

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest
6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete WM
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ZOEICEF. RDOLEYIPEENTNET,

m Horizon Console T® Horizon Help Desk Tool M {EH

m  Horizon 7 for Linux < < > D2 EFIEMDINE

m  Horizon Agent 7% iPad Pro Horizon Client T ¢ & 70N

m SLES12SP1 7R by 7MEBEHFINLZN

m SSOMNT—AT7 I—2 1 MIERTEA

m  Linux iRFENT RO by 7 TILEREOEEAREGREY S

Horizon Console T® Horizon Help Desk Tool O{EHA
Horizon Help Desk Tool (%, Horizon 7 A —#— v 3> DRXTF—F RERBL. ST a—TarFEX
CTF U REFRETTDO Web 7 U —2 32T,

Horizon Help Desk Tool Tl. bZ 7)o a—T 4 0&75HIC I -y a2 &HRAL. TRy T
DBEBPU LY MEEDTRI MY T AT F U ABEERITTEET,

Horizon Help Desk Tool #58%&3 5123, ROBHEH=THENHYET.

m  Horizon 7 @ Horizon Enterprise Edition 1 £ > X %73 Horizon Apps Advanced Edition 1 > XiE
LWSA o RNHBHZEEHRT HITIE. Horizon 7 DEB R F 2 A MESHBLTSESI,

m Horizon7 3> R—% 2 FOBEREFRETDANRNE T—IR—RARY KN T—HIXR=-ADFEDFEMICDN
Tld. Horizon 7 OEBRF 1A MESBLTLEX),

m  Horizon Help Desk Tool [COZ A VT AANNTTFROEBEO—NELEFIANNTTFROERE GiAHRYER)
A—)LZNSOO—/)LOFEMICDNNTIE, Horizon 7 BB RF 1AV FESBLTIESL,

m OJA4Y BIAY MERRT BICIE. K Connection Server £ VA VR THIAZI T TAT7 74 S5 EFHMNIC
LET.
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& Connection Server 1 Y RE VR THAZIH TOAT7ASEEFEMZT BI(E. D vdmadmin a< > R
EZFERALET,

vdmadmin -I -timingProfiler -enable

EER— NEFEHRL TS Connection Server { Y AY VR THIAZI T AT 7 A SEFNCTHITIE. X
@ vdmadmin A% REFERLET,

vdmadmin -I —timingProfiler -enable -server {ip/server}

m  /etc/vmware/viewagent—custom.conf 7 7 4 /L C HelpDeskEnable A 7L 3V EFMICLE T,

Horizon Console T Horizon Help Desk Tool ZBiEL £,

Horizon Help Desk Tool (£, Horizon Console IC#i&3 M CLVES, Horizon Help Desk Tool @ b5 7))L 2 —
TAVIERDA—Y—%2BRTEET,
FlE

1 [A—Y-—®F]TFRE Ry I RTI-—HY—ZEHKRKRT SH. Horizon Help Desk Tool v — IV ICE#EBETE
7.

m Horizon Console T, [21—Y—#&K] T7F+FA b Ry IR ICA—HF—-BEZAHLET,
B [BER]-[NVTTFRI]IDIEICERL, [P -8RR] TFRAS Ry IR —-FEANLET.
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£,
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