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ED

m HR—bHRORHEL/SLED 74 A bV Ea—2 3% VGPU RICERT 2 SHBL TS,
n VDGA ZERT 572D RHEL 6 DERESRL T,
m VSCA ZERT 572D RHEL /X DIERESBL T ZE L,

6 Linux{rfB< i I Horizon Agent 24 X b—J)LLET, Linux {RE< > ~m Horizon Agent 4 >~ &
F—ILESRLTEEL,

7 #BRLELnUX RS YV EEUT RO by T T—IVEERLET. LINUXRFET A by 7 T—ILOER
EZRLTIZEL,

—EF 704

Horizon Administrator Tld. F#HTRZ by 7 T—IbAD LINUXRIEX L > OFTOA DHETOIZEMTEE
3. vSphere PowerCLI R4 2 & LINUX TR by T R >DT—IOF7OA B8 TH R0 U T &
BTE2FET, SEFFHTRI My T T=IbDi=HD Horizon 7 D—4ET 704 8B LT ZE 0,

Horizon 7 for Linux ® > X5 AEH

Horizon 7 for Linux &4 > X b—=JL 3 3(Z(3. LinUX S RFABAR L —F 4 45 L RF A, Horizon7 8L
vSphere 75 v b7+ —ADBEDBHEH L TWSLEDNHY T,

Horizon Agent THR—bEh 3 Linux N\—2 3>

%= 1-1. Horizon Agent THR—Fr&N5 LinuX ARV =T 4 >0 S RATAIC. TR by T T=ILADREY S
YTHR—RENS Linux ARV —F 4 v S RFAD—EERLET,

% 1-1. Horizon Agent THR— k&N 3 Linux 7RV —=F 4 5 S RT A

Linux &4 ArUEa—>3> T—*TO0F+
Ubuntu 16.04 &0 18.04 x64

F VMware Ly ¥RX—2R0EFE http://kb.vmware.com/kb/
2151294 THESN TN IBREONTNDEITOLENHYET,

RHEL6.6. 6.7, 6.8. 69, 6.10, 7.2, 73. 74 758K 76 x64
Cent0S 6.6, 6.7. 6.8, 69, 6.10. 7.2. 73, 74, 758KV 7.6 x64
NeoKylin 6 Update 1 x64
SLED 11.x SP3/SP4 x64
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Linux ¥4 ArUEa—>3> 7F—FTIF+
SLED 12.x SP1/SP2/SP3 x64
SLES 12.x SP1/SP2/SP3 x64

F LinuxIT—2z> b3 —HOLNUX T4 ANV E2—> 3> TERENY T —CE2ERALET. FHRICDONT
(. Horizon Agent R&&E/Sv T —S DA Y A R—ILESBL T EE,
WEDTSy N TA—ALE Horizon7 V7 b0z 7 N=2 3>

Horizon 7 for Linux &4 > R b —JL L TERT A IC1E. BiELS vSphere 75w b7+ — 4. Horizon 7. Horizon
Client V7 bz 7 OREDEHEBH L TVWBIHENH Y ET,

RI12WADODTSYy bTH+—AE Horizon7 V7 b7 N—= 3>

T3y hT7x—AEVYT DT YR—bEhTWENR-23>

vSphere 75 v b7 4 —LDN—Y 3> m  vSphere 6.0 U2 LIFED Y U —2R
m  vSphere 6.5 UT LIEDU U -2
m  vSphere 6.7 LIED U U —2X

Horizon &8 m  Horizon Connection Server 7.9

Horizon Client v7 k=7 m  Horizon Client 5.1.0 for Android
m  Horizon Client 5.1.0 for Windows
m  Horizon Client 5.1.0 for Linux
m  Horizon Client 5.1.0 for Mac OS X
m  Horizon Client 5.1.0 for iOS (iPad Pro)
m  Chrome. Firefox. Internet Explorer ©om HTML Access 5.1.0
B FOISAT7 Y MIYR-—bENELA.

Linux REE< > ICK YU ERENS TCP/UDP R— k

Horizon Agent & Horizon Client (. EWDXRy DU —4 72 X®&E Horizon —/N 3V R—% > bED R
v b= 7oRICTCP £/213 UDP R— b EERAL £,
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& 1-3. Linux R~ IckUERENS TCP/UDP R— b+

b>S b R—hk E{R5% R—hk Zakan L]

Horizon Client * Linux Agent 22443 TCP/UDP Blast Security
Gateway pMEREN
725 & Blast

tFa VT BN Linux Agent 22443 TCP/UDP Blast Security

Horizon Connection Gateway pMERE N

Server. E7z13 Access %543 Blast

Point 77547 > &

Horizon Agent * Horizon 4001, 4002 TCP IMSSSL 574w
Connection Server 7,

F 04T MK UERSNS TCP 8L UDP R— bDFERICDNTIE, [Horizon Client &kt Horizon
AgentDtFaUT 4] RFaAYRT [0547 2 bEKU Horizon Agent (L& UERENS TCP LU UDP
R—K] Z5BLTEE,

A—H—ESD LINuX TR by FICEHETE 5L 5129 5(121F. Horizon Client /8N4 R, a2 UF 40 H—
/N, BL U Horizon Connection Server 5 2(ET 25 TCPEEET R I MYy THZIFANDZZEDTEEIVLEDNDH
UET,

Ubuntu 8L Kylin 74 AU E2— 3> Tl iptables 77 A4 70+ —ILI3T 7 )L b THEBREINTE Y.
AHRY = ACCEPT [CERESNTIWVET,

RHEL 8L CentOS T4 A bU Ea—2 3 Tl AJEEAHZE. Horizon Agent 4 >R =35 XU T M. A
HRY > —% ACCEPT ICL T iptables 77 A4 7 U4 — )L EZEBRLET,

RHEL % CentOS X + OS @ iptables Tid. Blast R— bk 22443 DS DOFH L VMERICDWTAARY > =B
ACCEPT IC73>TWB 2 L EHRLET.

BSG BSEMEZE. 2547 bEKIZEF 21U T 4 Y —/NF /=% Horizon Connection Server @ BSG /L T
Horizon Client /34 255 Linux ¥R 2 by FI2ESnE T, BSG BERTIZAR WSS, Horizon Client /34
R(F Linux 7 A& by ZICEEEHRINE T,

Linux R VICKVERZNS Linux 7hD > DR

RIATHOREBEOTAI Y~ 747120 LNUXREER S Y TERENDTHI U RRETAUV S 54T
ERLET.

RI1ATHUNBBEOTHU N 94T

Thor b4 FThO 947 =/

=k Linux OS [Z#AaA % Javarg v R7O—> IT—-Y x> bk
mksvchanserver., > )b XU 7~

vmwoblast Linux Agent « > X b—Z b31ERL VMwareBlastServer

<HEOQIA Y A—H—> Linux OS [c#83A%. Active Directory 21— Python XU 7
HY— 7213 LDAP 1—H—
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TR My TR

Horizon 7 for Linux (&, 735 LInUX T4 ARUE2—2 3 TEBODTRO by TBIEBEZ Y R—FLUET, &
1-5. HR=bHROTRI by TEEIC, ELNUXTAAMIE2Z =23 0DTF 74N MDTRI My TRIBEL
Horizon 7 for Linux THR— b &ENDEBIMOT RO by TBEO—EBERLET,

KI5 HR-—FHROTRI by TIRIE

Linux ¥4 AU E2—> FIFIWVEDTFRIy T

av R Horizon 7 for Linux 24 by 7THR— b EhBF R by TRE
Ubuntu 18.04 Gnome Gnome Ubuntu. K724 kv 7 (KDE), MATE

Ubuntu 16.04 Unity Gnome Flashback (Metacity). KDE. MATE

RHEL/CentOS 6.x Gnome Gnome. KDE

RHEL/CentOS 7.x Gnome Gnome. KDE

SLED 11 SP4 Gnome Gnome. KDE

SLED 12 SP1/SP2/SP3 Gnome Gnome

SLES 12 SP1/SP2/SP3 Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

BR—bEENTOBLNUXTA AR E2a—23>OVNITNDTERT ST 74NN TR MY TRIBEZEEET
(213, ROFIEICHES> T, Linux 7RI by ZICBYROY Y FEFERTHLENHYET,

F: KDE &E MATEFRO by TBEBEDL 7L B4 274> (SSO) (3, Linux TR by TF 740 bpATA >
EEZERAL TWAESICOMMEELET, X 1-6. TR MY TBEDA VA=)l AT RICHZBOAT Y RESE
BALT. KDEE MATEZA4 VR b=ILT2HENHY ET,

SLED 11 SP3/SP4, RHEL/CentOS 7. Ubuntu 18.04/16.04 74« AU Ea—>a & ERLTN\SHE. Ay Y
N KDEEy 322S5O0 TAY VBRI B LEFTEERA, NRT—RZEZAALT, FFHTAYIENATO
2y a EFHTAVIBRIDILENDHYET,

1 FI7HIEDTRO MYy TEBEBEOREEFHRAL T, Y R—FENTWS LINUXTARARNJE2—S3>0F L
—F U VRTFLAEA A N—ILET,

2 ZERDLNUXTAAMIE2—- 3V CEYAIR Y RERTLET. RTTEITRICDONTHE & 1-6.
TRy TREDA A=) A7 FESRBLTLEEL,

K16.TRIMYTREDA VA =)L 2R

Linux ¥4 AU E2— FLOWT 74N EDTRY

a3y kv TRE T7+IEDTRO by TRBEEEEST ST R

RHEL/CentOS 6 KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7 KDE # yum groupinstall "KDE Plasma Workspaces"

SLED 11 SP4 KDE # zypper install -t pattern desktop-kde
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Linux ¥4 XA ~JEa2— FLOT 74N EDTRS
arv kv 7RIE FI7xWVEDTRY by TRFEEEET SOV R
Ubuntu 18.04/16.04 KDE # apt install plasma-desktop
Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome Flashback # apt install gnome-session-flashback
(Metacity)

3 HLWTI7HNMDTRO by TRBEERIATHICE. TR My T2BEHLET,

BHOTRAO by TREBA VA S—ILENTWS Linux 7R by 7 TSSO 2FICLIHEF. ROBEHREE
ALT SSOtyaryTHERATSTARAI by TIRIREBRRLET,

s Ubuntu 18.04/16.04. RHEL/CentOS 7x MiB&I(CIE. & 1-7.SSODesktopType A 7 3 > DIEREER L
T. /etc/vmware/viewagent—custom.conf 7 7 4 JL(C SSODesktopType + 7> 3 > Z&FE L. SSO TfE
RI3T7RI by TEBEBEZIEELET.

% 1-7.SSODesktopType A 7> 3 >

TFROSYT 547 SSODesktopType # 7¢ 3 > D&EE
MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODesktopType=UseGnomeClassic

m  RHEL/CentOS 6.x & SLED 11 SP3/SP4 ©SSOm& 1> v a»IZKDE #ERT 5541213, KDE X4 —
E7y T 774N ERLS, IRTDTRINYT RY—c7v 7T 774)V% /usr/share/xsession 7« L
I hNUDSHEIBRLEDT, =EXE koAU Ry MEFERLET,

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

RDSSOLy>a>TTF 74 bDTRO by TELTKDE 2ERT 5213 8ty b7y TD%, TR
A—HY—@FLnux TR by TDHSRITIRTZHD. PATLEBESTHILENHYET,

BEROTRI by TRENA VA M—=ILENTWS Linux TR kv 7T SSO 28I LZIBEICIE. sk FIE
EAOHEBEEHVERA, IR AP LNXTRI My TICOTAL VT EHEEITMERTRAY by TRIEE
BRUEY,
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Xy b7 —0EH

VMware Blast Extreme (&, UDP (2—5— F—4 45 A 7O ba)l) & TCP (mEHI#E 70 aJL) OmA &= SR
—hLET, T bT—20%HIZ. UDP ETCP D/ T7 4 —<T YV RICEEEZRIFLEYT, REOI—HY— T AR
IVRERBTBICE. 2y 7= EITsCTUDP /213 TCP #&#RLE T,

B O-ANITU7 2y bT—=20 (LAN) BB E, Ry NV —ORGMRIFISEICITTCP 2R ET.

B NIy MEEOEENSERETLITVARIUT Ry b7 —2 (WAN) BIEARE, Ry N — 0 ZENRIFTRNE
B2 UDP 2 RL £ 7,

Wireshark 7z DRy b0 —2 7FS545 Y —)L&ERLT. VMware Blast Extreme 8 TCP & UDP m&EB 5%
FATINEZHERLET, ROFIEEZTVNET, ZZTIEMHE LT Wireshark Z2ERBLTWVET,

1 Linux{r#8< > > Wireshark 240 >0—RLT, 41 A M=ILLET,
RHEL/CentOS 6 mig4 :

sudo yum install wireshark

Ubuntu 18.04/16.04 54 :

sudo apt install tshark

SLED/SLES 11/12 mi54&:

sudo zypper install wireshark

2 VMware Horizon Client #EB L T, Linux TR by FIC#HELE T,

3 —ZIFIIusrRUERE. kOoavy RERITLET., VMware Blast Extreme n3ER Y 5 TCP /Xw 4 —
CEFIFUDP Ny a—MRRENET,

sudo tshark -i any | grep 22443

USBUSAL O REOSATU N RSA4TDUSA Lo (COR) #EEER Y b7 —ORMGITEEFLET. T v b
AZARELET/NNY RIBICHIRDH DB E Ry T —OFRGDREFTHRVE AP - T IARVUIVABETLE
. COXDEBE. ROVWTNDODRES HAIREMDBHY LT,

B UE—bF 7740 OOE—DMEEICE D, ZDBE. FARXDNSENT7AILEEELET,

B USBFNARZABUE—FDLINUX TRZ by FICRTENAL,

B USBTF—49DEENAREZELICHVET, EAE YA ROKEWT 7 A I)LEQAE—-LEHE. TOT7 74K
UbH A ADBINESL I BATREMEDH YU E T,

USBUSFA LY bD=dD VHCI RS A /N

USB U &1 L& MgElL. USB VHCI (Virtual Host Controller Interface) 1—xJL RS54 NICEBFELET. USB 3.0
EZFERTHICE. VHC RSANICNRYyFEERTIVENHYET,
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Horizon for Linux 4 > 2 k=3 12(F. ¥ R—brEZND LINUXTA ARV E2—=23 DT 74N A—RILEBD
VHCl RSANNAFUBEENTWNET, USBUS A Lo MlREEZEIRT &, VHCO RSANDA VR =)L E
NEJd, %18 F 74 bDAH—FIL N—2 3 (2, Horizon for Linux 4 Y A =S54 Y A —=ILT BT T +)L
FDA—FIV N=2 3 U DRESINTNET,

RIS F7HINEDA—RIV N=2 3>

Linux ¥4 AU Ea—> 3> F7xWEDA—RIV IN—=2 3>
RHEL/CentOS 6.9 2.6.32-696.el6.x86_64
RHEL/CentOS 6.10 2.6.32-754.el6x86_64
RHEL/CentOS 7.5 3.10.0-862.el7x86_64

SUSE 12 SP2 4.4.21-69-default

Ubuntu 16.04 4.4.0-21-generic

Ubuntu 18.04 4.15.0-20-generic

Linux X7 AT Horizon for Linux 4 Y A b =Z [CEENZT 7 AN b N=2a Y ERBDZH—FI N=P 3>
ZEALTWAIBEICIE. https://sourceforge.net/projects/usb-vhci/files/linux%20kernel%20module/ 15
USBVHC V=R a—kr&FU2AO—-RT2LENBHYET, VHCU RSANDY - a—RE32 /1)L L. &R
DNAFUZ LNUX AT AL A S=ILTBHBEBHYET,

#: Horizon for Linux #4 > X b—JL3 %812, VHCl RSANEL VA N—ILTEIVLENHYET,

USBVHCI RS A4 /N\DY—RX A= ROFRFHN—2aryEsyorO—RUEE £ 1-9. USBVHC R4\ a2 /81
WEA VA S=IVIZHBAT Y REFERALT, LINUX S RTAZANAIVLTA VY AM=ILLET, =&AL A
Y A=)V 774 J)V VMware-horizonagent-1inux—-x86_64-<version>—<build-number>.tar.gz % /
install_tmp/ 7« L& NUICERT 54, full-path_to_patch-fileld /install_tmp/VMware-
horizonagent-1inux-x86_64—-<version>—<buildnumber>/resources/vhci/patch/vhci.patch
Y. EAT S patch A7 REIRDLD IRV ET,

# patch —-pl < /install_tmp/VMware-horizonagent-1inux-x86_64-<version>—<build-number>/resources/vhci/
patch/vhci.patch
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K 1-9.USBVHCI RSAanN@avyi4IVEA R =)

Linux 74 X kU
Ea—>ar USBVHCI RSA/1Da> (v A >R —IVDFIE

Ubuntu 18.04 T E&ENYT—PEA A —ILLET,

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 VHC RSanNzari4)bL. 41 >A=ILLET.

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04 VHCI RSAanNEa2 4L, 41 VA L=ILLET,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

VMware, Inc.
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Linux ¥4 X ~U
Ea—>3ar
RHEL/CentOS
6.9/6.10
RHEL/CentOS 7

SLED/SLES 11
SP4

SLED/SLES 12
SP2

VMware, Inc.

USBVHCI ESA/3@a A )b &AL Y R =)V DFIR

1 kBT —CEA VA N=ILLET,

# yum install gcc—c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

2 VHC RSAamn&ari"qIL. 41 A= LET,

# tar —-xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch —-pl < full-path_to_patch-file
# make clean && make && make install

1 REDH—FIN Ny T —CDN—=2 3 VEHRLET,

# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

REA VA=V EINTWEH—RI Ny T—=CDAFMBEASNET, £EXIE Ny T—2%0 kernel-
default-3.0.101-63.1 DFA. BEDH—FI Ny —2DON—=2 303 3.0.101-63.1 (2RUET.

2 EKENT—PEA Y AM—IVLET,

a

#

SUSE 11 g4, BEDH—RIVIC—ET % kernel-source /Xy —2 & kernel-default-devel /Xy 4 —

CEAVAN=ILET, gcc Ny =& patch Ny o =244 XA M=)LLET,

# zypper install —-oldpackage kernel-source-<kernel-package-version> \
kernel-default-devel-<kernel-package-version> gcc patch

Bl

# zypper install --oldpackage kernel-source-3.0.101-63.1 kernel-default-
devel-3.0.101-63.1 gcc patch

SUSE 12 w154, kernel-devel, kernel-default-devel. kernel-macros LU patch Xy —S &4

YAR—=IVLET.

zypper install —-oldpackage kernel-devel-<kernel-package-version> \

kernel-default-devel-<kernel-package-version> kernel-macros—<kernel-package-
version> patch

Bl -

#

zypper install —-oldpackage kernel-devel-4.4.21-90.1 kernel-default-

devel-4.4.21-90.1 kernel-macros—-4.4.21-90.1 patch

3 VHC RSa4nNzar/i4)bL. A >AL=ILLET.

H W W H R

tar —xzvf vhci-hcd-1.15.tar.gz

cd vhci-hcd-1.15

patch -pl < full-path_to_patch-file

mkdir —p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core

cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -

r) | cut -d '-'" —f 1)/drivers/usb/core

#

make clean && make && make install
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Linux i—xION—2 aopEBEEINEEEIE. VHC RSANEBD XA IILLTEBAS VA N—ILTE2HEDLD
Y EF ., Horizon for Linux 28B4 > A =L DMV EILIHY EHA.

F7z. Ubuntu 18.04/16.04 > X7 ADBE. ROBIZEL LAZFIETERI A —FI X 2—)L HR— b (DKMS)
Z VHCl RS ANISEMTEET,

T A= ANyF—%A 2 RA=ILLET,
# apt install linux-headers-"uname -r°
2 xOAYY REFERALT, dkms 24 X =)L LET,

# apt install dkms

3 VHCUTAR Z74q)vEREAL. Ny FEBERLET,
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15

# patch -pl <full-path_to_patch-file>
#cd ..

4 RERELEVHAY—X774)0% Jusr/src T4 Lo MUICaE—LET,

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

5 dkms.conf EWSEEIDT 7 A IVEVERK L. /usr/src/usb-vhci-hcd-1.15F 4 L Z MUICEEBLET,

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

6 &kD17% dkms.conf Z 7 A ILIZEBML T
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"
CLEAN="$MAKE_CMD_TMPL clean"
BUILT_MODULE_NAME[O]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
MAKE[O@]="$MAKE_CMD_TMPL"
BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"

MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"

7 ZOVHC kS 4/\%& dkms [TEMUE T,

# dkms add usb-vhci-hcd/1.15
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8 VHCI RZA4NEEIRLET,

# dkms build usb-vhci-hcd/1.15

9 VHC RZA4N&EA X b—ILLET,

# dkms install usb-vhci-hcd/1.15

2D EEBVSGA IS T 4 v o ADRET L VBRE

$ED Horizon 7 for Linux OIRIEY S > 1T D58, A EURTEEBR/NS A — S EHBINIB/NMEICEE
THEIVLENHYET,

NVIDIAVDGA 2R3 5L D [T ENARB~ S > Tld. NVIDIADWES S 74 v o h—REFERLET.
NVIDIA GRID VGPU R 5 L 2 ICHEBR SN TV SRIET S TR NVIDIADYMEB IS 71 v o To€S L —%
EN—REFTBHNVIDIARESIS 71y o A—REFERLET. ChoDREYS OETH A€ (VRAM) BRE
BIUOBRNSA - EZEETHLERIHY EEA.

2D FERIEFVSCA ST 4 v O EERTBHELD ICEBRENRAYS TR VMware (RIS 74 v o h—R&fE
ALET., . IhoDFdA TORBY L U TIRRDBEECERT DLENHYET,

. ETA AEY (VRAM) B&E
. BR/NATA—S
n 3D AEURE

n NTA-RPRBHEBICTHD VCPU BELMREAEURE

[ETH A€V (VRAM) RE]

vSphere Client T Linux R~ > &R T 2= (12130 £ 1-10.2D /215 VSCA 457 4 v O A THREENS
VRAM B ZEITRENTWA LD ICVRAM 44 XA L ET . RIET DV THERT 2T — D& RIGERICH
BandVRAM 44 XEZRELET,

% 1-10.2D ££13 VSGA 457 1 v o ATHE ZN 5 VRAM RE

VRAM 4 X TS -8 RARRE

10 MB 1 1600x1200 F7(% 1680x1050
12 MB 1 1920x1440

32 MB 1 2560x1600

48 MB 2 2048x1536

80 MB 2 2560x1600

128 MB 3 2560x1600

128 MB 4 2048x1536

NS0 VRAM A IR INDIFRIMETT, REEYS > TESHICYY—REZHATEDHEE. EFA4 X7+
—T U REBLETBEOICVRAM CESICKE/HEICHEELET,

RIEBEED 1 DOE=Y —TERINTIST > »OHEE VRAM &/h 1 X3 10 MB T,
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BT &R LT, Linux &4 2 A=)l 2 THRAENTVWEESIC. T4 RTVADBEFERTHETH A
TUDEERET DI RET VENT—FT7TDUBENHYET,

Horizon Connection Server 7 . Windows (R#8< > > DIEEER UL S I12, Linux (R3E< > > Tld VRAM 3B E
=BHEMICHER L EEA. vSphere Client T VRAM RE £ FEN THRTIVENHY T,

Linux R & > RS 4 LU H/hE 0 VRAM TEBE SN TV 258, ROBENEET HFEESHYET.
n BYOEROEBERICTRAV by T £y arhulishnsd,
s BEFEMSHEEET. BEO/NSOERICT RO by THRREND,

LINUX REX > > D [T4 AT A D] ODEDBEBICHERB LU BLHRONES., 1 BULDEZS—TTFTRI by
TMEATRRENET,

HRINHETCEPDREOMENRET 258, SSICKELVRAM YA XEIBET 2 &M TEET, vSphere
Client Tl3. &AT 128 MB D VRAM $ 1 XpsgFrf g9, 128 MB 2883 541 X&/E LI2IBE. vmx 1
BR77AIWNEFETEETHHENHYET, ROBFITE 256 MB D VRAM 44 X&ELTVET,

svga.vramSize = "268435456"

(MER/NS A —%]

TIFEZZICLNUXUE—F TRIMYTERRTSICIEARET L VDN DDODIBR/NT A —F EHTET D0
EPRHVET, RET VDOEBH/INTA—FEERET H—EHLEFIEEL XDOEHYUTT,

T R VENT—FTLET,

2 vSphere Web Client TiRfEv> > &H2 U v o LT, [REDRSE] Z2IRLET.
3 URERI > F T av]aTdEo Uy oL, [l 2OV Y ILET.

4 [BREOwRE|ZIVvILTHS, fTZEMZ2 UV ILET,

5 HBRNSA-—SDAFEBEEANLET,

6 ZEERNRERETDICE [OKl &2V v o LET,
ROBRR/NTA—GEHETHDVLEDHYET,

m  svgad.autodetect % false ICEREL £

svga.autodetect="false"

n TARTUA EZS—DHEME BEELEFHD ITISC T, svga.maxWidth KU svga.maxHeight DIEZ &
BLET., RAITE, TXRTOT 4 RT A %EYR— T B7/20(C svga.maxWidth B & svga.maxHeight {E%
TRIERESICTILENDYVET, LEXE ZRBGEE 2560x1600 T4 EDT 1 AT LA EHR—KbT B
[ZE. ROEEZHRET DVENHYET,

svga.maxHeight="3200"
svga.maxWidth="10240"
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RIVFEZSZERTD5EE. CNOOBHRNIA—SERETILENHYET. CNODNTA-FEREL
mWhE ROBEN 1 DULERES HRAIEENHY KT,

B TRIMYTIZIVNKDDPDEZS —IZRREN, thOEZF—(CIHAHRRINEH A,
m F-AMA—HMAREIHRRTEIND,
B TRINYTEL LB,

. BEONSWHERICT RO by THRREND,

BEEOY A XH 8192 x8192 ICHIBRZ N D

RHEL 6.8/6.9/6.10/7.3/7 4. CentOS 6.8/6.9/6.10/7.3/7 4. Ubuntu 16.04, SLED 12 SP2/SP3. SLES 12 SP2/SP3
Tld. 2D XU VSGA OBRKEE Y A X 4096 x 4096 1272V EF, xrandr X RER{TT S L. BHOHEY
MDFTIZ maximum 4096x4096 MERRENET,

Ubuntu 18.04. RHEL 7.5, CentOS 7.5 Tld, 2D XU vVSGA OFABEEY A X% 8192 x 8192 (T7xV £ 7,

RIVFEZSZEGET 5L BERYA XD 4090x4090 LU KELBHGEBHYET, ZOFHRERET S,
ROWITNDDOTEEERLET,

m RETIVICVMware AN— R 7 A=< 32 11 (HWVIT) LIBEERTA0HENH SEE81E. RIETS D
VMX R T 7 A IVISRDITEEMUE T,

mks.enable3d = TRUE

ZOERELY., Linux ARV —F 45 > RXFAIZ Chrome mEDY 7 bz 7 77U —23>T3D #
BEEHR—PMTEDEDITHRVET, LHL. TNIFLINUX D RTAD/NR T A —X 2 RICEEAE 5 Z ZA[REMED
HUET.

B RET OB VMware N— ROz 7 N=2 32 10 2ERATE 15813 RES O VMX 77 1)L TROTT
EALET.

virtualHW.version = "10"

ZDYYa—23avIZRHEL68 L CentOS 68 ICIZBERENEH A,
ZofERE  Ubuntu 16.04 > RFAICEAT 5(C(F,. ERO Ubuntu YRS FUDSBRFD/NyFEA4 R
=T BLEPHYET,

VCPU EAEVEERE

D FERBVSCATRO by TDONRT =3 REMESES(2(E, Linux RIET S AT VCPU SRIEXAE Y £18
FLUET, 72&xE 22D VCPU £ 2GB DIREAEVEHRELET,

BOEZS —DHBBEME. VILFEZSEZFERLTREAICT 5546, REY (242D vCPU &£ 4GB D
RIEAEVEZRELET.

2D £BVSGA TRY by TTETHEBET 5158, RET (240D vCPU & 4GB DIRIEAE U EREL
E
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3D AEVUETE

VSGA DEHE= S —BIETN T —TVREALEES(CE KRBT D BD A€V HEE 1GB LI EICEZEL
*9,

Linux TR by 7Ty 3 HEEXDRTE

vyl g HEEEMEEEFERT AL, OI—F—ZEZBED LNuX UE—F TRy T vy av(CiBFTE
*9,

tyla HREFED D AT LEH

v g HEEEMEEA(FERT S(C1E. Horizon BEMEEOEMHZEI-L TWSZHENH Y ET,

K-l 2y a HRERD AT LAEN

AYR=—xrhk =i

54Tk YRTA tyaryA—F—BLUtyva RAEEEN 410 LIED Horizon Client for Windows.
Mac, £=IELINUXZ2 954 TV kN YRATFAICA VA R=ILLTWBHERHYET, 1 VA h—
L TWEWMEEF. HTML Access 4.10 LI #ER L TS 2L,

Linux UE—r 7RO by 7 Linux R385 X & b v 712 Horizon Agent 7.7 LI A Y A = ILENTWDHENHY ET., &
v aHEWEEBEEE T RO by 7 TV EEE VDI LRV TENICLTE BENH Y T,

Connection Server Connection Server f Y RF VRAFT V5 —TSA XS4 R&FEBLET.

FRrR7Obal VMware Blast

ty i a CHRAEEREEZERT 5AECD0TE, [Horizon Client] RFax» bESBLTIEZS,

BRZ7ANVTORY Y 3 VHRAEEA TS 3 ORE
Tyl a o HREEBREEEENEILENCT SI2IL. /etc/vmware/viewagent—custom.conf 7 7 A JL TR
DF T3 ERELET,

m  CollaborationEnable

HEFE LY 3V DREETOICIE. /etc/vmware/config 77 A IV TRDF T a3V ERELET,

collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

FHMICDOWTIEE Linux TR by TTOEIRT 7 AINDA T2 3 VREETRLTI LS,
'y 3 U HRAEEBEDTHREER

HEAEELY a2 TR ROUE—F TR by THERBERTEEE A,

m USBUSaIL oK
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n A—TAXANVEIAL O

m USATUb RIATOIVETAL D K

m AX—hA-—RUSALIb

n JUYTR-R USSR

HEAEELY 3 VTR VE-F TRy TORGERIEETEEHA,
RLOSAT7h AV Ea -9 TERBOXKRERERLY 3 Y ERTIBHILETEEEA,
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TRV T F7A4D7=HD Linux
R > DHE ﬁ

Linux ¥R by 7Oty 87 v ZI2F. LInuX REX LV OERB LRV E— K TR by 7 F704DHDF
RU—=F 4 28 YR AOEFIEENET,

ZDEICIE. RDODMEYIDEENTNET,
m RETIUEERLT, Linux 24X M=ILT 3
m UE—FTFTRIMY T FIOABD Linux ¥ Dl

s Horizon Agent R#&&FE/Ny T —2 DA XA b=l

R Z2ERL T, LinuxZ4 A M=I)LT 3

Horizon 7 770458 UE— bk 7RI by F(ICx LT vCenter Server THLUWMRIET SV &ER L £ T
R ICLNUXTARARNIE2—2 3V EA A N—ITEIVRERHYET,
AR

n FTTOAMTBRBENSYR— TS LNUX TR by TOEHES-LTWNSZ AR LET, Horizon 7 for
Linux D 27 AZEHZSBL T ZE,

m  vCenter Server TIRE~Y > V&KL, A0S EA VA M= TBFIBEICDVWTERLTHEET,
Horizon 7 TOIRBET R by 7Dty b7 v T RFa AV MDD [RETS VORIV ERE] 258 LT
7=,

m RETYIUTEATIEZI—DETH AFEY (VRAM) OB EEEBREL CH &£, Horizon 7 for Linux <
AT AEHEESBLTIESL,

FlE
1 vSphere Web Client &£7=(3 vSphere Client TH L IMREY S > &R L ET.

VMware, Inc. 29



Horizon 7 for Linux ¥ 24 kv 70ty k7 v 7

2 NRILBERA T a EEBRLET,
a RETVEHEIUVIL, [BREDREIEZIUy I LET,
b vCPU m# & vMemory Ot 4 XEBELE T,

VEFREICDOVNTIE. BEVDO LINUXTFARAMIE2—23> DA YR =)L HA ROHA RSA4 (2
> TLSIZELY,

=&z (4, Ubuntu 18.04 Tit. 2048 MB @ vMemory & 2 50D vCPU #8752 EMEESN TN E
ER

C [EFF A—R]ZBIRLT. TARTLADHEETHF A€ (VRAM) D&EFTEERELE T,

VMware @ RS A N&fERL. 2D % VSGA Z2ER T 2RE< > (DWW TIE. vSphere Web Client ©
VRAM 4 1 X#FZRELET. VRAM D31 X(d, NVIDIA D RS 4 N#&={FERT 5 vDGA % NVIDIA GRID
VGPU w2V ITIZRELEE A,

WEBRREICDWTI(E, Horizon 7 for LINUX D AT ABHEDHA R4 VI > TS, EFF £
FEURHEY —ILFERLENTSEE,

3 RETENT—FLTC LinuxT4sRMNJE2—>3 &4 R MN=ILLET,
4 BEOLNUXTARAMNIE2— a3 VIERTIZTRI My TIBIEZBELET,
SEHRICDWT(E, Horizon 7 for Linux @ A7 AZHTT R by TBEDOR I 3 0 E#SRBLTLLES,

5 RFADKRRLED 127001 (T LU THRRATEETH D LEHRL T ZEI,

UE—NTFTRIMY T F7O4HD Linux * > > DO #E(E
Horizon 7 #5704 LIEBBIETT R by 7ELTERTA7OIC LINUX I U EEHT BICIE BEDI RO %
ETTHLENHYET,

Linux ¥ > % Horizon 7 TBEEBTE5L5I12F5I(C1F. I UDEHEY —NERETEDIHLENHY FI ., Linux
RUVISERIETH R A4 % (FQDN) ZER L TEHRY —/N 4 > XY Y R(2 ping ZXETES LD (T, Linux v
VDRY NI —UEEBRTIVLENHYET,

Open VMware Tools (OVT) (. RHEL 7. CentOS 7. SLED 12, 8KV SLES 12 < > VIZHER/IICA Y A h—)L &
NTVWET, UE—FTRIMYTELTERTESLDIC. INS5DT I OVWT NN EEFT D553, FiLD
FIE1 ~52RFyv 7 TEET, INOOFIBICIE. FETA O RAM—FERTLTVMware Tools &4 > X k—
W BHEDTZREENTNET,

Ubuntu 16.04/18.04 v > > &ERA L TWA1541E. OVT &4 VA —ILLET., ORI UEUE—F TR
v TELTERT BI5E(E TROFIET ~52XFy 7TE RO FEFERAL T 16.04/1804 <> > (2 OVT
EFPTA U AL—ILTEET,

apt-get install open-vm-tools-—desktop

AR SR

B HLWMRET S > (VM) B8 vCenter Server THERE N LINUX T4 A MU E2a—2 3B VICA VA M=)
EINTWBZI LR LET.
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n Linux{RBE< > >AD VMware Tools DX D> bEA VR M—)LOFIEEEFEL THEE T, vSphere (RIE~
SUBHEREF LAY MNIHD [LinuxRiB< S > TD VMware Tools ODF8A > A M—ILE=ET v T oL —
Rl 2BBLT U,

. Linux XMW DONS 2N L TRRTEDLD BRI 2FIEEZERL TheEd. CNoDOFIEE. Linux 7
A AR E2—232EVU-RICLO>TRAVES., FIRIIDOWTE Linux T4 XAbUEa—-3>&UY
—ADRF 1A PESZRBLTILES,

Flig
1 vSphere Web Client £7z1% vSphere Client T, VMware Tools R85 « R 7 &{RET L V(IR D Y MLET.

2 VMwareTools D4 > A b—3 774 )L VMwareTools.x.x.x—xxxx.tar.gz #H % ') v & LT, [Extract
to (BRAK)]#0)v o LT LNnUXTARAMNIEa2Z—2a > yDTFRI MY TEBIRUET,

vmware—-tools—distrib Z # /L BT R by FICEBAESNET,
3 RfEYI T orootElLTCOYA L. Y—ZFI U4 ROUEREET,
4 VMware Tools ® tar EXDA Y A b—5 774 IIVERELET,

Bl

tar zxpf /mnt/cdrom/VMwareTools—x.Xx.x-yyyy.tar.gz

5 A4 Rb—5%FFLTVMware Tools Z#m L £,
Lnux 74 ARUEa—savIiCkoTZnaxy RIZETFERDIBENHYET, I :

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

BE. AVAN—F 77 AIVOERITHHRT L7=#IC. vmware—config-tools.pl R 7 7 1 IV DBRITENE
ER
6 Linux <> >DRRAMEZ%E /etc/hosts 774D 127001 IRy EY I LET,

RHEL. CentOS. SLES, SLED dif&. wR MREFABMICT Yy EXTEIngiesd, 127001 IZFHTT Y
EYJ320ENHYET. Ubuntu DiFaE. T74I R TYvEYIENDH. COFIBEEFRETT, 0D
FIEIT RO by 7E—/ETTAOATRHBEBAETT, OV EXINI/A—-ERTALRICE > TEM
ENBEHTT,

F: Horizon Agent &4 > X =)L LRIC LINUX T Y DARR MREZET H184(E. LRI M
% /etc/hosts 77 AND 127001 ICX v EXIITBHENHUVET, Yy EXTLENE, HOWRIME
Dl EHmEFERAINET,

7 RHEL7 & CentOS7 I2DW\TIE. virbro MEMICA>TNE I LEHERELET,
virsh net-destroy default

virsh net-undefine default
service libvirtd restart

8 Rw RIZ#®H S Horizon Connection Server 4 > X% > X% DNS #N L TR TESZ L 2HRALET,
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10

11

TIHIEDS U URIMBE (B EDICLINUX T &R LET,
LInUX TR by THMEBET D121, SULRIVES ICTBLENHUET,

OpenlDAP 4 —NzfER L TRAET 2L D ICBlE N/ Ubuntu w2 (12 Y U TREBM R A L BEHK
ELET,

ZDFIIEICL > T, Horizon Administrator ® [t v >3] R—=2D [2—H—] 74 =L RICZOIBEREEL
KKRIRTEBLEDITVET, /etc/hosts 77 AILERDED ITIRELE T,

a # nano /etc/hosts

b ZLEMRAACZEEMLUET, =& ZI1E 127.0.0.1 hostname.domainname hostname D& > [ZBH0
LET.

C BTLTTZ774INEREFLET,

SUSE (2D TI(d, [DHCP BB TRAMREZZEE] #EHNICLET, RAMRBELEIRAMVBEZRELET,
a Yast Tl [RybT—OBE]EIYVILET,

b [KX+2/DNS]¥T7&5U o LET,

C [DHCPBHTHKRRMEZEZZEE] DBIREMBBRLET,

d KRRAMBRERAAMCEEANLET,

e [OKl&#ZUvoLET,

VMware Tools #4 R b—JLL7=#IC. Linux h—FRIET7 v 7oL — RT3 &, VMware Tools DETHELT
DBENHY LT, ZOMBEEMRT HI12(F. http//kb.vmware.com/kb/2050592 #BBL T 21,

Horizon Agent B&&E/Nv T —2 DA VA M=)

Horizon Agent for Linux [Z(F. Linux ¥4 A AU Ea—> 3V IC—BDEE/N v T —0&H YU EF. Horizon
AgentforLinux &4 > X h—JLF BRilC. NSO T —CEA VA M—ILTEHENHYET,

ARSI

#FLUWMRIEET > > (VM) B8 vCenter Server THERE N LINUX T4 AU E2—> 3 BV ICA4 R M=ILEN
TWBZLEHERLET,
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FIE

T FT7HIWETRERAVRA=NELERT YT IV —RENBOREBNY T =24 A=V LET, BEfEiEL
LTWEWNyT=20HdE A VAM=B3A4 A b—I)LzdlLET,

xR 2-1. WADKBENY T—

Linux 74 ARUEa2—3>

RHEL 7.5

SLED 11 SP3/SP4
xorg-x1ll-server # 7.4.27.111.1
KVEDN=2a VT v ToL—R
L¥ET.

SLES 12 SP1/SLED 12 SP1

SUSE UK ~U T xf86-video-
vmware % 13.0.2-3.2 LIED/N—2 3
VIZTyTIU—RLET,

SLES 12

Ubuntu 16.04

Ubuntu 18.04

Ryg—=2

yum install libappindicator-gtk3

zypper update xorg-xll-server

1 SUSE12#%&8ZLTSUSE URS MU EBRHICLET.
SUSEConnect -r Registration Code —-e Email
2 xf86-video-vmware M/N—2 a3 EBH LET.
zypper update xf86-video-vmware
Horizon Agent &+ > Z k=)L ¥ %54, SLES 12 Linux ¥ X kv 7IZ python-gobject2 & > X
=T HREDHYET.
1 SUSE12#%&8ZLTSUSE URS MU EBRHICLET.
SUSEConnect -r Registration Code —-e Email

2 python-gobject2 #4 > XA h—=JLLET.

zypper install python-gobject?2

apt-get install python-dbus python-gobject

apt-get install python python-dbus python-gobject

2 Horizon Agent ot 7> 3> Ry —2FA4 A M=ILLET,

s T4 TE RHEL £72(5 CentOS 6.7 (2 glibc-2.12-1.166.e16.x86_64 134 A h—)LENT
WBE TYROYINRETDAREENHYET. TORR, TR by THEREAEFLELET. CORME
ERRTBICEF A S4 2 URS MU TGlibc Z2BHN—2 a3V ICT7 v TIV—RIDBHREBHYET,

sudo yum install glibc
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Horizon 7 (&, 2 —Y—0WEE £ EE(ZEL7ED Microsoft Active Directory (AD) 4 > 7S5 A RS0 F v &ZFERL &
3. Linux 7R kv 7% Active Directory £#&T 5 & 21— —I[4 Active Directory 2—H— 7 ho > h&fE
ALTLNUX TR by 71O A TEDLDICHYET,

#F: Horizon Agent (3, LInuX TR by TE0 547 2 b A=Y =R L Active Directory BXA A > (2&ML T
WBZLERMRELTVWEY. TR by TEI-Y—1RED R ALV (CHFET BI5A Horizon Agent TR &
by 7 BAAVEDI—Y— RASELTERIR T DARESHY ET,

ZDEICE RDIEYIVEENTVET,

m Linux & Active Directory o#&

n VUYL T DRE

m AX—b A=K USAL LT DRE

B LinuXxFRo by 7O TrueSSOntEy b7 v 7

Linux & Active Directory O#&

Linux & Microsoft Active Directory (AD) ##&3 %YV J 2 — 3 »I3EHdH Y £33 Horizon 7 for Linux 72
by T ERTZAVY a—2 a3y LEERBRERESHY ERA,

ROV a—3 313, Horizon 7 for Linux 722 by TIRIBECTOEBELHRINTNET,

m  OpenlDAP #—/\ /SRR )L —FR5E

= Microsoft Active Directory 123432 SSSD (System Security Services Daemon) LDAP 23

s Winbind kx4 >

s PBISO (PowerBroker Identity Services Open) 523

m Samba AT SA4 2 RAL B

LDAP X=ZRDV Y a—2a Z&FERT 258, 77— MREYS D TEREETOVENHYET., 00—
R ENRBT L TEMOFIEZTOLEREHY A,

F RBEBEICITD /286, Microsoft Active Directory (349 % SSSD LDAP B3IV U a—> a v &FERLE
ER
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OpenLDAP #—/N /XR R )L —SBEEDfEFH

OpenlDAP 4=zt v b7 v 7L, /SRRIL—FREE (PTA) * h =X L %fER LT Active Directory T1—4#—32
AERERAL TEET,

OpenlDAP MRAZIN—FBFEV V2 —2 3V ICE. BEEDCROLOBFIENEENET,
FIE

1 LDAPS (Lightweight Directory Access Protocol over SSL) #&%1123 5 (Z(%. Active Directory ICEEBAEY
—EREA A —ILLET,

2 OpenlLDAP H—N#EHZELET,
3 Active Directory »5 OpenLDAP #—N[CaA—H—1FH (SRT—R&KR<) 2RELET.

4 NRRT—BF#KIEZFHOTOER (saslauthd 75E) ICHEET DK SIC OpenlDAP 4 —NEBRELET.
saslauthd 14 Active Directory [C3 L T/XR T — R&FEE RITCEE T,

5 LDAP 547 ~EFERLTOpenlDAP 4 —N\TIA—H -T2 LD ICLinuXx TR by TEEREL
£7,

Microsoft Active Directory [Zx49 % SSSD LDAP fR3E D& E

Linux X & kv 712 SSSD (System Security Services Daemon) #& &3 % &. Windows Active Directory (Z
LDAP L& EATEE T,

SSSD LDAP RBEEV Y 2 —2 3V 2ERT 5IC1E. ROFIEICREVET.
FIE

1 LDAPS (Lightweight Directory Access Protocol Over Secure Socket Layer) #8%h1C3 51, Active
Directory 4 —NICEIBAEY —ERXEA A M=V LET.

2 Microsoft Active Directory  LDAP @Bl BffEA T 5(C(E. Linux 7R kv 72 SSSD 2% EL £ T

Windbind kA4S >8IV Y2 —2 3 > OER

Kerberos R—RDWEEV Va2 —3 3> Th s Windbind RAA &V Y 2 —3 3> TH Active Directory 323
EIDZEMNTEET,

Windbing RAA>SMY U2 -3 &2%ET5ICE. ROFIBICRHNET.
FE
1 Linux¥X%Z kv 7IZwinbind. samba. Kerberos /Sw4s—L &5 A4 XA —ILLET,

2 Linux ¥R kv 7% Microsoft Active Directory ICBIME €& 7.
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RORTFY T

Winbind RAA &MY U 2—3 a3 £=Eh0 Keberos ZBREN—ADY U 2 - a & ERT558F 707
L — MR > > % Active Directory [2BME €, 0O fElREn/z{rRiE< > > % Active Directory ICBESM
SHEET, £EZE ROOATREFRALET,

sudo /usr/bin/net ads join -U <domain_user>%<domain_password>
Winbind VU a—> a3 yBooO0—BERSNARETS VT RAM MY RERITTBICE. ROAT
I EFALET,

m  SSH &72(% vSphere PowerCLI 72 EDBRET > VU E— MERELCOAXY U REERFTLET. RZUTED
HMICDOWTIE. 8FEFHT RO by T T—ILD=HD Horizon 7 —1EF 704 #8BL TS,

m O VREITIIVRAOUTRITEML. /etc/vmware/viewagent-custom.conf 7 7 A /)L T
RunOnceScript 77 3 »IC Horizon Agent N\DR & 1) 7 s NRZEEELE T, FHEICDWNTIEL. Linux 7
ROy TTOERTZ 7AINDA T a VEHEEESBLTIZEN,

PBISO (PowerBroker Identity Services Open) 2EEDERTE

PBISO (PowerBroker Identity Services Open) 825EAE(E. 754 > RAA U BMEYR— 2V Ua—23
>TY,

KROFIEICHE> T, PBISO A9 % Active Directory I Linux 7R by 7&SmME € £,

FIE

1 https://www.beyondtrust.com/products/powerbroker-identity-services—open/ »5 PBISO
8L0LIEESFDO—RLET,

2 Linux{gRB<> > ICPBISO&EA4 R M=ILLET,
sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh
3 Horizon 7 Agent for Linux #4 > 2 k=)L LE T,

4 PBISO #fERL T, Linux 7 X% kv 7% Active Directory RAA VIZEMSEET,
ROFETIE. Ixdc.vdi R AA % administrator B R AL DI —ZTY,
sudo domainjoin-cli join lxdc.vdi administrator
5 RAAYA-Y-—DFTT7AIIEEETVET,
sudo /opt/pbis/bin/config UserDomainPrefix lxdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U
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6 /etc/pamd.d/common-session 7 7 AL EREL X T,

a session sufficient pam_lsass.so #&LWSTEFELET,

b Z®»i7% session [success=0k default=ignore] pam_lsass.so TEZ#I £T,

7. Horizon Agent for Linux 284 > X b =)L L/ EEH LRI, COFIEEEVRTVENHY ET.

7 Ubuntu 16.04 ®if&. kD17% /usr/share/1ightdm/lightdm.conf.d/50-unity—-greeter.conf &
B77AIIEMLET.

allow-guest=false
greeter-show-manual-login=true

#: Ubuntu 1804 #EFRL T84, lightdm Bl 7 7 IV EZLETHIHLEEIHY EHA.
8 JRTFLAEBEBLTCOIAIVLET.
RORFY T

PN

m /Jopt/pbis/bin/config AssumeDefaultDomain #+ 7 33 false [CEHRESNTI\BHEIL/etc/
vmware/viewagent—custom.conf 7 7 A4 JL T SSOUserFormat=<username>@<domain> R E 4 EH T
DUHENPHYET,

m HorizonA Y R&> b VO0—2O7A0—T 4> TR by T T—IVOMEeEERT 2156814 70— 1R
SNFRET D VICHLWRY MO =9 TH T %8MT 5 EEICDNS H—NDFREMNKDONZNLDIT,
Linux > X7 AL® resolv.conf 77 A JVEZEEBELE T, XROBFITIE Ubuntu 16.04 > RFLEFERALTNE
3., ZOFlESEIZ, /etc/resolvconf/resolv.conf.d/head 7 7 A JVICHERITEEBML TS ZE ),

nameserver 10.10.10.10
search mydomain.org

Ubuntu X by 7TO Samba * 754> RAAL SINDETE

Horizon 7LinUx TR & by TIBEDA YR > b vO—kEB< 2 > TSSO #4R— r3 51213, Ubuntu X
FLADIY A — Linux k3~ > > T Samba 2% E L £ 7.,

Ubuntu ¥ XRFADA »R& >~ sA—> Linux 7R& kv 7T, Samba R L T Active Directory AO#+ 7
A4y RAAEMETOICIF. ROFIEICHNET.

FIE

1 <R&—Linux{k¥8< > > T, winbind /Nv 4o —2 & samba /N\w o —2 %A A M—=)LLET, smbfs ®
smbclient 72 &, EKEBEDHZBMDSA TSUHA( A M—=ILLET,

2 &xoawry REFERALT. Samba tdb-tools /INwH—2FA VR M—=ILLET,

sudo apt-get install tdb-tools
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3 Horizon 7 Agent for Linux #4 > X k—JLLE T,
4 XOBIDESIC, /etc/samba/smb.conf R 7 7 A IINDABERELET,

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

5 &o@lok>IZ. Jetc/krb5.confiERK 7 7 M IILDABRERELE T,

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]

your—domain = EXAMPLE.COM
.your—-domain = EXAMPLE.COM

6 XOEDLSIC, /etc/nsswitch.conf iR T 7 AL EiRELET.
passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 KRAMEDELL. PRTADQBFMFERELUNSDNS S AT ALRBEINTNSZ LE2HERLET.

VMware, Inc.



Horizon 7 for Linux ¥ 24 kv 70ty k7 v 7

8 Linux{R#B~< 8 Samba ZERAL TRAAL »ICBML TS Z &% Horizon Agent for Linux [C@1T&
5&5(2. /etc/vmware/viewagent—custom.conf 7 7 AN TERDA T 3 &BELET.

OfflineJoinDomain=samba

9 JRTFTAEBEZHLTCBUOOIIVLET.

O YA T DHBRE

O HAF T (SSO) EF/ET BICIE. W DODDOFIEERITTHLENHY ET.

Horizon @ > ) B4 > #4 > £ 2 —)LIE Linux TPAM (75 JaTRERRAIE S 1 —)b) &L@fE#1TU. Linux
% Active Directory (AD) &E#d 2720 (LERT 5 AEICIFEKTE L £ A. Horizon Single Sign-on (&, Linux #
Active Directory &E#3 % OpenlDAP & Winbind @Y ) 2 —2 a3 > TEIET 52 MM >TNET,

77 # ) bDiFE. SSO T3, Active Directory @ sAMAccountName B4»#0 54> ID ThE EBESINET.
OpenlLDAP 7 Winbind VU 2 —> 3> &#ERT5B4. ELWASA 2 ID % SSO ITERAT S ICIE. ROBRF
Iz RTS2RENHY ET,

s OpenlDAP T4, sAMAccountName % uid ICEREL £,

s Winbind Tld, RORF— A NE#ERT 74l /etc/samba/smb.conf [TEEBIML T

winbind use default domain = true

A—HY—DPRAAS VRZERELTOTA VT DHENDH S5E(E. SSOUserFormat 7> 3> % Linux 7RI by
TTHRETHDLENHYET, FHMICDOVWTIE LINUX TR by T TOER T 7 AINDA T 3 v EHZEESBLT
<720, SSO TIREIC, KXFETEWRAAS VEBMEREINET., 7=EAE RAA D mydomain.com TH S
#HE. SSO Tl MYDOMAIN 8 RAA & & LTERESNET., D7/, SSOUserFormat A7 3 V&K ET
5&Z(C2lE. MYDOMAIN 218 T2 HEMNHYET, HORAS VZBERWRALCRITDOVTIE, KDL —ILHS
BRINET,

m  OpenlDAP TlE, AXFTRWRAA VRBEERTDLENHYET,
. Winbind Tld, RVWRAAVEEBVWRASVEDBEALEDBYR—MEINET,

Active Directory TR A B THREXFHYR—bENETH, Linux TEIR—bENFEHA. Do,
SSODEy b7 v 7RICIE, BEXFEOTA VRITERLENTILEEL,

Active Directory Tl&, 2 —%—® UserPrincipalName (UPN) B4 & sAMAccount BEA—H%EF(C. 21—
—mUPNTOIA d5&, SSO (FKBLET, /=& x(E. Active Directory ® mycompany . com (Z1—H—
juser MEEL TSR EEIC, I—H—D UPN A% juser@mycompany . com Tl7x <
juserl23@mycompany.com DiHE. SSO ML LET., T—HF—H. sAMAccount [CRESN TS RFIEFE
ALTOJA4> 95 NEEBTEET, =X juser DLDITEMLET,

Horizon 7 Tl3. A—Y—BDAXFENXFEXBNTEIHERFHY EEA. LINUXAXRL—FT 42 F S XTFT AT,
ANFENFERF LAWY —RBEWETEDLERRBLTILE L,

s Winbind Tld, 2—H—-R2OAXFENIFEDT 7 4L TR ENEH A,
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s OpenlLDAP Ti&. Ubuntu ANSCD 2R L TA—¥ - L. AXNFENXENT 74+ FTREIENE
A, RHEL & CentOS (£ SSSD 2R L CA—HY -4 L. AXFENXENT 7+ FTRAIENET,
BTEELETSHICIE. 774) Jetc/sssd/sssd.conf ZiREL TXRDTFT% [domain/default] €& 3>
[EMUET.

case_sensitive = false

LInuX 7RO by FITEBDT RO My TEREBA VAN —ILENTWBBEICIE. TR by TEEESBLT,
SSO TERT AT R by TEIBZBIRL TS ZE N,

AR—hk =R VUSFA LI FDRE
AR—h A=K UFALY R ERET BIIE W< ODDOFIRERFTT 2LBNHYET.

AR—b A= UGA LI FOBE

AIX—F H—=R UFA LI NI IEELZ/N—=2 3 >® Horizon Agent 834 R k=)L ENTWSKR®D Linux 7 «
ARVE2—23YDTRI My TTHR-bEINET,

K31TAX—hA—RUFA VI DL RTLEH

Linux ¥4 AU Ea—> 3> Horizon Agent

RHEL 7.1 Lig& Horizon Agent7.8 LI
RHEL 6.6 LiF& Horizon Agent 6.2.1 LIF§
Ubuntu 18.04/16.04 Horizon Agent7.9 LI
SLED/SLES 12.x SP3 Horizon Agent7.9 LI
SLED 11.x SP4 Horizon Agent7.9 LIk

Horizon Agent 24 > X k=)L 3 %#i0(C. SELinux ZBHICT 2HENHYET., AXN—F W—R UFAS LI +D
AVR—R 2V FEREICERTZLEDHVET, AVR—F U MIT 7+ M TEEBRENEEA. FHICDONT
(. install_viewagentsh v > rSA4 > AT 3 v EBBL T LS,

RIETS > TRAR— K h—R UG A Lo MEREDERNICAZ D TS & vSphere Client d USB U A L& MEAR
— b A—RFTEELEEA,

AR=b h—=R UFA VI RTE 1 DDAR—b h—R U—5DHBYR—bENET, BEHD)—5E054
TR TNARITHERT HE COBBEEFEMELEEA,
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AR=b A=K USA LI RTIE A=RTIDDIAEDH BT R—bENET. BHOAAENH— RICHFE
558 BRYIOAOY FOFEAENEREN. EOMOAAZTEFERENET. ZOHEEL Linux DFIRTT.

FOAR—F A=K UFAL L Linux TR~y T PIV HA—RESR—-KLET. Horizon Client for
Linux T, 7O0—h—0Ri % PIV A— RTIo2B4, TLSVI2 HAR—rE PIV AT -~ A—RICEREL. SSLTS
—FEBTIBENHYET, VMware DF L v PR—=ROFEFE http//kb.vmware.com/kb/2150470 128 &
REFICHEO TS,

& Horizon 7 N—=23> 701 LIETEH, A=k A— RSSO BEMICE>TWET, RHELO TR v FiZ
AT—h A—RSSOZEHR—KFLTWETH., RHEL7 TR by FIEZD#BEE Y R— ML TLER A,

AX—hMHA—F UFALVL I FDERE

AR=b A=K USAL VLI RERETHICIE. ROYRVERITTLET,

T LNUXTARARUE2—FERY—DM A—BERVET—DEDIERICES>T. TRIMYTRHORAY—K A—FR
ZRELET,

2 AX—b A=K UFAL I TORHEL 7R & v 7 & Active Directory D& DFHBICES> T, TR by
7 & Active Directory Z#& L £ 7.

3 RHELFTRXRO by TDRT—bHh—F UFA LI DRE ORBICE>T, AR—h h—KR UGS LU bDF
EFEETTLET,

A=k H—RUFALL Y TDRHEL TR S kv 7 & Active Directory O#f
A\
(=]

RHEL 7R by 7 TRY—b h— R UFA Lo bEYR- T 5ICIFE. Samba & Winbind VU a—> 3>z
ALT. TR& by /& Active Directory (AD) RAA »&#HELET.

AR—b A—=—R UFAL & TRHEL 7R by 7 & Active Directory RAA > &2#ET HI2E. ROFIECHEL
£7.

FBADHRT, Active Directory RAA 2D DNS B2 EDRY b T —VBRDI T 4 T4 & TV — AR —Tx
LTOWBHADBHYES ., RORESEICLT. INS5DTL—RRNY—DEE ZEADORECEDETEELT
<L,

TV —RRINF—DfE B

dns_IP_ADDRESS DNS x—A H =D IP 7 RLR

mydomain.com Active Directory kx4 > @ DNS

MYDOMAIN.COM Active Directory RAA >®D DNS &, X TAXFICLET.
MYDOMAIN D=2 2)—70 DNS &% 7=(% Samba #r—/\mE&En TS NT R

A4 2D DNS &, $RTANFICLET,

ads-hostname Active Directory #—/ DR b5

F OAY—bA—R USA LT ME RHELO6 LIBgE /=13 RHEL 7.1 LIED TR by T THR— b ENTOET,
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FIE
1 RHELFRZ by, BEBENYT—2&A4 A M—ILLET,

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 JARTAERORY NT—0HBEERELET. NetworkManager 3> bO—)L /XRIVERE. O RT AER
? [IPv4 Settings (IPv4 2%%)] ICBEIL£9. IPv4 @A T. [Automatic (DHCP) (B&) (DHCP)] #=&R L
F9, [DNS] FFA Ry I RIC, DNSR—LA H—NDIP7RLREADLET, BRI 20Uy o LET,

3 ROATYRERFTLT RHELTRI by TDORMEH R A4 2% (FQDN) 258 N2 2 2R LET.

# hostname -f

4 &kOBEDESIZ. /etc/resolve.conf R T 7 M I EiREL X T,

search mydomain.com
nameserver dns_IP_ADDRESS

5 RHELFRZ bwT7T. EFa2UFa88EN Linux (SELinux) ZEMICLET., ZOBOLDIC, /etc/
selinux/config #8771 IV ERELE T,

SELINUX=disabled

6 XOBIDLDIZ. /etc/krb5.conf T 7ML ERELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

}

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 JmOBIDLDIZ. /etc/samba/smb.conf BT 7 AL EIREL X T,

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
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idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash

kerberos method = secrets and keytab
winbind use default domain = true

winbind offline logon = false

winbind refresh tickets = true

passdb backend = tdbsam

8 authconfig-gtk WV—ILZ&B&E. ROLDICKEETVET,
a [ldentity & Authentication (ID &£883E)]4 7&#RLE T, 1—H—THU Y DT —F X=X
[Winbind] #2RL £
b [Advanced Options (F#i+ 7> 3>)] 4 7%2ZIRL T, [Create home directories on the first login
(BIOOTA > TR—LTALINIEER)] FTv o Ry I RBRLET,
¢ [ldentity & Authentication (ID &&8ED)]4 7##RL T, [Join Domain (RxA > IC&mM] &5 vy
LET. EEOREEHERTS75—MT. [Save R ZE22Uv o LET,
d 7OY7EBRRINFE RASVOEBEDI—HY—RENRT—REAALT. [OKlZ2 Uy LE
ER
RHEL X & kv 7h3 Active Directory RAA ([ZEMLET,
9 PAMWinbind TF7 v bDF+ v 1 Z2%ELET, ROLDBINEENSLDIC. /etc/security/
pam_winbind.conf #”7 7 1L EREL £ 7,
[global]
# authenticate using kerberos
;krb5_auth = yes
# create homedirectory on the fly
;mkhomedir = yes
10 Winbind 4 —EX#=BiEsHL £7.
# sudo service winbind restart
11 Active Directory NOSMEH#RT 5(C1E. ROATY FERTL, ELOWHABRENTNSZ LEERLE
ER
m  net ads testjoin
m  net ads info
12 Y XFAEBEGHLTHUVOIALET.
RORT 7

RHELF RO by TDART—b A—R UFA LI FDRE
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ARX—bMH—=R UF14L Y bTO Ubuntu R4 kv 7 & Active Directory @
Hma

Ubuntu 7R by 7 TRAIY =k A—R UFA Lo badR—- g 5(2(F Samba & Winbind va—- 3%
FRALT. 7RI~y & Active Directory (AD) RAA EHAELET.

AX—hk h—K US4 L& ~TUbuntu 7R kv 7 & Active Directory R AL > &#HET 5213 ROFIBICHE
WET,

HEADHT, Active Directory RAA > D DNS B/2EDRY T —UBRDIYT 4T 1 & TV —ARINT —TK
LTWBHADBHYET, ROKRESEICLT. INSDTLV—RKRILY —DEZE CERADREICEDETEELT
<&,

TV —RRINF—DfE HteA

dns_IP_ADDRESS DNS =AY =D IP 7 KL R

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory kA4 >® DNS &, ¥R TAXFICLET,

MYDOMAIN =42 —7D DNS &% 21% Samba 4 —AmE&ENTNS NT K
A4 2D DNS &, FRTALFICLET,

ads-hostname Active Directory #—/\DHRX k£

ads-hostname.mydomain.com Active Directory #—/\D 5248 K A A > % (FQDN)

mytimeserver.mycompany.com NTP & A & =730 DNS £

AdminUser Linux 724 by 7EBEQI—H -4

FIE

1 Ubuntu ¥RX%Z kv 7T, /etc/hostname #E 7 7 A IV EREL T, TRIMY TDRANREEELET,
2 DNS#EBELET.
a Jetc/hosts #BREKTZ7 7 AIIZDNSH—NEZEIP 7 RURZEEBMLULET,

b &koOBIOLDIZ. DNS =54 4 —/1D IP 7 kL X & Active Directory k44 >® DNS 2% /etc/
network/interfaces 7 7 1 JVITBIIL £

dns—nameservers dns_IP_ADDRESS
dns—search mydomain.com
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3 resolvconfig /Xy —2&A4 VR M=ILLET,

a AVAb=I)L ARV REERFTLET,

# apt-get install -y resolvconf

PATAINYT=2 DA VA=)V EBEEEFAILET.

b X&DOBEIDLDIC. /etc/resolve.conf 774D DNS BEEZHRLET,
# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

4 Ry bT—UDORZREBERELET.

a ntpdate Xy o —2FA 2 AM—ILLET,

# apt-get install -y ntpdate

b xOBIOLDIZ, NTP H—nDIEHR% /etc/systemd/timesyncd.conf #7714 )L [CEBMLE T,

[Time]
NTP=mytimeserver.mycompany.com

5 NIPH—ERXRZBEHLET,

sudo service ntpdate restart

6 #E/ Active Directory join /ISy —2& A4 > A M—=ILLET,
a AYVAM—I)L ARV RERFTLET,

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

b A YRr=)L7AYTSTT 7+ D Kerberos LIV AMERE /=5, Active Directory RAA > D
DNS & AXXFTAALET (ff : MYDOMAIN.COM), &IZ, [OK] #Z#BIRL £ T

7 ROFIDLDIZ, Jetc/krbS.conf B 7 7 A IV EIRELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

MYDOMAIN. COM = {
kdc = ads-hostname.mydomain. com
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admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain. com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 Kerberos R #MHRT 5(C1E. ROAX Y RERITLETS.
# kinit Administrator@MYDOMAIN.COM

# klist

ARV EDSRDESIEEAMREND L= HRBLET.

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMValid starting Expires

principal

2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMGMYDOMAIN. COM
renew until 2019-05-28T17:12:03

9 &xOBIDLSIC. Jetc/samba/smb.conf KT 7 A I EiREL £ T,

[global]
workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads-hostname.mydomain. com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
idmap gid = 10000-20000

VMware, Inc.
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10 Active Directory BAA »IZHBML. HEEHRLET,

a Active Directory join <> RER{TLET,

net ads join -U AdminUser@mydomain.com
systemctl stop samba-ad-dc
systemctl enable smbd nmbd winbind

* H R B

systemctl restart smbd nmbd winbind

b &OFEDLDIZ. /etc/nsswitch.confER 77 ANV EZELET,

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow:  files

¢ Active Directory NOSIEREHRT 2(CF. ROAT Y FERTL, ELOVHEABRENTNSZ L%
BRLET.

# wbinfo -u

# wbinfo —-g

d Winbind x—A H—ERXDRA v FERRT S(C(E, ROAYY RERTL. ELVWEABERINTNS
CLEHRLET.

# getent group|grep 'domain admins'

# getent passwd|grep 'ads—hostname'

11T #XTOPAM Z7O7 7 A IVEBHMICLET,

# pam-auth-update

PAM mxE@E®E T. [Create home directory on login (A4 4 »BICR—A T4 Lo MU EER)] 28D T
RTOPAM 7774V &&BRL T, [OK] ZERLET.

12 Ubuntu 16.04 ClE. A4 YEETA—Y— XA v FEHFHILET. ROBDLSIC. /usr/share/
lightdm/lightdm.conf.d/50-ubuntu.conf 7 7 A JILEZEEL £,

user-session=ubuntu
greeter-show-manual-login=true

RORTFY T

Ubuntu X2 by 7ORY—F h— R UFA LU FDBE
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ARX—bMH—=R UFA4L Y TOSLED/SLES ¥R & kv 7 & Active Directory
DHE

SLED/SLES R & by FTRAR—F h—R UFA LU hEYR— T BI2(E Samba & Winbind VU a—2 3>
#FEALT. TR by 7& Active Directory (AD) RAA &AL ET.

AX—h A=K UEFA Lo ~TSLED/SLES 7R & kv 7 & Active Directory R AL Y &ifET 5213, ROFIE
CREVET,
HEADH T, Active Directory RAA > D DNS B/2EDRY T —UBRDIYT 4T 1 & TV —ARINY —TK

LTWBEADHYET, ROKXKESEICLT. INHDTV—RKRILY —DEEZ CERADREICEDETEELT
<7ZEy,

TV —RRINF—DfE HteA

dns_IP_ADDRESS DNS =AY =D IP 7 KL R

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory kA4 >® DNS &, ¥R TAXFICLET,

MYDOMAIN =42 —7D DNS &% 21% Samba 4 —AmE&ENTNS NT K
A4 2D DNS &, FRTALFICLET,

ads-hostname Active Directory #—/\DHRX k£

ads-hostname.mydomain.com Active Directory #—/\D 5248 K A A > % (FQDN)

mytimeserver.mycompany.com NTP & A & =730 DNS £

AdminUser Linux 724 by 7EBEQI—H -4

FIE

T SLED/SLES 7RO byw TRy b —UREETVET.

a Define the host name of the desktop by editing the /etc/hostname & /etc/hosts #m 7 7 1 )L
EREL T, TRIMY TORRAMNEEEELET,

b DNSH—NDIP7RLREZREL T, [BE) DNS] 2®#(CLEd, SLED 11 SP4 &K 0r SLES 12 SP3 @
Hed. [DHCP BAETRA M EZEE] BEMICLET,

C XY MI—VOBZREEZRET S(CE. ROFIODLSIZ, NTP H—NDiEHR%E /etc/ntp.conf 774
JVISEMLUET,

server mytimeserver.mycompany. com

2 wE7 Active Directory join Ry —2& A4 A =ILLET,

# zypper in krb5-client samba-winbind
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3 WELERTZ7AINERELET.
a XOBIDLDIZ. /etc/samba/smb.conf 7 7 A ILEIREL £ T,

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true

winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b &OFEIDLDIZ. /etc/krb5.conf 77 A I EZiRELET,

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain. com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}
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c XOBIOXLSIC. /etc/security/pam_winbind.conf 7 7 AL ERELFT.

cached_login = yes
krb5_auth = yes
krb5_ccache_type = FILE

d xoBElDL>IZ. /Jetc/nsswitch.conf 7 7 A I EZiREL X T,

passwd: compat winbind
group: compat winbind

4 xoBIDLDI(C, Active Directory RAA IZBMLET.

# net ads join -U AdminUser

5 Winbind 5—EXEHMICLET,
a  Winbind Z8%hCLTHIAT 5I1CIE. RO—EDIX Y RERFTLET,

# pam-config —-add —-winbind
# pam-config -a —-mkhomedir
# systemctl enable winbind
# systemctl start winbind

b Active Directory I—¥ =8 Linux ¥ —NEBEEETICT RO by FICATA > TED LD (L RD—E
DIAXY FERITLET,
systemctl stop nscd

nscd -i passwd
nscd -i group

H H R B

systemctl start nscd

6 Active Directory ICSIITE TSI EEMHERTHICIE. KOAT Y RERTL, ELWEABRINTNS D
LEHRLET,

# wbinfo -u
# wbinfo —g
RDRTFY T
SLED/SLES TR by TDRIY—bh A=K UFA LU FOFRE
RHEL 24 by 7ORY—h A— K UF A L& FORTE

RHEL 7RO by TTRAR—b A—R USA LU MERETDICIE. COREDKEFSTES4T75YU. AR—h A
— REBEECEAT 5)L— b CAGEAE. LEMRPC/SClite 475V EA A —JLLET, . —EHOEXT
TANEREL T, RAREETTIDLENHYET,

RHELZ RO by TDRY—b A—R UFA LI MERET SICE. ROFIBICHVET,
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HEADHRT, Active Directory RAA 2D DNS B/EDRY T —UBRDIYT 4T 1 & TV —ARINY —T&
LTWBEADHYET, ROKESEICL T, ChHDTV—RKRILY —DEEZ CERADREICEDETEELT

<TEELN,

T —RBINT—DIE A

dns_IP_ADDRESS DNS =AY =D IP 7 RLR

mydomain.com Active Directory k44> DNS £

MYDOMAIN.COM Active Directory RAA > @ DNS &, R TAXFICLET,

MYDOMAIN 7—42)—7D DNS &% 721% Samba #r—AmEaENTNS NT K
A4 2D DNS &, IRTAXFICLET,

ads-hostname Active Directory #—/\DRR %

F AX—b AR UFALOUME RHELO £/AF RHEL7.1 LIBEDT RO by T THR—FENTNET,

RIS

AR—h A—R UFA Lo TORHEL 7R & kv 7 & Active Directory D&
FIE

1 BELRSATSVEAAM—ILLET,

yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1libs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 JI—hrCASIBAZEZEA VA M=I)LLET,

a JI—hrCAGIAZEZSY D O—RL. TR by 7D /tmp/certificate.cer (CEEFELET. IL—h
CASIAZA TV AR— T HHEESBLTI I,

b #vro—RU7—b CAGERAZEZ% .pem 7 7 A ILICERXE L E T,

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem

C certutilavrREFEALT. —brCAFIAEE L RT A T—F =R /etc/pki/nssdb (T4 >R

b—ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d J—+~ CAsIRAZE#% /etc/pam_pkcsll/cacerts [T« L& MUICaE—LET,

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 [77Us—3>]-[Sundry] - [FR3E] OIECEEL. [RX—b A—R YR-—bEFMTR] Fvo Ry o

AEBRLTCLER] 20V v I LET,
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4 ZRX—bFH—RORSANEIE—L, P RATATFT—F~N—2X (/etc/pki/nssdb) CRSANSATSU%
EBMLUET,

cp libcmP1ll.so /usr/1ib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP11l.so -dbdir /etc/pki/nssdb/

5 XOBIOLSIZ, /etc/pam_pkcsll/pam_pkcsll.conf #7771 ILD EV1—) BEEHFEELE T,

pkcsll_module coolkey {
module = libcmP11l.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 ROBIZEZarTFouynaEndLdIC. /etc/pam_pkcsll/cn_map 7 7 A IV ERELE T, BMT
BIERODFHMICDONTIE, AX—F h—ROFABAECHZI—HY—FERESHBL TSI,

user sc —> user-sc

7 ZmOBIDLDIZ. /etc/krb5.conf/ BT 7 A I EiREL X T,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

8 RODESHBAMEENDLDIC. /etc/pam.d/system—auth B 7 7 ML ERELE T,

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11:/usr/1ib64/1ibcmP1l.so

VMware, Inc. 52



Horizon 7 for Linux ¥X & by 70ty b7 v 7

9 PUSCTF—EVEBEHHLET.

chkconfig pcscd on

service pcscd start

10 RHEL7 4 A bV Ea—2a v ICeBELR PC/SClite N=2a &4 A M=ILLET,

s RHEL 7x ig&I1E. PC/SClLite /N\—2 3 188%4 A M—=ILLET,

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure ——build=x86_64-redhat-1inux—gnu —-host=x86_64-redhat-1linux-gnu —-program-prefix=
——disable-dependency-tracking ——prefix=/usr —-exec—prefix=/usr —-bindir=/usr/bin —
sbindir=/usr/sbin
—-sysconfdir=/etc —-datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec —-localstatedir=/var —--sharedstatedir=/var/1ib ——mandir=/usr/
share/man
——infodir=/usr/share/info —-disable-static —-enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

m  RHEL6X DiF&EIE. PC/SClite N\—> 3> 174%24 A M—=ILLET,

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure —-prefix=/usr/ —-libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run --disable-libusb --disable-serial --disable-
usb

——disable-libudev

make

make install
service pcscd start

11 Horizon Agent Xy o —2& A4 A =JLLT. ARX—h A—R UFA LI hEBMLET,

sudo ./install_viewagent.sh -m yes

ZF: RHEL6X miz&(d. View Agent 6.2.1 LIz A > A M=)V I BHENH Y ET ., RHEL 7X DHE(F.
Horizon Agent 7.8 LIBgZE A > A b=V T 2 HENH Y ET,

12 PRTFLAZEBEEBLTHEOOIA >V LET,
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Ubuntu X2 by 7ORR—M A—R UL LY FOHRTE

Ubuntu 724 by 7TRIY—b A= R UFA LU MERETDICE. AV—~ A— ROEEENLRIE Y R—
b orced. BENKFS S50 T75V EI— b CARIAZZA VA b—IVLEY. Fho —BOBRT 7 M)V ER
LT FEIREETTIDREDHYET,

HEADHT, Active Directory RAA > D DNS B/EDRY T —UBRDI YT 4T 1 & TV —ARINT —TE
LTWBHADBHYET, ROKRESEICLT. INSDTLV—RKRILY —DEZE CERADREICEDETEELT
<TZELN,

TV —RKRINT—DfE HteA

dns_IP_ADDRESS DNS =AY =D IP 7 KL R

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory kA4 >® DNS &, 3R TAXFICLET,

MYDOMAIN =22 —7D DNS &% 21% Samba #—AmE&ENTNS NT K
A4 D DNS &, FRTRAIFICLET.

ads-hostname Active Directory #—/ DR k£

ads-hostname.mydomain.com Active Directory #—/\D 5248 K A A > % (FQDN)

mytimeserver.mycompany.com NTP & A £ =/ DNS £

AdminUser Linux 72 by 7EBEQI—H -4

AR

AX—h H—R UFA Lo rTH Ubuntu 7R kv 7 & Active Directory O#&
FlE
1 BELRSATZUEAVAN=ILLET,

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

2 J—hrCASIBAZZEA VA M=)LLET,

a N—rCAGEBRZEESF O O—RL., TR by 7D /tmp/certificate.cer (CRFELET, L—F
CASIRZEA TV AR— T HHEESBLTI X,

b #orO—RLU7I—bCASIEAEZE% .pem 7 7 A IICEELE T,

# openssl x509 —-inform der -in /tmp/certificate.cer —out /tmp/certificate.pem
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3

C certutila~vrREFEALT. —bFCAFIAEEZ L RT A T—F~X—2X /etc/pki/nssdb [C4 >R
M—ILLET,

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d J—b CAZIBAE % /etc/pam_pkcsll/cacerts [CF 4 Lo MUICaE—LET,

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts
pkcsll Ny a 774V EERLET,

# chmod a+r certificate.pem
# pkcsll_make_hash_link
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4 WELRSANEZIE—-L. BEBSATS) Z7A4)Enssdb T4 LI NJITEBMLULET,
a RODAXVREFRFTLET,

cp libcmP1ll.so /usr/lib/

mkdir -p /etc/pki/nssdb

certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so

* O H R W

b FEHLAAENSERCHARAENTND I LEHERALET.
# certutil -L —d /etc/pki/nssdb
Certificate Nickname
rootca
C FHILESATSUDNERICEBMENTNS I LEERLET,
modutil -dbdir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/1libcmP11.so
slots: There are no slots attached to this module
status: loaded
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5 pam_pkcsll SA 7S UEHZRELET,
a TNV TN A TFUUEFERALT, pam_pkesll 7 7 A IV EERLET,

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |
tee /etc/pam_pkcsll/pam_pkcsll.conf

b &xoEIDOLSIC, /etc/pam_pkcsll/pam_pkcsll.conf 77 AL &HRELET,

use_pkcsll_module = mysc;

pkcsll_module mysc {
module = /usr/lib/1libcmP11.so0;
description = "LIBCMP11";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

C ROFTEELLDIC. /Jetc/pam_pkcsll/cn_map 7 7 A I EwRELE T,

ads-hostname —> ads-hostname
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6 PAMBEIZHRELET,

a /etc/pam.d/gdm-password 7 7 A IIVERELET. KOFEDLD I, pam_pkcsll.so FRiET%
common—auth TTORIICEEL £,

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b Ubuntu 16.04 ®H&l3. /etc/pam.d/lightdm 7 7 (L ERELE T, RDOBID LD,
pam_pkcs1l.so 25174 common—auth {TORIICAEEBEL L7,

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ Ubuntu 16.04 mig&(F. /etc/pam.d/unity 7 7 A IV ERELET, ROBDKDIC,
pam_pkcs1l.so F25fT% common—auth TORIICEEL £

auth [success=3 default=ignore} pam_pkcs1l.so

@include common-auth
auth optional pam_gnome_keyring.so

/] AR—=bA=RN=RUzT7ERR—b A—BRICA VA F=ILENTWSAZTE®ERT H(CE. ROaAT >
RERTLET.

# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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8 AX¥—bAH—ROBUALEICOYZEZNELDIC. Ghome RO U —>t—N—%2FELET,

a ROU=2—N=—DONRyT—2FAA—IVLET,
# apt-get install gnome-screensaver

b ROU—2tE—N—%BETDICIE. ROBIDLDIC. etc/pam_pkcsll/pkcsll_eventmgr.conf 7
7AINERELET.

pkcsll_eventmgr {
# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcsll module to use
pkcsll_module = /usr/lib/1libcmP1l.so;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit : end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver—-command ——poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver—-command ——lock";

# Too much time card removed
event expire_time {
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on_error = ignore;
action = "/bin/false";
}
}

c pkecsll_eventmgr #R1TLE 7.

# /usr/bin/pkcsll_eventmgr &

9 HorizonAgent Xy o —2&A VA —=)VLT AR—h A—R UGS LI MEBMICLET,

# sudo ./install_viewagent.sh -m yes

& Horizon Agent 79 LIgEA > A b—IL T HHENHYET,

10 YRTLAZBEBHLTHIAIA VY LET,

SLED/SLES 7RO by TDRY—k A—R USAL L U FDOFEE

SLED/SLES FRO by TTRAR—b A=K USA LI b ERET BHICIF. AX— b~ A— ROFEEENLREAET R
—h I B BEDKETSEIA TSV EN—F CATEREZSA VA b—ILLEY., oo —HOBRT 7ML E
WEL T, RAREETTIDVLEDNHYET.

FEADH T, Active Directory A4 > D DNS &2 EDF Y T —IBEDI T4 T4 &7V —ANIE—TK
LTOWBEABHYES., RORESEICLT. INHDTL—RRINYT—DEE ZEADREICEDETEELT
<rEaly,

TV =RV —DfE L]

dns_IP_ADDRESS DNS x—A H—ND IP 7 RLR

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory K44 >®D DNS &, §XTAXFICLET,

MYDOMAIN 7—2 ) —70 DNS &3 Samba Y —n\m&EN TS NT K
A4 2D DNS &, $RTAXFICLET,

ads-hostname Active Directory #—/\DOHRX ~£

ads-hostname.mydomain.com Active Directory #—/\D5E£1&86 k 4 1 >4 (FQDN)

mytimeserver.mycompany.com NTP &« & 4=/ DNS £

AdminUser Linux 724 by 7EBEQI—H -4

AR

AX—b A=K UFAL o ~TOSLED/SLES 7R & v 7 & Active Directory O#t&
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FIig
1 WERSATS) Ny —208A4AN=)ILLUET,
a PAMSAT7Z) DNy =420 A N=ILLET,

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b #Z%35FIBTPC/SCY—ILEALA R M—ILLET,
m  SLED/SLES 12 SP3 di5&. RO—BDOIAX Y FERTLET,

# SUSEConnect —-list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64
# zypper in pcsc-tools

m SLED 11 SP4 mig&(E. 2 Web R—m5 PC/SCY—ILES D> O—RLTA VA M=ILLET,
https://download.opensuse.org/repositories/security:/chipcard/SLE_11_SP4/
2 J—bCAGEBAEEA YR —ILLET,

a JI—hrCASIBAZZY D O—RL. TR vy 7D /tmp/certificate.cer [LFEFELET, IL— b
CARIBAEZ TV AR— T B2HEESBLTIEI,

b #vro—RkUL—bCAGERAEZ .pem 77 A I)VICEREL. Ny a T7 M IVEHERLET.

openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_1ink

* W W B W

¢ NSSTF—HAR=RICrSRNToH—%AVAM=ILLET,
# mkdir /etc/pam_pkcsll/nssdb
# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb
# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

d MBELERSANEALAAM—=)LLET,

# cp libcmPll.so /usr/1ib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP1ll.so -dbdir /etc/pam_pkcsll/nssdb/
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3 /Jetc/pam_pkcsll/pam_pkcsll.conf 7 7 A IV EREL £ T,

a fruse_pkcsll_module = nss ZHIRLET. ZDIBFTIC. 1T use_pkcsll_module = mysc ZiE0
L&,

b X&OBIDEDIZ, mysc EZPa—ILEEBIMLET,

pkcsll_module mysc {
module = /usr/1lib64/1ibcmP11.so0;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

C XOBIODEDIC, HBEDOTYN—BREFHLET,

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d {Tuse_mappers = ms ZHIBRLET, ZDHFFFIC. 1T use_mappers = cn, null ZEBILET.
4 xoFEELLDIC. /etc/pam_pkcsll/cn_map R T 7 A I ERELET,
ads-hostname —> ads—-hostname
5 PAMOHZREEZEELET,
a AX—hMH—RFAZEZERTESDLDIC. £J pam_config VY —ILEEHICLET,

# find /etc/pam.d/ -type 1 —iname "common-*" -delete
# for X in /etc/pam.d/common-*-pc; do cp —-ivp $X ${X:0:-3}; done

b /etc/pam.d/ 54L& ~JDTIZ, common—auth-smartcard WS RBIOT7 7 AL EERLET., K
DARBET7AIVITBMUET,

auth required pam_env.so

auth sufficient pam_pkcsll.so

auth optional pam_gnome_keyring.so

auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

c SLED/SLES 12 SP3 mi§&. /etc/pam.d/gdm & /etc/pam.d/xscreensaver OMAD T 7 A )L T,

1T auth include common-auth #%7 auth include common-auth-smartcard TEZZET,

d SLED 11 SP4 mig4. /etc/pam.d/gdm & /etc/pam.d/xscreensaver OMAD 7 7 A JL T, 1T auth
include common-auth #%T /etc/pam.d/gnome-screensaver TEZ#I T,
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6 Tr7ATOF—IEEHLET,

# rcSuSEfirewall2 stop
# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

EOTFATOAADEREOTNSE, AX—b A—R UGSV I PR B EDHYET,
7 A= A—BRUSA VI BNIMBERSATISU Ny T—2%&A4 A —ILLET,
a SLED/SLES 12 SP3 & XU SLED 11 SP4 DiF&(E. RDA YA b—)L A< RERTLET,

# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b SLES12SP3 &4, systemd-devel 4 > X +—JLLET,

# zypper in systemd-devel

c SLED 11 SP4 mig&(E. ‘DN T—2%FA4 VA RN=)LLET,
m perl-Error. autoconf. automake. flex rpm
m  Qgit. gcc
= libtool

8 HorizonAgent Xy o —2&A VA —)VLT AR—h A—R UGS LI MEBHICLET,

# sudo ./install_viewagent.sh -m yes

& Horizon Agent 79 LIgZEA > A b—IL T HHENHYET,

9 JRFLAEBEHLTHUORIAVLET,

Linux 7 X by 7TD TrueSSOoty b7y 7

True SSO #gEZERT 5L, 1—H—Id. A< — bk h— RFRAE® RSA SecurlD £7=1% RADIUS 825F &R L T
VMware Identity Manager (CE &1 > L7=#%. LinuxRIEFRI by 7. RETRI by TEET7 TV or—3
CEERTA20I2. X 5(2 Active Directory OFREHEREANT ZHENRSBUYET,

Active Directory (AD) REHEREFERA L T1—Y —£RE T 2154, True SSO HEERIVLEH Y A, ZDIFEET
B, True SSO Z2ERAT AL D ICERET L. TRY by 7T Active Directory OFR:EE#R & True SSO Ol A %
R—bTEET,

Linux REBT R by 7. BRBETRINY TEET7 TV Tr—2a v ([lERTI5E8. - —EFR14(T47
Horizon Client £7=1& HTML Access OfER&=#IRTE £,

True SSO ICIZRDOEIRDH Y £ T

n CO#EEIL. RHEL/CentOS 7. Ubuntu 16.04, 18.04 & SLED/SLES 12X SP3 dF 4 A bUEa—> 3>
ERTLTVETRI by T TOHYR—FENET,
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m  RHEL/CentOS7 7R b v 7DIFE, TOMEEET 74 bD RAA EIY —)L, Samba. SSSD (System
Security Services Daemon). Kerberos & v b7 —283 70 b TOHYR—FINET,

Linux BET TrueSSO 2ty 7 v 7951213, KDY RVERTLET,

1 Horizon7®BETTrueSSO 2t v 7 v 7L THERLET, [Horizon 7 DERE] @ [True SSO Dty 7 v
Tl #BRBLTEE,

2 LnuxF4RAMUE2— 3> OFIECHR>T. 7RI by F& Active Directory RAA >V &HELET.
3 LinuxT4RXRMVEa2—2 a3 OFIEICH>T, TAZ by 7T True SSO 8L 7.

True SSO T®D RHEL/CentOS 7R & b w 7'& Active Directory O#ft&

Horizon 7 Linux TR & by TBIEDA VA VR vO0—RET S > T True SSO #HR— rd5(21E. RHEL/
CentOS Y AFADT AL — Linux k1B~ > T Samba 2B E T 2VENHY ET.

RHEL7 @ realmd #8EICL U, ID RAA VZGBICIREL. ST HIENTEEY. ZOREER. S XTLBRK
T RAL VTR D2DTIIAELS, B8LEAGS Linux D RXFTADY—EZX (SSSD % Winbind 72&) #SRAA >~ IC
BT HLOCHRELET, Samba /A L T. RHEL/CentOS 7R & kv 75 Active Directory ADA 7 S 4
Y RALEBMERTT BI2F. ROFIEICENET,

AR

m  RedHat Enterprise Linux (RHEL) > 25 A%8 Red Hat & kT —% (RHN) ICEHFSNTWSH, O—hILIC
yumY =LA A S=)LENTWS,

= Active Directory (AD) #—/3\#%8 Linux > X7 LD DNS TR TE 3,
m  Linux > X7 AT NTP (Network Time Protocol) Mg&E TV 5,
FIE

1 RHEL/CentOS X7 4% Active Directory 4 —NE&#@IETES I LR LET, KDY RERFTLE
3. ADdomain.example.com (4. Active Directory 4 —N\DIERCTCEEHBRIET.

sudo realm discover ADdomain.example.com

2  Samba tdb-tools /SwHr—AFHA R =)L LET,

Samba tdb-tools /Sy =213, /XD RedHat URL bUMSSF U O—-RTEELHA, FEHTY DO
—RIBVEBHVET, LA ROV FEFEALTCentOS 75 P RF ALy r—2&25 00
— kU, RHEL > XFTAICF D A—-RLET,

yumdownloader tdb-tools

CentOS > RF ADWEE(L. https://rpmfind.net/1inux/rpm2html/search.php?query=tdb-
tools&submit=Search+...&system=&arch [C#%&) L T tdb-tools-1.3.15-1.el17.x86_64.rpm/\
=& O0—RU. RHEL S XAFAICA R M=ILLET,
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3  Samba S&KEREFENY S —CEAL VA R—ILLET,

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 xOBIDESIC, join A RERTLUET. DNSdomain.example.com 1%, BEEA®D DNS R4 A > /X
ATEEH]AET,

sudo realm join DNSdomain.example.com -U administrator

JOIN ARV EDBHINT HE. RDA Y- BRRENET,

Successfully enrolled machine in realm

5 JRFAEBEHLTCHNOIAILET,
RORFY T

RHEL/CentOS 7R & kv 7D True SSO DF&E

True SSO T? Ubuntu 7R & kv 7 & Active Directory Oft&

Ubuntu 16.04 £7=(3 1804 X & kv 7T True SSO #H7R— 3 5(2(E. Samba & Winbind v U az—32 3
vEFEALT, 7RI by 7 & Active Directory R AL VEHAELET,

Ubuntu 16.04 £7=14 18.04 7 X & v 7 & Active Directory RAA VEHET BI21E. ROFIECRENET,

FHBADOHT, Ubuntu 7R by TORRAMEREDRY bT—OBRDI YT 4T 4 &TL—RKRIVF—TERLT
WBEADHUET, RORESEICL T, IN6DTV—RKRINY—DEZEZ CERDOREICEDETEREL T
AN

TV =RV —DfE HieA

dns_IP_ADDRESS DNS x—AH =D IP 7 RLR

mydomain.com Active Directory k44 >® DNS £

MYDOMAIN.COM Active Directory R4 > @ DNS &, R TAXFICLET,

myhost Ubuntu x4 kv 7OHRR b4

MYDOMAIN =27 —7® DNS &F7=(% Samba #r—mE&En TS NT R
AL D DNS &, FRTREFICLET.

ads-hostname Active Directory #—/\DKRZ ~4

admin-user Active Directory RAA > DEBEDI—H—%

BIIRSR M

s Active Directory (AD) #—/\%3 Linux & X7 A®D DNS TR TZ 5,

B Linux > XF AT NTP (Network Time Protocol) Bs&8E =T\ 5,
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FlE
1 Ubuntu 16.04 £7/=(% 1804 ®F X & kv 7IZ, samba & winbind /Ny o —2%& A4 A M—JLLET,

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 A7 EBRERFEINES. KROLKDIC Kerberos Authentication M EZEITINVE T,

a [Default Kerberos version 5 realm (77 #JL k@ Kerberos /A= 3> 5 L)L A)] IZ. Active Directory
RAAL 2D DNS BEITRTANFTANLET.

=& Z(E, Active Directory R A A > DD mydomain.com D54, MYDOMAIN.COM S A AL ET,

b [Kerberos servers for your realm (L)L 4@ Kerberos s #—/\)] T. Active Directory ¥ —/XDHRR b4
ZANLET (ZOFIEDHITIE ads_hostname),

¢ [Administrative server for your Kerberos realm (Kerberos L)L ADEEH—/\)] IZ. Active Directory
RALDRANBRZEBEANLET,

3 PAMDBEEZEHLET,
a PAM DRBRER—JVEREET,

pam-auth-update
b [Create Home Directory on Login (B 44 VBCHR—4A T4 Lo MU EER)] £2IRL T, [OK] 2 3#4R
L%,
4 xOBIDESIC, /etc/nsswitch.conf BT 7 M IV ERELE T,

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files
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5 B#EREINT resolv.conf 77 A IDHRE R A4 2 & LT Active Directory RAA &SI 5K IC,
> AT LT NetworkManager OB FE#iREL £,

a NetworkManager 2> bO—J)L /XRIVERE. o X T AEEOD [IPv4 Settings (IPv4 &%) ICBEIL &
¥, AE&E LT [Automatic (DHCP) addresses only (B DHCP 7 RL ZD&)] #:ZRLEF. [DNS
servers (DNSH#—/\)] 7F X~ Ry 2 AT, DNS ZF—A =D IP 7 RLREZADLET (ZOFIED
#17T(3 dns_IP_ADDRESS T9), [Save (R &0 U v o LET,

b /etc/NetworkManager/system—connections [CHH 7 7 A IV TU AT LAERGEREL T, XD
EERALET.

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

FOFLWACR S oO-VRETRI by TEERT D& FHILWMRERY 8D -0 75T H%5E
mangd, 1R b V0—VREFRI MY FICHLWERY NT—2 75 75 &8MT 5 &0 REE
TRINY T FUoTU—bADDNS =N EDRY NT—0 7 TIDTRTOERENRDONET,
IO0—ERENFZARET RO by FITHLWRY 8T —9 75 77 &8MLEE (T DNS B —/N\EREH
KbONEWESICTBITF, Linux S RTFATDNS H—NEIEETILEDNHYET,

c DNSH—N#HEETDICZIE. ROFBDLDIZ, /etc/resolv.conf B 7 7 MV ERELET,
nameserver dns_IP_ADDRESS

search mydomain. com

d YRFAEBEFLTCEIOIALET,
6 ROBIDELDIZ, /etc/hosts BT 7ML ERELET,

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 ROBIDLDIC. /etc/samba/smb.conf BT 7 ML EREL £ T

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 smbdH—EREBEEILET,

sudo systemctl restart smbd.service

9 XOBIDLSIC. /etc/krb5.conf R TZ 7 M IILORNBERELET,
[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
MYDOMAIN.COM = {

kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

10 Ubuntu X% kv 7% Active Directory RAA > IZESMEEET,
a KerberosF4o v hEBRIBELET.

sudo kinit admin-user

JArYT7EBRRENS BEENRT-REANLET.
b FrybBERICERSNAILERALET,

sudo klist

Zoaxr RliE Fry bCET5I1EHR (BXEREORIBERECEMER) Z2RLUET.,
c Kerberos+—47 774 EEBRLET.

sudo net ads keytab create -U admin-user

d Active Directory RAA > (CBMLET,

sudo net ads join -U admin-user
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11 Winbind ¥ —EX&Bi28 L THRALET.
a Winbind4¥—EX%=HBERELET.

sudo systemctl restart winbind.service

b Winbind 4 —EXZ#ERT5(C(F. ROATY RERTL. ELWEABREN TSI L&MRALET,
s wbinfo -u
m wbinfo —g
m getend passwd
m  getend group
12 PRTLAZEBEFBHLTHIAIA >V LET,
RODRT T

Ubuntu ¥ X & kv 7T True SSO OFHE

True SSO T®D SLED/SLES 7R & kv 7' & Active Directory O#ft&

SLED 12.x SP3 #7213 SLES 12X SP3 ¥ X & kv ¢ True SSO & #R— ~4 5(2(F. Samba & Winbind v 1
21— 3VEFERALT. TR My FE Active Directory RAA 2V &#HELET.

SLED/SLES 7R & kv 7& Active Directory B A A > &#HET B(C1E. ROFIBICRHEVET,

AR
= Active Directory (AD) #—/3#%3 Linux & X7 LD DNS TRARATE 3,

m Linux > XF AT NTP (Network Time Protocol) Bs&E =T\ 5,

FlE
1 SLED/SLES ¥R % kv 7. samba & winbind Nv o —2%& A4 A M—JLLET,

zypper install samba-winbind krb5-client samba-winbind-32bit
2 YaST&mv—J/L&R&. [Network Services (v b7 —2% #—EX)]-[Windows Domain Membership
(Windows RAA DAY=y D] DIEICHEELET.
3 Windows RAA DA N=2y JTEET. ROLDICHELET.

a [Domain or Workgroup (RAA > E/=dT =2 -] T 7—25)b—7D DNS &% /=3 Samba
B—N\DBEENTOBENT RAS D DNS BEITRTRAXFTAALES., £EXE 700 —T%
73 mydomain D54, MYDOMAIN S AHLET.

b [Also Use SMB Information for Linux Authentication (Linux $25F(C SMB IR & ER)] ZRIRLE T,
¢ [Create Home Directory on Login (A4 4 VEICHR—A T4 Lo MU ZEER)] #BIRUET.
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d [Offline Authentication (#7354 »&R3D)] #FRLET .

e [Single Sign-onfor SSH (SSH T > L 414 > F )] #2BIRLE T,
4 RAMUADBMERRT 270 T IBRREESNES, [Yes (FL)] ZBRLET.
5 BEESNET—OIN—TOEBEDEZAENRT—REAAL, [OK] Z2#IRLET.

SLED/SLES TRU by TS RAA VEEEBICBML TWAZ LEERT DA v E—UhRRENET, [OK] &
ERLET,

6 RONRSA—INEENDLDIT. /etc/samba/smb.conf R 7 7 IV EIRELE T,
[global]

winbind use default domain = yes

7 VATLEBEHLTEBUORISVLET.
8 SLED/SLES FRU by T#H&EET A ML THRLET.

RDTAR IR REZRFTLTC. ELWHAMNRENS Z L &R L ET. mydomain (F. Samba #—/\ 7 —
2OW—TEEENT RAASVDORRTEEHTZET,

m  net ads testjoin
m  net ads info
m  wbinfo —-krb5auth=mydomain\\open%open

m  ssh localhost -1 mydomain\\open

RORTY T

SLED/SLES 7R & b v 7TD True SSO DE&E

RHEL/CentOS 7R & kv 7 T?D True SSO OFRE

RHEL/CentOS 7.x 7R & kv 7T True SSO #EEE£BMICT B (2(F. True SSO #EeMEFT 5514 TS5 AT —
N h— RBIETEAT S/ — b~ CAGIBAE, Horizon Agent #4 > A b—)LLET, £/ —EBOEBRT 7ML %E
RELT PAREETTIHILEDHYET,

ROFIEICHE> T RHEL 7x £72(3 CentOS 7X TR by 7T True SSO #B8MICLET., TNoDTRI by
T True SSO #H7R— 3 5I12(F. Horizon Agent 7.6 LIgE A VA b= T 2 HENHY ET,

HEADHR T, Active Directory RAA 2D DNS B/nEDRY T —UBRDI VT4 T4 & TV —ARINY —TH
LTWBEADHYET, ROKESEICL T, ChoDTV—RKRILY —DEEZ CERADREICEDETEELT
<TZELN,

T —RBINT—DIE L]

dns_server DNS =4 #—/1m/8R

mydomain.com Active Directory k44> DNS £

MYDOMAIN.COM Active Directory RAA > @ DNS &, R TAXFICLET,
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AR

s VMware Identity Manager & Horizon Connection Server (2 True SSO #8% & L £9 .

m  True SSO ©m RHEL/CentOS 7R 4 v 7 & Active Directory O#&

m JL— b~ CASIRAZEEEB L. RHEL/CentOS 7x ¥R & kv 7d /tmp/certificate.cer (CRELET, JL—
b CAREAEZT OV AR— T 5HEEBRLTILZE,

FlE

T PRKCSMTHR=t RNy =2 G —TEAL VA=V LET,

yum install -y nss-tools nss—-pam-ldapd pam_krb5 krb5-1ibs krb5-workstation krb5-pkinit

2 J—hrCASIBAZEEA VA M=ILLET,
a ForaO—RUI—~CAIBAESE .pem 7 7/ JVICEREL E T,

openssl x509 —inform der —-in /tmp/certificate.cer —out /tmp/certificate.pem

b certutila~> REERALT. - CASIBAEZ S RT A T—F =R /etc/pki/nssdb (24 VR
M—ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

¢ RHEL/CentOS 7.x > AF ATEFEEN/ZFRILRE (CA) fEBAZED U X MI)L— b~ CAFERAEZEML.
update-ca-trust AX Y REFEALT. P ATAREDIS AN AT OBREFFLET,

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 ROBIDESIC, RALYDIRTLSSSD BT 7 AV THRAT DI/ a3V E2EELET,

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 mOBEDEDIC, Kerberos #7714 (Jetc/krb5.conf) ZRELET,

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
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renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]

MYDOMAIN.COM = {
kdc = dns_server
admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth

}

[domain_realm]

mydomain.com = MYDOMAIN.COM

.mydomain.com = MYDOMAIN.COM

5 Horizon Agent /Xy —2%& 4 X S—=JL LT, True SSO #F#ICLET.

sudo ./install_viewagent.sh -T yes

&F: Horizon Agent 7.6 LilgE A Y A b=V BHLEDBHYET,

6 RD/INTA—%%& Horizon Agent h R4 LR 7 7 4 )L (/etc/vmware/viewagent—custom.conf) (T8
MmLEd., XO@EFERLET. NETBIOS NAME OF DOMAIN 4. ##ED R A4 > d NetBIOS £TY,

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN
7 VRTLAEBEPLTHOOIALVLET,

Ubuntu X2 by Z7T®D True SSO DRE

Ubuntu 16.04 £7=14 18.04 X & b v 7T True SSO #ee 2 FMICTT B (1L, True SSO HEENKET 254 75
. AY—h~ h—REBIATEAT S/ — ~ CAGEBAE. Horizon Agent #4 > A b—=)LLET., E/. —EBOHERK
T7ANERELT, RAXRTETTITHOLENDYET.

ROFIEICHE> T, Ubuntu 16.04 £72(2 1804 7R by 7T True SSO 2BMICLET. TNHDTRI My
T True SSO #H7R— 35 I12(F. Horizon Agent 78 LIBgAE A VA b—IL T 2 HENHYET,

IS

VMware Identity Manager & Horizon Connection Server [Z True SSO #8 & L £ 9.

m  True SSO ©m Ubuntu 72 v 7 & Active Directory D&

m JL—~CAZIBREZRIEL. TRZ by 7D /tmp/certificate.cer (LRBFELET, IL— b~ CAGIBAEAT
VAR— T BHHEESBLTEZN,
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FIE
1

Ubuntu 16.04 £7215 1804 DF R by 7T, pkesll ¥R—k Ny —I&A4 A M=ILLET,

sudo apt install libpam-pkcsll

libnss3-tools Ny —2 &4 A b—ILLET,
sudo apt install libnss3-tools
IW—h CAGERAEZ A Y A b—ILLET,
a ForoO—RUI—CAGERAZESE .pem 7 7 A )LICERELE T,
openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem

b certutila~>rREERALT. -t CASIBAEZ L RT A T—FR—2R /etc/pki/nssdb (24 VR
F—ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c J—hk CAZIBAZE# /etc/pam_pkcsll/cacerts [T« L2 hUICOE—-LET,
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

d W—rCASIBRZEDNY a2 U o EERLET, /etc/pam_pkcsll/cacerts T« L& FUT, RD
AR RERTLUET,

pkcs11l_make_hash_1ink
Horizon Agent /8y —2%& 4 > X ~—JLL T, True SSO #F#MICLE T,

sudo ./install_viewagent.sh -T yes

& True SSO #ge#(EMA T 5(21%. Horizon Agent 78 LI #E A > A b=V T HBENHY LT,

RDINT A —% % Horizon Agent h R4 A&7 7 A )L (/etc/vmware/viewagent—custom. conf) [ZiB
mLUEd. ®OGEFERLET. NETBIOS NAME OF DOMAIN %, ##D kA4 > d NetBIOS £ 9.

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN
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6 /Jetc/pam_pkcsll/pam_pkcsll.conf#7 7 AL ZRELE T,

a METHNIL /etc/pam_pkcsll/pam_pkcsll.conf #7774 I EEBKLET, /usr/
share/doc/1libpam-pkcsll/examples TH > 7IL 77 AV EF L. ZDT7 7 A IL%E /etc/
pam_pkcsll T4 L& MUICOE—-LT. 7745 % pam_pkcsll.conf [CEBELEY. HETHZ
(F. Z770)0DQAVT VI AT LIBREEMLUET,

b xoBIZLarTFrUyhnadEnsdL I, /etc/pam_pkcsll/pam_pkcsll.conf 7 7 1 /L &iRE
LET.

use_pkcsll_module = coolkey;
pkcs1l_module coolkey {
module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
}

7 PAM#BEZ 74 Tauth XS A—SEZZEELET,
a PAM#BRZ 7 A INEREET.
»  Ubuntu 16.04 mi5&(3. /etc/pam.d/lightdm ZB& £,
s Ubuntu 18.04 mif&(E. /etc/pam.d/gdm—vmwcred B £,
b &OBIDLSIC. PAMBRZ 7 1 IV ERELET.

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 JRTAEBEETLTBUOAIIVLET.

SLED/SLES 7R & kv 7T?D True SSO DE&E

SLED/SLES 12X SP3 X & v 7T True SSO #EEEZ BT T B (C1d. True SSO #EeMkFT 554 75U, X<
— b~ A—RBVEATERAT B/)— ~ CAGIBAZE. Horizon Agent &4 Y A=)V LET, £/=. —EDOEBRT 7 1)
EIREL T, RARTEEZTRTITHSLENHUET,

ROFIEICHES T, SLED 12.x SP3 F£72(13 SLES 12X SP3 7R & b v 7T True SSO 2/HICLET, TNoHDTR
o v 7T True SSO &Y 7R— 3 5(21E. Horizon Agent 7.8 L&A > A M=)V 2HBENHY ET,

AR
s VMware Identity Manager & Horizon Connection Server [Z True SSO 28 &E L £7 .
m  True SSO T©o SLED/SLES 7R & ~ v 7 & Active Directory m#é&

m JL—h~CAGEBBEZEmEB L. SLED/SLES 12X SP3 7 X4 v 7D /tmp/certificate.cer ITRELET.
J—~ CASIBBZEAZ T AR — T2 EE&SBL TS,
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FIE

1T SLES12XSP3 7RO by T7DiH&EE. ROATY RERITLT, BEBANYT—D&A A M—)LLET,

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

2 SLED12xSP3 FR& by 7DB&EIF. ROFIRICH ST, BBHENYT -4 AM—ILLET,

a SLESiso77A4)NE4Fo>O—RLT,. SLEDFR by 7oO—h)l T4 RZICRELET () : /tmp/
SLE-12-SP3-Server-DVD-x86_64—-GM-DVD1.1is0).

V&7 krb5-plugin-preauth-pkinit /Xy —2(L SLES S R T ATODIMERFEETT . D=,
SLESisOo 774N ESLED 7RO by DNy =2 V=R ELTEBMT 2HENHY ET,

b SLED7RX4& by FICSLESiso 77 AN EX D ML, BBHNY T -4 VA S=ILLET,
sudo mkdir -p /mnt/sles
sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles

sudo zypper ar —-f /mnt/sles sles
zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

C AYAM=ILDBETLES, SLESiso 774 IlDx D> hE@ERLET,
sudo unmount /mnt/sles
3 W—rCAGEREEA A M=ILLET,
a ForoO—RU7I—CAGERAZESE .pem 7 7 A )LICERELE T,

openssl x509 —inform der —-in /tmp/certificate.cer -out /tmp/certificate.pem

b certutila~> REERALT. -t CASIBAEAZ S RT A T—FR—2R /etc/pki/nssdb (24 VR
F—ILLET,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c Jb—b CAZIEAZ# pam_pkcsl1l [TEMLUET,
cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 xmoBOLSIZ, Jetc/krb5.conf R 7 7 A IILDABRERELET,

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
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kdc = ads-hostname

admin_server = ads-hostname

pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

RODRESEICLT, B TNDTV—RARIVE —DEEZERADR Y b7 —VRBICEDLETEEL TS

(AN
TV =BT —DiE A
mydomain.com Active Directory k44 >® DNS £
MYDOMAIN.COM Active Directory RA4>®D DNS &, §XTAXFICLET,
ads-hostname Active Directory %+ —/\DHRR b (AXFEENIFEXF)

5 Horizon Agent /Xy —2 &4 X =)L LT, True SSO #F#ICLET.

sudo ./install_viewagent.sh -T yes

E: True SSO #ge#(EAT 5(2I1%. Horizon Agent 7.8 LIgE A > A b=V T 2HBENHYET,

6 RD/INTA—%% Horizon Agent h R& A7 7 1)L (/etc/vmware/viewagent-custom. conf) T
MUET., ROBIEFERLET. NETBIOS NAME_OF_DOMAIN 1%, #B#EnD k41 > D NetBIOS &2 T,

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 PATLAEBEELTHEUNOISALET,
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LINUX TR by TDIZT 4y IR
Dty bT7v7T

ESXiRZA h&EF7 A~ OS TNVIDIA #Ee£EAT LD I BEYR—bESNTWBRHEL T4 A U Ea—2
I VEBRTEEY,

BDUS574v oDty N7 v TOREODIRET L Do O— AERER]
3DUS 74w lELY NT Y TTAFIC RETL>OI/O—ERICET A ROEREEZETIVENHYET,

. VGPU LU VSCGA IZDNTIR BERREYL >DIS5T7 4 v oDy b7y TE2RTSEET, REYI VD
OO—2ZEERLET, 574 v ORERIO-MERSNARET S VICOVTEHEL. S5RLREL
EHUEEA,

B VDGA [CDWTIE ERRETS VDTS 74 v oDy NT v TERTIEET, (REY>>OI/O0—-2 %14
BLET, 72720, v8— RSN RIEBET Y & /T —F 350112, 20— ERShRETS VS
BE7ED NVIDIA /X2 Z)V— PCl 784 ZRZ2HIBBR L. 20— ERENRE~T S (28 L O NVIDIA /SR R )L —
PCl FA 2&8MTHHENHYET, NVIDIA SRR )L— PCFA R (3, RETS VETHEET S &(F
TEFEHA, BRETIV(E. BERHOD NVIDIA /XX Z)V—PC FNA REFERALET.

CDEICEF. ROMEYIDEENTVET,

. HR—bKRORHEL/SLED 74 A hU Ea—2 3 > % vGPU HICHEKRT %
n  VDGA ZERT 576D RHEL 6 DRk

n  VSGA ZERT 57D RHEL 7.x D8Rk

HBR— RO RHEL/SLED 7« A MU Ea—2 3> % vGPU AICHE
Y %

ESXi KX FTNVIDIAVGPU (B GPUN—RD 27 7025 —23) #EEZFIATHLD (I, HR— bR
DRHEL FAEFSLED T4 A bV Ea—2arv&awy b7 v 7 TEET,
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ESXi RRX b GPU BZ 4 /N (Lvib) &—%9 % NVIDIA Linux RIEE< > > T4 A7 A RSANEERT Z2HED
HUET, RIAN Ny —2 (LT 5EHRE. NVIDIAD Web 1 hESBL T ZE L,

=Z: NVIDIAVGPU (. NVIDIA Tesla M6, M10. M60. P40 &> 74 v o h—RTHR—FENEST, 2D
#EE(EZ. GRIDK1I ® K272EDtdD NVIDIA 57 4 v & h— RTIEEELEE A,

Bt S RIIC. Horizon Agent 78 LINUX RIEEX S > ICA VA h—=)bENTWEWZ L &R L ET. NVIDIA
VGPU 2R 5L D17 &R T SmilC Horizon Agent #4 > XA k=)L 35 &, xorg.conf 77 A4 )L T
BOER/NT A= DB EEEEN. NVIDIAVGPU (Z81#EL £ A. NVIDIA VGPU D#H35ET L7z I, Horizon
Agent &4 YA M—ILT 2HEDNHYET,

NVIDIAGRIDVGPU 4574 v o H—FDVIB®D ESXi KRR bADA R =)V

ESXi6.0 UT LIEDARRX M NVIDIAGRID 4274y A—RD VB >O—RLTA YA M—ILTZHLED
HUET,

NVIDIA 5 vGPU Manager 284 VGPU V7 b 27 Ny —2 & LinuX T4 A7 A RIANDREEINE
., VGPU VY7 bo 7 Nyg—=2F. ZOFIETESXi KRR MZA X =)L L. Linux 74 7L A4 RSAN

(&, ZOBDOFIET Linux RAE< > ICA VX M=ILLET,

BIIRSM

m  VSphere 6.0 UT LIEDY U —ZAMREICA VAR —ILENTNSZ LEHRLET,

s NVIDIA Tesla M6, M10. M60 F7z(% P40 GPU A3 ESXi IRRA M TA Y A b—=)LENTNSZ L EHRELET.

FIE

T NVIDIADRZA4NFora—k 44505 NVIDIAGRIDVGPU 4574 v o A—RDVIBEF D O—R
LEY.

BUEVIBN=2 322 ROy TS0 AZ2—DoEBRLET,

*Tvar B

BR17 [GRID]

LIS .y ¢ [NVIDIA GRID vGPU] ##4R L £ 9.

e ESXiRR M2A YR b—bansd =2 a> (GRIDK2] 72&) £#2IRUET,
FRV=F 4T AT A VMware vSphere ESXi m/N—2 3 v &#IRLE T

2 VGPUYZ D27 Ny —=20 .zip 77 ANVEBELET,

3 VGPU Manager 7 # L% ESXi KRR M7 v 7O—RLET.
O ZOBOFIET, Linux T4 A7 A RSANE LINUX RIS VICA A M=ILLET,

4 ESXIiRRAMLEDIRTORETL VENT—ATELEFY AR RLET,
5 SSHZEFERALTEXIi R MIEHELET,
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xorg Y —ERXREEIELET.
# /etc/init.d/xorg stop

NVIDIAVIBZA > X b—ILLE T,
Bl

# esxcli system maintenanceMode set —-enable true
# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false

ESXi R & BB E/IEHLET.

o AVA—ILEHDESXKI KRR MTE, KRR SZEBEHLET,

o RT—bLRESXIiRARTE, ROFIEEEITL, KA MEEFHLET (ChOSDFIEE, 12X =)L
BHHDRANIHBBEATEET).

Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)

Wait for the update to complete:
# localcli --plugin-dir /usr/lib/vmware/esxcli/int devicelInternal bind

This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 FRAREBEHLEEIC. xorg F—EANRITINTNEZ LE&EFILET,

Linux {R#8< > T VvGPU ZER T 57D HF PCl 7/N1 XD
NVIDIAVGPU &R ¥ 312l Linux R8> > BIC#H PCl 7/5 1 REBRT 3R ENHY £ T

AR SR

Linux RIS > ET RO by TELTHERTHEBM TETND I LEMRELEY. REY S VY Z2ERL T,
Linux 24 > A b= 2B8LKPVE-—F TRy T TTAOAHD LiNUX Y2 VY OERFESBL TS LS
AN

Horizon Agent 8 Linux fRFY > (24 Y A b—ILENTWVEWZ L& HRALET,

NVIDIAVIB 73 ESXi RR M TA YA h—lbEanTWBZ L&MRLET, NVIDIAGRIDVGPU 4574 v 2 5h
—RDVIB®DESXi RASADA YA S —ILEBBL TN,

NVIDIA vGPU THIA R EE/RRIE GPU # 4 ZICDWTEBBLTEEEY, GPUDSY 1 74, [GPU 707 74
IV BRETERLET, REB GPU &4 (3 ESXI KRR MZA Y R b—IbEnziE GPU TE E X £75#ke£1R
mLUFET. NVIDIARE GPU 74 TE2BRL T2,
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FIE
1 RE<ENT—ATLET.

2 vSphere Web Client T, [RIEEY> > N—RDU 7] ¥ 7 TRIET S VEBIRL T, [RERE| 22V v o LE
ER

BRI NAR] AZa—T, [HBEPAFNAR] EFRLET.
LEm] 22U v o LT, RAvZ7¥Yy x=2—m»5 [NVIDIA GRID vGPU] #@IRL £ 9.
[GPU 70774V BET. ROV TIFI Y AZa—moREGPU ¥4 7&BIRLET,

A A W

[TRTOXAEVEFH]Z2UvoLT [OKlEIU Yo LET,

GPU 28 NVIDIA GRID VGPU 4 R— b TEB LS (CTBIC(E ITRTORBYL VOAE EFHT DHLED
HUET,

7 REXIVENT—FULET,

NVIDIA {k#8 GPU 4 1 7

vSphere Web Client ® [{R¥EBN— KD 2 7] X—=2(2H 5 [GPU 707 7 A )L] &ET. ESXi KX b#E NVIDIA
GPU THAITSHEEZFIATE S LD ICT HIRIBE GPU 4 4 T&RIRTEE T,

Linux fR#8~< > > (&, NVIDIA Tesla M6, M10. M60 £7=(3 P40 GPU T NVIDIA GRID vGPU #88R—hEN T
WET,

% 4-1. Linux fk*8< > > ® NVIDIA GRID M60 vGPU T#I AR §e4x k48 GPU 1 7

YR GPU = HER-R&HE

&% GPU & 1 R GPU &= F1RILA Y DEKRAE Y DEARAE
4 MEAR— R HEGPUDH VDFB # BRIRRE GPU # GPU %
GRID M60-1q Tesla M60 2 1G 2 2560x1600 8 16

GRID M60-2q Tesla M60 2 2G 4 2560x1600 4 8

GRID M60-4q Tesla M60 2 4G 4 3840x2160 2 4

GRID M60-8q Tesla M60 2 8G 4 3840x2160 1 2

&£ 4-2. Linux fk#8< > > d NVIDIA GRID M6 vGPU THIFRT8E#AR38 GPU 4 1 7

YR GPU b= PER- KB

&% GPU & 1 B GPU %= T RILA Y DEARRE Y DBEAIRE
7 MEAR— R WEGPUDH VODFB # BARKRE GPU % GPU #%
GRID Mé-1q Tesla M6 1 1G 2 2560x1600 8 8

GRID M6-2q Tesla M6 1 2G 4 2560x1600 4 4

GRID Mé-4q Tesla M6 1 4G 4 3840x2160 2 2

GRID M6-8¢q Tesla M6 1 8G 4 3840x2160 1 1
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% 4-3. Linux fk#8< < > d NVIDIA GRID M10 vGPU THIA T 8E/{R*8 GPU 41 7

¥E GPU 6= PER-RHE
&#8 GPU 4 1 REGPU &= TF1RTLA Y DEARE Y DERAIREE
7 HER— K MEGPUDH UDFB > RARGRE GPU % GPU %
GRID M10-1qg Tesla M10 4 1G 2 4096x2160 8 16
GRID M10-2q Tesla M10 4 2G 4 4096x2160 4 8
GRID M10-4q Tesla M10 4 4G 4 4096x2160 2 4
GRID M10-8q Tesla M10 4 8G 4 4096x2160 1 2
& 4-4. Linux {R#8< > > @ NVIDIA GRID P40 vGPU THI AT ge/xiR48 GPU # 1 7
WE GPU b PEAR—REHE
&E GPU b= FToRTILA Y DBAIREE Y DBRKARIE
RBGPU ST $ER—R WEGPUD#H VoDFB # BRRRIGE GPU % GPU #
GRID P40-1q Tesla P40 1 1G 2 4096x2160 24 24
GRID P40-2q Tesla P40 1 2G 4 4096x2160 12 12
GRID P40-3q Tesla P40 1 3G 4 4096x2160 8 8
GRID P40-4q Tesla P40 1 4G 4 4096x2160 6 6
GRID P40-6q Tesla P40 1 6G 4 5120x2880 4 4
GRID P40-8q Tesla P40 1 8G 4 5120x2880 3 3
GRID P40-12q Tesla P40 1 12G 4 5120x2880 2 4
GRID P40-24q Tesla P40 1 24G 4 5120x2880 1 2

NVIDIAGRID VGPU 74 A7 LA RSANDA VA =)

NVIDIA GRID VGPU 74 27 LA KSA /NEA YA R—ILT B(2lE 774 ko NVIDIA K5 A /& T L,
NVIDIA 74 27 LA KSAN&EFHD>YA—- kLT, REYS > TPUFNA REERT DBEHBYET.
P

s NVIDIADSD>a—RKHA bS5 VGPUY T D27 Nys—2%&25 00— RLTHRALTEY, Linux 7
1 AT RSANNy T =2 AV R=—F 2 b)) OFERHTE TS LEMRLET . NVIDIA GRID vGPU
057490 A—FEDVIBDESXI RASADA VA —)LESBELTEI,

F/=. £F5 PO FNA RMRIET L VICEBMENTNWSZ EE2BERLET, LinuxRiEE~x > > VvGPU #&EHRT
L7=0DHAF PCl 7NA ZAD#ER 2B LTSS,

FIig

1 NVIDIALinux 7«4 R7b A RSANERET VICOAE-LET,

2 RETIUADUE—KFZ—IFI)EZED. Crl+ A+ P2 F—Z2BLTTFFA M a2 V—ILIZYIUEZ T,
root £LTAYA LT, init 3 av Y REETLT X Windows ZEXICLET,
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3 NVIDIA RSANTHELLZZEBMOAVR—FR NEA LV RAN=ILLET,
sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 NVIDIAGRID VGPU RS AN Ry —2 ICRITAIEED T S V% BIMLET .

chmod +x NVIDIA-Linux-x86_64-version-grid.run

5 NVIDIAGRIDVGPU 4 >R b =5 Z#EEIL X T,

sudo ./NVIDIA-Linux-x86_64-version-grid.run

6 NVIDIADVZ hDz7ERFHEZNECAREL T, [Yes] ZBIRLT. XOREZBHNICEHLET.
RODRT T

Linux {8~ 3 > (C Horizon Agent &4 > A k=)L L& T, Linux (R~ > An Horizon Agent DA > X b —
IWEBRLTIEE,

WAL LnUuX RBY S Y EBUTFRY by 7 7 VEERLET. LN RFBFRS by 7 T L OfRES
BLTS 7z,
NVIDIAT « A7 A RSANDBA A b=ILENTNBENE DS HOMHER

Horizon 7 X kv 7 v g3 VITNVIDIA RSANDEHAERRILU T, NVIDIA T4 X704 RS A4 /358 Linux
RIETNCA VA= ENTWNS I LEHERTEET,

AR S
NVIDIAF 4 RTbA RSANEALRAM=ILLTWSZLEHERLET,

m  Horizon Agent 3 LINUX RIEX > 2 ICA VR b= ILENTWAH I LZ2HRLE T, Linux (R »AD
Horizon Agent 4 > A b —)LESRBL T ZE ),

n LINUXRBI S UDBTRI MY T T=IVICTF7OA4SNTWSZ L E2HRLET. LNnUXRFEH TR by
TV DERESRBLTI LS,

FE

1 LinuxfRIEE< > v Z2BEELET,
Horizon Agent #2812 7 U 7 b, X —nNE#MEHEL. FROCERRLET,
vSphere >V =)L T, RIEEXY LV OXRRESRBT 5 LI TERIRVETS,

2 Horizon Client . Linux 7R by 7ICEHELE T

3 LinuxT7Ro by Ty 32T NVIDIAT 4 RT7 A RIANDBAL VA= ENTNSZLEHERLE
ER

F—ZFII U4 RUERE. glxinfo | grep NVIDIAOY Y RERFTLET.
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NVIDIA RS A NEABRRENES . B :

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

dA—H—(F, UE—bFFRILYyTTNVIDIA ST 4 v RDKEEICT VR TEET,

NVIDIAT 4 A7 A RSANDA VA= )VERR LR, A VA S—IVBELSEMET B7HIC. ROY RV %
RITLET.

m Linux ai—ILET7 v 7 UL — KT B854, Horizon Agent 78 Horizon Connection Server &@{EC&E7/xN2
EDHYET., COMBEMFRT BIC(FZ. NVIDIA RSANEFBA A M=ILLET,

n Linux R TNVIDIAGRID D542 RERELET, FHBICDVTIE NVIDIAD RFa 42 bESE
LTSN, SAEVADBERESINTWVEWNES, LInUX TR by FIZELLEMELERA. 2EXE B
FNICEDESHENIELEE A

VDGA Z{ER T 578D RHEL 6 D&k

Horizon 7 for Linux X & kv Z7H ESXi kX T VDGA #pe2FIB T 5 LD (S RHELO6 4R KOS &=y 7
v I TEET,

Rt SRIIC. Horizon Agent 78 LINUXRIEES S [CA Y A M=)l ENTWEWZ L &R L ET., VDGA
EERTHELDICT T v E#EBRT SH1IC Horizon Agent &4 R =)L 35 &, xorg.conf 77 A )L CHADE
B/NS A= inEEEEIN, VDGA (FEIEL £ A. VDGA OERMNTET L7=%(Z. Horizon Agent &4 > X k—
WT2HENHYET,

RA BT NVIDIAGRID ZER¥ %78IC DirectPath I/O ZF#MICT 5

Linux fxf8~< > > ##m L T VDGA ZERTE 5L 5 (23 5(2(E. NVIDIA GRID GPU PCl /84 2% ESXi R R k
@ DirectPath I/O /IXZAZRI—THIBATE D LD ICTIVENHYET,

AR

m  VSphere 6.0 £/2IFLBEDO U Y —RADBBRFICA VA =L ENTWSZ LEHRALET,

m NVIDIAGRIDK1 £/ K2 527490 A—RMWESXIiRRAMIA VA M=ILENTWND I LEHERLET,
FlE

1 vSphere Web Client T, ESXiRX h&SHLET,

2 [BE]|4TEIVYILT [BREIZEIVYILET,

3 IN-RozT7]eo a D [PUTNAR]EOUYILET.
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4

6

NVIDIA GRID GPU T DirectPath I/O /SR 2L —&FHICT Z(2(F. [RE] 22V v o LET.

g =% A

®EO7/42> PClFINARET VT4 7T, BHICTEZET,

FLo BOTAaY FINA ZDRENEREINE L. TNA REFERT SR1ICKR FE BT ILENHY E
ER

NVIDIA GRID GPU z##iRL T, [OKl 22U v o LET,
PCl /XA AERIEME N, RIE~ 2 > T DirectPath I/O PCl F/1\A R&FIATED LD AV ET,
KRR ZFEEHL T, LinuxRE S U PCFNA REFIATESLDICLET,

VDGA XA RI)IL— F/8AL ZAD RHEL 6 {R*B< S > A DIENN

VDGA #EAT 5L SIC RHEL6 RIEY S VAT B (213 PCl FAA RERET S VIHEMT ABENH YU ET,
ZDFIEICEL ST, ESXi RX FDOYEBTFNA ZENARI— LU TRET S Y TERATER LD ICHRUET,

ARSI

FIE

—_

Linux RIEBX V& T RO My TELTERT D EBMTE TSI EEWERELET, MRIEY S &R LT,
Linux &4 YA R=ILTB3BELPVE—F TRy T FT7O/MHD Linux ¥ > O%fig] 22BL TS X
(AW

Horizon Agent 43 LINUX R T4 VA b —ILENTWENWZ EEHERLET,

NVIDIA GRID GPU PCl 7/84 X878 X k@ DirectPath I/0 /SR X)L —THIAABEIC /> TW= R L £ 7.
ARZX ~TNVIDIAGRID 2R3 %728(C DirectPath /0 # BT 22 SBL T ZE L),

sudo #ERR TR EN/O—N)L I—H—-& LT RHEL6 4R~ OS(cOd 4 LET,

vSphere Web Client T, [{RIE<> > N— RO 7] ¥ T TRIET VEZRL T, [RERE 20V v I LE
ER

FRT/NAR] A=a2—7T. [PCIFNAR] EBIRLET.

(Bml 22Uy o LT RAY TSIy AZa—h5 PClFNARERBIRLET,
[TRTOAXAEVEFH]Z2U v o LT [OKlEIU v o LET,

GPU 3 VDGA &4 R— hTEBH LD LT BHITE. TATORETS VDAY EFHTHBENHYET.

R~ E/NT—4> LT, vSphere >V —LERWTI S U ICERLET.
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7 NVIDIAGRID /N A RDMRIBT 2 V[N RZRIN—ENTNWSZ EEHRLET,
F—=IFIN U4 RUERE. KOOI FERFTLET.

1spci | grep NVIDIA

XX:000VGA BE#D o> bO—SBRRENET, fl:

NVIDIA Corporation GK104GL [GRID K2]

VDGA D NVIDIA 74 A7 A RSANDA 2R =)L

VDGA D NVIDIA 74 A7 LA RSANEA VR =T B(CIE. T74) bD NVIDIA RS A4 NEBEHICL.

NVIDIAF « A7 A RSANESDO—-RLT, REXS Y TPUTNA REEBRTDVLEDHYET.

AR SR

s PCAFNARBRHELOX RAEEY S (CBIMENTWSZ &E#HRLET, VDGA /SRR JL— F/84 27D RHEL

ORIEY T ADEMESBL T /ZE 0,

FlE

1 7Z7#J)L @ NVIDIANouveau RS A NEEHICLTT v I URRMIANET,
a grub.conf 77 AL ZiRELET,

RHEL 6 Dg&D 7 7 A JLIE /boot/grub/grub.conf T3,

RHEL /x—2 3> avwrR

6 sudo vi /boot/grub/grub.conf

b rdblacklist=nouveau T2 h—RI F T 3> DBEICEBMLET,

C blacklist.conf 77 ML ZiRELET.
sudo vi /etc/modprobe.d/blacklist.conf

d blacklist.conf 7 7 A ILDEEDZFRICKRDITEEBMLET,

blacklist nouveau

2 IREETI U EBRELET.
RIRDIVY O TR 74— IVISBEEINET,
3 (71 3>) Nouveau RSANPEMICA>TWND I LEZERLET,

/sbin/1lsmod | grep nouveau

grep RR(ICK > TRBHERMRENEWNEE. Nouveau RS A NFEHICT/E>TVET,
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4 NVIDIADRZAanNgoraO—F 34 DS NVIDIADRSANESY D O—-RLET,
BUERSANN=2a32EZNIDIADROY TS0 AZa—PoBRLET,

o A

BRIA1T [GRID]

g#RIY-X [GRID > U —X]

85 ESXiRZA MzA YR b—bEnsdN—2 3> ((GRIDK2] 72&) #=RLET,
ARV=T4 2V VAT A Linux 64 £v h&7=(F Linux 32 Ev

5 RERIVICERETDICE. VE—bd—IFLEE<H Crl+At+FR2F—#@LTFFA N3V —Ib
ICPIUEZ, root&LTOZA4 L Tinit 3a7% Y REEITL. XWindows ZEICLE T,

6 NVIDIA RSANTHELLDZEBMOAVR—F > bEA VA M=ILLET,
sudo yum install gcc—c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

7 VDGA B®D NVIDIA BSA NNy =D [CRITRAIRED 7 SV ZBMLE T,

chmod +x NVIDIA-Linux-x86_64-version.run

8 NVIDIAAYRb—5%&RTLET,

sudo ./NVIDIA-Linux-x86_64—-version.run

9 NVIDADYZ bz 7EAHFEZNEICRELT. [Yes] ZBIRLT. X DREZEZEHLET,
RODRT T

Linux {8~ > > (C Horizon Agent &4 > A b —J)L L& 9, Linux {RIE~ > > An Horizon Agent DA > X b —
WEBRBRLTIEE,

R L Lnu RIEY S Y EBUF AL by 7 TV ERLET. L RFHTFRS kv 7 T—Lofkmes
RLT<SIZE N,
NVIDIAT « A7 A RSANDBA A b=ILENTVSENE S HOWHERR

Horizon 72 by 7 £y a YT NVIDIA RS A NDOENERRLT, NVIDIAT 4 X7 A BS54/ Linux
R VICA VA= IENTNS I LZHERETEET.

AR

NVIDIAFZ 4 7 A RSANEAL A —ILLTWSZ LEHERLET,

m  Horizon Agent 3 LINUX RIEX > 2 ICA VA b= ILENTWSH I LE2HRLE T, Linux (R >AD
Horizon Agent 4 > A = )LESBL TS,

B LiINUX{RET S UBTRINY T T—)LIZF A4 ENTWSZ E#HRALET., LInXRFEIT R by T
TV DERESBL TS ZE,
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FIE

1_

Linux R~ = HBIcgh LE 7.

Horizon Agent 28120 U 7 b3, XH—NE#EMEL. b ROPZERRLET,
vSphere >V =)L T, RIEEXY LV OXRRESRBT 5 LFTERIRYVET,
Horizon Client T, Linux 7R & kv 7 IC#E#HELET.

Linux 72 by 72y a>T NVIDIAT 4 ZXTbA RIANPBA A= EINTNSZ LEHERLE
ER

Y—ZFI D4 RO%EME. glxinfo | grep NVIDIA Y RERTLET,

NVIDIA RS A NEADBRRENES . B :

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

H—F VE—FTRIbYTTNVIDIAGS 7 4 v O ROKEEICT VERATEET,

NVIDIAT 4 A7 A RSANDA A b—)VERR LR, A VA=V BELSEET H7HIC, ROV RV %
RITLET,

Linux h—=x)IV &7 v 75— k3 B184&. Horizon Agent A3 Horizon Connection Server S@ETETND
EDHVET, COMBEFERT SH(CE. NVIDIA RSANEBA A M—ILLET,

Linux f®#8<> > TNVIDIAGRID D54 > REHELET., HMICDWTE NVIDIAD RF a1 4> NESE
LTLEZN, SAEVAPEEENTOVAWES, LINUXTFRI by FJEELLEELERA, 2EZIE B
FICEDOE DHEENEMELEE A,

VSGA ZERT 572D RHEL 7.x DHER

Horizon 7 for Linux ¥ & kv 7H VSGA #ege = FIATE 5L D12, RHEL7 XA O0OS 2wy h7 v 7 TEE

ER

VSGAR®DNVIDIA 574y A— KD VIB®DESXi KRR bADA VX =1

ESXi6.0 UT LIEEDARZX M NVIDIAGRID 4274y A—RDVIBZFD>O—-RLTA VYA M—ILT ZHED
HUET,

NVIDIA 13 vSGA A® VMware vSphere ESXi 54 NERH#L TWVET, VSCA DFE. NVIDIA T4 X7 A K
SA N LinuxRETICA YR —ILEnFEHA.

AR SR

vSphere 6.0 UT LIBD U U —XMBRBICA YA M—ILENTNSZ LEHRLET,
NVIDIA RS A NPREEICA VA —ILENTNS LR LET.
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m  NVIDIAGRIDKT $£7(3 K2 GPU B ESXi RRA M CA VA —ILENTNWSZ L&HERLET,

FIE

T NVIDIADRZA4NFora—k 44505 NVIDIAGRIDVGPU 4574 v o A—RDVIBEF D O—R
LET.

BUEVIBN=2 322 ROy 7SO AZ2—DoRBRLET,

*Tvay L]

BRI17 [GRID]

fqEU-—X [GRID ) —X] &R LET.

L E ESXiRR M2A YR b—bansd =2 3> (GRIDK2] 72&) £#RIRULET,
FRV=F 42T P RTA VMware vSphere ESXi m/N—2 3 v &#IRLE T,

VSGA B® VMware vSphere ESXi RS 4 /x%& ESXi60UT KRR M7y 7A—RLET,
ESXIRRA B EDIT X TORET L »&NT—F TELEH ARV RULET,
SSH #ER L TESXi RR MZEHRLET,

v A WN

xorg Y —ERXRZEEIELET.
# /etc/init.d/xorg stop

6 NVIDIAVIBZA >R ~—=ILLET,
Bl

# esxcli system maintenanceMode set —-enable true

# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false

7 GPUDEIWHTICERENS xorg ZBEHLET,

# /etc/init.d/xorg start

8 ESXikRh~ZBIEHHLET,

O

RAMEBEBLALRIC, xorg Y—EADRITENTNS I LE2HRELET,

Linux {R48< < > T®D VSGA @ 3D #REDIERK

RHEL 7 (R18 > > T VSGA & M S 5. > S 5122, vSphere Web Client [0\ TR & > DEFAH 5
—RT3DREEERT BLENHYET.

IS

. LinuxX{REY>>ETRI by TELTERT 2 EFENTETE Y, Horizon Agent 4 Y X b—JLEh, v
YITROSY T T=IVCT7AAMENTNS I LERRLET,
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s NVIDIAVIB S ESXi RR BICA VR b—ILEaNTWBZ LE2#RBLET, VSGAED NVIDIA ST 4w o Hh
—RDOVIBDESXi RA RADA VA —=)LESBL TS,

FIE
1T RE<>ENT—FTULET,

2 vSphere Web Client T, [RIEEY > > N=RD 7] ¥ 7 TRIEY S VEBIRL T, [RERE]| 22V v o LE
ER

MREBN—RD 7] 57T [ETH H—R]E20UyILT AZa—HREEEBLET,
[ETH AEVUDES] £ 128 MB ICERELE T,

BD 274 v R]ITlE BDYR—~EEML] ZFRLET.

BDL>yF3]ICld. ROy TFOY AZa—h5 [N—RU 7] &FRLET,

N OO0 o AW

BDAEV]IICE 77UT—2a>yDBEHICESEEZERLET.
A—Y-—DN3BULDEZS—(CHEET 555G, COEEFDEED 1024 MB I(CEELET,

8 [OKl&2ZUvoLET.

9 f(RETIVENT—FLLET,

RORT T

VSGA B3 LinuX RIEX 2 > TRITENTNB LR LET.

RIZ, Linux R~ 2 (2 Horizon Agent 24 > X =)L LE S, Linux R~ 2 >~ Horizon Agent @A > &
F—ILESRBL TS,

VSGA B3 LiINuX RIBY 2 > TRITENTNB D E D D DHERR

RE<>OOT 77400 AN OS R LT, RHEL 7 REE< > > TVSGA DBRITEINTNS I L EHERTE
£,

FIE
1 RFE< O vmware.log 7 7 A IV EBEEET.

HR— RO GPU LU NVIDIAVIB BELLS A YA b—IbENTWSIEE, OF 77 A I)LITRODBID LD
BIINRREINET,

2015-06-24T22:19:25.259Z| mks| I120: OpenGL Version: "4.0.0 NVIDIA 346.69" (4.0.0)
2015-06-24T22:19:25.259Z| mks| I120: GLSL Version: "4.00 NVIDIA" (4.00.0)
2015-06-24T22:19:25.259Z| mks| I120: OpenGL Vendor: "NVIDIA Corporation"
2015-06-24T22:19:25.259Z| mks| I120: OpenGL Renderer: "Quadro 4000/PCIe/SSE2"
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YIR—bWRD GPU BLUNVIDIAVIBMIELL A Y R M=ILENTWVEWNEE, REEX> (EVY T DT
Lo 5—%EFERALET., vmware.log 7 7 A ILICIE. ROBID LS IEITMRRENE T,

2015-07-06T17:09:26.423Z| vmx| I120: [msg.mks.noGPUResourceFallback] Hardware GPU resources are
not available. The virtual machine uses software rendering.

2015-07-06T17:09:26.423Z| vmx| I120:
2015-07-06T17:09:26.425Z| svga| I120: MKS-SWP: plugin started - 1lvmpipe (LLVM 3.3, 256 bits)
2015-07-06T17:09:26.426Z| svga| I120: Started Shim3D

2015-07-06T17:09:26.426Z| svga| I120: MKS-RenderMain: Starting SWRenderer

2 RE<COTRANOST, XOATYREANLET,

glxinfo|grep Gallium

VSCGA DEIMEL TWBIHE, A7 REIROTFRAMERLUET,

OpenGL renderer string: Gallium 0.4 on SVGA3D; build : RELEASE;
VSGA MIELLEMEL TULWVEWMEE., I REIRDTFANERLET,

OpenGL renderer string: Gallium 0.4 on llvmpipe (LLVM 3.3, 256 bits)

RDORFY T

Linux fR48< > IC Horizon Agent 4 > X b—JL L&, Linux (R~ >An Horizon Agent DA > X k—
WESBLTEE,
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Horizon Agent DA > A k—J)b

Horizon Connection Server 57X b 7EBIELTERBTE S L ST, Linux 7R & kv 72 Horizon Agent
EA VAT DHEDHYET,

ZDEICE. ROMEYIVEENTVET,

m  Linux{rR#E~ > >A® Horizon Agent ®4 > X k—Jb
m  Linux Agent FEEBAE D#ER

m  Linux{x#B< > >To Horizon Agent 7 v 74 L — R

m Horizon7forlinux <> >%#7>4 > =1

Linux {R*8< < >~ ®D Horizon Agent ®4 > X k=)L
LinuxRfEi<v>>&UE—bF TR MY TELTREATESLDI1ICT 5(CIE. Horizon Agent % Linux fR#8~ > >
CA VA= TRHEDNHYET,

Horizon 7.0.1 ®U U =X/ 5. Horizon Agent for Linux (& vCenter Server 0 &EBMRIRAE > V& FERLET.
EEMRIRAT S 13 ROKEERIEERBLET,

s vCenter Server (3. Linux 7R by 7 FT7OAMRECTIEIHBEHTT .

s Linux T® Horizon Agent 4 > X b —JLICIE. BERFIVEHY EH A,

B FEAEDLINUXTRY by 7 FTOAMRETE XN—XRET > (2 Horizon Agent &4 A b—JLT&E&E
ER

NVIDIA GRID vGPU, VDGA. £7=13 VSGA R 5154 12(%. Horizon Agent 4 > X b —JLF BRI,
Linux RIE< > > TInsd 3D #aEEERT 20 ENH Y T, Horizon Agent Z&#NITA > A b—J)LLTLE
2&. xorg.conf 77 ANDHBNS A= P EEEEN, 3D IS5T 1w U ABEDIEL EEA.

HYAR—bxdkD RHEL/SLED 74« R MU Ea—2 3% VGPU BICERT 5. VDGA 2R3 5760 RHEL 6 D18
B, F£721F VSGA ZERT B2 D RHEL 7X DERESBL TSV, 3D I5T7 4 v I RDBREMNTT LIS,
Horizon Agent 4 > X b —JLLE T,

DUST74 v 0 REEBRTBHEF.VE-—F TRy T TTOAHD Linux ¥ 2 Y OEFDFIEZTT Lictk
(Z Horizon Agent &4 > XA =)L TE £,
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ARSI

B LnXZRNOSHTFRI MYy TELTHERTERLD ICEBEINTWSZ EEERLET, UE—F TRY
by 7 FTOAED Linux v > DEFEESRBL TS EE0),

m  Linux A® Horizon Agent 4 > X b= XU T MIDWTHEBEL THEET, install_viewagentsh o<
VRIA AT ESBLTIIEE,

FIE

1 VMware #o>0O—R %4 k (https://my.vmware.com/web/vmware/downloads) » 5. Horizon Agent
forLinux 4 YA b= 774 )V&&o>O0—-RKLET.

[Desktop & End-User Computing] (ZFR4 by 78KV I Yy ka1—Y—a Ea—-F4>Y) £ 30T
VMware Horizon @ View & >0—R O R—%x > hEZERLUET, Horizon 7 for Linux T, 64 Ev
Linux > X7 AB® VMware Horizon 7 ¥ o> A— R R—=J#FRLE T,

AVAN=Z 774I)V&IE. 64 Ev bk Linux T VMware-horizonagent-1inux—x86_64-y.y. y—
xxxxxxx.tar.gz TY, yyyIN—o32FBS, xooxxxx (FENRESTY,

2 BEVWOLnuxTsAMVE2a—>arDtarR—)LaT X~ OS ICERALET,
B

tar -xzvf VMware-horizonagent-1inux-x86_64-y.y. y—xxxxxxx.tar.gz

3 tarR—=Ib 7+ IVFICBELET,
4 install_viewagent.sh XU 7 & X—/N—21—H—E L THRITLET.

AR RSA 2 AT 3> DU RMIDVNTIL, install_viewagentsh ax > RS54 > #7230 &#8BLT
<TEELN,

B

sudo ./install_viewagent.sh

5 AT arEIEFTETIC install_viewagent.sh #2179 5HA. Yes EANLTEULA ICAELET.
EULAICEIELEWRY A Y R M= [ERTENEH A,
6 LinuxzBEHL TEEFEEMCLET,

A YA B—=IVRIC, viewagent Y —ERXFIREENET, B —EXD, sudo service viewagent status %
FERALCHIRSNAEZ L EHRLET.

RDRAFTY T

FRONY T =R~ > EF7AA LET, LINUXIRFEIT RO by 7 T—ILOERESBL TS EE 0,

install_viewagentsh av> RSA4 > A7 3>

install_viewagent.sh X & U 7 ~(E. Horizon Agent & Linux X~ OS IZA4 > A h=JLLET.
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gnome 7R by JEREOIT VR D4 ROT, ROFERXD install_viewagent.sh XU 7 ~&ERALE

ER

install_viewagent.sh command_option argument [command_option argument]

install_viewagent.sh XU 7 KC(F. BEBESIVOF TS arDINSTA—IPEENET,

% 5-1.install_viewagent.sh HEBDF T 52 NS A—%

FTvay NFA—
& (BAEE)

-Ayes ino

HteA

I Ra—Y—EmAeFERMmE (EULA) & FIPS (Federal Information Processing Standards) s &R A ICRES 55
EELET, A VAM—ILERITT BT yes ZRETHVENHY ET.

£ 5-2.install_viewagent.sh DF 7> 3> NS A —%

F7o a3y RS A—
4

-a yesino

-fyesino

J

-m yesino
-ryesino
-S
-Cyesino
-F yesino
-Myesino
-Syesino
-Tyesino

-U yesino

VMware, Inc.

L]
=T AFANVITA LI b Y R—bEA VA =INTEPNANRRLET, T7A4/)L I yes TT,

FIPS (Federal Information Processing Standards) 140-2 DS E Y 1 —)LDYR— b EA 2 X ~—)L R348
ALET., T7AI NI DWVATYT., SFMICDNTIE, Horizon Linux 724 kv 70#eT FIPS 140-2 E— RDERBA%E
SHBLTES,

IMSSSLF—=R b7 IKRT =K, T7A4NETIE A VA S=F3EBEOXTNEERLET.

A= =R UFA VLI YR-PEA VAN —IIVELENANRALET., TT7A4I ML WMWATT,

A VAR AT AZEBNICBENLES. 7740 NI LDATT,

BOERIMAE subject DN, F7 4 hTlE. 4> A =314, Blast #ERALET,

IV TR=RUGTAL IS YR—bEAIM—IVERZENANRRALET, 774 ME yes T,
CDRYR—=bEA VR N=IVERZIEINANXRALET., T74IL L. yes TT.

Linux Agent # EBMREALFEBHURADI -z U M7y TIU—RULET. 774/ I yes TT,
SO YA F Y (SSO) BiR— b EA VR M—IVERINANALET., T74I) ML yes TT,

True SSO 4 R— b &EA VR h—ILELEBNANALET, T74 M IMETY,

USBHR—bZEA R M=ILEEENANRRLET, T74IME DATT.
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% 5-3.install_viewagent.sh /85 *—4& Dl

RwiR
HRA R b=

EEMRIDRET
ImBT YTV
— kU, EEHRIRE
RVDRAYA ) %E
REFLET,

EEMRADRET
SUERDST VT
JL—RL. EEMR
RE<T DRI A
IWANEBRLES., 7
v 7Ol —RICIF 7
A—AIZHLWTR
I by T T=ILDE
BOSBATT,

Al

sudo ./install_viewagent.sh -A yes

HRA A=V TlE BIZHFLWTFRI by T T—IVOERDBVETT.

sudo ./install_viewagent.sh -A yes-M no

ZDZATDT v TIV—RICE FHLWTRI by T T—ILDEREBRESHY EHA. BFEOTRI Sy T TV EBRE
ATEEY.

A NTF—RUREMFS HD. EBHRADRBTL VEEALANTILES,

sudo ./install_viewagent.sh -A yes

ZDZATDT v TIV—RICE FHILWTRI by T T—ILDERDBVETY ., BEOTRY by 7 T—IVEHIRY 240
EBHYET,

Linux Agent FIREEAZE D&

Linux Agent &4 > X b—=JLF 5 &, 4R =S 2k >TVMwareBlastServer ® B2 EZAENERINE

ER

m  Blast Security Gateway #3700 —H —TEHIT/R> TLVS & &, VMwareBlastServer (3. ZDifBAE%E HTML
Access ZERT B 75U HIHRRLTLINUX TR by FITEHKELET,

m  Blast Security Gateway 7 0—Hh—THICAE> TV 5 &=, Blast Security Gateway DFEBEE (X, Z DI
BEEZ 7> UFICIRRLET.

EREEBEF2VUT 4 ORFNITERT B2, BEBRIAAZ LR TR (CA) HERLIAELER

TEEY,

FIE

1 VMwareBlastServer D 754 R—k +—LEBAEE A VA M—ILLET,

a TIANR—b F—%Fruikey (CRAEEL. AAEZ ruicrt (CEMEBELET,

b sudo chmod 550 /etc/vmware/ssl #Zx£{TL X7,

C ruicrt & ruikey # /etc/vmware/ssl ICaE—LET,

d chmod 440 /etc/vmware/ssl #E{TL X7,
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2 b= bR EFERAFZE Linux OS OREBA ST ICA A —=ILLET,

o OLINUX D RATADHZREZEICDOVTIE. BFEVD LINUX T4 AMIUE2—2a3 > D RFaAANEERLT
<&,

Linux fR#8< > > T?D Horizon Agent 7 v 74 L — K
Horizon Agent D&Hi/N—2 3> &4V A M—ILT 5T EICK Y. Linux kR~ > T Horizon Agent &7 v 74
L— RTEET,

EEWRNDIRETL Y  I—Cz o b A YA N=FF. 7A—H AdMiIN EREHVELTET7O0-HICRETS >
BZHLET, [TRIMYT T—IMER] D4 H— RiF. [Ro Y V=R R—20D [2DHDY —R] &FEALT, &
FENRETSVEBIRLET,

EEMRRETS VAR MN=ZRFTA-NEBEZTVERA, [TRIMY T T—ILER]T 4« — Rid. [¥
v V=R R=2m [vCenter Server kB~ > ] #FEHA LT, vCenter Server DRET S & FIRLET, EEN
KRIRE~YL VERIZ. UTOMEESR—NLET,

n UE-—F T UOBEBRRY S —

m 1Y ([CkBI DUy MEFA

7 Horizon Agent for Linux 7.0.0 28T LIRIO/N—2 3 v (3 EEMRADRETS > ELTHELTOELE,
Horizon Agent for Linux 7.0.1 (%, EEBMRRET S VYR E L THREELET.
EEHRNDRET L VEREADSEBWMFRET L VERAICT v 7L —RT 558, UTOREEERTEET.

B EEWRADRETY VEREEREFL. VEON—3 V(T TIV—RLES, SOATDT v T —
RT(Z. Horizon Connection Server TOBBZEEBIIVEH Y £H A,

B BEWNRAORETY VEEANSEEON—Y 3 Vv OEEMRRETY VERAICT Yy 7/ L—RLET, ZD%
A T7D7 v T L —RIZIF. Horizon Connection Server THLWTF X2 by 7 T—IVDER DV ETT,

X BEEMRRETCVERNODT v T - ROBE EEMRREYS VERERIFL. LEAQN-V32(C
Ty 7IU—RTEEY, 1L, 7Ty 7oL — RBICEBBMRIRET D VRN SEEBMRADRIEY S VBN
DEBIIYR—bENTOEEA,

Ty 7L —=RTEUTONRSIA-SZFIATEET,

& 5-4.Horizon Agent 07 v 75— RDF T3> KS5A—%

NSA—% ]

-Ayes IV R aA-Y—ERAFEZNE EULA) LU FIPSOFERICAELET. 1 YA M—LEEHITTSIC1E, yes £EET 2HEN
HUET., CONSTA—FEIRELBNE, A VA=V AU T TEDBERSNET,

-a yesino F=TAFANVEA LI b Y R—hEA VA —ILTBPNANRALET,

-fyesino FIPS (Federal Information Processing Standards) 140-2 #E#LDESE Y 2 —ILDYR— hEA VA M—)LEIZNAL /NI L
£9. T7AMEI VODATY., BBICD0TE Horizon Linux 24 kv Z70#EeT FIPS 140-2 E— RDOEHEBESBL T
ZEWN,

-m yesino ARX—b A=K UFA LI YR bEAS VA= IVEREFENANRRALET, TT7AI NI WDATT,
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INTA—H L]

-ryesino AVAS=IWEICFARV =T 4 VT P RTAEBREELES, T74/LME no TT,

-Cyesino Uy TR=RUFTAL LI~ BR=bEAS VA N=IVEZENANRRLET, TT74I) ML yes TH,
-F yesino CDR Y R—bhEA VR N—IVELEFNANALET. T74)L ML yes TT.

-Myesino Linux Agent # BRI EBMRADI -1V M7 v TG L —RULET, T 740 MEE yes T,
-Syesino SN YA F 2 (SSO) HR— b EA VA R—ILVEEINANALET., T74/L ML yes TY,

-U yesino USBHR—F&EA VR N—ILEREFINANRALET, T 74 ME WDATY,

Linux {R#8< > > T Horizon Agent 7 v 745 L — K

Horizon Agent D&#I/N—2 3> &A4 Y A =)L B LKLY, Linux ¥ > T Horizon Agent 7 v 74 L —
RTEET,

AR

VMwareBlastServer 7O AMRITENTIVIWZ LEHERLET,

CHDT7ATREELETDICE, A—F - oho0sF 7L TWT, 7974 TBTRI Ny Ty 3y
MWW EEWEERT BN I =FmeEdfHHlLET,
FlE

1 https://my.vmware.com/web/vmware/downloads ® VMware 4% > O— K #4 k5 Horizon Agent
for Linux O\&#HDA Y A= 774V EFD > O—-RLET,

[Desktop & End-User Computing] (FRZ by 7HELVITY RA—¥— a3V Ea—F4 %) T. VMware
Horizon 7 @& o> O0— R&ZERLET., ZoH(Z. Horizon Agent for Linux 4 Y R h—=ZBMEENTVE
ER

AVAN=F 774 )V%AL. 64 Ev k Linux T VMware-viewagent-1inux—-x86_64—y. y. y—
Xxxxxxx.tar.gz T3, yyyIn—=a >S5, xoooxx (FEL RESTT,

2 BFELDLNXTsARIE2—arntarR—ILEST AN OSICERLET.
) :

tar —-xzvf <Horizon Agent ® tar K—Jl>

3 tarAR—=IL Z7HIFICHEELET,
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4 EBURNAOFRETL VET v TV —RTBICE ROWVTNHODERS T UAT
install_viewagent.sh X2 U 7 +hERTLET,

FFoa>y A

EENKANOEET VRAET v S — sudo ./install_viewagent.sh —-A yes -M no
RU. EBMRIDERIAT S VBEAZFRFTS
E ONTA R REMFT S0, EEMKRADREY D V(IFERLENTES,

SHEMKANOFEET CREAET Y 7L — sudo ./install_viewagent.sh -A yes -M yes

KL, BEMRFEEYS VERICEET S
#E:  Horizon Administrator ©. BEMRIORET S Y REABOBREDT A by 7 7—
IVEHIBRL, EBMRREYS VERBOT RO by 7 T—IVEERLET, FHHlICDNT
&, LINUXKRFET RO by 7 T—ILDERESBL T ZE 0,

EEMRRET VERET Y IV —RT sudo ./install_viewagent.sh -A yes -M yes

3
B OTvTOL—RE BBEOTRI Ny T TV EBRIRATEET,

Horizon 7 for Linux * > > &7 4 A M=)l

1R#8< > > Horizon 7 for Linux #7 >4 > X k—JL3 5[4, Horizon Agent &7 >4 > A b—)L L., #EE7 7
AIVEHIRT DHENHY ET,

RIS

VMwareBlastServer 7O AMEBITENTWVEINWI L2 ERLET, COTORREELETSICE. > rns5O
TFAT7LTWT, ZI9T4TRTRIMNY T vy arPBRWI LEERT I I E2BiEeHLET,

FlE
1 REIUTI—IFIV D1 ROZERE, Horizon Agent 7 A4 VA=)V AU T ERTTLUET,

sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh
R41) 7 K& Horizon Agent o 70w R&@IEL. 1 A=)V T4 L& Y Jusr/lib/vmware/

viewagent 75 Horizon Agent 5 —ERXEV T bz 7 ZHIBRLET.

2  /Jetc/vmware DT 4 L& MU, Horizon 7 for Linux O ~7 7 4 )L = FENTHIBRL £ 7
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Linux 7RI by 7OEA 723>

BT 7ANEERALTEEESERA T a VEBRL. A—F—DFERREENRI YA XTEET,
ZOEICE. ROMEYINEENTNET,

. LInUXTRI by TTOERT 7AINDF T 3 VEE

m AX—hkARU— DER

m Linux 7R by 70 Blast & D

B LINIXTRIMYTDIZAT U RSAT VA LI N AT 300

m Linux7X& kv 7o vSphere 3>V — )L ADFRRENH T 5

Linux 7RI by 7 TOEBR 7 74 IVDF T 3 VERE
/etc/vmware/config 7 7 A JLE£ /=% /etc/vmware/viewagent—custom.conf 7 7 A JLICIT > kU ZEMN
LT BEDOAH T avEElTEET,

A4 >R S=Z1% Horizon Agent @A » R ;=)L 2 DD#EMT > 7L — b 774 )L config.template &
viewagent-custom.conf.template %= /etc/vmware [CaE—L X9, /etc/vmware/config 771 J)L

& /etc/vmware/viewagent-custom.conf 7 7 A ILISFEELEWEE,. 4 X =>4 config. template
# config [C. viewagent—custom.conf.template % viewagent—custom.conf (COE—-LEd, 77
— b T77ANTIEITRTOBEA T a > B RSEINTWT, FHlARANPHVEST, 7723 VE2RETSIC
(F. OAVBPZHIBRLTEZETICEELET,

=L xE. /etc/vmware/config OxRDITICL Y. EJ RTRAIFEEMR PNG E— RBBEHIC/RYET,

RemoteDisplay.buildToPNG=TRUE

BREZELLS, Linux ZBEFLTEEZBMICLTILE,
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/etc/vmware/config DA 7 3 >
VMwareBlastServer 8 K UNZDEE TS &1 Tl #7714 )L /etc/vmware/config BMERINET.

F ORORERIC, Horizon Agent #8771 )ILFD USB ADE I -2 > FEARAKRY O —FEICDVWTHALE
¥, Horizon Agent (ZEEZFERAL T, USBRA S IV ICEHRETEDZNED MEHMLET, £/, Horizon
Agent (& Horizon Client ICEE&EL. BREERADBITONET. v—2 (m) EHTFEIEE LHEIL. Horizon
Agent 7 1 L& RU > —g&EH Horizon Client 7 4 L& RU L —REIEMERSINET. —/N\—F4 K (0)
1T & ER LzHaE. Horizon Client 7 4 Lo R > —8&E T34 < Horizon Agent 7 4 L% R > —5&%E
MERINET,

£ 6-1. /etc/vmware/config D#ERF T 3>

*7ar fl/fe= F7AI b Bied
Clipboard.Direction 0, 1, 2, %3 2 IDATaryEFERLT YUy TR—RUSAL I MR
Uo—ZBELET. FHRERBLUTOEEYTT,
B 0-2UyTR-RUSAL I NEBHICLET,
B 1-JUyTR=RUSA LI NERARTENICLE
ER
B 2-JUyTR=RUGA VLI NEISAT U IDSUE
— b TFRISYTOHTEMICLET.
B 3-JUyTR=—RUSGALINEVE—FTRIbY
T 0547 2 bOBTHEMNCLET,

RemoteDisplay.allowAudio true £72(3 false true ZOATLavEBRELTC AT ARNEB/H/EHLE
ER
RemoteDisplay.allowH264 true E7z( false true ZOFTa EFERLT H264 T 00— REBE/ILE

MHRELET,

RemoteDisplay.buildToPNG true £72(% false false WIS 74w oBFT TV Tr—2ariREDIS 7490
77U —=23>TlE LNUXTFRI MY TDOSA4T7 2 MR
INCIEMREZ IV UNIVDBEGRNBSKEELY ET,
Linux 7RI by TTERENI AT > b T/NA RATHLE
SNAEREETABEICDNTIE. BV RICATFEHE PNG
E-REERTEET., COBETIE. 251472 & ESX
KRR LOETEMOTREAERSNET, Z0F T av%
AT EHE H264 T a— RPEMICAYET.

RemoteDisplay.enableNetworkCo  true £7z( false true ZDF* 73 > EFFEL T, Horizon Agent for Linux d % v
ntinuity BT — OISR E A E LI EMICLE T,
RemoteDisplay.enableNetworkint  true £7z(% false true DA T 3 %HFELT, Horizon Agent for Linux @& v
elligence D=0 ATV RABRREFNECIBYICLET,
RemoteDisplay.enableStats true £7z( false false #HigiE. FPS. RTT 72& Tld. VMware Blast &x~70 kb

OEHERE mks O THBE/Z(FEHICLET,

RemoteDisplay.enableUDP true 7z false true ZDF T3 EHELT. Horizon Agent for Linux ©
UDP 7o b oL HR— b B E /23 EHICLET,
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RemoteDisplay.maxBandwidthKb
ps

RemoteDisplay.minBandwidthKbp
S

RemoteDisplay.maxFPS

RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.gpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.loglLevel

VMWPkcs11Plugin.log.enable

VMWPkecs11Plugin.log.logLevel

VWC.RTAV.Enable

VMware, Inc.

fE/fe=t
2B

FIFARTBE/REDEEE -
1~100

FFARTBE/L (B DEEE :
1~100

F A RTBE/2 (B DEEE -
1~100

F AR RE/Z (B DERE :
0~ 51

FFARTBE/L(EDEEHE :
0~51

error. warn, info.
debug. trace. ¥

(& verbose

error. warn, info.
debug. trace. Fi

(& verbose

true £7z[% false

error, warn, info.
debug. trace. F7=

(& verbose

true /(3 false

FIAI

1000000

256

60

90

35

25

36

info

info

false

info

true

e

VMware Blast v > 3 > OBA#EIEEFAOLE Y M
(kbps) BRI TIEELET. OBEIEICE. A A2, F—F
4 7 ARBEF v =)L BXU VMware Blast D XTD
ST4vUBEENET, AWMREIT 4 Gbps (4096000) *x
WICTHBENHYET,

VMware Blast £ v & a > O&/h#iSEEZ+FOE Y b
(kbps) BRI TiEE LE Y. OBEIBICIE. A A=, F—F
4 7 ARBEF v =)L, BEU VMware Blast F#D TR TD
ST 4y ONEENET.,

BEREHFORALV—FEEELEY. COREEFERALT 1
—H—MERT S FHFHREERLET, BMHEI 3 1S
60 ETOMICTBHENHUET, T4 NI 1 BHiY
60 BIDEHTY.

JPEG/PNG T a—REERATIHBEDTRI YT T4 R
ToADAA—DRBEERELET., BRERER. LUFHN
BEEOEEICEL TOWT A A—CRENLVE BV ET.

JPEG/PNG T>a— REFERTHHBEDTRAI by 7 T4 R
TVADA AV REERELET., TRIMYT T4 RT
LA DFREDREERES H/HICERLET.

JPEG/PNG >3- REFERTIHBEDTRAI by T T4 R
TLADA AV RBEERELET. BRERXREE. RoA—
JVREREE, SERICET ZEEOMBERICEL TOET,

ZOF T avEFERLT H264MINQP 8 F kXS A—5 %
BELET. CONTA—F(F. H264 Toa—REFERTS
EOICBRENIEVE— b TART VA DEREANA—VRE
#EE LET. RemoteDisplay.gpminH264 (25 E L 7=1&
FUbBKREIGEERELET,

DA T arEFERLT. H264maxQP 8F{k/\5 4 —%
EFZELET, JONTA—F(F H204 T REFERT
DEDITHERENIZVE—F TART VA DREA AR
BxETLET. RemoteDisplay.gpmaxH264 125&E L 7=
ELYBNSIHEERELET,

ZoF T arvEFERLT USBUSILo s TS5400
AY LNIVERELET,

ZoFTarvEFERALT USBUSF Lot d—noos
LANERELET.

AT a3 EZELT. True SSO #eem O J1ERLE— R
EEMELITEMNCLET.

AT arEFERLT, True SSO #EEnn & LN EHK
ELET,

COFTavERELTCA—T A A ANEFH/BEHICLE
ER
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VWC.ScRedir.Enable

W(CloglLevel

cdrserver.cacheEnable

cdrserver.forcedByAdmin

cdrserverloglLevel

cdrserver.permissions

cdrserver.sharedFolders

collaboration.loglLevel

collaboration.maxCollabors

VMware, Inc.

fE/fe=t

true £7=(3 false

fatal error. warn,
info. debug. £7=(%

trace

true £7/z[4 false

true /(3 false

error, warn, info.
debug. trace. ¥

[ verbose

R

file_pathl,R; fi
le-path2, ;
file_path3,R;

error. info £7/z(&
debug

10 KimDEHK

FIAI

true

info

true

false

info

RwW

info

e

IDATLavERELT AR—b A—RUFAL I %
B/ EHCLET.

DA TrarvEFERLT WCTO+y /—RroOos LA
IWEZRELET,

IDATavERELT, T2z b5 o347 > M
NDEERHBF ¥y aBEEEBNELEEMCLET.

ZDHFT a3 EHEL T, cdrserver.shareFolders 7+ 7
AV THRESNTWEWNEMD 7 # I FE o547 > bhid
BTEDNEODDEFELET,

ZDF T arEFERL T, vimware-CDRserver.log 7 7
ANOaY LN EZELET.

DA T3 »EERLT Horizon Client (L& > THBEN
%74 )& 2349 % Horizon Agent msBIMDFHHERY /EE
AHIERZEZBEALET, B -

m  Horizon Client IC& > THBEEINS 7 44T read &
write #RM3% V. cdrserver.permissions=R 7%
EINTNBHAICIE. Horizon Agent 213 read 72
CRIEROBDEESNET,

m  Horizon Client Lk > THBEENZ T+ 4 read 18
[RH&H Y. cdrserver.permissions=RW 13:%E =1
TW5i5&, Horizon Agent Z(F read 7 & & X{ERD
HOT5ENET., Horizon Agent 1. Horizon Client
ICko>THESNS readonly Bl ZEECE £ A,
Horizon Agent (%, F&iAHT7 & L RIEROHHIRTE
E

— R ERARIIRDESYTT,

m cdrserver.permissions=R

m  #cdrserver.permissions=R (DFVU., av > r%EDQ
AVRTONTBED. TN EEIBRLES)

9547 I LNUX TR by TERBTESZ 7 LN
D7 7AIIR%E 1 DLULEIEELET. #:
B Windows 547> hDig4 :
C:\spreadsheets, ;D:\ebooks,R
m Windows LS oS4 7 > bDig
4 : /tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R

AT arEFERLT £RAEERzYy 3005 LRI
ERELET, OF LAY debug DIHA. collabui BED
MUOH L & collabor UR DAY TFYHAJICEEESN
3

Ty a3 OBMIBHFTCELHEAFEEORRBEEELE
ER
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collaboration.enableEmail

collaboration.serverUrl

collaboration.enableControlPassin
9

mksVNCServer.useUInputButtonM
apping

mksVNCServer.useXExtButtonMap
ping

mksvhan.clipboardSize

vdpservice.log.logLevel

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDeviceSplittin
g

viewusb.AllowDevDescFailsafe

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMouse

viewusb.AllowSmartcard

viewusb.AllowVideo

VMware, Inc.

fE/fe=t

true £7=(3 false

[URL]

true /(4 false

true ¥7/z(3 false

true £7=(3 false

et

fatal error. warn,
info. debug. £7=(Z

trace

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

{m|o}:
{true|false}

FIAI

true

true

false

false

1024

info

RIEF. true &
BV,
REE.

ERL

false

REE.

ERLU

false

REE.

ERLC

false

RIEEE. true &
B

REE.

ERU

false

REE.
ERLU

false

KREE. true &
B9

e

AVAR=NENTWND A=) T7TUT—2 3 TOHRE
EDBH/EREITDINESIHERET DICIF. ZDF T3>
EEALET, COAT 3 eBYICTHE AL TTY
T=2arhBA Y AR=ILENTWTS E A =)L TOHRAE
EDOBFIRETEEEA.

HEREZEOBHFRICEDS Y —/NURL ZIEELET,

ZOAT 3 vE £RAEEEICLNUX TR by 7O b
A—JLEFAFZBHIRT BHEICRELET. RAMUVER
DOEREELY 3 EEETDICE, Z0F T avE
false ICHRELET,

Ubuntu &£72(3 RHEL 7 TEFRAR Y XD Y R— hEFMIC
LEd. CentOS & RHEL 6 TIIEFAT I ANBYR— b &
NTHEY, ZOATL a3V ERETHLEIRHY A,

ZDAT a3 EFELTSLED 11 SP3 TOAEFAY Y AD
YPIR— N EBNELFEMCLET.

IDFTavEFRALT YUy TR—RORRY A &
E—7Y R R=ZXPLET,

ZDATarEFERLT. vdpservice ®OY LAV ERK
ELET.

ZOFTIaVEFERLT =T AFANTNAZAD Y FA
Lo hEFFE/32IELET. 6l : o:false

IDFTavERELT A—TAFEATNAADY T A
VO NEHFRIEREBEELET,

ZOFT 3 EZRELT EEUSBFNSROBHNEIZE
A EZFEIELET,
5 : m:true

DA T 3> %&FE LT Horizon Client A £ /=137 /8
A R FERETERWNZEICTNARDU T A LU NEasF
AELFZELUET, BRELIITNA RERFERETEAR
WBATH., T/Nf REFAI T 2 (2(3. IncludeVidPid 7=
13 IncludePath 72 £ ® Include 7 4 LF ICFINA REED
7.

CDFTLavEFRALT F-R-—REIDRLUNT, £F)
B ICFIFRTREAR AN T/NA R (HID EEEFTEEIRT /N R) DV
AV NEFHATELIBREELET,

ZOFTavEFRLT HEERA VT4V T TNAR
(RTR, bTvoR—=)b. yF Xy RIRE) fFEF—KR—
ROUGTA Lo NEFRIEZIFZEELET,

ZDAT 3 EBRELT AR—MAW—=R FNAL ROV FA
Lo NEFAERIFZELELET.

IDFTavEFERLT ETF TNARADVIA LI &
FFAIEZIFRIELET,
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viewusb.DisableRemoteConfig

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

VMware, Inc.

fE/fe=t

{m|o}:
{true|false}

{true|false}

{m|o}: family_nam

e_I[;family_nam
e_2;...]

{m|o}:bus—-xI[/

yIl.../ port-
zI[;bus-x2[/
y2].../port-
z2;...]

{m]o}:vid—xxxI_
pid-yyyi[;vid-

xxx2_pid-
yyy2;..]
{m]

o}: family_name_
1I[; family_name_

2]...

{m|o}:bus-xI[/
yIl.../ port-
zI[;bus-x2[/

y2l.../
portz2;...]

FIAI

RERE.

ERLE

REE.

ERL

REE

false

false

e

AT a3 EZELTC USBFNARDT7 4G V5%
K179 5 & =D Horizon Agent REDER & BN E /= (LEH
ICLET,

IOFT 3 EFERLT UFA LI MRRPSTNTD
USB F/INA REBRHALIZY, TRTD USB FNAREY S A
Lo RRISEBMLAZY LET. true ICRETHE. Tt
DRY S —BEEFEAL T BEDT/NARELETNAR T
FIUBUTA LI RENDEIICTHIENTEET,
false [CHET DL, TOHMDORY O —BREEFERAL T HE
DT NARERETNAR TZ7IUBUTA LI bSINDD
#FhlEcE$9., Horizon Agent T ExcludeAllDevices
DfE% true [CERE L. ZOFEH Horizon Client ITEE N
% &, Horizon Agent @k 12 & - T Horizon Client & E
BA—N=F REnET,

ZDATavEFERLT UFA LI MRNSTNAR T
7IUEBRNLUET, f: m:bluetooth;smart-card
BET/NA RDEEFMICLBE, Horizon (334 USB 7
NARDEA T =TT ARADTNAR 77 I UERN, i
T2 —T A REHMLET., BT /N RPN LT
L7154, Horizon (84 USB /N1 R&&DF/INA X 7
7 IUERANRET,

F ORUREF—AR-—RRUTAL I PHREDPST 74V E
TR ENTW S, COREEFERLTHRNT HLERH
UEth,

ZDAT a3 EFERLT. BEDNTEIFR—-FD/RRI(C
BETNAREVTA LT bHRDSBRALET, NRAPR—
FEBE 10 ERTIRET DLENHYET, /NRICTAILR
N—RXFEERTDHIELETEEEA

5 : m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

IOFTavEBRELCEELERY Y —LTO05 5 1D
DFNARE, UFA LT bRARDPSBALET, ID ESZ
16 EHTIEET H2HENHYET, IDOEHITTAILRA—
Rz () 2ERTEET,

5l - 0:vid-0781_pid— ****;vid-0561_pid-554c

ZDFTIVEBRELTC TNAR77IVEYSA LY K
WRICEDET,
%1 : oz:storage; smart-card

ZOFTaVEFERALT BEDNTRR—EDNRRICHD
TNARENFA LI MRICEDHET., NAPR-EBIE
16 EHTIREST DHENHYET, /SRICTAILRA—RX
FEFEATHLETEE A,

%l : m:bus-1/2_port— 02;bus-1/7/1/4_port-of
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viewusb.IncludeVidPid

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

fE/fe=t

{m]o}:vid—xxxI_
pid-yyyI[;vid-
xxx2_pid-
ywy2;...]

{m|o}:vid-
xxxI_pid-
yyyilivid-
xxx2_pid-
yyy2;...1

{m|o}: vid-
XXxX_pid-
yyyy([exintf:zz
[;exintf:wwl])
[;-..]

e

ZOFT 3 EBRELTCIRELEAYY =704 1D
DTFNARE, VFA LI MARICEDET. IDESE 16
HTRETIHENHYET. IDDEHICTAILRA—RX
F () #ERTEET,

fl : o:vid—***_pid-0001;vid-0561_pid-554c

AT avEFERLT Xyy—&705 05 ID &%
ELTHEDES USB FNA RETHEIDOWMRE L TR
BMEMTE2DEERELET. ZOFREDOFRIL.
vid-xxxI_pid-yyyI[;vid-xxx2_pid-yyy2;...]1 &
BUET, IDESIZ 10 ERTIEET 2HENHVET, ID
DEFITTAINRA—RXF (%) ZERTEET

) : m:vid-0fOf_pid-55**

IDATavEFRELT Aoy —EL0705s+IDT
BELEEE USBFNA ROV R—F Y FERIDT/NA R
ELTHRWET, COFREDEX(.
vid-xxxx_pid-yyyy(exintf: zz[;exintf:mw]) &7
UET,

exintf WO F—T—REFERATNE 41259 —T 4 RE
BERETHIET, AVR—F U hEUSA LI EDPSKRI
THIEMTEET, IDBEST 16 EHTIEEL, 125 —7T
TARBEEETEOEITRTED 10 EHTIRET 2 HED
HUYET., IDOEHICTAINRA— kT () &EATEE
ER

i :

o:vid-0fof_pid-

*%*(exintf-01) ;vid-0781_pid-554c(exintf:01;e
xintf:02)

EOBTRMICKRA LD oz R—% > bE. Horizon T
BEMICEENS LBV ERA. INHDaVR—F 2+
#&8%5(2(%. Include VidPid Device 2 &EDT 4 )L%
RUL—Z2BETELENHYET,

/etc/vmware/viewagent-custom.conf O#A+ 7> 3 >

Java Standalone Agent Tl4. #m 7 7 1)L /etc/vmware/viewagent—custom.conf BMEREINE T,

£ 6-2. /etc/vmware/viewagent—custom.conf DERF T 3>

FTFar &

CDREnable true £7=
X false

CollaborationEnable true £7=
X false

VMware, Inc.

FIAINE

true

true

L]

ZOATavEFERLT 9347 RSA4TDOUVSAL ok
(CDR) #te = B8/ BRICLETS,

Linux 7R by 7Dty 3 o HRVEEEEEE B EITENICT
BIC1F. COF T avEFALET,
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FFvar
EndpointVPNEnable

HelpDeskEnable

KeyboardLayoutSync

LogCnt

NetbiosDomain

OfflineJoinDomain

RunOnceScript

VMware, Inc.

1&g

true 7=
X false

true £7=
X false

true £7=
X false

B2

FATAX
FOTFR

b5

pbis £7=

[ samba

FI4IbE

false

true

true

pbis

e

ZOF* 73 >»Id. User Environment Manager 2>V — )L TfER
ENBZIYRRA D IP 7 RUREEHELY RARA 2 bD IP 7 K
VRELETDEEIC. 54T FOWEBRY bT—2 A—KDIP
T RUVREERTHOHD. VPNIP 7 RLRZERAT200EEET S
BEICBRELET. 7> a>% false [CHRETDE 954700
OWBEXRY bT—2 A—ROIP 7 RLAMBMERENES., TNl
DOFEF. VPNIP 7 RURDMERESNET,

IOFTavEBRBELT AT TR Y —)VHEEE BN/ BN
LET.

ZOFTIaVEFERALT 9547 DV RATASEYRANER
EDF—R—R LA 77 % Horizon Agent for Linux ¥4 kv
TEREISEADESDERELET,

COFREEENCT D, HBNIHEALRNEE, RESHFITSNE
. COREEBHCTDE. BEMNFAIENEHA,

O#sElE. Horizon Client for Windows @& THR— k&, %
75 R5E. RAVEE BAE BERE ARA VB BEFH
EfE. BLUOBRGRFHEZDOSETOALAYR—FENET,

[

ik

ZDFATarEERLT, /tmp/vmware-root [CREFT 505 7
TANDEEFELET.

B -] -IRTREF

m 0- FRTHIR

B >0-REFTIHO070H.

True SSO 2%/ E T 215813, DA T a3y &FERL T, MO R
4 >® NetBIOS &% ELET,

ZOFTavEFERTRE ARV VA-VDFTIA Y R
A UBMBEESNET, TT54 2 RAL YBMDORITHIE.
PBISO (PowerBroker Identity Services Open) sR&E & 7= Samba
FI754Y RAABMICAYET., TOTO/NT 112 pbis 7zl
samba LNDEERET HE. 7542 RAS SMPERENE
7,

ZOF T arEERLT, Active Directory I O— e iz
REY VICBESMUET,

RRAREHBZEEEN/AEIC, RunOnceScript A 72 3> &#H/ELE
T WMESNLRIY T ME, BHORRAMEOEER. —ELTR
TEhEd, I-Yzr b —ERADBEBESN. KA MBI -
Y hDA VR N—IVBICEREIN/ZBE. R0 U 7 M root R TR
TEnET,

=&zl winbind VU 2 -2 3> T4 winbind TR—XRE<
> % Active Directory [ZBME €. ZOF T a3 &R0 T~ N
RCHEETDUENDVET, RIUTRMIE. RAMUABESM
#5372 R /usr/bin/net ads join -U <ADUserName>
%<ADUserPassword> MWEENTNDHLENHY ET, RET >
DrA— KRG ARV —T 4 VT PRTFTLADARIIA XL
THRAMGHEEINET. Agent t—ERDBAS NS & s0—
B ENZREBY > > % Active Directory ASIMd 52X U 7~
DBRITEINET,
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RunOnceScriptTimeo
ut

SSLCiphers

SSLProtocols

SSODesktopType

SSOEnable

SSOUserFormat

BTxy b

VMware, Inc.

& T4k

120

F+ A% laNULLKECDH

*5 +AESGCM:ECDH
+AESGCM:RSA
+AESGCM:KECDH+AES:ECDH
+AES:RSA+AES

FFRAX  TLSVI_T:TLSv1_2
F3

UseGnomeClassic

UseGnomeFlashback

UseGnomeUbuntu
. UseMATE.
UseKdePlasma
FrelZ

true £7= true
X false

FF+ AL [username]
27

CIDRIP 7  [subnet]
NS 5
D&

e

ZOF T arEERLT RunOnceScript A 7> a> 04 57D
MEEHHTHRELET.
7= & Z (£, RunOnceScriptTimeout=120 DL S ICHELET.

S0 R MEEELET. https//www.openssl.org/docs/
manmaster/mant/ciphershtml TEEESNTWSEREERT S
BEDBHYET.

tFaUT JOPINEERELES. $R—FEhad70b3)L
1%, TLSv1.0. TLSv1.1. TLSv1.2 ©%,

ZDFTaviE SSOEBMICTHEEICTIAINMDTRI by
TRETIIEL, DT R by TRIBEZIEET 2BEICERALET.
ZDF T 3 ERETDRIIC. BRTDTRI by TRENTRY
My TICAVRAM=ILENTNS I EERRTHIVEDHYET, &
DA T arE Ubuntu 16.04/1804 FRH by T TRET 5 &
SSO HEEDBMMES DICEDL ST, ZOF T2 arBEMTHRYE
. ZOF T arE RHEL/CentOS7X TR by 7 THEET %
&SSO BEHICAES> TWRBEICOH FRULETRS by TBRIE
PERENET,

# ZoAr 7 arid. RHEL/CentOS6 $KXWUSLED 11 724 ~
T TYR—bENTOERA. TTAIEDTRI My TREEL
TKDEZty k7 v 7L, SSO #BMICT BHEICDNTIE
[Horizon 7 for Linux ¥4 by 70ty k7 v 7l REaAv %
BBLTIEE,

ZOFTavERELT. U YA o (SSO) = E%h/EH
ICLET.

PONYA U F OO EORERERELET., T A ME
A—HY—ZDHTYT, RAMVERHERTIHEF. ZOA T3>
ERELET, —MICOTAURTIE RAM B EHHEIFICO
—Y—REHITET, BHEXFENYIRT Y a2IlT25E(F 5
DNy IRSy 2% FERLTIRT— 7T 50ENHYET, OF
A 2OERIERODESY TY,

m SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain]+[username]

m  SSOUserFormat=[username]@[domain]

ZDA T a IR td< L > Horizon Agent for Linux & mi#:
ICERTHY TRy bERETHHEIERLET, EEBY TRy

FOA—HIIP 7 RUADERD DHE. FELEY TRy boO—
7L IP 7 KL 248 Horizon Agent for Linux & o#E#ICER S NE

¥, fEld. CIDRIP 7 FLURAERXTIEET 2L ENHYET, X

(£, Subnet=123.456.7.8/24 £3%ELET.
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FFvar & T4k L]
UEMEnable true £7=  false AT 3 EERLT, User Environment Manager 2 — k
(& false RS —EHNEFERCLET, AT a3 EFMHEL.

User Environment Manager ¥ — bk RU > —DEHEH-T &
ZORY—DERINET,

UEMNetworkPath TFFRA R Z0A T a2l User Environment Manager 1>V — )L €%
27 EEINTWBECRY 8T =0 RREZRETHHENHYET. /AR
(¥, //10.111.22.333/view/LinuxAgent/UEMConfig @& >

BRERATIEELET.

F 320FaUF g A7 3. SSLCiphers. SSLProtocols. SSLCipherServerPreference (&
VMwareBlastServer 7O+ 2B T3 . VMwareBlastServer 7Ot X MEtEE N5 &, Java Standalone Agent (%
INSDAT a3 ENSA—5ELTELET. Blast Secure Gateway (BSG) MEMTH B L&, ZN5DAT
>3 (3 BSG & LinuX TR by TOBMDERICHELET. BSCGHEMNTHLLE, ChoDF T2 aviEdo>
A7 hELNUX TR by TOBDERICHEELET,

AY—hkRY— DEH

AX—hRYUL— ZFEALT, BEDUE—bFLNUXTRIZ by TTOUSBUSA LIS, Uy TR—R US
AVON O95AT7 8 RSAT UFA LY MEBEDEMEEFITHTEE T,

AX—hRUT— [CKY., BEDREDHENIEEICORENCAEEZRY > —&ERTEET, 2203 2
—H—PEEORY NI —ILUADPS U E— N TRIMY TIEELTWRBEIEISAT N RSAT USAL L
U NMEREEENICT DR O —ERETEET.

A=k RU— DEH

AT —h RUL— ZFEATBIZE. Horizon 7 BEMSEDEHE B I HENSHYET,

m AX—hRUS—TERBITBIE—F TRZ by 7, Horizon Agent 7.5 LIBg & VMware User
Environment Manager 94 LIfg& A V> A =)L 20BN H Y ET.

B AX—hRUS—TEEITDUE— b LNUXTRY by FICEET 5212, 12— —H Horizon Client 4.8 Ll
BaERITIVENHYET,

m /etc/vmware/viewagent-custom.conf 7 7 4 JLC. UEMEnable 7 3 > #HIZ L. UEMNetworkPath
FTa v EBRETHIVLEDNHYET, LINUX TR by T TOBR 7 7AINDF T a v EEESRLTLSE
=0,

User Environment Manager @4 > X k—Jb

Horizon A —k RU S — ZERALT. UE—bLNUX TR by THREDQEMEEHIET 5213, User
Environment Manager 94 LIfgZ U E— b LINUX TR by FICA VA =L T HHEDBHYET,

User Environment Manager 4 > X k=314, VMware 40> 00— R R=Ih54 o O0—-RTEES, User
Environment Manager \RIEZ EEB 3 5EEDT X2 b v 72 User Environment Manager €3>V —JL 2>
R—R b EA VA=)V TEET,
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Uroon—> 7-IDifE, U2y A—COEERA A2 ELTERT SHIRE < 2 (2 User Environment
Manager 24 > A b=V LET. XHATRAI by 7 T—ILDHE. RDS TR by T v 3> &35 RDS
RR M T User Environment Manager 24 > X b—JLLE T,

User Environment Manager @2 X7 ABHB LI UITLEA > X b—JLFIEICDWT(E, [VMware User
Environment Manager O > X b —JLERERE] RFa AL FESBBLTIEZS,
User Environment Manager D #8rk

VE—b TR by THEEORY— b RU 2 —Z4ET 5213, User Environment Manager z#ak L Th S fEH
TELENHYET,

User Environment Manager ##m 3 % IZ(&. [VMware User Environment Manager 84 4 R OB FIEIC
HNET,

Horizon A< —k RU o —F&FE

User Environment Manager T Horizon x¥— bk RU > —ZER LT, UE— MMEREEOBIMEZTIHIL £7.

% 6-3. Horizon 2% —k R > —%ETIL User Environment Manager TUE—k Linux 7 X4 kv 7(C
Horizon A% — bk RU L —2EET HHEICEIRTEHRECDVTHALET,

% 6-3. Horizon A< —k RU S —BF

BRE HteA

UsBus1L sk VE—F TRy TTUSB UGS LI NERHICTIDESDERELET., USBUSFA Lo MEBEICK Y, 12—~
FUE—F FTRIMYTDSNEDTSya RIAT AAS, TUFREOO-NILTHEREINEZ USB 71 R%&
EATEET, A¥—bh RUS—&FERLTUSB UF A Lo baiERT 25BE(E User Environment Manager 9.5 LI
BEFERT 2LENHYET,

1)y TR=E Sy TR=R UGS LI EHFATE2AMERELET. ROVWTNOOEEZIRTEET,
m [\, sy TR-R UFA LI MIBADARTENICAZYET,
B [IRTHAL Uy TR=RUFA LI SBERCHRYET, - —IF. 9547~ PRATFADSUE—F T
ROy T BEOUE—NTFRIMYTDSIS5A4T7 b PRATFAICOE-LTHUMIFRIENTEET,
B [(USATUIDPSI—P Yy MADOIE—EHA], I—Y—F. 454 TUF PRTFADPSYE—N TRy
[COATIE—LTRURMFIFTHIENTEET,
B [T 50T AT Y ADAE—EHAL, I—HF—F UE-FTRIbY TINS5 4T7 b P AT A
[COHAE-LTHUMIFHIENTEET,
I5A4TU RSA4T  UVE—FTRIMYTTISATUO N RSAT UETA VI NERRNTTENEOIDE HERSATELUV T+ FEE
DOIFTAL LI~ FIARATREICT DDEDDHEB/ELET. ROVWTNHDEZEZZBIRTEET,
B [EWE], VE—NTRINYTTISAT UM RSAT UL LI MBENICTHRYET.
B [IRTHAL 454720 RIATELKETANFE UE—b TR by TEHEFIN, HAHIMY/EEAHATEE
[C7RYET,
B [FARYER]L 95478 RSATEXVTANSE. UE— TR My TEEFIN, HHIYARECRY
FIH, FEAARITEE A,
ZOBREEFTDRWMES., EERSATETHIIDEEALAREICEDNED ML /etc/vmware/viewagent-
custom.conf 77 1)L COREnable # 7+ 3> TREVET. #MBICDOVTIE LinUXFRI by TTOERT 7 1
NDF T2 a3 VEEESBLTIIZE,

@&, User Environment Manager TH#md % ') £ — MMERED Horizon A< — b RU 2 —FE (., icTHL PR
PU F—BLWII—TRU L —BELY BEBEINET,
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Horizon < — bk RU L —EEBEANDEHEDIEM

User Environment Manager  Horizon A% — bk RU > —%2E&H T HHE. RY S —EFNCT 2D DLEFRM
EZEMTEET, XL I —DREORY FT—JLUADPSUE—F TR by FITERBLEBEICOR Y
ATV RSATDIVTA LU MEREEZENICT HRHMEEMTEEXT,

FE: HYR—FPEINTWBIRU—FBEEVE—FLNUXTRZ by T TERICT (21, Horizon A< — bk R
C—DEEICRDEHEEMTIHENHVET, INSF. MEYFR-—FEINTOWIH—DFEHTT., thOEED
BESNTNDIEE, £EOTHImOERIL false AV ET,

KRO-4. UE—F LINUXTFRY by TOMEEYE

Kk A
Operating System Architeacture FARV—F 4 VT PRTFLADT —F T F v E#HALET. EELINUX CERETIHLENHYET.
Endpoint IP address IVRRAVNIP 7 RURDIERHERICHINEOINEF v ILET, BEDKBEBEEDT 1 —

IWRICTZE 0 ERREN, BREDT 4 —IVRERICTHE 255 LBRENET,

72720, ROBIDE SIS, EED Endpoint IP address £H%EHEFETE£T,

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

User Environment Manager 823>V —)L TREZBME L MRET 2 EDFHMICDOWTIE. [VMware User
Environment Manager €44 Rl 25BL T ZE L),

User Environment Manager @ Horizon < — k RU > —DERK

User Environment Manager &3 1>V —JL &M L T, User Environment Manager ® Horizon X< — k 7RYU

- LET, Horizon Av—h RUS—ZFETHEEL, AV— b RUS—EBHCTHLDICLELRSE

HEBMTEET,

BIIR SR

m  User Environment Manager £4 > X =)L LT L E9. User Environment Manager ®4 > X k—)b
B LW User Environment Manager D#Epia B LT X0,

s Horizon A¥—h RU L —FEEEEBMTEDREFICOVTERELTEEET, Horizon Ax—F RU T —F&E
NDEEDENESBL T IZE N,

m  UEMEnable # 7> 3 > &#HMICL T, /etc/vmware/viewagent—custom.conf 7 7 AL T
UEMNetworkPath + 7> 3 V&R ELET. LINUX TR by T TOER T 7 AINDF T 3 0 EZTEESRBLT
<TEELN,

F Ry bU—o0BFBEBSEVMEAE. User Environment Manager WZEFMEEZTT TES LD LW
AR—b RUS—FREAEHFEINZAT-—F R —ZREFLTHS 1 RLUELRBLAERT. EBERITSTRY
by ZICERLTNS I RA—Y—(CBHLET,
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User Environment Manager &3 1>V —JLOERAEDFHMIC DT, [VMware User Environment
Manager €844 Bl RFa AV FESTBLTILESL,
FliE

1 User Environment Manager €21V —JVC. [1—¥—&RE] ¥ 7&#ERL. YU — £2—7T [Horizon X
X—bRU—1ZE2IUYILET,

BE7ED Horizon A< — b~ R L —EEMH BHE(C(L. [Horizon A=k RU =] R VIZRRENET,

2 [Horizon Ax—k RU>—]Z&HLUw &L, [Horizon Ax— b RU S —FEDER] ZZIRLTH LAY
— b RUS—ZFERLET,

[Horizon A<=k RU =1 44705 Ry O RAMBRRENET,
3 [BE]|STEBEIRL, AN— b RUL—BFEEZEELET,
a [EMBRE]I I/ a3 T (&HITFANRYIRICAI—F RUS—DRFTEANLET.

EZIF AR=bRUS=DBIS5A4T b RSA4T UFA LU MEEEICEET 51546, CDRIEDRT
—hRU—REMITET.

b [Horizon A% — bk RUL—FE] €3> T, AX—hFRUL—ICEDBVE—F TRY by THEE
REEZEIRLET,

BHOUE—F TRU by THEEERIRTEET.
4 UE—HPLNXTRI Y TT HILWAY— b RUS—DFERZEEEMLET,

a [RHElyTEBERLTEM ZEZZU YL, (ARV—F 4 VT VRTFAT—FT0Fv] £HEERLE
ER

b f{&# Linux ICRELET.
Operating System is Linux

c [EmzEIUVYILT, [TVRRAVEDIPTRUVR] ZUEZBIRLET,
[AND] BEFNT 74 b TEBIMSNET,

d [ZVRRAVFDIPTRLVLR]IFA7ET Ry IRAT. IV RRA D IPT7 RUREEESRF L T [OK]
#O0UvoLET,

RIS ELWXDOEIZRLET,

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 REIEIVVYILTRAY—bRUL—ERELET,

User Environment Manager (&, 2—Y—HUE— b TR by F IR E 23 BER T 5 /202 Horizon X< —
bARUS—ZLEBLET,
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User Environment Manager (F#E# DAY —~ RU L —Z2 XX -k RU—ZDT7 IV 77Xy MEICELET,
Horizon R —k R > —(%, [Horizon R¥—k RU =] RA T IN T 7Ry MECRRENET, Av—hF
RUS—DRET BHE. REICUEBINLCAT—FM RUS—PBESNET, £EXE Sue W51 —H—0
USBUFA LI RERIICT S Sue LS AT — K~ RUS—nd Y Ubuntul604 EWNSFRI My 7 T—ILD
USBUSA Lo ~EESHICT S Pool EWSRIDRT— b RU > —1d 5154, Sue 8 Ubuntu1604 722 b v 7
T=IDUE—N TR MY TITEELIZEEICUSB US A Lo MEEDNBRICIZVET,

Linux 7 X% kv 7@ Blast 3%E D4l

VE-—FTRIMYT TARTVADA AP RBEREL T, - —DOERREEZALTEET, /1 A&
BzmltdaL Ry NV —VEROTREICEDEETH, —BEHOHS1— T -—DERARBEMIFTEET,

VMware Blast Extreme 7’8 b 3 JLEXE DI
VMwareBlastServer 8 KUNZFDREETS 54 > Tl BT 74 )L /etc/vmware/config MMEREINET.

£ 6-5. /etc/vmware/config ? Blast #pkA+ 7> 3 > Dfl

Za— KX
FFoarh NSA—F =i LAN LAN A WAN Y FWAN EZxWAN @EE=E
IR E RemoteDisplay.maxB 1000000 1000000 1000000 (1 5000 (5 2000 (2 1000 (1 Mbps)
andwidthKbps (1 Gbps) (1 Gbps) Gbps) Mbps) Mbps)
&A FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
F—TAFBE RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
#FrmE (JPEG/ RemoteDisplay.maxQ 90 90 90 70 60 50
PNG) ualityJPEG
#&rmE (JPEG/ RemoteDisplay.midQ 35 35 35 35 35 35
PNG) ualityJPEG
FrmE (JPEG/ RemoteDisplay.minQ 25 25 25 20 20 20
PNG) ualityJPEG
FRmE (H.264) RemoteDisplay.gpma 28 36 36 36 36 42
xH264
FRmE (H.2064) RemoteDisplay.gpmi 10 10 10 10 10 10
nH264

LInUX TR by TDOSAT N RSAT VEFA LI FT2 3

> D4l

9470 RSA4T U403 ((DR)F 723zl T YE—FDLNUX TR by Ihon—h
WIRTLADHBET AT ERSATICT OV CRTEDZNDEDDERELET,

/etc/vmware/config 7 7 A JLICT > MU EEML T, CDR

VMware, Inc.

REZBERLETS.

m



Horizon 7 for Linux ¥X & by 70ty b7 v 7

ROFERBITIE, d:\ebooks & C:\spreadsheets 7+ /L ¥EZHEFELTHAD 7 AN FEZFHBUBERICL, &
ATV EDPMD T N T EHFETERVWLSICLTWET,

cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,

cdrserver.permissions=R

BOBITIE, F 7> arE@EYIC/X—RTBI21E. < [,] % ebooks & spreadsheets NDEICES HENH
UET,

cdrserver.sharedFolders 7 7> 3 (CEENS [R]l [E. TOREICRKRRINTNDITRTO T AINFICHE%E
RIFLET, XOFITIE. RED /home/jsmith 7+ L5 NADRBICOHEEEENTWETH. ebooks &
spreadsheets 7+ )L OmANZHAHEYBERIC/ZYET,

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R

Linux X & by 7® vSphere 2>V — I ADORREZIHIT 3

A—H—MLNUX TR by FITEFHTHEEIC. ZOTRY My 7% Linux REB< > >0 vSphere 2>y —)LIC
RRIEBHIEHTEET, AP -—BTFTRI by FITESRT S EEICIE VSphere a2V — )L &L TEBRICT DK
S(CLinux RIS # B TEET,

FlE
& ESXiRR BT, LinuXIRIEEY > >D VvmMX 7 7 4 IIVISRDFTEEMLET,

RemoteDisplay.maxConnections = "0"

A—Y-=MBTFTRI by TPS5ATT7 I MLIEEITRIET S V([T 5 £ &TH, vSphere a2 Y —)LORR
(FZEEHDERICHYET,
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Lénux TFTRIONY T T—ILDIEREE
I

Linux (R~ > &R LTV E—F TR by 7ELTERT ICE LNUXREBY S VDT RO by 7 T— )%
T 2HENDYET,

Horizon for Linux Tl mOFTRI by T T—)L 54 T R—bENnET,
n vCenter Server DIRMEY > U DHEFEHT RO by T T—Ib

. BHEbEh/EREEI/O0-V TRV T T

B AVARIUN VA=Y JA—TFTA4 VI TR T T=)l

vCenter Server DIRIEY L U DBBHBFINT RO by 7 T—IVEERT BI121E. TR TDIRE~ S (2 Horizon
Agent 24 Y A=V BHENHYET, RIC BHEY—NTFTRIOMy T T=ILERD « P — REFRL T, &
MY VETROMy T T=IVIGEIMLET., Z<ORETI OO EERT A EOFMIE. Linux 722
by TO—ETFT7O0/4DMEESRBL TS ES,

BEfbes iR o0—> TR by T T—IVEERT 52 Linux R¥E< S > 7> 7L — I Horizon 7
Agent 24 YA M—ITR2HENHYET, RIS BEY—NTRIMY T T=I1ERT 4 —REFBLT. &
HREY O O0— 2 EERLET,

ARG N 0=y JA-T 40 TR Sy T T—=)VEERT 51212, PBIS Open BENFRE S /- Linux
k< I Horizon7 Agent &4 > A —=J)LLT. T 7L —hatikT 20EDBHY ET. RIC. EHT—N
TRIY T TR D 4P —REFERAL T A VRIS 20— JO—T 4 VI TRy T T—ILEER
LET.

ZDEICFE. RDMEYIBEENTNET,

Linux fRFEgTRo by 7 T—ILOERR

B LinUXTRIMY T T—-ILOERE
m LinuxoBE#IMtINATE2mo0—2 TR My 7 T—ILOER
m LnXoA >R b v0—2 7J8—FT4 00 TR MY T T—ILOER

m 7O—A PowerCLlaw >R

Linux lRFET RO by 7 7T—ILDERL

LInuX R > > DF#TRI by 7 T—IL&ERTEE T,
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ARSI

FIE
1

w

N O o b~

Horizon Agent 28 Linux X ks OS [ZA Y A b= ENTNWSZ LEZHRLET, LinuxRE<Y > >AD
Horizon Agent 4 > X = )LEBRRL T2,

VMware vCenter Server 43 Horizon Connection Server [2BilEn/i=Z L 2R LET,

Horizon Administrator ©. F&#7 X4 by 7 7—)L&EBMLET,
(hoad]- TRy T 7—IL]-EM] #FRLUET.
[(FHTRIMY T TV #RIRLET,

[A—4¥—BUETIR=T. TR T =IO VICERA—Y—F/370—FT 4> 12— -8V
LTDELOMERIRLT. [N Z22 U v o LET,

[ V=R R—=27T, [vCenter R8> V] #BRL T, (‘N1 Z#0 v o LET,
vCenter Server R— 2, @7 vCenter Server Z2iRL. kN =2 Uv o LET,
FADMT TJ=) IDEADLET,

[TROMYT T=IVDRE] R—IT. ROATLaVERELET,

*Tarv A
F7AIIERRTO ST VMware Blast

I—Y-—M7ARINERBIRTEDLDICT [AYAV-¢
%

3Dvrys5— 2D & vSphere Client, VSGA. E7(3. VDGA ¥R by 7. LU VGPU FR 4 v Tk
NVIDIA GRID vGPU R L TER L £

F O TIIORERFMETT, FELTREVNEE, TR by INOEGENRBLT 7O IT5—07
Sy RO =UPELBGEEDHYET,

[vCenter fR#E~< > > &8I R—2 T, [Linux{RFEB<x > ] ##RLET, BN 22 v oL, mAN]Z22V
v LET,

. BRULTFRI by T F—=IbIC, Windows & Linux OIREY > U EER LZNTLS &0,

FlEZ7T$5ICE. TR T FOIERICEVET,

FRONY T T=IVCH DI IADEREI—Y — (5L EF, Horizon Administrator T, [TR & by
7TV EBIRL. [E18] > [EREEM OIBICEIRL T, 2—Y—F/E@FJIL—T&EemLEd,

Linux fR#8~ > > %, Horizon 7 ZEBRELAEBIETUE— M TR MY TELTERT 2 ERMNENE L,

Linux 7 XA by 7 7—ILDEE

FET RN T T=IVEERL. T—ILICLnux I o #BMT5E, BEBRICKVUFEFTRAO Ny T =)L
EEETEET, FHTRI MY T T—ILICIE. LINUX TR ARV —F 4 >0 D RTFALEFTEEBINTZ2VEND
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YET, F—/LIZWindows & Linux R k OS OfiA & ENBHE, 7—IbF Windows 7—)L & L THkbh,
Linux 7R by 7ICHERTEE R A
BEEEDOYR— b
. FTRYMyT T OEMEEITEME
n BE}TROMYT T-lOoO— R
. TRUMYT T-ILOHEIR
Horizon 7 WoARBY > »EBMUNLIEY. T4 RIDSRETS VEHRTEET,

UE—-PFREDYR— I
£7-1.UE— MR

UE— MRE F7arv
UE—F I OERRY > — . EREEETDZN
B TUVIEEIINT—F
B HIRVR
| IVADESS:
YIBRICEEMICO ST T B EbL(CERT
B RTLAEN
B N HEIC

A—Y—CkBT DUty NBREBE " (TN

Al | AYAY-4

A—Y—PEBDISAT N TNA X5t B (F
v g EERICEHETESLDICTS RS

REBUVA—VHHHEBTRAI Sy T 7=l B [F0

LN 7O—-F4 I FRONY T T=IT ™ NVZ
(BJF 7% EHIRR]

Horizon Administrator #¥EDH R — b
m Byl arEYE

m EyiaroRsrob

n FROLyTEULY NEED

B AvE—JEEE

BERATRIMY T T=ILIZDWTIE, SRETS > OA—HY -2 HTEEMLAZVEIBRTEET., Z<OBRIEETT
5121&. Horizon PowerCLI a~x > Ry FEERTZHENHY ET.

s Update-UserOwnership
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m  Remove-UserOwnership

. (VE-FRRZ7OMIN]ERE
ENHUET,

FEELLEVTLZEN, ZORER BICTRI by T T—IMERER LK

BRE
F7HIERRTO NN
I—Y—mM7OraNEZERTEDLDICTS

3DLrys—

FT7ar
VMware Blast
WNVE

m 2D, VSGA. 713 vDGA o vSphere Client 2R L TE®RT 5
= NVIDIA GRID vGPU

FHHHICDWTIE, [Horizon 7 ERE] RF2 AV FMESBLTLSEE,

Linux ® B#iftE 7=

Lo —2 TR MY T T=ILDER

Linux RIEE< > O BEEME S NI AO—> TRV My 7 7=V EERTEE T, BEbS /e Ao0—
VTR Ny T TV EERLEIZ. Horizon 7 OF 7O/ BET Linux IREY> 2 UE—K TR My T

LTERATEETY,

ARSI

Horizon Agent 28 Linux Xk OS [ZA Y A b= ENTWSZ LE2HRLET, LinuxXRE<Y > >AD

Horizon Agent 4 > X = )LEBRRL T ZE 0,

n RETCOI/O-VEERTBHEIIC. VO COBELBDZRAT Y T TV—EERLET, Linux 7

RO by T RO O—2%

BT B7DICRIBY L > T T — bEERT 5EZRL TS,

s Winbind vUa—>3 > ##ERLT. Linux{R*3E< > % Active Directory I8N €254, (REX> Y T
»7l—bTWinbind VUa—2a>OBRkeERTT2HENHY ET,

. Winbind VU a—2 a3 2ERTIEE RETS U TRALS VBT 27200 RERITT 2HEDSH

UFEd., >zl ROUT RIS
Horizon Agent ®# 7 3> R

DAY RZEEIMLT, /etc/vmware/viewagent—custom.conf [ZH 5
unOnceScript [(CZDRLZ ) T hD/INSREZIEELET, FMICDWOTIE, Linux

TRIMY T TOER 7 7AINDF T 3V EEESBLTI I,

m  vCenter Server 8 Horizon ##H — /N ICEBMENTWSE Z &R LT,

FlE
1 TR DRI XDIEEREE

vSphere (R#8< > V& R+ 1

BLET,
* > bo TvSphere Web Client To Linux [T h R & <A XEHEDER] %

SRLUTES N, AREFERT 2158, ROBREEZLTELEELTILE,

BE 8

& —45y MriEE<> D OS  Linux

aArvEa—454% R 2EERLET.

RAA Horizon
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BE &
Fv bT—URE BERY bV —OREEEALET.
7Z4< 1 DNS BNET RUREEELEY.

F O TAROSDHRITA RDYR— ~—EDOFMICDNTIE, http://partnerweb.vmware.com/
programs/questOS/guest-os-customization-matrix.pdf 288 L T &1,

2 Horizon Administrator T, [h4#0O%7]-[FRZ by 7 v—)L]-[EBMN] #2RLET.
3 [BEMfkan/fzT ROy T T EBRLT. [N &2V YO LET,

4 FROMYT T=IIHBI DAY —2UHTIZTDNWT [BR] F-EF 7O—FT« 7] onInnz
BIRLT, (RNl &OU v o LET,

5 [vCenter Server] X—=2 T, [ZIMRE<T T ] Z2IRL. @74 vCenter Server #2#RL T, [RN] &0 Uy
JLET.

6 [FROGYT T=INIDIR=T, TROMY T T—=ILIDEAALT, [kN]E0 Uy I LET,
7 [FROMYT T—ILOBE]|R—IT. ROFTL a3V EBELT, [kN] &2 UV o LET,

*Tarv =B
F7AIIERRTO N VMware Blast

I—Y-—M7ARINEBIRTERLOICT [AYAV-¢
%

3Dvrss5— 2D ik vSphere Client, VSGA. E7(3. VDGA ¥R by 7. LU VGPU FR 4 kv Tk
NVIDIA GRID vGPU R L TER L %7,

F TIIORERMAETT, FELTREVEE, TR by INOEGEMNRBLT. 7O IT5—07
Sy RO =UPELBGEEDHY ET,

8 [FOEYaz=Z InHRE] R—IT. IRETY VOREMTH] AT a0 E#R/ELT. (RN £ v o LET,

FFa>y L]
ZRIZFETEE ZRIEZFETANLET,
RIS —> & ER =&z 1L LinuxWM-{n} DL D ITIEEL £ 7.

RDTRO YT T=IDY A XABREA T a v EEETIVENHYET,
B I UDRARE
B ARTD/INT—F REED T 2 D

9 [ARPL—LDRE] R—PT, AMNV—UBBORY S —EBIRLT, kAN Z22U v o LET,

10 [vCenter®BE] R—< T, (BB &2 U v L. vCenter Server DHREEIEFRIZEIRL, (kN £V v oT53
VERHYET,

vCenter Server DR EEZ &AM T D LIETEEHA,

a Tr7L—h
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b RE< D7+ DGR

C RAMEEERISRS

d Vvy—-X7-)

e T—HRLT
1T [EEANL =2 F T2 ar]R=UT, BUNRAN—Y AT a3 EZRLT, (RN £V v I LET.
12 [FZAPDARIRAX] R=DT, LINUXDT RS HRETA XEZERLT, [RN] 22U v I LET,
13 [REANBOHER] R—T T, HHlEERLT. [SOUV4F—ROBRTERICI-—Y—(CERZEZUHTS] &R

14 #T]22V YO LET,

15 FROMY T T=IVIZH BRI IANDERELI—Y —IZMH5TBICE. TRy T T—ILEFIRL T, [EE]
-EEEm A0y o LT - —& T —TEEMLUET,

16 FRO MYy T T=IDFTRTO Linux RE~ > > DRI ARTEEIC/Z D ETHEELET,

Linux D4 >R > b o0—-> 720—F4 0 TRy T T—)b
DYERK

[FRU by 7 T—IL0EMY 4 F— REFERATZE. LNnuXREISVICA VR N 40—y JO—F4 28
FROMY T T— Ve tfRTEET, A VRI N 02 7JO—FT 4 0¥ FRI My T T—ILOERKE.
Horizon 7 BIEERTUE— K~ TR by 7E LT LINUXRIEEY S & EATEET,

AR

vCenter Server TIRIEE~Y > > &#4ER L. LiInuUX ARV —F 4 >0 S RTFLAEZA VA M—=)LTSFIBICDNTHE
BLTHEET, SHMICOVTE, REY S VAERLT, Linux Z24 A =)L T2E25BLTS A,

m  PBISORREEY U 22— 3T Active Directory &3 5FIBICDWTEREL THEET., FHMICDOVTIE
Linux & Active Directory o#t&® TPBISO (PowerBroker Identity Services Open) $2iE] 8B L T</Z&
(AN

m  Horizon 7 Agent for Linux @4 > X b= )LFIBICDONWTEFLTHEET. FHECOVTIE, LinuxRE< >
AM Horizon Agent DA > A b —=)LESRBL TS ZEL),

= VMware vSphere® Web Client /A L T Linux RAEB< S > DN T —A 7REDRF v T2 ay MEERT S
FIBICDOWTERL THEES. [vSphere B—rX & : VMware Host Client] < [VMware Host Client
DRAFTy 73y bORE] 25RBLTIZSI,

m vCenter Server 53 Horizon Connection Server [CIBIMENTWSZ =R L £ T,

Fl&E
1T Ubuntu 18.04/16.04 £7=(% RHEL 7.1 LIgH A > X b =)L E TS Linux fREB< > > (VM) 4B L £ 77,

F CO##EE. Ubuntu 18.04/16.04 £7=(£ RHEL 7.1 LIBD > RF ATOH Y R— SN TNET,

SEBICDWNTIE, RIEEY D U EER LT, Linux 24 VA=) T 5#BBLTEE,
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2 xoaxyRzEEALT Ubuntu 18.04/16.04 m< < (2 Open VMware Tools (OVT) ZF#TA R k—
IWLET,

# apt—-get install open-vm-tools

HMICDOWTE UE—F TRV T FTTOMHD LInux ¥ > OEFEESBL T A,
3 LnUXTARAMIE2—2 a3V ICBBRIEGENNY T —2ETRTA A M=LLET,
FMIC DV TIE, Horizon Agent Ff&FE/ Sy r—2 DA A b= )LEBRBL T ES L,

4 Linux {R#8< < > IC Horizon Agent for Linux 24 > X k=L L E T,

# sudo ./install_viewagent.sh -A yes

SEMICDNVTIE, Linux (REET > A ?d Horizon Agent D+ Y A ~—)LESBL T ZE ),
5 Linux{r#8< < > % Active Directory &ft&LE T,
m PBISORREEVYa—2ara&ERTAICE. ROFIBICRVNET,

a PBISOpen 85.6 LIBg#% https://www.beyondtrust.com/products/powerbroker-
identity-services-open/ 54 00— RLUT, Linux{RETS (A A M=ILLET,

# sudo ./pbis—open-8.5.6.2029.1linux.x86_64.deb.sh

b Linux & Active Directory o#i&d PBISO (PowerBroker Identity Services Open) 2Rifz 2 > a3 >
DIERZEZFER L T Linux RIE< > > % Active Directory EftE& L E T

m  Linux{rR#~ < % Active Directory &#& 9 BBIC. PBISO 2R L WEE(E. /etc/vmware/
viewagent-custom.conf 7 7 4 JLAD O0fflineJoinDomain 7 3% none IZEREL TS,
FTavERELEVNE A VRN VA=V DT7A—T 420 TR MY T T—=I)LOERIZKREKL
E g

6 DHCP =D DNSH—NIZT7a—RF+ X FLARWNEEICE. Linux X RFADDNS —NEiEELE T,

FLWA R oO0—VREI I VEERTSE. HFILWMRERY D —0 7Ty PEBMENET.,
VRN oO—RERVICHLWRY N =0 T T EEMT R E REYS Y T —FAD
DNSH—NimEDRY bT—0 THTEDTRNTOFREMRDONET . PBIS [CIEHERE DNS 4 — N E
T. /etc/hosts TFQDN v EJIERATELERA. 70— ERESNARET S VICHLWERY KT —
O T TEEBMULIEEEIZDNS U —NFEDEDONAZNLD(CTBIC(E, Linux > ZFATDNS H—/n\%
BETHIHENHYET, =& %(E Ubuntu 16.04 > X5 ATIE., /etc/resolvconf/resolv.conf.d/
head 7 7 A JLIZRDITEEBML T, DNSH—NEEELET,

nameserver 10.10.10.10
search mydomain.org
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10

11
12

13

14

(T2 a3 )TREZ—D LiINuxVDI A > R& >k o0—> T —2 22 D Jetc/fstab 77 A ILICNFS <
v hEEBMTBEEE. ROWTNHAOFEEFERLET,

B RDEDIZ. Jetc/fstab IC [soft] 7S5 /%&EMLET,

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192, timeo=14,soft, intr, tcp

m /etc/fstab T [soft] 75 /& ERALAWNEE(E. Linux (RET S DI RY 4 A—T T, /etc/Fstab
ERETEERA, /etc/fstab 77 A NEEET H/NT—F7 X0 U T &KL T, Horizon
Administrator TA YR >~ 0—2 TRV T T=ILDT AN ARIIA X RA 2 TID/INT —
7 ROVTEIRBELET,

Linux fRfE<x > > &> v v 4o > L. VMware vSphere® Web Client {8 L CT/X7 —# Z4REED Linux &
YL DRFyToay baElL, RRY— A A—2EERLET,

SEMIC DLV TIE, [vSphere B—HR X MEHE : VMware Host Client] © 'VMware Host Client 2+ v 72 3
v hDOEF] ZBRLTZE,

Horizon Administrator ©. [A# 041> [FR& by 7 E—)V] > [BN] DIEICERLET,
FROMY T T EEELET,

a [ZATIRA2T, [BEMTRIMY T TV EZBIRLT, [N ZEV Vv I LET,

b [A—-H¥-DRVHETIRAVT, [7A-TFT 1 VI EZBRLES. [RN]£E0U v I LET,
¢ VvCenterServer RA > T[4 Ry~ sO—V] &BIRLET,

[FRO by T T=IDIRA>TFRO by T =)L IDEAAL, [RN] 22U v I LET,

[(FROMY T T—ILDHRE] A VT, T74INEDREEZIFAN, HTML Access #BMICLET. [RAN]
oy o LET,

[7OEY 3= JORE] RAVTRD RETS OREMTIF] AT a3 ER/EL. (kN Z20UvoLE
ER

m (O3 UEFEMCTR L [IS5—ckY 7O g vEEl] 2B IRLET,

B [BEIFING—V]FFERNRY IR ITRTDTRAY by TiIREY L & THorizon 7 37U 74wy
RELTERT RN - EFNICEHES—BOEEEIETLET, & Z2I1E LinuxWM-{n} &EFL X
ER

B [RUVDBRE]TERNRYIRIC, ToIADTL OEHEERELET,

B [ARTD UNT—=FRED) VD] TF A Ry RIS, A=Y =D SFBATEERIREEZRDT R
by MRET O EIREELET,

m [YUUVDBRAH] ICIEELEHORETS & Horizon 7 7O 3= 5935512, (@72 %S
BlcyOoEY 3= | #RIRLET,

AL —LOFEE] RA TR RL—UEBARY & — (2 [VMware Virtual SAN £{ER$ 2] 22IRL T, [k
NE )y LET,
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15 [vCenter Server % E] X4 > T. & vCenterServer HED BB 240V v o L CEYGEEERL. [RAN]
#0)w o LET,

16 [FRNDHRITAX] A>T, RAALDOFE. Active Directory a> 77, RET I Do O—1ERE
[CRTTEIVEBDDENARIALA RV) T EEELET, RN]E20 UV I LET,

ZZ: (ClonePrep XU —F 7 £/ 2RAEZR RV U T NEFERT 25413, X2 U 7 M /var/userScript
THINFITHY, root A—HF—ICL>TAHBEIN., 77 AJLERD 700 ICEESNTNS I LEHERLET,

17 [REABOHER] RA 2T, [COV4 Y- RFOBTRICDA-Y—([CEREEUHTD] £2]RL T, FHEER
LET.
18 #T]E2VV YO LET,

Horizon Administrator T, [h& O] > [FRI by T T7—IL] DIEICEIRT 5 &, T—ILICEBMEN TS EBY
TR MY TIRETS VERRTEET,

T—ILOERE. TonBEELTWSEE(C vCenterServer 4 YR R UMBIYRY — A A= EBIBRLEY.
HUBRW=Y LARWTLSZE0, vCenter Server DA ARV RUMBRRY — A A= DIRIET S VA58 > THW
BRWTLEBEIE. BWOTEML, BEDAA—CEFRAL Ty a A A—CERTTIHENHYET,

RDORTy T

T=WICT O RS BdDEREI—Y— (5L ET, [Horizon 7 TORET R by 7Dy b7 v 7] O
[TRO ST T=IADEKRDEN] 2ZRBLTLEEL,

70—A PowerCLIa< > R

Y — /N0 Windows TR by T TS £ £ EE S XU &2F£1793 % Horizon PowerCLI cmdlets (2. Linux
FRONY T TERTEET,

FE}TRI YT T=ILDERR

Add-ManualPool -DefaultProtocol Blast —AllowProtocolOverride $false -threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

Linux ¥R by 7DIBE. kDA T a3 v EEFWBETT.
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu, VGPU 7R & kv 7DiFE(L —threedRender vgpu ZEA L E3. 2D/VSGA/
VDGA 7R + v 7DiHE(F —threedRender useve #FERAL XTI,
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[£51]

B RET > (VM) LinuxVM-01 <. LinuxDesktop WS ZD 70 —F 4 > D Linux TR~y 7 7= )L &k
BLET,

Add-ManualPool -DefaultProtocol Blast —-AllowProtocolOverride $false —-threedRender usevc -Pool_id
LinuxDesktop -Id (Get-DesktopVM —Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

B LiNnUXVM- EWDRBT S VZTIHRES TR TOREY S > %#FD LinuxDesktop &£ W\ 5 ZDEA Linux
VGPU 7RI by 7 T— IV & E LE T,

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol
Blast -AllowProtocolOverride $false -Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

m RO RHELO6X64 RAE<Y > T7O—F 4 > Linux 7R & kv 7 7—)L LinuxDesktop Z¥Em L £7 .

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-
ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false -Persistence NonPersistent —
threedRender usevc -Pool_id LinuxDesktop

EEE/A—OBtEENETRI MY T TV EER

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
-NamePrefix <VM Name Prefix>" °
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—-ResourcePoolPath <Resource Pool Path> °
—-dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

Linux 7R by 7DiFE. ROF T 3> L{EFHETT.,
m DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu VGPU X & kv 7 MiFE(E -threedRender vgpu Z{FERL £, 2D/VSGA 7
R kv TDIEE(T —threedRender usevc Z#FRALE T,

[431]

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id

—NamePrefix "FullClone-{n:fixed=3}" "

—Persistence NonPersistent -deletePolicy DeleteOnUse °

-VmFolderPath "/LinuxVDI/vm/FullClone" °

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" °
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—templatePath "/LinuxVDI/vm/LinuxTemplate" °

—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore" °
—customizationSpecName "linux-spec" °

—maximumCount 100

TR by T T=IVOEREBINEZIZHIBR
s LinuxDesktop (2. K44 > mydomainorg ® R AL > A—H— F)—F IR E5LET.

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

m  LinuxDesktop 75, mydomainorg BAA YD RAAL Y I—H— F)L—TOEREHIRL T ZZ ),

Remove-PoolEntitlement -Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain
"mydomain.org").sid

EAFRY by T T NDRET S VS, ELRRETS Y HSI-F—£EHY
LTHHHIBRLET

n FERATRIMY T T=IVICHB. LinuxWM-01 (R#E< I myuser 1—H—2E UL TET,

Update-UserOwnership -Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id -Sid (Get-User -
Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid

B BERTRINYT T=VICHB. LinuxXYM-01 (kBT > > » 5 myuser 11— —%HIBRLET.

Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id

TRV My TEEEQTF T
B myuserDF R by Ty arhoAITURLET,

Get-RemoteSession -Username "mydomain.org\myuser" | Send-SessionLogoff

Z780—A PowerCLI a~ > KLy FOEAICDVTIL, [Horizon 7 o#&) @ [Horizon PowerCLI @ R 2%
BLTES,
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FPFTRIMYT T=ILDHD
Horizon 7 ®—3F7 704

Horizon Administrator TlZ. Linux Tl&7z< Windows TR by 7 2> D7 — )L EBEIMICERR T £,
=720, Linux 7RI by 7RV DT—=IVOT 7O B8{LT R0 T NERARTEET,

BESNTND YTV RO UTME BIROBEBHELTOVEY., - -—DBY LTIV R0 UTMEFERT S
EECRET DR H HHEICDNT, VMware I—UEEZAVE A,

ZOEICE. ROMEYINEENTNET,

n LinuXTRI by 7O—ET704 DHE

m LINUXTRI by TO—$ET v 77— ROBE

. LnXTRIby TR0 o0-2EERT BOIRBY Y T 70— MEEKT %

n LinxTRI by TERRETZY > 7IL PowerCLI ROV T RDADT7 7411

n Linux{RBv>>0oO0—r &R 29TV ROV TH

m 00— UERLRIEY S > & Active Directory RAA VIZ8MEE2H > TIL R U7~

m SSHZEERLT/O-ERLAERET S % Active Directory RAL (ZBMEEEZY > TIL Ao Tk
o LINUXRET D VICEBRZ 7AWV ET Yy TO— R B2 0TIV X5 U Tk

. SSHZEGEALTLNUXREY S VICEBR T 7MIVET vy 7A—RT BTV R0 U T K

m LinuxTRI by7 < »rTHorizonAgent 27 v 75 L —R92%45 7)1 PowerCLI &1 7 k
m SSH#ERLTLInux{RIE< > T Horizon Agent 27 v 75 L—RE2H 0TIV o0 T~

Linux R~ > > TRIEERTI BTV R0 Tk

Linux 7R by 7O—iEFT7 704 D=

Linux lRFENT RO by 7—ET 7041215, WS DDODOFIENHYET., SHOTRAI Ny TETF7O/4TBFE
WHb5E. PowerCLl X4 7 &2 FERLTOW DHODFIEE BELTEET,

—EBD#VETIE. Linux v > ETPowerCLI £721Z SSH ICL>Tav Yy RERTIDIEEBIRTEE T, RO
RTIE 2DOFEDENCDWNTEHBELET,
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PowerCLI SSH

EBIDY —=ILDA VR ~—=)VITARE, m  Ubuntu 5413, a7 > K sudo apt-get install openssh-server Z{&f

LTSSHY—NEA VR b—=ILT20ENH S, RHEL & CentOS miH& (.
openssh-server 857 # )Lk TA VA M=)LENTNDH, T7 AT U+ —ILERE
TSShSHFASNTNBZ LR IVLELH S,

m SSHOSAT7UhT7TUT—3 2D pscp.exe & plink.exe #4H>>O0—R
L. PowerCLI R U7~ ERUT7 AV ICEREBET 2HEND S,

Z7ANDT vy TO—RETT Y RETILEL. Z7AINDT v TO—RETT Y REITIEREL,

ESXi R R D ERBERIEREANT DLEND D, ESXi R R hDEBRERFIFREANT HHLERIRN,

EBE/NRT— K (R U T bERTLT Horizon ERE/NRT— R (R YT bERTLTHorizon Agent &4 > X h—JLT B158) ®©
Agent &4 >R h—)LF B1B4) ® Active Directory  Active Directory 2—4—D/XR T — R (R U T ERTLTRAA VICBNT B158)
A—HF—DNRT—K (RVUTFERFTLTREASY AORKRILFENEBTES,

ICBINT 5158) ADRHRXFELRETE/ZN,

F: PowerCLIRN—XDRI U T REIUNSSHAR—RDZA 7Y 7~ vCenter Server E#E & Linux EIEE D/
20— RADOEREENBTEET, PowerCLIR—XDRX 2 Y 7 ~F ESXi KRR REBED/NR T — RADEE
NFEHMEBTEET, CNSONTIHDIBEHIRT —TXFEIIARETT,

vSphere PowerCLI @RI D W TIL. https://www.vmware.com/support/developer/PowerCLI 288 L T<
20,

Linux 7R by 7 7= ILlO—4ET 704 7O RXA Tl ROFIEEZRTLET,

1

RE~X Y T 7 —hEERL, REET S T Horizon Agent 4 > X b—=)LLET,

Linux 7RO by 7 o >0o0—2 &6l T 27DICREBY Y T 70— b T 528RL TS
(AN

AN DRI A ADEREVERLET,

vSphere (R#8< < V&R R+ 1 4> D [vSphere Web Client T? Linux R h R & <A XEFDER] %
ZRLTLES, AREERT 256, ROBREELTELEELTILSL,

BE &

=4y MrEETS >0 OS  Linux

aArvEa—44 R~ v 2EFERALET,

RAA Horizon 7 |REBD R AL > EIEELE T,
FyhD—URBRE FHEXRY M- UREEFERLET,
754< 1 DNS M7 RUREEELET,

E OTAROSDHRYTARDYR— F—BEOFMICDNVTIE, hitp://partnerweb.vmware.com/
programs/guestOS/guest-os-customization-matrix.pdf 288 L T & 1),

B >OIO—2 &R LET,
LinuxRIEE< > >0 o0— &kl d 289> 7 A0 U T hESBL TSI,
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4 winbind VU a1—> 3 EERLTVWRBAEIL. 20— RS N/zRIE<T > > % Active Directory (AD) K #
AVICBMEEET., TOBIRIUTRTRASSMOT Y RERTLEY, 77— MRIEEY S O THER
/= /etc/vmware/viewagent-custom.conf W TH 7 3> RunOnceScript #FHTEE T,

A=K L7=RIE< > > % Active Directory RAL (CBEME G2 7V AU 7 ~EFlE SSH %1{E
BLToO— R L7=RIE< > > % Active Directory RAA VICBMEEEH TV RO U T ESRBLT
STEELN,

5 RESTUOBERATL a3 EEHLET,

Linux IREE< > VIR 7 7AWV ET7 v 7A—RT BT XU T hEIZSSH 2FERL T Linux R~
U 7ANET Yy TO—-RTEHEH LTIV RO U T R ESBLTEEN,

6 TRIUNYT T=ILEEBRLET.
Linux lRFET R by T T—ILOERESBL TS0,

RIS VDINT—F >, vy hFD . Bicd £EE3HIRREDREERTTDH TV AU T RZDNT
(2. LinuxiRIEBE~ > > Cigee 217350 IV A0 ) T hESBLTLESN, TORIZUTNEFERLT,
vCenter Server ®SRBE< L VEHIBRTEET,

Linux 7 A2 by 7O—4E7 v 7L — ROEE

LinuUX lRFE#FNT RO by TO—8ET7 v T L —RICIZ. WSDDOOFIENHY £33, PowerCLI X&) 7 hD{ERIC
KFUFIEBOWN DhEBEFLTEET,

FEBWRT AV MY TO—ET7 v T L —K

FEBMRIRIET S V&, EBMRELNGFERMRRET L OA—FET v TIL—-RTBICE 2 TIVDT7v T
JUL—R RO U T rEFERLTHLW Horizon Agent ZBEEDRE< S IC7y 7O—RL,. 7y 7oL —R Ov
Y RERTTDLENDYET.

n FEBMURFETIVERTFTDE BHFEOTRI My T TV EBERTEET,

n FEEWURFRETS UHLSEEBWURIRETS ATy T — R 215613 BEDOT RO by 7 7—ILZHIkR
L. ILWTF RO by T T—)LVEERT Z2VHENHY ET., SFHMICDONTE, Linux RiE< S > To Horizon
Agent D7 v 7L —RESBLTIZE,

BEBWRTRAI MY TO—ET7v T —R
BEHRRIET L L E—HET v T L — RT3I01E. ROFEDNTNNERRLET.
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Hik B L]

T 7= MRIET VT, HL Horizon Agent 2 B 2—%—F—45LT7A7 74D NFS =D& S mHEF Y —NITEHNZ R
AVAN=ITEINT v TIL—RLT. Ry T3 U, BEOREB< S UDBHIBRESNSZSH, I—H—TFT—5&T7O7 7MDKk DbNE
v b EERR LTS ZE ), ED

B RIEEY L O3cEE. View Administrator DIREY S > DIKEEN R DM S 7L\
ABBHYVET, ThEEETIICETO-h— Y—EREBRHTILENHY E
ER

B Uy on-—CEFERTSE CORFEIRREYS VTOT—SDEREZRBTE
9.

TyTOU—ROY TN RO TREFRLT #HL B A-—Y—F—5ETOT77MDBRESNET,

L Horizon Agent ZBFDRET L VICT vy 7A—F  w o s son— EERTIE. COFEEREET S S TOT— S DEEEBEET,
EFN, Ty TOL—R ATy RERFLTEE N,

Linux TR by 70— 2ERT5-0ICRE<YS >
FoT—bEERT S

RETL DO O—EERTBHAIIC. VA—OREELADRAT Y T TV— e ER T 2LEDBHYET.

AR SR

. FTUOASTHREBYR-bTBLNUX TR by TOBHEHRZLTND I LEHRBLES. Horizon 7 for
Linux D> A7 AZHEZSRL TS,

m  vCenter Server TIRE~Y > V&R L. A0S EA VA= TDHFIBEIZDVWTERLTHZET,
Horizon 7 TOREFT RO by 7Dy 7 v 7 REa A2 bD [RETL COERSLVEE] 25BLTL
=0,

m (REYS O TERTIEZSI—(CHELETT AEY (VRAM) OEZE#EL TH=%9., Horizon 7 for Linux
DY ATLAEHEZSBLTIZE,

m  Active Directory #EEDFIBICDWTERL THEET, 3 E Linux 7R kv 70 Active Directory #& 0
Ty b7 v TESBLTIEE,

s Linux T Horizon Agent 4 > XA b=/l 5 FIFZ L<EFEL TEWNTSZE 0, 5 E Horizon Agent oA
YAR—IIVESTRLTESL,

s VERISHE. Horizon 7 Bl 7 7AWV EERALTH T a v BRI 52FIBICOVTEBLTEEET, 0 &
LiNUX 7R by 7O A 72 a3 v ESBLT LI,

IS5 749 ORERY NTvTTDFENDDIEEE. TOFIEICDWTERLTEEET, 4Z Linux TR
by TDIZ T4y ADEY R Ty TESBLTSEZN,

FIE
1 vSphere Web Client £7z(% vSphere Client T#H L \MrRAET > &R LE T
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2 NRILBERA T a EEBRLET,
a RETVEHEIUVIL, [BREDREIEZIUy I LET,
b vCPU m# & vMemory Ot 4 XEBELE T,

BEONDLNUX T4 AU E2—23>DA R M—)b A BICEEHE SN TS vCPU & vMemory 54
ADHAA RTA V> TSEEL,

=&z (3, Ubuntu 18.04 Tit. 2048 MB @ vMemory & 2 50D vCPU #8725 2 EMEESN TN E
ER

C [EFH h—R]ZBIRLT. TARTLADHEEETH AEY (VRAM) DETZEIEELET.

VMware ® RS A N&fERL. 2D % VSGA Z2ER T 2RE< > (DWW TIE. vSphere Web Client ©
VRAM 4 1 X#FZRELET. VRAM OH 1 X(d. NVIDIA D RS 4 N#&={FERT S vDGA % NVIDIA GRID
VGPU w2V ITIIRELEE A,

Horizon 7 for LINUX DY RF ABHICHZHA RSA V> TLEE N, EFF AEUHEY —ILIIE
BLULEWTSEZE0,

3 R ENT—F2LT LnuxTaRAUE2a—>3>E2A R M—ILLET,

4 f=&ZIE ViewUser 72 & root #RDH 51 —F — &R LE T, D1 —H¥—Id Horizon Agent 1 > X
F—IWET A VR N=IVICDIMERSNET,

5 Jetc/sudoers ZiREL T. 1T ViewUser ALL=(ALL) NOPASSWD:ALL ZEML X7,

/etc/sudoers O ZD{TTIE. ViewUser £ LT sudo #ETT 50/ RT—REVEHYEHA, 2D
FETHEALTWALS YTV RO U T hERITLT Horizon Agent 24 VY X =L 51846, AHh&ELT
ViewUser 1 8E€ L £ 7.

6 LinuxTsRAMUE2—> 3> RHEL CentOS. %7=1% NeoKylin T# 5154, /etc/sudoers Z#iR&EL
T, ROTZEZAA N TOMLET,

Defaults requiretty
Defaults !visiblepw

7 LnuxF4AbUEa2—23>nRHEL7, CentOS 7, SLED 12, E£7=(2 SLES 12 T3/ 154, VMware Tools
7&’( yz I\_}l/l/i—g—o

RHEL 7. CentOS 7. SLED 12, &&U'SLES 12 121E. 77+ )L b T >Open VM Tools 234 » X k=)L EanT
WET,
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8

10
11
12

13
14

KENT—DEA A M—)ILLTHRELET,

a LinuxF4ZXbUEa2—>3arMRHEL7, CentOS 7. &7=1% SLES 12 w54, deployPkg 7541 > %
AAM=ILLET,

BEFIEICDWTIL, http//kb.vmware.com/kb/2075048 #88BL TS &0,

b LinuxF+sRXrUEa—>armUbuntu DBs, ROFLy SR—RDEEEZSBL T, RETIVITA
VAM=IVLUTCEETDHDERE/ NN —EEZIL TS ESL,

. Ubuntu 18.04 5L 16.04 miBA&IE. FL v P R—RMEE https://kb.vmware.com/s/article/
2051469 & L https://kb.vmware.com/s/article/59687 #8B L T2 L),
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sudo ./install_viewagent.sh -A yes
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ROEE. ANTZ7AIWICEENDAIEEDPHDBEHERL TVEXT.

VMName, Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE

YT RIUTRTIE ANT 74 I0D&RFID CloneVMs.csv THY., CDT7AIBRZUTRERL T #I)b
FICHHIEBENTNDILEZRHRELTNET,

Linux k¥ 8< > >no0—> #3557V A0 Tk

KDY T RO T RENRIRA XL TERL, FEOHOKREYL Y (VM) Doso— &R TEET,

BR=EFTICRIVTFORBRTZEZIE-LCRBYUMIFAICIE. ZOMEY D HIMLERZER L £9. HTML fk
[ https://docs.vmware.com/jp/VMware-Horizon-7/index.html 128 % Horizon 7 @ RF 2 A2 b=
S5AFTEET,

AOVTEAS

ZDORZ YT ME Linux TR by 7EREET 29> 7L PowerCLI 22U 7 RODANT7 74V THEAL TS L
SICTDDAN T 7 AN EHHFBUET, £/ CORIUT ML ROBEREA IS T 4 TICHERLET,

m  vCenterServer® IP 7 KL X

m  vCenterServer EBEDO VA V4

m  vCenter Server EEBED/XX T — R

m J0O0-2DFA47, Vo vO0—rFEERE2/O0-VIHVET

s VSphere (REEX > > VY —I)LEEHICTENED D

AoUThoar Ty

<#
Create Clones from a Master VM

The Tool supports creation of Full clone and linked clone from Master VM.

The parent VM is required for the linked-clone to work and the parent VMs file cannot be renamed or
moved.

#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
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$input = Read-Host -AsSecureString
$input =

[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))

}

else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists ()

{

}

Param($VMExists)

Write-Host "Checking if the VM $VMExists already Exists"

[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC

$listvm = Get-vm
foreach ($1lvm in $1listvm)

{
if($§VMExists -eq $1lvm.Name )
{
$Exists = $true
}
}

return $Exists

function Disable_VM_Console()

{

Param($VMToDisableConsole)

$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec

$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"

$vmConfigSpec.extraconfig += $extra

$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{

Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"

Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false

Main Script

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

VMware, Inc.

131



Horizon 7 for Linux ¥X & by 70ty b7 v 7

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —-prompt 'Clone Type ("linked" or "full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -
IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only linked or full clone
if (($CloneType.length >0) -and ($CloneType -ne "linked" -or $CloneType -ne "full"))
{
write-host -ForeGroundColor Red "Clone type supports only 'linked' or 'full' (case sensitive)"
exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{
write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"
exit

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file

$csvData = Import-CSV $csvFile

#$csvData = Import-CSV $csvFile -

header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($1line in $csvData)

{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec
$targetDSName = $line.Datastore
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[VMw

$des

}

Disc
exit

$destHost = $line.Host

$srcSnapshot = $1line.FromSnapshot
$deleteExisting = $line.DeletelfPresent
if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop
$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec
$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec
if ($CloneType -eq "linked")
{

$cloneSpec.Location.DiskMoveType =
are.VIM.VirtualMachineRelocateDiskMoveOptions]::createNewChildDiskBacking
}
Write-Host "Using Datastore $targetDSName"
$newDS = Get-Datastore $targetDSName | Get-View
$CloneSpec.Location.Datastore = $newDS.summary.Datastore
Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —Name $srcSnapshot) -confirm:$false
$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot
$cloneSpec.Location.Host = (get-vmhost —Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name
tHost)) .Extensiondata.MoRef
# Start the Clone task using the above parameters
$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)
# Get the task object
$task = Get-Task | where { $_.id -eq $task }
#Wait for the taks to Complete
Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm

onnect-VIServer $vcAddress -Confirm:$false
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AU VT bDETT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\CloneVMs.psl

Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥k**

Clone Type<"linked" or "Full"> : linked

Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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ARoUTvDa Ty

<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input
}
# Handle input

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput —-prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —-prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'
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# Main Script

#Connect to vCenter
#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword

if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser

$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

RO UT FOERFT
CDRUVVTREEFTTEE KDODAVvE—UBRRENET,

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

*k F¥k

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: #*¥¥#iikx

VMware, Inc.
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Type the AD user name to join the AD: viewadmin
Please type the AD user password.
Please note that special character in password may not work with the script.

¢¢¢¢¢¢¢

Your AD user password: *¥%¥FE
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES
#>

# Functions
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function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'

}

else

{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH
{
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Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]: :ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script

#Connect to vCenter
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$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
{
Write-Host 'Exit since failed to login vCenter'
exit
}
else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit

RO T FOERT
CDRUVVTNEEFTTEE KDOA Vv E—UNRRENET,

PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥%%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥¥¥#iix

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be \$
Your AD user password: ¥k
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Linux REB > VICEBRZ 7AWV ET7y7A—RTB35 TV X1
7k

BOY TN ROV TNEehRI<TAXLUTERAL. 87 7 1)L config & viewagent—custom. conf ##E#
O Linux k<> > (VM) IZ7 v 70— RTEET,

BR—PEFICRIUT OB ZEIE-LTRHUMTZICE. ZOREY D HTMLIRZFERLET. HTML b
[ https://www.vmware.com/support/pubs/view_pubs.html [2# % Horizon 7 D RF a2 A2 kDOR=2h5
AFTEET,

ROVUTNAR

ZORZY TR Linux TR by TEERET 29> 7L PowerCLI 22U 7 FODAHT7 74V THEAL TS KL
SCTDOANT 7 AN EFFBUVET, £/oe CORTYTRE ROEREA IS 0T 4 TICHEBLET,

vCenter Server ® IP 7 R L X

m vCenter Server EEBEDO I A V4

s vCenter Server EBED/XXT— K

n ESXIiRRNEBEOOIA V%

. ESXIiRRMEEBED/NRT—R

. Linux{RE~>>0a1—¥—-—R0s1 %

s Linux{rE<> 01— — /XRT—R

AOUThoar Ty

<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host
}

[Console]::ResetColor()
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return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))
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{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

n
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)
{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)
{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
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3
3

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VT bDETT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥%%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥#iix

SSH Z2ER L T Linux IRE< >V ICHEBRZ 74V ET7y 70— RT3
BTN RHUT
ROY TN ROV TNEhRI<TAXLTERAL. 87 7 1)L config & viewagent—custom. conf ##E#

o LinuxfRE~x> > VM) IC7y 7A—RT&EET, ORI YU TSMTIESSH Z2ERAL T, Linux R~ > > Cca~
VRERFTLET,

BR—=PHFTICRIV T MORBREIE-LTHYATRICE. ZOMEY IO HTMLRZEERL £, HTML kk
(F https://www.vmware.com/support/pubs/view_pubs.html 28 % Horizon 7 D RFa A2 hDR=TH5
AFTEET,

ARUVUTRNAR

ZORZY T NI Linux TR by TERETE9 7L PowerCLI 22U 7 DA T7 74V THEL TS L
SICTDODANT 7 AINEFFRUVET, £/2e SORTYTME. ROEREA IS 0T 4 TICHEDRLET,

vCenter Server ® IP 7 RV R

.
m  vCenter Server EBEDO S A V%
m  vCenter Server EEED/XRA T — R
m Linux{REE~Y>>0a1-H¥—-0J4 %
s Linux{R¥E<>>D1—H%— /XXT—RK
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<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit
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function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"
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#check if config file exists
if(Test-Path $config_File)

{

$setConfig = $true

write-host -ForeGroundColor Yellow
}
else
{

write-host -ForeGroundColor Yellow
}

if(Test-Path $customConf_File)
{
$setCustomConf = $true
write-host -ForeGroundColor Yellow

}

else

{

write-host -ForeGroundColor Yellow

'"config" file found'

'"config" file not found, skip it'

'"viewagent-custom.conf" file found'

'"viewagent-custom.conf" file not found, skip it'

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{

write-host -ForeGroundColor Red 'Both file not found, exit'

exit

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file

$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
"
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
#Try to delete the configuration file from home folder on destination WM
$cmd = "rm -rf config viewagent-custom.conf"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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if ($setConfig)

{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

}

if ($setCustomConf)

{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user
'$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VT bDEFT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fededdedehk

Your vCenter admin user password:

Your VM guest OS user name: ViewUser
Your VM guest OS user password: ¥*¥¥#iix

Linux ¥ X& by 7 <> > THorizon Agent #7 v 74 L— K33
H > 7))L PowerCLI R U 7 +

ROY TN ROV T EehRFTAXLTERL. #HO Linux ki< > > (VM) T Horizon Agent &7 v 74
L—RT&EET,

ZDRY YT ETIE Horizon Agent 4 > X b —JLHEIIC, BRIEX S VICA VA M=FD tar R—)L&T7 v 70—
FLET. 7v7O0-R 2RI(E Z<ORETIUBEEN. Xy T —IDRE— RPBWNSEE4FITEBLH
MAEZEDHYET, BREIZENT S(CE. SSHEZFERTEHIRIVTRNERTT B A VA M—FDtarR—JL%&
HHBAICHREL THRET LV TERTEDLDICLT, 77407y TO—RERB[CT DI EMNTEET.
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BR=PHEFTICRIU T ORBFEIE-LTRHYMTZICE. ZOREY 2D HTMLREFERLET. HTML bk
[ https://docs.vmware.com/jp/VMware-Horizon-7/index.html 128 % Horizon 7 ® RF a2 A2 b=
SAFTEET,

ARUVUTNAR

ZORLZYTME. Linux TR by TERET S5 7L PowerCLI 22U 7 rODAHT7 74V THEAL TS &L
ST DOANT 7AINEGEHFBRUET, £/2. CORTY T ML ROEREA IS 0T 4 TICHEBELET,

Horizon Agent EULA (> R1—H —{ERAHFAEIENE) DFE
vCenter Server @ IP 7 KL X

vCenter Server EBEDO I A V4

vCenter Server EXED/XX T — R

ESXiRR hEBEDOO I A V%

ESXi R R MEBED/KRT — R

Linux #ZX + OS pa—¥—0Os4 %

Linux #Z + OS @a1—H— /K27 —R

Horizon Agent tar R—JLMD /XX

ERHRORET L ATy TIL—R

AR—bA—R UFTA LT MEEEA VR =)L

AoUThoar Ty

<#
Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]
TR($input))
}
else
{

$input = Read-Host
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[Console]: :ResetColor()
return $input

Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists
if (! (Test-Path $csvFile))
{
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write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWithFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower(Q);
return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm -rf VMware-*-1linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user 'S$guestUser’

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller
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#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";
$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M
$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown —-r +1&"

Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status”;

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit
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AU VT bDETT
CORLUTNERTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fdedkdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: HorizonUser
Your VM guest OS user password: *¥¥#iix

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
1inux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature ("yes"™ or "no"): no

SSH R L T Linux fR#8< > > T Horizon Agent &7 v 75 L —
REBHTIVROUT

ROY TN RO)ThEhRIIAXLTERL. BHO Linux k38 < > > (VM) T Horizon Agent &7 v 74
L—RT&ET, CORZUTFTIESSHZERLT. LinuxRIEE<Y > > Tav >y RERTLET.

BR—=PHEFTICRIV T FORBEIE-LTRHYMTZICE. ZOREY 2D HTMLREFERLET. HTML bk
[ https://www.vmware.com/support/pubs/view_pubshtml [Z# % Horizon 7 ® RF 2 A > bDOR=Th5
AFTEET,

RARUVUTRNAR

ZORLZYUTME Linux TR by TERET S5 7L PowerCLI 22U 7 RODAHT7 74V THIEAL TS L
ST DOANT 7AINEGFHFBRUET, £/-. CORTY T ML ROEREA IS 0T 4 TICHBELET,

s Horizon Agent EULA (> b 2 —Y —(ERAHFHZNE) DFEH
m  vCenterServer® IP 7 KL X

m  vCenter Server EBEDO VA V4

m  vCenter Server EBED/NRAT — R

n ESXiRRNEBEOOIAUE

n ESXiRRANERBED/NRT—R

B Linux#ZX+0SDa—-¥—n0s4 0%

s Linux#RS0SO1—H— /XXJ—R
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s Horizon Agent @ tar R—JLMD/YR
n BEMNRORETS ATy TIL—R

m AX—hA—RUFALL T EEEA VX =)L
AoV T bhDarrFry
<#

Upload the Linux Agent installer tar ball and re-install
#>

#
#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]: :ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'

exit
}
}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
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write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else

{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
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$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —-prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

Main
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#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName

write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum
$cmd = "mdS5sum VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))

{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzf VMware-*-linux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo setenforce 0";

Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard

-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after

upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

RO UT FOERFT
CDRUVVTEEFTTEE KDOA Vv E—UBRRENET,

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

no"): yes

Your vCenter admin user password: #¥¥#¥%¥*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥i#iikx

Type the Horizon Agent tar ball path. Please take care of the installer arch:

1inux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent—

Upgrade to managed VM ("yes" or "no"): yes

Install the Smartcard redirection feature (""yes" or "no"): no

Linux REE< > > TIRIEERTT BT TIVAOUT b

RODY > TIN A0 T REAREITA AL TERL, #50 Linux RE< > (VM) TIEEEETTEET, BIEIC
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DR T RICEL> T, vCenter Server WS RAET S o EHIBRTEE T, View hSIFHIBRTEEH A,
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. (RETS CTOREROFEER REBAD

AOYThoar Ty

<#

.DESCRIPTION

The Tool supports:
Power off VMs

Power on VMs
Shutdown VMs

Restart VMs

Restart VM guest

. Delete VWMs from Disk
.NOTES
#>

S v A W N R

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + "
Write-Host $prompt —-NoNewLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

VMware, Inc. 159


https://www.vmware.com/support/pubs/view_pubs.html

Horizon 7 for Linux ¥X & by 70ty b7 v 7

[Console]: :ResetColor()
return $input

function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState -eq "PoweredOn" } | Stop-VM -confirm:$false
Get-VM $VMToDelete | Remove-VM -DeleteFromDisk -confirm:$false

}

# Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —-prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —-prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yellow"
switch ($action)
{
1
{
"Your selection is 1). Power On"
}
2
{
"Your selection is 2). Power Off"
}
3
{
"Your selection is 3) Shutdown"
}
4
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{
"Your selection is 4). Restart VM"
}
5
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress —-ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
3
2
{
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
{
Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4

Get-VM $VMName | Restart-VM —Confirm:$false
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Get-VM $VMName | Restart-VMGuest -Confirm:$false
3

if (IsVMExists ($VMName))

{
Delete_VM ($VMName)

}
default{}

}
Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

AU VT bDETT
CORLUTNERFTTHE, ROA v E—IBRRENET,

PowerCLI C:\scripts> .\VMOperations.psl
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Fdedkddehk

Your vCenter admin user password:

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest
6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM
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LY,
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