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LTUT—>availiBUEd,

FE AZN\-PIEIVAR-FI=VEERL, LTUT—23 0 E-RFELTNT TU Y REBIRT %
BA. FRAITBETILFFr A 7 RELZA BERONSX Manager ETEID Y TENZMOEDTILFF v A
F 7 RLAEEBEELLENELDICTEUENHDET,

5 FIURAR-FY-VICBINTZY AT EBRLET,
Transport-Zone (3. CO S5V AR—F U—UpER SNz NSXManager [CO—-A)LEFS YV AR—F Y=

<Y,
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Universal-Transport-Zone 1%, Cross-vCenter NSX BIRA M 3N TO NSX Manager TERATE5, 12)(—1
W ESVRAR-F =TT,

Name 14 Desaiption Control Plane Mode Logical Switches
== Transport-Zone Unicast 1

% Universal-Transport-Zone Unicast 4

RORT Y 7
FSUAR— V-V EBMUESEIR. REAMYTEBMTEERY,
AZNN=T) SRR F V-VEBMULZEIE. A2\ HmEBR1y FEBIMTEET,

A2\ P VAR—-F V=2 EBMUIZEEIT. 25U NSXManager #:&iRL, D70 A &E12
IN=I) PV AR=F J=VICBMNTEEY,

hS D AR—K V-CDRTRERSE
BRI FS5 YR~ - V=Y ORERY D, TOFSVRR—F Y=Y DI5RY, BEUED SR
Rk V-V ORI L~ T~ FERRCEET,

FIE
T EEY-V]IT FSYVRAR-FVY=VEITNI UV I LET,

(XUl TICIE FSUAR—F V=V ORRTEHB. BLUVZO RSV AR—F J—VICEENITENTL
BMBAA VTFOMARTINET, [EEV—VOFM] 1213, FSURAR—EI—-VRDOT SAYHRRSN
E-

2 [EnxxV—> Ot (Edit Settings)] 772 3 > T [REDFRE (Transport Zone Details)] 71 2>&2 U w o L
TrRZVAR=F V=2 O&RL A, FEIFHEIL -2 - FERELET,

FSUAR=—FV-VORBETL -2 E- FEEFET 2HEE. BIFOREA(vTEHRLLWEHETL -
T— RICB1TT % (Migrate existing Logical Switches to the new control plane mode)] &:&RL. D +
SUAR—EI=VCU I ENTVIREFEOREANVFOHE I L —> E-—FEZREL TS, 0D
Frvl Ry 27aBRULBNE, BERICCORIVAR=—F J=VICU VTSN TNEHEBAA Y FDH
PFLVWHE I L -2 E-FICRVET,

3 [OKlzvUvoLEY,

b3S RAR— b V=2 DYk

FSUAR=—F =V SRS EBINTEET, FHILEBNESNEY ARSI T BEO RSV AR—F V=207
NTCHHMEBETEELDICEDET,

AIRSEM

FSUAR=EI=VITBINT 2T AT A VA E—ILEHDRY ED=0 AV TSA RS F v e 5,
VXLAN B ENcEDELET, INSX A VX =)L A R] 28BULTIREL,

FIE
T [FSYRAR=F V=T FSVRR-FIY=2EIUY I LETY,
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dhus
2 [(s5250em(Add Clusten] (& vravEsUw s LET,
3 FSURE— R V- VICENT RIS A ERRL. OKI &5 Uy s LET,

S AR—b V=2 D/

D525 FTUAR— - UNSHBRTEEY, BEDFSYAR—F J—20v1 XL, BhEhiz2a—
TICEDETCAIBENET,

Fig

1 [ExY—> (Transport Zones)] ©. +SVAR—+F VY=V ESTILI UV LET,

2 [Enx Y — >~ OFA (Transport Zones Details)] T [ 5 2% dOHIBk (Remove Clusters)] (@) TAAVEY
Uy UERT,

3 HER9I2USRYEBRRUEY,

4 [OKl&= Uvo LET,
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mIERA vF

TTOR FTIIOMREDPRET Y209 —Tld, #BHOT TV FEICSEZIZLAT7 IV T3 UpEELET,
tFalrs, BEAESIVIP 7R LABEOMEELR T /20O, CNEQT7 TUTr—3rbiUsrT ok
FEVCDBESEIMEAND DET, NSXOREBIAAYFICLD, HRETO-PFFv A+ RAASVERIIETAY
EAMER SN, 7 TUT =2 3 EEIIT TV FOREX Y VERBHICER CEEXY, CNICLD, 7701 Dx
FUES LI ERENERSIN. BEFIC. WEBLAV-20XA A=) PRINZUT Y =& W2 cENEL S &R
O WEXY FD—=r0TO—-RFv A RAACY (VLAN) DI R TOHMED 5| SRt anE g,

BBV FENEEN. ABELHEY SAYICERICHKRTEET, CNnlcLD. EL 17— 2 (VLAN) BR
DHIREZITE &R, T—Y 207 —RATORERYY v OEL U T (VMotion) iER=NET, REA1 VT
DVITEFDITICIZITO-RFrv A RASTUNEENTWS 2D, WBA VTS50 F v TMACFB =7
JLDFIRICTTN T 2 MEILdH ) EH A

WAV FIT—BEOVXLAN Xy EVTETNETHA. CNICEVREXYY VO T v o hTzilbantT
MEBIP xy FD— V&R TEHREINET,

aVkA—35 95R4

%

NSX Manager

SRR YF 1

vSphere Distributed Switch

&R X Lt X ote) X AR X
b b - -
-« -« Da I T
-« « “« “«

— - — —
« « “« «

- - el —
-« -« -« -«

- - — —

NSX Controller (£, &Y D=7 DTN TDHRIBRAA v FOEFHERA > FTHD, INTORETT V. KA
B, BEZMYF. BEIUOVXLAN OBEREEELEI, COAVFO-ZIF AZFv A RENATUY FEND
2DO0HULVWREBAAYTFHBE L - E-—REYR-FLET, CNEOE—RIZ. WERY FDJ—=2hH5 NSX
ZU0EELES, VXLAN TlE, BV FRTIO-RFFv A+ THLAIZFv AL BIUNIILFFrAE
BUM) FZ 04 v I ENIEBT ZIHDNINTFFrv A EYR— 92 ET, WERY FD—OATRECRDET, 1
ZFVALE-RTIE IRTOBUM F2 T4 v oA RZA ETO-DILICL U — RS, MRy FDO— 0%
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ENTETY, N\A Ty R E-FTIHR NT#3=—X2VAEEDEHIC, —8BOBUM ~>T71v o LTUT—23
UNE TRy TOYMEBIAA v FICATO—-FenNFET, COE—FTIE SHOYERY T A4V FEFVICT B
DICIGMP ZX—EV THEBETY, BBy FROREBY Y VIE IPVO PYIILTFFv A R EDEEDY 1 TD
ST v EEBLUTEELETY,

L2TUyYEBMT2IET, MBI TFEPRT )\ A RICEXTHRI S ENTEFT, 28 [L2TUv Y]
=B LTCIESL,

WEZ Y FEEHET B(CIE. Super Administrator Z 7= (3 Enterprise Administrator 01— JL OIERNKETT,

COEICE. RDOEFEYINEFINTNET,
B OSRERT YT OEN

BRI Y TFADREN Y DS
B REZAMYTFOEGROT AL

B REAMYTCORDITELDRIE
B ERIERAT YT OiRE

B SREATIYTOYTUT

RIEXA v FDIEN
AR

B REIAVTFERESIUVEET 2200, Super Administrator & 7z1d Enterprise Administrator 0 —)L M
MEREFRB LTI,

B I7A4705—)L)L—)LTVXLANUDP ;R— AR TS (RZET 55%BA) . VXLAN UDP R— R APl =1
BUTHRETSET,

RV ISARS T vOMIUA, BB VNICD MTU £KDRIETE 50 /01 FREL,

= vCenterServer @ [T % 1 LFRTE] T. & vCenterServer DEEWR IP 7 R L ANERESNTLS, [vCenter
Server and Host Management] =&ML T <20\,

= VMKNicA® IP &) TT DHCP 2#AY 2%4&1d. VXLAN 3% VLAN T DHCP 2@BT= 5,

" EBEINCFI VAR VY-VRATIE —BROHIDEIRERAM Y F 74T (RUF—1E) &)\-U3
UMMEREINTWVD, M YF FA TIC—BENBIE, BERSNTVENEENBIEI MY F TRITEINDA
BEMEN D D ET,

@R LACP F—= T RUY—EREL. WENCER-FTEHELTNSE, -7 E— FOFMICD
WTIE. VMware vSphere DX Za 7L EZRBLTLEEL),

= Link Aggregation Control Protocol (LACP) 33 L. 54 JIL I\v ¥ a8 ERICKR > TL 3,

B O NTFEFEYRARE-RTIE VXLAN RS D4 v oL =5 & FSIN—ALTNEHBAIC, YILFFrv A+
W=T 1 VITMBMCRO>TNSE, XILTFFv AR 7 RLAGEHEZERY FDO—V7EBENSIEL TN EMED
HIET,

B ESXRARADY FO—SEBETREHIC. R—F1234 GFOA)IL OOV FO—SEER—F) AT 71
7O =)L ETHWTI 3,
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B OESE) QLT FvARSIVINATU Y R E—RTIE VXLAN SR RS 2 L2 21 v FT. IGMP
2AR—ETEBMICLTIN S, IGMP 22—V 7AL2 TEMICE > TLBHEEIE. TIILFFv 2 FEo
Zy D=7 EEELTWRIL - — FEIZL3 21y FETIGMP 2 ZU ZABICH > TV BRENH 1) =
a_o

mERA v FDIEM

NSX#IBR A v FId, ERELZN—ROITHLELICHBINAREBRENT, YJUBAME (12T v A,
NINFFv AR JO-FFv L) 2BRUET, REAMVFE REXY VEBRGTE 22Xy RO -V EEE
BT AT, VLAN EQTOET, B v FId, B—p vCenter NSX 07 7O 12 LTCO—-AILTY,
Cross-vCenter NSX IBIB T3, IR TD vCenter Server [CHfc > TEMATAED 1 =) \—FLBRIBA A v F&EEN T
FFET, FIVAR—EI=VDIATITE2T, FILWAA Y FAREBAA v FEEDAZ)\-F)LHEBAA Y F
DEESTHDINNREDET,

AR
KO- HEBERAYvFEEEFEIZN—SILHERA v FOVERRDATERME

HIERA Y F AZN—YIRERA Y F
®  ySphere Distributed Switch A% E=n T\ % ®  vSphere Distributed Switch A3 E=n T\ %
B NSXManager 4 VA F—=JLAM VA F=)LanNT 3 B NSXManager #14 VA F—=JLh'M VA F=)LlenT 3
= OyrO-3AF7OINTNS = Oy RO-3AF 7O nTN3
B R2 S5 NNSX BICHERESNTIN S B R 7SR PNSX BIC#ERESNTIN S
B VXLAN A ESn T3 B VXLAN AR ESN TS
B AV ERID T nEESNTIND B 503U NSXManager NEID S TENTLZUEND
B RSURR— R - URMERENTING PENR
B O =PI I AVEIDT7RLA T=)LARRETATN
SMENHDET,
B OZ )Y RSVAR- R V= UAMERENTN 2 RED
HDET,

ZEEMA ZEY)75 NSX Manager 2 E L%,

B 25U RT7OVEREPE—O vCenter NSX OEIETIZ. NSX Manager 21 D UAERE L7a Lz, NSX
Manager &:2IRY 2 L EILH D EH A,

B O )T ATITT FIETTA< U NSX Manager "o BRI 2UEAH D ET,
B NSXManager [ LTH—DJLaa T 7 Hid, NSX Manager "o BHI 2 UEHN G )£,

B R VU E— RAYERICA D T Cross-vCenter NSX BRIBCREDNZE R AT DIC1E. THEJ B NSX
Manager [C1) > &njz vCenter Server N BB EITOMENG ) £,

B iR > E— RO Cross-vCenter NSXERIBTIS, U U =hicEED vCenter Server i 5, FED NSX
Manager D& EEZETE=EY, NSXManager FOw 75D AZa—hm5, BY7A NSX Manager %2R
LET,

FIE

1 vSphere Web Client ¢, [7x— /A (Home)] > [Networking and Security (Networking & Security)] > [F83 2
- F (Logical Switches)] MIEICEE LE T,
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2 WEAAvTFEERT D NSXManager 2:8IRUE T, A2\ FLME1 v FEERT 25BE1E. To1Y
1) NSX Manager ##IR9 2 UENH D FET,

3 [#mmERA v F (New Logical Switch)] (%) 7xav&Es Uy s LET,
RIZZORITY,

R

=

Ab hatpe s 02 TE N 1026043 /s phere-client Tesp et ensienkd S ID e omvmware vihigld plugin.cor

Management Host Preparation | Logical Network Preparatic

MSX Manaper | 102 18811044 | 7|

| vXLAN Transpont | smm D m

'.1:9 @uasns>
1 l;-ﬂﬂlﬂﬂﬂ"

4 WMBIAAYTFORAIEHA GRIIAR) ZAHNLET,

5 MEAMYTFEERTDFIVAR-FY-VERBRLET, I/ -FILFS VAR V-V ERRT S
ECATNN=YI)ILREBRAA Y FAMERESNET,
TIAIETIE, #BIAAYFEFI VAR V=V eHHTIL -2 LTUT—2 3 E— FaELUE
I, COE—FIE MOBRABELRE—FO 1 DICEETEET, BERAELE-FEIIZFv AL N\1T
Uy bR, BEUONITFFYARTY,

AZN=FIMBIAM Y FEERL. LTV -2 30 E-RELTINAM TV Y RERIRT 2154, RIS

IWFFv A T7ELIA, BERO NSX Manager ETEI DY TENEMOEDRILFF v A T ELAES
FELRWLDICTEIMEAHDET,

6 (#7v3) [IP#EOENCL (Enable IP Discovery)l 4 U w4 LT ARP i &EMICLET,

COFREICELD. BZOVXLAN £ T AV FR, DEDEUMIBAA v FICERESN T 2REBY > VEO ARP
FSTO4vIDISTYT A VT ERNMRICHMAZ ZENTEFRT, IPREIIT T4 FTBEMICEO>TNET,
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7 (FTvav) REIYUICEHRO MAC T RLAAEET 2B, VLAN & S5 F 07 LT 2R NIC
EREYY UTEALTLEHBAIE. IMAC S -7 0BE%E (Enable MAC learning)l 2 U v 7 LET,
MAC S——> a8 2. VLANMACRTZDS—=27 57— TILAE WNIC ICHERENET, COT—
J)LiZ dvfilter T =5 O—E & L TIRESINE T, vMotion METEFC, dvfilter 2T DT — TILEH L VVIBFT
[CRELTCUR T LET, RIT. A1y FIIT—TILROITANTOH VLAN/MAC T U (3t LT RARP &3

TLET,
COBICIE. TTHILEERED app HEAA Y FARKRSINTVET,

= New Logical Switch 3w
Mame: :hiapp
Description:
I,
I W— ,
Transport Zone: = 21 Change Remove
Replication mode: () Multicast
Multicast on Physical nefwark used for VXLAN conirol plane
(=} Unicast

VXL AN control plane handied by NSX Controller Cluster
) Hybrid

Optimized Unicast mode. Offoads local rafiic replication to physical network

[/ Enable IP Discovery
[_] Enable MAC Learning

| ok || cancel |

DB-Tier-00 1&, FZVAR—F V= VICEGEINIZHREBAA Y F T, TORBAA Y FIE TAER 7z NSX
Manager TO#HMERBTEET,

DB-Tier-01 1. AZ/N\=HIIL FZVRAR—F V=VICEGFSNEIZN\-SI@HEBI( v FTI, TOIZ/)N\—H
JILEREE A1 v FId, Cross-vCenter NSX BB D &M NSX Manager TEERTEET,

WA FEAT)—TFILMEBRA Y FICIZ, BREZEITAVEID7RELA T=ILA5DT AV RIDAGHDFE
a_o

E DB-Tier-00 @ MNormal == Transpor-Zone 10000 Unicast
& DB-Tier-01 @ Normal =3 Universal-Transport-Zone 900003 Unicast
RDRT T

REBAA Y FXRLEIZAZN =TI MBRAAM Y FITRBY Y VEEMUET,
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DEGERIEIL — Y —EER L CTHMEBAM y FICERLET, CNICED. BRIMEBRA1 v FICEGINIIREBY Y Y
B DEMAAIBEICA D X,

AZN\=YII BRI -5 —EFER LTI TN\ —TIILREBAI Y FICERLEI, CNICLD, ERsd17/)(-1
IVERIB A1 v T[T S NI RIE Y Y VB OB A AIREIC IR D & T,

MRE XA v F D NSX Edge NDE#H:

#IE 2 v F & NSX Edge Services Gateway Z7=13 NSX Edge m8kamIE)L — % — ICEHET 2 & AABRICESRT 5.
FRIIBERY —ERERETZKEAAD ST =T 127 GBI YTFE) H2VIEEAROD S
TA49 7 N=T4 2V TICRDET,

FIE

1 [#®EBR1vF]T. NSXEdge #8359 2B v F&EBRLET,

2 [NSX Edge mi#s (Connect an Edge)] (2£) 741V &4 Uy o LET,

3 WMEXCvTFEEST 2 NSXEdge #:#IRLT. DN (Next)l 20 U v UET,

4 HEBIAAVFICEHEITZA VI —TTAAEBRRLT. RN Next)l 27 U w7 LET,
WERY FO—7IBE, AEA VY —J A ATERSNTNET,

5 |[NSXEdge 1% —TJ 14 ZD#EE] -2 T, NSXEdge 1 5 =T 11 AD&ZRIEAALET,

6 [RES (Internal)] E7=1Z [7v 71U 7 (Uplink)l 270w o LT, REBETY UV IDEESDA VY —T 1
A ABDONEIERELUET,

7 AV =TT A ADEHAT —Y AEFRUET,

8 #MEBA v FEEET S NSX Edge T [FaGAIAKORE (Manual HA Configuration)] ASBIREN T\ 535
&3 2DO088IP 7L X% CDREATIREL T,

9 MECHUTTIA4ILFOMIU #RELET,
10 DRAN(Next)l &2 U w2 LET,
11 NSX Edge #E#ipstiiamR L. &7 (Finish)] 20wy o LET,

WERS vFTOY—EROT7AOA

H—R =T DT —EREHREBIAAYFICT IO TEZET,

AR SR

AVITIARZVFVICH - =T 1 DIRE7 IS4 TV AMNT DUEA VA= ILENTVWBIRENG D ET,
FIig

1 [@EXZ1vF (Logical Switches)] T, —EX&ET JOAT2R\BRAA YV FERRLET,

2 [—EX FO07 71 )LdiEm (Add Service Profile)] (‘5) FAAVEIUY I UET,

3 EAYSAU-CERET-EX TOTF7AILEBERLEY,
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4 [OKlz7UvyILET,

IR R Y FADIREY > > D
RIS V%, REAL Y FEEEI)— 0 RERA v FCEGHTEET,
£

T [wEX1vF (Logical Switches)] T, RV VEBMT 2HMERAA v FEBRLET,

[MR28~< > >~ miam (Add Virtual Machine)] (ﬁj) TAOAVEIIY I UET,
HRIEAA Y TITBMT 2IREN Y VEBRRLET,

#EmI 2 WICERIRLET,

DR (Next)] &2 U w2 LET,

EIRL= VWNIC =B L £,

(17 (Finish)] =20y 7 LET,

N o o MW

WMIERAA Y FOEHEOT R b

ping 7 X T, VXLAN BRxtxy D=2 HD 2 DORARAEEICT VAN E SN EBRLET,

1 [®EZ1vF (Logical Switches)] T, 7 A 3 2HI\BAA v F % [&a1 Name)] BITHY TILT Uy T LET,
2 [&4 (Moniton] # 7&20 U v LET,

3 [RAFMHost)l w7 TI&E Yo LET,
4

BEETORA L] 723> T[B8B Browse)]l #7 Jwo LET, [RAFDER] ¥4 707 Ry 7 AT, #
B A FEEIRLET,

5 FTARNTY REOTAXERRLET,

VXLAN OfR#ES 1 X3, BrAE2 LT 155081 = BA VIS A RS2 FvDOMIUIC—%) T, ZOT
A RXNCE>TNXIFERET Ty 7 Uy VKLAN RS T4 v IRBICA VIS ARSI FviEFENTNSHE
ONERIMETEET,

Ty = U4 XERIMET B & MIRIENAIRRICAR D FT, Lich' > T sMeesnic/Wry B O 4 XT3,
NSX [3EiEF vV CTEETHM AV ISA IV FvIRERTL—LA PAXTHHTEBNEDIME
FIvUTsE A,

6 [BELEORAR] 7Y a3y T[BB Browse)]l #0Uw LET, URAFDBR] ¥4 707 Ry AT, EE
FTRAFEBIRUET,

7 [FTA OB StartTest)l #7Uv o LET,
RAFED ping 7 A FOBERNRTEINET,
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WA FTOREYTELDRLLE

vCenter Server E[RIH# L7z, NSX Manager [Z&RE Y>> E® VMware Tools n 5. Fiz[FEMICE > TN
[XIP 7 R L A&EA ST RTO vCenter Server 7 X MREY > VD IP 7 L ZAEIELFI, NSX 1L, VMware
Tools £7zIZIP 7 RL ZMETEBSNEZINRTDIP 7 R L AEEBEI 20T TIEIH D EHA, REX> VOtF2
U7 MEESNZBEIL PTRLAOBITELICLD, BEDHDT —YE@EN T 747 I4—ILRUS —%&
WOHRITDATREMA D D E T,

SpoofGuard Tlx VMware Tools 7z IEIP 7 F L ZigHE M SMES N IP 7 FL A& L. B0 TEUER Iz
DICHMBICBEUTCERET B ENTEET, SpoofGuard IIARERIIC VMX 7 7 1)L & vSphere SDK A 5 &8 51
feRE<Y O MACT7 RLREERBLEY, Firewall L—JLEBIICERT 2 Z&IcL D, SpoofGuard Z{EH L
T, BOTELEHMENIZ RS D0y 0 aTOVITEHENTEET,

SHMICDLTIE, = 13 [SpoofGuard MfER | #8BL TS,

WIEAA v FOwRE

WIERAA Y FOERL FA. BLUHETL -2 E—FERETEET,

FIig

T [®EZ v (Logical Switches)] T. #R&ET2HERA( v FERIRLET,
2 [wEEJY7ravE Uy LET,

3 MELEEEITNETD,

4 [OKl&=ZUwo L&Y,

=A \ N

RIEAA YTFDFUF

ZO¥FUATIE. ACME Enterprise &L\ 5207 —4 2% — ACME_Datacenter [Z. 2 DDV S A5 ICEY
ZNVEDONDEX KA RAIEET ZIRRERLET, TV ZT7UVTEF (R—+ I —TPG-T vy =7y
7)) ERPFEERPS (R— = 7)L— T PG-B4%) I Clusterl ICELTWET, Y=o T+« V78 PG-Y—4 7«
V) [ECluster2 ITELCLWET, 7527 I1dmAass. 1 Do vCenter Server 55 [CL > TEEBSNTCLET,

VMware, Inc. 47



NSX &A1 1

6-1. HBRA v FERET SH10 ACME Enterprise D% v b7 —4

r-r—-r——"™"F™—"="""—"~>"~""~"~"""~"7V"—""—"7"—"7V—7—7—7—=— ar-——"—"T—T—T T T T T T === —-—= al
D3R5 1 D3R5 2
&8 | [ &8 | & &8 || &8 || =& %
5229 | &e22 |« 62 | 622 | 62 222

vD §1 vD §2

BA75: VLAN20:10.20.1.0/24
<—4 4% :VLAN30:10.30.1.0/24

ACME 4., Cluster2 ofEREEAMEVDICYT L, Clusterl Ost&sEIdENVRZZF5E 0TV ET, ACME D%y
FO—o&BEIL, EEE John (ACME OREBIEEESE) (LT, Ty =7 v 7EPI%E Cluster [CHisR L.
BMEDT ZAY DI ZT I ITICEYT 2RER Y VAMBEICBETCESLDICT 2 HEERDITHI LML
F9, CNICKDACME IR, ACMED L2 LA VP —Z#ERI 2 CEICE>THRADY ZAY DAV E1—T 1V JEE
NEFRATBENTEET,

EEE John A DUBERERDFETIT OB AICIE. BHRBHETRZO VLAN [CEHF T 2 Z&ICE>T 2D
DUZAINEL L2 AN VICEENSLDICTIUESHDET, ZDBE. ACME [CIZFHLLPET )1 2%
BALCRS Drv 0 ERBEiT 22 &nkoon, VLAN Z7O0—-)L, 2y FDO—=2 )L—T, BLEABEE LD
A==~y PR EDOBBNFKLET 2algeMN H D ET,

&#E John |4, VMworld TRIZ#HERY -7 DT EEBNHL, NSX £5Hid 2 Z&ICLET, John (3.
dvSwitch1 & dvSwitch2 ICh 7z 2HBAA Vv FEBEIT S CECEL>T ACMED L2 LAV —ZHBRTES &L
SHEsmETLUET, John [ZNSX Controller #R| =57z, BEEDIP =y FD—2 L TNSX et 2 &
NTEACME OB A VI TARTIFvICFENADMBENH ) A,
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6-2. ACME Enterprise ICL 2B R A v FORE

=8 =8 || =8 || xE |ﬂi§|
‘\7// 5822 7// 5222 | 52243 | k2 2%

I = 71)% :VXLAN5000:10.10.1.0/24
BA%%:VLAN 20:10.20.1.0/24
<—4T4>% :VLAN 30:10.30.1.0/24

EEE John 122 DDYU S AT [CHIz2HME\BA1 v FEHEBEL %K. vDS IDIRET > % vMotion TREIT=x17,
6-3. BWEXRY U —4 Fd vMotion

['Ej?/] ['7 /J]

5822 7//][?//

I O=F1)%4 : VXLAN5S000:10.10.1.0/24
B47%: VLAN 20:10.20.1.0/24
<T—4 T4 VLAN 30:10.30.1.0/24

&iE#E John 7" ACME Enterprise T#ExRY FDJ -V BRI ZFIBEETNSELL D,
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EBE John [CL S NSX Manager NI A ~ID 7=V ERILFF+ X b
7 R RSEEDEY HT

EEE John 13, FELEEZIAVEID J—)LEEELT Company ABC D=y D=2 FZ3 T4 v I EDET 2
WMENHDET,
RIS

1 & John [Z. dvSwitch1 & dvSwitch2 At VMware Distributed Switch /\—> 3> 55 Th 2 Z & #HE:R
LET,

2  &18% John (L. vCenterServer DBBIP 7 R L 2 &EHZELET,

a [&# (Administration)] - [vCenter Server &7 (vCenter Server Settings)] - [Z > % 1 A% E (Runtime
Settings)] #&iRL £,

b [vCenter Server & IP]1210.115.198.165 “ A HULZET,
c [OKlE=Z YT LET,

3 &##E John (4. Cluster! & Cluster2 [Cxw RO =8I VR—F >V FEA VA =)L ULET, [NSX 1
VA=V AAR] EBBLTLEEL,

4 &#E#E John [Z. ACME @ NSX Manager 88&h5. 27 A+ ID 7—)L (5000-5250) =27 ) £,
John (2 NSX Controller #RB LT\ 57z, WBRY FD—VRTIIILTFFr A LEBREEUEH A,

5 EEEJohn1FIP T—)LEERLT. ZDIP 7L T—)LH5s VXLAN VTEP IZ5 ULCEE IP 7 B L 2%
DETHIENTEDLDICLET, IPTRELA T-)LmEm] Z22RBLTIEE),

FIE

1 vSphere Web Client ©. [Networking and Security (Networking & Security)] - [1 > 2 +— L FI&
(Installation)] 22 U w o ULE 9,

2 [@®E*Rv 7 —2 O (Logical Network Preparation)] ¥ 742 U w7 U, [27 A + ID (Segment ID)]
=0T UET,

3 wEERN=EZUYILET,
4 [BTAVEFID7ELA F—=)L]IC5000 - 5250 “EAHLET,
5 [NIFFv 2+ 7 RLABEDERE (Enable multicast addressing)] [E#IR LA W TLESL),

6 [OKlzZ7Uv7LEY,

EE John [TL S VXLAN ERX/NS A —F DFETE

&18E John |4, Cluster! & Cluster2 ©VXLAN #3585 EF L9, COFRETIE John 382 524 % vDS IC
RvEVTUET, VIATERAVFICRIYETTEE, TN T RAIADZRA RN BB A v F CERARE
[T ET,
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Flig

1 [RZ +~@#4E (Host Preparation)] # 7&42 1w o LET,

Cluster! ©. [VXLAN] zlo [E7E (Configure)] &:&RL %,

[VXLAN & D=0 @] ¥4 707 Ry 7 AT, 7525 DIREHEAA v F & LT dvSwitchl #:ZIRUE T,

AowWwoN

ACME 853 VLAN & UT{EAT % dvSwitch!l I LT 10 A AL ET,
5 [EnxEMOEE] T, dvSwitchl oFkEmnx1 = v ~ (MTU) # 1600 OFHICLET,

MTU 3, N ENES)Ty RFIZRBILAB<KTE I DONNT Y FTHRETECENTESIRAT —YETY,
EEE John (X, VXLAN O#HBRA Y FD ST« 97 TL—LDOYA QD T UEDTehICETFRELE >
THI. ZDIEHEAAYFOMIU & 1550 LLEICERET 20ENH D CEER/BL TCVET,

6 [VmknicIP 7 & L Z (VMKNic IP Addressing)] ©. [IP 7 EL X F—)LDfEMA (Use IP Pool)] &2k L. IP 7
FLA T=I)LEBIRUET,

7 [VMKNic ¥ == >4 R1J > — (VMKNic Teaming Policy)] © [ =)L 4 —/\— (Failover)] 2R LT,

BHE John (3. FERTEESERTE. RBEANYTFONTF —XVAN—EILRDLIICTEIIET, RV
FO—J DU —ERARBEMRLELOEEATVET, COchH, F—Z VT RUY—&LTTAINF—)(—
EERIT S LICLELR

Lem (Add)] =2 U v LET,
27y T4 ~8%&w L. Cluster2 © VXLAN #5%F L&E 9,

O 0o

&1 John »* Clusterl & Cluster2 #@8UE A1 v FICX Y EV T Uic#, FNEDT S AY DIRA RO 2
1y FRICERBEINET,

1 VXLAN 1 —=%JL Y 2 —)L & vmknic A Clusterl & Cluster2 @& R 2 FISEMSNET,

2 WERA Y TFICEENIT SN TS vSwitch EIZHBIA dvPortGroup AMERLE . VMKNic A2 D7 )L — I
BN ETd,

EEE John ICLB RS RAR—K V—2DENN

WExY FO—0&)\wFUTTEYERY FD—2I1L transport zone EMEENET, RS UAR— R Y—VId
RIExXY FI—=DICE>TRANZ VT ENfcO V1 —7 4 VJ&EHETY,

Flig

1 [wExv 7 —2 0% (Logical Network Preparation)] %2 U v~ LT, [FZ > 2R—+ Y= (Transport
Zones)| &= 1)y LET,

EE RS AR—F U= (New Transport Zone)] 71 A& Uw I LET,

[&#0] IC [ACME V—> (ACME Zone)] EADLET,

[57BA] IC [ACME @7 S 25 &&8 Y — > (Zone containing ACME's clusters)] A LET,
Cluster 1 & Cluster2 ##iIRL T, FIVAR—F J—VITEMULET,

S o A WDN

[~ L — > £— F (Control Plane Mode)] © [ =% + X + (Unicast)] #ZIR L%,
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7 [OKl&EZUvY LETY,

EBE John ICKBHEBRA v FDIERL
VXLAN 853%)CS A — T DERENT T T 2 &, BBE John BSRIEBAA v FEERT 2 ERAES -2 &I DET,
ES

1 [@EZ1vF (Logical Switches)] #7 U v o L, J&IC [FHLW#ER Y D -2 (New Logical Network)] 77
AAVET7 U9 LET,

2 [&#7] IC ACME logical network “AHULZET,

3 [f#8#H] IC Logical Network for extending ACME Engineering network to Cluster2 &
ARLETY,

4 [FZRAR—=F V=2 (Transport Zone)] ©. ACME Zone &##IRLE T,
5 [OKl&Z7UvT L&Y,

NSX (3. dvSwitch1 & dvSwitch2 ORIM L2 E#ia AaEIC T 2B A1 v FEERR LE T,
RORT 7

CNTEEE John IZ. ACME DABRET Y VEHREA v FICEFE L. TOREZ 1 v F%& NSX Edge Services
Gateway Tz I8 GHRIEIL — 5 — ICEFETEE T,
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N—RDxT7 T—brJ 1A DETE

N=FDz7 T—FIJTADHRET, PWERY FT—VERERY FD—JIXVEVTLUET, XY EVITERTE
95 &Ik, NSX A Open vSwitch Database (OVSDB) #FJ =2 L3 ICE D ET,

OVSDB 7= N—XICld, MBI\ —FI T 7 ERBERY ED—=7ICDNTOBRNEENETT, XY —D/\—F
DITHT—IR=—XA G- NERAFUVET,

NSXEERY FDO—VHDON\—FDx7 T—=FD 14 210y FIE VXLAN R )LOKIKERDET, ZD/\—F
DIV -t DxAI3 RERY FD=UNSIN=FD 7 VIEP & UT@BH I ET, VIEP OFFMEICD LTI
INSX 1 > Z =)L 31 Bl & [NSX Network Virtualization Design Guide] #&MB L Tz,

N=FDO17 T—=F014DR/NFROVICIE, ROODVR—F U EHEENET,

= g — )\

B N\=ROIT7 U1 2MvF (L2R—F)

" PRy FT—7

B AEMEDNAN )M T, REXY VEFDOABUEDOL TV -3 VS5 EED
B 3EMUED/-FABEOVFO-T VTS

RICRITDIE N=FIT7 5= FD A ZFATS FROTOT Y TILT, HVT & HV2 [ZzhEn/\ 1 /(-1
F—T9, VM1 [FHV] LB~ >Td, VIEPT X HVI. VIEP2 [ HV2, VIEP3 [3/\—FD 7 ¥ —FDzT
A EICHVET, N\—FDx7 T—FDTA0T TRy FIE211 T, Zhid 2 D00\ =1 F—DT Txvy
F221 3RV ET,

_ o9\ NSX Controllers
AR 10.114.221.132-134

Database LS| Dios)
VNI 5000

: of VLAN-Server

\ VLAN 160
1] Hardware Gateway
10.114.221.199 0.514.211.204

N=FD17 T—FOTADERELIENTII ROIAVR-—RVEDOIEVNWITNNEFMNBTEET,
" T BDRA YT
" IPT7ELANERSEHMOWE/X 1T
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B )N\=ROIT7 AAY T AV EA=SEEHDAA YT

NSX O FO—Z13 NSX OV FO—ZDIP 7 RLANS, R—F6640 TI\N— RO 75— FDOx A E&BELE
T, COEGENBLTC, \N—RIx 75—z OOVSDBD RS U0y 3 UERSELET,

HFUF  N=ROT7 5= ADY 2 TIVER
CDVFTUATIENXEBETCN\—RIx 75—+t 14 A1 YTFEERT D20 —MHEY 271DV CERE
LEJ, —EQYRAVEBUC, N\—ROT 75— rO T4 &FERLTURETY Y VM 9B Y —)\ICERT D H
EEL N\N—ROT 7 5=+ &ER LT WebService @i 21 v F & VLAN-Server VLAN 160 C##59 2 5%
EERBLET,

SO ROV T, REXY > VM1 & VLAN-Server ICH 72y F 10D IP 7R L AABESNTNET,
VM1 |2 WebService s X 1 v FICHEHi SN TV ET, VLAN-Server 3938+ — )V @ VLAN 160 [C#E#Hi SN T
WET,

P
mmﬂ,ﬂ.ﬂﬁ 10.0.0.2/8 tz.,\/LAN—Server

WebService Logical Switch VLAN 160

AIRSM
B ARVUY-DRFIAVFESRBLUT, YRR FO—TJOEBEBLTNS ZEEBABL TS,

B N\—ROT 7S =DM EBMTD=DIC. NSKXOV AT AE/N— RO T 7OEEERZL TS EERE
FALTLES, 1 INSX DY 257 LAEMY] 28RBLTIES),

B OBERYEFI—IDNELCERESNTNSZEEERALTIESL, INSXA VA =)L A1 R #2BLT<
TEl,

B VXLAN RS RAR—F NSA=IAERICY Y E VTSN TNE CEEERLT<IES0, INSX 12—
I HAR] Z2BBLTLES,

B N\—RI9TT7 T—FIOT MO —QFAZEREL T EE ),

B VXLAN R— FDEA 4789 [CEHRFESNTND T EERHERLTLIES L, INSX 7y TT L —R A4 R #3818
LT<rEaEly,

RESTAPI <> R PUT /2.0/vdn/config/vxlan/udp/port/4789 #FMA L CR— FESEELEY
LENTEEY, COAPIIIBEERLES A,

FIE

1 LTV —23> 7S5 AT DERE
LTV —2 3y 05 251d, I\N—ROx 75— FITANEEESNZTO-RFv A+ bS5 T10 v 0 &SR
*95, IN\MIN=)\1=-Dty +T9, TO—FFv A+ 5T v 713 THALI-Fv A REIETIL
FFEvAE ST OBAENHDET,

2 N—=—Roz7 45— r2110NSX Controller Nm#Es:

IN—=RD 7 57—+ x1%NSX Controller [CE#ig 2(1CI13. ~vy A TSy (ToR) ME A1 v F EIC
OVSDBE# T — T &R TFI D2HENHG D FT,
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3 N=FRJI7 5 —FDTADIAEDEM

BREMESESICIE, N\—FDI 7 T—FDI 1D

a-o

4 MBI YTOYWEIA Y TFADINAYE

R8> > VM1 [CHEfia nic WebService 2 v FI1E, BUYTxy FEICHZ/N\-FD7 o= FDzx
1TEBETOIRENDDETT,

LZ7Uo—23> USRI DEE
LTUT—23Y 752518 N=RIIT7 = I ANERESNETO— RF v A F5T7 1 v I ERET
5. N\AN—) A F—Dty FTY, TO-FFv R+ FS5T v 71 FRLIZF v A FEERETLFF v R -

ST v T DGBERG DX,

AERREE/N—FDO Y T)\1 RAITEBMT 2EANH D E

LTV —23Y = FREN-FRDIT =014 AMvFOIPTF TRy FERUICTZZEIITEE R A

(=S

LTV =23y J—REULTHETZ N\ AN )\ T—ZRMATS2EEBABLTIIEEL),

FIIE

—_

AW N

(LU =3y 0525900 a v TiREl =0 v 7 LT,

vSphere Web Client IcO 7+ > LET,
[Networking and Security] - [ — E A EZR]DIBEICEIRLE T,
IN=F2z7 TINA X5 TEIUY I LET,

a3y J-REULTHET NN —aBRUET,

5 JN=)(T-2BRUTCEVWRHNET YT LET,

Edit Replication Cluster Configuration

>3

v @
v @

|

g
g
g
g
g
g

Available

Objects

172.16.205.63
172.16.205.64
172.16.205.65
172.16.205.66
172.16.205.67
172.16.205.68
172.16.205.69

47 42 AN TN

(Q Filter

Select replication nodes to paricipate in replication cluster.

) (@ Filter -
Selected Objects
- vy Q 172.16.205.62
v Q 172.16.205.61
=
4
12 items 2 items
[ cancar |

BRENIENAN=) AT =D BRUCF TV 7 R IICBELET,

6 [OKlzZ7Uv7LEY,
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LIV —=23y /=L TUT =23y USRYICEMSNE UIc, LTUT—23Y 732571213 1A
LFORAEDBETT,

N—RI 7 5— b x40 NSX Controller N1z

=R 7 45— k911 % NSXController IC#E#d 35I1C13. Ry TIH TS50 (ToR) B 1 v F I OVSDB
BT - ERETDINELNHIET,

NSX 3> +O—=313, TORMER A v FHoDEREFELET, TDeH. N\—FIT7 =D A3 &t
ZFAT 270IC OVSDB BT — JILEFERT 2 MENH D ET,

FEg
1 BECBELEIONYYREFERLTC \N—RrROx7 57—z 1% NSX Controller [ L F 9,
IN—RO 7 45— k1% NSXController |C#9 2/zopOU > TILOIAR Y RIZADEH D TT,

prmh-nsx—tor-7050sx-3#enable

prmh-nsx—tor-7050sx-3#configure terminal
prmh—-nsx-tor-7050sx-3(config)#cvx
prmh—-nsx-tor-7050sx-3(config-cvx)#service hsc
prmh-nsx—tor-7050sx-3(config-cvx-hsc)#manager 172.16.2.95 6640
prmh—-nsx-tor-7050sx-3(config-cvx-hsc)#no shutdown
prmh—-nsx-tor-7050sx-3(config-cvx-hsc)#end

2 N=FD275—-FDx4a4ETOVSDBEET - TILERELET,
3 OVSDB OR— F&ES%E 6640 ICRE L&,
4 (FTvav))\—-rozx7 5~ NSXController ICE#REL TS & aRRBLET,
B EGREN [UPl THo e EHERLET,
B VM1 & VLAN 160 [C ping £R1TL T, ERARH LI EERBLET,
5 (FTvav)N\=roz7 5 —FDzarEEE NSX Controller [CEHEL TS ZEx=MABLET,
a vSphere Web Client cO0%7 1 v L&Y,
b [Networking and Security] - [ > 2 ~—)L5IE] - [INSX Controller / — F]DIBIZ#R L £,

N—=RDx7 T—bU A DBEEDEM

BREKESE2ICIE, N—F 27 U= DT A QFREE/\ - RO 7 7)1 XTEBMT 2MENH D ET,
AR SR

BARBEON\—FO7 = FOx A QHBPENMATEZ R LET,

FIig

1 vSphere Web Client IcO0 7«1 > LE T,

2 [®vyrDJ—=2&tFaUT 0 (Networking & Security)] - [ — £ 2 &% (Service Definitions)] (DIEICEIR U &
ED
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[J\— kD17 F7)U1 2 (Hardware Devices)] ¥ 7&7 w2 LET,

3
4 g (W) FravESIUYILT. N—ROTT =14 TOT 7 A ILOEREERLET,

Add Hardware Device (?)(x)
Mame: # | hardware_registration
Description:
Certificate: = |—BEGIN CERTIFICATE REQUEST— -

MICujCCAaICAQAWITELMARGATUIEBRIMCY VI
EzARBgMVBAQTCKNhbGIMb3JuaWEx
EjAQBgNVBACTCVBhbGEgQWx0bZESMBAGATU
ECxMJVGVjaCBQdWIZMROWEgYDVQQK
EwtWTXdhcmUgSW5jLJETMBEGATUEAMKdmM1
IVAILMNYETCCASIWD QY IKoZlhveh
AQEBBQADgQEPADCCAQOCOIEBAIZaGpixELIF
TEDMKpeU4TGIOK20YIP30WOgH3ey
WILYKSEWWMRNTTpnAT/OR28HKYICKZHggQz |»

[¥] Enable BFD
F7vav SHER
BTt N=FO1T7 T— 1A DERERELET,
TJO7 74 OFMERBEZY 3 VICBNMTEEY,
SERAE BAREBCHALTCWRERAEEZEIE-T Y FR=XFUEY,
BFD oB#it WAE T D=7« 744 (BFD) 70 F2LIZF T4 )L FTEMESNTVET,

BFD 7O FLIE. N=FRDI7 7= FU1 A OREBRERBI 2/chTERASNET,

5 [OKlzZ7Uv7 LETY,
N=BDOI7 5=k A4ERTTOT7AILAMERSNE LT,

6 EEZEZEHLT. \—FII7 5—FITAAFBATETH). BBL TS EEBRBLETY,
Bk RgIL [UP] &0 %9,

VMware, Inc. 57



NSX &A1 1

7 (FTVa)N\—ROxT7S—r0TzA070T77ANEI UYL, BV UV LTCROY YD AZ1—
"5 [BFD k=)L 257 —% 20 x (View the BFD Tunnel Status)] #32R L& 9,

Y-8 - y BFD Tunnel Status (7)(x)

Diagnaostic Error Message Forwarding Information Local VTEP

504011

Tunnel State Details

Remaote Diagnostic

Remote State up
Remaote VTEP IP 172.16.205.84
Tunnel State up

FATAT Ry I ACIE. FSTINa—T 4 VTRICEYRIL AT =5 ADFENRTSNE T,

WEBERAA Y TFOYERA v FADINA 2 R

RE< > > VM1 [CEiE niz WebService 3221 v F I, RUY TxY FEICHZ/N\—FOz7 UF—FDx (&
BEITOIRENDDETT,

F N\ FO IV OR- FICEBOBEBAN Y TFE/INA Y FTEHE. TNETNOREIA Y FICH L TOROFIEE
KITITORENHDFT,

= WebService #EX 1 v FIMERAIEETH D CEEMALET, [HREA Y FOEMN] 28BLTIREL,
n ORI TFIMERAIBRTH S CEEER LI T,

FIE

—_

vSphere Web Client [cO 71 >~ L&,
2[Ry ED-=7&tzF2U7T 1 (Networking & Security)] - #3221 v F (Logical Switches)DIEIEIR L &9,

3 WebService B2 vFEGI UYL, ROV T AZa—H56 [J\=FDx7 /)01 FOEE (Manage
Harware Bindings)] #®R L %7,

4 N—ROIF7 - FITAOTOT7AILEBRLET,

5 mm (W) FraAvEIUYI L. ROV TIDY AT 1-NEYEIT v FERRLET,
% AristaGW

6 [ZR (Select)l 27Uy o L, (ERTEERT TV 10 ] O—BHSWEBR— & 1 DBRUET,
Bl = Ethernet 18
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7 [OKl&EZUvY LETY,
8 VLANZZHELET,

w AristaG\W (1 Bindings)

+

Switch Paort WLAN

prmh-nsx-tor-7150s-1 Ethernet18 160
Bl : 160

9 [OKlzvUvoLEY,

INA YV REATET UE Uz,
NSX Controller [C& D, MBERS L UOBRBEEOBRN/\— RO 7 4y —Foz 1 EESNET,
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12 7w

RIBEATYFEVIANDBIC L2 TU YV EERT 2 ENTEET, CNICKDIPT RLAICREESATITRE
D=7 00— REYETI\ARACKITTECENTSET, @EXRY DU TR REBA/Y T JO-FFv Ak R
AAMVEVIAN JO-FHFv A BASVETUYITEIET, MR L3 T - RO A &2FAL CREIEOYER Y
D=0 FaUTs UY-R[ICTIRZATEFTY,

L2 70U v Id. NSXEdge #HEIL—% —REX Y UNRESNICRA FTEMELET, L2 TU Y A1 VAT VR
3. B—OVLAN XY EVTENEITH BHROT I VY A VAV AERESE LI ENTEEY, #wEBIL—
3. TUYIICEGELET I \A AT — IO AEUTERT B EIITEXE B A,

W) -5 —THRABUEBMICLTNT, 751X U NSXEdge REYY VAMRIEUIEHBEIR. TU vV IdEhY
TURER Y UNRESNICRA FICEBNICEESNET, COY—ALABBITETSLOICE. AV T
NSX Edge [RBE< > VARES NIRRT VLAN L TH < BENH D £,

NSX EdgeifI2
=5 RET Y

= = = = =
W,
g“«l

8

=

=

WEJ—sO0—F
— L2 Ty
MBS —kozA

L2 JUwyaEEFERLT, @EBACY FRTOEGE. VLAN Ry RO -2 BTO8E. £icldr -yt 0y —DEERE
BmETnRnNTrESN, oo AZTN-UIILMREBIL-Y—&EFRLTTVy I EBR LD, IZT/\-TF)LRER
AUFICT VY IEBNY 2 EITTEEE A
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ZOEBICIE. RO REYIAEENTNET,
B2 TJyImEMN

B OREMCIL T VTENIEREAD L2 TUy T DB

L2 7))y D&M

BRI 9 FHEHBIREE— - T —TADTU Y IEEMTEET,
iR

BIIC NSX HEHEIL—5 —HF TO1 SNTNBREMS U ET,

A= oEBE@mEIL -y —EFALTCTVYIVERET S LRFTET B, Flee TUyPVZEIZ)N=T)LEH
BAAYFITEMT 2 ZEdITERE A

FIE

—_

vSphere Web Client [cO7 1> ULEY,

2 [Networking and Security (Networking & Security)] % 1w %~ L. [NSX Edge (NSX Edges)] &7 U w7 L
Y,

3 SEMEIL-—I—ET TN LET,

4 [EBB]lEIVUYI LT [TUvIEIUY I LET,

sem (W7 ravES UV LET,

TU I DBIEANLET,

TU YV EERT ZREAA v FERRUET,
REAMVTFOTU Y IETHZHBIRER— F 7))L — TERIRLET,
OKl &7 0w s LET,

O 00 N O

IERICIL—T 4 Y IENEIREAD L2 7w 2 DIENN

BOREREIL —5 —THHOT U vY 1 YRG VAHBCEETI, =T« V7 A VR VAETU Y

125 U ZTREU VXLANAVLAN % RO -2 &8T5 2 EdTEE B A TU VI ENE VLAN BEUTU v

SENEVKLAN ED RS T4 v 2T ISRy FO—SITL—F 1 VI BTENTET, TOREER

RETY,

iR

= EEICNSX SEBREIL— 5 — AT TO1 SN TN B UBABVET,

R S N-DAEBRIL -5 —EERLT T VERETSCLATEE AL Fe. TUYVEITN-Y
JVRIE A o F SBT3 EITEEE A,

FlE

1 vSphere Web Client IcO 71 v LY,
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2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

3 TJUYYIERESNIDEGREBIL—Y—&ETTILI UV I LET,
x TV Y AV ATV AIVXLAN M e NIcRI UL =T« V0 A VATV ATHERT 2HENH VXY,

10TV AT VAT T DOVXLAN LU 1T DD VLAN [T TE. VXLAN & VLAN [FEETE R
Bh, FUVXLAN & VLAN BEEBDO TV vy 4 VYV AICEFETEE B A,

4 [&# (Manage)l 7 Uy o LT, [TV v Bridgingl 27U w7 LET,

W= = LUTHEASNZREBEAAN Y FIL [IL—T 1 V7IIBTT] ORREICEDET,
5 [em () (Add)FravES UV LET,
Ty DERMEANNDLUET,
Ty I EERT DHEBATN Y FERRLET,
REBAMYFDTVYIHTH2DBURER— F JIL—TEBERUET,

O 0 N O

OKl &2 Uws LET,
10 [TUwyoEm 9« > RO TBEUOK #2Uv s LET,
M BT EI7UY I LTI VBEICHT ZEEEEGMCLET,

ZNT, Ub—7 1 7138 T (Routing Enabled)] #38E UIcIREET T U vV ICERIN DB v FH
RTSNET, FHlIT [HREACYTOBEM] LU [REAAN Y TFAOREY VDEGR] #5BL TS
AN
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NSX Edge & CEES LUBMIL—F 1 L/ EHRETEET,

BTV TICED, LAV —2T70-FFv Ak FASVBEOREREXERMRES NS D, L1 —2
TO—FFv A FASVERBLU. %Y FD—TOMEREBREELETEET, NSXI1E, CO1rVFUITVR
EJ—J0— BQFET HAICHEKRL. KEBBOIL —FT 1 VITETNET, cNLD ROBIX HERBED
TRy TERT 2 e, FOBENICRBY Y VEOBENTEEY, FARFIC. NSX IIEBABOERTRE
WTacH. TTURINTVYT Ry FD=JICT7 I CATEXT,

COEICIE. ROFEYIMNEENTNET,

m RE (DE) IL—Y—0Bm

®  Edge Services Gateway MM

B JO-JULREDIEE

= NSX Edge #%&

B X TavT )L— FDE

" HE (DE) )L—%—LETo OSPF OEE

®  Edge Services Gateway ET® OSPF m&%7E
= BGP mFEE

B SIS O FDILOKE

" )L— +BERYDORE

B NSXManager 04—/l ID @FR

O )\-YIILoE@mEIL-Y—LtTcony—ILID OFE

B RAGFEEVIRY ETCoO—ILID OFE

BN :
sRIE (0B IL— —DEM

RAFO#B)IL—5— H—xJL EYa—)LId. VXLAN 2y D=0/, BLMEREXRY RO =0 YRy R0 —
DD —FT 4T ERITUET, NSXEdge 7724 7V RAEMBICIS U CERIL — T« Jilgea B LET,
)L —% —[3. Cross-vCenter NSX TIBHRD 24 < &tz 04 1)@ NSX Manager [CERR CTEEI A, 1=
IN=F)LaRIE )L — 4~ —1Z T 51 < U NSX Manager ICOHER T=E T,
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MUFOUXERTIE #REBIL—Y—TDA VI =T IA X914 T (Fy TV HELUVRE) BIOHEET R — FITD
THIBPLET,

" FHWMIL-FT 2T ORI BGP £ OSPF) 1F. 7y TUVI AT =T A ATOHTR— FENET,

B IFATOF—IINIET YTV A =Tt A ATOHBEREARETH D, WRIT Edge RET T4
FUACKESNDHE ST v EBBES T4 vV ICRESNET,

B DIRBEEBA VY —T A AQFMIDONTIE, TLYIR-ZAZED [HE@HIE) -~ —HERETY VDB
A5 =T 14 ZADBREBE] (http://kb.vmware.com/kb/2122060) #&B LT {EEL),

AR S

" Enterprise Administrator & 7z1& NSX Administrator OO0 =)L AEI DB TENTNBZHELH D ET,

B SREI Y -FEA VAT RICE REAICEESFTOO Y FO—F VS AINFELTVDUENH DET,
B NSXFMMEAAYFEERT ZEENLNBETE, O—DIL ©TAVEID T I)LEFERT 2UENH D ET,

B ORE)L - —IE NSXOU FO-Z&FBULENWERA NI T« V7 BRaER CEE T, RE/L -5 —
I3, Edge Services Gateway (ESG) &I3E72 0D, NSX OV FO—-IARBIFTNIZHELE B A, REIL—Y—%&
ERERICIZEET RIIC, 2V FO—F VS AIHBEE LT, FRARTHE CEEHERLTIES0,

@)L —4 —% VLAN dvPortgroup IC##t9 2154, #IEEIL—5 — 0 VLAN X— 2 ARP 7O+ e d 3
SO MBI =T ISAT AN VA F=ILESNTNEZITRTD/\A ) =)A= R A UDP R—
R 6999 CHEICT IV CATEDEEERLET,

B REIN-Y AT A ALV Ty A5 =T 11 A3 VLANID A0 I8 E = Tl 5 dvPortgroup
[CITERmCTEEZE A,

" RBEORBIL-Y— A VAT VRAF BREFSVAR-F V-VICHEET OMEBAMN Y FICIIERCERE
ho TNICED, IRTOMBRAAIYFEREIL—F— A VRV ADEGUNERINET,

BRI — 5 — O vSphere Distributed Switch (VDS) [CE /22 /IB A1 v FICEH SN T B84,
DB =5 —EVLAN DN F 00T 2R= T —TICERIT D EIITELE A, CNICEKD, R E
THEBIL—F — 1 VAT VAN MR v F dvPortgroup ICIEL <BREM 1T N2 LS ICRDET,

B 2OMxv J—27HEU vSphere Distributed Switch WICH 235413, 2 DOBRBZHER— 7))L -
(dvPortgroup) EICEU VLANID @& —4% — 4 V5 =T 24 A&ERLBENTLIEE L,

B 2OMmxv FI7—=28B12Z0 vSphere Distributed Switch WIC& > TH. #15 D vSphere Distributed Switch
AEIURZA FEHBLTNEHEIE. 2 DDER S dvPortgroup EICE U VLAN ID 0L —5 — 1 5 —
JIAREERLBNTLIESN, DED, 2 DD dvPortgroup A'' 2 DMEX % vSphere Distributed Switch
WIZH2BE. £Nnbd vSphere Distributed Switch AR FaHBLTWAITNIE 2 DDELDZ Ry FD—
2 EICEUVLANID O#EBIL—5— 17 =T 114 AEERTEET,

B NSX U= 37 608L06.1 El3E DD, NSX/N—=3 >0 62 Tld, hBBIL—45—TILl—FT« V7 EN3dH
BA5—TJ14Z(LF)#VLANIZCTU vIanTld VXLAN [CEHETE£T,
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ECMP vy 7y JTESG &#EA LTV 25E81E. #REBIL—Y —RE7 IS4 7V ADEB & H#IRT 2B,
27V ITAR)-LESGOVWITNAERURA FICEREBELEVWELSICLTLIZE N, TNERRT B/HIC
DRS#7 T4 =5« L—IILEMATEEY, CNICLD. REIL—F —GmXBEORRA FEEOFEEHH TS
F9, 1207y TAFU—LESGERMRTHEAT 258X ITETD ESG A HA E— FDIFEIL. ZOHA R
S4 UMERINE T A, FHICDNTIE. [VMware NSX for vSphere Network Virtualization Design
Guidel (https://communities.vmware.com/docs/DOC-27683) #&RB L T <21,

ZHEENMA 285073 NSX Manager 2 E LE T,

Flia

1

2

3

4

245 v r7OVvgEPE—O vCenter NSX ORIZETIE. NSX Manager £ 1 D UAERE L7 Lz, NSX
Manager Z:#iRT 2 MWEILH D E B A,

A=), ATz FIZTZ1< U NSX Manager "o BB 2 UEBAH D ET,

NSX Manager [Cxf L CO—A)Laa 72 7 Fld. NSX Manager h 5 &9 2 mEAH D FT,

MR V7 E— RAEMICE 2> T AL Cross-vCenter NSX IRIBCRREDZEE 1T ICI1E. ZFF 5 NSX
Manager [C1) > &nfz vCenter Server NS ZBEEITOMENH ) £,

ek > £— F@ Cross-vCenter NSX BIETIE, U > 7 anfE= D vCenter Server A5, FED NSX
Manager DFEEEZE C=EY, NSXManager Oy 750> AZa—n5. #EY)7a NSX Manager %z #iR
LEY.

BT enENHORE)IL—Y —DEEZRELXT,

B IR YT OERICII@mEIL Y -NMBETT,

B OB AC Y FICE. 2T/ ILREBIL—Y —DIUEICRIET,

AZ)\=T)LamEIL -5 —&BINY 2356, O—NIILEHRAEBRCTo0ENGHINESIHEHMLET, O—
NINHDEZEBNICT 2 &, IL— FERAFSGERMICGKETEE T, NSX T TO10MEROT 1 FICEAD

BAIT. TOMENKNEICRDCENGDET, FHMICDNTIE [Cross-vCenter NSX FROV] &#&28BLTL
FEN, ATIN—DILRIBIL—Y —DERRICO— DI EARIEBRICT B ElFTEEE A,

vSphere Web Client ¢, [#x— 4 (Home)] > [Networking and Security] > [NSX Edges] MIBEIC#E L £,

ZHEZENMNA D873 NSX Manager ##IRUET, 2 /N\—TIL@mE/L -5 —Z/ERT 28B4, 1< NSX
Manager #:&iRT 2 WENH D F£T,

e (Add)] () FravE U Y LETS,
BT 3RE)L—5Y—DY 1 TEBIRLUET,

B RIRU7 NSX Manager ICxt LT — )L E)L—4 —&BMNd 21214, BwRE (98 JL—% — (Logical
(Distributed) Router)] &R LEx T,

B Cross-vCenter NSX RIBERE RN CENTE2HMBIL—Y —ZBINTBICIE [AZ/\-F)L@wE (9
&) JL—% — (Universal Logical (Distributed) Router)] #2IRUET, DA T 3 VEFHTEZ DI,
724 <) NSXManager h'2l0 ¥ TonNTHD., DO TZ4<X U NSX Manager "6 ZE 1T SHBAEDH
T3

a [2Z/N=v)L@mE (D8 JL—% — (Universal Logical (Distributed) Router)] #:2iRd 235414, O—H
IWHDEIEBNICT 2 hERT 2 MENH D ET,
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5 FTIAADERMEANLETY,

ZDEHFIZvCenter 1 RV RUICRTRSNET, 1 DOFT TV FOIRTOBRIE) —F —OF C—EDEZH%=
fHFTLIEE,

MEICIHEUT, MAFBEANTZ22EETEET, CORAINICLIICRRENET, RAFZERELLEG
&3, BEFMICERR I 2 Edge ID A CLI IZRRENET,

MEICIH LT, BTV FEANTEET,
6 Edge Appliance #5701 L£9,

[Edge Appliance 7 01+ (Deploy Edge Appliance)] I35 7 =+ )L F T#Ran TlL\&E 9, Edge Appliance
BB —Y—DRET IS4 7VREEWIEIND) X B —T 1 VT BIVRBIL -5 - T IS4 T7 V2R
DIT7AT 04—l TRHEICE), #E)L—5—Dping, SSHT7 VA, SLUBWIL—FT 12T R T 1
JIERAESNET,

25T 497 IL— FOHMUET, Edge Appliance =7 7O+ L72L\HB#A, Edge Appliance # 7> 3 > %5
REERTEFT, #wEIL—~ —DEREIC Edge Appliance #&#E )L —% — 0BT 2 & ITEE B A,

7 (ATvav) AR EBRMICLET,

[EATRMOBME] 1T T4 FTERENTNEBh, [BAIRMOEME] Ty Ry I AERRL. &
REOBEMCEREEITVNET, BRI —T 1 VT &ETO5HE. SAUAMNBEICRDERT,

8 #HMEBIL—Y-—D/IXT—FEADL. BAALETY,
INAD = RIZ 12~ 255 XF T, ROXFREIFHFNEENTN2LENH DET,
I XFUEORXF
" XFRLEDNAXF
I XFUEOHF
] XFUEORHRF
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9 (FTyav)SSHEBHICLT, OF LNILEZRELET,

T A FTIE, SSHIZERPICB > TWVET, SSHZBMCLRBWEBAETE, RETZ 2472 20V —)l
EREVWCHEI Y —ICT7IZATEEYd, CCTSSHEBHICTZ &, SSH O ®mE)L —5 —DIREE
TIZATIVATRITESNET N SSHTHBIL -5 —DTOFIL TRELACT IV ZATES LD ICHEIL —
H—DIT7AT7 04— )IREEFHTHAEIZMNENHDET, ORI 7 FLAOREIL. #HEIL—5—IC
I —T 1 VI EHRET BEICITINET,

TIAIIETIE, O LANLA [RE] ICRESNET,
RIITDHTY,

New NSX Edge (2L

« 1 Hame and description Seftings

CLI credentials will be s on the NSX Edge appliance(s) These credenbals
can be used to login 1o the read only command line imerface of the appliance

3 Configure deployment

4 Configure Interfaces

User lame = | admin
5 Default gateway settings

Password: g | T
§ Ready lo complele

Confirm password; s [ rrrsmns

[ Enatie S5H access

] Enatie High avallability

Edge Control Level Logging EMERGENET I=

Back Next f Cancel
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10 BREREZEITVET,
¢ [NSX Edge mF 701 (Deploy NSX Edge)] & @R LA - =54, [Bm (Add)] (¥) 71avizsL
A7 rEnNET, DRANNext)] 22 Jw o LT, BEERFRITLET,

¢ [NSXEdge @7 7O (Deploy NSX Edge)] &:#IRUTc#H&. vCenter f VA FUITEBME NI —
H—DREBTY TS5A 7V AOREEANNLET,

RIFIETDHTY,

Edit N5X Edge Appliance *

Specify placemenl paramebers for the N5X Edge appliance.

ClusterResource Pool = Management and Edg -
Diatastore + ds-1 [ =
bost 19216811052 |-
Folder Discovered wriual mac... | =

OK | Cancel |

1M A5 1A AERELET,
W) —5—TId IPvAT7 FLADHNTR— FENFET,

INSX Edge @7 701 (Deploy NSX Edge)] #2iR UTciB &3, [ErI AT V5 — T 21 ADBER] T, 1>

Y—JIAREDBR—F TIL—TICERIT 2RENHVET, @Bl VY -Jz1 A HAAYY—-Tz
A) IZId. VXLAN B A v FEERT 2 EEHEHLET, 2ADNSXEdge 7 754 7V 2ADENE
NOIP7RELZIE Uy O-HILE7 FLAZE 169.250.0.0/16 A 5BIREINET, STHEMEY —EXDFK
ElFINTRET T,

O NSXDINETOUYU—-RTIE HAM VY =T 1A RIBEEA VY —T 1A AEMINTWE U, #E
W= =~"DUE—F 7O EATIE HAA VY =Tz A AFYR-—FeshTWEEh, HAAMV5T =T 11X
EIFERLZIPU TRy FASSSHEFRALUTHA A VY — DA RAICEFEI 2 & 3TEE A, HA MUY —
TTA ADNMBERA Y FTBRY T4 V7 - FIRETCEE A, NI RPFTRERS T v IA R

OvJendlcemihLEd, B bld RPF @b T2 S AMICITENRTY, SSH ICITME
N=9=—0TOFIL 7 RELAEERBLET, CNEBERTHHRIIL —T 1 VI ERET D ESICRESNET,

NSX 6.2 Tld. #EBIL—Y—DHA A7 =T 14 L JL— FBESOIRNS BBMWICHENAINET,
[T NSXEdge 1 % —7 x4 2% LE T (Configure interfaces of this NSX Edge)] ¢, Ri&< > S
KEABEERIEINET) BEEALEICT 2 A1 Y FAOERKICIL. REA VY -T2 1 AMEREINET, K

AU =T AR RBIL—T —DIRBRT T4 7V ADEMNIC &L THERENET, 7y TUVT A
V=T IARI BEAROBEETICODA VY —TI A AT, #®BIL—Y— Ty ITUIT 105 —
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7 1 A4, NSX Edge Services Gateway, DU — F/){—F 1 &)L —4~ —RET> >, Fiz[ZVLAN /Ty =+
> /7 dvPortgroup [CHEEREL T, REEIL—% —&YHE)L -5 —ICEEEFRTEET, B0 —T 1 VI EBMIC
IBICIE, 2E<EEBTI D07V TV AV =T TAAMMETY, 7y ITUT A5 =T 11 AU,
#BEIN—T—DRET IS4 7 AD VNIC & ULTHERSINET,

CCTANTBA VI =TI A ADKEITRTEECEEY, MBI —Y—&7 JO1 LIcERT, 105—-Tz
1 AZEM, Bk, BLUVEETEETY,

IDBNE, EEDER— T —FICEH<NIEHA A Y =D 1A 2&RLTCVWET, COBITIE 2 D0OR
AU —TJ1 AR @pp &web) BLUNT1 D207y TV 4105 =T 14 R(t0-ESG) HRENTINET,

Hird NESX ECge L2l
+ 1 Name and descriplion Configure interfaces
w1 Settings

HA Interface Configuration

" 3 Configure deployment

Connected Tor  Mgmi_VDS - Mgmt Change Remove
4 Connhgure interiaces

5 Defaul gateway seltings +
B Pk 60 Eoemsbiladi P Addres Subned Prefix Lengih
192 168.110.60* 24

M4 interface is a mandatory 5 pecial-purpose intertace that requires network
connecdiivity and is configured separately from other interfaces in the Logical
Router,

Configure interfaces of this N5X Edge

+ /S x
“ame |P Acdres P Conrected Ta
Langth
app 172162014 24 app
web 1r21610.1* 24 weh
I-E3G 192.168.10.2° 2% transit
Back Haxt Cancel

VMware, Inc. 69



NSX &A1 1

12 740 T— kDA EFRELET,

RIZZFDHITT,
New NSX Edge i
» 1 Name and description Default gateway setlings
W 7 Settings
[] Configure Default Gateway
" ¥ Configure deployment
w4 Conhgure interfaces WHIC: w  ip-ESG "
% iy 1 compibn MTU: 1500

Back Next [ Cancal
13 WMEBRAAMYFICEFKSNTVBREY Y VOT T4 T—FD A ICHRBIL - — A5 —TT A ADIP Y
FLAMBYICRESNTNS CEEHERLET,

ROBIO FRODTIE, app REXS Y OF T4 - 5= R 145 17216201, web /BT Y OF T 4L -
Bk T A 17216100 EBVET, RETY UATOFT T4 - F— YT AIC ping EXETE, KBTS
VR TE ping EXETES L ERRBLET,
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T2 18101

172.16.10.10

SSH =/ LT NSXManager ICO7 14> L, XDOAX Y FERITLET,
B gRTCOBEI T A VATV AEHREUAFLET,

nsxmgr-1-0la> show logical-router list all
Edge-id Vdr Name Vdr id #Lifs
edge-1 default+edge-1 0x00001388 3

B OAVRO=Z VS RAINSMBIL YD =T VITEREZELUICRAFEVARLET,

nsxmgr-1-01la> show logical-router list dlr edge-1 host

ID HostName

host-25 192.168.210.52
host-26 192.168.210.53
host-24 192.168.110.53

HAICIE, FBELUCHEIL—Y — (COFITIT edge-1) [CEFSNTNI2HBIANYTFNET S RSV AR—
FY=2VDAVN—EUTHERESNTVNEZIRTDORA R 75T DIRA FATRNTRREINET,

B REBIL—Y—HESRARCRHENSIN -T2V T=TINEREVALET, T T T-TIL TV

FUIITARTORAFT—HLTVIRENH DT,

nsx-mgr-1-01a> show logical-router host host-25 dlr edge-1 route

VDR default+edge-1 Route Table
Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface
0.0.0.0 0.0.0.0 192.168.10.1 UG 1 AUTO 4101 138800000002
172.16.10.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10195 13880000000b
172.16.20.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10196 13880000000a
192.168.10.0 255.255.255.248 0.0.0.0 uct 1 MANUAL 10196 138800000002
192.168.100.0 255.255.255.0 192.168.10.1 UG 1 AUTO 3802 138800000002
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B WITNADKRARITEDNT,
O—SZBEIT 5DICENTTY,

IN—=5ICBT2EMBEREVAFLEY, CNlE. RAREBELTVWS IV F

nsx-mgr-1-01a> show logical-router host host-25 dlr edge-1 verbose

VDR Instance Information :

Vdr Name:

Vdr 1d:

Number of Lifs:
Number of Routes:
State:

Controller IP:
Control Plane IP:
Control Plane Active:
Num unique nexthops:
Generation Number:
Edge Active:

default+edge-1
0x00001388

3

5

Enabled
192.168.110.203
192.168.210.52
Yes

1

0

No

show logical-router host host-25 dlr edge-1 verbose I F@H AT [Controller IP (O
VRO-5IP)] 74—l FEERLET,

SSHEMALTOY FO-JICHEREL. ROIANY FERITLT, AV FO-3A%F Uc VNI VIEP, MAC. &
FUARP F =Tl OREBERERTLUET,

192.168.110.202 # show control-cluster logical-switches vni 5000

VNI Controller

5000 192.168.110.201 Enabled

BUM-Replication ARP-Proxy Connections

Enabled 0

VNI5000 I ATIE #FEAEOTH 2 ZEATRSL VNIS000 OFfEE S LTy FO—3192.168.110.201
MU REh&Ed, OV FO-ZICO7 4> LT, VNI5000 O iERaENELET,

192.168.110.201 # show control-cluster logical-switches vni 5000

VNI Controller

5000 192.168.110.201 Enabled

BUM-Replication ARP-Proxy Connections

Enabled 3

192.168.110.201 A3, BEHA 3 DTHEEERLTNET, D VNI EREBLET,

192.168.110.201 # show control-cluster logical-switches vni 5001

VNI Controller

5001 192.168.110.201 Enabled

BUM-Replication ARP-Proxy Connections

Enabled 3

192.168.110.201 # show control-cluster logical-switches vni 5002

VNI Controller

5002 192.168.110.201 Enabled

VMware, Inc.
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192.168.110.201 M3 DO VNI #itefB LT e, £5—ADY FO—3 192.168.110.203 DEH#4
AEOTHLEFRENET,

192.168.110.203 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0

= MACT—TJLEARP T —TJILERRT BRIIC. —ADRBY Y A EEI—ADREY Y UAD ping #=fE%
L ET,

app X e Web R8> -

vmware@vmware-virtual-machine:~$ ping 172.16.10.10

PING 172.16.18.18 (172.16.10.10) 56(84) bytes of data.

64 bytes from 172.16.10.10: icmp_seg=1 ttl=63 time=2.15 ms
54 bytes from 172.16.10.10: icmp seg=2 ttl=63 time=1.60 ms

MAC T =T &R L £,

192.168.110.201 # show control-cluster logical-switches mac-table 5000
VNI MAC VTEP-IP Connection-ID
5000 00:50:56:06:23:ae 192.168.250.52 7

192.168.110.201 # show control-cluster logical-switches mac-table 5001
VNI MAC VTEP-IP Connection-ID
5001 00:50:56:06:8d:72 192.168.250.51 23

ARP F—TJ L EH#ERBLET,

192.168.110.201 # show control-cluster logical-switches arp-table 5000
VNI IP MAC Connection-ID
5000 172.16.20.10 00:50:56:06:23:ae 7

192.168.110.201 # show control-cluster logical-switches arp-table 5001
VNI IpP MAC Connection-ID
5001 172.16.10.10 00:50:56:a06:8d:72 23

W) —Y —BREERI LT T, FREIL—Y— A VATV WINADDIY FO—-F /— FIC&> TR#tE
ngs—g_O

show control-cluster logical-routers I¥ > F® instance b 7OX Y F&ERITIDE. 2D
VEO-SICERINTNDHEBIL—Y —DU X RARREINET,

interface-summary 5 72> FTIE. O FO—-FA NSX Manager i'5%2E Uz LIF ARRENET,
DEHRIE. FSVAR—F V-V TEESNTNWEIRA L VI AYHDRA FICEEESNET,
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routes U7XV RTIE. #REBIL—Y—DIRE7 IS4 72U HHEMREY Y Y EEMIINET) M50V F
AO—-ZICEESNBIL—T« V7 T—TIHIRRSNET, COBRIILIFREL > TR NS T2oH. ESXi RA

FOIBEEIIRRD. SOIL—T 10T T=TILICIE BEEREIN TV IRy FIFEENEE A, ESXi R
FEDIL— FERICIE. BEEGESNCY TRy FAEENFTT., CNhld ESXIiRZA FOT -5 /IAAN TN ESR*

T—JINELTHERT 2D TT,

|
controller # show control-cluster logical-routers instance all

LR-Id LR-Name Universal Service-Controller Egress-Locale
0x1388 default+edge-1 false 192.168.110.201 local

LR-Id #&=8». ROIXY FTHERLET,

controller # show control-cluster logical-routers interface-summary 0x1388

Interface Type Id IP[]

13880000000b vxlan 0x1389 172.16.10.1/24
13880000000a vxlan ©0x1388 172.16.20.1/24
138800000002 vxlan 0x138a 192.168.10.2/29

controller # show control-cluster logical-routers routes 0x1388

Destination Next—Hop[] Preference Locale-Id Source
192.168.100.0/24 192.168.10.1 110 00000000-0000-0000-0000-000000000000
CONTROL_WM

0.0.0.0/0 192.168.10.1 0 00000000-0000-0000-0000-000000000000
CONTROL_WM

[root@comp02a:~] esxcfg-route -1
VMkernel Routes:

Network Netmask Gateway Interface
10.20.20.0 255.255.255.0 Local Subnet vmk1
192.168.210.0 255.255.255.0 Local Subnet vmk®
default 0.0.0.0 192.168.210.1 vmk®
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I FO-SHh5HED NINDEFERTLUET,

192.168.110.203 # show control-cluster logical-switches connection-table 5000
Host-IP Port 1ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

192.168.110.202 # show control-cluster logical-switches connection-table 5001
Host-IP Port 1ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

CNEORAFIP7ZELRIZIVMKO 125 =T 14 XTY, VIEP TlEAH D FEB A, ESXiRZA &Y FO—
SO DHERIL. BERY FD—7 ETHERSNET, CIITRIAR— FESE RNV FO-5 &0
FEBTIT2ESICESKIRARIP R v IICL>TEDHTENZRITCP R— FTY,

RARLETIE, COR-FEBESE-KIT 2V FO-F Xy RV EEARTINET,

[root@192.168.110.53:~] #esxcli network ip connection list | grep 26167
tcp 0 0 192.168.110.53:26167 192.168.110.101:1234 ESTABLISHED
96416 newreno netcpa-worker

RAREDT7 0574 TR VNI ERRLET, KA FBTOEDDBVWERRL TSN, INTOVNIATA
TORARTT I T4 TICRBDITTIEH D EEh, WMEBAA Y FICEGSNTVIREBIY VAR RICHD
Ba, TORAFOVNIAT D T« TICRIET,

[root@192.168.210.52:~] # esxcli network vswitch dvs vmware vxlan network list —
vds—name Compute_VDS

VXLAN ID Multicast IP Control Plane Controller
Connection Port Count MAC Entry Count ARP Entry Count VTEP Count

5000 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203

(up) 1 0 0 0
5001 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0 0

7E: vSphere 6 LI T vxlan ZRiE@EEBRICT (23, /etc/init.d/hostd restart O< > RrEE
TUET,

INATUY RFFIZDAZF v 2 T— ROBER1 VT OHE, esxcli network vswitch dvs vmware
vxlan network list —-vds—name <vds—-name> I ROEAIZTXDLDICHRDET,
= [Control Plance (#f17L — )] AERICHR D TV E ZEARSNET,

B LTFEY AR TOFVSIUARP JOF AU R FENET, AARP O+ 130 IPEAERICE
TWCTEU A FENET,
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B BRIV EO-ZSIPYRLADURRE, ERAIRETHD CENRSNET,

B ORI — 4 — A ESXIi R RICEEEN T BEAIE. [PortCount (R—F A9 R) I AT RLEICARDE
I, CNld. BEAA Y FICEGESNICRA FTRERY AR VWEEBREETT, <O 1 DOR—FIE
vdrPort T, ESXi /R FD#IBIL—F —DH—FJL TV 2 —)LICEFGESN T 25574 dvPort T3,

BT REYYUNSRIOY TRy R EOREN Y VIC ping EXfEL. MAC T —TJIILERRTLET, [Inner
MAC (RRID MAQ) ] 38X > > T2 FUTH D, [Outer MAC (SMAID MAC) ] & [Outer IP (SMA1D IP) ]
[IVIEP 5L T\ 2 Z&ITFRLTLIZE ),

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds-
name=Compute_VDS —-vxlan-id=5000
Inner MAC Outer MAC Outer IP Flags

00:50:56:06:23:0e 00:50:56:6a:65:c2 192.168.250.52 00000111

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds-
name=Compute_VDS ——vxlan-id=5001
Inner MAC Outer MAC Outer IP Flags

02:50:56:56:44:52 00:50:56:6a:65:c2 192.168.250.52 00000101
00:50:56:f0:d7:e4 00:50:56:6a:65:c2 192.168.250.52 00000111

RDRAT T

NSXEdge 7 754 7V 2&&AICT TOA UIe/R A FTIE. NSX AMREEN >~ O BEEIRE)/ > vy FF DV EB
CULET, TD&. 7 ITSAT7VARBIY VERIORA FICBITUISBE. FIUWKRZ FTREY Y VOB EE
/vy R OUABRICEEBVBENGVET, TOH. VIATYHDINTORA FEF TV L, REX
UDBEREE/ T vy RO UABICE O TVNBI L EERRI D LEBEDLET,
http://pubs.vmware.com/vsphere-60/index jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc
%2FGUID-5FEO8AC7-4486-438E-AF88-80D6C7928810.html &#8B LT EX L\,

WRE)—Y—ERFALLE. RBIL-Y-IDEYTINLIUYILTC AV —TIA A IN—FTaVT. T747F
Dx—)b. TUvI DHCP UL - EEZELET,

RIITDHTY,

vimware: vSphere Web Client L

| Mengator l-_ HaK Eages
1 Home o MNSXManager | 152 1823 11044 |~
Mebwoikmg & Secuity & {
£H res Home " I e

Q¢ Installation EI il eibuieg-rouber Logical Reuter

T Logecal Swilches

Y Firewall
% SpociGuarng
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Edge Services Gateway DiE N

TS5 —ITId. #E O NSX Edge Services Gateway (RE7 7214 7V R&EA VA F—=)L TEET, & NSX
Edge RIE7 IS4 7V AILIE, YT VI ERBORY FD—0 A5 —T 14 AEEFTI0EIEETEET,
WEBA 5 =T 24 AIRESNICR— F JTIL—TICHEHRSN. ZTOR—F T —THOREFESNRBYS VT
NTCDT—FDxAEVTHEELET, REI VY —J A AICEIDH TSNS TRy M INTUYIICIL—F«
VIENBDIP T RLAEBICE, XY D=0 P RELABREII T« 7 &3N3 RFC1918 SAEMEICER
DEY, J7AT794=)L =)L O NSXEdge U —ERIZ, A V5 =T A ABD S T4 v 7 IGERINET,

ESGO7YTUY Y A0 =T x4 X d #HARBRY FO—=00 7R LAV— Ry FD—J&RET T —
EXICHT 27V ERAEER DT Y TV R—k T —TICEELET,

RDUZARIZ, BESGTDA VI =T zARIAT (REBSIVT v TUVY) CEOHWBEODTR—-FERLEY,

DHCP: 7y TV A5 =T 14 ATIITR—FEen&EtH A,
DNS #0477y TUVD A5 =T 14 ATIIPR—-FEnEH A,

HA: 79UV 409 =T 14 ATIIYR—FSNTNWEBA, 2R<EE T DOREA VY =T T4 AN
METT,

SSLVPN: UXF—=IPA 7Y TUVT A5 =T 1A XCBLTVEHEND D ET,
IPsecVPN: O—=HJ)L A RIP Y RLANT YTV 4205 =T A AITBLTW2HENHDET,
L2VPN : B8Ry FD -0 DHEHRTEET,

ROEICRT S TILO ROV TIE, ESG o7y Uy A% =7 =+ Z2h vSphere Distributed Switch =7
LT VIS A RS0 F IS, ESG ODAEA V5 — T 1+ AH NSX sk 27w F &4 LT NSX &8
W)L -5 —[CERSNTNET,
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vSphere
Distributed
Switch

192.168.100. 3
192.168. 10. 1 vy 847

IDZEPE R TvINY

192.168. 100. 1

i
S

192.168.10. 2

Yoy 847 . 7yvTYLy
JAakalL TRLR:
192.168.10.3

172.16.10.1
yoy B4 7 RE

172.16.20. 1
Yoy 247 RE

App

172.16.20. 10 172.16.10.10
Ry, | By |
app web
k<> <Y

O—-F NSy T 94 VPN, SEUNAT U —EXBICEBHMONBIP 7 F L AERZRETEET,
AR
Enterprise Administrator & 7zI3 NSX Administrator OO —J)LAEI DS TEN TV EMENH D ET,

Edge Services Gateway (ESQ) RE7 724 7 Vv 2A&FT TOA T 2DIC+RRBRBENIY - T—LICHd &
LTS, Z1 INSX D27 LAEE] 22B LTS,
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Flig
1 vSphere Web Client ¢, [7"—/ (Home)] > [Networking and Security (Networking & Security)] > [NSX
Edges] & L. [am (Add)] (¥) F1avsEsU s LET,

2 [Edge Services Gateway] #2iRL. 7 /{1 2ADEFEANLET,

Zo&pig vCenter 1 ARV FUICRARENET, 1 DOT TV FOIARTO ESG DRT—R2DOEFIEITT
ey,

MECHUT, RAFBEANTZEETEFRT, COEZRILCL ICRREINET, RAFBEEELLZIEG
&l3. BBMICER =N 2 Edge ID A CLI ICZRRENET,

AT 3vT, HBPETTUREAANL. SRURMEBMICTEET,
RIITDHTY,

Hew NSX Edge LTI

bl 1 Mame and deascnpion Name and descripion

2 Settings

3 Conhgure deploymant

Inatai Typa o) Edge Sendces Galeway

4 Configure interfaces
& Defaull gateway settings _J Logical (Distributed) Router

& Fire'wall and HA

T Ready to complete Mame +| ESG-1

Hostmamé

Dascription

Tenant

] Deploy MSX Edge

[_] Enable High Availzbility

Hext Cancel

3 ESGO/IRAT—FEAAL. BADLET,
AT =RIZ 12 XFULET, RO4DDIL—ILDIE 3 DICH>TVBIRENHDET,
I XFUEORXF
I XFUEONF
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] XFN T
LI ISRl =27 3¢
4 (#7v3V)SSH. aF @AM, BLUBEEIL—ILEREBICLT, OF LNLEZRELET,

BENL—IVERERDICLEVSEEIE. 7747071 —)b. NAT. S&VIIL—FT 1 V7 EFBHTRELT. O—
FINS Y27 VPN 2 EDRED NSXEdge U —EXDBIH S T« v I EHAI T 2UEANH D FT, BF
IW=IVERTIE, T=9F v FZ T v T DIL—ILAMERENEE A,

T I A ETIE SSH EFATAMAERIICAR D, BEUL—IVERABRICEDET, T 74 ETIE O7 LA
I TR2] ICERESNET,

IRTOF LWNSXEdge 7 754 7V ATIE, T4 FTOTABERICHE>TVWET, 7I74)L0OY L
~NVIE DER] T,

RIFETDHITY,

i Hew HSX Edge LT It.

o 1 Mama and description eltmgs

1 Configure deplaymaent CLI credéntials will be Set an the MNSX Edge appliance]s]. These credentials

can be used to legin o the read ondy command ine interface of the appliance

4 Configure interfaces

Usef Hame * admin
5 Defaslt gateway settings

Password ] prrrere——
6 Frrewndl pnd HA

COnSim pAsEwid s *teresesessssnas
T Ready o compbeia

i Enable S5H access

W Enabile auto nule generabion

Enable auto rule generation, to automatcally generate sardde mules to allow fow of
contnol rafmc

Edge Control Leved Logging | EMERGENCY *

Black Rexi Cancel

5 YAFAVUY-RICEDNWTNSXEdge 1 V25 VAN A XERIRUET,

[Large] NSX Edge 1. [Compact] NSXEdge £ £ CPU, AEU, BLUT A AVBRENE . £DED
BB SSLVPN-Plus 1 -t -5 R—FLZET, [X-Large] NSX Edge 3. BREBEADRRTZY > 3 &E0ET
2O0-FI)ISVOAREINTLIREICELTCVET, 5L 2L—Tv FAEREN3HBE1E. Quad Large
NSX Edge #H& LE T, Zd NSXEdge TIIHWEFEENNEICRDET,

E1 INSXDY 2T LEH] 22BLTIEEL,
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6 Edge Appliance #fEm L&,

vCenter 4 RV FUITEMNT 2 ESGIRET 5147 ADREEAADLET, NSXEdge @1 2 +—JLES
C7Toa 7 AEBMURINE, NSXEJge (37 54 7 AMBMESNZETCHII1 Y E—ROEZXICA
DEd,

HAEBRICUIEBEIR. VIS4 7V RAE 2 BEBMTEEXY, 77217 2% 1 DBMNT 5 &, NSX Edge
FEOEREERY VINA T IZA T ABICL T r—FLET, ZNIcL D). DRS ¥ vMotion #R1T LTz
TH. 260 HANSXEdge (REEY > Vv AEFEH TR FICEE (vMotion) LELVRD, ChesDREYY VA
RIUESXRAFICEFEET D CEdHDEtA, HAZEUSH#EESEZ(ICIT. MADTY T4 7 VA EHET —
FARTICTTIOATEIHUENDDET,

RIITDHTY,

Edil NSX Edge Appliance )

Specify placemenl paramebers for the N5X Edge appliance.

ClusterResource Pool = Management and Edg -
Diatastore + ds-1 [ =
bost 192168110 52 -
Folder Discovered wriual mac... | =

oK | Cancel |
7 [INSXEdge ®7 700 (Deploy NSX Edge)] #:2iRL. 7 O EFHE— FTEdge #&iML %Y, Edge 57
TOA3 3124 BEdge D7 ISA TV REA VT —T 1A AERETI2MBENH DT,
8 AUH—TTARAEHRELET,
ESG TId. IPV4 B LUV IPVE 7 F L ZADEANTR— FENET,
HA &88ICT 31213, REA VY -T2 1 A&LB<ES 1 DEMT ZUEND IET,
12019 —J11AICIE, BELABWVEHROY TRy FERETEET,

A =TI AERBDIP 7 FLAEAADLEHZEIE. TIAXVIP T RFLAEBRTEERT, 1 DDAV
H=TJxARCIE 1 DOTZARVIPTRLAEEHOEA VT UIP T RLAEHRETCE=EY, NSXEdge
Z. TS24V IPT7RELREO-AIICERESND FZT 1y (UE—F Syslog ©ARL—% R LTI

ping &) DY —X 7 RLAERBLET,

AISHDOMEEICERT DRIIC. 15 —TxAACIP7RLAEBINT 2HEND ) FT,
AT23avT, AVI=TAZAOMACT FLAEANTEET,

HA B3 HBEd. 7723V ELT2O0BEIP 7 FLAE ADRERTANTEEY, 250 NSXEdge
HARBY >V DN\—FE—FE CNEDBERIP 7 RLAEZNLTBESNEY, EEIP 7 RLRIE BU
L2/ 7%y FICFEL. HEICEERIRICE > TV 2RENHDET,

AT723vT MIUZEZEEIZZENTEXT,
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D> 1239 % ARP BRIC ESG AGETE5 £ DICT 25E1E. O+ ARPEBMICLET, Chld
WAN s OmAIICRI U Y TRy RH%h 235688 EICERTY,

ICMP U5 ALY FEBHICLT. =T 1 YV ITBERNIERARCRESNDLSICLET,

GXTD/)(Ty FHICHDIY A T FLAQEEAREMEERERT BICIE. V-2 )NZ T4 LY EBRICLE
I, BIE—RFTIE L= —=DRDINTY FOEXITFERAT M VT—T A AT, NIV FEZETDIVE
MHDET, Loose E—FDHBE, EETL TV FLANIL =T+« 7 7—=TINCEENTVWBIUENSG ) ET,

BHOI TV AINEBEBTIP 7RELRAEMACT FL2AEBFERAT2BEIE. T VA INSA-YEZREL
*¥9., fz& A3, Cloud Management Platform (CMP) Tld, 7z V2AEZETZET. BUIP 7 RL2E

MACY FLZEFZ2ICHBELT, D&Y [T VALTI BEROUVSOR A VAT Y AERRICEITTCED £
JICBDET,

RIZZFDHITT,
Edit NSX Edge Interface E
WNICH: 1
Mama: al jnternal P
Typa: =) Internal ) Uplink o
Connected Tao: fransit-switch Change Remove
Conneclivity Status: (=) Connecied () Disconnected
Configure subnets
=2
IF Address Subnet Prefix LI':l"lgl'l
192 168.10.1* 29
MAC Addresses:
You can spedify a MAC address or leave it blank for auto generation. In case of HA, two
different MAC addresses are required
MTL: 1500
Options [l Enable Proxy ARF [] Send ICMP Redirect Reverse Path Filter | Disable | = |

Fence Parameters:

Example: ethemetd filter1. param1=1

[ oK ] | Cancal |
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ROBNL2 DDA V5 =T 14 AERLTVWET, 1 DI3vSphere Distributed Switch @ 7w 71U >0 iKR—
R —=TFENUTESG EATDFRY ROV ICERL. 5 1 DIIDEEGRIEIL— 5 — A RSN T 2 HE
Rk 2 1w FIC ESG S LET,

New NSX Edge (2] B
1 Name and description Conignie Werinces
w2 Settings
Configure interfaces of this NSX Edge
" 3 Configure deployment
S + /S x
Ed 4 Configure interfaces
. Submet
5 Default gateway setfings NI Mame IF Address Prefix  Connecied To
& Firewall and HA it
0 uplink 192.168.100.3.24 Mgmi_VDS - HQ_Uplink
7 Ready to complete
1 internal 192.168.10.1* 29 fransit-swilch
Back Hext Finkst Cancel
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A

TIANET— DI A ERELET,
MTU [BIZHRERIRETI N, A1 VT —T 1A AICHKRESNTINS MIU LD RET 2T EETEERE A,

RIFZFDHITT,
New NSX Edge 21 b
V1 Name and description Default gateway setlings
w2 Seftings
[+ Configure Defaull Gateway

" 3 Configure deployment
+ 4 Configure interfaces wWNIC | uplink v

5 Defauit gateway settings Gateway IP: = 192.168.100.2

& Firewall and HA MTU: 1500

7 Ready to complete

Back Hext Finis Cancel

IJ7A4704= )L RUY— O, BEUVHANSA=YERELET,

TE I7AT O RUY—ERELRVGA, INTDRS T4 v I EREBISLIICT I 4L DR

IRTOHFUWNSXEdge 7 TZA 7 VAT, T4 FTOTABERICR>TVWET, TI74)LE0OY L
NV BEE] TY, OV & ESG ETO—-NILICRET 2HBEICOVEBMICT DL, QUAREBICERSINT
NSX Edge @)X T # =XV RICEET ZAIAEMN B D ET, TDIzsH, UTE— D Syslog o — ) (&R L T,
IRTOOVEHREIL VY ICEREL, DMEBEREITOCEESBDOLET,
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EARAMEBMICLIZHEEIR. HAEO 2 a v aIRTRALTLESW, 7 77)LFTIE. HA TR V5 —
JIAAPBEEBNISRIRSN. U o0-AIRIP7RLINEFMICE D S TENET, NSXEdge (FE7]
BUT2A0REYY VETR— LU, E550REYY Y OA-Y-REBERFORECHEEINET, T
ARUREYY VTCIN—FE—-FEEARET D E, THVYUREIY Y VORENT VT 1 TICEELET,
ZDEICULT, #Y FT—=7 ETREICT AD NSX Edge (REX>Y VDT 0T« TOIRREICZ D) £, NSX
Edge 3257 N1 7 ISAT7 U ABICTSARY 7 IS4 7 ADEREEL S — L. DRS % vMotion
DOER%TH>TE. 280 HANSX Edge (REY > A B U ESXRA RICHEET 22 EDRNEIICLET,
BOREYY VIE, BEULET TS24 T7 2V AERLCUY - T=)LBXUT =45 X F712dH % vCenter Server
CF 70O+ =nET, NSXEdge HA O HA REB< > > ICIZ0—h)L U7 IP 7 RLZAE D HTEN BTz,
FNEDOREYY VIIHEICEBETCEEY, HAISA-—YERTETIRE A Y -T2 1 AERRLET, K
A =T TAANERESNTVWEVRETY vy —T o1 A [EFE] 2BBRUIZHBE. - — 15—
JIAATRIS—HIRRSINET A, 2 A0 Edge Appliance AMERESNET AL REA V5 — T 214 AN
FESNTWAWEZD, FLL Edge IZRT N\ 1DFEFER D, HAIZENICRDET, A1 VY —T 11 R
ERET 2 &, Edge Appliance ETHAABRMICBOET, N\ o Ty T T7ISAT AN T4 7T
AT UANEN-FE-MMEBEZELRBWVWBEIC, T4 7 ISAT VU R&¥RT70T1 TERRE U,
N 0Ty T T7TISAT7 AT EMCETORKBEZHEMNTANLET, 777 FOBEI 15T
9, A SarvELT 2D008BIP7RELZE ADRERTAL LT, HAREY Y VICEIDHTANZO—
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AWV TIPTRLAEA=I\=SA FT2ENTEEY, BEIPT7RLAMMBODA VY —T x4 XITEA
SNTWBIPTRLALEEBLTHET. FI T IDI =T« VIJEHIFTVRNWC EEBERLET, RV
D=0 FOMOBAICEET D IP 7 RLAEERLEVTREL, Zhld. £0xy FD—2 A NSX Edge
[CEEEHRNTORVISETERK T,

RIZEDEITT,
Hew NSX Edge _ 2w
+ 1 Name and description Firewall and HA b
w2 Seftings
[+ Configure Firewall defaull policy
" 3 Configure deployment
+ 4 Configure interfaces Default Traffic Policy: (=) Accept () Deny
+ 5 Default gateway settings Logging: ) Enable () Disable

& Firewall and HA

Configure HA parameters

il Aol Configuring H& parameters is mandatory for Ha to work.
WNIC = | internal [+ ]
Declare Dead Time: |15 (seconds)

Management IPs:

You can specify pair of IPs (in CIDR format) with /30 subnet Management IPs must
not overlap with any vnic subnets.

Back | Mext Cinist Cancel

ESGAFTO N6, [(RAFSLVY T2V Ea—ICBE L, Edge RET T2 7V A0V Y — L ERE
FI., COAVY—ILhL, FHRSNIcA VY —TJ 1A AT pIng ZXETCSDEEERBLET,
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RDRT Y

NSXEdge 7 754 7 A&EJRMICT TOA UTeRA FTIE. NSX AMREEN Y~ OB ESE)/ > v v 5D &EBR
ICUET, TR 7 IZ2A 7V ARERY VZERORA FICBITUIEEE. HIULWKRZ FTREY Y VOB
/vy RO UNEBMCEEBVBERHDET, DD, VIATHADINTORAREF VY L, IRIEX
VUDBERE/ vy FT O UABICE O TNE L EERERIT D LEDEDLET,
http://pubs.vmware.com/vsphere-60/index jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc
%2FGUID-5FEO8AC7-4486-438E-AF88-80D6C7928810.html #2B LT £\,

INT, AT )NA AN BIREBY Y UNDERERIBEICT DI — T« VI ERETEET,

JO—NILEREDIEE

A9 TAYT II—FICHLTTI#ILE T— D4 Z%ETE, Edge Services Gateway 7z (4 Distributed
Router [Cxd L CBIMBIL—T « VT OFMEIRE CEET,

=T 1 VT EFRET BHITIE. FHTE2 NSXEdge 71 25 U 2HANETT, NSXEdge dtzy + 7y 7FD
FMICDOLTIE, INSXEdge f& ] #8R LTI,

Flia

1 vSphere Web Client IcO 7«1 > LT,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 20 U v L
ESCIN

3 NSXEdge &%)V Uwo LET,
4 =7« 7 (Routing)l 2w LT, [7O—-)ULEE (Global Configuration)] 2 U w2 LE7,

5 ECMP (Equal-cost multi-path) JL—F « VU & EEZET 3l L—7 « > (Routing Configuration)] @
HICH2 [fRE EAil =7 Uy T L. ROBEEEITLET,

F7vav EREA

Edge Services Gateway niga ECMP =& 9 2 1C(d. ECMP oIz 2 [Bahit (Enable)] #1713 [#shit (Disable)] =
70w LET,

NEGHREBI — 5 —DIFE a BMCISECMP &:#IRT 20, EMICT 5 ECMP Z2RERLFET,

b [OKl&#vUvsLET,

ECMP 1Z, B—0% =7 v FIZESENZRT AR Ry 7 )y BA #HORE/ (A LETITHN2L21C92
OO —T 1 U TEETY, &E/ (AL, BRSBTS, OSPF » BGP B &n&ML—7« 7 7O+
TCEBARY Y IHEOHRELTEMESNBLSICTRIEETEFT, AT V7 )L—FICHLTHE
BOINREBMNTBICE. [(AYTa v D I =R FTAT707 Ry D ATEBDRY A LRy TE I X TEY D
TEEULET, F#AICONTIE [RY T v JL—FOEN] Z28B LTS,
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Edge Services Gateway I3, Linux *v R0 =2 25 v I RETHZ, SV LAEIVR-—2 YV FEFERT S
SOVEOEY PILIURXLEFERLUEYT, HEDRETEBEDIP 7 ELARTICHULTERI X F Ry TH
BIRENZE, BRUCKRV AR TEIN—F Frv oy afMEMUET, 20OT70-ICHTEZIRTO/ Ty
Bld, BIRUERI AR Ry FICEENES, 774U EIPVAIL—F F+ v ald, 300 # (gc_timeout) T
SALTIORUES, COB. 774 T TRVWIVRUNGHZE, JL—FF vy anSHBRENDHRICE
DFT, REOHIRIZ, A=Y ILUY 3y 54X =HIT 0T« TICRdEEIC (ge_interval =60 #) 17
hnx9,

DEGEREE)L — 5 —TI3 AIBEB ECMP 20 2 = Ry TOU XA RA BRI A Ry TERHET 51-Hlc, XOR 7
IWIVZXLMERENET, COPIILTYXATIE. #ETSIVHEEIP 7 RLAAN TV FOEDY—ZEL
TEE/Ty FETHERASNET,

IN—=232612F%7TIE. ECMP #8129 2 Z & T, Edge Services Gateway (REEX >V EQRER T 717

DA —JVIZEICR D E Ulc, NATBEDRT— D)L —E 214, ECMP &(3:EE L E B AT U, NSXfor
vSphere J{I—= 3> 613 LU, ECMP &8I 74 7 D4 —ILEEEHI B ENTEET,

6 [0 —JLID (Locale ID)] &4 #wiE)L —~ — ETZEET (L. [JL—F + 7 (Routing Configuration)] @
BChd ReEEdi)=o Uy LES, O —)LIDEAAL. [OKlET UV o LET,

T A FTIE. O =)L IDIZNSX Manager UUID ICEAESNTWET A, 22\ =)L OBGERE)L — 5 —
{ERESIC Local Egress (O —AJLHAARE) MERICTINTINZIBEE, COREES—/I\—51 RT=%E9, O
=)L ID 3. Cross-vCenter NSX &7z I3B# 0 1 FRETIL— FEBIRMICERET 27cdERALET, i
[ZDWNTIZ [Cross-vCenter NSX FRO> | #8BLTLIESL),

07 —)LIDIZUUIDERXRTH2UENDDET, B 1 XKXXXXXK-XKXX-XXXK-XXKK-XKXXXXKXXXXK, S
T &XIZ16#E8F 0O~F) TBSH®ASNET,

7 TIAIWRT—FOTAEEBETZICE [TIAIE T~ Do (Bdit)] OEICH 2 [RE (Default Gateway)]
=70y ULET,

a =Ty krRYEI=JICEANDTRI AR TICEET BICDICRHAT T ENTEZ1 VY —Tx
A AEERUETY,

b o—FJza4IP7RELAEADLET,

c HATva)ar—ILIDEADLET, O —)LIDIZ. 2ZIN—F)LDEREBIL—5 — FOHTHEATE
Y EVAGP

d FT2aV)MIU z=RELET,

VMware, Inc. 88



NSX &A1 1

e EREINEAIL [BET « 2% > 2 (Admin Distance)] # AN LE T,

1~255 DIEEBERLET, HEDRY FDO—7[C0UTEBDIL — Db 258, BT« AT U AEME
RULTEDIL - FEFERT N EBRLET, BET « XY VY AMEVIFTE, )L — FOBEIEMITE <21
ESE

RO TIAHINIDEEBT 4RI VR

)| 2l VA { TI7FIWNDEEBT 1RV R
R 0

ATTAVY 1

S48 BGP 20

OSPFTU7R 30

OSPF ZU 7M™ 110

M BGP 200

f ATV a )T IAINET— I 1OHBEANLET,
g [®rEGave)l &=y 1)y LET,

8 EBEMRIL—T 1 VI ERXRETDICIE [ENIL—F 1 7 (Edit)] OEICH 2 [#RFE (Dynamic Routing
Configuration)] %2 U w2 LE T,

a [L—%—ID(RouterID)] I, BHIEIL—F 1 T DIZHICH—FILICIL— & TV 1925 NSXEdge ®
BO7y TV IP 7 RLANKRERINET,

b ZZTclEyOralleBMCLANTESL),
c [O7oBERE (Enable Logging)] #FR L COVBREREL. 07 LANILEBRLUET,
I EHETIBERIC IPSec VPN ('SR ESNTLBBE. BRI —T« V7 I3ERLAENTES),
9 [EED%1T (Publish Changes)] 27 U w7 L&T,
RORTY T
W—F 1« VITREEHRTZICE. [ty Rese)l 20w LET, ThICED, IRTOIL—F1 7 (F
JAI)L . BE. OSPF, $ELUBGP 0 &, IL— FBED) MHIBRSNET,
NSX Edge &% E

ERIFERATED (DFD, 1 DUEOT7TISATUABLIVA VY =TT A AMENESNTVWT, TIN5 —
FOTA. J7ATOF =) RUY — BHAMARESINTNS) NSXEdge 1 2 +—JL Liz5. NSX Edge
T—EADERERKBTEET,

AEBAE DIRE

NSX Edge Tld. BEEZAHSE. BB (CA) ICL > TERBSINLARE. LUV CAICL > TERPLUVERS
NICAERENTR— FSh&E T,
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CA ERFBBEDHRTE
SFAEEZER (CSR) 24 L. CAICLB3BEEMBETICENTEERT, F/O—/VUL LN TiIAEELERE
AT D E BENOT IR FURDIARTO NSXEdge TENEFBT=ET,

FlE
T RONWITNNERITUET,

F7vav EHER

JO—-/NIVEEREE LM T 3 a NSXManager R887 754 7 Ac07 1>V LET,
b [E®lyJ& Uy L, [SSLitREE] &7 Uy LET,
c [CSR o4y (Generate CSR) #27 Uw o LET,

NSX Edge AMEIFAE & £/ T B a vSphere Web Client cO 71 >V LZT,

b [Networking and Security (Networking & Security)] 2 1 v~ LT, [Edge & —
£ 2 (Edge Services)] #7 U w7 LET,

NSXEdge &5 7IL7 U w7 LET,

[B# (Manage)l # 7&7 Uy o LT, [R&E (Settings)] &7 U w7 LET,

[FreAE (Certificates)] U > o &2 U v o LET,

[72v 3> (Actions)] #%2 U w2 L, [CSR mAR (Generate CSR)] &32iR L £ T,

-~ D O 0

2 HEBOIZY FBIUVERIEANLET,
3 EBOE. BEFR. mENELREEANLET,
4 KRR FEOBEDOOESIET LT ALEBRUEY,
SSLVPN-Plus A"/ — L T2 ®DI3, RSAREBAEZEDH T,
5 MEIHUTT IAIFDRROYA XERELET,
6 7J0O-/VLAEIAEDHBE. AREOHBEADLET,
7 [OKl&27UYD UET,
AAEERERDNEN SN, AAEOY X FICRRSNET,
8 AUSAVAIAEMBICC DIAIAEERERICEZLTESNET,
9 EBEENEHHEEEA VR-FULET,
a BENSHBPEONREICL-LEY,
b XoWwIhhzaRITLET,

B EENEABAEEETO—/UL LRILTA VR— T 3ICId. NSX Manager (RE7 724 7 AT [«
ViR—F (Import)] &0 Uy LET,

B NSXEdge MEBR&MSAAZEE M VR— 331213 [72> 3> (Actions)] &2 U w7 U, [REEFE
(Certificates)] # 7 [REBEZ D1 R — + (Import Certificate)] &R L E T,
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¢ [ImportCSR] ¥ 7O Ry 7 AT, BANSABREORBEEINITET,
d [OKl&z27Uvo LETY,
CA BZFERENFRE U A FICRRSNET,
CA SEERE DIEIN
CARFREZEZEEBMI S CElCED, 2HOEECA LBZTENTEET, TNICKD, MEDIREICERT 21
RMEENET,
FIig
1 vSphere Web Client IcO 7« > LT,

2 [Networking and Security (Networking & Security)l %2 U w2 L. [NSX Edge (NSXEdges)l 22 U v L
ESCIN

NSXEdge #5 T)LU Uy LET,
[B (Manage)] # 7&7 Uy LT, [R%E (Settings)] # TABEN TS C &R LETD,
[FreAE (Certificates)] #2 Uv o LET,

A A W

e (Add)] (¥ 7ravzES U v o L, [CAzFEaE (CA Certificate)] &R L £ 7,

~

FEREOAS] T+ A L Ry RCAAEORNAZE IE— TV R X=X FUET,
8 CARIFRZEDHHEEANLET,

9 [OKl&ZUYY LET,

INT. BEDIARSICERTETDLDICRDFT,

BCERIAABTORTE

B2BZULCT —)GEBREDER. 1 VA =L EIVEENAIEETT,

AR S

BMBEDIRAEICEEZTESELDIC. CAFEREER > TN EEmRBL TS,
Fl&

1 vSphere Web Client icO7 1> LY,

2 [Networking and Security (Networking & Security)] % 1w %~ L. [NSX Edge (NSX Edges)] %7 U w7 L
E

3 NSXEdge =% TIL7 Uy LET,
4 [&# Manage)l ¥ 7&x2o U v LT, [BFE (Settings)] ¥ TABENTNS ZEaMALET,
5 [GreRZE (Certificates)l #27 U v o LET,
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6 LUTOFIECHEL, AEAZEEEZER (CSR) #4EmKLET,
a [7Uvav(Actions)) &2 U w7 L, [CSR m4&R% (Generate CSR)] ##IRL &Y,
b [Hi@E&] IC NSX Manager @ IP 7 B L 2 £z 35288 R A1 & (FQDN) A D LET,
C MHBEESLVITYREADLTLLREEL),
d #E8oE. HEFR. mINELEEANLET,
e RAFBOBEDLODESIEYILTUXLERRLET,

SSLVPN-Plus A R— LT\ 2 DId. RSAFIEAEDHTY, FIEBRMEERERT B0, RSA &:BIRT
SCLEEDBEDOLET,

f MECHECTT I FORBOT 1 XEmELET,
g TREOHEEANLET,
h [OKl&#2Uvs LET,
SAEERERNEH SN, AHBEOY X FICRRSINET,
7 ERUCERAEMBRIN TN EEERLET,
8 [7u>av(Actions)] &7y o L, [EEBZNEEE (Self Sign Certificate)] 2R UE T,
0O BCERAPEOEWAMEANLET,
10 [OKl &2 Uy o LET,

U247 2 hERAZDER

CAI DX Y FEIIZRESTHUH LEBLUTY 54 7 MRS EERTEET, TD%. COFPEEEJE—F 21—
F—ICRAL. UE—F A-Y-NRRHEEEEDO Web TS UFICA VA =)L TEXT,

DSATY FEBEOEADERAY Y FE, BUE—F 1-F—[CHT28BI 51 7 FEREEREL, U
E-—FI1-T-—MRRIT DIV 7 2 FERAZEICEBL U THERTE2EVNDRACHDET, HEOI-H-NH5E50D5
BOEGER 2O, 7547 FEEBEOLEZF 2T Y=)NOU X QS SBEAIAZEEHIRT 2 N TEE
9, AAEEHBRI D E, TOA-—H NS DEHENESGSNET,

SEBAE LN X b DIEMN

SFBRZ=LRN) 2+ (CRL) 13, Microsoft [C&L > TIRMESNBESNEY TAISAINETDAT—F AN A +TT,
A RICIOROIEBENEEZENTILNET,

B R UTCEERAE & R DIER

= SERAEOFEITH

B ERAEERIT LIRS

XD —ADEEH

HIIBEMNL - DT~ )\ \NOT7 I A ERH#HBE. T/ TORBEQI-F—(CBEICRLT Y FUICE
DWCT7 7 AQHFAIFEIFBEEEITVED,
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FIIE

A U1 AW —

~N

vSphere Web Client IcO 71 >~ LE 9,

[Networking and Security (Networking & Security)] % U w2~ U, [NSX Edge (NSXEdges)l 0 U v o L
ESEIN

NSXEdge &5 T)L0 U v o LET,

(& (Manage)] # &7 U w2 LT, [BE (Settings)] ¥ TABENTWNZ Z&E&EBRBLET,
[FEsA= (Certificates)] #7 U w7 LET,

L& (Add)] (#) 7ravEsUvs LT, [CRU EBRUET,

[EERZE DM A (Certificate contents)] ICU X FEBE DN ITE T,

(AT a V) RHBEANLET,

OKl &2 Uv o L&Y,

TTSAT VADER
TISAT AL B RE. FIdBBRTEET, NSX Edge ARV AN, DR EETEBEDT IS4 T7
AMBIMNENDET, AT VDOFEFITHEDET,

TTSA4 T RDENM
NSX Edge &5 704 3811, 2R<EE 1 ADT IS5A 7V AEBMT 2UEAHDET,

Fl&

—_

vSphere Web Client IcO% 1 >~ LET,

2 [Networking and Security (Networking & Security)] =% U w7 L. [NSX Edge (NSX Edges)] =2 U w7 L
ESN

3 NSXEdgez%TIL7 Uy LET,

4  [&¥ (Manage)l ¥ J&4 Uw o LT, [F&E (Settings)] ¥ 7&0 U w7 UET,

5 [Edge Gateway Appliance (Edge Gateway Appliances)] . [&fn (Add)] () 7ravzEs v s LET,

6 FOTISATVADUZAIFRLIIVY - T=)b. BLUVT YA RTERBRLET,

7 (FT2av)T7ISATURERBMY 2RI FEBRLET,

8 (HTFvav)7Ioa4 7 A%EEMY S vCenter Server 7 # )L 7 ERIRLET,

9 EmAddl=E7 YUY LET,

77547 ADRE

NSXEdge 7 754 7 A ERETE=ET,
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FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 22 U v o L
ESEIN

3 NSXEdge =5 TILU Uy LET,
4 [&# Manage)] ¥ 7&=2o U v LT, [FE (Settings)] ¥ T&7 Uy o LET,
5 [Edge Gateway Appliance (Edge Gateway Appliances)] ©. ZE G237 21 7V AEERLUET,
6 has Edit] (/) FravEI UV LET,
7 [Edge 7 ISA 7V ADIRE] Y4 7O Ry U AT, BEREBEETVET,
[R’77 Save)l &2 U v LET,
77547 > ADHIKR

NSX Edge 7 751 7 A &HBT= %7,

Flr

—_

vSphere Web Client [cO % >~ L& 9,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 20 U v L
ESCIN

NSXEdge 5 TV Uy LET,
[B32 (Manage)l ¥ 7= 7 Uy LT, [BE (Settings)] ¥ 7= Uy LET,
[Edge Gateway Appliance (Edge Gateway Appliances)] T. BIfRd 27 J54 7V AERIRLET,

SO MW

(405 (Delete)] (X)) ForavaE s v LET,

A7 =T 14 RADEE

NSXEdge b —EX =tz Cld. &R I0@OREA VY —T AR, TV ITU I AU —=Tx1 A, iz
FEZ0 A5 =T A AERECEEY, NSXEdge )L =% =213, 8EDT7Y TU T A5G —=TJx4 &,
A 1,000 @OREA 5 —T 14 AEHEETEET,

NSXEdge #57 7OA TE2LDICTBICIE. WEA VY =T A AP E<EE 1 DRBETY,

AT —T 214 ADHKRE

M, AELA T =T A ANIKEFR ST v IVBTHI. 7TV A0 —=TJ14( A3EBEARA D
J1 v BTY, DEEeE)lL —~ — (DLR) = Edge Services Gateway (ESG) [CHE#id 23H8. IL—5—D1 5 —
TIAZANTY T A =T AATRD, ESGDA 5 =T A4 ANREA V5 =T 1A ATIEDET,
NSX RS>0 425 =T 14 Z3HERY FDO—=UBTH D, ARy ROV BATIIHIEBh, RS0 AV
=T RAEFRTDE EHORNTRY FDO—2 VLANZZIZVXLANDEEED) O RS UF U INTEET,
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NSX Edge Services Gateway (ESG) IE, REBA V57 =T 1A, VTV D AT =142, Fieldb507
A7 =14 2R 10ERDOIENTEET, ZOHIRIZNSX Manager [C& > TERASNET,

NSX =70« Tl 1 DO ESXi RZ + EICHK 1,000 BOA##AEIL—% — (DLR) 1 V25 Y A ERH DI ENTE
F9., 1 DORE@MBEBIL—F—ICIF. FRRBE@DTY TV I A7 —T14AERK9 BORESS V5 —T 1
A AZERETEET, COHBRIINSX Manager ICL> TGEASNET, NSX 7700 ICHT2 1059 —T 11 R
DIBRICDNTILL WV!\/\Ware® NSX for vSphere Network Virtualization Design Guide]
(https://communities.vmware.com/docs/DOC-27683) #&28B L T <2y,

FIIE

—_

10

11

vSphere Web Client [cO 71 > LET,

[Networking and Security (Networking & Security)] % U 27 U, [NSX Edge (NSX Edges)] #7 U w7 L
Y,

NSXEdge #5 Tl U v o LET,
[B# (Manage)] ¥ J&0 Uw o LT, [15 =714 X (Interfaces)] ¥ 7&0 v LET,

AT =T 1A 2ERRLUT, wE (BdiY)] () 7420 &EV UV I LET,
[Edge 1 V59 — T 14 ADMRE] ¥4 7OT RY T AT, A5 —T 114 ADEZREANDLET,

[AEB (Internal)] E7z13 [7v 71U > (Uplink)] &:2IRL T, WEBEABOEE 5D VY — T 114 ABOHE
BELEY,

BT AU =T 1A 2AEERTZE8EE. [Foy (Trunk)] 2 BIRUE T, SEMICOVTIE [T 104 —
JTA20EN EBRBLTLES,

DA =TI AREERIDR— b TIL—TFEIITHRBAAYFERIRLET,
a  [#E#% (Connected To)] 7« — )L FD#ED [BIR (Select)] &#2 Jw7 LET,

b A 5%—T14ATEFHITIRRITH LT, BB v F (Logical Switch)], [iZ#R—-+7)L—F
(Standard Portgroup)l. 7zl [ #0R— +4)L— 7 (Distributed Portgroup)] ™% 7& 7 U v 7 LE T,

C BULBBMEIANYTFRLIIR-FTI—TEBRLEY,
d [ER(Selec)] 27Uy I LET,
AV =T 114 ADEGAT —5 AEERLE T,

[t 7% v o (Configure Subnets)] ©. [& (Add)] () FraVEIUYIL AVI—TTAADY T
Xy FEBMUEY,

1 D04V =T 14T, BELBWVWEROT Txy FEERETCEET,
[t 7w ~Oeh (Add Subnet)] . [&in (Add)] (%) FaaveEsUvw s L. IP7RLAEEMLETS,

BEROIPT7RFLAEAADLILHEIL. TZAXVUIPTPRLAEBRTEEXT, 1 20105 —T x4 XTI
12074V IPT7RLAEEHOEND VT UIP T RLAERETEEY, NSXEdge 13, 51 xUIPF
FLAZEO=DINTERSNICES T v VOXETDT FLAELTRBLET,

FISHDOMBEICFERT 2AIIC. 159 —TxAXCIP 7 RLAEEMNT 2HEND D FET,
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12 419 —=TJ1x42A0Y Txy XAV EAN U, [RE Save)l &0 Uy o LET,
13 BEBICHLUTCT I EFOMIUZZELET,
14 [# 7> 3> (Options)] T, MBRA T a v ERRUET,

F7vav B

7o+ ARP Bt ERZA VI —T A AMTOEERY D —VEEa Y R- FLET,

ICMP Y 51 L & b mi%fE =T 4 VT ERERRAFCIRELEY,

YN=ZRZX 745 kT 20y FRICHBEETOT B L ADREAJREMERARALET, BRRGEIE )L—

T=DRONNTY FOmEICFEBT 21 VY —TTARAT, NIy FERETIHBENDD
F9, Loose £E— FDHE, RETT FLAMIL =T 1 2T T=TILICTEENTNZHEN
HVFET,

15 D202 G A=EAAL, BMADD)] =20y o LET,
16 [OKl &7 Uwo LET,

A5 —=T x4 RADHIRR
NSX Edge 1 >4 — 7 1 1 REHIKT=5 7,

FIE

—_

vSphere Web Client [cO %71 >~ L& T,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 22 U v L
ESCIN

NSXEdge #5 J)LU Uy LET,
[ (Manage)]l # 7&oUv o LT, [157—7x4 A (Interfaces)] # &5 1w LET,
BRI 24 05 —J 114 AEERUET,

O AW

(405 (Delete)] (¥) ForavaEs U Yo LET,

A2 =T 1A REFHMICT S

AT =TzAR (R= k7 —TELIIHEIMVF) AOREYY VERET 27201, NSXEdge I LT#
DA VI =T 1A 2EBNTI2RENHDET,

FIE

—_

vSphere Web Client IcO% 1 >~ LET,

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

3 NSXEdge &5 7IL4Uw 7 LET.
4  [&® (Manage)l ¥ 7&2 Uw 7 LT, [1% =T x4 X (nterfaces)] ¥ 7&2 U w7 LET,
5 BT —-T1 A AERIRLET,
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6

[B3hit (Enable)] (¥) 7o av&E2 Uy LET,

A7 —T 14 REEHICT S
NSX Edge T4 V% — 7 11 AEBWICT 5 = ENARETT,

FIE

—_

3
4
5
6

vSphere Web Client IcO% 1 >~ LET,

[Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 2 U w2 L
ESCIN

NSXEdge 5 Tl U v o LET,

[ (Manage)] ¥ J&0 Uw o LT, [15 =714 X (Interfaces)] ¥ T7&7 v LET,
BNCT AT —T 1 AEBRLET,

201k (Disable)] 71 a>& Uy U LET,

f>T74v o Px—EYTRUS—DER
vSphere Distributed Switch ©NSXEdge 1 >4 -1t AD S T4 w0 1 —EV T RUS —EZBETEEXT,

FIE
1

NSX Edge #% 7)L7 U w7 LT, [B#E (Manage)] - [RZ7E (Settings)] - [ % — 7 =« Z (Interfaces)] MIE
ICBELET,

AT =T IA RAEERUET,

(72> 3> (Actions)]-[FZ 71 v v —E27 R —0FE (Configure Traffic Shaping Policy)] & &
Uy ULERT,

BULBEBEEMATT,
T3 VOFMICONTIE. RS T v T vz —EVT R —ESRBLTIIEE,
[OKl &7 Uwv o LET,

Y7 A5 =T 4 ZADEM
520 WICIZUT 425 -7 14 2£EMLT, NSXEdge U —EATRATEET,

Vs

I A— HIAE—
TT(R2 i &)

Edge )

vNic 0 vNic 10
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SV AV =T 1A XCIE ROEDIBITATNHIET,

B VLAN RS U013 ZEREY A TT, EQIN=2 300 ESXi TE#EELE S, CNhid. ¥ 7S VLAN 3
T4 w7 % Edge ICXET e IERINE T,

B VXLAN RS2 2713 NSX)N=2 3> 6.1 TOHHEEELET, Thld. VXLAN R3¢ v % Edge [TXEY
DIZHICHERATINET,

T AUy =T 1A A RO Edge U —EATEHERTEET,
= DHCP

" J)L—F1>7 (BGP O#)

B O-RFNSUY

= |PSECVPN

= [2VPN

T AUy =Tz R SR HA) £CI3HRE I 7 704 — )L TIIERATEE A, T2l2L. T74T7 04—
WIL=ILTET AV =T AADIP 7L AZEFERT 2 EEATEEXT,

FIE
1T NSXEdge m [BE]-[RE] ¥ TT. (19 —TJxA A&7 Uy LET,

2 (us-—Trq2EBRLT. [BE] (7)) FAaAVEIUY S LET,

3 [Edge 1 V5 —T T A RADREI FA 7O RYIAT, A V9 —T11 ADEZREANLET,

4 [FaT1T [Fovr] EBIRUET,

5 ZOAVI T 1A REERT BIZER- FT)I - TEZEDER - FTIIL - TERRULET,
a [EmEl - ILFOBO [EFE]EV UV I LET,

b AV9—TJxARCERITIRRICIGLUT, BER-FTI—T] ElE [DER-FTIL-T]5 T&Y
Uyl LFERT,

C BUBR—-FTIL-TERRL. [OKlE7 v LET,

d BRI&ZVUYILET,
6 WITAvy—TJxax]T. EBMI7AAVEIVYILET,
7 WITAVI—DxA208BME &I UV I L. BT A5 —T 14 ADEBEANLET,
8 [Fy=xJLIDIIC. 1~409%4 O#%=zEEANLET,

FYxIVID L RS 2Ry ROV ICEET 2 HICERSNET, COBIIVSA 7Y RS Rag =N
YA FOMATRUICT SUENG XY,
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9 [UNwFEVT HAT) T, ROWITNHAEBIRLT, YT A VI—TIAADRY FJ—=0 NuF U TEHEEL
*9,

® VLAN v D —%2® [VLAN],
BT AT 1A 2ATEATERELAN @ VLAN ID # A1 L =9, VLANID (&R L 0 ~ 4094 T9.
B VAN £l VXLAN 2y D=2 D [y FO—2],

[BIR] 22 Uw o L, DEUR— R7)L—TEI3HEBRA v FEBRLET, NSX Manager (2. VLAN ID
EMHEL. FSUIRECTHERLET,

B Xy RD=UFEIIVIANID E88ECTICT T 15— T 11 AEFERT 2HBEICIT AL, COTT 1
V5 =T x4 XIE NSXEdge OAFRICH ). Hhekxy D -7 IR (#7732 0L) *v FDO—UBTIC
TYREN-T AT EDICERSNET,

10 U7y bEYT AV =T A RTEMI 2L [P TRy FO] O BEM] 71 AVET Uv I LET,

11 7%y FoEm] chgml 7r2avesUy o LT PYRLRAEEMLET, P77 ELAZEAAL. [OK]
EIUv I ULERT,

BEROIP7RLRAEAALIHEIE. TZAXVIP7RLRAEBIRTEET, 1 D015 —TJ x4 ZICId
120724 VIPT7RELAEEHOEND VT UIP T RLAERETCEEY, NSXEdge 13, 51 <UIPF
FLAEO-DINTERSNICES T4 v IOV AT RLAELTRBLET,

12 0%y TUTavwIADESEANLT, [OKlEZZ Uy LET,
13 BECHUTY T AV —TIA 20T T4 O MTU] EEREL £,

RSV AV =TT A ZADT I AN FOMIUIL1600 T BT A0y =T 4 ZADT 74/l O MTU [F
1500 9, BT 17 —=TJ12a4 2D MTUIZ, NSXEdge DIARTO RS VT 4105 =T 14 ADFTRE/N
SLWMIUEBUTFICT 2 ENHDET,

14 [UFALY FOREOBML] ZBIRL, IL—T« VJBERERI FITRELET,
15 420911420 MACT FLAEARLET,
BT A =T 1A ATIEEATREATR— =T anzH, 1 D2OMACT RLADOHFAURETT,
16 BEICKUCTRZ VI AV =T A ADT 74O MIU ZRELET,
17 [OKl =27 Uy LET,
ZNT, Edge U—ERTHTA VY — T 1A AEERTEET,
RDRT Y 7
BER—-FTI—TTNyF o T2NTNWE ST WNICIZTT 14 09 =T x4 AMEMNEN35%48,. VLAN 2
VO EFRELET, [VLAN Fo 00D E] 22BLTIZEL),
VLAN bS5 > O DE&EE

DER— TN =TT N+ 72N TWE SO WICIZH T 47 =T 14 AMMBMEN2HBE. RS20
R— FIZVLAN £72IZ VXLAN RS V0 A EEIRNICERESNE T, BER-FT)L-TTN\yF o T7ENTNE RS
YOWNICIZHT 405 —=TJx4 ZAMemEns%a. VLAN FS V0 0aA T R— FanEd,
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ATESF

BRER—- TN =TT\ FTENTVWE RS VI WNICOS T A VY —TJ 1A ANMEATEZ xR LE
Yo [T A5 =T x4 ADEM] 2BRLTIEEL,

FIIE

—_

vSphere Web Client [cO7 1 > ULEY,

[kv D=2 (Networking)l #2 Uw o LET,

BHER— 7 )L —T& @R LT, [BREORE (Edit Settings)l &7y L&,

VLAN] % &2 U w2 UET,

VLAN % 1 T, VLAN RS2 0] &2RU. RS0+ T2 VLANID EAALET,

A U1 A WN

[OKl &2 U L&D,

BEIL—IILEREDERE

BE)L—ILERNBRICA > T B354, NSXEdge 13, 7714795 =)L, NAT, LV —FT1 7 DIL—+%&E
BILT, SNEDY—EATEREINZHEES T4 v I EBMLET, BEUL—ILERNBRICE > TLEL)
Ba. 774707 )b. NAT, BLWVIIL—T« VT OREEFETEML T, O—F ISV VTP VPNZED
NSXEdge b —EZDHIEF v RV FS5 T4 v U EHAITZ2HUENH D ET,

Flig

1 vSphere Web Client IcO0 71 > LE T,

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSX Edges)] &2 U w2 L
£Y,

3 [NSXEdge]l 5 TJ)Lo 1)y LET,
4 [&38 (Moniton)] # 7&7 U w2 LT, [B&E (Settings)] # 7&0 U LET,

[Znn7 2> 3> (More Actions)] (%> TAaAvEI UYL, [BEL—ILEREDEE (Change Auto
Rule configuration)] &R L %9,

6 WELZEETL. OKEIUY I LET,
CLI ERERDERE
ARVESAYAVE—T 4R (L) AOOT1 VU TERT 5 RHERERECSET,

FIE

—_

vSphere Web Client IcO 71 >~ LEd,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 0 U v L
ESCIN

3 [NSXEdgel #5 7L Uy LET,
4 [ (Moniton] % &2 U w7 LT, [&E (Settings)] ¥ 72U w0 LET,
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20O T 5> 3> (More Actions)] (@) 7354 1y s L. [CLI &sBEEOZE (Change CLI
Credentials)] &R L £ 9,

6 BYICHRELEY,
7 [OKl&EZUvY LETY,

SATAMICDNT

S A (HA) . N—= ROz 7ERIIVIFI I VICEBENREL T I AOT7 IS4 7V ANRBTER<A 2
BETEHE NSXEdge 7 754 7 U AN RMBT 20 —E2AEFIBTE2 & &ERAELET, NSXEdge dHA 1Z, ¥
DU ALDERELZNELDICTDZOTIZELS, JxA4IA—I\—ICL25 D571 LAEFRNRICHWAET, 7S5
AT VABTIT T AINA—IN—&1T545E. — SO —EZOBEHNVEICRDIZEND DET,

fe&Z1E NSXEdge HA [Z, AT = RIILBT 74705 —ILAMREFS 2 8GICEI T 2188, £cl30—F Sy
UNMRFET AT - FIIEBERERPBLET, INTOY—E2E2\v I Ty FICT AN F—I\=-F 31T, %
DOEEEMHANDET, U—EXDBEECLDHFEDAID 1 DIF. NSXEdge BML—5 —& LTEMELTL 2B
C. BNBIL—FT VT THEUZYIVT A LTT,

2B0ONSXEdge HA 7 IS4 7 U AMBIETEL LB 2158, EBEENET VT4 JICT DT EERELET,
CDENEIL. 25 V)1 O NSX Edge AR TERVEAIC, 77T« 7D NSXEdge H—EXEFIALEEIT SN
5LDICT2HODEDTY, MBEDTITSA T UANFELHRITTNT, BENBERIISNICZAE. 280
NSXEdge EIT7 VT« TERY VI\A OREEX TV I - FLET, RIAVI—-FAMRTES. BADT TS5 7
VAT T4 TTHBETELUIHBA. FHULRVWEBENKELZT, COREIL. ATUy R TLA2ELTH
SNTNWET, TNIE ROLDBREBORRTHRELFT,

B XY RD=ODOIN=Tr 3T TRE MERY FD—7 QERICHEND D
= NSXEdge T CPU £cIIAEUDHEENKEL TS
" 2RL—VICEY 3 —RNGMBEICEL > T, 1 AU ED NSXEdge HAREB Y Y VARIATEL < A>T S

fcEzIE A-N=TOEY I ZVITREORA FL—INSREY Y VEBE S5 & NSXEdge HA 0&=E
MENT =X VADNHET S ENMENTNET, BIC, REOKRELR/ VI T7 Y TRICA L -V DE
EARMITIBRT D& NSXEdge HA R EMICHENELET,

B RREIIRBERY D=0 T TIT, )Ty FOIMEICEYT SEENFKEL TS

RIBOBEICINA T, HADBRI VY VAT RRREICE 2D HAT—EVARKULIED LIcBaIce. AT Uy
B TLAVRREICRE ZENHDET,

AT — b 7SR Ak

TS5A4XUNSXEdge 7 ISA TV ANT VT« TIRETH D, BAVYT U T ISATUANAY VINAIRETT,
NSXEdge ld. 724U 7 ISA TV ADEREAT VI\A T ITZAT VAL TUTr—FUET, £i2ld F
FT280T7ISAT7URAERBMIZEETEERT, VMware 1, 724X 775470 2EAVST ) 77
AT VRERNZDUY =X T=ILERKVT I ARTIERT 2 Eas8OLTNET, T5AXU 7TI5A

FIORERAVT I T ITSATVRERUT =5 A RT7IERT %ald. HABROXWERS 2807 T547 Y
AERIDESXRARCT IOAT 2120 VI ATADITRNTCDORA AT Y A7 ERHBLRAITNIEDEE
ho T—IALTHO-HIL AL —2YDBEIL mADOREYY VHARIUKRA FEICERASNET,
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IRTONSXEdge U —ERIL, 7I T4 TRTTSAT7VALETEMELET, T5AXU FTSAT7 VAL R
TUNA FTTSATUAEEEITI\ - FE-FEMRL. BB VY T A RAEBLUTY-—EADTY TT—F%&
EKELERT,

—EREA (T 7RISR CTZAXY 7 ITSAT7VANEN\-FE-FAREINAVEE, To21YXU
TIT2AT 0 ANISEREEHMENET, AT VINA T ISATUIANT I T7 4 TRREER D, T4 77
TATIADA VI =T TAAREESISHMNT, T4 7ISA 7V ATRITIN Tz NSXEdge -t
AEREUET, YIDBEZORTEICIE. RESIUVLR— D[ AT L AR E (System Events)] ¥ TICo 27
L ARV EAFRRSNET, O— RIS ULV VPN B -2 TIE, NSXEdge & TCP Bt B 214
ENHDcH, T—EANERBHEMEINET, REXMVFERSLV I 77 0r—)l Zyravid, 754X

TISATIAERH A TTZAT7 A TRBESNT ISz, YIDBZFRFOY —E20HKIIH ) EE A,
NSXEdge 7 754 7V AICEENEE L. RAERRENLR—-FEhd &, HAIRKRULIZT T54 7 A&EES
B3I DIGEFINRBRBETVNET, VIS4 TV ANMEET 2 & %@ﬁﬁfJOTfjﬁ%@J774 VAD

BEES|IEME. Y VINIREBICRD£Y, NSXEdge 7 IS4 7V ANGETEEDSBE. 7 T 5470 A=HIR
L. FILWT TSA TV RAEEBMT 2MENSH D ET,

NSX Edge 2. DRS &L vMotion ##EB L% TH > CE. 2 DO HANSX Edge R~ VAR U ESX 7R +
FICFEETZZEORNELDICLET (VMotion 2B UL TFETRIUKRZA FICUEBEERL), 28DREXY
lE BRULET TS24 7V RAERUUY =R T=ILBELUVFT =45 A 7126 3 vCenter Server [C7 O =N E
9, NSXEdge HA @ HA R > VICIZO—A)L UV T IP 7 RLZANEIDHTENSZH. TNEDRETS v
RITIEETEEY, BEIPVRLAERELTCO-DIIL UV I EF-IN\=24 RT3 ENTEET,

Syslog U —)\ABRSNTNBBEIL. U T« TRT7 T4 7 20OTH Syslog B —/NICEKESNET,

vSphere High Availability

NSX Edge HA 1&. vSphere High Availability (HA) & E#ientds D =9, NSXEdge 4 > 2% V ZAAEELTL\ S
R FOEENZNEGE, NSXEdge A5 V)1 RA ~ETHEREEsN, £hlcL D NSX Edge HA RO 2 &
DRI BN T TAINA == ICHBTEDLDICBDET,

vSphere HA =R L7 L& TH. NSXEdge 070 7+ T/25 V)M BROREX > VIE 1TEOT =1 ILA —
IN—TIIEA AN AR CHEELET, Itiil. BEMERELLCREBY Y VMU X RTENZFICRIOT =1 ILA —
IN=MRE LIzBEIL. NSXEdge orf AN RHONZ BN H D £ T,

vSphere ST BMDOFMIC DV TIL, [vSphere ORI AM] #2BL TS,
=S AMEBROER
NSXEdge @+ V2 F—)LBEICIEE LI HABRMEZE CEET,

FIE

—_

vSphere Web Client IcO 71 >~ LEd,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 20 U v L
ESCIN

3 NSXEdge &% 7)WLV Uwvo LET,
4 [&# (Manage)] ¥ 7&x20 U v LT, [E (Settings)] ¥ &7 Uy LT,
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5 [HA##% (HA Configuration)] /¢l [Z8& (Change)l 2 U v o LET,
6 [HABBOZEE] Y707 Ry AT, BEEEETVET,
E BABEUAEMICA Z81IC D Edge Appliance T L2 VPN AT\ 3354, 2EdsEs2 DDOR

AT =TT A ANRESNTVNEZHBEARHDIET, L2VPN TITICFERSNTLNSZ O Edge T©1 2D
UH =T 14 ANERESNTSHA. Edge Appliance @ HA ([ZERhICA D FT,

7 [OKl&EZUvT LEY,

NSX Edge & NSX Manager o5&l [EHA

NSX Manager 15 NSX Edge [CEIBAEREXETEZXT,

NSX Manager TR#E N T\ 2 Edge BREINTOOAVR—F >V FCEBET Z2UENH 2BE. wElEBEEFER
LET,

02 LI MBIREATIE. KEAEDIL—T 1V FS T4y OT —YEINEREINETH, BEEAEOD
W=FTa2TETUY I THIAEET 25580 H VXY,

BEIEHMORER. UTORENRITINET,

®  Edge Appliance h'BE&IEN. SRFOBKNBERAINET,

B R REDERASRELUSNET,

. NSXManager " 754 XU EIZAY > 7OV TH D, Edge "mEAEIL—5 —0BE, IV FO—-F 7
SATHEEENE T,

DB A VAT VRERBT LIS, BETEIINTDRARICAY Z-IDNKESNET,

Z: Cross-vCenter NSX BRIZETIL, &AICNSXEdge 7 2% > 2& 754 < U NSX Manager TR L.
FNHTT LIz T, NSXEdge 71 25 A& A% 1 NSX Manager TEIEHT 2MEANSH ) X7,

FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)l %2 U w7 U, [NSX Edge (NSXEdges)l &2 U v o L
95

3 NSXEdge 1 V2%V 2AERRLET,
(2Ot 7 73 3> (More Actions)] (%) TA4aAvE Uy U, afIE (Force Synd)] ##IRUE T,

JE— b Syslog 4 —/ND&E

1 &8FEF2E8DUE—FSyslog b —N\&EBRETEELT, NSXEdge 7 IS4 TV ANGHRNDZ I 71 74—l
AR RICEE LTz NSX Edge o1 R F&O713, Syslog o — /T fEEnE T,

FIig
1 vSphere Web Client IcO 71 > LT,
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2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

NSXEdge 5 Tl Uy LET,

[B47 (Moniton)] # 7& 7 U w7 LT, [REE (Settings)] # T&7 U v LET,
[Z£40 (Details)] /C=)L T, Syslog y —/\#® [ZF (Change)] #7 Jv o LET,
mADOUE—Syslog =)D IP 7 RLZAEAAL, JOFIIEBIRUET,
[OKl &2 Uw o UTEBRERELET,

N O o MW

NSX Edge DR F7—4% ADFR

AT —=HAR=J(CIE, BIRUZNSXEdge DA V5 =T 1A AEFND T4 TDITZTE T7AT T4 —
I T—EXEO-F NS VY U—EXADERMRE NRTSNET,

FIE

—_

vSphere Web Client [cO 71 >~ L& T,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 2 U v o L
ESCIN

3 NSXEdge &% TV Uwo LET,

4 [&#8 (Moniton] # &0 Uy L&Y,
5 AT—HYREXRRTIHEERRLET,
RODRT 7

NSX Edge otz =g 21C(3. [BEE (Manage)l #7 U v L. [B&7E (Settings)] &0 U w7 LET,

NSX Edge 0BT 704
BHFEO%, NSX Edge U — U 2 AEIE S & 0 ICBIE LR LIBAIL, NSXEdge 1 V25 VA £BEF 01 T=E
@ko

T BT O BLEEMHSRETY, F9RHIEHEERL. BEMERALZVGRICBT JO/ &7 L%
BEIDLET,

NSX Edge 1 V2% Y ZA0EF TOA TIE ADY AT HAERITENET,

®  Edge Appliance MBI . REFOEKABEASNIRET, FrclcT IO INET,

" OV RO-SH5REBI Y -HHBRSNCR. RFOBRABRESNICRET, BERSNET,

B ORARODEE@EIL Y — A VATV ANHRENC R, RFOBRAERSNICRET, BIERESNET,
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TL—=2TI URY = EQERICE > TLWRLEE, OSPF OBSHER®FRIIET JO RIC ) EESNET,

B2 Cross-vCenter BIETIL, &WIC NSXEdge 7 2% > 2% FZ 1< NSX Manager [CBF 704 L,
NNsET Uiz, NSXEdge 1 2% v 2R&Et 1045 1) NSX Manager [CHBT 7O/ 20BN DET, T4
U EEAYFUDOEAD NSX Manager ICBET JO4 9 20EBAH DET,

B 70O #IC NSX Edge Services Gateway 7 754 7V 2 &8INTT JOAF 21HIC. +0E U Y —AAKRA
FICHhad EaERBLET, ST XD NSXEdge THEEINZUY—-TDOVTIE E1 INSX DY 27 LE
] EBBLTRREL,

m B—(NSXEdge 1 V25 Y 2ADHE, IND—F RED NSXEdge 7 IS4 7V 2AH, BF JOAHIC2 &
BHEISZEICBIET,

m NSX623 L. BUEMERD 240 NSXEdge £ V25 VAEBT FOA$ 358, 2A0HLLT TS
L FUARFTOAENTAB, ENFTISA TV REBSMASNES, DED. /T4 VREQ T LT A
Z® NSX Edge 7 754 7 2. NSXEdge 07w F7 L — RAIC 4 &5ET 5 - EIch0ET, NSX Edge
NEFIOAMNRTT2E, EELNOBURMT TS54 7 VANT 951 TLRVET,

B NSX6.23 L0FIQ/N—=Y 3> T AtERO NSXEdge 1 VA5 U 2AEBT JOAT 354 a7 S5
ATV AEBERADIEIE. FILWI IS4 7 2Rx2—EIC1 &EF77040%9, DF D, /\U—Z‘/U&g
DI 1 XD NSXEdge 7 75147 /7\75*‘ NSX Edge mBF FO1 FIC 3 A&FEET 2 &ICA D ET, NSX
Edge 1 V25 v 2ZABTF IO/ a3 &, BREASARAM Ty 20 A8 ¥ Ts5NTL S NSX Edge 7
To2ATIANT T4 TICIDET,

FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)l %2 U w7 L. [NSX Edge (NSXEdges)l 2 U v o L
£,

3 NSXEdge 125 v 2ERRLET,

4 (742> 3> (Actions)] (@) 714avE U w5 L, [Edge ®FBF 7O (Redeploy Edge)] &=:&RL %7,
NSX Edge (R A LWVMREY Y Y TBERA SN, INTOY—EANUIRT7EINET, BT /O1LT
SEHICEELLLESIE. NSX Edge [RiE8<> &/ —7 7 L. NSXEdge #55 —EHBF 7O LET,

I BT O IIRDBEICHRMESNZB NS EAH D ET,

B NSXEdge#+1 v 2AF—JLULIEUY—R T—=LhtvCenter 1 ARV FURICEELZ <A >, 0 Mold
(BEA TV D) NEEINI,

B NSXEdge &#A VA= )LUIeT =9 A RTHABEBULIZ/ 7Dy FEanfch. 7O ZAREEILE ST,

® NSXEdge 7% —7J x4 AAEHKIN TS dvportGroups At vCenter 1 R FURICHEELB <Rz
m. Z® Mold (vCenter Server RD#ERIF) HEENT,

FOREONWINANEDIZEIL RESTAPIFUHUEFEALT, YUY - Tl T—9 X7, £l
dvPortGroup @ Mold #E# 9 2 MENH D ET, INSXAPI TOU7S=207 A4 ] 22BL TS,
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NSXEdge D7 =—AhI B R—bDOJDFyoO0—Fk

TOZAIL BR—=F 0713, NSXEdge 1 w257 22 &Icyo 00— RrTExd, NSXEdge 1 V25 V2Tl
AAMANERICE S TLEHBEIE. mAD NSXEdge (REYY UASYR—F OUAY D V00— FEINET,

FIE

1 vSphere Web Client [cO0%7 1> LY,

2 [Networking and Security (Networking & Security)l %7 U w7 L. [NSX Edge (NSXEdges)l &2 U v o L
ESCIN

3 NSXEdge 1 V2%V AZERIRLET,

(£ D075 3 (More Actions)] (@) 74a2&2 v L. [77 =0l 55— F 0705 0—
k (Download Tech Support Logs)] &#R L £ 7,

FTOZHILBR—F OV MERENZS, [Fo 00— R (Download)] #2 Uw o LET,

(¥ 0—-REORR] YA 7O7 Ry VAT, OV I7MIEREITSZT LY FUESRBULET,

[(R77 Save)l &0 U w7 LET,

o N Oy U

[BACZ (Close)]l &7 v LET,

RET 40 )b—~DEM

H=Ty TR Y FERIFRAEDAY T4 v )L— FZEEBINTEET,
Fl&

1 vSphere Web Client IcO0 71 > LE T,

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
E3C

NSXEdge 5 Tl Uy LET,
[E# (Manage)] ¥ 7&o Uy LT, D=7+ >7 (Routing)l ¥ 77 1) v 7 LET,
ERIDICRILAS [R5 F 1 w7 JL— + (Static Routes)] #8IR L £,

N U AW

e (Add)] (¥ 7oavEsU v LET,

~

CIDR&&IC [*v D=7 (Network)] # A L&,
8 [®VZAFRyT(NextHop)l ®IP 7 RLAEADULET,
=513, ROZA Ry TICBREETSEIMNENH DET,
ECMP "WBRICR > T 2HBE. ORI AL Ry TEANTEET,
9 2T awl )l—kEBMTZ [ -7 11X (nterface)] &RIRLET,

VMware, Inc. 106



NSX &A1 1

10 [MTU] Tld. BEBICHUTT =7 )Wy FEEORAEERELF T,
MTU IZ, NSXEdge 7 % —J 24 A THRESNI MTU £EBA 2 &I TEE B A,
11 EBRSN2gEE [TRZZAL—FT 07 T4 2% 2 (Admin Distance)] #E A1 LE T,

1T~255 DEEBERLET, BEDORY FO—7I[CW L TEBRDIL - DB 256, BT « ATV AEFERL
TEDI—FEFRTINEBRLET, BET AT VAMEWETE, IL— FOBEIBAITERDET,

KRO2 TIHINIDEEBT 4RI R

W=k V=2 TI7FIWNOEBTARF VR
BEED 0

ATTA9Y 1

&85 BGP 20

OSPFTU7m 30

OSPF T U 7/ 110

7w BGP 200

BBT A AT UAEDSCTBEE, ATy I—FWI—F 1427 T—TILRIB) &T7—% TL—VH5
BAEINaeoH. IL— EAMERSINE S A,

12 7> 32) [0 —)LID(Locale D] #A D LET,

TIAIETIE JL—FDO7 =)L IDIZNSX Manager ERIUTY, CCTOs—ILIDEBET &0 IL—F
Noooo =)L ID ICEERITENET, N5 —FE. OT—JLIDA—HT ZRA FICOHEEINE
T, FMICDVTIZE [Cross-vCenter NSX FROY | #8B LTS,

13 (7> 30) 25T +1 977 JL— O [588 (Description)] EAA L&,
14 [OKl &= UvY LET,

wiE (9D I—%—LETO OSPF DF%E
W) —4~ —EICOSPF #5292 &, #EBIL—YBETORBYS VO, #wiE)L—4~ —h5 Edge Services
Gateway (ESG) NDIRIEX > >~ DA AIAEIC/R D E T,

OSPFIL=FT 7 RU>Y=TIE. JAFOZELWIIL—FREATRS T4y 0O—F NSV VT EESHNICRTSE
ESEN

OSPF %y FDO—=213. F2 00wy JO-E&BILL. =T 1T T—TINOY A XEHRT 2z, L —T «
VI TUTICREENET, TUTIE RBCTUZIDERHDOSPF xy D=0 JL—45—. BLUU T OHE
L2723 r7T9d,

TUZIETUTID THAIESNET,
GlE=Sts
IW—=5—1D%& [f: @B (D8 IL—Y—LETRESNTL\2 OSPF] OFHBICHE> TREIT IHMENB VXY,

IW=5—IDEBMCTZE. T4 —ILRICIZTIAIN T, BV —D7 YTV A5 =T 24 AN
SNET,
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Flig
1 vSphere Web Client cO04 1> L&Y,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 22 U v o L
ESEIN

3 HmBIL-—Y-ETTINIUVILET,
4 [L—F1>%7 (Routing)l 22 Uw s L, [OSPFl&ZUw o LET,
5 OSPF=aBMLET,
a U VRODOAEEICH S [iRE (DY) &2 U v LT, [OSPF oBE (Enable OSPR)] &7 U w7 LET,

b [Enx7 R L Z (Forwarding Address)] IC. T—#% /R /{7 v F&EERXT D720, RAFRDIL—5—D
TN EVA-IITERSNZIP7RLAEANDLET,

c [FOr3)L 7 R L2 (Protocol Address)] IZ. [Ez%7 L A (Forwarding Address)] EEICY 75y A
O—BOIP7RLAEANDLET, 7O m)b RLZIZ, EF7EREET 220, JORLICEST
fERAINET,

6 OSPFTUTF7ZERELET,
a AT avT. TIAIIEFTHREZTNTL'S Not-So-Stubby Area (NSSA) 51 #HIBRLE T,
b [TVU7E% (Area Definitions)] . (& (Add)] 71 av&E2 Uy o LET,
¢ IU7ID&EANDULET, NSXEdge TI3. IP 7 FLRAFIZ 10 E#HFEROTY 7 ID #FEATEET,
d [#+1 7 (Type)] T. [Z% (Normal)] Z7zId [NSSA] 2R LE T,

NSSA (4. AS 24 E8d Link State Advertisement (LSA) O NSSAND TSy 5« V7 &RGIE L. HERDEESE
2T AN I =T 0 T&FRLET, LA 2T, NSSAIZOSPFIL—F 4> RAL DI Y
JICERBT I2MENH D FET, NSSAIINEEIL— % OSPF JL—F 4 T RAAL VA VR—FTEST=
H. OSPFIL—F 4 0 RAAL VICEBSRVVINEBIRL—T 1 7 RAA VT —EXERMHTEET,
7 (7> 3>) [FREE (Authentication)] % 1 7&2#IRLET, OSPF Tl TUT7 LA TRANEITESNET,

TUTPRDINTODIL =% =T, RUBRLENIET B/NAT— EMRESN TV UENH VXY, MD5 27
PHEBET 1 DICIE. REIN—Y —EREIL—F —DOmAICEL MD5S #ABETT,

a [2L (None)] : SRAEIFER=NEEA (T 7 7)1 HE),
b [{ZT—F (Password)] : ZORWALAETIE. JIRDT— RIZXE/ Ty FICEENET,

¢ [MD5]: ZOFEAAETIE MDS (Avt—Y F4Y AR5 T5) BEEMMERSNET, MDSFxv
DY LIEE/NT Y FICEENET,

d [tRD—F (Password)] #7213 [MD5] % 1 JORBREDHA. /\AT— FEicldI MDS BEANLEY,
8 IUFICAVY—TIARERVEVTLETY,

a [1vF—Jx142XvyEYTDOT U7 (Areato Interface Mapping)] <. [&in (Add)] 71 3>&42 Uy
7L, OSPFTUTFICET 2149 —TJxA &IV EVT ULET,

b XvEVIITZ2AUY T A RERIYEYT5HDOSPF T 7ERBIRLET,
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9 (FATYaV)MEICIKEUT, TI4IL D OSPFREERELET,

BE, T4 FOSPFREEMR T2 L8O LET, REECEET 2561 OSPF E7 THRUKEN
FRENTNSZEEER LTS,

a [Hello kg (Hello Interval] IZ1d, > % —J x4 ATHESND/\O— /Wy FEOT T 7)1 FERAE
RENZET,

b [Dead & (Dead Interval)] IZ13. 1 DBLED/\O— )Ty FEXAIN—HDBEZELLBNEIL—Y —TRA
IN—DEBIEANEESNDT J4)L FEBEARRSNET,

¢ [EsLanr (Priority)] ICI3. 125 =T x4 ADT 7 # )L FOBEIBUNRRSNE T, BEIBAORES)
AV =TI AAMEEIL -5 —ICBDET,

d 25 =Jz42@ [ (Cos] ICIE, ZDA V=T A A&BLTI\T Y FERETDDICHELT
TAINEDA =)=y FARERENET, A VY =TI A ADIARENY FIRIIREAILET, /IR
EARE <ANE, DX RINE<BDET,

10 [ZEDH4T (Publish Changes)l #2 U v LT,
Bl : B (9ED IN—F—LETERESNTNS OSPF

RICRY, OSPF #{ERT & 8#fi/a NSX > 7 U A TId, ##EJL—% — (DLR) & Edge Services Gateway (ESG) A
OSPF @& A J\=B3RICIA>TNET,
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9-1. NSX kbREB 2

182183102
Link type: uplink

address:
1E2.183.10.3

"d‘pﬂ "‘"llq
W fid

ROBECH, RBIL—5—OFI4)Lk 5~ =912 ESGOREA >5 —7 11 2D IP 7 KL2 (192.16810.1)
<7,

W= —IDIZSHBIL—Y—DT7 v TV A5 —=Tx4 A, DFDEGS(192.168.10.2) LT 2 IP 7 FLXTT,
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Slatic Routes B
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W) —Y —HECTIE BEXTRLAELTT192.168102 pMEAENET, ORI 7 RLURICIEZ, BCY Tz
FRICH D, OBATIIERsNEN., FEOIP 7RLAEEBETCESET, COBITIE. 192.168.103 i'fEE S
NTCWET, FEESNEZZUT7IDIZ0OT, 7y IUo A9 —TJ1x AR ESGICETZA VY —T1T1R) HE

DIUTICRY EVTESNET,
Sumenaly | danage
Setnga | Furwa [FSHERG) Eudging | DHCP Ralay

] 0S¥ Configuration

okl £ cnlqusaton
Samt: Rouies Stalug * Enatised
- e B
BER Forwardeg Address 92 168 102
Feomls Hudralrdnilion Gracaia Raaiam o Efibiga
Caetauf O penals & Cmassisg
arex Definbons
L A
By 1] Tk L cafeg
L} Fegemal Hong
Aures b Intarface gy
* /S x
“rtarm (RN sl rierel oz Temd ieherral i >
-ESG ] 1o A 128
RDRAT T

W=rBEIETFATIF—ILOFREICEID. ELWIL—FEATEINIA XTENE CEEBERLET,

Es

ZOBITIE. WEIL—Y DI -~ (17216.10.0/24 &£ 172.16.20.0/24) #* OSPF IC7 B)NY 4 XENET,
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o T
 Summan | ampe |

" Route Redistribution States

Glotusl Coaffigmation 0sFE ¢ BoR

Slabic Routes

O5PF 1P Prfines © h
1 E——

BRI —Y —EFER L ESICSSH Z2BRICLIEBEE. HBIL - —OTO L 7 ELAADSSH #3719 %
T7AT70F =) T4 OREELEICEDET, RIITDEHTY,

Firewall Status: Enam
B ([ X =1 =, Hoo Gengrated ndes Hioe Pre nies E

182.168.10.3
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Edge Services Gateway _ET?D OSPF DF&%E

Edge Services Gateway (ESG) =T OSPF ##m 92 &, ESGAL—FEZEBLTT F)\F A XTEZ LT
£9, ESG £ OSPF #&RE—MMICFIAT 2BATII. ESG &3 (980 IL—Y—&EOBDOU VI ETY, 2O
feoh. ESG I3, #IBIL—% —ICER L TV B3I vy —J o1 2 (LUFS) oW THBTExY, Znld. OSPF,
IS-IS. BGP, /3B E/IN—FT« VI &ERTEZETERRTEEY,

OSPFIL=F 4«7 RU>Y=TId, DAFOZELWIIL—FREATRS 1y 0O—- R N\SUY VI EESHNICARTSE
ESER

OSPF %y FD—=21d. +2 70wy JO-E&BIEL. IL—FT a7 T=TIOYA XEHRT DD, IL—F«
VI TUTICREENET, TUTIE. RBCITUZIDEHEDOSPF Ry D=0 JL—49—. BLUVU T OHRE
L2723 >r7T9Y,

TUZIZTU7ID THASNET,
AR SR
JL—%—1ID % [ : Edge Services Gateway ETHEZMNTL\S OSPF] OFBAICHE > TRET 2HENH DT,

IW=5—IDEBMCITSZE T —ILEICIITIAILET BSGOT7Y TV 4205 —=TxAADIP 7 EL AN
ABDENnFET,

Fl&
1 vSphere Web Client cO7 1> LY,

2 [Networking and Security (Networking & Security)] =% J w7 L. [NSX Edge (NSX Edges)] =% U w7 L
E

3 ESGaEAYTINIUYILET,
4 [L—F+>7%7 Routing)l &7 Uvo L, [OSPFl &7 Uw o LET,
5 OSPF&=&E#ICLET,
a DV EUOEEICHD HRE (Al &0 Uy o LT, [OSPF oB#E (Enable OSPR)] =2 Uw o LET,

b (#7733 >)0SPF 5 —EXDOBREEFEIC/) Ty FEEAPMSNANLDICTBITIL [FL—2TIL U
5 — DB (Enable Graceful Restart)] 2 U w7 UE T,

C (FTYaV)ESGHBEBET I TF— 9114 ELTETICT RINIAXTEZLIICT BRI [T
7 # )L FORETOERL (Enable Default Originate)] #7 Jwv 7 LE T,

6 OSPFITU7=EZHFELET,
a (FT7¥3ay) T T4 ETHRESNTL S Not-So-Stubby Area (NSSA) 51 ¥k LE T,
b [T 7E% (Area Definitions)] <. L& (Add)] 7rav&E Uy o LET,
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7IDEANLEYS., NSXEdge TlE. IP 7 KL 25713 10 $5FROT U7 ID #EA TS,
[5 7 (Type)] T. [ (Normal)] 712 [NSSA] &32IR LE T,

NSSA (2. AS #E8 (D Link State Advertisement (LSA) D NSSAND T S v T« 7 %&BRIE L. SEEDFB4E
CHTE2T I I —FTa 0 T&EFEBLET, ULich>T. NSSAIZOSPF L —F 427 BRAAL DT Y
VICERBT 2MENH D FET, NSSA IZHNELIL— & OSPF )L —F 1 0 RALVICA VR—+TES

H. OSPF L —=F 1 20 RFAALVICEBIRWINERRIL—T 1 V7 RAA VICHffS —EXERMTEET,

7 (# 7> 32) [BREE (Authentication)] 0% 1 TEZIRLET, OSPFTIE, TUT LA TRIANRITSNET,

TUTZADINTDIL—4 —IC, BURBREENIGT 2/\AT— FARESNTL2HENH VXY, MDS5 i
PHEBET 21 DICIE. REIN—FY —EXEIL—F—DOmAICE L MD5 #ABETT,

a

b

a

b

[73 U (None)] EEIERENE T A (7__7 F I '\{E>o
[/¢Z2 7D — R (Password)] : COFRELAETIE. JCRAT— RIIXE/ Ty FICEENET,

[MD5] : CORBALAETIE MDS (Av - 94V AR5175) BEMERsNET, MD5F v
’7DLAIJJ£E/\/T~J FICEENET,

[){ZD—F (Password)] #7213 [MD5] % 1 FORREDHBE. INAT— FEIiclIMDS BEANLEY,

TUFICAVI =T AAEXVEV T UET,

(1257 —=T1x42XvEYTOIU 7 (Area to Interface Mapping)] <. L& (Add)] 717 av&Eo Uy
70U, OSPFTUTFICET 214 —JA 2RIV EVT ULET,

RIEVTTEA T —TTARERYEYTHRD OSPF TU 7 EBIRLET,

9 (FT7v3aV)T T4 D OSPFREERELET,

BB, T4 OSPFAEEMHRT T2 EEaPEHOLET, REELFT IHAL. OSPF E7 TR UEREN
ERENTWNS ZEERERBLTES,

a

[Hello /&6 (Hello Interval)] IC1Z, 4 % —J 24 ATEESND/\O— )Ty FEOT 7 #)L FREBHAE
RENET,

[Dead &g (Dead Interval)] (Z1, 1 DL EDI\O— )Ty FERAIIN=HESZELRNE)L—F —TxA
N=DFIEANEESND T T4/l FBEBEARRSNETD,

[@4eIERT (Priority)] T2, 2% — 7 11 20T 7 7 )L FOBEIBMNERSNET, BEBIOREEL)
(U5 =T 1A AMEEIL—5 —[CBVET,

A=A 2O [AAF (Cost] ITIF. EDA VY =T 1A RERUT/I\T Y FERET DDICHELRT
TAI DA =)N=~y FNRRENET, 1Y =T A ZAOARAFENY FlEIIREAILET, NV F
RAKRSE <ANE. DA RINE<RDFRT,

10 [ZEDFT (Publish Changes)] #7U v LEY,

M W= FBESETFATI4—)LOREICED. ELWIL— AT RI\T A XSNEZEEBRBLET,

VMware, Inc. 115



NSX &A1 1

i - Edge Services Gateway ET&EZNTLVS OSPF

OSPF &3 2842 NSX T UAD 1 D& LT, #@wHE)L—% — & Edge Services Gateway A' OSPF @ ) (—
BRICEOTNBHEZCITRUET,

ESGId. TUv MBIL—%5 —.

192.168.10.1

oy 847 RE

192.168.10.2
Yol 84T .7y TYLy

Jobka)l FRLR:
192.168.10.3

App

172.16.20. 1
Yoy 247 RE

172.16.20. 10

app
<Y

VMware, Inc.

E/cl3Z TR & 31 vSphere Distributed Switch E@ 7y FU > o K-+
TIL—TEN L THBICERE TSET,

B 9-2. NSX hRE 2

i
i

192.168.100. 3
oy 847
TyvIFIIy

172.16.10. 1

yoy B4 7 RE

172.16.10.10

web
<Y

vSphere
Distributed
Switch

192.168. 100. 1
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ROBEETIE. ESGOTIAILET—FD A IAMETICHT S ESGO7 Yy TUVD A5 =T 14 XTT,
IW=5—=IDIFESGDT7y TV A5 —=TxAXIPT7FLA, DEOABETICETZIPYELATT,

S

Sutmany  Uonfse | Manage |

[ umngs | Firewali [ oHCe | 1iat FREMAG| Load Balances | VPR | 351 vEN-Pius | Grouping Oojects |

" Rionstineg Configuralion :

T . oo (G
e CE=D
OEPF Dliul Galiwnay |
i wHIC ugline
4%
Gabwaray IF 152 158 1001
Roule Redistribubion
T 1500
Aarman DEtson
D BCTpBon |
I 3 Hi g Contg

183 1681000

«F Eraibied

Rautsr i

Carr

bGP @ Disabied
1588 @ Dizavhed
Loggmg

@ Disapled

LogLovel

EESNEIUTZIDIZ0OT, MBI VY —TJ 14 A GREBIL—Y—ICETEZA VY —TTA4R) BNEODIUTIC)Y
EyoranEd,
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[ Setngs | Furewat [ o | voat [TRBORRG] Load Batancer | WP | 551 VPN-Fus | Groupeng Oajects |

QEPF Conligusation | [ Em |
Giobal Confguration
Staic Roules Slwhes . .rm
B - e
Bge Defaus Ongingie @ Ciaaniea
515
Rt s Wil drea Definitionn : _
* S j.-q —

hams 1T T M-_n

)L — HI3 OSPF BB D Nz, OSPF ox 4 /)\— @EBIL—%5—) FESGOT7yTUYT Ry FD—=2
EFETCEET,
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mwtngs | rewnt | Do | it [TRRERE Land Patancer | V%0 | SO0 VPN-Pley | Griupeng g |

L e R
L
L
v e el V.t P
+
I e Py Faba L
1 L e B ey el

VMware, Inc. 119



NSX &A1 1

x 51T BSG EZDAEEY )L =5 —RIC OSPF ERETEXIA BECOUVVIE IL—FOT BINY A
AIZBGP &R L&,

ESG B —5 —h'5 OSPF BRI — FEZB LTV &R LET,

HSx-edge-7-8> show ip route

Codes: 0 O5PF deriwved, i [5-15 derived, B BGP derived,

C connected, 5 static, L1 5=-13 level-1, L2Z I5-1I5 level-2,

IA 15PF inter area, El 0O5PF ernal typ y EZ O5PF rnal tupe 2,

H1 OSPF H55A external tupe 1, Y, O5PF H55A external type 2

Total number of routes:

(B8] via 192.168. 108

[118-11 i . 1A
11 1H.

L1lW-1) wia 18, ¢

[8-8] . 18. 1
(B8]

R ERALT BI1CI3. MEBT —F 7 0 F v RONET )1 AMRBN > VIC ping ERITCED CEEERLET,
RIIZDHTY,

PS C:\Users\Administrator> ping 172.16.10.10

Pinging 172.16.10.10 with 32 bytes of data:
Reply from 172.16.10.10: bytes=32 time=5ms TTL=61
Reply from 172.16.10.10: bytes=32 time=1ms TTL=61

Ping statistics for 172.16.10.10:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 5ms, Average = 3ms

PS C:\Users\Administrator> ping 172.16.20.10
Pinging 172.16.20.10 with 32 bytes of data:
Reply from 172.16.20.10: bytes=32 time=2ms TTL=61
Reply from 172.16.20.10: bytes=32 time=1ms TTL=61
Ping statistics for 172.16.20.10:
Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1ms

BGP D& E

R—=F—T—FrDxa4 TORDLBGCP) IZE>T. FBRIL—T « VT OREMTIONET, BGP ICIF. #HDE
BYATLABORY FO— U BEAREMERYT P XY FO—0 X BTV IV I AOT=TILNHIET,

VMware, Inc. 120



NSX &A1 1

W=7 1 VT IBRORMAINC 2 DO BGP AV —DRBICEICR2HEMNMNEIINET, CORREHERT SI2HIC,
BGP AE—IhoF+—T 724 T Avt—IMRKEINET, ERMEIIIND &, EBEP AE—-ATIL—F&EXR
L, TNeDT—JIERBLUET,

FIig

1 vSphere Web Client IO %71 > LEY,

2 [Networking and Security (Networking & Security)] % 1w %~ L. [NSX Edge (NSX Edges)] %7 U w7 L
xY,

NSXEdge #5 TV U v o LET,

L—F+>% (Routing)l &7 Uy L, BGPI &2 Uy o LET,

[iFe (EdiV] &2 U v 7 LET,

[BGP i miRE] ¥« 704 Ry 2T, [BGP mBE#1L (Enable BGP)] &4 U v 7 LET,

V) W V) [ SN OV ]

BGP ©— F 2 OBREBFIC/ 7 v FEREATHM S NA L ST BICE, [V L—2T)L UZY — OB
(Enable Graceful Restart)] #7 U v o L& T,

8 NSXEdge nBEBET 74 b —FI91 1 ELTCETICT RINIAZATEZLIICTRICE. [TIAILED
FETOBEME (Enable Default Originate)] #2 U v o L&Y,

9 [@—7AILAS(Local AS]ICIL—%—IDEAALEY, O—AILASEANLET, Thld. BGP iMboa=E>
27 L (AS) DIL—9 —EETEERT 2BEBICT F)I\F A XENET, -9 -1 FZF){=2F3 AS D/IX
F. 7 =Ty PNORE/NNRAEBRT2ESDA R ID 1 DELTHERSNET,

10 OKl &7 U w7 LET,
11 [&4 /U= (Neighbors)] . [Em (Add)] 71 2>&=- Uy T LET,
12 RAN-DIPF7RLAEAALET,

Edge Services Gateway (ESG) &)L —% — OB BGP £7 U V7 &£ ET 2B AL ESG D BGP x 1/~
TELRELT, ®EIL-Y-—0T7ORILIPEFRALET,

13 GREIL-Y—0DOH) &XT7 FLAEANLETY,

BE7 FLAIE BGP R4 /\— (Fu TV A9 =T 14 R) ICHET 208HE/IL YD1y —TzT
A RICEDETRIPYRFLATTY,

14 @®E)L—5—0#) ORI TRELAEANLET,

ORIV 7 RLAIE BGP A N\ —BRERIT ZIch(CHmBIL—Y —MERT S IP7RLATY, 7Ok
VL7 RLAICIE, BT FLAERUT TRy FRO (BOBATIEERENAL) IP7 RLAEEETSE
9, Edge Services Gateway (ESG) &£##EIL—4 —DRIC BGP 7 U VU &HET 2BEIE. ESG =1 /(-0
P7RLZAELT, #®BIL—Y—OTOFRILIPEFERLET,

15 UE-FASEANLET,
16 BEIHUTRAN—FHROT T2 FOEHERELET,

17 R=ILE 59 5 14<— (HoldDown Timen] ICld, VI ROz 7 CETOEBEIEASESND, T—T 751
T AV —VEZFELALA>THEOHE (180 %) ARRESNET, NECIHUTHRELET,
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18

19

20

A

21

22
23
24
25

[(F-—T 7351075 1<— (Keep AliveTimen] ICI13. VI FI T 7N ERETICF—T 7514 T Avtz—I%
EETET I FOEE 0% ARRINET, MECHUTRELET,

AN UERIZEIL, B/ T— REANLET, RAN\—FBOEE TEESNIZ I AV RIS NE
9, MD5 ZR:E3. mAD BGP 24 )\—TRU/\AD— REFRLULTHRETIMNENHDET, BUTHIE,
NEQFRAIIN—BOEFINMER I NEE A,

RAN=HBE)L—F T ILY U TEIRET 21213, [BGP 7« )L % (BGP Filters)] 483130 &0 (Add)] 7 O
VEIUYI LET,

EED DAY ORET, [IRTTOVIT 2] IL—IILMBERSNET,

FAN=DEDRZ T4V IETAIINIVITTEDN, XAN—ADES T4 w7 ETAINT IV TTEDON
ERIARAEERLET,

FS T4y O OFRIEREIFESERT VU a Vv ERRUETD,

FAIN=ADT 1WA )T/ RZRAIN=DED T JLF )T ET Ry D=0 % CDRERTAADLET,
TaZU T3 IPEEFEEANDL, OKI &7 Uy I LET,

[Z & D %47 (Publish Changes)] #4 U w2 LET,

B - ESG &mE/L—4& —RETD BGP D&k

.-

.-

_______________________________

AS 64511

Yoo R4T RER
192.168.10. 1

HHERER A Y F

_______________________________

Yoy BA4T 7y TYLy
192.168.10.2 (&iX7 KL XR)

192.168.10. 3
(Fa ka3 7FLR)

DLR AS 64512
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CORRODTIE, ESGIZAS64511 WICH D &ET, #IL—5 — (DLR) [T AS64512 MICH D FTY,

BRI —Y -7 FLAIE 192168102 T, Chld #BIL—5Y—DF7 v TUVT A V9 =T A ALT
BESNETFLATY, #®BIL—Y—07OFIJL 7 FLXIE 192168103 T3, chid. #E)L—% —& BGP
EDET YV TBEMREBET 5HIC ESCGAMERT S 7 FLATY,

W) -5 —ET. ROLOICBCP &#FELET,

i.ﬁmngs | Firewan M Bnadging | DHCP H.El.i;'.

L BGP Configuration ;
Glabal Com lacsn
. Status - v Enabled
Static Routes
Local A5 B4512
05PF
L R e
Route Redantribution Defaul Originale & Dizabled
[:g Meighbours :
* /S x
Fofamidntg Asdivas Probaas] Addveid IF Adsmm Rasscie AS
192.168.10.2 182.168.10.3 182.168.10.1 64511

ESG £T. XDELSIZBGP ##Ep LT,

e | Adons v

Summan  Monitor | Manage |

| Setings | Firewsil | DHCP | NAT [RGUBAG| Load Balancer | VPN | SSLVPN-Pus | Grouping Objeds

" BGP Configuration :
Global Com %]
i Status w Enabled
Static Rouwles
Local A5 Ba511
O5PF
L Rt R
1545 Dafauit Originate @ Dizabled
Roite Redisiributhon
Heighbours :
* /S =
IF &ggnea Agresia AS
192168103 54512

ESG OxA/)\— 7 FLZIE£192.168.103 T9, chld. #EIL—~Y—DOTOFI)L 7 FLATY,

#iE)L—% — 7 show ip bgp neighbors O~ > k&7 LT, BGP state A'Established [CB>TWa &
EHERLET,
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NSX-edge-6-8> showu i}] b neighbors

BGP meighbor is 192.168.18.1, remote AS 64511,
BGP state Established, up
Hold time is 188, HKee p a live interval is 6B seconds
Heighbor capabiliti :
Route refresh: advertised and received
Addx s family IPwvd Unicast:advertised and received
Graceful restart Capability:advertised and received
! irt remain
Received 128 nes [ sent
lefault minimum time between adve runs is 38 seconds
For Addre family IPvd Unicast:adwve: and received
1 Identifier Bx 2813
refresh request irece ived B sent 8
; received B sent B advertised 8
Connect ions tablished 1, |11'||]|}'|r:*|'1 5
Local host: 92.168.18.3, Local port: 179
Rermote ist: 192.168.18.1, Remote port: 43846

ESG © show ip bgp neighbors I< > r&EFETL T, BGP state ' Established 22> T3 Z & &AL
ESC

NSX-edge-7-8> show ip bgp neighbors

BGP neighbor is 192.168.18.3, remote AS 64512,
BGP state Established, up
Hold time is 188, Keep alive interval is 68 seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family [IPvd Unicast:advertised and received
Graceful restart Capability:advertised and received
R | remain time:
Received 121 me: sent 128 e
Default minimum time between ment runs is 38 seconds
For Address family IPv4 Unicast:advertised and received
Index 3 Identifier ;
Rou f 2 eceived @
i B sent B advertised

Connections established 1, dropped 1
Local host: 2.168.18.1, Local port: 43846
Rermote host: 192.168.18.3, Rermote port: 1

IS-IS 70 b DFEE

Intermediate System to Intermediate System (IS-IS) I£. /{7 v 24w FBRY D=0 ERBULIET -5 75
LADRBER) — FERET D LICL > TBEREBRB T DL ICRH/RETSNIIL—T 27 JORIILTT,
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KEELBI =T 1427 BAAMVETR=EFBcH. 2 LNVOBBMERESNE T, KRG R A VL BHO
TUZIEREIENET, 1 DOTUTYADIL—T 1 2 J1d LNV =T 0 T EFENET, TYU 7B —
TAVTIE LN 2 =T« VT EFEINET, LA 2 OFEY AT A(S) TR REELEIY FAD/CZAAEER
ENEY, LNLTDOISTIE, ZOTUTRTOIL—T 1 VI MBIENE T, AIOTUTVICXRESND/ Ty F
Tld FEETUTICEFELZ. LNLTDOISHASZEOIUTZATREEVLNIL2DISIT/NTy RARESINE
o Ty IR 2N =T VT ERALVTXEEI Y VICEESNET, COBE. LNV IIL-FTr V7%
BEUCEREEICEREINDZZEEHDET, LNLTBIULANL2EADISIE. LAV 1-2 EFEENET,

I 1SS TO R JLIENSX THEBMICOR— FEshTHEY,

Flia

—_

vSphere Web Client [cO 271 >~ L& T,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 20 U v L
ESCIN

NSXEdge #5 TIL7 U w7 LET,

Ub—7«>7 (Routing)] &7 Uw oL, [IS-IS]&#2 Uy LET,

R (Edi)] =2 U v o L. [IS-IS oBE (Enable IS-IS)] &2 U v o LET,
[ AT L ID] ICEEADL, 1SS 714 TEBRLET,

A o MW

LA TIZZUTZA. LN 2IZTUTE. LRIV I23Z2OmATT, LA 2)IL—45 =13, DL~ 2
W= —DHEPDEDNTEZIITEIL-FYTI, =T VIBERIL NI T IIL=F—EtD L)L 1)L —
Y- EOBETRIENET, FRKIC. LN 2 =5 =3O LN 2 )L =5 —DH EEREIBLET, LA
W12 )L=5 =13 MADLANILTERESB|L, TUTRIL—Y—ETUTREIL—Y —&EEGEI 2DICERS
nFxy,

7 [RA1> )20 — R (Domain Password)] & [T U7 /82T — 1 (Area Password)] IClEEZAD LET, TV
TIAD—=RABASNTLARIL T UVIREIT Y EAATF Ty TSN, LRI 2 UV IIREE)INT Y FD R A
AV IINZAT—=RAF VI EINET,

8 IS-ISTU7EEELET,
a [TU7 (Areas)] T & (ADd)] 71 avEY Uw o LET,
b TUFOIP7RLRE3I@BETANLET,
c [REGave)l &v Uy LET,
9 AVHF-TIAAXYEVITERELET,
a [1v9—7x42<vEVY (Interface Mapping)] T L& (Add)] 71 av&Eo 7 Uv o LET,

b LAJLT. LARIL2, LA I2BEEOEDA VY — T 14 AEERLTWBHAETRT [[ERRY 1 ] &3E4R
L&,

c [Hello f&Bg (Hello Interval)] IZI£. >4 —TJ 21 ATEESNz Hello )87y FREIDT 7 7 )L FRER (=
URBAG) ARRSNET, REICIHUTCT 74 MEERELE T,
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d [Hello &% (Hello Multiplien)] 1213, =4 /{=® IS-ISHello /{7 v AN DRKT 2 EFDHRA)I=H
FIOVUTNBEHMENENERET 5T J A4 FOBARRINET, MBICIHUTT I4IL HEZR
EUET,

e [LSP mps (LSP Interval)] [TId. &&ERIZ IS-IS U > 7 4RE8/ Wy (LSP) $mx R OMEMERSRT (= U R BA)
PREISNET, BEICHUTT I A HMEERELXT,

f [ARUvT Metrid] 12, A VF—TTAADT T4 AU I NRRTENET, CNld. =y FDJ—
DRTUY I ERBLUTEA VY — T T4 AN SMOBFANEEESNZBED IR FEFET B -0ICER
ENEY, BEICHGLTT 74 MEERELET,

g [EBEIEf (Priority)] IC. 4245 =7 24 ADBRIBUNERRSNE Y, BEBUANREEN VY —T A
AW BEN-F—ICRVET, REICSUTT 74 MEERELEX T,

h [Ayra =T, SOMVY—TTAZADNBI AV 2 TIL—TEHRNT 2BEEADLET, BE
CHUTT 74l HMEERELET,

i AT A ADRBINZAT—FEANL, [OKIZT VYT LET, BBICHUTT 74 MEEREL
ESER

10 [ZEDFT (Publish Changes)] #7U v LEY,

IV— FBEDTORE

TIOFIET, = —1ZRALCTOFIABEIL TVNRMD)L -5 —ERBERBLEY, YILFTOFILRE
T3, 7OFDJLETREEREIT /DS, - FBREIEXET DIMVENHDET,

ZFOFRY FD—VDEGEEEBINTEET, AV —J11 A% — FBESHNLBRATEET, NSX6.2 T
3. PEGREIL -5 -0 AE (B 19 —Jx/ 38— FBEIDSHRATNET,

FIig

1 vSphere Web Client IO/ 1 > LEY,

2 [Networking and Security (Networking & Security)] % 1w %~ L. [NSX Edge (NSX Edges)] &% U w7 L
Y,

NSXEdge 5 T)L o U v LET,
UL—F« >4 (Routing)l €7 U v L. [L— B (Route Redistribution)] #4717 L&,
Ul — FEES 27 —4 Z (Route Redistribution Status)] m#&ic# 2 [frE (EdiY)] =2 U v 2 LET,

(o) NN O) B L

—FBRAEBEDICTZ ORI ERRL, [OKl 27Uy I LET,
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7 IPTUTavOXEEMLET,
PTUT74v 2 UAFOIVFUIL IBRICNBINET,
a [IPZ7UZx v Z(IPPrefixes)] < E@m (Add)] 71 2v&E U v LET,
b xybD—70EFEIP7RLAEAALET,

[BUF] (LE) &tz AL (GE) BfiFEah T\ 358 %ERE. ANALEIP U T 0 vy LR
[C—HUET,

c [OKl&EZ U UwY LET,
8 IPTUT4 v ADBESEEERTELETD,
a [lL—FERYT— I (Route Redistribution table)] T &m (Add)] 7 a>v&E2 Uy LT,

b [5—73— ZOr3JL (Learner Protocol)] T, 7O R S)L — FEZEBT 2 7O R LEERLUE
3_0

¢ [rosonsnx8 % (Allow Learning from)] T, JL— FOFBTELZ IO FILEBRUET,
d [OKl&=Z Uvo ULET,
9 [ZE®31T (Publish Changes)l &% U w7 LET,

NSX Manager 04—/l ID D&R

NSX Manager Z&lc, BT —I)LID A% DEY, 77 4)L ETIE. 20 ID 1E NSX Manager UUID [CERZE=NTL)
FY, COFEIL. AZN—TILDB@HEBIL -5 —. V5RY. TLIIRAE LN TLEESTEXT,

FIE

1 vSphere Web Client ©. [Networking and Security (Networking & Security)] ICB& L. [®*v FDO—-0 &t
FaUF D1 R (Networking & Security Inventory)] ®F ¢ NSX Manager #7 U w o L£ 1,

2 [UxU (Summary)l ¥ &2 Uy o LET, [ID] 71 —)L i, 0 NSX Manager @ UUID A& N C L
ESEIN

dAZN—YI)ILnEEmE/IN——LtToas—)L ID DFKE

AZN=FILDEGHREIL — 5 — DOIEMEEIC Local Egress (O —nJLEAARE) AERICA > TLBIBE. KA OO
=)L IDAL— FICEEENITSNEZO7 =)L ID E—FT ZBAICRD. JL— EARA TR ESNET, IL—F—
rtonsy—)LID IEETE, COEFENEOT—IILIDIE. COIL—F—LEDIARTOIL—F (BESLVEH)
CBENITENET, IL—FE. OT— )L IDA—BIBRAFETSAYICEESNET,

Cross-vCenter NSXEIEED)L — T « V7R EOFMIC DL TIL, [Cross-vCenter NSX ROV #sB LTz
(AN

AIRSM

A=)\ 8kEmE)L —~ —I4. Local Egress (O—HJLHAAM) EBERICURETERSN T2 BEHH
DX,
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FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 22 U v o L
ESEIN

AT\ DE@EIL -y —&ET TILU v LET,
UL—F+ % (Routing)] # 72 Uw o LT, [ZO-/VULEE (Global Configuration)] #2 U v o LEY,
L —7 « > 737 (Routing Configuration)] mf&IC 4 3 [iRE (Edit)] &0 U v o LET,

S 1 AW

FLnwOs—J)LIDEABLEY,

822 O7—J)LIDIZUUIDERTHEBENHDET, F 1 XKXXXXKX-XKXX-XXXK-XXXX-
XXXXXXXXKXXXX, 2T & X2 16E#HF 0~F) TESH|ASNET,

RANEZIFIZRAY ETOOT—IVID DFE

A2 )C= )L Ea@mE) L — 5 —DOIEMEFIC Local Egress (O—hHJLEAARE) ABERICE > TLBHBAE, KA OO
T=ILID ML= FICEENTENCOT —ILID E—HIBHBEICRD . IL— FARARISEEENET, KA D
DAL FEIIRAFLECOT—ILID ZRET D ET, I — FEBRMUICRA FICRERETEE T,

AR SR

RAFERIZVSRAIICH U —T a0 VI ERITI 22\ - EEwiE) L —~ —I13. Local Egress (O—hJL
HAAE) EBEMCUIDRETIERSN TN SIUENH DX,

Flg
1 vSphere Web Client cO7 1> LY,

2 [Networking and Security (Networking & Security)l %2 U w2 U, [ > Z +—)LFIE (Installation)] %~
Uy UET,

[7R 2 + D4 (Host Preparation)] # 752 U v 7 LET,
HRETIMEDHDRA FEITV AT EEET 2 NSX Manager #:ZIRUE T,
ZEFTDIRALERITVIAYERRUET, MEBICISUTC, VA ZRBEALUTCRA FZERRTLUET,

() W U, R N OV)

[ (Settings)] 7 2 (ﬁf) =70y LT, [B7 =)L IDOZEE (Change Locale ID)] #7 U w7 UEY,
7 #mLnwOos—)LIDEAALT, [OKOK)] &7 Uv o LET,

I O —=J)LIDIZUUID R THamERDDET, B+ KXXXXXXK-XXXX-XKXX-XKXX-
XXXXXXXXXXXX, 2T & X216 E#HF 0~F) TEBSHBRASNET,

A=) AV EO-3 7327F ZOHFLWOT—)LIDIC—HIT ) — FOHERAFITEELET,
RORT 7

O =L ID MEESNICAY T4 v IL— FERELET,
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wMIE7A T O =)

REI7A T4 BRRET Sy —CtF a1 T4 AN ALERBUET, REI 775/
. TNENELIEREEICHNT 2 2 DOV R—RY O SBRENET, DT 71704 —)LTIATFT
FEEIIT YUY —OBERICBIFZKEAEOT A A 0L, Edge 774 70 x =)L CIIEBABED
FS T4y I BRICESNBANTNET, CNHOIVKR—RY FERICRIATE LT, RET -9V 9—IC
BIFE2IVEY-TIVRQI7AT7 05— IDZ—XTHBTEEXT, ZD2D2077./0V 13 ERICTTOA
T5EE MAET JOAT B EERIBETT,

ZDEICIT. ROFEYIANEENTWET,

®  Distributed Firewall

" Edge 77 A T70x—)l

B Ty AT7Ox—=)L)L=)lL BT 3 DERE

B Iy AT7I5x—=)LI)L—=)LDEHR

B TI7AT70F—)LICKBREN S DIREX S~ DR

B RET VO IP Y

B I 14794 )Ll CPUARYEBLUATY LEWVEARY FORK

B TIrATYOFx—)LO7

m NSXEdge 774 70# =)L JL—ILDER

Distributed Firewall

Distributed Firewall 1%, J\1/)8=/)\1F— D—FILAMEHFAENIZ T 74 7O # =)L T, REBILSNZD—-0 0~
Ry bD—0ERRBLUOEHBECEEZT, VMware vCenter Server # 7Y 17 + (F—91 05 -5 2%
BE). REBYY VDEFL. v FDO—o#E (P 7 RLUZERIZIPSet 7 RLA). VLAN (DVSR— 7 IL—).
VXLAN G@EZ A vF). tFaUF« 7J)L—7, Active Directory D21 —t— 7). —TIDICEDN\T7 Y2 O
VEO=ILRUY —&ERTEES, J7147 05— IL—ILIE BIREX VO VNIC LR TERSNES, C
nId, IREY > T vMotion NRITESNEHBETE—B L7V A IV FO—IILAThNd L DICT 220 TT,
T7AT7 04 =)LICN\A = )\A F =D EHFAENTNDEVNIEHICLD, 12 L—FIENWZIL =Ty FAE
W, PEBY-NCHITED—7 00— RIFRERILTEEY, COT 71704 —)LODEEEMICLD, RA+E
T=ATUI—ICBMT R EERNIC T 74T IO H = ILBREMGRESNZ AT —IL 7O 7—F7 0 F v ERET
=E9,
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Distributed Firewall (£, /T x—< > 2@ EOROIC, L2 )87y R L TF v vy a&ERLET, L3/
FIORDIER TUEBEINET,

T IRTO)Ty RAN BIEOREEERSNET, chid. BifFzy > 3> ThRoO SYN PEiIxEn SYN =
RETESLDICTBIcHIT. SYNICHULTERITENET,

2 REO—HAEDONMoiHBE. /Ty FIIRBENET,
3 REBO—HARONSZVIBEE. —HARDNIETHEIL-ILICHLT/ Ty FAEENET,

B TCP )Wy FDFBE. REIL. SYN IS TNV Ty FICHUTOHKESNET, fcicl. JORD
)V&Taib&b\w—w (T—EXANY) [F. FROEHFEDEDTISTEFD TCP )NT v FE—HKT 2A]
BN D D ET,

= UDP/)Uoy FmEI 59 TILOF@N) Ty Eh st ENET, RET — TILAITREAZ 5
[d. #iEENe 55 TILOFMEFER L THUVIREBAMERSNET, TNURRICRELI/\T Y H_ﬁb
Tl FERLIE RIS T 2Ny T MTONE T,

B ICMP Ty FOBEIR. REEER T 2D, ICMP 74 0 O—F. SXUNTy FOAAMEREN
ESER

Distributed Firewall 1[I, ID X—=Z2DJL =)L DIERICEZIIEET, EEEL. 2O Active Directory TEES
NEA—Y =DV =T ANy FICEDNWTTZI/ A&V FO-IILTEXY, DR=AQDT 717 T4 —
IWIL=ILDERNMEESND YT UFERICRLUET,

® 11— —F8FFIC Active Directory (AD) W25y T R TPE/INAIL TINA ZA&2FERA LT, 19 —HRE
TIVT—=2avICTIURATE

B BT A Microsoft Windows X—2T»2 VDl 14 VIS A RSO FvEFERLTC, A—Y =87
T—=23aVICTIOTERAT S

BECT-—RI\ =T RS —OIT 74704V a—>a T TOrsnTWEBEaE [mEBEI 717
DA =IIEFERBLUER S =V =3 ANDRITav DALY R ZBRBLTLIESL,

Distributed Firewall Tld, 72 MREY Y VEZIZT—0 00— RREBYY Y ETH— TV — 20 VMware Tools
ERITT BBREITRIIENTLE T A,

Distributed Firewall DY —X{ERFED ESXi LEME/NS A —%

& ESXi R 2 kITlE, CPU, RAM, 1 # & 7= m#Eg: (CPS) &1\ Distributed Firewall Uy —2EBRED 3 DD L
SME/I(SA=IHERESNET, 200 WOBIC 20 AEHFHTENETNO LS WVEEBALHZE. 77— ANKRERKS
NEI, T TI0ORTEICRESNET,

100 /{=t> F@ CPU 3, KA ~TEAARELEE CPU ICHEELET,

100 /=t > ®» RAM |4, Distributed Firewall [CEID ¥ TENTEATY ([AEFEAT 1 X)) [THHL. ZNld
RARICA VR E=)lEaniz RAM O&EFEICL > TRED X T,

& 10-1. Ft&EAY A X

MEAEY BERAY A X (MB)
0~8GB 160
8GB~32GB 608
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£ 10-1. &Ft&ERY A X (1)

MEXEY BEtRAY 1 X (MB)
32GB ~ 64GB 992
64GB ~ 96GB 1920
96GB ~ 128GB 2944
128 GB 4222

ATUIL TaILZ Ib—Jb. OVTF, #EEpkE wrsneIP. ROy 7 70—%&9 Distributed Firewall @
WERT — 7 BEICL > TEARASNET, TNESDINTA—FE. KO APIFUE UEFER L TRIECTEET,

https://NSX-MGR-IP/api/4.0/firewall/stats/eventthresholds

Request body:

<eventThresholds>
<cpu>
<percentValue>100</percentValue>
</cpu>
<memory>
<percentValue>100</percentValue>
</memory>
<connectionsPerSecond>
<value>100000</value>
</connectionsPerSecond>
</eventThresholds>

Edge 774 7o+ —Ib

Edge 774 7D x —)LId. BEARD ST vV EERLT, 74707 )b, XY D=0 7 ELAZH
(NAT). o7 R IPSec VPN, SSLVPN 2 EDER T+ a1 T #eezRELE I, OV 1—v 3 VIIRET Y
VTHRATE, aUAltE-FTT JOMTEET,

Edge 7714 704 —)LOYR— I, DEG®RE/L—5 —ICHIRSNET, BEA VY -T2 A AHLVTYv UV
DAV =TIAA, FEFZZTOWITNADIL—ILOHHEEELZ T A REA V5 —T 214 AD)L—)LITHEEL &
B A,

7F: NSX-VEdge I3, HEENSYN )XY FDISYT AV TICE>T, TJ7AT7I9A4=IDAT—FFZvF Y
TT7=TNLENSENCTZSYN ISy FREICH L THREENH D ET, 0 DOS/DDOS B%ElCk>T, 1—
F—AOY—EZAAFMEINTLENET, Edgeld. 771704 —ILORAT—F FZvF T UY -2 &FERY
T2, BOTCP EFERH L TRTEIEZ2OV I ERELT, SYN ISy FREICH U THET 2 EMNH D £
T, COWEEIIT I AL FTEDICH>TVNET, URVDOBWRBETIDHREEBICTDICIE. TJ717 05—
L7 O—=)ULEREDHR T, REST APl enableSynFloodProtection s [truel ICERELFT,
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T7AT7 94— IL—=)L o 3 DEE

O VEBNUC, J7A47 04— )L I)IL—)LEDETEEXT, =&AL RFEFHET VY Z7EFADIL—IL
ROt a3 VICEL CENTEET,

BEOIvavERIL-ILELVOL3IIL—)LRICERTEET,

Cross-vCenter NSXE®IBICIZ. 1 DO /\=H)L L2 L= o> arET D01 /)\-HJL L3 IIL—)L o3
VERITEZIENTEFRT, T < U NSXManager ETIIAZ/N=F)L L)L EBEBTZ20EHNH D, 1)~
HILIIL—ILEBMT DICIE. ZORICAZ/I\—Y)L I 3 VEERTINENH D ET,

AZN=BIL T2 3 VAREOIL—ILIL L —ILASEIME NS TS50 YU El3E A5 U O NSX Manager OO —
P IL—ILIZB D ET,
Z7AT7 04—V Ib—=IL €Y 3 >DIEM

TJ7A470x=)L 7=JIIFHLWEI>Y 3 vEBIMLT, JL—IILEEE L), Cross-vCenter NSX IRIZC/EA
T2AI)\—=FIIL U aVEERLIEDTEET,

s

M

|

ZTHEENMA Z:@E07% NSX Manager &#R2E LE T,
25y Rr7OVEREPE—O vCenter NSX OFIETIZ. NSX Manager £ 1 D UAEE L7z, NSX
Manager Z:#iRT 2 % EILH D E B A,

A=), ATV FIZTZ14< U NSX Manager "o BB 2 UEAH D ET,
B NSXManager [ LTA—D)Laad T o0 Fid, NSXManager "o BB IT 2UENH D ET,

B OYBRYU VT E— RAERICA D T Cross-vCenter NSX BRIBCREDNZEE AT DICIE. ZTHEI B NSX
Manager [C1) > =hfz vCenter Server A5 ZBEETHIMBENH D ET,

B R > E— R Cross-vCenter NSXIRIZTIL, U 7 cnf=E=E® vCenter Server 5, FE=E D NSX
Manager DFEEZET=£9, NSXManager FOv 750> AZa—hm5 @Y NSX Manager %2R
LEd,

FJIg

1 vSphere Web Client T, [Networking and Security (Networking & Security)] -[Z 7 1 72 # —JL (Firewall)]
DIEICEBLET,

2 ##H® NSX Manager MMEAATAERIZE (L. LI NA?D NSX Manager &##iRUES, 2 Z/)\—T)L 203
VEBMT 5 54U NSX Manager 2R3 2 EBAH D £,

3 [&8 (General)] # Th AN TWNR T EEER L. L3I —JILRAOEZY Y avEEMLET, [1—Yxy bk
(Ethermet)l % &2 Uy o LT, L2IL—ILEAOE Y3 vEEBIMUET,

+
[z > 3> ®EmM (Add Section)] (t’l) TAAVES I LETD,

5 wUyvavoEEiEALLT HLLWEIY 3 VOMBERELET, 273 o&Eaid. NSX Manager |
T—EDREACHI2MNEND XTI,
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6 (FT¥aVv)ATN\=H)L Iy aVEERTZICE [COrYavaEIZN\-TILEBMONRE LT —
27 (Mark this section for Universal Synchronization)] 2R L £ 9.

7 [OKl&=27Uvs LT, [ZEEDO*1T (Publish Changes)l #2 U w o LET,

RORT 7

o avIDIL-ILERBMUES, TV aVOBRERET 2ICIE. 207> 300 [t7 Y 3 0 0fRsE (Edit
section)] («) 74aAvEI UV LET,

TJ7A7 9=V IL=IL oy a>Dw—2

a3 vER-Y LT, TRy 3 VADIL-IVERETEEY, U3 0% Service Composer 7> 3>
PFIAIE I3 ER—TVTBREEFTERNRITERL TS, Cross-vCenter NSX IRIZBTIE, 27
avEIAZN=YI)IL U a v EN—ITEEITTEEFR A

MBI 717 D4 —)LOREEX—Y LTRET DL AVTTUANLPI A, HDADPT<LRDERT,
Flig

1 vSphere Web Client ©, [Networking and Security (Networking & Security)] - [ 7 1 72 # —JL (Firewall)]
DIEICHE LTS

=933 07T, [X—Y (Merge)] (ﬁ=> TAOAVEI IO L, ORI YavEEDEIY AV E
N—=YVF3h FTORIYavEX—ITEINERELET,

mE7 a3y —IILBN =Y EnEd, HilLwWerraviCld moerrarvaEY—T Lty avos&
RIAMER S NE T,

3 [ZFEO%x7 (Publish Changes)] &2 U v LET,

T77A4T7 94— IL—)L o 3 DHIE
TJ7A4T7 94— )=l U aVEHBRTEET, 2O a3V OIRTOIL—)LABBKRENET,

LI aVERRLT, D747 02— T=TILORIOBAISEMUEY CEldTEsxtth, 273V EBML
ETHAIE. I aVEHRLT REERITIDOLENHDETT, TOR, IV aVET7AT7O4—)L T—
TILITEBMUTBURITLET,

FIIE

1 vSphere Web Client ©, [Networking and Security (Networking & Security)] - [7 7 7 5 — )L (Firewall)]
DIEICHE L XIS

2 L3It ryavaElke 2543 [ (Genera)l # TEBNWTWA xR LET, L2IL—ILO
oy aVEHKRT 2HEE [ —Yxy k- (Ethernet)l ¥ &2 Uy o LET,

3 WmTzErYavO sy avESKRLET (Delete section)] (X) FravEsUvs LET,
4 [OKlz2 v LT, [BEEOHT (Publish Changes)l #0 U w7 LEY,

TR avBLUVTDORT Y aVDIANTOIL—ILAERENET,
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7747 04—V IIL—ILD{ER

DRI T7AT 04 =)L IL—ILEXVEdge 774 707 =L IIL—ILIE [T7AT7 D75 —IL] ¥ TTEHEETESE
Yo NIFTFUVRRET, JO)\AYIIRET AT IO — I A-T— A5 =T/ AEFRLTELARILOD
ST JO- L-ILEERCEET,

BEST49 0 2y a v I 7AT7 04—l T—TIO—FB LD -IILICBSELTF v 7SN, IBIZT—T)L
OFRUDIL—ILICBS LTF v I eNET, T—TIHRDIL—ILDDIE, ST v INSA=5 E—KT 554
DIL=ILHERENET, I —ILIZRDIEFTRRISNE T,

T 19074704 )L AT - A5 —T A ATERLLIL—ILOBEIBMARES <20, A NIC
LAJVEAID@BSEIRRLC Euh 5 MIICEmA > CEBRSNET,

2 BEFEHFAHIL—)L (Edge S—EXRICHB ST« v 7 JO-EBWICTZIL—IL),
3 O—-Y—-HNSXEdge 15 —J 1A ACTEELIZIL—Il,

4 Service Composer JL—JL-RU>—=Z&ICRIZOEI > 3>, T7AT7 04— T—TILAODINSDIL—IL
FRETEE AN, BF1UT A RUS = T7A4705=)LIL—)L U3 VOEBRICIL—ILEENT S
EIIAEETY, TOREEITIHAIL. Service Composer TENLDIL— )L EBRMT Z2BENHDET, F
HICDWTIE. = 17 [Service Composer] 8RB LTIES,

5 FTIAIEFOREB T 747 Ix—=)LIL—I

IT7AT7 04 =)L IIL—ILABERSNEDE. J747 04— )LEBHCLTNETSRAY LOHTHS ZEITERL
TLIEE W, VIR DEBOFMBICONTIE, INSX A VA=)l A R] 28R LTS,

FIAINRDRET 7479+ —Ib L—ILOfRE

TIFINW DT 7AT7 04 —=IILKREF. EQOA—F—FEIT7AT7I4=)LI—ILICBE—HLRENFZTr v T8
HAanEd, 8771407 0=)IOT I IL=ILE fET7A 704 —)L A—F— 45 —=TJ x4 ATk
~Eh. & NSXEdge @7 74 )L JL—JLAYNSX Edge LNV TRRENET,

FIFINEORET AT I4 =)L IL—)LTlE. IRTO LB SLVL2 FS T4 VIR A VTSRS I F v Dk
BEHEISATEBBLET, T4 EIL—ILIFBIC. IL—)L T—TILOFEICKRTSN, Bis0EmITs
Fth, IEEU. L—ILOBREBRE [FA] A5 [TOV V] FEIZEITFIICEELRLD, JIL—ILICOAY FEB
Lz, TOI =IO ST v 0 EOTRFTEINEINERELIZDT BT EIIARETT,

Cross-vCenter NSXEREBTIE. T I7A4N I —ILIZAZ)IC=HIL L)L TIZHDEBA, TIFIEIL=ILADE
L, IRNTHNT 2% NSX Manager TRiEd 2B NH DX T,

Flia

1 vSphere Web Client ¢, [Networking and Security (Networking & Security)] -[Z 7 1 72 # — )L (Firewall)]
DIEICHEENLET,

2 FUANFEIYaVERRALT. BEREFEETVET,
[/ (Action)] XUV [O7 (Log)]l DIREY. T T4 IL—ILADIAY FOBMOHRITTEET,
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7747 04— IL—ILDEMN

NSXManager 20—FTI 74707 =)L IL—ILEBMULET, T0%k [BRAK] 7 —ILFEFERLT. L-IL
EEATZA0-TERDVADIENTEET, IOV —ABLUVY =Ty FOLARILITEROF TV 17
ZEINTS2ET. BT IMEOHE I 747 04— LIl DMEERST ENTEET,

xpvCenter A 710 FEIT7AT 04 =L IL—ILDY—AFEIFTY—T v FEUTIRBETEET,
K102 774704 =)V b= IVTHR-—bENZATZ ok

V—REREBY—=5 v H B
" JS2Y ®  Distributed Firewall A1 Y 2 F—J)LENTNBITRTDY TR
B b DFD, ®Y T RBICOERNTETNZINTDY SRY)
B GER— T — B ERHNTETCNZTIRYICA VA F—)LenTWS IR TO Edge
" Poyr Gateway
LAY Rk LT " oA
" @EAYTF "R
R ) " SRk -

= Fdge

® Security Group
B LAY Rk TN—T

" RERTYTF

= vApp

o RERNTY

= yNIC = Security Group
" PFELZ (P4 =112 IPV6) " REvY
= yNIC

AR S

NSX BT 74 704 — )L DRENERAEREE - FICA>TVWEWT EEERBLTIZE ), REDKREERERT
%1214, REST API UM U GET https://<nsxmgr-ip>/api/4.0/firewall/globalroot-O/state B L £ 9., BHRiE
ORI B AEMRMEE — FICE > T 23%4&, REST APIIFUE U PUT https://<nsxmgr-
ip>/api/4.0/firewall/globalroot-0/state (B U CREERIAEBRUT — RICEETEEY, DI 71 704 —
I EFEBRME— FICE2TWVWSEEIC, DT 7A 7 04— )L IIL—ILEFITLRNTLIESL,

AZNN=TI T7A7 05 =)L IL=)VEBINT 235&1d [12)\=TI)L T74 705 =)L JL—ILDEM] €58
LT<iEEln,

DR=ZAOT7 AT D4 =)L L= ILEBNT 3HBEE. RO LERBLET,

B 1 DBE®RAL A NSX Manager ICB8=NTL %, NSX Manager IE, Z)L—7, 1—F—B#R. LV
NEOEOBEREBREDE FAM UNSEBLET, [NSX Manager And Windows B A1 v DER] %
SHELUTLES,

B LDV = AERIFIY Ty FEULTERTE 3, Active Directory 7 72 17 FICE DLV iz Security Group
MER SN TV B, [Security Group OfERL] 2B LT<IZE L),

VMware vCenter 4 73 17 RICED W CIL—ILEENT 23B4&. VMware Tools A8~ VICA VA =)L
NTNWBZTEEERLET, NSXA VA R—)L A1 RESBLTLESL),

VMware, Inc. 135



NSX &A1 1

FIIE

1 vSphere Web Client T, [Networking and Security (Networking & Security)] -[Z 7 1 72 # —)L (Firewall)]
DIEICEBLFT,

2 [2#% (Genera)] 7 IHBIANTVWR ZEEERL. L3I IL—ILEEMULET, [1—T=xv - (Etheret)] ¥ =&
UL L2IIL=)LEEBEMULETS,

3 L-uEemTatsyavT, UL (Addrule)] (W) FaravESUY o LET,

4 [ZEDHT (Publish Changes)l 22 U w7 LET,
T a3 O—FBLEICHUWHEFRL—ILABINENET, BV a3 VIV AT AEEDIL—)LUAEVIGEEIT.
HFHLLWL—ILIET T AL FOIL— LD EICRMENET,

£0Y 3V AOBEDEFICL— L EEMT 25814, L—LERBRLET, [BEIT. & £7Uv s L.
[EiZem (Add Above)] Z7-13 [FIZEhn (Add Below)] #:#IRLE T,

Firewall

J Configuration ‘ Saved Configurations

NEX Manager [ 10110893 |~

This rule et has unsaved changes. Click on Publish Changes huttan to start deploying or click Save Changes to save this configuration
l Fublish Changes ]l Revert Chanoes ] [ Save Changes ]l Update Changes

[ General | Ethernet | Partner security services l

+ox=n|Eh vy
Ho Hame Source Destination Senice Action Applied To
¥ Dema Firewall (Rule 1 - 3) 4 ﬂ‘ 7 %
Allowe @ Distributed Firewall
@3 [ NS3_Controller_55 +any s any Allow @ Distributed Firewsall
Security Policy & ﬁ‘ I x i
¥ Default Section Layer3 (Rule 4 - 7) & ﬂ‘ IS x ﬁ;
[-X] ForttyTest any any = any Allow o MSKEdG2
@ Distributed Firewall
@5 Default Rule MOP +any +any [ IPYB-ICIP Neighhbar. Allow @ Distributed Firewsall
[ IPVE-ICMP Meighbor...
@5 Default Rule DHCP +any +any [ DHCP-Client Allow @ Distributed Firewsall
[ DHCP-Server
@7 Default Rule +any +any s any Allow @ Distributed Firewsall

S5 #HULWL—ILo [&a1 (Name)] tiLaR 1V L, HasuvsLzT,
6 FLWIL—ILOZRMEANLET,
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7 FLWIL—ILD [V—2Z (Source)] ILERA Y FLEY, ROXRTHASNTNZBMOT A AVARREN

x99,
FTay SHER
'iii',w.)w V2% IP7RELAELTIEET 310 -

S EoyysLET.

VMware, Inc.

a IP7RLAEREBRUET,

D747 04 —ILTIE IPVAFERE IPV6 EROEANYR— FShTLET,
b IP7RLAEANLET,

BHOIP7RELZREIAVIRYIOYU A FTANTEEY, UX FOESIE &K 255
XFTY,

V—AEBFEDIP 7 RLAMNDA TV T FEULTHEET BICIE :

a  [F®F View)] T, BEORETOIVTTEERLET,

BIRULEOAVYTTOF TV T RHARRSNET,
b B
12U EOA T T FEZBIR L. =oUwo LET,

# L\ Security Group #7z(E IPSet R TEEY, HLWA TV 7 FElERT 2
s TIAINETY =20FTEMENET, L Security Group E7=13 IPSet ®
ERICDNTIEZ, E22 [y FID—0HLV0EFaUTr 77V 0 H] #8BLT
<IEEL,

C V-2EIL—-ILhEENTZICIE [F#F 7> 3> (Advanced options)] &7 U w &
LET,

d [vV—2o&mit (Negate Source)] 2R L. DY —REIL—IHSHBRALET,

[V =20t (Negate Source)] #ZIRT 2 &, BIDFIETEE LY —AERT
NCDY—ANBZETZ T4 v IICIL— LM BEASNETD,

[v—2omait (Negate Source)] &R LA &, FIOFIECHRELLY — AN 52
EIB 5T v —ILERENET,
e [OKl&7UvsLET,
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8 #HLWL—JLD [ —4 vk (Destination)] TIL&ERA >V FLET, KOXRTCHASNTNDZEMDT A IUH
RIRSNET,

FTay Bl:]
""" -y rEIP7RLAELTEET 3ICIE:
a IP7RLZAEREBRLET,
J74794 =)Ll IPV4FERE PV EROBAATR— RSN TLET,
b IP7RLZEADLETY,
BHOIP7RELZREIAVIRYIOYU A FTANTEEY, UX FOESIE &K 255
XFTY,
H—y FEBEDIP FRELZUANOF TV FELTEET 3121
a [®EWView)] T, BEOY—T Y FOAVTIEBRLET,

S EoyysLET.

BRUCOAVTTOATI ) FHRERENEY,

b
1D EQFA TV T FEEIRL, ﬁ =0y LET,
# L\ Security Group #7z(E IPSet R TEEY, HLWA TV 7 FElERT 2
s TFTIFILETE =y Rl RlcEmENET, UL Security Group Z/z13 IPSet
OERICONTIE, B2 [y FT—0UHL0EFaUTr ATV ] &#8RBL
TLIZE L,

C =Ty R-rERANTZICII A T 3> (Advanced options)] &7 1 v &
LEd.

d [#—7v +to@Eit (Negate Destination)] #:&iRL., C05 =4y F&IL—ILABER
HAUET,

[ =7 v ot (Negate Destination)] #:2IRd 2 &, FIOFIETEE Lizy —
Ty RERSINTOY =Ty FITEETB ST v I ICIL— LA ERENET,

[ =4 FoEME (Negate Destination)] 2R LA\ &, BIOFIETIEE LY —
TYRICEETE T T v I =L BRINET,
e [OKl&#ZUvoLET,
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9 HULWIL—ILDO[T—EX (Serice)] ILERA Y FLET, AOKRTHASN TN BIOT A AVHARRS
nxy,

FTvay Bl

D’&?U w4y Y—ERER—FETORIILOEHEDETIEET 22T :

a Y- TJORINNERRULETD,
Distributed Firewall ©lg, FTP, CIFS. ORACLE TNS, MS-RPC. SUN-RPC m» 7
FILDALG (ZFTUT =23 LRI ST —FD14) MR- FSNTVETD,
Edge Tld. FTP ® ALG O#H A R— FENTWET,

b R—r&EEZEAHAL. [OKlEZ UV I LET,

BREEINCY—ER/T—ER T —TEBRTZH, FLLWT—ER/F—EX T)L—

TEEETDICIL:

a

S EoyysLET.

1 DUEDF TV ) FERIRL, ﬁ 7V LET,

HUWH—ERFRBIY-—ER JIL-TEERTEET, HLLWA TV FEERT
& TIAIERTEERUEA TV 0 Rl AIICEBISNET,

b [OKl&vUvsLET,

ACKZ7IZSYN D5y Fhexy FD— 0 &RET Z/0IC. TT 4L L—)LTH—E 2% TCP-all_ports
F7zIZ UDP-all_ports ICREE L. 70 avaETOVvIICRETEET, T4 EIIL—ILOZEFEICDONTIL
(T IANEDODERT 747 04 =)L )IL—)LDfRE] 28BL TS,

10 smLLL—Lo [7o 23> (Action)] wILERA VL. BEoU v s LT, ROKOSHBICHE > TEYIL
BIRETL. OKES Uy s LET,

Tovay BR

B BELRY -, =Ty b U—ERORZEFZ T4 v I EFALET,
Javy BELREY - =Ty b U-EROEZEFZ Ty 7ETOVY LET,
BE ZHFANSNENWT Y FCHTBEBAY -V EXREFELEY,

TCP ##iCId. RST /W7y RAREShET,

UDP. ICMP & Uz DM IP ##i T, B ERIFanfcO— FAEENS ICMP Ay
T-IMKEINET,

[y ANt DI =ILE—HT2IRTOEY Y ayOOT7aLELET, ATEBMCITDE/NNTH—
NUAIHENHDIZENHDET,

O7IZEHRLEN tyrarvonsELELER A,
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11 [#EA% (Applied To)l T, COJIL—)LASBEREARER A - TEEELET, RORDHBICHK > TEYIIERE

[
7L, OKl 22 Uv I LET,

=L ERSE BRE

BEBERNOEBENTETNEITRNTDT S [Distributed Firewall 71 » 2 F=)LENTNBIRTDYT A
ICZoIL—)LE#EBLET (Apply thisrule onall clusters on which
Distributed Firewall is enabled)] ##iRL %, [OKl &2 U w7y
g2&. ToL—ILo EA%] s [Distributed Firewall] A'7R
INET,

BERO TR TO NSX Edge Gateway [TRToEdge 7~ o1 lccoIL—ILEERLET (Apply this
rule on all Edge gateways)] #2iRL£d, [OKl &2 U w92
& ToIL—)Lo [EAK] i [9)To Edge (All Edges)] ni&ar
SNEY,
EROmHOA T a U MBRENT 284, [BAK] I E
B (Any)] fRREINET,

1 DOUEDV SRS, T=5125— DEIREBR—F JIL—7, 1 [2vF3 %4 7 (Container type)] T, BEAA TV T +%&
NSXEdge. x=v +D—7. <> WNIC, EfzI3mEA1 v F BEIRLET,

(EATEE] URRT, 1 DUEDA TV 1Y FEBIR U, L4

U LET,
W=DV —=ZABLUVY =Ty F Tr =)L RICREYY VEIZVNICAEENZBE. )L )LEEBICEES
#2213 EASL (Applied TO)] IV — 2B LUV =7y FO@EADREYY v EZIZ WNIC ZBNT 2 %EAH
DFEd,

12 [ZEDH4T (Publish Changes)] #2 U w7 LT,
Bk, BITRIEICRHLIENEDNERT AV Z—IUNKRREINET, KKRUIEHE. IL—ILABEASNAN D
FERZA AU A FENET, KRULRETOFMERRT 221 [NSX Manager (NSX Managers)] -
[<NSX_Manager_IP_Address>] - [B518 (Monitor)] - [2 27 4 A X = (System Events)] DIBICEE L9,
[ZEDH4T (PublishChanges)] &7 U w0923 &, J747 04— )LEAENBENICRESNET, LATOFK
EICRITAECONTIR, [T7747 07— )LEEDTHAH] ZERBLTIIZEL,

RDRT YT

@5 09 LTIL—ILEERCTZH. Y EI U LTIL—ILEBMICLET,

=L T =TIV ROEMDINERTT DT UL, BURIIEFRLET,

B3 LE RRSN31ER
IL=ILID  FBIL—ILITH LT AT ANERLE—RBO ID
O7IC&8E COIL—IDORS Ty oiO7EiEsnsnNESH

st
m BV L. SOIIVCEET S 207090 (FST409 0 N7y FBLUY A X) &ERR

AV IW=ILOIAAY

B ORRITA—IIFICTFAREANDL. IL—IILERRLET,
B IFAT 0=l T=TILRT, IL—ILDOAEZE L TICBELET,
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" [ZUyavEY-YLET (Mergesection)] 71 avES Uy o L, [Eotzyy 3 &ET—T (Merge with
above section)] £7z12 [Fh o> 3> &< — (Merge with below section)] ##IRL CzY > 3 v EX—
JUEY,

7747 04— )LERTE DFAIAH

BEREFECIIM VRSN T 747 04— ILREETZHADE T, BEDHKREIC Service Composer [Z&>T
BEINDI-INDEENDHZE. TOIL—ILEA VIR=FRICH—)\=F1 FENET,

FIE

1 vSphere Web Client ¢, [Networking and Security (Networking & Security)] -[Z 7 1 72 # —JL (Firewall)]
DIEICEBLET,

2 WB377470x—)LE& 7&%% AGTIE. [28% (General)] # TWBEMN TS C xR LET, L2771
T =IEREEHRHADICIL, [1—txv + (Ethernet)] ¥ T&EV U v LET,
[Z%ED 00— k (Load configuration)] (%) TAAVEIUY I LET,
4 FmHACREEBRUC, OKl &2 UV LET,
REOHREMNMBRESNCREICESHODOET,
RORT 7

HEICEENS Service Composer M)L— LAY FHAENIZREICL > TH— /=4 FEIhiziB&ld, Service
Composer @ [tFaUF« RUT—=]5TT, [7Ua> (Actions)] - [T 74 7D #—)LDIL—ILDFEH
(Synchronize Firewall Rules)] #2 J w2 UE T,

AZN—=YI)IN T7A4T7TD+x—J)L IL—ILDIEM

Cross-vCenter NSX IRIEDIHE. 2 Z/\—T)L )L—JLIE. TS5 1< U NSXManager @2 =/)\—=)L )L—JL &7
v 3 TcEHEI Nz Distributed Firewall JL=)LEBRBLET, CNoDIL—ILIZ. BEROIRTOZHV S
NSX Manager TL U —Fanalzo. vCenter DIEREMA T—BLIL I 747 04— )L RUD —EHR/FTE
9., B vCenter Server B® vMotion Tld, Edge 774 7% —JL JL—ILIFBR— FENTVE B A,

754U NSXManager [C3. 2Z/)\-9)L L2 JIL—IJLAQAZ)\=9)L o> a2 )\-9)L L3 IL—ILA
DA\ ErravEEnNETN ]I DI DEDIENTEET, ZHH U NSX Manager Tld, 1=/(—
TIL 723y PAZN\ =TI J)lERRTESEIN FEITLEITEERA, O—DIL IV 3 VICHTT
22N\ =I)L U 3 VOREIL. IL—ILOEBEIBARICFE L EE A,

£10-3. A=ZN—HN T7 A7 I3 = W—LATYR—bSNBF TPz b

V—2REF=Tv b BRI T—EX

B O )-ILMAC v+ B O )N-YILREBERM YT B EFICERSNEIT/N-HIL P —EZB

B -3 IPEy = Distributed Firewall - Distributed FUT—EZ V=T

B Ptybk MACtw k., Ffol31-)0— Firewall " V2 F—JLaNTNBIART B A-HP-AERLZIZ/ (- T—ER
HILEFAUT 1 T —TESHBE DV SAFITI—IVEBR BLUVT-EX TN -T
NTEZ2AZN-HIIL FaUTa T
==

B ORI Y F

VMware, Inc. 141



NSX &A1 1

A= )—=FJ)L L= TId. e vCenter # TV x4 FIETR— SN TULER A,
AR

AZN=TI)LIIL—ILEERT RIS, AZN\=T)LIL—IL €02 a3V EERT EMENDIEXT, [T71T7 D4 —
WIL=IL g7 armEN] 28RLUTRES,

Flig
1 vSphere Web Client ¢, [Networking and Securityl -[7 714 7 # —JL] DIBICEE LET,
2 NSXManager ©. 751 <U NSXManager hh&REN TV E&BRBLET,

754 < NSXManager TOHIZ)\—=H)L JL—ILEBINTEET,

3 [ER]yIMEMNTNRZEERRL. L3aAZ)\-)LIL—IILEBMULET, [1—Ixy R TEIUY
o0 RAZIN=T)L )L-ILEBMLET,

4 AZ)\ =)L o3>, DL—ILoEN] ("') TAAVEI YT L. [BEORT)EZ7 UV I LET,
A=Y 72 avO—BLICHLWHAL— LB ESNET,

HFLUWL—ILO [BE] CILERA VL, & &#IUvILET, IL—ILOBBEADLET,

6 FLWL—ILD[V—R]EILERS YV FLET, ROETHRASNTNZBMOT A A VAERSNET,

FTvay B

P sryyy V-2 IPT7FLAELTIEET BICIE -

a IP7RLAERERRLET,
T 4794 =)Ll IPVAFERE IPV6 B Om AN TR — SN TNET,
b P7rRLZAEANLET,
V=2 LTATN=F)LIPSet. MACSet, &icldtzFa U« JIL—TEEETZICIE
a ATV 4T T BEORETOIAVTFTERIRLET,

S EoYysLET.

BRUEOVTFIOF TV T FAFRRSNET,
° &
1 2UEDA TV 14 FERRL. 71Uy LET,
HLUWEFaAUT oy JIL—TEIZIPSet ZERTEET., HLWA TI 17 FEER
TBE TIAIETY—AQFNTEBMESNET, HLWEF1UT 1 JIL—TErIE
IPSet DFERICDWTIL, E22 [Fv FI—0HLV0CFaUT A TIT0H] &S
BLTLEE,
C VY—2AEIL-INEBRNTZICIE. A T a1 &7 U9 I LET,
[V—20@mlt] ZRU. COYV—REIL—IHSBALET,

[oR

[V—20@muit] &2NRT 2 & FIOFIBTEELLY —RERIIRTOY - 2N 5
RETEEZTav I - ERSNET,

[V—20EMt] ZZRLANE, FIOFIETHEELEY —ANSRETEZ STy
ITIL—ILhERENET,
e [OKl&EZUvYLET,

VMware, Inc. 142



NSX &A1 1

7 FLWL—IIOZ =Ty Rl ZILERA Y FLEYT, ROKXRTHBESN TN ZEBMOT A AVHARRSNET,

8

FTvav Bl
""" H=TyrEIP7RLAELTIEES ZICIT:
a IP7RLZAEREBRUET,
J747 97 =)L TIE IPvAERE IPVO EROBAN TR - SN TLET,
b IP7rEL2ZEANULET,

7=y FELTAZ)N=1)L IPSet, MACSet, ZizldzFaUF« JIL—TEHBET S
ru =g
a [V R&a0T] T BEOY -y FOOVTFTERBIRUET,

S EoyysLET.

BRUCOAVTFTOFTI ) FHRRENET,

1 DUEDATI T FERRL, # =7 LETY,

HLUWEFaAUTs T —TERILIPSet ZERTEET, HLLWATI 17 FEFER
T2 TIAINETE Ty FBlcEmENET, HiLLWbFaUFs FIL—TF
feld IPSet DFERIC DV TIE, 22 [®y bD—08LU0EFaUTc A TI 17 K]
ESBLTLES,

C H=UyrEL-IIBBATRICE. BHAS T2 a V] &0 U I LET,

d [F—7v FOEMDE] ERRL. COY T FEIL—ILDEBRALET,
[5 =%y FOEME] EBIRT 2 & BIOFIECTEELZY =7y FEBRIRTDY —
T RICEETE ST v LI ERENET,
[ =7y Fo@EME] ERBRULABVE, BIOFIETEE LY —7y HTXETBE 5
T4 v =L ERENET,

e [OKl&7UYoULET,

FHLUWIL—ILO [U—ERIILERAVFLET, AORTHBASNTNDIBMNDT A AVHIRTEINET,

F7vav StBA
D’éﬁ') vy Y—ERER-FETOFDOEHFEDETEET 21T :
a U-EXJOFINERRLETD,
Distributed Firewall ©lg. FTP. CIFS. ORACLE TNS, MS-RPC. SUN-RPC » 7
FIILDALG (ZFTUT—=2 3y LRI T —FT14) MIR— SN TVET,
b R—r&ESZEANDL. OKEV UV LET,
EFEEINCAZN =TI U—ER/AZIN=T)L U—ER TIL—-TERBIRT 2H. #HL
WIZNN =) U—ER/ A=), T—ER T - TEEETZICIL:
a

S ErYvHLET.

1 2UEDATY T FEZERL. ﬁ =7 LETY,

LW —EXFEE@T-—EX TIL-TEERTEET, HILLWATI ) FEFERT
& TIFIFRTEERULEA TV LT R BIITEINSNET,

b [OKl&#vUvsLET,

ACK£7ZIZSYN IZy EDe xRy FD—VEREST DT, T T4 EIL—ILTH—E 2% TCP-all_ports
*7z1Z UDP-all_ports ICRRE L., 70 ¥avaETOVIICRETEET, T4 FIL—ILOZEFICDNTIL
(T 7AINEEDORERT 747 04—V IL—)LOfFEE] 28RBULTIESL,
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HLLWL—ILD[FIYa ] ILERI VR L. & B#9Uv0 LET, ROEDRBAICH > TEYABIRET
L. [OKI &2 Do LET,

Tovay R

B BELRY -, 9=y b U—ERAORXRZEFZ T4 v IV EHFAILET,
Javy WELRY - Y=Y R U—EAORREFS Ty I&TOVY LEY,
BE ZFAMNENLN T Y FICHTBEEAY -V EXELET,

TCP i CId. RST /{7y RAREShET,

UDP. ICMP & Uz 0fthd IP ##5TIE, BB ERIEasnfcO— FAEENS ICMP Ay
T-UNEEINET,

07\ ) COI=IE—HIBINTDOEYY a3 VOOV ERZELET, OJEFNCTBE/NT 75—
NURICHENRZDSAaNHIET,

OJIZE/ LA tyrarvonsELELEE A

10 @A) /LT, T 77/l +&EO [Distributed Firewall] #=17 AN C. Distributed Firewall iAEZhIC72 -

TWBTRTDI SR I —ILEBET BN, REFA IV £y LT, L—LEERATE1=)(—
HILREZA v FEERLET,

11 [EEORITIE7 v LET,
AN )L=LAFTRTOEH Y U NSXManager TL FU o —FanEd, JL—JLIDIFTARNTD NSX 1

VAT VATRIUEERTY, IL—ILID EZRRT BT, 7&/7') V27U L=V ID ##RUET,

AZ)N=)L )L=)LIFE. TS50 < U NSX Manager TOH#HRETE. A% NSX Manager TI3FZA#+E D EA
2D ET,

AZN=IN 023y LAV—3&ETIAN ORI 3V LAV—30H2 77175 —)LIL—IL:

No. Name Source Destination Service Action Applied To
v % Universal Section Layer3 (Rule 1 -2) & ﬁ/ &
Allow Web Access i Web USG [@HTTPS Allow @ Distributed Firewall
[ SSH
v [ Default Section Layer3 (Rule 3-7) & D'/ x
@3 Web Micro-Segmentation g? Web SG Eﬁ) Web SG = any Allow @ Distributed Firewall
@4 Allow Web Access = any E') Web SG (@ HTTPS Allow @ Distributed Firewall
[0 SSH
@5 Default Rule NDP = any = any [ IPv6-ICMP Neighbor ... Allow @ Distributed Firewall
[ IPv6-ICMP Neighbor ...
@6 Default Rule DHCP  any + any [ DHCP-Client Allow @ Distributed Firewall
[ DHCP-Server
o7 Default Rule » any * any * any Block @ Distributed Firewall
RODRT v 7
]

ESIHTO 50U LTIL—ILEERNCTZH. “ EI Uy LTIL—ILEBMICLET,
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=L T =TIV ROEMDIERTT B ICIE ey L, BYRHIEERLET,

NI L7 RS h 3158
=D FIL=ILITH LT AT ANER LE—BO ID
O7ICEE  COIL—ILDO RS Ty POy EixensnNESI N

frat
i EIUV I U COIN—IVCEET S 57497 (271097 )Ty EHEIUYAR) ERR

aAVE L= OTAY
B ORRIA I ERICTFEAREADL. L —ILERRELET,
B I7ATOF=)L T=TILAT, IL-IILOUBE ETFICBELET,

T77AT704A=ILIV=IVDT 1)V %

SESFRBEEEFRL UL EY FET ALY TEXT, CNITKD L ILOEENEBIEENET,
B~V BEREYY V. FETIPVRELA BEIPYELA JL-IL 7023y O, JL—IL&,
Fe BEWIL—I)L IDEEECLT, IL—ILET AT TEET,

Flia

VO amea—] 57T (D15 0ER (Apply Filte] (F) 74av&s 0w s LT,

Firewall

J Configuration ‘ Saved Configurations

MsX Manager. (10110693 [~]

[ General | Ethernet | Partner security services

*oxonlwi vy
Ho Destination Semice Action Applizd Ta
j Apply Filter @]

7 S
o o _—-_
Destination: SelectvM

(] any = any Allow @ Distributed Firewall
Action: | ny |~ ]

et Enabled [ Any [~] + s xk

v Defal  Logging: | ny |vJ sk

@3 Marre + any = any Al 8 NSHEdy2
Camments @ Distributed Firewall

@4 Rule Id: * any [ IPvE-ICMP MNeighbaor... Allgw @ Distributed Firewall

[ IPYE-IGMP Meighbor.
@5 | & Specily Sence +amy [ DHCP-Client Allaw © Distrinuted Firawall
Serice Select Senvice [ DHCP-Server
@6 " - Allow Distributed Firewall
() Specify Protocol el el L]

Protacal: Any
Destination Port.
Sub Protocol Any

Source port:

2 BEILITAINIYEEEANELILBERUETS,
3 [EA Appiy)]l &7 Uv o LET,
BEUREITAIIIREC—RT B —ILAKRREINET,

VMware, Inc.

EIETT
aAAY

145



NSX &A1 1

RDOAT Y T

BUTRTOIL—ILERTT BICR. [BA LT 1LY DU Remove applied filte)] (&) 74 3v&45 1w
LT,

IW—ILDEMEZDEDFET

L—ILEBML, TOL—ILEFITLEEEREERETEXT, RELLREIRTO— L TR TSET,
Fl&E

1T 74704 —LIIL—IIL&EBMULET, [T71 707 —)L)L—)LDEm] Z2RBLTEE,

2 [EBORKF &Y UV LET,

Firewall

J’ Configuration | Saved Conflgurations

NS Manager: (10110883 |~ |

This rule set has unsaved changes. Click on Publish Changes button to start deploying or click Save Changes to save this configuration.

[ Publish Changes H Revert Changes H Save Changes H Update Changes

l General ‘ Ethernet ‘ Partner security services ]

*ox=r|wh Ry

No. Name So Destination Semice Action Applied To

v Demo Firewall (Rule 1-3) Sk

3 OEEIEHBEADL, [OKIET7 Uy LETY,
4 [BREORFE]ZEI/VY I LT, COEERBERFLET,

NSX Tld, &RT 100 BOEREFETCEEXT, COFHIREBAD L. RESNZIHRE (REORKF] &X—0 &
NICRRTE) [FIRFNITIA. REFSNLBHOLEVREL. BEEZTSILOHICHIBRENET,

5 ROVWITNAERITLET,

B [ZEERICRI]EV UYL I —IILEBINY 2RIOREICR LET, BMULELENDDIL—ILERKITT
Baeld. BREOO-R]74avEs Uy L. ATy T3 TRELLIL-ILERRL, [OKlZV U YD
LET,

B (ZEOEH EI UL, I —ILOEMESITLET,

TJ7A4T7 94— )L IL—I)LDIEBFEDODEE
TOF—=ILIL=ILIE. =L T=TI)LICEEH N TWIIBFR CEESNET,
I=ILIZXRDIEFTERR (BLVER) =nFEzT,

T I-Y-EROHFFII -IICRESVERIBANSASNET, COJL—)LE FRENIC L)L OBEIERIC
mo> T ENSIEICBERSNET,

2 BfREc=nhIL—IL
3 NSXEdge LNV TEESNO—A)L IL—)l,
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4 Service Composer JL—=JL-RU> = &ICRIZOEr> 3>, J7A4T7 04— 7—=TILAODINEDIL—IL
[FRETSEBTAN. TF 1T RUS—T7A47 05 —=)LIL—=)L BV a>VOEBRICIL —ILEEBMNT 5 C
EIIAIRET T, CDEBRIEETT DHBAIL. Service Composer TENL5DIL—ILEBREEAT 2HEAH D ET, 5
fmIconTIE, & 17 [Service Composer] 2B LT <EEL),

5 FTIAINEORBT7AT7 04—l IL=)b

T=TIRTARY LI =ILDAIBE EFICBET S ENTEEXT, T 74 IIL—=ILIERBICTIL—IL T=TILD
THICRRSN, CNEBENT 2 CEIITEERE A

FE
1 [7a79x—)L (Firewal)] ¥ 7T, BE#T2IL—)LEBRLET,

2 [L—JLE E~BE (Moveruleup)] (EV) =3 L—IL&E FAEE (Move rule down)] (4) 71ravz
JUy I UET,

3 [ZED#1T (Publish Changes)] % U w2 LT,

7747 04+—I)LI)L—)LDHIR

ERBERD I 7A T 4 =)L IL—=ILEHBRTEET, 7741~ JL—JLET2I3 Service Composer TEEEN )L —
JVISBIBRT=EH A,

FiE
1 [D7a794—)L (Firewal)] % 7T, JL—J)L&E 1 DBIRLET,

2 S TFIA - TF—TIDLICHB LZIR U1=)L— )L DY (Delete selected rule)] (%) 7xavzEs Uy
JUFET,

3 [ZFEO#x7 (Publish Changes)] &2 U v LET,

7747 04— IVICKBDRENSDIRET > > DRRIL
NSX Distributed Firewall (RZEH S —EDIREX Y VEBRNT DT ENTEET,

NSX Manager, NSX 2> FO—5. $&U NSX Edge A8~ 2 (. NSX Distributed Firewall (&M 5 BEHH
[CBRASNET, £fco BRAUVRARICUTOU-—ERREBY Y VEEHT. ST vV OBRRTIO—-ERREICT
S EEHEBOLET,

m  vCenter Server, vCenter Server |Z Firewall [CL > TRESN TNV SAYICBRETEEI N CNER]
EoTHRAUARICENUTHE, BEROBBZEHLLETIMENHDET,

B RO -ERREN Y,

B EERIT - REMNEETBRECY Y, OB % NSX Distributed Firewall TRE U 10354, mE<
VDINT =R AICEEEN RS ABEEN D D ET,

= Windows X— 2 ® vCenter Server TR 3 % SQL Server,

®  vCenter Web & —/U (@BIICEITLTLDIBA),
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FIIE

—_

vSphere Web Client ©. [Networking and Security (Networking & Security)l] 2 U v 2 L%,

2 [RYbFD=0&EtFIUToOA R U (Networking & Security Inventory)] ©. [NSX Manager (NSX
Managers)l &7 U v o L&,

3 [&81 (Name)] zc. NSX Manager #7 Uw o LET,

4 [&# (Manage)l ¥ 7&=2 U w7 LT, [ 2+ (Exclusion List)] ¥ &2 Uy LET,
5 [am(Add)] () FravEsUvs LET,

6 BATIRENVOZREANL, [BmAdD)] E7 Uy o LET,

RIIZDBITT,
Vowmwon < G
+ . ﬂ hitps// 192,168 110265443 viphere-client TospRatensonid S3Dvensserver.mansge vihstl i p uginapg. ey delist I8 contet %)

vmware: vSphere Web Client =

 Mavigator X Adons~
{ heworngsSe_ + O | GemngStaied  Summan  Mondor | Manage

| B3 19216811044

| System Event Severiy | Swcury Tags [JERGUBIGNIISE| Domans | Grouping Opjects | Users

L 4

Wirlual Mpchims

G ControlCenter (mgmi)
5 vesa-8.0 (mgmi)

7 [OKl&ZUvo L&,

1 EDOREXY VICEHD VWNIC A% 2354513 TOITRTHRENSHRASNET, REXY VERNU X HITE
mU&IC WNIC 2R8> vIcBil LizHa,. #L <@ iUz vNIC T Firewall AEEIICT IO SNET,
@ VNIC % Firewall (REENSBHRNT BT REXY VEBRNU Z EHNSBIBRUIZE. BRAUZ FICBEEBNT 2%
ENHOET, RBOEREEKIIREYY VOBEBREANEYT (N —F T UBICND—F>293) Z&TIA B
BADRNDIIRIDA T3 0T,

REX> >0 P&

VMware Tools [ZREX >V TERITEN. W< DADT -2 &EERHELE T, Distributed Firewall [ZR A7)
H—E20 1 D13 REXY VHIVZEDOWNIC & IP 7 RLAEQEEMITTY, NSX6.2 LOBID/N\—-2 3T
(. VMware Tools "R VICHA VA F=)LaNTLWRWWE, ZOIP 7R 2EBETEZTATULIZ, NSX
6.2 Tld. DHCP ZAX—EV T D ARP AX—E 7 00WIThh. £EIZZOMATRETY VD IP 7 R L 2AERE
TBLICVIATERECEET, CNIcL D, NSX [FVMware Tools iMREX > ICA VA =)L T
WEETEIP 7 RLAERHTEET, VMware Tools 21 VA F—JLan Tl 3354a. DHCP 3£ U ARP 2
X—EVTEHHEDE THERATERT,
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VMware Tld, VMware Tools #BERND IR TOREI Y VICA VA =)L T3 &HEH LET, vCenter |
R VD IP 7 RLAERMBT ZIEIT TR, ICEL < OEEND D FET,

B OREBRYYVVERARELEVSAT VR TR Y TOETOIAE- T B R—X FERREICT B
B RARFARL =T 4 VT VAT LAEFLERBRAT D

= vCenter "o DREY Y VDY vy R DV EICIIBEEEAIAEICT 2

B RENYUAERY DT TART ATUDERABEREL, KA RITEET D

B\ FE-FEXELTUNET 2 ETREY Y VO AMEYINTY 2

VMware Tools 781 Y 2 k= JLENTWRIWMREY Y U Tld, REY VD7 5 2% TARP $E U DHCP X X —
EY I EMICE > TWEHE, NSXIZARP £/l DHCP A X -V JEFERLUTIP 7 FLAERELET,

IP7 RL RS A TOEE

RIEX VD IP 7 RLRIL REXY VICA VA R—)Land VMware Tools [IC&> T, FZIIRA R VS5 T
BNCEIND DHCP 2AX—EV TS LUV ARP AX—EVJICL> THRIETEXYT, oo IPRESEL. AU
NSX 1V 2 F—)LIRIECREFICERTEET,

FIig

1 vSphere Web Client ©. [Networking and Security] - [-1 > 2 b —JLFIE] - [[RA - O#4E] DIEICEELET,

2 ZEGEZIS2A9E57 UL, [7ov 3y (@H—[IP?MN%&47°@EE]EGUWJ LET,

3 BROREY M TEERLUCOKI &7 Uy LET,
RORT v 7
SpoofGuard #&%& L£ T,

TIANEDTZ7AT O =)L IL—ILERELET,

7747 04— CPUARY PEXUTAEY LEIMEA R FOKRR

DAY FO=0DRBILRICERB NS EEIT, T7A 704 —IL EV2A—IILAEDT S AT DI NTDIR
AFECAVAR=)LENET, COEVI-IINMEIOHETE3DOE—TIE. EVa-IIL/ISA=YREY 1)l
=T Ib—Ib. AVTF. TAIWYRIL-ILE—T $LUVERSTqvy JO-BREE-TTT, e—T 51
REIDHTIE, BRRRARBATUICE > TREDV T, LIV 20T F 7y R BRBICISUT. E—
T U4 XEFBOBBE EBITHARI BN NsAREN S D E T, N\1/=) AT LETERITSNTNZ T 7
A7 =)L BEVa-)UE )Ty FUBOROICRA = CPU BFEALETY,

BEUCEROEBBORA R UY - AEAXREHS CET, U— )/ MEARSLURY R —UREFEL DL KEBET
CEER

T4 EDOCPU LELMEIZT00 TH D, AEULEVVEX 100 TY, TT4)L FOLEVEIL REST APIIEL
HUEFALTERTCEET, AEUHBLUVCPUEBENLSVVEICET S L, J714 704 —)L EVa—-)LTY

AT L AR EDNERESNET, TIFILFOUSVVEOFREDFEMICDNTIE, INSXAPI A K] @ [Memory
and CPU Thresholds] #&8BL TS,
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FIE

1 vSphere Web Client ¢, [Networking and Security (Networking & Security)] % 1 w27 L. [NSX Manager
(NSX Managers)l &2 1) w7 LET,

2 [#&#1 (Name)] 3T, %93 NSXManager @ IP 7 RL2&ES U9 LET,
3 [B#8 (Monitor)] % 7& 42 U w7 LT, [Y 2T L ARV (System Events)]l &2 U v 7 LET,

7747 0+x—)Lb Ay

TJ7A47 04—V BEOY, L= A=y 07, SATALAARYEOTREQOOT J71 IV EERL TR
FLET,

T7A7 04— ILIE3BEOOTEERLET,

B =) AvtE—2 073 BN THAISNE T T4 VI PEBSNDZI T T4 v I RED, IXRTD
FOTRACETEZRESEAEENTINET (FOIL—ILT. OTHBEWCHR>TNBEE), Che0OJ 4.
KR +® /var/log/dfwpktlogs.log [CREEENET,

RDBITIE,

m 1002 1F398 T 7470 —)LDIL—ILID T,

= domain-c7 & vCenter 885t %A4 7> v ~ 7594 (MOB) 7 524 ID €9,
B 192.168.110.10/138 1ZV =X IP 7 RLATTY,

B 192168.110255/13813% =5 v FIP 7 RLATY,

~ # more /var/log/dfwpktlogs.log

2015-03-10T03:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138-
>192.168.110.255/138

RDENIE, 192.168.110.10 & 172.16.10.12 IZ ping ULicfERERLTWVET,

~ # tail -f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10T03:20:31.274Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10-
>172.16.10.12
2015-03-10T03:20:35.794Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10-
>172.16.10.12

VMware, Inc. 150



NSX &A1 1

vSphere Web Client 6.0 T)L—)l Avt—Y OF V7 &EBRICT BICIE. ROFIEERITLET (vSphere
55TRA-T— A2y —TJ A ZAMDUERZABMENH VXTI FIBIIRLTT),

a [Networking and Security] > [7 7 1 7 # — )L (Firewall)] X—> ¢ [O7 (Log)] 3l&=BRICLET,

z 1

b Desanaton *
B Senice

B Acien

b Applied To

® v

b [A7]F=TIL BRI ZAEZEDETHMET A AVEIUY I U, IL—ILOOFVTEEMICLET,

"-H]
BC ¥ TS =
ﬂ.':-::l'l.'n.'q-:F T ol e el g
n.l:'-nwlr.wd-phﬁ-a:l D il

D Digvioea Fepwi Log D

B EEOVICE. BBOVEDRTI FA 7O —)LOREODEEAEENTLET, cns0Oy)
[%. /home/secureall/secureall/logs/vsm.log [CRFES=NET,

B AT AARYEOVICIE BRINEDHR T 714705 —)LOKEDITH. fEk. HIBR Flcl3kBUizT
W EFalTa TIL=TICBRINESNERERYY VB EDBERNEENET, Cnbs0Oy
[$. /home/secureall/secureall/logs/vsm.log [CRF=NET,

A=AV —TTAATEES LV AT LA AR F OTVEFRRT 5123, [Networking and Security] > [
v 2 +—JLFIE (Installation)] > [&# (Management)] DIEIC#EE) LT NSX Manager @ IP 7 R L Z&E5 TILY
Uwo ULET, XIC (B4R (Monitor)] ¥ J&ZIRLET,
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e ™ |
+ & | B bwp//192.168,110.28:944 3 vsphere-client/ Tocspfextensionid %3 Deomymware wshield plugin.com
i apps (@) navv-wbechent

vmware: ySphere Wab Client L H L | AdminisiralorfiVSPHERE LOCAL = Help

| lavigador B [ 19216811048 | Actons +

| 4 Nataaring & Sac E ] Gefting Staed  Summarn | Monitor | Manage

| B2 192.068.110.48 I

& Aesdid Logs W Tasks

0 Fifis -
T T ]  Fo— I a Everm By
TEN201S 420045 PN | Infarmalional Secunty Fabnc
TER2015 52901 PM :Inh:f'nﬂur'll adge-2
TEFNAE1ZITOS PM | Informational Take Backup
TENZO15 5 30043 PM | Informationat wdge-1
TEWR0E 42929 PU | intormasonat Security Fabeic
TR0 15 5 2 27 Pl Inforrmadional wdga-1
TRVN15 5357 PM IM&..-N wShigld Firgwall
TEFZ5 44501 PM | Major wahisld Firgwall
.7'?1"?-1"" 1198 11 Al !"'l-'\nl adna.q y
L 53 Objects [ =
FMICONWTIE, E23 [RIEEER] 25RB LTS,

NSXEdge 7747 D4 —I)L IL—ILDfEFA

NSXEdge ICEEL. TNICBRASINDZ I 71704 — )L L—ILEHRATSET,

DEHRBIL Y —ICEASNZ I 71707 — )L I)L—)LIE. DEGREI -5 —SREY Y Y TRERESNZHIE T
L= b2 7490 DHERELET, CNEDIL—ILICE>T, AEADT—4 TL—VRENMERFINICERS
NBZEFHIFEBA, 79 TL—Y ST vV ERETDICIE. RET 747 04— )L IL—ILEMERLTK
THEERET ZH. £/z1E NSX Edge Services Gateway LI DJL— )L EERR L CEEAHERELET,

ZONSXEdge @A TES Firewall 21— — 4 >y -T2 A A ETHERSINIL—ILIT. SZHRODERE-RT
KRSNET, L ILITRDIEF TRRASLVBERENET,

T -0 74794=) A-F— AU —TAATEELLI - GEHFROER),
2 B8EHAHIL—)L (Edge U—EZXAICHBE ST v o JO-EBMTBIL—IL),

3 NSXEdge 774 704— )L A—H— A5 —=TJ14 ADA—F—F&EDIL— I,
4

TIAIEIL—=Il,

T4 D NSXEdge 7747 T+ — IV IL—ILDiFRE

TIFINW DT 7AT7 04 —IILKES. EQOA—F—FEEIT7AT7I4=)LIL—ILICBE—HLRENFZTr v 7108
HehEd, 774 FDEdge 774705 =)L RUY—=Tld, IRTOREFS T v oA TOY I INET,
TIAIEDOT7OYa VR EEOTREELECEET,

Fig

1 vSphere Web Client . [&v FD—2 &1+ 11U 7« (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICEB LT,
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NSXEdge #5 TIL7 U w7 LET,
(B (Manage)l ¥ 7&a2 Uw o LT, [ZD7a47x—)L (Firewal)l #2Uv o LET,
IJ7A47 94 =)L T—=TITREDIL—=ILICE>TWS [T 774/l F JL—)L (Default Rule)] #&IRLET,

v A W N

HFLWIL=ILD [77 3> (Action)] ZILERA > + L. f =0 LET,

a [FzE (Accept)] #0 U w7 LT, IBEUCRETERETEZEIND RS T v IV EHFALET,

b [O7(LoglzrUvo L, COIL=ILE—HTEZINTOEZY Y aVOOTEZHFUET,
O7ZBNCTDENT ANV RAICEENLEZHBENHDET,

C MECISUCTCIOAVFEANULET,

d [OKl&Z7Uvo L%,

6 [ZED31T (Publish Changes)l €% U v LET,

NSX Edge 7 7 A 7 # —Jb Jb— L O>3eh

[Edge 774705 -] # TICId. [EHERT 74771—”/] 5 I TERESNICIL —IILAFRHMOERE—FT
RIRSNEY, CCTTEMULIIL-IVE [ERERT 747D 71— F TICIIRRESNEE A,

BHONSXEdge 1 2 =T A AWRIP T RELA TN —T&T 74705 =)L L —ILORETHIURELRE LT
BMTEERT,

10-1. NSXEdge 4 >4 =T 24 A5 HTTP H—NAEADS cZT7 4 v I DIdDT 7 AT 04—V Jb—Ib

Mo Mame Type Source Destination Sernvice Action
&1 firewall Internal @ vse any any Accept
N e L [ T ==
(3} Default Rule Default any Den
| HTTP Address Group @ ‘ | For HTTP server @ ‘ g

Value:
10.20.222.34

Value:
TCP:8080

10-2. NSXEdge D ENTOREA > —T 1A R (REA > 5 —T7 24 RIEHEESNTWER- I —T LD
Y72y R DSHTTPY—NANBNDS S T4 v oDEOHDT 7 AT O +—IL =)L

MNo. Name Type Source Destination Service Action
firewall Internal @ vse Accept
Default Rule Default Deny
| HTTP Address Group ®| | For HTTP server (x) |

Value:
10.20.222.34

Value:
TCP:8080

I R ETE LT [AE (internal)] 2#IRT 2 &, BINMOREA VY — T 114 AEXRET D ESITIL—ILABEEIMIC
B INET,
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Mame Type

firewall Internal

Default Rule Default

vSphere Web Client T,
g_o

NSXEdge #5 TV U v o LET,

(B (Manage)l ¥ 7&7 U v o LT,

ROWITNHAERITLET,

Source
O vse

10-3. AERY bT—=2RAD M/CADSSHZHATE RS 74 v oDEHDT 7 AT I4+—IL Ib—Ib

Destination Service Action
any Accept

Den

] VM in internal network ®| | Internal VM ®| Y

Value:

192.168.0.10 TCP:22

Value: ‘

[Networking and Security (Networking & Security)] - [NSX Edge] mIEIC#) L =

(D714 79x—)L (Firewal)] % 7&27 U v o LET,

FToav
T7AT 04— T—TIHRDEFEDGFRIZIL —
IVEEBINY 3

W=IbEJIE-LTIL—ILZEBNT 3

TFAT A= T—TIROERDHARIZI —
IWEEBMT %

Bil:l]

a L)L EBRLET,
[B2150c & 59095 0. LElcem (Add Above)] £ 712 [FIoiem (Add Below)]
EEIRLET,

BRUICIL—ILOTFISHUWFL—IILASBIENE T, J71 707 =)L T=TILICV X
TLAEBEOIL—ILUDENEEIL HUWL—ILIET 720 FDIL— )LD EISEMSNET,

IW—=IVERRLEY,

oY)

[OE-=] ([IE;"\D FAAVEI U LET,
C IL—IILEBRLET,

ESSIRIRGR /9 w2 Uvo U, [EICEE DT (Paste Above)] E 713 [FI2EE DA
(Paste Below)] &=:&IRL £ 9,

3 Gam(Add)] (W) FravEsuu s LET,
BIRUEIL =IO TFICHUWHEFRIL—)LASEINESNETS, J717 94—l T—TILICV R
FLAEREDIL— L UABSAR. HLLL—LIEFT 4L FOIL— L0 LEICENENET,

HUWIL—=ILIEZT 7)) FTEMICTR > TNET,

#HLWL—ILo [&81 (Name)] wiLaRr VL, BErsuv s LT,

HLUWIL—IILOREAADLET,
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7 LWLl [V—2 (Source)] L ERA Y L. HErg B zo0 9o L,

B x5r0vr L8812 P7RLAEADLET,

a

b

FOY T URARNSATI 1 FEERL, BUGRRETNET,

[VNIC 7). — 7 (vNIC Group)] #3®IR L CTH 5 [vse] £32IRT 5 & )L —JLIENSX Edge [T L - THER SN
feFS 70 v IBRENEY, [RE (internal)] =7z 13 [4480 (external)] #32IRS 5 &0 JL—JLIE, =R
U7z NSXEdge 7 V25 V2 OREBE TV TV AV =T 2AADSRNE F5 71 v 7 ICER
SNFET, JL—ILIE. BINOA VY =T 14 ADXKERICAEBHICEFHNET, AEA Y —T 1 AD
J7A704=)LIL—ILI3, @I -~ —TIIHEELEZB A,

[Pty (PSets)] &BIRT 2L, HLWIPFRLR VI —TEERTEET, LWL —TEERT
&, BENIOXETOIISEMESNEY, P2y FOEROFBICOWTIE [IP7FLA7IL—TDME
Rl EZ2RBULTES,

OKl&= Uy LEY,

8 #HLLIL—ILD[Y—4v F (Destination)] )L &R AV L. BErzlfE s uvs LEd,

a

b

FOYTY I URARNSATI 7 FEERL, BUBRREITNET,

[VNIC 7' JL— 7 (vNIC Group)] Z24RLTH 5 [vse] &#IRT 2 &, JL—JLIZNSX Edge I[C& > THEME N
EhS T v ICERINET, [RER (internal)] 7213 [91488 (external)] Z2:8R9 2 & JL—JLIF. FR
L7z NSXEdge 1 V27 V2 DREBEZIZT Y TV AV =T TAAINFEND RS T4 w7 ICERS
NET, IL—JLIL BINOA VY —T 11 ADKRERFICEBNICEHNET, WA VI —TITAADT ¥
AT7F =)L IIL—ILId. BRE)L—5 —Tl3se LA,

Pty (IPSets)] #8IRT B2E. HLWIP PRLA JIL—THEERTEET, FILWIIL— TEERT
& BEMICEETOIICEMSNET, Pty FOFEROSE@ICDOVNTIE, [IP 7 ELZ JIL—TOFE
) EBBLTLEE,

[OKl&=2 Uw o LET,

9 HLLL-ILD[B—EX (Service)] L ERA VL. HaxraEassuy s Lxd,

EIUy I Ugald. T—EREBRLET, LW —EXEREIT-—EX JIL—T&EMT 2IC
[d. [#F8E New)] 220U v I UET, HiLLWD—EXZEERT 2L, BEINICT —EXDHICBMNENE
T HRT—EADEROFMICONTIE [T-EADMER] EBRBLTIESL),

HzxrUvrUBalt, 7O0RILERRUEY, BHEZF T3V OBICHBEMEY Uy LT,
VAR FERETEEXY, VMware (2. VU -2 51 BIBEDQY — A R— FEEELZNC EEHEL
TVWEI, TOADYD. TORDER—FOBRHAEDEICDONTT—EXEERTEET,

7E NSXEdge T3, L3 O RN TERS NI —EADOHNTR— FEhE T,
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10 5L L—Lo [72> 3> (Action)] EILERA Y RL. BE U v s LEd, ROEOHBICH - TEOA

#RETV. [OKl &2V Uy UET,

BRULEET7OVaYy
&

pA=R/

BE

O 7|25

OJIZEHL AL

JAY N

[+ 7> a>] > [—8] > [Emehic IP]
W= DiEEOEME

R

BELUCRETEEEATERESND ST v VEHFATLEY,
BEUVCRETEREATEREINZ S Trv I &ETOV Y LET,
ZIFANLSNLBW Ty FICHT 2 EBAYEZ-IEXELET,

TCP )Xy FTid. RST /X7y FAEEhET,

)7y FTIE ICMP BiZEREE (BEEHIBRINTIS) /17y FAEESNET,

COI—IE—RT2IANTOEY Y3 vOOJERHFELET, OTEBMCTSE/(T 51—
NURICHENHDBENDIET,

tyrarvonrseZRELEE A,

MECHUTIAY FEANLET,

ZH]MINIZIP 7 RLABIUNAT JL—JLICBET 20— AT —ILEBRALET,
IL—=ILDAE (REXEFXE) £ERUET,

VMware 3. 7714707 =)L IL—ILOHBERET 2 EIIHEDLTLEE A,

11 [ZEO¥17 (Publish Changes)] 22 U w2 LT, #HLWIL—/LZ& NSXEdge ¥ V2% Y AICEBULET,

RORT T

=L EEHICT BT, [BEE NN FIDIL—ILESORO® 50 vy LET,

B AR niz)l—ILERIZERL - (EREET 7 704 —)L] Y T TEINESNZIL—IL) EIFRRICTBIC
(Z. [EmEenic)l—)LEIERRICT 2 (Hide Generated rules)] 713 [Bal1/L— L #IEHRRICT 2 (Hide Pre

rules)] 2 Uw o LET,

=L T=TILROEMDIERTT BT e v 0L, BYRHNEERLET,

NI LB RRSNBER

=57 FI—ICHUTY AT LANERLE—ED ID

O7I1CE8% COIL—ILORZ Ty MOV EEsNaNEI N

st

KRSINEYT

AV E =LAV

Lu EOUvIddE D)L (Byyav, RS T4v 0 )Wy EBLUYAR) OREEZITLZ I T In

B RRITA—IINFCTFAREADL. IL—IILERRLET,

NSXEdge 7747 D+ =)L IL—ILDiRE

[Edge 771 7ox—JLl]1 ¥ JCEMENE, - —EED I 71704 =)L L—ILOHERETEET, e
T AT oA=L 7T TEBMENEIL—)LE [Edge T 71 74— )] 9 TTIRET 22 L3 TEEE A,
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FIIE

1 vSphere Web Client ©. [Networking and Security (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICEELFT,

2 NSXEdge &5 7L U s LET,
3 [BEzE (Moniton] # 72U w2 LT, [T74 794 =)L (Firewall)] % 7% U v o LET,
4 REIDIN—IEBBRLET,

L BEERDOIL—ILCT IR IIL-ILIFEETEEE A,

5 MELREEZETL. OKlZ27 Yo7 UET,
6 [ZED31T (Publish Changes)] 27 1J w2 LET,

NSXEdge 7747 D+ =)V L—ILDEBEIBRIDESE

[Edge 774 7o x— L] 5 JCBMENEI-—T—FED T 71 74 —)L IL—)LDIEFZEZE L. NSXEdge %
BBTDFTTAYITENAIRAATEET, &AL O—F NSO LI T4 v I EHAT DI —ILEHRTE
LTWBEULET, CCTOBEQIPTZRLZA I =Te0O-RFR NSO T vV EERT DI —)LE
BMU. COIL—IILEO—-F NS UTZEHATE T T4V IL—ILDEICESZENTEET,

FIIE

1 vSphere Web Client ¢, [Networking and Security (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICEBLET,

2 NSXEdge #5771y o LET,
3 [B# (Moniton)] ¥ &2 Uy o LT, (D714 794 —)L (Firewall)] ¥ 7&2 ) w0 LET,
4 BEREIBNEZFTDIN—IINEBIRULET,

I BEERSNIIL—IIVELET A IIL—IILOBEIBLEIZEETCEEE A,

5 [E~®E) (Move Up)] (%) =i2 [FA#E (Move Down)] (Z4) 74 1vE Uy LET,
6 [OKlzZ7Uvo L&Y,
7 [ZED317 (Publish Changes)l 22 U w7 LT,

NSXEdge Z 74 7D+ —Jb JL—)LDHIR

NSXEdge ® [T 74 74 —)L] # T TEMEN, I—-F—FBO I 74 74— )L )L—ILEHRTEET, [
BI7AT7IA=)]FTTEBMENEIL =)L, CTTIIEBRTEER A,

FIE

1 vSphere Web Client ¢, [Networking and Security (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICHE L XIS

2 NSXEdge &5 TILU Uy LET,
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3 [B# (Moniton)] % &2 v o LT, [D71 77—l (Firewall)] ¥ &2 U0 LET,
4 HiRTDIL—)LEBIRLET,

I BEMERSNIOIL—IILERIEIT I R IIL—ILIFEBRTEEZ B A,

5[4 (Delete)] (%) FPravESIUYHLET,

NAT JL—)LDEE

NSXEdge I3, v FT—2 7 RLZZ#H (NAT) U—EXERHLT, IXTUY T FRLAETSAN—F Ry k
D—JRAOIVE1—% (FFavEa—5 J)L—7) ICEVHTEYT, 2077/ OV —aFRT 2L, Blx
TZIZENMERT2/CTU YT IP 7 RLAOEIHIREINZ 2, TR FHLUVEZF1UT s DETHSRNSG D E
T, TSAR=FICTRLANED L TOENREYY YV ETHBEB LTINS T —ERICT 722 3ICIE. NAT JL—
IWEHRETD2MENHIET,

NAT o —EXDFEIL. FEE7TD NAT (SNAT) JL—)L &£585%D NAT (DNAT) JL—)LICH T 5N ET,

SNAT JL—JLDIEN

V2P FRLAENTUYINSTSAR—FDIP 7 RLAFIZZOHICEZET 2 — 2 NAT (SNAT) JL—JL
EERTCE=%T,

e S

B Ifishrc NTUw) IP7RLR%E, JL—I)LEBMNY 5 NSXEdge 1 2% —J 1/ RITEMLTH < HLE
nHDET,

B OSNAT L=LIEZBTA V5 =T 24 ATIIYR—FSnEH A,
FIE

1 vSphere Web Client T, [Networking and Security (Networking & Security)] - INSX Edge)] DIBEIC#E) L
ESCIN

NSXEdge 5 Tl Uy LET,
[ (Manage)l # &2 Uy LT, INATI % &7 Uy LET,

AowWoN

e (Add)] (¥ 7 avEs U w7 L. [SNAT JL—JLmiam (Add SNAT Rule)] 23R L £,
5 - EBMT 2 Y —TJxA AERRUET,

SNAT JL=JLIZT T4 5 =T 24 ATIIHR—FanE A,
6 TORXRETIPT7RLAERODVWITNADT #—X Y FTAADLET,

PE RSN Bl

IP7KLZ 192.0.2.0

IP7 KL z&HE 192.0.20 ~ 192.0.2.24
IP7RLR/FTRY b 192.0.2.0/24

any
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7 TgENG (BMBEO) FETIP 7RLAERDNINAAD T4 —<X v FTAALET,

PE AN Bl

IP7RLZ 192.0.2.0

IP7 KL 2&E 192.0.20 ~ 192.0.2.24
IP7RLR/FTRY 192.0.2.0/24

any

8 [B% (Enabled)] &=:&RLTIL—ILEBRMICLET,

9 [m7oBaML (Enablelogging)l 27 Uy o L. 7 RLAZTHBOOTELHELET,
10 [OKl&#2 Uy LTIL—ILEBMUET,

11 [ZEDFT (Publish Changes)l #7U v LEY,

DNAT JL—JL D&M

H=TYRIPTRELRENT I INETSARN=-FDIP T FLAFRLIZIZOHICEET 24 —4 v ~ NAT (DNAT)
IW—IVEFRTEET,

AIRS
D (JTUwT) IP7RELR%E, JL—)LZ&EMT 2 NSXEdge 1 V4 =T 11 AITEBMUTH BEAH D ET,

Flia

—_

vSphere Web Client [cO % >~ L& 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)] 2 U v L
ESCIN

3 NSXEdgez#4TILT Uy LET,

4 [ (Manage)] ¥ 7&=7 Uy LT, INATI 9 T&0 v LET,

5 e (Add)] (¥ 7av&2 Uy s L. [DNAT JL—JLdiEm (Add DNAT Rule)] &R L%,
6 DNATL—LEERTZ1VY —J 11 AERRLET,

7 FUIFIL UTUwg) IP7RLZAERDWITNAD T4 —X Y FTANDLET,

TH=Vhk Bl

IP7RLZ 192.0.2.0

IP7 KL Z&E 192.0.2.0 ~ 192.0.2.24
IP7RLR/FTRY b 192.0.2.0 /24

any

8 JORIJNNEAALEY,
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9 FAUIFINOR—-FERIIR-FEEEANLET,

PE AN Bl
R-hES 80
R— N EGE 80-85
any

10 ZaSnCIP 7 FLRAEROVWINHAD T # —X v FCTAALET,

PEEESAN Bl

IP7KLZ 192.0.2.0

IP7 KLz 192.0.2.0 ~ 192.0.2.24
IP7RLR/FTRY b 192.0.2.0 /24

any

11 SR — FE@R- FEEEANLEY,

TH=Yhk Bl
R—-rES 80
R— N EEE 80-85
any

12 [B%p (Enabled)] &:&R L TIL—)LEBRMICLET,
13 [O70BEME (Enable logging)] ##R L. 7 RLAZHBOO T ELHELET,
14 Gefn (Add)] 22Uy LTIL—ILERELET,
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[ dentity Firewall D#fE

Identity Firewall (IDFW) #gez @R % &, NSX &[4 Active Directory 1 —H— X— 208 T 74 7D 4 —
)L OFW) JL— L &R TEE T,

IDFW B0 D -2 70-0BZIIXDEHS DV TY, D0 IJ0—1d 1 VIZARTIFvDEFNSIRE DT,
RS TIE. NSX AY Active Directory 1 —F =B L V)L —TERMBETEZ L SICT 2720, EEEHNRES
KDEV SAFNICMERAVIR=—> F&EA VX F—)L L, Active Directory ORIEAZFRELE T, RIC, 8T 7
A7 07 —=)L)L—)LE&E#EBT 2. Active Directory 1—H—A074 03255727 v Iz IDFW A@BBITS
LOICT2HMENGVEY, IDFEWAO T A U ERET 2 HE>. TAF 4V FOARY 23V EXU Active
Directory A1 XY = O7 A7 LA)IXD2TETT, TAF AV FOART 3 VI IDFWREBY Y YV &EEITT 3
ESXi VS 2R ICEBRALET, xRy FD—0 ARV EAD-—Y—ICEo>TERIND & REXY VICA VA R=)L
SNET AR IV TAR AV FAARY S 3 T L— AT =27 %N LT NSX Manager [Z1E# & nik
LEd, 52074 S>3 Id, ActiveDirectory 4+ X =07 27 L+ )tTY, NSXManager T, Active Directory
FAAMY OV FO—=50A VY AY VAICRA > 95 £ DI Active Directory 1 XY O 20 LA &ERELE
¥, “hlck . NSXManager [d Active Directory 21U 75« ARV F QUABANY FERETE2 LT
RUEY, CNSOFEOVNITND. FlImAZEEATEET, Active Directory A1 x> = O7 X7 LA)N& T
AFAVFOART Y 3y OmAEBET 2HE3. CNSAFMMICEFT 2 &TFRL TSRS, DFED,
BEANEEaRIELTE, ANN\v o7y TELTEEERIRT 2 E13H ) FE A,

AVITZARTIFvEEFBLIEZS, BEBIINXCFaUT 1 JIL—TEERL. #F1L ERRAIEEICA o 1z Active
Directory (F« L7 FU Z)L—TFEFIINET) #BMUET, GV TERBEIL. J74 707 =)L )L—)LHEE
FrenfctFaUsa RUD—ZERLT, TNEQRU Y —EZFRICEKR LT U7+ JIL—TFITER L
F9, COBREICEST, A-T-NT720 v TICOV1420T2E Y ATAIIARY FELIMERETNTLS IP
TELAEREL, TOA—Y—[CEENTONTNE I 74 70—l IRUY—ZRRL T, IN5DIL—ILEB
BLEY, chid. MBSIREOEAEDTAY by JTHELET, WET AV Ly ICDNTIE, -5 —-h"
MEBT20 by FIcOy v Ul &zt d 2 8MTHE. Active Directory A X = 0O 27 LA JNHMEERL
DFET,

Identity Firewall 38 7R— k9% OS

Active Directory #97R— F9 55—/
= Windows 2012
= Windows 2008
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= Windows 2008 R2

PR—Fand 52 0S

= Windows 2012

= Windows 2008

= Windows 2008 R2

= Windows 10

= Windows8 (32 Ew k&Ecld 64 £ )
= Windows7 (32 v FFEIZ64EY 1)

|dentity Firewall 07— 70—

Identity Firewall (IDFW) [C& > T, 2—%— X—2® Distributed Firewall (DFW) JL =)L AR TE2 L3120
xY,

a—4H— X—2® Distributed Firewall (DFW) JL —JL I3, Active Directory (AD) 7L —F DAV )=y FITL >
TREINZET, lldentity Firewall (IDFW) |4, Active Directory 21— =007 1 VEEER L. 7414705 —
IV IL=)LEBRY %z Distributed Firewall L& > TERSNZ IP 7 RL LW LT, OV VvEIYEV YT
LEY, Identity Firewall TIZ, 72 4> FOZRT > 3> TL—AD—7 Ffzld Active Directory 1 N> | O
T2ATLAEVTONTNANMBETY,

FIIE

1 NSX T Active Directory ®EEZERE LET, [Windows A+ & Active Directory MEHE] 2B LT
<IEEL, ZO#fEIL. Service Composer T Active Directory V)L — T &R T 2 IchIChEESNET,

2 Distributed Firewall BIC ESXi 75 24 &##%gLE T, INSX 1 V2 F—JL A1 Bl @ INSXARAR 2752
S DER] =SB LTEE,

3 Identity Firewall 071 VigitiA 72 3 VERELE T, CNEOF T 3VONTAN | DELEBHERE
ERT e

®  Active Directory 1 XY = O7 7 AEFZELET, [NSX Manager Ad Windows A >~ DEER]
=ZRBLTCIEE,

B S22 RI-VrIVEREMN VR ER—)LEanTL 3 Windows 5° 2 = OS, Zhld. VMware Tools ™ m5e4 74
AVAF=IVICEENET, RESNTNBIIZAYICHLT, AL A FOART Y3 U—EXA%E
TTOAAUET, [T AFAVFAART 3 OA VA=)l #2BLTES, TAFA Y FOR
R A3VDEZ TN a—TFTaV7ICD0WTIE [TAR AV FOART Y3 VD R TILya—F4 >
T 7= DONE] 5B LTI,
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Active Directory R A A > DIR1E

1 DB E® Windows kA >z NSX Manager & &L UEEd % vCenter Server (&8 T=%£ 9, NSX Manager
I, 7=, A-F—1E#HR SIUVNSOBEREEREDS FASUASEELEY, NSXManager 1. Active
Directory (AD) OFBAFIEHEEE LET,

NSX Manager /' Active Directory BaHEHRENST 2 &, A—F— IDICEDVWTEF 21U T« JIL—TEER
U. IDR=ZDT 74704 =)L IL=ILEERL. 7UT4ET0 EZHUVT LIR—FERITTEDLDICD
ES

COEICIE ROEEYINEENTNET,
B NSX Manager A® Windows kA1 > D& SR

B Windows R A > & Active Directory MRIHA

B Windows FAA1 2 DiRE

= Windows 2008 THAMDERF 1T OF 7 ZAEBMCT S
" T LY RUKEROER

NSX Manager A® Windows R 4 A > D& &

s

RS

|

BAALY ZHOVRICE BACY YU —ROINTOA T 7 FTO Active Directory sa B D #ERDWMET
I ANYFOT U= —OFAIVRCE. EFaUT 1 ARV OTJICHT 25mHMIIERNUETT,

FIE

—_

vSphere Web Client IcO 71 >~ L%,

No

[Networking and Security (Networking & Security)] &7 U v - U, [NSX Manager (NSX Managers)] &
Uy UEY,

w

[&87 (Name)] 70 NSX Manager &7 U w o L. [&¥ (Manage)] ¥ 7&2 Uy LET,

~

[EXA1 > (Domain)] ¥ 7%&%4 U w4 LT, [RA Vo (Add domain)] () 7ravsEsUv s LET,
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5

10

11
12

13

[RA1 V@B (Add Domain)] 1 7047 Ry o AT, T2EMRACVE (eng.vmware.comi &) &
EA1L D netBIOS Z2EADLET,

BA1C YO NetBIOS BERET BICIE. RAAVERIEIIRASL Y OV FO—SICBT % Windows J—72 25—
a3vOAXY R I ROT, nbtstat —-n EAHNLET, NetBIOS oO—HILEFT—TILTIE, TU
T 4w AN 00> THYA THTIL—TOIT A netBIOS £TT,

BHEIT2EIC, BRR TNV FEF O TCOWRNWI - —&RNT 23, [EXR1—F—&8&E (Ignore
disabled users)] #27 U w7 LFE 9,

Dr~N (Next)] 220 1w UET,
[(LDAP A 7> 3 U] R=I T, RASVERBIT D RACY OV FO—FZFEEL. ORI EBERLUET,
MBSO TR—- FESERELET,

BRAAY 7ROV QAT -RBEABHREANDLET, COI-F—13. T LV R YU—EBECTIEZR
TEO2WENHIET,

DN (Next)] &#2U w7 LET,

(A Tvav)[BFaUsq ARV FDOT 7O R—=T T, $5E Uz Active Directory & —/{ptzF+ 2 1

TA4ARYEOATICT7 I RRAT B edOEEAEE LT, [CFS] F£izE WM #2IRUET, MEBICHUT

R—+BESEZFELEY., COFIEIL. Active Directory 1RV = 0O7 27 LA )UK > TEREINET,
[ldentity Firewall DD -2 70 —] #8BLTLIEE),

ANV 07 U—4—I4 Active Directory ®1 Xk OUh 5, [Windows 2008/2012:4624, Windows
2003:540] WS IDEFDAARYVFERLET, ANV FOT 5—/NTIZ 128 MB &L\ SHIBRA G D&Y,
CORIRICEET S E, TFaUT« O U—F—ICARYEID1104 ARRENET, FHFMICONTI
https://technet.microsoft.com/en-us/library/dd315518 #2RB L T <21,

LDAP b — /N0 1 — Y —SRAEREFAT 23BA 4. [RA1 VERAIE®REF A (Use Domain Credentials)] &
BIRUET, OF 7O CRABAORERAANY 7AD Y FERTET 25E(1E. [RAT VREIEREFR (Use
Domain Credentials)] m&IR&E#EE L., 1—F -2 &) (AT — RERELET,

BELIETZADY I FIBIOTEELLCRFACY AV FO-Z0EF2UT 1 ARV F OTEHRHIND
MENHDET,

Dr~N (Next)] =20 1w UET,
[FXEDHESE] R—T T AMUEREERRLET,
(&7 (Finish)l =227 U v o L&Y,

FEH RAAMVOBAICEL 2T, IVTATAI1C0T 2 RASVOEMMWBENERLUIEEWS TS — Avtz—
UHRTSNCHBAEIL. BREE LT [BFV—Y] BBRLET,

BALUAMER SN, TORENEAACY UX EOFICRRSNET,

RDAT YT

ARV EOT U—)OOT14 Y ARV EDNEWNTCHDEEERBLUET,
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NSX &A1 1

LDAP & — )\, #RE. Bk, B, £EIIEDCTDITIE. FACY U EOTD/FRILT [LDAP & —)X
(LDAP Servers)] # J&a#IRLET, 1AV EOJ F—NNITH U TRKDY AV ERTTBICIE. FACMY U R
DOFDIFILT [ R+ a7 —)C(Event Log Servers)] 7 Jz:&R L %9, @D Windows & —/)U (RAA
VAV EO-3, Exchange b —)\ FizIZT71IL B—=)\) ARV O Y—){&ELTEMTZE, -~
ID &DBEEN TR ENET,

i Identity Firewall /8 L CL\ 3354, Active Directory —/)\O# NI R— =N ET,

Windows kx4 > & Active Directory D[EHA

TIOAIETIE BEINTNBZIARNTO RATL A Active Directory & 3BEICEICHBMICRBLET, BB
ICIGUT, AT XY RTEBTEZEETELT,

FIE

—_

vSphere Web Client IcO% 1 >~ LET,

2 [Networking and Security (Networking & Security)] % 1J w7 L. [NSX Manager (NSX Managers)] &~
Uy o UET,

3 [#&81 (Name)] 5c NSX Manager #7 U w2 L, [&# (Manage)]l ¥ 7&7 1) v LET,
4 RET D REASVERBIRUET,
5 xonwsnpeEs Uy LET,

70y IR 585%

@. REOREAA A FUREICEE SN0 7)1 Active Directory # 73 7 FAEHEIND
ENEBERTUET,

IARTO Active Directory 4 72 =7 FOO—AJVIRENFEH SN2 2R EETUET,

Windows KA A > DiR&E

Zail. netBIOS &, TS5 AU LDAP 9 —)\0 SXUVEAAYDT7AD Y FRAIERERETCEET,

FIE

—_

vSphere Web Client OV 1 > ULEY,

2 [Networking and Security (Networking & Security)] % U w - L. [NSX Manager (NSX Managers)] % %
Uy LERT,

3 [&#1 (Name)] 3l NSX Manager 27 U w7 U, [B¥ (Manage)l ¥ &7 1)y LET,

4 PAAVEBRUT, [FAC U OfRESE (Editdomain)] 71 2> &2 Uy 7 UET,

5 MEREEZET. KT Finsh]lzs0ys LT,
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Windows 2008 THA&AMUVERt+2 VT O 72X ZBMIC
ERS)

FHROSALE YT 07 FU2RAE, IDFW DA AV - 05 25 LA )&V ERENET,
FLWI—T— TNV FEFERLE - P ICHEBROEAT ) t ARREMN ST B1Ic. Windows 2008
H—)UR=ADEAS Y 253 3V THBIMOEALF U1 07 7O v AEEDCT BBEAHVET,

I ZOFIBIE. FAAY VU= FEIFTALARD T DORAAY OV FAO-STERITIT2HUENH D ET,

Flia

1 [A%— K(Start)] > [&# Y — )L (Administrative Tools)] > [Active Directory Users and Computers] ®JEICF
BLET,

TET-23YU=T, TFaUT 1 QT 7O CREBMCT 2 FAMVICHLT S/ — FERRALET,
ERLc/—ROFT, [Builtinl /—RERIRLET,

TI)IL—TDU R T [Event Log Readers] 5 7)o Uy LET,

[Event Log Readers Properties] %« 77 iRw 2 2T, [Members] 2R LET,

S o AWN

[Add.]J K5 V& Uy T LET,
[Select Users, Contacts, Computers, or Groups] %1 7 A7 AR RSNET,

7 9 TIC [Active Directory U —%—| 32— -7 )L —TEER LB AL [Select Users, Contacts,
Computers, or Groups] ¥« 7OV TEDJ ) —TEBIRUET, A—F—1CFEERL. JIL— TEER UL
Mo fzmald. [Select Users, Contacts, Computers, or Groups] % 7O 7 CED1——&ERIRLET,

8 [OKl&Z v LT, [Select Users, Contacts, Computers, or Groups] % 717 &AL E T,
9 [OKl&=2Uws LT, [Event Log Readers Properties] ¥+ 7OV &BEUE T,

10 [Active Directory Users and Computers] 7« > FO&EBUET,

RDRTv 7

tFaUTa Q7 7O CRERMICUILET, [T« L7 FUERODOESE] OFIBICRE>TT 1 LU FUIERERER
LET,

T4 Lo b UERDHER

A= FHIY R IUT ¢ O OBEBRD CUBLHERE R TS S L ERRLET,

HLLT NI FEERLTEF1UF 1 07 77 EREEMCULET, £F1UF 1 OYEHHRDTETS
2T CEBBTBUENBVET,

e

tFaUFa O 7O EREBMICLET, [Windows 2008 THaBDERAT+ 17« OU 77 zA&BIC
g5] EBRLTIES,
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FIIE
1
2

10
11
12
13

RAASVICEBI 2T AT =36, BBELLTRAMVICOT IV LET,

(2% — +(Start)] > [&# Y —)L(Administrative Tools)] > [1 X + £ a1 —7 —(Event Viewer)] ®IEICESE L
*7,

[Action] A= a1 —H'5 [Connect to Another Computer..] 2R L EF, [Select Computer] ¥4 77 h'%
AENET, RV EFOJERRT BNV VICTTICOTAI Y LTNIBATE. COREERITTZHEN
HVET,)

[Another computer] 237 AR5 VAT TIGRBIRSNTVARVBEIL, BIRUET,

[Another computer] SV A RY VOBEDTF A T4 —)LEIC, FACY OV FO-ZOBREANLET,
Fzld, [BHE. Browse )] RYVE Uy LT, FASMY OV FO-22BRLET,

Bl —H—& L TEHT 2 (Connect as anotherusen] F v o Ry o AEERLET,

[1-—T—DFE..(SetUser )] Ry VEI UV LET, [NV Ea=T=]54707 Ry AMNKRS
nxy,

[1—T—% (Username)] 7« —JLFIZ, AR LIEI—Y—D1-—F-—FBEANLET,
SR —k (Password)] 7« —JL RIC, fER LY —D)NRAD—FEAALET,
OKl =0 Uy LETY,

55—E[OKl & U Yo LET,

FTES =232 v =7 [Windows 0% (Windows Logs)] / — RERBILET,

[Windows 0% (Windows Logs)] /= FOTFD [EFa2UF«] /—FERRULET, 7HD Y FITHELHER
PE5EnTONE. OF ARV REARRSNET,
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SpoofGuard D {E A

vCenter Server EEIH L7z, NSX Manager 3R~ > >~ E® VMware Tools A5 3 XT® vCenter 7° 2 HMR
BIYVDIPT7RLAZINELET, REXY VOEF 121U T MBESNLBEIE. P 7 RLAORDTELIC
K0, BEOH DT —FeaExN I 747 04— )L RU > —&BIIKITDAIEEMEN S ) ET,

BED+RY FDJ—2® SpoofGuard /R > —&(ERM T 2 Z &Ik ). VMware Tools [CL > THESNZ IP 7 R L
2EBEL. MEBICSUTCEREL TR DT EUERIET 2 &N TEET, SpoofGuard [FAREMIC VMX 7 7 1)L
& vSphere SDK e & S NIZREYY VO MAC 7 FLRAEERALET, 771704 =)L IL—ILEBIEISER
g5 &L, SpoofGuard #ER LT, BROTELEHM SN RS T v I ETOVITEZENTEET,

SpoofGuard TI3. IPv4 7 FL 2 & IPVE 7 B L ZOmEAAN TR~ FanEd, IPv4 &2ERT 2154, SpoofGuard
MUY —TId, WICIZEIDETENE—QIP 7 FLANTR—FENnET, IPv6 TIL VWNICIZEIDH TSN
EBEOIP 7 RLANMIR= FENFET, SpoofGuard KUY —Id, REXY UHSRESNIIP 7 RL ADERE
EE%E, ROWINHADE—RFTITVET,

RYIOFERRFICIPEIYSET COE-FTIR REBYX UMD RS T 1 v D@iEzET NTHAIL DD, VNIC

= BEMIC(EHE to-IP7 FLABID K TT —TILEERLET, UBLQEESICIOT—TILELE2—
L IP7RLRAEZEET S ENTEXRT, COE—FTIE WNICDIPv4 7 FL
AEIPVE 7 R L AEIRTEENICERLET,

ERARICTNTDIPEIVY ZOE-FTIA FUNICto-IP 7 FLABID U TEART 5E Tl INTORS
TEFHTREL TER Tav MOy EnExd,

7 SpoofGuard TIFE— FICBH S TAEMICDHCP UV I X F&EFALEY, UM L. FEgEE— FTIA
DHCP [CEIDHTENIP 7 FLADNERBSNEGET, ST v JIdBBTEEE A,

SpoofGuard [C13. Y AT ATEMSNIET 74 FRUS—AEENTH D, o SpoofGuard RU > —Dxf&
ERBRVWR—F T —TFERBRY FO—TICBAINET, L GBMESNERY FO—=73 BEIEORY > —
[CBMNT2H. TDOXRY FDI=UBICHULWRY Y —EERT DET, BEIMICT 74J)LFRUS—ICBINENET,

SpoofGuard £, NSX Distributed Firewall R > —AMEIEXS VD IP 7 RLAERFECEZHED 1 DTY, &
MTOVTIE, (MRENY VO IPRE] #8BLTESL,

ZOEICIE, ROFEVYIANEENTINET,
®  SpoofGuard R1J > —DIER
PV RLAODER

B P RLRDMRSE
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" PYRLADYZUT

SpoofGuard R > —DERK

SpoofGuard /R > — &R L T, HEDFRY FD—0 DREE - FEEBETCSET, BEFO SpoofGuard RU 3 —
DIREBODTVWEWR=F T —TFERBIAVFICIE. YATLER (TT77)LE) RUY—AEAINET,

Flia

1 vSphere Web Client ©. [Networking and Security (Networking & Security)] - [SpoofGuard] DIEICFE)
LEI,

2 [EmAd)I7ZravEs )y LET,
3 RUY—DFFEANLET,
4 [B%) (Enabled)] & 2 L\ %) (Disabled)] Z:#IRL. KUY —EBNCTINESHERELET,
5 [BEE— F (Operation Mode)] TlZ. LFDSED 1 DERVET,
ATvay B
RO 1P 8y 4T S80I (58 NSX Manager TOB#NEET IP OFID S TETATEET 1014, C0F T 3 V%R
RUET.

FERABICTRTOIPEIVLTEFEHTRELT INTCOIP TRLAEFHTERI ZICIE. COF TV avERRLEY, ABINALIP
&R FRLANSHEADTZINTD RS T4 v 71370y I SNET,

6 Tyhr7yITO-AILIPT7RLAZEHATZICIE, [COBMZEETO-HIL PRELAZBHHL T RELAEL
TF#Far9 % (Allow local address as valid address in this namespace)] 2 U v 2 UET,

REXVEIND—4> L TH DHCP - NICEFTERGE. TO/REY Y VICIZO-NILIP 7 EL A
HOYTENET, COO—NILIP 7 RLZIE, SpoofGuard E— RA [COEBIZEBTO—HIL 7 RLAER
W7 RL2ELTHAT S (Allow local address as valid address in this namespace)] ICRRESN T\ 535
BICOHBMERBEINET, TNLUADHE. O—HILIP 7 FLAIFEBSNET,

7 Dr~(Next)l &7 v LET,

8 RUy—pRO—TJEIEEITZICIE. BNAd)]EZ7 Uy LT, TORUY —EBRT IRy 0=, &
BR— b I — T, FrIIHREIA YT EBRLET,

R—b TN —TFEIIHBAC Y FIE. 1 D0 SpoofGuard 7RU > —D#HICET D EANTEET,
9 [OKlzZUvH L, T (Finishl &7 Uvo L&Y,
RDORT Y T

fme&E Edi)] 7ravE Uy 7 LTRU Y —&iRELI ). [HER Delete)] 74 avas Uy LTRY S —%H|
FRUIEDT 2 ENTEET,

IP7 R L RDERR

SpoofGuard TIRTD IP 7 F L ZBID S TICH LFEERBNMTHON D LD ICHRELICBE, REXY VUAS5D R
STV EHFATBICIIIP 7 ELABD Y TERRT 2LENHVET,
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FIig
1 [SpoofGuard] # 7. MUY —&ERRLET,
RS —DFMAIIR) Y — T—=TILOFICRREINET,
2 [ExView) T WshhaoF S a v U oEIUY I LET,

FToav FHEA

7971 73R8 NIC BAIESNEITARTOIP 7RLADU Z -

BERORITUR. 777« 7728 NIC R —HRRICEHSNTURE, ARBSNCIP7RELAOUZ

ARV ELRE NICIP RSO v IR TNEDRERY VICHAD TED LS CRBHMICARNIUER P 7 RLX
DERE

IP psE#E L TL 348 NIC ERENET -9 V7 —ATEDSTENERFOIP 7 RLAEEET S IP 7L

#7248 NIC TSNP 7 RLRAICBED P 7 RLAAYYFLTWRBWIP 7 RLADU X

KETORE NICIP IP7RELADED Y TERERFERITLUTCVAENMREYY VOU R R

3 ROWITNHAERITUET,
B 1 DOQIPTRLAEEARTZICIE. TOIP 7 RLADEICH S AR (Approve)l &7 Uy 7 LET,

B OEHOIPT7RLAEERRT BICIE. &ZHT 2 NICERIRL, [ ahiz IP &R (Approve Detected
PO &2 U LET,

IP7 RL RDIRE
MAC 7 ELZICEID ST IP 7 R LAZEREL, EIDETILIP 7 RLRAEEBIETEEXT,
i SpoofGuard [FRENY VAL —BOIP 7 RLAEZFNITET, LAL. IPTZRLAGEDNTIZTELL
TEFtHh, ARINEZIP 7RELAIINXLET—2TY, IPT7RFLAQEEARIITEE A,
FIig
1 [SpoofGuard] # 7T, KUY —z&RIRLET,
RUS —OFMHIIRY Y — FT—=TILOFICTRRSNET,
2 [FEWView)) T, WINhADA Ty a v UV oEIUY I LET,

F7oav B

7474 773{r48 NIC REFSNEITRTOIP T RLADU Z +

REORETUE, 777+« 7HRRENIC U —NREICEHIN TR, ABINZIP 7 ELAOUZ

EREHPVELRENICIP FS T vINTNEDOREYY VICHAD TER LS CABHICERNIUER P 7 RLZ
DER

IP pE#E L Tl 31R%8 NIC BIRENGET -9V —RTEDYTENERED P PRLAEEETZIP 7RLR

;78 NIC FKITINIZIP 7 RLACH/ED IP 7 RLZAAYYFLCLWEBWIP ZRELZDU X -

KETORE NICIP IP7RLADE DS TERERFERITUCVRVVREYY VDU R

3 @R VNIC T, [FE EdiY)] 7ravE Uy UGEVRZEREEITNET,
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4 [OKlz7UvyILET,

P7RLADO )T
EFEH IP 7 RLAME) LT % SpoofGuard RU > - 6o U7 LET,
FIig
1 [SpoofGuard] # 7T, KUY —&ZIRLET,
R —OFRIIR )Y — T—=TILOTFICRTEINET,
2 [EEVew] T, WShhroxTyar UvoersUy i LEY,

FTvay B

7071 773RE NIC RAESNIZIRTDIP 7 RLADYU A +

REBEOEITLURE. 777« 772RENIC RUY—AREICEHFINTLURE, ZRINZIPTRLAOU R

AR WERRENICIP SO0 NINEDREYY VICHA) TED LD ICHDHITARBNUELIP 7R L2
DESR

IP nE#E L T 31R4E NIC BIRESNIET -9 —HNTEOLTCANEIFEDOIP 7PREL2AEERTZIP 7 RLR

mn7a A8 NIC KITINEIP 7 RLACHEDIP 7RLAARYFLTWAENWIP 7RLZOU X +

K170 {RE NICIP IP7RLADED Y TERERELERITLUCVABNMREYY VOU A

3 ROVWTIAERITLUET,
B H—DIPT7RLREIUTTBICIE. PT7RLZAOECHZ [ U7 Clean] &7 v o LET,

B EHOIPT7RLZ2EYUTT3ICIE @R vNICEZIRL THS [EREH IP 07 U 7 (Clear Approved
PN =00y LET,
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Virtual Private Network (VPN)

NSX Edge TI3®E# DY 1 D VPN 2R~ UEF, SSLVPN-Plus R332 2&T. UE—F I-F—nF
TAR—FDBRET TV -3 VT 2ATEXT, IPSec VPN IZL D, NSXEdge 1 25 v 2EUE—F
1 FEOY A FREEMEREINET, Fio, L2VPN KD, #BMEBEREBAREY Y VICLdRy FD—7
BREMR CES2LDICTBHIET, T2V —EHRTEEXY,

VPN z(EB 9 2a1IC, ¥ NSXEdge 1 V25 U A&/ ET D2MENHDET, NSXEdge v = 7 T
2D TIE, [NSXEdge %] #8RB LTI,

COEICIE. ROFEYIMEENTNET,
®  SSLVPN-Plus miffE

®  |PSec VPN mifE

= [ 2VPNOBE

SSL VPN-Plus D2

SSLVPN-Plus Tld, UE—F I —ANSXEdge 5= FD A DBAICHDZ TZAR—F Xy FD—U RS
[CEITE2LDCRVEI, VE—FI-T—-E T5/R—F XY D=V RAOT -7 TUT—23 VI
TIRATEERT,

NSX Manager

Web 7+HR E—KT
EHETH)E—F 12— —

NSX EdgeSSL VPN#VE}

I :
! :
| :
! .

) Remote Desktop Connection ﬂi‘ﬁg : Windows

@ Remote Desktop ! Server
% Connection |

I
I

128 —Fvk

<)
>

Computer | 192XXXXX =

Username:  DC101\Administrator

________________________

SSL 954 7Y MEHT
T BUE—F 1——
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HR—FSNTVWBTI AT AR =T T VAT ALAITROES DI TY,
= Windows XP L& (Windows 8 I35 7R— &),

= Mac OS XTiger, Leopard. Snow Leopard. Lion, Mountain Lion, Maverick, &£ Yosemite, —N 5
3. FaEFcFJava A VA F—=ZEFRLTA VA =)L TEEXT,

B inux: - — AUy —TJ 1A AEMESEBICIZTCL-TK MBETY, TCL-TK AL g4ald. CLl 2R L
T. Linux 7247 F&EERTEET,

SSLVPN D =S )L a—F 4 712D TIE. https//kb.vmware.com/kb/2126671 #8B LT {121,

Fv b7 —=2 71X SSLVPN-Plus DEE

RV RD= FORAE-RT, UE—F I1—Y—[d SSLOSAFYRESIVO— KL, A VA F—)LUT#
. F5AR—F %y FD—JICF I ERAT BT ENTEET,

OpES

SSLVPN T =D x4 TId, R— 443 [ZHEBRY FD—ONS T I ZATESLIICTEMNENHDFT, e,
SSLVPN 7254 7> +Tld, NSXEdge = tD A P 7 RLABLUR- 443 (LS04 T7 >V R AT LH5E
MCEDLDICTBOUEDNHDET,

FIIg
1 SSLVPN-Plus o — ) (& E D&M
NSXEdge 1 >% —J x4 2T SSLZEBMICT ZI1C1d. SSLVPN O — /(DK EEEMT 2HBENH D ET,
2 IP7RLRA T—=ILODiENM
UE—FI2-T—ICId BMULEIPT7RELA TS REBIP 7 FLANEIDETENET,
3 TJI3AR=FxvEI=70EM
UE-—FIA-T-D5D7 IV EREHFATERY FI—VEBMUEY,
4 FELODEM
O—A)L A——0hhDIc, SSLT =D A12)\1 Y FEanTW2A48RAET —/U (AD. LDAP,

Radius, Z7zIZRSA) #BMTE=ET, /(Y FSNERAT —/INCT NIV A HZIANTOI—-F—HR
A=NFY,

5 AVAE=ILINyT—=UDEM

UE—F 2A—F—D7rH® SSLVPN-Plus Client 1 > 2 +—)JL )\ T — I BERLET,
6 1——mEM

O—A) T—9R=RCUE—-F2-T-ZEMLET,
7  SSLVPN-Plus b —Ex&=BICT S

SSLVPN-Plus 5 —EXERE LIS, TOY—EREBMICLT UE-—FA-F-HDTS1 R~k XV I
D=IONDT7 I CAERBRTESLDICLET,
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8 XU UTRDEM

BHOOTA VERIIOTAD 20 ) T HEBMTEEY, & x4 Internet Explorer # gmail.com &8
BI2E5ICO0010 0 A0 TEENA VRTZENTEET, JE—F I-F—NSSLU S0 7 IO
7493 &, Internet Explorer A gmail.com #Ri=% 9,

9 UE—FHAFNDSLYZAT7 Y EDA VA =)L
ZOt7 3Tl SSLVPN-Plus OFFERICU E—F A-F—ABRDT AV by TTRITTESFIBICD
WTHBLEY, Windows, MAC, LU LINUX DF A7 Fv THAYR— FEInET,

SSL VPN-Plus #r—/\52E DiE M

NSXEdge 7 >% =T 214 2T SSL ZBICT 52, SSLVPN U — ) IDREEEBMT 2 HENH ) ET,

FIE

—_

[SSLVPN-Plus] # 7. ZRID/CFILAS [B—)&E] ZRIRUET,
(ZEE] 27Uy I LET,
IPv4 £72(3 IPv6 7 F L ZEBIRLE T,

2
3
4 MECHGUTR-FESERELET, COR—FESIE A VAL T =V ETZIZDITHBETT,
5 BESARERRUET.

6 (FT2aV)[U—/\OFHEE] T—-TILH 5, BT 3 —/GIREERRUET,

7

OKl &7 Uvwo LET,
IP7 KL 7—)LDIE
UE—FI-F—CIZ. BMLUEIPT7RELA T=ILASREIP 7 RLANE D HETENET,
FIig
1 [SSLVpn-Plus] % 7. ZRID)CRILHE [IP 7 B L F—)L (IPPools)] &R LET,

No

Ein (Add)] (#) 7aavEs U LET,

P7RLZ T—ILOBMBELUKRTOIP 7 RLAEAALET,

P7RELZ T=LOFvy FRAVEANLET,

NSX Edge Gateway D)L —F « 7 A V5 =T 24 AIZEBMI S IP 7 ELAEAALET,
(F T2 a)IP7RLZ T—ILOFHAEADLET,

IP7RELR F-ILEBRICTENENICTENEBRLET,

(7 7> 3 )[40 (Advanced)] /¢xJL T, DNSZZEADLZET,

O 00 N O Uu M W

(FFva)Eh5UDNSBEADLET,
10 RAAY R—ZADKRA FEBARDIZHDEEBEBD DNS T 4 v 2EANLET,
11 WINSH—IN 7 RLZEADLET,
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12 [OKl &0 v LETY,

F5AR=K Ry KT — D&
VE—F1-TU-NoD77ZAEHAT B Ry FI—VEBMUET,
FIE

1 [SSLVpn-Plus] # 7T, ZRID)(RILAS [FEARFRY FDO—7] #ZIRLET,

No

el (¥ FravEsSUY I LET,

FSAR—F xR DIPFELAEAN LT,
TSAR—F 2y T DRy FRAIEANLET,
(FT>32) %y FO— 2 ORBEASNLET,

o U M~ W

TIAR=F Fy D=0 &40 =%y b FZT 1w % SSLVPN-Plus A"E%073 NSX Edge & U T%ME
T2ON. FilENSXEdge #FE T2 &ICL>TTTAR—F - )N[CEHEEEIT2ONERBELET,

7 [FYRIVENULTES T 1 v EREY 2] EBRUCHEE. [TCP RBIEOBME] EBRLTA VY —%
FOREERBIELET,

XD ITILT 77X SSLVPN RV x)LIE, A0 =%y FENUBES{EDolc, TCP/IPFT—45%&2&B®
TCP/IP X5 w7 THEELET, TNICED, ZFTIUT—232 LAV—DT =713 2205120 TCP X +
U—AT2EATRIULENE CEICRVET, /Ty FOXANRKET DL (RBRA VY-V FRHBTTE
F4E) . TCP-over-TCP AL R DV EIINE NN T # =XV ADETAEELET, ABHIC, 2 DD TCP &
A =LA DO IP 7= )Wy FEEETZEICED. XY FT=UDR—TFv FAMETF L. BEENY
ALTIRCE)FET, TCP O&#kIcL > TI D TCP-over-TCP MR AE L. Sl D 5 — < A &R
LET,

8 ®mBILABMCHOTVEHBE, ST v I ERBILT 2 R— FESEEELEY,
ZORY FID=UDEDDR—- D RS T 17 [I&BEIEENEE A,

TCP RS T 1 vonmBEbend & TCPERIZY 17> FORH DT SSLVPN U —/NIC & > THRANET,
TCP 50" SSLVPN O —)NIC L > TRMN D o, RDICEFB TERSNDIL—ILABASN. TNICLOT
Edge M SRMNMEINTOEFEANBATEET, SBLShEW ST vV IZBEO Edge 774707 —
IWIL=IVIZE > CRHficNE T, T 7 4L EIL—JLIE [TRTEEFFA] T,

9 TJSAR—F XY FD—VEBDILIIEBIICTEINEDHERELEY,
10 [OK]&=ZUv T LEY,
RODRT w7

WHT2IT 717 04—V IL—=ILEBIMULT, T52AR=F Xy D=0 S T0 v 0 EHFATLET,

FUREDIE N

O—=A)L =T —=OAD DT, SSLT =Dz AI12/01 Y FEanTWL 28BS —/0 (AD, LDAP, Radius, #
fzIZRSA) #EBMTEET, /MY FENERIAT—NICT DIV FRH2INTOI-F—HREASNET,
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SSL VPN 2B OBAEOTZ AR L3 9T, nld. BEALADY A LTI RN 3 AT, COFONT 1 [FRET
TRV HTT, DIz
BEORAY —)\HHp D, 1I—TF—BAEOREN 3 pEBADHAIL. RASNEE A,

FIIE
1
2

Besn (Add)] ()
uru\nﬁﬁ_} \@g ’f jEJQ}R L/gia_o

’ AD DMHE-U—_/\

. BESNTVW2 ADFBREDY A LTI A3 5 Eﬁl’(b\é% c@ADFT—VIC

[SSLVpn-Plus] ¥ 7. A@I®D/xILH S [F3E (Authentication)] &R ULET,

TAAVEI UV IT LET,

BRUCET —)\D5 1 TITISCT, ROT 1 =)L FERELET,

;E 14'1 AD I'-IIL.IIE-U_ /\@7]’7‘/ 3

F7vav

[SSL mB#ME
(Enable SSL)]

[IP7RLZ(P
Address)]

[~ (Port)]

[(F1ALTDF
(Timeout)]

[(ZF—% 2
(Status)]

[BRFRER—2
(Search base)]

[t DN
(Bind DN)]

A2 AVAFES
i (Bind
Password)]

ANV A
FOBARN
(Retype Bind
Password)]

[O7 1V EMS
(Login Attribute
Name)]

(R&RT 1 )L5
(Search Filter)]
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B
SSLEBMICT 2L, Web o—/)Ne TS50 d0BIC, Betanic v e LET,

RAT—)DIP 7 RLZ,

TIANER—FOEAERRLET, BEICGUTHRELET.

AD tf —) (A L2 T NIZ 5 72 LR (B) T9,

B2 (Enabled)] 2 1112 [#3) (Disabled)] 2R L. T—/\ABERICLR>TNEHESIHERELET,

BREFRETENEDT A LY FU YU —DOEATY, BREN—XICIE, B 7IL—T. H3 0 EHNBT 1 L
JEUDRACVE (AD) BEEEETEET,

EBRINRRER-ANTAD 71 L7 FUERRT 2 &EFA NN AD - EDIA-F-TT, 1=
WTLoBE, N1V EDNIE F7r LY FULEogRATFaSNES, /{02 FDNoO—-JLIE AD 21—
HF—ORBAICET S DN @BBIR) ICOVWT, VITU JAIIIBIURER-2A&FEBLCTA LY FUEV T
Ug3Z&Td, DNASRENZ & AD 23— —OFBAEIC DN &/t D — RAMERSNET,

AD 1T —&REET 57D/ (XAT—FTY,

NAD—FEBAALET,

JE—FA-F-PAALEI-Y—IDIC—ETI 2881 CT, Active Directory mipa., 071 VEKERIL
sAMAccountName ©9,

RREHIRT 2T 1 )ILIDETT, BRI 1LY T4 —< v FIL, <attribute operator value> ¢,
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£ 14-1. AD BEFH—NOA T 3> ()

FTvav B

[EHhVSF USRS BRI 2E, COAD U—)\WREEDE 2 LNLELTERShET,

ZOY—)\DER
(Use this server
for secondary
authentication)]

FRREICRI LT BIRT 2 &, RAFICAKRUIBEICEY Y 3 VERTUET,

&l3tyvravza
#7 (Terminate
Session if
authentication
fails)]

® [ DAPZBEFT — /X
*& 14-2. LDAP RBEY —N\DA T2 3>

VMware, Inc.

FTvav

[SSL %L (Enable
SSU)]

[IP 7 =Lz (IPAddress)]
[R—F (Port)]

(9 172 + (Timeout)]
[27 =% 2 (Status)]

[z~ — 2 (Search
base)]

[)t> + DN (Bind DN)]

AS NIV IFE
(Bind Password)]
A2 WAV SFE N OF=S
A (Retype Bind
Password)]

[ V@2 (Login
Attribute Name)]

8% 7 L% (Search
Filter)]

rEA
SSLeB#Ics 2 L. Web o—/)N& TS0 S0/, BBbanizU VI &R LET,

NEF =D IP 7 RELRTTY,

FI4I b R—FOBRIERRLET, BEICHUTRELET,

AD O— IS LAITNIER S B VEE ®) T,

[5%h (Enabled)] & 2 1[5 [#3h (Disabled)] &&RUL. T —)\WERICE> TVBHNESIHEEELET,

RENRET 2HEDT 1 LT B YU —DEDTY, REN—XICIE, B 7IL—T. H5 I8
TALURUDREASE (AD) BEERECEET,

EEINERER-ZANTAD 71 LY FUERRT 2 eEFAINZATT -/ LO1—-F~TT,

ZOWTWDBE, NIV RDNIE Ta L7 FUSEOBRENFISNET, /{12 R DNOO—/LIL,
AD 21— —m5REEICBIT 2 DN @RI1&) I2DO0WC, VIU T BLURBER-AEFBLTT 1
LY FUEITIUTZZETY, DNASEENZ &, AD - —@8aEIC DN &/ (20— EaMER SN
ESEIN

AD A—H %I 212pD/I\AT— FTY,

XD —REBADLET,

UE—FI-F-AADLEI-F—IDIC—2T 2&A1 T, Active Directory &, 071 VEMK
Z|d sAMAccountName ¢35,

REEHRT 271 ILIDETY, RET LY 7+ —< v 3, <attribute operator value> ¢,
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¢ RSA-ACE

£ 14-2. LDAP Y —NDOA T 3> (=)
*7vav Bili]
[(ZHV T URBEICZD BIRT D, TOY—)\NBAEDE 2 LA E U TERINET,
o — )& (Use this
server for secondary
authentication)]
FRAEICAHM LIzB AT BIRT 2 &, BEHCKMUILBEICZY Y 3 VERTLET,

Ty avERT

(Terminate Session if

authentication fails)]

’ RAD|US urupE"j_/\

% 14-3. RADIUS 285t — /DA T 3 >

FTvav

(P7rLZ(IP
Address)]

[/R— I (Port)]

(914 L7I -
(Timeout)]

[(ZF—% 2
(Status)]

[¥—2Lvhk
(Secret)]

[>=7Lv DB
A7 (Retype
secret)]

[NASIP 7 R L 2
(NAS IP Address)]

[BatTE% (Retry
Count)]

[EH> 5 USBAEIC
ZOY—)\DOEA
(Use this server
for secondary
authentication)]

[FRGEIC LB LTz5
BlItyy avER
7 (Terminate
Session if
authentication
fails)]
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rER

NEY—) (D IP 7

FLATY,

TIAIER—FOEAERRLET, BEICHUTRELET,

AD o —) (S LT NIZE 52 VR (B) T9,

[B%h (Enabled)] % 2 1112 [#&%h (Disabled)] Z2IR L. J—/\ABMICH>TNEAESHERELET,

RAAtLFaUT« OVY—LICRAIL Y TV FEBMNT 2 EEITHRELE

HEY-U LY FEBAANLET,

RADIUS BME#ES 4 & LTHRE
~y RO IP 7

RADIUS & — )\ L WBEIC,

BIRY B &L

BIRT B &L

ulL;\nE"jL_) \

BLUERSNZIPT
FLRAIEE=NEE A,

COU—I\DFREEDE 2 LN ELTERENET,

FEEICKB L IEHBICZY Y 3V ERTLEY,

HE -V LY ETY,

SRREN'KLH T 2 A1IC RADIUS & —)NEBIET 24T Y,

B L2 (NAS-IP-Address) ©9, RADIUS /¢y Fo IP
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% 14-4. RSA-ACE

Y —NDA T3>

FTvav

[(FALTDF
(Timeout)]

(BT 7 1)L
(Configuration
File)]

[(ZF—% 2
(Status)]

[V—2IP7RLZ
(Source IP
Address)]

[zh>5 USRAEIC
DT —/)\DOER
(Use this server
for secondary
authentication)]

(FRAEICAM LT3
Bl3tyrarveEk
7 (Terminate
Session if
authentication
fails)]

86

AD B —)\ABELRINIERSEZVEE #®) T,

[Z88 (Browse)] =% U w7 LT RSA Authentication Manager /54> >0 — R Uz sdconf.rec 7 7
JLEBRUET,

[B%h (Enabled)] & 2 113 [#%h (Disabled)] #:2R L, U —/)\AERCR O TLNBAEINERELET.

RSA =)\ 77 2 n'alkeia NSXEdge 4 5 —J x4 2D IP 7 RLATTY,

BIRT D&, COT—)\ABILEDE 2 LRIV ELTEREINET,

BEIRT D &

BALICKB UISBBIC Yy > a V&R T LEY,

¢ O—H)LREET -\
xR 14-5. O—-ANEEY—NDA T 3>

FTvav

AV PR N

> —0BEME
(Enable
password policy)]

AV SFEN N

> —0BEMIE
(Enable
password policy)]

[(ZF—%
(Status)]
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iR

BRI D& NAT-—RFRUY—EERLET, BEQEERELET,

BRT2E, THOVEOVITIOR RIS —EERLET, BEREERELET,

1

[BRETEH 213 VE-—F I-Y-HBo/AT—FEADUE. TOTHIY FADT 7 A%
HDENTSLHEBMEANDLET,

2 (BT ICIZ. COBMBRICOTC VAR UAN D IBARICUE—F A-F-DT7hO Y A0y Y
SNAPHEANLET,
fzezld, [BRTEK &5, [BRTPEl 2 1 9BICRET 2L, 1 9BOSBICO7 1 VIC 5 EIRHK
T2, ZOUE—F A—F-OFAIVEAOVIESNBEICRDET,

3 [Ovo 79 RBEIICIE 3—Y— 7H0Y A0y 7REEL > TVWIHBEANLET., COHBENE

EBHE THOY OOV IIBBICERENET,

[B%h (Enabled)] & 2 L\ 1J [#3%h (Disabled)] #3R L. U=/ \AEMICHA>TLENEINEIRELET,
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£ 14-5. O—HIUBHY—NDA T 3> (=)

FTvav iR

[EhVF USRS BRI Z &, COY—)IORIADE 2 LRLELTERASNET,
ZOY—)\DER

(Use this server

for secondary

authentication)]

FREFICkB Uz BRI 2 &, RALCKABUIEBAICEY Y a Vv ERTLET,
B3ty 3 vEk

7 (Terminate

Session if

authentication

fails)]

AVAR=IL Ny T —2DEM

JE—F 21— F—0kH® SSLVPN-Plus Client 1 V2 F— )L )ty r— U & fER LT,

FIg

1 [SSLVpn-Plus] # 7T, BRI CHRILAS [1 VA F—)L )Ty 7 —J] EBRLET,

2 pem (¥ 7ravEsUYILET,

3 AVRAR—L T —YIOTAT T AINEEANLET,

4 [F—Foz1]1T. NSXEdge M/STUw s 105 —T 142D IP 7 KL 2% IZ FQDN EAALET,

COIP7ELAERIFFQDNIZ, SSLOSA 7V RICINA Y EEnNET, 75472 FOA VA R—)UEFIC,
ZOIP7RELAFRLIZFADN ANSSL V54 7 RICRRENET,

5 U —)UEETSSLVPN-Plus [CHEELER— B SEAANLET, [SSLVPN-Plus o — /R EDEN] #58BL
T<iZay,

6 (F7>3>)BmoNSXEdge 7y TUVY A5 —T 1A AESSL IS4 7Y HC/\A Y RTBIC1L.
a [gml () FravEIUYILET,
b IP7RLAER- FESEANLET,
¢ [OKIEZUvs LET,

7 A=)y =YL, TIA)RTIEWindows XL —F « 0 VAT ABICERSNET, Linux
Fiold Mac #&8IRT 2 &, Linux Ezld3Mac AR L —F 4 VT S RAFLABOA VA R—=)L )Ny T —I EER
TEET,

8 (FTva V)4 VA==V DEHBEADLET,
9O [\l EBIRL. A VAR T —I R=JICA VA =)L - EFRRLUET,
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10 ECIHEUTROA T 3 VEBRLET,

F7vav A

OJ4 VY5147 N EiRE) UE—FIA-TF-HATOYATAICOTAYTEE SSLVPN IS4 72 RS SNET,
/SR — NEE|REFFA] AT avEBRICLET,

ALY h E-R A YZAM—ILOBEMIE UE—F I-F—ICHLTA VA=)l ARV FERRLUEE A,

SSLoS147 b %y b D=2 75T 5%3K  VMware SSLVPN-Plus 7% 7% &3FRIcLET, Thnld. SSLVPN 1> 2 F—)L /Ty
AN IS T=IEHETUE-FI-Y-02 a1 -YICA VA F=ILENZEDTT,
IFATYN VRATFL LA TAaAvERRER VPNEGHT V74 TN 7774 TTEWAERY SSLVPN FL 74 AVEIERTRICL
293 ESEIN

TFRINYT 7420 DEHH A-F-OTRT Y TCSSLISA TV FEREBT 71 AV EERLET,

ALYk E- NOBEDOBIME AUAR=IHIRT U ZEERTRY T7y TEFERRICLET,

Y- tF a1 T 1 AREDREE SSLVPN 7 54 7> ke ks e d 2mic SSLVPN O — ) (GERREERA LE T,

11 [OKlz&=27 Uy LET,

21— —5Em

O—-HJl T—IR=AICUE-F I-F—&EBMLET,

FIig

1 [SSLVpn-Plus] # 7. ZRID) RIS [ —1— (Users)] &:&RULET,

2 Lem(Add)] (%) FraveEsUvsLET,

3 1-9—-IDEAALET,

4 NRAT—-FREADULET,

5 AT -FEBANLET,

6 (FIvav)1-Y-olEEAALET,

7 (FAT7vav)aA-H-0HRBEANLET,

8 [JtxT— RpzEM] T, [)VAT— RIZmHABR T3 (Password never expires)] 8IRT 3 &, 2OI1—F—ICIL

BICRUNADT—RMBEASNET,

9 A—Y—([C){RD—ROZTEEFATZICIE. 2T — FoZEEZT (Allow change password)] #3231 L
ESC

10 2—T-—MREOVA VT 2EEIT)RT—REZESIHEZI(CIE. DROOY A UBEIC) (D — REZE (Change
password on next login)] #2 U w2 LEd,

1N 1-9- AT Y RAEHRELET,
12 [OKl 227Uy o LET,

SSLVPN-Plus ¥ —ERX&HFHICT B

SSLVPN-Plus U —E2EHZELIES, ZOU—EXEBNCLT, UE—FA-F-NTSA R~ Xy D=7
NDT I ERAERBTEDLDICLET,
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FIig
1 [SSLVpn-Plus] # 7. EZRIDISRILAS [5 v 27R— F (Dashboard)] #2IRLE T,

P ——
Enable TAAVEI YV LET,

Ty aR—RIZ, U—EADRAT—5 A, 795714 TRSSLVPN v a v, LUty 3 OfkeT
ET—4 JO—OFNRRENET, (77717 Lty a v OBICH 2 [F (Details)l #2U v L
T. NSXEdge =+ x4 DRBICH 2 TSAR—F 2y D= INDQREHEGFGICET 2BHRERTLUET,

RODRT w7
1 SNAT JL—)L&EmLT, NSXEdge 775147V 2A@IP 7L 2% VPNEdge D IP 7 F L AICE# UL E T,

2 Web 75354 https//<NSXEdgeIPAddress> “ AL C. NSXEdge 1 % =Tz 1 ADIP 7 RL
AICEEUET,

3 [A—U—mEml 7y aryTERLIEI-—T-B8BLV AT rEFALTAOT IV L. A VA R=)L /Ty
T-=UEYOVO-FLET,

4 [SSLVPN-Plus o —)\RREMEM] TERULR— FESICHLT, IL—9 —TOR— FEREEBMICLET,

5 WNISa7>rzaESL, VPN T—/{EBRLTOTA Y LEYT, COFKRT. *Y FO—7 LD —EXR
[CBETE=%Y, SSLVPN-Plus s — oz oO7 A, NSXEdge 7 754 7V A THES Nz Syslog —/¢
[CxfEaNnzxzd, SSLVPN-PlusClient o 7id, UE—F 21— —-03>Ea2—% 0 %PROGRAMFILES
%/VMWARE/SSLVPN Client/ 7« L7 FUICIEMEINET,

AU )7 hDEN

BHOOTA VERIIOTAT 20U T HEBINTEEZY, fz& A4, Internet Explorer &= gmail.com THtAS
L3OV A )T RE)NA VU FTEENTEXY, UE-F AT -NSSLU 147> RcOv1 9
% &, Internet Explorer A¥ gmail.com #RE %9,

FIE

T [SSLVpn-Plusl ¥ 7. ZBI@/)\xILAS [OT 1 /007 7 240U 7+ (Login/Logoff Scripts)] 2R L %
a_o

2 [LEmAdd)] () FaavEs UYL LET,

3[R U T+ (Script)] T, [28 (Browse)] 7 1w~ L, NSX Edge Gateway [C/\1 >V R 220 U J &8
RUET,

4 20UTr@[F1 7 (Type)] &:8RUET,

F7vav Bl

os4> UE—FI-S=ASSLVPN [COTA VG2 EECRV T 7O a v ERITUET,

Ov#7 UE—=FA-Y=ASSLVPNASO7 7D R 2ESCRIU T 70030 EERTUET,
M7 UE—FI2I-Y=ASSLVPN 0O 41 VB LUVOTT7 I FERITTZESICAIVU T T

D 3VEFRITUET,

5 XVUTHOHBEADLET,
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6 [B% (Enabled)] #BIRL T2V Y T REBRICLET,
7 [OKl&#Z7UvYso LET,

JE—MYA ADSSLOYSA T DA A =)L

ZDt3y 3 >Tld, SSLVPN-Plus % FHICUE—F - —ABEDPDT AT by TTEITTC=BZFIBICDONT
AL ET, Windows, MAC, BLUVLINUX DT AT Ry IHAYR— FEnZET,

FiE

1 UE—F2-Y—-3 V347V PBAFOTZOY D0V REDIT
(https://<ExternalkdgelnterfacelP>/sslvpn-plus/) EAALET, TI T
<ExternalEdgelnterfacelP> (&, SSLVPN-Plus #B3)C Uiz, Edge 01 >5 —J A ADIP 7 FL 2%
BLEY,

2 1—Y-0ORABREFERLCR=7)LICOT1 > LET,
3 [OINT7OoRAIYTEIUY I LET,
SSLOSA4 7Y yO—RanEd,
4 [O-U-1tUya Vv TEEUCRIABREFE> T, SSLY A7 HCOv 1 LET,
SSLVPN U —JCNDaFBREN, 75147 EOARL =T 14 0 Y AT AICK U TRIFSNET,
= Windows 7514 7>+
A= IV T =IUNMERSNIZESIC[U—/\EF a2 U T 1 EEBBEDREL 7 7 3 UANBRIRESNT
W=3gald, Windows 754 7 RASREE S NE T,
B Linux 27 o147k
NSX for vSphere /{—=> 3> 6.1.3 IETIZ. 77 4L =T SSLVPN Linux 7 51 7> 14, Firefox ®
SERAZEZ VIS UL CY —)\REBRZEE AL LE T, U—/GIREORIAIANELRT D&, Y AT LABEEICH
WEDEBLEDITKDE AV Z-INRRESNET, U—/GEBREORIENR LIEHEIE. OT7 1> 70
VT EERRENET,
EECcE2CADOFS AR A7 (Firefox OEERER 7)) ~Amigmld. SSLVPN D —72 70— & (3
UIEFIETT,
B OSXUS470k

NSX for vSphere J{—=> 3> 613 BIBETIZ. 774 )L T SSLVPNOSX 2754 7> HIE. U —) G
g+ —TF1—> (OSXICAHAEEEMNT ZDICERAENET —YN—R) ICHLUTHRIELET, T—
JREBBE DRREENART 2 &, Y AT ABEEICHNEDEDLDICKHDEIA Y Z—IARRINET, T—
JEEBREDRRFEN I Licizald, OJ 1Y JOV T EARREINET,

FEHETE2CADFSA R ALY (F—F—2&) NoEmid, SSLVPN O—2 J0— &3z Urc
FIETY,

INT VE—FIA-TF-NTSAR=—F XY FD=VICTIEATEEZLDICHRDFE LI
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Web Access SSL VPN-Plus m&&E

Web 772X E—RTIZ, UE—F AU —I13/\—RIz 7V I LIz T7DOSSLOSA 7Y AR TE. TS5
AR=FRYFD=DICTIVEATEENTEET,

FIg
1 Web Uy —2DER
Web 7S50 REATUE—F -SSR =20 —/\EEBMLET,
2 I-—-H-—mEm
O—A) 7—9XR=ACUE-F I-T—zZBMULET,
3  FBREM:Em
O—HJL A=Y =0 DI, SSLT =D T A12)01 Y REINTL 2885 — /0 (AD, LDAP,

Radius. F7zIZRSA) #EMTEFET, /\A YV FENLRIAT—NICT NIV QBB IRTOI-F -1
A=NFT,

4 SSLVPN-Plus  —) (& E Di& N
NSXEdge 1 % —J x4 2T SSL =BT BI1C1d. SSLVPN O — /(DK EEBMT 2HBENH D ET,
5 SSLVPN-Plus —E2&=BICT S

SSLVPN-Plus 5 —EZERE LS., TOY—EREBMCLT UE—F A-F-HATS1 R~k Xy I
D=IOND7 ) CAEFRBRTESLDICLET,

6 XUUTFDEM
BEROOUA VFEZIIOTFT A0 ) FrERBMTEEXT, =&AL Internet Explorer & gmail.com TR

BIBESCOTAY RV VT RENA YV ETRZENTEXT, UE-—FI-U-NSSLU A7V RO
7493 &, Internet Explorer AY gmail.com =%,

Web UV — XDk

Web 750 0BETUE—F I-Y-NEHETS20—/\ZBMUET,

Fla

—_

vSphere Web Client [cO % > L& T,

2 [Networking and Security (Networking & Security)] % U w2 U, [NSX Edge (NSXEdges)] 2 U v L
EJC

INSX Edge] &4 715 Uw 7 L&,
(B’ 5y J&7 1w LT, [SSLVPN-Plus] % 7& 21w LET,
ARlD)IN)LE Web UV —2] &FIRUET,

S o MW

Gem) () FoavEs UV LET,

~

Web UY —20&RIEANLET,
8 UE—FI1-Y-N7Itx32Web UV —-2DURLEADLET,
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9 UE-FIA-F-nZ0Web UY-20OFHEBEETONITNAEFLET ZHG LT, [HTTPMethod] & #iR
LT, GETIFUM LEIZ POSTHUH LEAS LET,

10 Web UV —20stBBEANLET, COBIL. UE—F1-—A"Web UV -7 EALILEEIC,
Web R—% JLICRFTSNET,

M EBEE7UvT7 LT Web UV —2&BRICLET, UE—F I—F—N72 293214, Web UV —2
EEWCTIHNEND DET,

I—5—mEmMm

A=A T=IR=ZCUE-F I-F—&EBMULET,

Fli&

1 [SSLVpn-Plus] # 7. ZA@ID)C=)ILAS [1—— (Users)] ##IRLET,

2 [emAdd)] (#) 7ravEsUv s LET,

3 —IDEASDLET,

4 AT —-FREADULFET,

5 NAD-rFrEBAADLET,

6 (FSvav)1-Y-ouEEAALET,

7 (FTvav)1-S-0OHBEEAALET,

8 [JtRT—RDztM] T, [)VAT— RIZEHBR T3 (Password never expires)] £8IRT 2 &, 2OI1—F—ICIL

BICEU/IAD— EERSNE T,

9 1-Y—[C){IRD—ROEFEEHFATTZICIL, 2T — rOZEEZEHA (Allow change password)] ;218 L
ESC

10 2—T-—MREOTA VT 2EEIT)RT-REZESIE BT, DROOY A UBFIC) (2D — REZE (Change
password on next login)] %7 v LET,

1N 1-9- AT Y REHRELET,
12 [OKl 227Uy LET,

FREEDIENN

O—A)L A—=F—=—0Ab0Ic, SSLT—FD 0120 Y RFENTWVSAEE8ET —/0 (AD. LDAP, Radius, =
fzIZRSA) #BMTEET, /MY FENERIAT—NICT DIV FRH2INTOI -SRI INET,

SSLVPN R OFBAEDEAFEREIL 3 2T, SNl REALUADY A LT D A3 5 ZOFONRT A IFERET
ERNCHTI, D, BESNTLS ADRBEDY 1 LT D l*fJ\3 ﬁ’étsz\éiﬂ% . sADF T —VIC
*E?&@wbnﬁﬁ_}\b\%lj\ l_ﬁ uunE@BTFqﬁ\3 %tz%i uunﬁéniﬁ/u

FIE

T [SSLVpn-Plus] # 7. ZBAID/CRILA S [FREE (Authentication)] &R L £

2 [EmAdd)] () FaoavEsUus LET,
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3 FEIY—)I\0Y A TEBRULET,

4 BRUCEAY - N\OY A TITISUT ROT 4 —ILRERELEY,

¢ ADRREEY -\

& 14-6. ADREY— DA T 3>

VMware, Inc.

F7vav

[SSL mBEME
(Enable SSL)]

[IP7RLZ(P
Address)]

[ = (Port)]

[(F1ALTDF
(Timeout)]

[ZF—% 2
(Status)]

[BBEAN—2
(Search base)]

V1> RrDN
(Bind DN)]

U1 r 20—
k& (Bind
Password)]

A2 AVIrES
FOBAN
(Retype Bind
Password)]

[O7 1V EMS
(Login Attribute

Name)]

BRI 15
(Search Filter)]

Bl
SSLEBMICT 2L, Web O—/)Ne TS50 FDBIC, BSbanic) vy e LET,

FAT—IDIP 7 RLZ,

TIAIER—FOERERRTLET, BEICHUTRELEZY,

AD T — ) IBBE LR TNIEE S 2L (B) T,

B2 (Enabled)] % % 1112 [#3) (Disabled)] 2R L. U—/)\ABERICE>TNEHESINERELET,

BREFNRETEINEDT A LY FU YU —OEATY, BRRN—XICIE, B 7)L—T. H3 0 EHNBT 1 L
JRUDREALVHZ(AD) REEERETEET,

EBINIBRER-—ANTAD 7« LYV FUERRT 2 aFHa SN AD -/ ED1—-F-T9, 1t
WTLDBE, INA Y EDNIE 7o LY FUSREORRAFAIENET, /(1> FDNoO—)LIE, AD 21—
o —DOFBREICET 3 DN @iB18) DT 7IU T BLUBRBEN-AEFEBLTT LY FUEI T
Ug352&Td, DNARENS &, AD - —OFBAEC DN /(20— FAMERENE T,

AD 1T —&REEI 27D/ IAT—FTY,

NAT—FEBAALET,

UE—-FI1-T-AMAANLEI-Y—IDIC—EI 22T, Active Directory &, O7 1 VEKEIL
sAMAccountName T79,

RAEHIRT 274 )LYDETT, RET L5 T4 —< v +Id, <attribute operator value> T3,
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% 14-6. AD BEFH—NOATL 3> (5S)

FTvav B

[EHhVSF USRS BRI 2E, COAD U—)\WREEDE 2 LNLELTERShET,

ZOY—)\DER
(Use this server
for secondary
authentication)]

FRREICRI LT BIRT 2 &, RAFICAKRUIBEICEY Y 3 VERTUET,

&l3tyvravza
#7 (Terminate
Session if
authentication
fails)]

® [ DAPZBEFT — /X
*& 14-7. LDAP BEY —N\DA T2 3>

VMware, Inc.

FTvav

[SSL %L (Enable
SSU)]

[IP 7 =Lz (IPAddress)]
[R—F (Port)]

(9 172 + (Timeout)]
[27 =% 2 (Status)]

[z~ — 2 (Search
base)]

[)t> + DN (Bind DN)]

AS NIV IFE
(Bind Password)]
A2 WAV SFE N OF=S
A (Retype Bind
Password)]

[ V@2 (Login
Attribute Name)]

8% 7 L% (Search
Filter)]

rEA
SSLeB#Ics 2 L. Web o—/)N& TS0 S0/, BBbanizU VI &R LET,

NEF =D IP 7 RELRTTY,

FI4I b R—FOBRIERRLET, BEICHUTRELET,

AD O— IS LAITNIER S B VEE ®) T,

[5%h (Enabled)] & 2 1[5 [#3h (Disabled)] &&RUL. T —)\WERICE> TVBHNESIHEEELET,

RENRET 2HEDT 1 LT B YU —DEDTY, REN—XICIE, B 7IL—T. H5 I8
TALURUDREASE (AD) BEERECEET,

EEINERER-ZANTAD 71 LY FUERRT 2 eEFAINZATT -/ LO1—-F~TT,

ZOWTWDBE, NIV RDNIE Ta L7 FUSEOBRENFISNET, /{12 R DNOO—/LIL,
AD 21— —m5REEICBIT 2 DN @RI1&) I2DO0WC, VIU T BLURBER-AEFBLTT 1
LY FUEITIUTZZETY, DNASEENZ &, AD - —@8aEIC DN &/ (20— EaMER SN
ESEIN

AD A—H %I 212pD/I\AT— FTY,

XD —REBADLET,

UE—FI-F-AADLEI-F—IDIC—2T 2&A1 T, Active Directory &, 071 VEMK
Z|d sAMAccountName ¢35,

REEHRT 271 ILIDETY, RET LY 7+ —< v 3, <attribute operator value> ¢,
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¢ RSA-ACE

x 14-7. LDAP Y —NDOA T2 3> (=)
*7vav Bili]
[(ZHV T URBEICZD BIRT D, TOY—)\NBAEDE 2 LA E U TERINET,
o — )& (Use this
server for secondary
authentication)]
FRAEICAHM LIzB AT BIRT 2 &, BEHCKMUILBEICZY Y 3 VERTLET,

Ty avERT

(Terminate Session if

authentication fails)]

’ RAD|US urupE"j_/\

% 14-8. RADIUS 285t — /DA T 3 >

FTvav

(P7rLZ(IP
Address)]

[/R— I (Port)]

(914 L7I -
(Timeout)]

[(ZF—% 2
(Status)]

[¥—2Lvhk
(Secret)]

[>=7Lv DB
A7 (Retype
secret)]

[NASIP 7 R L 2
(NAS IP Address)]

[BatTE% (Retry
Count)]

[EH> 5 USBAEIC
ZOY—)\DOEA
(Use this server
for secondary
authentication)]

[FRGEIC LB LTz5
BlItyy avER
7 (Terminate
Session if
authentication
fails)]

VMware, Inc.

rER

NEY—) (D IP 7

FLATY,

TIAIER—FOEAERRLET, BEICHUTRELET,

AD o —) (S LT NIZE 52 VR (B) T9,

[B%h (Enabled)] % 2 1112 [#&%h (Disabled)] Z2IR L. J—/\ABMICH>TNEAESHERELET,

RAAtLFaUT« OVY—LICRAIL Y TV FEBMNT 2 EEITHRELE

HEY-U LY FEBAANLET,

RADIUS BME#ES 4 & LTHRE
~y RO IP 7

RADIUS & — )\ L WBEIC,

BIRY B &L

BIRT B &L

ulL;\nE"jL_) \

BLUERSNZIPT
FLRAIEE=NEE A,

COU—I\DFREEDE 2 LN ELTERENET,

FEEICKB L IEHBICZY Y 3V ERTLEY,

HE -V LY ETY,

SRREN'KLH T 2 A1IC RADIUS & —)NEBIET 24T Y,

B L2 (NAS-IP-Address) ©9, RADIUS /¢y Fo IP
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% 14-9. RSA-ACE

A —NDA T3>

FTvav

[(FALTDF
(Timeout)]

(BT 7 1)L
(Configuration
File)]

[(ZF—% 2
(Status)]

[V—2IP7RLZ
(Source IP
Address)]

[zh>5 USRAEIC
DT —/)\DOER
(Use this server
for secondary
authentication)]

(FRAEICAM LT3
Bl3tyrarveEk
7 (Terminate
Session if
authentication
fails)]

Bt6A

AD B —)\ABELRINIERSEZVEE #®) T,

[Z88 (Browse)] =% U w7 LT RSA Authentication Manager /54> >0 — R Uz sdconf.rec 7 7
JLEBRUET,

[B%h (Enabled)] & 2 113 [#%h (Disabled)] #:2R L, U —/)\AERCR O TLNBAEINERELET.

RSA =)\ 77 2 n'alkeia NSXEdge 4 5 —J x4 2D IP 7 RLATTY,

BIRT D&, COT—)\ABILEDE 2 LRIV ELTEREINET,

BIRT & BAICKMUIBRICEZY Y 3 VERTULET,

® O—7JLEEEEY — /N

£ 14-10. O—AHIBEAY—NDA T 3>

F7vav

AV PR N

> —0BEME
(Enable
password policy)]

AV SFEN N

> —0BEMIE
(Enable
password policy)]

[(ZF—%
(Status)]

VMware, Inc.

B L]

BRI D& NAT-—RFRUY—EERLET, BEQEERELET,

BRT2E, THOVEOVITIOR RIS —EERLET, BEREERELET,

1

[BRTEE] ICIE, UE—F 2—Y—P8o/SAT—REANLEE. TOTHIY FADT I 2 AER
HBEENTEZEMBEANLET,

[BRTHE] 1212, COBEPICOT A UABRBILAN > EBEICUE—F - —07AD Y RAOY Y
SNBHMHEANLET,

fzeZId [BaRTEE] = 5ic. [FaTHmE 2 1 pEIcEET 2. 1 9BOS 5071 VI 5 BIEK
TEE ZOUE—FA-F—OFAIVEAOYIESNBIEICRDET,

(O 7o R 1S3, 32— — 7Hh0Y EA Oy 7REER > TLWRHBEANLET, 0BG
T L THYYEEOOYY IIEBNICREINET,

[B%h (Enabled)] & 2 L\ 1J [#3%h (Disabled)] #3R L. U=/ \AEMICHA>TLENEINEIRELET,

189



NSX &A1 1

% 14-10. O—ANRIFY—NDA TP 3> ()

FTvav iR

[EhVF USRS BRI Z &, COY—)IORIADE 2 LRLELTERASNET,
ZOY—)\DER

(Use this server

for secondary

authentication)]

FREFICkB Uz BRI 2 &, RALCKABUIEBAICEY Y a Vv ERTLET,
B3ty 3 vEk

7 (Terminate

Session if

authentication

fails)]

SSL VPN-Plus # —/\&&E Di&n
NSX Edge 1 >4 — 7 =1 2T SSL #8#ICS 2ICIE. SSLVPN U —/\DREZEEBMT 2 UENH D ET,

Fla

—_

[SSLVPN-Plus] # 7T, ZBID)SxILAS [H—)\HE] #BIRUET,
ZE| =7y UET,
IPv4 £7=(2 IPv6 7 R L Z&EBIRLET,

2
3
4 MBBOSUTR-FESERELET, COR—FESIL A VAR—IL T —IETZ12HICRETT,
5 BEStARERRUET.

6 (FT2aV)[U—/\OFHEE] T—-TILH5. BINT 3 —/GIAEERRUET,

7

OKl&=o Uy LEY,

SSLVPN-Plus ¥ —EXEH#IZT S

SSLVPN-Plus b —EXEHRELIES, 2O —EXEBMCLT, UE-—F - -NTZAR—F Xy D=7
NDT T RAERIBTEDLDICLET,

Fla

T [SSLVpn-Plusl # 7. ABID/(RILAE [y 2R~ 1 (Dashboard)] &R L £,
2 (@
FAaVEI U LET,

Ty aR—RBIC, U—EXORAT—5 2. 7771 JESSLVPN v 3>, HLUtzy > a3 vOfkEr
ET—4 JO—OFARRSNET, (7771 T Ly a v OICH2 M Details)l #27U v L
T. NSXEdge =+ 21 ORANICH Z TS A R—F Fv FD = A \DORBSELICET 2BRERKLUET,

RDRFY 7

1 SNATJL—JL&EMLT. NSXEdge 7 754 7V A® IP 7 kL 2% VPN Edge ® IP 7 kL A [CZH L E T,
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2 Web 7597(C https//<NSXEdgeIPAddress> “ AL C. NSXEdge 1 4% —J 1 A0 IP 7R L
AICEELET,

3 [A—U—mEml 7y aryTERLEI-—T-B8BLVXT—-rEFRLTAT IV U, A VA F=)L /Ty
T=UEIOVO-FLET,

4 [SSLVPN-Plus o —)\REEDEM] TERULR—- FESICHLT, -9 —TOR— FEEREBMCLET,

5 VNOS17yRzEREESL, VPN - NEBRLTOVA 2 LET, COFRT, xRy FI=7 DT —EX
[CBET=%Ed, SSLVPN-Pluso"— Dz o077, NSXEdge 7 754 7 A TRHRE SNz Syslog o — /¢
[CxEENFET, SSLVPN-PlusClientpO7ix, UE—F A—-—-0I>t1—% D %PROGRAMFILES
%/VMWARE/SSLVPN Client/ 7« L7 FUICIEMEINET,

AU U7 D&M

BHOOTA VERIIOTAT 27U T FEBMTEEY, & IdL Internet Explorer & gmail.com TR
2£0ECO7A4Y A0V TRENA VY ETHIENTEET, UE-—FA-T-NASSLUVS47> RcO714>F
% & Internet Explorer ' gmail.com =%,

Flig

1 [SSLVpn-Plus] # 7. ARIQ)C=ILAS [OF 1 /057 7 A4 1) 7+ (Login/Logoff Scripts)] Z:#&3R L &
3_0

2 [em(Add)] () FravESUYLLET,

3[R U T (Script)] T, [Z8 (Browse)]l #74 1J w4~ L, NSX Edge Gateway [C/\1 >V R 220 1 7 +5:&
RUET,

4 20070717 (Type)]l &8RUET,

FTvay EREA

os4> UE—F2A-F=ASSLVPN [COV A VG2 EECRV T 70 avERITUET,
Oy#7 UE—FA-Y-=HSSLVPNSO7 7D RS2 &SRV T 703 0 ERTUET,
m7a UE—FI-=ASSLVPN 071 VB LVOT T I FERITIDESICAIU T T

D 3VEFRITUET,

5 ZXVUTHOHEBEADLEY,
6 [B%) (Enabled)] ##IRL T2V U T FEBMCLET,
7 [OKl&EZUvY LETY,

SSL VPN-Plus @ &

SSLVPN-Plus = Fo 1O 7 A\ NSXEdge 7 754 7 A TERESI NIz Syslog U —/NITxfEanEd, SSL
VPN-PlusClientmO71d, UE—+FI1-F—DIAEI =T DROT 1 LU FUICIEIwENET, $PROGRAMFILES
%/VMWARE/SSL VPN Client/,
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247 2 hREDwRSE
UE—F 2—F—ASSLVPN 2071V LIe & EICSSLVPN 754 72 F FURIUAGET 356 EECTEET,

FIIE
1
2

[SSLVPN-Plus] # 7. ZBID/\x)LH 6 [V 24 7> (Client Configuration)] ##RLE T,
[F>xJL E— £ (Tunneling Mode)] &##IRL £,

DE R E— RTIE VPN @#A NSX Edge Gateway @B LEY, J)L Frx)ILDFBAE. NSX Edge
Gateway FUE—F 2—F-DT7 I T —FDxA4ERD, IRTORZ Ty VPN, O-AILEL
VA U=y k) AT -+t 1 &@BlLET,

3 D) FURILE-RFEBRUCHE

a [A—hL ¥Txv &S (Exclude local subnets)] &:&Re 25 & VPN o X)L &@BT S 25T 1 v
INBO—RIL FZ T4 v IHBRASNET,
b UE-FI1-F-DIATLDTIAINEST—EDTADIPT7RELAEANLET,

4 UE—-FIDA-F-HAUIKRICEEMICSSLVPN 7210 70 FICBEST 2L 5109 21013, [BEBEROEM
1t (Enable auto reconnect)] ##RL £ 9,

5 o147 bt07y 77— kEELA (Client upgrade notification)] 2R 2 &, V547 DTy T
L—bEAMEAARRICA S IcEEIC, VE—F A-TU—-ICBMMXESNEFT, UE—F 1T —-[FTDLEIT,
TYITTL—FEDA VA =)L EBRTEET,

6 [OKlzZ7Uvo L&Y,

ERRERTE DimEE

TI4IEDOVPN REERET D ENTEET,

FIg

1 [SSLVPN-Plus] # 7. ZBID/CRILH S [MEE] #RIRLET,

2 MELGERETNET,

IR 5E5%

w‘BHROODI/AVHRLI-Y-BEERATEC DE—FI1-Y-M1201-—F-8T1ELHOVMVITEIEEHFALET,
&<

EfENBIE TCPR=2ADA VT UY T+ T EBEBMICL. TV REELELUET,

OJnEwMk SSLVPN =+ 11 2RiBT 2 5714 v I DO ERBELET,

HEhlREF —R—KN UE—F1-F—I1C&2 Web &332 5472 FOOT 1 VIEBOANZE, REF—R—
FASDANDHICRELET,

REF—R—KDF—NF> 5Lt RIEF—R—FOF—EZ VST LICEREBELXT,

EH Y1 LTI~ DB EELEYA LTI FEBEORE%. VE—F I-SF—&UMLET, 91 AT7 D HERE
NEMTANDUET,

Ly ay PARNI IALT I —EHEI-Y -ty avIIT7I T ET 4 Q' RVNEE. TOHBORB%ICI-Y—-zy
VIVERTUET,
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=R 5855
a—-H—&H O74V%ICUE—F - —ICRRSNDIAYE-—IEANLET,
7Yy URL 72 20ERE UE—F I-F—EBECL > TRESNTLRL Web R=%JLICUZA FEnTR

W) EFROYA FICT VRIS EEFATLET,

3 [OKl&xZ7Uvo LEY,

Web R—% )L T4 > DiR&E
SSLVPN 754 7> FIcINA Y BRI SA Tk INF — ERET= £,

1 [NSX Edge (NSX Edges)] # 7. NSXEdge &% 7LV U v o LET,
(B4R (Moniton)] # &2 U w2 LT, [SSLVPN-Plus] 9 7&0 U v o LET,
RO CFILAE [R=45 )LD A% X+ X (Portal Customization)] ##iRL £,
R=FITAFIEANLET,
VE—F 1-F-DeBBEANDLET,

2
3
4
5
6 [0 (Logo)] ©. [ZE (Change)l &V Uy L, UE—FIA-Y—0OdDA A=Y J71IILERRUET,
7 [&(Colorg)] T. BEZEI ZRROBSNEEEDEICHIBRYIAET YT L, BHOBERIRULET,
8 MEICGUT, 95147V NF—&ZBELET,

9

[OKl&Z U L&D,

IP7 RLR T—)L DM
IP7RLA Tl EmELITHBRTEET,
P7RLA Z=JLEBMOREMICDOVNTIE Ry FD—2 7212 SSLVPN-Plus ma&%E] F7z1E [Web Access
SSLVPN-Plus mi&E] #8BL TS,
IP7RLR T7—ILDiRE
IP7RLA T EmETEET.
FIg
1 [SSLVPN-Plus] # 7. ZERID/txILAS [IP 7 RLZ T=)L(IPPool)] #4 U w7 LET,
2 RETBIPFRLR T-LEBRLET,
3 e Edi] (7)) FAOvEIUYILET,
[P7RLZ T—-)LOfRE] 71 707 Ry AHhBEEET,
4 MECHUTRELET,
5 [OKl&E Uy LT,
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P 7 RLR T—ILDHIR

IP7ELZ T-ILEYBRTEET,

FE

1 [SSLVPN-Plus] % 7, @@/ t=ILAS [IP 7 RLZ F—)L (PPooll &7 Uw s LET,
2 HBTZIPTRELA T-ILEBRUET,

3 (4% (Delete)] (X) 7ravEs Uvs LET,
BIRLI-IP 7L T—LhIRahET,

IP7 RLR T—IVEBMICT S

IP7RELZAT=@IP7RELAMUE-F A-Y-[CEDETENELIICTZHER TOIPTFELA T-L
EBNICTILENBDET,

FIE

1 [SSLVPN-Plus] # 7T, ZRID/FILAS [P 7 ELZ T—)L (IPPool)l &7 U v LET,

2 BMITEPTELZ T EBRLET,

3 gk (Enable)] (¥) FaavES UV S LET.

IP7 RLR T—ILEBEHITT B

DE-—FIA-TU—-CIPT-ID5IPTRLAZEZDETCRNGEIL TDIPYRELA T-ILE@EHICTEEN
TEET,

FE

1 [SSLVPN-Plus] # 7. ZflD)x)LHS [IP 7 L T—)L (IPPool)] ##IRL E7,

2 EPTTBIPTRLA T-IILEBRUET,

3 ik Disable)] (@) yravEs U Yo LET.

P7RLR 7=V DIEFRDEE

SSLVPNIZ, P7ELA =)L T=TIDIBFRICEDWCTUE-—FA-F—-CIPTRFLA T-IHSIPTELZR
EEDHTET,

FIE

T [SSLVPN-Plus] # 7, ZRIQ)\RILDE [IPFELZ F—)L (IPPooll &7 U v o LET,
2 BEFEZEEIZIPTRLA TV &EBRLET,

3

[E~AEE (Move Up)] (E¥) i3 [FAREH] () 71IVEI UV LET,
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To2AN—h Ry bT =0 DR

UE—FA-TF-HDT7IECATEZTTARN=F xy FD -V EREFCIIEBRTEET,

To2AR— b xRy D= OBMOFMICOVTIE [Fy FD—72 77212 SSLVPN-Plus 0&%E] £7zI3 [Web
Access SSLVPN-Plus m&E] #2BLTREL,

TIANR=F Ry b7 =0 DHIRR

TZARN—F Ry FD—VEHBRTEEY,

FIE

T [SSLVPN-Plus] # 7. ZAID)(RILAS [FEARE® Y FD—7% (Private Networks)] €7 U v L&Y,

2 Himgzry FO—oEBRL. 4k Delete)] (X) 7ravEIUY I LET,

TIAN— K Ry hT—VZFMNCTS
TSAR—F %y FO—0EBHCTBE, UE—F 1—F—ESSLVPN-Plus N LTEDHRY FI—2IC7 7 12
ATEET,

Flig
T [SSLVPN-Plus] # 7. ZAID)(FILAE [FEARER Y D —7% (Private Networks)] 7 U v 7 L&,
2 BRMCITeRYFI=0UEIUVIULET,
3 [t Enable)l 71 0Y () o0 LET,
BRUfCRY FO—=0BRICRDET,

ToIAN— K Ry hT—VEENICTS
TSANR=—F Y FD—0EBHCTDE UE—F A-F—[FSSLVPN-Plus ENn LTZDHY FD-2C7 0 &
ATEBRSBOET,

FIIE
T [SSLVPN-Plus] ¥ 7, ZBID/ RV S [BEAB+R v =D —7 (Private Networks)] 27 U w7 L&Y,
2 WmHMICTERYFD-—UEIUYILET,

3 (201t (Disable)] <@) TAAVEI VI LET,

BRUCRY RO =0 DMEMICRD RIS

TI2AN=—h Ry b7 —UDIEFDEE

SSLVPN-Plus TIZ, UE—F A-F—-AT AR~ F v D=7 IX)VICRRENTVBIBETT A X~k
XY D=V T7 AT EEHFALET,

VMware, Inc. 195



NSX &A1 1

TSAR=F 2y D=7 [TCP RBILOBME] E#IRT 2L YT T E—FOFIPRE —8O7 T
T—2avhitg TRy FRTHRELZVWBENHDET, 7IT7 4T E-FTRESNTL S FIP —/){Z8Bmy
3I1C1d. 2D FIP o —/NI2, TCP &BILEMMICLTRIDTSAN—F Ry FD—VEBMT 2HEAH D ET,
i, 7T 4TRTP TSAR=F Ry D=V EBWICL, TTRY E TSARN—F Ry FD—=UDEICES
MEEHDET,

FIE
T [SSLVPN-Plus] # 7. ZRIQ/(RILAE FEABRY FO—0] &7 Uy T LET,

2 Ezoz=E] %) FoavEsUvsLET,

w

IEFEZETZxy FD— 0 EBIRLET,
4 [r~kE] S iz (TABE] S8 FravEIUVILET,
5 [OKl&E UvYs LET,

AVRAN=IV Ny T —2DDRE

SSLOSAT U EDA VA =)L I\ T =V ZHRECIIR/ETEET,

AVA =L I\ T =Y DIEROFEMIC DOV T, [Ry FD—=2 72t 2 SSLVPN-Plus ma&E | 713 [Web
Access SSL VPN-Plus 0&E] #2BLTIEE L,

AAN=IL Ny Tr—2DiRE

AVA =)L I T =V ERETEET,

Fl&

1 [SSLVPN-Plus] # 7@ZEBI D) CxILT, [ A F=)L )8y —< (Installation Package)l 72 U v 7 LE T,
2 REIZAVAR—IL NNy T—IERRLET,

3 el () FaavESUYHLET.

(VR E= YT =Y ORE A TOT Ry U ANREET,
4 PBECEUTRELET,
5 [OKlzv7UwsLET,
A VA=V Ny T =2 DHIBR
AYA =L )T =V EBRTEET,
FIE

1 [SSLVPN-Plus] # ZOAEBID)CFILT, [ A =)L /Cy o — (Installation Package)l 7 U v 7 LE T,
2 HBRI DA VAER—IL NI =Y EBIRLET,

3 [Hgs Delete)] (¥) FravEsUvo LET,
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OA—HY—DEBRE

O-A) T—IRX—RDIA—-F—ZiRE. FEIHRTEET,

A—F—OBMOFMICDOVNTIE [Fy FD—2 72t SSLVPN-Plus @& E] %=1 [Web Access SSL VPN-
Plus D& E] #2BLTIIREL,

A—-Y—DiRE

1-Y—-IDER< - -DFlERETEET,

FIE

T [SSLVPN-Plus] # 7. Zflo)tx)LHAS [A—F— (Users)] #0 Uy 7 LET,

2 g Edi) () FravES UYL LET,
3 MECHSUCRELET,
4 [OKl&E7U vy LET,

d—HY—DHI

d1—J—ZHBRTEET,

FIE

1 [SSLVPN-Plus] # 7. ZBlD)xILAS [A—HF— (Users)] &0 U LET,
2 [#s (Configure)] /\x)LD[A—T— (Users)I T, [2—T— (Users)] €2 Uy L&Y,
3 Mgl v-EBRU. (4 Delete)] (X) 7ravEs Uy LET,
A—HY—DNRRT—RODEHE

1-H-0)IRT— FEEETEET,

FIig

1 [SSLVPN-Plus] # 7. EBID)(xILHSE [1—F— (Users)| &0 Uw o LET,
2 [JSxD—R@ZE (Change Password)] 71 3> &7 U v o LET,

3 HLLWIXD—-FEADLTASBAALEY,

4 A—HF—PRICVATAICOTA VT BESITIAT— REZETZICIE. DrOOT A VEIC/(ZAD— REZ
B EI7 Uy LET,

5 [OKl&zZ7Uv7 LEY,

QA4 6XU0ATF7 XU T Dk
O74 vERIZOTF T A2 1) 7 % NSX Edge Gateway [T/ (1 > FTE£T,
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AU T NDiRE

NSX Edge Gateway [T/ >~ FENcOT A VEEIZOT7 AT 20U T =051 7. $A. BLUVRT -4 U,
WETDCENTERT,

Flig

T [SSLVPN-Plus] # 7, A@ID)(x)LHS [OT 1 /05747 241U 7+ (Login/Logoff Scripts)] &4 U w &
LET,

2 ZpuTrERRLT. [RE EdY)] (7)) FravEs Uy LET,

3 BYICEELEY,
4 [OKlz7UvoLET,

Ao 7 b DOHIR
074 VERIZOTAT 20U T HEBBRTEET,
FIE

1 [SSLVPN-Plus] # 7. ZBID/\x)LH6 [OT 4 /007 2 22 1) 7+ (Login/Logoff Scripts)] &4 U v &
LET,

2 25UFREBRLT. [ Delete)] (X) 714avEsU vy LET,

ROVTHERIMICT S
20T FERTIBICE. BRICTBRENHIET
FIE

1 [SSLVPN-Plus] # 7. ZBI®/(x=)LHs [T 4 /007 7 24 1) 7+ (Login/Logoff Scripts)] &2 U w &
LET,

2 25U FRERBRLT. B (Enable)] (¥) F4av&EsUw s LET,

ROV THEENCT S
OJAV/A0F T A0 )T HEEHICT 2 ENTEET,
FIR

1 [SSLVPN-Plus] # 7, ABID/)(x)LH5 [OT4 /0772 241U 7+ (Login/Logoff Scripts)] &7 U w &
L&D,

2 2pyFrERRLT. [EE Oisable)] (@) F4avEs v s LET,

VMware, Inc. 198



NSX &A1 1

ROV T FDIEFDEE

20 THDIBFEEZRETCEEY, fz& A4, Internet Explorer © gmail.com =< 071> 20U 7 +%&,
yahoo.com <071 27U T +OEICRBLTHZELET, VE—FA—-F—ASSLVPN ICOT 1 VT
% &, yahoo.com MFIIC gmail.com M&RRENET, OV 4> A0 U T FOIEFEHICT 5 & gmail.com Dl
[C yahoo.com M&ERENZ LTV ET,

FIE

1 [SSLVPN-Plus] # 7, ABIO)(x)LHB [OT 4 /050 % 7 2% 1) 7+ (Login/Logoff Scripts)] &2 U w &
LET,

2 JEREZETZRAUU T RERRL. [EABE (Move Up)] (5¥) 113 [FA%E (Move Down)] (54) 7
AaAVEIY Y LETS,
3 [OKl&E7Uw Y LET,

IPSec VPN &

NSX Edge [ NSXEdge 7 25 v 2EUE—F U1 F&EDUA R IPSec VPN 5 7R— L% 9, NSXEdge 1
V2 AEUE-FVPN L= —BTORASEREE. TVt 7—FF—F—F IPAZFvIAF F5T1 v
. BLUEFNIL—T 07 TORDIATR-FEINTVET,

ZUE—FVPN L= —DE%TIL IPSec > JLIEHET NSX Edge OBEERDOAEBFR Y R0 — 7 [CHEKET 27260
DEBDT TRy FEBRTEET,

7 NSXEdge OBRICHDT TRy FERFRY FD—7137 FLABENSENELZSHBNLSICLET,

IPsecVPN 0O —Hh)L E7EUE—F EFTIP Y FLANEG > TV 3HBA. O—DILERO)L — - & BEHEERED
IW=ENFETEINEDINTEOT, FURIERBLTIEASNDG 57 1 v 7 OBEMNM R SNA L ATREMEA
HDET,

NAT 7)1 ZD&E#ICNSXEdge T—y z v F&ET O TEXT, 0T AL Tl NAT 7/01 XL NSX Edge
AT VADNPN T FLR&E, A5 =%y FICET BN T UV IICT I CARRERY FLAICEBRLUEY, U
E-FVPNIL=%—ZZD)NTUvo 7ELA&EERBLUTNSXEdge 1 V25 Y RICT7 V2 ALET,

UE—FVPNJL—=%5—%& NAT 7/)\1 2ADBERICKRET S EETEET, FyRILEEY F7 v TT 3213 VPN
DFRATATTELAEVPN T =D 14 IDAUETY, MiHTIE. VPN 7 B L ADROICENLZ—T—0 NAT
NERSNFT,
PELQFVRIOHIE. O—A)L TRy FORICET TRy FOFEERITTROSNET, L&A 10ED
O-A)L 7%y FETN0EOEY 7%y A% 2%E. 100 D Y RILARETT, YR—FEhd FUx)L
DERARHIT, FRICTTEIICESG DI A XL > TREDET,
& 14-11. ESG 72U @ IPSec k> RILDE

ESG IPSec b > RV D¥

Comp 512
act

Large 1600
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£ 14-11. ESG 7=U D IPSec b r LD (=)
ESG IPSec b v RILDER

Quad- 4096
Large
X- 6000
Large

XD IPSec VPN 7))L AU XLAAYR— FSNTVET,

®  AES (AES128-CBC)

®  AES256 (AES256-CBQ)

= Triple DES (3DES192-CBC)

®  AES-GCM (AES128-GCM)

. DH-2 (Diffie-Hellman 7). —= 2)

= DH-5 (Diffie-Hellman 7' JL—25)

IPSec VPN MFFEICDWNTIE, 2= 24 [NSX Edge VPN #EiHI| #E8BLTLIEE,

IPSecVPN D =5 Ty a—F 4 712D TIE, https//kb.vmware.com/kb/2123580 #2B LT <2,

IPSec VPN 4 —E XD E
O—NIL H %y REPT 975y FEOREO NSXEdge -V =L EBET=ET,

7 IPSec VPN#RETUE—F U1 FICEHI 2 &, Edge 7y TU VT FOBMIIL—T « V73T D IP
T RLAEZBTEX B,

1 IPSec VPN o —E2&=HBRICT B
O—AIL TRy ENEET H TRy RFICRES Ty I hENS L 51T BICId. IPSec VPN & —E X &=HBR)
[CT2MENDIET,

2 OpenSSL =/ L7z IPSec VPN B (D CA BRAIAE DL
IPSec ROFIAERAZBMICT BICIE. U —/GIBAEBEEWIET 5 CABZAREE 1 VR— T 2UBENH D
F9, Freld, OpenSSLBEQA -T2V —20AX Y FZ4 0 V=)L E&ERA LT CABRIHESEERT
5EETEEXT,

3 70—Vl IPSec VPN &ZEDIEE
ZnlcL ). NSXEdge 7> 2% > 2 ET IPSec VPN A ERHICE D £,

4 IPSec VPN o7 mB%E
IRTOIPSecVPN ST 4w o OOV EBMICTEET,

5 IPSec VPN /(T A—4 DKE
IPSec VPN tf —E 2 #42t 9 2 [C[d. NSX Edge TR < &E 1 DONEIP 7 R L AERET 2MHENH ) &
ED
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IPSec VPN 4+ —ERXZEHF#ICT S

A=l TRy FDSEY TTRY RICRES T4 v 7N S L DICT BT, IPSec VPN U —EXEBHICT
SMENDDET,

FIE

—_

vSphere Web Client [cO %21 >~ L&,

2 [Networking and Security (Networking & Security)l % U v 7 L. [NSX Edge (NSXEdges)l 0 U v L
ESECIN

NSX Edge &5 77 Uw 5 LET,

3
4 [ (Manage)] # 7&2v Uy LT, VPN1 % J&=27 Uy LET,
5 [IPSecVPN]=oUwo L9,

6

[Bahib (Enable)l &2 U v o LET,

OpenSSL Z{#E/R L 7= IPSec VPN D CA BLZBAZED AL

IPSec FQIIAERAEEMICT BICIL. T —/GERBE ST 2 CABRIAREE 1 VK- FTBMENBDET,
13, OpenSSLBEDA—T VY —2AMARY RSV U— )L &ER LT CA BRIREEEMT 2 E6TE
ESEN

AR

OpenSSLAY VY R F—)LENTLZHENH D ET,

FIg

1 OpenSSL At V2 =)L &Nz Linux £7z13 Mac ¥ >
T. /opt/local/etc/openssl/openssl.cnf 771 )L&7=

£ /System/Library/OpenSSL/openssl.cnf 77 1)L EEE £,
2 dir = . THZTEEERLET,
3 ROOARVERERITUET,

mkdir newcerts
mkdir certs

mkdir req

mkdir private

echo "01" > serial
touch index.txt

4 ROAXRVEFEFRITLTCAEZAREEERLETT,

openssl req -new -x509 —-newkey rsa:2048 -keyout private/cakey.pem —out cacert.pem -days
3650
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5 NSXEdgel TREBEEEREX (CSR) #4£8 L. Privacy Enhanced Mail (PEM) 7 7 1 JLORBREIE— L.
req/edgel.req 77 1)L ELTHREFELET,

Hmg aciom -

Syrmemany hlordar | plisige
S P g | Lead Balance | VPR WP
" o - LR ]

LTI

[CABZAPEDHRE] E8RLTIEE,
6 ROIANVFERITUTCARBEELERICERZ LTI,

sudo openssl ca -policy policy_anything -out certs/edgel.pem —-in req/edgel.req

7 NSXEdge2 ©CSREZ£/ L. PEM 771 JLORAEIE— L. req/edge2.req 77 1)L LTRELET,

8 MOIARVFERITUTCHHEERERIIBERALET,
sudo openssl ca -policy policy_anything -out certs/edge2.pem —-in req/edge2.req

9 certs/edgel.pem 771 )LO&%ICHD PEMAIEAE% Edgel 17y TO—-FULET,

10 certs/edge2.pem 7 71 )L DO&x#%ICH 2 PEM GEBEE % Edge2 7y FO—-FLE T,

11 cacert.pem 7 71 )L® CAGEBEE% Edgel LU Edge2 IC CAEBRZAIAEZE L LTV Yy TO—-FLET,

12 Edgel && U Edge2 @ IPSec 7O —JULEET, 7v 7O~ U PEMEEEREZE & 7y 70—k Uiz CAER
EEERL. RKEERFLET,

13 [fEBEZ (Certifcate)] ¥ 7¢. 7y JO— R UIEBAZEE Y U w7 LT DN XF3 &R UET,

14 DNxxF%l% C=IN,ST=ka,L=blr,0=bmware,OU=vmware,CN=edge2.eng.vmware.com OFRIC
R L. Edgel &1 Edge?2 BICREFELE T,

15 O-7)LID £E7 ID #EEADHAIE (DN) xF7l& LTER LT, Edgel &1 Edge2 T IPsec VPN &
1 FEFERLUET,

[IPsec #kst =7 (Show IPsec Statistics)] #7 U LCAT =Y 2A%&ERLET, FroxIEI Uy LTH
VRN AT I AERRUET, FrUoRIERYRIL AT =Y ZAOMANREICE > TWEIMRENH D XTI,

£'0—/\)b IPSec VPN & DIEE
Zhick . NSXEdge 1 2% > 2 ET IPSec VPN AERIC D £,
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ATESF

FERRERAI EBWICT BICIE. T/ GIRES L UWINT 5 CABRBDIIREE 1 VR— FI2UENH VXY, =
fzld. OpenSSLBEDA -T2V —AQARY R4V Y= )L &a@BLTCABRAREEENRT 2L ETEET,

B2 ERZABAET IPSec VPN [CIIERTEEF A, cNsld O—F NSV VT ESSLVPNICUMERTEERE
/1}0

FIE

—_

vSphere Web Client [cO 21 >~ L& 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)] 2 U v o L
ESCIN

NSXEdge #5 TIL7 U w7 LET,

[ (Manage)] ¥ &2 Uw o LT, VPN Y J&E  Uw o UET,
[(IPSec VPNl &2 U w o L&Y,

[VO—)VULRREAT —45 A] D#EICH 2 [EF (Change)l &0 U w7 LET,

N OO0 o MW

E7 TV RRA VRN [ERE] ICRESNTWS YA FO7O0—-/L Uz 7—FF—FZADL, 27—
k +—mFK (Display shared key)] #2IRL T+ —&EFRRLET,

8 [FEFEEFRAIOBEIME] & RIRL., ZH T DAAEERIRLET,
9 [OKlE=Z YT LET,

IPSec VPN oo & m&%h1k

IARNTOIPSecVPN 5 74w OOTEBHICTEET,
TIAI)LETIE. O BRIcR ), [EBE] LJVICEESNET,

FIE

—_

vSphere Web Client [cO 71 >~ L&,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 20 U v o L
ESC N

NSXEdge #5 T)LU Uy LET,
[BHE] 5 T&r v LT, VPN Y T&EV v LET,
[IPSecVPN] =7 U v L&Y,

A AW

O—-HIL TRy FEET TRV FRO RS Ty JO-&#O7ICEFLTAYT LARILEBRIRT 31214
[O7 RUuv—]oEp ¥ E 27Uy LT, [AT70BME] &7y LET,

7 O7 LNVEBRUT, [BEEORTIE7U VI LET,

IPSec VPN /NS A —&H DEETE
IPSec VPN o —E 2 &2t 9 2 1C1d. NSXEdge TAOLKEE T DONELIP 7 RLAERET D2MEAH D ET,
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FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 22 U v o L
ESEIN

3 NSXEdge =5 TILU Uy LET,

4 [B8] Moniton] ¥ 7&o Uy LT, VPNl % J&a2 U v LET,
5 [IPSecVPN] &7 U v o LET,

6 [LamAdd)] (%) FravEsUY s LET,

7 IPSec VPN o&aIE AN LET,

8 NSXEdge 125 >2@IP7rL 2% [O—H)LID (Local )] ICAALET, chld. UE—F U1 FOE
71D £ ET,

O O-NWIWIVERAVEDIPYRELAEADLET,

TJU2z7 R F-EFALTIP FYRIVICIPEEMT 25%AIE. O—NILID EO—-7)L TV FRA Y EIP
BRI UICTR 2 AT REMEA D D X T,

10 CIDR7# =X v FT, U4 FETHEITZ T TXxY FEANLET, BHOY TRy FEANTBICE. 2V
NEGIOEFERLET,

11 E7 U1 FE—RICHRT2HICET IDEAALET, AAEFAEZEAT2ET7OHE. COIDIIETYD
FIAEDHBETHILENH VXY, PSKETDHBE, COID ICIFEROXFIERECEET, VMware
TlE VPNOIXTU Y2 IP7ELA, £2IEVPN I —EZOFQDN #E7 ID & UTERT 2 CEaHEH L
TWET,

12 E7HA4FOIPTRLAZE[ET ZVFRAVFICARLET, CTEZEADEFICLTH & NSXEdge
FET TINA A0 7 TA FETHELERI,

13 E7 572y FORMIP7RELAECDR 74—y FTADLET, BHROY Txy FEANTBICE O
UREYIDEFERLET,

14 BsE7IL TV XLEBRLET,
15 [BREEAE] T RONWThAEBERLET,

F7vav Bl

PSK (Pre Shared Key) COF Ty avERIRT 5. NSXEdge & 87 U4 FAEBET 2MEBERNRIICERASN
9, WERI ZARN 128 )01 FOXFIHITY,

SERAE COATYavERRT & JO—)UL LN TEESNIEIAENBEICERAINET,

16 E=2T1 FAVPN O —ERICHERT 2BE1E. HBREANLET,
17 [ 7—F #—0Fx (Display Shared Key)l 7 U v o U, E7 U4 FEICHRERRUET,

18 [Diffie-Hellman (DH) 7' )L — 71 T, £7 U4 +~& NSXEdge ""2e TRVWBEF v U RILETHEY -V LY
FEEI CESLDICT 2ES(EAFT—LAEZERLUET,
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19 [TV ZXFvyaY]IitrROVWITNAEADLET,

®  securelocaltrafficbyip=<IPAddress> : Edge @O —#JL =57 1 v~ %& IPSec VPN > = JLEEETU 5
AL FUET, T EFDBEIE. ROESDTT,

B passthroughSubnets=<PeerSubnetlPAddress> : & 7x v FOE®REHR—FLET,
20 [OKl&=V7Uv D LET,

NSXEdge T, O—HIL U TxRy FASET FTxRY EAD R RILAYERRETNET,
RORT Y7

IPSec VPN o —EX&=BRICLET,

IPsec VPN 4+— E X DiR&E
IPsec VPN O —EX&ERETE=ET,

FIE

—_

vSphere Web Client IcO% 1 >~ LET,

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

NSXEdge 5 TV Uy LET,

(8538 (Moniton)] # 72 Uy o LT, [VPN1 % T&2 Uy I LET,
[IPSec VPN] &#7 U v L&,

WET2 IPSec U —EXEBIRUET,

N o o o AW

UmeE (EAi)] () Za4ava 27U v I LET,

[o0]

BEICHRELE T,
9 [OKl&EZUvILEY,

IPSec 4 —ERZEZENIZT S
IPSec H— P R &@\MICT B EATEET,

Fli&

—_

vSphere Web Client IcO% 1 >~ LEY,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 2 U v L
£Y,

3 NSXEdgez#%TIL7 Uy LET,
4 [EHR Moniton] #7271y LT, VPN % J&OUv o LET,
5 [IPSecVPNl&#- Uw o LT,
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6 MWICT B IPSec B—EREBIRLET,

7 tmwie (Disable)] (D) FravES U LET,

IPSec &— E XDHI
IPSec b —EXEHIBRT=ET,

Flr

—_

vSphere Web Client [cO % > L& 9,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 20 U w2 L
ESCIN

NSXEdge 5 7L Uy LET,

(8548 (Moniton)] # &7 Uy LT, VPNl % J&2 Uy LET,
[IPSec VPN] &7 U w7 L&,

HIERS 2 IPSec U —EAZ&BIRULE T,

N o o MW

[48 (Delete)] (¥) 7ravaEsUws LET,

L2 VPN O &

L2VPNTIE 2 D004 FREAD RV RIVERECEET, BT VIITNEDY A FBEBE L TERUY TRy
FEICHDID. T—HF VY —EHRTEET, —HDTA FDONSXEdge K 5thAEDT 1 FORIEY S VIZTA
TOY—EAERHETE=ET,

L2VPN R x)LEERT BICId, L2VPN I —/NEL2VPN S 7 Y FERELET,

L2 VPN O E

L2VPN &R LTy RO — 2 &3 312k L2VPN =)0 (9 —4w FEdge) &L2VPN IS4 7 VR (V-
2 Edge) EWRLET, RIC, T—/{EV 517V FOFATL2VPN U - EXEBHICT 2 LENH D ET,
AR

T A5 =T AAMNSXEdge D220 A V5 =T 24 ATBMEINTNBIHENH VXS, [T 15—
JIAAOEN E2RLTIES,

FE

1 L2VPNORZ R TS50 5 4R
NAETS0T 4 A>T L2VPN ERET 2 CETHE UL—EV 7. ping LISEDEERRE) ZEEET
=F9,

2 L2VPNt—)\O=FE
L2VPN &= /NE, 7247 QL THZY —7 v - NSXEdge T9,
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3 27 Y1 koem
BEOTA & L2VPN U= )NICEFTEET,

4 —)\ETL2VPNI—-EXEBMICT S
L2VPNH—E2%& L2VPN & —)0 (¥ =% v - NSX Edge) TBRICT 24BN HDET, D Edge 772
A7 ATEAAUNBREHDBEIL. Edge ICEBOAEA V5 — T 1M ANKESN TN E=RAL
£F9, 1T A AN DULAEL, BURMICE>THICEREN TN 25E13. RURESI 5y —Jx
A ALETHL2VPN OFFEICKKLET,

5 L2VPN7ISA47 >V FDFE

L2VPN 2S5 4 7> ~Id. #—%"v I Edge (L2VPN o—)\) Lm@fEzRiad 2%Em NSXEdge T,
6 V547V FETLR2VPN O —EREBHICT 2

L2VPN—E2Z& L2VPN 7 S 4 7> F (V—Z NSXEdge) THEMICTZ2HENHDFT,

L2VPNDARR s 750574 R
RA TS0 71 A>T L2VPN ZREIT 2T UL—EV T, ping EMEDEERE) ZLRETEET,
N—EVTEERT B0 L2VPN DA T 3>

I—EVTEBRHT2ICIE. 2 D204 T arhaDEd, NSXEdge &REBY YV &ERIZO ESXi R FICEREBY
21, NSXEdge &RV V&R U ESXIiRA FICEREBET 2HTY,

B G732 1:12VPNEdge £RET >V E@RIO ESXi /R FICEEBY 254
a Edge &Y VEERIOESXi KRR FTT IO LET,

b Edge ® TRUNKVNic [CEEE T ENEDBR— F TIL—TOF -0 7H IV T oI A—/)VRY > —
ERDEDICRELET,

T O-rNSy2TE [RETORBR—-FICEDWIL— R ICTULET,
2 1207y TIVIDHETITATELT, D7y TUUIERY VA ELTRELET,

C BV VICBEENTONLCABR—F JIL—TOF -2 THLVTzAINF—INRI S —ERDELD
[CRELET,

T #RBOT-—ZVT RUY—EFRTEET,
2 BWBOYITA«TT7yvITUUIERECESEY,
d 27 R—FE—F&aEALTTRUNKVNIC TEZERIE - FEEMICT 2L 51 Edge #ELET,
" AT 3> 2:Edge &RENY VERU ESXi R FICREY 2%BE

a Edge @ TRUNKVNIc [CBSERN T SNIEDBUR— F I —TDF—Z 07 H LV T AILA—)VRU > —
ERDELIICHRELET,

T O-FNS22UT% [REETORBR- FCEDNCIL— R ITLEYT,
2 1207y TIV0ETITATELT D7y TV ERY VA ELTRELET,
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b REYY VICEENRTLENILENER - T —TOF -V I7BLV T AINA IR —ERDELD
[CRELFT,
T #RBOT-—ZVT RUY—EFRTEET,
2 TUOTATICTERTYYITIUIIEDIEFTY,

3 TUTAT/AZVINADT Y T DIBRIMREY S > OA8R— = )L —TH LU Edge d TRUNK
WNiCc D8R~ 7))L —TERUTHDZMEN G ) FT,
¢ YU R—FE-Fza#FERAUTTRUNKVNIC TEZERE—- RZENCTELIICV ATV FRAIDRSY >
70O Edge #8%ELE T,
U R—bDERE
NSX T&#9d 2 NSXEdge # L2VPN US4 7 & LTRY 7y FT 5 &, —EOREN NSX [CL > TEEH
[CRITSNET, AV RET7OYNSXEdge # 2VPN IS4 7 RELTRY F7y T9 5546, COREFIEE
FEITITOLEND VXTI,

VPN 54 LTI NSX AT O SN TOWRWEE, TOYA HCAY Y R7OVO NSXEdge #7 7O+
ITBZETL2VPN 2RBETEET, A5V R70OV Edge ld. OVF D71 )LEFERLTCT JO1 =hET, NSX
TBEINTWRWKRZAFTT SO N, LR2VPN O SA 7 RELTH#EET /v D Edge ' — Dz 1 &30
ESE I

2% k70O Edge @ =>4 vNIC % vSphere Distributed Switch ICH#59 2154, L2 VPN #aem CEER)
E-RERIFIY VI R=EABEBICLDET, BEFIE-REFEHRT 2L ping N'EET D/HICHEEEET D
AREMEA B D FET, TDfeH, L2VPN R R70 NSXEdge OBETIEY V7 R—F E—REFHATZC
CEbEHLET,

AR

25 kr70vEdge 5> WNIC OR— FESHARETT,

FIIE

1 dvsUuid B=EELET,

a https://<vc-ip>/mob?vmodl=1 277 = X L. vCenter Server E#x&RA 7 =7 +~ 75914 (MOB)
A—H—AU5=TJxA AEFHLET,

b [W& (content)] &0 Uw o LET,

c [rootFolder] ICBSEMITENIZU Vo ES Uy LET (fl : group-d1 (Datacenters)) ,
d [childEntity] [CBEERFENIEU VT EI Uy LET (f : datacenter-1),

e [networkFolder] ICEIERIFonizU o &EV Uy LET (B : group-nb),

f  NSX Edge ICB3:#E (ST 517z vSphere Distributed Switch O EUREB A1 v FEDU VI ET v I LE
9 (B : dvs-1 (Mgmt_VDS)),

g uuidXF30EE IE-LET,
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2 vCenter Server MOB @ selectionSet #Z &= L% 9,

a https://<vc-ip>/mob?vmodI=1 1cO0%7 > L. vCenter Server MOB 1 —¥— 4 4 =T 4 ZIcOF
1LFERT,

b [W& (content)] &7 U v I LET,

¢ [DVSManager] #7 U w7 LET,

d [updateOpaqueDatabx] #7 Uw o LE T,

e [selectionSet] fB/R v 7 ZITxD XML 70w 7 &8 UITET,

<selectionSet xsi:type="DVPortSelection">

<dvsUuid>c2 1d 11 50 6a 7c 77 68-e6 ba ce 6a 1d 96 2a 15</dvsUuid> <!——example
only——>

<portKey>393</portKey> <!——port number of the DVPG where SINK to be set-—>
</selectionSet>

vCenter Server MOB A5 8048 U7z dvsUuid B&FER L E T,
f  opaqueDataSpec R Y 7 2T, RO XML JOv oI QWTNAERRDAITET,
DU R—FEBWICT BHE

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>
<opaqueData
xsi:type="vmodl.Binary">AAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=</opaqueData>
</opaqueData>
</opaqueDataSpec>

U R— R EENICT BHA

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>
<opaqueData
xsi:type="vmodl.Binary">AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=</opaqueData>
</opaqueData>
</opaqueDataSpec>

g isRuntime 7— Lg% [false] ICR&EL £,

h [Invoke Methodl&=% Uw o L&,
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L2 VPN 3 —/\D&E

L2VPN 5= NIL, 754 7> FOERETHZY —7 v F NSXEdge T,

Flig

T [L2VPN] % 7T, [F—/\(Server)] &R L. [ZE (Change)l #0 U v L&,

2 [UZF IP(ListenerIP)] ©. NSXEdge OANERA V5 =T 14 AN T AU ElZIFwAVFUIP 7 RL2E
ADUET,

L2ZVPN S —EXDT I AL R—FI2443 TY, BECHUTIOR— FERELET,

3
4 T-NNETSAT7Y FREOBEDTLODESIETYIL T XLAEERLET,
5 SSLVPN O —/NI2/\1 > R 2REREERRLET,

6

OKl& Uy LEY,

E7 Y4 bDiEM
BEOY A FE L2VPN O —)NICER TSI,

UM FOREEEFET D&, NSXEdge IBEFOEFRE IR TR LT, BERELET,

FIig

1 [L2VPN] # 7, [L2VPN £—F (L2 VPN Mode)] A' [ —/( (Serven] [C7B>TLWE &R LET,
2 [T iR DEER (Site Configuration Details)] T, [&m (Add)] 71 av&E U v o LET,

3 E7YM FO—BOEREANDLET,
4

EY U4 FORBAICERT I -V -FEL/(AT-FREAANLEY, E7 U4 FOI-Y-FELBERE. 75
17 HAIERUTHDREND IET,

5 [sREniz1 5 — 711 X (Stretched Interfaces)] ©. [U 7 1 % — 7 =1 2Mi#ER (Select Sub Interfaces)]
BT U, DSAT Y FTCIHRSNDI T T AU —TJ A AEBRUET,

a [F7vxUbOBRI T Bdge DS AU =T 1A AERIRLET,
FZ O WNIC TRRESNEY T 405 —J 14 ANKRKRSINET,

b WRIZHTTA VY —TAAETTINIT VYT LET,

¢ [OKl&E” UvY LETY,

6 20004 FTREXYYVOTIAINET—FITAARUHBE FS T v oEO-DILICIL—FT 1« TT
5, FEFIEZTav 0B FRINTIOVISEZT—FIxAIPT7 L2 [HOAERBEILT T —FD T
- 7 kL Z (Egress Optimization Gateway Address)] CAILZET,

7 [OKlz7Uwr LT, [BEEOH4T (Publish Changes)] #2U w7 LETY,
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B—NETL2VPN O —ERXRZBMICT S

L2VPN & —E2%& L2VPN 5 —)U (# =4 ~ NSXEdge) TBMICTZHENH VXY, O Edge 7 T4 7
VATERARMENEREAOBEIL. Edge [CEBORIMA VY —T A ANRESNTNS EaMBLET,
V=T AZMT DU L BAAMICE > TRICERSN T 25A1E. BUAMI VY —TJ /A ETOL2
VPN O EICKBLET,

FIig

1 =72y NSX Edge @414, [BH (Manage)] - [VPN] - [L2 VPN] mIBICEE L £,

2 [L2VPN o —t 25%7E (L2VPN Service Configuration)] T. [Bzhit (Enable)l €7 U w7 L&Y,

RORT YT

105 =%y FAIDT 74794~ ILTNAT I3 T 74 74— )L L—ILEERLT, 7547 FEd—)n
WMAEICERCEDLDICLET,

L2VPN 2547 > bDEKRE

L2VPN 2 247> R, # =% v ~Edge (L2VPN 5 —)\) &mBE&RIKRT d%fE5t NSX Edge T9,

25 k7O Edge & L2VPN 754 7V & LTRET 55 TEET, (25 70 Edge % L2 VPN
D247 REUVCEET 2] 2ERLTIES L,

FIE

1 [L2VPN]# T, [L2VPN £— F (L2VPN Mode)] & [V 51 7>  (Client)] IC&%E LT, [BF (Change)] =
JUw I LERT,

2 ZOUSATVENERT S L2VPN S —NOT7 FLAEAALEY, 7 RLAIE RAREEEIZIP 7 RELR
C72DFET,

3 MEICHUT LLVPN IS4 7Y FOEREEBDT T4 F R— FERELET,
4 T-NNEOBEDLODOESIEYILTUXLERBRLET,

5 [sREniz1 5 — 7 11 X (Stretched Interfaces)] ©. [U 7 1 % — 7 =1 ZMi#ER (Select Sub Interfaces)]
Uy LT, U=/NTHRSNZ T T A Y —Jx A AERRLET,

a [FTY 7 &R (Select Object)] T, Edge D57 41 V5 —J 11 AZEERLET,
FS V2 WNIC TRESNIZY T 4 V5 =T 114 ANKRRSNET,
b HERITZHTAVI—TTARETTILIU VI LET,
¢ [OKl&zZ7UvoULET,
6 FBEAEANLET,

7 [EhBERBIETZT— DA 7 LA (Egress Optimization Gateway Address)] I, 7 45 —Jx
A2ADT—=FIDTAIPT7ELA, £FEEFFS T4 90 YRIIMBBETIO-SNBVIP T RLIAEZEASDLET,

8 [2—t—&# (User Details)] T. U—/\TRFAENZHDI1—F —BAHBEHREANLET,
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9 [EHM (Advanced)l| ¥ 7& 7 U v LET,

AU =%y FICEET7 IV ZATER NI S1 7~ NSXEdge A VOF > —)WEABATY - (F—/{) NSX
Edge IC7 V2R T 2 mENH 2HBE. [FO+HE (Proxy Settings)] 3 8E L £,

10 tFa7RTOFVEROHFEBRRICT ZICIE. [EF 217 FOF> 0B (Enable Secure Proxy)] #3%#iR L
ES

1M 7+ =07 LA, R=F I--F LWV RAT-FEAHNLET,

12 U—)CGIRAZ ORI EBERICT 31214, [U—/EEE=Z0&:E (Validate Server Certificate)] ##R L. @R
CAGERRZEEBIRLZE T,

13 [OKl &7 U LT, [EEO¥T (Publish Changes)l 20 U w7 LET,

RORT YT

TJ7AT7 5= )LICET A7 —xv T, L2VPNEdge i o1 V5 =2y EAD RS T4 v IO T O—HEFFa]
SNTNBTEEBRLET, BER— L 443 TT,

9247 bLETIL2VPN B —ERZEMICT S

L2VPN 5 —E2% L2VPN 7 5147+ (V=2 NSXEdge) THEIMICT 2MHENH D ET,

Flg

1 v—2NSXEdge m#Z&I1d. [EHE (Manage)] - [VPN] - [L2 VPN] oIBIC#E L £,

2 [L2VPN & —E 2 E (L2VPN Service Configuration)] T, [B#ht (Enable)] &7 U w7 LE T,
RORT v 7

B (=IO T AT IF=)LTNAT E2IEZ T 7 A7 04— )L IL=)LEERLT, 72147 &Y —
IO MEEICEHF CEDLEOICLET,

B EEQR- FTIL - TCE o TN F U TENT S trunk vNIC 23559 245413, ROFIBICHE > T L2 VPN
S T4y EFEITEMICLET,

a [EzZ=RIE— R (Promiscuous mode)] % [FFa] (Accept)] ICRRELE T,
b [fa%sr% (Forged Transmits)] % [E AT (Accept)] I[CBRELET,
SEMICDINTIE, ESXi &L vCenter Server 55 O RF 1A FEBRBLTESL),

A R7AYEdge & L2VPN 9S4 7 hELTHRET S

WeRT 254 FD 1T DOMNSXICE> TNy F U TaNTNRVEEIL. AY > 70> Edge®# L2VPN 7547
VEELTEDOTA FICTIOATEET,
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ATESF

BEEORYE7OVEdGe D RSV AV =T A RAD RSV K=k JIL—FIERENTNEY, <
DR—F TIL—TD—EOREEFETITOLENH VET,

" S04 R—F J)L—FhvSphere Standard 21 v F EICHBHBE. UTOBREETOINENHDET,
B REEXEFWICT D
. BERIE-FEBWCTS
[vSphere xv D=2 A4 RB] #8BLTLIESL,

B S50 R—F J)L—h vSphere Distributed Switch EIC# 2354, UTOREEITIVEAH D FT,
RS EBNICT B, [VSphere Ry RO =2 A4 Rl EBRBL TS,

B RSUOWICDY VY R—FEBWICT 2N BERHNE—FEBWICT 2, V27 R—FEBDICTSHC
EERBEODLET,

2570V Edge #7004 Ulcth, >0 R— FOREETOIVLENHDET, Edge ® ~Z > vNIC
[CEHGUICR - FOREEZEET OMBENHSIHTT,

Flia

—_

vSphere Web Client (A8 L C. 3E NSXERIBEEEI L T3 vCenter Server [CO7 1 > LET,
2 [RAFHSIVI ST EBRL. VA ERBALT, RMARRELRA FERRLET,

3 X%V k7OVEdQe A VA =T EZRAREREI UV LT [OVF 7Y TL—FOFTO0] 28R UE
a_o

4 URLEADUL. 17—y A OVF J7AILESDVO-RLTA VA R=ILT N BRI ET VY
L. 27702 Edge OVF 7 M LAMMESN T2 OV E1—-9 EO T LT ICBEL T, DRN] &7
Uw o UET,

5 [OVFFUTL—Fo#F#] R—I T, TUTL—FOFMBERERLT. [N EV UV I LET,

6 [BEIHLVTAINTDRBR] R—IT, A7V 70O Edge DEBIEAA LT, TTOAC5%DT 4 L5 Ekl
T —ERBRUET, TO®. [N EI7U VI LET,

7 [AFL=YOBR]R=IT, TTAATE2TVTL—FDT 7 EENT 25 ERNLET,

8 [y FD—VDBRI =TT, TIAA LTV ITL— FTHERT2RY FU— 0 ERELET, AN &Y
w2 LET,

B RTUYT AV —=TIA AT TV AV =T 1A ATY,

B RSV AVI-TIARAEFEALUT BRI 2RY DI DTTA VI T A AEERLET, D
AV =TxAR%&, FERLIEES YT K=k T —TICERLET,

9 GYIL—FDARIRARX]R=IT, ROEEHRELET,
a ClUoadmin ){XZAT—FEADSLIUVBADLET,
b CUZEBWCTZEHD/I AT RFEANBLUBANLUET,
¢ CUodroot/{AT—RFEANSLUVBANLETY,
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d ZyTUVIIPTRELRE TUTAvIADRIEANL, AT 3V TTI#)L T =21+ &DNS
P7RLAEANLETY,

e WAICFERIIBEEERLET, Nl L2VPN - /)(THERAT2BSE—HID2MENH D ET,

f HRHAORBLCEENCTIICE. ST I O-DILTI—T 1 v TEnds -2z IP7RL
A DEDRSTav I EYRILENLTTAOY I ENET— RO A PV RELAEANLET,

g L2WNU—RFELAER- FEADLET,
h E7 YA FORICERTZ1-F—8E/2T— REASLET,

i UTAYY=TzAAOVLAN (FrxJLID) 12, #5kT 5%y FDO—2DOVLANID ZADLET, VLAN
DIE BYXEPDOUX FREIFBHAE U THEETCEEXT, ceAld 231020 D& SITHEELET,

Fy D=0 &E2Y Y F7OY Edge U4 FICHERT 2RI, ZDOF Y FO—UDOVLANID 22EY 2515
ald. ®y FI=2@OVLANID, RICEMTEAZ =L IDEASLET, c&AIE 2(100),3(200)
DESCADLET, FURILID I fiskendxy FO—0 &Yy EV T T BEHIERSNETT, £
L. FoxILID FEEE U TIRETCEE A, 2F 0, 10(100)-14(104) DL S [CIFEBE TS E B A,

Zhid. 10(100),11(101),12(102),13(103),14(104) ICEET 2 MENH D E T,

i AVs—%y RICEET Y R TER NSX Edge A FOF Y H—)URETY — 2 (—/8) NSX Edge
CF I ERATRREABZEAE. TOFY FRLA, K-k, A—F—%. $EVRAT— REANLE
3-0

k JL-—FCAZERABETE2HBEIE. The FAE]l V> 3 VICINIT2 S ENTEET,
| DrNIZ&EV UV D LET,
10 [RERNBOER] R—YTRY Y R7OY Edge fE£HERA LT, [KTIEI Uy LET,
RORT Y7
245> k70O Edge REYY v EIND—F U LET,
SO WNICOR— FBESEATL, Y09 R—FEZRELET, [V 07 R—FORE] #BBLTIESL,

25 R7OVEdge @OV R SA VAU =T 1A 2EFERLT, TOMDBEEZELET, INSXOT R
SAUAVI=TIAAUT7 LUl #BRLTIESL,

L2 VPN &t D &R

L2 VPN #EHE®R (=L 2745 2, EFZESIN/\1 g e) &=, NSXEdge Y —2BLUY =7 FIC
BULTRRTEETY,

Flig

1 [L2VPN] % T, ROELSICEBRIELET, [L2VPN £~ F (L2 VPN Mode)] 5 [7 24 7> + (Client)] T 2%
CEEmRBLET,

2 [ZA7—% 20 (Fetch Status)]l 27 U w7 U, [F> &)L 257 —% 2 (Tunnel Status)] #@BAL £,
L2VPN = NICHEHROET U1 EhH2BE. IRNTOET U1 FOFEHERARRSINET,
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RDRT Y

bSO AU =TT A ZAEICRESNICR Y FD—2EHRRY 3213, Edge @ [EH (Manage)] - [ E (Settings)]
-1 5 =714 2 (Interfaces)] ICBEIL. (71 71380 [F5>7 (Trunk)] &2 w0 LET,
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IEO—F N Y

NSXEdge O— K NSV HIE, SAIAMY —ERICKVEROT—/BETRY FO—7 5 T1 v DEREREDE
LET, ET-CEXAUIJIARE 8EEANI-—T—ICE> TEBNICAS L DI, BHOY— /B THFICE
DENET, COLDIC. O—F NS VT3 BERUY - AFREROER, Z)L—Tv FORKIE, IGERRE
OF/ME, BEFEOEERICETIEEFY, NSXEdge ld, LA V-7 FT0O—-R NSV U TERBUET,

O- B NSYYYIDRSIC, N8 (EETTUY o) PT7RLRERSY -0y FCRy BV T UET,
O— F U5 DI540 1P 7 L AIC S 5 TCP. UDP, HTTP. &7=(3 HTTPS U/ TX F&EZFAN, &DRET —
JVEERT B ARELET, R 8012 HTTP OF I )Lk K- FTH 0, K- 443 EHTTP OF I )L F K-
T

O— RISV TE1T5a1IC. NSXEdge 4 V25 U ZAAEEL T B MBS DET, NSXEdge ptzy = 7
TOFMICONTIE, INSXEdge 3%E ] #2BLTLLESL),

NSX Edge REBAZ MREICRIT 2MIC DV TIL, [AEAZSOERE] #8BLTIESL,
ZOEICIE, ROFEVYIANEENTNET,

" O-RNASUVUTDRE

" FIUS—Y3y JOT7AILOEE

" -2 EZI-DEE

B G- )NT-)LlOER

" REY—)DEE

" FIUT— 3V IR

" NTLM BaE&E#FERT 2 Web b=/t — R NSy 05

B NSXO-FR NS UDEHROYFUS

O—R NSV TDEHETE
NSXEdge O— R NS UHIE, XY D=2 ST v I EEHOY—/INICHBLTRER Y - AFRAEREL
x99,

NSXO—=FNSUHE LAV—4BLUVLAVP—T70O-RF NS VT I VI VESR-FLUET, L1V —
400-FNSUTIITY ER=ZATHD, LAVY—700O0-F/IN\ZUTFIVTY FXN=-ATY,
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Ty B AR=20O0—-R NS> Jd TCPRHEVUDP LA v—ICEE=NET, /Ty ER—=200—F/(
TS BROEIEDPERSEO) VY T 7 OERIZITHT. KHhDIZ/ Ty FMLEBRIGBIRES N T —)/)NIZE
BTy bEXELET, TCPHLVUDP zyra v (Ed0—- R NS USTHEFSN, ChICL>TE-—TYI 3
DOINTY BFARI——NICXKESNET, VO-/ULREELEET 2RET—/)\OREDOEAT[77E2o L — 3

VOBEME] ERIRTZ22ET, ST Y ER=AOO- RISV VT EBYICTEET,

VT ER=ZAQO-F NSV T3 VYT R AT =T A ADEMAICEESNET T, 1 DOERICDNT,
D547 FARMES —)\AED 2 DOEENELISNET, U —/\AEOESE. U —/(ZBRUCRICEISN
FY, HITP YT Y E R=XOERETIE. #7230 L7 0BEFER L CRERESNCY —/NSEESNDEIC. T
NTOERAZESNET, HTTPS VT vy E R=ZADELEICDNTIE, 7547 FABOEGREIZY — /56
DEHLOVNINAT., BAEBERNZMBSINET, VIy FRX=200O-F )\ 71d TCP, HTTP, &V
HTTPS RI8C —/)\DT I # )L FOE— KT,

NSXO—R N\SUHOFLIAVAR—RY R REY—)N b—)N =)L, =)V =)L AV)\—, BLUT—E
2 EZH-TT,

RAEH — TIVT—23a v U—EREHMRIELLEDT. IP7ELA R—F $&U70
R (TCP, UDP 72 &) O—BOMaEhEERLEET,

Y= T=) NI TR 9= D7I)IL—TTY,

Y= T=)b A= T=ILADAY N =ELTONY I IV R H—){TT,

Y—EXEZH— NI TR -\ OREMAT -5 ADRAHEEEELETT,

B, O—F)N\S8070-)UL AT aVERELEY, NI IV E O—)UAYI=PEgENdT -\
T—IVEER L. U—EXEZY - T )LICEENT TN\ I IV F U—)\EHENCER L. HBLET,

RIS, 7TUr—v3y JOJ 74 )VEERLT, 2547 FSSL. —)USSL. x-forwarded-for, /{—> 25
VABE TIUT =3 ORBOIEEO - R NS UFICEELET, N ATUVREKRETDE, V-XIP
7 B L 2% Cookie 2 EDEFMENBUT 2% OEKRIZ. O—RIINSUY VT 7 AU ILEERTETIC, AL S—
JWAVIN=TE ESNET, 7 IUT =32 JOT70I)IE RET—/\&EKTBRFBETEET,

RIS AT avO7TVT—=2 3y L—ILEfFRLT, 7IUT—Y 3 VEBO RS T4 v JIBERELETY,
fcE A HED URL DR FZED—HICL), BRBIERERNLD T )L TUBIBLOICERLEY, KIC,
T—EXEZY—ZERLT. O—FNSUT0RMTF VI NSA-—YEEERELFT,

R —)WNEREZEITd LS, O—F NSV VT PN TUXLATIET I AVIN-OFREEST VI AL R
T—HANEBEINET, RIC. VIOV XAIFENRT—IIVEFHEL T, 1 DUEDAVN—ICT ST v I ER
BLEYT, Tl AVN-DFREICIL. BEH. BREHRY. REAT Y AREORENEENET, SUFTLX
T—F AICIE REOE IWEEE, BT TV I DAT - ABWMAENEEINET, FTEHEELTL o
DYUROEY MESTYY R OEY, RMERE. FIZY—XIP NNy anMERESnET,

FT-ILIE BEMTFSNCY-EX EZY—TCERSINET, O—F NS T )L AV -OREERET
D& AVIN—DIREIZ U] EX—V2NFET, TN T—ILh s T—)L AVIN-ZBIRT 5 EE(CIE. HKRE
M TEER] OY—)NOHMBERENET, T—/N T ILICT—ER EZY —HARESNTVRVIFER. IRT
DAVIN=1 [HEfh] THdEHRINET,

B —-R)NSUTT-EADETE
O—-F NS0 7O—-)ULBHR/ (DA -5 EIBETEET,
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B -2 B —OER
XY ETD=D FS TV ITOREDY A TORBREMTF TV INSA—YEEERIDICIE. U—EXREZY—%&
ERLET, T—EX TV —ET—IIEEBENITEZE, U—EX T = J\SA=Y[IH2TT=)L A
=R ahZEd,

B )0 = JLOEN
=) TF=)lEBeimlT. Ny VTR J=)\ERRNDNERNICEE, HEITEENTEEIT S—I)LIZ
O— RIS UTOREGEOBRBICERSNET, T—ILICIE Be2MF vy NSIA-YHOT-—EX EZ
g =PRI NET,

B FFUs—=23> JOT7AILOER

BEDYATDXRY D=0 bS50 v OBFEERT DICIE. 7TV -3y JOT7AILEFERLE
¥, TOT 7ML ERELLS, REBY—/NICEENITET, BEMIToNREY -/, JO7 7 1)LIC
BESNBICH SO TR T4 vV EWBLET, JOT7MIIEFERTDE. XY ET—0 FST40900
BECHT 2HEMRIESN. RS T4 v IEBY AV NL DB THENICBDET,

B TTUT—=2 3V )L—)LDEN

FIVT =23V )L=IIVEERLT, 7TUT =232 RS T4 v DBRMECEBEBEHETO CENTEET,
" RET—/DEM

R8T —)V& LT NSXEdge &1 V9 — DA RF /@7y TUUT 4105 =T x4 A&EMLET,

O—R NS B—EXDRE

O—-F SO0/ O-) LB/ (SA-Y EHRETEET,
FIig

1 vSphere Web Client IcO0 7«1 > LE T,

2 [Networking and Security (Networking & Security)] % U w2 U, [NSX Edge (NSXEdges)] 20 U w2 L
E3C

3 [NSXEdgel &5 JILoUwo LET,
4 [&® Manage)l 7 Uwvw o LT, [O—k NS Y (Load Balancen] ¥ 7&2 U wo UET,
5 [R&EEdil=rv Uy LET,
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6 BWCT2ATVaVOBICHEZF VY Ry AEBERLET,

FTvav Bl

O—K NSrF-—nBMt NSXEdge O—F NSO T, b5 T4 v ERNIHY—/UCHBLTO- RIS IT
TBLOICLET,

TSI L—varnBMt TO=IULIZERCENTLWBEREIP 7 FLZIE L7LB Ty Tldm<. L0ERE
M4BTy va#ERLEY,

LATCPVIP 2 Edge 7 74 7D # —LORICMIBESNB2h, T 747 D4 —ILOFATIL—
JVIHEH D EF e L7 HTTP/HTTPS VIP 13 Edge 774 79 7 — L DEICHIR S NE T,

(775 L—yavoadt] iBREN T 2881E, Edge 771 71—l JL—ILA
L7 HTTP/HTTPSVIP A7 7 Z A &R 9 2 BN B D E T,
L4TCPVIP T [77 25 L—> 2 v oBEME] IS5 TMEREIN, U -/ T—)LAIEEBRE —
RIZE> TV 3BAIL. SNAT )L—JLaemanEd, iz, NSXEdge to717
DA—IERCR O TS EEERLET,
L4TCPVIP T [7 o5 L—> a>nEmit] 750 h&RERsN. J71 704 —LHE
MR- TWBIHBAIL Edge 774794 =)L JL—ILp L7 HTTP/HTTPSVIP A7 7 2
AEHATINENBDET,

ov NSXEdge O— R NS UH T, FS 70 v o0OQ7MIRESNET,
O7 LALIEROY TFIY AZa—AE8RTEET, 0713 FESNTL S Syslog
H—)NICTY AR—tanxd, £, show log follow v rEERAT 2L O—
RNSUY VT OTERRTELT.
Ry I1FTvave BRI AT avid, TV RI-T-0BROOJERELET,
[EBE&ATvay, [I5-1FTvav. BLV[EXRFTYavE TVRI-T-—DE
RKOOTERELE D A,

Service Insertion »ExE O—-RNSUYT, =K =F 1 R —DH—-ERERETETELIICLET,
H—RN=F1 RS —DO-RN\SUY H-—EREFEROREICT IO 9 35514,
[J{—FF—0O0—-F NS UgDER] 22BLTIIEE,

7 [OKlz”7UvoLEY,

H—EX EZF —DERK

XY ET=0 STV IDHEDT A TOREUF TV INSA-FEERTDICIE. T—EXEZY —&EERK
LET, T—EXEZY—ET-ILERERITD2E, U—EXEZY = ITA=FITR>TT )L AV)\—-HE38
TNEY,

FIig

1 vSphere Web Client IcO0 7«1 > LE T,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] &2 U w2 L
E3C

INSXEdgel &5 TILoUw o LET,
[ (Manage)]l 7 J v LT, [O—F {5 Y (Load Balancen] % &2 U v o LET,
EROFET =23y )IxILT, [T—EZX EZH U7 (Service Monitoring)l 7 U w7 LE T,

(o) NN Vs B L

e (Add)] (B FaavEsU v LET,
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10
11
12

13

14

T—ER EZY—DRIEAALET,

T—)\MNping sSNBBBERNEMTCADLET,

—)\AIKT LT3 KT 2 E TICY —/NIC ping T 2EIEEADLET,

T— )\ N oDHEICZHET2ETORERBENBMTANLET,

BEMF TV IBRET—)NICRET2HEE. POV TFIY AZ1—HERIRULET,

HTTP S LU HTTPS 501 v 7 DBAIE. UMTDOATY TERITLET,

a [BE oY avIc, HTTPISEDAT -5 AT C—HI 2 HICEZY — T 2XFHNEAALET
f=& 12, 200,301,302,401 £38FELET,

b U—N\2AF—92A0BHEAEE. ROV TFIY AZ1—HBRIRUET,

c PUIINERTERTSZ URLEANLET,

d POST AV REBRUIIBAIL. RETET-FEANLET.

BERNBT—HI 2XFIE, [BEI VY aVICAALET,

[3E 27> 3 v OXFIN—HUALEA, T4 13 [RE] ORBEO—HERITUE T A,

FHAREZY— )ISA—5E key=value X7 ELT [TV ATV a V] 2o avIcAALET,

fcEZIE TVAT VY avEwaning=10 £EEEI 2 & U— )N T0BLURICHELRVSEEIC, AT %
ANEBEEICRESND CEERLET,

INTDIVRAT Y aVIEEE, FvUyY U -—UNFTRYDILENHDET,

<extension>eregi="(0K1|OK2)"</extension>

YR—FSNDZ3TOFRIIOII AT A VITDWTIE, RORESBLTLIES),

R15-1. TCP 7O baDI O RT3

BEROTIZRTVVay Bl

escape send XXFFIE 1L quit SXFFIT. \n. \ro \t. FzlF\EERTE
F9, send # a3 vEEIFIQUIt T T 3 U DBIICIEET 2 HE
NHDET, T4 send [CIFAEBIMSNET A, qQUIt DF
ZIC\N\n AMEMENET,

all IRTO expect XFFAY — ) UBBICEENTNDIHENH D F
9. T4 Fdany TY,

quit=<STRING> BEOERLRTERIKT 2zlc, T—/NITXET 2XFF,

refuse=okjwarn|crit OK, &, FART—YATTCPEBEZTANET, T4/l F
I crit T9,

mismatch=okjwarn|crit OK & EART—Y AT, BESNBZXFHOT—HEZITA

NE9, 777J)L FlFwarn TY,

jail TCP YTy FAEDHENEIRRICLET,
maxbytes=<INTEGER> BERLOZ VW1 FHEZEI 2L BRERLUET,
delay=<INTEGER> XEFHNORENSHEDR—U VT ETOFLEERE (),
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£15-1. TCP 7O FaANDIIRF VI 3y ()

BEROIIZATVVaY

certificate=<INTEGER>[,<INTEGER>]

ssl-version=3

ssl-version=10

ssl-version=11

ssl-version=12
ciphers="ECDHE-RSA-AES256-GCM-SHA384"
warning=DOUBLE

critical=DOUBLE

£ 15-2. HTTP/HTTPS 7B ha)DI VRT3

BteA

FAREOHZRA BB, RYOEIITEERT Y AETORH 2&F
BOEIIERAT -9 AETORH FEESNZLEEIT0),

SSLv3 #(EAT 2 SSL/\V By 1 0 &sslIcEITLET,

BeMF vy #7307, SSLv3 & TLSVT (25T # )L - TEY
[CR>TWET,

TLS 1.0 &#EAT 2 SSL/\Y Ry o+ 7 &BlIMICEITUET,
TLS 1.1 =BT 2 SSLI\Y By x4 U &dsINICEIT LET,
TLS 1.2 &#fEET 2 SSL\Y Py x4 U &dsIMICEITLET,
HTTPS fgeMF v/ CHEASNIBSERRLET,
EERT Y AR BIGERRE (®)

BART —F AICHZIGEEE (B

EROIIZRTVvay

no-body

max-age=<SECONDS>

content-type=<STRING>

linespan

regex=<STRING> /=I5 ereg=<STRING>
eregi=<STRING>

invert-regex
proxy-authorization=<AUTH_PAIR>
useragent=<STRING>

header=<STRING>

onredirect=okjwarningjcriticaljfollow|sticky|stickyport

pagesize=<INTEGER><:INTEGER>

warning=DOUBLE
critical=DOUBLE
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B

FFE 1A FORXERFZR AV YT O AHRICLEEEILEL
F9, enTH. HEAD TI1g <. HTTP GET ¥ POST #%£179 %
CElTFERLTLREE,

a2 A2 EAYSECONDS K0 HWSEIFEESE LET, HEIL 5
OFEIZ 10m, BEOEEZ 10h, BoBElE 10d oEXTEE
ToLETEET,

POST iFU i Lc o Content-Type A5 —DATF « 7 5 1A T&H§
ELEY,

ERRBCHITESEHAILET (r =lF-REVAICTEET 22
ENHIET),

ERARBOXFIER - THRRELET,

ERRFOXFHER—ITRRELEFY (KXFNXFERFEhE
Hh).

BOoMnIZ CRITICAL 8L, BON5RIFNIZOKERLET,
BEAFEEFERALTCVWR IO+ =02 - —& : JIZADT— 1,
User Agent &L T, HTTP Ay ¥ TXESNZ XTI,

HTTP A v ¥ TRES N2 ZDMDY 7, BIDAN Y ¥ TEEREEA
TEFEY,

DFALT E =T D0ESE, sticky ([ follow ST ET
MOHEESNEZIP 7 RLAEE# LET, stickyport TliEs
2. R=FARUCTHE EEERUET,

PEBBN =Y FAZ (N1 b)) BERRAN—Y T X (1A
B

BE2T -5 AR ZINEEE (B

BART —F AR B ISR (1)
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K 15-3. HTTPS 7B b O RFT 3>

BEROIIZATVVaY B
sni SSL/TLS /R & MiksRE SR — L ET (SNI),
certificate=<INTEGER> AAEOROBHHEE, R—-FEEOT I HIT443 T, D

FIvavEERTsE. URLIZFTvrvanhEtA,

authorization=AUTH_PAIR EAFBAIEEALTND A FEOI-T =% JIRT— K,

15 [OKlz2 Uy LET,
RDAT v 7

T—EX TV —ET-IILERENITET,

H—/N T—I)LDIENN

=)=zl T, Ny I IR = )\ERHENDNEPNICEE, HEITENTEET S—)LIFO-F
NS ORBAEDERICERASNET, T—ILICIE. BEMF VI ISA-YADODT—EX EZ5 — I
EXESCR

FlE

1 vSphere Web Client IcO0 7«1 > LE T,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 20 U w2 L
x£Y,

3 [NSXEdgel &5 7)L7Uw o LET,

4 [&# (Manage)l &7 U w2 LT, [B—F J){ZY (Load Balancen] # &2 U w7 LET,
5 EROFET—23> ){RILT, [T=JL(Pools)l £ Uy L&Y,

6 [em(Add)] (#) FravEsU Y LET,

7 O—FNSUY T )OZRIEHBEANLET,

8 BRMIULELT—EXTEILTINIYXLDING VY VT HEERRTEXY,

F7vav AR

IP-HASH V=2ZIP7RLADON\YYa, BIURITINTNZIRNTOY—/OEHOEFHTED N
T, U= )\&EBRLET,
COATYavTIE. IO ZLDINS A= [ZEDICHRIET,

LEASTCONN H =\ OEFEOEGRICEDNT, V317V FEREEHOY —/NCEELET,
FLWERIL, BRI REL VT —NITRESNET,
COATYa T TILTUZLDINTA=5 [TEDITRIET,

ROUND_ROBIN &0 -3, BUHTENTBEHICH > VBB CEAENET,
THIA, U - OREEEAE S SN L EICABHAIC, BEHATAFATILTUZA
<9,

COA T 2Tl PV ZLDINSGA=5 [IEAICEDET,
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FTvay
URI

HTTPHEADER

URL

Bl

URI A BIOE S (BRI OBIDERD) MY\ v axh, RITHROY —)\OAFTEHICE ST
BREINEY,

BRICKLD, BREZETLIU—/\MBESNET, ChICLD, T—)\hEFHLEDELE
LD LARWERD, URIANDER U —/NICKESNELSICLET,

URI 7L TV XL IS A=5ICIE2 DDA T 3> (uriLlength=<len> |
uriDepth=<dep>) N'HBDET, ESD/(SA—5D&HEIT 1<=len<256 TT, F=D
IS A -5 O#HEIL 1<=dep<10 TT,

RIERIOINTA-FICIE, EQBENFIE=ET, cno60F T a0 Tld. URIORY
DEADHICEDVNTH =)D\ U TEITICENTEET, RID/INTA=FIL
7L T3U ZLN URI OBRFAOWAICEEZESINEXFRLITERNRELT/\ YY1 EtET T
EERUET,

REDNTA=FIE, Ny aDFEICERESND T« LY FUDRKOFESERLET,
BRICEENDZATY AN DOLRILELVLTHALSNET, MAD/I\T A5 HIEE
INTVBHBEIL, WITNADINTA-FIGELEESICRHMEMMEIELET,

& HTTP kT HTTP A v ¥ —Z20RENMTHNET,

A aATHEENAY S —&IE, ACL @ hdr() B# e FRICAXF S NXFEN RIS NEY
e NS =D FEIIEEEATLRVNGEIZ. 2O ROEY ZILTU XANER
INET,

HTTPHEADER 7). ZU XL IS A=5DF 72 213 1 D (headerName=<name>) ¢
9, f=&z1d. host # HTTPHEADER 7 )L T U XA NS A—=5 E L THERATEET,

Bl#rIcigESN S URL /(S A—413, & HTTP GET RV TUXFHIATRRSNET,
INSA=T DHRBICFESD = LENMEHE., TOBEN/\yYaETh, RIS T—/(D
BHOAFTEISNET, HBRICED, BEREZET 2T/ (NMBESNEYT, coTOL
2EFEALTERICEENS - — D MBI, Y-/ ORI ZIIELEAR 5410
RO, BICRALI-Y—-IDABUCY—/NITHESNET,
BEEIINTA=THBRESINENFEEIL, 2OV OEY 7L OUXLANMEREINET,
URL 7ILTU XL IS A= DA T2 3014 1 D (urlParam=<url>) T9,

9 (FTva)[EZF— Monitors)] FOYTH DY AZa—h5, BFEOT I 4L FERIFHAY LOEZY —

EERUET,
10 AVN—=&ET—)LISEMUETY,

a pemAdd)] 7oy () #rUvs LET,

b —/UAVN—DOZBIEIPT7RLAEANT ZH. Fld [EBR Select)] &0 Uw o LT IL—T FT

VIV FEEIDHTETY,

I —T F TV 1 RlE, vCenter Server £=IZNSX DWLWIT AT,

C AVN=PNESTrvIEZEITEIR-—FE, BEMEERT D ping EAVN-DRET2ERR— &

AALFET,

BhEY 2B —/NITR— FEEARESN T 2HBE, R— FOEILNuUll [T 0 £,

d [EH Uy avI, TOAVIN=ICEDIE TR TV IDEEGEANNLET,

e AVN—PUETE2RRFAFEGEHEANILET,

REERIL, RABEBASEF1-ICANSN., FRDBRSNEEZTHHLET,
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f AV I—ABICRIANS BIFREGREAN LET,
g [OKl&EYUvsLET,

11 [E@y (Transparent)] #8RT2E, 9547V RIPTRLAENY I T Y R Y—/)NTHERATEDLD(CAD
ESE N

[EBr] &BRLUBWE (CNATIFILHE). bS5 709 V=P 7RLRAFIN\y oIV R Y—)NICO—
RISV OREIP 7 RLAELTRENET, [BBEM] 2:8RT 2BE. V- IP 7 RLAIEEDY S 4
TURIPTZRLATHD, ROy FICNSXEdge 7/)\1 2 &RBIE S ICIINSXEdge &7 T 4L &7 —
FOTAEUTRET ZHENHDET,

12 [OKlZz7 Uy LET,

TV —23> 77 74 IVOVER

BEDY A TDRY D=0 5T vV DBFEEERT BICIE. YTV —23> JOT7AIVEFERLEY,
JO77MIVERELELS, REBRYT-/NICEENITET., BENMITSNLRBY—/NUL TOT 7 MILITHEESNIC
BICROTHS Ty ZRBLEY, JOT7 M EERT S E. Ry D=7 3574 v OEERICHT 2HIH
@b, 374 v VEBY XV NLDBEZHTHENICE DT,

FIig
1 vSphere Web Client IcO 7« > LT,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 2 U v o L
ESCIN

INSXEdge] #%5 7L U v LET,
[ (Manage)l &7 J v~ LT, [O—k /NS4 (Load Balancen] # J& o Uy LET,
EROTES =23y )XRILT, [7TUT—>3> 70774 )L (Application Profiles)] #2 U v o L&Y,

O U A W

G (Add)] () FravES UV LET,

7 TOJ77AMNOEBEAAL. FOYTIY IV AZa—hsTOT7AIERONREBDZ ST v 54
TEBRLEY,

NST1v9 547 HYR-NENBZR-VRFYR AV YR

TCP V=2 1P 7 kL2, MSRDP

HTTP Cookie, V=2 IP7ELZ

HTTPS Cookie, SSLtv> =2 ID (SSL/S22IL—mE%) . V-2 IP 7 RLZ
ubpP V=2IP7RLZA

8 HITP FZ a4 v omUAFALY FeEmd URLZEZANDLET,
fcEAIE RS Ty 0% http://myweb.com 15 https://myweb.com [CERXTEET,
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10

TOT77ANDIN= AT VA IATEFOY TITIY AZ1—No/ELET,

=Y AFTVAFEICLD. V34TV FEREWBUCHED T )L AVN-2E vy ay T-9hE
BENTRESNEY, oo ALY Y 3 VELRBEEOLY Y 3V TR 73472 RFERABL T )L A
VIN—CUFALY FEnET,

DSATRTHBEDYA RICHTT I 22T 38IC, —=20 Cookie #BA LTy Y a Vv EHBIT D
[ZIZ. [Cookie] ®/\—> 2TV 2&FIRLET,

ZD#HDOERT Cookie MBRBEN., BUET — ) INOEHEIEREINET,

V—Z2IP7RLRAICEDWCZY Y a vEEHT ZICIE. [V—X IP(Source IP)] @/{—3 25 > 2 &38R
LET,

BRI FLADT IAZT7 4 IN—V ATV RE YR — RT3 REBT — )\\QEFE Y 47 FHAERT
& O-FNSUPTIER 200472 FAMRIEGELUENE DD ERR L, Bl enanid. 7
AT RERUT =)L AVNN=TRUET,

Microsoft Remote Desktop Protocol (IMSRDP]) ®/ (=< 25 2 &#iRd % &, Windows 7 541 7>

& Microsoft Remote Desktop Protocol (RDP) 0 —EZ AT N T30 —/\EOXKEEtzY > 3
R CESET,

MSRDP J{—> 25V 2E=BRICT 21z OH#EEES F 1 F & LT Windows Server 2003 & 7=z (% Windows
Server 2008 =17 LTI\ D AV NN =TEMINZO-R NS>0 T—)LEERL. €ZTIRNTO
A ){=n"Windows 7 S 247 ICE L. Windows zwv> 3> T4 LY RUICEMTELDICTZTETY,

Cookie &= AA L. Cookie DIBEAICERT 2 E— RERIRLET,

FTvay B

BA

NSX Edge #' Cookie &%fE LET,

=)0t 1 DLLED Cookie %52 &, 7547V HE €5 1 D Cookie (U—/to
Cookie + Edge ® Cookie) #=5L%xd, U —/(H Cookie #%XELBNGEIL. 751
7> -3 Edge @ Cookie #=2(5 L& 9,

TVT4v IR 9547 FhE#HO Cookie UK~ FLTVWALMBEIE, TOF T 3 Vv ERRLET,

EIRTO TS0, EH D Cookie #Z(FH1F7£T, 1 DD Cookie dH&EUR—
TEERISA TV FEFERBULER7 JU -2 3 v EERLTL 554, Web U —)UZ
Cookie #@E&EE D X(ELET, NSXEdge 1. #m Cookie 5% (FU T4 v 7 R2EL

) o —/)to Cookie fEIciBALET, Z Cookie MamanrziEikiL., NSX Edge ntf—
JNTRE LIz EEITIBRENET,

TIVr—vay eyvay o — /U3 Cookie EXELFE B A, TORDDIC, I -ty 3 ViEHRE URL & LT%

ELET,

feE A3
http://mysite.com/admin/UpdateUserServlet;jsessionid=0I24B9ASD7BSSD hH'itfs
TN3B4, jsessionid A1 —T— vy s UIBRTH D, F/(—Y ATV ADED
ZEASNET, FITINYa—FTavTDROIC. 7TUTr—ay vy aro)li—->
AT VA T=IINERZZLIITEEE A
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11

12

13

14

15

W= ATV AOBHEEMELTAALET,
=2 ATV ZADOBEMEBEDT 7 4 )L HIE 5 AT,

L7O-F NS I TTCPTY—XIPTRLADIN—V ATV AEFERT 22T UATIE, —EHREICH
RO TCP BENRVIFE, BEMMER CTHOTEN -V AT VA IV RFUMNY ALY I RLET,

(AT 3 V)HTIPS RS04 w007 U =23y JOT 7ML EERLET,

RO HTIPS F2 7 197 )N =V ATR— FEh&ET,

m SSLATO-R-U547F->HTTIPS->LB (SSL ##&7) ->HTTP -> & —)(
m SSLTOFY-0547 2 F->HTIPS->LB (SSL&#7) -> HTTPS -> 5 —/(
m SSLXRZ—=-9 547+ ->HTTPS-> LB (SSL &#&7) -> HTTPS -> & —)¢
B AT R ->HTTP-> LB ->HTTP -> & —/(

a (7> 3V) [X-Forwarded-For HTTP ~v % m1EA (Insert X-Forwarded-For HTTP header)] #3&3R L.
O—RNSUTEBUTWeb U= )NICEHET R ISA 7V FOREIP TRLAEBRECESLSICLET,

b [t—EXFBAZ 0 (Configure Service Certificate)] &R L. [IRA8 — ) FEEAZE (Virtual Server
Certificates)] ¥ 7. #@AAAEAY - EAGHEE, CAFRE. SLUVO-FNSUTEDI ATV RH
SOHTIPS F2 74 v DR TICERT 2aAER3U 2~ (CRL) #EBRUE T,

NI 731472 R -> B oG HTTPS OB EICOHBETT,

c (FF¥a)[F—)Lao SSL oBERE (Enable Pool Side SSL)] ##IRL T, O— R )\ &Ny Ty
R — )N O HTTPS Ex=BJ/mIc LET,

Tl BARESSLEFERLULT, TVRY—IVFOSSLERETEET,

d (#F7v3av)[U—EREEEORER (Configure Service Certificate)] 2R L. % [—)LaE#EZE (Pool
Certificates)] ¥ 7T, U—)\AhB50— R NSV UERET 27=0ITEHAT 2BEAAIEERL T — E AGERE,
CAIRZE., LU CRLEBIRLET,

ZhIE, 7547 > HTTPS -> LB -> HTTPS -> & — )\ /(5 — U DBEICOHMETT,

NSXEdge O— F NS HIC CAFERRE L CRLAY TICHRES N, NV I IV E Y—)\N05T— ERGEA
EBERIAT2LENHDHEIE. U-EXFAREERETCEET, Ifey NI IV RE =)0 O0—-F N
SUTDT-—ERAABTERIAT 2LENHEHEIC. COF TV avEFALTCO— RISV UARE
EINNV I IR U= NN[CIRHT S CEETEERT,

SSLTLS NV Rz A 7BICR OV I - FEnaBES 7L U XLAXCIIBS A — FERBRLET,
fc&AId 3DES S A — FOHEERBIT DL DICFHFATEET,
D347 FRAERBBRT HNVAICKET 5N E. FOYITTIY AZ1-D5HEELET,

WAICEREUIZE. 7217 Rd. BRI\ By Ao RiESsnick, SIREZRMT S UEDH
D&,

OKl&o Uy LEY,
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7TV —2 32 )b—I)LDIBM
TIUT—= 3 )L—ILEERLT, 7 IUT =33 bSOy OBREEBEEBEBEITOCENTEETT,

TIVT=23V )b=ILOBIE [7TUT =232 )L—)LOfl] 28R LTIRE,

FIE

—_

vSphere Web Client IcE 71 >~ L%,

2 [Networking and Security (Networking & Security)l %7 U w7 L. [NSX Edge (NSXEdges)l &2 U v o L
ESCIN

A U1 AW

INSXEdgel #% 7L Uw o LET,
[ (Manage)] > [0 — F /US>t (Load Balancer)] # JMIEICY Uy 7 LET,
EROFES =23y )XRILT, [7TUT—> 3> )L—)L (Application Rules)] 227 U w7 L&Y,

e (Add)] () 7aavESUY I LET,

7 L= OBBIEXAT T FEANDLET,

7

T =232 L= )L OBEXOFMIC DN T,

http://cbonte.github.io/haproxy-dconv/configuration-1.5.html #2B LT EE L),

8 [OKlz”7Uvo LEY,

77U —= 32 )Lb—ILOF)

KHICEDS HTTP/HTTPS U 4L o

IV —=23y IO 7AIILTIE BRURLICBEARASEICFS v &EVS ALY 925, HTTP/HTTPS O
USA LY FERECESET, Fieo HITP/HTIPS RS T4 v 0z US ALY R 2RHERRICIEETCEET,

move the login URL only to HTTPS.

acl
acl
acl
acl
acl
acl

clear dst_port 80

secure dst_port 8080

login_page url_beg /login

logout url_beg /logout

uid_given url_reg /login?userid=[A&]+
cookie_set hdr_sub(cookie) SEEN=1

redirect prefix https://mysite.com set-cookie SEEN=1 if !cookie_set
redirect prefix https://mysite.com if login_page !secure

redirect prefix http://mysite.com drop-query if login_page !uid_given
redirect location http://mysite.com/ if !login_page secure

redirect location / clear-cookie USERID= if logout
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RALRICKBIV—T4 7
RAAS VRIS TCEBREFEOOA— R NS F=JLICHA LY R 7 U= 30 L= IILEERTEET,
RDIL—ILIE, foo.com ANDER%E pool_1 IZ, barcom AOER%E pool 2 I 1 L7 FULET,

acl is_foo hdr_dom(host) -i foo
acl is_bar hdr_dom(host) -i bar
use_backend pool_1 if is_foo
use_backend pool_2 if is_bar

Microsoft RDP mBa— R NS> vy 5B L NMR#E

ROTY T 2 FUATIE O—F N\SUTABFHROALZNWT—/NUCHLLWI-—TF—&E08 L. Uehicty 3
VEBRLET, COYFTUATIE NSXEdge ORER+( % —T 4 X IP 7 FLZAY10.0.0.18, WE1 % —
TAZIPT7RELAA 19216811, RET —/{A1192.168.1.100, 192.168.1.101, 192.168.1.102 [C72) £,

T MSRDP ket 92 TCP R Jr w7 U r—23y JOTJ7AIILEERULET,
2 TCPfEeME =4 — (tcp_monitor) R LET,

3 192.168.1.100:3389, 192.168.1.101:3389, 192.168.1.102:3389 & A /){\—&9F % (rdp-pool &L\ 5 &RFID)
T-IEFERLET,

4 tcp_monitor % rdp-pool IZEE T FE T,
5 RO7IUT—2av L)L EERLET,

tcp-request content track-scl rdp_cookie(mstshash) table rdp-pool
tcp-request content track-sc2 src table ipv4_ip_table

# each single IP can have up to 2 connections on the VDI infrastructure
tcp-request content reject if { sc2_conn_cur ge 2 }

# each single IP can try up to 5 connections in a single minute
tcp-request content reject if { sc2_conn_rate ge 10 }

# Each user is supposed to get a single active connection at a time, block the second one
tcp-request content reject if { scl_conn_cur ge 2 }

# if a user tried to get connected at least 10 times over the last minute,
# it could be a brute force
tcp-request content reject if { scl_conn_rate ge 10 }

6 (rdp-vs LW\ SERID) BT —/I\EERLET,

7 7TV —=23y TOTFAIECOREY —/NICBEENIT. FIE4 TERLET TV -3y )L—)L&8
muLErd,

R —/)INCHBISERENS Y T -3 )L—)LId RDP O—\ZRELET,
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SEmZOY
NSXO—R NS UTIE. T4 FTCERNLBOTERESR—FLTWEDS, F2TILYa—T1 2 TDLDE
MEOT AV t—IERRKT BIFEIL. ROLSBT7 TV -3 )= IIVEERLUET,

# log the name of the virtual server
capture request header Host len 32

# log the amount of data uploaded during a POST
capture request header Content-Length len 10
# log the beginning of the referrer

capture request header Referer len 20

# server name (useful for outgoing proxies only)
capture response header Server len 20

# logging the content-length is useful with "option logasap"
capture response header Content-Length len 10

# log the expected cache behaviour on the response
capture response header Cache-Control len 8

# the Via header will report the next proxy's name
capture response header Via len 20

# log the URL location during a redirection
capture response header Location len 20

TITVT=23 v )L IILERBT—NICEEMTE & OFICIDROAIDOL S ICFHEMRAY Z—IHR&#ENET,

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - -

[25/Apr/2013:09:18:16 +0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51656 856 "vip-http-
complete"
"pool-http-complete" "m2" 145 0 126172 --NI 1100000 "" "" "10.117.35.187" "Mozilla/5.0

(Windows NT 6.1; WOw64) AppleWebKit/537.31
(KHTML, 1ike Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - -

[25/Apr/2013:09:18:16 +0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51657 856 "vip-http-
complete"
"pool-http-complete" "m2" 412 0 0 2 414 --NIOOOOOOO " " "10.117.35.187" "Mozilla/5.0

(Windows NT 6.1; WOw64) AppleWebKit/537.31
(KHTML, 1like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

HTTPS bS04 v o0& RS TN 2—T 4 V73 3HBEIC. BHEOIL—IILEEMURBTNERSRZNIENH D E

T, FEAEOWeb 7TU -2 30 TId, (B8, 074 VFRIZPOSTHUE LOREIC) 75147 FER—Y
CUSA LY Fg2007— 3y Ay SO 301/302 ISE&EFERLES, £/ee 77U - 3@ Cookie
EVBELVEY, ZOH. 7IUT -3y U=\ SAT7 Y FOBRGIEHRERHIT 2 ENELVBE D, &
ICIETERVGENHVET, 7 ITUT -2 a VNHRELLB<RB2HBEEHIET,
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Web 77U —> 3T SSLA O~ FEYR—-FF3ICIE, RO —ILEBMULET,

# See clearly in the log if the application is setting up response for HTTP or HTTPS
capture response header Location len 32
capture response header Set-Cookie len 32

# Provde client side connection info to application server over HTTP header
http-request set-header X-Forwarded-Proto https if { ssl_fc }
http-request set-header X-Forwarded-Proto http if !{ ssl_

SSLBETHERINZHBEIE. O—F N\SUTICKDRONY I HBASNET,

X-Forwarded-Proto: https

HTTP BB THERENSHBEIL. O—F NS UTICKDROANY THEASNET,

X-Forwarded-Proto: http

#HEODURLOZ7Ov o
URLIZHEDF—D— RAEENZBRETO VI TEEXT, ROV TILIL—)LIE, BRA/private £7zI3 /finance
THEINEINEERLT. TNE5DF—TJ—-REEOBERETOVY LET,

acl block_url_list path_beg -i /private /finance
block if block_url_list

Cookie 28 £ A NMBEORIEAD HTTP UFAL ok

Cookie #&FRWVWISA TV FERPBIAEZTDEICUSTA LY FTEET, ROTVTFIL)L—ILIE. HTTP
BRNMEFECT=2EDTH ). Cookie EAYY —ICEATNDZEEMRALET, B Cookie #&F R VEA,
IW—=ILIIBRNFRELE =T 5 &£ 5T /authentphp ICUS 1 LY FULET,

acl authent_url url /authent.php
acl cookie_present hdr_sub(cookie) cookiel=
redirect prefix /authent.php if !authent_url !cookie_present

TIAIWNER=DADUFTA LI~

DIATVERER/ETIAINEOR=ICUTA LY FTEXT, ROV TILIL—ILIE. HTTP ERA/ TH 2
NEINEERLTC. TOLOBEBERET I FOOTA Y R=TJICUTA LT FLET,

acl default_url url /
redirect prefix /login.php if default_url
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P2 S (NI V78
T2ARY T=IMFOLTVNBEEIC, AVTFF VAN T )LaERALT, URLEA VT2 Web 1
I RICUTA LT FTEET,

redirect location http://maitenance.xyz.com/maintenance.htm

NT LAN Manager (NTLM) 523k
BEROBICH-I\NtyavERTULRNELSICTZHEF. NTLIM JO )L aERAT2 T, -ty
VA VERBOLVRETEET,

no option http-server-close

P—NAYF—DEZHZ

BEFEOIET—I\AY T —ZHRLUT, BIOY—/NICBSHMA S CENTEET, ROTY TV IIL—ILIE =)0
A5 —ZHIBR LT NGINX Web & —/)NICBE#A F9, NGINXWeb & —/Ud, HTTP, HTTPS, SMTP, POP3
BLVIMAP 7O FDLOUN=Z TOF> =)\ HITP Fvva, BLUVO-F NS EUTHEET S C
ENAIRET T,

rspidel Server
rspadd Server:\ nginx

UTA LI bDEZHBRZ

O—>3 > Ayd—&HTTP "5 HTTPS [CESMA 22 ENTESET, ROY VY TILIL—ILIE, O —> 3>
ANy —aRELT, HITP 2 HTTP [CBSA £ T,

rspirep Alocation:\ http://(.*) Location:\ https://\1

RRAN R=XDEET—ILDZEIR

FBEDRA FMMEESNEERE, EESNLCT—IICUFA LI FTEEXT, ROV TILIIL—ILIE. BEDKI
~ (applxyz.com. app2.xyzcom, host_any_app3) MEESNLEREERLT. ChH5DEREETNENIC
EEIN=T—JL (pool_appl. pool_app2. pool_app3) ICUFA LY FLEY, TOMIRTOERIL, K8
- NICEBSNEEFED T —ILICUT ALY FEanETd,

acl host_appl hdr(Host) -i appl.xyz.com
acl host_app2 hdr(Host) -i app2.xyz.com
acl host_any_app3 hdr_beg(host) -i app3

use_backend pool_appl if host_appl

use_backend pool_app2 if host_app2
use_backend pool_app3 if host_any_app3
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URL CED<HET—ILOEIR

URLF =D — A ESNIZERE, BEDT—ILICUSA LY FTEXT, ROT U TILIL—)LIE BRA /private
F7zl3 /finance THREZHNEINEERLTC. TNEDEREESH NI T—)L (pool_private F1zl4
pool_finance) [CUX ALY FULET, ZOMIRTOERIL, REY —/NCEZSINBEO T—ILICUY T L
JFanxT,

acl site_private path_beg -i /private
acl site_finance path_beg -i /finance
use_backend pool_private if site_private
use_backend pool_finance if site_finance

TS24 T=IBFI U LTNBIEEDUTA LI

54U T=ILOY—)\HFI Y LTNBBARL. YT T—ILOY—N\EERTZLSC1-H—5U4
ALY FTEEXT, ROT U TILIL—)LIE pool_production 7D LTVWEHAEIAERRBL T, 1—Y—%
pool_sorry_server [CERX LE T,

acl pool_production_down nbsrv(pool_production) eq 0
use_backend pool_sorry_server if pool_production_down

TCP DRI A U R b
D547 RIPTRELANMT—NICT I CALRBNLDICTAVI TEXT, ROV TV IL—ILIE. EBSN
P7rLZ2ETOVI U, IP7ELANKRIA FURARICEENTVRVIGEICEREESLET,

acl whitelist src 10.10.10.0 20.20.20.0
tcp-request connection reject if !whitelist

SSLv3 & TLSVI 2/%hICT 5

T )L FTIE SSLv3 & TLSVT IZEMICERESNTWE Y —EX EZH4— TV AT/ 3T, ROT T
T=2aV )L-ILERALT. INSZEBMCTEIENTEET,

sslv3 enable
tlsvl enable

O2AT DY 3y FA4ALT U NRE

Ly av IALTORE VAT REENKRT VT« TREICLB S IS8 DERMRO LTI, k7Y
TATREDTALTDRE. BELTWEI AT Y ENeDT =9 MERICITXESNLBNBEICERSNE
Y, HTTP E—RTIE 7347 FHBEREXET IRPORME,. SLUT—/ W oRESNLT—YEI AT
VEDHHAMBERIC. COTTLTY D FEEBI S CENRKICEETY, TIAINEFOYALT DRI 5 2E
<Y,
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RO TV IL—=ILTIE. 74 L7 D HEREZE 100 RICRELFT,

timeout client 100s

BRI UM B 2. BB FLIIBERUE U CEHTRECEET,

{RFBH —/NDIENN
RAEH —) V& LT NSX Edge REBA VT =TT ARFEIEITYv U A9 —T 1A AEENLUET,
AR

B FIUT=2 3y TATFAIINERR TS CE®ABLET, [7ITU -3 JOJ7MI)LOER] &5
BLTES 0,

B TIUT=2 a3y ) ERBY-INCEENT 2SS [7TU -3 TOTJ 71 )LOFER] #28BL
T,

B R)ERAO-FN\SUTEFERTSIOICTIES LY avEaBMCTZHEIE. O—F NS UTORE
BICY oo L—2aVvERMCTOUENDVET, [O—F /ST T-EADORE] EERLTILESL,

Flia

—_

vSphere Web Client [cO 21 >~ L&,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 2 U v L
ESCIN

INSXEdgel #5 TIL7 U v LET,
[ (Manage)l &7 J v~ LT, [O—k /NS4 (Load Balancen] # 7& o U v o LET,
EROFTES -2 a3y a0 T, RET ) (Virtual Servers)l #2 Uw o7 LET,

O U M~ W

G (Add)] () FravEs UV LET,

~

COREY — N\ EFRAAEICT 2T, REY—/)\nBERNME (Enable Virtual Server)] &:#iR L £,

8 (FTvaY)NSXEdgeO—RNSUUA, L7O0-RNSUY TV VUTIERL, L0EEZ L4 0-R IS
VY IV VEBRATILDICHTETZICIE (TS L - a v oEWE (Enable Acceleration)] &#R L
ES N

IV T—=>3> )L—IL. HTTP %1 7, Cookie D/)\—> 2T Y AR EDRBY —)\EET L7 O—FI)I\ZY
T IVIVEFERIZHBAER. 7RIS L3 vERRICLENESINICERA L/O-RF NSV T Ty
JUBMERENET,

CLl 3~ >k show service load balancer virt #EE323&, FRAOOD— R N\NS U TV
EHERTCEET,

9 REBU-NICHEENTZETIUT—23> JOT 7ML EBERLET,

BT 2RBT—/N\NELTRLUTORDVICEEN TS CEATESZ Y T -3y JOTJ 7)1 DD
TY, BRUICT—IILICTR=—FENTN 2T —EANKRTENET,

10 BT —/\DEFIEHRBEADLET,
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11 [IP 7 RLZMZER (Select IP Address)] #7 U w2 L, O—RINSUSNEFETZIP 7RLAEFZRELT, IR
B —)\ABT 2 O RIJLEANLET,

P 7 RLAMDBER]) 74707 Ry AClE. TSAXUIP 7 RLAOHINERRENET, TAVFTUIP 7R
L 2&FERLTVIP 2EmM T 254813, FETAALET,

12 REBY—)\MUBI 2 TORILE, FOYITOY AZ1-H5BRULET,
13 O—F IS UHA listen $2R—- FEBSEANDLET,

Ffc. 80,8001-8004,443 DL S ICR— F&EEERZREL T, U—/NT—JL. 7IUT—>3> TJOT7 1) 7
TUT =23V L= B EDRBY - ) REEHBTEEXT,

FTIP 2EAeaIcid. TCP JORDJLICR—F 21 AEIDHTENTN I MENH D FT,
14 77UTr—232 )L—I)LEBRUET,
15 [EROSIR] €7 a v, REY — )R RTAE L BERHERORABRE AN LET,
16 [FEHREOHIR] 7 a v, 1 BELDICRET 2FREREROERBEANLET,

17 (# 7+ 3) 4 (Advanced)] # 7= U v o LT, IREBY—/NCEENITE 7 TUT—2 37 JL—)L&EE
LET,

18 [OKlZ7Uv o LET,

TITUr— g JOT77AI)IDOER
T —2 a3y JOT 7 AIIVEFER LU TREY —/)NICEEMITET, ERRLIETO T 71 I)LEREHLZD, VAT
L)Y —RAEFNT BIEHDICEIRT D2 ENTEET,

T —2 3> A7 7A4IIVDiRE
TIUT— a3y JOJ 7 AN ERETEET,

Fia

—_

vSphere Web Client [cO % >~ L& T,

[Networking and Security (Networking & Security)l 2 U w2 U, [NSXEdgel #27 J v L£T,
INSXEdge] #5 TILV U v LET,

[B547 (Moniton)] # 77 U w7 LT, [O—F /)NS5t~ (Load Balancen] # 7&#2 U v o LET,
ERIOFTET =23y Xx)LT, [7TUr—>3> FO7 74 )L (Application Profiles)l 2 U w o LET,

N U A WN

TOT7AIERIRLT, REEAD] (¢7) ZravaE I Uv s LET,
7 FS5T490, JIS—V AT UA, AR, XIBE0OREEEYICEELC KT (Finish)] =27 U v LET,
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O— K /NS Y SSL Termination D& E

SSL Termination #z%F L CWaLFE, HTTP ERlIRESNETA, O— RN\ UTE V—REY=T Y D
IP7RLZPD, BEbSNicT -5 &R HLET, HTTP EREBAT 288, O— RIS TSSLEyvy avsE
BTLUTC, I T=ILICd 25 UWSSL w3 VaEERLET,

s

frE S

|

[E32 (Manage)] > [7E (Settings)] > [REBAE (Certificates)] DIBICEB LT, BRRAPENH S AL E

<}

o

FIIE

1 77U4s—>3> 7O07J74)L7T, [BE# (Manage)] > [0— R /US>t — (Load Balancen] > [7 7 U —2 3
>~ 707 71 )L (Application Profiles)] MIBEISERLET,

2 FOvIYOY AZa—p5 [HTTPS] 7 1 T&28RUET,
3 [SSL/tZZJL—mERE (Enable SSL Passthrough)] AMZBRERBREN T\ 2 C &R L E T,
4 [U—EREHEE0#EM (Configure Service Certificate)] ANBIREIN TN Z & EBRLET,
5 BEYRAAEEU A RNSBRUET,
* Edit Profile (?)
Name: OneArmWeb-01
Type: | HTTPS [+]

[] Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |+ ]

Cookie Name:
Mode: A
Expires in (Seconds):

[ ] Insert X-Forwarded-For HTTP header
[_] Enable Pool Side SSL

_I. Virtual Server Certificates [ Pool Cerificates ]

lsmcpmﬁcqt_es j CA Cerificates \ CRL |

™ Configure Service Certificate
Common Name Issuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep82015-Thu
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
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77U —2 32 7O7 740K
TV —=3y AT 7 AL ERIBRTEET,

Flr

—_

vSphere Web Client IcO% 1 >~ LEd,

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] 20 U w2 L
E3C

[NSX Edgel &5 T)L4 Uw 7 LET,
[&# (Manage)] > [0 — F /US> (Load Balancen] # J@IEICZ U w2 LET,
ERIOFET =3y Xx)LT, [7TUr—>3> FO774)L (Application Profiles)l £ U w o LET,

o U M~ W

TOT7AIILERIRL. [HIE: (Delete)] 74 a>&xa v UET,

H—EREZHIY—DEIE

H—bEX T —&ERLT, XY D=0 ST DBEMETF TV I\SA—YETFEERL, T—)LICEEN
[TET, (ERRUIET—EX EZA—ITFHLED, VAT AL UV —AFHNOIEDICHIBRTZZEETEET,
H—ERXR EFZY—DIRE

Y—bEXA T —ERETETET,

Fl&

—_

vSphere Web Client IcO% 1 >~ LEd,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 20 U w2 L
E3E

INSXEdge]l #5 7L U v LET,

[&# (Manage)] > [0 — F /US> (Load Balancen] # J@IEICV U w2 LET,

EROFTET -3 X)L T, [U—EX EZ4 U (Service Monitoring)l %2 U v LET,
T-EX By -&ERL, [REEIIY] 7132 EV UV I LET,

N OO o MW

MEBRZEEIT., [OKlEZ0 Uy LET,
H—EXREZY—DHIRE
Y- XTI —FHBRTEET,

FIE

1 vSphere Web Client O 1> LY,
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2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

INSXEdge]l &5 TILo U w o LET,
[&# (Manage)] > [0— /US> (Load Balancen] # J@IEICYZ U w2 LET,
EROFET =230 )IRILT, [T—EX EZH U7 (Service Monitoring)l 27 U w7 LE T,

N U AW

F—EX EZH —&RIRL. [HER Delete)] 71 av&EI Uy LET,

H—/N\ T—)lDOEE

O—R I\ UTICLBINBEBSETZEHICT—)\ T—J)LEBNMUIEET. BEOST—IILEFEHLIED., Y AT A
N — 2 &I D=DICEIBRLIED) TEET,

H—N\ T )L DiRE

H—)\ T | ERETEET,

FIE

—_

vSphere Web Client IcO %1 >~ LEY,

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

INSXEdge] #5 TIL U v LET,

[B547 (Moniton)] # &7 U w7 LT, [O—F /){Z5 >4 (Load Balancen] # 7&27 U w7 LET,
[T THEIMNMTNECEEBERLET,

REITD T ILEBRLET,

N o o o AW

meE (EAi)] () 74OV &EIUYILET,

[o0]

MELEEEITL, T Finish]l &z Uy o Uxd,

A— R NS TOEBE— FROERE

(BB L. 7547 RIP7RLANNNY I TV R G-\ THERTEZINESHERLET, T4 FTILLE
B ITBRENTVE B, COBE, NI TV R Y=L, F5T4v 2 V—ZADIPF7RLAZEO—R NS
VUOREIP 7 RLAELTRHLET, (BB &BRUEEA. VAP 7 RLAIEEDISA 7V RIPY
RL 127D, NSX Edge ntr— ) USBD /(2 LICEET 20BN B D ET, MAMLHRETTIL. NSX Edge & —
DT ITAINET— kT ELTHRELET,
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FIIE

¢ [&# (Manage)] > [00— # /{5t — (Load Balancer)] > [/ —)L (Pools)] @IEICZ U w5 L, o—)0T=)l
DFXET. BBRE—-FEBHCLET,

Edit Pool (?)
Name: # | Web-Tier-Pool-01
Description
Algorithm | ROUND-ROBIN [+]

Algarithm Parameters:

Monitors default_https_monitor ‘ v |
Members:
&
Enabled Name 5 e Weight Monitor Port | Port i sl
VC Container Connectic: Connecti
v web-01a 17216.1.. | 1 443 443 0 0
¥ 4 web-02a 172.16.1... | 1 443 443 0 0
oK || cancel L

H—/\ T—)LDHIR
B\ T L EBIRTEET,

Flia

—_

vSphere Web Client [cO 271 >~ L& T,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 20 U v L
ESC N

INSXEdgel #%5 TIL7 Uw o LET,

[B47 (Moniton)] # 7z~ U w7 LT, [O—F J{Z > (Load Balancen] # &7 U w7 LET,
[T ThEIMTNBZEEaBRLET,

HIBRS 2 T )L EBIRL T,

N OO0 o MW

(4% (Delete)] (%) FravEs v s LET,

RIEY —/NDOETE

R —)\EBMULILET, BIEOREBY — /) \OREEEHICITBRTEET,

RIS —/NDiRE
R8T — ) ERETEET,
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Flig
1 vSphere Web Client cO04 1> L&Y,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 22 U v o L
ESEIN

INSXEdgel &5 TILo U w0 LET,

(8548 (Moniton)] # 7727 U w2 LT, [O—F N5 1 (Load Balancen] % 7&27 Uy o L&,
[MA8t —/\ (Virtual Servers)] # 7& 0 1w LET,

RETRET—N\EBRLET,

N O o MW

fReE (BEit)] (+7) Z7rav&E I UYILET,
8 WMEARLTEET., [T (Finish)z27Uvs L%T,

RS — /XD HIFR

RAET — ) (EHIBRTEFTI,

FIE

1 vSphere Web Client IcO 7«1 > LT,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] 2 U v L
ESIN

INSXEdgel 2% 7)L7 U w o LET,

[B47 (Moniton)] # 77 Uw 7 LT, [O—F US> (Load Balancen] # 7&27 U w7 LET,
[MR8t — )/ (Virtual Servers)] # &4 U w7 LET,

HIBR G 2R — T BIRLUE T,

N OO o MW

(4% (Delete)] (%) FravEsUvs LET,

77— I)IL—ILDOERE
IS 2V L VERRLT, 7TV~ a3y 570 v 0 ERELET, BRI —ILIAREE 1
MR TEET,

TV —=2 3y b—ILDOiRE
TIVT=2a v - ERETEET,
Fli&

1 vSphere Web Client IcO0 7«1 > LE T,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSX Edges)] &2 U w2 L
E3C
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INSXEdge]l #% 7)L7 U w o LET,

[ (Manage)] > [0 — F /US>t (Load Balancer)] # JMIEIC7 Uy o LET,

EROFET =3y )XRILT [7TUr—> 3> )L—)L (Application Rules)] 2 U w7 LET,
IL—=ILERRL, [fRE (EdiY] 713> &E 7 Uy 7 LET,

N OO o MW

KWEREEET, [OKl &0 Uy LET,

77U —2 32 )L—I)LOHIR
TIUT—v a3 L)L EEIBRTEETD,

Flia

—_

vSphere Web Client IcO 71 >~ LEd,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 220 U v L
ESCIN

INSXEdgel #%5 TIL7 Uy LET,
[&# (Manage)] > [0 — k /US>t (Load Balancer)] # JMIEICY Uy o LET,
EROFTES =23y )XRILT, [7TUT—> 3> 70774 )L (Application Profiles)] 7 U w o L&Y,

S U1 MW

TOJ7AILEERL, [ Delete)] 74 avaEr Uy LET,

NTLM REEZ=EHAT 5 Web y—/XOA—RK NS> >0

TIAIETIE NSXO-FIINSUBIE, 72470 FOBERME D2 ZLlC, U—/ND TCP #tar U &,
NTLM BBEETIE, 1 DD TCP zv o 3 v TEEO HTTP ERELE LT 27, NSXO—F NSV TENT 235
TRENMRELET,

AIRSEM

COMBELET 220, NTLM RBar&#EA T2 Web o —)\o0— R NSV U 7EIT5/REIP 7 R LT, &
7 TIVT—=232 )L—ILEEBMULET,

add # NTLM authentication and keep the server connection open between requests
no option http-server-close

ZOFTUT=2 3V )L=)VICL 2T BHOBROBTY — EEARANICRED T SNET,

NSXB— R NS UHEBRDFYUA

NSXO— R N\SUUBMY T UAEFERLTC. BER Endto-End D —v J0—=8B@RL %9,

>HUX O T7—AO—RNSUHDERK
Edge Services Gateway (ESG) IF, S5 202147V R T4 v I DTOFVELTEZADZCENTEET,
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v &
gl [ —— ﬂi*E ﬁﬁg
o | ——>|r vy Ty

—> EX

JOFY E-FTIE O-FNSUHIE BEOIP 7 RLAEXERTT FLAELUTERLT, UJVITARE/\Y
DJIVES=NCXELEY, Ny IIVFT-NCE O-FINSUTALRESNIESICINTORS T 1y
IPRREN, COT—NIFO—FN\SUTICEREBELEY, COE— FIL SNAT E— FEIIIFEEBE—FE
BFEIINET,

—MHENSX D7 —LO-FNSUPIE NI IV R S—)NERIUTHEBIL Y —EIELBDZ Y TxRY RTT
JOqsnEY, NSXO—- R INNSUSREY - V547V Ens2ELIEU I I X F&RE IP T listen L,
NIV R H=NICUIITAREXRELET, UT—2 RS T4 9 7[CD0TIE UN=ZANAT M EERDF
Yo I NI IV RS- DOXETIP 7 FLAEREBY FLA (VIP) ICEBELTHAL, 7547 FITRIE
P7RLABERET 212D TT, COBREERITHRNE, V53472 FAOBEEMIMIENET,

ESGIEFZ T4 v U ERELRAC, VIP7RELZZNSNAOO-F NS IV VOIP7RLAICEEY 358
xRy D=0 FRELAEB (DNAT) 0547V FIP 7 RELRAZEESGIP 7 B L RICIHRY BRETRY FD—7
7 B LRZH (SNAT) D 2 DOBRIEERITLET,

RIZC ESGH—NIE RS Ty o EO-R NS T—/)NTXEL. O— RIS 9 F—)NIHEE ESG TR L.
SEICTTATURIORLET, COATavTId 410140 E-RLDEBEAKBICAZICR D ETAH, 2
DOERSANDDET, RMOEFRSIL. EAOESCU -/ \IMBEBERZZETHI, 2EBOEESIZO—- RN
SUTIEITOY AT RIP 7 RLRAERBLRNCETY, HITP/HTIPS 77U =230 TO 1 DOERER &
LT, HTTP 77U —> 3> J0O7 71)LT Insert X-Forwarded-For #B8%cd 2 Z &L > T Ny o TR
— )VITEESN D ERD X-Forwarded-For HTTP ANw 5 =120 547V R IP 7 RLZAMEINSNETD,
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NIV R G=NTOI5147 2+ IP 7 ELADOAREN. HTTP/HTIPS LADT T~ 3 U TRBERS
BAICIE. BBMNICEIESCIPVRLA TV ERETCSEY, V247NNV O TR S—)NEBUY T
Y RICRVBAICIE 11y E—REESNET, 105172 E— REFERLAZVWSAICE. Ny o Ty
FRS—)INOF 74N T— D240 TA-—RNSVTDOIP T RLAEERTZIUNEND DET,

D EBEROBAEUERIT 2 EICIE. BE. RO 2 D8HDET,

B SNAT/ 7O+ /3EEBE—F (EELTEHA)

®  DSR (Direct Server Return)

DSRE—RTIZ N oIV RU9—)\BEEY A7 IS LET, B/E. NSXO— RIS DSR &4
R—FLTWEB A,

Fig

1 Edgez#7)L7UvoLThHE, [BE (Manage)] > [RE (Settings)] > [AE#AE (Certificate)] Z##RL T, AF
BAEEEMRLET,

I OneArm-LoadBalancer-01  Actions ~

Summary  Monitor | Manage |

[Selﬁngs | Firewall ‘ DHCP ‘ NATl Routing ‘ Load Balancer ‘ VPN ‘

«“ & o {8 Actions
Configuration I Certificate
Interfaces | CACertificate

2 [&# (Manage)] > [O0— K /US> — (Load Balancen)] > [~ 00—/ VLR (Global Configuration)] > [#F&
(Edig] ##RLT. O—F ST H—E2EBMICLET,

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
Log Level: ﬁ]
[] Enable Senvice Insertion
Senvice Definition:
Service Configuration:

Deployment Specification:
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3 [&®¥ (Manage)]>[0— r /{5t —(LoadBalancer] > [7 U4 —> 3> FO7 7 )L (Application Profiles)]
EZIRLT, HTTPS 77U —v 3> JOJ 74 LEERLET,

New Profile (?)
Name: Web-SSL-Profile
Type: | HTTPS |~]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None | » J

Cookie Name:
Mode: v
Expires in (Seconds):

[] Insert X-Forwarded-For HTTP header
[] Enable Pool Side SSL

_I. Virtual Server Certifica... [ Pool Cerificates ]

Senvice Centificates | CA Certificates | CRL |

Configure Service Certificate
Common Name Issuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

()  VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

I BFIAYREROEE L. ERRORV V-2 3y RTIH BEEBRZOAREMEBNTNET,

4 FTv 37T, [BE (Manage)] > [0 — R /US> — (Load Balancer)] > [ —tE X =4 1J %] (Service
Monitoring)l &2 v LT, T FOU—EXEZY U VT EREL. MBIHEU T, EROHTTP/HTTPS
NeEED URL/URIICZEELET,
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5 [&% (Manage)] > [0 — R J\S >t — (Load Balancer)] > [7—JL (Pools)] 2R LT, U —/\ J—)L&E/ER
LEd,

SNAT E— REFEAT ZICIE. T—ILERTED [E@K (Transparent)] F vy Ry I 2A&EATDEEICLET,

Edit Pool L7}
Mame: # | Web-Tier-Pook-01
Drescription:
Algorithm | ROUND-ROBIN | =]

Algorithm Parameters

Monitors | default_https_monitor | = |
Members
L
e ., Ma: .
Ensbled Nama i o Waight Lo Port Connectio b
Cantaines Fort iz Connes dlions
v web-01a | 172.16.10.11 1 442 443 0 0
v web-02a  172.16.10.12 1 443 443 o o

[] Transparent

[_ox ][ cancel ]

BN UHARRSNBRICE > TN EEERFLET,

6 FSvar7c. [BE (Manage)] > [0— R /US>t — (Load Balancer)] > [/ —)L (Pools)] > [ —)L#kst
7~ (Show Pool Statistics)] #27 U w7 LT, A7 —45 AEHALET,

A= 2TF—=92AN[UP] ThHE - LUET,
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7 [&# (Manage)] > [O0— F /{5 >t — (Load Balancer)] > [{ix#8t —/ { (Virtual Servers)] 2R L T, RED —
INEFRRLET,

UDP x5 IcE/t0 4 —XVADTCP IC 40— R NSUTEGERTZBAICIE. (7725 L—Y 3 0B
{t (Enable Acceleration)] #4 v IC L& 9, [77 5L —> a>vnaat (Enable Acceleration)] #7 IZ L
TW2HBA, USNAT TO 714 795 — LB BTHDIzH. TJ71 7T —ILODAT =59 ANO— K IS
 NSX Edge T [B%) (Enabled)] L2 > T2 Z EZBRLET,

J General | Advanced

[w] Enable Virtual Server

Application Profile: | OneArmWeb-01 | J
Mame: * .Weh—Tier—VFP—m

Description: |

IP Address: e :_'172.16.10.10 Ql Select IP Address
Protocol: | HTTPS |+ ]
Port «[443 ]
Default Pool: | Web-Tier-Pool-01 |~ ]
Connection Limit: |0

Connection Rate Limit |0 | (CPS)

P7RLAANT =V T—)LICEENTENTN S ZEEBABLET,

8 ATvavT. FIUT—vavIIL—ILEFERLTNEEE, (&8 (Manage) > [O0— F /U5 >+ — (Load
Balancen] > [7 U4 —> 3> JL—JL (Application Rules)] TR EERELE T,

Name: | App-Rule-1 |

Script: # Asample application rule to log the name of the
virtual server

capture request header Hostlen 32%
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9 TIUT—vavIl-IILEERT 354, [BE (Manage)] > [O0— F /{5 > — (Load Balancer)] > [{rA8 5 —
)¢ (Virtual Servers)] > [5£# (Advanced)] TRES —/NICT7 U T —> 3V L—IILABEERITAN TN &
EHERLET,

HR— 32D TIE https://communities.vmware.com/docs/DOC-31772 #8B L T IEE L),

r B

Edit Virtual Server (?)

General | Advanced

Application Rules:

g (Q Filter v
Rule Id Name Soaript
applicationRule-1 App-rule-1 capture requesthe...

FFEBE-—RTE. NI IR Y=NFZV A7V IPEERTCSEZCAN. O—R NS UHRITDIP 7 R
L 23R C=F9, HTTP/HTIPS 27« v DizhdELEE & L. [X-Forwarded-For HTTP ~w & miE
A (Insert X-Forwarded-For HTTP header)] #7# IC L%, COF >3 vEF I 5 &, Edge O — B /N
SUPE. VAT V=P 7 RLADEICNY S — [X-Forwarded-For] #=&mLET,

[mm

Meame: hitp_application_profle

Tipe HTTP

HTTP Redrect URL
Persistance None
Cooiie Mame:
Moze:

Expires in (Seconds)

(] Ingert x-Forwarded-For HTTP header

>+ U : Platform Services Controller B NSX O — K NS Y DF%E

Platform Services Controller (PSC) 4. vCenter Single Sign-On, S+ > 2, iIAZEE, U—/(OFHNLE,
AVISARTIFvOFa U T EEERHBUET,

NSX O— R J{S v ERE LS, vCenter Single Sign-On B(F12 NSX Edge /81 207y FU V0 A 5 —
JxMAIP7RLAERETEET,
AR SR

B LyIR-CEEHINT S, PSCOFAIAMEERT 2-ODERY AV ERITLET,
http://kb.vmware.com/kb/2113315 #8B LTS\,

B SFAEAERES 3720, &WO PSC / — ko /ha/lb.art LU /ha/lb_rsakey #REFLET,
m NSXEdge 7/\1 ANBESNTN B EEBABLET,

B REIPTVRLAORERT Y TV EREMRIBAA Y FICETIT 2105 —T A AN. #hEN 1 DLUE
HRESNTNBZEEERLET,
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FE
1 NSXEdge I PSCCA ZFBEE =B L E T,

a OpenSSLax > Rr#&EEALT, PSCorootcer CEEBAE. RSA, LUV RAT L —X&EM L, RELE
3_0

b Edgez#%7I)L7 Uy LT, [BHE (Manage)] - [ (Settings)] - [FFEAZE (Certificate)] MIBICEIRLE T,
C RESNZrootcer 771 )LOARE CARIRAZIEMUET,
d REINENNZATL-ETIAR-FF— U3V I2BMUET,
2 O-FN\SUbU-—EXEBWBICLET,
a [&# (Manage)] - [0— R /US> — (Load Balancer)] - [#w£ (Edit)] DIEICER L £ T,
b [@—F /ST —nBEE (Enable Load Balancing)] &£ [O 7 (Logging)] # 7+ 3 v z&@IRLE T,
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3 TCPHLUVHTIPS JOFDILEFRALTCFY TUT—> 3> JOT 7ML EERLET,

a [E# (Manage)] - [O— k J\Z >t — (Load Balancen] - [7 U s —> 3> 707 74 )L (Application
Profiles)] MIBIZZIR L £,

b TCPF7TUTr -3y AT 7ML aERLET,

HNew Profile ()
Mame: | sso_tocp_profile
Type: == [-]
Enable SSL Passthrough

HTTP Redirect URL:

Persistence: m]
Cookie Mame:
Mode: -
Expires in (Seconds): | |
Inser ¥-Forwarded-For HTTF header

Enable Pool Side S5L
Virtual Server Certifica...
Sernvice Cerlilicales | CA Cerlificales | CRL

Configure Service Certificate
1 Name Issuer Validity

MNEX-ESG-1-D.systen CA Thu Jul 30 2015 - Thu

Cipher: -

Client Authentication: lgnore -

OK Cancel

¢ HTPS 77U —>3> JOT7AIVEERLET,

New Profile (7}
Mame: |sso_nnps_prof|le
Type: [HTTPS [+]

[[] Enable SSL Passthrough
HTTP Redirect URL: |
Persistence: m]
Cookie Mame:
Mode: -
Expires in (Seconds): |
[]Insen x-Forwarded-For HTTP header
[»] Enable Poal Side 5L

J Virtual Server Certificates | FPool Certificates

Senvice Certificates | CA Certificates | CRL |

B Configure Service Certificate
Commaon Name Issuer Validity

(=) MNSX-ESG-1-0.systen CA Thu Jul 30 2015 -Thu

Cipher: | ’T‘

Client Authentication: lgnare | - ]
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4 AV)N=PSC /= F&EEMT Z2/cDDT7 TV T =23 T—)LEERULET,

a [&® (Manage)] - [0— k /{5t — (Load Balancer)] - [F—JL (Pools)] MIEICER L E T,

b EZ/-R—-r43=ERLTC 7TUT—>3> T—)L&E 2 DERLET,

PSC/—FDIP7RLAEFRALTRE,

MName:
Description:
Algorithm:
Algorithm Parameters:
Monitars:
Members:
+ / x
Enabled Name

v PSC02
[] Transparent

= ss50_tcp_pool1

| RoUND-ROBIN

| default_tep_monitor

IP Address /

VC Containgr 210"
192.168... 1

Max Min
puiitlanan] Ao Connections  Connection.
o =
443 0 0
443 0 0

[ox J

C EZV-R-F389zFALT. 7IUT—3> T—)L&E2DERLET,

PSC/—=FDIP7RLAEFALTLEE,

_

Name:

Description;

Algorithm:

Algorithm Parameters:

Monitors:

Members:

+ / x

Ensbled Name
v PSCO1
vy PsCo02

[[] Transparent

VMware, Inc.

#|sso_tcp_pool2

[ RounD-ROBIN

[ default_tep_monitor

|F Address |

VC Contsiner VANt
192168.. 1
192.168... 1

Max Min
Connediions Connedlion.

Monitor Port | Port

389 0 0
389 0 0
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5 TCPHLUHIIPS 7O FOILBEOIRED —/EERLET,
a [B# (Manage)] - [0— kUS>t — (Load Balancer)] - [{#8F —/\ (Virtual Servers)] ®IBICEIRL £,
b TCP{REBIP7RLZABORES —/\EEKRLET,

New Virtual Server (%)

J' General | Advanced

[/] Enable Virtual Server

Enable Acceleration
Application Profile: ES ( s50_tep_profile | - ]
Mame: @ 550_top_vip
Description:
IP Address: #10.156.209.158 €3 | SelectIP Address
Protocol: [TcP |~
Fort: #|389,636,2012,2014,2020
Default Pool: | ss0_tep_pool2 | - ]

Connection Limit:

Connection Rate Limit: (CPS)

¢ HTIPSVIP BB Y — )\ &EERLET,

o)

New Virtual Server

J' General | Advanced

[/] Enable Virtual Server

Enable Acceleration
Application Profile: ES ( s50_https_profile | - ]
Mame: # | 550_hitps_vip
Description:
IP Address: #10.156.209.158 €3 | SelectIP Address
Protocol: [HTTPS [-]
Fort: | 443
Default Pool: | ss0_tep_poold | - ]

Connection Limit:

Connection Rate Limit: (CPS)
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ZDhd Edge —E X

NSX Services 7= FDxAd P7RLZAODT=U2T 13 1 OEZEIP 7 F L ZXBIDHT, 488 DNS & —) (&
PREYR—FLET,

FROY—-EREFEAT BE1IC. NSXEdge 1 VR U ANEEL TV 2HENHDFY, NSXEdgedtzw 7
TOFMICOWVWTIE, [NSXEdge &E] #8BLTLIZEL,

COEICIE ROFEYIMNEENTNET,
= DHCPU—tE2DER
= DHCPUL—0DFE

B DNS 5 —/NOFKFE

DHCP 5 —EXDEE

NSXEdge I, P 7 RLZDT=U27&E 1w 1 OEEIP 7RELABD S TEYR—-FULET, BEIP7RLX
N1 T 1 w71 vCenter Server DEET ATV TV FIDE UVIART S A T EDA VT —TTAR
ID#&EEICLET,

NSX Edge DHCP & —ERIILLTF DA FS A VICHNET,
" DHCP#Hd=oIc. NSXEdge ORES1 > % —T =1 ATHHELFE T,

®  NSXEdge FOREA VF —TIAADIPTRLAE, IRTDISAT7 U (FlEL, BEEHINTNA
WT—ILEBRS) OFIA4IET—to14 ZRLAELT, £IVTF XY EI—VOREI V5 —T 1
AADTO—RFv A RETTRY F XA DEELTENET,

MUFORRTIE. 75472 FOREY> > EO DHCP U —EXZzBESHT 2MENHDET,
B DHCP T7=Jl. TI#IE T —FDx4a. FIZIDNS -\ EEEXCITHER LSS,
= NSXEdge 1 V2% Y 2OREIP 7 KL AEEE LIHE,

DHCPIP 7 KL R F—)LDiEM

DHCP 5= NICIZIP 7 ELAD T = ILAMETT, IP7FLX =)L &l *y FO—VAOEFKELZIP 7 RLR
QEFETYT, TELANA VT« T aRZENSXEdge ICL> TRESNTLSREY Y VICIZ, 2OT—)L
NP7 RLAAEDHTENET, IPTELA T—)LOEAEIL. BEVICRDdEFRNH, 1DO0IPT7REL
Ald BFTDODIPTRLR T-ILICET B EICBDET,
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FIIE

1

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)l 22 U v o L
ESEN
3 NSXEdge =5 TILU Uy LET,
4 BBy TEI Uy LT, [DHCP1Z TJ&E UV D LET,
5 paml () yraveEsUvsLET,
6 ToILEFRELET,
F7oay 7ovay
[DNS mE&EpsaE] DHCP {1V RIZDNS U —E 2R EEGERTZEEBRUET,
[)— 20 BEEAR% L] 7 RLREREYY O MAC 7 BLZICKAICNA YV RT B EEBIRLET, ThER
RI D&, [U—2BSH] BRIV ET,
[BaLA IP] T OB IP 7 ELAEAALET,
[T IP] T OETIP7ELAEANLET,
[K*>%] DNS = /N0 RAA VEEANLEY, CHITABTSET,
[7514<0) %=L H—n] [DNS 0E#)] &R L TLARLEAIE. DNSU—E2D [T514< U x—A =)\l &EAN
L#%9, hostname-to-IP 7 R L Z2#AD=HIZ DNS =)\ IP 7 RLZAEANT Z2MNE
NHUET, CHITBBETEET,
[EAv Y *—LH—] [DNS @i 2:2RLTLARNEAIE, DNSH—E20 [AV 5 ) x—L 5=\ EAN
L&Y, hostname-to-IP 7 B L 2@k D1z IZ DNS = )X IP 7 R L AEANT 2 HBE
NHUET, CNITBBTEET,
[F74k =k zA] FTIANEDT— 1A FRLAEANLES, 774N QT — 9/ IP7RL2%E
BELRWEEIE. NSXEdge 4 V29 Y 2ADREA V5 =T 1A ANT IAIL 7=+
DIAELTEEENEY, CNITBBTEET,
7%y bk 224] TRy R NAVERELET, HBIL—F —DBAICHAT, TT%v - Y2713 Edge
AU =T 1A 2AFIEDHCP UL —0Y Txy F X2V ERUTHZBENH D ET,
[J—zB5/E] FRLAEISATVRCT 4L F0EE (1 8H) U—23 20, DRTEERTTZNE
BIRUET, [U—20OBHERA L] £2BRUCBAE, - ABEERETSEA, O
NIZBABTEEY,
7 [OKl&=27Uvwo ULET,

DHCP 4 —EXZBMICT S

DHCP y—Ex&EBRICT 5 &, NSXEdge IC£> T, BEESNEZIP 7RLZA T=)LH s IP 7 RLAEBESHHICR
YV VICEDHE TR ENTEET,

k=St
DHCPIP 7 FLZA T—=)LAMBIMENTV 2 REAH D XY,

FIig
1 vSphere Web Client IcO 7« > LT,

VMware, Inc. 252



NSX &A1 1

2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

NSXEdge 5 Tl Uy LET,

[g®]) 5 J& Uy LT, [DHCP1 % & U v LET,
Bkl #2U v 7 LET,

[O7oBME] EVBICHEUTRERL, OY LRNLERRUET,
(ZEEORIT|EV UV LET,

N OO o MW

RDRT Y 7

P7RLA T=ILENA Y REERLET,

DHCPIP 7 RL R 7— L DiF&E
DHCPIP 7 L2 T—L&REL T, IP 7 FLAZEMEFHBRTEET,

Flr

—_

vSphere Web Client [cO %7 > L& 9,

2 [Networking and Security (Networking & Security)l % U w2 L. [NSX Edge (NSXEdges)] 20 U v L
ESCIN

NSXEdge 57l Uy LET,
[ (Manage)l # J&2 Uy LT, [DHCP1 % &2 U v o LET,
DHCP J—)L&ZR L. [fR&E Rdi)] 71 2>&EV Uy LET,

S o1 MW

MWELGEEZET, [OKlZY Uy UEY,

DHCP 88#9/34 > RD1EHN

BNV ETEELTVWST—EANG D, IPT7RLIAEZEELL<RNEEIE IPT FLIEREYY VO MAC
FRELALINAVEFT B ENTEET, MV FFTBIPYRLRAIE IPYRLA T-ILEEBLRNELDICLT
ey,

FIIE

—_

vSphere Web Client IcE 71~ L%,

2 [Networking and Security (Networking & Security)l %7 U w7 U, [NSX Edge (NSXEdges)l 2 U v o L
ESCIN

NSXEdge 5 Tl U v o LET,
[B# (Manage)] 7 7&2o Uw o LT, [DHCP1 % &0 Uw o LET,
AR/ CRILAE [JU1 >k (Bindings)] &R LE T,

S U1 AW

e (Add)] (®) 7oavE YUY LET,
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7 N1V RERELET,

FToav 7ovay

[DNS mE&EhzgE (Auto Configure DNS)] DHCP /{1 > FIZDNS O —EXREEFEAT 2 & aBRLET,

[V —2nE%EAR%E L (Lease never expires)] 7 RLAEREYS VO MAC 7 B L ZITKAICINA Y R 2 EERBRLET,
[1>#%—7 4 & (Interface)] J\1 > EE 2 NSXEdge 1 4 — D 14 AEBIRLET,

[r18< > > & (VM Name)] AV R BRETY VERIRLET,

[rRE<>> WNIC 1> F v 22 (VM VNIC P7rLZCIT Y T 2REYY VO NICERRLUET,

Index)]

[xz k& (Host Name)] DHCP 754 7 MHMRERY VDR FZEANUET,

[IP 7 K Lz (IP Address)] BIRUIREY Y VO MACT FLRENA VY RS 2T7 FLAEAALET,

[ 7% v b T2 (Subnet Mask)] YRy b XATEREVET, DBUL—F—DBAICHAT. Y T7xvy Y2713 Edge

A —=T1AAFIZDHCP UL —DY Txy E XA ERUTHIUENH DFET,
[k %4 >4 (Domain Name)] DNS O — /XD RAA VEEANDLET,

[754< 1) =— L -3 (Primary Name [DNS mBE#E (Auto Configure DNS)] &:2iR LT LA LEAIZ, DNS U —E2D [T
Server)] A< &=L =)0 (Primary Nameserver)] # A1 L9, hostname-to-IP 7 1 L 2 f#
FEDIZHITDNS U —)NOIP 7 RLZAEANT ZHENSGDET,

[€h> 1) =—L % —s3(Secondary Name  [DNS mE#8 7= (Auto Configure DNS)] 2R LT B LVEAIE, DNS U —E 20 [t77h
Server)] V&) &=L t—)0(Secondary Nameserver)] # A7 L9, hostname-to-IP 7 k L
2FERDIZDICONS =)D IP 7 R L AEANT Z2HEAH D ET,

[F7ak =+~ za (Default Gateway)l FI4ILEDT—FI14 PRLRAEANLET, TI4ILEEDT D114 IPT7RLRE
BELRVBEIE. NSXEdge 1 V29 Y 2AOREA V5 =T 24 ANT IHILE 5=+
T4 ELTHBINET,

[) — 2 #5R8 (Lease Time)] [U—208%8RA U (Lease never expires)] #ZRLTLVAVBEIZ, TRELAEY S
FURCT T4 FOHME (1 8) U—293h. BRTEEEET SN EZRLET,

8 [EmAdI]=sUvrLET,
9 [zEED%1T (Publish Changes)] 27 U w7 L&T,

DHCP /X1 > R DimREE

REXVOMACT FLAICINA Y FENZEEIP 7RLAELT, BREBT7VRLAZEDETET,
Flia

1 vSphere Web Client cO0% 1> LY,

2 [Networking and Security (Networking & Security)l %7 U w7 L. [NSX Edge (NSXEdges)l 2 U v L
ESCIN

NSX Edge &5 )7 U w5 LET,

[ (Manage)] ¥ 7&2 Uw o LT, [DHCP1 % &0 Uw o LET,
ERID)CFILAS [N > B (Bindings)] ##IRL. wETD/N\1 >V FEI UV I ULET,
R/l 7 20&E Uy I UET,

N OO o MW

MELGEFEZET, [OKlE#V Vv UET,
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DHCP U L —D&&E

DHCP (Dynamic Host Configuration Protocol) U L — A3 2 &, BETIP 7 F L ABEEHMT 2 &<,
NSX AN SBEEFED DHCP 1 VO S A RS0 F v &ERT 2 ZENAEEICEDET, DHCP Ayt —Jld RIEXY
Ve, MEREICH DIEESNIC DHCP = NICU L—2hZxd, ChickD. NSXHD IP 7 B L Z2AMORE
DIPT7ELAERBUCREBEHRTEET,

DHCP 30 &Il — % — R— FICEA SN, 880 DHCP U — )N X RSN 2 RTEEMA S D E T, BRIF. U
ARENEIRNTOY - NICKESNEYT, DHCPERN IS4 T7 U RS UL —EnTWa/EIC, ¥—FDz A IP
T RELANZEOEKRICEMENET, AHODHCP O —NNIF, ZOT—FDxA PRELAEFERLTT-ILERS
L. BRICHIZIP7RFLRAZEIOETES, ¥—FJxA PELRAIE UL—AFITENTN S NSXR— DT
Txy FICBLTWSMENH D ET,

BHOIPTRLARAS VEYR— T 2HIC, HBAMYFIEICELS DHCP O —\EHEL. HEGRERIL—
H—CEICEBBODHCP U —N\ERET D ENTEET,

DHCP O —NTT—IILBLUVNA Y FERET 2%E. UL -3V TUDT /A FOY TRy kXY
ADHCPUL—DA VY =TI A AERUTHE CEEER LTS, TTRY B XAVBERIL. REBYY Y
& DHCP g —Ex%#iR# 9 % Edge ORI TH#GERIEIL—~ — A DHCP U L —& UTH#AEL T\ 3 & =1C. API TR
HIDUENGDET, COU TRy EXRAVIE DE@WEBIL -5 -—DREY VDT -4 105 —-Tx4
ATHRELICEDE—HTD2HBENDDET,

! Sarver X

Distributed
router

DHCP

server

¥ Logical SW  Logical SW

F:
B DHCPUL—TId. EETZIP7RLAEBIVR-FLEETA (T2 32 82),

B DHCPUL—&DHCP—E2%E 1 DOR— F/ANIC TRBFICETI D EIITELE B, R—FETUL—
I-YIVRAZRESNTNEHE, DHCP Tl Z&ZOR—- FOY TxR Y FICRET 2 EIITEE R A,
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DHCP U L — ¥ —/XD1EN

DHCP Awtz—Ty DU L—f&maNasy L— o—/(Z8mLEY, UL—U—Nd P2y R IP7RLX T
OvI. BASY FREINSOIRTOEH+EDOEICEDFT, Avt—YId UAFENTIS% DHCP & —
NIZU L—aNn&Ed,

FIE

1 vSphere Web Client T, [Networking and Security (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICHEBLET,

2 @t)aEdge #5 T7)Lo U v o LT, [BE (Manage)] - [DHCP] % AR TV B C & EBERBLET,

3 [DHCP UL —m70O—/\LE&E (DHCP Relay Global Configuration)] mi#IC & % [#R& (Edit)] 22U v o UE
3_0

4 Pty keg—/{&LTEaMTBICIE:
a EmAdd] 7raveEsUy oL, Py FERBRUET,

b
TAAVEI Uy LT, BRULIPEY FE BRUICA TV TV ] URARICBBLETY,

c [OKlE=Z U UwY LET,
5 IP7RLAFREIIRAA VEZEBINT 2ICIE. BYRELHICT RLAFEIIZIEANDLET,

(@)

OKl &2 Yo LET,

Vb—I—2x 2 DB

DHCP A v~ &M DHCP U L— —/VcU L—9% Edge 1 v 9 — T 11 2 &BMULET,

FIE

1 [DHCP UL — T—> x> - (DHCP Relay Agents)] $85C. [ (Add)] 71 av &7 U w7 LET,
2 [WNIC] <. w8 VNIC MBIREN T\ B C e ERBLET,

[ —FDxaIP7FLZ (Gateway IP Address)] [TId. ZIRUZWNIC DTS4 XU IP 7 FLAAKRRENE
3_0

3 [OKl&zZ7Uvo LEY,

DNS H#—/\DE&E

NSX Edge #4751 7> + 15 DEBIBABR % | L—T= 55460 DNS 0 —/(&®ET=57, NSX Edge I3,
DA77 TUT=23VvBEREDNS b= )NCU L—UL, xy FD—0URZEZ2IERL, =) NEDIG
BEFvYLILET,

Fla

1 vSphere Web Client cO0 71 > LT,
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2 [Networking and Security (Networking & Security)] % U w %~ L. [NSX Edge (NSXEdges)] &2 U w2 L
£Y,

NSXEdge 5 Tl Uy LET,

[B¥ (Manage)l ¥ 7= 7 Uy LT, [BE (Settings)] ¥ 7= Uy LET,

[DNS (DNS Configuration)] /{1 ¢, [ZE (Change)l &#7 U v 7 L&,

[DNS & — EZ2DBEZHE (Enable DNS Service)l 22 U v~ LT DNS o —EX&BICLET,
BADDNS b=/t IP 7 FLAEADLET,

PEISUTT I FDF vy UM REEBELET,

O 00 N o v b W

[O7 oERE (Enable Logging)l 2 U w2 LT, DNS S04 w o OOV ERHEL. OF LANLEBRLE
a—o

ERsNi=071d Syslog U —/NITEEESNET,
10 [OKl &2 Uy o LET,
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Service Composer Tld, & FIO—0BLUVEF1UT1 U—EXEREANVIZALTIFvROT TUT—
DAVICTAEY 3 Z U UTEDSE TR CENTEXT, IN6DY—EREFa T JIL—-TIIRvEV YT
5L H—E2ANEFa2UT 1 T -TOREXY VICERINET,

TxalFa FN—7

I RETIEEETETIEOICETAUT v T —TEERLET, CFaUT« JIL—T3. BE BE
DIREYY VEED) FIZBNOEELTENTINETA, BHOFEEIE. XD 1 DUEDHETCAVIN—2y S

EEECSET,

s vCenter VTS (USRY. R—t T -, FrldT—45t25—)

B LR UFg Z, IPset. MACset, FizldttotzraUsa JIIL—F, fc&zId EEFELIcZTFa T4 ¥
7 (AntiVirus.virusFound 72 &) TH IRHTSNIZAVIN—DIRNTEZF 21U T J)L—TITEMT 2726
DHEHEZEDHDIZENTEET,

B T LU R J)L—=T (NSX Manager ¥ Active Directory ICESRENT L\ 25 E)

B VMT> EVNDZRIDRBNY Y V72 EDIERKIR

vFaUTa T =T A=y JEECEHLET, &AL AntiVirusvirusFound % 7 S 3 5 nizik g
RIS BErFa YT JIL—TIEMENET, I1MILANI U =Ty TEsh, COYTHMREXY U hH 5
BN d &, BT UTr JIIL—ThekashnExd,

TFaYFa RKYY—

tFaUTa KUY =L ROY—EXAREDEESETTI,

£17-1. €FaUT74 RUL—ICEENZEFa2UT 1 H—ER

H—ER
T7A4704=)l
JL—=Ib
Endpoint + —
EX
FYET=0 A
FOXNT 3>
H—E2X

VMware, Inc.
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TFaUTa JI-TEORB. FldtFaUT« JIL-TATHASNZ ST 97
EEET S,

Data Security, F/zl37>YFI1 )L APHBUEERY — 2B EQY— F/){—F 1 Y a1—
vay 7O\1 70 —-ER,

Iy D=0 EERTZU-EX (PS7E),

A%
vNIC
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NSX TOU—EX TTOA4H, =K )—FT 4 RUF—-FT7 IO/ 2RO —EX AT JUEBRLFE
Yo TIFIINEFOY—ER TOT7AILD ENUY = FTUTL—FITHUTERENET,

F—F =T 4 XRUFT—DTF—EZANMNXO6N Ty TTL—REhd &SI, Ty TTL—RFeha V5 —F
VIL—FICHUTT AN QT —EX TOT7AILMERESNET, AR AV FAART Y3V )L—ILESE
CEFEOU—EARUY—F, 7y ITT7L— FRIERSNCT—EX TOT 7ML ESRBT LS ICEHMHINET,
FaVTa Jh—TADeFa)T4 RV—DIVEVYT

tFaUT RUY— SP12E) 2FaUTc JIL—F (SG1 2&) IRy EVTULET, SP1[CEERESNIC
F—EF. SCGT DAV —THZINTOREBY Y VICERASNET,

I RLEFaUTa RUY—ERNT2UENGHZHOEF21UT 1 JIL-ThHseHmae. 1 2072 TLS
tFaUTa JIL—TEERL. TORICENSOINTOFEF2U T« JIL-TEEHL. TOT7VTLS &

FaUTa J)I—JIcHBEtFaUT s RUY—EEALET, Znlcdk ). NSX Distributed Firewall A% ESXi 7R
A AEUZEDRYICFAT 2 ZENRIAESNET,

17-1. Service Composer D&

gy

Security Group

,________________.
L e

____________________________

REXYVUAEBOEF 2T« JIL-TICBLTWSHBAIE. EFa1UT« JIL-TIIXyvEVTenhictz+a
VT« KUY —DEBEIBEMICE > T, IREBY Y VICEASN2 U —EANERDEY,

Service Composer 7O 71 JLId, MDBRBTHERT 270 D/\v I 7y FELTIY AR— EHEIVA VR— F
TEEI, XY FIJ—0UBLVEF2 T4 bU—ERECODAECERT L. BUBRUAETEANLBEZF U
T4 R —BEEBETDOCENTEET,

COEICIE, ROFEYIANEENTNET,

®  Service Composer M1

® Service Composer D7 = 7 1 v 7 FRix

B FalT g YTORE

" BWEY-EADERT

B R UT a0 RUD—DBRE

B TFaUTa JIL-TOiRE

® Service Composer @ F U
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Service Composer D&
Service Composer (B4 5 &, TFaU7r U—EXEBEICHBTEET,

ZC Tl BlEBLGA S, Service Composer &y D= DIV FY—TY FORECEDLDICEIDNE
BLELL D, REIOROEZF2UT « RUY—AERINTNDIELET,

B OEEAFY Y T-ERESD. WEREDOTEF 1) T« KU — (InitStatePolicy)

B Iy AT 94— )L IL—IETUFIAINAS—ERITMATCRY D=7 IPSH—EX&50., BELZFa U
7«1 R — (RemPolicy)

RemPolicy ®E# (BsEIEf) 7' InitStatePolicy DEH LD EFNC EERERLET,
Fleo XOtFaUT a0 I -TBRELTNEELFET,
B BENOEYRAEEELT ST avEED T U -2 a3 vEBEYT)L— T (AssetGroup)

B ORENYUNESETHECEERI YT
(VULNERABILITY_MGMT.VulnerabilityFound.threat=medium) TEZxn7=. RemGroup &\
SEBQEBECFIUT TIL—T

RIZ, InitStatePolicy & AssetGroup ICX Yy EV V7 L TREBENOEY XA FEBELT TU T -2 3 Vv INTERE

LY., F=. RemPolicy # RemGroup ICX v EV T L CHFEAIREYY VERELET,

BESIMEAF v U ERMIET 2 & AssetGroup ADINTDIREY Y UM AF v U ENFET, A+ v U THRBUEDDH D

RERY U ESNEHE. VULNERABILITY_MGMT . VulnerabilityFound. threat=medium % 7'

TOREXY VIGERSNET,

Service Composer IZBIEIC D% T Nz~ > > % RemGroup 12800 LE Y, RemGroup Tld= v +
T—=2IPSY U 1= 3 VNI TICRESNTE D, CORBLIRETY UHMRESNET,
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17-2. gfEd Service Composer

{rsrr—na—say]

VULNERABILITY_MGMT.
Vulnerabi | ityFound. thre
=medium

e ———————— e

A=A . : N : @ @
[ ! ! 1 ! 1 EDHRR
1 I VULNERABILITY_MGMT. _ X N

i @ i i Tp i E VulnerabrLL(iijnound.thre E 7')7»{73)[«7:;77"J’r—~/a/’,

1 H = R ettt e
1 1 I ~—=—— 1 | 1
1 1 1 1 1 o __ .
: 3 3 :»: :»i ! a4
i EYRR ! ! i i i
L ousoETIU—vay || EEEREY || | QA
{ Ly ,n | sTERLREREYSY |

________________________________________________________

VULNERABILITY_MGMT.
Vulnerabi | ityFound. thre
=medium

{E1E Security Group

______________________

RIC, TOREY 7 TId Service Composer it 2 t+a1 U7« U—EXEFERITD2DICHNBEFIBEBICDONT

SBALET,

1 Service Composer TOtF+ 21U T« J)L— TOIER
NSX Manager LRV TEF 2T« JIL—TE&ERTEET,

2 BFaUTa RUD—DER
tFaUTa RUT—IE EFaUT« T —TICERAIRLE—ED T A AV FOART Y3 T74
TIoF=)b. BLUVFRY T AV FAART 3 T—EATY, TFaU71 RUT—HRRINDIE
Fld. RUY—ICEENITANICEHCE>TREDET, 774/ ETIE HLLWRU S —IZIE, 7—TIb
DI EMICEDEDICRERSVNEHANEIDETENET, I2l2l. T I FOHREEINIZEHELEL T,
FLWRU Y —[CEIOHMTENKIEFEZERETCEET,

3 EFaUTa TN —TANOEFaUT 1 KU —DEA
tFaUTa RUY—Z2EFaUT« VI -TITERLT, RET AV by EVRIALEEERT7 U —
YAy, BRUEDOHDEGFERETZENTEET, BRAINLAN I —EXEBAICKKRUICERD
UAFERRCEXT,

Service Composer TOtF+a2 U T4 JIL—TDVER
NSX Manager LRV TEFaU T« JIL—TEERTEET,

FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)] % U v - L. [Service Composer] &#7 1J v 7 LE Y,
3 [EFauT« U5 TEVUYI L, [BEFaUT« ZIL—TJo8MN 742V &E Uy I UET,

4 TFa2UTq I -TOERERBEANDLT, [N EV U VI LEY,
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5 BAVN—2y TN R=IT, EREAOTEF1 T 1 TIL—TITEMTB3A TV 7 RS T BEDHD 2E
EEEELUET,
fcEZIE EBELIEF AU T 0 47 (AntiVirus.virusFound 72 &) T I RHT SN AV IN—DITARTED
FaUFag TIL—TITEMT DTODDEEEEDDICENTEET, TFaUT a0 YU TIIRXFEENTFEN
KBlENZxET,

E BEOLFaIUT YUMERSNCRBY Y Y TEFa T JIL-TEERT %A BNTI—U 7
O—FREIFRHENET-VTO-EERTTET, YIMRBY Y VIERSNS T IS RBY Y VIZBE)
MICZOEF21UT 1 JIL—TITBIMENET,

Fizld. W2008 L\ SEFTEEDINTOIRETY o, #BEA( v T global_wire CEFNZIRETY
VELFaAUTa TIIL-TITENT S EBETEET,

% New Security Group

+ 1 Name and description Define dynamic membership

hg 2 Denins tymamic membership Specify dynamic membership criteria that ohjects must meet to be part of this security group
%4 3 Select objects to include 4

+ 4 Select objects to exclude

+ 5 Readyto complete P —
Members matching | Al ‘ + | ofthe criteria below

+

[ computer Name | =] [contains | = | wa2n0s x

\.Emw | - \ | Belongs to ‘ * | global_wire [ x

6 [aNl&V U ULET,
7 [EB03FTIVFOBER]|R-IT, FOVITIIIUNSATI I F 514 TEBERUET,

8 BHBIUARITEBMIZA TV REY TN UV LET, EFaUT o JIL-TICIIROATI 27 +&E
BHEIENTEET,

B ERHROEFIUT TIL-TRICRA RSNt Fa U T TIL—,

IS

B RIEAMYT

B Xy D=7

B RAE App

L AV

® Pzyh

®  Active Directory 7). —
E NSXt+a1UF+ 7J)L—T® Active Directory 2% EId. vSphere SSO @ Active Directory f%7E & 15
2720 %9, NSXActive Directory 7). — JDEREILT A MREY > VIV VAT ZI Y F 1-Y—F
T&H 1. vSphere SSO |2 vSphere & U NSX #FH T 2 EEERTY.

= MACtv k-

B T 5T

= yNIC
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B REYTY
B Y- Tl
B OBIRER- R 7T

CCTBERUIA TV TV R BINEEERCIAESINICHANMDST, BlIctFaUT JIL-TICEEN
ESER

TFa2UTa JIL—TICT DOV —RAZEEBMNT DL, BBEITIINTOUY—-IAEBFNICEINESNET,
ERIL BRI UERIRT &, BET S VWNICABIMNICEDEF2 T JIL—FITBEBMENET,

9 NIZ&EVUYI LT, EFaUT o JIL—TholAge47 0 &y TIL7 )y LETY,

CCTERESNZ ATV FIE BMEEIC—HI ZHBEPLEDI U FICRESNTSHBAETE, Bl
FaUT o TIL-ThoBAEhET,

10 l&T1Z27Uv 7 LET,
tFaAUT a4 TI—TOAVNN—2y TId ROLDITREDET,
(ROMER (FIES TEM) +BFEN3T7ATL (FIES TEE) - BASNZ 71T L (FIE9 TEE)

DFED. EH2T7ATANRDICHKOBRITEMSNET, RIS, BASNDETATLN BESNICHERNLSEL
sInNnEd,

TFa1UTa RU—DER

tFaUTFao RUY—d, BFaUTa TIL—TIERAREL—BO T A AV FAARY Y3y, T7AT7 04—
L. BLUORY FT—0 AV FAART Y IV B—ERXTY, tFaUTa RUY—DRRSNDIBEFIZ. KUY —
[CEEMITAONTEEHCEI>TREDET, T IAILETIE FHILLWRUS—IZIE. T—TILOREAMICEDLDIC
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2 [Networking and Security (Networking & Security)] % 1Jw % U, [Service Composer] &% U w7 LE T,
3 [tFaUFa KU — (Security Policies)] ¥ 7&2 Uwv o LET,

4 [gat (Name)] slotz+a1 U7+« RUT—&EI UV LET,

5 [&® (Manage)] - 1%+ 21U 7« (Information Security)] % 7hBNN T\ 3 C EEZBRLET,
32047 ([T RAA Y EB—EX (Endpoint Services)l. [T 74 7o+ —JL (Firewall)l. [xy FD0—2 1>

FO2~R7 23y 9—t 2 (Network Introspection Services)]) #nZnlc, g2 zFaUTa RUS—D
H—EANKERSINET,

BRMCHE > TOWARNWT —ERIIREERTRINET, [4—/V—54 Fanx U (Overridden)] ZIICEREICEF 21U
T4 RUY—[CEASN TN T —EANKRERSN. AT (Inherited from)] (Y — EX Q& TOZF 2
F4 RUY—PKRRSNET,

tFaUT4 RUS—DY-—EXEEDRR

tFaUTq RUY—IIRvEYTEnctFaU T« JIL—-T\OBRATESEMKELZ, EFaUT KUY —
[CBENITENTNE T —ERXAERRCEET,

FIIE

—_

vSphere Web Client O 1 > ULEY,

[Networking and Security (Networking & Security)] % U w7 L. [Service Composer] &7 U w7 L&,
[z 21U 7« KU — (Security Policies)] # &2 U v LET,

(&7 (Name)] Zlpt+aU T« RUS—&I Uy I LET,

o A W N

[E58 (Monitor)] - [F—E 2 TS5 — (Service Errors)] 4 7B N T2 Z EEBRBLET,

[(ATF—F 2 (Status)] ImDU V7 &I Uy I T2E [H—ERXA T IO R—IHARRSN, T—EX TS5—
EEBECEETY,

RIS TORMNEY—EXDFRR

RISV TBEMNLE T —ERERRCEET, | AOREY Y VICEEOEZF 1T RUS—NEHEINTL\DH
& (BT UM, RUY =Ty VT EaNcEBEmOtTFaUT« I —JICEEFN3EES). COxRKICIE. C
NEORY Y —FARTTEIRIRNTOY—EAN, BASNLIEF C—8XRRSNET, [T—E2X 27— 2] 7
ClZ. 8 —EADRT -9 ANKRTENET,

FIig

1 vSphere Web Client IcO 7« > LT,

2 [vCenterl &2 Jw o U, MR8~ > (Virtual Machines)]l %2 U w o LE T,
3 [&#1 (Name)] ZIDRE< S VET Uy 7 LET,
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4 [BZ48 (Monitor)] - [Service Composer] % TABAN TS C & xBRBULET,

tE2UT g KU~

tFal)ras RUY—E Ry D=0 U—EXETFaUT 4 U—EXADTIL-TTT,

KDFY D=0 U—ERETF2AUT B—EL BFaUT 0 RUS—ELTYIL-TMETEET,
" Endpoint b —EX-F—=% FaUT . TUFIAIIA, BIURBHEOER

= Distributed Firewall JL—JL

B XY R AVROARI Y IV Y- EX -y FD=JIPSEXRY FT=0 TH LIV

tF+aUT 1 RYUS—DEERIBLIOERE
£FIUT 4 RUY—FZOEHHUTEREINET, DFD. EFFREVRU Y —3E, BEIBLIF 3D
9, T-IUMTRUS —OfEE L FICBBT3&. TICHLTRY Y —DESPIBESNET,

REXYVEEOEF1IUT 1« T —TITEBOR) Y —MBEEMIToNTL SN BEL2RU Y —DEEMTSN
TLWBEHOEF 21U T« JIL—TIUREBIY Y UMEENTV S, 1 BORBY Y VICEBOEF1U T« R
VHAEASNECENHDET, TNENORI Y —EFALTTIL-Teenic Y —EADBICHEE N H 256
I, RUY—DEHICL T, MEBYY VIGERASNE T —EAMNREDET, LRI 19—y ETIER
=IOV 092N —1IIEHDEA 1000 T, 125 =%y k7O LRAEHAIT BRI — 2 [FEHDEN 2000
THdELFET, OB KUY —2DBEHHNRESVcH, REXY VTIIA VY -3y b 7O RANFRIEN
ESER

FIIE

—_

vSphere Web Client icO 7«1 > LET,

2 [Networking and Security (Networking & Security)] &% U v - L. [Service Composer] =% 1J v o LE T,
3 [tFavUF+ KU — (Security Policies)] ¥ 7& 2 U v o LET,
4

[EIEMDEE (Manage Precedence)] &Y 7ravEsuvsLET,

5 [BRIBLOEE] T 707 Ry AT, BERIBUEZEEIZFa1UT 1 RUS—EBRL, [EAEE (Move
Up)l (EN =112 [FARE (Move Down)] (Z4) 714av&Es7U s LET,

6 [OKl&xZUvo LEY,

tFaUT 1 RYUD—DiRE

tFaUT 0 RUD—DFFL HA. BENTLNTNEY-—EABIVIL - ERETETET,
FIig

1 vSphere Web Client IcO 7«1 > LE T,

2 [Networking and Security (Networking & Security)] % 1J w7 L. [Service Composer] &% U w7 LET,
3 [EFaUF+a RU— (Security Policies)] # &7 1) v o LET,
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REIT2F1UT 0 RUY—ERIRL, [EF2 0T« RU D —0fFE (Edit Security Policy)] (‘[‘@) 74
VEUw I LET,

5 [Fausq RUY—DRE) Y4707 Ry I ATUBREEEITL., T Finishl&E#2UvsoULET,
TFa2UT 4 RU—DHIR
vraUTq RUY—FHBRTEERT,

Flia

—_

vSphere Web Client IcO% 1 >~ LEd,
[Networking and Security (Networking & Security)] % 1Jw - U, [Service Composer] &2 U w7 LET,
[z 2 U5 KU — (Security Policies)] # 7&2 U v 7 LET,

oW N

YIS 2EF1UT 1 KUY —&ERIRL, [EF2UF 1 KU —0OYIE (Delete Security Policy)] (%) 7
aAvEIUY I LET,

X ag I —TDiRE
BEAIUTF A P TERETEET,

FIE

—_

vSphere Web Client [cO7 1> LEY,

2 [Networking and Security (Networking & Security)] &% J v - L. [Service Composer] &% 1J v LE T,
3 [BFaUT« -5 TEIIVYILFET,

4 wEIEFa2UT JI-TEBRL, [EFa2UT« TI—TORE] 71 IvEI Uy I LET,

5 MELEEZET, [OK|Z27 Uy LET,

Service Composer ®>+ U =+
ZDtrarTld, Service Composer DR FUAE W DARBELE T, |ERSZHFITIE, Security

Administrator D— LAY TICER SN, BEZICE DY TONTWND T EAFIHIREL D TLVET,
BRELTWBY U 5RET BT F

Service Composer Tld, U= F/I\=F 1 D7 VFIAINAV I 1—2 3 vaFRUTRELTVWE Y AT LATERY
RO =0 THERI L. BREDILEERLELET,

YT T UATIE TAY By TERR(CRET 2 HEERLET,
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17-6. Service Composer ME&E

TRIMYTRD BELEEEIVAD FROMTEREYUT RN\ BEUDRTLERET H-HD
T4 RS~ 2T 1 RS — DR H 2T KU —DIER EFUTA RIS —OfER
1E Ak (DesktopPolicy) (QuarantinePol icy) (DesktopPol icy) (QuarantinePol icy)
DesktopPolicy M QuarantinePolicy M O O I _
DesktopSecurityGroup QuarantineSecurityGroup :/\ 5)1;\__/?:;,_
DT ~NDTIET a3y YU RAT

Y ) EmE0sRY

17-7. Service Composer D& ft&E 7 —o 70—

Vulnerabil ity REBREDOHD ATtz oh IPS CiEEIN B

Management() RSO 9 <[Z QuarantineSecurityGroup QuarantineSecurityGroup

i meTTEen B [SRMSh - EETS Y
Y ) EEEDARY Y BBnRE -

Service Composer

AR SR

Symantec [C& > T, BEULREY> VIC AntiVirus.virusFound &\ 5% VAT 5N2 2 EMHA > T
WET,

FIig

1 Symantec 7VFXIDx7 VYUai—-3avEA VA=)l Bk F7O10LFT,

2 FRUBYTICEF2UT RUS—FEERLULET,

a [EFaUFr RU—(Security Policies)] ¥ &2 Uw o L, [zF21UF« R —DEH (Add Security
Policyl 71 2>& - Uv o ULET,

b [&a&1 (Name)] [ DesktopPolicy “A N LET,
c [#i8A (Description)] I[Z. Antivirus scan for all desktops “AALZET,

d ZE#%#51000 CEELFEY, OINTORY Y —LDBICEBESNZLIICTZcH. ORI —OD
BEIRMIIIFBICHE RESNTNET,

e [ANNext)| &2 Uvo LET,
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[Endpoint #—Ez2msemm] X -, ®EIUY I L, ROBEASLET,

F7vav &

[77 7+ a> (Action)] FIOAIN HMEFEB LGN T IEEL)

[ — e z%&51 (Service Type)] Anti Virus

[ — £ 2% (Service Name)] Symantec 7 VF I T 7

[*— £ 257 (Service Configuration)] 2=

[4k#& (State)] FIAIHMEFZEELRN TS

[z (Enforce)] FOAIHEFEELANT RS

[&#&1 (Name)] T2 v T AV

[5788 (Description)] IRTOTAY v TTERAT 2MARY Y —

[OKlI &2 U L&D,

TJ7AT7 07— ILELIIRY D=0 AV FOART Y 3y H—E2E8IMET T, &7 (Finish)] #2
DRVE/RVESE R

3 RBREBRLCWBREXYY VICEZFa2UT s RUY—EERLET,

a

h

[+ 207« KU~ (Security Policies)] ¥ 7&27 U w7 U, [EF 21U 7« KU —diE (Add Security
Policy)] 74 2>&2 U v L&,

[277] I QuarantinePolicy “A N LET,

[5%88] IC. Policy to be applied to all infected systems. “ A LZEY,
TIAINEDEHIEBLRBZNTLSLEE ),

[N (Next)] 20 U w7 UET,

[Endpoint & —E2mEmM] A= TIEEAB1THT. [N Next) #2007 LET,

(D747 04— T3D20I =)L FNTOXEFZTrv2ETOVITBIL—IL. TIL—TEFERL
TINTORZT4wETOVITBIL—I, BEY—INSDZERST v OHFAIT BIL—)L)
EZEMLET,

XY FD=T AV FOAART Y3y H—E2&BMETIC. BT Finishl 220y o LEd,

4 QuarantinePolicy zt+1UF+« RUT— T—TILO—FBLICEEHL T, MOIRNTORY > — L DHE
HICKIERENZLDICLET,

a

b

[EslBfIDE® (Manage Priority)] 74 3>&2 U w9 LET,
QuarantinePolicy #&iR L. [EABH (MoveUp)] 71 avE 7 Uv o LET,

5 BRERNOINRNTOTAY Ry TIctFaura JIL—TEEKRLET,

a

b

vSphere Web Client IcO 71 >~ LE 9,

[xv FD—=2&tF 3171 (Networking & Security)] 741U w2 L, [Service Composer] &7 1) v %
L&,
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—+

g

6 R

a

]C

[T+ 2T+ 7IL—F (Security Groups)] ¥ &7 U w7 U, [tF2 U7« J)L— D& (Add Security
Group)l 71 aAva s v LET,

[&#i1] I DesktopSecurityGroup “AHLE T,

[z:88] IC. A1l desktops “EANLET,

ROBR=IT RN Next) &2 U w7 ULET,

[RERBOER] X\—Y TRRINBEERL. BT Finishlzs Uy o L&Y,
LTWBIRER Y VERET 2B+ U T 1 JIL—TEERUET,

[ZF 25+ ZIL—F (Security Groups)] ¥ &2 U2 U, [tF2 U7« 7)L— o0& (Add Security
Group)l 714 aAvaEs v LET,

(71 (Name)] I QuarantineSecurityGroup ~ A LEY,

(588 (Description)] IZ.
Dynamic group membership based on infected VMs identified by the
antivirus scan EAILET,

[AVIN—2y TEEDOESR] X—IT, ®EIUYSI L, ROBEEEEMUET,

Warnbess ralching | Ay » | oflhe criteria below
L
Security Tag - Equals o = | | An#yinus vinus Eound x

(024 TV FOBRIR—IVBIV[BATEF TV 7 FOBIR] R—ITIHAETHI. DR
(Next)] &2 Uy LET,

BRENBDOHER] R—Y CERNBEERL. [T Finish]lz2 Uy LT,

7 DesktopPolicy ;R > —#% DesktopSecurityGroup 15+ J)L—FICXvEV T LET,

a

b

[zFaUF+s KU —]% T, DesktopPolicy KUY —ABIRENTNWD ZEEHERLET,
[ZFaUT+ KU —D@EA (Apply Security Policy)] (%) 74 avaEI Uy L, SG_Desktops 7
IW—TaBRUET,

[OKl &2 U L&Y,

CORYEVTICED, PUFIANAAFv N R A-SNEEIL, IRTOTAY Ry T
(DesktopSecurityGroup O—3f) HHERICAFv 2 INET,

8 FvuNREa1-ICEHLT. QuarantineSecurityGroup [CFEX Y UAELEEENTNANC EERE
RLET,

a

b

[fB¥Rtz+ 115 « (Information Security)] ¥ 7&2 U w7 ULEY,

(t__l-]—l[j)o

TIN—TADREBY> N0 THd I EamRBLET
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9 QuarantinePolicy % QuarantineSecurityGroup [CX VY EV T LET,
ZORYEVTICED, BEULTWB Y AT ARSI T v I RNBWLDICRDET,
10 Symantec 7V F LIz 7 VYV —ILNE, XY ROV TCRAFv &R LET,

BRLTVWBIREIYY UARF v THRESN, EFa2UF 1 %7 AntiVirus.virusFound n'&F17 51 E
I, ZUDMSFENmEY Y I3, BIEIC QuarantineSecurityGroup (BN ET,
QuarantinePolicy Tl3. BELTWEZ VAT AEDBD RS T 14 vV I3FFRISNEE A,

TFIVTAREDNY I T v T

Service Composer A3 &, TFa1UT &2\ I 7y T, BHEUARTIIRIEEERMICITO &N
TEET,

FIig
1 Rapid 7 Vulnerability Management VU 1 —> 3 V&A1 VA F—)L, B8k 7 /O1ULET,
2 SharePoint 7 7U4s—> 3> (Web U—)\) ORMOBEICEF1 VT« JIL—-TEERLET,
a vSphere Web ClientlcO 71> L%,
b [Networking and Security] %7 U v 7 L. [Service Composerl &7 J v o L&,
¢ [EFauTa ON-TwTaoUv oL, [EFaUTc JIL—TOBM 742V EI UV I LET,
d [&r7]ICSG_Web = AHLET,
e [7i8A] IC Security group for application tier “ASJLZET,
f [ AVN=2y TREQES] X—ITIHAETHT. NI EIU VI LET,
g [Ew24TY17 FOBR] - T, Web 5 —/{DREY> VEBRULET,
h [BRATEATY 7 FORIR] R—=ITIIABITHT. AN &E7 Uy I UET,
i [RERBOER] -V TERABEERL. BTIEV UV LET,

3 F=IXR=2P LU SharePoint Server [CzF+ 2T+ F7)L—T&EER L. N7 SG_Database & LU
SG_Server_SharePoint &\ SZF1&E[ITET, &I —TJICBYRAF TV FEEDHET,

4 FIFUS—va U EBICREMOEFI YT TIL—TEER L. SG_App_Group &\ SEFIEMITET,
Zm7)L—TFI12 SG_Web, SG_Database, SG_Server_SharePoint #&h01L &£ 9

5 Webt—)lIctz+aUFs RUT—&EERLET,
a [gFausa RUv=15Ta2 Uy 0L, [EFaUTF1 RUS—0OBI] 712V EI UV I ULET,
b [&#1] ICSP_App EAHDLET,
c [EHIC PIUT—vay Web H—)iD SP AN LET,

d ZE#%#50000 CZEELFY, BEERE) MOEIEAEOR Y —KDBICEBEINDLDICT D0,
ZORI Y —DBREIBMIIFBICERESNTVET,

e [rnNlEZ UV LET,
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f

[Endpoint B —E2] x—v ¢, ®ELI UV L. ROBEANLET,

FTvav &

[752ax] 774 MEREEL BTSN
[%— e 275l Vulnerability Management
[b—Eez8] Rapid 7

[ — £ x5 L=

[ir 774 MEREEL BTSN
£ T MEREBELAN T

T7AT7 04 =)VERIFIRY FD—0 AV FOART Y3 U—EREEMETIC. KT]EZV7U VI LE
a-o

6 SP_App & SG_App_Group [CXvEVT ULET,

7 FvuNZ Ea—-1ZBHL. SP_App A SG_App_Group [CX v VT ENfcl EEBRLET,

a

b

[(BREF21UT (19 TEIV UV LET,

v omicoatmisss Uy LT, SPAPD ARy PV T SNTIB - EaRBLET,

8 SP_App KUY —&TH AKX~ FLET,

a

b

D o 0

—

[(ZFaUTa RUS=15TEI U L, [Blueprint T2 AR — ] (@) TAAVEI UV LET,
[%87] I Template_ App_ “AH L. [FU T« v 2] IC FromAppArchitect AL ET,
RNl &D Uy LET,

SP_App KU —EBIRL, [RAN] &2 Uw o LET,

BRABEBERL. BT &2V UV I LET,

TITOAR—FULIEI7AINDI I VO—RESRZOAVE2I—YDT LT FUEBERL, [REZ2 U
AVES

tFaUTs RUY—& SORUY—MBERSNCEF 2T« JIL-TNITVAR-FENET (ZDH
&l3. 7TV = avotFaUTa JIL-TE ZIICRA RSN 3 D0EFaUT 1 TIL—T),

9 IVAR—FENERID—HAEDLIICEET 2N ERTICIE. SP_App RU > —ZHIBRLUET,

10 &kic, FIE7 TT7 AR— Uiz Template_ App_DevTest RS —& 1 A =7 LET,

a

b

[7o2av]lesUy oL, [U-EAREDA VR—F 742V &E U7 LET,

T2 v Ih 5 FromAppArtchitect_Template_App 7 7 1)l (FIE 7 TREEH) EBRLE
@’O

DNl & U LEY,

VMware, Inc. 281



NSX &A1 1

d [BERNBOEF]IR—VICIE, FaUTa RUY—EAVR— 2388 TV~ (EFaUT 4 R
Uy —pERsnizzFaUTs J)L—J. Endpoint b—ER. 7475 —=)LIL—=)b. Xy D=4
AV FORRT Y3V H—FR) NERRENET,

e [BTI&E7IVvILET,

A TV T FRLUEEA TV T EatvCenter F AR RUICA VIR— kS, Fv N\ Fa—
[CRRSNZET,
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TAMAFOQRRG T 3

TAE AV FOART Y 3VId VMware /(= b —pRETFEROCF 27 REREY IS4 7V R, TUF
DANABLOTUFIIIND T T—V Y FONBEFTO-FLET, TAMREY YV EIFERD, £Fa7
BARBT TSA TV AEIATSA VIR D, PUFIAINA Y TRF v ERGEMICEHIT S ENTE R
A EDREYY VICHMR REBERRTSE T, Rfce HIULWMREBY Y VDA IS4 VREBOBRFEOREYY >
3. FUSAVIEBIIEHRT, REFLVWT VT IAINA 72T vICL DRIEICRESNE T,

FARAVEREOART Y 3y OfettE2T—% 214 vCenter Server Y — JLICKR TCHRRSND 75— LA &EFEH
LTCRENET, =51 IRV FOVERDZZETHUWAT =Y ABHRNEBENET,
BE TARAVEOZARTY3vOtF 2T BIC, vCenter Server #1IEUSHBRET I2MNENH D ET,

B IGRCDTAR AR =T A VT VY ATARTA AV FAART Y 3V [CEDTR=-FENTNSEDITTIE
HVEBh, UR—EADARL =T 4 VT VAT LERITTREBY VI, EFaUTs YU -3y
[CE>THRENEE A,

B Y- TI)LHDORR FITRETROREY Y U AEENDHEIF. TOIRNTITT AR AV FOART Y 3
VDERBETOTHMENHDET, CNld VY- T—ILHDOREYT > > HBID ESX R A FA vMotion
TBITUICIGETE. L TREI S CENTSSHILHTI,

COEICIE. ROFEYIAEENTNET,

B SARAVFOART Y I DA VA=)

B SARAVROART S IV DAT—5 ADRR

B S2AFAYEFAZART 3DV T— A

B SARAVEOAART 3 UOANY

B SARAVEAOART Y 3 OEBAVE-Y

B S2ARA VAR 3 VDO T TN A =T 1 0T T =5 DY

B SARAVEAOARY Y3V ETVA-IINDT A VA R

TGAMAMAARG 32 DA VA =)L
AR AVEOART Y3V EAVAR—LTBE, I SAIADERR HIH UL VIB &5 — RS A

BEMICA VA R—)LEanEd, T2 4> FOARY 3> [ NSX Data Security, 7757157+« £Z45 U
VI BEXUVNOHDY—F)I=F TFaUT0 VIa—Y 3V TREIZRIET,
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AT —FLRARAFTOEET JOA1 7y F7 v TOHBE, ESXi AR FOBEEZIC. VMware NSX for vSphere
6X F—ERRBY Y (SVM) EFETHER T O2MENHDET, FMICONTIE. FLYIRN-IDEE
http://kb.vmware.com/kb/2120649 2B L T<ZE L),

VMware NSX for vSphere 6.x OBRIETIL, U —E2RE T > (SVM) OF478F (vMotion/SvMotion) I,
ROBENKET D ENHDET,

B P REYY Y (SYM) OF — T IBHE SR I T —EX (-7 00— RREY Y V) Bl 2
B ESXiRR RICEEAKE L, BMEEICAOLSIBN\Y T FL—RESD/I\—T)L 27 —UhKRREIN3

@BlueScreen: #PF Exception 14 in world wwww:WorldName IP Oxnnnnnnnn addr Ox0
PTEs:Oxnnnnnnnn;Oxnnnnnnnn;0x0;

Oxnnnnnnnn: [Oxnnnnnnnn]VmMemPin_DecCount@vmkernel#nover+0x1b

Oxnnnnnnnn: [Oxnnnnnnnn]VmMemPinUnpinPages@vmkernel#nover+0x65

Oxnnnnnnnn: [Oxnnnnnnnn]VmMemPin_ReleaseMainMemRange@vmkernel#nover+0x6
Oxnnnnnnnn: [Oxnnnnnnnn]P2MCache_ReleasePages@vmkernel#nover+0x2a

Oxnnnnnnnn: [Oxnnnnnnnn]DVFilterVmciUnmapGuestPage@com.vmware.vmkapi#v2_2_0_0+0x34

NI, VMware ESXiS55 X LUV 6.X DIRA FICHET 2BAMOBETY, COMBEEREY 3I1C1d. T—EAR
B<> v (SYM) 20 2 25 WOBID ESXi /R 2 FIZF& TH1T (VMotion/SvMotion) L7z T<EE L), SVM %3l
DT =% X FTFICBAT (svMotion) 32454813, SYM&EA4 JICLTHASRIOT -9 A FFICBITI20— L E XA
TJL—2a VeEAT s Ees8dLET,

(=S
DA VA= FIBORHERAE LT, POV AT LDNBETT,

B AT -RHOT AT DERA NI, YR— Fa&O/IN—2 3 2D vCenter Server & £ U ESXi A1 2 &
F=JlEhTl3

B 95 25ROKRZ A vCenter Server J)N—2 3 5005 55127y I L — REniziBald, TNEDRA
FCTR—F 80 &R— R 443 AN TLND

B S2ARA VAR 3 VEA VA R=ILT BT TATDRA LT, NSX DERATZET LTS [NSX 1>
A=V ARl T INSKXAKRZAE VS 25D%fRE] ©02avESBLTEEN, YA 4V FOANX
DAV IERY U RTO=Y RARICIEA VA =)L TEE B, VT IAILAOA TO— FigEEFHAT
ZEMNT. TARA YV FAZARY 3 v ERBHEEIUVEE T 2 12DIC NSX 2R T 254, RA T NSX D%
BETOMEIH ) EB A, Ffz. NSXforvShield Endpoint SV ATIE, TOLESBFENFIZFTSN
ESEleIR

B NSXManager62 A1 VA F—)LBELUEITEIN TS &,

B NSXManager & AR AV FOART Y30 —ERERTT EBEHRA AR U NTP =)0 >
JEN, BAHHAREBEINTNWS CEEERLET, CNETHRVEA, TAR AV FOARTY 3 EY—F
=74 b—ERCH LT, VIRAIDAT—F ANBEEAN LN EERITHETRRIINTNDICEANDS
I REXY DT UFIAINA T —ERCL > TRESN TRV EAHBDET,

NTP —/)\EEMUIEHZBE. AR AV FOARI Y 3V EFRTOY—F)\—FT ¢« U—EREBT JOAT
SCLEEDBEDOLET,
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NSX 22 F 4> FOZRY S 3y B—E2REIV VICIP FRELZ T—ILH5 IP 7 L ZEEID ST HEEL.
NSX 2 b A > FOARSI >3y EA VAR )LTBEICIP 7 RL A T—ILEERLET, INSXEEA L L] 0
MP7RLZ =IO 29y 3vEsBLTEE,

vSphere Fault Tolerance I3, A+ 4V FOZRY > 37 SI3EBELEH A,

FIig
1 [ +—=JLFIE (Installation)] ¥ 7. [U—EXZ 77O (Service Deployments)] %7 U w2 LE T,

2 [HLLWI—E20F 701 (New Service Deployment)] () FravEs Uy LET,

3 [RYRI—UBLVEFaVT B-—ERAOTIOA]FATAT RYIRAT, [TAFA Y FORRT T 3
(Guest Introspection)] IR L £,

4 [R&7Ya—)L&HET B (Specify schedule)] (¥4 7047 Ry o AFE) T, [69 <7017 2% (Deploy
NOW)] &#IRUC U AL AV FOZARI Y3 A1 VA F=Ilenicsd<IcT a0 92h. £ld3770
1 DENEREEERUET,

5 [r~NNext)] &2 Uwvo LETD,

6 TARAVFARRTIYIVEAVAR—ITET AU —BLVI SR EERL. DR (Next)] &2
IAVE S

7 [AFL—YHIVEERY FDO—VDRBIR] -V T, U—EAREYY Y AFL—VEEBNTEZT—Y AT
EBIRT 20, KRR HEAEERH (Specified onhost)] ##IRLET, T I0O4 D—0 JO—-EE#HET 2
feHITld. TR R ERBIREH] Tlamd, FBOT -9 A7 EXRY FD—0EFERTEZ LSO LET,
BIRUIET YA RTIE BRUEYISAYADITNTORA R CHEBAEETHEUEAH D ET,

[[RZ +_EAEEFdH (Specified on host)] £#ZIRUIHBEIE. 75 AYHDERA FICHLTROATY TER
TLET,

vSphere Web Client @x— 4 =2, [vCenter]l &7 w7 L, [[RA+ (Hosts)]l &2 U w o LET,

Q

b [&#1 (Name)] 3R &2 Uy o U, [B (Manage)] ¥ 7&0 U w7 LET,
¢ [T—yryhHEE~YyYDHRE (Agent VM Settings)] 22 U w2 L, [iFE Edi)] &7 Uy 7 LET,
d F—%2r7ERRL. [OKl &7 Uy T LET,

8 BEA VY —TI1ARERALTIHRER—F T —T&aBRUET, T -5 A TH R~ EAEER
# (Specified on host)] ICERESN T\ 2HBEE. v FD—2% [RA  EAMEEFH (Specified on host)]
[CERET 2MENH D ET,

BIRUICR— F 7)L—T13. NSXManager O/R— k )L =TTV ZATE20EAH D, #IRLIEV SRS
RDINTCORAFTHRTEDOUENHDFT,

[[RZ - EntEEFH (Specified on host)] ZBIRLIZBAIZ. ATy T 7 DY TRAT Y TERITLTRA L
OxYFI—VEBRUET, V5RYICTAULDRR FEBNT 2BAE. T—9AT7HEIUxRY FD—
DERELTHLY SAYITEMT 2HBENH DET,

VMware, Inc. 285



NSX &A1 1

9 [PEIOHTIT. ROVWINAEBIRLET,

EIR 5E%%

DHCP DHCP (Dynamic Host Configuration Protocol) (B LT NSX 7 2 = « > RO ZRY
VIV U—EAREIVVICIPTELRER DS TEY, RARNERDZ T TRy FECH
2IBEIC, TOA TV 3 VERBRUET,

P7rKLR 7= BIRSNFEIPTRLZ T=ILADIP 7RLAENSX A AV FOZRY Y3y =
2RIBR Y VICED ST ET,
10 DN (Next)] 227U w5 L, BBRERBOWESR] R—IT KT (Finish)] 22Uy LET,
11 [ X F—=JLDIREE (Installation Status)] FIIC [A43h (Succeeded)] ERRSNZE T, WREERLET,

12 [1 > Z F—JLOYREE (Installation Status)] 31IC [4e8k (Failed)] EFRRaNBE13. (8] OEICH 2 741 O
VEIUY I LET, INTOT TO4 ITS5—hRranExd, [ (Resolve)] €7y LTIS—&EIE
UET, IS—EHATDE. BIOIS—ARFSNDEANHDFT, BELQIREEITL. BE [ (Resolve)]
=7V I LET,

RORTY S

T2 HREYY I VMware Tools &1 2 F— )L LE T,

2 MRET S AD VMware Tools 4 > X k—)b

VMware Tools IZ13, RETFRERZETNETNDT A MREI S VICA VA F—ILTI2NEDH 2D NSX > T—
VIV EAEENET, VMware Tools ' VA F—lanfzREYY VId, EFaUFa YV Ua—v 3 MU
F—ILENfc ESX/RA F ETEBSNZ L UVICEBNICRESINE T, DFD. RESNLREY VL &T LR
FOEHEIC, FlzevMotion M+ aUF o VU a1—=2 3> DA VA R=)LSNERIO ESX ICBELIZ%TE. 7
FaUT A RENMRIENET,

ARG

TAMMEBY T IC, ESXS5T S, OR—FENTVSE/(=2 300 Windows A1 Y X F—JLanNT\3d &
ERBLTEE N, NSXOT A E A2 FOZARY 2 30T RO Windows AL =T« 27 Y AT LD R—
FEeNTLWET,

= Windows Vista (32 £ )

= Windows7 (32 B FE/IZ 64 EY )

= Windows XP SP3 LIf# (32 Ew )

= Windows 2003 SP2 DIfg¢ (32 Ew F&clZ 64 Ev )

® Windows2003R2 32 £w +EfzlZ 64 Ev )

= Windows 2008 (32 E'v FEZIZ 64 Ewv )

= Windows 2008 R2 (64 £ )

B Windows8 (32 Ew +FEzI264 £ i) - vSphere 55 LIEA 5
B Win2012 (64 £ ) --vSphere 5.5 LN 5
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B Windows 8.1 (32 £w ~F/zl3 64 Ev ) --vSphere 5.5 /0y 5 2 DIEA S
= Win2012R2 (64 £w ) --vSphere 55 /0y F 2 LIBEN 5

Fig
1 Windows x48~< > > VMware Tools DF &1 VA F—)LEZIZT7y 0L — ROFIBICK> TS,

2 FIB7 T[HAY AL Custom)] v +7y TEZRUZS, VMO RS0 (VMU Driven)] 23 3 V& ER
L. [vShield k= /\ (vShield Drivers)] 2R LT, [CO#EEIO—HIL \—F RSATICA VA =)L
N &9 (This feature will be installed on the local hard drive)] &R L £ 3,

3 BODOFIBICHVNET,

TGARAYFAQRARG D 32 DAT—F ADKRR

TARAVFAZRT AV A VA U ADERTIL, TAF AV FAOZRY S 3 JViR—%2F (SVM (Security
Virtual Machine), ESX/RA RICEBETZ A AV FOART Y3y EVa—)L, REINRETS VICERE
T2 I—-JTUh) DNEDAT—HADTF TV I NMTHNET,

FIig

1 vSphere Web Client T, [vCenter] #7 U w7 L., [F—% 1% — (Datacenters)l %7 U v 7 LT,

2 [&#r (Name)slT, T—9tv9—&7Uv I LET,

3 [E48 (Moniton] &% U w o U, [Endpointl #7 Uw o ULET,

TAFAVFAZRT Y 3y OREUSIUVT S —LDR=VICIE, BRUCT Y25 —-DTFODA TV T
T EOREWMET VT4 TRT S—ADPRRSNET, BEMRAT —Y AOELIE. TOECOREREL oA
Ny ENERICRELTHS 1 PLARICRMRENE T,

TAMAMORRZ 3 DT7 S5—A
TEAMELRT AR AV EOZRT Y 3 AR R, vCenter Server 8 BF(CT7 S —ATCBHENET, 75—
LIZFORENERRTINZ EEFICF vy VIl ShET,

vCenter Server 7 2 — LA 2% L vSphere 7504 ViR UTERRTEEXT, IRV FETT—AICDNTIE
[vCenter Server )1 F] =#2BLTEEL),

NSX Manager 7' vCenter Server O#ksk & U TEER=NS &0 NSX Manager (3. SYM. Xk > FOXARY
YavEYVA) YV I-VIVRENDI3IDDT AR AV FORRY Y IY QVIR=R Y EHAEDANY &
BICUTTS—LEERSIVHEIBRT 2L —IILEEELET, L ILITARIIAXATEXY, 75 —LDHFULIT
25 L= IVEERRS 2 HEICDNTIE, vCenterServer D B2 AV FESBLTIEEL, W<DOADT—2R
Tl3. 75 —LDORECITEHODERNH S ZENDPDET, FTEDRTIE, AIREMDSH 5 FER EZNITHIS LTIc®
EQODT 73U ARFENTWET,

RANT7Z—4A

RART7S=AZTAR AV FORRT Y3y V2 IILOREUAT —F ACREERITT AN FICK D AR
SNET,
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®18-1. T5— (FTERT)

AR D B 3 IRE Tovav

FARAVEOARI Y3y EVA—UIRARCA VR 1 K2RCOZ71 L, /etc/init.d/vShield-Endpoint-Mux
F—lanchEdgn, 27 —4% 2% NSX Manager [ start YV FrEANLT, TAR AV FAOZRT Y3 Y PEELTINE T
HLR<RNE LU, CEBALET,

2 Y RI=IMBYICERESN. SRR FOART Y 3> ANSX Manager
[CEHEAIAE Ch D C L ERALET,
3 NSXManager 528 LE 7,

SVM7Z—A4
SVM 75— 1113 SYM DREH AT — 5 ZAICHBERIFT ANV Fok > TERESNET,
£18-2. SYM KT 5 — A

fEE Fovay

FARAVEOZARI Y3y EVa—)LE—HULANTO  FARAV ORI Y3V EVa—)LESYMIC, BWCHEEDH 2 7O R0
2L N\=23hH B, IHERESNTNBZEERABLET,

FAE AV EOZRT Y 30 BNSYMAQERERTITCE SYM D —F VIREET, Ry D - AMBUIICHRESN TS CEERBLET,
AN

TAFMERENTWTE SVMART =5 2&8HELAL,  REBTS—, VMware 0U/R— FHBEEICHLEHETZEL,

TGAMA2FAARG 3 2DARNY b
ARVFR, FAF AV FORRI Y 3y R=2QTF1UF 1 ¥ AT AR TRET SRRO0 7 PEEICEHN
£7,

ARV RIZHAAY LvSphere 5574 VU THERRNCEET, ARV FETT—AICDWTIL [vCenter Server
BENAR] 25BLTIZE),

AR BETZ—LhEROEELZEDTT, NSX Manager A* vCenter Server Miisk & L TEEFRI N2 & NSX
Manager 137 5 — A& 4R, BRI 2 —ILaEELFET,

IARNTDANRY FTHBET D518 ARV DY A L A5 > TFENSX Manager event_id T,
RDOFRIL, SVM LU NSX Manager ICE > THRESND T AL AV FOART Y 3V DAY FDOUXRTY,
£183. FRAM A FORRIS VDAY K

B EEE VC s

TAR AV EOARY Y 3 V) a— 37 <SolutionName> N"EMTY,  1ER TALRT T
JN—2 3 <versionNumber> @ VFile 7O F )L &Y R—FLET,

ESX Eva—ILhEMICRDE LT, B HBANAT T
ESXEVa- A7 Va2 F=)LanE Uz, B BALRT VT
NSX Manager & ESX £v 2 — )L EDE#HEAKDNE LT, TEHR BALRI T
TAR AV ORI 3 VY1) a—> 37 <SolutionName> At Hifatkd IT5— BALRY VT Y )a—=3 DI\ —
BUWI=2a VO ESX EVa—)LIc&> TEfRINE Ui, vav, ESXEVa-IloN-y 3y
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£183. AN AV FOARREIL I 2DARY I (#E5=)
597 sEE VC 2%

ESX £v 1 —JL & <SolutionName> & piEfn ki L = Uiz, I5— FTALRT T ESKEYV2—-ILD/\—
Jav, VYa—v3vn)I\—-U30

TARAVEOART Y 30 & SYM EEFENMERUE UL, I5— TANLAT T

G2 AV ORIV 3y & SYM EnERNRONE Uz, 77— BANRT T

TJAMAEARRG L 3> DBEEAYvE—D
HEML TS —PETOMOEELETAYTZ—YE vmware.log ICOYVanET,
UFOREA AUDIT Avt—o&LTavanEd,

OV IV REMER (&= 3 VER),

Y IT-YUry FEMERR,

B SVM & DB DEREL

B SVM EDERICKK o TDORBODE),

EREnicOY Ay t—YIC3E0Y Ay - OEEL I TORBXFIMILTLEY, vi-AUDIT, vf-
ERROR. vf-WARN, vf-INFO. vf-DEBUG

TJAMAYEAARG 32D ZTNoa—T4 20 T—5DIRE
VMware 77 ZH)L UR— Fd B8, OR—F UV IX &R BERIC, ZFBERCTR— R/ FILOR
BESELTNET, COBMIERICE, RET Y OO7PBRT 7 (L ASENET,

Identity Firewall DS 7)o a—F4 20 T—%

DR=ZADIT 747 04— )RBETT AR AV FOARY a3 vaFRALULTNSHBER. FTLyIR-2ADEE
[Troubleshooting vShield Endpoint / NSX Guest Introspection (https://kb.vmware.com/kb/2094261)] & &
U* THow to collect USVM logs in NSX for vSphere 6.x Guest Introspection
(https://kb.vmware.com/kb/2144624)] THZHBRICDOVWTCHERT=ET,

TGARAMAQARARG D IV EZ2a-IDT AV A=)
TARAVFAARY 3V &7 A VA R—ILTEE, VIBAY SAYHADKRA FHSHEBREN, U —EXREY
UM T ATHDZRA FHSEIBRENET, NSX Data Security, 775747« EZSYUVT,. BLUNLCD
MU —FI\—T A &#HOTF2UTr VUa1—23VCd TARAVFAOART Y3V MAETY, TA L A1V
FORRI2 3V &7 VA VA=)V 2 &, HENLEBICK SAIREENSD D ET,

DIAINE TARAVFAART Y 3V T2 )VE&T7 VA VA R—ILT RIS, TDYT AT DRk

Mo, TAFAVEFOART Y3V ZEALTCWSINTOY - N —FT A ®HEET VA VA =)L T 2UEND
DET, YUa—ray TO)MThoREenNsFHHEEFER LTS,
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TARAVFAART 3V &7 A VA R—=ILT2ICId ROBEERITLET,

1 vSphere Web Client T, [/x— 4] > [Networking and Security] > [1 X +—JLFIE] DIBICRE L, [U—E
2 7704015 Ta#RUET,

2 TARAVEFORRTIY AV A VAT VAEERL, MRl 7OV E YT LET,
3 TCICHBRT RN, BTURBRTBLESICAT Y1 ILERETEET,
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NSX Data Security Id, #E@8OREIESNIZT S0 FRENICEMEIN TN\ 2HET Y ERRTCEDLDICLE
9, NSX Data Security "M@t 2 7V T AERD LIR— FICEDWNWT, #ET -5 =BU)ICREL. HREDBEHIC
YL TNVENFHE CEHRT,

F: NSX Data Security (3, NSX6.23 DU U =X TIIHERE=NZVETT, NSX6.23 TlE, 1 —F -0l T
CDIEEES I SHESERTEEY, fcfcb. COEEEIINSX DS HED U U= TIFHBRENE L TERLESL,

NSX Data Security &S 2(1C13. RUY—ZERL T ABROT -5 tFaU T« ISERSNSREH%E
EEL, AF v UHRICBIBREOEES LV T 7MIILERELE T, AHlL MENKROBEI YT VERET
20070 JL—RTHRELET, NSXIZ, PClL PHI. S&UPIICEET Z2HHDHEDR—FLET,

Data Security 2%+ v >V &R[IIAT 2 & NSX A'vSphere 4 UARY FURDRIER Y V EOT -5 &R L. BHS
NICEBROBERI Y —ICERTZ2 T 7MIILELR—FUET,

COELCIE. RDOFEYINEFENTNET,
®m  NSX Data Security @ > 2 ~—)L

®m  NSX Data Security @21 —— 00—l
B Y EFaUT RUS—DEE
B TS FaUTa AF v UDET
B LR-FOFRREYDVO-F

" FRRIVOER

®m NSXData Security @7 >+ >V X ~—)L

NSX Data Security A > X k—)b

F: NSX Data Security (3, NSX6.23 DU U =X TIEIHRE=NZVEETT, NSX6.23 Tld, 1 —T -0l T
CDIEEESISHEERTEET, fcfcl. COEEEIINSX DS HED U U= TIFHBRESNE & TFERLES,
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ATESF

Data Security &4 V2 =)L F 20 T 2AFICIF NSX TR AV FOZRT 3 A VA= )LENTL D0
BRHDET,

Data Security O —EZIREY > VICIP =)L IP 7 R L ZAZEEID ¥ T2HAE. Data Security #1 ~ ZX =)L
IBHICIP T=ILEERLUET, INSXBEAOA ] OV —-T AT 10 FICEATE2R-IESRBL TS,
FIE

1 [ 2 F=JLFIE (Installation)] ¥ 7. [U—EX 77O+ (Service Deployments)] %2 U v 7 LE T,

2 LWL —E2OERE (New Service Deployment)] () 71 av&Es U4 LET,

3 (RYRD—UBLUEFa2UT U-—EAOTIOA] Y4 7OT Ry AT, [Data Security] 2R U, [k
N(Next)] #7Uv o LET,

4 [RTYa—)L&EIEET B (Specify schedule)] (¥4 7047 Ry o AFE) T, [69 <7017 2% (Deploy
now)] #3#R L T Data Security i1 VA F—J)LEN5F CICT TOA T 2H. F£ioldT TO1 QBN EERE
ERIRUET,

5 DrnNext)] &#o7Uvo LET,
6 DataSecurity 1 VA F—=)LT2T7 907 —BLUVT 525 EZRL. [RANNext)] 7 1U v 7 LET,

7 [AFL—YBLUEERY FD—VDORRI -V T, U—EAREIYY Y AL -V EBMT 27— AT
BRI 20, KRR+ EAEERH (Specified on host)] ##IRLE T,

BRUCT YA E7IE BRULC SATHDINTORA R THARRETHINEND XTI,

[RZ = _EAEEZEH (Specified on host)] Z:@IRUTEBE. TORALD [T—Y 1Y MREYY VOFRE
(AgentVM Settings)] TESX RZA FDFT =9 AR T7EBELTHS. RAREY S A ICEBINT 2HEND 1)
F9, vSphere API/SDK D RF 1AV FESBLTLIESL,

8 BEA VY —TI1ARAERAFTIHEURER—F T —TERRLET, COR—F JJ)L—TFITIZNSX
Manager O/R—F 7L —=T\D7 7 ZANUETT,

F—5 A TN RA - EAMEEFH (Specified on host)] ICRESNTINZBE. AT ZRY FT—7(3
72525 DERA O [agentVmNetwork] F0/0F « TIRESN TV S MENH )£, vSphere API/SDK
DEFAAVFESRBLTIREL,

DS 2AGITRA REEBMT 3 &= KA D [agentVmNetwork] 7O/8F 4 R ELTHE T S AT ITKRA
hEBINY 2MENHDET,

BIRUICR— R ZIL—TId BRULVSAYDINTORA FTRHATEMEAH D ET,
9 [PEIDHT]T. ROVWITIhHAZEBIRLET,

iR 5B5E
DHCP DHCP (Dynamic Host Configuration Protocol) &/ L T Data Security & — £ 2 {R48
NYVICIP7RLREEIDHTET,

IP7RLR T— BiRaniz IP 7—)Lh 5, DataSecurity U —ERAREBIY VICIP 7 RLAEE DS TET,

BEEIP7RFLRAIYR-FENTNWENZEITERLULTLREL,
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10 DrN(Next)] 227Uy U, [RENBOREE] K- T &7 (Finish]l &7 0Uvy 7 UET,

11 [ >2 =)L 27 —% Z (Installation Status)] ZIC [F2h (Succeeded)] EFRRSNZ2E T, T TO1 EERL
9,

12 [4 V2 =)L A7 =% 2 (Installation Status)] 71J(C [s8k (Failed)] ERFRENIHAIL. (L8] OEICHZ T
AAVEI VI LET, INTOTIOA T —HMRRINET, [EHRE Resolve)]l 20Uy  LTIZ—
EEEUVET, IR I &, BOIT—ARRINBIZEAHDET, MELBREZT. BE R
7% (Resolve)] =4 1w LET,

NSX Data Security 1 —%— O0—)b

- -0O-J)LICE>2T, ZOA—F—NEITTEDRIEMNAE D ET,

o—Jv RIS B RME

Security Administrator KU > —OERS LUFKITE, ERICEATE LA FOFRTR, 77 FaU5« AFvUERBELIIFEILETSC
ClFTEFEE A

NSX Administrator T 2F1UT 4 AF v U ORAE L MR,

Auditor REFHRN Y —EEBRICEAT S LR— FDERR,

— — (<} ~ i

T—% tF¥aVUTqg RU—DEE

BIERNDOEZT - &RETIICIE. T—Y FaUTq RUS—&FERTIMNEANGDET, RUS—&EFRKT
3ICIF. Fal T BBETRITNIEZRD EE A,

AU —ZEERIT BICIE. RORNBEERET SVENH DT,

FR |l &g, PCl (Payment Card Industry). PHI (Protected Health Information),
H LU Pl (Personally Identifiable Information) DIEHR&RET 2 f=hDT—5
AN —ETY, RUTIETFITINENGIHFERIRTEET, AFvVaEE
179 % &, Data Security [CL > T, KUY —[CIRESNICRFICSERT 2. BEE
[C/ROMENH DT —IMFESNET,

T7A4I 745 TANITEEHRLT, AF v URRELDT—YEFIRLIZD, =T -5 HEF
NTVWBABEENMEN T 7 1L DIEEE AT v D EHEALIED T B ENTEET,

R D EER

BET—IHNENT 2UENG IRBERIRT 2 &, TNEORFICERT 2BERNAEENTD T 71 J)LENSXT
WCESEI,

AR
Security Administrator DO —JLER> TV 2 MEAH D ET,

Flig
1 vSphere Web Client IcO 7« > LT,
2 [Networking and Security] % U w7 L. [Data Securityl #2 U w27 L9,
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3 [E# (Manage)l ¥ J&a7 v LET,
4 [REEdi = Uy oL [TRTANEZ U YT LT, ERAIBERIRTOERFMERRLUET,
5 OVTSAT7UAREOREORRELDEHERIRUET,

E FEARERREGIIC DL TIE, [DataSecurity U7 7 LR HA Rl #8BLTLIESL,

RHCE > Tl NSX Data Security THZEF -7 #RBCTEDLDICT B20IC, BINBEHRAMBETT, ik
RERES, BEHNES. ERLHEES. BRARBRIMEES. RITOEES. DAYLTADY R FElFF
FAIBSEERT IR EBRUICHBEIL. TOT Y aHBBITIcODERKB /Y —VEEBELET,

6 ERKRBHNEETHDEEERLTIRE,

FHETRVWERRREBET d&. RETOTADREMET I 2A8MEAGD XTI, ERRBEOFMICONT
(I TERFTBOEN] 22RBLTIIES,

7 DrN(Next) 27Uy o LET,
8 [T (Finish)l&v Uy L%,
9 [EE®*47 (Publish Changes)] #7 U w7 LTRU > —=BALET,

T774IV 74T DIEE

A X, WEEER, £RIIT7AIIRFICEDNT, BRERICT 2 I 7MILEFIRT 2 ENTEET,
AR SR

Security Administrator DO —JLA'B A CEID B TENTNZMENH D FET,

Flig

1 Data Security /(=)L [EH (Manage)] ¥ 7T, [2RFv >3 2771 (Edit)] oo [#RE (Files to scan)]
=)y ULERT,

2 AVURVEUAORBYY Y EQIRTOI 7 EERT 2N, BRI 2HREBIRTZENTEERT,

FTvay B
FAMREBIY Y EDOTRTOT7 710 &EE  NSX Data Security TIRTOI 71 ILAAF v anEd,

ROFGZETIZT T 7 1INV DHEER BBIGUTROF T avEBRUET,

® [T X (Size)] EFIRT 2 &, BE LY A XTHER WD 71 )LIEFH NSX Data
Security TAF v rEhEd,

" [®ikZEA (Last Modified Date)] #2iRT 3 &, fEESNEARETICEE NS
774 JL1zIFh NSX Data Security TAF v o ahExEd,

" (51T (Types)]: AF v T 2T 7 AINDTA TEANT BICIE. DROEEFERD
771 J)Ldmd (Only files with the following extensions)] &R LET, ZFv
EBATETFAINDY A TEANTBICE HRFEEDINLEOT 7 AILERST
~NTn7 74 )L (All files, except those with extensions)] Z#R L%,

NSX Data Security A& RTAER T 7 1 )LIERIC DL\ TIL, [Data Security U7 7 LY 2 A4 Rl #28BLT
<IZaEly,

3 REGave)l &0y LET,
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4 [ZFEDO¥47 (Publish Changes)l &2 Uy LTRU Y —&@BALET,

T—7 tFaUT 4 RF ¥+ DRERT

T EFa)T a0 AT v UERTIEE, REREAND, RUY—I0ERT DT —YNHEBISNET,

AR

T FaUTa AT v UERKB. —BELE FEFEET SICIE. NSXAdministrator TH2BEAH D £,

FIE

—_

vSphere Web Client IcO %1 >~ LEd,
[Networking and Security] #% U w2 U, [Data Security] 2 U w7 LE T,
[Z3 (Manage)] # &7 Uy LET,

AW N

AF v OEICHD [BEA (Start)l =0 Uy o LET,
SE R UNINT—F TOIFA, D —F REEICARBZETAFT v UIIRITINEE A,
AF v UNEITROBA, ERAELT T2 3 vId [—ELE (Pause)] & [fELE (Stop)] T,

Data Security /' Service Composer iU~ —[CEFEN TV 3B AL, D Service Composer IR~ —[CX v E
V7 EINTUI S Security Group ADREY Y VAN AF v UARIC—EAF v rEnNEd, AF v U ORITHITRY
VoTERELTCHITIDE, AF v UNBERBINE T, COBAF v VICL>T. INTORENY UHiRER
DR —[CHERICENT 2 LDICBDET, BAF v VI RENY VY ETOT—YEH TR, BEEHRN
V—DFTICL > TEBEINET,

T EF2UT A AF v UOETRIC, AF v UNSBRASNICY SAYEIFVY X T—ILITREBY Y VA
BEISNICHBE, TORBYY Y EDT 7 AIVEIAF v vEahEz B, REX S VA vMotion (24X > TRIDKRA
[CREENIHE. AT v VIE2BBORA FETHRITSNE T, REBXY Y UDRIORA FEICH > TcEEITAF v
VBRI T 7 AL BAF v ESNE A,

Data Security TV VAR > VD AF v VERBT 2 & SICId. AF v ORREZINGSESNET, A+ v
UBMET T AL, AF v UDRTHARESINET, (A7 &1+ (Tasksand Events)] # 7T, 7525, KA
B £IMREY Y VOAF v VEIREL E AF v R T2 ER R CEET,

NSX Data Security I3, /\T# =XV AICBEAZHBER/NRICHWAZHIC. 1 EORA R LETRFICAF v S
NBREXVOHEZAOY FILUET, VMware TR, /(T2 =XV 2ADF —/\—~v Fa#T 31z, BEDE
EFNBRIIATF v v E—FELET S EEHEIDODLTNET,

LR—bDRRESDO— B

tFa1UT 1 AF v UERBET DL NSXICIZERAF v OFBRE KR TERRE, 2+ v UHROREY S > OH,
BIURESNICERODHFHNRRINET,

AR

Security Administrator &7z (3 Auditor DO =LA 2 &,
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FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,
[Networking and Security] #% U w2 U, [Data Security] #2 U v 7 LEY,
[LR—F (Reports)] # T&=- U w7 LET,

AowWwoN

BREFCIFER I 7AILOLR— FEEELET,

IERRIVOVER

FRFRB LA, XFHNEEFEINETF A FOXFOREDLVELRT 5/)8Y -2 TT, ERKRIL. TFALK
XADHEDXFINTICIIXFINDT SAERRT B, RIINYFITEBERICHITERALET,

ERRBOGEAFELITAILFA— FRRICUTHETHA. ZNKDEITBDNCEROTY, FBIC U TINREDLE,
FBICEMLBEONOVET, VY TIRBIERKROLAE LTIE, <cat> iHDET,

NI BATETFTFAFATIOXFINRIICENSERERRTLUET, <cat> EVWDHRERITERDIT T, <cats>
P <hepcat> R LABVNLIICTBITIE, BV UEMICE >z <\bcat\b> z#ERA L £,

CORBICIT, <cat> EVWOXFIDRIEAICEBXYI) A H2HBEICOHYFITELOIC. BHRIXFENEENTL)
£9, BIOAIELTIZ, —HI2 D1 )L BH— BXXFS <c+t> X 218BEFIFR UREZETTS <\bA\w+t\b> A
HDFET,

i3, BERYIDF (\b) ICXFE <>, 1 XFEUEFORTA FAR—=2APXY) D SIZANOSTE (\w+), XF
<>, BERYIUXEND) MM NS TEEEKRLTLET, ZOXREIL <cot>, <cat>, <croat> 1< v F L
FI A <crate> [CIIX v F LEB A,

RRIIFBICEMBEDICTECLETEET, RORBIIARBRDBEVDREFA—IL 7 LAY YT LET,
\b[A-Za-z0-9._%-]+@[A-Za-z0-9.-1+\.[A-Za-Z]{2,41\b
ERRIBEERT 25EOFMDINTIL http//userguide.icu-project.org/strings/regexp 2B LT 21,

NSX Data Security @7 >4 > XA k=)l

NSX Data Security Z{$/H L2 <A >fz. £7zIZ NSX Manager 7 v 747 L — B9 33B4&(1C. NSX Data Security
=714 R=)LLET, NSXDataSecurity TIFE#RT v 77 L — FIITR—-FZhTWEE A, NSXManager
=7y L —RdBHEIIC, £9 NSXDataSecurity &7 1A VA =)L ENEETY, 7V 7L —FEH5E
T U7z, NSX Data Security #8122 F—JLUE T,

NSX Data Security [d, NSX6.23 ®U U =X TIIHENL\VHEEETT, NSX623 Tld, I—J—DHMTZD
HEEESISHSHERATEEY, lol. TOMBEIINSX DSHDU U —ATIFEBREND CEICTERCEEL,

FIE
1 [ 2 F=JLFIE (Installation)] # 7. [U—EXZ 77O+ (Service Deployments)] %2 U v 7 LE T,

2 NSX Data Security b — E2&2IR L. [U—E 2 5701 &8I LET (Delete Service Deployment)] (%)
TAAVEI )T UERT,
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3 [HIBROHERR] ¥ 707 Ry 7 AT, [59 <HIBRT 2 (Delete now)] &7 U v 7920, EiIIHBREBMIC

THEFEERLET,
4 [OKlz7UvoILET,
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v N7 =0 DiLRE

TALYY =Ry DT ICIEBE VEA I —Ta VT, TJ7ATOF—)b. A= I\SUUTRED
SESERBRYFI=T U-EXANESLTNET, FEALEDHE. CNEDOT—ERTZENETNIDORY Y —(C
Lo TIRHENFTT, WERREORY FO—ITINSDOY —ERAEERI BeHICId. MBXY FD—7 TINAX
DSV IBIVRY v 70, VBN LEROEL. &Y - CADERNERREDEMOIEENVEICRDET,
NSX ZERT 2 &, BYIRY —EREBNR ST V7 JIATERT 2120 OFIENEBES N, ABRE, T
A, RFEZEOERT, B—0 ESX Server IRX +E1cIFEHD ESX Server IRA FTHERML R Y D — 0 EBET
BIZHICRUBEFT,

EBOTIr—vay - [Uormrzvs
[T e

FRREEUVHRVET—Y

aY4
VAN

YEFIEET—I0—F
AVbORRY Iy

NSX API B

( NSX ]

RBERYT—2H ( vSphere J

A\ J
( F—N—LA855% J .....................
S =A== U ofer
[ EBOAvFT—H N—FHIT
== EEE

NSX[CH—F N=FT A DU —EREBATBHD, SEXSFLT IO AENHIET,

COEICIE. RDOEFEYINEFENTNET,

BT -EXBEA
" Edge R—Z2DT—-EZBA

B - —T DT —ERADRE

A S W)=
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®  Service Composer &N LIc\N>V 5 — U — EXDER
N REIFATIA—EERLIERYT =Y 1—Y 3D RS TV I OUTA LY
B )—-FF-0O-FN\ZUUOFER

BT R)=F 1 REDHIBR

THY—EXEA

PDET—ERBATIZ, B—ORALA, IRTOY—EX EYVa—I)l. A—FIL EV 21—, BIMIRETS >
EE—OYEIYY VU TRELET, VAT ADIRTOIAVR—FR2 A MERA RO VR—F2 FEBEL
F9, CNITLD, EVa-)BEORESBERIEL. TIO410 TFILAD VI RTRDET, HRtEERD D0
. U—ER EVa-I)LEBEET D, il —EX EYVa—)LAS vmkernel (X520 FO—)LPT—
B ITL=2DEZ T4y EYE AT ALALEICBWEEFICLTC, AUERY FDO—=0ROZWE 27 AITL T
F—hTBTENTEERT, RENKDREYY VIC VMotion #£1TLTWAREIC, /{I—FF—tFa2UFq X¥
UPMRIEN Y DIRREE RAE TN BB DR FICBELET,

ZDEOBBEOY—EABAEFATEIRN S — V) a—2 302, BAFLET—EZ (IPS)/EBARRIY —E 2
(IDS). 774794 —)L. AntiVirus, 77l ID B (FIM), P LUBRBUESENH ) ET,

Fdge X—Z2DH—EREA

NSXEdge 13, Edge 5 —EX UV S AY AT, #DOF Y D=0 —EAE—RIREYY VLT IOqsnEx
9, NSXEdge [CId. BHED ST v ES—R)I—F DXy D=0 U—EATUSA LY T 2HEENHD D
ESCIN

COLOBEEOT—EABAEFBT RNV Y -V Ja—3vc, ADCT/)NA XAO—F NS 8 7)) AN
HDET,

H—RN—FT 4 DY —EXD#HE
NlE, T—RI—F O —ERENSX IS5 T4 —AICBAT IO, —BIILSLANIILOT—0 J0—
T,

Fig
1T Ry —=0avY—)LE®NSXManager #EA LT, U—F)\—FT 1 DU —-—EREZZLFET,

T—EXDFEEFICIE NSX DOV 1 VERFEHEHRAUETT, FHMICDOVTIE XU —DRFFaAY FESRL
T<rlEEl,

2 NSXIZO—-EXRETTJO1LEY, [/{—FF— U—EX0OEM] 28BLTIESL,

FTIOMSNIET = FI=FT s DU —EXIE NSX D [U-EXERE] D1 > ROCRRSh, FATERND
BNEI, NSXTOU—-EXADEARFIEL, BASNICT-—EXADBRICL>TERDEY,
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el AL RARR=2DT 74 74—l F—EIL, Service Composer Ttz+1UF 1 RU—ZEER
TN FITAVDEZFEDY—ERICUTA LI 2377140704 IL—ILEERT B ETEMCTE
%79, [Service Composer M\ Uiz V5 — S—E2DER] £/l MBI 71 7 D1 —)LaER LRy
F=Va—=23 A \OEZ T4y TDUTA LU ] #8RBLTLIES, Edge R—2 F—E2DFERD
fIZOWTIE, [N = FF—0O—-F NSUTOFER] 228BLTIZE,

N—hF— —EXDEH

N=FF=VUa—3a VIR RBREDREY 75147V ANEENDHEIE. VI 21— 3 & NSXManager
TEFUBICH-—EXERATEET,

AR SR

RDEDICHESNTNBZEEBERLET,

B -k F—=VUa—->37F NSXManager /A L TEHRINE T,

= NSXManager 5, J{—FF—=VYUa—3VOEBIAVY-IICTILZATEET,

Fl&

1 [Networking and Security] #27 U v - U, [1 VA= LFIBl &7 Uy T LET,

2 (B2 FIOq15TEI UYL, HLWY—EXDTIO4] (W) FaavEIUYH LET,

3 [RyRD=UBLVEFa2UT A B-—EROTTOAA]FAT7AT7 Ry AT, BPEY ) 1—2 3 VERBRL
ESER

4 [RTVa-IEEETR] FAT7OT RIATE) T [69<7TO00493] &EBRLCY I 1—Y 30 E
IATTTIO1T 3N, T IO DENEEREEBRUET,

5 rANl&EI7UY I LET,
6 VUI1—vaVET AT 2T -9 /9 —BLVIS2A9ERBIRL, (RN &7 VT LET,

7 V-3V H—EAREYY Y ARL—VEBMT 3T YA RTEBRT BN, KA EAEERH =
BIRLET,

BRULCT YA E7IE BRUC SATHADINTORA S THIARIRETHINEND D FT,

[[RA FEAEEZRH] &BIRLICHBE. TORIAFD[T—Y T MREYY VOREE] TESXIRZA DT =45 X
FYERBELTCHS, RALEY SAYITEBMT 20BN G ) ET, vSphere API/SDK D R+ 1AV FESR
LTS,

8 BEA VY —TIARERAFTZ2DBURER—F JIL—T&BERLET, ZOR—F 7)L—TFITIENSX
Manager D/R— JI)L =T \O7 0 ZAHNMNETT,

FY D= RA FEMEEEH] ICHRESNTINZHE, FATZRY FT—7I1d 75X DERA D
[T—Y 1V HMREYY VORE] > [Ry FD0—7] 70T« THESNTWIBENH D ET, vSphere
API/SDK D RF a2 AV FESBLTLEEL),

IV MREYYVEYSAYITEINT 2H1IC. RAFTI—-Y 1V MREXYY VOxy D=2 70/
TAEREITDIVNENSDFEY, [BE]-[FE]- [Ty METY VERE]-[xy FD—7] QIBICEE L.
REl &2 Uy LT, I-YV IV MREIY VORY POV EBRELET,
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BRULCR—F JIL=TI1E BRULVSATDINTORA FTHATEZHENH DT,
9 [PEIOHTIT. RONWINAERBIRLET,

ER 5E5%

DHCP DHCP (Dynamic Host Configuration Protocol) &8 LY —EXREY VT IP 7 R
LAZERIDHETET,

IP7RKLZR 7= BIRSNIEIPT7RLZA =IO IP 7 RLZAEY—EAREBYY VICEDHTET,

10 N2 U v o U, [RERBOER] X—ITHTIEIUv I LET,

11 [ VXA E—ILORRE] [T [BIh] ERRSNBET, TTOMEERLET, AT -5 AIC[KK] ERRSNH
Bl KBl ORICHDTAAVET UV I LT, TS—EMRT BIHODRIFEERITLET,

RORT w7

NSX -8 — 425 =T 1A AXENSXAPIEZENLUT/I— T — O—EXZEATESLSICRDE U

Service Composer N L7\ 5 — H—EXDEA

H—FI—Tq R =TI FZTavoDUTALY R O—FNSUY $XUT—FEKBHIED
AntiVirus BmEDQT A TFaUT 0 T—E2BENH D ET, Service Composer #EHT5&, CNEDT —
Ex&E—@Ep vCenterServer # 7Y x 7 FICEBATEEY,

tF+alra J)L—TIZvCenterServer A 7t DTy FTHI. ThIZIZV TS, REX> . WNIC &
FUMBAAYFNEENET, TF VT RUY—-FZTAL AV ORI YAy F—EX T7AT7 J5—
JWIL=Ib. BEUVRY FT=0 AV FOART Y3 U—EADTZY FTT,

TFaAUT4 RUY—ETF 1T FI—TFICRYEVTTEESIC, HYT BT — R /=T« RS — -t
2 7OT7A0ICUTA LT3y IL—ILBMERESNET, T0EF 10T« JIL-TICET2REN VHE5D
Fo D4y ORNENSEEIL CORZ Ty IOUT ALY REIL. BERAH T—FI)—T0 XU —-TF—-EX
[C2D, SOY—ERICEL>T. FTT1 v I DUBFENRESNE T, Service Composer MFFIC DN TI.
[Service Composer O] &#2BL TSI,

MBI 7A T 04— IIEERLER Y- a—3AND NS
VRS NAVDE LAY

BB HDON ST =2 =23 hT T IHBYSA LI T E3T7A4T7 04— )L )L—)LEBINTEET,
S LT RSN bT T v 13, R — - CL> TAUESINET,

ElfrE a3

B - (=T DO —E AL NSX Manager [CEERT 2HEAH D, Y—EXINSXHICT TO1rEhTL)
DMENDHDET,

B TIAINNRDTTFATIOA=IN I T I VATAVIICERESNTNSHE, IL—I)LEBMT S &T.
STV TDUTALY FEFRAITIMENH XTI,
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FIIE

1 vSphereWeb Client ¢, [F&v FD—2&t4 1075« (Networking & Security)]-[7 7 1 75 # — )L (Firewall)]
DIEICEELFT,

2 [t—=tF—tFaUFs -t 2 (Partner security services)l ¥ 7&42 v LET,

3 -nEEmTstsY3UT, Dh—boiemAddrule)] () FravesuvsLET,
©HYaYO—BELICHUWFAL - LABIENET,

4 FHLLWL—)Lo [&a Name)] tILERA VL. BEsu sl L—Lo&fEANLET,

5 JL—JL® [%(ETt (Source)]. [385E (Destination)]. [t —E X (Service)] = 8E LE 9, FMICDNTIE. U7
AT 05— IL—=)LDEMN] E2BLTIEEL),

6 HLLWIL—ID[FrYay (Action)] ZILeR AV L, Bersyvs LY,
a  [#fF (Action)] ©. [U% 1 L% I (Redirect)] &R L £,

b [UF4 L7 k5% RedirectTo)] T, U—EX TOT7AMILBLUREBRA VT, FoldU—ER JOT7
AINEINAVRTBEFaTa TIL—TERRLUET,

COU—ERTOT 7). BREDREY Y VICEASNZ A BRUCHEIA Y FEiFEFa Y
T4 T —TITHENESNET,

C UFALIFENc S T4y 7 EOQJICEIZEIT DNEDINERL. AAY FRHEHBEIIADLET,
d [OKlzvUvr LETY,

BIRUIEH—EZ 707 740U, [8fE (Action)] BlIcU v & LTHRRSNET, H—EZ TOT 74
WU EI YT DE =X AT 71I)ILOINA Y RARRSNET,

7 [ZED3#1T (Publish Changes)] #2 U v o LET,

N=—hrF—0OA—F NZHYDER

F—F =T OO-F NS UHEFERL. HEDNSXEdge D T4 vV ERETESET

AR SR

H—F)(=Fr0O—F /)T NSXManager (&89 2MENH D, NSXRTT IOA T 2MENH D £,
Flig

1 vSphere Web Client T, [&v FD =2 &1+ 117« (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICEE LT,

INSXEdgel #%5 TIL7 U v LET,
[ (Manage)] > [0 — k /US>t (Load Balancer)] # JMIEIC7 Uy o LET,
[O—RNSVPOTO—-/ULERE] OEICH 2 [iRE EdiN] &7 Uy 7 LET,

v A oWN

[O— R /NS goBERit (Enable Load Balancer)] & & U [ — £ 23EA DB (Enable Service Insertion)]
EERLET,
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6 [U—E2EE (Service Definition)] T, &% 92/)(—FF—0O—-F N\SUTERRUET,
7  [U—EX2FE (Service Configuration)] T, #4923 —EAREEERRLET,

8 TOMDTr—I)LrEAAL, U—ERER. U—-N\T—)L, 7TUs—>3> TOT7A)L. 7TUT—3
Vb= REBY—N\EEMIZ2EICE>T O—FINSUTERELEY, REY /(28BN 5 &S
NPT 27T — FEBRUET, FHICOVWTIE [O—-F ISV TDEE] #8RBLT<
AR

BELICEdge DS T4 v U DERIE. H—F /\—F 1 RUF-—DBFBIVY —)LICE > THBREINET,

Y — RN=—T 1 HEDHIBR

ZORITIE. NSX et —RI\—FT1#EayY ) 1—> 3V EHBRT 2 HEICDONTHIBLETD,
T—RN=FT4 VI D7 VUa—Y3aVEHRT2HBE. VI I VICOVTOEVVIBEFRASDET,
FIig

1 Sphere Web Client ©. [Networking and Security (Networking & Security)] > [Service Composer] DIEIC
BEIL, U—F)\—FT 0 Y123 It T0y a2 UF1LT FT2)L—)L (FfeldtFa )T RU
¥—) EHBRULET,

2  [bU—txEs (Service Definitions)] IC#&& L. T—RI\—F 4 VU 1—> 3>V O&REY TILT Uy LET,
3 [EEF TV (Related Objects)] #7 Uv o L, BEF TV FEHIBRLET,

4 [« +=JLFIE (Installation)] > [ —E 2 7= 70O (Service Deployments)] QIEICEE L, U — F/{—F 1
T 7O EHBRUET,

COBFEICERD, BBENTENLREN Y VAT VA VA R—)LENET,

[ —E 2 & (Service Definitions)] ITR D, EEOT T AVR—2 > F&HEIBRULET,
T—ERAAVRH VAT, U—EX AT 7ML EBBRLET,

F—EX AV AEHIBRUET,

o N Oy U

Y—-EAEEZHEIRLET,
F— R =T EV ) a2 -2 a B NX D BSHBRENET,
RDORT Y T

BREEEATLTHS, NSXES—F/){—FT 1 VUa1—-Y 3 UNBHEIRUEY, &AL A TI U %
SBYIDI)I—IINEHRLTNS T TV T FEHIRT 2UENHDHBEAEHVET,
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A—-—-—&EH

Z<LOMBTIZ. Ry FIT=0ECF 20T 10 OFEZEITERD T —AFIIA VN =R UET, DL DEHERB
Tl3. GIEEEREDIA—T—ICREITDIMENELDZENHDET, COREYITIZ. COEOIRTIER
OV FO—IILEHREITDEOITFERTE=DZ NSXOF TV 3 IOV TCERALET,

NSX [2 Single Sign-On (SSO) £ 7R — L TLET, SSO [CL D NSX 1, Active Directory. NIS. LDAP 72 &m
D ID —EZANBE A -F—=aBATE=ET,

vSphere Web Client 02— —&#(3. NSX 2VR—% > FO CLI TOaA—-F—-BELIIERDET,

COEICIE. ROFEYINEENTNET,

B OEEERID NSX O — 1 — B K UHERR

= Single Sign-On M&E

" O-U-tEROERE

B SOFI - TAOYFOER

®m  vCenter Server A—tH—ADO—JLOEI) HT
B - T7hUY OiRE

B O-Y-0O-JLOZEE

B O ThUY FEEMELIIBMCTS

B O-H-T7hHOY FOHIER

HEEERID NSX 1 —H — B L MEFR

NSX &7 704 LTEET 5213, vCenter Server DIEFEDERHNMNETY, NSX[CL- T, EBA1-F-HLV
O—)LOFEH) L UFTHE ) /EZIAHOILRIERN RS NET,

O—ILE&E

BWEaO—=)LIZxrOES DT,

roles = system_write, system_urm, super_user, vshield_admin, security_admin, auditor, dlp_svm,
epsec_host, enterprise_admin, component_manager_user, replicator
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local_user_roles = system_write, system_urm, super_user, security_admin, auditor, dlp_svm, epsec_host,
component_manager_user, replicator

system_roles = system_write, system_urm, dlp_svm, epsec_host, replicator

VERS A7

HEBRY 1 TICIIBRHED EESIAHNH VXY,

O—IL 7OV EREE

O—JL 7V ZAEEICL> T, O—JLICFHEAIDIER (read) £/ I35HE D /EEIAHHERR (read/write) A2 HE
IMREDET,

super_user.object_permission = read, write
vshield_admin.object_permission = read, write
security_admin.object_permission = read, write
auditor.object_permission = read
system_write.object_permission = read, write
system_urm.object_permission = read
dlp_svm.object_permission = read, write
epsec_host.object_permission = read, write
enterprise_admin.object_permission = read, write

replicator.object_permission = read, write

Jl—hEE
Jl— FEEICIZ. 2A—/)\—0—F—O—)LHEBmENE,
super_user.superuser = true

system_write.superuser = true

JA—/NIV ROA=TRATP 07O RRADZHOO—IL
vshield_admin.object_access_scope.global = true
super_user.object_access_scope.global = true
system_write.object_access_scope.global = true
system_urm.object_access_scope.global = true
dlp_svm.object_access_scope.global = true
epsec_host.object_access_scope.global = true

enterprise_admin.object_access_scope.global = true
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AZN—YI) RA—TRA Tz o b T7oADHOO—)L

replicator.object_access_scope.universal=true

system_write.object_access_scope.universal=true

B—EX
ROY— EADNSX TRATEET,

administration, urm, edge. app. namespace. spoofguard. dlp. epsec. library. install. vdn, eam.

si. truststore, component_manager, ipam. secfabric, security_policy. messaging. replicator

WEEE R

BET-EANDOHEEERIRDEH DT,

administration.featurelist = administration.configuration, administration.update,
administration.system_events, administration.audit_logs, administration.debug

urm.featurelist = urm.user_account_management, urm.object_access_control,
urm.feature_access_control

edge featurelist = edge.system, edge.nat, edge firewall, edge.dhcp, edge.loadbalancer, edge.vpn,

edge.syslog, edge.support, edge.routing, edge.certificate, edge.appliance, edge.highavailability, edge.dns,

edge.vnic, edge.ssh, edge.autoplumbing, edge.statistics, edge.bridging, edge.systemcontrol
app.featurelist = app.config, app.firewall, app.flow, app.forcesync, app.syslog, app.techsupport
pgi.featurelist = pgi.switch, pgi.portgroup, pgi.lkm

namespace.featurelist = namespace.config

spoofguard.featurelist = spoofguard.config

dlp.featurelist = dlp.scan_scheduling, dip.reports, dlp.policy, dlp.svm_interaction

epsec.featurelist = epsec.registration, epsec.health_monitoring, epsec.manager, epsec.policy,
epsec.svm_priv, epsec.scan, epsec.reports

library.featurelist = library.grouping, library.host_preparation, library.tagging
install featurelist = install.app, install.epsec, install.dlp

vdn.featurelist = vdn.config_nsm, vdn.provision

eam.featurelist = eam.install

si.featurelist = si.service, si.serviceprofile

truststore.featurelist = truststore.trustentity_management
component_manager.featurelist = healthstatus

ipam.featurelist = ipam.configuration, ipam.ipallocation
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secfabric.featurelist = secfabric.deploy, secfabric.alarms
security_policy.featurelist = security_policy.configuration, security_policy.security_group_binding

blueprint_sam.featurelist = blueprint_sam.reports, blueprint_sam.ad_config,
blueprint_sam.control_data_collection, blueprint_sam.techsupport, blueprint_sam.db_maintain

messaging.featurelist = messaging.messaging

replicator.featurelist = replicator.configuration

WEET VL RAERE
S O— )L OEBADRICON TR, 1- Y- ICHIM SBEREFHRY/ESAHERDESE 50153 DH
P T U L AR EICRENET,

e O—)LOEHFEDLENTIFESNTVREE, TOO-ILEFDI-Y (T COBRBICHT 27V ZAFF
ANRNWCEERKRLET,

RIZEDBITT,
auditor.app.firewall = read
security_admin.app.firewall = read, write

Znld. appfirewall #4223t U C auditor O —)LICIIFZEHFEDER 77 2 AFFAI A% 0. security_admin O—JL
[CIIFEHIMD/EEIAH TV ZAFANHE EamRUET,

WRET UV B AEE - system_urm

system_urm.urm.user_account_management = read

HEET U 2 AEE - vshield_admin

vshield_admin.administration.configuration = read, write
vshield_admin.administration.update = read, write
vshield_admin.administration.system_events = read, write
vshield_admin.administration.audit_logs = read
vshield_admin.urm.user_account_management = read, write
vshield_admin.urm.object_access_control = read
vshield_admin.urm.feature_access_control = read
vshield_admin.edge.system = read, write
vshield_admin.edge.appliance = read, write
vshield_admin.edge.highavailability = read, write
vshield_admin.edge.vnic = read, write

vshield_admin.edge.dns = read
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vshield_admin.edge.ssh = read, write
vshield_admin.edge.autoplumbing = read
vshield_admin.edge statistics = read
vshield_admin.edge.nat = read
vshield_admin.edge.dhcp = read
vshield_admin.edge.loadbalancer = read
vshield_admin.edge.vpn = read
vshield_admin.edge.syslog = read, write
vshield_admin.edge.support = read, write
vshield_admin.edge.routing = read
vshield_admin.edge firewall = read
vshield_admin.edge.bridging = read
vshield_admin.edge.certificate = read
vshield_admin.edge.systemcontrol = read, write
vshield_admin.library.grouping = read
vshield_admin.app.config = read, write
vshield_admin.app.forcesync = read, write
vshield_admin.app.syslog = read, write
vshield_admin.app.techsupport = read, write
vshield_admin.namespace.config = read, write
vshield_admin.dlp.scan_scheduling = read, write
vshield_admin.epsec.reports = read, write
vshield_admin.epsec.registration = read, write
vshield_admin.epsec.health_monitoring = read
vshield_admin.epsec.policy = read, write
vshield_admin.epsec.scan_scheduling = read, write
vshield_admin.library.host_preparation = read, write
vshield_admin.library.tagging = read
vshield_admin.install.app = read, write
vshield_admin.install.epsec = read, write
vshield_admin.install.dlp = read, write

vshield_admin.vdn.config_nsm = read, write
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vshield_admin.vdn.provision = read, write
vshield_admin.eam.install = read, write
vshield_admin.si.service = read, write
vshield_admin.si.serviceprofile = read, write
vshield_admin.truststore.trustentity_management = read, write
vshield_admin.ipam.configuration = read, write
vshield_admin.ipam.ipallocation = read, write
vshield_admin.secfabric.deploy = read, write
vshield_admin.secfabric.alarms = read_write
vshield_admin.blueprint_sam.ad_config = read, write
vshield_admin.blueprint_sam.control_data_collection = read, write
vshield_admin.blueprint_sam.techsupport = read, write
vshield_admin.blueprint_sam.db_maintain = read, write
vshield_admin.messaging.messaging = read, write

vshield_admin.replicator.configuration = read, write

HEEY o = REE - security_admin
security_admin.administration.system_events = read, write
security_admin.administration.audit_logs = read
security_admin.edge.system = read
security_admin.edge.appliance = read
security_admin.edge.highavailability = read
security_admin.edge.vnic = read, write
security_admin.edge.dns = read, write
security_admin.edge.ssh = read, write
security_admin.edge.autoplumbing = read, write
security_admin.edge.statistics = read
security_admin.edge.nat = read, write
security_admin.edge.dhcp = read, write
security_admin.edge.loadbalancer = read, write
security_admin.edge.vpn = read, write

security_admin.edge.syslog = read, write
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security_admin.edge.support = read, write
security_admin.edge.routing = read, write
security_admin.edge firewall = read, write
security_admin.edge.bridging = read, write
security_admin.edge.certificate = read, write
security_admin.edge.systemcontrol = read, write
security_admin.app.firewall = read, write
security_admin.app.flow = read, write
security_admin.app.forcesync = read
security_admin.app.syslog = read
security_admin.namespace.config = read
security_admin.spoofguard.config = read, write
security_admin.dlp.reports = read, write
security_admin.dlp.policy = read, write
security_admin.epsec.policy = read, write
security_admin.epsec.reports = read
security_admin.epsec.health_monitoring = read
security_admin.library.grouping = read, write
security_admin.library.tagging = read, write
security_admin.install.app = read
security_admin.install.epsec = read
security_admin.install.dlp = read
security_admin.vdn.config_nsm = read
security_admin.vdn.provision = read
security_admin.eam.install = read
security_admin.si.service = read, write
security_admin.si.serviceprofile = read
security_admin.truststore.trustentity_management = read, write
security_admin.ipam.configuration = read, write
security_admin.ipam.ipallocation = read, write
security_admin.secfabric.alarms = read

security_admin.secfabric.deploy = read
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security_admin.security_policy.configuration = read, write
security_admin.security_policy.security_group_binding = read, write
security_admin.blueprint_sam.reports = read
security_admin.blueprint_sam.ad_config = read
security_admin.blueprint_sam.control_data_collection = read
security_admin.blueprint_sam.db_maintain = read
security_admin.messaging.messaging = read, write

security_admin.replicator.configuration = read

HEET U £ AEE - auditor
auditoradministration.system_events = read
auditor.administration.audit_logs = read
auditor.edge.appliance = read
auditor.edge.highavailability = read
auditor.edge.vnic = read
auditor.edge.dns = read
auditor.edge.ssh = read
auditor.edge.autoplumbing = read
auditor.edge statistics = read
auditor.edge.nat = read
auditor.edge.dhcp = read
auditor.edge.loadbalancer = read
auditor.edge.vpn = read
auditor.edge.syslog = read
auditor.edge.routing = read
auditor.edge firewall = read
auditor.edge.bridging = read
auditor.edge.system = read
auditor.edge.certificate = read
auditor.edge.systemcontrol = read
auditor.app.firewall = read

auditor.app.flow = read
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auditor.app.forcesync = read

auditor.app.syslog = read
auditor.namespace.config = read
auditor.spoofguard.config = read
auditor.dlp.scan_scheduling = read
auditor.dlp.policy = read

auditor.dlp.reports = read

auditor.library.grouping = read
auditor.epsec_host.health_monitoring = read
auditor.epsec.policy = read

auditor.epsec.reports = read
auditor.epsec.registration = read
auditor.vdn.config_nsm = read
auditor.epsec.scan_scheduling = read
auditor.vdn.provision = read

auditor.si.service = read

auditor.si.serviceprofile = read
auditor.truststore.trustentity_management = read
auditor.secfabric.alarms = read
auditor.secfabric.deploy = read
auditor.security_policy.configuration = read
auditor.security_policy.security_group_binding = read
auditor.blueprint_sam.reports = read
auditor.blueprint_sam.ad_config = read
auditor.blueprint_sam.control_data_collection = read
auditor.blueprint_sam.db_maintain = read
auditor.library.tagging = read
auditor.ipam.configuration = read
auditor.ipam.ipallocation = read
auditor.messaging.messaging = read

auditor.replicator.configuration = read
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HEET £ XEE - dIp_svm
dlp_svm.dlp.svm_interaction = read, write
dlp_svm.epsec.svm_priv = read, write
dlp_svm.epsec.registration = read
dlp_svm.epsec.policy = read
dlp_svm.epsec.scan_scheduling = read
dlp_svm.library.host_preparation = read, write

dlp_svm.library.tagging = read, write

t&REY U RTEE - epsec_host
epsec_host.epsec.registration = read

epsec_host.epsec.health_monitoring = write

WHEET U L XAEE - enterprise_admin
enterprise_admin.administration.configuration = read, write
enterprise_admin.administration.update = read, write
enterprise_admin.administration.system_events = read, write
enterprise_admin.administration.audit_logs = read
enterprise_admin.urm.user_account_management = read, write
enterprise_admin.urm.object_access_control = read
enterprise_admin.urm.feature_access_control = read
enterprise_admin.edge.system = read, write
enterprise_admin.edge.appliance = read, write
enterprise_admin.edge.highavailability = read, write
enterprise_admin.edge.vnic = read, write
enterprise_admin.edge.dns = read, write
enterprise_admin.edge.ssh = read, write
enterprise_admin.edge.autoplumbing = read, write
enterprise_admin.edge.statistics = read, write
enterprise_admin.edge.nat = read, write

enterprise_admin.edge.dhcp = read, write
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enterprise_admin.edge.loadbalancer = read, write
enterprise_admin.edge.vpn = read, write
enterprise_admin.edge.syslog = read, write
enterprise_admin.edge.support = read, write
enterprise_admin.edge.routing = read, write
enterprise_admin.edge firewall = read, write
enterprise_admin.edge.bridging = read, write
enterprise_admin.edge.certificate = read, write
enterprise_admin.edge.systemcontrol = read, write
enterprise_admin.library.grouping = read, write
enterprise_admin.library.host_preparation = read, write
enterprise_admin.library.tagging = read, write
enterprise_admin.app.config = read, write
enterprise_admin.app.forcesync = read, write
enterprise_admin.app.syslog = read, write
enterprise_admin.app.techsupport = read, write
enterprise_admin.app.firewall = read, write
enterprise_admin.app.flow = read, write
enterprise_admin.namespace.config = read, write
enterprise_admin.dlp.scan_scheduling = read, write
enterprise_admin.dlp.reports = read, write
enterprise_admin.dlp.policy = read, write
enterprise_admin.epsec.registration = read, write
enterprise_admin.epsec.health_monitoring = read
enterprise_admin.epsec.scan_scheduling = read, write
enterprise_admin.epsec.reports = read, write
enterprise_admin.epsec.policy = read, write
enterprise_admin.install.app = read, write
enterprise_admin.install.epsec = read, write
enterprise_admin.install.dlp = read, write
enterprise_admin.eam.install = read, write

enterprise_admin.spoofguard.config = read, write
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enterprise_admin.vdn.config_nsm = read, write
enterprise_admin.vdn.provision = read, write
enterprise_admin.si.service = read, write
enterprise_admin.si.serviceprofile = read, write
enterprise_admin.truststore.trustentity_management = read, write
enterprise_admin.ipam.configuration = read, write
enterprise_admin.ipam.ipallocation = read, write
enterprise_admin.secfabric.deploy = read, write
enterprise_admin.secfabric.alarms = read, write
enterprise_admin.security_policy.configuration = read, write
enterprise_admin.security_policy.security_group_binding = read, write
enterprise_admin.blueprint_sam.reports = read
enterprise_admin.blueprint_sam.ad_config = read, write
enterprise_admin.blueprint_sam.control_data_collection = read, write
enterprise_admin.blueprint_sam.techsupport = read, write
enterprise_admin.blueprint_sam.db_maintain = read, write
enterprise_admin.messaging.messaging = read, write

enterprise_admin.replicator.configuration = read, write

WEET U £ AEE - component_manager_user

component_manager_user.component_manager.heaIthstatus = read

t&REY & RTEE - replicator
replicator.administration.configuration = read, write
replicator.administration.update = read, write
replicatoradministration.system_events = read, write
replicator.administration.audit_logs = read
replicator.urm.user_account_management = read, write
replicator.urm.object_access_control = read
replicator.urm.feature_access_control = read
replicator.edge.system = read, write

replicator.edge.appliance = read, write
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replicator.edge.highavailability = read
replicator.edge.vnic = read, write
replicator.edge.dns = read
replicator.edge.ssh = read
replicator.edge.autoplumbing = read, write
replicator.edge.statistics = read
replicator.edge.nat = read
replicator.edge.dhcp = read, write
replicator.edge.loadbalancer = read
replicator.edge.vpn = read
replicator.edge.syslog = read
replicator.edge.support = read
replicator.edge.routing = read, write
replicator.edge firewall = read
replicator.edge.bridging = read
replicator.edge.certificate = read
replicator.edge.systemcontrol = read

replicator library.grouping = read, write

replicator.library.host_preparation = read, write

replicator library.tagging = read, write
replicator.app.config = read, write
replicator.app.forcesync = read, write
replicator.app.syslog = read, write
replicator.app.techsupport = read, write
replicator.app.firewall = read, write
replicator.app.flow = read, write
replicator.namespace.config = read, write
replicator.dlp.scan_scheduling = read, write
replicator.dlp.reports = read, write
replicator.dlp.policy = read, write
replicator.epsec.registration = read, write

replicator.epsec.health_monitoring = read
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replicator.epsec.scan_scheduling = read, write
replicator.epsec.reports = read, write
replicator.epsec.policy = read, write

replicator.install.app = read, write

replicator.install.epsec = read, write

replicator.install.dlp = read, write

replicator.eam.install = read, write
replicator.spoofguard.config = read, write
replicator.vdn.config_nsm = read, write
replicator.vdn.provision = read, write

replicator.si.service = read, write

replicator.si.serviceprofile = read, write
replicator.truststore.trustentity_management = read, write
replicator.ipam.configuration = read, write
replicator.ipam.ipallocation = read, write
replicator.secfabric.deploy = read, write
replicator.secfabric.alarms = read, write
replicator.security_policy.configuration = read, write
replicator.security_policy.security_group_binding = read, write
replicator.blueprint_sam.reports = read
replicator.blueprint_sam.ad_config = read, write
replicator.blueprint_sam.control_data_collection = read, write
replicator.blueprint_sam.techsupport = read, write
replicator.blueprint_sam.db_maintain = read, write
replicator.messaging.messaging = read, write

replicator.replicator.configuration = read, write

AZN=HII ATz o bDEAVZ) /—RIZHTHO—)L0O_EEZHEEEHER
secondary.super_user.edge.highavailability = read, write
secondary.enterprise_admin.edge.highavailability = read, write
secondary.vshield_admin.edge.highavailability = read, write

secondary.super_user.edge.ssh = read, write
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secondary.enterprise_admin.edge.ssh = read, write
secondary.security_admin.edge.ssh = read, write
secondary.vshield_admin.edge.ssh = read, write
secondary.super_user.edge.syslog = read, write
secondary.enterprise_admin.edge.syslog = read, write
secondary.security_admin.edge.syslog = read, write
secondary.vshield_admin.edge.syslog = read, write
secondary.super_user.edge.support = read, write
secondary.enterprise_admin.edge.support = read, write
secondary.security_admin.edge.support = read, write
secondary.vshield_admin.edge.support = read, write
secondary.super_user.edge.routing = read, write
secondary.security_admin.edge.routing = read, write
secondary.enterprise_admin.edge.routing = read, write
secondary.super_user.edge.appliance = read, write
secondary.vshield_admin.edge.appliance = read, write
secondary.enterprise_admin.edge.appliance = read, write
secondary.super_user.edge.vnic = read, write
secondary.vshield_admin.edge.vnic = read, write
secondary.enterprise_admin.edge.vnic = read, write
secondary.super_user.edge firewall = read, write
secondary.vshield_admin.edgefirewall = read, write

secondary.enterprise_admin.edge.firewall = read, write
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el &2 Uw o L, RA1C> CORP #2IRLET,

[A-T—-&TI—T] T BT - TERR] 2BIRUET,

NetEng &R, [OKI £V Uy Y LET,

[BIOSTENEZO-IL] T, [FHHROER] 28R, [FARE] EBRBRLT OKE7U Y7 LET,

3 vSphere Web Client 50747 7™ kL. smoore@corp.local £ LTBEOV 1V LET,

Sally INSX BIEQHERITCEET, AL RETISATUADA VA F—IL. REBAA v FOIEMRG
ENAIBETT,

Bl : A—HY— TI—TDAIN—2y TIREATIHERERET S F U+

TJIV—TFTay &

2l

G1

gL TsNzO0—)L  Auditor (FEHEDHERA)

Uy =X

70-)0ULJL—F

A-Y—FT ay &

E=1]

John

BI27)—7 G1

go¥TesnzO—-)L BL

John 12,

Auditor O—JLABIN S TENT NS T IL-T G IZBLTWET, John(d, Z)Ll—FO—-JjLEUY—

AREBRZEMA LTI

Bl : EBHIN—TIIETHI—HF— AN—=DFUF

IV—TFTvar &

ZH0

G1

oY TenizO—)L  Auditor (GHERDER)

Y =2

70— IL— k=

IV—FTFTvar &

FH0

G2

g4 Tos5Nnfz0—)L  Security Administrator (F53ED EEEiAd)

=X

Datacenter]

A-¥-FTvary fE

=10

Joseph

B3I —7 GI1. G2

FoHToncOo-J)L 2L
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Joseph 137 =7 G1 &£ G2 ICEBLTH . Auditor O—)L & Security Administrator O — )L (&R & HERR DFE 3
EOBEMELET, L&A John [CIDRDIERN G D £ T,

®  Datacenter! OzHERD . A4 (Security Administrator d—JL)
= JO0-)ULJL— FOZmEARDER (Auditor)
Bl EHO— I EFHEDI—HY— AN=—DIFUF

TJIV—T FTva>y &

i Gl
gy¥TsNnfzO—)L  Enterprise Administrator

Uy =X 70-)0ULJIL—F

A-Y-—-FTFvay &

i Bob

B3I -7 Gl

gL TsNfzO0—)L  Security Administrator (5t D EE=AH)

Y —2 Datacenter]

Bob IZ14 Security Administrator D—JLAYEI D ¥ TEN TSz, F)L—T O— L DIERZEMELEH A, Bob
ICIZRDIERD B D FT,

®  Datacenter! £ZDFUY —2ADFHmMHED ., ESA4 (Security Administrator —JL)

®  Datacenterl T® Enterprise Administrator 0 —)L

A—-Y—=Tho2 bDiR&E
A FHOY FERELT, O-LELFRI-TEEETECEATEET, admin 7HD Y HHEETS
£ A,

Flig
1 vSphere Web Client cO04 1> LY,

2 [Networking and Security]l #7 U7 L, RIC[®y FD—=2&EF 20T 0D RV FU]TAS [NSX
Manager]l #7U v o L&,

[&81 (0] 51 NSX Manager 2 U v - LT, [ (Manage)l ¥ 7&-7 Uy LET,
[O—t— (Users)] &2 w2 LET,

wEIZ21-U—Z2BRULET,

[fm& Edig]l =27 Uy o LET,

MBRERERITLET,

o N o v M~ w

(T (Finish)] 270y o LT, BERNBERELET,
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dA—H3—O—J)LDOZE
admin 21— —Z#BR<IARNTOI—F—CDNT, O—JLOBID Y TCEZETCEEXT,

FIE

—_

vSphere Web Client [cO %21 >~ L&,

2 [Networking and Securityl #7 U w7 L, RIC [y D=2 &tFa U710 DA AR FUTHS [NSX
Managerl 27 U w7 L&Y,

[&71] 50 NSX Manager &7 U w7 LT, [&# (Manage)] ¥ 7&7 U o LEY,
[1—F— (Usersl 20Uy o LET,

O—-)l&ZZEI 21— —aRRULET,

[O—JLOZE (ChangeRole)l €7 U v L&Y,

MBLQEREERITLUET,

&7 (Finishl =2 Uwv o LT, ZERBRERELET,

o N o u MW

A—Y—-ThoY heERELEEHICTS

A—Y—=T7AD U rEEHCLT. 02— —=A NSXManager [CO7 AV TERNLDIICTEENTEET,
admin 21—t —F7z(3RE NSX Manager ICO7 4V LTV - —Z2EPICTEE B A,

Fl&

—_

vSphere Web Client [cO %1 > L& 9,

2 [Networking and Securityl €7 U w7 U, RIC[®y FDO=2&Fa 0T 10O R U] A5 [NSX
Managerl =2 U v L&Y,

[&a7 0] 51 NSX Manager 7 U w7 LT, [&# (Manage)] ¥ 7&7 U v LET,
[O—F— Users)l &0 Uwo LET,
A-U—7HIV FEBRUET,

SO MW

[aanit (Enable)] &z l2 (@it (Disable)] 71 3> &4 U v 7 LET,

d—Y—7ho 2 bOHIER

ERUIEd—F— 7AD Y FIHIRTEEZ T, admin 7H DY FIFHBRTE £ A, HBRSNIEI-F—I00T 2
BERLIO-FE. 79X -XRTFEN, EBEOY LIR—- FTSRBTEET,

Flig

1 vSphere Web Client IcO 7« > LT,

2 [Networking and Securityl £7 U w7 L, RIC [y D=0 &tFa U710 DA R FUTHS [NSX
Managerl 27 U w2 L&Y,
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(=807 0] 1T NSXManager 27 U v 7 LT, [E3# (Manage)]l ¥ 7&7 U vy L&Y,
[A——(Users)] &0 Uy o LET,

A-T—=7hoVraBRUET,

[HIEk (Delete)] &7 U v 7 LET,

OKl&Z7 Uw 7 UCHBRERELED,

vCenter Server DA —Y— 7HD Y F&EEIRY 255, NSXManager AOO—)LEID B TRITAEBREINE
9, vCenterServer E@1—Y— 7HD Y FIFEBRENEE A,

N OO o MW
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Xy bhTD)—08&L0FaUTg T
vrIo b

QU avTId DAY LA Ry FD=0EFaUT s AVTFTICOVWTHRALET, cns0d VT FId
Distributed Firewall & Service Composer TERT=%d, Cross-vCenter NSX BB TS, 2 =/\—-H)L
Distributed Firewall JL =)L CERT 21\l xy bD—0&FaUF« AVFFTEERTEXS, 1
IN=HIL xy bD=0HBLVEFaUTa T 17 % Service Composer TERT 2 Z &I TEE A,

COEICE ROFEYIMEENTNET,
" PTRLR VI TDERE

" MACT RLR JIL—TDE

" P7RLR T—ILDRE

®  Security Groups M#fE

B H-ERBLUVP-ER T —T DR

IP7 RLUR TIV—T DM

P77 RLUR TIV—TDVERR

P7RLZX 7NN -TEEHRLTHE. COTIN—TEXETELITRELE LTI F7AT D4 —ILIL—)LIZEBINT
TET, TOLOBIL—ILICED RER UASYENY VE, TR TOFAB TN VERET 2 ENTE
ESER

FIE

—_

vSphere Web Client IcO %1 >~ LEd,

2 [Networking and Securityl #27 U w7 L, RIC[Fy D=0 &tFa U710 DA R FUTHS [NSX
Managerl &2 U v L&Y,

3 [&a1] 3T NSXManager &2 Uw o L, [BE] 7 T&EI UV LET,

¢ O )\-TFIIPTRLRAZI-TOBEAMBERIBEL. 771X NSX Manager #12IRd 2 UEAH
DET,

4 [FN—FATVTH RIS TEIUvI LT PRy & U s LET,
5 em (W) FoavEIUYILET.
6 FELZ T —TOENENDLET,
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7 (ATa ) TRLAVIL-TOHBEANLET,
8 TFRLATIL-TFICEDZIPTRLRAEANLET,
9 (FTvay)[EEEMNCLT, ERELRBZ AT TCHRRCEELEDICLET] #BIRLET,

10 (AT a) A= BIILIPT7RLR JIL—TEERT 2BEIE. [COF TV &)\ LEEOR
RELTY—V]EBIRUET,

11 OKl&E Uy LETY,

IP7 RLR TIV—TDiRE
b 36d

FIE

—_

vSphere Web Client IcO 71 >~ LEd,

2 [Networking and Securityl £7 U w7 L, RIC [Fy D=0 &tFa U710 DA R FUTHS [NSX
Managerl &2 U v L&Y,

3 [&s1] #cNSXManager &2 Uw o L, [BE] 7 T UV LET,

¢ O )\-TFILIPTRLRAZI-TOBEAMBERIBEL. 774 <1 NSX Manager #12IRd 2 UEAH
DET,

4 [ON-=TATIzO R 5 TEIVUYILT [IPEY R EVUY T LETY,

WET DV —TEFRUTC, [BEEIY] () 7ra20E7 UV I LET,
6 [Pty iRE] Y4707 Ry AT, BWELREREITVET,
7 [OKl&Z7Uw L%,

IP7 RLR ZIL—TDHIRE

Fl&

—_

vSphere Web Client [cO %1 > L& T,

2 [Networking and Securityl €7 U w7 U, RIC[®y FDO=2&FaUT1OA R U] A5 [NSX
Managerl =2 U w7 LY,

3 [&#1] 3 NSXManager &2 Uw o L, [BE] 7 T UV LET,

¢ O )N-HINIPTRLR VI -TOBEENMERBEIL. 54U NSX Manager ##IRY 2 UEHH
DET,

4 [JIL—-FFT2 1+ (Grouping Objects)] # 721Uy o LT, IPty R (PSets)l &7 Uy LET,

5 Mg 37— TEBRL. [ Delete)] (X) 7ravE U s LET,
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MAC 7 RL R ZI)V—TD1E4E

MAC 7 RL R ZIV—TDVERK

—7E

gHEOMACT FLATHREENS MACTY L JIL—TEERLTHE. EDTIL—TEDBI 747 D4 —

WIL=IVIZY = AEIZY =Ty FELTEBMTEXRY, COIL—ILITRD BN U eBY Y U E, Ficld
MBS VDS REBNY VERET S CENTEXT,

Flr

1
2

O 00 N O

11

vSphere Web Client [cO % > L& T,

[Networking and Security] #2 U v - L, RIC[®y D=2 &EtFaUT 004 RV EUTHS [NSX
Managerl =2 U v LY,

[&71] 5 NSX Manager &7 Uw o L, [BE] 5 J&0 v o LET,

* - )\-B)ILMACT FLZ T —TOEBANELRIGEIL. 54U NSX Manager #:#iRY 2 WEA
HDERT,

[7)L—T #7217 + (Grouping Objects)] # 7&2 U w o LT, IMACtzw  (MACSets)]l &2 1w o LE
3_0

seml (¥) ForavEs Y LET,

TRELZR T —TOEFEAALET,

(FT>a V) TRLRA I —-TOHAEANLET,

TIN—TFIcEHd MAC 7 RLAEANLET,

(F T ay) [EREBNCLT, BRELZAO-TJTRRCEDLICLET]) &RIRLET,

(FT>a3)AZNN=FIILMACT RL R TIL—TEERT 2BEIE. [COF TV o +EIZ/)N—)LEED
WHRELTIY—V]ERIRLET,

OKl &7 Uy LEY,

MAC 7 RL R JI)V— 7T DiRE

FIE

—_

vSphere Web Client [cO7 1> ULEY,

[Networking and Security] #7 U v o L, RIC[®y D=7 EtFaUT 004 RV RUTHS [NSX
Manager] #27 J v LT,

[&#1] 71 NSX Manager &2 Uy L, [B#] ¥ TJ&7 Uy LET,

¢ O )-HILMACT FLZ JI—TOEENMNELIZEIL. 754 < NSX Manager 2RI 2 WEH
HIET,

[7)L—7 #7217 + (Grouping Objects)] # 7&2 U w2 LT, IMACtzv + (MACSets)] £ U w2 L&
@_0
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6
7

WETDVIL—TERRUT, [BE EdiY)] () 7ra2vEI UV I LET,
IMAC v FDiRE] ¥« 7O Ry 7 AT, BEREEEITVET,
OKl &= Uy LETY,

MAC 7 RLR ZI—TDHIR

FIE

1
2

vSphere Web Client IcO 71 >~ LEd,

[Networking and Securityl £27 U w7 L, RIC [y D=2 &tFaU70OA R FUTAS [NSX
Managerl &2 U v L&Y,

[&80] 51T NSXManager &7 Uv 7 L, [BE] 9 T&Y v LET,

¢ O )-HIILMACT RLZA ZIL—TOEENMNELIZEIL. 774 < NSX Manager 12iR9 2 IWEAH
HIET,

[7IL—T F T x2 + (Grouping Objects)] # 7&72 ) w2 LT, IMACtzv F (MACSets)l &0 1w o LZE
3_0

MRS 24 )L — TEBIR L. [H& Delete)] (X)) 7raveEsUvs LET,

IP7 RLUR 7T—ILDiE

PYELR Tl EmETIFBIRTEET,

IP7RLZ T—)LEMOEMAICDNTIE. Ry D=2 72t 2 SSLVPN-Plus mz%E] Ff=lx [Web Access
SSLVPN-Plus @& =] #8288 LTS,

P

FIIE

1
2

o N O U

7 RUR T=IVDERK

vSphere Web Client [cO7 1 > LEY,

[Networking and Security] #2 U w7 L, RIC[®y D=2 EtFaUT 00 RV EUTHS [NSX
Managerl =7 U w7 L&Y,

[&#7] 51 NSX Manager &2 Uy L, [B#] 5 TJ&o7Uv o LET,

[ZIL—T # T2 x2  (Grouping Objects)] ¥ 727U w2 LT, [IP7RLZ T—=)L(IPPool)]l &2 U w7y
LET,

[#37 IP 7 B L2 T—)Lmiain (Add New IP Pool)] 71 3> &2 Uw o LET,

P7RLZ T—ILOZHEAAL. TIAN R T — D14 ETU T4 v I ADRSEAALET,
(FT2aY) IS5ARUSLVEHD VT UDNS & DNSH T v REAALET,
T-LcgEHB IP 7 RL2EEEANDL, [OK]l &2 Uy T LET,
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IP7 RLR T—I)LDiRE&E
P7RLZ T ERET=ET ((DRELVT — FITAIHRETSTEHA),

FIE

—_

vSphere Web Client [cO 271 >~ L& T,

2 [Networking and Securityl #7 U w7 L, RIC [y D=2 &tFaUT0OA R FUTHS [NSX
Managerl 27 U w7 L&Y,

3 [&#1] 7T NSX Manager &2 Uw o L, [BR] 5 J&7 v LET,

4 [FIL—FFTY x4+ (Grouping Objects)] # 742U w2 LT, [IP7RLZ Z—)L (IPPools)] &0 w2y
LERT,

5 IP7RLA I—ILEBERL, [RE EAi)] 71OV EIUw I LET,
6 MERZEETL, [OKlE2Uv o LET,

IP7 RLR T—ILDHIR

FIE

—_

vSphere Web Client IcO 71 >~ LE9,

2 [Networking and Securityl #27 U w7 L, RIC[Fy D=0 &tFa U710 DA R FUTHS [NSX
Managerl &2 Uy L&Y,

3 [&a1] 3T NSXManager&o Uw o L, [BE] Y T&EI7Uv I LET,

4 [UIL—FFTv x4+ (Grouping Objects)] # 72 U v o LT, [IP7RLZ F=)L (IPPoo)l &0 Uwo
LET,

5 HERIZIPT7RLR T—)LEBRL. [HER Delete)] 71 av&EI Uy o LET,

Security Groups M1

Security Groups |4, vSphere 4 VXY FUDBEEIIVIN-T ATV 17 FOEEETT,

Security Group DER
NSX Manager L)L Security Group E{ERC=£7,
AR

Active Directory )L — 7 # 7Y 17 FICE DT Security Group ZfER T 2154, 1 DLLE®D B A A NSX
Manager [C&F=N T3 &R LET, NSX Manager 13, V)L—J. 1—F—1BHR. $LUTNSOBEO
BREBFEDE PAL UNSEELET, [NSX Manager A® Windows BA1T > DES] #8BLTLIES,

Fl&
1 vSphere Web Client cO%7 1> LY,
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9

[Networking and Security] #2 U w7 L, RIC[®y D=7 EtFaUT 0DV EUTHS [NSX
Managerl =2 Uy 27 L&Y,

[&781] 3¢ NSX Manager &7 Uw o L, [BE] 5 J&0 v LET,

® O )\-T)lEFaUT 1 JIL-TOBENMUELRBEIL. TS5~ NSXManager :#iRY 2 L&A H
D&ET,

[7IL—TF # T 17 k (Grouping Objects)] ¥ 7% 7 1) w2 L. [Security Group]. [Security Group M3&m
(Add Security Group)] 7 AV DIBICY U w2 LET,

Security Group O#ERTEERHE GBIEIER) ZANDLET,

(F 7Fa) 2Z)8—1)L Security Group Z1E T 2 MEAH DHE. [COF TV T FEIZ)\-F LR
DR &< LT =7 (Mark this object for universal synchronization)] #2R L &9,

e (Next)] 220 U v LET,

[BHIAVIN=2w T R=T T fERRAF D Security Group BN 24 TV 10 FNHEILITBEDH 2 EESE
EELET, CNICEKD, T Y BEEEERL RREEERCIREN Y VEEDDCENTEEXT, Jo
IWIBETIE, 2HOINGA-INYR-FINTNET,

. 2Z/V—=1)L Security Group Z#1ER S 2456, [BIRAY -2y TOER] OFIBIIRATESEE A,

fmEzIE EEELEEET 2T 47 (AntiVirusvirusFound 72 &) TY IR T ENEREYY VDI AR TE
Security Group ICBMT 21 hDEEEEDH D ENTEET, TFa1UT 1 YU TIRIRIFENIFAXE
=NET,

Frzld, W2008 S VW SERIEEDINTORENY Vo, wEA1 v F global_wire [CEENZRETY
vz Security Group ICBMI 2 &EBTEET,

%" New Security Group

+ 1 Name and description Define dynamic membership

| 2 DB AR Specify dynamic membership criteria that objects must meetto be part ofthis security aroup.

Y4 3 Select objects to include &

+ 4 Select objects to exclude

O ELDEILIEE Memhbers matching ‘ﬁ| nfthe criteria below “
+
| Computer Name | = | [contains |+ | wzo0s x
| Entity | - \ | Belongs to ‘ v | global_wire ex

Dr~ (Next)] 20 w2 UET,
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10 (B2 TV FOBR]I R—=I T, BT ZUY—ADY TERIRL, Security Group [T S U Y —
2% 1 DB EZIRUE T, Security Group ICIZRDA TV 10 FEEHDZENTEET,

% 22-1. Security Group XU =/N—4)l Security Group [CE®HDZEMTEDFT TP o b,

Security Group

TR (D Security Group WICH X FEhizfibd Security u
Group,

7SR u
By F "
ESVA ALY/

=48 App

Tt~

Pty

TALTRY TN

7E: NSX Security Group @ Active Directory M%7 .
vSphere SSO @ Active Directory #m & 132720 9, NSX
Active Directory 7' )L — JOFEIT A MMREY Y VIZT It
AFTBHITURIA-F—@THY, vSphere SSO IZ vSphere &
SUNSX &2 ERT2EEERATY, cNEOTALY U T
JL—TJEERT 3213, Active Directory & OEBIAMETT,

= 11 [ldentity Firewall DIFZE | #8BLTIEEL),

MAC v +

tFalra 5T

vNIC

B>

UY—2 7=

DEURABR—~ T -

1 =/3—4)JL Security Group

fERARO =) (=)L Security Group WICF 2 F S jzfbd 1
—J\=1)L Security Group,

IZNN=)LIPtzy
2Z)0=9)L MAC zv +~

CCTERUEATY oV R FlIES OEEEFBZINEDINICHAND ST, BT Security Group ICEEN
ESIN

Security Group IZ 1 DOUY -2 ZEMT D&, BEETZIRNTOY Y —IAEEBNITBIMENET, Ic&A
X BN VERIRY 2 & BhiEd 5 VNIC A"BEEIMICZ O Security Group [CEIIESNET,

1T DrAN (Next)] &2 U w2 LT, Security Group 06N g 24 7o 7 FERIRULET,

E:

1= )\—=1)L Security Group &1Em 9 2154,

RS 2F T2 b DFER] OFIEIERTEEE A,

CCTBERULATY IV RE. BNEEERCIAE DI NTHND ST BIT Security Group A 5BRA =N
ESER

12 [#&7 (Finish)] &2 Uy LET,

Security Group M AV /\—=> v FIF ROEDITREDET,

HOBER (FIBES8TERM) +8FN27174L (FIET0TEE) I -BASNDZTATL (FIET] TEE)

DFED. BFENETATLNEAICRNOBERISEMSNE T, RIS BRASND 71 T LN BESNICERNSE
LsImnEd,
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tFXalUTga JI—TDiRE

Flr

—_

vSphere Web Client [cO % > L& T,

2 [Networking and Securityl €7 U w7 U, RIC[Ry D=2 &FaUT 1O U] A5 [NSX
Managerl =2 U v LY,

3 [&#1] 5 NSXManager &2 Uw o L, [BE] 7T UV LET,

® 1T )\-PIEFaUT 1 TIL-TOBEMELRBEIL. TZ4 < U NSXManager #:8IRY 2 UEASH
DFET,

4 [UN—TATIzO R 5 TEOVYILT, [BFaUTs I -T&IUv I LEY,

WEIDVIN-TERIRULT, RE] () 74av&ar )y ULET,

(@)

[TFaUT s TIL—TDIRE] 54 707 Ry I AT, BELEREEITVET,

~N

OKl&Eo Uy LEY,

tFaVUT 4 JI—TOHIRK

FIE

—_

vSphere Web Client IcO % 1 >~ LET,

2 [Networking and Securityl 27 U w7 U, RIC[Ry D=2 &F2UF 1O R U] S [NSX
Managerl =2 U v LT,

3 [&1] 3 NSXManager &2 Uw o L, [BEB] 9T UV LET,

¢ O )\-HLEFaUT o VIL-TOBENMMERBZEIL. TS50 U NSXManager w:#iRT 2 WEHH
DFEd,

4 [UIL—F AT 1+ (Grouping Objects)] ¥ &7 Uw - LT, [ZFaUF« 7)L—F (Security Group)]
=0 Uy LET,

5 MBTBYIL—TEBRL. [ME Delete)] (X) ForavEsUvs LET,
H—EXBLUOY—ER F)L—T Dk

H—EXZ 7O RO)LER—- FOEBIBEDE T, U—EX T —TIZU—EZAPOY—ER T —TOEETY,
H—EXDER

Y—EXEERLTHSE, TOU—ERICEATIIN )L EEETCEFT,

Flr

1 vSphere Web Client IcO 71 v L&Y,
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2 [Networking and Securityl 27 U w7 U, RIC [Ry D=2 &F2UF 1 OA R U] A5 [NSX
Managerl =2 Uy 27 L&Y,

3 [&E1] #cNSXManager &7 Uw o L, [BEB] 9 T&EI7Uv I LET,
¢ O )N\ U-ERAOBENMWELIFZEIL. 51U NSX Manager z:#iRS 2 ENH )£,
4 [UIL—=FFTv 1+ (Grouping Objects)] # 7&2 U w2 LT, [F—EX (Service)l &0 U w7 LT,
5 paml () FrovEsUYILET,
6 T—EXEHHT 2 [&a1 (Name)] E AL ET,
7 (FTvav)g—E2o [ (Description)] E A LET,
8 [0 F~3JL (Protocol)] ##RL %7,
a BRULETORIVICESTIE =Ty F R=FR2EQZTOMDIBRDANERD SNEZHBENH D ET,
9 (FTvav)MAEBMICLT, BRERZAT-TJTRRCEDLIICLEI] EBRLET,

10 (FT7vay) A NN—F) U—EREERT 2HEIE. [COF TV I FEIZ)I\—FILEBHOERE LTI —
D] &EBRUET,

11 [OKlZz7 Uy LET,

T—EAN [T—ER] T-TILICRRENET,

B—EX I —TDVER

TR TN —-TEERLT, 2O —-ERX I —JIERT I —ILEERETESET,
Flig

1 vSphere Web Client icO04 1> L&Y,

2 [Networking and Security]l #7 U w7 L, RIC[®y FD—=2&F2UT 001 RV FU]AS [NSX
Manager]l #27Uv o L&,

3 [&r1l#T NSXManagerza2 Uw o L, [BE] Y T Uv I LET,

¢ TN Y-EXR VI -TOBENMERFEIL. 540U NSX Manager ##IRY 2 %EHH D
ESCR

4 [ —TFFT> 1%k (Grouping Objects)] ¥ &2 Uy o LT, [ZFa1UF+ 7)L— 7 (Service Groups)]
=0 u I LERT,

GEpn (Add)] 71 avaE Uy LET,
H—EX JIIL—TE#ET D [Zr1 (Name)] AL LET,
(FTvav) -2 JI)L—JO 588 (Description)] EAALET,

o N O D

(FT2aV) ATNN=TIIL B—ER I —TEERT 25B81E. [COF TV 0 FE1Z)\—F)LRBOTR
ELTR=V] EBRLET,

9 [AV)\=]T, ZIL—TICEMT 2 -—ERFLET-—EX JIIL—TE#RUET,
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10 ATy 3y)) MEEENCLT, BERELZAI-—TJTRRCEE2LE5ICLET]I EZBRLET,
11 [OKl =27 Uy LEY,

Y—EREEEIY—ER T —TDiRE
H—EARLIVY—ER T — TERETEET,

FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Securityl #7 U w7 L, RIC [y FD—=2&tFa U700 AR FUTHS [NSX
Manager]l #2U v o L&,

3 [&r1l#T NSXManagerz2 Uw oL, [BE] Y T Uv I LET,

® TN Y-ERFLEFT-EX JIL-TOEBAUELIHZEIL. T5 1< U NSX Manager z:#iR
TEVENGIET.

4 [UIL—FFTY x4+ (Grouping Objects)] # 72 U v o LT, [F—EX (Service)] £fzld [—ER &
JL— = (Service Groups)] &2 U v LET,

DAY L Y—EREFR@FT—EX TIL-TEFRL, [RE Edit)] () 7132 &EIUv I LET,
6 BYUICEELEY,
7 [OKl&2UYD ULET,

Y—EREEET—EX JIL—TDHIR
H—ERFRIFIV-—ER I —THEBRTEET,

FIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security] #7 U w7 L, RIC[®y FD—=2&EF2UT 001 RV FU]TAS [NSX
Manager]l #7U v o L&,

3 [&@1] #c NSXManager &2 Uy L, [B#] 9 J&7 Uy LET,

® TN Y-ERFLEFT-EX JIL-TOEBAUELIHZEIL. 751 < U NSX Manager z:#iR
TEVENG LT,

4 [UIL—=FFTv x4+ (Grouping Objects)] # 72 U v o LT, [F—EX (Service)] £fzld [b—ER &
JL— = (Service Groups)] &2 U v LET,

5 HRELH—EREEET—ER T —TEBRL, (MK Delete)] (X) 7ravesUvs LT,
6 [z NYes)]&#=oUwo LET,
P—EREHET—ER T — TN ENET,
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RIECEHE

COEICIE. ROFEYIMNEENTNET,
B O RO-Z /(AT FDERE

= NSXOvkO-SEEASDU /(U

. VXLAN R— FOZEE

B OBEFvRILOBEEORER

B AN IVARUIVARETOATZA
B AT LAARYEEEROY
AT LAREDER

B SNMP 5w TDIRME

B NSXDIN\w o7y TEIART

= JO-EZHUUT

" VOTaET EZYUDYT

" RL-270-

Oy rO—5 R T— ROZEE
F—4 F 1T 4 EREERT =0, NSX Controller /)20 — REZETEET,

FIE

—_

vSphere Web Client IcO% 1 >~ LEY,

[Networking and Security] #2 Uw o U, [1 VA= )LFIB 22Uy 7 ULET,

[BE] T, NAD—-FaZEIZAVFO-Z2BRLET,

[7o>avlaoUy oL, [AV =2 V329D AT-FOERE] =27 Uy T LET,

v~ W N

MLUWIRD—READL, [OKET7 U YT LET,
INT, AV FO-F NIAD - FAEESNE UT,
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NSXa>r ba—-S@EMSD AN

NSX O O — SHEAHE LIHBATE, 2 D00V FO—SHEREEL TV A TERAB VET, 1525 D
BEHAERF SN TN B0, HIETL -V IMELHTET, Z0BATE. 3001V FO- 55T THIKRL
THBEIARTOIY FO-SEBMUET &S ICLTREL, FRCLST, RECHEETE3 /— £ 75297
HHENET,

1T DOUEOIY FO-STEHHRY A/INURBEIS —ARELHE, £i3 1 DUEOIY FO-SREBY Y
N7 CARETEETESRVWRREBICA S IIBEIE. IV FO-Z VS AT EHIRT 2L ZHEDLET,

—EHOIFO-SHRECEFL TV ERBNDNSBETE, INTOAV FO-JZHKRI S CEEBEDLE
9, LWLV FO-SEERLTHAS NSX Manager @ [0 FO—SHREOFEH] AN ZXLEFEHLT, 220
IV FO—SOREBERBSE 2 HEEHBD LE T,

Fl&

1 vSphere Web Client [cO7 1> LY,

2 [Networking and Security] ©. [ > 2 +—)LFIE] > [BHE] OIEICT Uy o LET,

3 INXOvrO—5 /—Rl&27yaye, AV FO-S5&7 Uy 7 LT, BADAT =2 a3y F&EER
T, BEEDNRILET, £fold, B TEBTE3LOICHREBREATLETD,

RIITDHTY,

HEX Comirollar nodes

& x _1 13 {5 Actions
o5 mteresn | W5K Controlior Datais X
9030 Conirpies 10 coniroliar-4
WL BB .  CusmiecRescwrce Pool 1 snagement and Edge / Resources
y Dataskere 1
Hi4 152 188 190,23

4 [NSXOvrkO—-5 /—RlE27y3yT, EOVFO-SEBRL. [/ —RO¥BE X 7raVE2 Uy L
T. 3200 FO—S&IXRTHIBRLET,

VATAICAVFO=SAFELACRD E, RARIWDHYS [Ny FLA] E-RFTEELET, HULWR
BN & fcld vMotion TEBEIESNIRBY Y VId LWV FO—-58F JOA SNEHAT T I 2 X T.
Fv D=7 OEENRE UCIREICRDET,

5 [V—RoEBNH] 7120 EI )y LT 3A0FLWNX IV -O0-5 /—RETJOA1ULET,

6 [QvrO-Zo8myA7a7 Ry AT, /J—F&EBMIST Y20y —&2RL, IV FO-S&H/E
LET,

a BURITSAYTEZERLET,
b U32A9BLVARL—ITRAFERBRUET,
C PBR-F7I—TEBRLEXY,
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d /—FIZEIDHTENZIPT7RLR T-ILEBIRLET,

e [OKl&ZZ7UYI LT, AVAF—IINRTITBIETHEHE, TARTD ./ — FORAT—5 AN [18%] 212> T
WBZEEERLET,

7 [Zoyvavi>[OyrO-SREOEH QIEIC7 Uy I LT, AV FO—SOREBEBRBALET,
i Insiakstcs
danagemesd  HostPreparafion  Logecal Me

MET llymagery

& At

IV FO-HREOEHICL > T, &FHD VXLAN S LU E®EIL — 5 —%7E (Cross-vCenter NSX BRIZER D
A=) # Ty Fza&0) A NSXManager s FO—-2 V225 Tvyadngxd,

VXLAN R— b DZEE
VXLAN 57+ v 5 BB 3 K- FEZETEET,

NSX6.23 m5ld. T 7240 F@VXLAN R— R1E 4789 £ BER— FIZIANAICEDEID HTENET, NSX
6.23 K0EITIE. 77 4)L FD VXLAN UDP /R — F&5S(3 8472 T LT,

IARTOH LV NSX 1 VX F—JLRETIE, VXLAN (2 UDP /R— I~ 4789 mMERENE T,

NSX6.23 127y T L—FI 2456 7y IT7L—FRIONSX TUAIOT 7 # )L~ (8472) £1cIZHhAY L R—F
#HS (888872 L) MERSNTWEEEIE, 7y T L— RS, A-F-—PEELRVRYD, 5ISHESTOR—
FAMERENE T,

TyTTL—=FenNENSKTN=FOz7VIEP =Dz« (TORT—FDxo) AMERSNTINS, Ficld®
DFEND2HEIE. VXLAN R— 4789 [CHIDEZ 2 UENDH D £T,

Cross-vCenter NSX Tld, VXLAN /R— ~IC 4789 &R 2 MEIZH D EHEAN. BU VXLAN R— FZ=FHRd 2
£ 51T Cross-vCenter NSX IRIBICH D INTDRA ERET DUENGVET, R—F4789 [THINEZ B &

Cross-vCenter NSX [CEMENDH LWITARTO NSX 1 V2 +—)LEBEBTIE. BFEO NSXEEEFUR— FAVE
AsnEd,

VXLAN R— FOZEIZ 3 DO O A TiIThN, WBHRICVXLAN D RS T 1« v A liaNd Z&3H D £ A,
Cross-vCenter NSXBRIBETIL. COEEIFINTONSXManager 7 754 7V AE TR TORA FIGERASNET,

GUE-=St3

B VXLAN [CERT2R— NI 74704 —JLICL o TTAOY I ESNTNWRNWZ EEBRABLET,
B VXLAN R— FOZEFERFCRRA FOEFBNRITINRANC EERBLET,

Flr

1 [®mEBxRvy FD—20%(E (Logical Network Preparation)] # 772 1w 27 L. &IC [VXLAN #£3% (VXLAN
Transport)] &7 U w7 LET,
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2 [VXLAN R—=F]/txLD [ZE (Change)l R &S Uy o LET, INEALDR—-EANDLET, 4789
[Z. IANA 2 VXLAN AICEID ST TV B3R~ FHESTY,

INTDRARITR— FOZEENBASNSE T, 2 URESANDET,

3 (FT7vay)R— FEEOEBRIERRT 2123, APl &R
GET /api/2.0/vdn/config/vxlan/udp/port/taskStatus #EFHRLFET,

GET https://nsxmgr-01la/api/2.0/vdn/config/vxlan/udp/port/taskStatus

<?xml version="1.0" encoding="UTF-8"?7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>PHASE_TWO</taskPhase>
<taskStatus>PAUSED</taskStatus>

</vxlanPortUpdatingStatus>

<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>FINISHED</taskPhase>
<taskStatus>SUCCEED</taskStatus>

</vxlanPortUpdatingStatus>

BETF v RIIOREHEDHERR

NSX (3. NSXManager &£ 77470 #—)L T— v > B, NSXManager &HIfl L —> T—2 > Rl &
SUHETIL - I—-y ey FO-SHOBEODREZERLE T,

FIIE

1 vSphere Web Client . [Networking and Security (Networking & Security)] - [1 > 2 ~—JLFIE
(Installation)] - [7R 2 D& (Host Preparation)] MIBICEEN L x5,
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DS AT ERIRT DN, VIRV ERRUTCRARERIRLET, [773 3> (Actions)] (@') AR EVA UN
CREEF v xJLDfEeM (Communication Channel Health)l 2 w2 L£9,

BET v R ORERBHRARRIINET,

Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~ |

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services 1
Change Locale ID

' |CommunicationChannelHeanh |'

@ esx-02a.corp.local

> E@Managemem & Edge Cluster

esx-01a.corp.local - Communication Channel Health (7)

NEX Manager to Firewall Agent: + Up

NSX Manager to Control Plane + Up
Agent:

Control Plane Agent to A\ Unknown
Contraller;

ok || cancel |

HRII T OVARYIVRARETOUS A
NSX |2, VMware O H A5~ IO 2R T2z IO S A (CEIP) I2&mL T ET,

CEPEBLTNEENE T —5 HELU VMware 02 DEREBEMICET 23 #IL. Trust & Assurance Z> % —
(http://www.vmware.com/trustvymware/ceip.html) ICEE&E =N TIET,

NSX @ CEIP AD&m/&mHit, R TO7 S LAREDREERIET BT [DAYN T AR T AWET
O75L0A T 30 0fEE] 22RBULTIESL,

ARII TOVARVIVARETOATS LADA T 3 v DiRE

NSXManager &1 VA = JLE@T7 v T7 L -2, CEPAOEMERRTEZT, %7T CEIP [C540
LD, ZIERILET S CEERREETT, Ilo. BRONERELINEREHEETTXT,

E-=SE3

B NSX Manager pMEft= L C LT, vCenter Server C[RIHEARTAET H 2,

= NSXManager T DNS AR ETNTL\ 2,

BTy 0O7yIO-EDOrOIC, NSXAINTU YD xy EDO=7ICERSN T S,

VMware, Inc. 341


http://www.vmware.com/trustvmware/ceip.html.

NSX &A1 1

FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

[Networking and Security (Networking & Security)] #%iR L %7,

[Fy D=0 &tFaUT 01 ARV U] OF T, [NSX Manager (NSX Managers)] z32#iRUE T,
ZHEY 2 NSXManager &5 7)L7 1w LET,

[ (Summary)] ¥ 7&0 v LET,

[WAZI TOARU TV ABETOT S LI T4 707 Ry A0 [fRE il €2 Uy LEY,

N o o AW

[VMware 525 < T ARU TV ANE ST S LIZEMT % (Join the VMware Customer Experience
Improvement Program)] # 7> 3 V& @IRF 1o [LBIRER U E T,

8 (FTvaV)RTVa-ILEBELET,

O

OKl&=o Uy LEY,

SATAANYNEEEEDO Y
V2T AR FIENSX QERIEICEELIZANRY FTT, TRTOBREANRY FOFMEBMT B=DICHKITIN
£T, IRV FIERRE (BR) ICEEITZEDE. VUTAAINL IS5— (BEX) [CEETIEDHNHDET,

NSX Fo vk OA—#aeaEA LT, 1TocZ2RETF Y FID TEITEET, FI v RCK > GRS NICRIE
OEEOVICIEIFIY FIDAEENET,

NSX B ZI2DWT

Oty avTlE, Syslog b —NEZREL. ENX AVR—RV EOTIVZHIL YR—F QU ERRT 255
EHBLEY, BEETL —> O7IFNSX Manager s, 7—4 JL—> 0714 vCenter Server 18 U TRt
NEd, =Dz, Syslog o —/(TERBEEDOOTHARHETE=S L SI1C. NSX TVR—x> k& vCenter Server ©
B U Syslog U —N\&IEET D ENHEREINET,

vCenter Server TEH# I 2R D Syslog MEEICDLVTIE. VMware vSphere ESXi & & UF vCenter Server
55D FFaAVFESRBLTIES,

L OJORNE®R NSX 28R EE) L —4 — (DLR) SIfMRE Y > U ADT7 U 2 AICERT % Syslog O —\Eld> v
VT =L DEEGREIL -5 DREA VY — T T A ACEEEESNCHIBEAN VT LICRBI B LI TSEE
/Uo

NSX Manager
Syslog ¥ —)\&#ET ZICI4. [Syslog U —/(DIEE] #BBL TS,

TOZAIWYR-FOJEYDVO-FF 211 INSXOT U ZHL UiR—F 07057 DO vd—F] #88BLT
sl
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NSX Edge

Syslog # —)\&#8ET ZI1CI1E. [UE—F Syslog & —/)\DEE] 8RB LTI,
FTOZAINBR=FOVESYDVO-RIBICIE INSXEdge D77 ZH)L 9R—FO7OY D 0] &8
BLTLIES,

T77AT7 04—

T7AT7 I —ILHBRCTE>TNEEY T AYICH LT, UE—FSyslog b — &R 2HLENHIET, U
£— k Syslog #—/{Ix Syslog.global.logHost B TieEESNE T, ESXi &L U vCenter Server 55 @ +
FaAVRESRBLTLIZE,

RAROT J700O8 Y TIATIIRODES D TY,

2013-10-02T05:41:12.670Z cpull:1000046503)vsip_pkt: INET, match, PASS, Rule 0/3, Ruleset
domain-c7, Rule ID 100, OUT, Len 60, SRC 10.24.106.96, DST 10.24.106.52, TCP SPORT 59692,
DPORT 22 S

CNIPRD 3 DTHERENTNET,

x23-1. AT 774 I DAY R=R

B> TIVRDIE

Aff. BRS. CPU, WorldID ns#Emans 2013-10-02T05:41:12.670Z cpu11:1000046503)
VMKernel m#iE 0 7 #55)

HAF vsip_pkt

J747 04— )LEBDE INET, match, PASS, Rule 0/3, Ruleset domain-c7, Rule ID 100, OUT, Len 60, SRC
10.24.106.96, DST 10.24.106.52, TCP SPORT 59692, DPORT 22 S

xR23-2. 00 774N ITNIDT7 74704+ —IVEIBDESD

IVTAT4 bl B AN
AF & INET. INET6
RR FIFATEEAME : match, bad-offset, fragment, short. normalize, memory. bad-timestamp. congestion, ip-

option. proto-cksum, state-mismatch. state-insert, state-limit. src-limit, synproxy. spoofguard

V=i PASS, DROP, SCRUB., NOSCRUB. NAT. NONAT. BINAT, NOBINAT, RDR. NORDR, SYNPROXY_DROP,
PUNT. REDIRECT. COPY

JL—ILEBIF <ldentifier>

=)L D& =Lty FID BEWIL—ILOAIE (RESEE)

L=l v +#sIF  <ldentifier>
L=l v FDfE JL=Ilty &

JL—)L 1D #BF <ldentifier>

JL—=JLID —%93%ID
A ROUT. IN
REO#HBIF Len + Z#
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£23-2. 00 7740 I MIDT 7479+ —)VEBDES (=)

Y — 2A#RIF
V=ZIP7ELZR
5=y F#ERIF
JOr2b

Y — 2 R— R#EBIF
V=2 R=F

Y — 2 R— R#BIF
EIEFR— F

7570

FUFRAATAEZL B

Iy FORE

SRC

<IP address>

<IP address>

TCP. UDP. PROTO

SPORT

TDP &V UDP 0V —2 R~ +ES
REHRAR— FEBT

TDP &1 UDP (e K— FES

CPoo>o

NSXF4 v b BA—DER

NSX Foy bk ON—&FRTDE A VITARTUF VT oIEREB CEET., INTORIEICIEE L
Foy R IDMYINITEN. TNESOREOEEOVICEF Y D MRESNET, Foo TNSOREOOYT

TJ7AIWCERUFTY FID Y INITFENET,

FIE

—_

A W N

vSphere Web Client IcO% 1 >~ LET,

INSX F4 v I 04— 7E (NSX Ticket Logger Settings)] Oi#ICd 2 [fFsE (Edi)] 220 U v o LET,
FoybIDEAALT, [FICTE TunmOn)]zs Uy o LET,

[Networking and Security (Networking & Security)] %7 U w7 L, [E# (Manage)]l ¥ 7&% U v LET,

[vSphere Web Client] &« > EOOAEBIC [NSX F4o v b OJ] 1 URRRSINET, BEEOT O [IRIEY T
(Operation Tag9)l lIc, BEDA—T— A5 T 1A 2y 3V THRITUEREDF v D pRE S

nxy,
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23-1. INSXFoy k afi—]_A >

4 Home © X EinsKHome b 4
Networking & Security Geting Started | Manage | ~ [7] Recent Tasks ==
& N3XHome W Ri Failed
unnin aile
8 nstallation NSX Ticket Longer | | a
= | LOEEE BiHiE NSX Ticket Layger Settings Edit
T MEX Edges
. MSX Ticket Logger can be used fo track infrastructure changes made for a user specified ticket. When ticket logging is OM,
A Firewall the audit logs generated for all operations performed on the NEX manager will be tagged with the specified Ticket 1D, NEX
@ SpoofGuard manager log files will also include ticket 1D infarmation for the relevant operations

% Service Definitions

E Service Composer Audit Logs for Current Ticket

@) Data Security MEX Manager [ 104125117 |~ |

Flow Maonitoring User Module Operation Resourca(s) Time Operation Tags My Tasks = More Tasks
[8 Activity Monitoring

+ Networking & Security Inventory ~ 7 Work In Progress =]

S5 NSX Managers 3 [E NSX Ticket Loging Q )

MNS¥ Ticket Logging is OM (Ticket Id: For
demao)

vSphere Web Client T#%k® vCenter Server =& L T\ 21543, BAABEL TN TO NSX Manager @
O7ICF 7y +IDAERSNET,

RODRT YT

Foy ko7 avVICEDEET, FUy FOIAFYOEERI-T-HAOT T I RUILHEE. EiidY
vavpkbnicga, T 74T -1 -T - AUy - T -XICBEOVA YV UESICF Iy RO
THFTICRDET, Fry FOBRENRET Uich, FIB2HLUV3EZRDELT[FIICTZ Tumn Off)j &40 U v
7L Q7EATICLET,

PATLAANY DUV R—FDXRTR
vSphere Web Client ©i3. NSX Manager MEE U CWBINRTOIAVR—RY OV AT L AR FEERTE
Y,

FIig
1 vSphere Web Client IcO 27+« > LT,

2 [Networking and Securityl #7 U w7 L, RIC [y D=0 &tFaUT0OA R FUTHS [NSX
Managerl 27 U w7 L&Y,

3 [&#1] 3T NSX Manager &4 Uw o L, [BER] 5 T&E7 Uy LET,

4 [BATLAARVRISTEIUYI UET,
GINYS —DEREDET DT dE ARVFEANBZDZENTEET, Fol [TAILY]TFIARRY Y
AEFRTBE ANV FZETAIT U VT TEET,

NSX Manager (R¥E7 7547 > ADA X k

TDA N I, NSX Manager RE87 724 7 AICEB DA XY FTY,

VMware, Inc. 345



NSX &A1 1

% 23-3. NSXManager (R¥87 7547 > ADA >+

AR AEE B 125 —7 A ZDOEHR 125 =7 4 ZDHEHH
O0—#JLCLl show log followaw> show log followa<> show log follow=<> show log follow ¥
R %&=IT k& =1T k& =17 Y RERIT

GUI NA NA NA NA

% 23-4. NSX Manager (R¥87 7547 > ADA > +

CPU AE) ML=
0—#JL CLI  show process monitor I¥>r show system memory O r%  show filesystem 0w R&E=T
% RIT ESH)

GUI NA NA NA

Syslog DFEKICDNT
AT ARY FOAYE—IIE, ROBET syslog ICREENET,

syslog header (timestamp + hostname + sysmgr/)

Timestamp (from the service)

Name/value pairs

Name and value separated by delimiter '::' (double colons)

Each name/value pair separated by delimiter ';;' (double semi-colons)

VATLARYEDT 4 =L RELIVY A TICTIE ROBRNEENET,

Event ID :: 32 bit unsigned integer

Timestamp :: 32 bit unsigned integer

Application Name :: string

Application Submodule :: string

Application Profile :: string

Event Code :: integer (possible values: 10007 10016 10043 20019)

Severity :: string (possible values: INFORMATION LOW MEDIUM HIGH CRITICAL)
Message ::

ETEOJDRRN
[BEEO V] 7 JICid. 9ATHO NSX Manager 1—H—AET7 L7 7 a vhFiranEzd, NSX Manager ©
I3, &K 100 FHOEED T MRESNET,

FIig
1 vSphere Web Client cO04 1> L&Y,

2 [Networking and Security] #7 U w7 L, RIC[Fy FD—=2&EF 20T 001 RV FU]TAS [NSX
Managerl 27 U w7 LET,

3 [mEAT. NSXT—\B Uy oL, BRIy TEI YT LET,
4 [BEEOVIYITEIUYILET,

VMware, Inc. 346



NSX &A1 1

5 EBBEOVICET25FMBHRNG2BEIE. TOO7 0 BREIFIOTFA AV Uy VAREICRDET, BEOY
DFBERTT 2ICIE. BE]ZIIOTFARET UV I LEY,

6 [EBEBEOVEEOFM] T, [EESNLT]I E€BRI 2. COBRAOVRETENERSNLCTONT 1 DHH
RRSNET,

AT AREDERE

HEAO 71 VEEICHEE LTz, vCenter Server, DNS & NTP 4 —/{ & & U Lookup U — /) EiRET=FT, NSX
Manager Tld. VMware Infrastructure 1 >R U OFliEES T 2 7-o(CIF. vCenter Server &£ U DNS 10
NTP 2 EDT —EXEBET2MENHDET,

NSX Manager IR¥E7 7547 > AAN0O I A >~

NSX Manager R8> > D1 > A =)L EERANE AL S, NSXManager [RE87 7S50 7> aA0rv14 > L, A
VA R—)RICEEUCREERERLUET,

Flia

T Web 72598 D« RrozEfE. NSXManager ICEID ST IP 7 RLAEAALEY, &AL
https://192.168.110.42 “ A H L %7,

NSX Manager 1—t— 1> %—J 1 AN SSLEFERLTWeb 75985 Dy VU ROTHEET,
2 TFIUTAABEEZITANET,

X SSLAIBAE ERFALICEATEE T,

NSX Manager @O 7 1 VEEAKRRENET,

3 aA-Y—-Fadmin &1 A = )LBFICRRE UZ/NA D — FEFEA LT, NSX Manager 87 7=+ 7 Al
o074 UEY,

4 71> (log Nl &7 Uy LET,

NSX Manager @ BB D#RE

BOOOT 1V DESIHEELE NTP 5 — ) UIZET 5 ENTEET,
FIig

T NSXManager @87 7254 7>V AICO7 4> LET,

2 [[Appliance Management] (Appliance Management)] ¢, [[Manage Appliance Settings] (Manage
Appliance Settings)l 27 U wo LE T,

[ERERE (Time Settings)] MEICH 2 [fRE (Edi)] 22 U w27 LET,
BYICEELET,
[OKl &7 v LET,

D U1 AW

NSX Manager #&Hik® L £ 7,
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Syslog B —/\DIgE

Syslog F —/(&#EE T 5 & NSX Manager [4, Z® Syslog o —/VUCIARTOEEOD T &V AT L AR FEXE
LET,

Syslog 7 =%, RS TN a—Ta 2T A VA F—IILEXVEHAHR. O7ICRESNLT — 5 EREBY 2RIC
(S AVASE= S

NSX Edge 132 &® Syslog 5 —){&E B R — ~ LEJ, NSXManager & NSX > FO—=Z13 1 &® Syslog —/
EUR—-FLUET,

FIE

1 Web 729157, NSXManager 7 724 7> 2@ GUI (https.//<nsx-manager-ip> & /=13 https://<nsx-
manager-hostname>) QIEICEELET,

2 NSXManager -1 VA F—JLBFICRRE LI/ (R0 — FEEALTCadmin s LT/ 1> LET,
3 [T 7 RAFREOERE (Manage Appliance Settings)] 2 U v 7 LE T,

RlTTDHITY,
Y W e e <
= C |3 httpsy//192.168.11042/index hitn =

[
3 apps (B nuv-web-chent

WIS O

P 1R SR 10 84 Versen 620 Buld 2751
Hames  momgr-rigad aer  admin

NSX Manager Virtual Appliance Management

€D view summary B  oovnicad Tech support Log

o
W& manage Appance Settings B 5ackup & Restore

Upgrage

N

m tManage vCenler Registration

4 [®E])SRILDS [2M (General)l 22 U v LETY,
5 [Syslog & —/{ (Edit)] O#&ICH 2 [#REE (Syslog Serven] &0 U v o LET,
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7

Syslog 0 —/{D IP 7 R LA/ F&, R—F, LU0 TORILEADLET,

R—FERELZVE, Syslog F—/{DIP 7 FLA/RAFZRAOT T #)L FO UDP R— FAMERESNET,

RIIZDHTT,

| Sysiog Server "

You can specity the IF address orname of me yslog server that can be resolved using e aoove
menbaoned DMNS Serveris)

Syslon Sanver: ve-Hiia comploca
Fart

Pratacol UDP e

Ok Cancal

OKl&=o Uy LEY,

vCenter Server U £— F OU/ABERICA D, OTARY Y E7OVO Syslog o — /NS NET,

DNS 4 —/N\DimEE
Manager ®-1 > A b —)LBSICHEE LI DNS U= NIZZEFE T2 &ENTEET,

Flia

1
2

O AW

NSX Manager R187 7=+ 7> R1ca7 14 v L£d,

[[Appliance Management] (Appliance Management)] ¢, [[Manage Appliance Settings] (Manage
Appliance Settings)l 27 U w2 UE 9,

[SETTINGS] /¢=JL T, [[Network] (Network)] #4217 L&,
[DNS & —/ U (DNS Servers)] O##ICé 2 [imsE (Edi)] &0 U v 7 LET,
BYICEELET,

OKl &2 Uvw o L&Y,

Lookup Service MEFHDHRE
BHIOOT 1 DEEITEE Lz Lookup Service OFlIZIZET 2 &N TEFET,

Flia

1
2

NSX Manager R187 =>4 7 21ca7 1 v LEd,

[[Appliance Management] (Appliance Management)] ¢, [[Manage Appliance Settings] (Manage
Appliance Settings)l 27 U wo LE 9,

[2E] /) CxIL T, [INSX B — 2 (NSX Management Service)]l 7 U w7 LET,
[Lookup Service] D#&EICH 3 [#@& (Edi)] =2 U w7 ULET,
BUICEELET,
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6 [OKl&z” Uvo LETY,

vCenter Server DiR&E

1 A F—)LEFIC NSX Manager z#&48% U7z vCenter Server #ZET=% 9, COZHE(L. BAED vCenter Server
DIP7ELAEEET ZHBEICOHT> TLIEEL),

FIIE

—_

vSphere Web Client I 71~ LTW2HB&IE. O 7D FUET,

No

NSX Manager RI887 7=+ 7V AIcA7 14> LET,

w

[[Appliance Management] (Appliance Management)] ¢, [[Manage Appliance Settings] (Manage
Appliance Settings)] #2 U w7 L&,

[%E] ) CRIL T, INSX &Y — 2 (NSX Management Service)]l #%7 Jv o LET,
[vCenter Server (Edit)] i#ICé 2 [imEE (vCenter Serven)] &7 U w7 L&,
BYICERELET,

OKl &7 Uw o L&D,

N Oy oo M~

NSXDTFoZA Y R—-—bOJ0Foura—Rk
B2 0T 27 Fv 712 NSX Manager ©> 25 4 07 & Web Manager 0O 7 &5 D0~ R TEET,

Fla

1T NSXManager RIE87 7547V AIcOT 14> LET,

2 [7ISAavvREBI T 7 IS5
3

N

VAREDER]EV Vv LETY,

.fwu v U [FOZALYR-F OO0 yO-Rl &7 Uy I LET,

4 [ForvO-Rl&Ev Uy LES,

5 Orvo#mhnTERSs REIEVUYI LT TAY vy FIcOyEY D O-RFUET,
O7IdEfEEN. T 7 1)Uk F gz BMIIiEnEd,

RDORT w7

BEL-T T &EALT. J7ERELET ALY FUD[TRTOT 7 1] #8RLTOV &R C &
NTEET,

NSX Manager @ SSL SEBRE

NSX Manager T3, NSX Manager ® Web & — £ 2@ ID #BaE L T NSX Manager ® Web & —/NTxfEan
BRERS(IT 220IC, BENSTHENVETYT, COTOLATIE, AHEBLER (CSR) #E£m L. CAIC
ERALTESL, BENESSLERZEE NSXManager 11 ViIR—FT2MENHIET, TF2UT 1 DRI F

TS50 74 AELTIE. oAM= F F—&/FEEEMR L. NSXManager [CT7 54 RX—F F—AREIND L)
SHRERITT TV a Vv EMAT L EHRLET,
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NSX Manager MEFBEE ST 2 1CI1E. NSX Manager )L 1> CSRY T L—4ZFHAT 5H. OpenSSL
BREDRIDOY —)LEFERUET,

NSX Manager DEJL F+1 VAIAEBERERY X L — Y E@AB LU TERs NI CSRICIE. BTV 7 FOREE
(SAN) IR EDILRBHEEED D ZENTEE B h, HRBUHEEED 215G, BIOMASESERERY — /L &EHAT
ZENHDET, OpenSSLBEDBINDY — )L &FEB U CHREBRBEREENRT 21548, OO AIE1)FEH
EBZEREANT 3. ) BLZLTE5S, 3) INSXManagerziEBE 7 7 1 )LD PKCS#12 TERADZ# | Oty
VIVITED, ERDERT,

EVbA EBEERER (CSR) Pz XL —F DfEMA

NSX Manager M SSLEFRREZES T 255D 1 DEL T, EILRA VAIAEERER Y tx L — Y &EAT2A
ENNG D FERT,

COMEICIE, AAEEBRERICT TV 27 FORER OAN) R EDIRBEMESEH 2 ZENTER N EL SHKA
HOFEI., AREMEEDSHE. HIOAPAEBLERERY — )L EEATIVENGDXT, HIOAREELEK
ERY—)LEGRBLTWV2HBA. COFIBEEATY TLET,

FIE

—_

NSX Manager R&87 7>+ 7> Z21cA7 14> LET,
[7 IS4 7 2B EDER (Manage Appliance Settings)l #2 Jw o LE T,
F5E] /Cr)L T, [SSLEFRE (SSL Certificates)] #2 U w7 LET,

A oW N

[CSR MRk (Generate CSR &2 U w4 LET,

B | Bummary, | arace

2% Cartilicales

Lidt ol S5 Lormianed avadalie Conifcalm ingrend mausiCER ) = used 1 apgh i carilcate bom an ael

5 ROT4—ILEICAALTIA—LETHEEET,

FTvav Fovay

[+ -4+ X (Key Size)] BRUETZ LT XL THERASNZRORS ERRLET,

[#:58% (Common Name)] NSX Manager @ IP 7 L 2 £z I35 2 &80 = A1 & (FQDN) # A1 LE9, FQDN %
ARG B EEBEDLET,

[z (Organization Unit)] MAEEINT 2 - BEONELETALET,

[#84% (Organization Name)] SEANBEBBIICEALET,

[FXAETHE (City Name)] BEOFEN () ZEALET,

[&ERFE% (State Name)] @O @ERE) ETALET,

[Ea— K (Country Code)l TINT 7R R 2XFOEHN - FERALET, LEAIKEOHZE, US £B0ET,

6 [OKl&z” Uvo LETY,
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7 FRAEEZERE CAICXELTBRLTELNVET,
a [CSRop#oro—k (Download CSR)] #2U v LT, EflENicBEREY DV O-FLET,
COHEEFERT S E. TT1 = F=HNSX Manager OAEBICIZH E T A,
b ZoZEk#ECAICKELET,
¢ PEMER0EBRN=GHSE. )L—F CA B CAFHEERELET,
d CER/DER FEXDAEEEZE % PEM [CE# Y 5 (C(d. kD OpenSSL O Y FEERALET,

openssl x509 —inform der —in Cert.cer -out 4-nsx_signed.pem

e INTOIHBPE (/) A, JL— FEAE) €7+ A J7 ML TERELEY,

f  NSXManager 21— — 15 —=J1—AT[1VR=F(mport)] £0Uv o L, IXTOIABEENEE
N&TFAR J71IILESRUET,

g AVR—FICHKINT 2E. U—)GERELINTO CAGIAEN [SSLAARE] R—VICRREINET,
RORT T

E&(J= SSLAFAEZ NSX Manager [C1 ViR— L E T,

NSX Manager FEBRE 7 7 1 LD PKCS#12 XN DZEH#:

OpenSSL &ty — )L z&ER LT NSXManager SERE £ IS UiciHa, S & 517 N~ F F = PKCS#12
FERTHoaleamRL TS, NSXManager ftBE E 7514 N— F F—A PKCSHI2 FER TR\ 55, Bl
L7 & NSX Manager 124 ViR— FTEFEH A,

BIIRSRMH

OpenSSL A"V AT AICA VA F=)LENTNWE & &R LE T, OpenSSL (3 http://www.openssl.org A5 4
DUO—-RTEEXET,

FIig

* ERFHERENLBLNESAHEEZITI o c% T, OpenSSL#EA L T PKCS#12 (pfx £1z1d.p12) +—
AR I7ANERE T 7 AIINETSAR—F F=—DoERLET,

RIIZDHTT,

openssl pkcsl2 —-export —-out server.pl2 —-inkey server.key -in server.crt -certfile
CACert.crt

ZofiTlE, CACertcrt AFRALRBIC L > TRENTIL— FEFREDZRITY,
RODRT T

E&(J= SSLAAEZ NSX Manager [21 ViR— L ET,

SSLEFRAZ DA »R— k
DrinsziEd 20 CABEZD SSLAIAE = 1 ~R— F LT NSX Manager TEAT 22 ENTEET,
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ATESF

fEBAEE NSX Manager (T4 VA F—)LT 2454, PKCSHI2 F—XA F7EROH MR- RS, 1 DOT T4 R~
b F-ENET S ERNTAREXCITARET -V HEFNTNIBEN DD T,

FIE

—_

NSX Manager (R 7 754 7> X [CO7 4> LET,
(7 75470 2ZEDEE (Manage Appliance Settings)] 2 U v 7 LE T,
(%] /)L T, [SSLaEBAZ (SSL Certificates)] 7 U w o UET,

NowoN

[PKCS#12 =2 707 v 70— F (Upload PKCS#12 Keystore)l 220 U w o LE T,

[ | ey, | Uaras

2% Cartilicales

Lidt ol S5 Lormicated svadabie CariScalm ingreny mausiCER ) = used 1 apgh b carilcate bom an ael

5 [I71)L0&#ER (ChooseFile)] #0 U w o LTI 71 ILERDITET,
6 [1VER—F(mport)l &2 v LET,
7 EFBAEEEAY 2(C13. NSXManager 7 754 7 A Bk L,

ZEBAZE A NSX Manager [CRfFESsNET,

SNMP 5 v 7 D4k

NSX Manager I3, NSX Edge ©/\ 1 /{—=/)\1F =B ENS, [BHR]. [BE]l LU [EX] ODVRATLARYE
a2fELFET, SNMPI—> 1> RE, OID &8 SNMP 5w 772 SNMP L —)NICER%x LET,

SNMP FZ v FIZ SNMPV2Cc \—=2 3 VEERT 2 MENS D ET, SNMP Lo —)\n0A T2 7 F#RIF (OID)
EEO RSy TELBTESLSIC. RSy TINERBHRN—Z (MIB) ICEENITENTVZRENHDET,

TI#)ETIE SNMP 2y TOANZZXAFEICHESNTVET, SNMP 5w T&EBRICT 5. SNMP
NEX=V v MERBHOBHEZITRS CENRNEL DI, BERABHSIVEEZEDOS I VBHOHNERICRDE
Yo P7RLAFLIIRARRICED, FSVTOY =Ty EAEESNET, RAREA RSV TOY -7 v A
& LTHEAET 21213, Domain Name System (DNS) & —/NICH L TY ZUERITT 2L 51T )1 AHERESNT
WEMENH D ET,

SNMP & —tE2&xHmMcdd &, OID1.36.1.63.1.1.5.1 #&8 coldStart 2 v THARMICKEINET, TD%
3. FElEERBAEITESNZUIC, OID 1.3.6.1.63.1.1.52 #&8 warmStart =5y IA BBESN TS SNMP
Ly —NITREEnE T,

SNMP & —E2n5|Em=AaRIc> Tl 335413, OID 1.3.6.1.4.1.68764.190.0401 #20/\—+E—F RS
7@ vmwHbHeartbeat A'5 & ICREINET, T-EREEMICT S .. 0D 1.3.6.1.4.1.6876.90.1.2.1.0.1
x5 vmwNsxMSnmpDisabled 2w AV Easnxd, OOtz XI1L vmwHbHeartbeat +Z v IHv —
EREFETURDEHICLED LENKDICHIHI ULET,
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SNMP L —J(DEZEEN. T8, £/I38BRd s &, 0D 1.3.6.1.63.1.152 %58 warmStart FZ v 7. LV
0OID 1.3.6.1.4.1.6876.90.1.2.1.0.2 =& vmwNsxMSnmpManagerConfigUpdated ~Zw A% SNMP L3 —/t(
DHFMEY FEREZIFEFSNCTY FISHUTEESINET,

F: SNMP OR—U > 7138 R— Fan&EH A,

SNMP D%7E

SNMP 85 F&82c LT, EEEN [EX]. (Bl FLE MER] OFSv TE2Y Ty R LYy —)\MMRET DL
SICULET,

AR

B SNM ESYTDADZZILACDONWTOHBERD TV ZEZHBOLET, [SNMP F5 v T0#RE] &
ZRULTES,

B SNMP Ly — )\ enNTWB T EER-ALET,

B SNMP Ly =)0 0IDEEG Ry JELETE2 L 51C. NSXManager O MIBEY 2 —)L&avy o >vO—F
LTA VA R=ILLET, http//kbvmware.com/kb/1013445 8B LT {IEE0),

Fl&
1 vSphere Web Client O 1> LY,

2 [Networking and Security (Networking & Security)] - [V F D=2 &tF 10T 1 DA IRV R
(Networking & Security Inventory)] - [NSX Manager (NSX Managers)] MIEICZEIR LU £ T,

3 NSXManager ®IP 7 B L 2&ZRUET,
4 [&® (Manage)] - [ 257 L A R | (System Events)] ¥ T DIBEICREIRLE T,
5 [wEEdil=Es v LT, SNMP&EZELET,

F7ayv EA

H—EZ SNMP F5 v F&ER#ELET,
FIAI TR, COF T3 VIEEHTT,

7 — 7@ YATFLARY FBT N -TOEHESEEY T RELUEARY RETIL—TLLET.
ZOA T aVIETIAIN ETEYNTY,
fERIE VAT A AR FAEED I —TICEY 2884, N5 IL— LA
VERICOWTIE RSy IHRBICEDET, 59T &I, NSX Manager 52 E L7z 2
FAANRY FHOBMESD RSy THEESNET, EESNE Sy THERST &
T, SNMP Ly — )l U Y — 2 EHHT B ENTEEY,

A RSy TOEDLY — N ERK 4 DBRECEET,
SNMP Lo —N\EBINY 2 ESICIE, ROV Y a3V ERETBRENHIET,
[LYy=INTFRLAY: LY—NNRARDIP 7 RLREIIRSESH AL VETT,
[Ly=)UR=F]:SNMP Ly —=)XOF T # )L @ UDP R— I3 162 T,
[O=2=F«0 ZARUVI i BA RSy TO—8E LTRESNBBHTY.
B : COLY =)D S5y TEXETEEERLET,

6 [OKlEVUYYLET,
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SNMP = EZABICRD,. o5y TIAL Y —NNIXESNET,
RDORT Y T

SNMP B&ENMBET 2N EIHERRBLET, [SNMP F5 v TREDHER] #28BL TS,

SNMP +Z v 7E&E DR
BFDY AT AR5y TERET a1IC. FicICBRMIC U SNMP & — £ X08E# Uiz SNMP ANEUIICEIEL T L\
DHEIHNEERT 2MENHDFT,
AR ST
SNMP W& EFZH TH D EamRBLET, [SNMP DEE] 25BLTIZEL),
Fl&
1 SNMP @FEE Ly —N\OEmERR LUET,

a [&# (Manage)] - [~ 27 L 4R - (System Events)] ¥ TDIEISER UE T,

b [RE Edi)]lzEs Uy LT, SNMP #28ELET,

FAT70OT Ry ZAOREIFERE LZNT LIS,

c [OKl&Z7UvD L&Y,

OID13.6.163.1.152 #&% warmStart 5 IA\ §RXTO SNMP L —)NITEESNET,
2 SNMP @ EEZIFLY — ) \OBEDT I\ T aRITLET,

a SNMP LYY=\ 5y TEZELRVWEAIE. JZRELER—FT SNMP Ly —)IAERITeh TS &
ERERBLET,

b SNMP#ELV>3>vT, LY—/\OBEINELWCEERALET,

¢ SNMP L —){nOID 1.3.6.14.1.6876.4.190.0401 #&% vmwHbHeartbeat ~>v 7% 5 b =IC=
&L <@ o1zBEIE. NSX Manager 7 75« 7> 2 & fzIZ NSX Manager SNMP T —< 1 > FAEE L
TWB I EEERLET,

d N\=FE—=F Sy IMEIELIEEEIL. SNMP U —EZAERICHE > TLE WA ERESE L. NSX Manager
ESNMP Ly —NOEDOxR Y FD— U BEGEABIEL T2 NESHET A FLET,

AT L RSy TOREE
YATFL RSV TERELT RSy TOBEECEN/ENREEEEL. TNICEOTHS Y IALY —/UTRE
SNBNMIEEN2 N EIRETEET,

EYa—)l. SNMPOID, Z#7ZIZSNMP O == IABEICHE > TLEHT, BN — ERRSNTNDIHBAIE. -
Sy JOODATNEDARYRICEIDYTENTVNRNWTEEZEKRLET, LENADT, TNEDIRY RO -
Ty IIREINET A,

VATA FSYTICE YATAARY FOSESERABEICOVNTRIBHOIINEENET,
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F7vav SHER

ANV ED=F ARV KRCHEENTENTWSEEDAANY R O-FTY,

B ARV +OBEFRATY,
TEVa-b ANV FERUA-FBYTAVR—%RV T,
BEE ARV EOLANILIE, BRI MEL [FL TAY Y =1 [EX] [B] ondhpremnxd,

T4 ETIE SNMP O —EXNBRICE TN S & &, BEICWIST 2REDHD 5y TEERT ch, EEED [E
Kl & [B] OARVEIZOVNTOH Sy ITMEESNET,

SNMP OID @BROOIDERLET, COOID & Y ATA AR FAEESNICFEICEESINET,
T —TBHNIEIT I A4 FTERDICLE O TNET, JIL—TBHNBEIZE. COTIN—TOTHAOANRY REE RSy
TIZId, ARV EERIIFSYTPET 27— T0 0D ARRENET,
feERIE BRI -TOTICHESn )L —TBHO 0D 13, 1.3.6.1.4.1687690.1.20.1.0.1 £ 0 %Y,

BESNMP = ZOARYECDNTD RSy TOERENEBINENNERLET
Sv7 FAAVEFBLUT, ARV EEREIZ RSy TOBR/EDREEEBICTIVBZ 2 ENTEET, JIL—TBHNERIC
BoTNWBEE, PS5y OB/ EDEZEEYIVBEZ D LI TEE A,

TAY F-O-RERRLT. YATA RSV TET NIV TUET,

AR ST

SNMP R E&EMATE2 L&A LET, [SNMP 0FEE] 28B LTS,
Fl&

1 vSphere Web Client cO7 1> LY,

2 [Networking and Security (Networking & Security)] - [x v F D=2 &tF a1 U T4 DA IRV R
(Networking & Security Inventory)] - [NSX Manager (NSX Managers)] MIEICZEIR L £ T,

NSX Manager @ IP 7 B L 2&:&RUE T,
[&18 (Manage)] - [ 25 A 1 R | (System Events)] ¥ TDIBICRIRLE T,
[V 2AFL ST I IVOTT. YATLAARY FERRUET,

G »nn M~ W

[fmeE (Edit)] () 74avE 7 Uv I LET,

TIL—TBHMNBRICEO>TNDEEIL. RSy TORW/ BIREERECSEEA, JIL—TICEERN
Sy T DB/ BIEZEIIEETEET,

7 VATLAARNVEQEEEE., FOVIYIY AZ21-D56BRUTCEBELET,

8 EEEzZ [E#H] 1o [8XK] AEFEIZHEIE. [SNMP 2y FE L TEMICT 2 (Enable as SNMP Trap)]
FIVIRY I AEERLET,

9 [OKl&2UwsLET,
10 (AT 3V) VAT A RSV TOREEBEIIEMIIIET 2I1CIE. Ay ¥ —0 [B% (Enable)] (¥) 7
AV E 14 [ Disable)] (@) FravEs Uy LET.

N (F 7239 1 SBEGARY FFES U TH— RIcar—93Ic, [3— (Copy)] (2) 7ravzs
Uy s LET,
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NSXDNy o7y TEURNT
FARTONSX VK=V FEELNNY I 7y T2 ENd, BEAKLE LBAICY A7 AL EEEIEDIRE
[CURART I BIEHICEETT,

NSXManagerU)/\‘*y”JTy?"l:l; AV FO—2, ®EAAYTF . IIN—FTA VT IVT14T7«, BFaUT 1,

AT 074 =)L L=, BFIUNSXManager 1—— A4 5% =T x4 AL API TA—F—H&ELIZZDMD
@“/\féa@ Hopd NSXERENEENET, vCenter 7 —IR—=AEREAA Vv FDOLOBEERERIT. BIZ
S\ 7y TFT2NENBHDET,

D EB BRI NSX Manager & vCenter Server D/\w 7 7y TEEN I 2 eabBOLET, /(v o7y
TOBEERTY 21—, EVRAEQOZ-XEREFIBICL > TERZHENBVET, REOEFEMEET
SBEIL. ERICNSX NNy 07y TEERT 2 EEBEDODLET,

NSX Manager ®/)\y 77w Jld, A0 FT XY BTERT 5 C &€, FRERA. ARG, ITBREATERT S C
EETESET,

ROGEITINY Ty TEERT D EEDEDULET,
m NSX Ff=IZ vCenter Server #7 v 75 L — B9 i,
m NSX ZfzlZ vCenter Server 27w 745 L — R Uiz,

= NSX Controller, #®E21 v F. DEGEREIL—% —. Edge Services Gateway, tF+1UF 1 HLUVT 717
DA =)L R —EERLUIZEREE OBBICNSX OVR—%RY FET TOA1 UL THHREET 2 otk

B AVISAESUFvEREIIFROVERER Uit
" HBICKREREEZET O,

FROBRTY AT A2EEO—ILI\y I TEELIIC. NSX OVR—x> F (NSXManager 2 &) @/8Cy 7 7y
7% vCenter Server, 7 270 REBY AT A, BEY—ILAEOHODEBEE IV R—% > FOQ/I\y 0 7y FERRFICIT
STEEPEIOLET,

NSX Manager 7 —4D/N\y o7 v 7

NSX Manager 7 =% 13, AV FX Y B N0 7y TERIIATY 2= ILRELIN 77y TERITL T\ Y
Ty ITEET,

NSX Manager @/\w 7 7w FH LU R =713, NSX Manager [R87 754 7 AWeb 1 0% —J 14 AH 5.
F7zIZ NSX Manager APl R L CRRETEE T, /\v o 7y JISEMEA, BEBAL BBEATCIAT Y 1—L&E
TEET,

N7y T71)LIE. NSX Manager ' FTP &7zIZ SFTP T7 7 A TE2 U E— FOEMBATICRESNE
9, NSXManager 7 —=# 12l BT — T, ARV ET—=T)L. BEEOAYV T—JILWEFNET, BT — T
F. IRTONY I Ty FICEENET,

D271 Nw o7y F)IN—=2 3B U NSXManager ){—2 3 U TOHTR— FahET, TDfzth, NSX
Ty ITTL = PFEERITIDEERICHRO/INY 07y T I770IVEERL, LW\ =YaveEHLWI=T30DF
nNeENIC\w o7y TaERT D ENEETT,
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FIE

1 NSXManager ®R187 754 7> RcO7 1> LET,

2 [7ISAaT7vRERB]I T NI T TEVRRT]ED VYT LET,

3 Nwo 7y ThEEETBICIE. [FTIPU—\&E] oo (ZEE]| =2y LET,

a JN\vITPYTIVATLADIPTY RLAXCIIRAFZEANDLET,

b ZEEXTUR-FEN2TORILICHUT, EXTORIL] FOY TY DY AZa2—H5 [SFTP] 1o
& [FTP] Z:#RLE Y,

C MECKHLTTIFILFOR-HERELEY,

d WO T7YTIATACATA VT REDICMELRI-F—FE /AT FEANDLET,

e Uo7y TFTaLo U] Ta—ILRIC N DTy TDREFEEDMES)CAEANLET,

e\ 2AEBBI 2121, FIPT=ICO7 1> L, #BT8T L7 FUICEBLT, REDT LT+
UDTIIIRERRT DA E (pwd) #RTLET, RIFZDHITT,

PS C:\Users\Administrator> ftp 192.168.110.60
Connected to 192.168.110.60.

220 server-nfs FTP server ready.

User (192.168.110.60:(none)): admin

331 Password required for admin.

Password:

230 User admin logged in.

ftp> 1s

200 PORT command successful.

150 Opening BINARY mode data connection for 'file list'.
datastore-01

226 Transfer complete.

ftp: 22 bytes received in 0.00Seconds 22000.00Kbytes/sec.
ftp> cd datastore-01

250 CWD command successful.

ftp> pwd

257 "/datastore-01" is current directory.

f DAL a0T) T4y 2] ICXFHEADLET,

COTHFAMENETND/INY T YT T7AIILEORISENSN, NV 0TV T VAT LATEBICRH
ENBDLEIICBVET, fc&AEppdb EANTEE, Nw o7y T T710)LEI
ppdbHH_MM_SS_DayDDMonYYYY &7 0 &9,
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g NRITL=—XEADLTINvI 7y TERELET,
CONRTL—=RXEN\w 07y TEe A RTIE2OICBEERDET,

h [OKI&Z7Uv2 L&D,

RIITDHTY,

Bachkuy L ocation " |

[PéHost nama 192,164 110 60

Transier Prefocol FTP v

Part ¥
Uise nams sirie
Pagsgword 0000 e
Backup Dhirsciory
Fitanams Frofix rrismgr-hackup

Pass PRIESE = e :

0K Cancal

4 FUFRVUE NN oT7vI0FE U\ o7y & 70Uy LET,
HLUWT7AILA Uy 2 7y TEE] ([SENENET,
5 RTVA-NBRENENVITYTOHBE ATV 1—ILOBICHZ (BRI &I Uy UET,

Create or Schedude Backup o
Backup Frégquenty Weakly
Day ol weak Fruday v
Hour of day 15 L
e 4% v
Turm OFF Musity Cancel

a [\wor7yT8HE] FOv T AZa -7, BB (A8, X/ol3d (B8] £ERUET, &
WU\ o7y THEEL ST, [BER]L KB SLUD] FOY TTDY AZa-pEHICRDET,
feEZIE (B8] Z@RY 2 & [BA] FOYTYOY AZa—3RRN\y 7y JITIFBRAENEL

. EHCBDET,
b BEMI\VIT7yTOBE T-YEN\v 7y TIBEERIRLET,

c BEA\Y U Ty TFELIZBBAI/ N 7y TDHE. I\v o7y TEFIKRT 2REERRLET,

d FBRIZHBEBRLUT, (RTVI-IRBREIET VI LET,

6 O7BLVT0—-FT—9&NvIT7vIHSBNTBICIE. B oD [ZE] =27 )y I LET,

a JN\wIT7vITNSBNT2IEEEERLET,
b [OKI&Z7 U7 L&D,

7 FIPS—)NDIP7ELRA/RA &, BALER. 70 L7 FUOFHME, (X JL—XERELEFI, COBER

3. N7y TEUXRTI2DICHETT,
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NSX Manager /Ny &7 v 7DU X ~T

NSXManager # UR F795&, )N\ o 7y T J74)LANSKManager 7 754 7 A TO— FEanEd, /v
27w T74IIE. NSX Manager B8 77 2 T&E% ) E— + FIP =713 SFTP OBATICREF T 2 ENH D &
9., NSXManager 7 —#%ICId. BT —TIL. ARV T=T)L. BEEOY T-TJILNEENET,

BE: )\wITPVT I7AINEIVARTTBRIC. REDT Y&V 77y TULTLREL,

NSX Manager 7—#% %2 79 2g1lc. NSXManager 7 7214 7V AEHBA VA=) abBdLE
9, BEFD NSX Manager 7 754 7V ATU A R 7RIEERIT LU THKEET DRIAEMEIZH D £ I A ARICITT
R—FENTWEH A, BEFDO NSX Manager TEENRAE LIZHBEIL. HRO NSXManager 7 7214 7V 2%& T
TOA4T2EMESNTNET,

NA TS0 742E0TIE FHRTT JO109 25 NSXManager 7 754 7> 2D IP’I‘%éﬁaa\ctU/i*y/JT\y 7%
FTOBHRODIETEIFERTED LD, BEHED NSX Manager 7 724 7 AQBWEQFRED AT ) =2 2 3y FER
M. ATERDET,

Flig
1 BEFEDONSXManager 7 724 7V ADINTDREDAY =2 a3y FEWEH. AEEZWMIET,
2 NSXManager 7 754 7V A&EFHAICT IO1 ULET,
IN=2 313w 7y T Lie NSXManager 7 754 7 A ERIUTH 2 HENH D ET,
3 HEO NSX Manager 7 F 24 7 IcO7+4 v UET,
4 [7IS5a 7B T, \vo 7y TEU X RT (Backups & Restore)] &4 1w o7 LET,
5 [FTPo—)\&ZE] ¢, [ZE (Change)l &7 Uy 7 UTREERBIMULET,

N2 7y TEEmEmO [RARIP 7R LR (Host IP Address)]. [1—t—% (User Name)], [J{xD— R
(Password)l. [/\w % 7w 75« L% U (Backup Directory)l. [7 71 IL&0#EREE (Filename Prefix)]. [/ ¢
A 7L =X (PassPhrase)] O& 71+ —JLRT. UAERTT 2\ 07y TDEBHESBRTEZ2NENGDET,

6 NNvo7yTEREl w73V T, UARTZT2I\ o7y TOF v Ry o 2AEERL, [UXF7 (Restore)]
=T Uw I LUET,

NSX Edge oNw &7 v 7
IARTONSX Edge 3%E (9EkamIEEIL — 4~ — P LU Edge Services Gateway) (4. NSX Manager 7—% /Uy %
TyID—®RELTNY Ty TENFET,

NSX Manager OEEAZE N TLVA LGS, NSXEdge #F7 701935 (vSphere Web Client < [NSX Edge
OBT IO 7AAVEI VYIS 3B) TET, 77 ZATMEEIIEENHSE Uiz Edge Appliance [RE8< > >
EBFRTEET,

NSX Edge @/Vy o 7y TEM@RICIERT 2 2 &1F. BR— SN TNEE A,
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vSphere Distributed Switch ®/Nw o7 v 7
vSphere Distributed Switch (VDS) 8 K UDBR— F JIL—TOREE T 7 A ILICT Y AR~ FTEET,
BRMEERY FD=UEFEN T 7AIVCRFESN, IHDOT TOMRETHATEDLDICRVET,

Z DikEelL. vSphere Web Client 5.1 IR COHERTC=EY, VDS BEHLIUVR— )L — THBEIL. 1 VR—
FO—ERELTA VR—FEanET,

RAE TS0 70 2E0T VXKLAN OV S 257 #2F S 2a11C, VDS&REELY AR—FUET, FELFIEICD
W3, http://kb.vmware.com/kb/2034602 2B LT EE L,

vCenter Server OD/\w o 7w

NSX =701 &#&#ET 5I1CId. vCenter Server T —9XR—=2&)\w o 7y TUTREBYY VDAFT Y T3y +&
ET 2 ENEETT,

vCenter Server D)\ o 7y JEU AT DFIE, BLURZAE TS50 71 AZDWTIE. BELNDIN=T 30D
vCenter Server RFa AV FESRBLTIESL),

REYY VDR FT Y T3y FIZDINTIE. http//kb.vmware.com/kb/1015180 #&2B LT <21y,
vCenter Server 5.5 [C&31D U V7 -

®  http://kb.vmware.com/kb/2057353

= http://kb.vmware.com/kb/2034505

= http://www.vmware.com/files/pdf/techpaper/vmware-vcenter-server-availability-guide.pdf
vCenter Server 6.0 [C&3ID U V7

" https://pubs.vmware.com/vsphere-60/topic/com.vmware.vsphere.install.doc/GUID-539B47B4-114B-4
9BC-9736-F14058127ECA.html

®  http://kb.vmware.com/kb/2110294

JO— =45 Y

JO—-EZHUVTIE RETROBEI Y UADES T 197 BLVRETROREBY Y VNSO ST 497D
FMBRERET S, RS T v UBTY—ILTT, JO—- TV U VITHBMREE. TORANTIE O Y
M EOT7TVT =3 VEFERLTT —YERBUTVIHANERSINET, COT—FYICIdzyy 3 vEbdty
23V TEQINT Y FEERBREAEENTT, Ty aVOFMICIE. FRSN T\ B8k, ki, 7 U T —
a3y, KRR EQBEBRNEENEYT, Ly avOFMIE. T74 704 —)LOFER®. J)L—)LOFFAIEICIET
Ov Y THERATSERT,

TCP. UDP, ARP, ICMP72&, &xSxn /ORI YA TOTIO— T ERRCEFT, #RULIVNIC (B
e lcIdEs) COTCPE{S IV UDP #RE S 1 JTHATEEY, Fe. 0L ERELTCIO-ZRKR
NTHEETSET,

ZOLSIC JO-EZYUVTIE AERT—ERZRELIED, XMELY Y 3 VERBLIEDTSIEHDT# L
VI Y=)LELTERTERT,
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NSX &A1 1

JO0— EZY Y ITF—HIDRR
EBEUCHENOREYY VDR Tav ) Yy a3V ERRCEES, T A4 FTIXRE 24 B0 T — 5 H'&
RENFY, NESEEHIT 1 EE. SAEEIZ 2 BBETY,

ARSI

JO-—EZHUVT T3 2y FD=URBICAVR—F 2V ERAI VA R=)LEn, T7A4 704 —ILHER
[CIBoTVNBI S AT DIRBRYY Y TOHFATEET, INSXA VX E—JL A R] E8BLTIREL,
FIig

1 vSphere Web Client IO %71 > LEY,

2 ElOFEs -3 47T [Networking and Security (Networking & Security)] #:#iRU, [JO0— £
514 (Flow Monitoring)] 2R L E T,

[#wv>aR—k (Dashboard)] # 7R KL TS EERRELET,
[DO— =% 1> (Flow Monitoring)l 7 U v 2 LET,

COR=IDO— FIZHEMHINDENHDET, R=IDLEEBIC, FASNCFS TV IDEIE, TJ7147
D=L L= TTOv TSNS T vy, SpoofGuard TTOY I SN b5 T4 v I HRRSNET,

REAOET—CEADOT =% JO-NMEHROFINRYT Z T TRRSNET, AAID 1 DOT—EXERA Y T
&, TOYU-—EADBRMNEHARRTINET,

Flow Monitoring

J Dashhoard ‘ Details By Sewice  Live Flow  Configuration

NS Manager (1011017171 |~ Titne Interval: 827102013 1:48 Phto 821/2013 203 PM (28
Flaws Allowed: 71.43% Blocked By Rule: 28.57% Blocked By Spoofauard: 0.00%
I Top Flows | Tap Destinations ‘ Top Sources l
Service Bytes Packets Sessions
Frotocal:part
TCP17474 394634 3157 40
TCP3128 20243 91 7
MetBins Session Service (TCP) 16626 108 4
HTTP 9445 60 B
DHS-UDP 5460 28 14
360000
|
|
o000 |
II
280000 1 |
\
zaooon |
|
\
o 200000 \ © TCPT4T4
E I\ TCP:3128
@ 1E0000 |
\ © MetBios Session ..
\
120000 ! P
| ny
1 ONS-UOP
80000 II o
|
40000 |
B I|‘
o B——=p o = o @ o o 5 o 8 o o 0 o6 0B 0 OB O 6 O B O 0
BZUZOME BEAUR01Z SIZUEONE B0 SL1R0M3  SEI2O1E BRR0YE SRNROIE SEAR0M3 BRR0NE BRARO13 SR12013
149 P 1:50 Fh 1:51 Fht 153 FM 1:54 Fh 1:55 Fht 1:56 P 158 FM 1:59 Fht 200 FM 2:01 M 2:03 PM
Time
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STV IREHIRD 3 DD TICRTENET,

" [~y FTO- TopFlows)IClE, (v a/)Wry FTI3a<) A5t FEOEBICED N T, BES
NEFEBICHIT 2 —EXBLDDRERT TV I EERERT T4 v I DOEFNARRIINET, £I5D
DY —EAPNRREINET, by T TJO-OFERICIE. JOvranfcJO-I3EBEINE A,

B [FyTFH =5k (Top Destinations)] ICId, IEESNIBSEICHITEY =Ty FHIZODRERT T4 v
IMJREINET, EISDDY =Ty FARRSINET,

B [y Y—2 (Top Sources)] [CIE. IBEINBEEICHITEY — 2 HT= ) DX(E
£9, FAI5 DDV —ANKEREINET,

5 [U—EXZBIOFM (Details by Service)] ¥ 7520 Uy LET,

ST a v I BRRSN

BIRUEY—EZADIRTD RS T v I DN RRSNET, [FFralasnic 70— (Allowed Flows)] 7 71
RSN RS Trv o Tyyavpkaah, [JOv 7 anfic 70— (Blocked Flows)] # ZiciZ7 0w &
SN T v I HRRSNET,

T—ERAZTRRT=ET,

Flow Monitoring

Dashboard | Details By Service | Live Flow  Configuration

NEXManager: | 1011017171 |~

l Allowed Flows | Blocked Flows ]

Type
UDP
TCP
OTHER
OTHER
OTHER
UDP

M (q Find )

Rule Id
1021
1021
1021
1021
101
1021
1021

Time Stamp

BI2HZ0136:15 AW
BI2H2013 615 AW
B232013 6:15 AW
BI2H20136:14 AW
B2H2013 612 AW
BI2HZ013 617 AW
BI2HZ0136:13 AW

Service
DHCP-Sener
TCPAT4T4
IPvE-ICMP:0
ARP
Ot
MTF Time Server

Source
10112243233
DB_server
win32rdpelone
10112243214
win32rdpclone
10.112.243.229

wind2rdpelone

Souree Users)
& Unknown
.5 Unknown
& Unknown
& Unknown
.5 Unknown
& Unknown
& Unknown

Byles
4954
2224
1872
1198
162
162

Time Interval: 8232013 610 Ab to 8232013 625 Abt E

| @ Filter
Sessions
B
1
18
26
2
1
6 items D'
| Q@ Filter
Destination Packets Actions
101121925 2 Add Rule  Edit Rule
101121825 2 Add Rule  Edit Rule
101121926 2 Add Rule  Edit Rule
101121926 2 Add Rule  Edit Rule
101121825 2 Add Rule  Edit Rule
10112192 6 2 Add Rule  Edit Rule
10.113.60.150 12 Add Rule  Edit Rule

6 TORZT4vY JO-EHFAXLIEITOVI UL -ILVERTTBICIE. T—TIITEEEI UV LEY,

7 I ILEERRIZIL—ILOUL—ILIDRuleld] &0 Uy o LET,

70— =4 U2J Fr— bOBFEHBEOEE
JO0—EZAUVT TS OANERIL. [y aR—RIYTEFM] Y TOmMATCEETCEET,

FIE

1 vSphere Web Client cO 7«1 > LET,
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2 ElEOFES -3 47T [Networking and Security (Networking & Security)] ##iRU, [JO— £
517 (Flow Monitoring)] 2R L E T,

3 [esmmmE (Time interval)] Ol s Bas U Yo LET,

4 HBEEERT BN HUWRBBEBSIUVRTEEANLET,
FST4wy JO- TV ERRCESREMABEIL. BE 2 BETY,

5 [OKl&zZ7UvT L&Y,

70— FZF VT LIR=EDEDT 74T 04 —)b Ib—I)VDEIME/Z(SHwE
ST w0 T=FICRUILTOYTEE UY—AOEBICONWTEHEL, vy 3 VBREDB I 717 D4 —
JWIZEEL T, FROLANILTHUWFA/ERI -V EERTEET,

Fli&

1 vSphere Web Client IO %71 > LEY,

2 Koty - 3w X4 2T [Networking and Security (Networking & Security)] #%#iRU. [7H0— £=
1) > %7 (Flow Monitoring)] Z:&R L %7,

3 [—E2BI0H (Details by Service)l ¥ 7& 40 U v LET,
4 FST7avY JO-ERRIDIT-ERET UV I ULET,
BIRULICAYTICISLT, COY—EAD RS T4 v I EHFARIFEE UL —ILERREINET,
5 I—IIOFMERRTZICE. L=ILIDEIV IV I LET,
6 ROVWITNAMERITLET,

B ERET BICIT
1 [77> 3> (Actions)] 8D [JL—)L DfmE (EditRule)l #2 U v o LET,

2 b=ILoERI. YUY 3y, FE@OAAVREEELERT,
3 [OKl&2UYD L&,

B —LEEMNT BICIT:
1 [77> 3> (Actions)] glo [JL—)LmiEm (Add Rule)] #7 Uw 7 LET,

2 TA=AICAAL = EEMULET, T7AT70A4—ILIL=ILDT#—LDREAICDNTIE [T 7
A70F =)L I)L—=ILDEM] ZBRLTIIES,

3 [OKl&ZUvoUET,
IW=IVE T7A47 03—V IIL=)L 02 3>V D&REHITEBMENET,

47 70-DKR

BIRL 7z WNIC (B EicldEimm) O UDPEFSLIUVTCP EHERRTCEET, 2A0RETY VED RS
TJa D ERRIDEHIC. 16OV E2a—Y EICHD2—ADREIY VE 2880 Ea—5EICHZED
—HDREYY VDA T T4 v I ERRKCEET, RAFZEICER2DOWIC &, 1 VTS AR IF v
CEICERSDOWICO RS Dr v ERRCEET,
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47 J0-&Fxrd 2E. NSXManager O35t d 2IRENY VDN T 5 =XV AICRETZENHIET,

Flia

—_

vSphere Web Client IcO 71 >~ LEd,

2 EfAoFres— 3> 4127 [Networking and Security (Networking & Security)] &R0, [0 — £
517 (Flow Monitoring)] #®R L%,

3 [547 70— (LiveFlow) % &2 1w o LET,
4 [B Browse)l #2Uv o LT, VWNICEZIRLFET,
5 B Start)]l =2 v oL TCo0 7 JO—DORRERIBLET,

COR-JIISBTELERENES, [FHE Refresh Rate)] KOy 7501 5RIOEEEBIRT 52 &
AETT,

Dashboard  Details By Sendce | Live Flow | Configurstion

NER Manager: | 1024130213 |~ |

Live Flow will e shown for the selected viic, Please select a vNic and press startto see the live lows

whlic app-sw12 - Network adapter 1 Browse Start Stop

Refresh Rate: | & Seconds | = | New active flows Flows with state change B Terminated flovs
Ruleld  Direstio Flow T Frat 5 IF 5 Pot| Destination(p | oo stat neemin 9 e 9 Dueny Outgoing Fakets
o Type totosol ourse urse Fo estination ot ate oaviets S utgaing

1026 OUT Inactive 1721640121 439098 1721640131 3306 FIRIAAIT2 747 2077 9

6 TINUITPEZTINYa—T4 VT T UIES [k (Stop)] &2 U v o LT, NSX Manager &R U 7={R 8
RPN T A4 =XV AICEENRIEBNESITLET,

70— =4I T REDHKE

INET 2 JO— EZH U VT T—9EBRLTITqINIU VT UIET, T INEERETEET, KNEEE
WETDE, RRSNDT—HETAIITEET, cEAIL EETZTIO0-NRRSNLBWESICTOFS H—
NEBRNTZENTEET, Flee 1RV FUDREYY T Nessus A+ vV ERITUTNWBIHBEIC, A+
Y IO-FERENSENALBNTHELZENTEXT, HEDQDVA-—DBFEHRN I 714 7 D1 =)L 70— L7
FICBEELV AR—-FaNdL£51C, IPRXxZ8/ETEXT, JO-EZF/ U VT DU ZTICIFIPFXx JO0—-3&%
NEHA, IPFix 7013, IPFiX ALY DA 5 =T 1A ARKRSNET,

FlE
1 vSphere Web Client cO 7«1 > LE T,

2 ElEoFEsT -3 47T [Networking and Security (Networking & Security)] #:#iRU, [JO— £
517 (Flow Monitoring)] 2R LE T,

3 [&%E (Configuration)] ¥ 7 &R L %7,

4 [7O-)UlL yOo-—UnE#s 27 —4 2 (Global Flow Collection Status)] »* [B%5 (Enabled)] 12> T3
CERESRUET,

(ko458 7E (Exclusion Settings)] THEESNTNEF TV T FEBRNT, A YRV FURETIRTD T 7 A
oA —)BETO—MINESNET,
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5

VMware, Inc.

T LI TEEEETET 3113 [0k (Flow Exclusion)] 2 U w2 LT, ROFIEERITLET,
AT IO0—-ICxmd ey &V Uy I LET,
Flow Monitoring
Dashboard  Details By Service  Live Flow | Configuration |
MNSX Manager: [ 10.110.893 ||
Global Flow Collection Status: Enabled Disable
Flow Exclusion | IPFix
Exclusion Settings
Syatern will not colfect fows that match the specified condition
Filter
Collect Blocked Flows fes
Collect Layer? Flows es
Source
Destination system-generated-broadeast-macset, 224.0.0.0/24 255 255 255 255
Destination ports 138,137
Service
Systern Is configured fo coliect a1 firewsll related fiows except those that match the conditions specified below
Detail Collection Policy: (Click Save fo commit changes to sefiings)
Collect Blocked Flows:  (#)Yes (O Mo
Collect Layer? Flows: (=) es ()Mo
Save
PELDBRERELEZT,
ROEE %ERL IZEIE ROEREIEE
70Oy Enfz70-nINE [WhWR]EBIRT 2 TOv I SNz O-DBRAINET,
L1v—270-0UR&E [WWR]EBRIZELA V- 2070-PRASTNET,
V=2 BELLEY —20T70-MIESNEE A,
T bEmAdd7ravE Uy LET,
2 [Ea-lT. BURIVFIERRLET,
3 BATEZATITUFERIRUET,
=7k BELLY =Ty FOT7O-MRESNEB A
T bEmAdd7ravE Uy s LET,
2 [Ea-lT BYRIVFIERRLET,
3 BATEA TV FERIRUET,
=7y R—h BELUCR-FAOTO-ZEBRALUET,
NG 2R— FESEANLET,
HF—EX BELEY—EASIUVY—ER T —TA0T70-ZBRALET,
1 BEmAdd]7ravaes Uy LET,
2 BUYRBY-—EAPY-—EX UL -TERIRUET,
[(R7F (Save)l &#7 U v LET,
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6 JO-W&EET5ICIE [IPFiXIEV Uy o LT ROFIBERITLET,

a IPFix B DEICH 2 [fRE (EAi] 22 U v LT, [IPFix #rdERIE (Enable IPFix Configuration)] &
7w UET,

b [#Al DomainlD (Observation DomainlD)] IC. 70— L2482 T 74 74— T9 AR—%
ERETS32EYRIDEAALET,

C 774 7B70-TU2RR=ED5A1 L7 (Active Flow Export Timeout)] I, 7057« R J0—
ATO-ALIYICTVAR-FESNBETORRE () EANLEY, TI4ILHERXS TY, Tc&x
X, 720-"309E7 07« TTHI., TVAR=FOTA LTINS 2DFE. JO-I13E0OBEMNH
BARIC7BITI AR—FenEY, DFD. EREAIBREFICE 1 BT AR—-Fash, 777« THERIC
5BV AR—-FENET,

d [3Ls%IP7EL 2 (Collector IPs)] T. [zl (¥) FraveEsUw s LT, J0-ALISYDIP 7
FL2& UDPR— FEANLET,

e [OKlzZUwoLET,

TUOTaET ®RZSUD
TOTFaETa FEZA YO EFERT 3 &, vCenter Server TEB LT3 Windows T 27 v JREYY VT

FRPAOT TV -2 aVEARIETEXRY, CORBIEICED. BICHTazTa )T« RUY —&EBYICER
T=FEY,

tFa1UT1 RUY—ICLOT, #ENEDT TV T =2 3 VTV RATESINMRESNTNS CEAHDET,
DO REREL. TITAETA EZVVVIDLR-FEERLT. BELLIPTRLAR=ZDT 747
DAL IL—IDBRUCESDBEL TS NESHERRTEEY, 7IT7ET70 EZYUVJTIE O—
FT—HLOT7TUVT =23y LNIOFRERT LT, BLANLOEF YT RUY—EELNLOIP 7 L
ABLUVRY FT=TICRELFT,

23-2. WEDRBERE

& Y

John w8 || &8 || &8 ‘
E22N 22220

VMware ESXi Active Director
Y—2R B—Fyk
172.16. 254. 1 172.16.112. 2

FIOT4ET1 EZAUYT DT —9INEEBNCTEE. LR— FEERITFUCAABIRS Tr vy (A—F—n
TOTEATEREI VEE) PHARES Ty o (UYV—RAERER ARV QT FEONE. SLV
o —/NIC 77 2 Utz Active Directory 7))L — ) ERRCEFET,
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23-3. 70T 4ET 4 EZ4 YT 2ERLULRERE

John l

| E A

Active Directory

T —_ 7T r— V—2{R#8 A—Hyk v A
a AD L J—RX P A—4yk 1P
& el 57 TR RET %

John Doctors Epic. exe DoctorsWS13 EpicSVR3 172.16. 254. 1 172.16.112. 2

82 LnuxREX>VTIE 7774670 EZYUVTIIUR—FenEE A,

TOTAET EZI)IDRY NT YT

TIOTAET BEZY T EBEESERICIE. TAR AV FOZART 3y BSIANNDA VA =)L, T2 A
VEOZRT Y U ARENY Y VDA VA=)l NSX 7O 71T« EZH U TE2BMCTERE. LW<DHD
FIEERITI2HMELAHDET, Ficld. Service Composer #FR L TCEDIREY Y VEERT 2N EFIHT 2 C
EETEET,

ARSI

B ONSXAA VA E—ILEHT, BIFLTCVWSBEND DT,

®  NSXManager &, Windows [R8~> > 11— —[C—87 2 /)L — T&E5 9 % Active Directory o —/\IC
U2 ESNTWDSHEND D XTI,

B yCenter 1 RV EUICT DR ED Windows T2 by TREYY UHAEENTVWIUENH D ET,
B 230 VMware Tools 2 Windows 727 kv T REYY VU TERITSN TN DIHENH D ET,
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FIIE

1 vCenter 1 ARV FURO Windows IRIEEX > VIC A+ AV FAZART Y 3 RSA)\DEREA VA R—)L

shThalga 1A R=)LLET,

a [Ty FO-JL)RINTOT S L\TOT S L EeE (Control Panel\Programs\Programs and Features)]

DIEIC#EE L. [VMware Tools] 2/ 72 1) v 2 LT [EE (Change)] #&#IRLET,

[E§ * ControlPenel » Programs » Progrsms and Festure:

IH .
o Uninstall or change a prograr
|updates To uninstall s program, sebect it from t
& Peatiares on or
Organize =  Uninstall Change Re
am from the Mame -t
I Adcke Flash Player 17 MPARI
€ Google Chrome

[ Mherosobt Visual C= s 2008 Redirib
&7 Microsoft Visusl C=+ 2008 RedistribL
[ Microsoft Visual C=+ 2008 Redistriby
0 hicrosoft Visual 12 1.0 Redistributabl
@ Mozitla Firefox 32.0.5 (636 en-US)

B Mozils Maeintenance Service

B TextPad 6

(5 VMvare Client Integration Plug-in 5.
{5 Vhware Client Integration Plug-in &/

@ Change 5
ﬂ Fepair i

b [ZE (Modify)] Z#RL £,

¢ [VMCl FZ1 /0 (VMC Driven] ¢, (WA AV FOZRT Y3y RS> O-H)L\=F FS1TIC
12 F—=JlanzxEd (Guest Introspection Drivers > Will be installed on local hard drive)] =% 1) v 7

LET,

Click the wons n She tree befow to change the way features wil be nstalled.

= | LS5 Mouse Driver || Select toinstal Guest

Introspecton
§~ | SVGA Driver Than AQEnt on the wWiual mackens (s
1 =] Aude Drives e protected by Guest
| Iniireapechon.

X Entire feature will be unsvslable |

I Hel [ Dekcesge || <mack || Mext> || cancel |

T2 AV FOZRT7 23y FS4)0U3E Windows REY S Y TEDT TU T —2 3 UARITEINTN S A

EREL. COBRE T AL AV FOART Y 3V REAYY VICRELET,

VMware, Inc.

369



NSX &A1 1

2 TARAVEORRY Y IV RBRYVEA VA R=ILLET,

VMware Tools £#16TA VA F—ILT 2884, [HAZ L (Custom)] # T 3 v EBRLET, VMO 741
ST A A FOZRY Y 3 S )0(Guest Introspection Driver)] & &#RULEY, RS1/NUIT T 7
L ETIREREN TV EB A,

VMware Tools #4 V2 F— )L ULTRIC RS A N\EEBMT 3I(C1E. ROFIEEEITLET,

a vSphere Web Client ©. [Networking and Security] > [ > 2 +—JLFIJ& (Installation)] > [0 —E 2 7
01 (Service Deployments)] MIEICEE LE T,

b HLLWI—-—EXFTO1EBMULET,
¢ AR arFOZRY Y 37 (Guest Introspection)] ##IRLET,
d Windows (REEYY UMEEFNZRA L VAT ERIRUVET,

e BYBT—IN—Z, xYFDI=7 IPTRLABRANZILEEZRLET, YA AV FOART > 3
VAREY T DHCP 2B L TWRLEA, IPTRLA T—-)LZERLTEINDHTET,

|1 Deploy Hetwork & Security Senvices "

+ 1 Select services & schedule  Feady to complete
REsew 52I1m-:|5 Dedora hl‘ghlnq the wizard
o 2 Seleclclusiers

W g Select mﬂfﬂli Schedube at : Now
m e Ciluster Diatasices teetwt B e t

il Guestinirospecton ﬂcumpme B B ds2 i Compute_VOS - Mgmil  guesi-introspacion
i Guestintrospection [l Compute A  [§ ds2 & Compute_VDS - Mgmt  guest-introspecion

Bk g Finish Cancel

BISAIADERARICT DD 2DD AL AY FAART Y IV RBRY N VA F—ILENET,

=]
= Dt it
E [ Compste &
192.168.210.52
wrindows?-app
Ik firux-app

B [y Compute 8
[§ 13218821053
My db
[£_Guest introspecion (1) |
& -
[y windows?
& [ Hanagement snd Edge
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3 Windows (REEX> VT 7o T4 ET+4« EZAU VT EBICLET,

a [RZAFHKLUVYZR% (Hostsand Clusters)] £ 1 —T Windows {R18< > & &R L. [ (Summary)]

5 ITERRLUET,

b NX7054EF« FEZHUVITHREEIN]E27U v oL, W Yes)l #2Uw o LET,

v s

4 Home

v | @
3 ez e 11028
- [5 Oatacsnter

=B Compate &

i3

R 192 18821082

&, Cuesd infros pection (2)
% linum-app
o tinus. wan3

= [ Coonpain B
& ez 1881053
S
&, Guesd inrespachion (1)
& run-wab

Layneh Remote Coaasle

Download Ramote Consois I

=  NSX Aciwany MonBoring
“wirual Maching Dala Celledian

Getng Slaned | Summary | Moniioe  Manags  Relaed DSjeds

wendaws T app
e O Microso® Windows T (5.bE)
Compaibity,  ESN 50 aas by (VM vernis |
Wilware Tools  Fuanng, version S50 (Cument
B P Beada- 56 e ann oan
P Agoressss. T2 W20.900

Wtw i 2 F sddrewasy
Hest vieE 188 310 43

(44

o

»* Enabiac

BRI 23 NTO Windows [RIEX > Y TZOFIEZEHR DR LET,

4

(FTFvav)eggavienter A 7V TV FOURAREZERT BN, BRIAVN—Vy T — )l EEELET,

a vSphere Web Client ©. [Networking and Security] > [Service Composer] DIEICFEE) L £,

b
EfmELET,
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C  #FHO Windows [REX > VA SR IS N, REX Y VA BEBINICERIND LS ICEMA )~
TN -ILEERLET,

d 7957470 TZAUVT wFaUTa TIL—TJICED D, F£1zIFksT 2 vCenter Server # 73 =
JREFEIRUET,
TOT1ET4 EZA YT EBRHCURER Y VIZEFNIC 7747 EZY U T Fa
FTq TI—TITEENET,

ZOBITIE, BEIA [win] THREZIXRNTOREY VABENIC 7T T EZYU T FaUT o
T —=TITEMSNET, DFD. TNEOREXY VY TIEZ 7T 874 EZF YU VTN EENICERICK

D&ET,
1 Edl Swciirity Gionip L
w1 Nams and descrition Rnsdy ko compiele
w3} Defme dynamic membership "
Hame Acteity Womitoring Daka Coketion L
« 3 Select objects loinchide u
Chescripioon
w4 Splecl objects lo eachede
Soope Glooa
Bl 5 Ready 1o compheta

[y RATIE Masmibsr s hip

klgemibars masiching (Any) of ihe criless Balow

WM Harme Saits with Wir

Diwedts o ncluds Dibjects ho Exciada
J Yamd

(# wn@ewsT-ape

5 windeaET-Ees

Back Finigh Cancel

TO9T4ET EZYY T FUF
ZOraVTIE, TOTaETy EZYUVTORBHEY T UAENWS DN LETD,

TTVT—=a ALY —-TItX

gtz ACME Enterprise TId, ARBSNIZcA—F—DOHICEHDEELICHI/HEDT TUT— 3 A\DT
DL AEFILTVET,

LFa2UTr RUTY=TIE ROELSICEDTNET,

B AN I-T—ICOH BELBEIRA T IUT =23 A\DT7 I LRAEFHFAT S
B 2HOU-NETERRESNLET T T —> 3V DOHEHFAT D

B REORY D= HEDREBRR— FOHINDT I ZAEHATT D

FRICEDE, 2HOEEERETILOICAI—S— IDICHUEREEDT 7 ZAFHINETY, £3. ACME
Enterprise @+ )71 AL —%13 MSSQL Server [T VBTV ZADHAHFASINTNDS CEEERTE
SMBENHDET,
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Flig
1 vSphere Web Client cO04 1> L&Y,

2 [Networking and Security (Networking & Security)l 22 U v 27 LT, [77 7« ET7+« EZ% U7 (Activity
Monitoring)l &2 U w7 L&Y,

3 [®ET7Y T+ EF 1 (Inbound Activity)] # 742 U w2 LET,

4 IRTOREENSOT I ZRAEFRTY ZICIE. /55T (Outbound from)] DfEZ [BRGHRD TR TO Active
Directory 77 )L — = (All Observed AD Groups)] @& £ICLET,

5 [7—7v HMREYY DA (Where destination virtual machine)] © [£¢ (includes)] &R L. [B=wR
DIRTOHY—47 v FHMrEE<X > (all observed destination virtual machines)] &R Uiz F FICLET,

6 [BLOY—7v k7 TUr—23 205 (And where destination application)] © [&® (includes)] %3®iR
L. [BEGROINTOY -5 v 77T — 32 (all observed destination applications)] %2 U w7 L
TMSSQL o —/)\&#RLET,

7 [#&= (Search)l #2 Uwo LET,

BRERIC, BEI1I-T—DHNMSSQLServer IC7 7 ZALTWA T ENKRENET, FIL—F (B5EP
AZE) IS0 —NNCT7 7 ZALTNED A,

8 [%fE7T (Outbound from)] MIEZE AEH L URF#5 Active Directory 7 )L — JICERETZZET. TOUITUE
HICTBENTEET,

9 [#&% Search)]&z2Uwvwo LET,
LO—RIZRRFENT, EB5500I—J1—F—EMSSQLServer [C7 0 CATERWC EEBERATCEET,

Tt I—DT7 T )r— 3

tFalFq RUY—0—E& LT, ACME Enterprise Tld, IRXTOT—% 05— 70— 3 0 &0481E
TEIMENHDET, CNICKD, WERBEREZINELLZD, BET—7ZNEY — ARV EFEDTETERY T
-3 aRBELPICBDETD,

ACME Enterprise @7 5 FEIEETH S John (L. SharePoint Server N7 7 2 2 A" Internet Explorer =4 L
TO#HTOHN, AERBT TUT—>3> (FIP®RDP &) ACOU—/NIZTV IV EATERNWT L BRI DME
mHOERT,

FIig

1 vSphere Web Client IcO 7« > LT,

2 [Networking and Security (Networking & Security)] 22 U v 2 U, [77 7« ET7+« EZ% U7 (Activity
Monitoring)l &2 U v o L&,

3 [MRE~Y>Y 7UT74ET7 0 VMACtivity)] ¥ 752 U v LEY,

4 [v—24rrE< > 05 (Where source VM)] T [&8) (includes)] #2R L. T—4 745 —DI N TDIRIE
IV UDEHESND ST v I ET Y ITF v 22D [BETIROINTOMEY > > (Allobserved virtual
machines)] #&RN-EZFICLET,
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5 [7—=7vy MY OB (Where destination VM)] T [T (includes)] ZZIRU. [BEHROINTOIR
<> (All observed virtual machines)] =7 1w %~ LT SharePoint Server %R L £ 9,

6 &% (Search]l &7V v o LET,
BRERERO [79 N R App #%%2 (Outbound App Product Name)] #/Ic, SharePoint Server A3 T
D7 772N Internet Explorer 2N L CO#HMTHNIZZ EANRRSINET, REERNHBEHN—HK25E1E. 20

SharePoint Server ICT7 74 74 —JL JL—ILABRASNTWTC, BOT7 I ZAAENTARNTCHIESNIZZ EERL
9,

Flo. REBRICIT. VR JII—TTIILL, BEINLCFS Ty IOV —RA A -NRREINET, BF
EROKHZEY )y d25E, A—F—HET 3 Active Directory 7))L — T &, V-2 I—F—OFANTKRS
n£Y,

FWTWSR— ~DIREE

&1 John [4. ACME Enterprise @ SharePoint Server [CRBREEHD 7 TU T —> 3 v OHFHAT7 I ZA LTS
CEEBRULOIAT, BEANMEETZHERICEDVWTUELGR- FETERCIENTEET,

AR ST

[Tty =07 TUr—3 0] FUFT, EEE John 13, ACME Enterprise @ SharePoint Server A®
ST v o EEBELTILE Uz, BE. SharePoint Server A5 MSSQL B — ) INDIRTHT7 I A%, BEL
70RO LVT TV =2 3 VBARICLIEVWEEZEZTVWET,

Flia

T R—LIC%E (GoHome)] 7rav&aE 7 Uy I LET,
[vCenter /R — A (vCenter Home)l 7 U w7 LT, [{RA8< < > (Virtual Machines)l €7 U v 7 L&Y,
[win_sharepoint] #:#R L C. [&18 (Moniton)] ¥ 7&2 U v o LET,

2

3

4 [7UT7aET+ £EZF U (Activity Monitoring)l #7 U v 7 LE T,

5 [#—7v 0BT (Where destination)] T, [win2K-MSSQL] ##RL £
6

(%% (Search)] #2 Uwv o LET,

wRiEREIC. SharePoint Server ir5 MSSQL B —)\AD S5 T 1 v oA RREINET, (21— — (User)] zil& [
1€ App (Outbound App)] BIIC. ¥ 27 A TOZAOHA MSSQL o —/NICEREL T B CEARRINET, O
nlZ John MEBE L TR TT,

[S25R—  (Inbound Port)] sl & [7 TU o =2 3> (App)l FIIC. INTOT I ZANELLEY —/\ETEITEN
5 MSSQL Y = INIZEE > TN S T ENKRRSNET,

REEREOL 1— FASTET Web TS50 5 TR TERLBA. A~ JOETICHS BT FoavEsyy
genlE, —EBOBREIANCIVAR—ELT, 7715 CSVERTHRETCEET,
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TIREEFMICTS

TIOTFT4 T4 EZAUUT LR— FEERITT BHIIC, vCenter Server ED 1 B EORENYY U TT — Y INEE
BT E2HENHDET, LR—FERITIIEIIC. BRHICUEREIRY N7 074 TTHI, xy D=7 F
T4V IEERUTWBCEEERLTLLIEEL,

NSX Manager (3, Active Directory @ FA > O FO-SICEZEBTIHENH D E T, [NSX Manager Ad
Windows FA+ > D&ESR] #2RBLTIEE,

FOTAETA EZAUVITICE > TBIENDDIET VT« TREHKIEITTT, WNICLRNILTT 747 04—
IW=ILIZE->TTOYv I ENaREBY Y Y ST 1 v 713 LIR— FICIEIRRENEE Ao

BE—DRETY > TOT - REEZFIMICT S
F-YREIR, TITAET EZH VT LR- FRTOLREE 5 HRETICARICT BRELNBVET,
RIS

Flia

—_

vSphere Web Client [cO 271 >~ L& 9,

[vCenterl 22 U w7 L, IREXY VBLUTVTL—F (VMsand Templates)] 27 U w7 LET,
ERIDA AN R JIRILT, RN VEBRLUE T,

(&3 (Manage)] # &2 U w7 LT, [BE (Settings)] ¥ T&7 Uy LET,

ERIOINFILT, INSX 7074 E57 0« £EZ% U277 (NSX Activity Monitoring)l 27 U v 7 UE T,
R (Edigl =0 Uy o LET,

N O o A WwN

INSX 705« EF ¢ E24 07 7F— 9 IREREERE] 71 707 Ry 72T, 13 (Yes)l &7 U v L
EX
BHORBET L > TOT—IREEZFMICT S

TOTAETA BEZIUVYT TIRELFAUT 1 FIL— A BREBSNcEF1UT 4 FIL—TTY, T
DEFAUT 4 T — T EICERORERY Y VEBMTE, T— Y RERTNL TR TORET Y Y THAIC
BET,

TIWMER TIOTAETe EZYVYT LR FRITOPLBCEES DRIXTICAMCT 2HBENH DV ET,

Flia

—_

vSphere Web Client IcO% 1 >~ LE9,
[Networking and Security (Networking & Security)] %2 U w2 U, [Service Composer]l 2 U v 7 LE T,
[zFa2 U5« 7)L—F (Security Groups)] ¥ &2 Uw o LET,

oW N

FTOTA4ET 4 FEZAUUT T—HINELF AU T« FI)L—TEBERL, URE (BAiY)] () ZravEs Uy
TUET,
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5 DaU-FRIZHOTUREBRYYVEEF2UT 1 JIL—TITEMLET,

TIREIZOEF 2T T TICEMUIREY Y Y OIRTTHERMICRD, ZOEFaUT+ JiL—
THEBRAUIRIER > Y DI NTTEIICEDFT,

RIEX> > 7074 ET 4 LIR—FDKRR
RETY VHRBET S 571 v 7, BENO—EORETY VERRCEET,

[R3R (Search)l &7 U w922 ETT I 4 FORRFUEGFRL T Ay VIUERTI &6, BHICH
UCCOTUEFERT S EETEET,

ARSI
B SARAYVEFORRT Y 3V BRIBICA VA R—ILENTNEHENH D ET,

B RAAUANSXManager [ICBIRESN TV UEN G DE T, FAAC VOEFOEMDONTIE [NSXManager
AD Windows RAT VDB #2BLTIIESL,

" ToyNEE | AUEOREYY Y THEICT 2MERD D ET,

Flia

—_

vSphere Web Client IcO 71 >~ LE9,

2 [Networking and Security (Networking & Security)] 22 U v 2 LT, [77 7« ET7+« EZ% U7 (Activity
Monitoring)l &2 U v o L&,

3 [MRE~Y>Y 7U74ET7 0 VMACtivity)] 9 752 U w o LEY,

4 [V =208 (Where source)] DHEICH 2 V&I YT LET, FERS T v I ERRI DBV
ERIRLET, BIRUCIREBY Y VELR=-FICEOHDH. FlIELR—-EABBRATEINERLET,

5 [#—%5v F®5%PT (Where destination)] O#&EICH 2 >0 &0 v LET, 2IERZT 1 v ERRT 1R
B VUEBRUET, BRUCREYY VELR— FCEHZH. FEIZLR— FASBATENERLET,
[#975 (During period)] () 7rav&5 Uy L. REOHREEZRLET,

7 [#%3% (Search)] &7 v o LET,

BEUERETI AT UV T ESNERERBENERSNET, TOI—F—[CHETZFMBERERTT3I101E. ©
OITEY Uy LET,

BEDL - FEEECOR—IOIRTOL - RETVAR— LT, SVERTT (LY FUICRET 3IC
H\&—9®ETE%5[37743>57Uv7bi¢0

ZETIVT4ET 4 DRR

TAO T T=)b. BFaUT g TIL—. Fizld Active Directory 7L — T &IC. =)D ITRTORET
IT4ETAERRCEET,
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23-4. BIET VT4 ET A DRR

BT

AAA

;73’15[{7 Security Group AD &' )L—7

(8% (Search)] &7 U w7922 ECTT IA) FORREZEGEFRBLCI AV Y VTUERITIZZEE, BHICH
CCHOITUEERTEZCEETEERY,

ARSI
B SARAYVEROART Y 3V ARIBICA VA R—ILENTVEHRENH D ET,

B RASUANSXManager [CEFSN TV BHENH DET, FAM D OEFROFMICDONTIE [NSXManager
AD Windows FAA Y DESE] #ERBLTIIEEL,

B T-YINEE 1 AULEOREY YV TBMICT 2LENH VXY,

Flia

—_

vSphere Web Client [cO 71 >~ L& T,

2 [Networking and Security (Networking & Security)] 22 U v 2 LT, [77 7« ET7+« EZ% U7 (Activity
Monitoring)l &2 U v o L&,

(25777« ET« (Inbound Activity)] ¥ 7&2 U v LET,

[3(=7t (Originating from)] O#&lcH 2 1) Vo &Y U w0 LET,
TOTAETAaRRIDA-T— J)I—-TOY1 TERRLET,

(D15 D5+ 7 (Filtertype)]l T. 1 DUEDTIL—TEZRLUTCOK =2 Uv o LET,

N O o MW

(7 —4 v HMREEY S DT (Where destination virtual machine)] ©. [£% (includes)] 713 [
(excludes)] ZBIR L. BIRUCREY Y VERRICED BN, FIIBRENSBNATINERLET,

8 [BLUY—7vy HMREYY VOEFT (And where destination virtual machine)] o#&lcH 2 ) Vo &S 1w 5
UET,

9 TaMUEDEREBYYVERRL, [OKlE2V U YT LEY,

10 [BLU57—=7v = 7TUr—> 305 (And where destination application)] . [&© (includes)] 7z
13 [Bro} (excludes)] &R L. BIRULIET TUT - 3 VERRICED DD £LIIRBHSHBAT 2 HERL
ESCIN

1M [BLU57 =7y = 7TUT—2 3 005 (And where destination application)] ®#n U Vo &2 U w5 L
ESCIN

12 12U ED7TUT—yavaE#ERL, [OKl 22Uy UET,

13 1pg (During period)] &) 7ravEs s L. BROBmERRLET.
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14 [#% (Search)l &7 U v LET,

BEUERET IS U VT SNEREERATTRINET, BROFOEIZDHEFE U YT LT, EBEULER
WYY UBLUVT TU T -3 VLTI AUl —F— DN\ TOBRERRLET,

BEODLI— REEIZICOR—IDIRTOLI-REIIZAR—FUT, CSVERTT ALY FUICRET BIC
H\&—9@6?[%5[37743>E7Uv7bi70

EET VT4 ET 4 DERR

CHEaAUTa TIIN—TEFIITRAO by T )LICE>TEITHROT7 U —v g3 vERRIL. LR—EFITRUIL
O LUTEBEDI—F— T —IHREEEET > TR ISA TR 7 I T -2 3V ERE T3 EANTE
£9, . BEOT7 U T = 3 VI T I ZAFROIATCOI—F— J)—TEA—T—EBRRIZEETEX
T, CNICLD, BEBETTVATUTAT4 747 04— ) &ERABTINENGDINE DN EHMT=ET,

23-5. RET VT4 ET 4 DERTR

(=S
B SARAVEOART Y IV BMRBICA VA R—IILENTVWSIRENH DT,

B RAUNNSXManager [CESFEN TV DUENH VET, FAMVOBFFOFM DL TIE, [INSXManager
AD Windows FA1 Y DESR] #2BLTIZEL,

T YINEE 1 AU EOREY YV TBMICT 2RENH VXY,

FIIE

—_

vSphere Web Client IcO 71 >~ LE 9,

2 [Networking and Security (Networking & Security)] &7 Uy 7 LT, [77 7« EF7« EZ% U7 (Activity
Monitoring)l &2 U w7 L&Y,

3 EQOARAUTEET YT 1 £5 « (Outbound Activity)] ¥ TANEIRENT NS C EERRBLET,
4 [¥{g75t (Originating from)] mi&EIC&H 2 U &I Uy I LET,
A AV FAZARY 3y ENLUTHREESNZIRNTDY )L —TIhRRENET,
5 UY-AFHAERERTI DA JIL-TD5 1 TEERUET,
6 [T+L7 (Filten] T 1 DUEDTIL—TEZIRLT[OKI &V Uy o LET,

7 77U =305 (Where application)] ©. [&© (includes)] Z7z13 [Bro} (excludes)] IR L, 2R
L7 70— 3V ERRICEDZH. £CIIBRENSBATEINERLUET,

8 [7FTUs—>3avnHr (Where application)] Oi&ElCH 2 U&7 Uy 7 LET,
9 12MUED7TUT—vavERRL. [OKl &7 Uy LET,
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10 [BLUY =4y FOBFT (And where destination)] ©. [T (includes)] 714 [BRo4 (excludes)] &R L.
BIRUCIREXY Y VERRICED DN, FCITBRRNSHENT E2HNERUET,

11 [BL0% =4y FDBFT (And where destination)] Mi&ICH 2 Vo0& w5 LET,
12 18 EOREYY vERIRL, [OKlEZV Uy LET,

13 [#m (Ouring period)] @) 7ravEsUw s L. REOBEERRLET,

14 [#%= (Search)] &2 U v LET,
AABICAZO=ILLT, RRSNTWVWBIARNTDBREHERLET,
BEUCEETIT AN T SNIERBREBEREARTRISNET, D1 D0FEI UV LT, BEOY T T —

Va3 VEFERLUTEBEDREYY VICT 7 22 LTz Active Directory 7' )L — 7M1 - —[CBIT 3 EHRERRLE
a_O

BEOL I—-REEIZCOR—VDIRTOLOA—REIIVAR—FLT, CSVIERTT« LY FUICRIET DIC
3. R—=VOAETFTICH3 (=~ FAAVEIUY I ULET,

AR M) AT FTEOREERDORTR

Active Directory 7)L— 7, ©FaUT« JI—THIWELET AT Fy T TR EQOEREH IV T TET
BESNB RS T4y I ERRCEXT, CNICED, HBET-CERICWI STV ZRAEHI L CTE, BE>Ten
feA R R OAVFIER. TAY Fv T T—)L, XU Active Directory 7' )L — TE DGR EBRATE £,

23-6. OV T FHEOBEEER

Vs

N

RE< Y

2 24
& |

BRED AD 5 )L—7 %

BAFE D Security Group
G J/

% (Search)l 27 U v 79232 ETT I A FORBREGEFEALTI Ay Y VIUERTIZZEE, BHICH
UCCTOTUEFMT S EETEERT,

AIRSM
B TSARAVEOART Y 3V ARIBICA VA R—ILESNTVBENH DT,

B RASUANSXManager ICBFEINTVIMENH D ET, FAAMVOBEROFMDOVTIE [NSX Manager
AD Windows BAL U DER] EBRBLTIIES,

BT YNEE T AUEOREYY VTEMCTIMENHDET,
FIig
1 vSphere Web Client IcO0 7«1 > LE T,

2 [Networking and Security (Networking & Security)]| 2 U w7 LT, [77 7« E57 1« £Z% U7 (Activity
Monitoring)l &7 U v 7 L&Y,
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10
11

12

RO @ [>T FWEEEEA (Inter Container Interaction)] ¥ 7= 2#IRLE T,
[3(57¢ (Originating from)] O#&lcH 2 Vo &Y Uv I LET,
TAFAYVFAZRT Y 3V ZN U TRESNICIRTOYT )L —THARREINET,
VY —AFERERERTI DI — JIL—TOY 1 T&EBRUET,

[Z L5 (Filten] T, 1 DU EQZIL-T&ERIRLCTIOKI £V Uy U LET,

[7 =7 v ~DFBAT (Where the destination is)] ©. [—2 (is)] /=12 [AVR TR (is not)] &3=R L T,

TN —TERRICEDD N, FLIIBRENSHATEINETRLET,

[% —4" v F D57 (Where the destination is)] Di&EICH 2D o &T 1w LET,
TIN—=T 574 TEERLET,

[T )L% (FiltenN] T, 1 DU EDVIL—T&ZBRLT[OKI &V U w7 LET,

[#878 (During period)] () 7ravzs 0w s L, BEOEEERRLUET,
6% (Search)] #2 Uv 4 LET,

=N

BEUREHETITaILI ) VT ENERRERNARRSNET, TRZIV UV LT, BELEIDYTFTICTIER
Licd—9 =122\ TOBRERRLET,

BEOL - REEIIZOR=VDIRTOLA-—REIVIAR—FULT, SVERTT 1 LY FUICRET BIC

3

1

R=IDEFICHB (=~ FAAVEIUY I UET,

AR AT VTUEOHREER

FRIESNTL2BEOHER

vCenter Server 1 RV FUTOVTFTEEEL, IL—)LEBNMLTINSEDI Y T T EOBEELHTLIcE
A, [®E7t (Originating from)] 7« —JL B & [7 =4y FDBAT (Where the destination is)] 7+ — )L R T&

FEUE2DO0OVFTFTTCIDOIITUERITITDZCEICED. IL—ILhEEL TN D CEEHRTEET,

ERINTN2BEOHER

vCenter Server 1 RV FUTOVTFTEEEL, IL—I)LEBNMLTINSDI Y T T EOBEEES LiciE
A, [®E7t (Originating from)] 7« —JL k& [7 =4y FDBAT (Where the destination is)] 7+ — )L R T&

FEUE2DO0OVFTFITCIDIITUERITITDZCEICED. IL—ILhEEL TN E CEEHRTEET,

EESN TSR Y T IBEDHER

AT FTOAVN=ICAUIYTFTOMDAV ) \—-EDBEEFHAT LEVVRY > —EREL TV BHE,

D7

TUERTULTRUY —HDHEEL TR C E &R TEEY, [®(ET (Originating from)] 7« —JL k&[5 —

7w DB (Where the destinationis)] 7« — )L ROWMA T VT FEERLE T,
NELT 77 20O
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vCenter 1 AR LU TOAVTFEERZL, IL-JLEBNL TN TTEOREEHFILEELET,
EESDIVTHICHE. B8OI—ADIVTFHEEFRBELBRVWAYN-AEET ZA8ENAHIET, TD
BE, COURAVN—Z2BUROYTIASHEIKRLT, tFaU T fIfla&mBIbTEEXY, COLIRBUR
FEEET BICIE. [3E7T (Originating from)] 7« —JL R & [7 =4y F®BAT (Where the destination is)]
T4 =)L FOEATEPZAVTFTERBRULET, [F—7 v OB (isnot)] 7« —)L FOEICH D [AWR TR
L\ (Where the destination is)] &R L& 9,

%5 Active Directory )V =T 7057 4 ET 1« DER

E#AEH Active Directory )L —TDAVIN-BO ST 1 v I ERRL, DT -5 aFERBLTI 7474 -]
W=V EWARTEET,

[R3R (Search)l &7 U w922 ETT T4 FORRFUEGERL T Ay VIUERTI &6, BHICH
UCCOTUEFERT S EETEET,

ARSI
B SARAYVEFORRT Y 3V ARBICA VA R—ILENTVEHRENH D ET,

B RAAUANSXManager [ICBIREN TV DUEN G DE T, FAL VOEFOEMDONTIE [NSXManager
AD Windows RAT VDB #2BLTIIESL,

" ToSNEE | AUEOREYY Y TENICT 2MERB D ET,

FIE

—_

vSphere Web Client IcO %71 >~ LEd,

2 [Networking and Security (Networking & Security)] 22 U v 2 LT, [77 7« ET7+« EZ% U7 (Activity
Monitoring)l &2 U v o L&,

3 Ao+ [Active Directory 7))L — FH LU 73 (AD Groups & Containers)] # J&#IRLET,
4 [3{57t (Originating from)] O#&ICH 2 0 &EI UV LET,
TAEAYVFOART 2 3 ENLUTRESNIEIRNTO )L —THARRENET,
5 BRCEDZA-Y—TIL—TOy1 TERRLUET,
6 [TaLy (Filten] T 1 DUEDTIL—TEBIRLT[OKI 27Uy o LET,

7 [Active Directory 7' )L — 7 ®#%Ft (Where AD Group)] T. [&T (includes)] 713 [R5} (excludes)] z:%iR
L. BIRU Tz Active Directory 7' )L — T &RRICEDH D H. KIIRENSHRATE2NERLET,

8 [Active Directory 7' )L — 7 Di%aT (Where AD Group)] @D Vo &7 1)y LET,
9 1 DLIE® Active Directory 7). — J%&&R L, [OKI&Z2 Uy o LET,

10 (480 (During period)] @) 7ravEsUw s L. REOHEERRLET,

11 &% (Search)] #27Uv o LT,
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BEUVERETT ALY UV TSNERBEBERARTIINE T, TRZEV Uy 7 LT BELEEZF2 T JIL—
TEITRAI Ry T T=ILAN SRy D=0 UV =70 ZA LTS, $8E Lz Active Directory 7)1 —
TOAVIN—DIEHRERRLET,

BEDLI— REEIZICOR—IDIRTOLI-REIVZAR— LT, CSVERTT ALY FUICRETBIC
u\&—9@ETE@5[3'743>57Uu7biv0

F— SUREDF —/N—5 A K
FYRD=0BEELEEOBRREREDBAEIT. VO—)UL LRI TT—YWNEEF JICTEEXT, NICLD, fd
IRTOT =Y PWERENT — /=T 1 FENFET,

Flia

—_

vSphere Web Client IcO% 1 >~ LEd,

2 [Networking and Security (Networking & Security)]| #7 U w7 LT, [77 7« E57« EZ% U7 (Activity
Monitoring)l &2 U w2 L&,

3 [ (Settings)]l # 7&7 U v LET,
4 TFT-HWNEEF—)\—-F41 FF 35 vCenter Server &R LE T,
5 [R&EEdiI=v v LET,
6 [LR—HERT—4 W& (Collect reporting data)] &R L £,
7 [OKl&Z7Uvo LET,
bL—XR70O-—

FL=270-1E /Ty FEBAL. TD/)Ty FAYERY FO—0SIUVRERY UV EBBIDEED
BOBEBRET OREERHEI SRS TIN Y2 —FT oV ITDEODY—ILTT, CNEBRISZET, Y900 T
Wa/—Fo, WOy R =5y FICBSDEGIT TV T 74704 —ILIIL—IILERET 2RE, =y FD—7
CET 2 IEMEHIMT TS ET,

fL—RX70—(2D\T

FL—270—13 =N~ LA4 XY D=0 BLVT7 T =LA XY D=0V DWBIT VT 1T 14 PHRELIV T«
T4 ESXiRZA b, BB vTF, DE@HREBIL—Y—-RE) &H5/\-2F3&=C, /Ty +& vSphere
Distributed Switch (VDS) IR — FIZEBA L. /{7y FDJISCRITAS IS EIFRERRA >V FERELET, NI
KDy RABEEICERET 2 ETICRAT S 1 DUEDIAER/RETCEET, DF D, BT/ y RANRAT R
Oy JENEBRERETD2IENTEET, TUT AT 1 CEICARAD/NT Y MBAHRES NSz, /Ty
FOZERICEENFKELZDON. /Ty FOERERFICEBNRE LIEONMDH A D £,

FL—270-13 ZAMRERY YOS v /BT &0 &N ping DER/GEERAUTIRAN S EICEEL
TLREE, FL—2T0—1d F—N—LA %y FD—9 ERETBEI—INTENE/ Ty FEBELET, &
Ty B — U= LA ey D=4 &R LTS X HMRIER Y VICEE L. BERTASRREIC A 2 £ TORTA
BmENET, FEL. BASNEFL—2 70—/t Rld, BEICI358%Y 2 HRETY VICRESNE T A,
CHIE. TR REBRY VAT —F T OREETE L — 2 T O— A EBCEET 3 - e a kLT,
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FL—=2XTJO-TIE ROEZT4 v 0 FA4THMTR=-FENTVNET,

A P-20ZF vk

B LAY -312=FvAF

" (-2 TO0-RFEvRF

" LAV 2TNTFFVAE

NAG LAY T4—=)LERNTy A XERBELT/ T Y FEBETEEY, FL—XATO0-DOV—XdL &
(TR v ORENIC(WNIC) T, 9=y ITURRA Y HIENXF=N=LAERZT T —L1DER
DTFNARTTBENTEET, =iz L. NSX Edge Services Gateway (ESG) 7w U > MIEIZH B 5k %E

BIRT 2 EIITEFE B, BEIF. AU TRy FEICHEELTVE N, FIENSX DEGHRE)L -5 —&ERF#HL
TEETSDIRENHVET,

EKETUNIC &5 VWNIC A B U LAV — 2 RAAS VRICEET 23848, FL—AJO0-BEFLIV—2 ERBES
NnE9, NSX D4, Znld. VXLAN v FD—=2#31F (VNI Z7zI3t7 AV EID) ARIULTHS ZEEREKL
F9, CNld. 280REY Y UHARIUMEB A Y FICEKESNTVWDIHBAEREICKELET,

NSX TU W IABESNTNBIEES, REOOL A V=2 )7y RIZBICT Uy VICEKESNET, @B, TUv IS
N5y FEVIAN ICEE L. FL—2T70— )Wy FEXREBFHELTRELET, /Ty FATRERH
ERESNENBEENDT. BWIULEFL—2 /)Ty AR ESNIEBEICERES N EEZEKRT 2DITTIIHD
A,

LAV—=3FL—AT70-AZFv A+ b2 T49TDFE 2 D0 FRA Y FE BI2OBEBEAA Y FEIC
HD. Bz UNINHRESNTNTC, DEEwE/L—5 — (DLR) [CEFESNTNWET,

NIWFFvAE FST09 7 0%BE, FMETIHRBYY Y WNIC T, FBERRILFFv AR T7IL—T 7 ELXICR
D&ET,

FL—RT7O-0OFHETIE. TO—FFvAtesnic =270 /Wy FANRICEENEZENHDET,
ESXi7RA RId, 5BEARA D MACTY BLAARBELRIZAICFL—AT70—- Ty FETO-FFv A RLET,
TJO—-FFv 2 RS T70v070%E, V-AHREBYY VU WNICIZRDFES, JO-F+FvAF RS Ty 700
Av—=2%—=5v FMACT FLRIEFREFRFREFREFRFF TS, 2747 07 —ILREOBE/\T Y FEERT S
fewlc, JO—FFv A FL—XTO-RETIE. 0TxY F TU T4 v AOREMVEICRDET, T TRy
FRAVICED NSXIZ/Ty FDIP Ry FDO—=0 7 RLAEFETEET,

EE TUOA0MBAR- FRHICE T, NILTFFv ARSIV TO-FFrv A+ FL-—ATO-BRETKED
STy OSSR D D E T,

FL—270-&FRT2AEIE. AP E GUI @ 2 88EA% )£, APIIZ, GUITEAENS APl EBUTI AN
API TIIINTy FEFBICERET 2 CEnTEXT, GUI DREIZLIRENTT,

GUI Tl RDEEZRETEET,

= JOr3JL--TCP, UDP, ICMP,

s (TTL). T 7 4L RE 64 7Ry I T,

B TCP v UDP O#FEETHLUIBAR— R, T 77 HMBIZO0 T,

. TCP 37,
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B ICMPID LUy -V 2ES, £EB5557 4L HF0TT,

L -2T7O0-BEOBMERINSY A LT DR (SUMEBA), T74)LFIE 10000 = UMTT,

" —UXY R TL—LATAR, TIAIEEI128)N1 /T L—LTT, AT L—LA B XIF1000 /01 H/D
L —LTTY,

B RAO-FIVA-F, 7773 Base64 T,

u /{/rD_ Pﬂéo

ESTNa—FT420DEHONL—RT7O-DFER
FL—2T7O-NM&ZDVFTUFICIE. UMTFOXRDICEHD T UANHDET,
FL=—270-3UTFDYFUATHRIIEET,

B PRSIy ORANAEERT D CEICLDZRY FD—UEBEQO RS T a—Fa T
B U DERREERT D CEICEDIN T - REER

B XY RD—OUNARBRIEBICHD ESOIMMEEHRT D ELDFY FI—J5TH

AR SR
B L —270-0EICIE vCenter Server, NSX Manager, NSX Controller 7 5 2%, $XLUKRA ~ED
netcpa 1—Y— J—J)LF I-Y x> FEOBENUETT,

B RL—XATO-FEHEESVICHFSESICE. AV RO-2 VAN ERSN. B2REBTHD L ak
HBLET,

Flia

1 vSphere Web Client ©. [7x— A (Home)] > [Networking and Security (Networking & Security)] > [~ L —
2 70— (Traceflow)] mIBIC#EE LET,

vmware: vSphere Web Client ]

- 1
: i Fome E
Heteorking A Secanty
£ o veome
1 “wm
s Logical Ganchis
5 MEx Eoges
M Firewall
| ¥4, SpoofCGuard
B Pares: infegration
I 7 Berdice Composer
) Daka Securh
= Tooks

3] Fiow Miznitoensg
TH Adwaty Mosazng

= Networkieg & Security imnlory
U HEX Mansgers

2 FIST490ATEIZF v AR JO-FFv AR JIILTFFvARNSBRLUET,
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3 V=2RETY > VNICE&ERLET,

ZFTOREBI U FL—AT7O-0ETITER U vCenter Server ETEEINTL\EHE. U A RN SRE
X EWICERIRTEET,

4 AZFvRF FL—270-0%8. Y- v FWICEREANLET,
=5y kELT, R RIEXY V. DEERE)L—% —. Edge Services Gateway 72 &M NSX # —/{— L
AFIINX 7T —LAROERDT A ZADOWNIC #I8ET=FY, ¥—4 v Fh VMware Tools MET
TOREY >V THY, FL—2AT7O0-OEITLERU vCenter Server [CL > TEBEINTNSHAE, U R
NEREYY & WNICEBIRTEET,

TOTRVNGE, Y=y FIP7RLZ (512, AZFv A LAVP—2 FL—X70-0BA1IZMAC 7
RLR) ZARNTEIMEAHDET, COBRII. 7/\4 2 3V —=)b. £IZSSH Y>3 VRO TINA R
BHEASINETEET, &AL O A LN REYY Vv 0jga, IP7RLZAEMAC T RL I,
Linux%# —=7F)Lcifconfig XY FEEITI S ETRETEEY, HEEniE)L—~ — 1zl Edge Services
Gateway @4, CDIEHIE show interface CLI OX Y FTCRETE=ZET,

5 LAv=-270-FFv2AF FL—-2270-0B4E. DIRYEFOTU T4 v I ADRIEANDLET,
Ty Rld MACT FLADHICEDNWTAAS v FENET, ¥—7 v F MACT =L ZId FRFRFREFRFRFF
T9,

IP/IXTy BT 74705 = IRBREICEMNTHZIHICIE. V—AIPT7RFLABLIVY =TI FIPT7ELAD
mANUETT,

6 LAV—2TNFFvAF FL—ATO-0FE, XINFFv AL IN-T F7RELAEANDLET,

Ty RlZ MACTZ RLADHICEDNTAA Y FSINET,
PINTy EABRITHZEDICIE. VAP T7FLASIVY =Ty FIP7FLAOEAENMBETT, JILF
FrAL0HE MACTRELRIZIP 7 ELANGHESNET,

7 ETOMONEBESLIUVA T a3 VBREETVETD,

8 [FL—Z(Trace)l&®v vy LET,

Bl 2FUF

ROBIC, B—D ESKIRA FETRITENTNB 2 DDORBYY VEES LAV —2 FL—XT7O0-&RUET,
2BDREBR UL, B-OREBAA Y FICERSNTVET,

VMware, Inc. 385



NSX &A1k

_

NSXManager: [ 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters
Traffic Type: Unicast ] -

Source: * @l web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d
w Advanced Options

Destination: # [ web-02a - Network adapter 1 Change...
IP: 172.16.10.12, MAC: 00:50:56:ae:18:6b

Protocal: | TCP -]

Timeout (ms): 10000
Frame Size: |128 H

m

Source Port: D
Destination Port: D
TCP Flags: Ofn |

[ syn
[JRsT |=

Trace

Trace Result: Traceflow delivered obsemvation(s) reported

1 Delivered

Sequence 1 & Observation Type Host Component Type ‘Component Name

0 3 Injected [ esx-01acorplocal WG I~ e

4 $ Received [ esx-01a.corp.local Firewall A Firewal

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall A Firewall

3 \$ Received esx-01a.corp.local Firewall A Firewal

4 ¥ Forwarded esx-01a.corp.local Firewall A Firewall

5 + Delivered ﬁ esx-01a.corp.local WvNIC M vnic
RDBNZ,

BOERLZ ESXIRA R ETERITINTINZ 2 DDIREBYY VEED LAV —2 FL—2T70-%R0L
FT, 280REBYY VL. B—OHREBAA Y FITESESNTNETD,
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—

NSXManager. | 192.168.110.15 (Role: Primary)

|-

Trace Parameters

Traffic Type:

w Advanced Options

Source: # [l web-01a - Network adapter 1 Change...
IP: 172.16.10.11, MAC: 00:50:56:ae:3e:3d

Protocol: [ TCP

2

Source Port:

Destination Port:

]
O

TCP Flags

LIFN
[+ syn
[T RsT

-

=
|*

Trace

1 Delivered

1a 0O ion Type
\$ Injected
9 Received

- o

¥ Forwarded
¥ Forwarded
¥ Forwarded
\$ Received
“ Received
$ Received
\p Received
3 Received
\p Received
3 Recaived
1 Forwarded

~N e kR R R R R W WM

+ Delivered

Trace Result: Traceflow delivered obsenvation(s) reported

Host

B esx-01a.com.local
[@ esx-01a.corplocal
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
@ esx-01a.corpiocal
ﬁ esxmgt-02a.corp.local
esxmgt-02a.corp.local
ﬁ esxmat-02a.corp.local
esxmat-02a corp local
@ esx-02a.corp.local
ﬁ esx-02a.corp.local
ﬁ esx-02a.corp.local
ﬁ esx-02a.corp local

esx-02a.corp.local

Destination: = web-03a - Network adapter 1 Change...

IP: 172.17.10.11, MAC: 00:50:56:3¢:cf.88

Timeout (ms}): |1nnno

Frame Size:

TTL

Component Type
Firewall
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Firewall

vNIC

[128

Component Name
b ic

=

2
o

Firewall

Firewall
esx-01a.corp.local
esx-01a.corp local
esxmat-02a.corp.local
esxmat-02a.corp.local
esxmagt-02a.corp.local
esxmgt-02a.corp.local
esx-02a.corp.local
esx-02a.corp.local
Firewall

Firewall

ROBIC, LAV—3 FL—RTO—ERUET, 2 DDREXY VI, DEGRIEB)L—Y—ICL>Totsn/z2 D
DEBIHMBAA Y FICEHESNTVET,
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I

NSXManager: | 192.168.110.15 (Role; Primary) |~/

Trace Parameters

Traffic Type: Unicast

Source: # @l web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

» Advanced Options

[ Trace

Trace Result: Traceflow delivered observation(s) reporied

1 Delivered

Sequence 1 4 Observation Type
0 $ Injected
% Received

b

¥ Forwarded
¥ Forwarded
3 Received
¥ Forwarded
3 Received
¥ Forwarded
\$ Received
% Received
3 Received
¥ Forwarded
+ Delivered

w L o N O AW N

- e
]

ROBIC, 3 DDREY > U HE—D

Host

ﬁ esx-01a.corp.local
@ esx-01a.corp.local
a esx-01a.corp.local
ﬁ esx-01a.corp.local
@ esx-01a.corplocal
@ esx-01a.corp.local
@ esx-01a.corplocal
@ esx-01a.corp.local
ﬁ esx-02a.corp.local
a esx-02a.corp.local
esx-02a.corp.local
@ esx-02a.corp.local
esx-02a.corp.local

Destination: # [ db-01a - Network adapter 1 Change...
IP: 172.16.30.11, MAC: 00:50:56:ae:d4:2b

Component Type
vNIC

Firewall
Firewall
Logical Switch
Logical Router
Logical Router
Logical Switch
Physical
Physical
Physical
Firewall
Firewall

wNIC

Comgpenent Name
vNIC

A Firewan

A Firewall
% web-Tier-01

E Local-Distributed-Router

% Local-Distributed-Router
% DB-Tier-01

ﬁ esx-01a.corp.local

ﬁ esx-02a.corp.local

ﬁ esx-02a.corp.local

u Firewall

B Firewall

VNIC

BEZAMYFICHEHSNTVET IO RO, TO—FFv XA+ FL—X7

O—%&RLET, WEXYVDOIEM2DIZ1EDHRA R (esx-01a) FIZh D, £ 1 DIFBIOKR R = (esx-02a) +
CHDFERT, TO—RFv X I, R R 19216821053 FOREYY VOLWITNANSEFESNET,
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NSX Manager. [ 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

» Advanced Options

Trace

3 Delivered

Sequence 1 a Observation Type
0 S Injected
% Received
¥ Forwarded
1 Forwarded

=3

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
9 Received
3 Received
¥ Forwarded
3 Received
3 Received
¥ Forwarded
¥ Forwarded
¥ Forwarded
¥ Forwarded
v Delivered
+ Delivered
¥ Forwarded
¥ Forwarded
'-} Received
¥ Forwarded
+ Delivered

N o R R R R R R R W W W WM

Trace Result: Traceflow delivered observation(s ) reported

Host
@ esx-01a.corp.local
@ esx-01a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
@ esx-01a.corp.local
B esx-01acorplocal
Q esx-01a.corp.local
B esxmat-02a.com.local
@ esxmgt-02a.corp.local
B esxmat-02a.com.local
@ esxmot-02a.corp.local
@ esx-01a.corp.local
a esx-02a.corp.local
ﬁ esx-02a.corp.local
@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esx-01a.corp.local
@ esx-02a.corp.local
E esx-02a.corp.local
ﬁ esx-02a.corp.local
@ esx-02a.corp.local
Q esx-02a.corp.local

Traffic Type: L2 Broadcast | hd & High volume of traffic may get generated for this traffic type.

Source: # Fl web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Subnet Prefix Length:

IP: 172.16.10.255, MAC: FF:FF:FF:FF:FF:FF

‘Component Type
VvNIC

Firewall
Firewall
Logical Switch
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
Logical Switch
Logical Switch
Logical Switch
Logical Switch
vNIC

vNIC

Logical Switch
Logical Switch
Firewall
Firewall

vNIC

‘Component Name

VNIC

A Firewall

M Firewal

B Web-Tier-01

M Firewal
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmat-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

e I v - e O e O e e e

esx-02a.corp.local
B web-Tier-01
% Web-Tier-01
% web-Tier-01
% Web-Tier-01
vNIC

vNIC

B Web-Tier-01
% Web-Tier-01
u Firewall

u Firewall
vNIC

ROBINC, INFFv AFBROT TOMRBICIILTF v A~ ST v I HRESND ESITAMNES S HER

LET,
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—_—

NSXManager. ( 192 168.110.15 (Role: Primary) |~ |
Trace Parameters

Traffic Type: L2 Multicast I v A High volume of traffic may get generated for this traffic type.

Source: = [l web-01a - Network adapter 1 Change.. Destination IP: #[239.001 | ©0 239001

1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 239.0.0.1, MAC: 01:00:5:00:00:01
» Advanced Options
Trace
Trace Result: Traceflow delivered obsenvation(s ) reported
3 Delivered
140 ion Type Host Component Type Component Name

0 9 Injected @ esx01a.corplocal WNIC i
1 % Received ﬁ esx-01a.corp.local Firewall A Firewall
) ¥ Forwarded @ esx-01a.corp.local Firewall M Firewall
3 % Received @ esx-01a.corp.local Firewall A Firewall
3 ¥ Forwarded ﬁ esx-01a.corp.local Physical ﬁ esx-01a.corp.local
3 ¥ Forwarded ﬁ esx-01a.corp.local Physical ﬁ esx-01a.corp.local
4 \$ Received Q esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.carp.local
4 $ Received @ esxmgt-02a.corp.local Physical B esxmat-02a.corp.local
4 3 Received ﬁ esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 % Received @ esxmgt-02a.corp local Physical ﬁ esxmgt-02a.corplocal
4 ¥ Forwarded ﬁ esx-01a.corp.local Firewall P Firewall
4 9 Received ﬁ esx-02a.corp.local Physical ﬁ esx-02a.corp.local
4 3 Received ﬁ esx-02a.corp.local Physical ﬁ esx-D2a.corp.local
5 ' Delivered ﬁ esxmagt-02a.corp.local wNIC [ v
5 v Delivered ﬁ esx-01a.corp.local vNIC vNIC
5 3 Received ﬁ esx-02a.corp.local Firewall A Firewal
6 ¥ Forwarded @ esx-02a.corp.iocal Firewall A Firewall
7 + Delivered ﬁ esx-02a.corp.local wvNIC vNIC

ROBINE, 7=y E T ELRACEESNIZICMP 504w 0 & TOV I T39I 74704 =)L JL—ILICES
T, FL=27O0-AFOYTENZEEOBETT, ¥ -7 v MREY Y UABIORA FEICHBICENNDST,
STV TETTDRARICEFTIET,

NSXManager. | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Source: #+ Bl web-02a - Network adapter 1 Change... Destination: + [ web-03a - Network adapter 1 Change...
1P:172.16.10.12, MAC: 00:50:56:3e:f8:60 IP: 172.17.10.11, MAC: 00:50:56:ae:cf.88

» Advanced Options

Trace Result: Traceflow dropped observation(s) reported

1 Dropped

Sequence 1 a Observstion Type Host Compenent Type Component Name

0 3 Injected @ esx01a.corplocal wNIC el vNiC

1 LD Received ﬁ esx-01a.corp.local Firewall B Firewall

2 o Dropped ﬁ esx-01a.corp.local Firewall ! Firewall (Rule - 1013)
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ROBIZ. FL—RAT7O-0% =4y 1 Edge Services Gateway DANEBICd 25 DEETY, fc& A, 1
& —Fv EDIP 7 L 2w, Edge Services Gateway &N L TIL—T 1 VI T 2MBENHDZREIDY -5y D
BETY, FL—2T7O-1FALYTxRY FEICHZY —T v . HdWVWIInE@HEIL -~ — DLR) z#NLTr7 ot
ARBERY =Ty FOVWITNATHR— FEN2dc, FL—AT7O—3F&E LEFFAIESNET A,

- B

Select Traceflow Destination ©

Destination IP address should be on the same )
& subnetorshould be reachable via the Distributed
Logical Router

IPAQOreSST  #|40.1.23 | &

() Select Destination vNIC

elected gl weh-033 - MNetwor

>

-

5 items

[ 0K H Cancel ]

ROBNL, FL—RTO—=5=0v EQBIOT TRy R EICHE/INT—F TSNARBY Y U TH2IH5EDEETT,

Traceflow

NSXManager: | 192.168.110.15 (Role: Primary) |~/

Trace Parameters

Traffic Type: [ Unicast | x

Source: # app-01a - Network adapter 1 Change... Destination: = db-01a - Network adapter 1 Change...
IP:172.16.20.11, MAC: 00:50:56:ae:23:09 IP:172.16.30.11, MAC: 00:50:56:ae:d...

» Advanced Options
‘ Trace

Trace Result: No delivered or dropped observations reported

Segquence 1 a Observation Type Host Compenent Type Component Name

0 3 Injected B esx-02a.carp.local VNIC vNIC

1 L’ Received ﬁ esx-02a.corp.local Firewall ﬂ Firewall

2 ‘- Forwarded E esx-02a.carp.local Firewall ﬂ Firewall

3 ¥ Forwarded @ esx-02a.corplocal Logical Switch % App-Tier-01

4 Lf Received E esx-02a.carp.local Logical Router E Local-Distributed-Router
5 1 Forwarded E esx-02a.carp.local Logical Router E Local-Distributed-Router
6 Lf Received E esx-02a.corp.local Logical Switch E DB-Tier-01
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NSX Edge VPN #&5%45

ZO¥FUAICIE, NSX Edge &A4EF @I Cisco E7z1d WatchGuard VPN OEIOEARKIZRA >+ b KAk
IPSEC VPN T DBRAINEENTINET,

ZOYFUATIE. NSXEdge AWES+® Y R0 —72 192020/24 &4 > % —%x v FIcEREL £, NSXEdge 1>~
F=TIAAIUATFTDEDICTHERENTINET,

YTV A5 =Tx4X:19851.100.1
B ORERr Y =T AR 192021

UE-—FT—FDzA1E 172160016 IERY FD—0&A VY =Xy RICEKELET, VE-FT—FDTA
AV =TI A RAIUTOLIICHRESNTNET,

B TyTUVI AUy —=Tx4 2 :10.24.120.90/24
B ORET Y —T xR :172160.1/16
K 24-1. UE— b VPN & —hD 1 (T#E#Hd 5 NSX Edge

192.168.5.0/24
192.168.5. 1 ‘510 115.199. 103 /\/\\ 10.24.120. 90 |~i ; 172.16.0.1

NSX Edge 13—2yk

172.15.0.0/16

7= NSXEdge m5 NSXEdge IPSECAD R xILTIE 2EBONSXEdge sV E—F 7 —FD 1L TEY
F7v TR EICED AUV FUFEFATEET,

COEICIE. ROFEYINEENTNET,

" AFE

B KEDz-X1&T71-X2

®  |PSec VPN H — E X D& ESI

B (isco 2821 #a LY —EX JL—9 —DEA

®  Cisco ASA 5510 ofEMA

®  WatchGuard Firebox X500 M%E

" NSXEdge QIcDNTD RS Ty 1 —F 1 2 76
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}ﬂiﬁ

=]

IPSec 374 —TFig# DT L —LhD—27TY, IPSECVPN D S 7)Y 1 —F 1 271 A 2 NSX Edge 7 Db
DOVPN 77547 20A7I1CIE. < OEFRBAEN D DET,

MUFIC, WSOQDIZEZERUET,

®  |SAKMP (Internet Security Association and Key Management Protocol) [, Security Associations (SA) &
A5 =%y FREOES{IEOZHIC RFC 2408 IC&L > THRESN/Z IO )L T, ISAKMP ZZBRED f=6d D
TJL—AD—=7 ERBAOHERME L, BILUEBBOIEOICT 1 SN TNET,

" Qakley (3RZE O FO)Ld 1 DT, Diffie-Hellman g1 7). TU ZLEFEAT 2 &ICL D, BETHL)
ERICO N T ERA SNICEBER LT TRMBOIMATEDSLDICE>TNET,

= |KE (Internet Key Exchange) 13 ISAKMP 7 L — 4D =7 & Oakley ofiz&ht T, NSXEdge (F IKEV] %
‘ELET,

= Diffie-Hellman (DH) #2014, & TRVBET v 2JUEATE. BEVRHOL 2 DOUEA LR TS
MEBEERITCE=I2RBSOROLTY, VSEIZDH Z7)L—22 (1024w ) &7)L—F5 (1536 Ewv )
EUHR—FLTLET,

KEZz—X1&712—X2

IKE 3% e TR S NICBEICAN SN BRENFETY,

TJ1—RTDNFA—%

J1—X 1 TRFHTOETOREE. BB/ SA-—YDOXIVI -3y, by svF-—0EmETZY 7y TL
7, NSXEdge THAaNz 71— 1)(5A—%

" AV E-R

®  TripleDES/AES [f&%E ]

n SHA-T

= MODP 7)L—72 (1024 £ )

" JUYIF-Fy=ULvyk[REA]

= 28800 R (885R) B3, +0/U1 FEF—(LRAD SA

= SAKMP 77 L vy T £— FEaBEMICT 2

TT—R2DINZA—F

IKE 7 ==X 2 TIZIPSec bR DIzdICF—MBaEMT D EICLD IPSec Fox)Laxdv I -3 v LE
9 (KEJ -1 HF—&EXR-2EUTER. £33 LWF-HBERT), NSXEdge THR—- 43 IKE T 1 —
2T A=%5

" TripleDES/AES [ T =X 1 &&EET Y F]
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= SHA-1

" ESP RyxJLE-F

= MODPZ7)L—=72 (1024 £ )

" BF Dl DTREETE Y LY —

m 3600 ®fE (185/@) B2 F0/)\1 FBF—ER7TD SA

B P4 TRy FERAVCIANTOIP 7O R INTOR—F 22Xy FO—=0BOELVY

NS H¥o 32 E-—RODYTIL
NSXEdge 37T —Z 1 TAAY E— K&, TT—X2TIAv) E— FEUR—FLTVET,

NSX Edge 15 PSK. 3DES/AES128. shal. DHGroup 2/5 #iEEL I 2R > —&RNULET, EFIRIS —%&
ZIFANBZBENH D, TOTRVFE, *IVI -3y Jx—XIKRBLUET,

TJr—XT: XA E-R bSO
ZDBITIE NSX Edge 15 Cisco 7)1 RICRIAS N7 T —ZX 1 ORIV I -2 3 VORBERLTNET,
A1 E—RTONSXEdge & Cisco VPN F/)\1 REDBEO—ED 5 050> 3 v EMTFITRUETD,
1 NSXEdge m5 Cisco A
® JOR—1)L : encrypt 3des-cbc, sha. psk. group5(group2)
= DPDE®
2 Cisco h*5 NSX Edge ~
® (Cisco MERICL D TOR-—TILEED

B Cisco 7\ 2n A7y 71 TNSXEdge At E LTc/ (D A—=S & F > I <ZIFH TN > zHE. Cisco
7 )81 21X NO_PROPOSAL_CHOSEN £WS TS0 TAY Y ZEHEL, RV I -3 VERTUE
3—0

3 NSXEdge #5 Cisco N
B DHFE—-EFU2R

4 Cisco n5 NSX Edge N
B DHF—-&F02

5 NSXEdge 5 Cisco N (BE21k)
B D (PSK) 5D

6 Cisco 5 NSX Edge N\ (#ES1k)
B D(PSK) 5D

B (Cisco T/)\A AN PSK ANy F L g 2 & Cisco 7/01 X1 INVALID_ID_INFORMATION & ()
STSTTAYE-VEXEL, J1-X T IR>IERRLET,
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TJ1—R2: 0490 E—R S H¥ O3>
74y £—FTdNSXEdge & Cisco VPN 781 2 &EDBO—&ED 5 507> 3 v aEMTFICRUET,
1 NSXEdge n5 Cisco N\

NSXEdge IZEFICT =X 2R —#RRULET, RITZDHITT,

Aug 26 12:16:09 weiqging-desktop
ipsec[5789]:
"sl-cl" #2: initiating Quick Mode
PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1 msgid:d20849ac
proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

2 Cisco n"5 NSX Edge ~

Cisco TINA ANTOTAR=FILICH ULV FIT 2R =R DIFSNENGEIL
NO_PROPOSAL_CHOSEN % D3R LEY, 2NN TIE Cisco 7/UA X HBRENC/INS A=Y DY
EXELERT,

3 NSXEdge »5 Cisco N

7))\ 71T IC1d, NSXEdge @ IPSec O V& EE A IC U, Cisco DEST/\v 7 &EBRICLET (debug
crypto isakmp <level>),

IPSec VPN & — E XD E&E B

VPN )RS A= &HFLTH S, IPSECH—-—EREBMICT INENHDET,
FE

1 NSXEdge VPN /(S A =% DEEH

IPSec VPN o — £ 2 484t 9 2 IC1d. NSXEdge TAL K EE T DONBIP 7 FLAERET 20BN S ) &
370

2 IPSec VPN b —EREB#ICT 24|
O—HIL B TRY DS ET TRV FICETT0 v I A RNEEDICF 5I1C1E, IPSec VPN & — E 2 &=H%)
T 2HENDDFET,
NSX Edge VPN /X5 A —% D& E 4
IPSec VPN F —E 2 #1249 3 (C1F. NSXEdge TARBKEE T DONLIP TR L AEHZET 2HENH D ET,
FIig
1 vSphere Web Client IO %71 > LE Y,

2 [Networking and Security (Networking & Security)] % 1w %~ L. [NSX Edge (NSX Edges)] &% U w7 L
xY,
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10

11

12

13

14
15

16
17
18

19
20

NSXEdge &5 T)L7 Uw o LET,

[&8] 5 7570w LT, WPNI 9 725 Uw o LET,
[IPSec VPN] £4 U v 7 LET,

seml (W) FravEIUY L LET,

IPSec VPN m&81E AN LET,

NSXEdge 1 Y25 22D IP 7 FLAZE [A—DLIDNICAALEYS, Chld, UE—F P17 FOET ID &7
DET,

O—AIIVERAVEDIP7RELRAEAALET,

TJU2z7—RFF-EFALTIP FYRIVICIPEEMT 25%EIE. O—NILIDEO-7)L TV RRA Y EIP
PRUICRSAIREM N B D E T,

CDR7# =Xy T, U1 FRATHBETZ T TRy FEAALEY, #BHOU TXxyY FEANT BICIE. OV
NGV EFERLET,

EY U4 FE—RBICHRNTZDICET IDEAALEY, AIASERAEFEAT2ET7DHE. COIDERIETYD
FIAEDHBETHILENH VXY, PSKETDHBAE, COID ICIFEROXFIERECEET, VMware
TlE VPN DXTU w27 IP7ELA &EIZVPN T -EZOFQDN #E7 ID E U TERT 2 ZEEHED L
TWET,

E7 A FOIP7RELAZE[ET TV RRAVFIICADLET, CCaZADEFFICLTH <L, NSXEdge
FEY T4 XD 7V T A X THELET,

E7 5 7xy FOREIP7FLAZECDR 74 —<X vy FTADLET, #HOT TRy FEAANT ZICF. O
UREYIDEFERLET,

ESE7 LTV XLEBRLET,
[FRALAE] T ROVWTIANERBIRUET,

F7vav Bl

PSK (Pre Shared Key) COA Ty avERIRT 2 &, NSXEdge & 87 U4 FAEBT 2MBENRIICERASN
9, WERI JARN 128 )01 FOXFIHITY,

BN ES COATYaVERRT 2. JO—)UL LN TEESNIEIAENFEICEAINET,

Bat 1 FVPN U —ERCEET 25814, HEREANLET,
BT 7—RF—DFRRFEIUYI L, ET7 UA FEICRERTLUET,

[Diffie-Hellman (DH) 7). — 7] T, £7 4 & NSXEdge A2 TRVWBEF v U RILETHBEY -7 LYy
FEREIICESLDICTEBEICAF—LAERRUET,

PECHUTMIU LEWVBEEZEELET,

FRtmxt Y Ly — (PFS) LEMBEZEBREI|MICLET, IPsec x> T —2 3V Tld BRItz L
2= (PFS) IC&> T, HUVESEEATOBOVITNEERENITENBVLSITAEDET,
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21 [OKl &= v LET,
NSX Edge ©. O—H)L TRy FABET HTXY FAD FYRILAERSNET,
RDRT Y T

IPSec VPN U —EX&=BRICLET,

IPSec VPN 4 —EXZBMICT 54

O-H"IL TRy FNSEY TRV RIS T4y I AN S L DICT BT, IPSec VPN U —EXEBRICT
DUWEBENHDET,

FIE

—_

vSphere Web Client [cO7 1 > ULEY,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)] &2 U w2 L
F9

NSXEdge #5 Tl U v LET,

3
4 [ER]YTEI7UvoZ LT, VPNl T UV LET,
5 [IPSecVPN]&#% vy LET,

6

Bkl =0 o7 LET,
RDORTY 7

O—L U0y FEET B TRy FOBD RS T4 vy JO—EO7ICEET 2I1CE. [OT7oB™ ] &2 Uy
AVE 3

Cisco 2821 ##& LY —EX IL—7 —DEHR
ZZ7Cld. CiscolOS #EAR U CEITSNIBRIC DN TEHRBLET,
Flg

1 AV =TI ARETTAILEIL— FOKRE

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0
duplex auto

speed auto

crypto map MYVPN

1

interface GigabitEthernet0/1

ip address 172.16.0.1 255.255.0.0
duplex auto

speed auto

1

ip route 0.0.0.0 0.0.0.0 10.24.123.253
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2 KKERUY—DFE

Router# config term

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# encryption 3des

Router(config-isakmp)# group 2

Router(config-isakmp)# hash sha

Router(config-isakmp)# lifetime 28800

Router(config-isakmp)# authentication
pre-share

Router(config-isakmp)# exit

3 JUvI7-RFY—ULyYFTEETERYTFTS

Router# config term

Router(config)# crypto isakmp key vshield
address 10.115.199.103

Router(config-isakmp)# exit

4 IPSECZHMDEE

Router# config term

Router(config)# crypto ipsec transform-set
myset esp-3des esp-sha-hmac

Router(config-isakmp)# exit

5 IPSECT77 X UR DR

Router# config term
Enter configuration commands, one per line.
End with CNTL/Z.
Router(config)# access-list 101 permit ip
172.16.0.0 0.0.255.255 192.168.5.0 0.0.0.255
Router(config)# exit

6 RUP—DVUTE Xy TEDRNITESNIUST
PFOFITIZ. 27U TRy TINMYVPN ELTIRNIEIFENTNET,

Router# config term

Router(config)# crypto map MYVPN 1
ipsec—isakmp

% NOTE: This new crypto map will remain
disabled until a peer and a valid
access list have been configured.

Router(config-crypto-map)# set transform-set
myset

Router(config-crypto-map)# set pfs groupl

Router(config-crypto-map)# set peer
10.115.199.103

Router(config-crypto-map)# match address 101

Router(config-crypto-map)# exit
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Bl BT

router2821#show running-config output
Building configuration...

Current configuration : 1263 bytes

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname router2821

!

boot-start-marker

boot-end-marker

!

! card type command needed for slot 0

! card type command needed for slot 1

enable password cisco

!

no aaa new-model

!

resource policy

!

ip subnet-zero

!

ip cef

'no ip dhcp use vrf connected

!

!

no ip ips deny-action ips-interface

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key vshield address 10.115.199.103

!

crypto ipsec transform-set myset esp-3des
esp-sha-hmac

!

crypto map MYVPN 1 ipsec-isakmp

set peer 10.115.199.103

set transform-set myset

set pfs groupl

match address 101

!

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0

duplex auto

speed auto

crypto map MYVPN
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interface GigabitEthernet06/1

ip address 172.16.0.1 255.255.0.0

duplex auto

speed auto

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.24.123.253

!

ip http server

no ip http secure-server

!

access—list 101 permit ip 172.16.0.0
0.0.255.255 192.168.5.0 0.0.0.255

!

control-plane

!

line con 0

line aux 0

line vty 0 4

password cisco

login

line vty 5 15

password cisco

login

!

scheduler allocate 20000 1000

!

end

Cisco ASA 5510 O {EF
UTFTOEAEMFERL T Cisco ASAS510 #s5F LT,

ciscoasa# show running-config output
: Saved

ASA Version 8.2(1)18

1

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface Ethernet0/0

nameif untrusted

security-level 100

ip address 10.24.120.90 255.255.252.0
1

interface Ethernet0/1

nameif trusted

security-level 90

ip address 172.16.0.1 255.255.0.0
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interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

I

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

I

interface Management0/0

shutdown

no nameif

no security-level

no ip address

I

boot system disk0:/asa821-18-k8.bin

ftp mode passive

access—list ACL1 extended permit ip 172.16.0.0 255.255.0.0
192.168.5.0 255.255.255.0

access—list ACL1 extended permit ip 192.168.5.0 255.255.255.0
172.16.0.0 255.255.0.0

access—list 101 extended permit icmp any any

pager lines 24

mtu untrusted 1500

mtu trusted 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

icmp permit any untrusted

icmp permit any trusted

no asdm history enable

arp timeout 14400

access—group 101 in interface untrusted

access—group 101 out interface untrusted

access—group 101 in interface trusted

access—group 101 out interface trusted

route untrusted 10.115.0.0 255.255.0.0 10.24.123.253 1

route untrusted 192.168.5.0 255.255.255.0 10.115.199.1603 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00
udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access—-policy-record DfltAccessPolicy

no snmp-server location

no snmp-server contact

crypto ipsec transform-set MYSET esp-3des esp-sha-hmac

crypto ipsec security-association lifetime seconds 28800
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crypto ipsec security-association lifetime kilobytes 4608000
crypto map MYVPN 1 match address ACL1

crypto map MYVPN 1 set pfs

crypto map MYVPN 1 set peer 10.115.199.103
crypto map MYVPN 1 set transform-set MYSET
crypto map MYVPN interface untrusted

crypto isakmp enable untrusted

crypto isakmp policy 1

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

telnet 10.0.0.0 255.0.0.0 untrusted

telnet timeout 5

ssh timeout 5

console timeout 0O

no threat-detection basic-threat

no threat-detection statistics access-list

no threat-detection statistics tcp-intercept
username admin password f3UhLvUjlQsXsuK7 encrypted
tunnel-group 10.115.199.103 type ipsec-121
tunnel-group 10.115.199.103 ipsec-attributes
pre-shared-key *

1

1

prompt hostname context
Cryptochecksum:29c3cc494608311ff6c070671098085a9
: end

WatchGuard Firebox X500 Mm% FE

WatchGuard Firebox X500 # U E—+ 57—+ 1214 ELTHRETEET,

S IFRERFIBICDLTIZ, BfEL 0 WatchGuard Firebox B2 AV FESBL TS,

Flig

1 Firebox System Manager . [Tools] - [Policy Manager] ##iRL %9,

2 Policy Manager . [Network] - [Configuration] MIEICZ#ER L E T,

3 AVI—TJxAREREL, [OKIET VYT LET,

4 (F7>3v)[Network] - [Routes] &2IRUTC., TIFI/LH IL—FERELET,

5 [Network] - [Branch Office VPN] - [Manual IPSec] &=:&RLTC, UE—F T —FO T4 &R ELET,

6 IPSec Configuration ¥« 704 Rw 2 2T, [Gateways] &% 1J v %~ LT IPSEC Remote Gateway % &€ L

ESC
7 IPSec Configuration ¥4 7O Ry 7 AT, [Tunnels] 2 J vy LT FYRILEZELET,
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8 IPSec Configuration ¥4 707 Ry 7 2T, [Addl &2 Uy LTIL—FT« T R —&BIMULET,
9 [BAL3 (Close)l &0 Uy LET,
10 FURILDBELTNSC EEERBLET,

NSXEdge DICDWTD STV a—T 4 > Jfl

COBE®HRIE. SERAOEY R T TRAVI-V I VBBO RS I 2T« VT EITDESICSEICLTLE
=

BIhdsdxdI—3y (7x1—XR1&E71—X2H#)
RDFNE. NSX Edge & Cisco /81 ABDOMH LIcR T3 T— FERERLTVET,

NSX Edge

NSXEdge IX >V RZSA4 2 1 5 =T x4 2AN5 (ipsecauto -status, show service ipsec I<X > FD—EE) D5
BITRDEDICHEDFET,

000 #2: "s1-c1":500 STATE_QUICK_I2 (sent QI2, IPsec SA established);
EVENT_SA_REPLACE in 2430s; newest IPSEC; eroute owner; isakmp#1l; idle;
import:admin initiate

000 #2: "sl-cl" esp.f5f6877d@10.20.131.62 esp.7aaf335f010.20.129.80
tun.0@10.20.131.62 tun.0@10.20.129.80 ref=0 refhim=4294901761

000 #1: "sl-cl1":500 STATE_MAIN_I4 (ISAKMP SA established); EVENT_SA_REPLACE 1in
27623s; newest ISAKMP; lastdpd=0s(seq in:0 out:0); idle;
import:admin initiate

Cisco

ciscoasa# show crypto isakmp sa detail

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

IKE Peer: 10.20.129.80

Type : L2L Role : responder
Rekey : no State : MM_ACTIVE
Encrypt : 3des Hash : SHA

Auth : preshared Lifetime: 28800
Lifetime Remaining: 28379

TJ1—XTRYS—=PTvF LA

PFIE 22— X T RUS=MRyFULBNWIS—0OOTERUET,
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NSX Edge

NSX Edge A* STATE_MAIN_IT JREET/\> 7 LTILVE T, /var/log/messages DRARZEFAN, £7H

[NO_PROPOSAL_CHOSEN] ZFRFEUTCIKEAY -V X DB UICCEERIBHRNH D ZEEBBLTIIZSL),

000

000

Aug

Aug

Aug

Aug
Aug

Aug
Aug
Aug

Aug

#1: "s1l-c1":500 STATE_MAIN_I1 (sent MI1,
expecting MR1); EVENT_RETRANSMIT in 7s; nodpd; idle;
import:admin initiate
#1: pending Phase 2 for "sl-cl" replacing #0
26 12:31:25 weiqing-desktop ipsec[6569]:
| got payload 0x800(ISAKMP_NEXT_N) needed: Ox0 opt: Ox0
26 12:31:25 weiqing-desktop ipsec[6569]:
| ***parse ISAKMP Notification Payload:
26 12:31:25 weiqing-desktop ipsec[6569]:
| next payload type: ISAKMP_NEXT_NONE
26 12:31:25 weiqging-desktop ipsec[6569]: | length: 96
26 12:31:25 weiqing-desktop ipsec[6569]:
| DOI: ISAKMP_DOI_IPSEC

26 12:31:25 weiqging-desktop ipsec[6569]: | protocol ID: 0
26 12:31:25 weiqging-desktop ipsec[6569]: | SPI size: 0
26 12:31:25 weiqing-desktop ipsec[6569]:

| Notify Message Type: NO_PROPOSAL_CHOSEN

26 12:31:25 weiqing-desktop ipsec[6569]:
"sl-cl" #1: ignoring informational payload,
type NO_PROPOSAL_CHOSEN msgid=00000000

Cisco
FIN T U T EABMOBE. TOR—FIAZFANSNEA SIEENITS— Avt—IATU Y FENET,

ciscoasa# Aug 26 18:17:27 [IKEv1]:

Aug

Aug

Aug

Aug

Aug

Aug

Aug

IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=0) with payloads : HDR + SA (1)
+ VENDOR (13) + VENDOR (13) + NONE (0) total length : 148

26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80,
processing SA payload

26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute
types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute
types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

26 18:17:27 [IKEv1l]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 124

26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80,
All SA proposals found unacceptable

26 18:17:27 [IKEv1l]: IP = 10.20.129.80, Error processing
payload: Payload ID: 1

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, IKE MM Responder
FSM error history (struct &09xd8355a60) <state>, <event>:
MM_DONE, EV_ERROR-—>MM_START, EV_RCV_MSG-->MM_START,
EV_START_MM——>MM_START, EV_START_MM-——>MM_START,
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EV_START_MM——>MM_START, EV_START_MM-—>MM_START,
EV_START_MM——>MM_START, EV_START_MM

Aug 26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80, IKE SA
MM:9e0e4511 terminating: flags 0x01000002, refcnt 0,
tuncnt 0

Aug 26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80, sending
delete/delete with reason message

TJT1—R2DB<TyFLAEN

PIFIC, J2—X 2RV =Py FULBVWIS—0O7ERUET,

NSX Edge

NSX Edge (&, STATE_QUICK_IT RRET/\ >/ LTWET, O7 Avt—Id £7H NO_PROPOSAL_CHOSEN
AV —VERELLILEERULTVET,

000 #2: "s1-c1":500 STATE_QUICK_I1 (sent QI1, expecting
QR1); EVENT_RETRANSMIT in 11s; lastdpd=-1s(seq in:0 out:0);
idle; import:admin initiate
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | got payload
Ox800 (ISAKMP_NEXT_N) needed: 0x0 opt: Ox0
Aug 26 12:33:54 weiqing-desktop ipsec[6933]: | ***parse
ISAKMP Notification Payload:

Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | next payload
type: ISAKMP_NEXT_NONE
Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | length: 32

Aug 26 12:33:54 weiqing-desktop ipsec[6933]:
| DOI: ISAKMP_DOI_IPSEC

Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | protocol ID: 3
Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | SPI size: 16
Aug 26 12:33:54 weiqging-desktop ipsec[6933]: | Notify Message

Type: NO_PROPOSAL_CHOSEN

Aug 26 12:33:54 weiqing-desktop ipsec[6933]: "sl-cl" #3:
ignoring informational payload, type NO_PROPOSAL_CHOSEN
msgid=00000000

Cisco

J1-Z1RBETLEATT—X 23RS — 2TV I - 3V ORRICENERLIEENS, TNy Ayt —
UHRENET,

Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80,
IP = 10.20.129.80, PHASE 1 COMPLETED
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, Keep-alive type
for this connection: DPD
Aug 26 16:03:49 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, Starting P1 rekey timer: 21600 seconds
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=b2cdcb13) with payloads : HDR + HASH (8)
+ SA (1) + NONCE (10) + KE (4) + ID (5) + ID (5) + NONE (©)
total length : 288
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Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch

PFS R—%

LAFIC, PRSTA—%I>— O07&RLET,

NSX Edge

PFSI3ZT7z—X20—8LLTHXIYI—FENEI, PRSA—HLABVSEE [T -2V yF LA TH
SN TNSERRT —AEBUDKRISGERLE T,

000 #4: "s1-c1":500 STATE_QUICK_I1 (sent QI1, expecting
QR1); EVENT_RETRANSMIT in 8s; lastdpd=-1s(seq in:0 out:0);

Aug
Aug
Aug

Aug
Aug

Aug
Aug
Aug

Aug

Aug

Aug
Aug

Cisco

idle; import:admin initiate
26 12:35:52 weiqing-desktop ipsec[7312]:
(ISAKMP_NEXT_N) needed: Ox0 opt: 0Ox0
26 12:35:52 weiqing-desktop ipsec[7312]:

| ***parse ISAKMP Notification Payload:

26 12:35:52 weiqing-desktop ipsec[7312]:
type: ISAKMP_NEXT_NONE

26 12:35:52 weiqing-desktop ipsec[7312]:

26 12:35:52 weiqing-desktop ipsec[7312]:
| DOI: ISAKMP_DOI_IPSEC

26 12:35:52 weiqing-desktop ipsec[7312]:

26 12:35:52 weiqing-desktop ipsec[7312]:

26 12:35:52 weiqing-desktop ipsec[7312]:
Type: NO_PROPOSAL_CHOSEN

26 12:35:52 weiqing-desktop ipsec[7312]:

msgid=00000000
26 12:35:52 weiqing-desktop ipsec[7312]:
91 a9 b® 02 a3 30 el d9 6e 5a 13 d4
26 12:35:52 weiqing-desktop ipsec[7312]:
26 12:35:52 weiqing-desktop ipsec[7312]:

| got payload 0x800

next payload
length: 32
protocol ID: 3

SPI size: 16
Notify Message

"sl-cl" #1: ignoring
informational payload, type NO_PROPOSAL_CHOSEN

| info: fa 16 b3 e5

| info: 93 e5 e4 d7

| processing informational NO_PROPOSAL_CHOSEN (14)

<BS>Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, sending delete/delete with

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.
IP = 10.20.129.80, constructing blank hash
Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.
IP = 10.20.129.80, constructing blank hash
Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.
IP = 10.20.129.80, constructing IKE delete

VMware,
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Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing gm hash payload

Aug 26 19:00:26 [IKEvl]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=19eble59) with payloads : HDR + HASH (8)
+ DELETE (12) + NONE (0) total length : 80

Aug 26 19:00:26 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch

PSK 73—% L 750\
FIC, PSKN—H®ULABWIS—0OYVERLET,

NSX Edge

PSKIZT7z—X 1 OREDZ DY FTxIVI—FahEd, PSKxIv I -2 3 v ICkMUBE. NSXEdge @
RREIL STATE_MAIN_I4 ©9, £7IZ INVALID_ID_INFORMATION 280 A vz -V a k5 LET,

Aug 26 11:55:55 weiqing-desktop ipsec[3855]:
"sl-c1l" #1: transition from state STATE_MAIN_I3 to
state STATE_MAIN_I4

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #1:
STATE_MAIN_I4: ISAKMP SA established
{auth=0AKLEY_PRESHARED_KEY
cipher=oakley_3des_cbc_192 prf=oakley_sha group=modp1024}

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #1: Dead Peer
Detection (RFC 3706): enabled

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #2:
initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1l msgid:e8add10e proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

Aug 26 11:55:55 weiqing-desktop ipsec[3855]: "sl-cl" #1:
ignoring informational payload, type INVALID_ID_INFORMATION
msgid=00000000

Cisco

Aug 26 15:27:07 [IKEvl]: IP = 10.115.199.191,
IKE_DECODE SENDING Message (msgid=0) with payloads : HDR
+ KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NAT-D (130) + NAT-D (130)
+ NONE (0) total length : 304

Aug 26 15:27:07 [IKEvl]: Group = 10.115.199.191,
IP = 10.115.199.191, Received encrypted Oakley Main Mode
packet with invalid payloads, MessID = 0

Aug 26 15:27:07 [IKEvl]: IP = 10.115.199.191, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 80
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Aug 26 15:27:07 [IKEvl]: Group = 10.115.199.191,
IP = 10.115.199.191, ERROR, had problems decrypting
packet, probably due to mismatched pre-shared key.
Aborting

BRINT BRI I—3>DEHDONTYy DF+ TF+

BUFIZ. NSXEdge & Cisco 7/ ZQBTERICITONIcR IV I -3 v TOINTy FFv TFv Ly ay
ZRLET,

No. Time Source Destination Protocol Info
9203 768.394800 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)
Frame 9203 (190 bytes on wire, 190 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 0000000000000000
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: 0x00000000
Length: 148
Security Association payload
Next payload: Vendor ID (13)
Payload length: 84
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 0
Next payload: NONE (0)
Payload length: 72
Proposal number: 0
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 2
Transform payload # 0
Next payload: Transform (3)
Payload length: 32
Transform number: 0
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): 1536 bit MODP group (5)
Transform payload # 1
Next payload: NONE (0)
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Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): Alternate 1024-bit MODP group (2)
Vendor ID: 4F456C6A405D72544D42754D
Next payload: Vendor ID (13)
Payload length: 16
Vendor ID: 4F456C6A405D72544D42754D
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)
Next payload: NONE (0)
Payload length: 20
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)

No. Time Source Destination Protocol Info
9204 768.395550 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)

Frame 9204 (146 bytes on wire, 146 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),

Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: O0x00
Message ID: 0x00000000
Length: 104
Security Association payload
Next payload: Vendor ID (13)
Payload length: 52
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 1
Next payload: NONE (0)
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 1
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Encryption-Algorithm (1): 3DES-CBC (5)
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Hash-Algorithm (2): SHA (2)
Group-Description (4): Alternate 1024-bit MODP group (2)
Authentication-Method (3): PSK (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Vendor ID: Microsoft L2TP/IPSec VPN Client

Next payload: NONE (0)

Payload length: 24

Vendor ID: Microsoft L2TP/IPSec VPN Client

No. Time Source Destination Protocol Info
9205 768.399599 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9205 (222 bytes on wire, 222 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: 0x00000000
Length: 180
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
Nonce payload
Next payload: NONE (0)
Payload length: 20
Nonce Data

No. Time Source Destination Protocol Info
9206 768.401192 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9206 (298 bytes on wire, 298 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
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Message ID: 0x00000000
Length: 256
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
Nonce payload
Next payload: Vendor ID (13)
Payload length: 24
Nonce Data
Vendor ID: CISCO-UNITY-1.0
Next payload: Vendor ID (13)
Payload length: 20
Vendor ID: CISCO-UNITY-1.0
Vendor ID: draft-beaulieu-ike-xauth-02.txt
Next payload: Vendor ID (13)
Payload length: 12
Vendor ID: draft-beaulieu-ike-xauth-02.txt
Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A
Next payload: Vendor ID (13)
Payload length: 20
Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A
Vendor ID: CISCO-CONCENTRATOR
Next payload: NONE (0)
Payload length: 20
Vendor ID: CISCO-CONCENTRATOR

No. Time Source Destination Protocol Info
9207 768.404990 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9207 (110 bytes on wire, 110 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x01
Message ID: 0x00000000
Length: 68
Encrypted payload (40 bytes)

No. Time Source Destination Protocol Info
9208 768.405921 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9208 (126 bytes on wire, 126 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
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Dst: 10.20.129.80 (10.20.129.80)

User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol

Initiator cookie: 92585D2D797E9C52

Responder cookie: 34704CFC8C8DBDO9

Next payload: Identification (5)

Version: 1.0

Exchange type: Identity Protection (Main Mode) (2)

Flags: 0x01

Message ID: O0x00000000

Length: 84

Encrypted payload (56 bytes)

No. Time Source Destination Protocol Info
9209 768.409799 10.20.129.80 10.20.131.62 ISAKMP Quick Mode

Frame 9209 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0x01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9210 768.411797 10.20.131.62 10.20.129.80 ISAKMP Quick Mode

Frame 9210 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0x01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9211 768.437057 10.20.129.80 10.20.131.62 ISAKMP Quick Mode
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Frame 9211 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0x01
Message ID: 0x79a63fbl
Length: 52
Encrypted payload (24 bytes)
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