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B NSXOvRO-SEENSDU /U

B NSX 4w amR—RFOEA

®  show host health-status I~ > FOEA
B NSXOVR—=%2F0OY LNILOERE
®  vSphere ESX Agent Manager

" NSXCLI ==RHEH

NSXA TSRS 0F v DO%EmFIR

NSX D#ETIZ 4 DOFIBEERITLET,

1 NSXManager & vCenter Server [CH:#: L& 9, NSX Manager & vCenter Server (3 153 1 DBIfRTT,
a vCenter Server [C&SRLFET

2 NXOrvrO—-S=&770400F9, Chld wBIAMYF. DEUL—T« 7. Flzl3bdge U —EXTODdH
MWETY, Distributed Firewall (DFW) B9 37217 ThHNIE. IV FO—-SENESH D EE A,

3 RAFOEF: IS ZAIROITANTORA T, VXLAN, DFW, $LUDLRAICVIBEA V2 F—JLLET,
Rabbit MQR—=2DA Y=Y VT AV ISA RSO FvEBRLET, 771704 —)LEBWICLET,
NSX BIC/RA FOEBHIE> CWS T EEI Y FO—SIT@BALET,

4 IP7ELAT—ILOFREE VXLAN OFEE : 7 5 ATADINTDORA RT, VIEP K=k 7))L —TF & VMKNIC
EERULET, COFIEOREFIC, FSVAR—-FVLANID, F=—=V 7 RUY— BLUMIUEZHZETE
ESER

NSX Manager & vCenter Server M##t

NSX Manager & vCenter Server &##:9 2 Z & . NSX Manager [ vSphere APl &R L C. ¥ —EXRET
UOTTOA RAFOERF, REBEAAYTF R—F JIL—TOERREDEEEERITTCEET, COER Ot
27Tld, Web ClientServer T NSX A Web 7254 7> & IS5 04 a VA B=)LanhEzd,

E#lcId, NSX Manager, vCenter Server, XU ESXi RZA FIZDNS & NTP ARESNT W 2MENH D FT,
ESXi IR 2 F&ZRIBIIC vSphere 4 R R U [CEBMUHBEIL. NSX Manager T DNS o — ) \AER SN TH D,
BHIRRANHEEEL T D CEERALTIES L, #aeL Tz gas, NSXManager (3 IP 7 R L AEATE X
Hh, SSO T —)U& NSX Manager OBSEAREIEAT 2 & 5. NTP U — /(& ET 2 EAH D E T, NSX Manager
Tld /etc/ntp.drift® U T F I 740)LIENSXManager 77 Z 7))L UR—F JUU RILICEENTWET,

F7z. NSX'Manager # vCenter Server [CH#59 S 1cHICERT 21— — 7 HD Y RICId vCenter Server @
FAdministrator] O—JLAEIDHTENNZUEANH D ET, [Administrator] O—)LAEIDHTENZZET,
NSX Manager #* Security Token Service & —/N[CERTED L SICADET, HEDI—T— 7 HD YV ~&EA
LT NSX Manager % vCenter Server [CE#td %4, €01 —1—® Enterprise Administrator 0 —)L A NSX
Manager EICERiSNET,

NSX Manager & vCenter Server DE#: (CE8 9 5 — /5 R RE
B NSX Manager, vCenter Server, F7cId ESXi7RZ T DNS AiR> TRESN T 2,
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B NSX Manager, vCenter Server, Z7zI3 ESXi 7/RA T NTP A58 > TERESNTL 5,

= NSXManager # vCenter Server [C##:9 29 2 7=6bIC. vCenter Server @ Administrator O — )L &#z 73 L)
A-Y—=TF7HOVEMMERESNTL 2,

B NSX Manager & vCenter Server iD=y +7J — 7 DR,
B NSXManager 0O — L&V -Y— 7hHoY FaER LT, vCenter Server [CO7 4 > LTW 3,

=AIC vCenter Server [CO7 1 9 & &=, NSX Manager & vCenter Server [CU 7§ 2 fzhITERB Lz —
F—THOUFEFERT2Z2UENGDET, D%, [vCenter Server ik— A (vCenter Home)] > [Networking
and Security (Networking & Security)] > [NSX Manager (NSX Managers)] > {NSX Manager @ IP} > [&
(Manage)] > [1—t — (Users)] ® APl z#{EA L C. NSX Manager TO— LA S ENBINO L —5 —&/ERKT
EESCIE

HEO7 1> cld, vCenter Server WNSX 1—F— A5 =T x4 AN\ RILEZRHAATT TOA1 T 3FTIC,
A3 FIENINBHBENHDET,

NSX Manager 75 vCenter Server NDIEHDIREE
BRERAIT 21213, NSXIREB7 TS514 7 VAN 5 ping #E1TL. ARP =T« >0 T—TILEBRULET,

nsxmgr# show arp

IP address HW type Flags HW address Mask Device
192.168.110.31  0Ox1 0x2 00:50:56:ae:ab:01 & mgmt
192.168.110.2 Ox1 0x2 00:50:56:01:20:a5 & mgmt
192.168.110.1 Ox1 0x2 00:50:56:01:20:a5 & mgmt
192.168.110.33 Ox1 0x2 00:50:56:ae:4f:7c & mgmt
192.168.110.32  0x1 0x2 00:50:56:ae:50:bf & mgmt
192.168.110.10  0Ox1 0x2 00:50:56:03:19:4e & mgmt
192.168.110.51  0Ox1 0x2 00:50:56:03:30:2a & mgmt
192.168.110.22 Ox1 0x2 00:50:56:01:21:f9 & mgmt
192.168.110.55 Ox1 0x2 00:50:56:01:23:21 & mgmt
192.168.110.26  0Ox1 0x2 00:50:56:01:21:ef & mgmt
192.168.110.54  0Ox1 0x2 00:50:56:01:22:ef & mgmt
192.168.110.52  0Ox1 0x2 00:50:56:03:30:16 & mgmt

nsxmgr# show ip route
Codes: K - kernel route, C - connected, S - static,
> — selected route, * — FIB route

S>* 0.0.0.0/0 [1/0] via 192.168.110.1, mgmt
C>* 192.168.110.0/24 is directly connected, mgmt

NSX Manager 07 T. vCenter Server [CEFETERVEHERI IS —ERLEI, OVERRI DCHOIAN Y
FiZ show log manager follow T4,

VMware, Inc. 8
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NSX Manager @ CLI 2>V —)LlcO%« >~ L. debug connection IP_of_ESXi_or_VC O< > F&HET
LCHDZEERLET,

NSX Manager TO/NT v b F v 7F v (LK BEHEORTR

)Ty FD7)Vy 7Y Fdebug packet [capture|display] interface interface filter
EEITUET,

NSX Manager @1 % —7J =1 Z&IE mgmt T,
T4 IL5 OIS, [port_80_or_port_443] OFRITHNET,

ARV BRI, ERE-FTOHEITLET, ERE- FEEAIZICIL. enable OIXY FEERITLTERE/(X
D—REANDLET,

INT Y b F e TF v DR

nsxmgr# en

nsxmgr# debug packet display interface mgmt port_80_or_port_443

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on mgmt, link-type EN1OMB (Ethernet), capture size 262144 bytes
23:40:25.321085 IP 192.168.210.15.54688 > 192.168.210.22.443: Flags [P.], seq
2645022162:2645022199, ack 2668322748, win 244, options [nop,nop,TS val 1447550948 ecr
365097421], length 37

NSX Manager TOx v k7T — U &E DIRIE
show running-config O< > FId, BB Y T 114 A NIP, BLUTITHI D)L — FEREOQEKRKTE
ERRUET,

nsxmgr# show running-config
Building configuration...

Current configuration:

I

Htp server 192.168.110.1

I

{p name server 192.168.110.10
I

Hostname nsxmgr

I

{nterface mgmt

ip address 192.168.110.15/24

VMware, Inc. 9
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ip route 0.0.0.0/0 192.168.110.1
!

web-manager

NSX Manager MEEBAE

NSX Manager Tld, XD 2 DDA TABAE T AN TEET,
®m NSX Manager A"45%d % CSR : Basic CSR IC & 2 #aEHIBR & 1)

B PKCS#12 @ AFISHE |
THEEEBY— X (CMS) TS —@MER <. APIHUE UICART 2EMOBMENH DT,

COMEIL. FEREN2WL— FEREER. FIIBCEBERSNICABREDHRE. WUOH ULAIICE > TREAEHRITED
REAERDEOICEELET, COMBERRTDICIE. TIOTINSIP 7 FLAFRRIIRR F&&EA LT NSX
Manager [C7 7 ZA L. fBAEZEZITANET,

NSXarbra—-Z07784

NSX O FO—>I13. NSXManager C&>TOVAERTT JOManEd, AV FO-F VS AV EFERAT S
ETCEAAMNAERRUET,

v O-2727 7049 3121d. NSX Manager, vCenter Server, &£ ESXi 7R 2 1T DNS & NTP A'&%E =
NTNEHENHDET,

BEEIP7RFLA T-IILEFEALT. AV FO-SICIP7RLRAZBE DS T2MENHDET,

B2ZORAFTNX IV FO-SERFCEDEDIC. DRSDIET I+ Z7 4 - ERETEZEEPEIDLE
a’o

NSX 2> FO—-Z1d 3T 7O 92 4ENBH VXY,

a2 ba—5D—ixpN 75 RE

NSX O FO-S&7 TOA 928 ROLSB—RHLREENKET DAIEEMEN B D ET,

B NSX OV FO-DDOFRITAMEN, ChId, UY—-ATBNRERTHRET D ENHBIET, NSX Oy rO—2
DY AT LAEHICET dREERHET ZICE. request system compatibility-report a%w > Rr%&
EHITUET,

nsx-controller # request system compatibility-report
Testing: Number of CPUs. Done.

Testing: Aggregate CPU speed. Done.
Testing: Memory. Done.

Testing: Management NIC speed. Done.
Testing: NTP configured. Done.

Testing: /var disk partition size. Done.
Testing: /var disk speed. Done.

Testing: pserver-log disk size. Done.
Testing: pserver-log disk speed. Done.
Testing: pserver-data disk size. Done.
Testing: pserver-data disk speed. Done.
Testing: logging disk size. Done.

VMware, Inc. 10
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Testing: logging disk speed. Done.

Detected Supported Required
Number of CPUs 2 NO >=8
Aggregate CPU speed 5.6 GHz NO >=13
Memory 1.835 GB NO >=63
Management NIC speed 10000 Mb/s YES >=1000
NTP configured No NO Yes
/var disk partition size - GB NO >=128
/var disk speed - MB/s NO >=40
pserver-log disk size - GB NO >=128
pserver-log disk speed - MB/s NO >=40
pserver-data disk size - GB NO >=128
pserver-data disk speed - MB/s NO >=40
logging disk size - GB NO >=128
logging disk speed - MB/s NO >=40

B NSXManager & NSX O3> FO—-S 0O IP #EORE, i3, —MOICYERY D —JEREORE, £
EIET7AT7 04— ILICLBBEOTOY VICKIEELET,

B vSphere A0V FO—S&RA T BEHICERTZ. ALL—YBREDIY—-ADTRE, A FO-S0T
O ®z vCenter Server DANRY R EIUVY AT OOV EHERTZET, COLOBBBEERETCE=ET,

mware® vSphere Web Client #® &

4 Networking & Sec.. ¥ X [7] TaskConsole
(i} Home R
= | N
[_,JVCEmer > Task Name Target ;alus
Deploy OVF template Mgmi-Edge Insufficient disk sp...
|7 Rules and Profiles > B £ Q@ Mo 2 o B
: Deploy OVF template Mgmt-Edge Insufficient disk sp...
_ vCenter Orchestrator > = i O Mg 4 E
. Create virtual machine Datacenter +  Completed
5 Networking & Security b3
| f  Scan [ 192.168.1.202 v Completed
&% Administration > Update option values @ 192.168.1.202 + Completed
Enable agent @ 192.168.1.202 + Completed
a L I PPN

B BEUICEMELAY [MEDHS] 2 FO—3. RcIIUMREOY Y 7 L— FMEH#IY FO— 5,
B ESXiRZ FdH LU NSX Manager @ DNS ABEIICERE SN T,

VMware, Inc. 11
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B ESXiZRZ & NSX Manager @ NTP AEIHEE v 7a L,

[ esx-01a.corplocal = Actions ~

Summary Monitor | Manage | Related Objecis

Sefings | Networking | Storage | Alarm Definitions | Tags | Permission

“ Time Configuration
¥ Aiisstinctive Date & Time: 51972016 9:08 PM
VM Startup/Shutdown 3 :
" NTP Client: Disabled
Agent VM Settings
NTP Service Status: Stopped
Swap file location
MNTP Servers: 192.168.100.1
Default VM Compatibility
« System
Licensing

Host Profile

Time Configuration

Authentication Services

B OHBICEGESNIERENY Y N RY D=V IC T ZATSRNGEIT. ST — 2 CTRENMRELTNEA
BEMENHPDET, IV FO—TDAT Y AEERLET,
lrvst alaton
+ -
e -
192 Y
Fre  HIEH T L — VDA T =Y AEEERT 21-0I1C, ESXi mR2 T esxcli network vswitch dvs
vmware vxlan network list ——-vds—name <name> <V RZEE{TUFET, IV O—SHIHS
NTWBZEEBERLET,
vxlan network list il arn
Controller Conn
192.1658.110. 3 (down)
VMware, Inc.
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B NSXManager CLI ZI<> F show log manager follow #%{792_&T. IV FO—20OF7JO1H
KT 2tDRAZRECEET,

28c5157-abf3-718e-88c5-422097389211
2014-02-26 10:09:44.932 GMT DEBUG VcEventsReaderThread VcEventsReader$VcEventsReaderThread:3@1 - got prop collector ug

ctReference: type = PropertyFilter, value = session[d46b86a2-7a1@-c17e—6ebe—Bab252eedefd]52742012-bdd7-529b-8ab6-17d14
6E3-4A64—-96D7-5833C287588F

2014-02-26 10:09:44.937 GMT ERROR taskScheduler-25 VCUtils:184 - Error while waiting for property collector updates.
com. vmware.vim.binding.vim. fault.NoDiskSpace:

datastore = datastorel (1)

inherited from com.vmware.vim.binding.vim.fault.FileFault:

file = [datastorel (1)] NSX_Controller_lc3dd18d-8cd3-4d7d-896b-51247176ae77/NSX_Controller_1lc3dd18d-@cd3-4d7d-896b-512
inherited from com.vmware.vim.binding.vim.fault.VimFault:

inherited from com.vmware.vim.binding.vim.fault.NoDiskSpace: Insufficient disk space on datastore 'datastorel (1)'.

RA b DR
vSphere ESX Agent Manager |3, ESXi/RZ HICVIB&EF 7O LET,

RARICTFO093ICId. RA B, vCenter Server, LU NSX Manager TDNS 2% &9 2mENH D £,
T 700213, ESXi KRR FOBEEIIMEITH D EFAN, VIB ZEFHECIIEERT 2 E=ICId ESXIRZ FEFH
EHIoUBENHIET,

Issues - esx-01a.corp.local X

llatic

(1]
w

Resolve all
. \ € Not Ready
esx-01a.corp.local: Hostreboot is required to

complete agent VIB installation. Resolving this error €3 NotReady
will attempt to put the host into maintenance mode /

and reboot it. € Not Ready

« 6.20

.

VIB 1. NSX'Manager T/RX F&h. zip 7 71 )L TR NET,

ZO771)LIE. https://<NSX-Manager-1P>/bin/vdn/nwfabric.properties " AFTE=%9,
FovO—FageR zip 77 A )LIdE NSX EESXiD/\—=r 3V ICL>TERDET, fc& AL vSphere 6.0 7k 2
kTld. https://<NSX-Manager-IP>/bin/vdn/vibs-6.2.3/6.0-3771165/vxlan.zip 771 JL
MERAENET,

C:\Users\Administrator>curl -k
https://nsxmgr-01a.corp.local/bin/vdn/nwfabric.properties
# 5.1 VDN EAM Info
VDN_VIB_PATH.1=/bin/vdn/vibs-6.2.3/5.1-2107743/vx1lan.zip
VDN_VIB_VERSION.1=2107743

VDN_HOST_PRODUCT_LINE.1=embeddedEsx

VDN_HOST_VERSION.1=5.1.%*

# 5.5 VDN EAM Info
VDN_VIB_PATH.2=/bin/vdn/vibs-6.2.3/5.5-3771174/vxlan.zip
VDN_VIB_VERSION.2=3771174
VDN_HOST_PRODUCT_LINE.2=embeddedEsx

VMware, Inc. 13
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VDN_HOST_VERSION.2=5.5.%*

# 6.0 VDN EAM Info
VDN_VIB_PATH.3=/bin/vdn/vibs-6.2.3/6.0-3771165/vx1lan.zip
VDN_VIB_VERSION.3=3771165

VDN_HOST_PRODUCT_LINE. 3=embeddedEsx
VDN_HOST_VERSION.3=6.0.%*

# 6.1 VDN EAM Info
VDN_VIB_PATH.4=/bin/vdn/vibs-6.2.3/6.1-3689890/vx1lan.zip
VDN_VIB_VERSION.4=3689890
VDN_HOST_PRODUCT_LINE.4=embeddedEsx
VDN_HOST_VERSION.4=6.1.%*

# Single Version associated with all the VIBs pointed by above VDN_VIB_PATH(s)
VDN_VIB_VERSION=6.2.3.3771501

# Legacy vib location. Used by code to discover avaialble legacy vibs.
LEGACY_VDN_VIB_PATH_FS=/common/em/components/vdn/vibs/legacy/
LEGACY_VDN_VIB_PATH_WEB_ROOT=/bin/vdn/vibs/legacy/

VIB D&RiIld. ROLDICRDET,

esx-vsip

esx-vxlan

[root@esx-0la:~] esxcli software vib list | grep —e vsip —e vxlan

esx-vsip 6.0.0-0.0.3771165 VMware VMwareCertified
2016-04-20
esx-vxlan 6.0.0-0.0.3771165 VMware VMwareCertified
2016-04-20

KA NE®EFET 5 EED—HRNEEE
R FERFET B ESICHRET 2 —RUDHEICIL. ROBEONHVET,

EAMAVIB OF 7OA1 (CkHBT 2,
B RAFODNS AEELCERESNTLWENWABEMEA G D ET,

Issues - esx-01a.corp.local X
Installation Status
Resolve all

- € NotReady
esx-01a.corp.local: Agent VIB module cannot be

detected on the host. This may be due to a pending ‘/Q Not Ready
reboot on the host due to an earlier operation

Please check for any errors on the vCenter console
or host that may be causing this. Resolving this error
will attempt to install the VIB on the host again

v 620

v 620

\,

B ESXi. NSX Manager, &&U vCenter Server B CHEBRR— AT 74 7 D7 —)LIcL>TTIOV I &
NTW2aREMR d DT,

VMware, Inc. 14
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B HOWN =23y VIBATTICA VA R=LaNT 5, TOBEICIE. A —"RA ~EBEET 20EN
HDET,

B NSX Manager & vCenter Server TBEDBEAHKET B,

= Networking and Security 7= 71 > @ [[RZ ~O#Ef (Host Preparation)] # 712, 3 NTORZ FH%E
TICRTENET A,

B vCenterServer AR TORAFET S AV ERB T2 EEHERLUET,

RANERVIB) DS TN a—Fa Y
B ORAROBEFvRILOBEMEERLET., DRET v ILOREUEORETR] 28BLTIREL,
®  vSphere ESX Agent Manager ICT S5 —A'R W\WAHERBLET,

[vCenter Server 71— A\ (vCenter home)] > [& (Administration)] > [vCenter Server #i55#44g (vCenter
Server Extensions)] > [vSphere ESX Agent Manager]

vSphere ESX Agent Manager ¢, [VCNS160] &WS T U T4 v ADI Y 10y —DAT—5 AEHERL
X9, AT ANBETEIEVNI -V T VY —ERRUCEDOBEBEERRLET,

Agency State Status Optimized Deployment
_VCNS_160_Management & Edge Cl_... = Enabled @ Normal v
_VCNS_160_Compute Cluster A_VMwa... Enabled O Alert v

Issues for the selected agencies

Trigger Time Agency lssue Host Agent VM
Thu Apr 28 12:03:12 GMT-0... _VCNS_160_Compute Clu... Agent VIB module is not installed esx-01a.corp.local

" RREA'BZRA T, tail /var/log/esxupdate.log IX >V R&EERITULET,

2016-04-28T19:02:52Z esxupdate: downloader: DEBUG: Downloading https://vcsa-(
o /tmp/tmpKTOwiN. ..

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: An esxupdate error exceptic
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: Traceback (most recent call
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/usr/sbin/esxupdatt
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: cmd.Run ()
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,
site-packages/vmware/esxS5update/Cmdline.py”, line 106, in Run
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,
site-packages/vmware/esximage/Transaction.py”, line 73, in DownloadMetadatas
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: MetadataDownloadError: ('ht
fd3f37ad4c', None, "('https://vcsa-0la.corp.local:443/eam/vib?id=facdblé60-21(
rlopen error [Errno -3] Temporary failure in name resolution>')")
2016-04-28T19:03:12Z esxupdate: esxupdate: DEBUG: <<<

®  https://kb.vmware.com/kb/2053782 B L T ES L),
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KRR MR (UWA) D RS TV a—FT4 20

NSX Manager 14, 2 201 —H—DJ—J)LF I-Y 1V FEIIATHADINTORA ~ EICHERLET,
" Ayt—-I7 )T UWA (vsfwd)

" HfE L — > UWA (netcpa)

FNIc, VIBOA VA F=JLICIERIIT 2500, M5AOERICLE> T, —AFldmasn1—4Y—J—J)L Rk T—
VI VRANEUSH#ELLDWEEN D DET, UTOLOLBMENRELTL2HBENHIET,

B Iy AT7OF—IDAT =Y ANEETIIERN,

Clusters & Hosts Instal lation States Finewuall

BN\ =0 FO-SEOHE T LT D LTI B, NSXManager & 25 ADA N ~&HE
RBULET,

gGelﬁng Started  Summary | Monitor | Manage

| Audit Logs | System Events | Tasks |

Timestamp. Severity Event Source Code Event Messsge

2/26/2014 10:56:38 AM  Critical Host messaging infrastructure 391002 [Mssag'ng infrastructure down on host. |
2/26/201410:51.56 AM  Critical host-22 301502 Spoofguard configuration update number 139340752032...
2/26/2014 10:51:56 AM  Critical host-20 301502 Spoofguard configuration update number 139340752032,

1 DLE®DESXi RA OB EEZIT T\ 21554, NSXManager 7 7514720 Web 1—H— 405 =T 1A
20 [ U (Summary)] ¥ 7T, Avt—Y A Y—EADAT—5 A&MRLET, RabbitMQ AMEIEL TL)
BAICld. BEFBLET,
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i Summary Manage

== NSX Manager Virtual Appli

DNS Name nsxmgr-H01a

IP Address 192.168.110.42

version: 6.0.2 Build 2944561

Uplime: 7 days, 3 hours, 16 minutes

Current Time: Monday, 24 February 2014 01:29°52 PM UTC

Common components
Name Version Status

vPostgres Running ) Stop

RabbitMQ Running Siop i

NSX Manager TAY—2 )N U —EANBRIHE -

B ESXi/RZX T /etc/init.d/vShield-Stateful-Firewall status O< > REZEITL T,

oAV X I-Yz eI D-I)LR I-Y 1V FOREBEERLET,

[root@esx—0la:~] /etc/init.d/vShield-Stateful-Firewall status
vShield-Stateful-Firewall is running

®  /var/log/vsfwd.log T. "RAFOAYE—Y ){2EDA-F— D—)LFOOTVERRLET,

RA K

m  esxcfg-advcfg -1 | grep Rmq OX > FZ&ESXi/RAFTEITLT, IRXTORMqE#HERRLE

¥, 160 Rmq ZHAFREINET,

[root@esx-0la:~] esxcfg-advcfg -1 | grep Rmq
/UserVars/RmgIpAddress [String] : Connection info for RMQ Broker
/UserVars/RmqUsername [String] : RMQ Broker Username
/UserVars/RmgPassword [String] : RMQ Broker Password
/UserVars/RmgqVHost [String] : RMQ Broker VHost
/UserVars/RmgqVsmRequestQueue [String] : RMQ Broker VSM Request Queue
/UserVars/RmgPort [String] : RMQ Broker Port
/UserVars/RmgqVsmExchange [String] : RMQ Broker VSM Exchange
/UserVars/RmqClientPeerName [String] : RMQ Broker Client Peer Name
/UserVars/RmgHostId [String] : RMQ Broker Client HostId
/UserVars/RmgHostVer [String] : RMQ Broker Client HostVer
/UserVars/RmqClientId [String] : RMQ Broker Client Id
/UserVars/RmqClientToken [String] : RMQ Broker Client Token

/UserVars/RmqClientRequestQueue [String] : RMQ Broker Client Request Queue
/UserVars/RmgqClientResponseQueue [String] : RMQ Broker Client Response Queue

/UserVars/RmqClientExchange [String] : RMQ Broker Client Exchange

/UserVars/RmgSs1CertShalThumbprintBase64 [String] : RMQ Broker Server Certificate base64

Encoded Shal Hash
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m  esxcfg-advcfg —g /UserVars/RmqIpAddress 1< R%&ESXiRA FTRITLEY, NSXManager
DIPT7RFLANRTENET,

[root@esx-0la:~] esxcfg-advcfg —g /UserVars/RmgIpAddress
Value of RmgIpAddress is 192.168.110.15

=

= esxcli network ip connection list | grep 5671 <> F#&ESXiRZA FTEITLT. BIA
Avtz—y N\ AEGEBRALET,

[root@esx-0la:~] esxcli network ip connection list | grep 5671

tcp 0 0 192.168.110.51:29969 192.168.110.15:5671 ESTABLISHED
35505 newreno vsfwd
tcp 0 0 192.168.110.51:29968 192.168.110.15:5671 ESTABLISHED

35505 newreno vsfwd

netcpa 1—H—J—JLF IV MY OV UTVWBRERERET 2ICIE. XOFIEEERITLUET,

B ESXi/RRA T /etc/init.d/netcpad status IV RERITL T, KA~ EDnetcpa 1—F— TJ—
IR I—=Yx o bORREEERLET,

[root@esx-0la:~] /etc/init.d/netcpad status
netCP agent service is running

®  /etc/vmware/netcpa/config-by-vsmxml . netcpa 1—— J—JLF T—Y 1V FOREERERLET,
NSX 2> FO-ZDIP 7 FLANRREINET,

[root@esx-0la:~] more /etc/vmware/netcpa/config-by-vsm.xml
<config>
<connectionlList>
<connection id="0000">
<port>1234</port>
<server>192.168.110.31</server>
<sslEnabled>true</ss1Enabled>
<thumbprint>A5:C6:A2:B2:57:97:36:F0:7C:13:DB:64:9B:86:E6:EF:1A:7E:5C:
36</thumbprint>
</connection>
<connection id="0001">
<port>1234</port>
<server>192.168.110.32</server>
<sslEnabled>true</ss1Enabled>
<thumbprint>12:E0:25:B2:EQ:35:D7:84:90:71:CF:C7:53:97:FD:96:EE:ED:
7C:DD</thumbprint>
</connection>
<connection id="0002">
<port>1234</port>
<server>192.168.110.33</server>
<sslEnabled>true</ss1lEnabled>
<thumbprint>BD:DB:BA:BO:DC:61:AD:94:C6:0F:7E:F5:80:19:44:51:BA:90:2C:

VMware, Inc.



NSX b2y a—Fa2 7 A4k

8D</thumbprint>
</connection>
</connectionList>

®m  esxcli network ip connection list | grep 1234 Ox > bhrz=xf7LTC. 2> +O-ZDTCP
EREmSRLET,

>[root@esx-0la:~] esxcli network ip connection list | grep 1234

tcp 0 0 192.168.110.51:16594 192.168.110.31:1234 ESTABLISHED 36754
newreno netcpa-worker
tcp 0 0 192.168.110.51:46917 192.168.110.33:1234 ESTABLISHED 36754
newreno netcpa-worker
tcp 0 0 192.168.110.51:47891 192.168.110.32:1234 ESTABLISHED 36752

newreno netcpa-worker

VXLAN o #&{ig
NSX1E, - —IC&k>T&IRE Nz DVS 7= VXLAN BICER L £,
ZMEEITNSX (F. VTEP vmknics A9 271, DVS T DVPortgroup #Emd 2 UENH D £,

F—=v7, O-F NSV ADHE MTU, $EZUVLANID IZVXLAN #EET 2 & SIGERENET, F—=
JEO— RIS AOAER. VILAN [SEREN DVS OFREE—HT 2HBENH DT,

MTU (3, 73 < &5 1600 ICHRET2MENH D, DVS TERICERESNTN 2 LD BELABNTLIEEL),
E SN2 VIEP O#ld. BRENCF—Z VT RUS—EDVS OREICE>TRERBDET,

VXLAN Z#ff s 5 & & D—RIN7E IR
VXLAN ORREBSICHAET 2 —RIBEREICIL. UT A5 0 ET,

B VXLAN [SBIRENEF —= 075N, DVS THR— FanzmEs—8 LA, [VMware NSX for vSphere
Network Virtualization Design Guide] (VMware NSX for vSphere v + 70— 7 {RA8(E&ETH 1 1)
(https://communities.vmware.com/docs/DOC-27683) #8B L T <i2& L),

® VTEP [CRIE7: VLAN ID ph&IRE= 15,
B VIEPOIP 7 RLZEEDETEIzH(C DHCP MRIREN TS EDDO, DHCP & — ) (ARIBTE2L),
B vmknic @ [RFIEE] ARESNTLAEL,

B ymknicDIP 7 RLANRIETH 3,

EZRR-MES

VXLAN UDP R— 1, UDP AT7)UETERENE Y, 777 FTIE VXLANUDP OR— F&SI13 8472 T
Yo I\=FD 7 VIEP MEREN2 NSX 6.2 DIED 1 > 2 F—)LIRETIE, AH 10 IC VXLAN UDP @R — &S
4780 #ERT 2 MENH D FET, R— FFESIE. RESTAPINSBEETEET,

PUT /2.0/vdn/config/vxlan/udp/port/4789
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NSX Manager "5 CORA FADBEDTEHICR—F 80 #RHITTHUENHDET, Chld. T—I x>V FVIB
EYDOVO—RIBEHITFERLET,

ESXi 7R =, vCenter Server, & &1 NSX Data Security BB CD@{E CHERT 5K — I~ 443/TCP
T5IC, ROR—FHNSX Manager TRITCTHMENH D ET,

B A43/TCP : ESXIiTRZA FICOVA D 7 1)L ESF D O—-RLTTF JO4 9 dizth. REST APl & LU NSX Manager
A=Y =AY =T 1A RAEFERITBZHDITNETT,

m 80/TCP : vSphere SDK N5 ERIAT 2 /zh. F£7= NSX Manager & NSX/RZA + 22— )LD A Y 72—
T DIEDICHETT,

B 1234/TCP:ESXi ARAFENSX OV FO—2 U S A BEOBIEICHNETT,
B 5671 :RabbitMQ (Avtz—Y VT N2 F0 /OY—) THRETY,
. /TCP:CLUA@OVY—)L 79122 (SSH) THETY, TIA4I FTlE. COR—FIFBEAUSNIET,

7529 RORA A vCenter Server J)N\— 3 500555127y T L —Ranigald. A1V FOX
RIS IUVEEULSA VA R=ILTBEDIC. TNEORAFTR—F80 ER—F443 VN THMEND D F
3_0

BET v RILDOESEDER
vSphere Web Client 2B 95 &. SEIEFRAVR—X FEDBEDREERB CEET,

NSXManager &7 74 70 #—)L T—Y x> . NSXManager &1L —> T—Y x> R SLUHIE S
L=y I—yYxo bV FO-SEOBEFTvRIILORSUEESRT SICIE. ROFIBEERITLUET,

1 vSphere Web Client . [Networking and Security (Networking & Security)] - [1 > Z +—)LFIE

(Installation)] - [7R 2 + M %f& (Host Preparation)]DIEICEE) L £ T,
2 DAL ERIRT DN, VIAYEREBLT, RALEERUET, [77 3 (Actions)] (@') = UwY
L. [BEF v =ILofet (Communication Channel Health)l 22 U v 7 LT,

BETF v RILOREMBRSIRRIINET,

Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services |
Change Locale ID

l |Communica!ionChannelHeanh |I

@ esx-02a.corp.local

> E@Managemem & Edge Cluster
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esx-01a.corp.local - Communication Channel Health ?
NSX Manager 1o Firewall Agent: + Up
NSX Manager to Control Plane + Up
Agent
Control Plane Agent to /A Unknown
Controller;
OK || cancel |

RO 3 DOEHEDS5NTNADRENEEENE &, OFICAY L—INBEAENET, 07 Avt—IT
4, BEERREIE UP, DOWN, #7-I2 NOT_AVAILABLE (vSphere Web Client TI3 [18] &%) @LThnT
9, UP 75 DOWN #7cl2 NOT_AVAILABLE ICREEAZE S NB &, BHEAY T I HERSNET, KITTOH
T,

2016-05-23 23:36:34.736 GMT+00:00 WARN TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 — Host Connection Status Changed: Event Code: 1941, Host:
esx-04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control
Plane Agent: UP, Control Plane Agent - Controllers: DOWN.

DOWN Z7cIZ NOT_AVAILABLE 75 UP [CRENEF NS & BEAY - VICULBRA Y E— I BMERSN
£I., RIIZDHITT,

2016-05-23 23:55:12.736 GMT+00:00 INFO TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 — Host Connection Status Changed: Event Code: 1938, Host:
esx-04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control
Plane Agent: UP, Control Plane Agent - Controllers: UP.

NSX Manager DEIED ST a—FT4 20

flRE

B VMware NSX Manager -1 > A +—JLICKET 2,

B VMware NSX Manager @7 v 77 L — RICEKT 2,
B VMware NSX Manager A7+ VICkMT 2,

B VMware NSX Manager NM7 7 2 1Tk T 2,
Ya—ar

BEVORET, FELZ TN a—T 4 VI OFIBAETIXEBINESIHEER LTI, CNSDOFIREERITIT S
ET. AIMDOH2REREHRL. BEICGUCBYRY VY3V ERITCEEXT, CCTld MEEYID DT TE
TRAARERET SICOICRBRAFIREZH L CVET, EOFIBEEKELANTIIESL,

FIig

1 MRECEITZ/ININRIOUY —ATEESNTNEAESIMNI INSXUU—-2 /-] THERBTEXT,

2  VMware NSX Manager & VA b= )L 3254, /N AT LABHERCLTVS CEEBRLET,
INSX A V2 =)L 734 Bl &5 L T,
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3 NSXManager THERIANTOR— FABENTNSE CEERRBLET,

INSK 122 =)L A Rl #2BLTES,

4 AVAF—)LORRE:

Lookup Service Z7zId vCenter Server OEEICKET 254, NSXManager &4 U Lookup Service
TIoA T AORANEBEIN TS CEERRBLET, NSX Manager & Lookup Service Oz
TEUNIP = )\REEEBIZLOICLET, DNSAELKERESNTND ZEEERLET,

OVA D 7A4INDELLA VA F=)laNTWS ZEEERLET, NSXOVA T 71 ILEA VA =)L
TERLFBA, vSphereClient DTS5 — D+ RO, REARE UIEBANKRRINET, £/,
S0 — R U OVA/OVE 774l MD5 F v 7 B AERIEL T IES L),

ESXi 7R A F MBS A NSX Manager ERIHAL TS C &R LET,

NSX Manager @1 > 2 k—JL# 9 <IC NSXManager 7 =% ON\w 0 7y & AT 31— )LEBRET S
CEEHEBOLET,

5 7yITL—-FOME:

FyITTL—FIRHEIC, [RBOEEERMY U] OR—I TRAOHEEREDEHRESEBL
ESEI

7oL —RRIC, REOKREEN\V I 7Y TU. TV UR-FOJ&EYDVO-FT5C
LEREBDOLET,

NSX Manager ® 7w 47 L — #IC vCenter Server & OafIR A BRI 2 UBICHDHZBEN DD
£9., cnEITSICIE. NSXManagerWeb 7 > —J x4 20 GUINICOZ 1> LET, XIC,
[[vCenter Server &8z DE (Manage vCenter Registration)] > [NSX &# o — £ 2 (NSX
Management Service)] > [#R&] (Edit)] @IBEICEE L. EEEI - -D/( 20— FEBANLET,

6 NTx—XVADMKE:

VMware, Inc.

VCPU ORNEBHABIESNTNS CEERRBLUET,

IW=FNIN=T 42 aVICTRRBENH D LERABLET, CNERRT DICIE ESXI R RIC
O7qs>vucdf -haxvrEADLETY,

RIITDHTY,

[root@esx-0la:~] df —h
Filesystem Size Used Available Use% Mounted on

NFS 111.4G 80.8G 30.5G 73% /vmfs/volumes/ds-site-a-nfs0Ol
vfat 249.7M 172.2M 77.5M 69% /vmfs/volumes/68cb5875-d887b9c6-
a805-659011f83f3d4

vfat 249.7M 167.7M 82.0M 67% /vmfs/volumes/fe84b77a-
b2a8860f-38cf-168d5dfe66a5

vfat 285.8M 206.3M 79.6M

72% /vmfs/volumes/54de790f-05f8a633-2ad8-00505603302a

CPUBKUAEVERZBITHEL TV 2 TOCAEERT 5ICId. esxtop ANV FEFERALET,
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B NSXManager DAEUREDT S —AO7ICEF SN TV ZHE. /common/dumps/java. hprof
T7A)IDBFEETEINEINEERLET, J7MIHERETDHEE. J7 7O —ZER L.
NSX 2 ZH)L UR—FOO7 I\ RILICEDET,

B ORIBCARL-—VEECEENMKEL TN EERRLET,
® NSX Manager #5IM ESXi IRZ RICBITLET,
7 BEGORRE :

B NSX Manager & vCenter Server & 7z1d ESXi IR 2 b & DB TEFHOREBENRLE L TL\BHBA.
NSX Manager @ CLI 2>V —)LIca%« > L. debug connection IP_of_ESXi_or_VC I

RYUPRERITUCHDERRLET,
B \Virtual Center Web 8B —EIAEBILTHD. TSOUYALS—DREETRNWZ &R LET,

= NSXManagerWeb 21— — 14>5—-J1x4 2 (Ul) AEFH N T ENHBE, Web U —EX&E)
CUCHEBERMICTSE., COMBEMARTCESHENHDET,
https://kb.vmware.com/kb/2126701 #8RB L T <L),

B NSXManager ™WERBLTWBR—F JIL—TF&7vFU o NICE#RER T 51C1d. ESXiRA T
esxtop OXVREMBALEY, FMICDONTIEL https//kb.vmware.com/kb/1003893 =28 L T
<rEEly,

= NSXManager #3510 ESXi /R X FICEITLET,

= vSphere Web Client T [&#8 (Moniton)] # 7O FIC&H 2 [¥ 27 &4 N2+ (Tasks and Events)] %
J&BIRT 2 & NSXManager REY> VD7 IS4 7 AEHRTEET,

= NSX Manager & vCenter Server & QR TEHROBEEAFEE LT\ 2HE. vCenter Server DIRAEY
T UEFRITLTVS ESXi ARZ FIZ NSX Manager 81T TE 2 M EINRIT LT, BEROMER Y
D= LMW EEBRUET,

NlE mADEREX S UHAREL VLAN BLUVR—F )L —TTRITSN TN 25EICOHBHTY,

NSX a2 hE—-ZEENSDY /N

NSX > FO— SEENHE LEBETE, 2 D00 FO—SAELMEL TS THRABOET, 525D
BEHAMER SN TNSEH, SITL — I IMEULETET, TOHATE, 30000 FO-SETATHKRL
THBFTATOIY FO-SEBMUET LSICLTEEL, ThICL-T, REICHEETS3 /— K 75297
#HEINET,

1T DOUEOQIY FO-STEHR Y D/INUARBEIS —ARELBAE, Fid 1 DUEOIY FO-SREBY Y
D7 CARBETEETESRVWRERICE SIFEIE. AV FO-2 VAV EHIRT 2 CEEHBDLET,

—EOOY FO-SHAREECHEL TN EBONSZETE, INTOIV FO-—SZHIRT 2 CEEBEDOLE
I, HLWLWIY FO-ZEFERLTHS NSXManager @ [ FO—ZREQFH] AHZZXLEFBLT, 200
OV FO—SOREEZFRPIE2 A EEHEIDLET,

Flia
1 vSphere Web Client IcO 71 v LT,
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2 [Networking and Security] ©. [ > 2 k—)LFI@] > [BHE] OIBICT Uy o LET,

3 INSXarvrkO-5 /—FlEvy3avT S22V FO0-5&227Uy 7 LT BEODAY Y- 3y FEER
g0 EERZHRILET, £ld RTERTEDILIICHREBREATLET,

RIITDHTY,

MEX Comirollar nodes

# x [ 03 @ Achone
H5X Controlier Datass x

Carizae ¥ Addesm

152 188 1903501 | Conirpies 10 coniroliar-4

R WENOND | CiysienResowce Posl  lanagement and Eage ! Besources
168.110 \| Diatasiers osl

Hast 152 148 11043

4 INSXOvrO—-5 /—RlEry3 VT, £V FO-SEBRL. [/—FOBIBR X 7ravE2 Uy L
T. 3200 FO—S&IXRTHIBRLED,

VATAICAVFO=SAMFELACRD E, RARIWDHYS [Ny FLA] E—RFTEELET, HLLMR
BY > vEizld vMotion TBBISNILRBY S VI3, HLWIAY FO-3AT JO1 SNEBATE T I 2 H T,
Fv D=0 OEENREUCIREICRDET,

5 [/—roEMM]F7ravEs Uy LT, 3AEOHLLWNSX Y FO-5 /- F&ETTO1 LET,
6 [QAvrO-Zo8Mm Y707 Ry AT, /—F&EBNIZT—Y VY —&2RL. IV FO-F&HKE
LET,
a BYIRISAITERRLET,
b I5A9BLUVAFL—ITRAFERRLET,
C DER—-FTIL-TERRLET,
d /—RICEVLUTHENZIP7RLR T—ILEBRLET,

e [OKlZZ7UvI LT, AVAF—IINRTITBIETHE, TARTD ./ — FOAT—45 AN 18] 212> T
NWBZEEBRLET,

7 [7oyvaV]>[OrykrO-SHREOEHI OIBICY Uy LT, AV FO—-SOREEBRBLET,

lisnagemest  HostFreparaficn  Logical Ne

MEX Mgy

a..fd:-':

| Aamge Py Rcié i

AV FO—-2REOFHICL > T &HO VXLAN B LU EE®RE)L —~ —:%E (Cross-vCenter NSX BRIZERND
A=) ATV x7 FEED) A NSXManager o FO—-5 VS AYIC Ty aasnzEd,
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NSX #w o aR— RDEFER

NSX &y aR—RFTld NSX OVR—%> FO2ENZEEMN 1 DOE1—[CRRSNZ e, FF TV a—
T VIHBRIEENET,

Fwam—RrERCIE. vSphere Web Client © [Networking and Security (Networking & Security)] >[4 v
> a2R—F (Dashboard)] ®IBIC7 7 Z A LET,

System Overview

NSX Manager (=]
Controller Nodes @ @ @
Host Preparation Status 2 Clusters

There are no errors or Warnings.

Firewall Publish Status 4 Hosts

There are no errors or Warnings.

Logical Switch Status & Logical Switches

There are no errors or Warnings.

FYTaAR—FTRODAT =Y AEHWRLUET,
B NSXAYVTZARZUF v : NSXManager D25 —%
B OROET-EAQIVR—RY EDAT Y RAEERLUET,
BT IR-APY-EZR
B AtV )AY-ER

B LTS3y X LTV -3 VDI S —EER

= NSX Manager O « A7 {EHAXR
" EE (T4 27 OERKA 80% L)
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e (T4 27 OFERZEA 90% LU L)

NSX Manager (]

‘ol T

192.168.110.15 - Details (X

ﬂ MNSX Manager disk usage is 25%

ﬂ MNSX component vPostgres is RUNNING

& NSX component RabbitMQ is RUNNING

ﬂ MNSX component NSX Replicator is RUNNING

N o

B NSXAVISAESOFv iNSXOVFO-SDAT—45 R
" OAVEO-3 J-RORAT YR (FTH/TTOA F/BIERF/ KB/ )

B OV RO-SOETVERAT Y X

B OV RO-SRENYYVDRAT YA (VT —F J/8IEH)

B OV RO-S0OT A AVEFEREEOT S — F

Host

Controller Nodes @ @ (=

-

controller-4 - Details K

ﬂ Controller is deployed and running

Ther & Connectivity with controller "192.168.110.31"is up.

ﬂ Connectivity with controller *192 168.110.33" is up.

B NXAVISARSUFV i RAFDAT =45

SO EE

AV AR=IVIZERBUISIREED T 5 X5
TuITTL— BRI S AT
A VA = ILHEITHRDY S AT

B Iy ATOF—)

T7AT 05— ILDMEHDT S AT

T7AT D4 —ILDAT =5 ANKB/EBDT S5

= VXLAN

VMware, Inc.

VXLAN D25 ES N TR D S 2T
VXLAN DA T =5 AN TRB/EEDT 5 A5
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NSX RS TNy a—F1 20T HA R

B NXU—ER:T7AT7O4—)LOFITAT—5 R

B IFATOF—IIORITAT =Y ANKBITTE > TN DIRA R
B NSXU-—EXR:#mEXRYFI—VDRAT—H X

B XTI ANTIS—FXITESDRBEA T v T

ROV DI\ F T DEURRAA Y FR— T I =T NHEBRESN TN 25650 T 57

show host health-status A~ > RO{FH

NSX Manager m&EFHEIE CLI H s, & ESXi R FOBEMAT —5 AEHERTSET,
eM27—4 23, critical (EX). unhealthy (Rf24). Zicld healthy (%) &L TRESNET,

RIIZDRITT,

nsxmgr> show host host-30 health-status
status: HEALTHY

nsxmgr> show host host-29 health-status

UNHEALTHY, Standard Switch vSwitchl has no uplinks.

UNHEALTHY, Storage volume datastorel has no enough free spaces: 19.% free.
status: UNHEALTHY

nsxmgr> show host host-28 health-status

CRITICAL, VXLAN VDS vds-site-a VNI 200000 multicast addr is not synchronized with VSM:
0.0.0.0.

CRITICAL, VXLAN VDS vds-site-a VNI 200003 multicast addr is not synchronized with VSM:
0.0.0.0.

CRITICAL, VXLAN VDS vds-site-a VNI 5000 multicast addr is not synchronized with VSM: 0.0.0.0.

Status: CRITICAL
host-check <> k(3. NSX Manager APl A5 £EITTC=FT,
NSX a2 R=>bDOT LRNIVDOEE

ENSX OVR—x > R0 TOY LN EZETEET,
RICRT EDIC, UR—FSNBLAJLEDAVR—F U RICE>TERDET,

nsxmgr> set
hardware-gateway Show Logical Switch Commands

PACKAGE-NAME Set log level
controller Show Logical Switch Commands
host Show Logical Switch Commands

nsxmgr> set hardware-gateway agent 10.1.1.1 logging-level
ERROR
WARN
INFO
DEBUG
TRACE

VMware, Inc.
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nsxmgr-0la> set <package-name> logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31
java-domain Set controller node log level
native-domain Set controller node log level

nsxmgr> set controller 192.168.110.31 java-domain logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31 native-domain logging-level
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set host host-28
netcpa Set host node log level by module
vd12 Set host node log level by module
vdr Set host node log level by module

nsxmgr> set host host-28 netcpa logging-level
FATAL
ERROR
WARN
INFO
DEBUG

nsxmgr> set host host-28 vdl2 logging-level
ERROR
INFO
DEBUG
TRACE

nsxmgr> set host host-28 vdr logging-level
OFF
ERROR
INFO

VMware, Inc.
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vSphere ESX Agent Manager

vSphere ESX Agent Manager (EAM) (2. vSphere V1 1 —> 3V ICIMEBLBMNOY — E X ERMT 2 ESXi R
FOEEENR LA NS, vSphere ESX T—y v +DF O BB SO 2588 LET,

ESXT—yz0RIE NSXORZ T a—74 J7ICBBRUET, Nl TeEAE NSXERIBT, BEDR Y
FD—20 Ja )LD T7AT 04— LA EENMES B EAEMENH 12D TS, T714 704 —)LOFRETIE. ESX
I—-vx>bhaERALT, vSphere Hypervisor [CHE#i L. ZOEMKICEBOMAEEFER LU TR FERTEE T,
ERIE ESX I =Yz RE RV D=0 ST ETINNT LRI, T7A4 74—l ELUTEMELI
D, RAFLEDIREY Y VICET 2 2DMOBRENET D ENTETET,

ESXT—y x>y MrREYY vId Windows © Linux [CHFE T —ERITUTVWET, AL =T 1 2T S AT LN
BETDE, CNSDOREY Y VIFREREN. AR —T a0 VT VAT ANV vy ROV T & BT UET,
ESXI—Y IV HMREYY VOBEIL. 1—Y—ICEBNERDET, ESXIiAXL =T 1 VT Y 2T LANES LT
BV, IRTCOEXI-Vr UV MREYY UATOEY 3 Z v Jsn/(D—F vanizs, vSphere IR 2 +I3H5E)
TEDREICEDET,

I— 1 k% vSphere ESX Agent Manager IC#i& L. ESXi U —/\D#ge xR T 211, ESXIT—y 1> bz
OVF £7zIZVIBEY 2 -l E LTI T —IMET 2MENH D F T,

ESX Agent Manager (EAM) TId, ESX T -2 1V FOBEMHEERTE=23HN. ESXI -y T2 -5 —IC
LEBEDRE (COI—Y TV FEFERTIRENY UADEENHZED) 270V I TEXY, £fe. I—Ix
VEOVIB EREYY VDT ITA 7 EEBULET, &A1 ESX Agent Manager Tl ESXT -y x vk
DEBYY UMD =FTSNRNESICLED, TOI -V 1Y HEFERTZIENDRETS U hH D ESXi R
FNERBEENBVWLDICTECENTEET,

KD —2 3y RId. ESXAgent Manager IC7 V2 A9 2BOA—F— A5 —TJ1 14 2 RULTWET,
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i- Navigator X & vCenter Server Extensions
I 4 Home @ |
| Administration I Mame 1‘Evﬂemt—r Server System Version
| = Access Control & NSXManager [ (51 vesa-010.corp.local 6.2.3.3771501
| Roles & NSXManager (5 vesa-01a.corp.local 6.2.3.3771501
Global Permissions & vSenvice Manager (Z1 vcsa-01b.corp.local 6.0
« Single Sign-On & vService Manager (5 vesa-01a.corp.local 6.0
Users and Groups & vSphere ESX Agent Manager r__",l vcsa-01b.corp.local 6.0
Configuration db vSphere ESX Agent Manager (31 vcsa-01a.corplocal 6.0
+ Licensing
Licenses
Reports
~ Solutions |
Client Plug-Ins
[ oner Sner tonsions
~ Deployment |
System Configuration >

vSphere ESX Agent Manager (EAM) O &5 —EX
EAM O 714, vCenter Server OV D/)\> FILIC—8ME L TEENE T,

= Windows—C\ProgramData\VMware\vCenterServer\logs\eam\eam.log
m  VVCSA-/var/log/vmware/vpx/eam.log

®  ESXi—/var/log/esxupdate.log

vSphere ESX T—> x> hEI -2 —

vSphere ESX T—y x>y —13, EBEHDNSX KA R VS R7ICRvEVITESNFEY, FESXI-Yzry—
3 ESXI—yxz>F@avrFEUTaEELET, ESXI—Y vy —1d BELTWRI -V 1Y FOBRESE
WLET, COLDIC ESXI—y vy —Id ESXI—Y Y FICEETZINTOMBEENL. BEICEEN
DESX Iy rOBEERBLUET,

ESX Agent Manager I3, T—Y x>y —0DI V51 AERCHEEZERSE LFET, ESXAgent Manager Tld, &E
1" [ESX Agent Manager] % 7@ [FIRED AR (Resolve Issues)l &0 U w79 3 & HEDREE BEHIICHRRT
FEET, LA ESXI-Y U AN —FTIINTNBBEICIE. ND—F REICRT ZENTEET,

F ESX Iy 10y —0ROA-TIHETHZHE. ESXI-Y IV rERAT2CTOIVEa—FT+ 27 UY—

2R Wee, ESXI-Y x>y REF7OqssnEztth, COBEICIE ESXI-Y 1 vy —MELKEITLTNS
n& ESX Agent Manager i IlT L. A7 —% AERBICHELE T,
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BI-VIVY—DRET, IV Vy—HNEDEICI-—TYI U FEVIBETTOAMTEINERELET,
https://pubs.vmware.com/vsphere-60/index.jsp#fcom.vmware.eam.apiref.doc/eam.Agency.Configlnfo.ht
ml &R LTS,

BE: g, NSX D1 VA F—ILERIRT 281IC bypassVumEnabled 7= 7% True ICEREL. 1 VA =)L
ICIZ False ICR L&Y, https://kb.vmware.com/kb/2053782 &#&8B LT EE 1),

vSphere Web Client © EAM @27 —% 2 ##R9 2 1CI1L. [EE (Administration)] > [vCenter Server L3R AE
(vCenter Server Extentions)] IC#&1 L £,

EAM @[EH (Manage)] ¥ 712, RITHEDLI—T 10 —ICBT 3BHRNT RSN, BELULDIRTOESX T~ 1
v EhRRE N, ESXAgent Manager &9 2 ESX T -2 12 FICBT 2 IBWARKHRINE T,

J Navigator X !i & vSphere ESX Agent Manager = Actions ~
e, ‘ —_—
| <4 Administration (o) | Getting Started  Summary  Monitor | Manage | Related Objects  Solution
2 vSphere ESX Agent Manager ||
9 Virtual Machines ) || [ESXAgencies
36 vApps "
E R
Agency State Status Optimized Deployment
_VCNS_160_Compute Cluster B_VMware Network Fabri Enabled & Normal v

I—YVIVhEI-VT VY —OFMONTIL
https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.ext_solutions.doc/GUID-40838DE
9-6AD1-45E3-ATDE-B2B24A9E715AhtmMI =8B L TS\,

NSX CLI ZZRE&E#H

*x 2-1. ESXiARR b TD NSX 1 > X b= )LIREDHERR : NSX Manager TE79 %< > R

B NSX Manager »av> K AE

TARTDI 529 ERRLTY7 5245 ID B show cluster all IRTDT I AT EHRERRLUET

BLET

DSAFNCHDINTCDRAFEFRRLTC, & show cluster CLUSTER-ID DSAFCHBZRA DU A+, KA ID,

2+HIDEBRBLES IRAFDEFBDA VA =)L DREEFRRL
EScH

RARICHZTNTCORENYY vEFRRLEZT show host HOST-ID RBEDRA HEH®, REY >V REYY >

D, 8LUBRAT - AERRLUET
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K 2-2. ESXIRRA B TONSX 4 Y R b= )VIREBEDHR — RA SDSRTTHaATUR

B
RO 3DOVBAO-FEShTWET,

esx-vxlan, esx-vsip. esx-dvfilter-switch-
security

VATALATHREO-RESNTNEZINTOI A
TLAEVI-INERRUET

RD4DDEY1—ILAO—FENTNET,
vdI2, vdrb, vsip, dvfilter-switch-
security

20o001-F—- D= )LFI-YxVk
(UWA) : netcpad. vsfwd

UWA o (O FO—SA0R— 1234,
NSX Manager A®R— + 5671) /a8 L
ESc)

EAM DRAT -5 AEHERBLEYT

RZhOARV K

esxcli software vib get —
vibname <name>

esxcli system module list

esxcli system module get -m
<name>

/etc/init.d/vShield-Stateful-
Firewall status

/etc/init.d/netcpad status

esxcli network ip connection
list | grep 1234
esxcli network ip connection
list | grep 5671

Web1—— 129 —2J 11T, [EE
(Administration)] > [vCenter ESX Agent
Manager] B LET

A E
1A R=lEnfz/\—Y 3V /ANEBRL
EScl
esxcli software vib listiz.

AT ALICHZIARTOVIBOUZ FERKL
*9

B U= O R vmkload_mod —
1 | grep —-E vdl12|vdrb|vsip]|
dvfilter-switch-security

BFEYVA-I)INTIOIANY FERITLEY

Oy FO-50 TCP ##%
Avtz— J)N2D TCP ##t

*x 2-3. ESXIi KRR BTO NSX A R b= VIRIEDOMHER : RAMDFRy hT—2 a2 R

SHEA
¥ NIC/vmnic 22K ULET

738 NIC OF¥4

vk NIC @ IP 7 B L 2/MAC/MTU 72 & (i
wERRAUET

vSphere Distributed Switch g5z &s, &
vmk NIC o4

VXLAN vmk o vSphere distributed switch
BHREED, & vmkNIC O

CORA RO VIEP ICEERTAENTIN 208
RIEEAA Y FREERELET

VXLANEBTCP/IP 25 w7 75 Ping LET

VMware, Inc.

RAMDRYMT—2 AXVK

esxcli network nic list

esxcli network nic get -n
vmnic#

esxcli network ip interface
ipv4 get

esxcli network ip interface
list

esxcli network ip interface

list ——netstack=vxlan

esxcli network vswitch dvs
vmware vxlan list

ping ++netstack=vxlan -I vmkl

X.X.X.X

AE

NICHA T RSN E 1T,
5 A MTU &2#ERLET

Uy 27—

FSANET 7LD TOIN-VaVE T
DIEOFMBERE EEICHERLET

VIEP AEELLK A Y 2Y U ALENTI B &
ERFBLET

VIEP AMEL <A V25 VY 2fbEanN TS &
ERERLET

VIEP AEELK A Y 2RY U ALENTIB &
ERBLET

VIEP AMEL KA V25 VU 2fEENT NS T &
ERERLET

VIEPEEZ RS Ty a—T 1 79 3ICId
F7vav-d -s 1572 #EmL7T, +5
VAR=F &y FI=20MTU 7 VXLAN T
FUWCEERRBLET
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& 2-3. ESXiRZA P TONSX A > R b —VIRIRDHERR : KRR DXy kT —2 a7 R (=)

A

VXLANE/ TCP/IP 2% v I DIL—F « 27
TIINERRLETY,

VXLAN &A TCP/IP 2% v 7 ® ARP =)L
ERTLET

£ 2-4. ESXIiRR R TO NSX 1 > X b—)LIRIBEDHE

RAMDRYNT—9 AIVR

esxcli network ip route ipv4
list -N vxlan

esxcli network ip neighbor
list -N vxlan

*E

VTEP BEDEBD F> TV a—F+4 27

VIEP BEEOEED STy a—F« 7

RARAMORT 774

A
NSX Manager h'5

KA DAV F=)VRRICET 207

RAFICEET 2M#E
VMkemel &&. Avtz—2 75—k B&
VA AMEDLR—

EV21-I)IOO-RIS—HAFvIFvEh
*9

vCenter Server =T, ESX Agent Manager
NEHEITVET,

x 2-5.

oy 774

show manager log follow

/var/log/esxupdate.log

/var/log/vmkernel.log
/var/log/vmksummary.log
/var/log/vmkwarning.log

/var/log/syslog

vCenter Server 0~ m eam. Log

SMERA v FOMER : NSX Manager TR{195a<7 > R

*E

NSX Manager O/ z:&8f L&
AT FSTINva-TavTmElT

IXGBE 51 /N L5~

NSX £ 1 - L OBEFREDT S —HEER
(VI —5TY

FHeA

TRCDREAA Y FERRLUET

x 2-6.

NSX Manager <> K

show logical-switch list all

HIEBRA vTF : NSX Controller b5RT7¢ 57> R

*E

IRTOMEA( v F, APl TERENZ TN
5O UUID, FSY2R—-F V=2 HLU
vdnscope #&RLET

e

WIOFEETH2 AV FO-S&ER/RELEY

ZOVNIOZOOY FO-SICEET ZINRT
DRA+EFELVET

ZOVNI &R RT3 zohlcBsgs Nz VIEP
ERELET

ZOVNIOEEIY VIZCDWTEBLTWS
MAC 7 RL2&ERRUET

VMware, Inc.

arhO-5@av> K

show control-cluster logical-
switches vni 5000

show control-cluster logical-
switch connection-table 5000

show control-cluster logical-
switches vtep-table 5002

show control-cluster logical-
switches mac-table 5002

*E

HAICHE2OFO-SDIP 7R LAESTE
LT, TOT7RLAICSSHERLET

HANICHZY—-RIP 7 RELAE RAFOE
BAUH=TIAATH), R— FESIZTCP
BHROY —X K- FTY

MAC 7 RLZAZDT7 RLAERELTLS
VTEP LICEBICHEEL TR &AM LET
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x 2-6.

HERA v F : NSX Controller 52T 2a< 2 R ()

BieA

REX> > IP OEFHICL > TRESNS ARP
FruyaERRLET

REDRA R/ IV FO-3 RFICDOVNT, £
DOVINIRZ FABIMU TV SN EERBLET

= 2-7.

WERAA v TF — KRR SMNSRIT

avkO=-50a%V K

show control-cluster logical-
switches arp-table 5002

show control-cluster logical-
switches joined-vnis
<host_mgmt_1ip>

¥5av R

*E

ARP F v v 213 180 W THMBRAINE T

88

KA R VXLAN A EEI L TN 3 A E S WV ERERR
LEY

BEHRULCVWBREY Y Y ET—9 R Fv T
FrDrHOO—A)L 21 vF K-k ID &k
~LET

VXLAN h—=JL EVa—)Lvdl2 00— r&
NTNBEEERLET

EUWVXLANVIB)\=2 53 o1 V2 =)L
SNTNWBCEERRLET

REEZA Y FOMDRA FEZDRA SHEEH
LTWahHERLET

BT L —DBEBLTH D,
B THDEEEILET

REAAYTT

RARDNITRTOREYY D MAC 7 RL A
ERHLUCNBEEWRALET

RARICUE—-HMREY> VICOWTA-A)L
TFrvyasnicARP IV FUABZ &
EHERLET

RIS VAR v FICEHELTH O, O—
AILVMKniC [CXy BV TSN TNE &R
BUET

Ffz, RE~XY > dvPort X v BV TR LR
% vmknicID #%RLET

vmknicID Xy EVTESNTNEAA VT
R=t/T7v TV ERRUET

VMware, Inc.

RAROARV K

esxcli network vswitch dvs
vmware vxlan get

net-stats -1

esxcli system module get -m
vdl2

esxcli software vib get ——
vibname esx-vxlan

esxcli network vswitch dvs
vmware vxlan network vtep
list —-vxlan-id=5001 —-vds-
name=Compute_VDS

esxcli network vswitch dvs
vmware vxlan network list ——
vds-name Compute_VDS

esxcli network vswitch dvs
vmware vxlan network mac list
——vds—name Compute_VDS ——
vxlan-id=5000

esxcli network vswitch dvs
vmware vxlan network arp list
——vds—name Compute_VDS ——
vxlan-id=5000

esxcli network vswitch dvs
vmware vxlan network port
list —-vds—name Compute_VDS
——vxlan-id=5000

esxcli network vswitch dvs
vmware vxlan vmknic list ——
vds—name=DSwitch-Res01

AE

BHOREE, D TE)UEICERENSR—F
ERTLET

BEDREBY Y VADREBAA v FOR— &
SEFBICIETES739ETY

BEQTY 21— I)LOFERRLET
N=VavemRLEY

BEOVIB OftlieRRLEY
N=2 3V EANEBRRBLEY

vtep 5001 £7RA FLTVWB T EAETDRA ~
NBHBLTNBZIRTOVIEP U X FEFRTR
LET

AV FO-SOEEAMEZTH D, R—
F/MAC QA DR FOHREBAA Y F LD
R VM E—BLTWB I EEERLET

Zhld. TORA RO VNIS000 REYY VD
ITARTOMAC ZERRLET

RARICUE-MREX>VICDOWTO-AIL
TFryvyasnicARP IV FUABZ &
EHERLET

VNI AYL—% —ICEES N TSR D,
vdrport I3 ICRRESNET
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*x 2-8. WERA v FOMHER —

g 774

BieA

RARE VNI ERZ 9200 FO-FICH
[CEfHINET

config-by-vsm.xml 7 71 JLI3.
vsfwd Z(#EA LT NSXManageric&>T Ty
YaASNET
config-by-vsm.xml 7 71 JLAEL <
muga, vsfwd OV &R LEY

O FO—SAMEKICIE netcpa MMER SN
ESel

VDL2 £¥ a2 —)Loa7 (4, vmkernellog I
HOET

% 2-9.

oy 774

/etc/vmware/netcpa/config-by-
vsm.xml

/var/log/vsfwd.log

/var/log/netcpa.log

/var/log/vmkernel. log

BB —T ¢ ORESR : NSX Manager ;& R745av 2 R

*E

COT7AILICIE RRSNTVWSRIEICH S
IANTOAY FO-IHBICEENET,
config-by-vsm.xml 7 7 )LI,
netcpa 7Ot AIC &> TIER SN ET
Vsfwd I4. netcpa OF v &)L DHERE L
ESel

Netcpad 1378 — +~ 15002 < vsfwd 128545 L
ESE)

COTFAIEERLC I5-ERELEXT
TOCRAEBHY3IC

IZ. /etc/init.d/vShield-
Stateful-Firewall stop|start
ERITLET

COITAIINEERLTC, IS-ERHELET
/var/log/vmkernellog T, VDL2 E¥a—JL

onO7 [prefixed with VXLAN:| =78 L
ESea

Bk

ESGoax vk

DEERIE) — 5 —HEREY Y O B

DEEE)L -y DAV R

IARTDHEdge #RRLET

Edge DFRTOY —E RS LUVT IO Bl

DFMERRLUET

Edge pax vk F# 7y avERRLET

=T 1 VT DFBERTLEY

=T« T=TINERTULET

W=F 427 AN\ —ERRLET

DEERIE) — 5 — DEFBERERRTLEY

VMware, Inc.

NSX Manager »av> K

show edge

show edge

show logical-router

show edge all

show edge EDGE-ID

show edge EDGE-ID ?

show edge EDGE-ID ip ?

show edge EDGE-ID ip route

show edge
neighbor

EDGE-ID ip ospf

show logical-router host
hostID connection

*E

Edge Services Gateway (ESG) » CLI =< >
RId. Tshowedge] N5iaEDET

DEERIEIL -5 —#liERE~ > o CLl av Y
RIE. [showedgel nothxEDET

HEERiE)L —5 —o CLl o< RIL, show
logical-router n5axEDET

g CLI 97K~ F329~_TOEdge &
B ONESC)

Edge Services Gateway QiE#AEFR T LET

N=rz> 07 NAT, JL—F1 20 57—
TIbe T7A4T7 04— FE. A9 —Tzx
1A, BLOT-—ERALBEDFMERTLET

V=7« > 7EHR. BGP. OSPF &L UMb
MEeRTLET

Edge coll—F 17 7T EFRRLET

W=T 127 ZAN-DORFRMERTLET

BEHRan T a LIFomarELWCE, F-2
V7R —=AELL, @i vDS AMERE
NTNWBTEEBRLEY
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x 2-9.

SR —F 4 > JOMER : NSX Manager m®5 1735372 R (#H:E)

BieA

RAFTRITENTN B INTODEGRIE)L —
= ARV AERRUVET

RAEDIN =TT T—JINEERBLET

RAFORHEHREIL -5 —DLIF 2B LEY

£ 2-10. ®BEIV—T 4 T OMER —

NSX Manager <> K

show logical-router host
hostID dlr all

show logical-router host
hostID dlr dlrID route

show logical-router host
hostID dlr dlrID interface
(all | intName) verbose

NSX Controller ?5%£795a< > K

*E

LIF Ell—to#amBLEd

AV EO-=ZIPIE. HEEEIL—Y —DIAN
TORAFTRALUTHEIHUENHIET
[Control Plane Active] 3 Yes] T3 24
ENHDERT

—-brief ##6E 92 & WRLOLSICHBDET

CNIIESVRR—-F J—=VICHEZTNTOR
AR, Ay FA-Sn5TyraEn3d)l—
TAVT T=TIVICEDET

ZNIE. INTORAFTRUTHDREN D
DEY

W<DOADIL— ERNSDNDRA FTEDH
5205 a, BIRORBANYY FEIY O
INEERITLET

EJ570E - ECMP &N L TEBEN
TWBZEERLETY

LIFE®I3. 2V FO0-3M5RARCT v 0
SNET

COOXRVFEFERLT. BELZINTO LIF
ERARDEERICHEHTEDLOICLET

A

INTODEERIBI —F — 1 VR U AERTE
LEY

BREGRE) — Y —DFERRLETY

DEERIEIL - —ICEREL TV IRTOT
=14 AERRUET

CDONEERIEIL —F —[CL > TEBNLEITA
TOI—F—ZERRLET

netstat DHADE S IC, BIISNTLZIA
TOxRY FI—IERERRUET

VMware, Inc.

NSX Controller ma<> K

show control-cluster logical-
routers instance all

show control-cluster logical-
routers instance 0x570d4555

show control-cluster logical-
routers interface-summary
0x570d4555

show control-cluster logical-
routers routes 0x570d4555

show network connections of-
type tcp

*E

DEEREBI -5 — A VAT VA&, DEEHRE
=5 = AR U ANEEN T 5N 2 BEN
HBETVAR—FI=VDIRNTORA &
RRLET

S50, CONE@MEIL—F—FERHALTD
AV EO-Z&aR7LET

IP7 ELZFNIL. CORE@®EIL—5 —hTEE
FTEIRTDARA O VMKO D IP 7 R L2 &
FRUET

IP7RLZFNIL. CONEGRE)L—5 —HFE
TEIRTOARA O VMKO D IP 7 R L 2%
#RUET

IP 7 RLZBE. CODEGREI -5 —H1EE
TBEINTDRAELOVMKO D IP 7 R L 2%
£RUET

FZTINYa—-Ta V7 UTWERART, O
¥ FO—3FIC netcpa BEEMHEIISN TS
CEBRLET
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K 2-10. /B —T 4 T OMER —

NSX Controller ?5£F7¢ 5 a7 > R (155E)

oA

AVEFO=SERARTAI VY =T 114 X%
BMLxd

AV FA-SERAFTIL— FERBILET

NSX Controller ma<> K

sync control-cluster logical-
routers interface-to-host
<logical-router-id> <host-ip>

sync control-cluster logical-
routers route-to-host
<logical-router-id> <host-ip>

£2-11. ®RBEIL—T 1 > JOWR - Edge »p5RTTHa7 UK

*E

HUWA T =T o4 ANDEEEIL -5 —IC
BERINcE00,. IRNTORI FERAHIN
TLWRWSEICERNTT

W<ODDIL = EANLSDADRA FTRDA
S5B2VNEDD, [FEAEDRAFTHETES
BRICEFNTY

FiEA

HMEERTLUET

BEshli)l—FEaERRLET

IAT=FT4 27 T—TINERRLET

DHREB)I T — AV —T 1 AERTL
FY

ZFOMDA VT —T AR (BE) #XRRL
EScl

JORILOTINY T

VMware, Inc.

Edge F7=l35 8RR — & —HlEHREB < > >
=N

show configuration <global |
bgp | ospf | .>
show ip route

show ip forwarding

show interface

show interface

debug ip ospf
debug ip bgp

*E

W=Ta27ETFD=T 1420 T=TIDE
BINTNBEEERLET
W=TaTETHDT=FT 10T T=TILHE
HEnNTWBb&ExERLET
HATRMPICTKR RN NIC 2" BaRIE)L —
=AU =TT RACKRIET
DRI —F — AT =T 11 AL ZDIR
By EOAREOVNIC TIEHDEBA
DHEHREBI Y —ICEHELTVZINTOY T
Fv @5 A Tl INTERNAL (272D &9
BH/FARMA VY —T 1 2. DERE
JL—5 —HlERE< Y EOARSD vNIC T
IP7FL2ZREETICRABMANEMICEN
fzi5a, 169.254xx/ 30 pMEREINET
BEA Y —TJ1 A ACIP 7 ELANEES
NTL3HBE, ZICRRINET
FHEICEIY 2R (—3 L7l OSPF s, %
A —. BLUTER AN 2 E) BRRT S
BEICERNTY

I Nz Edge oYY — L TORKRTEN
F9 SSHtvyavhsIRRSNELA)
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x2-11.

HREIL—F 1 UDOER - Edge HSETTBaATU R (BEE)

A
OSPF o< vk

BGP o< R

x2-12.

Edge &1l3n 8RBl — 5 —HIEMRE<T > >

naAIV K

show configuration ospf
show ip ospf interface
show ip ospf neighbor
show ip route ospf
show ip ospf database

show tech-support (H&£U

[EXCEPTIONJ & [PROBLEMJ oxz=3iCHg

=)

show configuration bgp

show ip bgp neighbor
ip bgp

ip route bgp

show
show
show ip forwarding

show tech-support (TEXCEPTION]
& [PROBLEM] Ot F3ITig%)

REBL—TFT 7 —RRbOOT 774

*E

A
DRI —5 — 1 VAT U ADERIL,
vsfwd [C& > TRA FIc Ty aanT, XML
FATRESNET

FROT 71 ILIL vsfwd Z @R LT NSX
Manager [Ty > a&nEd
config-by-vsm.xml 77 1 JLAEL <
muga, vsfwd OV &R LET

IV FO—S0EHEICIE netcpa MMEREH
ESca

VDL2 £ a1 —)Loa71E, vmkernellog I
HIET

Og 72741

/etc/vmware/netcpa/config-by—
vsm.xml

/var/log/vsfwd.log

/var/log/netcpa.log

/var/log/vmkernel.log

£2-13. ar~O-Z0F /Ny S —NSX Manager n5RT79%a7 > K

AE

DEHEREIL -5 — A VATV ADNRARTED
NeRWEE. COT7AIICSDA VAT
ADFTRINTIND N E D NE R CHERR
EScl
FKRSNTLARVBE, vsfwd EBRBLET
Fic, TOT7AIEFRLT, RARTIAN
TOAVFAO-SERRICRHBLET
COT77AMINERRLT, I5—&E/FELET

JO2EBRATBIC
[, /etc/init.d/vShield-Stateful-Firewall
stopjstart #£17LE

CDIFAIINERBLT, I5—ERHELET

/var/log/vmkernellog ¢, VDL2 21—l
onO7 [prefixed with vxlan:) R LET

B8

RELE—HEICITRNTOIAY FO-FEXRTL
ESCN

VMware, Inc.

av > K (NSX Manager)

show controller list all

*E

IANTOIAY FO-SDO—BEETORITIREZE
RRLET
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*x2-14. a>trO—>DF/Nv & —NSX Controller h5£7¢ %57 R

oA

IV EO=-5 93 AIDRAT =5 AEERL
ESCR

TSV EVTEGEA Y Z—Y DIfEHEREE
BLET

DS AT ICRDICSMUTc ESOHEFRICH
32/ —FO7IT1ET A ERRLET

DIAGFICHE /) —FOUAERTUET

netstat ®EADE ST, BIISNTLNSEITAN
TOxRY FD—UERERRTUET

VA2 JOZRETHEHLEY

AV kA5 /- FEBESLET

avy R (avhko-3)

show control-cluster status

show control-cluster core
stats

show control-cluster history

show control-cluster startup-
nodes

show network connections of-
type tcp

restart controller

restart system

£ 2-15. arta—->nF /Ny & — NSX Controller F /3w &

*E

[Join complete| &40 TConnected to
Cluster Majority] A&EICERRENZIZTTT

ROy TENEAD VY IZERELEEA

TSR ANDESMICET 2EEE ST
VA—TA VT BEEITERTY

BB ZAY /)= FOHNIARICEEND
DITTIEH D EEA

COUZEICIE BETIO1INTNEIA
TOIAVFO-SNEENET
ZOUARE V5RYICHZMOI O~
SJETIEAT B O, EEFROIY FO—
SICEoTHERENET

ST a—-FT4 VT ULTWERART, O
¥ RO—JIC netcpa E/RAEIISNTN S
CERRLET

A AV FO-ZO 7O ADHEFEEH L
ESC

DS DBEGERT LET

AV FA-SREBYY VEBEFSLEY

568

IV FO-S0OREESADSMRR. BiEE)
REERRTLET

BRLT « AV ERBLET

ER/MEETRRT « AV ERBLET

TAAVBBOERREERLET

VMware, Inc.

oy 774

show control-cluster history

show log
cloudnet/cloudnet_java-
zookeeper<timestamp>.log
filtered-by fsync

show log syslog filtered-by
collectd

show log syslog filtered-by
freespace:

AE

BICUSAT UV TICET Y FO—-5 0
BIOHT2BWE ST a—FT1 T YU~
IWERDFET

BRIET 1 AV EHERT 2EEEOS I AE
|2, cloudnet_java-zookeeper 04T
[fsyncl Avt—Y&HBIZETT
EHAIC 1 BLLEND > =5E, ZooKeeper X
COAYE—YEEALET, DED. ALE
LT A AUMMERSNT WS EMDAD &
EB

S TILHEAICH B [collectd] m&HmAy
I3 ERECISEETEBDT «+ A7 I1CB
BLTWBTENAHIET

TAATREOERERNLE MEILE UIZE

B TARUNESENOATPMOT 7 MILERE
HKICo U —> 7y J9% [freespace] &
IINz/I\v o750 aTdnepNEd,

TAATHNNSVBEPRRICT « AVEEE
HOSE2HERLEIC, freespace DAY 72—
IUNSBHRRINET, NET A AVBEN
DPRLBLOTNBZEERLTNRHZENH D
ESea
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£ 2-15. arbaA—->DF /Ny ¥ — NSX Controller F /8w & (=)

A

REBWLY) SAY AVN—ERRLUEYT

a7 A O->007 %%/ nR~UET

a7 dVFO-S0O7ERRUET

& 2-16. DT 7 A7 U+ — VDR

oy 774

show log syslog filtered-by
Active cluster members

show log
cloudnet/cloudnet_java—
zookeeper.
20150703-165223.3702.10g

show log
cloudnet/cloudnet.nsx—
controller.root.log.INFO.
20150703-165223.3668

NSX Manager TRf195a< > R

*E

WIEBMRYT 5245 AV){—D node-id &%
TUET, COAVE—JIFEICHEATNED
[FTI3m =6, H ) Syslog DFBEHNMEIC
BEHBENDDET,

B O zookeeper OV N EHET B/A. 1
L2V ITNGRHFOT 7 A aBABLES
COT7FAOIICIE OV EA-5 VS AY X
A5 —OFERP, OV FO—SODBIRRICE

IETOMDBRAEENTT
LIF ofEpg. 1234 TO#EGRY AT — ¥ v—

TAVTRE, AL AV FO—-ZDEIEICE
g5070

A

REYY DERERTUET

REDRENIC DE#RERTLET

IRNTDT SATERERTLUET

BEDI AT DEHRERTLET

DT 7 A7 05— ILICEET 5K HgHkE
RRLET

dvfilter ROFFEMERTLET

BN Y DRET 74705 —IVBRERT
LET
WNIC OFERRTLEY

BZBUNICICA VA F=ILaNTNE T ILY &
®RUET

BHED T4 )LY/NICDIL—ILERRUET

TRELRA Y FOFBERTLEY

VMware, Inc.

NSX Manager »avw> K

show vm VM-ID

show vnic VNIC-ID

show dfw cluster all

show dfw cluster CLUSTER-ID

show dfw host HOST-ID

host HOST-ID filter
<option>

show dfw
filterID

show dfw vm VM-ID

show dfw vnic VNIC-ID

show dfw host hostID
summarize-dvfilter

show dfw host hostID filter
filterID rules

show dfw vnic nicID

show dfw host hostID filter
filterID addrsets

*E

T = USRY. RA R REXY
V&, WNIC, 1 V2 F—JLEn T2 dfilter
BEDFMERRLUET

VNIC&Z, MAC7 FLZ, pg. BA=NTL)
5T 14 )T EDFH

DI2A9E VIAY D, TtV =&
T7A47 04— ILDAT =5 X

RARE, KA D, AV =)L OREE

REY> >V, REXVID, BROZAT—4 X

ZWNICDIL—)L, #HEHER. PRELRA Y F
REERTLET

e vnga. WNICID, J1)L7mE%sE
RRULET

VNICZ, ID. MAC7 FL 2, K=k 7)L—
T TAINTERTUEY

5=y FoREYY VNNICERELT, R
DAXY RTT ALY ELTEAY 287
T4 —)LFERELEY

COIL—=ILIE PELR £y FOHERTL,
COARY FET7 ELA £y FO—8EHRRT
SIcHICERTEXT
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& 2-16. 8T 747 9+ — )LD : NSX Manager TET4 537> R ()

B
% vNIC @ spoofguard m&l

JO— LA-FOFERRLET

WNIC O — )L OffEt B ERRLUET

K217 D87 747 D+ —ILOWER

NSX Manager <> K

host hostID filter
spoofguard

show dfw
filterID

host hostID filter
flows

show dfw
filterID

host hostID filter
stats

show dfw
filterID

RARDPSRITISIAR R

*E

spoofgruard MG TH 2 h. FRED
IP/MAC7 R L 2AERLET

JO— TS U VIONEMRIGE, RARID
O —158® % EHRIC NSX Manager I35 L
E3ca

ZoavvrEEALT WNICZEnTO—
ERRALET

NIE IL—ILICRER D B h ESHHERT D
BRICEFNTT,

Bl

RARCYOVO-FankVIBERRLET

REO-FSNTWBEYIXTLA EYVI-ILD

G2l

JOtR URE

Fu D —UERERRLET

K 2-18. AT 7 AT U A —ILOHER :

RZAMOIARY K

esxcli software vib list |
grep vsip

esxcli system module get -m
vsip

ps | grep vsfwd

/etc/init.d/vShield-Stateful-
Firewall {start|stop|status|
restart}

esxcli network ip connection
list | grep 5671

RAOOT 77411

*E
FEULWVIBN =y 3 ypERICY D VO— RS
NTWBTEEEILET

EVA-IHAHBRICA VA R—)L/O0-REN
TWBIEERRLET

vsfwd 7O AR W< DADAL Y RTEITL
TVWBENEINE-ERLET

ToEUNEITL TN EEmAL. BEIC
ISUTHESLET

R A NSX Manager I TCP T##5 LTl
SHHERBLET

Bl

Jotwz 0y

Ny EavERT 7 AL

dvfilter T/ y F Fv TF v

VMware, Inc.

o4
/var/log/vsfwd.log

/var/log/dfwpktlogs.log

pktcap-uw —-dvfilter
nic-1413082-ethO-vmware-sfw.2
——outfile test.pcap

AE

vsfwd ¥ —E> 04, vsfwd 7Otz 2, NSX
Manager ##i. &£ RabbitMQ o =57
W a—T 4V TICEIBEEYT

Ny = OJ7ER0o07 77 1)L

41



Nl —X70—

FL—270-1d X7y FEBBAL. TO/NT Y EAEBRY FD - BLUVRERY RV ZBBIT S EED
WBOBEHET IMEBEREI SRS TIN V2 —T 1 TDIcHDY—ILTI, CNEBEITSET, yO2 0T
Wa/—Fo, WOy R =5y FICBSDEGITTWE T 74704 —ILIIL—IILERET 2RE v D=7
[CEIT o BMEFHMCSET,

COEICE. ROEFEYINEENTNET,

B RL-RTO-IEDNT

BRSO aA-TAa VTR RL—ATO-DEA

hL—X7B8—[2DWT

FL—270—1F, =—N\=LA Xy btD=0PIUVT7 =LA XY D=0 EBLI T4 T PREBIY T 1
T (ESXiRZ b, ®EIAMVTF, o8@HmE)IL—Y—1E) &3/ —292&=C. )Ty & vSphere
Distributed Switch (VDS) R — FIZEBA L. /W7y FDJCAITHA S IS EIFRERR 7V FEEBHLET, Nl
SO Iy RABEICEET ZETICRBITZ 1 DULEDNAEFETSEEY, DF ). W)Uy EANEHPT R
Oy JESNESRERETDIENTEET, TVT AT 14 CEICABAD)Ty FBBNRESND =0, /Ty
FOSERICEBENRELEDON. I\T Y FOERXRFICEENRE LIcOMD A D ET,

FL—=270—3 TAMMREYY VDAY v IBTYDED SN ping DEX/GEERUTIIBVWI EICEEL
TLEEW, FL=270—-13. 7=\=L A1 Ry FDO=U&ERATIN—IHFTN/ Ty FEBRRLET, &
Ty BT == LA Ry D= ERBA LTRSS A MMREY Y VICEEL., BERIBLREEIC 2 X TORTFN
HRINED, e, BASNEFL—XT70— )7y Fld, EBICITEEET A MREY Y VICERESNE T A,
NIF. TAFREY Y NI —F TDIRETB LR TJO-NEBICEEI D EEEKRLET,
FL—X70O-TId. ROEZTav 9 54 THADR—FSNTWET,

B LAV-20ZFvAE

LAY -312=FvAL

" (-2 70— RFv R

" LAV 2NFEVRL

VMware, Inc. 42



NSX b5 a—Fa27 A4k

NAGL NS T4 —=JLEONTy E A XERELTI T Y FEBETEEY, FL—AT7O0-DOV—-XL &
[CREN Y v ORENIC(VNIC) T, # =5y TV FRAYRIE NXA =N~ LAFLIITT—-L1DER
DTINARZTBENTEET, =2 L. NSX Edge Services Gateway (ESG) 7w U > DAEICH 2 5Bk %E
BIRT 2 &EITEEX B, BEIL. BUYITXRY FEICFEELTWEA, £IENSX eIl -5 —ZB L
THETED2MUEN D D ET,

EETNIC E5BEWNICAB UL AV — 2 FAMVRICEET 5HBE. FL—RATO-BERFLAV—2 RS
h&Ed, NSXoBa, Chlde VXKLAN =y D —=2851F (NI E7cldt 7 AV R ID) ARLUTH2 CEERKRL
FY, Nld 2EDRBY Y VAR UREBAA Y FICERSN TN I5EREICHKELET,

NSX TU W IMRESNTINBIHE, RADL AV —2)\0y FEBICTU vy VISR EEINET, BH. TUv VI
sy FEVLAN &L, FL—XT70— )Wy FEXEFEHELTHRELET, /Ty FHREEH
ERESNIENSENST, BRI LERL—X )Ty FAEESNICFEICRESNIECEERKT 5DITTIEH D
Fth,

LAV =3 FL—RT0-2AZF VAL RS T0v00BE 200 FRAV I BIZOREBEAA YT EIC
HO. B2s NIMRESNTNT, 28GRI —% — (DLR) [CEFENTVET,

RIWFFvAE RS T70900%E, FMETIHREY Y WNIC T, BERRILFFv AR JIL—T 7 ELRICA
DET,

FL—270-OBRTIE, JO—FFv A rSNfcbL—270— )0y EASERICEEND ZENH D ET,
ESXi IRA F13, BBARZA D MAC 7 L ZANRBELBEIC L —270- /Uy FETO-FFv A RLET,
JO—-F+v 2+ 2709 00BE, V-AIMEEY O WNICICRDES, TJO-FFv A+ 27109000
Av—=2%5—=7v~MAC7T R LRIZFREFREFFEFRFREFF T9, D74 7075 —ILREQEDR/ Iy FEERT S
fedlc, JO—FFv A FL—XATO-ETIE 7RI FTUTA VI ADREIPBEICLDET, TTx Y
FXZ7ICED. NSXIZIry FDIP Ry D=2 7 RLAESETEET,

L TTOM0REBER - FRICE T YILTFFv ARSIV TO-FFv A+ FL-—ATO-BETKED
ST4 VI DERSNSAIRMEND D E T,

FL—270-&@EAT2HEE APLEGUI @ 2@88ENH D £, APIIE. GUI TERENS APl EEUTI AN
API TIZ) Wy FEFICRET 2 ENTE=ET, GUI OREIZL VRENTT,

GUI TIE. ROEEHRETEET,

= TJOkR3)L-—--TCP, UDP, ICMP,

 FEEEE (TTD. 77 4L RX 64 Ry T,

B TCP v UDP O ETHLUIEAR— ., T T4 HEIZ 0TI,

m TCP 37,

" ICMPID LUy =7V 2ES, E5557 4L HZ0TT,

B RL-RTO-BEOBMHRINY A LT D (UM, TT72J)LFIE 10,000 =UFTY,

B PRI R ITL—APAZ TIAINEREI28)N1 H/TL—LTY, KT L—L T XIF1000 /)01 /=7
L—ATY,

B RAO—-—RIVO-F, 774/ ~IEBasebd T,
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B R O— RE,

NSNS a—T 42 0DHD ML —XT7O—DFEMA
FL—=XTO-HMMEZDTFTUFICIE UTFOLDICEHD T UFNHDET,
FL—ZATO-BUFOYFUF TRIEET,

B OFERES Ty OB AEERITDLICLZRY RO IVEEO RS T a—FT a7
U OERREERT S LICEB/IN TN AER

B R RD-IONREBRRCHEESOBMFERR T D ELDRY FD—VEE

AR SR
" L —270-0EEICIZ. vCenter Server, NSX Manager, NSX Controller 7 5 2%, LUK LD
netcpa 1—Y— J—J)LF I-Y 1 FEOBENUETT,

B RL-RATO-FEREESVCEFSESICE. OV FO-2 VS AT ERSN. B2RETHE &M
BLET,

Fla

1 vSphere Web Client ©. [7x— 4 (Home)] > [Networking and Security (Networking & Security)] > [~ L —
270~ (Traceflow)] DIBIC#EE LET,

vmware: vSphere Web Client ]

o 1
: 1 Homs E

Reteorking A Securify

£ res veoeme

[ st aman

T L oical Suiches

5 MEx Eoges

M Fuwwall

¥4, SpoofCGuard

B Paries: Integaton

I 7 Berdice Composer

) Daka Securh

» Tooh

3] Fiow Miznitoensg

CH Actaty uzonzmg

= Networkieg & Security imnlory
U HEX Mansgers

2 F2O4vOIATEIAFv AL TJO—RFv AL WIILFFvARASEIRLET,
3 v=—2mE<Y>VNICEZEIRLUET,

ZTORBYY VN, FL—2T70—-0EITTERU vCenter Server FTEEBEINTLZHE,. U A RHSIRAE
<y EUNIC EBIRTEET,
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4 AZFvIAE FL—XT7O0-0%BA. Y=V FWNICBEREANLET,

Y=y EELT, R RIEX Y V. DEERE)L—% —. Edge Services Gateway 72 &M NSX 7 —/(— L
AEZIINX T - LAHOERDTI\A AD WNIC ZIEETEET, ¥ -7 v FH VMware Tools MEST
TTDREN VTHD, FL—AT70-DFRTTER U vCenter Server [CL> TEBINTLSHBAE, VAR
NoREYY & VNIC EBIRTE=ET,

TOTRWVWGE, Y=y FIP7RLZ (512, AZFv A LAV—2 FL—X70-0%B&IZMAC 7
FLR) ZARNTEIMEAHDET, QBRI 7/\4 2 30V —)b, £IZSSH Y>3 VRO TINA 2
BENSINETEET, &AL ORI A LNUXIREY > >V DFE. IP7RL2EMAC T FL A,
Linux¥ —=7FJLcifconfig x> RERITTZETHIETEET, DGR L —~ —F =13 Edge Services
Gateway MBA. ZDIEHRIE show interface CLI OY Y RTUETEET,

5 LAv=270-FFv Ak FL-RT7O-0%B&E. TRV FOTV T4 v I ADRSEANDLET,

JUry R MAC 7 ELADHICESNTAA v FENET, -5y - MAC 7 L 213 FRFFFRFRFRFF
Y,

PNy AT 74707 —ILREBICBWTHDIDICIE. V—RXIP7ELABLUVY =Ty FIPT7FLIAD
WANUETTY,

6 LAV=2%ITFFv A+ FL—RATO-0%BE, ITFFvAETIL-TT7RLAEANLET,
T Rl MACT RLADHICEDNTRAA Y FENET,

PIXTy RABRTHBIEHICIE, VAP T RLASLIVY =TV FIPTRLAOEANMMUETT, XILF
Frv AF0HE. MACTFELRAZIP 7 RLANSHESNET,

7 ZOMOMEASIUVF T 3 VEREEITVET,

o

[FL—X(Trace)] &0 Uy o LET,

Bl >FURF

RPN, B—DESXIiRA R ETERITENTNZ 2 DOREBYY VEELLAV—2 FL—XATJO-&ERUET,
2EDRBY VI, B—DHRBEAA v FICEHSNTNET,
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_

NSXManager: [ 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters
Traffic Type: Unicast ] -

Source: * @l web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d
w Advanced Options

Destination: # [ web-02a - Network adapter 1 Change...
IP: 172.16.10.12, MAC: 00:50:56:ae:18:6b

Protocal: | TCP -]

Timeout (ms): 10000
Frame Size: |128 H

m

Source Port: D
Destination Port: D
TCP Flags: Ofn |

[ syn
[JRsT |=

Trace

Trace Result: Traceflow delivered obsemvation(s) reported

1 Delivered

Sequence 1 & Observation Type Host Component Type ‘Component Name

0 3 Injected [ esx-01acorplocal WG I~ e

4 $ Received [ esx-01a.corp.local Firewall A Firewal

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall A Firewall

3 \$ Received esx-01a.corp.local Firewall A Firewal

4 ¥ Forwarded esx-01a.corp.local Firewall A Firewall

5 + Delivered ﬁ esx-01a.corp.local WvNIC M vnic
RDBNZ,

BOERLZ ESXIRA R ETERITINTINZ 2 DDIREBYY VEED LAV —2 FL—2T70-%R0L
FT, 280REBYY VL. B—OHREBAA Y FITESESNTNETD,
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e

—

NSXManager. | 192.168.110.15 (Role: Primary)

|-

Trace Parameters

Traffic Type:

w Advanced Options

Source: # [l web-01a - Network adapter 1 Change...
IP: 172.16.10.11, MAC: 00:50:56:ae:3e:3d

Protocol: [ TCP

2

Source Port:

Destination Port:

]
O

TCP Flags

LIFN
[+ syn
[T RsT

-

=
|*

Trace

1 Delivered

1a 0O ion Type
\$ Injected
9 Received

- o

¥ Forwarded
¥ Forwarded
¥ Forwarded
\$ Received
“ Received
$ Received
\p Received
3 Received
\p Received
3 Recaived
1 Forwarded

~N e kR R R R R W WM

+ Delivered

Trace Result: Traceflow delivered obsenvation(s) reported

Host

B esx-01a.com.local
[@ esx-01a.corplocal
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
@ esx-01a.corpiocal
ﬁ esxmgt-02a.corp.local
esxmgt-02a.corp.local
ﬁ esxmat-02a.corp.local
esxmat-02a corp local
@ esx-02a.corp.local
ﬁ esx-02a.corp.local
ﬁ esx-02a.corp.local
ﬁ esx-02a.corp local

esx-02a.corp.local

Destination: = web-03a - Network adapter 1 Change...

IP: 172.17.10.11, MAC: 00:50:56:3¢:cf.88

Timeout (ms}): |1nnno

Frame Size:

TTL

Component Type
Firewall
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Firewall

vNIC

[128

Component Name
b ic

=

2
o

Firewall

Firewall
esx-01a.corp.local
esx-01a.corp local
esxmat-02a.corp.local
esxmat-02a.corp.local
esxmagt-02a.corp.local
esxmgt-02a.corp.local
esx-02a.corp.local
esx-02a.corp.local
Firewall

Firewall

ROBIC, LAV—3 FL—RTO—ERUET, 2 DDREXY VI, DEGRIEB)L—Y—ICL>Totsn/z2 D
DEBIHMBAA Y FICEHESNTVET,
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I

NSXManager: | 192.168.110.15 (Role; Primary) |~/

Trace Parameters

Traffic Type: Unicast | -
Source: * @l web-01a - Network adapter 1 Change... Destination: = [M db-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 172.16.30.11, MAC: 00:50:56:ae:d4:2b

» Advanced Options
[ Trace

Trace Result: Traceflow delivered observation(s) reporied

1 Delivered

Sequence 1 & Observation Type Host Component Type Companent Name

0 \$ Injected [@ esx-01a.corplocal WNIC WNIC

1 % Received @ esx-01a.corp.local Firewall A Firewan

2 3 Forwarded B esx-01a.corp.local Firewall A Firewall

3 ¥ Forwarded @ esx01a.corp.local Logical Switch % Web-Tier-01

4 \$ Received @ esx-01a.corplocal Logical Router I Local-Distributed-Router
5 ¥ Forwarded @ esx-01a.corp.local Logical Router % Local-Distributed-Router
6 3 Received @ esx-01a.corp.iocal Logical Switch % DB-Tier-01

7 ¥ Forwarded @ esx-01a.corp.local Physical ﬁ esx-01a.corp.local

8 \p Received @ esx-02a.corplocal Physical @ esx02a.com.local

8 % Received a esx-02a.corp.local Physical a esx-02a.corp.local

] \$ Received esx-02a.corp.local Firewall u Firewall

10 ¥ Forwarded @ esx-02a.corp.local Firewall B Firewall

11 " Delivered esx-02a.corp.local wNIC vNIC

ROBIZ, 3 DOREBIYY UABE—DREBAA Y FICEGESNTWS T TOMNO, JO—-—RFv A+ FL—R7
O—%&RLET, WEXYVDOIEM2DIZ1EDHRA R (esx-01a) FIZh D, £ 1 DIFBIOKR R = (esx-02a) +
CHDFERT, TO—RFv X I, R R 19216821053 FOREYY VOLWITNANSEFESNET,
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NSX Manager. [ 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

» Advanced Options

Trace

3 Delivered

Sequence 1 a Observation Type
0 S Injected
% Received
¥ Forwarded
1 Forwarded

=3

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
9 Received
3 Received
¥ Forwarded
3 Received
3 Received
¥ Forwarded
¥ Forwarded
¥ Forwarded
¥ Forwarded
v Delivered
+ Delivered
¥ Forwarded
¥ Forwarded
'-} Received
¥ Forwarded
+ Delivered

N o R R R R R R R W W W WM

Trace Result: Traceflow delivered observation(s ) reported

Host
@ esx-01a.corp.local
@ esx-01a.corp.local
ﬁ esx-01a.corp.local
ﬁ esx-01a.corp.local
@ esx-01a.corp.local
B esx-01acorplocal
Q esx-01a.corp.local
B esxmat-02a.com.local
@ esxmgt-02a.corp.local
B esxmat-02a.com.local
@ esxmot-02a.corp.local
@ esx-01a.corp.local
a esx-02a.corp.local
ﬁ esx-02a.corp.local
@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esx-01a.corp.local
@ esx-02a.corp.local
E esx-02a.corp.local
ﬁ esx-02a.corp.local
@ esx-02a.corp.local
Q esx-02a.corp.local

Traffic Type: L2 Broadcast | hd & High volume of traffic may get generated for this traffic type.

Source: # Fl web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Subnet Prefix Length:

IP: 172.16.10.255, MAC: FF:FF:FF:FF:FF:FF

‘Component Type
VvNIC

Firewall
Firewall
Logical Switch
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
Logical Switch
Logical Switch
Logical Switch
Logical Switch
vNIC

vNIC

Logical Switch
Logical Switch
Firewall
Firewall

vNIC

‘Component Name

VNIC

A Firewall

M Firewal

B Web-Tier-01

M Firewal
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmat-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

e I v - e O e O e e e

esx-02a.corp.local
B web-Tier-01
% Web-Tier-01
% web-Tier-01
% Web-Tier-01
vNIC

vNIC

B Web-Tier-01
% Web-Tier-01
u Firewall

u Firewall
vNIC

ROBINC, INFFv AFBROT TOMRBICIILTF v A~ ST v I HRESND ESITAMNES S HER

LET,
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—_—

NSXManager. ( 192 168.110.15 (Role: Primary) |~ |
Trace Parameters

Traffic Type: L2 Multicast I v A High volume of traffic may get generated for this traffic type.

Source: = [l web-01a - Network adapter 1 Change.. Destination IP: #[239.001 | ©0 239001

1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 239.0.0.1, MAC: 01:00:5:00:00:01
» Advanced Options
Trace
Trace Result: Traceflow delivered obsenvation(s ) reported
3 Delivered
140 ion Type Host Component Type Component Name

0 9 Injected @ esx01a.corplocal WNIC i
1 % Received ﬁ esx-01a.corp.local Firewall A Firewall
) ¥ Forwarded @ esx-01a.corp.local Firewall M Firewall
3 % Received @ esx-01a.corp.local Firewall A Firewall
3 ¥ Forwarded ﬁ esx-01a.corp.local Physical ﬁ esx-01a.corp.local
3 ¥ Forwarded ﬁ esx-01a.corp.local Physical ﬁ esx-01a.corp.local
4 \$ Received Q esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.carp.local
4 $ Received @ esxmgt-02a.corp.local Physical B esxmat-02a.corp.local
4 3 Received ﬁ esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 % Received @ esxmgt-02a.corp local Physical ﬁ esxmgt-02a.corplocal
4 ¥ Forwarded ﬁ esx-01a.corp.local Firewall P Firewall
4 9 Received ﬁ esx-02a.corp.local Physical ﬁ esx-02a.corp.local
4 3 Received ﬁ esx-02a.corp.local Physical ﬁ esx-D2a.corp.local
5 ' Delivered ﬁ esxmagt-02a.corp.local wNIC [ v
5 v Delivered ﬁ esx-01a.corp.local vNIC vNIC
5 3 Received ﬁ esx-02a.corp.local Firewall A Firewal
6 ¥ Forwarded @ esx-02a.corp.iocal Firewall A Firewall
7 + Delivered ﬁ esx-02a.corp.local wvNIC vNIC

ROBINE, 7=y E T ELRACEESNIZICMP 504w 0 & TOV I T39I 74704 =)L JL—ILICES
T, FL=27O0-AFOYTENZEEOBETT, ¥ -7 v MREY Y UABIORA FEICHBICENNDST,
STV TETTDRARICEFTIET,

NSXManager. | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Source: #+ Bl web-02a - Network adapter 1 Change... Destination: + [ web-03a - Network adapter 1 Change...
1P:172.16.10.12, MAC: 00:50:56:3e:f8:60 IP: 172.17.10.11, MAC: 00:50:56:ae:cf.88

» Advanced Options

Trace Result: Traceflow dropped observation(s) reported

1 Dropped

Sequence 1 a Observstion Type Host Compenent Type Component Name

0 3 Injected @ esx01a.corplocal wNIC el vNiC

1 LD Received ﬁ esx-01a.corp.local Firewall B Firewall

2 o Dropped ﬁ esx-01a.corp.local Firewall ! Firewall (Rule - 1013)
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ROBIZ. FL—RAT7O-0% =4y 1 Edge Services Gateway DANEBICd 25 DEETY, fc& A, 1
& —Fv EDIP 7 L 2w, Edge Services Gateway &N L TIL—T 1 VI T 2MBENHDZREIDY -5y D
BETY, FL—2T7O-1FALYTxRY FEICHZY —T v . HdWVWIInE@HEIL -~ — DLR) z#NLTr7 ot
ARBERY =Ty FOVWITNATHR— FEN2dc, FL—AT7O—3F&E LEFFAIESNET A,

- B

Select Traceflow Destination ©

Destination IP address should be on the same )
& subnetorshould be reachable via the Distributed
Logical Router

IPAQOreSST  #|40.1.23 | &

() Select Destination vNIC

elected gl weh-033 - MNetwor

>

-

5 items

[ 0K H Cancel ]

ROBNL, FL—RTO—=5=0v EQBIOT TRy R EICHE/INT—F TSNARBY Y U TH2IH5EDEETT,

Traceflow

NSXManager: | 192.168.110.15 (Role: Primary) |~/

Trace Parameters

Traffic Type: [ Unicast | x

Source: # app-01a - Network adapter 1 Change... Destination: = db-01a - Network adapter 1 Change...
IP:172.16.20.11, MAC: 00:50:56:ae:23:09 IP:172.16.30.11, MAC: 00:50:56:ae:d...

» Advanced Options
‘ Trace

Trace Result: No delivered or dropped observations reported

Segquence 1 a Observation Type Host Compenent Type Component Name

0 3 Injected B esx-02a.carp.local VNIC vNIC

1 L’ Received ﬁ esx-02a.corp.local Firewall ﬂ Firewall

2 ‘- Forwarded E esx-02a.carp.local Firewall ﬂ Firewall

3 ¥ Forwarded @ esx-02a.corplocal Logical Switch % App-Tier-01

4 Lf Received E esx-02a.carp.local Logical Router E Local-Distributed-Router
5 1 Forwarded E esx-02a.carp.local Logical Router E Local-Distributed-Router
6 Lf Received E esx-02a.corp.local Logical Switch E DB-Tier-01
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NSXDIV—F 4 >0

NSXIZIZ2DDIL—=FT 4 2T YTV AT ANEEN. 2D0F—DZ—XEDEOZBILSNTLET,
NSXDIL—=F 1« VT F TV AT AIE RDEHITTY,
B REZEEAOI-—T T, [RE] DIL—T 7 EEHEIN, @RI —Y —ICXDRHENET,

" YEBTRCSMEBZEEOB TOIL—T 1 T, [Ty TUVI] OIL—T 1 7 EEMEN, Edge Services Gateway
(ESG) IC&KVRHEENFT,

EB51. KEABOIERS T3 Vv ERELET,
REBDRBIL—T 1 V713 PEEREIL -5 —EN U TR TS £,

DHHEIN -5 —T—EICKITTE20E 1 D08 —F 1>~ TOF3)L (OSPF x72l3 BGP) TI A ESG
TIEmAGCTOFDERKICEITTEXRY, Nl DE@HEBEIL -5 -1 DOBEA)(XREEBT S [R5 T
=5 —EUTHETDLDICHI SN, JUBERIL—FT 1 VIRENMBEIIBELSNZNZHTY,

PEGRE) -5 — L ESG ldmALE. BESIUVBHIIL— FOEFADEDFERETR— FLET,
DH@HEIN -5 - ESGdmAEE. ECMP JL— FEDR-FLUET,

MAEE L3 RAS YV DORBEREL. 28GRIE)L — 4~ —F 213 Edge Services Gateway 0% 2% >~ Z14 L3VPN
VRF [CEM T 2mBED L3 FEEFERALET,
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4-1. DEGREI—F —DIERL

HETL—>

rr
D—LE  #FayF4 VXLAN
NSX Manager =

COEICE ROFEvIMEENTNET,

B DEGRIEIL— Y — DR

®  Edge Services Gateway I[C &> TiREEENZ L —T 1 VT DEfE

= ECMP W7y R TJ0O—

B NSXDIL =T« > DRIREHEEREIER

" SEERE)L—% — (DLR) & Edge Services Gateway (ESG) a1 —H— 1 5 =T 114 R
B #HUL NSXEdge (o keI — 5 —)

" R ESG BIUDEGBREIL—Y — 1T — A5 —T 1 XADRIF

B NSXDIN=FT4>VTDORZTINa—FT«27

DEERE/ —F —DIEfE

DHEERIEIL — 5 — (3. VXLAN £72[ZVLAN TNy F o2 R— 7))L — T EOREY > VB O#ERE T DR
EQEHICHRBIESNTNET,
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DE@E) -5 —ICE. ROTONT 1 DBV ET,

B BNTFRVA MBS -N—AY DT 7F—A Ry T =T 1T

B R RHICEDE TERICHER

B YyJUvoT8 A ECMP #UR—F

B RARHIEOEKR 1,000 DAEE@HEIL—Y— 1V RAY VR

B RNEGRIEIL Y —T&A99 OB VY —TJ A X (LF) @xT7yTUTT +991 OREL) + EEX ]

B RZEH2) 10,000 @ LIF £ N TOAEG®REEIL -5 — 1 V25 v 2THEL (NSX Manager I & > TraslE
NELA)

RORITEFBLTLES L,

B (W Fno VLAN © VXLAN 6 B8O E8&HIE)L -7 —&EER TS £ A,

B OEOEGEI Y -TIIEHOIL T T TORDNEERITTSE T A,

B OSPFAMEAZTNTV2HE. BHROPEREIL -5 — 7y UV TOSPF &#RITT=EH A,

B VXLAN EVIANRBZEIIL =T 1 T 9 3(1C1d RS VAR=F =M1 DORBUREBA A v FITHAND>TINS
MENHDET,

FRILRIILTOREGHREIL -5 —DREHL ROKRT, EVa—-JUEENIL -5 —ERICBTVET,
B OESXIiRARIE, 242 h—FEBULIICEMELET,
B OR—FEREL. IV RT3y (REXYY) ICERLET,
B CCTEEICETOREEITNET,
B OE®HEL Y —HEREYY VIE L=y TOtvY IV VDL ICEELET,
B HWIL—T Y TORDNNEERTLU =T VUBRERY RO =0 DDA ERB|UET,

B AV —TIARADRE. RAITAVT I = BT VIEREREL LT [Z1Y H—F] O
I3 0—T427 T-TINEFELET,

B INSDTIAT—TAVIT T=TIINE [ZA4Y A—F] [LTA75=Z270FT (HeRMEETER
Y5, AV FO-F VS RYENLTC),

B ESXiRR FEMBECESRT 2WEXRY FO—713 NNy TL—VDEIICBELET,
B VLAN 22 VXLAN THOTE)UkenicT =5 % [S514 > A— kK] BTERLET,

FRULANNVOSEHEN—F— /NTy b 70—

ESXiRR RICIE. BREBRHDEREMBIEBIL—F — A VXYV ADOIE-—NENETNEENTSNET, SOEHE
W= =AY VAL N7y FERET 2O BRBRESEORBEOT —TJIL £y FABEEN T ENET,
COBERIT. CODBBMEBIL Y — A VAT VANFEET 2INTDRA FBTRMSNE T, LSRRI B
B2ZOREEwEIL—T—D1 VAT VAT, EHEICE UERAEENToNET,
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W=FT 14271 V=2ARBYY UHBERITSNTNBRURA FCHEIDEE@REIL —T — 1 VATV AITL>TEIC
ABBSNET, DERD. KETEBERBNY UARLBEIRAICHDIHE, CNSORBY VBT -T2
ERITINE@MEBIL -5 — 1 VAT VI FKETRBY Y VA SBRERBY Y VICKESND/INTY FOHER
S5CENTEET, FARMREYNY VDRARCHERIUDBSHEBIL —F —D—HT 21 VAT VAZITH, VT -
FS TV ERSIENTEET,

PEEHEN - I —FT 1 VITEZTURRE T, RMETEBEREIYY VUNRLDIRAFICHZHEICIE. BEH
05 =0y FAOEGEIL L2-VXLAN E/(ZVLAN EN U THEREA A1 v FICL > TEITSN. CNEAR UK
A FICHBDGEICITDEBURERA M Vv FICL>TO—NILTEHRITSNET,

4-2 13, BRZHRAFETRITSN, ERD 2 D0Om A1 vF VXLAN 5000 & VXLAN 5001 (269 2 VM
EVM2 02 EDREXY VEBOT—Y JO—&RUET,

42, ERLAVNOSERBIL—5— /Ny b 7a-

ESXi RX k A ESXi RX + B

’\y/“ ¥~ 1| VXLAN 5000
J‘ % O

O

=" DR 4l p R
’Jr/ q/f
O 5 o
VXLAN 5001 v ‘
By RAE<
"V U2

Iy B 70— (ARP BBRIIERE) -

T VMI VM2 )87y FERELET, coes VM2 Txy  (F2@T7 7L ) BICVMT AERT
50— T AMERERDEY, COT—FDUAIE DEEREIL—%5 —® VXLAN 5000 LIF T9,

2 ESXiRA R ADREBIRRAA Y FIE, CORA FOREE®EIL—Y —C)Ty FEXEL. SZTILY I 7Y
INEITEN, HAABBEOD LIF MRESNEY (ZOHBEIL VXLAN 5001 LIF),

3 RIS NIy RIEY=Fy R LUF ASEEESNET, COBE. ERNICIT/T Y FEDEIRBA A v FICRS
nEIN. BLzmEBIA v F (5001) MERSNET,

4 RIS, PBURBAA Y FIIL ENLTY =Ty FRXE (ESXiRZAEB) 127y FERELEY, T
3. PEUREBA Ay FAVM2 1T/ FEERELE T,

U5 —> b5 74 v ERUIBRTLEESN, VM2NESD ST 4 v 73 ESXIiRZ B OABGHREBIL—5 — 1>
25 A (cerr i, VXLAN 5000 @ L2 =0 U CERIEESNE T,
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DGR/ —4% — ARP OR 7Ot X
VMI @ R5 719 7 VM2 [CRIBT BRTIC. DEEEIL—5 — (2 VM2 O MAC 7 R LZERE L TH < BB

DFEI, VM2 D MACT FLAZERE LS,

3—0

DHERBEIL — 5 —ILXE/T Y FOELW L2 AV Y —ZEERTEE

4-3 (3. HBGREIL—5 — D ARP BBAO TOAERLTNET,

4-3. pEEREIN—4— ARP 7A€ X

ESXi R k A ESXi RX k B
VM1
A (MAC1) | yxLAN 5000
<>
(o ? T O
al=" DR DLR
A 0 o T\ # T
VXLAN 5001 R, VM2
¥ (MAC2)
~

MACT FLAEREY 21cdIC. DEEwEIL—5 —ITROIDICBFELET,

1

VMware, Inc.

RAEAODBHREIL—5— 1225 VAN, SRCMAC =VvMAC & &£ DST MAC = Broadcast @ ARP &k
Ty FEERLET, RAFADVXLAN €22 —)LIE. 2AABEO VXLAN 5001 TIARTO VIEP &t
L. Z0O70-FFv A+ JL—-LAQOE—EZTNETNITEELET,

VXLAN BT Z)LE OB ATT L—LWRX Fh5xEENS & SRCMAC 2V VMAC 15 pMAC A [CEE
ENBdfch. VY=Y BT 0 v TIIRA R ADRERIBEGREIL —FY — A VATV AZERDITZENTE
£9, 0BT L—AlE. SRCMAC=pMACA &£ DST MAC = Broadcast IC7 D &9,

JL—AIIRZA B TRETN. hTIUEAERENET A Co&=oarc. VXLAN 5001 oa—75)L
DGRBS — A VATV ADLUF E—HT2IP T ELAMEEILTHD ERBINFET, TNICLD, T
L —AIC abrequest @7 S U hRERES N, TOF > ARP #eEnRiT=NEd, DST MAC A Broadcast H'5
VMAC ICEFE SN, JL—AIZO-AID8HREBIL—5 — A VAT U AILEETEDLDICRDET,

RA B OO-BILAEEGREIL—5 — 1 25 ZA1d. SRCMAC =pMACA, DST MAC =vMAC @ ARP &
RIL—LEZEL, CNEBRIZ2EB8H0OLFIP 7RLAEERELET, 01 VA5 AIE. SRCMAC =
%77 L. SRCMAC=VMAC, DST MAC = Broadcast ®# L1\ ARP Zk/(s v FEERLET, CDITL—LA
[Z. dvUplink ENL oISy T v nmi&S(C TDVS Locall &7 T [fIFsNnET, DEUREBAA v F
DVS) 3. 7L—L&EVM2 CEIELET,
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5 VM2IE. SRCMAC=MAC2, DSTMAC=VMAC D ARP U 7S 1 &% ELEYT, DBUREBAT v FIL. Ch
EO—NI BB - — 1 VXY U AICRELERT,

6 RAFBODEGEIL—Y— 1 VA5 AL, DSTMAC #FIiE 4 THRFSNIZ pMACA EBEH]A . DEUR
A FIT)Ty FERELT, RARAICBRELEY,

7 ARP UZTZA AR AICEIE UL, DSTMAC (2 vMAC IcZFE a1, SRCMAC = MAC2 & DST MAC
=VMAC D ARP UTS4 JL—Ald RAFADHBHREIL—Y— 1 VAT VRAICEIBELET,

ARP AT OE AT Uy RA A DDBGREIL -5 —Id. VM2AD RS T4 v 7 DXEERIBTEET,

Edge Services Gateway IC& > TIRIEEN DI —T 1 > T DIEEE

NSXIL—=F« v Tmth> k97225 Ald. Edge Services Gateway IC &> TiRftehE T

ESG IZEAMICTIREYY VRDIL =5 =TS, 7ITZATVADLSIICADDUYAZADTF =L T 705 EFFAT
=, NSXManager IC&>To414 70 a1 V)L ethnEEsnEd, ESGIIEC, BRIL-F - L TERTN, #H
DHHEHRE) -5 —BHLIUYBENLRECRERY FD—-UBICT 01 3INET,

ESG 213, RO TONRT A A HDET,

B ZESGICEIERTIOBDOWNIC A5 =T x4 XFIF200@D 520 BTA 05 —J x4 AERENT
STENTEFXT,

B XESG A SRR EHREDIZDIC, 8 D1 ECMP 2 /R—FU&ET,

ECMP X4 v b 70—
WIEET 2 91 1 ECMP 7 TU V) SR L THBMEIL— 5 — 1 V25 Y AERIT 310012 2 D0 ESG 1
FIOAENTNHELELE S,

4-4 13, ECMP (X FXILFINR) =T 1 VIHESG EMEBA VIS ARSI FvBTEMTHIHBED.
ESG &nEamBIL—%5— )\ F JO-&ERULTLET,

ZOESIC VMT 38E—D ESGOF TOAM RELER LT, 2EOMNARAD AN —TY b TV I EATEEXT,
VM1 (3. VNI5000 [C&> THEBXA v FICERSNET,
DEGRIEIL— 5 —I(CIZ VNI 5000 DREES KU VNIS00T 7y TU o ®m 2 D0 LIF A% D&,

DEGRE)L — 5 —CTIFECMP AYB2hICE > TH D, BMIL—F« > JO 2L (BGP #7213 OSPF) &4 L T ESG
DOR7 (ESGABLVESGB) N5 VLIAN20DIP 7 RLZA B TRy AR )L — FEZEFELET,

2 D@ ESG (E. VLAN 10 [CBE:&EN T 5N T3 VLAN T/Vy + > 7 &h 3 dvPortgroup [CHEfisnEd, VLAN
10 TI3. VLAN 20 [C#E#t9 238 — 7 — B nE I,

ESG 3. 38l —% —D8HIIL—F « 7 TOFLENLT. VLAN 20 OAERIL— FEZELET,

R2>T, WEI)L—4 —FT@mAD ESG @ VXLAN 5000 [CEFERIFTENTWS P Txy FEREB L. 0T TxRY
FICHBRETY IADES T4 7ICDNVTECMP O—R NSV 2REEITLET,
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4-4. ECMP pMERZNBJBED LAILNILD ESG ENHEHREIN— — /Ty k 70—

ESXi RRX ~ A ESXi RX ~ B

. Y2 1| VXLAN 5000

< >

(7
\i
>

O

(9]

O Ol
vVl 1
||
.:’ S ,»:‘ o %IE°
DLR DLR KA
J(/A A
ECMP A
5 0 o
T < > T VLAN 20
4 VXLAN 5001 A4 <>
ESG A ESGB
=8 R O wEm
—
N g VLAN 10 I F #
P e—— F o |eow

DEEEI Y -3 BRT8DOEIA I —FERELT - FETHRS T4 v ENS YU TT N
AEETINO ESGA £ ESGBId. 2 D& QA F )L— FERELUET,

ESGIE. WBEBxRy FD—=2IHUTCECMP )L =74 VU ERITTEET (EHOWE)L -7 DM FEL TV D ERE),
MzEf@RICTBzH, CCTIE1E8OMEBIL -9 —-EFRRUTNET,

INTOREE®HEIL -5 — LIFIE ESGAFET 2B URA LT [O—AIL] £BoTWEt, HEEREIL—5 —
[Cx LT ESG TECMP 238 E I 2 MEIZH D E B o DEERIEIL—5 —TEBOT Y TV AV =T 11 X%
HRELTE, SHICAUY FERDZEIITERE A

WEDBIMIE £ T REND 2HAL. EHO ESG #8143 ESXi AR FICEEL. 8 DM ESG £EH LT 80
Gbps E THET=ET,

ECMP /)ty = J0— (ARP@ARZEEZZRL) ¢

1

VM1 13, 93809 — )N/ FEXELET, /WUy FE ESXIRAFACHEVMI O IP 7 RELR 77—+
DIad (DEGEIL—Y—OLF) [CXEEnET,

PEEHRIB)L -5 —Id. WEY—)NOIP7RLACDONTIL— FERRL, BEEEHFSNTCLWENWC EZERUE
I ESGA & ESGBASZELIZ2 DD ECMP )L — FE—FSEET,

DEHEBIL—Y -3 ECMP Ny a&stB L. xV AR Ry T (ESGA FZIFESGBOLWINA) &EREL.
)\ & VXLAN 5001 LIF "5 3#*ELET,

DEURE A1 v F(d, BIREN ESG T/ Y FERXELET,

ESGIE. IL—T 1 V7 &®RRL, ESGOA Uy —T 24 20T ICEREEFT 2 VLAN 10 [CH 2 W)L —
H—DIPT7ELANSYEBY —)\DF TRy FICT IV CATES 2 EaEALET,

Iy Bl BIREBA A v FEN LU TEESNET, VLANID 10 0IELW 801.Q # 7 &BEENIFT-&IC. ¥
Bxry FD=712)87y FhESNET,
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7 N7y RIE PENBAAY T AVISARS I FrvEBBLT, MBI —Y—ICHBELET, MBI —5Y—IZ
Wy o7y TERITU PEBY —)\NVLAN 20 214 05 - T 14 AICBEEGR LU TV N EBRLET,

8 WEIL—5—Id )Ty FEYMEBY - NITKELET,

=3 DI VAN AV SR El

T 9ET—)N )Ty FEaVMT [CRELET, COEE MBIL—F—DMRI ARy TITRDET,

2 =5 =" VMI OU TRy FDILy 77y TERITL. RTVAE Ry TNH BT TRy EAD 2 DDH
AR XX THB. ESGAEESGBDVLANT0 71>y =T 1M 22T NENERLET,

3 ¥EIL-F -3 WINHAD/(ZAEBRLT, —HI 2 ESGICWLT/\Ty FEXELET,

4 PExy FD-7I13 ESGAEET S ESKIRA RIT/\Ty FEZEEL, DBIREBAA Y FICRELET, 9F
RIEZA Y FIZ)Ty FOH T EREBR LT, VLAN 10 2B 1+ 51T L % dvPortgroup T ESG TR
ELET,

5 BSGIEINWN=TFTaVT v o7y TERITLU, pE@REBIL—Y—DT7vTU I AV =T AADIP7 L
AEBO>TNDRT AR Ry THH 25 VXLAN 5001 [CBENTFENTWS 1 VY =T 214 XA&EN LT, VMT @
IRy FICT IV RATES ZEEERBLET,

6 ESGIZ. ESG LBURA FICHBREEMBIL—F — A VAT VRIT)WT Y FEXELET,

7 pEEGREIN Y- =TT Iy o7y TEFRITL. VM 22D VXLAN 5000 LIF ENLTY 7 £2AT
TOLEBRLET,

8 mErEmIE)L—~ —I3. VXLAN 5000 LIF A5 2 8UREB A1 v FICT/INT v FEXREF L. D8ERE)L — 5 — D &E/
(Z)I\Ty FERELET,

NSX DIV =T« > T DriRRM L EREIE

DEEREIL -5 — & ESGId. TV Ry -V RO#EEAE LT dvPortgroup (VXLAN X—2 & LU VLAN R— 2
OlEA) ODL2IT4T—FT4 07 U—ERERHT2HIC. PBUIREBRAMYFEFRALET,

TNiE. DE@SmEIL—Y —FIZESG ICEGESNZ L2 T4 D —FT 4 VT U—EINBESN. BEAJRETCHINE
NHpzdEEERLET, NSXO1 VA =)L JOBATIE. TNS5OT—ERIL R FO%EE] HLU [HERY
B — 0 OEER] HER L TRREINET,

JINTF IS AIPEURBAA Y FHRETCHIVAR— V- VEERT 254, BIRUEDBUREB AT Y FROITA
TOISAINESVAR— = VICBENTNBCEEZERLET, CNICED, DEUREBIAM Y TFD
dvPortgroup AMERRIEER TN TDY S AY THEMIE) -5 —&FRATE2L3ICRDET,
ITRTDEFTVAR— V=W REURE A v FOEBRIC—HLTWNIE, D8GREIL -5 — 1 VA5V ANE
UL<FER=NET,
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4-5. bSYRAR— b V=2 EGBIRBRA v FORRDP—HT 555

web1 app1 web2 LB

l o l o ~ 5001

O

|
vl 5y il 5 il 5, 1,

) ! ) )

° T 5003

db1

VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 || 192.168.250.52 || 192.168.250.53 || 192.168.250.54 192.168150.52 192.168.150.51

esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<«<——[/VF5R4A :CompA]l—/>» «<—— [V 5R% :CompB]—>» €«—[4Y S5 RX4% : Mgmt/Edge | —>

< [DVS : Compute_DVS ] » <«— [DVS : Mgmt_Edge DVS] —>»

< [ k5> ARKR— bk J—2 : Global-Transport-Zone ] >

FSVAR—F =V DBIREBA A Y FOERE-—BL TR E, #WEBAvF (5001, 5002, 5003) &%
NS DMBAA Y FARBSNDDEEGRIEIL —Y — 1 VYV AOEBEDFEEN@ERENT, 7525 Comp AR
DREY Y A DEE®HEIL—Y —DOLF IC7 V2 ATER<RDET,

FEoETIE Compute_DVS &1V DVS &R IC Comp A & CompB D2 D07 529 e EnxEd, Global-
Transport-Zone [CI3. Comp A & Comp B AL EENET,

Lichto T @B v F (5001, 5002, 5003) & CNSOMEBAAYFHAFETEINTDT T AT DIANT
DR FTHERSNICDBE@REIL -5 — 1 VATV AOHEENEL < —HULET,

ROBITIE, FSVAR=F V=VDREICT AT Comp ANEFENTNEE A,
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4-6. S YAR—b V-2 ERHIRBRA v FORFN—HLIEWNES

web1 app1 web2 LB

l o l o ~ 5001

O

i
Bl Bl

) ! ) )

° T 5003

db1

VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 || 192.168.250.52 || 192.168.250.53 || 192.168.250.54 || 192.168150.52 192.168.150.51

esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<“—— [V F5RZ :CompAl—> «<—— [V F5RHZ :CompB] —>» €«—[ ¥V 5 X4 : Mgmt/Edge | —>

< [DVS : Compute_DVS ] » <«<— [DVS : Mgmt_Edge DVS] —>»

<= [ b5 > RR— bt J—2 : Global-Transport-Zone ] >

ZORITIE. 7227 Comp A TEITSNZREIY VICTIE, IRNTOREBIA Y FADTER TV ZAERND B

DEY, TNIL. HRER1 v FHRA O dvPortgoup ICL D RS, dvProtgroup A9 8RB A 1 v F L& THE

FLINTNDHTY, T 7ILOEETE. Compute_DVS m&sfECiZ Comp A & CompBomANEENET,

ULAL. BB -5 — A VAT VAT RV AR—F Y=V D&EBICHEIC—HT DL D ICEHRINTNET,

Nl PE@EIL—Y — 1 AT AN Comp A DIRA FTIFERESNR N EERBERUETS,

ZDizh, RETT v webl [F, RUHREBRAT v FEDRETS > web2 SREBY VIBICT I ZATEEIA

REXY > appl & REX Y dbl [FBETEEH A,

ESG EERQD, D¥MEIN Y -3V FO0—-2 VI AV EFRT I EICE>THAEELET, nEERIEIL -5 —&%

EEERECIIERET 2R0IC. AV FO—F VI AYDMBEELTCNT, FRAETHD CEaERLET,

DEEREE) L — %~ — % VLAN dvPortgroup [CE#:9 2154814, D8RIl —% — VLAN X—2 0 ARP 70+ A

BT DL S, DEHEIL—Y —NMREINTLS ESXi RZ A UDP/6999 THEICTV ZATEZLIICLET,

ZEEBIA

B DEHREIL Y- A VAT VAT BBE T VAR- Y= VICHFEET IHMEBAAN Y FICIIEHRTCEZE A,
NI, IRNTOREBRA Y FEDHREIL —T— A VATV AEHEEIC—HIB2HTT,

" OHEHRE)L -5 — MERODEIRER A v FICHI 2HRBRA Y FICEHENTL 25848, VLAN Ay £
TBR— LTI —TICZOPEHRE) — 5 —EBHET B EIITEE T A, LROEBD, TNIIHHHDIL —
H—AVRAY I AERA FRETHIEBZ A v F & dvPortgroup ICIEREIC—HIH 22T,
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B ODEGRIE)L Y —BIEMREY YV DRBEZERT . 7Y IARU—LESGHRUY SRV ICHFET 256
[d. DRSDEFZ T4 ZF5 1 JL—ILICEKD 1 DUED7 Y TA U —LAESG EEURRA RICEREE LAWK DIC
LEI. CNICE>T RAFODBHREBIL -5 — T4 D—T 1 VI CBENMKELICIGEDHEERBCSE
a_o

" OSPFEBRICTE2 7y U3 DEFTY (fEL. BEROBERRIIYR— Fanxd), #ic. BGP
AMNEICHUTEBDT Y TU VI AU —T 1A ATENCTZEATEET,

SEGERE )L — 4 — (DLR) & Edge Services Gateway (ESG) 21— —
A25—T14 R

DEEIEIL -5 —EESGDA-T— 1 V5 T 1A ATIE. Y AT LOBERRDA VT =5 RSN TNET,

NSXDIV—F 4 VR —A25—T1x4R
vSphere Web Client 21—t — 424 =27 14 21, NSX DL —F« VJICBEELTCEIC2 DO r Y 3 vERM
L&D,

NEOEYYaVCE RBLUVHE I L - 1V IS ARSI FvDIREREZED. IL—Ta T YTV AT A
DERENEENET,

NSX D8I —FT >0 Tld, OV FO—5 VSRS ICEDEBBESNIEENANEESNET, KOOI U -2
a3y bkl BERREO I FO—-Z VS AV ERLTLVET,

NSX Controller nodes

& / x [F] @Actions

Name Controller Node NSX Manager Mansaged By DNS Name Status Peers Software Version
102168.11031 B8 102163.11015 BB 192168.110.15 + Connected [ B 5.2.46893
controller-1
192.168.11032 P8 10216811015 B8 19216811015  Connected  [E E 6.2.46803
controfier-2
192.168.110.33 P8 102168.110.15 BB 192168.110.15 v Connected =] £.2.46893
controller-3

x

" 3A/QIOYFO-SATIOISNTVET,

B IARTOAY FO-Z0 [RF Y ) 1 [EFEH] T,

" IARTOAVFO-5SOVI RO 7 N=Y 3 VIEA—-TT,
" 2OV RO0-5 /- RE2DOETERLEET,

DB =T« VTDRAE D=L EYVa2—)LIE. RAFDOVXLANBERED—BELTA VA F—ILBIUVEREN
9, DX 2BUL—T 1 TDEHITIE. ESXiRA RA%EFE N, ESXi AR =T VXLAN ASS&E SN T 2%
ENHIERT,

Chusters & Hosts Instalistion Status Firewall VXLAN
= ﬂ]Compuh& Cluster & » 6233771501 « Enabled  + Configured
> Iﬂ]l.lanagemeni&Ecga Cluster | 6233771501 " Enabled + Configured
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E

[ V2 F—ILOREE] [FFETRRSINTNET,
[VXLAN] I3 [BRE ] T,

VXLAN QX VR =Y EARESN TS CEZBRLET,

VAXUAN Transport| SegmentID | Transport Zones |

Clusters & Hosts Configuration Status Saiten VLAN MTU | VMKNicIF Addressing Teaming Folicy VTER
¥ GComputs ClusterA v Unconfigure vds-site-a 0 1600 IP Pool Fail Over 1
B esx-0za.comp.local v Ready ©vmk3: 192.168.130.51
@ esx-01a.com.iocal v Ready @vmk3: 192168130 52
¥ BhiManagement & Edge v Unconfigure vds-mgt-edge 0 1600 IP Pool Fail Over 1
ﬂ esxmgt-02a.corpl « Ready ©vmk3: 19216812052
(@ esxmgt-01acorpl + Ready @vmka: 192 168.120 51
x
|

VTEP @&z VLAN A& LT VLANID AIEEL K BIFNIZER D FB A, FEEORAY U —2 23y +TIE (0] &
BOoTWET, REORIETIE. COLSCITFRRINEE A,

MTU O&E 1L 1600 ML EIC7Z D ET, RIEX> VD MTU £ 9000 ICRESNE CEZBELT. COMIU =
9000 [cLanT <=\, DVS &K MTU #159000 TH D, A< > TH 9000 [CERESNTLNS &L
VXLAN AN 5 —BOBENH D FE A,

VMKNic @7 F L ZAIZEBETRINITRDEZ A, COF FLAA 169254 XX ICERESN TR Z & &R
LTLIZE N, TOLIICHESNTINDE, /—FIEZDHCP 507 FL ADEERICKBLET,

E—DVSDIRTDISAY AVIN\=T, —BI2F -7 RUY—&FRAIIVENHIEXT,

VTEP o#kid. dvUplink 0$tERILTH2MENBH D FET, B/ FHINZ IP 7 RLANKRRTEINTINSC
EEBRBLET,

—8DnY 525 TDR M ENZNENDRRAAMRELZNLDIC. FIVAR-FY—=UNDVS OERIC—HL
TWaRENDDET,

Name M5 vSwitch Status
Tj Compute Cluster A &= vds-site-a & Normal
ﬁ Management & Edge ... gm vds-mgt-edge @ MNormal

NSX Edge 1—#'— A >4 —T 14 R

NSX DIV =T« 7 H TV AF ADZELEEIL, 1—F— 105 —Tx14 2D [NSXEdge] 27> 3> TRIEL
ESER

A-—Y— AT =TI A ADZDMRERRT &, ROLDICRRENET,

4 Home o NSXManager. | 192.168.110.15 (Role: Primary) |~

Networking & Security &+ £ 0lnstalling | €p 0 Failed

R Dashboard edge-2 {: Lacal-Distributed-Router Lagical Router 623 Deployed Default 4 Compact

@ Installation edge-3 1‘:_ Perimeter-Gateway-01 NSX Edge 623 Deployed Default 2 Compact
| % Logical Switches edge-4 }‘: OneArm-LoadBalancer-01 NSX Edge 623 Deployed Default 1 Compact
edge-5 5‘_: Penmeter-Gateway-02 NSX Edge 623 Deployed  Default 2 Compact
| A Firewall edge-6 i: OneArm-LoadBalancer-02 NSX Edge 623 Deployed Default 1 Compact
‘ I3 SpootGuard edge-9178._ |15 Universal-Distriouted-Router  Universal Distibuted Router 623 Deployed  Default 4 Compact
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WET TOAMSNTNZIARTODLR & ESG A"RRSN, TNENITROBERANA RS NET,

. [ID]ICIFESG £7/zIX DLREdge 7 754 7 20 ID iiFeimanEd, IDIL. 20 ESG £7/zI3 DLRICEET 3
APIUHE UICERATEET,

# [FFUR+ID] TDR AR5V 2AEZICRDET, COEFIE. NSXCL TRRESLIVFERAENET,

B [ X 1E DLRIZDWTIEEIC [Compact] [C72D F£T, Fleo TNIZESG OARL =4 ICL > TREIRE NI

EDTY,

T IIVNCRTRSNBZBROMIC, RY VRI [TV aV]EFRLTTY I RARMRERIAYTHFIA R AZ 1 -1

DET,

#£4-1. NSXEdge a>F+R b AZa—

A4y

g |
=/

¥,

& ©

T7oray

BatiEH] oREEERT 2 &, ESG £IE DIR GIfREY Y VICH LT, FHEDHEE, Bied. SLUREOE Y
VABERITTCEET,

[BF JOq] &#@md2 &, ESGx7zI3 DIR #miEL. BUREEMMLUTH L ESG =212 DLR 2fERCTE£T,
BEED ID I3RS NET,

(B —IVREOZE] L, ESG ICHEAAENCT 7 A 7D 75 =)L L= )VISEBENET, 7717075 —)L )L—)LI&
ESG T —EanBERCENES[CERSNET (fcexld TCP/179 ainE L9 25 BGP 3&),

[F7ZAIBR=FO70y 00— k] 2R3 2 &, ESG £zIZ DLRGIEMREY Y U507 I\ FILEERT
EEED

DR ®#%B&. MR FOOVIET I Z AL YR—F NY FILICEENT. BRICINET 2HBENH IET,

[Appliance ¥ 1 ZDZ®E] 13, ESG OHMRIETREZVET, COBREIL HILLWTISA TV REFRLT [BF
JO4) #%170ET (WICMAC 7 FLZFEEZNEY),

[CLI&RBEROEE] 2B T 5L, AL -4 CLI EREREAHER CEET,

ESG &7l DLR RIS > Y TO YA it 5 BaRMUEIc CU ATy 2 79 bEnicga, CORFEERLTS
Ovo 79 BB EnEtA, 5HWEDA, £ ESG/OLR 2B I01 LT, ELLEEBRCROTOT A
EET % DES R

[O7 LRNIVOZEFE] #EAT 2 &, ESG/DLR 0 Syslog [SXEN 23 MO LNIVEZRETEET,

FET I\ O] 2@ 2L, A7 AV TEERICL. A7 IV T I 1L ORERE L TGEMDRET «+ 27
=EHGE LT, ESG £7zIZ DR #7701 TE %79,

[F701] &EAT 2 &, ESGAMER SN, T 7O/ SN TLWARNESICEATSEET,
ZOATvavIE, BT IOAFIE OVF OFTOA, A9 —T 14 ADRE. FRENET TS54 7V ANDR
EDTva) ERITLET,

DLR/ESG @/{—> 3 A" NSX Manager £ DB LBEIE, [Ty TT7L—F =y av]F Ty aveFfATsEd,

(D17 &ERT2 &, ESG/DLR %= [BRII TRETEET,

# L () NSX Edge (D #GEREIL—% —)

ARL =D DEEREBIL — 5 —EFRERT D EEICE. ROV T — FEFEALTLELRBERENELET,
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New NSX Edge 2]
4 1 Name and description Name and description
' 2 Settings )

Install Type: () Edge Sernvices Gateway

" 3 Configure deployment
~" 4 Configure interfaces
5 Default gateway settings +) Logical (Distributed) Router

6 Ready to complete

) Universal Logical (Distributed) Router

Name; # DLR-01
Hostname: dir-01

Description:

Tenant: Tenant01

[ Deploy Edge Appliance

[[] Enable High Availability

[ZEIH I UVHPE] BE T, XOBRENELET,

(=70 12, NSXEdge 0a—H— 129 —J 1 AICKRRSNFET,

RZ F&] 13, BESG 2 ld3ndcaiE)l — 5 —#lERE~> > D DNS 258 ET 21 cEREN. SSH/OY
V=)L zvay, Syslog Avt— LV ESG/HEEREIL —~ —RET > O vCenter Server @ [T
U] X=2 @ [DNS ] [CRTENFET,

A—HF— A5 =T A0 [F#HA] 3. NSXEdge DU R +ERRLET,

[T ]I, NSXCLI ICE > TERESNINBMRIBIL—F — 1 VRS VARBEERT 2 HITEREINET,
e, ALDISHREB TSy F I 4 —AICE > THERASNBBENH D ET,

[*E] B :

New N5X Edge ?)

+ 1 Name and description Settings

- CEI

' 3 Configure deployment

CLI credentials will be set on the NSX Edge appliance(s). These credentials can be used
to legin to the read only command line interface ofthe appliance

~' 4 Configure interfaces

User Name: # | admin

5 Default gateway settings

Password
Ready to complete
Confirm password: =

[] Enable SSH access

Edge Control Level Logging | EMERGENCY -

[1—9-'] £ (XD =F] & 28E@EIL—Y —GIMREBY > VT 7 2XF 5o CLI/RBY > > DFR:

BHREFRELET, NSXIE ESG Frc@ndcei2/l—~ —HliRE~<> > TAAA ZUR—FLEBA, ZDF
N RITIE, ESG/ 8RR — 5 —HIiREN S UADFTLR TV ZERNH D E A CLIARET> > O
V= BIZESG/ D EEEIL— Y —DREFEETEEE A,
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B [SSH7VZ20BEME] ICE>T. BRI -5 —$REY> Y TSSH T —E V&R TEDLDICRED
ESER
B SSHRY RD=0 7ORRAEFHATZICE, FHEREBRVOT 74705 =)L )L—ILEHET sHEN
HDET,

B ARL=FE SEREY YV OEBA VY —T 1A ADT TRy FEORA RAS, FIITORIIL T
FLAARESNTNZHEIE. COLIaHIRAZ <. OSPF/BGP @ [TORIJL 7 RLAL EDRAF
NS DEEREIL — 5 —FIEMRE N Y VICER CE X T,

S DEGRIE Y —RIERENY Y Y ERB@IEBIL - — O [AE] 19 =T 11 ADVWITNATHES
NTVWBH TRy FICRESNZIP 7 RELABTRY FO—UEHET 2 &dTEEFA, TNIE 28GR
B)L—5 —HIMREY > >V OINS DY TRy FOHEAFROA VY —TJ 14 R 75 TL—VICERE
LBRWSEBr vy =T 1A R [DEGREBIL—Y —] ZIEET 2D T,

B [FAREOBMEICE ST, 7UT 4 T/ A INA DA AMRT & UTHIEMREY S AT 04 shEd,

= [Edge o#IfEIL~JL O] 14, Edge 7 754 7 A®M Syslog LNJLERELET,

[ 704 0] B :

 New NSXEdge

+ 1 Name and description Configure deployment

~ 2 Settings @@

Datacenter: " | Datacenter Site A | b |
¥4 3 Configure deployment

" 4 Configure interfaces NSX Edge Appliances

5 Default gateway settings
Resource Pool Host Datastore Folder
6 Ready to complete

Management&E... ds-site-a-nfs01

Specifying a resource pool and datastore is mandatory for configuring the NSX Edge
appliance. Appliance configuration is mandatory if you want to deploy NSX Edge Appliance

n [F-vEUy -] TR SEMREY Y v ET O3 % vCenter Server T =Y Uy —EBIRUET,
m  [NSXEdge 7751 7V A) 3. HEGhREIL -5 —FIREYS VERL. 1 DOHEEECTEET UWTESH),

. [EAAM] AEMLEE. XY V)\1 Edgeld. ALY SR, RA L, 79 ALTICTIOMEINET,
DRS ® MREX > VEDE] IL—ILHN 7T 1 TEIURAY VINA eI — 5 —#lERE< > T
MENET,

[ —T 14 ZADHEE] HH :
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New N5X Edge (?)

+ 1 Name and description Configure interfaces

~' 2 Settings
HA Interface Configuration
' 3 Configure deployment

Connecled To: # |vds-mgt Management Network
¥4 4 Configure interfaces

Configure interfaces of this NSX Edge

Change Remove

5 Default gateway settings

6 Ready to complete L
Hame IP Address St P Connected To
Langth
LS A-Uplink 192.168.10.5* 29 vis-mgt_Uplink Network

= L AR i P S

B3I =T VAR EESE) Y —@mEBA Y — T 1A AE LTI ENE B, CNIF SR
B~x> v EnERs WNICTY,

B NSXIEVMC D5 n#cnBIL—9 —DREEERI 2/cH. DA VY—TJ A AIIP T RLRAESKELE
LEE A,

B [FZRICHRB]EE COMREIL—Y -0 [BAUATOEME] NIy I ENTNSBA, 01V Y—TJT
A AN IEARAMED/\— FE— FITERENET,

= [CONSXEdge D125 =T 1A AERELET] . PEEHREIL—Y —HE1 YTz A (LIF) &#ELET,

" SEGERE)L—~ —I3. [EFE] O dvPortgroup EOREY Y VERII—HTEZH TRV FOIP 7T RELAA
BEMTONTNIREBIASNVFICI3F— D1 U—EXERELET,

[ TyTUDO] A4 TOLF R SEREYS T YNIC EUTERE NS 1. &R T8 DM R— L&
n&d, FATRLEED 2 DO VNICIE, SAAMA VY —TJ 11 REFHENTNZ WNICICEIDHT
5NFET,

[Ty TUVI] ZATOLUR L DEEHEIL-Y —TERIIL T« VIDBMES B R HICHETT,
" [RES] 70 J0LFIE SERE Y D TEBLVNIC & LT SN, AT 991 BFERCEET,

[Tk 7= R0 A HRE] BEE :

New NSX Edge L2}
+ 1 Name and description Default gateway settings
»' 2 Settings
[ Configure Default Gateway

" 3 Configure deployment
+ 4 Configure interfaces WNIC: #| LS A-Uplink | =

5 Default gateway settings Gateway IP: *

6 Ready to complete MTU: 1500

Admin Distance: |1

[T RO ADRE] MBRESN TN DHE. DB@WEIL—Y—TT IAINFDRY Ty T JL—F
PMERENET, RIOBECT [Py TUV o] 914 TOLUFMERT 2L, COA T aVERRBTEET,

B ECMP A7 Y JU VD TERSNTINDIFE, RT AR RY TTBENKELIZESIC, T TL—VOEE
NHRMLAENESICTOF T a v EENT 2 EEPEID LET,

T ALRBICH 2 _BOAKMEFAYT S L. ETFOU AU —RERIL T, #TBRTSEXT,
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Edge Service Gateway (ESG) &R EGHEE/L—F —DIEES

ESGOF7OAICERT 2D« U— FEEIE. 28GRI -7 —EHBRLULTHW DA DIEERNH D ET,

1203 [T7010]EETT,

Hew NSX Edge
+ 1 Name and description Configure deployment
v 2 Settings =
Datacenter: «| Datacenter Site A | = |
3 Configure deployment
Appliance Size: (=) Compact
4 Configure interfaces () Large
ult g settings _) X-Large
wall ) Quad Large
7 Ready lo complete NSX Edge Appliances
L ]
Resource Pool Host Datastors Folder

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.

ESGo [700 D] BETIL, Edge 01 X&ERIRTEZXT, ESGHIL—T« VT OHITFERSINTL BIBE,

[Large] =M T A XERD, [FEAEDYTUATRBERDVET, SbICREATA XEBRLTE. CPU

UY=ZMNESGDIL—T« 27 TOLXICREENT, ZL—T v FABMT 20T TEH D EB A,

ESGETTOABTICEMT 2 LERIBETI A TOIHBATE, Edge 7 ISA T U AERET 2LENHVET,

[T700&n@0] BEdge 13, APIFUHULFERFA-Y - A2y =Tz ZANST JOMBREERITLT. BTT

JOAMTEEY,

Edge SaTAMMBIREN T\ 2HBE, 2R<EB 120 [AM] 1059 T 1A AEERTIVENHIFET, C

NETOHRNE, BIRENKBLTEBNENT. [ATUY FTLA V] OREICRDET,

ARL=FIEINXDA-TF = A5 =T XEAPIEEB LT, &%ED [WE] 1259 —T 11 AEHIBRTEX

Yo CDHIC, BRIAMNKKL TEBMSNEE A,

— RN ESG B LU H@mEN -4 — 21— — A5 —T 124 XD

i

BAICT 7O1 Uictk, —RMICITHONBRENN S DOAH D ET,
—RANTRDEFEEEITNET,

® Syslog #&E

B X TavT I FOBEE

" =TT TORLE - FERESORE

Syslog & %&

JE—F Syslog 0 —/VcO7 TV FUERET 2 LI ESG v ogcniE)L — 5 —HIfRET Y VERELET,
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TEDLRO1  Actions v

Summary | Manage |

Settings | Firewall | Routing ‘ Bridging | DHCP Relay

“

Configuration Details:

Interfaces
Size:

Auto generate rules:
Syslog servers:
Server 1:

Server 2:

{2} Action
Compact
Enabled

Change
192.168.110.79

" ESG/AEERIEIL — 5 — MR T V12 DNS U VL AR ES N TV AL =6, Syslog o— /U IP 7 1L 2

EUTRHRET DUBDHDET,

B ESG mig&Eld. [DNS O—ExnBE#E] (DNS JO+3) w#RTE, ESG BN DNS 2&MAd 51
HICDNS &fERTEET A —MMIC, IP 7 RLZ2&EULTSyslog U —I\EIRET 2 5EN. KEREFRD
DR EEENLDENTEERDET,

B O A UH =T A RATSyslogR— F&EIEET S ZEEITEFEAN (BIC514). O =)L (UDP/TCP)

[IFEETSET,

B Syslog Avtz—YId, BEdge T # D —F 4 7 F—TJILICL > T Syslog B — /D IP O HAEE U TGER
SNz Edge DA VT =TT A ADIP 7 RLANSXRESINET,

B OEERIEIL—Y —DBAld Syslog O —/NICIE. AEEEIL—Y — [RE] O >V9—T A RT

BESN

e Txy FICHD IP 7 RLAIIBETEEZ A, CNIE. PEGIE) -5 —HfREY VD INEs0T
Txy FOEDBREDA VT =T x4 AL T—4% TL— T LAL pseudo-interface [ BiaRiE) L —

-] EEEITSIHTTY,

TIAITIE ESG/R8EEBIL Y — IL—T« V7 TV VOOTIIEMICE O TVEY, BEPFEICIE. 21—

=AY =T A RATENIINL—FT 1 T ClHRE &7 Uy LTBEMICTLET,
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Summary | Manage |
| Seftings | Firewall M Bridging | DHCP Reiay]

“ Routing Configuration :
Global Configuration

Static Routes
OSPF Default Gateway : | Edit || Delete |
Gk Interface :
Route Redistribution Galewig IP:
MTU :
Description :

Dynamic Routing Configuration :

Router ID :
OSPF: @ Disabled
BGP : @ Disabled

Logging : @ Disabled

Log Level :
W=—5—IDERETIMENGDVFET, COIDITBEE, 7y TV AV —=T1A4AZADIP 7 RLRAICEIET,

ARYTav o Ib—Fhk

25T 497 )= FICIE. 8B —5 — LIF £ZESG 1>y -T2/ 20V ITNACEENITENT S Y
TxY FEDIP7RELRAICERESNERI A Ry THABETEY, €2 TRVFBE. REICKKBLET,
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(A7 —=T14R] MBIRESNTVRWEA, RVAF Ry ITHEEEZEHLTVLWSI Y TRy RO 1 DIC—H=tED
Z&ET, BFHICERESNE T,

Network: = 10.10.10.0/24 |

Network should be entered in CIDR format
eq. 192 169.1.0/24

Next Hop:  =|192.168.10.1|

Interface: [ | v ] (3]

MTU: 11500 |

Description:

| ok || cancel |

5

V— hBED

Ul— FBRYT— I ICIY FUEBMLTE, BIRLE [S—0— 70O )] TEEAAEEMICEICA D X
Hh, NIE. UL— FBRESZAT—9 2] O RE] HSERNICERITITZMNENGDET,

DEGRERIL —Y —13. T T 4L FT OSPF ADESL — FOBEDICE > THEBRENET A ESGIIBRENEE A,
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Ul—FBEREYT—JIL] 13, EASTFICIBEICUEBIN, BC—HUIcE=ITNBIIEELET, BREONSLL
DHDT T4y 2AEBRNT ZICIZ. T—TINOLEHICHEOT FUESS(CEBMLET,

=T DLR-01 | Actions ~
summary Manage‘

[Setﬁngs Firewall | Routing Bridging\DHCPRelay
“ Route Redistribution Status : ‘ Edit

Global Configuration OSPE- + BGP-

Static Routes
OSPF IP Prefixes :

BGP & Q -

Route Redistribution Name IP/Network

0 items
Route Redistribution table :
& (Q : -
Learner From Prefix Adtion
OSPF Connected | Any Permit
1items

NSXDIN—=FT 4> TDRSTINoa—Ta4>0

NSX (3 =T« VIHhBELTNBCEERRBI 22O DNDONDY—)LERI-LTNET,

NSX D=7« > CL
CLIORY FOEREEALT, AXL—5IINSX DIL—F 1 V7 TV AT LADE X EE LMD ORITREEH
BTEZT,

NSXDIL=F 1 27 BTV AT LAEREETH 2. 28O CLZEFER LT NSXDZHEIVR—R2 T
DELATEFT, NSX/N=2 3> 6.2 LI, NSX IIEFRER CLI £ R#LET, Chid. 28T 2EESFz2TY
K=KV EANOT I CABLUVOT A VICHER [BEEFE] ZiafEd o LTRI5ET, O CLITLD. NSX
Manager > )L ED 1 DOBANSIZEAEDERICT IV ZATEET,

RitR A DHERR

& ESXi "R RSOV T, EIC 2 DORREHE BT BEN DD ET,

" SEHHREL Y ICERSN TS TRTORERT v FIMEETHE L,
= VXLAN AIC ESXi "2 FOERHERICET LTINS T,
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WERAMvFOREETFI VY
NSX DJL—F 1 > 713, NSX DB A v FICEBLF T, DEEHEIL 5 — ICERSNICHIBI A v FHRET
HoTEERBT BICIE. ROFIBERTLET,

B OARELDIDEERIEBI Y — [CEFT 2ERERAA Y FOEI AV R ID (VXLANVYND) B LET (C& AL
5004..5007),

| Logical Switches
NSXManager: | 192 168.110.42 |~
‘_+ g X & ) E|@Aﬁhon5v

MName 1 a Status Transport Zone Segment D Control Plane Mode ."_'Desmptlcn

‘;@ LSA & Normal == Global-Transport-Zone 5004 Unicast
:.EE LSB @ MNormal = Global-Transport-Zone 5005 Unicast
:@ LSC @ Normal == Global-Transport-Zone 5006 Unicast
E LSD @ Normal = Global-Transport-Zone 5007 Unicast

B CODHSBREIL Y - DB RELBDREBN Y UAERITEND ESXIiRA T, CODBGBMEBIL—5 —ICHKR
TOHMEXAYTOVXLANGIE T L —> OIREERB LT,

# esxcli network vswitch dvs vmware vxlan network list --vds—name=Compute_VDS
VXLAN ID Multicast IP Control Plane Controller Connection
Port Count MAC Entry Count ARP Entry Count

5004 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.201

Cup) 2 2 0

5005 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0

5006 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203
(up) 1 1 0

5007 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0

BRiEd 2% VXLAN [CDUL\ T, WDIREEERER L X,
B N\ATUYRE-—RFEFIIZFvRAEF E—RORERAYTFOHA :
m ST — A [Enabled] IR -> T3 T &,

= [multicast proxy] & [ARP proxy] A&REN. IP 7 FLAREEENICLTSHBETHE [ARP
proxy] AARRSND Z &,

B OVRO-SOURRICEMRIAY FO-FIP 7 FLANKRRSN, BEEOKRED [up) THB &,

B OR=FHNMELSRENE &, WROBBAAM Y FICERT 2R FTREBY Y A RIVSETE. DEdE
£ 1 ARRENET, 201 DOR—FIFvdrPort T, ESXi AR FOREHREIL -5 — H—F)L EV a2 —ILIC
B SN T\ 25772 dvPort TY,
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®  vdrPort 'BEiEY 5% VXLAN [CEFSNTVWE Z &, Thid. ROOX Y FERITUTHERLETD,

~ # esxcli network vswitch dvs vmware vxlan network port 1list —--vds—name=Compute_VDS —-vxlan-
id=5004
Switch Port ID VDS Port ID VMKNIC ID

50331656 53 0
50331650 vdrPort 0

~ # esxcli network vswitch dvs vmware vxlan network port 1list —--vds—name=Compute_VDS —-vxlan-
id=5005
Switch Port ID VDS Port ID VMKNIC ID

50331650 vdrPort 0

= FEOAITIE. VXLANS004 213 T ADREY > > &1 Don#EE) L —~ —#&ENd . VXLAN 5005 (21
1 DODEGRIEIL —5 —HERlC TN H D FT,

B BTy AT D VXLAN [CEYICEFSNTVEIAEINERLES (fo& Z2IE. VXLAN 5004 o web-
sv-01a),

~ # esxcfg-vswitch -1

DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
Compute_VDS 1536 10 512 1600 vmnic®
DVPort ID In Use Client
[..skipped..]
53 1 web-sv-01a.eth0O

VXLAN D Zfm DR

ESXiRAFDVXLAN 28 ET 25 —BE LT, 2EE@EIL—Y — A—X) EV21-IILEA VA F—IILBIURES
.. VXLAN BICEH SN D BURIE A 1 v F O dvPort ICET SN E T,

1 show cluster all#x®7LTC. 7225 IDEEBLET,
2 show cluster cluster-id #£17LC. RAFIDEBRBELFET,

3 show logical-router host hostID connection #x&17LTC. AT —4% ABHMEDELET,

nsxmgr-0la# show logical-router host <hostID> connection

Connection Information:

DvsName VdrPort NumLifs VdrVmac

Compute_VDS vdrPort 4 02:50:56:56:44:52
Teaming Policy: Default Teaming
Uplink : dvUplink1(50331650): 00:50:56:eb:41:d7(Team member)
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Stats : Pkt Dropped Pkt Replaced Pkt Skipped
Input : 0 0 1968734458
Output : 303 7799 31891126

VXLAN ZEB LU TERMICE > TV I DBUREB A1 v FICIE. 1 DO vdrPort AERE . £® ESXi /R . ED
IRTCONBRBIL =T — A VAT VAICIDHBEINET,

[NumLifs] 13, SORRAFEICHEETZIRNTOREBEIL -5 — 1 V2T VANED LIF DEF#H T,

[VdrVmac] 13, IRTHA VRSV Z2DITARTO LIF TotemiE)l—y —hMEAT 2 vVMAC T3, D MAC
[T, IRNTORAFTE—TY, ZNld. ESXiRA FONELERZYERY FD =0 TEESND T L —AITEK
RENFEH A,

VXLAN Z{Ef U TEMICE > TV DBURE R v F D& dvUplink IZIE. —%9 2 VIEP A 0 £, =12
L. LACP/EZEA =T v ®ILOF -7 E— FAMER SN ZHEIE. dvUplink 0%IZEafR% < VIEP A 1
DIEIFERENET,

B RZARASREIND EFICHEREIL —Y — (SRCMAC=VMAQ) [CL > TERSND FZ T 1 v 12D
LW TIE. SRCMAC pistitnd 2 dvUplink @ pMAC [CEE =N E T,

" TOREYY VDY A R—FFREFY—-ZMACIL, dvUplink #8E9 2f=HICERENET (BT
FT. TODBURBRAAM Y F DAY T —FICRFINET),

B R RICVIEP A%E#H 0. WInhH o dvUplink ICEEARAE LUTzB4. BB dvUplink [CEER T 5
NTNBVIEP [F. ZOVTEP [TIEESN TN IRTORETY V& EEIC. HDOLITNIA® dvUplink
[CBBEINET, CNICL>T. REXY VOBID VIEP NOBECHE > THE L — V OZEENKEICHK
RN ERBLET,

& TdvUplinkX] of&lckireNns () AO¥FIE. dvPort ®ESTY, Chld, B207y U Vo TIWry
FvIFvERITIZBEICRIEET,

% [dvUplinkX] 12&rand MAC 7 FL 213, =0 dvUplink [CBBES IF5n TS [pMAC) Td, CD
MAC 7 EL X3, 2BEBIL—5 —ICL > TEMRSNIZ ARP 7T U, Thed/tTy RAYESXI A 5% EE
NdESICHBMMBIL—F —ICEDI—FT o v TNI)\Ty FRED, PE@HREBIL—T—NEDRZT1v 7
CERENFET., COMACT FLRIE. MEXY FDO—U TRERSNET (DEGREIL—% — LIF A VLAN %
A TOBEITEEMIC, £7213 VXLAN LIF @ VXLAN /(o FRID)

[Pkt Dropped]. [Pkt Replaced]. [Pkt Skipped] I3, 7#&EGRIEIL—4 — DAL ELEDFHMICEET 2 1
DUFTHD, BERIEZ TN a—T7« VI PERICIIERTINEE A,

W—T 4 2 TDWE

W=T4VTDEZ TNy a—T 4 VTEMNENITT OO, IL—T 1 VT DA EBRERDT — TILEHER
ST EEDEBOLET,

1

2
3
4

VT FEZEL, BEIP 7RELAIKELET,

=T 17 F=TILT FTIALRYTOIP 7L AEERUET,
COT7RLAICEETRERRY b D=7 A9 —J 11 AERRBLET,
ZEDORT AL Ry TOMACT RLZAERBLEY (ARPENLT),
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5 LRIL-LEBRELET,

6 AVI—TITAANETL—LEXELET,

=T 1 VIICIE ROT—TILHMETT,

(=TT AAT=TI A VI=TIAADIP T RLABLURY YRV EED)

" =TT T=TI

B ARPF—TJL

Y27 IIb—k bARAODEERL = DLR KREDHEER

ZOturvavTIE DRI Y REIL =T« VT 312DICRBERBBERERST 2HEICDOVTHBLET,
ST - FROVEMALT, BHOREAvFE T DODLR D2y & NSX TR L £ T,

®4-7. 7 Ib—k bROD

NET— koA

192.168.10.0/29 | 1
o JE

O

‘.2 DLR 7274 JL b + Edge-1]
1 1

J
172.16.10.0/24 172.16.20.0/24 | 1 172.16.30.0/24
(e, ’ (e, ’ O ’ O

RE< 1 RE< Y2 fRE<> 23
S 11 N 11 N 11

= TAIA2

8452

" BA09

MICRRSNTWEEER:
" REBAMVTF XA TNTNCEEOY TRy FABDET,
B OREYY X3 MEAAVTF 1 DICOE AEEINTIET,
" ZNFNICEBDOIPTRLAEIPS—FOTAABDET,
B ZNZTNICMACT FLADHDET (&ED2 DDAV T Y EARTRSNTNET),

= 1 DODLRIZ4DDOMEBRA Y FICEREL. 1 DORBRAYFR [Py TUVI] BTHD. HDDHRER
1V FIIREARTY,

" DIROVYTARU=LT—FDIAEUTEMET 2AMT — D1, ESGICR2HENHDET,
[BTHEEDOFTT] D1 T— FOEEALEO DRL ICRRENEY,

VMware, Inc. 76



NSX b5 a—Fa27 A4k

New NSX Edge -
+ 1 Name and description Ready to complete
+' 2 CLicredentials Hame and description
+/ 3 Configure deployment Name DLR1
' 4 Configure interfaces Install Type: Logical (Distributed) Router
+ 5 Configure HA Tenant:
4 6 Ready to complete HA: Disabled
g Interface C: ion

Connected To:  Mgmt_Edge_VDS - Mgmt

IP Address Subnet Prafix
Length

NSX Edge Appliances
Resource Pool Host Datastore Folder

Management and Edge Cluster ds-site-a-nfs01

Interfaces

Subnet Prefix

Name P Address Length Connecled To
LSA 172.16.10.1* 24 LSA
LsB 172.16.20.1* 24 LSB
LscC 172.16.20.17 24 LscC
LSD 192.168.10.2* 29 LSD

Back Finish Cancel

DLROFT 7O4m& T Lic s, ESXiCLI OX Y FEFER LT, SMUTV AR FCH 25RO DLR oo 8ekrE=
KERLUTHERCTEET,

DHEGREBIN—F — A R 2 ADHEFE

DHERBIL—5 — A VAT UABMERESNTNE D, SIHTL -7 071 TTHENERAICHERLET,

1 NSXManager ®> =)L ¢, show cluster all=#£17LC. 7527 ID EWMEBELET,

2 show cluster cluster-id#%1T7UTC. KA FIDZ#IWBLET,

3 show logical-router host hostID dlr all verbose #%=17LC. A7 -9 ABEREWMELE
3_0

nsxmgr# show logical-router host host-id dlr all verbose

VDR Instance Information :

Vdr Name: default+edge-1
Vdr Id: 1460487509
Number of Lifs: 4

Number of Routes: 5

State: Enabled
Controller IP: 192.168.110.201
Control Plane Active: Yes

Control Plane IP: 192.168.210.51
Edge Active: No

BE:

B CQOXYV B BESNLESXIRA FCHZIRNTODBRBIL—F — A VATV AERRALET,
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®m  [VdrName] (3. [7F > ] + [Edge D] TREINZET, COFITIL. [T ] AMEBESNTLAN
o, [default] WS> BEAMERSNTVET, [Edge D] 1E Tedge-1] TIA. THIENSX pa1—H—
V=TT ATHERTEET,

B RZARIZELSDABHREBIL—F — AV RI VAN BHBEIC, - — A5 —T x4 XD [NSXEdge] C
Frnand [EdgelD] 28K I2ET, ELVWA VY RAY U AERI CENTEET,

B [\Vdrild] 13, OB EESHICHRBET D ESITERLET,
= [Number of Lifs] |&. BBIODEGRIE/IL—5 — 1A VA VA LD LIFERRFLUET,

B ZZTld TNumber of Routes] m5I1C2>TWEY, CORRIE. BEEZEHELTCWE4D20)L—F (BLIFIC
12) &5 74 FO)L—FTT,

" [State] II98RE/IL—5 —FM T L — > ORREER L. [Controller IP] [CIELWI Y FO-SOIP 7 RL R
nNEr=n. [Control Plane Active] A [Yes] &ERRENEd, DEGRIEIL—5 —pEET 2 I1CIZ. I+
O—2"BHLTVWBEHRENHD XTI, Liold. EBLDEHEIL—Y— 1A VATV ADHEATT,

®  [ControlPlane IP] 12, ESXi RZ FAAOY FO—S EMBEICEATZIP 7PRLAERLEYT, Thld. BIC
ESXi RZ F&EEA vmknic (B%I1Z vmk0) [CEHEMITAEND IP 7 RLAERDET,

®  [EdgeActive] I3, TORRAFTHBGHREIL—Y — 1 VY Y ADHEREI S UARITEN TN ZNE DI D
ZUTHRMBRETHEINEDINERLET,

n BWaSEEGRE) -y —HEREY Y VERB L. NSXL2 TU vy INEREBEIC. TUYIERITITS
fcIfERENS ESXI RA FERELET,

B X, ZOOAXRYVEICIE. BMEBEEREICERT 2 [BHR] A 0ET, VArid] [Z. ZZTIE 16 EHOER
TRRSNET,

nsxmgr# show logical-router host host-id dlr all brief

VDR Instance Information :

State Legend: [A: Active], [D: Deleting], [X: Deleted], [I: Init]
State Legend: [SF-R: Soft Flush Route], [SF-L: Soft Flush LIF]

Vdr Name Vdr Id #Lifs  #Routes State Controller Ip CP Ip

default+edge-1 0x570d4555 4 5 A 192.168.110.201 192.168.210.51

[Soft Flush &, LIF 54 201 7 )L OEHMMICHKE U —BRREE R L, B%, ERAS8HEIL -5 -T2
FRENEL A,
DB —F —DREA I —T 1R

DHERIE) —F —PMESN TV CEERR LIS, INTORE@SREIL -5 —D@mEA 5 — T 14 ANFEL.
FUKHRESNTNWS CEZERULET,

1 NSXManager ®> =)L ¢, show cluster all=£17LC. 7527 IDEWMBELET,

2 show cluster cluster-id #£17LC. "X~ IDE#BBELET,
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3 show logical-router host hostID dlr all brief #=fi7L7C. dIfID (Vdr&) #ERELZT,

4  show logical-router host hostID dlr dlrID interface all brief #={7L7C. IR
TOAVT =T I2A ADAT =5 AEFHROMEERET LET,

5 show logical-router host hostID dlr dlrID interface (all | intName) verbose
ERITUTC, INTDA VI =T A AELRIIFTEDA VI =T 1A ADAT =5 ABREELET,

nsxmgr# show logical-router host hostID dlr dlrID interface all verbose

VDR default+edge-1:1460487509 LIF Information :

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VMware, Inc.

570d45550000000a

Routing, Distributed, Internal
Vxlan:5000
172.16.10.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2388

Not enabled

570d45550000000c

Routing, Distributed, Internal
Vxlan:5002
172.16.30.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2288

Not enabled

570d45550000000b

Routing, Distributed, Internal
Vxlan:5001
172.16.20.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2388

Not enabled

570d455500000002

Routing, Distributed, Uplink
Vxlan:5003
192.168.10.2(255.255.255.248)
Compute_VDS

Enabled
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VXLAN Multicast IP: 0.0.0.1

State: Enabled

Flags: 0x2208

DHCP Relay: Not enabled
T

B LIF® [Name] 3. RA FDHZITRTODERBIL—5 — A VAT VALK T—BEERDET, RARESH
BB —Y—DNRAY— AV FO0—5 /—RTld. BU&H (Name) 2D £T,

= LIF® [Model & LIFMIL—=F 1 2 IhTUYID £REU 2V IDTy TUVIhERLET,
= [ld] 3 LUFyr Femindao—EXID (VXLAN & UNIL F72IZVLAN & VID) #7RUES,
= [IpMask)] & LIFAY [IL—F 1 > 7] OBEICRRSNET,

B OLFAN\ Ty REFIZAZF v AR E— BT VXLAN [282F: LT 3354, [VXLAN Control Plane] 1%
[Enabled] 1C& 0 %9,

B VXLANLIF 2DV TIE VXLAN A=+ v 2 = £— FDHBa. [VXLAN Multicast IP] (& [0.0.0.1] &7 0=
¥, TNLUADBEICIE. REOXILTFFv AR IP 7 FLANKRREINET,

B —F 7 LF®g4A, [State] 14, [Enabled]) 20 &d, JUVVLFIZDWTIZ, TUvIEERITLT
LWBRZ FTIE [Enabled] &0, 20MOIRTORR RTIE Mnit)] &m0 ExET,

®  [Flags] (& LIF oREOBEZETRL. LIF OLUTOBERERRLUET,
=T VTEREITUYY
= VLANLIF A"R&1 V25 VA
= DHCP UL —AHEN

B 7357 0x0100 [F, AEEREIL -5 —ICL > TVXLANVNI IZE2mUc &= ESNET (£0 VXLAN
[CIREX > U H D BRA FEIIHRBMIT) .

@2 E—FTIITZ 7135 CHmHSPT VWERXTRTREINET,

nsxmgr# show logical-router host hostID dlr dlrID interface all brief

VDR default+edge-1 LIF Information :

State Legend: [A:Active], [d:Deleting], [X:Deleted], [I:Init],[SF-L:Soft Flush LIF]

Modes Legend: [B:Bridging],[E: Empty], [R:Routing],[S:Sedimented], [D:Distributed]
Modes Legend: [In:Internal], [Up:Uplink]

Lif Name Id Mode State Ip(Mask)

570d45550000000a Vxlan:5001 R,D,In A 172.16.10.1(255.255.255.0)
570d45550000000c Vx1lan:5003 R,D,In A 172.16.30.1(255.255.255.0)
570d45550000000b Vx1lan:5002 R,D,In A 172.16.20.1(255.255.255.0)
570d455500000002 Vx1lan:5000 R,D,Up A 192.168.10.5(255.255.255.248)
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nEERE/IL—% — (DLR) ®J)L— b

DLR ANEBRREICH V. INTOLIF ABEENITENTVWS CEEBR LIS, RIS —T 1 07 T— T &R
LET,

1 NSXManager ®> =)L ¢, show cluster all#x£i7LC. 7527 ID EWMBELET,
2 show cluster cluster-id #E7L T, "RAID ZEELET,
3 show logical-router host hostID dlr all brief #=/7L<C, dIfID (Vdr&) #EELZT,

4  show logical-router host hostID dlr dlrID route #5=17LT. IRNTHAI VY —T 11 2R
DAT—H AEREMELET,

nsxmgr# show logical-router host hostID dlr dlrID route
VDR default+edge-1:1460487509 Route Table

Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface
0.0.0.0 0.0.0.0 192.168.10.1 uG 1 AUTO 10068944
570d455500000002

172.16.10.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944
570d45550000000a

172.16.20.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944
570d45550000000b

172.16.30.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10068944
570d45550000000c

192.168.10.0 255.255.255.248 0.0.0.0 UCI 1 MANUAL 10068944
570d455500000002

BE :

®  [Interface] (£, ®HAMBOLFERLET, Znld, x0id 3 [Destination] [C#R=NnZEI, DLR o LIF
DnIFTNHAD TLif Name] IZEHRESNET,

B ECMP JL— +®#B &L, [Destination). [GenMask]. &£ U [Interfacel ARIUT [Gateway) MEL 21
BOI— oD xET, o, ECMPIL—FTHBE&xRT [E] A [Flags] I0BMMENET,

SEEREIN —4 — (DLR) @ ARP F—7 )L

DRy FERETBICIE. DIRARI ARy TDIP 7 ELAD ARP BEREATEZMNEAH DX,

CORTOCAORRIZ. B2ORAFOO-7)L DLR 1 V2% VR CHEMENET,

IV FO-ZFC0TOCRICIIESET. RSN ARP TV FUEMOKRA FICEET 2ehlCBERINE

JENSVR

\mHyRFrvya Ty RUIR 600 WBRFENICRICHBRENET, DLRARP ORTOAOFMIC DN TIL
[DEGRIE)L —% — ARP O R 7Ot 2] 28RBL TS,

1T NSXManager > 1)L ¢, show cluster all #®7LC. V525 IDERBLET,
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2 show cluster cluster-id #£17LC. "X~ IDE#BBELET,

3 show logical-router host hostID dlr all brief #=/7L 7. difID (Vdr&) #ERELET,

4 show logical-router host hostID dlr dlrID arp %
AT =9 AEREMNELET,

nsxmgr# show logical-router host hostID dlr dlrID arp

VDR default+edge-1:1460487509 ARP Information :

Legend: [S: Static], [V: Valid], [P: Proxy], [I: Interface]

Legend: [N: Nascent], [L: Local], [D: Deleted]

Network
172.16.10.1
172.16.10.11
172.16.30.1
172.16.30.11
172.16.20.11
172.16.20.1
192.168.10.2
192.168.10.1

Mac

:50:
:50:
:50:
:50:
:50:
:50:
:50:
:50:

56:
56:
56:
56:
56:
56:
56:
56:

56:
a6:
56:
a6:
a6:
56:
56:
8e:

44
:a2
44

7a

ba

52

52

109
84:
44
44
ee:

52
52
52
ce

ERITLTC, INTDIVY =TT A AD

Expiry SrcPort Interface Refcnt
permanent 0 570d45550000000a
147 50331657  570d45550000000a
permanent 0 570d45550000000c
583 50331650  570d45550000000c
568 50331658  570d45550000000b
permanent 0 570d45550000000b
permanent 0 570d455500000002
147 50331650  570d455500000002

B DIRBBOLF (I 757) OIRTOARP TV FUIZEILTH .
CEU VMAC #RRLET,

PR RNNRNR

[VXLAN DO#efE DRERS | TR LT D

(L] ISV ARP TV RUIL CL AN Y FARITESNCRA FTHBBL TN B REY Y v E—HULET,

®  [SrcPort] 1Z. ARP Z> FU®EETO dvPort ID #RRKLET, ARP TV U DEETHBIORA FTHD

BEICIE, dvUplink @ dvPort ID AtfRiranE 9, <@ dvPort ID 1E, [VXLAN OB O#ERE ] T L1z
dvUplink dvPort ID EHEESRBEN2HBEN D D ET,

B [Nascent] 757 I3@BEIIRRNEEA, COTTVI1E. DLRAARP U TS5 1 0EBEEFEPICEESNTE
ARP O RICEENH D ZEERLTLNET,

I, COTTITNDNEIY FUNLHDIHBA.

DGR/ —% — (DLR) LBES DR b A2 R—% > bORE

ROBEIE, ESXIiRAFAEESXIRAFBD2EDRARERLTVET, COATIE IDEGREIL—Y— 1V

TUAAl DRE
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B 4-8. 2 BDKRRA M EB—DRHHBIL—F—A VRAF VR

ESXi K& k A ESXi KX k B
DLR A—%JL ESa—)L DLR A—%JL ESa—IL
172.16.10.1/24 PER A AZ YA A5 168.10.2120 172.16.10.1/24 PR TZAZZAA 55 168.10.2/20
LIF A LIF D LIF A LIF D
172.16.20.1/24 " 172.16.30.1/24 172.16.20.1/24 " 172.16.30.1/24
LIFB , LIFC LIFB LIFC
3 il Lol - (ol 0 -
X [ [ [
W -~ 1f-—-—=-=-=-=-=---
n
n
1
R I: vdrPort VXLAN 5000 vdrPort VXLAN 5000
o—0+ e ofl- - - -Jlo o
! ' VXLAN 5001 l VXLAN 5001
o ! o ofl- - - -Jlo o o
' | VXLAN 5002 VXLAN 5002
o : L ¢ ofl- - - -[lo—o o
. il i VXCAN 5003 17~~~ ! VXLAN 5003
o ; o ofl- - - -llo— o o o
! DVS | DVS T
1
. v 192.168._12;/53 |
29 wAETL 2 RETLY3 ‘EE:CE
Tapl 11 Sap 11 S 11 e
I TAA2 T 8452 <2 :BA:09 wETS Y N
B ZRZRICIE L2 210 v T (DEURIEZ 1w F (DVS)) 1t 1 &&xn. [RouteronaStick] (D&l —4% —

A= EVa-)) NS0 ] 405 —=TxA4Z (vdrPort) e 2D [A1 v F] [CERSNET,

B 2O [FZ227]) E VLAN & VXLAN OmAED 2T 1 v EXZETSETHN
Q  UDP/VXLAN A v 5 —

)Wy RICiE. 801
AT T—=5E&T TN

B AEURE 21w T A Destination MAC=VMAC &V S T L — A EHERT 2 &

L —ATHDERHBIN,
= vdrPort =/

[T 2735 C. 78

DI L —L%E vdrPort ICErx LET,

FFELEEA, DD
WY — D= TV IILECOBREDBEEEIILET,

vdrPort = 2#Hh 9 2
DEURE A A v F L, WEBD

NP EGREI —-T—D7

DEGRIBIL -5 — D=L EI2-)LIT)IT Y EAEIET 2L AY T =9 ARAES N,

Ty HJ*‘VXLAN VNIADVLANID OEBE5AICEBLTNS MARESNE T, RICCOBERIE. EODEGHE
W= = AVAIVADEDLFIZ/INTY FABRL TN SN ERET SICHITERSNET,

B CDVRAFTATIL
&I ET,

EE D7 B
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RIE)—Y — A VAT U ANTEFRET D5

1 DODEEREBIL—5 — 1 VATV ADHN

87 L7z VLAN  VXLAN [CEHT=2

Al RDELOBHEICEDET,
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B 4-9. 2BDKRR NE 2 DDHNEEHEIN—F— A > RF VR

ESXi "R b A ESXi "X k B
DIR A—XJ) EPa—IL DLRA—RIL EDa—/L
DLRAVRAVRA DLRA VXA VX B DLRA VRAVRA DLRA VXA X B
IPA/vMAC IPB/vMAC| ||IPC/vMAC IPD/vMAC IPA/VMMAC IPB/vMAC| |IPC/vMAC IPD/vMAC
LIF A g LIFB| |[LIF C g LIFD LIF A = LIFB| |LIFC 3 LIFD
R | . = 77 =
vdrPort VXLAN A vdrPort VXLAN A
o0—oO O ----llo O O O
VXLAN B l VXLAN B
O C ----[> O O|
VXLAN C VXLAN C
O O ---- C 0
VLAN D VLAN D
o C — o o 0
DVS DVsS T
7% % =38 % %8
N SO ARS Ivv2 ¥vv4 %, v 3 N Y5
P IP 1 ¥ P2 ¥ IP 4 v IP3 v oo IP5
% MAC1 = MAC2 =~ MAC4 = MAC3 = MAC5

HIE IP7RLULANAEELTVWDIAIEEEND D 2 DOMIYIUTIcIL—T 1 7 RAAL UAZERICEBICIEEI L L)
Ry FJ—=2 FROY—ICHWIET 2BEN DD ET,

X 4-10. 2BDHRANE 2 DDONEREBIN—F— AV RI VR (ICHET By NT7—2 bROP—

SVR 1
IP1
MAC 1

SVR 3
IP3
MAC 3

Ty A

| IFA

=,

RTRA

$ITrv B

SVR 2
IP2
MAC 2

SVR 4
IP 4
MAC 4

| $TRY b C

| IFC

HJxy kD

SVR 5
IP5
MAC 5

NEN—T 4T BT RTLADT —FT0F v

ESXiRA FDREEEBIL—5 — A VAT VAL, BIIL—FT 1 VT ERTIIDICBBRINTOBRICT VX

TEFET,
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B BHTRYROXRIARRY T (=T 4 0T F—TILTRE)
B xO2FRHRyT (ARPF—T)) ICBET Bz, BHAROT L —AICEATSZ MAC 7 RL X
COBEHIL. BHOESXIiRA DA VRS VA ICHE> TICREEENET,

NEGERE/I—% — (DLR) O 7at X
ROBIE, NSX AL LD — 5 —EFERT 2 SO TOTADBEERLTNET,
B 4-11. H8#ERE/L—4% — (DLR) o 70+ R

ESXi RX k A ESXi RX + B

DLRA VRZ VR A

DLRAVRAZ VR A DLR A filfiri8~< > >

*LIF
JL— k

“LIF *LIF
*I— bk *TI4IbE L—F

(B)LIF B&L T

(3)#H LULVDLR (2) sz
L—k

AURBVR o0
F7a4
(5) LIF D 1ER

()DLR & anage DLRAYRE VR A
f 4)#HLWDLR A Y RA VR YAA— v kO—35

"ERL
- 3>
DLR (6) LIF D ERL *LIF
/ DLR DY *IL—

FUWDEGREIL—Y—&aT O T2, AT A5 —T A ADD 4P —RFT[KT]IRY VERTH
APIUH UAMTHNS & Y AT AIDROFIETLBERITLUEY,

1 NSXManager A\, #HLUWSOBGEI -5 —%&7 JO1 937200 APIRUOHE L (BEMUH L. i vSphere
Web Client 21 —t— 1 V5 —=J 11 2D F— RHSHFUEL) EFELET,

2 NSXManager 4, U2 anTL\3 vCenter Server UM L, DEGRIE)L—5 —#lfREXY> V168 (B
AAMNERSNTN2HE328) 27 JO1UET,

a WMEEZEITBICIE. P8@wmEIL—Y —FEMRE~Y > V& ){D -4 > L, NSX Manager ICB#EFELET,

b BSAAMERRT IO, PHHRE/IL—Y —FEREYY V& 287 7040 LTI 354, NSX Manager
FFET T4 ZT 4 IL—ILEFREL. 280D HRBIL -5 — %Ufﬁﬂﬂi*ﬁ?//b\ﬁfaéffxF’C%ﬁéﬂéot
SICLFET, RIS, DRSH 2 &%&5ISBT TV 3 VvERITLETD,

3 NSXManager |d, KA FLEICHEGEG®BIL—5 — A VYV AEFERLET,

a NSXManager [d, FHUWDEGRE)L —Y —[CEFEINIRBRAINYFERE L. CNEDAAMYFHET
5T VAR I=VERELET,

b XIZ. SOFZVAR—FV=-VICERESNTNDI I IS U LERRL, CNEDT IRV ICHDE
RARTHUWDBE@®RE) -5 —&EFRLET,

C COFET. RAREHLWDEGREIL—Y— IDDHERHLTCH ). Zomoissk (LIF =i1d)l—F)
BRSO TVEL A,
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4 NSXManager i3, IV FO=Z5 V52 THUWDEGBREBIL—F — 1 VATV REERLET,

a AVFRO-Z 72271 22 FO0-5 /—FDOS5 1 AEZZORE@EIL—Y — 1 VATV ADY AT —
ELTCRDETET,

5 NSXManager 3, LIF £80REEDBERIEIL — 5 —HEREYY VITXELET,

a ESXiRZ b (DEE@mEBIL—9 —4fMREY Y VERITLTWARARERY) |4, AV RO—5 7525
ME—EDIB|MAESZITID ., LWADEEGREIL -5 — 4 VAV VU AEBYTZ IV FO—5 /— RERE
LT, BFEOEENS WVBSIZZ0a Y FO0—5 /— RICEELET,

6 DEGEIL—Y —FEREY> VT LF AMER SIS, NSXManager 3OV FO—5 V55 THLUWDE
W)L —7—DLF ZERLET,

7 GBI -5 —FREY S VI HULWDEESRE)L Y — A VA VA0 FO-T /= RICERL
O kFO0-2 /—=FICIL—FEXELET,

a ®mAPICHEBEIL -5 -3 UFICTUIJa VI RERBATZCEICESDT I —TFTa T 7=JILET*
D—F 47 FT—=T)LICEHRLUET,

b ki, P#®HEBIL—Y—L. BaLET—J)ILEd > FO0—5 /—RIOXELET,

8 JdvrO—-5 /—FI& FlIESa TR UIERENLT. HLLWDBEGREIL—Y —DBEEI 2MOKRA HIC
LIF I —F&ETy2aLET,

NEGERE/ —4 — (DLR) NDEIIL—T « > F DB

vSphere Web Client 21— — 1 >4 —J 14 2&FERT 2O TIFR <, BEMNRD APIIFUH L THOBHREIL—5 —
EERT 2581 BMIL—T 107 (1) 280RERBRTRETEET,

4-12. HeEREIL—4 — DLR) To#pIIL—FT 4 >4

ESXi R& F A ESXi kX + B
DLRA VRA VR A DLR A > RA VR A DLR A flfiMriE< > >
*LIF *LIF L—k <———>
“L— k “L— k *LIF (3) EHRN7R —_
JL—b shap
S L—4A
@) RETA49Y
BEUREEFHD
L—k
@ RE<> >
& RO i (5) IL—k v
(1) DLR mEH Snace DLR A

Y-

T NSXManager I3, APIPUH LEZITID ., BIFODEGREIL—Y —REELELET, TR BML—
T VT DEMETVET,
2 NSXManager (3. #iLWEEEDBGHREIL —F —HIEMREY > VICEELET,
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3 pEERE) —Y —HEREBY Y VIIRREEBA L. IL—T 1 VT OBEBEROELYS, )L—T 1 VT IEROIIM

REDTOLREERITLET,

4 =T 1 UITIBROIME,. OEGRIE) — Y —HERENY Y I T A DT T T-JILESELT. ThE
PEERIEBIL—Y —DYRY— A FO0—-5 /—RIEELET,

5 ®\mLWT, 2EEGEBIL—Y—OXAY— AV FO-5 /—FId B#Fshicll— FEapE@mEIL—Y— 1 VA5

VANFIET B ESXI R RICERELET,

DEERE)L — 5 —HEREBY Y UAEIT LTI S ESXI RA R EOREGEBIL—5 — 4 VY VXIS, DEkEE)IL—
H—DRAY— A2 FO0—5 /—FO#NS LIF E)L— FEZEL. 2EEGEIL— 5 —SIMRE < > 21> NSX

Manager o BEZET S EI3H D EH A,

NHHEN—F —DHBELVERT L -0V R-F>2 b ERE
COErYa VTR SEREL -5 - OHBBLVERTL - VDI VK- FOBEICONTHALET,

ZOMIE. AVR=—RRUEFSELIIHT DA VR—RY FEOBETF v RILERLUTWET,

B 4-13. SEEHEIL—5 —OFHHSLUOERTL - DIV R—F > b

<---

________________ i NSX Manager ‘, :
! ! X REST/SSL ——>»
| K RMQ/SSL ——>»
! ¢ v TCP/SSL ——>»
! ¥ Uy b —
' . . Pl VMCI ——>
: DIRTZRZ27 A VMKLINK ——>
| Dl UDP/6999 - - - - >
1 1
! A A A i

1 1
: : 1k

1 1

v ESXiRZbhA ! 'y!  ESXikZhB
1
vsfwd |

, |

1
\ i

1

1

1

B NSX Manager :

B OVRO-Z2 VIR EEEBELET,

B NXAEETZERALTRITSNTNEAY =Y R U547k (vsfwd) TOR &, BEBRHE

fERFLET,
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BOHREBIL—Y— A VRS VAT, FAAEZ3EOIYFO-F /—FOHHS 1 BNV AY —E L TR
Heh&xEd,

" ROV RO-5 /- RTEEARETSE, YAV — /- FOBEEROIY FO-35 / — FICBEY
ZTENTERT,

BESXIiRA R AvtEz—Y )N 9547k (vsfwd) &HIfI L —> T— 2>+ (netcpa) ® 2 DM 1 —
F— D=L I-y x>k (UWA) 2RITLET,

B netcpa A'ENIET B ICIE NSX Manager A5 DBEHRANELELLDET (CEAE AV FO-FFKRERT 2
BRTOSREE AR E) . COBWICIL. vsfwd MRET 2 AV -3 )\ AEHEEN L TT VA LET,

B netcpa (d. DEHEREI —FY—ND—=I)I TV -I)LEBEL. AV FO-SHoXEUEEFRECDT
VA= )LIEIHAHET,

BNEERIBIL —Y — A VRS VXTI EEHEIL — Y —HIEMRIE < > N 1 BFEL. ESXiRX Fongnm
ABTERITSNET, DEGHEI—F —HEREBY Y VICIE RO 2 DOBETFTvRILAHDET,

B vsfwd #47 L T NSX Manager (C##59 2 VMCl F v =)L, COF v =L SIERE <> DRREICE
Hahzxd,

B netcpa ENLUTHOE®REIL —F — XAY— I FO—-2I128EkEd 2 VMA Fv x)L, TOFvxJLIE. O
VEO-ZICREEHEBIL - — DI—T 1 VT T—TIERETDEHDIFERINET,

DEEREIL — % —[CVLANLIF 2% 23554, 2L TW2 ESXIRZA RO 1 &MY FO—FIC&> TRET >
AV ANISEESNE Y, MO ESXIi R FOAEEREIL—5 — h—=x)L TV 1)UL BET 3 VLAN ETHR
RAVAIVANTOFY ARP VT UERITT 2L DICEKRLET,

NSXDIV—=F 42T T RTFAAVR—F2 b
NSXDIL—F 4 T BTV 2T AIE. EHOIVR—% 2V ML >TEMITRDET,

NSX Manager

IV EE=2DY S RY
ESXiRA R €2 2—)L (h—xJL& UWA)
DEERE)L -5 —HEREY

ESG

NSX Manager
NSX Manager [3. NSX D)L —F « V7 ICEE L TORDOEEEE IR LT,

EhEBINLCEE L - E LT, IRTONSX EEZIEROKEE APl 70 2R RA1 U HigEERHIT D

DTV A—x)EYV2-IINEDA-Y-T—)LF Iz R (UWA) ZRARCA VA R=)LLT,
NSX taER IC BT 5

DEERIE) —Y —PLUDEEGRIE)L—~ — 0 LIF ZEp/IRIET 3
vCenter Server LT, O8&HE) — 5 —FIREY S VB IV ESG =7 FO1/8IRT %
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B RESTAPIZANLTOYFO-Z VSRS EREL. AVvtE—Y NAENLTRART S
B ORZAROFEATL - IV ROV FO-50OIP 7 FLAERET S
B OSREEAERLCARRAREDY FO-SICEML. ®IETL -V OBEERET S
B AyE-Y NRENUTESG SV EE@EIL — 5 —HIMREYY VERET 5
B ESGIIEBENTUNABVWARRCT IOATE, TOHBEEFAY - NADKO D ICVIX MERENS

A MA=SDIZRY
NSX DABUL—T « VI THRBESNSZ Y FO—-313, HRMEATARERRT 27chIC) SATESh, ROH
REERMUET,

B VXLAN BLUDBIL—T 1 V7RI T L —VESR-F93
B REELUT YA LREAD CL 21T 2
BB - A VRAYVARICNAY - AV RO-2 /- REBERT S

BRI = =Rl pEGEBEIL Y —HEREN S A BT 0 VIUBREREL. CNEKRX RITXE
EE3)

B FF—TIERAICEET 2
B AEGRIE) — Y —HEREY Y UATFEET DRA FEBY
= VIANLIFEORETRA 27 V2 D) ZZBIRUCKRA RITBAL, § L —>0F—T7S5414 TENLT
DIARZAREERL (91ALAT7IHIZ30%, HEERIZ20~40%) ., BIRUE DI R FERHB TSR
BEICEFRBRERAMIXET S
ESXiikRA ~ EZa—Ib

NSXDIL=F 1713 2202 D—)LF Iz R (UWA) E1DDIL—FT V7 A—xILEVa-)L
rEEEAL. =512 VXLAN #HEOHIC VXLAN h—x)L EVa— )L &ERLET,

INS5OOAVR—%Y FOMEODBEIIRDEH I T,

B OHHTL— Tz (netcpa) I3, T L - TORDLEFERLTCOY FO-S &@ET S TCP (SSL)
oAV RTY, BHOOY FO—-ZICEET 2BENHDET, netcpa 1d, T —VICEET 5155K
%z NSX Manager e ERB 9 27=hlc, Avtz—Y N2 75147+ (vsfwd) E@IELET,

B netcpa O/Ny T —ikE T TOA
" T2 REVXLANVIB (vSphere 7 2 =)L JN BIL) IZ)8y T —=Tfkah T3
B R ORI, NSX Manager IC4£ 1) EAM (ESX Agency Manager) N LTA VA F—)Llah3
B ESXinetcpa TH—ER F—EVELTEITTS
B EFZHAY T /etc/initd/netcpad EER L TREE)., BilE. BLVVITUERITTEDS

B JE—RAS Ry R EETF AT AT — A U =TT A AT [ VA = ILFIE] > (KA RO
] > [ A= JLDIREE] ZFER LT, BRIDKRA FFEIZY S AT AR THREET=5
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B OSEHEIL—Y— D—FRILETV )L (vdrb) ERBURIBR A Y FOMAICED L3 TxD—F 1 VT EBRIC
ERs

B netcpa ICLDEESIND

VXLANVIBERIZEO—&EE LTA VA F—)lahd

VLAN & VXLAN Ofi5E TR — 9 2455 5> 7 0 [vdrPort] &ML THEURB R v FICE#T T 2

BEOEERIE)L—F — A VATV AICDVWTRDISRERTT S
B | FREINI—-FFT—T)L
B R REO-AILDOARP Fv v a

B netcpa. ESG BLUDEGERIEIL — 5 —HEMRE <> Id. NSX Manager EMBEDZHICAY =2 )T D
547 (vsfwd) ZEHET 2

®m  ysfwd IE, vpxa/hosd #4+LC vCenter Server [C & DE&E =N 3 /UserVars/RmglpAddress 715 NSX
Manager ® IP 7 B L 2B L. ftbd /UserVars/Rmag* Z#ICHEMS N T\ SR FBIDRE = E A
LTAY = N2 H—=)NICO71 T3

® ESXi/RR R TEITEIND netcpa 3. ROEMEDT=HIC vsfwd ZFERT 2

B NSXManager h5RZA FOFIE T L —> SSL 754 RX— F F—BLVEEZSEIIE T 2, N5 DIEHR
I3 /etc/vmware/ssl/rui-for-netcpa.” ICH&f= 2,

B NSXManager 50> FO—SDIP 7 RLAESSLY ATV FERBT 2, CNbOER
I3 /etc/vmware/netcpa/config-by-vsmxml [C&#= 1 3,

B NSXManager "5 DIERICKD. BSDRA FETHEG®BIL—5 — 1 VAT 2 ADERS L VHIBRER
179 %,

Ny T—=vieeT7aO4q
"B netcpa EEHEIC, VXLANVIB 0—85& LC/Cy o =21k
" ESXivsfwd O —EZX F—-EVELTERIT
m @2 U T+ /etc/init.d/vShield-Stateful-Firewall #{E/H L Ciegh, ik, BLXUVIVITUERITTES
B ESG BLURDEGHE)L — 7 —HlfREB <> Id. vsfwd ~A® VMO F v %)L& #E A LT NSX Manager h'5 3%
EEREI D
DEGERIEIL — & —HlEREY > B XU ESG
B SEGERIE)L Y —HIEREN Y VIE aE@mEBIL Y- AV RYVAD [IL—F Oty Y] EUTHET 2

B PTRLADFEEEBIC, SREEREIL -5 —LFD [TL—-2R)LY —] £l FRED VNIC] o
V=TI A RERERT D

" FRAAER 2 DOBMIL—T 7 JORDJL BGP £72IZOSPF) oWIhAEEITUIED. AT T 1Y
I —FEERALIEDTES

B Aa<EE 120 [Py TU7 ] LIF A OSPF £7213 BGP £#XR1TTE=2 UENH S
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B BEEGINEURD S TRy R 29T 09T b=k BLUVEBHIIN—- DS T2 DT V7 7—=T)
w8 L. netcpa NO VMLl UV U EN U THBGREIL -5 — 1 VAT Y ADY AY — AV FO—FC#*
EERS)

B TOTATBRUVRY VA D2 6DRERY VEFAT2EMICL>T, BHAKEYR-FT3

B BESGIF. REXYVAOBECTEGEREIL—Y —

B NSXOBHREBIL Y= IL—T a1 VT YTV AT ANSRLCHITE (NSXHIETL -V ITHEEeaShaL)

B OEEE I DOULONEGEIL-Y - D7V IR -LAT - ELTERSNS

B ERICERITEINIEROEBNIIL—T« 7 TOFJNETR-FT 3

NSX DIV—FT 4 > JHI# 7L —> CLI

RAE AVR—RVFICMAT NSXDIL—FT 1 0 TIEOAY FO—5 7S A BLUDEG®RE)L — 5 —HIiERAE
RIVDT—EANMERENET, CN5IE. TNENDEGE) -5 —HETL -2 OBRY —AERD, BED
CLHZE D IEREERLUE T,

NEHREBIN— Y — A VRV ADIYAY— A ~A—5
BNEERIE)L - — A VA VRAE WInp0d Y FO—5 J—RIBLUET, ROCL DXV REFERT D&,
PDEGBEI -5 — A VATV AICDNWTRAY —TH2 A FO—F /= FEHEFDBERERRCEET,

nsx—controller # show control-cluster logical-routers instance 1460487509
LR-Id LR-Name Hosts[] Edge-Connection Service-Controller
1460487509 default+edge-1 192.168.210.57 192.168.110.201
192.168.210.51
192.168.210.52
192.168.210.56
192.168.110.51
192.168.110.52

nsx—controller # show control-cluster logical-routers interface-summary 1460487509

Interface Type Id IP[]

570d455500000002 vxlan 5003 192.168.10.2/29
570d45550000000b vxlan 5001 172.16.20.1/24
570d45550000000c vxlan 5002 172.16.30.1/24
570d45550000000a vxlan 5000 172.16.10.1/24

nsx—controller # show control-cluster logical-routers routes 1460487509
LR-Id Destination Next-Hop
1460487509 0.0.0.0/0 192.168.10.1

®  show control-cluster logical-routers <> F® instance U 7YY F&EFAT &, CORBGBEIL—5 —
AV VZBELT, 2OV FA-JICEBESINTNBZRAFOU X RARREINET, EBICHEEL T
DRETIL. COURRICIIDEGmEIL—Y —DNBRETD2INRTDT ZAINEDIRNTDRA AEENET,

® interface-summary Y JOX Y FE[ERAT S . O FO—- A NSX Manager h'5 %8 Uiz LIF AR N
FI, COBFHIIRAFTEESNET,
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B routes TNV RIE. CORE®E) -5 —FEREYY VICL > TOAY FO-TICRESNEIL—T 1 T
FT—IIHRRSNET, COBRIZLIFEHFTICL > TRMHEINS 2D, ESXIi RA FDBAEEIZERD, 2O
T—JIIICIdEEEGKSN TS TRy FIEEFENET A,

DHERE/—F —HIERET > >

DEHRIIL — 5 —HIRETY VI UFBLVN -T2 7/T02 0T« V7 F-TIHEENET, HEHRE
=5 —HEMRER Y Y DSA THA VA DEREAIR. DEHREL—Y— -T2 J T-TINTT, D
F=TIICE AVF =T 11 RE)— FOBRIEENET,

edge-1-0> show ip route

Codes: O — OSPF derived, i - IS-IS derived, B - BGP derived,
C - connected, S - static, L1 - IS-IS level-1, L2 - IS-IS level-2,
IA - OSPF inter area, E1 - OSPF external type 1, E2 - OSPF external type 2

Total number of routes: 5

S 0.0.0.0/0 [1/1] via 192.168.10.1
C 172.16.10.0/24 [0/0] via 172.16.10.1
C 172.16.20.0/24 [0/0] via 172.16.20.1
C 172.16.30.0/24 [0/0] via 172.16.30.1
C 192.168.10.0/29 [0/0] via 192.168.10.2

edge-1-0> show ip forwarding
Codes: C - connected, R - remote,

> — selected route, * — FIB route
R>* 0.0.0.0/0 via 192.168.10.1, vNic_2
C>* 172.16.10.0/24 is directly connected, VDR
C>* 172.16.20.0/24 is directly connected, VDR
C>* 172.16.30.0/24 is directly connected, VDR
C>* 192.168.10.0/29 is directly connected, vNic_2

B I D—FTa0 7=TNE =Ty TRy FOEDABE LU CGRRSNESEGRIEIL -9 — 1 5 —
TJI1ARERITcHDOBEDTY,

 [DEHREIL-Y—] Ay —=Txa 2L [Intemnall %1 7OIARTOLIF ICDVWTRRSNET, [98
WEIL—Y—] A =T AR WET 2 INICE=RHRVEL VY —-T 1 ATY,

DEGERIEIL — Y —HIEMREBN S DA Y =T 1A Ad ROESICRREINET,

edge-1-0> show interface
Interface VDR is up, line protocol is up
index 2 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,NOARP>
HWaddr: be:3d:al:52:90:f4
inet6 fe80::bc3d:alff:fe52:90f4/64
inet 172.16.10.1/24
inet 172.16.20.1/24
inet 172.16.30.1/24
proxy_arp: disabled
Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 0, bytes 0, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
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output packets 0, bytes 0, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0O

Interface vNic_0 is up, line protocol is up

index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HWaddr: 00:50:56:8e:1c:fb

inet6 fe80::250:56ff:fe8e:1cfb/64

inet 169.254.1.1/30

inet 10.10.10.1/24

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 582249, bytes 37339072, dropped 49, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 4726382, bytes 461202852, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0

Interface vNic_2 is up, line protocol is up

index 9 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HWaddr: 00:50:56:8e:0e:08

inet 192.168.10.2/29

inet6 fe80::250:56ff:fe8e:ae08/64

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 361446, bytes 30167226, dropped 0, multicast packets 361168
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 361413, bytes 30287912, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0

B (U —TJ1AR [pEERE)L—5 —] 113, 8> > NIC(VWNIC) n"BEERITbnTNET ., CHIZE—
D IFEUA VT —TTA4R] THY, DEEGREIL—5—DITARTO [Internal] LIFIZDVWT, 3RTHIP 7R
L AWK ESNTINET,

B @AY —TJxA A VNI 0ld, BRIAMA VY —T 1A T,

B FEORAIE. BRUAMEBMICLTT IO SNEaEEREBIL — Y — D BB SNEEDTH ). &R F
WA =Tz ARATIEIP 7 RLAMNMEESNTWET, CNIFZ2D0IPT7RLAELUTRRSNTLE
9, 169.2541.1/30 Ima AR LTEESMICEESNIZT FLATH D, 10.10.10.1/24 (=7 Bl
V=T 1A ACFEHTHESNLE T ELATT,

B ESG TR, ARL=ZIINWITNAD VNIC ZEaBEE U TCFETIEETCSEEY, £zl 777 FDF
FICLTHLZET, FAAAER [Internall 7 >% —J x4 2N 5BEEMISGERENET, [Internal] %
A TEFERTDENIMABARHETYT, TOTRVWESIZ. SATRAUNEBLET,

B 5 —=TJ114AVNic_2 12 Uplink ¥4 7T, Licho2T. chld MBE] O VNIC &L TRESNTLET,

B DAV =TITAATRINTWVWBIP 7 RELRAIL pE@wE/IL—Y—-DLFERUTYT, UHL. DEGH
B -5 8RBT VIZLFIP 7 RL R (CORITIE192.168.10.2/29) @ ARP 7 T U ICIZIHE LE
Hh, COVNICOMAC 7 RELRICIE. ZDIzHD ARP J 1 )L MNBREINTLWET,
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B L BT ORI —Y —THRESNDE IPTRLAANARP J1 L5 &
—HREICHIBREN, BRI —T 0 0 JOFDLOFRERICEES N [FOFJLIP] PRLAICBSHA
5NET,

" CoWICE HEEREIL -5 —HEIREY S Y TRITENZBNIL—F « V7 JO FLICE > TEAE
f. b= FOBREFBOLDICHO)L -5 — & DBEMTONET,
NSXDIV—=F 4 > T BT RTLADEEDIRIL & FE

COETIE NSXDIL =T« VT BTV AT ADQIAVR—RY FICHBESZA DAIREMEDH 2 HEMBEE DY T
DA ZHERBL. CNSDEEOEEICOVWTHREEHRABLET,

NSX Manager
% 4-2. NSX Manager OEZEDIKR & §2E
EE NIRRT [BEENFE
NSX Manager [RA8< > > &mxw b0 —7 Ekhkhnd B NSX Manager 0 RTo#aE (NSX)L—F > 7/TU vV H

CRUD £&8®) AelcfzEd 3
L A3 g
BT IPRRETL - IdEELE N

NSX Manager & & U ESXi R FOBD R Y RO -V H#ENRHDNS, B EEBEZ(TERA S THRRE —5 —HERE~Y > V=213 ESG

#7213 RabbitMQ o — ) (DEEA LT AEITLTNBHBEE. 5O CRUD RIENERKT 2
B HEEZTLIRAFORBMREIL—T — 1 VAT U ZAOERPHIR
HEMT B

B Fydkbhnan
B TS RRlETL - IEEELRN
BT VT OEHIIEIESHEEEET S
NSX Manager &£J> FO—-SOBEOFR v =D~ EiEAkHn2 B NSXOO8UL—T 1 V7 HIVTU Y IO, B HIUHIR
BIEMKT 2
L A oL g Al
BT IRRETL - IdEELE N
NSX Manager R8> UhEEE NG (F—4 A 7 DEE) B NSX Manager g RTh#aE (NSX)L—F > 7/T1U v H
CRUD 2&6) hm2lclFILEd 3
® NSXManager A'LLEIDICU A R 7 ENIJBEIT, =T« 27/ T
U9 AU ADY Ty FAEEOL REICES U 20 W
HU. FEOUU -2 Ty TEREANELLD
B PRI LR LR FEREAREICLIBEERI)
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A hbAO—5 95 R%
% 4-3. NSX Controller mik;R & 824

[E=E DR

AV EO-5 VA9 MESKI R FE@FR Y RO -V EFELRD

TEUEODY FO-SAESXi R & DEfRER D

16OV FO-2A OOV FO-Z&0xRy FD—U 8. £ic

Imehry FO-TEREKRD

JY FO-SHEEOEREXS

TEOIY FO-SREYY UAKRDND

26007 FO-JREYY UAKDNS

RANEZ2-I)b

£30)

u

DHHREIL -5 —HIHTL - DiEe @@L - FEEDIL—FD
TER. E#. BLUHBR) AEL2ICEIET S

DEGHREI -5 BB T L - OEE (K2 LT LIF ofF. &
#F. BIVHIR) MMRIET 2

VXLAN 7% D—F 1 VTN EE%Z, TOHICTYFY—T
YRR+ DI 0-F 1T TOCRERKTZTEND D
FT—=4 TL—Vld RBICEBESNIREICE D Tl =H=EE
EES)

FEEZ(TZIFO-IHAV S AYAOMOIOY FAO—-ZIZ5|E
BETIVRATEZHAE, COOAVFA-FENAY —ET 598
W) - — A VAT VAN ERER U EERIT S, oIV F
O—ZICIIEENICI=MANEL

DEenZaY FO-JICk > TaEN Tz VXLAN 98GR
B -5 —DNBE, %2 280300 FO-SH5S#H <
FEEZT2AVFO-IHATRHNIEAET - FICAD, R RIC
WLTtyyaverdy L, HFiLLWkyyavaEET S
IARTOIAY FO-IMTHAWMOERET— FICR D, KA EADE
HEBAL, HLWVEEEEST 3
IRTORNEREIL—Y—DOLUFBLVIL—-F @I —-+ES
B) OFfFER. B#H. HIUHBRERENKET 2

NSXManager eI F0—2 7525 QBT NSXDIL—F 1 >
JRE (LIF) AR h A<D, FHTORMANEERZ &
AR

RS, BBRICEBESNEHE T L — > OREBICEDVWTHRE L
T3

AV EO-3 759 DRRMEMMELZDNS
ER/AETL—VIIBBEES D ICHEB LTS
ZOOIY FO-SEHmAMOERE—FICRD, AV FO-57D

HEQERELRDHE (Lf) CRUEENHZ, VIAYDUD
NI EFETRITLUATNIZR S 2 ATEEAS L

netcpa 3. IV FO—J & DB THRESNCBEECHEILT /2D, SSLF—BLUVRRESICMATSSL AT
VEEMRBLET, INbld. Avtz—Y )TN (vsfwd A 53BH) &N LT NSX Manager S EUE LE T,

SFRAE ORI IO AAKBT 2 &, netcpa FO Y FO-SICEBICEE CERADET,

E AL EYV 2 -IILOREFEIFEIIRZ (PSOD) TH Y., FNICULMECSBNWEDTHEENL, CDEY

23 VTIIRNEE Ao
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F£4-4 RANELa-IVOBEORALEFE

fE=E DR

vsfwd A AW 7= N2 = )NCT 7 2 AT 2 f=hICRAF CERT 2
A—H—2/)(2T— RABRYNICERZ &N 5

Avt—I N2 7547 (vsfwd) DFEEDEE

NSX &I TL —> OMOBANREL TRITT 2L SR DRICEEN

BENTE

FRICEFH N ESXI R Fo vsfwd 7t 2 BERILIRIC NSX
Manager IC7 7 CATERWEE, 1 VA F—)LRICREsh
—BO7 A /)X T — FOBERAIN, CORIA FOAYZ—
T NRERFETERED

CEEMELYAZVTICE o TRES,

KAV EO-SEBETERNEH, RAFOREIL—T 1

HEUEHE Ve L <2 D
B R RAYNSX Manager m 5 0B — 5 — A VY AY U A%
BLW
IRARHARELUTRITT DL DICE D IERICEENRE LIZHE B RZ RO ESG BLUDEEGRE)L — 5 —$HIREY Y VIZREDE
HEZETEEL
B ORI UWDEHREI -5 — A VA U AEFBET. BED
DEME) — Y —ZEHIBRTEEL)
B RZARDOT =Y —)NRIE BEEHRERFICRZ FAMEE L TULEEE
[CEDVWTENELEEIT S
% 4-5. netcpa DEZEDKT L FE
EEDRR BEENFE

HWTL—> T—Y 17k (netcpa) DEZDEEIL, EENKELEIAZIVIICL>TERS

NSX 7 =5 R2ADN—FIL EV2A-IHARELTCEITIZLICES
HIICEENRLE UICBE

RAEDNRELUTRITI &L DICAB o ICRICEENEELIIEE

RA OBV =T« VIR L72 <732

RAFTERITEND DEERE)L — 5 —FIMRE Y > VA
O—=2IC740—T1427 =TI OEHEEE TS
DI —T 4 TOTFT=5)NAE. O EO-5m56 LIF £21E
IW—FOEHEZE LR BN, BEERERFICEEL TVWEE
[CEDVWTEMELEEIT S

aVk

NHEGERE — & —HERE< > >
& 4-6. NHEwEIN—F —HERET > > OREDRR LB
BWEORR mEOHE
SR — 5 —BIMRER Y UAEDNS, FEHID—ATENE B SEHBL—5—0 LF SLUIL— O, B, HLUHRR

DEEREE)L — & —HIERIE < > AN NSX Manager LU0 FO—
ZEDERERD

DEGRIEIL — 7 —HIEMRAE < > U NSX Manager & D&%k S

BRI — 5 —HlEREY UM 3V FO-SEDERERD
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L — FOFEH (BRI NCBEERRENLUTRELTWETY
T w7 ADEELESD) HRA RICEES DAL
FERERUEEN B DN DEEREIL—F —FRETY Y E70D
=T 1 VT OBERFENS I SHEESBEL T 25813, MFIICE
BULIETV T4V RAEDED ST« v I3ZEEZITE
NSX Manager Tm, O #E#E)IL—5 —DLIF SXIL— D
ER%. BEH. BLUVHIBRRIENKK L, BaETINE

B —T 1 VT DEHIIFISHERESND
CONBREBIL—F—DIL—FT 1 VT DEE (BEEILE)
&, KRR RISEES AL
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W—T 4 > TICEEYT S NX AT

RAFTZ20742E0TC, OVERROAL T I IOXETEIEIIITNSXOITARTOAVR—FR 2V FEFRELT S
ZEEBBDHLET,

MEICHEUT NSX AVR=22 FOOT LNVEEETEEXY, #FMICONTE INSX IVR—%> 0Oy
LNV DOFRE] #2BLTLIES,

NSX Manager mAa &
= NSXManager CLI @ show log <>k

" oA UR—-F0O7 N RJL (NSXManager 1—H— 4 V9 —J 14 ATRESNET)

NSX Manager Virtual Appliance Management

’ View Summary ‘ “ B oownioad Tech Support Log I ‘
% — z
/e Manage Appliance Settings g Backup & Restore

’ Bl wmanage vCenter Registration ‘ ’ < upgrade ‘

3|

c

NSX Manager o7/ (Cld, BRI L —VICEEET 2 EMANEENET, COBHROWKREHEIL. CRUD (M.
HELD . EF. HIFR) DBRIETT,

il
S

arhkaA—->mAy

IV FO-ZICIFEHOEY 1 —IILAEEN. ZOELTIIREOOY J7ILhYERASNES, I O->00
7121d. show log <log file> [ filtered-by <string> ] ANV REFRLCT I EZATEET,
=TV JICEET 207 J71ILId. ADESDTT,

B cloudnet/cloudnet_java-vnet-controller.<start-time-stamp>.log

®  cloudnet/cloudnet_cpp.log.INFO

®  cloudnet/cloudnet_cpp.log.nvp-controller.root.log.INFO.<start-time-stamp>
®  cloudnet/cloudnet_cpp.log.ERROR (ZO T 71 ILIE. TS—AREUCHBEICERINED),

IV FO—-Z00O7[CIFFRIERNEENET T, FTEALEDHEE. VMware DT VI Z7 U VT F— AN R
BERAT DDICHMEELDET,

CLI @ show log O< > RIZmMA T, watch log <logfile> [ filtered-by <string> ] I<> R
EERISCETEZOOT J7MILOEFRREY 7IL 714 ATHERBTEET,

0713, A FO=-2 YR=F )\ RILICEENET, COUR-F NV RILEERLTY D VO-FTBICIE
NSXA—T— A5 —TJAATAVFO-5 /- FEERLTC, [T7ZHIOR-FO70YDO>v0O0-kF
(Download tech supportlogs)] 74 a>&a- Uw o LET,
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ESXi RR bpO &

ESXiRZA FTEITENZ NSX OAVR—F Y FCL>T. W<OADBEDOY 77 1 IILAERENET,
= VMkernel ®01% : /var/log/vmkernel. log

B HEHSL - I-yr 0O /var/log/netcpa.log

B Ayt )R US4 7>+0O% : /var/log/vsfwd. log

vCenter Server WSAERSNZRETY Y TR—F /)N RIO—EELT, OTENET 2 ZEERARETT,

ESG/DLR fl#kE~ > > nA s

ESG &KV DLRGIEMRE Y>> 0OT J7MIIICT I AT /&I 28EH D FT, CUEEABLTERTISA
Ee, CUFRFA- Y- A0y Tz AEFERLULTCTVZNIILYR=—F NV FILEY DI VO—- R 2HE5CY,

v &#xRRT 200 CL OX > FIE show log [ follow | reverse ] T9Y,
TOZANYR=F NNV RILESY DO T 3ICIE. ROFIEEERITUET,

= CLins, enable - F#&FEAL T export tech-support <[ scp | ftp 1> <URI> OIY >V k%
EITLET,

®m  vSphere Web Client "5, [77> 3> (Action)] AZa—D [F27ZHIL BR—-FOJ0Y o v0—-F
(Download Tech Support Logs)] = > 3 v &ERRLET,

{« 4 Home » ¥ K NSXEdges
Networking & Security NSX Manager:  132168.110.42 | ¥
FH NSH Home & x O %% ]| @hacions - [-1:; Dinstalling | € 0 Failed l
4k Installation 1 Actions - LDR-01 Type
" Logical Switches adgest x Delete Logical Router
3 Force Sync MEX Edge
P Firewall eploy
=, SpoofGuard | ¥ Redeploy ‘

hange aufo rule conflauration

& Service Definitions
F genice Composer
@) Data Security

Im Download Tech Support Logs I ‘
| T

T
onvertto Compal

FOMDEIDT7AI. LT 7 A4 ILDBFR

FREICIIOTTIEBHDEBAD. NSXDIL—T 4 VT DOBRE ST a—FT 1 VTIEIID T 71 ILHSEBH )
ESER

B R\ I -V RHRED /etc/vmware/netcpa/config-by-vsm.xml [ZIE. XROIVR—F
VRICEY AEmAEENET,

B O RO-SOIP7RLA, TCPR— . SERZEDY AT . SSL OB/ ER)
m VXLAN £@EB L TBEMICE N DVS @ dvUplink (7—=> 47 RU > —_ &gl UUID)
B RZAEARIET S DLR 12~ 2 (DLRID, £&7)

B HEHTL—Y IV RHRED /etc/vmware/netcpa/netcpa.xml (ZiE. 07 LA (FIFI)L R
[Z [info]) 7 & netcpa MEHARFRES S avnEaEnEd,
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" HETL - DFEEET 7 1)L /etc/vmware/ss1l/rui-for-netcpa.*
B 2DODT7AI IR RREBRBE. RA DT TAR— |k F—
B OV FO-STRAFOEGERIT 21chITEA

NEDT7AIIFTIANT, vsfwd [CL B Ay - JN2EEZEN LT NSX Manager 5259 2 1BHEFER L
T. netcpa [C&L > TR ENE T,

—MRVEEED S F U A EBERAE

—RHLEEDY T UL 2 DICHESNET,

— RIS, MENRETDZIOERESLVHE T L — T, BB T L -V THRENMERET ZAEEMETEH D ET AN
—METIZd D E T A,

REDMEEBRAE

—MRHLRTEDRBEFZEICDINTIE, K47 ICRHEHNTVET,

= 4-7. —MRAVSEBRORBE LS

IR

L -T2 JTIE JORLIPTRELRETFD=F 42T IP
7 RLADHICE D

FSUZR—F = UMPBIREZ A Y FORARE B L TR

WL —T T TOFDEEOEBEDENTEY (F1<X—.
MTU, BGP ASN, /{20 — R 1% —Tx+12h5 OSPF EIHAD
v V)

DEGHB)— 5 —SAEMT VI T ARIP 7 RLRICENETS
N, T — FOBIENBMCES

NS DEBEEMRRT 5T

zeE
B0 )L OBHERRARR S NG

DHI =T VTN TV IAR- V=V CEENZESXI R =D
STy FTEMELEL

B0 )L OBERRARR S NG

DEERIEIL — Y BB Y VICHRARAMA VY — T A A TRy
FDORS TV IDERL. RS T4 v N T Sy I R—)VIREICIE D

HEEZREL. BEICIGUTELELET,

MELQBEII. TOFI)LOREOEEERHT 2/0(c, CLIlOY > Fd debug ip ospf %7zI13 debug ip
bgp #E L C. DEGIEIL—5 —HlfREYY v EzlFEdge b —EX =D x4 (ESG) O3>V —)L (SSHtzwv

YavERBALZLY) TOTEERLET,

HE TV —> OB LR E

HIETL - OREEIL. ROBEEICL> CRISRIINDHBENHIET,
B ORAREIE T L - T >k (netcpa) AN vsfwd ICE DEBHEIN D Ay - I Fr =LA S NSX

Manager [CE#HTTE 7310

B OV RO-Z VT AY T @B - —/VXLAN 14 V25 VU ZDOX RS — O—)LOUIRICRI-EA S D

25— O—)LOWBICEET 20 FO—5 7 55 OREIL. NSX Controller oW nhzEBies) (NSX
Controller ® CLI © restart controller #{EH) 3§23 &THRATEIFENHDET,

HE S L —ICBETIEBEORS TILYa—T 1 V712D TIE http//kb.vmware.com/kb/2125767 &8 L

T<riEEl,
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NSX b5 a—Fa27 A4k

ESTINoa—T420 T—HDIRE

Oty a3TIENSXDI =T 0 E S TINa—TFTa0 7T ESI—MRICERSN2 CLIaOY VRO
BECDVWTHRBLET,

NSX Manager

NSXI)L—=F 4 T D STy a—F 1 0 &1T 57z, NSX Controller 5L UMD NSX IV R—% > FA S ET
SNTW XY FIE. NSX 6.2 BIETIE. NSX Manager 15 B#EEITENET,

B DEEGREIL-Y - ARV ADU A

B RNEEGEIL Y- A VAT VADLFOUZ R

" BNBGEBIL YA VAT VAR FDU X

B SEHMEIL Y- TUyI AV ATV ADMACT FLZADU X

B AU =T11R

B =T TETA DT T =TI

" FHWL—-FT > JORTJL (OSPF 7213 BGP) dikse

®  NSX Manager [C£ > T f#aEIL —~ —HIERE Y > > & 1z1$ Edge Service Gateway (ESG) [T EE N2

B

A AE

DHEEREI — & —HEMRET > B XU ESG

DEEHREI -5 —HEREY Y VE LV ESG L, AV —T 1A XTIy FEFv ITF v 2 RELET,
Ty EFvIFvId =T 7 JOFIVOBEDO RS TV a—T 4 VITI/IEET,

1 show interfaces #&1TLTC. 19 —J 11 ADEE—ERRLET,
2 debug packet [ display | capture ] interface <interface name> #%=f7L% 7,
B R IFeEFERLTCNSEES. WUy R Lpcap T 7 AIIVICRESNET,

3 debug show files #xR1TLT. RESNEFv IFv J7 M) a—BRRLET,
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4 debug copy [ scp | ftp 1 ... &FITLT. F 7514 pHOEeHICFvy TFvES I VO-FLE
a_D

dlr-01-0> debug packet capture interface vNic_2

tcpdump: listening on vNic_2, link-type EN1OMB (Ethernet), capture size 65535 bytes
43 packets captured

48 packets received by filter

0 packets dropped by kernel

dlr-01-0> debug show files
total 4.0K
—rW——————— 1 3.6K Mar 30 23:49 tcpdump_vNic_2.0

dlr-01-0> debug copy
scp use scp to copy
ftp use ftp to copy

dlr-01-0> debug copy scp
URL user@<remote-host>:<path-to>

debug packet I< > FiFtcpdump &/Cy 0 7S50 FTEAL. UNIXIZHIT S tcpdump T 1 L5 U
BEHTFOLOIBERT. TN UV TERTFEZITANET, J1IILYROEAXFRIT7 VY —-237 () CTEH:
TEIMENHDEICOHERLTLESL,

feEZAE. AN Bld SSHZBRNWT VNIC 0 @8R 23R TO R T4 v I ERRL. A5 05747
Ty IVEBKRIIETS FT T4 v ORRIIERELET,

plr-02-0> debug packet display interface vNic_0 port_not_22

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on vNic_0, link-type EN1OMB (Ethernet), capture size 65535 bytes
04:10:48.197768 IP 192.168.101.3.179 > 192.168.101.2.25698: Flags [P.], seq
4191398894:4191398913, ack 2824012766, win 913, length 19: BGP, length: 19
04:10:48.199230 IP 192.168.101.2.25698 > 192.168.101.3.179: Flags [.], ack 19, win 2623,
length 0

04:10:48.299804 IP 192.168.101.2.25698 > 192.168.101.3.179: Flags [P.], seq 1:20, ack 19, win
2623, length 19: BGP, length: 19

04:10:48.299849 IP 192.168.101.3.179 > 192.168.101.2.25698: Flags [.], ack 20, win 913,
length 0

04:10:49.205347 IP 192.168.101.3.179 > 192.168.101.2.25698: Flags [P.], seq 19:38, ack 20,
win 913, length 19: BGP, length: 19

ESXi /KRR b

RARIE NSX)L—=F 0 VT EBRICEELUET, MA1413 -T2V T B TIATAICSMTZAVR—FRY
FECNBEDBRERRT DhITEANS NSX Manager CLI AX Y RERLUTLET,
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414 NSX =T 4 > IDRSZTNoa—T 4 JICBFRTERA S ayR—% b

ESXi kR k A show logical-router
MAC: 02:50:56:56:44:52 4{1 [ nost hoso
—= S5 — Vv - 0200006106441 connection
DLR A —FJL D a—)b PMAC: XX:XX:XX XX:XX:XX
show DLR 4 Y X& 2R A(T 7+ )L b+ Edge-1) c—k F—TL _show
logical-router > *ARP v vwia logical router
host hostID dir ' host hostID dir
all verbose 172.16.10.1/24 172.16.20.1/24 ~ 172.16.30.1/24 192.168.10.2/29 diriD route
LIF ..0a LIF ..0b LIF ..0c LIF ..0d .ShOW
Q Q Q o logical-router
[ | | [ AN host host-ID
| H | dir dIrID arp
show > varP show
I(r)]glctarl]-rOLtjltEe)r 5 5 > vdrPort | --?56 VXLAN 5000 | logical-router
ost hos l host hostID dir
connection o o o VXLAN 5001 0o diIrlD verbose
VXLAN 5002 _show
O C 0 logical-router
VXLAN 5003 host hostID
O O O dir diIrID interface
DVS (Compute_VDS) intID verbose
..657 ..658
S ki
= TAA2 L 84:52
show logical switch
host hostID
verbose

T=HNATFv IFvanlc) Ty FE Ty E I3 0=« V7 DS ESEREBEICHIT 2 MBEORE IR
DHBAENDIET, M4-153F FRFvITFv RV bE BRIV ETERT 2 CL OV FERLTNET,
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®4-15. ¥+ 7F v R hEBETS CLIaw R

ESXi RX kA

DLR A—®RJL EDa—)L

DLRA VZXZ VA A

LIFA LIFB 4
? ? m
vdrPort VXLAN A
o——oO vl T
5 S OIVXLANB

DIR 5714 v7 :

DLR A\ 53515 : pktcap-uw --switchport 50331566 --dir=0

DLR T%IE :

pktcap-uw --switchport 50331566 --dir=1

| 1 DFW (2)

— SwSec (1)

dvFilters

I0Chain

DT BRENFT Y TIVY +3T497 -

DVS M7 w F1) >4~ : pktcap-uw --uplink vmnic0 --dir=1 --stage=0
7y T h s DVS A : pktcap-uw --uplink vmnicO --dir=0 --stage=1

VXLAN THTRILEESNF- b5 T4 9 ¢

KRR MO SEIE :

KR hCRIE -

pktcap-uw --uplink vmnicO --dir=1 --stage=1
pktcap-uw --uplink vmnic0 --dir=0 --stage=0

R~
8~

REIODRZ 7499

EfE

>ﬁb
SUTRIE:

. pktcap-uw --switchport 50331660 --dir=0
: pktcap uw --switchport 50331660 --dir=1
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Edge Appliance ® S 7V 2 —F 4
24

ZO Y7 TIE. VMware NSX Edge Appliance #EBf L C S TV a—T 1 VT EIT O 2O DIBRERB L
ESCIN

NSX Edge Appliance OfSREE S T > 1 —T 4 VT T 31T RO STV a—FT 4 VT FIBAREBICKE T
FENEOINERRLET, FFIBETIE. BEORERZMIKRE, BEICHUTHEET VY aVvERITT2HDA
HEERFIAAYRADU VIMRBENTVET, BMEZYD DT CEULHRARZRET 21T, BREFIBICIE
REBURIEFAFRESNTNET, EOFIEEBELANWTIIZE,

RKJY=ZDUU=X /—=FT. COBEIMBRSNTN SN EERLET,

VMware NSXEdge &4 V2 F— LT 2HBE. RNV AT LABHERBIL TS EERBLET, INSX 12
=L DA Rl E2BUTESL,

AVAN=IVET YT I — RDORIE
" xALTCL\EREA [Would Block] ORREICEIEL TVWAWC EERRLET, F#EICD LTI,
https://kb.vmware.com/kb/2107951 8B L TLIEE 1),

B Ty RPETIOMAKINTEOIC. Bdge 1 Y T 1A RICEBETCERVEAIL. NI IV RED
LAV —2 R0y TFOEFEERL TS, https://kb.vmware.com/kb/2135285 #2B LT L),

" Edge 77O w7y IUL— BT, RDIT—HERRINERT 2B ¢

/sbin/ifconfig vNic_1 up failed : SIOCSIFFLAGS: Invalid argument

ESf
B FTOA40TYy ST L—RARIIT2DIC, Edge 1 Y — T A RITEHETERLIBE ¢
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show interface IV RERITTZE RDLIBIT Y FUAKRRINET, 50T UL Edge
DHYR—F OVICERREINET,

vNic_0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc mq state DOWN glen 1000
link/ether 00:50:56:32:05:03 brd ff:ff:ff:ff:ff:ff
inet 21.12.227.244/23 scope global vNic_0
inet6 fe80::250:56ff:fe32:503/64 scope link tentative dadfailed
valid_1ft forever preferred_l1ft forever

WINDHBIEET., RA R A4y FOEBHITE TNV, BENNONMEELTEY, BRTDICIE KR
PRV TFERELET,

A% TE 0D fE1 8

7

NSX Edge ma#riEmENE LE 9, https://kb.vmware.com/kb/2079380 #8B LT <Ex L\,

vse_die OXFFITHEL, NSXEdge OV &I 1LY LET, COXFIOELOOTIC, FELZ—ICF
FEBEHATRSINTNDZENHDET,

7AT O —IVICEAT SHfERE

—ERBERENZWCDICY A LTI EIEEL, 7 TUT = 3 UNRERBETY A F)VRREICE > TV BHBEIT.
REST API &/ L T inactivity-timeout DR EEZE® LEY, https://kb.vmware.com/kb/2101275 %
BLT<rESl,

Edge 77 A7 U4 —)LTNRTy RS ROy 7 558

1

show firewall XV REFBLT. 774794 —ILI)L—IL T—JIL &R LEI, usr_rules 57—
TILIC, FBESNTWBIL—IILARKRSNET,

nsxedge> show firewall
Chain PREROUTING (policy ACCEPT 3146M packets, 4098G bytes)
rid pkts bytes target prot opt in out source destination

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

rid pkts bytes target prot opt in out source destination
0 78903  16M ACCEPT all — 1o * 0.0.0.0/0 0.0.0.0/0

0 0 0 DROP all —- = * 0.0.0.0/0 0.0.0.0/0

state INVALID

0 140K 9558K block_in all - =* * 0.0.0.0/0 0.0.0.0/0
0 23789 1184K ACCEPT all — * * 0.0.0.0/0 0.0.0.0/0

state RELATED,ESTABLISHED

0 116K 8374K usr_rules all - =* * 0.0.0.0/0 0.0.0.0/0
0 0 0 DROP all — * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 3146M packets, 4098G bytes)
rid pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 173K packets, 22M bytes)
rid pkts bytes target prot opt in out source destination
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Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)

rid pkts bytes target prot opt in out source

0 78903  16M ACCEPT all — * lo 0.0.0.0/0
0 679K  41M DROP all — =* * 0.0.0.0/0
state INVALID

0 3146M 4098G block_out all - * * 0.0.0.0/0
0 0 0 ACCEPT all — = * 0.0.0.0/0
PHYSDEV match —-physdev-in tap® —--physdev-out vNic_+

0 0 0 ACCEPT all — = * 0.0.0.0/0
PHYSDEV match —--physdev-in vNic_+ —-physdev-out tap0

0 0 0 ACCEPT all — = * 0.0.0.0/0
PHYSDEV match —--physdev-in na+ —-physdev-out vNic_+

0 0 0 ACCEPT all — = * 0.0.0.0/0
PHYSDEV match —-physdev-in vNic_+ —--physdev-out na+

0 3145M 4098G ACCEPT all — * * 0.0.0.0/0
state RELATED,ESTABLISHED

0 221K 13M usr_rules all — * * 0.0.0.0/0
0 0 0 DROP all — * * 0.0.0.0/0
Chain block_in (1 references)

rid pkts bytes target prot opt in out source
Chain block_out (1 references)

rid pkts bytes target prot opt in out source
Chain usr_rules (2 references)

rid pkts bytes target prot opt in out source
131074 70104 5086K ACCEPT all — * 0.0.0.0/0
match-set 0_131074-0s-v4-1 src

131075 116K 8370K ACCEPT all — =* 0.0.0.0/0
match-set 1_131075-ov-v4-1 dst

131073 151K 7844K ACCEPT all — = * 0.0.0.0/0

destination
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0
0.0.0.0/0

destination

destination

destination

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

show firewall 2<> R® POST_ROUTING 27> 3(Cé% % DROP invalid )l —/l DENMEERES L
£9, —MILEBHICIE. EAMWIL—T 1 VT OBEB R TCPR—=207 JUsr—> 3 nt 1 BB HRES N
TWEWEEABDFET, AL —T 1 7 DOEEIL. S5IROLIWRRICRESNET,

" Ping1'HodHMTENET 20\ BIABTIIEKRIT S

B Ping A&ifET 20N TCP AENE L 73 L)
2 show ipset AWV ROEHENELET,

nsxedge> show ipset

Name: 0_131074-os-v4-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)
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Name: 0_131074-o0s-v6-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 1_131075-ov-v4-1

Type: hash:oservice (Match un-translated Ports)

Revision: 2

Header: family inet hashsize 64 maxelem 65536

Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=6, DestPort=179, SrcPort=Any (encoded: 0.6.0.179,0.6.0.0/16)
Proto=89, DestPort=Any, SrcPort=Any (encoded: 0.89.0.0/16,0.89.0.0/16)

Name: 1_131075-ov-v6-1

Type: hash:oservice (Match un-translated Ports)

Revision: 2

Header: family inet hashsize 64 maxelem 65536

Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=89, DestPort=Any, SrcPort=Any (encoded: 0.89.0.0/16,0.89.0.0/16)
Proto=6, DestPort=179, SrcPort=Any (encoded: 0.6.0.179,0.6.0.0/16)

3 RESTAPI®Edge A—H— 1 V9 T4 R&EFEALT. HEDI 747 04— )L IL—ILOOTEBRIC L.
show log follow IX YV FEFERLTCZOOVEERLUET,

O7ARRESNENEE, RO RESTAPI ##/A LT, DROP Invalid )L—)loOJ&EBHMICLET,

URL : https://NSX_Manager_IP/api/4.0/edges/{edgeld}/firewall/config/global

PUT Method

Input representation

<globalConfig> <!—- Optional ——>
<tcpPickOngoingConnections>false</tcpPickOngoingConnections>  <!—— Optional. Defaults
to false ——>

<tcpAllowOutOfWindowPackets>false</tcpAllowOutOfWindowPackets> <!—— Optional.
Defaults to false ——>
<tcpSendResetForClosedVsePorts>true</tcpSendResetForClosedVsePorts> <!— Optional.
Defaults to true ——>

<dropInvalidTraffic>true</dropInvalidTraffic> <!— Optional. Defaults to true ——>
<logInvalidTraffic>true</logInvalidTraffic> <!—— Optional. Defaults to false ——>
<tcpTimeoutOpen>30</tcpTimeoutOpen> <!—— Optional. Defaults to 30 ——>
<tcpTimeoutEstablished>3600</tcpTimeoutEstablished> <!-- Optional. Defaults to 3600 ——>
<tcpTimeoutClose>30</tcpTimeoutClose> <!—— Optional. Defaults to 30 ——>
<udpTimeout>60</udpTimeout> <!—— Optional. Defaults to 60 ——>
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<icmpTimeout>10</icmpTimeout> <!—— Optional. Defaults to 10 ——>
<icmp6Timeout>10</icmp6Timeout> <!—— Optional. Defaults to 10 ——>
<ipGenericTimeout>120</ipGenericTimeout> <!— Optional. Defaults to 120 ——>
</globalConfig>

Output representation

No payload

show log follow IX YV FZEMHELT. ROLOSBOTEBRRLET,

2016-04-18T20:53:31+00:00 edge-0 kernel: nf_ct_tcp: invalid TCP flag combination IN= OUT=
SRC=172.16.1.4 DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=43343 PROTO=TCP
SPT=5050 DPT=80 SEQ=0 ACK=1572141176 WINDOW=512 RES=0x00 URG PSH FIN URGP=0
2016-04-18T20:53:31+00:00 edge-0 kernel: INVALID IN= OUT=vNic_1 SRC=172.16.1.4
DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=63 ID=43343 PROTO=TCP SPT=5050 DPT=80
WINDOW=512 RES=0x00 URG PSH FIN URGP=0

4 show flowtable rule_id aX Y FZEfEBLT, Edge 771 7D 5 —)LDRET — T)L T—HT 2%
EHERBUET,

nsxedge> show flowtable

1: tcp 6 21554 ESTABLISHED src=192.168.110.10 dst=192.168.5.3 sport=25981

d port=22 pkts=52 bytes=5432 src=192.168.5.3 dst=192.168.110.10 sport=22 dport=259
81 pkts=44 bytes=7201 [ASSURED] mark=0 rid=131073 use=1

2: tcp 6 21595 ESTABLISHED src=127.0.0.1 dst=127.0.0.1 sport=53194

dport=10 001 pkts=33334 bytes=11284650 src=127.0.0.1 dst=127.0.0.1 sport=10001
dport=5319

4 pkts=33324 bytes=1394146 [ASSURED] mark=0 rid=0 use=1

show flowstats ANV REMALTC., 7V T« JREHHEHFRSNIBAERBELRLET,

nsxedge> show flowstats

Total Flow Capacity: 65536

Current Statistics :

cpu=0 searched=3280373 found=3034890571 new=52678 invalid=659946 ignore=77605
delete=52667 delete_1ist=49778 insert=49789 insert_failed=0 drop=0 early_drop=0
error=0 search_restart=0

5 show log follow Ox > REEALCEdge DOV E#ERL T, ALGO ROV IHARNWHERLET,
tftp_alg. msrpc_alg. Zfzldoracle_tns 0L SBXFIERRLET, FMICOVTIE, UTFES
BLTLIES,

B https://kb.vmware.com/kb/2126674
" https://kb.vmware.com/kb/2137751

Edge )V —F « > Ui DERE

1 ping <destination_IP_address> IX YV FEFERLT. V2147V EnSHIHlISNZFZS Ty 0 %&E
FmBLET,
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2 WMADAVH—TIAATHSI T4 vV EREICFY IFv LT, BNEIT7AILICESIAH, SCPEFERLT
IUAR=FULEY,

RIIZDHTY,

RDARY FEFRBUTADBOA VY —TIAATHS T4y EFv ITFv ULET,

debug packet display interface vNic_0 -n_src_host_1.1.1.1

ROAR Y FEFERLULTCEDABDA VY —TIAATRS T4 v 0 EFv IFv LET,

debug packet display interface vNic_1 -n_src_host_1.1.1.1

BRIy FaFv TFvI3ICld ESXio/\Ty - Fv FFv 1—7 1 UF 1 pktcap-uw v —)L % ESXi
THERLEI, https://kb.vmware.com/kb/2051814 #&8B LT IEE L),

Ty EABICROY TU TV 25EId. RICEHET 2R/ELIS—EERALET,
P7rLZEIN—F

T7A7 04— )L IIL=)LEREIEINAT JL—)L

NI —T 1T

RP 4 )L5 Fxvus
show interface OV REMALTCA VY —T 14 ADIP 7 RLA/U TRy FEERLET,

T=9 TL-UTRFELTCNWSRIL— FAH2HBEICIE. ROINY FERITUET,

show

show

show

show

show 1ip

ip route

ip route static

ip route bgp

ip route ospf

forwarding XY FEEITLT BELQIL—FDOIL—FT 1T T—JILEERLET,

BED)I 2N H 5354, show rpfilter <XV RERITUET,

VMware, Inc.

nsxedge>

net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.
net.

ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.

show rpfilter

conf.VDR.rp_filter
conf.all.rp_filter =
conf.br-sub.rp_filter = 1
conf.default.rp_filter = 1
conf.lo.rp_filter = 0
conf.vNic_0.
conf.vNic_1.
conf.vNic_2.
conf.vNic_3.
conf.vNic_4.
conf.vNic_5.
conf.vNic_6.
conf.vNic_7.
conf.vNic_8.

rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter

0
0

1
RFRRRRRRRR
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net.ipv4.conf.vNic_9.rp_filter = 1

nsxedge> show rpfstats
RPF drop packet count: 484

RPF #retiEsR &R 9 51C1d. show rpfstats O<v > RERITLET,

nsxedge> show rpfstats
RPF drop packet count: 484

Ny RATRBIC ROy 923848, ROUY —IHDNREBLULTVWEWANAESIHAEERLETD,
a CPUDATUDBAXRCDWTIZ, AOOAXY REERITLET,

®  show system cpu

®  show system memory

B show system storage
B show process monitor
= top

ESXiIcDWTIE, esxtop n ANV REERITLET,

6:26:46pm up 28 days 20:01, 548 worlds, 3 VMs, 3 vCPUs; CPU load average: 0.14, 0.12, 0.12
PCPU USED(%): 7.2 32 AVG: 19
PCPU UTIL(%): 6.2 37 AVG: 21

%RDY _ %IDLE

2 2 system & 8. 0. :

88295638 88295638 esxtop.11413506 1 3.05 2.52 0.01 95. 0.32 0.00 0. 0.00
371958 371958 web-02a & 1.18 0.84 0.34 588. 0.27 97.90 0. 0.00
368736 368736 web-0la [ 0.92 0.92 0.04 591. 0.44 98.26 0. 0.00
362728 362728 app-02a 6 0.60 0.62 0.01 589, 0.23 96.68 0. 0.00
14826 14826 netcpa.35043 21 0.30 0.30 0.00 2063. 0.28 0.00 0. 0.00
793 793 vmsyslogd.32996 5 0.28 0.27 0.00 491. 0.16 0.00 0. 0.00
8176 8176 hostd.34168 34 0.16 0.27 0.00 3340. 0.42 0.00 0. 0.00
19890 19890 vmtoolsd.3573¢ 2 0.08 0.08 0.00 196. 0.15 0.00 0. 0.00
17967 17967 logchannellogge 1 0.07 0.07 0.00 98. 0.05 0.00 0. 0.00
6024 6024 storageRM.33890 1 0.07 0.01 0.05 98.36 0.00 0.00 0. 0.00

CPU EEREMEL)

NSX Edge @ CPU EAEAB < 2> TL2FAICIE. esxtop IX Y F&E ESXiRA RTEALT, 7 I51 7>
ADNT# =RV AEHRLET, RDT LY IN-ADLEEER LTI,

®  https://kb.vmware.com/kb/1008205

®  https://kb.vmware.com/kb/1008014
B https://kb.vmware.com/kb/1010071
u

https://kb.vmware.com/kb/2096171
F 7z, https://communities.vmware.com/docs/DOC-9279 #2RB L T EE ),

ksoftirqd 7O ADENABVIEE., ZE/TY R L—EABWCEERLUETS, J71T794—)L)L—)LoO
TRE, T4 NATOTHNENIE>TNSE&HERLET, show log follow IX > FERITLT, %
BT ZOTNSHEBR N TNINEINEHRILET,
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NSX Manager & Edge Di@{E D RizE

NSX Manager [d, VIX oAy tz—2 JIZENLTNSXEdge &@BELET, Thld Edge i FJO01rsnzd &E
[ NSX Manager [C&£ o> TRIRESN, ZESNSCEIEHDEH A,

VIX

B VIXIE, ESXi R F0%RAE > TLa5E, NSXEdge IC&> TERESNET,

= NSX Manager [d. vCenter Server AN 5R X +DOFRALEHREIS LT SHIC ESXi AR FICHE#FHLET,
= NSX Manager |4, Edge OFRGHE®R =R L . Edge Appliance IcO7 1 > LE T,

®  Edge ® vmtoolsd 7Otz A VIX EDBEEMELET,

VIX DEZENFKET 5HE. UTORRANMNEZSNET,

B NSX Manager n' vCenter Server SBETERL),

B NSX Manager A* ESXi /RZ R &EBETSALN,

= NSXManager DREBICRIEA S 5,

= Edge OWHICRIEN S 2.

VIXDFT /Ny J

NSX Manager o7 TVIX DTS — [VIX_E_<error>] ##RLT. FRERDIAHFFET, ROLOIRITS—%H
@DLERT,

Vix Command 1126400 failed, reason com.vmware.vshield.edge.exception.VixException: vShield
Edge:10013:Error code 'VIX_E_FILE_NOT_FOUND' was returned by VIX API.:null

Health check failed for edge edge-13 VM vm-5025 reason:
com.vmware.vshield.edge.exception.VixException: vShield Edge:10013:Error code
'"VIX_E_VM_NOT_RUNNING' was returned by VIX API.:null

—#&MIIC. % <D Edge TRBICEIL TS —MEEL T\ SHAEIE. Edge BIOBEETIEH D FH A,
Edge D2k
B OOy RAEMFERLT, vimtoolsd AEITESNTVWB T EFRERLET,

nsxedge> show process list
Perimeter—-Gateway-01-0> show process list

%CPU %MEM VSz RSZ STAT STARTED TIME COMMAND
0.0 0.1 4244 720 Ss May 16 00:00:15 init [3]
0.0 0.1 4240 640 S May 16 00:00:00 logger —p daemon debug -t vserrdd
0.2 0.9 57192 4668 S May 16 00:23:07 /usr/local/bin/vmtoolsd ——plugin-pa

0.0 0.4 4304 2260 SLs May 16 00:01:54 /usr/sbin/watchdog
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B OROOXY RERITLUTC, Edge MELIRETHZ CEZ2BALET,

nsxedge> show eventmgr

messagebus : enabled
debug : 0
profiling 0
cfg_rx H
cfg_rx_msgbus 0

F7c. show eventmgr OX Y FEFERALTC, VIU ARV FEZEUTCUEBLTVS CEERRBTEET,

nsxedge> show eventmgr

messagebus : enabled
debug :
profiling
cfg_rx
cfg_rx_msgbus
cfg_rx_err
cfg_exec_err
cfg_resp
cfg_resp_err
cfg_resp_ln_err:
fastquery_rx :
clearcmd_rx
clearcmd_err
ha_rx

ha_rx_err
ha_exec_err
status_rx
status_rx_err
status_svr
status_evt
status_evt_push:
status_ha
status_ver
status_sys
status_cmd
status_svr_err :
status_evt_err :
status_sys_err :
status_ha_err
status_ver_err :
status_cmd_err :
evt_report
evt_report_err :
hc_report
hc_report_err
cli_rx
cli_resp
cli_resp_err
counter_reset

fastquery_err : 0

@I—‘@@@@@@@LﬂI—‘@@@I—‘@;@@@@@OOOOOOOI—\OO

=
(o}
(e}
(o)}
N

@ oL N O

VMware, Inc. 112



NSX b5y a—F127 A4k

—————————— Health Status —————————
system status : good

ha state : active

cfg version
generation
server status
syslog-ng
haproxy

ipsec

sslvpn

12vpn

dns

dhcp
heartbeat
monitor

gslb :
—————————— System Events ——————————

[clcNoNoNoNoNoNoNolN N oE

vmtoolsd AAE/ITENTIVAEL, $5 1\ Edge HMEekRETaL5E, Edge #HEBLET,

¥7-. Edge pO 7 B8R T=%9, https//kb.vmware.com/kb/2079380 #£B LT EE L),

Avt— NADT /Ny T
Avtz—2 )N, ESXi RZA FD#EFMNTETIVS =T, NSXEdge OBEICFERINET, MENKET DS
&. NSXManager A7V ICRDESB IV FUNEENDHBENHDET,

GMT ERROR taskScheduler-6 PublishTask:963 - Failed to configure VSE-vm index 0, vm-id vm-117,
edge edge-5. Error: RPC request timed out

MDEDIBIBEIC, COFBENRELET,

= Edge OIRREAE L <730\

B Ayt —Y )TRICEFEL TR

Edge TCORMBEEDMIT DICTIE. RDLSITRIELET,

B RMQ &DEFEERRT 2ICIE. ROAX Y FERITLET,

nsxedge> show messagebus messages

Message bus is enabled
cmd conn state : listening

init_req 1
init_resp 1
init_req_err : 0
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B VMO EERERSRT 51213 ROOANY FERITLET,

nsxedge> show messagebus forwarder

Forwarder Command Channel

vmci_conn
app_client_conn
vmci_rx
vmci_tx
vmci_rx_err
vmci_tx_err

vmci_closed_by_peer:
vmci_tx_no_socket
app_rx

app_tx

app_rx_err
app_tx_err

app_conn_req
app_closed_by_peer :
app_tx_no_socket

T oup
T oup

: 3649
: 3648

Forwarder Event Channel

vmci_conn
app_client_conn
vmci_rx

vmci_tx
vmci_rx_err
vmci_tx_err :
vmci_closed_by_peer:

vmci_tx_no_socket
app_rx
app_tx

app_rx_err
app_tx_err

app_conn_req
app_closed_by_peer :
app_tx_no_socket

T oup
T oup
;1143
: 13924

cli_rx

cli_tx
cli_tx_err
counters_reset

© O BB

ZOBo vmci_closed_by_peer: 8 CLWSHAIZ, RAF T -y FARRT UicEHEDOEEERL T

WET, CoEpEmLTH )., vmci conn A% LT 3EE,

RAFI—-YzVRERMQ 70-7

[CEFHT=ET A, show log follow #FEAR L C. Edge OV TRO TS =AM 1DR LFEE L TLVE N AE

FULET, VmciProxy:

VMware, Inc.

[daemon.debug] VMCI Socket is closed by peer
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ESXi "X FDEEEDMIT 21213 -

ESXiRX FARMQ O —-DICEFHEL TV EAESIHNERERT DI, ROAXRY FEEITLET,

esxcli network ip connection list | grep 5671

tcp 0 0 10.32.43.4:43329 10.32.43.230:5671 ESTABLISHED

vsfwd
tcp 0 0 10.32.43.4:52667 10.32.43.230:5671 ESTABLISHED
vsfwd
tcp 0 0 10.32.43.4:20808 10.32.43.230:5671 ESTABLISHED
vsfwd

tcp 0 0 10.32.43.4:12486 10.32.43.230:5671 ESTABLISHED

Ny s ROy 7O DR

NSX for vSphere 6.2.3 LIBT3, show packet drops I< > REMEHELT. XDy b ROy TD#kEt =
RNCETET,

OX Y R&ERITIBICE, NSXEdgep CLICOV 1> L, BEAE—-RICUET,

1T =TI 1RA
N AN

L2

L3

TJ7A47 04—

Line Interface Reference] 2B LTS, RIZZOHITT,

show packet drops
vShield Edge Packet Drop Stats:

Driver Errors

X TX TX RX RX RX
Interface Dropped Error Ring Full Dropped Error Out Of Buf
vNic_0 0 0 0 0 0 0
vNic_1 0 0 0 0 0 0
vNic_2 0 0 0 0 0 2
vNic_3 0 0 0 0 0 0
vNic_4 0 0 0 0 0 0
vNic_5 0 0 0 0 0 0

Interface Drops

Interface RX Dropped TX Dropped

vNic_0 4 0
vNic_1 2710 0
vNic_2 0 0
vNic_3 2 0

VMware, Inc.

35854

35854

35847

35847

newreno

newreno

newreno

newreno vsfwd

SIC DV T4, INSX Command
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vNic_4
vNic_5

L2 RX Errors

Interface length crc frame fifo missed

vNic_0 0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

[cl oo o]

L2 TX Errors

0

[cl ol oo

0

[cl ol oMo o]

Interface aborted fifo window

vNic_0 0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

ool oo o]

L3 Errors

IP:

ReasmFails : 0O
InHdrErrors : 0
InDiscards : 0
FragFails : 0
InAddrErrors : 0
OutDiscards : 0
OutNoRoutes : 0
ReasmTimeout : 0O
ICMP:

InTimeExcds : 0
InErrors : 227
OutTimeExcds : 0
OutDestUnreachs :
OutParmProbs : 0
InSrcQuenchs : 0
InRedirects : 0
OutSrcQuenchs : 0

InDestUnreachs : 151

OutErrors : 0
InParmProbs : 0

0

ool oMo o]

152

Firewall Drop Counters

Ipv4 Rules

Chain - INPUT

rid pkts bytes target prot opt in out source

0 119 30517 DROP

VMware, Inc.

all

[l cNoNoNoNo]

0 0
0 0
0 0
0 0
0 0
0 0
heartbeat
0
0
0
0
0
0

S
x

* 0.0.0.0/0 0.0.0.0/0

destination

state INVALID
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0 0 O DROP
Chain - POSTROUTING

rid pkts bytes target

0 101 4040 DROP
0 0 0 DROP

Ipv6 Rules

Chain - INPUT

rid pkts bytes target
DROP
DROP

0 0 0
0 0 0
Chain - POSTROUTING

rid pkts bytes target
DROP
DROP

0 0 0
0 0 0

all

prot
all
all

prot
all
all

prot
all
all

opt

opt

in out

S oo
= *

o+ oo
= *

in out

EC

0.0.0.0/0 0.0.0.0/0

source
0.0.0.0/0 0.0.0.0/0
0.0.0.0/0 0.0.0.0/0

source destination
::/0 ::/0
::/0 ::/0
source destination
* 1:/0 ::/0
* 1:/0 ::/0

NSX Edge O&EEICH L\ TFEE N BE

vSphere Web Client ©, NSX Edge IZ L2 VPN #&&7%E L.

(DA~ D

BRI NI SN THA S BERSNE T, CNIETFHSNLE#ETT,

VMware, Inc.

destination

state INVALID

state INVALID

state INVALID

] 2B, Bk EET 5L BIFOD
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RabbitMQ A vtz —< J{Z1d, NSX Manager TR Fand vsitwd RMQ 7 217> ) & RMQ 5 —)0 70
L ABDBEICAMBEEINET, Avtz—T )IZIENSX Manager [CLDEASN. A—FRILODK I 71705 —)
[CHAASMENG DR > — )L—)La s, SEIFLBEHRE ESXIiRA FCEELET,

6-1. ESXi RRA hDA—H—HBLUPH —RILEFDE

NSX HH &8 REST API
Manager <

A
Y

RabbitMQ

Ayl — AR TCP over SSL

1

I

1

netcpa (UWA) !

1

aY ba—S !
1

1

ZETI ! !
=]

H—2 )L VMIlink :
1
1
1
1

ESXi KX b+

ZDEICIE. RO FEYINEENTNET,

show dfw CLI o{EB A=

Distributed Firewall D = )L a—F5 4 7

show dfw CLI fER A%

NSX Manager m&rE& CLI T Distributed Firewall [CBIT 2 1FZ IR TDBRENS T=ET,

ROV FEFABLT, BERBRENSTEXY,

1
2

IARTCDY SRA9%EFKR  show cluster all
RICC BEDY S AFICHZDRA FEKRR : show cluster clusterID
RIS, RAFICHDZITRTOMEYY V&KL - show host hostID

RIS, T0IL7EZBELVVNICID #50FREBYY VDEREXR : show vm vmID

VMware, Inc.
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RIZZDOHITT,

nsxmgr> show cluster all

No. Cluster Name Cluster Id Datacenter Name Firewall Status
1 Compute Cluster A domain-c33 Datacenter Site A Enabled
2 Management & Edge Cluster  domain-c4l Datacenter Site A Enabled

nsxmgr> show cluster domain-c33
Datacenter: Datacenter Site A
Cluster: Compute Cluster A

No. Host Name Host Id Installation Status
1 esx—02a.corp.local host-32 Enabled
2 esx—01a.corp.local host-28 Enabled

nsxmgr> show host host-28
Datacenter: Datacenter Site A

Cluster: Compute Cluster A

Host: esx-0la.corp.local

No. VM Name VM Id Power Status
web-02a vm-219 on

web-01a vm-216 on

win8-01la vm-206 off

app-02a vm-264 on

B W N R

nsxmgr> show vm vm-264
Datacenter: Datacenter Site A
Cluster: Compute Cluster A
Host: esx-0la.corp.local
Host-ID: host-28

VM: app-02a

Virtual Nics List:

1.

Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cb1b-c825fb300c84.000
Filters nic-79396-ethO-vmware-sfw.?2

nsxmgr> show dfw vnic 502ef2fa-62cf-d178-cblb-c825fb300c84.000
Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cb1lb-c825fb300c84.000

Mac Address 00:50:56:ae:6c:6b

Port Group Id dvportgroup-385

Filters nic-79396-ethO-vmware-sfw.?2

nsxmgr> show dfw host host-28 filter nic-79396-ethO-vmware-sfw.2 rules
ruleset domain-c33 {
# Filter rules
rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-
securitygroup-10 drop with log;
rule 1013 at 2 inout protocol any from addrset srcl0@13 to addrset srcl@13 drop;
rule 1011 at 3 inout protocol tcp from any to addrset dstl1011 port 443 accept;
rule 1011 at 4 inout protocol icmp icmptype 8 from any to addrset dstl011 accept;
rule 1010 at 5 inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-
securitygroup-11 port 8443 accept;

rule 1010 at 6 inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to addrset

VMware, Inc.
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ip-securitygroup-11 accept;

rule 1009 at 7 inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-
securitygroup-12 port 3306 accept;

rule 1009 at 8 inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to addrset
ip-securitygroup-12 accept;

rule 1003 at 9 inout protocol ipv6-icmp icmptype 136 from any to any accept;

rule 1003 at 10 inout protocol ipv6-icmp icmptype 135 from any to any accept;

rule 1002 at 11 inout protocol udp from any to any port 67 accept;

rule 1002 at 12 inout protocol udp from any to any port 68 accept;

rule 1001 at 13 inout protocol any from any to any accept;

}

ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype any from any to any accept;

}

Distributed Firewall D kS 7I)Vora—F74 > 5

0O kYT, VMware NSX 6.x Distributed Firewall (DFW) #38 LC S Ty a1 —T 4 VT T 31 DIE
WEREMEUET,

fl 8
Distributed Firewall JL —JL OFITICEHKT 2,
Distributed Firewall JL— )L DEZICLET 2,

[RE

NSX Distributed Firewall (2, /\1/){=)\1 F = D=L AEIPAENTZ T 71 74 —)L T, RED—00O— kP
RERY FD— U ERRELUVBETEET, 7Y 29— VIR, REX> V& T, Xy FD—0#EE
(IP/VLAN/VXLAN 7 B L 272 &) D &£ 573 VMware vCenter 4 72 =% 40 Active Directory @1 —— )L —
TFIDICEDVWT, 7V ISR Y —EERTEEXT, WERI FETREYS O vMotion AT Nz &=
Z. T7AT7 0= IIL—ILEESMRAZ LB BEHQHD 77 ZAGER) Y —MBEINELDICADE
U7z, Distributed Firewall [Z1Z/\ 1 )0=)\A F=pHHAENTWNB =D, T4 L—FITAENWZIL =Ty AR
Wan, WEI-NICHIFT2T—V 00— FFEEERIETEZI, COT 747D —)LODBIFEICLD, RALZE
TRV —ICBMT R EEBNIC T 7T O F —IVREMRSNDE AT =L 7O 7—F 7 UV F v ERET
EEED

NSX Manager Web 7 71 r —< 5 & ESXi AR Z B ED NSX TR —% > ~1E, NSX Manager Web 7 71U & —
2 avERUREY Y TRITEINS RabbitMQ 70 -1 O &R U CHEEIORELEY, FHASNZBEES
O ~23JL1E AMQP (Advanced Message Queueing Protocol) Té ). F v xJLIZSSL =B L CTREINET,

ESXi 7R 2 . VSFWD (vShield Firewall Daemon) Otz 214, T —7A®D SSLEFHEREIL U CHERF L, 0
AVIR=F 2V EORDODICAY -V EXZELET, COEEICE IPCENLUTRBESINET,
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PEVNOREBICEVWTCRDEZ TN a—T710 VT DFIBNETIIEINEONEER LET, SFIETIL. BE
EBODTNDIERENIRE, MEICISUTEBIEDZDD YV a Vv aERITI DEODRERREFF I A EAD
VO REEINET, BMEEYD 2T CEYLBARRERET 2D, BIEFIEICIIREEULIERNERESIN
TULET, BFIBEETLI#&IC, Distributed Firewall JL — )L OF#H/ 1T EBRITLE T,

=R D

1 Distributed Firewall (DFW) #%£179 2 pliERHE R LTS EERRLET,
= VMware vCenter Server 5.5
= VMware ESXi 5.1 #7213 ESXi 5.5
® VMware NSX 6.0 LI

2 DFWVIBAY S XH5CH2E ESKIRARCERICA VA R—IILENTWS CEEHRALET, BRI 21T
DSAFCHBFESKIRA T, ROAXY FEERITLET,

KFIZEDHTY,
# esxcli software vib list | grep esx-vsip
esx-vsip 5.5.0-0.0.2318233 VMware VMwareCertified 2015-01-24
# esxcli software vib list | grep dvfilter

esx—dvfilter-switch-security 5.5.0-0.0.2318233 VMware VMwareCertified 2015-01-24

3 ESXiRZ k. vShield-Stateful-Firewall & — E ZDIREENRITHRICHA > TWVWBE T EEERLET,
MUTFIZZEDRITT,

# /etc/init.d/vShield-Stateful-Firewall status

vShield-Stateful-Firewall is running

4 Avytz— )IZANSX Manager S#Y)IRBRIELTVWS & &R LET,

COTOBRIE DxvFEYI AT UTRICL> TEBNICERS SN, MSHIOEBHTKRT LIEHBAIITOE
A|IBEEBENET, VIRAYICHDEZESXIRA FTZOANY FERITUET,

UFIEZz0hTI,

# ps | grep vsfwd

107557 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107574 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107575 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107576 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107577 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
107578 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
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5 TJ7AT7Ox—)LORETR— 5671 MBERICHNW TS CEEERLET,

ZOIOX > FIE, RabbitMQ 70 —#A® VSFWD OE#iaRLUCWET, DAY FaE ESXi /R FTHRIT
LT, ESXi7RZ F@ VSFWD 7Ot 2h 5 NSX Manager A A FEaFRRLET, BEBICHITHLWITN
DNONEBT 747 04 —)LTR—F 5671 MBEAICEVWTWS xR ULET, £ioo R—F 5671 T
CEE2DDEFNMFELTCVIRENHDET, ESXIiRA FICT JO1 =12 NSX Edge imB< > £ RMQ
TO—DA\OEHEREIIT 2720, R— 5671 TIIET 5% < OBEHENEFEET 28N DD ET,

IR IEZOHTY,

# esxcli network ip connection list |grep 5671

tcp 0 0 192.168.110.51:30133 192.168.110.15:5671 ESTABLISHED
10949155 newreno vsfwd
tcp 0 0 192.168.110.51:39156 192.168.110.15:5671 ESTABLISHED

10949155 newreno vsfwd

6 VSFWD AR ESN TS EamBLET,
COIXRVRICE>T. NSXManager @ IP 7 B L ZANERRSNET,

# esxcfg-advcfg —g /UserVars/RmgIpAddress

7 @ ESXi R IC host-profile A LT\ 354, RabbitMQ AR F 7O7 7 1)L THRESN TN
CEMERBLET,

FHBICOVWTIZ RO FF a2 AV RESRBLUTIEEL),
" https://kb.vmware.com/kb/2092871
®  https://kb.vmware.com/kb/2125901

8 ESXi /KRR +? RabbitMQ MERaEE#HR A NSX Manager EEIHAL T\ W & &R L EY, NSX Manager @
TOZAILGR=-FO7EYDVO—-FLET, INTONSXManager 77 ZH)L UR—F O7&NELC
5. RDELSBIVEFUEIRTOOYT THRRUET,

host-420 ERIENH 2 Z EN DN DRA RO mo-id #BH# L ET,

PLAIN login refused: user 'uw-host-420' - invalid credentials.

9 ZOLIBIVEUN, BENHZZENEDONS ESXIiRA FOOTTEDA S ILHE. AvtE—Y )\REH
FEHLET,

AVt -y NNAEBR#AT 21213, RESTAPI #FEALFET., MEEFMICEERET 2HICE. AvtE—T (R
EHRPLICST CICOTERELET,

HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password
Accept : application/xml

Content-Type : application/xml

Request:
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POST https://NSX_Manager_IP/api/2.0/nwfabric/configure?action=synchronize
Request Body:

<nwFabricFeatureConfig>
<featureId>com.vmware.vshield.vsm.messagingInfra</featureld>
<resourceConfig>

<resourcelId<{HOST/CLUSTER MOID}</resourceld>
</resourceConfig>

</nwFabricFeatureConfig>

10 export host-tech-support <host-id> scp <uid@ip:/path> A<V REFERL T, R FE

11

BOI7A 70— )l Q7 ENELET,
UFIEZDRTY,

nsxmgr# export host-tech-support host-28 scp Administrator@192.168.110.10
Generating logs for Host: host-28...

show dfw host host—-id summarize-dvfilter A<V REMELT, RARICTZ7AT7I4—)LOD
=LA TF TO1=NTH)., EXY VICEASN TN EEERLED,

D module: vsipld, DFW £V a—JLA O - RENEITINTVNBEZEERLTUES, name (3, &
VNIC TEITSNTNE I 747 04— )LERLTWET,

show dfw cluster all OY Y REEIFLTY SRS RALVID &#EEL, &IC show dfw cluster
domain-id #=£17L0C. KA~ ID #RETEET,

UFIZZEDRITT,
# show dfw host host-28 summarize-dvfilter

Fastpaths:

agent: dvfilter—faulter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter
agent: ESXi-Firewall, refCount: 5, rev: 0x1010000, apiRev: 0x1010000, module: esxfw
agent: dvfilter-generic-vmware, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module:
dvfilter-generic-fastpath

agent: dvfilter-generic-vmware-swsec, refCount: 4, rev: 0x1010000, apiRev: 0x1010000,
module: dvfilter-switch-security

agent: bridgelearningfilter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: vdrb
agent: dvfg-igmp, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfg-igmp
agent: vmware-sfw, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module: vsip

Slowpaths:

Filters:
world 342296 vmmO:2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979
vcluid:'3f 43 54 76 8f 54 4e 5a-8d 01 59 65 4a 4e 99 79'
port 50331660 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979.ethl
vNic slot 2
name: nic-342296-ethl-vmware-sfw.2
agentName: vmware-sfw
state: IOChain Attached
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vmState: Detached

failurePolicy: failClosed

slowPathID: none

filter source: Dynamic Filter Creation
vNic slot 1

name: nic-342296-ethl-dvfilter-generic-vmware-swsec.1l

agentName: dvfilter-generic-vmware-swsec

state: IOChain Attached

vmState: Detached

failurePolicy: failClosed

slowPathID: none

filter source: Alternate Opaque Channel
port 50331661 (disconnected)

vNic slot 2
name: nic-342296-eth2-vmware-sfw.?2
agentName: vmware-sfw < DFW filter

state: IOChain Detached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
port 33554441 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979

vNic slot 2
name: nic-342296-ethO-vmware-sfw.?2
agentName: vmware-sfw < DFW filter

state: IOChain Attached

vmState: Detached

failurePolicy: failClosed

slowPathID: none

filter source: Dynamic Filter Creation

12 show dfw host hostID filter filterID rules A<V RZEETLET,

UFIEZD0hTI,

# show dfw host host-28 filter nic-79396-ethO-vmware-sfw.2 rules

ruleset domain-c33 {

# Filter rules

rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-
securitygroup-10 drop with log;

rule 1013 at 2 inout protocol any from addrset srcl013 to addrset srcl@13 drop;

rule 1011 at 3 inout protocol tcp from any to addrset dstl1011 port 443 accept;

rule 1011 at 4 inout protocol icmp icmptype 8 from any to addrset dstl01ll accept;

rule 1010 at 5 inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-
securitygroup-11 port 8443 accept;

rule 1010 at 6 inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to
addrset ip-securitygroup-11 accept;

rule 1009 at 7 inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-
securitygroup-12 port 3306 accept;

rule 1009 at 8 inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to
addrset ip-securitygroup-12 accept;

rule 1003 at 9 inout protocol ipv6-icmp icmptype 136 from any to any accept;

rule 1003 at 10 inout protocol ipv6-icmp icmptype 135 from any to any accept;
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rule 1002 at 11 inout protocol udp from any to any port 67 accept;
rule 1002 at 12 inout protocol udp from any to any port 68 accept;
rule 1001 at 13 inout protocol any from any to any accept;

}

ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype any from any to any accept;

13 show dfw host hostID filter filterID addrsets O~ R&EEITLET,

IR IEZOATY,

# show dfw host host-28 filter nic-342296-eth2-vmware-sfw.2 addrsets

addrset dst1011 {

ip 172.16.10.10,

ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-10 {
ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-11 {
ip 172.16.20.11,

ip fe80::250:56ff:feae:23b9,
}

addrset ip-securitygroup-12 {
ip 172.16.30.11,

ip fe80::250:56ff:feae:d42b,
}

addrset srcl1013 {

ip 172.16.10.12,

ip 172.17.10.11,

ip fe80::250:56ff:feae:cf88,
ip fe80::250:56ff:feae:f86b,
}

14 RO TINYa—T 4 VI OZFIEEERBLUTCERA MBI VIC T 74T 5 =)L L—ILEFKITTER
Wig4a, NSXManager A—8— 1 >4 — 7 14 2F2IPRD REST APIFUH LEN U TR L)L Tl

MICHBEMERTLET,

URL : [https:]https://<nsx-mgr-ip>/api/4.0/firewall/forceSync/<host-id>
HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password

Accept : application/xml

Content-Type : application/xml
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E

B I ATIA=)L L= IP 7 RLAEFER L TOLAVSEE, VMware Tools AMREY S V TRITSNTIN S
CEEBRUET, FMICDONTIZE. https//kb.vmware.com/kb/2084048 8B L T <fZa 1),

VMware NSX 6.2.0 TIZDHCP A X - T ZIZARP AX—EV T EFER LIz, RENY VDIP 7 RL2E
BRHET 220D F TV aVMBATNE LR, CNEDH LWRE AL ZZXAIZELD, VMware Tools A1 >
F=IlENTOWEWMEEBYY U THE P77 RLAR=ZAQOEF2UT 1 IL—IILEBRETEDLDICRDFEUR,
SEMIE. NSX620 U1 =2 /= FEZBRBLTIESL,

DFW [d, RA FERBAT T T2 ET SICAMICBRDET, REYS VT DFW 8 —E2NE o 1o <AREBRIHE,
ROV 2 FHEEEICBINTEET (77 4L FTIE. NSXManager, NSX O FO—3. &KL Edge Services
Gateway I3, DFW #EEh 5 BEIMICBRA SNET), DFW TIRTEEIL—ILELER LTz, vCenter Server
ANDT I ANKET DEREMEN G D F T, FHMICDLTIL https//kb.vmware.com/kb/2079620 =&88 L
TLIEEY,

B VMware 72 ZHJL YR — k&—#EIC VMware NSX 6.x Distributed Firewall (DFW) # -5 7))L 2 —F« >
T 2HEICIT. UWTFANEBEELDET,

B IS5 2591CH 3% ESXi /R A T show dfw host hostID summarize-dvfilter Ow< > RESE
TUIEHE A,

®  [Networking and Security (Networking and Security)] > [ 7 1 75 7 — )L (Firewall)] > [£#% (General)]
5 T [BENOI 7 ZR— + (Export Configuration)] % U v - L CE{E T = % Distributed Firewall @
#E, hick > T, Distributed Firewall D% EN XML ERTITV AR — Fanxd,

®m NSXManager o007, ##AIC DL TIE, https//kb.vmware.com/kb/2074678 #8BB LT 2L,

®  vCenter Server O 7, #MICDWVTIL, https//kb.vmware.com/kb/1011641 Z#&8B LT EE L),
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FZ(ICERYINET, NSXTIE, D7 —A E—F (FOFY E-REBMENET) FFAVo7Y E—F (B
BE-—REEMIINET) D201 JOO0-R NSy VT U—ERERETCE=ET,

NSX DO — R NSV TTId. UTOMEEFIRTEET,

= JOk3)L o TCP, HTTP, HTTPS

POV ZLEHMFETDYROEY IP/\y>a, URL S

B AESNI 7225 L —> 3 >Ick3 SSLTermination

m SSLTUvY (U547 HASSL+ & —) V@l SSL)

® SSLAMEAEERE

B IS4 T7Y FOFERIDZHO X-header #xix

B 4/l EEE-F

" ERAOY RUYY

B AVTFUADEDITEZOT =) (T=IL A=) EB/EHITED
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m KRR/ kR0 0% ¢« SourcelP. MSRDP. COOKIE, SSLSESSIONID
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COEICE. ROEFEYIRNEENTNET,

B OFUF DY —A0O-F NS UTDERK

B O Y- AT REFERLEO-F NSO RS TN a—FT 1T
» ClzERLEO-FN\SYBDO R TINa—Ta 7

" —MaO0— R /)NS U ORRE

>HUX D7 —AO— R NS UYDE

Edge Services Gateway (ESG) (&, ZET 2V 547V F FS T4y IOTOFVELTERDCENTEET,

v 6 &
— %) %) {18
o | —— x| || |V

JOFY E-RFTIE O-FNSUTIE BEDIP 7 RLAERXRETLT FLAELUTERLT, UJVIARE/(Y
IR =)UGRELET, /NI IT R g—=)NCId, O— R NS UTNERESNDZETICINTDFT T 1Y
OHRRSN, COF-NEO-F NS UFICEERELET, COE— I SNAT E— FEAISEEBRE - F&
BRIINET,

—MPENSX D7 =L O—-FNSUTIE NI IV R S—)NERIUTHEBIL Y —EFERLDZ T TxRY RITT
JOqsnEY, NSXO—- R NS USREY - 7547V EnsRELEU I I X F&RE IP T listen L,
NI R H=NICUIITRAREXRELET, UF—2 RS T4 97200 TIE UN=ZANAT iMhEERD F
Yo NI NI IV R U—DXETIP 7 FLAEREBY FLA (VIP) ICEBELTAL, 73547 FITRIE
P7RLABERET 22T, COBREEITHRNE, V53472 OB ENET,

ESGIZFZ 71 v EZELEIC. VIP7RLAENITNAOO-R NS VT IV VOIP7RLAICEET %5
gy FO—27 FRLZZEBDONAT) &7 547 FIP7RLREESGIP 7 R L AT 233 ETTRY FD—7
7R L2z (SNAT) O 2 D0BEEEITUET,
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RICC ESGH—=NE RS 70 v EO—-R NS H—=NTXEL. O— R NS T 5—NFNE%E ESG IR L.
SEICVTATURIORULET, COFTavTIE 41140 E—RELDEBEAKBICBZICR D EFTAH, 2
DOIBLANHNET, BRUOTIESIL. EHOESGU—)\MRELLZZETH)., 2BEOTEARO— R T
TUTIEITOI AT RIP 7 RELAERHELLRNCETT, HITP/HTIPS 77U =23 0 TM 1 DOERERK &
L. HTTP 77U —> 3> JO7 7 1)L T Insert X-Forwarded-For #B%hCg 2 &ICL>C. /Ny TR
H—NITEESNDZERD X-Forwarded-ForHTTP Aw 5 =120 547V R IP 7 RLZMEINSNET,

N DT R Y=)NTOI 47 FIP 7 RLAOAEREA, HTTP/HTTPS UAD T FUr =2 3 v TiBERL S
BAEICIE. BBEMICBEZLESCIPTVRELA T=)VERETCSES, 7247V NN\ O T Y R S=)NERUY T
Y RICRWMEEICIE, 121y E-RMEREEINET, 10172 E—-FEFERLBVWSEICE Ny oTY

RHY—IOTIAII T =024 ELTA—R NS UHDIP 7 RLAEERTINENHDET,

i BROBEUERILT 2 EICIE. BE. RO 2 DOHHDET,

B SNAT/ 7O+ /3EEBE—F (EELTHEA)

®  DSR (Direct Server Return)

DSRE—-FTIZ NI TV Y—=)\WEEI A7 IS LET, BWE NSXO— RS T(E DSR &4
R=—FLUTWET A,

FIIE

1 Edgez# 77 Uvo LTHE, [EE (Manage)] > [RE (Settings)] > [REARE (Certificate)] ##RL T, AE
HEEMFEMLET,

| T OneArm-LoadBalancer-01 | Actions v

Summary  Maonitor | Manage |

[séu'ings \ Firewall ‘ DHCP‘ NATl Routing ‘ Load Balancer ‘ VPN ‘

19 d o G Actions
Configuration | Certificate T
Interfaces | CACettificate |
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2 [&# (Manage)] > [A— k JUZ > — (Load Balancer)] > [0 —/UL#&#k (Global Configuration)] > [#7&
(Edi] &2RLT. O— R NSV S—EEBMICLET,

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
Log Level: ﬁ
[] Enable Senvice Insertion
Senvice Definition:
Service Configuration:

Deployment Specification:

3 [&® (Manage)]>[0— r /{5t —(LoadBalancer] > [7 U4 —> 3> ZFO07 7 )L (Application Profiles)]
ERRLTC, HTTPS 7 FU o —o 3y JOJ 71V EERLET,

New Profile (?)
Name: Web-SSL-Profile
Type: [ HTTPS [+ ]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None | » J

Cookie Name:
Mode: v
Expires in (Seconds):

[]insert X-Forwarded-For HTTP header
[] Enable Pool Side SSL

_.I Virtual Server Certifica... [ Pool Certificates ]

_Senvice Centificates | CA Certificates | CRL |

4} Configure Service Certificate
Common Name Issuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

()  VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

I FFIAYRMEROEE L. ERRORXV V-2 3y RTIE. BEBRZ0ARASEMERASNTNET,

4 #7737, [B#E (Manage)] > [O— F /US> T — (Load Balancen)] > [0 —E X =% 1J > ] (Service
Monitoring)l &2 Uy LT, TIA4IFOU—ERXEZS U VT EREL. MEICIGU T, EARDHTTP/HTTPS
e ED URL/URINCEELET,
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5 [&% (Manage)] > [0 — R J\S >t — (Load Balancer)] > [7—JL (Pools)] 2R LT, U —/\ J—)L&E/ER
LEd,

SNAT E— REFEAT ZICIE. T—ILERTED [E@K (Transparent)] F vy Ry I 2A&EATDEEICLET,

Edit Pool L7}
Mame: # | Web-Tier-Pook-01
Drescription:
Algorithm | ROUND-ROBIN | =]

Algorithm Parameters

Monitors | default_https_monitor | = |
Members
L
e ., Ma: .
Ensbled Nama i o Waight Lo Port Connectio b
Cantaines Fort iz Connes dlions
v web-01a | 172.16.10.11 1 442 443 0 0
v web-02a  172.16.10.12 1 443 443 o o

[] Transparent

[_ox ][ cancel ]

BN UHARRSNBRICE > TN EEERFLET,

6 FSvar7c. [BE (Manage)] > [0— R /US>t — (Load Balancer)] > [/ —)L (Pools)] > [ —)L#kst
7~ (Show Pool Statistics)] #27 U w7 LT, A7 —45 AEHALET,

A= 2TF—=92AN[UP] ThHE - LUET,
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7 [&# (Manage)] > [O0— F /{5 >t — (Load Balancer)] > [{ix#8t —/ { (Virtual Servers)] 2R L T, RED —
INEFRRLET,

UDP x5 IcE/t0 4 —XVADTCP IC 40— R NSUTEGERTZBAICIE. (7725 L—Y 3 0B
{t (Enable Acceleration)] #4 v IC L& 9, [77 5L —> a>vnaat (Enable Acceleration)] #7 IZ L
TW2HBA, USNAT TO 714 795 — LB BTHDIzH. TJ71 7T —ILODAT =59 ANO— K IS
 NSX Edge T [B%) (Enabled)] L2 > T2 Z EZBRLET,

J General | Advanced

[w] Enable Virtual Server

Application Profile: | OneArmWeb-01 | J
Mame: * .Weh—Tier—VFP—m

Description: |

IP Address: e :_'172.16.10.10 Ql Select IP Address
Protocol: | HTTPS |+ ]
Port «[443 ]
Default Pool: | Web-Tier-Pool-01 |~ ]
Connection Limit: |0

Connection Rate Limit |0 | (CPS)

P7RLAANT =V T—)LICEENTENTN S ZEEBABLET,

8 ATvavT. FIUT—vavIIL—ILEFERLTNEEE, (&8 (Manage) > [O0— F /U5 >+ — (Load
Balancen] > [7 U4 —> 3> JL—JL (Application Rules)] TR EERELE T,

Name: | App-Rule-1 |

Script: # Asample application rule to log the name of the
virtual server

capture request header Hostlen 32%
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9 TIUT—vavIl-IILEERT 354, [BE (Manage)] > [O0— F /{5 > — (Load Balancer)] > [{rA8 5 —
)¢ (Virtual Servers)] > [5£# (Advanced)] TRES —/NICT7 U T —> 3V L—IILABEERITAN TN &
EHERLET,

HR— 32D TIE https://communities.vmware.com/docs/DOC-31772 #8B L T IEE L),

r B

Edit Virtual Server (?)

General | Advanced

Application Rules:

L] Q@ Filter -
Rule Id Name Soaript
applicationRule-1 App-rule-1 capture requesthe...

FFEBE-—RTE. NI IR Y=NFZV A7V IPEERTCSEZCAN. O—R NS UHRITDIP 7 R
L 23R C=F9, HTTP/HTIPS 27« v DizhdELEE & L. [X-Forwarded-For HTTP ~w & miE
A (Insert X-Forwarded-For HTTP header)] #7# IC L%, COF >3 vEF I 5 &, Edge O — B /N
SUPE. VAT V=P 7 RLADEICNY S — [X-Forwarded-For] #=&mLET,

[mm

Harne nitp_application_prodle

Tipe HTTP

HTTP Redrect URL
Persistence tone
Cooiie Mame:
Moze:
Expires in (Seconds)

(] Ingert x-Forwarded-For HTTP header

A—H— Ay —T 1A REFALEO— R NS YD ST a—
TAY

A-—H— AV —TIAAEFALT. O— R NSUBERS TNV a1—T 1 VI TSET,

PigE

BEEBVICRS TNy a—T 1 VI TSR

YUa—3r

1 O—F— AUy —TIA AN SREEEALET,

2 A-P—AVI—-TIAZNE T AVN—DRAT—9 AEERLET,

3 T 7#I)LEOHTTP/HTTPS iR— F 80/443 AT —EXIC (SSLVPN 2 &) [CL o TERASN TV AN &
ERERLUET,

4 AVN—=R-FEERR-FOREEERB LTI,
BREICRINHDE, BEMT VI TIZ—MRETIHENHIET,
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5 LAv—40-FNSUSIVIVEFRLTNSHBE. UTEERLET,
a ko749 upTCP JORDLEERLTIS,
b F—9REFLIILAV—T7HRESNTNAL,

c O—RI)ISYyTOTO—-)VULEBET[77 5L —> 3 >0aa1t (Enable Acceleration)] i 4 IC/a > T
ARSI

6 T-IHEB (1V51Y) E—RICH2HE. Edge n'Us —> KAORBICHZ &R LET, 8
D—00—-FROTIAII T —=FDx0h80—F /U5 8 ESG LS ® ESG £38E LT\ 3354, Edge 1SV
G =2 INADNAICH2HBENH DET,

CLz#FERLEO—R NSO RS TN a—FTa 0
NSX CLI & LT, O~k JSV0E ST 151 VI TEET,

78
O—F NS TERFESDICRITTERLL
J)a—-3>
1 BEBREMETBERERTLUET,
nsxedge> show configuration loadbalancer
nsxedge> show configuration loadbalancer virtual [virtual-server-name]
nsxedge> show configuration loadbalancer pool [pool-name]
nsxedge> show configuration loadbalancer monitor [monitor-name]

nsxedge> show configuration loadbalancer profile [profile-name]
nsxedge> show configuration loadbalancer rule [rule-name]

2 O-RNASYY IVIVDRAT—5 A (L4/L7) EBALET,

nsxedge> show service loadbalancer
haIndex: 0

Loadbalancer Services Status:

L7 Loadbalancer ! running

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN  MAX_PIPE CUR_CONN  CONN_RATE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0 0 0

0 0

L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags
—> RemoteAddress:Port Forward Weight ActiveConn InActConn
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3 O-RNSUY T-ILORAT—9 X (L4/L7) EHABLET,

nsxedge> show service loadbalancer pool

Loadbalancer Pool Statistics:

POOL Web-Tier-Pool-01
| LB METHOD round-robin
| LB PROTOCOL L7
| Transparent disabled
| SESSION (cur, max, total) = (06, 0, 0)
| BYTES in = (0), out = (0)
+—>POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)
+—>POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:01
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)

4 O-FNSUTFTI) FOMEER (REBIP 7L T—Il. AVN\—) EEBLET,
R —)NOZRZERELET,

nsxedge> show service loadbalancer virtual Web-Tier-VIP-01

Loadbalancer VirtualServer Statistics:

VIRTUAL Web-Tier-VIP-01
| ADDRESS [172.16.10.10]:443
| SESSION (cur, max, total) = (0, 0, 0)
| RATE (cur, max, limit) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL Web-Tier-Pool-01
| LB METHOD round-robin
| LB PROTOCOL L7
| Transparent disabled
| SESSION (cur, max, total) = (6, 0, 0)
| BYTES in = (0), out = (0)
+-—>P0OOL MEMBER: Web-Tier-Pool-01/web-01a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (@), out = (0)
+-—>POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
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| | | LAST STATE CHANGE: 2016-05-16 07:02:01
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)

nsxedge> show service loadbalancer pool Web-Tier-VIP-01

TIMESTAMP SESSIONS BYTESIN BYTESOUT SESSIONRATE HTTPREQS
2016-04-27 19:56:40 00 00 00 00 00
2016-04-27 19:55:00 00 32 100 00 00

5 U-EXEZY-DAT—%A (OK. WARNING, CRITICAL) =#Es8L %9,

nsxedge> show service loadbalancer monitor

Loadbalancer Health Check Statistics:

MONITOR PROVIDER POOL MEMBER HEALTH STATUS
built-in Web-Tier-Pool-01 web-01la default_https_monitor:L70K
built-in Web-Tier-Pool-01 web-02a default_https_monitor:L70K

6 O7VEEALEY,

nsxedge> show log

2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpuset
2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpu
2016-04-20T20:15:36+00:00 vShieldEdge kernel: Initializing cgroup subsys cpuacct

7 O-RENRSYTOEYY a3y F-TLERRLET,

nsxedge> show service loadbalancer session

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK MAX_CONN MAX_PIPE CUR_CONN CONN_RATE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0 0 0

0 0

L7 Loadbalancer

Current Sessions:

0x2192df1f300: proto=unix_stream src=unix:1l fe=GLOBAL be=<NONE> srv=<none> ts=09 age=0s
calls=2 rq[f=c08200h,i=0,an=00h, rx=20s,wx=,ax=] rp[f=008000h,i=0,an=00h, rx=,wx=,ax=]
s0=[7,8h,fd=1,ex=] s1=[7,0h,fd=-1,ex=] exp=19s

L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0
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L4 Loadbalancer Current Sessions:

pro expire state source virtual destination
O—-F NS LAV—7DRAT 1 v+~ F—TJ (sticky-table) D27 —% 2 &R LE T,

nsxedge> show service loadbalancer table

L7 Loadbalancer Sticky Table Status:

TABLE TYPE SIZE(BYTE) USED(BYTE)

— B0 — R NS YDA

CCTIE. WS ODQDEEEARAEICDWTEBELEY,

NSXDO—F NSV TEFERY 2 ESICHET 2 —MRNBREL. ROESDTT,

TCPR—=F443 TcO— R NSV U ITAEELEL,
O— R NSy VT T—ILOAY N —PERE DAL,
Fdge F5 T+« v mO— R NSy TP THhNEL,
LAV 7 OO— R NSUy 0T TUIUHMELET 3,
BEMERT VY U AMEIET 5,

Tl AVN—EARRAT — 9 ANEE/ERICR B,
T—)L AN —DAT — 5 ADEHITH B,

LAV7AT14vF—FT—TILHRY )\ Edge ERIEASTNAL,

BARWNBE NS TN a—Ta20

1

vSphere Web Client tO—F NS VU DOBEAT —5 AERALET,

a [Networking and Security(Networking & Security)] > [NSXEdge]l #7 1J v 7 UE T,
b NSXEdgezx%7)LvUvwo LET,

c [BE (Manage)l=oUwv o Lxd,

d [O—r /US> — (Load Balancen] # 7&2 U v LET,

e O-FNSUPDAT—HRABLUVEREEINTNZOV LR EERLET,
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2 O-FNSUSY-—EAORS Ty a—T« V7 &FETI2a1Ic. NSXManager TROONX Y FEEITL

T, U—EANMBFEHLTVNEEEERLUET,

nsxmgr> show edge edge-4 service loadbalancer
haIndex: 0

Loadbalancer Services Status:

L7 Loadbalancer . running

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN  MAX_PIPE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0

0 0

CUR_CONN

0

L4 Loadbalancer Statistics:
MAX_CONN  ACT_CONN  INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags
—> RemoteAddress:Port

7*: show edge all %1792 &, NSXEdge &R ERRTEET,

BREDOEED NS TN a—TFTa20

O—F NS UUORERENMNX - — 105 —T 4 RFIFRESTAPI U LUICKDEEENS &,

DOEEELTHESNET,

T8 TV—OBEDNS TN a—FT4>7

Forward Weight ActiveConn InActConn

CONN_RATE

0

===
AN AE

O— NSO EILNSX Manager TZIFANESNETH, V547>~ EdgeO—F NS Y, BLUT—
JBICEREZ I T4~V AICHEENHDET, 749 TL—VOMEICIE, O—-F NS0T 05+ A CL

DOEBEO-FINSVHTDY AT LA ARY FOREAEENET,

1T X®ORESTAPIUH LZEEAL T, NSXManager cd Edge ®O% L XJL& INFO A5 TRACE 7-13 DEBUG

CEFULET,

URL: https://NSX_Manager_IP/api/1.0/services/debug/loglevel/com.vmware.vshield.edge?

level=TRACE
Method: POST

2 vSphere Web Client ©F—JL AVI\=DAF—4% AEERLET,

a  [Networking and Security (Networking & Security)] > [NSX Edge] #2 U w2 LE9,

b NSXEdgezx%7)LvUvo LET,
c [BE (Manage)l =vUwv o Lxd,
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d [@—kr /)NS5 — (Load Balancen] ¥ 7& 2 U w7 LT,
e BESNEEO-R ST T-)lougTUERRKI ZI(ICIE [T—)L (Pools)] &0 U v o LET,

f O-RINSUY T )LEBERLET, [S—ILikstO&ERS (Show Pool Statistics)] #7 Uw o LT, 7=
FREL TV EERERLET,

3 ZORESTAPIFUH LAE(EAL T, NSXManager "o 5 [CEMAO— R N\NZ Y T—)LOFREDOFET &
BTEET,

URL: https://NSX_Manager_IP/api/4.0/edges/{edgeld}/loadbalancer/statistics
Method: GET

<?xml version="1.0" encoding="UTF-8"7>
<loadBalancerStatusAndStats>
<timeStamp>1463507779</timeStamp>
<pool>
<poolId>pool-1</poolId>
<name>Web-Tier-Pool-01</name>
<member>
<memberId>member-1</memberId>
<name>web-0la</name>
<ipAddress>172.16.10.11</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:00</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpRegRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<member>
<memberId>member-2</memberId>
<name>web-02a</name>
<ipAddress>172.16.10.12</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:01</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpRegRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
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<status>UP</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</ratelLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>

</pool>

<virtualServer>
<virtualServerId>virtualServer-1</virtualServerId>
<name>Web-Tier-VIP-01</name>
<ipAddress>172.16.10.10</ipAddress>
<status>0PEN</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</ratelLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>

</virtualServer>

</loadBalancerStatusAndStats>

4 OARVESAUNSO-FNSUTOREERRY 513, NSXEdge TROOAX Y FERITLET,

BEDREYY VENRET 5414, &I show service loadbalancer virtual %7170 TR
By UEERNELET, Kkicshow statistics loadbalancer virtual <virtual-machine-
name> #%£17 L% 9,

BEDTCP 77— )L &R Ed 315414, &A)IC show service loadbalancer pool #£i17LCT—JL
ZEWMEBELET, XIZshow statistics loadbalancer pool <pool-name> #={7LET,

5 O-FNSUTOREICEEDRBENRESNTNENAESIHNEERLET,
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