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OpenShift / — FIZ&ky D — U #EEERET 2 (12IE NSX-T UY —2&ERT 2MEAHIET, NE5DU Y —
Z1d, NSXManager®V 27« Hil A—P—a405—=Jx4 2 (GUNEBLTFETERELET, £zld Ansible
Playbook (A L CERE IO A =E8{L T 2 Z & BAIAET I,

oYy avTIE NSX-TUY—REFBHTERT 2ECOVTHALEYT, TOZEAFHET 101 [CNI
TS24 EOVS DA VA R—IL] EBRLTES,

ZDEICIT. ROFEYIANEENTWET,
B NSX-TUY—2XDHETE

B Tier-O#®BIL—7 —DIEREHRT

NSX-T UY —RDERE
EHEMUELRNSX-TUY —=ICIE A== A SV AR=—F =2 Ter-0#®BIL—5—. /—RREY>
[CHEHtT 2B A1 v T, Kubernetes /—ROIP7RLZ OV Y, SNATOIP7ZRLZ =)L ERHET,

NCP 21 &£ 21.01 TNSX-TUY —X&EHZET BT, 77 EERITI2UENHDET, NCP2.1.2 EETIL,
FHET7AILncp.ini @ UUID E£7c3BRiEER L TNSX-TUY —R&RETI2HVENHDET,

F—N—bA FSVRAR—F V=2
NSX Manager [cO7 > L. [T 77U w7 (Fabrid] -[F 5> 2R~k Y- (Transport Zones)] DIEICTEE L
X9, AVTF RV FI—VIFERINTNEF —/\—L A1 FT VAR V- VERRT ZH. FRRICEKRLET,

(NCP21 &£0U0210.0) RS RR—F Y=V 1 DBED {"'ncp/cluster': '<cluster_name>'}%
TEMFTTI DUEDY S2YICERICT SN, {'ncp/shared_resource': 'true'l &Y UNIFLTY S
ASBTHELUES, ¥ ncp/cluster AFET 23BE. Y VR TEBNMEBESNTINSE Y 225 (L
ncp/cluster 7 V=Y —20#HEFRA L. ncp/shared_resource ¥ J/f=UY —23EBLFEE A,
7529414 nep.ini @ [coe] V> 3 ICH D cluster 7 7Y 3V DEE—HSBLI2UENH D ET,

(NCP21.2)ncp.ini @ [nhsx_v3] o> 3> Coverlay_tz7F 7> 3 VEFRELTC. VS AYDF—/\—L
A FIUAR-FV-VEEELET,
Tier-O BN —T 1 7

NSX Manager [cO 71 > L. UL—7 « >4 (Routing)] - UL —% — (Routers)] DIBICE&HLET, AT F ®v k
D—=JIFRESNTNSIIL -5 —ERRT 5N, FBRITERLET,
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(NCP21 5£1U21.00) JL=5—=121 D ED {"'ncp/cluster': '<cluster_name>'}% J&ER/IFTT 1
DULEOISAYICEBICT B0, {'ncp/shared_resource': '"true'} =Y INIFLTCISAYETHEAE
LEd, #7 ncp/cluster AMEET 2154, Y VR TRBIMNBESNTCNSE Y S 27 IE ncp/cluster ¥ 71
=UYV—-2A0HEFEABL. ncp/shared_resource ¥ /{FEUYV—-RIERLET A, 7 IAFYAIL nep.ini
D [coe] U3 vIcHhd cluster 77 3V DEBEE—HIBEIMENHDET,

(NCP21.2)ncp.ini @ [nsx_v3] &3> 3T tier@_router # 7> 3 &R ELT. V25O Tier-0
W)Y —FI/ELET,

E W= T T T/RAT VA E- R TERT Z2HENBDET,

MEBXA VT

T=45 F2 T VBIC/ - FMMERTBUNICIE, A== LAHREBIA Y FICERID2HBENHIET, /—F
DEEBA VS =T A ANINSK-T [CHE#ET 2HBITHDETAN, HEFRITDELY ETY IHARBICEIET,
NSX Manager [cO%7 > L. [Z1 v F > (Switching)] - [ v F (Switches)] DIBICEE LT, #EAA v F
EERTCEEYT, A1V FETHRER- FaERL, TNSIC/ - FNICZERLUET, RER—FITIL
{'ncp/cluster': '<cluster_name>'}HLU{ " 'ncp/node_name': '<node_name>'} 0% JEN
[T2MEAHDET, <cluster_name>&ld, ncp.ini ® [coe] o> avICHhHd cluster # 7> 3m
BE—HSE2I2MNENHDET,

Kubernetes iRy RDIP 7 RL R 7Ow &

NSX Manager [cO%7 1 > LT, [DDN-[IP 7 kL 2&®E (IPAM)] @IEIC#EE L. 1 DUEQIP 7 RELZ TOY Y
EERUET, IP7RLZ JOvo %= CODREXTEELES,

(NCP21 &&1r2100) IP7RLZ JOv2IC1 D E®D {"'ncp/cluster': '<cluster_name>'}% 7
ERTTCI DU EDIS2YICEBICT 2H. {"'ncp/shared_resource': 'true'} E=YIUNITLTY SR
SETHELEY, Y7 ncp/cluster h"FEET 2HA. ¥R TEAIMEESINTE Y ZA7IEncp/cluster
FIORNED)Y—-20HEFEAB L, ncp/shared_resource ¥ 71UV —AIMER LEB . 75 AT AL
ncp.ini @ [coe] 7> 3 vIicH s cluster # 7o 3V DEE—HSEBIUENH D ET,

(NCP2.1.2)ncp.ini® [nsx_v3] z7 > 3> Tcontainer_ip_blocks # 7> 3 %% E LT, Kubernetes
Ry BRQIP7RLR JOv I EEELET,
SNAT LN DEZBIZEICIP 7RLRA JOV YU EERTDEETEET,

(NCP21 &0 2101 IP7RLZ JOv Iz nep/cluster 5 7123 <. {"ncp/no_snat':
"true'} Y URIFLES, LEIOUU =260 T7y 7L —RT {"'ncp/no_snat’:
'<cluster_name>'}% U hep25&1d. ZOY T EFET {"'ncp/no_snat': 'true'} ICTZETIHE
NHDET,

(NCP21.2)ncp.ini @ [nsx_v3] 7> 3> Tno_snat_ip_blocks # 7> 3 %% F L. SNAT LIS
DIPT7RLZA JOvIERELET,
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NCP @FETHICSNATDAD IP 7 R L TOv I EERT 25EICIE. NCP EBES T o UENH D EFT, B
FLAWEE, P7RLZ JOvIAMETZ2ET. NCPIIRHBEDIP 7 RLX TJOv U EERUKITET,

EOIPTRLZ IOV EERTBEEC. NCP#ERT 77)L ncp.ini @ subnet_prefix /(S A—-5 D&
LORENTI T4y ATMERLENTLIESL,

SNATD IP7 RLUR T—=)b

P7RELX =)L SNAT)L—)LERBUTRY FOIP 7 FLAEEHY 2B, /214 SNAT/DNAT )L —)L&RB U
T Ingress Controller # AR ¢ 2@ IP 7 FLZ2DE DB TT, OpenStack D7 0—F« V7 IP7ELZAERU
FOICERENET, cNEDIP 7 RELRIE ABBIP 7 ELRAEENNET,

B D Kubernetes 7 S 25 ARIUAERIP 7 RL A T—ILEFERLEYT, ENCP 1257 VI3, BET S
Kubernetes 7 2245 (ICCOT=ILDOP Ty bEFEBLET, TIFIILETIE Ry ROY TRy FERBUY TxY
Uy ANMERESNET, BELDIYAADT TRy FEFERT ZICIE nep.ini @ [nsx_v3] #v 3
VIC#h % external_subnet_prefix # 7> 3 vEEHLET,

NSX Manager ([cO%7 > L. [1 >~ EU (Inventory)] - [ )L — 7 (Groups)] - [IP 7 = L X =)L (IP POOL)] &
IEICEE LT, T—ILAaERT 20, BFEO T ILERRELET,

(NCP21 &£1210.1) F—JLic{"'ncp/external': "true'}xE5 [T LET, =512, S—ILIC T D
o {"'ncp/cluster': '<cluster_name>'}% 7 &ENIFTT 1 DULEDT SAYICERIZT DH\
{'ncp/shared_resource': 'true'} =Y IUNIFLTCY I AYBTHBELET, ¥ ncp/cluster n'7z
K9 2BE. YTHATRANMEESINTNSE Y T XY IE ncp/cluster ¥ =Y — 2D HEFER L.
ncp/shared_resource ¥ 7=V —AIMFERLEB A, 7 ZAF AL ncp.ini @ [coe] U avIC
H3cluster 7 72 a3V DEE—HIHIUEANHDET,

(NCP21.2)ncp.ini @ [nsx_v3] #4733 external_ip_pools # 7> 3 &% ELT. SNATD IP
TRELRA I-)LEEELET,

P—EPRTFREEBMLT, FEDT—EADSNAT #RET 2 EBETEFT, RBlERLET,

apiVersion: vl
kind: Service
metadata:
name: svc-—example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCPICE>T. TOU—EZXDOSNAT JL—JLASEESNET, COIL—ILDOY—AIPT7RLZIZ. —ED/\vo T
VRRYRTY, BEIPT7RLAIL BELEASIP T—)LAsB 0N TNz SNATIP 7 RLZATY, ROSIC
FRLT S0,

B ncp/snat_pool TIRESNET—I)LIE, T—EXEFRTET BHIICNSX-TICERBELTHMEAHDET,

B NSX-TTIE, 0—EROSNAT JL—ILOAATOY 27 FOBEIBAIL D EXRES <D ET,
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B Ry FICEBO SNAT L—IILARESN TV 2HEIE. 1 DOIL—ILOHNHEEEL £,

(FT2a>y) 2747 0x—IVDODR—h— ko3>

BEBEMER LI T 7 A T4 =)L IIL—ILDN Ry D=2 RUS—[CEDNWTNCP TERLIE D 7 A 74—l
oy avIcFSESNRNELSICTBICIE. NSX Manager IO 1 > L. [T 74 77— (Firewall)] - [&#&%
(General)] DIBICREL T, 2 D0T7 A7 I4—)L o aVaERLET,

(NCP 21 5£102.1.0.1) {'ncp/fw_sect_marker': "bottom'}&H LU {'ncp/fw_sect_marker':
"top'} ICENENERDZ YV aVvESYTNITLET,

(NCP21.2)ncp.ini @ [nsx_v3] &7 3> T bottom_firewall_section_marker &L
top_firewall_section_marker # 7> 3 V&EHRELT. X—H— T7A4 70—l 7 avaiBELE
a_o

BMIOI 74 70—l 20y avid REMOT 747 04—l BU02aVOTICRESNLIUBENH DT,
INS5QT7AT704—IL 27> aVEERT ST NCP ARBERICIER T 23N TO I 717 D5 —)L &7
Yavid VAROEMIOT7AT7 04 —IL B3O EEREN. NCP ARU S —RBICERT 2T NTD
TJ7A470x=)L U avIid. REMOTFAT7 04— BI2a VDO FTERENDEIICRDET, ¥X—H—
Loy aVERLULBVWEE. INTOREIL—ILIZYU X FORFAICERESN. INTORY Y — 2723 VIdk
EIICERENET, BUEEROERON—NT— J74 703l 802 3v&E 1 DDV SRAYICRET S &
[FTERWch, TZ7-DRELET,

Tier-O /BN — & —DERR EEE
Tier-0 )L — % — (3. Kubernetes / — FENLTHERY RO -V ICERELET,
Fl&
1 TZ9n 5. NSX Manager (https://<nsx-manager-ip-address>) IOV 1 > LET,
2 =742 71-Ub—% -1 0lac®e L, &l -[Ter-0)L—5 -] DIRICY U v I LET,
3 ZEEANDLET, DEICHGUTHBEADLET,
4 ZoTer0@mBIL -5 -5y o7y II28EFEOEIQe VS A5 E ROy FHF DY AZa—nE@RULET,
5 =AMt FEBERUETD,
FOTA T/ VINA EBRUET,
6 REIEIUYILET,
FLLWRE)IL—Y DU T ELTRRSNET,
7 WEIL-Y-DOUVIEIIYILET,
8 U—F4>71-U—FBEAIOIBICY Uy LET,
9 HULLBEREIOEEZEMYZICE. B E7U YT UET,

EETOZAICIE. =T (NATTIERL) FROVTINSX 25T 1 vy w=2RLET, NAT RRO
T Mg AaICIZ, [Tier-ONAT] #2R L x4,
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(REIZO UV I LET,

FUMERSNIN -5 —&E7 )y I LET,
FE]-DL—%— R=F]DIBICY Uy T LET,
Cemlz27 Uy o LT, 7y ITUVy R—Et&EBMLET,
FSUAR—F /- FEBERUET,
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DY T vT

ZMETIL, NSX-T Container Plug-in (NCP) & OpenShift 4 > 2 =)L EREAEICDOVWTEHRBLET,
COELCIE ROFEYIMEENTNET,

" OpenShift g8~ > DOER

= Ansible ® hosts 7 7 )L D#(#

B NI FZ01020&0VS DA VA =)L

®  OpenShift Container Platform @ > 2 F—JL

® NCP & NSX Node Agent m=E47

By 7Y TICET 2FREE

OpenShift (R18~ < > DR

NSX-T Container Plug-in &1 2 —)L ¢ %81lC. OpenShift &4 V2 F—)LT2HBENHVET, 1 DULEDT
AY —ERRAITDUEND D FTT,

SEHHIC DUV TIEL https//docs.openshift.com #&28B LT fEE L),
RDAT Y T

Ansible hosts 7 7 1 JL&E#G L %£ 9, [[Ansible ® hosts 7 7 1)L O%fE]] #2BL TS,

Ansible @ hosts 7 7 4 )L D #{i
Ansible @ hosts 7 7 1)L ICIE. OpenShift 7525 M/ — RAEEINET,

FIE

1 https://github.com/vmware/nsx-integration-for-openshift ©, NCP GitHub URY UMY O— 2 &R
LZ9d, hosts 771 JLId openshift-ansible-nsx ¥« L7 FUICHDET,

2 [masters] & [nodes] 77> 312, OpenShift RB<> VORAFZEIP 7 RLAERELET, XRICHZE
~UET,

[masters]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[single_master]
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admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[nodes]

admin.rhel.osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.101.101.4
openshift_schedulable=true openshift_hostname=admin.rhel.osmaster

admin.rhel.osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel.osnode

[etcd]

[0OSEv3:children]
masters

nodes

etcd

openshift_ipld. VS AYDORELIP 7 RLAEHBILES, FRIZA VY —TJ 1 ANT I A +TIE
BVBEICITRRENMEICADET, single_master ZHII. Y25 — /—FONcp BEOO—)L TER
S NSX-TEETL—2DUY —=2ARERBRE, BEDY AV E 1 BOHERITUET,

3 SSH77t2iEEHELTC, Ansible O—JLAERITESN TS/ —F (BERYRAY— /—F) /(20— F
EERAETICINTOD/ - RV RZATESLDICLET,

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 [OSEv3wvars] o> a vEBEHLET, INTD/IT A=Y DFEMIC DN TIL OpenShift Container Platform
DREFIAYFTEERA VA F—)LOFBA (https//docs.openshiftcom T [BERA VA F—)L] ERER)
=BLTLIEE N, RITHERUET,

# Set the default route fqdn
openshift_master_default_subdomain=apps.corp.local

os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshift_node_sdn_mtu=1500

# If ansible_ssh_user is not root, ansible_become must be set to true
ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

os_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted_manage_router
Set to false to disable creation of router during installation. The router has to

be manually started after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry

VMware, Inc. 13
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Set to false to disable creation of registry during installation. The registry has
to be manually started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

openshift_enable_service_catalog
Set to false to disable service_catalog

(For OpenShift 3.9 only) skip_sanity_checks
Set to true

(For OpenShift 3.9 only) openshift_web_console_install
Set to false

5 INTORRAICEFHTECCERBLET,

ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping

BERIIROESICADET, FEHRTCTRVIFEICIE, EROMEZARRLET,

openshift-nodel | SUCCESS => {
"changed": false,
"ping": "pong"

h

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

RDRT Y 7

CNI 7S040 E0OVS A VA E—)LLEYS, [CNI TS0 14 20 & 0VS D1 VA =)L) Z8RBULTIEE,

CNI 725542 &E0OVS DA VR =)

AT ®ybD=0 14259 —=J1x4Z(CNl) 75771 > & Open vSwitch (OVS) [ OpenShift / — RIC1 >R
F=ILT2URENHDET, O F—JLIF Ansible Playbook [C&k > TEITENET,

Playbook IC1E. /= FICNSX-T UY -2 &H/ET 2FIENEENTNET, 2 [NSX-TUYV-2Dt Y 7V
T QFRBICH > T, NSX-TUY —2EFFHTHRET D EET=FET, perform_nsx_config /o A—-% (3,
Playbook MSEITEFICU Y —RAERET AN EINERELET,
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FIIE

1 roles/ncp_prep/default/main.yaml & roles/nsx_config/default/main.yaml @/(=
A—SEEEHLUET, CNI FZ 71> RPM, OVS, Wd 20— EVa—-ILORPM &S D O— R
2 URLE&E#H LFY, uplink_portld, /—FEREX>>O7 vy TU20 R—EVNICOEFITY, %D
ZHEIL, DL D73, NSX-TERBT L~ DEMRICEIET 2ZHTY,

perform_nsx_config: UV —2BHERITTINESINERLET, BREFETITOHEAIL false
ICHRELET, Z0BA. nsx_config 27 U T FIERITShEB A,

nsx_config_script_path : nsx_config.py 27 U 7 FDO#Ext) (2
nsx_cert_file_path :NSX-T 751 7> FEEBEE T 7 1 )L D#ESH/ (R
nsx_manager_ip : NSX Manager @ IP 7 R L X
nsx_edge_cluster_name : Tier-0 )L —% — TR N2 Edge 7 2 245 D&7H]
nsx_transport_zone_name : F—/\— L+ S VAR—F V—2UDEH
nsx_tO_router_name : 7S5 @ Tier-0 #IE/)L—% — DER]
pod_ipblock_name : /Ry FDIP 7 F L Z TOv U D&H]
pod_ipblock_cidr: CoIP7rLZX JOv 2O CDR 7 RL R
snat_ippool_name: SNATDIP 7 RL 2 JOv 7 OERE]
snat_ippool_cidr: COIP7RLZX 7OV VD CDR 7 RL X
start_range: COIP 7—jlIcx L CigE SNz CIDR OBFA IP 7 F L X
end_range: COIP LIt LTiESNIZ CIDROE T IP 7 FL R
os_cluster_name : OpenShift 7 5 2% D&

os_node_name_list: /—FEOHVIRGIDUZ F

nodel, node2, node3 7 &

nsx_node_ls_name : / — FICEHRINTNIHE A1 v F DER]
subnet_cidr : BEBEN ./ —FLEO br-int ICEIDXUTZIPOCDR 7 R LA
vc_host : vCenter Server ® IP 7 L 2

vc_user : vCenter Server B ED 11— —%

vc_password : vCenter Server Ei& /(X0 — R

vms RBYY OV REYID U 2 -, IBEIZ os_node_name_list & —HSEBIMNENHDET,

COEFIE FRULNSX-TUY —RE—HSEIMEAHDET, —HLTLANBE, EELICERNTY
V= AMMERENE T, Playbook IBEMN G 21cth. MEERTUTCER/RENEDSZZEIFHDEB A, BE
SNEBBIOUY —AEER LT, BUICY ITNTEITVET,
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2 openshift-ansible-nsx ¥« L7 FUICZE L. ncp_prep O—J)LEEITLET,
ansible-playbook -i /PATH/TO/HOSTS/hosts ncp_prep.yaml

Playbook IC13. ROBRIEEEITI 2FIENEENTNET,
B NI IS4 AV =)L D7a)leyDrO—-FULET,

T74ILAIE NsXx—cni-1.0.0.0.0.XXXXXXX-1.X86_64.rpm TT, <XXXxxxx> |3t RESTT,
B NI TS0 AVA =)L D74 EA VA F=ILULET,

IS554 8 fopt/cni/binicr VA F—=)LEnEYd, CNI#ER T 7 1)L 10.net.confA' /etc/cni/net.d
COE—=nExEd, rpm 3. IL—FN\v o TS5514 00K 71 )L /etc/cni/net.d/99-
loopback.conf €1 A F=JLLZET,

B OVSAYURR=)L D7 ESY D VO-FLTA VA R—ILLETY,

T 71713 openvswitch-2.7.0.xxxxxxx-1.x86_64.rpm. openvswitch-—
kmod—2.7.0.xxxxxxx-1.el7.x86_64.rpm T3, <xxxXxxxx> 3) RFESTT,

B OVSAHAEITESNTNS CEERALET,

# service openvswitch-switch status

B OFERERSNTVAVBEICE. <brint> 4 V257V AEERLUET,

# ovs-vsctl add-br br-int

B FOBRBANYTFICEGI DY FT—T A5 =T 14 X (<node-if>) & <br-int> [BMULET,
B <br-int> & <node-if link> AL TIVE &R LET,

# ip link set br-int up
# ip link set <node-if> up

B BEHRICRYEI-T AT AANREHTDEOIC. XY DU BR I 7V EEFHLUET,
B NCPtar 771 I)LEY D vO—RU. Docker 1 A—Y&#ZOtar 77 1)L 50— RULET,
RDRATY 7

OpenShift Container Platform & > 2 k=)L L%, [OpenShift Container Platform @+ > 2 +—JL| &8
LT<resty,

OpenShift Container Platform @1 > X k—JL

OpenShift Container Platform (OCP) 3. Docker & Kubernetes #4749 % Platform as a Service (PaaS) &
T,

OCP @ v Z F=JLIZDWWTIE, https://docs.openshift.com &#2B LT EE,
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RDRT Y

NCP & NSX Node Agent #%£17LE 9, [NCP & NSX Node Agent mZE17] 2B LTS,

NCP & NSX Node Agent MR%7

NCP & NSX Node Agent #3%E L. E1TLET,

FIE

1 roles/ncp/defaults/main.yaml =& L C. OpenShift APl & —/{om IP 7 B L 2. NSX Manager
DIP7ELZ, &EXUNCP ReplicationController yaml & nsx-node-agent DaemonSet yaml 4% > 0 —
F92% URL &ZEELE T,

2 openshift-ansible-nsx 7« L7 FUAS ncp O—J)LERITLET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp.yaml

ncp O—JLIXRDUBZEEITLET,
B nsx-system JOY TV FABEETINEINEERLET, FELAVGEICIITOY TV FEERLET,

oc new-project nsx-—system

® ncp-rbacyaml 771 )LESY DO~ F U, apiVersion # v1[CEELXY,

B NCPRY FOU—EX T7HDY FEERL. NCP A7 7 ZARIRER U Y —RERET 27 T A5 O—ILEERK
LT, 207527 O—-)LE&ENCPY—EX 7HIY RENNT Y FLET,

" nsx-node-agent ARy FOT—ER 7HDY F&EMER L. Node Agent 1"7 7 L ARTAEE D Y — A ERET %
DS25 O—=)LEERLT, 0Y A5 O—JL%& Node Agent b —ER 7O FENA VU RLUET,

oc apply —-f /tmp/ncp-rbac.yml

B FEOY-—EX ATV RICEERITENTNNS F=Y U ERB L, /etc/nsx—
ujo/<service_account>_token [CREFELZET,

secret="kubectl get serviceaccount ncp-svc-account -o yaml | grep —Al secrets | tail
-nl | awk {'print $3'}"

kubectl get secret $secret —o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/ncp_token

secret="kubectl get serviceaccount nsx-node-agent-svc-account —-o yaml | grep -Al
secrets | tail -nl | awk {'print $3'}"

kubectl get secret $secret —o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/node_agent_token

® NCP @ SecurityContextConstraint (SCC) yaml 7 7 1 JL&a~ >0~ F U, yaml [CE DT SCC #Epk L
ESE

VMware, Inc. 17
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B ERLESCCELEROY—ER THDY FIEMULET,

oadm policy add-scc-to-user ncp-scc -z ncp-svc-account
oadm policy add-scc-to-user ncp-scc -z nsx—-node-agent-svc-account

®  NCP ReplicationController (RC) & nsx-node-agent DaemonSet (DS) @ yaml 7 7 1)L &5 DV O— R L,
ConfigMap #&# L& 9,

B NCPAA—-YESYDVO-FULTH-FULET (nsx-node-agent ERALA A—-T&FERLET),
B -2 7Hor REREL. NCP & nsx_node_agent [CixE 7 SecurityContextConstraint #:%E L%,

®  NCP ReplicationController & nsx-node-agent DaemonSet /s L £ 7,

s NCP (3. Kubernetes UV =054 7 5147 ARV FEEET Zz0HIC. Kubernetes APl —/ICtzy
T3 UHERH AR HTTP Emaer Ux 9, APl U —\OEZEXEIIRy D —UEZENEET NCP @ TCP ##i5;
MERICE o233 A1d. NCP 2BieE L C. APl U — ) \INOEREBERII 2MNENG DFT, EHRT=E &,
NCP TH LWARY FARBHSNE T A,

ty b7V TICET S ERESEIE
OpenShift ENCP &ty 7y T 2HIIC. RO EITERLTLIESL,
Ry FOINLEIE T BUTIC, SBRIZEBOSNLEIZ 12 BLATICT 2HENH D FT,

® OpenShift OREFAICEM LIS N)L, fz& ZIE F—I12 openshiftio U 7« v I 2AOMVWTWNE INLEE
[INCP TtERINET, 2Dizth, BIHET S NSX UY —ATERINDTGNHT 25 V1L, A—F—ICFRRIN
Ftth, RIL OpenShift TERSNZ IR TU T4 v I AD—ETT, oD TUT1 v ATHES
INL F-IIERLBNT RS,

openshift.io
pod-template

B/ — R[3. Kubelet health-checks I EDRY RICT VAT 2UENHDET, RAFOBEEBA VY —T 11
AHNRY R 2y FD=JIC 70 BATESZEEBERLTLLIESL,

B H-E20O-F NS UV TERET BAE. OpenShift )L —% —zEAT 20ENH D ET, NSX-TH—
FINSUTIEITR=-FEnNTOWEE A,

= NET_ADMIN & NET_RAW @ Linux #geld. Ry B 2y FDO—JICRAULCKEEICL > TRASNZAJ8eM
NHIET, FEREINTVNENAYTTTIE, TNHD 2 DDOMEEBENICT 2MNENHVET, T I4)L
T, #IRA=D anyuid SCC Tld, NET_ADMIN [CHERIIfS 5= E B A, NET_ADMIN ZEBARMICHEICT
5 SCCH, Ry FERET— FTEITI2 SCCICITEFRLTLRE N, FEINTVARNIYTF Tl
NET_RAW #ged7a 1) anyuid SCC 7z &, BID SCC &R LT EE L), TOREETOICE SCCEET
NET_RAW % [requiredDropCapabilities] U 2 +ITEMLET,

®  Ansible Playbook [Z13. OpenShift3.6 h'5 3.7 AOT7 v T57—FDEE, A RV EU T74)LD
openshift_use_openshift_sdn=false #&Ex&EE L. OpenShift 7T 7L D SDN &1 > 2 +—
WTBENSTEENHDFET, COMBEERET ZICE. CNI S50V ET Y 77— FEIICEBRL. 7y
T—RRICBIVAF=LUET,
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B F2ZROBEICOH. Ry B/ OFFICroot 7O EREHFALET, KOOI Y RERITIBICIE. BEOY
AL TWBdoc 7OV T FOIRNTDRY KT root ERMNEIC ) FT,

oc new-project test-project
oc project test-project
oadm policy add-scc-to-user anyuid -z default

®  QOpenShift LY Z FUERE (BM) LET,

oc login -u system:admin -n default
oadm registry —-service-account=registry —-config=/etc/origin/master/admin.kubeconfig

= QOpenShift LY Z FUZEHIBRLET,

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry

" Docker OF I A TUwY OAVFFHASL, /—EdDdnsmasq TOZ 2D DNS Exk&7#A] 9 % [Ptables
IJ7A4T7 05 =)L IL—ILIZH D FETA, FENTEMNT ZHBENHDET, /etc/sysconfig/iptables =
RELT., 771 OE%ICHZ COMMIT ORIICRODIL—)LEBIMLET,

—A OS_FIREWALL_ALLOW -p tcp -m state ——state NEW -m tcp —-dport 53 —-j ACCEPT
—A OS_FIREWALL_ALLOW -p udp -m state ——state NEW -m udp —-dport 53 -j ACCEPT
COMMIT

®  iptables. Docker, origin-node #Hic& L% d (kube-proxy & kubelet #FE8ILET),

systemctl restart iptables
systemctl restart docker
systemctl restart origin-node

®  OpenShift ®AEE Docker Lo 2 U T, TLS 4T OpenShift Aee T 2 £ S ICFHF AT 2B D D £ T,
BE. Chld OpenShift Ansible 7 > 2 F—ZIc k> TEEMWICEBMINE T A, HEEL TOR W ATAEEA G D
*79. /etc/sysconfig/docker #iR&EL T, XEBMUET,

INSECURE_REGISTRY="'--insecure-registry 172.30.0.0/16"'

®  Docker =FiEEELE 9,

systemctl restart docker

= QOpenShift ) —% — (HA-Proxy N/S LB) £3%& (&m) LZxT,

oc login -u system:admin -n default
oadm router router —-replicas=2 --service-account=router
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B E SN - —EEBRLUE T,

oc login -u system:admin -n default
oc delete svc/router dc/router

B GO RUbYyR=2D2BT TV -2 3 UEERLET,

oc login -u system:admin -n default

0C oC new-project nsx

oc process —n openshift mysql-ephemeral -v DATABASE_SERVICE_NAME=database | oc create
-f -

oc new-app centos/ruby-22-centos7~https://github.com/openshift/ruby-hello-world.git

oc expose service ruby-hello-world

oc env dc database —-list | oc env dc ruby-hello-world -e -

B Ry D=0 KUY —(C339 B NCP R — 13 Kubernetes [C& - TIRH-ESN D UR—FEBUTH .
OpenShift TER =N 2% Kubernetes /\—> 3 VICISUTER D F T,

®  QpenShift3.7. 39-%v +FD—=%2 RU>—mJL—)LAIC. namespaceSelector. podSelector.,
BLUipBlock oz L 7o MRAT 1 DEEN TS AN B D ET,

®  OpenShift 3.7 - Egress (£hAHE) JL—)LHELV ipBlockCIDR Lo 5 DU R— FEIFBTEEE A,
ZNni5ld. OpenShift 39 TR—=4R7 4 —JLRELTLUTRESNTNET,

® Kubernetes ®—#8M/{—<' 3 T subPath [CFEET 2MENH D £
(https://github.com/kubernetes/kubernetes/issues/61076 #£88), OpenShift J){—</ 3 VICZOREED
EBEAEENTLALEAEIE. CreateContainerConfigError: failed to prepare subPath
for volumeMount(CreateContainerConfigError: volumeMount DY JISADAENKCKEALE
L) EWS IS —RELT, NCPRY FOERICKBLET, COBBEEEET S(CIF. NCPyaml 75
subPath OFAZEHIBRLET, ¥IC. subPath: ncp.ini #2074 L T, volumes DHREEXD
NBATBSHMAET,

volumes:
— name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config
items:
- key: ncp.ini
path: ncp.ini

COEEOFECLD, /etc/nsx—ujo T« LY FULENHRHANIFERICADET, ZOFHEE. NCP I
etc/nsx—ujo D FRIC—BET 71 JLEER U CAEBBE & TS AR—F F—DOlAEE—DT 7 1 )LICBET S
CENTERLLBBIED, APERLV T AR F—ZEZFHLUTNX-T &EHmTsR<RDET,
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NSX-T Container Plug-in D&

NSX-T Container Plug-in I3, NSXManager 727 « Al A—H— AU =T 1A AFEIZIAR VY RESA VA
T=JxAA(CL) HoBETEXT,

I ESXi6.5 THREFROIVTF RA FORER Y V&, BIO ESXi 6.5 KX FIZ vMotion T#1T9 3354, %17
FTDAVTFT RAREOIVTINL, BITEOIVT T ARARLEOIAVTIAOERIIEONET, COREEIL.
Y7 F RAFONIC 2T L, BEEFT 2 & THRTSEY, COMREE. ESXi6.5 Update 1 LU TIEF
FLEE A,

Hyperbus Tl /\1)t—)U1 =D VLAN ID 4093 & 4094 (3 PVLAN O ERICTFHSNTH D, IDEZZEET S
ZEIITEE A, VLAN OFEEERIT 2720, B LU VLANID @ VLAN &3 2 1 v F £ fzI3 VTEP vmknic [35&&
LBWTLIZEL,

COEICIE ROFEYIMEENTNET,

B NSXManager V5740 - = A5 =T AZATOIP 7OV DER

= NSXManager 7574 D)L A—H— A5 =Tz XATOIP IOV DT TRy FOERE

m CIF EsmER— k-

B CUaxvrk

NSXManager /574 Al A—HF—A & —TAXTOIP 70y
JDEHE

NSXManager 757« AL A—F— A5 =T A AT, IPTOv 7D 7EEM HIFR. #wE FKn, BET
XTI, FMHEERT S LEETEERT,

Flia

1 T7Z95H5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) [CO 7%
v LET,

2 [DDl] Z#RLET,
FBrOIP7RELZAOTOY I D—EAKRRENET,
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3 ROVWTIADT I3 VEERITLETD,

FToav 7ovay

IP7ovs&Emys eml &2 Uy LET,

12t IP 7Oy o %BIBT 2 12UEDIP IOy o ERRL, MRl £7 Uy LET,

IP7OvssiREdT s PIOvraE@RLCIREl 20Uy I LET,

IP7Ovsnsia®RTd 3 PoOvsgE Uy s LET, 2RNRBHRERRT ZICIL. BE] ¥ TE7 Uy LE

I, ZOIPTOvIDOY TRy FERRIBICIE [BTRY R TEI UV LET,
P7Ovsons/5EBLET, PI7avoeEzRL, [7UyaV]-[F70OBR] QIBICY Uy LET,

IRy MO ETENIIP JOY VITBIBRTEEE A,

NSXManager 274 AV A—YH—A 25 —T A XATOIP 70Oy
DY TRy FOEE

NSXManager 7274 Al A—T— A7 =T A 2N IP TOv7ICYTxy baBiiz, HlRs &
MCEFET,

Flig

1 7295 H5 NSX Manager (https://<nsx-manager-IP-address—-or-domain—-name>) |07
PAVESCR

2 [DDl] &#RLET,
BEOIP7RELAOTOY 7 D—BHARRSNET,
3 IPTOvIDERIEIUY Y LET,
4 [UTxVERIZTEI IV I LET,
5 ROWITNADTIY3aVEERITLET,

F7vay Fovay
IP7O0vs 7%y h%EBINT 3 GEmMl =7 Uy LET,
12EnIP7Ov s 7=y hEEIBRLEST, 1 DUEOT TRy FEBIRUT, BBl EZ7U YT LET,

CIF &R R — b

CIF QYFF 429 —T14RA) & A4V FLEOREBR— FCEFBSNTNBZIVTTORY FT—0 425 —
JIA4ATY, INS5OR— FFCF #ERER—FEVNWET,

NSXManager 727« AL A= — 105 —=TJ 114 2Ah5 CIF EGs#HER - FEaE8BTEXT,
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CIF ##tamE R — b DEHE

(A1 vFT]-UR—=F]DlEICEE LT, CF #EERER—- FE280INTOREBER- FeRrUET, CIF Eiwm
BR—-FOERUVIET I UT, BRBRERRTLUET, RER-FQOUVIEIUYITEE D1V RD
RAVUHEE, [BE] [BRl. (B2, BEE 04 D09 IhRRINET, [BE] - [BRER— ] QIBICZ7UYY
T2E TyTUUT A4V FICEET ZHMEBR— FHRREINET, A1y F K— FOFMAICDNTIL INSX-T
EEAAR] #2BLTLIEES,

Ty bT—OBERY =)

ROV —)LI. CIF BHERER — FEUR— FLET, Chb0Y—LOEMICONTIE. INSX-TE=2A1 1] =
BB LT RS,

u FL—XTJ0O—

R G

= IPFIX

B OVUFTFICERUCVIHREBRMYF R—FOGRE h )L EFERLT. VE—FR—FZ5-UVJEE
TCEEY, FMICONTIE, INSX-TEEBAAR] O [R—F=Z5-UVT7 A4y FT TOT7AILICD
Wl #2RBLT<REW, el AF S VIFR— FADOR—F Z5—-U U TIEUR— FEhE A,

SEOUU=XTIE, 2#xy FO—T7BSEIITR-FENTOWEEA,

CLlla<>» R

CLl O~ > r&ERITT 2I1C1E. NSX-T Container Plug-in 3> 7 IcO4 4 v LTY —=FILERE. nsxcli Ov
VRERITUEY,
J=RTrOIXRVEFEFRITLTC CUTJOV T FEaRRIZIEBTEET,

kubectl exec -it <pod name> nsxcli

£4-1. NCPorFroCllavwrk

947 avv kN

AF =452 get ncp-master status

AT—=59 X get ncp-nsx status

AT =45 R get ncp-watcher <watcher-name>
AT =452 get ncp-watchers

AT =5 X get ncp-k8s-api-server status

AT =52 check projects

AT =52 check project <project-name>
Frvia get project-cache <project-name>
Frvyva get project-caches

VMware, Inc. 23



NSX-T Container Plug-in for OpenShift : > 2 b—jl&LUEERA 1

x£4-1. NCParyF+o CLlaw >y kR #HE)

917
Fryuia
Frvyva
Frva
Frvra
Frvra
Frvra
Frvya
Frvya
Fryuia
Frvyva
TR—F
PR-F
PR—-F
TR—
PR—

HR—F

= e

get namespace-cache <namespace-name>
get namespace-caches

get pod-cache <pod-name>

get pod-caches

get ingress-caches

get ingress-cache <ingress-name>

get ingress-controllers

get ingress-controller <ingress-controller-name>
get network-policy-caches

get network-policy-cache <pod-name>
get ncp-log file <filename>

get ncp-log-level

set ncp-log-level <log-level>

get support-bundle file <filename>

get node-agent-log file <filename>

get node-agent-log file <filename> <node-name>

£ 4-2. NSXNode Agenta>F+@ Cllavx > K

5147
AT—=59 X

Fryuia

Frvra

avU R
get node-agent-hyperbus status

(NCP 2.1, 2.1.0.1) getapp-cache <app-name>
(NCP 2.1.2) get container-cache <container-name>

(NCP 2.1, 2.1.0.1) getapp-caches
(NCP 2.1.2) get container-caches

% 4-3. NSX Kube-Proxy a>F+o CLlax >k

547

AT =5 A
AT—=5 X
AT=5 X

AT =52
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get ncp-k8s-api-server status

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

dump ovs-flows
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NCPaYFFDRF—4X avk

B NCPYRY—DRAT =Y AERRLET,

get ncp-master status

Bl :

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

B NCP & NSX Manager OB D#EGHAT —5 A&aFRRALET,

get ncp-nsx status

Bl :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

B |ngress. BAIZE. Ry B, T—EADERAT Y AEXRRLET,

get ncp-watcher <watcher-name>
get ncp-watchers

BT

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

Bl 2 :

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
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Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

m NCP & Kubernetes APl & — ) (IR T — 59 AERRLET,

get ncp-k8s-api-server status

Bl :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

B gARTCOSOV Y FERIIBEO IOV T FEERLETD,

check projects
check project <project-name>

Bl

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing
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nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

NCPaYvrF7-D++vviaavw R
B OV REFIZEZREEORE T vy aEREBLET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

Bl :

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d

VMware, Inc. 27



NSX-T Container Plug-in for OpenShift : « > 2 F—)L&ELVEERH 1 1

ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

"Ry FOREF Y AERELET

get pod-cache <pod-name>
get pod-caches

Bl :

kubenode> get pod-caches
nsx.default.nginx-rc-uqg2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
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host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8c@6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-uqg2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

B Ry R RV F ey aXIFEORY Y- Fry T aERMELET,

get network-policy caches
get network-policy-cache <network-policy-name>

Bl :

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:

dest_labels: None
dest_pods:

50.0.2.3
match_expressions:

key: tier

operator: In

values:
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cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51fl

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7£825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
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operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

NCP a7+ R—Fax R
" JrALRARTICNCP U= N RV ERELET,

HR— /)0 RJLICIE. tier:nsx—networking &L\ S SALAMFNTE D, Ry REOITARTOIAVT T
OOv JrAILhgENEd, NV RIL J710)L1FtgzERT. CUOTIAIL DT 7AILA LT Ta LY
kU /var/vmware/nsx/file-store [CRfF=NET, CLI o file-store AWV REMGAT 2, /AU R
WI70)lE2UE—-F T4 FCOE-TEET,

get support-bundle file <filename>

Bl :

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

" NCPOVEDI7AINARTICREFELET,

07 J71)lidtgzEc. CUOF I FOT74ILA LT T« L2 U /var/vmware/nsx/file-
store [CRfFaNnE T, Clifile-store AX Y REMFATZE, NP I7AIILEUE—F HA HZOE—
TEE9,

get ncp-log file <filename>

Bl :

kubenode>get ncp-log file foo
Log file foo created in tgz format

= NodeAgent O/ &T7AILAFTICRIFLET,

T80/ —RERIZIRTO ./ —FDO Node Agent OV &EREFELET, OJIFtgzec. CLLOT 74 D
TJ7A4IART T« L% U /var/vmware/nsx/file-store [CEEFE=NET, CLI o file-store o< >
FaFERIdE NURIL D7)V EJE—F A FCOE-TEE9,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>
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Bl :

kubenode>get node-agent-log file foo
Log file foo created in tgz format

B O7 LNV ERBULTRELET,
fERATEEROY LAJLIZNOTSET, DEBUG., INFO, WARNING., ERROR, &£ CRITICAL T,

get ncp-log-level
set ncp-log-level <log level>

Bl :

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent A>FFDAT—F X AR

" Z®./—R®Node Agent & HyperBus BIM#E#AT —5 AERRLUET,

get node-agent-hyperbus status

Bl :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX Node Agent 3> 7 FDFvvira AR

® NSXNode Agent V7 OWEF v v aERBLET,

(NCP 2.1, 2.1.0.1) get app-cache <app-name>

(NCP 2.1, 2.1.0.1) get app-caches

(NCP 2.1.2) get container-cache <container—-name>
(NCP 2.1.2) get container-caches

U

kubenode> get container-cache cifl104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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Bl 2

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy 2> 7+ DRXF—4 X a< >k

B Kube 7O+ & Kubernetes APl & — ) (RADEHEA T — 45 AEFRRFLET,

get ncp-k8s-api-server status

Bl :

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

® Kube 7O+ OEBRRAT -9 RERRLUET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

1

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

Bl 2 :

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
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Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT

Number of events processed: 2 (in past 3600-sec window)

Total events processed by current watcher: 2

Total events processed since watcher thread created: 2

Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT

Watcher thread status: Up

= —RrpOVSTJO—-Y T

dump ovs-flows

Bl

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=80,ip actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

VMware, Inc.

priority=0

34



	NSX-T Container Plug-in for OpenShift： インストールおよび管理ガイド
	内容
	NSX-T Container Plug-in for OpenShift： インストールおよび管理ガイド
	NSX-T Container Plug-in の概要
	互換性要件
	インストールの概要

	NSX-T リソースのセットアップ
	NSX-T リソースの設定
	Tier-0 論理ルーターの作成と設定

	NSX-T Container Plug-in と OpenShift のセットアップ
	OpenShift 仮想マシンの展開
	Ansible の hosts ファイルの準備
	CNI プラグインと OVS のインストール
	OpenShift Container Platform のインストール
	NCP と NSX Node Agent の実行
	セットアップに関する注意事項

	NSX-T Container Plug-in の管理
	NSX Manager グラフィカル ユーザー インターフェイスでの IP ブロックの管理
	NSX Manager グラフィカル ユーザー インターフェイスでの IP ブロックのサブネットの管理
	CIF 接続論理ポート
	CLI コマンド



