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NSX-T Container Plug-in O£

NSX-T Container Plug-in(NCP) (&. NSX-T & Kubernetes 72D 3> 5+ =7 X b L —4 D#E*®. NSX-T &
OpenShift % Pivotal Cloud Foundry 7z £ D > 7+ ~X—Z® Platform as a Service (PaaS) & & D&E# % AT4E
ICLET., ZDHA RTIE. Kubernetes & Pivotal Cloud Foundry Zf#ER L 7= NCP DR EICDWTEHBALET.

NCP DAL Y avR=%> MMIarFFTRITEN, NSX Manager % Kubernetes #l#l 7L — > L@EEITVE
3. NCP I arTrotoly—RICHT2EEZERL. NSXAPIZUOE LT 2T FomEBR—H X
AvF W= — CFaUTq IN=TREDRYNT—0 UV —-—REEBLET,

NSXCNI 7S 74 v 14, B4 ® Kubernetes / — RTRITENET., AVTFTDSAT7 A7) AR NEEER
L. AYFF A5 —T A REF R VSWItch [CEFEL T, 7055 AICK>TH R b vSwitch 2% J4F1F
L. a7 F 4049 —7x4REVNICEITaYTF S 74 v O EETELET,

AU =Tl NCP (z8E—n Kubernetes 524 &4 R—bLET, B NSX-TEBEZFERL T, EHOD
Kubernetes 252412, BB NCP AV RIVRERBTHIENTEET,

CDEICE. ROMEYIDEENTVET,
. EMEERG

m AR =)LOHE

B EH

NSX-T Container Plug-in (Z(Z. Kubernetes #&i5# & O Pivotal Cloud Foundry (PCF) IRtE & D E# 4 ICEET 28
HHUET,

= 1-1. Kubernetes Ba D B S

VI7hvzT78E nN—=ar

AT RRANDRET S DA /8= m ESXi65

1Y—= m ESXi 6.5 Update 1
m RHELKVM73. 74
m  Ubuntu KVYM 16.04

AVFF RRARDFRL—F4>F L7 m RHEL73. 74
N m  Ubuntu 16.04

AYTF SUI4 4 Docker 1.12 (NCP 2.1, 2.1.0.1. 2.1.2)
Docker 1.13 (NCP 2.1.2)
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% 1-1. Kubernetes BBIEO B EMH FEx)

V7 hUIT78E N=o3>

Container Orchestrator Kubernetes 1.7. 1.8 (NCP 2.1, 2.1.0.1. 2.1.2)
Kubernetes 1.9, 1.10 (NCP 2.1.2)

a7 F KRR LD vSwitch OVS26. 2.7. 28

% 1-2. Cloud Foundry RO Bt B4

V7 vz T7EE nN—=o3>»

AVTF RRASDORIEY S DAL /=N m ESXi6.5

1Y— m  ESXi6.5 Update 1
m RHELKVM 73, 74
m  Ubuntu KVM 16.04

Container Orchestrator Pivotal Application Service 2.0 & & ¢ Pivotal Operations Manager 2.0 (NCP 2.1, 2.1.0.1,
2.1.2)

Pivotal Application Service 2.1.1 & & * Pivotal Operations Manager 2.1 (NCP 2.1.2)

A1 2AM—IVOHE

Kubernetes i34 A h—JILENTWDIBETIE. BE. ROFIETNCP DA VA M—ILEFEEITVET, FlE
EZEEICRITTSICE. NSX-T LU Kubernetes DA > AR —JILEBEBICDVWTEBBREL TOWSIHENHY ET,

T NSX-T&#AVAM—ILLET,
F=—N=bA S VRAR—F V-2 EHERLET,
F—N—VLAHBERA v F &R L. Kubernetes / — R& XA v F(TEHELE T,
Tier-O I —F — &KL ET,

2
3
4
5 Kubernetes Ry RO IP7 RV R 70Oy U &ERLET,
6 SNAT GXETxRY h7—2 7RLREHR) AOIP7RLR 7Ov0F/IFIP7 RLVR TV EERLET,
7 &/—=RENSXCNI @Q>TFF Ry I —=0 A5 —T14R) TS5540&A4A A M=ILLET,
8 &/ —RICOVS (OpenvSwitch) 24 > A ~—=JLLET,
Kubernetes / — RICNSX-T xv b — 0 &R LET.
10 DaemonSet & LT NSX Node Agent &4 >R ~—JLLE T,
11 Replication Controller £LTNCP 24 > X b= LE T,

12 NCPRy RICEFa2UT A EAFEEY U MLET.
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NSX-TUYV—RDtEy N7 v 7

NSX-T Container Plug-in 24 > X b =)L 2F1IC. FHED NSX-TU Y —REHBETHLENHYET.
ZDEICE. RDOEYIDBEENTNET,
. NSX-TUY—RDHE

n Tier-O B —% —DERERE

NSX-T UV —RADEKRE

FENMPVELNSX-T VY —=R(ZE, A== cSURR—F V=2, Ter-OBEIL—F—. /— RRETI >
[CiEfd 2B RA vF. Kubernetes /— RO IP7RLRX 7Ov o, SNATOIP7RUR F—)LiaEDHY X
ER

NCP 21 8L 2101 TNSX-T UV —RERET B, 47 &ERATHILENHY EY. NCP 2.1.2 LIETIE,
FEZ 74 ncp.ini @ UUID B3 E2EEERLTNX-T VY —RERETDHLENHY ET,

F—N—=bA rSVRAR=F V=2
NSX Manager [cA &4 > L. [Z77 7w (Fabri)] - [b 5 > ZKR—k V=2 (Transport Zones)] DIBIC#HE) L

$£9, AT F XY T —VIEREINTNSF —N—bA bSURR—b V—VERET DM, FRITEKRLE
ER

(NCP218&r2101) bZRKR=F V=221 DUED {"'ncp/cluster': '<cluster_name>'} ¥ 5%
fFFTIDULEDOISRAYICEAFIZT 5. {'ncp/shared_resource': 'true'} 24 7 FLTHIS R
THELET., ¥4 ncp/cluster BEET HBE. FIATRZADIEBESNTINS IS5 XF I ncp/cluster ¥
JtEUY —RDIHEFEAL. ncp/shared_resource # Jft& Y —RIMERLEHA, 7T RTRIL,
ncp.ini @ [coe] 4> av(CH B cluster A7 a3V DEE—HEEIVLEDBHYET,

(NCP21.2)ncp.ini @ [nsx_v3] €2 a>Toverlay_tzF 7> 3 EBELT. 95RIDF—/N—LA
RSV RR—F V-V EEELET,
Tier-O BN —T 1 ¥

NSX Manager A& 41 > L. Db—7F « > % (Routing)] - U —% — (Routers)] ®IBIC#EEILET. I>TF *v b
T—UIERESNTWNBIN—F—ERRT BN FRIERLET.
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(NCP21 8K 2101 Jb——I121 DLLE®D {"ncp/cluster': '<cluster_name>'} # J&#f¥yT 1 DL
toorSRZICEABIZCT S, {'ncp/shared_resource': '"true'} Y JfFIFLTOSRYBTHELET,
% J ncp/cluster BHEET DIHE. YN TRIMBESINTNS I TR Y (I ncp/cluster # 7fF&U V-2
DHZEFEA L. ncp/shared_resource # /&Y —X(IMERLEHA., 5 AXAFEIE. ncp.ini @ [coe] &
o2 3VIlHB cluster A 72 a > DEE—HESEHIVLEDHYET.

(NCP2.1.2) ncp.ini @ [nsx_v3] #4233 T tierO_router ¥ 7 3 v EZHRELT. 45 R¥D Tier-0 /i
V=5 —E8RELET,

EON—F—F TOTAT/RIVINA E—RTHERTILENHYET,

MBI YT

F—% T4 v ORI/ —RMERTBUNICIE, F—N—LAHRBRAS vFI(ERTIVENHVET, /—R
DEBA H—T7 1A RENSK-T [LEHRTILELIHVERTAD. BERTDELY N7 Vv TDBRBICRVET,
NSX Manager [CEZ 4 > L. [R4 v F > (Switching)] - [R4 v F (Switches)] DIBEICEEL T, ®HERA vF
EERTEET. XA v FETHBER— MEERL. TNSIC/ —RNICZEHELE T, HRER— ML {"'ncp/
cluster': '<cluster_name>'} LU {'ncp/node_name': '<node_name>'} DF JEFFELEND
UET, <cluster_name>fEld. ncp.ini ® [coe] €U 3> IlH B cluster AT a>DELE—HEEZ W
ENHUET,

Kubernetes ARy KD IP 7 KL X ZA v &

NSX Manager [ca &4 > LT, [DDI]-[IP 7 RLZER (IPAM)] ®IECEEL. 1 DUEDIPT7RLR Oy S
EERLET. P7RLR 7O0v 2% CDREXTIEELET.

(NCP2T1 LU 210DIP7RLZX 7By 2121 DUE®D {"'ncp/cluster': '<cluster_name>'} ¥ V% fF
FTI1D2ULEDOISREICEAFIZTSH. {'ncp/shared_resource': '"true'} 24 /7L THISRIMT
HELEYT., 47 ncp/cluster NEET IHE. YN TREDIEEESNTWNS YT R (E ncp/cluster 44
ffE)Y—ADHEFRL. ncp/shared_resource # 7ft& UV —RIIMFERLEHFA, 25 RXF AL ncp.ini
D [coe]l €& arvIihb cluster 77 a3V DEE—HSEIVLEDHYET.

(NCP 2.1.2) ncp.ini @ [nsx_v3] £4 3 3> T container_ip_blocks #+ 7 3 %% E LT, Kubernetes
RYRDIP7Z7RLR JOvoEIEFLET,

F7=. SNAT LIk a1ZER (Kubernetes ) £7/=(32>5X% (PCFA) ERDIP7RLVR JOv o E2ERT 5
ZEHTEET,

(INCP218L£U2101) IP7RLR Z7OvY ZIZ nep/cluster # 77217 TH<. {"'ncp/no_snat': 'true'}
EYOMHFLET., LEIOUU—IMS5DT7 v 7L —RT {'ncp/no_snat': '<cluster_name>'} ¥ %
Bi5EE. DY IEFENT {"'ncp/no_snat': '"true'} CEETHILENHYUET,

(NCP2.1.2) necp.ini @ [nsx_v3] €4 3> Tno_shat_ip_blocks 7> 3> Z&z%FEL T, SNAT Lo IP
TRUVR JOV O EEELET,
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NCP OETHICSNATUAD IP 7 LR 70y Z &R T 21581213, NCP 2BIEET L ENHYES. BiL
BLAEWES, PTRLR 7Oy IoDEEBETH5E T NCPEIEFDIP7RLR 7Oy s &2 ERALEITET.

F: IP7RULR 7Oy oEERTHEEIC. NCPH#ERZ 7 1)L ncp.ini @ subnet_prefix /NS A -4 DfEL
UREWTU 74w I RIEALABNTLZS 0, FICDWTIE. ncp-reyml @ nep.ini @ ConfigMap 288 L
TLZE,

SNAT®D IP7 BLR T—)b

P77 RLR Z—Ibid. SNAT L=V EBE L TRY RO IP 7 RLXEZEBRT B8, F£7/213 SNAT/DNAT L—)L&& L
T Ingress Controller B3 2D IP 7 KL XDEYU X TT, OpenStack 70 —F4 > IP7RLRERL
EOICFEREINET. CNSDIP 7 RLVR(E AEIP 7 RLREBNNET,

B# D Kubernetes 7S R MREILHEIP 7 RUR T—)LEFERLET. ENCP A VR RX(F, EEBT S
Kubernetes 2S5 R4 (LD 7= IO Tty FEEFERLEY, 774U NTIE. Ry ROT TRy hERUY TR
TV T4y OAMEREINET., BREBIY A RXDY TRy FEFERT SICIE ncp.ini @ [nsx_v3] £ 3
vIZH B external_subnet_prefix 7 a #EHLET,

NSX Manager (2O & 4 > L. [1 >~ U (Inventory)] - [Z)V—7 (Groups)] - [IP 7 kL X Z7—)L (IP POOL)]
DIEICHEEL T, T EERT S0, BEOT—ILEBRRELET.

(NCP21 8K 21.0.1) F—JLIC {'ncp/external': '"true'} 24 JfHIFLET, =51, P77 RLR 70O
w121 DELE®D {"'ncp/cluster': '<cluster_name>'} # 73T 1 DULD IS RYICEFICT S,
{"'ncp/shared_resource': "true'} ¥ IfHIFLTOISRIBTHBELET, ¥ ncp/cluster BEFEET
BIEE. YUATRIMBIEESINTINS IS RY (L nep/cluster # JfF& )Y —ADHEFRL. ncp/
shared_resource # Jft& )Y —R(IFERLEEFA. VT RFEIE. ncp.ini d [coe] B avIlHD
cluster 772 3> DEE—HEEZHLEDHY ET,

(NCP21.2) ncp.ini @ [nsx_v3] £ 3> T external_ip_pools # 7> 3 2% FEL T, SNATD IP 7 K
VR T—=ILERELET,

H—ERTFREEML T, HEDY—ERXDSNAT ZFETHZLHTEET., RIHIERLET,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCPIZ&>T. ZOH—EXD SNAT L—ILDBESNET., ZDIL—ILDY—RXIP7RLRAE, —EDNY I
YRR RTE, BEIPTZRUVRIFIEBELEAEIP 758U BTSN SNATIP 7 RLURTT, ROAIC
EFELTLEEN,

m  ncp/snat_pool TIREIN/ZT—IUE. H—ERZEZFRETBHICNSX-TICEREBEL THEBHEBHY ET,

. NSX-TTI H—EXRDSNATL—IDOANBTAY 0 bOBEIERMLY bRE<EYVET,
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B Ry RICEHD SNAT IL—ILDBBESNTWBEEEFE. 1 DOI—ILOIHDEEELET,

(NCP 2.14) 77 )L b TlE. NCP (% PAS (Pivotal Application Service) #® SNAT D IP 7 RL REFZRELE T
SNATD IP 7 RLR 7= )LDERMNEEN/- manifest.xml Z2FEALTCT7 FUT—> a3 &EEL. BEDT T
o—2a»ICSNATIP 7 RLRERETEET, RIHIZRLET,

applications:
- name: frontend

memory: 32M

disk_quota: 32M

buildpack: go_buildpack

env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCPIZL>T. D77V =2 a>D SNATIL—ILDSEESNES. L—IVDY—RIPTRLVRIEF 4 2RE >
ADIPT7RLZADEY bT. 28X IPT7RLRIE ARIPT7 RLR 7= D5EIUETONAESNATD IP 7 KL R
TY., ROBITEFELTSLES L,

m  NCP_SNAT_POOL THEEENT—E. 77V T—23>D7y L afil NSX-T ICEREL TELELH Y
£

n TTUT—2 32D SNAT IL—I)LOBEIEGLZ, HEBEOEEIEMLY bE<HRVET,
m TV a3 ICRETESLSSNATDOIP 7 RLXR(E 1 DOHTT,

(7> ar) (Kubernetes &) 727 A7 04—V X—h—+®o 3>

EEBEMER LT 7AT7 0= b=l vy b D=2 RUS—(CEDVWTNCP THERLETZ 74T o 4+—)b
v avICFEENAZOLDICTBITIF. NSX Manager IO 4> L. [Z7 7479 +—)b (Firewall)] - [£#&
(General)] DIBICIEEL T, 22D 77 A7 04— o a3 EERLET.

(NCP21 8K 21.0.1) {'ncp/fw_sect_marker': 'bottom'} XU {'ncp/fw_sect_marker':
"top'} ILENTENREL B I a &S IRHITLET,

(NCP2.1.2) ncp.ini @ [nsx_v3] €4 3> T bottom_firewall_section_marker X
top_firewall_section_marker # 7L 3 v &#8RELT. X—h— 7747 04—l o> a3 EEELET,

RIMIDZ77AT7 04— o arid REMDTZ7AT7 04—l VI3 VDTICEESNSVENHY ET,
NSDT7AT7 04— o areEtildTdZET. NCP OBERBICERT2IRTDTI 747 0+—IL &5
vaviE, URNDRTMDZ7AT70+—I)L o a>DECtemEn. NCP BRYU S —RICERT2TRTD
T7AT7 0= 2o arvid. REMDTI7AT oA=L 2O aVDTFIEREINEELDICHRVET, ¥—5
— o3 EERLEVGES. IXTORBEIL—ILIETU R MDORTRICEREN. TXTORYS— 53>
FREMICHERENET. BUEEZEDEHOIY—HN— 7747 0+x—)L €023 &2 1 DOUTRFICEET S
ZEEFTERNED, IT-DPRELET,
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(Pivotal Cloud Foundry @#) SpoofGuard R4 vF>4& a7 rz4 I

(NCP 2.1.0.1 Hgop J U —XR) NSX Manager [CcAZ A > L. [RA v F & (Switching)] - [RA v F> & 7077
4 )b (Switching Profiles)] ®IEIC#8 L £9. SpoofGuard XA v F >4 7OT7 74 I)LEEML. 7OT774)VIC
RDE TEEBMLUET,

{'ncp/cluster': '<cluster_name>"'}
{'ncp/ha': "true'}

Tier-O BRIV —F —DERR L RE
Tier-0 #%E/)L—4 —[&. Kubernetes / — REZNLTHEBR Y BT — 2 (CHEHELET,

FE

1 7399 m5. NSX Manager (https://nsx-manager-jp-address) IcQ &4 > LE T,

2 =742 ]-V—5—]DlEIC#HEL T, [B]-([TierO)N—5—]DIBICZY v LET,
3 #EZEANLES. LEISLCTHBABAALET.
4

ZDTier-O@®mBIN -9 —ENy 7 v TT28BEDEdge /SR ROY THIY AZa—PoBIRLE
ER

5 (WA STRAME—REBRLET,
TOT4T/IRG INA EEIRLET,

6 [REIZIUVYILET,
HLWHREBL— -0 o ELTRRENET,

7 (KA HREIL—5—DU>oEIIYILET,

8 W—F427]-— BRI DIBICZUYILETS.

9 #HLLWBERSOEEZEMNTSICE. EM £V v I LET,

EETOHBEICE. IV—F4 22 NATTlEAEW) RRASTINSX X574 v 2] ZBIRLET, NAT RO
SOBEICE. [Tier-ONAT] #2IRLE T

10 IREI 22Uy o LET,

1 L RSN -5 —& 2V v I LET,

12 [EE]-Ub—9— R—KF DIEICZU v o LET,

13 amlzasUvsoLT 7y FUroR-bEEBMLET,
14 rSYRR—K /—REBRLET.

15 LIFHER L=IEBRA v F&RIRLE T,

16 A#BRY bT—ODIPT7RUVREIBELET.
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17 IR7El 22V v o LET,
FLUWSREIN -5 DU ELTRRENET,
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Kubernetes IZig~A® NCP DA/ > X b+
— )b

NSX-T Container Plug-in(NCP) &1 > X b—JL 3 %(2(2, ¥ X% — / — k& Kubernetes / — R(Za Yy R—x > b
EAVAN—NTBHBENHYET,

ZDEICE. RDEYINEENTNET,

m NSX-TCNI 7554 > DA X =)l

. OVS DA YR b=V LR

m  Kubernetes / — KD NSX-T v b7 =2 DFHRE
m  NSXNode Agent A > X k=)L

= nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap
m  NSX-T Container Plug-in @41 > X k=)L

= ncp-rcyml o ncp.ni @ ConfigMap

m NCPRY RTOPEM I O—ROFEBRELTSANRN—F F—DI Tk
n NCPRY RTOFEBEET 7 /IDTI > b

m  Syslog DFFE

n EFVUT A DEEFIE

m XY=V UY—ROFEDEV

NSX-TCNI 7S5 54> DA4 > X k=)

Kubernetes / — RICNSX-TCNI 7S5 54 > & A VR M=V S 2HERHYET,

Ubuntu @iB& NSX-TCNI 7S5 54 > &4 > A h=)LF B & AppArmor 7O 7 7 A )L 7 7 4 )L ncp—apparmor
M /etc/apparmor.d [COE—ah, O—REINET. 41X —=JLDFIZ. AppArmor H—EXMBRITINTH
Y. /etc/apparmor.d 74 Lo bUEERL THELENHOYET., IhEfTblavE, 4 X b—=)LIFKRBKL

F9, RDAT Y RT. AppArmor EZ a2 —IVERMNED N EER TEET,

sudo cat /sys/module/apparmor/parameters/enabled

VMware, Inc. 14



NSX-T Container Plug-in for Kubernetes and Cloud Foundry : 4 > X k=L L OEBA A K

RDAT > RT. AppArmor U —EX DRI NTNEDNE D DEHRTEET,

sudo /etc/init.d/apparmor status

NSX-TCNI 7S5 54 > DA > R b —)LEEIC AppArmor ¥ —ERERITLTWVEWMES, 41 VA M—ILMRTT 5 &
AYyE—UHRRENET,

subprocess installed post-installation script returned error exit status 1

ZDHAyE—=2CIE AppArmor 7AZ7 7 4O — RERNT, IRTODA YA M—)VFIENTT LIcZ LERS
nEd,

ncp-apparmor 7O 7 7 A4 )L 7 7 4 JLIE. node-agent-apparmor &iE(Ei 5 NSX Node Agent M
AppArmor Z7O7 7 A V& RHELET. Zhid. docker-default 7OT7 7 AL EFRDETERIBYET,

m  deny mount JL—ILDSHIRE N TS,
. mount JL—ILEIIEN TS,
B (\< DD network, capability. file. LW umount 7 3 rhBMEN TS,

node-agent-apparmor 7OZ7 7 A J)ViE. BOTOT7 7 A IJVICEEH|Z B EMTEET, =L, 7O774)
% [ node-agent—apparmor | (. NSX Node Agent 4 > X b —JLIZ{ERA T % nsx—node-agent-ds.yml 7
7FANTEBEINET, JOTA7 7N EFERT 55BE(L. nsx—-node-agent-ds.yml &> 3>
spec:template:metadata:annotations [CHBRDI N TT7OT7 7 A INRBERET D2HLENHY ET,

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

FIE
T LinuxT4AMVEa2—>3 > AO, BUERA A= 774NV ESDA—RLET,

77 A4IVEAIE nsx—cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpm £7/=(% nsx—
cni-1.0.0.0.0.xxxxxxx.deb TY., xxxxxxx(IE) RESTT,

2 Fgl<cH¥oro—RLErmpmErzizdeb 771 EA4 VA S=ILLET,

TST4 0 Jopt/eni/bin (24 A h—lanE T, CNI#Em 7 7 /)L 10.net.conf % /etc/cni/net.d
[CaE—3NET, rpMm . =Ty o TS514 D7 74)V /etc/cni/net.d/99-
loopback.conf &4 > XA b—=JLLET,

OVS DA >R b—)L L8Rk

=42 /—RIZOVS (Open vSwitch) 24 > XA k=L L. #BHLET,
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FIE

Linux 74 ARV Ea2—>3>DA YR =L 7740 >O—-RLET,

7 71 I)V%A(Z openvswitch-common_2.7.0.6383646-1_amd64.deb, openvswitch-datapath-
dkms_2.7.0.xxxxxxx-1_all.deb. openvswitch-switch_2.7.0.xxxxxxx-1_amd64.deb TY,
X0 (FEIL REETT.

FIg1 TcFUO—-—RLrpm E£/zlddeb 77 MIILEA A S=ILLET,

Ubuntu miB&. mopa<x > REERFTLT OVS h—FI EP2—I)LEBO—-RLET,
service openvswitch-switch force-reload-kmod
OVS BRITINTNSZ L&ERALET,
# service openvswitch-switch status
FEERESNTWRWMEEITIE. br-intA > RG> REEBRLUET,
# ovs—vsctl add-br br-int
/= ROBEBRA v FICEHRT DRy NT—2 405 —T 124 R (node-if) & br-int I:EMUET

# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

RODAT Y FEXRTLT, ofport MR L £, ofport 1 pMERATE WSS, OVS pMEMAIREER— b &
EUHTHEHTY,

# ovs-vsctl —-columns=ofport list interface <node-if>

ofport 78 1 T/ L\5&. NSX Node Agent @ DaemonSet yaml 77 7 1 JL® nsx_kube_proxy £ 3>
[Z. ovs_uplink_port # 7> 3 &R ELET.

br-int & node-if ink B L TS Z L E2HERLET,

# ip link set br-int up
# ip link set <node-if> up

BEBRICRY NI A2 —T A ADEFTEHELIIC. XYMV —UBRT 7MIVEEHLET,

Ubuntu m#4&. /etc/network/interfaces ZE#H L T, KRDITEEMLE T,

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

RHEL mi54&. /etc/sysconfig/network—scripts/ifcfg—<node-if> ZF#H L T. KROITEEMLE
ER

ONBOOT=yes
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Kubernetes / — KM NSX-T xv kD — 2 DHBTFE

Dt a3>TlE Kubemetes *AY — /—R&EDT—H— /—RICNSX-T Ry D=0 &BETHHEICDN
TEHBELET,

&/ —=RICFE 2DUEDRY ND =0 A =T 2 A RPYLETYT, RVIDA VI —T 1A AIEBA V5 —T
ARTE, NSX-TZ7 77Uy o LIRS THMEVNER A, D 1 DDA =T A X (FRY RIZRY bT—25

FRELET, TOA =Tz AREINXK-T 777Uy o LEIZHY. /—ROBEBRAA v FELELTSBEINSH
BRA v FICEHELET. Kubernetes DgeMF = v O MEEICHEET 5123, BEBA VI —T 14 RERY RD
IP7 RURMIN—T 4 Y IRIEETRIINIER Y ERA, BEBA V-7 114 RERY REIDBIETE. NCP pE=
MFTv I EMDERNS T4 v OEHATEINHT 747 04—V b= EBBIMICERLET. ZDIL—ILD

FHfE(Z. NSX Manager 927 4 A A—HY— A 05 —T 1A ATHERTEET, ZOIN—)VIE. BEELEY., H
BRL7EWTLZE 0,

&/ —RORE<T T aAYTFHxy b7 —0RDOWNICH/ — RGHERA v FICHEHELTNS I LE2HERLE
ERS

&/—RoarTF b7y oiEREINTNS VNIC D VIFID (2, NSX-T Container Plug-in (NCP) (C&25#
NTWBIREDNHYET, METIHRERXAS vF R— K ROXDICH T[TV EDHYET,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

NSX Manager &7 4 hib A=Y — A 25 =T 24 ADS [4 R hUT-[RET S V] DIRICHEET S L. /
—RRET L COHRBRAAvTF R— M EHERTEET.

Kubernetes / — REHMBZEE I N/=HEEIC(E. ncp/node_name ¥ 72 E#H L. NCP BT 2 0ENH U ET,
J—REEWMETDICEF. xOAT Y REFEALET,

kubectl get nodes

NCP ORFTHICHI TR/ — REEBMT 5I2(F. kubeadm join OA< > RZERITT HHIICHERAS vF R—K~IC
G UEBMTDRENHYET. COBREETDRVE HLW/ —RERY M-V ([LERTEERA, ¥ ITDH
EOTWBHD, ROMSRKWNEE, ROFIETHBEEZBRL TS,

B REXMYyFR-BMIELWS TZERLET,

» NCPZBEHLET.

NSX Node Agent 4 > X k—Jb

NSX Node Agent (3. &Ry RT2D0a>F+H&RTT S DaemonSet T9. 1 2Da>FF(E NSX Node
Agent #RfTL. EICAYTFDORYNT—O A5 -T2 A REEBLET, 2L T NI TS50 0%
Kubernetes APl 4 —/N&@EEZTVVET, B2 1 D02 TF(E NSX kube-proxy £#®f7L., #5X&DIP 7
RLR&ERY RDIP 7 RURICEHRT 52 & T Kubernetes —EXD#KILERELET. hid. 7y TR+
1) — LD kube-proxy &R CHEEET T,
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FIE

NCP Docker f A =2 &#o>>O0—RLET,
7 7 A VAL nsx—ncp—xxxxxxx.tar TT, xxooxx(FE/L RESTT,
NSX Node Agent @ DaemonSetyam| 7> 7L — k&4 o>O0—-RLET,

7 74L&l ncp-node-agent-ds.yml T3, CDT7 7 A I ERET S LD MEOTTL—F 774
IVOBIELTERTAZEHTEET,

NCP Docker f *—2 & A4 A—2 LR MYICA—RLET,

docker load -i <tar file>

ncp-node-agent-ds.yml #iR&EL £7.
O—REINTWBRAA-CDEREZERELET,

Ubuntu @54, yaml 7 7 4 JLIE AppArmor BSERICAE-> TWBSZ L &FIHRE LET. AppArmor HSEZhH
ESME. /sys/module/apparmor/parameters/enabled 7 7 4 )L CHERLE T, AppArmor BT
HWMEEICIE. ROELDICEELET.

B RDOTERIRT S0, A2 MMIICLET,

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor

= nsx-node-agent 3> 7 F & nsx-kube-proxy 2> 77 ® securityContext M FIZFT privileged:true
ZEBMLET, RIFEDHFTT.

securityContext:
privileged:true

E: hyperkube £ A =2 #ERT 207 FRT kubelet 22473 % &, RIBDIREEICEFR/A <. kubelet 3
AppArmor DIREEEH (CEM & LAR— M T ABBESHRINTOET., yaml 77 /)L TH, AHEDOEEETTD
VENHUET,

£ yaml 77 AL T, nep.ini [CERE N7 ConfigMap £BAMUBAAR Y 2 — AL LTI YV F T2 &
SIHEETABENHYET, F9>O—RUEyaml 77 AIVICIE. COEENTTILADNTVET, 0
BEEITETEE A,

moaA< > REFERLT. NSXNode Agent @ DaemonSet kL £9,

kubectl apply -f ncp-node-agent-ds.yml

nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

Y 7LD YAML 7 7 1)L nsx—node-agent—ds.yml (Z(Z. NSX Node Agent D~ 7 A /L ncp.ini @
ConfigMap m&ENnTWET, =D ConfigMap €2 3 >(2(d. Node Agent DA VA b —IL&EHREIA XS
BIEHDINTGA—FIPEENTVET,
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#rO—RU7EY > 7LD nsx—node-agent—ds.yml (Z(Z. XKD ncp.ini [FRNEENET.

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
use_stderr = True
# Set to True to send logs to the syslog daemon

# use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.

# debug = True

# Log file path for NCP operations.
log_dir = /var/log/nsx-ujo/

[coe]

#

# Common options for Container Orchestrators
#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), cloud-foundry, openshift

H

adaptor = kubernetes

Specify cluster for adaptor. It is a prefix of NSX resources name to
distinguish multiple clusters who are using the same NSX.

This is also used as the tag of IP blocks for cluster to allocate

IP addresses. Different clusters should have different IP blocks.
cluster = k8scluster

H OH O ¥ H

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

[k8s]
#
# From kubernetes

#

# IP address of the Kubernetes API Server. If not set, will try to
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# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.
#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The IP address for nsx_node_agent to communicate with NSX RPC server.
# The format should be ip/mask.
#nsxrpc_cip = 169.254.1.0/31

# The port for nsx_node_agent to communicate with NSX RPC server.
#nsxrpc_port = 2345

# The vlan id for nsx_node_agent to communicate with NSX RPC server.
#nsxrpc_vlan = 4094
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# The interval of NSX RPC keep alive message.
#nsxrpc_keepalive_interval = 3

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The 0OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in @4 > X k=)L

NSX-T Container Plug-in(NCP) (&, Docker 4 A =2 & LCEREENET, NCP L. 1 >TSS 0F v H—E
2D/ —RTRITTIHEDHYVET, YRF— /—RTONCP ORTIIHRESINEE A,
Fl&
1 NCPDocker 4 x—>#&4o>O0—-RKLET,
7 7 4 IVEA(F nsx—ncp—xxxxxxx.tar TT., xoxxxx ()L RESTT,
2 NCP ReplicationControlleryaml > 7L —hr&4¥ D >>O0—-RLET,

77 AINAE ncp-rc.yml T, TOT7 7 IVERET S LD, MBOT Y TL—F 77 4ILDHELTE
B33 LHbTEET,

3 NCPDocker4 A—& A A= LA MYICA—RLET,

docker load -i <tar file>

4 ncp-rc.yml ZiRELET.
A—REINTWBAMA-—CDEFEZEELET,

nsx_api_managers XS A—FZEELET, ZDOUU—RTIE 120 Kubernetes / — R 5 X4 & 1
D® NSX Manager 4 Y R4 > AMYR—FESNES, RIFTZDOHITT,

nsx_api_managers = 192.168.1.180

(A7 3>) [nsxv3] €2 a>rTca_file/ XTA—4ZERELE T, {EE. NSX Manager H—/\;EBA
EDHERITERTH CANY RV 77 A4NICTHHBERHYET, FELLEWE, P RTFADI—~ CADER
ENFET,

NSX-T CRREI & 175 7=8%. nsx_api_cert_file & nsx_api_private_key_file XS A—4&RELE
ER
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nsx_api_cert_file (F.PEMERDIZA TV MEBAETZ 7 AMINDT7IV XX TE, ZDT7 74 IDREILKR
DEOITIHYUET,

nsx_api_private_key_file (3. PEMEXD IS4 7>~ TSAR—=b F—=T7A4)IDT )V XA TT, D7
7AINDABIIRDELDICIEVET,

Ingress Controller 2 NAT €— RTRITT 2L D ICHRET HHE(C(E. ingress_mode = nat /85 A —F &
ELET.

FTI7AINTIE Ry ROBERAAYFTIP 7RV 7Oy IMSEYHTOENAEZTRTOY TRy MY T
Fy N TUT74vOR 24 PERENET, BIOY TRy b B4 XE2ERTBICE [Nsx V3] &> 3>D
subnet_prefix 7> 3 v E#FHL £,

F: oyaml 77 AT, nep.ini IZEmE i ConfigMap 25RABMYBERRY 2 —AL LTI UV T H K
DICEETHUENHVET., ForO—RLzyaml 77 A4I)LICIE. ZOBENT TITTONTNET, 2D
BREFEETEE A,

5 NCP ReplicationController 2/ L £9

kubectl create -f ncp-rc.yml

E: NCP I Kubernetes UY —XDZA4 7 A7) AR NEEERT 57252, Kubernetes APl 4 —/X[2/8—
SRTFYMHTTP #EHE#ILES, APl Y —NDEEE/(ERy M7 —BEENEET NCP @ TCP #RENEN
([Clzo7=5&(F. NCP #Big8) L T, APl —NADEFEHREBERILTI2LENHY ET, FEHRTEHANE NCP T
HLOWARY MOREEINEE A,

NCP ReplicationController dA—U >4 7 v 77— bH(E, A0 TF KA MEBREELZVTZE 0, [AS5H0
DEHTRRANEFBREL/HEE, BREBEC2DDONCPP Ry RBRFTEINZZENHYET, TOHEIL. W
N NCP Ry REHIBRLTSEZEN, EE5ZHIBRLTHEVERA.

ncp-rc.yml @ ncp.ini @ ConfigMap

B2 7INDYAML 7 7 4 )b ncp-rc.yml (Z(F. #7774 )L ncp.ini @ ConfigMap BE&ENTNVET., 2D
ConfigMap 2> a3 >ICld. RiDEI > 3> THEALELDIT. NCP DA VR M—ILRIICIEE T 2 HENH SH/8Z
A= DPEENFET,
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o O—RULEY Y TILD ncp-rc.yml IC1E. RD nep.ini EBBESENE T,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
use_stderr = True
# Set to True to send logs to the syslog daemon

# use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.

# debug = True

# Log file path for NCP operations.
log_dir = /var/log/nsx-ujo/

[coe]

#

# Common options for Container Orchestrators
#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), cloud-foundry, openshift

H

adaptor = kubernetes

Specify cluster for adaptor. It is a prefix of NSX resources name to
distinguish multiple clusters who are using the same NSX.

This is also used as the tag of IP blocks for cluster to allocate

IP addresses. Different clusters should have different IP blocks.
Each cluster in an NSX installation must have a unique name.

H H O ¥ H B

cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

[k8s]

#
# From kubernetes
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# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# Specify a CA bundle file to use in verifying the NSX Manager server
# certificate. This option is ignored if "insecure" is set to True. If
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# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (string value)
#ca_file = <None>

Path to NSX client certificate file. If specified, the nsx_api_user and
nsx_api_passsword options will be ignored. This option must be specified
along with "nsx_api_private_key_file" option.

* H B R

nsx_api_cert_file = <None>

Path to NSX client private key file. If specified, the nsx_api_user and
nsx_api_passsword options will be ignored. This option must be specified
along with "nsx_api_cert_file" option.

* H B R

nsx_api_private_key_file = <None>

# User name for the NSX manager (string value)
#nsx_api_user = <None>

# Password for the NSX manager (string value)
#nsx_api_password = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.

Prefix should be less than 31, as two addresses(the first and last addresses)
need to be network address and broadcast address.

The prefix is fixed after the first subnet is created. It can be changed only

H O H O W

if there is no subnets in IP block.
#subnet_prefix = 24

# Subnet prefix of external IP block. Use subnet_prefix if not specified.
#external_subnet_prefix = <None>
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# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH

#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Max number of virtual servers allowed on a single load balancer service.

# SMALL LB supports 10 virtual servers. MEDIUM LB supports 100 virtual servers.
# LARGE LB supports 1000 virtual servers'

# Defaults to 10.

#virtual_servers_per_lbs = 10

# Retrieve the node VIF via the display name of the VM, in deployments where

# the display name of the VM is same as the node name
#get_node_vif_by_vm_name = False

NCPRyYy RCOPEM I aO—RDFERAELTSAR—K F—DTD
>k

PEM TI>a— REINEFAAZEL TSA R~ F—DHBBECIE.yaml 77 AL TNCP Ry REEZEFFHL T,
NCP Ry RIZCTLS Secret #~ o > hTE£ET,

1 EFBAEELTSAR— b +—(CTLS Secret 24K L £,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt ——key=/path/to/tls.key

2 NCP ARy Rtk yaml 2E#H L T, NCP Ry REKRICT 74L& LT Secret 27> FLET,
spec:

containers:
- name: nsx-ncp

volumeMounts:
- name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert

readOnly: true
volumes:
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— name: nsx-cert
secret:
secretName: SECRET_NAME

3 yaml 77 A4 Tnsx V3 A7 32D nsx_api_cert_file & nsx_api_private_key_file #F#H L &
ER

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

NCP Ry RTORIAZEZ 74 IILDT D> b

J/—=RDT77AIN P RTAICGBET 7165556 NCP Ry REREEHLTNCP Ry RIZT774ILETD
YhTEEYS,

RIFZDOHITT,
spec:

containers:
— name: nsx-ncp

volumeMounts:

- name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
— name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

- name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
— name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>

Syslog DE&E
a>FFTrsyslog % syslog-ng &M Syslog T—2 1> bERTT 5L, NCPREEIR—F > DO S %
Syslog #—/NICEETEET.

RO EEWRELCET. Kubernetes ToOJDEMICDNTIE, https://kubernetes.io/docs/concepts/cluster-
administration/logging 28 L T 72,

s NCP %7z nsx-node-agent Rv R TRT4 % Sidecar a>FH &KL £
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B IRTOH/—RTDaemonSet L 7Y hERTLET,

E: TIUA4 2 ERY RTRTSNAW D, Sidecar A2 FF TIENSXCNI 7S 54 > O 4% Syslog #—/NIC
EETEEEA,

Syslog @ ¥4 B A— 22T FDIYERK

NCP £LRILURy RTSyslog BMRITENZD LD, A RA— VT FERETEET. ROFIETIE, Syslog T
—J vk AA=TN example/rsyslog ThdZ EZ&RIIRELTNET,

FIE
1 BoE77A4NICEEADLDIC. NCP & NSX Node Agent 5% EL £,

NCP & NSX Node Agent @ yaml 7 7 4 JLC. log_dir /IS A—4%#HBEL. YU T BRU 1 —LZFIEE
LET, RICHERLET,

[default]
log_dir = /var/log/nsx-ujo/

spec:

containers:
- name: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [default] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:

— name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

07 774)VOZMEZEET (23, log_file /N\SA—4EHRELET. T 74/ bDEHIE. ncp.log.
nsx_node_agent.log. nsx_kube_proxy.log T9, log_dir # 7 3 >IC /var/log/nsx-ujo U4 D
NAMFEEINTNSHE, hostPath R 2 —AF7z(F emptyDir RU 2 —AZEKRL T, #d 2Ry Rt
BRICRO VNS DREDBHYET,

2 NCP ARy Rttt yaml 7 7 4 )LIZ. Syslog ® ConfigMap ZEmML£d ., RICEAERLET.

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
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action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote"

3 NCPARy Royaml 77 AV rsyslog 3> FFIEBIMLET, rsyslog HERT — £#&RL. o3> TF
MHOOJEZFHENDR) 2 —AET D FLET., RICHERLETS,

spec:
containers:

— nhame: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo

volumes:

— name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

Syslog @ DaemonSet L 7V h DOYERX
ZOAETIEFH NCPOITRTOAVR—F bOOTEVIA LI NTEES, 7TUT—av(E T74IVET

B> TWA stderr ICAJARBT LD ICRETILENHYET, ROFIETIL SyslogT—2z> b A
A= example/rsyslog TH2Z L ERHRE L TWET,

FE
1 DaemonSetyaml 7 7 A L&KL ET. RITZDHITT.

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
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version: vl
data:
nsx-ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/containers/nsx-node-agent-*.1log"
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"

Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
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— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers

2 DaemonSet ZEfL £ 7.

kubectl apply —-f <daemonset yaml file>

Bl: b4 Fh—arFFTERIFFOAS O—F—2 3 »EXV Syslog DEHRE
KOFIETE, YA RA— a3 FFTEAROOS O—FT—> 38XV Syslog #BET DA EERLET.

A T4 M)OEREOS O—FTF—2 3 DRTE

B RRY— /—RESLIRTD/—RECAT T Lo MU EERL. TOREEZE. IDH 1000 D21—H—
ICEBELET,

mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

m IRTD/—RT, /var/log/nsx-ujo 7« Lo ~UICWTEO05 O—FT— a3 ERELET,

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.log {

copytruncate

daily

size 100M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

NCP LU — 3> arybO—50EK
m NCPHAICncp.ini 77 A4V EEBLET.

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo
[coe]

cluster = k8s-cll
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[k8s]

apiserver_host_ip = 10.114.209.77

apiserver_host_port = 6443

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin

nsx_api_password = Passwordl!

nsx_api_managers = 10.114.209.68

insecure = True

subnet_prefix = 29

[nsx_node_agent]

[nsx_kube_proxy]

ovs_uplink_port = ens192

EOF

m N T77AIDORERY TEERLET.
kubectl create configmap nsx-ncp-config-with-logging —--from-file=/tmp/ncp.ini

m  NCPrsyslog #m 7 7 4 L EERLE T,

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input (type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF
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n FROBET7AIDS. BTy TEERLET,

kubectl create -f /tmp/nsx-ncp-rsyslog.conf

m rsyslog¥4 Rh—Z2EALTNCP LU —2 3> 2> bO—-F&KLET,

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:
# VMware NSX Container Plugin
name: nsx-ncp
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
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— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

# ConfigMap nsx-ncp-config is expected to supply ncp.ini

configMap:
name: nsx-ncp-config-with-logging

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF

m FEOAERICEDNTNCP 2R LET,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

NSX Node Agent DaemonSet MRk
m  Node Agent ® rsyslog ST &ER L £ T

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config-node-agent
labels:
version: vl
data:
ncp.conf:
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
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Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"
Ruleset="remote")

input(type="imfile"
File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")
EOF

m M5 configmap #ERL £ T
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf

m configmap ¥« RA— &ML T DaemonSet Z/Ep L £ 7.

cat <<EOF > /tmp/nsx—-node-agent-rsyslog.yml
# nsx—node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl

localhost/node-agent-

spec:
template:
metadata:

annotations:

container.apparmor.security.beta.kubernetes.io/nsx-node-agent:
apparmor

labels:
tier: nsx-networking
component: nsx-node-agent
version: vl

spec:

hostNetwork: true

tolerations:

- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"

containers:
- name: nsx-node-agent

# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425
VMware, Inc.
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VMware, Inc.

imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]sx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
— name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
— name: netns
mountPath: /var/run/netns
# mount host proc
- name: proc
mountPath: /host/proc
readOnly: true
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: nsx-kube-proxy
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_kube_proxy"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
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— SYS_ADMIN

— SYS_PTRACE

— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir

— name: openvswitch
mountPath: /var/run/openvswitch

— name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
— name: netns

hostPath:

path: /var/run/netns
- name: proc

hostPath:

path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF

m  DaemonSet 4L £ 9,

kubectl apply -f /tmp/nsx-node-agent-rsyslog.yml

VT DEEFIE

NCP # BRI 3 5 &£ &I(C. Kubernetes & NSX-T OmADRIELRET SLENHYET.
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HELL/ —RFTOHRITIBEIICNCP 2HRT S

NCP g, NSX-TEBTL -7 VR TESRD. BESNEA LV TZANSOF v /—RTOHRITTEHED
[CHIRT DBEDNHYET. CNoD/ — F(E. BULESNIVEMTITRANTEHIENTEET., ZDINILD
nodeSelector # NCP ReplicationController ft#CER T 2 HLEMHY £,

nodeSelector:
nsx-infra: True

TIAZTAIREDMDAET/ —RICKRY REBUH TR EHTEET., FHMICDNTIE https//
kubernetes.io/docs/concepts/configuration/assign-pod-node 88 L T 72X 1),

Docker Engine & DIKEEICT S

Docker (3. €FaUTFAEHEETHMICU U —RLTWET., CNOOEHFEEFNICERT ILENHYET,

EETEAELIYTF 0O NET_ADMIN & NET_RAW #te £ 5 L3 0)

NET_ADMIN & NET_RAW @ Linux #8E(3, Ry B Ry b7 = ICRALCKREZRICL > TERENSAREMEDDH
DET, FEENTHVENIZTFI TR NSO 2 DDOMEEZENICTILENHYET., T74/)VbTIE R
DEWaTFITNET_ADMIN #EEI 5 S nE A, Ry BOLERTI OEEMSBERMICEMIC/E>LY, 2V
THICHEE— RDRESNBVEDTERELTLEEN, FEINTNANIYTTOBE. 20T FORET
SecurityContext 8 E DHIkRIEEEU X ~ I NET_RAW Z##8E L. NET_RAW £8HICLET. RIFEDHITY,

securityContext:
capabilities:
drop:
— NET_RAW

A—INRN—=—AD7 €A 3> kA-Ib

Kubernetes 1. O—IR—RD7 7R 3> A=)V (RBAQ) APl ZER L CRIAZLIBLE T, EEEEFRY >
—EHMICHKRET S ENTEET, FHMICDNTIE. https://kubernetes.io/docs/admin/authorization/rbac
ESBLT S0,

BE SETIEREO-UIBMTEENTVNSEDEFISRASERELITTT, 21— —TAD Y EY—EXRTH
V2 hDBEICE. TORREEMNETDHEEC. RNROERENESHILENHY ET,

WROAA RSA VERDEBYTT,

s Kubernetes APl k=02 & BLTEZRY RICOH = \DT O EREHALET,

m  NCP ConfigMap & NSX APl 254 7 > hEEBAZD TLS Secret A7 2t X% NCP Ry RICBREL £

B CDEODBTIOERELELLEVWRY RS Kubernetes xy k77— APIADT7 o RE70v o LET,

m  Kubernetes RBBAC RU > —#&&HL. Kubernetes APl IC7 2R TE5Ry REIEFELXT.
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NCP R Rz RBACHKRY 2 —

ServiceAccount ©TNCP Ry RZEERKR L. SOTHD Y MIR/NDOHEREY bEMELET, £ ORY RE
7=1% ReplicationControllers 12(Z. NCP ReplicationController & & 8 NSX Node Agent @R a2 —AE LTI D

>~ bans ConfigMap & TLS Secret A7 o REFHAI L £ A,

HROBE. NCP [2A—ILER—ILDNA > REIRET 2 HEERLTVET,

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
- networking.k8s.1io
resources:
- deployments
- endpoints
- pods
- pods/log
- namespaces
- networkpolicies

# Move 'nodes' to ncp-patch-role when hyperbus is disabled.

- nodes
- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
- watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: ncp-patch-role

rules:
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— apiGroups:

o
- extensions
resources:

- ingresses

- services
verbs:

- get

- watch

- list

— update

— patch

— apiGroups:

o
- extensions
resources:

— ingresses/status

— services/status
verbs:

- replace

— update

— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: ncp-patch-role-binding

roleRef:

# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: ncp-patch-role

subjects:

— kind: ServiceAccount
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name: ncp-svc-account
namespace: nsx-system

E: NSX-T oS4 7> MEBAE(C Kubernetes APl #fEF L7zt e /= TLS Secret £ 754 RX— b~ F—DXR7
[Z(F. Kubernetes APl 4+ —=/NIC7 VA TEBZEBDRY RPST IV ERATEELT, Ry RBY—EXT7HhU Vb
BUTHERENAEE. RUEAEROT 74 DY —ERXR 7hU Y MSEFMICEUETOSNET. ThIZK
U, Kubernetes APl ICT7 € RF B b= DBEBNICY I bENET., TNOSD =0 ADT 7RI, b
— O EVBEETDHRY RICOBHFHFAITILENHY ET,

XYy bT—=0 UY—-RADBREDE> b
Xy hD—5 Y- RERET SR, BEOHRCIELT LS,

NSX-T D& T4t DHIBR

NSX-T (2, AT Y15 hADS FHIFICROFIRD S Y E T,

s RO 20 XEOHBELB Y ET

n S A0 XFOHRSH Y ET

n BEFTUIoNCE ISEETYIEMITHIENTEET.

Kubernetes &7z1% OpenShift @;FRA NSX-T DR O—7®F FICaAE-SNIBICFHOFIREBZ D& BE
MELBBEDHYVET, EZE RAvF R=—bRADS IDBHY. NBT7 74T T+—I)L L=V TERIN
TWA5HE, FROF—PENFHFIREBZDE. AA—TELEFTICTRTaAE-INHWN =D, IL—ILHEE
ELELDICHERAINEOWI EDNHUET,

Iy RT—=0 RYUS—DHKE
(NCP 2.1.0.1 LIgTod U U —RX) NetworkPolicy UV —RZE#mT % & &2, podSelector 7 1« —JL KT,

matchExpressions 7 4 =)L REZEICTHIHENHYET. hafthlianvé, NCPHBRy b7 =2 RUS—0
EERICKBLET,

Er: Ry bhT=2RUD—(F. SR LIS EFERLTRY REAIZZIEBERIRLUET, NCP 2.1.0.1 LIF)
DY) —=RTlF EXR—RDINI L IYDIPIR—EENTNET, FEAR-—RE/EFrY AMR—ZXDZ
N L OZIFYR—FLTWERA, NCP212 LBETIE. COFIREIEIEBRENTVET,

Fv kD= R — (2T B NCP oo R— k& Kubernetes [Tk > TIREENZHR—NERLUTH Y.
Kubernetes /N\—> 3V ([CISCTEARVET,

m  Kubernetes .10 LAl - v F D —2% RU > —DJL—/LAEIZ, namespaceSelector. podSelector, &k
U ipBlock DL I BBAT | DEENTWSAEEMNSH Y £T,

m  Kubernetes 1.7 - EhARDIIN—ILE LN ipBlockCIDR EL o4 DY R— MIFIRTEE A, N 5[,
Kubernetes 1.8 TRX—% 7 4+ —JL RELTLTERHENTOET,
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Pivotal Cloud Foundry IREA D NCP
DA VA=V

Pivotal Cloud Foundry (PCF) %, #—7> v —2X® Platform as a Service (PaaS) 7O/\«4 T3, PCF®EIC
NSX-T Container Plug-in (NCP) 24 > X b=l LT, Ry b7 =9 H—ERZRHETEET,

Pivotal Ops Manager % i@ U TR S N7z ARIBE< S > 58 NSX-T O#EEAFIAT AICIE. 2V TF Ry T —0AD
LAV —3HEEBVETT,

SRTAM (HA) naEmicamiczuEs, NCP &4 > X b—JLT BHI1IC, {'ncp/cluster':
"<cluster_name>'} XU {"'ncp/ha': "true'} ¥ FEFEALT. SpoofGuard DRA vF> 4 7O7 7
AIVEERT DVENHY ET,

F: EFAUT A IN—TICEEEMALS, EFa2UT 1 FUN—TEBRLTWSIRTOT TV —3>%
BERT—VVUTBRENDBVET, AT 03 TTVT—2 a v PBRTEINTVWBIEGRMICEFa VT4 U
W—TDBERAEINTWSIEEG, £L@tEFa VT4 JI—TBIA—/NIVICERENTNSISEEIITOVET.
ZOEICE. ROMEYIVEENTVET,

m  Pivotal Cloud Foundry B8AD NCP 1 > X k=)L

Pivotal Cloud Foundry BREEA®D NCP D1 > X k=)l
NCP (g, Pivotal Ops Manager 47 4 h)b A—H— A 25 —T 1A RENLTA VA M—)LENET,

AR SR

Pivotal Ops Manager. NSX-T. & & ¢ Pivotal Application Service (PAS) O#i#RA > X k=)L, Ops Manager %3
BIICA A R=)bEN, RITNSX-T. PASOIBICA YA M—=IbENTNSI LEHERLET. FHICDNTIE
Pivotal Cloud Foundry @ RF a2 A > bESBL TS ZEL),

FlE

1 Pivotal Cloud Foundry RIZNCP 4 Y R b= 77 A4 )V &F D> O—-RLET,
7 71 )V%(E VMware-NSX-T.<version>.<build>.pivotal T3

2 Pivotal Ops Manager [CE®EZ L TASA > LET,

3 [®REDA R— (ImportaProduct)] #Uv o LET.

4 ForO—RUEZ7AIIVEBRLET,
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10
11
12

13

14
15

16
17
18

19
20
21
22

23
24

[Ops Manager Director for VMware vSphere] #41U w 2 L &9,

[vCenter Server %% (vCenter Config)] @ [5&7E (Settings)] ¥ 7T [NSX v k7 —% (NSX Networking)]
Z#ZRL. [NSX E— K (NSX Mode)] T [NSX-T] Z:ZRL £ T

[NSX CA 8= (NSX CA Cert)] 7 4« —JL RT. PEM ERXOIHELIEFELET,
(%77 (Save)l &2 U v o LET,

ELBO (4R =L ¥vamR— R (Installation Dashboard)] 22U v LT, vy >am—RICRUE
ER

[Pivotal Application Service] €21 v o L& 7.
[B7E (Settings)] ¥ 7D FEX =+ 3> R4 YT [Fv b7—2 (Networking)] Z#RL £ .

[AYTFF xRy bT—0 425 —T 24 RD TS5 1 (Container Network Interface Plugin)] < [4+&B
(External)] Z2RL £ 7,

ELBO (4R =)L ¥y am— R (Installation Dashboard)] 22U v LT, ¥y am—RIZEVE
ERS

277 Save)l #4oUv o LET.

ELBO [ R =)L #vamR— K (Installation Dashboard)] 22U v LT, Fvy > aR—RICRYE
ER

[VMware NSX-T] &2 1J v o LE T,
NSX Manager o7 RLREAALET,
NSX Manager OFRFE A EERIRL £,

FTFa>y Toar
5547 NIRERET NSX Manager mitBAE L 754 R~k F—%i8ELET.

A—Y—RENRT—REERLAEFRSEIH  NSXManager EBEDI—HF—RENRT—RERELET,

[NSX Manager CA zEBAZ (NSX Manager CA Cert)] 7« —JL R T, FIBAZ&IEELET.
[R7%F (Save)l 24U v s LET.

FTEF—2 a2 Rq 2T [NCP] &2 ZIRUE T,

[PAS Foundation %& (PAS Foundation Name)] # A1 L9,

ZOXFHZL > T, NSXAPI T PAS Foundation n—E (CHRlaNE T, £/, ZOXFH(F. PAS
Foundation BIZ NCP 35 NSX UY —REDTU 74 v O RELTERENET,

(NCP 2.1.2) [A ==L 4 ~5>ZRK—=k V=2 (Overlay Transport Zone)] #AhLE .
(NCP 2.1.2) [Tier-0 Jb—# — (Tier-0 Routen] # Ah L 7.
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25

26
27

28

29

30

31

32
33

34

35

(NCP212)[a>vTF+ v b= IP 7 RLRX 7Aw % (IP Blocks of Container Networks)] 2 1 DLk
BELET,

a [EBMAdd)]Z22Uv s LET,

b [P7rLX 7Oy s% (IPBlockName)l #AXLET, FRELBEFEOIP7RLR 7OV I EANT
=ET,

C FLWIPTRLR 7OV OEANT BHEDH. 7AY 2% 101.00/16 DL/ CIDREAXTIEEL £
ER

aAVTFRYMI—oDY TRy b TV T4 v O REIRELET,

[a>FF v bT—20 SNAT #85%1129 % (Enable SNAT for Container Networks)] &4 U v & LT,
SNAT #B%ICLET.

(NCP 2.1.2) B R v b7 —2 (24088 (NAT) IP 7 RL RTS8 (CER NS IP 7—)L (IP Pools used
to provide External (NAT) IP Address to Org Networks)] & 1 DLIEEE L £ T,

a [EmAdd)]E2U v s LET,

b [IP7RLRT—I%& (IPPoolName)] EAALET, FRELEEEFDIPT RLVR T—ILEANTEE
ER

C #HIRIPT-INEANT BHEDH, CIDRELVIP 7 FLREEEANLTIP T RLREBELET,

(F72ar) (NCP212) [&EMTZ7A T U +—IL £ a2 v—h— (Top Firewall Section Marker)] & A
HLET.

(FF23>) NCPI1Q) B TFRT7Z7A4T7 94— £& 3 3> v—Hh— (Bottom Firewall Section Marker)]
EANLET,

(FT72ar) ROATL avEBRHELFIERLET,

T3y 774 ME

ROy ZLETZTVo—ay 57490 ESh, BNCTDE 7747 04—V I)b—)VICko>TRAOYTILIENS 70 v OO
#0725 fgINET.

NCPOSDT /Ny & LRIVEERICT S a9,

[R7%F (Save)l #2) v 4 LE T,
7> 3>) FEX—> 3> Ra 2T [NSX Node Agent] Z2RLE T

a [NSXNode Agent B 77 /Ny & LR)LEFICT S (Enable Debug Level of Logging for NSX
Node Agent)] &IRL T, TNy LAILTOATDRFERAMNCLET.

b [&7% Save)l&#s Uy o LET,

ELBO [ R =)L &y amR— K (Installation Dashboard)] 22U v LT, v am—RICRUE
ER

[Z=E %@ (Apply Changes)l €U v o LET,
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]
I
7.
~
%
I
\I
\I
A\

VSRGICA—R NSV IEBRELT. Ry RIS T4 v 0EREHTEET,
ZOEICE. RDEYIDEENTHNET,

n O—KRASYL U IDRE

O—RNSYLVIDRE

O—R NS>y IDFREICIF. Kubernetes @ LoadBalancer #+—E X &7z Ingress Uy —X &, NCP L7 U
T—3 A MO-SOFREVPEENET,

LoadBalancer # 4 7o Kubernetes b —ERXREHZEL C. A4 Y —4DO— R NS U EERTEET. —EX
ZIF. BELEATDOIP7Z7RLZR 7OV IDIP7 RURDBEUHKTENET, O—RNSUH(E ZOIPTRL
REY—ER R—brToBEINES., NCP 2.14 LIET(E, LoadBalancer €&+ ® loadBalancerIP DigE % 1{E
ALT. IP7RLVR 7—)lD&AFIE/ILID &5 T&Ed. LoadBalancer ¥—EXD IP 7 KL RIE. ZDIP 7
RLUR T=Ih5EIUBTENES. loadBalancerIP DIEEMEDZEE. IP 7 RLURIIHRELENEIP 7 R
LR 70y omoEUHTONET,

Kubernetes @ Ingress YUY —X&BELT. LAV —7DO—R NS UHEERTEET. Ingress UV —XI[Z
(F. BELEATKDOIPTRLRA 7OYIDIP7RUADBEVETOSNET, O— R NSUH(E ZOIPT7RLVR
& HTTP R—k 80 TaBIanEd. LoadBalancer # 4 7m Kubernetes #+—E X (4. Ingress UV —RD/\y &
IVRELTHR-PEINABNZELITERL TS, £z SEDY U —XTlE NSX-T O— R /8F (2 SSL
—Ix—Ta EENTN D, TSI 3>DH 2 Ingress (Y R— SN TOWERA,

7 : LoadBalancer ¥ —EXE7=(F Ingress UV —RICHED IP 7 RLREEUHTEHI LI TEEHA,
LoadBalancer #—EX&7z(& Ingress UV —R&EERTHLEICT RLUREIRELTH, INTERINET,

NCPTO—R NS>V TEBETSHICIE ncp_rc.yml 77 AN TROEDICHELET,
1 use_native_loadbalancer # True ICEREL £ T,

2 (F723>) pool_algorithm %z '"ROUND_ROBIN' F7z(3 "LEAST_CONNECTION/IP_HASH' ICEEEL F
¥, T 7 #Jl % ROUND_ROBIN TT .

3 (71 3r) service_size % SMALL. MEDIUM. /(% LARGE (CERELE T, T 7 #J/L b(& SMALL TT,
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LEAST_CONNECTION/IP_HASH 7/)LIJU XATIE. b5 74 vIDREETIP 7 RURADPRALTHNIE BL/Ny S
IVRRyY RCEEENET,

NR#E7: LoadBalancer —ERDHR— IR -

n NSX-T{REEH—/N10 A,

m NSX-T 7—JL 10 18,

m NSX-T 7—)b 4> /x—30 @,

m LoadBalancer ¥ —EXAR— K 8 A,

m  LoadBalancer ¥ —EX & Ingress UV —R (k> TEESNDKR— b&EFH 10 8.

LoadBalancer —EX & Ingress UV —RICK>TEBEINDII Y RRA > &30 A,

F#RiE7z LoadBalancer ¥ —EXDHY R — byt -

m NSX-T{R#EH—/N 100 &,

m  NSX-T 7—J1 100 &,

m NSX-T 7—Jb * > /x— 300 @&,

m LoadBalancer ¥—EXAR—k 98 @,

m  LoadBalancer #—EX & Ingress UV —RICk > TEESNDR— ~&EH 100 A,

s loadBalancer t—EX & Ingress UV —RICk>TEBENB I Y RRA > hEEF 300 A.
A#iE7: LoadBalancer 4 —EXDHR— hxisk -

m NSX-T{R#E+H—/3 1,000 &,

m  NSX-T Z7—J1 1000 &,

m NSX-T 7—Jb *>/x— 3,000 @&,

» LoadBalancer ¥ —EXAR— K 998 A,

s LoadBalancer t—EX & Ingress UV —RICk > TrRESNDR— ~&FH 1000 fE,

m  LoadBalancer ¥ —EX & Ingress UV —R (k> TEBEEIND I Y RRA > b&EH 3000 A&,
A— R NSUYDBMERENARIC, BRT7 7MIIVEBHLTA—R NS YOS/ XEEETHILETEEEA
EETBHICE, A—Y—A25—TxAREEAPIZERLET.

Ingress

. NSX-T(E AERICTLS T—4MBEENTVNZNTRTD Ingress (L TLAV—70—RK NS4 %& 1D
BRLEY, SEIDOUY—XTIEHTTPS 88 R—bEnmhesd, RIS TLS T—BEEN TS Ingresses
FHR-—bENFEHA.

m IARTDINgress 18, B—DIP7 FLRERELET.
m Ingress (3. R—k 80 THRRAENET,
B INgress DEET. B—UFRF (T2 —ILDBEELTWDHE., HUIDIL—ILOHDBBERINET.
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B I DDISRITHR=FINZDIE. TI7AHINSDONYIITY REFDE—D Ingress DHTY, ED
Ingress )b =L EB—HLIEW RS T4 v 0E T7AI DNy IT Y RICERXRENET,

B TIUFINNDONYIIY REFED INgress BEHRH DHEE. BYID 1 DOBADEESNET. ZOMD
Ingress (. TS —&ERGEENET,

. (NCP2101) 790 kA—=RICLB URIRYF I Tld. ERRIROXF [ & [*] BYR—bInET, &=
Lz /X8R [/coffee/ *] (%, [/coffee/] DHICOME. 1B, FIFEROXENELET ([/coffeel.
[/coffeecup]. [/coffeecup/al & Ti7a<, [/coffee/l. T/coffee/al. T/coffee/bl] 7m&) &E—HLZET,
NRIT [/*] BDEENTWBIEE (c&ZE [/tea/*]) (F. [/teal D%&ICOME. 118, E/FEROIFELER
<X=F%| ([/teal. T/tea/l. [/teacupl. [/teacup/l. [/tea/al. [/teacup/bl 72&) &—HFTHZLITER
LTLEZ, ZDHE, ERRROFHITF [*] BTMILEA—RXFELTHEELET.

Ingress O #EDHA -

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /tea/* #Matches /tea, /tea/, /teacup, /teacup/, /tea/a, /teacup/b, etc.
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

m (NCP214)Ingress ®Jy —R(EREEMLUT HTTPURL U 2 TR b rewrite 2% E CEEF, RICHZETR
LET.

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ncp/rewrite_target: "/"
spec:
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
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INR [/teal BLU [/coffeel] (F. Ny /T R HB—EZXAD URLZEFIC [/] CEEHBAOSNET,

LAY —78—RNSHELVRYy T =0 KR —

NSX O— R NS UHRBY —NADPEDRyY RICNS T4 v O EEGET BFE(F FETIP 7 RURM Tier-1 )L—%
—DT7yv TV R=rDIPTRUVRICHERVET, ZOT7 RVRETSAX=kTer-1 872y 7= LILH
B0, FHFAISNBERNES ST T4 v IMNCUDRR—=XD3xy b7 =0 RU S —([CKUFRISNBWNZ ENHYET,
ZOMEERTBICIE, Tierr-1 )= —D7 v TV R=bDIPT7RURM, #FaaahTvsd CDR 7Oy 712
BENDLOICRY NI RUL—EBRETHLENHYET. ORI IP 7 RL XL,
status.loadbalancer.ingress.ip 7« —JL R®D Ingress OO —ERE LU Ingress UV —RDER (ncp/
internal_ip_for_policy) &£ L CaA—H¥—[CRREINET.

FeEZE REBY—NONEIP 7 KL ZX5344.05 THY. AERTier-1 V=4 —D7vTU> o R—bDIPT EL
255 100.64.224.11 DiBE. Ingress DHEREFRD LD IV £ T
kind: Ingress
status:
loadBalancer:
ingress:

- ip: 4.4.0.5
- ip: 100.64.224.11

Ingress UV —XDERIFRDOLDIC/EVET,

ncp/internal_ip_for_policy: 100.64.224.11

LoadBalancer ¥—E X

n NSX-TE SH—EX K—bICLA/v—40O— K NS HERBRLET.
n  TCP 50 UDP OEAMYR— hEhES.

s BY—ERICE—BEO P 7 RLZBEHYETSNET,
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NSX-T Container Plug-in &2

NSX-T Container Plug-in (3. NSXManager 574 hjb A—H— A& =T 1A RERFEARV R4 4>
=714 R CL) hoEBRTEET,

E: ESXI65 THBIFOILTF KR FOREY S > &, 10 ESXi65 K2 k< vMotion THBATT 288, BT
RAOAVTF AR FEDALTFHE, BAKOIALFF KRN LEOAVTFAOEBEFRDONET, ZOMHER,
227 F AR RO WIC £ L. BEEHT 5 ETRRTEET. SOMER ESXi65 Update | LIS TIER
ELEH A,

Hyperbus Tl /N1 /8—=/nA ¥ —aD VLAN ID 4093 & 4094 (£ PVLAN OB ZERICFHINTEY. ID 2ZEET S
ZEFTEERA. VLAN D& ZERTS7=6. AL VLANID @ VLAN %I XA v F £ 7= VTEP vmknic (3B E
LZZWTLSZE0N,

ZDEICE. RDOEYINEENTNET,

s NSXManager 4574 h)l A—Y— A5 —T A XTOIP 7Oy I DER

s NSXManager 274 A) A—H— A5 —T2ARATOIP 70y DY TRy FOER

s CIF sEamER—

m CllawrR

NSX Manager 574 Q) A—YHY— A 24 —T x4 XTODIP 70O
v OIDEE

NSXManager 27 4 )l A—H— A5 -7 x4 RT, P70y oDy J%EENM. Bk wE Fr BET
EFET, FHEHERTLHLEBTEXT,

FIE

1 7595 m5 NSX Manager (https://<nsx-manager-IP-address—or—-domain-name>) (COZ A > L
E3

2 [DDl] ##RL %7,
BEOIP7RLADT7OY I D—EBENRREINET,
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3 ROWTNHDOT o3V ERITLUET,

73> T7oar

IP 7Oy o#EmMyS emlzsuy o LET,

120 ED IP 7Oy S 2Kk 3 TDUEDIP 7Ry s&sRL, (MRl 20Uy o LET,

IP 7Oy szmeEdss P7oyvoe@RLTREl 20 v o LETS,

P70y s nsleRRT S P7avores)yoLEd. 2ROBERERRTHICE. BE] s 720U voLE

T, ZOIPTAvIDY TRy FERFTBICE B TRy N 5TEIUYILET,

P7Oysns /EEBLET, P7oOvoEBERL, [702aV]-[470EB]DIBICO) v I LET,

7Ry BBV ETONLIP 7Oy Z3HIBRTEEEA.

NSXManager 274 AV A—Y—A 25— A XATHIP 70
vODY TRy FOEE

NSXManager 27 4 A A—H— A5 —T A ApS P 7Oy (Y TRy bEEIMLZY, BiRTHZE
MTEET,

FlE

1 7595 m5 NSX Manager (https://<nsx-manager-IP-address—or—-domain-name>) [COZ4 > L
£7.

2 [DDl] ##RLET,
BEOIPTRLVRADTAY I D—EBBRREINET,
3 IP7O0vongmEs Yy o LET,
4 [HBT7xv bR 9TEVVYILET,
5 ROWFNHDIDT a3 ERFTLET,

*Tary FToay
IP70vs 7%y hEBMTS CemlzsUyoLET,

12D IP7Ay S 7%y h2HIBRLE 1 DULOY TRy bEZRLT, (KRl 22U v o LETS,
¥

CIF iR — b

AF @>TF A28 —=T 14 R) (3. RAMyFLORBEBR—MIEHRENTNDAVTFTORY T A 25—
714 RTY, InsDR— NI CIF #EEHRER—FEOWET,

NSXManager 57 4 Al A—H— 4> 5 =T 24 A5 CIF HGHRER—- FEERTEET,
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CIF #EGRER— bDOEE

[(RAwvF o I]-[R—b DIEICEEL T, CIF #HEHRER—- 280 ITRNTOREBR-rERRLET., CIF #65H%
ER—hOERY V0E )y I LT, BRIEFRERRLET, HEBR—MDUVIES )Y ITBHE D4V RD
RAUHBEE,. BE] [BER]. [BE]. BE 04205 ThRRaNET, [BE] - [HER— M DIEICZY v o
T2E TyTU o A4y FICEET IHEBAR— MRRENET, AAMvF R— bOFEMICDNTIE, [NSX-T
EEHAR] 28BLTEE,

Xy ND—OBWRY —)L

KDY —)iF, CIFEGEHEBER— M2 R—FLET. NSOV —ILOFEHBIZDWNTIZ. INSX-TEEBAA R] %
SHBLTLEE,

= No—X70—

s R— MNE#H

m |PFIX

n OVTHICERLTOWSHRERS v F R—bD GREATRIMEEZERALT VE—FR—KI5-UVIER
TTEXT, FHBICONWTIEE INSX-TEBAAR] O [R—bII5-UT RAyF T T7AT 74D
WT) 28RLTSEEN, 2L, AR DS VIFR=EADR—F 25UV IEHR-—bESNERA.

SEOUY—-RTE. 28y T —2BESEKETR-—bENTOEEA,

Clla<w>r K

CLlax > kERFTTSI12(F. NSX-T Container Plug-in a>7+ICAF 4> LTH —IFI/ILERE, nsxcli a<%
Y RERTLET.

J—=RTERDATRERFTLT CLU TR T hERRTHIEHTEET,

kubectl exec —-it <pod name> nsxcli

KO- I.NCParyFroCLlax>r R

147 avwr R =

ATFT—H R get ncp-master status Kubernetes & PCF @7 #5345,
RF—F R get ncp-nsx status Kubernetes & PCF @7 #5345
RTF—H 2R get ncp-watcher <watcher-name> Kubernetes & PCF O @77 18545,
ATF—F R get ncp-watchers Kubernetes & PCF O @77 18545k,
ATF—H R get ncp-k8s-api-server status Kubernetes M & 13545k,

RATF—F R check projects Kubernetes @535k,

AF—F R check project <project-name> Kubernetes o535k,

RATF—F R get ncp-bbs status PCF @ h33d 5k,

RT—HF R get ncp-capi status PCF @ h33d5R,

RF—F R get ncp-policy-server status PCF & b3%d%R.
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KO- IL.NCParyFFoCllavwr bk #&)

47 avrkr b=

Frvia get project-caches Kubernetes @153t 5k,
Frvia get project-cache <project-name> Kubernetes m a5t 5k,
Frvia get namespace-caches Kubernetes o535k,
Frvia get namespace-cache <namespace-name> Kubernetes mah3%t5k.,
Frvia get pod-caches Kubernetes m# h5%t5.,
Frvia get pod-cache <pod-name> Kubernetes @& h3%i5k.
Frvia get ingress-caches Kubernetes @& m3%d5k.
Frvia get ingress-cache <ingress-name> Kubernetes @535k,
Frvia get ingress-controllers Kubernetes @& 535k,
Frvia get ingress-controller <ingress-controller-name> Kubernetes m 535k,
Frvia get network-policy-caches Kubernetes o535k,
Frvia get network-policy-cache <pod-name> Kubernetes m# h3%t5.
Frvia get asg-caches PCF @ H33t5R,

Frvia get asg-cache <asg-ID> PCF @ H33d5R,

Frvia get org-caches PCF O & 13335,

Frvia get org-cache <org-ID> PCF &3t

Frvia get space-caches PCF o33t

Frvia get space-cache <space-ID> PCF o & 1335,

Frvyra get app-caches PCF o & p3%d5R,

Frvia get app-cache <app-1D> PCF @ h33d5R.,

Frva get instance-caches <app-ID> PCF o#hix&R,

Frvia get instance-cache <app-ID> <instance-ID> PCF @ H33¢5R,

Frvia get policy-caches PCF o & b3%d%R.

HAR—b get ncp-log file <filename> Kubernetes & PCF O @77 18%45.
HAR—b get ncp-log-level Kubernetes & PCF oA 13345,
HAR— b set ncp-log-level <log-level> Kubernetes & PCF oA 13345,
YR— b get support-bundle file <filename> Kubernetes o535k,

HR— b get node-agent-log file <filename> Kubernetes m & h3%t5.

HR— b get node-agent-log file <filename> <node-name> Kubernetes m# h5%t5.,
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% 6-2.NSX Node Agent avF+o CLla<w v K

47 avrRr
ATF—F R get node-agent-hyperbus status
Frvia (NCP 2.1, 2.1.0.1) get app-cache <app-name>

(NCP 2.1.2) get container-cache <container-name>

Frvia (NCP 2.1, 2.1.0.1) get app-caches
(NCP 2.1.2) get container-caches

& 6-3. NSX Kube-Proxy avF+o CLla<w > K

47 avoRk

RF—H R get ncp-k8s-api-server status

RTF—H 2R get kube-proxy-watcher <watcher-name>
RATF—F R get kube-proxy-watchers

ATF—5 2R dump ovs-flows

NCPaAYFF+DRF—4#RX TR
s NCPYRI—DRF—FREERLET,
get ncp-master status
1 -
kubenode> get ncp-master status
This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

s NCP & NSX Manager DB D#EHRAT —4 RERRLET,
get ncp-nsx status
i :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

s Ingress. &RIZEME. Ry R, Y—EXRDEHRAT ¥ REXRRLET.

get ncp-watchers
get ncp-watcher <watcher-name>

i :
kubenode> get ncp-watchers

pod:
Average event processing time: 1145 msec (in past 3600-sec window)
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Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1

Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

m  NCP & Kubernetes APl 4 —/N\BID#EHER T — 4 REFRRLET,

get ncp-k8s-api-server status
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Bl

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

n IRTOTAP I MELERBEND TR 2 R LET.

check projects
check project <project—-name>

i :
kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

m  NCP & PCFBBS MD#ERAT—9 REHERLET,
get ncp-bbs status
1 :

node> get ncp-bbs status
BBS Server status: Healthy

m  NCP & PCFCAPI DA T —9 REHRLET.

get ncp-capi status

Bl

node> get ncp-capi status
CAPI Server status: Healthy

m NCP & PCFDORYD— H—NBEOEHRAT —F REERLET,
get ncp-policy-server status

Bl

node> get ncp-bbs status
Policy Server status: Healthy
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NCPaYvF+DF+Fvviraavwr R
R OO bEAEERIERORNS Ty vy aFRELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace—name>
get namespace-caches

Bl

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca®58d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:
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logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

n Ry RORBFr v 2 ZBMEBLET

get pod-cache <pod-name>
get pod-caches

B

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:

cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
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app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8c06b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

B IRTOINgress DF+ v L a2 FLEFRFEDF v 2 ZBMEBLET.

get ingress caches
get ingress-cache <ingress-name>

Bl

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a0-4934-0938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
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paths:

path: /coffee

backend:
serviceName: coffee-svc
servicePort: 80

lb_rule:
id: 4bclebdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

. TARTO Igress Controller, &7z (34 E D Igress Controller DEREIB L ET. ZNIZE EHiaar ~O

—JbBENET.

get ingress controllers
get ingress—-controller <ingress-controller—-name>

B

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-f1la0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
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1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cd6de52c3

kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

B Xy b= RU—Fry I aR@FBEORI Y —Fr v aZBELET,

get network-policy caches
get network-policy-cache <network-policy-name>

B

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
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50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
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src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51f1

m IRTOASGF vy aE@FHEDASGF vy aEZMELET,

get asg-caches
get asg-cache <asg-ID>

Bl

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:
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B IANTOEBF vy 2 FERIBEOHBT v v 2 EMBLET,

get org-caches
get org-cache <org-ID>

Bl

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

B INTDOBREF vy aFLABEOREF v v 2 ZEELET,

get space-caches
get space-cache <space-ID>

Bl

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b60910413c47:
name: test-spacel
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org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307
running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

B IRTDTTIVT =23 DF vy aF@B/HEDT TVr—2 a3 DF v v aEMBLET,

get app-caches
get app-cache <app-ID>

Bl

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efal8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2b12b-b425-4d9f-b8e6-b6308644efal
instances:

b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
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id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

m TV 3 DIRTDA VR VA F vy P aFBBEDA VA VA Fv v aZBELET.

get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>

Bl

node> get instance-caches aff2b12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl12b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

B IRTORY S —FryaZRELET.

get policy-caches
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Bl

node> get policy-caches
aff2b12b-b425-4d9f-b8e6-b6308644efa8:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

NCPaYF+odR—-—rav R
m J7ANARTITNCP HAR—F N RIVERFELET,

YR— b /N2 RILIZIE. tier:nsx—-networking EWD SANIUMBFVNTE Y, Ry RROTRTOITFTD
A7 774UWBEENET. AR T7740FtgzEKT. CLUOT 74 EDT774IVA T T4 I b
1) /var/vmware/nsx/file-store [CRFEENET, CLI D file-store A~ REFERATZENVRIL 77
ANE)E—F YA MIOE-—TEET,

get support-bundle file <filename>

i
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

s NCPOJETZ7AMILRARTICRELET,

Og 7743tz ERXT. CLUDF 7AW EDT7AIVANT T4 L& N /var/vmware/nsx/file-
store [CREENE T, Clifile-store av > REFERTDE NCRIL T77AIVEUVE— YA MZOE-T
=FET.

get ncp-log file <filename>

Bl

kubenode>get ncp-log file foo
Log file foo created in tgz format
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» NodeAgentO4 &7 7 AR LT IRELET,

BN/ —REEEFITRTO/ —RD Node Agent A& RELET. OJFtgz LT CLIDTF 7+ bD

774IVARNT T4 L& MY /var/vmware/nsx/file-store [CRBFEENET. CLI o file-store av< > R

ZERATEHE NRILT7AINEVE—F A MIOE-TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

B

kubenode>get node-agent-log file foo
Log file foo created in tgz format

m OJ UNLVERGELTRELET,

ERAIEE/ZRO Y L ANJLIZ NOTSET. DEBUG. INFO. WARNING, ERROR. &Kk CRITICAL TT.

get ncp-log-level
set ncp-log-level <log level>

Bl

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent A>FFDRF—# R A< B
B 2D/ —R®D Node Agent & HyperBus BIDIERAT—4 REXRRLET,

get node-agent-hyperbus status
i :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX Node Agent a> 577D+ vva a<v B
. NSXNode Agent a>F+OREBF v v aZWMBLET.

(NCP 2.1, 2.1.0.1) get app-cache <app-name>

(NCP 2.1, 2.1.0.1) get app-caches

(NCP 2.1.2) get container-cache <container-name>
(NCP 2.1.2) get container-caches
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Bl

kubenode> get container-caches
cifle4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy a>FFDRF—4 X a< K
s Kube 7O+ & Kubernetes APl 3 —N\BD#EH AT —F RERRLET,

get ncp-k8s-api-server status

Bl :

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

» Kube 7O+ DERRT -y REXRRLET.

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

K

kubenode> get kube-proxy-watchers
endpoint:
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
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Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

m /—ROOVST7O—DFT

dump ovs-flows

Bl

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL
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