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OEEA VT =T 14 AINSX-T [CEFT IMVBIIHDEBAN BFETIELY FT7 Y THBRBICBDET,
NSX Manager ([CO7 1> Uy [A1 v T2 T]-[A4 v F] DIBICEEL T, RERAAMYTFEERTEET, AT VT
FTHER-FEERL. /- FOVNICEERELET, HRER— FCTIDROY ITHAUETT,

B 20— :ncp/cluster, %% : <cluster_name>
" 23— :ncp/node_name. %% :<node_name>

<cluster_name> {&ld. ncp.ini ® [coe] V> avICHd cluster 7 7> a Vv DEE—KI T2 HEN
HIET,

Kubernetes Ry RO IP 7 RL X 7Ov &

NSX Manager IcOZ 1> L7, [DDN-[IP 7 F L 2E®] DIBEICEE L. 1 DUEDIP 7 LR TOY 7 EERKL
9, P7rL2 7Oy 2% CDREXTEELET,

ncp.ini @ [nsx_v3] 7> 3> container_ip_blocks # 7+ 3 #z%HE L C. Kubernetes Rv Rd
P7rRLZ JOVvIERELEY,

SNAT DIADEZRIZBICIP VLA TOV I EERT D EETEET,
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JOv O ERELET,
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FLAWEE P7RLZ JOvIAEETZET, NCPIIHBEDIP 7RLZ TJOV V&R UKRITET,

EOIPTRLZ IOV EERTBEEC. NCP#ERT 77)L ncp.ini @ subnet_prefix /(S A—-5 D&
LORENTI T4y ATMERLENTLIESL,

SNATD IP 7 RLUR T—=)b

SNATJL=JLIZE>TRY FOIP 7 R L AEZERT 2354, F£72I3 SNAT/DNAT JL—)LIZ& > T Ingress Controller
EERT2HE. IP7RELA =)L OpenStack @7 O0—7 4 V7 IP 7 RLAERBEIC, IPT7RLADEIDHT
[CEAeNET, oD IP7RELRE ABBIP Y ELAEENNET,

B D Kubernetes 7 S 25 ARIUAEIP 7 RL A T—ILEFERLEYT, ENCP 1257 U RIF, BET S
Kubernetes 7 225 ([CCOT=ILDOP Ty bEFEBLET, TIFIILETIE Ry ROY TRy FERBUY TxY
Uy ANMERESNET, BLRDIYAADT TRy FEFERT ZICIE nep.ini @ [nsx_v3] Zv 33
VIC#h % external_subnet_prefix # 7> 3 vEEHLET,

NSX Manager ([cO7 1> Uy [41 ARV RUT-[T)L=T]-[IP7RLX T=)L] DIBICEB LT, T—ILEERT S
M BEOT-IILERRUET,

ncp.ini @ [nsx_v3] 7> 3> external_ip_pools # 7> 3 &/ ELT. SNATOIP 7 RLZ F—
IWERELET,
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T—ERICTV/T—>3 BIMULT, BEDT—EADSNAT X ET 2 EETEET, RIFITDHIT

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCPICE>T. TOT—EZXDOSNAT JL—JLASERESNET, COIL—ILOXEETIP 7 ELAIE. —ED/\v o T
VRRYRTY, BEIP7RLAL BEUHNEIP 7RELA T=ILASEDYETENZSNATIP 7 R L X TT,
ROBRITTFRELTLIEE0),

B ncp/snat_pool TIEESNIZT—ILIE, U—ERXERET ZHIICNSX-TICERELTHIMUELAH D ET,
B NSX-TTIE, —EZXOSNAT JL—=)LOEBEXIEMAIZTOY 7 FEDEE<BDET,
B Ry RIZEHD SNAT JL—LARESNTVBBAIE. 1 DOIL—ILOHNEEL FT,

NCP (NSX Container Plug-in) 2.2.1 LIED ) 1) = A TlE, ROYTEIP 7 RLA T—)LITEMNYT 2 Z & T, SNAT
DIPT7ELA T=IWEIP7ELAZEDETC2RAIEEERETCEET,

B 23— :ncp/owner, %% :ns:<namespace_UUID>

ZrIZE UUID 12, RONWITNADOINY FTRETEET,

oc get ns —-o yaml

RORNTERB LTSS,
B 2571C1F 1 D0 UUID 28ET 2HMENBH VXTI, AU T-ILICH L TEROY TEFERTEXT,

B BN T R=AT—EOERAZEBDIP 7 FLANE DB TENIRICY TEEET DL, T—EAD SNAT 3%
ENEE=NSEH NCP ABEScNZET, BIVATEHOIP 7 FLAFIBRASNEE A,

B PYRLRT-IICHBEY VHRVWHEEIR. TINS5 IP7RLAZEIRTOY—EXICEDHTE LN
TEFET,

(FF7>3a3r) 72747 9+—IlDIX—h— o3>

EEEMER UL 74704 —=)LI)L—ILAN Ry ED—=2 RUS —ICEDWTNCP TERULEZETD 71 704 —)L
tﬁ/a/h%/ SENRNELDICT BICIE. NSX Manager [CO7 1 > Ly [T74 77 —)L] - [ QIEICEE L
T2D007747 04— 20> arveEERLET,

ncp.ini ® [nsx_v3] #7> 3>C bottom_firewall_section_marker &£
top_firewall_section_marker # 7> 3 V&EHRELC. X—HN— IJ74 70— )L o aVERBELE
ako
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RMIOT 747 0x—)l 20 avid, REMOI 747 04—l €023 VD FICRBESNDMENSG ) ET,
NEDT7AT7Ix—=)L 2o avElERddZET, NCPADBERICERT 2IRTODIT 71 74— 27
2avId UARDRNIO T 7AT7 04— 20 arOEICfEmEN. NCP ARU S —BICERT 29 NTD
TJ7A7 05—l 2roavid, REMOIT7AT7 05—l BV a2V FIHERSNDZLDICBIET, X—H—
U aVEERLLENEE. INTODBEL—I)LIZU A FORMICERSN, IRXTORI Y — 202 avIidsk
ERIICERENET, BUEBERODBHEON—N— J7A4 7 04—l 202 a a1 DDUVSATICRETSH &
[FTERWEH, TT-—MRELFET,

Tier-O BN — & —DER EBTE
Tier-0 #3/)L—% —Id. Kubernetes / — FZENLTHERY RO -V ICERLET,
Flig
1 TJZ95n 5. NSX Manager (https://<nsx-manager-ip-address>) IOV 1 > LET,
2 b=71271-UL—% -] DIEIC#EE LT, [&Em] - [Tier-0)L—5 -] DIEICY Uy o LET,
3 ZREANDLFET, DEICSUTHBEADLETD,
4 ZoTer0@mBIL—5Y—&/\v o7y II28EFOEdge VS A EROY TF DY AZ1—1E@BRULET,
5 BAAME-FERBRULET,
FOT AT/ ATVI\AEBRUET,
6 REIZVUYILET,
FUVBREBIL—Y AU VT ELTRRESNET,
7 @WEIL-Y-—DOUVIEIIYILET,
8 Ub—F+127]-UL—FBEA]DIBIZY Uy UET,
9 #HLLBREIOEEZEBMTZICIE BME7 Uy LET,

EETOZEICIE. =T (NAT TIERLY) FROVTINSX 2557+ v ] &#8IRLET, NAT RO
T OIZEICIZ, [Tier-O NAT] &38R L £7,

10 IREl &I UV LET,

1M HUERSNIZIL -9 —FEI U I LET,

12 BE]l-UL—%— R—=FOIBICY Uy T LET,

13 el &y Uy s LT 7y TUVs R—bEBMULET,

14 FSV2R-F /- REZRLET,

15 LIBIER LICHRIBR T v FERIRUE T,

16 A&ERY FD—UDIP 7 RFLAEEELET,

17 BREI &I U LET,
HUWREBIL—5 -V ELTRRSNET,
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ZMETIL, NSX-T Container Plug-in (NCP) & OpenShift 4 > 2 =)L EREAEICDOVWTEHRBLET,
COELCIE ROFEYIMEENTNET,

= OpenShift g8~ > > DER

®  Ansible ® hosts 7 7 )L DZ#(f

m B Playbook ##f L7z NCP & OpenShift o1 > 2 +~—JL

B CNI 757> OVS. NCPDocker 1 A=A V2 F—)L

= QOpenShift Container Platform @1 > 2 +—JL

® NCP & NSX Node Agent m=E47

By VY TICET 2 FREE

OpenShift (R18~ < > DR

NSX-T Container Plug-in &1 2 +—)L ¢ %g1lC. OpenShift &4 V2 F—)LT2HBENHVET, 1 DULEDT
AT —ERAT2MENDDEXT,

SEHIC DUV TIE, https//docs.openshift.com #&28B LT fEE L),
RORTY 7

Ansible hosts 7 7 1 L& #m L £ 9, [[Ansible @ hosts 77 1)L 0wl #22B LTSI,

Ansible @ hosts 7 7 1 )LD #{ig
Ansible @ hosts 7 77 )LICIE. OpenShift 7525 M/ — RAEESINET,

Flig

1 https://github.com/vmware/nsx-integration-for-openshift ©, NCP GitHub URY U@y O—2 &EERK
L#%d, hosts 7 77JLI14. openshift-ansible-nsx T« L7 FUICHDFET, hosts 771 /LI
openshift-ansible-nsx 7« L7 FURICKRET 2MENH D ET, —ED Playbook I3, Zd/(2H
hosts 77 )LD/ ATH B EHRHEE LTINET,
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2 [masters] & [nodes] 77> 3 1C, OpenShift R8> >V DRA +ZEIP 7 RLAERELET, RIZFD
BT,

[masters]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[single_master]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[nodes]

admin.rhel.osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.1601.101.4
openshift_schedulable=true openshift_hostname=admin.rhel.osmaster

admin.rhel.osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel.osnode

[etcd]

[OSEv3:children]
masters

nodes

etcd

openshift_ip (3. V5 AYDHLIP 7L AEEELET, FHI DA VY~ T 1A ANT IAI TR
VIBEICIIRENMECHRDET, single_master Z#Id. Y25 — /—FOncp BEDOO—)L TERS
NeNSX-TEEBEBTL-2VOUY—-AERELRE, BEDY AV E 1 BOHFRITLET,

3 SSH7V wAEEFREL T, Ansible O—JLARITESNTWE /—F (BEIINAY— /—F) nb, (20—
FEFBAEITICINTOD/ —RICTIEATESDLDICULET,

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 [OSEv3wars] 7> 3 vEEHLET, IRNTO/(S A=Y DFEMIC DT, OpenShift Container Platform
DRFIAVFTEERA VA F—)LOFAESRBLTEEL (https//docs.openshift.com T @R
VA=)V ERR), RIZTDHITT,

# Set the default route fqdn
openshift_master_default_subdomain=apps.corp.local

os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshift_node_sdn_mtu=1500

# If ansible_ssh_user is not root, ansible_become must be set to true
ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

os_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

VMware, Inc. 12
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openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted_manage_router
Set to false to disable creation of router during installation. The router has to
be manually started after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry
Set to false to disable creation of registry during installation. The registry has

to be manually started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

openshift_enable_service_catalog
Set to false to disable service_catalog

(For OpenShift 3.9 only) skip_sanity_checks
Set to true

(For OpenShift 3.9 only) openshift_web_console_install
Set to false

5 INTORARICEmTEDCLEBABLET,

ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping

ERIFROESICEDET, ERTERIHEICIE, BEROBEEZMRLET,

openshift-nodel | SUCCESS => {
"changed": false,
"ping": "pong"

}

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

RDRT 7

CNI 7S04 0OVS &4 VA R=)LULET, [TCNI FZ 77+ OVS, NCP Docker 1 A== D+ > 2 F—)L]]
=ZRL TS,

B— Playbook #{#H L 7= NCP & OpenShift o1 > X k=)l

NCP & OpenShift ©+ > 2 F—JLICIZ. #— Playbook Z{EfT 21\, BIDA VR F—ILFIEERTLET,
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#— Ansible Playbook install.yaml T, XY AV ERITLET,
m NCP D%

® QOpenShift 1> 2 =)L

= NCPDA 2=

o3, k@2 o0uryavICEEHsNFIBEER L TNCP & OpenShift 51 VA b= )L T2 &ETEE
g : [CNI 75271 >, OVS, NCPDocker 1 A= D4 A F—JL] &L [OpenShift Container Platform
DAY=,

install.yaml Playbook M%E1THIIC. ncp_prep &£ U nep Playbook O—JLDMB/CS A5 &F T 3>
INSA=HEERELET, INTA=FIL [CNI FZ 71 > OVS. NCP Docker 4 A= DA VA F—)L] IZEEH
INTNET,

ROIX > BT Playbook #%=17 L%,

ansible-playbook -i /PATH/TO/HOSTS/hosts install.yaml

CNI 7= 44>, OVS. NCPDocker 4 A=A A M—)b

CNI (container network interface) =71 >, OVS (Open vSwitch)., NCP Docker 1 A—<71&, OpenShift / —
RICA VA F=)LT2MBEAHDET, D12 F—)LIF Ansible Playbook [C& > TERiTenZET,

E: B— Playbook Z{#/H LT NCP & OpenShift 14 VX =)L 9 23848, COFIBIINEHDF A, [[E—
® Playbook #f#H Lz NCP & OpenShift o1 2 F—)L]] #8BL TS,

Playbook IZ1E. /= RFIZNSX-TUY -2 &HRETIFIENEENTNET, T2 [NSX-TUY 20Dty F7 v
T OHRABICHES T, NSX-TUY - 2EFEHTHRET D EETEET, perform_nsx_config /{5 A—%
I, Playbook OFITERICUY —RERET 2N EINERELE T,

Flr

1 roles/ncp_prep/default/main.yaml & roles/nsx_config/default/main.yaml @/(=
A= BEEHLET, CNI TS50 RPM, OVS, Wi g 2h—x)L EVa—-ILORPM &S o vO—- R
2 URLEBEH LEJ, uplink_portid, /—FREX>VOT7 v U7 R—EVNICOERITY, EDD
ZHEIL, RDE D73, NSX-TERBT L -V DERKICEET 5ZH T,

BEITOILEDH S/ TA=F

®  perform_nsx_config: UV —2ABEEITOINEINERELET, RTEFETITOHAS false T
HELET, ZOBA. nsx_config X7 U T HIEIEITENEE A,

B nsx_manager_ip : NSXManager ® IP 7 L X
® nsx_edge_cluster_name : Tier-0 )L —% —TfERA=N 23 Edge 7 5 2% OD&7I

B psx_transport_zone_name: #F—/\—L A FZVAR—-F V—2VDEH]
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os_node_name_list: /—F&OHUIXYID U

nodel, node2, node3 7 &

subnet_cidr: E#&EA/ -~ FLObr-intICEVUXTZIPOCDR7 FL X
vc_host : vCenterServer @ IP 7 F L 2

vc_user : vCenter Server EEBEDIL—F—F&

vc_password : vCenter Server EEEM/(A T — R

vms : REYS VEZDOHDVUIEEID U X b, IBZEIZ os_node_name_list E—HSBIMENH D ET,

RDINGA=FITIE. TITAIHEAEESNTNET, CNSIIREBEICISUTERTEET,

nsx_tO_router_name: 7> 2% @ Tier-0 ##E/)L—% —D&Epl, 7 J4/)LF: t0
pod_ipblock_name: Ry F®IP 7L JOv o O&EB, 77 4)L: podIPBLock
pod_ipblock_cidr: COIP7RrLZ2 JOvZOCUDR7RLRA, 774+ 172.20.0.0/16
snat_ippool_name: SNAT®IP 7 RL X JOv 7 D&ART, 77 %)L +Id externallP ¢,
snat_ippool_cidr: COIP7RLZ JOvIDOCUDR7ZRLRA, T4 +:172.30.0.0/16

start_range: COIP 7 RLA T—LICHLTIEESNIZCIDROBEBIP 7 EL A, TI4)L K
172.30.0.1

end_range: COIP7RLRA = JLICHUTIHRESNIZCADROETIP 7 RELA, TI77)LF:
172.30.255.254

os_cluster_name : OpenShift 7 5 2% ®&gl, =7 =)L+ : occl-one
nsx_node_ls_name: /— RICEHINTVIHREIA v FDEHL, 774/ node_ls

nsx_node_lr_name: X v F node_ls O#E)l—~5 —D&H, T 7 4)LF : node_lr

nsx—configPlaybook T3, 1D2OIP7EL A T=ILE T DOIP 7 RELZA JOV T OHEERTEET,
BHUELDSBEIL. FEITHERL TS,

2 openshift-ansible-nsx 7« L7 FUICZE L. ncp_prep 0—)LERITLET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp_prep.yaml

Playbook ICI3. RDBIEERITI 2FIENEENTNET,

B NI IS4 AV =)L D70ILEY DO FLET,

J7

1ILZIENsx—cni-1.0.0.0.0.XXXXXXX-1.X86_64.rpm T3, <XXxxxxx> L)l RESTY,

B NI TS AV =L D70 EA VA R—)LLET,

IS4 fopt/cni/binicr VA F—=)LEnEYd, CNIERE T 7 1)L 10.net.confA' /etc/cni/net.d
[CaE—nEd, rpm 3 IL—FN\vo FZ040 DK 71 )L /etc/cni/net.d/99-
loopback.conf €1 A F=JLLUZET,
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B OVSAYURR=)L D7 EY D VO-FLTA VA R=ILLETY,

771 )L%&IT openvswitch-2.7.0 . xxxxxxx-1.x86_64.rpm, openvswitch-
kmod—2.7.0.xxxxxxx-1.el7.x86_64.rpm T3, <xxxXxxxx> 3) RFESTT,

B OVSAERITESNTNS CEEBRLET,

# service openvswitch-switch status

B FEEMSNTOARVESICIZ. <br-int> 4> VU AEFERLET,

# ovs-vsctl add-br br-int
B FOBHBAAYTFICEGRI DY DT A9 =T x4 X (<node-if>) & <br-int> [BMULET,
B <br-int> & <node-if link> MEEIL T3 EERERLET,

# ip link set br-int up
# ip link set <node-if> up

B HEFRRICRY DT AV —T A ANRITSLDIC. Ry FI—IBR I T AIVEEHLET,
m NCPtar 774 )L&arovO—kL, cOtar 774 )Lh5 Docker 1 A= &#O— R UET,

" ncp-rbacyaml J 71 J)LESY D O—- L. apiVersion = v1 [CZFELZ Y,

B NSX-TICHERROVHEIUEEIY - REEMRL. NCPARBB TS L DT TEEHRLET,

B NSX-TUY—XEHREFEALTnCp.inl ZEHLET,

RORT v 7

OpenShift Container Platform #1 > 2 k—JL LZ 9, [[OpenShift Container Platform o+ > 2 ~—)L1] =%
BLTSES,

OpenShift Container Platform @4 > X k=)l

OpenShift Container Platform (OCP) I3, Docker & Kubernetes ##:&9 % Platform as a Service (PaaS) #&
TY,

E B— Playbook &M LT NCP & OpenShift 1 V2 F— L9 38B4a. COFIBEINESH DEtB A, [TE—
@ Playbook #{#f L7z NCP & OpenShift 1 > 2 =)L 1] #8BLTLLEEL,

OCP @+ v Z F=JLIZDWVWTIE, https://docs.openshift.com #2B LT ES LN,
RDOAT YT

NCP & NSX Node Agent #%17 LE ., [[NCP & NSX Node Agent M=E17]] 2#2BLTIEE L),

NCP & NSX Node Agent MR7T

NCP & NSX Node Agent #587E L. E1TLET,
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FIE

1 roles/ncp/defaults/main.yaml ##F&E L <. OpenShift APl #—/t@ IP 7 kL 2, NSX Manager
DIP7 LA, HEUNCP ReplicationController yaml & nsx-node-agent DaemonSet yaml &4 5> 0 —
Fg2 URL &#IBELE T,

2 openshift-ansible-nsx 7« L2 FUAS ncp O—JLERITUET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp.yaml

ncp O—JLIXRDOULBERITUE T,
B nsx-system JOY TV EAEFETINEDHAEERLET, FELBVESICIZITOY TV FEEKRLET,

oc new—project nsx—system

® ncp-rbacyaml 77 )LESY DO~ F U, apiVersion = v1 [CEELXET,

B NCPRY FOU—EXT7HDOY FEERL. NCP AT 7 T ARIRER U Y —RERET 27 T XY O—ILEERK
LT, 207527 O—=)LE&aNCPY—EX 7HIY RIT/INM Y FLET,

B nsx-node-agent Ry FOT—EX 7HD Y RZELER L. Node Agent 17V ZARTEEE Y — AERET 2
D25 O—=)LEERLT, DY A5 O—JL%& Node Agent b —EZX 7OV RITINAVRLULET,

oc apply —-f /tmp/ncp-rbac.yml

B PO -EX TADY RCEBEMAITENTNE F=T v EREB L, /etc/nsx—
ujo/<service_account>_token [CREFELZET,

secret="kubectl get serviceaccount ncp-svc-account —-o yaml | grep -Al secrets | tail
-n1 | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/ncp_token

secret="kubectl get serviceaccount nsx-node-agent-svc-account -o yaml | grep -Al
secrets | tail -nl | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/node_agent_token

B NCP @ SecurityContextConstraint (SCC) yaml 7 7 1 JL&a4~ >0~ F U, yaml [CE DT SCC #Epk L
ESN

B LI SCCEERZDOY—EX 7HDY RCEMULET,

oadm policy add-scc-to-user ncp-scc -z ncp-svc-dccount
oadm policy add-scc-to-user ncp-scc -z nsx—-node-agent-svc-account

®  NCP ReplicationController (RC) & nsx-node-agent DaemonSet (DS) @ yaml 27 71 JLESY D0 — L.
ConfigMap #E# L %9,

B NCPAA-=YESYIVO-FLTH-FULEYT (nsx-node-agent ERLA A-T&EALET),
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m -2 7hovREHEL. NCP & nsx_node_agent [CinE7 SecurityContextConstraint #5E L £ 9,

®  NCP ReplicationController & nsx-node-agent DaemonSet & Ep L&,

7E: NCP (3. Kubernetes UV —=2MZ 4 7 A7) AR FEBEET 2702, Kubernetes APl — /() C—
VATV R HTTP #aei LES, APl —)\OBEZEEZI3xy FD—VEZENRER T NCP @ TCP EZFEHAER)IC
BolBAId. NCP =HiEg LT, APl U — ) \\DEREBERIITIMNENGDET, ERcEnE, NCP T
FLUWARY EARFBEINEB A,

Ty N7y AT B FEEEE
OpenShift ENCP &Y F7wy JI3HIIC, O EITEEL TS,
B Ry ROIRILEIZTT ERLTIC, BRIZEREOIAN)LEIL 12 @BUTICTIMENSDET,

= QOpenShift OREABITEM LIZZRL, fe& AL F—IZ openshiftio TU T 1 v o ZOMNTNE IR E
[EINCP TERESNET, 2D, BET S NSX UY —-ATHERINZTNT 25 J1d, I—F—ICFRRIN
Fthh, RIL OpenShift TER=NZ SN TU T4 v I AD—ETYT, oD T T1v I ATHES
INL F-IHERLBNT RS,

openshift.io
pod-template

B/ — R[Z. Kubelet health-checks B EDRY RICT V22T 3UEAHDET, RAFOBEA VY —T 11
2Ry B Ry FD=JICT7 0 ZATEDEEBERLTIES),

= NET_ADMIN & NET_RAW @ Linux #geld. Ry F Xy FD -V ICRAUVCKREEICL > TRRASNS AR
NHDET, FEREINTVNENAYTTITIE, TN6D 2 DDOMEEBENICT 2HENHDET, TI4)L
T, #IBRMA=® anyuid SCC Tid. NET_ADMIN [CHERRIIN 5 ENEE A, NET_ADMIN ZBRMICERICY
2 SCCHwo, Ry FafET— FTRITT 2 SCCICITFRL TS, FEINTLWAVNI YT TIL
NET_RAW #ge =iz L) anyuid SCC 73 &, BID SCCEERM L T 2E L), COREEITOICIE. SCCERE
T NET_RAW % [requiredDropCapabilities] U X FITEMULET,

®  Ansible Playbook (213, OpenShift3.6 15 3.7 AO7 v 57— DB, ARV EU T7A4)LD
openshift_use_openshift_sdn=falsez&Ezx&EE L. OpenShift 7 7+ /L +DSDN &1 2 +—
IWTBENSREGAHVET, COBBELERT ZICIE. 7y IT7—Falc ONI IS0 1 VERBRL, 7y
T FRICBIVAR-ILLET,

B SARDOBEICOH. Ry B/ DT FICroot 7 REHFALET, ROOAX Y FERTIZICIE. WEOQY
> LT3 OpenShift 7OY 27 FOITRTORY BT root ERANUEICHL D FT,

oc new-project test-project
oc project test-project
oadm policy add-scc-to-user anyuid -z default

®  QOpenShift LY Z FUERE (BM) LET,

oc login -u system:admin -n default
oadm registry —-service-account=registry —--config=/etc/origin/master/admin.kubeconfig
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® QOpenShift LY Z FUEBBRLUET,

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry

" DockerdF I #)L b TUvY aAvFFAE. /= RO dnsmasq 7O ZAD DNS BREFA] 9 % IPtables
J7AT7 04 =ILIL=ILIEHDFEEh, CNEFETEMT ZMENHDET, /etc/sysconfig/iptables
ERELT. 77 1)L OREICHZ COMMIT OFTISORDIL—)LEEBMUET,

—A OS_FIREWALL_ALLOW -p tcp -m state —-state NEW -m tcp —-dport 53 -j ACCEPT
—A OS_FIREWALL_ALLOW -p udp -m state —-state NEW -m udp —-dport 53 -j ACCEPT
COMMIT

®  iptables. Docker. origin-node z#Hic& L% 3 (kube-proxy & kubelet #FR2&8ILET),

systemctl restart iptables
systemctl restart docker
systemctl restart origin-node

®  OpenShift ®AEE Docker Lo Z 1T, TLS 4T OpenShift A#eed 2 £ S ICHFAI T 2B A D DT,
BE. Zhld OpenShift Ansible 1 > 2 F—=ZICL > TEEBMIEMINET A HEEL TV WATAEENH D
F9., /etc/sysconfig/docker #iREL T, REEBMULET,

INSECURE_REGISTRY="'--insecure-registry 172.30.0.0/16"'

m  Docker =HiEE LEx T,

systemctl restart docker
B NCPAYUR—+T23 %y D=2 R —[3 Kubermnetes &[F U Td ). Kubernetes m/\—2 3 [Tk 2T
BRDEY,

® QOpenShift3.7, 39: xv D=2 RU>—mJL—)LAIC, namespaceSelector. podSelector.,
HLU ipBlock DL 77 AHKKT 1 DEENTVDHBENH DT,

= QpenShift3.7 : BABBEOIL—ILHELV ipBlock CIDR L7 7 [EHR— FahEtH A, N5
OpenShift 3.9 TR—=%R7 1+ —JL RELTLUTRHESNTNET,
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®  Kubernetes @—&B?M/(—~< 3T subPath ICE:ET 2N H D FT
(https://github.com/kubernetes/kubernetes/issues/61076 #£8), OpenShift /{— 3 VICZORIED
BEANESENTLRWNEEIL, CreateContainerConfigError: failed to prepare subPath
for volumeMount(CreateContainerConfigError: volumeMount DY J)ISADHEMICKEKLE
L) EWS IS5 —RELT, NCP Ry FOERICKBLUET, CORBEEERT Z(CF. NCPyaml 15
subPath OERZHIBRLET, FIC. subPath: ncp.ini #5017 HIBRL T, volumes O/ EEXD
NBETBS]MAET,

volumes:
— name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config
items:
- key: ncp.ini
path: ncp.ini

COEHEICLD, /etc/nsx—ujo TV FURKHRHFOERICHDET, TOHEE. NCP 3 etc/nsx—
UJO DRIC—B D 7 M ILEERR U CRERRZ & TS5 MR-k F—0OlmAE 1 DOT 71 ILICEESHTER<ADE
. FAIRES LV T AR —F F—&FHLUTNX-T &R Tsm<mIET,
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O—RKNSYovy

NSX-T O— F JUZ >4, OpenShift &i&E# L. OpenShift Router & UTHEEL £,

NCP |3 OpenShift Route & T RRA Y FDARY FEEBR L, IL— FOAKICEDNT, O-RN\SUYED
O—RNSUI T IIL—ILERELET, FERHIC. NSX-TO—-R NSUBIEIOIL—ILICEDSE, @R/ lyy
IVRRYBRCLAV—TDRERT T v I EERELET,

O—RNSUITDEE

O0— RISy U TOHREICIE. Kubernetes LoadBalancer  — £ 24> OpenShift Route OB EL ENEENE
9, Ffeo NCP LU =23y OV FO—SOREBHMETY, LoadBalancer y—t 23, L1 vP—4 +5
71w @l OpenShiftRoute 13, LAV —7 FZ 71 v 7@EITTY,

Kubernetes LoadBalancer t —E 2 &% ET 2 &, ZELEASOIP 7RLZ TJOVIOIP 7 RLAAE D YT
S5NET, O—RI/INSUYIE, TOIPTRLRAEY-—ERR—FEBUTCARESNEY, LoadBalancer ICEZE=
NTCL 3 loadBalancerIP &AL T, IP7RL A J—)lO&ZBiE#ILID &#5E %9, LoadBalancer & —
EZDIP7RLRIZ, COIPTRLR T—-)LhbE)HTosNET, loadBalancerIP AEAMIZA. IP 7R
LRAFERBELEASIP 7RLZ JOVvIABEDYETENET,

NSX-ToO— R NS UbEEATZICIE. O- /NS0T NCP TRET Z2MENGDET, ncp_rc.yml
T7 A I TROBIEEITINET,

1 use_native_loadbalancer # True ICHELET,
2 pool_algorithm %= WEIGHTED_ROUND_ROBIN [CR%ELZ T,

3 Ib_default_cert_path & Ib_priv_key_path A\, NN 58:EE (CA) BRIHE T 7 1L ETSTAR—F F—
T7AIINDREINABICHEEIICHELET, CABRIABEZTENITZ 0TIV X0 UTHICONTIE. M
ez LT<RE, oo NCPRyY RIC, 77 FOEEBEEF -2 D FLET, FIBICDWTIE,
DgzESsRBLTIZE),

4 (#7>3) service_size|Z SMALL, MEDIUM, #/zIXLARGE #:&EL %9, 7 74/l FILSMALL T
jo
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LAY —708—FNZ2H0H

KOYAML 7ML TlIE, LAVT—T7T0O0—-RINSUVVIERHTZ 2 DDLU r—r 3y OV FO—-5 (tea-
rc $L0 coffee-rc). 2 DD —E 2 (tea-svc H LU coffee-sve, 2 D)L — + (cafe-route-multi & £ cafe-
route) Z&/ELTIVET,

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
metadata:
labels:
app: tea
spec:
containers:
- name: tea
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
apiVersion: vl
kind: ReplicationController
metadata:
name: coffee-rc
spec:
replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
— name: coffee
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
# Services
apiVersion: vl
kind: Service

metadata:
name: tea-svc
labels:
app: tea
spec:
ports:
- port: 80

VMware, Inc. 22



NSX-T Container Plug-in for OpenShift : « > 2 F—)LHLVEERH 1 1

targetPort: 80
protocol: TCP
name: http
selector:
app: tea
apiVersion: vl
kind: Service

metadata:
name: coffee-svc
labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP

name: http
selector:
app: coffee
# Routes
apiVersion: vl
kind: Route
metadata:
name: cafe-route-multi

spec:
host: www.cafe.com
path: /drinks
to:
kind: Service
name: tea-svc
weight: 1
alternateBackends:
- kind: Service
name: coffee-svc
weight: 2
apiVersion: vl
kind: Route
metadata:
name: cafe-route
spec:
host: www.cafe.com
path: /tea-svc
to:
kind: Service
name: tea-svc
weight: 1
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aiE

K= TlE, O—R /IS0 71d. OpenShift Route DUY =X ENLTOHTR— RS, 74 TH
LoadBalancer @ —E X UV —ATIIHYR— FSNEE A,

HTTPS 57+ w7 ClZEdge # — S5~ 3 VOB MY R— FSNET,

DAIERN—REFERTZT T EASVDIBEN Y R— FEINTVET, /& Z1E, Subdomain IC
wildcardPolicy A& E=N T\ C. "R FEA wildcard.example.com [CEHESNTL\ZIHA.
*, example.com "DIRNTOERITH LT —EAMREINET,

BHEOZRDARAT, Route 1 XY FOUIBAIC NCP TILS—A"%4ET 335414, Route D YAML 7 7 1)L &
BIEL. Route UV —X&HIBRL THIERT 2HBEAHIET,

NCP Tld. ZBRIEEICLDRA FEZOFAEILERSNE T A,
Kubernetes 7 =5 2% &1 1) 1 D® LoadBalancer b —E AT R— RN E T,

NSX-T & LoadBalancer 5 —EX R— kLA Vv—4 DO— R I)I\S VT &#EMULET, TCP HLUUDP o
ANYR—FE=hET,

NSX-TO—FIINSUBICIE, BE20A XEFATEEY, NSX-TOO— RNV TOBRICDONTIE INSX-
TEEACR] E8RBLTIESL,

MBI NSX-T O— R NS UH TR AT R- FEnET,

B NSX-TRE&T—/U10 &,

= NSX-T 7—JL 10 {8,

B NSX-T F—JL A>){— 30 @,

®  |oadBalancer b —E X AR~ 8 &,

®  loadBalancer t—tE X & Route UV —Z(CL > TEESNZR— F&5H 10 B,

®  |oadBalancer b —t 2 & Route UV —RICL>TERBENZ IV FRA1 Y &5 30 A,
FIRAED NSX-T O— R JIS VYT, AT R— FENET,

B NSX-Ti8T—/U100 &,

= NSX-T Z7—JL 100 &,

B NSX-T 7—JL A= 300 f&,

®  |oadBalancer o —EZ AR~ + 98 &,

®  |oadBalancer ¥ —tE X & Route UV —RICk > TEERSNZ R — F&5 100 &,

®  LoadBalancer bt —tE X & Route UV —Z(CL>TERBENZ T PR F&E 300 &,
FIRED NSX-T O— R NS UHTIE AT R- FEnET,

® NSX-T {8 —/{1,000 &,

= NSX-T Z7—JL 1000 &,
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B NSX-T F—JL A2~ 3,000 f&,

®  |oadBalancer o —tE Z AR~ 998 fE,

®  |oadBalancer b —E X & Route UV —Z(C L > TEESN DR — F&EH 1000 fE,

®  |oadBalancer ¥ —E 2 & Route UV —RICL>TERBIND TV FRA > F&EF 3000 &,

O—FIINSUOMERSNIRIC, BRI 7MIILEEHLTCO-—F NS UTOUA XZERTIT S LIITEE
Bhe ZEEIZICIE. I-T— A2 =T A AXLITAPI EEALET,

CAEBRIRAEEERT DT TNV AOUT K

RDAT VT RICE>T, CABBIIREE TSR =k F-—M4EfSh. 2hEn T 7 1)L <filename>.crt & &
U <finename>key & LTHMEINET, genrsa AV FTCAF—&#4EMLET, CAF—IIBSLTIHE
AHVET, aes256 2EDINY FEFALT. BBIEAREERECSET,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa —out ca.key 4096

openssl req -key ca.key -new —x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr —-new —newkey rsa:2048 -nodes -keyout ${filename}.key —subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
${filename}.crt -sha256

F7 4 ) FDIBELF—DNCP Ry RADT D> K

SFAE & T oA NR— |k F—TEME. RAMEYY VDT« LY R /etc/nsx—ujo ICEEESNZEY, FEERE
EF—T71)lozmINENEN Lb-default.crt. lb-default.key ®%Ba. LUTFDL DT ncp-rc.yaml
ERELT. RALLEOTNEDT70ILA Ry BICRD Y FENdL2ICLET, RITZEDHRTT,

spec:

containers:
— name: nsx-ncp

volumeMounts:

— name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "1lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

— name: l1lb-default-cert
hostPath:
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path: /etc/nsx-ujo/lb-default.crt
— name: 1lb-priv-key
hostPath:
path: /etc/nsx-ujo/1lb-default.key
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NSX-T Container Plug-in I3, NSXManager 727 « Al A—H— AU =T 1A AFEIZIAR VY RESA VA
T=JxAA(CL) HoBETEXT,

I ESXi6.5 THREFROIVTF RA FORER Y V&, BIO ESXi 6.5 KX FIZ vMotion T#1T9 3354, %17
FTDAVTFT RAREOIVTINL, BITEOIVT T ARARLEOIAVTIAOERIIEONET, COREEIL.
Y7 F RAFONIC 2T L, BEEFT 2 & THRTSEY, COMREE. ESXi6.5 Update 1 LU TIEF
FLEE A,

Hyperbus Tl /\1)t—)U1 =D VLAN ID 4093 & 4094 (3 PVLAN O ERICTFHSNTH D, IDEZZEET S
ZEIITEE A, VLAN OFEEERIT 2720, B LU VLANID @ VLAN &3 2 1 v F £ fzI3 VTEP vmknic [35&&
LBWTLIZEL,

COEICIE ROFEYIMEENTNET,

= NSXManager 7274 h)L A—T— A5 =Tz A XATOIP JOv 7 DER

= NSXManager 72574 H)L A—F—AV5 =T RATOIP IOV DT TRy FOERE

m CIF R — k-

= Claxvk

" IS5—-O-F

NSXManager /574 h)l A—F—A 25 —T A XTOIP 70Oy
U DER

NSXManager 727« AL - — 105 —=TJx AT, IPTOv o0y J7Z&EN. Bk RE. &*n, 88T
XY, FMHEER TSI CEETCERT,

FIE

1 729N 5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) [CO0 7
VUET,

2 [DDl] #:&#RLET,
BrOP7RELAOTOY I D—BEMNRRENET,
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3 ROVWTIADT I3 VEERITLETD,

FToav 7ovay

IP7ovs&Emys eml &2 Uy LET,

12t IP 7Oy o %BIBT 2 12UEDIP IOy o ERRL, MRl £7 Uy LET,

IP7OvssiREdT s PIOvraE@RLCIREl 20Uy I LET,

IP7Ovsnsia®RTd 3 PoOvsgE Uy s LET, 2RNRBHRERRT ZICIL. BE] ¥ TE7 Uy LE

I, ZOIPTOvIDOY TRy FERRIBICIE [BTRY R TEI UV LET,
P7Ovsons/5EBLET, PI7avoeEzRL, [7UyaV]-[F70OBR] QIBICY Uy LET,

IRy MO ETENIIP JOY VITBIBRTEEE A,

NSXManager 274 AV A—YH—A 25 —T A XATOIP 70Oy
DY TRy FOEE

NSXManager 7274 Al A—T— A7 =T A 2N IP TOv7ICYTxy baBiiz, HlRs &
MCEFET,

Flig

1 7295 H5 NSX Manager (https://<nsx-manager-IP-address—-or-domain—-name>) |07
PAVESCR

2 [DDl] &#RLET,
BEOIP7RELAOTOY 7 D—BHARRSNET,
3 IPTOvIDERIEIUY Y LET,
4 [UTxVERIZTEI IV I LET,
5 ROWITNADTIY3aVEERITLET,

F7vay Fovay
IP7O0vs 7%y h%EBINT 3 GEmMl =7 Uy LET,
12EnIP7Ov s 7=y hEEIBRLEST, 1 DUEOT TRy FEBIRUT, BBl EZ7U YT LET,

CIF &R R — b

CIF QYFF 429 —T14RA) & A4V FLEOREBR— FCEFBSNTNBZIVTTORY FT—0 425 —
JIA4ATY, INS5OR— FFCF #ERER—FEVNWET,

NSXManager 727« AL A= — 105 —=TJ 114 2Ah5 CIF EGs#HER - FEaE8BTEXT,
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CIF ##tamE R — b DEHE

(A1 vFT]-UR—=F]DlEICEE LT, CF #EERER—- FE280INTOREBER- FeRrUET, CIF Eiwm
BR—-FOERUVIET I UT, BRBRERRTLUET, RER-FQOUVIEIUYITEE D1V RD
RAVUHEE, [BE] [BRl. (B2, BEE 04 D09 IhRRINET, [BE] - [BRER— ] QIBICZ7UYY
T2E TyTUUT A4V FICEET ZHMEBR— FHRREINET, A1y F K— FOFMAICDNTIL INSX-T
EEAAR] #2BLTLIEES,

Xy RD—=UERY—I

RDY—=)LIE, CIF #E@ER— FETR-FLET, INEDOY—ILOFMICDONTIE, INSX-TERAA F] =
SRELTES,

B RL—-XT70O-
B R— R
= |PFIX

B OVUFTFICERUCVIHREBRMYF R—FOGRE h )L EFERLT. VE—FR—FZ5-UVJEE
TCEEY, FMICONTIE, INSX-TEEBAAR] O [R—F=Z5-UVT7 A4y FT TOT7AILICD
Wl #2RBLT<REW, el AF S VIFR— FADOR—F Z5—-U U TIEUR— FEhE A,

SEOUU=XTIE, 2#xy FO—T7BSEIITR-FENTOWEEA,

CLlla<>» R

CLl o~ > r&ERITT 2I1C1E. NSX-T Container Plug-in > 7 1IcO4 4 v LTCH —=FILERE. nsxcli Ov
VRERITUEY,
J=RTIxrOIOXRVFEFRITLTC CUTJOV T FEaRRIZIEBTEET,

kubectl exec -it <pod name> nsxcli

&5 1. NCParFroCllav>rk

947 avv kN

KRR get ncp-master status

REE get ncp-nsx status

KRR get ncp-watcher <watcher-name>
7N get ncp-watchers

N get ncp-k8s-api-server status

N check projects

N check project <project-name>
Frvia get project-cache <project-name>
Frvyva get project-caches
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x£5-1. NCParyF+o CLlavwr kR #HE)

5147 avvR

Frva get namespace-cache <namespace-name>
Frvia get namespace-caches

Fryia get pod-cache <pod-name>

Fryuia get pod-caches

Fryura get ingress-caches

Frvia get ingress-cache <ingress-name>

Fryua get ingress-controllers

Frvyva get ingress-controller <ingress-controller-name>
Frvyya get network-policy-caches

Frvyva get network-policy-cache <pod-name>

HR— get ncp-log file <filename>

HR— get ncp-log-level

HR— set ncp-log-level <log-level>

HR— get support-bundle file <filename>

HR—F get node-agent-log file <filename>

HR— get node-agent-log file <filename> <node-name>

£ 5-2. NSXNode Agenta>F+@ Cllavx > K

5147 avU R

7Nz get node-agent-hyperbus status
Frva get container-cache <container-name>
Frva get container-caches

% 5-3. NSX Kube-Proxy a>F7o CLlav > K

5147 oYk

N get ncp-k8s-api-server status

Rg get kube-proxy-watcher <watcher-name>
N get kube-proxy-watchers

N dump ovs-flows

NCP arYFFmikga~< >k
" NCPYRY—DREEERRLET,

get ncp-master status

VMware, Inc.
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Bl :

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71lc-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

B NCP & NSX Manager OB D#EfEOREEFRRLUE T,

get ncp-nsx status

Bl :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

" Ingress. ZRIZME, Ry B, U—EXADEROREERTUET,

get ncp-watcher <watcher-name>
get ncp-watchers

1

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

B2 :

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2

VMware, Inc.
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Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

m NCP & Kubernetes APl & — ) (B D DIRREE R R LE T,

get ncp-k8s-api-server status

Bl :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

B gARTCOSOV Y FERIIBEO IOV T FEERLET,

check projects
check project <project-name>

Bl

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 1link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing
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NCPaYvF7-D+vviaax R
" OV REEIEEEEOREST Y Yy 1 ERELET

get project-cache <project—-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

Bl :

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a0990-6e06-4faa-al131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches

default:
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
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logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

"Ry FOREF Y AZEERELET

get pod-cache <pod-name>
get pod-caches

Bl :

kubenode> get pod-caches
nsx.default.nginx-rc-uqg2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00

VMware, Inc.

34



NSX-T Container Plug-in for OpenShift : « > 2 F—)LBLVEERH 1 1

port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8c@6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

B Ry R RV F ey aRBIFEORY Y- Fry T aERELET,

get network-policy caches
get network-policy-cache <network-policy-name>

Bl :

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:

dest_labels: None

dest_pods:
50.0.2.3

match_expressions:
key: tier
operator: In
values:

cache

name: allow-tcp-80

np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aad0
np_except_ip_set_ids:

np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
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np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af@65b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91c1le722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-860
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dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aad0
np_except_ip_set_ids:
np_ip_set_ids:
14f7£825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c

src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
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ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

NCP a7+ R—Fax R

TJ7AIARTZIZNCP SR—F )\ FLERTFLET,

HR— /)0 RJLIZIE. tier:nsx—networking &L\ S SALAMFNTE D, Ry REOITARTOIA VT T
OOv JrAILhgENEd, NV RIL J710)01FtgzERT. CUOTIAI QT 7AILART 71 LY
kU /var/vmware/nsx/file-store [CRfF=NET, CLI o file-store Av > REMGAT 2, /AU R

WI740NEVE—F UA RCOE-TEEXT,

get support-bundle file <filename>

Bl :

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

NCPOTEDT 7 A ILARTVICREFELET,

07 J71)lidtgzEc. CUOF I FOT74ILA LT T« L2 U /var/vmware/nsx/file-
store [CRfFanExd, CLIdfile-store AX Y RAEFATZ & NV RIL I7MILEUE—F U1 FICOE—
TEE9,

get ncp-log file <filename>

Bl -

kubenode>get ncp-log file foo
Log file foo created in tgz format

Node Agent 7 &7 7 A JL A R 7 ICRTFLET,

18D/ —RERIZIRTO ./ —FD Node Agent OV &REFELET, OJI3tgzexT. CLLOT 74 D
TJ7A4IART T« L% =Y /var/vmware/nsx/file-store [CEEFE=NZET, CLI o file-store 3<%

FEFEATZE. NURIL I7AMIILEVE—F U FICOE-TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

(A

kubenode>get node-agent-log file foo
Log file foo created in tgz format
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B O7 LNERBLTRELET,
fEAATEEROY7 LAJLIZNOTSET, DEBUG. INFO, WARNING., ERROR. & & CRITICAL T,

get ncp-log-level
set ncp-log-level <log level>

Bl

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP 1log level is changed to DEBUG

NSX Node Agent a>FFDiKEEa~ >~ K
/- F® Node Agent & HyperBus B #EHDIREERRLUE T,

get node-agent-hyperbus status

A

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX Node Agent a>FFDF+vvia avr R
= NSXNodeAgent V7 OWEF v v aZREBLET,

get container-cache <container-name>
get container-caches

Bl

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

B2 :

kubenode> get container-caches
cifle4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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NSX Kube-Proxy a>FFmikggEa~ >~ K

® Kube 7O% 3 & Kubernetes APl U — ) (B DS DIREEE R R UET,

get ncp-k8s-api-server status

Bl :

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

B Kube 7OFYOEEODREERRLET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

1

kubenode> get kube-proxy-watcher endpoint

B2 :

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT

Number of events processed: 90 (in past 3600-sec window)

Total events processed by current watcher: 90

Total events processed since watcher thread created: 90

Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT

Watcher thread status: Up

kubenode> get kube-proxy-watchers
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endpoint:
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up
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B —RpOVS JO—5 T

dump ovs-flows

(A

kubenode> dump ovs-flows
NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,

priority=100,ip actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=100,1ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=80,ip actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

IZ—3—F

DUV a3 VTR, SESEFRIVR—XVEICEL2>TERSNDZ IS — O—RIZDNT

NCP (NSX Container Plug-in) TZ— a—R
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