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H—ERICT7/T—2a &BMLT. HEDY—EXDSNAT Z2RETHIEHTEET. RIFETDHFTT,

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCPIZ&>T. ZOH—ERXD SNAT L—ILDBESNET., ZDIL—ILDXRETIP 7 RL AL, —EDNY I T
YRRy RTE, BEIPTZRUVRFIEELEAETIP T RLR = s8U B To5NE SNATIP 7 RLURTT,
ROZITEELTLEEN,

m  ncp/snat_pool TIRESINET—ILE. H—EREFRETSENCNX-TICRBL TEK LENHY ET.
B NSX-TTlE, #—EX®D SNAT L—ILDEBEIBLIEE 7Oz bEUBELHRYET,
Ry RITEHD SNAT L =L DBRESNTNBIHEIE 1 DOIL—ILOHDHEEEL ET.

NCP (27 7 #JL T, PAS (Pivotal Application Service) #8# M (C SNAT D IP 7 RL R EFELEF. SNAT D IP
7 RUR T=ILDIERMNEENT= manifest.xml ZERLCT7 U r—>a &kl BEDT TV —2 3>
BIZSNATIP 7 RLUREZRETEE T, RIEZDHEITT,

applications:
- name: frontend

memory: 32M

disk_quota: 32M

buildpack: go_buildpack

env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCPIZ&o>T. D77V =2 a3V ICSNATIL—ILDSRESNE S, L—IVDEETIP 7 FLRE—EDA >~ R
GVADIPT7RUVRT, %P7 RUVRIE AEIPTRLR Tk 5B H TSN SNAT D IP 7 RLRT
T ROBITEFBL TS,

m  NCP_SNAT_POOL THeEENLT—IE. 77V T—23>D7y 2l NSX-T ICEREL TE<LELH Y
S

m 77U —=2 32D SNAT IL—IVDFHED, HBOBEIBMEY BEHRYVET,
m TV aVICRETESLSSNATDOIP 7 RLXRIE 1 DOHTT,

NCP (NSX Container Plug-in) 2.2.1 LD YU U =X Tl kDF % IP 7 RLUR 7—)LIZBMT 5 Z & T, SNAT
DIP7RLR T—=)Lh5 IP7 RLUREZIY K TS Kubernetes ez £ /-2 PCF A Ei T T £ 7,

m  Kubernetes &a1ZE@BDIEE., A2—7 : ncp/owner, ¥ % : ns:<namespace_UUID>

m PCF#E#nHEE, A3—7 : ncp/owner. ¥4 : org:<org_UUID>
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BRIZEBE/FHEBO UUID (3. ROWIThHDOITY RTRETEET,

kubectl get ns -o yaml
cf org <org_name> --guid

ROBNTEBEL TS,
n ZRYJIZFTDOOUUID ZEETHLENHYES. ALT—IVICH L TERDY JEFRTEET,

B HWI I AR—RT—ZORFERE/IZHEBICIP 7 RUADEY HTOENERICYITELEERTTSH &
Kubernetes 5 —ERXF£7/=(E PCF 77U —2 3>0 SNAT BENZEEE NS NCP HEREENSET. &
UEToHNEZIP 7 RUVREBFIAESNE A,

B P7RUVR T=IVICHHBEESY I3 WNESE. TXTOD Kubernetes Y —EX /12 PCF 77U —2 312
TIPS IP7RUVREZEYUHTEHIEMTEET,
(72 3>) (Kubernetes &) 727 A7 04—V <—h—to 3>

EEEMER LT 7 AT 0= b=, 2y b D=2 RUS—(CEDVWTNCP THERLETZ 74T o 4+—)b
o avICTFHEEINEOLDICTB(CFE NSXManager ICAZA > L. [Z74 70+ —)V] - [2#&] DIBICEEL
T 2207747 04— o> aryEERLET,

ncp.ini @ [nsx_v3] ©4 3 3T bottom_firewall_section_marker XU
top_firewall_section_marker # 7L 3 V&% ELT. YX—h— 7747 04— £o 3 %2BELET.

RMIO77AT7 04— o arvld. REMDT77A7 04— €0 a3 DOTICEESNDIVLENHY ET,
INSDT7AT o= 2o aratimdTdZET. NCPBRBRICERT2IRTODT7 747 0+—)L &4
avid. UANDERTAD 7747 04—=Ib o> a> D EICEREN. NCP BRY > —HICERT 52T RTD
T7A4T7 9=l ®oarid REMDT7T7AT7 04— LI a3 DTIEREINDELDICHVET., x—Hh
— o a3 EERLABWVEE. ITRTODEIL—ILIEU R DR TACEREN. TRTORYUS— o3>
IR EMICERSINET. RCEEZE DERDI—D— 7747 0= o3& 1 DDUVTRYICERET S
ZEETERWESD, TIZ—DPRELET,

Tier-0 SREBI—F — DR L RTE
Tier-0 %E/)L—4 —[d. Kubernetes / — RENLTHEBR Y T — 2 (CEHELET,

FIE

1 7Z9o8ms. NSX Manager (https:// nsx-manager-ip-address) ICA 4 > LE T,

2 W=F420]-—4—]DIEICHEEHL T, [EM]-[Tier-0)V—s—]DIEICZ )y o LET,
3 BEIEANLET, BEICISCTHBBANLET,
4

ZDTerO®mBIN -4 —ENy 7 v T3 28EDEdge VSR E KAy T AZa—PoBERLE
ER

5 (%%B) SFTAME—RZBRLET.
TOTAT/REYNAEBIRLET,
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6 [BElZEL)YILET.
HLWHREBIL——HBU o ELTRRENET,

7 (W) HEBIL—5—DULoEIIYILET,

8 W—F4>7]-Ub—+BES]DIEICZY Yo LET,

9 #HLLWBESOEELEMTDICE. EBMEIYYILET,

EETDHECE =T 4> 7 (NAT TE7EW) bARAPTINSX R T4 v o] #BRLES ., NAT RO
COHZEICE, [Tier-ONAT] Z#RLUE T,

10 REFEI &0V O LET,
1T #LL RSN - —% 0 ) v I LET,
12 [&E]-DV—%—R-K DIEICZ Uy O LET,
13 &l 22V vy o LT TyTUro R-—b&EBMLET,
14 b3 RR=b /—FEBRLET,
15 LIFERL/cSREBRA v FEBRLE T,
16 ##xry b7 —0DIP7 RLRERELET.
17 REI 20V v O LET,
FLOWREBIL—F—DBU I ELTRRENET,
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NSX-T Container Plug-in(NCP) &1 > X b—JL 3 %(2(2, ¥ X% — / — k& Kubernetes / — R(Za Yy R—x > b
EAVAN—NTBHBENHYET,

ZDEICE. RDEYINEENTNET,

m NSX-TCNI 7554 > DA X =)l

. OVS DA YR b=V LR

m  Kubernetes / — KD NSX-T v b7 =2 DFHRE
m  NSXNode Agent A > X k=)L

= nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap
m  NSX-T Container Plug-in ™4 > X k=)L

= ncp-rcyml o ncp.ni @ ConfigMap

s NCPRY RTOPEM IV O—ROFEBAELTSAN—F F—DI DUk
s NCPRY RTOIEBEET 7/ IDTI > b

m  Syslog DFFE

n EFIVUT A DEEFIE

B XY=V UY—RDHBEDE

NSX-TCNI 7S5 54> DA4 > X k=)

Kubernetes / — RICNSX-TCNI 7S5 54 &4 VA M—ILSZHERHYET,

Ubuntu @& NSX-TCNI 7S 54 > &4 > A =)L T B & AppArmor 7O 7 7 A )L 7 7 4 )L ncp—apparmor
M /etc/apparmor.d [COE—ah, O—REINET. 41X —=JLDFIZ. AppArmor H—EXMBRITINTH
Y. /etc/apparmor.d 74 Lo U EERL THEKLENHOYET., IhEfTbiavE. 4 X b—=)LIFKRBKL

F9, RDAT Y RT. AppArmor EZ a2 —IVIENED M EHR TEE T,

sudo cat /sys/module/apparmor/parameters/enabled
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RDAT > RT. AppArmor U —EX DRI NTNEDNE D DEHRTEET,

sudo /etc/init.d/apparmor status

NSX-TCNI 7S5 54 > DA > R b —)LEEIC AppArmor ¥ —ERERITLTWVEWMES, 41 VA M—ILMRTT 5 &
AYyE—UHRRENET,

subprocess installed post-installation script returned error exit status 1

ZDHAyE—=2CIE AppArmor 7AZ7 7 4O — RERNT, IRTODA YA M—)VFIENTT LIcZ LERS
nEd,

ncp-apparmor 7O 7 7 A4 )L 7 7 4 JLIE. node-agent-apparmor &iE(Ei 5 NSX Node Agent M
AppArmor Z7O7 7 A V& RHELET. Zhid. docker-default 7OT7 7 AL EFRDETERIBYET,

m  deny mount JL—ILDSHIRE N TS,
. mount JL—ILEIIEN TS,
B (\< DD network, capability. file. LW umount 7 3 rhBMEN TS,

node-agent-apparmor 7OZ7 7 A J)ViE. BOTOT7 7 A IJVICEEH|Z B EMTEET, =L, 7O774)
% [ node-agent—apparmor | (. NSX Node Agent 4 > X b —JLIZ{ERA T % nsx—node-agent-ds.yml 7
7FANTEBEINET, JOTA7 7N EFERT 55BE(L. nsx—-node-agent-ds.yml &> 3>
spec:template:metadata:annotations [CHBRDI N TT7OT7 7 A INRBERET D2HLENHY ET,

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

FIE
T LinuxT4AMVEa2—>3 > AO, BUERA A= 774NV ESDA—RLET,

77 A4IVEAIE nsx—cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpm £7/=(% nsx—
cni-1.0.0.0.0.xxxxxxx.deb TY., xxxxxxx(IE) RESTT,

2 Fgl<cH¥oro—RLErmpmErzizdeb 771 EA4 VA S=ILLET,

TST4 0 Jopt/eni/bin (24 A h—lanE T, CNI#Em 7 7 /)L 10.net.conf % /etc/cni/net.d
[CaE—3NET, rpMm . =Ty o TS514 D7 74)V /etc/cni/net.d/99-
loopback.conf &4 > XA b—=JLLET,

OVS DA >R b—)L L8Rk

=42 /—RIZOVS (Open vSwitch) 24 > XA k=L L. #BHLET,
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FIE

Linux 74 ARV Ea2—>3>DA YR =L 7740 >O—-RLET,

7 71 I)V%A(Z openvswitch-common_2.7.0.6383646-1_amd64.deb, openvswitch-datapath-
dkms_2.7.0.xxxxxxx-1_all.deb. openvswitch-switch_2.7.0.xxxxxxx-1_amd64.deb TY,
X0 (FEIL REETT.

FIg1 TcFUO—-—RLrpm E£/zlddeb 77 MIILEA A S=ILLET,

Ubuntu miB&. mopa<x > REERFTLT OVS h—FI EP2—I)LEBO—-RLET,
service openvswitch-switch force-reload-kmod
OVS BRITINTNSZ L&ERALET,
# service openvswitch-switch status
FEERESNTWRWMEEITIE. br-intA > RG> REEBRLUET,
# ovs—vsctl add-br br-int
/= ROBEBRA v FICEHRT DRy NT—2 405 —T 124 R (node-if) & br-int I:EMUET

# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

RODAT Y FEXRTLT, ofport MR L £, ofport 1 pMERATE WSS, OVS pMEMAIREER— b &
EUHTHEHTY,

# ovs-vsctl —-columns=ofport list interface <node-if>

ofport 78 1 T/ L\5&. NSX Node Agent @ DaemonSet yaml 77 7 1 JL® nsx_kube_proxy £ 3>
[Z. ovs_uplink_port # 7> 3 &R ELET.

br-int & node-if ink B L TS Z L E2HERLET,

# ip link set br-int up
# ip link set <node-if> up

BEBRICRY NI A2 —T A ADEFTEHELIIC. XYMV —UBRT 7MIVEEHLET,

Ubuntu m#4&. /etc/network/interfaces ZE#H L T, KRDITEEMLE T,

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

RHEL mi54&. /etc/sysconfig/network—scripts/ifcfg—<node-if> ZF#H L T. KROITEEMLE
ER

ONBOOT=yes
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Kubernetes / — KM NSX-T xv kD — 2 DHBTFE

Dt a3>TlE Kubemetes *AY — /—R&EDT—H— /—RICNSX-T Ry D=0 &BETHHEICDN
TEHBELET,

&/ —=RICFE 2DUEDRY ND =0 A =T 2 A RPYLETYT, RVIDA VI —T 1A AIEBA V5 —T
ARTE, NSX-TZ7 77Uy o LIRS THMEVNER A, D 1 DDA =T A X (FRY RIZRY bT—25

FRELET, TOA =Tz AREINXK-T 777Uy o LEIZHY. /—ROBEBRAA v FELELTSBEINSH
BRA v FICEHELET. Kubernetes DgeMF = v O MEEICHEET 5123, BEBA VI —T 14 RERY RD
IP7 RURMIN—T 4 Y IRIEETRIINIER Y ERA, BEBA V-7 114 RERY REIDBIETE. NCP pE=
MFTv I EMDERNS T4 v OEHATEINHT 747 04—V b= EBBIMICERLET. ZDIL—ILD

FHfE(Z. NSX Manager 927 4 A A—HY— A 05 —T 1A ATHERTEET, ZOIN—)VIE. BEELEY., H
BRL7EWTLZE 0,

&/ —RORE<T T aAYTFHxy b7 —0RDOWNICH/ — RGHERA v FICHEHELTNS I LE2HERLE
ERS

&/—RoarTF b7y oiEREINTNS VNIC D VIFID (2, NSX-T Container Plug-in (NCP) (C&25#
NTWBIREDNHYET, METIHRERXAS vF R— K ROXDICH T[TV EDHYET,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

NSX Manager &7 4 hib A=Y — A 25 =T 24 ADS [4 R hUT-[RET S V] DIRICHEET S L. /
—RRET L COHRBRAAvTF R— M EHERTEET.

Kubernetes / — REHMBZEE I N/=HEEIC(E. ncp/node_name ¥ 72 E#H L. NCP BT 2 0ENH U ET,
J—REEWMETDICEF. xOAT Y REFEALET,

kubectl get nodes

NCP ORFTHICHI TR/ — REEBMT 5I2(F. kubeadm join OA< > RZERITT HHIICHERAS vF R—K~IC
G UEBMTDRENHYET. COBREETDRVE HLW/ —RERY M-V ([LERTEERA, ¥ ITDH
EOTWBHD, ROMSRKWNEE, ROFIETHBEEZBRL TS,

B REXMYyFR-BMIELWS TZERLET,

» NCPZBEHLET.

NSX Node Agent 4 > X k—Jb

NSX Node Agent (3. &Ry RT2D0a>F+H&RTT S DaemonSet T9. 1 2Da>FF(E NSX Node
Agent #RfTL. EICAYTFDORYNT—O A5 -T2 A REEBLET, 2L T NI TS50 0%
Kubernetes APl 4 —/N&@EEZTVVET, B2 1 D02 TF(E NSX kube-proxy £#®f7L., #5X&DIP 7
RLR&ERY RDIP 7 RURICEHRT 52 & T Kubernetes —EXD#KILERELET. hid. 7y TR+
1) — LD kube-proxy &R CHEEET T,
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FIE

NCP Docker f A =2 &#o>>O0—RLET,
7 7 A VAL nsx—ncp—xxxxxxx.tar TT, xxooxx(FE/L RESTT,
NSX Node Agent @ DaemonSetyam| 7> 7L — k&4 o>O0—-RLET,

7 74L&l ncp-node-agent-ds.yml T3, CDT7 7 A I ERET S LD MEOTTL—F 774
IVOBIELTERTAZEHTEET,

NCP Docker f *—2 & A4 A—2 LR MYICA—RLET,

docker load -i <tar file>

ncp-node-agent-ds.yml #iR&EL £7.
O—REINTWBRAA-CDEREZERELET,

Ubuntu @54, yaml 7 7 4 JLIE AppArmor BSERICAE-> TWBSZ L &FIHRE LET. AppArmor HSEZhH
ESME. /sys/module/apparmor/parameters/enabled 7 7 4 )L CHERLE T, AppArmor BT
HWMEEICIE. ROELDICEELET.

B RDOTERIRT S0, A2 MMIICLET,

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor

= nsx-node-agent 3> 7 F & nsx-kube-proxy 2> 77 ® securityContext M FIZFT privileged:true
ZEBMLET, RIFEDHFTT.

securityContext:
privileged:true

E: hyperkube £ A =2 #ERT 207 FRT kubelet 22473 % &, RIBDIREEICEFR/A <. kubelet 3
AppArmor DIREEEH (CEM & LAR— M T ABBESHRINTOET., yaml 77 /)L TH, AHEDOEEETTD
VENHUET,

£ yaml 77 AL T, nep.ini [CERE N7 ConfigMap £BAMUBAAR Y 2 — AL LTI YV F T2 &
SIHEETABENHYET, F9>O—RUEyaml 77 AIVICIE. COEENTTILADNTVET, 0
BEEITETEE A,

moaA< > REFERLT. NSXNode Agent @ DaemonSet kL £9,

kubectl apply -f ncp-node-agent-ds.yml

nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

Y 7LD YAML 7 7 1)L nsx—node-agent—ds.yml (Z(Z. NSX Node Agent D~ 7 A /L ncp.ini @
ConfigMap m&ENnTWET, =D ConfigMap €2 3 >(2(d. Node Agent DA VA b —IL&EHREIA XS
BIEHDINTGA—FIPEENTVET,
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#rO—RU7EY > 7LD nsx—node-agent—ds.yml (Z(Z. XKD ncp.ini [FRNEENET.

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
use_stderr = True
# Set to True to send logs to the syslog daemon

# use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.

# debug = True

# Log file path for NCP operations.
log_dir = /var/log/nsx-ujo/

[coe]

#

# Common options for Container Orchestrators
#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), cloud-foundry, openshift

H

adaptor = kubernetes

Specify cluster for adaptor. It is a prefix of NSX resources name to
distinguish multiple clusters who are using the same NSX.

This is also used as the tag of IP blocks for cluster to allocate

IP addresses. Different clusters should have different IP blocks.
cluster = k8scluster

H OH O ¥ H

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

[k8s]
#
# From kubernetes

#

# IP address of the Kubernetes API Server. If not set, will try to
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# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.
#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The IP address for nsx_node_agent to communicate with NSX RPC server.
# The format should be ip/mask.
#nsxrpc_cip = 169.254.1.0/31

# The port for nsx_node_agent to communicate with NSX RPC server.
#nsxrpc_port = 2345

# The vlan id for nsx_node_agent to communicate with NSX RPC server.
#nsxrpc_vlan = 4094
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# The interval of NSX RPC keep alive message.
#nsxrpc_keepalive_interval = 3

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The 0OVS uplink OpenFlow port where to apply the NAT rules to.
# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in @4 > X k=)l

NSX-T Container Plug-in (NCP) (&, Docker 4 A= & LTEfEENET, NCP I3, A1V T7FRA S OF v H—
EXD/ —RTRATILENHYVES., YRY— /—RTONCP ORFTEHRINER A,
FIE
1 NCPDocker 4 x—>&4o>O0—RKLET,
7 7 4 IVEA(TE nsx—ncp-xxxxxxx.tar TT ., xoxxxx(FE)L RESTT,
2 NCP ReplicationControlleryaml > 7L —hr&4¥ o >O0—-RLET,

77 A IVA(E ncp-rc.yml TF., TDT77 A ERETHIEDH. MBEDT> -~ 77 4)LOHIE L TE
RI3bZLbTEET,

3 NCPDocker4 A—2&A4 A= LA MYICA—RLET,

docker load -i <tar file>

4 ncp-rc.yml ZiRELET.
A—REINTWBAMA-—CDEFEZEELET,

nsx_api_managers XS A—#ZEELET., ZDOUU—XTIE 1 DD Kubernetes / —R 25 RX4 &1
DM NSX Manager f Y R4 AP R—FEINES, RITZDOHITT.

nsx_api_managers = 192.168.1.180

(A7 3>) [nsxv3] €2 arTca_file/XTA—4ZERELE T, {ElE. NSX Manager H—/\iEBA
EDHERITERTH CANYRIL 77 A4NICTHHBERHYET, FELLEWE, P RTFADI—~ CADMER
ENFET.

NSX-T CRREI & 175728, nsx_api_cert_file & nsx_api_private_key_file XS A -4 &RELE
ER
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nsx_api_cert_file (. PEMERDISZA 7V MEBAETZ 7 AINDT7IVL XX TE, ZDT7 74 IDREILKR
DEOITIHYUET,

nsx_api_private_key_file (3. PEMEXD IS4 7>~ TSAR—=b F—=T7A4)IDT )V XA TT, D7
7AINDABIIRDELDICIEVET,

Ingress Controller # NAT E— R TRITT 5L D [CRET S(TIL. ingress_mode = nat /X5 A—F EIFEL
£7.

FI7AIETE Ry ROBEBEIRAYFAICIPZRLR 7Oy 58U ETSENETRTOY T2y M,
YIRS TIVT 4w OR2UADPEREINET, BIOY TRy b A XEFEFTBICIE. [Nsx v3] o3>
? subnet_prefix 7> a3 &#EHLE T,

£ yaml 77 AJLT. nep.ini (CERE N ConfigMap £5HBYBER ) 2—AELTYY Y hF5E
SIHEETABENHYET, ¥U>O—RUEYamMl 77 AL TlE ChIETTIEEENTOET, SOB
EREETEEHA,

5 NCP ReplicationController 2L £9

kubectl create -f ncp-rc.yml
#F: NCPIZ Kubernetes UV —ZRDS54 7 Y40 A N> hEEET 57=012. Kubernetes APl 4 —/\(2/8—
AT MHTTP #GEI L ET, APl —NnDEEE/EIFRyY b7 —IBENRET NCP 0 TCP EH5E1Ew

(Z7zo7zi5E&(E NCP 2Bi28 L T, APl Y —N\\DEGZBEEITI2VENHYET., HiTEame NCP T
FLOWANRY EDRHESNE A,

NCP ReplicationController dA—U >4 7 v 77— bH(E, A0 TF KA MEBREELZVTZE 0, /@S0
DEHTKRRANZEBREEL/I-HE. BREBEZC2DDONCP Ry RBRFTEINZZIENHYET., TOHEEE. XD
BEEZTVET,

n WFNHDNCP Ry REHIBRLET. EE5ZHIBRLTHBVEREA. RIZZTDHTT,

kubectl delete pods <NCP pod name> —-n nsx-system

B ZEIZEM nsx-system ZHIBRLET, RIEZOHTT,

kubectl delete -f ncp-rc.yml —-n nsx-system
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ncp-

rcyml @ ncp.ini @ ConfigMap

$ 27D YAML 7 7 4 )L ncp-rc.yml (Z1E. #8774 /L ncp.ini @ ConfigMap M&ENTWET, 2D
ConfigMap £ > a > Icid. HiDts > 3> THBLELD I, NCP DA ¥R F—LEICIEET B LENDH 5/55
A= PEENET .

ForyO—RUEY > TILD ncp-rc.yml (. RD nep.inil ERBSENE T,

# ConfigMap for ncp.ini

apiVersion: vl

kind:

ConfigMap

metadata:

name: nsx-ncp-config
labels:
version: vl

data:

ncp.ini: |
[DEFAULT]
# Set to True to enable logging to stderr
use_stderr = True
# Set to True to send logs to the syslog daemon
# use_syslog = False
# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
# debug = True
# Log file path for NCP operations.

log_dir = /var/log/nsx-ujo/

[coe]

#
#
#

*

H W OH H ¥ B

#
#
#

Common options for Container Orchestrators

Container orchestrator adaptor to plug in
Options: kubernetes (default), cloud-foundry, openshift
adaptor = kubernetes

Specify cluster for adaptor. It is a prefix of NSX resources name to
distinguish multiple clusters who are using the same NSX.

This is also used as the tag of IP blocks for cluster to allocate

IP addresses. Different clusters should have different IP blocks.
Each cluster in an NSX installation must have a unique name.

cluster = k8scluster

Log level for the NCP operations. If set, overrides the level specified
for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
ERROR, CRITICAL

#loglevel=None
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# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]
#
# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address

VMware, Inc.
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# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,
# port 443 will be used.

#nsx_api_managers = <ip_address>

# Specify a CA bundle file to use in verifying the NSX Manager server

# certificate. This option is ignored if "insecure" is set to True. If

# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (string value)

#ca_file = <None>

Path to NSX client certificate file. If specified, the nsx_api_user and
nsx_api_passsword options will be ignored. This option must be specified
along with "nsx_api_private_key_file" option.

* H B R

nsx_api_cert_file = <None>

Path to NSX client private key file. If specified, the nsx_api_user and
nsx_api_passsword options will be ignored. This option must be specified
along with "nsx_api_cert_file" option.

* H B R

nsx_api_private_key_file = <None>

# User name for the NSX manager (string value)
#nsx_api_user = <None>

# Password for the NSX manager (string value)
#nsx_api_password = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)

#retries = 10

# Subnet prefix of IP block. IP block will be retrieved from NSX API and
# recognised by tag 'cluster'.

VMware, Inc.
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# Prefix should be less than 31, as two addresses(the first and last addresses)
# need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Subnet prefix of external IP block. Use subnet_prefix if not specified.
#external_subnet_prefix = <None>

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH

#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Max number of virtual servers allowed on a single load balancer service.

# SMALL LB supports 10 virtual servers. MEDIUM LB supports 100 virtual servers.
# LARGE LB supports 1000 virtual servers'

# Defaults to 10.

#virtual_servers_per_lbs = 10

# Retrieve the node VIF via the display name of the VM, in deployments where
# the display name of the VM is same as the node name
#get_node_vif_by_vm_name = False

NCP Ry RTOPEM I > a—FDIAZELTSAX—b F—DT Y

Ml

PEMTI>O—RENLFABELTSAN—F F-H55EE(1CE yaml 77 4L TNCP Ry RERZEH L T,

NCP Ry RIZCTLS Secret #~v o > hTE£ET,
1 EFBAEELTSAR— b +—(CTLS Secret 4K L £,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt ——key=/path/to/tls.key

2 NCPARy Rtkyaml 28#H LT, NCP Ry MEERICT 74L& LT Secret &< > hLET,
spec:

containers:
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— name: nsx-ncp
volumeMounts:

— name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:

— name: nsx-cert
secret:
secretName: SECRET_NAME

3 yaml 77 A4 Tnsx V3 A7 32D nsx_api_cert_file & nsx_api_private_key_file ZF#H L &
ER

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

NCP Ry R TOIRBAEZ 7/ IVDI U > b

J/—=RDT77AIN P RTAIGBET 7165556 NCP Ry REREEHLTNCP Ry RIZT774ILETD
YhTEEYS,

RIFZDHITY,
spec:

containers:
— name: nsx-ncp

volumeMounts:

- name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
— name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

- name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
— name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>
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Syslog DE&E
a>FFTrsyslog ¥ syslog-ng &M Syslog T—2 1> bERTT5E. NCPREEIR—F > OO S%E
Syslog #—/NICEETEET.

ROFREHELET, Kubernetes TOOFDEFFMICDWNTIE, https://kubernetes.io/docs/concepts/cluster-
administration/logging 8B L T 23,

m  NCP F7z(4 nsx-node-agent Rv R TR79 % Sidecar a7 H &KL £
B IRTOD/—RTDaemonSet L 7U hEaRTLET,

E: TSUAERy RTRITE AW o, Sidecar 3T FTIENSXCNI 75 51 > g% Syslog 4—/NIC
EETEEA,

Syslog @ ¥4 RA— a2 T FDIERK

NCP £LRIUARy BT Syslog BRITENZELDIC. YA Rh— AV TFERETEET, ROFIETIE. Syslog T
- vk A A= example/rsyslog THAHZ E&RIIRELTVNET,

FlE
1 OJ&E774MICEEAL LD IS, NCP & NSX Node Agent #5%E L £ T

NCP & NSX Node Agent @ yaml 7 7 4 JL T, log_dir /IS A—4%#HREL. YU T BRU 1 —LAFIEE
LET. RIZFZDHITT,

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:
— name: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:

— name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

00 774)VOZMEZEET (23, log_file NTA—4EHRELET. T 74/ bDEHIE. ncp.log.
nsx_node_agent.log. nsx_kube_proxy.log T9. log_dir # 7 3 I /var/log/nsx-ujo A4 D
INAM/E SN TNDHE, hostPath RYU 2 —AFE7=(F emptyDir RU 2 —AZERL T, 5T 2Ry MMt
KRICROY NS BHEDHYET,
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2 RARNRZADEBEN, I—H— nsx—ncp CLX>TEEZIAHAARETH DI EEHERL TS,
a XAV REERFTLET,

mkdir -p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b I—%—nsx-ncp ZEBMT DM, KA NRDE—RZE 777 [CEBELET.

useradd -s /bin/bash nsx-ncp

chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>
or

chmod 777 <host-filesystem-log-dir-path>

3 NCP Ry RE#ED yaml 7 7 A )12, Syslog @ ConfigMap &ML ET. RIFZDHITT,

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote"

4 NCPRyE®Dyaml 77 A )LITrsyslog 3> FFITEBIMULET, rsyslog BEET —4 KRR TE, o> T
FTHoOJEFRHFRYATEERR) 2 —LEZTDMLET, RITZDHITY,

spec:
containers:
— name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
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mountPath: /var/log/nsx-ujo
volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

Syslog @ DaemonSet L 7°U h DRk

ZOHRETIE NCPOIRTOAYR—F > bOOTEVGA LI TEES, 7TV —2av@d TI74IET
BMITIEo>TWS stderr ICAJ BT HLDICKET D2HENHYET, KROFIET(E, SyslogT—2 x> b A
A= example/rsyslog TH2Z EERIHEE L TWET,

FlE
1 DaemonSetyaml| 7 7 1 L&KL £ 7. RITZDHITT,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx-ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/containers/nsx-node-agent-*.log
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"
Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
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# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers

2 DaemonSet ZEfL £ 7.

kubectl apply —-f <daemonset yaml file>

Bl: b4 Fh—arFFTRIFFOAS O—F—2 3 »EXV Syslog DHRE
ROFIETIE, H4 KA— AV FFCRATOOY O—F— 3> BEU Syslog £BET 2 HEERLET,
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A4 MIOEREOS O—FT—2 3 DRTE
B TRY— /—RESLTRTOD/—REICOY F4 Lo MUEEKRL. ZOFREEE. ID 1000 D1—H—
ICEELET,

mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

B IRTD/—RT, /var/log/nsx-ujo 7« Lo ~UICWT B0 O—FT— a3 ERELET,

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.log {

copytruncate

daily

size 100M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

NCP LU — 3>y arybO—50EK
m NCPRAICncp.ini 77 AV EEBLET.

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo

[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77
apiserver_host_port = 6443
ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin
nsx_api_password = Passwordl!
nsx_api_managers = 10.114.209.68
insecure = True

subnet_prefix = 29
[nsx_node_agent]

[nsx_kube_proxy]

ovs_uplink_port = ens192

EOF

B N 77AUDSEREY TEERLET,

kubectl create configmap nsx-ncp-config-with-logging —--from-file=/tmp/ncp.ini
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m  NCPrsyslog #m 7 7 A V&R L ET,

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

. FEOBRT7ANDS. BTy TEERLET.

kubectl create -f /tmp/nsx-ncp-rsyslog.conf

B rsyslog¥A4 RA—Z2FEALTNCP LU =23y arbO—S&#ERLET.

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:
# VMware NSX Container Plugin
name: nsx-ncp
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
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labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

# ConfigMap nsx-ncp-config is expected to supply ncp.ini

configMap:
name: nsx-ncp-config-with-logging

- name: rsyslog-config-volume
configMap:
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name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

m FEOAERICEDNTNCP 2R LET,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

NSX Node Agent DaemonSet MRk
m  Node Agent ® rsyslog ST &ER L £T.

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:

name: rsyslog-config-node-agent

labels:

version: vl

data:
ncp.conf:
module(load="imfile")
ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")
stop
}
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"
Ruleset="remote")
input(type="imfile"
File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")
EOF

m M5 configmap 2R L £,

kubectl create -f /tmp/nsx-node-agent-rsyslog.conf
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m  configmap ¥4 Rh— Z{ERL T DaemonSet Z/Epk L £,

cat <<EOF > /tmp/nsx-node-agent-rsyslog.yml
# nsx—-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:

container.apparmor.security.beta.kubernetes.io/nsx-node-agent:

apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-node-agent
# Docker image for NCP

localhost/node-agent-

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425

imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]lsx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
- NET_ADMIN
SYS_ADMIN
- SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir
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— name: openvswitch
mountPath: /var/run/openvswitch

# mount CNI socket path

- name: cni-sock
mountPath: /var/run/nsx-ujo

# mount container namespace

— name: netns
mountPath: /var/run/netns

# mount host proc

- name: proc
mountPath: /host/proc
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: nsx-kube-proxy

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

# override NCP image entrypoint

command: ["nsx_kube_proxy"]

livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir

— name: openvswitch
mountPath: /var/run/openvswitch

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

37



NSX-T Container Plug-in for Kubernetes and Cloud Foundry : 4 > X k=L L OEBA A K

configMap:
name: nsx-ncp-config-with-logging
- name: cni-sock
hostPath:
path: /var/run/nsx-ujo
— name: netns
hostPath:
path: /var/run/netns
- name: proc
hostPath:
path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

m  DaemonSet 4L E9,

kubectl apply -f /tmp/nsx-node-agent-rsyslog.yml

¥ VUT A DEEFEIE
NCP & RES 4 % & = (2. Kubernetes & NSX-T OIS DEE A RS 5 LB HiH Y £ 7.

BELEL/ —FTOHRITISHELSICNCP 2HIPRT S

NCP g, NSX-TEEBTL -7V ERTESRRD, BESNA LV TZANSIF v /—RTODHRTTEHED
(CHIRT ZHENHYVET, oD/ — R BUASNIVERFTTXRITEIENTEET, ZOFNILO
nodeSelector & NCP ReplicationController t#(C#ER T 2 LENH Y E T,

nodeSelector:
nsx-infra: True

TIAZTAIREDMDAET/ —RICKRY REEYH TR EHTEET., FHMICDNTIE https//
kubernetes.io/docs/concepts/configuration/assign-pod-node # 88 L T & 1),

Docker Engine Z &#DIKEICT S
Docker &, £%1 U5« EHFEEMUICYU—RALTNET, CNOOEHEEHNICERT HLENHYET.
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EHETEENIYFFO NET_ADMIN & NET_RAW ##4E% 2FAT L7z L\

NET_ADMIN & NET_RAW o Linux #gE(3. Ry B Ry b D=2V ICRALAKRERICK > TERSNSAIBEEDLSH
VET, EBEEINTNVENIXTI TR NS0 2 DDBELZENICT IVENHYET, T74/LETIE, #ER
DWW TFITNET_ADMIN eI 5 EnE A, Ry ROMRT I OEEMNATRMICENIC/AZ> LY, a¥
THIHEE - RDORESNEZNXDCEFELTKLES D, FESNTWVEVW I TFDIHE. I TFOEERT
SecurityContext &EDHIkRHEEEY X b NET_RAW 8 L. NET_RAW 2®H(ICLET, RIFEDHITY,

securityContext:
capabilities:
drop:
- NET_RAW

A—=IIN—=ADT7 A3 rA-)b

Kubernetes 5. A= R=ZD7 77X a2 hd—)L (RBAQ) APl #ER L CTRIAEZNEL £, EEEIRY >
—EFMICHRETHIEMNTEET, FHMICDWTIE. https://kubernetes.io/docs/admin/authorization/rbac
ESBLTZE0,

BE FHET IV EREO-UIPFEENTNSEDERISRASERELIFTY, - —-—ThoYhEY—EXTH
DY RDBEICE. TORREENETDEEIC. RINROEREZMNSTOIBENHY LT,

WRDHARSAVIIRODEBY TY,

m  Kubernetes APl k=4 > &HBELTERY RICOH = \DT U EREHALET,

s NCP ConfigMap & NSXAPI 54 7 > hEEBAED TLS Secret A7 X% NCP Ry RICBREL £

n ZDEOBRTIRRELBELELLEVWRY RS Kubernetes 2w b7 —2 APIADT7 o2 R&T70v 2 LET,

m  Kubernetes RBAC /R > —#&EmL. Kubernetes APl IC7 2 &R T& %Ry REIEFLET,

NCP R Rz RBACKRY 2 —

ServiceAccount TNCP Ry R&ER L. CDOT7AD Y MIRNDERE Y bEMFSLET, £ hORy RE
7=1% ReplicationControllers 12(Z. NCP ReplicationController & 8 NSX Node Agent @R a2 —AE LTI D
> b&and ConfigMap & TLS Secret AD7 R EFHAIL £ H A

HROBE NCP [CA—ILER—ILDNA > REIREST 2 HEERLTVET,

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
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apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:

name:
rules:

ncp—cluster-role

— apiGroups:

- extensions

- networking.k8s.1io

resources:

#

deployments
endpoints

pods

pods/log
namespaces
networkpolicies

Move 'nodes' to ncp-patch-role when hyperbus is disabled.

nodes

replicationcontrollers

Remove 'secrets' if not using Native Load Balancer.
secrets

verbs:

get
watch
list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift

apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:
name: ncp-patch-role
rules:
— apiGroups:
wn
- extensions
resources:
- ingresses
- services
verbs:
- get
- watch
- list
— update
— patch
— apiGroups:
wn
- extensions
resources:
- ingresses/status
— services/status
verbs:
- replace
— update
VMware, Inc.
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— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

F: NSX-T 2547 > ~ilBAZIC Kubernetes APl #fE R L 7=¥Em a7z TLS Secret £ 7S5 A4 X—k F—DR7
[Z(F. Kubernetes APl 4+ —=/NIC7 VA TEZEBDRY RPST IV ERATEELET, Ry RBY—EXT7HhU Vb
HLUTHERENZEE, BLEARIZEBDOT 74 MDY —ERXR 7HT Y MBBEMICEIUHTESNET., ZNITL
Y. Kubernetes API IC7 RT3 =0 DBEFNICTU Y FENET., TNSD =0 ADT7 IR b
— O EVBEETBHRY RICOBHFFAITILENHY ET,

XY bT—=0 JY—-RADFEDE > b
Ry D=2 UY—RERET BBIL. BEOHENSSHSZECIBELT S,

NSX-T D% J {13 DHIPR
NSX-T IS AT Y15 hADS IHIFICROFIR B Y E T,
s R3-T7ICE 20 XROHBRSBY ET,
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. U123 40 XXFOFRDBHY ET
n BFTOOBMIR ISEETYIEMHIFTBEMTEET,

Kubernetes &£7=(% OpenShift 7 /57— a B NSX-TORA—=7®& J(ICaE—-SNBEICFHOFIREB A
5&. MEDBELZEEDBHVET., XL RAvF R—bRADIIDBHY. NPT 7A4T7T+—I)LIL—Ib
TERAENTWRIEE, 7/ 723 yOF—PENFHHREEBZ DL AaA—TE@FYJICIRTIAE—SHh
IEWeHD W—IVDRBELIEXD CBRAENZVW ENHYET,

Xy bT—0 KR —DRE

Fy hT—=0 RUS—F. NN VIS EFERLTRY RELRBRIIERZRRLET.

NCP BsHR—bF5 v bT—2 RU > —(F Kubernetes ERLCTH Y. Kubernetes d/N—2 3 (2> TEA
UET,

m  Kubernetes T.10 LIgl : v b —2 RU S —DJ)L—)LAIZ, namespaceSelector. podSelector. &k
U ipBlock DL 4 DBBAT 1 DEENTWRIBEENH Y ET,

m  Kubernetes 1.7 : BhAADI—ILELN ipBlock CIDR L 2% (3 R—rEhEHA, NS
Kubernetes 1.8 LIETAR—%kR7 4 —IL RELTLUTIRMENE T,
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Pivotal Cloud Foundry IREA D NCP
DA VA=V

Pivotal Cloud Foundry (PCF) %, #—7> v —2X® Platform as a Service (PaaS) 7O/\«4 T3, PCF®EIC
NSX-T Container Plug-in (NCP) 24 > X b=l LT, Ry b7 =9 H—ERZRHETEET,

Pivotal Ops Manager % i@ U TR S N7z ARIBE< S > 58 NSX-T O#EEAFIAT AICIE. 2V TF Ry T —0AD
LAV —3HEEBVETT,

S A (HA) BEBNICENC/RYET., NCP &4 > X ~—JLF 2Hi(C. kDS F&ERL T, SpoofGuard M X
AvFrI TAT7AIVEERT DHLENHY ET,

m RI—7:ncp/cluster. ¥4 : <cluster_name>

m RIJ—7:ncp/ha. ¥ : true

EF: o BLFaUTa IN—TIIEEEMALS, EXaUT4 JN—TEBFBRALTWBITRTDODT TUs—2 3%
BERT -V I0FBMERHUET, RT— 003 77V —=2 a0 PRITSNTWBBHRICEFaUT4 &
W—TBEREINTNRIEE, FEEEFa T« JI—TBIO—"NVICERENTWSIBEICITVET,
ZDEICIE. RDMEYIDPEENTNET,

m  Pivotal Cloud Foundry B#A®D NCP DA > X k=)L

Pivotal Cloud Foundry BREEA®D NCP D1 > X k=)l
NCP (g, Pivotal Ops Manager 47 4 AL A—H— 425 —T7 124 X (GU) ZEALTA VA b—ILENET,

AR SR

Pivotal Ops Manager. NSX-T. &kt Pivotal Application Service (PAS) O#iRA > R k=)L, &3 Pivital Ops
Manager Z&#ICA VA =)L LTH S NSX-T. PAS DIBEICA >V R b—)L LT ZE 0, FlICD VT, Pivotal
Cloud Foundry ® k2 A > FEBBL T2,

FIE
1 Pivotal Cloud Foundry RIZTNCP 4 Y R b= 77 A4 )V &F o A—-RLET,
7 7 A VAL VMware-NSX-T.<version>.<build>.pivotal T,

2 Pivotal Ops Manager [CE®EZ L TAOSA > LET,
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[BEDA > R-K &IV ILET.

FUOYA—RLET7AMIVERRLET,

[Ops Manager Director for VMware vSphere] #41 v 2 L& 9.

[vCenter Server 8] @ [88%] # 7T [NSX *v kT —2] &#IRL, [NSX E— K] T[NSX-T] #RL £ 7,
INSX CA FERAE] 7 « =)L KT, PEM EERDFEFAEAIEEL £ 7.

REl &)Yy LET,

O 00 N o U»u1 » W

EEBO[A VA= &y aR—R &5y o LT FyraR—RIRYVET,
10 [Pivotal Application Service] 22U v 2 LE T,

M [BE]ISTOFET—2ar RAUT, [Ry FT—0] EBRLET,

12 [aYFF 2y RTI—0 A2 —TIARDT 554 2] T[40 #BIRLET,

13 EEBOAYAb=IV Ty aRk—REIUvILT FyaR-—RIIRVETY.
14 REl&2sV v o LET,

15 BEBO AR b= FyaR—Rl &0y o LT FyraR-RIIRVET.
16 [VMware NSX-T] &2V v o L&,

17 NSX Manager 7 RLR&EAHLET,

18 NSX Manager MRt AEERRLET,

FFoa>y Foay
U347 2 MERSRA NSX Manager msIBBE L 7S5 A R—h F—%iEELET.

A—Y—BENRT—REERAUAZEXRREIE  NSXManager EBEDI—H—RENRT—RERELET,

19 [NSX Manager CA fEBAE] 7 « —JL R T, IBAEZEEELET.
20 REl OV O LET,

21 FES =2 3> R4 T[NCPl & ZIRL £

22 [PAS Foundation &] #AHhLET,

ZoO3xFH(E. NSX APl TE4® PAS Foundation #—Z(CHEET5HNDTT, /. ZOXFFIFE. PAS
Foundation BIZ NCP 2ME T A5 NSX UV —REDTU T4 v O RELTERENET,

23 [A=—N—=bA rSRR=F V=V]EAALET,
24 [Tier-O)—4—]&ANLET,
25 [aryFFry b= IP7RLR 7Oy o] & 1 DUEEELET,
a [EBmlzEsUvoLET.
b IP7RLRT7OvIEIEANLET, FRELEEGFEOIP7RLVR JAY I EANTEET,

C FLOWIPTRLR 7Oy IEANT Bi5E0H. 7AY 2% 10.1.00/16 DL/ CIDREXTEEL £
ER
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26
27
28

29
30
31

32
33

34
35

AVTF Ry NTI—=0DH TRy N TV T4 v O RERELET,
[a>FF Ry bT—0D SNAT 28T 2] 20U v LT, SNAT B LET.

[(f#txw b7 — 298 (NAT) IP 7 R L RZRIES 2DICERENS IP T RLR =)L) £ 1 DULHETE
LET.

a [EBmlzsUvysLET,
b [IP7RVRT—NE]ZADLET., FREEABFOIPT RLR T—IVEANTEET,

C FHRIP7RVR 7NN EANTZHEDH CIDRELVIP 7 RUVREEEZANLTIP 7 RLXERE
E

F73Y) BEMOT77A4T7 94— o3> —h—]1%2AHLET.
(72 ay) BFTUOIZ7AT7 94— €o 3y v—h—]12AhLET,
(T2 ay) ROFTarEBMELITEHICLET,

L

A T7 ) ME

ROwFLE7FVo—ary 57490 8, BACTDE 7747 04— )b=)VICLk>TRAY LIRS T4 v o BOJICRE

Z0YIRkesk FENET,

NCP @5 /8y & L)L OJREEERIC a3
T3

REl 2020w o LET.
(F7>3r) FES—2 3> R4 2T[NSXNode Agent] Z2IRLE T,

a [NSXNode Agent dF/\w & LANJLOOJRFLEFHNICT 2] £FRL T TNy Y LARIILTOOIDEE

FEBEMICLET,
b [RElZ2JvILET,
EEBO A VA= FyaR—RK£0Uvs LT FyaR—RIIRVET,
(ZEEER] #0U v I LET.
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I
-7
~
%
\l
\I
\I
)

NSX-T A— K /NS v (3 Kubernetes LE# L £9,
ZDEICF. ROMEYIDBEENTNET,

R O-RASUUVIORE

A—RK NSV UIDERE

O—R NS>V IDFREICIF. Kubernetes @ LoadBalancer #+—E X &7z Ingress Uy —X &, NCP L7 U

g—ar Ay hbO—-SDXRENEENET,

LoadBalancer # f 7o Kubernetes 4 —EXERELT. LAY —4DO— R NSO HEERTEET., ¥—EXR
(Z(F. BRIFELAEABOIP 7 RLR 7Oy IDIP 7 RULZAMBEVHETENET, O—R NS oH(E ZOIPT
RLREH—ERR—rZBLTABINET. LoadBalancer ICEZEEN TS loadBalancerIP #{#ERL T,

P7RUVR 7= DRI/ ID 25 TE£ ¥, LoadBalancer ¥ —ERD IP 7 RLR(F. ZDIP7RLVR 7
— I 5EIYHTOENET., loadBalancerIP NZEHDHZE, IP 7 RV RFBRFZELAMNSMIP T RLX 7Oy

IDLBEVHETONET,

Kubernetes DY —REFHELT. LA V=7 DOO—R NS Y EERTEET, Ingress Y —X(TIF. FEL
FENEBDIP7RLR 7OV IDIP7 RUADBEVETONES, O—RBNSUHEZDIP 7 RUATARINE
¥, ¥ : LoadBalancer # 4 Zm Kubernetes #+—E X%, Ingress YUY —RD/Ny Ty RELTIFHR=—FEN
Ecl IR

7 : LoadBalancer 4t —EX&E/=(d Ingress VY —RIZHED IP 7 RLREEYHTEHI LI TEEHA,
LoadBalancer #+—EX&7z(F Ingress UV —XDEREEIC IP 7 RLUREEBEL TH, IRNTERINET,

NCPTAO—R NS IEBETDICIE ncp_rc.yml 77 AV TROELDICHRELET,

1  use_native_loadbalancer # True [ZEZEL T,

2 (X7 3>) pool_algorithm % '"ROUND_ROBIN' F7=(4 "LEAST_CONNECTION/IP_HASH' [CFREL £
¥, 77 #Jb 3 ROUND_ROBIN TT,

3 (72 3r) service_size %# SMALL. MEDIUM. /(% LARGE [CERXEL EF. T 7 #J/L b(& SMALL TT,

LEAST_CONNECTION/IP_HASH 7 )L JYU XADZE. bS5 T74 v IDXETIP T RLADBELTHNIE RL/NY
IR Ry RIZEESNET,
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INRAED NSX-T O— R NSUHTHE, RBYR—-bEINET,

NSX-T{r#8H—/N 10 &,

NSX-T 7 =)L 10 1@,

NSX-T F— )b 4> /x— 30 18,

LoadBalancer +—EXAR— b+ 8 A,

LoadBalancer #—EX & Ingress UV —XBREDAR— ~&FH 10 fE.

LoadBalancer —EX & Ingress UV —RICK>TEBEINSIIT Y RRA > &30 A,

FIRED NSX-TA— R NS Y TR RPBYR—bENET,

NSX-T {r#8+—/x 100 &,

NSX-T Z—JL 100 {&.

NSX-T Z7—Jb A > 73— 300 {&.

LoadBalancer 4 —EXRAR— k 98 {A.

LoadBalancer +—E X & Ingress U Y —RREDR— ~&5F 100 1@,

LoadBalancer —E R & Ingress Uy —RICK > TEBEINZ I KR4 > ~EE 300 A,

RFED NSX-TA— R NSUHTE RBYR—-bEINET,

NSX-T {484 —/X 1,000 &.

NSX-T Z—J1 1000 1@

NSX-T 7—JL > /3= 3,000 1@

LoadBalancer #+—EXAAR— b 998 &,

LoadBalancer —EX & Ingress UV —XREDAR— & 1000 {E.

LoadBalancer —EX & Ingress UV —X (&> TEBINSZ T2 KRS > & 3000 A,

A= R NS UYDBEREINZRIC. BRT77ANEEHFLTA—R NS YO A REZZEETHEETEE A,
TEFTHICF, A—F— A5 —T A REEIZAPIZ2FERLET,

AHNFE (Ingress)

NSX-T €%, TLS f£#®d Ingress &. TLS {H#TAxly Ingress RIS, LAY — 7 oO— K NS Y REY—/N
M1 DFDIERENET.

FTRTDIngress . BE—DIP 7 RLRERBLET,
TLS 8Tzl Ingress (&, HTTP R#H —/N GR— bk 80) ETHRIAMENET,

TLS 4% Ingress (. HTTPS (RS —/N (R— bt 443) ETHRAMESNES, O— K NS HESSL -,
ELTHEEL., 5147 D SSLERERTLET,
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m  Secret & Ingress DERIEFIZEETIEH Y ER A, Secret #7210 b H BBE. TNESHET 5 Ingress
Mhd L, FAEE NSX-TICA4 oR—FEINET, Secret BEIRIN/BE, F/2IEHKEIT Ingress M7 7=
Secret ZBMHEIR I N/ZHAIL. Secret (T ET BERAEFHIBREINET,

m IngressA®D TLS €202 3 > DEBMEBBIRETR—-FENTOES. Ingress DERRDS tls F—H3HEIER
Ens &, Ingress Jb—ILIE HTTPS R8BS —/N GR— bk 443) 5 HTTPREEH —/N (R—k 80) [CErxEh
9. ARRIC. Ingress OAERIC tls F—MEME NS &, Ingress J)b—)bIE HTTP fREBH —/N (R—k 80) 5
5 HTTPS R85 —/N (GR— b 443) (CEmErEnE T,

m INQress DEET. B—I SRV ([CHT DI —ILBBEELTNSEE. RO —IVOIHPBERAINET,

B I DOUSRITHR=FINZDIE. TI7AHIN DNV IITY REFDE—D INgress DHTY, ED
Ingress IL—JILEBH—HLIEWNZ T 0 v IlE TI7AIEDNY ST RICEREINET,

. TIUAIINIDNY T RERD Ingress BEHDH 253 BYID 1 DOHDBRESNET, TOMED
Ingress (. TS —&ERGEENET,

B JAIRA-RICKBURITYFITIE ERREBOXF [ & [*] BDYR-—bIhEd. 2&x2E /KR
[/coffee/*] (%, [/coffee/] M%IC 0 BE/=(E 1 BULDXFEIH L XFF. =&z (L [/coffee/]. [/coffee/
al. [/coffee/b] &—% L £9. [/coffeel. [/coffeecup]. [/coffeecup/al 7z &(F—2LERA, /SRIC T/
| BEENTWRBE, =ExIE [/tea/*] (F. T/teal D#ICOMELE 1 EULDOXENHL XFEF, 7=
EZIE [/teal. T/tea/l. T/teacupl. [/teacup/l. [/tea/al. [/teacup/b] ImEE—HTEHILITEELTL
0, Z0BE. ERRFAOHRIF ] b7AMIVRA—RXFELTHELET.

Ingress mERDA

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /tea/* #Matches /tea, /tea/, /teacup, /teacup/, /tea/a, /teacup/b, etc.
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

m IngressOUY—RICT/T—3>Z&EMLT, HTTPURL U Z I X b rewrite £ ETEET. RIFEDH
TY.

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ncp/rewrite_target: "/"
spec:
rules:
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- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

INR [ /tea] X [ /coffee] (3. Ny I IT VR HY—EXRANDOURLZEERIIC [/] [CEE=|ASNET,

LAY —7B—RKNSHELVRY M7= KRU I —
NSX O— R NS UHRBY —NA\PERyY RIC,S T4 v O EGET BHEEE FETIP 7 RURMN Tier-1 )b—4 —
DT7vTIV 0 R=bDIPT7RUVRIZHVET, ZO7 RLVRETSAX=rTier-1 Bfiry b7 -0 LILH D
7=, FRAIESNBIRENS T4 v VM CUDRR=RD3Ry b7 =0 RU S —([CKUFRAISNBEWZ ENHYET, =
DEEZER(TZ(2E Tier-1 )= =07 v TV R=rDIP 7 RLURH, FaanTtas DR 7Oy o2&
FNELDICRY NT—O RUS—ERTETHIVLENHYVET, ZORIIP 7 RLRIL
status.loadbalancer.ingress.ip 7 1« —JL R®D Ingress DD —EEHE LV Ingress UV —RD7 / T—
3> (ncp/internal_ip_for_policy) &L L CaA—H¥—[CRREINET.
FEZIE RBY—NONSBIP 7 ELRB4405 THY, AESB Tier-1 = —D7 v TV R—bDIP7 KL
2755 100.64.224.11 DiB4E. Ingress DHEREFRD LD IV £ T
kind: Ingress
status:
loadBalancer:
ingress:

- ip: 4.4.0.5
- ip: 100.64.224.11

Ingress YUY —RD7 /7= 3 VIERODEDICEYET,

ncp/internal_ip_for_policy: 100.64.224.11

LoadBalancer ¥—E X

n NSX-THE SH—EXK—bTLA/v—40O— K NS HEERLET.
n  TCP LU UDP OEADYR— hEhES.

s BY—ERICE—BEO P 7 RLRBEYHTSNET,
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NSX-T Container Plug-in (3. NSXManager 574 hjb A—H— A& =T 1A RERFEARV R4 4>
=714 R CL) hoEBRTEET,

E: ESXI65 THBIFOILTF KR FOREY S > &, 10 ESXi65 K2 k< vMotion THBATT 288, BT
RAOAVTF AR FEDALTFHE, BAKOIALFF KRN LEOAVTFAOEBEFRDONET, ZOMHER,
227 F AR RO WIC £ L. BEEHT 5 ETRRTEET. SOMER ESXi65 Update | LIS TIER
ELEH A,

Hyperbus Tl /N4 /X—=/4H—D VLAN ID 4093 & 4094 (3 PVLAN O EAICFHENTEY. D EEET S
ZEFETEERA, VLAN DG E#(T57=6. RL VLANID @ VLAN #EB X1 v F £/ VIEP vmknic 35 E
L7aWT<EE 0,

COEICEF. RDIEYIBEENTNET,

s NSXManager 4574 h)l A—Y— A5 —T A XTOIP 7Oy I DER

s NSXManager 574 W)l A—HY—A 25 —TzAXATOIP 7OV IDHY TRy hDOEE

n  CIF EERwRER— b

m Cllawrk

m I o—O—F

NSX Manager 574 Al A—H—A 205 —T A ATHIP 70O
v I DEE

NSXManager 27 4 A A—HY— A& —T A RT, IP 70y o057 J%EM. HIkk. #wE Fr. SET
EET, FHEERTHILEHBTEET,

FIE

1 7Z9%m5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) (COZ A > L
£,

2 [DDl] ##RL%E T,
BEOIPTRLRADTOY I D—BBRREINET,
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3 ROWTNHDOT o3V ERITLUET,

73> T7oar

IP 7Oy o#EmMyS emlzsuy o LET,

120 ED IP 7Oy S 2Kk 3 TDUEDIP 7Ry s&sRL, (MRl 20Uy o LET,

IP 7Oy szmeEdss P7oyvoe@RLTREl 20 v o LETS,

P70y s nsleRRT S P7avores)yoLEd. 2ROBERERRTHICE. BE] s 720U voLE

T, ZOIPTAvIDY TRy FERFTBICE B TRy N 5TEIUYILET,

P7Oysns /EEBLET, P7oOvoEBERL, [702aV]-[470EB]DIBICO) v I LET,

7Ry BBV ETONLIP 7Oy Z3HIBRTEEEA.

NSXManager 274 AV A—Y—A 25— A XATHIP 70
vODY TRy FOEE

NSXManager 27 4 A A—H— A5 —T A ApS P 7Oy (Y TRy bEEIMLZY, BiRTHZE
MTEET,

FlE

1 7595 m5 NSX Manager (https://<nsx-manager-IP-address—or—-domain-name>) [COZ4 > L
£7.

2 [DDl] ##RLET,
BEOIPTRLVRADTAY I D—EBBRREINET,
3 IP7O0vongmEs Yy o LET,
4 [HBT7xv bR 9TEVVYILET,
5 ROWFNHDIDT a3 ERFTLET,

*Tary FToay
IP70vs 7%y hEBMTS CemlzsUyoLET,

12D IP7Ay S 7%y h2HIBRLE 1 DULOY TRy bEZRLT, (KRl 22U v o LETS,
¥

CIF iR — b

AF @>TF A28 —=T 14 R) (3. RAMyFLORBEBR—MIEHRENTNDAVTFTORY T A 25—
714 RTY, InsDR— NI CIF #EEHRER—FEOWET,

NSXManager 57 4 Al A—H— 4> 5 =T 24 A5 CIF HGHRER—- FEERTEET,
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CIF #EGRER— bDOEE

[(RAwvF o I]-[R—b DIEICEEL T, CIF #HEHRER—- 280 ITRNTOREBR-rERRLET., CIF #65H%
ER—hOERY V0E )y I LT, BRIEFRERRLET, HEBR—MDUVIES )Y ITBHE D4V RD
RAUHBEE,. BE] [BER]. [BE]. BE 04205 ThRRaNET, [BE] - [HER— M DIEICZY v o
T2E TyTU o A4y FICEET IHEBAR— MRRENET, AAMvF R— bOFEMICDNTIE, [NSX-T
EEHAR] 28BLTEE,

Xy ND—OBWRY —)L

KDY —)iF, CIFEGEHEBER— M2 R—FLET. NSOV —ILOFEHBIZDWNTIZ. INSX-TEEBAA R] %
SHBLTLEE,

= No—X70—

s R— MNE#H

m |PFIX

n OVTHICERLTOWSHRERS v F R—bD GREATRIMEEZERALT VE—FR—KI5-UVIER
TTEXT, FHBICONWTIEE INSX-TEBAAR] O [R—bII5-UT RAyF T T7AT 74D
WT) 28RLTSEEN, 2L, AR DS VIFR=EADR—F 25UV IEHR-—bESNERA.

SEOUY—-RTE. 28y T —2BESEKETR-—bENTOEEA,

Clla<w>r K

CLlax > kRERFTTSI12(F. NSX-T Container Plug-in a>F+Ic@ 44> LCH —ZFI)LERE. nsxcli avx
Y RERTLET.

J—=RTERDATRERFTLT CLU TRV T hERRTHIEHTEET,

kubectl exec -it <pod name> nsxcli

KO- I.NCParyFroCLlax>r R

147 avr R =

RaE get ncp-master status Kubernetes & PCF o7 1335,
KeE get ncp-nsx status Kubernetes & PCF @7 #5345
/N2 get ncp-watcher <watcher-name> Kubernetes & PCF O @77 18545,
/N2 get ncp-watchers Kubernetes & PCF O @77 18545k,
N get ncp-k8s-api-server status Kubernetes M & 13545k,

Keg check projects Kubernetes @535k,

Keg check project <project-name> Kubernetes M & 13545k,

N get ncp-bbs status PCF @ h33d 5k,

RaE get ncp-capi status PCF @ h33d5R,

N get ncp-policy-server status PCF & b3%d%R.
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KO- IL.NCParyFFoCllavwr bk #&)

47 avrkr b=

Frvia get project-caches Kubernetes @153t 5k,
Frvia get project-cache <project-name> Kubernetes m a5t 5k,
Frvia get namespace-caches Kubernetes o535k,
Frvia get namespace-cache <namespace-name> Kubernetes mah3%t5k.,
Frvia get pod-caches Kubernetes m# h5%t5.,
Frvia get pod-cache <pod-name> Kubernetes @& h3%i5k.
Frvia get ingress-caches Kubernetes @& m3%d5k.
Frvia get ingress-cache <ingress-name> Kubernetes @535k,
Frvia get ingress-controllers Kubernetes @& 535k,
Frvia get ingress-controller <ingress-controller-name> Kubernetes m 535k,
Frvia get network-policy-caches Kubernetes o535k,
Frvia get network-policy-cache <pod-name> Kubernetes m# h3%t5.
Frvia get asg-caches PCF @ H33t5R,

Frvia get asg-cache <asg-ID> PCF @ H33d5R,

Frvia get org-caches PCF O & 13335,

Frvia get org-cache <org-ID> PCF &3t

Frvia get space-caches PCF o33t

Frvia get space-cache <space-ID> PCF o & 1335,

Frvyra get app-caches PCF o & p3%d5R,

Frvia get app-cache <app-1D> PCF @ h33d5R.,

Frva get instance-caches <app-ID> PCF o#hix&R,

Frvia get instance-cache <app-ID> <instance-ID> PCF @ H33¢5R,

Frvia get policy-caches PCF o & b3%d%R.

HAR—b get ncp-log file <filename> Kubernetes & PCF O @77 18%45.
HAR—b get ncp-log-level Kubernetes & PCF oA 13345,
HAR— b set ncp-log-level <log-level> Kubernetes & PCF oA 13345,
YR— b get support-bundle file <filename> Kubernetes o535k,

HR— b get node-agent-log file <filename> Kubernetes m & h3%t5.

HR— b get node-agent-log file <filename> <node-name> Kubernetes m# h5%t5.,
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% 6-2.NSX Node Agent avF+o CLla<w v K

47 avrRk

/N2 get node-agent-hyperbus status
Frvra get container-cache <container-name>
Frvia get container-caches

& 6-3. NSX Kube-Proxy a>F7# o CLla< >k

47 avrkr

g

Kee get ncp-k8s-api-server status

N get kube-proxy-watcher <watcher-name>

o
>+
o

i

get kube-proxy-watchers

o
>t
i3

o

dump ovs-flows

NCP arFFnikEga< > Kk
» NCPYR&—DHRELZRLET.

get ncp-master status

i :
kubenode> get ncp-master status
This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

m NCP & NSX Manager OB D#ERHEDIREERTLE T,

get ncp-nsx status

B

kubenode> get ncp-nsx status
NSX Manager status: Healthy

m Ingress. &REIZEM. Ry R, Y—EXRDOEHROREERRLET,

get ncp-watchers
get ncp-watcher <watcher-name>

Bl

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
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Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

s NCP & Kubernetes APl 4 — /D DIREEA R R L E T

get ncp-k8s-api-server status

Bl

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy
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D TRTOTOY Y hEEFBEO IOV FERRBLET,

check projects
check project <project-name>

5
kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

m  NCP & PCF BBS BID#EHDIRAEEEELE T,
get ncp-bbs status
i

node> get ncp-bbs status
BBS Server status: Healthy

m  NCP & PCF CAPl BlDiE#DIREEEHER L E .
get ncp-capi status
1 -

node> get ncp-capi status
CAPI Server status: Healthy

B NCP & PCFORY v — B —NREOEHFEORREEERLET.
get ncp-policy-server status

Bl

node> get ncp-bbs status
Policy Server status: Healthy
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NCPaYvF+DF+Fvviraavwr R
R OO bEAEERIERORNS Ty vy aFRELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace—name>
get namespace-caches

Bl

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca®58d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:
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logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

n Ry RORBFr v 2 ZBMEBLET

get pod-cache <pod-name>
get pod-caches

B

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:

cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
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app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8c06b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

B IRTOINgress DF+ v L a2 FLEFRFEDF v 2 ZBMEBLET.

get ingress caches
get ingress-cache <ingress-name>

Bl

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a0-4934-0938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
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paths:

path: /coffee

backend:
serviceName: coffee-svc
servicePort: 80

lb_rule:
id: 4bclebdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

. TARTO Igress Controller, &7z (34 E D Igress Controller DEREIB L ET. ZNIZE EHiaar ~O

—JbBENET.

get ingress controllers
get ingress—-controller <ingress-controller—-name>

B

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-f1la0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
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1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cd6de52c3

kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

B Xy b= RU—Fry I aR@FBEORI Y —Fr v aZBELET,

get network-policy caches
get network-policy-cache <network-policy-name>

B

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
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50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
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src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51f1

m IRTOASGF vy aE@FHEDASGF vy aEZMELET,

get asg-caches
get asg-cache <asg-ID>

Bl

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:
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B IANTOEBF vy 2 FERIBEOHBT v v 2 EMBLET,

get org-caches
get org-cache <org-ID>

Bl

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

B INTDOBREF vy aFLABEOREF v v 2 ZEELET,

get space-caches
get space-cache <space-ID>

Bl

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b60910413c47:
name: test-spacel
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org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307
running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

B IRTDTTIVT =23 DF vy aF@B/HEDT TVr—2 a3 DF v v aEMBLET,

get app-caches
get app-cache <app-ID>

Bl

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efal8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2b12b-b425-4d9f-b8e6-b6308644efal
instances:

b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
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id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

m TV 3 DIRTDA VR VA F vy P aFBBEDA VA VA Fv v aZBELET.

get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>

Bl

node> get instance-caches aff2b12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl12b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

B IRTORY S —FryaZRELET.

get policy-caches
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Bl

node> get policy-caches
aff2b12b-b425-4d9f-b8e6-b6308644efa8:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

NCPaYF+odR—-—rav R
m J7ANARTITNCP HAR—F N RIVERFELET,

YR— b /N2 RILIZIE. tier:nsx—-networking EWD SANIUMBFVNTE Y, Ry RROTRTOITFTD
A7 774UWBEENET. AR T7740FtgzEKT. CLUOT 74 EDT774IVA T T4 I b
1) /var/vmware/nsx/file-store [CRFEENET, CLI D file-store A~ REFERATZENVRIL 77
ANE)E—F YA MIOE-—TEET,

get support-bundle file <filename>

i
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

s NCPOJETZ7AMILRARTICRELET,

Og 7743tz ERXT. CLUDF 7AW EDT7AIVANT T4 L& N /var/vmware/nsx/file-
store [CREENET, CLIofile-store ax > REFERTDE. NV RIL 77 AIIEUE—N YA MK
—T&EET,

get ncp-log file <filename>

Bl

kubenode>get ncp-log file foo
Log file foo created in tgz format
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» NodeAgentO4 &7 7 AR LT IRELET,

BN/ —REEEFITRTO/ —RD Node Agent A& RELET. OJFtgz LT CLIDTF 7+ bD

774IVARNT T4 L& MY /var/vmware/nsx/file-store [CRBFEENET. CLI o file-store av< > R

ZERATEHE NRILT7AINEVE—F A MIOE-TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

B

kubenode>get node-agent-log file foo
Log file foo created in tgz format

m OJ UNLVERGELTRELET,

ERAIEE/ZRO Y L ANJLIZ NOTSET. DEBUG. INFO. WARNING, ERROR. &Kk CRITICAL TT.

get ncp-log-level
set ncp-log-level <log level>

Bl

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent a>FF+mikEEa< > K
B 20/ — KD Node Agent & HyperBus BDiERDIREEERRLE T,
get node-agent-hyperbus status
i :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX Node Agent a>5FFDFvva a<v» B
. NSXNodeAgent a>FFOREMF v+ v a2 ZWMBLET.

get container-cache <container-name>
get container-caches

i
kubenode> get container-caches

ciflo4:
ip: 192.168.0.14/32
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mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy a>FF+mikEga< > K
n  Kube 7O & Kubernetes APl H —/\BDEEDIREEERRTLE T

get ncp-k8s-api-server status

Bl

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

s Kube 7O+ DERDREEZRRLET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

Bl

kubenode> get kube-proxy-watchers
endpoint:
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
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Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90

Total events processed since watcher thread created: 90
Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

m /—ROOVST7O—DFT

dump ovs-flows

Bl

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

IS5—13—RK
ZDEI 3 Tl SFEIFEFRZAVR—FR ML > TERENEZ IS — - RICDWTEHBELET,

NCP (NSX Container Plug-in) TS — a—R

I>—a—FRk Bt

NCP00001 RENEIHTY
NCP00002 MEMEICRBLE L
NCP00003 REEDEZN TS
NCP00004 T T BEHTT
NCP00005 RAEMNRODPUEEA
NCP00006 b—=OYDBRODYEEA
NCP00007 NSX DEREMNEN TS
NCP00008 NSX D& & i@ Ty
NCP00009 NSX DR ICEBLE LT
NCP00010 /=R GTBREOMDUEEA
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I>—1a—R L]

NCP00011 / — ROHRERA v F R— b PEHTY
NCP00012 BVIFOFEFHICKBLELLE

NCP00013 VLAN AR L CTWET

NCP00014 VLAN ORISR L E L7z

NCP00015 P7RLR T=IISFRBLTWET
NCP0O0016 IP7 RLURDBIICEBLE L
NCP00017 P7RLR 7Oy IDBRBLTONET
NCP00018 PH7xy FOERICKBLELE
NCP00019 P4 7%y bOHIBRICKBLELR
NCP00020 P7RLR T—ILOERICKELE L
NCP00021 P7RLR T—ILOBIBRICKELE LA
NCP00022 I — & —DERICKBLEL
NCP00023 MBI —Y —DEHICKMLUELE
NCP00024 I — —DHIRRICKBLUE L
NCP00025 RERA Y FOERICKBLELE
IS5—a—Rk £

NCP00026 MRIERA Y FOEHICKKLUELE
NCP00027 IR v FOHIBRICEBLELE
NCP00028 W) —F — R— bOERRICKBLELL
NCP00029 BN — — R— FORIRICKBLELE
NCP00030 FRIERA v F R— bDFERRICKRELE L
NCP00031 FIERA v F R— bDEFHICKBMLEL
NCP00032 MRIBRA v TF R— FOHIBRICKRBMLELE
NCP00033 Fy bT—=0 RUS—DBRODUEEA
NCP00034 T7AT7 A —IVOERICKRBLE L
NCPO0035 7747 04— IVDFEHRYICKBLELL
NCP00036 T7AT7 0 F—IVOEFHICKBLELE
NCP0O0037 T7AT7 0 F—IVOBIRICKBLE L
NCP00038 BEOT7 747 04— IBRDMUELE
NCP00039 NSGroup OERICKELE L7
NCP00040 NSGroup DHIBRICKEK L E L7
NCP00041 Pty bOVERICKBLE L
NCP00042 Pty bOEHICKBLELL
NCP00043 Pty hOHIBRICEBLE LR
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I>—1a—R L]

NCP00044 SNAT JL—ILDERRICKRBELE L7

NCP00045 SNAT JL—ILDHEIBRICKEELE L7

NCP00046 7575 APl Ik BHERICKRBLE L
NCP00047 TETY Dy FrDBINTY

NCP00048 O—RNS2H H—EXDHIRICEKKELELE
NCP00049 O— R NS HREY —/NOERICKBLELE
NCP00050 O— R NS S REY —NOBEHICKBLE L
IS5—a—Rk £

NCP00051 O— R NS S REY —NOBIBRICERBLE LR
NCP00052 O—RNSUY T—)LOERICKEBLE L
NCP00053 O—RNSUH T—ILOBEHICKKLE LR
NCP00054 O—RNSY T—)LOBIRICKBLELE
NCP00055 O— R NSH —ILOERICKRBLE L
NCP00056 A=K NSUH I —ILOEFHICKRBLE LK
NCP00057 O— R NZ2H IIL—ILOHIBRICKBLELE
NCP00058 O—RNSUH T=ILOIP 7 RUADBMRICKBLUE L
NCP00059 O— R NSUHREBY —NEY—ERDBEEMFHBRDONY EHA
NCP00060 NSGroup OEHICKELE L7

NCP00061 T7AT70F = =L OERBICKBLELE
NCP00062 NSGroup O&#hd U £ A

NCP00063 /= MRETIUBRODUEHA

NCP00064 /—=RVIFBEODUEEA

NCP00065 FERREDA Y R—MIKRBLELE

NCP00066 FERAEDT A »R— MIREBMLUELE
NCP00067 SSLNA > ROEHICKBLE L

NCP00068 SSL7Aa 774 UBRDODYERA

NCP00069 P7RULR T—ILSEDDY ERA

NCP00070 TOEdge 252 BRODY EEA

NCP00071 P7RLR T—ILOEHICKELE LA
NCP00072 TARNYyFvICRBLELE

NCP00073 NAT JL—ILDHIRRICKE L E L7

NCP00074 MBI —F— R— FOEBICRBMLELE
NCP00075 NSX Da&E DHERICKI L E L7z
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I>—1a-—Rk L

NCP00076 SNAT L —ILDEF TR L E L 7=

NCP00077 SNAT L= SEBHELTVES

NCP00078 O—RNSUHDIY RRA > bOBMICKBKELELL
NCP00079 O—RNSUHDIY RRA >V bOEHICKHKLELL
NCP00080 O—RNZH )= T—ILOERICKBLE L
NCP00081 O— R NSUHRBY—N\BRODUELEA
NCP00082 Pty hOFABRYICKBLELE

NCP00083 SNAT 7— )L DESICRBRLE L2

NCP00084 O—RNSUHY H—ERDERICKBLELE
NCP00085 O—RNSUY H-—ERDEHICKHKLELL
NCP00086 FIE)—4 — R— FDEFHICKBMLEL

NCP00087 O—R NS HOMBULIZKRBLEL

NCP00088 P7RULR 7= H—BTlIHYERA

NCP00089 LAV—7 RN Fry P aORPTS—
NCP00090 O—RNSoY T PREENTOEEA
NCP0O0091 O—RNSIY =) Fv v aDPMEETS—
NCP00092 SNAT 70X kB LELE

NCP00093 O—RNSYHDT T+ FEEAELS —

NCP00094 O—RNSUHDIY RRA 2 bORIBRICKBLELL
NCP00095 Tz MBROMDUEEA

NSX /—F =2z bDI5—O—F

I>—a-—FK A

NCP0O1001 OVS 7y 7U Y omEDDHYERA
NCP01002 RARD MACT RLRADEDDY ERA
NCP01003 OVS R— hDERRICKRBRLE L 1=
NCP01004 Ry RBBESNTVWERA
NCPO1005 Ry FOBRECKHBLELL
NCPQO1006 Ry FOBREBRRCKBLELL
NCPQO1007 CNIVSTy bEDIUEEA
NCPQO1008 CNI ofE#E Ik L E L=
NCP0O1009 CNIN=2arD—HLEEA
NCPQO1010 CNI Xy —2DREICKKLELE
NCPO1011 CNI Xy =2 DERR IR LUE LT
NCP01012 Hyperbus o1 kB L & L=
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I>—a—Fk
NCPO1013
NCPO1014
NCPO1015
NCPO1016
NCPO1017

el

Hyperbus N—< 3 > —H L EHA
Hyperbus »x v £—CD2{EICLKLELE
Hyperbus » vt — 2 DRk (SR L E L
GARP D%fEICKRBLE L

A0 =T A ADREICKBMLEL

nsx-kube-proxy @ TS5 — 3—RK

I5—a-k
NCP02001
NCP02002
NCP02003

L
BHETOF DT — b A R—hTT
7OF+2 a7V RORTICKRMLE L

O+ OMERICKBLELE

ClloxS—a—FR

I>—a—Kk
NCP03001
NCP03002
NCP03003
NCP03004
NCP03005
NCP03006
NCP03007

e

CLloghickcBLE L=

CLU YTy boERICKELE L
CLUvTy bofist Ty
CU&SA47 > FOERDEHTT
CLI =R IR L E L
CL g —noREICRBLELE

CLlaw > FORFTICKBLELE

Kubernetes ®T>— a— K

I>—a—Kk
NCP05001
NCP05002
NCP05003
NCP05004
NCP05005
NCP05006
NCP05007
NCP05008
NCP05009
NCP05010

VMware, Inc.

BieA

Kubernetes mi##iIc kB L E L7
Kubernetes & E 1S EIH T
Kubernetes 0ERICkHLE L
Kubernetes D+ —mEDM YU EHEA
Kubernetes @4 « 7MEom U £ A
Kubernetes w v F+ BIH TS
Kubernetes Uy —20DEE 1SEMNTH
Kubernetes Uv —20 % A TEMN TS
Kubernetes Uy — 20 ICkBLE LT

Kubernetes #—t XD (Z5LBE L £ L 1=

74



NSX-T Container Plug-in for Kubernetes and Cloud Foundry : 4 > X k=L L OEBA A K

I>—a—Fk
NCP05011
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NCP05013
NCP05014
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NCP05016
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NCP05023

L]

Kubernetes T> RARA > bOMIBIZKKLE LT
Kubernetes Ingress /\> RILOMEIZ4LELE LT
Kubernetes v b7 —2 RU S —DMIBICKKLE LT
Kubernetes / — kB (C4LH L E L=
Kubernetes &aTZeM MR ICLB L E L7
Kubernetes Ry kDI (CLHKLE L
Kubernetes Secret maLE (CskB L E L=
Kubernetes ¥ 7 4L b Ny TV RISEBLUE L
—H= 18 Kubernetes THR— hSnTOWERA
Kubernetes D25 —4 ZDEFH LML E L=
Kubernetes 7 /57— a > OEHICKKLELE
Kubernetes 0 &#IZ=MOF v v L aBROMDUE LA

Kubernetes Secret MRDOMU £HA
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