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F—N—bA S RR—b VY=

NSX Manager IcO 74> U, [Z7TUv2]-[FSVAR—F V-V]QIBICEELES, AVTF Ry FD—7
CERASNTVNEA —/\—LA FSUAR—F =V ERRT DN HRICERLET,

ncp.ini ® [nsx_v3] 2> 3> Toverlay_tzA 73 3 VERELT. VI AYDA—=/)\=LA FZ R
R—bV—VERELEYT, COFIEIIS S>3 0Td, overlay_tz #:%E LA LEE, NSX Container Plug-
in (NCP) I3 Tier-0 )L =% —h67F—)\—LA +FZVAR—-F V-2 IDE=E8FICEELET,
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WMERA v F

J=EHT =5 2710 BICERT S INICIE, ==L AHREBIAA Y FILEFRITDIVENHDDET, /—F
DEEA %5 — T 14 2L NSX-T Data Center [CE#id 2R EILHDETAN, BEFEITDEY 7V THRRIC
m0 &3, NSXManager IOV 1> U, [Ry FO=27]-[RA4yFVT]-[AA4 Y F] DIBICEBL T, REIA Y
FEERTEET, ATV FETHER- FEERL. /- FOVWNICZEHELEZ T, BRER— FTITROY THW
B2TY,

m %57 :<cluster_name> 21— :ncp/cluster
= %5/ :<node_name> 21— :ncp/node_name

<cluster_name> f&l3. ncp.ini ® [coe] o> a3 vIiZH 2 cluster 7 7> 3V DEE - ZHED
HOET,

Kubernetes Rw RO IP 7 RL X 7Ov &

NSX Manager ICO0%7 1> LT, [y FD—2]1-[IP 7 RLZAEE] QIEICBE L. 1 DUEDIP 7RLR TJOvY Y
EERUES, P7RLZ JOv Y% CIDRERTIRELET,

ncp.ini @ [nsx_v3] 7> 3> container_ip_blocks # 7> 3 V&% E LT, Kubernetes Rw Rd
P7rRLZ JOv I EEELET,

SNAT LIADBRIZBICIP 7R LA JOV I EERT D EETEET,

ncp.ini @ [nsx_v3] 2> 3> Cno_snat_ip_blocks # 7> a3 &%FEL T, SNATUADIP 7 R L X
JOv Y ERELET,

NCP OETHRICSNATIAD IP 7 LR TOv 7 &ERUICSBEICIE. NCP EBEST 2 0EAH XY, BiL
FgLaWHBE P7RLA JOvIWBd 2T, NCPIIEBOIP 7L JOv Y aERUEITET,

EOIPT7RLZ IOV EERT ZEEIC. NCP#ERL T 77 )L ncp.ini @ subnet_prefix /(S A—-~ D&
LORENWTU T4y AFERBLENTLIZE ),

SNATOIP7RLR F—=Jb

SNAT L=JLICE> TRy FOIP 7 B L 2%EZ#T 2154, £1zI£ SNAT/DNAT JL—)LIC &£ > T Ingress Controller
EERAT2HE. P7RLA =)L OpenStack 07 O0—7 4 V7 IP 7 RLAERBEIC, IPT7RELADERDHT
[CEAENET, NSO IPT7RLAF AP 7 RLAEENNET,

BEBHD Kubernetes 7 2 25 ARIUAEIP 7 RL A T—IL&aFERLET, ENCP 1257 U RIE, BET S
Kubernetes 7 S 27 (CCODT—=ILOY Tty FEFEALET, T 74 ETIE Ry ROU TRy FERBUCY TXRY
F Uy ZAPMEREINE T, BELDUAADY TRy FEMAT BT ncp.ini @ [hsx_v3] 77 3
VIZHh D external_subnet_prefix # 7y avEEHLET,

NSX Manager IcO7 4> U, [A RV FUL-[ZIL=T]-IP 7 FLA =)Ll DIBICEEBLT. T—ILEERT D
m BEOT—ILERRLUET,
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ncp.ini @ [nsx_v3] 7> 3> external_ip_pools # 7> 3 &H/ZEL T, SNATOIP 7 RL R F—
IWERELET,

Y—ERCT7/T7—3avEBMULT. BEOY—EZADSNAT Z#XHET D EETEET, RIITDHIT

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCPICE>T. TOU—EZXDOSNAT JL =LA ESNET, COIL—ILOXEETIP 7 ELAIE. —ED/\v o T
VRRYBRTY, BEIP7RLAIL IBEUHNEIP 7RELA =I5B DY TENESNATIP 7 R L X TT,
ROBRITFRELTLIEE ),

B ncp/snhat_pool TIEE=NZIP 7 RL 7’—)Ll;t —EXEHTET a1IC NSX-T Data Center [CEZ& L
THWMENHDET, NCP23TLUETIZ. IP7RLR T=)LICIE. 77
{"ncp/owner": cluster: <c1uster>} NEENDIUEND DRI,

m NSX-T Data Center Tld, —E 2D SNAT JL—)LOEEIBAIZTOY 7 FLDEBLRDET,
B Ry RICEHO SNAT L= ESNTVZIBAIE. 1 D20 —ILOHFIEELET,

KDZTEIPTELRA T=)LICBMT2ZET, SNATOIP 7 RELZ =I5 IP7 RLAEED BT 2ER[122
BERECSEXI,

" 20— :ncp/owner. %7 :ns:<namespace_UUID>

ZRIZE UUID 12, RONWITNAOINY FTHRETEET,

oc get ns -o yaml

RORNITERB LTSS,
B 2571CIF1 D0 UUID 288ET 2MENH VXTI, AU T-ILICH L TERODY JEERTEET,

B BN T R=ATEOEFZEEDIP 7 FLANE DB TENIRICY TEEET DL, T—EAD SNAT 3%
ENZEE=NSZH NCP ABREEScNZET, BINHTEHOIP 7 FLAFBRAShEE A,

B ZEIZEBOABEY JIIA T T, SO ITNERWNEE. FROZBIZEBICSNATIP 7L =LA
S5IP7RELAZEEDETE2ZENTEEXT,
(FTo3r) 72747 94+=IDX—h— o3>

BEBEMER LD 74705 =)L IL—ILD\ Fxy D=2V RUS—CEDNWTNCP TERLULET 714707 —)L
oY avICTFSEINRINELSICTBICIE. NSXManager ICO7 14> L, [EFaUTa]-[08T 71797 —)L]
-[EMR] DIBICEBLT. 2D00T 747 04—l U 3V EERLET,
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ncp.ini @ [nsx_v3] 7> 3> bottom_firewall_section_marker &LV
top_firewall_section_marker # 7> 3 V&ERELT, X—Hh— J7A47 04— )L U aVvERELE
3_0

RMIOI7AT7 04— 2023Vl REMOI 747 04—l €03 VD FICEESNIMNENHDET,
NBEQIT7ATIA—)I I3 VEERTEET, NCPORBERICERT 2IRTOIT 747 o4 —)L 27
2avd. UARDRNIO I 7AT7 04— 20 arOEICEREN. NCP ARU S —BICERT 29 NTOD
D747 05— 20y avIid, REUQTF7AT7 04— B a VO FITERESNELDICBDET, X—H—
U a3 VEERLURWNGEE, IRXTOREIL—)LITU A FOFRFIICERSIN. IRNTORIY— 2072 3 V[Ed&
FAIICERENET, BUEBEROEROR—N— J747 94—l 2023 vE 1l DOV ZAYICERET &
[FTERWEHh, TT-MRELET,

Tier-O @B — & —DER EETE
Tier-0 #3/)L—% —Id. Kubernetes / — FENLTHERY RO =V ICERLE T,
Flig
1 TJZ95n 5. NSX Manager (https://<nsx-manager-ip-address>) (O 1 > LET,
2 [RybFD=2]-Ub=T127]-Db—5 -] QIEICEB LT, [B] - [Ter-0)L—5 -] DIEICY Uy LEY,
3 ZEIEANDLET, BEICHGUTHBEADLET,
4 CoTer0mEIL—Y -2\ 7y IT328FOEdge V25 & FOY IH DY AZ1-H6RIRLET,
5 BAAME-RFERBRULET,
FOT AT/ AT IN\AEBRUET,
6 REIZVUYILFET,
FUWREBIL—Y =NV EUTRREINET,
7 WEBIL-Y-DUVIEIUVIUET,
8 Ub—F+127]-Ub—FBEA]DIBICY Uy D UET,
9 #HLLBEREIOEEZEMISICIE. BMZEI/UYILET,

EETOHBAICIE. IL—T1>7 (NATTI37zzL) FROYVTINSK X571 v o] &2 RUET, NAT HRO
T oiBEICIE, [Tier-ONAT] #2BIRUET,

10 IRElZV UV LET,

1 HUERSNIZIL -9 &I U T ULET,

12 BE]-UL—%— R-F]QIBICY7 Uy T LET,

13 Geml s Uv o LT, 7y Uy R—F&EBMUET,
14 FSURR—F /- RERRLET,

15 LIBIER LICHRIBR M v FERIRLE T,

16 AExy FDO—=UDIP 7L AERELET,
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OpenShift IRETO NSX Container
Plug-in (NCP) A > X k=)l

ZMETIL, NSX-T Container Plug-in (NCP) & OpenShift 4 > 2 =)L EREAEICDOVWTEHRBLET,
COELCIE ROFEYIMEENTNET,

= OpenShift g8~ > > DER

®  Ansible ® hosts 7 7 )L DZ#(f

m B Playbook ##f L7z NCP & OpenShift o1 > 2 +~—JL

B CNI 757> OVS. NCPDocker 1 A=A V2 F—)L

= QOpenShift Container Platform @1 > 2 +—JL

® NCP & NSX Node Agent m=E47

By VY TICET 2 FREE

OpenShift (R18~ < > DR

NSX-T Container Plug-in &1 2 +—)L ¢ %g1lC. OpenShift &4 V2 F—)LT2HBENHVET, 1 DULEDT
AT —ERAT2MENDDEXT,

SEHIC DUV TIE, https//docs.openshift.com #&28B LT fEE L),
RORTY 7

Ansible hosts 7 7 1 L& #m L £ 9, [[Ansible @ hosts 77 1)L 0wl #22B LTSI,

Ansible @ hosts 7 7 1 JL D #{i&

Ansible @ hosts 7 77 )LICIE. OpenShift 7525 M/ — RAEESINET,

Flig

1 https://github.com/vmware/nsx-integration-for-openshift ©, NCP GitHub URY U@y O—2 &EERK
L#%d, hosts 7 77JLI14. openshift-ansible-nsx T« L7 FUICHDFET, hosts 771 /LI
openshift-ansible-nsx 7« L7 FURICKRET 2MENH D ET, —ED Playbook I3, Zd/(2H
hosts 77 )LD/ ATH B EHRHEE LTINET,

VMware, Inc. 13


https://docs.openshift.com
https://github.com/vmware/nsx-integration-for-openshift

NSX Container Plug-in for OpenShift : ¥ > 2 F— )L LUVEEBRH 1 1

2 [masters] & [nodes] 77> 3 1C, OpenShift R8> >V DRA +ZEIP 7 RLAERELET, RIZFD
BT,

[masters]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[single_master]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[nodes]

admin.rhel.osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.1601.101.4
openshift_schedulable=true openshift_hostname=admin.rhel.osmaster

admin.rhel.osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel.osnode

[etcd]

[OSEv3:children]
masters

nodes

etcd

openshift_ip (3. V5 AYDHLIP 7L AEEELET, FHI DA VY~ T 1A ANT IAI TR
VIBEICIIRENMECHRDET, single_master Z#Id. Y25 — /—FOncp BEDOO—)L TERS
. NSX-TDataCenter 8B L —> DUV —AKERE, HEDY AV & 1 BOHRITLET,

3 SSH7V wAEEFREL T, Ansible O—JLARITESNTWE /—F (BEIINAY— /—F) nb, (20—
FEFBAEITICINTOD/ —RICTIEATESDLDICULET,

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 [OSEv3wars] 7> 3 vEEHLET, IRNTO/(S A=Y DFEMIC DT, OpenShift Container Platform
DRFIAVFTEERA VA F—)LOFAESRBLTEEL (https//docs.openshift.com T @R
VA=)V ERR), RIZTDHITT,

# Set the default route fqdn
openshift_master_default_subdomain=apps.corp.local

os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshift_node_sdn_mtu=1500

# If ansible_ssh_user is not root, ansible_become must be set to true
ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

os_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

VMware, Inc. 14
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openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted_manage_router
Set to false to disable creation of router during installation. The router has to
be manually started after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry
Set to false to disable creation of registry during installation. The registry has

to be manually started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

openshift_enable_service_catalog
Set to false to disable service_catalog

(For OpenShift 3.9 only) skip_sanity_checks
Set to true

(For OpenShift 3.9 only) openshift_web_console_install
Set to false

5 INTORARICEmTEDCLEBABLET,

ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping

ERIFROESICEDET, ERTERIHEICIE, BEROBEEZMRLET,

openshift-nodel | SUCCESS => {
"changed": false,
"ping": "pong"

}

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

RDRT 7

CNI 7S04 0OVS &4 VA R=)LULET, [TCNI FZ 77+ OVS, NCP Docker 1 A== D+ > 2 F—)L]]
=ZRL TS,

B— Playbook #{#H L 7= NCP & OpenShift o1 > X k=)l

NCP & OpenShift ©+ > 2 F—JLICIZ. #— Playbook Z{EfT 21\, BIDA VR F—ILFIEERTLET,
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#— Ansible Playbook install.yaml T, XY AV ERITLET,
m NCP D%

® QOpenShift 1> 2 =)L

= NCPDA 2=

o3, k@2 o0uryavICEEHsNFIBEER L TNCP & OpenShift 51 VA b= )L T2 &ETEE
g : [CNI 75271 >, OVS, NCPDocker 1 A= D4 A F—JL] &L [OpenShift Container Platform
DAY=,

install.yaml Playbook M%E1THIIC. ncp_prep &£ U nep Playbook O—JLDMB/CS A5 &F T 3>
IWNOA=HEFRELET, \TA=5IL [CNI 7= 1> OVS, NCP Docker 1 A=+ VA +—)L) ICEE
SNTNET,

ROIX > BT Playbook #%=17 L%,

ansible-playbook -i /PATH/TO/HOSTS/hosts install.yaml

CNI 7= 44>, OVS., NCPDocker 4 A—2mA4 A M=)
CNI (container network interface) =71 >, OVS (Open vSwitch)., NCP Docker 1 A—<71&, OpenShift / —
RICA VA F=)LT2MBEAHDET, D12 F—)LIF Ansible Playbook [C& > TERiTenZET,

E: B— Playbook Z{#/H LT NCP & OpenShift 14 VX =)L 9 23848, COFIBIINEHDF A, [[E—
® Playbook #f#H Lz NCP & OpenShift o1 2 F—)L]] #8BL TS,

Playbook IZ1E. /= RFIZNSX-TUY -2 &HRETIFIENEENTNET, T2 [NSX-TUY 20Dty F7 v
7] ORI > T, NSX-TDataCenter UV —REFEFHTHET S &6 T=£79, perform_nsx_config
NS A—=4514, Playbook MEITEFIC Y -2 ERETEINEINERELET,

FIE

1 roles/ncp_prep/default/main.yaml & roles/nsx_config/default/main.yaml @/(=>
A= BEEHLET, CNI TS50 RPM, OVS, Wi d2h—x)L EVa—-ILORPM &S o> O—- R
2 URLEBEH LFJ, uplink_portid, /—FREX>VO7 v U7 R—=EVNICDZERITY, ZOD
ZHEIL, kD& 57, NSX-T Data Center BB L — V DIERICEIET 2ZH T,

BEITOLEDH S/ TA=F

®  perform_nsx_config: UV —ZABEEITOINEINERELET, RTEFETITOHAIS false T
HELET, Z0BA. nsx_config X7 U T HIIEITENEE A,

®  nsx_manager_ip : NSX Manager ® IP 7 kL X
® nsx_edge_cluster_name : Tier-0 )L —% —TfERA=N 23 Edge 7 5 2% O&7I

B psx_transport_zone_name: #F—/\—L A FZVAR—-F V—2VDEH]
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os_node_name_list: /—F&OHUIXYID U

nodel, node2, node3 7 &

subnet_cidr: E#&EA/ -~ FLObr-intICEVUXTZIPOCDR7 FL X
vc_host : vCenterServer @ IP 7 F L 2

vc_user : vCenter Server EEBEDIL—F—F&

vc_password : vCenter Server EEEM/(A T — R

vms : REYS VEZDOHDVUIEEID U X b, IBZEIZ os_node_name_list E—HSBIMENH D ET,

RDINGA=FITIE. TITAIHEAEESNTNET, CNSIIREBEICISUTERTEET,

nsx_tO_router_name: 7> 2% @ Tier-0 ##E/)L—% —D&Epl, 7 J4/)LF: t0
pod_ipblock_name: Ry F®IP 7L JOv o O&EB, 77 4)L: podIPBLock
pod_ipblock_cidr: COIP7RrLZ2 JOvZOCUDR7RLRA, 774+ 172.20.0.0/16
snat_ippool_name: SNAT®IP 7 RL X JOv 7 D&ART, 77 %)L +Id externallP ¢,
snat_ippool_cidr: COIP7RLZ JOvIDOCUDR7ZRLRA, T4 +:172.30.0.0/16

start_range: COIP 7 RLA T—LICHLTIEESNIZCIDROBEBIP 7 EL A, TI4)L K
172.30.0.1

end_range: COIP7RLRA = JLICHUTIHRESNIZCADROETIP 7 RELA, TI77)LF:
172.30.255.254

os_cluster_name : OpenShift 7 5 2% ®&gl, =7 =)L+ : occl-one
nsx_node_ls_name: /— RICEHINTVIHREIA v FDEHL, 774/ node_ls

nsx_node_lr_name: X v F node_ls O#E)l—~5 —D&H, T 7 4)LF : node_lr

nsx—configPlaybook T3, 1D2OIP7EL A T=ILE T DOIP 7 RELZA JOV T OHEERTEET,
BHUELDSBEIL. FEITHERL TS,

2 openshift-ansible-nsx 7« L7 FUICZE L. ncp_prep 0—)LERITLET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp_prep.yaml

Playbook ICI3. RDBIEERITI 2FIENEENTNET,

B NI IS4 AV =)L D70ILEY DO FLET,

J7

1ILZIENsx—cni-1.0.0.0.0.XXXXXXX-1.X86_64.rpm T3, <XXxxxxx> L)l RESTY,

B NI TS AV =L D70 EA VA R—)LLET,

IS4 fopt/cni/binicr VA F—=)LEnEYd, CNIERE T 7 1)L 10.net.confA' /etc/cni/net.d
[CaE—nEd, rpm 3 IL—FN\vo FZ040 DK 71 )L /etc/cni/net.d/99-
loopback.conf €1 A F=JLLUZET,
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B OVSAYURR=)L D7 EY D VO-FLTA VA R=ILLETY,

77 1)L%&IT openvswitch-2.9.1 . xxxxxxx-1.x86_64.rpm, openvswitch-
kmod—2.9.1.xxxxxxx-1.el7.x86_64.rpm T3, <xxXXXxxx> 3)l FE ST,

B OEEERSNTVARVBAEICIE, <brint> 4 V25 U AEERLUET,

# ovs-vsctl add-br br-int

B - RFOBREBEANYTFICERI DRV D=0 4% =T x4 Z (<node-if>) & <br-int> [8MULE T,
B <br-int> & <node-if link> MEEEIL TV B Z EERERLET,

# ip link set br-int up
# ip link set <node-if> up

B HEFRCRY T AT =TI A ANEITELDIC. XY FI-TBR I 7 AIILEEHLERT,

B NCPtar 77z lasorO—kLU, ZOtar 7741 J)LH5 Docker 1 A= &#O—FULET,

® ncp-rbacyaml 77 )LESY DO~ F U, apiVersion = v1 [CZEELXT,

®  NSX-T Data Center [C#E FROVHLUBHEY Y —A&ER L. NCPARBTCE=2 L5129 TEERLET,
®  NSX-T Data Center UY —X1gH=aEA LT nep.inl #F#H L ET,

RORTy 7

OpenShift Container Platform #1 > 2 +—JL L9, [[OpenShift Container Platform o+ > 2 +—)L1] &%
BLT<rES,

OpenShift Container Platform @1 > X k—JL

OpenShift Container Platform (OCP) (4. Docker & Kubernetes #{%&9 % Platform as a Service (PaaS) &%
T,

F: B— Playbook A LT NCP & OpenShift 14 V2 =)L 3 21548, COFIBIINEHDEGA, [[E—
@ Playbook &/ L 7= NCP & OpenShift o1 2 =)L) ZBBL TS,

OCP @+ V2 F=JLIZDWVWTIZ, https://docs.openshift.com #2B LT ES),
RODRT 7

NCP & NSX Node Agent #=17 L%, [[NCP & NSX Node Agent m=E1T]] 2B LTLESL),

NCP & NSX Node Agent MR%7

NCP & NSX Node Agent #34F L. R1TLET,
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FIE

1 roles/ncp/defaults/main.yaml ##F&E L <. OpenShift APl #—/t@ IP 7 kL 2, NSX Manager
DIP7 LA, HEUNCP ReplicationController yaml & nsx-node-agent DaemonSet yaml &4 5> 0 —
Fg2 URL &#IBELE T,

2 openshift-ansible-nsx 7« L2 FUAS ncp O—JLERITUET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp.yaml

ncp O—JLIXRDOULBERITUE T,
B nsx-system JOY TV EAEFETINEDHAEERLET, FELBVESICIZITOY TV FEEKRLET,

oc new—project nsx—system

® ncp-rbacyaml 77 )LESY DO~ F U, apiVersion = v1 [CEELXET,

B NCP Ry FOU—EX 7HDY FEERL. NCP AT U AATRER )Y —RE/ET 27 T AY O—ILELER
LT, 200225 O0—=)LaNCPH—EX 7OV RITINA Y FUET,

B nsx-node-agent Ry FOT—EX 7HD Y RZELER L. Node Agent 17V ZARTEEE Y — AERET 2
D25 O—=)LEERLT, DY A5 O—JL%& Node Agent b —EZX 7OV RITINAVRLULET,

oc apply —-f /tmp/ncp-rbac.yml

B PO -EX TADY RCEBEMAITENTNE F=T v EREB L, /etc/nsx—
ujo/<service_account>_token [CREFELZET,

secret="kubectl get serviceaccount ncp-svc-account —-o yaml | grep -Al secrets | tail
-n1 | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/ncp_token

secret="kubectl get serviceaccount nsx-node-agent-svc-account -o yaml | grep -Al
secrets | tail -nl | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/node_agent_token

® NCP o SecurityContextConstraint (SCC) yaml 7 7 7 JL ncp—os—-scc.yml =45 DO — R L, yaml [CE
DNWTSCCHEERLET,

oc apply -f ncp-os-scc.yml

SCCyaml 7 7 1)L Tl NCP/nsx—node-agent A'SELiNUX T7 7 Z AMEREHER C=2 L 512, SELinux
FA4TESPCUITIRELTVWET, CTNIFIUTOLDICHBIET,

seLinuxContext:
selLinuxOptions:
type: spc_t
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SCCyaml I 7L Cl3. BIDT 71 I)L AFTUNEY =5 v EAD ncp/node-agent 77 Z 2 &#HA T %
7= 1Z seLinuxContext ® seLinuxOptions T SELinUXx SARJLICED W=7 72X OV 0L LA
LAY s0:c0:clO23 ICRRESNET,

NCP & NSX Node Agent /Ry F&EER LIz 1—0—(C SCCEBMUET, &AL BEQOTIOV TV RO
TIAINWE - SCCEBMT BICIIUATOLIICERBLET,

oc adm policy add-scc-to-user ncp-scc -z default

NCP &£ U NSX Node Agent D5 —E2 7HD > FICSCCEMUTOLSITEBMUET,

oc adm policy add-scc-to-user ncp-scc -z ncp-svc-account
oc adm policy add-scc-to-user ncp-scc -z nsx-hode-agent-svc-account

NCP ReplicationController (RC) & nsx-node-agent DaemonSet (DS) @ yam!l 7 7 1 JLESF DO — R L.
ConfigMap #E# L %7,

NCP A A=Y &S O-RLTO—-RUEYT (nsx-node-agent EF LA A—-V&EFERLET),
F—EZX T7AD FEZREL. NCP & nsx_node_agent [C4 27 SecurityContextConstraint #:&E L,

NCP ReplicationController & nsx-node-agent DaemonSet Z{Ef L £ 9

s . NCP (3. Kubernetes UV —2MS54 7 54147 ARV FEEET ZzIC. Kubernetes APl 5 — /() {—
VATV FHTTP #nziiUEd, APl —)\OEEEZIIx Y D —VEEANRERT NCP @ TCP #ZiFEAEnIC
BolcBeld. NCP #BEE LT, APl — ) \\DEREBERIIIMNENGDET, EncEmne, NCPT
FLVARY FARBEEINEB A,

vy b7y TICET 5 EEEIE

OpenShift ENCP &ty 7w I3RS, RO EITERELTLIESL,

Ry FOSNILEIE T EUTIC, BRIZEOS NI 12 BEATICTT2LENH D ET,

OpenShift OREFAITEM LIS NI, Te&Z 1L F—I2 openshiftio U T 4w o AOMNTNE SN A E
[EINCP TERENET, D, BET S NSX UV —-ATERINDEIHT 25 V14, I—F—ICRKREN
£t h, XL OpenShift CERAENZ IR TU T4 v I AD—ETY, cN6DTUIT1 v I ATHES
IR F-IIFERALBNTLLIEEL,

openshift.io
pod-template

J — RIZ. Kubelet health-checks mEDRY RICT O AT EMNEAH D ET, RAFDEEA VY —T 1A
ARy B Ry FD=DICT7 0 ATEDEEERLTLIES,
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= NET_ADMIN & NET_RAW 0 Linux #geld. Ry K Xy FDO—VICRBAUCHEERCL > TRASNSATEEN
AHDET, FBEINTLWRNWIYTFITIE. CNED2 DOREEZENCTIMNENHIET, T I4ILF
T, #IBRMA =D anyuid SCC Tl NET_ADMIN [CHERRIIS 5 ENEE A, NET_ADMIN ZBERMICERICY
5 SCC, Ry FEFHET— FTEITT2 SCCICITEFRLTLLES, EREINTLANIYTF T
NET_RAW #gpe%#51=72 L) anyuid SCC 72 &, BID SCCEER LT IEaL), TOFEETOICIE. SCCES
T NET_RAW % [requiredDropCapabilities] U Z FITEMULET,

B FARDBAICOH. Ry B/ DT FICroot 7 REFHFALET, ROIX Y FERTIZICIE. BEOY
> LT3 OpenShift 7OV 27 FOTRTORY BT root #ERAUEICR D FT,

oc new-project test-project

oc project test-project
oc adm policy add-scc-to-user anyuid -z default

= QOpenShift LY Z FUERE (B LET,

oc login -u system:admin -n default
oc adm registry —--service-account=registry ——
config=/etc/origin/master/admin.kubeconfig

®m OpenShift LY Z FUEHIBRLET,

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry

" DockerdF I xI)L b TUvY OUFF B, /—REOdnsmasq JO A0 DNS k&A1 9 5 [Ptables
T7AT7 07 =ILIL—=)UEH D EBh, CNEFETEMT 2HENHDET, /etc/sysconfig/iptables
ERELC. J71ILOREICHSZ COMMIT OFTITRDIL—)LEEBINLET,

—A OS_FIREWALL_ALLOW -p tcp -m state ——state NEW -m tcp —-dport 53 —-j ACCEPT
—A OS_FIREWALL_ALLOW -p udp -m state —-state NEW -m udp —-dport 53 —-j ACCEPT
COMMIT

®  iptables. Docker. origin-node z#Hic& L% 3 (kube-proxy & kubelet #FR2&8ILET),

systemctl restart iptables
systemctl restart docker
systemctl restart origin-node

®  OpenShift ®AEE Docker Lo Z =1 T, TLS 4T OpenShift A#eed 2 £ S ICHFAI T 2B A D D £,
®E. Nld OpenShift Ansible 1 V2 F—=ZICL > TEEBMIEMINET A HEEL TV WATAEEN S D
*£79., /etc/sysconfig/docker ##R&EL T, KxEBMUET,

INSECURE_REGISTRY='—-insecure-registry 172.30.0.0/16"'

®  Docker =HiEE LEx T,

systemctl restart docker
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B NCPAUR—FTB 2y D=2 RUT—[L Kubernetes “EFE U TH ). Kubernetes @/\—2 3 IcL>T
BRDFET,

= QpenShift39: %y D=2 RU>—DJL—JLAIC. namespaceSelector, podSelector. &&
UipBlock 0tz L 79 ABAT 1 DEFEFN T BANHDET,

®  Kubernetes APl —/NId, &y FD =7 RU S —EORIFISETUE B, BHLEERY FD—0 KU —%
ERRLTCLESHEEMEEH D ET, NCPIL, EMaxRy FDO—0 RUY—ZESLET, xRy FD—0 RUD—
zEHLTEDICLTE, NCPIZZDxRY FD—0 RUY —ZRB LEE A, *Y D=7 RUS —ZHIR L.
ABEANBEFRY D=0 RUS —EBERT 2MENHDET,

®  Kubernetes ®—&8M/{—< 53T subPath [CBI:ET 2RG@EN B D ET
(https://github.com/kubernetes/kubernetes/issues/61076 #£8), OpenShift J){—</ 3 VICZOREBED
EBEASENTLAWNESEIL, CreateContainerConfigError: failed to prepare subPath
for volumeMount(CreateContainerConfigError: volumeMount DY J)SADAEfCKERLE
L) EWS IS —&rRELT, NCP Ry FOERICKBLUET, CORBEEERT 2 (CF. NCPyaml 15
subPath OFERZEIBRLET, FIC. subPath: ncp.ini #5017 HIBRL T, volumes OB EEXD
NBTBSMAET,

volumes:
— name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config
items:
- key: ncp.ini
path: ncp.ini

COEFEICLD, /etc/nsx—ujo T+ U FUSENHRHANIFAICEVET, TOHE. NCP [ etc/nsx-
UJO DRIC—B D 7 M ILEER U CRERAZ E TS5/ R—F F—0OmAE 1 DOT 71 ILICEESTER<ARD
b, AAZSLVTTAR—F F—aFRLUTNX-T EFERTERL<LBIET,

" OpenShift3.10 7 S X5 D7 v T7 L — FERIIEITEFICIE. ROKUTEFREL TS,

B =R Z)L=TIE OpenShift 3.10 7 S X5 ICEBEDEMERET DUENHDVET, 1RV U R
FO7AIILT/ — FRERY THEESNTNIHENH D FT,

B AURYVFRUIRAR T7AI)LO [nodes] V)L —TTERENTNWSEINTORA I, /=R TIL—TF
BICEIVETHERENH D ET,

®  Ansible Playbook 75 OpenShift 7 5245 &7y J7 L —Rd 2 &, =y FD—0 AR 2 A aEED
» 1) %9, openshift-ansible UR 1) 0y F (https://github.com/openshift/openshift-
ansible/pull/8016/files#diff-2386e21861da3f95091dbb27d72ca366) #i&m L. Open vSwitch /(v
T=IORIE/TUA VA = ILHERENZ L SICLET,
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®  QOpenShift 3.10 LFE T3, kube-proxy A' openshift-node / — ik & —E 275 DaemonSet [CEEITN T\
£9, T ETIIBBEINA <A D E Uz, kube-proxy 3. UTFOFIEERT L CFHTRAT Z2MEN
»1FET (openshift-ansible repo (37 O —ER SN TN Z T EAFHRTY) .

®  openshift-ansible 7« L7 ~UICE#H L. [defaults] TROBEEERITLET,
library = roles/lib_utils/library/

B PTFOIVEUT, Playbook 7« L2 UIC create_proxy.yaml 7 7 1 JLELERLLE T,

— import_playbook: byo/openshift_facts.yml
— hosts: masters
run_once: True
roles:
— kube_proxy_and_dns

B PITFOLSIC Playbook #E1TUET,

ansible-playbook -i hosts playbooks/create_proxy.yaml

—HOUWBDOAKRETRI I — AV TZ—INRRINET, COAVT—IIIEELTIILEN, IXUFE
oc get po —-all-namespaces #£1T U CHEREHERC=ET,
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NT7 AL IJVIREBEAND NCP DA >R
~N—Jb

NSX-T Container Plug-in (NCP) &R 7AZ JLBIBICA VA F—ILT BFIEIL. RTAYIJLUANDEEIC NCP &1
VA=V RFIBEIIEALERUTT, COZIa VT BEO>TVWAFIEICOWTEHBLTWET,

COEICIE. ROFEYIMNEENTNET,

B NSX-T Data CenterCNI 504 > DA >V A F—)L

®  OpenShift / — kA@® NSX-T Data Center v 7 — 72 DR,
B NSX Node Agent @1 A F—JL

®  nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

®m  NSX-T Container Plug-in ™1 > A =)L

= ncp-rcyml @ nep.ini @ ConfigMap

NSX-T Data CenterCNl 7S 4> DA A ~—I)b

OpenShift / — B2 NSX-T Data Center CNI S04 U &EA VA =)L 22BN HDET,
Fl&
T LinuxTasARUEa—YavED, BUBA VA=) J70)LEYDVO-FULET,
T74ILAIE NsXx—cni-1.0.0.0.0.XXXXXXX-1.X86_64.rpm TT, <XXXXXxx> |3t RESTT,
2 FIE1TH¥OvO—-EFLmpM I770)LEA VA F=ILLET,

IS4 fopt/eni/binicr VA F=)LlanEd, CNI#EE T 7 1)L 10.net.confA' /etc/cni/net.d
CaE—=nEd, rpm g IL—FN\v o TST10 0 0ERT 71 )L /etc/cni/net.d/99-
loopback.conf 51 A F=JLLET,

OpenShift / — RA® NSX-T Data Center x v k7 — 2 DRk
ZOtrY¥ 3T OpenShift x24 — /—k&OavEa1—F /— RICNSX-T Data Center = v 70— E&E
TEARICDOVWTEHALET,

&/ — B3, NSXManager [c OS # 7 7 RHEL Container &L TCEHINTVWEIMEAGIET, /—FOE
A UY =T 14 2&FEBLTOpenShift 7 S 27 I2B8MT 2 ENTE DI VY —T 11 A

NSX-TDataCenter 777U v EICERBLTH, BEBELLACTERVWERA, O VY =T x4 AL Ry BO
v FD—=0%R#EL. NSX-TDataCenter 77 JU vy FICEEBSNTWDZREASH D FT,
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K95 ESVAR—F /= FICId. UTFOY TR EICRD T,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>"'}

NSXManager 727« h)l A—F— A5 —=Jx4 2 GU) 1s. [D7TUvo]-[/— Rl DIEICEE#L T,
OpenShift / = RO FZVAR—F /- REBETEET,

OpenShift / — RENZEIN/IHBAICIE. ncp/node_name 7 J&=F#H L. NCP £#BRE)T 2MENH DT,
J—FEERETZICIE. ROOANY FaERLET,

oc get nodes

NCP 0=E{TFHRICIVSRAYIC/ — R&EBMT 3ICIZ. oc cluster add OY Y REETITAFIC SV AR—
J—=RICYTEBMTZ2MENDDET, COBREETHENE, LWL/ —FIExy FDO=JICEGETESEzT A,
SOHEE> TSN, BONSREWEE, XOFIEBTHEEZRRAL TLIES,

B RSYURR—F /- RICELWY TEBERLET,
= NCP=mBEZEHULET,

NSX Node Agent DA > R k=)l

NSX Node Agent 13, &Ry FT2 D07 F&F179 25 DaemonSet T4, 1 DDA 7 FI1d. NSX Node
AgentEE1TL. EICOAVTFTORY FI—T A7 —J1 1 AEBELFEY, ©LT. CNI FS5 1 1o Kubernetes
APl —/NEBEEITVET, £5 1 D027 FId. NSXkube-proxy #2217 L. 7SR5 DIP 7 RLAERY
FOIP 7 L AICE#RT ST Kubemetes b —E20#WFILEERELET, Nl 7y TARU —LAD kube-
proxy &[F UH#eETY,

FE
1 NCPDocker 1 A=y &4V O—-FULET,

T 714 ILAIE NSX—NCP—XXXXXXX . tar TY, <XXxxxxx> L) RESTY,
2 NSXNode Agent @ DaemonSetyaml 7> L — &5 D VO—-RLET,

771 )l&lE nsx—-node-agent-ds.yml T9, COT 7 I ERET DB EOT Y TL—F T 7
TILOBELTERT S EETEET,

3 NCPDocker 1 A=V &A A=Y LY RUICO—-RLET,

docker load -i <tar file>

4  nsx-node-agent-ds.yml #FEELET,

O—FSNTVWBEMA-—VDEREZRLET,
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ROEBEEITVNET,

[coe]
node_type = 'BAREMETAL'

[nsx_node_agent]
ovs_bridge = 'nsx-managed'

RDITEIAY FERULET,

securityContext:
capabilities:
add:

— NET_ADMIN

— SYS_ADMIN
SYS_PTRACE

— DAC_READ_SEARCH

# For BMC usecase

— DAC_OVERRIDE
volumeMounts:

# mount nestdb-sock for baremetal node

— name: nestdb-sock

mountPath: /var/run/vmware/nestdb/nestdb-server.sock
volumes:

# volume for baremetal node

— name: nestdb-sock
hostPath:
path: /var/run/vmware/nestdb/nestdb-server.sock
type: Socket

s . yaml 7 7 0)L T nep.ini ICE/M iz ConfigMap £ #EDERRY 3 —AE LTIV FT DL
SICEETZIMENGDET, Yo vO-FUIzyaml 77 1ILICIE. COREANT TITITHNTVET, D
HEFERTEEE A,

5 JxoaxrrzEERLT, NSX Node Agent @ DaemonSet # 5L L&,

oc apply —-f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap
> )LD YAML 7 7 1)L nsx—node-agent-ds.yml [Z[3. NSX Node Agent O#E; 7 71 JL hcp.ini @

ConfigMap n"&xnclxd9, —® ConfigMap 77> 3 IZld, Node Agent D1 VA +—IILENATI XA XY
BIEHDINTA=INEENTNET,
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S O—RUEY Y FILD nsx—node—-agent-ds.yml [ZIE, XD ncp.ini BEHRAEENET,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file 1is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None
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# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will
# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This
# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time 1in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server

# certificate. (string value)
#ca_file = <None>
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ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

Needs to mount node /proc to container if nsx_node_agent runs in a container.
By default node /proc will be mounted to /host/proc, the prefix is /host.

It should be the same setting with mounted path in the daemonset yaml file.
Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

#
#
#
#

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The 0OVS uplink OpenFlow port where to apply the NAT rules to.

# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in 4 > X k—)b

NSX-T Container Plug-in (NCP) 3, Docker ¥ A—=> & UTCERESNET, NCPIZ, 1T A LT 0 F v U —

EXAD/— R TERITIIHUENHVEY, YAY— /—FTONCP OETIIHER=NEZ B A,
FlE
1 NCPDocker 1 A=>&#4 0 >V0—-FLETY,

T 7 A ILAIE NSX—=NCP—XXXXXXX . tar TY, <xXxXxxxxx> 3/l FESTY,
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2 NCP ReplicationControlleryaml 7> 7L — &4 o> O~ FLET,

J7AI)L&ElIEncp-rc.yml TY, COT 7ML ERET DB BREOT Y IL—F J70ILOFAIELT
FRITZHEBTEET,

3 NCPDocker 1 A=y &A A=Y LY RUICO—-RLET,

docker load -i <tar file>

4 ncp-rc.yml ERELET,
RTAGIWIC ) =R 51 TR ELET,

[coe]
node_type = ‘BAREMETAL’

O—RFENTVWBAM AT DERIEZERLET,
nsx_api_managers J{SA—-45&EELET, COUU—-ZTIE 1 D0 Kubernetes / —F 75245 &1
DM NSX Manager 1 > 2% Y ZATR— FEnET, RIITDOHEHTY,

nsx_api_managers = 192.168.1.180

(7> 3v) [nsx_v3] vy arcca_file /\SA-5=EI/BELET, EIE. NSX Manager o — /) (AEBR
EOERITFEATDE CANVRIL I7AILICT2UENHDET, RELDZNE, VAT LDIL— R CANMEA
=NET,

NSX-T Data Center T8t =17 D7z, nsx_api_cert_file & nsx_api_private_key_file /(5
A—=HEEBELET,

nsx_api_cert_fileld. PEMERDYV Z1A 7V FEEBE T 71 IILDTIL LA TY, ZOT 71 IILORAABIL
RDEDICDET,

nsx_api_private_key_file (3. PEMERXD IS4 TV IS5AR=FF = T71ILDTILICATYE, CDT7
TIOABRIRDEDICHDET,

Ingress Controller & NAT £ — FTEITI 2L DICHET 2ICIE. ingress_mode = nat /(S A-5&3E
ELET,
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TIFIETIE, Ry FOBEIAAYFAICIPZ7RLZA JOVINLEDHTENEIRTOY TRy T,
IRy TFUTaw I 224 MERESNET, BIOY TRy F U X&FRATBICE [Nsx V3] o3>
M subnet_prefix # 7> 3 vEEHLET,

SE yaml 77 AL T, nep.ini ICER Nz ConfigMap 5B D ERR ) 1 —AE LTI DIV FT B L
SICHETZIUEAHDET, YO UO—RUzyaml 777 Tl TNIITTICHEESNTWET, ZDF
EIIZEETE=EB A,

5 NCP ReplicationController #Epg L &9,

kubectl create —f ncp-rc.yml

7E NCP (3. Kubernetes UV —=2M 514 7 A7) AR FEBEET 2702, Kubernetes APl — /() C—
VATV FHTTP Saei LES, APl — ) \OBEZEEZIIx Y FD—VEEZENRER T NCP @ TCP ZFEHAER)IC
Bofigald, NCP zBia LT, APl U — ) \\DOEREBERIIT Z2MENGDET, ERcEmnE, NCP T
FLULWARY EARBEINER A,

NCP ReplicationController o —1U > 7 7y FF—Frld, AT T RAFEBEHLABNTLIZEL, [A5H
DERTRA FEBRELEHE. BEFHRIC2 DDONCP Ry RARITESNEZENHDET, T0HEIT. RO
BEEITVET,

B WIADNCP Ry FEHIBRUET, EE5FHBRUTCERNE B A, RIITDHITY,

oc delete pods <NCP pod name> —-n nsx-system

B ZHIZE nsx-system £HIBRL X9, RITZEDHITT,

oc delete —f ncp-rc.yml —-n nsx-system

ncp-rc.yml @ ncp.ini @ ConfigMap
IO YAML 7 7 1)L ncp—rc.yml [C13, # 7 7-7)L ncp.ini @ ConfigMap A"&EnTLWEd, D

ConfigMap 7> avicld. sioty >3V THALIELSIC, NCPO1 VA F—ILAIICIEET 20BN H /(5
A=INEENFET,

FovO—RUEY Y TILO nep-rc.yml [CE. XD nep.ini BHRAEENE T,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]
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# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This 1is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend

#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL
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[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will
# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This
# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time 1in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with
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# "client_cert_file"
#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

Specify one or a list of CA bundle files to use in verifying the NSX Manager
server certificate. This option is ignored if "insecure" is set to True. If
"insecure" is set to False and ca_file is unset, the system root CAs will be
used to verify the server certificate. (list value)

#ca_file = <None>

#
#
#
#

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)

#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3
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# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.

Prefix should be less than 31, as two addresses(the first and last addresses)
need to be network address and broadcast address.

The prefix is fixed after the first subnet is created. It can be changed only
if there is no subnets in IP block.

#subnet_prefix = 24

H O B H R W

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx 1bs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#1b_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = 'ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:
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# 'cookie'
# 'source_ip'
#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tier@ router that project tierl routers connect to
#tierO@_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules

#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>
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NSX-T Data Center [1— R /U5 14, OpenShift &&E# L. OpenShift Router & L CHREL £ T,

NCP |3 OpenShift Route & T RRA Y FDARY FEEBR L, IL— FOAKICEDNT, O-RN\SUYED
O—RINSU T I —ILERERLUET, EEREMIC, NSX-T Data Center O— R NS U HIZZDIL—ILICE DS,
BRI TR RYRICLAV—T DREFT T4 VI EEREXALET,

O—RNSITDERE

O— RISy VT OHREICIE. Kubernetes LoadBalancer 5 — £ 24 OpenShift Route OB EL ENEENE
9, Flzo NCP LU =23y OV FO-SOREEMETY, LoadBalancer b—tEX1d, LAV —4 +5
71w @l OpenShiftRoute 13, LAV —7 FZ 71 v 7@AITTT,

Kubernetes LoadBalancer bt —E 2 &% ET 2 &, ZELEASOIP 7RLZ JOVIOIP 7 RLAAE D YT
S5NET, O—RIINSUHIE, TOIPTRLAEY-—ERR—FEBUTCARESNZEY, LoadBalancer ICEZE=
NTL 3 loadBalancerIP &AL T, IP7RL A J—)lO&ZBiE#ILID &#5FEcE%x9, LoadBalancer & —
E2ZDIP7RLRIE, COIPTRLR T—-)LhbE)BTeosNET, loadBalancerIP AEAMIZAE, IP 7R
LRAFERBELEASIP 7RLZ JOVvIABEDYETENET,

NSX Container Plug-in (NCP) 2.3.1 Lip#Tld. loadBalancerIP TisE=Nn2 IP 7RL X T—=)LICIE. 77
{"ncp/owner": cluster:<cluster>} #&®H20ENH D ET,

NSX-T Data Center 0O — R NS VU EFERI2ICIE. O—RF NS0T % NCP TRET2HEANHDET,
ncp_rc.yml 771 JL CRDBEEITVNET,

1 use_native_loadbalancer # True ICERELF T,
2 pool_algorithm#= WEIGHTED_ROUND_ROBIN [CF&E L £ T,

3 Ib_default_cert_path & Ib_priv_key_path A\, Z#hZh3B:ERE (CA) BRIAHEE T 7 1L ETTAR—F F—
T7AINDFTENAEICRELIICHRELET, CABZIABAEEENI 2T T AV UTRICDONTIE A
pESBLTIZE N, £z, NCPRyY RIZ, T4 FOQFEAZSEF—2a~X DY FULET, FIBICOWVWTIE,
DgrESRL TS,
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4 (FTvay) =227V ADREIC/INSA—-% 14_persistence & 17_persistence £ EELFET,
LAV—4 =227V AIEAAELRA T avid, #ERIP7RELATY, LAV—=7 /)= 27V AIC
fERAIge A > a4, Cookie &%ETTIP 7 RLATY, T74)L FlE <None> T9, RIZZDHITTY,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

5 (#7v3>) service_size|[C SMALL. MEDIUM, =73 LARGE #5%EL %9, 77 /)L FIZSMALL T
a-o

6  OpenShift 3.11 #R4TL T\ 23BE, ROFZEZEETL T, OpenShift ¥ LoadBalancer b —ERICIP 7 L
AEEDHTRNEDICTDIMENSD DET,
®  /etc/origin/master/master—config.yaml 7 7 1)L ® networkConfig T,
ingressIPNetworkCIDR % 0.0.0.0/32 [CRELFET,

B OROOAXRYVEEFEAUVCAPIO-— Y FO-SeBESHLET,

master-restart api
master-restart controllers

S OLAV—A4ELAV—-T7OoEO-F NS UTEREL T SHAIL. 14_persistence /=3
17_persistence mL\g A, FiEIFEDmEA%E source_ip ICRET 2 EIITEETH
14_persistence % source_ip ICE2E L. 17_persistence = cookie [CERET D &IITEE A,
225 7C l4_persistence % source_ip [Z. 17_persistence # cookie |Z5%F9 % &. LoadBalancer
HF—EIHEE LR <R UET, COMBEEMRRT DICIL. Ingress UV —2 & LoadBalancer & —E 2 &HIBR L.
W= 27V ABEEZB L, NCP #BRES L TH 5 Ingress UV — 2 & LoadBalancer  — E X EBIERT 2 1%
ENHOET,

LAy —78—k NZ250H

ROYAML 774V ClE, LAV—=70O-RN\SUIUIEREHTETZ2DOLTUr—> 3> Qv 0—-5 (tea-
rc LU coffee-rc). 2 DD —E 2 (tea-svc H LU coffee-sve, 2 D)L — + (cafe-route-multi & £ cafe-
route) ERELTLET,

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
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replicas: 2

template:
metadata:
labels:
app: tea
spec:
containers:
- name: tea

image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
apiVersion: vl
kind: ReplicationController
metadata:
name: coffee-rc
spec:
replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
- name: coffee
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
# Services
apiVersion: vl
kind: Service

metadata:
name: tea-svc
labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: tea
apiVersion: vl
kind: Service
metadata:
name: coffee-svc
labels:
app: coffee
spec:
ports:
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- port: 80
targetPort: 80
protocol: TCP
name: http

selector:
app: coffee

# Routes
apiVersion: vl
kind: Route
metadata:

name: cafe-route-multi

spec:

host: www.cafe.com

path: /drinks

to:
kind: Service
name: tea-svc
weight: 1

alternateBackends:

- kind: Service
name: coffee-svc
weight: 2

apiVersion: vl
kind: Route
metadata:

name: cafe-route

spec:

host: www.cafe.com

path: /tea-svc

to:
kind: Service
name: tea-svc
weight: 1

#hiE
= HTIPS -5+ v/ CliEdge ¥ — S5~ 3 VOBHTR— FShET,

B OAINRH-REFHIZY T RANVOEENTR— FINTWET, =&AL Subdomain (T
wildcardPolicy A5 E=N T\ C. "R FEZA wildcard. example.com [CEHRESN T DIHBA.
*, example.com "NDINTOEKRICH LT —EANRBEINET,

B XEORIONERT. Route 1 XY FOUWEBAICNCP TIZ—""# 4T 2HBE1d. Route DYAML 71L&

EIEL. Route UV —2&HIBRL TBIEMRT 2HBEAHDET,
B NCP Cl3. BRIZEICLDZRA FEZOMMEIZBERSNET A,
m Kubernetes 75245 &1 1 Dd LoadBalancer b —E AT R— RN £ T,

B NSX-T Data Center |2, & LoadBalancer y—EX R—RICLAVv—4 00— R II(SUSREBY—/I\BLD

T=NErERLET, TCP 5LV UDP OmAMNIR— FehExT,
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B NSX-TDataCenter d— R )\ UTFICIE, BRDZU A XEFHATE=ET, NSX-TDataCenterod— R /{5
HOEICDOWVWTIE, INSX-TEEAA R] 22BLTLES,

NRIED NSX-T Data Center O — R NS VY TlE, AHATR—EENET,

NSX-TRA& T —/010 &,

NSX-T 7—JL 10 &,

NSX-T Z— )l A>){— 30 f@,

LoadBalancer & — £ 2 AR — F 8 f&,

LoadBalancer # —tE 2 & Route UV — 2k > TEZESNZR— &5 10 18,

LoadBalancer b —E 2 & Route UV —ZCE > TEBEINBZT Y RR1 V&5 30 A,

F#REO NSX-T Data Center 0— R NS VT TlE, AT R— FahnExd,

NSX-TRA8 5 —/U 100 &,

NSX-T Z—JL 100 &,

NSX-T 7—JL A>){— 300 @,

LoadBalancer & — £ X AR~ 98 f&,

LoadBalancer  —£x & Route UV — Ik > TEERSNZ R — F&5F 100 &,

LoadBalancer t —E 2 & Route UV —XIC& > TEBINB TV RRA YV F&ET 300 A,

FARED NSX-T Data Center O — R NS VY Tld, AATR—FSnZET,

NSX-T {85 —/1 1,000 &,

NSX-T Z7—)L 1000 &,

NSX-T 7—)JL A>){— 3,000 &,

LoadBalancer & — £ 2 AR — F 998 &,

LoadBalancer  —E 2 & Route UV —2IC &> TEESNDR— ~&E 1000 @,

LoadBalancer 5 —tE 2 & Route UV — R IC&E > TEB N3 LT RR+1 Y &5 3000 &,

O—FIINSUOMERSNIRIC. BRI 7MIILEEHFLTCO-—F NS UTOUA XZERITELIITEE
Bhe BRI ZICIE. I-T— A5 —Tx A AEXLITAPI EFEALET,

B NCP231LBETIZ. LAVv—40-RIN\SUSOAFHRT—U VIMYR—FanTlLVEY, Kubernetes

LoadBalancer f —EZAEBIMDIREY —/\ERBE LT DL ICERERIIZEEINTSD., BFEOL1v—4

O—F NS UTFICTHRRBRENLIGE.

FLLWLAV—40-FI/)I\SUOMERESNEY, £ NCP I3,

BT — )\ HBEFEESNTWVENWLAP—40-F NS UTBEIBRLET, COMEEIST I 7L FTEMICE ST
LWZE9, NCP ConfigMap T 14_1b_auto_scaling % False [C32E3 2 & CTEMICTEET, D
AEICIE. NSX-T Data Center 2.3 LD U U —Z2HQMETT,
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CAERIMBAEEERT ATV AU T+

RDAT V) TRICE>T, CABRBIAEE TS MR~k F-—EfRSh, 2hEh T 7 1)L <filename>.crt & &
U <finename>key & LTHEMENET, genrsa AX Y FTCAF—z%EmMLET, CAF—IIBSLITIHME
NHDET, aes256 2 DIV FEFRAL T, BEEAXERETCEEI,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —-new —x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req -out ${filename}.csr —-new -newkey rsa:2048 -nodes -keyout ${filename}.key -subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —in ${filename}.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
${filename}.crt -sha256

F7 4 FDIEBELF—DNCP Ry RADID > b

SRAE S TS AR =k F—FTEME. RAMEYY DT LY R /etc/nsx—ujo ICERE=NZEY, FEFAE
EF— Tz ENEN lb-default.crt. 1b-default.key ®Ba, LIFOLSICncp-rc.yaml
ERELT. RAFEOINSDT7AILAN Ry RICXDY FEN2LOICLET, RIZZEOHTT,

spec:

containers:
— name: nsx-ncp

volumeMounts:

— name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

— name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
- name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key
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NSX-T Container Plug-in I3, NSXManager 727 « Al A—H— AU =T 1A AFEIZIAR VY RESA VA
T=JxAA(CL) HoBETEXT,

I ESXi6.5 THREFROIVTF RA FORER Y V&, BIO ESXi 6.5 KX FIZ vMotion T#1T9 3354, %17
FTDAVTFT RAREOIVTINL, BITEOIVT T ARARLEOIAVTIAOERIIEONET, COREEIL.
Y7 F RAFONIC 2T L, BEEFT 2 & THRTSEY, COMREE. ESXi6.5 Update 1 LU TIEF
FLEE A,

Hyperbus Tl /J\«/){—){1 5= VLAN ID 4094 |3 PVLAN O ERICFHINTH I, IDEZEET S EIET
EEX P h, VLAN OFAER T2z, RU VLANID @ VLAN &3 2+ v F F 1% VTEP vmknic IZ58E LA LT
<rEEL,

COEICIE. ROFEYIMNEENTNET,

= NSXManager 7274 h)L A—T—AV5 =Tz AXATOIP JOv 7 DER

B NSXManager 7274 A A—F— A5 =T ATOIP 7OV I OY TRy FOFRKKR

m CIF R — k-

= Cllaxvk

" IS5—-O-F

NSXManager /574 h)l A—F—A 25 —T A XTOIP 70Oy
I DER

NSXManager 727« AL A= — 1405 —=TJxA T, IPTOv o057 J7Z&EN. Bk RE. F*n, 88T
XY, FMHEESR TSI EETCERT,

FIE

1 729 H5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) [CO0 7
VUET,

2 [xybD=2]>[P7RL2AEE QOIBEICHEELET,
BEOIP7RLZOT7OYYIOD—BIRKINET,
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3 ROVWTIADT I3 VEERITLETD,

FToav Tovay

IP7ovs&Emys eml &2 Uy LET,

12t IP 7Oy o %BIBT 2 12UEDIP IOy o ERRL, MRl £7 Uy LET,

IP7OvssiREdT s Pr7OvraEBRLTmEl 27 Uy LET,

IP7Ovsnsia®RTd 3 PoOvsgE Uy s LET, 2RNRBHRERRT ZICIL. BE] ¥ TE7 Uy LE

I, ZOIPTOvIDOY TRy FERRIBICIE [BTRY R TEI UV LET,
IP7ovonsy /a=EBLET, P7O0vo&EBRL, 7723V -9 70OBE] QIBIZ7 U YT LET,

IRy MO ETENIIP JOY VITBIBRTEEE A,

NSX Manager /5274 W)l A—YHY—A 25 —T A XTDOIP 70Oy
DY TRy FORKR

NSXManager 7274 A A—F— A5 =T A ATIP JOv I DU Txy baFRrcE£xd, NCP 2122
F=ILUTERITUREICIP 7Oy U 2 BMECITHRT 2 S IFHEEINE T A

Fli&

1 7295 H5 NSX Manager (https://<nsx-manager-IP-address-or-domain—-name>) |07
DAVESC R

2 [RyFD=7]>[P7FLAEE] DIBICHEELET,
BEOIP7RELADGTOY 7 D—BARRENET,
3 IPTOvIDERIEIVY Y LET,

~

[(BTxy R TED UV LET,

CIF s E R — b

CIF Q7T 429 —=T14RA) & XAV FELEOREBR—- FCEFSNTNBZIVTTORY FT—0 425 —
JIA4ATY, INS5OR— FFCF #ERER—-FEVNWET,

NSX Manager 727« AL -5 — 1425 —=TJ x4 2h5 CIF BE#HER - F 28R TEET,

CIF ##htamE R — b DEHE

[RY FD=7]- A1y FT]-IR—-F] OIEICES LT, AF EERER—- FEE0 TN TORER—- FERRL
9, AF ERHER—- FOERED Ve U v LT, BEREHRERRUES, RER-FOUVIETUYIT
&0 DRI RAUNESE, BIE] [BERL BB BE 04 D207 IHNRTEINET, [FE] - HER—
FIDIBEICY Uy o2& 7y TU00 24y FICEET 2HIBR— FAKRRSINET, A1y F R— FOFFMIC
DNTIE, INSX-TEEAA K] z2BLTIZ20),
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Xy RD—=UBRY—IL

RDY—=)LIE, CIF #E@ER— FETR-—FLET, INEOY—ILOFMICDONTIE INSX-TERBAA F] =
SRELUTES,

u FL—XTJO—

B R— EGE

m |PFIX

B OUFF ICEELTCVWAREBRAI YT R— O GRE H )bk EFERA LT, UE—FR—F=S5—UJ UJ&E
TCEZET, FMICTONTIE, INSX-TEBAAMR] O [R—FZ5—-UVT XAy F T TOT71)LICD
W] Zz2BLTLLIEE, iU AFR=—EBEVIFR—EAD=ZS—U T3 Xx—YvD1—T— o
=T TAARATIITR— F=NEF A,

CLla<x> R

CLl o<y k&R 2(CIE. NSX-T Container Plug-in 2>+ a7+ > LTH —=F)L&ME. nsxcliax
VRERITUETY,

J—FTROARV FEFRITLT CLH OV T RERTI S EETEET,

kubectl exec -it <pod name> nsxcli

x£O6- 1. NCParFroCllav>rk

17 avv

AT =452 get ncp-master status

AT =59 X get ncp-nsx status

AT =45 R get ncp-watcher <watcher-name>
AT =452 get ncp-watchers

AT =5 X get ncp-k8s-api-server status

AT =52 check projects

AT =52 check project <project-name>
Frvia get project-cache <project-name>
Frvyva get project-caches

Frvyia get namespace-cache <namespace-name>
Frvyia get namespace-caches

Fryuia get pod-cache <pod-name>
Fryda get pod-caches

Fryura getingress-caches

Frvia get ingress-cache <ingress-name>
Fryua get ingress-controllers
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®6-1. NCParFFo CLlav >k (#HE)

9147 avv

Frvyia get ingress-controller <ingress-controller-name>
Frvyva get network-policy-caches

Frvyva get network-policy-cache <pod-name>

HR— get ncp-log file <filename>

HR— get ncp-log-level

HR—F set ncp-log-level <log-level>

HR—F get support-bundle file <filename>

HR— get node-agent-log file <filename>

HR— get node-agent-log file <filename> <node-name>

% 6-2. NSXNode Agenta>F+p CLlavx > K

5147 avUR

AT =42 get node-agent-hyperbus status
Frvya get container-cache <container-name>
Fryda get container-caches

# 6-3. NSX Kube-Proxy a>F7# o CLlax > K

5147 av>v N

AT =5 X get ncp-k8s-api-server status

AT =52 get kube-proxy-watcher <watcher-name>
AT =52 get kube-proxy-watchers

AT =42 dump ovs-flows

NCPaOYTFF+DRTFT—# R AT R

B NCPYRAY—DAT -9 2&FRRAUET,
get ncp-master status
B

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

B NCP & NSX Manager DB OE#EA T —Y AaRRUET,

get ncp-nsx status
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Bl :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

B Ingress. BEIERE. Ry P, U—ECXDERAT Y RAEXRTULET,

get ncp-watcher <watcher-name>
get ncp-watchers

1

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

B2 :

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
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Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

m NCP & Kubernetes APl & — ) (IR T — 59 AERRLET,

get ncp-k8s-api-server status

Bl :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

B gARTCOSOV Y FERIIBEO IOV Y FEERLETD,

check projects
check project <project-name>

Bl

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 1link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

NCPaYvF7-D+vviaavw R
" OV REEIEEEEOREST Yy 1 ERELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches
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Bl :

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa?2
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subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb25831860
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

"Ry FOREF Y AERELET

get pod-cache <pod-name>
get pod-caches

Bl :

kubenode> get pod-caches
nsx.default.nginx-rc-uqg2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24
labels:

VMware, Inc.

50



NSX Container Plug-in for OpenShift : ¥ >~ 2 F—)LELUVEERH A 1

app: nginx—new

role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

B Ry R RV F ey aXIFEORY Y- Fry T aERELET,

get network-policy caches
get network-policy-cache <network-policy-name>

Bl :

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:

dest_labels: None
dest_pods:

50.0.2.3
match_expressions:

key: tier

operator: In

values:

cache

name: allow-tcp-80
np_dest_ip_set_ids:

22f82d76-004f-4d12-9504—celcb9c8aa00

np_except_ip_set_ids:
np_ip_set_ids:

14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c
src_pods:

50.0.2.0/24
src_rules:

from:

namespaceSelector:
matchExpressions:
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key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504—-celcb9c8aad0
np_except_ip_set_ids:
np_ip_set_ids:
14f7£825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

NCPaYFF+oHR—k a2 R
B Iy A )L ALTICNCPOR— I\ R EREFELET,
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HR— /N RJLICIE, tier:nsx—networking & W\ S SRLARFNWTH D, Ry FROIARTOATF
OOv Jr7AIhgENET, NV RIL J70)0FtgzERT. CUDFIAI DT 7AILA LT Ta LY
kU /var/vmware/nsx/file-store [CRfFenEd, CLI o file-store AWV REMATZ & /IR
W I774)0E)E—F A FICOE-T=%T,

get support-bundle file <filename>

(A

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

s NCPOVEIFZFAINALTICREFELETD,

07 J71)ldtgzEc. CUOF I QT 7AMILA Y T« L2 U /var/vmware/nsx/file-
store [CRE=NET, CLI O file-store A< REMFEATZE. NN R IJ7)ILEUE—F Y1 HCOE—
T=%9,

get ncp-log file <filename>
Bl :

kubenode>get ncp-log file foo
Log file foo created in tgz format

® NodeAgent OV &I 7 AL AFTICRIFLET,

18D/ —REEIZIRTO ./ —FDO Node Agent OV &REFLET, OVIFtgzfEe T, CLIOT 74 D
TJ7AIWNART T« L% U /var/vmware/nsx/file-store [CRE=NET, CLI o file-store J<
FEFERITDE, INURIL ID7AMIILEUE—F YA FCOE—-TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

Bl :

kubenode>get node-agent-log file foo
Log file foo created in tgz format

B O LNLERBLULTRELEY,
fERAIAE2 O LAJLIZ NOTSET, DEBUG. INFO. WARNING. ERROR. & &1 CRITICAL T,

get ncp-log-level
set ncp-log-level <log level>
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Bl :

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent 3> 7 FDAT—4 X a< R

" Z®./— @ Node Agent & HyperBus BIM#E#EAT —5 AERRLUET,

get node-agent-hyperbus status

Bl :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSXNode Agent a> 7D+ v v avr kR
B NSXNodeAgent V7 OWEF v v aERBLET,

get container-cache <container—-name>
get container-caches

BT

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

Bl 2

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy 2> 7+ DRXF—4 X o< R

m Kube 7O% > & Kubernetes APl U — )\ DA T — Y A RRULET,

get ncp-k8s-api-server status

VMware, Inc.

54



NSX Container Plug-in for OpenShift : ¥ > 2 F— )L LUVEERH A 1

Bl :

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

B Kube 7O+ OEBRRAT -9 AERRUET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

1

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

B2 :

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

. —RpOVSTOO-—-DY T

dump ovs-flows
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Bl :

kubenode> dump ovs-flows

NXST_FLOW

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,

reply (xid=0x4):

priority=100,ip actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=80,ip actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

I>—13—F

priority=0

DU a VT, SESEFLRAVR—FVEFICEL>TEMRSNDEITZ— A—FICDWTEHBLED,

NCP (NSX Container Plug-in) T — a—R

1£9= =¥
NCP00001
NCP00002
NCP00003
NCP00004
NCP00005
NCP00006
NCP00007
NCP00008
NCP00009
NCP00010
NCP00011
NCP00012
NCP00013
NCP00014
NCP00015
NCP00016
NCP00017
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I5—3-K iR

NCP00018 P Txy FOERICRBLE L
NCP00019 PoTxy FOHIRICRBLE U
NCP00020 P7RLZ T—ILOERKICRBLE U
NCP00021 P7RLZ T—)LOHIBRICERBLE Uz
NCP00022 W)L — 5 —DOERICRRLE L
NCP00023 MEI—Y —DEFHICEKHLE L
NCP00024 )L — Y —DEIBRICEKBLE L
NCP00025 FREEZ A Y FOERICERLE L
I5—1-K B

NCP00026 MEAA Y FOEHICEKHLE UL
NCP00027 MEAA Y FOHIRICEKLE L
NCP00028 W) -5 — R— FOERICKBRLE L
NCP00029 I —5 — R— FOBIRICEKBLE LT
NCP0O0030 MEAA YT R— FOERICKBLE LT
NCP00031 MEAA YT R— FOEMCKBLE L
NCP00032 B Y TF R— FOBIRICKBLE LT
NCP00033 XY RD=0 RUY=ARONDEEA
NCP00034 T7AT DA =L OFEMRICEKRLE U
NCP00035 T7A7 04— IILOFmHMIICKBLE U
NCP00036 T7AT A=) OEFICKKLE LI
NCP0O0037 I7 A7 05— ILOBIRICKHK LE Uiz
NCP00038 BEOT7A 74— )LARDADE L
NCP00039 NSGroup OfERICERB L& Uiz
NCP00040 NSGroup OHIFRICEKLE Uic
NCP00041 Pty FOERICRBLE LR

NCP00042 Pty FOEHICRBLELE

NCP00043 Pty FOBIBRICEBULE L

NCP00044 SNAT JL—)L DIERICRI L & Uiz
NCP00045 SNAT )L —JL DHEIBRICER L E LT
NCP0O0046 7575 APl ICL 2 EMBICRBLUE L
NCP00047 FETE DAy TFvORNTY

NCP00048 O—RFIINSUT H—EXOHBRICKRLE U
NCP00049 O— KNSR Y — ) NOfERICRBLE L
NCP00050 O—F NS U REY - OEHICKBLE LIS
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I5—3-K iR

NCP0O0051 O—F IS UHREAY —/NOHIBRICKB LE Ui
NCP00052 O—RFIINSUT T-)LOFERICERBLUE L
NCP00053 O-RFNNSUT T-)LOEFHICKRBLUE L
NCP00054 O—FINSUS T—)LOBBRICEBUE U
NCP00055 O—FINSUS IL—ILOFERICEBLUE U
NCP00056 O—FN\SUTIIL—)LOEFHRICKKLELE
NCP00057 O—-FIINSUT L—)LOBBRICEKLE L
NCP0O0058 O-RFINSVT T-ILOIP 7L ZOBRICABLE L
NCP0O0059 O—FNSUHREBY -\ - EXOEENITARDOADEEA
NCP00060 NSGroup OFEHICEBLE Uiz

NCP00061 T7A7 05—V L =)L DEEICRBLE Ui
NCP00062 NSGroup O&HAH D ELA

NCP00063 J—FRERYUARDADEEA

NCP00064 J—EVIFRRDOMDEEA

NCP00065 FEBRED A VR — FICKRBLE LR

NCP00066 FEEBREDT VA VR— FICKBLE LI

NCP00067 SSLA Y FOEHICRBUE Uc

NCP00068 SSLTO7 71V ARDADFEBA

NCP00069 P7RLZA T-ILARDADEBA

NCP00070 TOEdge 7 529 ROV EBA

NCP00071 P7RLZ T—ILOEHICRBLUE LI

NCP00072 Ta A FrlCkBLE LR

NCP00073 NAT JL— )L DHIBRICER L E LT

NCP00074 W)L -5 — R— FOBEICERBLE L

NCP00075 NSX OEDHERICKBLE Uic

I5— 13-k B

NCP00076 SNAT JL—)L DEsICRB L& Uic

NCP00077 SNAT JL—)LEE L TWET

NCP00078 O—FN\SUHOITY FRAY FOBMICKBLE LI
NCP00079 O-RFINSUTOIY RRAY FOERICEKBLE L
NCP00080 O—F ST L= =)L OERICKBLE L
NCP00081 O—RFIINSUHEREBY—)IARDNDEEA
NCP00082 Pty FoFma#mYICERBLELE

NCP00083 SNAT =)L OESICRB L E LTz
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I5—3-K iR

NCP00084 O—-F NS O-ERADERICKBLE U
NCP00085 O-RFINSUT F—EXOEHICKRLE LU
NCP0O0086 MBI —Y — K- FOEHMICKBLE L
NCP00087 O— KNSV OMEMEICKBLE Ui
NCP00088 P7RELA T=ILA—BTIEHDEBA
NCP00089 LAVv—70-F NS Fv v a0RIS—
NCP00090 O-F NSV TohRBEESNTLEEA
NCP0O0091 O—-FNSUY =)L Fv v a10P8BET>—
NCP00092 SNAT 7Ot 2hkBLE Lic

NCP00093 O—-FN\SUYDOT T AL FEERRE LIS —
NCP00094 O—FN\SUHYOIY FRA Y FORIBRICKBLE Uic
NCP00095 TOvIy RMRDOADEEA

NCP00096 T=IOTF I EAMEEENE L

NCP00097 O—F NS O-ERAOREICABLELE
NCP00098 O—F NS O-ERDERICKHLE U
NCP00099 O-F NS0Tl FvyaRATS—

NSX /=R I—2z2bODIZ—O—F

I5—1a-K Bl

NCPO1001 OVS 7y TUVIREDADEBA
NCP01002 RAEDOMACT FLAMBDOMDERA
NCP01003 OVS R— FOfERRICRB L& Lic
NCP0O1004 Ry FPERESNTLEEA

NCPO1005 Ry FOREICKBLE UL

NCPO1006 Ry FOREBRICKBRUE U
NCPO1007 CNIVIy EARDADEEA

NCP01008 CNI mEEssIc kB U E LT

NCP0O1009 CNI M=y aup—BLEBA

NCPO1010 NI Ay E—YDREICKBLE LR
NCPO1011 CNI Ay 2= DRk c kB UE UTs
NCP01012 Hyperbus miggsIc k8 L& Uiz
NCP0O1013 Hyperbus /{—> 3 Un' =X ULEEA
NCPO1014 Hyperbus A vtz -y OZfEICEBLE LIS
NCPO1015 Hyperbus A vtz —> OiRxlc kB L& Uiz
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I5— 13-k
NCPO1016
NCP0O1017

iR
GARP O EICRBLE L

AT =T 1A ADREICKRLE LI
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B
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