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DEEA >4 —7 24 AL NSX-T Data Center [CH# T 2L EEH Y EEAN, HERTDEEY T v TBBHIC
Y ET., NSXManager icAZ A4 > L. [Ry bT7—=0]-[RAvF 2 J]-[RA4 v F] DIEICEEL T, HERA v
FEERTEZET, RAvFLETHEBR-FEERL. /—ROWIC #EHELET. SHEAR— MIIRDY IDH
EZTY,

m %4 :<cluster_name>. X3a—7 :ncp/cluster

m #% :<node_name>, X1—7:ncp/node_name

<cluster_name> {&(3. ncp.ini @ [coe] &> 3>l b cluster # 7> 3> DEE—HIEZVENHY
E g

Kubernetes ARy RO IP7 KL X 7O v &

NSX Manager [CAZ 4> LT, [*y bT7—=2]-[IP 7 RLREE] DIEICHEEL. 1 DUEDIP7RLR 7Ov S
EERLET, P7RLR 7Ov 2% CDRERTIEELX T,

ncp.ini @ [nsx_v3] £4 3 37T container_ip_blocks 7+ 3> #%E L T. Kubernetes Rw Ko IP

TRULR JOvOEEELET,

F7=. SNAT LIk a1ZER (Kubernetes ) £7/=(325X% (PCFA) EADIP7RLR JOv o E2ERT S
ZEBTEET,

ncp.ini @ [nsx_v3] £4 < 3> Tno_snat_ip_blocks # 7> a3 &#H%ELT. SNATLSHD IP 7 RLR T
Ay J%&i_ELET.

NCP ORITHICSNATLSND IP 7 RLR 70y 0 &2ERLEEEICE. NCP 2BiEET 20 ENH Y ET, BiL
BLEWEE IP7RLR 7Oy o 04ET2ET NCPEEFDOIPTRLVR 7Oy o2 ERALKITET.

F: IP7RLRT7OvOEERTHEEIC. NCP#RZ 7 A J)L ncp.ini @ subnet_prefix /S5 A —4 DfEL
YREWNTU 74 vV RIERLAENTL S0, FHICD W TIE. ncp-rcyml o nep.ini @ ConfigMap #88B L
TLEEN,

SNATO IP7ZRKLR =1

SNAT V=)V EZFERLTRY RO IP 7 RUREZHRT BB, F72(3 SNAT/DNAT )L—JLEER L T Ingress
Controller #2839 2K(C. NSX Manager @ IP 7 KL X 7—)LIE OpenStack 7 0—F 4 > F IP 7 RLRER
BRICCIP7RLRADBEIUETICERAENET, NSO IPTRLVRIEE, AEIP T RLREBNVET,

B# o Kubernetes 7S X MRILHERIP 7 RLUR =)L EFERLET. ENCP A v RXRo > R(F, EET S
Kubernetes 2 X4 (CZD7—INDY Tty FEEFERALET, 774 TIE Ry ROY TRy FERLUY TR
yNTV T4 v O AMEREINET, BLEBIY A XDY TRy FEEFERT SIZE nep.ini @ [nsx_v3] £ 3
V%D external_subnet_prefix 7> 3V EEHLET,

ncp.ini @ [nsx_v3] #4332 Texternal_ip_pools A7 a3 &% ELT. SNATOIP7RLX =)L
EIEETEET.
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HED Kebernetes ZaTZERI £ /=13 PCF #88i~D SNATIP 7 KL X 7—ILD#l
fR

IDETHEIPTRUVR 7—)LICEMTEZET. SNATOIP7Z7RUR =I5 IP7RUREEYHTS
Kubernetes m& = £ /=12 PCF A #H T T £,

m  Kubernetes &a1ZE@BDIEE., A2—7 : ncp/owner, ¥4 : ns:<namespace_UUID>
m  PCFi#E#nHEE, A3—7 : ncp/owner. ¥4 : org:<org_UUID>

BRI E/FEBO UUID (2, kOWIThHAOITY RTRBTEEXT,

kubectl get ns -o yaml
cf org <org_name> -—guid

ROBITTEELTLZE,
B BHJICEFE T D20 UUD #8ETHXENHYET, AL T—IICH LU TERDY JEERTEET,

B HOWVS I AN—RT—EOZRIEBE/(ZIEBICIP 7 RV APV B TONKERICIITEEET S &,
Kubernetes 4 —ERX&7=(3 PCF 77U o —2 3 >0 SNAT REDERE NS0 NCP BEREINDET.
U TonkIP7 RLREBFIASNERA,

s ZEIZEEE PCFEBOMAES JI3F T2 a2 TT, NS0 IHEWNEE. EEORAFMZEME (3 PCF 1A
BICONATIP 7 RLR =I5 IP 7 RLREBIUHETEHZENTEET,

B—EXRDSNATIP 7 RLR T—ILDFE
Y—ERICT/F—2 a3 EBMLT. ¥—EXDSNATIP 7 KL R T— L ERETEET. REZOHITT.

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NSX Container Plug-in (NCP) 2.3.1 LIBT3, ncp/snat_pool THEEENZ IP 7 RLR TF—)LICF. 44
{"ncp/owner": cluster:<cluster>} &E5D2VENHUET.

NCPIZ&> T, ZOHY—ERD SNAT IL—IVDEEENET., DI —ILDOZEETIP 7 RLRIE —EDONY T
YRRy RTYE, BEIPTRUVRIFIIEELEARIP 7 RUX 7= oEYHToNEZSNATIP 7 RLRATY,
NCP TSNAT L=V ERETBEICTS—NRET HE. ¥ —EXITIE nep/error.snat: <error> N7 /7 —

CarvMEMENEST, BESNDIS—ERDELYTY,

s [P_POOL_NOT_FOUND - NSX Manager [(CSNATIP 7 RL X T—)Lisdh YU EH A,
m  [P_POOL_EXHAUSTED - SNATIP 7 RL R =L D35 L TWET,
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s |P_POOL_NOT_UNIQUE - ncp/snat_pool TigE /=7 —)LH NSX Manager O#E## D 7—I)LE&SBL
TWET,

m  SNAT_POOL_ACCESS_DENY - 7—)LOFEES I H. BUEHTERERXRELTNS Y —ERDRFIZEHRE—
BLEHEA.

m  SNAT_RULE_OVERLAPPED - # L (N SNAT Jb—)LDMERLE NE L7z, SNAT - —EX DRy RAEID SNAT
P—EXCBLTWEY. ZOHER. A—DRy RIZEHDO SNAT L— L BERENTHNET.

s (NCP23.1LIggED Y U —R) POOL_ACCESS_DENIED - ncp/snat_pool TiEESN/EZIP 7 RL R F—)LIC
44 {"ncp/owner": cluster:<cluster>} 2/a\\, £ ET—ILDOFRBEESY IH. B|U LB TEREEE
LTWBY—ERDERIZEBRE—HLENWZ LERLET,

ROBIGEEL TS ZE 0,

s ncp/snat_pool TIEESINAEZT—IVIE, H—EXZEFZET SH1(C NSX-T Data Center [CEEEL THES LED
HYET,

m  NSX-T Data Center Tld, H—ERXD SNATIL—ILDEBEIEMAZ 7O o MLV BELSRYET.

B Ry RIZEHDO SNAT L—IUIBRESNTWDBEEF. 1 DD —ILDHIEEELET.

m NCP232LIRg 7/7—2a 2FELTNCP 2BESHTSHET REDIPTRVR T—ILICEETEE
ER

BRIZEODO SNATIP 7 RLR T—ILDRRE

NCP 232 LIRg. BEIZERICTY /T—> 3> %BML T, BETZEBEO SNATIP 7 LR TV ERETEXT, X
(FZDHITY,

apiVersion: vl
kind: Namespace
metadata:
name: ns-sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCP [Z&>T. ZOBRZERMICSNAT L= DEESNET. ZOI—ILOZEETIP 7 RLRIE —EDNy I T
YRARYRTT, BEIPTRUVR(EIBELEABIP 7 RLVR T—psBUH TSN SNATIP 7 RLRATY,
NCP TSNAT L=V EBRETDEICT S —DRET S E. BRIZEMICIE ncp/error.snat: <error> D7 /7 —

CavMEMENEST, BESNDIZ—IIRDESYTY,

s |P_POOL_NOT_FOUND - NSX Manager (CSNATIP 7 RL R T—=)Lisd U £/ A,
m  [P_POOL_EXHAUSTED -SNATIP 7 KL X 7=V DB L TWET,

m |P_POOL_NOT_UNIQUE - ncp/snat_pool THRE /= 7—)LH NSX Manager D#EHD 7 — L& S8EL
TWET,

m  POOL_ACCESS_DENIED - ncp/snat_pool TigEENZIP 7 RL R T—=LIZH T
{"ncp/owner": cluster:<cluster>} D7\, T—ILDFREES 7M. EULBTEREXELTNDE
AMEME—HLENIEERLET.
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ROBISERELTLES,
m 7/7—23rTld SNATIPZ7RLR 7—)LE&E 1 BOAEETEET,
m SNATIP7 RLR 7—)lIE. ncp.ini THRETIHIHERFHU EEA,

m  ncp/snat_pool TEEZINB IP 7 RL X 7—/LICIE. 2 {"ncp/owner": cluster:<cluster>} 25
DIVLEPHYET,

m  ncp/snat_pool TEREEND IP 7 RLX F—IVICIE. &RIERES J
{"ncp/owner": ns:<namespace_UUID>} H 50O VENHY ET.

B ncp/snat_pool 7/ TF— 3 rMROMSIEMEE. BRIERTIEIISRID SNATIP 7 RUR F—)L&(E
BLET.

m T/7—2ar EEBELTCNCP 2BR#$THLET. REDIPTRVR T—ILICEETEET,

PAS7ZU4o—2 3> SNAT 7—ILDHRE

NCP (27 7 #JL b T, PAS (Pivotal Application Service) #8#M(C SNAT D IP 7 RL R EFELEF. SNAT D IP
7 RUVR TV DIERBEENIz manifest.xml ZERLTCT U T—2ay &KL, 77U —> 3> AIC
SNATIP 7 RLURZRZRETEE T, RIFZDHFITY,

applications:
- name: frontend

memory: 32M

disk_quota: 32M

buildpack: go_buildpack

env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCPIZ&koT. 277V T =23 ITSNAT L—ILISRESNET, —ILDFEETIP 7 RLURIE—EDA R
FUADIP 7 RUVRT, BEIPTZRLUVRIE ABIPTRLR =I5B UHTSENESNATD IP 7 RLURT
T, ROBISEELTLEE0,

m  NCP_SNAT_POOL THEEENIT—IE. 77V T —23>D7 v il NSX-T Data Center [CEE&EL TH
SHEDBHYET,

m 77U —=2a3> DO SNATIL—IVDFHEH, HBOBEIEMEIY BEHRVET,
m TV —2 a3 ICRETESSNATOIP 7 RLRIE. 1 DOATY,
n NCP232 LK REZZELTNCP 2BiEEETZHET, BILEDHIPTRVR T VICEETEET,

PCF/X—2 3> 3@ SNAT OFRE
PCFN=23>3TlE 22026, WINHDAETSNAT 2R%ETEET.
m T77UT—2 3 EERTSEEIC. manifest.yml TNCP_SNAT_POOL % E L £
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F=EZE 7TV —2 3 DRI bread THY. manifest.yml [LRDEBMBESENTNDELET,

applications:
- name: bread
stack: cflinuxfs2
random-route: true
env:
NCP_SNAT_POOL: AppSnatExternalIppool
processes:
- type: web
disk_quota: 1024M
instances: 2
memory: 512M
health-check-type: port
- type: worker
disk_quota: 1024M
health-check-type: process
instances: 2
memory: 256M
timeout: 15

ROAR Y RERTLET,

cf v3-push bread

cf v3-apply-manifest —f manifest.yml
cf v3-apps

cf v3-restart bread

m cf v3-set-env O~ RZ{FERHLTNCP_SNAT_POOL #5%&E L £ 9.
ROAR Y RERFTLET (TFUT—2 3> D&R1ID app3 ThHh D ERE).

cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternalIppool

(optional) cf v3-stage app3 -package-guid <package-guid> (You can get package-guid with "cf v3-
packages app3".)

cf v3-restart app3

(FF>3>) (Kubermmetes &) 72747 0+—IVI—h— o3>

EBEMPERLETZ7AT 0= b=V, 2y D=0 RU—[CEDWVTNCP THERLEZ7AT7 o4 —)
o avICFHEINBVELDICTSIC(F. NSX Manager (CAZA > L. [€FaUT4]- 9877470 4—)V]
-[ER] DIBICHREL T, 2007747 94— o a v EERLET.

ncp.ini @ [nsx_v3] £ 3T bottom_firewall_section_marker &L
top_firewall_section_marker 77> a &B/ELT. X—H— 7747 04— )L 2O a3 ERBELET,
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RMIO77AT7 04— o ard. REMDT77A7 04— €023 DTICEESNDIVENHY ET,
NEDT7AT7 94— oo a3 EERTEHIET. NCP BPEERICERTAIRNTDI7A T o94—)L &4
vavid. VRARDRTMD 7747 04+—=)b o a>DICEREN. NCP SR S —RICHERT BTN TD
T7AT7 0= o arid REMDT77A4T7 04— I a3 DTIERESNEDLDICHUET., —h
— O3 EEBRLILEWNGE, IXRTORBIIL—ILITU X MORTRICERS N, IRXRTORYS— o3>
IR EMICERSNET. RCEEZF DERDI—N— 7747 0= €0 a &1 DDIUVTRYICEET S
ZEETERWESD, TZ—DPRELET,

Tier-0 SREBI—F —DERR L RTE
Tier-0 %E/)L—4 —Id. Kubernetes / —RZENLTHEBRY T — 2 (CEHELET,

FIE

1 7S99 ms. NSX Manager (https:// nsx-manager-ip-address) IcA 4 > LE T,

2 [xybhT=0]-W—T4>7]-Dv—4—] DIECHEEL T, &M - [Tier-0 V—2—]DIBICZ Uy I LETS.
3 RBEIEANLET, BEICISUTHBEDBANLET,
4

ZDTierO®mBIN -9 —&ENYy 7 v T4 28BEDEdge /SR E ROy TFDO Y AZa—hoBIRLE
ER

5 (KB =TRAME—REZBRLET,
TOTAT/RZVINA&EEIRLET,

6 [REIZEZIVYILET.
HFLOREBIL— -0 > o ELTRRENET,

7 (0B BREBL——DI0EI)YILET,

8 W—T4>7]-Uvb—+BES]DIEICZY v o LET,

9 #FLLWBERASOEEZEMTSICIE. BM &Yy sLET,

RETDBEICIE. =T 4> (NAT TIEARW) FRAOCTINSX RF 40 v o] ZBIRLET, NAT RO
SOBEIZF. [Tier-O NAT] Z2IRLU £,

10 IRE] 22V YO LET,
11 FLL RSN -4 —% 0 v I LET,
12 [FE]-D—%—R-—KF DIEICOU YO LET.
13 &l 22V yoLT 7yTUroR-—bEBMLET,
14 bSURR=b /—FEBRLET.
15 LDIAIERR L/ RA v FEEIRLUET,
16 ##Bxry b7 —0DIP7 RLRZERELET,
17 REI &0V v O LET,
HLOWHREBLN - —DB) I ELTRRENET,
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Kubernetes IZig~A® NCP DA/ > X b+
— )b

NSX-T Container Plug-in(NCP) &1 > X b—JL 3 %(2(2, ¥ X% — / — k& Kubernetes / — R(Za Yy R—x > b
EAVAN—NTBHBENHYET,

ZDEICE. RDEYINEENTNET,

m  NSX-T Data CenterCNI 7554 > DA > X b=l

m OVSODAYRE—ILERERTE

m  Kubernetes / — k@ NSX-T Data Center % v b7 — 2 DHE
m  NSXNode Agent A > X k=)L

=  nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

m  NSX-T Container Plug-in ™4 > X k=)L

= ncp-rcyml o ncp.ni @ ConfigMap

s NCPRY RTOPEM IV O—ROFEBAELTSANRN—F F—DI Tk
s NCPRY RTOFEBEET 7/ IDTI > b

m  Syslog DFFE

n EFIVUT A DEEFIE

B XY=V UY—ROHBEDEV

NSX-T Data CenterCNI S A4 > D4 VA =)L

Kubernetes / — RIZ NSX-T Data CenterCNI 7S 44 > & A4 VA =L T HBELHY ET,

Ubuntu @& NSX-TCNI 7S 54 > &4 > A =)L T B & AppArmor 7O 7 7 A )L 7 7 4 )L ncp—apparmor
M /etc/apparmor.d [COE—ah, O—REINET. 41X F—=JLDFIZ. AppArmor H—EXBRITINTH
Y. /etc/apparmor.d 74 Lo MU EERL TEKLENHOYET., IhEfTbliavE, 4 X b—=)LIFKRBKL

F9, RDAT Y RT. AppArmor EZ a —IVENED M EERTEET.

sudo cat /sys/module/apparmor/parameters/enabled
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RDAT > RT. AppArmor U —EX DRI NTNEDNE D DEHRTEET,

sudo /etc/init.d/apparmor status

NSX-TCNI 7S5 54 > DA > R b —)LEEIC AppArmor ¥ —ERERITLTWVEWMES, 41 VA M—ILMRTT 5 &
AYyE—UHRRENET,

subprocess installed post-installation script returned error exit status 1

ZDHAyE—=2CIE AppArmor 7AZ7 7 4O — RERNT, IRTODA YA M—)VFIENTT LIcZ LERS
nEd,

ncp-apparmor 7O 7 7 A4 )L 7 7 4 JLIE. node-agent-apparmor &iE(Ei 5 NSX Node Agent M
AppArmor Z7O7 7 A V& RHELET. Zhid. docker-default 7OT7 7 AL EFRDETERIBYET,

m  deny mount JL—ILDSHIRE N TS,
. mount JL—ILEIIEN TS,
B (\< DD network, capability. file. LW umount 7 3 rhBMEN TS,

node-agent-apparmor 7OZ7 7 A J)ViE. BOTOT7 7 A IJVICEEH|Z B EMTEET, =L, 7O774)
% [ node-agent—apparmor | (. NSX Node Agent 4 > X b —JLIZ{ERA T % nsx—node-agent-ds.yml 7
7FANTEBEINET, JOTA7 7N EFERT 55BE(L. nsx—-node-agent-ds.yml &> 3>
spec:template:metadata:annotations [CHBRDI N TT7OT7 7 A INRBERET D2HLENHY ET,

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

FIE
T LinuxT4AMVEa2—>3 > AO, BUERA A= 774NV ESDA—RLET,

77 A4IVEAIE nsx—cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpm £7/=(% nsx—
cni-1.0.0.0.0.xxxxxxx.deb TY., xxxxxxx(IE) RESTT,

2 Fgl<cH¥oro—RLErmpmErzizdeb 771 EA4 VA S=ILLET,

TS504 0 Jopt/eni/bin T4 VA h—banE T, CNI#ERLT 7 1)L 10-nsx.conf 78 /etc/cni/
net.d ICaE—3NET, rpmiE. =T Ny o TSI5A4 > O#ERT7 74 )V /etc/cni/net.d/99-
loopback.conf &4 > XA b—=JLLET,

OVS DA R b—ILERE

=2 /—RIZOVS (Open vSwitch) #4 XA b—=)L L. ZELET,
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FIE

Linux 74 ARV Ea2—>3>DA YR =L 7740 >O—-RLET,

7 71 I)V%A(Z openvswitch-common_2.7.0.6383646-1_amd64.deb, openvswitch-datapath-
dkms_2.7.0.xxxxxxx-1_all.deb. openvswitch-switch_2.7.0.xxxxxxx-1_amd64.deb TY,
X0 (FEIL REETT.

FIE1 T E—RLEzdeb 774 EA R =ILLET,

Ubuntu miB&. mopa<x > REERFTLT OVS h—FI EP2—I)LEBO—-RLUET,
# systemctl openvswitch-switch force-reload-kmod
OVS BRITINTNSZ L&ERALET,
# system openvswitch-switch status
FEERESNTWRWMEEITIE. br-intA > RG> REEBRLUET,
# ovs—vsctl add-br br-int
/= ROBEBRA v FICEHRT DRy NT—2 405 —T 124 R (node-if) & br-int I:EMUET

# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

RODAT Y FEXRTLT, ofport MR L £, ofport 1 pMERATE WSS, OVS pMEMAIREER— b &
EUHTHEHTY,

# ovs-vsctl —-columns=ofport list interface <node-if>

ofport 78 1 T/ L\5&. NSX Node Agent @ DaemonSet yaml 77 7 1 JL® nsx_kube_proxy £ 3>
[Z. ovs_uplink_port # 7> 3 &R ELET.

br-int & node-if ink B L TS Z L E2HERLET,

# ip link set br-int up
# ip link set <node-if> up

BEBRICRY NI A2 —T A ADEFTEHELIIC. XYMV —UBRT 7MIVEEHLET,

Ubuntu m#4&. /etc/network/interfaces ZE#H L T, KRDITEEMLE T,

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

RHEL mi54&. /etc/sysconfig/network—scripts/ifcfg—<node-if> ZF#H L T. KROITEEMLE
ER

ONBOOT=yes
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Kubernetes / — K@ NSX-T Data Center 2 R — O DHRTE

Dt 3Tl Kubermnetes X4 — / —R&ET—H— /—RIZNSX-T Data Center Ry b7 — 0 2HBET
BHEICDVTHBALET,

EZ/—=RICFE 2DUEDRY ND =0 A =T 2 A RDPBETYT, RVIDA VI —T 1A AIEBA V4 —T 1
A RATYE, NSX-TDataCenter 77 77U v o EICIRS THDENERA, D 1 DDA —T7 214 RFRY RIC

Ry ND—OEEHLET, DA F—T A RENSX-TDataCenter 77 7w o LIZHY, /—ROBER
Ay FELTESBEINDIHEBERAM vF(ICEHKLET. Kubernetes D@EMF = v I/ BES(CHEEET 521 EEA
VE—TIARERY RDIPT7 RUVRPIV—FT 4 VIREETRIFNISHBY EEA, EBA VI —T A RERY K

BOBETIE NCPORBEUF vV EMDERB NS 74 v VEHAIT DM I 74T U+ —IL IL—ILZEBERIIC
R LET. DI —ILOFMIZ.NSX Manager &> 7 4 W)l A—Y— A5 —T 1A ATHERTEET, D
=g, BELEZY, HIBRLEWTSZE0,

&/ —RORE<T T aYTHxy b7 —0RDOWNICH/ — RGHERA v FICEHELTNS I LE2HERLE
ERS

&/—RoarTF b7y oiEREINTNS VNIC D VIFID (2, NSX-T Container Plug-in (NCP) [CE25#
NTWBIREDRDHYET, METDHRERXAS vF R— K ROXDICH T[T EVEDHYET,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

NSX Manager &7 4 hib A=Y — A 25 =T 24 AMS [4 R MU -[RET S V] DIRICHEET S L. /
—RMRET L CORBRAAvTF R—hEHERTEET.

Kubernetes / — REHMBEE S N/=EEIC(E. ncp/node_name ¥ 72 E#H L. NCP BT 2 LENH U ET,
J—REEWMETDICEF. xOAT Y REFEALET,

kubectl get nodes

NCP ORFTHICHI TR/ — REEBMT 5I2(F. kubeadm join OA< > RZERITT HHIICHERAS vF R—K~IC
G UEBMTDUENHYET. COBREETDRVE HLW/ —RERY M- ([LERTEERA, ¥ TDH
EOTWBHD, ROMSIBWNGE, ROFIETHBEEZBRLTILEES,

B REBEXAYyFR-BMIELWS TZERLET,

» NCPZBEHLET.

NSX Node Agent 4 > X k—Jb

NSX Node Agent (3. &Ry RT2D0a>F+HERTT S DaemonSet T9. 1 2Da>FF(E NSX Node
Agent #RfTL. EICAYTFDORYNT—O A5 -T2 A REEBLET, 2L T NI TS50 0%
Kubernetes APl 4 —/N&@EEZTVVET, B2 1 D02 TF(E NSX kube-proxy £#®f7L., #5X&DIP 7
RLR&ERY RDIP 7 RURICEHRT 52 & T Kubernetes —EXD#KILERELET. hid. 7y TR+
1) — LD kube-proxy &R CHEEET T,
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FIE

NCP Docker f A =2 &#o>>O0—RLET,
7 7 A VAL nsx—ncp—xxxxxxx.tar TT, xxooxx(FE/L RESTT,
NSX Node Agent @ DaemonSetyam| 7> 7L — k&4 o>O0—-RLET,

7 7 14 )V%(% nsx—-node-agent-ds.yml T3, D77 A I ERETH LS. MADT VT L—F 774
IWDBFIELTERTAZEDHTEET,

NCP Docker f *—2 & A4 A—2 LR MYICA—RLET,

docker load -i <tar file>

nsx-node-agent-ds.yml #iR&EL £7.
O—REINTWBRAA-CDEREZERELET,

Ubuntu @54, yaml 7 7 4 JLIE AppArmor BSERICAE-> TWBSZ L &FIHRE LET. AppArmor HSEZhH
ESME. /sys/module/apparmor/parameters/enabled 7 7 4 )L CHERLE T, AppArmor BT
HWMEEICIE. ROELDICEELET.

B RDOTERIRT S0, A2 MMIICLET,

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor

= nsx-node-agent 3> 7 F & nsx-kube-proxy 2> 77 ® securityContext M FIZFT privileged:true
ZEBMLET, RIFEDHFTT.

securityContext:
privileged:true

E: hyperkube £ A =2 #ERT 207 FRT kubelet 22473 % &, RIBDIREEICEFR/A <. kubelet 3
AppArmor DIREEEH (CEM & LAR— M T ABBESHRINTOET., yaml 77 /)L TH, AHEDOEEETTD
VENHUET,

£ yaml 77 AL T, nep.ini [CERE N7 ConfigMap £BAMUBAAR Y 2 — AL LTI YV F T2 &
SIHEETABENHYET, F9>O—RUEyaml 77 AIVICIE. COEENTTILADNTVET, 0
BEEITETEE A,

moaA< > REFERLT. NSXNode Agent @ DaemonSet kL £9,

kubectl apply -f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

Y 7LD YAML 7 7 1)L nsx—node-agent—ds.yml (Z(Z. NSX Node Agent D~ 7 A /L ncp.ini @
ConfigMap m&ENnTWET, =D ConfigMap €2 3 >(2(d. Node Agent DA VA b —IL&EHREIA XS
BIEHDINTGA—FIPEENTVET,
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#rO—RU7EY > 7LD nsx—node-agent—ds.yml (Z(Z. XKD ncp.ini [FRNEENET.

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None
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# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
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# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.

# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in 4 > X k=)l

NSX-T Container Plug-in (NCP) (3. Docker 4 # =& LTEREENET, NCPIF. 41> T75 XS 0F v H—

EXD/ —RTERATIHLENHYET., YRY— /—RTONCP OERTIIHRE=INEHA.

FIE
1 NCPDocker4 A= &4 D >>O0—-RULET,

7 7 4 IVAIE nsx—ncp—xxxxxxx.tar TF., xoooxx (TEIN RESTT,
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2 NCP ReplicationControlleryaml > 7L —hr&4¥ D >O0—-RLET,

77 AIEAE ncp-rc.yml T, TOT7 7 IVERET S LD, MBOT VT L—h 77 4ILDHELTE
B33 LHbTEET,

3 NCPDocker4 A—& A A= LA MYICA—RLET,

docker load -i <tar file>

4 ncp-rc.yml ZiRELET.
A—RENTWEA A—CDRFMEZELET,
nsx_api_managers XS A—F&EELET. ZDOUJ—XTIL 1 DD Kubernetes / — R 45X & 1
D® NSX Manager f Y R4 > APYR—FEINET, RIFTZDOHITT,

nsx_api_managers = 192.168.1.180

(7> 3>) [nsx_v3] o> 3> Tca_file XS A—FEEELET. &L NSX Manager 4 —/\NZIBA
EQHERIERT DS CANYRIL Z7AIIVICTIVBENHYET., BELLEWNE. PRTADL— CADER
INET,

NSX-T Data Center TEREI#1TD /=8, nsx_api_cert_file & nsx_api_private_key_file /X5 X —%
EIRELET,

nsx_api_cert_file (X. PEMERXD IS4 7V MEIBBE 7 7 A ILD T IV XA TE., SDT7 7 A IVORRILR
DEOITIHUET,

nsx_api_private_key_file (3. PEMEXD IS4 7> b TSAR—b F—= 774D TIL XA TT, ZD7
7AINDABIZRDELD TRV ET,

Ingress Controller 2 NAT €— RTRITT 5L D ICHET HICIE. ingress_mode = nat /XA —F ZIEEL
£7.

T74#I BT Ry ROBEBRAYFRICIP7Z RLR 7Oy IDSEUHTENIZTNTOY TRy M,
BT7Ry b TVT4 v R4 PMERSINET, RO TRy b A XE2ERATBHICE [Nsx V3] o3>
® subnet_prefix 7> 3 #FHLET.

F: oyaml 77 AT, nep.ini IZEmE i ConfigMap 25RABMYERRY 2 —AL LTIV T 5K
DICEETIUENHVET., FurO—RLEyaml 774 TlE ZHIFTTITHEEEINTOET, ZDFH
EFEETEEEA.
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5 NCP ReplicationController Z#Ep L £7

kubectl create -f ncp-rc.yml

F: NCP L Kubernetes UV —ZADSA4 7 Y470 A XN NEEET 5712, Kubernetes APl 4 —/\(2/X—
SRXTFYMHTTP #EHE#ILILES, APl Y —NDOBEEE/(ERy b7 —BEENEET NCP @ TCP #aNEMN
([Clzo7=5&(F. NCP B2 L T, APl —NADEFEHREBERILTH2HLENHY ET, #FHRTEHNE NCP T
FLOWANRY MBI NE A

NCP ReplicationController oA —U >4 7 v 77— b RORKRRTIE O—U >S5 7y 77— FERICNCP Ry

R 2DRITINDZENHYET,

m O-U I 7y7TF—HrEC a7 RRANEBREHLE.

m  Kubernetes / — RICHIL WA A= 2W0Vedh, IBOO—U VY 7y TTF—bBKRBLIE, A A=2ESD
YA—RLT, A=UYI 7y 75— bEBRTL. EBICRTLE,

220D NCP Ry RBERITEINTVDHEF. ROBREETVET,

. WTRHDNCP Ry RZHIBRLET, EB5ZHIBRLTHBNERA. RIZZOHITT,

kubectl delete pods <NCP pod name> -n nsx-system

B ZAEIZEM nsx-system ZHIBRLET, RIEZDOHTT,

kubectl delete -f ncp-rc.yml —-n nsx-system

ncp-rcyml @ ncp.ini @ ConfigMap

H> 7D YAML 7 7 1)L ncp-rc.yml (ZIE. 87 7 1)L ncp.ini @ ConfigMap &ENTWET, 2D
ConfigMap €2 > a>ICld. RiDEI > 3> THEALELD T, NCP DA VR M—ILRIICIEE T 2 HENH SH/8Z5
A—IDBEENET,

g a—RULEY Y TILD nep-re.yml [Z[E. XD nep.ini BHRSEENET,

# ConfigMap for ncp.ini
apiVersion: v1
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True
# Set to True to send logs to the syslog daemon
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#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#
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# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with
# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
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# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL
#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)

#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10
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# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.
Prefix should be less than 31, as two addresses(the first and last addresses)

* H B R

need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx 1bs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

VMware, Inc.



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 > X b =)L L OEBA A K

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tier® router that project tierl routers connect to
#tierO_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#1b_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules
#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

NCP Ry RTOPEM I > a—FOIAZELTSAX—b F—DT Y

vk

PEM TI > O—RSNEFABEL T SAR— bk F=DHHHEECIE. yaml 77 1)L TNCP Ry RERZEEH L T,

NCP Ry RIZCTLS Secret #~ o > hTE£ET,
1 EFBAEELTSAR— b +—(CTLS Secret 24K L £,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt ——key=/path/to/tls.key
2 NCP ARy Rttt yaml 2E#H L T, NCP Ry REKICT 74L& LT Secret 2> FLET,
spec:

containers:
- name: nsx-ncp
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volumeMounts:

— name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:

— name: nsx-cert
secret:
secretName: SECRET_NAME

3 yaml 77 A4 Tnsx V3 A7 32D nsx_api_cert_file & nsx_api_private_key_file ZF#H L &
ER

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

NCP Ry RTORIERAET7 71D D > b

J/—=RDT7 AN P RTAIGBET 7165556 NCP Ry REREEHLTNCP Ry RIZT774ILETD
YhTEEYS,

RIFZDHITY,
spec:

containers:
— name: nsx-ncp

volumeMounts:

- name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
— name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

- name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
— name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>

Syslog DE&E

a>FFTrsyslog % syslog-ng &M Syslog T—2 1> bERTT 5L, NCPREEIR—F > OO S %
Syslog #—/NICEETEET.
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ROAFREHELET. Kubernetes T O FDEMICDWNTIE. https://kubernetes.io/docs/concepts/cluster-
administration/logging 8B L T 2 (),

m  NCP F7z[3 nsx-node-agent Rv R TR79 % Sidecar a7 F &KL £
B IRTOD/—RTDaemonSet L7 hEaRTLET,

F: TSOA4 U EFRY RTRITSNAWED, Sidecar > FF TIENSXCNI 7S 5« > &% Syslog #—/N\IC
EETEELEA,

Syslog @ ¥4 RA— a2 T FDIERK

NCP &R UMKy RTSyslog BMRITENZLDIC, YA Rh— OV TFERETEES., ROFIETIE, Syslog T
-y b AA=hexample/rsyslog THDZ L &RTHIRELTNET,

Fl&
1 BJEZ774MICEEALLD IS, NCP & NSX Node Agent #%E L £ 7.

NCP & NSX Node Agent @ yaml 7 7 4 LT, log_dir XS A —4%EREL. XU b BHRY1—LEETE
LET. RIZFZDHITT,

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:
— name: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:

— name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

00 774)VOZMEZEET (23, log_file /NTA—4EHRELET. T 74/ bDOEHIE. ncp.log.
nsx_node_agent.log. nsx_kube_proxy.log T9., log_dir # 7 3 I /var/log/nsx-ujo L4 D
INAMJEENTNDHE, hostPath RYU 2 —AF7=(F emptyDir RU 2 —AZERL T, 5T 2Ry MMt
BRICYXO VNS BREDNHYET,
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2 RARNRZADEBEN, I—H— nsx—ncp CLX>TEEZIAHAARETH DI EEHERL TS,
a XAV REERFTLET,

mkdir -p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b I—%—nsx-ncp ZEBMT DM, KA NRDE—RZE 777 [CEBELET.

useradd -s /bin/bash nsx-ncp

chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>
or

chmod 777 <host-filesystem-log-dir-path>

3 NCP Ry RE#ED yaml 7 7 A )12, Syslog @ ConfigMap &ML ET. RIFZDHITT,

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote"

4 NCPRyE®Dyaml 77 A )LITrsyslog 3> FFITEBIMULET, rsyslog BEET —4 KRR TE, o> T
FTHoOJEFRHFRYATEERR) 2 —LEZTDMLET, RITZDHITY,

spec:
containers:
— name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
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mountPath: /var/log/nsx-ujo
volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

Syslog @ DaemonSet L 7°U h DRk

ZOHRETIE NCPOIRTOAYR—F > bOOTEVGA LI TEES, 7TV —2av@d TI74IET
BMITIEo>TWS stderr ICAJ BT HLDICKET D2HENHYET, KROFIET(E, SyslogT—2 x> b A
A= example/rsyslog TH2Z EERIHEE L TWET,

FlE
1 DaemonSetyaml| 7 7 1 L&KL £ 7. RITZDHITT,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx-ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

input(type="imfile"
File="/var/log/containers/nsx-node-agent-*.log
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"
Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
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# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers

2 DaemonSet ZEfL £ 7.

kubectl apply —-f <daemonset yaml file>

Bl: b4 Fh—arFFTRIFFOAS O—F—2 3 »EXV Syslog DHRE
ROFIETIE, H4 KA— AV FFCRATOOY O—F— 3> BEU Syslog £BET 2 HEERLET,
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A4 MIOEREOS O—FT—2 3 DRTE
B TRY— /—RESLTRTOD/—REICOY F4 Lo MUEEKRL. ZOFREEE. ID 1000 D1—H—
ICEELET,

mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

B IRTD/—RT, /var/log/nsx-ujo 7« Lo ~UICWT B0 O—FT— a3 ERELET,

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.log {

copytruncate

daily

size 100M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

NCP LU — 3>y arybO—50EK
m NCPRAICncp.ini 77 AV EEBLET.

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo

[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77
apiserver_host_port = 6443
ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin
nsx_api_password = Passwordl!
nsx_api_managers = 10.114.209.68
insecure = True

subnet_prefix = 29
[nsx_node_agent]

[nsx_kube_proxy]

ovs_uplink_port = ens192

EOF

B N 77AUDSEREY TEERLET,

kubectl create configmap nsx-ncp-config-with-logging —--from-file=/tmp/ncp.ini
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m  NCPrsyslog #m 7 7 A V&R L ET,

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

. FEOBRT7ANDS. BTy TEERLET.

kubectl create -f /tmp/nsx-ncp-rsyslog.conf

B rsyslog¥A4 RA—Z2FEALTNCP LU =23y arbO—S&#ERLET.

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:
# VMware NSX Container Plugin
name: nsx-ncp
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
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labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

# ConfigMap nsx-ncp-config is expected to supply ncp.ini

configMap:
name: nsx-ncp-config-with-logging

- name: rsyslog-config-volume
configMap:
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name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

m FEOAERICEDNTNCP 2R LET,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

NSX Node Agent DaemonSet MRk
m  Node Agent ® rsyslog ST &ER L £T.

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:

name: rsyslog-config-node-agent

labels:

version: vl

data:
ncp.conf:
module(load="imfile")
ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")
stop
}
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"
Ruleset="remote")
input(type="imfile"
File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")
EOF

m M5 configmap 2R L £,

kubectl create -f /tmp/nsx-node-agent-rsyslog.conf
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m  configmap ¥4 Rh— Z{ERL T DaemonSet Z/Epk L £,

cat <<EOF > /tmp/nsx-node-agent-rsyslog.yml
# nsx—-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:

container.apparmor.security.beta.kubernetes.io/nsx-node-agent:

apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-node-agent
# Docker image for NCP

localhost/node-agent-

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425

imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]lsx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
- NET_ADMIN
SYS_ADMIN
- SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir
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— name: openvswitch
mountPath: /var/run/openvswitch

# mount CNI socket path

- name: cni-sock
mountPath: /var/run/nsx-ujo

# mount container namespace

— name: netns
mountPath: /var/run/netns

# mount host proc

- name: proc
mountPath: /host/proc
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: nsx-kube-proxy

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425

imagePullPolicy: IfNotPresent

# override NCP image entrypoint

command: ["nsx_kube_proxy"]

livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir

— name: openvswitch
mountPath: /var/run/openvswitch

- name: log-volume
mountPath: /var/log/nsx-ujo

— name: rsyslog

image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume
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configMap:
name: nsx-ncp-config-with-logging
- name: cni-sock
hostPath:
path: /var/run/nsx-ujo
— name: netns
hostPath:
path: /var/run/netns
- name: proc
hostPath:
path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

m  DaemonSet 4L E9,

kubectl apply -f /tmp/nsx-node-agent-rsyslog.yml

¥ VT DEESEIE
NCP ZEBE 74 2 &=(2. Kubernetes & NSX-T Data Center DmADBIBEARE T IVEDNHY ET.

BELKLE/ —RFTOHRITIBHLSICNCP 2HIPRT S

NCP (. NSX-T Data Center EB 7L —VICT7 VLR TEZLD. IESNIEA VT ZANSIF v /—RTDH
ROTTHLDICHIRT Z2HENHYET. CNoD/ —RIE. BURSNINEMFTRAUNT S ENTEES, 20
= ~)LD nodeSelector & NCP ReplicationController 4 ICER T 2 L ENH Y FT.

nodeSelector:
nsx-infra: True

TIAZTAIREDMDAET/ —RICKRY REEYUH TR EHTEET, FHMICDNTIE https//
kubernetes.io/docs/concepts/configuration/assign-pod-node # 88 L T X 1),

Docker Engine Z &#HDIKEICT S
Docker &, £%1 U5« EHFEEMNICYU—RLTNET, CNOOEHEEHNICERT HLENHYET.
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EHETEENIYFFO NET_ADMIN & NET_RAW ##4E% 2FAT L7z L\

NET_ADMIN & NET_RAW o Linux #gE(3. Ry B Ry b D=2V ICRALAKRERICK > TERSNSAIBEEDLSH
VET, EBEEINTNVENIXTI TR NS0 2 DDBELZENICT IVENHYET, T74/LETIE, #ER
DWW TFITNET_ADMIN eI 5 EnE A, Ry ROMRT I OEEMNATRMICENIC/AZ> LY, a¥
THIHEE - RDORESNEZNXDCEFELTKLES D, FESNTWVEVW I TFDIHE. I TFOEERT
SecurityContext &EDHIkRHEEEY X b NET_RAW 8 L. NET_RAW 2®H(ICLET, RIFEDHITY,

securityContext:
capabilities:
drop:
- NET_RAW

A—=IIN—=ADT7 A3 rA-)b

Kubernetes 5. A= R=ZD7 77X a2 hd—)L (RBAQ) APl #ER L CTRIAEZNEL £, EEEIRY >
—EFMICHRETHIEMNTEET, FHMICDWTIE. https://kubernetes.io/docs/admin/authorization/rbac
ESBLTZE0,

BE FHET IV EREO-UIPFEENTNSEDERISRASERELIFTY, - —-—ThoYhEY—EXTH
DY RDBEICE. TORREENETDEEIC. RINROEREZMNSTOIBENHY LT,

WRDHARSAVIIRODEBY TY,

m  Kubernetes APl k=4 > &HBELTERY RICOH = \DT U EREHALET,

s NCP ConfigMap & NSXAPI 54 7 > hEEBAED TLS Secret A7 X% NCP Ry RICBREL £

n ZDEOBRTIRRELBELELLEVWRY RS Kubernetes 2w b7 —2 APIADT7 o2 R&T70v 2 LET,

m  Kubernetes RBAC /R > —#&EmL. Kubernetes APl IC7 2 &R T& %Ry REIEFLET,

NCP R Rz RBACKRY 2 —

ServiceAccount TNCP Ry R&ER L. CDOT7AD Y MIRNDERE Y bEMFSLET, £ hORy RE
7=1% ReplicationControllers 12(Z. NCP ReplicationController & 8 NSX Node Agent @R a2 —AE LTI D
> b&and ConfigMap & TLS Secret AD7 R EFHAIL £ H A

HROBE NCP [CA—ILER—ILDNA > REIREST 2 HEERLTVET,

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc-account
namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
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apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:

name:
rules:

ncp—cluster-role

— apiGroups:

- extensions

- networking.k8s.1io

resources:

#

deployments
endpoints

pods

pods/log
namespaces
networkpolicies

Move 'nodes' to ncp-patch-role when hyperbus is disabled.

nodes

replicationcontrollers

Remove 'secrets' if not using Native Load Balancer.
secrets

verbs:

get
watch
list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift

apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:
name: ncp-patch-role
rules:
— apiGroups:
wn
- extensions
resources:
- ingresses
- services
verbs:
- get
- watch
- list
— update
— patch
— apiGroups:
wn
- extensions
resources:
- ingresses/status
— services/status
verbs:
- replace
— update
VMware, Inc.
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— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

i NSX-T Data Center 254 7 > bEEBAZE(C Kubernetes APl #{&E B L 7=#Es s 7= TLS Secret & 754 X —
b F—DAR7 (2L, Kubernetes APl 5 —/NIZ7 V2 A TEBEEDRY RDSTIVZATEES, Ry RSy —E
RATHhor MU THERENEZES. RUCRBRIZEBOT 74OV —EX 7HT Y MPEEMICEIV B TONE
. InICkY. Kubernetes API IC7 2 ZRT B =0V BEBMICIT Y FENET, NSO =02 D7
OVERE b= EBLEETDIZRY RICOHHFRITHIHEDHY T,

XY bT—=0 JY—-RADFEDE > b
Ry D=2 UY—RERET BBIL BEOHENSHSZECIELT S,

NSX-T Data Center % Z'{t13 D #IFR

NSX-T Data Center [C(E, TP bADY FfHFITROFEIRDH Y £7,
B RO—FI2IE 128 XFDOHIRDHY ET,
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m FUICF 256 XFDHIRDBH Y ET,

m BATOOMIERARTIOEDY VEIEETEET,

Kubernetes &7=( OpenShift @7 / 5 —32 3 > 5 NSX-T Data Center D R 3—7®4 JICaE—ShBEICF
BOGREBZSE. BEPECDIHEDBHYET., EAE RAMVvF R—MRADYIBHY. NPT 74T
F—I =V TERSNTNBES. 7/ 723 vDF —PESFHFIREBADE. RAOA—TELBHTITTAN
TaE—2naWesd, V—ILDBBELLLD ICERAENGZVWZ EDBHY ET,

Fy b= RYL—DRE

Fy b= RUD—F SN VIS EFRLTRY FEARBRIZERZRRLET.

NCP BsHR—b9T5 v bT—2 RU > —(F Kubernetes ERLCTH Y. Kubernetes d/N—2 3 (k> TEAR
UET,

m  Kubernetes 111 -LUTFTDIN—IL EL IS EIEETDHEMTEET,
m  podSelector: Xy b7 =2 RU L —DPERSINAEZBRIZERBAICH DT RTORY REBIRLET,
m  namespaceSelector : IXRTDEAZEREZEIRLET.

m  podSelector & namespaceSelector : CO#AEHLHE TIE. namespaceSelector TEIREI /=%
AIZEERNICHDTNTDRY FHERENET,

m  ipBlockSelector: ipBlockSelector /3 namespaceSelector £7=d podSelector ®WL\F N
HAEDINTWBEE, *y bT7—20 R —(FEHNT/RYUET, ipBlockSelector (ER U o — 114k
[CEMTIEET HSHENHYET,

m  Kubernetes 1.10: Ry b7 —2 RU S —D)L—)LAIZ. namespaceSelector., podSelector. HLW
ipBlock DL 24 MHEAT 1 DEENTNWBIHENHYET,

Kubernetes APl 4t —/\1E, v D=2 RU S —HHEORIEIIRITLUER A, BHRFRY FT7—2 RIS —&4ERK
LTLED>aEEM®HYET. NCP(E, Eary b7 —2 RUS—%EBFLET. Xy b7 —0 RUS—EFH
LTEHMICLTH, NCPIZZDRy 7= RUS—ENBLERA, 2y bT—20 RU—ZHIKRL., £HENE
fiaxy hD—0 R —EBERTD2LENHY ET.
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Pivotal Cloud Foundry IREA D NCP
DA VA=V

Pivotal Cloud Foundry (PCF) %, #—7> v —2X® Platform as a Service (PaaS) 7O/\«4 T3, PCF®EIC
NSX-T Container Plug-in (NCP) 24 > X b=l LT, Ry b7 =9 H—ERZRHETEET,

Pivotal Ops Manager % i@ U TR S N7z ARIBE< S > 58 NSX-T O#EEAFIAT AICIE. 2V TF Ry T —0AD
LAV —3HEEBVETT,

S A (HA) BEBNICENC/RYET., NCP &4 > X ~—JLF 2Hi(C. kDS F&ERL T, SpoofGuard M X
AvFrI TAT7AIVEERT DHLENHY ET,

m RI—7:ncp/cluster. ¥4 : <cluster_name>

m RIJ—7:ncp/ha. ¥ : true

EF: o BLFaUTa IN—TIIEEEMALS, EXaUT4 JN—TEBFBRALTWBITRTDODT TUs—2 3%
BERT -V I0FBMERHUET, RT— 003 77V —=2 a0 PRITSNTWBBHRICEFaUT4 &
W—TBEREINTNRIEE, FEEEFa T« JI—TBIO—"NVICERENTWSIBEICITVET,
ZDEICIE. RDMEYIDPEENTNET,

m  Pivotal Cloud Foundry B#A®D NCP DA > X k=)L

Pivotal Cloud Foundry BREEA®D NCP D1 > X k=)l
NCP (g, Pivotal Ops Manager 47 4 AL A—H— 425 —T7 124 X (GU) ZEALTA VA b—ILENET,

AR SR

Pivotal Ops Manager. NSX-T Data Center, # & Pivotal Application Service (PAS) DFiRA > X b—)b. &
9" Pivital Ops Manager Z&#(C4 > X b—JLLTH 5. NSX-T Data Center. PAS DIBICA > XA b—JLLTL 2
20, FICDOWTIE. Pivotal Cloud Foundry @ R a2 A > ESBL TS,

FIE
1 Pivotal Cloud Foundry RIZTNCP 4 Y R b= 774 )V &F o A—-RLET,
7 7 A I)VA(E VMware-NSX-T.<version>.<build>.pivotal T,

2 Pivotal Ops Manager [CE®EZ L TOSA > LET,
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[BEDA > R-K &IV ILET.

FUOYA—RLET7AMIVERRLET,

[Ops Manager Director for VMware vSphere] #41 v 2 L& 9.

[vCenter Server 8] @ [88%] # 7T [NSX *v kT —2] &#IRL, [NSX E— K] T[NSX-T] #RL £ 7,
INSX CA FERAE] 7 « =)L KT, PEM EERDFEFAEAIEEL £ 7.

REl &)Yy LET,

O 00 N o U»u1 » W

EEBO[A VA= &y aR—R &5y o LT FyraR—RIRYVET,
10 [Pivotal Application Service] 22U v 2 LE T,

M [BE]ISTOFET—2ar RAUT, [Ry FT—0] EBRLET,

12 [aYFF 2y RTI—0 A2 —TIARDT 554 2] T[40 #BIRLET,

13 EEBOAYAb=IV Ty aRk—REIUvILT FyaR-—RIIRVETY.
14 REl&2sV v o LET,

15 BEBO AR b= FyaR—Rl &0y o LT FyraR-RIIRVET.
16 [VMware NSX-T] &2V v o L&,

17 NSX Manager 7 RLR&EAHLET,

18 NSX Manager MRt AEERRLET,

FFoa>y Foay
U347 2 MERSRA NSX Manager msIBBE L 7S5 A R—h F—%iEELET.

A—Y—BENRT—REERAUAZEXRREIE  NSXManager EBEDI—H—RENRT—RERELET,

19 [NSX Manager CA fEBAE] 7 « —JL R T, IBAEZEEELET.
20 REl OV O LET,

21 FES =2 3> R4 T[NCPl & ZIRL £

22 [PAS Foundation &] #AHhLET,

ZoO3xFH(E. NSX APl TE4® PAS Foundation #—Z(CHEET5HNDTT, /. ZOXFFIFE. PAS
Foundation BIZ NCP 2ME T A5 NSX UV —REDTU T4 v O RELTERENET,

23 [A=—N—=bA rSRR=F V=V]EAALET,
24 [Tier-O)—4—]&ANLET,
25 [aryFFry b= IP7RLR 7Oy o] & 1 DUEEELET,
a [EBmlzEsUvoLET.
b IP7RLRT7OvIEIEANLET, FRELEEGFEOIP7RLVR JAY I EANTEET,

C FLOWIPTRLR 7Oy IEANT Bi5E0H. 7AY 2% 10.1.00/16 DL/ CIDREXTEEL £
ER
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26
27
28

29
30
31

32
33

34
35

AVTF Ry NTI—=0DH TRy N TV T4 v O RERELET,
[a>FF Ry bT—0D SNAT 28T 2] 20U v LT, SNAT B LET.

[(f#txw b7 — 298 (NAT) IP 7 R L RZRIES 2DICERENS IP T RLR =)L) £ 1 DULHETE
LET.

a [EBmlzsUvysLET,
b [IP7RVRT—NE]ZADLET., FREEABFOIPT RLR T—IVEANTEET,

C FHRIP7RVR 7NN EANTZHEDH CIDRELVIP 7 RUVREEEZANLTIP 7 RLXERE
E

F73Y) BEMOT77A4T7 94— o3> —h—]1%2AHLET.
(72 ay) BFTUOIZ7AT7 94— €o 3y v—h—]12AhLET,
(T2 ay) ROFTarEBMELITEHICLET,

L

A T7 ) ME

ROwFLE7FVo—ary 57490 8, BACTDE 7747 04— )b=)VICLk>TRAY LIRS T4 v o BOJICRE

Z0YIRkesk FENET,

NCP @5 /8y & L)L OJREEERIC a3
T3

REl 2020w o LET.
(F7>3r) FES—2 3> R4 2T[NSXNode Agent] Z2IRLE T,

a [NSXNode Agent dF/\w & LANJLOOJRFLEFHNICT 2] £FRL T TNy Y LARIILTOOIDEE

FEBEMICLET,
b [RElZ2JvILET,
EEBO A VA= FyaR—RK£0Uvs LT FyaR—RIIRVET,
(ZEEER] #0U v I LET.
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NSX-T Data Center @— R /NS > #(d Kubernetes LE#L £9,
ZDEICIE. RDODMEYIDEENTNET,

n O-RASUUVIDORE

A—R NSV TDERE
O—R NS>V IDFREICIF. Kubernetes @ LoadBalancer #+—E X &7z Ingress Uy —X &, NCP L7 U
T—32 AV MO-SOREVEENET,

& 4 7h LoadBalancer ® Kubernetes # —EXZE#L T, LAV—40—RNSUHEERTHENTESE
¥, F7=. KubernetesIngress Uy —R&#EHRLTLAY—7O—R NSO HEHERTEHIEHTELT,

NSX Container Plug-in (NCP) TE—R NS> Vv JEFJRET BIZIE nep-rc.yml 77 AL TROL D CEREL
E3 2

1 use_native_loadbalancer # True [CBZEL £ T,

2 (F723>) pool_algorithm Z ROUND_ROBIN ¥ 7=(d LEAST_CONNECTION/IP_HASH [C®REL$9. T
7 #JU (3 ROUND_ROBIN T,

3 (#723>) service_size # SMALL. MEDIUM. F/=(4 LARGE [CEREL ET. T 7 #/L ;& SMALL TTY,
LEAST_CONNECTION/IP_HASH 7/)L IV XADHBE. bZ 74 v IDREETIP 7 RLADBE L THNIL RNy
JIVR Ry RICEEFESINET,

NRED NSX-T Data Center — R NS U5 Tld, RBYR—FENET,

. NSX-T{REEH—/1N10 A,

m NSX-T Z7—JL 10 f&.

m NSX-T ZF—Jb A= 30 1&,

s loadBalancer 4t —EXAAR— 8 {A.

m LoadBalancer —EX & Ingress UV — XREDHR— ~&5 10 1&.

s LoadBalancer —EX & Ingress UV —RICk>TEBEND I KR4 > hEEF30 A,
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iRED NSX-T Data Center O— R NS U5 Tld, RBYR—FEINET.

n NSX-T{R#EH—/N 100 &,

m  NSX-T 7—J1 100 f&.

m NSX-T 7—Jb *>/x— 300 @&,

m LoadBalancer ¥ —EXAR—k 98 A,

s LoadBalancer —EX & Ingress UV —XREDAR— &5 100 {E.

m LoadBalancer #—EX & Ingress UV —RICk>TEBEND I Y RRA > hEE 300 A.

KD NSX-T Data Center @— R NS Y TlE, RBYR—bEShET,

= NSX-TRAEH—/N 1,000 &.

m  NSX-T Z—)L 1000 @&,

m NSX-T 7—Jb * > /x— 3,000 {&.,

m LoadBalancer ¥ —EXAR— k 998 A,

s LoadBalancer #—EX & Ingress U Y —ZXBREDAR— ~&ET 1000 1@,

s LoadBalancer t—EX & Ingress UV —RICk>TESBENB I > RRA > hEEF 3000 A,

O— R NSUYBMEREINARIC, BR77AMIIVEBHLTO-—R NS YO A XEZEETSHI LB TEE A
EETAHICE, Y- A9 —T A RELFAPIZERLET,

LAY —4BEBLAY—7O—-RK NSV IDNR—S ATV RADBEE

NCP ConfigMap T. /\=2 RF > REEIC/NT A —% 14_persistence & 17_persistence #5E TE &7,

LAY —A4ANR= RTFVRIERTREGRA T avld #ETIP 7 RUVRTYE, LAV —7 =L RTFVRITER
AlgE/RA 7 3 (3. Cookie EFETIP 7 RLUATY, 74/ ME <None> TY, RIFZDHITY,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

EF: LAV —4LLAY—7OmMA—R NS UHERELTNSEEIE. 14_persistence E£7=(4
17_persistence D W\Fhh, FEZFDOMAZE source_ip ICHRET DI L(FTEETH. 14_persistence
% source_ip ICE&E L. 17_persistence & cookie [CERET B LIETEEH A, 820 7T l4_persistence
% source_ip [Z. 17_persistence # cookie [CERET 5 &. LoadBalancer 4 —ERIgHgE L A< B U E T,
ZDOEBEEBRT BI2(F. Ingress UV — X & LoadBalancer b —ERXR#HIBE L, NX—2 ATV AFREEZE L. NCP
EHEHLTHS Ingress 1)V —R & LoadBalancer 4t —ERXR&BER T 2 HENH Y ET.
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ANAME (Ingress)

s NSX-T Data Center Tlg. TLS fH#® Ingress &. TLS H#C7xy Ingress BIC. LA¥—7 AO—R NS>
YRIEY — /D 1 DT DRI NET,

. IRTDIngress B, B—DIPT7 RV RZRELET.

B Ingress UV —XI(ZIE ncp.ini @ [nsx_v3] £ 3 IH B external_ip_pools A7 3> TIHES
NEHNEBIP T RUR T=bp6. IP7RUVRADEVETOENET, O—RNSUHE. ZOIPT7RLVRE
HTTP &L HTTPS R— (80 & 443) EICRABEESNET,

m NCP 232 L&, Ingress UV —XIZ(E, ncp.ini @ [nsx_v3] €4 3> IC#H 5 external_ip_pools_1b
FTLaVTRESINEATIP 7 RUR =k, IP7 RUADEIUHETOENET,
external_ip_pools_lb #+ 7 3 /a0 5E&(E. external_ip_pools TIEESN/=T—IMERINE
T, A—RNSUHE ZOIPT7RVREHTIP BELCHTTPS R— bk (80 & 443) LICARENET,

m NCP232LIRg. HREZZELTNCP 2BEHTZHET. ELRDHIPTRVR T—VICEETEET,

n TLSHDOT 74V MRS ZIEETEEY. MHFOERBLIUNCP Ry BADIEBEEDT V> ~IDWT
(I, UTZESRBLTLES 0,

LS 8T/l Ingress (Z, HTTP REEH —/N (R—k 80) ETHRRAMENET,

m TLS 4D Ingress (&, HTTPS fRAEH —/N (R— b 443) L THRRAMENET, O— K NS HEFSSLH—N
ELTHEEL, 5472 D SSLEERERTLET,

m Secret & Ingress DERIBFRISEETEHY EHA. Secret #7217 bhiH B15E. TNESET 5 Ingress
MH o e, FAEE NSX-T Data Center 24 > R— b ENET, Secret BHEIRENLHZE, £EHREIC
Ingress 717> 7= Secret BBMHIBRE N/z5&(E. Secret ITHIcT DEEBAE (RIS NET,

B Ingress A TLS £ 2 3 > DEBMEZFHIRIEYR— N TNET, Ingress DEENS tls F—0HIB
Ehd &, Ingress )b—)biE HTTPS ARAEH — /N (R— bk 443) »5 HTTP R#8H—/N (GR— bk 80) [CEmEEh
F9. BERIC. Ingress EERIC tls F—DhBMEI N5 &L Ingress Jb—JbiE HTTP RS —/N (GR—k 80) »
5 HTTPS AR8H —/N (R— b 443) ([CEXENhE T,

B INgress DEET, B—U SR ITHT DN —ILDBEELTWSIHE, BUIOIN—ILOHBPBEREINET,

n I DDUSRITYR-—bEINZDE. T7AIEDONYIITY REFDE—D Ingress DHTY, ED
Ingress Ib—JIL&EH—H LBV NS T4 v IE T7HIEDONY Ty RICEERINET,

n TIUFINEDONYOITY RERD INgress BEHD HIHEE. RO 1 DDOABREENET, TOMD
Ingress (&, TS —&ERBENFET,

B JANNRA—=RICEKD URI Ty FITlE ERRROXF [ & [F] BUR—bEINET, 72&&(E /X
[/coffee/ ] (%, [/coffee/] m&IC OBE/IE 1 BULDIXFEHH L XTI, 7=& 1S [/coffee/]. [/coffee/
al. [/coffee/b] &—% L £9. [/coffeel. [/coffeecup]. [/coffeecup/al 7z &(F—2LERA, /SRIC T/
| BEENTWREEG. 2EXIE [/tea/*] (. [/teal O#ICO@EELIZ T BULOXELHESXFH. 7=
EZIE [/teal. [/tea/]. T/teacupl. [/teacup/]. [/tea/al. [/teacup/b] mEE—HT B LITEELTL
0, Z0BE. ERFRROHHRIF [*] b7AMINRA—RXFELTHELET.
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Ingress OEERDHA :

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /tea/* #Matches /tea, /tea/, /teacup, /teacup/, /tea/a, /teacup/b, etc.
backend:
serviceName: tea-svc
servicePort: 80
— path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

Ingress UV —RIZT7/T—3>&8MLT. URLUSIIX b rewrite 5% CTE£E9. RIZTZDHFITT.

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
rules:
— host: cafe.example.com
http:
paths:
— path: /tea
backend:
serviceName: tea-svc
servicePort: 80
— path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

XX [ /tea] 8LV [ /coffee] (F. Ny VIV R Y—EXANDO URLZEEFIC [ /] BB OSNET.
NCP 2.3.2 Lif&. Ingress 7/ 7—3 3> kubernetes.io/ingress.allow-http #SHR—rENET,
m 7 /T7—>arv%E false [CHRETHE. HITPS W—ILDIHBERENET,

m T/T—arEtrue CRET BN T/ T arBROp5EWMESF. HTTP L —ILMEREhE
¥, Fo Ingress DERRICTLS €02 3 o b Bi5&(E. HTTPS b—IUDMERRENE T,

Ingress UV —RICTZ—D7/T—aryMEMEnEd. T5— F—Id ncp/error.loadbalancer T,
&+ —(d ncp/warning. loadbalancer TY, BEINS TS —BIPELZIRDELY T,

m  ncp/error.loadbalancer: DEFAULT_BACKEND_IN_USE
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ZDIZ—(F. T7AIEDNYIITY RPHB Ingress Bk dZEERLTWET, Ingress I$FET7 o7
A 7ICBRYVET, TLSOFECHHHST. Ingress DI —TFICELZENTEBNYIIV RET T+
IWETIDDOHTY, T5—HEET ST, Ingress ZHIk L TEDAEHETHBERLET.

m  ncp/warning.loadbalancer: SECRET_NOT_FOUND

ZNDIZ—(F. Ingress DA TIEEIN TS Secret MREDOMSHNI E&RLTWET, Ingress (3.
BRICT T4 7ICRRVET, T5—ZEBETHICE. FBRLTWS Secret 2tk LEd. 7/ 57—
3 VICEENHDHBE. Ingress UV —RDS5A4 7 A IV TIFHEESNERA.

LAY—70—RNSOHELVRY bT—0 KR 2 —

NSX A= R NSUHRBY—NADOSRY RIChS T 4 v O E2ERXT 2583 FETIP 7 RLXB Tier-1 )L—% —
DT7yvTV 2 R=bDIPT7RLVRICHRVET, ZOT7 RLRETSAX—=kTier-1 Bfixry b7 =20 LICHS
D, HRAIENBIRESS T4 v IMCUDRAR—RDRy b7 =0 RU L —([CKUHFRIENENI EMBHYET., =
DOEBEZETBHICF, Tier-1 )= —D7 v TV R=bDIPT7RLRM, BFRIENTWS CDR 7y 2ICE
EFNBESCRY T RUL—ZRESTDVENHYET. COREIP 7 FLRIL
status.loadbalancer.ingress.ip 7 4« —JL KD Ingress OEERO—&E LW Ingress UV —RD7 / T—
3> (ncp/internal_ip_for_policy) L L TCaA—H¥—[CRREINET.

LA REY—NONEIP 7 RLRH 4405 THY, A& Ter-1 )V—4—DT7vTU o R—bDIPT7 KL
253 100.64.224.11 DFE. Ingress DEFEETRD LD 1TV E T

kind: Ingress

status:
loadBalancer:
ingress:
- ip: 4.4.0.5
- ip: 100.64.224.11

Ingress UV —X07 /7= a IFROKDICIEVET,
ncp/internal_ip_for_policy: 100.64.224.11

IP7 k21006422411 (Z. 7y 8T —2 RU S —dD ipBlock L o4 TFAIa 7= CIDR ICBL TWAHED
HUYET., RIZFZDOHITYT,

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

ingress:
- from:

- ipBlock:
cidr: 100.64.224.11/32

Kubernetes LoadBalancer y—EX &b A —4 00— K NS

s NSX-TDataCenter (g, 9 —EX R—KM L A¥V—4D0A—-RNSUHRET VEXVOT—ILEERLE
ERS
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n [CPELTUDP OmAMBHR—bEINET,
B FEY—ERICE—EDIPTRULRADEUHTENET,

B B—EXRICE AWIPTRLR =IO IP 7 RUZAMEIY HTE5NET, LoadBalancer ICEEEIN TS
loadBalancerIP #fFERAL T, IP7 RLR 7—)LD&ATERILID 25 TE £ 9., LoadBalancer ¥ —EX
DIPT7ERLVRIE ZOPTRVR 7= 5EUHBTOENET, loadBalancerIP tENZEADIHZE, IP 7
RLX(E. ncp.ini @ [nsx_v3] ©& 2 3 >(lH 5 external_ip_pools_lb A7 3 > TiEE I NZHER
P7RLVLR 7= DSEUHTONET CE: 2DFTa3>(d. NCP 232 DHTERREETT).,
external_ip_pools_lb #+ 7> 3 > /aW\5E&(E. external_ip_pools TIEEIN/=T—IMERINE
3. LoadBalancer ¥ —EX(F. SOIP 7 RLREY—EXR R—rEBCTRBAINET,

n NCP232LIR REZZELTCNCP £2BEEETEHET. BIESIPTRVR T VICEETEET,

= NSX Container Plug-in (NCP) 2.3.1 LB Tl3. loadBalancerIP TIREIND IP 7 RLR T—)LIClE. 44
{"ncp/owner": cluster:<cluster>} 53 VENHUET.

m Y—EXRCEFIZ—D7/T—rarPBEMENET, T5— F—I(dncp/error.loadbalancer T9,
ESINBIZ—(FRODESYTY,

m  ncp/error.loadbalancer: IP_POOL_NOT_FOUND

ZDIS—(3, $§FL7= loadBalancerIP: <nsx—ip—pool> FD <nsx—ip-pool> MEDMSRINT &
ERLTWET, Y—EREHRTIT4TICIRVET, T5—ZEETHICEF. BHRIPTRVLR T
ZI/EL. Y—EXZHIBRL TBERLET.

m ncp/error.loadbalancer: |P_POOL_EXHAUSTED

ZDIZ—(F. #EE L loadBalancerIP: <nsx—ip—pool>FDIP 7 RL X F—ILTIP 7 RL XD
BLTWAZEERLTWET, U—ERIFFTI/T 4 TICRVET, T5—AEIETSICIE. FERARTEER
P7RLRDHZIPT7RLVR F—)LEIEEL. Y—EXZHIBRL CBERLET.

m  ncp/error.loadbalancer: IP_POOL_NOT_UNIQUE

ZMDIS—(F. loadBalancerIP: <nsx—ip-pool> TIEEINEREZEZEFD IP 7 RL R TV 0EHH
5ZLERLET, Y—EREFIFT /T4 TICHBYET,

m  ncp/error.loadbalancer: POOL_ACCESS_DENIED

(NCP 231 LUEDYY—R) ZOIZ—IL loadBalancerIP THEEN/EZIP T RLR T—VIZH T
{"ncp/owner": cluster:<cluster>} M7/al\H. £/(34 JTIEES N2 5 X4 H Kubernetes &
SRAYDEARE—HUIEWZEERLUET,

8 NCP23TLETIE. LAY—4O0—-RNSUHOABRT -V IBYR— SN TWET, Kubernetes
LoadBalancer # —EXHSBINDIRIEY —NELBEETEED (TERELFEEINTEY., BEOLAV—4
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A— R NSUHICHREBEENEVNGEE, FHILOWLAVY—4 80— R NSUBMERSNET., Fio NCP I
RS —NAPERSNTOEWLAY—40-R NSO BHEIBRLET, ZOMEEEFT 74/ M TEMICAES
TWET. NCP ConfigMap T 14_1b_auto_scaling # False [CRRTET 52 & CEMICTEET., D
BEIZIE. NSX-T Data Center 23 LIBgD U ) —ZADBHLETT,

7F : LoadBalancer —EXE7=(F Ingress UV —RICHED IP 7 RLREEUHTEHI LETEEHA,
LoadBalancer # —EXE7 (£ Ingress UV —RDEREEICIP 7 RLRZEIEELTH, TRTERINETS,

CAERIBAEEERTHAHTIV RO UT S

RODAL)TRCE>T. CAERIAEZEL TSAR— b F—DEREN. ZThTNhT 7 1)L <filename>.crt &
W <finename>key & LTI NET., genrsa AV RTCAF—24mLET. CAF—IBEESLTIHLE
MHYET, aes256 2ENIAY Y REFERALT. BEIEAXEZEETEET,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key -new -x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/
L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new -newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/
ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out $
{filename}.crt -sha256

FTI7ANEDOREAEEF—D NCP Ry fADT Y |

SIBREZE L TS A R— b F—(34EBE. RAMREYS > OT 4 Lo MU Jetc/nsx—-ujo ICERBEINE T, FHEL
F— 774N DABMNENZETN Ib-default.crt. 1b—default.key DHE. LLTD LS IZ ncp-rc.yaml #F
ELT, RAMEDZINSD T 7A4ID, Ry RICXT Y hENDEDICLET, RITZFOHITT,

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

— name: lb-default-cert
hostPath:
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path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key
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NSX-T Container Plug-in (3. NSXManager 574 hjb A—H— A& =T 1A RERFEARV R4 4>
=714 R CL) hoEBRTEET,

E: ESXI65 THBIFOILTF KR FOREY S > &, 10 ESXi65 K2 k< vMotion THBATT 288, BT
RAOAVTF AR FEDALTFHE, BAKOIALFF KRN LEOAVTFAOEBEFRDONET, ZOMHER,
227 F AR RO WIC £ L. BEEHT 5 ETRRTEET. SOMBE ESXi65 Update | LI TIESR
ELEH A,

Hyperbus Tld. /N /8= 4 5 =D VLAN ID 4094 (£ PVLAN OFERICFHEINTE Y, ID ZEEFTSHZLET
EFEtA. VLAN DR ERT 5726, RL VLANID @ VLAN #%EB XA v F£7=1% VIEP vmknic (F%E LAZNT
STEELN,

ZDEICE. RDOEYINEENTNET,

s NSXManager 4574 h)l A—Y— A5 —T A XTOIP 7OV I DER

m NSXManager 274 h) A—H— A5 =T 2ARATOIP 70y DY TRy bOERR

s CIF EemER—

m Cllawrk

m I>—O3—F

NSX Manager 574 Al A—H—A 25 —T A ATHIP 70O
v IDEE

NSXManager 57 4 A A—HY— A& —T A RT, IP 70y o057 J%EM. HIkk. #wE Fr. SET
EET, FHEERTHILEHBTEET,

FIE

1 7Z9%H»5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) (CO 41 > L
7,

2 [RybTU—=2]>[IP7RULREER] DIEICESHLET,
BEOIP7RLAOD7AOy VO—ENRIREINET,
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3 ROWTNHDOT o3V ERITLUET,

73> T7oar

IP 7Oy o#EmMyS emlzsuy o LET,

120 ED IP 7Oy S 2Kk 3 TDUEDIP 7Ry s&sRL, (MRl 20Uy o LET,

IP 7Oy szmeEdss P7oyvoe@RLTREl 20 v o LETS,

P70y s nsleRRT S P7avores)yoLEd. 2ROBERERRTHICE. BE] s 720U voLE

T, ZOIPTAvIDY TRy FERFTBICE B TRy N 5TEIUYILET,

P7Oysns /EEBLET, P7oOvoEBERL, [702aV]-[470EB]DIBICO) v I LET,

7Ry BBV ETONLIP 7Oy Z3HIBRTEEEA.

NSXManager 274 AV A—Y—A 25— A XATHIP 70
vIDY TRy FORR

NSXManager 27 4 )l A—HY— A5 —T 1A RTIP 70y DY TRy hERRTEET, NCP &1
Ab=ILLTRFTLAEZRICIP 70y 2 BMEIBHIRT 22 LE#HREEINERA,

FIE

1 7Z9%Mm5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) (COZ 4 > L
7,

2 [FybT—=2]>[P7RLREER] DIEICHEEHLET,
BEOIPTRLADTA Y 4 D—BBRREINET,
3 IP7O0vongmmEs )y o LET,

~

(B7xv RN dT7&20Uv s LET,

CIF ##eamEER— b

CF @>TF 42— 4R) I RAvFLORBEBR-MIEHRENTVWDAYTFTORY MTI—0 45—
T71A4RTYT, InNoOR— ML CAFEERER-FEONET,

NSX Manager 57 4 Al A—H— 4> 5 =T 24 A5 CIF HGHER—- FEERTEET,

CIF E=hesmE R — FDOEHE

[Ry hD—=0]-[RA v F > ]-[R— ] DIEICEE LT, (F #EHRER— NSO TN TOHREBR—- FERTL
9. CFEERER-NOER) > 2E0) v LT, BREBREXRLET. REBER—FDOUIEI) YT
& v Ry RqUpRE. BE]L [BERL [EE]. [BE 04008 TBRREINET, [BE] - [RER—

M OIBICOU Y oTRE TyT) 2o A4 v FICEBET DHBR— MDRREINET. RA v F R— FOFFMIC
DWVTIL, [INSX-TEEBAA R] 28BL TSI,
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Iy bD—OBRY— )

mOY—)LiE, CFEERER—FEYR-—FLET. NSOV —ILOFFMICDNTIE. [INSX-TEEAA K] %
ZRLTSIZE W,

[ No—X70O—

m R— MR

s [PFIX

n OVFFCEBELTOBRERA vF R— hD GREA T RILEEALT. UE—F K- IS5-UVJ%%
FCEET. FACONTE, INSX-TEEAA K] O [R—b I5-UYH XAy F>¥H TAT7AIVIZD
WTl #z8BLTLLESN, =L AFR=FSVIFR—bADZIS—-UDIE, xZX—2vDA—H— A
V& =7 14 ARATES K- FENFHA,

CLlla<>r Rk

CLIa=> kzERTTSICE NSX-T Container Plug-in 3> FF(CAJ4 > LT —XFILERME, nsxcliav
Y RERITLET,

J/—RTRODaATYRERFTLT CLUT7AYTNERRTBHIEHBTEET,

kubectl exec -it <pod name> nsxcli

KO- I.NCParyFroCLlavw>r R

s47

o e
>k >t
o3 i3

iy iy

o
>+
o3

i

Frvia
Frvia
Frvia
Frvia
Frva
Frvia

Frvra
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avr kR

get ncp-master status

get ncp-nsx status

get ncp-watcher <watcher-name>
get ncp-watchers

get ncp-k8s-api-server status
check projects

check project <project-name>

get ncp-bbs status

get ncp-capi status

get ncp-policy-server status

get project-caches

get project-cache <project-name>
get namespace-caches

get namespace-cache <namespace-name>
get pod-caches

get pod-cache <pod-name>

get ingress-caches

b3

Kubernetes & PCF oA hSsd 5.
Kubernetes & PCF @A #5555,
Kubernetes & PCF @A #5555,

Kubernetes & PCF oA hst 5.

Kubernetes @& h3%d5k.
Kubernetes M & 13545k,
Kubernetes M & 13545k,
PCF o & p3%d5R,

PCF @ h33d5R,

PCF o & p3%igR,

Kubernetes @& h3%i5R.
Kubernetes @& h3%d5k.
Kubernetes @& h3%d5k.
Kubernetes M & 13545k,
Kubernetes M & 13545k,
Kubernetes M & 13545k,

Kubernetes m & h%d5.
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KO- IL.NCParyFFoCllavwr bk #&)

47 avrkr b=

Frvia get ingress-cache <ingress-name> Kubernetes @153t 5k,
Frvia get ingress-controllers Kubernetes m a5t 5k,
Frvia get ingress-controller <ingress-controller-name> Kubernetes o535k,
Frvia get network-policy-caches Kubernetes mah3%t5k.,
Frvia get network-policy-cache <pod-name> Kubernetes m# h5%t5.,
Frvia get asg-caches PCF @ H33d5R,

Frvia get asg-cache <asg-ID> PCF O & 13335,

Frvia get org-caches PCF a3t

Frvia get org-cache <org-ID> PCF o33t

Frvia get space-caches PCF o334,

Frvia get space-cache <space-ID> PCF &334,

Frvia get app-caches PCF @ h33d 5k,

Frvia get app-cache <app-1D> PCF @ H33t5R,

Frvia get instance-caches <app-ID> PCF @ H33d5R,

Frvia get instance-cache <app-ID> <instance-ID> PCF O & 13335,

Frvia get policy-caches PCF &3t

PR—b get ncp-log file <filename> Kubernetes & PCF oA #5351,
PR—b get ncp-log-level Kubernetes & PCF oA #5315,
HR— b set ncp-log-level <log-level> Kubernetes & PCF oA 13345,
HR— b get support-bundle file <filename> Kubernetes mah3%t5k.,

HR— b get node-agent-log file <filename> Kubernetes m# h5%t5.,

HR— b get node-agent-log file <filename> <node-name> Kubernetes @& h3%i5k.

% 6-2.NSX Node Agent a>F7F+o CLla< >k

147 avwr Rk

Keg get node-agent-hyperbus status
Frva get container-cache <container-name>
Frvia get container-caches

& 6-3. NSX Kube-Proxy a>F7o CLla< > k

g147 avrR

N get ncp-k8s-api-server status

Keg get kube-proxy-watcher <watcher-name>
N get kube-proxy-watchers

N dump ovs-flows
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NCP arFFniREga< > Kk
n NCP YRS —DREEEERLET.

get ncp-master status

B

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

s NCP & NSX Manager O D#E#EDIREERRLET,

get ncp-nsx status

Bl

kubenode> get ncp-nsx status
NSX Manager status: Healthy

m  Ingress. BRIZER. Ry B, ¥ —EXDEROREEZRRTLET.

get ncp-watchers
get ncp-watcher <watcher-name>

B

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:

Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
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Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0

Total events processed since watcher thread created: 0
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

m  NCP & Kubernetes APl 4 — D OKEEERRTL X T,
get ncp-k8s-api-server status
1 -

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

n IRTOTAC I MEERBENDTRY 2 bR LET.

check projects
check project <project-name>

Bl

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing
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kubenode> check project default
Tier-1 1link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

m  NCP & PCF BBS F#E#iDIREE R L £ 7.

get ncp-bbs status

Bl

node> get ncp-bbs status
BBS Server status: Healthy

n  NCP & PCF CAPI O DIREZ HERR L £ 9.

get ncp-capi status

Bl

node> get ncp-capi status
CAPI Server status: Healthy

. NCP & PCFDRY 2 — H—NEOEGOIREEZHERLET.

get ncp-policy-server status

Bl

node> get ncp-bbs status
Policy Server status: Healthy

NCPaYF+d+vyviaavwrR
n TOVIYRERERNERONSE vy 1 EWELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

Bl

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435
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kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
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logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

n Ry RORBFr v 2 ZBMBLET

get pod-cache <pod-name>
get pod-caches

B

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx-—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3
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kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

B IRTOINgress DF+ v L a2 FEEFRFEDF v 2 ZBMEBLET.

get ingress caches
get ingress—-cache <ingress-name>

Bl

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a0-4934-0938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
1lb_rule:
id: 4bclébdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a0-4934-0938-5b851b3e485b
lb_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
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http:
paths:
path: /coffee

backend:
serviceName: coffee-svc
servicePort: 80

lb_rule:
id: 4bclebdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

. TARTO Igress Controller, &7z (34FE D Igress Controller EREIB L ET. ZNhIZE EHiZar ~O
—ZHEENET.

get ingress controllers
get ingress—-controller <ingress-controller—-name>

B

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-f1la0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b8771528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b945920e886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a072-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cd6de52c3

kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
http:
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default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

B Xy b= RU—Fry P aR@FBEORI Y —Fr v aZBELET,

get network-policy caches
get network-policy-cache <network-policy-name>

Bl

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
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namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

m IRTOASGHF vy aEh@FHEDASGF vy aZBELET,

get asg-caches
get asg-cache <asg-ID>
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Bl

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

B INTOMEEEF vy 2 FBEOHEBIF v v 2 ZEELET,

get org-caches
get org-cache <org-ID>

B

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefalo4f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
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name: org-50

snat_ip: 70.0.0.49

spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:

isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f

logical-router: 94a414a2-551e-4444-bae6-3d79901a165F
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb0O8a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

B IRNTDREF vy Va1 EIBEDREF v v a2 EZMBLET,

get space-caches
get space-cache <space-ID>

B

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b6a910413¢c47:

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
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B IRTDTTVT =23 DF vy aF@F/HEDT TVr—2 a3 DF vy aEMELET,

get
get

Bl

app-caches
app-cache <app-ID>

node> get app-caches

aff2b12b-b425-4d9f-b8e6-b6308644efal:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efal8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2b12b-b425-4d9f-b8e6-b6308644efa8

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2b12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

B T3 DIRTDA VR VR F vy 2B EDA VAI VR Ty aEZBBLET,

get
get
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Bl

node> get instance-caches aff2bl12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

B I RTORYD—FrviaZzBELET,

get policy-caches

B

node> get policy-caches
aff2bl2b-b425-4d9f-b8e6-b6308644efal:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3a13-440a-afbd-97b7bfae21dl

f582ec4d-3a13-440a-afbd-97b7bfae21dl:

nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
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8272:
dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al13-440a-afbd-97b7bfae21dl

NCParFr+oHdiR—ka<w R

T7AIARTITNCP U R—F N RLERTFLET.

YAR—k /N2 RIVICIE. tier:nsx—networking WD SNUMBFVTE Y, Ry RADITRTOI»TFD
AT 774U EENET. AR T7740EtgzERXT. CLUDOTF 74V DT 7A4IVA ST T4 I b
1) /var/vmware/nsx/file-store [CREFESNET. CLI oD file-store a~ > REFERTHE NV BRIV 77
AIEVE—M YA MIOE-TEET,

get support-bundle file <filename>

Bl

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

NCPR &7 74NN AT ICRBELET.

0g 7743tz ERXT. CLUDFZ7AIV DT 7AIVANT T4 Lo N /var/vmware/nsx/file-
store [CRBFEENET. CLI D file-store v > REFERTHE. N RIL 774V EUE— Y4 MZOE
—T&%7,

get ncp-log file <filename>

Bl

kubenode>get ncp-log file foo
Log file foo created in tgz format

Node Agent 04 %&7 7 A LA L7 ILRTFELE T,

BN/ —RELEFTRTO/ —RD Node Agent A/ &2 RELET. OJ(Ftgz LT CLIDF 7+ bD
774IVANT T4 L& MY /var/vmware/nsx/file-store ([CRBFEENET. CLI @ file-store a~< > R
EERTHE NRINV T7ANVE)E—F YA MZOE—TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

Bl

kubenode>get node-agent-log file foo
Log file foo created in tgz format

aOJ LRIVERESELTHRELET,
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fEARRE/ZO S L AJLIE NOTSET., DEBUG. INFO. WARNING. ERROR. &K CRITICAL TY,

get ncp-log-level
set ncp-log-level <log level>

Bl

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent a>FF+mikEEa< > K
B 20/ — KD Node Agent & HyperBus BDiERDIREEERRLE T,

get node-agent-hyperbus status

Bl

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX Node Agent a> 577D+ vva a<v B
. NSXNodeAgent a>F+FOREF v v 2 ZWMBLET.

get container-cache <container-name>
get container-caches

Bl

kubenode> get container-caches
cifloe4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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NSX Kube-Proxy a>FF+mikEga~< > K
s Kube 7O & Kubernetes APl H —/\BEDEEDIREEERRLE T

get ncp-k8s-api-server status

Bl

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

s Kube 7O+ DERDREEZRRLET.

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

Bl

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

s /—ROOVSO—m&F>T

dump ovs-flows
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Bl

kubenode> dump ovs-flows
NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0,

actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0,

I5—13—FK

priority=100,ip

priority=0

priority=80,ip

actions=NORMAL

Do arTlR SESERAVR—FVMIE>TEREINDEITS— O—RICDWTHBLET,

NCP (NSX Container Plug-in) TS — a3— R

I>—3a—-Kk
NCP00001
NCP00002
NCP00003
NCP00004
NCP00005
NCP00006
NCP00007
NCP00008
NCP00009
NCP00010
NCP0O0011
NCP00012
NCP00013
NCP00014
NCP00015
NCP0O0016
NCP0O0017
NCP00018
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KEEDEZH T
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E—=O BRDODUEEA

NSX D E D EIH T

NSX D% & 138 T3

NSX DiE#E IR LU E L

/=R IBRDODUERA

/= RDORBRA v TF R— b DBEHTYT
BVIF OFEHICKRBLELE

VLAN BRRBLTWETS

VLAN OfERIZ&KBLE LT
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I>—1a—R L]

NCP00019 P4 7%y bOHIBRICKBLELR
NCP00020 P7RLR T—ILOERICKELE LR
NCP00021 P7RLR T—ILOHIBRICKELE LA
NCP00022 I — & —DERICKBLEL
NCP00023 MBI —Y —DEHICKMLELE
NCP00024 MBI — —DHIRRICKBLE L
NCP00025 IR Y FOERICKBLELE
I>—a—R B4

NCP00026 MIERA Y FOEHICKKLUELE
NCP00027 RERA v FOHIBRICEBLELE
NCP00028 W) —F — R— bOERRICKBLELL
NCP00029 B — — R— FDORIRICKRBLELE
NCP00030 FRIERA v F R— bOFERRICKELE L
NCP00031 FIERA v F R— bDEFHICKBMLEL
NCP00032 WRIBRA v TF R— FOHIBRICKRBMLELE
NCP00033 Fy bT—=0 RUS—DBRODUEEA
NCP00034 T7AT A —IOERICKRBLE L
NCPO0035 7747 04— IVDFEHRYICKBLELL
NCP00036 T7AT7 0 —IVOEFHICKBLELE
NCP0O0037 T7A4T7 0 F—IVOBIRICKBLE L
NCP00038 BEOT7 747 04— IBRDMUELE
NCP00039 NSGroup OERICKELE L7

NCP00040 NSGroup DHIBRICKEK L E L7

NCP00041 Pty bOVERICKBLE L

NCP00042 Pty bOEHICKBLELL

NCP00043 Pty hOHIBRICKBLELE

NCP00044 SNAT JL—IL DR ICKREELE L7
NCP00045 SNAT JL—JLOHIBRICREEL E L 7=
NCP0O0046 7575 APl ICk BIERICKRBLE L
NCP00047 TETY Dy FrDEINTY

NCP00048 O—RNS2H H—EXDHIRICEKKELELE
NCP00049 O— R NSV HREY —/NOERKICKBLELE
NCP00050 O—R NS S REY —NOFEHICKBLE LR
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NCP00051 O— R NS UHRBY —/NOHIBRICKELE L
NCP00052 O—RNSoY T—)LOERICKRBLELE
NCP00053 O—RNSUHY T—ILOEHICKBLELE
NCP00054 O—RNSoHY T—I)LOHIRICKBLELE
NCP00055 O—RNSUH JL—)LOERICEBLE L
NCP00056 O—RNSUH IL—ILOFEHICKBLEL
NCP00057 O—R NS 2H =L OBIBRICKBLE L7
NCP00058 O—RNSoY T—ILDIP7 RV AOBMICKBLELE
NCP00059 O— R NZUHREY—NES—ERDEEMIFTHRDOMU EHA
NCP00060 NSGroup mEHICKEK L E L7

NCP00061 T7AT7 04— =L OBBICEBLUE L
NCP00062 NSGroup O&#Hhd U £t A

NCP00063 /= MRETIUHBRODUEHA

NCP00064 J—=RVIFBRODYEEA

NCP00065 FERAEDA Y R— MIKRBLELR

NCP00066 FERAEDT A Y R— MIKRBLELE

NCP00067 SSLNA » ROESITKRBLE L

NCP00068 SSL7a7 74ROV ERA

NCP00069 P7RLR T—ILISEDDY EHA

NCP00070 TOEdge SR BROMDYEEA

NCP00071 P7RULR 7—ILOEHICRBLUE L

NCP00072 T4 AN F v ICRELUELE

NCP00073 NAT JL—ILDHIRRICKELE L7

NCP00074 BN —8 — R— FOERBICERBLELE

NCP00075 NSX DFE DHERRICKE L E L7

I>—1a—R L]

NCP00076 SNAT JL—ILDEF TR L E L 7=

NCP00077 SNAT L—ILEELTNET

NCP00078 O—RNSUHDIY RRA 2 bOBMICKHBLELE
NCP00079 O—RNSUHDIY RRA Y FOEFHICKBLE L
NCP00080 O—RNS2H )b—) T—ILOERKICEKE L E LT
NCP00081 O— R NSUHRBY—N\BREODUELEA
NCP00082 Pty bOFEHERYICKBLELE

NCP00083 SNAT 7=V DB ICRBLE LT
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NCP00084 O—RNSUHY H—EROERICKKLE L
NCP00085 O—RNSUH H—ERDEFHICKBLELL
NCP00086 BN —F— R— FOEHFICKRBMLELE
NCP00087 O—R NS HOMBMLIZKRBLELE
NCP00088 P7RLR T=IVIs—BTIEHY ELEA
NCP00089 LAY —70-RKNZoH% Fv vy a0RBITS—
NCP00090 O—RKNSoY T-IhBbUELA

NCP00091 O—RNSUH =) Fv v aOMEETS—
NCP00092 SNAT 7O AR LE L=

NCP00093 O—RNSUHDTT7HIVMEIAETS —
NCP00094 O—RNSUHDIY RRA 2 OHIBRICKBLELE
NCP00095 7Oz MREDODYERA

NCP00096 T=IDT7 o ABEESINELE

NCP00097 O—RNZUH H—EXDREICERBLELE
NCP00098 O—RNSUH H—ERDOERICKBLELE
NCP00099 O—-RNASYHYOT—)b Fvv P aRAPIS—

NSX /—=F =22 bDI5—Oa—R

I>—a—Fk Bl

NCPQO1001 OVS 7y UV omMEDONYELEA
NCP01002 RASD MACT RLRBRDODY EEA
NCP01003 OVS R— b DfEmICKBLE L
NCP0O1004 Ry ROBREESNTOERA

NCP01005 Ry ROBEICKBLELE

NCPO1006 Ry ROREFERICKBLELL
NCPQO1007 CNIVSy bSRDODUERA

NCP01008 ONI DR ICRB L E L

NCPO1009 CNIN=2 aris—HLERA

NCPQO1010 CNI Ay =2 DREICKBLELE
NCPO1011 ONI Ay £—C OERXICKRBLE L
NCP01012 Hyperbus o##EIC kB L E L
NCP01013 Hyperbus "= 3 > m—H LA
NCP0O1014 Hyperbus »# v -2 025K LE LK
NCPO1015 Hyperbus »# vt — 3 0in(c kB L E L
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nsx-kube-proxy ®T>— 3—RK

IS5—a—FK e
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NCP02003 TOFOBRICKBLELE
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I>—a—Rk e

NCP03001 CLloesghickBLE L
NCP03002 CU VT y boFERICERBLELE
NCP03003 CLlvoy bofistcd
NCP03004 CLUSZA4T7 Y bOERDBEH TS
NCP03005 CLUH—Noim(cRBLE L
NCP03006 CUH—NoREFICKBLELL
NCP03007 CL a7y RORTICKRBLELL

Kubernetes DT> — a— K

I5—a—FR e

NCP05001 Kubernetes mig#ilc kB L E L7

NCP05002 Kubernetes ma&E #EH TH

NCP05003 Kubernetes oERICKHLE L

NCP05004 Kubernetes oF—mR2m U EtA

NCP05005 Kubernetes @& 4 7mRomY £ A

NCP05006 Kubernetes o+ v F+ ORI TF

NCP05007 Kubernetes Uv —ZXDEE 13BN TT

NCP05008 Kubernetes UV —20 % A F3EH T
NCP05009 Kubernetes UV — DM ISR L E L7
NCP05010 Kubernetes # —EX DM ICKH L E L1
NCP05011 Kubernetes T> RARA > bOMRBICKBLE LT
NCP05012 Kubernetes Ingress /\> RILOMIERICKELE LT
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