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NSX-T Container Plug-in O &

NSX Container Plug-in(NCP) 1&, NSX-T Data Center & Kubernetes @IV 7+ A=A L —45 ED#EE
1o, NSX-T Data Center & OpenShift 72 &M 3> 57X — 2 PaaS (Platform as a Service) VI o 7 &G &
DA ZERREICLET, TOHC RTIE. NCP & OpenShift oty F7 v FIZTDNWTHBLET,

NCP DAY OVR—%> 3Oy T TR, NSX Manager 1 OpenShift Il 7 L — > &@EEITE
T, NCP &, avFFotoUy—RCHd2E2REER L. NSXAPIZFUH LT, IV T FOREBER—F X
AYF W= — BFa2UT« JIL-TREODRY FD-0 VY -2EERBLET,

NSXCNI 75571 (4. & OpenShift / — RTERITESNET, AVTTOSA T FA I ARV FEEHL. TV
FF AV =TT RAET AR VSWItch IC8H# L ET, AT S AICE>TH A R vSwitch 29 717 L. VT
FTAVI—TJzAREVWNICETOYTT S Tr v EEELET,

NCP TIld, RD#ehRitenEd,

= OpenShift 752412 NSX-T #I2 ~RO > &= BEMICER L. OpenShift &gz ICERIICHER Y FD—
DEERLET,

" OpenShift Ry FE#HEFY FO—7ICE#HEL, P 7ELAEMAC 7 FLAZH DS TET,
" Ry RTU—7 7 ELAZS (NAT) &9R— L TL 37, OpenShift D&RIZREICERID SNAT IP 28 1)
TBENTEET,
£ NATEBETZE = ZTHREIN3 P 7 R LAOARIL 1,000 £8X 3 CEATEEE A,
= NSX-T 458771 77— L&A L OpenShift % v FD—4 KU — &%,
" ANBBEBLVEABETHRY FD—7 KU —EFK— R,
" Xy RT—2 KUL—TIPBlock L 75 EHH— b,

B Xy D=0 RUS=TIRL L U5 EEET ZEIC matchLabels & matchExpression &
R— b,

B NSX-TLAv—70-F ISP EFERT S OpenShift Route #E%,
B TLSEdge ¥ —=x—3 3 v&EE HTTP Route & HTTPS Route &8 7R — ,
B RE)\VIVIVREDAIEN—F ST RAAS VEETIL— FETR=F,

B ONSX-TH#HERA YT R—FEIC, BEIZE. Ry RE Ry FOIXRIVBEDOY JEER L. BEENY T RX—
AT NSX-TDataCenter DzFaUF 4 I —TERY—EFHET=DLIICUET,

AU U—=2TId, NCP 38— OpenShift 7 525 &0 R~ L%,
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COBEICIE RO FEY I AEENTNET,
" EREOEH

" U2 LOBE

= NCPO7v T L—k

Bt 024

NSX Container Plug-in (NCP) IC1d, ‘RO E#BEDEHENH )£,

VINI 7RG N=oay
NSX-T Data Center 23, 24
AT RAMREYY BT\ A ) =) — B HR— RO vSphere /{—-2 5>

= RHELKVM 74, 75 76

AVFFT RARDAR L =T 4 V7T VAT A RHEL74. 75, 76
Platform as a Service OpenShift 3.10, 3.11
Container Host Open vSwitch 2.10.2 (NSX-T Data Center 24 )¢y r =V [CEBENZET)

A2 AN—IVOME

DUFOFIBICHS> T, NCP DA VA F—)LEREETVET, FIBEERICEITT S(CIE. NSX-T Data Center &
LU OpenShift 4 VA =)L EBRICDVWTEBEL TV EZHNENHIET,

1 NSX-TDataCenter &1 VA F—JLLET,
==L A FSVAR=F I=VBEFERLET,
F=NN=LARBAAYTEERL, /—FEIAMYTFITERLET,
Tier-O #®BIL—5 — &R LE T,

SNAT (EETRY FDO—0 7ELAZ#) BOIP7RELA T—I)LEEKRLET,

2

3

4

5 RyrDIP7RLR IOV EERLET,
6

7 Ansible ® hosts 7 7 1 )L =% L £,

8
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NCPO7 v 7oL —R
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2 Ansible ® hosts 77 1 )L &E%fm L E 9

& /—RICIE. /{5 A—% openshift_node_group_name #3£ET2MENHDET, RIZZOH T,

[nodes]
config-master.example.com openshift_hostname=config-master.example.com
openshift_node_group_name=config-master

3 ATyav)a-rNSUIUTEBRLEY,

LoadBalancer 5 —EXOHNEEIP 7 R L ZICBID IP 7 R LA T—)LEIRET 2FIEEEMLET, RIZZDH
T9,

external_ip_pools_1lb = <nsx ip pool name>

VMware, Inc. 7



NSX-TUY —ZADEy b7 v T

OpenShift / — RICxy FD— U #eEERHE T 21213, NSX-T Data Center UV — 2 &EERKT 2 MEN B D ET,

NSX-T UY —RDERE

SFENMNEL NSX-T Data Center UV =X (21, A—/\—L A FZ 2 2AR—F VY=, Tier-OmE/)l—5—. /—
RN VICHERT 2WmE A1 v T, Kubemnetes /— RO IP7RLZ JOvo, SNATOIP 7RLR =)L
ENHDET,

22 NSX-TData Center 24 DI TRITL TV 2HAE [Ry RO =2 &2 U T « OFMRE] ¥ TEFERL
TNSX-TUY—RERET 2MENH XTI,

NSX Container Plug-in (NCP) 227 7 1 JL ncp.ini Tld. NSX-T Data Center U Y —2[3#n 5@ UUID Fiz
FIBAIEFEAUTIRESNET,

F—N—bA S RKR—FVY—=>"

NSX Manager ICO7 1> LT, AT F xy FD—=J[CERASNTVNEA—/\—L A FSUAR—F V-V &ER
RI DM FRICERLET,

ncp.ini ® [nsx_v3] 7> 3> Toverlay_tz4 73 3 VEBELT, VSAYDA—/\—L1 F5U 2R
R—FV—VEIBELEYT, COFIBIZA T3 T9, overlay_tz 5% E LaLVigE, NCP (L Tier-0 )L —
HF=—NoF—=N\=LA1 S VAR-F V=2 IDc8EMICEREBLET,

Tier-O B —FT 1 7

NSXManager [COV 4> LT, V7T Ry FD=VICERSNTNSIL—5 —&RERT SH. FRITERLET,

ncp.ini ® [nsx_v3] 7> 3T tierO_router 7 7> 3 Vv EHJRELT., V2250 Tier-0®mEBIL—4 —
EHREULET,

=Y =3 T T T/ AT VI E- R THERT 2BENBHDET,
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WMERA v F

J=EHT =5 2710 BICERT S INICIE, ==L AHREBIAA Y FILEFRITDIVENHDDET, /—F
DEEA %5 — T 14 2L NSX-T Data Center [CE#id 2R EILHDETAN, BEFEITDEY 7V THRRIC
BOEY, MBI VTFEENT 2ICIE. NSXManager OV 4 > UET, AA v F ETHER- FEFERL. / —
FOVNICEEHELUET, RER— FITIDROY THBETT,

574 :<cluster_name>, X1—7:ncp/cluster
® 5/ :<node_name>, X 1—7:ncp/node_name

<cluster_name> {&ld. ncp.ini ® [coe] V> avICHd cluster 7 7> 3 Vv DEE—KI T2 HEN
HIET,

Kubernetes Ry RO IP 7 RL X 7Ov &

NSX Manager IcOZ 1> LT, 1 DMEDIP7RELZA JOv o EEKRLET, IP7ELX T7Ov 7% CIDR ER
THERELET,

ncp.ini @ [nsx_v3] 7> 3> container_ip_blocks # 7+ 3 V&% E L C. Kubernetes Rv Rd
P7rRLZ JOvIERELEY,

SNAT UIADERIZBICIP VLA TJOV I EERT D EETEET,

ncp.ini @ [nsx_v3] 7> 3> Cno_snat_ip_blocks 77> 3 V&% EL T, SNATLUADIP 7 R L 2
JOv I EREVEY,

NCP OE1THRIC SNAT LIAD IP 7 LA TOv 7 &ER UILBEICIZ. NCP 2BES T 2%ENH D FT., B
FLAWEE P7RLZ JOvIAHEETZET, NCPIIHBEDIP 7RLZ TJOV V&R UKRITET,

EOIPT7RLZ IOV EERTBEEC. NCPERT 77)L ncp.ini @ subnet_prefix /(S A—-% D&
LORENTI T4 v ANTMFERLENTLIESL,

SNATD IP7 RLUR T—=)b

SNATJL=JLICE > TRy FOIP 7 R L 2AEZRT 2354, F£7213 SNAT/DNAT JL—)LIZ& > T Ingress Controller
EERT2HE. IP7RLA 7=)LIE OpenStack @7 O0—7 4 V7 IP 7RLAERBEIC, IP7RLADEIDHT
CEASNET, NS5O IPT7RELRIZ, AEIP 7 RFLRAEBVNET,

## o Kubernetes 7 2 25 A BEUAEIP 7R LA T—)LE@ERBLET, FNCP 1257 v 2d, BET S
Kubernetes 7 225 [CCOT=I DT Ty bEFEBLET, TIFIILETIE Ry ROY TRy FERBUY TR
Uy ANMERESNET, BELRDIYA DT TRy FEFERTZICIE nep.ini @ [nsx_v3] #v >3
VIC#h % external_subnet_prefix # 7> 3 EEHLET,

NSX Manager OV 4 > UTT—ILEERT 2D, BEEO T—ILaRBDIFF7,

ncp.ini @ [nsx_v3] #7 > a>cexternal_ip_pools # /> avE®HREL T, SNATOIP7RL X 77—
IWERELET,
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T—ERICTV/T—>3 BIMULT, BEDT—EADSNAT X ET 2 EETEET, RIFITDHIT

apiVersion: vl
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCPICE>T. TOT—EZXDOSNAT JL—JLASERESNET, COIL—ILOXEETIP 7 ELAIE. —ED/\v o T
VRRYRTY, BEIP7RLAL BEUHNEIP 7RELA T=ILASEDYETENZSNATIP 7 R L X TT,
ROBRITTFRELTLIEE0),

B ncp/snat_pool TIEESNEIP 7 RLRA T=)LId, —EXZEFHRTET 2H1IC NSX-T Data Center [CEZE L
THMELHDET, IPT7RLZ I-)LICIE. 77 {"ncp/owner": cluster:<cluster>} =5
SMENHDET,

m NSX-T Data Center Tld, —E 2D SNAT JL—)LOEEIBAIZTOY 7 FLDEBRLRDET,
B Ry RICEHRO SNAT L= ESNTVZBAIE. 1 D20 —ILOHFIEELET,

KD TaEIPTELRA T=)LICBMT2ZET, SNATOIP 7 ELZ =I5 IP7RLAEED B TZE[122
BEEE TSI,

" 20— :ncp/owner. %/ :ns:<namespace_UUID>

ZrZE UUID 12, RONWINAOINY FTHRETEET,

oc get ns -o yaml

RORNTERB LTSS,
B 2571C1FT1 D0 UUID 28ET 2HMENH VXTI, BUT—ILICH L TEROY TEERTEET,

B BN T R=ATEOERZEEDIP 7 FLANE DB TENIRICY TEEET DL, T—EAD SNAT 3%
ENEE=NSZH NCP ABESNZET, BIVHTEHDIP 7 FLAIBRASNEE A,

B EZRZEEOMABEY JIIF T3 TY, SOV M RVNEE AEOERZEREICSNATIP 7 LA T—)Lh
SIP7RLAZEDVETCEZENTEET,

(AT a3r) 72747 094—IDIX—h—®or 3>
EEEMER LT 74705 =)L IL—ILH Zy ED—=2 RUS—ICEDWTNCP TERULET 74707 —)L
o a3 VICFSINENLSICTBICIE. NSXManager IOV A L. 2 D07 747 94— 20> 3 v EE
MUET,

ncp.ini @ [nsx_v3] 7> 3> bottom_firewall_section_marker &V
top_firewall_section_marker # 7> 3 V&EHRELC. X—HN— IJ74 70— )L oy avERBELE
@70
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RMIOT 747 0x—)l 20 avid, REMOI 747 04—l €023 VD FICRBESNDMENSG ) ET,
NEDT7AT7Ix—=)L 2o avElERddZET, NCPADBERICERT 2IRTODIT 71 74— 27
2avId UARDRNIO T 7AT7 04— 20 arOEICfEmEN. NCP ARU S —BICERT 29 NTD
TJ7A7 05—l 2roavid, REMOIT7AT7 05—l BV a2V FIHERSNDZLDICBIET, X—H—
U aVEERLLENEE. INTODBEL—I)LIZU A FORMICERSN, IRXTORI Y — 202 avIidsk
ERIICERENET, BUEBERODBHEON—N— J7A4 7 04—l 202 a a1 DDUVSATICRETSH &
[FTERWEH, TT-—MRELFET,
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NCP DA > X b=l

NSX Container Plug-in (NCP) (X OpenShift & Z£ICfiaanTLVET ., Ansible ® hosts 7 7 1 JLICHER) (S
A—=%5%&BMULT OpenShift 21 2 ~—)Lg5&, NCPIZEEHIICA VA F—ILINET,

ZDEICIT. ROFEYIANEENTIWET,
B 2T LEH

B Ansible @ hosts 7 7 1 )L O#(&

AT LAEN

OpenShift 21 VX F—JL I 2RIIC. BENMREDEHEBL TS EEERLET,

—RRAN IR B
B Ansible 2.4 DI,

RE<TS DOEMH
Openshift / —RFDREBYY I2IE2 DO VWNIC ARETT,
s BEATer-1 )L—F—~O7 v T VI EFHDHRBAC v FICEEEINEEA VNIC

B BEDOpenShift / — RTEITSNTNEZIRTORY FOBVIF ELTEDR— FAERTN TS & NSX
Container Plug-in (NCP) i"@8#C=2 £2ICF 211, IRNTOMEY D 2FED VNIC T NSX-T DxD
TITNMETT,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>"'}

RT7 AZINDOIT > OEH

® QOpenShift / = FIZNSX-T SV 2R~ F /= RFTHIMENBH D, EROY TIIVIF TIIRL TV AR~
b/ —FICERSN2BENDDET,

= Ansible ® hosts 7 7 1 JLICIZRDEENKETY, nsx_node_type="BAREMETAL'
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NSX-T DEH4

B Tier0)L—%—,

B A )\—LA FTUAR=-F V=2,

B Ry RRYRID=VADOIPTRELZ TOY 7Y,

B (FTvav) =T avrEnic GENAT) Ry R xy D=V BOIP7ELZ OV,

B SNATOIPZELZ T=)be TI#IETIE Ry B2y ED=0ADOIP7RELZ TOY7IENSX-THRTOD
HIL—T 42 7a8ETT, NCPIZITODIP 7 FL A T—ILEFER LU TABANDERERELUE T,

B (T 3Y) FERETEO I AT —)L o3, NCPIZTNh5 2 D02 3 v 0BIC Kubernetes
xy kD=4 KUY — JL—)LERBLET,

®  QOpenvSwitch &V CNI 7571 > RPM 12, OpenShift / — RIREB<X> VB 7oz 2aJge HTTP o —
INETRAFSNTVWZMENHDET,

NCP Docker 4 XA —<°

1E. NCP Docker 1 A=V IS NTNERA, O—DILOTSZAR=F LI A FUICA A= nsx—ncp &
EH5H. ROFIEEEITLET,

ansible-playbook [-i /path/to/inventory] playbooks/prerequisites.yml

TRTD ) — R

docker load -i nsx-ncp-rhel-xxx.yyyyyyyy.tar
docker image tag registry.local/xxx.yyyyyyyy/nsx—ncp-rhel nsx-ncp
ansible-playbook [-i /path/to/inventory] playbooks/deploy_cluster.yml

Ansible @ hosts 7 7 1 JL D #(i

NSX Container Plug-in (NCP) & OpenShift £#5&9 2114, Ansible @ hosts 7 7 1 JLIC NCP /{5 A -4~ &8E
TEUENBET,

Ansible @ hosts 7 7 1 JLICRDI NS A—4 &467E Uiz, OpenShift &4 > 2 ~—JL9 2 & BEMIC NCP A'r >
AF=JLEeNFEzT,

B openshift_use_nsx=True

= openshift_use_openshift_sdn=False

B os_sdn_network_plugin_name="'cni'

B pnsx_openshift_cluster_name='ocp-clusterl'

(n7E) #E# @ Openshift/Kubernetes 7 = 2% A'E U NSX Manager [CE#i =27z, TNIIMATT,
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B psx_api_managers='10.10.10.10"

(78 NSX Manager @ IP 7 F L 2, NSX Manager 7 5 2% 0HB&IE, AVIRYDDIP 7 FLAEEEL
ESER

B pnsx_tier@_router="MyTORouter'

(vE) 7O0vzy oTer1 )L —% -8 3 Tier-0 )L —% —O&#1FE 1213 UUID,
B pnsx_overlay_transport_zone='my_overlay_tz'

(WA) WERAT Y FOERICERINZ T —/)\— L1 FT VAR~ V-2 0&FEIZ UUID,
B  psx_container_ip_block="ip_block_for_my_ocp_cluster'

(78) NSX-T ETRHRESNTWS IP 7 RFLZ JOv 7 O&FIEEIFUUID, ZOIP7RELZ JOv7IC70
VIV RIZEDYTRY ERHOET, CN5OFRY ED—TIESNAT DERICH D, IL—T 1T TEFE A,

B pnsx_ovs_uplink_port="ens224'

(%78) HOSTVM £ — FD#Ha, NSX-TIZIE OCP /—kFToRy kxvy FD—2AICEE VNIC &13510 vNIC
MHETY, mADVNICZE NSX-TEHRER A v FICERI s cemdsedLEd, 2EBD GFEERD)
WICEZZICHEETD2HUENHVET, X7 AYILDOHFEIL. CONSA-YIBELHDEE A,

B pnsx_chi_url="http://myserver/nsx—cni.rpm'
(B NCP A/ —ROT— A RS Y TEITZADEDICRIETO—BNLEH, nsx—cni & http 5 —/
ICECET 2ENDDET,

® nsx_ovs_url="http://myserver/openvswitch.rpm'

B  npsx_kmod_ovs_url="http://myserver/kmod-openvswitch.rpm'

(78 NCP Y/ —FDT—FA RSV TEITADLDICRBETO—ERMEB/INSA—Y, XT AZILOEY F
7y I TIIBRTEXY,

®  nsx_node_type="HOSTVM'

(F 7> 3v) TT4I)LFIEHOSTWM ©9, OpenShift MRS v TERITESN TR B AIL, BAREMETAL
ICERELET,
" nsx_k8s_api_ip=192.168.10.10

(FTv3y) #ZHEITDE NCPIZCOIP7RLZEBELET, RELAWVE, Kubernetes b —tE 2 IP 7
FLAEBELET,

" nsx_k8s_api_port=192.168.10.10

(# 7> 3>) Kubernetes 5 —EZ2MF 7 # )L 14443 T9, nsx_k8s_api_ip L#HH#EHETHEALT.
NAH— /—=FIP7RLAERET2ICIT. 8443 [CRRELZET,

B pnsx_insecure_ssl=true

(# 7> 3>) NSXManager [CIZEBENTWRVWGRESEMIBL TV S, T I 4L FId true T9, &
FESNTVIEAHEICERE LUIZHBEIS false CRRETEET,
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B psx_api_user="admin'
B pnsx_api_password="super_secret_password'
B nsx_subnet_prefix=24

(FFvay) TIAIEIE24 T, Zhid Openshift 7Oy z 7 FCTEICEINHTENZ Y TRy F Yo
ATY, Ry FOEAT TRy kU4 XEBADE BT TRY E UL XOFHUVREAA Y FATOY T
7 RISEMENET,

®  psx_use_loadbalancer=true

(FTvav) 774 Hd true TY, OpenShift )L — ~& & U LoadBalancer # 7 7mH — £ ZI1Z NSX-T
O-FNSUbEERLLEVEED false CRELET,

" nsx_lb_service_size="SMALL'
(FT7>3a>) 77#)LFIESMALL ©9, NSXEdge @t X(CL>Cld. MEDIUM #£7-13 LARGE £7]J8EC 9,
" nsx_no_snat_ip_block="router_ip_block_for_my_ocp_cluster'

(7> 3>) ncp/no_snat=true 7./ 57— 3 A TOY 7 FEEIFERZBEICBAINTL 254,
HIxY REIZOIPT7ELZ JOvosEEBEN, SNAT I Z&HDERA, IL—T 4 VJaEETH D ZEHE
ESNET,

" nsx_external_ip_pool="external_pool_for_snat'

(78) nsx_external_ip_pool_lb MEE=NTNRELBED SNAT HLUVO—-R IS VHDIP 7 RL
X j_ﬂ/o

" nsx_external_ip_pool_lb="my_ip_pool_for_1b'
(# 7> 3>) Router & SvcTypelBICERZ IP7RLRA =L MERISAICHELET,
" nsx_top_fw_section="top_section'

(7> 3>) Kubemetes xvy D=2 iRU>— JL=)LIINSX-T 774705 —)L JL—)LICEHSN, D
o2 avDOTICEESNET,

B pnsx_bottom_fw_section="bottom_section’

(# 7> 3>) Kubernetes =y D=2 RUSY— JL—JLIENSX-T D74 705 —)L L= ILICEHESN, O
oy avDEICRERESNET,

B npsx_api_cert='/path/to/cert/nsx.crt'’
B psx_api_private_key="'/path/to/key/nsx.key

(FFv3y) BETSBE. nsx_api_user & nsx_api_password [ZEBESNET, FHEZE NSX-T I
Ty IO—FU. COEREEFERLUCRALEET O TUV)ULID I—F—E=FETERT 2UENH D ET,
® nsx_lb_default_cert='/path/to/cert/nsx.crt’
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B nsx_lb_default_key="'/path/to/key/nsx.key

(F T2 3>) NSX-TO—-R NS UHIE, TLSR=2D)L— RO SNl Z{ERT 27=HICT 7 # )L - DIFREE %
BEUEY, CORBEEIL. - FARESNTVWEVWEEICOHRRINET, BELZNEGE., BCER
BRENERSNETD,

Ansible @ hosts 7 7 4 ILDY > 7))L

[0SEv3:children]
masters

nodes

etcd

[OSEv3:vars]
ansible_ssh_user=root
openshift_deployment_type=origin

openshift_master_identity_providers=[{'name': 'htpasswd_auth', 'login': 'true',
'challenge': 'true', 'kind': 'HTPasswdPasswordIdentityProvider'}]
openshift_master_htpasswd_users={'yasen' : 'password'}

openshift_master_default_subdomain=demo.corp.local
openshift_use_nsx=true
os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false
openshift_node_sdn_mtu=1500

# NSX specific configuration
nsx_openshift_cluster_name='ocp-clusterl’
nsx_api_managers='192.168.110.201"'

nsx_api_user="admin'

nsx_api_password="'VMwarel!'

nsx_tier@_router='DefaultTORouter’
nsx_overlay_transport_zone='overlay-tz'
nsx_container_ip_block="'ocp-pod-networking'
nsx_no_snat_ip_block="ocp-nonat-pod-networking'
nsx_external_ip_pool="ocp-external’
nsx_top_fw_section="openshift-top"'
nsx_bottom_fw_section="openshift-bottom'
nsx_ovs_uplink_port="ens224'
nsx_cni_url="http://1.1.1.1/nsx-cni-2.3.2.x86_64.rpm'
nsx_ovs_url="http://1.1.1.1/openvswitch-2.9.1.rhel75-1.x86_64.rpm'
nsx_kmod_ovs_url="http://1.1.1.1/kmod-openvswitch-2.9.1.rhel75-1.el7.x86_64.rpm'

[masters]
ocp-master.corp.local

[etcd]
ocp-master.corp.local

[nodes]

ocp-master.corp.local ansible_ssh_host=10.1.0.10 openshift_node_group_name='node-config-
master'
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ocp-nodel.
infra'
ocp-node2.
infra'
ocp-node3.
compute'
ocp-node4.
compute'

VMware, Inc.

corp.local

corp.local

corp.local

corp.local

ansible_ssh_host=10.1.0.11

ansible_ssh_host=10.1.0.12

ansible_ssh_host=10.1.0.13

ansible_ssh_host=10.1.0.14

openshift_node_group_name='node-config-
openshift_node_group_name='node-config-
openshift_node_group_name='node-config-

openshift_node_group_name='node-config-



O—RKNSYovy

NSX-T Data Center [1— R /U5 14, OpenShift &&E# L. OpenShift Router & L CHREL £ T,

NCP |3 OpenShift Route & T RRA Y FDARY FEEBR L, IL— FOAKICEDNT, O-RN\SUYED
O—RINSU T I —ILEZBELET, FHEREMIC, NSX-T Data Center O— R NS U HIZZDIL—ILICE DS,
BRI TR RYRICLAV—T DREFT T4 VI EEREXALET,

O—RNSITDERE

O— RISy VT OHREICIE. Kubernetes LoadBalancer 5 — £ 24 OpenShift Route OB EL ENEENE
9, Flzo NCP LU =23y OV FO-SOREEMETY, LoadBalancer b—tEX1d, LAV —4 +5
71w @l OpenShiftRoute 13, LAV —7 FZ 71 v 7@AITTT,

Kubernetes LoadBalancer bt —E 2 &% ET 2 &, ZELEASOIP 7RLZ JOVIOIP 7 RLAAE D YT
5NFEJI, O—R NS UBE COPTRLAEY—ERAR—-FEBLUCARSNZEY, LoadBalancer [ICEZ=
NTL 3 loadBalancerIP &AL T, IP7RL A J—)lO&ZBiE#ILID &#5FEcE%x9, LoadBalancer & —
EAQIPT7RLRIE COIPTRLR =)L BEIDHETENETY, loadBalancerIP AZHMHE, IP 7R
LRAFERBELEASIP 7RLZ JOVvIABEDYETENET,

loadBalancerIP TieE=N 2 IP 7 RL X T—JLicld. #%7 {"ncp/owner": cluster:<cluster>}
EEDDIMENHIET,

NSX-T Data Center 00— R NS P EFEBITZICIE. O—F NS0T NCP TRETE2MUENH DET,
ncp_rc.yml 771 )L TROBIEEITVET,

1 use_native_loadbalancer # True [CBRELFT,
2 pool_algorithm = WEIGHTED_ROUND_ROBIN [CR&E L £,

3 Ib_default_cert_path & Ib_priv_key_path A\, #hZn58:EE (CA) BRIHE T 71L& TS A R—F F—
T7AIIDREINARICIHEDLIICERELET, CABZIBELZERT T TIL A0 U T RICDONTIE, MU
ez LT<RE, oo NCPRyY RIC, 77 FOEEBEEF -2 DY FLET, FIBICDWTIE,
DgESBL TS,
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4 (FTvay) =227V ADREIC/INSA—-% 14_persistence & 17_persistence £ EELFET,
LAV—4 =227V AIEAAELRA T avid, #ERIP7RELATY, LAV—=7 /)= 27V AIC
fERAIge A > a4, Cookie &%ETTIP 7 RLATY, T74)L FlE <None> T9, RIZZDHITTY,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

5 (#7v3>) service_size|[C SMALL. MEDIUM, =73 LARGE #5%EL %9, 77 /)L FIZSMALL T
a-o

6  OpenShift 3.11 #R4TL T\ 23BE, ROFZEZEETL T, OpenShift ¥ LoadBalancer b —ERICIP 7 L
AEBDHTHEVNELDICTI2HREAHIET,
®  /etc/origin/master/master—-config.yaml 7 71 JL5® networkConfig T,
ingressIPNetworkCIDR % 0.0.0.0/32 [CERELF T,

B ORQOOAXRYEEFEALVCAPIO - Oy FO-SeFEESLET,

master-restart api
master-restart controllers

Kubernetes LoadBalancer o —E2 DB &1, U —EZA#IC sessionAffinity #fsELC. 7O—/UL L
AV—4DIN—V AT UANFT TDFE, DF ) 14_persistence A <None> [CERESNTLZHBEDT—E
ADIN—V AT U AMEEREIT D EETEEY, L4_persistence ' source_ip ICHRESNTLDIBA.
F—EZADI—V AT VA TALTIFENAIRIA T Z2HIC. F—E24HD sessionAffinity &4
TEXY, 7 IAINEDLAV—4D)I= AT VAT A LTI HF10800M T, Chld, U—ERZDKubernetes
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RFIAAVRICIHEESINTVWEEDERUTTY (https:/kubernetes.io/docs/concepts/services-
networking/service 88), T I AN FDIN =V AT VA A LTI EDNERESNTNEZ Y —EIITART, B
UCNSX-TO—=RFRNSUHQON- AT VR JOT74IEHRBLES, TI4NFUADIN— AT V21 LT
DREFRLULTC Y -CEXICERTOT 7 MILAMERENET,

sE: Ingress M\ T B H—E 2 LoadBalancer ¥ 1 OO —EATHZBAE, T—EADL 17— 4R48
—)N&Ingress DL AV — 7 REBY—NICER /N -V AT VRAEHRET D EEITEE A, IEEAIL LA
—4|Zsource_ip. L1V —7ICcookie #FETEZ LA TEF T, COLDIBYTUATIE, MADIR
BY—)(DI—2 AT U2/ EERL (source_ip. cookie, #7/zIZNone) [Cg 3. 1 D% None (ZDf
MEREIL source_ip F/zld cookie) ICT2UEBEAHDET, ¥ UFDOH :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
— host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service
metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
— port: 80
targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

W= —Dv—FT40

NCP IZ®EICTLSEdge # — =&~ 3 V& HTTP )L — FZEAIB L, BRIZEOZFIZRE S NILICEFHZ < TLS /IR
2= L= +BLUVTLS BESI/EIL— FE2F Y TUET, OpenShift )L —% —H TLS BES{IEH L/ 2L —
W= FDHENRT 2 LSICHRIT BICIE. ROFIREERITIT 2UESH D XY,

= Openshift L =% —ICEZRIZESN)L LY EBIMUETD,
YTy FERIZEBICERZEE SN EEMULET,
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= =7y FERIEBICTLS BESK// (AL — )L — FEERLET,

fcEAIE BRIZEESNL LYY EFERLTOL—Y —Z/RET BICIE ROOAXY FEERITLET (L—5—-D
T—EX T7HOV &N router TH2ERELET),

oc set env dc/router NAMESPACE_LABELS="router=rl1"

W=7 —LERNCBRZEBN S — FELET S LOICRDEXT, COLLIYEZRMZEBE NS EDITI
RDARY FEFRTLET (BRIZEII NS THBERELEY),

oc label namespace nsl "router=rl"

LAY —78—kNZ250H

RDODYAML 77 4L TlE LAVv—70-R NSV U TERMTZ 2 DDLU —2 3y OV FO—5 (tea-
rc L0 coffee-rc). 2 DD —E 2 (tea-svc H LU coffee-sve, 2 D)L — + (cafe-route-multi & £ cafe-
route) R ELTINET,

# RC
apiVersion: vl
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
metadata:
labels:
app: tea
spec:
containers:
- name: tea
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
apiVersion: vl
kind: ReplicationController
metadata:
name: coffee-rc
spec:
replicas: 2
template:
metadata:
labels:
app: coffee
spec:
containers:
— name: coffee
image: nginxdemos/hello
imagePullPolicy: IfNotPresent
ports:
— containerPort: 80
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# Services
apiVersion: vl
kind: Service

metadata:
name: tea-svc
labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: tea
apiVersion: vl
kind: Service

metadata:
name: coffee-svc
labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP

name: http
selector:
app: coffee
# Routes
apiVersion: vl
kind: Route
metadata:
name: cafe-route-multi

spec:
host: www.cafe.com
path: /drinks
to:
kind: Service
name: tea-svc
weight: 1
alternateBackends:
- kind: Service
name: coffee-svc
weight: 2
apiVersion: vl
kind: Route
metadata:
name: cafe-route
spec:
host: www.cafe.com

VMware, Inc.
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path: /tea-svc
to:
kind: Service
name: tea-svc
weight: 1

#hiE
= HTIPS -5+ v/ CliEdge ¥ — S5 —3 3 VOBHIR— FShET,

B DA RH-REFHEIZT T RANVOEENTR— FINTWET, =&AL Subdomain (T
wildcardPolicy A5 E=N T\ C. "R FEZA wildcard. example.com [CEHESN T DIHBA.
*, example.com "NDINTOERICH LT —EANREEINET,

B XEORIONERT. Route 1 XY FOUEBAICNCP TIZ-""%# 49 2HBE1d. Route DYAML 71L&
fEIEL. Route UY —XZHIBRL CTHBIERT 2BENH ) ET,

B NCP Cl3. BRIZEICLZRA FZOMEIZBERSNE T A,
m  Kubernetes 75 2% &1 1 Dd LoadBalancer b —E AT R— RN E T,

B NSX-T Data Center |2, & LoadBalancer y—EX R— kLA Vv—400O— R II(SUSREBY—/I\BLD
Tl EEMLET, TCP HLVUDP OmAA S R— FanET,

B NSX-T DataCenter O— F )\ZTFCIE, ERZYA XEFERAT=ET, NSX-TDataCentero— R /)L
JOEBMICDLTIZ, [NSX-TDataCenter 814 R ] #2BL TS,

O—RFIINSUOMERSNIRIC, BRI 7AIILEEHLTCO-—RF NS UTOUAN XZERTIT S EIITEE
Bh, BEIZICIE, A-F— A5 —T A AFLIIAPIZERLEY,

B A= 40-RrRNSUTOEERT U VTN R— FanE T, Kubernetes LoadBalancer — £ 2 H%E
MORED —NNEBBETDEIIERELIEFEINTH ), BEOLAV—40-F NS UTICHDERE
AEWBE HILLWLAVY—40-F N\SUUMERSINET, Fio. NCP I, REY—/(WhEFHEIhTULA
WLAVY—40—-RN\SUTEHIBRLET, COEEEILT T4 FTERICA>TLEY, NCP ConfigMap T
14_1b_auto_scaling = False [CEZET 2 Z & CEMPICT=FET,

CAEZRIRAEEERT ST TV AU T H

RDAT V)T RICE>T, CABRBIIREE TS/ R—F F-—4EfSh. 2hEh T 7 1)L <filename>.crt & &
U <finename>key & LTHMEINET, genrsa AX >V FTCAF—&#EMLET, CAF—IIBSELTZHNE
NHIET, aes256 ZLEDINY FEFALT. BEIEAREEECSET,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa —out ca.key 4096

openssl req -key ca.key —new —-x509 -days 365 -sha256 —extensions v3_ca -out ca.crt —-subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"
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openssl req —out ${filename}.csr —-new —newkey rsa:2048 -nodes -keyout ${filename}.key —subj
"/C=US/ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr —-CA ca.crt -CAkey ca.key —-CAcreateserial -out
${filename}.crt -sha256

F7 4 ) FDIBELF—DNCP Ry RADTD > b

SEEAEE oA R = F—3EME. RAMMREIY OT 1 LY U /etc/nsx—ujo [CEEESNET, FBAE
EF— TR ENZN lb-default.crt. 1b-default.key ™4, LIFOLSICncp-rc.yaml
ERELT. RAFEOINSDOT7AILAN Ry RICXDY FEN2LDICLET, RITZFOHTT,

spec:

containers:
— name: nsx-ncp

volumeMounts:

— name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

— name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: 1b-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key
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NSX Container Plug-in 13, NSXManager 72274 HJl A== A U7 =T 1A AFIIOAX Y RSA 0 A5 —
T4 (CL) hoBRBTEETY,

I ESXi6.5 THREFROIVTF RA FOREY Y V&, BIO ESXi 6.5 KX FIZ vMotion T#1T9 33%4a. %17
FTDAVTFT RAFEOIVTINL, BITEOIVT T ARA RLEOIAVTIAOERIIEODNET, COREEIL.
V7 F RAFONIC =T L, BEEFT 2 & THRATSEY, COMREE. ESXi6.5 Update 1 MU TIEF
FLEE A,

Hyperbus Tl J\«/){—){1 5= VLAN ID 4094 |3 PVLAN O ERICFHINTH ). IDEEET S EIET
=Fxth, VLAN OEaERIT 5720, RU VLANID @ VLAN #®E 2 1 v F £ 714 VTEP vmknic [ZR&E LA T
<rEEL,

COEICIE. ROFEYIMNEENTNET,

® NSXManager 7274 h)L A—T—A25—TJxAXATOIP JOv 7 DER

B NSXManager 7274 A A—F— A5 =T ATOIP 7OV I OY TRy FOFRKKR

n CIF sl AR — k-

= Cllaxvk

" IS5—-O-F

NSXManager /574 hil A—F—A 25 —T A XTOIP 70O
I DER

NSXManager 727« AL - — 105 =T AT, IPTOv o057 J7Z&EN. Bk RE. F*n, 88T
XY, FMHEESR TSI EETCERT,

FIE

1 729N 5 NSX Manager (https://<nsx-manager-IP-address—or-domain—-name>) [CO0 7
VUET,

2 [xybD=2]>[IP7RLZAEE QOIBEICHEELET,
BEOIP7RLZOTOYYIOD—BIRKINET,
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3 ROVWTIADT I3 VEERITLETD,

FToav Tovay

IP7ovs&Emys eml &2 Uy LET,

12t IP 7Oy o %BIBT 2 12UEDIP IOy o ERRL, MRl £7 Uy LET,

IP7OvssiREdT s Pr7OvraEBRLTmEl 27 Uy LET,

IP7Ovsnsia®RTd 3 PoOvsgE Uy s LET, 2RNRBHRERRT ZICIL. BE] ¥ TE7 Uy LE

I, ZOIPTOvIDOY TRy FERRIBICIE [BTRY R TEI UV LET,
IP7ovonsy /a=EBLET, P7O0vo&EBRL, 7723V -9 70OBE] QIBIZ7 U YT LET,

IRy MO ETENIIP JOY VITBIBRTEEE A,

NSX Manager /5274 W)l A—YHY—A 25 —T A XTDOIP 70Oy
DY TRy FORKR

NSXManager 7274 A A—F— A5 =T A ATIP JOv I DU Txy baFRrcE£xd, NCP 2122
F=ILUTERITUREICIP 7Oy U 2 BMECITHRT 2 S IFHEEINE T A

Fli&

1 7295 H5 NSX Manager (https://<nsx-manager-IP-address-or-domain—-name>) |07
DAVESC R

2 [RyFD=7]>[P7FLAEE] DIBICHEELET,
BEOIP7RELADGTOY 7 D—BARRENET,
3 IPTOvIDERIEIVY Y LET,

~

[(BTxy R TED UV LET,

CIF s E R — b

CIF Q7T 429 —=T14RA) & XAV FELEOREBR—- FCEFSNTNBZIVTTORY FT—0 425 —
JIA4ATY, INS5OR— FFCF #ERER—-FEVNWET,

NSX Manager 727« AL -5 — 1425 —=TJ x4 2h5 CIF BE#HER - F 28R TEET,

CIF ##htamE R — b DEHE

[RY FD=7]- A1y FT]-IR—-F] OIEICES LT, AF EERER—- FEE0 TN TORER—- FERRL
9, AF ERHER—- FOERED Ve U v LT, BEREHRERRUES, RER-FOUVIETUYIT
&0 DRI RAUNESE, BIE] [BERL BB BE 04 D207 IHNRTEINET, [FE] - HER—
FIDIBEICY Uy o2& 7y TU00 24y FICEET 2HIBR— FAKRRSINET, A1y F R— FOFFMIC
DNTIE, INSX-TEEAA K] z2BLTIZ20),
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Ty bT—0BERY =)

ROV —)LI. CIF BHERER — FEUR— FLET, Chb0Y—LOEMICONTIE. INSX-T &R0 1] =
BT RS,

u FL—XTJ0O—

R G

= IPFIX

B OVUFTFICERUCVWIHREBRMYF R—FOGRE h T)UEEFERLT. VE—FR—FZ5-UVJEE
TCEEY, FMICONTIE, INSX-TEEBAAR] O [IR—F=Z5-UVT7 A4y FT7 TOT7AILICD
W) #sBLTIEEN, e by AFR=EAB VIFIR=FAD=ZS-U VT3 XRx—YvDI—F— o
V=T A ARATIITR— FehE A,

CLla<>r R

CLlaox > r&ERITT 2I1C1E. NSX Container Plug-in 3> 57 1cO07 4> LTY —=F)L&ERS, nsxcli Owx Y
FEEITULERT,

J—FTROARVFEFRITLTC CLH OV T FERTI S EETEET,

kubectl exec -it <pod name> nsxcli

&5 1. NCParFroCllavw>rk

17 avv

KRR get ncp-master status

KRR get ncp-nsx status

K& get ncp-watcher <watcher-name>
R get ncp-watchers

N get ncp-k8s-api-server status

N check projects

N check project <project-name>
Frvia get project-cache <project-name>
Frvyva get project-caches

Frvyia get namespace-cache <namespace-name>
Frvyia get namespace-caches

Fryuia get pod-cache <pod-name>
Fryda get pod-caches

Fryura getingress-caches

Frvia get ingress-cache <ingress-name>
Fryua get ingress-controllers
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&5 1.NCParyFFo CLlav >k (#HE)

9147 avv

Frvyia get ingress-controller <ingress-controller-name>
Frvyva get network-policy-caches

Frvyva get network-policy-cache <pod-name>

HR— get ncp-log file <filename>

HR— get ncp-log-level

HR—F set ncp-log-level <log-level>

HR—F get support-bundle file <filename>

HR— get node-agent-log file <filename>

HR— get node-agent-log file <filename> <node-name>

% 5-2. NSXNode Agenta>F+@ CLlavx > K

9147 mES2N

7N get node-agent-hyperbus status
Frva get container-cache <container-name>
Fryda get container-caches

# 5-3. NSX Kube-Proxy a>F7#o CLlax > K

5147 avU R

N get ncp-k8s-api-server status

N get kube-proxy-watcher <watcher-name>
N get kube-proxy-watchers

B/ dump ovs-flows

NCP a>FFoiREEa~x >k
B NCP YRy —DOHEERRLET,
get ncp-master status
B

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

B NCP & NSX Manager ORI D#EfEOREEFRRUE T,

get ncp-nsx status

VMware, Inc.
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Bl :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

B Ingress. |EIERE. Ry P, U—ECXDOBEROREBERTUET,

get ncp-watcher <watcher-name>
get ncp-watchers

1

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

B2 :

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
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Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

m NCP & Kubernetes APl & — ) (B DIRREEE R R LE T,

get ncp-k8s-api-server status

Bl :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

B gARTCOSOV Y FERIIBEO IOV Y FEERLETD,

check projects
check project <project-name>

Bl

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 4006829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 1link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

NCPaYvF7-D+vviaavw R
" OV REEIEEEEOREST Yy 1 ERELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches
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Bl :

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa?2
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subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb25831860
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

"Ry FOREF Y AERELET

get pod-cache <pod-name>
get pod-caches

Bl :

kubenode> get pod-caches
nsx.default.nginx-rc-uqg2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8cO6b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24
labels:
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app: nginx—new

role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

B Ry R RV F ey aXIFEORY Y- Fry T aERELET,

get network-policy caches
get network-policy-cache <network-policy-name>

Bl :

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:

dest_labels: None
dest_pods:

50.0.2.3
match_expressions:

key: tier

operator: In

values:

cache

name: allow-tcp-80
np_dest_ip_set_ids:

22f82d76-004f-4d12-9504—celcb9c8aa00

np_except_ip_set_ids:
np_ip_set_ids:

14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c
src_pods:

50.0.2.0/24
src_rules:

from:

namespaceSelector:
matchExpressions:
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key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22f82d76-004f-4d12-9504—-celcb9c8aad0
np_except_ip_set_ids:
np_ip_set_ids:
14f7£825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afc0af065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

NCPaYFF+oHR—k a2 R
B Iy A )L ALTICNCPOR— I\ R EREFELET,
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HR— /N RJLICIE, tier:nsx—networking & W\ S SRLARFNWTH D, Ry FROIARTOATF
OOv Jr7AIhgENET, NV RIL J70)0FtgzERT. CUDFIAI DT 7AILA LT Ta LY
kU /var/vmware/nsx/file-store [CRfFenEd, CLI o file-store AWV REMATZ & /IR
W I774)0E)E—F A FICOE-T=%T,

get support-bundle file <filename>

(A

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

s NCPOVEIFZFAINALTICREFELETD,

07 J71)ldtgzEc. CUOF I QT 7AMILA Y T« L2 U /var/vmware/nsx/file-
store [CRE=NET, CLI O file-store A< REMFEATZE. NN R IJ7)ILEUE—F Y1 HCOE—
T=%9,

get ncp-log file <filename>
Bl :

kubenode>get ncp-log file foo
Log file foo created in tgz format

® NodeAgent OV &I 7 AL AFTICRIFLET,

18D/ —REEIZIRTO ./ —FDO Node Agent OV &REFLET, OVIFtgzfEe T, CLIOT 74 D
TJ7AIWNART T« L% U /var/vmware/nsx/file-store [CRE=NET, CLI o file-store J<
FEFERITDE, INURIL ID7AMIILEUE—F YA FCOE—-TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

Bl :

kubenode>get node-agent-log file foo
Log file foo created in tgz format

B O LNLERBLULTRELEY,
fERAIAE2 O LAJLIZ NOTSET, DEBUG. INFO. WARNING. ERROR. & &1 CRITICAL T,

get ncp-log-level
set ncp-log-level <log level>
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Bl :

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent a7+ DiKEEa~ >~ K

" @/ —R®Node Agent & HyperBus BIMEFDIREEERRTLUET,

get node-agent-hyperbus status

Bl -

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSXNode Agent a> 7D+ vy 2 avr Bk
® NSXNodeAgent V7 OWEF v v aERBLET,

get container-cache <container—-name>
get container-caches

BT

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

Bl 2

kubenode> get container-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy a>FFmikggEa~ >~ K
® Kube 7O% 3 & Kubernetes APl U — ) (B DS DIREEE R R LUET,

get ncp-k8s-api-server status
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Bl :

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

= Kube 7O+ DEROREERRLET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

1

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

B2 :

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

. —RpOVSTOO-—-DY T

dump ovs-flows
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Bl :

kubenode> dump ovs-flows

NXST_FLOW

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,

reply (xid=0x4):

priority=100,ip actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8,

priority=80,ip actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8,

actions=NORMAL

I>—13—F

priority=0

DU a VT, SESEFLRAVR—FVEFICEL>TEMRSNDEITZ— A—FICDWTEHBLED,

NCP (NSX Container Plug-in) T — a—R

1£9= =¥
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NCP00005
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NCP00015
NCP00016
NCP00017
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I5—3-K iR

NCP00018 P Txy FOERICRBLE L
NCP00019 PoTxy FOHIRICRBLE U
NCP00020 P7RLZ T—ILOERKICRBLE U
NCP00021 P7RLZ T—)LOHIBRICERBLE Uz
NCP00022 W)L — 5 —DOERICRRLE L
NCP00023 MEI—Y —DEFHICEKHLE L
NCP00024 )L — Y —DEIBRICEKBLE L
NCP00025 FREEZ A Y FOERICERLE L
I5—1-K B

NCP00026 MEAA Y FOEHICEKHLE UL
NCP00027 MEAA Y FOHIRICEKLE L
NCP00028 W) -5 — R— FOERICKBRLE L
NCP00029 I —5 — R— FOBIRICEKBLE LT
NCP0O0030 MEAA YT R— FOERICKBLE LT
NCP00031 MEAA YT R— FOEMCKBLE L
NCP00032 B Y TF R— FOBIRICKBLE LT
NCP00033 XY RD=0 RUY=ARONDEEA
NCP00034 T7AT DA =L OFEMRICEKRLE U
NCP00035 T7A7 04— IILOFmHMIICKBLE U
NCP00036 T7AT A=) OEFICKKLE LI
NCP0O0037 I7 A7 05— ILOBIRICKHK LE Uiz
NCP00038 BEOT7A 74— )LARDADE L
NCP00039 NSGroup OfERICERB L& Uiz
NCP00040 NSGroup OHIFRICEKLE Uic
NCP00041 Pty FOERICRBLE LR

NCP00042 Pty FOEHICRBLELE

NCP00043 Pty FOBIBRICEBULE L

NCP00044 SNAT JL—)L DIERICRI L & Uiz
NCP00045 SNAT )L —JL DHEIBRICER L E LT
NCP0O0046 7575 APl ICL 2 EMBICRBLUE L
NCP00047 FETE DAy TFvORNTY

NCP00048 O—RFIINSUT H—EXOHBRICKRLE U
NCP00049 O— KNSR Y — ) NOfERICRBLE L
NCP00050 O—F NS U REY - OEHICKBLE LIS
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I5—3-K iR

NCP0O0051 O—F IS UHREAY —/NOHIBRICKB LE Ui
NCP00052 O—RFIINSUT T-)LOFERICERBLUE L
NCP00053 O-RFNNSUT T-)LOEFHICKRBLUE L
NCP00054 O—FINSUS T—)LOBBRICEBUE U
NCP00055 O—FINSUS IL—ILOFERICEBLUE U
NCP00056 O—FN\SUTIIL—)LOEFHRICKKLELE
NCP00057 O—-FIINSUT L—)LOBBRICEKLE L
NCP0O0058 O-RFINSVT T-ILOIP 7L ZOBRICABLE L
NCP0O0059 O—FNSUHREBY -\ - EXOEENITARDOADEEA
NCP00060 NSGroup OFEHICEBLE Uiz

NCP00061 T7A7 05—V L =)L DEEICRBLE Ui
NCP00062 NSGroup O&HAH D ELA

NCP00063 J—FRERYUARDADEEA

NCP00064 J—EVIFRRDOMDEEA

NCP00065 FEBRED A VR — FICKRBLE LR

NCP00066 FEEBREDT VA VR— FICKBLE LI

NCP00067 SSLA Y FOEHICRBUE Uc

NCP00068 SSLTO7 71V ARDADFEBA

NCP00069 P7RLZA T-ILARDADEBA

NCP00070 TOEdge 7 529 ROV EBA

NCP00071 P7RLZ T—ILOEHICRBLUE LI

NCP00072 Ta A FrlCkBLE LR

NCP00073 NAT JL— )L DHIBRICER L E LT

NCP00074 W)L -5 — R— FOBEICERBLE L

NCP00075 NSX OEDHERICKBLE Uic

I5— 13-k B

NCP00076 SNAT JL—)L DEsICRB L& Uic

NCP00077 SNAT JL—)LEE L TWET

NCP00078 O—FN\SUHOITY FRAY FOBMICKBLE LI
NCP00079 O-RFINSUTOIY RRAY FOERICEKBLE L
NCP00080 O—F ST L= =)L OERICKBLE L
NCP00081 O—RFIINSUHEREBY—)IARDNDEEA
NCP00082 Pty FoFma#mYICERBLELE

NCP00083 SNAT =)L OESICRB L E LTz
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I5—3-K iR

NCP00084 O—-F NS O-ERADERICKBLE U
NCP00085 O-RFINSUT F—EXOEHICKRLE LU
NCP0O0086 MBI —Y — K- FOEHMICKBLE L
NCP00087 O— KNSV OMEMEICKBLE Ui
NCP00088 P7RELA T=ILA—BTIEHDEBA
NCP00089 LAVv—70-F NS Fv v a0RIS—
NCP00090 O-F NSV TohRBEESNTLEEA
NCP0O0091 O—-FNSUY =)L Fv v a10P8BET>—
NCP00092 SNAT 7Ot 2hkBLE Lic

NCP00093 O—-FN\SUYDOT T AL FEERRE LIS —
NCP00094 O—FN\SUHYOIY FRA Y FORIBRICKBLE Uic
NCP00095 TOvIy RMRDOADEEA

NCP00096 T=IOTF I EAMEEENE L

NCP00097 O—F NS O-ERAOREICABLELE
NCP00098 O—F NS O-ERDERICKHLE U
NCP00099 O-F NS0Tl FvyaRATS—

NSX /=R I—2z2bODIZ—O—F

I5—1a-K Bl

NCPO1001 OVS 7y TUVIREDADEBA
NCP01002 RAEDOMACT FLAMBDOMDERA
NCP01003 OVS R— FOfERRICRB L& Lic
NCP0O1004 Ry FPERESNTLEEA

NCPO1005 Ry FOREICKBLE UL

NCPO1006 Ry FOREBRICKBRUE U
NCPO1007 CNIVIy EARDADEEA

NCP01008 CNI mEEssIc kB U E LT

NCP0O1009 CNI M=y aup—BLEBA

NCPO1010 NI Ay E—YDREICKBLE LR
NCPO1011 CNI Ay 2= DRk c kB UE UTs
NCP01012 Hyperbus miggsIc k8 L& Uiz
NCP0O1013 Hyperbus /{—> 3 Un' =X ULEEA
NCPO1014 Hyperbus A vtz -y OZfEICEBLE LIS
NCPO1015 Hyperbus A vtz —> OiRxlc kB L& Uiz
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I5— 13-k
NCPO1016
NCP0O1017

iR
GARP O EICRBLE L

AT =T 1A ADREICKRLE LI

nsx-kube-proxy DT>— 3—R

L= a=[¥
NCP02001
NCP02002
NCP02003

A
BNETOFOT—FTxA R—=FTY
JOFY ARV FORTICRBULE LR

JOF OERICKBLE L

CllozZ—a—R

L= T=[¥
NCP03001
NCP03002
NCP03003
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NCP03006
NCP03007

B

CLl mieghlc kB UE LTz
CUYTy FOERICRBUE L
CUy7y FofIsnTY
CLUZZ47Y FOERNENTY
CU =)\ DIk [C KRB L E Uic
CU - DRECERHBLE L

CLIORY FOETICKEUE L

Kubernetes DT> — 30— R

D= =¥
NCP05001
NCP05002
NCP05003
NCP05004
NCP05005
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= =¥
NCP05013
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Kubernetes v +D0—2 KU —DMIICEBRLE LT
Kubernetes / — FOIBICLH L E LTz
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Kubernetes Secret M csf L= Uiz
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—&= N Kubernetes THR— Fan T E A
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