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TEHEICDNTCEHEBELET,

ZDHA RIF. PATLAEBELERY T —UEBELEZWNRELTIVET., NSX-T Data Center. Kubernetes,
LU Pivotal Cloud Foundry @4 Y XA b—)LEEBICDVWTEELTWA I LEFIHRELTVET,
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VMware (3. $ILWABZEOICABEZRBLTOVET., VMware O RF 2 A2 M TERESN TS HE
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NSX Container Plug-in (NCP) (3. NSX-T Data Center & Kubernetes &V TFH A—T AN —% &
D#E*®, NSX-T Data Center & OpenShift ¥ Pivotal Cloud Foundry 72 &£® > 7+ ~X—X® Platform
as a Service (PaaS) &l L DEEEZMREICLE T, ZDHA RTIE. Kubernetes & Pivotal Cloud Foundry
ZERLAE NCP OFREICDWTEHBLET,

NCP DAL > aAViR—F 2 MMEO U TFTEITEN. NSX Manager ® Kubernetes &Il 7L — > & D@IEETT
WET. NCP (. arTHotmny Y —X(CHT2EFEEZERL. NSX APl Z2U0HL T, AT FORER—
b ZAYF —F—, EFaUTq JI—TREDRY NT—0 VY —REEBLET,

NSX CNI 7S &4 (3. 4D Kubernetes / — RTRITEINET, I>TFTDIA7 YA 0L AN NEER
L. OYTF A —T14RES AN vSwitch (IEHELET. TASSAICL> T X b vSwitch #4 Z#f(F
L. AT FA429—T7xARXREVNICETAYTF T4 v 0 %&ERELET.

NCP T3, ROEEMSRBEINET,

m  Kubernetes 5 X% (2 NSX-T Data Center #IE RO ZBEMICER L. Kubernetes M{E4 D% i
TRICHERY N —UEFERLET.

m  Kubernetes ORy FZHERY T —7ICEHEL. IP7 RLXEMACT RLRZEIUHTET,
B Rxy bT—20 T RUVRER (NAT) BHYR—bENT S/, Kubernetes O&EZRIZER (CERID SNAT IP
ZEUHTHIENTEET,
F: NAT 2RET 256, BRSNS IP 7 RLRDEHEF 1,000 28252 LETEEHA,
s NSX-T Data Center 787 74 7 U # —J)L&ER L/ Kubernetes ry b7 —2 R L —%&RE,
. ANARELVCENAARTRY b7 =20 RU—ZHR-k,
m Ry bTJ—20RU—TIPBlock £ o &ETR—k,

B Ry bhT—=0 RUS—TIN LI FEEET HEIC matchLabels & matchExpression &8 HR—
.

B FIOZEIZEBICEENSIRY ROFBIREZYR— K,
m  Kubernetes ®% A4 7 ClusterIP O —EXRE L% A 7 LoadBalancer DY —E X & RE,
m NSX-TLAV—70—-K NZUHZEFEHRT S Kubernetes Ingress #3x%,

m HTTPIngress &, TLS Edge # —Xx—> 3 {EFHAT S HTTPS Ingress ZH7/R— bk,
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B INgress DT 7 AIL DNV O RBEEETR— K,
m Ingress ® URI DEEH|Z A HFR— |,

B BZEIZER. Ry RE. BLUPRY ROSKRIVADS 7% NSX-T Data Center B XA vF R— b~ EITER
L. BEENI I XR—XATNSX-TOEFaUTq JI—TERYU—FEEETEDLDICLET.

AU 1)—RTlE NCP (FB—D Kubernetes ¥ 5 X4 &4 R—hkL&Ed., BL NSX-T Data Center IRiEZFEH
LT, D Kubernetes 5 X412, LA NCP AV RYVREBRBTHIEMTEET,

ZOEICEF. RDOLEYIPEENTNET,

n BHBEOEH

n AR IIOHBME

m  Kubernetes \RIETDHD NCP 07 v 7oL — R

m  Pivotal Cloud Foundry IBIETHD NCP D7 v 7oL — R

HiREDEH

NSX Container Plug-in (NCP) T Kubernetes xiE$H LU Pivotal Cloud Foundry (PCF) i & D E#ME
ZRIFTHICE. ROBHZmTVLEDPHYET.

% 1-1. Kubernetes BIED Hifat 244t
VANSE S 1) N=>3y
NSX-T Data Center 23, 24

AYTF RAMRIBR > 2 @EF/NA /8= YAR— bXRD vSphere /N—2 3>
Y- B RHELKVM 74, 75 76
®  Ubuntu KVM 16.04

AYFF RRAOARL—F ¥ X m RHEL7.5. 7.6
T A ®  Ubuntu 16.04
m Cent0S7.4. 75

Container Orchestrator Kubernetes 1.12, 1.13

Container Host Open vSwitch 2.9.1 (NSX-T Data Center 23.x Xy —2IC&FENET). 2.10.2 (NSX-T Data Center
240 Xy T—2ICEENET)

% 1-2. Cloud Foundry BN B it E4

V7 Uz T7HEE N=o3>r

AVTF RAPDRER S ZDNA/N—=/8 B HR— bHKRD vSphere N—2 3>
A Y-

Container Orchestrator

Pivotal Application Service 2.3.x & Pivotal Operations Manager 2.3.x

Pivotal Application Service 2.4.x (2.4.0 #[&<) & Pivotal Operations Manager
2.4.x (2.4.0 #k<)
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A1 2AM=IVOHE

Kubernetes 34 A b—=ILE2NTWBRIETIZ. BE. XKOFIETNCP DA VA M—=)LEEZEETVWEYT., FlE
ZIEEICRTT 51213, NSX-T Data Center KLU Kubernetes 4 V> A r—JLEBEREICDNWTERL TS
ENbHUET.
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NSX-T Data Center 24 > X b—JILLET,

F—=N—=bA bSVRR—F V=2V EERLET,

F—=N—LAREBRA v F&ER L. Kubernetes / —R&XA v FICEHELET.
Tier-O BN —F — &R L £

Kubernetes Ry RD IP 7 RL X 7Oy 7 &KL ET,

SNAT (XELRY b7 =20 7 RUVRZEHR) ADIP T RLVR T—ILEEKRLET,
B/ —RICNSXCNI (@>FF Xy D=0 A5 —T x4 R) TS5IA4 &4 VX M=ILLET,
&/ —RIC OVS (Open vSwitch) #4 > A b—=JLLE T,

Kubernetes / — RIC NSX-T %y b —0&HBELET.

DaemonSet & LT NSX Node Agent #4 > XA —JLLET,

Replication Controller ELTNCP 4 X h—JLLE T,

NCP Ry RICEFaUT(GIAEEXY DV MLET,

Kubernetes IRIETHO NCP D7 v 745 L — K

ZDt o3> Tl Kubernetes BiET NSX Container Plug-in (NCP) # 2.4.0 L7 v 7oL — R BH%

[CDWTEBALET,
FIlg
1 &ROa<X > RERTLTNCP ReplicationController 27 v 7L —RLET (<image> EREDA A —
BICEESHMAET).
kubectl rolling-update nsx-ncp -n nsx-system —--image=<image>
2 XROOXYRERTLTNSX Node Agent @ daemonSet 27 v 75 L —RLET (<image> ZREDA
A—TVRBICBEBRAETD),
kubectl set image ds nsx-node-agent -n nsx-system nsx-node-agent=<image>
kubectl set image ds nsx-node-agent -n nsx-system nsx-—kube-proxy=<images>
kubectl rollout status ds/nsx-node-agent —-nnsx-system
3 XOOAXVRERITLTCNIDEB/RPM Xy —2% 240127y 70 —RULUET (<eni deb> 8LV

<cni rpm> ZREONY T —2BICEEWMZET).,
Ubuntu :

dkpg -i <cni deb>
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RHEL F7z(% CentOS :
rpm -U <cni rpm>
4 (+r7i3>) NSX-T DataCenter # 24 (L7 v 7oL —RLET,

INA IN—INA =3 ESXi DFE(F. NSX-T Data Center #7 v 74 L — K3 %811, 6.5 /15 6.5p03 LI
. F£21367 05 6.7epb L LICT v TF—RLET,

(T ay) NANR=NALHT— (KVM EEEART AY)a>TF) 27T —RLET,
(F7>ay) a5+ /A (RHEL. Ubuntu, F7=(% CentOS) #7 v 74 L —RL%ET,
(7> 3>) Kubernetes #27v 74 L —RLET,

0 N o u

(F7>3r) OVS &7y 7UL—RLET,

N7 A%) ArTFDFEE. NSX-T Data Center 27 v 7L —R$T5L OVS b7 v 7oL —RENB/=
O, ZOFIBEEIVHEHY EHA.

ZDOFIETIE. nsx-kube-proxy & nsx-node-agent OB T—ER/RERERENRET I ENHY ET,
ZHIFBESNIEETHY. BEEZRTHDTEHY EHA.

Pivotal Cloud Foundry IRIETD NCP D7 v 74 L — R

Z Dt 3 Tl4. Pivotal Cloud Foundry ¥ T NSX Container Plug-in (NCP) # 240 7 v 7L —
REBHEICDNTEREBLET,

FIE

1 NCP £7/13 NSX-TTile 2/N\—=3> 2407y 7L —RLET,

2 (F7i3r) Pivotal Operations Manager 27 v 74 L — KL T 5. Pivotal Application Service %
Ty Tl —RLET,

3 (7 3r) NSX-T DataCenter #2427y oL —RLET,

INAIS—INA B =73 ESXi D& (F. NSX-T Data Center 27 v 74 L — K3 BH1IC. 6.5 15 6.5p03 LU
. FEE6.7 5 6.7ep6 U LTy TTF—RLET,

4 AT ay) NANR=—NAHF— (KUM E@ERT AZ) aVTF) €7y TIL—RLET,
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NSX Container Plug-in &4 > X k=)L 3 3HiIC. FED NSX-T Data Center UV —REHRET HHLENH Y
E3

ZDEICIE. RDOMEYIDNEENTNET,

s NSX-T UV—XDHE

NSX-T UV —RADKRE

HEMHEL NSX-T Data Center UV —RI2IE, A—N—Lb A rSURKR—Kk V= Tier-0 HE)L—4 —.
J—RIREBT >V (CEHRT IHIBRA vF. Kubernetes /— RO IP7RLVRA 7Av o, SNATDIP 7 RL R
TN IEEBHYET,

HE: NSX-T Data Center 2.4 LI TRITLTWAIHEE. [Ry T —0&FaUT A DFFMBRE] 4 T &6
BABLTNSX-TUY—REHXZETIVLENHUYET.

NSX Container Plug-in (NCP) ##t~7 7 €/ Jl ncp.ini Tl&. NSX-T Data Center UV —X[EZh 5D UUID
FredaraeERALTEEESNET.

F—N—UbA S RR—=F V=

NSX Manager [CAZA > L. [ RTA]-[777 Vv o]- [ RR—=F V=] QIEICBRELES, 30T
FTRYNT=OIERENTNDBA—N=bA S RR=F V=2 ERET DD, FRICERLET.

ncp.ini @ [nsx_v3] €4 3> Toverlay_tz A 7> a &R EL T ITRIDF—N—L A NSV AR—
NY—2Z&EELEY, COFIEEFA T 3>TY, overlay_tz #5%BE LARWVES. NCP (& Tier-0 JL—% —H»»
S5F—=N—LA FSURR—F V=2 ID Z8EMICEREBLET.

Tier-O BB —FT 41

NSX Manager ICOJA4 L., [Ry D=0 ,wFa )T DFMBE] - [y b7 —2]1-[I——]1 DIEICH
BLET, AT F XY MNT—VIFERASINTWNBI—F —%518FT BH. FRITERLET,

ncp.ini @ [nsx_v3] £ 3T tierO_router 77> 3 8% ELT. V5 X5 D Tier-0 B —5 —%
BELET.

EFr: W= —F TITAT/RIVNA E— R THERTDVEDHVET,
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wmERf VT

J—RF—% ST 4 v OBICERTS VNIC E. A —N—LARERS v FICERFETILENDYET, /—R
DEEA 4 —7 124 XL NSX-T Data Center [CIEHETHVEEFHYERAD. EHETDHELY TV THES
(72U E9d., NSX Manager ICAZ AL, [Ry bTD—0¢tFaUT 1 DFMZRE]-[Ry bT7—2]-[RA Y
FrI1-[RAyF] DIBICHBEL T, REBRAA Vv TFEERTEELET., A v F LTHEBR—bEEKL. /—FD
VNIC 2 LET., MEBR— NIIZRDY IDBETYT,

m %% :<cluster_name>, XOd—7:ncp/cluster
m %% :<node_name>, XA3J—7 :ncp/node_name

<cluster_name> fE(Z. ncp.ini @ [coe] £& I 3 (CH B cluster A 7L 3 DEE—HIEILENHY
7.

Kubernetes Ry RO IP 7 KL X Z7AOv &

NSX Manager ICAZA LT, [Ry b7 =0 &tFa VT DFMBRTE] - [y FT7—2]-[IP 7 RLREE]
DIECHESH L. 1 DLULDIP7RLVR 7Oy &R LET., IP7RVR 7O0v % CIDREATIRELE T,

ncp.ini @ [nsx_v3] £ 37T container_ip_blocks #+ 7+ 3 %&%%E L T, Kubernetes Ry R IP
TRUVR JAOYOEEELET.

F7=. SNAT UADFR—LRAR—RX (Kubernetes ) £/130>5X% (PCFA) EFDIP7RLX JOv %
eI BB TEET,

ncp.ini @ [nsx_v3] £ 3> T no_snat_ip_blocks # 7L 3 Z&F%ZELT. SNATLAHD IP 7 RL R
JOvoERELET.

NCP OE{THIC SNAT LSO IP 7 RL R 7Oy 2R LIZIBAICIE. NCP 2BESTI2LENHUET, B
LGS, IPTRLVA JOYIDEETSET. NCPEIEFDOIPT7 RV TRV IEFERALEITET.

F: IP7RLR 7OV I%&ERTHEEIC. NCP #7714 /L ncp.ini @ subnet_prefix /X5 A—4 D&
FUREWNVTU T4y O RFERALANTLSZE0, FEMICTDVTIE ncp-rc.yml @ ncp.ini @ ConfigMap &%
BLTEZE,

SNATDIP7 RVLR 7—Jb

SNAT L—=)LZFERLTRY RO IP 7 RLREZE#RT B8, £7=(L SNAT/DNAT JL—ILZEFEHRL T Ingress
Controller #2352, NSX Manager @ IP 7 KL R F—JUId OpenStack o70—7 47 IP7 KRR
RIS IP 7 RUVRADEIUHTITFERINET., INSDIPT7RLURIE AEIP 7 RLVLRAEHNNET,

BHO Kubernetes VS AIDBRILHEIP 7 RLUR T—)LEFERLET., ENCP AU RYVRIL, EET S
Kubernetes /S R4 (CZDT—=IDY Ty FEFERLET, T 74N NTIE Ry ROV TRy FERILUY TR
v TV 4y ORBERENE T, BEE2HA X0V TRy MEFERTBICTFE. nep.ini @ [nsx_v3] #o
3 (2% % external_subnet_prefix # 7> 3 #EHL £,

ncp.ini @ [nsx_v3] £ 3T external_ip_pools # 7L 3 ZEHBELT. SNATDIP7RLR 7—
IWEIEETEET,

BT 7AINVEZBELTNCP Z2BIEEHTHET, LD IPTRVR T )VICEETEET,
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BED Kebernetes R—AAR—RXE /=3 PCF #~D SNATIP 7 KL X
7 —I)LDOHIRR

KD THEIPT7RLULR T—=)LIZEMTAZET, SNATDIP7ZRUVLR T7—Ibp5 IP7RULREEIYHTS
Kubernetes Dx—ARAR—RE7=(L PCF {AiiA#iEE T £ 9.,

m  Kubernetes &RIZREIDIHEE : scope: ncp/owner, tag: ns:<namespace_UUID>
m  PCF ## D154 : scope: ncp/owner, tag: org:<org_UUID>

R—ARAR—REF(FHEHED UUID (F, ROWTNHAOOT Y RTRETEET,

kubectl get ns -o yaml
cf org <org_name> --guid

RO\BISEELTSLEE L,
n BYTIFT1DODOUUID 2 ETHVENHYVET., RALT—IVICHL TERDY JEERTEET.

B HWI T R—XT—EOR—LAR—RF=(SERICIP 7 RUADBUETONSERICIITEZERT H L,
Kubernetes ¥ —ER &7z PCF 7 7U4 —> 3> D SNAT BENZTESNS0) NCP HBiLEhE NS %
T. ElULToNAEIP 7 RLREBIAINEEA.

B R—ARR—RE PCFIEBORBEERES JIEH T 3> TT, INHDY IDBIEVNEE FEDR—LAR—R
F72(L PCFHEBICSNATIP 7 RLVR =I5 IP 7 RLRZEIUETHIENTEET,

H—ERXD SNATIP 7 KL R 7—ILDERK

Y—ERCT/T—aryEBMLT Y—EXRDSNATIP 7 RV R = )VERETEET, RITZTDHITT,

apiVersion: vl
kind: Service
metadata:
name: svc—example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

ncp/snat_pool [CL > TIEEEN/ IP F—)LIZ(F. scope: ncp/owner, tag: cluster:<cluster_name> 4 &
PUETT.

NCP [C&koT. ZDOH—ERXD SNAT IL=ILHEREENET., ZDIL—ILDEETIP 7 RLX(F, —&ED/NY Y
IVRARYRTT, BHEIPT7RLRIE, IBELEAEIP 7 RUR 7= 5EUH TSN/ SNATIP 7 R R
Td, NCP TSNAT JL—I)LZERETHERICTS—DRLET SE. H—EXRITIE nep/error.snat: <error> D
T/ T arvpEmENET. BESNSIS—FRODEBYTY,

s |P_POOL_NOT_FOUND - NSX Manager I[ZCSNATIP 7 RL X TF—ILBH YU EHA.
s |P_POOL_EXHAUSTED - SNATIP 7 RL R 7—LISHEBL TWVET,

m |P_POOL_NOT_UNIQUE - ncp/snat_pool TiEE=N/=7—/LH NSX Manager DEHD 7—IL &5
BLTWETD,
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m  SNAT_POOL_ACCESS_DENY - 7—IVOFRBEES /1. BUHTEREEXFEL TS —ERADR—AR
R=—RE—HLFEEA,

s SNAT_RULE_OVERLAPPED - # L () SNAT JL—ILDMERENE L72D. SNAT ¥ —ERDR Y RHEID
SNAT #—ERICELTVWEY, TOHER. R—DRy RICEHED SNAT L—ILBBERENTHET,

m POOL_ACCESS_DENIED - ncp/snat_pool TiEEEN/= IP 7 RL X 7F—JLIZ scope: ncp/owner,
tag: cluster:<cluster_name> & Z /2 W\D, T—ILDFRBEESY 7M. BJUETEREZRXELTNSET—ER
DZAEME—BLENZEERLET,

RO[UTERBEL TS IZE,

m  ncp/snat_pool TREIN/AT—IVIE. H—EXZEHRET SF1IC NSX-T Data Center [CEREL THELE
MWHYUET,

m  NSX-T Data Center Tl&, H—EX®D SNAT JL—ILOBEIEMZ 7O 2 KU BHELSBRYVET,
B Ry RIEHD SNAT L= DBRESINTWNDEEF. 1 DDIL—ILDIHDEEELET.
m T7/T7—2arEZELTCNCP 2BEE#HTSET BRDIPT7RUVR T—)VICEETEET,

F—HLAR—=ZD SNATIP 7 RV R TF—IL D&k

F—ARAR—RIZT /) F— g3 &5BMLT. F—ARR—ZAD SNATIP 7 RL R =)L 2BFETEEd., XILZ
DH T,

apiVersion: vl
kind: Namespace
metadata:
name: ns—sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCP IZ£2T. ZOFR—LAR=XIZSNAT V=L DBREENET, CDOI—ILDOEETIP 7 FLRIE —&ED
Ny IR Ry RTYE, BEIPT7RLRE IBELEAELIP 7 RLR T—=IhsBlUH TSN SNATIP 7
FLATY, NCP TSNAT L=V EZFZRET DERICTS—DRETDHE, xF—ALARXR—=XI(Z(E ncp/error.snat:
<error> D7 /T— 3 PEBMEINET, BESNDITI—(IXRODESYTY,

m  |[P_POOL_NOT_FOUND - NSX Manager [C SNATIP 7 RL X TF—)LisdH YU EH A,
s |P_POOL_EXHAUSTED - SNATIP 7 RL R 7—LISiEBL TWVET,

s |[P_POOL_NOT_UNIQUE - ncp/snat_pool THEEZ Nz —/LH NSX Manager DEHDT— )L &5
BLTWET,

m  POOL_ACCESS_DENIED - ncp/shat_pool TiEEZN/= IP 7 KL X 7—)LIT scope: ncp/owner,
tag: cluster:<cluster_name> ¥ ZW/x\\D, T—ILDFREES 715, BlUHTEREZRXEL TS REIZERH
E—BLIEWZEERLET,

RO[UTEBEL TS ZE,
m 7/T7—23rTlE SNATIP7 RLR 7—)b& 1BOHEETEET,

m SNATIP 7 RLR 7—=J)lLIE ncp.ini THRETIHIHERFHYU EEA,
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m  ncp/snat_pool ([CLoTiEEZ N/ IP F—)LIZ(E. scope: ncp/owner, tag: cluster:<cluster_name>
S IPHETT,

m  ncp/snat_pool TEEEND IP 7 RLR F—)LICIE, &FIZEM scope: ncp/owner, tag:
ns:<namespace_UUID> ¥ b EDBMVENH Y E T,

m  ncp/snat_pool 7/ T—arBROMDSBWNEE. XF—ARR—XTIFEIFRIDSNATIP 7 RLX 7
—)VEFERLUET.

n 7/F-varEZEELTCNCP 2BEHTHET RADIPTFRVR FT—LICEETEET.

PAS 77U 4o —> 3 >® SNAT 7—IL DR

NCP (57 #JL T, PAS (Pivotal Application Service) 8B SNAT D IP 7 RLRZEZ#EHLET,
SNATD IP 7 RLR 7= I)LDIE@RMNEEN manifest.xml ZEFEALTT7 JUs—> 3> &2k L. 77U 5 —
S RICSNATIP 7 RV REHRETEET, RITZOHTY,

applications:
- name: frontend

memory: 32M

disk_quota: 32M

buildpack: go_buildpack

env:
GOPACKAGENAME : example-apps/cats—and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCP [C&koT. ZOT77US =23 VICSNAT IL—IUDBESNE T, IL—ILDORXRETIP 7 RLRIE—EDA ~
REZVADIP7RUVRAT, 3B IPT7RLVRIE AEIPTRLR T—ILhoEUH TSN/ SNATD IP 7 KL
AT, ROBITEEL TS,

m  NCP_SNAT_POOL THEENLT—IVE. 77V T —23>D 7 v afilc NSX-T Data Center [CE&L T
BBEDDHYET,

m 77U —2 320 SNAT IL—ILDOFD, BEOBEIEMEY BE<EVET,
m 77U —L 3 CBETEESNATDIP 7 RLRIE, 1DDAHTT,
B REELZHELTNCP 2BEHTEILET. LD IPT7RUVR T—IVICEETEET,

PCF /N\—2 3> 3 M SNAT DRTE
PCF/N=23> 3 Tld 22026, WINHDAZET SNAT 2% ETEET,
m T7UT—2 3 EERTSEEIC. manifest.yml T NCP_SNAT_POOL Z#m L £,
F=EZIE 7TV —2 3 D&ED bread THY. manifest.yml [SRDIFEBRMBEENTWNDELET,

applications:
- name: bread
stack: cflinuxfs2
random-route: true
env:
NCP_SNAT_POOL: AppSnatExternalIppool
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processes:
- type: web
disk_quota: 1024M
instances: 2
memory: 512M
health-check-type: port
- type: worker
disk_quota: 1024M
health-check-type: process
instances: 2
memory: 256M
timeout: 15

ROAR Y RERTLET,

cf v3-push bread

cf v3-apply-manifest —f manifest.yml
cf v3-apps

cf v3-restart bread

m cf v3-set-env O<Y > R&{EAL T NCP_SNAT_POOL ##m L £7.
ROAR Y RERFTLET (TTUT—2 3> DEFIN app3 TH D ERE).

cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternalIppool

(optional) cf v3-stage app3 -package-guid <package-guid> (You can get package-guid with "cf v3-
packages app3".)

cf v3-restart app3

(7> 3>) (Kubernetes D&) 727 A7 0+—)IV—h— o3>

EBEMBERLET 7 AT 04— =D, Xy 7= RUS—([CEDWTNCP THERLET7 74T+ —
o a3 ICFFENZNEDICTSICIE. NSX Manager [CEZA L, [EFaUT4]-[98 77470+
=] -] DIBICEEILT. 2 D07 747 04—V ©oa v EERLET.

ncp.ini @ [nsx_v3] £ 37T bottom_firewall_section_marker &L
top_firewall_section_marker # 7> 3 &8 EL T X—H— 7747 04— O a3 ERELET,

RIIDT77A4T7 04— 2o arld REMDIZI7AT 04— €I a3 DOTFTICEBESNSLENHYET,
INSDT7AT A=) o a EERTHIET. NCP BOBRICERTA2IRTDI7AT7T4+—)L 4
avid. URNDHRTRD 7747 04+—)b €0 3D EICERESN. NCP SR —RICERT 2TXTD
T7A4T7 0= o avid REMDI7AT 04— €I 3V OFIHEREINDLDICHYET, ¥—h
— o 3 EERLEVMEES, TXTONEIL—ILIZY A NDOBETRICERSN. IXTORY>— o3>
IR EMICERSINET. RUEEZE DERDI—D— 77479+ €03 &1 DDITRIICHKET S
ZEETERWEZSD, T5—DPRELET,
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Kubernetes IZEAND NCP D4 > A
N—JL

NSX Container Plug-in(NCP) =4 > X b—)Lg 3 (2(F. Y R&¥— /— K& Kubernetes /—RICaVR—%>
A VA= TEHLENHYET,

ZDEICE. RDEYINEENTNET,

m  NSX-T Data CenterCNI 7S5 54 > DA X b—)b

m OVS DA VRM—JLEEE

m  Kubernetes /— KM NSX-T Data Center xv F7—2UDHTE
m  NSX Node Agent 1 > X k=)l

m  nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

m  NSX Container Plug-in @4 > X k=)l

m ncp-rc.yml @ ncp.ini @ ConfigMap

s NCPRyRTDOPEM I O—RDEBRELT AN F—DTTU 2+
s NCP Ry RTOFEBEZ 7DDk

m  Syslog OFRE

. EFaUTADEEEE

m RXYybRT—U JY—RDBEDE>

NSX-T Data CenterCNI 7S5 54 >>DA XA =)L

Kubernetes / — RIZ NSX-T Data Center CNI 7S 54 &4 VA =L T DHENHYET,

Ubuntu @i5&. NSX-TCNI 7S5 54 &4 A h—=)LF 5 &, AppArmor 707 74 )V 7 74 )L ncp-
apparmor 75 /etc/apparmor.d [CaE—N, O—REINET. 41 X S—I)LDFIIZ. AppArmor H—EXH
RITENTEY., /etc/apparmor.d 74 LU MU EERL TEKLENHYES., ChETHEVE AR K
—JVIZERBLET, OO RT, AppArmor EZ 2= DBEMMES hEERTEET,

sudo cat /sys/module/apparmor/parameters/enabled
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RDAR > BT, AppArmor H—ERDPEIBEEINTNADED NEHERTEET.
sudo /etc/init.d/apparmor status

NSX-TCNI 7554 > DA > X h—JVEZ AppArmor ¥ —EXZRFTLTWVRWMEE, A YA S—ILDHETT 5
EAYE-UPRRENET,

subprocess installed post-installation script returned error exit status 1
ZDAyvE—=ICIE AppArmor 77 7 AI)DO—RERWNT, IXRXTDA R M—ILFIENET LEIEER
ENET,

ncp—-apparmor 7O 7 7 A )L 7 7 A )LlE. node-agent-apparmor &IN5 NSX Node Agent A®D
AppArmor 7O7 7 AV ERHLET. Thid. docker-default 7O7 7 AL EITRDETERYET,

= deny mount JL—)LDSEIRENTINS,
m  mount JL—JLBSEMENTIS,
B (< DD network, capability, file. LU umount + 7 3 U MEBMEINTINS,

node-agent-apparmor Z7OZ7 7 A )L, BIOTOT7 7 AI)VICEEWZ D EMTEET, =L, 7OT77404)L
% [ node-agent-apparmor | (. NSX Node Agent A >R k—JVIZ{ER 3 % nsx-node-agent-ds.yml
T77AINTSBEINET. 07077 IIVEFERT 5BE(E. nsx—-node-agent-ds.yml D& & L 3>
spec:template:metadata:annotations [CHBRDI MU TTOT7 7 AIINREIEET HLENHYET,

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

FIE
1 Linux7+4XRMVEa—2a>yAD, #YEA VANV 774)EF D O—-RLET,

77 A4IAIE nsx—cni-1.0.0.0.0.xxxxxxx—1.x86_64.rpm £7/=(% nsx-
cni-1.0.0.0.0.xxxxxxx.deb TY, xxxxxxx (FE/L RESTT.

2 FIE1TH¥IO—RLErpm E£/=ddeb 774 EA A M=ILLET,

TS04 0 Jopt/cni/bin (T4 A b= ET., CNI#ER 7 7 1)L 10-nsx.conf A% /etc/cni/
net.d [COE—3NEd., rom (3. IW—TNv o TS54 0 DERT 74 )L /etc/cni/net.d/99-
loopback.conf 4 X b—ILLET,

OVS DA VA M—ILEBRTE
=42 /—RIZCOVS (Open vSwitch) 24 > A h—JLL. BRELET.
FIlg

1 LinUXTAAMJE2=23>DAY A=)l 774)V&F0>O—-RLET,

7 74 )&l openvswitch—common_2.10.x.xxxxxxx-1_amd64.deb. openvswitch-datapath-
dkms_2.10.x.xxxxxxx-1_all.deb. openvswitch-switch_2.10.x.xxxxxxx-1_amd64.deb T3,
XXXXXXX (FE)N RBEES T,
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2

3

FIg1TFo>rad—klizdeb 774 EA A =L LET,
Ubuntu D&, RO FEXRITLT OVS A—xJL E2Pa—I/leBFEA—-RLET,

# systemctl force-reload openvswitch-switch
OVS BRITINTNS I LEHERALET,
# systemctl status openvswitch-switch.service
FEERENTWRWEEICIE. br-int 4 > X5 > REERLET,
# ovs-vsctl add-br br-int
/—ROBEBRA Y FICEERT D RV NT—0 4% —7 24 R (node-if) & br-int [TIBMLUE T,
# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

ROAR Y RERTLT, ofport 2HRLEF, ofport 1 BMERTERWES. OVS WMERAIEELRAR— &
2YLBTEE=HTY,

# ovs-vsctl ——columns=ofport list interface <node-if>

ofport 78 1 T/ W5E&. NSX Node Agent @ DaemonSet yaml 7 7 4 JL® nsx_kube_proxy £ 3
12, ovs_uplink_port #7723  #RELET.

br-int & node-if link EEEBNL TS EEZEFRLET,

# ip link set br-int up
# ip link set <node-if> up

BESRBICRY NI A2 —T2AADPEHTHEIIC, Fy bT—IBRT 7V EEHLET,

Ubuntu D184, /etc/network/interfaces #E#H L T. XROITEZEBMLET,

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

RHEL mi54&. /etc/sysconfig/network-scripts/ifcfg-<node-if> ZF#H L T, XRDITEEML E
ER

ONBOOT=yes

Kubernetes / — KM NSX-T Data Center 2y R — S DRTE

ZDtv 3 TlE. Kubernetes ¥X4— /—R&ET—H— /—RIZNSX-T Data Center xv N7 —0 %%
ETHAERICDODWTHBELETD,
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B/ —RICE.2DULEDRYNT—0 A2 F—T 2 A APRBETYT, RVIDA I —T 1A RSEBA 5 —T
A RXTY., NSX-T Data Center 77 77U w o LIZHLS THMNEVNEEA, D 1DDMF—T 24 XIRY R
CRy ND—0EBHLET., ZDA 5 —T7 x4 R (F NSX-T Data Center 777U v o EIZHY. /—RODHK
BXAvFELTSBINIHBEBERA v FICEHRLET. Kubernetes DBLMEF = v /DEREICHEET 212X B
BAVI—TIARERYRDIP 7 RURDPIV—T 4 »IRIBETRITNIZHY FHA, EBA I —T 124 RER
v REDBETIE. NCP DBMEEMTF v v EMDBERB NS 74 v OV EHATH20H T 7 AT U+ =)L L—ILEBE
IR L ET. 2D —ILOFEMIL. NSX Manager DS 74 h)b A—Y— A5 —7 14 ATHRTEE
T ZDI—IbiFE. BELEY, HIBRLAEWT/ZE0,

&/ —ROREBTL T, AT Ry bT—VRD NIC 8/ — RBREBRA v FICEHFEL TSI LERRLE
ER

&/ —ROa 7TF bST74voIERAEINTWS VNIC @ VIF ID (2. NSX Container Plug-in (NCP) (25254
ENTWBREDNHYET, WSS HHERAMN Yy FDR—KMIITRD 2 DD INPBETY, 12057 J(121E /—
RDOEZRIZIEELET. D120 JICE. /S RAIDERFIZIEELET. SHEICIE. UTITRTBYLEEZIEE
LET.

e =B
/—R%& ncp/node_name
USRI ncp/cluster

NSX Manager 057 4 W)l A=Y — A2 F =T 1A ADS [4 AN U] -[REYS V] DIEICESHT S
s/ —RRETSVCOMEBRASNvF R—MEHERTEEY,

Kubernetes / — REPEEIN/BAICIE. ncp/node_name ¥ 72 E#H L. NCP BT IHENHY E
. /—RBERETAICE. RO REFERLET.

kubectl get nodes

NCP ORITHRICISRAFIC/ — R&EEBMTSIZIE. kubeadm join O¥ > REERITTBHICHERA vF R— b
[CH J%EMTHRENHYET, ZOBREETOLARVE, LW/ —RERY FT7—2(CERTEE A, 7D
FE->TWSH, RODSENMEE, ROFIECTHEEFRL TSI,

B HREXSMYF R-—KCELWSJEBERALET.
m NCP ZBIEFLET,

NSX Node Agent DA X k—)b

NSX Node Agent (. &Ry R T2 DDa>F7F£EXE1TT 5 DaemonSet TY., 1 DD a7 F(F. NSX Node
Agent 2®RfTL. EICAVTIDRY NI —0 AV —T 1A REEBLET. LT CNI TS5 14 %
Kubernetes APl H—/NEBEETVWET., 5 1 D03 T FIE NSX kube-proxy #Rf7L. Z5X&ZD IP
TRULRZERY RO IP 7 RLURICEHRT 52 & T Kubernetes Y —ERDHRILEZRELET. ZNE. Tv TR
b —AD kube-proxy &R UHEETT,
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FIE
1

NCP Docker f A= &40 >O0—-RLET,
7 7 4 )LEA(E nsx—ncp—xxxxxxx.tar TH, xxxxxxx [FE)L RESTT,
NSX Node Agent ® DaemonSet yaml 7> L —h&4o>O0—-RLET,

7 714 )43 nsx-node-agent-ds.yml T3, ZDT7 7 A I EiwRETHLH. MEDT > TL—F 774
INDBIELTERT A EHTEET,

NCP Docker f A =& A A= LA MJICA—RLET,

docker load -i <tar file>

nsx-node-agent-ds.yml Z{FEL X,
O—REINTWBIAA-—CDEFEZERELET,

Ubuntu Di54&. yaml 7 7 1 JLIZ AppArmor BBEMIZ/E> TWA I EZFIIRELET . AppArmor BE
MmES ML /sys/module/apparmor/parameters/enabled 7 7 4 L CHEFEL £ 9. AppArmor BEX
TIHRWMEEICIE. ROKLDICEELET,

B ROITEHIBRT 2, aA MTICLET,
container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor

m  nsx-node-agent O 27+ & nsx-kube-proxy I 27 7F® securityContext D TFIZFT
privileged:true ZEBMLET., KITZDHTY,

securityContext:
privileged:true

FE: hyperkube £ A= %&ERT 53T F AT kubelet #2173 % &, RIEEOIREEICEAEZ <. kubelet
3 AppArmor DIRREEZFE [CEMELR— T HREPERINTOET, yaml 774/ TH, REKROEEE
TOVENHUET.

F: o yaml 77 A4JVT, nep.ini ICERKE /= ConfigMap Z5RABUERR) 2 —ALELTID TS
EOICHETIVENHYET, FUurO0—RLEyaml 77 A4IICIF. SOWENT TICITTONTOED,
DEEFIEETEEHA,

RO REFEALT. NSX Node Agent @ DaemonSet /L £7.

kubectl apply -f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml @ ncp.ini ® ConfigMap

Y 7LD YAML 7 7 A )L nsx—node—agent—ds.yml [Z(Z. NSX Node Agent O#m~7 7 4 )L ncp.ini @
ConfigMap &ENTWET, D ConfigMap £+ 3 (1% Node Agent D1 VA h—)LEHREZ<TA X
TREDDINTA—IPEENTNET,
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& O—RLULEY Y 7LD nsx—-node-agent-ds.yml [Z(F. XD ncp.ini BFEHRMSEENET,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None
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# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
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# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.

# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX Container Plug-in O4 > X k=)l

NSX Container Plug-in (NCP) (3. Docker £ A= L L TEEENET, NCP (X, 1> TR OF v

—EXRD/ —RTRITTEHILEDBDHYET, YRAF— /—RTO NCP OETIHEEINEE A,

Fla
1 NCPDocker 4 A= %240 0—RLULET,

7 7 4 I)VE&(TE nsx—ncp-xxxxxxx.tar T3, xxxxxxx [ RESTT,
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2 NCP ReplicationController yaml 7> 7L —r&4 o O—-RLET,

774N 4AE ncp-rc.yml T, TOT77AIVERETHEH. WEOT > TL—F 774)L0OHIE L THE
BAd5Z&EHTEET,

3 NCPDocker A A =2 A= LPAMJICA—-RLET,

docker load -i <tar file>

4 (A7 3>) NSXError #7720 bDARS A VY —REED yaml 77— &5 O0-RLULET,
7 74 IV4A(E nsx—error-crd.yaml T9,

5 (X7 3a>) ARGAVY—-REERLET,

kubectl create -f nsx-error-crd.yaml

6 ncp-rc.yml ZiRELET,
O—REINTWBA A-—CDRAEZEBELET.

nsx_api_managers NS A —%ZiEE L EJ. B—D NSX Manager ® IP 7 kL X, NSX Manager 75
RZAD 3 DD NSX Manager D IP 7 RL R (A <EXtIY), F7/=(F NSX Manager 5 X4 Dix4E IP
T RUVRZIEETEET. RIFZDHTY,

nsx_api_managers = 192.168.1.180

or
nsx_api_managers = 192.168.1.181,192.168.1.182,192.168.1.183

(7> a>) [nsx_v3] £ a>Tca_file XSA—4ZEEELET. EE. NSX Manager & —/\5IBA
EDWRIERT S CANYRIL Z7A4INICTEHHENRHYET., RELENE, P XTALDI— b CA MME
BAEnNEd., nsx_api_managers 21 DD IP 7 RLREIEELEBAIE. CAT774)E1DIEELET.
nsx_api_managers [C3 DD IP 7 RURXEIBELIHBEIL 1 DEREEF 3 DD CA T 7AIIVERETEE
T, 120 CAT7AMIVEIBELIEZEE. 3DDIYR—Y v INTIERENET., 3 DD CATZ7MILEIEE
LEiBE. Enend nsx_api_managers ADET 2 IP 7 FLRXICERENET, RIFZDOHITT,

ca_file = ca_file_for_all_mgrs

or
ca_file = ca_file_for_mgrl,ca_file_for_mgr2,ca_file_for_mgr3

NSX-T Data Center TR Z1T57=%. nsx_api_cert_file & nsx_api_private_key_file /X5 %
—YERELET,

nsx_api_cert_file (. PEM ERXD IS4 7V MEAETZ 74D T IV INRATY, ZDT7 74 ILOAB(IE
RDELDICIRYET,
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nsx_api_private_key_file (3. PEM EXD IS4 T~ 754 RX—=~ F—= 77 A4IDTI)V XA TY, =
D7 7AINDARITRDELD ICHRVET,

Ingress Controller Z# NAT E— R TRITT DL DIZEKRET HIZ1E. ingress_mode = nat /INTA—F ZEIEE
LET.

TI7FINETIE Ry ROBERAvFRHICIP7ZRLR 7Oy IDSEUHTOENZTRTOY TRy M,
YT7Ry s TUVT74vOR24 PMERSINET, BIOY TRy ~ B4 X&FERTB(TIE [nsx_v3] o3
> ® subnet_prefix 7> 3V E#FHLET,

HA (&FTAM BT 74NV TEMCE>TNEY. ROAREFERT 2L HA £2EHICTEET.

[hal
enable = False

(72 a>) ncp.ini T NSXError Z2ALTIS— LR—FEBENICLET. ZOREET 74/ N TE
MIE>TWET,

[nsx_v3]
enable_nsx_err_crd = True

E: yaml 774V T, nep.ini ICERE /= ConfigMap ZHABUERRI) 2 —ALELTID TS
EOICHETIVENHVET, FUO—RLEyaml 77 A4IICIF. SOBEMNT TICITTONTOED,
DHREFEETEE A,

7 NCP ReplicationController Z#m L £7,

kubectl create -f ncp-rc.yml
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R

ZE: NCP I Kubernetes UV —XDS5A4 7 A DIV AR FEERT H/=0(Z. Kubernetes API H—/XNIZ
N=2RT M HTTP # eI LET. API S —NDOEEELIERY hT7—IBEHNERRET NCP 0 TCP #Hi#x
PERIC/ES>7-8E1E. NCP 2BREHL T, APl H—NADEEL+BEEITAVENHUE T, EETEHNE,
NCP THL WA R MORHEINEHA.

NCP ReplicationController dO—U >4 7 v 75— rE. ROKRTIE O—Y > 5 7v 77— FEICNCP
Ry BB 2DRITENBZEDBHYET,

m O-UYIT7yT7TF—hRBIC AT RAMZEEHLE.

m  Kubernetes / —RICHILWA A=D WV, ¥IEOO—) VT 7y TTF—MBRBUE, A1 A=Y
DyO—RLT O=UYI 7y T7TF—hEBRTL., EEICRTLE.

2 D0 NCP Ry RBRITENTNBRIHEF. ROBEEZITVET,
B WINHD NCP Ry RZHIBRLET ., EE5ZHIRLTHIBLERA, RIZZDHTT,

kubectl delete pods <NCP pod name> —-n nsx-system

m  NCP ReplicationController #HI&L £3 . RIFZDHITT.

kubectl delete —-f ncp-rc.yml -n nsx-system

ncp-rc.yml @ ncp.ini ® ConfigMap

Yo TIND YAML 7 7 A4 )L ncp—rc.yml (2. #7714 J)L ncp.ini @ ConfigMap MEENTWET, D
ConfigMap €22 3 >ICE gDt a3 THBLAELDIZ. NCP DA VA M—IVAEICIEET SHENH S/\
SA—IDEENET.

FoO—RLUEY Y ZILD ncp-re.yml [21E, XD ncp.ini BHOSESENET,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
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#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will
# remain master for this duration after elected. Note that the heartbeat
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# period plus the update timeout must be less than this period. This
# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None
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# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX

# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10
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# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.

Prefix should be less than 31, as two addresses(the first and last addresses)
need to be network address and broadcast address.

The prefix is fixed after the first subnet is created. It can be changed only

* O H O W W

if there is no subnets in IP block.
#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx 1bs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#1b_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.

# Accepted values:
# 'source_ip'
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#14_persistence = <None>

# Name or UUID of the tier® router that project tierl routers connect to
#tierO_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#1b_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules
#external_ip_pools = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses for exposing LoadBalancer type service and ingress
#external_ip_pools_lb = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

# Option to enabling error reporting through NSXError CRD
#enable_nsx_err_crd = False

# Option for user to define the maximum allowed virtual servers to be created
# for Service of type LoadBalancer in the cluster. The value should be an

# integer greater than zero.

# max_allowed_virtual_servers = <1000>
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NCP Ry RTOPEM I O—RDIAAELTSAR—F F—0D<
g bk

PEM TI>O—RENFEFHABEELTSARX—F F—DHDHEITFE. yaml 77 4L TNCP Ry REEEZFHL
T. NCP Ry RIZ TLS Secret #~¥ o> b TEXET,

1 FIEAELTSAX—b F—I[2 TLS Secret e L £,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt —-key=/path/to/tls.key

2 NCP Ry Rt yaml #FH L T. NCP Ry RM#RIZCT7 74L& LT Secret #~¥o > MLET,
spec:

containers:

— name: nsx-ncp
volumeMounts:
— name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:
— name: nsx-cert

secret:
secretName: SECRET_NAME

3 yaml 774/ Tnsx_Vv3 F+ 7> 3>D nsx_api_cert_file & nsx_api_private_key_file ZF#HL
£7.

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

NCP Ry R TORIAE 7 7 /)LD U 2 b

J=RDT77AN PATAICGHBET 7ML DH BiHE. NCP Ry RMEKREEFHL T NCP Ry RICT77A4ILET
DY hTEET,

RIFZDHITY,
spec:

containers:
— name: nsx-ncp

volumeMounts:
- name: nsx-cert

# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
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— name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key

volumes:

— name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
— name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>

=1 —

Syslog DEE
O T F T rsyslog ¥ syslog-ng 72 ED Syslog T—2 2 > hERTT B E NCP PEEIVR—F%> hoOs
% Syslog H—/N[CEETE=ET,

ROFEEHRELET., Kubernetes TORAZDOMIZDNTIL, https://kubernetes.io/docs/concepts/
cluster-administration/logging #&B L T Z& (),

m  NCP £7=(4 nsx-node-agent /Ry R TR479 % Sidecar A>T FEEKRLET .

B IRTD/—RT DaemonSet L 7Y hERITLET.

o TS50 UERy RTERITFES N8, Sidecar AV FFTIE NSX CNI 7544 > 04 % Syslog ¥ —
NITEETEEHA.

Syslog ® Y4 Rh— a>TFFDERK

NCP ERIUARY KT Syslog BERITENBELDIC. YA RI— IV TFTERETEET. ROFIETIE. Syslog
I—Jxro b A A= example/rsyslog THBZ EERHREELTWVET,

Fl&

1 AJE77A4ICEEZALEDIC. NCP & NSX Node Agent #5%EL 7,

NCP & NSX Node Agent @ yaml 7 7 /)L T, log_dir KRS A—4%EFHEL. XU hT 2R a1—L%
BELET. RIETZDHTT,

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:
— name: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:
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- name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

00 77 4IVDRREZEET BI2IE, log_file NSA—4EHBELET. T 74/ bDEHIE. ncp.log.
nsx_node_agent.log. nsx_kube_proxy.log T9¥. log_dir #7< 3>I(C /var/log/nsx-ujo LIFt
DINRAMPEREEINTWNSDHE, hostPath R 2 —AFE /=L emptyDir R 2 —AZERL T, 5T DRy
RERRICY DY hTHHEDRHY T,

2 KRAR NADPEBEEN, I—HF— nsx—ncp [CE>TEEZAARRETHD I LEHERL TSN,
a RDOAXVRERFTLET.

mkdir —-p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b I—%— nsx-ncp ZEMT SN KA NRDE—RE 777 ICEELET,

useradd -s /bin/bash nsx-ncp

chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>
or

chmod 777 <host-filesystem-log-dir-path>

3 NCP Ry RE#HED yaml 7 7 4 J)LIZ. Syslog @ ConfigMap ZEMMLET. XRITZDEITT,

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="imfile™)

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"

Tag="ncp"
Ruleset="remote"
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4 NCP Ry RDyaml Z77A4)LIC rsyslog a2 FFIEBMLUET, rsyslog »8
TFMSOTERHYAIEEGERY 2 —AZEI T MLET. RIZZDHTT,

spec:
containers:
— name: nsx-ncp

- name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo

volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:

path: <host-filesystem-log-dir-path>

Syslog ® DaemonSet L 7V h DR

RET—YERERTE, o

ZOHRETIE. NCPOIRTOAVR—F bOOTEVTA LI TEES, 77U —2av@d. 77406

TEMICHE> TS stderr (COJ%EHT LD

FIE

1 DaemonSetyaml 7 7 1 IV EERLE T, RISZDH T,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx-ncp.conf:
module(load="imfile")

ruleset(name="remote") {

if $msg contains 'nsx-container' then

action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
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input(type="imfile"
File="/var/log/containers/nsx-node-agent-*.1log"
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"

Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers
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2 DaemonSet #EL £ 7.

kubectl apply —-f <daemonset yaml file>

Bl : YA FA— O TFTEAPFOOSI O—FT—2 3 B KUY Syslog D

RDFIETIE. YA RAh— VT FTEFTHFOOI O—FT—> 3 B LUV Syslog &=

Ay 4L NJOEREQNSZ O—F—2 3 DRTE

Ean—1

ax &

THHEERLET.

AN —]

ax AL

B YRY—/—REBLINRTO/—REICAY T4 MU EERL. TDFHRFEEZ. ID 1000 D1—H—

ICEBELET,

mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

B IRTD/—RT. /var/log/nsx-ujo T« L& hJICWT 50 O0—FT—2 a3 E%ELET,

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.1log {

copytruncate

daily

size 100M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

NCP L7U4S—2 3> aryba—SDERK
m NCPHICncp.ini 77 M)V EERLET.

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo

[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77
apiserver_host_port = 6443

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin
nsx_api_password = Passwordl!
nsx_api_managers = 10.114.209.68
insecure = True

subnet_prefix = 29

VMware, Inc.

37



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 Y X r—=)LEIVEBHA R

[nsx_node_agent]
[nsx_kube_proxy]
ovs_uplink_port = ens192
EOF

B N 77AMIDERETY TEEBRLET.

kubectl create configmap nsx-ncp-config-with-logging ——from-file=/tmp/ncp.ini

m  NCPrsyslog #8771 IV EERLE T,

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"
Ruleset="remote")
EOF

n FEOBRTTANDS. BRYY TEEKRLET.
kubectl create -f /tmp/nsx-ncp-rsyslog.conf
m rsyslog¥4 RA— Z2FERALTNCP LU -2 3> aybA—S&EBLET.

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:

# VMware NSX Container Plugin

name: nsx-ncp

labels:
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tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
image: jumanjiman/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true
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— name: log-volume
mountPath: /var/log/nsx-ujo
volumes:
- name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config-with-logging
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

B FEOMABICEDNT NCP #EKRLE T,

kubectl apply -f /tmp/ncp-rc-with-logging.yml

NSX Node Agent DaemonSet DR
m  Node Agent @ rsyslog REEERLET.

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config-node-agent
labels:
version: vl
data:
ncp.conf:
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"

Ruleset="remote")

input (type="imfile"
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File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")

EOF

m  tEMS configmap ZERLET,
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf

s  configmap ¥4 FHh— ZFERL T DaemonSet Z4ER L £ 7.

cat <<EOF > /tmp/nsx—-node-agent-rsyslog.yml
# nsx—-node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:

container.apparmor.security.beta.kubernetes.io/nsx-node-agent:

apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-node-agent
# Docker image for NCP

localhost/node-agent-

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:o0b-6236425

imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]sx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
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add:
— NET_ADMIN
— SYS_ADMIN
SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
- name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
— name: netns
mountPath: /var/run/netns
# mount host proc
- name: proc
mountPath: /host/proc
readOnly: true
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: nsx-kube-proxy
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_kube_proxy"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
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image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
— name: netns

hostPath:

path: /var/run/netns
- name: proc

hostPath:

path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF

m DaemonSet ZERKLE7.

kubectl apply -f /tmp/nsx—node-agent-rsyslog.yml

T¥FaUVTF1DEEEIE
NCP #ER3 5 & &2, Kubernetes & NSX-T Data Center OmMADREARET LIVENH Y ET,

BELE/ —FTODHRITTSEIICNCP ZHIRT S

NCP (. NSX-T Data Center EB L — V(LT VLA TEB/H. BESNEA VT SANSOF v /—RTOD
HRITTHLDICHBRTHABLENHYET, oD/ —RIE BUIEINIVEFITTXRT S ENTELET, =
DS ~)LD nodeSelector # NCP ReplicationController O (CEAT 2V ENSH Y E T,

nodeSelector:
nsx-infra: True

TI7AZT AR EDMDAET/ —RICRY REEIVETHIEDHTEET, FMICDNTIE, https://
kubernetes.io/docs/concepts/configuration/assign-pod-node #&BL TS 7Z& (),
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Docker Engine & DIREEICT S
Docker [f. £+ UF 4 EHEEHMAICU U—ALTNET, CNEOEHEEHNICERT ZBENHUET,

{SETEMARNITF DO NET_ADMIN & NET_RAW #EEZEFFAT L 7R 1)

NET_ADMIN & NET_RAW @ Linux #EE(E. Ry B Xy b7 —JICBALEKEE(ICL > TERSINSAIEEHE
MHYVET, EEINTOAENIYTTITIE. NS0 2 DOMEEENICT IHENHYET. T 74/ MTIE.

ROV > TFIC NET_ADMIN #eESft 5 NEH A, Ry ROEETI OBEENBRMICEMICA 72U,

AVTHIBEE—RPRESINAVEDITEFEL TS ES N, FEINTOAVWI Y THOBE. ayTHoH4HE
T SecurityContext BEDHIBRHEEEY X M2 NET_RAW #35F L. NET_RAW Z&EHICLET, KRIZZDH

TY,

securityContext:
capabilities:
drop:
— NET_RAW

A—INR=—ADT7 €A 2 ~rB-)b

Kubernetes (2. A—IX—XD7 X 2> ~O—JL (RBAC) APl AL TR NEBLET, BEEEIRY
S—EEBMICERETAIENTEET, FMICDUWTIE, hittps://kubernetes.io/docs/admin/authorization/
rbac #8BL TN,

BE. FET IV EREO-NUIDBRMAEENTVSDEISRSIERELITTT, 2—F—T7HUEF—ERTH
V2 hDBEICE. TORREEMNETDHEEC. RNRDERENESHILENHY ET,

WEOHA RSAIIXRODESY T,
m  Kubernetes APl =0V EVELETEHRY RICODHR =0 \DT7 UV CREHFALET,

m  NCP ConfigMap & NSX APl 254 7 > hEEBBED TLS Secret AD7 7t X%& NCP Ry RICIREL F
ERS

B CODEOBRTIVRRELELELGRWRY RS Kubernetes 2y b —2 APIADT7 V& RE270O0v o LE
£

m  Kubernetes RBAC RU > —%EHL. Kubernetes APl [C7 2R TESRy REIEELET,

NCP Ry FDO## RBAC R 2 —

ServiceAccount TNCP Ry REERL. ZDT7THD 2 MIRNDEREY FEMAELET, £ DRy B
F7=(3% ReplicationControllers IZ(%. NCP ReplicationController & NSX Node Agent @R 2 —A &
LTRY > hah3 ConfigMap & TLS Secret ND7 VX EHFRAILEH A,

ROFNE NCP [CA—I)LEA—ILDNA > RERET HAEERLTNET,

# Create a ServiceAccount for NCP namespace
apiVersion: vl

kind: ServiceAccount

metadata:
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name:

ncp-svc-account

namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift

apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:

name:
rules:

ncp—cluster-role

— apiGroups:

- extensions

- networking.k8s.1io

resources:

#

deployments
endpoints

pods

pods/log
namespaces
networkpolicies

Move 'nodes' to ncp-patch-role when hyperbus is disabled.

nodes

replicationcontrollers

Remove 'secrets' if not using Native Load Balancer.
secrets

verbs:

get
watch
list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift

apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:
name: ncp-patch-role
rules:
— apiGroups:
— extensions
resources:
- ingresses
- services
verbs:
- get
— watch
- list
— update
— patch
— apiGroups:
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- extensions
resources:

- ingresses/status

— services/status
verbs:

- replace

— update

— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-patch-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

7+ NSX-T Data Center 254 7 > MEEBAZ(C Kubernetes APl ZEAB L7={Ef &S 7= TLS Secret £ 75
ANR—k F—DRTIZIE Kubernetes APl H#—NIZT7 VX TEZEEDRY RDSTI/EZRATEET, Ry K
WH—ER 7HD Y ML THERINZBE., RUARZEROT 74N DY —ERX 7HAD Y MEEIMICEIY Y
TonEd, ZhiTkY,. Kubernetes API IZ7 VR TBH =0 BEBMICI D MENET, 5D h—
IUNDTORRIE. b—O EVELTEHRY RICOHFRAITIVLENHYET,
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Fry b= UY—-RDOBREDE > b
Ry hT—2 UY—RERETHRE. BEOHRNSH S LISEELT LA,

NSX-T Data Center ® % &' +(F DR

NSX-T Data Center [Z1E. T2 29 bADY TRFHIFITRDEIRDH Y £,

B RO—TI2IE. 128 XFEQFIRMHY ET.

m Y U(C(E. 256 XFDFIRMHYET.

B BITSIUMIBARTI0EDY FEIEETEET,

Kubernetes £7=(% OpenShift 7 /5—3 3 >H NSX-T Data Center DRO—7 & Z(CaE—Sn 5l
CFHOFREBADE, BMEPELBBENHUYET, EXE RAYvF R=FREDZIBHY., BT 74
TOA=IL L= TEREINTNDIBE. 7/ 73 vDF—PENERFIREBZSE. RAO—TFEE571C
IRTCOAE—NEWNED, =P BELAELDICEASNEN.ENHYET,

*y 7= RU—DHEE

Ty bT—=0 RUD—E SN LI ZEFERLTRY REAITBRIZERZERLET,

NCP Y R—rd23 v cT7—2 RU S —(L Kubernetes LRICTH Y. Kubernetes D/N—2 3> ([Ck>T
ELOUET,

m  Kubernetes 111 - UTDIL—)L LI 5 EIEETHIEMTEET,
m  podSelector: xv r7—2 RUI—DPERINABRIZERANICH DT RTORY REZIRLET,
m  namespaceSelector : IRTDEZAERMEZRIRLET.

m podSelector & namespaceSelector : ZD#AZEHHE TIE. namespaceSelector TEIREIN/=%
BIZEEIRNICHDTNTDRY RPEREINET,

m  ipBlockSelector : ipBlockSelector %5 namespaceSelector £7=(% podSelector ® W \gFNnH
EHAEDEINTWBIBE, Ry 7= RU S —(FEHIT/TYET, ipBlockSelector (FRY o —1t
BRICEMTHEET 2HEDPHY ET,

m  Kubernetes1.10: v T —2% RU—D)L—)LAIZ, namespaceSelector, podSelector. HLV
ipBlock DL U4 MHZ AT I DEENTWIBENHY ET.

Kubernetes APl H—/N\d, &y b7 =2 RU S —FHHEEOKRIIERITLER A ENGRY bT—2 RU S —%14F

BRUTLULESAIREE®H YU ET. NCP (F, Eaxry bT—2 RUL—ZEELET.,. Ry bT—20 RUL—ZE

FLTEMILTH NCPEZDORY T =0 RUL—ZNBLERA, Xy b7 —2 RU—ZHIRL. 5D

BERy bT—0 RIS —BERT HLENHYET,
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Pivotal Cloud Foundry IRIEAND
NCP DA A=)l

Pivotal Cloud Foundry (PCF) (2. #—7> YV —2X® Platform as a Service (PaaS) 7O/\4 ¥4 T¥, PCF
IRIEE(IC NSX Container Plug-in (NCP) 24 > A h—J)LLT. Xy bT—0 U—EXERETEET.

Pivotal Ops Manager Z@ U CTEREN/ZRET > >0 NSX-T O#EEEZFIBT2(C1E. 2T Ry kT —2
NDLAY— 3EHEPHETT,

SRS (HA) BEBNICEMICAYET,

F: o BF2UT 4 IN—TICEEEMAS, EFaVT a4 JI—TZBRALTVWSIRTOT TV T—> 3>
EEERT OV VIUTRBREBRBVET. RT—I2JE TV =2 a s BRASNTVSERICEFa2UT«
JIV—TBEREINTWSIGEG, £L@tEFa VT JU—TB7O0-NVBERENTOWSHEICTOET,
ZOEICE. ROMEYIBEENTVET,

m  Pivotal Cloud Foundry IBEAD NCP O A > X k=)L

Pivotal Cloud Foundry IRIEAD NCP DA X =)L

NCP (4. Pivotal Ops Manager 4> 7 4 A)l A—HY— A5 —T14 R (GUI) ENLTA R M=)LENE
E

BIIR S

Pivotal Ops Manager. NSX-T Data Center. LU Pivotal Application Service (PAS) O#FiEA X ~—
). #9 Pivital Ops Manager £&#(CA > XA b—)LLTH 5. NSX-T Data Center, PAS DIECA >R k—
LT EZ W, F#HAICDWTIL, Pivotal Cloud Foundry @ RF a2 A2 hESBL TS,

Fl&

1 Pivotal Cloud Foundry RICNCP 4 VA=)l 774NN EFo>O0—-RLET,

7 7 14 IVE&(L VMware-NSX-T.<version>.<build>.pivotal T¥,

Pivotal Ops Manager [CEEBELLTASA LET,

[BRDA Y R—-b 27Uy I LET,

o A—RULIE7 74V ERIRLET,

ua b~ W N

[Ops Manager Director for VMware vSphere] #41) v o L3,

VMware, Inc. 48



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 > R b =)L ELVEEBH A K

6 [vCenter Server 2%E] D [RE] ¥ 7 TINSX 2w b7 —2] IR, [NSX E— K] T[NSX-T] &3EiR
LET,

7 [NSX CAZIRAZE] 74 —J)LFT. PEM EXDHELZIEELE T,

8 [REIZVVYILET,

9 ELBO[AMYAb—IFyiaR—R]IZIUv LT FyaRk—RIIRVET,
10 [Pivotal Application Service]l] #2U v o L%,

N [BREISTOFETF—2 3> RAVT, [Ry bT—0] ZFRLET,

12 [AYTF XY bNT—0 AV —TzARDTS54 ] T [HER] £2IRLUET,

13 EEBO [ VA=)V FyaR—R] 20y LT Fyiar—RICRVET.
14 [REIZ2V VI LET,

15 EEBO [ VA=)V FyaR—R] 20y o LT Fyiar—RICRVET.
16 [VMware NSX-T] 22U v o L%Ed,

17 NSX Manager 7 RLREZAHALET,

18 NSX Manager DR AEEEIRLET.

FTFoar Toar
U547 MEBREREE NSX Manager MEIBAZE TS A R— F—ZEELET.

A—Y—RENRT— REER UERDI NSX Manager EBEDI—HF—RENRT-RERELET.

19 [NSX Manager CA fIBAE] 7« —JL R T, iBAEZIEELET.
20 [rRFE]1 &0 Uv o LET,

21 FEFT—2 3> RAUT[NCP] #2IRLET,

22 [PAS Foundation &] #AA1LE T,

ZDXFEB(E, NSX APl T4 D PAS Foundation Z—EI(CIEETHHDTT, £/, ZOXFEH(L. PAS
Foundation FIZ NCP 23ER3 % NSX UV —REDTU 74 v O RELTEREINET,

23 [F—N—=bA I RR=F V=V]EADLET,
24 [Tier-O)L—% -] EAHLET,
25 [A T xyhD—=0DIP7RLR 7Oy o] &1 DULEBELET,
a [EBmlzsuvyoLET,
b [IP7RLRT7OVIR]ZEANLET., FRELEHEFOIPTRLVR 7OV I EANTEET,

c HLWIPTRVR 7JAYIEANT BHEDH. 7AY 2% 10.1.0.0/16 DL 57 CIDR X THREL £
ER

26 AT F Ry NT—=0DY TRy N TV T4 v O RERELET,
27 [a2TF 2y hT7—20®D SNAT 28T 5] 20U vo LT, SNAT #F%ICLET,

VMware, Inc. 49



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 > R b =)L ELVEEBH A K

28

29
30
31

32
33

34
35

[(fEER Y T —2ICHE (NAT) IP 7 RLRERMT B7HICERENS IP T RLR 7—)V] & 1DLILEE
ELET,

a [EmEs2UvoLET,
b [IP7RLVR T=INE]EANLET., FRELIEEDIP 7 RLR T—ILEANTEET,

c FHRIPT7RLR T—IILEANT5HEDH CIDREBLVIP 7 RUVRERHEZANLTIP 7 RV REIRE
LET.

(FT7ay) [BEHUOTZ 74T 94— o3>y v—h—]&#AHLET,
FT7oay) [BMROT77AT7o4—=)b woary—hh—]%2#ANLET,
(FT>ay) ROFTL a v EBHELITEHLET,

FFa>v F7 )V ME

ROy ZLE7FVr—=ary bS574v0 B, BRCTDE 7747 04— )L I—=)VICko>TRAY T LENS 74 v oMOJICRE
ZOJ(C5H fREINFET.

NCP OF /Iy & LR OOJRFEEEHIC AR

ER)

RE]IZ2UY I LET.

(FTF>ar) FET— 32 R4 2T [NSX Node Agent] ZZERL £,

a [NSX Node Agent DF/N\w & LX)LOOJR\FEFNCT 5] 2BIRLT. TNy T L TOOID
HEREBMCLET,

b RE]IZI2VUYILET,
EEBDO[A A=V Fyar—R]ZEZUv oL T FyaR—RIIRVET,
(ZExER] =Yy o LET,
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NSX-T Data Center A— K /N > (3 Kubernetes & E# L £ T,
ZDEICIE. RDMEYIDPEENTNET,
m O—RNSUIOUIDHETE

m b—RNX—FoOANAEMIO—-F

™ > — ~ g = =
A—F NSOV ITDRE
AO—R NSV IDEEICIE. Kubernetes @ LoadBalancer —E X% /=(% Ingress VYV —X &, NCP L
T —3y A FA-SOREVEENET.

4 4 778 LoadBalancer ® Kubernetes #+—EXREZ#EBHRL T LA V-4 O0—R NSO EERTHEMNTE
F9, £7/=. KubernetesIngress UV —XE#ERL LAY —7 O—R NSO HEEBRTBHIEHTEET,

NSX Container Plug-in (NCP) TO— R NS > IR T 521 ncp-rc.yml 7 7 A IV TRD LD ITEEE
LET.

1 use_native_loadbalancer # True [CHEL X7,

2 (7P 3>)pool_algorithm Z ROUND_ROBIN 7/=(d LEAST_CONNECTION/IP_HASH IC®REL$9. T
7 #JL (3 ROUND_ROBIN T9,

3 (7 3r) service_size # SMALL, MEDIUM, F/=(% LARGE IZEREL E3. T 7+ /L T SMALL TF,

LEAST_CONNECTION/IP_HASH 7 )V T XADZE. hZ5 74 v IDEETIP 7 RLABRLCTHNIE, BEUEN
YOI R Ry RICEESNET.

FBREYA XD NSX-T O— R NZHDYR— FEROFMICTDNTIL [NSX-T Data Center Administration
Guide] #5BL TS EE,

A— R NS UUDBERENFEIC, BT 7AINVEEHLTCA—R NS OVDY A XEEETDH LETEEH A,
ZETS(CE. NSX Manager 1—H— A >4 —T7 1A A3 APl 2FERLET.
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LAY—A4BLUNVA V=T O=—RNSU 2 TDN=DRTV ADERE

NCP ConfigMap T, X=X TF U REEI/INT A—% 14_persistence & 17_persistence #iEETEFE
T, AV — AN RFURIERTEER A T a v FETIP 7 RVATY, LAV —7 X=L RF U RIC
{ERAIREIRA TS 3 >~ (E, Cookie EEETIP 7 RUVATY, T 74/ bE <None> T3, XRIZZDHITT,

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

Kubernetes LoadBalancer #—EXDiF&(F. ' —ERX{LERIC sessionAffinity i€ L CT. /A—/N)L L
AY—4DN=YRATURABFATDFE, DFY 14_persistence #5 <None> [CRESNTNBIFEENDT—ER
DIN=L ATV AMEERETHEHTEET, 14_persistence 2 source_ip ICRESNTWDIEE, U —
EXRDNN=L RF VR IALT I NENRIRA XT B0 Y —EXEHED sessionAffinity 2R TEE
T, TI7HNMDLAY— 4 DIN—LRTF VR A LT ME10,800 BT, Zhid H—ERD Kubernetes

VMware, Inc. 52



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 Y X r—=)LEIVEBHA R

REIAVPMTHEEENTWSHDERUTY (https://kubernetes.io/docs/concepts/services-
networking/service 2&888), T 7AW FDN—=L RTFUVR ZAALAT I EDPERESINTNS Y —ER(FTRT, [
UCNSX-TAE=RNSUHYDNR=RTUR TAT77ANEHELET., T 74 MUNDN— RTFVR 44
A7 RNEFERLT. S —ERICER7O7 74 ILDMERENE T,

FE: Ingress DNy oI R H$—EXD LoadBalancer ¥4 7OHY —EXTHDHEE. Y —EXRDL AV — 4
Y —/N&E Ingress DAY — 7 REH —NICEEBZN— ATV REFRETHIEETEERA, 2EZIEL
LA +¥— 4 (2 source_ip. L1 ¥ — 7 [C cookie ZFBRETH_LIFTELEHA, ZDEDEFUATIE. @A
DIRIEY —NDNN—L AT RFEZEZEB L (source_ip. cookie, £7=Id None) 2§57/, 1 D% None (FD
DEEE(L source_ip E£7=(4 cookie) ITTBHEMNHYET. > FUFDHE :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service
metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
- port: 80
targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

AHAME (Ingress)

m  NSX-T Data Center Tl&. TLS {£#® Ingress &. TLS 4 T74xl) Ingress AIC. LA/ —7 oO— R
INT HARIEY —N\P 1 DT DIERESNET,

- —g—,\—cg) |ngress 7f)§\ ﬁ—@ P 7 hl/XéHy’?Efoi—g_o

m  Ingress JY—XI[C(E.ncp.ini @ [nsx_v3] #4 3(CH B external_ip_pools # 7> 3 THEES
NEABBIP 7 RUR =l s, IPT7RLADEYVHTONET, O—RKNSUHE ZDOIP7RVRE
HTTP 8LV HTTPS R— bk (80 & 443) LEICRAREINET,
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m  Ingress UV —XIZ(F. nep.ini @ [nsx_v3] €2 > 3% % external_ip_pools_lb #+ 7 3T
EINENSBIP 7 RLR =)o, IP7 RUZADENY HTSNET, external_ip_pools_1b A7 3
U WEE(L. external_ip_pools TIRESNA=T7T—IBMERAENET, O—R NSUH(EF. ZDOIP 7
RLREHTTP 8L HTTPS R— bk (80 & 443) EICABSINET.

n REEZLEELTNCP Z2BIEETH52ET BEDIPT7RVR T—ILICEETEET,

n TLS AT 7 AV MERAEEZEETEEXT. APEOEREBLV NCP Ry RADIEREDOT V> MIDNT
(F. UTESRBLTLES0,

m TLS AT/ Ingress (3. HTTP {REBH—/N OR— bk 80) LTHRAMENET,

m TLS f#k®D Ingress (&, HTTPS RIS —/N GR—bk 443) ETHRAbENET., O— R NS H(E SSL
—/NELTHEEL, 2547 D SSL #EERTLET,

m  Secret & Ingress DERIEFRIFEETIIH Y FH A, Secret A7 20 MD3HBBE. TNESBT S
Ingress M % &, FFBAZEI(L NSX-T Data Center 24 7 R— bENFEF, Secret BEIKREN=HE, £/
(&I Ingress M7 7= Secret ZBMHIBR S N/=HEIE. Secret (CHIET HAAEFHIBREINET.

B Ingress "D TLS £ > 3 > DEMEZIFEHIBREIYR—FENTOWET, Ingress OEEENS tls F—13H|
fRENsd &, Ingress )b—Jbid HTTPS {REBH —/N ((R—k 443) /S HTTP REH—/N ((R—k 80) (T
EEINET., FEHKIC. Ingress DEHEIC tls F—ABME NS &L Ingress JL—)L(E HTTP {RAEY —/\ (R—
k 80) m5 HTTPS REEH —/N (R— b 443) ([CEmXanEd,

B INgress DEET, B—USRFIIWT2IL—IDBEELTNSIEE, BYIDI—ILOABBEREINET.

B 1 DDITRITHR—bEINEZDE. T7HIEDNYIITY REFDE—D Ingress DHTY, ED
Ingress )b—ILEH—HULEWNZ T v 1E T7AINSDNY STV R RESINET,

B TOANMDONYII Y REFD Ingress BEHH 15E(F. BRUID 1 DDHDERESINET., TDMHD
Ingress (&, T5—&ERMAEEINET,

B JAIIRA—RIZKD URITYyF I Tl ERRROXFE [] & F] BYR—FENET., 2EZE /IR
[/coffee/.*] (L. [/coffee/] M#EIZ O BE/=IL 1 ELULDOIXFENELSXFI., =&AL [/coffee/l. [/
coffee/al. [/coffee/b] &—E L E9. [/coffeel. [/coffeecupl. [/coffeecup/al Iz EF—E L £H
Ao

Ingress OL#EEDH :

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
- path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80
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B Ingress MUY —RICT7/T—3r&EBMLT, URL USRI rewrite 2% ETCE=£9., XRITZFDHIT
ER

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

XX [ /tea ] LY [ /coffee ] 1F. Ny II VR B—EXRAD URL ZEERIIC [ /] (CEEBIOSNE
ER

m ANARDOT/T— 32 kubernetes.io/ingress.allow-http B R— N ET.
m T /T7—ar% false [CEERET S E. HTTPS L—ILDHDBEREINE T,

m T7/T—arvEtrue IIRETEIN. T/ T arPROMSIWNGEEIZ. HTTP IL—ILHMER SN E
9. 7=, Ingress DAEEIC TLS ®o > 3> h3bbmAld. HTTPS L—ILMERRENE T,

m Ingress UV —RICIZ—D7/T—aryPEMENEd, T5— F—I& ncp/error.loadbalancer
T. %+ —(% ncp/warning.loadbalancer TY, BESNS IS —BLXUVELZIRDESYUTT,

m  ncp/error.loadbalancer: DEFAULT_BACKEND_IN_USE

ZDIZ—(F. TIAHIEDNYOIITY RDHS Ingress B3 dZ &KL TWET, Ingress (337 2
F47ICHRYET, TLS OFEICHADD ST INngress DN —TICEL I EMTEDZNY IV RIZT Y
AW ET1DOATY, T5—%EETBICIE. Ingress 4R L CEYI/ZAERTEBERLET,

m  ncp/warning.loadbalancer: SECRET_NOT_FOUND

ZDIZ—(F, Ingress DA TIEEEIN TS Secret BREOMHSHENI EERLTWET, Ingress
F. BT VT4 TITRVEST, TZ—ZEBETHICIE. RELTWS Secret #ElLET. 7/ T
—> 3 (lBEMRHDBE. Ingress UV —ADSA 7 A4 )L TIHEEINE A,

m  ncp/warning.loadbalancer: INVALID_INGRESS

ZDIZ—(F, ROZHEOWTNMD True THBZ EERLET, Ingress ($IET VT 4 T2V ET,
IS —%18IET I(C(E. Ingress ZH| L CEVI/AEHETHBERLET,

B Ingress JL—)L#S. EL Kubernetes 25X ADBID Ingress JL—ILEFHFELET.

m dllow-http 7 /57— 3 (3 False [CERESIN.Ingress [CIE TLS €2 a U DBERESINEHA.
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m  Ingress JL—J)LICIF host LU path BIEESNTOWERA, ZDLKD7 Ingress JL—JLIZIE
Ingress DT 74 bDNy Ty RERUEENHY ET. KDUIZ Ingress DT 7+ ED/Ny
VIV REFALET.

LoadBalancer ¥4 7Y —EX

NSX-T Data Center (3. &Y —EX R—hrICLAV¥—4 DO — K NS UHRBAT LV EXOT—ILEERL
£Y.

TCP &LV UDP Ol A MY R—hEnET.
BY—ERICE—EBDIP7RLADEVHTONET,

H—EX[ZlE. LoadBalancer &® loadBalancerIP 7 4 —JL RICETDWTHEHIP 7 RLR =I5
IP7 RUZAMENY HTEHNET, loadBalancerIP 7 4 — )L REZEHDBED HNIE IP 7 RLURAMPHRES
NTWBEBEHHUET, £/-. IP7RUVR T—I)LORZRIEAILID BIEESNTWSBEbHUET,
loadBalancerIP 7 4« =)L RDBZEADFE, IP 7 KL XIE. ncp.ini @ [nsx_v3] o3 IlH>
external_ip_pools_lb # 7L 3V TRESINENELIP 7 RLR T—=IUD5EUHTENET,
external_ip_pools_lb 77 3 » iz MEE(E. external_ip_pools TiEE SN/ T —ILMER SN E
9. LoadBalancer H—EX(Z. SO IP7RLREY—ERXR R—bZBUTRHAINET,

BREEEZELTNCP 2BIEEHTHET, BRDHIPT7RUVR T—ILICEETEET,

loadBalancerIP [CL o> TiEEE N/ IP 7—JLIZIE. scope: ncp/owner, tag:
cluster:<cluster_name> ¥ VDM ETT,

Y—ERCEFIZ—D7/T—aryhEIMENET, T5— F—(3E ncp/error.loadbalancer T9, ##
EEINBIS—(FRODESYTT,

m  ncp/error.loadbalancer: IP_POOL_NOT_FOUND

ZDIZ—(%, $EFE L7 loadBalancerIP: <nsx—ip-pool> D <nsx—ip-pool> BEDMSAINT
EERLTWET, U—EREFFT /T4 TITRVET, I5—ZEETHICE. BHEIPT7RVR T—
IWEREL, T—EXZHIBRLUTEBERLET.

m  ncp/error.loadbalancer: IP_POOL_EXHAUSTED

ZDIZ—(3.38F L7z loadBalancerIP: <nsx—ip-pool> D IP 7 KL X =)L TIP 7 R L XD
BLTWASZEERLTWET, Y—ERIEFFT /T4 TICRVET., IT5—ZEET BICIE. FERARTEER
P7RLADHBIPTRLVAR T—ILEEREL. Y—EXZHIBRLTBEKRLET,

m  ncp/error.loadbalancer: IP_POOL_NOT_UNIQUE

ZMOIS5—(3. loadBalancerIP: <nsx—ip-pool> THEEESNEGEZEEHDIP 7 RL X T—ILEH
HBDLERLET, Y—ERFIFT7IT7 4 TICHVET,

m  ncp/error.loadbalancer: POOL_ACCESS_DENIED

ZNDI>—(3. loadBalancerIP TiEE =N/ IP 7 RL R 7—)LIC scope: ncp/owner, tag:
cluster:<cluster_name> ¥ DLW\, # JTIRES NI S XD Kubernetes 7 5 X5 DERITE—
BLmWZEERLET,

m  ncp/error.loadbalancer: LB_VIP_CONFLICT
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ZDIZ—(%, loadBalancerIP 7 4 —)LRDIP 7 RUVARMT VT4 Tl —ERDIP 7 RLRERL
THHEERLTVWET, Y—EREFFET /T4 TITHBVET,

B LAV—40-RNSUHOREBRT - IPYR—-EINET, Kubernetes LoadBalancer H—tEX
MEBMDREY —NEVBELT DD IERELFIEREINTEY., BEOLAY—4 0K NS UH(C+H
BREDEWNMEE, FILWLAT—4 00—k NSUYPEREINET, F/2. NCP (& REY —N\DERI N
TWEWLAY—4 0-RNSUYBHEIKRLEST, ZOBEEET 74/ ETEMICHE>TOWET, NCP
ConfigMap T 14_1b_auto_scaling # False [CEXET S ETEMICTEET,

A—RNSUHELVORY FT—0 RU D —

NSX O— R NS UHREBY—NADPSRY RIChS 74 v EGRET BI5E(E EFETIP 7 L XD Tier-1 )L—%
—DT7v TV R—bDIPT7RUVRICHEVEST, ZO7 RLRETZARX—=F Tier-1 B7xy b7 —20 EIZH
B, HFAENEHERERT T4 v IMCIDRAN=RDRy T =0 RUD—ICKUFRAENLZWZ ENHYET,
ZOBEERTSICE. Ter-l )= —D7 v 77U R—bDIP 7 RUVRM, FFAIENTWS CIDR 7Ev ZI(C
EENDHELSCRY bT—0 RUL—ZRFEITDHVEDHYET. ORI IP 7 R R
status.loadbalancer.ingress.ip 74 —JL K& Ingress UV —XD7 /T— 3 (ncp/
internal_ip_for_policy) &L L TRRENET,

LA RBY—NOHNEIP 7 RLRH 4405 THY., AES Tier-1 )b—4—D7 v 7V R—bDIP TR
L X53100.64.224.1 DifE, AT —F RIRDEDICHYVET,

status:
loadBalancer:
ingress:
- ip: 4.4.0.5
- ip: 100.64.224.11

Ingress & LoadBalancer 4 7 Y —EXRDUY—RDT7 /T—avid. ROLSICHEYET,
ncp/internal_ip_for_policy: 100.64.224.11

IP7 ELX100.64.224M1F =y bT—2 RU—D ipBlock €L 24 THAIEN7z CIDR ICELTWSHE
BHYET, RIZZDOHITY,

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32
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CA ERIBAEEEMT AU TIV AU TR

MDA V)T MZL2T. CAERIAEZE L TSAR—F F-—DERIN. TNTNT 7 1)L <filename>.crt &
W <finename>key & L THRINENET, genrsa AX¥ > RTCA F—24LET., CA F—(IRS{LT D4
ENHYET, aes256 HEDAT Y REFEAL T, BEAEAREEBETEET,

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —-new -x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/
L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req —out ${filename}.csr -new -newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/
ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr —-CA ca.crt -CAkey ca.key -CAcreateserial -out $
{filename}.crt -sha256

FI AN DA ELF—D NCP Ry RADT I b

SIBAEZE L TS A R— b F—(FERE. RAMREYS > OT 4 Lo MU /etc/nsx—ujo ICERBEINE T, FHAEL
F— 774N DEFIMBENEN Ib-default.crt. 1b-default.key OiF&E. LUTFDLDIC ncp-rc.yaml %
WELT. KRAPEDINSDT 74D, Ry BIZRDO Y bENDHKIICLET . RIFEDHFHTT,

spec:

containers:
- name: nsx-ncp

volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
- name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key

Y—RN=—F s DAAhAEI A—5

P—RMN=FT A DANFRAAY bPA—ZFETFR—FFTDHEICNCP ZRETEET,

VMware, Inc. 58



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 > R b =)L ELVEEBH A K

ncp.ini 7 7 1 IV DiREE

¥~ 7 1)L /var/vcap/data/jobs/ncp/xxxxxxxx/config/ncp.ini ZFEETIHENH Y ET
(XxXXxxxxX & BOSH BB ID), D%, ZD7 74 )L(E NCP BFEiET 5/=(C rootfs [CaE—Ehn. NCP
TEASNET. ZO77M4)E BYRY— /—RTIRETHIVEIHY ET.

BEE: ncp.ini NOZEEER, PKS VSRIDT v 77— hETHFENE A, PKSHYMINEFERLTEEE
ToTH5 PKS BERZEFHIT S L. nep.ini NDEEFERDODNET.

BEd 54T arMnsx v3 oo avICHhUET,

m use_native_loadbalancer - False [CE&XET S E. NCP (I, ZDFERICEAFRE<S. ANAREEZ
Loadbalancer #4 7O —EXRDEHREZMNIBLEH A, ZOBRTEILPKS /SR LEKICERENET, T
7 # )V~ True T,

m  default_ingress_class_nsx-True [CEETSHE. NCP (3T 74/ bDATARMIY FA—=ZI2/2 Y.,
kubernetes.io/ingress.class: "nsx" OFERMEDANFREEFRZLDANFROEA ZMNEL F
J., False [CERET B L. NCP (4. kubernetes.io/ingress.class: "nsx" OFRFTE=DANARDH
ZMBLET., 774/ 5L True T,

NCP TNGINX arhO—Z Ry RICT7O—FT4 7 IPZEUHT. 70—T4 7 IP DAHNARDIREEE FH
I HEEE. KOFIEERTLET,

B ncp.ini ® k8s 4 3T, ingress_mode=nat Z5%EL ET.

B NGINX AhAEIY EO—F Ry RIZER ncp/ingress—controller: "True" ZEBMLUET,

NCP (&, /IR kubernetes.io/ingress.class: "nginx" & DAHhABEDIREZEZ NGINX AHAEI > b+
O—> Ry RO7O—F4 7 IP TEHLET. default_ingress_class_nsx=False DHEAE. NCP (.
kubernetes.io/ingress.class EFRDEVWANAEDIKES NGINX AhAmI> bA—F Ry RO70—
T4V IP CEHLET.

E NGINX AhAEIaY bO—3 /Ry RIZER ncp/ingress—controller: "True" M7z MEETH. NCP
(Z EERDANAADIKEZE loadBalancer: {} ICEHLET. Z0D%. ADFAMNIIL—TICAY. NGINX 2>+
O—> M AHREEZE loadBalancer: {ingress: [{ip: <IP>}1} ICE#H L. NCP HASIREE
loadBalancer: {} [CEHTHAEEENHYET., COKREEET DICE. ROFIBCHWVET,

s AHhAAEIY bA—3H https://github.com/kubernetes/ingress-nginx D&
m AHNAMEIYEA—3T, ingress—class # "nginx" LIAADEICEELET,

m IR kubernetes.io/ingress—class: "nginx" ###DANAENHIBEIL. FREFNDEICESR
LET.

m FEHICDULTIE. [https://kubernetes.github.io/ingress-nginx/user-guide/multiple-ingress) #
SBLTEEN,

" AAAREIOY MA—ZH https://github.com/nginxinc/kubernetes-ingress Nig4&
B AAAMEIYFO—5T, ingress—class % "nginx" LISNDEICEEL T

m IR kubernetes.io/ingress—class: "nginx" #EHEDANARANH DHEF. FREROEICER
LET.
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m ANWAREIYA—5 Ry KT, use-ingress—class-only % True [CHRELET., ThICLYU. 2D
3> ~A—3(% kubernetes.io/ingress—-class FRODBLWANFRAEEH CEHBAVET,

. FHAICDWTIE,. Thttps://github.com/kubernetes/ingress-nginx/blob/master/docs/user-
guide/multiple-ingress.md)] #&BL T /Z&XL),

FUF1:NCP BANAAZLET BN, T74INVEOANAEMI MA—5
TIEWEE,
ROFIEICHE> T, NCP B nsx Y SADANAEENBTESHLOICLET,
1 BIYRY— /—RTncp.ini D nsx_v3 o> a EiRELET,
a default_ingress_class_nsx # False [CEREL £,

b use_native_loadbalancer % True (7 # /L NME) OFEFICLET,

2 BEIYRY—/—BFTNCPZEZBELEY, NICKY, YRI— Tz AIF—N—DFRETHAREENH Y
£,

3 NCP THEFTEFTNTDOANAMIC kubernetes.io/ingress.class: "nsx" EWSFREMITET,

FUF2:NCPBTF7AHIMDODAANAREIY NOA—SDIBES.
ROFIECHOET,
1 ncp.ini ZRET D VEIIHYEGAD. IXNTOANABRITERDBMHNTNSEZ EEHRLTSEEZ,

2 NCP [Cko>THEBEINSANARAICE. [kubernetes.io/ingress.class: "nsx"] & W\ ERERF(FDHED
HYET,

NCP (% kubernetes.io/ingress.class FRDEVWANAEENREBELET M, EHOANWAEI FO—
SHHHBEIE. T7AINEMDODATARAI FA—SDEMEITIKELEWNL DT, FIT kubernetes.io/
ingress.class FREMFFTHIEELETITHLET,

3 Y—RNRA=TFTADOANAAIAY FA-F[CL>TUEEINDZANFAICE. CNSOANARIY FA—5Th
BERMEEZEIRELTRESTDLENHYET.

FE: NGINXZT7+/)bDOAAAEIDY FO—-FF2558%KE. NGINX AAWAEI A-F&LT
nginx ZFALANWTLEZZ N, ZOEEFERATSE. NGINX BF 74 bOAALAAEDY FO—-F(ZHY ET,

>FUF 3: NCP DERICEFRAES ANARZLELZES,
ROFIBICRENET,
1 BIYRY— /—RTncp.ini D nsx_v3 o> a3 ERELET.

a use_native_loadbalancer % False [ZEREL £33, TN T, default_ingress_class_nsx DfE
(FEBFRICIZVELE.

2 BIRY—/—FRTNCPZBEHLET. INICKY., YRY— Tz AIA—N=—DFRETHAEEDDH Y
£,

NCP (% LoadBalancer #4 7O —EXHULEB LAY ET,
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NSX Container Plug-in D&

NSX Container Plug-in (. NSX Manager 4274 W)l A—YH¥— A4 —T A XFEEFaA R4 4
=T 14 R(CL) WoEEBTEET,

F: ESXi65 THEPOICTF KA MDRET >Z, BIOD ESXi 6.5 kX b Z vMotion THBITYT %154,
BATOAL TS KA EDAYTFH5, BAEOIY TS KR LDV FFADERIEEDNET, O
BlE 307 F KR RO WNIC 2L, BEEHT 5 THRRATEET, COMEL ESX 6.5 Update 151
BTIRRELF A,

Hyperbus Tl&. NA /=14 HF—0D VLAN ID 4094 (3 PVLAN OFERICFHINTHY., ID ZEET S
LlxTEEH A, VLAN DOiiEa % #7576, ELC VLANID @ VLAN 5HEBX A vF £/~ VTEP vmknic [35%
FELARNWTLS A,

ZDEICIE. RDODMEYIDEENTINET,

m  Kubernetes UV —X NSXError [CHIIESNTWDIIS —FHRERRT D

m CIF #HEHRER—

m CLIaox>»R

m ITo5— J—F

Kubernetes U — X NSXError [CIRIIESNTWBAIS—(gHRE xR
G IS

NSX Ny oI REEDHS Kubernetes VY —X A 7210 T LIS IS5—I1FREHEHD 1 DD NSXError 7+
TP MPMERENET, VSRILEDITRTOIS—(CHTBEIS—FT7 o bHUET,

CDEEIZT 7 A M TEMCHE>TOWERA, BRTTSI(Z(E. NSX Container Plug-in (NCP) &4 > X k—
LT BEE(CT nep.ini T enable_nsx_err_crd & True [CERETHVENDHUET,

FE: NSXError #7720 baER. B#. BIBRTHZLETEERA,

NSXError # 721z h&aRRT 5T R -
m  kubectl get nsxerrors

ITARTD NSXError A 72z hE—EXRRLET,
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m  kubectl get nsxerrors -1 error-object-type=<type of resource>

7=EZIE. 747 services DF TP U ML, BEDY A 7D Kubernetes A 72 17 MMIBEET S
NSXError # 7 x40 ha—8BRRLET,

m  kubectl get nsxerrors <nsxerror name> —o yaml
NSXError # 72 & bOFFHERRLUET,
m  kubectl get svc <service name> —-o yaml | grep nsxerror
BEDY—EXICEEMITSNTIVS NSXError £#8ELET,
NSXError #7220 hOFFMERRT HEE, Akt 3 VICIROEBERBERVEENTVET, RIFZDH
<Y,

error-object-id: default.svc-1

error-object-name: svc-1

error-object-ns: default

error-object-type: services

message:

- '[2019-01-21 20:25:36]23705: Number of pool members requested exceed LoadBalancerlimit'

ZOBITIE. ZATZERIL default TY., ¥ —EXDEHIL sve-1 TY, Kubernetes UV -0 & A 7%
services TY,

ZDYJJ—=XTlE NSXError #7210 Mk > TRDIS—HBHR—FSNTNET,

m NSXEdge O#IfREREEET D, BEBIRT — UV FICKBEMODO— R NS UHDEUHTORK,

. O— R NSUHREBY—AHO LROEE (BBRT—U  IBFEHTEIMEE),

B O—RNSHOY—/N T—)LEO LROIEB.

B O—RNSHDOH =N T—)l AN=H0OO—- K NZH0ERE/AIE NSX Edge D _LRDBiE,

m LoadBalancer #4 7OH —EREMNEBEOTZO—T 4 J IP 7 RURARE

CIF z#smiER— b

CIF @>TF A2 —Tx4R) [T, AA v FLOBBAR—-MIERINTWSATFORY MT—0 4125 —
TIARXTT, IN6DR— I CIF EHEHER—MEWWET,

NSX Manager 27 4 h)l A—HY— A5 —T x4 ZAM5 CIF EGmBER—MNEEETEET,

CIF ###mER— FDEE

[(Ry bT=2]-[RAvF 2 T]-[R—b] DIEICHEEL T, CIF EEHER—- FESVINTORER—- FERT
LEd. CIF #EGRER— bOERY > 0E20) v o LT, ERIFRERTLEY. HER—bDOUOEIUY Y
5L D RU RAUpREE [BE]L (BB [BE] [BE] 0 4 D05 ITNRRENET, [BE] - [HE
R—PI DBV Y 0F2ETyTIo R4y FICBET DHBR—- MPRRENET., XA vF R—bDF#
MCDNTIE. INSX-T BEAA R 2L TS,
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Xy b —OERY—IL

RDY—=)V(F, CIF #EamER—bEYR—bLET, 5DV —ILD

ZRLTSIZE N,
m ~—X7T7O-—
m R— EE

= |PFIX

L]

AVTFIERLTWDHERAS v F R— D GRE h 7 IMLEFERL T,

SHEICDWNTIE, INSX-T B AHA Rl =

VE—hFR=-b ZI5-UYI%&

RTTEES, FHHICOVTE INSX-TEBAAR] O [R—b Z5-UYI XA yFT7 7OT7 74
DWTl Z28RLTLES Y, 2L, CIFR=bD5 VIF R—bANDIZ—-U2JF 2=+ D1—H—
A2F =T 24 AEHTIEYR—FENE LA,

CLIav<w >R

CLI O~ > RERTTBICIE. NSX Container Plug-in a7 FICAZ A4 LTY—IFILERE, nsxcli O<
Y RERTLET.

J—=RTRDATRERFTLT, CLI AV T MNERRTHIEDTEET,

kubectl exec -it <pod name> nsxcli

£6-.NCPaYFFDCLlavw>k
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AT—F R

RT—=% R

ART—% R

AT—F R

RT—=% R

ART—% R

AT—F R

RT—=% R

ART—% R

AT—F R

Fryva

Frva

Frvia

Fryva

avoR

get ncp-master status

get ncp-nsx status

get ncp-watcher <watcher-name>
get ncp-watchers

get ncp-k8s-api-server status
check projects

check project <project-name>
get ncp-bbs status

get ncp-capi status

get ncp-policy-server status

get project-caches

get project-cache <project-name>
get namespace-caches

get hamespace-cache <namespace-name>

=

Kubernetes & PCF Ol 5%t 5.

Kubernetes & PCF OiliA 3% &R,

Kubernetes & PCF Ol %R,

Kubernetes & PCF Ol 5%t 5.

Kubernetes D& H3%15R.

Kubernetes D& m3%t5R.

Kubernetes D& 03315k,

PCF O #1335,

PCF D& h3%35.

PCF O&H D335,

Kubernetes D& 03315k,

Kubernetes D& m3%t5R.

Kubernetes D& H3%15k.

Kubernetes D& H3%15R.
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Frvra

Frvia

Frvra

Frvra

Frvia

Frvra

Frvra

Frvia

Frva

Frvra

Frvia

Frva

Frvia

Frvia

Frva

Frvra

Frvia

Frva

Frvra

HIR—b

HR— b

HiR—b

HIR—b

HiR— bk

HiR—b
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get pod-caches

get pod-cache <pod-name>

get ingress-caches

get ingress-cache <ingress-name>

get ingress-controllers

get ingress-controller <ingress-controller-name>

get network-policy-caches

get network-policy-cache <pod-name>

get asg-caches

get asg-cache <asg-ID>

get org-caches

get org-cache <org-ID>

get space-caches

get space-cache <space-ID>

get app-caches

get app-cache <app-ID>

get instance-caches <app-ID>

get instance-cache <app-ID> <instance-ID>

get policy-caches

get ncp-log file <filename>

get ncp-log-level

set ncp-log-level <log-level>

get support-bundle file <filename>

get node-agent-log file <filename>

get node-agent-log file <filename> <node-name>

b3

Kubernetes D& H35%15R.

Kubernetes D& 03315k,

Kubernetes M & M3t

Kubernetes D& H35%15R.

Kubernetes D& 03315k,

Kubernetes M & M4,

Kubernetes D& H35%15R.

Kubernetes D& 03315k,

PCF D& h3%35.

PCF D& 03335,

PCF O&H D335,

PCF D& h3%35.

PCF D& 03335,

PCF O&H D335,

PCF D& h3%35.

PCF D& 03335,

PCF O&H D335,

PCF D& h3%35.

PCF D& 03335,

Kubernetes & PCF OiliA 3% 5.

Kubernetes & PCF Ol %R,

Kubernetes & PCF Ol 5%t 5R.

Kubernetes D& 03315k,

Kubernetes M & M4,

Kubernetes D& H35%15R.
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% 6-2. NSX Node Agent a7 FD CLIa< > R

g47 avr R

ART—F R get node-agent-hyperbus status
Frvia get container-cache <container-name>
Frvia get container-caches

£ 6-3. NSX Kube-Proxy a5 7o CLIav > K

47 avrR

RAT—HF R get ncp-k8s-api-server status

ART—H R get kube-proxy-watcher <watcher-name>
ART—F R get kube-proxy-watchers

RAT—H R dump ovs-flows

NCP aYFFDREEa~< >k
B NCP YR —DIREERTLET,
get ncp-master status
i :
kubenode> get ncp-master status
This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

m  NCP & NSX Manager ORD#EHROREEERRLE T,
get ncp-nsx status
) :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

B Ingress. XF—ALRAR—X, Ry R, H—ERDEROKEEZRRLET.

get ncp-watchers
get ncp-watcher <watcher-name>

Bl

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
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Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1

Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

s NCP & Kubernetes APl H—/\EID#EHEOIKEEERRLE T,

get ncp-k8s-api-server status
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B

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

D ITRTOTOC I hERIBEN IOV TS FERBELET,

check projects
check project <project-name>

i :
kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing

Switch 40a06829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing
Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

m  NCP & PCF BBS BD##HDIREZ R LET.

get ncp-bbs status

B

node> get ncp-bbs status
BBS Server status: Healthy

m  NCP & PCF CAPI BlD#EHRDIREZERLE T,
get ncp-capi status
i -

node> get ncp-capi status
CAPI Server status: Healthy

m NCP & PCF DR — H—/N\EDFEHGOIREEEFER L LT,
get ncp-policy-server status
5 :

node> get ncp-bbs status
Policy Server status: Healthy
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NCP a7 7F7DF+viraavwrhk
B OO MEREFR—AARR—RONPF v v 2 EZMEBLET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

Bl -

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:
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logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

m Ry ROABFrvI21ZRMELET

get pod-cache <pod-name>
get pod-caches

Bl

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
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mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8c06b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

B IRTDINgress DF v v aFHEBEDF v aZBEBLET.

get ingress caches
get ingress—cache <ingress-name>

Bl

kubenode> get ingress-caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-5390-4934-0938-5b851b3e485b
1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
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backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclebdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b
1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclé6bdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

B TARTO Igress Controller. E£7z(34FE D Igress Controller DIFERZEZIWMEBLET, NICE BRI~
A—2b8FENFET.

get ingress controllers
get ingress—controller <ingress-controller—-name>

Bl

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-f1la0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
lb_services:
id: 659eefc6-33d1-4672-a419-344b8771528e
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name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cd6de52c3

kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

B Ry bT=O RIS = Fr v aFLEIRBEORI S — Frv v aZzBELET,

get network-policy caches
get network-policy-cache <network-policy-name>

Bl

kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
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operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:

namespaceSelector:
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matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51f1

B INTDASG Fv vl aFZFHED ASG FvvaZBELET,

get asg-caches
get asg-cache <asg-ID>

Bl

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f400-5378-46d7-a7e2-beedba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beed4ba72a4dcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:
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B INTOMEEF v v 2 T FABEOHEBFT v v 2 ZEELET,

get org-caches
get org-cache <org-ID>

Bl

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al165f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb0O8a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60fl6f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

B INTOREF vy AT CIBEDETEFr v 2 ZRBLET.

get space-caches
get space-cache <space-ID>

Bl

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b60910413c47:
name: test-spacel
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org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307
running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

B IRTCDT IV =23 DF vy aF3BEOT7 TV Tr—23 > DF vy aERELET,

get app-caches
get app-cache <app-ID>

Bl

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc—4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb0®9

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8
instances:

b72199cc-elab-49bf-506d-478d:
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
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index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

B 77T 3 DIRTDA VA VR FryaFI3BEDA VR VR Fryia&BBLET,

get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>

Bl

node> get instance-caches aff2b12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

. IARTORY > — Fr v aZRBLET,

get policy-caches
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B

node> get policy-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

f582ec4d-3a13-440a-afbd-97b7bfae21dl:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al3-440a-afbd-97b7bfae21dl

NCP aOYFF+DYR—F a7 R
B J7AI)NARTIZTNCP UYR—k N RIVERELET,

YR— b~ N2 RIVIZIL tier:nsx-networking EW\S SRIBFHFNTE Y, Ry RRODTRTODI>TFTD
O 774D EENET, NRIL 77400E 19z BERT. CLIOT 74N D77 AINANT T4 O K
1) /var/vmware/nsx/file-store [CRFESNE T, CLI D file-store A~ REFRT S E N RIL T
7ANWEVE—F YA MIOE-—TEET,

get support-bundle file <filename>
) -
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

m NCPOJZEIZZ7AINARNTIZRELET,

AT 774)0Ft9z BT, CLIOT 74 D7 7A4IVANT T4 L& U /var/vmware/nsx/file-
store ICRESINZET ., CLI D file-store ATV REFERTHE NV RIL 7742 )E—F B4 ZOE
—TZ¥7.

get ncp-log file <filename>
i :

kubenode>get ncp-log file foo
Log file foo created in tgz format

VMware, Inc. 78



NSX Container Plug-in for Kubernetes and Cloud Foundry : 4 Y X r—=)LEIVEBHA R

m Node Agent A% 77 A ILAKNTICREFELET,

180/ —REAIEZTNTHD/ —RD Node Agent AV 2RELET, OJFtgz X T, CLIOTFT 741~
DT77AIVANT T4 L& k) /var/vmware/nsx/file-store [CEFEENE T, CLI O file-store O~
Y REFEATDE NRIL 774N EYE—F A MZaBE—T&%ET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

B

kubenode>get node-agent-log file foo
Log file foo created in tgz format

m O LRNLZERBLTERELET.
{FRAATEERO 2 L AN)L(E NOTSET. DEBUG. INFO. WARNING. ERROR. &Kk CRITICAL TY,

get ncp-log-level
set ncp-log-level <log level>

Bl

kubenode>get ncp-log-level
NCP 1log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX Node Agent O FFDIKEa<T > K
B ZD/—R®D Node Agent & HyperBus BEDEHEDIREEERRLE T,
get node-agent-hyperbus status
Bl :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX Node Agent a7 DF+ vy Ak

m NSX Node Agent V7T FOAEBF+ v aZBBLET.

get container-cache <container-name>
get container-caches

B

kubenode> get container-caches
cifle4:
ip: 192.168.0.14/32
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mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy a5+ DikEEa <> K
s Kube 7OF & Kubernetes APl H— /B D#EHEDIREEEZRRLE T,

get ncp-k8s-api-server status
5

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

n  Kube 7O+ DERDKEERRLET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

Bl -

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
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Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90

Total events processed since watcher thread created: 90
Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

m /—ROOVS7O-DFYT
dump ovs-flows
) -

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

I5— J—F
ZDEI a3 Tl SFEIFEFRAVR—FRUMIE>TEREINEZ IS — O—RICDWTEHBEALET,

NCP (NSX Container Plug-in) T>— O0—R

IS5—a—k L]

NCPO00O01 BEMEHTT
NCPOOO002 MEEICRELE L
NCPOOOO03 KEDEHTY
NCP0O0004 TETEHTY
NCPOOOO5 FEAENR DMV EEA
NCPO0006 f—o BROMYEEA
NCPO0007 NSX DEENENTT
NCPOOOO0S8 NSX D% I HhiEsh T
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IS5—a—k L]

NCP00036 TrATUA—IDOEHFICEKLELK
NCPOOO037 7747 04— ILOHEIRICKELELE
NCPOOO0O38 BEO77A470+—IDBRDOMPUELE
NCP00039 NSGroup OERIZKILE L7

NCPO0O040 NSGroup DOHIBRICKELE LK

NCP0O0041 Pty hOERICEKLELE

NCP00042 Pty hOEHICKBMLELK

NCPO0043 IP v bOHIBRICKBLELE

NCP0O0044 SNAT JL—)LOYERRIZKRE L E L7z
NCP00045 SNAT JL—)LOHIFRIZKRE L E L7
NCPO0O046 TETE APl ICKBIERICKBLELE
NCPO0O047 TETY OFvFvDHIHNTT

NCP00048 O—R NS2Y $—EXDHIBRICKKLE LS
NCPO0O049 O— K NS UHREY —NOERICKBLELE
NCPOOO50 O— R NS UHREBY—/N\OEHIKBLELE
I>— 13—k L]

NCPOOO51 O— R NS UHREBEY—/N\DHIBRICKELE L
NCP0O0052 O— R NS2Y T—ILOERICKBLUELE
NCPOOO0O53 O—RNSUY T—ILOEHICKKLELE
NCPOOO54 O— K NS2Y T—I)LOHIBRICKBKLE LK
NCP0O0055 O— R NS2H L—ILDOERICKBLUE L
NCPOOO56 O— R NSUH JL—IVOEHICKBLELE
NCPOOO57 O—R NS5 JL—ILOHIBRICKELE L
NCP0O0O058 O—RNS2H 7—ID IP 7 RLUROBICKKLE L
NCPOOO0O59 O— R NS REBY —NEY—EXDOBEERFHEDNY A
NCPOO0O60 NSGroup DEHICKMLELL
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NCPO0O062 NSGroup O&EHBH Y EHA
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I>5—3-—Rk
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