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NSX Manager D> 7 4 A A=Y= A2 =Tz A ADS [4A R MU]-[RET V] DIBICBRET D&, /
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J—RBEWMBITBHICF. XD REFERALET.

kubectl get nodes

NCP m®£FHh(ICoS R/ — RZEBINT 5IZ(F. kubeadm join I¥ > RERTTBEICHEAAS vF R— K~
S UEBMT2HENHY T, JOREEITOHEVNE, LW/ —RERy M) —J([LERTEEHA, Y IDHE
BoTWSHD, RO mEEa, XOFIETHEBEEHRAL T ZI0,

B FHREXMYFR-BMIELWSIZERLET,
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n NCPZBEHLET.
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NSX /=R I—=2z2 b3 SRy RT2DO0a>7F%&RT9 % DaemonSet T3, 1 DD a>FF(F NSX /
—RI-Cx bhEEFTL. ECAVTFTORY NI AV —T A REEELET. TLT (NI TF5540
% Kubernetes APl r—/NEBEETVET, 5 1 D07 F(E. NSX kube-proxy #®R17L. 25X ®D IP
7 RULRERY RO IP 7 RURICERRT S T Kubernetes  —EXDMKRILERELET, hlL. Ty TR
U —A®D kube-proxy &R CHRETT,
FIE
1 NCPDocker4 x—2&4o>O0—-RLET,

7 7 4 IVEA(T nsx—ncp—xxxxxxx.tar TT. xooxxx(FE)L RESTT,
2 NSX/—RKRI—>z>b®DaemonSetyaml 5> 7L —h&4FD>O0—-RLET,

7 7 4 )V ncp-node-agent-ds.yml T9., CD7 7 AV &iRETH LD, MADT > TL—F 774
WOBIELTERTSZEHTEET,

3 NCPDocker4 A—2&2A4*A—2 LA MYICOA—RLET,

docker load -i <tar file>

4 ncp-node-agent-ds.yml ZiR&EL £ T,
A—RENFEAA—CDRIEZEELET,

Ubuntu @54, yaml 7 7 1 L% AppArmor MEMIC/E> TWB I E&FHRE LET . AppArmor SEZH»
ESME. /sys/module/apparmor/parameters/enabled 7 7 4 )L CHERELE T, AppArmor BT
HWMEEIZIE, ROLDICEELET,

. ROTZEHRS S0, 24X MIICLET,

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-
apparmor
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nsx-node-agent 3> 7+ & nsx-kube-proxy 377 ® securityContext M FIZFT privileged:true &
BMLET., RIEZOHTT,

securityContext:
privileged:true

F: hyperkube 4 A =2 #&ERT 50T FHRT kubelet #2479 5 &, RIFOIREEICEFR/A <. kubelet 28
AppArmor DIREEZE & [CEMNE LR— T 2BBESHRINTOET., yaml 7740 TH, AHEOZEEETTD
VEBHYET.

F: o yaml 77 AT, nep.ini &z ConfigMap Z5ABMYERRY 2 —AL LTI UV R 5K
DICEETILENHYET., FoO—RLEyaml 774 TIE. $TICINDBEESNTOET., ZDF
EFEETEEHA.

5 mxoavwryRuaEALT. NSX /—R I—2 1> o DaemonSet #Es L £ 9

kubectl apply —-f ncp-node-agent-ds.yml

nsx-node-agent-ds.yml @ ncp.ini @ ConfigMap

H 7LD YAML 7 7 4 )L nsx—node-agent—ds.yml [Z(Z. NSX Node Agent D#m~7 7 A /L ncp.ini @
ConfigMap &ENTWET, =D ConfigMap £ 3 >~(2(. Node Agent DA Y XA b—IL&EHRF XA XS
BIEODNTA—FPEENTNET,

&' rO—RU7EY > 7LD nsx—node—agent—ds.yml (Z(Z. RD ncp.ini [FEERNESENET,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
use_stderr = True

# Set to True to send logs to the syslog daemon
# use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.

# debug = True

# Log file path for NCP operations.

log_dir = /var/log/nsx-ujo/

[coe]
#
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# Common options for Container Orchestrators

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), cloud-foundry, openshift
# adaptor = kubernetes

Specify cluster for adaptor. It is a prefix of NSX resources name to
distinguish multiple clusters who are using the same NSX.

This is also used as the tag of IP blocks for cluster to allocate

IP addresses. Different clusters should have different IP blocks.
cluster = k8scluster

* O H B W

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

VMware, Inc.



NSX-T Container Plug-in for Kubernetes - > 2 b =L B L OERE FH A K

# "client_cert_file"
#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.

# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The IP address for nsx_node_agent to communicate with NSX RPC server.
# The format should be ip/mask.
#nsxrpc_cip = 169.254.1.0/31

# The port for nsx_node_agent to communicate with NSX RPC server.
#nsxrpc_port = 2345

# The vlan id for nsx_node_agent to communicate with NSX RPC server.
#nsxrpc_vlan = 4094

# The interval of NSX RPC keep alive message.
#nsxrpc_keepalive_interval = 3

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.

# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in 4 > X k=)l

NSX-T Container Plug-in (NCP) (3. Docker 4 # =& LTCEREENET, NCP IR, A X753 XS 0F v H—

EXD/ —RTERATIHLENHYET., YRY— /—RTONCP OERTIIHRE=INEHA.

FIE
1 NCPDocker4 A= &4 D >>O0—-RULET,

7 7 4 IVAIE nsx—ncp—xxxxxxx.tar TF., xooxxx(TEIL RESTT,
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2 NCP ReplicationControlleryaml > 7L —hr&4¥ D >O0—-RLET,

77 AIEAE ncp-rc.yml T, TOT7 7 IVERET S LD, MBOT VT L—h 77 4ILDHELTE
B33 LHbTEET,

3 NCPDocker4 A—& A A= LA MYICA—RLET,

docker load -i <tar file>

4 ncp-rc.yml ZiRELET,
A—REINTWBAMA—CDEFEZEELET,

nsx_api_managers XS A—F&EELET. ZDOUJ—XTIL 1 DD Kubernetes / — R 45X & 1
D® NSX Manager f Y R4 > APYR—FEINET, RIFTZDOHITT,

nsx_api_managers = 192.168.1.180

(7> 3>) [nsx_v3] o> 3> Tca_file XS A—FEEELET. &L NSX Manager 4 —/\NZIBA
EZORIECFERATDE CANVRIL 77AIIVICTEHENHYET., RELEWNE, PRTLADIL— K CADMER
INET,

NSX-T TEEE#4TD 7=, nsx_api_cert_file & nsx_api_private_key_file /XS A -4 ZEELE
ER

nsx_api_cert_file (. PEMERXD IS4 7V MEIBBE 7 7 A )LD T IV XA TE., ZDT7 7 A IVORRILR
DEOITIHYUET,

nsx_api_private_key_file (3. PEMEXD IS4 7> b TSAR—b F—= 774D TIL XA TF, ZD7
7AINDABIFTRDELD TV ET,

ANADaY bA—=5% NAT E— RTRITTELDICHERT B15EICIE. ingress_mode = nat /NTA—F %
EELET.

FI7AIETE. Ry ROBEBRAYFTIPT7RLR 709005 ULTONETRTOY TRy MY T
Iy b TUVT 4w O R2APEREINET, BIOY TRy b B4 XEFEATS(C(E. [nsx V3] o3>0
subnet_prefix 7> a3 E#FHLET,

F: oyaml 77 AT, nep.ini iZEmE i ConfigMap 25RABMYERRY 2 —AL LTI UV T 5K
DICEETIUENHVET., ForO—RLEyaml 77 AILICIE. ZORENT TITTONTOES, 2D
REFEETEEHA.
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5 NCP ReplicationController Z#Ep L £7

kubectl create -f ncp-rc.yml

ncp-rcyml @ ncp.ini @ ConfigMap

H$ > 7D YAML 7 7 1)L ncp—rc.yml (Z1E. 87 7 1)L ncp.ini @ ConfigMap M&ENTWET, 2D

ConfigMap £ 3~ (213, FiDEI > 3> THIELEZESIT NCPOA YR M—ILRTICIEE S 20BN EH 5 /X

A—IDBEENET.

FooO—RULEY Y TILD ncp-rc.yml IZ1E. RD nep.ini EBBESENE T,

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr
use_stderr = True
# Set to True to send logs to the syslog daemon

# use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.

# debug = True

# Log file path for NCP operations.
log_dir = /var/log/nsx-ujo/

[coe]

#

# Common options for Container Orchestrators
#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), cloud-foundry, openshift
# adaptor = kubernetes

Specify cluster for adaptor. It is a prefix of NSX resources name to
distinguish multiple clusters who are using the same NSX.

This is also used as the tag of IP blocks for cluster to allocate

IP addresses. Different clusters should have different IP blocks.
Each cluster in an NSX installation must have a unique name.

* O H O W W

cluster = k8scluster

VMware, Inc.
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# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.

#ingress_mode = hostnetwork

[nsx_v3]

VMware, Inc.
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H*

From nsx

H*

IP address of one or more NSX managers separated by commas. The IP address
should be of the form (list value):
<ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

HTTPS will be used for communication with NSX. If port is not provided,
port 443 will be used.

#nsx_api_managers = <ip_address>

* O H H W

# Specify a CA bundle file to use in verifying the NSX Manager server

# certificate. This option is ignored if "insecure" is set to True. If

# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (string value)

#ca_file = <None>

Path to NSX client certificate file. If specified, the nsx_api_user and
nsx_api_passsword options will be ignored. This option must be specified
along with "nsx_api_private_key_file" option.

* H B R

nsx_api_cert_file = <None>

Path to NSX client private key file. If specified, the nsx_api_user and
nsx_api_passsword options will be ignored. This option must be specified
along with "nsx_api_cert_file" option.

* H B R

nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)
#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

# Subnet prefix of IP block. IP block will be retrieved from NSX API and

# recognised by tag 'cluster'.
# Prefix should be less than 31, as two addresses(the first and last addresses)
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# need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Subnet prefix of external IP block. Use subnet_prefix if not specified.
#external_subnet_prefix = <None>

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

NCPRy RCOPEM I aO—RDARAELTSAXR—K F—DTD
>k

PEM TI>a— REINEFAAZEL TSA R~ F—DHBBECIE. yaml 77 AL TNCP Ry REEZFFHL T,
NCP Ry RIZCTLS Secret #~ o > hTE£ET,

1 EFBAEELTSAR— b +—(CTLS Secret 24 L £,

kubectl create secret tls SECRET_NAME —-cert=/path/to/tls.crt ——key=/path/to/tls.key

2 NCP Ry Rttt yaml 2E#H L T, NCP Ry REKRICT 74L& LT Secret 27> FLET,
spec:

containers:
— name: nsx-ncp

volumeMounts:
- name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:
- name: nsx-cert

secret:
secretName: SECRET_NAME

3 yaml 77 AT nsx_v3F 7 3>?D nsx_api_cert_file & nsx_api_private_key_file ZE#H L &
ER

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

NCP Ry RTORIRAEZ 71D D > b

J/—=RDT7 A P RTAICGRET 7 136 556 NCP Ry REKREEHLTNCP Ry RICT774ILETD
YHhTEETS,
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RIFZDHITY,
spec:

containers:
— name: nsx-ncp

volumeMounts:

- hame: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
- name: nsx-priv-key

# Mount path must match nsx_v3 option "nsx_api_private_key_file
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

- hame: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
- name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>

Syslog DE&E
a>7FTrsyslog ® syslog-ng 72 E? Syslog T—2 1> haR7TF5HE. NCPREEIVR—FR > bOOJ &
Syslog #r—NICEETEET,

ROFTEEWRELET, Kubernetes ToOZDEMICDINTIE, https://kubernetes.io/docs/concepts/cluster-
administration/logging #&B L T 2& 1),

m  NCP %7z nsx-node-agent Ry R TR79 % Sidecar a> 7 H &KL £
B IRTD/—RTDaemonSet L7 h&ERTLET.

E: IS4 Ry RTRITESNIEW s, Sidecar 3T FTIRINSXCNI 75 51 > 04 % Syslog H—/NIC
EETEE A,

Syslog @ Sidecar 3 > 7+ DERK

NCP £EUARy RT Syslog RTINS LD, Sidecar A>T HERETEET., ROFIETIL. Syslog T—2
Tk A A= example/rsyslog THhaZ E&FIHREELTWET,
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FlE
1 OJE77A4IEBEALELSIC NCPENSXD/ —R Iz hERELET.

NCPENSX /=R I—=2z>bDyaml 77 4T, log_dir XS A—#%#FEL., XU T BRY1—A
EZIRELET., RICHERLET,

[default]
log_dir = /var/log/nsx-ujo/

spec:

containers:
— name: nsx-ncp

volumeMounts:

— name: nsx-ujo-log-dir
# Mount path must match [default] option "log_dir"
mountPath: /var/log/nsx-ujo

volumes:

- name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

07 774\ DORMEZET 5(C(F. log_file XSA—9E#BELET., T 74/ rDEHIFE. ncp.log.
nsx_node_agent.log. nsx_kube_proxy.log T9. log_dir # 7 3>IC /var/log/nsx-ujo LIS®
INADHRESNTNSHE, hostPath RY 2 —AFE(F emptyDir RU 2 —AZERL T, Wid 2Ry Rt
BRICRD VT HBHEDHYET,

2 NCP ARy Rttt yaml 7 7 4 JLIZ. Syslog @ ConfigMap ZE&mML Ed . RICEAERLET,

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com
Port="514")

stop
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input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"

Ruleset="remote"

3 NCPARy Rdyaml 77 A J)LITrsyslog A2 FFITEMLE T, rsyslog BERT —4 £RERL. thoa>TF

HoAJEZRFINDRY 2 —AEITTMLUET, RICHAZRLET,

spec:
containers:
— name: nsx-ncp

— name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

— name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo

volumes:

— name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:

path: <host-filesystem-log-dir-path>

Syslog @ DaemonSet L 7V h DOYERX

ZOHAETIE NP DIRTOAYR—F > hDARTEVSA LI TEES, 7TV —2avF TI74IET
BHCmoTWS stderr ICAV£RFRT DL CRET 2LENHYET, ROFIETIL SyslogT—rz b 41

A= example/rsyslog TH2Z L ERIHRE L TWET,

FIE

1 DaemonSetyam! 7 7 1 JLEER L £ 9, RICHIZRLET,

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx—ncp.conf:
module(load="imfile")

ruleset(name="remote") {

if $msg contains 'nsx-container' then
action(type="omfwd"
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Protocol="tcp"

Target="nsx.example.com
Port="514")

stop

input(type="imfile"
File="/var/log/containers/nsx-node-agent-*.1log"
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"

Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:

VMware, Inc.
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path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers

2 DaemonSet ZEfL £ 7.

kubectl apply —-f <daemonset yaml file>

K

RORT YT

t¥FalUrF1DEEEIE

NCP ZREH T 5 =12, Kubernetes & NSX-T OlADIBIEZREST HIHVELHYET,

HELL/ —FTOHRITIBEIICNCP 2HRT S

NCP &, NSX-TEBTL -7 CRATESRD. BESNIEAVTIANSIF v /—RTOHRITTHED
[CHIRTDHENHYET., NS0/ —RIE, BUESINIVEMFTTRRATEIENTEXET.,. ZOITNILD
nodeSelector # NCP ReplicationController t#CER T 2 HEMH Y £,

nodeSelector:
nsx-infra: True

TIAZTAIREDHDAET/ —RICKRY REEYHBTEHZEHTEES, FHMICDONTIE https//
kubernetes.io/docs/concepts/configuration/assign-pod-node 88 L T 72X 1),

Docker Engine Z&# DIKREICT B
Docker &, %1 U7« EFEEMIICY U—RLTVNET, CNOSOEHEEHNICERT HLENHYET,

EETE a7+ 0 NET_ADMIN & NET_RAW #8E% 2FAT L 751\

NET_ADMIN & NET_RAW @ Linux #8E(Z, Ry B Ry b7 —JICRALCKREZRICL > TERENDAREELDH
VET, EEEINTNVRNITSI TR NS0 2 DDBEEZENCTIVENHYET, TT74/L LTI, #ER
DIEWa>TFITNET_ADMIN #gelI 5 S nNE A, Ry ROMRTI OBENSBERMICEMIC/A>/2Y, ar
TTIHEE— PDPRESNLBOLSICERELTKLEE D, FESNTHVEVWI YT FDIHE. AT FDOMLERT
SecurityContext % E DHIkRIEEE U X~ NET_RAW #8FE L. NET_RAW #&#H(CLET., RICHAZERLET,

securityContext:
capabilities:
drop:
- NET_RAW
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A—IR—=RD7 U & Rl

Kubernetes &, O—IRX=ZD7 7 AHi (RBAC) APl 2R L CRIAMNEBLET., BEEEIRY > —28HH
[CERETHEMTEET, FHMICDONTIL https//kubernetes.io/docs/admin/authorization/rbac &8 L
TLEEWN,

BE, HETIEREO-UIPMFTEENTVNSDEFISRASERELITTT, - —TAD Y EY—EXRTH
V2 hDBEICE. TORREEMNETDHEEC. RNRDERENESHILENHY ET,

WEOHA RSA VIIRODESYTT,
m  Kubernetes APl k—o >V EHELTZRY RICDIH—O DT OV EREHFALET.

m  NCP ConfigMap & NSXAPI 2547 > FEEBAED TLS > — &Ly hADT 72 R% NCP Ry RICBREL
ER

B COEODETIRREVLELLLEZVRY RS Kubernetes 2w kD — 2 APIADT7 o4& R%E70v o LET,
m  Kubernetes RBBAC RU > —#&EHL. Kubernetes APl IC7 2R T&dRy REIEELET.

NCP Ry FD#% RBAC KR > —

ServiceAccount TNCP Ry RZE#ERKR L. COTHT Y MIR/NDEREY bEMFSLET, oo Ry RE
7=1% ReplicationControllers (Z1%. NCP ReplicationController 8& U NSX / — R T—= x> hDARU 2 —L &L
TwwrhEns ConfigMap £ TLS =& Ly hADT 2 £ REZHFATLE A,

ZOEIE. NCPIZO—)LEO—ILDNA > REIEET A EERLUTWVET,

Cluster wide role to read, watch and get resources
kind: ClusterRole
# Set the apiVersion to vl if running with OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
resources:
— deployments
- endpoints
- pods
- namespaces
- networkpolicies
- nodes
- replicationcontrollers
- services
verbs:
- get
- watch
- list

Cluster wide role to read, watch, get and modify ingresses
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kind: ClusterRole
# Set the apiVersion to vl if running with OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-ingress-role
rules:
— apiGroups:
- extensions
resources:
- 1ingresses
verbs:
- get
- watch
- list
— update
- patch
— apiGroups:
- extensions
resources:
- ingresses/status
verbs:
- replace
— update
- patch

Bind roles to ServiceAccount belonging to NCP
# Set the apiVersion to vl if running with OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup if running with OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
- kind: ServiceAccount
name: ncp-svc-account
namespace: ncp-deployed-ns—-name
# Set the apiVersion to vl if running with OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding
metadata:
name: ncp-ingress-role-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-ingress-role
subjects:
- kind: ServiceAccount
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name: ncp-svc-account
namespace: ncp-deployed-ns—-name

F: NSX-T 547> MiEBAZIC Kubernetes APl # R L7=ElE N TLS > —o Ly hETSAR— K F—
DR7(Z1E. Kubernetes APl H—NIZT7 2 A TEBZEEDRY RDOST I ®ATEELT., Ry RBY—ER 75
U R UTHERESNEEE BLERZEBOT 74 EOY—EX 7hHU Y EBBFMICEIVETOENET., N
2k U, Kubernetes APl (CT7 2 RT D h—o U BEFMICID Y hENET., TNE5D M= ADT7 IR
N—o ELEETEZRY RICOBHFATEILENHYET.
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NSX-T Container Plug-in (3. NSXManager 274 W)l A—H— A 25 -T2 A RE(FATXV R4 A4~
=714 R CL) hoEBRTEET,

ZDEICE. RDEYINEENTNET,

s NSXManager 4574 h)l A—Y— A5 —T A XTOIP 7Oy I DER

s NSXManager 274 A) A—H— A5 =T 2ARATOIP 7Oy DY TRy FOER
s CIF #iamER— b

m CllawrR

NSXManager 574 W)l A—HF— A2 —T A RATH P 70O
v I DER

NSXManager 27 4 W)l A—H— A5 —T7 14 RT. IP7OvoDs J%EEM. Bk wE FTr BET
EFET, HlEHERTHLEHTEET,

Fl&

1 7598 m5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) (COZ A > L
E3

2 [DDl] ##RL %7,
BEOIPT RLRADTA Y I D—BEBRRENET,
3 ROWTNDIDT I3V ERTLET,

FFTar Foar

P70y s#BMT S Geml #oUv o LET,

12UED IP 70y S 2HIBRT 2 1DLUEDIP 7Ry oEBRL,. [HR] 220y LET,

IP 7Oy s &iREs 5 P7Rayo&#RLT [REl 20 v I LET,

P70y s DeMeERTT S P7Rvores Uy s LET, £ROMERERRTDCE. ME] 4 T2V v ILE

7. ZOIP 7Oy ons TRy bERRTHICIE. (W 7Ry N s 720D o LET,

IP7Ovons /EEBLET. P7avozEERL, [T702ar]-[470EB]DIECS ) v I LET,
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H7xy bPEVETONAEIP 7Ry Z3HIBRTEEHA,

NSXManager 274 AV A—YF—A 25 —T A ATHIP 70
vOIDY TRy FOER

NSXManager 27 4 A A—HY— A5 —T A ApS P 7Oy (Y TRy FEEBILZY, BIRTEHZE
BTEET,

FlE

1 7Z9%H»5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) (CO 41 > L
7,

2 [DDl] ##RL %,
BHEOIP7RLAOT7OY I D—ENRREINET,
3 IP7O0vongmEs Yy o LET,
4 [HIxv KN vTEIVYILET,
5 ROWTNHOT o3 ERITLET,

*Tarv Toary
P70y s ¥ 7%y hEEBMT S CemlzsUvoLET,

12t IP7Oy s 7%y REHIBRLE 1 DUEOY TRy bEZRLT, MRl 20U v o LETS,
¥

CIF izfeamiBE R — b

CF @>TF 49— 4R) 3. RAvFLOBEBR-MIEHRENTVWDAYTFORY NTI—U 45—
TJIAARTY, InoDR— bECAFERRER—-FEONET,

NSXManager 27 4 Al A—H— A2 —T 14 A6 CIF ERH#ER-NEEETEET,

CIF #hisnE R — FDOEHE

[RA v F>T]-[R—-b] DIECHEEL T, CF #EEHER—- FEEOIRTOREBR- FERRTLUET. CIF #6H
BR-bOERY 00 ) v LT, ERERERTLET. REBER-—bDOUIEIVVITEHE DaVRD
A UpRE. BE]L [BR] [ER] BE] 04D09T7pnRRENET, [BE] - [HER—M OIEICZY Yo
T5E Ty 20 R v FICEET DHBER— PRRENES. R v F R—bOFMAICDNTE, INSX-T
EEAAR] 2ZRLTEE,

Xy D —OEBERY—IL

ROV =)V, CIF#EEHRER—FEYR-—bLET, NSOV —ILOFEBICDNTIE. INSX-TEEAA K] %
ZRLTILEES,

s ~L—XT7O-—
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m R— MEE
s [PFIX

n OVTHICERLTOWSHERS vF R—bD GREATRIMEEZERALT VE—FR-—FIS5-UVIER
ATEET., FHRCOVWTIE, INSX-TEBAAR] O [R—bI5-UVIRAvF>F 7OT7 74D
WTl ZzRLT<EEN, ZEL, AF DS VIFR=—MADR—F 25U J3YR-—bEhEtA,

SEDYU—XTIE, Ry bV —OBSEEIYR-—bShTOEREA,

Clla<w>r K

Clla< > k&ERFTTSI12(F. NSX-T Container Plug-in a>7+ICAJ 4> LTCH —ZFI/ILERE, nsxcli Ov%
YREEFTLET.

/—RTrODaTYRERFTLTH, (LI 7O T hERRTEET,

kubectl exec -it <pod name> nsxcli

K41TNCParyFroCllaxr R

g147 avwrk

RAF—F R get ncp-nsx status

RF—H R get ncp-k8s-api-server status

RF—F R get ncp-watcher <watcher-name>

ATF—F R get ncp-watchers

Frva get project-cache <project-name>
Frvia get project-caches

Frvia get namespace-cache <namespace-name>
Frvia get namespace-caches

Frvia get pod-cache <pod-name>

Frvia get pod-caches

Frvia get ingress-caches

HR—b get support-bundle file <filename>
HAR—bH get ncp-log file <filename>

HAR— b get node-agent-log file <filename>

HiR— bk get node-agent-log file <filename> <node-name>

KRA42NX /=R =2z baryFFolCllawrbk

147 avwrkr

RF—F R get node-agent-hyperbus status
Frvia get app-cache <app-name>
Frvia get app-caches
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£ 4-3.NSXKube 7oy arvs+o Clla<er R

47 avrRk

AT—F R get ncp-k8s-api-server status

RAT—8 A get kube-proxy-watcher <watcher-name>
AT—F R get kube-proxy-watchers

RAF—H R dump ovs-flows

NCPaYF+DRF—%# X av R
m  NCP & NSX Manager O D##HRT—4 A& RRLET.

get ncp-nsx status

Bl

kubenode> get ncp-nsx status
NSX Manager status: Healthy

m  NCP & Kubernetes APl 4 —/N\BD#EER T — 4 REKRRLET,

get ncp-k8s-api-server status

Bl

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

s AN BRIZERE. Ry B, ¥—EXRDERAT—YRERRTLET,

get ncp-watcher <watcher-name>
get ncp-watchers

BT

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

Bl 2 :

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
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Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1

Total events processed since watcher thread created: 1
Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

NCPaYvF+DF+F+viraavwr R
R OO bEAEERERORNS Ty vy aFRELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace—name>
get namespace-caches

BT

kubenode> get project-cache default
isolation:
is_isolated: False
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
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id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

Bl 2 :

kubenode> get project-caches
default:

isolation:
is_isolated: False

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:

Isolation:
is_isolated: False

logical-router: 5032b299-acad-448e-a521-19d272a08c46

logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-abe3-c7ddd15ce751

m Ry ROAEFrvIa2ZRMELET

get pod-cache <pod-name>
get pod-caches

Bl

kubenode> get pod-cache nsx.default.nginx-rc-uq2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

B2 :

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
ingress_controller: False
ip: 10.0.0.2/24
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labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

ANBOREBF v v 2 ZBBLET.

get ingress caches

B

kubenode> get ingress-caches
nsx.default.nginx-ingress-rc-host-ed3og: 10.192.162.201

NCPa>FFoyR—bavrk

TZ7ANWAETIZNCP HR—b N RVERTFLET,

YR—b NV RILE Ry FROITRTOAYTFOOY 774 S#ERESI N, tier:nsx—networking &
WD SN NTWNET, N BRIV 7700EtqzERXT. CLUDT 74V D7 7AIVARNT T4 LI~
1) /var/vmware/nsx/file-store [CEEENE T, Clifile-store a~ > REFERTZE N RILT74
WEJE—bF YA MIOE-—TEET,

get support-bundle file <filename>

i :
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

NCPOs# 774 R NTICIRELET,

Og 7743 tgzERXT. CLUDF 7+ DT 7AIVANT T4 L& N /var/vmware/nsx/file-
store [CEFaNE T, Clifile-store av > REFERT D E NV RIL T7AINEUVE— YA MZOE-T
%7,

get ncp-log file <filename>
i :

kubenode>get ncp-log file foo
Log file foo created in tgz format

J—=RI-=zob0O0ET77AINARNTITRIFELET,
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BO/—REEEFITRTO/—RO/—RI-zobOJ%&REELET, OJ13tgzEL T CLDOF7+
IWhDT77A4INARNT T4 L& Y /var/vmware/nsx/file-store IZRBEENET, ClLlfile-store o~
v REERTDHE NRIL 774 E)E—K YA MIOE—TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

B

kubenode>get node-agent-log file foo
Log file foo created in tgz format

NSX /—RI—2xzrbaAVTFFORT—HR AT UR
B ZOD/—RO/—RKRI—-1rb& HyperBus MDEHRRAT - RERRLET,

get node-agent-hyperbus status

Bl

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX /=R I—=2z2balTFFDFvyviraavwrk

B 77T 3 ORAFF A ERELEYT. BEDOT VT3 EEEFTRTOT IS -2 30D
Frv a1 ERMBTEET,

get app-cache <app-name>
get app-caches

BT

kubenode> get app-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

Bl 2 :

kubenode> get app-caches
cifl0e4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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NSX Kube-Proxy a>F+FDRF7F—4 X a< > R
n  Kube 7O#: & Kubernetes APl  —/\BD#EHERT—5 RERRLET,

get ncp-k8s-api-server status

Bl

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

m Kube 7OF L DEEHERT—F RAERRLET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

BT

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

2 :

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up
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m /—ROOVST7O—0DFT

dump ovs-flows

Bl

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

VMware, Inc.

40



	NSX-T Container Plug-in for Kubernetes - インストールおよび管理者ガイド
	目次
	NSX-T Container Plug-in for Kubernetes - インストールおよび管理ガイド
	NSX-T Container Plug-in の概要
	互換性要件
	インストールの概要

	NSX-T リソースのセットアップ
	NSX-T リソースの設定
	Tier-0 論理ルーターの作成と設定

	NCP と関連コンポーネントのインストール
	NSX-T CNI プラグインのインストール
	OVS のインストールと構成
	Kubernetes ノードの NSX-T ネットワークの設定
	NSX ノード エージェントのインストール
	nsx-node-agent-ds.yml の ncp.ini の ConfigMap
	NSX-T Container Plug-in のインストール
	ncp-rc.yml の ncp.ini の ConfigMap
	NCP ポッドでの PEM エンコードの証明書とプライベート キーのマウント
	NCP ポッドでの証明書ファイルのマウント
	Syslogの設定
	Syslog の Sidecar コンテナの作成
	Syslog の DaemonSet レプリカの作成

	セキュリティの考慮事項

	NSX-T Container Plug-in の管理
	NSX Managerグラフィカル ユーザー インターフェイスでの IP ブロックの管理
	NSX Manager グラフィカル ユーザー インターフェイスでの IP ブロックのサブネットの管理
	CIF 接続論理ポート
	CLI コマンド



