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OpenShift / — FIZ&ky D — U #EEERET 2 (12IE NSX-T UY —2&ERT 2MEAHIET, NE5DU Y —
Z1d. NSXManager D727« AL A—HF— 4 57 —T 14 2A&FERBLUTFH THRET 7. Ansible Playbook
EFEALCHRETOZAEEEETEET,

ZDETIE. NSX-T UV —2EFEHTERT 2 HEICOVWTHBLEY, JOxEEsET3ICIE. [CNI 7574
A EOVS DA VA =)L) &#BRBLTLEE, Playbook TUY -2 &ERT 2B AICIE. SNAT [CIZIP 7 R
L2 OV OHREERTEET, UV —AEFETERT 2HBEICIE SNATICIPZRLR OV RIZIP T
FLA T=ILOWITNAEERTEET,

ZDEICIT. RO FEYIANEENTWET,
B NSX-TUY—ZXDHEE

B Tier-0#®BIL—7 —DIEREHRT

NSX-T UV —RDERE

HEMUELRNSX-TUY —=ICIE A== A SV AR=—F =2 Ter-0#®EBIL—5—. /— RREY>
[Tt 2B A1 v T, Kubernetes /—RDIP7RLZ JOvs, SNATOIP 7 RLZ JOv o &EkEIZT—)L
ENHIET,

F—N—bA bSURAR=F V=2

DS2A9DA—=I\—L41 FSURAR—F J—=2l3. {"'ncp/cluster': '<cluster_name>'}% 7 THABl=
nxEg, NSXManager lcO7 1> L, [Z7TUwo (Fabrid] - [+Z > 2R—+ Y= (Transport Zones)] MIE
CBELET, Ry D=0 AVFTFTIFERINTNEZ T —N\—LA FTVAR—-F Y- VERRT DN, FHRIC
ERRLET, RELTCWB U IAYDER T IV AR— b J—=VITY TE[ITET, <cluster_name>|d,
ncp.ini @ [coe] &7/ a3 vItdhd cluster 7 7 3V DEE—HNSHIMNEAHDET, ABEITDZ TR
R— bk V=VICIIEHOY TEEBMTEET,

Tier-O BV —FT 4 U
75250 Tier-0 #®iE)L—~ —13{ 'ncp/cluster': '<cluster_name>'}%> 7 TCTHBI=NFET, NSX
Manager IcO0%7 1 > L. JL—7« % (Routing)] - UL —% — (ROUTERS)] mIEICFE L %3, Kubernetes 7 52

FITHFH LW Tier-0 )L — 5 —&(ERT 2 h. BEEDIL—Y —&FRLET, IL—5Y—EFELES. ZD)L—5 —
IZ {"'ncp/cluster': '<cluster_name>'}% 7 &HNITET,
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<cluster_name>f&(d. ncp.ini ®[coe] LV 3 VICHB UV IAY T3V OEE—HIELINELH D
F9, HETII -5 —ICITERDY TEBINTEET,

=Y T T T/ AT VI E- R TERT Z2HENBHDET,

MIEAA VT

J=BFTT—=% 27149 UIfERTBVNICIE, F—/—-LAREAA Y FICESTI2HEAHVET, /—FOD
BIA Y =T 14 AINSX-TICEFTIT 2MEITH D E AN EFIT D ERENMEEICA ) FT, NSX Manager
CO74 > U, [21vF 7 (Switching)] - [Z 1 v F (Switches)] DIEICEE LT, #®EA 1 v FEERTEET,
A4V F ETCHREBR—FEERL. TNEIC/ —RWNICEERLET, ®ER—HICE. {"'ncp/cluster':
'<cluster_name>'}H £ U{ " 'ncp/node_name': '<node_name>'} OF VEMITEZHBEANH D FET,
<cluster_name>f&ld, ncp.ini @ [coe] ZU > aI[CH 3 cluster 7 7Y 3 VDEE—HIE I HEN
HOET,

Kubernetes Rw RO IP 7 RL R 7Ov &

Kubernetes ;R FICT DREDIP 7 RLZ TOv U &EMRLET, NSXManager [cO% >~ LT, [DDI]-[IP
7 EL28E (IPAM)] QIBIC#EE L. IP7FLR JOv I &fERLET, IP7ELR TOv 7% CIDRERTIEE
LEYJ, JOv7ICncp/cluster ¥ J&EHEELET,

SNAT DINDERIZEICIP 7 F LA JOVIEERTZZEETEEXT, CNHQIPT7RELR JOv7ICIE
ncp/cluster # 77213 ci<. {"ncp/no_snat': '<cluster_name>'} ¥ 7 EHETY, NCP O=ET
RIZSNAT DIAD IP 7 RL R OV U EERT 25BA1CIE. NCP =BT 2MENGDET, BEFLAIE,
P7rRLZA JOVvINTRRTZET, NCPIZHBDOIP 7 RLZ JOv o &aERLET,

SNATDIP7 RLR TRy VELIFIPY LR T—=)b

nesnUY =214 SNAT JL—JLICEZRY ROIP 7 RLAZHWBOIP 7 RLADE DS TICTERINET, <
D IP7ELAIE OpenStack 7O—7« 7 IP 7 R L 27 E, SNAT/DNAT JL—=)LCADBIODY FO-Z &R
T 3BAICHBERINET, COHNTRTIE CTNEDIP7RLAENEIP 7RLAEEVWVNET, I—F -3
JO=)ULNESIP 7 ELZA TJOV I RIZIZVZATEBEONEBIP 7 ELA TV ERETETET,
NEDIP 7 RLZ JOv o EZRET 2I21E. NSX Manager 2071 > L. [DDN-[IP 7 kL 2 &2 (IPAM)] ®
IBICREBUET, RALDT7 RLATIEALS Ry D=2 7RL2ZEBLTCCDREEEELET, &AL

4321/16 TId72< 43.00/16 ZHELEXT, ROF—LEEFALT AMIP 7 FLABICIPYELRA OV Y
C5 TEMNITET,

{'ncp/external': 'true'}

B D Kubernetes 7 5 25 ARIUAERIP 7 RL A T—IL&EFERBLEYT, ENCP 1257 U RIF, BET S
Kubernetes 7 2245 (ICCOT—ILOT Ty bEFEBLET, TIFIILETIE Ry ROY TRy FICEUY Tx Y
FOT) Ty 2ANMERSNET, BLDZUAXAOY Txy FEFERT 2T ncp.ini ® [nsx_v3] /> 3
VIC#h % external_subnet_prefix # 7> 3 vEEHLET,
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AEIP 7 RFLAQBEDSTICVZRYBEBEDIP 7R LA =)L &EAT 21214, NSX Manager IcO7 1 > LT,
[1 >~ kU (Inventory)] - [7)L— 7 (Groups)] - [IP 7 RL 2 Z—JL (IPPOOL)] IEICHELET, T—ILERE
M2 BEOT—ILEFERLET, ROYTET—ILISERLUET,

{'ncp/cluster': '<cluster_name>'}
{'ncp/external': 'true'}

(F7>3ar) 72747 9+—IlDIX—h— o3>

BEEN NCPAER LIc D747 04—l ©0a vy EFBLEVWIT 747 05— )L IL—ILEERT BICI3,
NSX Manager [C07 1 > LT, [T 7472 #—)L (Firewall)] - [£#% (General)] ®IBICBEIL. ZOT 74707+ —
Ity avaEERLT{ " ncp/fw_sect_marker': 'true'} ¥V ERITET, COX—N— T7A T I4—
Wy avaEfEmdds, NCP ARy D=2 RUS —RICERT 2BED T 71704 —)L 02 30 &5
ZEOREEIL. COTFATOA—IL BV 3V EICRESNET, BEEMER LTI 71704 —)LIL—)L
I, SDON—ND—=T7A47 05—l 803 D FICREREINET,

COX—=N—ErraVMMERESNTVRVSE, BBEL—ILIZINT—BTFITERSNET, 7IRAY CEICTEHR
DX=D=T7AT704=)L BI2aVEFERTSEIITER B, FTDE IZ-HHEELET,

Tier-0 BV — & —DIERK L% E
Tier-0 &#22)L —% — 13, Kubernetes / — F&ENLTHEER Y FD =V [CEFELET,
Flia
1 TZ95h5. NSX Manager (https://<nsx-manager-ip-address>) ICO 71 >~ LET,
2 Ub=7a27]-Ub—9 -] DIRICEZ LT, (&) -[Tier-0)L—5 -] DIEICY Uv 7 LET,
3 ZRIEANULET, BEICGUTHBAEANDLET,
4 ZoTer-0@mBIL -7 —&/\v o7y T8 EFEOEdge VS A EROY FF DY AZ1—HDE@RULET,
5 BUAME-FEBRLETY.,
TOT 4T/ AT IN\AEBRUET,
6 REIEVU VI LET,
HUWREBIL—Y =AU VI EVUTRREINET,
7 WEIL-Y-DOUVIEIIYILET,
8 U=F«271-Ub—FBEADIEICY Uy LET,
9 #HLLBREIOEEZEMIZICIE. EBMEIUY I ULET,

EETOBAICIE =T 127 (NATTIEZL) FROVTINSX XY T v v 7] &#RUEI, NAT FRO
T DiBEICIE, [Tier-ONAT] #2BIRUET,

10 IRl ZVUYDILEY,
11 #FULERESNIIIL—Y—&EI UV I UETY,
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12 BEE]-UL—%—R—=FDIBICT VYT ULET,
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NSX-T Container Plug-in & OpenShift
DY T vT

ZMETIL, NSX-T Container Plug-in (NCP) & OpenShift 4 > 2 =)L EREAEICDOVWTEHRBLET,
COELCIE ROFEYIMEENTNET,

" OpenShift g8~ > DOER

®  Ansible hosts 7 7 )L (D%

B NI TS0 &0VS D1 VA =)L

= OpenShift Container Platform @ > 2 F—JL

B NCPENSX /—F I—-YxY DET

By 7Y TICET 2 FREE

OpenShift (RI8~ > > D ER

NSX-T Container Plug-in &1 2 +—)L ¢ %g0lC. OpenShift &4 V2 F—)LT2HBENHVET, 1 DULEDT
AY —ERATDILENHDET,

SEHHIC DUV TIEL https://docs.openshift.com #&28B LT fEE L),
RDAT Y T

Ansible hosts 7 7 1 JL &% LET., [TAnsible hosts 7 71 )L D#(E || #8B LTS,

Ansible hosts 7 7 A JL D %4
Ansible hosts 7 7 1 JLICI3. OpenShift 7S 25 M/ — RAEESINET,

FIE

1 https://github.com/vmware/nsx-integration-for-openshift © NCP GitHub URY FU M- O— 2V &ER L
F9, hosts 77 1JLIL. openshift-ansible-nsx T« L7 FUICHDET,

2 [masters] & [nodes] 77> 312, OpenShift REB<> >V ORAFZEIP 7 RLAERELET, XRICHZE
~UFT,

[masters]
admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[single_master]
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admin.rhel.osmaster ansible_ssh_host=101.101.101.4

[nodes]

admin.rhel.osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.101.101.4
openshift_schedulable=true openshift_hostname=admin.rhel.osmaster

admin.rhel.osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel.osnode

[etcd]

[0OSEv3:children]
masters

nodes

etcd

openshift_ip 3. VXY ORIMIP 7 ELAZHBRILET, AT VYT 1A AT IT#)LFTI
BVBEICITRRENMBICHDET, single_master ZHII. Y25 — /— RO ncp BEDOO—JL T,
NSX-TEBEBTL—>DUY —AZEREDRHEDY AV & 1 BEITRITI 2 HITEREINET,

3 Ansible O—J/LARITENTWNE /—F BEIIXZAY— /—F) ) AD0—-RFaERETICINTO ./ —F
7O ATERLSIC. SSHT7 V ZAEEHRELET,

ssh-keygen
ssh—copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 [OSEv3warsl o> avEEHLET, /(A=Y DFMICDTIE, OpenShift Container Platform ¢ £
FAAYFTHERA VA F=ILOFHREA (https://docs.openshift.com/container-
platform/3.6/install_config/install/advanced_installLhtml) 2B L T< 2, RICHERLET,

# Set the default route fqdn
openshift_master_default_subdomain=apps.corp.local

os_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshift_node_sdn_mtu=1500

# If ansible_ssh_user is not root, ansible_become must be set to true
ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

os_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted_manage_router
Set to false to disable creation of router during installation. The router has to

be manually started after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry

VMware, Inc. 12
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Set to false to disable creation of registry during installation. The registry has
to be manually started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

5 FATORRICEFETESCEERRBLET,

ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping

BERITRODESICADET, FEHECERVIFEICIE, EROMEZAERLET,

openshift-nodel | SUCCESS => {
"changed": false,
"ping": "pong"

}

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

RODRT YT

CNI 757420 E0OVS &4 VA R—)LLEYS, [N TS0 14 0 0VS D1 VA =)L) Z#8RBULTIEE,

CNI 72542 &E0OVS DA VR =)

AT ®ybD=0 14259 =J1x4 2 (CNl) 75771 > & Open vSwitch (OVS) 12 OpenShift / — RIC1 >R
F=ILTBZMENHDET, D1 VA F—)LIE Ansible Playbook [C& > TRITENET,

Playbook [CIE. /= RIZNSX-TUY -2 &@BRT 2FIEBNEENTNET, Z2 [NSX-TUY—-2DTY 7 v
7] OFBICHES T NSX-TUY - 2AEFHTHEMT 2B TEET, perform_nsx_config /{o A—% [,
Playbook MZEITEEICU Y — A &M T 2N EINERELET,

Fg

1 roles/ncp_prep/default/main.yaml & roles/nsx_config/default/main.yaml ®/(=
A—SEEEHLET, CNI FZ 71> RPM, OVS, Wid 20— EVa—-ILORPM &S D O— R
% URL £F#H LE T, uplink_port I3, /—RREX>>OT7 v TU20 K- VNICDEBITY, ZFDDE
I NSXEETL — 2 DOERICEET 228 T,

= perform_nsx_config: UV —AEWMERITTIAESINERLET, BREFETITOHEEIL false
[CRRELET, TOFAE. nsx_config 27 U 7 HIERITESNET A,

" nsx_config_script_path : nsx_configpy 22 U 7 FD#Exd) (A,

VMware, Inc. 13
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COEBINE FERUIENSX-TUY - E—HESBIMEADDEIT, —HLTLRNIBE,

nsx_cert_file_path : NSX 7 5+ 7> FEEEBE D 7 1 )L D) (2,
nsx_manager_ip : NSX Manager @ IP 7 L X,
nsx_edge_cluster_name : Tier-0 )L —% —TCfEBE N2 Edge 7 5 2% D&H]
nsx_transport_zone_name : 7 —/){— L+ FSUAR—F J—2DOEHE]
nsx_tO_router_name : 75X %5 @ Tier-0 &)L —% —DER]
pod_ipblock_name : ;Rv FDIP 7 FL X TOv 7 D&AH]
pod_ipblock_cidr: CoIP7rLZ2 JOv O CDR 7 FL X
snat_ipblock_name : SNAT®IP 7 RL 2 JOw 7 D&AH
snat_ipblock_cidr: CoOIP7rLZ 7JOvo O CDR 7 FL X
os_cluster_name : OpenShift 7 = 2% D&H]

os_node_name_list: /—FEOHVNRXEID U F,
nsx_node_ls_name : / — FICEHESN T\ 25HE 1 v FDERE]
subnet_cidr : BEBEN ./ — FLEO br-int CENHTZIPOCDR 7 FLZ
vc_host : vCenter Server @ IP 7 R L X

vc_user : vCenter Server EBED1—F -5

vc_password : vCenter Server &N /( X0 — R

vms REYS OO VREYID U 2, IBEIZ os_node_name_list & —HSEBIMNENHDET,

FBELIZRITY

V= 2ZMMERENET, TORMETHIBEMICL D, Playbook ## 0B UER U TERERNEHZ Z&I3H
DFEBh, BESNILZBIDOUY —XEER LT BYICY INTEITVET,

2 openshift-ansible-nsx 7« L7 FUICZE L. ncp_prep O—JLEERITLET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp_prep.yaml

Playbook IC13. ROBIEEXITIT 2 FIEBNEEZNTNET,

B NI IS4 AV =L D70 ESYDVO-FLET,

T74ILAIE Nsx—cni-1.0.0.0.0.XXXXXXX-1.X86_64.rpm TT, <XXXXXxx> |3t RESTT,

NI TSTA Y AV =L T7AINEA VA R—ILUET,

IS4 fopt/eni/binicr VA F=)LlanEd, CNI#EE Y 7 1)L 10.net.confA' /etc/cni/net.d

[CaE—anET, rpm 3 IL—TFINv o TST1 VDR T 7 1)L /etc/cni/net.d/99-

loopback.conf 51 A F=JLUZET,
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B OVSAYURR=)L D7 EY D VO-FLTA VA R=ILLETY,

771 )L%&IT openvswitch-2.7.0 . xxxxxxx-1.x86_64.rpm, openvswitch-
kmod—2.7.0.xxxxxxx-1.el7.x86_64.rpm T3, <xxxXxxxx> 3) RFESTT,

B OVSAERITESNTNS CEEBRLET,

# service openvswitch-switch status

B OFERERSNTVAVBEICE. <brint> 4 V257 VU AEERLET,

# ovs-vsctl add-br br-int

B - ROBREBEAAYTICESTDZRY FD— 45 —T 114 2 (<node-if>) & <br-int> [ZEMLET,
B <pbrint> & <node-if link> ANEENL TS Z EERHERLET,

# ip link set br-int up
# ip link set <node-if> up

B BESHRICRYEI-T AT AANREHITEEOIC. XY DU BR I 7MIVEEHLUET,
B NCPtar77v1I)LEaY D vO—RLU. Docker 1 A—v&#ZOtar 774 HO—RULET,
RORTY 7

OpenShift Container Platform #1 > X k—JL L% 9, [OpenShift Container Platform @1 > 2 F—)L] =58
Le<resty,

OpenShift Container Platform @4 > X k—JL

OpenShift Container Platform (OCP) (3. Docker & Kubernetes %49 2 Platform as a Service (PaaS) &
TY,

OCP @ V2 F=JLIZDWTIE, https://docs.openshift.com 8B LTS,
RORT v 7

NCP & NSX Node Agent #5=17LET, [NCP & NSX /—F T—2 1V FOEIT] 28RBLTIESL,

NCPENSX /—RI—-21r DR
NCP & NSX /— 1 T—Y 1Y FEREL, EFLET.
I

1 roles/ncp/defaults/main.yaml #iF&% L C. OpenShift APl & —/td IP 7 kB L 2, NSX Manager
@ IP 7 kL2, NCP ReplicationController yaml & nsx-node-agent DaemonSetyaml #4550 — 9 %
URL ##ELET,
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2 openshift-ansible-nsx 7« L2 FUAS ncp O—JLERITUET,

ansible-playbook -i /PATH/TO/HOSTS/hosts ncp.yaml

ncp d—JLIXTRDLEZERITLE T,
B nsx-system JOY TV RABRETIAEINEERLET, FELANGEICIITOY 7 FEFERLET,

oCc new-project nsx-system

® ncp-rbacyaml 771 )LlESY DO F U, apiVersion & V1 [CEELXET,

B NCP Ry FOU—EXTHIY FEERL. NCP AT U ZXAIAER )Y —REHR/ET 27 T AY O—ILELERK
LT, EDV 525 O-)LaNCPH—-EX THADY RE)INM Y FLET,

oc apply —-f /tmp/ncp-rbac.yml

® node-agent-rbacyaml 7 71L& DO~ F L. apiVersion # V1 ICEFE L&,

" nsx-node-agent Ry FOT—ER 7ADY FEERL., /—F IV Y AT 7 AARER Y Y — A&
ETDUIAY O-IVEERLT, TOUVIAY O-I&E/ —FI—-Y1 b —EXT7ADV RENA R
LET,

oc apply —-f /tmp/nsx-node-agent-rbac.yml

" FEOU-ER THOYRCEENITAENTING =T U ERE L. /etc/nsx-
ujo/<service_account>_token [CREFELZE T,

secret="kubectl get serviceaccount ncp-svc-account -o yaml | grep —Al secrets | tail
-nl | awk {'print $3'}"

kubectl get secret $secret —o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/ncp_token

secret="kubectl get serviceaccount nsx-node-agent-svc-account -o yaml | grep -Al
secrets | tail -nl | awk {'print $3'}"

kubectl get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d
> /etc/nsx-ujo/node_agent_token

®m NCP @ SecurityContextConstraint (SCC) yaml 7 7 1 JL&a~ >0~ F U, yaml [CE DT SCC #ERk L
xY,

B ERLESCCELERDY-—ERATHDY FICEMULET,

oadm policy add-scc-to-user ncp-scc -z ncp-svc-account
oadm policy add-scc-to-user ncp-scc -z nsx-node-agent-svc-account

®  NCP ReplicationController (RC) & nsx-node-agent DaemonSet (DS) @ yaml 27 7 1 JLES DO — E L.
ConfigMap #&# L& 9,

B NCPAA-YESFDYO-RLTO—RULET (nsx-node-agent EFUA A—VEFRLET),

VMware, Inc. 16



NSX-T Container Plug-in for OpenShift : > 2 b=l &L UEERA 1

m -2 7hovREHEL. NCP & nsx_node_agent [CinE7 SecurityContextConstraint #5E L £ 9,

®  NCP ReplicationController & nsx-node-agent DaemonSet & Ep L&,

7E: NCP (3. Kubernetes UV —=2MZ 4 7 A7) AR FEBEET 2702, Kubernetes APl — /() C—
VATV R HTTP Efiair LEd, APl U — ) \DEZEITRY FD—VEENERRT NCP 0 TCP i E)
[C7 > 2% AId. NCP 2HBREEIL T, APl U — ) \INOEJEBEII TS L3ICTRENHDET, ZDEIICL
BhE, NCPTHLWARY RARBE INE T A,

Ty N7y AT B EEEIE
OpenShift ENCP&ELY F7vy J92HIIC, KO EITEEL TS,

® QOpenShift g1/, Ry RExy FD—2 RUT—DUY =2, OpenShift 75 2% (ncp.ini TEE). / —
FOERIZ, 40 SLTFLAICT 2 HENS ) £T,

B SNLOF-F20 XFUTIC, EIF40 XFLUTICT2uENDDET,
Ry RO EUTIC, BRIZEEOSNLEIZ 12 BLTFICT 2HEAD D FT,

®  F—Topenshiftio 7U T« v 7 2O NTN2 5L E, OpenShift OWEAIZEM L1 5 ~JLIENCP T
BRINET, 2O/, BIET S NX UY-ATERSINEIWIET 65 T3, A-Y-[CRRINEE A,
X, OpenShift CEREINZ NI TU T4 v I AD—ETY, CN6DTU T4 v I ATHEZ N F—
[IEALBNTIEE,

openshift.io
pod-template

m /— R[Z. Kubelet health-checks 2 EDRY RICT V22T 3UEAHDET, RAFOEBA VY —T 11
ARy B2y FD=JICT7 0 ATEDEEBERLTLLIES),

= NET_ADMIN & NET_RAW @ Linux #geld. Ry F 2y FD—=VICRBAUCKEEICE > TRASNZAJ8eM
NHIET, FESINTVWENWIYTITIE, INED 2 DOHEEEENICTIHNENGHIET, T IFILFT
(. HIRAT =@ anyuid SCC . NET_ADMIN [CHE[RIIF 5N E A, NET_ADMIN Z#BRRIMICERICT 2
SCCH, Ry FEFHEE — FTEITI 2 SCCITITFRLTL Iz, FEaNTLWENI YT TIE NET_RAW
HeeD2 L) anyuid SCCa &, BID SCCEERM LT IZE L, COREEITOICIL. SCCEZET NET_RAW =
requiredDropCapabilities] U 2 FITEMLET,

B 2 ROBAICOH. Ry B/OVTFTIC root 7O RAEHFALET, XROOX Y REERITI BI(CIL. BED
g4 LTWhWdoc OV T FOITARTOMRY BT root ERNAUEICR D ET,

oc new-project test-project
oc project test-project
oadm policy add-scc-to-user anyuid -z default

®  QOpenShift LY Z FUZERE (BM) LET,

oc login -u system:admin -n default
oadm registry —-service-account=registry —-config=/etc/origin/master/admin.kubeconfig
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® QOpenShift LY Z FUEBBRLUET,

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry

B Docker @7 I7# )L TUvY OAVFFHASL, /—EdDdnsmasq O ZAD DNS k=A% [Ptables
T7AT7 95 =)L IL—=ILIZHVECTA, FETEMIZIUENHDET, /etc/sysconfig/iptables =
RELT. 7717 OR%ICHD COMMIT ORTIRDIL—)LEEMLET,

—A OS_FIREWALL_ALLOW -p tcp -m state —-state NEW -m tcp —-dport 53 -j ACCEPT
—A OS_FIREWALL_ALLOW -p udp -m state —-state NEW -m udp —-dport 53 -j ACCEPT
COMMIT

®  iptables. Docker. origin-node z#Hic& L% 3 (kube-proxy & kubelet #FRE8ILET),

systemctl restart iptables
systemctl restart docker
systemctl restart origin-node

®  QOpenShift @REE Docker Lo 2 =1 T, TLS AT OpenShift ""#AET 2 L S ICHAI T 2MENH D ET,
®E. Zhld OpenShift Ansible 1 V2 F—=ZICL > TEEBMIEMINET AL HEEEL TULVAWATAEEN B D
F9, /etc/sysconfig/docker ##REL T, REEBMULET,

INSECURE_REGISTRY='——insecure-registry 172.30.0.0/16"'

®  Docker =zHiEE L XTI,

systemctl restart docker

®  OpenShift JL =% — (HA-Proxy N/SLB) #&&& (&m) LZ£J,

oc login -u system:admin -n default
oadm router router —--replicas=2 —--service-account=router

B ER SN - —FEBRLUE T,

oc login -u system:admin -n default
oc delete svc/router dc/router

" Ruby R—2D2EBOUY T FIUT—> 3V EERLET,

oc login -u system:admin -n default

0C OC new-project nsx

oc process —-n openshift mysql-ephemeral -v DATABASE_SERVICE_NAME=database | oc create
—f -

oc new-app centos/ruby-22-centos7~https://github.com/openshift/ruby-hello-world.git

oc expose service ruby-hello-world

oc env dc database --list | oc env dc ruby-hello-world -e -
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NSX-T Container Plug-in I, NSXManager 7274 hJl A=Y — A U5 =T 1A AXIFARVESA Y AV
T=JxA4ACL) HoBETEXT,

COEICIE ROFEYIMEENTNET,

= NSXManager 75274 h)L A—Y— A5 —-JxAXATOIP JOv I DER

= NSXManager 7574 H)l A—T—AV5—TJxAATOIP IOV I DT TRy FOERE
n CIF SR — k-

m CLlowvrk

NSXManager /274 AV A—YH—A2&—T A XATOIP 70Oy
I DEE

NSXManager 727« AL - =AUy =T x24T, IPTOv o DY J&EBN. Bk RE. R~ BET
=FEY, FHEHERITLSELETEET,

FIE

1 729 h5 NSX Manager (https://<nsx-manager-IP-address-or-domain—-name>) [C07
DAVESCR

2 [DDl] &#RLET,
BEOIP7RELAOTOY 7 D—BARREINET,
3 ROVWITNADTIYavERITUET,

FTvay Tovay

IP7ovs%EmMT 3 beml&asUvy o LET,

12UED IP 7Oy s %EIRT 3 12 EDIPTOyoERU. MRl E2 U Yo LET,

IP70v o %EET S PI7OvoEzRUC REl 27U v I LET,

IP70von#lERRT 3 PIavogEs Uy LEY, 2RMGERERRIZICE BE] Yy T&2rU v UE

I, COIPTOvIDT TRy FERRIBICIE [BTRY R P TEI UV LET,
P7Oovsons /5EBLET, Po7OvosERRL, (77> aV]-[970EE] QIBICY Uy o LET,

IRy EMEIDETENIIP JOY VIBEIBRTEEE A,
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NSX Manager 574 Al A—H—A 25 —T A XTOIP 70Oy
DY TRy FOEE

NSXManager 727« AL - — A5 =T A 2ZNS5IP TOv7ICY TRy FEBMLIZD. HIBRT S &
MTE£T,

FIg

1 7295 H5 NSX Manager (https://<nsx-manager-IP-address—or-domain-name>) [CO0 7
PAVES

2 [DDl] ##RLET,
BEOIP7RELAOTOY 7 D—BARRENET,
3 IP7OvIo&EREZUY I UET,
4 [UITxy RIS TEIUYILET,
5 RowsnhrorrravERITLET,

FTvay Tovay
IP7Ovs 4 7%y h%zEBMT3 GEml&=2Uvy o LEY,
12EnIP7Ov s 7=y hEEBRLEYT, 1DUEOU TRy FEBRLT, BBl EZ7U Y7 LET,

CIF #=#iam R — b

AF QT A4 09—TJxA4RA) . A4 YFEORBER— FCEHESNTWDZIVTFTORY D=0 A5 —
TJIAATT, CNEDR— FIZCIF EFEREBR— FEWVWET,

NSXManager 7274 AL A—U— 1425 =T 114 2056 CF EFERER - FaBETEET,

CIF #E=#eamE R — b DEE

(R4 wF2T]-R—F] OIEICEE LT, CF #GEHRER - FEEUINTOREBER— FERRTLET, CIF Eiw
BR— ORI ED )y LT, BERERERRLEIT, RBER—FOUVIEIUYITEE D4V ED
RAVHFEE. BEL BRG]l B2 BE 04 D09 IHiRReSnEd, [B&E] - BHER- R 0IElcy Uy s
oL Ty TV AAYFICHEET SRR FNRRSNET, A1 VT R— FOFMICDONTIE INSX-T
BEAM R 22RBLTIES,

v hD—OBRY—)

ROYV—IVIL, CIF BEERER— FETR— FLET, CNE0OY—LORMICDNTIE, INSX-T&EH 1 1] %
2BLT A,

" FL—270-

R

= IPFIX
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B OUFFICERELTCVWIHRIBRAI YT R— O GRE A T zIUbEFALTC. UE—FR—F=5—-UVTESE
TTEFET, FHICOVNTIE INSX-TEEHAR] O [R—F=Z2-UVT A9 FUT7 JOT7A4ILICD
W] &#2BLTIEE0, =2, CAF MBS VIFR— FANOR—F ZS5—U U JEYR— FSNED A

SEIOYU U —=XTIE EFRY FO—IBESEETR-FehTOWEE A,

CLla<>rR

CLl o<y r&ESR1TY 2121d. NSX-T Container Plug-in 35074 v LTH —=F)L&R=, nsxcli av¥
VRERITULEY,
J—=FTROARYV FEFRGTLTCE, (U TOV T FERRTEXY,

kubectl exec -it <pod name> nsxcli

£4-1.NCPorFroCllawrk

9147 avv RN

AT =5 X get ncp-nsx status

AT =5 X get ncp-k8s-api-server status

A7 =52 get ncp-watcher <watcher-name>

AT =52 get ncp-watchers

Frvia get project-cache <project-name>
Frya get project-caches

Fryya get namespace-cache <namespace-name>
Frva get namespace-caches

Fryia get pod-cache <pod-name>

Frvyva get pod-caches

Fryda get ingress-caches

HR—k get support-bundle file <filename>

HR— get ncp-log file <filename>

HR— get node-agent-log file <filename>
HR—F get node-agent-log file <filename> <node-name>

K42 NX/—bI—YzrbaryFFolllaverk

947 vV K

AF =452 get node-agent-hyperbus status
Frva get app-cache <app-name>
Fryia get app-caches

VMware, Inc. 21



NSX-T Container Plug-in for OpenShift : « > 2 F—)L&LVEERH 1 1

% 4-3. NSXKube 7% avF+o Cllawr R

5147 avU R

AT =4 X get ncp-k8s-api-server status

AT =452 get kube-proxy-watcher <watcher-name>
AT =5 get kube-proxy-watchers

AT =52 dump ovs-flows

NCPa>F+DAF—4# X av R
B NCP & NSX Manager OB OE#EAT —9 AaRRUET,

get ncp-nsx status

Bl :

kubenode> get ncp-nsx status
NSX Manager status: Healthy

m NCP & Kubernetes APl 4 — ) (IR T — Y AERRLET,

get ncp-k8s-api-server status

Bl :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

AL BRIZEE. Ry B, T-EXDERAT - AERRUET,

get ncp-watcher <watcher-name>
get ncp-watchers

1

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up
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Bl 2

kubenode> get ncp-watchers
pod:
Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

NCPaYrF7+D+x+vviaavw R
" OV R EIEEEEORE T Y v 1 ERELET

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

VMware, Inc.
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BT

kubenode> get project-cache default

B2 :

isolation:

is_isolated: False

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:

id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get project-caches

default:

isolation:
is_isolated: False

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d

ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e

subnet: 10.0.0.0/24

subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:

Isolation:
is_isolated: False

logical-router: 5032b299-acad-448e-a521-19d272a08c46

logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a

ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2

subnet: 10.0.1.0/24

subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

Ry FORET vy 2ERFELET

get pod-cache <pod-name>
get pod-caches

BT

kubenode> get pod-cache nsx.default.nginx-rc-uqg2lv

VMware, Inc.

cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1

ingress_controller: False

ip: 10.0.0.2/24

labels:

app: nginx

1 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1
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Bl 2

kubenode> get pod-caches
nsx.default.nginx-rc-uq2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
ingress_controller: False
ip: 10.0.0.2/24
labels:
app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlan: 1

" ANBRORLF vy 2ERELET,

get ingress caches

Bl :

kubenode> get ingress-caches
nsx.default.nginx-ingress-rc-host-ed3og: 10.192.162.201

NCParrFF+odR—raxr R
" I ALARTICNCP HR- R U RILERELET,

HR—F /N RILIE. Ry RROIARTOIVTFOOY 77 1)LAS5EREN. tier:nsx—networking
EVSTIRILAMFNTWNES, N BIL T70)LI3tgzERXT, CUDOT I FOT7AILA T T4 L7k
1 /var/vmware/nsx/file-store [CRFanxzd, Clifile-store AWy REMFHET DS NV RIL T 7
1IEUE—F Y41 FICOE-TEXET,

get support-bundle file <filename>

Bl :
kubenode>get support-bundle file foo

Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

" NCPOVEDI7AINARTICRELET,

07 771 )lidtgzEec. CUOF I FOT 7ML A LY T« L2 U /var/vmware/nsx/file-
store [CRFEaNET, Clifile-store AX Y FEFERATZE. NV BRI IJ7AILEVE-F Yo RCOE—
T=E9,

get ncp-log file <filename>
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Bl :

kubenode>get ncp-log file foo
Log file foo created in tgz format

B R I-YVIVEFOTEIFAIINARTICRELET,

BO/ —FEEZIIIRNTO/ - D/ —F IV AOJEREFELET, O7I3tgzET. CLLOFT T
IWEDT7AIART T« L2 =Y /var/vmware/nsx/file-store [CRFE=N %3, CLlfile-store O

TUREFATBEE, NURIL TP AILEUE-F U FCOP—TEET,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

Bl

kubenode>get node-agent-log file foo
Log file foo created in tgz format

NSX /=R I—2xzbaVTFFORT—45X TR
O/ -FO/—FI-Y 1> k& HyperBus BOEHEAT Y AERRLUET,

get node-agent-hyperbus status

Bl :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX /—RI—xzobarryrFoF+vwviraavw R
" IS —Y 3 OREBE Yy A ERELET, BEQT TS - a v EEIITARTOT U —2 30D
Fryuy 1 ERNETEET,

get app-cache <app-name>
get app-caches

B

kubenode> get app-cache cifl04
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104
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Bl 2

kubenode> get app-caches
ciflo4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube-Proxy 2> FFDRXF—4 X a< >k

B Kube 7O+ & Kubernetes APl & — ) (R A T — 45 AEFRRFLET,

get ncp-k8s-api-server status

Bl :

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

® Kube 7O+ OEBRRAT -9 RERRLUET,

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

1

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

Bl 2 :

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
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Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT

Number of events processed: 2 (in past 3600-sec window)

Total events processed by current watcher: 2

Total events processed since watcher thread created: 2

Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT

Watcher thread status: Up

= —RrpOVSTJO—-Y T

dump ovs-flows

Bl

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=80,ip actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8,
actions=NORMAL
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