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NSX Manager A—JLDZLE

NSX Manager (I, 754U, A & U, RF 2 R7AO>, £REBTREOO-INEEYHTEHIENTE
£9. 7547 NSX Manager TIZHEHAREY 7 D2 7BEELTEY., IRTOIZN-YIL AT 1o
E3tHh>41) NSX Manager ERIgIENET,
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NSX Manager DO—/LEZEET HEICIE. ZNICL > TABTONDZONEERBRL THE ZENEETT,

T5A4<) ELTHRE

NSX Manager DO—/LET7SAVICHRELT. RV 7 b 7B LET. NSX Manager 0O —JL
METTICTSARUELEEA VS VUICHE>TODIES. CORETEKLET.

(Eh>FUh5) RER7AVELTRE

NSX Manager DO—/)L&ZRXR& > R7OY E— FELEFBITE-RICERELET. ZDEREIE NSX
Manager M3 TICRZ > R7AOY O—J)LICE>TWAIBE, kBT EHZENHUET,

(347 Um5) R R7AVELTRE

7Z4< 1) NSXManager &4 > R7H0Y E— RELEFBITE-—RICULy ML, RV I bU 7 E2ELE
LT, $RTDOEH>FU NSX Manager DEFERRLET, ZDERIEIE. NSX Manager 783 TICR %S >
R7OVICHE>TWSH, WIFhhDth 4 ) NSX Manager BEEFREEDEE. KBTI EZZEMHUET.

TS5A <) oGRS

th >4 NSX Manager [ L CZDREERTTHE. TDH>FYU NSX Manager (. 754~
NSX Manager 75 —AMICESGBERINE T, JDEBREE. 74 < NSX Manager T h/NU REE/fE
ENRELTEY. £h 41U NSX Manager LW TS A<V (CEBRTIVLENHIEEITFEALET.
TTD T >4 <) NSX Manager WIEETIREICERLZEE. T—FIX—XICZ(F. ZDEH>FU NSX
Manager MEFIN/ZEEDRECHA>TVET, ZOBEEHRT Z(C(E. TOT >4 <Y NSX Manager
Mot H %) NSX Manager #i#E#iElR (BERMER) 3 FR(C, [force] 72 3> &i8EL £, [force] 7
T3 EIEETSE. TD NSX Manager D7 —4 X=X 5tH >4 1) NSX Manager DHIBRENET.
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NSUARAR—F V=2

FSURR=bF V=2F, RERAYTFNTIVLATESZRAMERELEST, FSURAR—F V=211 DUUE
D vSphere VS RZICEM>THRETEET., I VRR—F V=2TlE BEORY NT—VEFERTES S
SRy LRETL U EEELET, Cross-vCenter NSX BIETIE, 2=N—H)L RSV RR— b~ V=2 &L,
ZZICIREBADERED vCenter Server oD ISR EEHBHENTEET., IZN—H)L FZUIAR—-F YV
—2EF 1 DUMERRTE £ A,

NSX IRIEICIE, EFHICEDVWTIDULED IS YRR V=2 ERETEET, KA VSRS BHOLS
YAR=BNV=VICBIBIENTEET, REBAAYTFIE 1 DD VAR V=2DHICBT B ENT
SRR

NSX (&, BGD SV RAR—bF V—VICBTAHREYS D OEGREHFATLERA, RERAAS v FOEHEEET 1 DO K
SUAR=F V=VICHIREND D, BIED IS VAR—F V=V ICHBRETVERCLAY—2 3y bD
—VLICRETEE A, THGHREIN—Y & REDHFIVAR—F V-VICBTHR/REBERAM v FILERTH L
FTEERA. BRVDORBRM vFEERELILS, TNLUBROHREXA v F3 AU SV AR—F V=V ICHD5H
BRA Y FPoBERTHVENDYET,

ESUAR—b V=R THEICE. ROAARSA U ESECLTILE,

n LAY - 3EEPVELI T XYL Edge /5 X4 (LA V¥ — 3 Edge T/N1 R (SEEHE/ —% —* Edge
Services Gateway) %30 5R%) LRAULNSVRAR—F V=VIZBLTWALEDRHY ET,

m WebH—EXRRETTVT—2a> Y—EXRAD2DDISRIDBHHELET. CNS5D2DDISRY
DIRIE< 2 ET VXLAN 5 Z2172 I2IE MADISRAIDBEL SS X AR—F V=VICBLTWSHLED
HUET,

B RAURSVAR—bF V=VICBLTWBIRTOREBRASN Vv F(E, EDISRAR—F V=VICELTWSS
SRAIADITNTORET L > TREEN, FRTHIENTEET, EFaUT 4 TRESNLERENISR
FICEENTNWDEE, OIS RIDRETI U DZDREBEEFERATELILEFEF L HYERA, ZDIF
A3, EF2VT A TRESNLCISRIERBSNLE IS VAR V-V [CERBETEET,

m vSphere Distributed Switch (VDS %7:(3 DVS) D#RE(E. ~S U AR—h V-2 D#EEALE—HLTW 54
EPHVES, YIWVFISRXAH VDS RET S AR—k V=2ZERT 558, ERLZ VDS DT NRT
DUSRIMED RSV AR—F V=VICBLTWAHI L&2HRALET. hIZKY. VDS dvPortgroup 3E
RAFTEER IR TD I SR THHG@mEN—F —PERATELLDICHRVETS,

KOETE, FSVAR—F V=P VDSERICELLEDESNTNET,
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db1

VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 || 192.168.250.52 || 192.168.250.53 | | 192.168.250.54 || 192.168150.52 192.168.150.51

esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<«—[Y75R% :CompAl—> «<——[YS5R% :CompB]—>» «—[4Y S5 X% : Mgmt/Edge | —>

= [ DVS: Compute_DVS | » <— [DVS: Mgmt_Edge DVS]—>

< [ F5 Y RAKR— b+ Y—2 : Global-Transport-Zone ] >

ZDORRAN TS507 4 REFEALBWBEITEEIREEANH U ET., TN VDS DEHDKRA S /S RFICE
Mo TWBIBEIC, FIVAR—F V=VIZENSDIZRID 1D (£EH Ty b)) BDEENTNS L,
FORSUVRR=—K V=VADITRTOHRERAS vFM. VDS DEHICEENDZITRTDISAYDIRET L VIC
TORRTERZETT, DFEY. I VRR—F V=V THEBRA Y FOERE IS AYDY Ty MMIH|
FREBZEFTEEHA, CORBRAM Y TFHETHEGRE/N —F —(CHERINDHE, LAV — 3 OREEZRET
57012, FSUVARAR=—K V=VICBLTWB IS RYICOIHIN—F — A4V RY VADBMERENT NS Z &L &SR
THRIVENHYET,

EZE RSV RR—F V-UB VDS EREGOTWVRWNE, HERAC vF (5001, 5002, 5003) &&Ens
DIRBRAA vy TFDPEGEENDIDEGHRBIN —F — A VRS  AOHEEDEENEBRENT, 25 X% Comp A HDIR
B PN EEGREIN—8 —REBA 5 —T A R (LIF) L7 VA TEGLBYVET,
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web1 app1 web2 LB

5 5003
db1
VTEP : VTEP : VTEP : VTEP : VTEP : VTEP :

192.168.250.51 | | 192.168.250.52 || 192.168.250.53 || 192.168.250.54 | | 192.168150.52 || 192.168.150.51

esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<«<——[/5X% :CompA] —» €«—— [~ 5X% :CompB] —» €&— [H 5% : Mgmt/Edge] —>

< [ P E B R A v F : Compute_DVS] > « [ABREBRAVF:

Mgmt_Edge DVS ]
[TZRBIRERA v FH .
ST ISR TULVEELN] «— [ F5 v RKR—k Y—2 : Global-Transport-Zone | —————>»

ZOEICEF. RDOLEYIDBEENTNET,
B RSURR—b V—TDEN

m FSUVRR=—b V-CORTEREE

n FIURR— V-2 DHR

m RS URR—=b V=2 DHEN

m  Controller Disconnected Operation (CDO) €— K

S RR—b V—DEN

FSURIR—F V=23 HEBRAVFBTIVERRTEZRANEFELET., 1 DDV RKR—F V=231

DL LD vSphere /SR & (CELMBBIENTEET, FFURAR—F V=Tl BEDRY FT—V%&ERT
EBUTRYEREI I VERELET, IZN—H)l FZ 2 RAR— K V=23, Cross-vCenter NSX IREEA D
vSphere U 5 X Z ICE /=5 alEENH Y ET.

Cross-vCenter NSX BIEICEEB CEZ 221 /N—H)L FSURAR—K V—=2(F 1 DEIFTT,

AR
TEAEMZ 5@ NSX Manager #REL £ 7.

B Ry R7OVIREPE—O vCenter Server NSX MIRIET(E. NSX Manager (& 1 DUNHEELZ &,
NSX Manager Z#iR§ 5 E(EH Y £ A.

B AN FTP I MMITZ4< ) NSX Manager DS EBTHHEDNHYET,
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FIE
1

5

R

NSX Manager (CxtLTH—hAI7aA T2 £ & bME. NSX Manager H»5EBRT HHENHY T,

W3R >0 E— ROEHCT/E > TR Cross-vCenter NSX IRIETHREDEEA1TD IC(E. BEFT S NSX
Manager (VU > 7 an/= vCenter Server »SZEEE#ITOMLEBENH U ET,

3R > B— R®D Cross-vCenter NSX IRIEETIL, U o a3N/=EED vCenter Server 15, EFED NSX
Manager DEEEZEE TCEE7d. NSX Manager ROw 750> A =21 -5, #Y)/ NSX Manager % #
RUET,

[/R— 4 (Home)] > [Networking and Security (Networking & Security)] > [-f > X b —JLFIE (Installation)]
DIBIZFHEE L. [HEXY T —20%(E (Logical Network Preparation)] ¥ 7##RL £7.

[N RAR—K V= (Transport Zones)] 2 U v & L. [#HiR b5 AKR—k V-2 (New Transport
Zone)] (¥) 7o ELIUYHILET,

(F72ar) AZN=Y)I bSVRAR—b V=2 ZEBMTBCE. [SOF TP bEIZN—H)LELD
5 & LT —2 (Mark this object for universal synchronization)] Z2iRL £ 9.

RDOEDIC, LTUT—2 3> E—REBIRLET,

m [TILFF v X b (Multicast)] : 9By b7 =0 LDTIFF v AL IP 7 RUVREHBTL—2ICERL
£9. COE-—REAHWVXLAN F7RADST7 v T I —RITBBEICOHZHEREINET, YBIY b
7 —2(Z PIM/IGMP B#Z&TY,

m [3=F+ X b (Unicast)] : Il 7L — > (2. NSX Controller (L& > THMEBINET, TRTOIZF+ R
S T74v 0T RBfbENIEAY RIVE LTUS—2 3> Z2FBLET. I FFvXMIP T RL
APRERIERY FT—UREFLEHY EHA.

m [NATUy R Hybrid)]: A=A 8574y LTUT—2 3B Ry FT—0 L27NFF+ R
B IZAF7B8—RLET. BUIOKRY TORXA vFTIGMP XX—E> 4, & VTEP 7% v T IGMP
OTUTNDT7 OV ZAPBETE D, PIMBARETY. &RYIOKRY T A vF(E, 7Ry bDLZT 4«
v LTUT—2 3 ERBLET,

BFE: IN-YIL rSURR=F VY=VEEKRL. LTUT—23> E—RELTNAT Uy REZERT
Bi5a,. FRTLHTINFFr AN 7 RUVRD, RIEAD NSX Manager L TEIUHToNMEDEDTILTF
YA 7 RVREBHELIEVWKDICTDUENHYET,

FSUAR=—b V=2VICEBMT 505 RS ERIRLET.

Transport-Zone (3. ZD ~Z 2 AR— b V—=2EE Nz NSX Manager ICR—AJLiE b AR—k V=2
T,

Universal-Transport-Zone (. Cross-vCenter NSX IRIERN D9 X TD NSX Manager TERTE %, 1=/\—
Y bSO RR—b V=2 TH,

Name

1 a Desaiption Control Plane Mode Logical Switches

== Transport-Zone Unicast 1

=g Uni

iversal-Transport-Zone Unicast 4
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RORTFY T
FS U RR—bF V—2ZEBMLESBEE REXAM v FEZEBMTEET,
AZN=H) hSUVRR—=F V=2ZEBNMLEBEE. IZN—YIUREIM v FEBNTEET,

AZN=H) bS U RAR—F V=2ZFBNMLEBEIL £h4) NSX Manager Z:#RL. TDITRF &1
N=TI) bZ U RR—F V—=VITEBMTEET,

fSURAR—b V-2 DRRERE

BRUA NSV RA— bk V=Y ORERY FT =2, TORT VA~ Y=Y DISRE, BEUED TR
Kb V- ORI~ E— RERRTEET.

FIE

1 [BEY—Y] T FSYRR— R V=Y ES TINS5 LET,

[PV % TI12E S YRR=b V=CDRFEHRP. BLOZD SV AR—k V-V ICEEMITOSNT
WHREBERA v FOHMNRTENET. XV - OFM] (T3 FSYRAR—F V=2RADI S RYBRRE
nEd.

2 [ERXYV—OFHE (Edit Settings)] ©2 2 3 > T [EED#RE (Transport Zone Details)] 742> &2 v o
LThSRR=b V—=2DZH] B, ELEHETL -2 E—REFELET.

FSURR—b V—COHETL—2 E— REEET 255 [BIFOREBIS v FEHLWGEHEHTIL—>
— RIZ®179 % (Migrate existing Logical Switches to the new control plane mode)] Z##RL. ZD+Z >
AR=F V=2ICU VI ENTWIBREFEOREBRM v FOFE T —> E—REZBELTLLEE, ZOFT

v Ry OREBERLENE, RERICCORSVAR—b V=2ICU 2 IENTOWRHEBRAS v FOHDH

LW 7L —> E— RICRYET,

3 [OKlZ2Uv s LET,

S RAKR—b V=2 DR

FSURR=—b V=2ICOZREZEBMTEET, HILEBMENLIZSRAIT, BED RSV AR—F V=27
NTHFHATED LD TRV ET,

AR SR

FSUAR=—B V=VICEBMT BV SREE. A VA= NVEHLDRY NT—0 A TSRS OF v dH 5,
VXLAN RAIZBERENIZHEDELET, INSX AR =)L A4 Rl 2ZRLT S,

FIE
1 [FSYRR=bVY=2]T, bIVRAR=b V=2 U VI LET,

dhis
2 [£5250iEM (Add Cluster)] () 7ravzs0 v s LET.
3 RSURR—k UL IEMTB IS RSERRL. [OK] £4U v o LET,
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bS5 RAR—b V= DHEN

VSRGERNSVAR—K V= DSEIBRTEET. BEDO ISV AR—F V=004 XS, HE/hEShizRa—
TICEbETHRENET,

FIlg
1 [&x#xV—> (Transport Zones)] T. b RR—k V=25 TIVOU VI LET,

2 [V — DA (Transport Zones Details)] T [ 5 X% DHIk (Remove Clusters)] (@) TAAVEY
Uy o ULET,

3 HBRTBISRIEBIRLET,
4 [OKlZZUvHLET,

Controller Disconnected Operation (CDO) €— K

Controller Disconnected Operation (CDO) €— R Tld. KRR &Y MA—ZDEEMNKDODNTH, T—% T
—VDEFICIIHELEHA, CDO E—REFMICT S L, IV FOE—FLO—BIREGORBERRYT 5 &
MWTEET,

ESURIR—F V=VICEHLTOWSRAN 95X Z24LI2CDO E— REFMICT R EMTEET, CDO E
—RIETFT 74N NTIIERHITHE>TOWET,

Z: CDO E—RZEBMICTBICE. P RATLARDEREHRASPINTNSXB32LUREICT vy TIL—FREn
TWSRENHYET,

CDO E— RZEFA#ICT S L. NSX Manager (3. 45517 CDO SH%EBXA vF&E NSV AR—k V=2 T &1 H
ER L ET . 45517 CDO I\ R A v FD VXLAN v b T —2#51F (VNI) & thOTRTOHEBRA vF &L

AMO—BED#HAFTT, CDO E—RZEZBMICTSE. VSRFAD 1 EOQI OB, TRTDLS U RKR—
b/ —REDhSLR—-bFEINAZTRTO VTEP ERENE L. EF SN/ VIEP BEREMDITRTO TV RKR— K
J—=RIZLZUT—FLET, AV MO—FCEESRELZBEE HLOWI FO-FNITRF—& L TERS
NT, TOYRY —DIBEF|ZHEEE T, o, TOYRY —[CEHEINTWVEIRTDONSRR—F /—RH
HLWIRY—[IBITEN. FSURR—F /—REOVPO-SOBTT -9 DRI NET.

HLWOSRYE NSV RR— K~ V=[BT % &, NSX Manager (3. #iL <:Bil&h7=HRX K CDO E—
ROBREEVNI Ty aLET, TDOISRYEHIBRT S E. NSX Manager (378X b5 VNI 7—4 #HIR L
7.

FS 2 RR—k V=T CDO E— REENICT SHE. NSX Manager (. > ~O—5m5 CDO HEXA vF
ZHIRLET,

Cross-vCenter NSX BiEDHE., CDO E— K&, O—H)L bSURR—bk V=2, EEFE—HIL RS URR
-~ V=i B=OIZN=YI)V FSURKR—=F V—=2ETS4<Y NSX Manager BICEAT 2 RO
CTOHEMITEET. CDO E—RIL IXRTDOEAH U NSX Manager DI Z/N—H) b5 XR—k
V=LV T—hENET,

Hh 41 NSX Manager OO —Hh)L b5 RKR—K V—2>TCDO E—REZBMICTEET.
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Controller Disconnected Operation (CDO) E— KDOAERL

S URR—F V=&ML T, &KX~ £5 X4 T Controller Disconnected Operation (CDO) E— R&FX
[CTHZENTEEET. CDO E— RIFT 74V b TIHEMICZ>TWET,

AR S

FIE
1
2

5

mR

AT ALATEFEEHDTNTORANB NSX 632 LUEICT vy I —RENTWSZ LEZHRALET.

vSphere Web Client [CAZ 14 > LE T,

[Networking and Security (Networking & Security)] > [f### % v b7 — 2 O %{# (Logical Network
Preparation)] ®IEICZ Uy o L. [FZ 2 RKR—k V=2 (Transport Zones)] &4 ) v o LET,

MBS VAR V=VEBIRL. [T 3> (Actions)] 74> &0y o LES, S URR—K Y
—VERVVYITHILEHTEERT.

[CDO £— FDFEME (Enable CDO mode)] €2 U v o LET,
RODIATAY Ry U APRRENET.

F: Cross-vCenter NSX BETIS— Ay -2 T 2EE1E. ROFXGEERLET.

m 754 <Y NSX Manager: CDO £— Rid, BUAEIRERA vFEHEBLABAWNS VRKR—F V=T
DHEENCTDEMNTEES, AZN—YI FSURAR—F V=2EO-H) FSTURAR=—F V=V
BRI DEIRERA v FEHREF T BEE1E. I=ZN—P)L FS U RKR—k V—=2ThDH& CDO E—REH
T B EMNTEET,

m tAHh2r%YU NSX Manager CDO £— R(F. 3 RXTDOEA>FYU NSX Manager 2%t &E 35, 1=/N—
Y bSO RR=—b V=TT UT—bENET. AUAEIRBRM v FEHELAVMEEE O—2h
S UAR—KY—>TCDO E—REFMICTHIEMTEET.

[[TW(Yes)| 20Uy o LET,
BRULIZMS 2 RAR—b V=T CDO E— RDBBMITAEVET,

CDO £— RIIDRT—% X5 [H#) (Enabled)] 73U £,

NSX Manager (. CDO #%EBXA vF&23 bO—F L THERLET.

Controller Disconnected Operation (CDO) £— KOERL

O hO—SLOEHEBBENERLES. NS RKR—K Y—=2TH#ICA > T3S Controller Disconnected
Operation (CDO) E— RZ#EMICTEET. CDO E— RIET 74 /L b TIZFEMIT/E>TWET,

FIE

1
2

vSphere Web Client (O 1 > LET,

[Networking and Security (Networking & Security)] > [fE v b7 — 2 D #f#& (Logical Network
Preparation)] ®IEICZ Uy & L. [FZ 2 RKR—k V—> (Transport Zones)] 4 ) v o LE T,
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3 CDOE—RZEEMCTBHLSVAR—b V—2%FBIRL, [T 3> (Actions)] 74 a>&20 ) v LET,

ESVAR=N V=RV ITHIEHTEET,
4 [CDO E&— Rn#E){t (Disable CDO mode)| &2 v o LET.
WRDOSATAYT Ry IV ADBRRENET,
5 [IFW(Yes)|&=oUvoLET,
BIRULEMS VAR—F V—2T CDO E— RHOENITHYET,
BR
CDO £— RIIDRT—4% R [#3h (Disabled)] IZ/2U £,
NSX Manager (3. CDO #HEBXA vFZa1> bO—SH5HIBRLET.
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MIEEARA v TF

V20K FTTOMRBCRET -9 —TR BHOTF Y MRS ESERT TV -2 a v HEELET.
tFal7 4. BEMHELLIP 7 RVAEEOMEZRES 5201, INEDTTVT—2 328X TF >
PEIEWCHBSEDIVENHYET, NSX DFRERAS v FICLY. HBETO—RFr A b RASVELEEIA
YEBEREN. TV =2 a BTV MORBY L VERBNICHER TEET. NICKY, TTRAD
EHRMESLUORENEREIN. A PELAVY—-2DRTA—IIPRANZV T Y LW BEPEL D

< YEBRY FT—0DT7A-RFv A BAALY (VLAN) DI R TORFENEI iR tEnE T,

WRIEAM Y TFEOMEN. KIEEGHEI SRS ICERBICHRTEE T, INICEY, HEL AT — 2 (VLAN) BER
DHIRZEZ(TH LML T —ATORET S VOEEY T 4 (vVMotion) BSHEREINE T, RERAA v F
DVIZRDITICE7TA—RFvr A b RASMUDBEENTNS D MBS 75X M5 5F +TMACIFIBT7—7
IWOFEBRICHNT ZHLEEFHY EE A,

WA YFIE—ED VXLAN [C¥ v EXTENETHN CNICKVIRBY VDS 74 v o BhTRIMEENT
MEIP Ry b7 -0 ZBATHEEEINET,
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NSX
Manager

I

WERA YT 1 HEBEXAVF 2

NSX Controller (. =y b7 —2ORDITRTOFHBRAA v FOEFRFIEHRA > +THY., ITXRTORET > K
Ab, BREBERAMvF, BLUOVXLAN OEHREZEELET. COaXbA—F(F I=FvAENSATUy REN
D2DDHLWHREBRAS vFHIE L —> E—REYR—-FLET. TNSDOE— R HEBRY FT—005
NSX #tJU B L £9., VXLAN Tld. HEBRAA v FRTTO—RF¥r A b, FBELZIZF+ A b, BLUTILFF
¥ XA~ (BUM) ST 4 v O ENBTBODIINFF v ANEYR-NTEET. WEBRY NI —ODBRECHY
9. IZF 4+ XM E—RTIE TRXTOBUM bZ 74 v OBRASTH—ANICLTU =S, YEBXRY b
D—OBREMAETT, NA Ty RE-RTIE NT74—I 2 XAEDEHIC. —FDBUM ~>T7 0y LT
Ur—oarE 1Ry TOMBIA v FICAHT7O—-RENET, ZOE—RTIE. RVOYEBRY T XA vF%&
FUNCTBEDITIGMP AX—EVIPVETY, HEBRM vFRDRETS L IPV6 RTIFF+ A NEED
FREODIATDNZ 74 v 0 EFERALTEELET,

L2 7V &EMTHET REBRMYFEYRTNA RICETHIRT S IEDTEET, 8E L2 T U v %S
BLTSZE,

SRIERA v FEEET SI2(E. Super Administrator &7z (3 Enterprise Administrator O —JL DIERBHBE T,
ZOEICE. ROMEYINEENTNET,
. REXA Y FOEM

n SREXASMYFADRET L DESER
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n HREXMVTFOEROT XN
n REXASMYFTORYTELDMILE
n REBRXAMVvTFDRE

n RERAYFOIFUSL
SHERA v F OB

I S

n HREXMYvTFERTESIVEERT 577260, Super Administrator 7=(3 Enterprise Administrator O —)L.®
HERZFAEL TS,

m 7747 04—/ )b—)LTVXLAN UDP R— DN TWS AT 515E). VXLAN UDP R— k(3 API
EEALTRETEET.

s YEBACTSASSOF D MTU B, RET > VNIC O MTU KU % 50 /N1 FELEZ W,

m  vCenter Server O [Z % A AFRE] T. & vCenter Server DEEMKR IP 7 RLADRESIN TS,
[vCenter Server and Host Management] &R L T< /X1,

= vmknic A® IP €U ZTT DHCP A7 5i5&(%. VXLAN #xx VLAN T DHCP 2R TZ %,

B IBESNEINSVRAR—K V=URAT. 98IREXAvF 4T (RVFT—E) EN=D 32 PB—ELTL
b, AAYFDIATH—BLTWVEWE, REBRAAS Y FOREELZLD ICEMELZWATEEEDH Y ET.

m #BYRLACP F—X 0 RUD—ZHEL. MENIC ZR-MIEHRELTWS, F—I2F E— ROFMEIC
DW\TIE. VMware vSphere DX Z 217 )VESBL T ZE L,

= Link Aggregation Control Protocol (LACP) (23t L T. 5-tuple /\v & a SIS EIC/E > TW B,

m LACP 2RI 2 NTDORA LT, DEURERA v FICERID LACP R—b FvRILD3HD LR LE
ER

B INTFFrRASE-—FTIEVXLAN S T4 v OB —5 =& b IN=—XALTWBRIHFEIC ¥IFFH+ A IV
—TAVTERBNCT S, 2y hT—OBRENPSTINTFFv AL 7 RUVABHRERE T L2LENHYET,

m ESXi kX bEQAYPA-FLDBERAIC, 774704 —)b ETR=H1234 (74 bDIY bA—-5FF
wR—b~) ZR<,

B (R VILFFrANBIUONS T v R E—RTIE VXLAN SRR S DS#E#HT S L2 R4 v F T, IGMP
AX—EVTEFMNCT S, IGMP AX—E> M L2 TEMCHE>TWDESIE. TIILFF+ A MW EDORY
FO—0LEHELTWAIN—Y— F/HEF L3 AAMYyFLETIGMP 4T ) 7 E2#/ICTHHENHY ET,

RERA Y FDIEM

NSX SREBRA v FId. BEBELDIN—RUVITHORRICNBMINRBIRIBEANT, TIUEZHEE O=ZF+ X b
RIVFFv A, JAO—RF+ AN 2BHELET. HEBRAMvFE. REXS VD EERTEDIRY NV —UERE
BT SH8T. VLAN EUTOWET, SHEXA vF(E. B—D vCenter Server NSX OF 7O [CxtLTHA—HIL
T3. Cross-vCenter NSX I=ETIL., X TD vCenter Server [Th7=> TERMTEERIZ/N—YILRERA v F
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EERTEET, FIYRAR—M V=2 DIATICE>T HLWRA v FDBRBRAA v FEFIZN—H)LmE
AL YTFDELLTHINBREYVET,

RIBRAAYFEERT BBIE. FSURAR—F V=L TV T—2 32 E— ROBRUMNI, 2 D04 T3>
(IP7 RL Rt E MAC S—=270) 2RELET,

IP7RULRBBICEY., BLD VXLAN 25 A MR, DEURURERAAS vFICEHEINTWSRETS VEO
ARP NS 74 v oDI7 S5y T4 TERINCMADZENTEET, IPT7RLABBIZT 74N TEMICIEST
WET,

E DIN—PIHREBRA vFEERTBBRICIP 7 RURABRHEZENCETEEHA, AZN—HILREIA v
FEEBRLTHS, APl Z2FRALTIP 7 RV RAKRHEZEMNCTEE T, ZDFREIEE NSX Manager TH| L ICEE
ENFET. INSXAPI A4 R] 25BLTSEZL,

MAC S—=>71(% VLANMAC X7 DZ—=>0 7—7)L&& VNIC [LER L £, ZDT—T/VIF dvfilter 7
— I D—EELTRESINET, vMotion ODRTTEFIC, dvfilter (32 DT—TIVEFHL WVSFRICRELTUR ST L
F9. RIS AA Y FIEET—TIVADTRTD VLAN/MAC T hUICx LT RARP #%fTLE£d. VLAN 2 ~ >
YFILTOWARENIC Z2ERALTNSI5E6. MAC S —Z 2V JZB/MICTEXT.

AR SR
xR 6-. MEBERAM v FELEIN—YILHERA v FOERDEIRSEMN

MERA YT AZNR—HYIVRERS vF
m  vSphere Distributed Switch &&= T3 m  vSphere Distributed Switch &% E =T\ 5
m  NSX Manager 734 > X h—JLENTWS ®  NSX Manager 4 > X h—J)LEN TS
B OrhA-SBFTIOMINTND B OrhA-IpF7AsshTNS
B KRR USR5 H NSX BICEFEINTINS B KRR~ USRI NSX BICEHEN TS
m  VXLAN BBgEZIN TS m VXLAN MgESN TS
B AR ID T-DBBRESNTINS B 7547 NSX Manager BEIVEHTENTNSLENH
B RSYRR—b V-UHMERENTNS VETI.
B OI-N-HYIEGARIDT7 RVR T—ILSEEINTN
SHENHYET,
B O SV RR—F V=UBERENTVWEHE
MNHUETS,

TEAEMZ @Y7 NSX Manager #REL £ 7.

B Ry R7OVIREPE—O vCenter Server NSX MIRIET(E. NSX Manager (& 1 DUNHEELZ W&,
NSX Manager Z#iR§ 5 EEH Y £ A.

B OZN=YI ATz MMITS4< ) NSX Manager WS EBITHHENHYET,
s NSX Manager [ZxtLTA—=A/LiaA T2 o M. NSX Manager Do EBRT HBENHYET,

B HRRY VT BE— ROBEMIT/A > TR Cross-vCenter NSX IRIB TR ENDEE AT (23, EEF S NSX
Manager (VU > & & /= vCenter Server hSZEBEZTOVENHYET.

m 3R > E— KD Cross-vCenter NSX IRIET(L, U 7 EN=EED vCenter Server 5. FED NSX
Manager DR EEZZE CEE 9. NSX Manager ROy 740 A Za—»5, @t NSX Manager % 3%
RUET,
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FIE

1 [R—A (Home)]>[*v bT—2 &+ 21U T 1 (Networking & Security)] > [#2 X1 v F (Logical
Switches)] DIRICHBEL £ T

2 SHREBXAyvFEMERT S NSX Manager #BIRLET. IZN—HILREBRA v FE2ERT 25EF. 7740
<) NSX Manager 2R 5B ENH Y ET,

3 [HE%EX 1 vF (New Logical Switch)] (¥) £#41Uv o LET,
4 WREBRAAYTFOERIEHA GHARER) ZANLET,

5 MEAASMVTFEERTDIIVAR—F V=Y ZEBFRLES, AZN-H)L FSURAR-F V-2EZERT D
E AIN=YIGREBRAA vy FHERENET,

TI7HIETIEH, RBEBRAYFEI IS VRR=—F V=05 HETL—> LU —2 3y E—REHALE
T, TOE—RIE OBRATEELRE—RD 1 DICEETEEYT, BIRAELAETE—REIZF+ A NI TV
v R, BLUOTINFF+ R NTT,

AZN—YIRBRA v FEERL. LTUT—2 3> E—RELTNAT Uy RERIRT H55. FHTSY
WFF+ XS 7 EUVAD, Cross-vCenter NSX IRIEAN D NSX Manager TEIU B TonN/=DTILFF+ X
B 7 RLREFELBVWLDICTIHLENHYET,

6 7 3y) [IP#EDERE (Enable IP Discovery)] 24 1J v 2 LT ARP Ol &#BHICLET,
7 (A7 3r) [MAC Z—=>7DFME (Enable MAC learning)] 22U v 2 LE T,
5l : REBRA YyFEIAZN—YILHREBRS vF

App (3. FIURR—=bF V=V [HERENIHERAA VT TY., ZOREBRA v T, INDBERES N7z NSX
Manager TOMHERTEET,

Universal-App (. ZZN=H)L rS U RAR—F V=V IlEHRINEZIZN—FILHEXAS v F TS, ZOI=
IN—YILERE R A v F(d. Cross-vCenter NSX EBERD LD NSX Manager THERTE T,

RIBAAMYFEAN—YIVREBRAS vFICE BB EIAVFIDTRVR T=IUhoDeIA S ID HBHY
£,

%+ | W B G = | ghactons ¥

Wirtual Wire ID Segment 1D Mame 1 & Status Transport Zone

== virtualwire-1 5000 ;E App & Mormal == Transport-Zone

% universalwire-2 900000 .El Universal-App @ Mormal % Universal-Transpont-Zone
RORT YT

FERA Y FEREFIZN—HIVGHEBRS v FITRET S ZEBMLET,

DHEREN—F —ZER LU THERASM v FICERLET. NICKY, REDIHEIAS v FITERSNLREY S >~
B OFBEAABECZY LT,

AZN—YIDEGHREBIL—F —ZER L TAZN—HYIIBREBIAM v FICERLET., CNICKY, BELDIZN—Y
IVEREBRA v FICEREIN/RET S CBOESENAREICZY ET,
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SRERXA vTFD NSX Edge N DEE

SHE XA v F % NSX Edge Services Gateway F7=(3 NSX Edge #8iEHE/I — 7 — (CERT 5 &, HERICER T
5. FEEEERY—EREZRETIKEAMDNS 74 v I V=T 1 >0 GREIAvFE) HHNIEEHED
ST 4v O =T a2 JICIRVET,

FIE

Fl&E
1 [@REXAvF] T. NSXEdge i3 2mBEAM v FERRLET,

2 [NSX Edge m## (Connect an Edge)] (22) 74 a>%& 24U v o LEF.
3 HEXA v FEEEHTS NSX Edge £2RL T, [~ (Next)] €20 v s LET,
4 HEALSvFICEETHA L —T A RERRLT, [R~ (Next)]| 42U v o LET,
BExy T —03EE WA LY —T A RCEEENTOET,
5 [NSXEdge 1 >4 —7 = A ADMRE] \—T. NSX Edge A >4 —7 x4 ADLFEAALET.

6 [ (Internal)] £2(F [7v 7V (Uplink)l 22Uy o LT, RBET YT IDELLDA I —T
A RIEDPERELET,

7T AVE—T1A ADEHRAT -5 RERIRLET,

8 WMEXA vTFZE#EKT S NSX Edge IC [FEIESRITAMEDHE (Manual HA Configuration)] 23 #iRE T %
BEE 2DO0EBIP 7R R%E CIDREAXTIEELET,

9 RELKLTF74)L R0 MTU £FELET.
10 [&~ (Next)] £ U v o LET,
11 NSX Edge ##0O2MERZAL. [T (Finish)) £41U v & LET,

WEXM Yy FTOY—EXOT7OA
B—R NX—F 4 DY —EREZHEBERA v FICT 7O TEET,

3

R

[

YISARSOFvICH—R N=FT A DRETTSAT VAP DULEA VA=l ENTWEHLEDHY

o\

FIlg
1 [@ERA vF (Logical Switches)] T. 4¥—ERXREZT 7O/ T 2HMBRA v FEERLET,

2 [F—ER 70771 LOEN (Add Service Profile)] (&) 74avzsU v oL
3 #ERTAHIY—EREY—ER TOT77A4INERIRLET.
4 [OKlZ5UvoLET,
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IR A v FADIRET > > Dk
TS &. BEAL Y FELEIZN—PLRERA v FIBHETEET,

FIE
1 [#®EXA v T (Logical Switches)] T, REY > ZEBMT HHBARAS v FEERLET.

[MR#8~< < > miain (Add Virtual Machine)] (ﬁj) TAAYEL )y O LET,
RIEAA Y FICEMT BREY VEBRLET.

#HT 5 VNIC #ERLE T,

[~ (Next)] 22U v o LET,

ZERU7= WNIC ZHRELE T,

N~ o a A~ W DN

[#7T (Finish)]l 22U v o L%,

MIEAA v FOEEDT R b

ping 7 A KT, VXLAN$5ER Y b T —JRAD 2 DORASPHEEICT V CRAREDED DEERLET,

1 [@EXA vTF (Logical Switches)] T. 7R hT 2HBRA vF % [&#T (Name)] FITY 7o U v I LET,
2 [ (Monitor)] # 7& 20w O LET,

3 [RXb (Hosts)| #7&240U v o LET,
4

PXETTDRA B €22 32T B8 (Browse)l 22U v LEY., [RAMDER] 4700 Ry U RT, ##
BERANZERIRLET,

5 FTRAMNTY DA XEZERLET,

VXLAN DOF#EY A X3, BiF{e/a LT 1550 N1 b WEBA 2 T7SZA S 0FvDO MTU IC—3) TY., D
A XCE>TNSX F#EHREF v oL, VXLAN b5 74 v ORICA VTSRS OF v BERENTNS
MEDMERIATEET,

NTy b A RERIMET D E MREDAIRRIC/ZVET., LED>T, SMEENNT Y b 4 XTI,
NSX 3R EF T v O TEEIMN AV TSANSIOF v DBREBTV—A A XTHITTEDDED BEF
TV I TEEEA,

6 [FEEDOKRAN €L 32T (S (Browse)l 22y oLET. [RAMDER] ¥4 T7AT Ry U XT, i
FRARZBEIRLET.

7 [TAbLORLE (Start Test)] 22U v o LET,
RAMED ping T X SDFERNRRESNET,
HREXLMYFTOHRYTELODORSLE

vCenter Server EEHEAL 7z#%. NSX Manager (&R~ > LD VMware Tools 5. F7/2EBMIC/E>TL
NIFEIP 7 RLRBEMNS T NTDH vCenter Server TR MBS VD IP 7 RURZERELET, NSX (.
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VMware Tools £7/=(% IP 7 RL RIGETHEEINDIIXRTDIP 7 RV RZEEFEFET 2HIFTlEHY EHA. RET
oDEFAVTADBEEINAGRIE. IP7RUVADARVITIELICEY, BEOHDT —YEEN T 7A T D4 —
VRS —EBUIRITDRTEEMEDH Y ET,

SpoofGuard Tld VMware Tools £7/z(3 IP 7 R L X oMmESINZ IP 7 RURERFL. MU TELERS
F=DICHEICIGCTERET S5 M TEET., SpoofGuard [EARZRIC VMX 7 7 A )L & vSphere SDK 5 &8
SN=RETS D MAC 7 RLURZEERALEY, Firewall L—)LEBIICERT 52 &ICL Y. SpoofGuard &
ALT. MUTELEHIMESNZ NS T v 0E2TOVITEHIENTEET,

SHRICDUWTIE, 13 Z SpoofGuard DEAESBL TS0,

IERA v FDRE

RIEXA v T DR HBP. BLOFETL -2 - RERETEET.

FIE

1 [RE XA vF (Logical Switches)] T. #RET 2HMERA v FEEIRLE T,
2 [R&E (Edit)) 71ra>&0Uv I LET,

3 WEREEEZTVET,

4 [OKl&ZUvoLET,

MBS yTFDIFUF

ZDEHITIE. ACME Enterprise &WO&#HDT—4 44— ACME_Datacenter (Z. 2 DD S R&MBH Y.
BHO ESXi RRAMPERESINTWET, T>2=7 U2 I8 R— b F)L—7 PG-Engineering) & BA7530PY
(R— Ik ZI)L—7 PG-Finance) (4 Cluster1 [CELTWET., ¥—4 T« > (PG-Marketing) £ Cluster2
CBLTWET., 5 RFFmAED. 1 5D vCenter Server ICL > TEBEINTNVET,

VMware, Inc. 54



NSX E® A1 K

6-1. REBERA vFERET BH0D ACME Enterprise ttoxy kD7 —%

Too=7Y ¥ : VLAN1O0 : 10.10.1.0/24
847 : VLAN 20 : 10.20.1.0/24
X—/T 4% : VLAN 30 : 10.30.1.0/24

ACME #DRiE(S, Cluster2 OERAEMEVDICH L, Cluster! D> Ea—T 4 Y VBEDOEREDVIEEICE
KEETT., ACME Oy b7 —0EEE(F. EHEE John (ACME O{RIE({LEEE) IC. T2 =7 VU JEM%
Cluster2 ICHBR L. BAD I S RIDI =T UV JICET HIRET L U PEEICEETE A AEREWLNALEEN
Elrl. INPRFIDEACME #HE L2 VAV —ZHRIT D EICL>TRADY SRS DAYEa—FT 427
FANTAZFERTHEMTELRT,

INEWRRDFETRIRT 21546, BEE John (F£755 VLAN £RHKEHETEREL. 2 DDV SRS HMBREL L2
RASVICEENDLDICTHLENHYEY. ZDHE. ACME #H(3H L WHET NS REBALTRS 71y
VENES DUENHY. VLAN OBFIHRE. *v hT7—0 V-7 BLUOEREBLOBENRELLDEE
DEENELET HREENHYET.

E1}#E John (. VMworld TREZHREBRY FT—20DTEEEBVEHL. NSX 2HATHZ&ICLELE. 208
£. John (F dvSwitch1 & dvSwitch2 fICERIBR A v F @RI 52 EICE> T ACME #0D L2 L A 7 —Z¥LR
TEHZEPRMYE L, John (£ NSX Controller ZF|FH L TEEHFED IP *ry b —2 LT NSX g5
ZEMTEET., ZDEE. ACME HOMBA V7SR NS IF v ICFEMADBLENHY EH A,
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6-2. ACME Enterprise #tDHBER A v FDRE

DS5RA A1 I DSRA 2 1"

I =71) 2% : VXLAN5S000 : 10.10.1.0/24
8475 : VLAN 20 : 10.20.1.0/24
YX—4F 4% : VLAN 30 : 10.30.1.0/24

EEE John B2 DDUSRIRBIC 1 DORMBRA vFEBEITDERADI SR EZRUHERA v FITEHEL
JEEET. VFRYBETRIBY S D vMotion ZR1TTEH LD 1TV ELE,
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6-3. #EX Y k7 —2 D vMotion

I =71) 2% : VXLAN5000 : 10.10.1.0/24
BF#%5 : VLAN 20 : 10.20.1.0/24
Y—4 T4 >% : VLAN 30 : 10.30.1.0/24

E18& John 3 ACME Enterprise tt TRy bV — VU ZBETHFIEZRETWEEL LD,

EH/E John ICL 3 NSX Manager ADEIT AV K ID 7—ILERIVF*+
AN 7 RVREHRDEIYHT

EEE John (3. FELAETIAVNID F—)LEIEELT Company ABC DRy T —2 NST7 4 v o ERET
DHEDHY KT,

AR RN

&% John (. dvSwitch1 & dvSwitch2 %% VMware Distributed Switch /X\—2> 3> 5.5 Th 5 Z L &R
L¥x7.

2 E1F John (%, vCenter Server DEE IP 7 RLAZEHELET,

—_

Ean—]

a [&# (Administration)] - [vCenter Server 7% (vCenter Server Settings)] - [Z >4 1 AKE
(Runtime Settings)] ZZ#RL £

b [vCenter Server DE® IP] C 10.115.198.165 AL X,
c [OKl&zZUv o LET,

3 &m®E#& John (4, Cluster! & Cluster2 (Cxy b7 —2REMAIVR—F D EA VA M=ILLET, INSX 1
YAM=I A R] #BRBLTES,
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4 &8 John (2. ACME @ NSX Manager E8E&m5, 4 A2~ ID 7—)L (5000 - 5250) 25 (B Y £
9, John (& NSX Controller ZF|FIL T\ 57/, YIEBRY FT—JRATIINFF v+ AN ELEELEHA,

5 &®E John (L IP 7—ILEERLT. ZDIP 7 RLVR 7—)bhp5 VXLAN VTEP IZHLUTEZE IP 7 KL X
ZEUHTHIENTESLDICLET., IPTRLVR T—ILDEMESRBLTIZELY,
Flig

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [1 > X b—JLFIIE
(Installation)] 22U v o LE T,

2 [@EXxv~7—20%ffH (Logical Network Preparation)] 4 7& 21U v o L. [ * > k ID (Segment ID)]
=0y o LET,

3 [R&E (Edit) 22Uy o LET,

4 [BIAVMID7RUVR 7=)L] 25000 — 5250 EAALET,

5 [RIAFF+RA 7 RLRIBEDENE (Enable multicast addressing)] (FB#IRL/ZNTLSZE L,
6 [OK]Z2UvoL%ET,

EHEE John [CL 5 VXLAN E5E/NSA—F DERTE

T & John (3. Cluster! XU Cluster2 T VXLAN 2% ELEJ. ZDFRETIE. John (3K IS X4 % vDS
[IRvEVILET, VZRIERAVFIIRVELITBHE. TDIVTRAIADERA SPHREBRAA v F TERAT
BEICIZVET,

FE

1 [RX bD#4E (Host Preparation)] # 7241w o LE T,

2 Cluster1 T. [VXLAN] 31D [ (Configure)] ##iRL £,

3 [VXLAN vy hT—=0D] 470 Ry U XT, VF5RFDRBHERA v F & LT dvSwitch1 ZZ#RL £
ER

4 ACME &% VLAN & LTERT % dvSwitch1 [CX LT 10 EAALET,
5 [EXEBHOIEE] T, dvSwitch! DBAE®I= v k (MTU) £ 1600 DEE(CLET,

MTU (3. ENLL LN Ty BITRBEILES TH 1 DONTy b THRETHENTELIRAT —F 2T,
EE John (3. VXLAN OFRBRA v FD ST 4 v 0 TU—LDY A XD TRIULDIEDICEFREL< &
S>THBY. ZDEDHERAvFD MTU & 1550 LI LICERET H2HENH D EE2RBMmLTOET,

6 [Vmknic IP 7 kL X (VMKNic IP Addressing)] T. [IP 7 LR 7—LD{ER (Use IP Pool)] Z&4RL. IP
T RUVR 7= IVEBEIRUET,

7 [VMKNic ¥—= > & R — (VMKNic Teaming Policy)] T [7 = A /L —/\— (Failover)] Z#{RL £,

EEE John (3, FERTOHREERTH, REBEAMYTFONT IV AP—EILEDHLIICTEHILET, *y
FO—0DY—EXRREZHIBLEIDEZEATNET, ZOEH. F—I T RUS—ELTTzAIbF—/N—
ZEIRTSHEICLELE,

8 [EBM(Add)] 22U v LET,
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9 RFvT4~8%#YEBRLT, Cluster2 T VXLAN 2% ELE T,

HR

E1E John 73 Cluster1 & Cluster2 2@/ XA v FICR v EV T LR TNOEDITRIDKRR MPFRER
14y FRICEHFINET,

1 VXLAN #—X%JL £ a2—J)L & vmknic 23 Cluster1 & Cluster2 &R X MMIBMENET,

2 WERA vFICEERMFSN TS vSwitch (4517 dvPortGroup #3#Es & . VMKNic D F )L —7
[CEHREINET,

EEE John [CLKB S RKR—F V—20EM

HERY MU= ENYF O ITEYERY T —2(4, transport zone EME(ENET, M URR—K V=TI,

REXRY FTD—2IC&>TCRNZ I EnfzaryEa—T4 »J&EHETY,

FIlg

1 [®EXvY b7—20%(F (Logical Network Preparation)] #2U v o LT, [FS Y RAR—F V=V
(Transport Zones)| #2Jw o LT,

[FR 5> RR—K V= (New Transport Zone)]| 74 2% U v o LET.

[#&#0] I [ACME ¥ —> (ACME Zone)] EABZLET.

[5%88] IC [ACME D& S X4 &%/ — > (Zone containing ACME's clusters)] EADLET.
Cluster 1 & Cluster 2 ###RL T, bV AR—b V—2VITEBMLET.

[#1#~7 L —> E— K (Control Plane Mode)] T [Z=F+ X i (Unicast)] Z#RL £ 7.

N o a h~A 0N

[OK]Z2VUv o L&ET,

EIBE John [CKBHREBRA v FDIERK
VXLAN B53£/85 A — 4 DRENET 5 & . EBE John BHERA v F £V T BERHES =2 & oY T,

FIE

1 [#®EXA vTF (Logical Switches)] €2 U v o L. RIC [#LW#wHE>R Y b7 —2 (New Logical Network)] 7
A&V VYOI LET,

2 [#&7i1] IC ACME logical network EAALET,

3 [Ei#H] IC Logical Network for extending ACME Engineering network to Cluster2 AAL
E

4 [+ZRIKR—k Y= (Transport Zone)] ©. ACME Zone ##ERL £ T,
5 [OKl#2UvoL%ET,
NSX (. dvSwitch1 & dvSwitch2 DOREID L2 #E#i & FTREIC T DERB R A v FEER L £ 7
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RORTFY T

INTE®EE John (. ACME DAFBREY L VEHREBERA v FICEKEL. £D
Services Gateway L7z 3P EEHRE/I—% — (TR TE X7,
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N—=—RODT7 5—bOTADEE

N=RILT7 TF—hrITADHEET. YERY T —VERBRY b7 -0y EYILES, Yy EVITERE
5 &Ik, NSX A Open vSwitch Database (OVSDB) #f|H T35k 5 LAV ET.

OVSDB 77— ~RX—=XR[C(F. EN—R Iz 7 ERERY FT—=0[CDVWTODBERDPEENE T, XF—D/N—R
HITBTF—IR—R Y—NERANLET,

NSX#HEBRY FT7—IRDN—RI 27 =D x4 A1 vFIE VXLAN b2 RIVOFIHEZY ET, TD/N—
ROx7 F—bUzA(F BRERY FT—OD5EN—RT 27 VTIEP ELTREINET. VTEP OFMICD
TlE. INSX A >R b—JL Hi4 K] & [NSX Network Virtualization Design Guide] #&BL T =&,

N=RIT7 F=hrDzADRNSRODICIE, ROAVR—K2 SPEENET,

. PEY—N

m N—RUT7 bz RA4vF (L2KR=H)

m IPRrybDU—2

. AELUEDNAN=NAF—, REXEHD4BEULOVT V-2 3y S RGEED
s 3BLULED/—FPHBbO—-F VSRS

RITRTDIEFE N—RDzT7 T—bVzAEFATHERACOT > TILT, HV1 & HV2 FEhEN/ANA/X=N
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Yz A LICHYVET, N—ROT7 T—bUzADH TRy MMI 211 TS, ZhlE 2 DDNA/N=NAHF—D
Y7y b 221 LIFRIBVET,
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10.114.221.132-134 VLAN H#—/3

A—42xy b 18T
VLAN 160

WebService iHiE
A4 v F VNI 5000
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NSX Controller (3. NSX Controller ® IP 7 RL XM 5, R— b 6640 TN—RKRDU 7 ¥— b/ EBELE
T, COEBGEFALT N—RDT7 5—bIzA4DOVSDBD 5> H o 3> aXZ2ELET,
ZDEICE. ROMEYINEENTNET,

m SFUFN=RUIT T ADY S TIVERK

SFUA N—=ROT7 5= 4D TIVIER

ZOFTIATII NSXRETN—RIIT7T IF—bIxA4 RAVFERET H/=OD—REHNEE A7 ITDWNTEREA
LEd, N—RIU7 ¥— b/ Z2FERLTREYY Y VM1 MBS —N[CEET3HEE. N—RUz7 4
— ;Y4 %FEHRLT WebService $#E X1 v F % VLAN-Server VLAN 160 [C#Eid 2 A F%. —EDI R %
BUTHEBELET,

7)o RO TE, REEY > VM1 & VLAN-Server (CH 72y 10D IP 7 RUADHBEEINTWNET,
VM1 (3 WebService S/ X A v F (I NTWVET, VLAN-Server (29385 —/N D VLAN 160 [Z#EEEh
TWET,

VLAN H#—/3

10.0.0.1/8 10.0.0.2/8
WebService fREX A v F VLAN 160

EE: Cross-vCenter NSXE®RIEBETIE. N—RFRU 7 = b 14 XA v FHREEZTZ4< YU NSX Manager T
DHYR—bENET, N—RUzT7 5—bUzA R4y FIE BEXAVFIINA 2 RLTWBREDNHYET,
N=ROI7 TF—rITAHREE. TH 1) NSX Manager THR— N TOWEHA.

AR

B ARUY—DRFIAVIESHELT MBRY T —VDBEHEHLLTWSIEEZERLTZS0,

B N—RITT7 T—bUIAEHRETBHIC NSXDURTALAEN—RI 7 DEHEFH LTS EE2HER
LTSN, 1ENSX DY RATAEHESBLTILZE,

n HEXYMNT—IDPELKRESNTNDILEBRLTSLES D, INSX AR M=)V fiA4 Rl ZSRLTL
&L,

B VXLAN hSURR—b NSA—GPEREICTYETENTNB I EEMRL T ZE N, INSX 12X+
=V ARl EBBLTSLEE,

B N—RUIT T—hU A DR —DFAZERB L T EE,
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m VXLAN R— b DfED 4789 [CRESN TSI LEHRL TS, VXLAN R— FDZEEESZBLTL
AN

FIE

1 LJ7UT—2 32 VSRAIDEE
LT7UT—232 V5RGEN=—ROT7T =TI TADSEESINENS T 4 v VEEXT /N /8=
AYP—Dty FTT, bFT74sv21E TO-RF+ A, FELRIZF v R MNEAERLFF+ RN NS
AV IDEEDRHYET,

2 N—RUz7 o—bkT x40 NSX Controller ~DiE#z
N—RI 17 7=k x4% NSX Controller (LT 2(C1E. by THT5v o (ToR) MIEBRA vF LI
OVSDB EBTF—JIVEXRTETHDHENHUET.,

3 N—=RUx7 T5—bTADBEEDEM
BREMEESEDICIE. N—RI 27 = r I ADHAREEN—RD 7 TNARXENTHLEDNHY F
£

4 SHREBXAYTFOYEBIL vFAD/INA R
R > VM1 [ZEHR SN/ WebService SHEEXA v FIE ALY TRy b EICHBZN—RDIT7 ¥—FD
IMLBETHIVENHYET,

L7V —23> USRIDERE

L7V —=232 USRGE N=RUzT7 T—bITADOREENIE ST 4 v VEELET 5N\ /=N
—DEYbFTY., FST71v 03 TO—RFv A b FRARZIZF v APELBIATF YA bS5 T7 1 v D5
BnHYET,

EF: O LTUGT—3r J—REN—RUIT U AAYFESUNAN=—NATF—ZEFL IP7RL X
DY TRy MITBIEEFTEEHA, ZOFHRIE FEAEDN—RILT7 ¥—bD A TERSINDFY T
v FOFBRIZCKBDHDTY, KEDN—RDU 7 o— U 1A% Broadcom Trident Il Fv 7t v h&EFERAL TN
FIMN. ZOFYvTYRTIE N—ROxT7 5= DA ENAN=NATF—DREICLAT—3DEBRY 7
—ODPBEICIEVET,

AR

L7U—2 3y /—RELTHEET ANAN—NAHF—DFBEETH D EEHEAL T EE N,

FE

1 vSphere Web Client [CE &4 > LET,

2 [Networking and Security (Networking & Security)] - [4t— E X E % (Service Definitions)|DIIEIZ 2R L &
ER

3 [N—=RK9Dx7 F/N( R (Hardware Devices)] # 7& -1 v o LET,

4 [LTUT—2ar o3R8 a>TlRE ERAiY)]) 22V v o LT ZOLTUT—2ay VS5RYTL
TV —23y /= RELTHEETDNA NN HF—EBRLET,

VMware, Inc. 63



NSX EEAHA K

5 NANR=—NAH—-ZFBIRLTEVNKNEZY) v I LET,

Edit Replication Cluster Configuration ’

Select replication nodes to participate in replication cluster.
Q, Filter Q Filter -
Available Objects Selected Objects
v @ 172.16.205.62
v @ 172.16.205.61
172.16.205.63
172.16.205.64 [&
172.16.205.65
172.16.205.66
172.16.205.67
172.16.205.68
172.16.205.69

47 42 AN TN

oy o e e e |
‘W

12 items 2 items

BIRENLENAN=NAF =P [BIRL AT I M FIICBEILET.
6 [OK]|Z2UvsoLEY,

we
LIUr—2ay J—RBELTUS—ay 45RFICEMENELE. LTUA—2ay 4524104 1484
FDRR FSBETS,

N—EROx7 55— ko140 NSX Controller NDiEH:

N—RKD 17 7=t x A% NSX Controller (CIE#:d (213, by T7H TS v o (ToR) MEBRA v F EIC
OVSDB EB T —T7IVEXETHILENHYET,

NSX Controller (3. TOR MBI A v FHoDEREFELES., TDLD. N—RDUx7 F—hUz A3 #EHE
iR d 572H1C OVSDB ERBT — TV EERT L ENHYET.

ARSI

ToR A Y RE V ADEBRENDFIC, IV MA—S2T 7AATHLENHYET., A bA—-S&ELCTTACL

BWMER. AV -5 L TORELCKBLELE] EWDI IS5 — Ay E—CBRFENET,

Flig

1 WRCELZIYYRZEFEALT N—Foz7 ¥—hDU x4 % NSX Controller [CE#LE T,
N=RDz7 o= bD x4 % NSX Controller ([CHEHET B7H6DY > T)V ARV RIBZRDEBY T,

prmh—-nsx—tor-7050sx-3#enable

prmh—-nsx—tor-7050sx-3#configure terminal
prmh—-nsx—tor-7050sx-3(config)#cvx
prmh-nsx—tor-7050sx-3(config-cvx)#service hsc
prmh—-nsx—tor-7050sx-3(config-cvx-hsc)#manager 172.16.2.95 6640
prmh—-nsx—tor-7050sx-3(config-cvx-hsc)#no shutdown
prmh-nsx—tor-7050sx-3(config-cvx-hsc)#end
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2 N—K917 #—bY14 ETOVSDBEET—7ILERELET,
3 OVSDB OR— hES% 6640 (CHELET,

4 (F7>3ry) N—Ruz745—boza4H, OVSDB F+RJLEHET NSX Controller [C## L TSI &
EHERLET,

n EGREN[UP] THEZLEHRLET.
= VM1 & VLAN 160 I ping ZXEL T, #RSBRNLIcZ L 2R LET,
5 (72 arv) N—RDz7 75—tz A#EYE NSX Controller [CH#L TS E&HRLET,
a vSphere Web Client iIcO4 1 L&,
b [Networking and Security (Networking & Security >)] - [/ > X b —JLZFIE (Installation)] - [NSX
Controller / — K (NSX Controller nodes)|DIEIZZEIRL £ 7.
N—RDx7 F—bU A DAAEDENM
BREBESESICE. N—RIT T bV A DIAZTEN—RI 2T TNARITEMT ZHLEDNHYET,
AR SR
BAREON—RU 7 F— U ADFRAENFIATES L EHRLET,
FlE
1 vSphere Web Client IcOZ 14 > LET.

2 [xybT—=2&EF2UT 1 (Networking & Security)] - [t —E X E % (Service Definitions)|DIEIZ#ER L
£,

3 [/N—=RDx7 7/NA4 X (Hardware Devices)| # 7& 2 ) v o LET,
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4 B (W) FAa2E0Uv LT N—RO17 HF—ho1A TO7 7 A INOEBEERLET.

Add Hardware Device @ @
Mame: # | hardware_registration
Description:
Certificate: % ——BEGIN CERTIFICATE REQUEST— -

MICujCCAaICAQAWITELMARGATUIEBRIMCY VI
EzARBgMVBAQTCKNhbGIMb3JuaWEx
EjAQBgNVBACTCVBhbGEgQWx0bZESMBAGATU
ECxMJVGVjaCBQdWIZMROWEgYDVQQK
EwtWTXdhcmUgSW5jLJETMBEGATUEAMKdmM1
IVAILMNYETCCASIWD QY IKoZlhveh
AQEBBQADgQEPADCCAQOCOIEBAIZaGpixELIF
TEDMKpeU4TGIOK20YIP30WOgH3ey
WILYKSEWWMRNTTpnAT/OR28HKYICKZHggQz |»

[¥] Enable BFD
F7oar B
&1 &P N=ROIT7 F—hI A DEAEHEELET.
TR77ANOFMERALS S 3 V([CBINTEET,
RERAE HEARRTHAL TV SIMAEZIE -7 Y RR—-XLET,
BFD &%t BAEBZ 7 —T 4 > Ji&d (BFD) 70 b aMET 7 4L b THEMMEShTOET,

BFD A halMd, N—FY 7 ¥—bU A OREBFHRERPT 2OCEAENET,

5 [OK]Z2UvoLET.
N=RUzT7 TF—bOzAERTTAT7 7 ANDBERENE L.

6 EEZEHLTC N—RU7 T—bUzADHARETHY., BEFLTNWDLILEZHERELET.
BRURREE [UP] £V ET,

7 A7 3) N=RozxzT7 5=tz A07AT7rANEI) oL AUy LTRAOY SO A2

—»5 [BFD k%) AF—4% XD &R (View the BFD Tunnel Status)] ##RL £7.

b 1 e}
a y-8 - y BFD Tunnel Status (Z)(x)
Disgnastic Error Message Forwarding Information Local VTEP

504011

Tunnel State Details

Remaote Diagnostic

Remote State up
Remaote VTEP IP 172.16.205.84
Tunnel State up

FATRYT Ry IRITIE bIZTNoa—T 4 TRICE RV RT—F ADFMDPERREINET,
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REXM Y TFOWMBRA v FAD/INA > R
kA< > VM1 [CiEH: S /= WebService SEBRXA v F(E. ALY 7Ry bEICHBN—RDT7 F—bUzA
LBETHIHLENHYET,

F: O N—RUITDOR-BMIEHORBEBRA vF /N2 RTDHIHE. TNENDOHREBRAAS v F (T L TROFIE
ERITTDLEDHUYET.

EIE-=S03

m  WebService SHERX A v FMERFIRETH D EEHRLET, HRERAAS v TFDEMESRBL TS,

n YEIAVTFNERRIETHLLZHERELET.

FlE
1 vSphere Web Client [CH 44 > LET,

2 [®rybhT7—0&tF+2UT7T 1 (Networking & Security)] - [fR3E X1 v F (Logical Switches)]DIEIZER L £
ER

3  WebService SHEBRAMvFEAI v I L., ROAYTFI Y AZa—D5 [N=RUxT7 N1V ROEE
(Manage Harware Bindings)] ##RL £

4 N—RY17 F—RrYIAOTAT7ANERRLET.

5 sem (¥ FAavELUYLL, ROYTIIY AZ21—HOYBRS v FERIRLET,
) : AristaGW

6 [=R (Select)] 22U v o L. [ERTELA TS 1 N O—ENHSYEA— & 1 DRBRLET,
{5 : Ethernet 18

7 [OKl&5UysLET.

8 VLAN Z#iEELET.

w AristaGWW (1 Bindings)

&+

Switch Port VLAN

prmh-nsx-tor-7150s-1 Ethernet18 160

- 160
9 [OK]Z2YUvoL%ET,

wmR
NAVRDPETLELE,
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NSX Controller [C& Y. WEBERS LUREBERDBFRVBN—RU 7 F—bozaA LEABENET,
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RIS v FEVLAN ORICL2 7V vy PaERT D EMNTEET., CNICKY IPT RLVRICHEEEZTIC
RIET—oO0—REYBTNA RICBITTHIEDTEET,

LAY =270y EERTHE MBY—NELERY -0 ICEGTHRET VEFHICLT REx Y b
D—OEYBERY T —ORBOEREZITO CENTEERT, ROEIBISEICERALET.

. PELSRA RELSREANDBIT, L2 7V v P&HATSE IPT7RLVRADBREZTHTICNSX DR
HNDT -0 T7O—-LDEREMIFTITDHENTELRT,

B RECHELTWEWT 7547 ADHE NSX DEAILLY. ZDIZA4T 0 MED L2 #HiGaMHiIT 5
VEPHYET, IhiF. —BOYET - X=X H—NTE—BHEFETT,

n H—EREA, L2TUYPEHRATEE —F— O—RNSIUHY T7AT 04— IIEEDHMET 754
7Y AICNSX 2 ZBHICHETEET.

HERY MU TEH HREBERMYF 7O—RF+ A RASEVLAN JO0—RFv XS RASET U v 2T
LT YEBILIT— bz A ZFALTREOYERY bT -0 tFa VT4 UY—RICTIVEATEXT,
L2 7U v 2g. NSX Edge HEGHREIN—F —(RET S U BBRESNARRASTHELES, L2 TV vY 4 VRS
VARE B—D VLAN XV EXITEINETH BROT Vv A VARGV REHFEIEDIIENTEET. 98
MREN—F = TUYPICERLETNARADT — D14 ELTERAT R EETEERA. VLANR—K &
W—=T7ETUy o Eni= VXLAN #EB XA v F(E. RL vSphere Distributed Switch (VDS) LICEEESh. RLC
MENIC ZHELTWIHERHUET,

VXLAN (UNI) 2w kT —2 & VLAN (L& U Ny 27 v TENf=R— k Zb—F (3. BUHEIRBXA v F (VDS)
FILBET ABENSHY ET,
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NSX Edge
DHEREIL—F —
RE< >

L2 7V vy P FERLT, REBRM yFRLOEE. VLAN Xy b —JRTOHER. £@FT—4t5—0DHE
BRETDREOTRZSN, e AZN—YIUIBHREBIL—F—&FRALTT Uy PERELLY., 2ZN=Y)
REXA Y FICTYyPEBMT S LETEE A,

ZDEICE. ROMEYIDEENTVET,
n 27Uy 20BN

. BREHCIL—T 4 IENEREAD L2 7Y v D OEM

L2 7V v DB
BERA v FHEAREER— b S —TADT Uy SEEMTEET.

GE-=S03
BREADHRERA v F & VLAN TNy F 2 2N EURBAR—~ JIL—7,
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VLAN TNy F 2 JSNEDBIRIER— b JIN—TEREBRA v FETV v 2258, NS5 ERUDEHIRIER
A4 vF (VDS) LICEEBT 2LENHYET.

RERA v TFEFDOPEIREARMN vF & VLAN TRy F 2 I ENABURER— b JIL—ThA > X5 > X e &
NTOWBNAN=NAF— LDORHHREBIN—F —FIEREY &, RECT 7O/ TIVENHYET,
AZN—YUDBHREBEN—F—ZERLTTV Y PERETH LB TEERA, oo TUyPEIZN-YIGH
By FILEMT DI EETEERRA,

TUwP b3T74v (3 VXLAN b5 74 v IICERENS dvSwitch D7 v 77U > o R— MRAT
ESXi RA M ExEZEEINET. VLAND VDS F—Z U JE@F 740N A —N=RU>—F TUvP b7
1V UIERESNE A,
FIE
1 vSphere Web Client [CAZ 14 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)] =2 U v
A% 3

3 PEBmEIN-I—ZEFTINIUYILET,
4 [E® (Manage)| &4 v LT, [7VJy (Bridging)l 22U v o LET,
5 [&m (¥ (Add)71a>&5U v LET.
6 TUYZDERMEANLET,
Ty P DR 40 XFLUTICTBHENHYET, BRIN 40 XFEBZIDE TU Y POREIC
KELET,
7 TUvPEERTHIHREBERA v FEBERLET,
8 MEBRAYFDTIyIETHINEIRER—b JI—TZZIRLET,
9 [OK]Z2YUvoL%ET,

MIBIICI—T 4 v TENEREBEAD L2 7Y v 20BN

1207 0T 4 TRTV Y A VR Y ADHEET HE—0 VLAN [CREZA v F £ T vy ITEET, 1009
MBI —5 —ICEED T v £ Y RY VRERETEETH. AL VXLAN & VLAN FEHOTY v 1 VR
& RIERETEE A,

WRIBAMYTFEFALT. DHGHEILN—T A4 7ELAY—2T VY OOMACTMTEET., LED>T. TUy
CEINRBRAYTFHOD IS T 4 v RO Edge RIEEY S VRBATXET DLEEFHYERA, TU VD
ENLEHRBRAYTFOODIS 74 v 0 2TV w2 4 VR AERTYE VLAN [CXETEET, TUv Y
AVRY R PEEGHREIL -5 —HIERET S U HBRITENTINS ESXi KRR S THEMICRY T,

NSX ThD L2 7 v POFMICDNTIL, https://communities.vmware.com/docs/DOC-27683 (2% % [NSX
Network Virtualization Design Guidel T. NSX 38 —T 4 > 7L A V=2 TV v D DHEICET 50 >
avESBLTIES,
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RRENET, FMlIE HEAAS VT OEMELIVHERAS v FADRET L CDEGESRLTI LS,
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ZDEICE. RDEYINEENTNET,
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m JO-/NVEREDIETE

= NSXEdge %%
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. NEGEREIN—% — ETO OSPF OFKE

m Edge Services Gateway £ T®dD OSPF D&
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n - FBEIOHRE

m  NSX Manager 04—l ID D&ERR

O N—YIILAEHREIL—F—EToRs )L ID ORE

n RAMFEAEFIZRYETOOT—ILID DFRE
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KRR NDRYHREBIN—F — H—FI) B a—)bE. VXLAN Ry T —2JR. BIMMERERY T -2 B Y
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FLODHGHEIN -9 —E2T 7A/4T5BICIE. RDZEICBBLTLEEL,

B NSXN—=23>62LKETIE. NHGEN—F—TI—Ta1 > IENZHBA 5 —7 24X (LIF) £ VLAN
ZT7Uy2ENTNS VXLAN [CHERETEE T,

n NGB AVI—TIARBLOT I v A5 =T A RIE. VLANID 230 ICHRESNTLD
dvPortgroup IC[3#EHETE £ A,

n REONHSREBEN -5 — A VARG VRE BRIED NI VAR—F V=V ([CHFETHHRERA v F (L3R TE
Eth, INICKY, INTOREBERA vFEDHREBIN—F — A VR V ADEGUNEREINET.
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B 2DO0Dxvy ;7—=2oEL vSphere Distributed Switch RICH B15&(2. 2 DDEE D NER—~ JIL—7
(dvPortgroup) EICRILC VLAN ID DR EEREBIL—F — 4 25— T 24 REERLIZNTSEE L,

B 2DDxy cT7—25514®D vSphere Distributed Switch RIZ%H > TH. £ 5D vSphere Distributed
Switch BECHRR hEHBFLTWBBEE. 2 DDREAS dvPortgroup £ICR L VLAN ID O EGREE/L —%
— A —T A REERLIZNWTLSZE W, DEY. 2 DD dvPortgroup 45 2 DD E7: 5 vSphere
Distributed Switch RIC#% 5154, £ 5D vSphere Distributed Switch /7R X FEHBF L TWVEFNIL 2
DDELEDFy bT7—2 EICAL VLAN ID O EE®HEBIV—F— A V5 —T 14 REERTEET.

s VXLAN DBEESNTNDIHE. ¥@EBE/IL—F— 125 —T7 24 XL VXLAN DEE SN TS vSphere
Distributed Switch O3 &R — & ZIL—T([CEHESNTWSIHENH YU E7 . fthdd vSphere Distributed
Switch DR— bk FIV—T(CIF. PEGREIN—F— A5 —T 1A REFEHRLAENTLES ),

LFDOYURSTIE, DEGHREBIL—F—TDA I —T AR IAT (T T 0BLXURER BIOHEEY R— ~IC
DWTEHRALET,

s FHL—FT4,2s 7Oba) BGP & OSPF) (3. 7y TUY o A28 —T 14 RATDHYR—bEINET,

B IF7AT =N IIN=NET TV A -T2 A RTDHBERAUEETH Y. WHR(E Edge RET 754
TORTEESINBDHH ST T4 v I EBERBINT 74 v IICRESNET,

B DHEGEN—F—DEBEA I —T A ADFEMICDONTIE F Ly PR—XRDieE Management Interface
Guide: DLR Control VM - NSX] (http://kb.vmware.com/kb/2122060) #&B L T /=X 1)\,

HE : Cross-vCenter NSX :RiED NSX Edge TERAITRAMZEMNICT HICE. TI/T 4 TERGUNADBEAD
NSX Edge 7 754 7 > AHR L vCenter Server RICEEBENTWARELSHYET. Sl BAHED 2 A0 NSX

Edge oW npERID vCenter Server > AT AICHKTT 5 & BRIAMD 2 BT 754 TV ADBRT ELTH
ELG<TIEY, S T4 v O DFRDRET HREEENHY ET,

BiRSRMH

m  Enterprise Administrator &7=(3 NSX Administrator DO — /L DEIU B TESNTWEIHENH Y E T,

B NSXSHEBRA v FEERTD2FENZWNEETH, O—H) €I AV N ID T—IVEERT 2LENHY ET.
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n PGB - —EERELREETSHIIC. OV NO—5 IS RIPBEBLTCWT, EAAKETHDZ L&
FLTLEEN, DEGREIL—% —(%. NSX Controller #FIFHLAAWERRA MIIV =T« B RER T TE
Tt A, DEGHEI —4 —(F. Edge Services Gateway (ESG) & (EE7%: 4. NSX Controller 737 (3 1 (EHE4E
LEtA.

m  DEGHE/ —% —% VLAN dvPortgroup [CH##i T 556, NGB~ — T TSA TV ABA A =)L S
NTOBITRTDONAN=NAHF— RSP UDP R—k 6999 THEILT IV ZATESLaERLET,
NEGERIEEI —4% —D VLAN X—X ARP 7O+ ##EES €323, COR— b TRIEZTOVENHYET,

. DHEGBEN—F— T TSAT O RORRRERDET,

m FEEDRIAND., HILWAEGEIN—F—DA I —T 24 REHRINTVWEIHEBRM v FERLC STV
AR=—F V=VIZBLTWBHLENRHUET,

m ECMP &y b7 v 7TESG AL TWAEEE. ZOT v 7ANI—AESCOVWITNHERLARR b
CEELAZVWEDICLTLKEEZN, INERRTSHICDRSET 74 =74 L—IVEFERATEET,
IhICKY, DEEGwEIL—F —mERORR MNEEOHEEZBERTEET., 1 DOT7 vy 7A MY —ALESG
EBEMTHERT 556, £330 ESC BEAME— ROBEF. ZOAM RSA V(FBRENEE A,
FHEICDWTIL. [VMware NSX for vSphere Network Virtualization Design Guidel (https:/
communities.vmware.com/docs/DOC-27683) #88BL TS &),

n DGRBS —TTSAT UV REA VAN IS BRA S VS REIBNSX AICERBENTND Z L& MER
LET, INSX AR b—J)L A4 Rl @ INSXAKRR N 45 R5DEfR] 25RLTZE,

. EEEMZ 5EY)7 NSX Manager ZRELE T,

B RF 2 R7OVEEPE—O vCenter Server NSX DIEETIL. NSX Manager (3 1 DUMEFEELAZE
&. NSX Manager #ZiRT L E(LH YU EFHA.

B OZN=YI ATz MEITSA4< ) NSX Manager WS ERBTHHENHUET.

s NSX Manager [CxLTR—AIIIEF TP o biE. NSX Manager WS EBT HHENH Y ET,

m HRY VO BE— RPBEMITAE o TV Cross-vCenter NSX IRIBCTHREDEEZITOICIE. EET S
NSX Manager (ZJ > 2 Eh/z vCenter Server DoBEEEZTOMENH Y ET,

m  Hi5RY > 2 E— RO Cross-vCenter NSX IRIE T3, U > o EN/EED vCenter Server N5, EFED
NSX Manager DR EEZZEE T £7d. NSX Manager ROy 74Uy AZa—h5, @H7E NSX
Manager Z#RL £,

 EBINY ANEEREN—F —DEEERELET,

n REXM v TFOBGICENHGENL—F—DBBETT,

B OASN—YIDEGHERA v FICE. AZN—HILDEHEIL - —DPBEICRVET.

B OSN—YILEHREIL— —EBINT 5184, Local Egress (A—A/VEHAR) 2T 2LENH S
EDhEHIHLET., Local Egress #BMICT B &, Ib— bERRX MIBIRMISEETEET. NSX T704
WEBDY A NMIEDN25EF. COBEPVECRDZENHY ET. FHMAICD W TIE Cross-vCenter
NSX hROVESBL TS LIV, IZN—FIILHEGHE/IL—% —DEKZIC Local Egress #/ICIEFTE
Ec VR
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FIE

1 vSphere Web Client T. [x—A (Home)] > [Networking and Security (Networking & Security)] > [NSX
Edges)] DIEICHEELE T,

2 ZTEAEMZSETE NSX Manager #52RL£3. AZN—HILDEGRBIL—F — 25T 2848(F. 754
<) NSX Manager Z#RT2HEDNHY ET,

3 (& (Add)] () FaarELsUYLLET,
4 BT ENHBEIL——DIA TERRUETS,

m EERL72 NSX Manager I3 L TR —AL 7GR EEREIL—% —Z2BMT 523 [DEEwEIL—F —
(Logical (Distributed) Router)] Z#{RL £ 7.

m  Cross-vCenter NSX IRIZEE A THRA TE A NEHE/N—F —ZEBMT 2 (2(E. [N IL D EGREL —
% — (Universal Logical (Distributed) Router)] Z2iRL Ed, COF T 3> E2FERTEHDIE. 754
< ') NSX Manager |U ZT5NTEY., DTS4 <) NSX Manager N SEBE#{TOIEADH T
ER
a [A=Z/N—YILaEGRE)L—4 — (Universal Logical (Distributed) Router)] ##R 3 515415, Local
Egress ZGICT 2 0BIRT DBENHY ET,
5 FTNARDERIEANLET,

ZMD%&waild vCenter Server 4 AN N [CRRENET, 1 DDTF Y bDITRTONEGHRE/IL—F —DF
T—EDZRIZEMIFTTIZEN,

BEICHLT RAMREANTEHIEDBTEEY., ZORAFNL CLIICRFENET, RAMRERELENEG
&ld. BEMICERENS Edge ID 78 CLI ICRRENET,

PEICELT, BHCTF Y MEAATEET.
6 Edge 7 75A47>R&F704 LT,

[Edge 7 754 7 > ADF 704 (Deploy Edge Appliance)] (377 # /L F TEIRENTWE Y, Edge 77
AT VR (DEGREBIV—F —DRIET 7547 > REHRIEND) (F. B —T 4 > I BLUDEEGREIL —
G—TTZATVADT 7 AT IA—I)VTHEILEY., DEEGHE/I—4 —D ping. SSH 77X, 5LUVEH
W=Ta>0 bST74 v ICBRENET,

RITA4 v = bDHRPBHLET, BEdge 7 /547 R&T 704 LIzWEE, Edge 7 7547 VR 72
AVEBRBBRTEET., DEEGEIL—5 —DEREIL. Edge 7 754 7V REDHHREBI—F —TEBMTE
FtA,

7 (AT7r3r) SURABERMICLET.

[STAMEDOBEZE (Enable High Availability)] (377 # /L b TEIRENTOE R A. [SATREOEME
(Enable High Availability)] ¥ = v & Ry s X&2IRL. BRIAMEZENCL TEBRLET. BN —T1 25
72548 SRSV EICRVET.

8 NHEREIN—F—DNRT—KREZAAL. BAALET,
NRAT—R(312 ~ 255 XF T, ROXFELEHFVPEENTVWLILENHYET,
s 1 XFUEORF
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1 XXFLUEDNE
s 1 DL EDOHF
1 XFLULEORHYF
9 (A7 3r) SSHZEEMIILET.

T 74 NTlE SSH (FEXM(C/m>TWVET, SSH #FMICLEWMEETH, IREB7 7SS4 7R arV—Jb
ERWTHEGREBEIN -4 —ICT7 98 RTEXT, TZTSSH #EFXITTHE.SSH 7O A THEGREIL—%
—RIBT7 TSAT7 VANPRITINET., DHHEBE/IN—2—D7OI) 7T RVAAND SSH 7/ A& A §
BT DEREBIN—F—DI7 7 AT O A= REEFHTHAET I LENHYET., 7O T RLIADE
Eld. DEHREBIL—F —(CEIL—T 4 JERETDEICITVET.

10 (7> a3y) FIPSE—REZFHMICLT O LRIVEZRELET,
T 74 ) 5 TlE FIPS £E— RFEMTY . [FIPS E— RDFEME (Enable FIPS mode)] Fxv o Ry o X%
BEIRL T, FIPSE—RZBMLET. FIPS E—RZEMICTSE. NSX Edge DEZET I+ 278
E139 T, FIPS THAISNZESMATITUXLEAFTONINEFERLET,

T7HINETIE BT LAY [BE] ICHRESNET,
RISZDHITY,

Settings

CLI credentials will be set on the NSX Edge appliance(s). These credentials
can be usedto login to the read only command line interface of the appliance.

User Mame: # | admin
Password: | Erarrrrarnananen
Confirm password: s [ resesrereseans

[l Enable SSH access
[] Enable FIPS mode

Edge Contral Level Logging | EMERGENCY |~ ]

1M RIRERELET,

¢ [Edge 7747 ADF 704 (Deploy Edge Appliance)] &R L7xh o 7=i5&. [BIN () (Add)]
TAANET AT REINET, (RN (Next)| 20U v o LT, BEEHKITLET,

¢ [Edge 7 754 7 ADFT 704 (Deploy Edge Appliance)] & 2R L /=155 (3. NEGRIE/IL — & —(RAET
TI3AT7 2V ADHREEANTLET,

RIZZDHITY,
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Add N5X Edge Appliance

Specify placement parameters for the WN3X Edge appliance.

Cluster/Resource Poal: :~| Management & Edge _. | - |
Datastore: m| ds-1 |- |
Host: | esxmgt-01a.corp local | - |
Folder: | Discovered virtual mac... | = |

12 /29 -T2 A RERELET, DEGHE/IN—F—TIE IPv47 RLADHDBYR—bENET,
a SFRAMA VY —T A RADERE AT a>TIPTRLVREZZRELET.

[Edge 7 754 7> RDF 704 (Deploy Edge Appliance)] #:&iR L7/=15& (3. SRTAMA >4 —T 4
REDHR— b JIN—TELFRBRS v FICERTIVEDBHVES, COA 25 —T 214 RESHAH
MAE—T A RELTDOHERLTWSIHEEEF. REBRAM Vv FEFERLET, B0 T TRy MMIL U
- O—A)VEE 169.254.0.0/16 mo5EUHTHN, 2 DD NSXEdge 7 7547 RENZTND IP 7
RLRZEZRAETHOHIERINET,

AT7a>T, DA —7 x4 R% NSXEdge ND#EHICERT HHEE. SAIAKA 5T A
ARICRIDIP 7 RLRETU T4 vV RERETEET,

A NSX6.2 LURIDUU—XTIE. SARMA I —T7 14 AEIEBA VI —T 24 RAEFEINTVE
Lz, BRAMA VI —T7 1A REEBRGES IP Y TRy b5 SSH #2FR L CadAEA 9 —T7 x4

RICEHRTHEIETEE R, GTREA I —T A RDHRERA L T BRI T4 v Ib— NI

BECEERA, NI RPFTRENS 74 v oD ROy TENBZLEEH®RLET. B EIZ RPF %
EHCTEETH., SATAMICIIFEHRTT, SSH 7/ X(21F. pEGHELI——0T7Ora)L 7 RL
ABHFERATEET, CNIFBR TN —T 1 VI ERETHEEICHREINET.

NSX 6.2 LI T3, DEGREN—F —DErRAMA > 9 —7 4 R(F Jb— FBESOMNRD S BERIICER
HEnxd,

b ZONSXEdge DA >4 —T7 x4 REXRELET,

[ZD NSX Edge D1 >4 —7 x4 R%&&EL £ (Configure interfaces of this NSX Edge)]|T. kR~
U OKFEAREDFENET) BIEETREICT 2 RA v FADEFERICE, AZA 5 —7 24 XDMEH
ENET. REA VI —T x4 X, DEGHREBIN—F—DIRET 7547 > ZADLEME VNIC & U THERE M
£, 7v TV A4 —7 14 RIE. North - South DBEEFTSI /DDA F—T 1A AT, 7
BEREBIN—5— Ty TV 44 —7 14 RIE Edge Services Gateway £/ — K/X—F 1 DIl
— 5 — RIS U (CEHRTIBEDDYVET, B —T 1 JEFNCT BT La<EH 1 D07 v
TV AVE—TARPBETY, 7TV A5 —T7124RE DEHREBIL—F—DRET 7
47 ADVYNIC &L THERENET,

ZZTANTBA T4 ADKREFRTERETEET. DHHREN—F—&T 704 LEET. 4~
=714 RZEM. HIff. BXVEETEET,
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ROBEZ, EBNEAR— b IN—TITHEGRENCERIRAMA -T2/ RERLTVET, ZOBITE 2D
DAEA 25 —T 4R (app & web) BLUV1DDT7vTUY s 425 —T 124X (to-ESG) bRENTLY
i_g—o

Hirad HSX ECge AN
+ 1 Name and description Configure interfaces
W 7 Setings
HA Interface Configuration
" 3 Configure deployment
Connected Tor  Mgm1_VDS - Mgmt Change Remove
Configure interiaces
5 Defaull gatsway seltings +
B Thaacy to comolets P Adcreas Subnet Prefix Lengih
192.168.110.60* 24

M interface s a mandatory s pecial-purpose intertace that requires natwork
connectivity and is configured separately from other interfaces in the Logical
Router.

Configure interfaces of this N5X Edge

& /S x
4 Bubnet Prefin
Warme P Asdres Lingth Conrected Ta
app 172 16.20.1* 24 app
web 17216109 24 web
l-ESG 192.168.10.2* 29 tranisit
Back Hiaxl ¥ Cancel
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13 740 bT—bUzAZ2RELET.
RIZZDHEITY,

How NSX Edge [N
W 1 Name and description Defaull gateway settings
W 2 Settings
[w] Configure Default Gateway

" 3 Configure deployment
w4 Configure imferlaces WMIC: = i0-ESG r

5 Detaut gateway setings S ERSTE FTPRTTE

¥ Fabay po.compii NITL 1500

Back Haxt Cancel

14 HERA v FIEHRENTOBREIS VDT 74N T— b oA (CHEHREBIN—S— A5 =T 24 XD
IP7 RUZRDENICRESNTNSZ &R LET,
R

ROBIO SARODTIE, app RETS VDT 74V F— D45 172.16.20.1. web RAETL >DF 74V b+
T—bhD A 17216101 LRV ET, RETIOBEDT 74N =D 42 ping ZFETE. REY
S VEALTH ping EXETEDILEHRRLET,
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DEGRE
—5—
172.16.20.1 @ 172.16.10.1
App
IR
AAYTF
T172.16.20.10 T172161010
App Web
i< RE< >
VM VM

SSH &30V —)L&#ERALTNSX Manager [C## L. XOOAX Y RERTLET.
B I RTODHGBREBN—F— AR REFHREYALET,
nsxmgr-1-01a> show logical-router list all

Edge-id Vdr Name vdr 1id #Lifs
edge-1 default+edge-1 0x00001388 3

m OYMA—F ISRIDONEMREBIN—F—DIV—T 1 U EREZELLRAME VX RMLET,

nsxmgr-1-01la> show logical-router list dlr edge-1 host

ID HostName

host-25 192.168.210.52
host-26 192.168.210.53
host-24 192.168.110.53

HBAICE, HELEDEEGRE/IL—4— (ZOFITIHE edge-1) ICEBRENTVWSHBRAA v FHETSHHZ R
R=b V=2DAUN—ELTREENTNDIRTDRAN T RIDRASBIRTRRENET .

B DEREBIN—F—DOSRANIBHINBIIN—T 47 T—TINEREIVANLET, V=TT T—T)
IRJEITRTDRRAMT—HLTWEREDPHY ET,
nsx-mgr-1-01la> show logical-router host host-25 dlr edge-1 route
VDR default+edge-1 Route Table
Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]

Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface

0.0.0.0 0.0.0.0 192.168.10.1 UG 1 AUTO 4101 138800000002
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172.16.10.0 255.255.255.0 0.0.0.0 uc1 1 MANUAL 10195 13880000000b
172.16.20.0 255.255.255.0 0.0.0.0 uc1 1 MANUAL 10196 13880000000a
192.168.10.0 255.255.255.248 0.0.0.0 uc1 1 MANUAL 10196 138800000002
192.168.100.0  255.255.255.0 192.168.10.1 UG 1 AUTO 3802 138800000002

B WINDDORABMIEDNT, V—F—([CETDEMEREVANLES., COHBEAE RIAMEBELTNS
A bA—-ZZIEET HDITEFITY,

nsx-mgr-1-01la> show logical-router host host-25 dlr edge-1 verbose

VDR Instance Information :

Vdr Name: default+edge-1
Vdr Id: 0x00001388
Number of Lifs: 3

Number of Routes: 5

State: Enabled
Controller IP: 192.168.110.203
Control Plane IP: 192.168.210.52
Control Plane Active: Yes

Num unique nexthops: 1

Generation Number: 0

Edge Active: No

show logical-router host host-25 dlr edge-1 verbose O~ > krOHAT[a>+A—ZIP 7 L
Rl 74—V REHERLET,

SSH 2R LTa> rAO-Z([CEKL. RO RERTLT 2> bA-3»8EF L VNI VTEP. MAC,
BLUPARP 7= TNV DREFRERRTLUET,

[ ] 192.168.110.202 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0

VNI 5000 AT, #EHESEOTHS Z Enrsn, VNIS000 oFrgELLTa bA—-5
192.168.110.201 MU R bENFET, €02 +O—-3(COF4 > LT, VNI 5000 OFMERENELET.

192.168.110.201 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 3

192.168.110.201 DENF. HEHEHMB 3 DTHHLERLTNET . #thd VNI £ZHRL £,

192.168.110.201 # show control-cluster logical-switches vni 5001
VNI Controller BUM-Replication ARP-Proxy Connections
5001 192.168.110.201 Enabled Enabled 3

192.168.110.201 # show control-cluster logical-switches vni 5002
VNI Controller BUM-Replication ARP-Proxy Connections
5002 192.168.110.201 Enabled Enabled 3
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192.168.110.201 8 3 DD VNI ##E£MBL TW 57, HO—ADa > bA—7 192.168.110.203 D
HIEATHDEFEENET,

192.168.110.203 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0

m MAC 7—7)L& ARP T—JIVEWR T H1IC. —ADRET S D5 H 5 —HDIRET L »(C ping Z%FL
£,

app IRfEE< > 5 Web (R~ > ¢

vmware@app-vm$ ping 172.16.10.10

PING 172.16.10.10 (172.16.10.10) 56(84) bytes of data.

64 bytes from 172.16.10.10: icmp_req=1 ttl=64 time=2.605 ms
64 bytes from 172.16.10.10: icmp_req=2 ttl=64 time=1.490 ms
64 bytes from 172.16.10.10: icmp_req=3 ttl=64 time=2.422 ms

MAC T—7 V&R LT,

192.168.110.201 # show control-cluster logical-switches mac-table 5000
VNI MAC VTEP-IP Connection-ID
5000 00:50:56:06:23:0e 192.168.250.52 7

192.168.110.201 # show control-cluster logical-switches mac-table 5001
VNI MAC VTEP-IP Connection-ID
5001 00:50:56:06:8d:72 192.168.250.51 23

ARP F—7 )V &HR LT,

192.168.110.201 # show control-cluster logical-switches arp-table 5000
VNI IpP MAC Connection-ID
5000 172.16.20.10 00:50:56:06:23:a0e 7

192.168.110.201 # show control-cluster logical-switches arp-table 5001
VNI IpP MAC Connection-ID
5001 172.16.10.10 00:50:56:06:8d:72 23

DHEREIN—F —EREEDBLET. EOBGEIN - — ARSI R(EF. WIFnpoar bA—-5 /—RICL>
TiRtEnNET,

show control-cluster logical-routers <> R® instance ¥ 7aAv RERTIFHE. Zoar b0
—ZEBEINTOWEDHGBEIL—F—DU X MPRRSNET,

interface-summary 4 73< > RT(d. 3> FEA—>75 NSX Manager »5% & L7 LIF BRRESNET., =
DERIE. R VAR—F V=V TEBINTNSEBRAN FTRIRADERRMIEEFEINET.
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routes 73X RTClE. HEGREIN—F—DIRET TS54A47 R (HMRET SV EHFEENET) HME5IDO
YRO=FCREEEINZIIN—T 4T T—TIDBRREINET, TDFERILLIF ZEL > TR 5728, ESXi
RANDBELEIIEBY., ZDI—T 400 T—7)VICIFE. BEEEHEINTOWSY 72y MIEENEHA. ESX
RAMEDI—MERICIE, BEFEGRSINZYT TRy MOPEENET. INE. ESXi RX DT -4 /NXZANIN%E
T —T 40 T—TINELTERT H2HTT.

B ZOIAVFA—JCERLTVSIRTONHHEIN - —E—BRRLET,
controller # show control-cluster logical-routers instance all

LR-Id LR-Name Universal Service-Controller Egress-Locale
0x1388 default+edge-1 false 192.168.110.201 local

LR-Id 258, ROAT Y R TERLET,

[ ] controller # show control-cluster logical-routers interface-summary 0x1388
Interface Type Id IP[]
13880000000b vxlan 0x1389 172.16.10.1/24
138800000004 vxlan 0x1388 172.16.20.1/24
138800000002 vxlan 0x138a 192.168.10.2/29
[ ] controller # show control-cluster logical-routers routes 0x1388
Destination Next-Hop[] Preference Locale-Id Source
192.168.100.0/24  192.168.10.1 110 00000000-0000-0000-0000-000000000000 CONTROL_VM
0.0.0.0/0 192.168.10.1 0 00000000-0000-0000-0000-000000000000 CONTROL_VM

[root@comp02a:~] esxcfg-route -1
VMkernel Routes:

Network Netmask Gateway Interface
10.20.20.0 255.255.255.0 Local Subnet vimk1
192.168.210.0 255.255.255.0 Local Subnet vmk0
default 0.0.0.0 192.168.210.1 vmk0

B OXFA-3D5HFED VNINDOERERRTLET.

192.168.110.203 # show control-cluster logical-switches connection-table 5000
Host-IP Port ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

192.168.110.202 # show control-cluster logical-switches connection-table 5001
Host-IP Port ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

INSDKRAMIP 7 RLRIFVvMKO 4 >4 —T7 24 XTY, VIEP TEHY EFHA., ESXi kX h&Ear b0
—SOBOEEIE. EERY V- LTHERENEY. CIICRIR-FESE KRB FA-F LD
BEREWITHEEICESXIiRAMIP Ry (&> TEUHTONDEE TCP R— b TY,
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B RAMLETEH ZOR-—PESE—HTDHIMO-F Ry bV —IHERPRRENET,

[root@192.168.110.53:~] #esxcli network ip connection list | grep 26167
tcp 0 0 192.168.110.53:26167 192.168.110.101:1234 ESTABLISHED
96416 newreno netcpa-worker

m RAMEDT T 477 VNI ERRLET., RAMBTOENDENEHERL T LZE, $XTD VNI 39
NTDRARTT OT 4 7IC/350IFTREIHY ERA. REIAS Vv FICHERENTOSRAT S VBRI MISH
BBE. TORIXLD VNI BT 071 7IZIRVET,

[root@192.168.210.52:~] # esxcli network vswitch dvs vmware vxlan network list —-vds—-name
Compute_VDS

VXLAN ID Multicast IP Control Plane Controller Connection
Port Count MAC Entry Count ARP Entry Count VTEP Count

5000 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203

(up) 1 0 0 0
5001 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0 0

& : vSphere 6.0 LIET VXLAN ZHIZEMEBMICT SI121L. /etc/init.d/hostd restart A< k%
RITLET.

NATUy RELFIZF v XS E—ROREBRAS v FDHEAE. esxcli network vswitch dvs vmware
vxlan network 1list —-—-vds—name <vds—name> <> ROHEAFXRDELD TRV ET,
m  [Control Plance (HfHl7L— )] BEMICIE > TWS I ENRENET,

B JINFFYRAS TOFOBLCARP 7OFonU R NENnET, AARP 7OF (4. IP 7 RL RHED
AT O>TOWTH I RAREINET,
B BHEaMA-FIP7RLVLRADYRRNE, HEHRABETHDZEMRENET,

B DEGREIN—4—D ESXi KRR MIEHRINTWSIEE(L [Port Count (R—k Ao > M) H 1 BEICA
UET, INF MBI v FICESRESNAZRAMURBT S U BBWVEEHRETT., 2D 1 DDR—H
(£ vdrPort T, ESXi KRR FOREEGREBIL—F —DHh—XI)L BY 2 —I)LICEHRIN T 5455%7 dvPort T
ER
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B T RETIUDNSIOY TRy M EDRET S V(T ping Z%EL. MAC =7 )L EXRRLET. [Inner
MAC (Rl MAC)] (3MkB~< > T U THY. [Outer MAC (4 EID MAC)] & [Outer IP (4MEID 1P)]
(ZVTEP 2 EL CTWB Z LITEEL TS EE0N,

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds-name=Compute_VDS —-vxlan-
id=5000
Inner MAC Outer MAC Outer IP Flags

00:50:56:a06:23:ae 00:50:56:6a:65:c2 192.168.250.52 00000111

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds—-name=Compute_VDS —-vxlan-
id=5001
Inner MAC Outer MAC Outer IP Flags

02:50:56:56:44:52 00:50:56:60:65:c2 192.168.250.52 00000101
00:50:56:f0:d7:e4 00:50:56:60:65:c2 192.168.250.52 00000111

RORTY T

NSX Edge 7 754 7 A& A A =)L % &, vSphere HA 730 5 X4 FTEMIZ/E > TWDIHEIE. NSX 3
RASETORBY L > OBHIEEN > v v MO VEFHNILET, TR TISA TV RREYSVEISRY
ADBIDHRRA MIBITTHE FILWKRRNTE (RETS OB/ > v v MO U DBEMITESENSEDDH
UFEd., TD7=. vSphere HA MEMICIE > TS5 XFICNSXEdge 7 7547 REA VA M—=ILT 515
ElF. VFZRIADTRTORRASEF v I LT RERVOBEEEN/ > v+ v MUV DBBEMICIE> TN DM
RIBHEEBEOLET, FMICDNTIE, [vSphere RIBEY I VEHE] O [RET I VOEBSLV vy by
D UBREDRE] ESRULTEZ,

NHEGHREBI - —EREALLE. PBGEN—I—IDESTIVIVYILT AVF—TzAR I—Ta>U,
7747 0F+—I)b. TUvP DHCP UL —/xlzZELET.

Edge Services Gateway MiEN

T—Fry—ICIE #E D NSX Edge Services Gateway {R¥E7 754 7 R&EETE£9. & NSX Edge
RIET TSAT7 VR Ty TV O ERBORY T =0 A 05 =T 1A REEFHTI0BIEETEET, WEB
A2 —T A RIRESNLKR— b JI—TIHERESN, EOR—b JI—TAOREFEENRET SV IRT
DT—bD A ELTHEELET. ARA > I—T A RICEVETONY TRy bME NTU v oITIb—T 4 >
JENBIP T RLVRERBICH, xRy bT—20 7T RVRERE/(FIIN—T 4> 7EN%S RFC 1918 ERAEMICH /X
VES, 774704 )b—)L&hdD NSXEdge ¥ —EXRIE 41V —T A ABD ST 4 vV [CHERAEINE
ER

ESGD7vTUY O A5 =T R HAEKBERY NI =00, FO0RRA LAY — 2y FD—0%RHftT 5
Y—ERIWHT BT O REEZE DT T R—~ JI—TTHEHELET,

RDUAKNI, ESGTDA Y —TzARIA4T (AMELOVOT v TV 0) TEDOMEDYR—MERLET,
m DHCP:7v7UYO A5 —T A RATRYR-—rENEHA,
m DNST7A4T0—4:7vTU O A5 =T 14 RATREYR—rEINEHA,
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s BAMME:TYTULY AF—T A RATRYR— FESNTOER A, PB<ED 1 DOMBA 5 —T 1
A ADVETT.

m SSLVPN:URF—IPBT7vTVO A5 —TzARCBLTWDLENHYET,
m IPsecVPN:O—AIN YA MIPTRLABT YTV A28 —T A RIBLTWDRENHY ET,
s L2VPN: &Ry bT—ODHEHIRTEET,

RORIRTY > TIND SROPTIE ESGD7 v FU o 44 —7 x4 R vSphere Distributed Switch %
NUTYEBA TSRS OF vICHERSIN. ESC ORERA & —7 4 AD NSX SHEFMBRA vFENLT
NSX nEGREIN —F —[CERINTVET,

Edge 192.168.100.3 vSphere
Services o BA47: Distributed
Gateway YDV Switch

i
192.168.100.1 [T

192.168.10.1
oy 847 RE

192.168.10.2
Yoy B4 T 7y TYvs
JRFINLTERLR:

192.168.10.3
S EEmE
b_ J—
172.16.20.1 =5 172.16.10.1

b B4 T KL @ b B4 T NER

172.16.20.10 172.16.10.10
App Web
fRE<> Y RE< Y
VM VM
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A—R NS>0 4B VPN, BEUNAT S —EXRICEBDOHAR IP 7T L RERETEET,

EE : Cross-vCenter NSX I&RiEMD NSX Edge TERATAMEZEMNICTBHICE. 7I/T 4 TERG U NADBEAD
NSX Edge 7 754 7 > AHE L vCenter Server HICRBENTWZLENH Y ET., SATAMKD 2 A0 NSX
Edge oW\ m&BID vCenter Server S AT AILKITT 5L, BAIRKD 2 BOT TS5 T Y ANRT ELTH
ELIE<IZY,. b T4 v O DRMDFEET HRIREEMEDHY T,

BB

m  Enterprise Administrator £7=(3 NSX Administrator DO —J)LAEIUHETOENTWSHENHY ET,

m  Edge Services Gateway (ESG) RE7 754 7 VY ADTFTTAA (CHRBF v/ T 4 BUY—R T—)LIZH
HIEEHRALTLESN, 1ENSX DU RATAEHESBLTIESI,

m NSXEdge 77547 R&A VA M=)LTBHHRAN VS XFZMNSX BICEHREINTNS I EE2HRELE
¥ INSX AR b=V A4 B] @ INSXARR b 2S5 R5DEfR] 2S5RL TS,

Flig

1 vSphere Web Client T, [— A (Home)] > [Networking and Security (Networking & Security)] > [NSX
Edges] DIEICHE L. [ (Add)] (¥) 7ravzsUvsLET,

2 [Edge Services Gateway] ###RL. T/ ADZFEZANLET,

ZMD%&wailE vCenter Server 4 AN M [CRRESNET, 1 DDTF 2 bDITRTD ESGC OFR T—EDEH]
ERIFTLSEE0N,

BEIIEC T RAMREANTHIEDBTEEY, ZOAFINL CLIICRRENET, RAMREBELENS
&ld. BEWIICERRE NS Edge ID 78 CLI IZRRENET,

AT a>T RMBLETFYREANL. SRTRMERMICTEET,
RIFZDHTY,
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Mew NSX Edge S )

¥ 1 Mame and descripton Name and description

2 Settings _
Inatail Type =) Edge Sendces Galeway

} Confgure dephymant
4 Conbgure inferfaces

= adle sl Ml Al
5 Delaull galewsy sotlings Logical (Distribuled) Rouler
& Firewaii and HA

T Basdty b cometets
7 Ready to coamplate Mame fEes6-1

Hostnamsa

Dascription

Tanant

[ Deploy MSX Edge

|| Enable High Availahiliy

Hext Cancal

ESG ONRT—RZANL. BAALET,

INRAT—=RIF 12 XFLUET, RO4DDIL=IDSE 3 DICH>TVWDHENHYET,

1 XFLUEORYF

m 1 XFLULEDONF

s 1 XFLUEOHF

1 XFLUEORBHIF

(X7 3>) SSH. &AM, BB —/LER. FIPS E—REZFHMICL. O LRIIVEZRELET,

BN —IVERZEBRMNCLEWNEEIE. 7747 04+—)b. NAT. BLPN—T 1V JZFHTHREL T, A—
RN 20 VPN 2 EDRED NSX Edge B —ERDFIH ST 14 v U EHAI T HLENHYET,
BEL—IVERTIE. T—9F vV b5 T4 v 0D —IVDMERENEEA.

F74) FTlE. SSH EEFTAMESEMICZY. BEL—IILERDBBEMICEZY ET,
F 74 ) bTlE. FIPS E— RIZERTT,
FI7AIETIE, BF LRILD (B2 ICHESNET,

RIEZDHITY,

VMware, Inc. 89



NSX E® A1 K

New NSX Edge () »

+ 1 Name and description Settings

. I - CLI credentials will be et on the MSX Edge appliance(s). These credentials
3 Configure deployment

can be usedto login to the read only command line interface of the appliance.
4 Configure interfaces

User Mame: # | admin
5 Default gateway settings

Password: | Eraremsarnan s
6 Firewall and HA

Confitm password: & | #rmssssmsssss
7 Ready to complete

[] Enable S5H access
[V] Enable FIPS mode

|2‘| Enable auto rule generation

Enable auto rule generation, to automatically generate service rules to allow flow of
control traffic.

Edge Control Level Logging | EMERGENCY | =]

Back Next Cancel

5 JRTFTAVY—RIZEDWNWTNSXEdge 1 Y RY VADY A XEBIRLET,

[Large] NSX Edge (. [Compact]NSX Edge & W% CPU, *EVU, BLUVTF 1 RIBENEL, LUEZD
FEF SSL VPN-Plus 1 —H%—%&4/R—~LEd, [X-Large][NSX Edge 1. BABMORELE Y 3 EM0IE
THO-R NSUHARESNTOIBEICELTVET. BLRIL—Ty MPBERENBHAE. Quad
Large NSX Edge 2 &#®LEd. 2D NSX Edge Tlag W EREENSVLEICHAVET,

1ZENSX DL RFABEHEBRBL T,
6 Edge 7 7547V REERLET.

vCenter Server 4 >R MIBMNT 5 ESGRIET7 7547V ADFEEEZANLET. NSX Edge DA > X
N—IVBECT S5 A7 o REEBMLANE, NSXEdge 37 7547 AMEBMENIETAHTISA > E—R
DEFICIHRYVET.

SR ARERMICLEGER. TTSATRE28EBNTEEY. 77547 R%E 1 8BTS & NSX
Edge ZZDHREERY UINA TTSA TV RRBICL T U —FLET, ZhIZL Y, DRS * vMotion & X717
L& TH, 2 605 A NSX Edge RIS VEFEFTRAMIBITLARVRY, CNS5DRET 08
RU ESX KRR MIHFET DI LBHYERA, SAAMEELSBESEDICE. AADT IS4 7 0 RAeH
BT —SALTICT7OMTHHENHYET,

RIZZDHITY,
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Add N5X Edge Appliance

Specify placement parameters for the WN3X Edge appliance.

Cluster/Resource Poal: :~| Management & Edge _. | - |
Datastore: m| ds-1 |- |
Host: | esxmgt-01a.corp local | - |
Folder: | Discovered virtual mac... | = |

7 [NSX Edge m7 70O (Deploy NSX Edge)] ##iRL. 7704 F#E— KT Edge Z:EML £, Edge
ZT70495IC1E BEdge D7 TSA TV REA VI —T 1A RERETHDLENHYET.

8 A2H—T1AREHFRELET,
ESG Tl IPv4A 8L IPVE 7 RLRAOEADBYR—bENET,
SAAMEENICTRICE. APA I —T 1A REDIELSED 1 DEBMTILENHYET.
12045 =714 RCIE. BEELGVERDY 7Ry NERETEET,

AVI—TIARICEHDIP 7 RUREADLEEEF. 754XV IPT7RURERIRTEET, 1204
F—TIARCTFADDTSARYIPTRUVREEHOTZHA VS IP 7 RLURERETEET. NSX Edge
Z. 7547V IP7RLREO—HIVICEREND ST 4o (JE— b Syslog ©ARL—& BB LK
ping 72 &) DEETT RLRERIBZLET,

IS MHOBEICERT RIS, AVF—TxARICIP 7 RUVREZEBNTZHVEDNHY E£T.

FTavT A —TzAAD MAC 7 RUREANTEET,

#HTAPIFUHELTMAC 7 RV REZZET 255 . MAC 7 L RDOZEERIC Edge 287 704 2 HED
HUET,

S RAMENENRIEEIE. AT a3 ELT2DO0EBIP 7RV RA%E CIDREXTAATEEDT., 260D
NSX Edge & TAHMRETS > DN—FE—FE. ZNSOERIP 7 RLVRXENLTEESINET., EE IP
7 RUVRIFE, AU L2V TRy MIHEEL. BEISBRETREICA D TWALENHUET,

FT7a>rT MTU2ZETHIEMNTEET,

DT IZxT D ARP EKICESG MBIGETESLDICTBHEEIE. 7O+ ARP 280 LET, 2h
(. WAN #ZHOmBIICEACY 7Ry hD3H 215671 £ (TEFITT,

ICMP U4 A Lo REBMLT, I—F 4 TEBNERANIGEINDLDICLET,

RET BT Y FRICHDEETDT RURADT VAN EERT 5(12F. UN—R NNR T4 L5 EHG®
ICLET., BAIRBEER. W= —DRUNT Y FDEGREICERT B4 —T A RT. NIy NEeZRETS
VENHUET, Loose E—RDIFE., EETXT RUVADBIN—FT 4200 T—TIVICTEENTNWBIHENH U X
ER
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BHO7 1V RAINERIETIP 7 RLRE MAC 7 RLRZBERT2BE(E 71V ANTA-FEREL
F9., /=& &1L Cloud Management Platform (CMP) Tl3., 71 v RXR&HZRETHZET. RLIP 7 RLUXR

EMAC T RLREZLICHBEL T, DFEY [Tz VALTL BHDIZUR ARGV RERKICRITTE
HEDICAVET,

RISZDHITY,

Edit NSX Edge Interface ©

WNICH: 1
Mama: is| jnternal M
Typa: =) Internal {3 Uplink e
Connected To: fransit-switch Change Remove
Connectivity Status:  («) Connected ) Disconnected
Configure subnets

L

IF Address Subnel Prefix LI':"I-='|L"'I

192 168.10.1* 29

MAC Addresses:

You can specify a MAC address or leave it blank for auto generation. In case of HA, two
different MAC addresses are required

ML 1500

Options [ Enable Proxy 4RF [] Send ICMP Redirect Reverse Fath Filler | Disable | » |

Fence Parameters:

Example: ethemet( filter1.param1=1

| OK ]| Cancal ]

ke

ROBNE 2 DDAV H—T 124 RERLTWET, 1 D(F vSphere Distributed Switch t07 v 71U > o R
—bIIN—=TENLTESG 48Dy 7 —7([C#HKEL. O 1 DIEDHEGHREIN —F —DPERIN TN 25H
HhiE X4 v FIC ESG Z2#EHRELET.
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MHew N5X Edge

71
- Configure interfaces
» 1 Name and description
w2 Settings
Configure interfaces of this N5X Edge
" 3 Configure deployment
== ¥ /S X
4 Configure interfaces
) Subnet
5 Default gateway settings WNICS Narme IP Address Prefix | Connecied To
& Firewail and HA stz
0 uplink 192.168.100.3 24 Mgmi_VD¥S - HQ_Uplink
7 Ready to complete
1 internal 192.168.10.1* 29 transit-swilch
Back Mext Finist Cance

9 FTIANMNT—FUIAERELET,
MTU fE(SHRERIBEETI . 125 —T 1 Al
RIZZDHITY,
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Hew N5SX Edge 2l

+ 1 Name and description Default gateway settings
w2 Settings
[+ Configure Defaull Gateway
" 3 Configure deployment
V4 Configure interfaces WNIC +| uplink v

5 Default gateway settings Gateway IP: = | 122 168.100.2

6 Firewall and HA MTL: 1500

7 Ready to complete

Back Hext Cancel
10 72747 94—I)LRUP— OF, BLXUOETHMENSA-—FERELET,

AR T7AT I RU L —ERELEWNEE, IRXTDORS T4 v O EEBRTBEIICT 74V EDOR
U —DRESNET,

FTRTOFLWNSXEdge 7 7547 VATl T7HIISTAIBEMTHE>TWET, T74/)0b0OY
LAJVE TEE] T9., 0% ESG L TO—AIVICRET HIHEICOJTEZFNCTSHE. OTPBRKEICERKS
NTNSXEdge /N7 +—< >V RICHET HR[EEMEDBHY ET. TDH. UE— bD Syslog 4 —/NEHRTE
LT, SRTCOAVEHE IV I Y ICEREL, DMHEBERETOLE2EBHLET,

SAAMEENICLESEE. SAAMEI 3 v EITRTREALTLESN, T74)MTIE SATAETRH
AT =T A ADBEFMIEIRESN, U o20—-ANEIP 7 RUVADEFMIICEIVHETSNET., NSX
Edge I3EATAMT 2 BORET I VEYR—ML, EE5DRETS VOI-—YF—BEDRFORECHF
NEJ, 7IATVRETS VTN FE-FBENRET DL CAVFUREBISDORENT T4 7
ZLET, ZOLDICLT, XY 7= ETIEEIC1 5D NSX Edge RIE~Y > VM7 07 1« 7T DIREE(L7R
UET. NSXEdge RGN, T TSAT UV RBICTSARY 77547V ADREEL T U — KL,
DRS * vMotion OER#%TH>TH. 2 EOETHAM NSX Edge (RIEY > U DREL ESX KRR MIHEET S
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ZEDIEVWEDICLET., 2EB8DRET I I BRLET T7S5A4A 7 AERALYY - T EXLUNTFT—F R
k7 I1Z#% % vCenter Server ICTF 704 ENE3F. NSX Edge &aTAMOSTRAMREY S ~(ZIZO—hn)L U
YO IPT7 RURDEIYHETENS=H, TNOEDRET L VIIHEICEETEEYT. oAU/ A -5 &%
ETHIAEA I —T A REEIRLET, ABRA I —T 24 ADRESNTWEIVKREETA 5 —T 214X
C TEE] #BRLEBE, - Y- A9 -T2 A RATRIS—DBERRINET. 260D Edge 775147 >
RAIMERENETH. WAEA =T 24 ADFEESINTWVEWN=H, FL Edge [FRFZ UNADEE LT
U, SRTAMIEENICHEVEST, ASA I —T 1A REHRET S L. Edge 7 724 7 A L CETRAMNE
MIBVET, NvoTvT TTSAT VRN TSAR) 7TS5ATADSN—FE-MEBEZELREN
BEIC, TIATY FITSAT UV REFRTIOTATERBLU. N o7 v T 7TS5A47 AT EHSETD
BAEBEMEBEATAALET, T7A4IMOBBE 15 TT, #7203 ELT. 2008 B IP7RLRE
CDRERXTAALT, SRAIARKREBY S VICBIVETONAEO—HIL U IPT7 RVREF—N=54 R
B5EMTEET. EBIPTRLVLABMEDA > —T A RFERASNTWSIP 7 RLVREEELTES T,
NS TAvIDIN—T 4 TEBIFTONVENWZ EEHERLET., Ry F7—0 LOMDBFRD IP 7 RL R Z&{F
BALAWTLZSN, ZhiE. Z20oxy FT7—25 NSX Edge I[CEZEEH SN TOWVRWMEETHRETT.

RIZZDHITY,

Hew NSX Edge 2B
i |
+ 1 Name and description Firewall and HA b
" 2 Settings
[v] Configure Firewall defaull policy
v 3 Configure deployment
+ 4 Configure interfaces Default Traffic Policy: (=) Accept () Deny
« 5 Default gateway settings Logging: ) Enable () Disable
6 Firewall and HA
Configure HA parameters
7 Ready lo compiete Configuring HA parameters is mandatory for HA to work.

WNIC | interal .
Declare Dead Time: 15 (seconds)

Management IPs:

You can specify pair of IPs (in CIDR format) with /30 subnet Management IPs must
not overlap with any vnic subnets.

Back Hext Cancel
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R

ESG mF7Oq4ahe=s, [RRMBLUN IS RY] Ea—(IC#EIL. Edge R¥ET7 7547 A0V =)L ERE
Y., ZOAXV =L, BEEINEA I —T A RIZping ZRETESHLEWRLET.

RORTY T

NSX Edge 7 754 7 A& A A =)L % &, vSphere HA 730 5 X4 FTEMIZ/E > TWDIHE1E. NSX 43
RALLETOREY COBENRCEN S vy YTV EBHNLET., TOR T TSAT7 U RAREII V&IOS RY
ADBIDHRR MIBITTHE HFILWKRRNTE (RETS OB/ >+ v MO U DEMITESENEEDDH
UET, 207z, vSphere HA MEXIC/A> TSI S5 XFICNSXEdge 7 7247V REA VA =)L 515
BlE VZRIRADIRTDRANEF v I LT RIETCOEEREEN D v v MU DERMITIE > TS
RITBEEBBHOHLET. FMAICDNTIE [vSphere R~ VEHE] O [MREYY VOERBELS I vv S
UUREDRE] ESBLTIZS,

INT, HETNA ZADSREI L A\ DEBREFBECT DI —T 1 Y TERETEET,

JO—/NIVEREDIRE

RET 4w II=KIHLTT 74Vt = bD A ZFETE. Edge Services Gateway F /=38 EHE/L —
I —ICHLTERIL—T 1« VI DOFHMEIRETEET,

=T 4 VOERET D012, FHTES NSXEdge 1 VR4 > AMHETYT., NSXEdge &y b 7o 7
DFMICDNTIE, NSX Edge 3ZEZSHBLTSEE,

FlE

1 vSphere Web Client IcO 1 > LE T,

2 [xyh7—&EtF3UF 4 (Networking & Security)] £% ) v & L. [NSX Edge (NSX Edges)] &% 1 v
HLUET,

3 NSXEdge 24700y oLET,
4 =742 (Routing)] 22 ) v o LT, [FA—/NILEETE (Global Configuration)] 22 1) v o LET.,

5 Equal-Cost Multi-Path routing (ECMP) #&%(C9 5 (21, [ECMP] D#&(ZdH 5 [BAk (Start)] 22U v o L
¥7.

ECMP (k. B—4—%7y MIEHORBE/NNRENL TR IR N Ry 7 Ty NEGRET DIV —T 1 > JEIET
. mB/NR(E RYT v I—hELTEBMTEEYT., £/, OSPF ® BGP 2 EDERIL—T 4 > F 7
ORONICEBA NI OHBEORRELTEBMT A EHTEET., RYT a4V Ib—MIHLUTEHRD/N
REEBINTBICE, [RITav o =R FA700 Ry JRATERORI RS Ry 7E22 < TXEY)> T
ELET, FHHICDOVTIE R T 0 v Ib—FDEMESRLTILZI,
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Edge Services Gateway (3. Linux xv b7 —2 R& v I RETH D, SUFAEIVR— >V MEERT S
SOYROEY PINTURLZEFERALET., BEDRETEBED IP 7 RVAXRTICHLTRIZA S Ry T
MDERENDE BRULEFR VAN Ry TZIN—b FvyiaMEMLET. €070 (CHTHTRTD/N
Ty MME BIRULERIRAN Ry 7ICEONES, 774 IPVA L= Fvviald, 3008
(gc_timeout) T A AT D RLET., ZOB. TI/T4T7TROWIY MUDBHBE Ib—b Fv v ahoH
BINDMRICHRVET, REBOHIRIE. AX—=2 a3y 47T 4 TITHRBEEC
(gc_interval =60 #) fThNET,

PEGREEIL—F —TlL, FIEE/R ECMP XX b Ry TOU R DS R I AN Ry TEEBET 572612, XOR
FIT)ZXLAMERENET., ZOT7IINT)XALATEH, ZEETHLUEEIP 7 RUVRM, T FAEDY—X
ELTEENT Y hETERASNET.

B—R NS> VPN, NAT, ESG 7747 U+ —ILiaEQORXT— 7L —EX(F ECMP TE#EL
FtHA., 72720, NSXB6.1.3 LIETIE, ECMP ERBT7 7 A7 U — L EaEISHHENTEET,

6 (UDLR OB&DH) : Jb—TF « > 3% E (Routing Configuration)] M (24 5 1 =/N\—H )L D EGRIEIL — % —
@ [A4 =)L ID (Locale ID)] #ZE& ¥ 3 (213, [ (Edit)] 22U v o LEd. O —)LID #AAL. [1B7]
FEF[OK 22Uy o LET,

F 74 ETIE. O =)L ID (2 NSX Manager UUID [CRESNTWET, =L, AT =)L ID &4 —/\—
ZARTBICEF. IZN=FILEGEGHRE/—5 —DIERRF(C Local Egress ZF3ICL %3, A4 —JL ID (3,
Cross-vCenter NSX £/ I3 EHT A MRIBET/I — M ERBIRMICHRET HHIFEALES. FEICDOVTIE
Cross-vCenter NSX RO ESHEL T ZE N,

A=)V ID (F UUID EXTHDIREDBH Y ET. Al : XXXKXXXX-XXXX-XXXK-XXXX-
XXXXXXXXXXXX, 22T, & XI1$16 &#HF (0 ~F) TEEWRAONET,

7 TI7AINST—bIIAZBESTSDICE [T74) 5 F—bU A (Edit)] O#ICH S [#REE (Default
Gateway)| =2 ) v o LET,

a YTy hRYLT—VCADPOTRIAN Ry FICEET HLDICRATHIENTESM Y —T
A REERLET,

b F—bUzAIPT7RVAZANLET,

c (F7 ay) Os—NIDEAALET. OT7—I)L ID (F. AZN—FIDEHEI —F — LOHTERAT
EEER

d (F7>3r) MTUZRELET,
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e ERINIHZEE. [EET 1 X4 X (Admin Distance)] #ATLE T,

1~255 DEEZRERLES. BEDRY FT—J(CH L TEBDIV— b DBHB5E T RIZA ML —T 1
T TARGREFERLTEDIN— MEFERATHDERRLES, TREIZAM—FT 4T T4 RV R
PMENTE. IV— bDOEEIBRIESE RV ET,

ROVLFIANMDTZREZAMNV—F AT T4 RIVR

=k V=21 F7ANWID7 REZAP=F4 T FA RV R
A S 0

RETA4vY 1

4488 BGP 20

OSPFTU7R 30

OSPF T U7 110

W& BGP 200

f FT7>a3y) T4 TF—bOTADHBEANLET,
g [R%E (Save)| &4 v o LET,

8 BN —Ta I&EFRETHICIE [BRIIL—T 1 >0 (Edit)] DIEICH S [#w&E (Dynamic Routing
Configuration)] #o U v o L& 7.

a [Jl—#%—ID (Router ID)] IC. #IEIV—T 1 > T Di=HICHh—FIVICIL—bZET v 295 NSX Edge
DERNDT v TV IP 7 RUVAPBRRENET,

b ZZTRERZARINEBHCLEVNTILEE,
c [AZDE#ML (Enable Logging)] #Z#IRL COJEREREL. O LANLEZRLET,
E: FATARIENIC IPSec VPN BSEESNTWAIEE. BINGIIL—T 4 > JFERALBNTLSZE N,
9 [ZEDH1T (Publish Changes)] #2Jv o LET.
RORFy T
=T 4 Y TBREEHIBRTDICIE [VEy b (Reset)| #0Uv o LET, TNICKY. TRTODIN—FT 17 (F
)b BE. OSPF, 8LV BGP & &, IL— FEES) DHIBREINET,

NSX Edge %E

RBICFEATED OFEYV, 1 DULDTTISAT7UVREBLOA VI =T A ABBMENTWNT, Tk T—
Oz A 7747 04— KU — SRATRAMEDREENTS) NSXEdge 4 > X b—JL L7 5. NSX Edge
Y—ERDERZRKBTEET.

FEBAE DIRME

NSX Edge Tld. BCERAPAE. FERF (CA) ICE>TERENLIABE. 8LV CA LI >TERBLIUESR
ENFEEREN Y R—bENET,
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CA EZRFAZTDRE
AAEBRER (CSR) £4£M L. CAICLBBREMBTH_LNTEET, FO—/UL LN TIEREERER
EERMTHE. BELOS IRV FURDTRTO NSX Edge TENERATEET.

Flig
1 ROVWITNDPERITLETS,

FFoa> L]
JO—/NIVEEFREELERT S a NSX Manager (R¥87 7547 RICAJA > LET,
[E®| s 7&0 v oL, [SSLABEE] 22 v o LET,
¢ [CSR d4nk (Generate CSR)] #2U v o L&Y,

NSX Edge ADRIFABELERKT S a vSphere Web Client (cOZ 4 > L%,

[Networking and Security (Networking & Security)] 21U v & L. [Edge t+—E
2 (Edge Services)| 22Uy o LET.

NSX Edge 24 7)oV v o LET,

[EX® (Manage)] # 7% 4 ) v o LT, [&E (Settings)] &0 v o LES,

[(EBAZ (Certificates)] U 2& o)y o LET.

[72> 3> (Actions)] 2V v o L. [CSR M4 (Generate CSR)] #2RL£7,

(o2

- ® QO O

2 oI Z=y bBLUBRIZEANLET,
3 HEBOE. BMEMR. HHRBEGEEANLET,
4 RANEDOBEDIOHDESET NI XLAERIRLET,
SSL VPN-Plus 34 7R— L TW5DIE, RSAGEHAEDHTT,
5 MELCKHLTT 74N EDOROY A XERELET,
6 JO-/NIEIAEDHBE. HREOHAEANLET,
7 [OKlZ2Uv o LETY,
FERREERERDER SN, AAEOU X MIRRTENET.
8 A SA VARAEKEICZDIREBEREKRICELZLTHLVET,
9 EBRMNEFATEAR-—FLET,
a ERFNEHAREOANRTEIE-LET.
b XoOWFnhLEERFTLET.

n BEMIZAAEEL IO/ LANILTA 2R— b BI2(F. NSX Manager R¥E7 7547 > X T [4
vR—=bk (Import)] 20U v o LET,

m NSXEdge DE&[FEFPAEL A R— T BICIE [T 3> (Actions)] 20U v o L. [FIAE
(Certificates)] # 7T [fEBAZ DA > 7R— b (Import Certificate)] 2R L £7,

¢ [ImportCSR] #4704 Ry VAT, ERNEABEDOABTERYMITET.
d [OK]Z2Uv o LET.
CA ZLAENAEY A MIRRENET,
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CA GIBRE D&

CATIHZBEEMT A &ICk Y. SHOYE CA LRBIENTEEY, ChICkY, RADTHECSLT HIE
RGO NET,

FlE

1 vSphere Web Client [CE &4 > LE T,

2 [xybTU—=0&EFa2UT s (Networking & Security)] #21) v 2 L. [NSX Edge (NSX Edges)] 22 U v
JLET,

3 NSXEdge #2472V vy o LET,

4 [E%#E (Manage)]| ¥ 7%#2 U v o LT, [RE (Settings)] # 7MW TWNS I EEHERLET.
[fIBAZE (Certificates)] #2J v 2 LE T,

L& (Add)] () 71a>%&24 1w o L. [CAEBEE (CA Certificate.)] ZZIRLE T,
FIAEOAR] TH+ A b Ry XIAAZTDOARTEZIE— T R X=X FLET,
CAGIFREDFHBAEANLET,

© 00 N o

[OK] £2Uv o LET.
INT. MEDHBREICEBTELLILRYET,
F - EEAEDEM

PREIFRELS (CA) EIAE LN — b CARERREZTF = — > 5 —N\—FEAEZBINY (23, U —/\GEAE (PEM
774 Y=NDTSA =k F— FEGEAZ LI — MEBENPLETT,

FEEAZICT T — Y ENTWDFBEE S L TH —/\GIBAE % NSX Edge T4 > R— T 5123 :

FE
1 vSphere Web Client (cOZ 14 > LET,

2 [y brT7—=2&tF2)T7 4 (Networking & Security)] 24 1) v & L. [NSX Edge (NSX Edges)| &2 U v
JLET,

3 NSXEdge 24720y o LET,

4 [&® (Manage)| ¥ 7% v o LT, [BBE (Settings)] # 7HBNTWNSZ EEZHELET,
5 [FIPAZ (Certificates)| &2 wv o LET.

6 [E (Add)] (¥) 71> &EL Uy s L, [FIHAE (Certificate)] £IRLET.

7 [fEBAZED > 7> (Certificates Contents)] 7+ X b Rw I X2, H—/\D cert.pem 7 7 A4 JLDOAAZ L
UfHF, FEGERAELIL— MEEAZORAERZEMLET,

FEAETF = — Tl AAEDIEREZRDELDICT DRENHYET,
. Y—NEERE

. EEOHOHME CARE
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s JL—b CAGIAE

ROBIDELS T, BIEEAZICIS - BEGIN CERTIFICATE----- TE - END CERTIFICATE---- TTH& N
TWDHENHYETS,

8 [F54~—hk +— (Private Key)] 7+ 2 k Ry ZRIC. H—DTS5AR—k F—OHRBEEEYHITET.
TS R—F F—DARERDED ICHYET.

9 H—ADTFAR—K F—DNRT—KEANLET, BBEOLD, ALART— REBEANLET,

10 (+723>) Fr—VABREORBEANLET,

1 [OK| &40y s LET,

R

SBAELSA VK- hENB L, PRIEAEICT T — > SNt —/ GRS FEBABOHM (Certificate Details)] I
ERENET,

HACERAAZTORE

HEES LY —/NEEREOMER. 1 >R h—ILE LUEBHTRTT,

AR gt

BEQTRECBELTEHLIIC. CAHBEEH>TNBILERBLTI LA,

FIE

-—

vSphere Web Client [CAZ 1 > LE T,

2 [RybT—0&EF2YUT 1 (Networking & Security)] €21 v & L. [NSX Edge (NSX Edges)] 22U v
JLEY,

3 NSXEdge 24700y o LET,
4 [EE (Manage)l# 7%y o LT, [B&E (Settings)] # 7N TWNSZ EE2HRELET,
5 [EIBAZE (Certificates)| 20U v o LET.
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6 LITOFIRICHEL. FIAEEREK (CSR) ZERLET.
a [T742ar (Actions)| 22w L. [CSR DAERL (Generate CSR)] #ZRL £ 7.
b [#i&E®E] ICNSX Manager @ IP 7 R L RE/IETLEM R A1 2% (FQDN) ZAHLET,
c MBBRBLVIZYHREANLTILES,
d HE#EoER. WMEFR. HHRBREEEANDLET,
e RANEOBEDLOOESET NI XLAEEIRLET,

SSL VPN-Plus 84 R— K LTW2D(E. RSAFIAZEDHTY., TREMREZHEFRT 5720, RSA £
RIBDEELBHOLET,

f BECELTT 74 MOBOYA XERELET,
g FEAEDOHBAEANLET,
h [OK]Z2Uvy s LET,
FIRAEEBRERDER SN, FIAEDU X MIHRRENET,
7 HERUZAIBAEDEIREINTOSZ L EERLUET,
8 [Toar (Actions)] &2 Y v o L. [ECERfTEFAFE (Self Sign Certificate)] Z#IRL £,
9 HBACERAPABEOFVHBEANLET,
10 [OK] &2 U v o LET,

9747 2 MEAEDER
U5AT Y NERESERSNE COFRELVE— AP -CERATEES, 1-F-EFEED Web 75
DYICAAEEAS VAL TEET,

U547V MAZERET D FH AUy MME NSXEdge O— R NSUHBISAT U MIOSAT > MRS
EERL. NV IIY R Y=—NICERELEXT DRICAAE LRI TEDRTY. 2747 bEELD, 1B#
THEELIELS B2/l oSA4 T > MEBREDNRINT 5 & NSX Edge (3254 7 > SEEAEDEIRAZ R Y X b+
CHBMESNEERLET,

NSX Edge D& 547> MEHER. 77U~ 3> JAOT77 AN TRETEET,
547 MIBEOERDFMICDNTIE, “FUA :SSLUSA 7 > hEY—NRIEBRLTI LS,
SEBAE R Y X b DB

FEBAE L% X bk (CRL) (£, Microsoft (CL > TIRHEEINBASINEY TRITANEZDRAT—FADI) AT
ER

DA BMCRRDIBENEENTVET,
n RYUAIAE L RMDER

n  FIEAEODFEITH

m  GEEAEZREITU /KA

B ROUY—RDIEEHR
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HEIBENI—Y DY —NNDOT7 Ve REed»icimza, b—NE TOREDI—HY—ICEHT5H5 CRLI > MYIC
BEDOWTCT VR ROHFAEIFETETVET,

FlE

1 vSphere Web Client [CO &4 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)] =2 U v
JLET,

3 NSXEdge #47)IoUwv o LET,
4 [E#E (Manage)]| ¥ 7% v o LT, [RE (Settings)] # 7MW TWNS I EEHERLET.
[fIBAZE (Certificates)] #2J v 2 LE T,

6 [&f (Add)] (¥ 7ra>&sUvsLT. [CRL] #BIRLET.
7 [EEBAZEDRA (Certificate contents)] ICU X M &BEU I ET.

8 (7 ay) HEEANLET.

9 [OKl&ZUvoLET,

FIPS E—F

FIPS E— RZB%MICT 5 L. NSX Edge D3XZ{ET HI XN TOEF 27 7/2E(E(F. United States Federal
Information Processing Standards (FIPS) TR S NABBLT7 I TU XLELETO NI EFERLET,
FIPS £— RT3, FIPS [CEMULABEBSRA — SDBEMITHRUET,

FIPS »3E(Z72 o 7= Edge T FIPS [CHE#MLL TV Y R—R Y MERELBE. £7215 FIPS (H#EHLLTW
RO SELIFRIAA N =X L%EHD Edge T FIPS 28%ICLimE. NSX Manager DAL (IR L. BR/E
IZ5— AYyE—UPRRINET,

FIPS E— K& 3E FIPS E— RDHEEEDIEL

avk—x> b e FIPS T— K 3k FIPS — R
SSL VPN RADIUS I fERRATEE fERATHE
SSL VPN RSA il fERRATEE fERATAE
TLS 7O kau TLSV1.0 fERRAT4E fERATHE
N=F4 2V OSPF. BGP - /27— k MD5 2E fERRATEE fERATHE
IPsec VPN PSK £E fERRATEE fERATAE
IPsec VPN DH2 #&£0 DH5 &)L— 7 {ERRATEE fERATHE
IPsec VPN DH14, DH15, XU DH16 Y —7 Mk fERATAE
IPsec VPN AES-GCM 7L TU XA R ATEE R ALE
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NSX Edge T®D FIPS £E— FDZHE

FIPS €E— RZBMICT S &, FIPS [CEMLUIBESRA — bOBEMICZVET, Leh>T. NSX Edge MxEZ(E
THIRTOEF2T7/EBEFICIE. FIPS THAISNAES(ATINITY XAKLBFTASILBERSNET,

FIPS E—R#ZHET 5L, NSXEdge 7 754 7V ADBREBEN. FST7 40 v oBN—BMICHhETEaNE
T, L STRAUDENCE > TOWEINED DICEFZRAKBEREINET.

EHICISC T FIPS Z2—8F /3T RTDO NSXEdge 7 7547 Y ATEMCT B EMNTEET . FIPS HEH
752 NSX Edge 7 7547 » A&, FIPS #3E%h T2\ NSXEdge 7 7547V REBIETEET,

DEEREIN—F - NSXEdge 7 7247 VAL TEREINTWS5E. FIPS E—RE2EETHILITEE
Hh, DEGREI—% —I(3. NSX Controller 72 X% £RU FIPS E— RZ2B#HMIICEREL E9. NSX Controller
25 X5 H NSX 6.3.0 LIBDiEE. FIPS (IBEZNELYET,

BHD NSXEdge 7 7/5AT7 VAN TZA4< LUt AH >4 NSX Manager TEREINTL\% Cross-
vCenter NSX BREEDIZN—Y )L DEEGHEIN —F — T FIPS E— REZZET S(CIE. ZOIZN—YILEEGREIL
— & —ELBEEMITOENTNSTRTOD NSXEdge 7 7547 RATFIPS E— REEETHLENHYET,

SR AN ERE NSXEdge 7 7547 R T FIPS £E— REZEFET 5154, FIPS (IEADT7 7547 R TH
MY, TTSAT7  RAEIRLICHBREHINET.

A& k70— Edge @ FIPS E— REZEE T 5154, fips enable < KE/lL fips disable av K
ZEALET, FHAICDOVTIE INSX AT R IS4 A0 F—TxARXRVT77 0V R] Z5BLTSESL,

AR SR

m N—hrF—VYUa— 3 NFIPSE-RFRETHSHZ L&HRLET. hitp://www.vmware.com/
resources/compatibility/search.php?deviceCategory=security (24 % [VMware B4 1 K] #58BL
TS,

n NSXDRION—23rhoT7v7Ib—RUEGEE. NSX6.3.0 D7 v 7L —RBETTHETFIPS £
—REBRMCLENWTSLZEN, INSX 7y TIL—RK A4 R] @ [FIPS E—RENSX 7y 7oL —RICD
WTl Z8RBLTSLEE,

m  NSX Manager 7S NSX 6.3.0 Il TH S L &AL T,
s NSX Controller 75 X4 73 NSX 6.3.0 U THEHZ L&#HELET.

B NSXT—2/0—-RZEEFTLTNWDHIRTDORAL 75 X% (2 NSX6.3.0 LENERENTNDZ LERRL
S

B IRTDONSXEdge 77S5A TV ABN—=23 > 6.3.0 UETHEZ LEHALET,
B Ay -V AVTIRNIOFvDAT—5 R GREEN THAHZ LR LET, APl AV v R
GET /api/2.0/nwfabric/status?resource={resourceld} #FRHL %9, Z I TlF. resourceld (L

KRR NERIE2 SR D vCenter Server €4 7214 ~ ID TE. mEEAXD
com.vmware.vshield.vsm.messagingInfra @ featureld (Z31)5d 5 status MR L £

<nwFabricFeatureStatus>
<featureld>com.vmware.vshield.vsm.messagingInfra</featureld>
<updateAvailable>false</updateAvailable>
<status>GREEN</status>
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<installed>true</installed>

<enabled>true</enabled>

<allowConfiguration>false</allowConfiguration>
</nwFabricFeatureStatus>

FIE

1 vSphere Web Client [CO &4 > LET,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)] =2 U v
JLET,

3 @WE/M Edge £F3I)N—4F—%EFIRL T, [7o 3> (Actions) (@) &2 )v o L. [FIPS E—RDEE
(Change FIPS mode)] #Z#RL £7,

[FIPS £— RDZE®E (Change FIPS mode)]|¥ 1 704 Ry U ANBRRENET.

Change FIPS mode (?)

_ Changing FIPS mode will rebootthe NSX Edge
I E Appliance(s). This will cause temporary traffic
' disruption.

[v/] Enable FIPS

[ OK ][ Cancel

4 [FIPS OF# (Enable FIPS)] Fx vy Ry O REH »EFATICLET, [OK] 22U v o LET,
NSX Edge p’Ei#e# L. FIPS E— RDBBEMITHEVET,
RORT T

F 73>, NSX Manager TD FIPS E— K& TLS BEDEEEITIVET,

TTSAT7 P ADER
TISATUAIL B RE ELEHBRTEET. NSXEdge 1 YRV R(E, S &b 1 BDT IS5AF
VADEMENEET, A TS5 Y OFEIBYET,

77547 ADIEN
NSX Edge £ 7A4A $ 5HIl. H7E< &b 1ADT TS5 7V REBMT HLEDHYET.

FE
1 vSphere Web Client [CH 44 > LET.

2 [®ybT7—2&EF2UT7 1 (Networking & Security)] #2J v 2 L. [NSX Edge (NSX Edges)| &4 ) v
A%

3 NSXEdge 24700y o LET,
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4 [E®E (Manage)l ¥ 7%y o LT, [&E (Settings)] ¥ 7&2oU v o LET,

5 [Edge Gateway Appliance (Edge Gateway Appliances)] <. [iEfA (Add)] () FoarvEsUYHLE
ER

TDTTIATVADYIZREEFVY—R T—)b. BLUOT—F X7 EBRLET,

FT2ar) 7TSATVREEBMTHRANERRLET,

(FT2a>r) 77547 R%EEMT % vCenter Server 7 # )L 7 & ZIRLET,

© 00 N o

[Em (Add)] =2 U v o LET,

TTS5A T ADHEE

NSX Edge 7 754 7 v RERETEET,
FlE

1 vSphere Web Client [cE &4 > LET.

2 [rybT7—0&EF2UT7 1 (Networking & Security)] #2J v - L. [NSX Edge (NSX Edges)| &4 ) v
JLET,

3 NSXEdge 24700y o LET,
4 [E®E (Manage)| #7240 ')y LT, [RE (Settings)] 7 7&o v o LET,
5 [Edge Gateway Appliance (Edge Gateway Appliances)] T. £ 357 7547V RERERLE T,

6 [wm&E(Edit)] () 7/4a>&20Uvy oI LET,
7 [Edge 7 7oA 7 VADIRE]| ¥4 705 Ry VAT, WEREREETVET,
8 [R%E (Save)| &4 Uwvw o LET,

77547 ADHI

NSX Edge 7 754 7V RZHIBRTEE T,
FIE

1 vSphere Web Client [CH &4 > LET.

2 [®rybT—0&EF2F7 1 (Networking & Security)] #2U v o L. [NSX Edge (NSX Edges)| #2 ) v
JLET,

3 NSXEdge #4701 v o LET,
4 [&% (Manage)l # 7%&4 ) v LT, [fX%E (Settings)] ¥ 7501 v o LET,
5 [Edge Gateway Appliance (Edge Gateway Appliances)] T. BI&3 257 7547 RER#RLE T,

6 [HIF% (Delete)] (X)) 7qa>&sU v o LET,
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NSX Edge 7 7547 ADY Y —RFHDERE

NSX for vSphere (&, vSphere UV —XE|UZTZFERLT. NSXEdge 7 7547 ROV —REFHLE
9. NSXEdge ® CPU &£XAEY UY—REFHNTEHIET, 77547V ADEEBIEICLER )Y —REHE
RTEET.

APl 2L C. NSXEdge 7 7547 > AD Y —RFHEFHRETEET, POST /api/4.0/edges ZfEHAL T
NSX Edge Z1Em T 5 & &2, FHERETEET. PUT /api/4.0/edges/{edgeld}/appliances ZfERA L T.
Bt D NSX Edge DFHNEEHITHEHTEET, UV —XFH#I(I. cpuReservation> reservation &
memoryReservation > reservation Z{FEHAL THRELET. FEICDWTIE, INSXAPI A1 Rl 258BLT<
=0,

NSX 6.3.3 LI Tld. vSphere Web Client ZfEfA L CT. NSXEdge 7 7547 AD )Y —RAFHEHRET D
EHTEET. NSXEdge 2R 5L & (2. FHAEERETHLDICKROONET, 77547 REmEL
T. BI7FD NSX Edge OF#HEZEET S & HTEET, [Networking and Security] - [NSX Edge] - [NSX
Edge 7> X5 > X] - [EE] - [BRE] - [RE] DIEICBEIL T, 7T5A4T7 V RERELET,

UV —ADFHFEICE [PATLERE] [hRF L] [FHEL]ID 3 DBHYET,

EE: NSXEdge 77547 ADU Y —RFHIZ [hRE L] £72(F [FHEL] EBIRLIBE. [P AT LE
B COVBRDILETEE A,

AT LAER

[ RTFALAEE] ##IRTBHE. HILWNSXEdge 77547 RAD CPU EAEY UV =AM RAFAILL>TF
HWENET, 7TSAT7 VA YA RO RTLAEBGER T )Y —ADBTHIN, FARRE APl £FRL THRES
N5EETHEINET,

APl ZfEHLCNSXEdge 7 754 7 > A& e L. BXT CPU £/ ATV DFHEBRMICERE LMo/
B4, vSphere Web Client TU Y —RFMIC [ AT LAEB] ZHRELEIBELRALICAVET,

AVAN=I, Ty T —RELIBERORITHEIC. UV —XFHUD [ ATLEE] D NSXEdge 7 7547
VADBBRAINDE. TTSATVADINT—F 2RIV =X T=)VICFHDNEREINET., UY—IADBRELT
WBIBEE. PHICKRBLUS AT A AR SDBERSINETH, T TSA T RAORBICIERIILEDS., 7y 7oL
—REEEFBEATT ISA 7 RABRICBAZING EECFHABEITEINET.

Y =P [ RATLERB)DIFE, 7TSA TV ADYAREZEETDHE HLWTTISA TR YA XD
ATFLABEHICEDETY Y —RAFHNEHINET.

SN
[HRE L] ZBRUIIEEE. NSXEdge 7 7547 Y ADY Y —RFHEBR TRODLENHYET,

APl ZERLTNSX Edge 7 754 7 > REER L. BRT CPU £/ A E U DFHERRMICETE LZHE.
vSphere Web Client TU YV —XF#IC [ R L] ZHZELEBELERALCICHEY ET,

AVAN=I. Ty TIL—RELEBRAORITRHIC, VY —XFH [HRF L] D NSXEdge 7 75147 R
DRRAINDE. TTSATVADNT—F VREIICUY =R T=)VICFHBBRENE T, UV —ZABRELTNS
HBE TTSAT VRGN T—FVICRBL, 77547 RORBBREBLET,

NSX Edge 7 754 7 > ADRERRAEZIC, [hAS L] FHEBERATEES, VV—R T=IVITHREI Y —RDEN
BE. REDEEICKKLET,
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Y —=RFMIC[NMRI Ll ZERELIBE. 7 T5ATVAD) Y —RFME L RATLICK > TEMEZIFEESN
FA. TISATVRADYAREEET D E. TTFAT VADV AT LAEHEFERESINETH. UV —IFHIE
B INERA HLWT TSAT VR BA XD RATLABHERBRT ZEDIC. VYV —RFHNEZEET HLENSH
UET,

HhRE A U —RFH#I(L. vSphere Web Client £7=(3 APl TEET& £,

FHEL

[F#75L] £2IRT B E NSXEdge 7 7547 Y RICU Y —REFHENEEA, VY —ZADBREBLTWEHRR
[CNSXEdge 7 7547 Y RERMAT A L3 TEE A, VY —RDBMEDRELIGE. 77547 RILIE
L<ENMELZZWRTBEEDS DY ET.

APl ZfEF L TNSXEdge 7 754 7 > R%&Ep L. CPU & A E U DFMEHRNIC 0 [CFHRE L/HE. vSphere
Web Client TU YV —ZAFHIC [FH7EL] ERELILBEEBUCKEVET,

HABBREICEDATAEEDY Y —AFHDER

Y —=ZADBRRLTNWBREE. [PATAEE]| DY —RFHNE—BNICENCT 2. T 74 MaENSL<TB
ZEMTEEYT, FHEEET B(2(L. FERTE APl PUT /api/4.0/edgePublish/tuningConfiguration M
edgeVCpuReservationPercentage & edgeMemoryReservationPercentage /N A —% [LEEZRELET. 2D
ZHEE. HILWNSXEdge 7 7547 Y RAOBRRBICERAINET ., BEOT7 T4 T7 VRICHELER A, BE
L7BI&ICLY., BEET S NSXEdge 77547 VA BARICT 74 FTFHENS CPU EAEUDBEESN
£, UY—RAFHNEENICTSHICE. EZ O ICERELET. FMICDNTE. INSXAPI i1 Rl 28R L T
0y,

NSX Edge 7 754 7 AD Y AT LAEH

NSX Edge 7 7547 VAN AT LAEBH(Z. 77547 ZADY A4 X (Compact, Large. Quad Large. X-
Large) ICK>TERVET, INHDMEIL. T74INED [PRATAEEB]|DOVUY —RFHTERAINET,

% 9-2. NSX Edge DY R T LAEH

TIS5ATRADHB AR CPU ¥# FEUDFH
Compact 1000 MHz 512 MB
Large 2000 MHz 1GB

Quad Large 4000 MHz 2GB
X-Large 6000 MHz 8 GB

A5 —T 14 RADRKE

NSX Edge #—EX F—hU A (212, ZRR 10 BEOREA V5 —T AR Ty TU I A5 —TAR &
EIENS YO0 425 —T 1A RE/ETEEY, NSXEdge V=4 —(C1F. 8@ODT v TV A5 —Tx4R
& mK 1,000 BOREA > —T 14 RERETEET,

NSX Edge 27 704 T& 5L IICTBICIE WA I =Tz A ADBDV7E<ED 1 DBLETY,

VMware, Inc. 108



NSX E® A1 K

A7 =T 114 RADERE

— PR AL I =T A REKFEABMEZ 74 v ORATHY., Ty TV o A5 —T 1A REEEFRANTT
1y IRTY., 7#GRE/I —4% — (DLR) % Edge Services Gateway (ESG) [C#Ef T 2BE/. N —F—DA ¥ —
TIARMBT YTV O A 07 —T A RICHY, ESGDA VI —T A ADBAIA >4 —T 4 AITIHYET,
NSX bSO A2 =T x4 REAERY 8T—ORATHY. HNEBxry 8T —IVRTEHY ERA, b0 4>
F—T 1A REFERTDE EHOALRY T —2 (VLAN £/2E VXLAN DEESD) DS F 2 IMTEE
ER

NSX Edge Services Gateway (ESG) (2. AZ A 5 —T AR Ty T o A 05—TxA4 R, ElE+T >
DAV —T A RERRKI0EFHEDOZENTEET., ZOFHIRIF NSX Manager (Ck> TERENET,

NSX =704 Tld. 1 DD ESXi /RX b EIZE&RK 1,000 BDO 2 E#HEIN—4 — (DLR) 4 Y R& V REHF D&M
TEEYT., 1 DONHMBMEBIL—Y—ICE RAKBEDT7YTU O A5 —T 124 XEHRZK 991 BORERA > & —
TIAREZRETEET. ZOHIRIEZ NSX Manager IC& > TERASNET., NSX F7OA(CEFB1 09 —7
T4 RADIERICDWNT(E. [VMware® NSX for vSphere Network Virtualization Design Guide] (https:/
communities.vmware.com/docs/DOC-27683) #ZBL TS 72X 1),

FIE
1 vSphere Web Client [CAZ 14 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v & L. [NSX Edge (NSX Edges)] 2 U v
A% 3

3 NSXEdge #47)0 v o LET,
4 [E® (Manage)]| % 7%#0VUvy o LT, [41%—7x4X (Interfaces)| ¥ 7&o U v o LET.

5 AY5—TxAREFERLT. [{R&E (Edit)] (« ) TA4a>&oUv o LET,
6 [Edge >4 —T A ADFE]| T A 70T Ry VAT, A5 =T x4 RADEEEANLET,

7 [WER (Internal)] £72(2 [7 v 7 > 2 (Uplink)] Z:2IRL T, REBENBDELSDA & —T 24 RIEDD%E
BELET.

YT A5 —T A REERTBHEAIE [FF22 (Trunk)] Z2BIRLES, SHMAICDOVTIER YT 4105 —7
TAADENMESBLTSEZ,

8 ZDAVH—TIAREERT IR JIN—TEEIHREBERS v FEBEIRLET,
a [#&#is (Connected To)] 7 « —JL RD#D [#EiR (Select)] 20U v o LET,

b A2 —7xA4RHEKETHHNBICEL T, [HERA vF (Logical Switch)]. [E#ER— kT IL—T
(Standard Portgroup)]. £7=(% [98R— k&)L — 7 (Distributed Portgroup)] 4 7& 41U v o LET.

c BYUNHRERLSvFELFR— N IN—TEBRUET.
d [EiR (Select)] 24U v o LET,
9 A2H—TIARDEERT— I AERRLET,
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10 [H 7% b® (Configure Subnets)] . [:E#N (Add)] (¥) 742 &LUYHL, A5 —T 1A RDY
Txy hEEBMLET,

12042 —7 14 RICIE BELBVEROY 7Ry NERETEET,

11 [% 7% v b (Add Subnet)] T. [&M (Add)] (¥) 74a>v&sUv oL, IP7RLREEMLET.

BHOIPTRVREANLESZEIER. T34V IPT7RVREERTEET, 1 D005 —T A RITIE
1207547V IP7RLVREEBHDEAV YU IPT RURERETEET, NSXEdge (3. 7517V IP
TRUVREO-ANTEREINIE S T4 v VDREETDT7 FLAELTRHLET,

RIS DOMBECERT HRIC. 4129 —T A RCIP 7 RLVRZBINT ZHENHYET,
12 424 —T1ARDFTxy h TR EAHL. [27% (Save)] &2 U v o LET,
13 BECELTT 74D MTU 2EELET,
14 [# 72 3> (Options)] T. LB HRA T 3 E2FRLET.

F7oar L]

70+ ARP 0F#t RIGBAVI—T A ABTOERR Y b7 —VEREEYR—bLET,

ICMP V%A L& ~DixfE =T 4 Y TERERZRANIGELET.

YIS—R KR 7 40F XS5\ Y FAICHDEETOT L RADRERREEEZERLE T, BIRBEE. )L—

F—DBRYNTY NDERXRICERT A4 —T1ART. NTy hNaZETILENHYE
¥, Loose E—RDFE., EETXT RLADBIN—T 4 >0 T—=TIICEENTWDLEDD
UET,

15 VA NSA=FZANDL. [BMAAD)] 22U v o LET,

16 [OK] =2V v o LET,

A5 —7 24 ADHIK

NSX Edge 4 >4 —7 x4 RZEHIBRTEET,
FE

1 vSphere Web Client [cH 44 > LET.

2 [®xybT7—2&EF2UT7 1 (Networking & Security)] #2J v o L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

3 NSXEdge #4701y o LET,
4 [&%® (Manage)l ¥ 7%y o LT, [4 % —7 14X (Interfaces)] ¥ 720U v o LET,
5 BT BA5—TARERRLET,

6 [XIB (Delete)] (¥) Faa> &as Uy s LET.

AVI—T A RERFMICTS

AVI—=T AR (R=hk JIN—TELIIHEBRAA vTF) AORBET S &REHT 57262, NSX Edge [T LT
FDA I —T A REBMITBHENHYET,
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [rybT7—=2&EF2UT7 1 (Networking & Security)] #2J w2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

3 NSXEdge #4701y o LET,
4 [EE (Manage)l4 7%y o LT, [4%—7x4 X (Interfaces)] ¥ 7&0 Vv o LET,
5 BHMCTZBA9—TAREBIRLET,

6 [Bxk (Enable)] (¥) 7A4a &Y v LET,

AV —T 1A REENICT S

NSX Edge TA > ¥ —T 14 REEHICT HZ EMAIEETT .
FIlg

1 vSphere Web Client IcOZ 4 > LET,

2 [y D=4, EF2UT 4 (Networking & Security)] #2 U v & L. [NSX Edge (NSX Edges)| &2\ v
JLET,

NSX Edge 24 7)o Uy o LET,

3
4 [E#E (Manage)]| % 7#20Uvy o LT, [41%—71x4 X (Interfaces)| ¥ 7&o U v o LET.
5 EWICTEHA9—TxAREERLET,

6

[E3h1t (Disable)] 74 a>& o0 U vy o LET,

NS4 vo oz—EYT RU—DEE

vSphere Distributed Switch T NSXEdge 4 >4 -7z A XD LS T7 4 v o 22 —EYT RUL—ZEZZEETE
£7,

FlE

1 NSXEdge 24 7)oV v & LT, [EE (Manage)] - [B2%E (Settings)] - [1 4 —7 = 4 X (Interfaces)] @
IECHEEBL KT,

2 AV —TxAREERLET,

3 [ ar (Actions)]-[bZ 71w >x—EYYT RUL—DEE (Configure Traffic Shaping Policy)] &
sUv o LET,

4 BULBEEEMAET.
AT avOFMICOVNTE. b7y o —EXT RIS —ZFRLTILEEZL,

5 [OKI&2UvoL&ET,
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YT A5 —T 4 ZADEM
kS22 WNIC ICH T A28 —7 14 A&EMLT. NSX Edge H—ERCEBTEET.

SO AV =T AR RODKDEEATHHVET,

m VLAN S 2O 3BENES AT T EON=23 0 ESXi THHEELET., hid. ¥ Jf= VLAN +~>
7«4 v % Edge [CXET HOICERASNET,

m VXLAN b5 2(3, NSX/N—=2 32 6.1 LIETHEELET. Tnid. VXLAN 57« v &% Edge [CX(E
THLOICERENET,

YT A5 -7 14 R(E RO Edge Y—EXTHEATEET,
= DHCP

s J—T1>2 (BGP & OSPF)

m O—RNS2H

m IPsecVPN: IPsecVPNIZ, 7v7U O A5 —T 1A RELTDIHERETEET., YT /9 —T14
Rl IPsec b RIVBRADTZAR—K ST 4 v OIERTEET, 754X — Z 71092 IPsec
RUS—FEBRELTWBEE, YT A —T 1A RETSAR—O=-HI BTy bDTF—rD1EL
THBELE T,

= L2VPN
= NAT

c T AT A RE SRM (HA) £23HREB7 747 04— )V TIXMERTEEHA, L. 77470
A=W I—NTHT AT —T1ARADIP 7 RVREFERTHZEIETEET,

FIE

1 NSXEdge o [EE (Manage)] - [%%E (Settings)]| ¥ 7. [/ >4 —7 4 X (Interfaces)] &2 U v o L&
ER

2 A2H—TzAREBRLT [REELY)] ) 74a3>&2 Vv LET,

3 [Edge 41 >4 —T 1A RADIRE]| ¥4 7O Ry IRXT, A9 —T x4 ADERIEANLET,

4 [#47]1 T [FZ> (Trunk)] Z2RLET.
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10

11

12
13

14

DA VI —T 14 REEHRT HEER—- N IIN—TEEEIRER— TN —TERRLET,
a [#&#%k (Connected To)] 7 « —JL RD#ED [£F (Change)] #2 U v I LET,

b A 4—7x4RHEHETHHERIZELC T, [BEER— ~J)L— 7 (Standard Portgroup)] E£7= (5 [HEER—
k&)L — 7 (Distributed Portgroup)] # 72U v o LE T,

c EUIEAR—RIL—TEBRL, [OK|E5U v s LET.
d [ZiR (Select)] 41U v o LET,
M7 A2 —71A4R] T [BI(Add)] 7Aa>&LU v o LET,

[T 4> —7 x4 RDF%ME (Enable Sub interface)] 22U v oL, 7 45 —7 24 RD&RIE AT
LET.

[~> %L ID (Tunnel Id)] [Z. 1 ~ 4094 O¥EEAHLET.

B>V ID (3 HERT B3y bU—2 (LRI DEOICERESNET. COEBEISAT R A hET—N
YA bOBMATRLUICTDREDNHYET.

NyF2T HA4T] T ROVWTNDERIRL T, ¥ T A VI —T2AADFRY bT—0 Ny F U JE/EL
£,

m VLAN v bT—2® [VLAN],

YT A5 =714 XTERT SRE LAN @O VLANID ZAHLEY . VLAN ID O#H(E 0 ~ 4094 T
ER

m  VLAN £7/2(3 VXLAN & v k7 —2® [ k7 —2% (Network)].

[ER (Select)] €2V v oL, DBR— b IIN—TEFIHERA vFE2ERLET. NSX Manager (3.
VLAN ID Z#ii L. b5 OBRETERALET.

n Ry RT—0E~IEVLAN ID EEEETICH T A V9 —7 14 REERT BHEI2(E [ L (None)l, =
DY T A5 —7 1A R(E. NSX Edge DHERICH Y, HERY T —2 E3EER (5 572L) Ry hD
—OBTAT Y MEL—T 4 VI BIDICERENET.

BITRYNEYT 425 —T 24 RTEBMT B(2E [H TRy bOKE] BEZHD [EM (AdD)] Tra>&2oUy
ILET,

[ 7%y bDEM] TLHEM (AD)] 74 a>%&220 Uy o LT IP 7 RLRZEBMLET., IP7 RLRZEASL.
[OKI £V v o L&ET,

BHOIPT RLVREANLESEIE. 754XV IPT7RUVREZERTEES, 1 D015 —T7 4 RITIE
120754V IPTRVREEHDEA VT IPT RLVRERETEET., NSXEdge (3. 7514< U IP
T RUVREO-—ANTEREINC RS T4 v OVDREERT RLAELTRBELET.

TRy b TV T4 vV ADREEANLT, [OK] 22U v o LET,
BECKCTHT A5 =Tz A RADT 74V bD [MTU] EZRELET.

NSO AVI—TTARDT7AILED MTU (1600 T, 57 425 —T 24 ADT 7 4L bD MTU (&
1500 T9., 7 4> —T7 x4 XD MTU (. NSXEdge DIRTD LS A5 —T 14 ADHTHED
NEWNMTUELTICT 2HEDHYET,

[U& 4 L% hOREEDEME (Enable Send Redirect)] £ZIRL. JL—7 4 > FE#RERR M fEELET.
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15 UN—2R NR 74 )5 % B3 (Enable)] £7 (3 [E# (Disable)] (L ¥ 7,

DIN=X XX T4 I F (3 EmXTEH/NNTy FRICHDEETT RLRICT VL RAIRENEEZELET. ENQ
BEF. W= —=DRYNT Y FDERE(ERT B Y —T A AT, NIy NaZETHIVLENHUET.
Loose E— RDIBE. EETLT RLVADBIN—T 40 T—TIVEENTWEIHENHY T,

16 [OK] 22U v oL, [bZ2 0 A5 —T 24X D4 RUICRYET,

17 BEICIRLCT, 425 —T x4 ADMAC T RLREAALEY. ESCarAREFEALTWSHBEIEE 2D
DMAC 7 RLREZAALET,

SR AEDTEREE. MAC 7 FLRIZBEEREINET,
18 BELIELTHSI YO A2 —T2AADT 74D MTU ZiR&EL £,

ESYO A2 —Tz2ARADT7AIL D MTU (31600 T, 57 A2 5—T 24 ADT 74V bD MTU (&
1500 TY, bSO AVE—TzARDMIUB YT 425 —T 24D MTU LIEDEICT 2HEDH Y
£,

19 [OK]Z2U v o L%,

ER
NT, BEdge 4 —EXTHTA 4 —T 14 R&FERTEET,
RODRATY 7
ZER—NITIN—T TNy F o TENTWB LSO INIC [T T 405 —T 24 ABEBMEN 554, VLAN ~
S 0EFBELET., VLAN SV IDFEE 2SBLT/ZE0,
VLAN SO DEE
NER— M TIN—TIHEHREN TS Edge D52 WNIC [TH T A 4 —7 14 REBINT 5154(%. VLAN
bS50 & VXLAN RS ODOmADBYR—hENET, BER-MIIL—TICHEREENTNVS Edge D 5> o
WNIC [CHTA =T x4 REEBINYT 515&(F. VLAN S 0DHBHTR—-FENET,
AR
ZER— NN —T TN F o T7ENTWBE RSO WIC DY T A5 -T2 A ABMEATESZ LEHERLE
T YT A5 =T 124 RDEM ZSRBLTIEZEL,
FE
1 vSphere Web Client [cE 44 > LET.
[®v b7 —2% (Networking)] 22U v o LET,
ZER— NI —TERBRL T, [REDMRE (Edit Settings)] 22U v o LT,

2
3

4 [VLAN]#7%&5UvoLET,

5 [VLAN 4 7]T. [VLAN 5> 2] #8IRU. b5+ 59 5 VLANID £#AALET.
6

[OKIZ2VU v o L&ET,
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HENL— IV BREDLEE

BENL—IVERDERIC/E> TWAEE. NSXEdge (. 7747 T+—J)b. NAT. BXUVI—T 1> IDI)L— bk
ZEMLT, INSDY—EXRTEEINZHEEZT7 4 v 0 EFMLET. BNV —IVERDEINIC/Z > TV
WMSE. 7747 04—)b. NAT, BEXUON—T 4V IDEREEZFHTEMLT, O—RNZ2 I VPN L E
D NSX Edge Y —EXDHIEF v R bZT7 4 v O EHAITH2HLENHY ET,

FlE
1 vSphere Web Client [CE &4 > LE T,

2 [xybTU—=0&EFa2UT s (Networking & Security)] #2 1) v 2 L. [NSX Edge (NSX Edges)] 22 U v
JLEY,

3 [NSXEdge] 4 7/)o Uy o LET,

4 [E%#E (Manage)] # 7% v o LT, [RE (Settings)] 72U v o LET. [BRE (Configuration)] &= &
Uy o L&D,

5 [l /SRILT[7o 3> (Action)] (&) 22U v oL, [BENIIL—ILZFEDZEE (Change Auto Rule
configuration)] Z#RL £,

6 WEZZEEZIT, [OK|22Uv s LET,
CL' n:u\nﬁllﬁﬁﬁo)wg
AR SA A7 —Tx2A4 R (CLD) ADOJ A > TERT HRIERERETEET.

FIE

-—

vSphere Web Client O 14 > LE T,

2 [®ybT7—0&EF+27 1 (Networking & Security)] #2 U v & L. [NSX Edge (NSX Edges)| #2 \J v
JLET,

3 [NSXEdgel =47 U)w o LET,

4 [E® (Manage)]|#7%&2 v o LT, [&E (Settings)]# 722U v o LET. [RE (Configuration)] & &
Uy o LET,

5 [BHB] /SR T[7 2 3> (Action)] (&) £2 U v & L, [CLI 558 DZE (Change CLI Credentials)] %
BEIRLUET,

6 HLWNARD—RZEANLTHEREL. [OK]|Z2 v oLET.

S AMICDNT

SAAME (HA) (3. N— RO TELERVYI MU TICEENSRELTI BT IS4 T7 Y ADFATE < Eo 1
IHBETH, BIO NSXEdge 7 7547 Y ATH —ERERETEHL5(CTHHDTY. NSX Edge DEFIAMET
T ZAAZEATEHY EHAD., 72 ANA—N—ICLBT V74 ADPRNMNIIMFENET, 77547
YAETTZ7 2 AINA—N—%1125E. —HMOT—EROBEFHVVLEICEDIGEDHY ET,
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f=&z 1. NSX Edge OBATAM (HA) 2. RF— R 7)L 774 79+ —LOBEOBIER. £/-130— K NS
Y MRETARTF— M 7UBEBERBLET. TRTOY—EXDNY &7 v TERIT 323, £L00OBELSD
DYUET, =&x1E NSX Edge #5/b—4 — & LTHEL TN SIBE, ¥—EXDBRIICE > THNAIL—T 1 >
GICTI 54 AELET,

B0 NSX Edge SRIRMT 7547 AWM A LBIETEHRLEo/KBE. TNENDBERTT T4 TIC/35
ZEDBBHYVES., ZOEERE. A5 /NA4D NSX Edge BFHIBTEZEMERIC. 72T« 7D NSX Edge TH —
EREMEL TRETZBLDICTEHDTY, thADT T54 7 » ADFIARTEET BENBERIE NIIGET.
280D NSXEdge MIT7 0T 4 7ERG UNADIREEBEXRII—FLET, RICI—MSRTHEY. mA
DT TSATVABT VT4 T THAHEEFLEHBAE, FRLAVBENRELET, COREERT Uy b Tba
YEFEN, ROXDMGIRBTRELET.

B XYy NT=ODN=T 1320 E YERY N —ODOERICHEND D
s NSXEdge TCPU F/&FAEYDBHREDFEELTINS
B AbL—=PIC—FHHAEESFEEL. 1 8L LD NSX Edge &rTAMREY > U HBFIATE 40

F2EAE A—N=TAOES I Z U IJREDA M -6 REY S &8T5 . NSX Edge &rTAEOZR
EMENRT = ANRELET, HIC. REOKRENY 7 v T TRV —OBIENEET 5 &, NSX
Edge & TAMDEZEEICHELET,

n PEFLIFRERY NT—0 TETET Ny bOMEICET HBENEEL TS

RIEOMBEICNA T, SATAMERI Y P OREVPRRICEILISEY. SATRART —EVBERBLULEEICH,
ATV b ToA REICIEDENBHYET,

AF— k7S A%

7247 NSXEdge 7 7S5A TV RAMT7 VT 4« TDREEIZIZY, Ch ) 7T5A4T7 0 RAMRY 2 INA DIREE
[Z72Y EF. NSX Manager (. 754U T7TSATVADEREERY VINA TTSAT7 AL TU—KL
Y., £ FHT2EDT7TISAT U REBMT R EHTEET., T4 7TS5AT 0 RETAVT
TITSAT VREZTNETNERBRDZVY—R T= VT =YX NTICEBRLEDS., 754U 7TS5A4T7RETH
E) TTZAT UV RERLUT—9 R NTIERT 25EE SRIAN (HA) BROMERS 2 BDT 7247 R
#2735 ESXi RRAMZERALET., TDED. VFRIADTRTDRAMIZDOT—F A7 E2HEBLATNIEE
BYERA, T—FRANT7PA—HI AL —=20BE1E ADREBY SV ERIURRMIEBRALET,

ITRTHDNSXEdge Y—ERIE, 7OT4THRT7TAT7 VALETEELET., 547U 77547V RIE R
GONA TTZAT UV REDN=FE=RE#IFEL. AFA I —T 1A REBLTH—ERDT v 77— hE&E(E
LET.

—FBEN F7ANNE15) LT5ATU FTSATUADEN— hE— MSZESNENES, TS50V
FISAT VA ISEREEIC o LM ENE T, REUNA TTISAT VY ABT 057 4 THREERY, 7547
U 7TSATYARDA 5 —7 14 ABEEFIEHNT, TS5 7 TS5 7 Y ATRFENTL = NSX Edge
Y—ERERBLET, YUBXDSTONDE, BEBEUELR— D [ZRFA Xk (System Events)] 4 7
[CLRFL ARy MFRENET, O—R NS HBE0 VPN 4 —ERTlE. NSX Edge &® TCP #5645
WIS BUENH D0, Y— EXNEBBARSNET, RERA v FEELT7 (T4 —) Eyiav@d 7
SARY TISATYRECHAL S TTSAT Y AMTRABENETH, REVNA FTISATVABT I5 4
FICHU DY, BN AN S ETY—ERIERELET,
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NSX Edge 7 754 7 V RAICEENREL T, AERBIRENLR—FEN2 L, EIHDZS. 8TRAMICL > TEE
MRELIET TSAT7 RAVEFNCRBEINES, 77547 RANEIRTDE. 7074 TREDT TS5A4T7 >
ADBEEZITHE, R U NAIREICIZVET., NSXEdge 7 754 7V ADBEETREDBE. ZOT7TS5A4T7 >
REHIBRL. HILWT TSAT7 o RAEBMTI2LENHYET,

NSX Edge (2. DRS # £ Uf vMotion & L% TH->Th. 2 BOZA A (HA) NSX Edge i< > &
CESXi RAMLEICERELAZWEDICLET (vMotion #FHAL TFETRILAKRR MIERELESEEZKR). 28
DRI VNI BRLET TSAT U RERLU Y —R T—ILELUVT—F X 7 I2H S vCenter Server (L7
04 ENnEY., NSXEdge OERTAMTERT e TAMREY S (ZEO—A)L U I IP 7 RULADEIUHT

SNBH. ENODRET VRALIFBETEET. EBIP T RVRZBELTA—AI U 0&F—N=54
RIBHZEMTEET,

Syslog U —N\DBERENTWDIIEEE. TIT 4 TRT 7547 A0ATH Syslog H—/NITEESINET,

Cross-vCenter NSX BIETHOERI A

Cross-vCenter NSX I:RiED NSX Edge TERAIRMZAMICT HIC(F. 7T 4 TERZ U INADEHAD NSX
Edge 7 754 7 > XA L vCenter Server AICERBEEINTWSHLENHY F7. mATAMD 2 A0 NSX Edge
DWFNPERID vCenter Server > AT AICKITT DL GAIRMED 2 BOT7 T5AT7 APRT ELTEELA
<Y, bST74vIDREPBRET DAEEEDHY £,

vSphere High Availability

NSX Edge & e A% (Z. vSphere HA EE#EnH YU £9. NSX Edge 1 > X7 > RMEMEL TWVWBHRR FDIG
ENEWEE. NSX Edge R /A KRR N ETHIEEEIN., 2 BDRET T % NSX Edge SrI A% (HA)
BRRICLT, UBO 74 A—N—(IsTE3LDICLET,

vSphere HA BB THRWEATH. 77 4 7IRA5 /N4 D NSX Edge SRTBM#ER KR hThHN(E, 1 BD T
TANA—N—(IEEL<HEELET., =20, BENRELAREBT D VBURNTSNZHITHNO 7 oA )LA—
IN=DFE L7zHEE. NSX Edge ORIAMEDEKDONSATEEMEDH U E T,

vSphere HA OF#(CD WV T(L. [vSphere ORTAM] #5BL TS /EE L),

SR AMREDER

NSX Edge D4 > XA b—)LEFICHEE L/IcERIAMEREEZER CEET,

F: NSX6.23 LK% SrAMERD 2 AB0 Edge RIE< > > 77547 AAICTHRE) Y —REFHNTE
TS, BEF0 Edge TERIAMEEE (HA) ZBMICT S EKMLUET., 20HEE. BENREDERLFEICA—IL N
v LET,

FIlg

1 vSphere Web Client [CH 44 > LET.

2 [rybT7—=0&EF2UT7 1 (Networking & Security)] #2J) v o L. [NSX Edge (NSX Edges)| &4 ) v
JLET,

3 NSXEdge 2470V v o LET,
4 [EXE (Manage)l ¥ 7%y o LT, [BE (Settings)]| ¥ 7&2oU v o LET,
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5 [ErTAM#ER (HA Configuration)] /8% )L T [£E (Change)] €2 U v o L&Y,

6 [EURAMBROER|F4 704 Ry IR T. NSX AR K=l }i+«4 RD [Edge Services Gateway Mi&
ml oo a yTHRESNTWALSICEEETOVET,

F: SRAMNEMICESEIICIO Edge 7 7547 AT L2VPN BENTNSi5E. 272<EH2D0
NEA G =T 2 A APRESNTWBRENHYEY. L2VPN TT TICERSNTNSZD Edge T1 D
DAVE =T 1A RADPREINTNDEEG. Edge 7 7547 > AOSR AKIEEMICRY £T.

7 [OK]|Z2Uv o LEY,

NSX Edge & NSX Manager M3& | [EHA

NSX Manager 75 NSX Edge ICEEIER&E(ETEET.

NSX Manager TR#ENTVS Edge B Z I RN TOIVR—3 > MIRT HHBEDNH SHI5E. mHREAZER
LET.

E: 6.2 LR, s#FIREATIL. North - South DIV—F 4 > b7 4 v o DT—FERMPEEINE T H. East
-West DIV—F 4 7 ETY S THEDBRET ZHE8HYET,

BEEBOBER. LUTORENRITEINET,

m Edge 7 754 7 U ADBREIN. RFOMPEHAINET.

B RAMEOEGEMLEHALOSNET,

m  NSX Manager 754U ERERAFZ > K70 THY., Edge DHEBEAEII—F—DHBE. a3 bO—F &
SRIPRBENET,

B DHIN—F— AR VRERETEEDIC, BAETDIITRTORRAMIA Y EZ—IPEEINET,

EE: Cross-vCenter NSX BIEEDIHZA, &R¥WICT S 4 < U NSX Manager T NSX Edge « >~ X% > AD 3| E
HEaRTTH2VENHYET., TTE. £Hh41) NSX Manager @ NSX Edge 1 > R% > R (C#FIEEIZRITL
7.

FE

1 vSphere Web Client [CAZ 1 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)] =2 U v
JLUET,

3 NSXEdge 1 > R& U REZERLET,

4 [7oi 3 (Actions)] (@) x4 v o LT, [#4IFH (Force Sync)] £2#IRLET,

NSX Edge @ Syslog H—/\DEE

18F/7FE 280 UE— Syslog 4 —NEZZRETEET, NSXEdge 7 7SA TV ADSRND T 74T U4 —
AR SZEEEL 2 NSX Edge A N> &R, Syslog H—NITEESINET,
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FE
1 vSphere Web Client [cH 44 > LET.

2 [rybT7—=2&EF2UT7 1 (Networking & Security)] #2J w2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

NSX Edge 24 7)oV v o LET,

[BHE]> [BRE]FTDIEICOU v I LET,

[F£4M] /XRIL T, Syslog 4 —/N\DH#ED [EE] £V v o LET,

mADYE—K Syslog B—/1D IP 7 RLREAHL., 7AOMINEZERLUET,

N~ o g A~ w

[OK]Z2 Vv oL THREERTFLET.

NSX Edge D AT —4% ADKRR

AT—HAR=DICE BIRLE NSXEdge DA >4 —T A REFRND NS T4 voDIZTE T7AT7 D4
I H—EREA—R NS Y - ERDEEHIABRRENE T,

FIE

-—

vSphere Web Client (O 14 LE T,

2 [®ybT7—0&EF27 1 (Networking & Security)] #2U v & L. [NSX Edge (NSX Edges)| #2 J v
ILET.

3 NSXEdge 24700y o LET,

4 [BR (Monitor)| # 7% 4 ) v o LET,
5 RT—YRERTTHHEERRLET,
RDODRT T

NSX Edge D2 xR~ 523, [EHE (Manage)] 22V v o L. [&E (Settings)] €2 v o L%,

NSX Edge BT 704

WEIFHIO%. NSX Edge #— E XA & 5 Y ICBE LR BAE. NSX Edge 1 > R4 > A&BF 704 T&
7.

E: BF7/OM(C1E. Y—EROBLESLETYT. STHRHUABEEAL. MESRLLLVNMEACET /0%
FooeEsBHLET.

NSX Edge A ¥ 29 > ROBF 7O Tld. KDY Ao BETSNES,

s Edge 77SA 7Y RABEBEN, BHFOBRESBERASN, HECFIOMSNET,

s OV RO—SHSHEBREIL—F —HERENAE. BEOBESERSN. BEKINET,

KR RONEBEIL—F — A VRYVADMIBRENLE. BHFOBRESBERASN, BRSNS,
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JU—=X7)V ) ARG = DBBEMICHE > TWEWEES., OSPF OBEREFRIIET 7O/ RICRUEINET.

EEZE: Cross-vCenter BIE T3, £9. 754 < NSX Manager IC NSX Edge 4 > R > R&BF 7047
EZVENHYET., TTH% A2 4) NSX Manager (C NSX Edge 4 > RF >V RICEF7AA LET, 754<
UEthrgUomAan NSX Manager [C NSX Edge 4 Y RY V REBTTOA T HHENHUET.

ARSI

BT 704 #(Z NSX Edge Services Gateway 7 754 7 > R&BMTT 7O4 T 5212 +9KUY—X
WRAMIHDZ E&xHELET., NSXEdge DA XTEICHELELD Y —XIZDNTIE. 1 ENSX D>
AT LAEHESTRLTEE,

m B0 NSXEdge 1 > R¥ V ADHE, NT—AKEED NSX Edge 7 754 7 RS, BF 704 F
IC2BHFEAETHIEICHRUET,

n  SAAM (HA) 5D NSX Edge f Y X4 > ADBER, 2 BOFHLWT TS5 7> R&F7O4 LTH
5. 2 BOHENT ISA TV REBERAET, DEY. NSX Edge 07 v 7 HL— R[S, /N7 —F ik
EED T LY A XD NSX Edge 7 7547 VAN 4 BEET S LI22Y £, NSX Edge 1 > R4 VR
DEFTOABETTEE. ELODDBTRET IS4 T VANT o714 TICHYET,

NSX Edge 7 754 7 > ABICRE LB E RBDEEBATICY A hENeRA S 25 X455 NSX BIC#E
RENTNWBZEE AV E—D VT AV TSAMSIVFYDRT—FADPEETH D LEWERT DVEDD
WEd, NSXEdge 7 754 7 > ADERIRICO 5 XY DBHIRENIISEEE RE LISMERTE RS
BICIEE. REBOEBSAMOAZERLET.

m  GET https://NSX-Manager-IP-Address/api/4.0/edges/{edgeld}/appliances APl &k %
FAL T, RVIZERE LERR® ID (configuredResourcePool > id) LIRTEDIBER (resourcePoolld) %
MRELET,

m  GET https://NSX-Manager-IP-Address/api/2.0/nwfabric/status?resource={resourceld} APl &
KEFEALT. INSDISTRIDIRANEFRT—FREA Y =DV T AV TSANSIFYDRT—
Z RERRLUET, resourceld I$. RIDFIETHEE L= NSXEdge 7 754 7 > AR EH E REDE &
BExRY ID T,

B EARXD com.vmware.vshield.vsm.nwfabric.hostPrep @ featureld |Z33i53 5 RF—%
REERLET, RT—FRIEETHILENHYET,

<nwFabricFeatureStatus>
<featureId>com.vmware.vshield.vsm.nwfabric.hostPrep</featureld>
<featureVersion>6.3.1.5124716</featureVersion>
<updateAvailable>false</updateAvailable>
<status>GREEN</status>
<installed>true</installed>
<enabled>true</enabled>
<allowConfiguration>false</allowConfiguration>
</nwFabricFeatureStatus>
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m SEARXD com.vmware.vshield.vsm.messagingInfra @ featureld (3459 3R T—4 X%
BMELET, RT—FRIEETHIVENHUET,

<nwFabricFeatureStatus>
<featureId>com.vmware.vshield.vsm.messagingInfra</featureld>
<updateAvailable>false</updateAvailable
<status>GREEN</status>
<installed>true</installed>
<enabled>true</enabled>
<allowConfiguration>false</allowConfiguration>
</nwFabricFeatureStatus>
FIlE
1 vSphere Web Client [CAZ 4 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v 2 L. [NSX Edge (NSX Edges)] 2 U v
JLUET,

3 NSXEdge f VR REZIRLET,
4 [7 2 3> (Actions)] (&) 7qavesUvsL, [Edge BT 704 (Redeploy Edge)] #:#RL £ 9.

EEES

NSX Edge 1R > U FHLWMRET S D TEEBMA SN TR TODY—EXBURAMT7EINET, BT 7O014LT
HEFICEELZVESE. NSX Edge RIEx > > %&/XT—4 7L, NSXEdge 265—EBTF 704 L £,
E: ROBARL, BF /04 THEENSRALENSADHY ET,

m NSXEdge 24 A L—JLL7=UY—R F—)Lhs vCenter Server 4 >R NURICHEELELS Gomh 7
®D Mold (BEEBAF 7> x4~ ID) BEEINI,

m NSXEdge &4 YA b=V LT —FARTHBRELE/T I D bENLD, TORIATERICE S .

m NSXEdge 1 >4 —7 4 ADEHK S NTLS dvportGroups 73 vCenter Server 4 >\~ RIZTEELA
<7fzof=ih. o Mold (vCenter Server AD:#AIF) NEBEI N,

EoERBEOWTNODBEDHZEIL. REST API FUHLAEZFERAL T UV—R 7=l T—F X7, £(F
dvPortGroup ® Mold #E#H 2 ENH U ET., [INSXAPI 7055220 A4 R] #8BLTLEI,

NSX Edge T FIPS E— RDED & = ICHEMNFE LEE. NSX Manager Tld. Edge 0BF 7O ILTE
FtHh, Edge 2B 7014 T5RDYIC. AV T7FRA M IF+ TRELTVWSBEREIS—DEBEERRT ILE
BhHUET,

NSX Edge 574 =AH)L b R—Fk Os0&yo>A—K

TUOZAIBR—bF AJE NSXEdge 1 Y RE 2 RIEICF I OA—RT&EEY, NSXEdge 1 > A& > X T
SR AEDEMCE > TWBIEEF. @AD NSX Edge (REEY > o PR— OGBSO O—RENET,

FlE
1 vSphere Web Client [CE &4 > LE T,
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[ry bD—2 &+ 217 1 (Networking & Security)] 21 v & L. [NSX Edge (NSX Edges)] 2 U v
JLUET,

NSX Edge f > X% > REBIRLET.
[7o2aY](8)&s)y o LT, [TZANHYR—FOFOF Y O— R 28IRLET,
FOZAIL HR— b OFBERSNES, [ForO—RlE0U vy o LET,

REYT4v o IL— DB

&_

FIE
1
2

10

11

Ty b TRy FEREFRRAMDRY T4 w0 Jb—FEEBMTEEXT,

vSphere Web Client (O 4 » LET,

[ry bT—2 &+ 27+« (Networking & Security)] 2 1J v & L. [NSX Edge (NSX Edges)] U v
JLUET,

NSX Edge 24 7)oV v o LET,

[E% (Manage)| ¥ 7&#2 U v o LT, =T« >4 (Routing)] ¥ 7240w o LET,
ERIDNKIVIDS [RET 4 v o JL— b (Static Routes)] #2#IRLE 7,

Genn (Add)] () 7aavEsU v s LET,

CIDR &I [y b7 —2 (Network)] # AL E T,

[%2 A K kv 7 (Next Hop)] @ IP 7 KL REAHLET.

W= —F. FORN Ry JICEEEETEZILENHYET,

ECMP B> TWBIHEE. BEBORIRA S KRy TEANTEET,

RET AU I—bEEMTS [45—7 x4 X (Interface)] 2R L £ 7.

[MTU] Cld. HBICELTT—% 7y MaEDORAEERELET.

MTU (3. NSXEdge 1 >4 —7 A ATHRES NI MTU £BZA 5 LlETEE A,
ERINEBEEL [TREZXA M —F 47 74 X% > X (Admin Distance)] #AHhLE T,

1~255 DEZREIRLET., BHEDRY bT—J(CH L TEBDIV— b DHB5E TRIZAM—FT47
TARG REFRALTEDIN— b EERTENERERLES. 7RIZA M —T 47 T4 XF ABEN
FE - FDBEBEMIEIESBVET.

KRIIJ.FIANMDTRIZAIV—F 4T T4 RIVR

=k V=2 TI7HIWEDT REZRM—T AT T4 RIVR
EEES 0

RETFA4vY 1

4488 BGP 20

OSPF TU7RA 30
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RIZI.FTIHIIDTREZRM—F 4T TARIVR FiZ)

W=k V=2 FI7AxNWEDTRIZRA =TT T4 RIVR
OSPF TUT7H 110
wEk BGP 200

EBTARYVRE255 (2T HE. RITAv I W—bDPIN—TFT420 7= (RIB) &E7—% TL—2p
SBRAESNBH. - EBMERSNEHA.

12 (#7>3>) [AZ—J)LID (Locale ID)] ZAHLET,

FT7 A4 ETIE —boO4s—)L ID (£ NSX Manager ERILTY., SZTHS—I/)VID #8E T 5 & Ib—
3z —)U ID ICEEERIFoNnNEdT, CnodD)b—ME. BT —I)L ID B—3T B3 RAMIDHEEINE
9, SMICDVTIE Cross-vCenter NSX R ROCESIBL TS,

13 (F7>ay) R&¥T4v 2 )b— o [FBA (Description)] # A LET.
14 [OK] 22 Uwv o LET,

DHEREIN —4 — L TD OSPF DFTE
NEGREIN —4 —LIC OSPF £/ ET 5L, DHHREIN—FRETORET S > OEHO. DERE/L—F—D15
Edge Services Gateway (ESG) NDIRIE~Y I > DIFH N AREIC/ZY ET,

OSPF Il=T 4> RUL—=TlE ARPDHELWIL—FETrS 74 v oDA—R NS 2 JEEBRICANET
EEXS

OSPF xy b7 —21d bS5 T74v o 7O0—%&&#BlEL. IW—T 420 T—TINDY A XEFIRT D7D, IL—T
AT TITICREENET, TUTIE RLTU7 ID 2%D OSPF vy b7 =2, Jl—%— BXOU>ID
wmEILo 3T,

IUT7IFTVU7 ID THAESNET,

AR

IW—%— D Z9EHEIN -9 —ETHREENTINS OSPF ORBICHE > THRETILENHYET,

=5 — D EBWICTBE. T4 —ILRICEF T4 RT. PEHREL—F—DT v TUSI A5 =T AR
ANENET,

FlE

1 vSphere Web Client [CE &4 > LET,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v 2 L. [NSX Edge (NSX Edges)] =2 U v
JLET,

3 SEBREIL—5—EFTNIUYILET,
4 [Db—5F4 >4 (Routing)] €41 v & L. [OSPFl &4 v o LET,
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5 OSPF Z8B%ICLEY.

a

D4 RODHELEICHD [fRE (Edit)) 20U v o LT, [OSPF OF#L (Enable OSPF)| 22U v o L%
ER

T—=INANT Y FOEBERICKRAMADIV—F —DT—F/NX ELa— IV TERAEND IP 7 RV X%,
[Er%7 K LR (Forwarding Address)] ICAAILE T,

[ZB b3aJL 7 kL R (Protocol Address)] . [#RiX7 KL X (Forwarding Address)] EEIUH 7%y b
RAO—EDIP7RLVREAALES., 7O 7 RLVRIE E7 EBET 201C. 7R MINVICKS
TERAEINET,

6 OSPFTU7ZEHRELET,

7

a
b
c

d

FT7arT. FT7HINNTEREZINTIS Not-So-Stubby Area (NSSA) 51 #HIRRL £7.

[TV 7 %% (Area Definitions)] T. [EM (Add)] 71 a>&o U v o LET.

TU7IDEAALEYT. NSXEdge Tld. IP7 RLRFERIF 10 EHELXOT VT ID £2FEATEET.
[ 4 7 (Type)] T. [1B# (Normal)] £7/=(3 [NSSA] ##RL £7.

NSSA (£. AS ##8d Link State Advertisement (LSA) O NSSAAND TS5 v T 4 > %BRIEL. 880D
BEICIET 74N EDIN—FT 4 TEFERBLET. LEM>T.NSSAILOSPF IIL—F 4> F RALVD
Ty ICRBTZ2VENHYET. NSSA (IHEI—E OSPF IL—F 4> F RALVICAVR—KT
EB57c. OSPF IV —F 4 >0 RAA VICBEEWINRRIZIV—T 1 > 7 BAA 2 ICHilEY — EXZZH
T&EEY,

(A7 3>) [FBEE (Authentication)] @4« 7% #IRLE7. OSPF Tld. TUT LN TRIADBRITINE

ER

IU 7?\]@—?—/\—(@)[/—9_’:\ Ejl/nl.nl—tt;(-fm—g—%)/\xlj I\b\ EéhTL\éZ‘Eb\&U i—g— MD5 &2 At A
DWHEBET B7/2DICE. Z2EN—F—EXEN—Y—OmAICAL MD5 #18HBETT,

a
b

Cc

[7#L (None)] : BRFEIFERSNEHA (T 74/ MBE),

[/X2R 7 — K (Password)] : ZORRFAETIE. NRT—RIZEENTY MIEENET,

[MD5] : ZOFREAETIE. MDS (Ayvt—2 4P AN 447 5) BEABERINET., MD5 F
TV 9*3‘A(;t:£15/\'7"‘/ MIEENET,

[/XR7 — I (Password)] £7=13 [MD5] ¥ 1 ORI DiHE. /NAT— RE/AF MDS #EAHLET.
=

m  FIPS E— RDPEXGRIHE(E. [MD5] REAIZHETEEHA.

m NSX Tl& F—IDDEIFEICT ZFRLEYT. NSX Edge F(3n#HmEIL—v—LETU L
TWAB3IENSX F/NA RXT MD5 RifZERAT 555, T—IDDEELT1 2RETHILENDY E
3., BELAZWESES., OSPF vy g IS NERA.
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8 IVUTICAYI—TxAREYYEYILET,

a [(>9—TxA4RTvETDI T (Area to Interface Mapping)] T. [l (Add)] 74 a>&=o Uy
2L, OSPF ZTU7ICETAA -T2 AREIVEVILET,

b ~vEYITEHEA I —TzARERYELIHED OSPF U7 ZEIRLET,
9 (AT7var) BEICHLT 774 b0 OSPF ZEZHELET.

BE. T74) b OSPF REZMIFTIHLeBBOLET. REZLEET HHAE. OSPF E7 TRIURE
MERSNTNS I EZERL TS,

a [Hello & (Hello Interval)] IZ1E. 4 > =T 24 ATEEIND/NO— N7y SREOT 7+ )L SERD
RREINET,

b [Dead f& (Dead Interval)] [ZlE. 1 DL EDNAO— /XT Y hEXAN—DEZELRNEN—F—TX
AN—DEREEPEEEINDT 7+ MEBORREINET,

c [BRIEfL (Priority)] (CI3. A 29 —T 24 ADT 7 # )V bOBEIBUNBRTENET, BEIBECOFHEN
A0 =T 1A APBEN—F —[CRUET,

d 429—"Txz4RD[AX K (Cost)] ICIE. ZDA 2V F—T A REBLTNT Y bEEETHDICHER
TIHIEDA—=N=Ny RPRRENET, /1Y —T A RADARNENY RIBEREAILET, /N
RigHkE<anid, aXMMINESL<HVET,

10 [ZEE DT (Publish Changes)| 22 J v LET,
5l - HEEwEIL— —ETRESN TS OSPF

RIZRY. OSPF =AY 2 E#/z NSX > F U A TlE HEGRE/IN —4 — & Edge Services Gateway (ESG) 5
OSPF O3 A N—B8&RIC/Z> TWET,
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9-1. NSX kRAP

Edge
Services
Gateway

192.168.10.1
oy 84T NE

192.168.10.2
Yoy BT Ty TYs
JRFILTERELR:

192.168.10.3
DEGHIE
172.16.20.1 V=%= 117216101

b B4 T KR @ b B4 T N

172.16.10.10
App Web
RE< Y <Y
VM VM

ROBEECE. DHARBL—5—DF T4k 4 — D113 ESC ODREA 25 —T A AD IP 7 KL R
(192.168.10.1) T%.

W—%—ID IN#EHBI—5—DT7vTI0 A5 —T 4R DFEY EGS (192.168.10.2) L#E TS IP 7 R
L ZXTY,
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Ll Rowting Conhguraton

T . oo @
e (28 Snae |
O5PF Detautl Galeway ;

Bos

Roule Redrstribubon

[% Adrrin CHEtanie
Descnpbon

Cymamic Koutng Condgeraton :
Router iD i 108102
(Y w* EnaDied

BGR &) Disabled

Lagging @ Disaned

Lo Lvel

NEGERIEI — & —RETIE mET FLRELT 192.168.10.2 BMERESNET, AL TRV RIZE BLY
Ty hRICHY., OBATIHERINZN, FEDIP 7 RV REZ/BETEET, ZOFITIE 192.168.10.3 48
BESNTWET, BEENLZIUTIDEROT 7vFUro 4205 —Tx4 R (ESGICHET DA 5 —T A
R) BEOIVUTIZRvEYTEINET,

Sumenary | Manage

OSi Conhgurabon : Eadl |
Gobsal Conlgusaton
Suatic Routes o i
IR o e
BGR Forwardmg Address: 192 108102
Focmlm Aeadimlr idmlion Graculs Ruaian o Enxisa
Eretau O e ale @ Dmssisd
Area Defimibons -
+/x 2
] Tioe Fathrtioains
] Fizemal Hone

furea 1o Interface Magpng |

* S x a
etarm bww 10 el mierel e Dupd briwrvel (mmocroih Frariy Tt
B-ESG L] AL dy 128 1
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RORTFTv S
W= bBEREPET7AT7 O+ —ILDHREICLY., ELWIL—=FDBT7 RNYAS RXRENDEEERLET,

ZOBITIE. AEEGREI—F —DERIIL— b (172.16.10.0/24 & 172.16.20.0/24) # OSPF IC7 ENZ A4 XEn
£

[ Evgesseeetiowent | Adowr
Summary | Masage

Setngs | Firewall [oung| Beiagng | DHCF Ralay |

w“ Rowle Redistribation States :
Globl Coafigmaton 0SFF v BoR
Stalic Fioutes
OSPF 1P Prfines © h
BGP +*
=1 E——

DHEREIN—F —EERLILLEEICSSH ZBMICLEEEE. SBHENL——07A b3l 7 RV XAD SSH
EHATETI7ATOF=IN TA4NIDREDLEICBVET. RIZEDHITY.

Summary | Manage |
| Firewall Satus: Enatted | [l Disable

* 0 X =7 =, Hioe Ganarated nies Hide Pre nules Searth
L g Typw Saoirm = LT j= ]

&1 Tirewall Inlemal i B0 any any

&2 rouling Intemal any any nuﬂ_mam«
&3 s&h. User any

&4 Crifaun Rule Diefault any

182.168.10.3
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Edge Services Gateway tT®»D OSPF D& E

Edge Services Gateway (ESG) =T OSPF #&&Ed5&. ESGCG BWIL—hEaFELTT RNSAXTESHLDIC
Y EY, ESG £ T OSPF &b —MMIICFIAT 5i5E. ESG EnEEGE/I—44—EDEDY > £TY, C
D7z, ESG . NGB —& —([CHERL TW2/E A5 —T A X (LIFS) CDWTEETEE Y. Nl
OSPF. IS-IS. BGP. FZBEE/N—T 4 > J%ERTHIELTRETEET,

OSPF IIl—FT 4> RUL—TlE ARMDELWIL—FRETrS 70y o0O—RK NS TEENICINET
EFET,

OSPF v b —21d. rZ 74y 7O—%2FHEILL. =T 420 T—TIOY A XEHIRT B/, IL—TF
4> TUTIZREIENET, TUT7E RCLTUT7ID 2D OSPF vy b7 =2, Jb—49— BLXLRUOD
wmEIOL Y3 >TY,

ITU7IETVU7 ID CHEBIENET,
HIiREE
Jl—% — ID % Edge Services Gateway FTEHE=NT\5H OSPF OFRPAICHK > THRET HLENHYET,

W—4—IDZBMCTBHE T4 —IVRICETT7AIVNT ESGDT7 v TV A28 —TxAADIP 7RV
MANENET,

FlE
1 vSphere Web Client [CE &4 > LE T,

2 [xybT—0&EF2UT 1 (Networking & Security)] #2U v & L. [NSX Edge (NSX Edges)] #4 ) v
JLET,

3 ESGEFTINIUYILET,
4 [Jb—FT41>7 (Routing)] 22w o L. [OSPFl &2y o LET,
5 OSPF #8#ICLET.

a Y4YRYDAELICHS [fFE (Edit)] £ v LT, [OSPF 0B (Enable OSPF)] &4 U v & LE
¥,

b (F723>) OSPF H4—EXDOBREEEFIC/NNT v MEESFEINEZNLDIZTBICE. [FL—RTIL
1) R — hDOE#E (Enable Graceful Restart)] 2 U v o LET.

c (A7 3r) ESCGHEBET 74N T—bUxAELTETICT RNFAXTESHLDICT BT,
[77 # ) ~bDEEDEFEME (Enable Default Originate)] #2J v 2 L £ 7.

6 OSPFIUT7ZFHZELET.
a (7 3y) FTIAINNTHERESINTIVS Not-So-Stubby Area (NSSA) 51 ZHIfRL £ 7.
b [TV 7E% (Area Definitions)] T. [EM (Add)] 71a>&o U v o LET,
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¢ TUTIDEAALEYT. NSXEdge Tl IP 7 RLRERF 10 EHEXOTUT ID Z2ERTEET,
d [#4 7 (Type)] T. [ZE# (Normal)] £7=(3 [NSSA] #ERL £

NSSA (3. AS 4880 Link State Advertisement (LSA) ® NSSA D75 v 5T 1 »F%&BAIEL. S E8D
BERICIEIT 74N EDIN—T 4 TEFERBLET. LEMBDT.NSSAILOSPF IIL—T 420 RALD
IvICERETSAVENHY ET. NSSA (INEI— % OSPF V=T 1 >0 RAAL A VR—KT
E570. OSPFIL—T 4 >0 RAAVICBSIRWVNREIRIL—T 4 > J RAAL 2 (CHilEY —EXZZH
TEET,

7 (F723v) #47&0T[NSSA] £-IRL-EAIE. [NSSA k5> R L —4 O—)L (NSSA Translator
Role)] 7 4 —IL RDFRRENET ., [BIC (Always)] Fr vy Ry ¥ REERIRL T, Type-7 LSA % Type-5
LSA (Z# L E3. NSSA [CL>T. 3RTH Type-7 LSA %5 Type-5 LSA [CEHENET,

8 (F71 3>) [FREL (Authentication)] D% A4 7% #IRL £9. OSPF Tld. TUT LN TREIDVRITEINE
ER

TUTADETRTOII—%—I2. RALRIEEMIET D/NRAT—RPFRESNTVWSIHENHY ET., MD5 25
WHEBET H7=0(2(F. ZEN—F—ELEEIN—F—DEAICAL MD5 #NHKHETT,

a [#zU (None)] : RBELHFERENERA (T 7 )0 MME),

b [/XX7— R (Password)] : CORIAETIE. NAT—RIFXRENTY MTEENET,

¢ [MD5]: ZOFFAAETIH. MD5 (AvE—L F4 P12 R N 447 5) BEeBMERINET. MD5 F
TV IYAREENTY MTEENET,

d [/XRT— K (Password)] £7=(% [MD5] 4 A 7D DHZE. /SR T —RFE/IE MDS #EANLET,
x
m  FIPS £E— RD3EMIIHEE. [MDS] EEZRETEEHA,

m NSXTlE F—IDDEIFEICT ZFRLEYT. NSXEdge FFNHHEIL—F—LETUFLTN
5IENSX 7/N4 RT MD5 Rt 2R T 554, F—IDDEELT1 ZRETHIVENHYET, KT
LizW5E, OSPF vy a v SNEHA.

9 ITUTIAYI—TzARERYEYILET,

a [M>v4—Tx4R<vEIDITY T (Area to Interface Mapping)] T. [EfN (Add)] 744 a>&o Uy
2L, OSPF ZTUZ7ICBTAA -7 1A REIVEVILET,

b TvEYITEA U5 —TARETYELI%D OSPF T U7 EERLET,
10 (A7 3>) T74)bD OSPF REZRELET.

BE. 774/ b OSPF REZMIFTITHLeBBOLET. REEZEET H5E1E. OSPF E7 TRURE
MERSNTND I LE2ERLTSZE N,

a [Hello fEk@ (Hello Interval)] IZ1E. 4 > —T7 24 ATEEFEIND/N\O— N7y FREIDT 7 )L MERRH
RREINFET,

b [Dead fF& (Dead Interval)] IZ1E. 1 DL EDNO— Ty hEXAN—DPOZELRNEIN—F—TX
AN—DEENPESEINZT 74/ MEBRBRRINET.
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C  [BAIERL (Priority)] [2(3. A ¥4 —7 24 RDF7 4L FOEBEIBLSERRENET, BEIELORHE
A5 —T T APHEEN—F —ITRYES.

d 42— A4ZXD[ARK (Cost)] ICF. EDA I —T 1A REBL TNy NERETHDICHER
TIHIEDA ==y RPRRENET, /1Y —T A RADARANENY RIBEREALET, /N
RigMKE<aNE aIRMINESLBYUET,

11 [ZEEDH1T (Publish Changes)| 241w LET,
12 V= bBEFET7AT U4 —IVOFREICEY. ELWIL— DT RNFALXENDZ LEHRLET.

5l : Edge Services Gateway L THREXNTIL'S OSPF

OSPF ZfERT 5 8#i/E NSX > FUFD 1 DELT. DEEREIIN —4 — & Edge Services Gateway 73 OSPF
DRAN—BRICHE>TWSHlEZZITRLET,

ESG &, 77Uy HEBIL—F—. £/$Z T TRT LD IC vSphere Distributed Switch ED7 v 71U > & R—
MW —TEN L THRICER TEET,
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9-2. NSX kRO

Edge 192.168.100.3 vSphere
Services yoy a4 7 Distributed
Gateway DY Switch

192.168.10.1
oy 84T NE

192.168.10.2
Vo 84T TyTUry
JOra)L 7 RLR:

192.168.10.3
S EGREE
172.16.20.1 M=5%= 117216101

JLh B4 T NER @ Jrh B4 T NG

i

172.16.20.10 172.16.10.10
App Web
fRE< Y RE< Y
VM VM

ROEETIE. ESC DT 74N TF—hD A FHBETICHT B ESCOT v TV Y A5 —T 24 XTY,
W—=4—IDIRESCGODTyTUYU A28 —TxARIPT7RLAR DEUNRBET(CES S IP T RLRTY,
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T

 Busnmary Mook | M_I__

:wiFm|m|m1m Load Balances | VP | S50 vPN-Plus | Geouping Djacts |

i Romating Configuralion :
T .. oo (@
—
OSPF Detaull Galiway ©
i e uhise
a8
Gatwaay B 152 158 1001
Route Redistribubon
W 1500
Adrmin CHEzance
DHCnpRon
Dynamic Routmg Coafgeraton :

Fouter D 15 168 1003
CaPy - «F Eraibled
BGP

&) Disatied
1585 : @ Mzavked
Loggng @ Disapled
LogLevel

HESNAZTIUT IDIFOT, ABRM > —T7 24 R (DHHEBEN—F—[CEIT DA F—T (A R) BEZDIVT

IIxvbEryIanEd,

R —

_m w_ m-_
Satings | Furswat | DrcP | 17 TRBURGI Load Batancer WP | S50 VP-Pius | Grespeng Osject |
i DIEPF Contpu ation
iHobal Configuration
P— Swhas " Enalied
N cocvnen v e
L Detsus Onginate 1 @ Diaanied
55
& R Sribul Area Defirticns |
L ]
Aiaas 1T Tivs
(] Hormal
A 10 mberiacs Mapping ©
& /S x
wWac Mrma 10 vigilo brmrend oecomca)
inaens o ]

Edr |

j el

)L — 3 OSPF (BRSNS, OSPF 04 /N— (D#&#HE/IN—4—) RESCODT v TUYs v b

D—UEFETELXT.
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Sumessy Mok | Mamsow |

wmetngs rwwt | Doicr | feat [T Land Patancer | vi%0 | SO0 VPN-Pl | Griupng Oty

L e R
L
L
v e el V.t P
+
1 - Py Faba L
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EF: E5I(C. ESG EZFDAEET IL—% —RIIC OSPF 2% TC=£dH. BEZDOUIE. IL—FDT RN
74 X BGP #ERLET,

ESG 1 8wEIN—& —5 OSPF 8L — b ZEZ2B LTSI EE2HRLET.

H5x-edge-7-8> show ip route

Lodes: 0 USPF derived, 1 Ia—-1o derived, B BLP derived,

C connected, S static, L S=IS lewvel-1, L2 IS-1IS level-2,

IA ¢ inter area, EI1 O5PF wrnal type 1, E2 0O5PF & ernal type

H1 OSPF H55A external tupe 1, Y, OSPF H55A external tupe

Total number of routes: 5

BH.8.8.8-8 [8-8] i 92 i, 188, 1

172. 16 . ¢ [118-1 1
i [118-1]
[B-8]
(B8]

BRERIT 2123 VBT —F T 0F v ADHEBT/NA ADBRIET L (2 ping ERITTEDHILEMRLET,
RIZZDHITY,

PS C:\Users\Administrator> ping 172.16.10.10

Pinging 172.16.10.10 with 32 bytes of data:
Reply from 172.16.10.10: bytes=32 time=5ms TTL=61
Reply from 172.16.10.10: bytes=32 time=1ms TTL=61

Ping statistics for 172.16.10.10:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 5ms, Average = 3ms

PS C:\Users\Administrator> ping 172.16.20.10

Pinging 172.16.20.10 with 32 bytes of data:
Reply from 172.16.20.10: bytes=32 time=2ms TTL=61
Reply from 172.16.20.10: bytes=32 time=1ms TTL=61

Ping statistics for 172.16.20.10:
Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1lms

BGP D&EE

R—=F—T—bUzA 7AKIJL (BGP) ICLoT. FEMIL—T 1« Y IDRENTONET, BGP (L3, HEHOD
BEATLABOFR Y T — VR EAREERT IP Ry NIV —0FLB TV T4 v O RDT—TNUNDBHYVET,
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W—T 4 VBEROIHFINC 2 DD BGP AE—NBICEILASBGEDEIEINET, COBREHITT H/20HIC,
BGP RE—AMoF—T 7SATREA Yy E—OUNEEINET. BERIEIEIND L. £ BGP XE—-ATIL—
hEML, ENSOT—TIVEREALET.

FIE

-—

vSphere Web Client (O 14 » LET,

2 [®ybhT7—0&EF+27 1 (Networking & Security)] #2 U v & L. [NSX Edge (NSX Edges)| #2 \J v
ILET,

3 NSXEdge £4 7o Uv s LT,
4 [—5+>% (Routing)] €4 v & L. [BGP] &4 U v s LET,
5 [fFE (Edit) &2 vsLET,

6 [BGP OiR&E] ¥4 704 Ry XT, [BGP OB (Enable BGP)] &4 v o LET,

7 BGP 4 —EXDOBEERFIC/NNT Y MRESFEENZWLDICTBICF. [FL—RTIIL URT—EDEME
(Enable Graceful Restart)] 2 U v o LET.

8 NSXEdge WEBZT 74 TF—brIxAELTETICT RNGARTEBZLDICTBITIEL [T74IED
LEDHERE (Enable Default Originate)] 22U v o LE .

9 [B—AJL AS (Local AS)] [C)Ib—%—ID ZANLET, A—HILAS ZAALEY. nid. BGP DA
BURATA(AS) DIV —F —ELETEERT DIHEICT BNFAXENET, IL—F—DBEF/N—XFT5AS D
NREB =Ty hADHRBENAERIRTHEEDA M) v ID 1 DELTERENET,

10 [OK] 22Uy o LET,
11 [~ /X— (Neighbors)] T. &N (Add)] 71 a>Z&220 v I LET,
12 RAN—DIPT7RVREZEAZTLET,

Edge Services Gateway (ESG) & A &EEHEIN—F —DEIC BGP E7 U > /2% ET 515614 ESG D
BGP XA/ /N— 7 RLRELT, PEGEN——OT7OMINIP 7 RUVREFERALET.

13 (DEEGREIN—% —DH) X7 RV RAZANLET,

BXT RUR(E BCGP RAN—= (Ty TV O A28 =T 24 R) [CETDDHGHEN -5 —DA 25 —Tx
A RICEIUHTEIP T RLRTY,

14 (DEEGwEN—F—0DH) 7OMIN T RUVREADLET,

O3 7 RUVRIE BGP A N—FAFREMHLT 272D CHEGHREBIN—Y —MERT S IP 7 RLXTY,
A3 T RUVRICIE GET RVRERBUY TRy FAD (DBATIEERSNEZWN) IP 7 KL R%EE
ET&EEd, Edge Services Gateway (ESG) &En#EmE/N—5 —DEICBGP E7 UV JEHRET 2156
[Z. ESG RAN=DIP 7 RLRELT, PEEGREIN—4—O7OMI)VIP 7 RUREFERLET,

15 UE—HFAS ZANILET,
16 BECISCTRAN—BEEDT 7AIFDOEHERELE T

17 [R—IL K #5> #4<— (Hold Down Timer)] (C(3. V7 b Dz 7 TCETDRIEDEEEND, F—T 754
T Ayt—CEZELALS B> THSOERE (180 #¥) MERREINET, BEISLTRELET,
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18

19

20

21

22
23
24
25

[¥—T7 7247 #4<— (Keep Alive Timer)] (ClE. VI Iz T7WEDETICF—T 75347 Avt—2
EXRETHT 74 EDEE (60 #) BRRENET, LECECTHRELET,

AR ERISE(E. RE/NAT—REANLET, FAN—BOERTERESNDIZ LI AL MPRIESNE
3. MDS FZEEE. MAD BGP RAN—TRLUNATV—REFEALTRETDHIHLENHYET, RLTRNE,
NoDFRAN—BOEEDPERENEE A,

FIPS £— ROSEWRESE. NRAT— REANTEE A,

FAN=DEN—k T4 NF UL IEEETBICIE. [BGP 7 /L4 (BGP Filters)] 480 [ (Add)] 7 41
avEIUY O LET,

EE D T4AIDBRBT, [TRTTAYLTE] L—LAERENET.

RAN=DEDRZT A4 IETANE I TTEDND. FAN—NDLST 4w 0ETANGI 2 TTHDM
ERTARERERLET,

b4y ODHAELBIETERT TV a3V ERRLET,

FAN=ADTAING ) TIZRAN=DEDT 4 INFY 2 TEFTO 3y b7 —2% CIDREXTAALET,
TZaWG I IEBIPTRVR TUT7 40 v REANL, [OKl 22U v o LET,

[ZZEE D %47 (Publish Changes)| #2UJv s LE7.

5l : ESG &nEEREIN—% —[ETD BGP OFRE

-

(A

-

(A

_______________________________________

AS 64511

oy 847 RE
192.168.10.1

______________________________________

O
RRHERA v T

—_—

—
—

—

______________________________________

Vo B4 T Ty TUvy
192.168.10.2 (857 FLR)

DGR — 5 —

192.168.10.3

T (FA k3L 7 FLR)

AS 64512

_______________________________________
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ZORADTIE ESG (X AS 64511 RICH Y ET. NElEHE/IL—% —(F AS 64512 RICH U ET.

DEEGREI—F —DEET R R(E, 192.168.10.2 TY., Nl HE@HEBEN - — DT v TV o 425 —T
ARALETHRESINSZT RVATY, f8&@HE/IL—7—07O M)l 7 R R(F 192.168.10.3 T, Zhld 598
WEIN—%—& BGP £DET U Y IBREBET H/2HIC ESC MMERT ST RV XTY.

DEGEREIN—F — LT, ROLSICBGP 2REL £,

| BEdr Actions =

| Surmmary Manage |

Satings | Firewall | Roubng | Bndging [ DHEP Relay

a BGP Configuration ;
Global Comfiguraton
Status v Enabled
Static Routes
Local A5 B4512
OSPF
Route Redistribution Defaull Originate @ Disabled
E'E Meighbours
+ /=
Foramdntg Asdinm Probasl Addria iF Ascree Haucde AS
192 168.10:2 192.168.10.3 192.168.10.1 64511

ESG LT, XDLSICBGP £F/ELXT,

| Eemmsg | Acons v
Summary  Monitor  Manage

Seflings  Firewall DHCP | NAT Hﬂul.li'm-l Load Balancer | VPN | S3L VPN-Plus | Grouping Objeds

i BGP Configuration :
Global Comfiguranon
Staus " Enabled
Static Roules
Local A5 64511
O5P
e —
1545 Dafaull Originate & Desabled
Rowte Redisiribution
Hedghlars :
+ /=
P Sgane Agmeoia AS
192.188.10.3 54512

ESG x4 /N— 7 L R(F192.168.10.3 TY., Znld. HE&HEBE/L—F—D7O0ra)L 7 RVATY,

DHEGEREE/—4 —T show ip bgp neighbors a< > RZ&%47L T. BGP state %’ Established [C/2>TW\5
LEHRLET,
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NSX-edge-6-8> showu i}] b neighbors

BGP meighbor is 192.168.18.1, remote AS 64511,
BGP state Established, up
Hold time is 188, HKee p a live interval is 6B seconds
Heighbor capabiliti :
Route refresh: advertised and received
Addx s family IPwvd Unicast:advertised and received
Graceful restart Capability:advertised and received
! irt remain
Received 128 nes [ sent
lefault minimum time between adve runs is 38 seconds
For Addre family IPvd Unicast:adwve: and received
1 Identifier Bx 2813
refresh request irece ived B sent 8
; received B sent B advertised 8
Connect ions tablished 1, |11'||]|}'|r:*|'1 5
Local host: 92.168.18.3, Local port: 179
Rermote ist: 192.168.18.1, Remote port: 43846

ESG T show ip bgp neighbors o< RZ&3XRfTL C. BGP state 73 Established (Z72>TW\5Z L &R L
E3

HN5X-edge-7-B> show ip bgp neighbors

BGP neighbor is 192.168.18.3, reqote AS 64512,
BGP state Established, up
Hold time 1is 188, Keep alive interval is 6B seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family IPvd Unicast:advertised and received
Graceful restart Capability:advertised and received
R tart remain ti
Received 121 me: :, aent 128 mMe
Default HMinimMuM time betueaen it runs is JH seconds
For Address family IPv4 Unicastadvertised and received
Index 3 Identifier b
Roi [ 1 eceivad B sent B
Prefi i sent B advertised 8

Connmections established , dropped 1
Local host: 2.168.18.1, Local port: 43846
Rermote host: 192.168.18.3, Rermote port: 1

EL =
JI— FBESDERTE
TI7HINT, =7 —(FRALCTOMIDEHEEL TWSMMDI—F —EBREXFLET, V/ILF7ONIIEE
TlE., 7O J)BTREBEHEFET D/, I—NEERESEZRTTIVENHYET,

ZTOFRY T —ODIESEEEEBMTZET, /105 —T A RE)—bBESDOBNTEELET, NSX6.2 T
F. PEGHEB/IL—Y—DOEFAE B]) 15T/ XEBFMCI— FBESDSBRIAENET.
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [rybT7—=2&EF2UT7 1 (Networking & Security)] #2J w2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

NSX Edge 24 7)oV v o LET,

[JV—7 1 >4 (Routing)] 22U v L. [JL— rBES (Route Redistribution)] 2 U v 4 L £,
[)V— +BE S AT —4 X (Route Redistribution Status)] D#(C#% 5 [fRE (Edit)| €2y o LET.
= BESEENCTZ 7O NI ERERL. [OK| 22Uy o LET,

N o g A~ w

IP7UZ7 4y REBMLET.

IP7UZ749v R URMDIY MU IEBEICNEBENET,
a [IP7UZ4voX(IP Prefixes)] T [&fN (Add)] 74 a>&0 Uy o LET,

b Xy bT7—0D&FEIPTRVREANLET,

[LIF] (LE) et F£/2(E TEL L] (GE) BHFEEDTNBHEERE, ANLEIP 7U T4 v O RIIE
BIC—HLEY.

c [OKl&Z2UvoLET,
8 IP7UZ4 v ROBEMEELIEELET.
a [JL— ~BE9T—7/V (Route Redistribution table)] T ;&M (Add)] 713> &o U v o LET,

b [Z—7— 7B kaJl (Learner Protocol)] T.fhdd 70 bk o)l— b EEE T2 700N EZRLE
ED

c [RDBOMSDFEFEFE (Alow Learning from)] T. J— bD®EBTLEMAS 7O MILERRLET,
d [OK]Z2YUvoL%ET,
9 [EEDH#T (Publish Changes)] 2V v L¥%7,

NSX Manager A4 —/l ID D&

NSX Manager Z& (2. O =)L ID BBV ET., T 74/ ETIE 2D ID (E NSX Manager UUID [IZERESNT
WET, TOREIF. IN—HILEHREBIL—F— 53R, FLEFKRAL NN TLEEETEET,
FIlg

1 vSphere Web Client T. [Networking and Security (Networking & Security)] (CBEL. [xv kT -2 &t
FaTsDA4 N> KU (Networking & Security Inventory)] @ T NSX Manager #2J w 2 L&,

2 [Y~VU (Summary)] # 7% )y o LET, [ID] 71—/ RIZ. 2D NSX Manager ® UUID 23#&# =T
WET,

VMware, Inc. 140



NSX EEAHA K

A=-N—Y)LoEEREIL——LtToas—IL ID OFRE

AZN=YILDEGHRIEIL —F —DYEREFIC Local Egress (B—AHEAAR) HEMIC/E> TNDIEE, KA D
B =)V ID M) — MCEERMIFoNAZOT —I)L ID E—HT HFEICRY. V- BRI MIEEFEENET, IL—F
—toOs—)LID ZEETE, ZOFEHFSNZOT7—)LIDIE. ZDI—F—LtDTRTOIN—F (BEEELVE
B9) ICEBREMIFONET. L—bE A=V ID B—HTERANEISRYITEEENET.

Cross-vCenter NSX BREBEDIL—T « > FHEDFHMICD W TIZ, Cross-vCenter NSX FAROCZEZBBL T 2E
(AW

AR SR

AZN—YIINEERE) —4 —(3. Local Egress (B—A/LEAFRD) ZBFMCLIZRETHERENTWSRLELNSH
VEd,

FIE

1 vSphere Web Client (IcOZ 4 > LET.

2 [®xybT7—2&tF2UT7 1 (Networking & Security)] #2J v o L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

AZN—YIDEHREBIN - —&F TV o LET,
[)V—F« >4 (Routing)] # 7& U v o LT, [YA—/NLERTE (Global Configuration)] #2U v L&,
[)V—F« > 5% (Routing Configuration)] ®#&(Zd 5 [fRE (Edit)) 22 v o LET,

o g h~ W

wLNAT—ILIDEAHLET,

EE: A7V IDERUUID EXTHZIBENDHY ET, 1 XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX, 22T, & X 1316 &#F (0 ~F) TEEWAONET,

RAMEEIEFISRS ETOOT—I)V ID DFRE

AZN—=YIILDEEHRE — & —DEREE(C Local Egress (O—AJVHEAAME) DEMICE > TWSEE. KA D
B =)L ID )b— b ICE&EMITFoNZAT =)L ID £E—HT HIFEICRY. IV— BRI MIEEFEEINET, KX b
DUSRTERFRAMEICAT—ILID £BRETSHET, I— bEBIRMICKR MIEETEEXT,

BIRSM

RANERIE ISR ICHLTIV =T 4 > ERITT BHIZN—H)LDEGEREIL —4 —I(4. Local Egress (O—AH)b
HAFRE) ZBMCLCRETHERENTOWIHEDHY ET,

Flg

1 vSphere Web Client [CE &4 > LE T,

2 [Networking and Security (Networking & Security)] 22 1) v 2 L. [4 > X b —JLFIE (Installation)] =2 U
v LET,

3  [RR +D#fi (Host Preparation)] ¥ 7& U v o LET.
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4 BRTETHIVEDHDRANERIFISRYEEET S NSX Manager #:2iRLE T,
5 ZEEIDIRAMELEBISRSEZRRLES, BEICIHGLT V7RI ZEZRBALTRAMERRLET,

6 [ (Settings)] 74 3> ({{:’}) #0VUy LT, [AT—)L ID ®ZEE (Change Locale ID)] &4 Jwv o LE
ER

7 #HLLOs—)LID #AALT, [OK (OK.)] &4 v o LET.

Z: O7—)IDIEREUUIDEXTHLILEDHYET, H : XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX, 22T, & X 1316 &#F (0 ~F) TEEWIAONET,

R
A== arba—> V5 R%E. ZoHLWLWAT—)LID IC—HT B3I —FDAHERANIZEELET,

RORT YT

AT—)LID BEESNIZARAI T4 v V—hERELET.
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MBI 7AT7 U4+ —)b

HET AT AT BRET - —ICeF VT4 AHZRXLAERBLUET., BB 747 U4+—)L
X, TNZNERZBEATEICHNT S 2 D0V R—FR2 bOSERINET, D774 70 4—ILTETF >
NERET—9Ed—DBERICEITZKEAEAOT 2R 3 hO—)b. Edge 774 7 U4+ — )L TIXEEABED
NS4y OBRICESNEMNTVET., TNS5DIAVR—F 2 NEHICFIATEZET. RET—9E>—IC
BIFIDZIVRY—IVROT77AT7 04— IDZ—XIHIETEELET, 2O 2DO0FT2/O2—(F @ERICT7OA
T5IEH MAETIOATEHIEHAEETT .

ZOEICE. ROMEYINEENTNET,
m DRI FAT U

m Edge 77A470#4—)b

m 7 AT7UF—IVIL=IL O 3 D8Rk
m J7AT7 04—V IL—ILDER

m A7 UA—)bDAY

D7 7ATO+—I)l

NSX RICEBESNIZITNTD ESXi RA S VSR T 987 747 04—V (DFW) (I VIB /Xy T —2&LTH
—RIVATERITENET., RRAMDERICKY. ESXi KRR~ VSRS THHTZ 74T U+ —ILHBBBMIICHENICA
VETY.

WRDERERLELEEF VT4 T—FT0F v Tld TOERWLZHINICEY, BHFOT €5 —DtF
AT A ETTIT—=2 a3 DRT=ZEUT(ICHBERIFLES. £EXE XY MT—ODBERICHDYET
TATOA—IENLTRS T4 v ODANTEVPRETDHER/EDT TV —2 3V TROGBEENFEELET,

D7 7AT70+—IE VBT 7470+ —IVICKDBAREBANTEVZHBEL. Ry NIV —0LDEZT1v 08
FHIRT2ZET. MEBEF VT4 ZRMTEIVBIELET, EESNLEMS T 1 v oIE ESXi KRR b 5X(E
ENBEINCTAVIENET. bSIT4vIDBRY MIT—VCXEENZLEHYVERA VBT 747 04—
DERTTAYIEINET, ALKRRAMELERORRA S LICHZBDREYL VHETDORS T4 v IE 2y bT
—VENLTHET 74T 04—V EBBT S LR BADRBY I VICEEET. FZT7 4 v 71 ESXi X
IWTREENTH S, BEDRETS VICEREENET,
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NSX BRI 7 A 7o+ —IL%& NSX BB 774 7o+ —IL%
FRLEWNW X2 T FERHLEEFX2UT7
w2 o] =]

2747 43R o

JA—IL 2747

A=l |=

48 w8 s} 18
& SO B SO

NSX DR T 7 AT 04— IVERT =TI 7747 T4—=)TH, DEY. 7IT 1 TIHREHGDIREEZER L.
ZDBEREFEALCI7AT O+ —I)LEBBIEEIRY NT—0 Ny FNEBELET, 98771470+ —)LIZ
NAIR=NA P —(CREZN, WNIC BRUTRET VICEASNET., DFEY. 77470+ —)L IL—ILIZBRIE
<O VNIC [TERENET. b7 v IPREIT D UDSRBIA v FIEEFEIND L&, RET D
WNIC ThS 74 v oDtEEINET (HANARDKRE). £/ I T4 v IBRA v FHORET L VITEEIN
BH1CH VNIC TREINET (AHARDORKRE).

NSX Manager k87 7>« 7 > X. NSX Controller {fx#8< < >, NSX Edge Service Gateway (&. 7387 7 1
TOA—IDSBBICKRASNET. RET BT 74T 04—V Y—ERELELLIEVSEIE FHT
R R NTEBMTEET,

DT 7AT7 D4 —IVE TRTDESXi RASDA—FIVICERSND D, FTRFICRAMEEMTHE 7
TAT U A —IVOBEEDKFEARICHRENE T, RANEEMTDE DT 74704 —ILORENDPRAELELET,
AV T7SARZOF v IRRSNAHE. RET SV OBMICEDETERY —NEEPSTET, 9T 747D
F+—IVDBENER LS EDIENTEET,

D7 7AT7OF—IV RYS— b=

DT 7470 A+—)b R — JL—)LIL vSphere Web Client 2R L TERENET. /L—ILIE. NSX
Manager 7 —# X=X [THIMENET, DT 74T 04— TIE A=Yy b IILb—Ib L2 DIL—)L) &—H%
J=Ib (L3 25 L7 DIL—)b) ZERTEET, JL—JLIE. NSX Manager 705 ESXi 75 R4 [LHfTa . ESXi
RAMDSRET SV LRIVICRITENET, AICITRIADTRTO ESXi RAMIRAUDE 7 7470+ —
IR — )=V DBERENET,

ESXi KX bDRABT 7 AT 04— A Y RF L RICEF RD 2DDT =T ADBEENKT.
n IRTOEFUT RS — L=V ERFET B T—T L,
n [HA TUY 3 ERDL—AOTA- IV M ERET HEHENT — T,

DT 7AT 4= I =IVE by TFO U TRITEINET., 7747 94—V &E@EBBTDNST7 4 v oI5 &R
T7AT7T+—=ILI—=ILDURNEBEEINET, FNNT Y EDPIL—IL T—=TINO—BLDI—IVLICBSLTFx
voEIN BIZF—TNLVDOFTRHDIL—ILIZBS L TFzvIENET. T—7ILADIL—=ILDOE. cS>T7 4w N
TA—=HE—HTERVIDI—IPBERINET., T—TIVOREDI—IVIEZ. DB 7AT70+—=IDT 7+~
=TT, T7HILE =KUY EDIL—=IVIC—ELEWNTy MMIE. T7A4I 8 =D ERINET,
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BIRET I VICIE MEOT AT IOl RU— =LAy FFRAMBHY £, vMotion DEITHIC
ESXi RA METIRET S DB TIE, DT 7AT7U04—I)L AVTFAN b=V T—=T)b, #EHEEWwT—7
V) DPMRET L EEHICHEELET., £/ vVMotion DRITH, TRTDT /T« TIREENZTOEEHMIFINE
T, DFEY, DT 74T 04— EFaUT 4 RUS—IIRIET S VDB EFIMI L TWVET,

DT 7AT O IIVEFERLIERA QR IAT— 3>

RAOVOAVITA T a3 & FERTHE BETDHREATS VOZ TN —TEBRDORERY T —0 €A K
CIRBEL. T—9 2 I—DRY NT—0DEFaVUT A ERIETEET, YAI/OQCITAVT—2aVEFERTS
EEBBERT IV —DREBEIAV NEERND NS T4 v (EastWest 8574 v ) 277470+
— )V TIRETEZEY, EastWest bS5 T4 v 0 &T7 747 U+ — IV TRETHET. T—F VI —NATOKREE
DHEBEFIRTEET,

RAVBEIAYT—232(EF NSXORBTZ 747 D4+—)b AV R—FR ML TRESNET. 987 741
TOF=ICKY, Xy hT—2 bRODPHEF2VUT A DEREETHSBUES, HOWE51TOXRY v =2
RO CREEDT VA ERFTEET.

RAOv T A T—2 3 OFEREHICZDNTIE. hitps://communities.vmware.com/docs/DOC-27683 (L& 5

[NSX Network Virtualization Design Guide] TNSX 987 7 A 7O+ —IVICKBIYA o0 I A T— 3>
DEZICEAT S/ aV2TRBLTESIN,

A—HY—ID ICE DK T7Z 7470 A—=IL RUZ— )b—=)b

PET 7AT O —=IVE. ID RX=RDIIL—IVDERICHEIBET, tFa1 )T EEBEE. DD Active

Directory TEES N1 —H—ID &A—HY—DIIN—T AUN=2 9 FICEDNTT7 VR E3 MA—)LTE

FY, 2EXE IDR=RDDET 7 AT 4= I—ILIFRDLFUATERTEET,

s 1—H—FREIC Active Directory ZFW\ 55 v T by TRENAI TNA REFERAL T, 2—F-—PMRET T
Jar—2 3 T 0ERT S,

m 1Y RETH Microsoft Windows A XL —F 4 >4 D RFAZEFTLTNS VDAY T75 R
SOFvEFERLT RE7 7V —> 3 T8RS,

Active Directory 1 —H— X—=XDRE 7 74 7 7+ —I)L JL—ILOFFMICD N TIE, 11 ZE |dentity Firewall D1
EESBLTESL,

tyrar M-
Ty 3y #47—(f TCP, UDP. BLUICMP £y 3V [CRETEET.

Ty ary §A4R—(3 T VT« TREICH o2y avET7 7 A7 04— )L TREBTIEBEEELET. 7
AbIINDOEY S aoMIAALATIRNIEBE, ZOy I aVIFALSNET,

7747 04—)LT. TCP, UDP, BLUWICMP v a v lEHDIA LTI NEERELT, RET VEEE
WNIC 02— —EEDOY 7ty MIERTEET, 774 T - —FEFIAX—ICEENTWVRNWTRT
DIRFETS > EEIFZVWIC (. 0Ny gy A4 —ICE8ENET., TNS5DYA LTI MNITARTZO
—NVICEASINET. DFEY,. RAMLETEZET 254 7OTRTOEy a3 VICERAINET,

FIAI DY 3 DEIE. Ry b= DZ—XIZIGUTCEERETEET, BEEDNSTEDEIAALAT I A
MWHEFEICRETBHLDCHAY, REFTEDLEERMDENDAIEEENH U ET,
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tyiar 4T —DFER
Ty arydA—I3. Ly ar T IT 4 TIREICHE DI EBICT7AT OA—ITZEDEY Y a vy DBRIFEh
HHEEEELET.

7747 04—V ET. A —EEORETI VELIFVWNIC Dty bEWRELT, TCP. UDP, ICMP 0%
Yy avDIAMLTIREEETEET, 774N bDIAI—(FT7A—NILTHY., 7747 D+ —ILIMRES
HIRTORET L VICEAINET,

FIig

1 vSphere Web Client T. [Networking and Security (Networking & Security) > 774 7 D+ —JL
(Firewall)] DIBICHBE L £7.

2 [EXTE (Settings)] # 7DEMNTNBZ L2 HRLET. FEAAEE/R NSX Manager 3 #E#» 51546(E. KO
vIETO VRS 1 DEBERLET,

3 [&M (Add)] (¥ ForarELUYHLET.
(44 LT7DNREDEN] ¥4 70T Ry VADRE, T74I MEPRRENET.

4 Ty zr 44<—0[%&R] (name)] (7E) & [FiBB (description)] (X7 3>) #AALET,

5 7OR2LEBRLET. 774NV MEZZITAND D, BIOEEZANLET,

TCP X BieA
First Packet &#D/X7 v bSRESNIBRD, BHEOSA AT U METY. 774 I 120 HTT.
Open 2FBONT Y MPEREENLED, HWROZA LTV METT, 774/ ME30HTT,

Established #EEATE2(CHEISNLED. EROIALAT D METT,

Closing BHOD FIN BRESNBED. BEHEOIA AT U METY., 774 NI 120 HTT.
Fin Wait HAD FIN 25333, HEEASM L SNIED, BEHEOSAATIMETY. 774 NI 458 TY.
Closed 1DDITY RARA Y b8 RST ZREFELAEED. BEOIALT U METY. T7+)L I 20 HTY,

UDP Z# HieA

First Packet J\#D/NT v MSEESNLED, BHEOSA LT U METY. Nl HLWUDP 70—-DHRMDI A ATV MY E
3. TI7HI NI 60BHTY,

Single REETARR MPEHD /T v & EE L, FBERR PRV IREED 2 /IH5ED HHEDY A LT U METT., T74/L M 30
»TY,

Multiple BADKRRASDNT Y FERELIIBED, BEHROSALAT U METY. 774 I 608HTY,

ICMP Z# L]

First Packet &#D/XT v bSRESNIED, BEEDIA AT O METY. hlFE. HLWICMP ZA0-0&HMDE A LT U MIAEVE
3. TI7AINT208TY.

Errorreply  ICMP /8%y bADBET ICMP T5—#5RE /%D, EHOS A LTV METY. F74LME 10 BHTY,
6 FT2xobs4T7ELTNIC] F2lF [RET > (VM) £FIRLET,
ERFRELGA T bOU R MPEBICRESNET.
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7 1ELUEDFT o MERERL, KENE Vv oL TENSDA TPz & [BIRLEA TPz O -
(Selected Objects)] FICFHEENL £ T,

8 [OKl&Z2UvOLET,

R

A-Y-—FEDOKRA DY MIHERT 554 —DBERENELE,

tyar 4437 —-0FE

TCP. UDP. ICMP @& 7O RIINDIA LT I INSA—FEZRELET,

tyiay sA47—DOERE. BEICGLUTERETEEY, 77400ty a>y FA47—BIRETEET.
FlE

1 vSphere Web Client T. [Networking and Security (Networking & Security) > 7 7 14 7o+ —J)L
(Firewal)] DIBICHEENL £7.

2 [X7E (Settings)] # 7D N TS Z LR L ET . FEATEE/R NSX Manager S E#H 515453, kO
wTEI JRNNS 1 DERIRLET,

3 WETHIAY—ZEBRLET. T74NPDIAIT—DEDRETEES. [0 (pencil)] 7422 &20 Uy
ILET,

[FALT D EREDIRE]| FAT7HY Ry VRDPBE. 774 MEDRRENET,
4 vzl 44<—0[%&R] (name)] (WK7E) & [EiBA (description)] (X7 3>) #AALET,
5 7OFINEBRLET, EETEHT 74N MEERELET,

TCP Z£# HieA
First Packet &#D/XT v bSEESNIBRD, BEHEOSA AT O METY. 774/ I 120 BT,
Open 2FBDONT Y bPEEENED. BHEOIALATIMETYT., 774 MF30HTT,

Established #EEAT£(CHISNLED. EROIA LTV METY,

Closing BHID FIN RESNBD, BEHEOSAALATUMETY. 7743120 HTY.
Fin Wait MAD FIN 23332, HEESFHLONIED, BHEOSAATIMETY. 774 NI 458TY.
Closed 1 DDV RARA Y b3 RST ZX(FELAED. BROSALT U METY. T74)L I 20 HTY,

UDP ZE# BieA

First Packet &#D/XT v bSRESNIBRD, BEEOIAATOMETY. hid. HLWUDP Z70-DRIIDS A AT D MIEYE
. T7HI NI 60HTY.

Single REETARR MPEHD/NT v & EE L. JBERR PRV IREED o II5ED HHDY A LT U METT., T 74V ~E 30
»TY,
Multiple MADKRASDNT Y FERELBED, FEHROIAALATOMETY. T74)I I 60HTY,
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ICMP Z# Bie

First Packet &#D/XT v bSRESNIED, BEHEDOIA AT O METY. hlFE. HLWICMP 7A0-0&HMDT A LT U MIAEVE
3. TI7HI T 208TY.

Error reply ICMP /X%y ADIEE T ICMP T —iREN/Z%D. EROIA LT U METT. 774/ MNE 108 TT.
6 AT xObZA4TELTIWIC] 7212 [IRET > (VM) #8IRLET.
FERRRERA 72 bOU X NP BEEIMICERESNET,

7 1EUEDFATS O MERIRL. RENES UV O LTENSDA TPz o ME[BIRLAEA TS 2O b
(Selected Objects)] ZIICBEIL £ T,

8 [OK]Z2VUvoLETY,

R¥E< D IP 7 R R

VMware Tools [FRIEY L TRITEN, W< DDPDY—ERZRHBLET. D7 74 7 U4 —IVIZRDOELNY
—EXD 1 DlE REXBELUPZD VNIC & IP 7 R A EDREEMITTYE, NSX6.2 LURIDN—2 32T
(. VMware Tools DMRAET > (A VA h=ILENTWEWE, ZDOIP 7 RLREZ®RETEEHEATL, NSX
6.2 LIBETld. DHCP XX —E> 7 ARP XX—E DWW Thh, £EZOmMATREAT D IP 7RV
ERETDLOICISRAIERETEET. TNITL Y. NSX (F VMware Tools MBRIET S > ICA > A h=)LEh
TOWRWMEETH IP 7 RURZE®RETEES., VMware Tools 734 > A ~h—=)LEN T34, DHCP £&LU
ARP DRAX—E U LBAEDETERTEET,

VMware T(%. VMware Tools ZIRIBERAD TR TDREI S VICA VA M=) T2LeBEHLET. vCenter
Server [CRIEY D IP 7 RUVRERBT H7E(F T, mIZHEDEENHY T,

m REYSVERRNEREISAT N TR MYy TOBTOAE— 7 R X=X NEATEEICT S
m RRANARV—TF 42T CRTFLELEUERBET S

m  vCenter Server DSDRET L DL vy b D E/-IBIIRENZATREICT S

n REIIUDNLERYNT—U. TARY, ARVUDERAELREL. RANIEETS

m N—hE-FEXELTRET S ETREY S OR AN EHIFT S

ALxy hT7—0T1ADREYIC2DDVNIC £FERATEEHA. M7 v IR TR Y VELEFFHFATEN
& FPHILAGWERNELE S DFENEDHY ET.

VMware Tools 734 > A =)L ENTWEIMREY S > T RIS > DY 5 X4 TARP LU DHCP DA X
—EXIhEMEEE. NSX (£ ARP £/ DHCP ODRX—EV J&EFERLTIP 7 RLRERELE T,

IP7 RLAKRES A TOEE

RE<T>DOIP 7 RULRIE, RETSVICA R M—)LENS VMware Tools [C&> T, F/Id kA~ 45 RS
THEMICENS DHCP AX—EVIFBLNARP AX—EVJICL>TRETEEY, CN5D IP 7 RLUR%KRE
AiElIE, BUNSX 4 VA M—)VIRIECRICERATEET,

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [1 > X b —JLFIIE
(Installation)] - [#8 & kD #f (Host Preparation)] DIEICTEI L £9,
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2 ZEETHUVSRYEOUvOL, [Toar ({‘:’}) (Actions)] - [IP 7 K L X#&i 4 4 7DZEE (Change IP
Detection Type)] 22U v o LE T,

3 BMoktsaA TEZERLTOKl 22U v o LET,
RORT YT
SpoofGuard Z5&E L £9.

TIANWNDT 7 AT 0= IL—IVEFZRELET,

77470 +—=IVICKXBRENSDIRIET S DRI
NSX S8 T 7 4 7+ — R S>—EDRAET SV ERHNT 5 EMTEES,

NSX Manager. NSX Controller. &0 NSX Edge (RIEE< > (d. NSX 387 74 7 0+ — )L RE DS BEN
CERASNET, £ BAVIMNIUTOY—ERRETL VEZEHT. b7 v VOBEBHE 7 O—ZAEEICT
LB lLET.

m  vCenter Server, vCenter Server |4 Firewall [C& > TRESNTWB ISRV ICEBTEEITN,. TNER]
HOTHRHAURMIEMLTEE, BEOMEZHKIET A2VENHY ET.

F: [MEE] OF 7N =V EZFANMSTOY JICEET DRI BRI X M vCenter Server ZiEHN
THIENEETY., COBREETOHRVE, [TXRTES] V=Vt Lk (F2E 774068 0=
#70v Y T3 ICEBRLEE) TvCenter Server N\DT7 VAWM TAvIENES, ZDIHEE. APl O
< > K https://NSX_Manager_IP/api/4.0/firewall/globalroot-0/config ZR{TLT. D87 74 7 U+
—WETFITAIINDT7AT7 04— =)L £y FMCO=INY I LET, TOEKRTIE. AT—F R 204 18
BENET. CNICKY. 9774704 DT T4V b RUL— EGFADOTT7AI N IIL—ILHED) B
IJ XA k7 &h. vCenter Server & vSphere Web Client N7 2 € ADBBEFMNIC/HRY ET.

. N—bF—DHF-—EXRRETI >,

m EERNE—REVELTHRETS Y, CORBIT V& NSX DB T 747 04—V TREL-EE., RIEYT
DUDINT =V RICEZEDRATREENH Y E T

m  Windows X—X® vCenter Server TEH3 % SQL Server,

s vCenter Web —/\ ({ARBIICRITLTWSIEHER),

FIE

-—

vSphere Web Client T. [Networking and Security (Networking & Security)] 22U v 2 L%,

2 [rybT=0&EFaUToDA N2 U (Networking & Security Inventory)] ©. [NSX Manager (NSX
Managers)| 2 U v o LET,

3  [#&#1 (Name)] 3. NSX Manager #2Jv o LET.

4 [E® (Manage)]| # 7%y o LT, [ XN (ExclusionList)]l # 720U v o LET.
5 [&i(Add)] () FoarELUYHLET,

6 FRNT DRI EFRL, BN (ADD)] 22U v o LET,
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7 [OKlZ2Uv o L%,
HR

BORET S U ICEHD WNIC B35 5553, TOITXNTHREDSBRASNET, RIETI VERINU R TE
MU7RIC VNIC ZRIEE< SV ([TBINL 56, #L <EML 7 vNIC (C Firewall 23BEHIICT 7AA SNET,
ZD VNIC % Firewall (REN SRS B(C(F, RIS VZEZBRAY X D SHIBRLICER. BRAY X MTBEEMY
PUEDPHYET. ABORBRIFETL COEREANET NT—FTLERBIINT—A2FB) JELTITH.
BMEBDIEVDRERYIOA T 3> TT,

7747 94—V CPUARY FEXUAEY LEWVMEANRY FORTR

USRI MEy T —ODRBICRICERINDEEIT. 774704V B 2a—IIBZEDIZRIDTRTDR
ARECAVRM=IENET, COEZ2a—IDPBVHETE I DO~ EXPa— IV NNFA-—FHE 21—
We—=7  =ib, AT T4NZAIL=I =T BLUO S T4y JO-FREL—-TTT, -7 B
ARXEYHTIE, BRERRAMNIEBAEVICL>TREVET, -V 3277 £y ML #BHEHISLT &
—7 A XIEBOBBE EBHITHEREZ(TBNESNIATEEEDBHY ET. NA/N—NAF—ELETRITEN TS
T77A7 04—V EDa—IVE. NTy MLUEBOESHIZKRI S CPU HFERLET.

BELCEEORKBORA N VY —RERAXEMD LT Y—NEAXKLEXURY T —URGFELY KSEET
EET.

T4 5D CPU LEWMEILZ 100 THY., AFYLZMEF 100 T, 774 DL EMEL REST API 1
VHLULZEZERLTEETEET, AEUBLVCPU SEAENSLEVMEBIZET SE 774704 — )V EPa—ILT
SRTLAANY SPERENET, T7AHIFDLEIMEDKREDFEMICDNTIE. INSXAPI A4 R] @
Memory and CPU Thresholds] #8BL T &),

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] 22 ) v 2 L. [NSX
Manager (NSX Managers)] 22U v 2 LET,

2 [%&#1 (Name)] 3T, &%X9 5 NSXManager D IP 7 RL A&V U YO LET,
3 [EBEfR (Monitor)] # 7& 20Uy o LT, [ RATA AN (System Events)] 2 1) v o LET,

DI 7ATOF—INDY Y —RERE

AEVE DT T7AT U —ILORET - BEICK>TEREN. CPU. RAM, 1 #®HcYUDERERETE
£,

& ESXi RX ~IZ(F. CPU. RAM. 1 #& 7V DR (CPS) WO RBT7 747 U4 —)b UV —RERED 3D
DULEWNMENZA—IDBRESNE T, 200 HOREIC 20 BEHTENENDOLE \MEZBALIES. 75— LADBK
RENET, v NVF 10 BT EICmBENET.

100 X—t > bd CPU (& KRR bTEAABELEF CPU [CHHLET,

100 S=t > bD RAM E. 97747 04— )LICEIUHTONEAEY ([GFHERTA X)) [CHHL. I
RAMIA A b=I)bEN/Z RAM O&FHEICL>TREVET,
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& 10-1. BFtHRAY A X

WEAEY BEBAYA X (MB)
0~8GB 160
8 GB ~ 32 GB 608
32GB ~ 64GB 992
64GB ~ 96GB 1920
96GB ~ 128GB 2944
128 GB 4222

AEUIEE. Za0F =)L, aArTFH. EHERE ®RESNAEIP, ROy 7 7O0-28098 7747 0+—)b
DREBT—FBEICL> TEREINET, CNSDNTA—=FIE, RO APIBFUOHE L AZFERL TRIETEET,

https://NSX-MGR-IP/api/4.0/firewall/stats/eventthresholds
Request body:

<eventThresholds>
<cpu>
<percentValue>100</percentValue>
</cpu>
<memory>
<percentValue>100</percentValue>
</memory>
<connectionsPerSecond>
<value>100000</value>
</connectionsPerSecond>
</eventThresholds>

Edge 77470 +—)b

Edge 7 74 7 #—J)l1& North-South FZ 74 v I ZEWHRLT. 7747 U4+—J)b. 2Yy 7= 7RUVRE
# (NAT). ¥4 b IPsec VPN, SSLVPN R EDEREFa U T s HieERELET, OV Ya—2 3 VIR
BY U THRATE, aAABE-RTT 704 TEET,

Edge 774 704 —ILDYR—ME. DEGREIN—F—ICHRENET, EBA Y —T 1A REEEFTYTU >
D AVT—T A RADIN—ILDIHDERELETH. RAEA VT —T 24 ZADIL—IVIFHEREL £ H A,

#E: NSX-VEdge [ WEEDBSYN Ty bDT7ZvT 4V TICE>T 7747 094—IVDRAT—F Sy F
O F=TINENDENCTS SYN 75y RREICH L THRBEEAHY £9. 20D DOS/DDOS KEIZL - T,
A—F—ADY—ERPFHENTLENET, Edge (. 774 T7T+—ILDRT—k bZvFrJ UY—-R%E
FERETIC. BD TCP #FHEBREL TRTIE2AD v IERELT. SYN 75y REREICH LU THET 2HED
HYUET, COWREERFT 74/ b TEMCT/E>THVET, URIDOFVRBETIOEEEZENCTSICE. 7747
DA —=)DIO—/NILEREDHF T, REST APl enableSynFloodProtection MfE% true ICEREL X T,

NSX Edge T SynFloodProtection BEMEIFEDEMEICD N TIE, VMware L v I X—XMDEEE https://
kb.vmware.com/s/article/54527 #2BL T &L,
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NSX Edge 774 70 +—JV JL—ILDfER
NSX Edge [CBHHL. ThICEASNS 7 747 94—l L—LERBTEET,

DEEREIN —F —ICERAIND 7747 T+ —I)L )b—IL(E. BRI/ — & —FIEREY S O TEZESINSHEH T
L= b2 74V 0DHERELET. NSO —IVIZEKS>T, MohDT—F T —RENEFINICER S
NeZEBHYVERA, T—9 Tb—2 bST74 v 0ERETBICE. RET 74T 04— IL—ILEERLT
East-West #{R#&d 57/, £7=(% NSX Edge Services Gateway L NJLDJL—)LZ4ER L T North-South %Rz
L¥E7.

IW—IVZRDIEF TERRELVERENE T,
1 Edge CEAESNABREEDORM I 747 U A4—)b b—)b.

B INSDIL=IE T7AT7 09 +—)I A Y- A F—T 1A ATEEINTNET ((Ry hT—0&E
FaUTq]-[CFaUTA)-[Z7A4T705+—I].

m NSXEdge 7747 04—/ A—F— A5 —T 14 RXTlE. IN6DIL—)LE HABMYERE—RT
RRENET,

2 Edge U —ERDHESZT7 4 v 70—-2FAT2REI—Ib, 7=EZIE RERIL—IVIZIZRD LD ICBEHEL
BN —IDBHYUET,

a SSL VPN B##&AHIL—)b : H—/NDF&KE T SSL VPN B —EXDBEMIC/E > T\ 5154, [Edge 7
7AT D F—)V] ¥ 7T sslvpn BENEAIARI —ILISRIRESNET,

b DNAT BEh##&iA%IL—)L : [Edge NAT] # 712, 774/ +® SSL VPN D% END—E8& LT DNAT B
B A IARI — L ISRRENE T,

3 NSXEdge 7747 04—l A—H— A F—T 1A XEBMENEI—F—FEDI/IL—,

4 FI7HILE V=),

FT7A#IED NSXEdge 7747V +—)L IL—=ILDiR&E
TI7ANWMDT7ATIA—INEREF EQDA—Y—FET7AT7 I+ I—=ILIZH—HKLEWIZT T 1 v I (HE
BENEd., TT7ANFDEIGe 774704 —IL RUL—TIE, IRNTOZENS T4 v on7AOvIENET,
TIOHIEDT O 3V RELEATEREEER CEET,

Flig

1 vSphere Web Client T. [y T —2&EF+a YT 1 (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEIC#HEEIL £7,

2 NSXEdge 2470V v o LET,
3 [E® (Manage) #7&2Uv o LT, [Z77479+—)b (Firewal)] 22U v o LET,

4 T7AT70F—=) T=TINTREDIN—IVIZIZ>TWS [T 74V~ JL—)L (Default Rule)] #2#RLE T
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5 #HLWIL—ILD [7 2 3> (Action)] BILERA > KL, f 0w o LET,
a [%F (Accept)| 20U v LT HEELIRET LA TEREEINDG NZT7 4 vV EFALET,
b [AF (Log)l 2o volL. ZOI—IE—HTHTRTOLY 3 vOOSETELET.
OJEBMCTDENT I RICHEDHIBENHY ET.
c [OKl&2Uv O LET,
6 [EEDH{T (Publish Changes)] #4U v o L&,

NSX Edge 7747 U #—JL Jb—ILDIEHN

[Edge 7747 04— & TICE RET 7 AT 04— & TTERES NN —IVDHARY ERE— R TERR
ENET., SSTEMULIZL—IVE [RETZ 747U+ =)V FTICREFRESNEE A,

EHDONSXEdge 1 9 — Tz AARIP 7 RLVR GI—T 2T 74T 04— L—ILD&EETEEERELTE
MTEET.

10-1. NSXEdge 1 >4 —T7 24 A5 HTTP Y—NANRPD ST 4 v o DEHDT 7 AT O+ —I)b )b—

2
Mo MName Type Source Destination Service Action
&1 firewall Internal @ vse any any Accept
I I N [ e ==
@z Default Rule Default any Deny

| HTTP Address Group ®| | For HTTP server @

Value:

10.20.222.34 TCP:8080

Value: ‘

10-2. NSX Edge DI RTOREAS I —T A R (WA I —T A ATHEBEESNTWBR—-rJIL—T L
DY TRy B) 5 HTTP Y—N\ANAMDS bS5 T7 4 v I DHDT 7 AT I+ —IV Jb—)b

No. Name Type Source Destination Sarvice Action
firewall Internal @ vse Accept
Default Rule Default Deny
| HTTP Address Group ®| | For HTTP server @ |

Value:
10.20.222.34

Value:
TCP:8080

Z: XETELT[AE (internal)] £FIRT D& BIMOARA > 5 —T 24 RERET DL E IV —ILIEEN
[CEHENET.

10-3. AZRY b7 —ZRAD m/c D SSH 2HATBRS T4 v oDEDDT7 AT I4—)b =)

Nao. Mame Type Source Destination Service Action
firewall Internal O vse any Accept
-_-_-
Default Rule Default any ] e ®| | Internal VM ®| Deny

Value:

192.168.0.10 TCFP:22

Value: ‘
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FIE

vSphere Web Client T. [Networking and Security (Networking & Security)] - [NSX Edge (NSX Edges)]
DIEICHEENLET,

NSX Edge 24 7)o Vv o LET,

[E# (Manage)] # 722U v o LT, [774T7+—)b (Firewal)] # 7& oV v o LET,
RDONWTNMERITLET,

FFoa> A

T7AT VA=l T—TIVHDBEDHBHIC a I—ILEBRLET,
W—IVEEBIT S

—IVEIE—LTI—ILZEEINT S

T77A4T7 U F =) T—TINHDEBDHAFIC

b [EB]%ITs #2UvoL.[LIZEM (Add Above)] E7z(% [FIZEM (Add Below)]
EERLET,

BIRUAIN—ILOTFICHLWHFIIL —IDPEMENES, 7747 04— T—TIIZT R

TALAEEDI—ILUDEWMEEIE. HFILWIL—ILET 74V bDIL—ILD LITEMENET,

I—ILEREIRLET,

[O]

[aE—] C2h FravesuysLET.
C L—LEBRLUET,

o

d [ES]FIT. & EYUvoL. [LICBEYUFT (Paste Above)] £z [FICBEY £HF
(Paste Below)] #:#iRL £7.

a [&M(Add)] (W) FaravEsUvsLES,

—IVEENT %

BRUIZIN =IO TFICHLOWHFAIN—ILBBIESNES. 774704 =) T—7IIZPR
FLAEZEDI—ILUDEWNEEIE. FHLWIL—IVETF 74 bDIL—ILOEISEBIMENET,

LW —ILET 74 FTERDCIEOTNETD,

#HLWL—LD [&E1 (Name)] wLERs > R, BlasuysLsd,

FLOWL—IVDRREEANLET,

#FLOIL—ILD [V—2X (Source)] Tl ERA > L., HEmg B 200y sLEd.

B 20Uy s LrBalE. IP7RUREADLET.

a

b

FAYTEIOY URMPSATI o bERRL, BYREBRETVET,

[VNIC &)L —7 (VNIC Group)] Z2ZiRL THh 5 [vse] #FERT B L. JL—)LIE NSX Edge Ik > TERE
NS 70y 2IBREINET. [RER (internal)] £7215 [44EF (external)] £284RT 5 &, IL—IL(F, &
RU7= NSXEdge 1 VR >R ODREBEZIET Y TV A VI =T A ADSRND NS T4 v UIC
BRAINET, IL—ILE. BNMDOA VI —T 14 ADXERFICEENICEFHINET, ASA 5 —T x4
ADT77AT T 4—IVIb—IViE. DEGHEI—F —TIIHEELEEA.

[Pty (IPSets)]| #8IRT & HILWIP 7 RLR I —TEERTEET., :iLWIIL—TEER
TBHE BEMIOXETOTICEMENET, IPty FOERDOEMICDONTIE, IP7RVR ZIL—TD
R ESRBL TS EE 0,

[OK]Z2 ) v o LETY,
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8 #FHLULIL—ILD[4—4 v k (Destination)] £ERA> rL. B Erg B 2ouv oL,
a ROvZ49> URRDPSATV 1o MEBRL, BYARIRETVET,

[VNIC Z)L—7 (VNIC Group)] Z=EiRL THh 5 [vse] ##ERT B &, JL—)LIE NSX Edge 1Tk > TERS
NEbZ 74 v OICBRAEINET, [AER (internal)] £7/=(% [7488 (external)] Z2RT 5 &, Ib—IbE. 2
RU= NSXEdge 41 Y RE VX DREERET v TV A —T 2 ARNTFEND NZ T 4 v I8

AEnEd., Ib—IblE BMDOA Y —7 14 RAOZREFICEFNICEHINET, AFA -7 14 R
DI77AT7 4=V II—IVF, FEGHEIL—5 —TIIHELEEA.

[Pty (IPSets)] ##IRTDE. HILWIP 7 RLVR JIN—T&ERTEET. HLWIIL—TEER
T5E BFMISEETOIISEMNINET. IP £y FOEROEFERICDOWTIE IP7 RV ZIL—TD
e ESRBL TS EE0,

b [OK]&2UvsLET,
9 FHLLIL—ILO[¥—ER (Service)] wiLaRA > L, HErzHesuysLET,

" Uy LIBEER. Y—ERERRLET, HILWH—ERELEYT—ER JIL—TEERT BIC
IE. [FR (New)] 22U v o LET, HiLWH—ERZERT 5L BEMICH—EXDFITEMENE
T, R —EXDERDOFERICDONTIE, T—EXDERESRL TS,

n Hzs)ysLrBald. 7OMNIVEBRRUET. [HBA4 7232 OBICHIEMESI Uy I LT, Y
—AR—bZEEETEET. VMware [, VU —X 51 LEDY —RX R—bZIBELENZ LEHELT
WEY. TorbY, TARINER-FDEAEDLHICDNTH -—EREERTEET,

F: NSXEdge Tl L3 7ORINTERSINLEY —ERDHDBHYR— bEINET,

10 FLWIL—ILD[Fo 3> (Action)] BILERSA VL. BasUysLEd, RORDHBICH > TEYA
BIRET, [OK] 22Uy LET.

BRLIET o3> R

5l BELUCRETLBETERBESIND NS 70 v O EFFAILET,
A=/ BELRET LA TEREEIND NS 74 v 0E£T7OY I LET,
BE FFAISNWAT Y bCHT BIEEA v -V ERXELET,

TCP X%y hTId. RST Ny bisEEENET,
e/ b T ICMP BlETEE (BELFIRENTND) Ty hPREEENET,

OJIcie ZON=INE—HTEZITRTDEY Y aVOAJETHELET. QIEENCTHENTH—
Y URICHEDHZIBEDHY ET.

OJICEE L vy aronsEEHELEEA.

A+ BEIISLTIAA Y NEAALET,

[+ 7> 3] > [—K] > [E@REhe IP]  THRENE P 7 KLRBLU NAT L—LICET 35— ERICL—L&EALET.

W=V DARADEIE W=V DFE (BEELIFEE) 2RUET,
VMware (. 7747 04—V L=V DARZEIEET D EIEEEHDLTNERA.

11 [EEDOH1T (Publish Changes)] =2 J v o LT, #iLWIL—J)LZ NSXEdge 4 > X% > X(ICERALET,
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RORTFw T
n L LEBEHCTBICE. [BS (No)FDOL—ILBEEOHO® 20y s LET,

. AERENIN—IIVERRSRIL I (RETZ7 7470 +—IV] ¥ TTEBMENIZI—IV) ZIERRICT BT
[ E NI —)L &I ERRIZT B (Hide Generated rules)] £7=(3 [ErT/L—/LZIERRICT S (Hide Pre
rules)] #2v o LET,

. —IIL T=TIVADEMDI ERRT B3, @/ zoVy oL, BYEAIERERLET,

hS5 L% RRENSMER
W= &Y  RFADBERLE. EILV—IVIZ—ED ID
AJICEE  ZON—IDRS T4y o BATRBEINDENED I

et uhévaﬁTét\lww—w(tVDHVﬁ\h574W7N7vh£$0#41)@%@é%ﬁéh574v9ﬁﬁﬁ
ENEY

airhk =)D aAA

B BRIETA—IRIZTFFAMEAAL, I—ILERBELET.

NSX Edge 7747 U +—JL IL—=ILDiRE

I—Y-—F&EDEdge 7747 04— IV V= IVDHERETEET., PRTADBERT DT 74N DT 747D
F=IL IL=IVICIF. BREMNEEEEITOEMTEET,

FIE

1 vSphere Web Client T, [®*v b7 —2&+t+ 21 F7 « (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEICHEELE T,

2 NSXEdge #4720V v o LET,

3 [&E® (Manage) # 7&2o Vv o LT, [77472+—)b (Firewall)] #7&22U v o LET,

4 RETHIN—IEZBIRLET,
F: NSXEdge 7747 04— A—H— A5 —T A AT, RDIATDIV—IVERET D EIETE
ERc VR
m AFII—) (Edge U—ERDFIEH NS 74 v o 7JO—%4FR[T 2 BEEE/I—ILEE)

Edge [(CERAESNAERIEEDNR 77 A7 04— Ib—Ib, TNSDT7AT7T04—=I)V Ib—IVIE. 77
A7) A1—HF—AVF—T A RATEEINTVWET (Ry bT7—0,EFaUT4]-[CF2V
TA1-[774704—=ID.

5 ZEEzfT. [OK]Z22U v o LET,
6 [EEDH?T (Publish Changes)] #2VUv o LET,
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NSX Edge 77470+ —I)L Jb—IVDEFIERDESR

[Edge 77 A7 04—V 4 7 CEBMENIZA—YF—BED 77 AT V4=V L—ILDIEFEZZEL. NSX Edge
FBBTANTTA VI ENRIRARTEET, IFEAFX O—RNSUHDNS T4 v 0 EHFAIT 2N —ILEEKR
ELTWBELET, STTHEDIPTRLRINL=Tr50O—-R NS YD T4 v I EERTSIL—)
ZEML., ZOI—=I)LEO—RK NSUHYEHFAITEI T4 v I—ILDOLICES ZEMTEET,

FIE

1 vSphere Web Client T, [®*v b7 =42 &t+ 21 FT « (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEICHEELE T,

2 NSXEdge 24700y o LET,
3 [E® (Manage) #7220 VUv o LT, [77472+—)b (Firewall)] 722U v o LET,
4 EBEIBMEZEETSHI—ILEEIRUET,

X BBERSNEN-NELET 74V V—IVOBEIEMEIEETE EEA,

5 [L~#8) (Move Up)] (") &72(3 [FABH (Move Down)] () 71 a> &4 v o L&Y,
6 [OK]Z2Uv o LET,
7 [ZEED3#1T (Publish Changes)| 22Uy 2 LET,

NSX Edge 7 74 7 U+ —JL JL—ILDHIR

NSXEdge D [7 747 04—Vl T TEMEN/Z, A—F—FEDT7 747 4=V IL—ILEHIRTEET, [#
EI77AT7 =] T TEMENEZIL—IVE ZZTIHHIBRTEEEA,

FIE

1 vSphere Web Client T, [*v b7 —2 &+ 2 U7 1 (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEICHEEL £,

2 NSXEdge # 7)o UvoLET.
3 [E®E (Manage) #7&o Vv o LT, [77470+—)b (Firewall)] ¥ 7&2oU v o LET,
4 HIBgTBHI—ILERIRLUET,

Fr BEERSINFIIN-IIEEET 74V IL=IVISEIBRTEEE A,
5 [4Ik (Delete)] (%) 7ra>&#s0vsLET,

NAT L —ILDEE

NSX Edge (F. *v hT—2 7 RURZEH# (NAT) U —EREEBHEL T NXTUYv I FRUVRETSAR—K Ry
F)—0ROAYEa—% (FREFEaAVEa—% J) =) ICEVHETES, 2074/ O —%FERT DL, Bl
FrREEEMERT ATV Y IP 7 RLAODEDFIRENS/20H, JRXAMBLPEFaUT s OETHEADH Y

F9. TTAR=NIT RULADEYHTONZRET S Y ETCEHRIHIL TWS Y —ERIZT 2 XF 51213 NAT L
—IWVEBRETIVEDNHYET,
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NAT H —EXDFEIL. EETD NAT (SNAT) JL—IL 585D NAT (DNAT) JL—ILIZRIF5NET,

SNAT JL—JL DB

RETIP7RVRENRTV Y IPSTSAR= D IP 7 RUVREEIZZDHICEET BEETD NAT (SNAT)
IW—IVEERRTEET,

FIE

1 vSphere Web Client T. [*v b7 —2 &€+ 27+« (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEIC#EEL X7

2 NSXEdge #2470V vy o LET,

3 [ (Manage)] > [NAT] ¥ 7DIBIZZ U v 2 LET,

4 [Eh0 (Add)] () FoarEsUY L, [SNAT JL—JLD:ENN (Add SNAT Rule)] ##RL £
5 J—IVEEBMTEA T4 RAEERLET,

6 WEALT7OLINEBRLETS,

7 TOEET XTUvo) IPT7RLREZEROWNVTNOAD 7 +—< v N TAHALET,

8 XETDR—bELER—-MEEEADLET,
Z#—<v bk 2l
R—ES 80
R— EEEE 80-85
any
9 BEIPT7RLREZROWITNHODT7 +—< v FTAALET,
Z#—<v b i
IP7RLZR 192.0.2.0
IP 7 R L X&iE 192.0.2.0 ~ 192.0.2.24

7x—=v b Bl
IP7RLZR 192.0.2.0
IP 7 R L R&EE 192.0.2.0 ~ 192.0.2.24

IP7RLVRIY TRy

any

192.0.2.0/24

IP7RLRIY TRy

any
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NSX EEAA K

10 ZBEDR— bEL@R-FERZANLET,

7#—<Xv b Bl
R—+ES 80
R— ~EEE 80-85
any

1M1 BRBOEETIP 7 RLRAZROWITNDD T +—< v FTAHLET,

73—y b Bl

IP7RLZR 192.0.2.0

IP 7 kL R#aBR 192.0.2.0 ~ 192.0.2.24
IP7 RLRIG TRy + 192.0.2.0/24

any

12 ZhEnfA— FEEER— MEREAALET.

7#—<v b #l
R—+ES 80
R— MEEE 80-85
any

13 [F% (Enabled)] ZZIRL TIL—ILEBMICLET,

14 [OJDFEXME (Enable logging)] 22Uy o L. 7RV REROOIEZTLHLET,

15 [OK] =2 U v o LTIL—ILZEMLET,

16 [ZEEDH1T (Publish Changes)| 241U v o LE7.

DNAT JL—)L?DiEHN

BERIPTRLVRENRTVy IDSTSAR=EDIP 7 RURELIEZDOHCEET 5285 NAT (DNAT) JL—Ib
EERTEET,

FlE

1 vSphere Web Client [CE 44 > LET.

2 [xybT7—0&EF2UT7 1 (Networking & Security)] #21J) v & L. [NSX Edge (NSX Edges)| &4 ) v
JLET,

3 NSXEdge 24700y o LET,

4 [&% (Manage)] > [NAT] # 7DIBICZ U v o LET,

5 [&n (Add)] (¥) Fra>&2U v oL, [DNAT L—Loiem (Add DNAT Rule)] £k L £ 7
6 DNAT JL—I)LZz@EATHA 5 —T7 x4 AZERLET,
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7 WEATJOMINEEBRLET,
8 ZEETXIPT7TRLARZXOWNWTNDOOT7A#—< v N TANALET,

T7#+—<v b Bl

IP7RLZR 192.0.2.0

IP 7 kL R&aEH 192.0.2.0 ~ 192.0.2.24
IP7 RLRIGVTFRY + 192.0.2.0 /24

any

9 XERXOR—bELEBR-FEEZANLET,

7#—xXv b &l
R—+ES 80
R— MEEE 80-85
any

10 FUDFHIL KTV o) IPT7RLREZROWITNDDT =<y FTABLET,

74—y b Bl

IP7RLZR 192.0.2.0

IP 7 kL R#iBH 192.0.2.0 ~ 192.0.2.24
IP7 RLRIYTFRY + 192.0.2.0 /24

any

1M1 FYUPFILDOR— b EBFR—-FEEZANLET,

7#—v b #
R— &S 80
R— MEEE 80-85
any

12 ZgEnz IP 7 RLRAEROVTNHDT #—< v RTAHLET,

73—y b Bl

IP7RLZR 192.0.2.0

IP 7 KL R#aER 192.0.2.0 ~ 192.0.2.24
IP7 RLRIB TRy b 192.0.2.0 /24

any
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13 TpENfA— P EEEKR— MEREAALET.

7#—<Xv b Bl
R—+ES 80
R— ~EEE 80-85
any

14 [H% (Enabled)] &2IRL TIL—LEBHILET.

15 [AZDFEME (Enable logging)] #:#iRL. 7 RURBBROO S/ EHFLET,
16 [OK] £4Uvo LTIh—ILEBMUES.

17 [ZEE 01T (Publish Changes)| #2 U v o L&,

T77A4T7 94—V IL—I)L €& 3 DRk

O3 EEBMLULT, 72747 94=)L Jb—=)VZERIICEEBTEET., 2EAIE RESBFHETPZT7EMHAD
W—IVERDEI S a VLB ZENTEET,

L2 L= EXIP L3 II—=ILRIC. BEOT 7 AT 04— IV=IL £ 3 EERTEET,

Cross-vCenter NSX BIETIE. BHOIZN—BIL L=l B/ a VERTETEET, EHOIZN—-YIL &€&
CAVERETAILET. TH MO T IV =230 ZEICN—IVERBICEEBTEEYS, AN-YIIL o3
VAT =N EEBFEIIRET PHBE. TOECIa DI ZN—HTILDE T 7A T T4—IL IL—=ILDHBEH >
#'1) NSX Manager [CRIfiZ2NET, I=Z/N—HYJ)L )L—)bld. 754<) NSX Manager -t CEERBTHHENH

UET, /oo IZN—HIL IL—ILEEBMT BEIC. ZZN—HI) €02 a R L TEKHENHYET, 1
IN=HIL I a L BICLTSATUELVEAS ) NSX Manager OfiADA—A) oo 3>kUbE
fIICURMENET,

AZN=YI 2O 3 ONFDIL =)L Ib—=ILHBMESNZTSA4< ) Ezldzh 41 D NSX Manager @
A—AJL Jb—=IVIZIEUET,

7747 0x—I)VIb—=I)L €2 3 DEM

T7A4T7 0= T=TIICHLWEI a2 EBMLT, Ib—ILEEE LY, Cross-vCenter NSX IRIETEMA
THAN—YIL €I a EERLIZUTEET,

AR

ZEEIZ 5@ 7E NSX Manager ZREL £

B RF 2 R7OVIREPE—OD vCenter Server NSX DIRIETIEL. NSX Manager [$ 1 D UMW EFELZ N =8,
NSX Manager Z:#iRT 5 0E(FIH Y FH A,

AZN=YI FTP 120 METS4< ) NSX Manager WS EETHHENHUET,

. NSX Manager [ZxLTA—A)EA T2 o bE. NSX Manager Do BRI HZBENHYET,

B HRY VO E— ROSEMIT/A > TR Cross-vCenter NSX IRIE TR ENEE AT (23, £EJ S NSX
Manager (ZV > 7 & /= vCenter Server " SZBEITOMLENH U ET,
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m #ERY 2 E— R®D Cross-vCenter NSX IRIE T, U o En=EED vCenter Server 5. EED NSX
Manager DEEEZEE TE £, NSX Manager RO v 740> A =1 —h5, @7 NSX Manager % #
RUET,

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 74 7O+ —JL
(Firewall)] DIEICBENL £,

2  EH®O NSX Manager BMERAFBEZHZSE. WINHD NSX Manager £:2IRLET, I-N—H)L €/
3V EEBIMTA57Z4< ) NSX Manager #:#iR3 24BN HU ET

3 [£M (General)] # 7RMPNTND Z E&2HERL. L3I —IVADEI 3 &BMLET., [1—PxRy b
(Ethernet)] # 7& 20U v o LT, L2 —IVADES > a v EBIMLET,

+
4 [wo 2 3>DEM (ADd Section)] (EJ) TAaAYEL )y O LET,

5 €/ arORAMEANLT HLWEIL a3 DUBEEELET, £ 3 > ORAFIE. NSX Manager A
T—EDRABITHIVLENHYET,

6 (FT7 ay) AZN-BIL I a EERTRCEL [COEI a2y EIN—YIIRBEOMRELTT—
2 (Mark this section for Universal Synchronization)] Z#RL £7 .

7 [OK]Z&22VUv o LT, [EEDOHTT (Publish Changes)l| 2y s L%ET,

RORTy T

O aVIDI—IVEEBMLET. B2 a3 DRAERET HICE. DRI 32D [ 2 3 > DiFE (Edit
section)] («" ) 74> & )y I LET,

T77A4AT704=)L )=l €O a>Dvw—

o3 EIT—2LT ZORIDIVADI—IIVERETEET. £ 3% Service Composer 22 3
RTITAIE I I ET—TVTBHIEIETERVNRITEREL TS EE), Cross-vCenter NSX IRIE T4, &
O3 EIZN=YII VI3 ER—2FTHIEEFTEEEA,

BMET7 74704+ IVDBEEEY - LTHETHE. AUTFVABLPILKGEY, DHUPTEVET,

Flig

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 7 A4 70 #+—)L
(Firewall)] DIEIC#EEN L £7 .

2 T—295%5E03>»7T. [¥v— (Merge) (ﬁ:') TAAYEL )y oL, DV avELEDRI IV E
R=TFBD TORIDIER—DTENEBELET,

WMo a DI —IBR—=2ENET, LW 3223 ooy a3 EI—2LEEI 3 D5
B INE T,

3 [ZEEDOH{T (Publish Changes)] 22U v o LT,
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T77A4T70x—I)LIb—IL €Y 3 > DHEIK

T7AT7 4= =)L €O a3 EHBRTEET, TOEI a3 DIRTODIL—ILDEIBRENET,

O EEIBRLT 72747 04—V T—7IDRIOBFRICEMLET ZLETEERA. o3 EBML
BIHAIE. o3 Z2HBRLT, [XEERTIHIVLENHUET., TOH% I3 E w7747 04— T—
TIVIEML TBURITLET,

Flig

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 74 7D+ —)L
(Firewall)] DIEIC#EENL £7.

2 L3I)—IDtsarEHBRT 354815 [ (General)l ¥ 7N\ TWS I E&HBLET. L2 )L—LD
o a3 ERIRT B5EE [41—Pxy b (Ethemnet)l #7220 v o LET,

3 HBRTEEL a0 [ 3 EHBRLUET (Delete section)] (¥) 7rav&asUvsLET,

4 [OKlZZ2Uv o LT, [EEDOXT (Publish Changes)] #2U v o L%ET,

HR
ZTOEIaVBELVOEDEI A DIRTDI—ILDEIBRENET,

72747 0x—)V IL—IVDIER

D7 7AT7 04— I—IBELREdge 77 A7 4+—IV Ib=VIE. [Z7AT7 T +—I)V] ¥ T TEFEETEE

T, NIFTFFURBET, 7ONA Y B3HET7AT7 04— A—HY— A5 —T A REFRALTELANILD

NS T4w o JA—- IL—IVEEETEET,

BRS T4y vy arvBI77AT 04— T—TIDO—FE LD —IVICBSLTF v oSN, IBIZT—TI)L

DFRDIV=IVIZBSLTF v IENET., T—TINADIN=ILDOIE cS T4 v 0 INSA—5 LT D51

DIV—IVDBERAENET, L—ILIZRDIEFTERRENET,

1 I Y-—PI74T7 04— A—HY— A —T 1A RATEELEIN—IDOEBEXIBMANEDSAY., kI8
NIC LNJVBAIOBEIBAITLANS FRICEM > TEASINET,

2 AHEZAHIL—)L (Edge $—ERRBICHB ST 4 v o 7O-EHHITT B,
3 a—¥-—HNSXEdge 1 >4 —7 x4 RATEELEIL—I.

4 Service Composer JL—)l - RU L= &ICRI&DEI 3>, 7747 04—V T—TILRDINSEDIL—
WERETEFEEAD., EFa2UT40 RUS—=T7A4T7 04—V I)b—IL €02 3 > OKBIZI—IVEENT S
ZE(FFTEET Y. CDBEEITOHEE. Service Composer TENSDIN— )V EBRETIVENHYET,
SHMBICDVTI(E. 17 E Service Composer #8BL TS &L,

5 FIANMDRETZ7AT O+—)b =)L

T7AT7 0= Ib=IVISBRENDDIE, 7747 04— ILEBHILTND ISR DA THBHZ EITEEL
TLEE W, ISRIDERBDODFMICDONTIE INSX A A=)V 7iA R] ZZRLTSZE 0N,
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TI7AIVNDRE T 74T O+—=)L IL—ILDiR&E

FIFNIDT 7 AT I+ —VBEE. EQOL—F—FET 7 A7 T4 L—LICb—BLAENNST 1 v 718
RENET, PRI 74T+ —LOF T L=t HET7AT I+~ 1—F— (V5 —T 14 XK
REN, & NSX Edge DF 7 AL b JL—)Lhs NSX Edge L AL TRRSNET .

TI7AIWEDRETZ 7AT7 74— Ib—ILTlE TRTDLIBLVL2 S T4 v IBA VTSR OF v D
BEAEIVSRYEBBLET., T74IE IL—ILIFEC. =L T—TIOFIHICRRTSI N, HIEOEMEITE
FtHh, 72720 W—IVOREERE [FA 25 [7Ayv Y] £ [ATF] ICEELAEY., JL=)LIZT A NEEBN
LeY, ZDI—ID ST 4 v o EOJRERTHINEDDERELZY T HIEILAIETYT,

Cross-vCenter NSX BIETI(E. T 7 AN N —ILZIAZN—HIL L= TlEHYEEA, TT7HIE5 IL—ILAD
ZHE(E, ITRTHIET 5 NSX Manager CRET HHENHYET.
FlE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 74 7O+ —JL
(Firewall)] DIEICBENL £,

2 FTI7ANMS I AVERBALT LELRERETVET,
[#4E (Action)] EL U [BF (Log)] DIREN®. T 74K IL—ILADIAY FDEIMDAHRITTEET,

PETZ 7470 F—)V Ib—ILDIEN

NSX Manager Ra—7TI7 747 04— )b—I)LEEBMLET. ZD%. [EAKX] 74—V REFRLT, JL—
WEERTHRAA-TERVADZEMTEET, B —ILDORETEBECEHROA TS 1/ MEEBMTHE
T, BT 27747 94—V IV—ILORBERST ZEMTEET,

RO vCenter Server A 7 1 O NET 7 AT 4 —I)L V—ILDFEETE/LBELE L THEETEET,

K10-2. 774704 =)L b= THR— b ENDZF TPz b

EFTEL(ITA5% HRA%
B U525 B DT FATIA =AY A= LENTOETRTDIS RS
m S stLs— OEY. 2y hT— S RIBLOEFEASTETNETRTDL FRS)
B SEER— b SL—T B EFEHSTETCVSISRECA VA M—LENTNBTRTD
m Ptyhk Edge Gateway
LA — Rk ST m IORY
B RERS VT B st s—
" UYy—X 7= B OER—k JIL—7
W bFaUT4 ST " FEdge
= VApp B LAY Rk =T
m RETLY m REAS VT
® VvNIC B EFaUTa TN
m IP7RLZ (Pv4 $/(3 IPV6) = R
= VvNIC
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AR SR

NSX DEIT7 7 A4 70+ —ILDIREMNEAEBRMEET— RICH>TWVEWZ EZHREL TS0, BEDIREEZES
95213, REST API BEOVH L GET https://<nsxmgr-ip>/api/4.0/firewall/globalroot-O/state Z{FR L £9 . IRTE
DIREED B AEMBMEE— RIZ/Z> T 5I154. REST APl UM L PUT https://<nsxmgr-ip>/api/4.0/firewall/
globalroot-O/state # A L TIREEZBIAEIRMEE— RICEETCEET. P T77A 70+ — VDB AEHREE—R
SIS TWBHEEIS, BT 7AT7 04—V IL—IVERTLEWTZE W,

AZN—HI T7 AT I4—)L IL—IVEBINT AEEIE. 22NN—H)L 7747 94+—)L )L—)LDEMESBLT
<&,

IDR=RDT7Z7A4T7 4= IL—)VEEBMT BIBEF. RO ELE=HERLET,

1 DLEDRAATH NSX Manager [CEFEN TS, NSX Manager (£, Z)V—7, I—¥—F#H B
VCINSDBEREBFEDE AL VPOSBMELET. NSX Manager ~AD Windows R A A > DEHEESRE
LTLIZEL,

B = ILDRETERIIAE L L TERTE %, Active Directory A 72z 7 MZEDWtwFaUTFg -7
PERENTWS, tFaUT 1 JI—TDHERESBL TS,

VMware vCenter 72 o MZEDWTIL—/LEENT 5154, VMware Tools DMRET S (A VA h—=J)L &
NTWBZEEHERLET, NSXAURM—J)L HA R Z28BL TS,

NSX 6.1.5 15 6.2.3 [CBITLIRIBEY > T TFTP ALG B35 R— b ENFE LA, BITRICTFTP ALG DY R
—hEFMICTBICE RAVIMRET SV ZEMLUTHIRT 50, RETCEBEESHLET. FHLL6.2.3
T4 DMEEREN. TFTP ALG B8 R—bEnETd,

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 74 7O+ —JL
(Firewall)] DIEIC#EENL £,

2 [£#% (General)] # 7SI N TS & &R L. L3IL—IILEBMLUET, [ —Y 3 v b (Ethernet)] 47
20Uy oL, L2 —IVEEMULET,

3 L—ILEEMTEEL 3T [Lb—/ILOEM (Add rule)] () FA4arELU v LET.
4 [ZED%*17 (Publish Changes)] #2J v o LET.

o D—FBLEICHUWHFRIL—IDBIENET, €I 3 VIV RATAEED/IL—ILULDNEWNEEIL.
HLWIL—ILET 74 bDIL—ILD EITEBMENET,

T a RO/ EDIGAICIV—IIVEEBINT Diaald —IVEBRLEY, [ES)PIT. « 20Uy oL, [k
(23870 (Add Above)] £7=(% [FIZ:&0 (Add Below)] Z#IRL £ 7,

5 #HLWL—LO [&E (Name)] taHs> rL, BesyvsiEs,
6 FLWI—ILDOZmEAALET.
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7 HLWIL—=ILD [

(Source)] WIVERA 2 FLET, KOKXRTHMAINTNDEBMDT A A BRRIN

*9,
FTar L)z
Fxsyys RETEIP7RLRAELTIET AT
a IP7RLAERERRLET,
I7 AT 94— Tl IPv4 R & IPVE EROmANYK— RENTOET,
b IP7RLREAHLET,
EHOIP 7 RLREAYIRGIYDU R RTAHNTEES, URRDOESL Bk 255
XFTT,
EOUvHLET,

VMware, Inc.

RETEHED IP 7 KLRLUADA TS 1o b ELTEET 5101 :
a  [&F (View)] T. BEDRETNILFFEBRLET,

BRIV TFOF T MPRRENE T,

b 12LUEDFTP o bEERL. ﬁ =0y LET,

FLWEFaUT o FIN—TE/L IPSet #EHTEET. LW TV 17 MEER
T5E TIANNTRETOIEMEINET. HFiLWEeFaUTa JIL—TEEE
IPSet DERICDWTIZE. 21 E Ry b= BXVEFa VT AT NESHBL
TLIZEL,

c REETEIN—IDSENTZICE [F##A 7> 3> (Advanced options)] 2 U v o L
7.

d [EETOEME (Negate Source)] ZZEIRL. ZORETEIN—IDOSHRILET.

[xETDES L (Negate Source)] ZERT 5 &, RIDFIBTIEE LISRETERE,

TRTCORETNORET DT 74 v I —IDBBEREINET,

[EETTDESNE (Negate Source)] #ZIRLAWNE, RIDFIETIHEE LAZXETNSZ

ETDEI T4y o= DBEREINET,

[OK| #2U v o LET.

0]
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8 #HHLULWIL—ILO[4—4 v k (Destination)] (58%) tILERA Y FLET, ROXTHEINTNZBNDT

AAVPRIRINET,
FFTary 5REA
Fxsyys %% IP 7 RLRTIRET 31013 :
a IP7RLAERERRLET,
I7 AT 94— Tl IPv4 R & IPVE EROmANYK— RENTOET,
b IP7RLREAHLET,
EHOIP 7 RLREAYIRGIYDU R RTAHNTEES, URRDOESL Bk 255
XFTT,
EOUvHLET, SEEEED IP 7 RLALNOF TS 14 hELTIRET BIC1F :

VMware, Inc.

a [&F (View)] T. BEDGADI S FFERRLET,

BRIV TFOF T MPRRENE T,

b 12LUEDFTP o bEERL. ﬁ =0y LET,

FLWeFalFa JIL—TE7E IPSet 2ERTEET. FILWA T o bEER
T5E TIANNT =Ty M IICEMENET, HiLWweFalFag JIL—TF
7213 IPSet DERKICDNTIE, 21 E *y b7 —0BL0EFa2UTs #7020 %
BRLTLES,
ZB5ER— N ERIN T BIC(E. [##A4 72 3> (Advanced options)] #2 U v o L& T,
d [#—%v boESXE (Negate Destination)] Z:2#RL. ZDIEEIL—ILDSEILE
El
[# =% v bDEE (Negate Destination)] 2R3 5 &. GIOFIETIEE LsELE
RS IRTDRBEITEET D74 v I —IDBBERENET,
[# =% v bDEME (Negate Destination)] Z:ZR Lz E. RIDFIETIEE L /=285
[CEETANT T4 v IITI—IVISEREINET,
e [OKlzsUvoLET,
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9 FHLLIL—ILO [F—EX (Service)] EILERA Y FLET, ROXTHPSNTVSEMDOT A 1 BHRRE
nE.

FTar L)z

Hzsyys H—ERER—FETORINOBBEDETIEET S :
a H—EX ORI EBIRLET,

DT 74T D+ —)TlE. TFTP, FTP, ORACLE TNS. MS-RPC. SUN-RPC ®
ZBRNDALG (FTUT—2 3> LRIV TF—=rD ) DYR—FEINTOET,

Edge Tl&. FTP, TFTP, &&W SNMP_BASIC @ ALG B4 R—hENTWET,

E:NSX6.1.5 15 6.2.3 (CHBITLAREYS > TE TFTPALG BHR—bEnEd
ho BITEIC TFTP ALG OYR— hZ2FMICT HICE. BRIV X MTRET S 28
LTHIRS 20, RETEBEHLET. L 6.23 71 )Ly MEEREn. TFTP
ALG p3HR—hENET,

b R-—rFESEANL. [OK]ZZUYILET,

VUV ILET, EMEREINAY—ER/VP—ER I —TEERT 2D HILWIF—ER/[P—ER F)—TF
EEETHICIE :

a 12LEDATI o hERRL, & o0 LET,
FLWY—ERELEY—ER FN—TEERTEET, HFLOA T 1o MERRT
BE. FTANRTERLAF TS oo R BlIICEBMENET.

b [OKl&4UwsLET,

ACK £1E SYN 75w R oy T — 0 & RETBICIE. T 74 =)L TH—E X% TCP-all_ports
F7z(% UDP-all_ports [CEREL. 722 ary&2 7Oy IICERELET. T74/) 5 I—ILOEREICDNTIL,
TIHIVEDRE T 7 AT T4—)L L=V DIREESBL TS EZL,

10 FLWIL—ILD [F o 3> (Action)] BILERSA > L. BasUy s LEd, ROEDHBICH > TEYA
BIRET. [OK] 22Uy LET.

Toar R

FE IBELARETT. %k, Y—ERDEZELS 71 v 0 &HAILETS,
7Ovy IBELLRET. %k, Y—EROEZENS 74y o270V I LET,
BE FAENEONT Y MIHTHEEA Vv E—CEXELET,

TCP #i#5 T3, RST X7y bHEESNET,
UDP, ICMP &020fthd IP i T3, EE LRIt n/a— RBEENS ICMP £ v
E-UDRESNET.

OJICEs ZDN=IVE—BTEHINTDEY a3 yODAVERFLEY. AVERMCTDHENT 4 —
RYRICHBPEBBENHYET.

OJICEE LN vy aronsETSHELEEA.
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11 [#R% (Applied To)] T. SOIN—IIVSBERAFEERRAI—TZEELET. ROXRDFHBICRE > TEU/RERE
T, [OK] 22U v o LET,

=V OERE ##4E

READERBPTETCNDZITRTDI SRS [T 7AT oA=L VA= IENTNBTRTDIS RS
ZDI—I)LE#EALET (Apply this rule on all clusters on which
Distributed Firewall is enabled)] Z##iRLEd, [OK]| 2o v &
TBHE ZOIN—ID BRE] IS 87 74T O+ -
(Distributed Firewall)] B&RENET.

RIERNDTRTOH NSX Edge Gateway [#XTm Edge =Dz AICZD)—)LEERLET (Apply this
rule on all Edge gateways)] Z:#RL£9. [OK] 2/ U v o35
& ZOIIL—ILo [#BAS] FIIC [T TH Edge (All Edges)] 1%~

EnET,
FROTADF 7T 3 U PRIRENTNSIBE, [BRE] JIICE [ER
(Any)] BERRENET,
1DLUEDISRY. Tty — FEIRER— JIL—7, 1 [3>77+ 47 (Container type)] T. @A 721 o haE
NSX Edge. ®xv k77—, {gRfE<> > VNIC. £EIEHEBRA v F RUET,

2 [fERFTEE] Y RART 1 DUEDA TP o bEZEIRL. # s
vy LET,

IW—IVDEETTETRET « — IV RIIRIET > V£ VWNIC BEENDIHZE. I —ILEEBITERT 5(2IE [E
A% (Applied To)] [TRETT L BAEDEADIRIET S > E7/=(4 VNIC ZEBIMTHLENHYET,

12 [ZEEDH1T (Publish Changes)| 24 1) v o LET.

BHE. ETCHRNULEDESIDERT Ay E—IVDBRRENET., KKLUGS, V- IIUBBERENGEH >/
RARBURMENET, KBMUALRITOFMERER T 5(C1E. [NSX Manager (NSX Managers)] -
[NSX_Manager_IP_Address] - [E&%R (Monitor)] - [ X T A A4 X |~ (System Events)] DIEICEEL £7.

[ZE D %17 (Publish Changes)] 2V v 03 5& 7747 U4 —/VRENBIFNICEREFSNE T, LIATOR
EICRTAEICDOVNTIE RESNLT7AT7 U4 —ILREDHTHMAHESRL TS,

RORTY T

s ©rouvsLT—NEENCTED. C ELUYILTL—ILERARICLET.

m V=)L T=TIVADEMDIERRT B3, @/ =0y oL, BUEIERERLET,

"o L% RRINBER
JL—JL ID CRTFLADER L. I —ILIZ—ED ID

OJCRE D= DRST74vIBATEHRENDZDED D

freat LLh 0y oL, ZOIV—IICEETSERST74v 0 (ES5T74v 0 Ty bBLUTARX) £XRR

aA(rhk =LA A~

B BRET74—IRIZFFRAMNEAAL, IL—ILERBELET,

B J7AT7 04—l T—TIVAT, IL—IOUEE L TFICEHLET,
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m [ a3 EY—2YLET (Merge section)] 7Aa>&o v oL, [EDEY L 3> E&<—2 (Merge with
above section)] £7=& [FTDtE Y 3 &~<— (Merge with below section)] ##IRL Tt o 3 &2<7—
JLET,

PR 74T 0 +—)b )b—)LDEHIRHA
RANMITZ7A7 04—V =L ERTTEHRVNEEIZE. BRI ERITLED.
BLDRANDT 747 D 4—) Jb—)LZ NSX Manager L REAT 2 ENH D55, BEIRBHPRITEINET,

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [/ > X b —JLFIE
(Installation)] - [k R ~ D #{f (Host Preparation)] MIEIC#EEI L £,

2 BHRBERGTTHLSRSERRLT. [725 2 (Actions) (&8)] - [%— £ RD#SEIFH (Force Sync
Services)| DIEICZ U v o LET.

3 BERAEETO>UY—EZRNS [Z774 70+ —)b (Firewall)] #2RLEF. [OK| 22U v o LET,
BERIC T 7 AT I+ —ILDRT—F ABEDYET,

AZN=BI)IV T7A4T70+—=)b IL—=ILDEM

Cross-vCenter NSX TRIEFEDHE., I=Z/N\—H)L JLb—IL(F. FZ4 <1 NSX Manager D1=/\—H)L JL—)L &
O3V TEESINEAB T 74T U0+ — I IIL—IVESBLEYT, NS0 —ILE REANDITRTOEAV S
NSX Manager TL U4 —h&Enb7zdHd, vCenter DIEREZMA T—E L7 747U+ —)L RU S —ZEHIFT
EF 9., #EHD vCenter Server D vMotion Tld, Edge 77 A4 7 U+ —JL JL—ILIFHR— N TWEEA,

724 <U NSX Manager (Z(2. Z=ZN\—=Y)L L2 L—=)VADIZN—=Y)L o3>0 N—=F)L L3 IL—)b

BOIZN=H)L €U a3V EENENERHEDHDIENTEET., AN-HIIL I/ avE TXTOO—A

I to 326K Service Composer 22 3> D EBICHY ET, €44 U NSX Manager Tld, 1=/
YL 2O 3 RIAIN-YN I —ILERRFTEETN ®ELTEEEA, A—HN /23 (CHTEIZ
N=FI o a>DEEF. IV—IDEFLIBMICHELEHEA.

KI10-3. 2=N—HI 77479+ — =LA THR-pESNBF T o b

EETETE Bk Y—ER
B I2=N—%)L MAC vk B OZN-YIEFaUT4 47 Pty B HFICERSNZIZN-FII FT-ERB
B I-NA—H)LIPEY . MAC £y b EE@EI=ZN-HIL & FUY—ERX I -7
B OB EFaUT4 55 Py FaUT4 IN—TEBDHIENTE w2 LAELIZA—YIL $—ER
k. MAC v k. $HEIZA—H)L BAZN=YIN eFa VT q JN—T BLUY—ER FL—F
FaUF4 IN—TEEBDHIENTES W AZNTHINRERLS VT
AZN=Y)I &FaUFg JI—T B DI FAT A= -DET AT

=D A A= ENTNSEITANT
DU SRAZITI— IV &EHA

I=/)N—%J)L JL—)LTlE, fihd vCenter A7 7 MMIYR—bENhTOWEHE A,
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AR

AZN—HIL =V EERT B80S, 2ZN—PI) =)L B> a3V EERTAIVEDNHYET, 7747 T4 —
JVIL=IL o aDEMESRBLTIZE,

FlE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 74 7O+ —JL
(Firewall)] DIEIC#EEN L £7 .

2 NSX Manager T. 754 <) NSX Manager WEIREN TSI LZ2HRELET.
754 <) NSX Manager TOH1=/N—H)L JL—)L&EBMTEET,

3 [&f% (General)] # 7PN TS E&MERL. L3 AZN=HIL JL—ILZEMLET. [/ -y b
(Ethernet)] # 7& 2wy L, L2 AZN—H)L JL—ILEEBMLET.

4 A=N—HY) £Ha>T. Pb—I0EM (Addrule)] (¥ 7A4a>&s U v oL, [EEORT (Publish
Changes)] €2 U v o LET,

A=ZN—HIL o3 >D—FLICHLWEFRIIL—IILDBBINENET,

5 #FHLWL—ILD [&FT (Name)] BILERA L., & Z0Uv I LES, I—ILDAFZEANLET.
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6 FHLWLWIL—ILD [XET (Source)] CILERA 2 FLES ., ROKXRTHASNTVDEMDT A QA BRREN

*9,
FFTary SEg
Fxsyys RETEIP7RLRAELTIET AT
a IP7RLAERERRLET,
I7 AT 94— Tl IPv4 R & IPVE EROmANYK— RENTOET,
b IP7RLREAHLET,
EOUvHLET,

VMware, Inc.

EETELTAZN=Y)L IPSet. MACSet. E/zldtFa VT« I —TEIBET I
a [#72xo b #4147 (Object Type)] T. BEORETOIVTHEERLET.

BRULOVTFOFT o0 MPRRENET,

b 12UEDFTP o bEERL. ﬁ =0y LET,

FLWeFalFa JIL—TE7E IPSet 2ERTEET. FILWA TP o bEER
T5E TIAHINTEETOIEMENET, HILWEFaUT 1 JI—TEF
IPSet DERICDWTIZE. 21 E Ry b= BXV0EFa VT AT NESHBL
TLEEW,

C EETEIN-NDSBITBICIE. [FA 7> 3 (Advanced options)] 2 U v & L
£7.

d [XETOEML (Negate Source)] ZFIRL. ZOEETEI—IHSBILET.

[EETDEME (Negate Source)] =R T 5 &, AIDFIETIEE LIoRETERE.
TRTCOREETNSRET DT 74 v I —IVDBERINET.
[EETTDESNE (Negate Source)] #ZIRLAWNE, RIDFIETIHEE LAZXETNSZ
BIHEZT74 v TN —IVISBRINET,

e [OKl&2UvoLET,
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7 #FUWIL—ILD [585% (Destination)] €IV ERA 2 FLET, ROKXRTHASNTNDEMDT A 2 BRRS

nNE9.
FFTary 5REA
Fxsyys %% IP 7 RLRTIRET 31013 :
a IP7RLAERERRLET,
I7 AT 94— Tl IPv4 R & IPVE EROmANYK— RENTOET,
b IP7RLREAHLET,
EOUvHLET, a5 & LTI=/N—H)L IPSet. MACSet, £/Et+2UF 4 F—TEIEFETHICIE :

a [#72x4h &47 (Object Type)] T. @EEDY—4'y bOAVTHEBFIRLETS,

BRIV TFOF T MPRRENE T,

b 12LUEDFTP o bEERL. ﬁ =0y LET,

FLWeFalFa JIL—TE7E IPSet 2ERTEET. FILWA TP o bEER
T5E TIANNT[EE]FICEMENET. FILWeFaUTa JI—TELE
IPSet DERKICDWTIZE. 21 E Ry b= BXVEFa VT AT FESRBL
TLIZEL,

c BEREIL—IDOOBRINTDHICIE [FEA 7> 3> (Advanced options)] #2U v o LE
£

d [sEE0EME (Negate Destination)] #ZRL. ZDZBEZEIL—ILDSEHLET,

[REDEXN{L (Negate Destination)] Z%#iR§ 5 &, BIDFIETIRE LIZBEERS T
NRTDHEEICEET DS T4 v I — IV BRENET,
[see D& (Negate Destination)] Z:#iR Lz &, RIDOFIETHEE L /2285 1231
T8 T74 v —IVDBERINET.

e [OK]l&22UvoLET.

ifi

8 HLWIL—ILD [—EX (Service)] LIV ERA 2 BLET, RORTHRBENTNDEBIMDT A AV DBRRE

Nk,
*Fary e
Hgsyys HEREHK—FETO R LOEBADETIRET BT :
a Y—EXR7OrINEBRLET.
S8 7479 +—)LTlE. FTP. CIFS. ORACLE TNS. MS-RPC. SUN-RPC 0
FORANDALG (FTUS—ay AL He ho 1 A) BK— FENTOES.
b HK—rESEANL. [OK] &40y 2 LET,
EHUYHLETS, HMEESNALS NI - ERIAZ NIl H—ER FI—TERRT B, FLL

VMware, Inc.

AZN=PI Y—ER/AZN=Y) HY—ERX I —TEFETHICIL:

a 12UEOFTo o bEERL, ﬁ 0y LET,

FLWH—ERFBY—EX T —TEERTEES. HLWAT 2o bafrpls
DL TIAHINTERLEFTD O M FIITEBMENET,
b [OKl&sUvsLET,
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ACK £72IE SYN 75y R oy N =0 #RET BT, 7745 =)L TY—E X% TCP-all_ports
F7=(3 UDP-all_ports [(CFREL. 703 Z270v 0K ELET. 774NN IIL—ILOEEIZDINTIE,
FTIAINEDRE T 7AT O+ I—ILDIREESBL TS EE ),

9 HLWL—LD[F& 3> (Action)] L ERAS ML, & EHUv s LET, ROXDOHBICH > TEYR
BIREF, [OK| 22U v o LET.

Toar R

LGl BELLXET. %k, Y —ERDEZENS 71y 0ZHFAILET,
Javy BE LRET. %85t Y—ERDRERENS 74 v o270y LET.
AT FFAIENAWNT Y bCHT BIEEBA v -V ERXELET,

TCP #ii T3, RST Ty bBREEENET,

UDP. ICMP XUz fthd IP i Cl3. EB LR S n/Aca—RBSEEND ICMP X v
T-UBRESNET.

[m P tetnt - ZDN=IVE—HTHINTDEY 3 DAV ERHFLEYS. AVEFNICTHENT+—
RRICHEDPEIBANHY LT,

aJIcgE LN tyiaroRJEEHLERA,

10 [#RL (Applied TO)l ©IV T, T 7AW MERED (D7 7 AT 04— IV ZZFTANT, 9877470+ —)b

DBERCHES>TNBTRTDI SRS (I —ILEBRTZD. RETFA> Uy s LT, h—ILEER
TBIAN—HILHERA v FERIRLET,

11 [ZEEDH1T (Publish Changes)| 24 1) v LET,
BR
AZN=FI =P FTRTDEAH>F) NSX Manager TL 7 U —banEd., JL—JL ID (FFTRTH NSX

ARG VATRLEETY, L=V ID 2XRRT SBT3, 20Uy oL, =)L ID Z2BIRLET,

IA=N=Y) b=, FS54< ) NSX Manager TOHimETE. Hh>41) NSX Manager TI3&mAE Y &F
RICEUET,

A=ZN—HI o3> bAVY—3 ETT7400 DRI 3 LAVY—30H2T77A4AT7 04—V ILb—)b:

No. Name Source Destination Service Action Applied To
v @ Universal Section Layer3 (Rule 1 - 2) & D FE'RS
Allow Web Access & Web USG @ HTTPS Allow @ Distributed Firewall
[®SSH
v % Default Section Layer3 (Rule 3 -7) * s xk
@3 Web Micro-Segmentation i Web SG i WebSG = any Allow @ Distributed Firewall
@4 Allow Web Access » any i Web SG [ HTTPS Allow @ Distributed Firewall
{3 ssH
@5 Default Rule NDP * any = any (L] IPV6-ICMP Neighbor ... Allow @ Distributed Firewall
(2] IPv6-ICMP Neighbor ...
€6 Default Rule DHCP * any * any [ DHCP-Client Allow @ Distributed Firewall
[ DHCP-Server
o7 Default Rule  any + any + any Block @ Distributed Firewall
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RODRTY T

n [BRIHTO 200y s LTL—ILEEBNCTED. © 22Uy s LTL—ILEBMCLET,

L=l T=TILADEBMDIIERRT 5ICIE. @/ 20Uy L. BYIEIERERLET,

NIbE  RRENSER
=D PRFADERLE. EIL—IVIC—ED ID

OJ(CRE D= DRST74voBATEFESNDINED D

et Lk 0y oL, ZON—IVBEETE RS T74v 0 (ES5T74v 0 KTy hBLUTAX) £RF
aAAr b =D A
B BREBETA—IRIITFRANEANL, W—IEBRBLET,

B J7AT7 04—l T—TIAT, IL—IDOUEE L TFICEHLET,

HRILDLAY—3 7O AINTODIZ 747 04— =)L

T7AT704=)LIb=JVE. 7AORINDOROY TFTY AZa—CRRENTWRWARY LD 7O MIINES
EERALUTERTEET,

WA LADTORINEESTD I 7AT 04— IIb=IVE. DEET7 74T U4—)LE/=IE NSXEdge 7714 7T #
— VTR TE X T,

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [Z7 74 70+ —)L
(Firewall)] DIEIC#EENL £7.

2 [£f% (General)] ¥ 7HMNTNSZ LEHREL, L3I —ILEEMLET, Jb—I/LDiEN (Add rule)] ()
TAAYEIIY YO LET,

3 [EEDOHX{T (Publish Changes)] #2U v o L&ET.
o D—FBLICHUWHFAIIL—IDEBINENET., €I 3 VIO RATAEED/IL—ILUNEWNEEID.
FHLWL=ILET 74 bDIIL =IO EISEMENE T,

€O a RO/ EDIGAICIL—IVEEBINT Diaald —IVEBRLEY, [ES)PIT. « =osYv oL, [k
[Z3E0 (Add Above)] 7% [FIZ:&0 (Add Below)] Z#IRL £ 7,

4 HLWL—ILO [%E1 (Name)] BlLERs L. Hasyvsixt,
5 FHLWL—LO&EEANLET,

6 FLWIL—ILD[V—X (Source)] GEERX) ZIBELET. 74 AOFMICDNTIE. 987 74T D+ —
L IIL—ILDEMESBL T ZE LN,

7 #HULWL—ILD [#—%5 v b (Destination)] (38%c) ZBELF T, FHICDOWTIE, 9877477+ —)L )b
—I)LDENESEL T ZEN,
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8 HHLLIL—ILO [H—EX (Service)] B ERA Y FLEF. [¥—ERDEM (Add Service)] () 74>
EUUv U LET,

9 [Y—EXDIETE (Specify Service)] V1 > FUDETIZH S [FET—EX (New Service)l 2 v o LE
ER

10 grL W70 ~a)bo [&aT (Name)] ZAALET (OSPF #&).,
M ZobtalorkAy 7y AZa—7»5 [L3 OTHERS] Z#2#iRL £ 7.
ROy T&DY AZ2—OTFIC[FBE ~aJLEF (Protocol Number)] 7 4« —JL RDRRESNET.
12 [70O ka)LES (Protocol Number)] Z AhL&E3 (OSPF ? 89 71&).
13 [OK] =2 v o LET,

R

AARZ LA TAPINESEFERLTTZ 74T 04— IIL—ILDMERENE LT,

RFEITDRE DIRTFF

IW—=ILEEBML., ZEON—ILERTLEVEEREERTFCEET. RELARERFERTO-—RLULTRITTEET,
FIE

1 7747 04—V Ib—IVEEBMLES., 987 747 U4 —)L IL—ILDEMESZRL T LI,

2 [ZEDR7E (Save Changes)| #2v o LET,

3 BREDRAIEHFHBEANL. [OK]ZELZVU VI LET,

4 [ZEDREF (Preserve Configuration)]| 24 ) v o LT, ZOEENREREFLET.

NSX TlE, ZRT100 HDZFRFTEET, COFHREBA DL FRESNDIRE ([REDHFE (Preserve
Configuration)] £ — 2 2 NAERE) FERFSNETN REFSNAL>LHVRER. BEZZETHLOHIC
HIBRENE S,

5 ROWITNILZERFTLETD.

m [ZEE#TICKET (Revert Changes)| #2 U v oL, IL—IL&EBMT SRIOREICRLET., BILAED
YDIIL—ILEFRTT BBEE. [ZREDO— R (Load Configuration)] 74 a>&2oUv o L. AFv S 3T
RELZIL—IVEZIRL, [OKlZ2 U v o LET,

B [ZEEOEH (Update Changes)] #2J v 7 L. IL—ILOEBMERHKITLET.

RESNIET 74T U4 —IVERE DFRHIAH

BEMRFECEA DR BENLT AT UA—IIVEEEHRFAL I ENTEET., BHFOKREIC Service
Composer [CL > TEEINDIL—IDBEENDIHE. TOI—ILEA VR—PEICA—N=F4 FENET,

FIE

1 vSphere Web Client . [Networking and Security (Networking & Security)] - [Z7 74 77 +—Jl
(Firewall)] DIBIC#EE L £7 .
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2 L3 T77ATUA—IEREEZHFALICIL. [£f% (General)] ¥ 7NN TNSZ EEHERELET, L2 774
T U —IVEREEZEHMALICIE. [F =Py b (Ethernet)]  7&20U v o LET,
3 [ZED»HO— R (Load configuration)] (E@) TAAEI) VI LET,
4 FHPAUHREEZERLC [OK| 22Uy I LET,
REDERENBIRSNZEREICEERDUET,
RORTy 7
HEICEENS Service Composer DIL—JLHS, FJmIAAENZHREICL > TH—/N—F 4 REh/=iFE (L. Service
Composer @ [ZFaUT 4 RUS—=]FTT. [7o>a> (Actions)]-[Z7 747 T +—ILDI)L—)L DRI
(Synchronize Firewall Rules)] #2 U v o L£ 7,
774704V ILb—=IVDT 14 IVE

SEIERBEEEFRALUL—IEYy bET I TEXET, INICTKY. W—ILDOEENEIRIESNE T, EET
RET >, BEREB<YS Y, FETIPT7RUVR BEIP7RUVR V=V T3>, AY, Ib—=IL&E, A
Uhe BLUII =)L ID EEEICLT, W=IET I TEET,

FIE

1 [7747 04— % TT. [74)ZDER (Apply Filter)] (ﬁf) TAAYEL )y LET,
2 REITDTAINGEEEANELITERLET,
3 [#&EA (Apply) =2 Uv o LET,

BELIEZ A INIEEIC—HKT DI —IDBERREINET,

RORT YT

BUTRTOIL— N ESRTSIc(E. [#BALET L5 D8R (Remove applied filter)] (B) 74 a>%2 1y
sLUET,

T77A4AT7 94—V IL—ILDIEFDEE
T7AT7 4= )=, =)L T=TIVIIEREHINTWBIEFCTEREINET,
IW—=IVEERDIEFTERR (BLUCHER) SNhET.

1 A—¥-—FEOFFII—NICHROEWVELEIBEUSEZSNET, ZDIL—IVIEE BRE NIC LALOESEIER
([ZA>T. EDNSIEICERESNET.

2 ByEE=nLIL—I,
3 NSXEdge LNV TEEENAZO—AI)L IL—)b,

4 Service Composer JL—)L - RU = &ICRl&DE I3y, 7747 04—V T—TILRDINSDIL—
JWIERETEEEAD, EFaUT4 RUS—T7A4T7 04—V I)b—IL €0 3 DEXBEICIL—IVEEMT 5
Z LIIRRETY, ZDOREEIT OB AL, Service Composer TENSDIL— )L EBRETE2HENHY £T
SHHRICDUVTI(E, 17 E Service Composer #8BL T ZE L),
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5 FIANMDRETZ7ATO+—)L =)L

T—TIATHRY L IIN—ILDALEE LFICHBENITAZENTEET., TIHIMIIL—ILIEEICIL—IL T—=TILD
TEIZCRRSN., CNEBENTHELITTEEEA,

FIE
1 [7747D#x—)b (Firewall)] ¥ 7T, %889 2)L—I/LEBERLET.

2 [Jb—I)L%& E~¥E (Move rule up)] (EN 7212 L=V ETFA%E (Move rule down)] (=¢) 74/ a2 %
)y o LET,

3 [ZEEDH{T (Publish Changes)] 22U v o LT,

TZ7A4 70 4+—)b IIL—ILOHEI

EREHD T 7 AT D4 —IL Ib—IVERIBRTEES, 774/ =)L E7IL Service Composer TEE N5
IW—IVIZHIBRTEE A,

FIE
1 [Z747D#+—)b (Firewall)] ¥ 7T, JL—)LE 1 DERLET,

2 TrATIA—N F—TILDOLICHD [EIRLIEIL—ILOEIR (Delete selected rule)] (¥) 71> %41
v LET,.

3 [EEDOH*{T (Publish Changes)] #4U v o L&ET.

TJ77A479+—)bOAY

T7AT7 04—V, BEEOY, =)L AyE—2 00 PRTFLAAXRY S OJREDOT 774 IVEERLT
BRELET. 7747 04— IDEMTHO>TNEIE IS RZICH LT, Syslog b —NEBRETHHLENHYET.
Syslog #—/\[& Syslog.global.logHost B THEELET.

77470 F—IUE ROKRICHZHOTEERLET,

K10-4. 7747 0+x—)b OY
Oy 447 HE T

= Ayte—> 0O =V TAJERBENRIEE. I —ILTHFIENS S /var/log/dfwpktlogs.log
TAvIRHEBEEND ST 4 v IIRED, IRTDTO+®
RICEAT DREEENEENE T, QOTERBBENRIL—
DRI 7 AT 4= Ty hOATHEENET.

BEENS EEOJENHM T 7AT I+ —ILOBREDEENEENE /home/secureall/secureall/logs/vsm.log
ED
JRTL AN~ QY BRASNEAET 74T O+ —ILDOREDEH. 1ERk. HI /home/secureall/secureall/logs/vsm.log

B, EEERBLETZ NG €FaUTa JI—TI0E
MENARIET S VIR EDBRPEENET,
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&10-4.774704—)b OY (&)
Ay s47 L B

F—% 7L —>/NMkernel O T7AT7 04— h—xJ) EYa2—)L (VSIP) ICBEET S /var/log/vmkernel.log
4 TOTAET4&2F 4+ TFv LET, PRTALICK>THE
BENdAvE—2007 T MUPEENET.

Ayt—C NR ISA4T7 2N T77A4T704—I I=2 DT OTaET4%EF v Ivar/llog/vsfwd.log
VSFWD oo & Fr¥LET.

E: vsmlog 77 AT VERTBICIE. NSXManager av > K 4> 4249 —7 14X (CLI) »5 show
log manager O<X > RERITL. vsm.log &+ —7—RICIEEL T grep #XTLET, ZDT7 74T €A
T&5D(E. root #EREZHF DI —F/F1—H— JIN—TEIFTT,

V= Avt— Oy

W= TOTERPENRIEE. SIN—ITHAINDE S T4 v IPEBEINDI NS T4 v IRED, TRTDT
LRI HIREFENSENET. o500 JE. FRA LD /var/log/dfwpktlogs.log [CREINE
ER

T77A704=)LDAOT Avt—208)

# more /var/log/dfwpktlogs.log
2015-03-10T03:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138-
>192.168.110.255/138

# more /var/log/dfwpktlogs.log
2017-04-11T21:09:59.877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST
10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

Z DDA :

2017-10-19T22:38:05.586Z 58734 INET match PASS domain-c8/1006 OUT 84 ICMP 172.18.8.121->172.18.8.119
RULE_TAG

2017-10-19T22:38:08.723Z 58734 INET match PASS domain-c8/1006 OUT 60 TCP 172.18.8.121/36485-
>172.18.8.119/22 S RULE_TAG

2017-10-19T22:38:18.785Z 58734 INET TERM domain-c8/1006 OUT ICMP 8 0 172.18.8.121->172.18.8.119 2/2
168/168 RULE_TAG

2017-10-19T22:38:20.789Z 58734 INET TERM domain-c8/1006 OUT TCP FIN 172.18.8.121/36484-
>172.18.8.119/22 44/33 4965/5009 RULE_TAG

ROBITIE,

m 1002 FRET7 747D+ —)LDIL—)L ID TT,

m  domain-c7 (& vCenter EBWRA 7o~ 7598 (MOB) D& > X% ID TY,
m  192.168.110.10/138 (VY —R IP 7 RL R TT,

s 192.168.110.255/138 (34 —5 v b IP 7 RL X TT,
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8 RULE TAG (3. 7747 04—V Jb—IVDEMELISRET [ 7]7F A b Ry ZRITEMT BT FX D

BITY,

ROBIE, 192.168.110.10 = 172.16.10.12 I ping LIcERERL TOE T,

# tail -f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10T03:20:31.274Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12
2015-03-10T03:20:35.794Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12

ROKRT, 7747 04—=)L AT Avte—CDTFFAN Ry I RAICTDNTEHBBLET,

£10-5.04 774 T hUDaYR=—FV b

arvR=—xrhk
FALRY VT

T7A47 U F—)VICBT BTk

Y TIADME

2017-04-11T721:09:59

877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST
10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

£10-6. 0 774V T NVDT7 7470 +—)VICET B0

ITATA
TaNE Nya
AF &

=R

VMware, Inc.

FI A RTREZR 16

7 4 NE 2B LUZDMDIFEROIGICEMTE DHME,

INET. INET6

match : /X7y b —ILE—HLET,

bad-offset : /X7y FOWBHICT—F/NXATHBLS —BFEELE L,
fragment: HXBEDT7S AL NIUTEYTINUIZHDEBUND TS T4 NTT,
short: /X4y hETEET. £EXE IPAYSY—%7(3 TCP/IUDP Ny 4 —HEENTIE
Hh.

normalize : EL WAy Y —F/ERA O— RPRNWREL/NT Y FTT,

memory : F—F/NXRXTAEUNFRLTNET,

bad-timestamp : ARIE/4 TCP 44 ARY T TY,

proto-cksum :  AREAZOMIN Frv Y ATT.

state-mismatch : TCP ki~ > > FrvsZz@BLTWEW TCP /X7y hTY,
state-insert : ERITHEHEMNROMUEL.

state-limit : KEEDKD, T —F /XA TEIFATRELRABICELE L,

SpoofGuard :  SpoofGuard #8 kB v ZF L7/ b T,

TERM : #EEHUIBShE L,
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x£10-6. A7 774N I MIDT7A4T7 04 —IVICEAT B (Kr&)

IVFAT4 FlIFARTHE/2(E
Toar B PASS: Ty bERIFANET,
m DROP: Ny bzaRrAvy7LET,
m NAT: SNAT L=V TT,
m NONAT: SNAT JL—JLIT—HLELEMN T RUVREBRIITEERA.
m RDR: DNAT L=V T,
m NORDR: DNATJL—VIZ—BLELEM. T RLRAERIITEE A,
B PUNT: BAEDQRETL VERMUNAN—NAHF-TEFTLTNDB Y —ERRETL VIT/NT Y b

EEELEY.

m REDIRECT : I|EDRETS VDNAN—NA Y —LIATRITLTNS Ry hT—2 B—EXIC
NTy b ERELET.

B COPY: Ty b&ZIFAN, REDREBTL VERUNAN—NAHF-TETENTNEY—E
AR~ ICaE-LET,

m REJECT: oy bhEEBFLET,

=) £y b&IL—IL ID rule setlrule ID

PG IN. OUT

NTy hDORS length

7okl TCP. UDP. ICMP %£7=(4 PROTO (7o haILES)

TCP #HRDisa, HRSETIT2REBEORRAN TCP +—7U— FORIRENET,

TCP tv i 3 »DRAM TERM 054, BMOFHAN PROTO fTICKRENET. TCP #HERD#RT T
EZZ56Nn%EAEE. RST (TCP RST /84w ~). FIN (TCP FIN /X% k). TIMEOUT (EFfEDT
1 RIVIREE) TY.

LoFITIE, RST [CA>TWET., Chid #EROUty bEEKXRT D RST /ATy b3H D LBk

LET.
TCP ListmiE#: (UDP, ICMP £/z3fhd 70O ~aJL) DiBA. #HHEOKRTERREIE TIMEOUT (5T
ER
FEETD IP 7 RURBLUR= K IP addressl/port
85D IP 7 RLURELVOR— IP address/port
TCP 754 S (SYN). SA (SYN-ACK). A (ACK). P (PUSH). U (URGENT). F (FIN). R (RESET)
INT R INT B
22114« ZENTy MRRENT Y MK
NA bR NA B

7684/1070 : Z5/\XA MZEIE/NA MR

=)V Ay Ez—2EBHITT BI2IE. vSphere Web Client (2O 4 > LET.
1 [Networking and Security] > [7 74 7 U+ —J)L] R—2 T [AJ] FIZFMILET,

M Log
[] Stats

[] Direction
|| Packet Type

] Comments
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NSX EEAA |k

2 A1 7—TI BIVIRIREGEDETHRET (A E )y oL, I—IOOF  JEBRCLET.

'E'. |
igpian "1 Lep
He !/ x
ﬂl’.‘ll!kltlrblﬂF LT Do vl lig
ﬂﬂllmmuﬁ'l-aﬂ Do il by

) Digtri isbad Firewad Lag

F: T77ATOFINDAT Ay E—DICRRENDTFANENRIIA XS BICIE [Z7]1F1E€FMICL.
B7A422EV )y O L TRERTFANEEMLET.

EBAJERTALAAN BT

BEEOJICE. EEBOJEMHM T 7AT I+ IILDREDEENESENTVET, ZN5DAJ(E. /home/
secureall/secureall/logs/vsm.log [CIREFEESNET,

DRATAANY S OFICIE, BRAINEE T 747 04— ILDEEDIZMN. fEik. HIBR. FEFKBLET 4L
Y. BFxFalTqa JU—TIEMENAFEET L U AREDBFRNVSENE T, Zns50OJ(E. /home/
secureall/secureall/logs/vsm.log [CRBEFEINET,

A Y- AV —TIARTEESLV I RT L ARV~ OJERRT SIC(F. [Networking and Security] > [
VA N—ILFIE] > [EE] DIEICHEEHL T NSX Manager ® IP 7 RLURES TV Uy o LET, BB ¥ TE& 0
Uy o LET,

Y Wbt 5] @ srwenmcen
= | G bt/ /192.168,110.28:944 3 vsphere client/TcspRextensionlds3 Deom, vmware wshield plugin.com
T T

=
#F

vmware: vSphere Web Client L H L) | AdminiskraloriiVSPHERE LOCAL = Help

m,‘lll-‘lﬂ.im | Achong ®

Gaftling Siared  Swmmary | Wonior | Mansge

il Logs W Tasks

Q Fifts -

L T  ES—. b w Evess Saoroa
TEZV204S 4: 30045 P | Infarmalional Sacunty Fasac
TER2015 5201 PM :Inh:T'nJﬂur'll a3ge-2
TEEF2S1Z1TOS P | Informational Taie Backap
TEVR015 53043 PM | Informationat wdge-1
TR0 4. I8 P : Infermasional Securty Fabac
TEN2015 52927 PM Informadional wdge-1
TZN2015 4: 5357 PM IMa,.-OI wShield Firewall
TRER2015 44501 PM LLET Wahal? Firgaall
TERSAR AT 11 A | i actnnad -
] 53 Objects [+

SEICDNTIE. INSX DA ES RT A ARV KN ZBBLTSES,
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Identity Firewall DI E

Identity Firewall (IDFW) #geZER Y 5 & NSX EEE (S Active Directory 1—H#— X—XDOR¥T7 747 T+
—)l (DFW) L=V &tE CE£ 7.

IDFW D7 —2 70 —DHE(ZROELYTYT, 7—2o70—F A VT7FRANTIF v DEFMNSIHREVE
¥, ZERERFETIE. NSX 28 Active Directory D1 —H#—E LUV T I —TEFBTE 2L DT D20, EBENR
EWMROEZ VSR ICHERACR—2 2 hEA A ~—=)L L. Active Directory DRIEAZZE L £7. KRIC. 78
T7AT7 0= V=)V E&BERT B7=8%. Active Directory 1—H—0054 327X by 7% IDFW 555!
TEHLDICTHBHENHYET, IDFW O TA U &HRETHHEI. YA A FARRI D 3 EXD
Active Directory A X> b B RO LAND 2TEETY, YA A2 FAXRS L 3 VL IDFW REEY S > &R
TTBHESXi VS RZICEALES., Ry 7= AR MPIA—F—CLoTEREND L RETI VICA VR
f—=ILENETFRN I -2 MIC TR AV NARRS S 32T — AT —2%H LT NSX Manager (Z1&#
X LET, 852 DA T 314 Active Directory 4 Xk O X L4 /XTd . NSX Manager . Active
Directory RAA > O bA—5DA > RE » RIZHRA > T 5L D (T Active Directory 41 X2 kO Xo LA
NEFRELET. IhiTky. NSX Manager (£ Active Directory X274 A X~ OTMSA R NERE
TEBHLDICRVET, INODFEDWNTNMD, £EmAEZERATEET. Active Directory 1 X~ O4 R
GUVANE TR A FARRI Y 3> ORAEFERT 25 CNODBBHEMICEET S L ITERLTSE
T, DEY. FADIFEEZEFELELTH, thADBNY I T v TELTEMEERBT DI LEHY EHA.

AVITSZANSOFvaEFELES, BEEZHIINSX EFa VT« JI—T&#ERL. FHLERAEEICH D=
Active Directory (4 Lo U I —TERENET) ZEBMULET., BWTEEBEE. 77477+ I)L—)b
MEEMIFSNZEFa VT RUS—Z2ERLT. ZhE5DORY o—#FHBICERLIEZEF2 T 0 JIL—T(C
BRALET. COREICK>T, A—F—MBTFRI by TICATA 0 TDE PRATARFARY MBIOERESNT
W3 IP7RLREKRHEL., ZOI—F—([CEEMISNTNE T 7470 +—)L RUL—%KRRLT. 5D
—)VEBERLET., Inld. MESLSMMREO\MADT R Yy T THIELET, METFTRI My 7ICD0TIE O
— BT RI by FICATA L= E&RET 2B TH. Active Directory A X s 05 X LA /D
VBELBUET,

Identity Firewall B4 R— K33 OS

Active Directory ZH97R— b3 55—/
= Windows 2012

= Windows 2008

= Windows 2008 R2
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YR—bENBZT X 0S

= Windows 2012

= Windows 2008

= Windows 2008 R2

= Windows 10

s Windows8 (B2 Ew hFEAIZ64 Ev )
s Windows7 (32 Ev hF/=(E 64 Ev i)
ZOEICF. RDOLEYIPBEENTNET,

= |dentity Firewall D7 —2 70—

Identity Firewall D7 —4 70—

Identity Firewall (IDFW) [k 5T, 2—H— X—ZXDOHET 74 72+ —I)b (DFW) L—ABFIBTE 54> (7
UET,

A—Y— R=RDOPET7 74 7 U #+—JL Jb—JLIL, Active Directory (AD) IV —T DA /N=2 vy FITE > TRE
SN FE T, Identity Firewall (IDFW) (£. Active Directory 1—%—DO 541 V& EZEBRBL. PETZ 7470 4+—)b
MIZ7ATTA—=IV IV—IVEBRTHHDICERTS IP7RVRICAIA 2Ty EX S LET, Identity
Firewall Tld. A~ A4 FARARS > 3> T —AT—2U F/(F Active Directory A Xk OJ R LAY
TONTNDBHETT,

FIE

1 NSX T Active Directory DRIEAZ%E L £ . Windows 4 > & Active Directory OEEIZ SR L T
7Z2E 0, ZDEfEL. Service Composer T Active Directory )V —7#ERT 5/-HCHELEINET.

2 PMT7FATUF—IBICESXi VSRS &% {HELET. INSX A A=)V 4 R] O INSX BRI~ 05
RE DRl 2BRLUT LS,

3 Identity Firewall Q74 U #HA T 3V ERELET. NODA T a>ORAELIEEAZERET 54
EBHYET,

& <ILF RAA T Active Directory 7 —F70F+ T, ZFa VT4 LOFWICIYVB Y XOFv/N—(C
TORRATERWNMGEICEF. AN A FARRI L I VEFERLT, ATA 2 AR REATT IS AR
hEHERLET,

s Active Directory 1 X2k OF 7 X&FELET. NSX Manager ~D Windows 44 > DEER
ESHRLTSZE,

B YRANI-CzU ML VA M=ILENTLS Windows X k OS, Zhld. VMware Tools ™ D54
BAVAR=IVIZEENE T, RESNTWDEISRAFICH LT AN A MARRY Y 3> H—EX
#TF7OALET, RAN VTRIAND TR AV FARRT 3 DA VA N—)VESRBL TS
We FAMA ARG 3D TN a—T 4 JI2D0WTUE AN AV FOARRT S 52D
FSTINa—TFTa 00 T—DRNEESBLTIEI,
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Active Directory R XA Dk

1 DLIE®D Windows R A4 > % NSX Manager £ LU BEEd % vCenter Server [CEHFTEE 7. NSX
Manager (. V=7 A—H—F#H. BLVOINSOBEFREZRFEDE RACM U HOIEBLET. NSX Manager
(%. Active Directory (AD) OFRIIERHEEL T

NSX Manager %3 Active Directory FRALIEHRZMST &, A—F— ID (CEDWTEF2UT 1 JIL—TEERK
L. IDR=RDT77AT7 04— Ib=IVEERL. 79T 4ET4 EZFUT LR—bERTTTEDLDICRY
E3

ZDEICE. RDEYINEENTNET,

m  NSX Manager ~® Windows R XA > D&

s Windows R % > & Active Directory @ RIEf

m  Windows R X441 > DiFRE

m  Windows 2008 THAMYERtEFaUT 1 BT 7O ERREFMICT S
T4l UERDOHER

NSX Manager A® Windows KA A > DE§F

BIIR SR

RAAL ZHIMIE RALMY V) —ROITRTOA T2 2 bTOH Active Directory 5iAHEL U ERD VL ET
T ANYEAT U—F—=DTAOYMIE €Fa2UT 0 AR OJCHT HHAIYERDKLETT,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] #2 1) v & L. [NSX Manager (NSX Managers)] & 2
Uy o U&7,

3 [&#dl (Name)] 31T NSX Manager 22U v L. [E¥ (Manage)] ¥ 7&2 v o LET,

4 [KAA > (Domain)] ¥ 7%y o LT, [KA4>DEM (Add domain)] (¥) 743200 v o LET,
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10
11

12
13

14

15
16
17

[RAA > DiEM (Add Domain)] #4704 Ry I AT, BLRIEMH R A% (eng.vmware.com 7 &) & K
A4 2D netBIOS £ ANLET,

RAAL 2D netBIOS KB BICIE. RAAVERIFIRACM O bA—-ZIZET S Windows 7—2 X5
—23>MAY YR D4 RUT, nbtstat -n EAALET. NetBIOS DO—HIEZF—TI)VTlE. U7
4O RAM<00> THA TV —TDIT A netBIOS 2 TH,

FRAAMEBMTSEE(C. [BEIV— (Auto Merge)] #2iRLE T,

FEIT 2. BT AU Y FEFH > TOWARWI—Y—Z2RNT5(C1E [EAI—Y — %8R (Ignore
disabled users)] 22U v o LE 1,

[Z~ (Next)] #0 U wv o LET,

[LDAP #7232 R=IT, RAAVERBTEHRACY OV MA-FEEEL. TAMINEBIRLET.
BEICIECTR- FESERELET,

RAAY THD Y bOIA—Y—REEREANDLET, ZOI—F—L ToALIMJ VU —EBECT IR
TEHVENHYET,

[Z~ (Next)]l 22Uy o ULET,

AT ay) [BFalTq AR 0OY 712X R=IT, $8E L7 Active Directory #+—/\Dt+ 2V
TA AN OJICT o RTB0DERAEE LT, [CIFS] £/214 [WMI] #2IRLET., HEICIELT

R—rESEZEELET. ZDOFIEIL Active Directory A X2 b OF RO LA /NICL>TEREINET,
Identity Firewall D7 —2 7 0—%#8BL T,

EF: AR~ OY J—4F—(4. Active Directory A4 Xk O H» 5, [Windows 2008/2012: 4624,
Windows 2003: 540] &S ID Z8FDA XY FERLET, A2 b OJ H—/N(C2F 128 MB & WS FIRR
BHYET, COFHRICEEZETSDE, €Fa VT BY U—F—([CAXY D 1104 BRRENES, FHHIC
DT https://technet.microsoft.com/en-us/library/dd315518 2&8B L T =&y,

LDAP #—/Da1—4 —RIERE AT 563, [ A1 > REEHREER (Use Domain Credentials)] Z
BIRLEY, BT TORRADRKERAACY THU Y MEIEET H5HAE. [RAA VRAERZER (Use
Domain Credentials)] DZ#IRE@ERL. 1—HF—RENRT—REERELET,

BELETADME FIE10 TEELEZRASMY O FO—5DEFa VT4 A2 b OFZEmAIND
BEBHYET,

[~ (Next)] 2oV wv o LET,

[HEDHER] X—2T. ANWULEHREEHRELET.

[#7 (Finishl &2 Uy o LET,

EH:

B RASVOBREICE DT I T AT AICHT B RAALDEMVENKELIEEND IS — Ayvt—0

RRENLBERE, [BEY V] ZBIRUET, RAMCDBEREN. RAS Y URRDTICERENRRS
nEy.
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"R

RAADMERREN. TDREDBRAA Y URARDTICRRENET,
RORT T

ANV AT H=NOATA Y AR IDPBENTHHZ LEHRRBLET,

LDAP B —/N\ZEM. fwE. HIBR. B FLEENCTDITIE. RAAY URMDTO/NRIIT [LDAP H—/N

(LDAP Servers)] # 7&#IRLET., AN b O B—NITHLUTREDY ROV ERTTHITE. AL UX B
DTFDNRRIVT AR~ OF H—/\ (Event Log Servers)] ¥ 7 #IRL £F ., EHD Windows H—/\ (RAA
> arhkB—3, Exchange ¥ —/\, EET7 700 B—/N) ARV O $—NELTEMTSE, 21— —
ID EDBEM T RIEENET,

7 ¢ Identity Firewall Z{EH L TL\5154&. Active Directory - —/\DHHBHR— b ENET,

Windows R X4 > & Active Directory M [REIHf

T4 RTIE BEFEINTNDETRNTORAA 5 Active Directory & 3 BRI L ICHEIMICRAILLET., BE
LT, AT R CRETSZEHTEET,

vSphere Web Client 1—#— 1 >4 —7 4 X7, Active Directory R A1 > D#HEEERITCEET. TH
MZEEILEIC 1 BEFMNICRTEINET., E0REIEE 3BREIZLICRTEINET, I—HY— A5 —T (4 AD
STV —EZFIRLTCRT S LFTEEEA,

NSX 6.4 LIFET(E, APl ZREUH LT Active Directory 47 VU —DREAZITD ZEMTEET, Jb— b RAA
VICBBRFREGRERETCEE A, BIET LI NI DBEAIBBLETY,

m  /api/l.0/directory/updateDomain [ZIE. Jb—F RAAL D FTDT7+I)VFERETEET, BHIRIT (private
boolean forceUpdate ) ZR{TT 247 3> bhHUET,

m  /api/directory/verifyRootDN, rootDN MU X ~ZERFRHEM/TWZ EZ2HEFELET. % rootDN EAR
Active Directory D#RIZTH D EZHRLET,
FIg

1 vSphere Web Client T.[*v b7 —2 &t + 2 U7« (Networking & Security)] - [ X7 A (System)] - [
—H—& RAA > (Users and Domains)] MIEICIZEN L £ 7.

2 [RAA (Domains)] #7220y o LT, BETHRASLERRLET,

EZ: Active Directory [CINASN/EEE(IE, ENF/LETLICAEATSHET NSX Manager [CRRENE
‘A,
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3 ROVWITNDEZERLET,

Uy IHR BiEA

@ REDEEA XY FUBRICEESN/=0O0— AL Active Directory 72 = & b DSEFHEND
ENRBERITLET.

FTARTD Active Directory # 72 2 7 bOO—HVRENEFH N2 TLRAMERTLET.

Windows K XA > DiRE
ZEl. netBIOS &, 754 < LDAP H—/N\, BLXUORAAL DT H oY bREIERAIRETEET,

FE
1 vSphere Web Client [CH 44 > LET.

2 [Networking and Security (Networking & Security)] #2 U v & L. [NSX Manager (NSX Managers)] & &
Uy ULET,

3 [%&#1 (Name)] 51T NSX Manager 22U v L. [E# (Manage)] ¥ 7& 2 v o LET,
4 RAADEZFERLT, [RAAL O#RE (Edit domain)] 74 a>&2o Uy o LET,
5 WEZEEZET. [T (Finish)) 22Uy o LET,

Windows 2008 THARVERtEFa VT OY 70 REES
(95

FEARUEBERYTF2UT o O 707X (E IDFWDAXR SO AL ANIZEKYERESNE T,
FLWI—HY—Tho U bEERLEE I—Y—(CHGARVERT VX IEREZMS5T 57612, Windows 2008
H—NR=—RORAAL Y 2O 3 THRAMVERYEF2) T OF 70 CREFRNCTIVLENHY ET,

i ZOFMEE. RAA VU= KEETAVAIDAIDDORAAY A FA-STEITITILENHY X
ER
FIig

1 [R#%— k(Start)] > [EE Y —/L(Administrative Tools)] > [Active Directory Users and Computers] DI
BEILET.

FEFG—=2 3> YU—=T, EFaVUT4 OF 7O RREBRNCT D RAAL VICHIET D/ — REREALET,
ERALZ/—EROTT, [Builtinl] / —RZE#IRLET,
) —7D1) R T [Event Log Readers] 4 7)o Uy o LET,

a A~ W DN

[Event Log Readers Properties] ¥4 704 Rv & AT, [Members] Z#RL £
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6 [Add.]JR&>EIUYILET,
[Select Users, Contacts, Computers, or Groups] ¥4 7 A MERRENET.

7 9 TIC [Active Directory U —4—] 1—H%—0J)L—T &R L7=5E&(E. [Select Users, Contacts,
Computers, or Groups] ¥4 7RI TZED I I —TE2ZERLET, I—HF—7=Z(FEERL. JI—TE2ERL
75 o =154 (3. [Select Users, Contacts, Computers, or Groups] ¥4 7O TZD1—Y—&ERL £ 7.

8 [OK]#4Uv & LT, [Select Users, Contacts, Computers, or Groups] ¥4 7O &L £,
9 [OK]#2 w4 LT, [Event Log Readers Properties] ¥4 7 A7 %&MHLC £,

10 [Active Directory Users and Computers] 7« > RO AL E T,

RORTY T

tF2UT 1 AT TORREBHICLAEERT, T4 L0 M IERDEZOFIECHE>TT 4« Lo MUIEREHERL
£,

T4 Lo MUIERDHERR

A-Y—=Tho b EFa VT4 OUDHARY ICHLEGERER O TSI LZHRLET.
FLWTAD Y hEEBRLTEF2UT s B 7ORREFHICLAEERT, €FaUT 1 OV EHAMYUARETDH
HELEWMRTDLENDHYET,

AR M

TFaU7q0 AT 7O RREBMICLET. Windows 2008 THAMYEREF2UT 1 OF 7O ERZFBHIC
THESRLTIIZEN,

FlE

1 RAAMVICBIZT—ORT—arhpo, EBELLTRAM(CATAVLET,

2 [R%— ~(Start)] > [EE"Y —/L(Administrative Tools)] > [/ X k E a1 —7 —(Event Viewer)] DIEIZE L
£7,

3  [Action] A=a—»5 [Connect to Another Computer...] #:#RL £ 3. [Select Computer] ¥4 7045
RREINET, ARV N OJVERRT DAY VICTTICATA Y LTWBIBETH, ZOBREERTITIHE
MHYET,)

4 [Another computer] 2% R& U3 TICERSNTWRWMEE(E. BRUET,

5 [Another computer] 2 F R VDD TFRA S 74 —ILRIZ. RAAY OV FA—-ZDEFIEANLET,
¥7z13. [BE... (Browse...)| RZ>ZEZ I Uy LT, ALY OV bO—F&2IRLET,

6 [Blo1—Y—& L TIEHT S (Connect as anotheruser)] Frv o Ry I REFIRLET.

7 [A—Y—DKRE...(SetUser.)| Ry &IV v ILET, [ Ea2a—T-]144707 KRy I RANERR
ENFET.

8 [1—¥—% (Username)] 7« —JLRIC. kL ca1—4—-—D21—¥—-BZEZANLET,
9 [NRT—FR (Password)] 7 4 =)L RIC, #EERL72A—HF—DNRT—REZASALET.
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10 [OK] =2 v o LET,
1M1 $5—E[OK]Z22Uv o LET,
12 FE45—> 3> YU —=[Windows O% (Windows Logs)] / —RZRBREALET.

13 [Windows 0% (Windows Logs)] / —RDTFD [EF+xa VT 4] /—R&EZBRLET. 7THho Y MILELE
RoftEanTcinE, O AR MPRRSNET,
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SpoofGuard DO {EF

vCenter Server &REAL /2. NSX Manager ($& R~ 2 > LD VMware Tools 753 XTD vCenter X +
RE<TVDIPT7RLVREZRELET, RET > OEFa2UT A PREESNIFEE. IPT7RLVLADIBVTEL
CkYU. BEOHSHT —FHEDBT7AT7U+—IL RU L —ZBUIRITDRIEEEDH Y E T,

BEDORY 7 —20 SpoofGuard RY > —#EmT S LIk Y. VMware Tools [Tk > THESND IP 7 R
VREBIIL, WEICHLUTERELTRYTELEMIET A2 EMNTEEY. SpoofGuard IFARERIC VMX 77 A4
JV& vSphere SDK hWo&EH N EEY VDO MAC 7 RV REERLES. 7747 04— JIb—ILERITE
BIaZ&ICkY. SpoofGuard #FRAL T, BMYTELEHMEINAEN S 74 v 0ETOVITEHIENTEE

ER

SpoofGuard Tld. IPv4 7 RL X & IPV6 7 RLROEA DY R—ENFET, VMware Tools & DHCP XX —
EXJEZERALTWSIEE. VWNIC [CBIUETONTWSEHD IP 7 R X% SpoofGuard R > —TERATEE
. ARP XX—EVIDPENCHE>TNDIEE. BHD IP 7 RLURILERATEEH A, SpoofGuard R 2 —I[4,
RET UPOMESNZIP 7 RLADEREEEZEZ, ROWTNHDE— R TITWET,

RYOERRICIP BlY ZTZa8MICERE

ZDE—RTIEEAREI O DED NS 7 4 v I D@BETNTHFALDD, VWNIC-to-IP 7 RL RE|YU HTTF—
TINEERLET, BEREEICZOT—TINELE2Z—L IP7RVREZLEETZENTEET, ZOE—
R(E. VNIC TRYICHEZRINZINTDIPvVE 7 RLVREIPVE 7 R A ZEZBFHICERLET.

FERAICTXTO IP UK TEZFETREL TER
ZDE—RTIE & VNIC-to-IP 7 RLREIUHTEARTHE TR INTOS T4 v oNTAYIENE
T, COE—RTE. EHDIPVA T RLREARTEET,

7E: SpoofGuard TIZE—RICEEDLSTAREMICDHCP UV T XA MEHFRILET. LHL. FEHREET— RTII.
DHCP [CEIVH TN IP 7 RUADEREINSET. I 70v3BATEELEHA,

SpoofGuard [Tld. Y RTFATEBREINEZT 74N RUS—DEENTEY., fhd SpoofGuard R & —D x5k
ERBIWR=F JI—TERBRY M7=V ICHERAINET. FILEBMENZRy b7 —2(E BHEORY > —
[IEMT B0, TOFxY bT—JRICHLVWRY S —ZERTHET, BENICT 7406 RU S —([TEMENE
ER

SpoofGuard (Z. NSX #7747 04— RUL—PMRIET DD IP 7 RUVAERHETESHED 1 DTY,
HBICDONTIE, RIEET VD IP 7 RLABEESBL TS,

ZDEICEF. ROMEYIDEENTNET,
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m  SpoofGuard RV > — DR
m IP7RLRDER
m P77 RLADIRE

m IP7RLVRODOUT

SpoofGuard R < —DYERK

SpoofGuard /R > —ZER LT, BEDRY FT—JDIREE— RERETEE Y. B7ED SpoofGuard R &
—DIREITODTWHEWR—b FJIN—TEREBRA Y FITF. SRATLER (F74I08) RUS—PERINE
ER

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [SpoofGuard] DIE(IZ# &)
LET,

[EM (Add)]7 A a>Z&20 ) v O LET,
RYU L —DEFEANLET,
[F%) (Enabled)] %% (M3 [#%) (Disabled)] Z:ZIRL. RYU L —ZFMITINESINERELET.

a A WO DN

[#&/EE— K (Operation Mode)] CTlx. LLFDS5H5M 1 D&EUNET,

F7ar A

BAOERFIC IP BY 4 TZARMICEE NSX Manager TORYDEFT IP DENYHTEITRNTEBETBICE. DA T3 %%
RUET.

FERAAICTRTO IP RV A TEFHTHRE IRTCDIP 7 RUVREFEFHTERT BICIF. COF T aryeBRLUET, ARSI NV IP
L T&ER TRUADSHAVTHIRTDOIS T 1 v o370 Y0ENET,

6 Y7y T7TO—HANIPT7 RLVREHATBHICIE [COGBERTHA—AI 7 RVREBHET RLREL
TEFA] 9 % (Allow local address as valid address in this namespace)] 22 1) w2 L£ 9.

RIS > E/NT—A > L TH DHCP =N TERVMEE, TOREY I VIZEFA—AIL IP 7 R XD
guHTENET., ZOE—HhILIP 7 RLRIE SpoofGuard E— RA [ZOLZFEMTO—HIL 7 RLR%E
BWAET RLRAELTEFRIT % (Allow local address as valid address in this namespace)] [CERE =N TLY
BEEICOHBENERLGEEINET., TNLUNDFZE. B—HILIP 7 RLRIFERENET,

7 [RN(Next)|Z22UvoLET,

8 RUL—DROA-—TZEIEETHICE. [BMM(AA)] 22Uy o LT ZORYS—ZFFBRTERY NT—0, B
BAR—b JI—7, FEEHREBEAAvFERIRLET,

R—b IIN—TFEEFIHEIXAN v FIE. 1 DD SpoofGuard R > —DHICET A ENTEET,
9 [OK]&Z2Uwo L. [#7 (Finish)l 22Uy s UL%ET,
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RORTFY T

& (Edit) 74> &2 U v o LTRY S —%iFELEY. [HE (Delete)] 74 a2 &4 U v o LTRY & —%H|
BLEVT B ENTEET,

IP 7 kL ADHEER
SpoofGuard TIRTD IP 7 RLREUHTICHLFBERBITONS LD ICHRELGE. RET OH5D
ST74vIEHATBICHIP 7 RLRBIVETZRRT 2HLENHYET,
Fg
1 [SpoofGuard] # 7T, RUL—%EZBIRLET,
AU —DFMBIEIRY > — T—TILDOTFICRREINET,
2 [&F (View)] T. WEFnpoA7oar Uy sEsU v o LET,

FFoa> A

7 U5« 772{k38 NIC BEESNZITRTOIP 7 RLROU X+

RERORTLE. 77« 73R8 NIC RS —DREFICEHENTLURE, ARENLIPT7RLVADUR S

RS HELEE NIC IP T4y OBINODRIEIL VICHAYTELLD ICHZHIICEARDPLERIP 7KL X
DEE

IP DSEHE L TSR NIC BIRENT I —ATEVETONEEFD IP 7RV REEERT S IP TRV

E3/ 18 NIC RTSNEZIP 7 RVRICHED IP 7 RUABTyFLTWAWIP 7 RLZADU X

REITDORE NIC IP IP7RLRDBNY B TEFEBRELRETLTOENMRETS VDY X

3 ROWTNDHERITLUET,
B 1 DDIP7RVRZERTSICE. TDIP T RLADIEICH S [EFR (Approve)] €2 U v o LET,

m EBHOIP7RUREEAERTSICIE, %495 VNIC 2R U. [ En7 IP D& (Approve Detected
IPs)] 22Uy LET,

IP 7 FL ADIRE
MAC 7 KL RICEIU ST/ IP 7 KL REMREL. BUSTE IP7 RLREBETEET,

7*: SpoofGuard [RET > Ho—BDIP 7 RUVRZEZ(FFFET. LML IPTRLVADEUETIE1IEL
NTEEEh, ARSINLZIPT7 RLVRENSX 2B T—ETY. IPT7 RLADEEAREITEEH A,

Flg
1 [SpoofGuard] # 7T, RUI—ZEZIRLET,
RUS—DFMBEIR) > — T—TIDTICRRENET.
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2 [F5R (View)] T. WFNHDF T3> UssELUy s LET,

FTFa>r RiEA

7 o5 1 713{R3E NIC BIEISNEZTRTDIP 7 RLRDU R b

BBORITLUE. 747« 712748 NIC RUS—DBBICEHINTLUR, ARINAEIPTRLIADUR K

AERMLERIE NIC IP RST4 v OMINEDRBI S VICHEAY TED LD ICADRICERBLER IP 7 RLR
DEE

IP BSE#E L T 3{R48 NIC BRENIET -5 €25 —RATEVETONERED IP 7 RLUREEETSIP7RLZ

X748 NIC RITEINZIP 7 RUVRICIRED IP 7 RUAMBTYyFLTOWENIP 7 RLURDU R

KFEFTORE NIC IP IP7 RLURDBIY B TEFERFLRITLUTOVAMREY S YO R

3 #7 WNIC T, [ (Edit)]) 7422400 v o LTEYLZELFOET,
4 [OKlZZUvHLET,

IP7RLARDOIT
ARFH IP 7 RLURDEY HT#% SpoofGuard RU =5 UT7LET.
FE
1 [SpoofGuard] # 7T, RUL—ZEBIRLET,
RUS—DFMBEIRY > — T—TIDTICRRENET.
2 [&F (View)] T. WFhhDATLa> UL sEsUvILET,

FFa>r L]

774 7154548 NIC BRIESNZTRTDOIP 7 RLZADU R b

BEORETLUR. 727« 775iRIE NIC R —DRBICEFHENTLRE, FRENLIPTREVRDUR S

ERIVEL{RIE NIC IP FST74vOBINSDRETL VICHAYTELKD [TRDHIICERPLERIP 7 RLXR
DEE

IP MEHEL T 3R NIC BIREINFZT I —RNTEVETOSNEHRFED IP 7 RLREERT S IP 7 RLR

E372iR4E NIC BTSN IP 7 RUVRICHRED IP 7 RLABTyFLTWAWIP 7 RLVZADU X

KETDOIRE NIC IP IP7 RLURADEIY A TEREZRELETLTVRMREYS DY X b

3 ROWTNHDHERTLET,
m B—QIPT7RLVREIUTTBICE IPTRLVRDEICHZ [2V7T (Clean)] €2y o LET,

m BHEOIP7RULRESUT7T 5L @74 VNIC Z2IRLTH S [ESRFS IP Do U7 (Clear
Approved IP(s))] 2V v o LET,
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Virtual Private Network (VPN)

NSX Edge TI3#E#HD Y 1 7D VPN 24 R—~LFEd. SSLVPN-Plus 2RI 5Z&T UE—F -5
TIANR—bDRET TV T—2 370X TEET, IPSec VPN ([CLU. NSX Edge 1 > R > REUE—
bHAhEDOTA MEEESMERENET, F/o. L2VPN [CXY, hBIEREBI CRET I V(KD xy D
—VEREMBITESLIICTHILET, T VY —EHWIRTEET,

VPN A3 5A1IC. 5% NSXEdge 1 VR Y RERETHHLENHYET. NSXEdge Dty h 7 v TDE
MICDWTIE, NSXEdge &2EZZRL T EEL,

ZDEICE. RDEYINEENTNET,
m  SSL VPN-Plus O£

m  IPSec VPN nO#fZ&

s L2VPNOHEE

SSL VPN-Plus Ot E

SSL VPN-Plus Tl&, UE—bk 2—H - NSXEdge = bz A DEAICHZTZAR—bF Xy hT =IO &
RICHERTEHLDICRVET, UE—bI-HY—EF T34/ Ry T—OADY—NRTTUT—2 3>
7O EATEET,

VMware, Inc. 195



NSX EEAA K

INSY.¢
Manager

Web Access E— F
THERT S
)E—F31—H—

0§ &

) Remote Desktop Connection
Remote Desktop
Connection

Computer | 192.XXXXX -

NSX Edge
SSL VPN
HMER

Username:  DC101\Administrator

SSLYSA 7Y MEHTEKRIT SV E—F 1—H—

==U== __-D

Windows
Server

YR—FEINTWBISAT S ARV—=T 4 2T SATARRDEBYTY,

ARV=T 42V AT A HR—rEhTNEN-25>

Windows 8. 10 (Windows 10 t+27 77—k A7 3 U BENIBEDHED)
Mac OS Sierra 10.12.6

Mac OS High Sierra 10.13.4

Linux Fedora 26. 28

Linux CentOS 6.0, 7.5

Linux Ubuntu 18.04

HE:

s SSL VPN-Plus Client [, ARM RX—XD70tvHaFERLTNSaEa—F TERTEE A,

s Windows @ SSL VPN-Plus Client ©. Npcap V=7 /v & 7 T4 BEHTHm>TWS L. BEBERN
HFEBUBEEELER A, ZDI—TNy o 75 T74(E. Windows 3 Ea1—4 D Npcap RS 1 /\DikEE%E
hIFE T, Windows O Ea1—%(2 Npcap RZ /N (0.9983 LIBE) O&RFH/N— 3 004 A =ILanT
WBZELEHALET., ZON=3VDORIFANCTE. Xy b Fv TFvBAOIN—TNy o 7HT5(3d

EbHUEEA,

m 1Y A5 —Tx AR EFERTHICE Linux TCL, TKI Xy b7 =2 £Fa2UT 4 ¥—EX (NSS) D

SATSUDBKLETT,
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*v k7= 74U+ 2R SSL VPN-Plus DRE
Fy D=0 TR E-RT, UE—b2I—Y—(d SSLOSA T EFOO—-RL, 41 VA=)V
Z. TZ2ANR—F XY NT—VICT OV RRGTHIEMTEET,
BIIR S
SSLVPN ' — b0 ATl R—b 443 ICHERY 8D —IODOT IV CATESLDICTHLENHYET., £
7=« SSLVPN 547> T3, NSXEdge 5= bz A4 IPT7 RUVRABLOR—K 443 (20547 b P RT
LADSERTEDLDICTHIHENHYET,
SSL VPN-Plus H—/\fZFEDIEM
NSX Edge 4 >4 —7 4 AT SSL #F%ICT5(C(E. SSL VPN H—NDEEZEMT HHENHYET,
FIE
1 [SSL VPN-Plus] # 7T. EBID/S3:ILIS [H—/NE&E (Server Settings)] Z#RLE .
2 [Z% (Change.) 2V v o LET.
3 IPv4 £/25IPV6 7 FLRZEZEIRLET,
4 WVECHUTR-IPESERELET, COR—PESE ARSI RNy T =22 BDICHETT,
5 BESOAELRLEESZE 1 DULEBERLET,
F: SSLVPNH—NTROWINHD GCM BESHBHRESNTNSE, —BDT SV THRAEBRIEDMRE
BRETDEEDBHYET,
m  AES128-GCM-SHA256
s ECDHE-RSA-AES128-GCM-SHA256
m ECDHE-RSA-AES256-GCM-SHA38
6 (FT7 aY) [U—NEBE]|T—7INT. 774N MO —NGRAZEEFEALET. £/2E [T 74V NI

E0FER (Use Default Certificate)] Fx v o Ry 2 AOZBIRZEEL T, BNT 2 —NHEEEZI v oL
7.

fHIRR:
m  SSL VPN-Plus B8 7R—rkLTWADI(E, RSAGBHEEDHATT,

= SSLVPN-Plus #—EZTld L— FREER (CA) DERDHEELY —/EAEHYK— hSNET, &
RIRELR (CA) [CER SNt — NEPEEY R— FShE A,

7 [OK(OK) #2UwoLET,

IP7 RLR F—ILDiEMN
UE—bI—H—CE EBMLAEIPTRLVR 7= oREIP 7 RLADBEIVHETOENET,

FIig
1 [SSL Vpn-Plus] # 7T, ERID/RIL5S [IP 7 B R T—)b (IP Pools)] Z:#4RL £7,
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2
3
4
5
6
7
8
9

e (Add)] (¥ 7aavEsU v s LET,

IP7RLR 7—ILORBEICETDIP 7 RLREADLET.

IP7RVR T=ILDxy hRYAVEANLET.

NSX Edge Gateway DIV —T 4 > T A5 —T 1A RIEBMT B IP 7 RLVREAZLET,
(F7>3>) IP7RUVR 7=ILO5HBAEANLET,

IP7RLR T—ILEBHICT 2DENICT 2hEHERLET.

Cr723>) [##8 (Advanced)] /8% T, DNS 82 ANLET,

(FF>3>) #h4) DNS&@ZEZANLET,

10 RAAY R=ZADRASBEROIZODEGEFD DNS Y7 4 v O REANLET,

11 WINS H—NT7RLRZEANLET,

12 [OK] =2V v o L%,

TS3A4R—k 2y b7 -0 D&M
UE— b I-H-050T o/ LREFATHRY NI - £EBMLET,

FIE

1

2
3
4
5
6

[SSL VPN-Plus] # 7. EBID/xILS [FEARFR Y T —2 (Private Networks)] Z2iRLU £ 7,

e (Add)] (%) FoarvELUYHLET.
T5AR=—N Ry NT—=ODIP7RLREAHLET,
TSAR—k Fy hT—U DRy FRRIEANLET,
(FFvay) FvRTI—sOBRBEEANLET.

TI2AR=—h Ry T—=0&A =2y s 574 v % SSLVPN-Plus 3E#7% NSX Edge 2/ L T
EETHDM,. £/2(F NSXEdge Z2FRIT B LICKO>TTIAR— b Y—NICEEXETHDONEERELE
ER

[FRIVENLT RS 7 4 v o %EFET S (Send traffic over the tunnel)] 2 2R L7154 (3. [TCP H#E{LD
%1t (Enable TCP Optimization)] Z#IRL TA >4 —x v FOREZFRE(LLE T,

kD ZINT 212X SSLVPN k> RJIVIE. TCP/IIP 7—4% 2&B® TCP/IP X4 v o TEEL, 415 —

v bETEEERBELET. CNICKY, 77U —>3> LAV—DF—%14 2 DD5R1%4D TCP X +
U—AT2BEATCIMEESNEZEICRVET, ATy b QORADEET S E (RiligA 9 —Fy MRIETH

&), TCP-over-TCP DA ST T EMENDZNT A - ADETHRELET., Ihifk 2 DD TCP

Y= 1DDIPTF—4 Xy hEEETHIEICEY. 2y MT—=0DRI—T v MMET L. EHED
FALT I NIRDERTY, TCP OHB#E{LICL>TI D TCP-over-TCP BB E L. RE/ER/N T+ —< >
AEHRLET.
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8 ®BADEMCAO>TVWDER., b7 vV ERE(LTHR-MESEEELET,
ZTOFXRY bT—=ODEYDR—bD ST 4 v I 3EELLENEEA,

O R-PEFESPEESNTOVERNGE, IRXTOR-—FD ST 1 v IDRE(LENET,

TCP +S 74 v iohREbkEINDE 5472 bDHKHYIZ SSL VPN =N\ TCP iz iILE T,
TCP ##: 05 SSLVPN H—/N(CL > THIND /2D, BRIICBETEREI NS —ILDBBEREN, ZNICTE>T
Edge DSRMNAETRTOERSMBBTEET, mi{bkESNEVWSS T4 v IIZBED Edge 7747 U+
=V II=IVICE>TFHMESNET. T7H/L b I—IIE [§RTEHFA] T,

9 TISAR—FRYNIT—OEFENEEEDTEINESNERELET,
10 [OK] 22 Uw o LET,
RDRTY T

T DT 7ATIA—ILIIL—ILEBIMLT, 752ARX=—F Xy V=9 ST 4w OEFHFALET,

FLRLDIENN

O—H)L A=Y —DWADORDYIZ, SSLT—F T A [TNA 2 RENTNSHERREA Y —/\ (Active Directory.,
LDAP. Radius. %7z(3 RSA) ZEBMTEET., N Y RENLFRHAT—NCTTAD Y bBHBITRTOI—H—
MEIEENET,

SSL VPN %:I:EEO):!L uE@E—j(Hé—fFEﬁ(i 3 /\—Cg_ L_.;h:(; nun].—tngi“@&’rAJ 'j f*/]‘ 3 6'.|\ <. L_Ojju/\j_’f {i EE—C
ERWNEDHTT., TDEH. FRESIN TS Active Directory 2EED Y A A7 7 RS 3 REBATNSIEEP, B
AIDF = —V[TEHOREY —/N\DBHY, I—Y—RAORREDN 3 REBASGEEFIAENEE A,

Fg
1 [SSL VPN-Plus] # 7. AEflD/Sx)LHhH5 [FREE (Authentication)] Z2#RL £

2 [&m(Add)] (¥ FrarvEsU s LET.
3 RV -—NOYATEERIRLET,
4 BIRUERIY—NOIATITELT, ROT7 4 —IV REEELET,
¢ Active Directory 23 H —/\
% 14-1. Active Directory BEIH—/NNDA T 3>

F72a> REA
[SSL &L SSL #8%ICe 2L, Web H—NETSOUYDMIC, BELEN/U VO ERILET.
(Enable SSL)]

E: SSLZBIICETIC. [SSLVPN-Plus] & 7&ERT DM RTISAT U S I UDHNRRAT—ROE
BERAADE BENRET HAEESHYET.

[IP7RLZ(IP REAH—NDIP 7 KL R,

Address)]

[R—= b (Port)] T4 R-—bDEFIERRTLET, HEICGLTRELET.
[#4 L6779 K Active Directory H—/\HEE LRSS OEIRE () TY.
(Timeout)]
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% 14-1. Active Directory BEIH—/N\DA T 3> (FE)

FTFa>r

[RF—% R
(Status)]

[BRTER—=R
(Search base)]

[/34 > K DN
(Bind DN)]

A AV ErES
K (Bind
Password)]

A AV IyES
RDOBAS
(Retype Bind
Password)]

=7 L 2
(Login Attribute
Name)]

[BR7 4%
(Search Filter)]

[Eh> & UREIC
ZOY—N\OER
(Use this server
for secondary
authentication)]

[FREEICKELL 215
Bldtyrare
#7T (Terminate
Session if
authentication
fails)]

VMware, Inc.

L]

[B%h (Enabled)] % % (\(% [#%h (Disabled)] Z#RL. ¥ —N\DBEHICA>TNEHEDIPERELET,

BRBEHRETBHNLOT 4 LMY V) —D—ETT, RBEN—X(T(E, HBEEAL (OU).
(DC) H2NEINEBT A LI BUDEAALE (AD) 75 EEIBETEET,

Bl :

B OU=Users,DC=aslan,DC=local

®  OU=VPN,DC=aslan,DC=local

AL 2> bA-5

EESNIRR— XA T Active Directory 7« L& b U £1&Rd 5 2 L &R /=548 Active Directory +
—NEDI—Y—TTF, ZOWTLNDIHEE NA Y EDN . T4 Lo b UBORRDPHFAISNET, /N1~ K DN
»O—)b(F, Active Directory 1—+—mFRFEICBIT 5 DN GBIZ) ICDWT, 4TV 74 NI BLUOBRRR—
REFALTT AL MV EOTUSBHIETT, DN ARENS &, Active Directory 11—+ —mDF2&EIC DN &
NRT—REBERENET,

5] - CN=Idap.edge,OU=users,OU=Datacenter Users,DC=aslan,DC=local

Active Directory 2 —4 -5 T 57/2HD/XXT— KT,

NRAT—REBANLET.

UE—b 2A—Y-DBAHLEI-Y— ID [T—HT 5%&ATI. Active Directory Diz&a., AT VEMERIL
sAMAccountName T9.

BRREFIRT D74 INIDETT. BRET 1 )F 7+—< v b attribute operator value T3,

#®ERN—X% Active Directory ODHED )L —FICRE L. #E#FEAA (OU) £ETORREHAILEMEE

B BRERN-X(CIN—TZEANT. OU & DC DHEANTLZE LN,

B REUKRET 1 ILFXFFIC objectClass & memberOf DE A ZEANBZNTLES W, BRI IILFDEL
W7+ —<v b0 : memberOf=CN=VPN_Users,OU=Users,DC=aslan,DC=local

FEiRT D&, 2D Active Directory 3 —/N\DREDE 2 LAV ELTEREINET.

BIRY & REEICKBLEBEICEYy a3 &R TLET.

FRRET —/N
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ﬁ 14'2. LDAP WL\;E-U- /\02-70/ 3

FFar A

[SSL o&E%hE (Enable SSL #B%ICT 5L, Web —NETSUHDMIC. BELESNZU Vo &HEILET,
SSL)]

[IP7RLZ(IP HEY—ND IP 7 RLRTT,

Address)]

[R—F (Port)] T R—bDEFERRLET. BEICBLTHRELET.

[#4 477k (Timeout)]  Active Directory H—/N\DEE LRIFNIER S WER () TT.

[R5 —# X (Status)] &%) (Enabled)] %5 4 [#3%) (Disabled)] Z#IRL. H—ADBEMITHE>TNIHES hEEELE
ED

[i"&~X—2X (Search BRBEFWRETDHABOT 4 LI MY V) —D—HTT, REN—RI(T(E, BB J—T HD0IHET

base)] 4L YD RAAL % (Active Directory) m EZIEETE T

[/S4 > K DN (Bind DN)]  E&E&h7igR~—RAT Active Directory 5 L& b U £R%T 5 2 L& FASNEAEY —/N LD
—¥—T7F., EWVTLWDHBE NIV RDNE To Lo b EEOBREDHFRAIENES, /N1 K DN
DA—JL(E, Active Directory 21— —DFREEICE T 5 DN GERIR) ITDWT, 2T 748 BXT
BRBEN-REFRALTTA LI NI TUTBHZETT, DN BiRENS &, Active Directory 21—+ —
DFRFEIC DN ENXRXT— RBERSINET.

[INA2 B RXRT=R Active Directory 1—H—%R5E T 57/2HD/NRT— KT,
(Bind Password)]

[N R NRXRTD—RDE NRAT—REBAALET,
A7 (Retype Bind

Password)]
[A74 Vv EH% (Login DE—h A-Y-DBAALEI-Y—ID [C—HJ 5HKAITY. Active Directory DI5E&. A7 1 V&S
Attribute Name)] |3 sAMAccountName T9,

[#%®&Z7 1 )% (Search BRREFIRT D274 IVIDETT. BRT 45 7+—<v bI& attribute operator value T,
Filter)]

[EhFURLICZDY— BRI DE. COY—NDRIEEDE 2 LAV ELTERENET.
NDOfER (Use this server

for secondary

authentication)]

[REEICKBLABZEEFEY BRIDE REACKBLABZRICEY 3 V28 TLES,
>3 %47 (Terminate

Session if

authentication fails)]

¢ RADIUS 2ZFES—N
RADIUS 2283 FIPS £— R TIREMICEVET,
§ 14'3. RADIUS n:l.\nIE-U- /\0)71-7/3 /

FFoa>y 4]

[IP7ERLZ(IP HEY—ND IP 7 RLATY,

Address)]

[R— & (Port)] T7HIE R—bDEFIERRLET, BEICSCTIRELET.
[#4 L6770 K Active Directory —N\HEE Ll nEa s 0WER () TF,
(Timeout)]
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% 14-3. RADIUS RBEIHY—NDF T3>y (@)

FTFa>r

[RF—% R
(Status)]

[=oLyhk
(Secret)]

[—sVLy hDBA
71 (Retype secret)]

[NASIP 7 KL R
(NAS IP Address)]

[BEfTEIH (Retry
Count)]

[Eh> & URFEICC
DY —/NDER
(Use this server
for secondary
authentication)]

[REEICKBL imE
FtevraraigT
(Terminate
Session if
authentication
fails)]

oA

[B% (Enabled)] % |\ [#3) (Disabled)] £2IRL. $—/ADBEMIHE>TNBHES HEEELET.

RSAt+2VUF s OV V—NVICRETI Yz b EBMTHEECH/ELIEEFGL ULy FTT,

#£F ULy bEBANLET,

RADIUS BH&ES 4 L TRESLMERE NS IP 7 B L X (NAS-IP-Address) T9¢. RADIUS /X7 v b

DIPTRLVAANYSTADEET IP 7 RLAREESNE A,

RADIUS H—NDIEE LIEWMEEIC, AR S ZF1IC RADIUS 4 —/NE@ET HEETT,

BRI DL ZOY—N\DFRIDE 2 LNV ELTERASNET,

BiRT D& REICKBLBRICEY 3 v ERTLEY,

RSA-ACE it 9 — N

RSA 23L(3 FIPS £— R TIIEMICRVET.

% 14-4. RSA-ACE ZiIY—nNoF 73>

F7ar

[#4L7D K
(Timeout)]

[ 7 71
(Configuration
File)]

[RF—% R
(Status)]

[EETIP 7 RLXR
(Source IP
Address)]

VMware, Inc.

e

Active Directory # —/\DJE& LzF N2 52 0EE (7)) T,

[&8 (Browse)] #4 U v & LT RSA Authentication Manager 54> > 0— R L7z sdconf.rec 774
WERRLET,

5% (Enabled)] %% \\14 [#3) (Disabled)] £2IRL. $—/ADBEMIR>TVBHES hEEELET.

RSA H#—=NA\D7 X347 NSXEdge 1 >4 —7 24 AD IP 7 RL X TY,
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% 14-4. RSA-ACE EiIH—N\DA 7> 3> )
FTFa>r A

[EhYFURFEICS BRI DE COY—N\DREDE 2 LNV ELTERSINET,
DY —/NDER

(Use this server

for secondary

authentication)]

[REEICKHBLLBZE BRITDE RECKBLALBRICEY a3 V2R TLES,
Ity araikT

(Terminate

Session if

authentication

fails)]

’ D jj)l/nu.n.l.—t-'j-_/\

£14-5. O—HNBAY—NOF T3>
FFTary B

[XRT =K R BRI DE NRT—RRUS—Z2EELEY. LELGEEZEELET.
—D Az (Enable
password policy)]

RRT— K KUS BRTBE TAYVEOvoTo RUS—2FELET, BEAEEIEELET.
—0F%E (Enable 1 [mmFE] CE. UE—F - —HBo/NRT— REAALEER. ZOTHYY MADT SR EH
password policy)] BBZENTEBEAHEANLET.
2 [BEAHE] 0. COBBRCOS CBENLANSEBAICUE—F I—F—DTh Y A Y Y
ENAHMEAALET.

rEZF [BETEHK] £ 5 (L. [BRTHE] £ 1 9BICRETSE 1 FEDSBICAT A »(C 5 XK
THE ZOUE—F AV -DTAV POV IENEIEICRVET,

3 [AvI7URRE] (3. 2—Y—THU Y PRy IRELEGO>TOWSEEZEZANLES. ZOERNNE
EBHE THUYMOAYIEEBHICERENET,

[RF—=% R [B%) (Enabled)] &% % (\ (& [#&%) (Disabled)] Z2#4RL. Y —N\DBEMCTE>TNBIDES DhEEELET,
(Status)]

[EhYFURECS  ZBIRTDE ZOY—NADPRIADE2 LNIVELTERSINETS,
DY —NDER

(Use this server

for secondary

authentication)]

[REEICKBLABZE BRTBE REAICKBLABEICEY a3 V&8 TLET,
Bty areEkT

(Terminate

Session if

authentication

fails)]
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5 (j—j:/ﬂy) 09247 '\nIEEﬂEuLnIE@LjJu
a [RIPAERR:L (Certificate Authentication)] Mi#E® [£%F (Change)] #2 VU v LET,

b [547 > MIBAZERIADERL (Enable client certificate authentication)] ¥z v & Ry o X&ZEIRL
E3

c J—hrFEER (CA) hoRITSNIEI AT MEHAEEZEIRL T, [OKlZ2 U v o LET,
fHIER:
m  SSL VPN-Plus Web R—#% /)L & SSL VPN-Plus Full Access Client (PHAT >4 7> ) Tld..

IW— hRREER (CA) K> TERSNIEO AT 2 MERAER/ZEA— Y —GAAEOHBYR—~Eh
£9. PREFZRER (CA) BRSNS AT 2 MIRAZERIYR—bEhEHA,

m U547 MEBAESRE. Windows O Ea—# 124 X h—=)LEN T3 SSL VPN-Plus Client
TOHYR—EENET, Linuk BLUPr Mac aE2—%I124 A —=JLENTLV% SSL VPN-
Plus Client Tl3. ZORIFETR—FENTVERA.

AVAM=Ib Ny —2mEN
JE—bF 22— —07=6D SSL VPN-Plus Client 14 > A b=l Xy —2 w1k UET,

FIE
1 [SSL VPN-Plus] # 7T, ERID/NxILDS [4 A ~—)L /Xy —2 (Installation Package)] 2R £ 7.

2 [&m (Add)] (¥ FravEsUYHLET.
3 AR Ny T=2070774INZEANLET,

4 [F—bUx4 (Gateway)] T. NSXEdge D/NXTUw o 4205 —Tx2A4ADIP 7 KL RXE/=(Z FQDN & A
HLET,

ZOIP7RVREALIFFQDN . SSLOZAT7 2 MINA 2V RENET, 54T 2 DA > X ~—)VEFIC,
ZDIP7RVRERIFFQDN 8 SSL 2547 > MMIERRENET,

5 H—/\E&RET SSL VPN-Plus [(CHEEL/R—hESZAALET. SSLVPN-Plus U —/N\REDENZSR
LTS,

6 (A7 3r) BMONSXEdge 7v 77Uy A28 —TxAR%& SSLUSAT > MINA Y RTBI(TIE.

a [BM(Add)] (W) 7ora>EsU v s LET,
b IP7RLRER-FEEEAALET.
c [OKl&2UwsLET,

7 AYRb=IL Xy —2F. T74)5TIE Windows ARV —F 4 >4 D AT ARBICHERENET., Linux
F72(F Mac £2#iR9 5 L. Linux £/2lE Mac ARV =T 4 > F S RTLABDA VA=) Xy oT— H4ER
TZE9,

8 (AT ar) AVAM=INyT—CDFHBAEAALET,
9 [BWt (Enable)] ZFIRL. A A =N Ny T =2 R=DICA VA b=IL Ny T —2ZRRLET,
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10 BEICISCTROF T 3 E&#IRUET,

FTFa>r

O VRICOSA4T > FEER)

N — REESREFFAT
BV E-R AR -ILDOFEME

SSLYUSAT U MRy ND—O 7T %
FRRICT S

U547 VRTFA R LAV EKE
FRICT B

FRO MY T TA A DER
ALY b E— ROBEEDOEIE
Y—N 2+ T 1 EAEOREE

AEEDRITICKMLIZEE LAY -2
Oy

11 [OK(OK) &2V vy o LT,
d1—Y—0EM

L]

UE—bA-HF-PIDLRFLICATA T BHE SSLVPN 0547 2 hiSiEBIENE
ER

AT avEBRMLES.
JE—bAI-—Y—-[CHLTA A=)l ATV RERRTLEEA.

VMware SSL VPN-Plus 7 ¥ 74 #3kRRICLEY. hld. SSLVPN 1 X k=)L /X
VIT—VERHETIE—F - —DaAYEa—F A YA b=INENEHDTY,

VPN G087 07« Th7 0T 4« 7TlaWp&ERT SSLVPN bLo 74 32 &FRRIC
LETY.

A—HY—DFRI by FICSSL USA47 v b ERETHT7 A AR LET.
A VA= RT LI EERTRY T7 v TEFRRICLET,
SSL VPN 4547 > b R&7 RIS HA1IC SSL VPN 4 —/NEEREERIAL £,

FERAEDIRFEICKM T &, SSLVPN -4 —270v o LET,

A—A)l T—XR=X[CUE—F I—HY—-Z2EMLET.

FIE

1

L L

0 N O O

10

11
12

[SSL Vpn-Plus] # 7. EBID/SxILpS [1—H— (Users)] ##RLE T

&M (Add)] (W) 7Aa>&sU v LET,

1—4— D #AALET.
RAT—REAALETS.
NRAT— REBAHLET.

(F7o3r) A—H-DORRBEANLET.

(F723r) A—H-—DHRBPEANLET,

[/XR7— RO T, [/SR7T— RIZEEARTY (Password never expires)] #&iRT 2 &L, TDI—H—(C
[FEBICRAIUNRT—RPEARAEINET,

A—HY—([CNRRT—ROEEEHFATB(CIE. [/NRT— ROEEZFHFA (Allow change password)] %2R L

£

A—HY-—PREOTA T BEEIT/NRT—REZEBRIES(ICE, [ROOTA VBEFICNRAT— REERE
(Change password on next login)] &2 J v o LET,

A-Y—- XTI RERELET,
[OK]Z2 U v o LETY,
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SSL VPN-Plus 5 —ERXZBMICT S

SSL VPN-Plus ¥ —ERERELLS, ZDOY—ERZFHILT VE—F I -DBT54X—h Xy hT—
INDT UL RERBTEDLDICLET,

FIE

1

[SSL Vpn-Plus] # 7T, EBID/NRIVDS [4y 2 aR— K (Dashboard)] ZZ#RLE T,

1
(@ enable | ovrpiypiss,

FyaR—RIZ. Y—ERODRT—F R, 7071477 SSLVPN v 3>D#. 8LVt y i 3>t
ET—4 JO-DFEBBRRENET, [TIT 47 £y a 0] OBICHS [F#ill (Details)] €2V v &
LT. NSXEdge = bz A DRBICH DTS4 N—h Ry b T =IO NDORFHERICET 2FERERTLE
ER

RORTY T

1

SNAT JL—JL&EIL T, NSXEdge 77547 XD IP 7 kL X%E VPNEdge @ IP 7 L RICE# L F
ER

Web 72 DI https//NSXEdgeIPAddress & A71LT. NSXEdge 1 >4 —7 x4 XD IP 7 KL XIC
BEILET.

aA—Y—DENtI> a3 TERLAEI—Y—BELIVONRNRT—REFALTAIA VL. A VA =)L Xy
—CEYIO—-RLET,

SSL VPN-Plus # = /N\ZEDEMTERALALR—FESICHL T, V=9 —TOR—- MREEZFHLET,
VPN 2247 hzaii#L. VPN —NEZZRLTOJA >V LET, ZOBET, Xy M7= DY —EX
BB TEET, SSLVPN-Plus =Dz DOIH, NSXEdge 7 754 7 A THRE S /= Syslog &

—/NITEEENET, SSLVPN-Plus Client o0 Z(3. YE—bh 2—H%—-D3>Ea2—% D %PROGRAMFILES
%/VMWARE/SSLVPN Client/ T« L& bUICHEIMENET,

22U 7 hoiamm

BEROOIA VEREAIFT7 AU T REEMTEET. /=& X4, Internet Explorer & gmail.com TREAT
5X51C0042 ROVTRENA Y RT B ENTEET., VE—F I—H¥-DBSSLISA 7> MR ITA>
35 &, Internet Explorer 48 gmail.com #fZ £ 7.

FIE

1

[SSL Vpn-Plus] # 7. EBID/SRIpS [BF4 > /O5F7 XU 7~ (Login/Logoff Scripts)] &32&iR L
E3:

GEm (Add)] (B ZAra>v&EsU v o LET,

[R& 1) 7k (Script)] T. [&8 (Browse)] &4 ') v~ L. NSX Edge Gateway [Z/N\1 V RF BRI T %
BIRLET,
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4 ROUThD (447 (Type)] €ERLET,

FFar BiEA

ay4 > UE—b I—Y—-HSSLVPN [COFA >V FTHLEICRIVTTo2a &RTLET,

[y*7 JE—bI—Y-—HSSLVPN honI7 U hd2LECRIVTN T2 aERTLE
ER

A JE—b Y- SSLVPN OO/ A ELUOOITINERTTEHEXICRIVTE T

v avERTLEY.

5 ROVUTLDHRBEANLET.
6 [H%h (Enabled)] Z2IRL TR U T hEFMICLET,
7 [OK]|Z2Uv o LEY,

SSL VPN-Plus Client o1/ > X =)L

SSL VPN Full Access (PHAT) 2547 > b E&FERL T, REFHDTZAN—F Xy bT—=2ICUE—F 21—
HP—ELTEELET, 25472 M. Windows, Mac., Linux X2 by 7 THR—rENTWET,
JE—bF;D Windows B4 bA®D SSL VPN-Plus Client o4 X k=)L
ZOREYIOFIBICHS>T. UE—~® Windows ¥4 ~(Z SSL VPN-Plus Client #4 > X —JLLET,

FIE

1 UE—NMIZAT7 MDA NTTZOY Dq0 v RUERE.
https://External EdgeInterfaceIP/sslvpn-plus/ & AL £, ExternalEdgelnterfacelP (3
SSL VPN-Plus 4 —EXDBEMITA> TS Edge DAEA > —T A ADIP 7 RV XTY,

JE—b I-F-DORFFREFEAL TR—FIIICATA >V LET,
[Z/V 7ot R (Full Access)]| # 7&#=o v o LET,
URARDOA VA= Ry T—CD&FE I v I LET,

a A WO DN

[CZZ&Z0Yv s (clickhere)] UY0&ED Uy O LT A VA= NyT =220 0—-RLET,
SSLOSAT7 o aA—RENET,

6 FurO—RLETZ7A4IILEREL, Installer.exe 77 AN ERFTFLTOSAT o bEA A M—=ILLE
ER

RORTY T

[A—Y—]to>a>TiHEELLRIEREE>T. SSLU5/47 > MO s 4> L&Y, SSL VPN-Plus Client
58 SSL VPN H —/NGEBAE 4RI L £ 7,

ARAN=I Ny T—=BERENZEEIC [U—/N 2+ 2 U T 1 FEBAEDIREE (Server security certificate
validation)] & 72 3 > M7 7 4 )L b TEIRS N TWVEHEIE. Windows 754 7 > MBI NET,
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Internet Explorer (IE) 75 7+ Tld. i CAZIMPEO S A S ANTITEMLET . Y —/NFIREEDR
FECKRMT HE, DRTAEREICERTDHLDICKDDA Yy -V PRIRSNET ., F—/N\FEAEDORIDKRINL
HEF. A4 TaY T MRREINET,

EHETELCADISIAN ARTADEME. SSLVPN V=2 Z70—&(3MILAFIETT,

JE—P®D Linux ¥4 bA®D SSL VPN-Plus Client o1 > X k—Jb
ZOREYIDOFIEICHS>T., YE— ;D Linux 4 ~IZ SSL VPN-Plus Client 1 > X2 b—JLLET,

AR
JE—F OVEa2—#ICLinux TCL & TK Xwo =& AR M=ILLET,
SSL VPN-Plus Client #4 > X k=)L 3 5(Z(d. root #ERMVBHETY,

FIE

1 UE—NMIZATRDOYANTTZOY U g RUERE,
https://External EdgeInterfaceIP/sslvpn-plus/ &AL £, ExternalEdgelnterfacelP (3
SSL VPN-Plus —EXMEMICAZ> TS Edge DHNERA > —T A XD IP 7 RLATY,

2 UE-—bII-Y-0RiAEREFERLTR—2IICOTA 2 LET,
3 [ZI 72X (FullAccess)]| #7501 w o LET,

4 AVA=F NyT—=20&FmEs )y L, UE—F 22 E2—%I(C linux_phat_client.tgz E#E 7 7
MIVERBFELET,

5 EWM77ANEBELET., linux_phat_client T4 L7 MNUDBMERESNET,
6 Linux CLI ZBZ. linux_phat_client 4L 2 bUICEHLET,

7 $./install_linux_phat_client.sh ¥ RER{TLET,

RORT YT

[A—T—-]tsP a3 THRELLRIEREFE>T. SSLVPNGUI IO/ > LET,

EH:

B Linux ARV —F4 20 S XFATSSLVPN 547> MOd 4 >3 5154 —E5% RSA RiLILFERTE
ES R

m SSLVPNLinux 22547 >k CLIHE T—/NGIREZIRIIL A, T—/N\FIREDKRIIDLERIZEEF. 7
—hY A DRI SSL VPN GUI Z2ERLET.

T7#IETIE SSLVPNLinux 2547 > MITSOYFDRBER b7 TH—NGREERIALES. ¥ —/N\iL
BAEDIRIEICKHT DL, Y RATLAEBEILERTHLDICKODA Yy -V PRRENET, T—/N\EAZ DKL
CRINLEBEIE. BIA4 Y TAYT IBRRENET,

ERETESERE (CA)DRZ A~ AT (Firefox OFEBAEX b7 72E) ANDEMIE. SSLVPN 7—2 ZJA—&
(I LZFIETT,
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JE—b®D Mac 34 bA®D SSL VPN-Plus Client 1 > X k=)L
ZOMEYIDOFIEICHE>T, UE—bDO Mac O3> Eax—4(C SSL VPN-Plus Client 214 > X b—JLLET,
AR

SSL VPN-Plus Client &1 > X k=)L % I(C(4, root #ERMBHETT,

FIE

1 UE—bFIZATRDYANTTSOY Dg0 v RUERE.
https://External EdgeInterfaceIP/sslvpn-plus/ EAALE 9. ExternalEdgelnterfacelP 4
SSL VPN-Plus 4 —EXME#CAR> TS Edge DHNEA >4 —T 24 RD IP 7 RLRTY,

2 VE-bII-Y-0OFABHREFERALTR—2IVICEIA LET,
3 [ZI 72X (FullAccess)| ¥ 7%&240 v o LET,

4 AVRM=F Nyog—2DFFiEIY vy oL, UE—F OJVEa—%ITmac_phat_client.tgz E#E7 7 A
IWERBFELET,

5 FE#77A)NEHmELET, mac_phat_client T4 L& FUDBMERESNET,
6 SSL VPN-Plus Client #14 > X k=)L 9§ 3(2(Z. naclient.pkg 77 AN EFTILOU v I LET,
D4 —ROIERICEST. AV AM=ILERTLET.

SSLVPN 2547 bDA VA S—=IVIZKB LB &IZ. /tmp/naclient_install.log IZHB A X ~
=) 0Og 774V EERLET,

Mac OS High Sierra O A Y X b —J)LBBED STV a—T 4 »FIZDNWTIE INSX S TN a—FT 4>
J HAR] EBRBLTILEEN,

RORT T

[A-Y—-1tooa>THEELLRABTREE>T. SSLISA 7 MIAJALET.

ZFB: MacHARL—FT4 >89 P ATALATSSLVPN 25472 NMIAYA 2T HEEC, ZE5R RSARELIE
ATEEtA,

T7#)IbTIE SSLVPNMac 2547 > b3+ —Fz—> (Mac OS TEIAESEMEN TN ST —FN—X)
ZEALTY—/NEIAEERFELET, Y—/GEASORADKBMT L. P ATLAEEECHVEDES LD ITK
HBEAYE—OPRRENET., Y—/NABEOKRIAVRINLZHZEIR. OJ( > OV T PBRRENET,
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SSL VPN-Plus Client T 70+ —/N\DHRTE

Windows o> Ea2—4® SSL VPN-Plus Client Tl27A0+> ¥ —N\OBRENTR—EENETH, Mac BLU

Linux 3> Ea—4TEYR—FrESNEEA,

m  Mac OS ® SSL VPN-Plus Client 121270+ 4 —NOFTFHEENBAESNTWETH, UE—F 21— —
F70F B—NERELEZNTSZELN,

s JE— O Linux OS 2—H—I(4, Linux CLI Zf#R L T SSL VPN-Plus Client D 70+ 4 —N%Z&E LA

WTL XY,

ROFENETIE. Windows 0> Ex1—4 7T SSL VPN-Plus Client 70+ H—NA2BTETS5FIEICDWTHAL

S

AR SR

SSL VPN-Plus Client (. UE—t®D Windows O Ea21—%ICA VA M=ILENET,

FIE

1 Windows 2> Ea2—% 7T SSLVPN-Plus Client 057X by 7 74V &5TIN o)y o LET,

[SSL VPN-Plus Client- o214 > U« > RUBEHEET,

2 [%%E (Settings)] 22U v o LT, [FHFHE (Proxy Settings)] 4 7&20 1) v o LET,

3 7AFT H—NOREEEELET.

a [7OF+>0fER (Use Proxy)] Fxv oy Ry REBEIRLET,

b [FE+>D& 47 (Type Of Proxy)] T. 7OF> H—ND&¥A4 TE2HRELET.

FFa>r
IE BEDER
HTTP

SOCKS x—> 3> 4

SOCKS x—> 3> 5

L]

IE 7205 TiEEESNTWA 70+ —NOZREEFERALET.

HTTP 7O+ H—/1\DXRDEBEEIRELET.

B JOF2 —NZEAEEFTOFS H—N1NDIP 7 RLVR,

B 7O+ Y—NOR—b, TTHIE R-KF 80 T, ZOMBIIFETEET.

SOCKS 4.0 7OF> H—NDRDFEEIEELET.

B JOFS Y-—NZELFTOFS H-—NDIP T ELZR,

B T7OF> H—NOR—k, TT7HILE R—FF 1080 T, COEIIFETEET,
SOCKS 5.0 7O+ H—NDXRDHFEEIRELET.

B UOFS H-NEFEEEFTOFS Y-—NOIP 7 RLZ,

B JOF2 H—NOR—b, TT7HIE R-HKF 1080 T, COEIIFETEET.
m (7P 3>) SOCKS 5.0 H—NADT7 /2R IERT I —FENRT—K,

4 TJOFL H-—NOREERETSICE. [OK] 22V v o LET,

SSL VPN-Plus o4&

SSLVPN-Plus = ko 40027, NSXEdge 7 754 7 A THREIN/= Syslog H—/N[TEESINET.
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RDFIZ, VE—HF 2I—H¥—D3>E2—47T SSL VPN-Plus Client 0O/ BREFINDIGEMERLET.

ARV=—T 42T PRATA AY 774 IVOBFR

Windows 8 C:\Users\username\AppData\Local\VMware\vpn\svp_client.log
Windows 10 C:\Users\username\AppData\Local\VMware\vpn\svp_client.log
Linux SRTARBRYT T4

Mac AAN=)bOY Z74)L: /tmp/naclient_install.log

SRTARBYT T4

SSL VPN-Plus Client O &045 LNIVOEE
1 [SSL VPN-Plus] # 7T, ERID/XR)LDS [H—/\E&E (Server Settings)] 2 ) v o/ LET,
2 BRIV EI2aVICBEL. €02 3 2RBEALTREDEREEZERRLET.
3 [ZE (Change)l v v o LET,
4 OJEBEMCTHICE. [ATZ7DERME (Enable logging)] Frv o Ry REZRLET,

EY

AU &\EHICTBICIE [ATDENE (Enable logging)] Fxv o Ry o REFIRFEHRLET.
5 WELOS ULNINEZERLET,

F: TT7#IKT. SSLVPN-Plus 547> boOsBEMICKY., OF LANLDBHMICHESNET.
6 [OKlz22Uv I LET,
9547 hbREDIRSE
JE—F I—Y—MSSLVPN [COF A LEECSSLVPN 9547 b RIVDIEET 2HEEEET
=X,
FIE
1 [SSL VPN-Plus] # 7. E@D/Sx)InS [254 7>~ (Client Configuration)] Z2RL £,
2 [brFJLE—E (Tunneling Mode)] ##RL £

PE| kR E— RTIE. VPN & H NSX Edge Gateway Z@iEBL E9 . 7/ M RIILDFE. NSX Edge
Gateway (FUE—b - —DTT7HIN b T—bDzAEBY, TRTOST7 10w (VPN A—AIEB
KRS v H—Fy b)) MIODT— Iz E2BBLET.

3 T hrRIVE—REBRLESS

a [B—AH Y TRy ~EBRS (Exclude local subnets)] #12iR3 5. VPN Y RIVERIBT S 57 4
vODSA—AII bS5 T4y IDPBRAENET,

b VE-FI—-Y-DLRTADT 7S T—bDzADIPT7RLVREANLET,

4 VUE—bI-Y-IEEICEEMICSSLVPN 2547 0 MIBERT 2LDICT2(2E. [EHBERDE
254t (Enable auto reconnect)] #2#IRL £ 7.
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5 [0Z247 b7y 7oL — RK%E@m (Client upgrade notification)] ##iR$ 5 &, 9547 DT v 7Y
L— ROMERRBEIC/E > /2L &I, UE—F AP —[CBHBEEINET., VE—bF I-—F—-(FZTDELEIC,
Ty TIOU—RDA VA= )VEBIRTEET,

6 [OK]Z2YUvoL%ET,
SRBEDRE

T4 bD VPN BREERETHENTEET,
FIE

1 [SSL VPN-Plus] # 7T. EfID/ SIS [£MRE&%E (General Settings)] Z#RLE T,
2 PELRBRETVET.

EER 385%

#¥oOI/(A UNRACA—Y—2%&ERT S VE—bF I—Y-—D1 D201 —RBT1ELITOIA U TEHIELEHFALET,

ZEERS

EmOBEME TCPR—=RDA TV b T—IEHREBMCL., TV EREXERELRELET.

mE Ak -F (4 SSLVPN ' —hrD A 2@BTD M7y DO EFRHLES,

BHREF—R— R JE—hF I-Y—I2LB Web £/EI/547 > bOOTA VIEROANZ, REF—KR—-F
MEDANDHIRELET .

REF—R—ROF—D> 5 Ak REF—AR—FDF—E2S VI AICRBELET,

BREYALT U FOEME BELEYA LT D NEBORBE VE—F - —20IKLEST, 4 L7 D NERZSD
BATAALET,

tyay FARIVIAMLTDL —EHE 1Y — v arIIT T 1 ET 4 DRV E TOHEORBRICI-Y— Y
T arvERTLETD.
SSLVPN 74 R 94 L7 I b Tlh 77U —2 3 rbL0a—¥— F—4 Ik > TEE
SNEHENT Y FEELITRTONT Y MR EN. 4 A7 D MBBREESNET. 20
7=, A—H— F—nLWNEETH. MDNS 2 EDFIE/NT v & ERNICEGXET 57 7
Vr—2arishdiga. tyiayEgA4ATIRLERA,

I—H—3@m 04 %ICUE—bF - —[CRRINDIAvE—2FEANLET,

3 [OK]Z2UvoLET.

Web R—% )L FH 4 > DiRE

SSLVPN OS54 7 MINA 2V RENZOSAT U b NF—Z2RETEET.

FlE

1 [NSX Edge (NSX Edges)] # 7. NSXEdge #4 7)oV v o LET,

2 [E%¥ (Manage)]#7%4')v& LT, [SSLVPN-Plus] ¥ 7% U v o LET.

3 EAONRRILDS [R=FZIDHRF A X (Portal Customization)] Z2RL £ 7.
4 R=FI 54 IEANLET,

5 UE—hI1I-Y-DaHBEANLET,
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6 [0 (Logo)] T. [ZE (Change)] €4 1) v 2 LEF, THETHNIE. £HOOTD JPEG 1 A —JERIRL
£7.

ATJDO@BEY A XEHY EH A,

7 [t (Colors)] T. BE2ZET AWMROBSMHEZEEDORICHZIEBRYIREI v I L, FHOBEERLE
ED

8 WEICWLTISAT UM NS—EZEELEY, NFT—DBMP A A—-JZZIRLET,
U547 b NF—DEFEYAX(E390Xx75 ESEILTT,
9 [OK]Z2Uv o LEY,

SSLVPNTO IP 7 RLR 7—ILDER
IP7 KLZ 7— ) EREEFHRTEET,

IP7RLR 7—ILEMOFMICDNTIE, Fv b7 —2 724X SSLVPN-Plus DFEEESBL TSN,

IP7 RVR 7=V DiF&E
IP7RLR T—ILERETEET,

FIE
1 [SSLVPN-Plus] 4 7T. &IOS [IP 7 RLR F—)b (IPPool)] £ U v & LET.
2 FETHIPTRLR 7T—ILEBRLET,

3 [RE (Edit)] () 74avE0U v LET.
[IP7KLR = ORE] ¥4 705 Ry s ADEEET,

4 PECSUCRELET.

5 [OK|&5UvysLET,

IP7 RLR TF—ILDHIRR

IP7RLR T—ILEHIBRTEET,

FIlg

1 [SSL VPN-Plus] ¥ 7C. ZBD/FILDS [IP 7 KLR 77— (IPPool)] 51U v & LET,

2 BIBRTDIP7RLR 7—LEBRLET,

3 [4F (Delete)] (X)) 7qa>&sU v s LET,
BIRLEZIP 7 RLR T—ILsEIR SN E T,

IP7 RLVR T—ILEBIICT S

IP7RLRT=IDIP 7 RUVABYE—F - —-([CEIUHTONDLIICTBIHEE. TDIPTRLR 7—
WEBMITDLENHY ET,
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FIR
1 [SSL VPN-Plus] # 7T. EBO/SxILHS [IP 7 KLR F—Ib (IP Pool)] £4 U v & LET.
2 BWCTBIP7RLR 7T )LEERLET,

3 [B%1k (Enable)] (¥) 7A4a &2 U v LET,

IP7RVR T—IVEENICT S

UE— R A—H—(ZIP 7—55 IP 7 KLAZEYSTHRNBEE. Z0IP 7 RLR T LEEAICT 5o
MTEES,

Flig
1 [SSL VPN-Plus] # 7T, ERID/FxILDS [IP T RLR Z7—)b (IP Pool)] Z:2RL £,
2 BYICITBIPT7RLR T—ILEZBIRLET,

3 [mik (Disable)] (D) FaavzsU v s LET.

IP7Z7RULR 7=ILDIEFDESE

SSLVPN (. IP7RLR 7=V T—=TILDIEFRICEDWNVTUE—F I—H—CIP7RLX =I5 IP 7 R
LRAZEIUETEY,

Flg

1 [SSL VPN-Plus] ¥ 7C. E@ID/SzILDS [IP 7 KLR F—)L (IPPool)] €41 w4 LET,
2 IEFEZETSHIP7RLUR T—IL&RIRLET,

3 [E~ABE (Move Up)] &1 -t [FTABH] G¥) Fa4a2&sUv I LET,
TS5AR—=—bF 2y b7 =0 DEE

UE—F A—Y—MBT7 I ERATEBZTSAR—F v NI — V& REE-EHBRTEET,

TI3AN—b Xy bT—VDBMOFEMICDONTIE Fy bT—2 71X SSLVPN-Plus DFEESBL TS
YR

TSAN—K v bT =S OHIBR
TIAR— Ry b EHBRTEET.

Flg
1 [SSL VPN-Plus] # 7T, EBRIO/I RIS [FERBER Y 87—~ (Private Networks)] €2 U v o LET,

2 BIRTERy hT—sEBIRL. [HIK (Delete)] (X) 7rav&EsUvsLET,
TS5AR—K XY NT—0EBHICTS

TIANR=—b Ry bT—0EFHTDE VE— I—H—(L SSLVPN-Plus Z2NLTZEDRY 8T—=2I2T7 ¥
TRATEET,
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FIg
1 [SSL VPN-Plus] # 7T. ABIO/NFIILHDS [FEARR Y kT —24 (Private Networks)] 22U v o LE T,
2 BMCITBIRYNI—0FEIYILET,
3 [B¥k (Enable)] 74 a> (¥) 20Uy s LET.
BIRUERY ND—0DBEMITHYET,
TS5AR=—F Xy ND—OEEMICTS
TI5AR=—~ 2y N =0 EEHCTBHE UVE—F I—H—(3 SSLVPN-Plus Z2NLTZEDxRY N7 =227 5
TRTEHLIHEVET,
Flg
1 [SSL VPN-Plus] # 7. EBIQ/SxILIpS FERFESRY b7 —24 (Private Networks)] 22U v o LET,
2 BYICTHRYNI—0FIUYILET,

3 @k (Disable)] (D) PravzsuvsLET.
SRU7Sy b — 2 DRI Y £
TSAR—F XY PMI—ODIEFOESE
SSL VPN-Plus Tld. UE— k 2—H 1TS54 R— |k Fw kT =5 RRLCERENTOBIEETTS A <— b
Sy RD—HICT o b RE B EEHALET,

TS5A4R—=k 2y b7 —2(C [TCP &#E{LDAERNE (Enable TCP Optimization)] #:EiRT 5 &, 70747 E—
RO FTP 2&, —HOT7 7V —2a> Py 7xy NATHIEELIEWNMEEDHVET., 79747 E— R THRES
NTWS FTP 4 —N\#EBMT B2 ZD FTP —/N\(Z, TCP HE{tE#EMICLTRHD TS A R—F 2w hDJ—
VEEBMTDVENHYET, £/ TOT 4TI TCP 75ARX—k Xy =0 FFHICL. YTy b 754
N—h XYy MT—VICREBTHDHELHYET,

FE

1 [SSLVPN-Plus] 4 7C. &R/ HS [FEABF Y k7 —2 (Private Networks)] £ U v & LET.
2 [IEFOZE (Change Order)] (%) 7ravzesUvsLET.

3 EFEZET SRy FU—UEBRLET,

4 [E~BH (Move Up)] (") F713 [FA%E (Move Down)] (54) 743> &4U v o LET,

5 [OKl&2UvysLET.

RDRT T

TOF47 E—RICRESNTNS FTP Y—NEBMTBIZE. 727 1 T2 FTP $—NTOT AR~k 7y
hO—sDREESBLTI LS,
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TO9TF4THFTPY—NTODTS5ARN—F Xy NT—UDERE

TUOT47 E=RICBREEINTWB FTP Y —NETSAX—F Ry NI)—V(LBIMTEET. 7074712 FTP
DIHBE. Ny I RO FTP =B TCP OmRBLICHIELTWEWIZA 7 b < BICC 3> Oa—)L 3
O avERIKBLET.

AR

FTP Y —\D7 0747 E—RICHRESNTNDI &,

FIE

1 [SSL VPN-Plus] ¥ 7T, ERID/RILDS [FEREFR Y b7 —2 (Private Networks)] €2 U v o LE T,

2 T7UOT4T7FTPICKRETSHTSAN—b Ry bT—0Z&EBMLET, F#HICDONTE 754X —F 2y T
—VDEMEZZBLTILEE,

[TCP &i#E{tDEML (Enable TCP Optimization)] F v Ry REATICLET,

O

[R=b (Ports)] 74 =L RIC. T5AR=h Ry hT—0DR-bEFSEEBMLET,

(3}

RTF—4% A% [B%) (Enabled)] IZEREL. 75AX—h Xy FTD—0EFBHICLET,

6 REFHADMOTSAR—F Ry NIT—=0LUBLEMIC. TOT4 TR FTPICRETETSAR—k Xy kD
—VERBLET, HMICDODVWTE. 754/ —F 2y FT—JDIEFDZEEESBL TN,

RORTY T

WHRTBDT77ATIA—ILIL—=ILEBIMLT. 752A4N—F Xy D=9 ST 4 v O EHFALET,

AVAM=IL NyTr—2 D%k

SSLUSATY DAY A R—IL Ny sr—S bR E A (HRETEET,

AR =)L Ry — SOEFBOEMICDNTIE v FT—2 72+ SSL VPN-Plus DREEBRBL T £
(AW

AVRAM=Ib Ny r—LDiRE

AR =)L Ry — S ERETEET,

FIE

1 [SSL VPN-Plus] # 7O KERID/NFIVT, [4 X b—=)b /Xy —2 (Installation Package)| &4 1) v & L&
ER

2 REITDHDAVAM—I Ny T—VEFRLET,
3 [RE] ) 742> E20 Vv ILET,
[ A= Ny T =L DIRE] 4700 Ry U APREXT.
4 WEICHUTURELET,
5 [OKI&Z2UvoL&ET,
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A2RAN=I Xy T—2 DHIER
AVR=Ib Ry —VEHRTEET,
FIR

1 [SSL VPN-Plus] # 7OEBID/SRILT, [4 R ~—=)L /Xy —2 (Installation Package)] 2 U v o L&
ER

2 HIBRTBRARN—I Ny Tr—SERIRLET,

3 [ (Delete)] (¥X) 7qa>&sU v s LET,

dA—Y—DigE

O—A) F—IR—AD1—Y—%iRE EEEERBRTEES,

A—HF—DBMOFMICDONTIE. Ry FT—2 7242 SSLVPN-Plus DEEESBL T S,
dA—HY—DiRE

A—H— D ZBR< I—H—DFMEFETEET,

FIE

1 [SSL VPN-Plus] ¥ 7T, EBIDO/NRILHDS [1—H— (Users)]| 22U v o LET,

2 [fRE&E(Edit)] ) F1arveEs )y o LET,

3 HECHULTRELET.

4 [OKl&#2UvoLET,

dA—HY—0HI

A—Y—ZHIBRTEET,

FIE

1 [SSL VPN-Plus] # 7T. EfIO/ xS [1—H— (Users)] €2 U v I LET,
2 [#&8k (Configure)] /X )LD[21—Y— (Users)|C. [2—H— (Users)] &4 U v o LET.
3 HIKRTBI—F—&BRL. (4K (Delete)] (X) 71av2sUvsLET,
A—HY—DNRT—ROESR

A—Y—DNRRT—REEETEET,

FlE

1 [SSLVPN-Plus] # 7C. E@D/xILHS [2—F— (Users)] 0 U v I LET,
2 [/XRT—RDOZEHE (Change Password)] 74 a>&42 v o LET,

3 HLWARRT—-RZAANLTHSBANLETS,
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4 OA—Y—-—PRICVATAICOTA T BHEECNRT—REZZEETBICE. [ROOTA VBFITINAT—REE
B 20Uy o LET,

5 [OKI&2Uvy o L%,

QA4 8XKUPATHT7 R U T DRE
AU &3R5+ 7 X&) 7 ~% NSX Edge Gateway 1T/ > RTEE T,

2oV T7 hDiFEE
NSX Edge Gateway IZ/NA > RENZATA U £EFATHT ROVT DI AT, A, BLUORT—F R(T.

RETHENTEET,

FIg

1 [SSLVPN-Plus] # 7. EflQ/Sx)Vips [OF4 /A0 F7 X& U7 (Login/Logoff Scripts)] &2 1 v
ILET,

2 ROUTNEBIRLTC, [RE(Edit)] () 7425200y oLET,

3 HEUICEELET.

4 [OKl&ZUvoLET,

AU )7 ~OHIRR

A4 EREEQIFT7 ROV T NEHBRTEET.

FIE

1 [SSLVPN-Plus] # 7T. EflQ/Sx)Vips [OF4 /A5 F7 X& U T (Login/Logoff Scripts)] &2 1 v
JLET,

2 RHUTNEBRLT. [HF (Delete)] (X)) Zqa>&sUvsLET,

ROV T HERMICTS
ZAOUTNERTTHICE. BHCTHLENHYET

FIE

1 [SSL VPN-Plus] # 7T, ERIO/ RIS [ATA4/05F 7 X417~ (Login/Logoff Scripts)] 24 U v
JLET.

2 ROUUTREBIRLT, [B%ML (Enable)] (¥) Za4av&asUvsLET,

AU )T NEEMICT B
OUA YIAGFT7 R0 T NEEHICT B ENTEET,
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FE

1 [SSL VPN-Plus] # 7T, ERIO/NRIpS [ATA4 /05 F7 X&) 7~ (Login/Logoff Scripts)] 24 1 v
A% 3

2 RHUTREBRLT, [k (Disable)] (D) 7ravasuvsLET,

AV U ThOIERDEE

ROV T ROIEFEEETEET., /=& &(E. Internet Explorer T gmail.com 2f< 0454 > XU T &,
yahoo.com #2BI< O 4 > XU T D EICEBL THDELET., UE—F - - SSLVPN [cEJ 1>
9% &, yahoo.com DFEIIC gmail.com BFRRENET., B4 > RO UTMDIEFREHICT S & gmail.com @
AIlC yahoo.com MEREIND KD ICEVET,

FIlg
1 [SSLVPN-Plus] # 7T, ERIO/ RIS [ATA4/05F7 X417~ (Login/Logoff Scripts)] 24 U v
JLET,

2 EFEZETEHROUTNERIRL, [EABH (Move Up)] (7)) 74 [FA%E (Move Down)] (54) 7
A&V )y I LET,

3 [OKlZ2Uv o LET,

IPSec VPN DI E

NSX Edge (Z NSXEdge 1 R > REVE—b ¥4 b&DY A E IPSec VPN 28 7R— kL &9, NSX
Edge 1 > X4 > R&EUE—F VPN V-4 —BITOAERE. 7>z 7—F F—-FE—R IPI=ZFvXb b
ST74v0, BEUEBWIL—T 427 TOMaDBYR-—FENTNET,

ZUE-HF VPN I —F—DERTIE. IPSec b FIIEHRT NSX Edge DERDAER Y b7 -0 ([CERT 57
HDERDY TRy hEHRETEET,

Z: NSXEdge 0E®#ICHD T TRy bEATRRY b7 =037 RURBRAMBEEVELRSHRNLDIICLET,

IPsec VPN OO —h)L E7EUE—F ETTIP 7 RLADELE > TWSIHE. O—A/UEEO/L— b & BE)EE
DIV—=bDPEETDIDEINICE T bR ERBLTEREESND bS T 0 v ZOBESESHEIFS N NAIRES
BHYET,

NAT 7/N\1 ZDE%RICNSXEdge T—2 x> hET7OAMTEET, ZDT 7OATlE. NAT 7/81 X (3 NSX
Edge 1 >RV ZAD VPN 7 RLR%&E, 4285 =2y MTETBZNTU v OICT VL RAIRELET RLRICEHBRLUE
T, UE—F VPN L= —FZDNTU v o 7TRUVRZFERLTNSXEdge 1 > RF Y RIZT VAL ET,
JE—F VPN IL—%—% NAT TNNA ADBERICKRETDHEOTEET, brrIELY FT v TTBICHE.

VPN D347 47 7RVAEVPN ST —hD A ID BLETY, MEHETHE VPN 7 B L RO/ ([CE7E—3—
D NAT BERINE T,

DEERRIVOEIE. A=A TRy bOBICET 73y bOEERTTROSNET, 2E&Z(E 10 ED
A—A 3732y hE10BDEY 7%y bD3H25E. 100 HD L RUPBLETY., YR—bEhdh2x
IWORAEIZ, TRISRTEDICESCG DY A XL > TREVET,
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% 14-6. ESG %7V D IPSec b RILDEK

ESG IPSec k> RO
Compac 512

t

KRR 1600

Quad- 4096

Large

X-Large 6000

&D IPSec VPN 7 )L 3 XAMYR—bEINTWET,
= AES (AES128-CBC)

s AES256 (AES256-CBC)

m  Triple DES (3DES192-CBC)

s AES-GCM (AES128-GCM)

m  DH-2 (Diffie—Hellman /)L —7 2)

s DH-5 (Diffie-Hellman & )L—7 5)

s DH-14 (Diffie-Hellman Z)L—7 14)

s DH-15 (Diffie-Hellman )L —= 15)

s DH-16 (Diffie-Hellman Z)L.—=7 16)

IPSec VPN DOF&EICDWNTIL, IPSec VPN DRI =SB L T EE ),

IPSec VPN @O S 7))V a—F 4 > ZI2DWWTIL hitps://kb.vmware.com/kb/2123580 2B L TS 7Z& 1\,

IPSec VPN 4 —EXDHRE

O—AlH 7Ry FEET7 7%y FEDHED NSXEdge b RIIVEZRETEET,

F: IPSecVPNREHBRTUE—N YA MNIEHTHE BEdge 7y TU O LD —T 4V JIEZDY A D
IP7RLREZBTEE A,

IPSec VPN H—EX#H#HICT S

O—A YT7xy DS ET 72y IS T4 v oDRNSDLDICTSI2(F. IPSec VPN 4 —EREH#HICT
HBEMNHYET,

FIg

1 vSphere Web Client (IcOZ 4 > LET,

2 [rybT7—=2&EF2UT7T 1 (Networking & Security)] #2J v 2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

3 NSXEdge #4770V vy o LET,
4 [&E¥ (Manage)] ¥ 742Uy o LT, [VPN]4 725Uy o LET,
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5 [IPSecVPN]Z2Uwv o L%,
6 [Fwt (Enable)] 20U v o LET,

OpenSSL #{ERL 7= IPSec VPN D CA ELZIIAZ DA

IPSec AMDIIBAERAZBMICT BIC(E. Y —/NFIAELMIET 5 CA ERLIARAELZ A U R— T 2HENHY E
T, £721E OpenSSL i EDA—T >V —RDAR R4 > V= )LZERL T CABRIAEELERT H &
HTEET,

EEE 3

OpenSSL A4 VA h—=ILENTWBRERH Y ET,

FIIg

1 OpenSSL #3414 > X b—J)LEN /= Linux £7=(% Mac ¥ > T. /opt/local/etc/openssl/openssl.cnf
77 A4IVFE7IL /System/Library/OpenSSL/openssl.cnf 7 7 AL EZRE £,

2 dir = . ThHHILEHRELET,
3 ROARYBRERTLET,

mkdir newcerts
mkdir certs

mkdir req

mkdir private

echo "01" > serial
touch index.txt

4 XROARVRERFTLTCAZBRAIMPEEEERLET,
openssl req -new —-x509 -newkey rsa:2048 -keyout private/cakey.pem -out cacert.pem -days 3650

5 NSX Edgel THBAEELER (CSR) &4/ L. Privacy Enhanced Mail (PEM) 7 7 £ LM ZEZE I E— L.
req/edgel.req 7 7 1)L ELTHREFLET,

Teag  sciem =
summgn ko Mamage
Selegs | Fowwaldl | [HCP | MAT  Bouling | Lead Bslancer | VPN | 350 VPP
" 5 A
-
wieidg ey

CA ZLAHEDOREEZSTRL TS,

6 XDOATYREERFTUCIHAEBREKICBALET,
sudo openssl ca -policy policy_anything -out certs/edgel.pem —in req/edgel.req

7 NSXEdge2 TCSR #4m L. PEM 774/ ORBZEZIE—L. req/edge2.req 774NN ELTRELE
ER
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8 MRXDATYVPFEERFTUTCIAIHEBREKICBALET,
sudo openssl ca -policy policy_anything —out certs/edge2.pem —in req/edge2.req

9 certs/edgel.pem 77 1 ILDR#%(ZHS PEM 5IBEZ% Edgel (L7 vy 7O—RLET.

10 certs/edge2.pem 7 7 A VD&% ICHS PEM itPAE % Edge2 IC7 v 7O—RLE T,

11 cacert.pem 7 7 4 )LD CA iIBAE#% Edgel1 LU Edge2 [T CA BLZIAHAEL L TTF v 7O0—-RLET,

12 Edgel KU Edge2 @ IPSec /A—/NIVERET. 7y 7A—RLE PEMiIBAEL T v 70— kL7 CAGE
BAEZERL. REERFLET.

13 [fIBAE (Certifcate)] ¥ 7T. 7v7A— R UFIBAEZ 2 ) v/ LT DN 3 F5z 28k LET,

14 DN xx=F3%)% C=IN,ST=ka,L=blr,0=bmware,OU=vmware,CN=edge2.eng.vmware.com DFRXIZE L.
Edge1 LU Edge2 BICIRELET.

15 O—Ah)LID &7 ID 2igEFAKDH# A% (DN) 3275 & L TERAL T Edgel KLU Edge2 T IPsec VPN
YA bEERLET,

EEES

[IPsec #&tm &~ (Show IPsec Statistics)] #0J v OV L TRAT—Y REERLET. FrorIEs )y LT

bR RTF—FRERRLET, FroRxIE bRV AT —F ADBEABIZREICIE>TVWEHREDBHYET,

' O0—/\)L IPSec VPN REDIEE

Zhicky. NSXEdge 1 > R% > X ET IPSec VPN EMICIZYET,

BIIR S

FAERAERRRIZBRICT BICIE. U—NEREE LU 5 CA BRDAAZTZEZA U R— b DVENDHYEY. £
7z, OpenSSLEEDF =TV —RDAXY RS54 V=& ERLT CAEZRIAPEEERTHILHTE
£,

BCERAAEIL IPSec VPN ICIIEATEE A, INbld. A—RKR NS5 & SSLVPN CUIMERTE
FtH A,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [xyRT7—&Et+2UF 4 (Networking & Security)] £% 1) v & L. [NSX Edge (NSX Edges)] &% 1 v
HLET,

NSX Edge 24 7)oV v o LET,

[&# (Manage)] # 752w o LT, [VPN] 9 7% )y o LET,
[IPSecVPN] &2 U v o L%ET,

[FO—=NIVEERT—% R] DIEICH S [BFE (Change)l 2 ) v o LET,

N o a A~ W

E7 TV RRA VD EE] CRESNTWSYA ~orsO—N)L FUzT7—R F—F2AHL. [T —
Kk F—n=x’R (Display shared key)] ##iRL CTF—&RRLET.
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8 [FIRAEFRALDAIML] ZFIRL. ZAU T HAAELERLET,
9 [OK]Z2Uv o LEY,

IPSec VPN oo/ nF#E
IARTDIPSec VPN hZ5 74 v o DOJEBMICTEET,

T7 T BIBEMCARY., [EE] LNIVICKREENET,

FIE
1 vSphere Web Client [cE &4 > LET.

2 [®xybT7—0&EF27 1 (Networking & Security)] #2U v o L. [NSX Edge (NSX Edges)| &2 ) v
JLUET,

NSX Edge 24 7)oV v o LET,
[E3 (Manage)] # 752U v o LT, [VPN] 4 7% ) v o LET,
[IPsecVPN] #21 )y o L&Y,

o a A~ W

O—A) Y73y hEE7 YT7Xv MO IS T4 vy JO0—-207(C5BLTAY LANILEZRIRT S(2(E.
[@ & R — (Logging Policy)] m#n ¥ #2IRL T, [BF DAL (Enable logging)l €2 U v 2 L&,

7 0OF UNJLEZERL T, [EEDOHRST (Publish Changes)l #42U v o LETY,
IPSec VPN /XS A= DH/RTE

IPSec VPN #r—E Xzt 5215, NSX Edge TA7<&EH 1 DDOAEIP 7 RLREHRET HHLENHYE
ED

FIE
1 vSphere Web Client [CH 44 > LET.

2 [y brTU—=2&tF2)T7 4 (Networking & Security)] 24 1) v & L. [NSX Edge (NSX Edges)| &2 U v
JLET,

3 NSXEdge €4 7L5Uy o LET,

4 [&E (Manage)] #7582y s LT [VPN] 4755 v LET,
5 [IPSecVPN]#%4Uw o LET.

6 [EM (Add)] (¥ FravEsUvHLET.

7 IPSec VPN OZ#IZANLET.

8 NSXEdge 1 >R XD IP 7 R A% [A—AJL ID (Local Id)] CABLET., ZNnldE. UE—b A bD
E7ID £BVETS,

9 O-—ANIVRRAVEDIPTRVREANLET,

TV T7— R F—FERALTIP brFIVICIP 7 RLREEMT 51543 A—A/)LID £A—A) TR
RAKIPT7 RUADRUICIZDFIREEDNH Y ET,
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10

11

12

13

14

15

16
17
18

19

20

CDR 7#—<v bT, ¥4 bEATHRETEH TRy bEANLET, BHOY TRy bE, 2 TRYIUTA
NLET,

EY” 4 hE—RICHAT D7D, E7 IDZAALEY., AIAERAZERTHETDIHSE. 0 ID FEY
DIAZDHBR THLOIVEDHYET. PSKETDIHEE., ZD ID ICFEEONFIERETEET,
VMware TlE, VPN DO/NXTU v IP7 RV R, &E VPN Y —EXD FQDN #E7 ID ELTERT 5
EEBBOHLTVET,

E7 Y4 D IP 7 RLRZE[ET7 TURKRA M ICAALET., STEZEEHDOEEICLTHS & NSX
Edge (3E7 TN\A XAD#EH{Y VT A METHELET,

E7 7%y bOREIP 7 KL X% CIDR 74+ =<y bTAALET, BHOY TRy MM IXEYYUT
ANLET,

EELT7IVT) XRLERIRLET,

AES-GCM BEBL7 )T X AlE FIPS /5 TlEH Y EHA.

[FRREAE] T ROWITIDEZERLET,
FFa>r RiEA
PSK (Pre Shared Key) ZDFHTarvERERTSE NSXEdge LEET7 A MHBET HMEBRMRILIFERASIN

£9. BREHRIE. BAED 128 N4 ~OXFHTY,
PSK 22it(% FIPS £— R TIIEMICIZY E T,

SERIE SOATLaVERRT AL, JO—/N0 LRV TEESNERESRIEICERINET,
ERYA S VPN ¥ —EXCEBT HHEE. AR C 7K ) ZAALET.

[ 17— K #—0%x (Display Shared Key)] &2 U v & L. E7 94 hLICREZRLET,

[Diffie-Hellman (DH) Z)L—7] T. E7 ¥4 k& NSX Edge MRETHRWEEF v R ETHES —I L
Y hEHITESLLDICTHEE(RF—LAZEIRLET,

FIPS £E— RHB XU FIPS E— R TIE. DH14 2377 )L b TEIRENE S, FIPS £E— ROBFEWRIHE(R.
DH2 & DHS 2R TE £t A,

[TORTroar]CROVWINDPEANLET.

m  securelocaltrafficbyip=/PAddress:Edge OO —#hJ)L b5 7« v &% IPSec VPN b2 R)IVBERTU S A
LI RLEDT. 774/ EDOMEIE ROESYTY., FHBICDWTIL http://kb.vmware.com/kb/
20080007 =8B L TS ZE W,

m passthroughSubnets=PeerSubnetiPAddress : 73 v FDEEEHYR— L E T,
[OKl&22 Uy o LET,
NSX Edge ©T. O—HhIL 7Ry bDSET 7Ry bAD M RIVDMERENET .

RDRTY T

IPSec VPN " —EXZ=HBMICLE T,
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IPsec VPN H—EXDiRE
IPsec VPN H—ER#IRETE £ T,

FIE

-—

vSphere Web Client (O 14 » LET,

2 [®ybT7—=0&tF+2UT7 1 (Networking & Security)] #2J) v & L. [NSX Edge (NSX Edges)| &4 ) v
JLET,

3 NSXEdge #4701 v o LET,
4 [E® (Manage)|#7%#oVUvy o LT, [VPNl1#T7&20Uv o LET,
5 [IPsecVPN] &4 v o LET,

6 iRET D IPSec H—EREZEIRLET,

7 [ (Edit)] () 74a>E0Uv s LET,
8 BUICHEELET.
9 [OKl&4UvsLET.

IPsec VPN B4 b ERNL
IPsec VPN A NEEMICTEET,

FIE

-

vSphere Web Client [CAZ 1 > LE T,

2 [xybT—=0&tEFa2UT s (Networking & Security)] #2 1) v 2 L. [NSX Edge (NSX Edges)] 2 v
JLUET,

3 NSXEdge #47)0 v o LET,
4 [E®E (Manage)l#7%&2sUv o LT, [VPN]|9T7Z&20Uv o LET,
5 [IPsecVPN]Z&Z2s U v o LET,

6 mH-T D IPsec VPN HA FERIRLES,

7 [@it (Disable)] (D) 74avasUvsLET,
IPsec VPN H# A1 ~DHIRR

IPsec VPN 44 ~ZHIRTEET,

FIE
1 vSphere Web Client [CAZ 14 > LE T,

2 [y bT—=0&tF2UT 1 (Networking & Security)] 22 1) v & L. [NSX Edge (NSX Edges)] =2 U v
JLUET,
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NSX Edge 24 7)oV v o LET,

3
4 [&# (Manage)l #7&220Uv o ULT. [VPN14 750Uy o LET,
5 [IPsecVPN]&Z2Uvy o LET,

6

HIFR 9 % IPsec VPN H 4 F&ZEIRL £ T,

7 [4I8 (Delete)] (¥) Fqav&EsUvsLET.,

IPSec VPN D1&rkfl

ZDFUAFITF. NSX Edge £BFAID Cisco F7z(3 WatchGuard VPN OEIDERRIERA > b b RA >
b IPSEC VPN £ DBINEENTVET,

ZDIFUAFTIE. NSX Edge BARE Ry b7 —2 192.168.5.0/24 24 >4 —x v MICHEF L EJ . NSX Edge
A2 =Tz A RERDED [CHRESNTNET,

m TyTUO A0 —T 14X :192.168.5.1
s RNEA 5 —T 14 X:10.115.199.103

UE—hT—bozA3 172.15.0.0/16 ARy bT =0 %A 5 —F v MTEHKELES, UE-bFT—hDx
A A2F=T 24 RABLUTOLIICREENTNET,

m TV A5 —-T 14X :10.24.120.90
m RNEA Y —T 4R :172.16.0.1

14-1. YE— b VPN 5 — b D = A [CHE# 95 NSX Edge

192.168.5.0/24 172.15.0.0/16

192.168.5.1 (I> 172.16.0.1
NSX Edge 10.115.199.103 10.24.120.90
A8 —Fy b

7 : NSXEdge 75 NSX Edge IPSEC "D h >V TlE. 2 FEEBD NSXEdge #JE—h v—bozA &L
Ty b7y 7952 LIC&Y. ABUSFUAEFERTEET,

S

IPSec (3FA—T U BEDTZ L —AT—2TY, IPSECVPN D STV a—F 4 JIfEZ S NSX Edge %
DD VPN 7 7547 > 20071214 2<DEMAZENHY ET,

VMware, Inc. 226



NSX E® A1 K

LITIZ, WD DEEERLET,

m  ISAKMP (Internet Security Association and Key Management Protocol) (. Security Associations (SA)
Ay =3y MREBOESED/ZHIC RFC 2408 ([CL>THRESNAZZO ML TT, ISAKMP (XERFED
TEODTUV—LAT— 0 ERTBOHEREL. BT LABIBOLDICT A ENTVET,

s Oakley [FEEZO M3/l 1 DT, Diffie-Hellman #3587 )V 3 XA%EERT I EICEY,. Z2THNW
BHRICBVWTOHRASN/EBR T TRMHOIMNTED LS [LEO>TNET,

m  |KE (Internet Key Exchange) (& ISAKMP 7L —A 7 —2 & Oakley D#iA#&HHETY . NSX Edge (&
IKEV1 2t L &£ 7

s Diffie-Hellman (DH) ##3#(3. Z2THEVBETF v R/UEBETH. BEVRHEOGWN 2 DOEENHRTHE
WEBREERTTCEAEE7O0MIINTY, VSEEDH Z)IL—72 (1024 v k) £5)L—F5 (1536 Ev
M) 2UR—FMLTWET,

IKEZ7x—X1&7x2—X2

|KE (iﬂ'éfnhnﬁéh]il;{n(\-ﬁﬁ(:\bné*ﬁ EE’]%E,%’C?‘

TJ1—RXRT1TDNTA—%

TJ1—X 1 TEFEHTOETORIL. BENXSA—FORII—ay, EyiaryF—0ERERLY N7 v 7L
F9., NSXEdge TlERENE 71 —X 1 /X5 A—%

m ALY E-F

m  TripleDES/AES [%ER]]

= SHA-1

m MODP Z)L—72 (1024 £Ev )

m U T7—R =Ly [RREA]

m 28800 #[@E (8 W) Hzh. FA/NA bEBF—LRAID SA

m ISAKMP 74 L v 7 E— REEMICTT S

TI—RX2DINFA—%

IKE 7 1 —X2 Tl& IPSec b RINDIEDHICF—MEEERT D EICEY IPSec b rIVEXRTLI— 3>

LET (KE 72 —X 1 F—EN—XELTER. FEFHLOWF—#ERTT). NSX Edge THR— b9 % IKE
TJ1—RX2NZA=%

m  TripleDES/AES [7z —X 1 &E LT v T]

= SHA-1

m ESP h2xIE-F

s MODP Z)L—72 (1024 Ev )

. BFADHDOTREREEI L —

3600 ®E (1ERE) A%, FONA FBF RO SA

n PAYTRYMERWVEIARTOIP 7O, XTOR—F 22y bT—SBOEL IS
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coo¥o 3y E—ROY TV
NSXEdge (371 —X1TAMY E—R%& 71—X2TOA4v Y E—REYR-—FLTVWET,
NSX Edge (& PSK. 3DES/AES128. shal. DH Group 2/5 ##%#EB& 3 5RY o —&RRLET., ETERU S
—EZFTANDLEDBHY. £OTHRMES, XTI I -3 7x—XBKRBLET,
TJx—RXN: AL E—B S H¥ 23>
ZDFITIE NSX Edge /5 Cisco T/NA RICRBAENAZT7 1 —X 1 DRI I -2 a3 DOXRBERLTVET,
A4 > E—RTDHNSXEdge & Cisco VPN FNA REDBED—ED S H o2 3V EZUFITRUET,
1 NSXEdge »5 Cisco ~
s 7OR—4)L : encrypt 3des-cbc. sha. psk. group5(group2)
= DPD A%
2 Cisco 7»5 NSX Edge ~
m  Cisco DERICLZTOR-FINEET

m  Cisco 7/\A B, AT v 7 1 TNSXEdge M&EELI/NTA—F ZE o< RIFFFFIEh o> IeimE.
Cisco 7/31 R1& NO_PROPOSAL_CHOSEN &£W\5 759 TAyE—2&2XEL. XTI -3 %
wTLET,

3 NSXEdge »5 Cisco N
m DHH+—-¢F2XR
4 Cisco 75 NSX Edge ~
m DHH+—-¢F2R
5 NSXEdge »5 Cisco N (RBFS1tb)
= D (PSK) #&8%
6 Cisco /n5 NSX Edge N (RgE1k)
= D (PSK) #&8%
m  Cisco 7/NA R PSK 3% v F LIz & HIEig 5 &, Cisco T/84 X3 INVALID_ID_INFORMATION
EWSTSTTAYE—VEREFEL, 72 —X 1 FKRBKLET,
TJI—X2: 94y E—K FSU¥HL Iy
24 v E—RFTOD NSXEdge & Cisco VPN TNA REDED—ED SZ o2 3 EUTFITRLULET,
1 NSX Edge /5 Cisco N
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NSX Edge (FETICT7z—X2RUL—%Z#RRLET., RIEZDHITY,

Aug 26 12:16:09 weiging-desktop
ipsec[5789]:

"sl-cl" #2: initiating Quick Mode
PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1 msgid:d20849ac
proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

2 Cisco 5 NSX Edge ~

Cisco TNA ADBZDTAR—FILICH L v FFTBRY —DBRDIFSNENEE(F.
NO_PROPOSAL CHOSEN #xUiRL £9 . TNLUNTIL, Cisco T/N1 REBEIRENZNSTA—F DY
FEXELET,

3 NSXEdge »5 Cisco N
TNy FEFT5IZIE. NSX Edge @ IPSec O 7% E %+ > ICL. Cisco DEST /Ny J&EBMICLE T (debug
crypto isakmp <level>),

IPSec VPN H—EXDREH!

VPN NS A= EHBELTHS, IPSECH—EXRZEMCTHILENHYET.

Fla

1 IPSec VPN /XS5 A —% DEEH

IPSec VPN ' —E R £t 5213, NSX Edge TA< LB 1 DDANERIP 7 RLURERE S HHEDDH
UET,

2 [PSec VPN 5 —ERXZBMICT 541
A=A TRy b ET TRy MIMS T4 v oBRND LD ICT BI(2(F, IPsec VPN H—ERZHF
NCTHREDHYET,

IPSec VPN /X5 A —4 DFREH

IPSec VPN Hr—E Xzt 5215, NSX Edge TA7<&EH 1 DDOAEIP 7 RLREHRET HHENHYE
ED

FlE
1 vSphere Web Client [cE 44 > LET.

2 [rybT7—=2&EF2UT7 1 (Networking & Security)] #21) v o L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

3 NSXEdge 24720y o LET,
4 [E® (Manage)l#7%2sUvo LT, [VPN]|9 720Uy o LET,
5 [IPsecVPN] &2 v o LET,

6 [Em (Add)] () FaarELsU YL LET,
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7 IPsec VPN O&Zgic AhLET.

8 NSXEdge 1 v RXR¥ADIP 7 kL X%&E [A—AJL ID (Local Id)] ICAHLET., Zhid. VE—FBA LD
E7ID &UET,

9 O—-AINIVRERRAVEDIPT7RVREAALET,

TV 7—R F—%#FALTIP bRIVICIP 7 RLUREEBMT S5EE. O—A/)LID EA—-H)L TR
RAVKIP 7 RUVRADREICIC/EAAEEEDNH U KT,

10 CIDR 7#—< v T, Y4 FETHETZH 7RV FEAALET, EHOY TRy MME, IVEXYIUTA
HLET,

M E7 4 bE—EBICHRT 5720, E7IDZAALET, SIAERIAZFERTHETDEHEE. ZD ID FET
DIBEEDHLBRZTHIVENHVET., PSK EZDIBE, ZO ID ICIIEEDOXFINEIBETEET,
VMware Tlx. VPN DONXT U v o IP7RUVA, £EVPNHY—EXD FQDN #E7 ID &L TERT S
EEBEOHLTNET,

12 E7 A4 bDIPT7RUVRZE[ET T RKRA VM ICAALET., TTEEHDEFEICLTHES EL NSX
Edge [ZE7 TNA XD V TAMETHELET.

13 E7 97XV bOABIP 7RLRA%E CIDR 74—y b TAALET., #HOY TRy ML, A XYUT
AHBLET,

14 BT TV XLEERLET,

15 [FRREAE] T ROWIThHhEZERLET,

FFTary L)z

PSK (Pre Shared Key) AT arEREIRTSE. NSXEdge £ET7 YA MSHET IHBEMIDIAICHERASIN
9. BRI RAEN 128 N1 FOXFHITT,

AEBAE COATLavERRTBE, FO-NL LAV TEESNATRENRLICERINET.

16 ERZY A D VPN U —EXIL#EERT S5 £FH# Cz7—F F-) ZAHLET,

17 [z 7— K #—nD%F’~ (Display Shared Key)] 22U v o L. E7 4 b LICEERRTLET,

18 [Diffie-Hellman (DH) Z)L—7] T. E7 ¥4 ~& NSX Edge L& TaWEEF v RV ELTHEL - L
v NEMITESLDICTHIEEIRAF—LEZERLET,

19 VECGLCTMIU LEWMEZZELET,

20 E2EELI LI — (PFS) LEWVEZBENEZITEMNCLET., IPsec xTLI—2 3 Tld, BeEGmERY
Lo— (PFS) ICLoT. HLWEBESEDPFIOEOWNITNEBBEEMFONLTVNLDICHRVET,

21 OKl|Z22Uv o LET,

NSX Edge T. A—HIL B 7Ry cDSET7 7Ry bAD S RIVIMERENE T,

RORTFY T

IPsec VPN 4 —EXREFMICLET,
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IPSec VPN 4 —EXZHwHIZT 54
A—h)I BT7Ry DS ET7 B TRy MIRS 74 v o5 NDED(CT5I2(F. IPsec VPN 4 —EREZFHICT
HZUENRHYET,

FlE
1 vSphere Web Client [CO &4 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)] =2 U v
JLET,

NSX Edge 24 7)o Uy o LET,

3
4 [&® (Manage)] 4 7&4 v LT, [VPN] ¥ 752Uy LET,
5 [IPsecVPN] &4 Uy o LET,

6

[Bsh1k (Enable)] 22U v o LET,
RORTY T

O—h)l B7xy bEET7 TRV bOBD NS 70y o 70207288 T 5I121E. [ATDEME (Enable
Logging)] 22U v o LET.

Cisco 2821 ALY —EX -4 —DER
Z T3 Cisco I0S Z{EM L TRITENAMBRIC DN THIALET.

FIE

1 A9 —TxA4RETTHIVE I—FDERTE

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0
duplex auto

speed auto

crypto map MYVPN

1

interface GigabitEthernet0/1

ip address 172.16.0.1 255.255.0.0
duplex auto

speed auto

1

ip route 0.0.0.0 0.0.0.0 10.24.123.253
2 |IKERY>—DFRE

Router# config term

Router(config)# crypto isakmp policy 1
Router(config-isakmp)# encryption 3des
Router(config-isakmp)# group 2
Router(config-isakmp)# hash sha

VMware, Inc. 231



NSX EEAHA K

Router(config-isakmp)# lifetime 28800

Router(config-isakmp)# authentication
pre-share

Router(config-isakmp)# exit

3 U xz7—RI—VULybNTRETEIYFTD

Router# config term

Router(config)# crypto isakmp key vshield
address 10.115.199.103

Router(config-isakmp)# exit

4 IPSEC ZHDEEE

Router# config term

Router(config)# crypto ipsec transform-set
myset esp-3des esp-sha-hmac

Router(config-isakmp)# exit

5 IPSEC7Z2tR UZXbDIERK

Router# config term
Enter configuration commands, one per line.
End with CNTL/Z.
Router(config)# access-list 101 permit ip
172.16.0.0 0.0.255.255 192.168.5.0 0.0.0.255
Router(config)# exit

6 RU—DZUT sy TEDBEITETRILEHF
LIFTOFEITIEE. 207 v 7B MYVPN ELTIRIVFFIFENTWET,

Router# config term

Router(config)# crypto map MYVPN 1
ipsec-isakmp

% NOTE: This new crypto map will remain
disabled until a peer and a valid
access list have been configured.

Router(config-crypto-map)# set transform-set
myset

Router(config-crypto-map)# set pfs groupl

Router(config-crypto-map)# set peer
10.115.199.103

Router(config-crypto-map)# match address 101

Router(config-crypto-map)# exit

Bl RE

router282l#show running-config output
Building configuration...

Current configuration : 1263 bytes

version 12.4
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service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname router2821

1

boot-start-marker

boot-end-marker

1

! card type command needed for slot 0

! card type command needed for slot 1

enable password cisco

!

no aaa new-model

!

resource policy

1

ip subnet-zero

!

ip cef

'no ip dhcp use vrf connected

!

!

no ip ips deny-action ips-interface

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key vshield address 10.115.199.103

!

crypto ipsec transform-set myset esp-3des
esp-sha-hmac

!

crypto map MYVPN 1 ipsec-isakmp

set peer 10.115.199.103

set transform-set myset

set pfs groupl

match address 101

!

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0

duplex auto

speed auto

crypto map MYVPN

1

interface GigabitEthernet0/1

ip address 172.16.0.1 255.255.0.0

duplex auto

speed auto

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.24.123.253

1

ip http server
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no ip http secure-server

!

access-list 101 permit ip 172.16.0.0
0.0.255.255 192.168.5.0 0.0.0.255

!

control-plane

!

line con 0

line aux 0

line vty 0 4

password cisco

login

line vty 5 15

password cisco

login

!

scheduler allocate 20000 1000

|

end

Cisco ASA 5510 O fER
LIToHAh%EFERL T Cisco ASAS510 #5%F L £,

ciscoasa# show running-config output
: Saved

ASA Version 8.2(1)18

!

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface Ethernet0/0

nameif untrusted

security-level 100

ip address 10.24.120.90 255.255.252.0
!

interface Ethernet0/1

nameif trusted

security-level 90

ip address 172.16.0.1 255.255.0.0
!

interface EthernetQ/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address
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|

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!

boot system disk0:/asa821-18-k8.bin

ftp mode passive

access-list ACL1 extended permit ip 172.16.0.0 255.255.0.0
192.168.5.0 255.255.255.0

access-1list ACL1 extended permit ip 192.168.5.0 255.255.255.0
172.16.0.0 255.255.0.0

access-1list 101 extended permit icmp any any

pager lines 24

mtu untrusted 1500

mtu trusted 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

icmp permit any untrusted

icmp permit any trusted

no asdm history enable

arp timeout 14400

access—group 101 in interface untrusted

access—group 101 out interface untrusted

access—group 101 in interface trusted

access—group 101 out interface trusted

route untrusted 10.115.0.0 255.255.0.0 10.24.123.253 1

route untrusted 192.168.5.0 255.255.255.0 10.115.199.163 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00
udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DfltAccessPolicy

no snmp-server location

no snmp-server contact

crypto ipsec transform-set MYSET esp-3des esp-sha-hmac

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

crypto map MYVPN 1 match address ACL1l

crypto map MYVPN 1 set pfs

crypto map MYVPN 1 set peer 10.115.199.103

crypto map MYVPN 1 set transform-set MYSET

crypto map MYVPN interface untrusted

crypto isakmp enable untrusted

crypto isakmp policy 1

authentication pre-share

encryption 3des

hash sha

group 2
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lifetime 86400

telnet 10.0.0.0 255.0.0.0 untrusted

telnet timeout 5

ssh timeout 5

console timeout 0O

no threat-detection basic-threat

no threat-detection statistics access-list

no threat-detection statistics tcp-intercept
username admin password f3UhLvUj1QsXsuK7 encrypted
tunnel-group 10.115.199.103 type ipsec-121
tunnel-group 10.115.199.103 ipsec-attributes
pre-shared-key *

!

!

prompt hostname context
Cryptochecksum:29c3cc49460831ff6c070671098085a9
: end

WatchGuard Firebox X500 DT
WatchGuard Firebox X500 # U E—k = b1/ L L TERETEET,

F: EHEARFIECDONTIE, BFLO WatchGuard Firebox R+ a1 4> hMESBL TS EE,
FIE
1 Firebox System Manager T. [Tools] - [Policy Manager] #:#iRL £

Policy Manager T. [Network] - [Configuration] DJE(ZZERL £

A=A REFEL. [OK| 27Uy I LET,

2

3

4 (72 3r) [Network] - [Routes] ZZ#IRL T, 774k I—FEJRELET,

5 [Network] - [Branch Office VPN] - [Manual IPSec] ##iRLTC. UE—hr T —bD A EHRELET,
6

IPSec Configuration ¥ 704 Ry & X T, [Gateways] =2 U v~ LT IPSEC Remote Gateway %% E
LET.

7 IPSec Configuration #4704 Ry 2 X T, [Tunnels] &4 ) v oL ThrRIIVERELET.

8 IPSec Configuration #4704 iRy 2R T, [Add] 22U v o LTI—FT4 >0 RU—%EEBMLET,
9 [FUL% (Close)] &y o LET,

10 FoRIVDEELTNSZ EZHERLET.

L2 VPN O#tE

L2VPN Z2ERdT 5 &, EHORERY T —2 (VLAN & VXLAN OiEiA) Z#hIBRICBEN/ZIBETICH > TR
RIDIENTEERT, K L2VPN G —NITEHDOT A FERETEEY, L2 VPN TlE SSL VPN AD k>
FUJICEoT LIRFREBATEHDHRE L2 v b7 —2 (VLAN & VXLAN OW73) ZHRTEET, W

VMware, Inc. 236



NSX E® A1 K

NAmZGHEL T 5 & T, Edge (FHNAMEREL IP 7 FLRICEITTESNSITRTONT Yy hEQ—HIT
V=T 4200l EDMBIRTOLDETY vy P TEET,

#EIFL2VPN £#RA LT, VXLAN £72(3 VLAN Lo TNy F o FEn/cT—o0— &, HEBNICENLES
FRIC—AVRICBATEDLDICRVET, £/ L2VPN(E 4508 7ONAFICHL TR, 7—o0—RK®
T7VT—=2a DBEDIP T RVREEEETIC. BT F VDAV R—REFTILODANZALERBLE
ER

14-2. L2 VPN ZERLEHY A FREITO VXLAN DR

————————————————————————————————————

SSL 9547k

TvFTIY RykT—4

VPOV E SR

@ NSX Edge NSX Edge @
VXLAN VNicVXLAN k524 vNicVXLAN +529 VXLAN
5010 5010
VXLAN ! ! ! ! VXLAN
5011 5011
B4k A: VXLAN THYF TSN =RybT—5 P Ak B: VXLAN TyF TSyt D—H

L2VPN 247> bBLOT—NE O—HIL BA EVUE—F B FTRVRUEINE S 70 v ZICEDWN
T ENSEWADYA DO MAC 7 RLVRERGLET, IRTDRBYL VDT T7HIN S T—D A0 774
TOA=IV =V EFERLTEICO—HIL TF— b Iz A [CEBREIND/ZH. EAFRAORKBLICEZ>TO—hAIL )b
—T A UDHEBEEINET., YA b B ICBEHSNARETS ODSDH, A A [TIRISNTWVEWL2 2 A >
NCTOoERATEET,

YA ROWTNHPL NSX TNy F 2 7INTWRIMEEIZ. TOYA TR R7A>0 NSX Edge 25770
A TEET,
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ROETIE, L2 VPN 3%y kT —2 VLAN 10 & VXLAN 5010 (2. ®*v T —2% VLAN 11 & VXLAN 5011 ([
JRLTWET, VLAN1O Ty YNz VM1(E VM2, 5. BLU6ICTIVEZRTEET,

14-3. VLAN R—ZXD 2y T —20%3FDIE NSX 4 bD. VXLAN X—XDx vy b7 —2%3%FD NSX 4
~ N DIRR

______________________________________

vV kD=9

S
TvFIY FukD—5
&

NSXRAVKET
7 HAEdge

©
s
s

Vi
NSX Edge
5010
VLAN 10 VLAN 11
VXLAN
5011
YAk A: VLAN T/AvF o JShizIE NSX RybT—2 YAk B: VXLAN T/\wH 5 &Ntz NSX RykT—%

L2 VPN DERE

L2 VPN &AL Ty k7 -0 £HIRT 5213, L2 VPN 4 —/% (¥ —4'y k Edge) & L2VPN 547>~
(V—R Edge) &##BRMLET. RIS, $—/NEU5A 72 bOWATL2VPN $—EREBYICT HBENDHY £
ER

AR

YT A —T 1A RXAMNSXEddge D S0 A =T 1A RTEBMENTWBRERHYET, 7 4%
— 714 ZADENMESBLTIEZ,
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L2 VPN ODRR N 7S5 4R

RAN 75054 A>T L2VPN 2B E T3 CHE UL—E2 Y, ping EMEDEERE) £EBTEE
7.

V—EYTEBRT 500 L2ZVPN OF 7> 3>

W—EYTEBRTSICE 2DDF T arBHUET, NSXEdge LIRE~ L > £514D ESXi KRR bCEE
355 NSXEdge L{REY> > ZERU ESXi RA MIERET 51T,

A7 3> 1:L2VPN Edge &R~ V& RIS ESXi KRR MNIERET 5586

183D ESXi "X b T® L2VPN Edge &< U OERM

TyvFT)oy

FETLORER— ~ 7Ty

[SE S L— b TS A

BUELBRHE—F
Eii39)

AB N Eop)

dvPortGroup dvPortGroup
0O vus OOoOono
N o

27
AVE—TzAR

1 Edge &RIEEY SV EMEROD ESXi KA TTF 7R/ LET,

2 Edge ® 3> NIC [CBEBERFSNERER— b JI—TDF - I/BKO0T7 I FA—NRUL—%
RDOELSICHRELET,

a [RETORER-KIEDVEIL—F] T A=—R NSV ITETVET,
b 1207y 7V oDHETIT4TELT DT Vv TV IERGUNAELTHRELET,

3 RETIVICEEMIONIDBR—b JI—TOF - IBIPTANF =N R —ZRDKDICE
ELET,

a EBEOF-—IVIRUL—ZEFATEEXT.
b #BOTIT4T TvTIVIERETEET,
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4 2 U R—h E-BREFRALT 527 VNIC TEERE— FEEMICTDHLDIC Edge ERELET,

b=
m  vSphere Distributed Switch #{#FH L T\ 31553, EERET— REEHICLET,
B RERAMYTFEFERLTN SV AV —T A REXZRELTNDIEAIE. BERNE—REFMICLET.

REBRA v FTEERNE— RBEHCHE > TWEIEEIE. EBERR—-MBERALTWVIWNT v U IMSEESH
BINT Yy RO—EPREBEINEFA, FRALTWEWT v TU DV ONSEERR— MIXEEINDZTRTONT Y
ZBARAYICHEZE T BH(ZId. ReversePathFwdCheckPromisc ZHFICL THSENICTIHENH Y T,

BEETHN\Ty bETO YT 5I2(F. NSX Edge pEiEE 7z ESXi @ CLI hSE\ERIE— RO RPF Fxz v o
EEMICLET,

esxcli system settings advanced set -o /Net/ReversePathFwdCheckPromisc -i 1
esxcli system settings advanced list -o /Net/ReversePathFwdCheckPromisc
Path: /Net/ReversePathFwdCheckPromisc

Type: integer

Int Value: 1

Default Int Value: 0

Max Value: 1

Min Value: 0

String Value:

Default String Value:

Valid Characters:

Description: Block duplicate packet in a teamed environment when the virtual switch is set to
Promiscuous mode.

[R—t ZI)V—7 (PortGroup)] €+ a2 U7« RU—T. [EERIE— K (PromiscousMode)] % [5FA] (Accept)]
M5 [EF (Reject)] ICEE L. BE [FF0] (Accept)] ITRL 2z T, REBFHDEFEZFNILET.

m F72 32 2:Edge £RIEYIVERLU ESXi KRR MIEEET 156

VMware, Inc. 240



NSX E® A1 K

2[R L/RR b TOH L2VPN Edge &R~ S > DRER

FEETORBAR— TyvITIvYy FEETORBR— TyvIILy
[SEDML— k IZEDM=L— bk

35

EEABEE—FK : 5

RB N

dvPortGroup
| 27

I_nﬁj:;'d) vaortGroup
kSvs T |_J CLThdnE
1AU8—TI4R NHYET,

a Edge ® h5 22 WNIC [CBEMFONNBR—F JI—TDF—I 0 IBXPT oA IF—/NKRU
—ZEZRDEDICHELET.

1 [RETORBEBR-MIEDNIL—F] T O—R NSV ITETVET,
2 1207y TV 0&ET7OT4TELT DTV TV OERGUNAELTRELET.
b REYIVICEEMTIONEZEFER—N IIN—TOF—I 58X T 4N F—NRU—ERDLD
ICRELET,
1 FEEOF—IVI RUS—%FERTEET,
2 FUOFT4TICTERTYTUCUE1DEFTT.

3 TOTATIRGYINADT v T U DIEFFREY S > OREAR— b~ J)I—TEHXLU Edge D 5
> WNIC B8R — bk JIL—TLRLTHIVENHY ET.

c YU R—bE-FREERATDZELOICISATVMIORS > 7O —> Edge Z2REL. bZ 20
VNIC F TEERE— REEMICLET,

oY R— bDOERE

NSX TEHE 95 NSXEdge # L2VPN 547> hELTRY M7y 75 E. —HDREMN NSX [CL-TH
BICRITEINET., RZ K70 NSXEdge # L2VPN 4547 hELTERY N T v T T 358 ZORE
FIEZFENTITOMLEDNHY ET,

VPN B4 FOWFTNNIC NSX 37704 SN TWRWMEE, TOH A MR R7E >0 NSX Edge 27 70
A$HZETL2VPN 2% TEET, XF > R7E>0 Edge 27704 51215 NSX TEEINTLVZWKR
ARTOVF 774V EFERLET., ZhiZkY. Edge Services Gateway 7 7S 4 7 AT 7OA4 Eh, L2

VPN 2547 FELUTHBELET,
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A& > R70Or Edge @ < > & vNIC % vSphere Distributed Switch (Ci##:9 5154, L2 VPN #Ee /A (CEZE ]
E-RFELEEI I R—bPLEBEICHRVET, BERE-REERTSHE, ping HEET HLDIHEDEET D
AEEMEDH Y ET, 2D, L2VPN DR% > k70O NSXEdge OFRETIF o R—k E—REFEHALT
<TEELN,

FIE

1 22O R-—bELTHERETSHZ>2 WNIC DR—ESZERELET,

a

b

vSphere Web Client (O« > LT, [R—4A (Home)] - [xv kT —% (Networking)] DIEICFEHL &
ED

NSX Edge D524 425 —7 14 ABEHELTNEHER—k ZI—TE2 Uy oL, [R— bk
(Ports)] &4 U v & LT ARBEY S VB LTV BR— FERRLET, RS20 A5 —7 14 RIH
EHFSNTNSR— FESEAELET,

FART - EWMELTEHT 25803 COR-MESEERALET.

2 vSphere Distributed Switch @ dvsUuid {E# &L £7.

a

b

3 #EE

vCenter Server Mob 1 —%— 4 >4 —27 4 X https://<vc-ip>/mob (AT A 2 LET,
[AZ (content)] 2o Uy o LET.

[rootFolder] [CEBESRT TSN > 0&ES ) v o LES (B : group-d1 (Datacenters)).,
[childEntity] [CEBESRTIFoNAZY o0& v o LES B : datacenter-1),
[networkFolder] (CBE&Eff(Fonz) o0& 1) v o LET (Bl : group-nb).

NSX Edge [ZBEE ST (F 5N 7= vSphere Distributed Switch DN 8RIER A v FRZDY o0& v oL
£9 - dvs-1 (Mgmt_VDS)).

uuid XFFDEZIE-LET,

TEAZET — 4 €W L TEHT 5553, dvsUuid (CCDEZFERLET.
ENTER— MIRBALRT I DBFET DD ESIPHERLET.
https://<vc-ip>/mob/?moid=DVSManager&vmodl=1 [CFEEHL £ 7,
[fetchOpaqueDataEx] #4 J v & L £ 7,

[selectionSet] &R v & X2, &D XML AHZBEYFFET,

<selectionSet xsi:type="DVPortSelection">

<dvsUuid>c2 1d 11 50 6a 7c 77 68-e6 ba ce 6a 1d 96 2a 15</dvsUuid> <!-— example dvsUuid ——
>

<portKey>393</portKey> <!-— example port number ——>
</selectionSet>

NSXEdge DhZ> 0 A 5 —T A X CWBLER—-FESE dvsUuid [EZFEFRLET.
isRuntime % false [CBELET,

[[Invoke Method] (Invoke Method)] &4 ) v o L£7 .
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vim.dvs.OpaqueData.ConfigInfo DIEMRRIN/ZHE. FALT—F €y MEFEELET. >0 R—
ERTTHEEIT, edit 2EEFEALET, vim.dvs.OpaqueData.ConfigInfo DEMNEDIZEE(E. > ¥ R
—NEBTETHEEC add BIEEFERLET,

4 vCenter Server EBMWRA Tz~ 7508 (MOB) T > R—bhERELET,
a https://<vc-ip>/mob/?moid=DVSManager&vmodl=1 (L& L £ 7,
b [updateOpaqueDataEx] #4 U v o L&,
c [selectionSet] {ER v & X2, D XML AAZBYRIFET,

<selectionSet xsi:type="DVPortSelection">
<dvsUuid>c2 1d 11 50 6a 7c 77 68-e6 ba ce 6a 1d 96 2a 15</dvsUuid> <!-- example dvsUuid —-

<portKey>393</portKey> <!-— example port number ——>
</selectionSet>

vCenter Server EBRA T o b TZOFMSEIE L dvsUuid EZEFERALET,
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d opaqueDataSpec fERy Z XT. KROWFTNHD XML AHZBEYFIFTET,

TERET—IDBBESNTNRWNES (operation 25 add [CHRESNTIRIBEE). COANEFERALTY
VO R—NEBHICLET.

<opaqueDataSpec>
<operation>add</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>

<opaqueData
xsi:type="vmodl.Binary">AAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA=</opaqueData>

</opaqueData>
</opaqueDataSpec>

KRBT —F LT TICEESNT\SIBE (operation A% edit [(CRESNTWNDEE). COAHZEFER
LTy R—hEFHITLET,

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>

<opaqueData
xsi:type="vmodl.Binary">AAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA=</opaqueData>

</opaqueData>
</opaqueDataSpec>

ZDANEFERAL T YO R—bEBEMILET,

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>
<opaqueData
xsi:type="vmodl.Binary">AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA=</opaqueData>
</opaqueData>
</opaqueDataSpec>

e 1isRuntime % false ICERELE T,

f  [[Invoke Method] (Invoke Method)] 22U v o L £ 9,

L2 VPN B —/\DHE
L2 VPN % —/\l3. 4547 > hOERETHSS —4 v k NSX Edge TT.
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FIE

6

[L2 VPN] 4 7T, [#—/x (Server)] #iR L. [ZE (Change)] €U v o LT,

[URF IP (Listener IP)] T. NSXEdge OHEA > —T A RDT 547V ERFEAV TV IPTRLR
EANLET,

L2VPN 4 —ERXDT 7 #J)V b R—b(F 443 T, HEICIELTR— M ESERELET.
Y—NEISAT Y bRDBEDIZODESET I T XAZERLET,

SSL VPN H—/N([CNA > R HEAEEZEIRLUE T,

EE: SSLEZEADL2VPN 38 R—FLTWSDIE. RSAFAZEDHTT,

[OK]Z2 U v o LETY,

EY ¥4 ~DEN
HWROYA N L2 VPN $— N ICBHTE T,

™
X -

FIE
1

2
3
4

YA hOBREELET HL. NSXEdge FEIFOEGEZ TN TUKL T, BEKELET,

[L2 VPN] 4 7. [L2 VPN £— K (L2 VPN Mode)] %5 [#—/X (Server)] [C/2o> T3 L& RBLET,
[v4 MERDEEM (Site Configuration Details)] T, [{Bi0 (Add)] 7/ a>&2 U v o LET,
E7 94 bO—ED&AFIEANTLET,

E7 Y4 bOFRICHERT 21—V -RENRT-REAALEY., E7 Y4 bOI-Y-REFEREI. 75
AT MIEBLUTHDILENHY ET.

[fRiRENi=4A >4 —7 = A4 X (Stretched Interfaces)] T. [V 7 4 >4 —7 =1 AD:#EIR (Select Sub
Interfaces)] 2V v o L. 9547 bTHREINEZY T A 05 -7 14 REEIRLET,

a [FA72zVbDFER] T, Edge DS 20 A5 =T 24 RERRLET,
5> WNIC TRESNIEY T A28 =T 24 ANKRRENET,

b #ERIZHT ALY —TzARETTINVII I LET,

c [OK]Z2VUvo L%,

2DO0A MTIRIEY S >ODT 740N = U A DPRLUHEE. [EARERELCT 25 —bD a1 TRL
X (Egress Optimization Gateway Address)] 7+ X b Ry JRIZTF—bD A IP 7 RLVREANLET,
INSDIPT7RLVRIFE. bZT74v02E2O0—AIVTIL—T 4 2 JFBHEP. bRIBADNS 74 v 0%
TRy T HBEICERINET,
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7 ATvar) HERFXYNI—ODL2VPN OSA4T7 8 Ty DERICHDIIRET VEFRERERY MU —
I DRA~Y L UPBIEZTOHEE. [FRLER Y b7 —2DFEME] (Enable Unstretched Networks)] = v
O Ry OREFERLES, 512, Z0BEZRC L2VPN b RIIVBHTIV—T I LET, FELRY T
Ty MEILVPNY—NITyv 2 L2VPN OSA4 7 Ty PEEEEORADERICHIHEENH Y ET,

feEZIE L2VPN b EER L. NSXL2VPN 5 —ERZFERAL T2 DT -4 — 44 hET
192.168.10.0/24 57 x vy b7 — U EHIRL TVWSHELET,

L2VPN =N Ty oOERCEF. 5220087y bHUET (& x(E 192.168.20.0/24,
192.168.30.0/24), 3EILRF Y T —UEHHMITT S L. 192.168.20.0/24 &£ 192.168.30.0/24 H Tx v b
LDRBT S M, HRFR Y bT—2 (192.168.10.0/24) L TL2VPN 2547 b Ty P DOERICHDIRIE
ROVEBETEET, ZOBEEIE RALU L2VPN b RIVBHTIL —T 1 SN ET,

8 HMIRFR Y MU ZEFMICLEBE. HRT TRy FOBAIEL TROFIEEITNET.

. RV TRy MBS L2VPN 25470k Ty DBERICHZHEEF. L2ZVPN Y —N Ty 2 TET (&
SATUR) YA hEEMTSEEC, HBERRY bT—0DFRy hT—0 7 RLR%E CIDREXTAR
LET, BHOFLERY bV —0ZANTEHEE. Fy hT—0 T RLVRAZEA VI TRYVET,

. RV TRy b L2VPN =N Ty 2 OERCHDHEEF. [FHLEERER Y b7 —2 (Unstretched
Networks)] F+ X k Ky 2 RFZADEEICLET. DEY, L2VPN H—NTHSA 72k (E7) ¥
A hZEEBMTHEEICE FRERY T —0DRYy bT =0 7 RUVRZAALIENWTLSZELN,
LIBTOBITIE, FERY 7Ry RS L2VPN =N Ty P0ERICHD=H. [ET Y4 FOBM T4 R
D [BERRER v b7 —2 (Unstretched Networks)] 7+ X b Ry Y XZZHDELICTHHENHYET,

9 [OK]#24Uv s LT, [EEDOHFT (Publish Changes)|#2U v o LET.

H—NETL2VPN H—EXRZFRICTS

L2VPN #t—EX% L2 VPN H—/\ (#—%"v k NSX Edge) TEMICT2HENHYET. 2D Edge 7 754
7 RATERAAEDEBREADHESE. Edge (CEHOREA V7 —T7 14 ADBBRESNTNDZLEZHERLET.
A= 2AARDB 1 DAL EURMICE > TERICERASNTWSIHEEIE. RLASA >y —T7 14 R ETOD
L2 VPN OFEEICKRBMLET,

FIlg

1 vSphere Web Client (cOZ 4 > LET,

2 [y brTU—=2&tF2)T7 1 (Networking & Security)] 22 1) v & L. [NSX Edge (NSX Edges)| =2 U v
JLET,

3 %7i%dD NSXEdge #47)Lv Uy o LT, [E (Manage)] - [VPN] - [L2 VPN] DIEIC#EEIL £,
4 [L2VPNH—EX XT—% X (L2 VPN Service Status)] D14 % [FHa (Start)l 22U v o LET,
RODRT T

A=y MIDT7 7 AT 04—V TNAT £/ET7 747 04— Ib—ILEERL T, 2547 T =N\
HECERTESLDICLET,
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L2VPN 547 bDRE

L2VPN 547> k& #—4v k Edge (L2 VPN ¥ —/\) LDBE£BLT 52455 NSX Edge TT
A& R70Edge # L2VPN 4547 FELTRETHLHTEEY. A5 K70 Edge % L2
VPN 25472 ELTRET 5 #8BLT LS,

FIR

1 [L2VPN] 4 7T. [L2 VPN £— K (L2 VPN Mode)] % [#54 7> k (Client)] IZ5%% L T. [£E (Change)]
#O0UvoLET,

2 ZDUSATUIPEETDZL2VPN Y —NDT7 RLREANLET, 7RLVRF, RRAMRELZIP T RL
RIZIHEYVET,

3 WELHLT L2VPN ISA 72 hOERELBDT 74V R—hZRELET.
4 Y-NEDBEDLOHDESET NI XLAERIRLET,

5 [EERSN/=4>4%—7 x4 X (Stretched Interfaces)] T. [H7 1% —7 14 XADE4R (Select Sub
Interfaces)] €2 1) v o LT, Y—NITHIREND YT A 5 —T 24 R&BRLET,

a [F72x0 ~DER (Select Object)] T. Edge D20 A v —T 14 A& ERLET,
522 WNIC TERESNIEY T A5 —T 24 ANKREINET,
b WRIZHYT A 5T ARETTINI IV ILET,
c [OKlZ2Uv s ULET,
6 FHBHZANLET.

7 [EhflE&E{tT S5 —~T A 7 KL X (Egress Optimization Gateway Address)] (. ¥4 7 4> —7
TARDT—bIzAIPTRVA FLEF S T4 v OB RIMBARTIZE—SNEWNIP 7 RLREASL
£Y.

8 (7 3ay) MERRYNTI—VDL2VPN Y —N Ty OERICHDIRIEYS >V EFHLERY NT—2D1R
BT UMREEITOBER. [BELERY b7 —2DFME] (Enable Unstretched Networks)] v & R
vOREERLET, 512, Z0@EEZRL L2VPN o RIERTIL—T 4 LET, IR TRy b
[T L2VPNH—NTv 2 L2VPN OSA 7 Ty PEEIEZTOMADERICHIIBENH Y ET.

feEZE L2VPN b rIVEER L. NSXL2VPN 5 —ERZFERAL T2 D07 -4 — 44 hET
192.168.10.0/24 471y b7 — U ZHIRLTWBELET,

L2VPN =N Ty PDERICIE S5I22DDF TRy MHYET (=& xI1E 192.168.20.0/24,
192.168.30.0/24), 3EIEFRY b= EFHIZT S L. 192.168.20.0/24 £ 192.168.30.0/24 T x v
roiRE< U0 HERY T —2 (192.168.10.0/24) L TL2 VPN =N Ty DERICHDIRETT >
CBETEET. ZOBEEIER. RUL2VPN > RIVBRATIVL—T 4 IENET,

9 HIRFRY MU ZF/MICLILBE. HRT TRy FOBAICEL TROFIEEITVEY.

. RV TR R L2VPN =N Ty P0ERCHBHEEF L2ZVPN IS4 T Ty DERET S
EEIC HELRRY U= DRy bT—0 7RV RE CIDREAXTAALEY ., EHOIEILERRY bD
—VEANTBHEE. FYT—0 7RVREA R TRYVET,
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n JHEY TRy RS L2VPN 95472~ Ty OB RICHIEAIL. FEERERY bT—2
(Unstretched Networks)] 7+ XA b Ry J RFZEBOEXRICLET, DFEVU. L2VPN IS4 7 > b Ty
COEMRRY FT =Dy T =0 7 RUVREATLGENWTLS LN,

AOBITIE, FRY 7Ry FDL2VPN =N Ty DBERICH DD L2VPN 9S4 T7 0~ Ty P %K

ETTHEECIFMRRY T —24E107T7192.168.20.0/24, 192.168.30.0/24 ZANT HHENHY F

ER

10 [2—Y —F##0 (User Details)] T, Y —/N\TRIASIND7=0D1—F —DiEEREANLET.
11 [5%# (Advanced)| # 7& 4o v o LET.

AV —Fy NMIEETIVEATERZWIZA47 >~ NSXEdge 70+ —/NEHTEET (F—/N)
NSX Edge [CT7 2 ZRTBHENH DHHE. [FTHF I HRE (Proxy Settings)] 2 8EL £

12 2787 0F BROHEENCT ST [EF2T7 TO0F > DFEME (Enable Secure Proxy)] % #iR
LET.

13 7A+> 4—ND7 LR R=—b, A—F—F& BLONRT—-REAALET,

14 S —/\FERREDOREZBMICT B(12(F. [V —/\GIBAED#&EE (Validate Server Certificate)] 2R L. &7
CAGIRREZEIRLE T,

15 [OK] &2 U v o LT, [EEDHT (Publish Changes)| =2 v o L&ET.

RORTy T

T7AT7 O —IICETBHA 7 —xv T, L2VPN Edge oA > =2y bAD NS 7 4y D7 O—1FFA]
SNTWBZEEHRLEY., 8%k R— I 443 TH.

9547 FETL2VPN H—EREBWMICT S

L2VPN ¥—EX% L2VPN 2547 > b (GX{ETt NSXEdge) THEMICTHHENHYET,

FIg
1 *{E5T NSX Edge Din&(d. [EHE (Manage)] - [VPN] - [L2 VPN] DIEIC#EE L £ 7,
2 [L2VPNH—EX XT—% X (L2 VPN Service Status)] D4 % [F& (Start)l 22U v o LET,

RORT YT

B USAT7VNEY—NEBECERTEDLDICTBICIE AT -y NMIETZT7 747 7 +—)UEIT NAT
FET77AT A=)V II—ILEERLET,

n BEOR-MII-TICLo>TNyFrITENTNS FS 20 WNIC 21K T 558(E. ROFIEICHE>T L2
VPN hS 74 v 0 ZFHTHEMCLET,

a [ExERBIE— R (Promiscuous mode)] % [FFA] (Accept)] ICRREL£T.
b [#AZin% (Forged Transmits)] % [fFa] (Accept)] ICEREL £

EEABRET— RBEELBELRXDOFEMICDVTE. VMware vSphere ® R+ 1 4> oD [vSphere Z# X
1y FORE] £25BL TSI,

VMware, Inc. 248



NSX E® A1 K

AR Rk70r Edge # L2VPN 4547 hELTHRET S

HIRT BT A D1 DBNSX Lo TNy F U TENTWVEWMEEE, X R70OY Edge £ L2VPN 254
TrohELTEDYA MTT7OATEET,

R k70— Edge @ FIPS E— REZZEE T 5154, fips enable < KE/(L fips disable av K
ZEALET, FHAICDOVTIE INSX AT R IS4 A7 —Tx2ARXR V77V R] 25BLTSESL,
AR

25V R7OYEdge D RS20 A28 —T 1A RDEGT BDOD RS2 o K-k Jh—TERENE LI,
ZOR— b IN—TDO—BOREEFHTTOLESHYET,

m ~S2 R—k F)L—Th vSphere Standard R+ v F LICHBIHE. ROBEETO>VENHYET,
. BREXEFWICTS
n BEERE-REFWMCTS
[vSphere xv b7 —2 74 Rl #5BLTEIL,

m 529 R—k Z)L—75 vSphere Distributed Switch (25 2154, ROBEZTOVENHYET,
. BELXEFYICT S, [vSphere Xy b7 —2 A4 K] Z25BLT/ZE0N,

m SO VNICDL Y R—hEFBMCT D0, EBERNE-RERMICT D, 220 R—bEFWMICTS
ZEEB<BEOHLET.

R&Z>R70OY Edge €7 704 Ltk >0 R—bDOREETOVENHYES, Edge D> >4 vNIC
[CERLER—PDOREELEETDIVENHDHTT.

Flg

1 vSphere Web Client 2R L T. JE NSXIRIEZE®E L TL\% vCenter Server [CEJ A Y LET,

2 [RA+BLVUZYSZ X% (Hosts and Clusters)] #:#RL. /5 XFERAL T, FAMTREGRAMERRLUE
ER

3 R&vRK70OYEdge AR M=)V BRI NEHEIY v LT, [OVF 77— brDF7O41 (Deploy
OVF Template)] ##RL £ 7.

4 URLZAADL. 4129 —Fv b5 OVF 7745 O—-RLTA YA N=/LT 0. [BH (Browse)]
0y L, R R702 Edge OVF 7 7 A VDS N TS Ea—5 LD T+ )L FIC#EL T,
[R~ (Next)] 22U v I LET,

5 [OVFTrT7L—hD#FH] R—T, 77— bOFRERRL T, [RN (Next)| €2 v I LET,

6 [BRIBEVT7AITDEIR] R—2 T, XF > R70OY Edge D&FIEADLT, TTOAEDT IV FE7=(F
T Y —ERBRLET, TDHE. [RN (Next)| €0 U v I LET,

7 [REV=—CDBIRIR=2T, T7AA4G 2577 —bD7 74V &8T5 FMERIRUET.

8 [#vhMI—VDBR|R—IT. FTFAALEF Y TL—FTERT B2y hT—2EBZELET, [RA
(Next)] 21 v 2 LET,

s NIV AVE—TzARE, TyvTIV2 0 A28 —T 24 RTYT,
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n SO AV —TzAREFERLTCIRT DR Y T —0DYTA 5 —T A REERLET, 2D
A0 —Tx4 R%&, EBRLIENS VO R—bk JIL—TITEELET,

9 [FUT7V—bDARITAXR]|R—=T T, ROEEIBELET.
a CLI®admin /SXXT7—k%& 2EBANDLET,
b CLI ZBHMICTBHD/RT—RKR2EANLET,
¢ CLI®root/XRT—KZ2EANDLET,

d 7y7U U IP7RVRE TUVT4vIORREANL. 723> TT 740 bT—bD 4L DNS
DIP7RVREANILET,

e REICERATLIESZERLET. IN(E. L2VPN B —NTERATIBSE—HTILENHY ET,

f  HAAME (Egress) DE&RBELZBIICT AICIE. 74 voBA—ANIII—T 4 IEN3T5—hDx
AIP7RVRDEYNSTavoBboRIVENLTTOVIEINET— oA IP7RUVREAAL
£7.

g L2ZVPNH—NTRLVRER=-PEADLET,
h E7 ¥4 bOREICERT ST -—RENRT-REZANLET,

i YT A2 —TAADVLAN (b>x)VID) (T, #ERT DRy T —2D VLANID ZAHLET,
VLANID (3. AYREPUTYR TS0, BEEZEETEET, £EXE 2,3,10-20 DL S (TEEL
£,

Ry h7—0%&R5 > R7O Edge ¥4 MRS BH1IC. Ry F7—2 0 VLAN ID 2ZET 5154
(X, %y FT7—2DVLANID £AAL. RIEMTEAL N>RV ID EAHLES, £EXIE
2(100),3(200) D& S ICAHLET. h3)LID (3. HIESNDFRyY hT—2%Ty ELIT 001
AEnEd, 270, by ID OBEREETEE A, DY, 10(100)-14(104) D &> ICIHIEET
EEtA. SHE. 10(100),11(101),12(102),13(103),14(104) [LZET 24BN H Y £ 7.

i A s —%y MCEET 2R TEA0NSX Edge 570+ H—/NMEHETY — R (H—/%) NSX Edge
L7 0ERTBUESHBBAIE. 7OFL TRUR, R—b, 2—¥—%. BLONRT—REAALE
7.

k =t CAZFATERHEE. TNE [BAE] 2/ aVICRUMITEIEDTEET,
I "~ (Next)| 2o UwvoLET,
10 [REDHER] X—Y TR 70 Edge REZHZEL T, [#7T (Finish)] 20U v o L&Y,
RORT 7
R R70O2 Edge RIEX S &NT—F 2 LET,
S22 WNIC DR—FEFEAEL., P20 R—bEFRELET., 200 R-rOREESTBLTILEE N,

RZR70YEdge DAY R SAY A5 —T 1A REFEALT. TOMDEEEZZEELET., INSX o< >
RIA2 A25—TzA4ARVT7 L2 R] EBRBLTES N,
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L2 VPN #fat D&K=
L2VPN DY =N Ty P& 45472~ TyVOmA T, brFIb RF—5 ZAORZE/NA MM ED L2 VPN
b RVEEERERRTEET.
FIR
1 L2VPN 547>k Ty SO#HEReERLET.,
a L2VPN2&S5A7> bk E—RTRELEZ NSXEdge £ 715 v o LET.
b [&H]-[VPN]-[L2 VPN] DIBICBEIL £,

¢ [broRINRT—HR o arvERRAL. [BF 742020 ) v o LT, brRIVERFERERRILE
ER

2 L2VPNH—N Ty o@stismesrlEd,
a L2VPNH—/NE—RTHEELENSXEdge 4751w LET,
b [L2VPN] X—JCBEILET.

c [UA hEREDEFH] £ 3T [L2 VPN #EHEHRDERTR (Show L2VPN Statistics)] U> o &20 ) v o
LEY.

L2VPN H—NATHRESNTWBZITRTOETH A FOMEHERNRTENET,
RORTy T
NSO A2V =T A RALICEREDRY T —0%&2KRRT SIZ(F. Edge O [EHE (Manage)] - [%7E (Settings)]
-[4 >4 —7 x4 X (Interfaces)] (CBENL. [#14 715D [~FZ> 2 (Trunk)] #0 U v o LET,
R E 7= VLAN DOHIR
L2 VPN Tld. EHOHRER Y b7 — 0 2B CHBN/ZIBFICHGRTEE T,
IR N7z VLAN (L2845 % 9°(C L2 VPN Edge 7 5353k VLAN BIB9S 5 (T1E &#1(1C VLAN ZHIR L.
RIZL2VPN 22547k (V—AXNSXEdge) & L2VPN H—/\ (#—%"v ~ NSX Edge) OfANSH T A
V=7 1A REHBRLET,
FE

1 vSphere Web Client T. [y FT—2&EFa YT 1 (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEICHEEIL £7,

2 NSXEdge €470V v o LET,
3 [E®E (Manage)l # 7&4 1)y & LT, [VPN]. [L2VPN (> L2VPN)] DIEICEEI L £7 .

4 [YA bREDOFHM] T HRENLEA VI —T A RERERL, 47 4205 —7 x4 RITEER (T 5N 7 VLAN
ZHIFRLET.

5 [L2VPN £—F (L2 VPN Mode)] & [ 547> b (Client)] (CE&EL. COVLANDY T A5 —T 4R
ZHIBRLET.
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6 [L2 VPN E— K (L2 VPN Mode)] % [#—/x (Server)] [CZEL. 20 VLAN O% 7 1 >4 —7 o 1 R&HIR

LEY.
7T EEERTLET,
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MmIEA— R NS Y

NSX Edge O— R NZH(F SARAMY—ERICKVERDOYI—NETRY T —2 S T714 v IVDAEREDE
LET. BROENNI—T—ICE2TEBMICHDLDIC. BFEV—ER UII R NEEHROY —/N\ETHEICE
ALET., ZOLDIC. A=K NSy PE T#ERY Y —REREORR, A)—Tv bOTRKIE. SEBEBEO
B/ME. BEFOERECRIBET, NSXEdge (. LAV —7 £TOO—R NS>V IERHLET.

O—R ASYL2IDEDIC. A (E2E/ATU v ) IP 7 RLRERBY—/ DTy MRy EY I LET,
O— K NS U348 IP 7 KL R(CkS TCP. UDP, HTTP, %713 HTTPS U4 T X F&Z(F AN, EDKE
Y—NEERTEDRELES. K— 80 E HTTP OF 7 4L b R— FTHY, HK— b 443 [ HTTP OF 7+
Wk K= TH,

A—R NSV IEHRETDHICIE. H5HLH. NSXEdge 1 Y RE V REEMESETHLEDBHYET,
NSX Edge @t v b 7 v 7OFMICDNTIE. NSX Edge EZEZSTHBL TS ZE L,

NSX Edge FEBREDE ICBET DFFMICD N TIE, FBAZDEREEZSTBL T 220,
NSXDoO—R NS> ITIEH ROEEZFIRTEET,

= JOba)b:TCP. UDP. HTTP, HTTPS

B FINTVRA:EBHFESTROES IPNAyIa. URL S/MERE

m AES-NI 7251 —232(2k% SSL Termination

m SSLT7UvY (U547 MM SSL + 5 —/\{3] SSL)

m SSLGIREER

m U547 bO#BIDIHD X-header %

m L4/L7 BZBEE-F

n EHEROY MUY

B AVTFURADEDIERDY —/N (T=)b A UN=) EBHEHICTED

s @EeMFzyvosnkiE (TCP, UDP, HTTP, HTTPS)

n HREEMTF v EZS—

n Tyl g UHERMRGER7S A - SourcelP, MSRDP, COOKIE, SSLSESSIONID

m UY7—ALAE—F
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A2242 E—F

URL pEEHA UG K

BELRNS T4 v OBBDEDODT TV — 3 b=

L7 70+ O— R NS0 TORARERY ¥ 3 ORI R— b
IPv6 D8 R—b

ENSTNa—T 4 TDrHOIED— K /NS >H CLI

NSX Edge Services Gateway DX TDY A XTHEMAFTEE, AFE NS 7 1 v 7 (2(3 X-Large F£/=1% Quad
Large Z&5&16HLET .

RO

NSX TlE. 727 —AE—F (FAFL E-REBFEINET) FL@FA2S542 E—F EBRBE-—REHBRIS
NET) D2DO0D947DA—R NSV T Y—ERERETEET.

NSX sgEEO—RKR NS0 : 4054 bARAD

A254y (FE@) E—RTE Y—NT7—AICETLMS 74 v 2IZx3LTNSXEdge 2314 >S4 (7 7R
AENET, BBE-—RTE. bST74v 2 70-FROED ICUEENET,

NEBOZAT 2 ME A= NS UHDBRETAREBIP 7RLR (VIP) TS 740y 0 %&XEFELET,

O—R NS4 (#Ha NSX Edge) (3. zist NAT (DNAT) D& ZERTL. REIP 7 RLREY—/N T 7 —
AZF7AAENEZ0WTADOY—ND IP 7 RLRICBEHRZET,

Y—NT7—LDZOY—NE TDISATMIPT7RVRIZIEEZELET, O—R NSUH(F @EIFY—
INT7—=ADTI7HIVE T—=Fr DA ELTAVTAVIITTAAMEINTWNSZD, N7 0 v oBBUO—
RNSUOHICK>TREINET,

A— R NS UH(EEET NAT 2270, REIP 7RUVREZETIP 7 RUVLAELTHIALT, b7 40v 2
ENEOSAT O MIEELET,
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W—F 4 2T12&2T
SIBDYY—REHE

Jx—X1 7 2 —X 2 (DNAT)
IP  DST 192.168.20.20 IP  DST192.168.1.3
z ; SRC 172.30.40.7 z ; SRC 172.30.40.7
TCP  DST80 TCP  DST 80
SRC 1025 SRC 1025
Jx—X4 7x—X3
7I'P|~“ DST 172.30.40.7 7I'P|~“ DST 172.30.40.7
Lz SRC 192.168.20.20 Lz SRC192.168.1.3
TCP  DST 1025 TCP  DST 1025
SRC 80 SRC 80

192.168.1.3
(BIRFEH)

VM

924728 F7ERLR NSX Edge
172.30.40.7 192.168.20.20 Services Gateway

IO

VLAN vip | (o= .:\A Wi
— AL YF

(VXLAN) 192.168.1.1

192.168.1.2

VM

VM

NSX S®BEO—R NS> 25 : D 7—A bROY

O 7—A (FAFY) E-RTIE B—MNS U2V H—EADBLELGRER Y MU — U (CEHEER T S NSX
Edge 7701 &N Ed.

NEBOZAT 2 bE A=R NSO DPRETBREIP T RVR (VIP) IChZT7 4 v 0 EXELET,

B—RNSUHE 2547 EDOOZELETO/NT Y I U T, 585 NAT (DNAT) &XETT NAT
(SNAT) @ 2 B30T RLUREMERTLE T, %85 NAT TE H—N T 7—AlCT7OA SN0V TAHD
B—NDIP7RVATREIP 7 RUADBEEHMAOSNE T, F/. XETNAT TE A—R NS Y BHKE
KTIPTRVRTOSAT7 D IP 7 RUADPEEMAONES., Y—NT7—LDSI5A4T7 MRS
ST 4von0—R NS Y EBEBBT DEDICEEIT SIC(F SNAT BRETT,

Y—NT77—LDY—/NIE SNAT #EEZBELC TA—RK NSUHFIChS T4 v 0 ERXRETHILICKVILEL
£,

A—R NS UHEXETERE NAT O —EXZBERTLREBIP 7 RLRAZREETIP 7 RLRAELTH]
BLT. b2 74 v 0ENROSAT7 2 MIEELET,
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Jr—X1 7 z—X 2 (DNAT+SNAT)
| DST 182168120 | DST18216843
SRC 172.30.40.7 SRC 192.168.1.20
‘oste0 ‘oste)
SRC 1025 SRC 4099
b J1—X4 b Jz—X3

SRC 192.168.1.20 SRC 192.168.1.3

SRC 80 SRC 80

192.168.1.3
(BIRFH)
192.168.1.20 VM
TCP 80
9547k TRLR NSX Edge
172.30.40.7 Services Gateway 192.168.1.2
VM
O X
RAAIF
(VXLAN) 192.168.1.1
VM

9347k

IP7 KLRIF
B EhL

ZDEICIE. RDODMEYIDNEENTNET,
m O—RNSUIUUVIDHEFE

m 77U —=3y 7O 7MILDEE
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n Y—EREZS-DEE

m N TIDEE

n (REY—NDOEE

m 77U 3r )—IIDEE

s NTLM 5 Z2ERAT S Web ¥ —nNoO—k NS> 25
m O—RNSHOHTTP #HEE—R

s NSXO—RNZUHEROLFYF

A—RKR NSV IDHRTE
NSX Edge A— R NS UHIERy T =9 bST7 4 v O EEROY—NIIHHTHZEICEY, UV —ADRE
FH. TEHZRIRL., YUY —REZNDHLTERATEDELDICLET,

NSXO—R NSoHE LAV —4BLNATY—TOO-RNS VT TP EYR-MLET., LT
—400-RNSUHENTY N R=XTERNRLEBETVET, —A. LAV=—T7T0-RNS>HEVT Yk
NR—RXTNYIIVRY—ERTHEERNZ 71 v 0 EBEZRITL. DDoS ZEMLE 7.

Ty N R=ZOEO—=R NS> JF TCPBXWUDP LAV —[CREXNET., Ty h RX=XDO—R

NZ 2 Ud HROEIECERESED/N Y 7 7 DERRIZITHOT, /Ty MUBR(EIRI N/ —NICEENT
v hEZEELET., TCPEXLUWUDP vy a»(E3O0—R NSO THIFIN, CNICKo>TE—TYy I 3D/
Ty EPR—Y —NCEESINET, JO0—/NIVRELEET HREY —NOREOHAT [T /€I L—23>D
BIE]) ZBIRTDZET. NIy M R=RODA—RK NSV TEFHICTEELT,

VT RX=R0OO—-R NS 203 VT M AI—T 1A XD EMICREEINE T, 1 DOEXKRITDNT,
93547 MARET—/NARD 2 DOEHEMSHILINET, T—/N\AROESE. T—/NEBIRUZRICHEIZN
F9. HTTP VoY b XR—XDRETE. A7 3>0 L7 WBAFERL CERREINZY —/NITEEFESNBEICT, T
RTDEKRNZ 1;.3*1&6’ HTTPS V4 v b R=XDREICDWNTIE 45747 > MARADEGRE T —/1NFAR
DEHFEDOVTNNT, RBIAFRDPZBEINET, Vv b R=ROO—-R NZ>2 > FE TCP, HTTP, LU
HTTPS 1&3*5#—/\‘0)77 IV EDE—RTY,

NSXA—Rk NS U HDEZLGHZTRDEEY T,

{REEH—

TTVT—=ary Y—EREWMFILLIZHBDT, IPT7 RLVR R—h AL BLOTTVT—2 3>
70774)b (TCP. UDP 72&) O—EBDHAEHETRENET,

H—N 7=
NI RHB=NOTI—TTT,

H—/N T—=)b A=
T=IADAVN=ELTDNY I R B —=/NTT,

Y—EX EZF—
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NIV R H—N\DOREURT —F ADKEA R EEEELET.

T7V—ary 7AazrAI
BEDT 7UT—3>0 TCP. UDP, v 3 i BLUOMBAERENEENET,

NI R Y—NEPRNIIEBBIVOEFT S0, O—R NANSoH(C/O—/NIIL A7 a3 & #8ELT, N
YOIV R B=NAUN=DY—/N T—)LEERL. T—ER EZY—ET—IILEBEMITET.

RICC 7TV —23> 77740V EERLT. 2547~ SSL. B—/N SSL. x-forwarded-for, v 3
UHERERE T 3 OXBEOMEEO - R NS UYICEELET. Lyl a  HFERETHE. EET
D IP 7 R R* Cookie 75 & DHFMENFELT DB BTOERIL. O— R NZ22 20 7T XLERTETIC. [
CT—=Ib AUN=[EEENET. 77U —2 3> 7O7 743 REY—N\&ETHIRATEET.

RIS AT a>R77V5—23 > b=kl LT 77U —2aYBEDRS 74 v VRBERELET,
EZE BHED URL P RRA MR ED—HICKY, BEDEKRERLD TV TRETLLSICERLES. RIC
T7VT—2a EBDY—ER EZS —EFERTHH. LAIICER LAY —ERXR B4 —&FERLET.

VEICIELT, LT IREBY—NOEELEEEE Y R— 2577V 5—>a3 > V—IVEERTBZEHTEET, 7
T)g—=ar b=l AT UVDYIVEZ ANvIDEE tXaUT a4 JL—)l. DOS RELZEIFERTE
3

REIC. =N T=)b. 7TV —23> TAT7AI. HOWBIBENET T T—2 32 V—IVERBERITS
RIS —NEERLET.

RABY—N\PEREZETEHEE. O-—RNSUI VT TITAVRATIET =V AVN—DREES VI L AT
— I AMEEINET, RIS, 7TV XARFEYET—ILEFEL T 1 DULEDAVN=ICNZ T4 v O EDEL
LET. T—Ib AUN—DREICIE. EH RKEGRH REXT S ALBEORENEENET., V1L R
F—# RCIF. WAEDER. ICEBRE, BEMF v IDRT—FRERBENSENET., HEHEZLELTIE S
DR OEY, EMFESUROEY, RMERE. V—XIP 7 RLX Ny, EHfEHRNMNERE. URL
URI. HTTP ANy & {ERTEET,

E7—VF. BEEMIFONZY—EX EZF—TERINET, O—R NS NT =)L AN-—DOFBEERET
BE. AVN—OIREER U] EX—0ENET, =N TS T—)L AUN—%EFIRTSHEE(2(F, KAE
W [EHEF] O —NOHENEREINET, Y—N T—)LIITH—EX BEZF—DPHRESNTORWNEEF. IXRT
DA IN=7 [#EmFP] THDHEHLTEINET,

F: O O-—RNSUYDORS TN a—FT4 0 0ERICDNTIE. INSX STV a—Fa>F 4 R] 258
LTLEEL,
m O—-R NSO H—ERDHRE

m H—EXEZS—DERK
Ry RNT=0 ST 4 v IDBEDIATDREEMETF TV I INSA—FEEETHICEF. T—EREZF—%
ERLET, Y —ERXREZI—ET—IIVERERMITRE Y—EX BZI— NSA=F([TH>TT—IL A
IN—IPEERENE T,
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m H—/N T—)LDEM
Y—NT=ILEEBML T Ny IIV R S—NEFEDODOMNENICER, £FTHENTEETH N T—
VIO —R NSUHORMAFREEERBTEIHDT. H—ER EZF—TREMF T v I NSA—YEEDRTE
3

m 77U —=3> 707714 IVDER

TV —2ay JO7rAIINEERTIE Ry NI =0 STy ODEB#EEEERILL. NS T4V
TR ELUBHEIC, EMICTOENTEET,

m 77U —= 32 )L—)LDEM

HAProxy X & ERLTCT U T —>a >y V-V EklddE 77UT—2a> hST74 v 0DBRELE
BEITDLENTEEY,

n  REY—/DENM
RIEH—/NE LT NSXEdge WERA > — 7 A RE BT v T O A 05 -T2 4 REEBMLET,

A—RKR NS H—EXDERTE

FlE
1 vSphere Web Client [CE &4 > LET,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v 2 L. [NSX Edge (NSX Edges)]| =2 U v
JLET,

3 [NSXEdge] &4 7)o Uy o LET,
4 [&% (Manage)] > [@— K /NS> (Load Balancer)] # 7DlEICZ U v 4 LET,
5 [#we (Edit)) 22U v LET,
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6 BAMCTHFTLa OBIIHDFIvs RyIREBRLET, O— R NSUHOIO—/NIVERE/NT A—
SERETEET.

FFTary 5REA

O—k RS H0EME NSX Edge B— K NS5 >9T, h574 v o0 &ARABY—/RICHBLTA—K NS>0 0T
=5L51CLET.

ToeSL—ar0RMHt EHCTDHE, FRTOEEIP 7 KLR (VIP) TL7LB TV S mEREnEd,

BMCTEHE REIPTRVRATIE LUEEALALBI VP A L7TLBIY Yy (R
BIP7RLVRADEKREICED) MMERENET.
RIEIP7RVABRET [T7oE25L—2 3 »DEM] (TE>TEY, Cookie Dty 3 i
B4 SSL A 70— RMFE SN/ AppProfile 72 & L7 FHED/AZ W L4 {RFE IP 7 K
L(F, BEdge 774 70+ —)LDRICMEBEINET., RAEIP 7 RLAANDT 7RI
Edge 7747 04— = IVEHEHY EHA., L. REIP 7 RLVADESBBE—R
TT7—=ILEFERLTWSBEE. SNAT L—ILOBENEREHFRIT 5/=%, Edge 7747 %
F—IVEBNCTDLENHYET,
L7 HTTPHTTPS R#8 IP 7 KL R ([7 &5 L — 3 »»EH] /=%, Cookie Dt v
T3 UHREE(E SSL 70— RERE SNz AppProfile 72 £D L7 3&%7) (4. Edge 7 7
AT —I)LORICWEEN, RIEEIP 7 RLVRICTIERTBCE Edge 7747 DA+ —)b
W=V SBETT,
FENSXO—RNSUHDBEREBIP 7 RVRATED LB T2 & ERAL TN S D EREE
T 5I2(F. NSX Edge CLI (SSH £7=(za> v —JL) T. [show service loadbalancer
virtuall &> av > R&ERFTL. [LBPROTOCOL [L4|L7]] 74 =)L REHRELET
os NSX Edge A— R NZUHIE hST74 v 00O ERELETS,
O LARMERAY TS DY AZa—PoBIRTEET, AJIE. BESN TS Syslog
Y—NICTVAR—rENET, £/=. show log follow a~x > REFEATZE A—R
NSV OUERRNTEET,
[FNy N FToarE[ER AT avE Iy RI—F—DBROOSERELET, [E
EATar [T5-]1F7var [EX]| AT aviE Ty RA—F-DBROAO T EIX
£LEHA, NSXEdge Dfl#IL~NIL OF%& [F/Ny J] £72(3 [1BH]] ICHRET DL A—R
NS oY b, vipe T—Ib. T—Ib AN—DFEFIERE 1 HTEICKHELET.
[FN AV F T avEREF[BER]| A7 a>TRATTSHE. CPUMNEEEN. RANT
4 v OBBBREICOTDICHET SRIEEENH Y ET.
Y—EXBAOFML O—RNSUHYT, =R N=FT 4 RV F-—DY—EREBRFETEDZLIICLET.
=R N=F 4 XRF—DO—- K NZUHY H—ERZZEROREICERYT 21583, /-
FF—DA—F NZUHDERESBLTILES,

7 [OKlZ2UvsLET.

H—ER B —DERK

XYRT—=0 STV ODEBEDIA TDREETF TV I NSA—FEEETHICE. Y—ERXR TZF—%ER
LET, Y—ERXR EZF—ET—IVEBEMNITDE U—ER B — RNSA—F T2 TT—IL A /N—ER
IhET,

ICMP, TCP. UDP. HTTP. 8XU'HTTPS £W\\2>, 5 DDF A THEZS—ELTHR—FENET,

FlE
1 vSphere Web Client (cOZ 4 > LET,
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10

11

12

[ry bD—2 &+ 217 1 (Networking & Security)] 21 v & L. [NSX Edge (NSX Edges)] 2 U v
JLUET,

[NSX Edge] €4 7)oV v o LET,

[ (Manage)] > [H— K /N5 > # (Load Balancer)] # 7DIEIC2 U v o LET.

HADFET—2 3> XRIT, [B—ERX £=4 YU > ¥ (Service Monitoring)] 22U v o LE T,
e (Add)] () 7A4avEsU v s LET,

Y—ERXR EZ4—0 [%&71 (Name)] ZAALE T,

(MR [24 L7 DK [RARTEE] (L. TXTDIATOREMF v I THBD/NSA—FTT,
HY—N&ETFX TS [ (Interval)] #MEMTADLET,

ZOMERE @B 3. EZF—DBNYIIT B H—NCEREZEETHHBMELVET,

[#14 L7 7Dk (Timeout)] ZEANLEYT., TNZTNDREEF v I T. Y—N\DPSDEEEZRETEDDL.
ZDIALT T NDEDERE (WEAL) LRERVET.

[BARITEE (Max Retries)] AL ET, ZDfEE. —NA\DEIESN/=HIE T SF1ICY —/N\NEZRI T S [E
HTT,

=& 23, [ (Interval)] # 5 #. [ 4 A7 7 k (Timeout)] % 15 #IZHRE L. [RAETEE (Max Retries)]
Z3MEIICTEHE NSXO-—RNSUOHEEHIELIINYII VR B—NERIELET. TNENOKREL T,
15 BLURICFELIZEED T —N\DPoRENIGE. BEMT v VORBRIZ [OK] IZ/EVET. €5 TS
B BRI [EX]ICHAVET., RARTLE 3 EORLMTF v I DERNBTRT [UIK] DFE. Z0HY—/\
1% [PIEF] &Ex— O SNET,

BEMF v VEREY—NICREETEHHEE. ROV TFU AZa—P5ERLES, ICMP. TCP,
UDP, HTTP. 8LV HTTPS &W\5. 5 DDA TNEZF—ELTHR-FINET, FriEEINAL 3
DNDEZH —TH 5 default_tcp_monitor, default_http_monitor. &L default_https_monitor 73, X
TAICHAAENTOET,

EZ4— 44T ELTI]ICMP] 8RR 254, thD/NSA—F(FEHINEHA, thD/INSA—F(FEDOEE
ICUET,
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13 E=4—0D% A 7IC[TCP] 2R L/IIBEIR. [EE]L [BE]L [TV/RT>o3»] D3 DDNFA—FZIBN

—F

a

b

Cc

RETEET,
REE (X7 ay): HEROBIBRICNYIIV R Y—NCEEFENDZXFIITT,

BE AT2a32): —HHKROXFIEANLET. ZOXFIE BEDNY T THEHD, £EFEX
NICHUET., RELEXFINZOERL—HITDEEDH. Y—N\DPEPHRELRLINET,

IVRTroay: #lBEZd— NSA—F% key=value R7EL T[TV RTYoaYy]|woay
[CAAILET,

feEZE TOVRT Y avE& warning=10 LIEET 5 &, =D 10 BLURNICKE LZWNEEIC. RT
— Y AMEEICHREINET,

IRTDIVRTaVEBZE. Fv U2 VS NFTRYSGBEDHY LT,

KR15-1. TCP 7O baIWDI I RT3 >

SR DHRERE L]

escape send XFFIE /(3 quit 3TFFIT, \no \ro . F2EF\ EFERTE
£9. send A7 avELE qUit AT 3 DRIICIEET 54
ENHYET, 774/ b send ICEABHEMEINEE A, quit
DFEIC\n\n BN NET,

all FTRTD expect XFFNNBY —NIEECEENTVWLILEDNHY F
3. F7A4I)MEany TT,

quit=STRING EROESERT ZBIAT 57202, Y —/NITEET S3F5,

refuse=ok|warn|crit OK. &, EART—Y AT TCPETEZFANET., T 74/
~ (& crit T,

mismatch=ok|warn|crit OK. B, EART—F AT, BEENLIXFINDOAR—HEZT

ANET., F74)NE warn TY,

jail TCP VT y P oDHANEIFFRRICLET,
maxbytes=INTEGER BEHLUVZONA MEEZRET DL EREFLET.
delay=INTEGER XFIDEENPSIREDR—) » VETOFLEE HE).
certificate=INTEGER[,INTEGER] FEAEDOR/NEMERE (BH) . RMDERIEERT—F XL TOH

. 2EEDERBERRT—FRAETORH FBESNENSEE
).

o

warning=DOUBLE

i

ERF—H RIHBIEEEE )

critical=DOUBLE BART—H R D ERRE )

14 =4 —D& A 7 [HTTP] £/21& [HTTPS] 2R L 25813, ROFIEEZRTLET.

a

b

Cc

HHE (72 3>)  [HFHE] 2o a3 v TlE HTTP EEDRT—F RITC—HTHEE2EZF—18
HHFT2XFINEANLET. CNEAVIRPUDURMTYT,

=&z 1E. 200,301,302,401 LEEELET,

FHE FT72ay): ¥Y—NORT—HRERET DA EERAYTII Y AZa— ([GET]L
[OPTIONS]. %73 [POST]D) MoFERLET,

URL 7+ a>): GET £/(3 POST 2%179 % URL ZAALEY (T 74V RE 1D,
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d POST *AVvy REZIRLABEE. [R—I/LE (Bold)] €& 3 >ICREINDT—YEASTLET,
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WEANBT—HTLIXFIE. [RE
HBM. FRFEXAICHYET.

(Receive)] £~ 3V ICAALET., ZOXFIE. IEEDNY ST

[HEiHE] €02 a3 > DOXFIIN—HLIBEWSEE, EZ5 -3 [RE] ODRBTLO—HZEHITLEEA.

IVRTroay: #lBEZd— NS A—4% key=value R7EL T[TV RT Yo ary]|woay

[CANILET,

feEZE TOVRT Y avE& warning=10 S1IEET 5 &, =D 10 BLURNICKE LZWNEEIC. RT

— Y AVBEICRESNET,

IRTDIVRTraVERBZE. Fv U2 U NFTRYSGBEDHY LT,

£ 15-2. HTTP/HTTPS 7O FaLNDI VRT3 >

SR DHRERE

no-body

ssl-version=3

ssl-version=10
ssl-version=11
ssl-version=12

max-age=SECONDS

content-type=STRING

linespan

regex=STRING £7/=13 ereg=STRING

eregi=STRING

invert-regex

proxy-authorization=AUTH_PAIR

useragent=STRING

header=STRING

onredirect=ok|warninglcritical|follow|sticky|stickyport

pagesize=INTEGER:INTEGER

warning=DOUBLE
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L]

REFa AV PDRIERFLEN: Ny T DFHFAHERICAWEEFIE
LEd. ThTH, HEAD T(F7x<. HTTP GET » POST %
TIHIEICERLTSEE,

SSLv3 &7 % SSL N\ R oA v &HHIHICRITLUE T,

BeWF v £ 723 >7T. SSLv3 & TLSVI (FF 7 4L T
EHCIEO>TNET,

TLS 1.0 2R % SSL N\ Rz A U &BEINICERTLET,
TLS 1.1 2R 5 SSL N\ R A U &BBINICERTLET,
TLS 1.2 (A% SSL N\ R A U &BBINICERTLET,

R4 b5 SECONDS LUHWNEERFESELET. HiEE.
N0BZEF 10m, KEOHBEE 10h, BOBHE(E 10d DEXTE
EITHILEHBTEEY.

POST MU' LT Content-Type Nv & —DAF 47 47
EHEELET.

ERRFTHRTLSEHATLEY (r £L2EF-R IVEICEES S
DEPHYED).

ERRBONFINER—JTHRRELET.

ERRBONFINER—JTRRELET (RXFNXFRRFEH
FHA),

RomhiE CRITICAL &L, RO ST OK 2 RLET,
EARIAEEAL TS 7OFS —NEQI—H—F : /XRT—
R

User Agent &L T, HTTP ANy 4 TEEINHXFFI.

HTTP Ny ¥ TEEENZZDMDS J, BIMDAN Y & THEEHE
ERTEEY.

ALY~ R=2DEBFE, sticky (£ follow (CEITWEF
MIEESNEIP 7 RUVREEELET, stickyport TlxE s
2. R=FDPREILTHDLEERLET.

BERRNR=2 A4 X N B) 1 BEBEAR—D 14X (N
108

i3

EERT -5 RTIEBICERR (1)
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#£15-2. HTTP/HTTPS 7O LD I VRT3 (#&)

ES R DILRIEAE HtEA
critical=DOUBLE BERRT—F RIEBIEERRE (7))
expect = STRING AVIRYPYDXFIID Y X RT, a<EHZDS5ED 1 DY

—NEBEDRYID (RT—FR) {IICRBHEEBELET (T2
)V MEHTTP/ TF, I§ELAEBE. TOMITRTDRT—F X
TOOPy Y (3xX. 4xx. 5xx B/ E) FRF v TENET)

string = STRING AVTUYICEESNDSXFI,

url = PATH GET %73 POST %1795 URL (ZZ7 4/ bEF /D).

post = STRING HTTP POST 7—4#I>a— K95 URL,

method = STRING HTTP AV v K (HEAD. OPTIONS. TRACE. PUT. DELETE
HE) ERELET.

timeout = INTEGER BENTA LT U NIIEDETOBE (FT74IME 10 #),

header=Host:host_name -H host_name --sni host_name (&, B¥EARR hEEZ(EHRR ~D FQDN T,

REBRANZEICEARDY —ER EZ4 —2ERL. K —EX E
Z & — Y —/NAER (SNI) HREEEZ ML £9.

£ 15-3.HTTPS 7O baINDIHI RT3V

EE1R DHLIREEE L]
certificate=INTEGER SRREOR/NEMEE (BE). R—FESOT 74V ME 443 T
. ZOF T avEERTSE URLIEFzvosngEta.
authorization=AUTH_PAIR BERTFZEALTOWS YA b LEOI—H—F : NRAT— R,
ciphers=’"ECDHE-RSA-AES256-GCM-SHA384’ HTTPS &M F v/ CERASNIBEERRLET.
15 E=4— 44 7L L TIUDP] #:&#iIRT 2155814 ROFIEERITLET,

a *E (WA - BESHEISNZETNYII R Y—NICEETEHXFINEANLETS,

b =& WA NV IIVRY—N\DPoZETEHEFEHEINIXFINEANLET., ZIELEXFIINID
EELE—HTIEEICOH U—N\DPBEHRELRLRINET,

F: UDP ®E=Z4—TIRIVRTFroaryPUyR—rEShFEHA,
16 [OK] =2 U v o LEd,
RORTY T
Y—ERXR B LTIV EBEMITET,
H—/\ T—)LDIBN

B—NT=I)LEZBMLT, Ny IIY R S—NEXEPDOVENICEER, HETHIENTEET YN T—)L(F
A—RNSUHORHAEEEETDHDOT, ¥—EX EZF—TREMTF v I NIA S EERTEET.

FIE
1 vSphere Web Client [cE 44 > LET.
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2 [®rybT7—0&EF27 1 (Networking & Security)] #2U v & L. [NSX Edge (NSX Edges)| &2 \J v

A%

3 [NSXEdge] &4 7/)No Uy o LET,

4 [&% (Manage)] > [@— K /NS> (Load Balancer)] # 7DIBICZ U v o LET,

5 Eloresr—ar

INFIVT, [F=) (Pools)] &40 wv o LET,

6 [&f (Add)] () FrarELUYHLET,

7 O—RNSUY T-)LOZARIEHBEAALET,

8 BMILAEY—ERILICTIVIY XLREREEBIRTEET,

FFoa>

IP-HASH

LEASTCONN

ROUND_ROBIN

URI
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HE8

FEETIP7RLADNY a2, BRUORTEINTOEITRTOY—NDEHDEETICED
T, Y—NEBIRLET,

ZDATa T ZILTYXLADISS A —F SEHICHAVETS.

P—NOBRFOEGLHICEDNT, /5347 2 hEREEHDY—NICEFELET,
HLUWEREL, EREOSRODEVNT —NICEFESNET,
ZDATL 3> TlE TIVTUXADINT A= (FTBHICEVET,

B —NE BWHTOENTNSER(CHE> TIRFICERASNET,

INEF. Y—NOUBERBENENLELC/RDHEIC, ZROABTAFLETINITYXAT
ER

IDAT 3> Tl TIVITVRADINS A= (FEHIC/EVET,

URI OERIDES (SRR ORIOESD) 3/\y > adh, RITPOY—NOEHEHKICLST
RESNET,

BERICKY, BREZETHDY—/\PEESNET, INICKY, T—N\DBEFHLIZVFELL
72U LW RY. URI BODHRLYT—NICEEFEENDHLDICLET,

URI 7V TU XL IRFTA=F(2IE 2 DDF T 3>~ (uriLength=<len> .
uriDepth=<dep>) B3H U ET, RED/NSA—HDHEHET 1<=len<256 T . RED/X5
A—& DEF(L 1<=dep<10 T,

RIERIDNRTA—F(CIE. EOBHMSHEEET. InNs50A T a>TlE. URI OFID
BADIHCEDNTH—NDRBEZFTOIENTEET, REONAT AL 7IVTUXA
M URI DRVIOBRICERZESNEXFLRTERREL TN Y 220 BT 5 EERLET,
BEDNFA=FF Ny PaDHEBILERESNET A LI M) DRADREEEZRLET., E
KICEENDERZ v a1 DOLNINELTHASNET., MAD/NKTA—FPIEES
NTWBBEEF. WITNDPDNTA—F([CELZEE(FHENFLELET,
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FTFa>y

L

HTTPHEADER ZHTTP ZXTHTTP Ny ¥ —20OBREBITONET.

URL

hyaATEENLAY S —4E ACL @ hdr() Bigh & RERICAXF L NXFBRBISNE S
lo N T =P, FEFMEEZEATWVRWMEEE, SOV R OEY ZITUXADBBERE
nEd,

HTTPHEADER 7L I U XA XS A= DA T 3 (3 1 D (headerName=<name>) T
¥, 7=z&ZIE. host # HTTPHEADER 7V JU XA NSA—FELTHERTEET,

BlHICiEEESND URL X5 4A—%13. & HTTP GET ERD 4/ T U XFIIRNTRESNE
ED

INTA—GDEBAHICESD = LENREHZE. TOEB/N\NYaZh, RTENST—NDE
HDEHTEOSNES., BRICKY., BEREZETHH—/N\MMEESNES., COTOER%E
FALTEKICEENSI—H— ID MBS, Y —/NDEEE/Z(FEIEDIEZ S7TORY.
BICRALI—Y— ID BRALCY—NICEEEINET,
EEEEFNTA—sPREEINGENEEE SOV R OEY ZILTUXLBBEREINET,
URL 7IVTU XA NXZA=5DF T 372 1D (urlParam=<url>) T3,

9 AT 3r) [EZ#— (Monitors)] ROy 740 AZa—h6, BEDT 7 +IVNEREHRILADEZS
—ZEZ2RLET,

10 AN—%T—)LITEMLET,

a [EM(Add)] 7Aa> (W) 24Uy LET,

b H—NAUN=—DZFIEIPT RVREANT B, £/(E [E4R (Select)]| €0 U v o LTIIV—T F7
IV bhEEUHETET,

i

IP7 RUVARTIRGLKIN—T #7220 EFERT 3HE1E. BIRET T > (C VMware Tools 731

YAR=ENTWSD. BWEIP 7 R Ri&HAE (DHCP XAX—E>YJ ARP AX—-E> Y. %I
[FZEDOWEA) BRESNTVWDSIHEDNHYET, FHBICDOVWTIE REY VD IP 7 FLRGHESRL

<

EELN,

V=T AT o M3, vCenter Server /=13 NSX DW\FTNHTT,

C AUN—DRT—HRXELT[ER (Enable)]. [#Ex) (Disable)]. £7/(3 [kl A > (Drain)] Z2#RL £ 7.
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[KLA > (Drain)] - * > FF Y AD=o, $—NEEZHFIETHRENCS v IV LES, T—
WAYN=%F [RLAV] [CERETDE O—R NSV IDOENYIIY R H—N\DHIBRENE
T, ZOY—NFE 547Dy L 3 AEFROBRGEER/ZEIROEREICIIERTEEST. B
LA VIKETEMEST 2y 2 a VEA LR, RETIP 7 RLADE Y L 3 UH##F. Cookie DiFA.
Cookie ND T 7 4w RDEMTT,

Z: NSXEdge TERAIAMREZAMCLTENCTEHE XETIP 7 RLADEY 2 3 VH#EFT
F. By a L RLA REDERENET,

% (Enable)] - 4 —N\BASFF LR E— RHSERE— RICHUEBDY ST, T—IL A2/—0
KEEIL, [KL A > (Drain)] £7=(4 [#%) (Disabled)] T#H 2 BEHHY £,

[#3) (Disable)] - B —NEALTF R E-FDXXICAVET,

E T AUN—DIREEZE [ (Disabled)] /5 [R Lo > (Drain)] ICIZEETEEHA.
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d AUN=DBEST74v0EZETHR-—bE AUN—DPESEEZERT S ping 22EFTHERR— bz
ANLET,

BE T 2RIV —/NICR— FEEEMSRESINTNSEHEE, R— bOEIE Null IRV ET,
e [EH|twoiavic. COAYN—CEIUSTENS T4 v ODEIREANLET.
f AUN—DPUEBTELIRARBEGEHEADILET.
ZEEKRIE, RABEBASEF1—ICANON, EBEEDEBHINDIETEHFELET.
g AUN—DEICRFANS R/ FAREREREAALES,
h [OKl&2UysLET.

11 [BEi@# (Transparent)] £2IRTBE. V54TV M IPTRLVRENY STV R H—N\THEATESHLDICH
VET. HMICONTIR 15 EHEO-R NS UHESBLTIES,

FI7AIMETHD [BEMN] #BIRLIENE, Ny IIVRY—NE FST74vIDRETIP 7 RLRED
—RNSUHOREIP 7 RLRERELUET. [FBEM] £2:28IRT 558, FETIP 7 RLVREREDS A
TUoMIP7RUVRIZEY, BYU/NTy MTNSX Edge 731 REBHIESIC(E. NSXEdge 2577+ /L
T—hUzAELTEETHLENHYET,

12 [OK] 22U v o L%,

TTVg—23> 7A774IVDER

T7VT—2ay TA77ANEERTSHE xRV bT—0 RS T 4 v VDEBBREEERIEL. FST v OER
RV EXUBEIC, MERNITTS EDTELY,

BEDIATDRY bT—0 ST 4 v ODEEEEET HICE. TV Tr—2a3> 7O 74 IVEERLET,
TA77ANERELELS, REY—/NCEEMTET. BEMFONARBY - A7 7MIVIHEEES N
BICE->ThS 74 v OVENEBLET,

FlE

1 vSphere Web Client [CE &4 > LET,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)]| =2 U v
JLET,

3 [NSXEdge]l #47)oU)v o LET,
4 [E®E (Manage)] > [O— K /NZ >4 (Load Balancer)] # 7DIEICZ U v o LET,
5 EBDFET—ar XXRIVT, [T7UT— 3> 7A774)L (Application Profiles)] #21U v 2 LE T,

6 [EM (Add)] (¥) ForarEsUvHLET.
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7 7A774)DEEEANAL. RAY TSI I AZa—Po A7 7AIWERDOMRELB NS T4 v 4

TEERLET,

cS5T74v0 547 YR—FENBINR—ZATUR AV YR

TCP *E7T IP 7 R X, MSRDP

HTTP Cookie. #fETT IP 7 LR

HTTPS Cookie. SSL v 3> ID (SSL NRRI—mFH . #ETIP 7 KL X
uDP EETIPTRLR

8 HTTP hS74voDUSAL o MEEISB URL EANLET,

F=EXIE ST 4 v 0% http://myweb.com 5 https://myweb.com ([CERETEET,

9 JA7FAINDN=RTUVRIATERAYTI T AZa—PSIEELET,

IN—VRTFVADBEICEKY., 9547 MERENEBLUEFBED T —IL AUN—T1RE vy ay T—4H
B SN TRESNET, £/ ALty aryFrdgmEotyarTlE 2547 FERBELC T
AVN—=[C)FA LI FENET,

V247 b THEDYA MIMHTT VR TBEIC. —ED Cookie ZiEBAL Ty 3 »a#AlT S
(213, [Cookie] D/IN—L AT REFEIRLET,

ZDEDEKRT Cookie NEREN. BUEY —NNDEEHSHEIFENE T,

BETIP 7 RLRICEDS\TEy > 3V &BHT 524, 2570 IP (Source IP)] ©/S—> A5 2%
BIRUET,

OSAT7 RIS EERT RVADT 74 ZF7 4 DIN=2 ATV REYR— b DRET —N\NDEREZE
KETBDE O—RNSIUHE ZOOTAT7 2 MMIURHERLAEDED DERERL, ERLALZ DD
F ZDOSA4T7 2 MERLT—IL AUN—ITRUET,

Microsoft Remote Desktop Protocol ((MSRDP]) M/8S—2 X7 X% #iRT 5 &, Windows 2547 >
bt &. Microsoft Remote Desktop Protocol (RDP) 4t —ERXDBRITENTWS Y —/N\EDty I 3 &#
HTEET,

MSRDP X—2 RF U REFEMCT B7=D#E L F U F (L. Windows Server 2003 F7=(3 Windows
Server 2008 22T L TWAAUYN—TEHREINDZO—R NS0T T—I)L&EEKRL. TZTIRTD
A N— Windows 25 X4 (CEL. Windows £y a3y T4 L MJICBMTDELDICTEHET
ER
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10 Cookie 2%& AAZ1L. Cookie DIFEAICERT 5E— REZERLET,

FTFa>r RiEA
BA NSX Edge %% Cookie %5 L £7.
H—/\H 1 DL LD Cookie Z%EdT5E. 2547 MME 5 1 D Cookie (H—/\D

Cookie + Edge @ Cookie) #={ELEd. ¥ —/\4 Cookie ZX(FEL/RWEEIZ. 7541
7 > % Edge @ Cookie #Z{ELE T

TUT4vOR U547 SEED Cookie £ AR— L TWEWMERR, COF T av&BRLET,

Er ITRTOT S UYL BEHD Cookie 2% (F{F(FEF, 1 DD Cookie D&H%EHYR— K
THRERISAT e ERLEERT7 7Ur—2a aERLTWS54. Web —\(%
Cookie Z@E@YXELET. NSX Edge (£, #d Cookie 15HE (FUT71voREL
T) H—/\D Cookie {BIZIEALEF. Zd Cookie MHEMEN/zEM®(L. NSX Edge 15+
—NISEELEEECHIBRENET.

T7Vo—artwyiar H#—/\(% Cookie ZZEELEHA, TORDYIC, —¥— v a3 EH%E URL £LT#
ELET.
/=& z 14, http://mysite.com/admin/
UpdateUserServlet;jsessionid=0124B9ASD7BSSD 155 N 5154, jsessionid 78
A-—HY— Ly a ERTHY. ELN—RATFVADEHIEREINET., FS T a—
TAIDEDIT, TTVTr—23> K=Y RFVRADT—TINERDZEETEERA,

M N=2RT UV AOENEBEHWEMTADLES, X=X T AOEMEPEDT 74V ML 300# (54) T
T "= RT VR T=TIDOHAXTIEHIRDBH Y ET., 4 LT7 0 MEDKEWNGE, N7 14 v IDPKE
[CRETDE N=—RT VA T=TIUPT<ITOW(EVNCHEBAIEEDPHVET, N—RTRT—TIL
MO ENCTHEEE LW MUAEZIFANSZD, ZOEVI Y MUDEIBRINET.

OA—RNSUHDON=2RTF VA T=TIVCE ACT=IL AUN=IZO0SA47 > FERBEGESINZZ L%
RRERLAEI Y NUDIESINE T,

n SAATONIBEACRALCISAT7 Y bOoHUIWMEREREZELLEN O IEE. N—2 ATV ADI Y
b UIRERRRYINIC/Z Y, BIBRENET,

n SAATONIBEACRALCI A7 b DoDOFHLWEREREZFE LGS, /30Uty hEh,
O5A4T7 2 hBERPBRT 4 vF— T—Ib AUN—TXEEINET,

B YALTTUNIBDSEBTDE. O—R NS0T 7T XATEYHTOENET—IL A N—(TH
LIMERERDXEINE T,

L7O—R8 NS> 2D TCP T #FETXTIP 7 RLVRICK BN ATV REFERT ST YA T —EH
BICHIRD TCP #HR S/ WaE. BESRP CTHOTON—V AT VR IV NIBSA LTI RLET,

12 (A7 a>) HTTPS h3 74 v o077V —2a> 7O7 74V EERLET,
RO HTTPS b2 74 v o Ny —=VPHR—bENET,
m SSLATZO—R-0547 >k ->HTTPS->LB (SSL ##7T) ->HTTP -> 5 —N
m SSL7O0#%>-40547 >k ->HTTPS->LB (SSL ##7T) ->HTTPS -> 4 —N
m SSLNRRI—-0Z547 >~ ->HTTPS->LB (SSL ##£7) -> HTTPS -> H—/\
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13

547>k ->HTTP-> LB -> HTTP -> #—/%
(F7< 32) [X-Forwarded-For HTTP N v #Di&EA (Insert X-Forwarded-For HTTP header)] £ 2R
L. O—RNSUHEBE LT Web Y —NITHEHRT 2547 FDORETIP 7 RV RAEHETESLD
CLET,

[t —ERFBAZDHTE (Configure Service Certificate)] 2R L. [{RIBH —/\5EBAZE (Virtual Server
Certificates)] # 7. #RAAIEE/AY —EXFIAE. CAZIBBE. BLUVO—R NS HEDISA T~
oD HTTPS bS5 74 v OV DRTICERT HFAERHY X (CRL) ZEIRLET,

hid. 547>k -> LB 0D HTTPS OBRICOHLETT,

(F72ar) [7—IVEID SSL mFZNE (Enable Pool Side SSL)] #2#RL T, O— K NP ENY
IR Y—NOEOHTTPS BEZBMICLET.

7—I)L ¥4 R SSL #FAL T, End-to-End @ SSL #5/ETCE£7.

(F7vay) [Y—ERFBEEDHRTE (Configure Service Certificate)] #2RL. % [/ —/LEEBEE (Pool
Certificates)] # 7T, #—/\mpoO— K NS HEFRIT H/HIERAT 2EAREELRY — EXFRE.
CAGIMAE. BLUV CRL ##RLE T,

niE 25475 ->HTTPS -> LB -> HTTPS -> H—N\D/N¥ =V DFEICOILETT,

NSX Edge O— R NS 5 I(2ER5ER (CA) fEBAE &L CRL WM TICERESN. Ny II VR F—N\hod
—ERFAAELRET HVEDNHHHEEF. Y- ERFAAFLERETEET, Foo Ny II VR -1
O— K NS YD —ER EBBERIET HUENHHBEIC. SO T3 EFRLTA— K A5
YERAEENY I IR H—NTRETHIEHTEET,

SSLTLS N Rz A UBICHR T I — bENBEETIVT Y XLFLEBBESRA - E#RLES. BHO

ESZIEMNTHHRCE. 382 (1) TRV ET.,

TWBILZEWRELET,

RISTRY. AREFHDESAA —hEERTEET,

ERFADIEFIC 1024 £ bLUED DH F—08FN

S 0E

DEFAULT
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
ECDH-ECDSA-AES256-SHA
ECDH-RSA-AES256-SHA
AES256-SHA

AES128-SHA

DES-CBC3-SHA

VMware, Inc.

BESD&HE

DEFAULT
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA
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14 U547 b RAECBRATHIPMEICKET 20E. FAVTIOY AZa—DPoEELET.

WIBICERE LGS, 9547 bE. BXRELENY R A oDBPEENE. SAZSZRMBT 2HLEDH
UET,

15 [OK] 22U v o LET,

77V —=3 > )b—ILDIENN
HAProxy X &#BLTT 7Us—>ay h—VEERT2E. 7T7UT—2 3y 574 v U DRELERET
> EnTEET,

7= 32 L—)LOEIXDFEMICD WV T(E, hitp://cbonte.github.io/haproxy-dconv/(Zd % HAProxy @ R
FaAPESRBLTIESI,

—MREICEREINDEZT TV T—2a >y I—=ILOEICDWTIE, 77U o= 3> Ib—ILOHESBL TS EE0),

FIE
1 vSphere Web Client [CH &4 > LET.

2 [®xybT7—0&EF27 1 (Networking & Security)] #2 U v & L. [NSX Edge (NSX Edges)| #2 \J v
ILET.

3 [NSXEdge] &4 7)oy LET,
4 [&% (Manage)] > [@— K /NS> (Load Balancer)] # 7DIBICZ U v o LET,
5 EfloreEs— 32 XXIVT, [77FUT—= 3> JL—)L (Application Rules)] #2 U v o LET,

6 [Bi (Add)] (W) 7o &L v LETS,
7 L—ILOREERLU T REAHLETS,
8 [OKl&2UvsLET.

T7TVT=2a3r —ILDfl
—MRHET TUT 23y L—IVEROEEY TT,

ZHICEDL HTTP/HTTPS DU AL o b

TV —2ary 7A774) T BRURL CEBRESEICNS 70y o2V 5 410 TS HTTPHTTPS
DUFTA LU hERETEET, £/oo HTTPHTTPS b3S 74 v o0& U5A LU M BRBERRICIEETEE
ER

move the login URL only to HTTPS.

acl clear dst_port 80

acl secure dst_port 8080

acl login_page url_beg /login

acl logout url_beg /logout

acl uid_given url_reg /login?userid=[A&]+

acl cookie_set hdr_sub(cookie) SEEN=1

redirect prefix https://mysite.com set-cookie SEEN=1 if !cookie_set
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redirect prefix https://mysite.com if login_page !secure

redirect prefix http://mysite.com drop-query if login_page !uid_given
redirect location http://mysite.com/ if !login_page secure

redirect location / clear-cookie USERID= if logout

RALRICKBINV=FT4 T
RAL VRIS TEREBEDO—R NS Y T=ILIFA LI NTETTIT—2 3>y b—IVEERTEE
9. ZRDIL—IViL. foo.com NDEX% pool 1 (2. bar.com NDEKR% pool 2 (AL I NLET.

acl is_foo hdr_dom(host) -i foo
acl is_bar hdr_dom(Chost) -i bar
use_backend pool_1 if is_foo
use_backend pool_2 if is_bar

Microsoft RDP mO— K NS> o B L MRE
KDY T > FUATIE, O— R NS UHDREFEOLENVT—NCHLWI-F—E58L. ifichizty >
aryzEBRALET, 2D FUATIE NSXEdge DRERA >4 —T7 x4 X IP 7 RLRH 10.0.0.18. WERA > %

—7zARXIP 7 RLXH192.168.1.1. RIBH —/\H 192.168.1.100. 192.168.1.101. 192.168.1.102 (Z7xV
£,

1 MSRDP ty>a #izzat TCP ST 4v o7 7V -3y 7O7 74V EERLET.
2 TCP fg&ME=4 — (tcp_monitor) ##EH L £7.

3 192.168.1.100:3389. 192.168.1.101:3389, 192.168.1.102:3389 & * > /N\—&F % (rdp-pool &0V D &R
D) T—IEEBRLET.

4 tcp_monitor % rdp-pool (ZREERHFE T
5 XkoO7TVT—2 3y I)b—IIEERLET.

tcp-request content track-scl rdp_cookie(mstshash) table rdp-pool
tcp-request content track-sc2 src table ipv4_ip_table

# each single IP can have up to 2 connections on the VDI infrastructure
tcp-request content reject if { sc2_conn_cur ge 2 }

# each single IP can try up to 5 connections in a single minute
tcp-request content reject if { sc2_conn_rate ge 10 }

# Each user is supposed to get a single active connection at a time, block the second one
tcp-request content reject if { scl_conn_cur ge 2 }

# if a user tried to get connected at least 10 times over the last minute,
# it could be a brute force
tcp-request content reject if { scl_conn_rate ge 10 }

6 (rdp-vs WS &AFID) KRB —/NEERLET.

7 T77U—=13r 707740 EZORBY —/NICEERMF. FIE4 THERLET U= 3> L—ILEE
MUES,
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RIEES —NTHRICERENDT TV —2 3> b=V, RDP H—NZEZRELET,

=ELOS

NSX A=K NSUHE, TT7H)TERNGEAITEREYR—bLTWET, FSTIa—-FT12JT LY
FHERT AvtE—CERRTBICE. ROESBETTVT— 3> -k LET,

# log the name of the virtual server
capture request header Host len 32

# log the amount of data uploaded during a POST
capture request header Content-Length len 10
# log the beginning of the referrer

capture request header Referer len 20

# server name (useful for outgoing proxies only)
capture response header Server len 20

# logging the content-length is useful with "option logasap"
capture response header Content-Length len 10

# log the expected cache behaviour on the response
capture response header Cache-Control len 8

# the Via header will report the next proxy's name
capture response header Via len 20

# log the URL location during a redirection
capture response header Location len 20

TTVT =23y b—I)VERBY—/NICEEMITHE,. OFICEROFDLD (S, FHlEA Y- PREBINE
ER

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - - [25/Apr/
2013:09:18:16 +0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51656 856 "vip-http-complete"
"pool-http-complete” "m2" 145 0 1 26 172 --NI 11000 0 0 "" "" "10.117.35.187" "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.31
(KHTML, 1like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - - [25/Apr/
2013:09:18:16 +0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51657 856 "vip-http-complete"
"pool-http—complete” "m2" 412 0 0 2 414 --NI 000000606 """ "10.117.35.187" "Mozilla/5.0

(Windows NT 6.1; WOwW64) AppleWebKit/537.31
(KHTML, 1like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

HTTPS 574 v oD STV oa—T4 I TR BROIN—IVBLEILBDZBENHVET., FEAED
Web 77U —2 32Tl GBE. B4V F/E POSTHUELDREID) 4547 har—2JCUFTA41L Y
bR —2 3> ANy IO 301302 IGEEZERLET, £ 77UT—2 32D Cookie BHETT.
EDQRO. TTVT—=23> T=NBIS47 2 bOEGRIERERHT 5 Z N WSSO BUYILKE TS
BEBHYET., oo TV T—2a LB ESHEbHVET,

VMware, Inc. 274



NSX EEAHA K

Web 77U —2 3> TSSLAZ7A—REYR—FTBICEF. ROIN—ILEEBIMLET,

# See clearly in the log if the application is setting up response for HTTP or HTTPS
capture response header Location len 32
capture response header Set-Cookie len 32

# Provide client side connection info to application server over HTTP header
http-request set-header X-Forwarded-Proto https if { ssl_fc }
http-request set-header X-Forwarded-Proto http if !{ ssl_fc }

SSL BHTERINDIBEE. O—RNSUHICLURDANY IPBBAINET,

X-Forwarded-Proto: https

HTTP BB THERINDES(E. O— R NS UHICIURDAYIPBAINET,

X-Forwarded-Proto: http

BEOURLO7OY S
URL ICBEDF—T—RBSENDERETOV I TEET, ROYF > TIL ILb—)UIiE. EBXKD [private F7=(3 /
finance THREZNESMEHERLT. ThoDF—TJ—REEUEREZ7Ov I LET,

# Check if the request starts with "/private" or "/finance"™ (case insensitive)
acl block_url_list path_beg -i /private /finance

# If the request is part of the list forbidden urls,reply "Forbidden" (HTTP response code
403)
block if block_url_list

Cookie 22 £ MEEDRIA~D HTTP USAL I+

Cookie #EFEH VNI SA T FNERPRIAEZTEEDICVFA LI NTEES, ROV TV V=)L HTTP
ERMEETEZSHDTHY. Cookie #ENyF—[CEATNDZ LEHERLET., EXH Cookie &5 F/1\BA.
= IVIFERDRIZ = (5L D (T Jauthent.php (CUFA LI NLET,

acl authent_url url /authent.php

acl cookie_present hdr_sub(cookie) cookiel=
redirect prefix /authent.php if !authent_url !cookie_present

FIHILE R=SADUFL LI+

U472 hERIETT7HINEDR=DCUTA LI RTEET, ROY LTIV JV—IVF HTTP BXH/ TH5
DEODHEERLT. TOLOBERET 7). bOOTA Y R=2ICUFA LI MLET,

acl default_url url /
redirect location /login.php if default_url
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AVFTFFIRAYALAIANDVSA LY K

T34 TP T LTWNBEEL AVTFURA =N T—VEFERLT. URLEZAVTF X Web &
AMIUSAL I TEET,

redirect location http://maitenance.xyz.com/maintenance.htm

NT LAN Manager (NTLM) 23

FI7 4B TlE. NSX (FRBRERDEZICTCP #5242 —/NATIRTLET, FERKDZICH—/N Ty a3 &KT
LIEWEDIZT 28B4, NTLM AR/ ERTEHIET =Nty a 2R8I NRETEET,

no option http-server-close

774 Tl NSX BBEEROBICHEII SN/ TCP #EiE, /547 MITHIELET., 2L [X-
Forwarded-For] # 72 3> DBHRESNTNBRHEIE. Ty 3V EEERORIETLET, XDF T3> T
(F. XFF DRESNTNDIHETH. FEKB T 47 2 MERDRAMNICIRESHIFENE T,

no option httpclose

Y—N Ay F—DEEH]Z

BREORET NNy F—%HBRL T BOY—NCBEWRZ DI ENTEET., ROV TV IL—ILE =N
Ny & —%HIBR LT NGINX Web b —/NICE&E#ZX 3, NGINX Web & —/\(%, HTTP, HTTPS. SMTP,
POP3 BXWIMAP 7O ba)DUN—R 7O+ =N, HTTP £+ vz, BXUOO—R NSUHELTHE
BET D EATEET T,

rspidel Server
rspadd Server:\ nginx

VAL hDEE]RZ
A —23> ANyF—% HTTP 5 HTTPS [CEEMA HEMTEET., RO TNV II—NEF. BTF— 3>
Ny —ER/HELT, HTTP # HTTP [CE&E#AE T,

rspirep ALocation:\ http://(.*) Location:\ https://\1

KRR M R—XDEFET—ILDER

BEDKRI MMEEINIZERE, EEINLZT—IICVFAL I RTEET, ROV TV IIL—ILE BEDKR
b (app1.xyz.com. app2.xyz.com. host_any_app3) MEEIN/EXRZHERL T. NHDEKREZZENENIC
EEINEZT—)L (pool_appl. pool app2. pool app3) [CUFA LI MLET., ZDOMTRNTOEKIL. RIE
P—NCEEINLEHEGFEO/—IVICUFA LI hENET,

acl host_appl hdr(Host) —-i appl.xyz.com
acl host_app2 hdr(Host) —-i app2.xyz.com
acl host_any_app3 hdr_beg(host) -i app3
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BERANBTHED T —IVEFERLET,

use_backend pool_appl if host_appl
use_backend pool_app2 if host_app2
use_backend pool_app3 if host_any_app3

URL [CED<HET—ILDER

URL F—7—RMBIEESNAEERE, BEDT—IICUFA LI NTEET, ROV TIL =)L, BRD/
private £7z(3 /finance THREZMNEDNEERL T, TNSDEKRETEEIN/=T—/L (pool_private F7=(%
pool_finance) ICUFA Lo MLET., ZOMIRTOEKRE., REY —NICEEZSINZEEOT—IVIZUFAL S
FEnEd.

acl site_private path_beg -i /private
acl site_finance path_beg -i /finance
use_backend pool_private if site_private
use_backend pool_finance if site_finance

T4 T=ABFILTWBBEDY I Lo b

T4 T=IDY—NPBF T LTWBHBEIL. ChrFU T—ILOY—NEFERTHLOCI-—F—%2UF
AL NTEET, ROY 2TV JL—ILIE. pool production ¥ LTWBMESI HhEHEL T, 1—F—%
pool_sorry_server [CEziX L £,

acl pool_production_down nbsrv(pool_production) eq 0
use_backend pool_sorry_server if pool_production_down

TCP #HEDHKRTA U R b

I95A4T7 2 MIPTRUVABY—NICTOEALEVWEDICTAY I TEET, ROV TV IL—IL T EEEN
IPT7RVRETOYI L. OZATRDIP 7 RULADBKRTA MR MIEENTOWENGEECEREZ Y b+
LET.

acl whitelist src 10.10.10.0 20.20.20.0
tcp-request connection reject if !whitelist

SSLv3 & TLSV1 2F%ICT 5
774V Tl SSLv3 & TLSVI FEMICHRESN TSI Y —ER EZ4— T/ XT3 T, ROT TV
T=ar I)=I)VEFERLT. INSEBHCTHIENTEET,

sslv3 enable
tlsvl enable

9247 bDEY IV FAATUMRE

v a3l GALTONER OSAT7 2 NMERDIET T 4 TREILIE SIS EDRRROZETY . k70T
1 TREDIALT I MMIBELTW O SAT7 Y bDEDT - BHERELIIEEFEEINZVNGECERASINET,
HTTP E—RTIE. 547 2 bDPEREXETIRVDERE. BLOY—N\DPoRESNLT—5&2054(4T7 b
DHRAMBICERIC, CDFALT IV NEZEETHEMFICEETY. T74)NMDYA LTI ML 5 DT,
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ROY LTI IIV—=IVTlE 4 L7 MR ZE 100 BICHREL T,

timeout client 100s
BFEE. UM B 9 BE. EEEEEEREME LU TERTRETEET,

HTTPS B4 bADUFA LU b
HTTP IZ7 2 €RX 950547 > b HTTPS DRLR—2(CUFA LU FTEET,

# Redirect all HTTP requests to same URI but HTTPS redirect scheme
https if !{ ssl_fc }

DA T a RO EBYTY,

rspirep ALocation:\ http://(.*) Location:\ https://\1

FHEENTEWISAT DU IAL LI+
Cookie @7\ oS4 7 > hEK(L "/authent.php" (CU S A LU NLET,

# Check the HTTP request if request is "/authent.php"

acl authent_url url /authent.php

# Check the cookie "cookiel" is present

acl cookie_present hdr_sub(cookie) cookiel=

# If the request is NOT "/authent.php" and there is no cookie, then redirect to "/authent.php"
redirect prefix /authent.php if !authent_url !cookie_present

HTTP [SEANY S DEEH]Z

BEY—/N Ny & "Server" Z{E "nginx" [CEEH}ZFT.

# Delete the existing Response Server header "Server"

rspidel Server

# Add the Response Server header "Server" with the value "nginx"
rspadd Server:\ nginx

Sorry —Nn
T4 T=IVADQY —N\DPITRTEIELTWBEEIE. thrd) T—ILAOY—NEFERLET.

# detect if pool "pool_production”™ is still up

acl pool_production_down nbsrv(pool_production) eq 0

# use pool "pool_sorry_server" if "pool_production" is dead

use_backend pool_sorry_server if pool_production_down

# Option 1: # Redirect everything to maintenance site

redirect location http://maintenance.xyz.com/maintenance.htm

# Option 2: #Use a specific maintenance server pool and rewrite all URLs to maintenance.php
acl match_all always_true

use_backend maint_pool if match_all

reqirep AGET\(.*)\HTTP/(.*) GET\ /maintenance.php\ HTTP/\2
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NSX E®AA K

{RABH —/NDIEM
Y —/N& LT NSXEdge RERA >4 — T 2 A REET v TV 0 A0 —T 2 A REEBIMLET,
bt 363

TTVT—=2 3y JO77ANEFERTEDZEERRALET., 77U —2 3y 70774 )IVDERESE
LTLESL,

B T7UT—2 32 =V ERBY —NICEEMITBEEIE. TTU =23y JO7 74 IIVOERESBLT
<7EE0,

B JUSEGO—-R NS UHEFERTLEHICTI/EIL—2 3 EFMCTHHEEE O—R NS UHDOERE
BT 2oL —2 3 E/NCTHLENHYET, O—F NIUT T—ERXDHREEZSTBLTIZE,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [xyRhT7—&Et+2UF 4 (Networking & Security)] £% ) v & L. [NSX Edge (NSX Edges)] &% 1 v
HLUET,

3 [NSXEdge] &4 7/Io )y o LET,
4 [¥%# (Manage)] > [O— K /NZ># (Load Balancer)] # 7DIEICZ U v LET,
5 ABOFET— 3y NARIT, [(REY—/\ (Virtual Servers)] €2 U v o LET,

6 [BM (Add)] (W) 7o EsU v LET,
7 CORBY—NEFEETEECT (0. [RAEY —/\DBEIE (Enable Virtual Server)] 2R L £,

8 (F7i3r) NSXEdge A—R NS UM, LTO—R NS T2 0TlEAL, KUEEGZ L4 O-R
NS IO VEFERTAEDICHRETSICE [T2E2F -2 3 >DFEMIE (Enable Acceleration)] % 2
RUET.

F: ZOHRETE. 7747 0x+—)bH Edge ETHEMICIE>TWESRLEDHYET,

77— 3> )b—)b. HTTP 44 7, Cookie Dtz v > a3 VH#FHREDRBY —NRETLI O—RK NZ>
Y IV UEFERTAEEE. 785 0—2 a3 EFMLENEODICEFAS. LTO-R NS T
DUBMEREINET. [FO—/NIER] T [72tZ L —3 3 > DOFME (Acceleration Enabled)] + 7> 3 >
MEBIREINTWDHENHYET,

CLI o< > K show service loadbalancer virtuadl #ERT5&,. FRAFOO-R NS T2
EWRTEET,

9 REY-—NICEBEMIZTTVr—3>y T7AT77MIVERRLET,

BN 2REY—NELTRLCTZAMIVICEEMFHZENTEST TV -3 7AT74)LE1 DD
HTT, BIRULIET—ILITHR—FENTOEB Y —ERADNRRENET.

10 REY—NDORFIEFHAEZANLET,
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11 [IP 7 FLZXDEIR (Select IP Address)] 22U v o L. B—R NSUUDBEFET L IP7TRLREREL T,
RS —N\DPUEBSHT70 3 EANLET,

[IP7RUVRDEBIR]| #4705 Ry I R(ICE TSATUIPT RUVRADHDPRREINES, ©hYFUIPT
RLRZFERLTREIP 7 RLREZERT 55B813. FBTANLET,

12 (RET—N\PREBIZTOMINE RAYTIUY AZ2-—DPoERLET,
13 A—F NS5 listen $5R—-bESZEZANLET,

F7c. 80,8001-8004,443 DL D ICR—FHEEEREL T, T—NT—)b, 77U —3> 7AT774),
TI7VT—=2ar b—IVIEEDRBY —NREELFETEET,

FTP £ER9d 5ICIE. TCP 7AbaNR—b 21 BEVHTOSNTVSREDNHY ET,
14 7707 —2 3> b= IVERRLET,
15 [EROHIR] €22 av(C REY —/N\DPLERRERFERORABEANTLET,
16 [EFLREOFIR] €0 a0 1 BHLYICRETIFREREROZAREANILET.

17 (K72 3>) [## (Advanced)] ¥ 720 v o LT, REY—NICEEMFZTTUT—ar b—ILEE
mUxEd.

18 [OK] =2V v o L%,

77V —3> 7A77M4IVOERE

TTVT—=2 3y A7 7 AINEERL TERBY —NICEEMTET, ERLAETOT77MIVEEFH LEY, DR T
LU —REHNTBDICHIRT DI ENTEET,

77V —3y A7 74 )V0ORERE

TV —3y AT 7 A I ERETEET,

FlE
1 vSphere Web Client [CE &4 > LE T,

2 [xybT—0&EF2UT 1 (Networking & Security)] #2U wv & L. [NSX Edge (NSX Edges)] #4 ) v
JLET,

3 [NSXEdge]#47/Io )y o LET,
4 [E®E (Manage)] > [O— K /NZ >4 (Load Balancer)] # 7DIEICZ U v o LET,
5 E@lOFrES— 3> KRIIT, [7FU5—= 3> A7 74)L (Application Profiles)| 24 1) v & LE T,

6 T7O77A)LEBRLT, [IRE (Edit)] () 74a>&0Uv o LET,

7T bST7avi By a il ABE FLEESOREEEVICEEL T [#T (Finish) €2V v s L&
ER
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O— K /NS5 >3 /A SSL Termination O&%FE

SSL Termination 257 LT\ WMBE. HTTP EREABRESNE A, O— K N5 HE. EETERED IP
FRLZ®, BESNATF—S4RHLES, HTTP BRERETZEE. O— R A5 HTSSL by ars
BT LT, 2 T—ILICHT 35 L SSL £y g v &R LET.

f

TR

[E(Manage)] > [FXE (Settings)] > [EFBAE (Certificates)] DIBICEENL T, BB ENH D L&A LE
O— R NSUYDIBEIL. ROAETT Yy 7O—-—RTEET,

o

m PEM7x—7v b
m FERAEERZEX (CSR) DAERK
n BCERAMBAEEDOERK

FIE

1 77U —>3> 707 74T, [EE(Manage)] > [@— K /NZ >t (Load Balancer)] > [7 7U 4o —2 3>
707 7 4 JL(Application Profiles)] DIEICZEIRL £F .

2 RAvTEOY AZa—m5 [HTTPS]| ¥4 7 RIRLET.
3  [SSL XXX )IL—mFERE (Enable SSL Passthrough)] 2SZBiRENTWVEWZ 2R LET.
4 [Y—EXFBEEZEDHRE (Configure Service Certificate)] BEIREN TS Z &R LET.
5 WBEYIREIAEE U X DS EIRLET,
 Edit Profile ©)
Name: OneArmWeb-01
Type: | HTTPS |+ ]

[] Enable SSL Passthrough
HTTP Redirect URL:

Persistence: [ None L

Cookie Name:
Mode: ¥
Expires in (Seconds):

[ ] Insert X-Forwarded-For HTTP header

[_] Enable Pool Side SSL

: Virtual Server Certificates [ tif ]

Senvice Certiicates | CA Certficates | CRL |

™ Configure Service Certificate

Common Name Issuer Validity
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
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T7UT—23> 7774 IVOHIKR
T7V—=3r TAT77AINEHIBRTEXT,

FIE

1 vSphere Web Client (cOZ 4 > LET.

2 [xybT7—0&EF+27 1 (Networking & Security)] #2U v & L. [NSX Edge (NSX Edges)| #2 \J v
A% 5

3 [NSXEdgel &4 7)oV voLET,
4 [&% (Manage)] > [@— K /NS> (Load Balancer)] # 7DIBICZ U v o LET,
5 EfloreEsS— 3> XRIVT, [7FUT— 3> 7O774)L (Application Profiles)| 4 1J w & LET,

6 TO77A)LEZERL. [ (Delete)] 742> &20 v o LET,

H—EX EZSI—DEE
Y—ERXR EZH—TF. A—RNSHDOEEHEF v NSA—FEEELET,

O— R ASY $—EX =5 —&SaARAME (HA) TEALTL 384, SR 25— 71/ ATSAAKES
T IREDHYET.

Y—ER EZS—ZERLTT—IVICEEMTES, BEOY—EX EZ5—DEFHPHIKRETOLT, VAT
LY —REEHHTEET,

P—ER EZS—DOHMITDONTIE, Y—ER EZFI—DERESBL TS,
H—ER EZI—DIRE
Y—EX B —AIRETEET,

FIE

-—

vSphere Web Client [CAZ 1 > LE T,

2 [xybT—=0&EFa2UT 1 (Networking & Security)] #21) v 2o L. [NSX Edge (NSX Edges)] 2 U v
JLET,

3 [NSXEdgel 4 7)o v o L¥ET,
4 [&% (Manage)] > [@— k /NS> (Load Balancer)] # 7DIBICZ U v LET,
5 AEBlOFrET— a3y XRIT, [BU—EX EZ4 U ¥ (Service Monitoring)] 22U v o LET,

6 Y-—EXREZS-ZERL. [[®E (Bdit)) 712222y ILET,
7T WELEEZETV. [OKlZ20U v o LET,

H—EX EZF—DHI
Y—ERXR EZY—EHIBRTEET,

VMware, Inc. 282



NSX EEAHA K

FE
1 vSphere Web Client [cH 44 > LET.

2 [rybT7—=2&EF2UT7 1 (Networking & Security)] #2J w2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

[NSX Edge] 24 7)oV v o LET,
[ (Manage)] > [H— K /N5 > # (Load Balancer)] # 7DIEIC2 U v o LET.
HODFET—2 a3y XRIT, [B—ERX £=4 Y > ¥ (Service Monitoring)] 22U v LT,

o a A~ W

H—ER EZH—&FIRL. [HIK (Delete)] 74254 v LET,

H—/N\ T—=ILDEE

O— R NSUHICLEZPHABTEBTDHEOICH—/NN T—)LEZEMLEERT. BEOT—ILEZFHLEY, O XTA
)y —REET S=DICHIBRLEZY TEET,

H—N\ T IVOIRE

Y-\ TV ERETEET,

FE
1 vSphere Web Client [CH Y4 > LET.

2 [®ybT7—0&EF+27 1 (Networking & Security)] #2U v & L. [NSX Edge (NSX Edges)| #2 \J v
A%

[NSX Edge] €4 7)o Uy o LET,

[ (Manage)] > [A— Kk /NS ¥ (Load Balancer)] # 7DIEIC2 U v o LET,
[F=I] & TBEIPNTNDZ L EERLET.

RETHT—INEERLET,

o a A~ W

~

[fme& (Edit)] (« ) 7q4ar&=o )y o LET,

8 WEREEZEIT, [OK|22Uv s LET,

O— K NS HTOEBE— ROBRE

[EdM] 1E. 2547 IPT7RUVRBNYOII R B—/NTHERTESENEODNERLES., 774 5TIE
[FEEH] (TBRENTOWERA, ZDIFEE Ny II VR Y—NZE S T740v o V—RDIP 7RV RZEZO—RK N
SUHOREIP 7 RLRELTERHLUET, [E@EN] 22N UGS ZETD IP 7 RLVREEBODISAT7 > b

IP 7 RULRI(IZ/EY, NSX Edge D35 —/NIGED/NRA LICHFET HHENH Y E T, BAERN/REET TE. NSX Edge
Y —NOT 7+ T—bUz A ELTERELET.

FHICOVWTIE 15 ER/EO-F NS UHZEZRLTILEL,
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FIE

¢ [EE (Manage)] > [A— K /NS > (Load Balancer)] > [7—J (Pools)] DIEICZ U v o L. B —/N T—=ILD
BRET, BBE-REFMICLET,

Edit Pool ?
Name: * | Web-Tier-Pool-01
Description
Algorithm | ROUND-ROBIN [+]

Algarithm Parameters:

Monitors | default_https_monitor \ v |
Members:
EH]
IP Address Max Min
Enabled Name r Weight Monitor Port | Port = 5
VC Container C cti nect
v web-01a 172.16.1.. |1 443 443 0 0
¥ 4 web-02a 172.16.1... | 1 443 443 0 0

OK | Cancel

H—/\ T—)LDHI&
Y—N T EHIBRTEET,

FIE

-—

vSphere Web Client [CAZ 1 > LE T,

2 [xyR7—&Et+2UF 4 (Networking & Security)] €% ) v & L. [NSX Edge (NSX Edges)] &% 1 v
HLUET,

[NSX Edge] 4 7o U v & LET,

3
4 [£&%# (Manage)] > [O— K /NZ># (Load Balancer)] # 7DIEICZ U v LET,
5 [T &TDBHEMPNTNSZLEHRLET.

6

Higd 27— LEBIRLET.
7 [HF% (Delete)] (¥) 7qa>&sUv s LET,
T—= IR DR
T BLUVBET ST AN—DRFDEBEURT—F RERRTEET,

FlE
1 vSphere Web Client [CH &4 > LET.
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2 [xybT7—2&EF2U7 1 (Networking & Security)] #2J v 2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

[NSX Edge] 24 7)oV v o LET,
[ (Manage)] > [H— K /N5 > # (Load Balancer)] # 7DIEIC2 U v o LET.
EBDFET— a3y XR)IT, [F—=IL (Pools)l 22Uy o LET,

o g A~ W

BRID 7 —IL&EERL. [7—IL#stDFRR (Show Pool Statistics)] U 2 Z&o U v o LET,

T—IDRT—% R(E UP £72(Z DOWN T3, 7—ILICEEND A /N=FTXT DOWN DiF&E. 7—ILid
DOWN &v—2o2nEd, EnLS0igsE, 7—IORT—FRF UP TRV ET,

AVN=DRAT—F RAFRONTNHTT,

. UP: AUN—@FEHICHE>TVWT, B2EERT -SRI UP TY, £hF. T TEZSI-—DBEEIN
TWEEA,

m DOWN : AUN—[ZBMCAE>TNT, BEMHRT—4 X (L DOWN TT,
s MAINT : A N—(3EHNTT,
m DRAIN: AUN—[FRL A IREETT,

(RABH —/N\DEIR
RAEY —NZEBIMLAEERT. BEOREY—NOBRTEEHE/(ZHIBRTEET,

RAEH —/NDiRLE
RIS —NEiRETEET,

FlE
1 vSphere Web Client ICE &4 > LE T,

2 [xybT—0&EF2UT 1 (Networking & Security)] #2U v & L. [NSX Edge (NSX Edges)] 2 J v
JLET,

INSX Edge] 24 7L U v o LET,
[£# (Manage)] > [@— Kk /N5 ¥ (Load Balancer)] # 7DIEICZ U v o LET,
[f#8H —/\ (Virtual Servers)] # 7% 41w o LET,

o a A~ W

RETHREY—NEBRLET,

~

[im&E (Edit)] (« ) 714> &0Uv O LET,
8 WEREFEZ{TV. [T (Finish)] 25Uy o LET.

{RABH —/NDHIBR
(RIS — NEBIBRTEET,
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [rybT7—=2&EF2UT7 1 (Networking & Security)] #2J w2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

[NSX Edge] 24 7)oV v o LET,

[ (Manage)] > [H— K /N5 > # (Load Balancer)] # 7DIEIC2 U v o LET.
(kA8 —/\ (Virtual Servers)] ¥ 722 v LET,

BB BIREY —NERIRLET,

o g A~ W

7 [4I8 (Delete)] (¥) Faa &sUvsLET.,

7TV — 32 )I—I)ILOER

TTUG—2 3 )b—IEERLT. 7705 —23> S T74v0EBTELET., ERLIEIL—IVIZIREEZ1E
glifgTEE T,

FFUr— 32 —ILDiRE

TIVT—2ar ST74 v 0EBRETBT TV —2ar L)V EBMEIIFEET 5213 HAProxy #XX %1
RALEY.

TTUT—=2 32 =)L OBXDFEMICDNTIE, hitp://cbonte.github.io/haproxy-dconv/(Z# % HAProxy @ R
FaAVPESBLTEZ,

—MNFEREINET TV T—2 3> L—ILDBIZDNTIE, 77U T =2 3> b—IILDFIESBL T LS,

Flg
1 vSphere Web Client (cOZ 4 > LET.

2 [y brT7—=2&tF2)T7 1 (Networking & Security)] 22 1) v & L. [NSX Edge (NSX Edges)| =2 U v
JLET,

[NSX Edge] 2 710Uy o LET,

[E# (Manage)] > [O— K /N5 > (Load Balancer)] # 7DIBICZ U v o LET,
EBDFET—> 3> XXRIT, [T7UT— 3> )L—)L (Application Rules)] 2 v o LET,
I—=IVEEIRL. [fR&E (BdAit)) 71ra>&2o v o LET,

N o a A~ W

PVEREFEEZTV, [OK| 22y o LET,
77— 3> IL—ILOHEI
TV —2 a3  )L—)LEEIBRTEET,

FIig
1 vSphere Web Client [CAZ 4 > LE T,
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2 [xybT7—2&EF2U7 1 (Networking & Security)] #2J v 2 L. [NSX Edge (NSX Edges)| &4 ) v
JLUET,

[NSX Edge] 24 7)oV v o LET,
[ (Manage)] > [H— K /N5 > # (Load Balancer)] # 7DIEIC2 U v o LET.
EROFET— 3> XRIVT, [T7UT— 3> 707 74 )L (Application Profiles)] #2U v o LE 7.

o g A~ W

707 7A4I)VEZEIRL, [HIkR (Delete)] 74a>&2o Uy o LET,

NTLM Zif2{ERT 3 Web 5 —/xoO—R NS> 2045
NSX O— K NS89 & NTLM SREETlE. U—N\DEHGEF#IZFTIVEDNH U ET,

TI7HIVETIE BIFSAT7 2 FERDEICNSX O— R NS0T —N0D TCP #HEEHETLET, =720,
Windows NT LAN Manager (NTLM) REEDi5E. RELFAZRKOFHEHENTIND T, RCEREHTT 24
ENHDIH. BEXRDPERTTHETHEREPHEFEINET,

EROWBR(CY —/NDEHGEHIFT H(C(X NTLM BFEZEAL T Web ¥ —DO— K NS 22 2 TE2TO1R
BIP7RLVRICROT TV —2 3> )b—)V&BIMLET,

add # NTLM authentication and keep the server connection open between requests
no option http-server-close

O—K NS5O HTTP #EHiE— K

NSX 6.1.5 LI T3, x-forwarded-for ZF%(CF 5 & HTTP #E#:iE— Ro3/Sy 7 £ 0—X (option httpclose)
MWoSTFT 74 @ HTTP #—/\ £ 00— X (option http-server-close) (CZEb U ET, ZhiZkY. 45147 M
DEREIF —TREEHF L. Y —N\DSDICEDZERICH —/N\AIOEFBHEMSET LET., NSX6.1.5 KURIDON
—23>TlE NSX O—R NS Y ([3#ERESFRIICETHE T, [Connection:close] Ny ¥ —&MmARICEAL.
D47 NEEEFY—NTEHEDORTZIERLULET, NSXB6.1.5LUBANDT v 7oL —REICINSX O—R NS
YT HTTPHTTPS bS ¥ o ay I5—PRET SHBE(CIE. httpclose R U T~ A7 3> &I8ELT
TTVT—=ay )b—)LEEBML. BEL TR OMRIEBS —/NICEEEM T E S,

HTTP =N 20—-X (F7#)LB)  [GEDEDUZREFETHE. Y —NAOEEPRTLETS 5476
BlOERIA — T RKEEHIFLET, HTTP 5 —N20-XTIE. 547> Ml (BERY b7 —2) D3
KECZY, Y—NATEREY a3V BBIRAEINZOT, Y—N VY —-ROEREMHLES, T F-T 7
SATICHIELTWEWG =N 547 MIDSF—T 754 TERHTHEDTEET, ZOE—RIE—
REEA—RT—RICELTWET. HIC. 2547 MIOR Y T =0 PMERT, S—NADORY b7 =0 D5
EDHEICAENTT.

HTTP £ —7 73547 : $XRTOEREISEDUIBEI N, HHREAHIFINETH BEDLSHLWERETORIL
TA RIVREEICIRVET., ZOE—RTIE. MUY o a3 BOBEERMNES. Y—/NICERT HUEBENEE
KHABZEMTEES, 79747 By arDORICEDETATUEGMEMLET, BRI ETERERT
THIEDNBEWND, BERATRVEDEZLBYET., 7547 MIOT A BRIV ¥4 L7 D Mo [timeout http-
keep-alive [time]l 77U —2 3> L=V THEELES, 774N MDTA RV FLAATINEI1I BT, 77
U —23>7TNTLM REDLELRIZE. COE— RIIHBETT,
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HTTP F2 %)L RIDBEREICEDHBUEBIN, 547 bEY—NBTr ORIV LET. NITL
YU, HTTP 7O b3V ERAT A EH<. BIEETOIEMTEET., Mo RIDPHEINLTDEE V547 ML
Y—NAIOWEA TEEMHERSINES, COE—REFVCTZHEEE. Ny 7 /O0-X E—K H-—N 20—
X E—R BHETE-REIFRELZNTEZEL,

HTTP b &)L E— RIIROBREICHEBERIILET, £ Ev i a ORVDEREDEICOHERENE
ER

n OJD4%R

s HTTP Ny & — D

m HTTP ANy & —DigE

s Cookie maLE

. OVTUUDHIVEZ

s X-Forwarded-For Ny & —D{&EA

HTTP Xy 27 o0—X: bRV E—RERUTETMN. 2547 B —DEAIZ [Connection: close]
Ny F—PEBEMENET, RPDOBEREICEDIBPERDLD L. M CERZERT LES, [option httpclose] 758
EESNTNBIEZE. NSX OA— R NS UHEHTTP b xJL E— RTEIMEL. £AMT [Connection: close] N
VT —DPRERESNTNEINEDDERLET., Ny =754, [Connection: close] Ny —%BMLET,
X%, mEmAS TCP ##& 7L, HTTP 20—X E— RICTIUED U LT, [close] LIADEREA Y ¥ —(FHIBRE N
F9, 77UV — a3 T2 HBBLUBOERDPELSLEBTERIMEA, 72&XIE NSXO-R NS UHI2LDT
BASIN/= Cookie MU AT hEMHSDERTRENEEZEE. bRV E—REEIEINYS T 4O0-X E—R
ZERLET,

HTTP #—/\[C& > Tl4. loption httpclose] T E M7= [Connection: closel ZZ{EL TH. HEHREELTT S
BEPBEWMEEDHVES, 75472 bPETLUERWMEE, 4 ALT7 T MNIEDETERMFRINES, D5
a. U—N\ORBEREMNZ< Y, OJICEFEBBOZO—/"NL vy a VEBRSEHFEINET., Z07H. H0
HTTP 1.0 7o oY & 3ERMENH Y FHA. ZORENFELIHEIZIL [option forceclose] ZFERL T,
—N\DIEEZER. T<ICERERT LET. loption forceclose] #FERT5E. 2547 MDEREF DI
ENEWN=D, b=/ EEOBBMOBE BV ET.

HTTP 385487 : mEDITER. NSXO—R NSUUNISAT7 2 MY —NOmADEREKRTLET., HTTP
Y —/NIZL>TIE. [option httpclose] Ti&E =7z [Connection: close] #=Z{ELTH., HEREKRT T HILEN
BWEEDHYET., 95472 bPETURWMES, §A4 A7 D MNIRDETEEDFERINET. JOBE. ¥
—N\DORBHEGEHMN L < 2V, OJICEREEBO/O—/NL vy o a VEBRNEFRENET. COMBEOSRLELS
&. [option forceclose] AT 5 & H—/N\DREETTTHETSITRITHFOYT —/N F v RILDHET L. [option
httpclose] ZEALIIFELIYBES VY —RO—EDBBERENET,
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NSX

NSX 6.0.x. 6.1.0. 6.1.1

NSX 6.1.2-6.1.4

NSX 6.1.5-6.1.x. NSX6.2.0 -

6.2.2

NSX 6.2.3-6.2.5

NSX 6.2.3-6.2.5

NSX 6.2.5-6.2.x

T7 %)V FDERE
—F

HTTP —/% &0
-X

HTTP %—/% 0
—

HTTP %—/X 1
-x

HTTP %—/% 0
-

HTTP %—/% 0
—x

HTTP 4+—/\ 20O
—-X

X-Forwarded-For EZ/EREDESRE—

F

{RA8H —/\IC Toption httpclose] #3E#hiIC
EBIEN., HAProxy R a1 A bOEERICHE
o THRER(C xff H5RBIREBMS NET. N
YOIV R Y=NCT A ANV FTHEX(CT,

5472 b HDEKRIC X Ay & —H58M
ENFET.

HTTP Xy 27 40—-X (RS —/N\IC
loption httpclose] #EEHHIITIBINENET)

Ny OGIURYB=NITF 4 RNy FTBHEE
12, 2247 boDEKICHTTP =N
IO0—Xxff Ny &—mBEmMEnES,

Ny OIYRY=NCTF 4 RNy FTHEE
2. 95472 MSDOEKICHTTP #—/N
sO0—Xxff Ny F—mEMENES,

Ny OIURY—NCTA ANy FTHLEE
20 95472 bPoDERICHTTP =,
o= xff Ny F—EMENET,

Ny OGIURYB=NITF 4 RNy FFTBHEE
12, 2247 b5DEKRICHTTP =N
sO0—XXff ANy F—pBMENES,

EEE— RFOMUBZICHEATTRER

TIVg—=vay =)

[AYAV-¢

[no option http-server-close]
[option httpclose]

[no option httpclose]

no option http-server-close|
[option httpclose]

[no option httpclose]

[no option http-server-close]
[option httpclose]

[no option httpclose]

[no option http-server-close]
[no option httpclose]

[option httpclose]

[no option http-server-close]
[option http-keep-alive]
[option http-tunnel]

[option httpclose]

[option forceclose]

NSX O— R NSUYEBEDF U A
NSX A— K /N5 >4l F U4 &6ALT. SR End-to-End D7 —» 70— 2BRLET,

D7—AB8—F NSUHDORE

Edge Services Gateway (ESG) 1&. 25950547 b b 74 v oDTOF L ELTEZSIENTEET,
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Jr—X1 7 z—X 2 (DNAT+SNAT)
| DST 182168120 | DST18216843
SRC 172.30.40.7 SRC 192.168.1.20
‘oste0 ‘oste)
SRC 1025 SRC 4099
b J1—X4 b Jz—X3

SRC 192.168.1.20 SRC 192.168.1.3

SRC 80 SRC 80

192.168.1.3
(BIRFH)
192.168.1.20 VM
TCP 80
9547k TRLR NSX Edge
172.30.40.7 Services Gateway 192.168.1.2
VM
VLAN a7
RAAIF
(VXLAN) 192.168.1.1
VM

IP7 KLRIF
B EhL
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7OF2 E—RTE AR NSUHE BEDIP 7 RVREXETLT RVLRAELTERLT, YT R MENY
JIVREH—NITEEFELET, Ny IIVREH—NCE B—RF NSUIDPSREEFEENDEEICITRTDORS T o
YOMRREN, COY—NEFA—R NSOH[CERERELET, ZOE—RE SNAT E— FELEIFEBE—R
EBHFENET . FHICDONTE. INSXEEAA R 25BLT/ZE 0,

—RREIZENSX D7 —A O— R NSZUHEFE Ny II VR B—NERUTHEGREIL—F—EIERBIZ T TRy
MoF7Oq4anET, NSXO—R NS U REY—NZE. 94T MDOSZELEVIIRMNEREIP 7R
LR Tlisten L. Ny IIVRHB—NCUIIRMEREEFELET., UF—> b3 T740v2I2D0TE UN=X
NAT BEEFVUET, INE Ny II R B—NOXETIP 7 RUVRAZERET RLX (VIP) ICEEL THhHhbH,
DA77V MIURBIP 7 RUVRERET /20T, ZOEEETDOIEWE. 547 2 bADEGENMUIMIENE
ER

ESGIE b 70 v o a2FELLRIC REBIP 7 RLAZVITNAOA-R NS T2 D IP 7 FLRIZER
TBEERY T—0 7 RURZH (DNAT) £E0547 M IP 7 RUVREESGIP 7 RLRICKRHMET HEFTTH
v D=0 7 R RZH (SNAT) D 2 DOBEERITLET,

RIZCESGH—NE RS T7avoEO—R NS H—NIEEL. O— R NS Y —N(FI6E%E ESG (TR
L. ES5ICIZATMNIRULET., SOA T3 >TlE A0F54 E—REUBDKRIBICESICHRUVETH, 2
DDEEENHVET., BVIDIESIE. EADESGH—N\DPLBLADZLETHY., 2FBEDIESFO—R N
FOHERDIZAT U MIP 7 RUVRERFHLENZ ETY., HTTPHTTPS 77U —2 3 > TD 1 DD[E#E
wELT HTTP 77U —2 3> 707 74 )L T Insert X-Forwarded-For 282352 &ICL2 T Ny o
IR YP=NIEEEINDEKRD X-Forwarded-For HTTP Nv 4 — (20547 M IP 7 RURDBEMENE T,
Ny DI RY—=NTDISAT 2 MIP 7 RUVROEARIED, HTTPHTTPS USNDT7 7V or— 3 THhELA
BBEICE. BBMICHEEZEDICIP 7 RVR T—IVERETEET., VAT DNV IIU R Y—NERLY
Txy MTRWMEEIZE. 41054 E—RBHEREINES, 1054 E—REFERLABVEEICIE Ny oI
VR NOTFT7AIE T AELTA—RNS YD IP 7 RV RAEFERT HLENHYET,

EOEE

=t

DEEGHEZRIATHHECIE. BE. RO 3 DPHYET,

n AUSAVEBE—R

n  SNAT/Z7O0+2/3EHEBE— B (LEETHEA)

m  DSR (Direct Server Return) : IJHEYR— MM TWERA

DSRE—RTIE Ny IIVRB—N\DPEEIZAT Y MIGELET, BHE NSXO—R NZ>H(E DSR
EYR—MLTOERA,

FlE

1 —flELT . SSLAZO-REFERLET YT —ADREBY—NEFRELET., Edge 257V o v o LTH
5. [E#¥(Manage)] > [f%E (Settings)] > [fEBAE (Certificate)] #2IRL T, FABEZERLET.
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2 [E¥E(Manage)] > [@— k /NZ Y (Load Balancer)] > [ O0—/\)LE % (Global Configuration)] > [#R&%
(Edit)] ®IBICEIRL T, A—R NSUH Y—EREZFHICLET.

Edit Load balancer global configuration

¥ Enable Load Balancer

|| Enable Acceleration
™ Logging

Log Level: ||m‘07|? |
[] Enable Senvice Insertion

Senvice Definition:

Service Configuration:

Deployment Specification:

3 [&#(Manage)] > [@— R /N5 > H(Load Balancer)] > [7 U4 —3 3> 707 7 4 JL(Application
Profiles)] ##RLT. HTTPS 7 7U4s—> 3> 7O7 74 IV &ERLET.

New Profile (?)
Name: Web-SSL-Profile
Type: | HTTPS |+ ]

[] Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |~ )

Cookie Name:
Mode: v
Expires in (Seconds):

[] Insert X-Forwarded-For HTTP header
[] Enable Pool Side SSL

| virtual Server Certifica...

| Senice Certiicates | CA Certficates | CRL |

4} Configure Service Certificate
Commaon Name lssuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

O RFIAYMERORBE L. EEEORIU—2 3y b TE. BCEROIABRENFERASNTOET,

4 F713>7T. [EE(Manage)] > [O— Rk /NZ >t (Load Balancer)] > [f—EX £=4% U > & (Service
Monitoring)] #2Uv 2 LT, T7A4IEDH—ER EZS U J&iREL. BEIZHLCT, EERD HTTP/
HTTPS » 545D URL/URI ICEELE T,
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5 [&#(Manage)] > [A— K /N5 > (Load Balancer)] > [7—/L(Pools)] Z#{RL CT. 4 —/N T—)L&ER L &£

ER
SNAT E— REFERT ST T—ILERED [EBN (Transparent)] Fr vy Ry I REFTDEEICLET,
I Edit Pool 2

;-Iu:mhm | ROUND-RCBIN

Algorithm Parameters

Monitors: | default_hitps_monitor -

Members

v  web-01a | 17216.10.11 1 443 443 0 o
v web-02a 172.18.10.12 1 443 443 o 1]
[] Transparent
OK | Cancel |

AT U RRESNENICEO>TNS I EEEELET,

6 A7 ar7T. [EE(Manage)] > [O— K /NZ ¥ (Load Balancer)] > [7—/L(Pools)] > [/ — Lt DFRR
(Show Pool Statistics)] 20U v o LT, AT —5REHRLET.
AUN—= RTF—H AW [UP] ThHDHZ LEHALET,

7 [E#¥(Manage)] > [@— K /N5 >t (Load Balancer)] > [{k#8 4 —/\(Virtual Servers)] ##RL T, RAEH—
NEERLUET,

UDP ®&5([CENT74A—<YAD TCP [C L4 O— R NSUHEFERTZHEAICE. [T L—2arng
271t (Enable Acceleration)] 4 »ICLE T, [7212F L — 3> DF#E (Enable Acceleration)] &7 >
ICLTWBIHEE. LASNAT TT 7 A7 04— IVISBETHB/I2D. 77470 4+—IVDRT—FZXAPA— K N
Z Y NSX Edge T [B%) (Enabled)] (/> TWSZ &2HRALET.
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J General | Advanced

[/] Enable Virtual Server

Enahle Arcelers

Application Profile: | OneArmWeb-01

i)

MName: & .Weh—Tier—\ﬁP—O*l

Description: |

IP Address: e :'172.16.10.10 0 Select IP Address
Protocol: | HTTPS |+ ]
Port x[443

Default Pool: | Web-Tier-Pool-01 |~ |
Connection Limit: 0

Connection Rate Limit. |0 | (CPS)

IP7 RUARDBY =N T—)LICEBEMTONTWSZ L EHRELET.

8 FTiarT FTTUVT—arII—IVEFRALTWSEE,

[E ¥ (Manage)] > [A— Kk /NS > ¥ (Load

Balancer)] > [7 7 U4 —3 3> JL—J)L(Application Rules)] THREZHELE T,

MName: | App-Rule-1
Script: # Asample application rule to log the name of the
virtual server

capture request header Hostlen 32[

9 77U —1 3y V- EFERT SEHE. [EE(Manage)] > [0 — K /N5 > (Load Balancer)] > [{RA8+H —/\
(Virtual Servers)] > [F£#fi(Advanced)] TIRIEEHY—NICT7 FU =2 3> L—ILDEEMTONTNS I &%

BRLET.

PR—FZNZHCDNTIE https://communities.vmware.com/docs/DOC-31772 5B L TS &),

Edit Virtual Server (?)
General l Advanced
Application Rules:
& (Q Filter v)
Rule Id Name Saript
applicationRule-1 App-rule-1 capture requesthe...
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FEBBE—RTIE NV IIVRF—NEIZAT7 NP7 RUVREZHERTEEZ AN, O— K NS UHRER
DIP7RUVRIFHERTEEY, HTTPHTTPS b> 7 4 v o DzedDEESRE LT, [X-Forwarded-For
HTTP Ny #mi&EA (Insert X-Forwarded-For HTTP header)] 4 > ICLEd. ZOFA T3> &4 (1T
5&. Edge O— R NS UH(E. 9547 b ZETIP 7 RURDEICN Y ¥ — [X-Forwarded-For| %ig&
muEd.

|mmm

Meame: nitp_application_profie

HTTP

HTTP Redrect URL
Persistence tone
Cooiie Mame:
Mose
Expires in (Seconds)

[ Incen X-Forwarded-For HTTP header

>+ U F : Platform Services Controller § NSX O— K NS VY DFRTE

Platform Services Controller (PSC) (3. vCenter Server Single Sign-On. >4 > X, FHEEE. ¥—/1\0D
THRRE AVTZANSOFrvDEFaUT A HREERMLET,

NSX O— R NS4 %5%E L5, vCenter Server Single Sign-On (512 NSX Edge 7/XA RADT7 v 71U >4
A =T 1A RIPT7RLVRERBTEET,

AR S

FTLyIAR=—XIZEBEHEINTWNS, PSCDERAMERIRT 5/=DDEHI X ERTLET, http://
kb.vmware.com/kb/2113315 2B L T 7Z& 1),

AIBREERTET B/, mPUID PSC / — Rd /hallb.crt 8L /hallb_rsa.key #&FL £,
NSX Edge T/N\A APEESNTNSZ LEHRLET,

REIP7 RUVADRERT v T ERBTRBRAA Y FITHERT 21405 —T7 24 AD. ThTn 1 DLL
BESNTNDILZMRLET,

NSX Edge (C PSC 2:L/5 (CA) SEEBEEEML £,

a OpenSSL o< > k&AL T. PSC @ root.cer &iIBAE. RSA. BLU/NRRT L —XEERL. REL
7,

b Edge 24 7)o v o LT, [E# (Manage)] - [(2%E (Settings)] - [FEPAE (Certificate)] DIEIZER L F
ERD

c fRESN/-root.cer 7 7 1 ILDAR%E CARIAZIEBIMLET.

d REINENRRTV—RXETSARX—F F— I3V (EBMLET,

O—RNSUH H—ERZFGHICLET,

a [EE (Manage)] - [H— Kk /N5 ¥ (Load Balancer)] - [#m£e (Edit)] DIECZEIRL £

b [B—k NZ>HDEM (Enable Load Balancing)] &0 [ 4 (Logging)l # 72 3 v &#RLET,
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3 TCPBLVHTTPS 7O baaERL T U —> 3> 7A7 74V LET,

a [E#¥ (Manage)]-[A— K /N5 ¥ (Load Balancer)] - [7 7U4o—< 3> 707 7 )L (Application
Profiles)] DIEICZEIRL £

b TCP77U4r—3> 70774 NVEEKLET,

New Profile Q)
Mame: sso_tocp_profile
Type: [TcP [-]
Enable SSL Passthrough
HTTP Redirect URL:
Persistence: | Source IP |~ ]
Cookie Name:
Mode: -
Expires in (Seconds):
Inser ¥-Forwarded-For HTTF header
Enable Pool Side S51
Virtual Server Certifica... |
Sernvice Cerlilicales | CA Cerlificates | CRL
Configure Service Cerlificate
Issus validity
MNSX-ESG-1-0.systen CA Thu Jul 30 2015 - Thu
Cipher: -
Client Authentication: lgnore -
[ ok |[ cancer |

¢ HTTPS 77U —>3> 70774k LET.

New Profile Q)
Mame: sso_https_profile
Type: [HTTPS [+]

[[] Enable SSL Passthrough
HTTP Redirect URL:
Persistence: [m]
Cookie Mame:
Mode: -
Expires in (Seconds):
[]Insen x-Forwarded-For HTTP header
[»] Enable Poal Side S5L

| Virtual Server Certificates | FPool Certificates

Senvice Certificates | CA Certificates | CRL |

B Configure Service Certificate
Commaon Name Issuer Validity

(e) MNSX-ESG-1-0.systen CA Thu Jul 30 2015 - Thu

Cipher: .
Client Authentication: [ lgnore [+]
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4 *UN—PSC/—REEBMT Z/DDTTVT— 3> T—IVEERLET,

a [E® (Manage)] - [A— K /NZ >4 (Load Balancer)] - [7—J (Pools)] DIEIZERL £7.
b EZ4—R-b443&FERLT. 7TV —23> T—IL&E 2DEBLET,

PSC/—FDIP7RLRZFERAL TSN,

Edit Pool @
Mame: * sso_tcp_pool.f
Description:
Algorithm: ROUND-ROBIN | - |

Algorithm Parameters:

Maonitors:

Members

+ / x

Enabled Name
v PSC01
v PSC02

[] Transparent

c EZ4—R-br3QEFEALT. 7TVT—>3> T-IVE2DEKRLET.

| default_tcp_monitor

IP Address /

VC Containes Weight
192.168... 1
192.168... 1

Max Min
Monitor Port  Pont

Connections Connection
443 0 0
443 0 1]

| oK | cancel

PSC/—FDIP 7 RLRZFERAL TSN,

Name: % |550_tcp_pool2
Description;
Algorithm: [ RoUND-ROBIN [-]

Algorithm Parameters:

Monitors:
Members:
&
Ensbled Name
v PSCO01
v PSC02
[] Transparent

VMware, Inc.

( default_tcp_monitor

|~

IP Address

VC Contsiner VANt
192168.. 1
192.168 1

Max Min

Connedclions Connedion
389 0 0
389 0 0

Monitor Port | Port
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5 TCP &LUHTTPS 70O ha/VADRIEY —NEERLET,

a [E#¥ (Manage)] - [H— K /N5 ¥ (Load Balancer)] - [{xZ8H —/\ (Virtual Servers)] ®IEZZEIR L &

—g—o

b TCPREIP 7 RLAADREBY —/NEEKRLET,

New Virtual Server

)

J General | Advanced

[/] Enable Virtual Server
Enable Acceleration

Application Profile:

MName:

Description:

IP Address:

Frotocol:

Fort:

Default Pool:

Connection Limit:

Connection Rate Limit:

# | sso_tep_profile [-)

@ 550_top_vip

#(10.156.200.158 €| Select IP Address

[Tcr [-]

#389,636,2012,2014,2020

| ss0_tep_pool2 | - |

(CP3)

¢ HTTPS R IP 7 R L ARDREY —NEERLET.

New Virtual Server

)

J General | Advanced

[/] Enable Virtual Server
Enable Acceleration

Application Profile:

MName:

Description:

IP Address:

Frotocol:

Fort:

Default Pool:

Connection Limit:

Connection Rate Limit:

# ss0_https_profile | - |

# | 550_hitps_vip

#(10.156.200.158 €| Select IP Address

[HTTPS [-]
@443
| ss0_tep_poold | - |
(CPS)

>FUAXSSLATZA—-FK

Edge 3547 bD HTTPS (SSL v aX) Z8TLEY. Y—NOHTTP T4 7> h&EO—KF N

SV UEFTWES, LT 7707 —2 3> Ib—IVEBRATEET,

VMware, Inc.
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FlE
1 Web #—NitEZ A > R—bLET,
a vSphere Web Client IcOZ 14 LET,

b [®yb7—o&tF+a2VUT 1 (Networking & Security)] 4 1) v~ L. [NSX Edge (NSX Edges)] 2
U7 OF- 3 a8

¢ [NSXEdge]l #47Io)v o LET,
d [&®E (Manage)] > [;XE (Settings)] # 7DIlEICZ U v o LET.
e AHBODOFET— 3> NXRIIT, [ftAF (Certificates)] €2 v o LET,

f  [&m (Add)] (¥ FaravEsU v oL, [CAIIBRE (Certificate)] #IRLE S, HMIDNTIL, il
REQREEBRLTI S,
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g HBAEORRZEIE—-LT. [(IAZDORZE (Certificate Contents)] 7+ X k Ry Z XITBEYUFTIFET, A
NETBTFRNZE [-----BEGIN xxx-----] & [-----END xxx-----] Z&H3HENHYET .

Fr— AT (P—NEERZELHRENL— CAGIRAE) Di5a(d. [FEAF (Certificate)] 72 3 > %
RUEY, Fr—VABAEORARE. ROPIDESICEVET.

h 7S54R—kF—DRBFZIE-LT. [F54 =k F+— (Private Key)] 7+ X b Ry 7 ZRIZBEY T
7,

TIAR—= F—DRAIE. ROBDEDICHRYET,

HREONE GIBEELETSA~— b £—0 PEM) OXFEICE. KOVTRHDTU T 1 v o RXF
SIBBETT.

————— BEGIN PUBLIC KEY-———

————— BEGIN RSA PUBLIC KEY————

————— BEGIN CERTIFICATE REQUEST-————
————— BEGIN NEW CERTIFICATE REQUEST————-
————— BEGIN CERTIFICATE————

————— BEGIN PKCS7————

————— BEGIN X509 CERTIFICATE-———-
————— BEGIN X509 CRL——

————— BEGIN ATTRIBUTE CERTIFICATE————
————— BEGIN RSA PRIVATE KEY————

————— BEGIN DSA PRIVATE KEY————

————— BEGIN EC PARAMETERS—————

————— BEGIN EC PRIVATE KEY————

HEAE LT SANR—h F—DOFITDWTIE, fl: FEAFETSAN—h F—Z2FBLTI LS,

F: NSXManager Tld. XKDOTVT7 4 v IR FHR—FNTVERA.
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2 HTTPS 77U —> a3y 7O774 I EERLET.

a

b

vSphere Web Client (O 1 » LET,

[ry bD—=2 &+ 27« (Networking & Security)] 22U v & L. [NSX Edge (NSX Edges)] & &
Uy o ULET,

[NSX Edge] €4 7)o Uy o LET,
[E# (Manage)] > [A— K /NZ > (Load Balancer)] # 7DIBICZ U v I LET,

EODFET— 3> XRIVT, [T7UT— 3> 707 74 )L (Application Profile)] 22U v o L&
T, FHMICOWTIE, TTUS =23y O 7AIILOEBESBLTIEE,

RDNNFGA—HEFERLT LW TUT—23> 707740V EERLET,
[#4 7112, UR DS [HTTPS] 2 #RLET.
[r—EREEBBEDERTE (Configure Service Certificates)] F v 2 Ry 2 A&BIRLE T

FIE1 THRELIY—/NFAEEZZRLETS,

3 (REY—NEERLET,

a

b

vSphere Web Client (O 1 » LET,

[y k7= &t+2 U7 1 (Networking & Security)] 22U v & L. [NSX Edge (NSX Edges)] & &
Uy o LET,

[NSX Edge] €470 Uy o LET,
[E# (Manage)] > [A— K /NZ > (Load Balancer)] # 7DIBICZ U v o LET,

EBDFET— 3y ARIT, [(REH—/\ (Virtual Servers)] 22U v o LES, FHMICDNTE &
BY—NDOEEEZSTBL T /ZE0,

RDNS A= ZERLT HLUWMREBY —NZHERLET,

[{RIEY —/XDHEME (Enable Virtual Server)] F 1 v & Ky 4 R&ZRLT, RIBY—/\EERAEEICL
£7.

[ZB 2] IC [HTTPS] Z#IRLE T,
HTTP 5 —/N (HTTPS #—/N\TI37/x0\) THREENDT 74/ b T—ILEBIRLET,
FIE2 THRELETTUT—23> AT 74 VEBRLET,

Bl : FAAFEL TSAX— bk F+—

YESR

BAELETSAN—b F—DfHITY.

Web Y% —/N\GIAE

MIIDODCCArigAwIBAgIBATANBgkghkiGI9wOBAQUFADB/MQswCQYDVQQGEwWIGUJET
MBEGALUECAWKU29tZS1TdGFOZTEOMAWGAIUEBwwFUGFyaXMxDTALBgNVBAOMBERD
bWkxDTALBgNVBAsMBE5TQ1UxEDAOBgNVBAMMBORpbWkgQOEXGzAZBgkghkiGIw0OB
CQEWDGRpbW1AZG1taS5mcjAeFwOXNDAXMjgyMDM2NTVaFwOyNDAxMjYyMDM2NTVa
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MFsxCzAJBgNVBAYTAkZSMRMwWEQYDVQQIDApTb211LVNOYXR1MSEwHWYDVQQKDBh]
bnR1cm51dCBXaWRnaXRzIFBOeSBMdGQxFDASBgNVBAMMC3d3dy5kaWlplmZyMIIB
IjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAVpnaPKLIKdvx98KW681z8pGa
RRcYersNGqPjpifMVjjE8LuCoXgPUOHePnNTUjpShBnynKCvrtWhN+hakKbSp+QWX
SXiTrw99HBTA1IMDQyWcukoEb9CW6INCtVUN41iRvkn9T8E6Q174RbcnwA/7yTc7p
INCvw+6B/aAN911G2pQXgRAYC/+G601IZEHtWhqzE97nY5QKNuUVDOVO9dc5CDYB
aKjgetwwv6DFk/GRAOSEd/6bW+20z0qSHpa3YNW6qSp+x5pyYmDrzRIRO30s6Dau
ZkChSRyc/Whvurx6085D6qgpzywo8xwNaLZHxTQPgcIA5su9ZIytvILH2E+1SwwID
AQAB03sweTAJBgNVHRMEA]AAMCwGCWCGSAGG+EIBDQQfFh1PcGVUUINMIEd1bmVy
YXR1ZCBDZXJ0aWZpY2FOZTAdBgNVHQ4EFgQU+tugFtyN+cXelwxUqeA7X+yS3bgw
HwYDVROJjBBgwFoAUhMwgkbBrGp87HxfvwgPn1GgVR64wDQYJKoZIhvcNAQEFBQAD
ggEBAIEEmqghEzeXZ4CKhE5UMIvCKzkj5IvITFs/a9CcQuepzplt7YVmevBFNOCO
+1ZyR4tXg1i4+5MHGZzhYCIVvHo4hKqgYm+J+05mwQInflqoAHuO7CLD3WNalsKcVUV
vepIxc/1aHZrG+dPeEHtOMdFfOw13YdUc2FH6AqEdcEL4aV5PXq2eYR8hR4zKbcl
fBtugUsvA8BNWSIyzQl6fyGve+ANTfovXvUizyvwDrPRv/kfvLNa3ZPnLMMxU98Mvh
PXy3PkB8++6U4Y3vdk2Ni2WYY1I1s8yqbM4327IKmkDc2TimS8u60CT47mKU7aDY
cbTV5RDkrlaYwm5yqlTIglvCv7o=

MIIDODCCArigAwIBAgIBATANBgkghkiGOwOBAQUFADB/MQswCQYDVQQGEwWIGUJET
MBEGALUECAWKU29tZS1TdGFOZTEOMAWGALUEBWwWFUGFyaXMxDTALBgNVBAOMBERp
bWkxDTALBgNVBAsSMBE5TQ1UxEDAOBgNVBAMMBORpbWkgQOEXGzAZBgkghkiGOwOB
CQEWDGRpbW1AZG1taS5mcjAeFwOXNDAXMjgyMDM2NTVaFwOyNDAxMjYyMDM2NTVa
MFsxCzAJBgNVBAYTAkZSMRMwWEQYDVQQIDApTb211LVNOYXR1MSEwHWYDVQQKDBh]
bnR1cm51dCBXaWRnaXRzIFBOeSBMdGQxFDASBgNVBAMMC3d3dy5kaWlplmZyMIIB
IjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAVpnaPKLIKdvx98KW681z8pGa
RRcYersNGqPjpifMVjjE8LuCoXgPUOHePnNTUjpShBnynKCvrtWhN+haKbSp+QWX
SXiTrw99HBTA1IMDQyWcukoEb9CW6INCtVUN41iRvkn9T8E6q174RbcnwA/7yTc7p
INCvw+6B/aAN911G2pQXgRAYC/+G601IZEHtWhqzE97nY5QKNuUVDOVO9dc5CDYB
aKjgetwwv6DFk/GRAOSEd/6bW+20z0qSHpa3YNW6qSp+x5pyYmDrzRIRO30s6Dau
ZkChSRyc/Whvurx6085D6qgpzywo8xwNaLZHxTQPgcIA5su9ZIytvILH2E+1SwwID
AQAB03sweTAJBgNVHRMEA]AAMCwGCWCGSAGG+EIBDQQfFh1PcGVUUINMIEd1bmVy
YXR1ZCBDZXJ0aWZpY2FOZTAdBgNVHQ4EFgQU+tugFtyN+cXelwxUqeA7X+yS3bgw
HwYDVROjBBgwFoAUhMwgkbBrGp87HxfvwgPn1GgVR64wDQYJKoZIhvcNAQEFBQAD
ggEBAIEEmqghEzeXZ4CKhE5UMIvCKzkj5IvITFs/a9CcQuepzplt7YVmevBFNOCO
+1ZyR4tXg1i4+5MHGZzhYCIVvHo4hKqYm+J+05mwQInflqoAHuO7CLD3WNalsKcVUV
vepIxc/1aHZrG+dPeEHtOMdFfOw13YdUc2FH6AqEdcEL4aV5PXq2eYR8hR4zKbcl
fBtugUsvA8BNWSIyzQl6fyGve+ANfovXvUizyvwDrPRv/kfvLNa3ZPnLMMxU98Mvh
PXy3PkB8++6U4Y3vdk2Ni2WYY1I1s8yqbM4327IKmkDc2TimS8u60CT47mKU7aDY
cbTV5RDkrlaYwm5yqlTIglvCv7o=

MIIDyTCCArGgAwIBAgIBADANBgkghkiGOwOBAQUFADB/MQswCQYDVQQGEwWIGUJET
MBEGALUECAWKU29tZS1TdGFOZTEOMAWGALUEBwWWFUGFyaXMxDTALBgNVBAOMBERp
bWkxDTALBgNVBASMBES5TQ1UxEDAOBgNVBAMMBORpbWkgQOEXGzAZBgkghkiGOwOB
CQEWDGRpbW1AZG1taS5mcjAeFwOXNDAxMjgyMDI2NDRaFwOyNDAXxM]jYyMDI2NDRa
MH8xCzAJBgNVBAYTAKZSMRMWEQYDVQQIDApTb211LVNOYXR1MQ4wDAYDVQQHDAVQ
YXJpczENMASGATUECgwWERG1taTENMASGATUECWWETLNCVTEQMA4GATUEAWWHRGL t
aSBDQTEbMBkGCSqGSIb3DQEJARYMZG1taUBkaWlpLmZyMIIBIjANBgkqhkiGOwOB
AQEFAAOCAQ8AMIIBCgKCAQEAuxuG4QeBIGX]j/AB/YRLLtpgpTpGnDntV1lgsycZrL
39qy0dBN1lwnvcB9etfY5iWzjeq7YZRr610dIV4sFNBR2NoK+YvdD9j1TRi7njZg0o
d6zthOx1s0hCsD1V/YCL1CTcYD1KA/QiKeIQa7GU3RhfOt/KnAkrémwoDbdKBQX1
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D5HgQuXJiFdh5XRebxF1ZB3gH+0kCEaEZPrj FDApkOXNXEARZdpBLpbvQljtVXt]
HMsvrI0c7QqUSOU3GcbBMSHjT8cgg8ssf492Go3bDQkIzTROZz9QgDHagDqTC9Hoe
v1IpTS+q/3BCY5AGWK13CCR6dDYK6honnOR/8srezaN4PwIDAQABo1AwTjAdBgNV
HQ4EFgQUhMwgkbBrGp87HxfvwgPn1GgVR64wHwWYDVROjBBgwFoAUhMwgkbBrGp87
Hx fvwgPn1GgVR64wDAYDVROTBAUWAWEB/zANBgkghkiGOwOBAQUFAAOCAQEAVQYq
vhm5wAEKmvrKXRjeb5kiEIp70ZAFkYp6sKODuZ1Vdk jMDD4wv461gAe1QIIsfGwd
Dmv0oqS1+iPPy24ATMSZQbPLO5K64HW7Q8KPos@yD8gHSg2d4SOukj+FD2IjAH17
a8auMw7TTHU69761prQQKtPADRcfodGd5UFiz/6ZgLzUE23cktIMc2Bt18B90ZIT
J9ef2PZxZir]gl0qF2KssD1IP5EC09K3EmovC5M5Aly++s8ayjBnNivtklYL1VOT
ZrpPgcndTHUASKS/Duf40dXmOsnCxLAKNP28pMowDLSYc6IjVrD4+qqw3flb7yGb
bJcFgxKDeg5YecQOSg==
] 5061+
77LGwKH37brVgbVYvbg6nWPLOXLG7dUv+7LWE05gqQaPy6aXb/zbckqlLqu6/EjOVe
ydG5JQECgYEA9KKFTZD/WEVAreAddzfelRu8vlnwoagl7cJaoDxgXos4mcr5mPDT
kbWgFkLFFH/AyUnPB1K6BcJp1XK67B13ETUa319Q5t1WuZEobiKKBLFmIDDQJt43
UKZWIXBKFGSVFrYPtGZst719mZVcPct2CzPjEgN3H1pt6fyw3eOrnoECgYEAXiOu
jwXCOmuGaB7+0W2tROPGEzbvV1EGAKAJ6TC/HOKM1A8r2u4hLTEJICrLLT fw++41
ddHE2dLeR4Q7058SfLphwgPmLDezN7WRLGr7Vyfuv7VmaHjGuC3Gv9agnhWD1A2Q
gBG9/R90VfLODc7CglgLeUtItCYC31bGT3yhVOMCgYEA4k3DG4L+RN4PXDpHVKIT
pA1jXAJHEifeHnaWld3vWkbSkvImgVf+9U5VeV+OwRHN1qzPZV4suRI6M/81K8rA
Gr4UnM4aqK4K/gkY4GO5LKrik9Ev2CgqSLQDRA7CIQ+In3Nb50gqg6hFnFPafN+17
7juWln08wFYV4Atpdd+9XQECgYBxizkZFL+9IgkfOCONVWAZGo+DqINOL3JI4iTIk
w56CKWXyj88d4qB4eUU3yJ4uB4S9miaW/eLEwKZIbWpUPFAnOdb7i6h3ZmP5ZL8Q
gS3nQCbh9IDULmMU2 /tU641eRUKAmMIokalg9sndKAZuWo+06TdkIb1RgObk9XNn8R4r
psv+aQKBgB+CIcExR30vycv5bnZNIEF1IXNKaeMIUrYCXcRQNvrnUIUBvVAO8+jAe
CdLygS5RtgOLZibOIVErgWsP3EI1ACGULtsOVQIGFLQGAN1SaMS40C9kvns1imlDu
LhIhYpJ8UsCVt5snWo2N+M+6ANh5tpWdQnEK6zILh4tRbuzaiHgb

> FUF : SSL EEAED A »R— K

End-to-End ™ SSL : NSX Edge (3. 2547 > b®D HTTPS (SSL v 3ar) £ TLET, —NDHFHL
>

WHTTPS i CTo 247> ben—K NS>

VMware, Inc.
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FlE
1 Web #—NitEZ A > R—bLET,
a vSphere Web Client IcOZ 14 LET,

b [®yb7—o&tF+a2VUT 1 (Networking & Security)] 4 1) v~ L. [NSX Edge (NSX Edges)] 2
U7 OF- 3 a8

¢ [NSXEdge]l #47Io)v o LET,
d [&®E (Manage)] > [;XE (Settings)] # 7DIlEICZ U v o LET.
e AHBODOFET— 3> NXRIIT, [ftAF (Certificates)] €2 v o LET,

f  [&m (Add)] (¥ FaravEsU v oL, [CAIIBRE (Certificate)] #IRLE S, HMIDNTIL, il
REQREEBRLTI S,
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g HBAEORRZEIE—-LT. [(IAZDORZE (Certificate Contents)] 7+ X k Ry Z XITBEYUFTIFET, A
NETBTFRNZE [-----BEGIN xxx-----] & [-----END xxx-----] Z&H3HENHYET .

Fr— AT (P—NEERZELHRENL— CAGIRAE) Di5a(d. [FEAF (Certificate)] 72 3 > %
RUEY, Fr—VABAEORARE. ROPIDESICEVET.

h 7S54R—kF—DRBFZIE-LT. [F54 =k F+— (Private Key)] 7+ X b Ry 7 ZRIZBEY T
7,

TIAR—= F—DRAIE. ROBDEDICHRYET,

HREONE GIBEELETSA~— b £—0 PEM) OXFEICE. KOVTRHDTU T 1 v o RXF
SIBBETT.

————— BEGIN PUBLIC KEY-———

————— BEGIN RSA PUBLIC KEY————

————— BEGIN CERTIFICATE REQUEST-————
————— BEGIN NEW CERTIFICATE REQUEST————-
————— BEGIN CERTIFICATE————

————— BEGIN PKCS7————

————— BEGIN X509 CERTIFICATE-———-
————— BEGIN X509 CRL——

————— BEGIN ATTRIBUTE CERTIFICATE————
————— BEGIN RSA PRIVATE KEY————

————— BEGIN DSA PRIVATE KEY————

————— BEGIN EC PARAMETERS—————

————— BEGIN EC PRIVATE KEY————

HEAE LT SANR—h F—DOFITDWTIE, fl: FEAFETSAN—h F—Z2FBLTI LS,

F: NSXManager Tld. XKDOTVT7 4 v IR FHR—FNTVERA.
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2 HTTPS 77U~ —2 3> 7O77A4)VEERLET,
a vSphere Web Client (O 14 > LET,

b [®yb7—o&tF+a2VUT s (Networking & Security)] 2 1) w & L. [NSX Edge (NSX Edges)] &
Uy LUET,

c [NSXEdge] 4 7/)o Uy LET,
d [&EXE (Manage)] > [O— K /NZ > (Load Balancer)] # 7DIEIC2 U v o LET,

e EBODFET—ar ARNVT, [77V5— 3> 70774 )L (Application Profile)] 2 1J v & L&
T, FHMICOWTIE, TTUS =23y O 7AIILOEBESBLTIEE,

f RONSA=GZFERLT LW TV T—2 3> TOT7 74 NVEERLET,
m [FAT]I12IE YRS [HTTPS] ##IRLE T,
. [T—ILElD SSL »E#E (Enable Pool Side SSL)]| Fxv o Ry s REBIRLET,
m [U—ERIBAZDHRT (Configure Service Certificates)] Fr v Ry o X&2BIRLE T,
m FIE1 THRELLEY—NAEBEEEZERLET.
3 REY—NEERLET.
a vSphere Web Client IcOZ 14> LET,

b [®yb7—o&tF+a2VUT 1 (Networking & Security)] 4 1) v & L. [NSX Edge (NSX Edges)] 2
Uy oL,

c [NSXEdgel] &4 7/)NoUv o LET,
d [&® (Manage)] > [O— Kk /NZ > (Load Balancer)] # 7DIEICZ U v o LET,

e HEBOFES— 3> /NXRIT, [IREY—/\ (Virtual Servers)] 22U v o LET., FHMICDNTIE Ik
B —NDOEBEZSHLTIEZI,

f RONSA-5ZFERALT. HLUMREY —NZERLET.

n [(RAEY—/DOFEHL (Enable Virtual Server)] F v & Ry Z XEZZBIRL T, RIS —/NZERATEEICL
E3

m [ZO3JV]IC[HTTPS] £2RLE T,
m HTTPS Y —NTREENDT 74/ b TV EBIRLET.
m FE2 THRELETIUS—2a> TAT7AIVEBERLET,

>FVYUF : SSLNNRR)V—

Edge 3. 2547 FD HTTPS (SSL v 32) 28 TLEHA, ¥ —NANDTCP £y 3>0O—-FK NS
YU EFTVWEY, 4547 D SSL v 3 (Edge TIR7E<) ¥—N\TRTLEY, LT 77V —
Yary I)—VZERTEEEA.

AR S

F: HTTPS XRRIN— 2 FUF T, GEREZLEHY EHA.
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FIE

1 HTTPS 7 7U4o—> 3> 70774 NVEEKLET,

x

vSphere Web Client (CHZ 4> L% 7.

[ry kD=2 &1+ 2 )71 (Networking & Security)] 22U v & L. [NSX Edge (NSX Edges)] & &
U7 OF- 3 a8

[NSXEdge]l €570 v LET,
[£3# (Manage)] > [A— K /N5 % (Load Balancer)] ¥ 7DIEICZ U v o LET,

EODFET— a3y RXRIVT, [T7U— 3> 707 74 )L (Application Profile)] 22U v o L&
T, FEMICOWTIE TTUT =23y O 7 AIILOEBRESBL T,

RDINZA—FEERLT, HILWT U =23y 70770V EEKLET.
[#471121F. URSDS [HTTPS] Z#IRLET.

[SSL /XX X)L —DFEZE (Enable SSL Passthrough)] F v & Ry o XR&ZFRLE T,
[zv a3 4435 1L /2L (None)] ##IRL £ T

HTTPS NAR)V— > FUA T, EBRERFLEHY EEA.

2 REY-—NEERLET.

a

b

vSphere Web Client [CAZ 14 > LE T,

[ry bD—=2 &+ 217« (Networking & Security)] 22U wv & L. [NSX Edge (NSX Edges)] =2
Uy UET,

[NSX Edge] €4 7)Lo ) v o LET.
[E# (Manage)] > [A— K /NS > (Load Balancer)] # 7DlEICY Uy 2 LET,

EROFEST—2 3> NARIIT, [{REBY—/\ (Virtual Servers)| &2 v o LET, SHEMICDNTIE. R
BH—NOEEESEBLTILEE,

RDNSGA—GZFERLT HLUWMREY —NZHERLET,

[R#85 —/NDFRE (Enable Virtual Server)] Fx v o Ry o X&2RL T, RIEBY —/NZ{ERATREICL
7.

[ b3 I [HTTPS] Z&iRL £ T,

HTTPS 4 —N\THRESNDT 74Vt T—ILEBIRLET.

FIE1 THRELEET TV —ay 7O7 74V EBIRLET,

F: [T7otSL—23>DFRME (Enable Acceleration)] Fx v Ry 4 ADEIRE N, L7 BBEDK
EBITHONTWVERWNES, Dty 3P Edge THRTINDZ LEHY EHA

[7 o5 L —2 3 0FRE (Enable Acceleration)] Fx v 7 Ry J ABZBRENTWVZWEE, By
aFL7TCP E—RELTHRDONT, Edge (ZZDEy a2 TLT 20Dty 3 /ICLET.
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:/j'U 7.'- : SSL 75477 htﬂ-_/\wunIE
SSLOZAT7 U hEY—NRAERELET,

9547 >~ hEEELE

5547 MMEHTTPS 8T Web 77U —> 327+ ALET, HTTPS (3 Edge O{R#E IP 7 KL X
(VIP) THT L., 4547 NEIRZEERLET,

1

= bRRELR (CA) £ &BIC Web —/NEEBREZ A VR— b L ET . FFAICDNTIE, > F U : SSLALEAE
DA VR—FZZRLTILEE,

RDOINSG A= EFRBLT, HTTPS 77U —o a3y 7O7 74V EERLET,
a [Za47]I1CF. YR KPS [HTTPS] ##IRL £

b [{k#EH —/\ZIBAE (Virtual Server Certificates)] > IZ [CA iEBBE (CA Certificates)] # 7 DIEIZEER L
£9. REL/ (CA) E. 547> MEBEDRILICERINE T,

c FlE1 TRELALY—/N\ABRZIEERLET,
d [2547 2 bE2EL IC13. YR bDp5S w78 (Required)] Z2IRLE T,

£ [0Z4 7 bEREL (Client Authentication)] 72 3 > 743 [#7%] (Ignore)] ICERESNTWBIHE.
O—RNSHIEISAT7 2 MEBEDORAEERLET,

RIS —NEERLET, FHMBICDONTIE T UF : SSLEEAZEDA »iR— b ESRLTSLES 0,

F: T7UT—23> 7AT7740NT [T—ILAD SSL OF%HME (Enable Pool Side SSL)] #+ 7+ 3 > 3
IR TNBBE, BIRLAT—IE HTTP 4 —NATHREINTWES, 77U —>3> JO774)LT
[Z—I8l> SSL F%HME (Enable Pool Side SSL)] #+ 72 3 BT/ > TWBIHEE, BIRLAET—ILE
HTTPS B —/N\THRESNTWET,

W—h CAICKUEBREREINLISAT U MIBAEE TS UFICA Y R—FLET,
a Web % bk https://www.sslshopper.com/ssl-converter.html (&L £ 7.
b FRELTSAN—b F—ZpX T7AIVICEBRLET, FAZEELTSARX— b F-—DFITDNTIL B
FFAEE T SAN— b F—ETBRLTILEE,
Certificate File to Convert: | Choose File | client.cr
Private Key File: | Cheose File | client key
Chain Certificate File {(optional): | Cheose Fila | Dimi-CA cn
Chain Certificate File 2 {optional): | Choose File | Mo filz chosen
Type of Current Certificate; [Standard PEM * | Detected type from file extansion
Type To Convert To: |PRAPKCSH2 »

PFX Password:

C pPXT77ANETSUHFICAR-MLET,
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Y —/\EE
U747 MIHTTPS BHT Web 77U —2 3 »IC7 & XLET. HTTPS (3 Edge DR IP 7 KL R
(VIP) T#T L&Y, 2D Edge [3HY =D HTTPS &t/ (CHIL. Y—NAREZERLTRIILET.

Edge TIIBEDHESDHERINETS,

1

Y—/\EERAEDRF THERT S Web ¥ —/\GEAE &)V — b CARIRREZ A »R— b UL E T, FEEICDNTIE.
> UA : SSLEAIAED A »R— b ESRL TS,

RDOINSG A= EFRBLT, HTTPS 77U —o a3y 7O7 74 IV EERLET,
a [Za7]I1CF. YRS [HTTPS] ##IRL £
b [7—/LEld SSL ®EFHME (Enable Pool Side SSL)| Fxv o Ry 2 XR&ERLET,

¢ [7—IViLBAZE (Pool Certificates)] > [CA iEBFZE (CA Certificates)] ¥ 7DIBIZEIR L £ 9. 25 (CA)
(F. Ny OIZ RO HTTPS =N\ oD o547 2 MIAZEERIIT 27O (ERESNET.

d [Y—/\52:iL (Server Authentication)] Fx v o Ry OV XR&#IRLET.
e Flg1 THRELE CABAEZERLET,
f [B&5 (Ciphers)] UR b o EBERESZZEIRLET,

F: BESPERRFHABSRA—MIEENTOEWMES, T4 ICUEY FENET,
DRION=2 3> 57y 71— RUERT, BB NUll £23ZEBTHSH. LRION—2 3 D%
REHEEAA—MIEENTOEWMES, T4 ICUEY FENET,

RIS —NEERLET. FHBICDNWTIE »FUF : SSLEEAZEDA »IR— b ESRL TS,

E: 77— 3> 7AT77A0NT[T=ILEID SSL OFEME (Enable Pool Side SSL)] # 7+ 3 > 1
Mmoo TWBEE, BIRLAT—IVMEHTTP Y —N\THRESNTWES, 77U —>3> 7O774)LT
[Z—= )Ll SSL mF%NE (Enable Pool Side SSL)] # 72 3 BNEMICHE > TWBIHEE, BIRLEZT—ILIE
HTTPS 4 —N\THREENTWET,
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ZFDhd Edge H—E X

NSX Services — bz /413, IP7RLRODT—=U T 11 OEZE IP 7 RLUREY HT, 4488 DNS 54—
BREYR—NLET,

ROV —EXREFERT SHIIC. NSXEdge 1 > RE ADBEELTWBHENH Y ET, NSXEdge Dty b 7
v 7OFMICD VT, NSX Edge B2EZEZSHL T E3L),

ZDEICIE. RDOMEYIDNEENTNET,
m DHCPH#—EXNDERE
m DHCP UL—DE%TE

m  DNS 4 — /D

DHCP #¥—ERDEHE

NSXEdge (. IP7RLVRDT—U L1331 DEREIP 7 RLREY B TEYR—-NLET, BEIP 7 RL
R INA T4 1% vCenter Server DEBITEF T MIDE UIITRMNT BS54 T MDAV Y —T
A XIDE#&EICLET,

NSX Edge DHCP 3 —EXRIZLTDHA RS54 VI WVET,
m  DHCP #%&HD7/8IC, NSXEdge DHRERA >4 —7 = ATHRHELE T,

m NSXEdge LOREA > F—T A RADIP 7 RLVLRE, XTDIZAT >~ (L. BEERINTWE
WT—=ILERL) DT T7AILNTF—brDzA4 ZRUVRELT, AT FRYNT—VORBA Y —T
ARADTAO—RFLAMEYTRY M IRIDEELTENET,

LFORRATIE 2547 bDREYS > D DHCP Y —EXRZBIEEFT 2LEDHYET,
m DHCP 7—Jb. T7#4)bT—hrDxA. F/(d DNS 4 —NEZEE/(JHIBR L HE.
s NSXEdge 1 X ADAFIP 7 R L REZEELIEHA.

DHCPIP 7 RL R 7—)LDiEHN
DHCP #—/\IZI2 IP 7 KL R T— LSBT,

IP7RULR T—=ILElE, Ry bT—0ROEFHELZIP 7 RUVADERTY, 7 RUVRA NS VT4 o F5H=/a0
NSX Edge [CL > TIRESNTLWBRETI VIZEFE. ZOT—IDS IPT7 RURDBEUHTENES., IPT7 KL
R T=ILOEREIE. BB EEF W=D 1 DD IPT7RLVRIE. #FT1DDIP7RVR T—ILIZET S
ZEICRVET,
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FIE
1
2

vSphere Web Client (O 14 » LET,

[y bT7—2&tF2 U7 4 (Networking & Security)] 2 U v & L.

A%

NSX Edge 24 7)oV v o LET,

[NSX Edge (NSX Edges)] &2 ) v

[E¥ (Manage)] ¥ 724y L T, [DHCP] 24U v o LET,

e (Add)] () 7oavEs Uy s LET.

[£f%] # 7T, T—ILERELET,

FFToa>
[DNS o B &% (Auto Configure DNS)]

[V—2XDEXEIFRZ L (Lease never
expires)]

[BAs4 IP 7 KL X (Start IP)]
[#7T IP (End IP)]
[RA4 >4 (Domain Name)]

[F54<YU x—A H—/% (Primary Name
Server)]

[Eh>4YU x—A H—/% (Secondary
Name Server)]

[F7 x4 — kD x4 (Default
Gateway)]

[7% v b X% (Subnet Mask)]

[V —XEs/ (Lease Time)]

Foay
DHCP /N1 > RFIZDNS H—ERREEEATHLEBRLET,

7 RUVRZERBTS D MAC 7 RLRITKAICNA V RTBHZLERIRLET., a2
REZ L. [U—REER (Lease Time)] ERIC/AZY 5.

T OB IP 7 RLREAALET,
T—IOETIP7RLREAALET,
DNS #—=/\D RAA »ZZAALET. ZhEFF T a3>TT.

[DNS 0 E#%% (Auto Configure DNS)] %521k LT\ 2\ 8414, DNS —EXD [75
A<V x—A H—/\ (Primary Nameserver)] AL %3 . hostname-to-IP 7 R L X
ROZHIZDNS =D IP 7 RUREANTZHENHYET, ChIEA T 32T,

[DNS o g8#h#% & (Auto Configure DNS)] ##iR L T\ 2 W\5&(E DNS Y —EXD [th
> #1) x—LAh B —/\ (Secondary Nameserver)] # A41L &3 . hostname-to-IP 7 kL

RIBRDIZHICDNS 4—/ND IP 7 RLVREANT 2HENHYET., CNFA T3> T
ED

TI7AWPDT—bD A TRVREANLET, T74NM DT —bDzA IPTRLRE
BELZWNEEFE. NSXEdge 1V REVADREA VI =T 2 A RBTI7AIL N =D
A LLTHBENET, CNEF T 30T,

TRy b YRUVERELES., DL - —DIEEICHEZX T ¥ 7y b YXU(3 Edge
A5 =T A RERE DHCP UL —DHY 7Ry b IRV ERAUICTHZLENHYET,

AT EADIP 7 RLADYU —XHHIE. T74/)L bOEB (1 B) (C95h BET
BELET. [U—ROEDERA L (Lease never expires)] Z:&#iR L7z54& (3. U — XBE/H
ERETCEEHL, INEA T 3> TT.

(F723>) [DHCP A7 3>] 47T, DHCP A7 3V &RELET,

NSX6.25 LIETIE. V5RALVR RIT A4y I I—rETTHILN T—FD A4 OWEA %D Edge
Services Gateway T DHCP 77—V &#KT5&. TIAIWN T—RIUTANISAVR RGT v o Jb—

FELTEMENET,

FTFar
[RDY—/xX (Next Server)]

[TFTP 4—n%& (+72 3> 66) (TFTP
server name (option 66))]

VMware, Inc.

Toar
PXE 7— k%7214 bootp 2MER L. KRICT— k3% TFTP H—/\,

TINA 275 Booffile & (A7 3> 67) TIHESNLETZ 7V &I O—RTHEEIE
AI51=Fv AN IPVA T RUVRELRBRAMEEANLET,
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FTFa>y Toar

[TFTP Y= 7RV R (7> 3> 150) 18ULED TFTP 4 —nD IPv4 7 RUREANLET.
(TFTP server address (option 150))]

[Bootfile & (+7> 3> 67) (Bootfile TFTP Y —N\%& (#7232 66) TIHRESNY—N\P5F D >0— KT % Bootfile 7 7 A
name (option 67))] NDERTIZEANLET,

[A>4—724XMTU (7L 3> 26) BRAEEIZy b (MTU) (2. 2 BOKRI MET/AT v MESEIE T ([TRERTEERTRAT L —

(Interface MTU (option 26))] AYALRTE, ZDOATLarTlE A5 —T 1A RATERSNS MTU 4 X&18ELE
To BT —IBLVENNA 2 RIZIE. 120 MTU B4 X (UNA NEAL) #RETEET,
MTU D&/MElL 68 /N1 T, H&AfEIL 65535 /N1 ~TF, DHCP #+—N[Z1 >4 -7 x
42 MTU DgEESNTWARWEE, DHCP 425472 b OS [CERESNFA 5 —T T
AZMTU OF7#4)L MEZEERLET.

[5AVR REIF4v o W—F (AT ary 1DDIFAVRRITA4v P b—b AT 30T RALBEICERDIL— MEEETEE

121) (Classless static route (option T, BI—NMI BEI TRy b Y TRy F RO RIRN KRy T I —F—THEBREN

121))] £9. RZT 4 v o Jb—rTlE 0.0.0.00 (FENZY TRy MTHEVET., VTALRX RS
TAvTZ IIW—bhEFTar 121 OFMICDONTIE. RFC 3442 25BL TS,

a [&M(Add)] (W) FaavEsUusLES
b REEXIAN Ky T h—5—0 P 7 RLREAHLES.

8 [OK]|Z2Uv o LEY,

DHCP 4 —EXRZHMICT S

DHCP H—EXZHB#ICTSHEL, NSXEdge (CL> T, EEENLIP 7 RLR =I5 IP 7 KL XZEBE
(TR VICEUARTHIENTEET,

AR SR

DHCPIP 7 RL R 7—IL1SBIMENTWNSHENH Y ET,

FIE

1 vSphere Web Client [cAZ 14 > LE T,

2 [RyR7—&Et+2UF 4 (Networking & Security)] &% 1 v & L. [NSX Edge (NSX Edges)] &% 1) v
HLUET,

NSX Edge 24 7)oV v o LET,

[E# (Manage)| ¥ 7&#2 YU v o LT, [DHCPl| 4 72U v o &7,

[B211k (Enable)] 22U v o LE T,

[BZDEINE (Enable logging)] ##ZEIC/HECTEIRL, O LR EZERLET,

N o g A~ W

[ZZEE D %47 (Publish Changes)| #2UJv s LE7.
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BR

E: BEOHSHI—HF—PAREMLDHCP Y —NEZEATERLWEDIZ, 7747 94— Ib—ILEERRT B &
ERENOLET. INERITTSITIE. DHCP H—NDOEMZIP 7 RUVAB TRy 74 VDBEZEIND LE
[ZVAR—K 67 £ 68 TDOHUDP bS5 T7 4 v O ZEHFRATHT77A4T7 04—V IIb—I)LZEMUET, FHEICDNTIE.
T7AT7 T4—=)VL )L—ILDERESBLTIEZN,

RORTY T

IP7RUVR T—=IbENA Y REERLET,

DHCP IP 7 RL R =L DiRE
DHCPIP 7 KL R 7=V &@ELT. IP 7 KL REEMELFHBRTEET,

FlE
1 vSphere Web Client [CO &4 > LE T,

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v o L. [NSX Edge (NSX Edges)] =2 U v
JLET,

NSX Edge 24 7)o Uy o LET,

3
4 [&% (Manage)] #7%4Jvy o LT, [DHCPl #7245V v o LET,
5 DHCP 77— &R0, [{RE (Edit) 71a>&22U v o LET,

6

MEREEZITV, [OK]Z2) v I LET,

DHCP ##1/84 > FMDIEMN

BT FTEEL TWA Y —EXDH Y, IP 7 RVAEZELELZWNVMEEE. IP7RUVRERETS D
MAC 7 RLRICINA V RTBZENTEET., NMURTBIP7RUVRE IP7RUVR =L EEELARNED
[CLTL S,

FIlg
1 vSphere Web Client (cOZ 14 > LET,

2 [y brTU—=2&tF2)T7 1 (Networking & Security)] 22 1) v & L. [NSX Edge (NSX Edges)| =2 U v
JLET,

3 NSXEdge #47)Io v o LET.
4 [E%#E (Manage) #7%#2VUv4o LT, [DHCP]4# 72Uy o LET.
5 EMBOD/INRIVS [/NA 2 B (Bindings)] #:#IRLE 7,

6 [&M (Add)] () FravEsU v LET,
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7

8
9

FIE

1

o a h~ W

NA Y RERELET,

FFar
[DNS @ B #& & (Auto Configure DNS)]

[V —2DEXEBRL (Lease never
expires)]

[4>%—7 x4 X (Interface)]
[{x#8=<: >4 (VM Name)]

[{x#8=<: > vNIC 1 > Fv & X (VM VNIC
Index)]

[RX h% (Host Name)]
[IP 7 KL X (IP Address)]

[ 7%y b A% (Subnet Mask)]
[k A4 >4 (Domain Name)]
[754= VU &—A $—/% (Primary Name

Server)]

[Eh>4U x—4 H—/X (Secondary
Name Server)]

[F7 4Nt =D x4 (Default
Gateway)]

[V —XEs/ (Lease Time)]

[Em (Add)] =22y o LET,

Toar
DHCP N1 > RICDNS Y —ERBEEFEAT D LEFRLET.

TRUVREREBTS YD MAC 7 R RITKAICNS V RTBHIEEBERUET,

NA 9% NSXEdge 1 9 —7 24 REERLET.
NA Y RTBRIET VERRLET,

IP7 RLRICNA Y RS 2RIEYS D NIC 22IRULET,

DHCP 4547 > MRIEX S Y DRRAMREANLET,
BIRUAERETS DO MAC 7 RLRENA Y RTBT RLREADLET,

TRy b RRUERELET. DEL— —DBEICHEAT. ¥ 7%y b YRX2(3 Edge
A5 —T A RERE DHCP UL —DHY TRy b YRVEALTHHLENDHYET,

DNS =D RAA > ZZEAALET,

[DNS 0 B (Auto Configure DNS)] £52R LTl \2\B&(E. DNS —EXD [75
A< &—A H—/\ (Primary Nameserver)] # AL & 9. hostname-to-IP 7 KL Xf#
ROEDHIZDNS 4—ND IP 7 RLREANTHZHENHYET,

[DNS @ B#h&%E (Auto Configure DNS)] Z#R L T\ aW\5E(E DNS H—EXD [£4h
>&) x— L B —/\ (Secondary Nameserver)] # AZ1L £9, hostname-to-IP 7 kL
RFERDI=DHIZDNS =D IP 7 RLREANTHLENHY ET,

FIANIDT— DA FRLVREANLET, FT74L DT~ 14 IP7RLRE
15 LR WBAE. NSX Edge A ¥ 28 Y ADKEA ¥ 5 —T7 24 ABFT ALk &~k
IAELTHBENET,

[U—2DBEZHEARR L (Lease never expires)] Z:#iRL TWRIWMEEIE. T RLRE IS A
TYRITT7AI OB (1 B) U—RT20. BRTEEEETD0ERIRLET,

[ZZE D %47 (Publish Changes)| #2UJv s LE7.

DHCP /N1 > FDiR&E

RO MAC 7 RLRICNA VY RENZEEIP 7 RLRELT, BHRB7 RLREZENYHTET,

vSphere Web Client (O 14 » LET,

[ry kD=2 &1+ 2)F7 1 (Networking & Security)] 22U v - L. [NSX Edge (NSX Edges)] &4 U v

A%

NSX Edge 24 7)oV v o LET,

[ (Manage)] ¥ 722 v LT, [DHCP]#7%20U v o L%,

HERD/NFILS 8 > K (Bindings)] Z2IRL. RETHNA Y KELU Y LET.

[RE] 74 2>%&20 Uy o LET,
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7 WELGEEZET. [OKlZ2U v o LET,

DHCP U L —D&&E

DHCP (Dynamic Host Configuration Protocol) U L —ZHRd 5 &. IRIETIP 7 L AEBZHIT S &7E
<. NSXADSEIHFED DHCP A > 7S XA NS0 F v EERT 22 EMWAIREIC/IRAV ET, DHCP A v t&—21d R
Bl rohs, MEBRECHDIEESINZ DHCP H—NCUL—8hET, ZhITEYU. NSXRA®D IP 7 KL A
DORED IP 7 FLURAEREAL/CIREBEMIF TE X,

DHCP (In &/ —4% — R— MTERAE N, 85O DHCP Y —N\NU X bENZAREMEDH Y F£T. EKIFL,
UARENEZINTDOY—NITEEENET, DHCP EXRDBOSA T b5 UL—ENTWBREIC.T—bD A
IP7 RLUADBZDEKRITEMENES, 8D DHCP 4 —NE ST —bU A4 TRUVREFERALTT—IILER
AL, BRICHISIPTRLVRZBUHETET, ¥— bz 7RLVRE UL=BDBERITENTNSD NSXR—b
DY TxYy FMZBLTWSHENHY T,

BHDOIPT RUVRARAASVEYR- T BDIC, HERA v FIEICRED DHCP ¥ —NZEHEE L. DEEREIL
—& =2 &ITHEHO DHCP Y —N&&/ETH I ENTEET,

Z: DHCP OFFER [SFREEA >4 —T7 A4 X (LIF) £E£73% IP 7 RLADHDHE. HEEE/IL—% —(3REY
IV L—LERA, Ny ROy TENET,

DHCP #—NT7 =)L BLUNA V REBRETDHEE. UL—3NB0TUDT—ILINA Y ROY TRy b YRS
MDHCP UL —DA =T 1A RERALTHZD I EEEDRLTLESN, 7Ry b T RIEHRIT. RETS >
& DHCP 4 —EX %12t d % Edge DRI THEGHEIN—F—B DHCP UL —& L THEEL TS EE(C. APIT
RETIVENHVET., DT TRy b YRIE. PEHREN—F—DREYS DT — Iz A A5 -7
ARTHRELEOBDE—HTHIVLENHYET,
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(g;( DHCP
H—/\ X

> DHCP

H—/\Y
L—5—

x
m DHCP UL —T(F. EHRTSIP 7 RLRAEREEYR-MLERA (73> 82),

s DHCP UL —&DHCP H#—EX%E 1 DDOMR—MNVNIC TREICRITT A &ETEEEA, R—bETUL
— I-—CIVhDPREINTNSHEE. DHCP 77—l ZOR—bDY TRy MIRET B LETEE A,

DHCP U L — ¥ —/\DiENN

DHCP Ay =2 DU L=k &EEBHNEY L — —NEEBMLET, UL—H—NF IPEY M IP7RVR T
Avo, RALSY, FEEINSDOTRTOEAEDLEICHEVET, Avte—21F URRENTWSE DHCP
—N[ZUlb—&nkvd,

AR

m DHCP UL —TIZ. E¥ETSIP7RULRAERBETR—MLERA (XT3 82),

m DHCP UL —& DHCP H—EX%E 1 DDR—MVNIC TRFFICEITISZ LT TEEHA, R—bETUL
— IV EPRESINTNBREHEE. DHCP 77—l & ZOR—bDY TRy MIEET DI LETEEHA.

s DHCP OFFER G4 >4 —T7 x4 X (LIF) £R/5% IP 7 RLADEENDIHE. DEGE/IL—F —(3RE
R L—=LERA, Ny MEROYTLET,
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FIE

1 vSphere Web Client T, [*v b7 =2 &t+ 211 F 1 (Networking & Security)] - [NSX Edge (NSX
Edges)] DIEICHEELE T,

2 @t Edge £ 7o U v LT, [ (Manage)] - [DHCP] & 7HBLT\B L HALET,

3 [DHCP UL —m&O—/\LE&E (DHCP Relay Global Configuration)] m#(2# % [fR&E (Edit) 22U v &
LET.

4 IPEybzEd—NELTEMTSICE:
a [EBMAd)]71a>&0UvoL, IPYy bEERLET,

b » TAaA &)y o LT, BRULEIP Yy bE[BRLAEFTO O M URAMIBHLET,
c [OK]Z2YUvo L%,

5 IP7RUVRELEFRAMZZENT HIC(F. BU/EEEBRICTY FUAELEBRIZANLET,

6 [OK]Z2UvoL%ET,

Yb— I—2 x> DB
DHCP # v+ — %448 DHCP UL — % —/XIC U L—% 5 Edge 4 > —7 4 REBMUET.

FI
1 [DHCP UL — T— 1> k (DHCP Relay Agents)] 41 C. [&M (Add)] 7A a>&4 U v LET,
2 [VNIC] T. WEE VNIC BSBIRENTNDZ LERBLET.

[%— k%14 IP7 KL X (Gateway IP Address)] 1213, ZIRLA WNIC DTS4 IP 7 KL ApsER
nET,

3 [OK]Z2Uv o LEY,

DNS H— /N

NSX Edge Tld. 488D DNS — Nl CE£d. Edge (&, XY NIV —OREBRT D720, V54T~
77— 3>m5 DNS —/N[C DNS ER#E# L ET, Edge (Z.DNS H—1\noZELmnEa v v
1ICRET BHEENH Y ET. DNS —E XL, Cross-vCenter NSX IRiED Edge Services Gateway. &L
B)V—4F— AZN—YIDHEGHEIN—F —TYR-—bENET,

Flg

1 vSphere Web Client IcOZ 1 > LET.

2 [rybT—=0&tF2UT 1 (Networking & Security)] 22 1) v & L. [NSX Edge (NSX Edges)] =2 U v
JLET,

3 NSXEdge #47)oUwvoLET,
4 [E%#E (Manage) # 7% v o LT, [RE (Settings)| 4 7oV v o LET,
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[DNS (DNS Configuration)] /X)L T, [Z£® (Change)] 2 v o LET.

[DNS #r—E XD B (Enable DNS Service)] €2 1J v 2 LTDNS Y —EXZHBMICLET.
WHDDNS =D IP 7 RLVREADLET,

PEICKCTT 74 bDF v via YA XELEBLET,

© 00 N o O

[BFDEXE (Enable Logging)l 22U v~ LT, DNS v> 74 vomOdZEEEL. OF LANJLEZEIRL
7,

AEREn/=02(d Syslog B —NITEESNET.
10 [OK]&=2U v o LET,

VMware, Inc. 318



Service Composer

Service Composer Tld. v b7 —oEXVEFa VT4 Y—ERERBA VISR IFvRADT TV r—
arvIC7AEY 3z L TEIVETHRIENTEET, oD —EREEFaUT 1 JIL—TIITvEY
gL Y—ERBEFaUTa JI—TOREIL VICERINET.

T¥aUTq =T

¥ RETIEEEEETDLOICEFaVT 4 JIN—TZ2ERLET. BHEDREYI VEECEAENDEF Y
T4 JI=T, BEEF VT4 JI—TEERTEET, BGEF2UT 4 JIL—TDIHFER. ROFE
TAYN=V Y TEEERTEET,

m VvCenter a7+ (OV5RY. R—k JI—T ElET—t4—-)

m tFaUTg #45. IPset. MACset, £/i3fbD a4 )=, 7=E2IE EBELEEF2 T4 4
2 (AntiVirus.virusFound 72 &) TH IIFENLAVN—DIRTEEF2 T4 ZIL—TI2EBNT D20
DEEESDHDZEMTEET,

m TaL MU F)L—T (NSX Manager %3 Active Directory [CEEFIN T\ S5E)
B VM1 EWDSBRIDREY S V72 EDERKIR

TFaVUTa GI—T AUN=2v TRIBICEHLET, /=& 2L AntiVirus.virusFound 4 7 53t 5 7/= (k48
IV BEEFIVT 4 JI—TITEBMEINET., DANADBIY =Ty TN, ZOFTBMRET VS
Hifgand & BEEFIUT 1 JI—ThoBRAEINET,

tFalUTa RUZ—

tFXaUTa RUS—F ROV —ERXBEDEERTT,

K171 €Fa2UF7q RUP—ICEENSEF2UT s T—ER

H—ER Bted WA

77470 F—) TFaVUT 4 IN—TEDR EeBEFaVUT 4 JV-—TATHAENS ST rv2  WNIC
= EEERT DI,

Endpoint #—t& TUFIANARHBUERY —ERBEDY—RN—FTy Ya—2ar 7anaso (RE<>>
s Y—-EX,

Fy b= 42 Xy bU—UEERTDIZY—EX (PS/E). R~ >
FAORARS L 3>
Y—EX

Y—R =T 4 RFT—DH—ER([F. NSX TOH—EROF7/OA/BICH—ERX ATFTUEBERLET, &N
V=TT —=RI, TIAHILEDY—ER FOT7 7 A ILDBERRENE T,
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=R N=FT gy RFT—DYF—ERXBNSX6N(CT v TIV—REINBE. Ty TIL—RINBRF— T
T—=RrCI T7AN MDY —ER TOT7 74U DBMEREINET. YA AV NARRT S 3> L=V EECETE
DY —ERRUL—(F, Ty T —RAIERENZT—ER TOT7 74V ESBTEEIICEHFINET,
TXral)Fag JI—T\DeFxaTqg RU—DIvES

TFalUFaga RUS— (SP172E) #xa)T4 JIL—T (SG174E) [CxvEYSILET, SP1ICHESN
7= —ERIE. SG1 DAVN—THZINTORETL VICERENET,

F: RLEFaUT 4 RUL—ZERTILEDNHILZHDEF VT 1 JIL—ThBH2HBE 1 D207 T3
tEa2UF 4 FI—TEEBR L. ZORICEFNSDITATOFEEaAUTF4 FI—TERILT. ZOTTLS

tFaUT 4 JI—TICHBEF2UT A RUS—ZBALET, CNICKY. NSXDET 747 D=L
ESXi /KRR b AV EZMERNICFIATELLDICAVET,

17-1. Service Composer D=

tXxalsq -7

RIET S U PEEDEF2 VT4 JV—TICBLTWAIGEGE, €FaUT 1 JI—TICvvEYIENnctFa
VT4 RUZ—DEBEIRCICHELC T, REYS VY —EXADNBERASINET,

Service Composer 7O 7 7 A V&IV AR— b BLOA Y R— LT HDIRIBETERT S ENTEET. 2
FY—08LVEFa2VT 4 Y—EREZDHETEETSHE. BUBRLIARIETERANZEF2UT 1+ RU D
—EBPARRIC/IRVET,

ZOEICE. ROMEYINEENTNET,

m  Service Composer DO {#

m  Service Composer F+ >/\X

m EFaUT a4 FTDERME

n BMEY-ERDXRTR

m EFaUT o RUS—D#EME

m  Service Composer D+ 1+

. EFaVUT 4 RUS—REDA Y R—FEITAR—b
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Service Composer D{EF

Service Composer 23 2L, tFaUT Y—ERBSICFIHTEET,

ZITlE FEENVEDS. Ry bT—0DI Y MY -T2 RDIRFEIC Service Composer # ED KD ICFIAT S
NEERLET., REILXRDEF2UT 1 RUD—DPEEINTWSELET,

n BBMERFrY Y—EREAD. NEPREDOEF 2 UF 4 KU — (InitStatePolicy)

B J7AT7 0= I—=Ib, TOFUANAY—ER LURY T —0 IPSH-—ERESO, BELFaV
T4 RU L — (RemPolicy)

RemPolicy DE# (B5EIERD) 73 InitStatePolicy DEA LU HH N2 L 2HERLET.
T, ZDEFaVT 4 JIN—THRELTWDELET,
n RENOEBRLIEELT7 VT —2a &850 7 70— a  &EJ I —7 (AssetGroup)

n RETUDPRBTHLEERST Y
(VULNERABILITY_MGMT.VulnerabilityFound.threat=medium) TEZEZN7/=. RemGroup &\ &Hl
DEELF2UTa JI—T

RIZ. InitStatePolicy # AssetGroup ICX v EY I L TEBEBEROER LEELR 7 7 UT—2ary3NTER#ELE
9. F£7=. RemPolicy # RemGroup I[C¥ v EYJ L THREBRIREYS VERELET.

MEEBIERF+ > ZFIAT 5 &, AssetGroup ADITRTDIRET L U B RF v ranNET. RF+ U THREEDH S
RIE~< o VM E S N/=HE. VULNERABILITY_MGMT.VulnerabilityFound.threat=medium ¥ & 1% DR
B VCBRAINET,

Service Composer (FENEEICZ D% JffF S ni={RiE< > > % RemGroup [ZEBML £3. RemGroup IZ(3. 1BH0
ENMRBERET S VIRETD/2ODRY T =0 IPS VU 1—2 a3 UPERESNTVNET,
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17-2. 815 D Service Composer
N—hrF—YYya—3> N—rF—v1)a—->3y

VULNERABILITY_MGMT,
VulnerabllltyF_ound.threat
=medium

ESRR YT AHILE
FIVr—23>m
tXalTq GL—7

ESRRX YT 4hlL
B TN r—ay
MESSER F v >

VULNERABILITY_MGMT, VULNERABILITY_MGMT,
VulnerabilityFound.threat VulnerabilityFound.threat
=medium =medium

2JfFEDRBT BEEF2YTa FJIL—T

RIZ, ZDREwY & TIlE Service Composer Dt 2+ 212U T4 Y—ERXZFERATH/HDFIEICDWNVTEBA
LET,

FIE

1 Service Composer TOtF+a1UT+« FIV—TOERK
NSX Manager LX)V CtF+aUTF o1 JI—TEERTEET,

2 TFaUTa RU—DERK
tFaUT RUS—E EFaVUT o JI—TICERARRER—ED YA A ORRI 3> 774
TOF—IL.BLURY T A2 FARRI D 3> BY—ERTY, BFaUT1 RU—DPRRENSBIE
FlE. RUS—ICHEEMITONEEHCL>TREVET, T74IMTIE HILOWARY S —ICIE. T—TI)L
DEREMICHEDZEDICRORENVEADEVETONET., 722L. TI7AINNOERINDIEHEZEL T,
FLORY S —ICEIVHTONKEIEREZZEE CEET,

3 EFaUTFTg IN—TADEFaVUT4 RUT—DBEH
TFaVUTas RUS—Z€Fa2 VT JI—TICEBRALT RETRI by T ESXRALEELT TV T —
arv, BLUOZOBDERZRETHENTEET., BASNED ST —EXELBAICKKLUZERAD
JRARBHRRTEET,

Service Composer TOEFaUF4 JIL—T DR
NSX Manager LNV TE2Fa2UT 4 JIN—TEERTEET,

FlE
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [Networking and Security (Networking & Security)] 2 U v 2 L. [Service Composer] =2 ) v o L&
ER

3 [tF¥aVUF« ZI—7 (Security Groups)]> [tF+aVUF« ZIL—TDEM (Add Security Group)] 7 3
VOIEIZZY v o LET,

4 tFaUTa JI—TOREMEFAEANLT, [RN (Next)| €2V v o LET,

5 [BAUN=2y T R=DTRFOEF VT4 JIN—TIEBNS2A TPV MIUBEBDRELETE
ELET.

feEZE BELIEEF2UT 4 #4 (AntiVirus.virusFound 72 &) TH IRITENFAIN=-DIT R TE®
FaUT4 FN—TIEBINT B/DDREEEEDDHENTEET,

F/zld. W2008 EWDZFIEZEL TR TORETS 0, SHERXAS vF global_wire [CEENSRIETS
ErFaUTq JI—TIEBMTEHIEHTEET,

tFa21UT 1 ST TRRANFENNFDEBENET,
F: BWEOEFIVTa FUPBEREINCRET O TEFa VT4 JN—TE2EET BHE BNT—2

JO—F/EEFREMET—T7O—EERTEET, FIDBRETI VICEREIND ETSIC RETS VIEE
BCZEOEF T4 JI—TITEBMENET,

6 [RN(Next]lZzoUvsoUL%ET,
7 [BH2F TPV MDRR|R—=2T, FAYTEOUDOFXTIz O 54T BIRLET,

8 VURKNIEMTZBATL O bESTNIV YO LET, EFaUT 4 JIV—TIZBROF T 0 hEED
BT ENTEET,

n ERHFOEF2UT o JN—TAHAICRAENMBOEF2UT 1 JIL—T,
m UTRY
n HREXMVTF
m Xy bT—S
s RETIUT—3ar
n TtV —
m IPtyhb
m  Active Directory )L —7
F: NSX+EFaUFa ZIL—TFD Active Directory 52 (2. vSphere SSO @ Active Directory :%%E

EIFRRY EF ., NSX Active Directory /)L —7DHRERFT A MREYS VICT7 V2R TEHIV R 2—Y
—ATHY. vSphere SSO (% vSphere LU NSX # AT HEHEERTT.
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= MAC v b~

£ :  Service Composer Tld. RUL—FREIZCMAC £y bDEENTWEEFaUT o0 JIL—TDE
ADHFRIENTWET D, HED MAC £y ROV —IIVEZBRT 5 &IETEE A, Service
Composer (L1 ¥— 3 TEEL. LA TV—28BEEYR—FLEEA,

s tFaUTa 5Y

= VNIC

. RET

m UVY—XR Tl

. DEURER-k -7

CCTERULAEAT O 2O NI BNBEEZB I HEIDLCHIDLST, BICEFaUTa JIU—TICEEN
£,

tF2UT1 JI—TIC1DDYY—REEMTSHE, BETHIRTOYY —RHEFHCEMESNET,
FeEZE R VEBEIRT S &, BET S VNIC BEEMICEF 2V T 1 JI—TITEMENET,

9 [N (Next)| 22Uy o LT, ©FaUTa JIN—ThoBNTEF T bETTIVOY I LET,

CITERENDA TPz bE BMBEEC—HTHHEPYRARNIBESNTNSHEETH, BICtFaY
T4 TI—ThoBASNET,

10 [#7T (Finish)] 22V v o L%,

i

TFaUT A GIN=TDAUN=2 v T E ROESITREVET,

{(HO#ER (FlE FlE 4 TER) + 8ENSTA4T L (FIEFIET7 THEE)} - RASNETAT L (FlE FIE8 T
BE)

DEY. BDB7ATLAPRMICKOBRISEMENE . RIS, BASNETA T LN BESNLERNPSEL
Bl NET.

tFaUT 1 RUS—DERK

tFa2UT e RUS—E EFa VT« JIN—TICHERAABEGE—ED AN A MARRI 32 T7A4T U
— BEUPRY T =0 A2 hARRI L 3> Y—ERTY, €FaUT 1 RUS—DBRRENDIEFE. RV
O ICBBEMIFONIEEHCLO>TREVET, 774 ETEH FHILORU S —IZE T—TINDORLEMICES L
DQICHRHBREVESDEVETONET, 72U, TN POHBEINDGEAELEEL T, HLWVKRY S —([CEY
HTONKIEFEZEETEET.

AR SR

RDOEDICREESNTVNDSZLZEHRLET.

. VE/M VMware fiHIABT—ER (D7 7 A7 04—, TAM AV NORARG S 35 E) DDAV A M—
IEnNTW3,

. MEG/N—bF— B —EXH NSX Manager  —EXR([CEHIN TS,
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FIE

1
2

T 74 ~DERALFRED Service Composer D7 7 A 7 74— )b JL—ILICERE SN TWVS, Service
Composer 7747 U #—)LDERLKREDREESHBL TS ESL,

vSphere Web Client (O 1 > LET,

[Networking and Security (Networking & Security)] #2 ') v 2 L. [Service Composer] 2 1) v o L%
ER

[+ 2 U7« RYU > — (Security Policies)] ¥ 7&2o U v o LET.

[Security Policy mfERk (Create Security Policy)] (B) TAAYEL )y I LET,
[EFa2VUTa1 RUD—DEM FA470Y Ry IRT, ZFaUT4 RUL—DEZRIEANLET,
tFxFaVUTF4 RUS—DHBAZANLET,

NSX TlE. RUL—ICTT7AILbDEH (RADEH +1000) BEVHTONET, LA BEFORY >
—DEHRARDEHH 1200 DIFE, FHLWWRY > —(2(FEH 2200 NEVHTONET,

TF2UT 4 RUS—BEDEAISCTERASNET. DEY. EHNPKREVWRY —FEHD/NESORY &
—LUHBERIBEULS< BV ET,

EERLTWBRY >—TRIDEFa2UT 4 RUS—DPEY—EREZ(TEBICIE FEELERI S —DE5EF
a2 UF 1 RYU > —%H##% (Inherit security policy from specified policy)] Z2#iRLEd. HARU > —&ZRL
£,

FLOWRUS =TI BARU S —DOITRTOY—ERDBMWERINET,

[~ (Next) #2Uwv o LET,

[FA A MARRG L 3 Y—EX]|RX=UT [TAN A2 FARRT D 3> H—EZXDEM (Add Guest
Introspection Service)] () FA4avELUHLET,

a [FAMAYEARRG L 3 Y—ERDEM ¥4 70T Ry VAT, ¥—ERDRFEHAEZANLE
ER

b Y—EXEERTEN TAVITEHENERELET,

tF2UT 1 RUS—ZHETDBEIC. BRI —DoDY—ERETAVITEHEDICERTEILED
TEET,

Y—EREERT 545G Y —EREY—EX TOT77MIIVERRTZHLENHYVET, T—EXZETOY
U350 JAVITEY—ERDYA TEERTDILENHYET,

c Y—EROT7OvUEERTZIHEE Y—ERDIYA TEBERLET,
d ZRMNAYMARRYI Y 3> H—EROBERERIRT D54, [[V—ERXLZEBIRLET.

BIRULIEY—ERDT 74 EDY—ER TATZ 7 A MDBRRENET, TNICE BEM TSNS
=TT —bhTHR-bPEINTNEY —ERKEEEY 1 TOBRPEENET,
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10

11

e [ItfE (State)] T. BRLAS Rk 42 RORRS S 3> $—EREBMICT B0, BHCTEHEIEEL
7.
BRARAYRORRS S 3y $—ERE, BTEDCTBY—ERDTL—ARLT E L TEMTEET,
SHIE H—EREF VT RTEMT ZBELHHEAIC @FHLWT TUr—2 3 01mE) BICERT
¥,

f HFRNAYRORRIL Y Y—EREBATEINEIDEBRLET (F—/N—54 RTEEEA), 2
RUES—ER TO7 7 A L TERDY — ERMEES 1 THHR— R SNTVBEE, Shid F74)Lk
T [3% (Enforce)] CBREESNTHY, ZETEE A,
tFIUFA RUS—THFRANA Y RORRIL 3y H—EREBATHEE. —OEFaUF 4 KU
S —EPWET BIDORY S —TlE, OFRY S —LURICCORY > —£BETHLELNHYET, —O
G ERBEAENTOVENES, HADBIRICLY, FRY S —SEAESNARICEARY S —msBmEn
7.

g [OKl&2UvsLET,

FROFIECHSTESICHF AN A FORRI L 3B —EREEBMTEET, AN ¥ FOXRI L 3

Y H—ER[E. $—ERF—TNOLCHBTA AV EFEBLTERTEET,

COR—IDY—ERET I AR— hEAFOAE—FT B PR AV FORRI 3y $—ER] "=

DETIHE T FoavEsUysLES

&~ (Next)] £ U v o LET,

[77 A7 94— R—ST. [7747 94— b—ILOi&n (Add Firewall Rule)] () 742>z y
HLET.

ZIT. ZOEFaUT 4 RUS—DERENBEF 2T A T—TDT7 AT 94—k =L EFELE
¥,

a BMTB774794—)L L—ILORHERBEANLET,

(e

[577T (Allow)] £72(3 [7O v & (Block)] £RL T, BIRENLIEAND NS T 4 v &N —IVDHAS
5, JAOvoTEIhERLET,

c I—IDOEEFTERIRLET, TT7AH/INTIE IL—ILFE. ZORY—DERENZEF2UT90 FIL—
THOSRETEINS T4 v IICBERINET., T7A4NMDRETELEET S(2E. [£FE (Change)] &2
Uy oL, @ilatFa)Ta JIN—TE&ERLET.

d N—IlDFEFEEZERLET,

Z: [V-RIEER [Ty N (BBVEEOEA) B CORY—DBERAMKREF2UT 1 J)L—
TTHBIVEDPHYET,

EZE TTAHIIDEETTIL—IVEER L. [¥—4 v b] IC Payroll #3§E L. [ —% v FOEXML
(Negate Destination)] Z##RL7=& LET, XIS, ZDEFa2 YT+ RU S —% Engineering £\ D&
FaUFq JIN—TITERALET. ZhiTkY. Engineering (3 Payroll # —/N\&BR< IRTITT V7R
TEBHLDICHYET,

e JI—IVEBRTHT—ERFLEFY—ERX JIL—T. $50NIZOmMAEERLET,
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12

13

f  [B%h (Enabled)] 7215 [#3) (Disabled)] 2R L TIL—ILDIREEEIEEL £ T

g ZON=IVI—EHTHtyaryaOl(lEid5(CE. [B7 (Log)] Z#IRLET,

OB THENRT ATV RICHENEIIEENH Y ET,
h [OKlz#2UvsLET.
LREDFIEICHE D> TCESICT7AT IA— IV IV—I)VEEBINTEET., 77474 IL=ILIE 77477
=l T=TINDLICHBETA AV EFRLTEETEET,
:w&—yww—w%lazﬁ—hitm:E—Tét@\D747v#—w4&—9®ETt%é[;'74
arEIUYILET,

ZZTEMLEZZ7ATO+—ILIb=IVE. 7747 04— T—TIVIIRKRREINES, 7747 04—=)L T
—7)L® Service Composer JL—JLIFRELIZNWZ LE2BE8HLET. BREOMS TN a—T 4 VI THRE
PRERBEER. [EFaUTq RUS=]19TD[7o 3> (Actions)] AZa—mS [Z7A4T7 T +—ILDIL
—)LEREIL £ »? (Synchronize Firewall Rules)] Z 2R L T. Service Composer )L =)V &7 747 D =+
=NV BRI HVEDBHYET.

R~ (Next)]| £ U v & LET.
[y hT—2 42 RARRS L 3 F—ER] R— 2l VMware [RAEEIE & 4 L= NetX — £ X5
RENET.

[ry bT—=0 42 bARRT > 3> H—EXDEM (Add Network Introspection Service)] (¥ 742>
oy O ULET,

a [RyYRT—2 A2 RORRSL 32 H—ERDEM] ¥4 705 Ry 2 AT, E@MTEH—ERDZHTE
SBEEANLET,

b H—EBERICUFAVI T ENESIDEEIRLET,
c Y—EXDOZRETAT7AINERIRLET,
d RETEBEEERLET.
e BNMTFSxryhbT—20 5—EREZZRLET,
BIRULAY —ERICEDNVTEMOBERETO LM TEET,
f HY—EXZBEMCTSH. BWNCTSH0E=RUET.
g ZON=NI—EHKTEHtLyaryEOJCEHTHICE [AT] ERRLET.
h [OK]Z2UvysoLET,

FEROFIEIC D> TEBIIRY N T—=I A FAORRI L 3 Y—EREZEBNTEELEY, Ry bT—0 42K
HART 3y H—EREF, Y—ERXRF—TIDLICHETA A2 FERLTEETEET,

ZDR=V DY —EREZIVAR—bELEFIE—TBICE [RybT—0 A FARART D 32 H—EX]
N—Q@ETC%%[3774:>€0Uy7b§?0

& : Service Composer RU > —TERAENZ Y —EX 7O7 7 A IVBICFETHERLENA V KRB LEEE
EINET,
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14 [#&7 (Finish) £ v 2 L.

tFaUT o RU—=DRY S — F=TILITEBIMENE T, RUS—ICEAERFONLT—ERADYTY DR
T Y—EXIS—DXRR FLET-ERDREETOICE. RUS—REO Vv oL, BEYEY TERRL
£,

RORT YT

tFa2UTs RUS—ZE€Fa2UT 1 JIL-TIIXVEVTLET,

Service Composer 7 74 7 U+ — )L DBERALREDIRE

Service Composer MSERINIZITRTD T 7 A T U+ =)L IL—ILDBRKE. 87 747 7+ —ILEREIFTR
o—DEFaUTq JN—TICHEETEET. T74INNTE BREEIDE T 747 U4+ —IVICERESNTNE
ER

Service Composer 7 7 A4 7 D4 — )L JL—IVDBREDDE T 7AT7 O+ —ILICEREESNTWSD EE. IL—ILIED
BI7ATIA—IIDBA A= ENTNDIRTOISRYICEAENET., 7747 04— IL—ILDRY
=DEFaVUT 4 FIN—TITERASNDLDICRESNTNDIEEE. 7747 74—V Jb—ILZ&E KU FHMICH
HTEET, /220, JBEICL>TIEF. BHEOEFa2 VT4 RUS—FLBF 77470 +—IV IIL—ILDPBREIZ/ZY
7.

FlE
1 vSphere Web Client [CE &4 > LET,

2 [Networking and Security (Networking & Security)] > [Service Composer] > [+ 21U T4 RU - —
(Security Policies)] # 7DIEICZ U v 2 LET,

3 [ ar (Actions)]-[Z7 7470 +—I)LRU—FREDIRESE (Edit Firewall Policy Settings)] 22U v &
LEd. [ERK] DT 74V EEREEZERLT, [OK]Z2U v I LET,

*FTarv A

NI 7ATOA—I T7AT7 0= IIb=IUE. DET7AT OA—IIBA VA =ILENTNDITRTDI TR
FICERAINET,

RUS—DEFaVFo IN—T T7AT7 0=V IIb—=)UF. EFaVUTFT4 RUS—DPERINTWDEFaUTa JIL—T
[CEAINET.

BRAKDT 74V FEREF. APl ZN L TRRPEENTEET, INSXAPI A4 R] 28BLTSEEL,

Bl - EREDOEE

CZICHELTRTIDFTIUATIE 7747 04— I=IDTF 7AWV DT o3PS [7Ay ] ITRESINT
WET, EFaUT 1 JIL—T1L [web-servers] & [app-servers] @ 2 @b Y. TNZNRET S U BEEN
£, ROT7AT7 04— =) EE5LEF 21T+« R — allow-ssh-from-web 2/ L. chEzF
T4 JIV—TD [app-servers] [TERLET.

m %7l : allow-ssh-from-web
m Y —X :web-servers

n S-Sy bk RUS—DEFaIT4 TN—T
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m HB—EX:ssh
m T3y HA

T7AT7 =V IV=IISRET 7 A7 O+ —)VICERAINDIHEE. EF2U T+« JIL—7 [web-servers] d
RE<TUhEstEFaUT 4 JI—T [app-servers] ORIET S V(LT SSL BEAFERATEET.

T7AT7 04— IIb=IBRUS—DEFa T4 JI—TICEREINZHEE. [app-servers] AND~Z7 4 v
o700y o END=H. SSLREEFERATEEHA. [app-servers] AND SSL BEEHFAIT5/=00BMDEF
AT RUS—ZERLT. SORU—F€F2UT a0 J)L—7 [web-servers| [CERAT2HLENHY LT,

m %A : allow-ssh-to-app

n V=R :RU—DEFaUTa TN—T
m ¥—%5v b :app-servers

m H—EX:ssh

m T3y A

Tt¥aVUTFq II—TADtFaUFa RU—DEH

tFaVUTFq RUS—FEFaVUTq JIN—TICERLT RETRI by T EPRREBERT U —2 13
V. BLUOZOEDEGEZRET S ENTEET, BASNED DT —EREBFRICKKLIZERO U X MHE
RCEET,

FIlig

1 vSphere Web Client (IcOZ 4 > LET.

2 [Networking and Security (Networking & Security)] #2 ') w 2 L. [Service Composer] 2 ) v o L%
ER

3 [EFaUFa RU— (Security Policy)| 4 7& 41U v o LET.

4 tFaUTq RU—ZFRL. [BF2UT1 RUZ—D&EA (Apply Security Policy)] (%) TA A%
20w LET,

5 RUL—Z2EATZHEFaUT4 JIN—TEBRLET,

BEOEFaUTa YIOPBERAINTWARETS VICKH>TEEENDI X2 T 4 JIL—TEZIR L7115
A, BMEAEEAMETD - 70— 2ERTEET, YIDBMRETS VICERINS LTS RETYS IE
BEIMICZDEFa2 VT4 JIL—TITEBIMENET,

RUS—ICEAEMIONE Ry D=0 A NARRT S 3> )L—)LE LU Endpoint JL—)L (3. IPSet &

U MacSet DA N— (£@FZOVWTND) 28T EFaUT 4 JI—TICHL TR BHICTHEYEEA,
6 FBRULEEF21UT 4 JI—TICERATERVWY —EXREKBUAEEBHERRTDICE [P—EXRT—%X

D7 Ea— (Preview Service Status)] 74a>& ) v o LET,

2EZE BF VT4 JI—TICEENTOWRRET S UBETHITRFIC. KU — F—ERDNTH

DDAV RAS=ILENTWEWNEEDHVET, EFaUT 4 RUS—DPENEBYICHEEET B(CIE 205 —

EXEZETEHITRIICA VAN =T ILEDPHYET,
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NSX &=HA
7 [OKlZ2UvoLET.

Service Composer ¥+ /N X

Service Composer D+ + > /NX # 7 Tld, #EIRZN/= NSX Manager AD TR TDEFaUTFo JI—T&Y
ZT7ANIVICRRTEEYT., COE2—(ILEERE E2FaUT4 JN—TOAVN=EFa2 VT FIL—TIC
BRAINTWSEFaUT1 RUD—BEDFHBORRINET,

ZZTlE. BROENICERES N/ AT AT Service Composer DFIEEES Z LT, Fv o NRA Ea—mholEL
RV TEFaUF 4 J)L—T & Security Policy Object B~ v EV V& BEMICEET 2 A EEHMALET.
FlE

1 vSphere Web Client IcOZ 14 > LE T,

2 [Networking and Security (Networking & Security)] #2 ') w & L. [Service Composer] 2 1)J v o L%
ER

3 [¥v>»/\X(Canvas)]|#7&#oUv I LET.

BRI N/ NSX Manager RO IR TOEFaUT 4 JIL—T (hDEFx2 VT« JIN—TICEEENTVE
WHD) M, BRHINTWSERY S —LEHCRREINET, [NSX Manager] RAy 7¥o > UR NI ]
HERJA>LTVWRI—F—([CO—/PEYHTS5NTLS NSX Manager B R TRRENET,

17-3. Service Composer v /NADEEFML NI Ea—

\\\\\\

0 f
0y
EEE oo Mo Task
4 won 5
(&23 &o (@?0 a1 (ﬁfo a0
mo i mo
SG_App_Group SG_Quarantine SG_DBAdmins
|o [ El Mo
skl o 10 »0 e 0

ERO &1 ﬁ% o Eﬁo go

A
$G_Monitor SG_PCI_Servers SG_HIPAA
B

il 20 il 20 il 0

P P P

BmR

Fr UNRCRRENDBRAEDRYy VREENENEF2UT 4 JI—TZ2RL. KRy IRARADTA I EEF2
VT a4 GI=T AoN=¢tFalTa JI—TIIRvEYITEINTWSEFa2UT 4 RUS—(CET ZHMZE
KLET,
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17-4. €2 VF74 =T

@ @
(510 20

=i
(4[]

5G_Gluarantine

. 1 \
B7AAVOHEICHIBER. AR ABERLET. LA E 3. Z0EF2UT 4 JIL—TT1
BOEFa2UT1 RUS—DBIvEYITENTNDIEEZRLET,

o B B LY

»

Uy LTERR

ADEFIVT 4 FI—TRICFRAENTOWSEF2UT 1 JIL—T,

ADEF2AVT 4 FN—TEXRRIENTWSEF2UT 1 JI—TICREESENDRETI Y, ¥—EX IF-0h5RET V&
FKRTBICE [T5-]19T7&0 v LET,

TFa2UTa =TIy EVIENZTNEEF 1 UT 0 RU D —,
B HLWEFaUT g RUS—%ERT 5123, [Security Policy MRk (Security Policy)] (E) TAaArEIY I LET, #HL

<tEm = N7z Security Policy Object (4. BEIMICEFaUT o JIL—TFIIRvEVITEINET,
B EFaUTa JN—TIZEBMOEFa VT4 RUS—ETYEITBITE [EFaUT 0 RUS—DERA (Apply Security Policy)]

(%) TAAYELY VI LET,
TFaUTa V=TI vEYTENEF2 )T+ RUS—ICHAERTFONILBHEIY RRA b H—ER, 2 DDRY > —t+
2UT 4 JI—TICERASNTWT, E55ICBRALATITUD Endpoint H —EXDBFRESNTNSELET, ZDBE BRWETF—ER
HI1TY QOEDBEEMEVADY —ERBA—N=54 REnb/d),
Endpoint ¥ —EXDEBEEDBH o /2BEE. TI—h TA AV TRENES, TAAVEV ) v ITBHEIS—DPRIRENET,

TFaVTa =TIy EYTENEF VT4 RUS—ICHERTONIEBNET 74T 04— Jb—Ib,
KBLIY—EXDHZHE 75— b 7AAYTRENES. TAAVE0 Vv ITHETIT—DPRREINET,

TFaUTq JI-TIIxvEYIENcEF 2 U T4 RUS—[CEEF TSN ERY T -0 A FARRS 32 H—EX,
KLY —ERDHBBE. T5—h TAAYTRENET, 74AY &0V v ITHETS—PRRENET,

TAAYEI) v oTHE BUBEHRBSA 70T Ry V XCRRENET,

17-5. €Fa2UT 1 JIV—TT7A4%&0 ) v o T HLERRENDFHM

DBServers - Firewall Rules ®-
(@ Filter -
Name Source Destination Senice Action Security
[ il ES Policy's 5 * Any * Any Allow Sec.
& 2 12 Eﬁ Falicy's 5... * ANy * ANy Allgw Sec..
M 2items D-J

TFaUTa JIN—TEZRTRETEET, 2L FYUoNRE2—DALBICHZBET «—JLRIC PCI
EANTBE BRIICPCIBEENZEFaUT 0 JI—TDIHDBRREINET,
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tFaUT 1 JI—TREERRTBHICIE. D14V RUELEICHS [~y T AL (Top Level)] (F) 74>
20Uy o LT ZARTHBEFaVTa JIL—TEBRLET, EFaVUT4a JI—TICRAMENcEFaUT

4 TI—THEENDBIEE. P EIUVITEHERAMSNTWS I —THRRREINET. EBN—ICFREF
aAUTF 4 FIN—=TDEFMPRTREIN. N=DT7AaVICE BI/N—TICEREND ZFa2UT0 RUP— TV
RRAVENY—ER TZ747 04—l B—ER BLUVRY NT—=2 AV NARRT S 3> H—ERDBENR
RENET, TOREMUNIVIZRSICIE. T4 RUDELEEDICHS [1 DLEDLX)LAFEE) (Go up one

level)) (™) 74a>zsuvsLET.
FONRAE2—DRX—=L A VITIONERLA=XRICTDCE. D4V RUDALBICHDX—L RSAFTEEHMHL
FY., [FET—F] Ry IR Fv NREEDIA—LT T~ Ea—DPRREINET, Fr o NRAPKRETECH
HICWRESZVMES., EBICR RSN TOWSEHOBEBICR Y 2 ANBREREN, TORYIREFNLTF v /AR
DRRINDENEEZETEET,
RDRFY T
INTEFaUTa FJI—TEEFa2UT0 RUS—RBORYEYTORMABPERATEDT, EFa VT4 R
o —DERZERIBLT, EFaUT4 JI—TICERTSEFa T4 Y—EREEETEET,
FalUTa RUS—ADEFa2UTa JI—TDTvEVY
BiRaiztwFaUFqs IIN—TE2vFaUTF0 RUS—IIXvEVITEET,
FIE
1 ®Fa2VT4 JIN—TICERT S EFaUT4 RUS—EFERLET,
2 HLWRUS—ZERTBICIE. [FREFaUT1 JIL—TERIRLET,

TFaUTa RU S —DERESBLTSEE,
3 [RE(Save)l &z Uvw o LET,

¥l Z7DFE
RETS VICHEREN TN AL+ T4 5 IDERFY. 1—Y—EEOLF1UT 1 & /OHESTETT,

tFaUT 4 TBINIO—ET, RETL Y (VM) EBEMITHIENTEET. BFEDT -/ A — REHAIY
e, BEOEF2UT 4 SUEERTEXT., EFaVT 4 JIN—TEZBETHIEOEEL L TEFa2 YT«
GUEFERLIEY, U 1FENT7—os0—-REEFaUT1 JI—TICEPNICRET D EHREETT,

R ADEF2UT 4 FTDBMELBHIBREE. 7oFU1IVA MEBEEIF v RABLESRTLIZED
SESEABEELGUTHMICRITEINET, EEBEN. SV EFHTEMNELBHIRT L LBTEEXT.

Cross-vCenter NSX I|RIETIE. A=ZN—HPIL TFa2 VT« #7157 54 < 1) NSX Manager TER SN, #h >
4'1) NSX Manager & DAZN—H )ROSR E LTI —oENET, AZN—HI EFaUT4 73 —F
DID%#BIRTHIET RETDVICHEMICEIUETEIENTEET,

—Z2D ID DFER

—E0D D BIREEQL, 57T T4 TR VNAREDRIETL VICEIUH TR EZCERENET,
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—BODID[F. RETI VBRI NADST U7 4 TIREICHEET 22 NSX Manager Ik > TEREINET,
—B0DID (L. REEYI > 4R XD UUID, kB~ > BIOS @ UUID, RE~YI >4, HHWNEENSEHE
HFEDETTEET, AN EFa2UT 1 FIDPEREIN RIEBET S VICERINZRICEEDLZEDS & (R
BYLVEADBEDOIIBERE). EFaUT a0 F72EGERERLTHL. RET S VICBEERT DIVEDPHYE
ER

FIE

1 vSphere Web Client T [/R— A (Home)] > [Networking and Security] > [ > X b —JLFI]E (Installation)]
DIEICHENL T [EE] ¥ TEEIRLET,

2 754<U NSXManager &4 )y LET., RIZ. [T 3> (Actions)] > [—E®D ID ZERE# (Unique
ID Selection Criteria.)] Z2#RL £ J.

3 RO—EDIDDOFATareE 1 DLUEBERUET,

m RET DA RE A UUID 2FERLET R : REYS Y 42 R5 X0 UUID (33EE.
vCenter Server RAA >AT—ETTMN. XFv7ay baEFERLERBRAREDFANNHY £, RIE
X AVREAD UUID B—ETRWNEE. IR~ > BIOS @ UUID Z{RIE< I & EAahtE
TERTHILEBEDHDLET.

m RFEET D BIOS UUID A : BIOS UUID (4 vCenter Server RAA > T—EThHDEFRY £t
DS, KREDREICHATEICFHEINET, BIOSUUID 2RIEEY S VRZEMEABDOETERT I EE
BEOHLET,

n REYIVERZER: REOINTOREBY L VEDP—EBEDHE. RIEY I EBEEAL T vCenter
Server £EDIRBY L U EHANTEET, RETVI EZEREYS 2 BIOSUUID LAEDETERT
HLEBBOLET.

4 [OKl|Z2UvyoLET,

RORTY T

RIS, CFaUT40 §0%ERLET,
BRHINTWSEF2 VT IDRR

REAORBY L VICERASNTWSEFa VT4 ¥ UERRTEET,

AR

TUFOAINADRAF v U BERITEN, BUGRET S VI ITDBBERENTWSREDRHY T,

EF: H—RNA—FT4DVJa-2aVICL>THEAINES TOFMICDONTE. £V U a— 3> D RFaA
Y hESRLTEIN,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] 22 1) v 2 L. [NSX Manager (NSX Managers)] %
Uy o U7,
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3  [®&#i1 (Name)] 71T NSX Manager €2 v L. [E%# (Manage)] ¥ 722U v o L¥ET,
4 [TF+a2UT+a #4 (Security Tags)| # 7&o Uy o LET,

RIEATERASNZS DU AN, #72BRLICEREIS COFMELBICRTENET. BEDY J&E
R 5RIEYS V&80 BDICEFaUT o JIN—TEBINT 5583, EEEY IREAELTENTLE
AR

5 [REY 2 (VM Count)] SIDMIEE 2 U v 25 3L, TOATEDS FHEBRINARET S Y HRFEN
7.
tFaUT 4 &0k

Tral)TFa Y%L, RET L VICEATEET., Cross-vCenter Server IRIETIE, 7o5a4<xUEtwhS
1) NSX Manager BT+ VT« ¥ /DRI NET,

AR SR

TOTATIRGUNARBICAZN—YI) ©F a2 UT 1 §7E2ERT BHEE. £ 754U NSX Manager
[C—E0D ID BIREEEZRTELET.

FIE

-—

vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] #2 1) v & L. [NSX Manager (NSX Managers)] & 2
V7 OF- 5 a8

[%7i1 (Name)] 31 ¢ NSX Manager 2 ) w2 L. [E (Manage)] ¥ 7& 2 ) v o LET,
[EF+aVUF« #4 (Security Tags)] # 7&= o U w o LET,
[FRt+a2 U7+ ¥4 (New Security Tag)] 7 a2 U v o LET.

o a A~ W

(72 3>) Cross-vCenter NSX BIEETHERTZ2AIZN—HYIL FaUT a1 §0%2ERTBHICE. [2DF
T MEIZN-YIILEEOMSRE L TY—2 (Mark this object for universal synchronization)] % iR
LET.

7 400%FIEHBAEANL. [OK| 22Uy o LET,
RORT YT

tF2UTF 4 FUIRETS VEEUSTES.

tFaVT1 FTDEUAET

BEASN—2 T R=RDEFa2 T4 §VEFERLTREMET - T7A—Z2ERT 2130, RET VIC
FHTEFaT 1 BV HTHIENTEET,

TFaUTa §5%, —HEFHELTEFa2UT 4 JI—TTEATEET., Cross-vCenter Server IBETIL,
T4 UEAFUDNSX Manager i T+ U7+« #0EEENET.

FliE
1 vSphere Web Client [CH 44 > LET.
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2 [Networking and Security (Networking & Security)] #2 U v & L. [NSX Manager (NSX Managers)] & &
Uy o ULET,

3 [®&#i1 (Name)] 71T NSX Manager €2 v L. [E%# (Manage)] ¥ 722U v o L¥ET,
4 [TF+a2UT+a #4 (Security Tags)| # 7&o Uy o LET,
5 tFaVUFa s0ERIVvIL, [EFaUT o FTDEYUHT (Assign Security Tag)] ZZERL £9,

[MREE< s >~ADtEFa T4 ZI0DEIY HT (Assign Security Tag to Virtual Machine)] U « > RO BRR
TN, FERAATEEARET S VIRENET,

6 1BLULDRETLVESTNIU Yo LT, [BIRLEATS ok (Selected Objects)] 51(CIBEIL £ 7,
[OKl 24Uy o LET.

[EF2UT 4 &4 (Security Tags)] ¥ 7WHRRSN, TDEF 2T 4 FVDEFHINARET S VHMHRS
nEd,
tFa1UT 1 4 7DFEE
A-—Y-—EEOLF2UT 4 yVERETEET. WET DY IVICHEDEF 2V T« JIL—THRONTNDE
B, T INDEREEFEF2UT 4 JIL—TAUN=2 v TICHELET,
FIlig
1 vSphere Web Client (cOZ 4 > LET.

2 [Networking and Security (Networking & Security)] 22 ) v 2 L. [NSX Manager (NSX Managers)] &
Uy o LET,

[%7i1 (Name)] 3¢ NSX Manager 2 1) w2 L. [E%# (Manage)] ¥ 7& 2 ) v o LET,

A~

[EF+aVUFT« #4 (Security Tags)] # 7& o U v o LET,

()}

tFaUTa 7RIy OL. [BFaUT 4 & JDiEE (Edit Security Tag)] Z2#IRLE T,
6 WEZZEEZT, [OK|22Uv I LET,

TF21VUT1 4 7DHIKR

A-—HY-—FEOEFaVT a4 ¥7ZHRTEETS, HEDEF2VT a4 JIL—THEIRTZ5 JICEDNTI\ S5
B EDYINDEBRBEF2UT 4 JI—T AVN=2 9 TITHELET.

FlE

1 vSphere Web Client (cOZ 14 > LET.

2 [Networking and Security (Networking & Security)] 2 1) v 2 L. [NSX Manager (NSX Managers)] %
Uy o ULET,

3  [#&#i1 (Name)] 71T NSX Manager €2 U v o L. [E# (Manage)] ¥ 72U v o L¥ET,
4 [tFaUFT+4 ¥ (Security Tags)| 4 7&o U v o LET.

5 tw¥aUFq 5EBRLT [EF2UT+ & 5DHIK (Delete Security Tag)] (¥) 74a>&sU vl
£,

VMware, Inc. 335



NSX EEAHA K

By —ERDERTR
Security Policy Object £7z13RE<T > > THEME Y —ERERRTEET,

tF¥aUT1 RU—DEMEH —ERDERT

TFaVUT 4 RUS—THEPEY —EREZRRTEET, JOY—EXRICEFE BWRY S —DDo#ERLELY—EXDNE
ENET.

Fl&

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] #2 1) v 2 L. [Service Composer] 22U v 2o L%
ER

3 [tF+a2YUTF« R — (Security Policies)| # 7&#2U v o LET,
4 [&F] (Name)]slot+aUT4 RUS—%E0U v o LET,
5 [& (Manage)] - [iE#Rt+ 2 7« (Information Security)] ¥ 7HBHMPN TS Z L EERLET.

R

32047 ([T RAKRA >~ ¥—EX (Endpoint Services)l. [7 74 7 U #—JL (Firewall)l. [ry cT—2 1>
FOX~RZ L 3> #—EX (Network Introspection Services)]) ZNZNIZ. b tFa VT4 KU —DY
—EADPRRENET,

BATm> TOWEWS —ERFRBRREINET, [F—/N—F4 RENFE LK (Overridden)] ZIZERBEICEF Y
T4 RUD—ICHEASNTNS Y —EXABRRSI N, [#FTT (Inherited from)] FIICH —EXD#MFERTOEF2 U T
14 RUL—DPRRENFET,

TF1UTFs RUS—DY—ERXEEDRTR

TFa2VTa RUD—IIRvEYITENEFaUT o JI—TOBEATEBENRELE. £FaUTF0 RUD
—ICEEMITONTWA Y —ERERRTEET,

Flg

1 vSphere Web Client (cOZ 4 > LET,

2 [Networking and Security (Networking & Security)] 2 ) v 2 L. [Service Composer] 2 ) v o L ¥
ER

3 [t*+a2YTF s RU— (Security Policies)]| # 7& oV v o LET,
4 [&#F1 (Name)] o+ aUT1 RUS -0 Uy I LET,
5 [B%R (Monitor)] - [ —EX TS — (Service Errors)] # 7RI NTWBSZ & &R LET,

[RT—% R (Status)] BINDU >0 &0 )y o $ 5L [H—ERTTAM] R=BRREN, ¥—EX TS5
ZEETEET,
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RET S > TOREMEY —ERDRR

REST S Y TENRY—ERERRTEET. 1 BOREY I VICEHOEFa2 VT4 RUS—DERINTNS
BE (RET D RUS DIy EVIINEBROEF2 VT JI—TICEENDHEER). TOFRRITIE.
INHDRY L —FTRXTTHENEIRTOY—ERXD, BRENEEFT—ERREINET, [—EX XFT—% X]
FTE. BY—ERDRT—F APERRINET,

FIlg

1 vSphere Web Client [CO &4 > LE T,

2 |[vCenter] 22U v & L. [IR¥E<T > (Virtual Machines)] #2U v o LET,

3 [®&71 (Name)] FIDRE~> > & o v o LET,

4 [B2tR (Monitor)] - [Service Composer] # 7B N TSI 2R LET.

a1 UTa0 KU —DFRE

TFa2VT0 RUD—E Ry bT—0 H—EXREEFaUT 0 Y—ERDIIN—TTT,

RDFy N —0 b—ERERFa2 VT4 Y—ERFE £Fa2UT0 RUS—ELTIN—TLTEET,
m IVRRAVEP—ER: 7UoFUAMINREMBUHER

m DT FATOF—ILIL—I

B XYM AFORRG I H—ER: Ry T—=UIPSERYNT—0 TPy s

tFaVUT 1 RU—DEEIEGOERE

tH2UF 4 RUL—FZOEHECTERESNET, DEY. BEANSAS VKU S — 38, BEIBLISE /2
£, FT-TUATRY S —DRBELTCBHT L. THICHLTRY S —DEH SRR NET,

RIBT L ERGEF2UT 4 F—TITEHORY o —HEERTSNTNS . BEBRY & —HEEM T Sh
TOBEMDEF 2 UTF 4 J—FIARER S U DEENTN S0, 1 ADRETL VICEROEF2 UF 4 &
UL —DERENDZENHYET. ThENORY L —EERL T —FhEniY—EXDOBICHEANH 15
BlE RUS—OBEHCE>T, RETLVICERSNSGY—ERBREVES, £EXE A29—Fv bk 7oE
2ETAY o FHRY L — 1 FEHOEHS 1000 T, A2 & —F v b 7O CREHATHHRY S — 2 (REHOIELHS
2000 THBHELET. COBAME. KU — 2 DEHNSAE b, RET SV TEA Y5 —F v b 7O ERDH
MENET,

FIlg
1 vSphere Web Client IcOZ 4 > LET,

2 [Networking and Security (Networking & Security)] #2 1J v & L. [Service Composer] 22U v o L%
ERS

3 [t+a2YTF s RU— (Security Policies)]| # 7& oV v o LET,

4 [BEIELIOERE (Manage Precedence)] ('i) TAAEI )Y I LET,
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5 [BRIEROEE] F4705 Ry AT, BEIEMEEET 2+ T4 KU —FBIRL. [EABE
(Move Up)] (=") £7=(4 [FA%H (Move Down)] (5¥) FAav&sU v LET,

6 [OK|Z2Uv s LET,

T2 UT1 RUP—DiRE

tFaUT 0 RUL—DRFL FHA BEMTSNTOEZY—ERBLUI—IIVERETEET,
FlE

1 vSphere Web Client [CE &4 > LE T,

2 [Networking and Security (Networking & Security)] #2 ') v 2 L. [Service Composer] 2 1)J v o L%
ER

3 [EFaVUF« R — (Security Policies)]| ¥ 7&#o U v o LET.

4 {FEITHEF2UTo RU—ZZFIRL. [EF2UT 40 RU S —0DiFEE (Edit Security Policy)] (Jfé) T7A
arxEs )y o LET,

5 [CFa2VUTa RUL—DIRE]| YA 70T Ry I RATRELEEEIT. [#&T (Finish)] 22U v o L%,

tFa2VUT 1 KU —DHIRR

TFaUTa0 RUL—ZHIBRTEET,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] #2 1) w & L. [Service Composer] 2 1) v o L%
ER

3 [EF+aVUF« RU— (Security Policies)]| ¥ 7o U v o LET.

4 HBRTEEF2UTs RUS—FBIRL, [EF2UF 1 KU —DHIK (Delete Security Policy)] (¥) 7
AaAr&E0)vyoLET,

Service Composer O+ #

ZDt o3> TIlE Service Composer DR FT U A ZE WS DML ET, FEHASBHITE. Security
Administrator B— /LS TIZERE N, EBECEIUHTENTNSZEMFHREEBR > TOWET,

RELTWBIY > &lRifT 5T UK

Service Composer Cld. ¥—RNX=F 4 DT FIANA YU a—avEFRLTRELTVND S RTAEXR
v b= THEAIL, BEEOILEERLELET,

BTN oFIATR TROMY TERRICREST 2HEERLET.
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17-6. Service Composer OFRE

TR by THDEFX2) T4
R —DIER
(DesktopPolicy)

RELIREYVHD
X T4 RY—DER
(QuarantinePolicy)

TR by TERX Y VT B0
X T4 RY—OER
(DesktopPolicy)

Bl z=z04522 BELEVRTLERMT 51200
tXxal) 74 KY—DER
(QuarantinePolicy)

DesktopPolicy ™

DesktopSecurityGroup
ADTYEVY

Quarantine M
QuarantineSecurityGroup
ADIVEVT

IN—bF—
Yylya—>armn
RA¥x v UET
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17-7. Service Composer Q& —or 70—

[ SR

AR SR

Service Composer

I2& % BEHLE

Vulnerability
Management
DAFv >

fEsstED &b 5 1RE
XD E T FIT

2GSRI RETS V%
QuarantineSecurityGroup 1=
BNEE(ZE

QuarantineSecurityGroup M
DRE< L % IPS TREE

Symantec IC& > T, BEL7RET S ~IC AntiVirus.virusFound & WD 4 I DMFFoNBE 2 EMNbhoTH

£,

FIE

1 Symantec 7 F~XINT 7 Va— a3 EACRAN=)b BiFE T7O0/4LFT,

2 FTRUMYTICEF2UT 1 RUS—EERLET,

a

[T+ 2UFT 1 RU— (Security Policies)] # 7& 2 U v o L. [€FaUT« RU—DENM (Add
Security Policy)] 74 a>&2o Uy o LET.

[#&#1 (Name)] I DesktopPolicy EADLET,
[6%BB (Description)] IZ. Antivirus scan for all desktops EAHLET,

BEH%z 51000 (CEELET, DINTORY —KUBITEBESINDILSICT DD, ZORUZ—D
BERIBMLIFFBECERESNTNET,

[R~ (Next)| 20U v o LET,
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g
h

[Endpoint #—E R R—>T. ® &sUv oL, ROBEANLET,

F7a>r &

[7 42 a> (Action)] TN MEFEELEWTSZE
[U—EX#&RI (Service Type)] Anti Virus

[tr—E X4 (Service Name)] Symantec 7 > F<ILU T 7

[r—EX&ZE (Service Configuration)] < JL/X—

[4k7E (State)] F7 AN MEFEEL BN T AL
[3% (Enforce)] TI7ANMEFEELZWTS LS

[%&#1 (Name)] TR MYy T AV

[£%8A (Description)] TRTDTRY by TICBRAT H0AER) > —

[OK]Z22VUv o L&ET,

T77A4T7 4= IVELERY ST A2 bORRTG D 3 —ERXZEBMET I, [#7T (Finish)] =4
JyoLETD,

3 BRELTWBRREYICEFaUT1 RUS—ZHERLET,

a

h

[+ 2 UF 1 RYU— (Security Policies)] # 720Uy o L. [EFa VT« RYU I —DiEM (Add
Security Policy)] 74 a>&#20 Uy o LET,

[##1] I QuarantinePolicy EAAZLE T,

[E%BA] IZ. Policy to be applied to all infected systems. EAHLE T,
TI7HIEDEARIEBLEZNTILEE,

[Z~ (Next)] #2 Vv o LET,

[Endpoint 4 —EXDEMN] R—2 TIEAHITHT, KN (Next)| 20U v o LET,

[Z7A4794=)] T3DDIL—I)b (TRTOREENT T4 v oETOVITBI—)b. JI—TEFERL
TIRTDIZ 74y 0 ETAYITBI—)b. BEY—IDEDRENT T 4 v VDHHFFT B —IL)
ZEBMLUET,

FYbT=0 A AART 32 Y—EXZEBMET (T, [#7T (Finish)l 22U v L&,

4 QuarantinePolicy Zt+aVUF 4 RUI— FT—TIO—FBLEICHEHL T, OITRXTOR) > —KUER
[CEICERAENSLDICLET,

a

[BFlErInERE (Manage Priority)] 74 2> &2 U v o L&Y,

b QuarantinePolicy ##RL. [E~ABE (Move Up)l 71rav&2s v o LET,

5 WREADIRTOTRI MY T ICEFaUT4 FI—TEERLET,

a

b

vSphere Web Client (CHZ 1 > LT,

[*ry rD—=2&tF+ 217« (Networking & Security)] 24 1) v & L. [Service Composer] 4 1) v &
LET,

VMware, Inc. 341



NSX E® A1 K

e

f

g
6 R

a

f

[E+2UFT« Z)V—7 (Security Groups)| # 7& oV v o L. [EFa VT« FIL—TDiEM (Add
Security Group)] 74 a>& o) v o LET,

[%&#1] [C DesktopSecurityGroup EAHLET,

[5%BA] (C. All desktops EAHLET,

RDOER—=T RN (Next)| 22U v o LET.

[RERNBDOWER] R—LTEIRNBEMRL. [#7T (Finish)] €Uy o LET,

ZLTWBRETS VERBET 5EFE X1 UT 4 JIV—TEEBLET.

[EFa2VUF« Z)—7 (Security Groups)| # 7& oV v oL, [EFaUT« FIL—7DEM (Add
Security Group)| 74 a>&2 0w o LET,

[#&#1 (Name)] [Z QuarantineSecurityGroup EAHDLET,

[§%8A (Description)] 2.
Dynamic group membership based on infected VMs identified by the antivirus
scan EANILET,

[AVN—2y TREDEE]| R—2T. P &£y L. ROBEEZBMLUET.

B
Wermnbers matching | Ay = | of lhe cridieria biloe
L
Security Tag = Equats 1o w || RIS winus Found x

[EDBF TPz bDBER| R—BRO [BATEA T2 0 bOFER] XR—2TEEABTHT, RN
(Next)| 2 U v o LET,

[REABRDHER] N—V TEIRNBZMR L. [T (Finish)] €Uy L&ET,

7 DesktopPolicy /RU i —#% DesktopSecurityGroup T+a2UF 1 JIN—TICTxvEVILET,

a

[EFa2UT 4 RU—] 47T, DesktopPolicy R —NBIRSNTNSZ EEZHRLET,

[EFa2UTa RUZ—D@EA (Apply Security Policy)] (%) 7A4ar%&=v )y L. SG_Desktops &
W—TERRUET,

[OK]Z2VUv o L&ET,

ZDRyEVIICKY, TUFIAIR RF v oD A—ENEEZIC, IRTDTRI YT
(DesktopSecurityGroup O—&8) MHERICXF+INET.

8 F+UNRE1—(C%ELT. QuarantineSecurityGroup (CIRFET S UMELEENTIVRNT & &R
LET.

a

b

[+ 2T « (Information Security)] # 7€V v o LET.

e,

TIV—THDREY 0 THHZ LEHRLET (
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9 QuarantinePolicy # QuarantineSecurityGroup [C¥vEYJLET,
ZDRVEVIICLEY., BELTWSVRTAICRS 74 v OBRNIENK S TRV ET,

10 Symantec 7> F<I Uz 7 AV =I5, 2y T —OTRF v ELHLET,
BELTWBREYY Y BRFv rTHREEN. EF2UT 0 2 AntiVirus.virusFound 5 fF1F 5N E
T, Z UM ENRIBY S 14 BIEIC QuarantineSecurityGroup ([LEMENET,
QuarantinePolicy Tld, BELTWELRTALEDBD NS 7 4 v I3RS NEH A,

X2 UTABREDNYIT VT

Service Composer Z AT &, EFa2UT A DREENY I T v 7L, ENSEIRT DBEEDENICITO>ZL

WTEET,

FlE

1 Rapid 7 Vulnerability Management VU 2 —> 3> %4 > XA =), B T7O14LET,

2 SharePoint 77U — 3> (Web 4—/N) ORVMOBEICEF2UT 4 JI—TE2ERLET.
a vSphere Web Client ICOZ 4> LET,

b [®yb7—=o&tFa2UT 1 (Networking & Security)] #4 ') v~ L. [Service Composer] 22 v &
L¥7.

¢ [BFaVUTFa FI—7T (Security Groups)l # 7& o Uy oL, [EFaUT 4 I —TDiEM (Add
Security Group)| 74 a>& 0 U v o LET,

d [%&#7 (Name)] IC SG_Web & A DL £,

e [&iPA (Description)] [ Security group for application tier CAALET.
f [ AYN=2Dy TEEDEE] R—CTRABTOT, [RN(Next)| 20U v o LET,
g [E®2FT7210 bORER]R—2T, Web —NDRE< VEBIRLET,

h [BRATEFTL 0 bOBER] X—PTEMBTHOT. [N (Next)| €2V v o LET,
i [REOWHR] R—CTERABTZHRL. [T (Finish)]| 22Uy o L&D,

3 F—R—=XB KLUV SharePoint Server (CzF+a2 T4 JIL—T&ERL. ENZh SG_Database LU
SG_Server_SharePoint L W\SZHIZFIFTET, SN —T(C@UBA TS O hEESDHET,

4 77— arBBICREMDEF2UT 4 JI—TEER L. SG_App_Group WD EFTEFTITET., =
DY IV—T12 SG_Web., SG_Database. SG_Server_SharePoint Z:EMML £ 7.

5 WebH—N[CtF+aVUTa RUS—ZERLET.
a [tFaVUTsRUS=]19TEIVyOL. [EFa2UTqs RUS—DEM]TAa2E20) v I LET,
b [&#i] IC SP_App EANLET,
c [ERBB] I PTUH—Yay Web H#—)1D SP EANLET,

d ZE#% 50000 [CEELFYT., REEKRE) tOEFEAEDOR) S —KUBICBEENDSXLDICT B0,
ZORY > —DBEEMBFECERESNTVET.
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9

e [N\N1&E=OUvOLET,

f [TYRRAVRHY—ER]R=—VT. PELIUYHL, ROBEANLET,

F7ar f&

[7 22 3> (Action)] F7 A MEFEELEWTZEL
[¥—E X3l (Service Type)] Vulnerability Management

[t—E X4 (Service Name)] Rapid 7

[t*—ER&%E (Service Configuration)] > JL/x—
[tkr& (State)] TI7AINMEFEELZNT 2SN

[3% (Enforce)] F7 4 MEFEELBNT 20

g 77479 —IEEERY T = A MARRS D 3 H—EXZEMET (. [#7T (Finish)] 22
Uy o LET,

SP_App % SG_App_Group TR v EY I LET,

FrNR Ea—(CBEL. SP_App 75 SG_App Group ICX v E Y Fanf=Z L&EELET,

a [BReFaUT«19720UvoLET.

b ] TAACDEICHEHEEL Yo LT. SP App MYy EVITEINTWEZLEHERLET.

SP_App RS —Z2T UV AR—-FLET,

a [BFaUTFa RUP=14TZ&25U v oL, [Blueprint DT & XAR—  (Export Blueprint)] ([:g) 741
YEIVYILET,

b [&71 (Name)] IC Template_ App_ EAAZ L. [TV T4 v & X (Prefix)] IC FromAppArchitect & A A
LET.

c [N1ZoUvwoLET,
d SP_App RUZ—%ZERL. [RN]Z2U v I LET,
e EBIRABTEZHRL. BT]EZ2UvILET,

f ITORR-—bPLEZ7ANDTDYA—REELEHEDZAVEL—SDT 4L MIERRL, [RE]Z2V Y
JLEY,

tFaUTs RUS—E ZORUS—PBEASINZEF2UT 4 JIN—TBIIRAR—bEINET (ZDH
Al TTVT= a3 0tFalT g JI—TE EILRAENL I DDEFaUT 4 TIV—T),

TORR=bENLRI—MEDLD [CBES B0 ERTICIE. SP_App RU L —ZHIFRLET.

10 &I, FIE7 TT o RKR— b~ L7= Template_ App_DevTest KU —Z2U X7 LET.

a [7o2ar (Actions)| 22Uy oL, [B—EXBREDA > R— b (Import Service Configuration)] 7
arz=sJ)v o LET,

b FX& kv 75 FromAppArtchitect_Template_App 77 A J)V (FlE 7 TREFH) EFBIRLET.
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c [R~N(Next)l&ZovUvwoLET,

d [REDHER]R—=ICE EFaUTq RUS—EAVR=bFTIEEF T (BFaUT40 RY
s—PERAEINEEF VT JIN—T TURRA U FY—ER T7AT7 0= b=, XY KT
— A FARRI Y3 H—ER) BRREINET,

e [T (Finish)&2Uv o L%,
BRA T2 bBLUREELS TP o s vCenter Server £ AR MU [CA R— k&N, £+ /18R
Ea—ICRREINET.

tF¥aVUTs RU—BEDSVR—FEIIRAR—F

Service Composer Zf#f3 %5 &, NSX Manager Do ED 7 7 A IIVEXTEFa T4 RUS—FEEZIIRX
R—bkL. Bld NSX Manager (4 »/R— b TEET,

Service Composer Tld. TFaUT 4 JI—TE#EBRIIVRAR-FTEHIEETEERA. £F. EFa VT4
RUS—DEFaUTq JI—TICBUHTOSNTNE I LEERLTHS, ZOEFa2 VT RUS—E2I IR
R=—FTDUERHUET, DT 7ATI4—= =)l TAN A NARRI 3> b=, Ry b T—0 A
YhORRT L g II=NIEEDEFIUT 4 RU—DITRTOIAYTIVE, EFaUTo RUD—ITNA >
RENTWBEFaUTFq JI—TBIIRR—-bEINET,

AYTF BFaUT 4 JI—TCRxAMENEEF 2T 1 JI—THEENTNBRHE, RANEIN/cEzFa Y
T4 JIV—=TRIVRAR—bENERA, TIVRAR-bRIRYS—ICTV T4 v O REBMTEET, TUT 4
VORF RU—F RUSL—=TF702a & £FaUTq JN—TRICERINET.

HEZRD NSX Manager (24 Y R—bFBHEEIC YT v I RERETEET, 70 v I R(F RUD—F,
RUS—=To2 a3 % €FaUTa J—TRIERAINET. 1 R—bDRTHIC. NSX Manager TR L
ZRIDEF VT4 JIN—TEEIEFa VT RUS—DBREOMNZE £FaUT 4 RUS—BEDA R—b
[CKRBELET,

TFaUTs RUS—BREDIIAR— b

TFaVUT4 RUS—DBREEIIAR—bL., TRIMY T ITRETEET, RELAEREL. RUS—%8E->T
HIfR L5 E&D/Ny 27y FELTERLEZY, Bl NSX Manager BIETER TES LD ICT I RR—KLEY

T&EEY,

FlE

1 vSphere Web Client [CE &4 > LE T,

2 [Networking and Security (Networking & Security)] #2 ') v 2 L. [Service Composer] 2 1)v o L%
ER

[+ 2 U7« RYU S — (Security Policies)] ¥ 720U v o LET.
IVRR=bT2EFaUT1 RU—ZEERLET,
[72< 3> (Actions)| &2 U v o L. [RENDI Y AR— | (Export Configuration)] #2U v LET.

o a A~ W

TOVAR- T E2DBAMELVFHAZANTLET.
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7 WECKHLT IVRR=—bFTB2EFa2UTs RUS—BLOEFaUTq JI—TITEMTET) 740
REANDLET,

BELU/EEFHET, T/RAR-bEOEF2UT 4 RUS—RIEMEND /2D, BRIDB—EICEVET,
8 [N (Next)|Z22UwvoLET,

9 [EFaVUFT+4 RUS—DFER|EET, TIZAR-—bIDEF2UT4 RU—ZFZIRL. [N (Next)] 22
Uy o LET,

10 [BRERNBOER]E@EIC. TI/RAR—rENZEFa VT4 RUS— IVRRAV N Y—ER 77470
A==, Iy bNT—O A FORRIL 3 H—ERADBKRRTENET,

COE®EICE. EFaUTa RUS—DERAINTVWSEFa2UT 1 JI—THRRENET,
11 [#7T (Finish)] 22U v o L%,

12 TORR—hrEN/Blueprint 4 0>0—-R$200E2a—4 D74 Lo MJEZERL. [R7F (Save) &
)y o LET,

BELEBHICEFaUT 1 RUS—RET 7 A NDBRESNET.

TF2UT1 RUS—BEDA VR—F

BRELEEF2UT 4 RUS—BEEAR—MLT, Ny o7y 7ELTRHABLEY, SBULEREER D NSX
Manager [CUA BT LIZUTEET,

BREEAVR—DTDE BOEFa2UT 4 JN—TPEREINET., 4V R—MEDRBICITRTOY—ER, ¥
—EXTOT77A4). TTVT—=ay, TTVT—a3y GI—TPEELLEVNE, 4 VR—MPRBLET,
Flig

1 vSphere Web Client (cOZ 4 > LET.

2 [Networking and Security (Networking & Security)] #2 ') w 2 L. [Service Composer] 2 ) v o L%
ER

3 [tFaVUF« KU — (Security Policies)] # 7& o) v o LET,

4 [7orar (Actions)| =0 U v oL, [H—EREREDA »R— bk (Import Service Configuration)] 74 0>
0V O LET,

5 AVR-bTBERT7AIERIRLET,

6 WMEICHLT AVR-—bFBEFaUTs RUL—BXKOEF2UT1 JIN—TICEMTEH T4 v I R%E
ABLET,

BEBEEESDE A VR—FT2EF2UT 1 RUS—RBICEZDOEEFMPEMESND /D, BERID—EICE
VETY.

7 [R~N(Next)| 22U v o LET,

Service Composer [CL > TR TSBEINI TN TOY—ERNA VR— MNEDRIBETHERTESNES M
PIRFEEENE T, FATERWNMEE, [ROPSHA0WT—ERDERE] BENRRNET., ZOX—TlE R
DLW Y —EREFERAIEERA VR— DY —ERICYYEVITEET,
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REABOHR] BEIC, A R-—bENdEFaUT 0 RUS— ZVRRAE Y —EX 77470+
= I=Ib. xRy bT=0 A FAARI 3 —EXAPRRFENET, COBEEICIE EFa2UT10 R
PPERENTWSEFaUT 4 JI—THRRENET,

8 [#7T (Finish)]l z2Uv s L%ET,

A R=—bENtFa VT RUD—FKEIE. A 2R—bED NSX Manager D+ U714 RU—F
—7IDLEE EFEORY S —DLE) [EMENES, tFaUT 0 RUS—T, A R—bZNEI—ILEt
FaUTF4 Y—EROTDIEFTHIFEINET,
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GAMAMAARARSG D 3>

TAN A FAORRI L g 21E VMware /S— =R T I2EAO T 27 RIRET IS4 TR0 TUF
TANZRBLOT FINT T I—2c bDOWMBEFT7O—-RLET, TAMREYS VEEFERY,. €527
AR T TS5A TV REFTSAITHREEWNED, TUoFIOAINR TR F v EENICEHTHILEMTE, K
AN EDRIET Y V(S REERBTEET., £/70 HLWMREI S P 754 REDBEHFEDRET S >
[ AU ZA VK2 EET. RBPFILWTUOFIAINR SORFRICKVEIEBICRESINET.

RN A ROARRSZ Y 3> OEEMERT—4 XL, vCenter Server a2V —JLICHFTRREND TS —LEFER
LTRENET, 512 AXNNAVERBZETHLWRT—F RIERDBBONET.
HE: JAMMFORRG D3 OTEFa2VTAAIGREBEZLELKRETHIVENDUET,

B UY—RXRT=IVADKRA MIREFNRORET S UBEENDIHEF. TOITARTITAN A FARRST S
IUDERFEFTOTCHEKMENHYET., INE. VY —R T=ILADRET S PO ESXi KRR b
vMotion THTLBETH., #HEL TIRET S/-HTT.

B RETUICE. TAMAMARRZ 3 DOEFa2a VT Y )a— 3 TREINBETAN A FAR
Ry o I—Cxz ML AM=ILENTWBRENRHUET, SR—FENTWVEZWT I AR
—F 4T DRTFLALHYET, UR—MHDARV—F 42 F S RTFAERTTEHRIET(E. 52
T4V )a—avIlikoTRESNE A,

ZDEICF. ROMEYIBEENTNET,

B RAMNISRIND TR A FORRGZ 3 DA VA N=)b

. Windows (RIEET L UADT AN AV MARRY 3 O I—=2 2 MDA VA R=)b

LInuX RET S UADT RN A NOARG S 3y O I—S1 0 MDA YR N=)L

B SAMAYIMARRII Y DRT—H RDXRT
m SAMAVEFORRT L 3 DEBEAVE—D
B YRANAVNORRG IO TNV a—Ta00 T—FDPRE

TAMA QARG 3 £ 2-IDT7 AR =)L
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RAN OSREIND TAM A2 MARRG L 32 DAV A=)

GFRANARARRG S 3 A VA R=ITDE VSRIRADEZRANIFHLWVIB & —EXRETL H
BEICA VA M=IENET, AN A NORRI 3 F 79T 4 ET4BEBBEXPNLDHhDY — RN
—F4 BFaUTF4 Y- 3 VICHETY,

7+ vMotion/Storage vMotion 2R L TH —EXRIBY LV &BITTHLIETEEHA, Y—ERRET S
VISEBICEMETZICIE. T7OASNIZRRAMNIRBL TELEBHYET,

f

REM

an|

DA YAV FIRDFHRZMH EL T, TROZARTANPLETY.

B TIEVI—ADITRAIDERRA NI, HR— bHRD/N—2 3> D vCenter Server EKU ESXi 451 >
Abh=IlENTNW%

m USRI ADKRR LD vCenter Server /N\—2 3> 5.0 W5 55127y oL —REan=5mald. TEN50DKRR
N TR—K 80 &7R— 443 EEHMPNTLNS

B TAMAVIORRG D VEA VAT BITRIDRAX ST, NSX DEFMNTT LTS [NSX 1 >~
A=)V HAR] @ INSX A RR N 95X D#EFE] 25BL TSN, TAM A FOARI T 3 (%
RZR7O0-2 RABMIEA VA=)V TEERA, TUVFUAIAOFA 70— RbEEZFERT H5EMNT. &7
AMAVINORRG L 3V ERBABLVEETS7-0OIC NSX 2FEHAT 5158, RANT NSX OEFETO N
EgHYUEH A, £7=. NSXfor vShield Endpoint 54 £ X Tld. ZOLIEEWVAIIFITINERA.

s NSXManager 4 > A b —ILEXVORITENTNSD I &,

s NSXManager & X b AV bORRSG L 3> —ERXERTT HEHFEEHRISPRLC NTP H—/N(C U
YOEN, BRADRBENTNS I EEHFRELET, CNETDORWNMEE. AN A FARRI 3 EH—
RN=F 4 T—ERIZHL T, VSRIDRAT—FZ ADBENENZ LEERTRTRRINTVSICHLNDS
T REIODTUTFVANA P —ERICLE>THREESNTWVEWZ EDBHYET,

NTP H—NZEMLEE AN A FAARS L 3 EITRTOY—RN—FT 1 Y—ERXREBT7A/MT
HEEBBOLET,

NSX #R b 4 ¥ FARRS L 3> $—ERMFATLVICIP 7 KLR 7—And IP 7 RLRZERU S THEE
[F. NSX #R b A Y FARRS S 2> 24 YA R—LFBHICIP 7 KLR T—L &l LES, IP7RLR 7
—VOERISONTIE, [NSX EBALA K] £BBLT S,

vSphere Fault Tolerance (3. A bk 4> FAXRI L 3> L(FEELE A,

FlE

1 [4 A ~—=ILFIE (Installation)] # 7. [r—EX F70O4 (Service Deployments)]| 2 v o L£7F.
2 [FLWI—EXDRERMR (New Service Deployment)] () FaarEs)v s LET,

3 [RybT—0BLUEFaAVT 4 HY—ERDTTAA]YA4T7AY Ry IVRAT, [TAM A FARRG 3>
(Guest Introspection)] ZZRL £ 7.
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4 [RT2a—IVEIEET S (Specify schedule)] (#4704 Ry X T8 T, [§9<T 70495 (Deploy
now)] ##IRLTHT RN A FARRG L I UPA VA= ENESTICT IO T30, £/37 704
DBEftEREERRLETS,

5 [R~Next)| 22Uy o ULET,

6 TREAVEARRGL IVEA VAN —NTET—IEI-ELVOITRYEFERL. R (Next)] 2o U
v LET,

7 [RRV=—CBRUEERY FT—JDBER|R—IT H—EXRETYL Y AL —C%EMT 5T -9 X7
ZEBIRT M. [RR b LEDEEFEH (Specified on host)] £22RLE9, 7704 V-0 70—-%B#1LT S
DITF [RA S EDBIRFHS] TR HEDT—F AT ERY NI -V EFERTEHLEBHOLET,

BRULET—FANTE BIRULZISRAIADTRTORI S THARBETHLIVENHY ET,

[RR bk _EH4EEFH (Specified on host)] ZF#IRL/2I5E(F VTR ADERA MM L TRORT Y TE2X
TLET.

a vSphere Web Client O k—A XR—2 T, [vCenter] 22 v o L. [(RRA b+ (Hosts)| &2 U v o LET,
b [&#71 (Name)] ZIDHRR &I U v oL, [EE (Manage)]| ¥ 7&20 ) v o LET,

c [T—>zrMMEEY> Y (AgentVMs)] 22U v o L. [iRE (BEdit)) 22V v o LET,

d T—49X+T7ZEZRL. [OK]22U v I LET,

8 BEEBAVI—TIARERANTEINEIRER— JIN—TEBIRLEST, T—F AT [RRXSLEDBIEEE
# (Specified on host)] [CEREENTWSIHEIE. =y b7 —20% [[RX b EHHEEFAH (Specified on host)]
[CHRETHVENHYET,

BIRL7ZAR— b~ J)L—T14 NSX Manager DR— b I —T(CT7 VX TE2HENHY., EIRLIZIFR
HDITRTDRANTHATESREDNHY ET,

[RR ~_EbEEFH (Specified on host)] ZZBIRL/=5E(E. AT v T 7T DY TRAT v 7E2RTLTRAME
DXy bIT—0EFBIRLET., /F7RZIC1EBULEDKRRANEEBNT 255 T XA NTELUORY b7 —
VEBRELTIHDOLISRYICEMT HHENHYET.

9 [IPEIUHT]T. ROVWITNDEZIRLET,

28R 55k

DHCP DHCP (Dynamic Host Configuration Protocol) 2R L T NSX X k 1> hORXY
2aryY—ERFREYIUVICIP T RLREZZIVETES, RAMPREZY TRy bLEICH
BIFEIC. ZOAT a3 v EBERLET.

IP7RLR 7= BIRENFZIPT7RLR T=ILRAD IP 7 RLR&E NSX TR~ A FORRG 3> H—
ERRIETI VICEYHTET,

10 [~ (Next)] 22U v oL, [BREDHR] XR—2T[#T (Finish) 22Uy o LET,

11 [/ X =)L RF—% X (Installation Status)] Z(C [&Ih (Succeeded)] ERRESNBDET, T 7OA1 EZER
LET.

VMware, Inc. 350



NSX E® A1 K

12 [4 > A =)l XFT—% X (Installation Status)] 3IC [4kBk (Failed)] &R RS N/HE(L. [KE] D#EICHZ T
AAYEV )Y O LET, TRTOT 704 TS5 —NRRENET. [fER (Resolve)| 22y L TITT—
EBELET, IT5—2BRTHE OIS —DRREINDIEDDHY ET., LEGIREET. BE [BR
(Resolve)| 22w o LET,

Windows RIS UADT AN A2 MARRI 3 Y IT—
oI NDA VAR BM=I)L

TGAMAFOQORRG gD FaUTq VY)a— a3 2FRLTREBY DV ERETSHICE. REBET IC
TAMAYFARRG gy o I—Px b BAMAMARRTI Y RIANEHWWET) 24X
=T BRENHVET, YA A2 FARARY T 3> RS A4 /NE, VMware Tools for Windows [Z& T

FIDB TI7AHINETEA R S=ILENEH A, Windows RIEEX S VICTA M A MORRSI D 3V EA R B
—WVTBICE WRIL A VA S=IVERTL. RIANEBIRTDILENHYET,

m  vSphere 5.5 £/2(£ 6.0 ZFEFAL TWAIFBEICIE. ROY A T VMware Tools DA > X ~—)LFIEZEHETEL
TL &L, http://pubs.vmware.com/vsphere-60/index.jsp?topic=
%2Fcom.vmware.vsphere.vm_admin.doc
%2FGUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html.

s vSphere 6.5 #{FAL TW3H&E. KDY A ~TVMware Tools D1 VR M= L FIEZH#ERL T /ZE 0,
https://www.vmware.com/support/pubs/vmware-tools-pubs.html.

TAM A FARRT L 32 RIANDA A h=)bEan/ Windows RIEEX > (3, £FaUTs YUa—23
YA A= ENL ESXIi KRR FTEHE NS EEFNCRESINE T, REVROFRET VE vy bY
TS BEEOEY. vMotion BtEFaUT 4 VUa—2 3> DA A M—)LENLRD ESXi ITHBEILERT
b, BICRESNICREDPHRFSNE T

Linux OFIEICDWTIE, LiInuX RET S ADT A A FARRI 32 2 T2 DA VA M—)L%&
ZHRLTZE,
AR SR

TRAMREBT Y VICEFYR—bENTNEN=2 320 Windows 154 Y A b—ILENTWSZ EE2HRL T2
S NSXDT R 4> bOARRS L 32 TlE RO Windows XL —F 4 »J S AT AP R—EENTNE
ER

= Windows XP SP3 Lifg (32 Ev i)

= Windows Vista (32 Ev )

s Windows7 (32 Ew hE/IL64 Ev )

m Windows 8 (32 Evw hE/=I5£64 Ev ) -- vSphere 5.5 D&

m  Windows 8.1 (32 Ew hE/=(x64 £ ) --vSphere 5.5 /XwF 2 LIEMS
= Windows 10

= Windows 2003 SP2 LIf§ (32 Ev h&E/IE 64 Ev 1)

s Windows 2003 R2 (32 Evw /1464 Ev )
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s Windows 2008 (32 Ev hE7(564 Ev M)

s Windows 2008 R2 (64 Ew )

s Win2012 (64 £ k) -- vSphere 5.5 D&

s Win2012 R2 (64 £ k) -- vSphere 5.5 /XvF 2 LIfEM 5

1 vSphere D/NN— 3 > OFIEICHE > T. VMware Tools O > X =)L &FIBELET. [H R4 A (Custom)]
AV A= VERERLET.

2 [VMCI RZ4 /N (VMCI Driver)] €2 > a>ZRRALET.

EATREA A 72 3 (3. VMware Tools D/N—2 3 VICK>TRERBVET,

RSA/% L

vShield Endpoint k3 /3 T AN A RARRE L 23 (vsepflt) Exy KT —2 42 ROR
Roay (vnetflt) D RS A NEA VR R—ILLET.

BARAYRARRZ L 32 KSAN T AN A RARRE L 23 (vsepflt) Exy KT —2 42 ROR
Ko (vnetflt) D RS A NEA VR R—ILLET.

NSX 774 A2 bORRG 3 RSANENSX Ry hT—=2  NSX 774 A4V FARART L 3> RSA/NEZEIRL T Vsepflt
AYFAARG 3 RSAN EAAR=IVLET.
BEICHELT NSX Ry T =0 A2 bARRI D 32 RSANE
#IRL T vnetflt (Windows 10 Di5&(3 vnetWFP) 24 > X b—J1
LET.

EF: NSX Ry bhT—0 42 ORRS L 3> RS A/N(E, Identity
Firewall £7z(3T> RARA > FDOEREEEZERAL TLSHEICDH
BIRLET,

3 BMIBZRSANDHEICHDI ROV T FI AZa2—T, [ZOHEEEFO—-HIL N—K RSATITA VR M=
JLENET (This feature will be installed on the local hard drive)] Z#iRL £ 7.

4 REUDFIEICWRENET,
RORT Y T

EEBEEREZFZ DA—Y—THOIA L, fltmc XV REFEOT, OV I—C 1V MPIRFTEINTNEHNES H
EHDRLET, HAOD[T74NWFR]IIC ZHTHLY IV bEEDIT. T2 MY vsepfit BRFRENET,

Linux REX S ADTRAM A2 FARRG 32 20 IT—D Y
DA 2R R—=I
FANAYRORRI S 3> T FIAINADHEBMELT, LINUX TTZ 7ML 4> FORRS S 3 > & YR

—hLEY., TAM A PAARG 3 2DEFa VT4 Y )a—2 32 Z2FERLTLinux REYS > Z2FRES S
ZIE. A A RARRG D 32 2 I—Dx 0 A VRS —IVTBHENHYET,
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Gl>> IT—> x> bE VMware Tools ARV —F 1 > S RFTABEB/Nv 7 —2 (OSP) D—38& L TERTE
£9. VMware Tools 24 Y X b—ILT B HE[IHUERA, Gl o2 Iz MDA VA M= T v T
—RIE. NSXDA VA= T v T —RETEZELEEA. £7/=. Enterprise Administrator £ 7= (%
Security Administrator (NSX Administrator T(37&()) (F. NSX DM CH DT A MRIET > (IC, ZOI—-Px
VhEAVRAM=INTBIEHTEET,

Gl xT—212 > b% RHEL £7214 SLES Linux > AT AICA A M=ILTBICIE. RPM /Ny —2%2ERL
9, Gl o> T—2Y x> b% Ubuntu Linux > XFAICA VA S—=ILTBIC1E. DEB/NNvwo—2C%FERLET,

Windows OFIEICD W TIE, Windows (RIEX S UADT AL A bOARS 532 2 T2 DA VR
b—ILESRL TS,
AR

TAMREBY VICHR—EENTOEN=23 2D LinuX 34 YA b—ILENTWSZ EZHRL T ZE
AN

m  Red Hat Enterprise Linux (RHEL) 7 GA (64 Ev i)
m  SUSE Linux Enterprise Server (SLES) 12 GA (64 £ 1)
s Ubuntu 14.04 LTS (64 Ev 1)
m Linux RIS VICGLb20 A YR b—IENTWSZEZEHRLET,
m https://packages.vmware.com/packages/index.html @ VMware /Xy 4o —2 URI FUIZT7 22X L T,
Gl I—> v b RXysr—2 (vmware-nsx-gi-file) 4 O0—-RLET,
FIE
o FATDLNUXAXRL—T 42T SRTFTAICEDNT, ROFIEZ root {ERTRITLET.
s Ubuntu > X7 LDIHE :

a XROa<rREFEALT. VMware Xy o —2 XTU v o F—Z2REBLAVR-—FLET.
curl -0 https://packages.vmware.com/tools/keys/VMWARE-PACKAGING-GPG-RSA-KEY.pub

apt-key add VMWARE-PACKAGING-GPG-RSA-KEY.pub

b vm.list WS EHIDEH LT 741 )L% /etc/apt/sources.list.d FIZERRL £
C FDIT77AINERDABTIRELET,

vi /etc/apt/sources.list.d/vm.list
deb https://packages.vmware.com/packages/ubuntu/ trusty main

d NyT—2CZRODESICAVA—=ILLET,

apt-get update
apt-get install vmware-nsx—gi-file
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= RHEL7 Y27 ADBA :

a XOaX»REFEALT. VMware Ny o —2 NTU v F—2BEBELA VR—-MLET,
curl -0 https://packages.vmware.com/tools/keys/VMWARE-PACKAGING-GPG-RSA—KEY . pub
rpm ——import VMWARE-PACKAGING-GPG-RSA-KEY .pub

b vm.repo EW\SZRIDEHLWT 7 ()% /etc/yum.repos.d FICHERLET.

C TDI77AINERDARTIRELET,

vi /etc/yum.repos.d/vm.repo

[vm]

name = VMware

baseurl = https://packages.vmware.com/packages/rhel7/x86_64
enabled = 1

gpgcheck = 1

metadata_expire = 86400

ui_repoid_vars = basearch

d NyT—CERDESICA VA M=ILLET,
yum install vmware-nsx-gi—file

¢ SLES L RFADBZA :

a ROOAYYREFEALT VMware Xy —2 XTU v F—Z2BEBLAVR-MLET,
curl -0 https://packages.vmware.com/tools/keys/VMWARE-PACKAGING-GPG-RSA—KEY . pub
rpm ——import VMWARE-PACKAGING-GPG-RSA-KEY.pub

b ROURIKUZEMUET,
zypper ar —f "https://packages.vmware.com/packages/slel2/x86_64/" VMware

c NyT—2FERODEDICAVA—ILLET,
zypper install vmware-nsx—gi-file

RORT YT

EEEEREZFDODI—HY—CTOS A L. service vsepd status AXV RZEFEST, ¥ I—Y1r MET
ENTVEDESHZEERLET. RITSNTNWSEHE. AT —4 X(F running TY,
GAMAYFARRI S 32 DAT—H ADKRR

TAM A FARRG D 3 A VRV ADERTIE, €FaUT s IREBTL > (SVM), ESXi RR MIEET S
AR A FARRZ 3y EVa— )b, REINARETS VICHEETSL Y I-Sx  MEEDT RN A2 b
ARRY 3y AVKR=—REDRT—F R FxvIBiThbNET,
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FIE

1 vSphere Web Client T. [vCenter Server 4 >~ 1) IJX i (vCenter Inventory Lists)] 22U v o L.
[7—%t>%— (Datacenters)] &4 U v o LET.

2 [&#1(Name)] 3T, 7—49t>s—%o v LET,
3 [EEfR (Monitor)] 22U v oL, [FR K 4 FORRSZ L 3 (Guest Introspection)] #2U v o LET.

TGAN A FARRI S 3V OBEREBLVOT S —LADR=DILF BRLcT 55 —DTOF T4
FOREMET VT 4 TRT S —LPRRENET, BE2URT -5 ADZE(LIF. EOE(DRE LML /ZA N
YEDBEBICRELTHS 1 DLAICKRBENET,

GAMAYFARRSG D 3> OBEBAYvE—D

HOMNEIS —CZDOMOEEREETEA Yy E—2F vmware.log ICOZENET,

LUFOIKED AUDIT Ay -2 &L TRIVENET,

O I—Txr bIEMERD) (EN—2 3 UER).

n DY I-T1r NEAEKRE,

n  SVM EDHRHIDHEGMEL.

m SVM EDHERICKE FDHTDORBDE).,

ERENZAT Ay E—PICEEAYT A vt—PORBEES [CUTORBXFIINFTNTNET ., vi-AUDIT, vf-

ERROR. Vf-WARN. vf-INFO. vf-DEBUG
GA A2 ARRG L VDTN 2 =T 42T T—9 DR
=3

VMware OF 2 Zh)l HR— NI, BE. TR—F UIIT R NEZETIHE(C, BEIERCTR—~ N2 RILDIR
HEBSBEVLTWNEYT, ZOZMBRICIE. BT > OOIREBR 7 7AMIIDBEENET.

Identity Firewall D STV oa—F4 20 T—%

IDRX=—RDT77ATIA—IVRETTAS A bARRSI L 3 VEFERALTVSHEE. INSX bS5 700 a—F
420 HAR] & INSXDATVHERES AT L AR N TEMEREHRL TLE,

JGARAMARRI 2 ED22-IWVDT7 AR M=)

TGAMAFARRG 3> ET7 AV A=)V TDHE VIBBISTRIADKI B oHIBRESN, T—EXRE
ROVIBOZAIHADERANPSEIRENES ., A A2 bOARS L 3 (3, |dentity Firewall, T2 RARA
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YHRER., BEUPNWKDODPDY—MN—FT 4 BOEF2UT 4 VY- 3> TRELHVET, XM A2 ~O
ARGV BT AV AN=IVTBHE BVWEEICHET SARESHY T,

OVSRIWDE TR A FARRG D 32 B a—IVET AV AM—IVT BRI, TDISAZDHRR
RS, TAM A FAARRG D 32 ZEALTOVSIRTOY - RN—T A BRET VAV AN—IVTHVED
HYET., Ya—2a3y TANAIDOREENIHAZTEEAL TS,

NSX 2 SRS ADRET S OREDRONET, 7oA A M—I)LT BHEIC, vMotion 2R L TREY > > &
VSRIDOBITTILENDYET.
TGAMAARRG 3> ET7 A VA M=ILTBICE ROBEERTUET,

1 vSphere Web Client T. [/k— A (Home)] > [Networking and Security (Networking & Security)] > [/ > X
b —JLFIE (Installation)] DIEIC#EEL. [ —EX 7704 (Service Deployments)] ¥ 7&=EIRL £,

2 TAMAPARRG L 3V ARG REERL. [BIR] 7423220y O LET,
3 I<ICHIRRT 5 BTHIRTALDICRTDa—ILERETEET,

Linux B5A M 4> bORRI DT AR M=)

TGRAMREBY o, TR A FAARI L I VAD LINUX Y T2 bET7 AV A=)V TEET,

f

TR M

ao|

Linux B RA M 4> FORRG S 3 UPA VA M=)LENTWS, Linux & X7 AD root 1ERNH 5.

FIE

o NyiF—2% Ubuntu P RTLDST VAR M—)LTBI(C(E. apt-get remove vmware-nsx-gi-file
ARV RERFTLETS,

o Ny —2%RHEL7 2 RTLANST A A=)V T 3BICIE, yum remove vmware-nsx—-gi-file a< >
REXRTLET,

o Ny —2%SLES D RTFANST A A=)V BICIE. zypper remove vmware-nsx—gi-file O
N RERITLET,

"R

Linux RETS ICA VA M=ILENTWEL Y I—=C2 o MIT VA VA M=V ENFEHA,
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v b7 =0 DR

TV — Xy bT—UICIFBE YUBA, -T2 7747 0x—)b Q=R NSV T3ED
SEITERRY NI Y—ERDPBEELTOWET, FEAEDIFE NSO —ERFENEFNRIDAN YT —(C
Lo TRMEtEINET, MEBEBEEDORY N7 -0 TINSDOY —EREE KT HOCIE MBRY T —0 TNAAR
DTy IBIVRY v UNE, MEBNTEGOEL. SY—EXDOEMNERLZEDEMTIEENVLEICRVET,
NSX ZERT 5 &, BUBY—ERZBUE NS T4 v 0 NATEET HOOFIENEEILEN. ABRE. T
A b ERGEDEWMT, B—0 ESX Server KRR b E/=(318ED ESX Server RX b TERMLERY T -0 %48
LI LH-DICERIBET.

FEEOT7TUr—2ay

WED—H 00— RFEE
RED—oo—FK

! VI LT = kF—N

RERY FT—2 . 21T B IRERMAE :
L FR ALY RORRS ST

°_ '\ BEURybT—o > bn !

1 X’\°7:/3> 1

Fd—iN— L A Bk

Lo N K7 /8—kF—n
i RIE9 HHLERERE

— | —
— 1 Q_.
— 1

Edge H—EX#EA

NSX [CH—R N=FT 4 DY —ERXRZBATHDHD. SESEATTAAHEDHYET,
ZDEICEF. ROMEYIDEENTVET,
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. AU —EXBFA

m Edge X—XDH—EXEA

n - RR=FT DY —ERDHE

m N—bF—H—-ERDEH

m  Service Composer ZNL7ENY 5 — H—EXDEH

m BREIFATUOA—NEFERALIER Y=V a—2 3 ANDNZT 4w oDITA LI+
B N—hF—DO-—RNZUHDER

Y- RNA=TFT A HEDHIER

DY —EXFA

DY —EXBATE, B—DRIA RS, IXTOY—ER E a—I)b. h—FIL BV a2—)l. BIWMMRET >
FHE—OWETLOTRELET, YATADTRTOAVR=—FR2 S BRI SAOIR—F ~EEEL
£9, hICKY, EPa—I)LBOBENSERLL. T7OA4 EFAMBACNI MIARVET, HREEZSHDED
2. Y—ER EZPa—IVEBKEET S EEEPT—EXREZa2—/LH5 vmkernel (2ZESNZT FO—)LOTF—
Y TU—CDrST7 4y 0 EYMBLATALEICEWVCELICLTC RALERY NV —ADEYE XTAICLTY
T—rTBIENTEET, REWROIRET S >IC vVMotion ZR{TLTWAREIC, /N\—hF—TFa2UTq0 T
VIMRIER S DIREEE RETTNSBEAD KA MIBBLET.

ZDEOHEBEOY—ERBAZIATEZR Y-V )a—3 v, BABLEY—EX (IPS)/BAKRMY—ER
(IDS). Z74 7o #—Jb. AntiVirus. 77 4JL ID EEfR (FIM). HXOMEEEERPHY T,

Edge X—XDHY—EXEA

NSX Edge (. Edge ¥ —ERX VS RFAT, DFxy hT—0 H—ERE—HKITRET Y ELTT7RAMEN
F9, NSXEdge [CIE. BEDSS 74 v 0EY—RN—FT 4 DRy +T—0 H—ERICUFA LU T HHEEED
HUET,

ZOEOBBHEOY—ERBAZIRAT IR Y — Y Ua—23IC, ADCTFNALAPO—R NZ Y TSR
nHYET,

H—RN—=F 1 DY —EXDHE

hiF, U—RNX=F DY —ERXRENSX 7S5 N7+ —AICHEATBEH0, —lEELNILOT -4 70—
<49,

FIIE

1 RXYF—narV—)LED NSXManager ZEAL T, ¥—RN—T DY —ERXRZEHLET,

Y—EXDEHICIE. NSX OATA VEAFHRMBVETY, FHlICDNTIE XY —DRFa A2 NEDRE
LTS,
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2 NSX[CH—EXRZTF7AALET. N—hF— F—ERADERESRBL T,

T7AA4ENEY - BNR—=FT 4 DY —ERX(F NSX D [H—EREE] YV« » RUICKRREN, ERTDERD
BZOEY., NSX TOY-EXRDERFIER. BASNIEY—EADEBRICE>TRIEVET,

T2EZIE RRAMR=RDT7 747 D #+—)L —ERXIL. Service Composer TzF+a1UT 1 RU T —ZVERK
T2 bST4v 0 EZEDY—ERICVIA VLI DT DT 7AT 04— IV Ib—IVEERT S ETHEHMICTE
9, Service Composer &N L7y — S—ERADERELIEIHEBTI 7 A 7O+ —ILEFRALEXR VY —
Va—2ar DI T74voDVETA Lo ESRLTSIZEN, Edge X=X H—EXDERADFEMIC
DWTE N—=hrF—DE—F NS UHDFERESRLTES,

N—hrF—HY—EXDREH

N=hF—= VY= 3 VICRRANEREDRET 7547 Y ADBEENDHEEF. VUai— 3% NSX

Manager TEH LY —ERXREZREBRTEET.

BIIR S

ROEDICHRESNTNSZLEHRLET,

m /N—hrF—VYUa—>32(F NSX Manager 2L CTEHFINET,

s NSX Manager 5, N—hF— VY Ua—23>OBBIVY—I)LICT IV EATEET,

m MWEESALCRAITAaryMEUVHETOSNTWET, https:/kb.vmware.com/kb/2145269 #58E L T<
20,

FlE

1 [Networking and Security (Networking & Security)] #2 U v 2 L. [/ > X k=)L FIE (Installation)] 2 U
v LET,

2 [¥—EX F70O4 (Service Deployments)]| # 7& s U v oL, [FiLWH—EXRDFTFOA (New Service
Deployment)] (¥) 74a>z&4U v s LT,

3 [RybT=0BLOEF2UT A H—ERDTTAA] T4 70T Ry U RT, @EYYa—23>%EER
LEY,

4 [RT2a—I)VEIRET S (Specify schedule)] (F4 705 Ry XTFE) T, [§9<T7H4 9% (Deploy
now)] #ERLTY U 1—>3>0&83<ICF7O4/4F 50 T7OMDBMEBREEZERLET,

5 [k~Next)l 22Uy o ULET,
6 VUa1—23rETIOATET I —BLOISRIEBERL. [N (Next)| €2V v o LET,

7 YUa—arH—ERRETSY AMV—CZEBINT 2T —F AT ERIRT DD, [RR S EBIEEEH
(Specified on host)] ##RL £7.

BIRLIET—FART . BRUIEISZAIADTRTDRI S THAFAIETHOIVLENHY LT

[RR b EDHETEEH (Specified on host)] ZBIRL /=156, TORIA LD [T > MRIEY SV DRE
(AgentVM Settings)] TESX RR DT —F AT EEBELTHS, RANEI SRV (TEMT 2BENHY
F9. vSphere API/SDK D RF a2 A2 EZRL TSI,
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8 FTHBAVI—TIARERAMTZNERER— JI—T&FRLET., ZDR—F JIL—T7I12(F NSX
Manager DR— bk I =T D7 I APBLETT,
oy hT =8 [RR b EDIEEFEH (Specified on host)] ICHREENTWSIBE. FRT SRy MT—2(3.
VS RIDERA LD [T—2 2 MRIEY S DT (Agent VM Settings)] > [~ v k7 —% (Network)] 7
AONT 4 TERESNTWSRENH Y ET, vSphere API/SDK D RF a2 A2 FESBLTSEZ,
I-Crx o MRERI VEISRAYISEMT 5. RANTI—-C Y MREYS V> ORy NT—40 7O/RF
AERETDVENHY ET, [EE (Manage)] - [%E (Settings)] - [T—2 > MRIEY 2 5% E (Agent
VM Settings)] - [~ v b7 —2 (Network)] DIEIZ#EEIL. [#wE (Edit)] €2y oL T I—2 x> MREY
SUDFRY M= EFRELET,
BIRULAER—F JI =718 BIRULEISRIDTRTORRANTHRHTESHLENHY ET.

9 [IPEUHT]IT. "ROWTNDHERIRLET,

28R 55k

DHCP DHCP (Dynamic Host Configuration Protocol) Z{EfA L TH —ER RIS V(T IP 7 K
VREBIUHTEY.

IP7RLR T—)b BRENZIPT7RVR T=ILD IP 7 RV REY—ERRET S VICBUETET,

10 [~ (Next)] 22U v oL, [BREDHR] XR—2 T [#T (Finish) 22Uy o L&Y,

11 [1 >R b—JLDOIREE (Installation Status)] IC [T] ERXRENDET, T7OMZERLET., XT—F RIC
[kB] ERREINFBEEF. KK ORICHZDTAAE0 ) v o LT TS—5RRTDHHDBIEERITL
E

RORTY T

NSXI—H— A5 -T2 A RELIEINSXAPI ZNLTNA— b F— B —EXREFERTESLD TRV ELL,

Service Composer ZNN LRV — B —EXDER

Y—RNR—F 4 RF—H—EXITE FZT70voDUFAL I O—RNZUH, BLXUOT—FELRHIER
AntiVirus IR EDT A EFaUT 4 U—ERBENH Y ET. Service Composer Z{EFRTH5E. CNHDH—
EX%&—&ED vCenter Server # 72 1 o MIBRATEET.

¥+aUTF+4 JI—TF vCenter Server # 720 hDty bThYU., ThITIFVS Ry, RET > VNIC,
BLUBEBRAS v FPEENET, EFa2UT40 RUSD—IF XA AV NOARRG Y3 Y—ER T7AT7 T %
==, BLUERY T A ORRG 3 H—ERDEY TT,

TFaUTFa RUS—FLFaVUT4 JI—TIIRVEVITEHEEIC, ZETHIH—R NXN—=FT 4 X F—H—
EX 7A77A4NMCVETA L0 32 V—ILMERENET., TOEFa2 VT JIN—TICETZRET VD5
DRZT74vIDBRNDEEF. CDRZ T4y oDUETA LT REIL BEFEH H—R NN—FT 4 XF¥—H—E
RITIEY, TOY—ERICELDT. FZ7 4 v IDNBHENRESNET., Service Composer DFHICDNT
[%. Service Composer DFEFREZSBL TS ZEL),
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MBI 7AT7 09— IVEFERLERY Y=Y Ya—30ADLS
ZavoDUITAL Lok

BREHDNYT— V) 1—23 [ ChIT74v 04 VI NTBT7A4T7 04—V V—ILEBIMTEET.
VAV RENTERT T4y IE R — H—ER[CL>TREEINET,

EE S

H— R N=F 4 DY —EX(Z, NSX Manager (CEHTHHENH Y, T—EXFI NSXAILT7AACENTH
SHEDNHYET,

B TIANNNDT AT oA=L IL=IL 702 aryBT7AYIICHRESINTNDIEE. IL—J/LEEBINTSI LT,
FST4voDUTA LI NEHFRITDVEDRHYET,
FIig

1 vSphere Web Client T. [®*v T —2&t+2 U7« (Networking & Security)] - [Z7 74704+ —)b
(Firewall)] DIEIC#EENL £9.

2 [)X\—bF—EF2UTF 1 B—EX (Partner security services)| ¥ 72U v o LET,

3 L—LEEBMTBELL 32T Pb—L0EM (Addrule)] (¥) FaavELUYLLET.
L3 D—BLCHLOHFTIL—LBNENET,

4 FLWIL—LO [&ET (Name)] tLeRs> L. HasyvoL, L—LoaiEAALET.

5 Jb—IJLd [=fE7T (Source)]. [%85t (Destination)]. [tt—E X (Service)] #8EL 9. FHMICDNTIE 7&K
T7AT 4=V IL—ILDEMESBL T /ZE 0,

6 HHLLWL—LOD[72> 3> (Action)] takas L. HesyysLET,
a [#&f# (Action)] T. [U44 L &  (Redirect.)] #ZIRLET,

b [U#4L 4 b5 (Redirect To)] T. ¥—EX 7077 A NVELUVHBRA vF. 3V —EX 7077
AIWENSL Y RSDEFaUT 4 JIN—TEFRLET.

ZDOY—EX 7O7 74V HBEHREDRE S VICERINS D, BIRULAEREIAM v FEEE2Fa Y
T4 TI—TITIImENET,

c USALIPENLIS T4y 0ZEQTICRBIDIDEDDERL. DAL MBIHBBRIFIANLET.
d [OK]Z2Uv s LET,

BIRLH—ER 707 7 A )UIE. [ (Action)] FIICU > o & LTHRRENET, $—EX 70774
NUSOEG )y oTEHE $—ER TOT7AINDNA Y RBERENET,

7 [EEDOH*1T (Publish Changes)] #2U v o L&ET.

N—kF—0O— K NS YDEHR

P—RA—F4DO—K NS HEERL. HEDNSXEdge D M5 7 1 v 0 EHHTEET
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BSR4

H—RN=FTsDO— K NS H(E, NSX Manager (CE#FT 2HENHY. NSX ATT 7OMT2HENHY E
ER

FIE

1 vSphere Web Client T, [*v b7 —2&+F2 U7 1 (Networking & Security)] - [NSX Edge (NSX

Edges)] DIEIC#EEL ET.
[NSX Edge] €470V v o LET,
[ (Manage)] > [A— K /NS >4 (Load Balancer)] ¥ 7DIEICZ U v o LET,

A WO DN

[A—R NS HYDITA-NIVERE] DH#EICH D [fREE (Edit)] 20U v I LET.

5 [O—R NS 2HDOEE (Enable Load Balancer)] LU [U—EXBEBADE#L (Enable Service
Insertion)] ZFRL £,

6 [U—EXEZ (Service Definition)] T. &&d5/X\—hrF—O—R NSUHERIRLET,
7 [Y—EXRIRE (Service Configuration)] T, U T 50 —EXREERRLET.

8 ZFoMDT74—ILREAAL, Y—ERER. H—NT—)b. 77U — 3> 70774, 7TU5—>
g2 )=l REEY—NZEMTHZEICED2T. A—RNSUHERELEY. REY—NZEBINTHEE
(F R —PRETET U —FEBIRLET. FHAICDOVTE O—R NS IDFREESRBELTL
ZE0,

R

IBELZEdge DS T7 4 v IDERIT. U—F NN—FT 4 XRF—DEEIY —IVIZE>THHEINET,

Y — RN—=FT 1 S DHIRR
COBITIE, NSX DBY— KA—F (&Y U 21— 2 2HIBT HHEICONTHALET,

Y—RNR=FTaDVT7 T 7 VJa—2 a3 &EIRT 258 VI I 7EZELVEETHIRT 2HENHY F
. ZOIEFRTHIBR LMo 7=54,. £7/213 NSX Manager 5 & #ERT 2E1ICH— RNX—F 4DV U a1—3 3
PIT AR —IVERIFEIRENIGE, BIREKREBLEYS., CORBEZFRRT 2HECDNTIE https://
kb.vmware.com/kb/2126678 #8BL T /=&,

FIE

1 vSphere Web Client ©. [Networking and Security] > [Service Composer] DIBICEEHL. B — R/X—F 4
DIV a—2avIChST4v0EVTA LI T BIL—) (FlFtFaUT0 KU —) ZHIBRLET,

2 [HY—EXREZ (Service Definitions)] (C#&EIL. Y —RNX—FT s DY Ua— a3 D&FMET TNV y I LE
ER

3 [EE+ 714k (Related Objects)] 2w o L. B@EA7or 4 F&BIBRLET,
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4 [1> X +—=JLFIE (Installation)] > [t —E X =704 (Service Deployments)] DIBICEE L. ¥ — R/X—F
1 DT7OAEHIBRLET,

COBREICKY, BERTONIRETS DT A A M—ILENET,

[tr— EXEZ (Service Definitions)] ICRY. E&EDPY7aAR—3 > FEHIBRLET.
Y—EXRA VR VARAT, Y—EX 7OT7 71 IVEHIBRLET,

Y—EX ARV RAZHIBRLET,

0 N O O

Y—EREEZHIRLET,

R

Y—RN=T4HEVVa2—2 3P NSXDOoHIBRENET,
RODRATY 7

BREEAELTHS, NSXEY—RNX—=FTsDVYUa—2arhoHIBRLET, £EAR OF T2 o bES
BIDI—IVEHBRLTHOF T U bEHIRT DHEBHYET,
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Z<OMEBTIE. Ry bT=0LEF2 VT 4 DEREBEBDT —ATZEAN=DHLLET. ZOLD
Tl HEEEEREDLI—Y—ICRETHIVLENELDEDHYET, COREYITIE ZOLDIHBTIER
A bO—NVERET HOHITERTES NSXDF 72 3V ICDWVTHALET,

NSX (% Single Sign-On (SSO) 3 7R— kL TWVFEF, SSO IZK Y NSX (F. Active Directory. NIS. LDAP 7
EDMD IDH—EXDSI—H—%RATEET,

vSphere Web Client D1 —H5—&# (3. NSX 3>R—%x> bD CLI TOI—HY-BEELIFIERVET,

ZDEICE. RDEYINEENTNET,

m HEERID NSX 21— —E L UHERR

= Single Sign-On 0% E

m O —EROERE

m TN AT -TAHOYDERE

m vCenter Server 1—H—~ADO—/LDEY KT
m CLIZERALTWeb A4 —T7 1A RDT7 VL REEF DI —EERT S
. Y- ThUr DRSS

n I1—Y—-0O0-JIOEE

n - —TAhHUYNEBPELEIENCTS

m O1—Y—TAYYOHIRR

HEERID NSX 1 —H — B K UHER

NSX #7704 LTE®EY 5(C(3. vCenter Server DIFEDHERDBUETT, NSX TlE, SETEHLI—Y -8
LUPA—IVITHBRL T AU BLV/EEAHEREMFSTEET,
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Bies LU0 - LERD—E&

BERE L] A—J
¥V~ Enterprise
BEH ERE NSX EmE& Administrator
[E## (Administrator)]
RE NSX #f{g>7= vCenter Server 85XV FHEAHEY FrHEY HAHMY, FE BARU. EFEERAH
SSO #%&E A%
B4 TORARA  TORARA  mAHRY. FEE GARUESAL
A
SRTFL AN AT L AR S B O FAHRY, FE HARY, FE HBADRU. EEAR
A A
BEEns BEEns FrAHELY FrAEY A EY A EY
[2—¥— T7Hho > bDERE (URM) (User Account Management
(URM))]
A-—Y—-TF7horbOERE 1-H-ER TUOCARA  TUOERARA  FEAHRY FAHARY EEAH
ATz O TORRDE TUOCARA  TUOERARA  HEHEY FrHELY
i
HBEET VL ADER TUOCARA  TUOERARA  HEHEY A ELY
[Edge]
AT A DRTAEF RS AT L NS A FEHERY FAEY mAHAImY, BE FAHIY EEAH
5Dz ETE 2
TTSAT R NSX Edge OD&EZ+—L 7704 ALY FrAHEY mAIY. FE  RADY. EFEZRAH
(Compact/Large/X-Large/ AH
QuadLarge)
=R A% FRAHELY FRAELY FARY, FE  mADY . EERAR
A
vNIC NSX Edge TDA >4 —7 oA REE  HAHEY mARY, FE  RARY., FE  HmADU.EEAAR
s A
DNS FRAELY FAHRY, FE HADY FAEY EEAL
A
SSH NSX Edge Tm SSH &% FraELY mARY, FE RARY. FE  HmADU. . EEAAR
A A
B#EE FrHELY mARY, EE HmAmY FAEY EERAL
A
s FraELY FraE Y FrHELY FAEY EEAL
NAT NSX Edge Tm NAT && FraELY mARY, EE EmAEmY FAEY EEAL
A
DHCP FraEY mARY, EE HmAmY FAEY EEAH
A
O—Rk NSy FraEY FAmY, EE HAEmY FAEY . EEAL
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HAE oz a—
¥V~ Enterprise
EE ERE NSX EEE Administrator
VPN FrHELY mAmY, EE HAERY FAIY . EEAL
JAF
Syslog NSX Edge T Syslog D& AR Y AU, FE  EmADRY, FE BRADRYU.EFEZAS
JAH A%
HR— K TUORARA  HmAHRY.EE HARY, FE HBADRU. ESAR
JAH A
W—=F4 >0 NSX Edge [CHE(FRTRTDRY T« FHAHEY mAHEmY, FE HAHDRY AU EERAH
VO IWN=T 4 2 TEBIIN—T 42U JAH
(BGP/OSPF)
7747 A=) NSX Edge TOZ7 7470+ —JVE&E  &HAHEY mAHRY, FE HADRY AU EEAH
JAH
TUyy FrHELY mAHRY, FEE HADRY AU EEAH
A H
FERRE AR Y mARY. BEE HRARY FAEY EEAH
A H
PRFA Ay hO—=)b PRTA aArbO—ILEF. R IP FEAERY mAHRY, FE HARY, FE BADRU. EEAA
TAD—Ta4>U. xybT—=0, ¥R A H A H
TARERE., PRATA h—FIL IXZ
A=HZDZETY., RIFEDHTY,
ysctl.net.ipv4.conf.vNic_1.rp_filter
sysctl.net.neffilter.nf_conntrack_tcp
_timeout_established
[ Z7 74T o+—)b
(Distributed Firewall)]
T7AT U F—IVERE LAY —3 (&M BLULAV—2(«  FHERY FAmY. FE TURRRA AU EERAH
—Yxy ) Z7ATOF—)L L= JAH
70— 7O0-ERE. PRATARNDRS 74y BmAHAERY mAHRmY. EE TOEARA AU EERAH
U JO—ZEERT DHEEETT., 47 AP
TA—bERTEET,
IPFix &7 IPFix #B%/EHICLT, ALy &E  HFHEY mAHRY,. EE TIOEARA FAMY EERAH
UHTET JAH
S R A BHEIREATE, [ A=V FE>K  FHERY FrAHEY 7 U AARTA AU EEAH
2 b o #fiE (Installation > Host
Preparation)] X—>h 5 7eREAEIT
WET,
DT 7AT A —ILDA USRZICVIBEA VYA M=ILLEST HAHRY FrAHEY mARY, FE  BARY . EERAH
YA b= GRR b DO%fR) A%
BEDRTF (RZ7H) RITDLEOIC, BEORET7 7470+  HHEY mAHRY. FEE TIUIEARA FAIRY EEAH
—IVEREMN RS T FELTEBNICRE A H
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BEE ] a-—J)v
¥V~ Enterprise
EE EHE NSX EEE Administrator
FRov U R RS VENMT 74T O+ —I)V TR HHERY FAEmY,. EE T IERRA FAIY . EEAL
ELEWMEE, £EEHKRT 2583, AP
FROVU X MICEBIMULES
PRI 7AT A= T  KADPOSRSHET7AT A= TV TUORARA  HmAHRY.EE TIEARA A EERAH
= D Sl ZHINYR=b N RILERELET JAH
(NSX &> TV D)
DT FAT7 o= £y  TCP/UDP/Zofthd 7O ~a)d 7O ARy mARY. FE T IOEARA AU EEAH
VEP A e NIWEBRIALT O NERELET AP
IP 7 KL Rt 7R MrAE< 2> VMware Tools 75 SiaEy mARY. FE T IOEARA AU EERAH
(DHCP/ARP 22X —t> RTSNTWVRWMEED IP 7 KL Rk JAH
) H
Application Rule BRLA—EBOT7 U —23>070  HiaEy mARY. FE T IOEARA AR EEAH
Manager —ZWRELES, 77470+ A
—JblE WWESNZT7A—ICEDNTHE
BRENET,
[#71Z2R (NameSpace)]
BE A ELY FrAEY mARY, FE  BARY. . EFEERAH
A
[SpoofGuard]
BE TOFU £/3FHE— FTHRITESNEL AR Y mARY. EE T IOERARA BAHIRY EEAH
SpoofGuard A
[T kAR~ 2+2UF 4 (EPSEC) (Endpoint Security
(EPSECQC))]
LR— AR FrAHEY mARY,. FE  RADY.EFEZRAH
A
=ik VUa—arOER [Bik BHRER.  HRAERY 7 U7 RAARTA] mAIY. FE  RADY. EFEEZRAH
BEREAYVa2—a DT, T AP
T4 7]
BEMEDER RIEXS >V Y—ERRETT > (SVM) 7O LXFRA HHEY B3] B3]
DRLMERT—5 R&EEF L. NSX
Manager (Zi&/0
R — TFaUTo RUS—DOBEE [fEpk. & HAEY FAHRY, FE HmARY, FE GADRY. EEAHR
FHiAF, ERN. HIBR] A A%
RTZa—=IDRF > FrAHELY 7 U AARTA] mAHIY. BE  RHDY.EFEEAR
A
[Z4 7> (Library)]
KRR S D%ESF USRI TORRANEGT o3> TUORRARA T ORRAARA] FAHMY,. BE  HAHDY. FEAR
A%
JI—T1k Pty bk MACtvy b EF+a2UTs FHHEY B UNE -3 28 ) FAHIY EEAH
II—T. b—ER H—ERX J)I -7 A
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BERE L] A—J
¥V~ Enterprise
EE ERE NSX EEE Administrator
& IFF TFalTa 50 @B RETOOE  FHAHERY mAmY, EE HAERY FAIY . EEAL
o rz (AT AR RR) JAH
[ > ZX b=JL (Install)]
TIVr— 3> TUORARA  HmAHEY HAHMY,. FE  BARYU. EERAR
A
EPSEC TUORARA  HmAHEY HAMY, FE  BARY . EFEERAH
A
DLP TURARA  HmAHEY mAMY, FE  BARY . EERAH
A
[VDN]
NSM D&% E Fy b= 2FaUT4 Ix—Dv  FHEY FrAHEY mARY, FE  RARY. . EFEZRAH
(NSM) £ ELET A
JoEya=ry Bz O FAHEY FARY, FE  HmADY. . FEAR
A
[ESX Agent Manager
(EAM)]
AVAN=IL ESX Agent Manager TUORARA  FmAHEY mARY,. FE  BRADY. EFEERAH
A
[tr—E XA (Service Insertion)]
Y—EX ALY mAmY, FE HRARY. FE HmADUY.EEAR
A A
Y—EXR 707 74) FRAHELY FRAELY mAIY. FE  RADY. EFEERAH
A
[FZ X~ X b7 (Trust Store)]
trustentity_management = NSX GffAEZE:E FraELY mAmY, FE  BARY. FE  HmADU.EEAAR
A A
[IP 7 kL XE&EE (IPAM) (IP Address Management (IPAM))]
BRE IP7RLR T—IVDFE FrHELY mARY, FE  mARY. FE HADU. BEEAAR
A A
IP7RLRDEIUHT IP7 RLZRDEIY HT LRI FraELY mARY, FE  BARY. FE HADU. BEEAR
A A
[EF2VUF+4 77 7Y v o (Security Fabric)]
F7o4 [—EX 7704 (Service FraEY FraE Y mARY, FE  HmARY. . BEAR
Deployment)] XR—2&ERLT. 45 A
RY LICH—ERELEFEF2UT (1R
B EFTTOA4LET
75—A [—EX 7704 (Service FraEY FraE Y mARY, FE HmADY. . BEAR
Deployment)] X—<m6, £Fa2UF A

(RBI UDBERT BT 5 — LEERE
LEY
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BERE L] A—J
t¥aUTa Enterprise
BEH ERE NSX & Administrator
I-Y1rh0ORe%ERT  RESTHUOELICHTZI—-Yrb FrHELY mAmY, FE BADRY. FF  HRADU.EEAA
-5 R DREMURT—Y R TS5 —LEERT JAH A S
5HDT, £IL. N=hF—RET>
CLUERENET
[Ave—22y
(Messaging)]
Ayve—=—Iv o NSX Manager & Di@EED /=8I, FrAHELY FARmY, EE BARY, FE HBADRU. EEAR
NSX Edge ELUVT R b A > FERAXR A AT
v arvICRUEREND Ay =Y
g I7b—ALT—0TY
[LTUs—% (Zh>4Y NSX Manager Z%f ¥ 5~ J/LF vCenter
Server v ~7 v ) (Replicator (Multi vCenter setup with
secondary NSX Manager))]
BE NSX Manager D754 < O—)LD  FHHEY AR Y FAEmY,. EE RADRY. EEAR
BRE(LBIREER,. BLUEAVFTY A
NSX Manager M:EM & 7= (FHIFR 21T
WET
[+ 2 U7+ RU— (Security Policy)]
BRE TFaUT 4 RUS—DER B R HHRY mARY, FEE TIEARA FAHIRY EEAH
& HRBRERELEY s
TFa VT JI—=TDON  wFaUTa IN—TEEFaUTa FrAHELY mAHRY,. FEE TIUOERARA AR FEAH
AR AU —ZREMTEY A

Single Sign-On MH{E
SSO 2FRHTA5Z&ET. FAVR—F Y MPMERNICIA—Y—ZRATHA2RDYUIC. SEIEFLAVR—F Dt
Fa217 MO KWMANZILENLUTHEITRIEL T, vSphere & NSX D&REMASHDIEMTEET,

NSX Manager T Lookup Service Z57E L. SSO EBEDRIAIFHREANILT. NSX EEH—EX%E SSO 1
— Y —ELTERTHIENTEET, 2T B4 F > (SSO) H—ERX%E NSX [C#iEd 5 &, vCenter
Server 1—H¥—(Zxd g 31— —RADLEMENEIE I, NSX 53 Active Directory. NIS. LDAP 7z &Efhd 1D
P—EANSIA—P—ZRATESLDICAHAVET, SSO ([CLVYU NSX (&, RESTAPI U LENL T, §5ES
N3y —2msDEREEFA Security Assertion Markup Language (SAML) b—4 > &R T 5502 R— kL
9. £/ NSX Manager Tld. fhdd VMware VU a1 —> 3> CERT SR SAML ~—2 > #E8TEE T,

NSX (F. SSO A—H—D VI —TEHREF v+ v alEd, JIb—T AN=2yTEEEST DL ID 7ONA
4" (Active Directory 72 &) m5 NSX NDIGEIZERA 60 o mUET.
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BIiRSRM4

NSX Manager T SSO #{#A3 %(Z(x. vCenter Server 5.5 LIEMHETH Y. vCenter Server (T Single
Sign-On (SSO) R HY —ERDA VA =L ENTWBIHEDNHY ET., ZNIFHEHAHD SSO PHRTH
HIEITEFRLTL SN, KbV, 7704 T, HBO—lkEI /= SSO Y —NDBEREINDHZEDH Y
E3

vSphere D3Rt % SSO H—EXDEHMICD VT, http://kb.vmware.com/kb/2072435 & LU hitp://
kb.vmware.com/kb/2113115 #5B L TS 2L\,

m  SSO ¥ —/N\DEf & NSX Manager OB DRIEAT 5L 5. NTP U —NZ2EETILENHYET.
RIZZDHITY,

Time Settings | Unconfigure NTP Servers ||  Edit |

Specify NTP server below. For S50 configuration to work correctly itis required that the time on this
virtual appliance and NTF server should be in sync. Itis recommended to use the same NTP server
used by the S50 server.

MTF Server 19216811010
Timezone uTC
Date/Time 12/28/2016 21:31:49

FIlg
1 NSX Manager RIEE7 7547 RICATA >V LET,

Web 7Z o+ T, NSX Manager 7 7> 4 7 > XM GUI (https://<nsx-manager-ip> £ 7= (4 https://<nsx-
manager-hostname>) (Z#&1L. NSX Manager O > X b —JUEFICERE L/A/XRX T — RZ&FEHAL T admin
sLTndA4 v LET.

2 NSX Manager R#87 7547 > RICATA 2 LET,

3 R—LR=IT[TTS47ARENDEE (Manage Appliance Settings)] - [NSX &5 —E X (NSX
Management Service)] DIEICZ U v I LET,

4 [Lookup Service URL] =2 3> o [#R&E (Edit)| 22U v o LET.
5 Lookup Service BRITENBRRAMDERELITIP 7 RVLREANLLET,
6 R—brESZANLET.

vSphere 6.0 #{FH L T\ 515&(37/R— b~ 443 # AZ1L. vSphere 5.5 ZFHA L TWRIFEIR—~ 7444 %
FRALET.

Lookup Service ® URL (4, IEEENERRA MBIV R—MIEDVWTRRENET,
7 SSOEBEDI—Y—RHENRT—REZAAL. [OK]EZ2VU v I LET,
SSO Y —/NDIBAEDY AT v MIFRRENET,
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8 FBEOYLTULENSSO H—NOFREL—HTEHILEHRLET.

RELE (CA) H—/N\IC CA BAMFEFAEEZA VA M=V LIZiHE(F. CAZBRFMFEMBREOH AT > bHK
RENFET, CAEBGFNEARAFEA VA b—ILLTWEWNEEE. BEERIARENRTENET,

9 Lookup Service DR T —% X7 [+ (Connected)] (72> TWAZ &&2HERLET.
RIFZDHITY,

Lookup Service URL: hitps:ipsc-01a.corp.local:44 3ookupservice/sdk
S50 Administrator User Name: administrator@vsphere.local
Status: @ Connected £

RORTy T

INSX &E#EH 4 K] T [vCenter Server 1—H—~ADO—JLOEY LB T] 28BL TS,

dA—HY—tERDEE

A—HF—0O—VIZL> T, EEINZVY—RICHLTA—YF—DRITTEET7 /> aryPEESINET, 21—
—DA—JLIZIEUT, EESNIEV Y —RADT VT A ET A NDT IV CRAPHFRIEINET, Feo - -7+
ATEDDIE ZHTIREETTTHDICHERBEENDHTYT., INICKY. BEDUY—RICHTEHRALY
DOEBMATREIC/AY ET, £z, ERICFIRDZVEEE. S RTALBREEETEET,

ROIV—=I)VISBERHINET,
B 1T ADI—H—(2[F1D200—IILOAEYKTEHIEMTEET,

B O-Y—-([CO0-/)VEEMLEY, I-Y—-(CBUETONAZO-I)LEZHIRRT S LETELEREA, L. I—
P—(CHT20-I)LDEYETEZEESTHELFTEET.

% 20-1. NSX Manager 0a1—¥— O—)b

HERR FRISh B08

Enterprise Administrator NSX DS LV EFa VT 1,

NSX Administrator NSX D#gtEDH : Ie & ZIE RIET TS5AT 2 ADA VA M—Jb, R—b FIL—TOHRELENATEET
ED

Security Administrator NSX tFaUF D& : cLAE DT 74T 04—V Ib—ILDEE. NAT DFE. O— K NS4

Y—ERGENARETT,

Auditor B DE1R

Enterprise Administrator 0 —/L & NSX Administrator @ —)L (& vCenter Server D1 —H#—([COAHEIU H T3S
ZEWTEET,

T4 AT —=—TFThO U NOER

NSX Manager 1—%— A4 >4 =T A4 X(C[F. IRTOUY—XANDT I ZRERDMHEEN/I—H— ThHD
YEBHVET., COI—Y-DHERERELY, BHIRRLEZVTSHILETELERA, T74N0 DI —2R(Z
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admin T, 77 #J)V bD/XRT— KL default £7=(L NSX Manager D1 > X b —JVBECIEE L/Z/XRT—RT
ER

NSX Manager 7 754 7 > A® admin Z1—H—I[%, CLI aX¥ Y RTHOHAEBTEET,

vCenter Server 1—H—~ADO—J)LDEIVYHT

SSO 2—#¥—(cAa—JLZEEIU LTS L, vCenter Server (37D SSO H—N\THRESNTWS ID H—EXZEFEHA
LTCaA—¥—%FHLET. SSO H—NDEHRENTWEWMERARADEE, 1—Y —I[3 vCenter Server D&%
EICEDNTH—HIVIT, E7=IL Active Directory (CL > TRRIEIENE T,

1 vSphere Web Client (cO 44 > LET,

2 [Networking and Security (Networking & Security)] 22 1 v 2 L. [NSX Manager (NSX Managers)] %
Uy o ULET,

3 [%#1 ()] 31T NSX Manager #21) v~ LT, [&H (Manage)] ¥ 7& o) v o LET.
4 [a—¥— (Users)|&s)vwoL¥ET,
5 [EmMAdd)] #2Uv o L%ET,

[A—ILDEVET]I D1 RUDBEHEET.

6 [vCenter 1—H%—%15%E 9 5 (Specify a vCenter user)] £7z(% [vCenter 7 )L — 7 %#18FE 3 5 (Specify a
vCenter group)] 22 J w o LE T,

7 vCenter Server @ [1—%— (User)] %. £33 —H—0 [Z/L—7 (Group)] &&= AHLET.
FHBICDOWTIE, ROBESRBLTILEE,
KA A % : corp.vmware.com
IAJ)7X:corp
7 )V —7% : group1@corp.vmware.com
a—H¥—% : useri@corp.vmware.com

J)—7I12 NSX Manager DO— /)L &EUETHE, TD Y I —TD1—4H—(3 NSX Manager D1 —H—
A2 =T 1ARICATA >V TEET,

A—-)&1—-Y—[CEVHTHHEE. - -DIAUT7REAALEY. /L&A userl@corp EAFILE
LR

8 [N (Next)|2z2UwvoLET,

9 ZnI-—HF-—0O—)LEERL. [N (Next)] 20Uy o LET. FERTEELZO—ILOFMICDONTE, 1—H
—HERDEBEESBLTIZEL,

10 [#7T (Finish)| 22U v o LET,
ek Li=2—H— 7Tho > ks Users T—JIVICRTENET,
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INV—F R=Z208—JLEY HTICDWT

M, 1Y —Z2BYICERT /20D — JI—TEERLET, SSO LDfak. NSX Manager (31
——DNETHIN—TOFMEREMETEET. ALIIN—TICETHAEEENHSBELDI—F—ICA—IL%&
2 HTHDYIZ. NSX Manager (7 )L—7ICO0—)LEE|Y K TEF., NSX Manager BO—I)ILEEDLSIC
EVHBTHNCDONT, RO FUFTHIALET,

I

A—I)L R=ZADT7 7 RFEHDF 1V F

ZOYFUFTIE. 1Ty k7—& T2 =7 (Sally Moore) 2. ROBERD NSX 3> K—% > hADT &+
REEEZET,

Active Directory K4 > :corp.local. vCenter /L. — 7 :neteng@corp.local. 1 —+ —% : smoore@corp.local

AR : vCenter Server 75 NSX Manager (&SN TH Y, SSO HERENTIVS, SSO (F, JI—TD
BRICDAHABEICAEYET,

1 O—J% Sally ICEIU 5T

a

b

(@]

f

g

vSphere Web Client (O 14 » LET,

[Networking and Security (Networking & Security)] 22 ) v 2 L. [NSX Manager (NSX Managers)]
=0y o LET,

[%71 ()] %1 NSX Manager #42J wv - LC. [&# (Manage)] ¥ 7&2VU v o LET,
[Z—%— (Users)] €2 U v o L. BN (Add)] 22U v oLET,
[B—ILDBVET] D> RUDBEEET,

[vCenter ')\ —7%#35§E 3 % (Specify a vCenter group)] 2 J v 2 L. [£Z)L—7 (Group)]iC
neteng@corp.local EAHLET,

[~ (Next) #oUwv o LET,
[B—JL?DER] T [NSX Administrator] 22U v o L. RN (Next)] 22U v o LET,

2 F—st s —(CxTBHERE Saly CH5LET,

a

b

(@]

e

f

[(R=AL]T7A42a>%2Y v LT, [vCenter k— A (vCenter Home)] - [7—4% > % — (Datacenters)]
=0y ULET,

Ty —EBIRL. [T 3> (Actions)] - [TXTdD vCenter 7 < 3 > (All vCenter Actions)]
- [#2BRD:EHN (Add Permission)] 22U v o L&,

&M (Add)] £ U v & L. KAA> CORP &BRLET,

[2—Y—& FI)L—T (Users and Groups)] T [&#1IC &)L — 7% FR (Show Groups First)] #2#RL £
ER

NetEng Z#iRL. [OK] &2 U v oL ET,

[BlUHTo5h/=0—)L (Assigned Role)] T. [FiAE Y EH (Read-only)] £#RL. [FNGE
(Propagate to children)] =:2iR#ERL T, [OK] 22U v o LET,

3 vSphere Web Client »504 7% kL. smoore@corp.local £ L THBEQOI A LET,
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Sally (3 NSX#BEDHERTTEELET, EXIE RET7TSATRDA VA M=),
IZEMRIBETT,

Bl : A—Y— IN—TDAYN=2y TIEATHEREHRET DT UF

SRR A v FOIER

IN—=T FxF>a>
E2X:1)
Uy TonzA—b

V-2

&
G1
Auditor (FiAHz Y EH)

Ja—/nN)b )b—k

guHTonko—Ib

John (&, Auditor A—/LMBEIUHBTENTWNEZIL—T Gl ICELTWET, Johnid., Zi—7 O—)L&EUyY —

&
John
G1

AR

AIEREMALET,

Bl : WEIN—TICETHI—Y— AN—DFUF

IN—=TF *xFar
EZE:D]
ZyLTonio—IL

V-2

&
G1
Auditor Ge#&EY ER)

Ja—/nN)b Jb—k

IN—TF ATa>
&l
gvHToNnA—

Jy—=2

&
G2
Security Administrator (FiHEY EEEAH)

Datacenter1

A—H¥—FFa>v
E=E:1]
B350 —7

glyHTonkta—Ib

&
Joseph
G1. G2

7L,

Joseph (34 /L—7 G1 & G2 [ZEL T&H Y, Auditor A—)L & Security Administrator O — )L D#EF) & 1EBR D #H A
EhEa#ELET. =& (E John [TILRDIERDH Y 7,

m Datacenter! OFEAHE Y. F&1AH (Security Administrator O —JL)

s JO0—/Nb)b— bDOFAEYER (Auditor)
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fl: EHEO-IIEHF DAY — AN—D>F UL

IV—F *F>ar (&

Al G1
gZlYyHTon/o—JL Enterprise Administrator

Jy—2 Za—/nNJb Jb—k

A—Y¥-—FF 3> (&

Y] Bob

BEa7—7 G1

2|y L To5n~z0O0—)  Security Administrator (Fi&EY EEEAH)

Jy—2 Datacenter1

Bob (Z(3 Security Administrator O—/)LDEIU HTHEN TS0, JIL—7 O—)LDIEREHRZE L EH A, Bob
[CIFRDOIERDH Y F T

s Datacenter! & ZDFU Y —XDFHmARY. FE1A% (Security Administrator O —)Jl)

m Datacenter1 T®» Enterprise Administrator 0 —)l

CLI Z2ERALTWeb /29 —T x4 ADT7 VL REEHDI—Y
—ZFmT S

CLIZ#ERLTWeb 4 >4 —T 24 ADT7 VL AEEHF D NSX I—Y -8 TEET, COI-Y—-ThHU
YhEFERLTEROD TS IA VERIELIEY. THU Y hEEZBNTERTEET,

FIE

1 CLIA—4%—T7hor bEERLET, ENSXREBT7TS5A4T7 RICCLI A—Y—ThD Y b EERTEE
3. CLIZ—%—=T7hU Y hEERTZICIE. ROFIRICEVET.

a vSphere Web Client (CEZ 1 > L. NSX Manager {R¥87 7547 > RE#RLET,
b [3>vV—J)L(Console)] #7%&4s )y LT, CLltyviavaRMEEd.

¢ NSXManager D1 > A b—VEFCIEELICEBET HI U MENRRT—REFERALT. CLi€y>3>IC
B4 LES, RICHZERLET,

nsx-mgr> enable
Password:
nsx-mgr>

d &DESIZ, enable XV REFEHAL T, EXTE—RHOSBIET—RICTUEZXET.

nsx-mgr> enable
Password:
nsx-mgr#
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e RDESIZ. configure terminal aY Y RZFERAL T, HEE—FOOSHREE—RICUIUEBZET,

nsx-mgr# configure terminal
nsx-mgr(config)#

f user username password (hash | plaintext) password a¥> RZ&EFERLT.CLI 2—%— 7
"o hEEMULET, RICEIERLET,

nsx-mgr(config)# user cliuser password plaintext abcdl234

F: AXFEECI-—Y-RBREBEETEEEA,
g RDELIICHREERTFLET.

nsx-mgr(config)# write memory
Configuration saved
[oK]

2 XROELSIZ. NSX Manager (REET7 7547 Y ANODATA »E1—F —(CFHAT5 Web A >4 —7 A R1E
RERHEL., TTS547 2 ADERE REST APl ORTEHAILET,

a ROKIIC. BEE—RICHE>TWAILZEHERLET,

nsx-mgr# configure terminal
nsx-mgr(config)#

b user username privilege web—interface O~ RZFERL T, BB L7 CLI 2—%—(C REST
API O LDORITEHFAILET . RIFZDHITT,

nsx-mgr(config)# user userName privilege web-interface

nsx-mgr(config)# user cliuser privilege web-interface
3 AT ar) ROLDIC. ROFOHREEHRATEET,

nsx-mgr# show running-config
Building configuration...

Current configuration:

!

user cliuser

!

ntp server 192.168.110.1

!

ip name server 192.168.110.10
!

hostname nsxmgr-0la

!

interface mgmt

ip address 192.168.110.15/24
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ip route 0.0.0.0/0 192.168.110.1
!

web-manager
4 ClLltyrarya#TLET,

nsx-mgr#(config)# exit
nsx-mgr# exit

[Networking and Security (Networking & Security)] - [NSX Manager (NSX Managers)] DIEZ#E) L.
[NSX Manager m3%£iR (“Select your NSX Manager”)] - [£2 (Manage)] DIEIC#ESHL £, e hiza
—H—F [2—H— (Users)] # 7ICHRRENFEEA. COI—F—[CEFA—IDPEVHTENTOEEA.

5 RESTAPIZEERL T #ELGO—I)IEZI1—Y—(CEIUHTES, RDOLDIC. auditor (Auditor).
security _admin (Security Administrator). super_user (System Administrator) O—J/LZ#Z|U ¥ T35 &5
T&EET,

POST - https://<NSX-IP>/api/2.0/services/usermgmt/role/<username>?isCli=true
<accessControlEntry>

<role>auditor</role> # Enter the required role #

<resource>

<resourceld>globalroot-0</resourceld>

</resource>

</accessControlEntry>

R

Web 424 =724 AD7 U XtE%#HD NSX CLI A —H¥—DERRENET,

RORTy T

A—Y—DERTIEE LREEREFER L T, vSphere Web Client (CAO4 4 > T& %7,

CLI OFHICDNTIE, INSX AT R SA2 A5 —Tx2A4ARVT7 L R] Z28RBLTEEN,

APl DFEHRICD VT, INSXAPI i1 Rl 258 L T /2E 0,

A-Y—-Thor bOREE

A—HY—THUhERELT, A—I)LELRROI-TELETLHEMNTEET., admin 7 HU > MIRETE
FtH A,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security] €U v 2o L. RIZ[ry bT—=0&EFa2VToDA4 X2 MUl 5 [NSX
Managerl 22U v o L& T,

3 [®&51 ()] 5TNSX Manager 4 1) v~ LT, [E¥ (Manage)| 4 7&0 ) v o LET,
4 [1—Y¥— (Users)| 22Uy o LET,
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WET DY —ZFERLET,

[fme&E (Edit)) 20U v o LET,
VEBEEERTLET,

[#7T (Finish)] 22U v oL T, EERNBTERELET,

0 N o O

d—Y— 0O—)LOZEE
admin 21— —2B<IRNTOI—HY—[CDNWT, A—ILDOEYHTEEETEET,

FE
1 vSphere Web Client [CH 44 > LET.

2 [Networking and Security] 2 U v o L. RIZ[xy bT—=0&EFa2UToDA N2 MU 5 [NSX
Manager] #2U v o LET,

[&7i1] 317 NSX Manager 2 1) v - LT, [E# (Manage)l ¥ 72U v o L¥%7,
[2—Y— (Users)] &0V vy o LET,

A—)VEZETH1-—F—ERRLET,

[B—/LDZEE (Change Role)] #2U v o LET.

VEBEEERTLET,

[#7T (Finish)] €2V vy oL T, EERNBREZREFLET.

0 N oo O b~ 0w

A—Y—THhor FNEeBHELEZENICTS

A—HY—=Thor FNEEHIZL T 20— - NSX Manager (LA A > TEHRWLDICTBHIEMTEET,
admin 1 —H—F7/=(33R7%E NSX Manager [CAJ A > L TWAA—HY—&2EHCTEEH A,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security] 22U v oL, RIC[ry bT—0&EFa2UT DA N2 U] D5 [NSX
Manager] €2V v o L&Y,

[#7i1 ()] 21T NSX Manager 22U v & LT, [E# (Manage)| # 7&2 U v o LET,
[2—Y— (Users)| &2 U v o LET,
A—Y—Tho hEERLUET,

o a A~ W

[B3h1k (Enable)] %7:(3 [k (Disable)] 7 a>&s U v o LET,

A-Y—T7hor ~OHIRR

R LIca—Y— 7hD Y MIBIBRTEEY, admin 7H D2 MIBEIBRTEEHA. BIiRENEI-—T—(CHTS
BEBELI-—RE T—IR-RIIRFEIN, BEEQY L R-—FTBRTEET,
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [Networking and Securityl 2 U v oL, RIZ[xy bT—=0&EFa2UToDA4 N2 MU 5 [NSX
Manager] #2U v o LET,

[%71 ()] 3¢ NSX Manager #2 U v & L. [&# (Manage)] # 7&2 U v o L%,
[2—Y— (Users)| 22U v o LET,

A-HY—-ThohEBERLET,

[HIB® (Delete)] =2 w o LET,

N~ o g A~ w

[OK]Z2 Uy o L TCHIRRERELET.

vCenter Server D1—%— 7 HhU 2 ~ZHIRT 5154 NSX Manager HO O — /L&Y B TEIFDHEIRENE
9, vCenter Server tDI1—%— 7hD » MIHBRESNEHA.
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X2y b=V EF2IUTa T
oI b

Dty arTIEH ARIALA XYy RTD)—0EEFaUT 4 IVTFICDVWTEHBALET, Ino0a>TFId
NET 747 7 +—)L& Service Composer TERTE £ Y, Cross-vCenter NSX IREETIE. I=Z/N—HILOHEL
7747 0= b=V TERTEHZIZN-FI)L Ry bT—0¢,tFaUT 0 AT FTEERTEET., 12N —
YL Ry D=0 B8LUVtEFa VT4 #7210 & Service Composer TERT 22 LI TEEHA,

F: AIN—HYIL RO-TEHDIN—TEERT BHEICE. EETHRAMBERATEET. RO —T&H%
KT BEEIC, [SOFTV o bEIZN—YIILRBDOMRE L TY—2 (Mark this object for Universal
Synchronization)] # 7> 3 &®ERT 2 L. EETHEAEIRETEET.

m IP7RLR -7

s MAC7RLR IN—7F

m tFaUTa IN—T

m H—EXRBLPH—-ER )T

ZOEICE. ROMEYINEENTNET,
m IP7RULR I —TD#EE

m MAC 7 RLR JIL—T Dk

m IP7RLR 7—ILDRE

m TFaUTa TIL—T D

Bm T—EXRBIUOT—ER JIIL—TDERE
IP7 RLVLR JIL—T DRk

IP7 RLR JIV—TDIERK

IP7RULR IIN=TEEBELTHE, CDUN—TEXERELEBRBEELTTIF7AT U5V L—ILITBMTE
ET. COL—IICKY, RETSUDOYER LV E, FLEVETLUDSRET L VERETHILMNTEE
ER
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BIiRSRM4

IP7RUVRTRESIIN—T T2 20 baERT 2156 HIRIET (2 VMware Tools 731 X h—)lahn
TWBh, B IP 7 R RAEAZE (DHCP X X—E> 4, ARP RX—EVJ, £RIIZOmA) HEESN
TWBHENHYET, SFHMICDONTIE REY VD IP 7 RV RABEESBL T /20,

Flg

1 vSphere Web Client IcOZ 4 > LET.

2 [Networking and Security] 22U v o L, RIC[xy D=0, EFaUT DA MU M5 [NSX
Manager] €2 J v 2 LET,

3 [&F1] 5T NSXManagerx#2Uv oL, BBl 720Uy o LET,

o AZN=—HNIPTRLVR I —TOERPULELRIZEIL. 754 <) NSX Manager = #iRd 5 EH
HUET,

4 [UN—T FT2x o (Grouping Objects)] ¥ 7& 20 ) v o LT, [IPy b~ (IPSets)| 20U v o LET,
cem] () 7ravEsUvsLET,

TRVR IIN—TDRFEANLET,

F723>r) TRUVR IIN—-TOHBEAHLET.,

0 N o O

IJIW—TIC&DHBIPT7RVRELIFIP 7 L REREANLET,

IPty MMZIPV6 7 RLREHZANT BEEIE. 7 RUREHZ /64 (CHEILET, ZOREETD
TBWE T7A4T7 04— IL—ILDORTICKBLET,

9 (AT ar) [MEREZEMILT. BERLEALADIRI-TTRRTEDLSICLET] ERRLET,

10 (A7>3>) AZN=YILNIPT7RVR I —TEERTRHEIL [ZOF TP bEIZN—YIILREID
MRELTY—V] EFRLET,

11 [OK]z2U v o LET,

IP7RLR JIL—TDiRE
IR

FlE
1 vSphere Web Client (cOZ 14 > LET,

2 [Networking and Security] 22U v o L, RIC[xy D=0, EFaUT o DA MUl 5 [NSX
Manager] #2U v o LEY,

3 [®&7F1%ITNSXManager o Uv oL, [EB]| Y7520 v o LET,

o IAN—HILIPT7RVR IIN—TOEBRNKLELRIHZEIL 754~ NSX Manager #2RT 2 HEH
HUET,

4 [IIN=TAT2zoR 5720V v LT [Py ZEZIVYILET,
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5 wREITZHI/N-TEBFRLTC, [FE (Edit)] () Tq4a>&20Uv o LET,
6 [Pty DRE]ISZAT7AT Ry IRT, LEBEEEZTVET.
7 [OK]|Z2Uv o LEY,

IP 7 RLR ZFIL—TDHIk

FlE
1 vSphere Web Client [CE &4 > LE T,

2 [Networking and Security] 22U v oL, RIC[ry bT—0&EFa2UT DA N2 U] D5 [NSX
Manager] €2 J v 2 LET,

3 [&F1]%TNSXManagerx2Uv oL, [EB]| 720Uy o LET,

o AZN=—HNIPTRLVR I —TDERPULELRISZEIL. 7547 ) NSX Manager = #iRd 5 EH
HUET,

4 [J)N—T FT2x o (Grouping Objects)] ¥ 7& ) v o LT, [IPy b (IPSets)| 20U v o LET,

5 HIRTDIL—TEZRL. [ (Delete)] (X)) 74a>&40UvsLET.

MAC 7 RL R )L — T DRIE

MAC 7 RLR J)V—T DR

—T&HBED MAC 7 RLRATHREENSD MAC 7 RLR IV —T#EBRL TS ZOIN—TENET 74T 0+
— I IW—=IVIZV—REEEFIY—T Yy FELTEBMTEEY., ZDIL—ILICKYU, IREBY U hoMBEYL V&, /=
(IMEBIS D SRER S VEFRETHIEMNTEET,

FIE

-—

vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security] €U v 2o L. RIZ[ry bT—=0&EFa2 VT DAY MU 5 [NSX
Managerl 22U v o L&T,

3 [®&A1]%TNSXManager =2 Uv oL, BBl 7520y LET,

¢ I=N—YILMAC 7 RLR JIL—TDEBNLERIFEIZ. 754~ YU NSX Manager ##iR3 2 0E
BHUET,

4 [J)IN—TF F72xo b (Grouping Objects)] # 7& 4 1) v o LT, [MAC £ k (MAC Sets)] 22U v oL
g

5 [eml (¥ FrarEsUvsLET.

6 7RULRIIN—TD&EIEANLET,

~

F72ar) ZRUVLR I —TDHBEANLET.
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8
9
10

11

IJIV—=TI2&HSB MAC 7 RLREANLET,
(F72ar) MEREFBWICLT BRELEZIRAI-—TTRRTESLDICLET] ZBIRLET,

AT7>a3y) AZN=HIMAC 7 RLR IV —TE2ERT 5BEE [2OF TPz a1 ZN—YI)LE
HOMKRELTY—U] &RIRLET.

[OKI £V v o L&ET,

MAC 7 RLR JIV—TDiR&E

FIE

-—

6
7

vSphere Web Client (O 1 LET,

[Networking and Security] 22U v oL, RIC[xy bT—20&EFa2UT DA U] 5 [NSX
Manager] #2U v o L&Y,

[#Zmi1] 21T NSX Manager 22U v o L. [EB]| 4750y I LET,

o I=N—YJLMAC 7 RL X JIL—TDEBNBVERIGEIE. 7Z4 <) NSX Manager &2 #iRT 5 1HE
BhHYUET,

[FIV—=T #7224 b (Grouping Objects)] # 7& 2o v o LT, [MAC v  (MAC Sets)] 22U v o L
£,

RETDIIN—TEERLTC [IWE (Edit)] () 74320y O LET,

[MAC v hDIRE] ¥4 7R Ry VR T, BELREEZTVET,

[OK]l &2 U v o LET,

MAC 7 RL R J)L— T DHIkR

FIE

-—

vSphere Web Client [CAZ 14 > LE T,

[Networking and Security] €U v o L. RIC[ry bT—=0&EFa2VT2oDA4 X2 MU 5 [NSX
Manager] 22U v o L&ET,

[Zmi1] 21T NSX Manager 22U v o L. [EB]| 470Uy I LET,

o IN—YIIMAC 7 RLR I —T7OEBHPLERZEIE. 754 < 1) NSX Manager Z:#iRT 20 E
WHYET,

[FIV—=T #72 x4 b (Grouping Objects)] # 7& 2o v o LT, [MAC v  (MAC Sets)] 22U v o L
£,

MR 22— FEBIRL. [IF (Delete)] (%) 7A4a>&42U v s LET.
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IP7 RLR T—ILDiE

IP7KLR 7—L&#ELT. IP7 KL ADBEEEETEET,

IP7RLR F—ILDERL

FIig
1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security] 22U v oL, RIC[xy bT—0&EFa2UT DA N2 U] D5 [NSX
Managerl 22U v o L&T,

3 [&#1] 51 TNSX Manager 2w oL, [EB]| ¥ T7E20Uv I LET,

4 [J)N—T FT2 x4k (Grouping Objects)] # 7& 2 ) v o LT [IP7RLR 7=V (IPPool)l 2oy o
LET.

5 [FHHRIP7RLX F—)LDENM (Add New IP Pool)] 74 3> &0 Uy o LET,

6 IP7TRLRT-IDEREANL, T7H+IW b T—bDzAETV T4 vV ADREEANTLET,
7 AT ar) TIARUBLUEAYFUDNS & DNSH T4 v IREAALET,

8 T-ICEDSIPTRLREEEZASL, [OK]|Z2 Uy I LET,

IP7RLR T—ILDiRE
IP7RULR 7= )LE&iRETEET (CIDRBLVT— U IIRETEZEEA).

FE
1 vSphere Web Client [CE 44 > LET.

2 [Networking and Security] #2 U v o L. RIZ[xy bT—0&CFa2aUToDA N2 MU 5 [NSX
Manager] #2U v o L&Y,

3 [®&F1]%5TNSXManager#2oUv oL, [EB| 7520y o LET,

4 [J)V—T A7z (Grouping Objects)] # 7&2 o v o LT, [IP7RKLR 7—JL (IPPools)l 24 U v
A3

5 IP7RVR 7—NVEZBRL, [IRE (Edit)] 74a>&20U v o LET,
6 WELEEZET. [OK]Z2Uv o LET,

IP 7 RLR T—ILDHIR
IR

1 vSphere Web Client IcO 1 > LE T,

2 [Networking and Security] €2 U v o L. RIC[ry bT—=0&EFa VT D422 MU 5 [NSX
Managerl 22U v o L&ET,
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3 [®&F1%TNSXManager&#o Vv oL, [EB]| 7520w o LET,

4 [J)V—T #7214k (Grouping Objects)] # 722U wv o LT, [IP7RVR 7= (IPPool)] 25 1) v &
L¥7.

5 HIBRITZIPT7RLR T—)LEREIRL, [HIBR (Delete)] Tra>&2oU v o LET,

t¥alUTa JIL—TDEE
£H2UF 1 FI—T1d. vSphere 4 ¥R kU DEES ETN—T AT 15 FOESTT,

tFa2UT 1 JIL—TF HRERXAvF. WNIC, IP £y b REYS Y (VM) 7I2E. SESHBIATOF Tz
I REAMNBHOIAYTFTY, €FaUTq JI—TI2EF BFaUTq #5, RETI VA FREHER
A YFRBICEDSEEAIN—Dy THEEEZEDDHENTEET, LEXF EFaUT 1 £ [webl 8D
IRTORET > (E Web F—NER(RICLIcEF2UT 4 JIL—TNBBWITEMSNES., EFalT4 &
W—TEER LR TOIIN—TIC2FaUT4 RU—ZBALET,

Cross-vCenter NSX |RIBETIE, AZN—HI)L Fa2UT 4 JI—TET >4~ NSX Manager TEEZN. &
H>41) NSX Manager EDAZN—Y VRO KRE LTI —IEINET, 79T 4 TIRI VNARBETHERT
BLER—UULABWRY, AZN=P)L EFaUTa =TT, BILEAN=Dy TREREEFERTHELTE
FtH A,

Cross-vCenter NSX IRIBET7 7 4 7IRY VINAREBL F U A EFERT 5545, SRMZUANY A NI T4
T4 7 A MNIHDREHVROTNTORET S VAD TV —RKRNFRIEI S V&R LET., TL—RKRILS
R NET 0T 4T TIEBL, RN E—ROEFICHRVET., REMROEB< UHMEIETSHE U
N HA DTV —RARIVIRIET S OBNT—F 2N, REAROREYS VDI RO &5 &HHEET, 12—
—l. I=N—HI) FaT g 7EFERLEIZN—YI vFa2 T FJIN—TE2ELRET7AT 04—
IW—ILEERLET. NSX Manager (3. Z=N—H)L €FaUF 4 4 0&ERLEZIZN—YI EFa VT«
IN—=TEECRBIT 7 AT O4+—IL V=N ETLV—=RKRINFERET LTV T—MLET, TU—RKILS
RIETS O BNT—F>F B AZN=Y)I £FaUT 4 ¥TEERLELIZN-YIL EFa2 VT JI—T%
SULTVT—bENET7AT7 =V IIL—IELBRINET,

pa i
B NSX6.3 LVURIERSNAZIZN—YIL tFXxaUT 4 JI—TEREL T TIT 4 TIRY VNABRIETE
B34l &LETEERA,

TtF¥aUTFa JI—TDERK
NSX Manager LNV TEFaUT o JIN—TE2EKRTEET.

AZN=BI EFaUTa GIV—TF. TOTA4TITIOT4TRIEET VT 4 TIRY VINAIBED 2 185D
Cross-vCenter NSX BIE TERENET., 79574 IR U NABEDERIZ. —EIC1D2OYA ST 0574
THREBELDY, BUDY A MEIRY NAIREE(C/RU T,

n TOTATITOTATREDIZN=HIL EFa VT4 =T ITE EFaVUT4 =T IPEY
MAC £y hDMRA T 2 bDHEEDHDHENTEET, BIAIN— vy TOBRANENAEF T o b
FHRETEE A,
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8 TIOTATIRGUNARBEDAZN=YI) £Fa2UT a1 JV—TCEF €FaUTq JV—T  IPEY K
MAC £y b, AZN=P)I £Fa2VUT o FTDHRA T2V hEeEHHIENTEET., REATIVRED
HEFRLTHNASN—2 v TEBRETHIEDHTEET., BASNAET TP 2V MIRETE EE A

FE: NSX6.3 LURINERENAZIZN—YIL EFaUT 1 FIN—TF TIT 4 TIRGUNAREMAITICIRE
THILETEEEA,

IS

Active Directory )V —T7 #7220 MZEDWTEFaU T« JI—TEERTBHEE. 1 DLULEDRAS M
NSX Manager [CE#EEN TSI E&2EFELET. NSX Manager (3. Z)IL—7, 2—H¥—FR. HLUOINS
DEREBFHEDE RAAL U SEELET. NSX Manager ~D Windows RAA > DEFEESBL TSI,

Flig
1 vSphere Web Client [cH 44 > LET.

2 [Networking and Security] 22U v 2oL, RIZ[xYy b7 —=0EEFa VT o DA X2 MI] 5 [NSX
Manager] €2V v o L %7,

3 [®&m1]%TNSXManager o Uv oL, BBl T7520)v o LET,

o IAN—H)teFaUTgq JIN—TOEBRNBLELBEE 754~ NSX Manager #:EiRT 2 LEH
HYET,

4 [J)V—T A7z (Grouping Objects)] # 7&2 o U v o L. [EF2UTF« JI)L—7 (Security Group)].
[E+a2VUF 4 JI—TDENM (Add Security Group)] 74 2> DIEICZ U v I LET,

5 tFaUTa JI-—TORAEHRA GHBEER) EANLET,

6 (7 3y) AZN-YIL EFaUTq JIN—TEERTIEEE. [COFTP o bEIZN—-Y LA
DFtsR & LTI —2 (Mark this object for universal synchronization)] 2R L £ 7.

7 (AT>3y) TOTATIRGUNARETERTSIZN\—HIL €FaUT 1 JI—TEEKRT B5E(F.
[CoFATP o heaZN—Y)LEEDRSKRE LTI —2 (Mark this object for universal synchronization)]
E T 0T 4 T7IRG NABREBETOER (Use for active standby deployments)] DA EZ#IRLET, 72
TFATIRG UNABETIE, RETS VZICEDWVEIZIN—HIL X2 UT 4 FI—TDERIA S N—2y
THMEREINET,

8 [~N(Next]lzoUvsoULET,

9 [BAUN=2 YT R=DT PO EF2UT 1 JIL—TITEMTBA T O MCREBELLEDEEETE
BLET, INICEY, TS BEEEZFREL T, RRBEBELZHLTRETI VESODHEMTEET. 71
WEBETE, BHDNSA—FBYR-—bENTHET,

F: AZN=YIN EFaUT 1 JIN—TEERTDHE. TIT 4717074 TRET [BIHIAN—2 v T
D EFE (Define dynamic membership)] OFIEISFIATEEHA. TIT 1 IR U NARETIE, RIEE< >
CRDHEDNVTEATEET,

7=EZE EBELERF 2 YT 4 #4 (AntiVirus.virusFound 72 &) T JfHFEa Nz RETL > DI RTE
TFaVUT4 JI—TITEBMT B7-ODEEEESDHDENTEET, EFa VT4 I TRRIFEELENTF
BEAENET.
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10
11

F£72lE W2008 EWSEFIEFUINTORET S, #wHEXA vF global_wire [CEENZRET >

EFaUT4 JN—TITEBMTHIEHTEET,

% New Security Group

+ 1 Name and description Define dynamic membership

hg 2 Denins tymamic membership Specify dynamic membership criteria that ohjects must meet to be part of this security group
%4 3 Select objects to include 4

+ 4 Select objects to exclude

+ 5 Readyto complete P — m
Members matching | Al ‘ + | ofthe criteria below
L]
[ computer Name | ~ | | containg | = | wa2n0s x
\.Emw | - \ | Belongs to ‘ * | global_wire [ x

[~ (Next) #oUwv o LET,

[EDBFATL U MDER]|R—T T, BINTBVY—ADFY TEEBIRL, EF2UTa JIL—TITEMT S

V—RE1DULBBRLES., €FaVUToa JI—TICFRDF TP 1V bEEDDHENTEET,

K21 EF2UT 4 IN—TEBLVIZN-HIN £F2VUT 1 JIN—TICEDBIENTEDF TP Y

k.
'FaVUrg V-7 A==t tFa VT IN—T
B ERFOEFaVT 1 JN—TRICRASNMOEF2UT B FRFOIZN-H)L £F2UT 41 JIL—TRICRA SN/
1 IN—", DIZN=BI EFa2 VT4 JIV—T,
B USRS B IN=Y)IPEy
B REXMVTF B 2= N—%)L MAC v
B xybhT—v B O=N—HYIeFaUTq Y TITATIRTUNARED
B REFIUT—a )
B Tty —
m Ptyh
m F Lo IN—T
EF: NSXt+aUFg Z)L—TD Active Directory Mg E
[%. vSphere SSO o Active Directory D& & (FRT WU £ T
NSX Active Directory )L —7D&E (34 R MRIET > > (L7
JERTBIVE - —ATHY. vSphere SSO [
vSphere LU NSX AT 5EBERTT. hH5DT «
Lo kY I —T&ERT ICIL. Active Directory & DEIEIAS
YETY., 11 E |dentity Firewall DI ZE&#SBL TS,
m MAC v bk
B tFXalUTg 58U
= VNIC
m RETY
" UY—-XRT—)L
B SEIRER- ST

CIZTERLAEAT 2O ME FlE FlE 8 DBEEEB/ITNEINIIHMLESS, BITtFalT« JL—

TICEENET,

tF2UT 1 =TI DDYY—REEMTSHE, BETHIRTOYY —XHEFHCEMESNET,

EEAE RET L U EEIRT S &, BiET S VNIC BEEMNICEF VT« JIL—TITEMENET.
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12 [&~ (Next)] 22U v o LT, wFalUFq FL—THORATEATO o FEBIRUET.

E: AZN=YIEFaUT a4 JN—TEERTBBE. [RAT AT 20 bOBER] OFIEEEATEE
Hh,

SOTERUAT V1Y NI BMBEEBLTHES DLOHPDST. BICEF1UT 1 SL—THEERSH
ENET,

13 [~ (Next)l #2U v o LET,
[2En#ERD (Ready to Complete)] U« >~ RUMRREIN, EFaUT 4 JIL—TOHMENREINET,

14 [#&7 (Finish)] £ v L.

2l
TFaVTa IN—TDOAVN=2 v TE ROLDITREVET,

(R ([FHA > /N—2 v TOES (Define dynamic membership)] MSiR4E) + N2 74 TL (805
I 72 10 FDEIR (Select objects to include)] TIEE)} - BASNBT AT LA (BATE2H T2 20 FDER
(Select objects to exclude)] TigE)

DEY, BEENDTATADRYICKOBERITEMENET ., RIS BASNETATLN EESNERNOE
LEImPNET.

tFalUTa JI—TDIRE

FIE
1 vSphere Web Client [CAZ 14 > L%,

2 [Networking and Security] 22U v oL, RIC[ry bT—0&EFa2UT DA N2 U] D5 [NSX
Manager] €2V v o L&Y,

3 [®&F1%ITNSXManager &2 Uv oL, [ERB]| 47520y oLET,

o IAN—H)EFaUTs JIN—TOERPKELRZEE. 754~ NSX Manager €:2iRT 2 0LEH
HYET,

4 [J)N—T FT2x ok (Grouping Objects)] ¥ 7& 1) v o LT, [€Fa2 VT« ZI)—7 (Security Group)]
OV o ULET,

NSX 6.3 KURICEREN/AZN=FI tFa T« FN—TRE. T IT 1 TIRY NS RERITICIRET
T LFTEEEA,

5 FETHIL—TERRLT, [FE (Edit) () 7qavELsUv o LET,
6 [E*alUF« J—TOlEE F4 705 Ry 4 AT, BEREEETNET,
7 [OKlZ&2UvsLET,

tFaVUT 4 JI—TDHIR
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [Networking and Securityl 2 U v oL, RIZ[xy bT—=0&EFa2UToDA4 N2 MU 5 [NSX
Manager] #2U v o LET,

3 [®&F1%5TNSXManager o Uv oL, [EB]| 7520w o LET,

¢ IAN=—YItFaUTq JI—TOEBNVLELREEIE. 754~ NSX Manager 2R3 2 LEH
HYUET,

4 [UN—F FT72 o (Grouping Objects)] ¥ 7520 ) v o LT, [€Fa T« ¥)V—7 (Security Group)]
0y o LET,

5 HIRTZIL—TEBRL. [ (Delete)] (X)) 74a>&2Uv s LET.

H—EXRBLUY—ER JIL—TDE
P—ERFE7ARINER-FDIEAEDET, T—ER FIN—TFH—EXLPMOY—ER JI—TDEETT,

H—EXDERK

Y—EREFERLTHS., TOY—ERICHEAT I - EFEETEET,

Flg
1 vSphere Web Client (cOZ 4 > LET.

2 [Networking and Security] 22U v o L, RIC[xy D=0, EFaUTo DA MU] 5 [NSX
Manager] #2U v o LEY,

3 [®&F1%ITNSXManager&oUv oL, [EB]| ¥ T7&20Uv o LET,

o AN—HYI H-—EROEBBLELRISEEF. 7547 Y NSX Manager 2 #iRT 2 HENHYET,
4 [UIN—F 72 x& b (Grouping Objects)] # 7& 4 1) v o LT, [H—EX (Service)] 20U v o LET.
cem) (¥ FaavEsUYsLETS,
H—EXZHAT S [ZAT (Name)] EANLET,
(7> ar) B—EXD [5B (Description)] AN LET.

0 N O O

[Za k3)L (Protocol)] ##RL £

a BRLAZORINICESTE =5 b R=bEEDEZDHDBERDANERO SNDIZEDNH Y E
ED

9 (AT ar) [MEEZEMILT. ERLEALDIRI-TTRRTEDLDICLET] ERRLET,

10 (7> ay) AZN—HIL B—EXZERTHHEIEL [2OA TP bEIN—FI)LRLDHRELTT
— U] &ZERLET,

11 [OK]z2UvoLET,
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EEES
H—

EXD [—ERX] T—TIVICRRENET,

Hb—EX JIL—TDER

H—

FIE

1
2

0 N o O

10
11

EX I —TEERLT. TOY—ER JI—TICHEATII—ILEEETEET,

vSphere Web Client (O 1 LET,

[Networking and Security] 22U v o L., RIC[xy bT—0&EFa2UT DA 2R U] 5 [NSX
Manager] #2U v o L&Y,

[#Zmi1] 21T NSX Manager 22U v o L. [EB]| 4750y I LET,

o IAN—YI Y—ER I —TOEBNPLEREEIE. 75414 <) NSX Manager 2R 2 LENH Y
7.

[)Vv—T A7z & k (Grouping Objects)] ¥ 7& 2 U v o LT, [£F2 VT« ZI)L—7 (Service
Groups)| 22U v o LET,

B (Add)] 7rar& o)y o LET,
HY—EX JI—TZE#HANT S [&F1 (Name)] ZEAHLET,
(7> ar) 4—EX J)L—TD P8 (Description)] # AL £ 7.

FA7ay) AZN=BIY—ER I —TEERT2HEE [ZOA TPz a1 N—H) RO
RELTY—U] ZERLET,

[AYIN=]T. ZI—TIZEBMTE2I—EREFT—ER JI—TEBRLET,
HF7>ay) [MEEAEMICLT. EREADIRI—TTRRTEDLDICLET]) EBIRLET,
[OKl &2 U v o LET,

H—ERXREFREEBFY—ER JIL—TDiRE

H—

FIE

1
2

EXBLVOY—ER I —TERETEET,

vSphere Web Client (CHZ 1 > LT,

[Networking and Security] #2 ) v 2 L., RIZ[xy bT—20&EFaUT DA N2 U] DS [NSX
Manager] #2U v o LET,

[&7i1] 31T NSX Manager 2 ) v o L. [ER]| 720U v o LET,

o OAN—YI H—ERFLFY—ER JIL—TOERBULELRIZEIL. 7547 NSX Manager £ 3R
TROMENHYET,

[FIVW—T A7 x4 b (Grouping Objects)] ¥ 7& -1 v o LT, [F—EX (Service)] £i=lL [—EX &
JL—"7 (Service Groups)| o) wv o LT,
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5 ARSAY—ERFLRFY—ER JIL—T£F#RL. [RE (Edit)] (« ) F4a>&2sUvILET,
6 BEYICEELET.
7 [OKlZ2Uv o LEY,

H—EXFEIIY—ER FIL—TDHIR
Hb—ERFLEFET—ER I —TEHIBRTEET,

FE
1 vSphere Web Client [cE 44 > LET.

2 [Networking and Security] #2Uv o L. RIZ[xy bT—0&CFa2UToDA N2 MU 5 [NSX
Manager] #2U v o LET,

3 [®&m1] 5T NSXManager o Uv oL, [EB]| 7520w o LET,

o IAN—YI BV—ERFLEIV—ER JI—TOEBNLELRBEIE. 754 <) NSX Manager % #iR
THEILENHYET,

4 [J)V—T F72xo k (Grouping Objects)] ¥ 72U v o LT, [H—EX (Service)] £7=(Z [F—ER &
JL—7 (Service Groups)] #27 J v 2 LET,

5 HARZAYP—EREREEFY—ER JIL—T%EFEIRL. [k (Delete)] () 74a>%&0Uv LT,

6 [IFW(Yes)| &2 Uv o LET,
P—ERFEEFY—ER JIL—TDHEIBREINET.
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ZDEICE. RDEYINEENTNET,
s NSX %vaR—ROfEHR

n BEFrRIVOBEEORER

= NSX Controller

s VXLAN R—bDZEHE

B NWRIT—IVRRYIVRALTAOIS A
m NSXDAZIZDWT

n EFEOY

m JRTAARTC b

m AT ALAREDNDEHE

m NSXODONyo7vTEURRT

. JO—FEZSHUVY

= Application Rule Manager

m TIUOT4ET 4 DER

m IYVRRAYMDOERT—FDUE

s ML —XT7O-—

NSX v aR— FDER

NSX #w 2 a/R—RTlE. NSX IVR—F 2 bOLFENLBBEMEZELHTERRTEET, NSXFyaR—k
#FERATSE. NSX Manager, O3> bO—5, HEBXA vF. RAMD%ERF —EXROF70O04. Ny o7 v,
Edge @7/ &. BB NSX AVR—FRVMDRAT—FRERRL, NS TN a—FT4 0 0E2BRGICT52EM
T&ET,

1 vSphere Web Client (O 14 » LET,

2 [Networking and Security (Networking & Security)] 2 v & L. [¥ v > 27R— K (Dashboard)] #2 U v
IJULET, [FyraR—R] R=UPRRINET,
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3 Cross-vCenter NSX IRiET. NSX Manager & 724 < O—/)LEFthrF) O—ILERRLET,

&y amR—RICE ROBERVBRTENET,

NSXA VTSRS F v XROY—EXD NSX Manager AV R—% > hDRTF—F RZEHLET.
B T—¥~N—R HP—EX (vPostgres)
n Avt—Y AR P —EX (RabbitMQ)
m L7 —4% 4 —EX: Cross-vCenter NSX BE#RHEE. LTUT—2 3> IS —bERLET.
m  NSX Manager D7 4 R 7 {ERE :

m BRI TARIDERENB80% LIETHBHZLERLET,

. KlE TARIDEREN 0% LLETHE LERLET,

NSX Manager ]

i =

192.168.110.15 - Details ()

& NSXManager disk usage is 25%

0 MSX component vPostgres is RUNNING

& NSXcomponent RabbitMQ is RUNNING

Q MS¥ component NSX Replicator is RUNNING

NSX 4> 75X +Z - F+ : NSX Controller DXF—4 X
B OYMO—F /—RORT—F R FBIEIL/RTH/T 7 OA /85K EB)

B OYPA-Z ETDOEEAT S APKRREINET, IV FA-IDBFLEL. FETRRSNTLDHA,
EY 3 hO—-Z@3HEEBTRRENET,

m OVMAO—SEREIIVCDODRT—F R (UNT—AT/[BIRFH)

B OV MO-SDTARVEBETS—

Controller Nodes @ @

I 8]

controller-4 - Details :’;_t_".

Host
Q Controlleris deployed and running

Therg @ Connectivity with controller *192.168.110.31"is up.
0 Connectivity with controller "192 . 168.110.33"is up.

NSX Manager D/\wv 07 v 7 AF—& R :

n NyIOTvT RTTa—)

n BHONYOTvT RAT—5 R (REIEIBRBEEDRYT Y 2—IL/EL)
n RTULERHONYIT7 v 7 (ARSI E)

. EUAEEHONY 7y T (BREFEMAS)
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Backup Status

Backup schedule: @ Daily at 14:50 hrs

Last backup status: € Failed

Last backup attempt: € 10/18/2016 10:53:48 PM
Latest successful backup: € 10/18/2016 8:24:23 AM

Backup Status

Backup schedule: M\ Not scheduled
Last backup status: @ Successful
Last backup attempt @ 10/18/2016 2:19:40 AM

B NSXAVISRISOF v : ROV—EXDRRASDRAT—F REEHRLET.

s FT7OA &
m A VAR —IVIZKRBUIIRED I S X578
m TYTIUV—RPBEBERISRIE
n AVAN=IUDBETRDI SRS
. EFERTETOISRIH

m TJ7ATOA—)
n TI7AT O —IIDENDI SR
B T7ATOANDRT I ADECBIFREBDI SRS :

. BAEE WTIDDISRITHE T 74T 04— I EHICE> TSI EERLET,

B KEIE DETT7AT UL WINDDRRANELEISRIICA VA=)V TERPD
ZEERLET.

= VXLAN
. VXLAN DEEESNTWEWI S REH
. VXLAN ODRT—% A GEIBRIFTEDI S AT
m FBE BEDPELKBEENTVSZEEZRLET,
B HEE VXLAN REFICEC—RETHDZLERLET,
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s R (T5-) (3. VTEP OEEMBERBLIcEE, VTEP TIP 7 RULRABRDOMSEMoIE
&. VTEP [C LinkLocal IP 7 ELADEIU B ToONEEREDREEZRLET,

8 NSXAVISRESOF v : H—ERADT7A4A4 RT—% R
n TTOMDRK : RELAT7OAMDA A=)V RT—=5 X
B H—EXRODRT—F R kKLETRTOY—EXR

m NSXA2VT7S5RMZUF+ : NSX Edge DiEH

Edge @4 v > aR—RIE. BEDY—ERICDVWTDT7 VT4 TRT7S5—LERLET, TNl XRICUR
FIHSEEANYMEZERL. MEPBRENSIETENSZEMRLET. 75 —AK UAN— AR D
HxnfcsE. F£/2(4 Edge EHIRM. BT 704, 7y 7L — RSN EECEEBNICHEBRINET,

m O—RKNS»Y (Edge B— K NS Y H—NDRXT—F R)

m Edge A— R NSUHONyIIY R H—N\HELE

m Edge A—R NSUHDNYITU R H—NROEERT—F R
m VPN (IPSec k> ®JV/IPSec F+ RILDRAT—4 X)

s Edge IPSec F v x/LbMELE

s Edge IPSec k> xILpsEIE

m 77547 R (Edge fk#E~ < . Edge ¥— Dz 4. Edge 77 1)L > XF A, NSX Manager.
Edge ¥ —EX = hr DUz A DLR—bF XFT—45X) :

m Edge Services Gateway [CE2EF v 7 D/ R DTN

m  Edge (RETI UPNT—FT7EN/

m Edge R VICREETF T v I D/NILADIEN

m  NSX Edge m»SARRIRENLR—bENTWD

s NSX Manager 5 Edge 5 —EX T —bU A BARRETH L EBVR—bENTWS

s Edge 1R~ > vCenter Server DA >N kU IZ7R 0N
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 BAAMN (HA) ORTUy k TLA v hskbEns

F: O—RNSUHEVPNDOTZ—-A REEZEHLTHEBNICE IV TSINE A, FENERSN
2BalE. APl Talarm-id aAX Y REERL. FBTT7S—LZEZVUTIDRENHYET, RIS, 75—

LZEVUTSHBICERATES APIOBIZRLET. FHICDOWTIE. INSXAPI /A Rl 22RL T LS

(AW

GET https://<<NSX-IP>>/api/2.0/services/alarms/{source-Id}
POST https://<<NSX-IP>>/api/2.0/services/alarms?action=resolve

GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>
POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve

m NSX Services: 7747 T+ —ILDRTRAT—F X :

B TJ7AT7UF—INDRITRAT —F RAPKBITIZ O TVDRA M, BITLIENET 747 U4 —IVEREDE
RICKBUIERRA SDHD5E. AT —FRAEHKREICRVET,

m  NSX Services : HERY FT—ODRT—F R :
B AT AAMIT—FE(FEEDRERA v FE

B NyF o TEINTWS0EURER— b Z)L—7H vCenter Server i SHIBRENIBEED TS Y

BIEF v RIVOERESMHEDOHED

NSX (. NSX Manager £ 7747 D +—)L T—2 x> hE. NSX Manager £FIHI7L—> I—2 x> ML
BLUOHE T -2 T2z beary bO-SHEOBEDREEZHERLET.

FIE

1 vSphere Web Client T. [Networking and Security (Networking & Security)] - [1 > X b —JLFIE
(Installation)] - [k X kD #£f (Host Preparation)] DIEIC#EEI L £,
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2 USRIEBIRT DD VSR ERBBALTRRANERIRLET, [72 2 3> (Actions)] (@) ZoVvoL.
[BEF + xILDOEEM (Communication Channel Health)] 22U v 4 L& 7,

BEF v RIVOBRERBEBRPRREINET.

Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services
Change Locale ID

l |CommunicationChannelHeanh |l

@ esx-02a.corp.local

> E@Managemem & Edge Cluster

esx-01a.corp.local - Communication Channel Health

NEX Manager to Firewall Agent: + Up

NSX Manager to Control Plane + Up
Agent:

Control Plane Agent to A\ Unknown

Controller:

NSX Controller

NSX Controller 1 > R4V REEBTEET,

[ ok || cancel |

AYMA—F ISRIDOBBDO STV a—T 4 7IZD0WTIE NSX bS5 TIva—T 4> A4 RD NSX

Controller [CEET 5t a v ESBLTSEE,

ayhkA—5 XRAD—RKROZEE

TFa2UTF 4 EZHRET D=0, NSX Controller D/XR T — REZETCE%T,

FIE
1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] 22 ) v 2 L. [4 > X b —JLFIE (Installation)] =2 U

v LET,

3 [BE]T. "NRU—-RZZET S MA-SEZRRLET.

4 [T ar (Actions)| &0y oL, [ bA—F IS5 RFZD/INRAT—RDOEE (Change Controller

Cluster Password)] 2 w2 LE 9.
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5 HHLLWIRT—KEAHL. [OK| &2y o LET,
ZNT, aryhbAO—5 NRT—RPZTE2NEL,
NSX Controller D72 —_A)L Y7R— b AJDF O A— K

FOZAII HR—k OZE. NSX Controller f Y RF VAT EICHF U A—RTEET, BGEFEONSOOY
[ZIE. DFICERT 2EMBERNESENTIET,

NSX Controller DO 7 Z#UR&ET 5 IZ1E. ROFIEERITLET,

FIE

-—

vSphere Web Client (O 1 LET,

[Networking and Security] #2 U v oL, [4A A b—ILFIE] 20V v I LET,
[EE] T AJEY I O0—R95a3FA-FE#RLET.
[ToZANR-—bDOIDFOO-R] &Y v I LET,

a A O DN

[Fo>O0—Rl&2Uv I LET,
NSX Manager #5. NSX Controller /D4 o >O0— RERIAL., Oy 7 ERGELET,
F: —EIC1DDNSXController /&40 >O0—-RLEY, BMDI I O—RBETLTHS, RlIDY

UoO—-RERIBLTSZZED, BHOIY MA-SHSRKICAJEZS D A-RDE. TS5 —DBEET D
AJREEMH Y ET,

6 OJDEBHTEES, [RE]E2Uv LT, FREOMYFICOGES Y O—RLET,
OYEERE N, 77 1 VIET gz BMEmEnE 7,
®R
INT, ForO0—RLEOQJVEDHTEET,
RDAT T
LWiEHRE VMware DF 2 =A)L HR— K Z7 v 70— BT3B 7L v PR —205EE KB2070100 2553
LT<EE,
NSX Controller f Syslog H—/\D&E

NSX Controller FIZ Syslog #—/N\%Z&&E 35 &. NSX Manager (3. Z® Syslog H—/N[CIXRTOEEQS &
DRTA ANV EERELET, Syslog T—% (& bITNPa—TFTa 00 AR M—IILEXVERP. OY
[CREFEINST—4 2R T HERICERIBEET. NSX Controller £ Syslog #—/N\&#%E T 5154, NSX AP| %
FRTIHEOHDYR—bENET. VMware (3. Syslog D70 ~a)LELTUDP #{ERT 5 LE#ELT
WET,
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FIE

1 NSX Controller =T Syslog #8%129 521, RD NSX APl #EFRAL £, kY, arbO—>
Syslog TV RR—FHEMESN, FEELAZIMA—F /—REICSyslog TV RR—IMBRESNET,

Request

POST https://<nsxmgr—ip>/api/2.0/vdn/controller/{controller-id}/syslog
Request Body:

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

2 XD NSXAPIZERT 5L, O bhA—F Syslog TORAR—F (I 20T ) &RTL, #8ELAEO> O
-5 /—RLETHRTEEAD Syslog TV AR—% (CRET HHMEIMEB TS £,

Request

GET https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Response Body:

<?xml version="1.0" encoding="UTF-8"7>

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

3 #{ELEaYME—F /—RLEDarbO—7 Syslog T AR—FHBAERZEIL. XD NSX APl Z2FERL
THIBRTEET.

Request
DELETE https://<nsxmgr—ip>/api/2.0/vdn/controller/{controller-id}/syslog
RDRATF T

API DFFBICD W TIE. INSXAPI Ai4 Rl Z25BLTZE0N,

VXLAN R— ~DZEHE

VXLAN bS5 74 v OICERTHR—FEEETEET,

NSX 6.2.3 LIETI(E. T7 4/ D VXLAN R— b~ 4789 &7z, BER— NI IANA CLVEBIUHTENET,
NSX 6.2.3 K UFITIE. 774/ D VXLAN UDP R— hEF(L 8472 TL /.

ITRTOFHL W NSX 1 >R b—)VRETE. VXLAN (2 UDP R— b 4789 MERENET,

NSX 6.2.2 LIFID/N—2 325 NSX6.23 LIRRICT v 7L — R BiHG. 7 v 7JL— REID NSX TLREID
T7AI b (B472) £/c(3hRE L R—+EF (8888 12&) MERINTWVEEEE Ty /I —Rgd, 1—
Y—DPEELZNRY., 5lEHREETDOR—EBERSNET.
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TvTIU—RENENSXTN=RI 7 VIEP 7= bD x4 (TORT—hDzA) BERSNTNS, &
ZOFEDHSHHBEIE. VXLAN R— bk 4789 (CUIUEBZX S LENHYET.

Cross-vCenter NSX Tl VXLAN R— 2 4789 Z(ERTHHE(FH Y EHAD. AL VXLAN R— hEFERT
%&£ D12 Cross-vCenter NSXIRIEICH DT R TDRRANERETHHENHYET, R— b 4789 (CTVEZ S
&. Cross-vCenter NSX [LIEMEINZH L WTARTD NSX 4 > X F—J)VIRIETIE, BIED NSX IREBELR UR—
EOMEREINET.

VXLAN R— hDZEE(F 3 DOT7ALRATITHON, REBHRICVXLAN DS 74 v o BHEiENDEE3HYEE
Hue

1 NSX Manager (3. HOWR—bEFHLWR—FDEATVXLAN bS5 T4 v I EFHETDHEDICTRTDRR
FEBRELET, RAMIEIEHEE., HOWR-—FTVXLAN 570 v O EXELET,

2 NSXManager (3. FILWR—FTrST7 4 v IR ETHEIICIRTORAMERELET,

3 NSX Manager (F, HWVR— b TOFEEFILETAIEDICTRTORAMERELET., IXNTOLS TV D
FHFLWR— b TEREINET,

Cross-vCenter NSX BBIE T3, 754 <Y NSX Manager TR— hNEEEFIRTIVENDHUET, FRT—
[ZBWT, RORTF—ICEDFIIZ. Cross-vCenter NSX IBIERN DTN TDRA F THREZLZENTONET,
AR

B VXLAN [CERTER— BT 747 94— )LICE>TTAYIEINTWRWZ E&EBLET.

. VXLAN R— FDEERICRA FOEFBMPRITINLAN EEZERLET,

FIE

1 [HEXvY b7 —20%E (Logical Network Preparation)] # 722 U v L. &IZ [VXLAN #53x (VXLAN
Transport)] 22 ) v o LET,

2 [VXLAN R— K] /S%)L0) [ZE (Change)] K& > &5 U v 4 LET, YIUBREDR— FEAHNLET,
4789 (2. IANA 75 VXLAN FBICEIU L TT B3R~ FEESTT,

INTORANIR—-bOEENBERASNDSET, PULBEBLMYET.

3 FFary) R—rEEOEBRIEMERT SI121E. API Z3K GET /api/2.0/vdn/config/vxlan/udp/
port/taskStatus #FRL £

GET https://nsxmgr-01a/api/2.0/vdn/config/vxlan/udp/port/taskStatus

<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>PHASE_TWO</taskPhase>
<taskStatus>PAUSED</taskStatus>

</vxlanPortUpdatingStatus>
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<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>FINISHED</taskPhase>
<taskStatus>SUCCEED</taskStatus>

</vxlanPortUpdatingStatus>

HREIR— I HOARYIVRAELETAIS A

NSX (&, VMware DhRXR&~<v— TV XRYIYRALET7AY S A (CEIP) (ZBMMLTWET,

CEIP Z@L TIR&EENET —F B LUV VMware OZDERBIICET 55##(d. Trust & Assurance &> 4 —
(https://lwww.vmware.com/solutions/trustvmware/ceip.html) [CEEEHZ N TWET,

NSX @ CEIP NDO&M/EMAlt, /237 A5 AREDREEZRIET HITF. h AT TOAXR) T RET
OS5 LADF T 3 DREESRBL TSN,

HRIR TVRARVIVARETOISADF T 3 DiRE

NSX Manager &4 Y A b—=)LE77=ET7 v T L —RT5LE(C.CEIP ADSMERERTEET, % T CEIP (C5
MY, SmEFRIEd 52 EHAIEETY ., /o FROWNEHBECNEBBIEETEET.

AR SR

NSX Manager 3 #&# 1T\ T, vCenter Server &RIEARIBETH 5.
m  NSX Manager © DNS »%EZNh T\ 5,
B TIDTyTO-RDEDHIC. NSX BT v o 2y M7= (LRI NTWS,

FIE

-

vSphere Web Client [CAZ 1 > LE T,

2 [Networking and Security (Networking & Security)] Z#RL £7,

3 [RybT=0,EFaVTADA AN FU]DTFTT. [NSX Manager (NSX Managers)] #:#RL £ 9

4 7ZE3 5 NSXManager #4 7)o v o LET,

5 [H¥~VU (Summary)] #7754 Jv o LET,

6 [HMRITIVARVIVARETOISAIZAT70Y Ry RO [RE (Edit)] 20U v o LET.

7 [VMware hR¥ < THRARY IV RARETOLT S AIZSINT % (Join the VMware Customer Experience
Improvement Program)] # 72 3 > 2R F /= (L BIREBR L E T,

8 (AT ay) RTPa—ILEZRELET.

9 [OK]Z2Uv o LEY,
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NSX oA 1D\ T

Syslog —N\Z#HBEL. ENSX aAVR—FR rDTFIZNI B R—k OJERRTEET., EBIL—r0OS
(£ NSX Manager 5. 7—% 7L —>mO4 (3 vCenter Server & U CiRtENET, £D7/=oH. Syslog ¥
—NTRELAOOIDREFTESLDIC. NSX a2 R—x > ~& vCenter Server TRIL Syslog ' —/\&gE
THREDHREEINET,

vCenter Server V&E#E 9 57K X b D Syslog U —/NDEFREICDWNTIF, https://docs.vmware.com (L& 5. ZET
BN—2 3D vSphere RFa A hESBLTS I,

F: OJORERY NSX n#sEwE/I—4% — (DLR) S#MRET S >ADT v £ RA(CEAT S Syslog B —/NEKE>
v T H=NF DHREBN—F —DRBA VI —T 1A ACEREERSNICHREBRAA v T LEICRES 522 L3 TE
A,

£ 22-1.NSX oo s

=D it S e
ESXimrns nhonas(d, vCenter Server HoERSNARET S > HR— b /N2 RILO—ERE L TINE
ENET.

ESXiOos 77 AILOFMICDNTIE vSphere D R+ A2 b ESRL TS,

NSX Edge mo & NSX Edge CLI T show log [follow | reverse] O¥ > R&FERALET.
NSX Edge 1—#— A >4 —T A RTF U= AN B R—k OF N RILESI Y O—RLE
ER

NSX Manager o0& NSX Manager CLI T show log CLI 2% > R&FERLET.

NSX Manager R#E7 754 7> R A—HY— A V=T 1A RATT I/ NIV YR— BF N\»
RILESD > A—-RUET,

=T« onns INSXDAGERE S RT L ARV R A4 RESZRLTILEE,
7747 0A—INDOAY INSX DRVERES AT A ANV A RESBLTLEEL,
TAN A ARRG 3 ORAY INSX DRVERES AT A ANV K] A RESBLTLEEL,

NSX Manager
Syslog ' —/N\#i§E T 5(C1E. NSX Manager ® Syslog # —/\DFEESBL T ZI L),

TOZANYR-—bOTESIO-RT3ICFE NSXDTO/ZA)L HR—bk 0705 D 00— a5 T
TZELN,

NSX Edge
Syslog H—/N\ZIEE T SI21E. NSX Edge @ Syslog H—/\DFHFEESBL T EELN,

TUOZAINYR—b AOJESFO>AO-RT5ICF. NSXEdge DT/ =A)L HR—br OJ/DF T 0— FESR
LT<EE,

NSX Controller

Syslog #—/"\E$&ET 5(Z(E. NSX Controller i Syslog 4 —/\DFHEEZSBL T /ZE N,
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TN UR—b OGES o O0—RT3(CIE. NSX Controller D72 =hH)L BR—Fk OJDF D O0— K%
SBLTL S,

TJ77A4A704+—=)b

HICDOWTIE. 774704 —)LOOTESBLTSES,

EEFxOs

Foy ML TEHSNABREDEEOVICEF Ty b ID BEENET. NSXForv b O —#EEEERL

<.

ToIZEEEZFTy ~ID TEHTEEXT,

NSX F4o v b OH—DEH

NSXFTvy b OA—2ERTDE A VTSRS IF VI 2LEEZEH TEET, TRNTOREICEELLE
Foy b IDBEIMFEN CINSOBREDEEOJICHTFT Ty b ID NEE&ESnET. £l IhoDEDoO Y

77

FIE
1
2

AWICHBRLFT Y b ID BF IRHTFENET,

vSphere Web Client [COZ 1 > LE T,

[Networking and Security (Networking & Security)] 22U v & LT, [E¥ (Manage)] # 7& o) v o L¥E
ER

INSX F4 v b OH—5%E (NSX Ticket Logger Settings)] n#&(CdHh 5 [fRE (Edit)) 22U v o LET,
Foy b IDEAADLT [F2IZTSH (TunOn)] 22U v o LET,

[vSphere Web Client] 7« > RO DER/IC [NSX Fov b OF) R4 UPRREINET, BEEOID [BES
2 (Operation Tags)] 7lIC. RENDI—HF— A F—T1—R vy g TEFLEREDF v ~ ID ML
BEnETd.

22-1. [NSX Fo v b Ofi—-1RA >

4 Hame ) X ENSXHome X
Networking & Security Geting Started | Manage | ~ [7] Recent Tasks ==
E% S Home
L3
All Running Failed
{3k Installation | WX Ticket Longer | |
) gl s NSX Ticket Logger Settings Edit.. |
T MEX Edges

. MSX Ticket Logger can be used fo track infrastructure changes made for a user specified ticket. When ticket logging is OM,
A Firewall the audit logs generated for all operations performed on the NEX manager will be tagged with the specified Ticket 1D, NEX
@ SpoofGuard manager log files will also include ticket 1D infarmation for the relevant operations
% Service Definitions

JLJ' Service Composer Audit Logs for Current Ticket

@) Data Security MEX Manager [ 104125117 |~ |

Flow honitoring User Madule Operation Resource(s) Time Operation Tags My Tasks = More Tasks

[8 Activity Monitoring

~ Networking & Security Inventory ~ L# Work In Progress o
[E NSX Ticket Logging. Q

S5 NSX Managers >

MNS¥ Ticket Logging is OM (Ticket Id: For
demao)

vSphere Web Client T##1® vCenter Server £&#E L T\ 3i55(d. BERARTEERT R TD NSX Manager
oOZICFTy b ID BMEREINET.
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RORTy 7

Foy b Odidty i arICE&EDEEYT, Fry b QA OEEFI—F—-»Os7 U MLIEBE. £zdty
arpRbnigsa, T4V TR Y- — A I T —RICBEOTA U LIEEEICFTY

AODBATICBYVET. Fry bOBREPETLES, FIBE2 LU 3 2R VIRLT [A 71295 (Turn Off)] 24
UyoL, OF&AT7ICLET,

BEETEOJDRR

EEOJ] & 7I1CIE $RTO NSX Manager 2—H—DRFTLIET V> arPRRENES, NSX Manager T
F. &K 10 AHEDOEBEEOIPRESINET. .

FIlg

1 vSphere Web Client [cH 44 > LET.

2 [Networking and Security] 22U v 2oL, RIZ[xYy b T —=0EE2Fa VT DA X2 MU 5 [NSX
Manager] #2U v o L&Y,

3 [®ENFT. NSXH—nN&svUv oL, BRI TEV) v I LET,
4 [BEEOV)|9TE0UvILET,

5 EBEBEOJICEYZFMBERSHDI5EE. €0ATD [BE]FNOTFASNIY v URIEIC/AVEYS., BEEOY
DFMERTT DI [BE]IIDTFANEI VY ILET,

6 [BEEOJVZEEOFHM] T [EESNLT] ERRT DL COBEBEAVRETEVSEESNLTANT 4 DHH
RRESNET,

AT A ARV E

DRT L ANY I NSX DBEICBELIANY FTY, IRTORIEANY FOFEMEZBRINT H/cDCRITS
NET., AR MNIEFRRE (BR) (CBEETHIHDE JUTA NI I5— (EKX) CBETLHIHODNHYET,
SATAL AR DU R— FDERR

vSphere Web Client Tl&. NSX Manager WEZBL TWA IR TODIAVR—RI MDD RATA AN NEHERT
=¥,

FlE

1 vSphere Web Client IcOZ 4 > LET,

2 [Networking and Security] 22U v o L, RIC[xy D=0, EFaUT o DA MUl 5 [NSX
Manager] #2U v o LEY,

3 [®&7F1%ITNSXManager oy oL, [BER]| ¥ 7&20)v o LET,
4 [RTFAARVRN9TEOIVYILET,

SINYy T —DRENEZ ) v 0T HE ANV NERNBEZDIENTERT, L [TA4NUVF]TFAN Ry S
REFERTDE ANKETANE ) TTEET,
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DATA AR MO
Syslog ' —/N\#3§E 35 &, NSX Manager (£, Z® Syslog H#—/NICTRTDI AT L ARV FEREFELET,
INsDFAyE—2lF UTFICRT Ay -2 EBULERERICE>TOWET,

Jan 8 04:35:00 NSXMGR 2017-01-08 04:35:00.422 GMT+00:00

INFO TaskFrameworkExecutor-18 SystemEventDaoImpl:133 -

[SystemEvent] Time:'Tue Nov 08 04:35:00.410 GMT+00:00 2016',

Severity:'High', Event Source:'Security Fabric', Code:'250024"',

Event Message:'The backing EAM agency for this deployment could not be found.
It is possible that the VC services may still be initializing.

Please try to resolve the alarm to check existence of the agency.

In case you have deleted the agency manually, please delete the deployment
entry from NSX.', Module:'Security Fabric', Universal Object:'false

DRT L ARV BT ROBBOBEENTOET,

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Event Message: Text containing detailed information about the event.

Module: Event component. May be the same as event source.

Universal Object: Value displayed is True or False.

7Z—A

TI—AlF. AR FEOEY b EFEEFA T COREICIECTREEISNDBMTYT. NSX ¥y aR
— R+ vSphere Web Client 1—%— 4 >4 —7 24 ADMOBEE T, DTS- cE—HICT 5 —ADBRRIN
7.

GET api/2.0/services/systemalarms APl Z{FH3 5L, NSX AT 1O N TTS—ALAERRTEET,

NSX Tld. 75 —AITRD 2 DDOAENYR—MENTHET,

B T AF CRTFALAARYNIHIEL. TI—ADREFRR LG IZBBEERRT 5 U VILNDEES (TSN
TWET., 2O770-FIF. xy bT—o0tFaUTa 777V IKRE (EAM, Avt—2 NR T3
JA>OTF7OA3E) mITICERETE N, Service Composer ICHbHR— b TWET, TNS5DTF—A

(F. ANXYEOA—RETS—AD—RELTEALET, FHRICDWTIE INSX DOZEXTA 47N>
M ORFarrresRBLTILEE,

m Edge OBHMT7Z—AlE 7I—LRTERIAL, BRTEDHLDICHRESNTVET, ZDAEE. IPSec
VPN, B—R NS4, SARE. @eEFzv o, Bdge 770 P XF A VY —RDFHEE, <D
D Edge DHEETHIRATEL T, 77 —AF AR b O-REERDOTS—A O—-FZFERLET. 5l
[ZDWTIE INSX DOl RTA ANKR] DRFaAARESHLTIEZSN,

BE. I7—REBMMEESNDS L T -ARBFNICHBRINET. —HMOT7 > —A. REZEHIDEICEE

HICZUT7ENE A, BEDBRLES. TI2-AZFHTIUTIZDLEDHY ET,

RIS TS5—LDOI)TICERT S APIHIZDWTHEBALET,
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ISRG. KA, UY—R T=)b, £Fa2UF 4 J)L—7. NSXEdge D7 Z—ALlkE, BWEDEETICT Z—
LZEERIICHRETEERT, XETDT7 5 —ALAZERRKT HICE. sourceld ZERLET,

GET https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}

HEIETTDT T —AETNTHRT SI2(E. sourceld #{FEFRLET.
POST https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}?action=resolve

Ayt —T NR TST40F7OA. Service Composer, Edge 75— AR ED NSX 75— AEWRTEE
ED

GET https://<<NSX-IP>>/api/2.0/services/systemalarms

BEDNSX 7o —LAERRTBICIE, alarmld ZEFRLET.

GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>

BEDNSX 75— LA%ZERT 525, alarmld #ERALET .

POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve

APl DFFHICDNVTIE. INSXAPI Ai4 Rl Z25BL T /ZE0N,

75 —LDRER
APl 2L T7 5 — AOER ERRTEET,
72 —ADERICIE. ROBHEROBEENTVET,

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Message: Text containing detailed information about the event.

Alarm ID: ID of an alarm.

Alarm Code: Event code which uniquely identifies the system alarm.

Alarm Source: Source where you should look to resolve the reported event.

SNMP +35 v 7Dk

NSX Manager (3. NSX Edge ®/N\A/X—NAH—rzEh 5. [BHR]. Bl BLY [EX] OVRTALAAXRY
b&ZfFELET. SNMP T—2 x> k3 OID 258 SNMP ~5 v 7% SNMP Lo —N[ZEREL £ T

SNMP ~5 v 713 SNMPV2c N—2 3 V2 ERTHHENHYET, SNMP L —N\DBA T2 o MERIF
(OID) 28T~y TENBTEE LT, hSy THERBEHRN—X (MIB) CEEMFONTVWIRENHY E
ER
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T2 ETIE SNMP bS5y 7OANZXAFENCHRESNTNET., SNMP bS5y TE2BMICT S &
SNMP ¥ x =2 ¥ SERGHOBMEZITMAS ZENENLD L, EXRBISLVOEEEDS O VBMOAHBEN
CRVET, IP7RUVREREFRRANEICEY, by TDI—5y MPIEEENET., RANEDB ST v TDH —
Ty A ELTHEET 5(2(2. Domain Name System (DNS) B — /N[ LTI I UERITTELDITT/NA A
BEENTVWLBENHYET,

SNMP —EX&#F#ICT S5 &, OID 1.3.6.1.6.3.1.1.5.1 5T coldStart ~Z v 7HRMISEEFEEINET. 2D
#lE, BLEEBBMPRTENDALUIC, OID 1.3.6.1.6.3.1.1.5.2 8¢ warmStart > v 7H. EESIN TS
SNMP L2 —NITEESNET,

SNMP - —EXD5|EHEEFRMITHE>TWBi5E(F. OID 1.3.6.1.4.1.6876.4.190.0.401 5L /\—hE—K b+
Z v 7@ vmwHbHeartbeat 78 5 & [CEESNE T, Y—EREZEMICT S L. OID
1.3.6.1.4.1.6876.90.1.2.1.0.1 #&% vmwNsxMSnmpDisabled ~Z v 7 EEENET., ZDO 7O RI(F.
vmwHbHeartbeat b5 v 79 —EXERTLZVERICLZY LEWES ITIIHILET,

SNMP Lo —/N\DfE%EMN. £E. F/(3FHKRTSE. OID1.3.6.1.6.3.1.1.5.2 8¢ warmStart ~>v 7. &
£ 0OID 1.3.6.1.4.1.6876.90.1.2.1.0.2 &% vmwNsxMSnmpManagerConfigUpdated = v 75, SNMP
Lo =Ny bELEEHENLZEY MTHLTEFEENET,

E: SNMP OR—U Y JEHR-—bENEEA,

SNMP D E

SNMP ZEEEMICL. BEEED [EX] &l F£E MR OS>y TE2BEDL L —N\DPEETH LD ITH
ELET,

RIS

8 SNMP bS5y T7DANZZXAICDNVTOMBERDO TN ZEEBBHOLET, [SNMP 5 v TD#E4E]
=SRLTEEL,

m SNMP L2 —NDPRESNTNEZ LZHRLET,

m SNMP L>—NPBOIDZ2&T ~Fy JE2UMETESLD(C. NSXManager ® MIB €22 —)V&4 o 0—
RLUTAVAR=ILLET, lhitp://kb.vmware.com/kb/1013445] #ZBL T,

FE

1 vSphere Web Client [CH &4 > LET.

2 [Networking and Security (Networking & Security)] - [*rv b D=2 &EF a2 U T4 DA N2 MY
(Networking & Security Inventory)] - [NSX Manager] DIEICZEIRL £T .

3 NSXManager @ IP 7 R REZIRLE T,

4 [EE (Manage)l- [ AT A A X~ (System Events)] ¥ 7DIEITEIRLE9,
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5 [R&E (Edit)) 22V vo0LT. SNMP Z28%EL£7,

FTFa>r RiEA
P—EX SNMP ~Z v 7EZEELET.
FTI7HINTIE ZOFT> a3 VITEHNTT,

J)v—7iEm SRTFAARNY RN —TOERIEELY T RELIEARY MEI—TLLET, &
DFATaVET T+ NTEHTT,
J2EZIE YRTLAARY SMEED I IV —TICBT 2BE. NS0T —Teliza Y
MIDOWTIE Sy THMREICRV ET. 5 92 &(12. NSX Manager W5 Z(ELAES AT A
ARV MEOHBESD My IHRESNET. RMEINEI NSV TRERST LT,
SNMP Lo —/DU Y —REEHITHZEMTEET.

Ly—n b5y TDREDL L —NERAK L DRETEET.
SNMP Lo —N£BMT2EECE. ROEI L a v EBETIBENHYET.
[Ly—R 7 RUR]: L= KRR RD IP 7 RURERIERSEN KA RTT.
[Ly—/X K= K] SNMP Ly —/RDF7 4Lk UDP R— k(& 162 TF.
[A32=F4 ANULY]: BEINS Y TO—8ELTRIEESNBIERTT.
(AR COLY—NABESy TERETHEERLET.

6 [OK]&Z2UvoL%ET,
HR
SNMP 4 —EXDBEIICEY., bSy T —NITEEEINET,
RDRF YT
SNMP BEDHEET DN EDDEERLET. [SNMP Ty THREDHER] 25BLTILEEL,
SNMP ~5 v 7BREDHER
BEDI AT A MZy TERET DRI, FCEHMC LA SNMP 5 —EXPEH L7z SNMP D@ ICEEL T
WBDEDDEERT DVEDBHYET,
BIIRSM
SNMP DB EFHTH D WAL ET, SNMP OFREESTRL T LS,
FIE
1 SNMP DFBEEL L —N\DEHREHIRELET.

a [&® (Manage)]- [ RT A ARk (System Events)] ¥ 7DIEIZERL £

b [w& (Edit)) =2y o LT, SNMP Z8&%EL 7.

FATAYT Ry U ADKRERFEBELAZNTS LS,
c [OKl&Z2Uv o L%ET,
OID 1.3.6.1.6.3.1.1.5.2 #&%¢ warmStart b5 v 7H, #XTD SNMP L 2 —N[CEESNET,
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2 SNMP OBEEEIELVY—NOBBEDT /Ny FERITLET,
a SNMP L>—N\b5y TEZEFELERWMERIR. RELAER—FT SNMP LI —N\DBRTENTNSZ
EEMRLET,
b SNMP®ZELZL 3T, LP—NDEHRMPELWZ EEZHERLET,
¢ SNMP L2 —/\73OID 1.3.6.1.4.1.6876.4.190.0.401 &% vmwHbHeartbeat > v 7% 5 nE&&

[CZE L Eo/25E&(F NSX Manager 7 75 4 7 > A £ /=& NSX Manager SNMP T—2 = > + 78
BELTCWD I EaRLET.

d N—FrE=F rSyTHMEIELEZEIE. SNMP —EXNDEX (T > TOVRWDAEREZR L. NSX
Manager & SNMP L 2 —N\DBEDOxRy b T —VEEDEIEL TWE D ESIDPETAMLET,
PRATA MY TORE
ATA SV TEREL TSy TOEEECENEIREEEEL. CNICE>THRI vy T —/NITXEE
ENEDIHEINEDEIEETEET,

T2 a—Jl. SNMP OID. %713 SNMP @ b5 v 7DEMIC/E>TWBFIT, BN — ERRENTVDIHEIE
Sy 7D OIDBINSDARY MIEVETONTWVENWZ EZEKRLET, LEDS>T. DA ED
by 7REEFEESNEEA.

PATA RSYTICE PRATAARY POESETEHABEICONVTRIERDIBEENET.

FTFav B

ARV A—R ARV RCEERTENTOAEEDAAY k 3— KTT,

e ARy FOBERBTT.
Y2 ARy ERYH—TBHTAVR-R b,
EEN ARV ROUAIIE B8 [EL [9). [*Sr—] [EXL (B OWFhmemyET,

774 bTlE SNMP 4 —ERDBBEMCE>TND L&, BECHIET 2HEDHD Sy TERAT 2720, EEEN [E
Kl & [B] DARYPIDOVWTDOHR ISy THREENET,

SNMP OID @50 OID Z'RLET., ZD OID (. P RT AL AXRY SOFEESNBEITEEFEINE T,
T —TBHMIT 74 S TERCAE>TOET, JI—TBOBENGEE. ZOTIN—TOFHADARY hEEEF NS YT
23, AR NEEEFE NS Y TDET DI —TD OID BERRENET,
T=EZE BRIN—TOTICoES NI —TEMD OID (£, 1.3.6.1.4.1.6876.90.1.2.0.1.0.1 &£7xV £,

A3h7z SNMP ZDANRYRIDWTD RSy TOREDEIDEIDERLES
e TAAVEFRBLTC ANRY MEEE ISy TORDEDREECERN VB D ENTEET., JI—TBHIDBENI/ED
TWBEE IV TDORNENREENVEASZLETEEEA,

744G F-—T—REBRRLT. YRTA SV TETANIUILET,

AR St
SNMP REZEFERTEDZLZHRELET, SNMP OFREZEZSTRL TS,

FIE
1 vSphere Web Client IcO 1 > LE T,
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2 [Networking and Security (Networking & Security)] - [*rv b D=2 &EF a2V T4 DA N2 MY
(Networking & Security Inventory)] - [NSX Manager (NSX Managers)] DIEIZZEIR L E T

3 NSXManager @ IP 7 RL REZEBIRLE T,
4 [&# (Manage)] - [ RT A A4 Xk (System Events)] ¥ 7DIEIZZEIRLE T,

5 [VRFARSYT€ILaVDTFT VRATFA AR FERIRUET,

6 [wR&E (Edit)] (« ) Y14a>&2sVv I LET,

TI—TBHEDBMCE>TNSEER Sy TOBMBNREERETEE A, JV—TICBEIEWES
Y T DBEMNENRESEETEET.

7 SPRTAARNYEDEEEZ, FAYTIIY AZa—DoRIRULTEELET,

8 EEEZL [BH o [EA] AEETIHE(EL. [SNMP 5 v 7& L TE#ICT S (Enable as SNMP Trap)]
Frv Ry I REBRLET,

9 [OKlZ&ZZUwoLET,

10 (F72a>) PRFA bS5y TORMEERMDEFENICIETT H(21E. Ny & —0 [F# (Enable)] (¥)
74 2V ¥ 7013 [ (Disable)] (D) 74a>zsUy s LET,

M F7>3y) 1D2UEDARYNTEO Uy TR=RIZOAE—F3I21E [3E— (Copy)] (—“_QI) TAAVED
Uy o LET,

PATABREDER

MEIO 7 A B5(CHEE L 7=, vCenter Server, DNS & NTP B —/\, LU Lookup —/N\&#RETZE T, NSX

Manager Tld. VMware Infrastructure 1 > N> b U OFMZEIS T 5729 (2(F. vCenter Server & XU DNS

PNTPEDY—ERELBETHILENHYET.

NSX Manager R¥E7 7S A4 7 AA00O5 4 >~

NSX Manager R~ > DA > X b=V EBRDSFEATZS. NSX Manager RIE7 7547 AANOTA L.

A VA= )VRIHEE LR EEHERLET,

FE

1 Web 7504 U4 RU%&E. NSXManager [CEIVUHTAIP 7 RLREADLET, £EZE
https://192.168.110.42 E AAIL £ T,

NSX Manager 1—H— 4> -7 A X, SSLZERLTWeb 7509 T4 RUTHEET.
2 twFaVTAABAEERITANET,

Z: SSLABEZFALICEATEET.

NSX Manager DO 4 4 VEEMNERRENET,
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3 I—-Y—%Zadmin &4 VR F—JVBFICRELZ/NRT — REFERLT. NSX Manager (RIEE7 754 7 > RIC
o4 LET,

4 A4 (Login)zsUvy o LET,
NSX Manager R¥E7 F7SA 7 ADA X b

RDA N ~E NSX Manager R8T 7547 > RAICEAFDA N hTY,
#& 22-2. NSX Manager R¥E7 F5A4 7 > ZADA X +

NT—F7 NT—F> A5 —7 x4 RO A2 —7 114 ADEHF
a—#JL CLI show log follow O< > R show log follow O< > R show log follow OA< > R show log follow O< K
ERIT ERIT ERIT ERIT
GUI NA NA NA NA

& 22-3. NSX Manager R¥E7 7547 Y ADA X +

CPU AEY AbL—u

O—#)JL CLI show process monitor ¥ RA&R show system memory < R#&RIT show filesystem <> R&RTT
7

GUI NA NA NA

NSX Manager ® BB DiRE
BNOOIA S DEEIIEELE NTP $—NEEET 5 EHTEET,

FIE
1 NSXManager RIEE7 7547 R CAJA > LET,

2 [[Appliance Management] (Appliance Management)]T. [[Manage Appliance Settings] (Manage
Appliance Settings)] 22 ) v o LET.

[ E (Time Settings)] D#&ICH 5 [iRE (Edit)] €2V v o LET,

3

4 BYICEELEY,

5 [OK]Z2UvoLET,
6

NSX Manager #Hicg L £ .

NSX Manager @ Syslog —/\DHRE

Syslog #t—/\%&1EE T 5 &. NSX Manager (£, €0 Syslog H#—/NICTRTDEEOTE AT A ANY MEE
ELET.

Syslog 7—%13. bSTNa—FT420% ARAb—IBIUEREHR. AJICERENLT -5 R DE
[CIRIBET,

NSX Edge (& 2 &®D Syslog b —/\zHR—kLEF. NSX Manager & NSX Controller (% 1 &® Syslog &
—N&EFR-LLET,
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FIg
1 NSX Manager RIEE7 7547 RICATA >V LET,

Web 72 D% T, NSX Manager 7 7> 4 7 > XM GUI (https://<nsx-manager-ip> £ 7= (% https://<nsx-
manager-hostname>) (Z#&)L. NSX Manager O > X b —JUEFICERE L/2/XX T — RZ&FEHA L T admin
sLTmIgA4 > LET,

2 R—AR=UT[TTS547 > AERENDERE (Manage Appliance Settings)] - [£#% (General)] DIEIZZ U v
ILET,

3 [Syslog #—/\ (Edit)] D#&ICH 5 [fwE (Syslog Server)] 22U v o LET,
4 Syslog¥—NDIP 7 RLVRIKRRLE, R—b XOTOINEAALET.
RIFZDHITT,

Syslog Server

You can specify the IP address or name of the syslog server that can be resolved using the above
mentioned DNS Server(s).

Syslog Server. syslog-01a.corp.local
FPort: 514
Frotocal: UDP v

OK | | Cancel

5 [OKI&2UvoL&ET,

BR
NSX Manager ®J E— bt A MEMIT/HEY,. XF > R7O >0 Syslog y—NICOJPRESNET.

NSX Manager T®D FIPS E— K& TLS BREDZEHE

FIPS E—FZHMICT S L. NSX Manager BXZET I N THOEF 2 77/3@IFIC(3. United States Federal
Information Processing Standards (FIPS) TR S NABEBLT7 I TU XAETOMINDBMERINET,

m  Cross-vCenter NSX 5 T3, NSX Manager Z & (CfERIC FIPS E— REFHICTHLENHYET.

m  NSX Manager ®W\FNHNT FIPS D5 ESN TR MBS, FIPS Z#(C#EMT 22 E/MRIEFREMFERLT
WBZLEHRTIVENHYET,

n O N—HIREEEREICHEEZESICE. T340 EtA 2SO NSX Manager (FRIL TLS /N—2 3>
EZERTDILEDRHYET.

EE: FIPSE—RE2ZET 5L, NSX Manager (RIE7 754 7  ANBIEEILET.
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AR SR

N=bF—=VJa—-23 D FIPS E-—RRETHSHZ LR LET. hitp://www.vmware.com/
resources/compatibility/search.php?deviceCategory=security (2% 5 [VMware B4 H A R] #88BL
T2,

s NSXDRION—=23rho7yvT7Ib—RUKGE. NSXB6.3.0 D7 v 7L —REMNETTSHETFIPS £
—REBHICLENTLSEEZN, INSX Ty T7IL—K A4 R] O [FIPSE—-RENSX Ty 7oL —RICD
WT) Z8RLTSLEE,

m  NSX Manager 75 NSX6.3.0 LIE THDZ LEZHRLET.
m  NSXController 75 X4 NSX6.3.0 LIETHZDZ LE2HIALET,

B NSX7T—0O0—REZEFLTOWBRIRTDRRAL 75X (2 NSX6.3.0 LIENSEHENTNSZ & E2HEZL
*7,

B IRTOHONSXEdge 77547 ANN—= 3> 6.3.0 LIET.FIPS E— kD 4E/H NSXEdge 7 7547
VATEMNIE>TWB LR LET., NSXEdge TD FIPS E—FDZEEEZSBL TS EZN,

FIlig

1 NSX Manager RIE7 7547 R ICATA 2 LET,

2 [[Appliance Management] (Appliance Management)] . [[Manage Appliance Settings] (Manage
Appliance Settings)] 22U v 2 L&,

3 [EE] SRS [ (General)] 22U v o LET,
4 [FIPS £— k& TLS 0B F (FIPS Mode and TLS settings)] Di&1C# 5 [fRE (Edit)] 2 U v 7 LES.

FIPS Mode and TLS settings

Ay Changing FIPS mode will restart NSX Manager Appliance automatically.
« Enable FIFS Mode

Server: TLSv1  [wf TLS¥1.1 [« TLSV1.2

Client: TLSW1 [&# TLSv1.1 & TLSw1.2

| ok || cancel |

5 FIPS E—R&EEMICTBIZIE. [FIPS #F%ZF 5 (Enable FIPS Mode)] Fx v Ry REZRLET,
6 H—NEISATURIDNTIE, BEATLS 7O N=230D0F v Ry OV REZFRLET,

F: FIPS £E— RDERIC/ESE. NSX Manager (3. FIPS A (CHE#ML TWVEW TLS 70 b a/L 28RS
LET.

7 [OKl&4UvsLET.
NSX Manager 7 754 7 > ASBiELEIL. FIPS BEMIC/EVET,
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DNS H—/N\0DiR&E

Manager M4 > R ~—JLEFCIEE L7 DNS H—NEFEEGT 5 ENTEET,

FIE
1 NSX Manager RIE7 7547 RICATA 2 LET,

2 [[Appliance Management] (Appliance Management)] . [[Manage Appliance Settings] (Manage
Appliance Settings)] 22U v o L&,

3 [SETTINGS] /sxJLT. [[Network] (Network)] #2 U v o L%T,
4 [DNS H—/\ (DNS Servers)] DtEICH 5 [fwmEk (Edit)| 20U v I LET,
5 BEUICEELET,

6 [OK]Z2UvsoLETY,

Lookup Service DD FE

BYIOOTA D EE(THRE L7 Lookup Service DFRIZZEET S5 N TEET,

FE
1 NSX Manager (R¥E7 7547 XICAZA4 > LET,

2 [[Appliance Management] (Appliance Management)]T. [[Manage Appliance Settings] (Manage
Appliance Settings)] 22 ) v o LET.

[2%E] /SxILT. [NSX BEE Y —E X (NSX Management Service)l 2 v o LE T,

3
4 [Lookup Service] DH#EICH S [fmEE (Edit)] #0 Vv o LET,
5 @ECEELET.

6

[OKIZ2VUv o L&ET,

vCenter Server DiF&E

A X h—=)LBEE(C NSX Manager #%¢$% L 7= vCenter Server 2ZETCZ% 9. ZOZEE(L. IWAED vCenter
Server D IP 7 RV RZZEET H5EICOHTO>TIREL,

FE
1 vSphere Web Client ICEZ 4 > L TWAI5&(F. A7 I MLET,
2 NSX Manager RiE87 7547 RCAFA4 2 LET,

3 [[Appliance Management] (Appliance Management)]T. [[Manage Appliance Settings] (Manage
Appliance Settings)] 22U v o LE7.

4 [&ZE] /AR T, [NSX EEH—E X (NSX Management Service)] o U v o LET.
5 [vCenter Server (Edit)] D#&ICH 5 [#wE& (vCenter Server)] 2V v o LET,
6 BEUICEELET.
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7 [OKlZ2Uv o L%,

NSX ODFo=h)L Y R—b OFnFo>a—Rk

BADTRAY ~vy 7IZ NSX Manager D X7 A O & Web Manager DAJ %40 O—RTEET,

Flg
1 NSX Manager RIEE7 7547 XICAFA >V LET,
2 [7TTSAT7REE]| T, [TTSAT UV ABREDER]| &0 ) v I LET,

3 .’&7') vOL, [TOZAIYR-—FAIDFIO-R 20y I LET,

4 [ForO—-RlZ2oVUvILET,

5 OJDERMTELL, RE]ZIVYILT TROMYTICATES D O-RLET.
AJEEREEN. 77 4IVRT gz BMEIMENET,

RORF 7

BEL—T 1T A 2EALT. 77 ANERELETA LI MU [FRTOT 7 AL] 2BRLTOSEH< 2 &
BTEET,

NSX Manager  SSL SIBAE

NSX Manager Tl(3. NSX Manager ® Web 4+ —EX® ID Z&5E L T NSX Manager @ Web B —/N[TEFES
N2BHRE/SLT HOC. ERMEAAENLETY. COTALRTE, HAFBLEX (CSR) £4mL.
CAICEBALTHLL, ERfTE SSL E£E% NSX Manager T4V R— T 2HEBHYET., EFaUT1D
RAN TZ0F4RELTIE TZAR—F F-EAREEER L. NSX Manager (L7 54 X—~ F—MRES
NBEEVDRATRTA T a VEFRATHI L WRELET,

NSX Manager OiIBIZ# B d 5121, NSX Manager DEJL 1> CSR Pt R —F & FERT B0,
OpenSSL 72 EDRIDY —IVEERLE T,

NSX Manager DEJL bA VEIBAZEERER D 2 XV — S EFEAL TERES N CSRIZIE 7220 FORES
(SAN) X EDIRBHZEDDENTEE A, REREZSODI5E. HIOAEERERERY -V EEAT
HZUEMNHYET., OpenSSL 7 EDRIDY — )V EFERL CAIAEBRERELERT 2548, ZO7O€X(E 1) iR
BEZEREKREERTSH. 2)BLLTH5D, 3)NSX Manager fitFAE 7 7 1 )LD PKCS 12 FEADZEHDE &
aryITED. EBVET,

E b A VEIAEZERER (CSR) Pz R —F DfER

NSX Manager M SSL fIBAEZEET 5HED 1 DEL T, ENMA VEIAEBREKR 2RV —FE2FERTS
HEDBHYET,

ZOHERICIF. FAAZERERICY T 27 FORER (SAN) HEDIRREMEESHH I ENTEHRNE NS HIK
BHYET, REHESHSH5E. BIDIMAEELXRERERY -/ EFERATILENHUET. HDIHEELE
KERY -V EFEALTWSEE. ZOFIBEIRFYTLET.
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FIE

A WD

NSX Manager 87 724 7 > RICATA 2 LET,

[7 7247 REBEEDERE (Manage Appliance Settings)] #2U v o L&,
[f%=E] /3% T, [SSL iIBAZE (SSL Certificates)] 22 J v/ LE T,

[CSR M4 Rk (Generate CSR)] 20U v o LET.

3 Corfilfcaies

s bnL=Pule Ao §T=CA Col)y

RDT 4 —=ILRICADL T 7+ —LETERSEET,

FFar Toar

[¥—DH 4 X (Key Size)] BRLETIVIVAATHEREINSRORSEERLET.

[#£:#4% (Common Name)] NSX Manager @ IP 7 R L R F(FR2MEH R A0 2% (FQDN) ZAHhL%9. FQDN
EANTEHILEBBOLET,

[#B#E8 47 (Organization Unit)] AIBAE L ENT 254 - HBORNEBERERLRALET.

[#B#% (Organization Name)] EANBEBTBEYICRALET,

[fXHETH % (City Name)] MO () ZRALET.

[#RiERFIR4 (State Name)] EfOMER @EEFR) £XTALET.

[Ea—E (Country Code)] TIT77Ry b 2NFOEH#HRI— RERALET, LEATKEDBE. US LMV ET.

[OK] &2 Uy o LET,

FEAEERERZE CAICEELTERLTHHVET,

a [CSRD¥D>O—Fk (Download CSR)] #2 U v o LT, EENiERESF I A—RLET,
ZDHFREFERTDE. T4 X— b~ F—75 NSX Manager OASRIC(FHEEE A,

b Z0Ek#E CAICEELET.

¢ PEMELDEBRMF&FMAE. L— b CA B CARBAEEIGELET,

d CER/DER X DFEAE % PEM [CZ#T 5I(C(d, XD OpenSSL A~ REFRALET.

openssl x509 -inform der —in Cert.cer —out 4-nsx_signed.pem

e INTOIRAF (B—/\0 . V- bFEAR) £27F AN 774V TERBLET,

f NSXManager 1—H#— A4 =71 —RT[AR—=bt (Import)] 2 U v o L. TRXTCODIARAENEE
NBE3TFRAN 774N ESBLET,

g AVR=BICKINTBE F—NEBRELTNTO CAFEAED [SSL FERAE] R—PICRRENET,
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RORTFY T

E2ft& SSL sIBAE% NSX Manager (24 > /R— L ET,

NSX Manager IBAE T 7 1 )LD PKCS 12 ERX\DZEH

OpenSSL i EDthDY —)LZEFER L T NSX Manager iEBBE&# R L7154, fMBAEETSARX—F F—1
PKCS 12 EXTHh B Z LA2MEZREL TS ZE1\, NSX Manager (sIFAZE - 754 X— b~ =7 PKCS 12 ‘e T
WEEIE. Eh5E PKCS 12 e (CE# L TH S, PKCS 12 SIBAE 7 7 1 /L& NSX Manager (24 > 7R— k3
BHEMNHYET,

AR SRM4

m OpenSSL WL RTAICA VA= ILENTNSZ EZHERLET. OpenSSL [ http://www.openssl.org
LU YO—RTEET,

m RNTVY T F—ETSAR—b F—DRTEEKRLET, £&ZE XD OpenSSL a7 Y RERFTLET,

openssl req —x509 —days [number of days] -newkey rsa:2048 -keyout my-key.pem —out my-cert.pem

FIE

¢ ERFHEBERENDOSEBRLBMNEPEEZ(TES/E T, OpenSSL v REFERLTPKCS 12 (pfx 12
(Z.p12) F—R b7 77 AIENTY Y VFEAZT T 7ANETSAN—b F—DPOERLET.

RIFZDHITT,
openssl pkcs12 —export —in my—cert.pem —inkey my-key.pem —out nsx-manager.pl2

ZZT:

m  my-cert.pem [IELZFEFBAETT.

m  my-key.pem (3754 X~k =TT,

s nsx-manager.pl?2 (&, PKCS 12 EANDEBRE(CERSINIZHAT7 71 DEREITT,
RDRTY T
PKCS 12 sIBBZ 7 7 1 /L% NSX Manager (1 Y R— L& T,
SSL fIEAE DA »R— bk
Lo FES 55 CA LD SSLFAAEE A > R— L TNSX Manager TERT 52 EWNTEET,
BIIRSM
FIBEE % NSX Manager T4 VX b=V B554,. PKCS#12 F—X M T7EXDADBHR—rEZh, 1 DDT5A
N—b F—EMIET 2EBRMEHAELFHARET T — U DEENTVWIRLENHYET,
FlE
1 NSXManager RIEE7 7547 > R(CAJA1 >V LET,
2 [77547AZRENDEE (Manage Appliance Settings)] 22U v 2 LE T,
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3  [E&F]/S%ILTC. [SSL 5EBAZE (SSL Certificates)] #2J v o2 LET,
4 [PKCS#12 #—XR 7D 7 v 70— R (Upload PKCS#12 Keystore)l &2 1J v o LET.

5 [Z74)LD#ER (Choose File)] #0Jw oL TI77A4IVERDIFTET,
6 [A>R—=k(Import)]l 20U v o LET,
7 GIBAEAERA T SIC(Z. NSX Manager 7 754 7V REBRHLET.

R
SIBAZ /S NSX Manager [LIRFEENET.

NSX DNy o7y TEUYRLT
IRTONSX IAVR—RVPEELNYIT v TTBHIEF BENRELIGRICO AT AEZESIEDIKRE
[CUARNT T HDICEETT,

NSX Manager D/\w 27 v 7IClE, a2 bA—3 RBRAVF V=TT I2T4T74, EFaUT 1,
7747 94—I)VI)b—)b. BLWNSX Manager 1—H#— 4> —7 14 A® APl TA—H—DEE LT Dfth
DIRTEEL. H5WB NSXBREDEENE T, vCenter Server T—FI X=X ERBIXA v FDL O LEEE
RE. LNV IT v TTEHEBHYET,

Lz &b, EHIIC NSX Manager & vCenter Server /Ny 27 v TEERTHZLEEEBHHOLET. Ny o
Ty TDHEELRT Y a—)UE, EPRREDZ—XEBREFIBICE > TREIBEDHVET, REDEFEE(E
HITOHEE. HBEICNSX Ny IT7 v TR T 5 LEaB8DOLET,

NSX Manager D/\w &7 v 73, A>T RTHRT S L, BEEMN. BEA FGBREMTERT S
EHTEET,

ROBEITNY 0Ty TEERT 2 LEBEDOLET,
m  NSX %/=(3 vCenter Server #7 v 77 L — R¥ 570,
m NSX %72 vCenter Server 27 v 7 L — R L1,

s NSX Controller. #EBXA v F. HEERE/I—4 —. Edge Services Gateway, TF1UF 1 BLLT7 747
=)L RU S —&ERLEERE 0 BEICNSX aAYR—F> b EF704 L THEIREETo 2.

B VISR OFvEAEFNROCEZERLEE.
B 2 HBICKEREFZITOE.
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FEOEBE T AT ARKEO—IINY I TEELD(1C. NSX arR—x> (NSX Manager 72 &) DNy o7
v 7% vCenter Server, 270 REBI T A, BEYV—INBEEOMDBEI D R—K> bD/NY I T v T LR
52 &LabBEHLET.

NSX Manager D/\v o7 v TEURRNT

NSX Manager /Ny 27 v 7H XN X ~7(d. NSX Manager R387 75147 A Web 1 >4 —7 24 R
5. F721E NSX Manager APl 2R L THRETEET. Ny o7y JIFMEBEA. BEA. BEMTRT1—
IWEEETEET,

Ny o7y 7T 7740 E NSX Manager 87 VX T&E5UE—k FTP 7214 SFTP OBFTICRESINE T,
NSX Manager 7—# [Z(3. BT =TI, AR~ T—=T)b. EEOY T—TIDBEENE T, BERT— TV
IRTONYIT v TICEENET,

JRRTIE Ny o7y T N=23>ERE NSX Manager /N—2 3 > TDHYR—MENET, 2D7sH. NSX
Ty TOU—RERTITBRMERIINY TV T T7ANEERL. HOWN=2a3 0 EFLWWN=2 3 0DFNRTN
SNy O Ty TEERTHZENEETT,
NSX Manager 7—4 DNy o7 v
NSX Manager 7—% (3. A FTIXY R N OT7 v TERBRT P2 —IUEELINYIT v TERITTLTNY Y
Ty T TEET,
FlE
1 NSX Manager RIEE7 7547 RICATA >V LET,
2 [Nyo7yvTEURKNT (Backup & Restore)] &4 U v o LET.
3 Nyo7yTRERETSICE. [FTP Y—/N\RFE] O#O [£F (Change)] €41 v o LET,
a NvIT7yvT VRTADIP 7 RUREREIFRANEEAALET,

b Nyo7y7HRTHR-bEINST70OLVITEC T, [EE 7B k)b (Transfer Protocol)] kB y 74
v AZa—m5 [SFTP] £/1& [FTP] £:#RUL £ 7

¢ MEICHLTT 74N EDOR—-bERELET,
d NvoI7vT DRTAICATA T BDICHEBERAI—YF—BENRT—REANLET,
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h

[Ny 7w T 741 K (Backup Directory)] 7+ X b Ry O RIZ. Ny o7 v TERET D4 5/8R
EANLET.

EF: NV ITYT T RNIERELRWES, FTIPY—NOT 74 T4 L O M) Gh—A T+«
Lo R) 1INy o7y THREENE T,

/R EHRT BCE FTPH—NICAIA L. ERTST 4 LI MIICBHL T BEDT AL K
UDTINRAERTRTHAX B (pwd) ZXRTLET, RIEFZDOHITT,

PS C:\Users\Administrator> ftp 192.168.110.60

Connected to 192.168.110.60.

220 server-nfs FTP server ready.

User (192.168.110.60:(none)): admin

331 Password required for admin.

Password:

230 User admin logged 1in.

ftp> 1s

200 PORT command successful.

150 Opening BINARY mode data connection for 'file list'.
datastore-01

226 Transfer complete.

ftp: 22 bytes received in 0.00Seconds 22000.00Kbytes/sec.
ftp> cd datastore-01

250 CWD command successful.

ftp> pwd

257 "/datastore-01" is current directory.

[Z74W2DT )7 4w o R (Filename Prefix)] [CXZFEFEZAHLET.

NV OTY T DRTALEDT7 7 AN EFRICHITEDLDIC. SOTFRAMINYIT YT T7A4IL%E
DEBEICFHMENE T, 7=ExEppdb EANTDE NvoTvT T74I)LE&(F
ppdbHH_MM_SS_YYYY Mon_Day &15Y £

F: NvOTvT Tl O MNIADT 7 AIIVEIL 100 BLUTICTH2HENHUET, T4LIMNURAD
T7ANEBZDFIREBRDE. EEAYE—UDBRRENET,
NRRATZUV—=REANLT, NvoT7vT 774V ERELET,
NRTZL=XIE, Ny o7y TDURNT THEICIRYET,

[OK| 22Uy o LET,

RIZZDHITY,

FFar Al

IP7 RLRIKRR N2 192.168.110.60
Xk 70~ FTP

R—h 21

1—-¥-% admin

NRT— ek
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FFar

Al

Ny o7y T T4

/datastore-01

T7ANBDT )T 4w TR

nsxmgr-backup

INR 7L—X

*kkkk

4 FUFRURNvOTYTDEBE. [Ny o7 v (Backup)] 20Uy o LET.

HLWZ 7 AL /Ny o7 v TEEF (Backup History)] [CBMENE T,

5 WE) RTTa—IBRESINLENYIT v TDiEE AT 2a—)LO#ICHS [EE (Change)l 22V v oL

E

a [/Ny2o7 v 7HEE (Backup Frequency)] KOy 740> AZa1—7T. [BREEAL (Hourly)]. [BEA
(Daily)]. F7z13 [BEAL (Weekly)] £2IRUET, BIRULANY T v THEEL > TIE [ER]L [FRERE]
BLU[R] RAYTFI AZa—DEMTHVET, &AL [REA] 28iRT5 &, [BH] ROy 7
oy AZa—(FRXRNY Ty TIIFBERENZ WD, ERICTHVET,

b BEMNYITYTIDBE T8NV T v TS BRAERRLET,

c BEMNyIT7YTERIIBEMNYIT Y TOBE. Ny o7y TeRhT 2R EERLET.

d BRI LINHEERLT. [RT2a—-)

(Schedule)] 22U v o L&Y,

AFT>ar Bl
Ny OT Y THEE /B
B <A
R fi 15
b2 45

6 OUBX070—T—9ENYIT7vTDHOBRNTBICE. BRI OO [£E (Change)] €2V v o LET,

a NyoT7vThoRNTIERERRLET.
b [OKI&Z2UvyoLET,

7 FTPHY—NDIP 7 RV RIKRXFE,
F. Ny o7y TEVRNTTBHHICTHLETYT,

NSX Manager N\v o7 v 7DOURKNT

PREEEER. T LI MUDEM. XX L —XEREFELET. JOER

NSX Manager # U X 73 2&. Nw o7 v 7 774)LH0 NSX Manager 7 724 7 > ATO—RENET, N
w7 w7 7740 % NSXManager 87 /X T&%YUE— bk FTP £72(% SFTP OBFRICRET 2 HENH
YEF., NSX Manager 7—# [Z(F. BT =TI, ARV~ FT—T)b, BEEOY T—TIDEENET.

BEE: NvIT9T IT7A4IVEYRNTTBRIIC. REDT—FENYIT v TLTLEZ,

VMware, Inc.

421



NSX E® A1 K

AR SR

NSX Manager ¥ —#4 % XA k73 5a1IC. NSX Manager 7 75 A 7V REBA VAN =ILTHLE68OL
9. BFD NSX Manager 7 7547 ATY RN THREERTUTHIEEET DATREMHEH U ETH. FR—b
ENTWERA. BEED NSX Manager TREENRE LZBEE. FRDO NSX Manager 7 7547 X &5 70
AFTBIENBESNTVET,

RAN 75074 RELTIE FIRTT7O43 5 NSX Manager 7 7547V AD IP 7 RURERE LUy
07y TBRDOERDIEEIERTESLD (2. BFED NSX Manager 7 754 7 V ADREDRTEE A ELET.

FIE

1 BI7ED NSX Manager 7 724 7 Y ADTNTDEEEAELET. £/2. FIPH—N\DOREHEEEHTEH
T,

2 NSXManager 7 7247V REFHRICT7O14 LET,

N=232(@ENy o7y T L= NSX Manager 7 7547V AERUTHBIUENHUET.
3 #FHED NSX Manager 7 7547 RICATA Y LET,
4 [7TSA4T7REE] T, [Ny T7vTEURRT (Backups & Restore)] #2U v o LET,
5 [FTP B—/N\g&&E] T. [EE (Change)] #2 U v o LTFTP Y —N\EEZEMLET,

Ny o7y 7THREBEOD [RR K IP 7 KL X (Host IP Address)]. [2—1—4% (User Name)]. [/SX7— R
(Password)]. [/N\wv o7 v 7 54L&~ (Backup Directory)]. [77 A4 INED T 7 1w o R (Filename
Prefix)]. [/XX7 L —X (Pass Phrase)] D& 7« =)L RT, URNT7ET2N\v o7 v TDBFFREHNT 2HLE
MHYET,

Ny &7 v 7REE (Backup History)] €22 3 Ny 07 v 7 T4 VI PRRENET .
F: [Ny o7y TRBE (Backup History)] €22 3> ITnNy o7 v 7 73 IIBRREINEWNBEF. FTP

H—N\REEHERLET, FTP Y —NITHERL. Ny o7 v T THIGTERRTEDNES DEERLTE
=0

6 [/Nvo7 v @R (Backup History)] £ a> T, URNTZT2NvIT7 v T 74 FEZFRL, [URNT
(Restore)] 22U v o LET,

NSX Manager 7—4 M X b7 A ENET,

EEES
NSX D% E /A NSX Manager ICU XA R 7 ENET.

NSX Manager /Ny o7 v 7& A N7 L% NSXEdge 7 7547V RAEHRERA v FEEFEICE
ESH B/ GEMDT 02 arBREICRAGEENHYET, NSXEdge DEIHELUEGHERA v FOIERLT S
—DIFERESBLTIEI,
NSX Edge DiEIB

FTARTD NSX Edge FHE (9EGHEE/ —4 —B LU Edge Services Gateway) (&, NSX Manager 7—% /\v
7 v TD—RELTINYIT v TENET,
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NSX Edge ®/Ny o7 v T ERIITHERT 52 &3, B R—bENTOEEA,
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NSX Manager DBRENEEINTIVEWES., NSX Edge #B7 70435 (vSphere Web Client T [NSX

Edge ®EBF 70O (Redeploy NSX Edge) ()] 220U v093) Z&T. 7OV RRATREEIIBENRELE
Edge 7754 7 RIRIET L U EBERTEE Y., INSX EESA K] @ INSX Edge DBF7O4] 288BL T
<FEEL,
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NSX Manager /Ny 27 v 7& X LT L7z%. NSXEdge 7 754 7V REEEICEMESH 570,
EBMDOT 22 arDBREICRDGEENHYET.

B HIEONY 7 v TEICEREN/Z Edge 7 7547V RIGU R N7 HRICHIBENE A, REYS VIEFE)
THIRT AVEDNHUET.

. BT 7AALTWVEWNES. BIRONY 27 v 7%ICHIBRE N/ Edge 7 754 7 RIFU X M7 ENEH A,

B Ny o7y TDURNTEIC, Ny o7 v 7IZNSXEdge 7 754 7 » ADFREHR L IREDSFIBRES N
TWEWMEE, BT 704, SR AMOBEMEELITEMLREDREDPKMLET., 77547V RADEEE
REL. AVLBHRIEREIETET AVENHYET. PUT /api/4.0/edges/{edgeld}/appliances ZFERL
T TTIAT7ADIBAROKREERELET. LEIZE LT, resourcePoolld. datastoreld. hostld.
vmFolderld ##F&% L $£3. INSXAPI fi4 K] @ INSXEdge 7 754 7 > ADXRENFER] #5BL T
2N,

AIED NSX Manager /Ny 27 v 7ZIKDWTNDHDEENTTHOND E. U X M7 2/ NSX Manager D&%
E& NSXEdge 77547 RDBEDREICEENRELET., 7754 TV RICHTHEEEZTICR L. NSX
Edge #IEE (CEMES 52X, NSX Edge Z[3#%89(ZRER (Force Sync)|3 24 EMNH Y ET. INSX EEAHA
k] @ [NSX Edge & NSX Manager Oi&#lIEER] #SBL T/,

m NSXEdge 7747 U+ —J)L®D preRules [Cx LT, 987747 0+ —JUEATITONIEE
B AT OM AUN= v TDII—TICHT HER

AIEID NSX Manager M/Ny 27 v FJRICROWTNHDEEDTHOND & U R 7 Iz NSX Manager D&%
E& NSXEdge 77547 RDBEDREICEENRELET., 77547 VRICHTHEEEZTICR L. NSX
Edge #IEE(CEMESH5(2(F. NSX Edge Z[F7 704 (Redeploy)|3 24ENH YU ET., INSX EEH A K]
@ [NSX Edge BF 7041 28BL TS ZEL),

m Edge 7 7S5A 7V RADBREICHT HEE :
s SAUAROEMEERLIENL
n TISATVADREDEE (F7OAFHD5T TOA BERFH)
. TITSATUADREDEE (F7OABREFHDST TOAFH)
. UY—RDOFHREDEE
m Edge 77547 XD VNIC DEREDESE :
n  VNIC DB, HIBRE (3 ENM
n Rk IN=7
m ~SUOR—=F
m TJIVANTHA—=H
m BV RUD—
IR v FDIREIT S — DER

NSX Manager /Ny 27 v 7DEBRDPS U A ST ETOMICHERA v FOEENRET S L. HEBRA v FHE
B UIREZ L R— M 2580 HUET.
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FIE
1 vSphere Web Client [cH 44 > LET.

2 [rybT—2&tF+a2VUT 1 (Networking & Security)] - [{#E X1 v F (Logical Switches)] DIEIC#EE L &
ER

3 [FE#RZL (Outof sync)] U I DBRRESNTNDIBEICIE. ZDUY &2y ILET,
4 [k (Resolve)] 2V v oL, FELTWANYF T R—b F)—TZHmBIA v FICBERLET.

vSphere Distributed Switch D/Nv 47 v 7

vSphere Distributed Switch 8L UFEIR— b JIN—TDREET 7 A IICT IV RR—FTEET,

BWNERY D —OBENT 7 AIVIRESN, EDLOT IO RECHRATES LD ILAVET,

vSphere Distributed Switch &FEH L UVR— b FIIL—TEREF. 4V R—bD—RELTA Y R—bENET,
VXLAN & S 24 # #4539 5 Ri(Z. vSphere Distributed Switch DR EE T/ RAR— T B LEHTTHLE
. FA/AFIEICDNTIE, http://kb.vmware.com/kb/2034602 #5B L T2,

vCenter Server D/N\v o7 v 7

NSX 7704 #12#9 5213, vCenter Server T —RX—R&N\Ny 7 v 7L TREITS VDR Fy Tay b E
VERRT B ENEETT,

vCenter Server D/\Ny 27 v T EURRTDFIE, BLXUORZAN 750574 R2DWTE, BEVNDN—2 300
vCenter Server RF 1AV FESRBLTLZS ),

BTV DRF v T3y MIDWTIL, hitp://kb.vmware.com/kb/1015180 #8BL T &Y,
vCenter Server 5.5 [C&IID U ¥ -

m  http://kb.vmware.com/kb/2057353

m  http://kb.vmware.com/kb/2034505

m  http://www.vmware.com/files/pdf/techpaper/vmware-vcenter-server-availability-guide.pdf
vCenter Server 6.0 ([C&IID U 7 :

m  https://pubs.vmware.com/vsphere-60/topic/com.vmware.vsphere.install.doc/
GUID-539B47B4-114B-49BC-9736-F 14058127ECA.html

m  http://kb.vmware.com/kb/2110294

70— F=4YULY

70— EZF U JE REMRDRBI L AD IS T4 v VBLORE[MRDREBT L O DOED RS T4 v oD
SEMBEREREMT D, NS TV OBTY IV TT., 70— BEZS UV IBENREE. TOHRATE Loy
W EDTTVr—oa vEERLTT—92XBLTVWEIMABERINET., ZOTFT—FIICEty > ar#Hvty
arIlEDNTy FNREBBENEENET. Ly a v OFMICE. ERAINTWDEGETT. mEk. 77UT
—> a3y, R=bREDERMBEENET., Ly a DML, 77470+ —ILOER®. L—)LOFAT £
7Oy O TERTEET.
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TCP. UDP. ARP, ICMP 72&, E&EEEA7BMIN A4 T70DT70— T4 &RRTEET, #ERLAE VNIC
(ERITTE(3IERSL) O TCP #GHE XU UDP #2541 JTEHEBETEEY, £ 74y EHEELTT7A—
ERNTHILBTEET,

ZDOEDIT. ZE—EZS YU TEF. FEBY—ERERBLIZY, EEERY a3V ERELAEVTSHD T+
Ty Y—=ILELTERTEET,

70— TS U IT—H9DRR

BELBHERNOREY VDS 74y 0 Ty a v E2RRTEET, T 74/ MTIRBE 24 BEOT—4 5
FREINET, /NESHEEEZ 1 EHE. RAERT 2 8BTY.

IE=E S5

JO0— VT T—F1E Fy bT—ORBILDAR=KEDBA A M=ILEN, 774704 —IDE
C/E2TWB IS RIDIRBI L Y TOHFIATEEY, INSX AU A b=V A Rl £5BLTLEEL,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 E@OFES— 3> X4 T [Networking and Security (Networking & Security)] Z%#RL. [7A— E=
#1) > (Flow Monitoring)] Z:#RL £ 7.

3 [#viaR—RK (Dashboard)] ¥ 7&&kRL TSI LEHRLET,
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4 [7O— =% >Z (Flow Monitoring)] 221 v o L%E1,

ZOR=OA—-RIZHBDPNEZENBHYET, R—=TDEEIZ, FRISNAESZ 70 v IDEIG. 7747
=)L =TT Ov oINS T4y, SpoofGuard T7AV Y ENENS T4 v IDPRREINET,
REANDEY—ERDT—% 7O0-PEHOIFNIEI S T7TRREINES. AFIDO 1 DD —EXERA b+
T5LE TOY—ERDEEPBRARTINET,

Flow Monitoring

J Dashhoard ‘ Details By Service  Live Flow  Configuration

MEX Manager: [ 1041047171 |~ Time Interval: 812102013 1:48 P o &21/2013 203 FM (78

Flows Mloweed: 71.43% Blocked By Rule: 28579 Blocked By Spoofguard: §.00%

[ Ton Flows | Top Destinations ‘ Top Saurces |

Service Bytes Packsts Sessions
Protocal:port
TCPAT474 354634 3157 40
TCR3128 20253 91 7
MetRins Session Serice (TGP 15626 108 4
HTTF 9555 B0 B
DHE-LDP 5460 28 14
360000
320000
280000
240000
o 200000 \ O TCRAT4T4
E \ TCPiE128
@ 160000 !
\ © HetBios Session
120000 \ X3
\ DNS-UDF
30000 \ o
0000
° .“""" o o o o o o o o o o o o o o o o a o o & o o
82112013 82172013 Bi21:2013 82152013 82172013 Bi21/2013 82152013 82172013 Bi21/2013 82112013 812172013 Bi21/2013
1:48 PM 1:50 PM 151 PM 1:53 PM 154 PM 1:55 PM 1:58 PM 1:58 PM 1:58 PM 2:00 P1A 2:01 PM 2:03 PM
Time

ST 4y O8EHIRD 3 DDY TIZRREINET,

m [by T 70— (Top Flows)] [CIE. (v 3>y hTEEL) S5 MOEBEICEDNT, HEES
NEBRICBIA2 Y —EXBHLEVDZEN S T4 v I EEXERNT T4 v IVDEHDPRREINET . £ 5
DOY—ERAPRRENET, by 7 7O0-0OFERICE. 7OvsEnNc70-FEBEINERA,

m [~y T #—%4y b (Top Destinations)] ICIF 8RS N/=BERBICH T2 —T v hHEVDZEENT T4 v
IMRRSINET, L5 DDY Ty EDPIRRENET,

m [y VU—X (Top Sources)] [T IEEENBBICHEITEDY —RBHIZVDREENT T4 v VPRREN
F9, LRI 5 DDV —ANKRREINET.

5 [H—EXBIDHM (Details by Service)] ¥ 74U v o LET,

BRULET—ERADIXRTDO LS 7 4 v VDFHMBBRRENET, [FFAIEN7 80— (Allowed Flows)] 4 7

[CIFFAENEST70v 0 vy arpRRraIh [ZAy 2a3n=70— (Blocked Flows)] # 712270y

VENIENS T4 v ODBRRENET,
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Y—EXZTIHRRTEET,

Flow Monitoring

Dashhoard | Details By Service | Live Flow  Canfiguration

NSX Manager (1041047171 |~ Tirne Interval: $2312013 6:10 AM to 8232013 5:25 AM 75
| Allowed Flows | Blocked Flows | Q Filter
Type Senice Bytes Sessions
uDpP DHCP-Server 4954 B
TCP TCP17474 2224 1
OTHER IPvE-ICMP:O 1872 18
OTHER ARF 1196 26
OTHER Oxft 162 2
uoP MTP Time Server 162 1
M (a Find - sitems [~
Q Filter
Rule Id Time Stamp Souree Source Users) Destination Patkets Adtions
1021 B232013 6:15 AW 10.112.243.233 ﬂj Lnknown 101121825 2 Add Rule  Edit Rule
1021 BI2HZ0136:15 AW DB_server ﬂj] Unknown 101121925 2 Add Rule  Edit Rule
1021 BIZ32013 615 AM win32rdpclone .5 Unknown 10112192 6 2 Add Rule  Edit Rule
1021 BI2FZ013 6:14 AW 10.112.243.214 ﬂj Lnknown 10112192 6 2 Add Rule  Edit Rule
1021 BI2HZ0136:12 AW win32rdpelone ﬂj] Lnknowin 101121925 2 Add Rule  Edit Rule
104 BI2HZ013 611 AW 10112243228 .5 Unknown 10112182 6 2 Add Rule  Edit Rule
1021 BI23Z013 6:13 AW win32rdpclone ﬂj Lnknown 10.113.60.150 12 Add Rule  Edit Rule

6 ZTOLZT74v Y JA—ZHAELETAYILEIN—INVERRTAICIE T—T7INTEEEZY )Y ILET,
7 = IIVERERRT HI—IDO [Jb—ILID (Ruleld)] 22U v o L%,

70— E=4UYYJ Fr—bOANEBEDESE

70— EZ4 U TS OBEMERI. [y aR—R] S TE[F#l] S TOMATEETEET,
FI

1 vSphere Web Client IcOZ 14 > LE T,

2 EfloFrEST— 3> XA T [Networking and Security (Networking & Security)] Z2#RL. [7A— £=
4 1) >4 (Flow Monitoring)] 3R L £ 7.

3 [BRIREE (Time interval)] D IcH2 T £ 4 U v o LET,

4 BEEERT S0, FLOBEBSLERTAEANLET.
hS5T74vs TO— F—sERRTEZBEMMEL. BE 2 BETT.

5 [OKl&2UvsLET,

JA— =SV T VLR=bDOSDT7AT7 I 4+—I)V Ib—ILDEBMEIIFEE

FST74v 0 T—FICRUINTI TEHE UY—ADEFERICDVWTEEL. vy a v iBRENBTI7A T U4+
—JVITREL T, FEDOUNRINTHLUWFAIMESIL —IVEERTEE T,
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FIE
1 vSphere Web Client [cH 44 > LET.

2 E@oDFES— 3> X4 27T [Networking and Security (Networking & Security)] Z2#iR0L. [70— €=
41 >4 (Flow Monitoring)] ##RL ET.

3 [U—EXZIDFEHM (Details by Service)] ¥ 750U v o LET,
4 +S5T74v0 JO-ERRTHY-—EREZIYYILET,
BIRLIGTICIELT, SOY—ERD RS 7 4 v V&R ELFIEST LI —IIDBRRTENET.
5 N—IIOFERERRSSHICIE V—ILIDEIUYILET.
6 ROWTNHERTLET,
VIV ERETBHICE
1 [722 3> (Actions)] gD [)L—ILDiFEE (EditRule)l 20U v o LET,
2 V=V DERFL T3y, FEFAAVMEEBELET,
3 [OK]&2Uv o LET,
B JL—)LEEMT BT
1 [72 3> (Actions)] 5D [JL—ILDiEN (Add Rule)] #2U v o LET,

2 THA—=AICAAL I=ILEBILET., 7747 04+=IL Ib=ILDT7 A —LADEAICDNTIE. 7E
T7AT7 4= IIL=ILDEMESBL TS,

3 [OKlZ&Z2UvyoLEY,
IW=IVd. 7747 04— b= £o a > DOHFLEESITEMENET,

SA47 70—-0DKRK

BIRL 72 WNIC (ERieE/adEin) &0 UDP #HES LU TCP#ERAR I TCEET. 2 8DREY I VED
74w VERRTBHEHIC. 1 BODIVE2—FLEICHH2—ADRET & 2H8BDAE2a—45EICHSD
DS—ADREII>DIAT ST 4 v IERRTEET, RAMZEIIHRAR2DDWIC & 12 T7FX M54
FrZEICHRASDDWIC DS 74 v O ERRTEET,

Z47 7A—%FKRTSHE. NSX Manager x5 g 2IRET DN T+ =XV RICHEBTHZENHYET,

FlE
1 vSphere Web Client [CE &4 > LE T,

2 E@oOFES— 3> X4 T [Networking and Security (Networking & Security)] Z%2RL. [7A— E=
41) >4 (Flow Monitoring)] #2RL £ 7.

3 [Za47 7Aa— (LiveFlow)| # 7%= v o L&ET,
4 [5H (Browse)] 4 1J v & LT, VWNIC #2iRLET,
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5 [Bh (Start)| &2 v oL TS47 7A—DRREMIKALET,

ZDOR=DEFEMILICEFHINET. [FFHEE (Refresh Rate)] ROy 740 ERIDEE L ZEIRT 5 2
EBHAEETT,
Flow Monitoring

Dashboard  Details By Sewice | Live Flow | Configuration

WX Manager | 1024130213 | 7]
Live Flow will be shown for the selected vMic. Please select a vMic and press startto see the live flows

whlic app-sv-t2 - Metwork adapter 1 Browse Start Stop

Refresh Rale’ | § Seconds | v | Heor mctive Hemes Flows with state change B Ter minsted flovws
Destination Incoming Incoming  Dutgeing
Ruleld | Dirsctien | Flow Type Protoca Source IP Sourcs Port  Destination IP "% state o oo . Outgaing Packets
1026 auT Inactive 1721640421 45098 1721640131 3308 FINWATZ 747 2077 q

6 TNYITRRNSTINa—T4 TP TLES [1S1E (Stop)] 22 ') v & LT, NSX Manager ¥R L 7=1k
I DINT =V RICRENRITITWNELSICLET,

JO0— =S UT T IREDRTE

NET D JO— EZF U T T—FEHERLTTI4NI I ILIERT, T NREEZRTETEET, BINEEE
BETDE RREINDT—FETANITEET, EXIE BEETH7O0-BRRINABAVWELDICTOFS -
NERATEZIENTEET, oo AR MUDRET S T Nessus R+ + ERITLTNWDBEIC. RF+
Y 7A—FEREDPSBALIBNVTES I ENTEET., BED7A—DERD 77470 4—)Lp5 70— LY
FICEFEIIVRAR—FENBELDIC, IPFix 2%ETEEd. 7A— E=ZH U I OIS T7ICF IPFix 7A—(35
FnEtHA. IPFix 70—&, IPFixab o504 —T7 124 XACRRENET,

FIE
1 vSphere Web Client [CAZ 14 > LE T,

2 E@OFES— 3> X4 T [Networking and Security (Networking & Security)] Z%RL. [7A— =
#1) >4 (Flow Monitoring)] Z:#RLU £ 7.

3 [ (Configuration)] ¥ 7&ERL £ 7.

4 [ZOo-—nN)L 7O-REEMRT—4 X (Global Flow Collection Status)] 43 [£%) (Enabled)] (C72>TW\%
ZLERERLUET,

[(&4+5%E (Exclusion Settings)] TIEEESNTWBAA TPz O MEBRWT, A YRV NUREKRTIRTD T 74
TOoA—)EBETO-DBINESNET.
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5 T4V IEEEERET DL [7O—K (Flow Exclusion)] 22U v LT, ROFIEEZRTLET,

a BRATE70-ICHET 25 TE€0 v I LET,

Flow Monitoring

Dashboard  Details By Service  Live Flow | Configuration |

NSX Manager: (10110893 [~

Global Flow Collection Status: Enabled Disable

Flow Exclusion | IPFix

Exclusion Settings

Syatern will not colfect fows that match the specified condition

Filter
Collect Blocked Flows
Collect Layer? Flows
Source

Drestination
Destination ports

Service

fes

system-generated-broadeast-macset, 224.0.0.0/24 255 255 255 255
138,137

Syatern fa configured o coliect ali firewall related flows except those that match the conditions specified Helow

Detail Collection Policy: (Click Save fo commit changes to sefiings)

Collect Blocked Flows: (=) Yes (O Mo

Collect Layer? Flows: (=) es ()Mo

Save

b MERBEREEELET,

ROEREZBIRLIGEE
Ay s Ehiz70—-0RE
L4y —270-DE

=R

=5y b

55—y b R—b

c [®7% (Save) £4U v o LET,

ROEBEIETE
[WOR] ERIRTBETOy s Snie7O—DRISNET,
[WOR] EBIRTBELAT— 2 D7 O—DBASNET,

BELAEY—RD7O—SRESNEEA.
1 L& (Add)]7AarEL Uy o LET,

2 [Ea—]T. @UAEIVFFERRULET.

3 BATEATUIH REERLUET.

EELES -4y RO 7 O—DRESNE A,

1 &M (Add)]7AarEL Uy o LET,

2 [Ea—]T. @UAIVFFERRULET,

3 BATEATUIH REERLUET.

EELAR— FADT7O—&RALET.

BT B~ FESEANLET.
EELAY—ERBLUF—ER JI—TADTO—ERILET.
1 [em(Add)7AavEs Uy s LET.

2 BUAY—ERPY—ER FI—TEBRUET.

6 TO—-WNEEHRETAICE. [IPFiX]Z22U vy o LT, 987747 04—)LD IPFIX DFIEERTLET.

7 [ZEED%17 (Publish Changes)]| #2Jv o LET.
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IPFIX OFEE

IPFIX (Internet Protocol Flow Information Export) (& ETF 7O r3)VT. TV R TNA ADSERI AT ALY
O—BRELIVRAR- T 2EOELEEZTELET., NSX TR IPFIX 2ERLTIP 7O—E®R&aL24I1CTo
AR—=bLET,

RDBEAT IPFIX #BMICLET.
m  vSphere Distributed Switch (VDS)
. DT 747U x—) (DFW)

vSphere &iETId. vSphere Distributed Switch NI 7 XAR—% (Z/xYU. Ty T =0 R F—D ORI NDE
Ry —IBaL o FICIBUET,

IPFIX B2£TlE IP 70— BMOKRTAEDIEESINE T, /oo VA—EREIIRAR—FHS5V I & ([TEET
HHEOEEREINTNET,

vSphere Distributed Switch T IPFIX #8%(C3 2 &, AL o4 YV —)LICEERICA v = BREEINET., A

vE—CORBET T TEEREINET, T 7V —bOFEMRICDOVWTEIPFIX 77— 25BL T
TZELN,

ST 7AT U+ =D IPFIX

DT 7AT7OA—IVTIPFIXZBMICTEET, DT 7470 +—)bE. 7O0—DRT— ~7I)ViBHiEEEE RE
LTHY., BHT 70— (CFREDETDBRMENE T, IPFIX (L, 7JO—DRET—YEITIVRAR— LT 5728
[CERATEET, BIFHROA R MIF, 7O0—0FRKR. 8BS, BH. HIBRSHY ET,

\ 4
" RERA YT L

—
—

—
—

HV1/vSwitch HV2/vSwitch

&3 (F—n"—L1)

TOR4
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NI 7AT =IO IPFIX TZ7A-—DI I AR-bEBHMITTSHICE. ROFIEEZETLET.

1
2

6

vSphere Web Client (O 14 » LET,

[Networking and Security (Networking & Security)] 22 v L. [V —JL (Tools)] T[7R— =& U Y
(Flow Monitoring)] #2 U v o LET.

[%ZE (Configuration)] ¥ 7&&#iRL £

[FOo—/)L 7O—iXE#ER AT —4 X (Global Flow Collection Status)] 45 [% (Enabled)] IZ#22>TW\5

ZEEMRLET.

JO—DREERTETHICIE [IPFiX]Z2 Uy o LT BIBROFIEEETLUET,

a IPFix BREDH#ICH 3 [fRE (Edit)]) 22U v & LT, [IPFix RENDE#L (Enable IPFix Configuration)]
Uy O LET,

b [l k41> ID (Observation DomainlD)] IZ. ZA— ab o5 DT7 747 D4 —)V TORAR—FERT
2 EybDIDEAALEY., BHEEHIL 0~ 65535 TY,

C [T79747870— ITOVRR—=bDFZA LT DL (Active Flow Export Timeout)] (2. 747« 7770
—H70— ALV FICTIVRR=—bENEHETORERB (9) ZAHLET. 77/ MEF S5 HTT. =
EZEE 7A-D30RET VT4 TTHY., TIVRAR—bDYA LTI MED S RDIHFE. 7A—(3T7 2
T4 7RI T BTV RR—-ENET, 7T« 7REBIC5 BT XR— ~INBE 0. 1B & IR
TI1ETDIVRAR—-bINET,

d [aVs% IP 7 ELX(Collector IPs)] T, &7/ sy, ZA—ALIFDIPTRLRE
UDP R—hrZANLET., R—rESOERAECDNTIE NetFlow ab s DRFa A2 MESREL
TLEE W,

e [OK]&22UvOLET,
[ZE D% 1T (Publish Changes)| 22w LET.

RERA v FD IPFIX
vSphere Distributed Switch T IPFIX ZB%(CTE£ 1.
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H

. —| WERA VT .7

s
h HV2/vSwitch

R (F—n—L1)

WE (Fo8—L4)

TOR4

RDELDIC, RERAvFTIPFIX ZHICLET,

1 NSX S RR—Fk V=2 GHERAvF) Z/N\vF> 59 % vSphere Distributed Switch T, NetFlow o
Lo saxELET. NetFlow 2L 74 DEREAEICDNTIE [vSphere *v T —2] i1 KD [vSphere
Distributed Switch ®x v b 7 O—FHEDERK] 2SRBL TS,

2 BHREBRAYFICHIETBRER—K YIL—TFT, NetFlow E=Z4 )V JE=FMTEET., NSX SRR
—~ V=038 vSphere Distributed Switch (VDS) [CE /=02 TW5i541%. VDS/aER—~ Z)L—
TZEILRDFIEE#EYRELET, NetFlow E=4 U > FEFRICT BHEKICDNTIE. [vSphere]l RFF 1 A
VD [DER— b FI—TEEIEDEAR— ~TOD NetFlow BERDEMLE /=3 EML] 28RBL TS
LY

NSXEBIETIE. ESXIiO NSX 7y U v o &2 B8BTS, HEBIXA Vv FDREIRS Y T—4 57109014

VXLAN TH7 ke nEd, wRR D7 v 7V o T NetFlow 2851235 &0 A4 A IPFIX flow-record

FTryT7U—rEFERLAEIP 70— LaA—RPIIRR—-bENET., 77— M 4480 VXLAN UDP/IP

Ny T —FERENTRIMEESNIZRTD IP Ty MERDPEENE T, ZOLD70— La—RICk>T, X7

v hEATRIVMELTWS VTEP A8y & —) DRIt . NSX SHERA v F (VXLAN) TRRAMA RS 7

4w Y (RENy & —) ZEBLUERET S OB RREINET,

vSphere Distributed Switch @ IPFIX 7> 7L — hOF#MICDWTIE, IPFIX 7> 7L —F 25BL TS,

IPFIX 7> 7L — b

IPFIX 7> 7L —b&ERAYT 5L VXLAN & VXLAN BAD 7 O—#RTEET, T 7L — MCIEEM/NS A
—ZBHY. ATRIUEENE ST 4 v I DFERIBRERBLET.
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7 > 7L — k. vSphere Distributed Switch (T RR—%) THR— I EF, vSphere Distributed Switch
D IPFIX UR—=KIZLY, REETI > 70—& VXLAN O 70— [CHEBRARIEEZRIATEET, Y—R/N\—FT~«
DAL IY V=) Ry F—%FERALTWSEHEE. T 7L —bOEMEREFEAL T, AB/AEBT7O—ER— Mg
WmEMEMT. HEAMMMETO LN TEET,

IPv4 7> 7L — b

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv4)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)

// Specify the Interface port- Uplink Port, Access port,N.A
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv4 VXLAN 7> 7L — b

IPFIX_TEMPLATE_START(IPFIX_FLOW_TYPE_IPv4_VXLAN)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv4, 4)
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IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourcePort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestPort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access port,N.A
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)

// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_END(Q)

IPv4 ICMP VXLAN 7> 7L —

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv4_ICMP_VXLAN)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access port,N.A
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv4 ICMP 7> 7L — b

IPFIX_TEMPLATE_START(IPFIX_FLOW_TYPE_IPv4_ICMP)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
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IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)

IPFIX_TEMPLATE_FIELD(maxTTL, 1)

IPFIX_TEMPLATE_FIELD(flowDir, 1)

IPFIX_TEMPLATE_FIELD(vxlanId, 8)

// Specify the Interface port- Uplink Port, Access Port,or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 2)

IPFIX_TEMPLATE_END(Q)

IPv6 ICMP VXLAN &> 71—

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv6_ICMP_VXLAN)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_VMW_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_VMW_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)

//VXLAN Specific

IPFIX_TEMPLATE_FIELD(vxlanld, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access Port, or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)

// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv6 ICMP 7> 7L — k

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv6_ICMP)
IPFIX_TEMPLATE_FIELD(sourceIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(destinationIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
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IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)

// Specify the Interface port- Uplink Port, Access Port,or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 2)
IPFIX_TEMPLATE_END(Q)

IPv6 7> 7L —

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv6)
IPFIX_TEMPLATE_FIELD(sourceIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(destinationIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)

// Specify the Interface port- Uplink Port, Access Port, or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv6 VXLAN 7> 7L — k

IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
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IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)

//VXLAN specific

IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourcePort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestPort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access Port,or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_END(Q)

EBIMDINSA—F
BMDNZA—=FFRODEEY T,

1 VXLANBBED/NSA—%: FTFUREABDT74—ILRICIZ. REZ7EO—DIP 7 RLX, R—b, A KD

WIEEDBHRDBHYET,
s tenantSourcelPv4
= tenantSourcelPv6
m  tenantDestIPv4

m tenantDestIPv6

= tenantSourcePort
m tenantDestPort

= tenantProtocol

B AT AR R—F NTA=%F

2 AVF—TzARR=—FNIA=F: IN5D/FA*—F (3, VXLAN & VXLAN LIADEA DT> T — kT

FRATEET,
m ingressinterfaceAttr
m  egressinterfaceAttr

= vxlanExportRole

ANFBERNARDA 5 —T7 24 ABHICIF. R—bDIATICEDNTRDEEZFERALET.

s |PFIX_UPLINK_PORT 0X01
s IPFIX_ACCESS_PORT 0X02
s |PFIX_VXLAN_TUNNEL_PORT 0X03
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vxlanExportRole (. TO XK= ESXi KRR Mp, thDRy T =20 TNA RO EEELET,
IPFIX_END_POINT OX01 [, KRR T —FZ TV AR—bLTWSHZEEZEKRLET., DT /NA X5 IPFIX
TUoTV—FEIORR—=FLEGE. D74 =)L ROEIIERGEDAEEDH Y ET REEDEE).

vSphere Distributed Switch @ IPFIX TE#HZh3 70—

AIROREIE, 2 BDELEDHRANTEITEINTNS 2 BDOREY S CBEO®EEE. vSphere Distributed Switch @

IPFIX #BEIC K> TEERENST70—%2R L TWET,

22-2. KA1 D7E—

JO—1:IPvdFoFL—tk

BREMTER..

IngressinterfaceAttr :
0x02 - R— k 1

EgressingerfaceAttr : <
0x03 - EER— k

vxlanExportRole :
01

JO—2:
IPv4 VXLAN 7> FL— k

BREMTER..

vxlaniID :
5003

tenantProtocol :
TCP

| =3 o = =| VTEP2

tenantSourcelPv4 :
1P1

tenantDestIPv4 :
1P2

MBI A v F

A

tenantSourcePort :
10000

tenantDestPort :
80

IngressinterfaceAttr :
0x03 - EEKR—

EgressingerfaceAttr :
0x01 - dvuplink

vxlanExportRole :
01

22-2. RZAF 1 DO7A-TIH ZA—@FRAM 1 HOREESNTVET, IPVA T TL—FICE ADFEEH
NAERDR— & BENGERICEAT 2EMERPSENTVET,
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ingressinterfaceAttr 7+ X b Ry X[ 0x02 (ZiE>TWET, Zhid, RES UDEHRTEI7 /2R R—§K
ThadLERLTVWET, 702X R—FDEBIL 77— O ingressinterface /185 A —# [CEU HTH
nEd,

egressinterfaceAttr DfE(d 0x03 275> TWET., Zfld VXLAN bRV R— T, ZOR— b ESHEERD
VMKNic R— b ThHdHZELE2EKRLET. ZDR—MEBEF. T 7L — D egressinterface /X5 A —% [ZE]Y
HTONET,

H5—HD IPv4 VXLAN 7> 7L — b (Zld. VXLAN ID. REBORETERBEDT RL X, R—. LU7O L
JJVICEET 2EMEBRVPEENET. ANAAEEAFRADA > —T7 24 XE TN VXLAN F>F/L -
~ & dvuplink R— M 2RV E T,
22-3. RA~20D70—

JO0—4:IPv4 T FL—F

IngressinterfaceAttr :
0x03 - EEHR— b

\

EgressingerfaceAttr :
0x02 - /R—+ 3

vxlanExportRole :
01

78—3:
IPv4 VXLAN 5> FL— b

BERNGER..

vxlanID :
5003

tenantProtocol :
TCP

tenantSourcelPv4 :
IP1

tenantDestIPv4 :
IP2

YMERA YT

tenantSourcePort :
10000

tenantDestPort :
80

IngressinterfaceAttr :
0x01 - dvuplink

EgressingerfaceAttr :
0x03 - EHAR— +

vxlanExportRole :
01
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22-2. RAR1O78—(F, RAF2 EOT7A—Z2KLTWET,

22-2. RAR A DO7H—OF > T —rE K222 RAM 1 O7O-DF 7 —bTCELDHAIG. ANFAS
LOHENATRDEELR— FESDHTT,

ZOTr7l—hTRESNIEMBERICLY., aLIF— V=IO T = HED VXLAN 70— ERED
R~ > 7O0—-E@EMITTONTELT,

aLoy V- R —ICEET BI1ER

vSphere Distributed Switch @ IPFIX H7/R— ~C& VU, RET > 70—-& VXLAN O 70— [CHEZRFLE
RRTEES., AL U9 Y—IAF—FRALTVNDIEE. Tr7L—bOBMEREFERL T RE/IEZA
—ER— MEREBEMT. BENRETD ZENTEET,

KDEY a3 TIEVXLAN 72 7L — MTEBMENZFHL WIS A—F 2T - RTHAEICDNVTHALET.
IANA (&, IPFIX 1E8DE=% (Element) & 2O L A~ ID (Element ID) #F& L TWET, ZENZIL A
>~ ID @YU R K& http://www.iana.org/assignments/ipfix/ipfix.xml THFETE X7,

VXLAN 7> 71— b TEEENTVBHFHLWERICFIIART, HILLWIL AN ID BERENTNET,

NSDAREY LA NTA—FELFERNS VXLAN ERART7O— (AT 2EMBERERELES. HILLWERET
DILVAYEIDRFRODESYTY,

R 22-4. hRI L INTHA—%

ILAYHID INTA—F% T—8 947 By

880 tenantProtocol unsigned8 IAEES
881 tenantSourcelPv4 ipv4Address WAV
882 tenantDestIPv4 ipv4Address 4 N4
883 tenantSourcelPv6 ipv6Address 16 /XA b+
884 tenantDestIPv6 ipv6Address 16 /XA
886 tenantSourcePort unsigned16 214
887 tenantDestPort unsigned16 214
888 egressinterfaceAttr unsigned16 2184
889 vxlanExportRole unsigned8 111k
890 ingressinterfaceAttr unsigned16 214 b+

F: LTRELEHARILERICEZ. T2 XID MEMENES., VMware DT>4—754 XD (3,
6876 TY,

RDFKF, TLAVHIDDREEYRSDO—HITY, BENZILVAYSIDDTF—F ¥4 722y M. http://
www.iana.org/assignments/ipfix/ipfix.xm| THRTZ £ 7.

ILAZKID NSA—5%

1 octetDeltaCount
2 packetDeltaCount
4 protocolldentifier
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IL*>k~ID NSA—5%

5 IPv4TOS

5 IPv6TOS

6 tcpFlags

7 sourceTransportPort

8 sourcelPv4Address

10 ingressinterface

11 destinationTransportPort
12 destinationIPv4Address
14 egressinterface

15 nextHoplPv4

27 sourcelPv6Address

28 destinationIPv6Address
53 maxTTL

61 flowDir

136 flowEndReason

152 flowStartSysUpTime
153 flowEndSysUpTime
210 paddingOctets

351 vxlanld

880 tenantProtocol

881 tenantSourcelPv4

882 tenantDestIPv4

883 tenantSourcelPv6

884 tenantDestIPv6

886 tenantSourcePort

887 tenantDestPort

888 egresslinterfaceAttr

889 vxlanExportRole

890 ingresslinterfaceAttr

Application Rule Manager

TV —=2a )=l Ix—2y V= EERTRE BBEO7 7V S—a AICeFaUTra dI—TE7
FAT A=) IL=IVEERTEHET, 77U T—3>DOR 70857 A2 MEDERIEEINE T,

PARTALAEBETORBNT - REICE 70— =S UV IPERSINEI N A BOT TV Tr—2 3 v EWMRET
5ET Y > 7I1Z1% Application Rule Manager MERZNE T,
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Application Rule Manager 07 —470—(CIE 3 DORT Y TRH Y ET,

1 77U —2 3 BT T5RET VT BRI DIVENHDIDDERIRLET, [BEH. RETLEOF
EFHVWIC RIEERY NT—0 AV —T 24 R N—K) Oy MIEZETI2IRNTOTO—DERERE
BUVET, —EBICHRRKS DOy 3 TI7O—%2NETEET,

2 EBEREEFELELTIZO-T—T7INEERLET, 708—Z29HL T, REYS CEOHEEERZBESHICLET,
JA=ET74)NF UL T 7O—- LO-RERSNAEELY MTTHIENTEET,

3 7AO—F7—7NEEFERALT, t¥aUTq =T IPty b Y—EXBLUSY—-ER II—-T 7747
D= IW—=IWIREDTIN—T AT 0 bEERLET,

BEEflRt v a3 DER

Bty arTEH 120ty 3> THRA30ED VNIC BEZETHIRTOTZ7O-ZRELET.

AR

Bty a3 ERIRT RIS, BERONREADREYS > EVWIC #EETHIVENHY ET,

& D VMware Tools 73 Windows X2 kv 7REBY S U TRITENTWBHEDNHY E T,

BIRUERBI V@ 774704 —IDBBERCTEO>TWD IS RAIRNICESLEDHY ET, BRIV X MTMA
5T LETELEA,

ERlty a3 ERBOT 74NN T 7 AT O4—I)L IL—ILELT [3FAI] DIL—ILEERL. CNEDFERLE
VNIC [CERT 2HENHUET, ZNICLY, VWNIC NEZETZ270-DBZDMDT7 74T T +—)L JL—)LIZEL
STRAvZTENAZNWLEDICLET,

FIig

1 vSphere Web Client [CEZ 4 > L. ERIDFES—2 3> X4 > 5 [Networking and Security] Z:24R L
£,

[Z7B— E®=% 1 >4 (Flow Monitoring)] ##RL £

[Application Rule Manager] # 7##iRL £ 7.

Rt v 3 > DRtA (Start New Session)] 22U v o LET,

[FRt v 3 DA (Start New Session)] #4704 Ry I X, Ty a>DAFEANLET.

o g A~ W0 N

ATz 47ELTINIC 3 REYS VERIRLET,
[ERMARE/RA 72 = o b (Available Objects)] 5I(C. ERFTEE/EF T2 = U MBRRENE T,

7 BEEHETBVINIC FAHMRETS VESF TV oLET, #IRLZ WNIC FARETS OB EBIRLEA T
212 b (Selected Objects)] ZICBEIL £ 7.

8 [OK]|Z2/Uy oL TRETZO—ZRIALET,

RTF—7 AL [T7—7ZIXELTWET (Collecting Data)] (C/2YU £, IESNZRFO7O0—DLy 37
O— F—7IIRRENET,

9 [FLE(Stop)]Zo Uy I L TIRETA—E#TLET,
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HR
BIRUZWNIC BEOMREY VRICZA— TS U T vy arPERENE L,
RORT T

J0-N&ED%. 7O—E9HLET,

Z0—-D%9H

JO0— B4 UVT vy arORER BENDIRESNET., £ BRETJAIWNWILT T2 o80T 7
AT 0= IN—IDTI—TIERTEET,

PIRBEOTVA—%2T74IZ LT, 1 D0OEELY FNAOTVA—#EZHIRTEENTEET, 74058 T3>
TAaAVE, AAO [MEBENAEEL—-] ROY 7O AZa2—DHEICHYET,

AR M

RIS, #BIRUZ WNIC FFMREY U6 T70— 24U 0 vy a v ZRET2HEDBHY ET,

FlE

1 70-0DR&E®%R. [94 (Analyze)] 20U v o LET,
ERFHAT—EADBREN, IPT7 RUVADSREBT S UAOEBEDRIEL. EEDVHBRENET.

2 PRICEL>T 7A—DROT—IPBRHENET,

J4—IE FFvar

1 FIA: 7A—[3. AN — RO—EE L TERLARIETS > EVWNIC DS 50D 1 DICAUET.
el 7O—(3. ANP—RO—EELTRIRLARETS > EVWNIC DO 50 1 DhSERENET.
HE : 70— AN —RO—8E L TERLARBT S >~ & WNIC ORI TRELET.

EIETT RETS V% 70— LA—RODVY—RIP7ZRULABNSX 4 R MIJAD 1 EDORET L VICBRINEEG, IP 7
RLUZRDMRIET o > ICBRTESD(E. VMware Tools B8NS DIRET > > THEMICIE> TOWBIBEDHTT .,
Raw IP: 2DV —R IP 7 RURICHIET BIRIETS B NSX 4 R FURICRDOMSHRWNEE., IILFF+XMIPT
RLURABLOTO-RFv AN IP 7 RLVRIE REYS VICBREINEE A,
RIEE<T > O B RIET > 28) :IP7RUVAD, Bd3xy b7 —JICEDPNTONSEHOREY VICTvEY Y
SNEEETSIP7RLATHAHEE. ZO70— LO—REEETIELMREY S VBRI DIVLENHY ET,

T—Ty bk [V=R] 74—V REBUETT.

Y—EX ZakaR—AD NSX EEDY—E R,
Raw 7O k 3/L/AR— b : NSX Manager TEESN/=H —ERDZBA.
P—ERDH : EHOY—ERMBRAL7A RIN/R-FIIYEYITESNTWRBA, 1—Y—(F. Z0O70— La—RIC
ZETH1 DOV —ERICHRTDLENHYET.

RDATY 7

PHEDODT7O—ZFZZEEL T, SSICHRIIAXTEET, RIS OHLAZ7A—Z2FERLTCT7 7470+ —I)b )L—
WEERLET,

JO0—DHEEHRITARX
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PRTFLADHMRET T HE. MBI N/ 21— (Processed View)] [CAHEBD 7O — F—TILBRRINET.
[V=2] [F—% v R [F—ER] 74— REEELT, S5CTO-2HATEET, 70— La— FTOY—
EXDHARAITAZXELP 70— LI—RDEELBIVBEDHRAITA X ZSBLTZE 0N,

O EsnEa—

REENAETA—RFT—TIVICRRENET, COT—TNICFRDIIDBHYET,

Z4—IVE *7oar

7 E IN: Z7A—(F, ANS—RO—EELTERLABRETS VELEFWNIC D550 1 DICAVET,
OUT: 7a—(3, AN —RDO—EELTERLARBYS VELEBWNIC OS50 1 DSEKRESNET,
INTRA: 70—(F ANP—RO—EBE L TERLIRIEY S &3 VNIC B TRELET.

RETI V% 70— LA—ROY—XIP 7 RLAMNSX 41 R NURAD 1 BORET S VICRBRASNDHA.

Raw IP: 2OV —X IP 7 RLRIZKIET BIRET S U NSX 4 ARV MURICEDDSRWNEE, IV FF+ANIP 7 RL
ABLOTO-RF+ AN IP 7 RUR(E RETS VICBRINERA.

BT >DE P 7 RURD, RSy NT—JCBMNTWSIEHDFRET S VIIxvEYFEnNTHEY, EETSIP 7
RURTHDHEG, I—F—(3. EHORET V& ZO70— La—RICEETS 1 BORETI VICHRTILENHY
E

B
i
Bl

=Ty [V=R] 74—V RERLUETT,
Y—ER 70 b3R— A NSX EEOY—EX,
Raw 7O k 3/L/AR— b : NSX Manager TEEIN/=H —ERDRIMBA.

Y—ERD#  EHOY—EXDELTORINR=FITYEXTEINTNSEE, I—Y—(F. ZOT70— La—RIZEKY
51 D0 —ERICERRTIVLENHYET,

70— F7—7INERELT. 7O0-2#HEa0L. L—ILEEUPTLTEHIENTEET, £EXE V—R T1—
IREZEDETEEMZA DI EMTEET., EHORETS VW HTTP 8LV HTTPS ATy O—%%(FE>
TWBIEEIE. INS5DREYY %, HTTP H—EX &L HTTPS —EXROMmAEEL TWEB-Service] #+—t
RUNV—TICBEWRRADIENTEET., TNICKY. BLLSBE7O-DPEHTELNY. 7747 0+—IL L
—VZEBRLPT VT O— /XY -V BBREIC/R>TEE T,

JO0— T—7IDEIIVIRETELZ TN, ENBEBHTAASNZDIFTEHAVWSISEREL TSN, &AL
DHCPH—MnD IPty FMZIP7RL X 196.1.1.1 BEEESNTWTH, RICZOIP 7 RV REFERT 255I(C
BE}AAODTHNT DHCP —/\ J)L—TBRRRENDDIFTEHYEFA, TDIPT7RLADTRNTDA VR
ZOREZDIP Yy hTEEZMADINEDDEERTH7O0VTEBRRENET, CNICKVU. EHOIP Y +
DIP 7 RUVREDEZERICTIIN—TTEDLDICHRVET,

E: HEEa—

HEEL1—2KRRTDICEF. ALICHD ROV TFUY URANEFERLET, HHEAE1—TlF. EET 27014
mn, BEZNMEOZ7O-FEFNRREINET., COE2—(F, 7747 04+—IL IL—ILOERKICERTEET,
[FE] FDOERBICHZRENEZ ) v oTDE ROXMET SHBED Raw 7 O—[FBRMNRRENET,

B INTRAZ7O—-(ZDWTC, Raw 7—# 280 nd 5 IN 70—& OUT 7AO—MRRENET

B LI RICHEEESNEZIRTORaw 7JE—DTEDOY—XRIP 7RV R, =75y b IPT7RLR, R—b, &
o70a b a)VIER

B ALG 7O0—[CDWT, BEIJ7O0-DWILT ST —% ZJA—DBRRESNET
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70— LO—RTOY—ERXRDHRIITA X
Y—EX 70— L, BN ZEICA—YF-DMERICHRAITA R TEET,

J0-90% - —(3REEOTOMTVR— bOEAEDLEEBEMIF, Y—EXREERTEET, Y —EX
ZI—TF WEEN/Z7O0—ICURMENTWEY—ERBICERTEEY, 70— LO— ROZTEDOFHEMIZDON
TlE, 7JO—DHEEENAITA RESRBLTIEE,

f

&M

o

[}

70— T—=45. —ED VNIC BLWMRETS U DORESNTNBRENHYET, BERty 3 v DIERESE
LTS,

FIE

& T7O—DIREEN [T (Analysis Completed)] (2725 &, [ALEBE /=t 21— (Processed View)] 7 O —
T—TWCT—IBANETINET. BV T—FYENRITAXTBHICE BIVOLEICHA—VILEEEET., I
DAEMBICEE7 A AVPRRESNET, [—EX (Service)| FIntEET A &2V v oL, ROWTNHD
FTa EBRRLET,

FTFa>y L]

Y—ERERR R—bE7ORANPEEOY —ERCERSNTNDHER. ZOF T3 2FALTE
LW —EREB#IRLET,

Y—ERZFRLTEEMZ Y—EREEMT 5(CF, ROFIEERITLET,

a Y—EX® [&F (name)] ZEANLET.

b rOvZ7F¥or UREpST7OMINEERLET,
H—ERDFEER—FEANLET,

d [F#+ 7> 3> (Advanced options)] 22U v o LT Y—EXDY—-X R—bZEASD
LET., SOV—RR—KFE HFLOREERSLVOT -2 AU —-ADBICERS
nE7,

e F7ar: @RD Edge DL NIINTEERTESHBED IV — T E/(FEEEERT
BIC(E, [MAZEZFMICL, TRICHZEETRRTESLDICT S (Enable inheritance
to allow visibility at underlying scopes)] Z:#RL £7.

f [OK]1Z&22Uvod5& LW —ERBERSN. [—EX]FIICAAZINET, [
CREEOR—FETANINOELEDEEFERT SO0~ La— RHB5EE
£, ZNOTRTEFHUSERESNAEY —ERICEERR DD EDhESRONET., =
DIE(F, REEDY—ERDBPHT T —ATRON2ET7O—ICOHRELET.

Y—ERX IN—TEERLTEERZ TO=—D5DY—EXDBEENTNIH LW —ER FIL—TEERTEET. XIS HLL

Y—ER JI—TBZDOH—EREBEMAONET, Y—ER JIL—TZBMT BT K

DFIEERTLETS.

a Y—EX JI—T0 [&H (name)] EAHNLET.

b A7 3>) ¥Y—EX JI—-TDFBAEZEANLET.

(714~ 447 (Object type)] Z#IRLET.

d H—EXRJIN—TITEMT HERFRELAF TP bEBIRL, REIZSUw o LT F
TOoroME[BIRLAEFTZS O N DICBELET,

e HLWY—ER JI—ThEEn, 4 —ERFICAHSINET,

H—EREVNThHTEERZ BEDOY—EREEEDY —EXTERLET,
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FTFa>y L]
Y—EREY—ER ) —TTEEHZ BIRLEY—EADBEHDOY —ER I —TDAVN—THIERF. BRI 2 —ER J)L
—TJEBRLET,

a ERTEGATSIOMOUR NS, BMOY—ER JI—TE5 1) v o LET.
b [OKl&sUwsLET.

ZakalER-+ERT TIDEFEETDT—FICRLET,

R

ZEINAZ70— LO—RIZE BICEIDON=—DPRREINET, BEEINERIVICHA—VILEEDES L FE
DF v IR—IDPRERENET, CDF v IR—0%0) v 0T RyTT7TvT D4 RIICEDEILDL
BIDOMEEFHL WMENRTENET, TESNAZT7O0— La—RIF, 7747 94—V I —I)VICEEBICETRTEET,
RORTFY T

RIS, 70— LaA—REFEALTCIZ7Z7AT7 04—V IIb—IVLEERTEET,

ZEHEODIVA—EIS(CTIN—TEL T, —EORNDEELY MITHIENTEET, [LEBEINALEL—
(Processed View)]| #{FH L T. ¥ —EX JIN—T&L Pty bEERL. 7JO—2FZFLET. [HEaEa1—
(Consolidated view)] Tld. ZNSDEFHRD 7 O—ESSICEHEL T 7747 04—V =)V EBEEICERT
E5LDICLET.

70— LO—RFOXRERBLVBEEDHRSITAX
REETBLVBED7O— wILIE LAY —PERICHRYIA X TEET,
TA—DHDETHR A—Y—lE70— ©ILEHRIIA X TEET,

AR SM

70— F—41. —&D WNIC BEIUMRET L U HSRESNTVILENHYET. BEiRty a3 OEK €5
BLTLEZ,

FIE

¢ T7O—0DIREN [HHET (Analysis Completed)] (/25 &, 70— F—7IVICTF—DBAhEINET, I
T—HENRIIARTBIICE. BIDLEICH—VINEBEET, CIOARBICHET A 2 PRRINET,
[#{57T (Source)] 7 E 7= (% [38% (Destination)] ZINwE7 A 3 E2 U v o Lo ROWTNHDF T a0 %
BERLET,

F7ar A

RAE< S > ERR BHORET D IP 7 RURADBRALTHIIFEE. ZOF T a3V &BIRTEET. 20
FT7a EFERLT 70— LO—ROZHETHRET VAERRLET,

FEEDIP 7 RLRLBERZ TRTOADPREETILT V2R TEZHEE. EOXETIP 7 RLABERTEEY. TN
DSADIEEIR. V—X 7 RVREEETDLENHVET. 5k IP T RLADY -5 v ME
ELTRBDEZHFAIT S EFHESNE A,

A=y T TEREWZ tFalFq FN—TICBTARETL VI IICRFTESN, RETS O REBBTEET.

VMware, Inc. 449



NSX E® A1 K

FTFa>y
tFaVT o« JI—TOER

BREOEFaUT4 JI—TIEMLTEE
¥z

IPty hEERLTEEHRR

B#ED IP £y MMIBIMLTEEBRA

TYPT -9 ICRY

RORTw T

tFaUF 4 FL—TORFERH KT a>) EANLET.
"~ (Next)] €2 v 2 LET,

C ERBFOEFaUT4 F—TFCEMTEA T s hOREEFEELET. Sk
U, 74V BEEEEEL T, BEREERLTIRETL VEADLIENTEET. 7
ANSRETE, BHONSA— 5 hBHR— FENTNET,

d tF*¥aUFq G—FIEMTEHUY—R% 1 DLUELERLET, tFaUTFa F)b—
FIZ1DDUY—REBMTHE, BETHTRTOUY—RbEBMISEMSNET,
FERE BTV ERRT S L, BET S WNIC SEBNICEF2 T4 JIL—T(C
EMENET, tFaUF 4 F—TICRRDA TS 14 hEBHBENTEET,

IS RY

WEXA T
LHy—R=bk GI—T
vApp

Tty —

e [&R~N(Next)|2oUv o LET,

f FaUTa JN—ThoBNTEFTO o MEBIRLES, CITERLIEATY
TV ML BMEEER T HESDITHDDOEST. BICEFaUTa JIL—ThH5KBRHA
EhET,

g [kN(Next) 22Uy o LET.

[xEnHeRR (Ready to complete)] 7« > ROT. ZFaUT 1 JI—TOHME MR
LEd. [T (Finish)] 22U v s L%ET.

=y

RIE< L > DIFE BRURET S Y BEHDOEF VT 4 JI—TDAN-THBEE
3. BATZEF2UT 1 JIN—TEBRLES. COFT> 3230 IP7RVABEET
T4 —IVRELEBEET « —IVRICHZHREFEATEEFA, Raw IP 7 RL DA, [BE
H#DIP £y MIBMUTEEHMA] AT a & EALET.

a (EAFEERA TSI bDOURMPS, BROY—ER JIL—TE20U v I LET,

b [OK]Z2UvoLET.

IPty hatld 5L IPTRLRDEY b2EKIC, —ECT7 747 04— IIL—IL&#ERA
TEET.

a IPtybo&mRIEANDLET,

b F7>ar) SBEANLET,

c #HLWIPEYFDIP7RUVRERZIP 7RV REEEZANDLETS,

d [OK]Z2UvoLET,

12D IP7RURDBEHRD IP £y FMTEENTNWIEEDHYET., ZOF T 3> %&1E
A5 RRSNTWBIPTRLVRZRDIP 7 RLVRICEEHWMA DI ENTEET,

a (ERAFEREFTO DS BEHDIP £y FEEBEIRLET,

b [OK]ZsUv o LET.

CINDEEETDT - ICRLET,

TJO— EBZF U TICEDWNT I 7AT7 I 4—=I)L =L EERRLET,
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FTVG—=230 =L IRx—=vTDIT7A4T7 04—V Jb—ILOERK

Application Rule Manager T. 774794 —JL JL—)L&iRE. k. LICES. FTICBESHTEET.

f

[

0

FIE
1

REM

— La—RBDHENRIS 7747 04+—I)L b= IVEEKRTEET,

70—ty araMEEd. [LEIN/AE 21— (Processed View)] 2R RL T 5154, B—D70O—
WEEO Yy o2, Shift F—&MLADNSHENDOEI. HREDORIDIEIZS ) v o L TEROEIEER
L. B2Uv o LET. [#EE1— (Consolidated View)] #RRLTWAi54. 70— wILEERL, [T2
ar (Action)| 7A4a>& 20Uy o LET, [7747 U+—I)L IIL—ILDERK (Create Firewall rule)] % iR
LET.

FRZ7 7472 +—J) JL—JL (New Firewall Rule)] Rw 77 v 7 D4 v RUHHE, BIRLEFTDT—4IC
EDONWTITRTORILOABRBAWEINE T, EHOBIDBRBIRENTWEBEER. V—R =T v b~ U—
EXDZEF T bDBTART, =IO T 27 4 —ILRICEMENET,

HLOIL—ILORFEANLET.

FT>ar) BOYV—REEFI—4Fy FERIRTDICE [V-R]FEE[4—TY M ORY I RD#EICH
5 [EiR (Select)| &2V v o LET, FHAERF TS MPSFHLWY —REEEFIY—Fy MEIEEL.
[OK]&=2Uwv o L%,

(F72ar) ROY—EREZERT B2, [H—EX] DRy I RDO#EICH S [EIR (Select)l 20V v o LE
T, M7 747U +—I)TIE FTP, CIFS. ORACLE TNS. MS-RPC. SUN-RPC o 70 kLD ALG
TTVT—=2a3>y NIV TF—hUzA) BYR—bENTWEY., Edge TlE FTP © ALG OHHBHR— K
ENTWET, ARG 7O bhoHLWY—EXREREL. [OK]|£2U v o LET,

FA7ay) W=IEHNORA—-T[CEBT (1L [@R%] DRy I XA0#EICH S [EIR (Select)] 2 1) v
JULET., ROKRDFHBAICHE> CHEYILEREZT. [OK] 22Uy o LEST, T74I 8T IL—ILIZHRAIC
FoUvy oL VNIC [CEBREENET.

=V OERE #B4E

RENDERPTETNEZITRTDIFTRY [T 7AT 04— IIIA A= IENTNBTRTDISRY(C
ZDI—ILE#EALET (Apply this rule on all clusters on which
Distributed Firewall is enabled)] ##RLEd, [OK] 22U v &
TBHE ZOIN—ID BRE] WIS [HEZ77ATOF—Ib
(Distributed Firewall)] B&RENE T

12UEDISRY. T—st5— DEREAR— -7, 1 [3>77+ 47 (Container type)] T. @A T2 o hEE

NSX Edge. v k7 —4. R > VNIC, £/FHEBRA vF RUET,
2 [fERFTHEE (Available)] UR R T 1 DUEDA TP 1 & b EER

L. @ 20y o LET,

W=DV =R T4=ILREFY—=Fy b T74—=ILRIZIERETS & VWNIC BEENBHBE. V—ILEEEICE)
ESHE 5213, [[BRL (Applied To)] ISEETEBEDAMADIRET S > & VNIC ZEMT HBENHY ET,
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6 ROXRTHPATS [722 3> (Action)] £ZIRLET,

Toar
G
7avy

BT

R

BELULKETT. 5ik. Y-—EXADRXRELS T4 v 0 ZHFALEY.

HE

LE(ETT, %85 ¥ —ERDRZRENS 74 v o&7Av I LET,

FFAISNABWAT Y MCHT BIEBEA v -V ERXELET,

TCP ##Tld. RST X7y bBEEENET.

UDP. ICMP X Uz0ftad IP i Tld. B EZiESh/ia—REENS ICMP Xy
-V PREINET

7 ROvZ¥OoroREES) v LT, =)L [AHE (Direction)] 3§ L £ 7.

8 [OK]|Z2UvsoLEY,

RORFY T

T7AT7 4= )L IL—=IVERTLEDT, 77U =23 =)L IXFZ—2v TODIT 74T 04—)L )L—ILOFET

LEEESBLTSLEE,

TFTVG=2a b=l IRx—=vTDIT7A4T7 04— IL—ILORITLERE

Application Rule Manager Z{ERLT7 747 04 =)L L= IV ZERES LUVRITTEET,

EEREN=T7 74 70 +—J)L JL—JLIE. Application Rule Manager ® [7 7 4 77 # —)L Jb—)L (Firewall

Rules)] ¥ 7 TEETE %7,

R

JO0— T4V T vy arhsT7rAT7 04 —Ib IIL—ILEERBRLET,

FIE

¢ TJO—FZHAVT vy arhoERLIET AT A=V IIb—=IUIE [Z 74T 04— )L—)L (Firewall
Rules)] # 7ICRRENET, RDF T 3>D0TFNhERRLET,

FFar
AT

e
IR

VMware, Inc.

e

a

d

R L7 747 04 =)L IL—ILEFRETT B(C(E, [3fT (Publish)] 22U v o L&ET,
Ib=Ib(F. FILWWEI> 3 ELTRITEINET,

7747 0+—) V=D [EY i 3% (Section Name)] ZAHLET,
BEDT77ATIA—IVEET. HILWI 74T 04— ©O 2 a3V EBAT BI5MEE
RUET.

[OK] 22U v o LET,

T7AT 04—V V—IVERETHICIE. MET AV EBRLET.

T7AT70F—ILIIL—IVEHIBRT BCE. FOXTAIEB#RUES,
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FTFa>y L]
TRE I—=IVETAHRICBET 2. TRE7ZA 2 &ERLET.
&RED J—IVE EARICBET S, ERE7A 2 &ERLET.

EF O TIT7AT A= IN=NE [T TIr—2 32 b= ¥Fx—2+ (Application Rule Manager)] 7 5 %
TL7=54E, [B1T (Publish)] R& > (C1E. 20 3 @MBMENET., £DE. [Application Rule
Manager] DoRTETOE. 77470+ —IVEEROBRFED Y L 3 M5, £0D & Z(C [Application Rule
Manager] TERRIBE/RIL —ILTA—N=F 4 RENET.

TUO9T4ET 4 DER

TUOTF4ETF BEZS Y TEERT S E, vCenter Server TEIE L TLV5 Windows ¥R by FRIET L T
FRADOT7 TV — 3 &b TEET, ZORBIICEY, BEICHITE 2 EF 1) T4 R —Z@ICRE
TZE9,

F: NSX7074ET74 EZ4U2T1E NSX6.3.0 DU U —RTIIHREN/ZOVERETT., 2—F— (32D
BEZES|SHMEMEATEED, JOWEEEF NSX DESEDY U —XTIRAIRENDZLICTEE<SLEE ), NSX6.3.0
LTI 7974674 EZ4 U ITEIELS, TVRRSAVPOEREFERT L LELHOLET,

TF2UTA RUD—ICLoT 7TV —2aVICT7 OV ERTEDZI- Y -DPREENTNDZENDBVET, &
SUREEER TIT4ET74 EZSUIDUR-—bPEERLT RELEZIPTRVAR=RDT 74T+
— W= DPBERLIEEBYBEL TOWSIDEDDERRTEERY., 7974574 EZ4 U JTE 1—Y—
BLOTTVT—2 3> LNIVOFBERT ZET. BLANLOEF2UT 4 RUS—ZELNILDO IP T RLRE
LUy hT—=JICEEKLET,

22-4. {RIRIBDOFRK

Active Directory

VM VM VM

E=nD=—5

172.16.254.1 172.16.112.2

TOTAET A DER DT —sNEEZFNCTHE LR—FERTLTADNMUNS 74y QY -0B70€X
THREY E) PEAFRANT T4 v (UY—RERE, AR M) a0 TFHEOME SLPH—NIC
7 7+ A L 7= Active Directory )L —7) #XRRTEET.
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22-5. 7074 ET 4 DER ZEALRBIRER

EPIC f f
S Endpoint | Endpoint

Virtual . .
John > vm . " A%e M NSX Manager Active Directory
I A
VMware ESXi
=—=C—[

Active Directory 7)) r— V—2R =l V—2R A—4y k
gn—7 vavg <4 18 IP7KLZR IP7KLZR

DoctorsWS13 | EpicSVR3 | 172162641 | 172.16.112.2

EE: Linux{RET T 79746740 B UV JIFYR—bEINEHA.

TO9T4ET4 BEZH VDY AT VT

TOTAET A B2V IEBEESEB(ITE. AN A MARRG Y RIANDA VA=)V, TAK A
YhARRG 3V REBI VDAV A =)L NSXT7OT 4 ET 4 EZFUTEFBRTEEE. W< DHD
FlEERITTIHENHY ET., £7/-13. Service Composer ZFER L TEDRET S VEERT I EFHIHT S
EHTEET,

HIiRERE

m NSX DA UAS—IVEHT, BMELTVWBREDRHUET,

m  NSX Manager (. Windows k8~ > 1—H—(C—31F %)L —T%Hi5T % Active Directory 4 —/\(C
Vo OINTVBREBHYET,

m vCenter £ X ~UIZ 1 DLULED Windows TR by T RIEER S U IEENTWBHLENH U ET,
m 5HO VMware Tools 73 Windows 7 X kv 7RIS V TRITSNTVWBLENH U ET,
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NSX EEAA |k

FIE

1 vCenter 41 X2 FURD Windows IRIEEY S VICHTRAN A MARRG L 3y RSIANDEEA R M—
IENTWERWMEE, 1 AM=ILLET,

a [arbta—)b XxNTOsSs\T05 S A E#EE (Control Panel\Programs\Programs and
Features)] ®IEIC#EIL. [VMware Tools] 254 1) v - LT [EE (Change)] ##RL £

[B§ * ControlPanel » Programs » Programs and Festure:

| Home

| updates

= Features on or

-am from the

Uninstall or change a prograr

To uninstall a program, sebect it from t

Organize =  Uninstsll Change  Re

Mame -
B Adobe Flash Player 17 MPAR]
€ Google Chrome

[ Whermaalt Visual C=« 2008 Redigriby
(" Microsoft Visual C= + 2008 RedistribL
B Microsaft Visual C=+ 2008 Redistriby
0 hicrosoft Visual I# 1.0 Redistributabl
@ Mooilla Firefox 38.0.5 (636 en-US)
EiMozils Meintenance Service

" TextPad 6

(5 vitware Client Integration Plug-in 5.
(5 Vhdware Client Integration Plug-in &

g

& Uniirestall |
g O]
& Fepair 0

b [Z£% (Modify)] ZZ#IRLET,

¢ [VMCI RZ 4 /X (VMCI Driver)] T, [FRAN A FOARRI L 3> RSAN>O-A)I N—=FK RSA47
24 R ~=JbanEd (Guest Introspection Drivers > Will be installed on local hard drive)] 4

v LET,

ik the wons n $he tree below o change the way features will be nstaled.

= | V58 Mouse Driver # | Seect bo install Guest Introspection
SVGA Drrver Thn Agent on the virtual machene o
= A Driver be protected by Guest
VDRt 3 NI Drivver i Rt
Wolume Shadow Copy Seraoes Support This featune recuines 42968 on your
VAT Dirvoar hard drive.

= Will be installed on local hard drn-t_]

8 Entire faature will be mstalled on local hard drive
¥ Entice feature will be unavalable

vmware

[ Help

Il Disk Lisage || <Back || Mext>

||_cancet |

TANAYFAARG L 3> BS54 NFE Windows REEY S > TEDT TUT—2 3 U BRITENTNS D
EHRHEL, COBHRE YA A FARRSI L IV RBET U VICEELET,
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2 TAMAZPARRG 3y RERVEA VA M—IVLET,

VMware Tools Z#&HTA VA =L B15E. [ XF A (Custom)] A 7L 3> &ZIRLET. VMCl 7+ )L
YT TFAN A AORRY T 53> RF 4 /N (Guest Introspection Driver)] Z#iRLET. RSANET 7+
IWETIEBRENTOER A,

VMware Tools &4 > A =)L L=EICRSANEEBNTSICE. ROFIEEZRTLET,

a vSphere Web Client T. [Networking and Security] > [1 > X k—/JLFI]E (Installation)] > [ —EX 7
704 (Service Deployments)] DIEIZHEEL £7.

b #HLWH—EXF7O/EEMLET,
c [FARKMA2HFARRY L 3 (Guest Introspection)] 2R L £ 7.
d Windows REEX I UHEENDRAS VSRS EZEIRLET,

e BYBT—FNR—R FyrT—0 IP7RURBRANZXLEBRLET. TR A2 bORRSY
3 R¥EYTDHCP AL TWEWNES, IP 7 RLR T—ILEERL TRV HTET,

'j'_.-.mnlwmuus-uwm 1

+ 1 Salect services & schedubs Ready to complete
Revew setings before Sinishing the wizard
" 2 Select clusiers

g Select storage and Scheduleal; Now
Managermenl Network

i Guestintospection ) Compute 8 [ ds2 2 Compute_VDS-Mgml  guestintrospaciion
i Guestintrospection [fjComputes [Ejds2 2 Compute VDS -Mgmt guestintrospaction

L] i L

Back Finish Cancel

BUVSAIRADZERANITI DTD, 2DDTAM A FARRG S 3 RETS UNA VA N=ILENE

192.168.210.52
wrmdowsT -kpy

TS
i Guest Introspection (2}

43 linus-webl
£ il compute 8
[B 19216821053

f% db
Fih Guest Introgpection (1)

T inux-web
[y windows7-web
& [y Hanagemert and Edge
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3 Windows (R~ > T T7I9T4ET4 EZH U TEBHLET,

a

b NSX7074ET74 E=4UJTRE (Edit))| 22U v oL, [0 (Yes)| €0V v o LET,

[(RRX +BLV S X% (Hosts and Clusters)] £ 2 —7T Windows R~ > Z&=2EIRL. [H~< U

(Summary)] ¥ 7E&ZEIRL £ T

vmwaEne vSphere Web Client LE

3. Hemou o) Geting Slaned | Summary | Moniicd  Manage  Relsed Ojects
P (@ B8 g

wendhown T app
w280 110.28 Gasest O Microao® Windowms T (BB
+ [ Uatacenter Compaliity, B0 0 aa b (VM v
'u Compate & Wilwars Tools Ruanng, wenscn B (Cument
R 192 18821082 DHE Pame BI04 D01 vereans can
&, Cuesd infros pection (2) P addressss 1729
5 liu-app b
A s wab 3 | Hedt
i :3‘
= [ Coonpain B
[ 102 188 21053 = RSN ACany MonBoring .
-1 vatual Machine Data Coflecion +* Enatie
'::. Gusdd Efcspachon (1)
2 us-wab e
3 wndows T -web
| _ [ | . Y e

BRI I NTD Windows (REY L > TZOFIEZEYRLET,

4 (FT7r3ay) BEREITSVCenter F 7O MDURNEZEETEN, A N— T IL—ILEEELE

ER

a

b

vSphere Web Client T. [Networking and Security] > [Service Composer] DJIEICEENL £ 7,

[7oF74ET74« E=Z4 U Y T—4 & (Activity Monitoring Data Collection)] T2 U7« ZIL—7

ZiRELET.

RO Windows RIEY 2 >80 S A ([LEME N, RIET S U DBEBICERSNDS KD [CEHIA /N —

Sy T II—IVEEELET,

TOT4ET4 BEZO UG vXa)Ta JI—TI28HD, £7=13B9 3% vCenter Server 77> ¢

I hEBEIRLET.

TOTAET s B2V IEBRNILREY S VEEBNIC 7T 870 EZ5 U2 2+

T4 JI—TICEENET,

ZDBITIE. &RiD winl THREDS TR TCORBI UPEFNIC 7974 ET70 E=Z4 U0 vFaUTFT
4 TI—TIEBMENET, DFEYU, CNODREXTS VTR 79T 4ET 4 EZSU I BEFNICERIC
BTYET,
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Eesl Securily Group
1 Nams and descrybon Ready 10 complate
W 2 Define dynamic mimbership
Hame Aty Wasitoring Data Cakection E
« 3 Select objects 1o include
Deeeriphan
w4 Splecl obyects 1o excheds
" Sppa Globa
ol 5 Ready 1o coampheta
Drynaimic mesmbsrahip
U & rrEiching (Afy) of e criless Bl
¥l Hame Starts with i
Dgects to bnckuds Db chs: b Exchads
1 wWInecwET-ape
H windowsT-wen
Eack Finish

TOTAETe EZSV T FUF
SOEsL VTR TOTAET A EZH UL IORBIELFUFEN ODHBLET,

AV e DNt Rk s iy 7/ 8

Cancel

ZRZEO % ACME Enterprise Tld, AR IN/A—Y —DHICEHDEELICHIBEEDT TV — 3 A DT

UEREHFALTVET,

TFaUT0 RUS—TlE ROELDICEHTNET,

n REIENAEI—Y—([CDOHh BELECRR TIVT—23 >0 D7V 2REHATS
B SHOY—NETERIAINEZTIIVT—2 3 DHEHATS

B BEDORY NI —IDSORBERR— MDHADT VL REHATT S

LFRICEDE, SHOEELAZRETS/-DICI—Y— ID TR UEREEDT V AFHEMNLETYT., £9. ACME
Enterprise D+ 2174 XL —%(L MS SQL Server (L LUERBT7 VL RADAHMPHFATEINTIND Z & EHER

TEO2VENHUYET,

FlE
1 vSphere Web Client [CE &4 > LE T,

2 [Networking and Security (Networking & Security)] 22w o LT, [79T4ET4« E=Z4 U5

(Activity Monitoring)] #2 U v 4 L%,
3 [RIE7 YT 4 ET 4 (Inbound Activity)] ¥ 72U v o LET,

4 IRTOREENSDT IV ERAERRT S(21E [ZETT (Outbound from)] DIEZ [EREZIFRD T X TD Active

Directory )L — 7 (All Observed AD Groups)] DEFEICLET.
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5 [#—7v MRET I DB (Where destination virtual machine)] T [&% (includes)] #:#iR L. [ %5
DIRNTOY—4v MrIE< > > (all observed destination virtual machines)] ##RL7=FEICLET.

6 [BLUvy—4v k77U — 305 (And where destination application)] T [&4 (includes)] %%
RU. [BRHMROITNTOY -5y b 7T —2 3 (all observed destination applications)] 22U v &
LTMSSQL —/NEZERLE T,

7 [#®%= (Search)] #2J)v o LET,

BEFERIC, BB —DHNMS SQL Server IT7 7 ERALTWSZ ENRFTENET, ZIL—T (BFE®
AE) FINSsDY—NCTT AL TWEHA,

8 [#/E7Tt (Outbound from)] D&% A= L VB4 Active Directory )V —FICRETHZET. ZDIITU %
WCTBHIEMTEET,

9 [#®%= (Search)] #2Jv o LET,
La—RERREINT. EES5D TN —TD1—H—%H MS SQL Server [C7 VLA TERNWZ LEHERTEE
ER

T I—DT7TIr— 3

TFaUT4 RUS—D—E8&L LT, ACME Enterprise Tld, §RXTOTF—4 w4 — 7TV — a0 &0

LT BREDHYUET. TNICKY, BREFRERELLY, BET S ZHNEY —XITRWEFLYV S ERERT
TVT—a v ERELPI<KAVET,

ACME Enterprise @2 57 REEETH S John (L. SharePoint Server AD 7 &t X7 Internet Explorer % 4
LThO# TN, RERLT TV —2 3> (FTP® RDP &) MZDY—NICT7 VA TERWI EEHERT D4
EPHYET,

FIE

1 vSphere Web Client [CAZ 14 > LE T,

2 [Networking and Security (Networking & Security)] 22 J v o LT, [79T74ET4« E=Z4 U5
(Activity Monitoring)] 2 1) w2 L£ 1,

3 [RMEYIY THT4ET4 (VM ACtivity)] ¥ 7241 v o LETS,

4 [V—RRET > DIFET (Where source VM)] T [&L (includes)] 2R, T—F 27 —DI R TORE
ROVDLREINDIN S T4 v 0 EF v TF v 20T [BEMKRODTNTDIRET > (All observed
virtual machines)] ZZiREN/ZFFICLET,

5 [4—%v MRET D> D5 (Where destination VM)] T [&4 (includes)] Z2#IRL. [BRMRDTRTD
{R#8< < > (All observed virtual machines)] =4 1) w # L T SharePoint Server ##iRL £

6 [#®F (Search)] #2J)v o LET,

BmR

RBIERD [7D b/ND > R App &4 (Outbound App Product Name)] %1, SharePoint Server AMD3 X T
D7 U R Internet Explorer # /"L TOHThNZI EMNRRENET. RBEERDLEBN—FLBEE. 0D
SharePoint Server IC7 747 U4+ —JL JL—IVLDBBRESNTNT, D7 IV ERAENITRNTHEIEENZZ EETR
LET.
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T, BBHERICIE. VR IIN—TTlEHL<, BEBINEIS 749y IDY—R A-F-—DNRRINET, B8R
BEREORMZEIY v o T 5L A—F—MET S Active Directory Z )L —T7 7L, V—R A—F—DFHMMBRRS
nEd,

BLTWSR— bDKEE

&1& John (. ACME Enterprise @ SharePoint Server [CRREEEAHDT TV r—2 3 0 DHMBT7 VAL TN
5 EEMRLIEDAT. BENEETHFEAICEDVTHELRR- MITERS ZENTEET,

BIRSM
Ty —DT T I)r— 3 FUAT, EEBE John (£, ACME Enterprise @ SharePoint Server ~®
FoT4 v oEBRLTCWE LA, /7. SharePoint Server 5 MSSQL H—/NXADITXRTDT7 /X%, HBE
L7ObalELET7 TUTr—2 a3 U BBICLENEZZITVET,
FIlg
1 [R—AICH%E) (GoHome)l 74 a>&0 v o LET,
[vCenter x— A (vCenter Home)] 22V v & LT, [{RIE~ > (Virtual Machines)] 2 J v 2 L £,
[win_sharepoint] ###iR L C. [E&%R (Monitor)] # 7& 40U w o L&,

2

3

4 [7UvT74ET1 EZ4 Y Y (Activity Monitoring)] 22U v 4 LE T,

5 [#—%v DiFFr (Where destination)] T. [win2K-MSSQL] #2#RL £7.
6

[%% (Search)| &4 U v o LT,

BmR

BTHERIC. SharePoint Server 7n5 MSSQL H—NRAD ST 4 v IBRRENET, [2—HF— (User)] 7l &
[ App (Outbound App)] ZIIZ. > RTF AL 7OLADHH MSSQL H—/NICEHL TWE I ENRREINET,
ZhiF John BHEEL TWHER T,

[Z{57R— b (Inbound Port)] 3l & [T TV — 3> (App)] BIIC. TRTODT I £ ADERAY — /N ETRITEIN
% MSSQL #—NICEE>TWDB I EMNRRSINET,

BEEROL 01— KASTET Web 750 P TRAFTEANES. K—JDETIEHS BT 7oavEs0Uy
3N, —EORBEEZINTIVAR—FLT., 774)% CSVEXTRETEET,
T—IPWNEEFMNIZTS

TUOTFAET 4 DER LR— M EETT SHIC. vCenter Server £D 1 BLUEDRIEY S > TF— g REEBMIC
TEHEVENHUET, LIR—NERITTIRIC. BMCLARESS DT O9T 4 TTHY, Ry hT—0 5T 4
wOEERLTWNAZEEEERL T EEN,

NSX Manager (£. Active Directory D RAA > O3> bO—ZICHBEHFTHILENH U ET., NSX Manager ~AD
Windows R A4 > DEFESBLTSEZL,

TOTAET4 BEZH U TICEK > TEBMEINDDIET VT 4« TIHEHREITTE, WNIC LRIV TT 74T 04—
IVWIILb=IICk>oT7Ayv o ENBEET Y bST74vPF. LIR—MIEIRBEINERA.
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B—QRETI > TOT—IREEZFMICTS
FSRER. TOTAET 1 OBER LR PRADDALES 5 FHETICANICT DLENHY KT,

AR SR

FlE

1 vSphere Web Client [CO &4 > LET,

2 [vCenter]zsUv oL, IR BLUOTFTFL— bk (VMs and Templates)] 22U v o LET,
3 EBIDOA RN RRIIVT, RETVEBRIRLET.
4

[EX (Manage)| # 7& 2o v o LT, [R%E (Settings)] ¥ 720U v o LET.

(3}

EBID/NSRIVT, INSX 7T 4 ET 4 EZ4 U 4 (NSX Activity Monitoring)l 22U v 2 LE T,

6 [fR&E (Edit)) 22Uy o LET,

7 INSXT70F74ET4 EZ9VY T—IRERTEEHE]| Y4700 Ry OXT [IZW (Yes)| 2o vl
7,

BHORE<T > TOT—IREEZFHICT S

TOT4ET4 BEZYUT T—9RETFa) T4 JI—TE BRIEESNEFaUT4 JI—TTT, =
DEFaUTa JIN—TICIE—EICEHRORET S VEBINTE, T—YNEEFZTNSTRNTORET L > TEHIC
BTYET,

T—HIWEF. TITAET A DER LR—FRFTOLIE<ED S5 FRETICANCT 2HEDHY ET,
FIE
1 vSphere Web Client (IcOZ 4 > LET.

2 [Networking and Security (Networking & Security)] 2 ') w & L. [Service Composer] 2 ) v o L%
ER

3 [BFaVUFa FIL—7 (Security Groups)] ¥ 7& 4o U v o LET,

4 TUOFAET4 EZSULY F—sRELF2UT 1 FI—TERRL, [FE (Edit)] ) FqavELY
v LET,

5 U44Y-—RICH->TRET VEEFa2UT4 JI—TITEMLET,
TIRERIDEFa VT4 JI—TITEMLAFEET S Y OIXTTHEMICRY., Z0eFaUTa JIL
—THOSBRA LIRS VDTN TTEMNTRYET,

RIE<X > 7OT4ET 4 LIR— bORR

R VPEZRETEINS 74 v o0, BERO—EDRET L VERRTEET.

[18% (Search)] €2V v 0352 ETT 74N MDORREBEFERLTIAMY Y VT VERTTHI LD, BEHFIC
WU TOTVEERTHIEHBTEET,
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AR
B TRAMNAVFARRG D 32 PBREICA VAN —ILENTWIHENHY ET,

. RAALCHNSX Manager [CEHREINTWASRENHUET, RAASOEFOFMICDNTIE NSX
Manager ~® Windows R A4 > DEFESBL T ZEN,

n TIREE 1 BLULEDREBY L THENCTILENHYET.
Flig
1 vSphere Web Client [CH 44 > LET.

2 [Networking and Security (Networking & Security)] #2 Uy oL 7T, [7T71ET74« EZ4 U0
(Activity Monitoring)] 22 1) w2 L¥ 1.

3 [RE<LY 774 EF 4 (VM Activity)] 724w o LET.

4 [V—XDFFr (Where source)] D&ICH D) o0& )y I LET, RENT T4 v o EaRRTDIREAT
EERUET, BIRUAREBI D VELVR-MNIEDHZIMD. ELEIEVR—EDOSBRATEINERLET,

5 [#—%v bDiFFr (Where destination)] D#(CH 2V 0&20 Uy I LET, BEMNS T4 v I ERRTHIR
BV EBIRLES, BIRULAEERETS VELVR-MNIEDHZD E2ELVR-MDOSBRAT HENERLET.

6 [#ARE (During period)] (@) TAAYEI Yy oL, EBROHEZEZEIRLET,

7 [#&% (Search)| &4 v o L¥ET,

EES

BELERETTZ AN ) Y ISNERBBERVPRRSNET, TOI-Y—ICETSFHMBERERTTHICE €
DITEsV vy I LET,

BEOLOA—RELEFZIOR—2OIRNTOLOA—REIIVRR—KFLT, cSVERXTT 4 LI MNJIZIRET SIC
Z. R=SDETFIZHB (=~ FAaArELY YO LET,
FET7I9T14ETADRT

TR T T—=)b. ®FaUTFT 4 JI—T. F£7=1L Active Directory )V —TZ L2, H—NDITNTORET
VT4 ET 4 ERRTEET,
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22-6. {57 VT4 ET 4 DERFR

TRY by T T—

Y

tXa)TFa GIL—T

Y

Active Directory
gn—7

Y

[1k% (Search)] 20U v 035 ETT 74V FDRRFBEFRALTI/M VI JTVERTISHIED. BRI
IWCTOTVEERTHIEDTEET,

EE-=S03
B TAMAYIARRG L 3y BREICA VA=V ENTWDREDRHYET,

B RAA2H NSX Manager ICEHRENTWSREDBHY ET. RAASCOEHROFMICDNTIE. NSX
Manager A® Windows KA A > DEFESBL T LI,

n TYR&EE 1 BULDREBY LV TEMCTILENDYET,

FIE
1 vSphere Web Client [cO &1 > LET,

2 [Networking and Security (Networking & Security)] #2U v o LT, [7T71ET74 EZ4 U0
(Activity Monitoring)] 22 1) w2 LE 1,

[ZE7 27« ET « (Inbound Activity)] ¥ 7& oV v o LET,

[3¢/S5t (Originating from)] D&EICH B 2 E U v I LET,

TOTAET 1 &RRTHA—Y— JI—TD& A TEERLET,

[ZasDs 47 (Filter type)] T. 1 DUEDIIN—TEZZEIRLT[OK] 22U v o LET,

N~ o g A~ Ww

[¢ =% MRIEY S > Di5FET (Where destination virtual machine)] . [&@ (includes)] £7=(3 [t
(excludes)] #:2iRL. BIRUARET I VERRBRICED DD, FEIEBREDOSBRNT HDhERLUET.

8 [BLU¥y—4vy MRIEY T > DIFAET (And where destination virtual machine)] D#(CH 2D o501 v &
LET.

9 18LUEDRETSEZZERL, [OK]Z2 Uy o LET,
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10 [BLUy—5y ~ 77U -2 3 >Di5r (And where destination application)] ©. [&4 (includes)] £7=
(Z [B&74 (excludes)] #FIRL. BIRLIZT TUT—2 3 VERRICEDH DD, EEERBEDOSBANT S0 ETR
LET.

1M [BXry -5y b 77U —2 3D (And where destination application)] D#ED U > o2& v o L
E3

12 1 DRLDT7 7= a2 %&&8RL. [OK]| 22U v o LET,

13 [#97 (During period)] (B 7ura>2sUv oL, REOHEERRLET.
14 [#% (Search)| s U v oL &7,

HR

BELEEETTIANG ) VIINREBRENRRINET. BREOXRDEEDBHREZS ) v LT, EELER
MY UBERT7 T T—2 a7 0 ALEI—F—ICDW\TOBRERRTLET.

BEOLOA—RELEFZIOR=—OIRTOLOA—REIIVRAR—KFLT, cSVERXTT 4 Lo MNJIZRET SIS
u\N—Q@ETE%%[3774:>€0Uy7b§70

EET VT4 ET 24 DERR

tFalUTFa GN—TELETRO My T T=IICE > TRAFOT TUr— 30 &FKRL, LR—KIRUIL
VL THEDI—Y— JI— TR EBEET o> TWNBISA TN T TUr— a v el T 52 &0 TE

Y., FLER/EDT TV -2 a VTV RRROIRTDAI—Y— J)—TEA—H—28RRTBHILHBTEE
. INICKY. RIBETTAT T AT 4 7747 04— IVERESTDLEDHEIDEIDEHMTEET,

22-7. RET VT 1 ET 4 DRT

A<

B> SharePoint

R
n SRR AVRARRT L 32 BSEEICA YR M= LENTVNBLENSH Y ET.

. RAACH NSX Manager [CEHFENTWDIBEDNHYET., FAAMOBEZROFHICDONTE. NSX
Manager ~® Windows R4 4 > DEFESBL TS ZE0N,

n TIREE 1 BLUEDREYS CTHENCT 2HEDHYET,
Fl&E

1 vSphere Web Client [CE &4 > LE T,

2 [Networking and Security (Networking & Security)] 22w o LT, [79T74ET74 E=Z4 U5
(Activity Monitoring)] #2 U v 4 L £,

3 EMORA LT [EET HF 4 EF 4 (Outbound Activity)] & 7H5BIREN TS = & 4HALET.
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10

11
12

13
14

BwR

B

[®{E7T (Originating from)] O#&ICH 2 0 E& 0 1) v I LET,

AN A FARRG S 3> ZRLTRESNZIRTDIIN-THRRENET.
Y —RERRERRT D51 — JIL—TD5 A4 TERIRLET,

[Z 4% (Filter)] T. 1 DLUEDIN—TEZIRLT[OK] E2 U v o LET,

[7 70— 3> DA (Where application)] T, [&T (includes)] £7z(3 [fg74 (excludes)] # =R L.
RUET TV =2 a v ERRICEDDM. EEERENSBRATEINERLET,

I

[7 7V —3 3> D188 (Where application)] D#ICH 2 o500 v o LET,
1DLUEDT7TUr— 3 &FRL, [OK| 20U v o LET,

[BLUy -4 v bDHRT (And where destination)] T. [T (includes)] £7=(3 [kt (excludes)] =R L.
BIRUARBY D VERRICED DM, EEFBRENSBATE2DERLET,

[B&LVy -4y ~Di5FET (And where destination)] D#(CH 2 ) 050 ) v o LET,
1 8L EDREBEY S VEBERL, [OK] 22U v o LET,

[# (During period)] (E) 74322409 oL, REOHMERIRLET.
[t8% (Search)] 20U v o L&,
AFMEICRZ2O0-—ILLT, RRENTWDIAITRTDEREEIZILET,

LERBTT7 4G ) Y TENIRBEBERDBRRENET., HB 120720 v o LT HEDT TV —2

aVEFERALTEEDIREY Y VICT 2t A L7= Active Directory Z )L —7AD1—H— (LT 2iEHRERTLE

ER

BEOLIA—RELEFIOR=—2DINTOLOA—REZIIVRAR—KLT, cSVEXTT A LI MNJICRETSIC

=S

R—SDBETICHS (=~ TAaAYELY v LET,

AR M) aAYTFREROEEERDRR

Active Directory Z )V =7, €F+aUT 4 IN—TELWNEREFTRI My T TV IREDEFEEFH I TFTET
EENDbST74 v I0ERRTEERT., NICKY, EFY—ERXCHTEHT7I/EREZHANLTTE, BE>TEN
TeA RN AVTFERE. TR My T T—=I)b. LU Active Directory )L —THEIDBREBEBRTEET,

22-8. AT FHEDHEERER

Active Directory T4 IN—=T

vAVRY

FREED RAEEDEF

gn—7

Y

APP
os

o €
i)
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[18% (Search)] €2V v 052 ETT 74N MDRRFBEFERLTIAMY Y VT VERTTIHI LD, BRI
WUTOITVEERT HZEHTEET,

ISt
B JAMAYEARRG L3y DRIERICA VA=V ENTWDREDRHYET,

B RAA ) NSX Manager [CEHREINTWSLEDBHY ET. RAAOEHZROFMICDNTIE. NSX
Manager ~N® Windows R A A > DEHESHL T LI,

n TYR&EE 1 BULDREBY LV TENICTILENDYET,

FIlg
1 vSphere Web Client IcOZ 14 > LET.

2 [Networking and Security (Networking & Security)] &2y o LT, [79T74ET741 EZF U7
(Activity Monitoring)l 2 v 2 LE9.

3 E@DOXRA>O [arTFRAEEEER (Inter Container Interaction)] ¥ 7 #RL £,
4 [3/57t (Originating from)] D#&ICH B U 0& ) v I LET,
TR A FAARRY 2 3Y ZRNLTRESNLEIRTD I —TBRRENET,
5 UY—RERFERRTDI—Y— I —TD5ATEERLET,
6 [Z4J% (Filter)] T. 1 DULDIIN—TEZIRLT[OK]EZo U v o LET,

7 [#—% v bDHZAET (Where the destination is)] T, [—3& (is)] E£7=(3 [#5RT7x ) (is not)] Z:2IRL T, iR
LTI —TERRICEDHDMD. £RIIBRBNOSBAT ENERLET.

8 [#—%v bDBET (Where the destination is)] D#EICH D) o &0 1) v o LET,
9 JI—T 54 TEBERLET,
10 [Z7 «J)V% (Filter)] T. 1 DULEDIN—TEZIRLT[OK| &L U v o LET,

11 [#9R (During period)] (B 71222409l BREOHEERRLET.
12 [#&% (Search)]| &4 Jv oL %7,

BR

BELEFETIANG ) D VINERBERMPRREINET., TREZIU VI LT BELEIVTFHIITOER
LAY —[CDWTORBHRERRLET.

BEOLI—REAEFIOR—SDIRTOLIA—REIZRAR—FLT, csVERTTF AL MNUICIRETBIC
u\N—Q@ETE%%[;'74:>%7Uv0biTo

Bl: 48 aOTFF VT VURBIOHMEER

n HFAINTODBEEDHESD
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vCenter Server 4 A b TaAVTFFEEEL, IL—IILEEBMLTINSOI YT FEDOBEEZHALEE
4. [BE7t (Originating from)] 7 «+ —JL R & [# =4 v b DiFFF (Where the destination is)] 7 «+ —JL R THg
ELZ2DDAVTFITIDIIVERTTAHIEICEY, I—ILDEEL TSI &R TEET,

B EDEEINTVDREDOHER

vCenter Server f >R N TAYTFEEEL. I—ILEEBMLTINSOICTFEDBEEERE LS
4. [BE7t (Originating from)] 7 4+ —JL R & [# =4~ b DiFFF (Where the destination is)] 7 «+ —JL R THg
ELEZ2D0AYTFTIDIIVERTTAHIEICKY. IL—ILDHEELTWS I EEHRTEET,

n ERSNTNSAED T T BEEDOHER

AVTFIOAUN=[CAL AT FTOMDA L N—EDRBEZFALRNVKRY S —ZRELTNDHE, ZDY
TUERFTLTRU S —DHEREL TWB Z LaMRTEET, [RET (Originating from)] 74 —JL K& [4—
7w h D5 (Where the destination is)] 7« — /L FOBATa YT FEZFERLET,

. RERT O XDOHERK

vCenter 4/ AR MU TaAVTFEEEL. —ILZEMLTINSDI VT FHEOBEEZHAILIZELET,
ELEHDAYTFICTH. O —FADAYTFEE LK BELLEWAIN-DEFET HAIEEEDIHUYET. TD
BE. SOULAEAYN—Z@EY I TFHoEIRLT tFa )T HlHllZzHELETEES. ZDLDAHBUR
hEES T B (21E. [F{ETT (Originating from)] 7 « —JL Kk &[4 =5 v b DHRT (Where the destination is)]
T4 =)V ROBATEYZIATFERIRLET. [¥—F v bDFAT (isnot)] 7 1 —IL ROBEICH S [HKRT
720\ (Where the destination is)] Z2#RL £ 7.

i%X{E Active Directory J)IV—7 754 ET 4 DERR

EFEEH Active Directory JIN—TDAVN—BD ST 4 v 0 ERRL. ZOT—FEFERLTI7 74T U+ —)
W=V WRAETEET,

[18% (Search)] €2V v 052 ETT 74N MDORREFBEFERLTIAMY Y VT VERTTHI LD, BRI
WUTOITVEERT HZEHTEET,

AR S
B TAMAYEARRG L3y DRIEICA VA=V ENTWDREDRHYET,

B RAA ) NSX Manager [CEHREINTWALEDBHY ET. RAAOEHZROFMICDNTIE. NSX
Manager A® Windows R A A > DEHESHL T LI,

m TIPNEE 1 BLUEDRETS CTEMCTI2LENHYET.
FIlg
1 vSphere Web Client (cOZ 14 > LET.

2 [Networking and Security (Networking & Security)] 22Uy o LT, [79T74ET741 EZH U
(Activity Monitoring)l 2 v 2 LE9.

3 EflD~RA > D [Active Directory )L —7E L0377 (AD Groups & Containers)] ¥ 7 #RL £ 7,
4 [%®(57t (Originating from)] Di&EICHZ V> o&20 ) v I LET,
TAMAYRARRG S 32 ZNLTREENLETRTDI I —THRRENET,
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a

RREICEDDI-Y— JI—-TDsA4TZBERLET,

(=2}

[Z7 4% (Filter)] T. 1 DLUEDIIL—TZZIRLT[OK] 220 v o LET,

~

[Active Directory # /)L — 7 D1i5Fr (Where AD Group)] T. [&% (includes)] £7z(4 [(&4+ (excludes)] % #iR
L. #BIRL 7= Active Directory )L —T7&#RRBICED DM, LEIIRBEDLSBANT E0ERLET.

(=)

[Active Directory &) — 7D 5Fr (Where AD Group)] D#EDY > o2& Uy o LET,
9 1 DLIE®D Active Directory 7L —7%5ERL. [OK] &2 U v I LET,

10 [#97 (During period)] (B 7ra>2sUv L. REOHEERRLET.
11 [#% (Search)| 2o U v oL &7,

HR

BELEFHETIANI Y D ISNERBBRPRRINET ., TRZIU VI LT IEELIEEF2UT 1 JIL—
TEEEFTRONY T T=IVADPS Ry T =2 UY—=RICT AL TS, $5E L 7= Active Directory &)L —
TDAVN—DIFHERRLET.

BEOLI—RFLEFIIOR=—2DIRTOLOA—REIZAR—MLT, cSVEXTT A4 L2 MJICRETSIC

F. R=LOETICHSB E TAA eI Uy O LET,

T—IREDF—/N—=54 K

Iy NT—OBEBRAEDBREBHEDERIZ. 70—\ LRIV TTF—INEEFTICTEET, ZnIckY. o
TRTCOF—FNEREN A —N—F4 RENES,

FIE

-—

vSphere Web Client [CAZ 1 > LE T,

2 [Networking and Security (Networking & Security)] 22 v o LT, [79T4ET4« EZ4 U0
(Activity Monitoring)] 2 U v 2 LE T,

3 [BR7E (Settings)]| # 7&o Vv o LET,
4 FT—HREEA—/N—F4 R % vCenter Server ZERLET,
5 [REEdY)]E2VvILET,

6 [LR—MMERT—4% DUXE (Collect reporting data)] & ZIRER L £ 7.
7 [OKlZ&Z2UvyoLEY,
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IV RRAY FOERT—FDURE
IVRRAPDERTIE. A 0OS AOEBEDTOCAEFDOTOCAMERAL TSRy M —JiEHEE < v

ErJTEET,

F: TYORER BAFA2BICT—SDEEBRTENES., T—YEZHETHLEC, IRTOEY I3
YO7A— LO—REHDPHEREIN. La— FOHED 2,000 FEBA S0, BitT4 X154 GB £8BZ T\ SIH5.
La—RpBBRESNET, BIRRE RbEVEY 3 UDORAL. T X—XRADT7H— L a— RO#HH 1,500
AETHH ETHERELES., Ly aryTT—9DHEEBRTENTNSEE(IC, LO—RO—FBRDONDARENE
BHYET,

GIE-=SE3

B ITYBRRAYPOERIE RO Windows ARV —F 4 >0 S ATATYHR—-bENET :

Windows Vista. Windows 7. Windows 8. Windows 8.1, Windows 2008, Windows 2008 R2, Windows
2012, Windows 10, Windows 2016, Linux TlZHR—brENFEH A,

m RETOUVICTANAMARRG I UPA VA R=ILENTWBLENHUET.
m HHO VMware Tools 45 Windows 7 X kv RET S VO TRITESNTWBLENH Y ET,

B 20 BLUTOREYS VEELEF2 YT JI—TF. T2 RRA > COEERDBEIET DFIDT —FUREIZH
ETY, S OWTIEEFa T JI—TDERESBLTS S0,

m TVRKRAYIEERLR— NERITTDHEIC, vCenter Server tD 1 BLUEDIRIEEY S > TTF— Y INEEZFHM
[CT2HENHYET, LR—FERTTIHC. BHCLAEBRER N T O9F 4 7THY., 2y hT—2
T4y IEERLTWAIEEHERL T ESL,

FlE

1 vSphere Web Client ICOZ 4 > L. EROFEST— 3> XA 25 [Networking and Security
(Networking & Security)] Z#RL £7 .

2 [T RKRA2FDEER (Endpoint Monitoring)] ZZRLE T,
3 [¥~xU]l& 7T [T—FINEDRA (Start Collecting Data)] #2U v 2 LE T,

4 [EFaVT4 JI—TOT—SREDRKRI Ry TT7v T D4V ROT T—IREDOHKRELEDEF2UT
1 JIV—TERRLET, [OK] 22U v I LET,

BRI BT 4=V R Ry VXAC—BERREINET.
5 F7—4I&%E[ON]ICLET,
6 [OK]ZoUvoLET,

A YDIY BRA Y FEREENSRRENET, EBORXT—F X(F [T -5 DIRE] IC7AYET,
7 [T—%REDEL (Stop Collecting Data)] 22U v o L CTF—YREERT LET.

[PV G TICT—IMANESNIRET, TV RRA Y MERBEESRRSINET,
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I2RRA FOER

TV RRAY FOBRTE, HEOT TUr—2 32070 RETDTOLAICHET 35y b7 — SHEHETH
feeEEy,

[(b<Ul4 7

T—HINEDTET R, Y UBE@IZE. NSX Manager D&, ©Fa VT« JI—7. WEENT—FDFA
L ROy MPIRRENET., RITFORETOEHE. b7y IEERL TN 7O XDBEDS. HIND
Ry O RCRRENET, ROFOERET COERE I v o T5E RICEHRET S [(REEY 07047
MEEd., N7V IEERLTWSTORRODEE I v oT5HE, RICEHETS [F7ORD70O—] ¥ THE
EET.

2FBDRY ZR(CF. 70-DR#HERT R—FYEORMBRREINET., 7O0—(F. Zy bT—2 574V 75
D—BDRARY—ATHY., "7y~ 547 FETIPT7RUVR, Bk IP7RLR, BLUR—FTHINSNE
T, B3 DLEICh—VILEBLSE, EFa T4 JI—TRID7O—-HBRTENET,
[R¥E<>o7O0—-1497

COE@EICE. RETS VY AOT7O—DEHEABRTENET,

B (RETSUE  BERERORET S > DOEH

B EFaVUTa JI—TADOT7O—  FETELEBEDERAROCF 1T« I —TRICHS. RETS
YEIDNS T4y 7O—

B EFaUTa T —THOT70—-  FETELEBEDPERAROCF 1T JIL—THIHB. RETS
VEIDNS T4y 7O—

m JI—THOHBEY-—EXR 70— EERWROEF 2T 4 JIL—-THOHEFEH—-EX 70— (DHCP,
LDAP. DNS. NTP 7 &)

B tFaVUTF4 JI—THOEEY—EX 70— BEEHROEF2UT 4 JI—THOEEY—ER
(DHCP. LDAP. DNS. NTP #1&)

ERDBEDRETL V2EI) v IT 5L ROBRERTNTIL IS TIBRRINET,
m RALtFaUT+ FN—TRORETS VEO7O0—

n HEY-EREELTO-—

» EiusdtFalrq JUN—TBOT7O-—

NTNWEIY v oTDE REYD VOFRMBRRENET, Fl70— Ea—(CF 7ARRE N—=232 &
TOERTERENTNS70-—DHEDBRRENET., HEY—EIADBEENDHEER. FRET A AV DBRREN
£9. 2EOREBT Y NTIVOBOREL Y v 035 TNOSDOREBTVEDT7O-—DT7OER 7A—0DF
HMPRRENET,

B EETOTOLR: ST 4 v o EERLT7O—%2BET 27 7)) T—32 3 IRTAEET 7 14 )LD 4R
B FEETON—23y FEETOTZ AL N—2 3>

s JOba)l:TCP
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B BETORR: JO—DWEEADZTACRDY—N T TS —2 3V /RITAEET 7 1 )LD RH]

m SEEAR—bEEDKR-NES

[(FOovRp7O-]147

COE@EICEF. 7A—EERLTWBRTRTOT IUVS—2 3 D) A NPRREINET, RICIIXROABDBRRS
nEd.

m JORREG: NS T4vOEERLTWS T T T—32 3 DA
n RETIUE

B tFaVUTs I —TROT7O—  XEXEERBENERMROCFaUT4 JI—TRIZHS. RET>
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RAY TENISRERETHENTEET, TUT 4T 4 ZEICARNDONT Y MLEHSHREEND /D, T
v bORERICHEDSRELIZOD. N7y SOEmERICHESEELIZOPBDLPYET.

fL—R7O—(F, TAMREISVORF v IETRY EUEINDS ping DEXR/EEERUTIEAENZ EICEEL
TLEEW, Fr—R70—(F F—N=—bA Ry FNT—0ERBATEIY—IIFESNENTyY FEBRLET, &
RTy NSF—N—b A Fy T —0&RBALTHEET R MRIET Y VICEBEL., BUERTREIREEIC/R S £ TOHFH
BRanEd, =720, BASNEMNL—X70— Ty bME. REIZIZZBET A MRS VICEESNE A,
g TAMREBI UDBNT—F T7ORETH M —XT7O-DPEEICHET S LEEKLET,

PL—R7A-TIE ROLST1v o 54 TBHR—bENTOET,
n LAv—232=FvRb

m LAP—33=FrRh

n LAV—270-RF¥rR b

. LAY —2TLAFFr R

NHRGLANYE T4—I)LERNTy b A XEB/EL TNy bEBETEET, PL—RT7O0-OV—-XE &
([ZRE< > > DIRE NIC (VWNIC) TY., #—F v b~ TV RRA NI NSX A —N—=UbAFEEGET 25— 1A DIE
BOTNARICTBHEMTEET, 7=72L. NSX Edge Services Gateway (ESG) D7 v 7V v o DEICH D58
ZEBIRT DI LETEE A, BEE ALY TRy bEICHEELTWS D, £/ NSX SEGHEIL—F — &)
HLUTRETEZHREDPHYET.

FET WNIC £58% WNIC BRIC LAV — 2 RAAMVAICHEET 558, PL—XT7O0—#EELAV—2 £RR
ENEY. NSX DHEE. it VXLAN v T —2851F (VNI £723€ A2 b ID) DAL THDZLER
RLUET, NnF. 2E8D0RET UPRUBERS v FICHEREINTODIGEREICHKELET,
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HERESNLEDSEN>T BT LH =X NTy bEESN/CTEICERFEENLIEEZBERT DDITTIED
UEEA.

LAY =3 h—RT7A—-2ZF+vRAb bIT74vIDHFHR. 2DDI R RA 2 NI BIKDHERAA v F LIC
HY. BED VNI BRESNTVT, DEGHE/N—F— (DLR) [CEHSNTHET,

TILFEVY RN bS5 T4 v oDEE. EETIFRIEYS > VWNIC T, ZBEIEISTIVFFv A ZI—TF 7 RUVRITH
UET,

FL—XT7O-DOFRTIE. JO—RFr X ENEML—R70— Ty FPIHRICEENDZENHYET.
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GUI TlE, RDEZZRETEET,

= Ok --TCP. UDP. ICMP,

n  TEEEE (TTL). F7 4L ME 64 kY 7T,

s TCP x UDP OXETLELUZEER— . T 74/ MMEIZ O TY.
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FIE
1

vSphere Web Client T. [/k— A (Home)] > [Networking and Security (Networking & Security)] > [~ L —
R 70— (Traceflow)] DIEICHEE L £9.

vimiwviare: vSphere Web Client ]

Nangaior 1
1 Home EI
Reteorking A Securify
VE MiEs ome
[ st aman
T L oical Suiches
5 MEx Eoges
M Fuewali
¥, SpootCuard
B Pares: infegration
I 7 Berdice Composer
) Daka Securh
» Tooh
3] Fiow Miznitoensg
]
T
| » etaorikieg & Securty isvenlory
| X Managens

I
o774y 5472 "F v A b, FA-RFv A INFFrIADSBIRLET,

Y —RIRHE< > yNIC #ZIRL £ T,

FOMWRET N, FL—X7O0—-—DRFTITER LU vCenter Server L TEBINTWSI5E. YR MO SIREE
<& VNIC 2#BIRTEET,

A=ZF+ A~ F—R70—-0DFE. 4—7 v ~ VWNIC BHREANDILET,

=7y hELT, KRR KRBT Y, 58EREIL—4 —. Edge Services Gateway 7z & D NSX A —/\—
LAERIEINSX 77— AADEBDT/NA AD VNIC 238 TE£E9. 4—4 v ;D VMware Tools @
RIITORIET > THY, bL—RXT7O—DETITERLU vCenter Server [CK> TEEEINTW D55, U
Ao REY & VNIC Z22IRTEET,

ZTOTRWMEE, 4=y MIPTRLVR (512 AZF v A b4V —2 hL—RT7B—-0DHEF MAC 7
RLR) ZANTHHEPHVET, ZOBERIET. TNARX AV —=)b, FEESSHEY a3 ADT/NA R
BENSINETEET, =X 1FE 2o UM Linux RIETS > DIFE. IP 7 RLRE MAC 7 RLURI(F,
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IP /Xy b B THZHICE. V—RIPTRVRABIOY =Ty b IP 7 RUVAORADBHLETY., <L
FFvAbDiFE. MACT7 RLR(FIP 7 RLADSHEENET,

7 ZOMOBEBLOF T a vEREETVET.
8 [~FL—X(Trace)zs)wvoLET,
5l : >FrUF

ROBIC, B—D ESXi KA M ETRITENTNS 2 DDRET 2 EEL LAV —2 L—XT7A-%2RLET.
BORET (F, B—DREIA v FITERSNTNET,

q

Traceflow

NSXManager: | 192 168.110.15 (Role: Primary) |~/

Trace Parameters

Traffic Type: Unicast | |
Source: = [l web-01a - Network adapter 1 Change...

Destination: = web-02a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

IP:172.16.10.12, MAC: 00:50:56:ae:18:6b
w Advanced Options

Protocol: | TCP | » }

Timeout (ms). 10000

Source Port D Frame Size: i 128 |%|
Destination Port: D T
TCP Flags [IFn ‘E

Msw

[JRrRsT |+

Trace

Trace Result: Traceflow delivered obsenvation(s ) reported

1 Delivered

Sequence 1 a Observation Type Host Component Type Component Name
0 3 Injected [ esx-01a.corp.local wNIC VNIC

§ 3 Received @ esx-01a.corp.local Firewall A Firewal

2 ‘- Forwarded E esx-01a.corp.local Firewall ﬂ Firewall

3 LP Received esx-01a.corp.local Firewall u Firewall

4 1 Forwarded @ esx-01a.corp.local Firewall H Firewall

5 " Delivered D esx-01a.corp.local vNIC vNIC

ROPIZ. 2 BORIESD ESXi RA M ETHRITEINTWS 2 DDREYI VEEL LAV —2 FL—XT7B—%7RL
£7. 2B8DRETI VIE B—OHRERA v F(CERESNTVET,
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b

NSXManager. | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type: Unicast | A
Source: * @l web-01a - Network adapter 1 Change... Destination: = [@# web-03a - Network adapter 1 Change...
IP: 172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 172.17.10.11, MAC: 00:50:56:a¢e:cf.88

w Advanced Options

Protocol: (TCP ‘ v

—J

Timeout (ms): 10000
Source Part ] Frame Sz [128 S
Destination Port: D TTL:

TCP Flags Clen |*
[+ syn
[JRST |+

Trace

Trace Result: Traceflow delivered obsenvation(s) reported

1 Delivered

Sequence 1 4 Observation Type Host Component Type Component Name

0 3 Injected B esx-01acorpiocal wNIC [ i

1 $ Received @ esx-01a.corp.ocal Firewall M Firewall

2 ¥ Forwarded [@ esx-01a.com.local Firewall M Firewall

3 ¥ Forwarded esx-01a.corp.local Physical ﬁ esx-01a.corp.local

3 ¥ Forwarded @ esx-01a.corpiocal Physical @ esx01acorplocal

4 S Received ﬁ esxmat-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 “ Received ﬁ esxmot-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 3 Received esxmat-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received esxmgt-02a.corp.local Physical E esxmgt-02a.corp.local
4 3 Received esx-02a.corp.local Physical ﬁ esx-02a.corp.local

4 \p Received esx-02a.corp.local Physical ﬁ esx-02a.corp.local

5 $ Received ﬁ esx-02a.corp.local Firewall M rirewall

6 1 Forwarded ﬁ esx-02a.corp local Firewall u Firewall

I " Delivered esx-02a.corp.local vNIC vNIC

ROBIUZ, LATV—3 bL—R7O—-%2RLET. 2 DDRETI U(E DEGSREBIL—F—(CX>THEEicSN/Z2 D
DELBIHBRAA v FITEHFINTNET,

VMware, Inc. 476



NSX EEAA K

Traceflow

NSXManager: | 192.168.110.15 (Role: Primary) | =

Trace Parameters

Traffic Type: Unicast | - |

Source: # web-01a - Network adapter 1 Change... Destination: = db-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP:172.16.30.11, MAC: 00:50:56:ae:d4:2b
» Advanced Options

Trace

Trace Result: Traceflow delivered observation(s) reported

1 Delivered

Sequence 1 4 Observation Type Host Component Type Component Name

0 3 Injected [@ esx-01a.corplocal wNIC VNIC

1 3 Received @ esx-01a.corp.local Firewall A Firewan

2 3 Forwarded @ esx-01a.corp.local Firewall A Firewall

3 ¥ Forwarded Q esx-01a.corp.local Logical Switch % web-Tier-01

4 \$ Received @ esx-01a.corplocal Logical Router I Local-Distributed-Router
5 ¥ Forwarded @ esw-01a.corplocal Logical Router I Local-Distributed-Router
6 9 Received @ esx-01a.corplocal Logical Switch % DB-Tier-01

7 ¥ Forwarded B esx-01a.cormp.local Physical B esx01a.corpiocal

8 \p Received @ esx-02a.corplocal Physical @ esx02a.com.local

8  Received @ esx-02a.corp.local Physical @ esx-02a.corp.local

9 \p Received E esx-02a.corp.local Firewall u Firewall

10 ¥ Forwarded @ esx-02a corp local Firewall u Firewall

11 " Delivered E esx-02a.corp.local wNIC vNIC

ROBIZ, 3 DDREBT L U DBE—DHBERA v FILEHEINTVST IO/ AD. 7O—RF+ XA+ =270
—zZnRLET, RETDOO260 2D/ 1 E8DKRR S (esx-01a) EIZHY. D 1 DIFRIDAKRZR + (esx-02a) k£
CHUET. 70— RF+ X ME. KRR~ 192.168.210.53 LDRET S > ODWTNMADNSEEINET,
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==

NSXManager: | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

» Advanced Options

Trace

3 Delivered

Sequence 1 a Observation Type
0 S Injected
% Received
¥ Forwarded
1 Forwarded

=3

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
9 Received
3 Received
¥ Forwarded
3 Received
3 Received
¥ Forwarded
¥ Forwarded
¥ Forwarded
¥ Forwarded
v Delivered
+ Delivered
¥ Forwarded
¥ Forwarded
'-} Received
¥ Forwarded
+ Delivered

N o R R R R R R R W W W WM

Trace Result: Traceflow delivered observation(s ) reported

Host

ﬂ esx-01a.corp.local

@ esx-01a.corp.local

@ esx-01a.corp.local

ﬁ esx-01a.corp.local

ﬂ esx-01a.corp.local

@ esx-01a.corp.local

E esx-01a.corp.local

B esxmat-02a.com.local
B esxmgt-02a.com.local
B esxmat-02a.com.local
@ esxmgt-02a.com.local
a esx-01a.corp.local

ﬁ esx-02a.corp.local

@ esx-02acorplocal

@ esxmagt-02a.corp.local
@ esxmgt-02a.corp.local
B esxmgt-02a.com local
Q esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬂ esx-01a.corp.local

@ esx-02a.corp.local

E esx-02a.corp.local

ﬁ esx-02a.corp.local

ﬂ esx-02a.corp.local

a esx-02a.corp.local

Traffic Type: L2 Broadcast | hd & High volume of traffic may get generated for this traffic type.

Source: # Fl web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e.3d

Subnet Prefix Length:

IP: 172.16.10.255, MAC: FF:FF:FF:FF:FF:FF

‘Component Type
viNIC

Firewall
Firewall
Logical Switch
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
Logical Switch
Logical Switch
Logical Switch
Logical Switch
vNIC

vNIC

Logical Switch
Logical Switch
Firewall
Firewall

vNIC

Compaonent Name

VNIC

A Firewall

M Firewal

B Web-Tier-01

M Firewal
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmat-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

e I v - e O e O e e e

esx-02a.corp.local
B web-Tier-01
% Web-Tier-01
% web-Tier-01
% Web-Tier-01
vNIC

vNIC

B Web-Tier-01
% Web-Tier-01
u Firewall

! Firewall
vNIC

ROBINZ, RIVFF+ A MEROT TAABEBICRIVFF v+ AN b7 4 v IDEESIND EE(ANEREDNER

l/ij_o
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‘Iw

NSXManager. | 192168.110.15 (Role: Primary) |~
Trace Parameters

Traffic Type: [@] & High volume of traffic may get generated for this traffic type.

Source: = [l web-01a - Network adapter 1 Change.. Destination IP: #[239.001 | ©0 239001

IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 239.0.0.1, MAC: 01:00:5:00:00:01
» Advanced Options
Trace

Trace Result: Traceflow delivered observation(s ) reported
3 Delivered
Sequence 1 4 Observation Type Host Component Type Component Name
0 9 Injected [ esx-01acorplocal WNIC wWIC
1 % Received @ esx-01a.corp.local Firewall A Firewall
2 ¥ Forwarded @ esx-01a.corp.local Firewall M Firewall
3 3 Received W esx-01a.corp.local Firewall A Firewall
3 ¥ Forwarded ﬁ esx-01a.corp.local Physical ﬁ esx-01a.corp.local
3 ¥ Forwarded a esx-01a.corp.local Physical a esx-01a.corp.local
4 \$ Received @ esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.carp.local
4 $ Received @ esxmgt-02a.corp.local Physical B esxmat-02a.corp.local
4 3 Received ﬁ esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received ﬂ esxmgt-02a.corp local Physical ﬁ esxmgt-02a.corplocal
4 ¥ Forwarded @ esx-01a.corp.local Firewall P Firewall
4 $ Received W esx-02a.corp.local Physical ﬁ esx-02a.corp.local
4 3 Received ﬁ esx-02a.corp.local Physical ﬁ esx-D2a.corp.local
5 ' Delivered Q esxmagt-02a.corp.local wNIC vNIC
5 v Delivered @ esx-01a.corp.local vNIC vNIC
5 3 Received ﬁ esx-02a.corp.local Firewall A Firewal
6 ¥ Forwarded B esw-02a.corplocal Firewall A Firewall
7 v Delivered B esx-02a.corp.local WNIC WNIC

ROBIZ. =Ty b TRVRICEEFEENEZICMP 574 v 027V 0325087747 D 4—I)L L—IVICK
2T, h=RT7O-DPRAYTENZLEEDHETY. ¥—7 v MBI UDBIDRA M EICHBIZHNDHS
TS TAVvIRBTDORIMNIBEYET,

M_

NSXManager | 192.168.110.15 (Role: Primary) |~/

Trace Parameters

Traffic Type: Unicast | -
Source: + [l web-02a - Network adapter 1 Change .. Destination: = [ web-03a - Network adapter 1 Change...
IP: 172.16.10.12, MAC: 00:50:56:ae:f8:6b IP: 172.17.10.11, MAC: 00:50:56:ae:cf.88

» Advanced Options

Trace Result: Traceflow dropped observation(s) reported

1 Dropped

Sequence 1 a Observation Type Host Component Type Component Name

0 \9 Injected @ esx01a.corplocal wNIC i

1 b Received ﬁ esx-01a.corp.local Firewall B Firewall

2 Q Dropped ﬁ esx-01a.carp.local Firewall u Firewall (Rule - 1013)
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ROBIE. FL—RT7O—0D%—4v ~1 Edge Services Gateway DAERIZH DIBEDEETT, 7=E XL 1>
¥ —xv b EDIP 7 KL XR¥, Edge Services Gateway WL TI—TFT 4 VI T HLENHDIRATDY -4 v +
DIBETYT, FL—RT7O—EFRILCY TRy bEIZHBY—T v b, HBHNEDEHEIN -4 — (DLR) 2N LTT
UERABEIES =Ty bOWTNHTHR—bENBH. bL—XT7O—(FEFFLEFRISNEEA.

- B

Select Traceflow Destination (?)

Destination IP address should be on the same )
& subnetorshould be reachable via the Distributed
Logical Router

IF AOoress: *|4u_1_2.3 | [ 1]

() Select Destination vNIC

ROBIZ. bL—RT7A—= =7y bPRIDY TRy b EICHBNT—F T ENARET LV THBHEDEET
?-0

Traceflow

NSXManager: | 192.168.110.15 (Role: Primary) |~/

Trace Parameters

Traffic Type: [ Unicast | x I

Source: # app-01a - Network adapter 1 Change... Destination: = db-01a - Network adapter 1 Change..
IP:172.16.20.11, MAC: 00:50:56:ae:23:09 IP: 172.16.20.11, MAC: 00:50:56:ae:d...

» Advanced Options

Trace

Trace Result: No delivered or dropped observations reported

Sequence 1 a Observation Type Host Component Type Component Name

0 3 Injected B esx-02a.carp.local vNIC vNIC

1 u Received ﬁ esx-02a.corp.local Firewall u Firewall

2 1 Forwarded a esx-02a.corp.local Firewall ﬂ Firewall

3 ¥ Forwarded @ esx-02a.corplocal Logical Switch % App-Tier-01

4 Lf Received ﬂ esx-02a.corp.local Logical Router E Local-Distributed-Router
5 ‘ Forwarded E esx-02a.corp.local Logical Router Local-Distributed-Router
6 9 Recsived @ esx02a.corplocal Logical Switch B DB-Tier-01
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