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T. VMware NSX forvSphere > 257 LA00O%7 Avtz—I ARV E 7I—AICDNWTHALET,
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VMware vSphere [CDWTORI#ENH 2 & &RIIRELTVET,
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vSphere Web Client [cO %21 >~ L&,

2 [Networking and Securityl #7 U w7 L, RIC [y D=2 &tFaUT 001 AR FUTHS [NSX
Managerl 27 U w7 LT,

3 [&e1] 3T NSXManager &2 Uw o L, (BRI 9 T&EI UV LET,
4 [VRTLAARVKRIZTEDUYILET,
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AT AL AR ORI
Syslog =) {&#8ET % &, NSX Manager [£, Z® Syslog B —/NCIARTDY AT L ARV FEXELET,
INEDAYE=VIE UFIERIAY - EBUULEERICL>TNET,

Jan 8 04:35:00 NSXMGR 2017-01-08 04:35:00.422 GMT+00:00

INFO TaskFrameworkExecutor-18 SystemEventDaoImpl:133 -

[SystemEvent] Time:'Tue Nov 08 04:35:00.410 GMT+00:00 2016',

Severity:'High', Event Source:'Security Fabric', Code:'250024"',

Event Message:'The backing EAM agency for this deployment could not be found.
It is possible that the VC services may still be initializing.

Please try to resolve the alarm to check existence of the agency.

In case you have deleted the agency manually, please delete the deployment
entry from NSX.', Module:'Security Fabric', Universal Object:'false

VAT AR FTIE ROBBAEENTNET,

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Event Message: Text containing detailed information about the event.

Module: Event component. May be the same as event source.

Universal Object: Value displayed is True or False.

7 Z7—A

FI—AlF ANV ZEOLY R E@EF TV FOREICIHE U TEBESN 2B TY, NSX ¥ v aR—

ko vSphere Web Client 1—5— 4 V% —J 21 AOMOEE T, BIOT T — F&E—#EICT 5 — ANKRRSINET,
GET api/2.0/services/systemalarms APl B3 2. NSX ATV 10 FTCT7 o —LAERRCEET,

NSX TIE. 75 —AISRD 2 DOHENMR—FENTNET,

B TS-AIE VATLAARYRITHISU. P LAORERREB S CBBEMRAT 5 U VILIIHAEEN TSN

TWEY, CO77O-FIE Fy FID=ovEFaUTrs J7TUVIERE EAM Avtz—-v (R 73
TA4UDTIOARE) BIFICERETSN. Service Composer [CEUR— FESNTWET, ChoDTS5—A

F. ARVEFEODA=FRETZS—A J—FRELTERLET, FHMICDOVTIE, [KNSXOOTEV AT A ARV F

>] ODEFAAVEFEZRLULTES,

" Edge BT S —Ald, FS—LRTEFUHL, BRTEDLICHRESNTVET, ZOAEIL IPSec

VPN, O—Rr /(S8 0K BeMFzv . Edge 77 1L Y AT AL UV —=AOFHEE, LW <DH

@ Edge OMEETHRIATEET, VI —Ald ARV F I-F&IFRIOTS—A I-FEERLEY, FMEIC
DWTIE, [KNSX DO EV AT LA ARV ES] ORFIAY FESBLTIEEL,

BE, T -REMEESIND & VI -ATBENICHBRSINET, —HO7Y > —Ald. REEEHT SERICEE

KICOU 7 SNEBh, BEDERLICE, VS —LAZFETI/ U7 I 2UBRHDET,
RIS, TS5=LDU I T7ICERT S APHZDWTERBLET,
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DS2E . RA R, UVY—=Z F—)L. £FaUF« ZI)L—F. NSXEdge D7 S — AR E, BEDEETICT S —
LEEBICERETCEELT, XETDTS—LERRKI BICIL, <sourceld> ZFRALET,

GET https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}

KETOT S —AEITNTCERT DL, <sourceld> #FERLZET,

POST https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}?action=resolve
Avt—=U )NA, TS574 007 IO+, Service Composer, Edge 75 —ABEDNSX 75— hEHERC=ET,
GET https://<<NSX-IP>>/api/2.0/services/systemalarms

BEDODNSX 75— AERRT BT, <alarmld> #ERLET,

GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>

HEDNSX 75— LAzxfgRd 5Icld, <alarmld> #FERALET,

POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve
APl MEEHRIC DL TIE, INSXAPI A R =2BLTEZE),

75— LD
APl &ML TT 5 — AOFERERRTTELT,
75— LOFBRICIE, ROBHAEENTINET,

Event ID and Time
Severity: Possible values include informational, low, medium, major, critical, high.

Event Source: Source where you should look to resolve the reported event.
Event Code: Unique identifier for the event.
Message: Text containing detailed information about the event.

Alarm ID: ID of an alarm.
Alarm Code: Event code which uniquely identifies the system alarm.
Alarm Source: Source where you should look to resolve the reported event.

TGAMAMOQARG I 3D TS5—A
FEMNMELRT AR AV FOART Y 3 4RV R, vCenter Server 8 FICT7 S —ATBHSNES, 75—
LIZFOREA RSN Z EBFICF vy )L ShET,

vCenter Server 7 5 — L\I3H 25 L vSphere 7504 VR U TERRTCEEXT, IRV FETIT—AICDNTIE
[vCenter Server 821 ] #2BLTLEEL),
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NSX Manager A vCenter Server M#sk & LU TESR SN2 & NSX Manager (3, SYM, "2k « > FOZRY
VavEVaAS) Y IV VREWD3I DD T AR AV FAART Y Y AVIR=R Y FHSDANRY R &
BICUTTS—LEERSIVHEIBRT 2L —IILEEELET, L ILITARINAXTEXT, 75— LDFLIT
A LI =ILVEERT 2 AEICDNTIE, vCenterServer D FFa AV FESRBLTLIZE, W<DHDT —A
TlE Vo —LDORECITELRORAN DS ZENH D EXT, FTLOXRTIL. AIBRMEDH S RE & TNITHG Uicl
EQHOT I3 VA) A RENTVET,

RALT7Z—A

RART7S=AZTAR AV FORRT Y3y V2 I)LOREUAT —F ACHEERITT AN FICKDAER
SNET,

®1-1. T5— (FTERR

AN D & 2 RE Fovay

FAF AV ORI Y 3y EV 21— JURRARCAY A 1 RARCOY4 > L. /etc/init.d/vShield-Endpoint-Mux
F—lEnTWETH, 27 —% 2% NSX Manager 3R start AYV FEANDLTC. AL AV FAZART Y 3 AEMEL TS T
HUR<RDE L, LERRALUETD,

2 FyED-OpEICEESN. SR A FO2RY Y 3 i NSX Manager
[CHEfAECHD CEEmRBLET,
3 NSXManager B8 LEd,

SVM 75 —A
SVM 75— LlE SYM DREMRT — 9 AICHBERITT ARV FTL > TERSNET,
&1-2. VM HF7S5—4

R Tovay

FARAV ORI Y3y EVa—)LE—HLAVWTO  FARAVFOART Y3y EVa—)LESVMIC, BVWCEEEDH 2 70 R0
L IN=2 3V nH 5, IHRESNTNS ZEEBABLET,

FAR AV ORI 3y RNSYMAOEGERIITE  SYMANRD—FRET, *y FD—IABUICREINTNS CEERRLET,
[ANAN

TARDEFHSNTOWTE SYMART -5 AERELREL,  WEHLS—, VMware DR — FHBEEFICHLAEHETIREL),

NSX aYR—%>roAT ULRNILDERTE
ENSX OVR—% U RICDNWTOY LN EHZETCEEXT,
RICRT LS, UR—FENB LIV R—F YV FICE>TERDET,

nsxmgr> set
hardware-gateway Show Logical Switch Commands

PACKAGE-NAME Set log level
controller Show Logical Switch Commands
host Show Logical Switch Commands

nsxmgr> set hardware-gateway agent 10.1.1.1 logging-level
ERROR
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WARN
INFO
DEBUG
TRACE

nsxmgr-0la> set <package-name> logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31
java-domain Set controller node log level
native-domain Set controller node log level

nsxmgr> set controller 192.168.110.31 java-domain logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31 native-domain logging-level
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set host host-28
netcpa Set host node log level by module
vdl2 Set host node log level by module
vdr Set host node log level by module

nsxmgr> set host host-28 netcpa logging-level
FATAL
ERROR
WARN
INFO
DEBUG

nsxmgr> set host host-28 vdl2 logging-level
ERROR
INFO
DEBUG
TRACE

VMware, Inc.
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nsxmgr> set host host-28 vdr logging-level

OFF
ERROR
INFO

IPSec VPN oo ZdEzL
FRTDIPSec VPN 571 v o OOTEBYIC T,

TIAIETIE, O7™BRICRD. [BE] LNLVICERESNET,

Fla

—_

o o1 MW

vSphere Web Client [cO % >~ L& T,

[Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSX Edges)] 20 U v o L
ESCIN

NSXEdge 5 Tl Uy LET,
(&3 (Manage)] # 7&27 U2 LT, VPN % &7 v LET,
[IPsecVPN]l =2 U w7 LET,

O—HI TRy FEET B TRY FBORZ Ty o JO-EO7ICERHELTOY LRILERRT 21213
[O7 R — (Logging Policy)] mEm F &R LT, [O7 0B (Enable logging)l &2 U v o LET,

07 LAILEBERLU T, [ZEOHT (Publish Changes)] #2 Uwv o LET,

SSLVPN-Plus A &

SSLVPN-Plus = Fo 1O oA, NSXEdge 7 724 7 v A T&RESI NIz Syslog U —/NITxfEanExd, SSL
VPN-PlusCliento71d, UE—FI1-F—OIE1—=5YDROT « L7 FUICHEMENES, ¥PROGRAMFILES
%/VMWARE/SSL VPN Client/,

SSLVPN-PlusClient @z &0 s LRN)VOEE

1

2
3
4

[SSLVPN-Plus] # 7. ZBID/)RILHS [U—/RE (Server Settings)] €7 U w7 LET,
[O7 R =120y aVIiBEL, VY3V eRBLCREDREERTLET,

[Z&E (Change)l &7 U v o LET,

O7 =BT 3ICIL. [0 DB (Enable logging)l F v Ry 2&EFVICLET,
E Sy

O &EEHICT BICIE. [O7 DB (Enablelogging)l 7w o Ry A&EFTICULET,
WMELOT LN EZERUET,

T IAIET SSLVPN-Plus 754 7> FoO7AEMITR ). OF LRNILABAICEKESNET,

OKl&=o Uy LETY,
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BEAEAY

EEOVIE. NSXManager IOV A 921 —DIRNTO7 I avasixkliEzd,

BEEOJDRTR

=
[BEEOV] 7 TICIE. ITO NSXManager - —A"EITLIET7 VY 3 VAR RENET, NSX Manager ©
3. &KX 10 AHOEEOT MRESNET, .

Flig

—_

vSphere Web Client [cO 71 >~ L& 9,

2 [Networking and Securityl #7 U w7 L, RIC [y D=0 &tFa 0T 0 OA AR FUTHS [NSX
Managerl 27 U w7 LY,

3 [Emm]oT. NSXO—t&erUv oL, BRIy T&0 Uy LET,
4 [BEBEOV]IYTEVUYIULET,

5 EBEBEOVICETHMBHRNHD2HEIL. TOOTD BRAEIFIOTFARANT Uy JAJRRICRDEY, BEOY
OFHERTT BICIE. [BE]IIOTFAREIU VI LET,

6 [EEBOVZEOHM T, [EESNT] BRI 2. COBEBTOVRETENZEESINE TO/0T « OHN
KRENET,

Syslog - —/\DE&E

NSX OAVR—F Y FHLUVRZA OOV OURY FUE LT, Syslog b —NERETEET,

NSX Manager @ Syslog % —/NDE&E

Syslog o — /(& ET 5 & NSX Manager (3. Z® Syslog U —/UCIANTOEEDT & AT L AR FEEE
LET,

Syslog F— %13, FSTINTa—F 1 VTP, A VA ILELVERA, OFICRRSNET — 5 ERRT BEIC
BUEET,

NSX Edge 152 &® Syslog o —/\&E TR~ LEd, NSX Manager & NSX Controller I3 1 &® Syslog & —/t
EUR—FUEY,

Fli&
1 NSXManager RI87 7547V AIcO7 14> LET,

Web 7>, NSXManager 7 751 7> Z® GUI (https://<nsx-manager-ip> £ 7= [3 https://<nsx-
manager-hostname>) &)L, NSX Manager ®-1 > 2 +—)LBFICEEE Uiz/\2A D — RE(R LT admin
suTco7r v LEYd,

2 R—AR=ITI[TITS547VAREOER (Manage Appliance Settings)] - [£#% (General)] IEIC Y U v &
LET,

VMware, Inc. 11
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3 [Syslog & —/\(Edit)] O&ICH 2 [#wEE (Syslog Serven] &7 U w7 LEY,
4 Syslog—)\DIP 7 RLRA/RA &, R—F, LUOTOFLEANLET,
RIZZFDHITT,

Syslog Server x

You can specify the IP address or name of the syslog server that can be resolved using the above
mentioned DNS Server(s).

Syslog Server. syslog-01a.corp.local
Port: 514
Protocol: UDP v

OK | | Cancel

5 [OKlzZ7Uvo LEY,

NSX Manager ®U £— ~ OUAERICZD. 5> 7O 0 Syslog b= NICO U AMRESNET,

NSX Edge ? Syslog ¥ —/NDE&E

1AFIZ2E80UE—FSyslog —N\&EH/ETEET, NSXEdge 7 TS24 7 VAN FNZ T 74 T4~
AR HICEEE LTz NSXEdge o1 R &O7I1, Syslog & — /ISR ESNET,

FIig
1 vSphere Web Client cO04 1> L&Y,

2 [Networking and Security (Networking & Security)l % U w7 L. [NSX Edge (NSXEdges)l 22 U v o L
ESECIN

NSX Edge 5 7L Uw o LET,

(B8] > [[E] 7 TOIEICY Uy LET,

(48] /) CxJL T, Syslog U —/\O#ED [EE] 227Uy T ULET,

@mEDUE—F Syslog 5—/{D IP 7 RLZAZEAA L, FOFILEBRLET,

N OO o MW

[OKl 27 Uw 7 UTREEREFLEY,

NSX Controller F§ Syslog 3 —/NDE&E

NSX Controller BIC Syslog & —/\&E&&ET % &, NSX Manager |4, ® Syslog o — /U IR TOEEO T &
AT L ARV FERELVET, Syslog 7—41d. 2T a—FT1 200, A VA L=ILHELVERFP. O7IC
SN T — Y ERERT 2EICE/IIB £9, NSX Controller £ Syslog o — )\ &&E T 2354, NSX APl #E
TETEOHNY R~ FENET, VMware 3. Syslog D70 L& LT UDP &ERAT2 L a#ELTNET,
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FIE

1 NSXController £ Syslog #8%Ic g 21213, XD NSXAPI&2FERLET, ChicLD, I FO—7 Syslog
TH2R—smEmEn, EELEIAY FO—5 J/— RLEICSyslog T7 28— B ESNET,

Request

POST https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Request Body:

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

2 RONSXAPI &@EET2E, OV FO—5 Syslog TH AR—7 (Cg 27 TUESRFL. EELEIY FO—
S J— R ETHEFHO Syslog TH AR—4IcET 22HAEMETEET,

Request

GET https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Response Body:

<?xml version="1.0" encoding="UTF-8"?7>

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

3 Hw\ELEOYEFO-Z /—FEOOY O~ Syslog TV AR —4 ABLIBAEIL. RO NSX APl 2R LT
HIFRCTEE T,

Request
DELETE https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
RORT YT

APl OFHBICDOWVWTIE, INSXAPI A+ Bl &#2BL TS,

TOZAIYR—b BTDIE

NSX QVR—=RY FEIWRRARAST 7 ZH)L UR—F OJ7ZREL T, VMware [CE@EZE LR— 9 25Ba0
HDET,

RAEDTIZH)I YR—=F OJERNES 2121, O R export host-tech-support #=17 L% 9,
INSX FZ2 TN a—Ta2T BAR @ [98 7747 04— IO LTI a—Ta07] z2BLTIZEL),

NSXDT oA YR—rATDFYO—F
BO0OT A5 v I NSX Manager > 25 A 07 & Web Manager D47 &5 - RTEFET,

VMware, Inc. 13
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FIIE

1 NSXManager ®R187 754 7> RcO7 1> LET,
=1 A

~

2 [7ISaT7vREB] T, (7T
3

N

SEDER] =T UY I LET,

palll

.E’J Uyo U, [F7ZALYR-+07057ov0-Rl &7 U9 UET,

4 [FovO—-R1&EI7UYILET,

5 O70# @A TcSis, BEIE7UY LT, TAY by IO EY D vO—-RFUET,
O7I3EFEEN. T 7 )URF gz AMIINEnET,

RORTy 7

BEI-TAUTa&FRALTC. J7MIIEREFELET ALY RFUDTRTOI 71 E8RBLTCOVERC T E
NTEEY,

NSXEdge dF o =—A)L 4 R—bOJDFo>a—k

FTOZHILBR—FO71E NSXEdge 1 252 Z&Icy o vO—RkTcExd, NSXEdge 1 V25 VA TH
AAMENERICE > TV 2BEIE. mAD NSXEdge REY UASYR—F OJAY D V00— FEINET,

FIE

—_

vSphere Web Client [cO 71 >~ L& T,

2 [Networking and Security (Networking & Security)] % U w2 L. [NSX Edge (NSXEdges)l 2 U v o L
ESIN

3 NSXEdge 425 VAZERIRUET,
4 [7ooa (@& Uy s LT, [FU/ZALBR—FO70OFH 00— R &#R2RULET,
5 FOZHILUR-—F OIBERSNES, [FO9VO—Rl &I Uy o LET,

NSX Controller 7oAl R—b OsDFyoO—R

FTOZAIL YR—F O713. NSXController 1 V2% VAT &ICH D VAO—RTEET, BHGEEODINSOOY
([ZIF. DWTICERT 22MMBRASENTVET,

NSX Controller D17 &#INET 2123, KDOFIBERITLUET,

FIE

—_

vSphere Web Client IcO %71 >~ LEY,

2 [Networking and Securityl #0 U w2 L, [1 VA F—=ILFIE &7 v o LT,
3 [BE]lT OVEYDVO-RFI20VFO-S&RRLET,

4 [FUZANYR-FO7OYOO-Rl &)Y ILET,

VMware, Inc. 14
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5 Fova-RlEI7UvIULET,
NSX Manager A%, NSX Controller 07 @4 D vO— &L, Oy ERBLET,

I —EIC 1 DONSXController0 7 &#45DVO—RUEY, RIIOYT I VO—RARTLTHS, BIDY D
VO—-FERABLTESY, 8OO FO-SA6RBFICOVESY D VO—-FTdE, T —DEET EA]
BEEN B D E T,

6 OJOERHATSEEL, [REIEZIVY I LT, TAY by FIcOJ&aYo 00— FUET,
O7I3EfEEN. T 7 1)Uk F gz AMIInEnEd,

INT, #ovO—-RULEOVEDHTEET,

RDRT Y 7

PWTESRE VMware OF 7 1)L BIR— 7y TO—RFT23HEIE. T Ly IR—2MiZE KB2070100 #5818
Lveizal,
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NSX BLORA~OY

TESFANX AVR=RY FSLVRA OOV EFER U THBEORES IV ST a—FT 1 U TETSC
ENTEFXT,

COEICIE. ROFEYINEFENTNET,
B NSXpOZIZon<T

B I AT7OA—)lOOT

BT UJICBET E NSX O

B SARAVEAOARY 3OO

NSXoOZIZDWT

Syslog H—/){&ERZEL. ENSX OVR—XV FOTVZHIL YR—F OVERRTCEXY, BESL—rnOY
I3 NSX Manager n"5., 7—% 7L —>®O7I3 vCenter Server 3@ U CiRftanExd, TdDrzs. Syslog ¥ —
INTEREBSEOQOVHARHETEDL 510, NSX OJVR—x> & vCenter Server TR U Syslog & —/\EEET 3
CENEREINET,

vCenter Server &I T 2R A O Syslog B —/NDRREIC DN TIE, https://docsvmware.com [C&H 5. T
%)= 3 mvSphere FF 1AV FESBLTESL,

- O OIWED NSX 582/ — % — (DLR) IR Y > o ADOF 7 Z AITERY 2 Syslog & —/UEclds v
VT =N DEGREBIL Y —DOREBA VY — T 1A ACERERSINICREANY FLEICRBEI S EIITESR
JENAV

% 2-1. NSX oo s

aVR—%2k SHEA
ESXipO o Znemasid. vCenter Server e AMSNB MBS YR— /N RILO—E8E U TUE
INFET,

ESXi O 77 A JLDFEMICDNTIL, vSphere D RF 1AV FESBBL TS,

NSX Edge oo NSX Edge CLI © show log [follow | reverse] O R&@ALET,
NSXEdge A—— A V9 —=J A ATT IV AL YR—-FO7 )\ RILES D VO-RLET,

NSX Manager @4 NSX Manager CLI © show log CLl a< > RrEERLET,

NSX Manager [R887 754 72 A—H— A5 =T A ATT I ZHIL BR—+O7 )R
IWES D O-RFULET,
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NSX o7& A5 L AR =

£2-1. NSX oo ¥ (=)

=D EE SN BieA

=T 7oa7 INSX DO JERE S AT L ARV B A4 RESBLTESL,

TrATIF—IL O (D747 94—ILOO7] E8BLTIEEL,

FAR AV ORI Y 3v OO (52 AV FOZRTY 30007] #BBLTES,

NSX Manager

Syslog o —)\&#8ET 2 1CI1E. [NSX Manager @ Syslog & —/\OFE| 8B LTI,
TOZHIINYR-—FOVESY D O—-RTBICIE INSXDT0 ZH)L HR—F 07050 0—F] #8BLT
<IEELY,

NSX Edge

Syslog o —/\&#8E T 31214, [NSX Edge @ Syslog 0 — ) (D&E] 2B LTI,

FTOZAILBR—-FOJ&EY D033l INSXEdge 077 ZH)L UiR—F O7OF DO~ F] &5
BLTrES 0,

NSX Controller
Syslog o —/\{&38E T 21214, [NSX Controller F Syslog o —)\D&E] 2B LTS,

FOZAIYR—FOvESY D O—- BT 3ICIE. INSX Controller 0727 Z AL YR—+ O DY D O— R
EBLTIZE),

T7AT7I74—)b

FMICONWTIE, [T717 70— )LoO7] E5RBULTIESL),

7747 0x—I)VORAT

J7A47 04 =)L, BEOV, L=l Ay 07, YATLAXRY FO7REQOT TJ74 ) a%ERL TR
BFULET, J7A7 04— ILAERDITE>TVNEEY S AZICH LT, Syslog U — I\ EHET Z2HENH V£,
Syslog #—/ (1% Syslog.global.logHost Bt CEELE T,

TJ7AT7 04 —ILIE RORICHBZOTEEMUET,

K22 7747 0+—)Lb Oy

0y 5147 S B

=L Avt—y 07 L=V COJERNEEHE, &IL-ILTHA=ND S /var/log/dfwpktiogs.log
T4 IPEBENZ STV IRED, IRNTOTIE
2T ZREBENEENE T, OTIERNEDRIL—IL
DRI 74704 —IL )Ty FOOTNEENET,

BEEOY GOV ENHT 71 74— )LOBREDEENEENET, /home/secureall/secureall/logs/vsm.log

VMware, Inc. 17



NSX o7& A5 L AR =

xR2-2. 7747 U= OY ()
os 947 55988 1577

VAT ANY O BRESNEDET 71 707 —ILOREDEN. FRL. 8 /home/secureall/secureall/logs/vsm.log
BR. FEIZEBRUET ALY, BFa1UTF 1 JIL—-TFITE
MENREYY VB EOBHRNEENET,

F—4 JL—>/NMkernel ® J7A7 9% =)L h—xIJL Y 2—)L (VSIP) ICBET 27 /var/log/vmkernel.log
oo DT4ETAEFvIFv UET, YATLICE D TERS
NaAyE—y0O7 IV FUNEENET,

A= N2 SA4T > IJ7ATI4= )L I-I TV DT T4 ETa&EF v /var/log/vsfwd.log
=/VSFWD oo FvULET,

E <vsmlog> 7 7 AILICT7 729 BICE. NSXManager IX >R 4> 45— x4 2 (CL) iS5 show
log manager <> FERITL, <vsmlog> &+ —T— RICIEEL T <grep> #X{TLET, CDI71ILIC
TOTATEZDE. <root> EREH DA-—S—Ffclda1—— J)L—JIEFTY,

V=L Avt—2 0%

=L TOVERDIENEEE. S - THASNZ ST v IPESESINBZ ST v IRBED, IRTDYT
DEAICET BRERENEENET, CNoOOVIE. FRA LD /var/log/dfwpktlogs. log [CREFE=N
ESEN

TJ7A704—=)LOAT Avtz—00) :

# more /var/log/dfwpktlogs.log
2015-03-10T03:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138-
>192.168.110.255/138

# more /var/log/dfwpktlogs.log
2017-04-11T721:09:59.877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST
10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

Z DDA -

2017-10-19T22:38:05.586Z 58734 INET match PASS domain-c8/1006 OUT 84 ICMP 172.18.8.121-
>172.18.8.119 RULE_TAG

2017-10-19T22:38:08.723Z 58734 INET match PASS domain-c8/1006 OUT 60 TCP 172.18.8.121/36485-
>172.18.8.119/22 S RULE_TAG

2017-10-19T22:38:18.785Z 58734 INET TERM domain-c8/1006 OUT ICMP 8 0 172.18.8.121-
>172.18.8.119 2/2 168/168 RULE_TAG

2017-10-19T22:38:20.789Z 58734 INET TERM domain-c8/1006 OUT TCP FIN 172.18.8.121/36484-
>172.18.8.119/22 44/33 4965/5009 RULE_TAG

ROBTIZ,
B 1002 130874704 —=)LD)L=ILID TY,
B domain-c/ I vCenter xS A 7o+ 7595 (MOB) w2 = 2% ID T4,
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= 192.168.110.10/138 3V =X IP 7 FLXTY,
® 192.168.110.255/138 135 =7y R IP 7 FLXATY,

B <RULE_TAG> Id. 774704 —JLIL—ILOEMELIIRET [ 7]17F ARy I XCEMT BT FA D
PIcy,

RDFNIZE, 192.168.110.10 & 172.16.10.12 IZ ping ULIcfERERLTWET,

# tail -f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10T03:20:31.274Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10-
>172.16.10.12
2015-03-10T03:20:35.794Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10-
>172.16.10.12

RDIRC, T7AT7D4=)L AT A=Y DTF ARy T AITDNTEHRALET,

x2-3. 07740 T b)DaYR—%x>+

I D S S B> TR OE
SALRT VT 2017-04-11T721:09:59
Ty A7 05 —)LICEY s 8777 ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST 10.1.2.3/33491-

>10.4.5.6/10001 22/14 7684/1070

XR24. O 774NV I NIDT 747 0+ —)LICEAT Bk

IVTFATA FFRTRE 72 1B

Ja4)Y N\va T4 BB LUVZEDMOIBEROEEGICERTE 2HIE,
AF & INET. INET6

JERE B match: )7y EL—ILE—BULET,

®  bad-offset: /v FOEERICT -5 )CATHELS —AH%ELE U,

B fragment: SEHEDOISTAVECUTEYTILUIEDEEUND T ST AV FTT,

B short: /Wy EAMETEET, fceald PAYSY—ZzIZ TCP/UDP Ay ¥ —A&ENTIE
Ao

B normalize: FELWAYY —FZI3_4 O~ FARWARER/ (7Y FTT,

B memory: F—%/{(ATAEUARBULTWVETY,

" bad-timestamp :  FIER TCP 54 A25 VT T,

B proto-cksum: AREATORIIL FTvIPALTT,

B state-mismatch: TCPREY> Y Frvva@maLTLAN TCP )7y FTT,

B state-insert: BRI IEGNRONMIELL

B state-limit D REEOHA. T— 7/ CATEBIAIBELRARITELE Ui,

®  SpoofGuard :  SpoofGuard A'ROw T U1/ (7Y FTT,

= TERM: @A hE U,
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xX24. O 774V IVMIDT7A4T7 94+ —ILICET B0 (Bx)

H
\
Sl
EN
Sl

4

N
3
N
i
v

=)Ly =&)L—=)LID
palll
Ty FORE

JOra

RETOIP 7 RLABIUVR-F

58D IP 7 FLABIVR-

cP o357

Iy 8

INA

FURETRE (B

B PASS: XUy hEZFANET,

B DROP: JWrvybzErROYIULET,

= NAT: SNATJL—ILTT,

= NONAT: SNATJL—JLIc—=BRULELEN. 7 ELAZBRITSE B A,

= RDR: DNATJIL—JLTY,

® NORDR: DNAT)L—JLIC—8LE LA 7 FLAZBWITEEE A,

B PUNT: BEOREIYYVERUNAN—AF-TRITLTND T —EXREBI Y VIZ/INT Y -
EEELET,

® REDIRECT: BEDREXY VON\A =AM =LATRITLTNEZRY FD—7 F—ERIC
Ty FERMELETY,

B COPY: )(rvhaEZIF AN, BEOREYY VERUNAN—)(F-TRITENTNZT-E
ARBRVICOAE—-LUET,

® REJECT: )Wy bh&EESLET,

<rule set>/<rule ID>

IN, OUT

<length>

TCP, UDP. ICMP %713 PROTO (7O FOLES)

TCP #finHE. BHENMRT I 2REBOREAN TCP -0 — FOBICRSINET,

TCP zv > 3 @REEA TERM 0B, BmosH#Es PROTO fTickrankxd, TCPEHEDHKR T TE
Z5N2%EAIE RST (TCPRST /to v k). FIN (TCPFIN /¢t w ). TIMEOUT (RBESED 71 FJL
K& T,

FoBITIE <RST> IZ@>TWET, TNId BEOU LY FEERT 2 <RST> )7y RAB 2 &
ERRLET,

TCP st @esEs (UDP, ICMP x/zidtho 70 F)L) oifa. EHEORTREE TIMEOUT 213 T,

<IP address>/<port>

<IP address>/<port>

S (SYN). SA (SYN-ACK). A (ACK). P (PUSH). U (URGENT). F (FIN). R (RESET)
VT R,

22/14 + ={5)0w FE/RE) Uy B

IR

7684/1070 : Z5)\1 8/EE)N1 3

=L Avtz—I BT BICE. vSphere Web Client [cO 71 > LE T,

1 [Networking and Security]l > [ 71 7D # =)Ll R—=> T [O7] 5laBRHICLET,

V] Log
[ ] Stats

[] Direction
|| Packet Type

D Comments

VMware, Inc.

20



NSX o7& A5 L ARV =

2 [E7]17 =TI EIIRODREEDETHETOAVEY Uy Y L. IL—IILOAFV TEBMICLET,

hpplmi fu Leg

SR N il
ﬂDllh:mann:I D vl hig
D Disvicubed Frwaad e ol log

D Digtri idtaa Frgwad Lag

T AT IO —IOOT AV T—VICRRSINDITTALEARINAXTBICIL. [(F7] 7 EBRIC L. $hE
FAAVEIUY I LTHBERTF A REBINULET,

BEEOJEATAARNOY
EEOVICIE. BEOTEDR T 7AT7 04— IILOREDEENSENTINET, 50Oy
[Z. /home/secureall/secureall/logs/vsm.log [CEFESNFET,

VAT AARY EOTICIE, BRSNEDBR T 747 D5 —ILOREDIIN. ER. BIBR., /&K UET 1)L
S, FaUTa T —TICBMESNERENYY VB EQBERNEENET, oDy
[&. /home/secureall/secureall/logs/vsm.log [CREFE=NET,

A-TF— AV —TIAATEES LUV AT L ARV FOTERRT ZI1CE [Networking and Security] > [
VA R—ILFIE] > (8] OIEICBE LT NSX Manager D IP 7 RLZAES TILY v LET, [BR] 5 T&Y
Uy UERT,

PR @ e~

s c {s hﬂ-pf M 52,153,110.23."12‘.'-1 -'!_.".."'-p|.'|i""'l"' -r!lx'nr,-'-'r';FEﬂ'\drn-'.:'\--'1Ir.|":-"r‘;i:\-n'| -.'r".-.'.-..1 rewsheeld plugincom
H Appa () ravvemabechent

| AdminisialoriVSPHERE LOCAL =

N .4 Natworking & Sac Galting Staned  Summary | Wonhor | Mansge
55 182968901048 o .
Sastiil Logs m Tasks
0 Fifls -
Foraatins R 1 & Eve Baur
TZN20YS 429045 PN Infanmadionl Secunty Fabnc
TFR2015 5: 200071 PM Infarmadonsl adge-2
TERR0A5 121705 PMl Informafional Taie Backap
TEA2015 530043 PM Informadional adge-1
TEA2018 42929 PU Infermasional Securily Fabnic
|
TEW2015 5. 22T PM | Infgrrmadional wdge-1
TEVH15 L5X5T PM (LETH wahialad Firewall
T3 44501 PN Mar wIhigle Firgwall
TORISANAR 11 ‘!1 & Bining adna.q
L 53 Objects [gh~
FHHICONTIE, INSKOOTERES AT L ARV R Z22RBLTIESL),
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W—T 4 2 JICEEST S NX AT

NAF TS50 2E0T Q7 ERROOALVFICEETEEIICNSXDIRNTOAVR—RV FEZRELT S
CEEDBOLET,

MEICGUT NSX AVR=22 FOOT LNILVEEETEEXY, FMICONTIE INSXOOTEREY AT A
ANV T INSKOVR=%> OO LNLOFE] &8 L TIREL,

NSX Manager ®Aa &

= NSXManager CLI ® show log I< >k

. oA UR—-F0O7 N RJL (NSXManager 1—H— 4 V49 —J 14 ATPRESNET)

N3X Manager Virtual Appliance Management

’ View Summary ‘ “ B oownioad Tech Support Log I ‘
% — z
/e Manage Appliance Settings g Backup & Restore

’ Bl wmanage vCenter Registration ‘ ’ < upgrade ‘

]

c

NSX Manager o7/ (Cld, BRI L —VICEEET 2 EMANEENET, COBHROWKREHEIL. CRUD (M.
HELD . EF. HIFR) DBRIETT,

il
S

arhka—-—-oay

IV FO-SEIFEBOEY 2 -ILAgEN. 20 <TIIREOOY J7MIILMMERASNET, 22 FO0—>00
71214, show log <log file> [ filtered-by <string> ] AXVREEALCT IV ZATEET,
=T« VJICEET 207 774 RDEHDTY,

=  cloudnet/cloudnet_java-vnet—controller.<BAtREEDAM LAAYT>.log: OO L. BE
EHRERD APl O — )\ BB LET,

®  cloudnet/cloudnet.nsx—controller.log: OV FO—-SDOA Y JOZAOOYTY,

®  cloudnet/cloudnet_cpp.log.nsx-controller.log: CoOJId, VA5 U TET—FA R
Sy ITEERBLET,

®  cloudnet/cloudnet_cpp.log.ERROR: COT 71 JLIE. TS5 —AFELCHBEITERTNET,

IV FO-2007[CIFFMERNEENET T, TEALEDHE. VMware DT VI =71 VT F— AW R
BEMRT DICDICHEELDET,

CLI® show log I~ RIZmMA T, watch log <logfile> [ filtered-by <string> ] I<> R
EERAITSCETEZOO7 J71IILOEFRREY 7L Y4 ATHERCTCSET,

O713, O EO-2 R—=F NNV RILIZEENET, COUR—F NNV RILEERLTY D VO-RFT3BITIE
NSX A—F— A —T12A AT FO-2 /= REBRLUT, [TV AN TR-FO7DOY D 0—F
(Download tech supportlogs)]l 74 2> &=o7Uw o LET,
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ESXi/RR bpRO S

ESXiRA FTEITENZ NSX OAVIR=F Y FIZL> T, W< OADBEOOY 771 ILAMERENET,
= VMkernel ®% : /var/log/vmkernel. log

B HESL - I-yrooOY:: /var/log/netcpa.log

B Ayt-I N2 U4 7 F00OY : /var/log/vsfwd. log

vCenter Server NS A SN2 IRERY Y HR—F N RILO—8& LT OV EINRETZ CEEmRETY, OY
T7AICT O ATESZMIE. <root> #ERE=FO>I-—Y—FId1 - — 7L —TEIFT T,

ESG/nEEmEB/)N —4 —HlilikE~ > o0 s

ESG S L UG — % —HiEREB~Y > > 007 J7 A IIVICT IV ZAT 2 HEIE28EH D FT, CLZEFERLT
®rgomEs, (UFREBFA-—T-— AV -—TJzAREFRALTT VAN OR-F NNV BILEYDVO-FY
575K TCY,

OV&xRRT 200 CL OY > FIE show log [ follow | reverse ] T9Y,
TOZAILOR=F N RILETDVO-FIBICIE. ROFIBERITLET,

® CLns, enable - F#&EALT export tech-support <[ scp | ftp 1> <URI>IY >V k%
RITUET,

®  vSphere Web Client "5, [77 > 3> (Actions)] AZa—® [FVZAHI UR—-FD0O7DF 00—k
(Download Tech Support Logs)] # 7> 3 v&ERIRLE T,

['\4 Home » | ¥ X | NSXEdges

Hetworking & Security NSX Manager. | 19216811042 |~

£ NEX Home | x 2 ¥ [F] | @actions ~ [-I:.‘-Ulnsla\lmg O 0Failed |
G Installation

Id Actions - LDR-01 Type

= Loical Switches edge-1 x Delete Logical Router

£% Force Sync MSX Edye
eple

P Firewall y
& SpoofGuard ¥, Redeploy ‘

hange auf e configurati

@ senvice Definitions
1 Service Composer
@) Data Security

IE] Download Tech Support Logs I ‘
T

TDDRIDT 7 A4 ). BLUT 7 1)L DIFFR

FRICIIOTTIEHDEBAD. NSXDIL—FT 4 VT OBRE ST a—FT 1 VTIEIUID T 71 ILHSEBH )
ESER

B R\ I-Y 1 RERED /etc/vmware/netcpa/config-by-vsm.xml [ZIE. XROIVR—F
v RICEY A EmAEENET,

B O rO-5, IP7RLA, TCPR—t. SIBREOT LT . SSL OB/ E2)
»  VXLAN £ L BRI SN D 8RB A 1 v F O dvUplink (F—=>747 RU>— &, UUID)
B R RAEIET A 0ESmIBIL—Y — 1 A5 A (DLRID. &)
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B OHETL - IV RHRED /etc/vmware/netcpa/netcpa.xml (ZlE. 07 LA (FIFI) R
[Z [info]) 7 & netcpa MEHAFRES > aVvnaEnEd,

" HETL - OFEEE T 7 1)L /etc/vmware/ss1l/rui-for-netcpa. *
B 2DODTF7AI IR RREBRE. RA DTS AR~k F—
B OVFRO-STRAFDOERERET S cdITER

INEOT7AILFZIANT, vsfwd [CL 2 Avtz— AR EN LT NSX Manager ' 53259 2 15H&#EA L
TCHETIL—Y I—Y TV RCE > TERSNET,

HIAMAMORRZ 0O
TARAEFOZARTIY 3OS TNV a—FT 4 0T, 88007 v JFv U CERTEET,

ESXTRAM A rARARG 3> E2a—)L (MUX) oA &

ESXiRA R EDRBY Y VT AR AV FORRY Y 3 VEFEALTWRNSEE, £RIFRA FTY—EXRET
TSAT7VAEDBEICET Y S —LMRELTNEHBEIL. ESXIRAFEDESX T X R A2 FOXRT Y 3y
TV a-I)VICEEN B S AR D ) F T,

OJDNRREY LTIV Ayt—2

MUX O s /2
/var/log/syslog

var/run/syslog.log
ESXT 2t A4 rOa2xsv 3y £Va—)L (MUX) DAY -3, <timestamp>EPSecMUX<[ThreadID]>:
<message> QN T NET,
RIZZDFITY,

2017-07-16T05:44:49Z EPSecMux[38340669]: [ERROR] (EPSEC) [38340669]
Attempted to recv 4 bytes from sd 49, errno = 104 (Connection reset by peer)

FERoBIT
m [ERROR] ZAYtEZz—Y D71 TTY, D71 & LTIE. [DEBUG] [INFO] A D) F 9,
B (EPSEQ)1d. TVRRA VY Fa T ICEETIAY I THEEEERLET,

AJERDEMILE R T DERR

RARICA VA R=ILENTWB ESX T AR 4V FOZARTY 3y EVa—LVIBO/IN\—Y 3 Vv ERRT 31T,
#esxcli software vib list | grep epsec-mux IY Y RFZEFRITUET,

SeROVEREENICT 2ICIE, ESXIRZAFOOAY Y R Y )L TROFIEERITLUET,
1 ps-cigrepMux XV FERITLUT, BERTHOESX T A A ORI 3y BV a1 )LERRUET,
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RIIZDHITT,

~ # ps —c | grep Mux

192223 192223 sh /bin/sh /sbin/watchdog.sh -s vShield-Endpoint-Mux -q 100 -t
1000000 /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

192233 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910
192236 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

2 U—EZAEITE=NTLRENEFSE, /etc/init.d/vShield-Endpoint-Mux start Z1=
& /etc//init.d/vShield-Endpoint-Mux restart X REXRITITZE. T—ERAEBRE TS
£9,

3 watchdogsh 7O 2R E, RITHOESX T 4V FAOZRRT Y3y EVA-ILOTOCRAEEIET BIC
[T, ~ # kill -9 192223 192233 192236 OV RERITUET,

ESXTZAR AV FAOART Y 3 EV2A-ILD2 DO TOCANMERINTIET,

4 #HLW-dA T avaERULTEXTA A FOART Y3y EV1—)LaRBLET, epsec-mux £
JL B 5.1.0-01255202 & 5.1.0-01814505 @ ~ # Jusr/lib/vmware/vShield-Endpoint—Mux -d
900 -c 910 ICIF-dF T avnHDEHA,

5 ESXimmZ+d /var/log/syslog.log 77 1)L T, ESXT A4 FOART Y3y EDa—-)LOpOY7
Avtz—yEHERLES, /7O0—-/ULYUa—>3ay YVUa—23vID, R=FBSICHBITZIRFUA
FULIEBESNTNWBIZEEERUET,

il - muxconfigxml Z 7 1LY > 7L
<?xml version="1.0" encoding="UTF-8"?7>
<EndpointConfig>
<InstalledSolutions>
<Solution>

<id>100</id>
<ipAddress>xxx.XXX.xXxx.xxx</ipAddress>
<listenOn>ip</1listenOn>
<port>48655</port>
<uuid>42383371-3630-47b0-8796-f1d9c52ab1dO</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/EndpointService (216)/EndpointService
(216) .vmx</vmxPath>

</Solution>

<Solution>
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<id>102</id>
<ipAddress>xxx.XXX.xXxx.xxx</ipAddress>
<listenOn>ip</1listenOn>

<port>48651</port>
<uuid>423839c4-c7d6-e92e-b552-79870da05291</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/apoon/EndpointSVM-alpha-01/EndpointSVM-
alpha-01.vmx</vmxPath>

</Solution>
<Solution>
<1d>6341068275337723904</1id>
<ipAddress>xxx.XXX.xXxx.xxx</ipAddress>
<listenOn>ip</1listenOn>
<port>48655</port>
<uuid>42388025-314f-829f-2770-a143b9cbdlee</uuid>
<vmxPath>/vmfs/volumes/7adf9e00-609186d9/D1pService (1)/DlpService (1).vmx</vmxPath>
</Solution>
</InstalledSolutions>
<DefaultSolutions/>
<GlobalSolutions>
<solution>
<id>100</id>
<tag></tag>
<order>0</order>
</solution>
<solution>
<id>102</id>
<tag></tag>

<order>10000</order>
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</solution>
<solution>
<1d>6341068275337723904</1id>
<tag></tag>
<order>10001</order>
</solution>
</GlobalSolutions>

</EndpointConfig>

TGAMAYFARRG Y3y 2 I—Y > bOAY
Y I-YIV R REIY YOS R OS oA VA F-LEn, A—F— 071V ORBERE LT,

’

ATDNRREG LTIV Ayt—2
VU I-VrVRE TR AV FOZARY Y3y BS540 vsepfltsys. vnetfltsys. vnetwfp.sys (Windows
10 LAB%) THMRENhET,

v T—=y x> OO7E. vCenter Server DO /)N BILO—88& LT, ESXi R FICRTFESNETS, QT D)
214, /vimfs/volumes/<datastore>/<vmname>/vmware.log ¢4,
B : /vmfs/volumes/5978d759-56¢c31014-53b6-1866abaace386/Windows10—-(64-

bit)/vmware.log

U I-YTYEOAYEZ—YIE <timestamp> <VM Name><Process Name><[PID]>: <message> O
TR NET,

LUF® Guest: vnet or Guest:vsep OO7DOHITIZ. T AL AV FOART> 3y Fo4)\BBEQOY
AVt =IDRICTINV T Avtz—IMmEExd,

RIIETDHTY,

2017-10-17T14:25:19.877Z| vcpu-0| I125: Guest: vnet: AUDIT: DriverEntry :
vnetFilter build-4325502 loaded

2017-10-17T14:25:20.2827Z| vcpu-0| I125: Guest: vsep:

AUDIT: VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T14:25:20.375Z| vcpu-0| I125:

Guest: vsep: AUDIT: DriverEntry : vfileFilter build-4286645 loaded

2017-10-17T18:22:35.924Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T18:24:05.258Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileF1tPostOpCreate : File (\Windows\System32\Tasks\Microsoft\Windows\
SoftwareProtectionPlatform\SvcRestartTask) in a transaction, ignore
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Bl : vShield 2 b 41 > FARRI gy OV I—=Vx b RIANOOTEREANIC
5

FINV T EFZRET DL, vmwarelog 7 7 1)L IEVICA D, FE (ROv L) AMTHhndaEEEN G )=
T, DIz, BERBBEREINTCNELU ST SICT /NI E-RFEEPICTEEZPEDLET,
COFIETIE, Windows LY A FUEZEFETZMENHDET, LIYAFUEZFIZHIC, LIYZAFUD/INYY

Ty TETO>TLES Y, LYZARUDONNY Ty TEUZRTOEMICDONTIE, Microsoft +mF Ly IyR—2
MELE 136393 #2B LT IEELN,

Ik RIANNOTNNYT OTOEREBRICT DT :

1T [R7—F(Star)] > [T 7 1)L &EHRELTEITRUN)] QIEICZ Uy 2 LET, regedit EAALT, [OK] &2
UyILFET, LYALY IT49—0DT1 2 RONEEET, F3HMICDOVTIE Microsoft #mF Ly IR —
AMEEE 256986 #5RB L TIEEL),

2 LYZARUIFT4H-T
HKEY_LOCAL _Machine\SYSTEM\CurrentControlSet\services\vsepflt\parameters
F—ZELET,

3 FHULERLI/INSA=Y F—DFIC. XD DWORD ZERLEY, CNEDEEANT 2 E =T, 16 #EHA
BRSNTNWS ZEEBERLET,

Name: log_dest
Type: DWORD
Value: 0x2

Name: log_level
Type: DWORD
Value: 0x10

log level /{5 A—% F—DDIE :

Audit Ox1
Error 0x2
Warn 0Ox4
Info 0x8
Debug 0x10

4 BEESLCANVER OV RERESEY, AOIX Y RFERTL T, vShield Endpoint 7 7 1)L ¥ 25 A
STRIANE7O-FL, BO-FULET,
= fltmc unload vsepflt
" fltmc load vsepflt

RIEY> VICH B vmwarelog 77 1L TOY TV U ERERTEET,
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NSX o7 &3 A5 L ARV

vShield A b 4> bORRYI L 3> Ry NT—=0 AV NARRG L 3> RSANQOTA >~
ZHEMCT S

FINYTEFZRET DL vmwarelog 7 7 AL IEZVNICR D, BEAMTHONDAREMEN G DET, ZDzH. ¥
BOBREINTIELUESTICT I\ T E-FZEENICTEEZPEDLET,

ZOFIETIE. Windows LY X FUEZBEIINENHDET, LYZARUEZETZEIIC. LYZAERUD/INy Y
Ty TETO>TLES L, LYZARUDONNY Ty TEUZX RTOEMICDNTIE, Microsoft #mF Ly IyR—2
MELE 136393 #2B LT IEELN,

T [R%—=k(Star)] > [T 71 )L&&EELTEITRUN)] DIEICY Uw 7 LET, regedit EAHLT, [OK] &#2
w2 ULET, LIZAELY IFT459 -0« RONFEEET, #MICDNTIE. Microsoft =3 Ly IR —
AMEEE 256980 #52RB LT lZal),

2 LIYAFUERELET,

Windows Registry Editor Version 5.0
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\vnetflt\Parameters]
"log_level"” = DWORD: 0Ox0000001F

"log_dest" DWORD: 0x00000001

3 REXYUVEBEHLEIT,

vsepflt.sys & vnetflt.sys @O 45 7 7 A JLDIFER

L> 2 1T log_dest A* DWORD: 0x00000001 [CEZESNTW Sz, TV RRA VY I -V kB
AN oOTF NNy HIcEASNEYS, T/0y 4 (Sysinternals @ DbgView Z7=z(3 windbg) &#£17LU%9,

HZWNE, LY R T log_dest # DWORD:0x000000002 [CREET 2 &ETEET, CDHE. R0/ 0
Jldvmwarelog ICHEASNET, COT71I)LIE ESXIRZA FOZH T ZRES VO T 3 LT ITRESNET,

UMC OB Ve &=B%ICT 5

TARAVFOQARTY 3y A—F— ET— R OVR—%> F (UMQ) 13, FRETRDREY > D VMware Tools

H—EANTEITEINET,

1T Windows XP & #z1% Windows Server 2003 ©. C:\Documents and Settings\All
Users\Application Data\VMware\VMware Tools\tools.conf|Z tools config 77
IWHRDNEBWEE, COT7A1IEERLET,

2 Windows Vista, Windows 7 Z7z1d Windows Server 2008 ©. C:\ProgramData\VMWare\VMware
Tools\tools.conf |2 tools config ARDALRIBE. COT7MILEERLET,

3 xoiTE tools.conf 77 )LICEMLTC, I—F— E—R OVAR—XVFOAF VI EBMCLET,

[logging]

log = true
vsep.level = debug
vsep.handler = vmx
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vsep.handler = vmx AR ESN T\ Bz, 1—F—E—F JVR—x>+OOVIZvmware. log IC
HASNET, COT 7L, ESXIRA FTRETEREX VDT A ILTICHDET,

ROFREEITDOE BELICOY IJ7)LICA—T— E—F JVAR—X2Y FOOTMEASNET,

vsep.handler = file
vsep.data = c:/path/to/vsep.log

A A ARRS L 32 EPSeclib &Y —EXR R~ >0OY

EPSecLib 13, ESXiRA @ ESX A+ AV FOZRT Y 3> £V a—)L (MUX) 64 RV FEZELET,

OJDNREY LTIV Ayt—2

EPSecLib mo s m/ix
/var/log/syslog

var/run/syslog

EPSecLib A vt — (3, <timestamp> <VM Name><Process Name><[PID]>: <message> O CaLi =N
F9o

ZOBID [ERROR] IZA Y Z—y D% 1 F&EFR L, (EPSEQ) 1F. AR 4V FOARY Y 3 VBEEOAY - TH
5LEERLTNET,

RIIZDHITT,

Oct 17 14:26:00 endpoint-virtual-machine EPSecTester[7203]: [NOTICE] (EPSEQC)
[7203] Initializing EPSec library build: build-00000

Oct 17 14:37:41 endpoint-virtual-machine EPSecSample: [ERROR] (EPSEC) [7533] Event
terminated reading file. Ex: VFileGuestEventTerminated@tid=7533: Event id: 3554.

mEARY)EES

AR AV FOAARTY 3 U—EREBIYY VRICHZAVR—F Y RO EPSec S 1 75 UTF)\w o OV &R
T BT

T NSXManager "5 DO VY —)LD/INAT—FERBLT, AR AV FOARY Y 3V H—EREBY T VIC
074> 0&ET,

2 /Jetc/epseclib.conf 771 )LEERLTC. XOEEEBEBMLUET,
ENABLE_DEBUG=TRUE
ENABLE_SUPPORT=TRUE

3 chmod 644 /etc/epseclib.conf OV REEITLUCHEREZELET,
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4  Jusr/local/sbin/rcusvm restart XV RERITLT. YA AV FOARY Y 3 Y —ERME
N UEBREEULET,

CNICED, TR AV FOZRT Y 3 Y—E2REY Y T EPSeclib @7 /\w 7 O AERICHEDET,
NSX for vSphere 6.2.x & 6.3.x Miz&. 7/ 7 O3 /var/log/messages ICRFEENET, 7/\v T ERTE
95& vmwarelog 7 7 ILAN S IEVNIZR D, FARMIODNZAEMENH D ET, D, BELIBRE
ITARTPWELESTCICT NNV E—FEENCTEEEBEDOLET,
TFRAEAFAAR 3y —ERXREY>>OOY
O7&+Fv 7Fv 9 280lc. RARID £2ZIZRA RO MOID R LET,

= NSXManager T show cluster all O¥> F& show cluster <cluster ID> OX Y R&ERTL
ESCIN

RIITDHTY,

nsxmgr-01la> show cluster all

No. Cluster Name Cluster Id Datacenter Name Firewall Status
1 RegionA@1-COMPO1  domain-c26 RegionA0l Enabled
2 RegionA@1-MGMTO1  domain-c71 RegionA0l Enabled

nsxmgr-0la> show cluster domain-c26

Datacenter: RegionA01l
Cluster: RegionA01-COMPO1

No. Host Name Host Id Installation Status
1 esx-0la.corp.local  host-29 Ready
2 esx-02a.corp.local  host-31 Ready

T REOCOTOREEERT SICIE. ROANY FERITLET,

GET https://nsxmanager/api/1.0/usvmlogging/host-
##/com.vmware.vshield.usvm

GET https://nsxmanager/api/1.0/usvmlogging/host-##/root
2 BEOOVOREEZEITDICIE. ROIX VY RERITUETD,

POST https://nsxmanager/api/1.0/usvmlogging/host-##/changelevel
## Example to change root logger ##
<?xml version="1.0" encoding="UTF-8" 7>
<logginglevel>
<loggerName>root</loggerName>
<level>DEBUG</level>
</logginglevel>

## Example to change com.vmware.vshield.usvm ##

<?xml version="1.0" encoding="UTF-8" 7>
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<logginglevel>
<loggerName>com.vmware.vshield.usvm</loggerName>
<level>DEBUG</level>

</logginglevel>

3 OUVEAMTDICIE. ROOAXY RERITLET,
GET https://NSXMGR_IP/api/1.0/hosts/host.###/techsupportlogs
Send & Download #&iR L £ 7,

COAXVPFZEERITIZE, AR AV FOART 3y B—EREBY Y VOO THMER SN,
techsupportlogs.log.gz WS ERICRESNET, T/\W I ERET S L. vmwarelog 7 74 LA
Vo IEVNIZARD, FARMTIODNDZAEMENH D ET, D, BELBREINTRELEZLT T /(Y
T-FEENCT2EEHENDLET,
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NSX DIARTOAVR=RY FE YATLA ARV FELR-FLUET, TNE0ANRY FI, BEORSMES &
VREMOERY. BEO RS T2 —T« v TICRUIEET,

FBANRYF A=V ICIIRDBERNEENET,
B —EOARYEO-F
" BEE

B ARV EORBE BEDGRITHEET VS 3

FOZA)YR—k OQJFZDORES LN VMware Y R— cADOBE WS
Hht
—EEDA XY RTlE, TUZAI UR—FOJ70WNEE. VMware OR— EAOBWEHEAEINDIGEN D
DEd,

= NSXManager @77 ZhJL YR—F OJERET 2213 INSXDFT 0 ZH)L BR—-F 070500 F]
SR LUTLIEE,

® NSXEdge @77 ZH)L UR—+ OV ZERES Z(CIE. [INSXEdge D77 ZA)L BR—F O70OY D0~
Fl zslBLT<lZEl),

B ORZAROTU A UR-F OJERET 2121, OX R export host-tech-support #£17U%
T, INX FZTIN>a—=Fa VT AAR) O (987747 94—=IOZTINya—T714207] &8RBLT
{fEEL,

® VMware BR— FICHELAEDE L Z<IZE [How tofile a Support Request in My VMware |
(http://kb.vmware.com/kb/2006985) #&B L T <21\,

NSX Edge TOi&HIREIDETT

—EDA R FTIE. NSXEdge NOsgfIEBAMHEREINZ ZEAH 0 ET, FMICDNTIE. INSX B 1 R
@ [NSX Edge & NSX Manager s[RI =2 L T<Ex ), IR TIE. NSXEdge [REY >V DEIEE
BESETNET,
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NSX o7& A5 L AR =

YRATLAANY NOEZELVAN)L
BARNY FCIPRODNTNIDERZELANIAH DT,
"

%
="

" AV v —
. EX

n =

=]

RDEEYTTIE SEXSXRAVR-—RY FTHRET D, FEEEN [AVv—L [EXL [&] OVAT LAY

FAYE—=JICDVWTRHRBALET,

COEICIE ROFEYIMNEENTNET,

B FaUTq YATLAARYE

B DA T IOF I VAT LA ANY R

B NSXEdge v 257 LA ARV

" IF7TUYT VATLAANY R

B U040 TSTA VD AT L AR

B AYT—I VT VAT A AR

®  Service Composer ¥ A7 L AR+

B SARAVFOART IV B—E2RBY Y VDV AT LA ANV E
B - REYYY (SYM) BBV AT A ARV

" LU=y 3y - A —HIILRBY AT A AR
B NSXEEBIRTL ARV E

B ORERY ROV AT LA ANYE

®  [dentity Firewall >~ 257 L ARV

RAFDEBDY AT L AR+

X274 DRARTLAXRY S

CCTlE BFaUT A TRET S, BEEN [AVv—] [BX] 8] OVATLARYE AyT—TCD0

TEHBLET,
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ARV K 7I3—=LDk
=¥ IRVENDEEE VA ANV AyEe—-2 SHEA

11002 EPN AV vCenter Server [#E#ETE  vCenter Server MEEEICEMULE Uiz,
Fth, BETFERIAD—FBFR 7532 5> : vCenter Server OFEAEL <. EL
ETY, WEREFESREERL TS CEERRL TS,
INSX &#7H1 Rl @ [NSX Manager Ao vCenter
Server 0&#F] & INSX STy a—-Fa200 H
- Bl @ [NSX Manager & vCenter Server (O
i) a2BLTEEL,

11006 BX LVVE vCenter Server #E#izk  vCenter Server ADEHNINE Uiz,
WL, 743 3 vCenter Server.& DEFHDOBIEN H 2
NEINERBLTLLESL, INSX RS Ty a—
F a7 A4 Rl @ INSX Manager & vCenter
Server O] HL U NSX Manager OfS&E®D +
SO a—Ta07] EBBLTIEEL,

230000 EUN DNV NSX Manager L£® SSO £ Single Sign On (SSO) mEREICLK LE Uiz, FB:E
EIAIN KB LELE, BWAERD. MENEX., BHHAREBSN TR,
BEDRERAMNEZSNFET,
TUvav i Io— Avt—IEERLT, SSO &
BELTLIESN, INSXBEATR] @ [V V7L
A UF V] EBRLTESN, oo INSX -5
TV a—F1 27 A4 Rl @ INSXSSO Lookup
Service D/EDKRH] EBBL TS,

230002 BX WNVE SSO STS D747V MaiIlrEN  SSO o — b 2 m NSX Manager m& 4125 M L 1=
FUk, . SSO T —EXEDEFEATIMEINTNET,

T3V REHEROEL. REALTLEL. Ry
FO—UEGICREND DR E, FEICHENZ N
EONERRLTLLES, Fic, HRBOEMAIIEH
BNRETCOM@IRET 2 ENHBDERT, T
Ly IR—2ma2E [SSL certificate of the STS
service cannot be verified]
(http://kb.vmware.com/kb/2121696) &
[Registering NSX Manager to Lookup Service
with External Platform Service Controller (PSC)
fails with the error: server certificate chain not
verified] (http://kb.vmware.com/kb/2132645)
=BT,

240000 BX LVVE SREETSY9D UAMIIVH) {0} #HEDIP7RLZ2OI-—F—A10EmEELTOY 1
hEmEhELE, VICKEUE LR, CO1-Y—13304EOy o7
YhkENEY,
FovaY  BENBETUTBEERE LTS
EE,

N7 7AT7 04—V AT LA AR K
CCTIE B O 747 03—l TRET D, BEEEN [AVv—] [EX]. [B] OVATLARNYE Ayvtz—
JICDWTERBBLET,
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NSX o7 &3 A5 L ARV

ARV b ARV NDE
J—K BB
301001 BX
301002 AT v —
301031 BX
301032 A v —
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73—LEb

ki)

NV A

WA

(AR~

NWA

ARV AyE—D

IRANTIIVARTE DEHICK
LU,

T4LREREN VNIC (EAS
nNEFEATUE,

RASETIPAT7I4—ILERFED
BHICKRBLELL,

I74794=)b Ib—IV& vNIC
([SEATEFEATLL,

B

RAFTIT AN EZREZEICIITTCERN O
B\ BEAROD </dev/dvfiltertbl> R CenTEEE
AT Uz,

723y AVFEFIAROF - )N -RT7E T
S—DREAERZRL TS0, NSX Manager &#
HEEHDORAFEOBETVIBON-YaVhRE ST
WBTzolc, FEHLRWT v T L — FOBENFKEL
TWBAIEEMN S D FT, BRENFRLZVSEIL.
NSX Manager E7/RA FOF 0 ZH)L YR— = OJ%
INE LT, VMware 77 ZH)L BR— FICHE N ED
BLIEEL,

JqLvEEE WIC ICBRATEEEATUL

AN H B RA T4 LY REDRK. BT, BHL
BICKBULELUC, COTIT—IE 9T 7A T D7 —
JLTIEFEELUE AN Network Extensibility (NetX)
THRET DAREMENG D ET,

77733 ESXi 8L UNSX Manager o577 Z 1)L
PR— RN\ RLEREL T, VMware 77 Zh)L
R—FCHEBANEDE S,

T7AT 04— LEREDRZIE. T, BEHWEICKREBL
Flfe, F— /NUa—[CIF. EXRFESREODVTF
2 HEBY, ZTOMOT /Iy TEBRNEENET,
70ay i FIBITR > TRAREEBLTNVEAED
MERL TS, RARCOT7 A Y

L. /var/log/vsfwd.log 7 7 1)L &EiELT
n5. APlhttps://<nsx—
mgr>/api/4.0/firewall/forceSync/<h
ost—id> #@BALTCI 71 774 —ILDREERF
BICEHLET, INSX bS5 T a—Fa 20 HA
Fl @ D8I 747 04— IO EZTIa—FT1>
7] #5RBLTRE, BEMICFRELTE, KA R
FOPBITTAT I F —ILEEERH CERVBAIL
NSX Manager &R 2 FOF 0 ZA)L YiR—F OJ%
IE LT, VMware 77 ZH)L R — FICHENAED
wrEE,

747 94=)L )L=)LEVWICICBRTEZEAT
Uiz,

T2 A NSIp A—FIL E=TFICHRRBEEATY
RENH D EEBRLTESL, INSXEBHA
Bl D [074794 =)L CPUARY FHEXUAEY
UEWMBAARY FOFRR] 22BLTIES), BED
AR LA WEEIZ. NSX Manager E/RA DT =
AL YR—-F O7&RELT, VMware 77 ZH)L
HR—=FCHBENEHDELESN, T7A4T7 D5 —)LD
FENMWICICEASNECEERA FOOY
(<vmkernellog> & £ U <vsfwd.log>) THERL T
<2y,
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NSX o7 &3 A5 L ARV

ARV b ARV NDE
J—K BB
301041 BX
301051 AT —
301061 BX

VMware, Inc.

To—L%ER

U ARV AyE—2

LWWE RANCAVTHEEDEHICK
BULELE,

NZ RARTTO-MERhNFELE,

WV Z RART Spoofguard HE
B#ICKRBLELE,

B

XYy FID=oEEFaUT o VT T OXKEICEHT S
SBBICRBUE UL, F—/WUa—(ClF. aVFFE&
PERBFESLEOIVTFAMEBRNEENET,
T2 aNSIp A—FIL E=TFICHRRBEEAETY
RENH D EERRLTESL, INSXEBAA
Bl D [074794 =)L CPUARY FHEXUAEY
UEWMBAARY FOFRR] 22BLTIZS), HED
AR LA WEEIZ. NSX Manager E/RA DT =
AL YR—-F O7&REL T, VMware 77 ZH)L
HR-FCHEMLEDEIZEN, AT T OREN
WIC ISERShEZ EERA FOOY
(<vmkernellog> & £ U <vsfwd.log>) THERL T
<2y,

REFROREY VOB T, 1 DERITEHDZY
V3vOIO—- F—=9HA ROy FSNnfclzs. FEHE
1) &E7z13 NSX Manager N fEICLM U E Uz,
T3 vSIp =R E=TICHAREEATY
BENH . vsfwd AT UEREND Y — 2OFIRA
THdEEERLUTEIN, INSXEEBHA R @
(774797 =)L CPUARYEBLUOATULEN
BANRY FORT] 22RBLTIZE, BENHRL
BUWBAIE, NSXManager &R 2 FOF 2 ZH)L U
R—FOvERELT, VMware 70 ZH)L YR— +
CHEENEHE LIS,

SpoofGuard ICE#E T 2% E kML F Uiz,
70ay FIBITR > TRAREEBLTNEAED
MERL TS, RARCOT7A Y

L. /var/log/vsfwd.log 7 7 1)L &ELT
n5. APlhttps://<nsx—
mgr>/api/4.0/firewall/forceSync/<h
ost-id> #EMLTCT 71 74— L OREE A
MICEBLET, INX STy a—-F1 07 HA
Rl O DT 7AT7 94— IORZTINa—F1V
7] #2BLTLLEx), SpoofGuard m&EAE|=
=k 235414, NSX Manager &R DT 7
ZHILOR—-FOvEREL T, VMware 70 Z AL
HR—FICBBNEDE LI, RA LA
SpoofGuard O EERE LIz &EDY THRRL T
<rEEly,
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ARV b IRV NDE 7I—L%EN

a—K BB A ARYEN XAyE—2

301062 ATy — YAV Spoofguard % vNIC (C
BRATEFEATLE,

301064 ATy — YAV VvNIC ® Spoofguard %
EYCTEFEATUL,

301072 ESPN WV Z LHY—0n App H—EARFEY
DUDHEIRICERELELE,

301080 BX AV T74794=)L0 CPU LZEME
nEdLELE,

301081 BX AR+ T7A79A—=ILDIAE)LEMEN
BidmLxELi,

VMware, Inc.

B

SpoofGuard # VNIC ICERTE£ A TLE,
7Oay P FIBITA S TURAFEEBLTNEAED
MERL TS, RARCOT A Y

L. /var/log/vsfwd.log 7 7 1)L &EWELT
n5. APl https://<nsx—
mgr>/api/4.0/firewall/forceSync/<h
ost—id> #@ALTCT 71 774 —ILDFEE RS
BICABLET, INSX b5 T a—Fa 20 A4
Fl @ 98I 747 04—ILOZ TN a—FT1>
7] #2BLTLLEE), SpoofGuard mEEENE|=
fFEkBe 2B41d. NSX Manager E/R 2 DT 7
ZHILOR—-FOJEREL T, VMware 77 Z )L
HR—FIZBBLEDE LRSI,

VvNIC © SpoofGuard Z&EIc TEE AT U,
723> NSXManager &R A FDF 7 ZH)L
R—FO7zEREL T, VMware 72 Z#H)L HR—+
[CHEMNEDEEE,

vCloud Networking and Security Ao vShield App
Y—EXRBY Y VEHRTEEEATLUR,
7023y INSX 7y ITL—FHA R O
[vShield App W62 8T 714 77 —ILADT v 77
L—R] ICREHNTVEFIEE CHERIZS,

vsfwd @ CPU ERZ A L= VMEEHEA £ LT,
77323y INSKXBEAAR] O [D74795—)L
CPUARYEBIUVATY LENEARY FOFK]
=SBLTLEEN, BRICE>TIE RAFOUY —
AERAEREESTDIMNEN D D E T, MBI
#a13. NSXManager E7RZ DT 0 ZHIL BR—
FOvERELT, VMware 77 ZH)L BR— FICH
BhabtE<ral,

vsfwd DAE UEARA LS \VEEBR £ UK,
7723y INSKXEEAAR] O [9714794—)L
CPUARYEBIUVAEY LENEANRY FOFRK]
ESBLTLIEE, BAICEISTL RAFOUY—
AERALEETEIVENBDET, £, ZESNT
W T 747 04— IL—ILOEP. Xy FD—=0U &
TFaUTq AVTTOHEEIBRLET, J717
DA =)L IIL—ILOMEHIFT 2ICIL. appliedTo #
e A LEY, MEMRALZVBEL

NSX Manager ERZ EOF 2 ZH)L UR— OV %
INE LT, VMware 77 ZH)L BR— FICHELED
TLLIEE,
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ARV K
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301082

301501

301502

301503

301504

VMware, Inc.

ARV NDE
BE

BX

BX

EPN

BEX

BEX

73—LEb

ki)

NV A

[AYAY-4

[AYAY-4

[AYAY-4

NWA

ARV AyE—D

TPATIA=ID 1 BHEDD
B LEMEEEBLEL
Tz

HAr {hostID} ADT7A7
A= EDEFHN-J3v
{version#} N4 LT7ILL
FUl, RANTOIPAT 94—
WEREIE. N—=J3v
{version#} FTRHSNF
E

HAr {hostID} A®M
Spoofguard HZEFHES
{number#} HRAL7ILE
Lz, RAMC®D Spoofguard
BREE N=Yay
{version#} FTRHINF
ES

TPAT0A=IEREN—T3
{version#} &D32AR
{clusterID} (CE{TTEF
BhTUE, BEMICOWTE. Y
S BRUTESLY,

AVTTEFHEDSAS
{clusterID} [CEITTEZE
BhATUE, FEHMICOVTIE. A
DEsRBUTESL,

B
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CCTIE 77TUVT Y ATLAARYEDYVATLA AR E A=V ICDVWTHALVET,
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NSX Edge @ IPSec VPN F v =)L DREEHETEE B A,
7023 INSK RS DI a—F4 07 A4 Rl @ [Virtual
Private Network (VPN)] 7> 3 v EZ2B LTS,

NSX Edge @ IPSec VPN F v =L OREEHETEE B A,
7923>: INSX ST a—F7+ 7 B4Rl @ [Virtual
Private Network (VPN)] 7> 3 v E2BLTIES),

NSX Edge @ DHCP U L — S —EZNENTT, EZASND
#e: (1) DHCP U L — JOt2a & L TLAL, (2) 248
@ DHCP o —/tht 7z, U L—msBLTWe/ IV —T 5T
217 FOBBRAREICZ D TV SATERMENH D XTI,
7oy INSKXEEAA RF] @ [DHCP UL -0#E] =
ZRBLTIEE,

20 NSXEdge EalAT 7547V AMEEICERIETES
REICHD, FOTATEAT Y NADREEFBRIV I~ F
LE U,

74> 3>« [Troubleshooting NSX Edge High Availability
(HA) issues] (http://kb.vmware.com/kb/2126560) =83
Le<rEsl,

20O NSXEdge BAIRAETY 54 7V ANBR IV I~ %
A ATUY R TLAURENSUANULESELTLE
E
F P ZOARYETLR= FanfcU N AR Z XA
NSX Edge 6.2.3 £ DRID/\— 3 Y TOHEELET,

74> 3>« [Troubleshooting NSX Edge High Availability
(HA) issues] (http://kb.vmware.com/kb/2126560) =&
LerEsEl,
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=
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[AYAY-4

[=qA

[=qA

[AYAY-4

[AYAY-4

[=qA

ARYN AyE—Y

7704 1ZyrOWEREEL {#} TLE
W {#} ITBNELE, Fh EB KR
{#} o {#} CEONELE, 75—L
ORABNOIRARREHERL TS,

A deployment unit has been
created.

NSX o7704 1Zyhh'E#HSNELE,
DI28TT7TVI) H—EANEFHENETS

NSX HoF704 1y hhiEIBRENnELE,

BRTEFEATULE service {#}
host {#} T7F—42aF7 (#) WKk
[SEHEINTOELENTT, EHEERTS
. BlIOT—AANPEERALTESL,

T4 1Z9bDAVA—IVICKRERLEL

7z, OVF/VIB URL [CPDEAFHET, DNS
WERESN, BEGRYII—D R— M
TS CEEFERR L TS,

2YRI=80 J7TUvh H—EADT7TUvH
I—JIV MIRAMIEZECA VA M—ILEN
Flk,

T77U9D T—I1V MR M R(CHI
BENFLE,

OVF / VIB 771 0i5mh'EESNEL
2o Y—EANBTFIOMDBETT,

B

BEBHDA N FTY,

BERBHDANY FTY,

BRBHODANY T,

BHRBHDA N FTY,

RAFOEF2UTARIER Y VEEINY 27 —
TARTERETEEEATLUL

TOYAY I RARDNT =T A RTICT IR
TEEmALTILES,

RARADNSX Y —E2DA V2 b= JLHIC,
ESXi R 2 HIZNSX o VIB/OVF 27 o zATE
FtHhTUE, vCenter Server & 25 [ A~
VEF=TILIC. RDARY F Ayt—IHK
T~ehZd, Event Message:'F/04 1
ZYbDAVAR—IVCKBRLELZ, Please
confirm OVF/VIB URLs are
accessible, DNS is configured,
and required network ports are
open.', Module: 'Security
Fabric'.

7923 i NSK RS TNy a—FTa 07 HA
FzEsBLTEEL,

BHRBHDANY FTY,

BHBEHIDARY T,

NSXVIB & &1 OVF IZ. URL ENLCHIAT
=x9n URLIZ. NSXD/)N=2auhnZEbn3
EEESNEY, ELLWVIBERDITZICIE
mo URL [CBE LET, <https//<NSX-
Manager-
IP>/bin/vdn/nwfabric.properties>NSX
Manager @ IP 7 L2 ZEE NS & NSX
OVF #7212 VIB 0B 7 704 AMEICRK 21546
mHpHET,

7493 3> R FO#(E (Host Preparation)]
5 77T [##* (Resolve)l # 7> ava s U vy
g 5h. systemalarms APl @
action=resolve /{5 A% &FER LT,
TI—LEBRLTLSIES),
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FT704 1Z9bOT7YTHL—RFIZRBRLEL
7zo OVF/VIB URL (ZPDTAREET, DNS
WEERESN, BERRYNI=D R— M
WTWBEERER LTS,

H—EAT{#} IPBEEETRWICIE, LITD
H—EANE LA VA P=ILENTNBHEN
HNFT: {#}

PyIIL—FRIOEF1UT4 YU1i—-2avn
BENPICIS-DRELELE, YIa—Yay
(CPDEATERL, FldV)a—YavhinE
LTLVEL\RTREMENHNET . NSX hoya—
23v0 URL [CPDEATERHEEREFRLT
28V fERAD API #ERALTPI—LA
ERRLUESL, T—EARBERERSN
F9,

B4 LTI NETE7YTIL— FEEICET D
t¥ars YIa—2avnd-IbN\voeERiE
LEEATUIZ, NSX HMoY)a—2avm URL
(EPDEATERCE. BLUYIa—Yavhs

NSX [CPDEATERLERERL TS,
fERA®D API EERLTYS—LEMRRL
WSV, H-LARBERMASNET,

F—EADT A VA= IUTKERLE LIz, NSX
hoYYi—2av® URL [CPDEATESC

&L BLUYIa—vavhn NSX (E7DEA

TEBEEMER LTS, fBRAD API
EERAUTTYI—LEBRLTUIZEN, -
AlFBIBRSNET .

B

RA D7y F7L—FRIz, ESX Agent
Manager (EAM) 13 NSX mv5 o VIB/OVF 127
JEATEEFATUR, vCenter Server & 2
TLhARYE FT=TILIT ROARY B Ay
t—YnkRranEd, Event Message:'
7704 1y 07y FTL—RCRBULELE,
Please confirm OVF/VIB URLs
are accessible, DNS 1is
configured, and required
network ports are open.',
Module: 'Security Fabric'.
7923 i NSK RS TNy a—Fa07 HA
FaEsBLTEEL,

TUA =T EY—EAL, ELA VA -
ILENTVWRVBIOY —ERITKEFELET,
TOvAY MBRU-EREIIRYICTS
O LTS,

Ty —-FRIOEFAUT s V)a—-23
VOBHPICT T -AFEELE LIz, V-
TIVICTIRATER, F£ldVUa—-3
UNBE LTV ATEEEA B ) £ T,
7023y NSXhbeYUa—>3 @ URL
CT7 I EATERCEERABLTLESEL,
systemalarms APl @
action=resolve /(S A—%EFBL T,
TO-LEBRLUET, U—ENEFTIOA
SINET,

Did not receive callback from security
solution for upgrade notification even after
timeout.

773y :NSXhpsvUa—- 3o URL
TV EZATERZZL, BFUVVYY1—v3Y
e NSXICTVEATEZ & EERL TR
=1\, systemalarms APl ®
action=resolve /(S A-5&FEHRLT,
TS LEBRLET,

Uninstallation of service failed.

772 ay NSXhAbsYUa—>3 @ URL
C7ORATEZZE, LUV U 1—-2 3y
N NSXICT7 I R TEZ&EBABLTLE
=1\, systemalarms APl ®
action=resolve /(SA—%&EREL T,
FI—LEBRUET,

49



NSX o7& A5 L AR =

ARV K
=R

250017

250018

250019

250020

VMware, Inc.

ARV NDE
BE

it

o

at

Tt

7I—LD
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[=qA
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ARYN AyE—Y

TPIAVANIEIOEF21)T4 Ya—ay
ADBEIPICIS—NRELELE, HEE

AL THEBRMEZTON, BAETHTIC
Y—EAZBIBRLTTI AV AL ETH> T

& NSX MpYYa—Yavd URL (27
DEATERE, BEUYYa—Yavhn NSX
[CPDEATEDCERRER LTI, iR
D API #ERALTPI—LEMERLT

ZEW, Y—EARBHIBRENET .

TIAVAM=IEIOEF1UT4 Y)a—Yay
ADBHRPICII-HFEELELE, MEE

RALTHEMT N, BHMETICH—ER
FHIBRL TP VM1 VA R=ILL TS, NSX
MoYJa—av0) URL [CPDEATERC
& BLUYYa—vavhn NSX ([Z7DER

TEHEERER LTS, R AN API
ZEALTYI—LEMRRLTES), Y-t
AlFHEIBRENET

(e Ub o EIR BV EVANONE VPN Sl |2
OBAPCH—NDPEREEILELZ, NSX
hoYUi—av® URL [CPDEATESC
EEFER LTS, fRRAD AP Z{E
RAUTT7S—LEfRUTES, Y—EAlL
PIAVAR=ENET,

tF¥aUT1 Ya—avADOP A VAN
DBANR(CH—NHEREELE L, NSX
hoYYai—2av® URL [CPDEATESC
EEREFR LTS #RRAD APT %{&
AUTPS—LERRLTES, —EAR
BERMAINET.

B

Error while notifying security solution
before uninstall. Resolve to notify once
again, or delete to uninstall without
notification.

7ovav NSXAabsvUa—3>0 URL
C7ORATES L, BLUOVYIa1—23Y
NENSXICT IV ZATEZEEHRL TR
=1\, systemalarms APl ®
action=resolve /(S A-5&FEHALT,
TIS—LEBARLET,

Error while notifying security solution
before uninstall. Resolve to notify once
again, or delete to uninstall without
notification.

7o av NSXAabsvUa—3>@URL
7V EATER L LUV Ya—v3Yy
NENSKICT I ZATEZCLERRL TR
=1\, systemalarms APl @
action=resolve /(S A—45&FEAL T,
TIS—LEBALET,

TFaAUTa V=23 ANDT A VAR~
JLO@AAFRIC, =) \h"BREELE Ui,
77> ay NSXhbsYUa—3 @ URL
CT7 I TZATEZCEEBARLTLREEL,
systemalarms APl @
action=resolve /(SA-%&FEHELT,
TI-LEBRIALET, T-ERIT VAU
F—IlENET,

TFaUTFs V1= auADTy ITL—
FOBRFC, U—\IBESLE U
703 ay NSXhbsYUa—v3 @ URL
ICT7 O ZATEZEEBALTLLEEL,
systemalarms APl @
action=resolve /{5 A—5&EFER LT,
TI-LEBRLUET, U-EXNETIOA
INET,
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[=qA

ARYN AyE—Y

NSX Manager (&.vCenter Server
® EAM H—E2EFHEALT.ESX £D
NSX VIB ZEE/EE#HLET, O EAM
Y—E2ANDERHI BTSN TOES, This
could be due to EAM service
or vCenter restart/stop or
an issue in the EAM service.
Verify that vCenter is up,
and the EAM service 1in
vCenter is running. Further,
we can look at EAM mob to
verify that EAM 1is
functioning as expected.

NSX Manager (&.vCenter Server
T EAM H—E2%{ERAL. ESX T NSX
VIB zEB/EBEHRLES. O EAM H—
E2NOEEANIE SN TOET , T,
EAM #—E2% vCenter Server i
BENFEFELLTVBIENRETHD
BENHNFET, T, EAM H—EAICRHIE
hH3mAELHNET ., vCenter Server
HEEL TS L, LU vCenter
Server T EAM H—E2NETINhTN
BLERERLET, Snlc. EAM @O MOB %
FUT, EAM MELNICHRELTL\B LR
HERTBELTEET,

PIAVAR=IVETIOD) -V Py TICREALE
Ule, BRRFAD API ZERLTY5—L%
FRR LTS U—EAFHEIBRENET

B

NSX Manager 15, ESX o NSXVIB w570
1 /E=% ) 71z vCenter Server » EAM t —
CRAEFERLEYT, COEAM U -2 EDE
g cnEd, EAM -2 E iz
vCenter Server ABied)E 2 I3ELE Uiz h\
EAM o —ERICRIEN S 2 ATREIEN B D £ T
772 3> vCenter Server KRBT T,
vCenter Server © EAM F —EZARITENT
nWsCeEmRLEY, EAMMOB URL
http://{vCenter_IP}/eam/mob/ iC
T AARE T, EAM O EEES D CHREL T
WBCEERUET, FHMICONTIE INSX
FSON =TT ARl O [10T5
ARSUFvOREMF] ESRBLTZE,

NSX Manager [, ESX T NSXVIB o770
1 /E=% 1) 71z vCenter Server » EAM t —
E2EFERLET, COEAM -2 EniE
AN TWEY, EAM O —E2EkIE
vCenter Server ABied)E o132 1E Lizh\
EAM & —EXICRIENH DA REMEN D D £ T,
74> 3> s vCenter Server HMREIF T,
vCenter Server © EAM & —E2AQERITEINT
nWacerEmRLEY, EAMMOB URL
http://{vCenter_IP}/eam/mob/ I
TR AERET, EAM AMEEES D [CHEEL T
WBCEamRUET, FMICDONTIE, INSX
FS I a—TFTa VT AARI O T140T5
AT F v OEfRE] 22RBLTIRE),
ToA VA =ILRIORESY U= Ty T A
DEFRTTESEBATUR,

773> systemalarms APl @
action=resolve /{5 A—F EFER LT,
TI—LEBRRALET, - ERITHIBRENE
ER
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a—K EE NUA ARYEN XyE—2 SR
250024 = =40 ZOF704 1ZvkDN\vFUY EAM I—  EAMIL, ESXimz +ICVIBERBELET, NSX
JIY—-BRIMFBATLE, vCenter HEBEHOSIS25YIC, EAMT—v vy —
Server NEIEMEERITLCLBAREN AT UAFDSNTUET, cOT-Y 1Y
HHDET, 75— LERRLTI-JYTYI— v—PRON5RVEAIL. vCenter Server
HEREBSNTUBHRRBLTHES, In 0 APIBanin, 1=z 27
FHTHRINTI S —(TE > ZAEEMEN S 1)
case you have deleted the
ESEMN
agency manudlly, please
delete the deployment unit
entry from NSX.
250025 = E4Al AT— VA RART EAM ZERLT NSX 25— L2 /RZ =T EAM @R LT NSX

VIB O7yFHL—REFEET7I1VAM-ILE
728 ARV MIERENET . AT—F
LA RAMIBEI T IO/t REEM AL T
FIILENGIEY . BBITTOMHAEE
FERLUTHEREBIEL, f2RAD API %=
HERLTYS— LERRLU TS,

T4 TS DI RT L AN K

VIBSO7y 77 L —RERIT VA VA=)
ETOE. COARY EMERENET, IAN
THAT— kLA RZ % Auto Deploy ##g
THEBID2UENHDFET,

7743 3> Auto Deploy #eez @A L TERE
EEIE L. systemalarms APl @
action=resolve /{5 A—-5&EFER LT,
T LEBRLTLSIEEL,

CCTlE 77040 2040 THRET D, EBEN [AVv—] [EX [B] OVATL AR AytE—
[CDOWTERBRLET,
V2= b EVNOIN
K ARVNDEBE VA ARYN AytE—o B
280000 = [Z0) FIO4 TIH40D IP RETOIPVRLA T—ILARELTWS o, IP 7R
FELA F=IFRR75— LAENSX F—EERYYVICE)STEENTE
L FHATUR,
Fovay: T=ILICIP FRLZEEBMLTLREEL,
280001 = [=qA FIAA TIUAVDRA TR AV FORRI Y 3 VEBEOY—ERICIE, £h

FTNRALLETY—ERERETZ IS4 00y A
HVET, T4 I-FOBBIINET7Z—LEL

TLR=bFENET, U—EADTZT1 AT RTHEI
Uicglc, U—ERIEBICR D ET, DAY FIFA
BEMDOH2HNDOT Ty FEFv ITFv LET,

77 aviresolve APl &R LTTY S —LEMBEL
TLZE N, b2 7 TO01anEd,

73—Ao
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TNIRA LT —EREZET D TZT1 v Dtzy A
HVEI, T2T74 Y - FOBBITARBINT Z— A
ELTLR—-bFaNET, U-EADTZT41 UAITAT
MIDUTc&IC, U—ERI/BICBOFET, DIV E
FITRTCOAIBEEDH 2 HNEF+ TFv LET,
7723 :resolve APl &ERLTT S —LERRL
TS, —E2NFTO04SnET,

TI—LDb
)5 ARV AyE—2 SHEA
=
BINT 57— Lo
[=qA

EEEEMNCTRCI R ZEEEWCT BT, ETY VEBREHT 2BEND
BIVVEHEZEH TN VFET

ENBNET,

A=Y DRTAARY S
CCTR Avt—YUICEET 5, BEEN [AVv—) [EXL [B] OYATLARYF Ayt—I2D
NWTHBALET,

773y :resolve APl &R LTT7 S —LERRL
TLRE, INTREYY U BEESINET,
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VARV NON S

)7

[=q%

[=q%

[=qA

ARYN Ayt=—D

RADAVE—IVTHRTE
[CRBERLEL,

RADAYE—I VT R
DBHRECKBLELE,

RADAVE—IVTHRTE
[CREL . BRAAFYTE
nELi,

A

NSXVIB AYESXi 7R A RICIE&ICA VA k—)LahfzZ & & ESX Agent
Manager (EAM) A*NSX [T@519 2 &, R A FOEEEDH T NSX A
T )\ ANy TV TENET, COIRYRE RARTOAY
=Y 2Dy b7y ICEBUIzCEERLTLET, NSX6.2.3
PEETIE, [ 2 = ILFIE] - IRA - O%E(R] 5 7 DIEICERT %
& BEBEZITILRR FOBICRBOIS — 74 AUNRRSINET,
Fovav: kST A=T 4 VIOFIBICONTIE NSX +5 7
Wy a—F4 07 A4 RESBLTIES,

RMQ 70— HosHlnZE SNz Z e & NSX iR T2 &, KA
[CE#H O RMQ JO-1iBReExEL LS caldrEd, NSX AYEHRO
KEICKHTDE SOV Z-LBRELET,

Fovav i bITINva-T4 VIOFIBICONTIE, NSX 57
W a=T427 N1 FESRLTES,

H@h'se T LTzR 2 katvCenter Server [ LB Lz & =12, NSX
IAVE—I VT FrRIEBELY TV ILELSERBET, O
DAY Ty F7 Y THERBUL. Avt—I 00 F v RIVICK
HFI 2O NSX EY 21— )LICBMESNEBA 2 EERTEDTT,
T7ovav i bI TNV aA-TaVTOFIEICONTIE NSX 57
Woa—Ta20 A4 FESRUTLIEEL,
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Aye—=IVY AVITSARS
DFwhRANTEEILTLY
Fth.

Ite—=Ivg TV
{account #} #EIC
LTWES, /IAD—-F0nEFE
RO TINELE,

ER

NSX Manager & NSX 7R 2 FREIT 2 DAED/\ = FE—F Ayt —
IhEhNnE U,

7ovav: b Iy a-T4 T OFIBICOVWTIE NSX 57
Woa—=FT427 A FESBLTIIEE,

Ayt =Y N2 7547 & UTEET 3 ESXi R . NSX Edge
BTV, Fizl3A TN\ =T Y- 2RET YV (USVM) 4. &
MOT TOA FZI3R A FO%ERFE, 2 B5ELIRIC Rabbit MQ /T2
J—-REZELZEFATUR

723> NSXManager EAy 72— JNA 054 7 FEOEE
ORBEREL TS, V5147V FERITLTIN D & &R
LTS, BRBELIIBT JOA ERTT 280, BEOY
ENELTLEE N, FSTILYa—F 1 Y ITOFIBIZDNTIL, NSX
FSTINYa—FTavT HARESBLTIEEL,

Service Composer ¥ AT A ANk
ZCZTId, Service Composer TH49 2, BEEN [ATv—] [EX] [B] OVATLARYEF AvtE—T

[CDWTCERBALE T,

IRV b ARV MDD

a-—K BEE

300000 BX

300001 =

300002 =
VMware, Inc.

7I—LDk

ki)

(=g

=g

(=4

ARUK AyE—Y

RIY— {#} @G I&FL
w3
SecurityGroup @
BRI HIBROFER . Al
frREnFELL,

RUY—HRESN TOEE
ho

CORYD—DIPATI4—
b =ILh RSN TLY
Ftho, COT75—LIMER
SNBETIE. COR)Y—
DIPATIA—CBEET
BERIFITyvaEnFE
ho

BieA

KETZ2EF1UT 1 JILl-TIhERShizeE=c, b—EXRY
VNI hE U,

Fovav:igFauTa RUY—MERSN T ZHBERARLT
AN

COY—EXRY Y —IT)L—)LE#EA Lz & =IC, Service Composer
TIZ—MEELE U

Tovav: IS5 AvtE—YESRBLT, RUY—TEENMHER
W=V EERBLTIREL,

Service Composer i Tr7 5 — L&EfRT 2 H. systemalarms
APl action=resolve /{5 A—9&EHEALTT 5 - LERRL
TLrEEh,

COIS—ET747 04— )LOREDOEENERTHELETT,
FUvay IZ-ORAREBSIRU Y —FIFIL—)LOFEMICD
NWCIE, I5— Avtz—IESBLTEEL), Service Composer
Fl-ldresolve APl &AL TT7 S —L&ERRL, KU —ERH
LT <=L, [Troubleshooting issues with Service Composer
in NSX 6.x] (http://kb.vmware.com/kb/2132612) £2RB L T<
ZE,
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7I3—=LDk
A
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ARYK Ay E—Y

CORYI—DRYI—H
AV MAARG Y3y =)L
HRBSN TVERBA. CD
PI—LhRRSNDET
(&, CORYY—DRY I~
D AV MEARD Y2 V(B
EYIEEE Ty vasnE
Bho

ZORIY—DH AL AUk
AARD Y3y b= E
BENTLFEEN, CO7
F—LhERRESNBETIE.
ZORII—DH AL AUk
AANDaV(CRET B %
BRTyvashFth,

Service Composer
FREASN TWEE A,
Service Composer
OEREF. I7AT7 94—
W/29bT=5 4V MAA
RYyavIcFyvasnEt
ho

BREIBORIICKEL
FUk, Service
Composer [ZRIEEN
TWFEEh,

T7A 70—V RSk
ZO—ILINYILIzT6h.
Service Composer
HRIASNTLEE .
Service Composer
DEZEF. I7AT7 94—
W/ VD=5 4V MOA
REoavcTyvasnEt
ho

B

COIZ—F. XY FED=7 4V FOXART > 3 VOFREDHENR
ATEELTNET,

TOvav IZ-ORARERSERU Y —FIFIL—)LOFEMICD
WTIE, I5— Avb—YESBBLTLEESL), Service Composer
F1zl3 systemalarms APl @ action=resolve /{5 A—% %
FRLTTS—L&MRrL, KUY —ZREL TS,
[Troubleshooting issues with Service Composer in NSX 6.x/
(http://kb.vmware.com/kb/2132612) 2B L T2,
Service Composer i Tr7 o — LAEfRT 2 H. systemalarms
APl @ action=resolve /{SA—YEFRALTT 5 - LERRL
TS,

COIZ—F. TAF AV FARRY Y 3V DFREDEENER TH
ELTWET,

FUay IZ-OREREB SR Y —FIFIL—)LOFMICD
NWCIE, I5— Avtz—IESBL T3, Service Composer
F1zlg systemalarms APl @ action=resolve /{5 A -5 &
FRLTTS—LAEBRL, RUY—EREL TS,
[Troubleshooting issues with Service Composer in NSX 6.x/
(http://kb.vmware.com/kb/2132612) £8RB LTS,

AU —@REF, Service Composer ICLS —AFELE Uiz, &
BIIT7A704—IIFEZxy FD—=0 AV FOART > 3V T—
ERITEEENEE A,

IS Avtg—Y&EBRBL. 773V  RUY—PIT 74T D5~
IV CIRENMER LY 3 VERR L TIEE L), Service Composer
Frzld resolve APl &AL TT I —LA&BRLTIES,

BieasIcT R U > — ORI, Service Composer [T 5 —h'%
FUHEU, BRIZT 74704 —)LELERY D=7 42V FOX
RT3y Y—ERCEKETNER A,

IZ— AvtE—IEB8BL. 703V  RUY—DT 74T D45~
IV TCIRENMER LY 3 v ERRL TS, Service Composer
RETTS—LERRT 2. systemalarms APl @
action=resolve /{SA—5EFRALTT S —LERRLTE
=,

TJ7A47094=)LIL—IL Y FERBIOFZ T FICRT EEIT,
Service Composer ICRIELS — M RELE U, ZEEFT 7147
DA =IEREFFRY DT AV FOARYT Y 3V Y—ERTRES
NEL A,

743 3> Service Composer 2T 7 5 — LA &R T B H\
systemalarms APl ® action=resolve /(S A—%&FEHL
TT7—LEBRLTLSIES,
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300010 [F0) BEIREFFITMOREE
WMEMEPICIS—H'RAEL

FUk,

it

e

RUS—=DT 74704 =)L IL—)L 7 3V OHIBRPIC, Service
Composer LT —A#ELE Uz, COMEIL. NSX O —E2R
BABEEGERT - RI(—FT DU —EAXR=—IVICTIER
TERVHBEICKELET,

7oAV =R =T O -EXA IR—I v A\DEHKOHEE
AEL TR, Service Composer f#HT7 5 — AERBRT 5
. systemalarms APl @ action=resolve /{5 A—% &(F
ALTT7o—LEBELTLEEL),

BiessIc1T R U > — ORI, Service Composer [T 5 —h'%
HLEUf, BERI 74704 —IILERIEIRY FD=0 AV FOR
Ry —ERCEKETNEH A,

IZ— AvtE—IEB8BL. 703V  RUY—DIT7A4T7 05—
IV TCIRENUER LY 3 VERRLT<IEE L), Service Composer
BETY S —LEHHRT 20, systemalarms APl @
action=resolve /{SA—5EFRALTT S —LERRLTE
=,

BERTFI N RS D FREEWEMEY B £ =IC Service Composer
TIZ—HMEELE U

I5— Avyt—YESBL. 7023y  RUY—DPIT7A4T7 T4 —
IV TCIRENUER LYY 3 VERR LTS, Service Composer
BATTYS—L&ERET 2N, systemalarms APl @
action=resolve /{SA—5EFRLTT7S—LERRLTE
=,

TGARA 2 RAARG 3 —ERRBIY VD AT A AR K

CCTIE TARAVFAOZARY Y 3y ANl U—EAREBIY Y VTHRET S, BEEEN [(ATv—] [E
K& DVATLAARYE Ay E—IIZDNTHBLET,

HEPA ARVEDE T7I3-LOb
a-—-F 2E Uk;) ARYN AyE=2

295002 ATy —

295003 B
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NSX Manager i, 2+ 4> FOZRY Y 3> AZ)-H)L
P—EAREY NS\ FE-FEZEFELTLE A,
743> NSXManager & 21=2)0=t)L U —EAREBTY
VDTN BR-FOJERELT. TVZHIL PRk
UOTIAREFRITLTLIZE,

NSX Manager A%, "2+ A > FAOZRY Y 32 AZ)N=Y)L
P—EARBYY UHSN\-FE- FEZELTWET,
Fovay s ARy 295002 ALR— FEhcg. ANV
EUNINILET,

AZN=TIIL F—ERAEBYY YV ETA R AV FOANRT 2 3
VIRA L BV A -ILETEEMNEILLE U,

ToTay  ERBHDANY FTY, BIEIBEHDEE A,
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CTITIE Y—ERREBYY Y (SVM) THET 2, BEED [AVv—] [EX] [B] OYATL ARV Ay
T—YICDOVWTEHRLET,

IRV b ARV MD

a—-K EEE TI53—LDRYH ARVK Ayg— B}

280002 =) (=qA) CDI—JIIVIDARIID—  FTOA SN —E2REYY U TREBI S —ARELE Uiz,
B NSX [CdoTERINE 703y 75— Lard 2 SRETY UAEIKRaEn, 778
U, BiEE)., & RYVOHRRICONTD 2 EEDT S— LN LA—- FENET,
vCenter Server &M 2EBODT S LEBRIDE REXY VOBA VA =LA
EENR—BMCEDNECE  RITShET, RENYVOBT TOCICEKT 2 &0 BUIOT
HEROTEEENHNET, S—LNBELR-FEINET, 75-LNERTINDHE
. P5_LERRTRE IZ. KB http://kb.vmware.com/kb/2144624 OFIBZE R L
RABTUUHEIREN . (1 TDU‘— %‘7\{&,’@79 )O)D\ﬁfél&% L. VMware 52 Z 1)L

i _ R—FICEBLEHELIEEL),

IIUBERONIZCEERT A
DO77—LRTENET, [
FRICRBERULIZIGE . (RETY
UNBTFIOMENET,

280003 Gl [Z CDI—IIVMDARVMD— FTOA SNz —EAREYY UABEE LE Uz,
B NSX [C&oTERONE 703y 7o—Le@rdze, RETY UNBEHLE
Uk, BEE. 03 9, BRINART DL TI-LANERRINET, KB
vCenter Server &0 http://kb.vmvvare.com/kb/z144624 DOFIEEFERLTCY—E
BN —BRcEhnECr AREXZvoO7EREL, VMware 77 ZhH)L YR— FIC
HEROTEESENHET, HEVEHELIEEL,
BE: PI-LERRTIE
REIIUNEEBLES,

280006 =] [Z0 I-YIVMIERAIREDY— ESX IV 1V HREYY VARAAETHZ EX -7 T2

DEMFIBDICEEULELE,  [C0 RIS —MRELE U,
723> systemalarms APl m action=resolve
INOA=IHFERLUTT - LATBRLTLES N, 7I—L%
fRRTERVHEIL. KB
http://kb.vmware.com/kb/2144624 OFIEEFER L TH—E
2RI a7 EREL, VMware 72 ZH)L HiR— kI
HEVEHELIEEL,

LU= -AZN—Y)ILEEI AT A ARV

CCTlE LU=y -2 )\—F)LEBTHRET Z. BEEEN [(AVv—| [BX]. [B] OVATL AN
Uk AV —VICDWTCEBLEY,
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BEE ) H
BX [AYAY-+
BX [AYAY-4

ARYK Ay -y

NSX Manager {#}
OAT IO 847
{#} OEL£RHAICE
BULELE,

NSX Manager {#}
DIVT4T4 {#} IC
312NV EH
[CRELELE,

NSX B AT LA AR K
CoTIR NSXBEBTHAET S, BEEN [AVv—] [EAL [B) OYAFA IRV Ay E—ILDNTH

Bt}
tH5 1) NSXManager ECOAZ)\=H)L TV 17 FDFTER
HICKMUE U,

773> NSX Manager 057 ZH)L BR—F OJ&EREL T,
VMware 57 Z 1)L 9R— FICHBENEHDEEEL,

Cross-vCenter EiBsmt2 >4 1) NSX Manager N1 =){—= )L 7
Il FORBAICKBLE U,

773> NSXManager 57 ZHJL B —F 07 &EREL T,
VMware 57 Z 7))L OR— FIZHEBLEDTE <EEL),

BRLEI,

ARYEN  AXRVE TI—LDk

a—K NEEE U} ARYE XyE—D Bl

320001 EX AYAY-H The NSX Manager IP  NSXManager A IP 7 L2\ RAUxY FD—7 EDREY

has been assigned
to another machine
with the MAC
Address.

UICEIVSTENE Uiz, NSX6.23 LIAICIZ. EHT 3

NSX Manager IP 7 I L A &R F /o ISER T 2182135 D EE A,
COfet, T4 INADBENFKLEY DRIAEEAN G DT, NSX6.2.3
PIETId, EET ST FLAMRMNSNS ECDAINRY FPRELET,

TUvay EBEILTFLAOBBEERAL TS,

WERY NI —ODIARATLANY B

WERY FI—VICEET VAT A AN A=V [CDVWTEHBLET,

Z T
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ARV D
BEEE

BEX

BX

BEX

BEX

BX

7I—LDbk

ki)

[AYAY-4

ARYP AvE—Y

LD SyF VT o e AR —
b DI -ThEBEELFHIBREN
e, mE2AMvF {#} FIE
USRS a<iznE L,

RANT VXLAN O##E(Ck
BLELE,

RANT VXLAN R—O%ER
fEICRBRLEL,

VXLAN A Y252 A0HRA MIFE
HELEEA,

WEAMYF {#} HEICE
ECEEBh, T, v FITT
% IP 41V3—JI4AAWEED
UNFERAL TIN—FSmT
ERHOREHTT,

heA

NSX BB v F&/I\wF 2793 1 DELITEHROHERE R
A YF R—= b T —THEEEIIHBRS N, HREZA Y F
OHIBTL—> E— FOBEICKRUE LTz,

T3V ARV EWR=F T —TORIRECIIEEICE ST
FUAENBE,. TS —1d vSphere Web Client o [ v
FIR=VICHRREINET, IZ7-&EI7UVI LT, FRLTWS
DEURIEZA Y F R— b T —TEERLTIEE N, HEHTL—
VE-FOEBEICKBMULLTEDICANY BA U SNz EId.
BHEBERITLCLLESZ N, INSX 7y TTL—F A4 Rl @
[FDUZAR= Y=V MBIy FOEH] #2B LTI,

MELHO VIEP 12 VMkernel NIC £ E TERH 2 fzfz.,
VXLAN O#IEIEICRB L E U, NSXIE, 2 —m&RUEn
BUREB 21 v F & VXLAN fBIc# L, VTEP VMkernel NIC HE
BI208IRER—F J)L—TaEmLET, VXLAN 25%E9 5
EEIC F-ZVU O-R NSV TOAER MTU, LU
VLANID ih&iRehEkd, F—= 27 &0-F NS00 T0h
JEIE. VXLAN [SBIRENEDEIREB A1 v FOREE —HT 21
ENHDET,

773> :vmkernel.log ##ERLT<EEl), INSX +5
INoa—FaVT AR O [A1VTZ A0 F v DR 2
723V ESRBLTIREL,

VXLAN £B3&ER T 5N D ERER— F ETRHRETET, R—F
MIMIeNE Uiz, NSX (3, - —IC& > TRIRS M- ERE
24 v F & VXLAN BICER L. BESNICEHRIBAL y FHER
TEDBURER— b JIL— TEERLET,

773> :vmkernel.log ##R LT, [NSX 5
IN2a=FT«VTAAR O [1VITSA RS0 FvD%EfE] =
723vEBRBLTIESEL),

ESXi RA F DO #UREB R v F T VXLAN (T3t L TR TR
NWEEICHERER— FD VXLAN 5E &= (TR0 £ Uz,
723> vmkernel.log Z#zB LT <EEl), [NSX 5
INoa—FaVT AR O [A1VTIART0F v DR 2
723V ESBLTIREEL,

VTEP 4 % =D 14 AIIEESNIEXILFF v 2+ JIL—TAD
SMICKRBUE Ulc, BEMRASNBET, HEDRA BAD =
ST v INEEEZITEYT, NSX IEBHLBERITANZ XA
G#MTE) BEBLTC WILFFv AL JIL—-TIABMUET,
77 av:vmkernel.log ##:RRLT<EE ), [NSX 5
INa=FT«VT AR O 1V ISARSTFv D% =
723vEBRBLTIESEL),
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7I—LDbk
ki)

[AYAY-4

ARVE AytE—Y

FSUAR—b V-VEFERATE
BUORTREEDHNET . ThiF.
Nvxo79% IP 4105—7J14
ABELLY IP 7RLAZEGT
ERLVENTT,

DEUREBAAYFIC VXLAN #—
N=LA D320 BNEE .

B TERLVEY VXLAN TV
bO—3 {#} HHIBRShELL.
IV MA—-50 IP 7RULAKTE
EHERLT. BY /0L WS
(A

avkA-7 {#} B/—F {#}
(Ph747 = {#H\O#EHRE
FESLTEF B, REDERHER
TR = {#},

FATOAY FA—FHEENTII.

RAL {#} OFE®REIV -

SISEETEFBATLE, OV

O—-3NE#ICTE-fzn, IV bO—
SOEEINBEICEZENHDF
ED

VXLAN vmknic {#}
[PortGroup = {#}] HR
2L, KA {#} DAl
BREhFEULLE,

VXLAN vmknic {#}
[PortGroup = {#}] H'%k
A {2} MoBEIBRSN TS,
KAk vCenter Server
FHDEEICHENFEELTNDS
ATREMENHNFET

heA

VTEP VMkernel NIC [cB%172 IP 7 F L ZEE DS TE ZEnTE
FHATUR, VMkernel NIC #2929 To VXLAN +5
TJaw N ROy FanEd,

773> : VMKNicA® IP 7 kL 2&10 4T DHCP #(E/AY
235413 VXLAN 5% VLAN © DHCP (SR T2 C & &R
LT <L, [NSX host preparation fails with error:
Insufficient IP addresses in IP pool
(http://kb.vmware.com/kb/2137025) #£B LT X1\,

DEURIEZ v F A VXLAN [CRRE SNz &= (T NSXVIB A
AF=ILENEBATUIZ, IRTOVXLAN A 25 =T 1 2h
DEIRBB A FADBEGEICEKBUET,

772 3> : [Network connectivity issues after upgrade in
NSX/VCNS environment]
(http://kb.vmware.com/kb/2107951) #8B LT £\,

AV FO-20O7 O ICEBLE U,

Toyav BN TENEIPPRLRAICTIZATEZZEE
LTSN, INSX ES TV a—F0 07 A4 Bl @ TNSX

Controller] 27y a3 v£2BLTEEL,

2680300 F0-5 /- R, OV FO-SROBENE
BEZT£T,

7223 INSX STy a—F427 HA Rl @ TNSX
Controller] £ 3vE2BLTIESL,

R FDiEREEHRE NSX Controller 7 S 25 [CH*ETEEE A
TUle, MAREDY FO-Z 7S AT BEDOBETF v RILITTEN
DEENFEET 21560 H ) ET,

773 ay  ESXiRZ ~E#(ET 28112 NSX Controller 75 2%
DAT—HANEBTHDEERBL TS,
controller sync APl @B LT OMEERRLTIES
e

VXLAN VMkernel NIC AR DA B VAN AR Rh B EIBRENE
Ufce RAFDEZE RS T v I NEEERITET,

7oAy BEERRTZICE [ VA R—ILFIE] - REXRY
~D— 2 O#EfE] - [VXLAN $55%] 7 TOIRISER U, [BR] Ry
=7 Uy LET,

NSX Manager 1. VXLAN VMkernel NIC 1 vCenter Server I
ROmsiRnCeaRE LE L, Thid, vCenter Server &R
2 FOBIEOBENRR THRET 254N H D ET, £z, vCenter
Server /=[R2 FEBEEHT 2 =2, NSX Manager At
VXLAN VMkernel NIC #4@B5fE@E TSR VIBE, SOOIV
PEELET, vCenter Server LR FABREEIE5E T LTz,
NSX Manager 15 VXLAN VMkernelNIC #BEF T v 7 L. A%
BMEARITNIEARY FEI U T LET,

oAy InA—RNGEETRNGEEIL. [T YA F—ILF
IE] - % v =0 — 2 Q%] - [VXLAN B53X] 5 7 OIEISER U,
r] Ro V&S Uy 7 UTRLTLESL,
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BEEE
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ki)

[AYAY-4

ARVE AytE—Y

Host Connection
Status Changed: 4XVk
J—F: {#3.HR26: {#}
(ID: {#}).NSX Manager
— TPATIA=I I—-J1Vh:
{#3}.NSX Manager - #if#
Tb=y I-Yzob: {#}.4#l
#\MIL—y I-Yvbk - aVH
0-3: {#3},

WEAIVF {#} ON\vFIY
R—b D=7 [moid =
{031 HROhBIELEY—DEN
TWET,

{#} T.T41AEED7S—+
BAVICHE2TVET,

avka—=3 {0} OFRTOT4
ADEBEDT 57— MIA T
WEY,

v bA-3REI IV,
vCenter Server T/I\U—F
IITHBTVET,

heA

NSX Manager »'. NSX Manager e /RZA FO T 714 7D # —)L
I—v x>k, NSXManager hoRA FO#I T L —> T-T 1
Vb RAFOHIBE T L - TV 1 Fhvs NSX Controller @
NI DB CUINPREZEIRE LE LTS,
723> NSXManager "o RA DI 74 794 —)L T—
Ty EAOEGEHAINT LTV 315412, NSX Manager &0
J7AT7 04—l T-Y 1>k 07 (</var/log/vsfwd.log>) &
@9 2n. POST https://NSX-Manager-IP-
Address/api/2.0/nwfabric/configure?
action=synchronize REST APl U\ L &% (5 L CH &
BRBLTZxL, NSXManager nsHlfll L —> T—-Y T
 EAOEFSHMIM SN T 25513 NSX Manager & & Ul
JL—v I-vY 1k 07 (</var/log/netcpalog>) EHesEL T
S, #ETL—> T—Y 1w khs NSX Controller Ao
AT =N T L 238414, [Networking and Security] - [ >
AF=IL] DIBICEE LT, KRR FOEFAT -5 A&#EALTL
TE,

NSX Manager 3. vCenter Server §¢, NSX#HEA 1 v F D
IV F VT REIREBR— R T ) —TERETEEBATUR,
7023y AV = )LFIE] - [RER Y R -0 OERE] -
[VXLAN #532£] 4 TDIBICHE LT (Rl Ry VEI VY 793
B\ REST API (POST https://<vsm—
ip>/api/2.0/vdn/virtualwires/<vw—
id>/backing?action=remediate) #EHE L K-+ 7
W—=TEBERLTIREE,

NSX Manager 7 NSX Controller T&E T« A 7 EIEERE U E
(0y/=N

7023y INSX bS5 Ty a—F127 A4 Rl @ TNSX
Controller] z7> 3 v&E2RBLT LS,

NSX Manager A0 FO—STEWT 1 AV BEERH LA <A
ES Y =

Ty BRBAOANY FTY, BEALESDEE A,

vCenter Server © NSX Controller g8 <> > hY D —F J &
T3 ZEMNSX Manager ICd& > TigiehE Uiz, OV RO —
S OSATDAT—H AN U] &0 7SR5 OBREHINE
RREICHENRIAREMEN D DET,

7ovay AR r—)LFIE - [EE] ¥ TOIECBE LTI
FO—S0 Rl Ry V&S Uy o9 5h. APIPOST
https://<vsm-
ip>/api/2.0/vdn/controller/{controllerId}
7action=remediate WU LTIV FO-SREYY V&
IND—=F2 LTS,
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1Ry

fad— AXYND TI3—LDb

N BEEE UH ARV AyE—D

1948 EDN [AYAV-4 v bA-3RET I
vCenter Server HoEIk
SnELk,

1952 &% LR VXLAN ik—=tJIL—7 [moid

= dvportgroup-xx] &
ET IR EREA1VF Tl F—
V9 RUU-HELBDET,

Identity Firewall > XF AL A X2

e

vCenter Server 15 NSX Controller g8~ > AEIBRE N T L
% &N NSX Manager [Tk > T hE Lz, OV FO-5
DS DAT =5 AN TUMT] £20. 755 OFENNER
BIEICEENRSAREEN S D ET,

Tovay AV R—ILFIE - (B8] 7 ToIBICEE L TaY
FO—-So @R Ry V& Uy g2, APIPOST
https://<vsm-
ip>/api/2.0/vdn/controller/{controllerId}
?action=remediate #FU\H LT NSXManager 7 —% < —
ANMSIY FO—SOREZEHIRLTIEE L),

VXLAN R =~ 7L =T OF =227 KU —h\ BIET 258K
BAAVFOF—Z7 KUY —E8122Z&h NSX Manager
[C&oTHREShE U, TNICED. FHURVWBIENRET S
BansIET,

7ovav iRAUF-ZUT RUY—EFEATSLSIC. VXLAN
R=F TN —TEIIIABURBAAC v FEBFREL TS,

Z CTI4. Identity Firewall IDFW) TR4£9 2, EZEN AV v -] [EX] [B] OVRAFTL ARV E Ay

T—YICDWTCERRLET,

ARYE AXRVENDE TI3-LOK
=l B2E ki) ARYE XytE—D FiER

395000 =X AIAY-H RASY Oy bA—3  Active Directory 1 X2+ 07 H—)\QzF 10T+ OT7A N IENIC
ARy =Lt BOFEUE, IDFWIE OOV LA EVITHRESN TN DBE, BfF
OtFaUT4 Ognt ERELET.
LIFNTT, 773> Active Directory & — )\EEHICRHVWADE T, FaUT
07001 XEEPITHA tF1UT QVEIUTIEH. tFa1 T+
OU&7—ha4TLTLES,

RAMDERFD AT L AN B

ZCTld. RAFDEBICEET 2V AT A AR AVT—IICDWTEHBLET,

sE: NSX Tl3. %@ ESX Agent Manager A1 XY =T DOARY RICR Y EVTESNET,
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A VIB module has been
uploaded to the host
{hostID}, but will
not be fully
installed until the
host {hostID} has
been put in
maintenance mode.

An agent virtual
machine is expected
to be deployed on a
host, but the agent
virtual machine
cannot be deployed
because the vSphere
ESX Agent Manager is
unable to access the
OVF package for the
agent. This
typically happens
because the Web
server providing the
OVF package is down.
The Web server 1is
often internal to
the solution that
created the Agency.

An agent VIB module
is expected to be
deployed on a host,
but the VIM module
cannot be deployed
because the vSphere
ESX Agent Manager is
unable to access the
VIB package for the
agent. This
typically happens
because the Web
server providing the
VIB package is down.
The Web server is
often internal to
the solution that
created the Agency.

B

ESX Agent Manager "R A & AV FF U2 E— FICBITL
ESEIN

7o av s [RA FO#(E (Host Preparation)] # 7T [k
(Resolve)l# 7+ av&Es Uw 920, systemalarms
APl @ action=resolve /{5 A—5ZFRALC. 75—A
ERERLUET,

ESX Agent Manager " L—> x> F&aHT JO1 LET,
7o av s [RA RO (Host Preparation)] % 7 [f#ik
(Resolve)l# 7+ av&Es Uw 950, systemalarms
APl @ action=resolve /{5 A—%ZEFRALC. 75—A
ERRERLET,

ESX Agent Manager I3, VB €Y a—)L&EBA VA +—JLL
ESEN

7o av s [RZFO%(E (Host Preparation)] 4 ¢ [f##
(Resolve)l# 7> av&Eo Uy o9 5h, systemalarms
APl @ action=resolve /{SA—5Z&FEBLT. 75—LA
ERRLUET,
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NSX o7& A5 L AR =

ARV b ARYENDE TI53—LDK
a—K EE YA ARYEN XyE—2 B
270000 @& =4 An agent virtual vSphere ESX Agent Manager " T—Y 1V b&EBT SO L
machine is expected ESEN
to be deployed on a 7o av s [RA FO#(E (Host Preparation)] # 7T [k
host, but the agent  (Resolve)lF 7 avzEsUvs 520, systemalarms
could not be APl @ action=resolve /{SA—5ZEFRALC. 75—LA
deployed because it ERRARLUET,
was incompatible fefe by RAREERIY Y-y 3va7y 7L —FL, I—
with the host VIV ERAFOERENMERSNDET, BEMRELEN
{hostID}. BENHIET,
270000 = (=R An agent virtual Tovav: BEEMRT BICIL. IP 7 RLAD—EERERK
machine is expected IEM IP7ELZ T=LICIP 7 RLAEBMULTH S,
to be powered on, but systemalarms APl ® action=resolve /{5 A-% %
there are no free IP ERLTT7S—LEMBRLETY,
addresses in the
agent's pool of
virtual machine IP
addresses.
270000 & (=40 An agent virtual ESX Agent Manager AT —> =¥ MEEBY Y Y EBT JOA1
machine is expected UET,
to be deployed on a F9372 CPU EAED UV —AMEBATAEICA 2 £ T, FENER
host, but the agent RUBWBENHDET,
virtual machine 7o av s [RZFO#(E (Host Preparation)] 4 7 C [f&#
could not be (Resolve)l# 7> av&Es Uy o9 5h, systemalarms
deployed because the API®action=resolve /(SA-9#EELT. 75—L4
host {hostID} does ERERLET,
not have enough free
CPU or memory
resources.
270000 = = An agent virtual ESX Agent Manager ©"T—y ¥ HMREY Y v EBT 701
machine is expected LET,
to be deployed on a 7o av [RA RO (Host Preparation)] # 7T [k
host, but the agent (Resolve)l# 7> av&s v g 50, systemalarms
virtual machine APl @ action=resolve /{SA—FEFRLT. 75—LA
could not be ERRARLET,
deployed because the 7=/2L. XOWIThAEITSE T, MENRRLENBENH D
host's agent F7,
datastore did not RARDI—-Y IV MREYY VDT Y A STOREREEIR
have enough free ™I
space. Tl
I-VIVMRERXV VICHDREEREDHDH LT -9 X
Y ERTET B,
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An agent virtual
machine is expected

to be powered on, but

the agent virtual
machine is powered
off because there
there are no IP
addresses defined on
the agent's virtual
machine network.

An agent virtual
machine is expected
to be deployed on a
host, but the agent
cannot be deployed
because the agent
datastore has not
been configured on
the host {hostID}.

An agent virtual
machine is expected
to be deployed on a
host, but the agent
cannot be deployed
because the agent
network has not been
configured on the
host.

An agent virtual
machine is expected
to be deployed on a
host, but the agent
cannot be deployed
because the agent
network has not been
configured on the
host. The host needs

to be added to one of

the networks listed
in
customAgentVmNetwork

B

Tovav: I-YrIVHMREIYVOFRY FTI=JICIPT
RLR T=)LEEHLTH S, systemalarms APl @
action=resolve /{SA—F&FEBLTC. 75— LERR
LEY,

73y RARCI-VIVHMREYXYVOT-YAET
ERETDUENHIEXY,

Fovav: RARCI-YVIVHRERYY Ry kRDJ-—7
ERETDIUENHDET,

772 3> <customAgentVmNetwork> =y =20 1
DERAFICTEMT SUENHDET,
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An agent virtual
machine is expected
to be deployed on a
host, but the agent
cannot be deployed
because the agent
datastore has not
been configured on
the host. The host
needs to be added to
one of the
datastores listed 1in
customAgentVmDatasto
re.

The solution that
created the agency
is no longer
registered with the
vCenter server.

A dvFilter switch
exists on a host but
no agents on the host
depend on dvFilter.
This typically
happens if a host is
disconnected when an
agency configuration
changed.

An Agent virtual
machine is expected
to be provisioned on
a host, but it failed
to do so because the
provisioning of the
OVF package failed.
The provisioning is
unlikely to succeed
until the solution
that provides the
OVF package has been
upgraded or patched
to provide a valid
OVF package for the
agent virtual
machine.

B

FT—5 2 7M1 D% <customAgentVmDatastore > &1\ 5
ZHIDORA FITEMT 20BN HDET,

ESX Agent Manager "L — = >y —#HIBRLE T,

7o av s [RZFO%(E (Host Preparation)] 4 7 C [f##
(Resolve)l# 7> avaEs w79 %0, systemalarms
APl ® action=resolve /{SA—FZEFBLT. 75—LA
ERRRLET,

ESX Agent Manager 7* <dvFilterSwitch> #HlR L £,
7o av s [RZFO#(E (Host Preparation)] 4 T [f&#
(Resolve)l# 7> a3 v&=s Uy o9 5h, systemalarms
APl @ action=resolve /(S A—FEFRLT. 75—LA
ERERUET,

ESX Agent Manager ""OVF o 7Oy s Z v J=BERA £
EN

7oy av: [RZ 0% (Host Preparation)] % 7T [#:k
(Resolve)l# > avaEs Uy 920, systemalarms
APl @ action=resolve /(S A—5EFRLT. 75—LA
ERERLUET,
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An agent virtual
machine needs to be
powered on, but an
OVF property is
either missing or
has an invalid
value.

An agent virtual
machine has been
found in the vCenter
inventory that does
not belong to any
agency in this
vSphere ESX Agent
Manager server
instance.

A VIB module
requires the host to
be in maintenance
mode, but the
vSphere ESX Agent
Manager is unable to
put the host 1in
maintenance mode.
This can happen if
there are virtual
machines running on
the host that cannot
be moved and must be
stopped before the
host can enter
maintenance mode.

A VIB module 1is
expected to be
installed on a host,
but it failed to
install since the
VIB package is in an
invalid format. The
installation 1is
unlikely to succeed
until the solution
providing the bundle
has been upgraded or
patched to provide a
valid VIB package.

B

Fovav: I-VIVHREXYVOTAOEY 3 ZVTICfE
A92I-vzVFORETCOVFBEEEH LET,

ESX Agent Manager #/X0—4 T L (/N0 -7V DHE).
I—-Yr Y MREYY VEHIKRLUET,

7o av s [RZFO#(E (Host Preparation)] 4 7 C [f&#
(Resolve)l#x > avaEs Uv 7920, systemalarms
APl @ action=resolve /(S A—5EFRLT. 75—LA
ERHRLUET,

ESX Agent Manager 7, KA FDAYTF VA £— BEADH
TEHEHAET,

7o av s [RA O (Host Preparation)] 4 7T [f###
(Resolve)l# J~avaEs Uy g 20, systemalarms
APl @ action=resolve /{SA—5EFRLT. 75—LA
ERRRLET,

felz b IRERY VEIND—F T3 20 BHLT. RAFEA
VFFURA E-RICBIATTZET, MENERLZVSBEND
DET,

ESX Agent Manager " VIB O+ V2 =)L =BT LET,
7o av s [RZF@#fE (Host Preparation)] # 7C [#&ik
(Resolve)l# > avaEs Uy 20, systemalarms
APl @ action=resolve /{SA—5EFRLT. 75—LA
ERREARLET,
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A VIB module 1is
expected to be
installed on a host,
but it has not been
installed.
Typically, a more
specific issue (a
subclass of this
issue) indicates the
particular reason
why the VIB module
installation failed.

A VIB module has been
uploaded to the
host, but will not be
activated until the
host is rebooted.

A VIB module failed
to install, but
failed to do so
because automatic
installation by
vSphere ESX Agent
Manager is not
allowed on the host.

A VIB module failed
to uninstall, but
failed to do so
because automatic
uninstallation by
vSphere ESX Agent
Manager is not
allowed on the host.

An agent virtual
machine is corrupt.

eA

ESX Agent Manager i*VIB w4 > 2 F—)LEBRITLET,
7o av s [RA FO#(E (Host Preparation)] # 7T [f#k
(Resolve)l# 7> avEs Uy 5h, systemalarms
APl @ action=resolve /{5 A—4ZEFRAL T, 75—LA
ERERLET,

ESX Agent Manager h'RA F&E AV FTF U2 E— RICBIT
L. BE®ULET,

7o av s [RZ Fo#fE (Host Preparation)] ¥ 7T [##ik
(Resolve)l# 7~ av&Es v o3 2h. systemalarms
APl @ action=resolve /{5 A—5ZFRALTC. 75—A
ERRARLET,

723> vSphere Update Manager [C#& L. HELQ
IWFERAICA VA R=)LT BN, RA DA A—-T 70O
T7AILICINy FEEBMUET, S#MICDLTIL vSphere @
FFaAY FESBLTIREE,

723> vSphere Update Manager & L., HER
IWFERAENET VA VA E=)LT N RAEDA A=
TJO7 7V FEEBMUET, #MEICOTIE, vSphere
DEFaAVFESBLTIES,

ESX Agent Manager "I —> = MMREY Y VEHIKRL, B
JoEyazZvrULEY,

7o av s [RAFO%(E (Host Preparation)] 4 ¢ [f#&#
(Resolve)l#x 7> avaEs Uw 79 %0, systemalarms
APl @ action=resolve /{SA—4&FEBLT. 75—LA
ERERLET,
COMBEFETHRATBICIE. TEBLTWS T 7 1ILICET S
BEEMRLTCHS, IV 1V MREXYY VEND—F 2 UE
EN

68



NSX o7& A5 L AR =

ARYN Xyt—y

An agent virtual
machine is expected
to be removed from a
host, but the agent
virtual machine has
not been removed.
Typically, a more
specific issue (a
subclass of this
issue) indicates the
particular reason
why vSphere ESX
Agent Manager was
unable to remove the
agent virtual
machine, such as the
host is in
maintenance mode,
powered off or 1in
standby mode.

An agent virtual
machine is a virtual
machine template.

BteA

ESX Agent Manager "L~y x> F&aHT JO1 LET,
7w [RA RO (Host Preparation)] 4 7T [###
(Resolve)l# 7> avEs Uy o3 5h, systemalarms
APl @ action=resolve /{SA—5ZEFRALT. 75—LA
ERERLET,

ESX Agent Manager AT~ x> MRIER Y VDTV T L—
FEREYY VICERUET,

7ovav s [RZ 0% (Host Preparation)] % 7T [##:%
(Resolve)l# J~avaEs Uy g 20, systemalarms
APl @ action=resolve /{5 A—5ZFRALC. 75—LA
ERRARLET,
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An agent virtual
machine is expected
to be deployed on a
host, but the agent
virtual machine has
not been deployed.
Typically, a more
specific issue (a
subclass of this
issue) indicates the
particular reason
why vSphere ESX
Agent Manager was
unable to deploy the
agent, such as being
unable to access the
OVF package for the
agent or a missing
host configuration.
This issue can also
happen if the agent
virtual machine is
explicitly deleted
from the host.

An agent virtual
machine is expected
to be powered on, but
the agent virtual
machine is powered
off.

An agent virtual
machine is expected
to be powered off,
but the agent
virtual machine is
powered off.

An agent virtual
machine is expected
to be powered on, but
the agent virtual
machine 1is
suspended.

B

ESX Agent Manager "L —> > MREY Y VEFT SO
LET,

7o av s [RA FO#(E (Host Preparation)] # 7T [f#k
(Resolve)l# 7+ av&Es Uw o3 5h. systemalarms
APl @ action=resolve /{5 A—5ZEFRALC. 75—A
ERERLET,

ESX Agent Manager " T—> x> MREEY Y V& /)(D—F >
LEd,

7o av [RA RO (Host Preparation)] # 7T [k
(Resolve)l# J~avaEs Uy g 20, systemalarms
APl @ action=resolve /{5 A—4ZEFHALC. 75—A
ERRARLET,

ESX Agent Manager "L —> x> MRIEX S V&N —F T
ULEY,

7o av s [RAFO#E (Host Preparation)] % 7 [f#k
(Resolve)l# 7> av&Es Uw 9 50, systemalarms
APl @ action=resolve /{SA—5ZEFERLT. 75—LA
ERERLET,

ESX Agent Manager "I - x> MMRER Y V&E/)(D—F >
ULEY,

7o av s [RZFO#(E (Host Preparation)] 4 7 C [f&#
(Resolve)l# J>avaEs Uv 9230, systemalarms
APl @ action=resolve /(S A—FEFRLT. 75—LA
ERERUET,
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An agent virtual
machine is expected
to be located in a
designated agent
virtual machine
folder, but is found
in a different
folder.

An agent virtual
machine is expected
to be located in a
designated agent
virtual machine
resource pool, but
is found in a
different resource
pool.

EAM 75— LEZELELE,

eA

ESX Agent Manager A\, fEESNfcT—Y >k I 7)Y
I-YVIVHMRENYVERLULEY,

7o ay s [RZ RO (Host Preparation)] # 7T [##%
(Resolve)l# 7+ av&Es Uw o350, systemalarms
APl @ action=resolve /{SA—5ZEFRALC. 75—LA
ERERLUET,

ESX Agent Manager A, feEESN/cI—Y vk UY =2
T-IICI-Y IV MREYY VERLET,

U3y [RZ RO (Host Preparation)] & 7T [k
(Resolve)l# 7~ av&E2 v od2h. systemalarms
APl @ action=resolve /{5 A—4ZEFRALC. 75—LA
TR LET,

NSXVIB £7zldt —E2RET> v oundhnhsic, NSX 12
F=ILERIZTY T L - ROREN S B Z &% ESX Agent
Manager A& L Uiz,

7oy av s [RA O%(E (Host Preparation)] 4 7T [###
(Resolve)l# 7~ av&E2 v d2h. systemalarms
APl @ action=resolve /{5 A—5ZEFRAL T, 75—A
ERRUET,
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