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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases

:|l
"Resource": [
Wk

"Effect": "Allow",
"Action": [

"ec2:Describe*"
:| r

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

:| r

"Effect": "Allow",
"Resource": "*"
"Effect": "Allow",
"Action": [

"organizations:ListAccounts"

]I

"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "<Role ARNs>"
}
]
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

] 4

"Resource": [
"woen

"Effect": "Allow",
"Action": [
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AFar Toar

abosRERS > RAYTI I AZa—phoab s RAYS VEBIRUET,
IP7 KL ZX/FQDN IP7 R R&EE FQDN OFBEANLE T,

aA-¥—-& A-—Y-RBEANLET.

NRAT—R NRAT—REANLET.

5 [®iEZzsVvILET,
BREEFRHILELE EWD Ay - BRRENET,
6 SNMP F£/237—FINEEZEMITTSITIE [SNMP 2{ERA] £2RLET,
7 [ZvoFx—LITFASRYIRIZYIR—LEANTLET,
8 [/—HFITFAMRYIRICF BEICISLTAEZBMTEET,
9 [EE]Z/VvILET.
RORTy T

Dell OS10 R4 v FTOT L A MUDFME

Dell OS10 XA v FTDFT L A MU DAL

Dell OS10 R4 v FTT LA MU ZEB#ICTSE. Dell R4 v F TNy 7 7#eHERE NS Vv F I EHKET S
ENTEET,

AR

Dell OS10 XA v FDiEM

A4y FHSEKREZ(ET S L. VRealize Network Insight AL 2 IFEEESNAER— LTy FERET S
M Ny 77UV TLET,

HIERE SR LU TATRENKENVEZDIT/NY 77 A4 XPBEMLTNIBEF. BEROREMETT M 741
AT IRNIHBZEMHYET, Dell OS10 R4 vFId, gRPC ZFERALTIDLDMEA M) v I BHRETRBLE
7. ZOIEHRIT vRealize Network Insight THERETEEd., INICKY. Ry N7 —JDEBENRETRELE
AREMNH 27 TV T —2 a2 DINT 4+ —X V ADBBEEZMTE2LD(LRY, BENT TUr—aryEry b
D—0CBA28EHL A7 VT4 JICHERTEET,

FIE

¢ DellOS10 R4 wFTROAY Y FERTTLET.

telemetry

enable
|
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destination-group dg03

destination vRNI Collector IP 50000
!

subscription-profile sp03
sensor-group bgp
sensor-group buffer
sensor-group device
sensor-group environment
sensor-group interface
sensor-group lag
sensor-group system
destination-group dg03
encoding gpb

transport grpc no-tls

source-interface ethernetl/1/1

RS

vRealize Network Insight AL 2 %2, Dell OS10 R4 v FHLSRDTL A M) IFEREINELET,
m  per-port egress unicast queues

m per-port egress multicast queues

m  per-port egress service pool

m per priority group ingress shared headroom

m per service pool ingress

RORT T

RONTNDPDI TV EZRITLUET,

B show ports where metric > X in time range

m  show switches where metric > X in time range

B  port show metrics in time range

B swicth show metrics in time range

B show switches where at least one port metric > X in time range
EFNETNDAXR B RUHEINET, ] - switchPort Buffer Threshold Exceeded Event,

F7=. Interface Peak Buffer Utilization * hU v 7 Zi&FL T, BEREENMET LAEBREEBETHIEDHTE
3

Huawei 6800/7800/8800 < 1) —XMi&N

vRealize Network Insight (2#%t® Huawei Cloud Engine > —XZ&HR— L TWET,
AR RN

A—H—ld PHL ELHEHIRYERPLETT.
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FIE
1 [REIEET. [THOYET—5 V-R]EVUYILET,
2 [V—RoEml sV v o LET,
3 =% —8LUVRAvF] T. [Huawei 6800/7800/8800 1) —X] ##IRL £ 7,
4 ROBEBREANLET,
ZFans4 L
absy (A RETS TOFMRER VEROYTYOY AZa—DPoBIRLET,
IP 7 kL RX/FQDN IP 7 RLRE7E FODN Oz AN LET,
Username ZDT—% V—RIERT - —BEANLET.
Password NRAT—=REANLETS,
5 [l Z2YVvyoLET,
6 T—HREDEHIZSNMP 2B/MICT 55E(F. [SNMP N—232] £28IRUET,
a [2c] OFEIF BETSHII 22T XFINEANLET,
b 3] DFEEF. RDESICANLET.
m  Username
m  Context Name
®m  Authentication Type
7 XEIGLT, [Zyox—AL]l L [AE] ZHEELET.
8 [E{FElZ/VYILET.
RODRTy 7

Huawei /31 R £713)L—% —Tld. vRealize Network Insight DR DIEREEFERTE XS,

RAE< S UE/NX

R~ > 7205 —bA bROD

Huawei )l —% —F /=3 RA v F ¥y raR—R

ARV Y ALy F R—bBRON—F— A2 F—T AR AU D
&y amR—R

m  Huawei L =% —F/ERAM v F

m == AVI—TAR

m R—FFrxI

B RAvF R—F
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m JL—h

SR A% I M-LAG (RIFov—2 UYU&H) & VRRP (REIL—4—TTRZ7AMIN) £R—b
RE

s Huawei ® VRF (RIEE/L—T 1 > JE X VERX)

s Huawei DI —49— A& —T (4R

s Huawei DRA v F R—b

s Huawei ®R— bk F+ I

=  Huawei ADJIL— bk

Huawei NetStream ¥ —4 DB

Cisco ACI MiENN

Cisco ACl &7 —4% V—RELTEBMTEEY, ZDHEEL. Enterprise S4A R A—HY—DHMBERTEE

ER

AR SR

FIE
1

2

HTTPS ##H® APIC O hO—3 REST API (TR T 57202, IRTDTF > bADT I RHEL,
B ERERNPLETT.

SNMP D55, HHHRYU ERERDBLETT,

[(REID[THhUhET—% V-] BEEAT, [V-—RADEM] 22Uy o LET.
[ZDfth] T, [Cisco AClI] &2 U v LET,

LW Cisco ACI 7hD Y hEEIFY —XDEM] BET, ROBEHREREELET,
m OLIOSYRETVERRLET,
m JSRYADAPICOA-ZDIP 7 FLVRERBELET,

F: ACI 777Uy ODEBDRA vFEEMT BHLERHY EEA.

n I-Y-REAFERERELET.

e

5

m  VvRealize Network Insight (2. RIDRXA v FMHE SNMP ZNLTA MY v T—HZINELET,

ZDZ RV EFIMICTBHICIE [SNMP ZER] £2#IRLET,
(il 220Uy o LET,

T4 V=AD [Zyox—L] £ [AE] (HB158) EANL. [EE]I 22Uy I LET,
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NetFlow & U sFlow AOYE70— aL 4 DB

WE7O0— aL oy &EML. sFlow LU NetFlow LO—R&QLIFICTvaTBEIICRA vFERE
THIENTEELET., NetFlow £7=(3 sFlow IERSNS AL IV REY S V(IZ. EROALV Y TY, T —
Y V—RMERTHIEETEERA, DT —% V—XREEZS(ICT7OF2 H—/NIEMLTH, sFlow &
NetFlow O#E70— L 4 ELTIIERTEE A,

FE

1 [BEIEED [7HI Y heT—5 V-R]1&OUvILET,

2 [V—XoEemlZsVy o LET,

3 [7Aa-]T. WEIZO— 3L 2% (Netflow, sFlow)] 22U v o LET,
sFlow (3. #EBIAL VY TOHZ(FANSNET,

4 BEICGLT [Zyvosx—L]l E[AE]IEANLET,

5 [FEIZ2UvILET,

fBR

7 : VRealize Network Insight (2 sFlow /%%y b 2 FIVEIRET 7=, 7O0—DEEHEA M) v I(ER
RTEEHA,

RORT T

7O0—EYEBI7O0- L UYICTy 2T BEICRSA v FERELET.

m %35t (VRealize Network Insight TEE&MLAZaL 2% IP 7 RLR) #EELET,

m JO0- LI YDR-PERELET,

n R—UVIRBRERYHTET,

F: BREFEER BRETDIRAVFICL>TRAVES., FHICDOVWTIE, RBORMyFDRFa AL NESR
LTLEEL,

Log Insight MiBH0

vRealize Log Insight (&, NSX A XY MPFRELAEESIINSX O EZHHICTUREL LT, =7/ZL. VvRealize
Network Insight (£, NSX 5 10 R &ICT—2ZWELET., LzM> T, vRealize Network Insight [Z
vRealize Log Insight ZEBMT 5 &, A XY MEREFET HDOTIEAL, LURRICARY MEREEISTEE
ER
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vRealize Network Insight & vRealize Log Insight M#t& T(4. vVRealize Log Insight M4EpT 57 5 — M
vRealize Network Insight [C& > TERENET, tFa VT4 JI—THMERELRIZEEEINS/ZUIZ. NSX
DO 47 vRealize Log Insight [ZZXEE & . Z(FEo /= VRealize Log Insight 75— hE2ZEELET. 75—
k% %{5 L7z vRealize Network Insight (. €+ 21U T« ZIL—THERE N/ NSX Manager 2 R—1) > &
L. EESNZEF2UT o JI—TICOVTHIET 2T —FZMBLET. REZDHEETIE. €F2UT0 &
=70 CRUD BET 5 — FDHNYR—FEINET,

vRealize Network Insight & vRealize Log Insight D#&TlE, KDN—=2 3> BHR—FENET,
m  VMware vRealize Log Insight 4.5 LIgED/N—2 53 >
s VRealize Network Insight v3.8 LIfgD/N—2 53>

s VMware NSX Manager v6.2 LIfgED/N—2 3 >

FIE

1 VRealize Log Insight ® API [C7 2+ X T& % vRealize Log Insight I —¥ — &/l E/~EBFALE
ER

2 [(YRS=IVEYR-FEEAET. [THOYET—F V-R]EIVYILET,

3 [V-RoEml &2y o LET,

4 [OJ HB—N]1DOTFD [Log Insight] 22U v o LET,

5 [FLWLoglInsight ¥ —/NDOT7 AT hEFY —RXZENM] BET. BESYA MILO#EICHS [FIE] 20V

v LET, RyT77v7 94> RIIC, Log Insight ¥—% YV —RZEBINT ZBOFIHESRMHE L. vVRealize
Log Insight T Webhook URL #HB#(CT 2FIENRREINET,

Succesfully Added Log Insight Datasource!

Webhook URL:
https://webhook_user:YIc13&X96@10.153.188.118/loginsight/alert Copy I

Next steps:

1. Copy this URL.

2. Log into Log Insight with the credentials used for adding this data source.

3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.

4. Search for "vRNI".

5. Select All vRNI alerts and click "Enable".

6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

Fr: T V—AOEBMEICERINS Webhook URL (Z vRealize Log Insight TERENE T,
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6 WELFHEEREANLET,

i BteA

absy (FaFY) REYSY FTYRETOCLIA[ICERLAET—% aALUSDIP 7 RLVAERRLET.

IP 7 RkLZ/FQDN T VRO IP 7 RLRERLF FADN £ANLET,
1-¥-% BEDT—4 V—RIEAT 22— -—REANLET,
NRT =R T V—RDNRRT—REANLET,

FEAETONA S BE LR BRICHICT 2R T ANA Y ERIRLE T,

7 T V—RPMEBREINBE Ry TTv T U4 RUI Webhook URL &, Z? URL % vRealize Log
Insight TEMICT H7=DICRTTIVEDHHFIENRREINET. Webhook URL ZaE—LEF, 2D
T—4 V—RAOBMICERSINARAEFREFRLTOS A LET., VRealize Log Insight 7 71U o —3
3 TCT7o5—hEAML. 20O Webhook URL Z8&ELET. TAS 77— hEXEFELT. HEMDEIIL
el LEHRLET,

i Help-Adding a Log Insight Data Source X

Guidelines before adding Log Insight data source

1. Log Insight version 4.5 or higher

2. Auserin Log Insight, with access to Log Insight APIs.
3."vRealize Network Insight Content Pack" installed in Log Insight.

4 Version dependency matrix
vRealize Network Insight Log Insight version(Oldest vRealize Network Insight Content
i version supported) Pack

3.8 4.5 10

If all the pre-requisites are met, please proceed with adding a Log Insight data source
1. After the Log Insight data source is added, a webhook URL will be generated. Copy the URL.
I 2. Log into Log Insight with the credentials used for adding this data source.
3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.
4. Search for "vRNI".
5.Select All vRNI alerts and click "Enable".
6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

£ : vRealize Network Insight @ vRealize Log Insight 7—% YV —XIZRREINB 75— ML 1EET
BRENET,

Infoblox MiBHN

vRealize Network Insight TlZ. Infoblox Grid # DNS ¥—% 7ANA 4L L TEMTEET.,

Infoblox DNS (. DNS 2EBELUHEHT 2/0D5EHRY ) a— 3 Z1E LUET. £/, Infoblox Grid
EERALT, Xy b= (Ch=URTBAEOSE L DNS #2IRLF 3, Infoblox 5D DNS 7—# (3. ¥V —
RERIEI =Ty bDIP 7 RURDPHMET/NA RCEERMFONTWBIHEC, 70—%8{tdT 2 BN TOHER
INET,
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Infoblox @ DNS 7—#% (%, CSV ZfFRALTA YR—bEN/DNS T—F EHFLET,

a4 T Infoblox ® DNS 7—% V—XRZH[RES HHEE. RACLALV IS LICHHMDT -5 V—XBRET
XY, Infoblox EROILV IS EHEHYEHA.

[(ZEEHE]

m  VRealize Network Insight ®&#J ) —XTld. Infoblox (LT > ZIL Uy R E—RDAETR—
FLET,

B BHUYU—XTE AVI—ROHBYR—bENTOET, HFEA LI—REFRETR-—FENTOERA,
s DNS D#fk(d, IREDVY —XATYELLTIY—INTND IPT7 RLRICHLTOATR—FENET,
n BE—OYE P 7 RLRCHLTEHD FQDN D3H 515E(F. 3XTD FAQDN iRENET,

FIE

—

[BE]IEACT. [THIYhEF—4 V-1 &IV I LET,

2 [FHLWY—ROEM £y I LET.

3 [DNS] OTF® [Infoblox] #2Uv o LET,

4 ROBWMEANLET,

% 3-5.

pA=lAC >t e
Collector VM ALUIRIER S Y E ROy TE DY AZa—DoERLET,
IP Address/FQDN Infoblox Grid @ IP 7 KL Z/FQDN £ AH L%,
Username BEDT—4 V—RIERTELI-—T—-REANLET,
Password NRT—REANLET.

5 [l ZEZ2)VvILET,
F: Infloblox APl IC7 2R3 %7/=8MD API Privilege B2 &AL ET.

6 T V—RD[Zvox—L] £ [A¢E] (BBHEE) ZANL. [FE]1ZE2) v LT Infoblox ® DNS
T—4 V—REREIEMLET,

F5 BIG-IP MD3EN

vRealize Network Insight T, F5 BIG-IP D)L= —E LU0 — R NS Y DEEENYR— cENET., kEE
JTUVENR, SRAM. VRE b—=h N=F— AV F—T AR RAvF R—=Fr K=k FrRI. RA v
FAR-—bAMJYY VRFF Y aR—R RAvF FyiaR—R I—F—FviaR—-REEDHKEEY
R—bLET, FEBIG-IP T T4 T« 28R T H5EE. VT UXFY F5 BIG-IP Data Source ZfFHALF
9. VRealize Network Insight (3. {R#E< > >V B/SXD LLDP RA N—F /= 3BET/NA REYR—FLEHA.

FSBIG-IP &7 —% V—RELTEMTBICIE. ROFIEERITLET,
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AR SM
B 1Y [CFROBDPHETT,
B Guest O—Jb, EEEFITRNTDN—F 1> 3 I Z5HEY ERIER.
m RESTAPIAD7 VX,
m TMSH 4 -3 7U0ECAADT VR,
B T/NARTSSH #BHICLET.
SSH @ password authentication ZXRDEIICEMIZLET,
S
m SSHD #BEZLET SICE. root TEFEREO—IDEREFRLET.

m VRealize Network Insight T F5 BIG-IP 7—% V—X&EBMT S &L root A—H—1EREFERL
MWTL &,

B root A—HY—[CIF HTTP 7V RIEEHY EH A, root I—H—4ERIZ. BEEENTEARAINET,

[root@bigip:Active] config # tmsh
root@bigip (Active) (/Common) (tmos)# edit sys sshd

## Adding the following configuration ##

modify sshd {
include ”
ChallengeResponseAuthentication no
PasswordAuthentication yes”
}
5
Save changes? (y/n/e) y
root@bigip (Active) (/Common) (tmos) #
root@bigip (Active) (/Common) (tmos)# save sys config

root@bigip (Active) (/Common) (tmos)# show running-config sys sshd
sys sshd {

include ”

ChallengeResponseAuthentication no

PasswordAuthentication yes”

1 [BREIEET. [THOYbET—5 V-R]EVUYILET,
2 [V-ROEMIESVYILET,
3 D=9 —-8BLURXAvF] TI[F5BIG-IP] Z#RLET.

VMware, Inc. 63



vRealize Network Insight 0

4 ROBBMEANLET,

A= Avar BiiA

aLsy (Fa+) REYT Y TOFREYI VERAY T U AZa—DoBIRLET,
IP 7 kL RX/FQDN IP7 R RE/ I FQDN O lE AN LET,

Username ZDT—% V—RIERT - —BEANLET.
Password NRT—=REANLETS,

5 TFAMRYIRCEREAN LS, KRl 20U v o LET,
6 T—HREDEHIZSNMP 2B/MICT 55E(F. [SNMP NX—232] £28IRUET,
a 2cZBERUIBEE BETLHZII22T A XFHNEAALET,
b 3ZBBRLABER. ROXSICADLET,
®  Username
B Context Name

B Authentication Type

ZF: FS5BIG-IPA—HY—A29—TxA4A XYV TSNMP ZBREL THHZLEHRLET.
a F5(1CAJ/1LET,

b [XTFTA]-[SNMP] DIEIC#EILET,

¢ [SNMP]-[Z—2z>R]-[T2EZ (VL. v20)] DIEICHEELET,

d AZ2=T1ADNFIHEANLET,

e XETIPT7RLREAALET.

f BABRUERT7I/EREZZRLET,

g ETlzsUvsLET,

7 BEICGLT [Zyix—L]l E[AE]EEELEY, [EEI 22UV ILET,

ServiceNow DB

ServiceNow #BREBT -4~ X—X (CMDB) (. VI Uz 7BELUON—RITT AV TSRS OF v I(CEAT
BIFHO, T LI —ADTATABORBERICET 2FMBET — S ERH®TDHDT, 41 XU NUDERICHE
BATY., ServiceNow #&%#EHT 5 &, VRealize Network Insight 1IZ2& > T ServiceNow CMDB TR
BERR T JU S —2 3 o E N, B vRealize Network Insight [CBINT 22 EMTEET,
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CMDB D#t&
BRI, CMDB O#REFIRDELEY T,

n BRTATL: PRTLAADIVT AT 4EEFEAVR—FU b, fl:aVEa—5. A4 vF. $—ER 7
TV —ary. =N RET UL,

n BR:BETATLABODY Y OEBBEDYA T, B KEE RITER T IO E,
BT AT LAICIEEFADAF—INHYUET.

m BRTATLA ISR EEBRTATAL. TOTOANRTAEZEET DI TRCHEMTONTVWIBENHY E
ER

n BRISR BERTATLBOBROS A TEEERLET.
BADYZREMRL T, 7ANT A EZEBMLZY, TANTAEHRIIAALIEVTHIENTEET,

ServiceNow (&, 77U —2 3> Y—EXREZYR—-bLET, 77UV T—ary $—EREE 77U —2 3
VERRNDPHEERESIN, Ty FELTY—EREZREBETE2HDEVVET, ServiceNow Tlg, 77U —2
3> P—ER%E APl #FRLTFHTHERLEY, T—EXAIVEVJICL> THEMICKRE LY T HIEMT
E2FET., INS5DT7TUT—2 3 ET T, ServiceNow CMDB [CREENET,

ServiceNow 7—# Y — X% vRealize Network Insight (238019 5 &, VvRealize Network Insight (2L U
ServiceNow CMDB #7 7 1 IV D OB T A TLEBEN 7 2 v FEINET,

Approach for Application Discovery

Dependency Application :

Fetch the configuration Using relationships, Define tlers by grouping common
items and relations using traverse from an gﬂflglfrag:ﬂn Ite;'lns. don .
REST APlIs from ServiceNow Application entity up to ample: All configuration Items o
CMDB and store In the compute layer entity. type Web server form Web server

VRealize Network Insight Example: Linux Server, Tler.

Full fetch and della fetch Windows Server.

77 # )l ~ T vRealize Network Insight (3—EDERTT—49%7 v FLET.

n REAET-IDTzyvFEFREBEILICITON. CnICkY, CMDB R TEESNALISADIRTOL O
— KRBTy FENET., Foo TV -REEBMELEBEFITDHELEEICORERT v FHTONET,

B ERT7IVvFII2HTELEICRTEN. CMDBHERTEEZESNTWS I RADIRTOFLWLWI—-—K, BES
nrzba—REHIRENZLO— BT 2y FENET, vRealize Network Insight Tld, 21— — 124
—TJIARIINSDFANRRENDE T, 12 00U ET,

&+ VRealize Network Insight (3. T2 7z v FDESAICRY., VS AEBEEGI A TEREBLET.

HIRRDT 7 4+ )L ME
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IR

maxAppsPerDataSou

rce

maxTiersPerApp

maxMembersPerApp

maxGraphTraversal
StackSize

maxResponseAppCou
nt

e

TR T BEYDERT T r— 3>
#.

TIVT—2ar 1 B#HUDRETE DEED
BRAH.

TIVT—=2 a1 BHEEYDRFETED AN
—DEKRH.

U257 hIN=HYLNTEASNERSY v I D&
KA R,

AP| [tE TR ZEMTEDHRAT TV -2
3 ¥,

ServiceNow MDiEHN

—

b
*)b
&

5,0
00

150

5,0
00

10,0
00

5,0
00

FIRREEZ IEADHE

TIY—ANT—IDT v FERFLEL, T—HY
—REANY POEAEICIS —DBRRENT. T
T avEHFREINGLSBYUET,

EBOBMFIRICNESET, 7TUTr—a > nE
N BVET,

AVN—DEDEIRICIREDET, 77V r5—ar
WEHFINGLBYET,

TV — a v hBERENE<IEY,
SizeLimitExceededException ZXO0—L%
ER

FIRICEE T BT TV T —2 3 OBDAHDRS .
A—HY— A VF—T A RIS —MPERRINET.

F—% Y —R& LT ServiceNow % vRealize Network Insight [ZEEMML T, 77U —> 3 EBEDSHRZE

BETEET,

AR SR

T—% V—REEBINTBIC(F. EEEERPLETT,

FIE

1 [REIEET. [THhOohET—4 VX1 20Uy LET,

[V—RDEM] 22 v o LET,

2
3 [CMDB] ©T. [ServiceNow ] #ZRL £,
4

[F—% V—XDEM] BE T, UTOFHEREELET.

T4 —IVR%&

absy (FAaF) REYT

IP 7 KL ZX/FQDN

1-¥-%

AVEVESS

EL

ServiceNow MR X ~ URL

IP 7 KL% /(3 FQDN O#EAALET,

ZDT—49 V—RIERTHAI-—Y-—RBEANLET,

E: BMIESFEDI-—F—I3. ServiceNow 0 EEE £i(d HHRYUEREEE THHILENHY

£Y.

NRAT—REANLET.

5 [#&iHZ2UvoLET.

BREDHINLELE &5 Ay E— UBERENET,
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6 HRIYIARXEN/z CMDB REEEMT BICIE. UTOFIEEZRTLET.
a [CMDB®EDARYTAX] RIRLET,

b [#o>O—-R]1&E#2Uv o LT, T7A4IMOEBRT77AIVESF T O-RLET,
C T7r7ANDOTANT 4 EEFLET, CMDBERDARITA XESBL T XL,

d [F—% V—XDEN] BET. EHENL ISON 774V ESRLTERLET.
7 T8 V-ARDZyIF—LEANL. LECISUTHADAEZEMLET.
8 [EE1Z2/VvULET.
RORT Y7

ServiceNow ¥—#% Y —X%&EIT S &, ServiceNow CMDB TERARER T U4 — 3 > vRealize

Network Insight IC&k > THREENSDT. Th#% vRealize Network Insight [SIBIIL £3, SHBICD O TIE.

BREENETTUT—2 a2 0BMESRL T LI,

F7#) 5D CMDBERZ 74

vRealize Network Insight (£, JSON FERX DR T 7 1 L &ER L T, ServiceNow DA RY I A XEYR—

LEY,

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": false,
"ignoreWorkloadCheck": false,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci service discovered"

1,

"valueType": "CI_ CLASS",

"systemGenerated": true,

"expandCIClass": true

"name": "relationshipTypeClasses",
"value": [
W
] r
"valueType": "CI_VALUE",

"systemGenerated": true,
"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",

"Virtualized by::Virtualizes"
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"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [

1,

"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1lb service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",

"cmdb ci translation rule"
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"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

1,
"associationRule": [
{
"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,
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"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

] ’
"priority": 5

VRealize Network Insight RODEENRET DL ITRTODT TV T —2 a3V DRLBT—ID7 v F LB
BIZ30 ah B ENHYET,

fl: F7+) D CMDB #BREFERALE. Y—ERT Yy TELUVREBENEZT TV —2 3 > 0f)

Bl : 77U —2 3> DBEIMAD vRealize Network Insight OEEH & n/-EE

ZhiZk Y. vRealize Network Insight 73 ServiceNow T7 7U 4o —> 3 v ERETEE T,

A Application Service ¥
&  ApacheMySQLWebA...

Apache Web Server v
Apache server@test...

@ MySQL Instance ¥ Linux Server ¥
MySQL Server@test... testwebserver
Linux Server ¥ mmm|  Network Adapter ¥ mom|  Network Adapter v mimm|  Network Adapter ¥ VMware Virtual Mach...¥
0§ testdbserver eth1 eth0 eth1.1999 Ubuntu-12.04-Pankaj
Network Adapter v VMware Virtual Mach...v
eth0 Ubuntu-12.04-Pankaj...
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Modify Application

Application Name * ApacheMySQLWebAgp

Apphication Totak 2VMs | O Physical IPs
i Ther Totak 1 Vs | O Physical [Ps
Name* ApacheMySQUWebApp apathe web server
Virtual Machines / |P Addresses VM Names v Ubuntu-12.04-Paniaj’
> e Ther Totak 1VMs | 0 Physical IPs
Narme * ApacheMySQOLWebApp db mysql instance
Virtual Machines /[P Addresses * WM Names v 'Uburitu-12.04-Dark--Pankaj-1

(] Analyze Flows

n -

CMDB #BDHRI <A X

TFEIERHARITA RITHIET B7=812, ServiceNow & vRealize Network Insight O & (3 —HREV /28R %
PYR—FLTWEYT, CMDB #rk(E JSON FERTHLIVENH Y ET,

BRICILUTORBNEENE T,

n  BRIEHE

»  BRIEERBOMEF

n KEBRISTERF YT BI—

CMDB #Rk(3. REICEDWTHRITA X TEET,

E: BREEETSE 2AICHLTTZ v FHRTEN, IRTOT TV T—ayBBIAEENET. TDL

O COTARRICE>TMREENET TV T —23»] ¥y aR—RICTTVT—2a»PRERESNSET 30
DUEDPBBEDHY T,
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74—V R4

fetchOnlyApprovedApplications

nameBasedSearchForvm

ignoreWorkloadCheck

ciGroup

Rules for graph traversal
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ZOT—IUEICK Y. ServiceNow D oEREHT TVIr—2a > DHERBTHIEMTE
£9. TT7HIETIE ZOfEE False [CHRESNTVET,

ZDT7—IUEICEL Y. ServiceNow {3~ > > %8 vRealize Network Insight RIZ7zMEE
SRR U ZEFER L TARY AORIEY S VRREMEVERT DD ED DERETEET,
fEDS True [CRESNTNDIEE. NRY LADRIEY L Y ARGBERENE T, ZET HRE
< > vRealize Network Insight ATttt and &h oy MICRBREN, 77U —
3aVOBHERITONERA,

ShE H—ER Ty EVSERRETIC KERRY S TELEY—ER Ty TEFHTHER
THEEFERATEET. 774/ MTIE. ZOfEF False [CRESNTWET.

ZOT7=IUEICEY. BEMFSENTNET—o0—-R IoT 4 T4 BEELEVSETHRE
ICIT AT 4ZEBMTEDEODERETEET,

N BENT—0-R LAY —FETEESNTOWANEEZC. Y—EX TV EV I EFER
HFIEGBRIZTELBY—ER IV TEFHTHERT S EE(FERATEES, T 74/
R Tl ZODfEIL False [CHRESNTVET,

ServiceNow »S5MBE Y HHBMIER LEFEEELET. D74 —J)LRTE UFo7Ax
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B Value: ZDJI—TD—ETHS ServiceNow 5 REZDY R |,
B ValueType : CI_CLASS (Bi§¥ %% 5 AD%HN) HLU CI_VALUE A TEET.
B CI CLASS: /5 REHELET.
®m CI_VALUE

E: vRealize Network Insight [$&(Z applicationClasses.
workloadCIClasses. trackedCIClasses. workloadCIClasses.
relationClasses ZREBLET.
B systemGenerated: ZD7—JUMEZEERT L VZAPAI—Y—EEISATHSH
TI7AINE OSRTHBNERTEMTEET,
B expandCIClass: ZD7—IVEZ 4 —ILREERAT S L. Value [C—EBRRShATH
DERIBE VS ADY T USREMBT2NESINERETEET.
RO IEEORF v =LY R—bEINET,
B  traversalRule: HFRIENTWD, FEEFEHEITRTORF v,
B  traversalStopRule : FRIESNTWEWRF v,

E: traversalStopRule @JL—JLIZ(F. traversalRule DIL—I)LEU HEFIVE
SRR NRESNET.

B associationRule: I T4 7« ICEEMFONALT—I/O—-RICHLTHTENATY
DARFY .

W= DTOANRT 1 FRDEBY T,

B fromNode : XF+ LD ciGroup DY X b,

B toNode : XF+ %D ciGroup DU Rk,

B relationship: %44 7DXF+ > T. BFEMHS ciGroup DU X,

B priority:ciGroup » 2 DDIL—IVIZ—ET BHE. ciGroup DIL—ILIF
priority CEDNWTREINET. BEEDENAENIEEXELIESHRVET,
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74—V R4

applicationClasses

workloadCIClasses

trackedCIClasses

relationshipTypeClasses

workloadRelationshipTypeClasses :

ignoredCiClasses

ignoredTierCiClasses

iEA

V57 RAF v YDINTOITY M) RA Y MERIER Y SRE—BRRLES, cn5005
RlF CMDB T7 7V =23y VS RELTERESNSBRIEEY 1 TE2RLET,

T 7 A bOEERTIE cmdb_ci service discovered ZZAMMEREINET., ZDY

< (%, ServiceNow @ ServiceMapping #&EICk > THEREN=7 TU - 3 &KL
3

VI hUx7 R=XROY—ER, F/ld Linux B —/\ Windows Server 7z EDA XL —F

AT DRTLERANTZTRNTOEBRIBENRRSINES, &2 RET . AWS

AR VR YEY—/INTT,

BE. V-0 RERIBEIEREBRRISTVORRICEBESINET. ZOJIL—TFICREBEEN

EHRIBE 2 S RICDWTIE, EEMMERESNER A,

T7 4 bOBRRICIE. UTOHBKRIBE S SABEENTVET,

B cmdb_ci_computer: AYEa—7F 4« Y I/BEDINTOEBRIEEERLEY. h
2. RTO Linux 8L Windows Server D X—/X— 45X TT,

B cmdb ci vm instance: REEY I AWS 4 YRV REEDFREBIVEa—T
AT IUTAaT4ERLET,

B cndb ci vmware instance: VMware Y U ERLET,

HKEBRISTICEDDHEMTESM applicationClass TH workloadCIClass
THIEW, IRTOBREEN—ERRSNET, ZDJIIL—TOERIER (L.
applicationClasses 5 workloadCIClasses £ TCNI T T ETERI DDA
BT,

vRealize Network Insight [£. ignoredTierCiClasses [CEBENTWNS I 5 RER
<. trackedCIClasses [CREMENTND TR TDI T RADEEEERLET.

Y= a U BRIBED I S AELIIBFRIA TTREIND, BETIITNTOBREEN—E
FREINET,

FTI7AIVEDERTIE * ZEALTIRNTOBR®RI A TEMETEET,

BRs A TH—EBRREINET. CNIEBHE. 7—I0-R I T4T74LDBHRERLET.
ServiceNow TT 7 # /)L b THR—hENBBREFEXRDEEYTT,

B Hosted on::Hosts

B Instantiates::Instantiated by

B  Runs on::Runs

B Virtualized by::Virtualizes

ServiceNow CMDB 5859 58I vRealize Network Insight R T2 0EDH D
TRTCOBRIEEE—ERRLET,

INEFERTDHE R—N— USREMBIBHEEIAERY T IS REBRTEET,
77— 3 U#EIC vCenter Server (FAREBRZNDT, 774/ M TlE

cmdb_ci vecenter server obj # ignoredCiClasses O TFIC—EBRRENET,

BEEEERLEVI N TOBRIBEEZ—ERRLET.

D—o0— ROBREFLBENVT TV Tr—2 3 2K T 546

Tl 7TV —2 3 EBRETSHEDIC nameBasedSearchForVm MEZESN/Z. HRIIA XEni-
CMDB #7771 /LERLET., cmdb _ci service discovered ZZAMI Y hYU RA Y FT, 7—20

— ROBFREEESNTOEEA,
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° s
kRO
A Application Service ¥
£ | APP-NAME-BASED-...
{@} Nginx Load Balancer ¥
A1
@ Nginx Web Server ¥
AC1
{:c‘i} Generic Application ¥ {:c‘);} Generic Application ¥
B1 BC1
{:c}} HBase Instance ¥ HBase Instance ¥
c1 cct

HRIIA XEN/= CMDB #7714

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,

"ciGroup": [
{
"name": "applicationClasses",
"value": [

"cmdb ci service discovered"
I
"valueType": "CI_ CLASS",
"systemGenerated": true,
"expandCIClass": true

{
"name": "relationshipTypeClasses",
"value": [

W

I
"valueType": "CI_VALUE",
"systemGenerated": true,
"expandCIClass": false

by

{
"name": "workloadRelationshipTypeClasses",
"value": [
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"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",

"cmdb ci database",
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"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

VMware, Inc.

76



vRealize Network Insight 0

1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

1D2OUNVDT TUT—2arekitid 546

ZIZTIENDOLNVDT T —2 a2kt 5K 5 nameBasedSearchForvm EES N, h RS
YA XENf CMDB #8771 IVERLET, cmdb ci service discovered ZZAMIV bU RA U+
T, 7—/0—-RFOBREBEREINTOLEEA,

° s
FROP
& Application ¥
Gy Single Level Test App
Database Instance ¥ = ‘Windows Server ¥ (f\ Application ¥ = Windows Server ¥ = Windows Server ¥ = Windows Server ¥ Database Instance ¥
APP-PROD-HR-VM3 a5 APP-PROD-HR-VM3 S AppTest2 a5 APP-PROD-HR-VM1 a5 APP-PROD-FIN-VM2 a5 APP-PROD-FIN-VM1 APP-PROD-HR-VM1

NhRE<TA4 XEN CMDB #E 7 7 1)

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci appl"

i

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": false

"name": "relationshipTypeClasses",
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"value": [
Wk
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",

"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"

1,

"valueType": "CI_VALUE",
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"systemGenerated": true,

"expandCIClass": true

by

{
"name": "trackedCIClasses",
"value": [

"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,

"traversalStopRule": [

{
"fromNode": [

"trackedCIClasses",
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"workloadCIClasses"
1,
"toNode": [
"applicationClasses"

] 4

"relationship": [

"relationshipTypeClasses
1,
"priority": 5
}
1,

"associationRule": [
{
"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

] ’
"toNode": [

"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

] ’
"priority": 5
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O— R NS UHICEERMITFONTWNS FAROY NRERRT SIC1E. client VM name to Virtual server
IP. EWDOUTVAEFERTEEYT, BHHH—EX R—MNIERORBY —N\DH 255, [BERIRET D > ZER]
T I VICEDI)RMPRREINET, JASDSY—NEREIRL, [NRERR]Z07UvoT5E RET Y

MDOAREY —NNAND/NNAPRRENET,

VMware, Inc.

188



vRealize Network Insight 0

RIEX2DONRR FRASTHRET —NEO Uy 03 2HE RET—N] D4V RUIC—EZDRET L U HBRREN
£9., (NRADRR]I &0V v oddE REY-—N\DOSBRLULRBEIS IADNIADBRRENEKT,

T—I AUN—DHMDORR

[T—IL AVUN=1BEEICIE. T—Ib A= AUy, BXOT—I)L AUN—ICEERMTSENTOSA R~
ICET 2 ERMBRRTINET.

LITFHRRENET,

B RETSCDOURNERET S VICEET 2IBIMOEEM

B T AUN=—DA N TERET DA RN Y I ELETESIER, 22X ATY E CPUDEA
K Ry bI—=U ST 0v 0L,

n RDEDIE. TV AUN—CEET DAY IDU R K,
G (B HARL. TRATRERD
B Xy bT=0 AU D (BEBHERIZEEFHD/NT Y BBRUNA M)
m CPU E@Ax

m O—RNSUY, /=R REE H—EXRR-NCETIERERMTET—IL AoN—D7ONT 4,

Timeline

ime Range: 1day v o , - o
Show Chang 20:00 02/26 04:00 08:00 12:00 16:00 pLET
VM Backing the Pool Member [ Network Traffic Rate

" Network Traffic Rate
- Feb26,18:59  6h 24h 7d 1M 3M

Network Average Rx Rate

2012-2-VLAN301

> dentity

Win

Host o Network Average Tx Rate

5 - a Obps
10.115.72.33 on 10.115.30.2/26 CPU Usage Rate &

Memory Usage

Metrics for this Pool Member @t Events with this object (;
Feb25,18:59 - Feb26,18:59  6h 24h 7d 1M 3M > levent 6h 24h 7d 1M 3M
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R¥E< > bROD

RIE< > bRAVE, B—ORETIVE T 5—DMOED EOBEREEZBEMITRLUET.

B
|
Bl

RAS bARAD

RAK PRAZEFEDRASDRERT S VBT =525 —DREEIOYE I R— > M EDK D (TR
ENTWBED, BLUOKRRSBRDBT -7 —[CEEINTOEINEIDERLET,

VMware, Inc. 208



vRealize Network Insight 0

. L)

- T AT FOu, [
S @H® ®
I External Datastores ] I |nfrastructure Entities W
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EF: ZOFETHE REAIVR-—FMEYEIDVR-F L POBEAZRE(LTEET.

VLAN kRO

A C 4
Configuration Changes None
Segment D 5001
Number of VMs 38

Metwork Address  172.16.151.0/24
172.16.150.0/24

Default Gateway 172.16.150.1
Underlay VLAN ID 218
Underlay Subnet  172.16.69.0/24

Iy RAVIICEAND Ao

%48 LAN (VLAN) (F, B—D¥E LAN A hESSICHBEL T, R— b I —THYBHAICRIZDEIT A >

NMIHBPOESIT, BNCHBTEET,
VLAN kAROZE, VXLAN hROD ERBOFETEREINE T,

NSX Manager bRA T

NSX Manager FRO (22, NSX Manager [CBEM(FSNTWNS AV R—F Y MIFRRENET,
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DEEFBRET IO F+ TFvrTEET, ZOBRICIE. NSX A TPV bEERELBEELLI-—Y -2,
ZOREDBTONICERE, BXUOA TP 0 MRS HBEOHMPBEENET.

NSX-T Manager £7=(& NSX-V Manager TEEOJZEMICL T\ B1F4E, vRealize Network Insight 2k

DT—BD NSX-THATZL 2V FBIUNSX-V F T2 20 bOBEBEDFHMRENETEET,

NSX-V

vRealize Network Insight [C& 2T 3 ~ 5 FLIAICEEDFMMINESINS NSX-VF TPz DU R K,

m  SecurityGroup

m SecurityGroupTranslation

m FirewallConfiguration

m FirewallStatus

m  TIPSet

m  SecurityTag

m UniversalSecurityGroup

m UniversalSecurityGroupTranslation

m UniversalIPSet
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NSX-V AT 10 bOBEEDFHMIZ. XROLD [CHREAXRY M TANRT A DEFEAXNY b BLUVHIBAXRY
[CDWCTHFv¥ TFrEInEd,

m  Discovery

Discovery
’[“.55_': irewall Rule: test jagdish 24 hasbeendiscovered. | . ___. ' il
+ Audit Information: i
[]
;‘bser: vspherelocal\administrator , Timestamp: Feb 12, 2019, 17:15, Operation: CREATE ?
®Severity: Info- """ T T TTT T B e e e *

Defined By: System

m Properties Change

IP Set properties change
For NSX IPSet: jagdish_1: 3min
Changed IPAddress: Added(192.168.90.4/32) .
Changed IP Address Ranges: Added(192.168.90.6-192.168.90.8) .
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 5,2019, 13:33
Severity: Info
Defined By: System

m Delete

—] NSX IPSet:jagdish_ipset12 deleted. 6min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:23
Severity: Info
Defined By: System

—| NSX Universal IPSet:jagdish_ipset13_universal deleted. 6 min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:24
Severity: Info
Defined By: System

AT MDIALSA > TEHEERRERTI D LOTEET.
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T
20:00 03/26 04:00 08:00 12:00 17:00

Events X

;| IP Set properties change
For NSX IPSet: test_demo_ipset: 9min
Changed IPAddress: Added(10.197.17.188/32) . :
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 26, 2019, 16:59
Severity: Info
Defined By: System

&) IPSet membership change
NSX IPSet: test_demo_ipset membership has changed. Added AnalyticsOutlierVM-3 18mia %
Severity: Info
Defined By: System

=) Configuration Change
For VM: AnalyticsOutliervVM-3: 15min :
Changed IPSet: Added( test_demo_ipset).
Severity: Info
Defined By: System

'7;); Discovery
" [ZNSX IPSet: test_demo_ipset has been discovered. 1Smin :
Audit Information:

NSX-T
VRealize Network Insight [C&k > TEEDFMMSINEEZNSD NSX-TATL I/ hDUR K,

E

NSX-TF 72z bDOEEDFHME, ROKD (CHREARY b TANRT A DEEANY b,

VMCRUL— I T4 741013 BEEBEREEATEEEA,

NSGroup
NSService
NSServiceGroup

NSFirewallRule

F : NSFirewallRule QHIRA N> MIlE, BEEBFEREFEATEERA.

[PSet
NSX RUZ— J)I—7F

NSXRUS—T7A4705—) b=

PRELEBEICFy TFrINET.

Discovery

Discovery

[=) NSX-T Service Group: Test_NS_SG has been discovered.
Audit Information:
User: admin, Timestamp: May 15,2019, 11:42, Operation: CREATE
User: admin, Timestamp: May 15,2019, 11:42, Operation: UPDATE
Severity: Info
Defined By: System

43min *
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E

Properties Change

Configuration Change
For NSX-T Security Group: TEST_NS_GROUP:
Changed Members: .
Changed Group Member: .
Changed Direct Children:.
Audit Information:
User: admin,

Severity: Info
Defined By: System

imestamp: May 31,2019, 17:18, Operation: UPDATE
User: admin, Timestamp: May 31,2019, 17:04, Operation: CREATE

4min -

Delete

v delete events where User = ‘admin’ Now v

Showing 3 results for Delete Event where User = 'admin’ over time range Sep 8, 13:14 - Sep 9, 13:14

Sort < Bentities
Select an option ¥ Dsc ) Delete change [3 events - Collapse]
NSX Policy Service:Test_Service deleted. 10 min
Filters Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55
Severity: Info
Add more fiters Defined By: System
D NSX Policy Service Group:Test_service_Group deleted. 10min
Audit Information: User: admin, Timestamp: Sep 9, 2019, 12:55
» Archived Severity: Info
Defined By: System
» Severity
NSXT Security Group:Sec_group deleted, 18 min
Sy Audit Information: User: admin, Timestamp: Sep 9, 2019, 12:55
Severity: Info
» Manager (7 Defined By: System

» Problem Entity [

I T4T4 Fy2aR—RTRARANY FEFERTEEEA.

TYBILIEFTEET,

ETERERTI ST oY

events where user = username

discovery events where user

delete events where user

change events where user
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AUy EO—pHlIE. [IREBEY Y AUy o] EVTY., ZOEVICE REBYVORY NT—0 Z T4
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wull Ll

L

IVTFA4T4DYRRMRREY

IVTATADYRMRREVICE EBOT —VICL>TIN—TENLEI VT AT ADYRSBRREINET,
DRAKMIE IoT4 74 ZEDBERBUDRRENET,
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EELS & ROFHAPRREINET,

. RET-—NE

E AR NSUHIPTERLR

n R—hES

. O—RNSUHOT7ILTUXA

. O—RNSUYDPSEBENLT 74+ T—bD A

=T a0 AVR=F2bENRX MROCTHERTHZLEDHTEET,

NRICBEFRT 2 —F— Ty, FEIFLDRIIRVREZELS & REMIV—T 4 VI3 NAT DIFRMSERR
ENETY,

R XA FRACOFRICHDIRETS DT o5 —bA 2o 3 (Cd. BETARET VDDOT 4 —
LABRE, BETEIS VI RA v FELVR— bDOLEEIBADEHRMNRREINET. Kubernetes T> 7474 D
BAEF. RETS DT =L AI2, Ry RBPEBEINTWSIREY S E/21d Kubernetes / — RDIFERMR
RENFET,

RES D7 F—bA €02 32TRE IVR=F 2 EBINUFTFENET (SNIVERTK] ([/NAOFH]
DF) £RRLIER), CO€IP 3> TR EBOROYTEII2 VRN, T RRAVPDRBY S &
ITvPDT T4 TIRRBR I UBRRENET., ET v IRET VICONT IS ROy 790 UR BT
ANFRAERNAADA =T 24X IP 7 RUVANRRENET. BIRABRICEDNT, TOREDS 5 —7
TARDT VT —bA NRADBKRRENET,

e, bROY Ty T EEBORENEFERL T, NADAAERILT 5ZEHTEET,

FROY vy 7&ERTHE BT VEINRICEENDIR—MNIETIARMEZSHDZENTEET. /IR
DFHA] €22 avIlid. ZEOR— b FrRIVOBFIBRTENET,

F: PEIAOVITLAV -2 ER2(CAIRIET HLETEERA, HBEIRAYTFHSRNDRA Y FICNT Y b
DEFLTVDHRIE. BEHOXA v FHESEL TWSAIERENSHUET. 12U, MRADICE TYF—bA X
Y hT—=UDRA yTFIERRENEHA.

AWS RET > VE/NR

AWS DIRAET S VBN RIE, ATV RADIRETYS & AWSEC2 4 U RY 2V REDBD/NADA R M Z 1R
LET.
IH7E. vRealize Network Insight (XD F U FEHR—FLTWET,

m AWS VPC ADRBT L VE/NR : 2D FUA TR HED VPC ILHIFS. B—57xy bRDORET >
VB FREREEZY TRy MIHBHRETS VB TORENSESLET.
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m ET7ERENLE AWS VPC HDRET S VE/NX : 2O FUATIE 180 VPCDRIEEY V& ET
ERENLIERID VPC DRIEY S » EDBDBENBELET,

B AWSREBTIUDoA 25—y bADRE : VPCDRBIYI U, A5 —FRy b TF—hDzA4%EMLT
A5 -3y MIBELET,

m AWSRESUMhST—Ft 7 —RIEBE<T AD AWS VPN #FEE N LEBE: 2D F U A TlE, VPC
NORET M. AWS VPN EHEEZN LT, T—9 07 —ADRETS VIZEELET. vRealize
Network Insight (. Z® i+ # T Software-Defined Data Center (SDDC). NSX-V =%t %
— BLUENSXKX-TF—4try—2HFR-—FLET.
b= =i
B NSX-TEXLUNSX-VF—Ery—~ADNAT Uy R NRR bRAOZE, NSX-T LU NSX-V D

Edge V=4 —MNRTU v I IP 7 RLREZFERAL THRESNTNWIIFEICOHEEEL £T.

m  VRealize Network Insight (. AWS OiRET > 74— A rROZCEGR-NLTWERA,
p=

E7#EREN Lz AWS VPC BIDREY > U EI/NAD AWS RIBEY 2 VENRDEIERD EESY TT,

VM Path Topology (i) ¢
Client Server
sub2-vm2 — subl-vm1l
10.1.2.191 Request 192.168.1.199 %

@ O [ sub2

@

™ sub1

®

AWSVPC
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RER L BANAADT A AV ERA Y b B E ETEEDOTANT 4 £RRNTEET,
AWS [REX S VEINRICEATDROI T 4T 4 ERETEEXT,

B AWS Subnet

®m  AWS Route Table

B AWS Virtual Private Gateway

m  AWS Internet Gateway

u AWS VPN Connection

B AWS VPC Peering Connection

NSX-T

NSX-T DRE~ > VBN ADOHIZRICRLUET.

VM App-VYM1-VM DB-VM1 Now v (Auto-refresh in 5 mins)
v Overview
VM Path Topology
Client Server
App-VM1 - DB-VM1
10.114.213.123 Request 10.114.213242 %

@ e App_LS
=) e DBLS

FRERAL /—REXRL. KEEI VY /—FRZXRLEY, REAT Y XX MROPTEASNDT7 A 3 V(3.
EEOARO [NADFHM] DTS SNIVELEDBICRRENET., P8I —F—(3. TOREICEBREELETE
RENET, MRAVRADY —ER -4 —D&EE BEMIFTOSNTHWLREICI > TEDYEYT., BE 1023
YR=FVMIRUCLVANNICERREN, BE O D2V R—F2 MIBDLANIVICRRENET, NSX-T TIE.
Edge 77 A4 7 U+ —/LDRITRENTNET,

NSX-T Ry bT—0DEF2 VT« Z5tET BICF BEEAELTINSX-T LAV —2 %y hT—2] ZFRL. R
DU ZEFERLET.

plan NSX-T Layer2 Network ‘<NAME OF NSX T LOGICAL SEGMENT>’

ROFIEZFITTDE RLERETDIZLENTEET.
n SET-ar YA R N5 [EFa )T 4] EEBRLET,
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m ROYTIO AZa—DP5 [NSX-TLAVY—2xy hT—0] Z#HEE L TERLET,

#

s BETE INSX-TL2 %Ry hT—2] % [§ 7] HED NSX-T CBET 5T 7« 74 £ERTEET,
NSX-T [CEAETHNSDI YT 4T 413 FEl. A VAIAYT—a30 BXETTVT—2aVE
ECERTEET,

s [UN—TR] KOvTFHY AZ2—TH INSX-T£*2UT 1 Z—T] 2 [eF2UT 1 £5] O—HT
HY, HREEI A2 ] IE[VLAN/VXLAN] O—88TY,

NSX-V Edge 520 424 —T 24 ADRET L U E/NR

vRealize Network Insight T(Z., DVPG 8 NSX Edge ® k> > 2 VNIC [N TWT. b7 A9 —J
A4 XM VLAN F72(5 VXLAN [ZEHESNTVSRHEEIC RET Y VEANIABLINMEETS V&AM 5 —Fy D
DINRERNTEET,

RIS, NSX Edge 2R LRBY > Y E/NADFZRLET.

i : vRealize Network Insight (3 Edge (RIEX > D S0 A -T2 ARDT7 T — LA EREYR—
FLTWEHA,

VM Path Topology [
Source Destination
i -~
192.168.160.5 192.168.1705 Edge VRF: Trunk Test-Edge Fjath Details
Route: 192.168.170.0/24 (Direct) (L) Show labels
In Interface: [Trunk-Test-Edge]-[trunk:
interfacel-{subinterface-1] 1 Trunk-vM1
Out Interface: [Trunk-Test-Edge]-[trunk-
interfacel-{subinterface-2]
2 [Trunk-VM1]-{Network
Keep Focus adapter 1]
PELE
3 VXLAN-1
4 =) Trunk-Test-Edge
5 VXLAN-2
6 VXLAN-2
©) e VXLAN-2 7 [Trunk-VM2]-[Network
adapter 1]
| 8 Trunk-VM2
® VXLAN-1

VSphere Host

vRealize Network Insight T® NAT 04 R— k

vRealize Network Insight (£, 7O —RAD&H NAT (SNAT). B9 NAT (DNAT). B/ —ILE. NSX-v,
NSX-T Edge. Fortinet TR~ VE/NRZEZHYR—FMLET,

R¥E< > VE/NR
NAT £ LIRIBR & VAR RDOBIELTISRUE T,
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« VMware VM 'linux-2-20' to VMware VM ‘linux-1-20" via DNAT IP'172.168.23.22"

@ VM linux-2-20 - VM linux-1-20 Now v (Auto-refresh disabled ) Overview Events Flows Metrics
~ Overview
Path Topology [ VM Underlay VM:linux-2-20 % VNIC:100220 v PNIC:[1001520.. v {7 :
Source Destination Path Details ~
100220 100.1.20 Show labels

o 1 ‘\ VM: linux-2-20

2| @ VNIC[linux-2-20)-
[Network adapter 1]

3 VMware Host Switch:
VLAN2100

4 Switch Port:
[10.0.15.202]-[vmnic2]

—©
H®©

vlan-2100

€

€3 : vlan-2100

=) / vlan-2101 *

ﬂrﬂ*—

s
NAT 20 LIARER S VBN RERRT BICE. ROI T EERLET.

m ZBEORET U Fortinet L— —DE®ICHY. NAT THEHERINTWSEHEE(L. VMware VM '<name
of the VM>' to VMware VM '<name of the VM>' via DNAT ZTUZAERLET,

B FESEDIRIET L M NSX-v E£72(2 NSX-T Edge O&EFRZICH Y. NAT THEEREINTB15E(E. VMware VM
'<name of the VM>' to VMware VM '<name of the VM>' T UZFERLET,

NAT L=V ERRT B2 ROITVEFERALET,

B NSX-TDOIANTD NAT JL—)LEXRRT BH(TId. NSX-T Edge NAT Rule ZTUEFERLET.
B NSX-v DFNXTD NAT V—I)LERRS HICIE. Edge NAT Rules ZTUZEFERLET.

m  Fortinet DFRTD NAT JL—JLEFRRT SIC(E. Fortinet NAT Rule VT UZEFEALET,

B TARTO NAT I—ILERRTBICIE. NAT Rule VT UEFEARALET,

ZEEH

B NAT H—EXDEHICT/E>TNS NSX-T HEBIN—F —Z2FALARET S B/ RDIHE, VRealize
Network Insight (3. ZTH15D/XR(ZDNTOHD NSX-TEdge 774704+ —)L JIL—ILE@BEYIICRRTLEE
e

m  VvRealize Network Insight (x X &N/ NATBEBEZ S R—FLET. BT /NA XTDNTIL
vRealize Network Insight (3 Fortinet DIF&D#4#. BE—DREE (DNAT) #H9R— ML ET,

B NSX-V BKLU NSX-T XR—XD Edge OHHBHYR—ENET,
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vRealize Network Insight (&, NAT TEES =7 v 77U U &2FRL T Edge LB —4 —&HYHR—
LET.

vRealize Network Insight (2& A% 5 SNAT JL—JLEHR— ML TWET, 7=72L. DNAT (. ZBk L
TN IP 7 RLVR (NSX-V EDNUT 1) BDTH1DOIYE I THAVENHYET.

vRealize Network Insight (ZXDERAEETR—FLTOWEH A,

NSX-T TlE, H—EX LANLTNATIL—IVEBRATEET. £EAE NSX-T Tl L4R—b &y
MMIY—ERD—ETHY. BEMFOSNALTOSTIVIE TCP £/2(2 UDP /AU ET., Do, kA
I VBENRATE, T—EX UNILOFHIFTR—FENEHA,

R—bk LRNILOEHRIIHR— SN EHA.

SNAT BE&EDT7 L XE DNAT BETXTDT RURFHR—bENFEHA, SNAT L—ILEIEET S &
E(Z. SNATHBELXET RV REZRE IP 7 RVRELTERLEY. DNAT IL—ILEIBET B EEI(C,
DNAT B&TLT7 L RERETIP 7 RV RELTERLEY., 2&ZIE SNAT JL—JLICZEE IP 7 KL
ADEEEINTNBIFE, T MIBEDT RUANBE IP 7 RLRELTHEME D MICERFREL,
vRealize Network Insight (& SNAT JL—/L&#EHAL £,

NSX-T Edge 774 70 4#—J)LTlE. RAUHMEBIL—4—TNAT H—ERDEHCHR>TVWBIEE T—
SNRRICEEERIFLET., ZO-MNNAT &£ Edge 774 704+ —ILOEAIC—HT 55E. NAT )Ly
T THRB 7 7AT 0 +—IVEUBEBERINET, TDRD., 77470 +—)LIEZFO7O0—CERAZ
nNEfA, 7ZO0-DBT7 747 04— )L IL—ILOIKIC—HTZHEE. TOTO—ICHTET7AT7 I+—ILD
REEREDPZ(FTANSNET,

VMware SD-WAN D{R*E< > B/ R

vRealize Network Insight T(%, VMware SD-WAN IRIEDORBAT S VE/NRXRERRTEET,

vRealize Network Insight (XD F U A EHYR—FLTWET,

IP7 RLURBDONR :BAD IP 7 KL RX%E VMware SD-WAN Edge OF#D VLAN [CEREET 20 E
BHYET,
IP7RLADSAYE =2y MIPT7RUVRADSABALZIP 7 RV R XET IP 7 R L X% VMware SD-

WAN Edge O&E#%D VLAN [CEERKET 2V ENHYET,

x
P

AV —Fy MIP 7 RURERIIREL IP 7 R RIE, vRealize Network Insight TH#E S hin

7 RUVATT,

RET DS IPT7RUVARIP7RULADSIREYS . EEFEREYS VED/NRXR :

YR—FENBEDIE. NSX/NSKX-T F—4 >4 —ADIRET L > DHTT, VMware Cloud on
AWS, Amazon Web Services. Azure ADIRET L VidHR—hEahEHA,

VMware SD-WAN Edge (¥, VLAN ZHLTTF =424 —ADOYERB/IRIEIV—F — (LR HHED
HUET,
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m E:

n&Ed.

VMware SD-WAN Edge BID 7S > F & TS50 F4&2#EHT 5 VPN 48 VMware SD-WAN 7S5 X4 &8

HY 258, COISRIDTRTDAN=—PBNRRCKRRENET,

XRIZ. VMware SD-WAN OREY 2 U E/NADEIZE NS DDPRLET,

Path Topology (i

Source Destination

192.168.195.5 192.168.187.10

&> Sandesh-velocloud-2-LS
S Sandesh-LS
[ vian-8
= vian-10
i
3
ste | VphereHost
Path Topolegy (1
Source Destination
172162011 192.168.252.10

=
@ Ls-1
SDWAN-LS-APP-02
SDWAN-LS-TRANSIT
vian-550
LS-VLAN

Site WVSphere Host

Host Transport Node

Edge Transport Node

Arista /N\— R 7 VTEP {RIE< > 2@/ R

Path Details

Y —X VMware SD-WAN Edge &4 —%v kb VMware SD-WAN Edge [ZFRE Sz VMware
SD-WAN Gateway &7 5154(3. ¥V — R VMware SD-WAN Edge O4'— U 1/ BHT/NAADBERRS

Show labels.

1

2

Path Details

=)
(2) sandesh-VM-velocloud-1

@  [Sandesh-VM-velocloud-
1)-{Network adapter 1]

Sandesh-LS

(=) Sandesh-Edge
Sandesh-VLAN-10
[10.196.74.133-vmnic1]

10.79.40.136:3100-
wrf_2009

o

€ VeloCloudNewBetaEdge1
© vw133usca
VeloCloudNewBetaEdge2

10.79.40.136:3400-

ol

Show labels

(52) SDWAN-APP-VM-02

[SDWAN-APP-VM-02)-
[Network adapter 1]

SDWAN-LS-APP-02

@ SDWAN-DLR-01
SDWAN-LS-TRANSIT

(&) SDWAN-ESG-01
DPortGroup-B1-550
Velo-Edge-B1

& Velo-Edge-B2

c]

d5f37ab5-4fea-4e13-
b884-87de217af2f6

@ srTier0

vRealize Network Insight T3, RE~Y VRBI/NRICN—FD 7 VTEP 2R R TEET,
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IR7E. vRealize Network Insight (2D F U FEHR—FLTWET,

. XETRBETS EFEERBYS UDEGED VXLAN BLUVELZDZRIAMIRBEESNTWDIGEED, N—FRD
=7 VTEP ZEHA ¥ 5 RE< > VE/NXA,

B RXETHRET L EBEREBYS UHBEILKRR N TR VXLAN [CEEEESNTWSIHEED, N—RD 17
VTEP Z#H 7 2MRE< > /X,

B A YTFNRRANIEZEEGRINTWDHED, REBX D7 59— MROCRHICHB/N—RDT T
VTEP,

FE: Arista R4 vF SSH #57—% Y —RX & LT vRealize Network Insight (CIBINT 354 (4. Arista XA v
F O SSH #%ET 576 VMware NSX Manager R L= ERUC IP/FQDN 2ERT50ENH Y
F9, To5La0E, RETSUBNRICN—RI 27 VIEP BRERENEH A,

Fie RETSVEA VY —Fy FOBTN— RO 7 VTEP MMERTRE/RIE S L. RIEE< LY bROY, LY
RS DA 25—y EADNRIZHN—RI 27 VTEP #XRTEET,

EETRBAT S v EBERBET L VHBRIL VXLAN [CEBENTWSEE, N—RU 7 VIEP #HORETS >
FNRFYR—brhEHA,

N—=RDx7 VTEP ZBHT HRET Y VENAOHIELTITRUET,

Path Topology VM: AppO2-HW.. VNIC: 192.168.2. PNIC: [wl-vrni-t_

Sestinaton Path Details
192.168.253.11 = BN 192.168.252.10 O show labels

1 VM: App02-HW-VTEP-
PAN

VNIC: [App02-HW-
VTEP-PAN]-[Network
adapter 1]

3 | == VMware Host Switch:
HW-VTEP-TENANT-4

4 @ VMKNIC: [wi-vni-tmm-
b sx009.cmbu.local)-
(vmia)
Arista Hardware Gateway: [WicO4-vrmi-

70508x-1 1-0 5 == VMware Host Switch
tmm-7050sx-1.eng. vmware.com]-[nsx-
" 1] " - VXw-vmknicPg-dvs-104-

EP-TENANT-4 and = e
LAN2 412b-b798-
HiN-VTEP-TENANT-3 and 104536604213
viaN2s2

- 6 == Switch Port: [wi-vrni-
o = s
5x009.cmbu. local)-

=
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Path Topology VM Underl... VM: AppO1-HW._. VNIC: 192.168.2. v PNIC: [wl-vrni-t.

Source estination Path Details
192,168 253.10 = I 192.168.252.10 O show labels

! VM: AppO1-HW-VTEP-
PAN

2 VNIC: [AppO1-HW-
VTEP-PAN]- [Network
adapter 1]

== Mware Host Switch:
HW-VTEP-TENANT-4

© VMKNIC: [Wi-vrni-tmm.
esx011.cmbu. local]-
[vmk3]

S | == VMware Host Switch:
vow-vmknicPg-avs-104-
10-d7baBcBd-7686-
412b-b798-
10d53e60d213

== Switch Port: [wi-vrnl-
tmm-esxOm.cmbu.local]-
[vmnicd)

VMware Cloud on AWS : {REE< < R/ X

vRealize Network Insight (&, VMware Cloud on AWS TXRD/NA 7w Kk XREHR—-KFLTWET,
= VMware Cloud on AWS XU VMware Cloud on AWS

= VMware Cloud on AWS XU NSX-T

= VMware Cloud on AWS & NSX-V

= VMware Cloud on AWS XU AWS

= VMware Cloud on AWS Rp

VMware Cloud on AWS RO EDRIET L VICDNWTH, 7o ¥ —LABEBNPRRINDDIE. RIETS U DH
BEIAVRNETTY, ChlE Ry MT—0DOEBRLLIMBEERD VMware Cloud on AWS THig{bEn.,
ZFDUN)IVTIIAREDZ N =D TY,

RIZRT DIE. VMware Cloud on AWS KU NSX-T D{REY > E/NNADHITY,
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VM Path Topology

Server
VM-1-CompB-Host-202
192.168.46.21 &

Client
VPN-VM-1 -
192168522 Request

® © T
|
|
1 ] 4
4 It
/ |
- ¥ J |
| |
——— =)
’—) nsx-t-vpn -
(= e
|
|
= O - —]

EWBEOIREI > RIVERLTVET,

Cisco ACI {R#E< > >V BD/NR

Path Detail v
VPN-YM-1 to ¥M-1-CompB-Host-202

compB-Is

vRealize Network Insight T(Z. Cisco ACI M3 2RET L VBN RERRTEET,

Cisco ACI TOIRIEEY > Y E/NZADHIZ, RDEBY T,

F: Cisco ACI APl TRA v F LRNILOFEADSIREEI N TS84,
BLUOANAS VDARAS vFERBBATDIRET VONANRENE T, £ THRWNEE.

vRealize Network Insight Tl&. U—7
vRealize Network

Insight Tl3., B VRBEINREICHD Y —TELPRNNA VDAL v FTIEIEL, 777V v oeBEICHET 5

1D® Cisco ACI VRF BsR&an 9,

Path Topology VM: ACIVM-160 v

VNIC: 10.255118.. v

PNIC: [10.255.13.. v

Path Details

Source Destination
10.255.118.178 = - 10.255.118.186
. 1
— ) — S
L J

3

() Show labels

() vM: AQVM-160

@ VNIC: [ACIVM-160]-
[Network adapter 1]

== VMware Host Switch:
EPG_160

== Switch Port:
[10.255.139.160}-
[vmnica]

5 | [ Switch Port: [node-101}-
[eth1/3] (Device: NEX-
93180-A-Demo)

Cisco BGP-EVPN E— KDY R—
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vRealize Network Insight (3. Enterprise T7 1 > 3 >V RE®D Cisco BGP-EVPN REE— R CHRESI N/
Cisco 9000 XA v FD7 7 7w o &2HR— K~ LET. vRealize Network Insight (£, Cisco BGP-EVPN #&
B {ER L7= Cisco Nexus 9000 LINDRA vF EFINIFHR—FLTOWEHA.

777Uy oD—ETHB% Cisco Nexus 9000 R4 vFIL, T7—% V—RELTHERIGEMENES, 777
Dy ORDITRTDRANA EEIF) —TRA v FERRT BHICE. switches where role is set LU Z(E
m l/i—g—o

Cisco BGP-EVPN £— RDH > 7ILDRET S VE/NRR(FRDESY TT,

+ VMware VM 'EVPN-Host1' to VMware VM 'EVPN-Host3'

(©) VMEVPN-Host1-VMEVPN-Hostd (1) 7minago v (Auto-efiesh disablec) Overview Events Flows Metrics MyView (s)
VM Path Topology P2 VM Underlay (7 VM:EVPN-Hostl v VNIC:1025326166 v 0 °
Client (NSX-V) Server (NSX-V) o
EVPN-Host1 —  EVPN-Host3 Path Details »
10.253.26.166 Request 10.253.26.180 % () Show labels

() Show all ECMP paths

1 EVPN-Host1
@ ®
@ @ 2 | @ [EVPN-Host1]-[Network

adapter 1]
E=im P
3 NSX-MGMT
4 [ucs-c240-
esxsandboxwwtatc.locall-
[vmnic5]
Vlan-116¢ 5 GigabitEthernet1/0/19
@ = vlan-1160
=2 vlan-118C
- = =
K ¥ B B
e £ 3
=
g

Leaf Fabric

A3a—)LaARX b TILF/INX (ECMP) JL— bDHR— K
vRealize Network Insight (£, 1R}~ > B/NRTECMP #597/R—MLET,
R~ VE/NRICIE, ECMP BT 2 RDIEHRBRRSNET,
VRS =Ty bADEHD ECMP /XX

s ECMP D®ETZI—%—

m EBEINLIL—F— (VRF) IZDWVTHEERZE(EF/SR

m AEEA/NADIL—

VMware, Inc. 241



vRealize Network Insight 0

VM Path Topology

Clrent Server
vm-User-1 — vm-DB
172.156,100.11 Request 192.158.83.11 ¥

Show all ECMP paths

n

] a-n i
% e-Transit
g Lran

Elal

**Hover on ECMP Routers to view alternate paths.
To view path for a specific router, use option “Keep Focus® in the menu on hover.

AIDRTIE, ECMP DEMEIN—49 —%2HRTEET., INoEZRA 2 hTBHE BMDONANRRENET., &
oo BHICEDWTI -9 —%8IRL, Ov I T5IET, NREERTEET., 2B8D0RETS VBEOINTO
ECMP N2 &#ERTHESFE. FROCET[TARTD ECMP RXADER] AT a0 E28RUET,

BEDIN—F —DNRERRTTDI5EE W—F—ZRA ML, [TH—DRZHF 20 Vv IO LES, —F—
BERDNADBRRENET.

L2 7UyPDYR-k
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L2 £7/2(F VLAN U v 23 EH O VLAN D5 1 D0 70— RFvr A~ RAAS EERLET, Ugio) U —2X
Tl R B/NRIC2 DUED VLAN BED L2 7U v PHEBELTWSIEEG. RIEY S R/ (THEEL £
‘fATLE, 20U U —XLIFE. vRealize Network Insight (3 L2 77U v PEYR—rFTBLDICHVELE, R
£, ZO#EEF Cisco ASA JL—4 —TDHYR—MEINTNET,

BGP X4 /N\N—DFFHD IR

BGP XA N—[IBT B3 FZE/4ERIE. VRealize Network Insight TRRTZ% 3. NSX Edge F/=(L5HIE
IN—%—0D BGP XA /N—%2KRRTEET,

FlE
1 #ZFT/N—I[Z Router where bgp= 'Disabled' &AAIL. [Enter] #+—%&#MLET,
2 URMOOBREDIN——EREAL CTHEREZRTLET.
NSX-V Tl. BGP XA N—DXDIERERRT=ET,
[ ] IP Address
B Remote AS
®  Weight
B Keep Alive Time
[ ] Hold Down Time
n Status
NSX-T Tlx. BGP XA /N—DXRDERERRTEET,
u IP Address
B Remote AS
B Keep Alive Time
m  Hold Down Time

u Status

. RAN—(CETBERPEBENAZMES,. Status [$ Unknown ELTHRRENET.

m  Status /S Established.up CTHWEE. TDI YD One or more BGP neighbours are not in
established state IRV IPRELET., DA N ML problems ERRBLEBEDHRRTEE
ERS

3 (A7 3r) BGP RTF—FRAMBEM(C/R>TWNDBI—F —%#RRT SICIE. Router where bgp=
'Disabled' Z#ELET.
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A 7=y bADINR

BEANOKRET SV IZDVT, VRealize Network Insight (£, [ >4 —X% v hAD/NIR] EVRDT ZA— 3
MeENFNREFERALT, REXS VEA VY =Ry NMIIERT DA EERLET.

NRRCELT BREXTS VEA =2y FRDITRTOAVR—2 2~ RESIUOYE) BREINET, >—
TUARADZEAVR—2 Y MEERT D, T2 A= a3 ESNENRRADPEBREINET, NADOARIE RRD LIS
HERMEFERL TEREICTEHIEHTEET,

IVTATADTAAVIIRDVARA I ERA b BHE T RUVRIBEARLBEBRINRTEINET. NADTA
AYEIIYITBHE TDTSARYBHDENEINT ATV Y MBIRRENET., EVERKRELT, NRADEF
MERRTDHEDBTEET,

Quality control-VM11 Internet
10.45.203.239 v - Internet ¥

©

(:::} vlan-520

|
J
:

Internet
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tF¥Fa1UT~g

ZOEICE. RDOEYIDEENTOET,

m  Cross-vCenter NSX

m  Palo Alto Networks

m CiSCOASA 77470 +—)

m CheckPoint 7747 +—Jl

n EFaUT4 TIN—T

m RUJI—X—X VPN

8 NSXDETZ7AT7 04— INDFET T 47 IL—)b

m Fortinet 7747 04—)1

Cross-vCenter NSX

Cross-vCenter NSX BBIETld. ##? vCenter Server #8E TZ %7, & vCenter Server [£. #hEFND
NSX Manager EXRTZ UV TENTWBBEDNH YU ET,

12® NSX Manager [C7Z 4 <) NSX Manager ®O—/)LE|YU H TSN, ZDD NSX Manager [Cth >
#'1) NSX Manager OO —/LDEIUHTENET., 754 < U NSX Manager (3. Cross-vCenter NSX IRIED
BE T — ERETZ22N"—Y)L O bO—-F VS RAYDOERICERSINET. #H 41U NSX Manager
[ZIE B0 NO—Z VSR Y ([EHYERFA, 754~ NSX Manager (&, ZZN—YILHEBRA vFix L
DIAZN=YII XTI MEERTEET. INSOA TP o bE NSX AZN—H VAT —EXICLD T
T4 NSX Manager ICREIENET., £h 41 NSX Manager Tld, INSDF TP 1o hERRTE
FITMN WETHEETEERA. IZN—PI AT bEEBTHITIE. 7547 NSX Manager #{#
BT 50ENHYET. 7547 NSX Manager AL T, BREBEADEED LA 41U NSX Manager &%
ETEET,

ROIAZN=YI AT 0 bPYR—bEINTVET,
m JIZ/N—%)L LDR

B OAZN—H)L SRR V=V

B OISN—YIREBRAYTF

m OZN—YI T7A4T7T+—=)L L=
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m OAN—HIEFaUTq JIL—T
s I1=/\—#)L IPSet

m OIN—YIP—-ER

B O N-HIYP—-EXTI—-T

B OZSN—Y)L T A NEH

Palo Alto Networks
VRealize Network Insight (& Palo Alto Panorama 7 7 A4 7 U+ —)L&EHR—cLTWET,

¥ : vRealize Network Insight (2. ##(0 NSX Manager &® Palo Alto Panorama #&#&HR— kL TN
FH A,

VvRealize Network Insight IZ Palo Alto Panorama #:Ei9 5I(Z(3. Palo Alto Networks o1 —4—(Z,
XML API 7 7 R1ERZHFOEBEO —IIPLETY, [Palo Alto Networks] 2—%— A4 >4—7 x4 XT.
KROFIEEETLT XML API 0BEEBEO—/LZEBMLET,

1 [Panorama]l - [EEE&O—/L] DIEICERL £,

CEmlz2U vy oL THLWEBED—ILZEBMLET.

[BEEO—J)L 7O7740)0] T4 RODPHAEET,

A—JLIC&FIEAN L. [Panoramal #ZEiRLET,

Web A—H— A5 —TxAR]5TEIV v oL, IRXTOIY M) EZBENICLET,
IXMLAPI] #7200y oL, [RE] & BEEK] ZBR<INTOI M ZEMICLET.

N oo o0 AowWwN

[OK]lZ0 Uy o LTO4 > RUZERLCET.
FLOWVEBZEOQ-LUDBURARIRRTENET,
8 [axvyhlEI/UYILET,

9 ZoO—J/LEEBETHDMIEUHTSY), HILLWIA—Y—2ERL T ZoO—/)LEHLWLWI—Y—(CE)
UHBTET,

vRealize Network Insight THR— kT3 Palo Alto Networks O#EEIZRD EHY TT,

m  Palo Alto & NSX T> 5 1 7« ®OEER% : Palo Alto Networks ®7 RLRET RULR F)L—TDIR ET
DU AUN=YTE IPTRUVREBET L DRy ESFICEDVWTHEENET, COAYN— v T
1FHR(F. RDOELDICBETEET,

B VM where Address = <>
B  Palo Alto address where vm = <>
®m VM where Address Group = <>

B  Palo Alto address group where vm = <>
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m 7T :vRealize Network Insight THR—hrENEITRXTD Palo Ao T T4 T4 ICHLTOIUESR
TCTEFET, IRNTDIVT 4T 4I121E PaloAlto EWS TV T 4w O RBfFEET, 4TV DO—8ERITR

LET,
% 13-1.
I>T4T74

Palo Alto 7 kL X

Palo Alto 7 RL R Z)L—7

Palo Alto /314 R

Palo Alto #IE5 /N1 R

Palo Alto fR#8< > > F/NA X

Palo Alto /XA R F)L—7F

Palo Alto —E X

Palo Alto ¥—EX Z)L—7

Palo Alto R & —

Palo Alto 7747 o #+—Jb

Palo Alto vV—>

Palo Alto R#8 2 R 7 A

1Y

Palo Alto address where vm = <>

VM where Address = <>

Palo Alto address group where Translated VMs = <>

VM where address group = <>

Palo Alto Device where Version = <>

Palo Alto Device where connected = true

Palo Alto Device where family = 'PA-5060"

Palo Alto Physical Device where model = 'PA-5060"
Palo Alto VM Device where model = 'PA-VM'

Palo Alto Device Group where device = <>
Palo Alto Device Group where address = <>

Palo Alto Device Group where address group = <>

Palo Alto service where Port = <>

Palo Alto service where Protocol = <>

Palo Alto service group where Member = <>

Palo Alto Policy where Source vm = <> and

Destination vm = <>

Palo Alto Policy where Source IP = <> and

Destination IP = <>

Palo Alto firewall where Rule = <>

Palo Alto Zone where device = <>

Palo Alto Virtual System where Device = <>

Palo Alto Virtual System where Device Group = <>

EF: JTVULNCE, 77y bEFERALTREBRESINTEET.

m RETUBRINAR REYU-RET O MRACO—EE LT, VRealize Network Insight (&, ~X b
? Palo Alto VM-Series 7747 D4 —IVERRLET, ZBTDN—NVIE 774704 742 %
1)y 0 FBERREINET, Palo Alto Networks D7 7 A4 704+ —IL TINA R Ub—F 4> T/INALR)
HNRRICEENTWBRHEF. ZOTNARABRREINET, TNARTFAAVEI v ITBHE IN—T1>
TT7—=Tl A2F—Tx4R BRENTWST7 747 V=)L V—IVEEGLT— TNV EDBERNIZIER

EHERTEET,
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m  Palo Alto Networks XD+ A ICEET BN DDDIATAANRY NEHRTEET,

Client Server
DBAdmin-VM1 - Prod-Db-2
10.46.1.25 Request 10.17.8.13 3

©,

Prod-DB

=
Yy

)
()
|

Corporate-Trans

@ 0 V1an629

(E_‘) [Provider Edge 2
Y /

\ .
_—

i 2

|
#ff

Palo Alto /X4 XA Panorama (¥x—2 ) [CHEHRSNTUOZELD

NSX Manager A% Panorama [CEEFERI N TR

NSX 777w T—2 x> bH Palo Alto | ESX /81 XIZR DM 570

Palo Alto /XA XM NSX 777U w o T—2 > hA Panorama ICRD D570

TFxa2UTFg JI—T AN=2y T F—aBEEL TN

m $EE L7/ NSX Manager #EHR LT, ##0OY—ERXEE% Panorama [CERL. BETEET, 45

ESXi 22 R4,

NS T4 v OEFNENIDHETUET S/-8HD VM-Series 7747 U4 —ILEVLEL

THT—U0—-RDHBHE BHOY—EAEEMERINET, EF-EIERICIE. BEMTFONALTN
AR ITN=ThbHY., ZIhoRU S —PRIREINET., vRealize Network Insight TIRIEEY > U E/X X%

KRLTOWDAEIGE REYSDDISRGERICEDSELVWRY S — £y hEZERTILEDHY ET,
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Palo Alto Manager v < 2 7R— KDl

12:00 16:00

Palo Alto Checklist Rules - All

Timeline

Time Range: 1day Vv =

Show Changes

Properties

Name 10.16.128.200 #

NSX Manager 10.16.128.170 N

Device Group (NSX) ~ PAN_VM_Series_Device_G... 2

Last Dynamic Mar 29,16:57

Update with NSX 8

FQDN 10.16.128.200 4
5

Palo Alto Virtual Devices

s  16entities

£ 101612813

Rule

Palo Alto Panorama not registered with NSX
Manager

Panorama dynamic membership definition
update delayed

Palo Alto service VM not connected to
Panorama

Palo Alto service VM not found on host

Palo Alto Service Device view mismatch with
NSX

T
20:00 10/26

Events with this object

> 19events 6h 24h 7d 1M 3M

Panorama dynamic membership definition update delayed

@ Panorama dynamic membership definition update from...

04:00

63days

Palo Alto service VM not connected to Panorama 2 events - Show all]

Aservice VM or device for Palo Alto Networks is in a not connec...

/A\ NSX Fabric Agent not found on Host [9 events - Show all]
@)

Security Fabric Agent not reported by NSX for a Host where as t....

65days

65days

@ Service VM's status mismatched between Panorama and NSX Manager

Palo Alto Physical Devices

s lentity

=| 1016212

Manager Device Family
10.16.128.200 PA-5060

Manager | Device Family i Name
10.16.128.200 VM 10.16.128.13
£ 101612814 A 1 Problem
& Manager Device Family Name
10.16.128.200 VM 10.16.128.14
£ 1082013
& Manager ! Device Family ! Name
10.16.128.200 VM 10.8201.3
Clusters prepared for Palo Alto services
(s  4entities
ddc-pod2-computel
Num Hosts Number of Datastores Vendor ID
9 5 domain-c11610

ddc-pod2-compute2 A 1 Problem
Num Hosts
4 4

pod2-computel 4\ 16 Problems
Num Hosts
16 117

CiscoASA 77470 +—)l

i Number of Datastores

Number of Datastores

Vendor ID
domain-c8791

Vendor ID
domain-c376

Hosts deployed with Palo Alto Device

Vs  17entities

E ddc1-pod2esx046.dm.democompany.net

Number of VMs Power State
3 On

E ddc1-pod2esx040.dm.democompany.net
Number of VMs Power State
3 On

E ddc1-pod2esx037.dm.democompany.net
Number of VMs Power State
2 On

vRealize Network Insight (& Cisco ASA 77 A 7 U+ —)LEHR—FLTWET,

CiscO ASA 77 A4 T7 U+ —LDEEIRDEB YT,

WET,

D2 bRACHYR—-bENET,

VMware, Inc.

vRealize Network Insight (& Cisco ASA-X > —XDHEHR—ELET,

vRealize Network Insight (& Firepower €2 2 —/)LEZHR—cLTWERA,

vRealize Network Insight (. Cisco ASA OERIAEHYR— ML TOERA.

Name

10.16.21.2

Version

600

Version

600

Version

6.00

vRealize Network Insight (& Cisco ASA DU S RYBREYR—MLTWEHA,

vRealize Network Insight (&, KRR MCE#EEHREN T 5155, Cisco ASA =5 R—bLEHA.

If7£. VRealize Network Insight (£ Cisco ASA ARV —F 4 S RATFAN=23 9.4 %3 R—KLT

RD K
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switch2

switchl

B Extended ¥4 7D Cisco ASA 7 2R JL—)ILDFHMBYR—MENET., standard, WebType. EtherType
BEDHDE A TDT IR IL—ILEFYR—FENEHA,

m TJ7A7 VA=) Transparent E— RTHRESNTWBIHE, R~ VB/NRIZHS Cisco ASA 774
TOFr—)E BRABERT IR I —IERRLERA.

2l

vRealize Network Insight THR—FENTWEITXTD CisCOASA IV T AT AICHLTIITIERITTE

£,
% 13-2.

Cisco ASA DI VT 4T«

a7 aVTFXb

TR =

TORR =T

FYRND—=O ATV N Ry NT—0 F
Tz o N N7

P—ER AT O NY—ERFTDs
N7

F—7—k
ASA 77470 4—)b
ASAt*a2UF4 AVTERE

ASA TR IL—IL

ASA TR G =T

ASA xy D=0 X7z b
ASA Ry D=0 XToxo b UN—T

ASAH—ERAT2zo b
ASAHY—ER ATz o b -7

Check Point 77470 x+—)l

VMware, Inc.

Y7 4Ty

asa firewall where access group =

<>

asa access rule where source ip =

<>

asa access rule where destination

ip = '192.168.2.2"
asa access rule where port = <>

asa access rule where interface =

<>

asa access group where interface

= <>

asa network object where ip
address = <>

asa network object group where ip
address = <>

asa service object where port =
<>

asa service where protocol = <>

asa service object group
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vRealize Network Insight (. x® Check Point EEBH —/N\&EHR—-— LT,
m  Check Point a7« ¥x—2+ (SmartCenter)
m  Check Point ¥JLF RAAL > vx—2+ (MDS/Provider-1)

Check Point EEBHY—/N\(E, QL IFZ IP7RLADSD API 7O REZ(FANDVENHYVET., ety
7y 79503 [BEBEERTE]>[TLV—R]>[EE API] > [GEGHRTE] DIEISERUET,

Check Point MDS 7357 —% V—X &L TEBMENTIS15E. VRealize Network Insight (3 XTOI—H—
FERAABLOTO-N RALOUDET—FERMEBELET,

vRealize Network Insight (& Check Point EBY —/N\N» 57— &85 3 57=6(Z. Check Point /X7 v
2 Web APl 2R LEY. VSX F— b T 2 A BEBY —NITEHRINTWS5E(F. SSH X—XD CLI o<~
REFEALTVSX BEEBMRIRB ATAVS V=T > T—TNEREL RET VENATO VS 5= ~D
TADRRZEYR—FLET,

vRealize Network Insight [Z[F. 1Z&EAED Check Point 7—# ZE153 572012, Web-API 7 & X (T3t
I 55AMYERERPVETYT, FIMIRODESY T,

n BFEY-—NCVSXLUNDOYET - DA DBERENTNSHE. 1—F—(3F Web API [T D5AHY/
EERBRT UV RAEREF O TWBLENHY ET, INE ARET S VE/NAFET run script Web API
EFERATZEODT— Uz A )b— bOEFICHETY,

. VSX T - bz A BERY-N[CERESNTOSHE, I—Y -3 BCART-REERATSHSSH 7€
RIERDPBETT, 512, CLI a2 R vsx util view vs conf NDTF VL RERMBI—HF —ZF5EN
TWBREPHYET, 0T Y RIE RETI VENAIFHED VSX TF—bU 4 IV— hOREICERSN
£

m MDSH—NDIPT7RVLRET—49 V—RELTERTSHBAE. - —(C(F. MDS RAAS > ETO—-/N)b

RAAMVEEUINRTDRAASAD Web APl 7V RIERDPHETY, NI ITRTDRAS DS —
e RUZ—=Nyb—=2 BLIUPEDMDT - EMST H/1HICHLETT,

™
X

m  VRealize Network Insight (Z. Check Point 774 7o +—JL /N\—2 3> R80 LU R80.10 #HKR—
FLET.

. RET URE/NATIE. vRealize Network Insight (J{RIEXA v F EREBIL—F —Z2EL VSX VSR %EY
R—brLEHA,

vRealize Network Insight THR— 2N TWBHTRXTD Check Point T 574 T4 ICHLTHITYERTT
EET, INTDIVT 4T 4 DSEFEIC Check Point BfFIFSNET., Check Point DI TV ICIE, RDKLD7%
HONHYUET,
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% 13-3.

Check Point DT> 715« F-—7U-R 1Y
IPset Check Point Address vm where Address Range =
Range <>
Check Point Network vm where Address Range =
<>

Check Point Address

Range where Translated

VM = <>
JIV—Tk Check Point Network Check Point Network
Group Group where Translated
VM = <>

vm where Network Group =

<>
Y—ER/H—EX G- Check Point Service Check point service
Check Point Service where Port = <>
Group Check point service

where protocol = <>

TR LAY — Check Point Access Layer Check Point Policy where

Access Layer = <>

RAA Check Point Domain check point domain where
ip address = <>
check point policy where
domain = <>

check point access layer

where domain = <>

T—hOzAET— MDA VS RY Check Point Gateway Check Point Gateway
Check Point Gateway Cluster where Policy
Cluster Package = <>

RUZ— Nyog—2 Check Point Policy Check Point Policy where
package Policy Package = <>

Check Point Policy

Package where Rule = <>

RS- Check Point Policy Check point policy where
source ip = <> and

Destination IP = <>

Rule where source ip =
<> and Destination IP =
<> (will display other
rules- nsx, redirect

along with check point

policies in the system)

Y TID Check Point Y :x—2+ v aR—RIIRDEDICRRENET,
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NSXFabric Agents For Check Point Clusters prepared for Check Point services

1019753150

Hosts deployed with Check Point Gateway

Check Point Gateways

Timeline

Time R o 4] T . o3
1200 1500 2000 087 0200 1157

Properties : Events with this object

RIEE< L B MROPETIE, KRR M ED Check Point Y —EXRRIEEY L VA2 RRLT, BEDS T4 v oI(CHE
BA&En/= Check Point L—JLERT ZEMTEET, VSX BEEWMRIRE RTA VS)F—rU A3 IREET
VEINRAATYEBT - I AELTRRESNET, F—bIzA 7400 ) v od5E, #%ET 5 Check

Point RU L —DYU R MPRIRENET,

H: REY L URBI/NATIE, vRealize Network Insight (F{RIER A v F ERIBIL—F —%FEL VSX 4SR5 %

YR-—FLEHA,

VM Path Topology

Client Server
protected vm 02

192.168.1.5 %

Attacker-vm-02 —
192.168.2.5 Request

@ e

VMware, Inc.

Internal-LS

External-LS
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RIZ. Check Point DY AT A ARV SPEREND L FUFZEVNSDPRLET,

m NSX777Uvs T—2x> b Check Point =4 M ESX TROMSAR,

s Check Point ¥ —ERRET L U HBREDOD 5L,

s Check Point = b 24D sic IKEMNBEL TV,

n TRUVREE Xy bT—0, RUS— JI=T RUS—=RyT—=2 H—ER $—EX IN-T&E
D, Check Point T 7 4 7 4 DIREHANY bEXIVEH AN bD3dH D,

vXaUTFa =7

tFaUT a1 =T HBOEREY hEFERALTERESINSIIL—TDEY bTT,

tFaUTa JI=T bRODICE. KD 2DDE2—-DBHYET,

7747 94+—)b Ea—

tFXaUT A IN—T 77470 4—)V bARODVIE €F2UT 0 JN—TETERAIRAGTZ 74T 04—V b
—IVERTZET, BRLEEF2UT 4 JN—TEtDEF2 VT4 JN—TEORRERTLET,

Ay Ea—
TFaVTa =T arF7F rRAZIE ©FaUT a0 JI—TPB. ZOHEELFa2 VT4 JI—TERIEF (&
FaUTq FN—TEEEFZFOMDI VT AT 4) ICHLTEDLD ICHEELINTWEINERRLET,
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R —~X—X VPN

vRealize Network Insight (£. VMware Cloud on AWS, NSX-T. NSX-V TR > —~X—X VPN ZHR—
FLET, RUS—X=X VPN TlE. ROFUAHBYR—FENTNET,

s VMware Cloud on AWS /X7 U v & IP 7 KL RE NSX-V/NSX-T/AWS /X7 v o IP7 RLABOD
VPN k>3

m BEIFATUOF—INONTIV v IP T RLXEAE NSX Edge ED. VMware Cloud on AWS /X7 v
JIP7RVRBLUOBETZ 7474 XTI IP7RLRDS 1:1NAT AD VPN k)L

£ : VRealize Network Insight (3. %D 7 74 7 U +—JLTHD VMware Cloud on AWS n5dD VPN k>
XIWDFUFEHR—FLTEST. A NSX Edge Tld NAT BHREINTLEHA.
RYS—AX—RVPNIVTFAo4T 4

vRealize Network Insight (3. T—% >4 —THRESN/ZRED VPN TH S L3 VPN Session TUT AT 4«
DT—5EWMBLET.

RIS RUS—AR—=X VPN I>F 4T 4 DBRBREERLET,

* 13-4.
RREE L]
Policy based VPN VMware Cloud on AWS, NSX-V. LU NSX-T DFXTHHR
Jo—~X—=ZVPNtyav
VMC Policy based VPN VMware Cloud on AWS Rl > —~X—=X VPN v 3>
NSX-T Policy based VPN NSX-T RU>—~_X—X VPN v 3>
NSX Policy based VPN NSXARUS—~X—X VPN v 3>~

NSX 87 747 O 4—IVDIFET T4 7 IL—)b
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vRealize Network Insight (2. UIES< DB 7A—MEMEED NSX RE7 74 7o 4 —J)L JL—ILDR[ %
PR—FMLTWET, ZNSDIL—IE ETIT47 I—=ILELTHOENTULET, ThoDIL—ILIFAEY E
—TJEERL. ¥V T4 ORBICDREDDAEMEDHYET. CNODFET T 47 IW—IVEERT D720,
vRealize Network Insight (3 [EF+a2UT (] ¥ v aR—RTRD2DDT 1P zyv MERELTNET,

F: [BF2VT A1y aR—RERRTBICE BREN-(C[EF2UT 1] EANLET,

B RKFEADONSX 7747 04— Ib—IL: D042 1y ML IEELAEBIICA—DBMESNZNEED
TRTONSX 7747 04— V=IIP—EBRREINET., NS5DIL—IUIE ROBBEI T EFEHL T
BdHIELHTEET,

nsx firewall rule where flow is not set

F O EBEULEBBICNSX 987 747U+ —)V IPFIX ZBHICLTSES L,

Fortinet 7747 x+—)l

vRealize Network Insight Tl&. Fortinet 7 74 7 U+ —/)VICEAT ¥ AR R TEET.
vRealize Network Insight T, LIF® Fortinet T 574 74 DY R—FEINET,

m  Fortinet vx—2+

m  Fortinet ADOM : Fortinet EIE Kk A A > D4

m  Fortinet VDOM : Fortinet {48 R A 1 > DE#l. vRealize Network Insight Tlg, ZA—X—XD 7 1)l
U IDHPYR—bINET, BBE—RIYR-—rEhEEA.

m  Fortinet 7 kL X : ADOMEBEFDT RLADYU X bk, vRealize Network Insight Tld. ipmask.
iprange. NSX &7 77Uy AR IDBYR—EINET,

m Fortinet 7RL X Z)—7 : ADOMBEEDT RLR ZIL—TDY R+
m  Fortinet 197 KL X : ADOM EEDEH T RLA (VDOM TR v EYIEN/EZT RLR) OUR S

m  Fortinet 97 KL X J)L—7 : ADOM BEDENT KL X F)L—7 (VDOM TxvEYIFahi=7 kL
R TIN=T) DURK

m  Fortinet A >4 —7 4 X : ADOM BHEDEMA 5 —T 24 AN Xk,

m  Fortinet V—> : ADOM BEDY >N X K,

m  Fortinet —EX : & ADOM TFHELVBEHICLIVEREI NI —ERDY X |,
s Fortinet#¥—EX J)l—7 : & ADOM DY —ER J)—TDU R K,

m  Fortinet R —:%& ADOM @ Fortinet R & —, I|WETR—FZNTWBDI(E, IPv4 RU > —, Fortinet
Ja—N)b Ny & —RU— Fortinet 7A—/N)L 7w & — RU S —DHTT,

m FortinetRUS— Ny —2 i mRUS— Ny —2DU RS, RUS— RNubr—IJ8I121F Ny —2Z00H]
[ZARU S — Ny —OADNRHBEENTNET,

m  Fortinet /N4 X : FortiManager [CEBEfHF 5N TS Fortinet 7/ XD U X I,

m  Fortinet FNA X F)—7 : A—HY—DEE L /= Fortinet 7/N\A R F)L—TDVU X |,
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UTFEYR—bZNFEHA,
B NAT E— RTORETS U HSIRETS UAD/INR,
. EBE— ROYETNA ADEBT L UDHSRET L O ADINA,

m 1—Y— aA—-Y—-I)I—F TIUT—=ar wFaUTrq TOTrAINEEDFHME (P 7 RUVREE
ALV RU>— TFOnNT 4,
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vRealize Network Insight TDO 7 QO
~DRE

ZDEICEF. ROMEVINEENTNET,
m  |PFIX EZEDEME

. YEBEH-—NOT7O—- HR-F

» JOvIBLUOREEINLTO-—DRT
m Ry bT—20 7 RUREH (NAT)

s VMware Cloud on AWS D 70—

m VPC 7O— OJDERK

m  F5 »5 vRealize Network Insight AL 24 "D 70— La— RD&EE

IPFIX BREDHME
IPFIX [$. 7O—{##% T 2R~ T 3760 IETF 70 k2T,

J0—% BEDIYALROY FTEHRESNZ/NTy DYy FELTEEZESN. RLSHEDE GRETIP T RL
A, EETR—b, BEIP T RUVR, 8%R—b, 7OMIN) Z2HELET. 7O0-BRICIE. M LRG> T,
INTy NINA RN AN/ DA =724 R TCP 754, VXLAN ID. A7/t nN/=70—BREED
TANRT A BEENET.

Distributed Switch & U DVPG T® IPFIX % F

vSphere ®iED Distributed Switch (&, IPFIX ZFEALT7O0—BHRELIAR— T HLDICHRETEET.

7 A —EtR (3. Distributed Switch ICEFINZTNTOR— b JI—TTENCTILEDPHYVES, Ty b
78 Distributed Switch ®R—k X [CEEFEL. R—F Y hoRESNDHE R—F Y TVO-ER/RPENHIEE(S
WHTH70— La— RPBERINET,

ty i3 OREEERENNT HICIEE @ARMD/NT Y ST S IPFIX T—4 BHETY., RORTHE, RET
> 2-A 7 DVPG-A LD#EHRZENLTREYS >-C EBELTVEY. DVPG-A DRI 2D(F CoA NT Yy
MCBET 2T —4DH T, DVPG-Uplink (3 A=C /Ty BT 5T — 9 E2RHLET. ADMS T4 v oD%
S/RBEHREMET 5123, IPFIX 2 DVPG-A & DVPG-Uplink TEMICT 20EDHY FT,

VMware, Inc. 258



vRealize Network Insight 0

ESX Host
WVIM-A VM-B
l VM VM

DVPG-A DVPG-B

DVPG-
uplink

1 1
1 1
1 1
1 1
] ]
] ]
] ]
] ]
] ]
] ]
1 1
: VDS |
1 1
] 1
1 1
] 1
1 1
1 1
1 1
] 1
1 1
] 1
1 1
1 1

VM-C

vRealize Network Insight A+ I RET L > (C(E. IPFIX 7O—ERADIEAAFZFD AL I Z /L —N\DHY
F7. IPFIX OERINE(L. vCenter Server DF —4 VY —RARET., SEIFRFMELARILEFERLTEMIC
TZEd.

Distributed Switch &£ DVPG T® IPFIX &2 DE ML

vCenter Server LXN)LT IPFIX EREBEMICTSI21E. ROFIEERITTLET.

FlE
1 vCenter Server 87 (L. [Netflow (IPFIX) OFxE] ##IRL £ 7,

2 vCenter Server T{#ERAgE/: Distributed Switch U X b5, IPFIX 285823 5 Distributed
Switch Z#RL £,

3 WIThHADRRABMIHR—FSNTWEWN=2 3 20 ESXi B3%H 51553, Distributed Switch D@7 A
JrPRRESNET, VRealize Network Insight (2L > T, IPFIX 43 vRealize Network Insight ® 70+
URET T EFBID IP 7 R L R%E#ED Distributed Switch BICT TICRESNTWS I EE2BRE LTS
B [A—N=FA Rl R UVPRREINES, [A—N=FA4R]Z&2&VU v & LT, £ Distributed Switch ®
TIZHB DVPG DU R MERRLET,

VMware, Inc. 259



vRealize Network Insight 0

4 #ER L 7= Distributed Switch ICDWTEAREE/ZL DVPG DU X MMRRENET, T 74/ KTIE TXT
D DVPG MBIRESNTWET, [FENEIR] 2HMCL T, IPFIX Z2H5#HICT 245 ED DVPG 2#IRLET,
B#JD DVPG ##RL. [EEFE] &0V v o LET,

O OBHMTA UMW DVPG (2. ENNT YUY DVPG ThY., BIRTIVENHDZEERL
TWET,

VMware NSX IPFIX D&% E

VMware NSX IPFIX (3, BT /NA ADBZELREDOFR Y b7 —VERT - &R LET, CNICKVERE
(. RERY bT— O DREEREICIEETEET.

VMware NSX (&, X b T —0EBENRY NT— 0 EWBN—RI 2 T7HONEHTEDLDICTSHIET, Ry
FO—0ZRBIELET., ZOMEEICKIY., BEICELCTRY M= FRRS XKML, ZOXRy NT—0 &R
BEBT7TVT—o a3 I LTRY N =0 &FEBMICT B EMTEET,

NSX IPFIX Z{Rxy hT7—OTERTHET Xy MV —OBBEHRRES —N—LA Ry T -V ZEET
Z£E 7, Netflow £ER LA VXLAN IPFIX (3, KRR DT v TU YO TEHTYT, ChiC&WU, Xy hah”T
TIMEL TS VTEP Z1E L NSX SREBRAA v F (VXLAN) L TRA MRS 74 v O EERKLICRIBET S 2O
HIHEERE TEET,

DT 7AT7OA=IVE, ZJA—DRTFT— 7 EEHERELET. CNSOEBHMRT A—P—EDIRREZLE
=L IPFIX Z2ERALTC. ZO70—DAT—FRICEATET7T—9%5IT 0 RKR—NTEET,

EBEFRANY MIIE, 70—1Ek. 7H—ES. 7JO—FH. BLOT7O0-DEBNEENET. FEI NIV
&, Syslog ELTIZRR—bENET,

VMware NSX-V IPFIX O&%{t

vRealize Network Insight T VMware NSX-V IPFIX BT 2I12(E. ROFIEZERTLET,
EIf7 St

n CFIVUTAEREFLRI VI —TSA XEBEORAERNPH D LEHRLET,

B NSX IPFIX F—% OUIRENKHELTNTO Distributed Switch & DVPG T, Distributed Switch IPFIX
EEMCT B LEBEHLET, Distributed Switch IPFIX (£, B&EfHF 5N TLV% vCenter Server @
R —=—DhoFEMITHIEMNTEET,

FIg
¢ NSX-V Manager 7—% V—RZBMELITRET 2L =3, [IPFIX 0FEME] #BIRLET,

VMware NSX-T DFW IPFIX &%t

vRealize Network Insight T VMware NSX-T IPFIX #8#(ZF 523, ROFIEERTLET.
AR

. ROVWITNDDERDSH D LR LET.

B  enterprise admin

VMware, Inc. 260



vRealize Network Insight 0

®  network engineer
m  security engineer

m DI FATIA—IL(DFW) 7747 04— ILEBRICLET,

s Network Insight IPFIX 707 7 A JL CTEBEIERL O #EFHATE5LDICLET, BEIER O DRID IPFIX
TR77ANDHBEEEF. MOEICERETHHENHYET,

FIE

¢ NSX-T Manager 7—% V—RZBMELIIRET 5 &=L, [IPFIX DFERME] #FERLE T,

RORT YT

IPFIX #F%h129 5 &, vRealize Network Insight 733 B ™ Network Insight Collector 7O 7 7 1)L &
Network Insight IPFIX 7B 7 7 4 JL& NSX-T [LERLET. SNSDTAT 7 A IVEEBELRNWTSEZE L,

NSX-T T IPFIX ZB%(CL7/=%T7O—7 vRealize Network Insight I[CRRENZWNEE, RDA X2 MDF
T SAREEDHY ET,

m  Network Insight Collector 7O 7 7 1)L NSX-T Manager [CEFE N TV,

m  Network Insight IPFIX Z70O7 7 4 JLH NSX-T Manager [CEHFIN TV,

m  Network Insight IPFIX 7O7 7 4 JLDR— FBESNEE N/,

m  Network Insight Collector 7O 7 7 A LA, NSX-T Manager @ Network Insight IPFIX 787 7 1)L
EHLE,
F: LROBMEZINTERTSICE. NSX-TIPFIX EBEBFMICLET.

m NSX-T Manager T Network Insight IPFIX 787 7 4 JLOESIERIHE O TIE7AR,

ZOBBEEBRT B(2(Z. NSX-T Manager [CE 44 > L. Network Insight IPFIX 707 7 A JLOEFEIE
fIEFOICERELET.

m  Network Insight Collector @ IP 7 kL X% NSX-T Manager OBEE7ED Network Insight Collector 77
A7 74 )VISEINTEZL,

NSX-T Manager @ Network Insight Collector 7OZ 7 A/ S N aL v 5 ZEBRL,. T—% YV
—XAR=U5 NSX-TIPFIX EBEFEMICLET,

B O T7 747 4—I)LH NSX-T Manager TEXMI(C/R> TS,
NSX-T Manager [CEZ 4> L, DFW 727 A4 74— )LEHFMLET,

NSX-T 2.4 Tld. NSX-T T IPFIX #HF%)IZ L 7/=#% T vRealize Network Insight (27 AO—MRFENRWNFEE,
LIFDA R SDRET HEEEENHY T

m  Network Insight IPFIX 3L 24 DREH NSX-T Manager ®a L o4 7O7 7 A )LIZHW,
m  NSX-T Manager [Z DFW IPFIX 707 7 1 )LD,

INSDOMBEEZBRRT SHIC(F. DFW IPFIX Z2BEBMICLET.

F: NSX-TIZHBZTRTOMEBRA vF(E. 10 ~15 FLIAIC IPFIX 7AZ 7 1 JVICEMENET.

VMware, Inc. 261



vRealize Network Insight 0

YEY—/NDO7A— YR—

vRealize Network Insight (&, /N—= 3> V5, V7, LU VI D NetFlow 7= &#ET 5T /N\( A &Y R—
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B RDT 4 =)V F%E& Match ELTR—YLET,
B ipv4 protocol
m  ipvd source address
m  ipvd destination address
m  transport source-port
m  transport destination-port
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B ROT74—J)VR% Collect ELTY—ULET,
m  direction
m  counter bytes
m  counter packets
B timestamp sys-uptime first
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3 70— FvviaEROLDICHRELET,

m TIOTATIZALTIN 308

m ¥TIOTATIALTOL60
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F: FlER N=2arBROTNARICE>TREDGEVHYET.

Cisco 4500

1T 70— La—-RZEERTDICE RERTLET.
configure terminal
flow record netflow-original
match ipv4 protocol
match ipv4 source address
match ipvé4 destination address
match transport source-port
match transport destination-port
match interface input
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last

End
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2 TJA—-IVAR—F—ZERTHICE. RERTLET.
configure terminal
flow exporter el
destination <PROXY IP>
transport udp 2055
end
3 T7A—- EZ/-ZHERTBICE RERITLET.
configure terminal
flow monitor ml
record netflow-original
exporter el
end
4 ZALTIRERETDICIE. RERTLET,
configure terminal
cache timeout inactive 30
cache timeout active 60
end

5 Egress E—Ré& Ingress E— R, £2134074< EH Ingress E—RTEA -T2/ RIIWT570— &
ZH—ERETDHICTIE. RERTLET.

configure terminal
interface <INTERFACE NAME>
ip flow monitor ml unicast input

end

Cisco Nexus 1000v

1 SIALATONERETHICE. REETLUET.
configure terminal
Active timeout 60
Inactive timeout 15
end
2 IORAR—GERETDICIE. REXRTLET,

configure terminal
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flow exporter <EXPORTER NAME>
destination <PROXY IP>
transport udp 2055

source <VSM IP OR SUBNET>

end

BAVI—TIARIWLTT7O— TS —4BTTHICIE. KERFTLUET.

configure terminal

flow monitor <MONITOR NAME>
record netflow-original
exporter <EXPORTER NAME>

end
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ZH—ERETHICE. RERTLET,
configure terminal

port-profile type vethernet <IF NAME>
ip flow monitor <MONITOR NAME> input

ip flow monitor <MONITOR NAME> output

end
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1

NetFlow #EEZBMICT H(CIE. RERITLET.
configure terminal

feature netflow

end

70— LO—RZERTSICE. RERTLET.
configure terminal

flow record vrni-record

match ipv4 protocol

match ipv4 source address

VMware, Inc.

265



vRealize Network Insight 0

match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
End

3 70— IVRR=F—EERTDICIE RERTLET,
configure terminal
flow exporter vrni-exporter
destination <PROXY IP>
transport udp 2055
version 9
source <INTERFACE NAME>
end

4 HBEAVHI—TzARIHLTT7A— EZF—Z/ERT B(T(3.
configure terminal
flow monitor vrni-monitor
record vrni-record
exporter vrni-exporter
end

5 FALTINERESDICE. RERTLET,
configure terminal
cache timeout inactive 30
cache timeout active 60

end
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ZH—ERETHICE. RERTLET,
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configure terminal
interface <INTERFACE NAME>
ip flow monitor vrni-monitor input

end
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I VBENRATE, T—EX UNILOFHITTR—FENERA,

b R—bk LNILOEBEITR—FENEHA,

c SNATB&EZDO7 RLRE DNAT BETOT7 RLURFHR—bFSNEHA, SNATIIL—IILEZIBET S &
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vRealize Network Insight (& SNAT JL—/L&#EHAL £,

NAT Z7B8—0DHR—k - 4l

Dty 3 >TlE. vRealize Network Insight THR— b2 TS NAT Z2O0-DHIBN DM RLET,

i 1

o rROPTIEZ, E2. E3. LDR., {REE¥ > (VML VM2, VM3, VM4) [Z NAT RAAL > E1ICEENE
¥, E1KVULRIICH DD (E1OT7yTU T 07E) (. TT74IED NAT RALVICEENET, LD RO
JlE. ROEZRTHEMREINTWET,

VM1 5 VM2 o7 0—& VM2 5 VM1 70— vRealize Network Insight THRE&ESNET, RHEIC,
VM3 5 VM4 @7 0—& VM4 s VM3 O 7 Aa—DsESnET,

VMware, Inc. 270



VvRealize Network Insight £

f5 2

FoRRAZE ROERTHERENTNET,

B VMIBLU VM2 (E, E2 RAAL > D—EFTY,

m VM3 EBXUOVM4E (F E2 RAALD—EBTT,

B E2BXUPE3 D NAT RAA(E. EINAT RAALDFRAAL2TT,
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10 IAM B—ILEERLE T,
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when RULE_INIT {
set static::http rulel dest ""
set static::http rulel tmplt ""
}

# CLIENT_ACCEPTED event to initiate IPFIX destination and template
when CLIENT_ ACCEPTED ({
set start [clock clicks —milliseconds]
if { $static::http_rulel dest == ""} {
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http_rulel tmplt == ""} {
# 1if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourceIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \

octetTotalCount \
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packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds S$start

IPFIX::msg set $Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set Srulel msgl sourceTransportPort [TCP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {TCP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {

# BIG-IP IPv4 self IP address

IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]

# Server IPv4 IP address

IPFIX::msg set $Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {

# BIG-IP IPv6 self IP address

IPFIX::msg set $Srulel msgl postNATSourceIPv6Address [IP::local addr]

# Server IPv6 IP address

IPFIX::msg set Srulel msgl postNATDestinationIPv6Address [IP::server addr]

# BIG-IP self IP port
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IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [TCP::local port]
# Server port

IPFIX::msg set $rulel msgl postNAPTDestinationTransportPort [TCP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes octetDeltaCount
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set $Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

UDP JL—JL
RO —I)VEFERLT, UDP 7O /L iRule =L E 3,

E: iRule 28, LATICHERLIZOVRITREZSBLTNSZLZERELET.

when RULE INIT {
set static::http rulel dest ""
set static::http rulel tmplt ""

# CLIENT ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED {
set start [clock clicks —-milliseconds]
if { $static::http rulel dest == ""} ({
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
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}
if { $static::http_rulel tmplt == ""} {
# 1if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \

sourcelIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds $start

IPFIX::msg set Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set $Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set $Srulel msgl sourceTransportPort [UDP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {UDP::local port}]

# Serverside

VMware, Inc. 278



vRealize Network Insight 0

if { [serverside {IP::version}] equals "4" } {

# BIG-IP IPv4 self IP address

IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]

# Server IPv4 IP address

IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {

# BIG-IP IPv6 self IP address

IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]

# Server IPv6 IP address

IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [UDP::local port]
# Server port

IPFIX::msg set $Srulel msgl postNAPTDestinationTransportPort [UDP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set $Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest Srulel msgl

{RIBH — /XA D iRule MEM
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[CEDWTYREIP 7 RUVADBBEERTEET., ILFET 4 — IV ROFEMICDONTIE, ZO—&IP7RLR IV
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m A 2/N—@ Kubernetes +—E X(3. [Kubernetes t—ER] ¥ 7O TICRRENET,

n [RETIV] MEBBLVA -y M IP 7 RUR] £7213 [Kubernetes H—ER] DA /N—#F
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BRENETZ7AT7 94—V IIL—ILOXRE: [BE7O-]FDEICHS + stBE=I U v T 5L AEOTO
— Yy MR TAERESD I 7A T TA—IL IL—ILDPRREINET.

VMware, Inc. 296



vRealize Network Insight 0

Services and Flows for integration.tier2
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Tier ~ All Allowed Flows ~
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CSVI77A4NDI42 Yy MST—FE2IVRR— T HEEIC, TVRR=—NTEHTONRT 1 (F72(35) D
HAeLEETONT 4 T TV MIRETEET., 2O7ANT 4 T b—ME BROI VT aT74 94
TN EEETOBEIC. CSV IVRR—MTENRVEDT, BHROI T4 T4 4 TP—EBERRINDF—
J—REFERALTRRT 255G, 7ONT 1 DEIEDLEETONT 4 TV —MIRETHIEEITEEHA.

Export as .csv

1652 results for entities

Templates are not supported for multiple entity types.

Property templates

Selected properties Add properties
(.csv columns)

Server <]

Clear all

Enabled

Loaded

Fabric Node
Maintenance Mode
Transport Zone

119 properties

MNumber of results 1652
(.c5v rows)

Save changes to

CSVIVRR=bDE-FIN V4 RUERLS & REBEREBDILOICTIAHIIT (T VT 4T 4 54 TICHE
DWW BRENTWSTANT A BRERENET, BRENTOWSTANRT A DUREEEL. FHILLRELL
TRETSHE BOOSBRTEET, 23 CSVIIVRR—MDE—FN V4 RUD [T TL—KR 523
Y5, BHICRTFSNTANRT 4 70T —b&0—R95, FLBEAKIEBTEET, BEEFETHE, 2
RUEZTANT 4 T TU— b TEREINTVETANT 1 BRRENET,

ITORAR—FRISERINTWS TONT 4 #ZEBLE®IE, CSVIVRR-FDE—-FIL D1 Runs7TON
T4 TrTU—rEERLEY, BEOTONT 4 T 7L —hERELEUTEET, 2OTV 7L —ME R
TEOBRBERRERALIV T4 T4 4T TT,

SRTLARADBBEOTANT 4 T TU—FDURNERRT DT BE] -> [FANT To7U— M BED
JEICEEILET., [ONTFa To7b—F BEROYRNIE. BEOT YTV BRI TaT4 947, &g
FHA., TAONTAHBEDFHMEKLICRRINET., TAONT 4 ToTV—ME (AT, FUTL—R B
ECREL/Z(FHIBTEET. 7ONF s T 7V — ML BRIOEELUNDRENIEETT .
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Kubernetes 2w kD — RUS—DITHV AR— M LEA

Kubernetes # 72 2 & MIBET BHRRY N7 =20 RU T — JL—)LE YAMLELTIVRAR—-NTEET,
vRealize Network Insight [C& 3 YAML FERXANDI U XAR— M Tld, KRIEMEICK BT —TbE H—EX

RAZICKBIN—TEDOIRDBYR—EEINET,

AR
m  Kubernetes miEM

s VMware PKS D&

FIE

1 #BIL-ILEYAMLERICZTVAR=rTBICE [EFa2UTsDTSV]E®FTIVC EFaUTFa&5ET
% Kubernetes ¥ 5 R E#IRL. ROWTNDHDFIEEZRITLET.

B A0 ®ITAVN D4 Py NTEHIA T 3 v EERL. DL—)LE YAML LTIV RKR—K] &

BIRULET,

B XAVACITAVIDR—FVYRRT/ —RERRL. EESNDZT77A4T7 04—V Ib—IV] DEZES Y
oL, HlA T avERRALT, Db—IlE YAML ELTIORR— ] £2IRLET,

Kubernetes v b7 —2 RU L —([CEDVWTEFINFITON, FAM LR THEESNLZIP 7741
M. VRealize Network Insight [C&>TH¥ o rO—RaNET, TOT7AINEFETBHE RDS5DD
CSVI77A4IE. VSRIDBITISUTERD 7 + VI PRRENET., E7+NFICF. V5 RFITHIET

5 YAML 7 7 AV IEHEENTWET,

77A4IVE

network-policy-others-ipaddress.csv

recommended-namespace-labels-to-add.csv

recommended-service-labels-to-add.csv

VMware, Inc.

L

Y—ERELFEAMEBOBERFLE>TLEIYEY —NELU
BB D IP 7 RUABEENET,
ZRIEBICEEMRFSNeRY RICHFEINILDBEENET,

1

m [/5X%]:pdk8s

m  [&F1%ER] - sock-shop

B [S~UL] s sock-shop-pdk8s

H—ERICEBERMTONEZRY RITRHTBESNILBEENET,
I

m [452%]:pdk8s

B [#&F1%EM] : sock-shop

m [H#—EZX]:front-end

m  [S~JL] : Service:front-sock-shop-pdk8s
B [/5X%]:pdk8s

m  [®&F1%EM[] : sock-shop

B [H—EZX]:user

[

[Z L] = Service:user-sock-shop
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T7A4NVE B L]

recommended-network-policy.csv VvRealize Network Insight TH#REINZ TR TDIL—ILDBEE
NnNTHWET,

exported-network-policy-rule-names.csv WL —IVICEDWTIVRR—bEINEZTRTORY 7= R

Vo—%&—BRRLET,

2 Y—EXSNNEBERATDICIE. UTOFIEERTLET.
a LT Kubernetes CLI av > RERITLET,

kubectl edit deployment service-name -n namespace-name

kubectl edit deployment redis-master -n guestbook
Y—EXROERR7 7 ANV DHEET,

b #—EX SN URRT. CSV 77 I TREENLINIVEY —EXRRADMHEKREI > 3V ITRENT
WBINIVITEMLET,

3 AREEINIILEBERTSICE. ROFIEERTLET.
a LITo® Kubernetes CLI o~ > REZRFTLET,

kubectl edit namespace namespace-name

kubectl edit namespace guestbook
BRIZBOERZ 7 A NVDREET,

b *A4F7—4T. CSV 77 AINTREINEINILELZIMEBERD spec £ 3 VITRENTNWE SR
JVITEBMUET,

4 LTFT0aXvYRzERFTLT SNUDBRY RICBRSNTOWSNED DEERLET.
kubectl get pods -n namespace-name--show-labels

kubectl get pods guestbook--show-labels
BREL—TISNIILEHERLET,
o BAIZEBICERATSE. INLERY RICKBENEE A,

5 Xy b= RUS—ZERTBICE. ENTNDISRY THINIDHERDT#IVFIZYAML 774 )V%ED
E-LT. RoELESPOOATY RERTTLET,

m  kubectl apply -f <folder-name>/: §RTDI7AT7IA+— )V )= ELEELHTERALET,

m  kubectl apply -f <folder-name>/<firewall-rule>.yaml: Z7A 7 D+—)LJ)L—=I)L&E1DFD
BARLUEYS.

VMware, Inc. 302
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vRealize Network Insight (. BIERD IR TDI YT 4T 4 E5RE LEBRELSBRRMEEEEHBATOVET,
RIZ. VRealize Network Insight O RZREEEICRII DAZBEO—HERLET,

B I T4T74 Tty —(F. KA RETI V. XA vF,. JL—F—, NSX Manager 7 E DR
BLUREBNARENT >0 7OV IV TEBRENET. TNO6DT7TAYIDAVRIVABIYT 4T 4T,

B JONRT 4 I T4 T43EROTONT « TEREINET., TANRT a1 BRIOANT A EZIEA N Y
7 7aNRTFT4OVNTNIHTT,

a ®BR7ONTA I oT4T43. FTOBRTOANT A ICKo TR TEET, B TONT 1 (3, BHE
DREME, FLEXFHNHT—IETT.

m RETICOEFL CPU 7, BXUOFARV—T 42T P RT A
B RAMDRBETS CDOERIEH

b AUy 7ONTFy IV T 4T A DEEDHEEZNET 2 7O0NT (1A N v TONRF4TH,
AUy TONRTADEIF. —EDORBBTF Y 7FranEd, AUy y 7OXXTAoOHELT, R
LoD CPUEAE, ATUERE. LUy NT—2EFERENHY LT,

n EWBER: CNSERRITVUTERLT BEDIVT AT 4 FA4TDAVRY VRAGHBOFEY. TU7T
4T 4 DBEATANT « DFHEEITAET. VRealize Network Insight (ZxDEEREE Y R— ML ET,

a sum
b max
C min
d avg
IVTATAEREBETDHE REIVTVIC—HLEIDT 4T 4D BRI BEICKRRENET,

BRBEITVZRTTBHEVIC. REN-(CE. BRRERORYVAHICERTEDFBADBEMNIRTINES ., 1£LX
(F [RET ] EVWDRBEANT D E REN-(CE REBRERVADOHITEMTE SAFEBOMBAE ' R RS
RRENET, REN—(F SRBITVBKRIALET, FrvIX—IRBFWEREITVEZRL. VORI
FBHPERRITVERLET. (NVTTEREICE BREFR-—FENTOWEITUDFANRENTNET,

ZDE[CIE. RDOMEYINPEENTNET,
m BEREI/TY

n FEBITY
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. BEERE
n RBREHER

m TJqI)LY

m  vCenter Server ¥4

wmErosTY

BMBEITV(F, ROATIVICHETEET,

1 [@&EtksT VU]

BEITVIEE ROAVR=—R2 SPOEBRENET.

»ﬁ— entity_type
projection |- filter J |- group_by J I- order_by -|

n [I2T4T4 AT IoT 4T 4 94T RRETDBATV 20 bDIATERLET., TNl BH
EEEBEHEOEADONTNOTIEETEET. BEITUTE. I2T4T7 14 54T 3HETT,

SECURITY GROUP

a

RICHIERLET,

1

2
3
4
5

B [TA4IF]: T4 DELIRODESY TT,

Virtual machines

Hosts

Flows

MTU Mismatch Events

Problems

»— Tl — >

FHEDEXFIRDEEY T,

VMware, Inc.
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condition AND condition

=

condition

property

LLLITITh

— value

11

TANIRAEFERLT. REBRE T AINITEET, 747 00OF ML, 7O/NT 4. LEE

S i

HE

F.ob

SMETHERENET, REZREPEETLHEAODE T, BEMARGEZERTEET., UTIC FATE
LREFD—EBERLET.

like

not like

not in

is set

VMware, Inc.

#

flows where source ip address =

'10.16.240.0/24"

flows where flow type = 'Source is VM'

vms where ip address

vms

vms

vms

vms

vms

where

where

where

where

where

!= '10.17.0.0/16"

memory > 4096 mb

cpu usage

memory >=

cpu usage

name like

rate < 70%

4096 mb

rate <= 70%

'app'

vms where name not like 'app'

flows where port in

(22, 23, 80, 443)

vm where ip address in (192.168.91.11,
192.168.91.10)

flows where port not in (22, 23, 80, 443)

vm where ip address not in

192.168.91.10)

vms where firewall rule is set

(192.168.91.11,
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BET Bl

is not set vms where firewall rule is not set

0O flows where (src tier = ‘App’ and destination
tier = ‘DB’) OR (destination tier = ‘App’ and
source tier = ‘DB’)

and flows where src tier = 'App' and
destinationtier = 'DB'

or flows where flow type = 'Source is VMKNIC' or
flow type = 'Destination is VMKNIC'

—2 vm where name matches '.*'

vm where name matches 'a.*'

vm where name matches '[a-z]vm-delta[0-9]'

—E L0 vm where name not matches '.*'

vm where name not matches 'a.*'

vm where name not matches '[a-z]vm-delta[0-9]'
FA RSNk (inl BEF vm where in (vm where name = 'x')

vm where in (vm of host where name = 'x')

vm where host in (host of vm where name = 'x')

vm where name in (name of vm where name = 'x')

m [ JTURADHEEAIE. TJANF Y TENEI VT ATADSEDT 4 =)V RERRTDULEND
ENERELET, ZNEA T a>DaETYT. HBRAMEESNTWVEIWNEEEF. 77408074 —)L
Rty hIRBFERICRRINET, HAICE. ROWThIADEREZEHLZENTEET,

1A sVAG P
2 Ahvurhk
3 URhk
4 &5t

5 X7l

1 [FANRTA I VT ATAELI VT AT 4 AT THRRTDE T2 bOTANT 4 &y Mt
RERICRTREINET, LA FERTIERBFERICRRT D74 — IV REBIRTEEYT, 124
os of vms [, 0S property WEENDI TR TDRET S VERBIBERIC—ERRLET.
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VMware, Inc.

RICWS DhDBlERLET,
B cpu cores of vms
m  source ip address of flows

ARUy o TANRFAPMERINTNBEE. A MUy TONT 4D y-axis TEZD x-axis D
TS IUoT 474 ZEICRRENET,

(Ao Rl Ao b VTUERERTSE. DI UTAT4 IATDATP 10 MEHETESE
¥ RICHZERLET,

®m  count of vms

B count of hosts

B count of flows

VAR :BET DI T AT 47 1)V RBEFRTERNSEEEF. VA NMEEFPRIGET,
RICHZRLET,

List (host) of vms where memory <= 2gb

ZDIVTUEF RAPDURNERBLEIN, REX VICT AV IREPBRESNTOET., KIS
W< DHDFZERLET,

] List (ip address)of vms where cpu cores = 1

[EE5RA%Y] - TR EER T 5 & HED config F/2(E metric TANRT A DS B—DEEHET
EFET. RRIVITUERETIE. ROEFMEHMBYR—FEINTWET,

B max
H sum
B min
m avg

RICHIERLET,

] sum (memory) of hosts

B sum(memory), sum(cpu cores) of vms

] sum (bytes) of flows

[RF]: RIVEEFIE. A MYy o TANRT A TORFORTICEALES . RICHERLET.
series (avg(cpu usage)) of vms where cpu cores = 4

ZOoIT)E 400 CPU AT EHFHDINTDIRET D, FtY CPU FREREEL I/ 75K
LET, RICEIERLET,

B series(sum(network usage)) of vms where name like 'app'

] series (sum(memory usage)) of vms where name like 'db'
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] series (avg(cpu usage)), series(avg(memory usage)) of vms

m [IEREZ]:order by AZFERAL TREBREURBEZADIENTEEXT, order by AATHERTES 7
A4 —=ILRIFT1DEIFTYE, T74INETIE BREIEIETY—-FENET,

ORDER BY M) J
S e ﬂJEW ranser

RICHZRLET,

1 vms order by cpu cores
2 +vms order by cpu cores asc
3 flows order by bytes

linit AZFERTHE. HEROBEFPRTEET., TN order by AIDRICIEET HHLENHYET,
RICHIZRUET,

vms order by memory limit 5

B [JIN=TR T4 T4 & TANT 4 ZEICIN=TTEET., ToT4T4&7ANT2 T
—TMtTBE TTIAHIETIE BTN —TORROBPRREINES, HELZEMTHIET. FEDS
ANXT 4 DE/BAR/BNDEEHBETELY, order by AZFEBMT S L. ERENY—FEINET,
order by £7=(3 projection AMI TV ICEENZIHEE. EHBEHPLETYT,

-~
order_by

sum (bytes) of flows group by dest vm

ZDIIT)IE, BAICEFBEHMSH B0, B TY ., bytes of flows group by dest vm DKD
BTV BIRAICETEBHD W=, BRICEUVET,

RICHZERLET,
1 vms group by host
2 sum (bytes) of flows group by dest vm order by sum(bytes)

2 [ZvF4F74 2TV]
m—mw_numa >

a [T2T4T74 8ATICLBRR] T T 4T 4 YATERRTDHIET, HBI VT AT 4 54TDY
NTDIYTAT1Z—ERRTELXT,
5l : vms. hosts. flows. nsx managers

b [ZVFT4T74&THRE]
B IR —ATRE:IVT AT 4 DRERLBEDBD N> TWNBIEEE. RATE—E5|BAHFTHATRE
T&EXE9,

5] - 'prod-68-1'. 'appl-72-1"
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E

n BEIO—ETIRE 1 DOHEFBEL(IERDOBEETRET S L. ANLEEBIC—HILSZINTOIY

TATADPREEINET,

5] : prod. appl

X ANABLCF—T—RELEBIVT AT 4 YA4THEENDHBE. BRIV ELTREEND

AJREEMHY ET,

n IVT AT 4 AT ERRTRERE IV T AT A DRABMETA TORADBRHO>TNBIHEE. T T 4

TAIATEIVT AT 4 RBE—HEIERLTRETEET.

Bl : BIITY 'vm appl' |d appl EELINTORETS VERLET,

GtEzT V]

IN6OITVE, ZA—DAWICKD, Ty —DEFaUT 4

»—m— entity_type —»<

Bl

a plan securitygroupl
b plan hostl

C plan security

XX 2T ]

FTEICERTEEY.

NSDITVUEFERALT, 2B80RET VBD/INR, £EIFRET OD6A T —Fy FAD/INRERR

TEET,

i _%*4
Internet To B ) EERVIY

Bl

a Vm 'vml' to Vm 'vm2'

b VM 'vml' to Internet

BRIV T AXFENNFERAIENEEA,

I T AT4 A TERIIRETONT  ICRAEEBEFERATEET, £EXE I VT4 T4947 'virtual

machine' [C(E. 'vm' ORIEFEZBVHYET,

Azure ®FEs/ TV

vRealize Network Insight Tl Azure T 5« 574 DT TE T,

RIS WD DBRREITYDHIERLUET,

VMware, Inc.
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Azure TT 474 oIV o1y

Microsoft Azure Azure

Azure 77U —> 3> 2F¥aUTga I -7 Azure Application Security Group where Azure
Virtual Network = 'Test-vnet2'

Azure 7—% V—2R Azure Data Source

Azure NSG JL—Jb Azure NSG Rule where Action = 'ALLOW'

Azure xRy b7 =0 A F =T 14X Azure Network Interface where Azure Virtual Network

= 'Test-vnet2'

Azure *y T =2 wFaUTF 4 FIL—T Azure Network Security Group where Subscription =
'VRNI-dev'

Azure )b—k Azure Route where Route Table = 'TestRouteTable'

Azure b=k F—=7 )L Azure Route Table where Azure Virtual Network =

'aks-vnet-28255566"

Azure ¥ 7x v Azure Subnet where Azure Virtual Network =

'vrni-0l-vnet'

Azure Y 7R U T a > Azure Subscription

Azure R} > Azure Virtual Machine where Azure Application
Security Group = 'TestASG'

Azure IRy k=4 Azure Virtual Network where Azure Peer Virtual
Network = 'vrni-0l-vnet'

CiscoACl T T4T7 4

RIC, BRERFTTES CiscCOACI T T 4T 40N DhERLET,
EFr O OIUT AT A DETEIC aci BMFIFSNET,

B aci application profile

B  aci bridge domain

B  aci endpoint group

B aci fabric

B aci switch

B aci tenant

RIS, WD D|RRITUDEIERLET,

B aci fabric 'ACI-Demo-Fabric':ZODZI UL ACI 777Uy IRDTF b RAvF. BLrar
FO—ZICET5EREMELET.
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ic'ACI-Demo-Fabric’

Fabric ACI-Demo-Fabric

Timeline
ime Range: 1day v n 1 a:
8 Show Changes 12:00 16:00 20:00 08/22 04:00 08:00 11:16
Events with this object Fabric Tenants
0 events &h 24h 7d 1M M > 26 entities
2 Q
. HNB-PAN
‘ Appiication Profile @
pandemao
No data to show
. Default
AC| Manager
2 @
sandmal ACI-Demo-Fabric
Fabric Switches Fabric Controllers 7
"y Sentities 3 lentity
ESR  NEX-93180-B-Demo . APIC-Demo-1
Role Mode ID nfra IP Address a Node ID nfra IP Address DOB Management Address g
leaf 102 1007268 1 10001 10.255.139.149
EER  NEX-9372-C-Demo
leaf 103 Cisco Systems, Inc.
B NEX-9336-B-Demo
Role Node 1D nfra P Address a
spine 202 1007293 ’

aci switches by role:

Ay FICETBIEREMSLET.
AAYF URASPSRAvFREI Vv ITDE TOFMBRRENET,

v aci switches by role

Showing 5 results for aci switch at Aug 22, 11:18

S entities

Filters <
‘Add mora tibers ESE  NEX-93180-B-Demo
EX goe Node 1D
 Role leaf 102
G B NEX-9372-C-Demo
leaf 3 E3 Role Node ID
ke @ leaf 103
B NEX-931B0-A-Demo
EX g Node ID
leaf 101
Bl NEX-9334-B-Demo
“ Role Node ID
spine 202
EER  NEX-9336-A-Demo
[ i JE Node 1D
spine 201

Infra P Address

10.0.72.68

Vendor

Cisco Systems, Inc.

Infra IP Address
1007269

Infra IP Address

10.0.72.93

Infra |P Address

10.0.72.94

Type

NIK-CP372PX-E

OOB Manageme
10.255.139.150

ant Address

DOB Management Address
10.255.139.153

OOB Management Address

10.255.139.152

ExpandAll | Collapse Al

Vendor
Ciseo Systems, Inc.

Serial
SAL1946SWMW

Vendo
Cisco Systems, Inc.

Vendor

Cisco Systems, Inc.

Wendor

Cisco Systems, Inc.

ZDOTIE ACI 777V IRADEEEEE) =7 RA vy FRIEBERNA >

aci endpoint group: TODHZI V(. BER(FoNAEE<I . TUvY RAL Y BLU VRF ##FD
IVRRAV N IN=TDURERELET,

B aci application profile

ROVEFODERBREDT 7V -2 3> 7A7 74V EBELET,

] VMware VM
ENAZER

VMware, Inc.

"ACIVM-160"
LET.

'Production’

to VMware VM

'ACIVM-161"

CZDIIVIEF. BENTWBAIY RRA N FI—TE(R1E

2TV 2 BDRIET S UCBEORET S

3n



vRealize Network Insight 0

@ VM ACIVM-160 - VM ACIVM-161 (7) 1minago v (Auto-refresh in4mins) Overview Events Flows Metrics My View [?[
v Overview
VM Path Topology (1 [2a VM Underlay (7 VM:ACIVM-160 v VNIC:10255.118... v 7
Z0 A Path Detals -
10.255.118.178 Request 10.255.118.186 ¥ () Show labels

[0 Show all ECMP paths

1] (D) Acvmieo
@
@ 2| @ [ACIVM-160}Network

et . adapter 1]
i 3| = EPG_160
i 4 [10.255.139.160]-
i [vmnicg]
| 5 [node-101Heth1/3]
i € . vian-3160

& E = Common

i

=

i ECMP. o ‘\z E3 %
| isiguts SUGHEE  pinar |
St S teaf Fabric

T = ==

- 3 *

Spine Fabric

n PT7RVREFEALTRETDILICKY, R=bhl IVRRA K TI=T TUvD RALCOFMER
/TEET,

v 10.114.212.158

Showing 2 results for Entities with keywords “10.114.219.158" at Mar 25, 15:10 oo

2 entities Expand Al Collapse All

Endpoint Group (1)

. Mgmt-1201
Application Profile i e a i [+

i Encap Number of VMs Endpoints
NSXinfra | vlan-1201 0 00:0C:

:70:D8 10.114.21... [17 more]
Switch Port (1)
[node-104]-eth1/19]

Operational Status | Administrative S | MacAddress MTU Interface speed E2]
up e | 00:D7:8FE5:89.78 000 10Gbps

m MACT7RLREFERLTRRETZZEICEY, R ITURRAN TN—T TV BALCDFM%E
NS TEET,

¥ 00.0C:29:44:70:D8

Showing 2 results for Entities with keywords “00:0c:29:44:70:d8" 2t Mar 25, 15:06 o

. (< 2entities Expand All | Collzpse All
Filters (< 2entiti xpan o

Endpoint Group (1)
Mgmt-1201
= Entity Type R

Application Profile Bridge Domain Encap { Number of VMs Endpoints =
All NSXInfra BD-Memt vian-1201 o 00:0C:29:44:70D8 1... [17 more]
S R @ switch Port (1)

ECEAIEEEL L] [node-104}[eth1/19

Operati s Administrative Status Mac Address i M1y Interface speed £}
up up 00:D7:8F:85:89:78 | 9000 10Ghps

m IVRRAVE IIN—TEeRFETBHIEICEIY, BERIFONLIVRRAPDOYRAERBTEET.
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+ aciepg where Endpoint is set

Showing 4 results for aci endpoint group with filter Endpoint is set at Mar 25, 15:11

Filters

* Endpoints
All

00:0C:29:44:70:08
10.114.219.158

00:0C:29:4E:6A:B4
10.114.219.146

00:0C:29:BE:EF:D5
10.114.219.147

00:1B:21:69:83:88
10.114.219.137

00:25:90:E1:6C:52
10.114.219.136

[20 more]

(2)

()

Endpoints
00:0C:29:44:70:DB... [17more]

Mgmt-1201

NSXInfra

00:0C:29:44:70:D8 10.114.219.158
00-0C:29-4E:6A:B4 10.114.219.146
EFD510.114.219.147
10.114.219.137

00:50:56:BE:7C-FE 10.114.219.133
10.114219.151

00:50:56:

B IVRRAVPERRTEET,

« ad epg where Endpoint like 10.114.219.158

Expand All | Collapse All

cap Number o

vlan-1201 0

E Numbe

wlan-1204 0

VRF Encap
BD-Transport NSX-VRF wlan-1200
Bridge Domain Encap
BD-Vmotion wlan-1203 0

Showing 1 result for aci endpoint group with filter Endpoint like 10.114.219.158 at Mar 25, 15:19

Filters <
Endpoints
~ Endpaints 00:0C:29:44:70:D8... [17more]  NSXInFra
B
'0:D8 10.114.219.158
00:0C:29:44:70:08 It oc: ABA 10114219146
TR 00:0C:29:BE:EF.D5 10.114.219.147
00.0C.29.45.6A.84 e 00:18: 83:8810.114.219.137
10114219.146 E1:6C:5210.114.219.136
:S0:E176:9E 10.114.219.135
00:0C:29:BE:EF:DS (1) -E1:CC:B310.114.219.134
T 00:25:90:EB:BAEE 10.114.219.130
(TS EERaEaaa w 00:25:90:EB:8AF0 10.114.219.131
10114219137 00:50:56:BE:16:8F 10,114.219.152
00:50:56:BE:7C-FE 10.114.219.133
00:25:90:E1:6C:52 6 00:50:56:8E:84:65 10.114.219.151
10114219.136
[13 more]

Fortinet 8% 1TV

Bridge Domain
BD-Mgmt

E

Expand All | Collapse Al

vian-1201

vRealize Network Insight TlZ Fortinet T>F 4 51 DA RTTEE T,

KIS WDODOBRBITUDHIERLET,

Fortinet T>5 45«

Fortinet R > — Ny o —2

Fortinet R > —

Fortinet 7 kKL X

Fortinet ##97 kL X

Fortinet 81197 KL R J)L—7

Fortinet t—EX

Fortinet ¥ —EX )L —7

VMware, Inc.

$rIN o1y

Fortinet Policy Package where Domain Manager =

‘ADOM NAME’

Fortinet Policy where Source IP =

Fortinet Address

Fortinet Dynamic

‘ADOM NAME’

Fortinet Dynamic

= ‘ADOM NAME’

Fortinet Service

Fortinet Service

where Address Type =

*10.0.0.15”

‘ipmask’

Address where Domain Manager =

Address Group where Domain Manager

where port = 5900

Group where Manger =

*10.0.15.101"
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Fortinet T>F 174 I =)

Fortinet ADOM Fortinet ADOM where Manager ID = ‘10.0.15.101’

Fortinet VDOM Fortinet VDOM where Domain Manager = ‘ADOM NAME’

Fortinet &9 4A >4 —7 x4 X Fortinet Dynamic Interface where Domain Manager =
‘ADOM NAME'

Infoblox DNS 7—# (L& % 7 O0—D3&(k

vRealize Network Insight (&, DNS 1EH®D 2 DDV —RXR &Y R—rLET,
m AUR—FENECSVIT7AIL
= Infoblox DNS

Z : Infoblox DNS & CSV 7 7 1 ILOREICHEDH 5HBAEIE. Infoblox DNS 75 DIEHRBEBLEENE T,

SEIELBRRIIVAEFEALT. JE—RNODNS I MUY —RICET 55l aRTEET.

% 18-1.

F-—U—F B TNBRRITY i

DNS Provider Flows where DNS Provider—'Infoblox' DNS 7—# 3 Infoblox p5EEENS 70
—DURMERHELET.

DNS Provider Flows where DNS Provider—'CSy' DNS =% CSV homiGENS 70 —0D
URANERBLET.

Source DNS Flows where Source DNS Provider='Infoblox' Y=AIP7 KLZD DNS 70/ A 718

Provider Infoblox TH2570—-DJ R hERHBLE
ER

Destination DNS Pleris e Peatinetilen HHE =4y ~IP 7 RLRD DNS 7O/NA &5

Provider provider='Infoblox' Infoblox TH57A—DYU R MZERHELE
ER

Kubernetes T>7 1 7 1+ O—fig#II51&%R I T Y
vRealize Network Insight T Kubernetes T>5 4 57 1 Dl E BB TEET,
—fxE9Z o T Y
B JO—MDIRE . flows where Kubernetes F7ITOF = FTITIFE

5] : flows where Kubernetes Cluster = 'Production'
m H—EX XT—J)LDXRFR . kubernetes pods group by Kubernetes Services
m /—RODBRDRER . kubernetes Pods group by Kubernetes Node

m /—ROBEBEMDRR . MemoryPressure and PIDPressure and DiskPressure and Ready of

Kubernetes Node

VMware, Inc. 314



vRealize Network Insight 0

B JO—DAYTSATRADERR : flows from Kubernetes Object F7UIZrDEFT to Kubernetes
Object Z7JTUrDEFT

f5l : flows from Kubernetes Namespace 'PCI' to Kubernetes Namespace 'Non-PCI'

m NX FROPORR:

m  Kubernetes H—E X service name 5 Kubernetes #—E X service name

m  Kubernetes #—E X service name 5 Kubernetes Rv R pod name

m  Kubernetes /R K pod name »5 Kubernetes R K pod name

£ 18-2. Kubernetes # 7z & Mxd55 TV

Kubernetes # 7

o b

Bz

Ry R

% 18-3. MoV
IVFa4TF«/aAVR
S
Kubernetes T> 7

ATAEF DT TV

—>3r

VMware, Inc.

o1V

kubernetes namespace where L2 Networks =
g

m list(Kubernetes Node) of Kubernetes Pod
where Kubernetes Namespace = 'a'

m  NSX-T Logical port where
connectedto.modelKey in (modelKey of
kubernetes nodes) order by Tx Packets desc

m  NSX-T Logical port where
connectedto.modelKey in (modelKey of
kubernetes pods) and Rx Packet Drops > O

m  new kubernetes pod in last 1 hour

m  kubernetes pods where kubernetes services is
not set

m  kubernetes pods group by Kubernetes
Services, Kubernetes Cluster

m  kubernetes nodes where Ready != 'True'

m  kubernetes node where Virtual Machine =
'vm-a'

m  flows where kubernetes service is set

m flows where source kubernetes node = 'a'

Ty

application where virtual member = ‘service-a’

application where virtual member = ‘service-a’

L]

L
B | 2xybhT7—2 [a] [CEHKINTNDS
Kubernetes &riZM &R L £9

B Kubernetes &riZ/@» [al THB
Kubernetes / —RDU X MERLUET

B OEREINAENTY MEDWT, / — RICERES
NTVBHEBR—PDOURNEREIETRLES

B Kubernetes Ry RIZHEHEIN, pDO ROV
SNERENTY MO KUBHZOGHER— K
DYRANERLET

B EED 1EETHREBEEShHLO
Kubernetes R K

B H—EXH Kubernetes Ry RDU X

B BEHY—EXATRTINTNSERY RO

m  RR7 Kubernetes /—RKDU X~
m [vm-al RETID—ELmoTDS
Kubernetes / — R

B X(ETEAFFED Kubernetes —EX %S
HH70—DY X b

B X(E5T Kubernetes / — R [al F/zl458%
Kubernetes /— k% [al ®78—DY X

Kubernetes *—E X [service-al WA /N—(T/E>

TWD, IRTOTTIVT—2a3> DR+

Kubernetes +—E XS [service-al mD

and virtual member.Kubernetes Namespace =
‘namespace-b’

Kubernetes £&#iZEfE [namespace-b] MA 2 /N—=T
HB. TRTOT7 IV r—3>DUR
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x18-3. Mo Y

I F«4F«/aAYR
x>k

AU

Kubernetes 4 X
I\

VMware, Inc.

(&)

Ty

tier where virtual member = ‘service-a’ and
virtual member.Kubernetes Namespace =
‘namespace-b’

count of applications where Virtual Member in
(kubernetes services)

count of applications where virtual member in
(kubernetes services where Kubernetes
Namespace = ‘sock-shop’)

list(virtual member) of applications where Name

= ‘app-1" and virtual member.Kubernetes Cluster

is set

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical port where (ConnectedTo in
(Kubernetes Nodes where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:” order by Rx Packet
Drops

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:<namespace name>’

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo.Kubernetes service order by
max(Rx Packet Drops)

flows where firewall action = ‘DROP’ group by
Kubernetes Service

flows where firewall action = ‘DROP’ group by
source Kubernetes Namespace

Kubernetes events where Problem Entity =
‘<pod/namespace/node Name>’

Kubernetes events where Event code =
‘ImagePullBackOff’ in last 24 hours

Kubernetes events where problem
entity.Kubernetes Cluster = ‘<cluster-a>’

BieA

Kubernetes +—E X7 [service-al HLU
Kubernetes ##ijZEf [namespace-b] M A /N—T
HBH. TRTOERBOY R~

A IN=71 Kubernetes Y —EX 44 JD7 7 r—
T a D

Kubernetes &7z [sock-shopl TIZH 3
Kubernetes t—EX 44 TDAVIN—=ToH57 7
=30

7TV —= 3> Tapp-1] AYN=ELTIRTD
Kubernetes 4 —EXD U X

Kubernetes Ry RZTEDZE/NTy b ROy TDY
V==

Kubernetes / —RZEDEE/NTy b ROy TDY
V==

Kubernetes ZaIZMZEDZENTY M ROy 7D
JI—7

BEOEZMZEBCLONTy b FAy T

Kubernetes t—ERZ LD/ y ~ ROy 7D
-7

Kubernetes ¥ —EXZ&m kOoy 7 70-0D 5 )b —
7

Kubernetes &aiZZEE LD ROy 7Lz RTH7O
— =70 Rk

IEE SN/ Kubernetes T 57474 DFRTD
Kubernetes 41 X> ~dD U X b, Kubernetes T 7
4T 41F Ry B. BEIZEBE. /—ROWTIDITHRYE
+

B 24 BREO 5 4 7H [ImagePullBackOff] @
Kubernetes 1 X> b X b

BESNZITRYITHT 5T RXTD Kubernetes 1
N hDUX
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A— R NSOYICEET I Y TIVigEosT Y
ROY TV O AEERTSE O—R NS UHICEET ST —9 574 )Y F-IRETEET,

m vm where lbServiceNodes is set - BRIMBNEEINTWNET TUT—2 3 0 &RAMLTNDTA

TOREYY VE—EBERTLET,

m vm where lbServiceNodes is set and PowerState !=

'"POWEREDON' - O—R NS> >

TENLET TV =23 ERAMLTOSHOD REREL TOENIRTOREY SV E—EBRRLET.

m  pool member where state =

ER

B  Count of Pool Memebers where Service Port =

'"DISABLED' - EMIC/H>TWBRITRTDT =)L AUN—%FRRLE

'80" - /R— bk 80 TERITSNTNDIHED

FALTDY—ERCDNT, IRTDT =)L AUN—D#HERLET,

m service node where virtual machine is not set-7 U4 —> 3> H—NELTHEY—
NEFERALTWDTRTOY—ER /=R, FEGRETS VEKRX ML TT vRealize Network Insight
[ZEMMEN TR vCenter Server #—&XRRLE T,

NSX 7747 04=)LIL—ILDi#&FTI/ T

vRealize Network Insight Tld. NSX 77 A4 7 O+ —JL L—ILERETEET,

KRI18-4. NSX 7747 A=) )b—)b oV

®ERITY

VM where incoming rules.Source Any

Firewall rule where action = allow and service any

= true

Firewall Rule Masked Event

New firewall rules in last 24 hours
New firewall rules in last 7 days
New firewall rules in last 30 days

Firewall rule where flow is not set

Flow group by firewall rule

Security group where Indirect Incoming Rules is not
set and Indirect Outgoing Rules is not set and
Direct Incoming Rules is not set and Direct

Outgoing Rules is not set

Ipset where Indirect Incoming Rules is not set and
Indirect Outgoing Rules is not set and Direct
Incoming Rules is not set and Direct Outgoing Rules

is not set

VMware, Inc.

BieA

FEEDRETEEUN—IVERRLET BEDR—ELBELEDED
ZEMTEED),

IRTDR=MEFATET7 747 V4= I V—IVERRTLET.

KERBDT7 AT IA—I —IDURXEXRRLET.

BE 24 BEICHERESNET 74T O+ —Ib V—IVERRLET,

BE7 BEICERENEZZ 747 04—V )L—ILERRLET,

B% 30 BRI ESNEZT7 747 D+ — IV b—ILERRLET,

TRCDIFTIT 4 TIRT77AT 04—V Ib—ILDYU X ERRLE
ER

BI77A4T7 04— IIL—ILICEy b BT7A-DHERTLET.

FREINTWRNWEF2UTy JI—TERRLET,

ERENTWEW IPSet #RRLET,
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KI18-ANSX 7747 04—)b b=l OV (&)

#®wRITY B L]
Flow where rule id in (1011, 1012, 1013) #BEDIL—ILIDICEY TR T7A—,
Flow where application = appl 77— arvicey bEB7O—,

m KEFERDT77ATTA—IL L=

B )=V ARNERRF UV ITBT7A4T7 04— I)L—)b

VMware SD-WAN #®&&s TV
vRealize Network Insight T VMware SD-WAN T2 7 17 4 DFME®RETEET,
RIZ, WD D|RRITUDEIERLET,

VMware SD-WAN T>7 17« $ T oY

VeloCloud ¥ X% VeloCloud Cluster where Description = 'cluster one'
VeloCloud 7—% Vv —X VeloCloud Data Source where Enabled = true
VeloCloud Edge VeloCloud Edge where Activation State = 'Activated'
VeloCloud T4 —754 X VeloCloud Enterprise where Name = 'VMWare - vRNI'
VeloCloud #— ko x4 VeloCloud Gateway where City = 'Ashburn'

VeloCloud LA v¥—2 3%y hT—2 VeloCloud Layer2 Network where Network =

'172.16.40.2/24"

VeloCloud U > & VeloCloud Link where Link Uptime = 100%
VeloCloud 7B 771/l VeloCloud Profile where Name = 'APProfile'
VeloCloud £ 4> + VeloCloud Segment where Vendor ID = '1'

VMC SDDC #&%&4ox1)
vRealize Network Insight ©TVMC SDDC T2 54 T4 Dl EZ B TEET,
RIS, WD DORRITUDEIERLET,

VMCSDDC I T 4T« 7N o1V L]

NSX Manager vmmc sddc where NSX Manager VMC SDDC [CBERIF 5N TS NSX
Manager Z-RLUET,

NSX Manager ® FQDN vmc sddc where NSX Manager VMC SDDC BA® NSX Manager @
Fgdn FQDN #RLU 7.

NSX Manager D754 X—k IP 7 KRR  vmc sddc where NSX Manager VMC SDDC B®» NSX Manager 7> A
Private Ip N—hIP7RLVRERLET,

NSX Manager /X7y IP 7 RLR vmc sddc where NSX Manager VMC SDDC B® NSX Manager @/87 1
Public Ip v IP7RUVRERLET,
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VMCSDDC I 7474 $oINV oy L]

250 vmc sddc where Name VMC SDDC D&#iERLET.

184 1D vmc sddc where Org Id SDDC »Ed %48 ID £ RLE T,

1E vmc sddc where Org Name SDDC nEd 2#aERLET,

J—g> vmc sddc where Region SDDC BEg&=hTWd AWS U—2 3>
ERLUET.

vCenter Server ® FQDN vmc sddc where VC FQDN VMC SDDC A vCenter Server

FQDN ZRL &Y.

vCenter Server Manager vmc sddc where VC Manager VMC SDDC [CEEERFIFSNTLND
vCenter Server Manager #;xL £,

vCenter Server D754 X—K IP 7 RL vmc sddc where VC Private Ip VMC SDDC B» vCenter Server D75
2 AR—=KIP7RLRERLET.
vCenter Server ®/X7U v IP 7KL R vmc sddc where VC Public Ip VMC SDDC H® vCenter Server /X7

Uy IP7RVRERLET,

Ry — 1D vmc sddc where Vendor ID VMC SDDC @ ID #RLE9,

AWS T 5 15 4 [EIF VMware Cloud on AWS

VMware Cloud on AWS NSX Policy Manager I[CBETAI T4 T 415, RDEHYUTY,
B NSX Policy Manager Data Source

m  NSX Policy Manager

B NSX Policy Firewall

B  NSX Policy Firewall Rule

m  NSX Policy Segment

B NSX Policy Based VPN

B NSX Policy Group

E: NSX-T 2.4 XU VMware Cloud on AWS 73 vRealize Network Insight @57 —4 ¥V —X & LGB
ENTWSIEHE, VMware Cloudon AWS T2 57« 74 BB T 5ICIE. /T T SDDC type = VMC &LV
T4 NG EBMTIVENHYET, f=&2(E VMware Cloud on AWS DR > — X=X VPN #—&XRRT
5|21, NSX Policy Based VPN where Tier0 = ‘’ and SDDC Type = ‘VMC’' ZANLE7T.
VMware Cloud on AWS TV T 4 T« [CBETHY V TIRRITVICE. ROLOBHDBHYET,

B VMs where L2 Network = '' (L2 Network -> NSX Policy Segment)

B NSX Policy Based VPN where TierO = ''

B NSX Policy Based VPN where Local Network = '' (Local Network of Policy Based VPN

Rule)
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B NSX Policy Based VPN where Remote Network = '' (Remote Network of Policy Based VPN

Rule)
B  NSX Policy Group where Translated VM = '!'

m VM where NSX Policy Group = ''

~

NSX Policy Manager 12, F7I—7& /13 IPSETS ZH/R— L TWERA, TD/®H, NSX Policy
firewall rule where Indirect = ''" ¥/2(E NSX Policy group where Indirect
= "' BREDKRRITIINTENTY.

=mEEITY
Tl BEARIIYOEE N DRELET,

gBENY—>D7O0—- 4TV
Fo5tr s —ELEYA NRGOAT RS T v s (DCI U Y o)

]
sum (bytes) of flows where ( Dst Manager = 'abc' AND src manager = 'cba') OR ( Dst
Manager = 'cba' AND src manager = 'abc')

s &FVTIEP h3T74vs

B sum(bytes) of flows where Flow Type = 'Src is VTEP' or flow type = 'Dst is
VTEP' VTEP traffic grouped by VMKNIC

B sum(bytes) of flows where Flow Type = 'Src is VTEP' or Flow Type = 'Dst is

VTEP' group by ip
n ZOMODEERINS T4 v D

flows where Flow Type = 'Source is VMKNIC' or Flow Type = 'Destination is VMKNIC'

EHEIN—TRFICEAT S 7A— oY)
m V—REEI U TEDERA IRV NI T v Y
sum (bytes) of flows where Flow Type = 'Internet' group by src vm
B BFNA M EDEMAR—
sum (bytes) of flow group by port order by sum(bytes)
B =T VIPEREENENST T4 v R)a—LATEDLEUAY TRy b RT

sum (bytes) of flow where Flow Type = 'Routed' group by Source Subnet Network,

destination subnet network order by sum(bytes)
. BERT NA M EDRET S DER

sum (bytes) of flows group by src vm , dest vm order by sum(bytes)
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B BENA AT ED Y /MRS 2 /R— b

sum (bytes) of flows group by dest vm , port order by sum(bytes)

FrNTADORBEBBYVEHAP U JICETS7A— oY

B ESX TUIN—TEIN/=FTNTD vm-internet/internet-vim b5 7 4 v I DEF/NA +#§ (Palo Alto
—ERRET DA )

sum (bytes) of flows where flow type = 'internet' and (flow type = ' src is vm ' OR

flow type = 'destination is vm ') group by host order by sum(bytes)
n —HILZT7A-CHLTEHENEIS T4 v IDFRF (Palo Alto Y—ERRIET D8 A2 0)

series( sum(byte rate)) of flows where host = 'ddcl-pod2esx012.dm.democompany.net'

and (Flow Type = 'Source is VM' OR flow type = 'Destination is VM')

7TV —2 3 TRIDITY
. BEOTTUT—aroRET
VM where application = 'CRM'
. BEOTTUT—arhol—T 4 IPREINZTO—
Flows where source application = CRM and Flow Type = 'Routed'
. 2EEROZO— (—AHRA)
Flows where src tier = 'App' and Destination Tier = 'DB'
s 2REEOZO— (—FHm)

Flows where ( src tier = 'App' and destination Tier = 'DB') OR (destination tier =

'App' and source tier = 'DB')

k<> & ESX TRILDITY
»  Prod -Midtier-1 R >0 7A/8F 4 (MAC, IP 7 KL R, hZ &)

CPU Usage Rate, Network Rate, Memory Usage Rate, mac address, ip , vxlan , host of

vm 'Quality control-VM26'
. REIUVHEDPRRDRY NT—0 £TAH
vm group by 12 network
n REIVEDBERDT AT
vm group by datastore
m VvSphere N—2 3> TEDRA K
host group by version

m  VvSphere EJNRITEDRR ~
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host group by 0S

B BEDUCS v —2DAAY MMIERBEENLZIRTORA N/ TV—REDRFEEBYS Y (RAMENIT
)

vm where host in (host where Blade like 'sys/chassis-1")

B oTY : —RREF v /N> T 4
m T V—R¥:
count of datacenter
m DRI
count of cluster
B KA
count of host
n REATS U
count of wvm
. Ry bT—OH

count of wvlan

EFl7zoT - I—Fh
m 7543 arhA-3Z&0D VNI
vxlan group by Primary Controller
n JONAY Ty 3DIL—b
routes where vrf = 'Provider Edge 3'

s DMZDLR ®DJL—b

NextHop Router of routes where VRF = 'LDR-DMZ'
B BESINEN—F—FERIRAN Ry TELTEDIL—F

routes where NextHop Router = 'California-Edge'

@EHEoTY : 774704 —IV Ib—)b
n 2E80RERUVEOTZ AT U=V IL—Ib

firewall rules from 'Prod-Midtier-1' to 'Prod-Db-1'
B ANY V—XREEDIL—II

firewall rules where Service Any = true

n BEOIN—IILOREY
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vm where Firewall Rule = 'Prod MidTier to Prod DB - DBService '
n EFEOR—-EDBHFAAENET 7470+ =)L =)L
firewall rule where action = allow and service any = true
n BEODT77AT I+ I—IVICEy bTBHT7O—
flows where firewall rule = 'Admin to Prod and Lab - SSH'
. CRATLARADESENALTO—
flows where firewall action = deny
m T—bUzA T7ATUF—ILDRER
Firewall Rule where firewall type = 'GatewayFirewall'
n DT FATIF—IDRTR

Firewall Rule where firewall type = 'Distributed Firewall'

EREZOITY : — VB NS T 0w NF—=2

m  East-West 8LV North-South D bS5 7 4 v o8 RAVFEINERST T4 v 7D, BEEESNEZNS
T4y D BILURETL VBORS 740y 78

plan security in last 7 days

EFEITY : £Fa2VUTa L ADSDRST 490

n FRTYT 4T RET S O
top 7 vm group by name, Vlan order by sum(Total Network Traffic) in last 7 days

B STV IEDENDORY U=
top 7 vlan group by Vlan id, vm count order by sum(Total Network Traffic) in last 7
days

n ([FEAEDBEN VLAN ATRET S BT 74704 —IVELR L3 ERE-BAZ) Ry b7 —2

top 7 flow where Flow Type = 'Switched' group by Subnet Network order by sum(Bytes)
in last 7 days

n (FEAEDBEN VLAN 2%/ MBI 747 04— )V TRMVRY VOBBEEECSESAREMENDH D)
FybT=2

top 7 flow where Flow Type = 'Routed' group by Source Subnet Network, Destination
Subnet Network order by sum(Bytes) in last 7 days

n ESNEBRETHRETS

top 7 flow where Destination Country != 'United States' group by Source VM,

Destination Country order by sum(Bytes) in last 7 days

n ANV UBEOFGRERLLEOTVNDET—FRALT
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avg (Read Latency), avg(Write Latency) of top 7 vm group by Datastore, vlan order by

avg (Write Latency) in last 7 days

EFZoTY - a>TSA4 7 R/ME5EH
m fEEEMHOH S OS DM

vm where Operating System like 'Microsoft Windows Server 2003' or Operating System
like 'Microsoft Windows Server 2008' or Operating System like 'Red Hat Enterprise
Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or Operating System

like 'SUSE Linux Enterprise 10' group by vlan, Operating System
n [EEEDHD OS D

count of vm where Operating System like 'Microsoft Windows Server 2003' or
Operating System like 'Microsoft Windows Server 2008' or Operating System like 'Red
Hat Enterprise Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or

Operating System like 'SUSE Linux Enterprise 10'
B HOOS [CLAHEXRBZDOEET

vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise

Linux 5', 'SUSE Linux Enterprise 10')) group by Vlan

count of vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise

Linux 5', 'SUSE Linux Enterprise 10'))

E: MEMOHD OS THEEIND T 7AT70+—IL IIL—ILEREBTBICIE. Mige/ia OS #R#ET H/=0IC
WRINDZT7AT7 04— )L IL—ILEBBL T,

e IR

FEEREICKY., BRULCHREEZIFRBEEOICTFAMTHRRIIY EZRITTEET, BE 24 KRE., BX
SHEGEDERMBZBED YA DS BIRTEET, SoI1C [AKI AT aVEFERALTHEDAREZIEE TE5(Z
. [EE] A7 a EFERLTHEEZIEETEET,

BREHER

RFEFERE@ICE. BEDORRIZ—HT S, BMNDI T4 T4 DEMI) A MDRRENET., BERBEEKICIE. TV
TATADYRN, MeTAH7ANT 4. REBRERVALZDD 7 72y MR EDZIRITHIEZBERNEENT
WET,
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REBEROBIVNIVEBRALALVAVALZALZYULT BEDI Y M ICET SFMBERERTTHLBTER
T Fl RRIEICBHMZEERT DI EHAETT.

™
x -

RO, BEDH DEFRIC

REFEROCI VT A TADBEEADEEDTONT A ERSA > T BE. ZOTO/NT 4 ICEET BEEMIERD
V=)L FyTERRTEET,

ks whers Num Vs = 0

%19 B num vms > 0BV ITI(CKSD. VXLAN OBRBFRERLTWNET,

Shawing 12 results for Valan with filter Num ViMs > 0 at

1 {5

2 5

¥ NSX Manager [

¥ Scope

T4

VMware, Inc.

¢ 12 entithe

=)

® 0 0 0 0 0 o

5

Siteb-Aundh-1.
Humber of WMs
3

Siteb_P-seattle-vadan
Humber of Vs

Mumbsr of Wi

Siveb-pashan-is-1
MNumber of ViMs
2

Steb_P-transit-vidan-2
Mumber of Viis
2

Siteb_P-transit-widan-1
Mumber of Wiis

2

Siteb-Transit-L5-1
Mumber of Whs
1

NEX Manager
10.19717.114

NEX Manager
1019717229

MNSH Manager
10.197.17.229

NSX Manager
10.197.17.114

NSX Manager
1019717114

MNEX Banager
101¥7.A7229

MSX Manager
1019717229

NEX Manager
1015717114

Sope
Glabkal

Stope
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