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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases

:|l
"Resource": [
Wk

"Effect": "Allow",
"Action": [

"ec2:Describe*"
:| r

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

:| r

"Effect": "Allow",
"Resource": "*"
"Effect": "Allow",
"Action": [

"organizations:ListAccounts"

]I

"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "<Role ARNs>"
}
]
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

] 4

"Resource": [
"woen

"Effect": "Allow",
"Action": [
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IP 7 RLR/FQDN IP7 R REMIE FQDN O lE AN L ET,

dA—H—% ZDT—F V—RIERTHI-HF-—REANLET,
NRT—R NRT—REANLET.

(&i 220Uy o LET.

[ZvOF—L]THFANRY ORI, T—F V—RADZv I R—LEANLET,
FT23y) BECHEULTLE] TFRAN Ry I RICAEZBMTEET,
XEl &2 v o LET,

~N ()] ol £
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Arista X1 v 3F SSH D3ENN

vRealize Network Insight Tl&, Arista R4 vF SSH #7—% V—XREL TEMNTEET.
BIIRSM

LUFOERNH S Z &R LET,

. SARUERI-Y—,

. GARUER SNMP 1—H—,

FIE

—

[RE]EEC. [THUYheETF—8 V-1 &IV vILET,

2 [V-RoEMml 2V v o LET,
3 W—4%—&RAyF] T, [Arista R4 vF SSH]1 &0 ) v o LET,
4 [#FLW Arista R4y F SSH 7 AU bELIFY —XDEM] BET. XROBTHREHEELET.
FFoar Tovary
absy (FOoxy) RE<T > RAYTFIY AZa—mh5abL s REYS VEBRLET,
IP 7 RLR/FQDN IP7 L RE/IE FQDN O lEZ AL ET,
E: ZORyFEERT BICIE. VMware NSX Manager TERLAZHOERL IP 7
KL ZX/FQDN £ AHT2HEDBHY LT,
a1—-¥-% A-H¥—-FEANLET,
NARAT—R NRT—REANLET.

5 & Z20Yv o ULET,

6 7 ay) KVUEERT—IREEZEMCTDIZIE. [SNMP OFER (FEHLRT—YIREICHE)] Frv s
Ry OoRE0) o LET,

7 [ZvOR—AlTFANRYIRIIZvOR—LEANLET,
8 (H7vay) [/—HMTFTFAMRYIRIZIFE. BEICIGCTATEEZENTEET,
9 [ZEEIZVUvILET,

Dell OS10 R4 v FDEMN
vRealize Network Insight [Z Dell OS10 25 —% V—X&E L TEMTEE T,

RIS
HR—bHRD Dell R4 v FOFMBICDONTIE, [TR—PHROBERBEN-D 3] Z2FBLTILEEL,

Fl&E
1 [REIEET. [THOoYbET—4 V-R]EVUYILET,
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2 [V—RDEMl ZVUv I LET,
3 b= —BLUVRAyF] FIL—TT, [Dell OS10] &4 v o LET,
4 [FHLWTAHD Y MELRY —ADEM] BET. ROUABBFREEELET,

AFar Toar

abosRERS > RAYTI I AZa—phoab s RAYS VEBIRUET,
IP7 KL ZX/FQDN IP7 R R&EE FQDN OFBEANLE T,

aA-¥—-& A-—Y-RBEANLET.

NRAT—R NRAT—REANLET.

5 [®iEZzsVvILET,
BREEFRHILELE EWD Ay - BRRENET,
6 SNMP F£/237—FINEEZEMITTSITIE [SNMP 2{ERA] £2RLET,
7 [ZvoFx—LITFASRYIRIZYIR—LEANTLET,
8 [/—HFITFAMRYIRICF BEICISLTAEZBMTEET,
9 [EE]Z/VvILET.
RORTy T

Dell OS10 R4 v FTOT L A MUDFME

Dell OS10 XA v FTDFT L A MU DAL

Dell OS10 R4 v FTT LA MU ZEB#ICTSE. Dell R4 v F TNy 7 7#eHERE NS Vv F I EHKET S
ENTEET,

AR

Dell OS10 XA v FDiEM

A4y FHSEKREZ(ET S L. VRealize Network Insight AL 2 IFEEESNAER— LTy FERET S
M Ny 77UV TLET,

HIERE SR LU TATRENKENVEZDIT/NY 77 A4 XPBEMLTNIBEF. BEROREMETT M 741
AT IRNIHBZEMHYET, Dell OS10 R4 vFId, gRPC ZFERALTIDLDMEA M) v I BHRETRBLE
7. ZOIEHRIT vRealize Network Insight THERETEEd., INICKY. Ry N7 —JDEBENRETRELE
AREMNH 27 TV T —2 a2 DINT 4+ —X V ADBBEEZMTE2LD(LRY, BENT TUr—aryEry b
D—0CBA28EHL A7 VT4 JICHERTEET,

FIE

¢ DellOS10 R4 wFTROAY Y FERTTLET.

telemetry

enable
|
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destination-group dg03

destination vRNI Collector IP 50000
!

subscription-profile sp03
sensor-group bgp
sensor-group buffer
sensor-group device
sensor-group environment
sensor-group interface
sensor-group lag
sensor-group system
destination-group dg03
encoding gpb

transport grpc no-tls

source-interface ethernetl/1/1

RS

vRealize Network Insight AL 2 %2, Dell OS10 R4 v FHLSRDTL A M) IFEREINELET,
m  per-port egress unicast queues

m per-port egress multicast queues

m  per-port egress service pool

m per priority group ingress shared headroom

m per service pool ingress

RORT T

RONTNDPDI TV EZRITLUET,

B show ports where metric > X in time range

m  show switches where metric > X in time range

B  port show metrics in time range

B swicth show metrics in time range

B show switches where at least one port metric > X in time range
EFNETNDAXR B RUHEINET, ] - switchPort Buffer Threshold Exceeded Event,

F7=. Interface Peak Buffer Utilization * hU v 7 Zi&FL T, BEREENMET LAEBREEBETHIEDHTE
3

Huawei 6800/7800/8800 < 1) —XMi&N

vRealize Network Insight (2#%t® Huawei Cloud Engine > —XZ&HR— L TWET,
AR RN

A—H—ld PHL ELHEHIRYERPLETT.
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FIE
1 [REIEET. [THOYET—5 V-R]EVUYILET,
2 [V—RoEml sV v o LET,
3 =% —8LUVRAvF] T. [Huawei 6800/7800/8800 1) —X] ##IRL £ 7,
4 ROBEBREANLET,
ZFans4 L
absy (A RETS TOFMRER VEROYTYOY AZa—DPoBIRLET,
IP 7 kL RX/FQDN IP 7 RLRE7E FODN Oz AN LET,
Username ZDT—% V—RIERT - —BEANLET.
Password NRAT—=REANLETS,
5 [l Z2YVvyoLET,
6 T—HREDEHIZSNMP 2B/MICT 55E(F. [SNMP N—232] £28IRUET,
a [2c] OFEIF BETSHII 22T XFINEANLET,
b 3] DFEEF. RDESICANLET.
m  Username
m  Context Name
®m  Authentication Type
7 XEIGLT, [Zyox—AL]l L [AE] ZHEELET.
8 [E{FElZ/VYILET.
RODRTy 7

Huawei /31 R £713)L—% —Tld. vRealize Network Insight DR DIEREEFERTE XS,

RAE< S UE/NX

R~ > 7205 —bA bROD

Huawei )l —% —F /=3 RA v F ¥y raR—R

ARV Y ALy F R—bBRON—F— A2 F—T AR AU D
&y amR—R

m  Huawei L =% —F/ERAM v F

m == AVI—TAR

m R—FFrxI

B RAvF R—F
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m JL—h
. SAAY I M-LAG (RAFov—2 UV O&H) & VRRP (REBI—4—TKZ7A ML) ZHKR-b
n RE

s Huawei ® VRF (RIEE/L—T 1 > JE X VERX)

s Huawei DI —49— A& —T (4R

s Huawei DRA v F R—b

s Huawei ®R— bk F+ I

=  Huawei ADJIL— bk

m  Huawei NetStream & —% DESR

Cisco ACI MiENN

Cisco ACl &7 —4% V—RELTEBMTEEY, ZDHEEL. Enterprise S4A R A—HY—DHMBERTEE
ER

AR SR

HTTPS 2@ ®d APIC 22 hO—3 REST API (LK T 7200, IRXTDT T2 MADT U ERMEE. Fid
B ERERNPLETT.

m SNMP DiF4&. 5iAHlYU ERERNSVLETT,
m ROERZEHEODO—HI I—H— O—-IDHhDLEHALET,

|
g

m EFaUToq BASLY FART
n O—)l: EEE
m TR HmARY

Cisco ACI ToO—AH)L A—H—DERAERICD T, [Cisco APIC Security Configuration Guide]
@ [Access, Authentication, and Accounting] 4> 3> &E8RBL TS EE0),

Flig

1 [REID[THObET—F V—X]EET. [V-RADEM 25U v I LET,

2 [ZoDftt] T. [CiscoACIIZ2 Uy I LET,

3 [EHLWCisco ACI 7h DY bEEIFY —ZADEMN] BET. HEZEREZREELET.

*Tarv FTorar
absy (FOo+y) /REY Y ROy TEYy AZa—m5ab s RBT VEZRLET.
IP 7 RLRX/FQDN IP 7 RLRE/IE FQDN OstE AN LET,
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*T7a> Toar
1% A-Y—BEANLET.

Fr A—Y-—DBRAAS Y AP -DBEE TP —RZDHIC apic: ZEBMTILEND
VET, L - —&M userl T, A—HF—ME XA domainl ILBL TV Si5E
[, 1—Y—%% apic:domainl\\userl DL I IHEELET. RAAM VB TREAXFE
ENIFDEBIENET,

NRRT—R NRAT—REANLET.

AL YRBT VERRLET,

OSRAIADAPIC O +A—Z5DIP 7 FLREZRBELET,

i ACI 777Uy s OEHORA v FEEMT SLERHY EtA.
I -RARREEELET.

m VvRealize Network Insight (2. ERID XA v FMHS SNMP ZNLTA MY v TS ZINELET,
ZDZRVEBNCTSICIE. [SNMP Z2EA] 2#IRLET,

4 [#%ill%&2vJv o LET.

5 T4 V-RD[Zvix—L] L [FAE] (BHBHE) ZANL. [REIZEZ/UVILET,

NetFlow & U sFlow AOYEE7O0— aL 4 DB

YIE7O— L& %EBML. sFlow LU NetFlow La— RV 05IC7y 23 5LDCRA v FERE
THIENTEELET. NetFlow £7=(3 sFlow IERSNS AL IV RET S VIZ. EROALV Y TY, T —
& V—=RIERATHIELEETEERA, DT —% V—RESSICT7OFL ¥—/NTEBMLTH, sFlow &
NetFlow O#E-70— L4 ELTIHMERTEE A,

Flg

1 [BEIEEO [THAYNET—5 V—R]ZV UV ILET,

2 [V—XoEemlZsVy o LET,

3 [7o—]T. WE7O0— alL &% (Netflow. sFlow)] €2V v & L£ET,
sFlow (3. #EBOL VY TOHZIFANSNET,

4 RECGULT [Zyox—L] E[AE]ZANLET,

5 [XE1&2sVvoLET.

R

& : VRealize Network Insight (Z sFlow /%%y b 2 TIVEIRET 7=, 7O0—DEEHEA M) v I(ER
RTEEHA.
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RORTy 7

JO0—&YB7O0—- b UF(ICTvadTBEIICRSA v FERELET,

B %85% (VRealize Network Insight TELZaL 2% IP 7 RLR) #F&ELET,
m O QLI IDR—bEFRELET.

m R—UYIREREIVHTET,

E: BREFEER BRETDIRAVFICL>TRAVES., FHHICDOVWTE, RBORMyFDORFa AL NESR
LT<7EE,

vRealize Log Insight MiBH0

VvRealize Log Insight (&, NSX A XY PR ELALZLEEIINSX O EZHHITUREL £, =7/ZL. vRealize
Network Insight (£, NSX 5 10 A& ICT—2ZWELET., LM > T, vRealize Network Insight [Z
vRealize Log Insight ZBMT 5 &, A X2 MEREFEE T ITRRICANY MEREZMBTEEHLDITHRVET.

vRealize Network Insight & vRealize Log Insight D#&IRIE T3, vRealize Log Insight [Tk > TEBREN
%7 Z— k5 vRealize Network Insight TERENET, X2 VUT a0 JIN—THBERELEIEREIND D
[Z. NSX oo 475 vRealize Log Insight [CEfEE. L7 Z— MR ESINET, 75— MEZELE
vRealize Network Insight (&, £+ a2 VT« I —THERE N7z NSX Manager #R—1J 5L, BEEIN
TeFaUT4 I —TICDOVNTHIET BT Y EWMELET, REZDOHETIE. BFa2UT1 JIL—TD
CRUD BB:&7 5 — hDHMBYR—bEINET,

vRealize Network Insight THR— kN TL\% vRealize Log Insight ®/X—2 53> DU R MIDWWTIE,
VMware SR DOHEEERMET M v I XESBL T EE L,
FIE

1 vVvRealize Log Insight @ APl N7 &t X#E%$#D vRealize Log Insight 2—H—%/Em 3 5. BFIA
LET.

2 [AVRM=IVEYR-NEET. [THhO T V—R1E2OUv I LET,
3 [V—RDEM EZ2UvILET.
4 [BF H—N]OFD [Log Insight] #2U v o LET,
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5 [ELWLogInsight 5 —\DT7ho Yy bEEIZY —REEN] BET. BEYA MLOW#ICHD [FIE] 20U

v LET, RyT77v 7T 94> R, vRealize Log Insight ¥ —% ¥V — X &BINT HEOFHESR ML,
vRealize Log Insight T Webhook URL #FICT 3 FIENRRINE T,

Succesfully Added Log Insight Datasource!

Webhook URL:
https://webhook_user:YIc13&X26@10.153.188.118/loginsight/alert Copy I

Next steps:

1. Copy this URL.

2. Log into Log Insight with the credentials used for adding this data source.

3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.

4, Search for "vRNI",

5. Select All vRNI alerts and click "Enable".

6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

H: T8 V—RAOEMEICERENS Webhook URL (Z vRealize Log Insight TERENET,

6 WELFHFHBEREANLET,

&8 PtEA

Aoy (FAF) REYY Y FToYRETOCRBICERLAT—% ALIIDIP 7RV RERIRLET.

IP 7 KL ZX/FQDN T— V—RDIP 7 RLREKF FODN 2ZAALET,
a1-¥-% BEDT—49 V—RIERTEI-—Y-REANLET,
NRT =R T8 V—RDNRT—REANLET,

EH e Au VAT 4 IBE LRI T 2R TANA T EBIRLET,
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7 T8 V=ABMERENBE Ry TT7v T D42 R, Webhook URL & Z® URL # vRealize Log
Insight TENCT B/=HICRTTHIVEDOHSHFIENRIENET, Webhook URL #aE—-LEd., 2D
F—4 ) —RADBMICERINZRAFEREFERALTOS A4 LET. VRealize Log Insight 7 71U 4o —3
3 TT7o5—hEBMICL. 20O Webhook URL Z8ELET. TAS 75— hZEXELT. HEDEINL
el EEHERLET,

| Help - Adding a Log Insight Data Source X

Guidelines before adding Log Insight data source

1. Log Insight version 4.5 or higher

2. Auserin Log Insight, with access to Log Insight APIs.

3."vRealize Network Insight Content Pack" installed in Log Insight.
Version dependency matrix

vRealize Network Insight Log Insight version(Oldest vRealize Network Insight Content

i version supported) Pack

3.8 4.5 10

If all the pre-requisites are met, please proceed with adding a Log Insight data source
1. After the Log Insight data source is added, a webhook URL will be generated. Copy the URL.
I 2. Log into Log Insight with the credentials used for adding this data source.
3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.
4. Search for "vRNI".
5. Select All vRNI alerts and click "Enable".
6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.

& vRealize Network Insight @ vRealize Log Insight 7—% YV —XICRRENB 7> — M, 1EBBT
BRENET,

Infoblox MEHN

vRealize Network Insight T(Z. Infoblox Grid # DNS 7—% 7ONA 4L L GEMTEET,

Infoblox DNS (3. DNS #EBE L UFHIEHT 272005 ELRY ) a—a EZRHLUET. £/=. Infoblox Grid
ZERALT, Ry b7 —02&ChZURTAMEOE L DNS #23RLF£ 9, Infoblox 5D DNS F—# (%, vV —
REEEFEIY =Ty bDIP 7 KLU RDPYEBTNA XIZEERM(FSNTWRIBEIC, 70—%58bd 5B TDHER
ENET,

Infoblox @ DNS =% (&, CSV £FRLTA 2 R—bEN/ DNS T—4 LHFLET.

aL 24T Infoblox D DNS 7—% V—XEHETHHEF. RLAL IV EICHIMMDT—4 V—XBHERET
=%F79, Infoblox ERD OV I IIHEHY FH A,

[(ZEHE]

m  VRealize Network Insight ®O&#J ) —XTld. Infoblox [CL T 7L Uy R E—RDHEETR—
FLET,

B BHUYU—XTE ALI—ROHDBYR—bENTOET, HFALVI-RERETYR-—FESNTOERA,
s DNS O#fk(d, IREDVY —XTYELELTIY—IENTNSL IPT7 RLRICHLTOHTIR—FENET,
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n BE—OYE P 7 RLRCHLTEHD FQDN D3H 515E(F. 3XTDHD FAQDN iRENET,

FIE

1 [BREIEET. [THOYET—5 V-R]EVUYILET,

2 [FHLWY—ROEM 22Uy I LET.

3 [DNS] OTF® [Infoblox] #2Uv o LET,

4 ROBBEANLET,

% 3-5.

pA=AC P HeeA
Collector VM ALUIRIER S Y E ROy TE DY AZa—D5ERLET,
IP Address/FQDN Infoblox Grid @ IP 7 KL X/FQDN £ AL £,
Username BEDT—4 V—RIERATELI-—TF—-REANLET,
Password NRAT—REANLET,

5 [#iElZE22VvoLET.
F: Infloblox API IC7 2R3 %7/=8MD API Privilege B2 &R LET.

6 T V—RD[Zvox—L] £ [AE] (BBHEE) ZANL. [FE]1ZE2) v LT Infoblox ® DNS
T—4 V—REREIEMLET,

F5 BIG-IP MD3EN

vRealize Network Insight T, F5 BIG-IP D)L —% —E LU0 — K NSO DEEENYR— cENET., kEE
T UVBENR BRAM. VRF. b=k W= — A F—T AR RAYvF R—br R—bk F¥rxIb. XAy
FAR-—bAMJYY VRFF Y aR—R RAVvF FyviaR—R I—F—FviaR—-REEDHKEEY
R—bLET, FEBIG-IP T T4 T« 28R TSH5HEE. VT UXFY F5 BIG-IP Data Source ZfFHALF
9. VRealize Network Insight (3. RIE< > /XA D LLDP RA N—FZI3BET NI X &Y R—FLEHA,

F5BIG-IP &7 —% V—R&ELTEMT BIC(E, ROFIEEZRTLET,

AR S

B I —([CERDODPLETYT,
B Guest A—Jb, LB ITNRTON=T 123 V([T T HHAIY FHER.
m RESTAPIND7 €A,
B TMSHS—IFINTIORANDT VTR,

B FNARTSSH #BMICLET,
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SSH @ password authentication ZXDEDICEMICLET,

x

m SSHD EBRZEZET SHICE. root FAIFEEEO—ILOEREFERLET,

m VvRealize Network Insight T F5 BIG-IP 7—% V—X%&EMT B & &L root A—H—1ERZEZFERL

IHWTLZE N,

m root A—H—[ZIF HTTP 7 XtEEIHY EH A, root I—Y—1ERIZ. EEBEMNTERINET,

[root@bigip:Active] config # tmsh
root@bigip (Active) (/Common) (tmos) #

edit sys sshd

## Adding the following configuration ##

modify sshd {
include ”
ChallengeResponseAuthentication
PasswordAuthentication yes”
}
E
Save changes? (y/n/e) y
root@bigip (Active) (/Common) (tmos) #
root@bigip (Active) (/Common) (tmos) #

root@bigip (Active) (/Common) (tmos) #

sys sshd {
include ”

ChallengeResponseAuthentication

PasswordAuthentication yes”

FIE

—

[V—XDEMml 22y UET,

A W N

ROEREANILET,
PA=lAvat
absy (FOo+2) /RETS Y
IP 7 RLZ/FQDN
Username

Password

no

save sys config

show running-config sys sshd

no

[(RE]EET. [THOoYbET—5 V-R]EVU VI LET,

W= —BXOXAvF] TI[F5BIG-IP] Z#IRLE T,

Bt BR

TOFRER I ERAY TV AZa—DPOBRLET,

IP7 R R&E/(F FQDN OFBEANLET,

ZDT—4F V—RIERTIHI-HF—-L2EAHLET.

NRT—REANLES.

5 TFRAMRYIRCEREAALELS, Wil €Uy I LET,
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6 T—IREDLDHICSNMP Z2H/3(CT BHAFE. [SNMP N—2 3 2] ZZRLET,
a 2c ZERLBEIE BEST LI 22T 4 XFINEANLET,
b 3ZBBRLABEER. ROLIICADLET,
®  Username
B Context Name

m  Authentication Type

F: F5BIG-IPA—Y—A424—7x2A4RaY—I)IVTSNMP 25RZELTHEHE&HERLET,
a F5I1cOZ4 L%,

b [XTA]-[SNMP] DIEIC#EEILET,

c [SNMP]-[IZ—=2 xR -[7oEX (V. V20)] DIEICBELET,

d IZ2=ZT74DXFHEANLET,

e EETIP7RLREAALET.

f HARVERT7I/EREZRRLET.

g &Tl1E2sJvoLET,

7 BEICGLT [Zyix—L]l E[AE]EEELEY, EEI 20U v I LET,

ServiceNow DB

ServiceNow #REEBET -4 X—X (CMDB) (. V7 Iz 7BLUON—RITT A VT7SRANSOF v I(CEAT
BIEHRO. T LI —RADTATABDOBERICET 23 BET — Y ERETE2HDT. 41 R MNUDEEICH
AT3. ServiceNow #t&#%EMRT 5 L. VRealize Network Insight (Z& o T ServiceNow CMDB TR
BERT TU A —2 3 U E N, E#E vRealize Network Insight (SBINT 52 EMTEET,

CMDB n#i=

EARIC. CMDB O#RIZRDEHBY TT,

B BRTATAL: PRATFTARDIVT 4 T4 &/ Fa0R— b, Bl aVE2—%. AAvF. $—ER 7
TUr— 3 =/ RETIURE,

. BR:EBETATLRBDY Y OELBBEDS AT, Bl KTFER. BTk, T O L,
BERT AT LAICRBERFADAF-IBHYET,

n BRTATA ISR :EEBRTAT LR ZOTONT 1 E2EET D7 RCHEERMFTONTVWSIREDNHY F
ER

n BRISR:BERTATLBOBROS A TEEELET.
BADYZREWRL T, 7ANT A EEBMLEY, TANT A EHRIIAALIEYT B ENTEET,
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ServiceNow (3. 77U —> 3> Y—EREYR—-—LET, 77U — a3y U—EREEG. 77U —2 3
VERRASPHEERIN, Ty bELTH—ERERBTZ2HDENWNET, ServiceNow Tld, 7 7Usr—2
3> H—EX%E APl Z AL TFETHERLEY, T—EXITVEVJICK>TEFMITKRELEVTHZENT
2FET, N7V o= 3133 RT. ServiceNow CMDB [ZIREFEESNET,

ServiceNow 7—#4 Y — X% vRealize Network Insight IZiB/19 % &. vRealize Network Insight (Z& U
ServiceNow CMDB #7 7 A IV DO T A T LAEBREB 7 T v FENET,

Dependency
lIH%IIl

Fetch the configuration
Items and relations using
REST APIs from ServiceNow
CMDB and store In
VReallze Network Insight

Full fetch and deita fetch

Approach for Application Discovery

Application :
lIHHEIl lIiHHIl

Define tiers by grouping common
configuration rtems.

Example: All configuration items of
type Web server form Web server
Tier.

Using relationships,
traverse from an
Application entity up to
the compute layer entity.
Example: Linux Server,
Windows Server.

77 # )l ~ T vRealize Network Insight (3—EDBIRTTF—49 %7z vFLET,

B RBRETIOT7zvFE>REBEILICITON. INICKYU, CMDB R TEEEINALISADITARTOL O
— KRBT zvFENET, Tl TV -REEBMELEBEFHITDHELEICORLBT v FHTONET,

B ENT7IvFE2HATEICRTEN. CMDBHERTEESINTWS IS RDINTOFLIWW I—R, BEFX
nrzba—REBIRENZLO—-RPT7 2 v FENET, vRealize Network Insight Tld, 2—%— 124

— 714 RICTNED

X

HIBRDT 7 + )L MME

R

maxAppsPerDataSou

rce

maxTiersPerApp

maxMembersPerApp

maxGraphTraversal
StackSize

maxResponseAppCou
nt

VMware, Inc.

L]

TV RN BELYDRRT TV Tr— 3>
#.

TIVT— a1 BHEEYDRETEDHRED
BRAH.

TIVT—2ar 1 BEHIUDRFETED AN
—DEKRH.

I57 hIN—HYLNTEASNDEGRS v I D&
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ServiceNow DB

F—% YV —R& LT ServiceNow % vRealize Network Insight [ZEMML T, 77U —> 3 EBEDSHRZ
nBTEET,
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FIE

1
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[CMDB] T. [ServiceNow ] Z#ZiRL £,
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Network Insight [C& > THREEINZDT. Zh% vRealize Network Insight IZIBINL £3, SHEICDWNTIE.
BRHEESNEZT TV —2 3 0DBMESBLTSEZS,

VMware, Inc. 67



vRealize Network Insight 0

F74+) b CMDB #7711

vRealize Network Insight (&, JSON FERX DR T 7 1 L &ER L T, ServiceNow DA RF I A XEPR— K~

LET,

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": false,
"ignoreWorkloadCheck": false,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci service discovered"

1y

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": true

"name": "relationshipTypeClasses",
"value": [
nmxn
]I
"valueType": "CI_VALUE",

"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
I
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
I
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
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1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [

1,

"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

s
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"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

i

"relationship": [
"relationshipTypeClasses"

i

"priority": 5

i
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"workloadCIClasses"

i

"relationship": [
"workloadRelationshipTypeClasses"

i

"priority": 5

vRealize Network Insight BOZEENRETHE. TRTODT TV S5 —2 a3 DREBT—IDTITvFEB

BIC30 92l &DhHYET.
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Zh(Z& Y. vRealize Network Insight 78 ServiceNow T7 U4 —2 3 v #RETE=ET,

A Application Service ¥
& ApacheMySQLWebA...

Apache Web Server ¥
Apache server@test...

% MySQL Instance ¥ Linux Server v
MySQL Server@test... testwebserver
Linux Server ¥ i | Network Adapter ¥ m | Network Adapter ¥ i | Network Adapter ¥
08 catcbsemer etht etho eth1.1999
Network Adapter v VMware Virtual Mach...w
eth0 Ubuntu-12.04-Pankaj...
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Modify Application
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i Ther Totak 1 Vs | O Physical [Ps
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Virtual Machines / |P Addresses VM Names v Ubuntu-12.04-Paniaj’
> e Ther Totak 1VMs | 0 Physical IPs
Narme * ApacheMySQOLWebApp db mysql instance
Virtual Machines /[P Addresses * WM Names v 'Uburitu-12.04-Dark--Pankaj-1

(] Analyze Flows

n -

CMDB #BDHRI <A X

TFEIERHARITA RITHIET B7=812, ServiceNow & vRealize Network Insight O & (3 —HREV /28R %
PYR—FLTWEYT, CMDB #rk(E JSON FERTHLIVENH Y ET,

BRICILUTORBNEENE T,
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CMDB #Rk(3. REICEDWTHRITA X TEET,

E: BREEETSE 2AICHLTTZ v FHRTEN, IRTOT TV T—ayBBIAEENET. TDL
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74—V R4

fetchOnlyApprovedApplications

nameBasedSearchForvm

ignoreWorkloadCheck

ciGroup

Rules for graph traversal
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A

ZOT—IUEICK Y. ServiceNow D oEREHT TVIr—2a > DHERBTHIEMTE
£9. TT7HIETIE ZOfEE False [CHRESNTVET,

ZDT7—IUEICEL Y. ServiceNow {3~ > > %8 vRealize Network Insight RIZ7zMEE
SRR U ZEFER L TARY AORIEY S VRREMEVERT DD ED DERETEET,
fEDS True [CRESNTNDIEE. NRY LADRIEY L Y ARGBERENE T, ZET HRE
< > vRealize Network Insight ATttt and &h oy MICRBREN, 77U —
3aVOBHERITONERA,

ShE H—ER Ty EVSERRETIC KERRY S TELEY—ER Ty TEFHTHER
THEEFERATEET. 774/ MTIE. ZOfEF False [CRESNTWET.

ZOT7=IUEICEY. BEMFSENTNET—o0—-R IoT 4 T4 BEELEVSETHRE
ICIT AT 4ZEBMTEDEODERETEET,

N BENT—0-R LAY —FETEESNTOWANEEZC. Y—EX TV EV I EFER
HFIEGBRIZTELBY—ER IV TEFHTHERT S EE(FERATEES, T 74/
R Tl ZODfEIL False [CHRESNTVET,

ServiceNow »S5MBE Y HHBMIER LEFEEELET. D74 —J)LRTE UFo7Ax
TADHFAEINET,
B Name : #BKIBE 7L — 7 DEHI
B Value: ZDJI—TD—ETHS ServiceNow 5 REZDY R |,
B ValueType : CI_CLASS (Bi§¥ %% 5 AD%HN) HLU CI_VALUE A TEET.
B CI CLASS: /5 REHELET.
®m CI_VALUE

E: vRealize Network Insight [$&(Z applicationClasses.
workloadCIClasses. trackedCIClasses. workloadCIClasses.
relationClasses ZREBLET.
B systemGenerated: ZD7—JUMEZEERT L VZAPAI—Y—EEISATHSH
TI7AINE OSRTHBNERTEMTEET,
B expandCIClass: ZD7—IVEZ 4 —ILREERAT S L. Value [C—EBRRShATH
DERIBE VS ADY T USREMBT2NESINERETEET.
RO IEEORF v =LY R—bEINET,
B  traversalRule: HFRIENTWD, FEEFEHEITRTORF v,
B  traversalStopRule : FRIESNTWEWRF v,

E: traversalStopRule @JL—JLIZ(F. traversalRule DIL—I)LEU HEFIVE
SRR NRESNET.

B associationRule: I T4 7« ICEEMFONALT—I/O—-RICHLTHTENATY
DARFY .

W= DTOANRT 1 FRDEBY T,

B fromNode : XF+ LD ciGroup DY X b,

B toNode : XF+ %D ciGroup DU Rk,

B relationship: %44 7DXF+ > T. BFEMHS ciGroup DU X,

B priority:ciGroup » 2 DDIL—IVIZ—ET BHE. ciGroup DIL—ILIF
priority CEDNWTREINET. BEEDENAENIEEXELIESHRVET,
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74—V R4

applicationClasses

workloadCIClasses

trackedCIClasses

relationshipTypeClasses

workloadRelationshipTypeClasses :

ignoredCiClasses

ignoredTierCiClasses

iEA

V57 RAF v YDINTOITY M) RA Y MERIER Y SRE—BRRLES, cn5005
RlF CMDB T7 7V =23y VS RELTERESNSBRIEEY 1 TE2RLET,

T 7 A bOEERTIE cmdb_ci service discovered ZZAMMEREINET., ZDY

< (%, ServiceNow @ ServiceMapping #&EICk > THEREN=7 TU - 3 &KL
3

VI hUx7 R=XROY—ER, F/ld Linux B —/\ Windows Server 7z EDA XL —F

AT DRTLERANTZTRNTOEBRIBENRRSINES, &2 RET . AWS

AR VR YEY—/INTT,

BE. V-0 RERIBEIEREBRRISTVORRICEBESINET. ZOJIL—TFICREBEEN

EHRIBE 2 S RICDWTIE, EEMMERESNER A,

T7 4 bOBRRICIE. UTOHBKRIBE S SABEENTVET,

B cmdb_ci_computer: AYEa—7F 4« Y I/BEDINTOEBRIEEERLEY. h
2. RTO Linux 8L Windows Server D X—/X— 45X TT,

B cmdb ci vm instance: REEY I AWS 4 YRV REEDFREBIVEa—T
AT IUTAaT4ERLET,

B cndb ci vmware instance: VMware Y U ERLET,

HKEBRISTICEDDHEMTESM applicationClass TH workloadCIClass
THIEW, IRTOBREEN—ERRSNET, ZDJIIL—TOERIER (L.
applicationClasses 5 workloadCIClasses £ TCNI T T ETERI DDA
BT,

vRealize Network Insight [£. ignoredTierCiClasses [CEBENTWNS I 5 RER
<. trackedCIClasses [CREMENTND TR TDI T RADEEEERLET.

Y= a U BRIBED I S AELIIBFRIA TTREIND, BETIITNTOBREEN—E
FREINET,

FTI7AIVEDERTIE * ZEALTIRNTOBR®RI A TEMETEET,

BRs A TH—EBRREINET. CNIEBHE. 7—I0-R I T4T74LDBHRERLET.
ServiceNow TT 7 # /)L b THR—hENBBREFEXRDEEYTT,

B Hosted on::Hosts

B Instantiates::Instantiated by

B  Runs on::Runs

B Virtualized by::Virtualizes

ServiceNow CMDB 5859 58I vRealize Network Insight R T2 0EDH D
TRTCOBRIEEE—ERRLET,

INEFERTDHE R—N— USREMBIBHEEIAERY T IS REBRTEET,
77— 3 U#EIC vCenter Server (FAREBRZNDT, 774/ M TlE

cmdb_ci vecenter server obj # ignoredCiClasses O TFIC—EBRRENET,

BEEEERLEVI N TOBRIBEEZ—ERRLET.

D—o0— ROBREFLBENVT TV Tr—2 3 2K T 546

Tl 7TV —2 3 EBRETSHEDIC nameBasedSearchForVm MEZESN/Z. HRIIA XEni-
CMDB #7771 /LERLET., cmdb _ci service discovered ZZAMI Y hYU RA Y FT, 7—20

— ROBFREEESNTOEEA,
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° s
kRO
A Application Service ¥
£ | APP-NAME-BASED-...
{@} Nginx Load Balancer ¥
A1
@ Nginx Web Server ¥
AC1
{:c‘i} Generic Application ¥ {:c‘);} Generic Application ¥
B1 BC1
{:c}} HBase Instance ¥ HBase Instance ¥
c1 cct

HRIIA XEN/= CMDB #7714

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,

"ciGroup": [
{
"name": "applicationClasses",
"value": [

"cmdb ci service discovered"
I
"valueType": "CI_ CLASS",
"systemGenerated": true,
"expandCIClass": true

{
"name": "relationshipTypeClasses",
"value": [

W

I
"valueType": "CI_VALUE",
"systemGenerated": true,
"expandCIClass": false

by

{
"name": "workloadRelationshipTypeClasses",
"value": [

VMware, Inc.
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"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",

"cmdb ci database",
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"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

VMware, Inc.
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1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

1D2OUNVDT TUT—2arekitid 546

ZIZTIENDOLNVDT T —2 a2kt 5K 5 nameBasedSearchForvm EES N, h RS
YA XENf CMDB #8771 IVERLET, cmdb ci service discovered ZZAMIV bU RA U+
T, 7—/0—-RFOBREBEREINTOLEEA,

° s
FROP
& Application ¥
Gy Single Level Test App
Database Instance ¥ = ‘Windows Server ¥ (f\ Application ¥ = Windows Server ¥ = Windows Server ¥ = Windows Server ¥ Database Instance ¥
APP-PROD-HR-VM3 a5 APP-PROD-HR-VM3 S AppTest2 a5 APP-PROD-HR-VM1 a5 APP-PROD-FIN-VM2 a5 APP-PROD-FIN-VM1 APP-PROD-HR-VM1

NhRE<TA4 XEN CMDB #E 7 7 1)

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci appl"

i

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": false

"name": "relationshipTypeClasses",
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"value": [
Wk
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",

"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"

1,

"valueType": "CI_VALUE",
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"systemGenerated": true,

"expandCIClass": true

by

{
"name": "trackedCIClasses",
"value": [

"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,

"traversalStopRule": [

{
"fromNode": [

"trackedCIClasses",
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"workloadCIClasses"
1,
"toNode": [
"applicationClasses"

] 4

"relationship": [

"relationshipTypeClasses
1,
"priority": 5
}
1,

"associationRule": [
{
"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

] ’
"toNode": [

"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

] ’
"priority": 5
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pe
m OO — 3> )L—%—TIl. NetFlow ZBMICT R ENNETIEHY FHA.

m  Direct Connect TlZ, Jb— bk X—=ZX®D VPN [FHR—FEZNTWEHA, TDH, [Direct Connect
NONy 7y TELTVPN 2FERTB] AT ar =80 LEEETH. VPN ICKBENY o7y T
[FEBLUET,

. AUy SE TRNGAXFLEFFEBESNLY TRy FOBRIE. BLD VIF LNV TEERESNEE
/Uo

Direct Connect DT> F5 47+«

s VMware Cloud on AWS Direct Connect : Zhld vRealize Network Insight @3 XT® Direct
Connect T T4 T4 DRI T 474 THY. VMware Cloud on AWS @ SDDC H®D Direct Connect
DEREBFEREETIELLET,

m  Direct Connect 41 >4 —7 14 X :VMware Cloud on AWS [Z& > TiE#HEn 5 AWS Direct Connect
D VIFIFERE=ETIMELET, COIVT4T412&KY, VMware Cloudon AWS &> TUVIR F—4%
T —DOREIT. 7 INZA RBLUOEBE NI — FOIZEDAEEICAVET,

ZDEICIE. ROMEYIPEENTVET,
m  VMC Direct Connect OEID KRR
m  Direct Connect t@O7AO—0DXRR

m Direct Connect #8411

VMC Direct Connect Ol D X

[VMC Direct Connect] BE Tl%. VMware Cloud on AWS 5 RE S N/=1ERICED VT, Direct Connect
DOTONT 4 PEEMITONETI T4 T4 DMEEHRATEET,

% 7-1. Direct Connect @4 v > 2 R— K
tsay £

pARVAG P BEE (T F 57z Software-Defined Data Center (SDDC). O—#
JLASN, 2BELVT RN XENI—b. 7RG AL SNz
I—bDEEREESED. Direct Connect D754 <Y 7ONT 1,

Direct Connect 1 >4 —7 x4 X Direct Connect [CBEEST(F 5 N/=d X TD Direct Connect {8
A =T 1AADI R

AR~ Direct Connect [CBERf(FoNIAN FDU R K,
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Direct Connect t® 70O —0DXRR

Direct Connect TETENTWBIXRTOTZ7O—DIU X NERRT S LT, DirectConnect D > 7 4 v o %
MTEEY., INITkY. Direct Connect DFEREL NI EDIHLTEBFETLHIENTEELT,

Flows where connection = Direct Connection ID Z T Z{ER L T®RET 5 L. Direct Connect ##2H
LT&EESND7O-DURKNE, BED Direct Connect /XY RIBERELRY T —2 ST 4 v 0ERER
EDERMVFREINET. ZOTEEHLEDT. [7O0— 471 T, 70—D% 4 75 VPN, Direct Connect.
NATUY R Ry RIT—=ODOVWTNTHENEHERTEET,

Direct Connect 7A—NDHZEXRRT HIC(F. RDITVERTLET,
flows where flow type = Direct Connect group by Connection

% Direct Connect #H#H i CRITSNTWVWB7O0—DEET—F R 2 —AZEZRTTHITE. ROIITVERTLE
ER

max (series (sum(Bytes)))of Flows where flow type = Direct Connect and group by

Connection
& Direct Connect £ V4 — 7 AR TOT7A—HENTy MERTTBICIF. ROITVERTLET,

max (series (sum(packets)))of Flows where flow type = Direct Connect and group by

Connection

FOMD LI YIZDNTIE, Direct Connect 8&EZ/ T UAESBL TS EX,

Direct Connect #&8%& 4o T 1)

vRealize Network Insight T, VMware Cloud on AWS Direct Connect & Direct Connect 4 >4 —7
AADIUVT AT A ERRTEET,

x7-2.®%%oTY

A o1l

1EHRET 45> I TEHERICEDNT VMware Cloud on VMC Direct Connect where
AWS Direct Connect T> 7474 DU X NERET S

VMware Cloud on AWS Direct Connect U R h&RR#HEETSH  VMC Direct Connect

Direct Connect #H T 5 AT —4% RU1—LAZERET S max (series (sum(bytes))) of flows where connection =
'Connection-ID' and flow type ='Different Dc' and
source vm is set and destination vm is set and flow

type = 'Direct Connect'

Direct Connect B9 2&mA/NT v MIZERST 5 max (series (sum(packets))) of flows where connection
= 'Connection-ID' and flow type ='Different Dc' and

source vm is set and destination vm is set and flow

type = 'Direct Connect'
Direct Connect #BHL TA ¥ —% v MIEFEFEINIRA/NNT Y max (series (sum(packets))) of flows where connection
rERBT S = 'Connection-ID' and flow type ='Destination is
internet' and flow type = 'Direct Connect'
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xR7-2.8FI/1TY HmE)

L

Direct Connect ZHL TA & —3 v MIEXEINDIHERT—%
RUa—AZREBTS

v NERST D

Direct Connect #28HL TF—49 >4 —BTEESINDIHZAT —
& R)a1a—AFERETS
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max (series (sum(bytes))) of flows where connection =
'Connection-ID' and flow type = 'Destination is
internet' and flow type = 'Direct Connect'

max (series (sum(packets))) of flows where connection

= 'Connection-ID' and flow type ='Different Dc' and

source vm is set and destination vm is set group by

Source Dc, Destination Dc and flow type = 'Direct
Connect'
max (series (sum(bytes))) of flows where connection =

'64638-10.63.229.131"' and flow type ='Different Dc'
and source vm is set and destination vm is set
group by Source Dc, Destination Dc and flow type =

'Direct Connect'
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vRealize Operations Manager Z{#fH 3 % &. VRealize Operations Manager [Z vRealize Network
Insight D75 — b EXRRFETEET, £/, VRealize Network Insight ®5Dx v kU — 2153 % vRealize
Operations Manager ICRRTHZEHTEET,

vRealize Operations Manager [Z—&E® vRealize Network Insight APl #ERALT. 75—k v akR—
RICTS—PFDURNERRLET., 75— FRD vrni- 77 4 v XL > T vRealize Network Insight
T hEFBNTEET., £/, 77— MNIASNEI VT AT E2RRTHIEHTEET,

vRealize Network Insight APl @) X ;2D T, [vRealize Network Insight APl #i4 R] #&8BLT<
220,

R KRR K NSX-V. NSX-TIREDI>T 4T «BEET [VRNI DAV THFINTREN] A7 a3 &(E
ALT. SOBEDIVTATADY v aAR—RERRTEES, INICLY., Xy bT—0DREMERERL.
ry ST —ODEEETNY I TEET,

vRealize Network Insight %# vRealize Operations Manager &#&d 2 AEICDNTIE. VMware
VRealize Operations Management Pack for vRealize Network Insight #&B L T< =&\, VvRealize

Operations Manager MY R— hSR/AN—2 3 OFMICD VT, VMware SIROBEERMET N v O R%&
SELTZE,

& ¢ VRealize Operations Manager 1 —4%—#% vRealize Network Insight (BT 2HENHYET., £
7=. ZDOHEE%E vRealize Operations Manager TEAT 5I121d. I—H—I[CA U N=LI LDERDPHETT,
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95 R DIER L ALK

ZDEICIEZ. RDMEYINEENTNET,
m VS RIDER
n VT RYDILER

9S> RG DIER

[ AB—IVESR-N BEANS ISR EERTEET.

AR
2DULOEBMD TSy N T4 —ADBETT, BIOTSy b7+ —ARET VI BELTNRT—F 2T B4
ENHUET,

OSRGEFERT BT
1 I35y h74—ARETS VIO (95 R5 DRl &2 v o LET.
2 [45R5 DR BET, XOBEEAALET,

n [IP7RLR]:EBMTBHLOVTSY T+ —LDIPTRLVLREAALET,

n [XRT—=R]1:TSy T+ —LRETS O R— b - — NXT—REANLET, NRXT—REE
FZEELTWRWEEIL. [vVRealize Network Insight Installation Guidel] @ [Default Login
Credentials] €22 3 &25BLTIEIL,

3 Z5REDTSYybT7+—LAEEBMTBHICE. [E5ICEMI £y LT IPTRVREYR-b 2—Y
— NXAT—FZANLET,

4 [EE1Z22JVvoLES. [BWZIUYILET.
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5 USRS DERE I -V -RBEHAKICBEAIACTILENHYET.

=3
n [USRIDERI AT aY@E TSIV bT+—LDTV v YA XPREVMGEICORERNICHEVET, 75
ARG EERT BICIE. IRTDTSY M T+ —ADBREWTV v I THBIVEDHY T,

B 1DD/—RTTUVAMVEBMCTDE IRTO/ —RTTUANYDERICTRVET.

m USRYERT BICIE. [VRealize Network Insight Installation Guidel] @ [Expanding a Cluster]
o a3 ESRBLTIESI,

S ADEIN;

USRI PMERENTES. TDISRYICTS Yy b TH—L /—REEBMLTIS R EHIRTEET,
xSRI DOIREEIL Platform1(P1) / — DS DHRITTHHENHY T,

FIE
1 (MYRAS=IVEYR-FEET. [y bT7+—LRETIV]D[VSRIDIGR] 22V v I LET,

2 USRIICETHRET VD IP 7 RUVRIE [V RFDIR] BEICT TICUAMENTWET, 18HUE
D/ —REBHEDISRAZITEMTSICIE. /—ROIPT7RLREYR— b - —D/NXRT—REEELE
ER
p=
m IR7E. VRealize Network Insight (3EEBFED IS AYTI0 BN/ —REGR—-FLTWET, ZOHIRIC
ETHE [SHITEM R U DERICRYET,

B IRTOFLW/ —RPB7OED 3= ranTiviani e, 8KV SSH 2N L CRERGETHD &%
HRLET,

" USRAYDEECEDHIC, BEDTS Y b 74— MRETL DNy 27y TEEBRLTHE LELSH Y
£7.
3 [®ElEUv s LET.
RF Y TRART Yy T DETFRADERSNET,
4 USREWEILIOBETEHE, BNERT Ay E—IDRFENET,
55 ASPROETRE, OMETT TUS— 3V EFRTH LR TEE A,
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~DRE

ZDEICEF. ROMEVINEENTNET,
m  |PFIX EZEDEME

. YEBEH-—NOT7O—- HR-F

» JOvIBLUOREEINLTO-—DRT
m Ry bT—20 7 RUREH (NAT)

s VMware Cloud on AWS D 70—

m VPC 7O— OJDERK

m  F5 »5 vRealize Network Insight AL 24 "D 70— La— RD&EE

IPFIX BREDHME
IPFIX [$. 7O—{##% T 2R~ T 3760 IETF 70 k2T,

J0—% BEDIYALROY FTEHRESNZ/NTy DYy FELTEEZESN. RLSHEDE GRETIP T RL
A, EETR—b, BEIP T RUVR, 8%R—b, 7OMIN) Z2HELET. 7O0-BRICIE. M LRG> T,
INTy NINA RN AN/ DA =724 R TCP 754, VXLAN ID. A7/t nN/=70—BREED
TANRT A BEENET.

Distributed Switch & U DVPG T® IPFIX % F

vSphere ®iED Distributed Switch (&, IPFIX ZFEALT7O0—BHRELIAR— T HLDICHRETEET.

7 A —EtR (3. Distributed Switch ICEFINZTNTOR— b JI—TTENCTILEDPHYVES, Ty b
78 Distributed Switch ®R—k X [CEEFEL. R—F Y hoRESNDHE R—F Y TVO-ER/RPENHIEE(S
WHTH70— La— RPBERINET,

ty i3 OREEERENNT HICIEE @ARMD/NT Y ST S IPFIX T—4 BHETY., RORTHE, RET
> 2-A 7 DVPG-A LD#EHRZENLTREYS >-C EBELTVEY. DVPG-A DRI 2D(F CoA NT Yy
MCBET 2T —4DH T, DVPG-Uplink (3 A=C /Ty BT 5T — 9 E2RHLET. ADMS T4 v oD%
S/RBEHREMET 5123, IPFIX 2 DVPG-A & DVPG-Uplink TEMICT 20EDHY FT,
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ESX Host
WVIM-A VM-B
l VM VM
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] 1
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VM-C

vRealize Network Insight A+ I RET L > (C(E. IPFIX 7O—ERADIEAAFZFD AL I Z /L —N\DHY
F7. IPFIX OERINE(L. vCenter Server DF —4 VY —RARET., SEIFRFMELARILEFERLTEMIC
TZEd.

Distributed Switch &' DVPG T® IPFIX 2 DAERMIL
vCenter Server LXN)LT IPFIX EREBEMICTSI21E. ROFIEERITTLET.

FIE

1 vRealize Network Insight T vCenter Server #iEINd 2(Z [ZdD vCenter Server T NetFlow
(IPFIX) #BMICT 2] Fzv o Ry I REERLET,

{FRTEE/L T R TOD Distributed Switch MU X SFRRENET,

2 vCenter Server T{ERAgE/: Distributed Switch U X b5, IPFIX #2823 5 Distributed
Switch Z#RL £,

3 WIThHADRRBMIHR—FSNTWEWN=2 3 200 ESXi B3 51543, Distributed Switch D@7 A
JrPRRESNET ., VRealize Network Insight (2L o T, IPFIX 43 vRealize Network Insight ® 70+
R EFBID IP 7 R L RE#D Distributed Switch BICT TICRESNTWE I EE2BRE LTS
B [A—N=FA Rl R UPRREINES, [A—N=FA4 K] Z&2&V v & LT, £ Distributed Switch ®
TIZHB DVPG DU R MERRLET,
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4 #ER L 7= Distributed Switch ICDWTEAREE/ZL DVPG DU X MMRRENET, T 74/ KTIE TXT
D DVPG MBIRESNTWET, [FENEIR] 2HMCL T, IPFIX Z2H5#HICT 245 ED DVPG 2#IRLET,
B#JD DVPG ##RL. [EEFE] &0V v o LET,

O OBHMTA UMW DVPG (2. ENNT YUY DVPG ThY., BIRTIVENHDZEERL
TWET,

VMware NSX IPFIX D&% E

VMware NSX IPFIX (3, BT /NA ADBZELREDOFR Y b7 —VERT - &R LET, CNICKVERE
(. RERY bT— O DREEREICIEETEET.

VMware NSX (&, X b T —0EBENRY NT— 0 EWBN—RI 2 T7HONEHTEDLDICTSHIET, Ry
FO—0ZRBIELET., ZOMEEICKIY., BEICELCTRY M= FRRS XKML, ZOXRy NT—0 &R
BEBT7TVT—o a3 I LTRY N =0 &FEBMICT B EMTEET,

NSX IPFIX Z{Rxy hT7—OTERTHET Xy MV —OBBEHRRES —N—LA Ry T -V ZEET
Z£E 7, Netflow £ER LA VXLAN IPFIX (3, KRR DT v TU YO TEHTYT, ChiC&WU, Xy hah”T
TIMEL TS VTEP Z1E L NSX SREBRAA v F (VXLAN) L TRA MRS 74 v O EERKLICRIBET S 2O
HIHEERE TEET,

DT 7AT7OA=IVE, ZJA—DRTFT— 7 EEHERELET. CNSOEBHMRT A—P—EDIRREZLE
=L IPFIX Z2ERALTC. ZO70—DAT—FRICEATET7T—9%5IT 0 RKR—NTEET,

EBEFRANY MIIE, 70—1Ek. 7H—ES. 7JO—FH. BLOT7O0-DEBNEENET. FEI NIV
&, Syslog ELTIZRR—bENET,

VMware NSX-V IPFIX O&%{t

vRealize Network Insight T VMware NSX-V IPFIX BT 2I12(E. ROFIEZERTLET,
EIf7 St

n CFIVUTAEREFLRI VI —TSA XEBEORAERNPH D LEHRLET,

B NSX IPFIX F—% OUIRENKHELTNTO Distributed Switch & DVPG T, Distributed Switch IPFIX
EEMCT B LEBEHLET, Distributed Switch IPFIX (£, B&EfHF 5N TLV% vCenter Server @
R —=—DhoFEMITHIEMNTEET,

FIg
¢ NSX-V Manager 7—% V—RZBMELITRET 2L =3, [IPFIX 0FEME] #BIRLET,

VMware NSX-T DFW IPFIX &%t

vRealize Network Insight T VMware NSX-T IPFIX #8#(ZF 523, ROFIEERTLET.
AR

. ROVWITNDDERDSH D LR LET.

B  enterprise admin

VMware, Inc. 191



vRealize Network Insight 0

®  network engineer
m  security engineer

m DI FATIA—IL(DFW) 7747 04— ILEBRICLET,

s Network Insight IPFIX 707 7 A JL CTEBEIERL O #EFHATE5LDICLET, BEIER O DRID IPFIX
TR77ANDHBEEEF. MOEICERETHHENHYET,

FIE

¢ NSX-T Manager 7—% V—RZBMELIIRET 5 &=L, [IPFIX DFERME] #FERLE T,

RORT YT

IPFIX #F%h129 5 &, vRealize Network Insight 733 B ™ Network Insight Collector 7O 7 7 1)L &
Network Insight IPFIX 7B 7 7 4 JL& NSX-T [LERLET. SNSDTAT 7 A IVEEBELRNWTSEZE L,

NSX-T T IPFIX ZB%(CL7/=%T7O—7 vRealize Network Insight I[CRRENZWNEE, RDA X2 MDF
T SAREEDHY ET,

m  Network Insight Collector 7O 7 7 1)L NSX-T Manager [CEFE N TV,

m  Network Insight IPFIX Z70O7 7 4 JLH NSX-T Manager [CEHFIN TV,

m  Network Insight IPFIX 7O7 7 4 JLDR— FBESNEE N/,

m  Network Insight Collector 7O 7 7 A LA, NSX-T Manager @ Network Insight IPFIX 787 7 1)L
EHLE,
F: LROBMEZINTERTSICE. NSX-TIPFIX EBEBFMICLET.

m NSX-T Manager T Network Insight IPFIX 787 7 4 JLOESIERIHE O TIE7AR,

ZOBBEEBRT B(2(Z. NSX-T Manager [CE 44 > L. Network Insight IPFIX 707 7 A JLOEFEIE
fIEFOICERELET.

m  Network Insight Collector @ IP 7 kL X% NSX-T Manager OBEE7ED Network Insight Collector 77
A7 74 )VISEINTEZL,

NSX-T Manager @ Network Insight Collector 7OZ 7 A/ S N aL v 5 ZEBRL,. T—% YV
—XAR=U5 NSX-TIPFIX EBEFEMICLET,

B O T7 747 4—I)LH NSX-T Manager TEXMI(C/R> TS,
NSX-T Manager [CEZ 4> L, DFW 727 A4 74— )LEHFMLET,

NSX-T 2.4 Tld. NSX-T T IPFIX #HF%)IZ L 7/=#% T vRealize Network Insight (27 AO—MRFENRWNFEE,
LIFDA R SDRET HEEEENHY T

m  Network Insight IPFIX 3L 24 DREH NSX-T Manager ®a L o4 7O7 7 A )LIZHW,
m  NSX-T Manager [Z DFW IPFIX 707 7 1 )LD,

INSDOMBEEZBRRT SHIC(F. DFW IPFIX Z2BEBMICLET.

F: NSX-TIZHBZTRTOMEBRA vF(E. 10 ~15 FLIAIC IPFIX 7AZ 7 1 JVICEMENET.
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YEY—/NDO7A— YR—

vRealize Network Insight (&, /N—= 3> V5, V7, LU VI D NetFlow 7= &#ET 5T /N\( A &Y R—
FLTWET., DNSTvEYIFEIUT TRy b VLAN T v EV JEBMSIEESNTIVSEE. vRealize
Network Insight [ DNS kA4 >, DNSHKRE, 7Ry b BLUVLAVY—2 Y bT—0&2FERL T,
NetFlow 7—4 ##{t T&£9., ZDHEEL. Enterprise S4A &> X - —DAERTEET.

vRealize Network Insight T NetFlow 2% E T 5(Z(F. ROFIEER{TLET,
1 NetFlow XU sFlow AO¥E70— L o4 DB,
2 HEF/NARTO NetFlow O 24 DEE,
3 DNSTvEYT 77404 R—h,
4 H7xvybEVLAN OBOY Y EVIDERE.
MIEBT/NA XATD NetFlow aL 4% DFHRE
NetFlow &% % vRealize Network Insight NetFlow 2L 2 & [ZRET B IC(E. BT NS REFHTHRELE
T, FEAEDYBTNARTOREFIEEZRDESY TT,
1 78— La—REERLET.
70— LIO—ROWET 4 —ILR>RODEEYTY,
B RDT 4 =)V F%E& Match ELTR—YLET,
B ipv4 protocol
m  ipvd source address
m  ipvd destination address
m  transport source-port
m  transport destination-port
m  interface input
B ROT74—J)VR% Collect ELTY—ULET,
m  direction
m  counter bytes
m  counter packets
B timestamp sys-uptime first
B  timestamp sys-uptime last
. RD7T4—)VR%E Match £7/(3 Collect ELTY—ULET, EDTRMGERFRAFYTLET,

B transport tcp flags
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2 70— IVRR—4—%&ERLET.

m  vRealize Network Insight NetFlow 7O+ IP 7 RL R &ER— b 2055 #EE L E T,
3 70— FvviaEROLDICHRELET,

m TIOTATIZALTIN 308

m ¥TIOTATIALTOL60

4 fEEEN/c70— Lba-RETA-TIVRAR-—FZERALT 7JA- T2 2R LET,
5 BAVI—TIAATEZI—ZRELET.

=S

Bl

BT INA REHZTETDH-ODOY > TILFIEL, RO 3> TRItENTWET,
m  Cisco 4500
m  Cisco Nexus 1000v

m  Cisco Nexus 9000

F: FlER N=2arBROTNARICE>TREDGEVHYET.

Cisco 4500

1T 70— La—-RZEERTDICE RERTLET.
configure terminal
flow record netflow-original
match ipv4 protocol
match ipv4 source address
match ipvé4 destination address
match transport source-port
match transport destination-port
match interface input
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last

End
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2 TJA—-IVAR—F—ZERTHICE. RERTLET.
configure terminal
flow exporter el
destination <PROXY IP>
transport udp 2055
end
3 T7A—- EZ/-ZHERTBICE RERITLET.
configure terminal
flow monitor ml
record netflow-original
exporter el
end
4 ZALTIRERETDICIE. RERTLET,
configure terminal
cache timeout inactive 30
cache timeout active 60
end

5 Egress E—Ré& Ingress E— R, £2134074< EH Ingress E—RTEA -T2/ RIIWT570— &
ZH—ERETDHICTIE. RERTLET.

configure terminal
interface <INTERFACE NAME>
ip flow monitor ml unicast input

end

Cisco Nexus 1000v

1 SIALATONERETHICE. REETLUET.
configure terminal
Active timeout 60
Inactive timeout 15
end
2 IORAR—GERETDICIE. REXRTLET,

configure terminal
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flow exporter <EXPORTER NAME>
destination <PROXY IP>
transport udp 2055

source <VSM IP OR SUBNET>

end

BAVI—TIARIWLTT7O— TS —4BTTHICIE. KERFTLUET.

configure terminal

flow monitor <MONITOR NAME>
record netflow-original
exporter <EXPORTER NAME>

end

Egress E— R & Ingress E— R, £2(3474< EH Ingress E—RTEA 9 —T7 x4 A CHTH70— F

ZH—ERETHICE. RERTLET,
configure terminal

port-profile type vethernet <IF NAME>
ip flow monitor <MONITOR NAME> input

ip flow monitor <MONITOR NAME> output

end

Cisco Nexus 9000

KIZ, Cisco Nexus 9000 OF/NA R O~ > RDEI#WN DI RLET,

1

NetFlow #EEZBMICT H(CIE. RERITLET.
configure terminal

feature netflow

end

70— LO—RZERTSICE. RERTLET.
configure terminal

flow record vrni-record

match ipv4 protocol

match ipv4 source address
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match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
End

3 70— IVRR=F—EERTDICIE RERTLET,
configure terminal
flow exporter vrni-exporter
destination <PROXY IP>
transport udp 2055
version 9
source <INTERFACE NAME>
end

4 HBEAVHI—TzARIHLTT7A— EZF—Z/ERT B(T(3.
configure terminal
flow monitor vrni-monitor
record vrni-record
exporter vrni-exporter
end

5 FALTINERESDICE. RERTLET,
configure terminal
cache timeout inactive 30
cache timeout active 60

end

RERITLET.

6 Egress E—R& Ingress E— R, £2134074< EH Ingress E=RTEA -T2/ RIIWT570— &

ZH—ERETHICE. RERTLET,
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configure terminal
interface <INTERFACE NAME>
ip flow monitor vrni-monitor input

end

ZA—¢ IP7 RVR T2 RRA 2 bDHEFR
A—H—A25—7 A A5 DNS Ty EXZ TRy b VLAN (REBA—HIL TUT %y b7—2) IvE
Y UEREA VR— N TEET,

ZO7Aa—1E#HIE. DNSF—40DA v R—bELUY TRy b VLAN (REO—HI ZTUT7 Ry hT—2) Tv
EIDRERRICEDNT, KDY A TOBEREFERL TIRESNET,

m Y—XDNS XA

m Y—XDNSKRILH

m =5y bEDNS RAAY

m ¥—%5vhkDNSKILE

m V—XRL2RybT—2

n VXY TRY bRy KIS

m YTy bh 2Ry bT—2

n YTy bYTRYbE RV TS
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TCP JL—Jb
XD —IVEFERLT. TCP 7O baJ)L® iRule Z4ERKL £,

E: iRule 25, LATICHERLIOVRITREZSBLTNSZLZERELET.

when RULE INIT {
set static::http rulel dest ""
set static::http rulel tmplt ""

# CLIENT ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED {
set start [clock clicks —-milliseconds]
if { $static::http rulel dest == ""} ({
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http_rulel tmplt == ""} {
# if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourceIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set Srulel msgl flowStartMilliseconds $start

IPFIX::msg set Srulel msgl protocolIdentifier [IP::protocol]

# Clientside
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if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set Srulel msgl sourceTransportPort [TCP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {TCP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [TCP::local port]
# Server port

IPFIX::msg set $rulel msgl postNAPTDestinationTransportPort [TCP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes octetDeltaCount
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
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# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {

# send the IPFIX log

IPFIX::destination send $static::http rulel dest Srulel msgl

UDP JL—JL
RO —)VEFERLT, UDP 7O haJ/Ld iRule =L £ 3,

E: iRule 28, LATICHERLIZOVRITREZSBLTNSZLZERELET.

when RULE INIT {
set static::http rulel dest ""
set static::http rulel tmplt ""

# CLIENT ACCEPTED event to initiate IPFIX destination and template
when CLIENT ACCEPTED {
set start [clock clicks —-milliseconds]
if { $static::http rulel dest == ""} ({
# open the logging destination if it has not been opened yet
set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]
}
if { $static::http_rulel tmplt == ""} {
# if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
sourceIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]
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# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds S$start

IPFIX::msg set Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set S$rulel msgl sourceTransportPort [UDP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {UDP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set $Srulel msgl postNAPTSourceTransportPort [UDP::local port]
# Server port

IPFIX::msg set $Srulel msgl postNAPTDestinationTransportPort [UDP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
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if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {

set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set $Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {

# send the IPFIX log

IPFIX::destination send $static::http rulel dest $Srulel msgl
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Configuration Changes None
Segment D 5001
Number of VMs 38

Metwork Address  172.16.151.0/24
172.16.150.0/24

Default Gateway 172.16.150.1
Underlay VLAN ID 218
Underlay Subnet  172.16.69.0/24

Iy RAVIICEAND Ao

%48 LAN (VLAN) (F, B—D¥E LAN A hESSICHBEL T, R— b I —THYBHAICRIZDEIT A >

NMIHBPOESIT, BNCHBTEET,
VLAN kAROZE, VXLAN hROD ERBOFETEREINE T,

NSX Manager bRA T

NSX Manager FRO (22, NSX Manager [CBEM(FSNTWNS AV R—F Y MIFRRENET,
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F
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"

vRealize Network Insight TD NSX 72 1 ¥ FDEBBFROERT

vRealize Network Insight 2R3 5 &, NSX-T Manager LU NSX-V Manager 5 NSX #7227 ~
DEBEFRET IO F+ TF vy TEET., ZOBRICIE NSX AT 0 MEEREAEFEELEZI-F -2,
ZORENTONZEE. BXUF TP 7 MIHTIREOFHEMMNEENE T,

NSX-T Manager £7=(& NSX-V Manager TEEOJZEMICL T\ B1F4E, vRealize Network Insight 2k
ST—ED NSX-THTL 2 bBXUNSX-V AT 10 bOEEDFMENETEET,

NSX-V

vRealize Network Insight [C& 2T 3 ~ 5 FLIAICEEDFMMINESINS NSX-VF TPz DU R K,
m  SecurityGroup

m SecurityGroupTranslation

m FirewallConfiguration

m FirewallStatus

m  TPSet

m  SecurityTag

m UniversalSecurityGroup

m UniversalSecurityGroupTranslation

m UniversalIPSet
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NSX-V AT 10 bOBEEDFHMIZ. XROLD [CHREAXRY M TANRT A DEFEAXNY b BLUVHIBAXRY
[CDWCTHFv¥ TFrEInEd,

m  Discovery

Discovery
’[“.55_': irewall Rule: test jagdish 24 hasbeendiscovered. | . ___. ' il
+ Audit Information: i
[]
;‘bser: vspherelocal\administrator , Timestamp: Feb 12, 2019, 17:15, Operation: CREATE ?
®Severity: Info- """ T T TTT T B e e e *

Defined By: System

m Properties Change

IP Set properties change
For NSX IPSet: jagdish_1: 3min
Changed IPAddress: Added(192.168.90.4/32) .
Changed IP Address Ranges: Added(192.168.90.6-192.168.90.8) .
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 5,2019, 13:33
Severity: Info
Defined By: System

m Delete

—] NSX IPSet:jagdish_ipset12 deleted. 6min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:23
Severity: Info
Defined By: System

—| NSX Universal IPSet:jagdish_ipset13_universal deleted. 6 min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:24
Severity: Info
Defined By: System

AT MDIALSA > TEHEERRERTI D LOTEET.
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T
20:00 03/26 04:00 08:00 12:00 17:00

Events X

;| IP Set properties change
For NSX IPSet: test_demo_ipset: 9min
Changed IPAddress: Added(10.197.17.188/32) . :
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 26, 2019, 16:59
Severity: Info
Defined By: System

&) IPSet membership change
NSX IPSet: test_demo_ipset membership has changed. Added AnalyticsOutlierVM-3 18mia %
Severity: Info
Defined By: System

=) Configuration Change
For VM: AnalyticsOutliervVM-3: 15min :
Changed IPSet: Added( test_demo_ipset).
Severity: Info
Defined By: System

'7;); Discovery
" [ZNSX IPSet: test_demo_ipset has been discovered. 1Smin :
Audit Information:

NSX-T
VRealize Network Insight [C&k > TEEDFMMSINEEZNSD NSX-TATL I/ hDUR K,

E

NSX-TF 72z bDOEEDFHME, ROKD (CHREARY b TANRT A DEEANY b,

VMCRUL— I T4 741013 BEEBEREEATEEEA,

NSGroup
NSService
NSServiceGroup

NSFirewallRule

F : NSFirewallRule QHIRA N> MIlE, BEEBFEREFEATEERA.

[PSet
NSX RUZ— J)I—7F

NSXRUS—T7A4705—) b=

PRELEBEICFy TFrINET.

Discovery

Discovery

[=) NSX-T Service Group: Test_NS_SG has been discovered.
Audit Information:
User: admin, Timestamp: May 15,2019, 11:42, Operation: CREATE
User: admin, Timestamp: May 15,2019, 11:42, Operation: UPDATE
Severity: Info
Defined By: System

43min *
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E

Properties Change

Configuration Change
For NSX-T Security Group: TEST_NS_GROUP:
Changed Members: .
Changed Group Member: .
Changed Direct Children:.
Audit Information:
User: admin,

Severity: Info
Defined By: System

imestamp: May 31,2019, 17:18, Operation: UPDATE
User: admin, Timestamp: May 31,2019, 17:04, Operation: CREATE

4min -

Delete

v delete events where User = ‘admin’ Now v

Showing 3 results for Delete Event where User = 'admin’ over time range Sep 8, 13:14 - Sep 9, 13:14

Sort < Bentities
Select an option ¥ Dsc ) Delete change [3 events - Collapse]
NSX Policy Service:Test_Service deleted. 10 min
Filters Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55
Severity: Info
Add more fiters Defined By: System
D NSX Policy Service Group:Test_service_Group deleted. 10min
Audit Information: User: admin, Timestamp: Sep 9, 2019, 12:55
» Archived Severity: Info
Defined By: System
» Severity
NSXT Security Group:Sec_group deleted, 18 min
Sy Audit Information: User: admin, Timestamp: Sep 9, 2019, 12:55
Severity: Info
» Manager (7 Defined By: System

» Problem Entity [

I T4T4 Fy2aR—RTRARANY FEFERTEEEA.

TYBILIEFTEET,

ETERERTI ST oY

= username

username

username

B events where user = username
m  discovery events where user
B  delete events where user =
B change events where user =
VMware, Inc.
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TTVT—2a0hoWBENFETREINET, EVIIERBATHY, RETEDDZ, HAEDEDILE
T =& 0N—TICEEDTF—LDBDAVN—EHBETEET, REJIVEEV(ICEAETES1EIN. TV
TATAIERTEBEHHUET,

EVEEBINTAICE EXT7A4a0E20 )y LET, REBFADIRTOEV([F. NvF—DEVR—K 743
CEIVYOTBERETS [EVR—R] I a VIR REINET,

CDEICE. ROMEYIPEENTVET,

m Er
B EVIR—F
£

BIVTAT A4 R=PDFRIFEHOE(CAPNTVNET, IRNTDIVT 4 T4 R=JFECTERIN, &
EVICRIVTA4T4ICEHET IR EDERPESENTNET,

E DOHERERIRDEEY T,

n [ZEOMBDF T a V] RS EERTSHE EVRREGKRCTEEY. oo INVTI AT a3 &FRL
T, EVICHT2FMBERERTI D LHTEET.

B EVICE EVIERRENDET S ERUINST IS BIDDT AN EEDDHEHTEET,

B ZLDOEVICE[CSV ELTIVARR—RM] FTarbhy, ChaeFEALT EXDT—4% CSVEXT
IVRAR—bTEET, RRENDFATOI T, TIRAR—FTBHEDTONT 4 & CSV TOEHEREIRT
EEER

Fr O IRTOTA—ILEDNBIRESNTWSES, 70— F—4 D CSV ADI U XR— MEBETIL. 180,000
BD7A—DI I RAR— K30 9L EMNMUET,

Ens47
VTR I T TERTESREALDE S ROLS CHETEET,

AU EY
ARy EVICIE BIRLEIVDT AT A4ICEBETAIEERA N v IDPRTREINET,
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AUy EVE SENEIST7EFERLTEY, BIST7E2DDFICHFTRENVADEEZD S —ADLIC
RELTT—9ZE2FXKTLET. CNICEY, REVWADENREVETRREN, DbHUPTRYUET.

EX ANy F—CHB Ay TII DO RRTDIDHEDA ) v IERRLAEY, RRTDIUT 4T 1 DBEIREL
EEFEITHLHTEET,

BEEEE. SOty NEFERT M. hRYLADABEANTLHIZETERCTCEET,
AUy EO—pHlIE. [IREBEY Y AUy o] EVTY., ZOEVICE REBYVORY NT—0 Z T4
v b=k Ry bT—Txlb—br RyPIT—FI RxL—hr BLUNTy bOROY THRFEENET,

VM Metrics

23 metrics Sep27,19:02 - Sep28,19:02 6h 24h 7d 1M 3M

261
1 n

pocketpssald ||| LIl .

1 1 1 1
20:00 Sen/28 04:00 08:00 12:00 Seo 28. 1t

wull Ll

L

IVTFA4T4DYRRMRREY

IVTATADYRMRREVICE EBOT —VICL>TIN—TENLEI VT AT ADYRSBRREINET,
DRAKMIE IoT4 74 ZEDBERBUDRRENET,

BWMDIERTA A E OV v ITEHE BEDI VT AT ADEUESSICRRTCEET., TVTA4T48%E20Uy
095E IUTATABEICBELET.

thDEVERUL, T4 F TA4AVITF URAMDT AV IIERTEDSESERT7 7Y MPEENT
WET, TVFUDYRMRREZDHELT, RETLDDORA/N— EVDEFONET, 774 ETIEHE 2O
EVICRELUKRR S EICHBRETS Y BRRENET, oo EFa VT« JI—7 VXLAN, BLUT—% R
7 SEITRBRY L VETANIV L TTBHIEHTEET,

~ Metrics Key Metrics  Neighbor Benchmark  Neighbor Performance VM Neighbors ~ Network Usage of Portsin Pathto TOR ~ All Metrics /O Metrics  Virtual Disks  Datastore Performance

VM Neighbors Host: ddc1-pod2esx... V'
7 entities

Prod-Midtier-14
CIDR Def Gateway Logical Switches
10.17.7.14/24 10.17.7.254 Prod-Midtier

Lab-Web-19-noip
Logical Switches CPUs i Memory (GB)

Q
Lab-Web 16 16
Prod-Db-5
CIDR Def Gateway Logical Switches
10.17.8.10/24 10.17.8.254 Prod-DB
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ARV ERRVRAbDEY
ARYF URRRROEVICE, BEDIVT A TAELRBIVT 4T 4 =T (EX ANyF—OROYTFY
D ORRAEE) [CET 54 R bOU R MR TRRSNET,

BRSNS ECETHEO TARY MEEVICRRT DN AESNTVWLEAREEZERT 5D, W XY LOBRF
EANLTEETEET, [IRNVFRT—FR]I AR AT BEDMDT 4 ING AT a2 ET4IVE
TAAYEI) YO L TEIRTEET,

ROETIE, RIET > Prod-db-vm21 [CEEES HA NV M EZDBEET YT 4 T4 BRRENETS, T2T 47T
1BEV Iy ITHE MOBEELIYT AT A DAY ERRTEXT, 74 FEFERTHE KEEHIITIC
BDONWTANYNETANITEET, ANVIEEFE BEDI VT AT 4ICEATEEEXLIHETY.

Events WVM: SITED-ESX-01 w

W~ 10events Jan24,14:14 - Feb23,14:14  6h 24h 7d 1M 3M

. Configuration change [5-Show a

For Host: 192.168.0.218: VM ed. Added 122, deleted 0. 4days
- | Discovery

Wirtual Machine: SITED-ESX-01 has been discovered. 4days

5 Delete change
Wirtual Machine: SITED-ESX-01 deleted. 8 days

has changed. Added VDS5-Priv-Netw.. 8 davs

AR NI AR MRRITVEFERLTRRTEE T, RBRANY MOBRESAN R EDITY Z2ER
LT, INSDANY MERRTEET, AUEHTFEZERAL THEZREIT S LHTEET.

SPZ S

EYR—BROR=IDPo0 42y bEEVEBOLT. T—INDT IV RACHFEERFICTHIENTEET,
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EYR—FZEERTBICEF

Micro Segments Application
Open Problems
A Testl
@ Event Search: vmware vm returned 8530 results

A ) vmswhere Power State ="POWEREDON'

Q. Event Search: vms where power state = ‘poweredon'r...

A vms where Power State = "POWEREDOFF'

@ Event Search: vms where power state = ‘poweredoff r...

Create Test Event -0

Pin Options

© |

VM |
e Recently Modified
' Defzult Pinboard
testing
7 Mewboard 1
Sdays
Zdays
™ CEsvESL TS
Sdays AL

1T EYBDILZU42zvbDEY T7AOEIYYILETS,
2 RyTT7v7T o4 ROTIEYR—ROFHRER] €0V v I LET,

=3

n EVR—RENOTERT 258 [REEEENLER] YA IDS [T74ILFDEVR—R] £2R

l/.i—g—o

F: [T7ANBDOEYR=R]ICE MOTERT 21— —AIFO—MKPIEER—RDILy o TR
TA4—IDBREENTNET, I—F-—DBEZR—BDOLAT U MEEEICENDDICELTWET, #F
FEBHIRT S LETEERA, EVBOLIERBRE. TI740 EVR=—RDPSARY L EVR—R

[COE—TZEEY,

n [RAEZEESNLER] UAMIRTTEDSIY MJDEREIZ 15 ETT,

B IRTOI-Y—-ICHLTHERTE S ER— FORAREIE 500 BT,

Er EVR— ROBEICIE. hREA EVR— R HEEYR— R BLETT 4L EVk— RpEE

nEd.

m EVR—RHEUVDOECDORERAHKIE. 20 ETY,

3 [EYR—FOHEX] D1 BT HLOWEYR-RORBAIEHBAEZANLES, MERLTEVBD]Z0 Uy

L&Y,

™
x -

m EVR—ROEFIE PATAEBRT—ETHHILEDHYET,

n EVR-RRICEATEDIHRANFTHIZ 100 XFTYT, EXR—RORFIICEATEDDE. XF HF

AR—ZADHTT,
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4 [EVR—RBERENELE] EWD Ay E—UBRRENET, [ST<HBI £V voTHE, EVk—FK
EEEBICHATEET,

5 U42zyvbERGFOEYR-RICEVEDTSICE. [REEEENLEE] D TICHBER— REZERL,
(EX]Z0UvoLET, [EVPEBMENELE] EVWDAYE=DD WIETHEVR—BANDUTIELED
[CRRENET.

ER—KR AT a 7RI BICIE

Finboard Options

[EXR—R AT a2]IIT70ERTBICE EVR-FODELBICHD [ZDMDF T3] 20Uy I LET,

i OITRTOEVR—R AT 3 &RRTEBDE. BATEVR—REERLEEBE. 23 [RRBLURE
] EREH DD I —EHFLAEBEDHTYT., TNLUNDI—F—(CRREINZDIL. [PDF [T RAR—
M AToarve [ROEVERICYIVEZ] A TS 3 >DHTY,

EYR— KTk, ROBEEERITTEET,

B EUR— REMMOEED vRealize Network Insight 21— — &L HBFTEET,

B EVR—RODEFIEEVR—REDEV (L RETEET,

B EVEFEVR-—RETERBEZZIENTEET., EVDONEBEIIREBEINET.

B BEOECR—REHIBRTAICE [HIR] 22Uy o LET,

m [PDFICZVRR—=K]Z2OIVvoTHE EVR—FLEDEHRE PDF LIR—hELTIIRR-FTEET,
FHICDWVTIE, PDF ELTIVRR—FESRLTZE N,

n EVHEVBHINLEEDT-SEERTHCE [ROEVBECYVER] 25U v o LET, SOBEEE
FRTHE. EVERBOT—5 2 RRTEET,
EYR—RDIALLSAY RS54 FEFERTBHICIE

vRealize Network Insight (. EVR—RTHAALASA > R4 FEHR-—MLTVET., HEDOEBOE R
—RF—HERRTDICE. FALTA4 Y RIAFEFRALET, EVR—RBPO—-Rand &, RBEREZ (5D
DIRTOEPO—RENZET,
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EYR—F S4TS5VUERTTBICF

EEBEEI-Y-—DEVR—F SATSUICIE ROREICRTILDIC, [¥4 EVR=R]FTE [TRTOEYR—
RIS TDBRRENET, AN A-HF-DEYR—F SA4TSVIICEF. EYR-—BDODURSBRRENET,

@ Pinboards

17 pinboards

1 KR—ABEOEBOFES—2 3> N—=T, [EVR=-—KR]ZIUYILET,
2 DRTARADINTDEYR—RERTTBICE [TXTOEYR-R]E5V v o LET,

3 FEF—=3r N-=TE BFEOEVR-—BFOURAMERTTEXT. COUXMIEFE EXYR=—K 475
VD[4 EVYR=R] 4 TELRCEENEENTNET, FIREELAEYR—-BEHBY X MDOHRERICKRRE
NEY., RRIDEVR—REIUYILET,

F: EVR—BEPERZRICIOY RAMIRRENDETICE, LESSERBDBHLMNYET,
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security Searchyour Data

*  Analytics

Path and Topology

@

Micro Segments Application

tities icati
Entities All Flowes Applications

Saved Searches

maledeerrayadropofgoldensunmeanamel callmyselffaralon

Duplicate board 1

4 SATSUADEVR—RERRTHILEDTEET,

E ZEZ3E—-95ICF

1T O42zybDEY 74O EV )V ILET,
2 ErOaE-%kOEVR-REBIRLET,

3 [EmzEsUvILET,

ER—kokFLaSRL—-— 32

R LIZEYR—REMBOI—Y—EHFTEET, EBFI -V (L EDEVR-ROIRTRELVHEIRTEET,
EYR—ROHEFLOASKRL—2 3V ICBT 2HEEZRICRUET,

BATEYR— REERLEEZEF. EBEI YDA - —DEFBFE<. EXR—RORR FE.
BIRZEITS CEDTEET,
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E: EVIR—RZEBHRTZVBENHDD. FRLLELI-—T-DOEWNSEE EBEI -V -DRIRERTTEET,

Sharing and Collaboration X

Link to pinboard

* Allow all users with link access to view

Users with access

“Admin (Owner)

Invite new users

Cancel

httper10.197.53.51/pinboard/10000:10002:76194691444608078461

Wiew & Edit

Wiew only e

Y

EXR—REHFTHICE

FIE

1 HEIDHEVR-—RT[ZOMDOF T3] &0 v LET.

2 [#E]ZEVUYOILET,
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3 [792aY]IDFILHaERE7Aa20)voLT [EXYR-—RSATSU]IMSEVR—RERFT S
EHTEET,

4 TITAIKTE UPIHBEEHNTT., EXR-—BOUZ I BIA 2 FDOI-YF—THNITHETOHHA
TEEY,

5 EVR—REHFISHI—Y—-ZEMTEET., HEDI—HY—IIHL T, [view] ® [view and edit] 7&
EDIEREIEELET,

F: RFEROABEFDODI-—Y—(F, OI-—F-LEVR-—REHFETEE LA,

6 [REIZVUvILT HELOASAL -2 a3 DEEERFELET.

7 ROVWTNDOIET, EVR—RO#ELASRL—2 3V OFERERTTEET,
s [EVR—K SATSU] CHIBEDL K- KO [35] 5IT. HHERERDTEET,
n VAP bOEY FAAYES Yy LET, [REZESNAER] OTIC-BERRENTNSE YR
—RERA Y N HE. FEEEHARFICHT SHMOIRTEINET,
EYR—RER-—ARXR—JLELTRETSICIE
BRULEYR— REF T4V hOR—L R—PELTRETEET,

FIE
1T KR—LAR-—DELTREITDEVR-RICBHLET.

2 [EYR—RFTar]&oUvoLES., (K—LRX=DELTHRE]IEZIVVILET.

ZOREDEYR—BPR—A R=JELTHRESINET,

H: EUR—RER—AR—JELTHETRE FOEUR—RO [(R—A R—JSELTHE]I A T3>
[FEHICIZY ET,

3 [BEIDO[RA 7UZ77 L R]IEEANS. BEDEYR—RET TN EDKR—AXR—DELTHEET DL
bTEXT,

4 LIFIDR—L R=CFERRTBICE EROFETS =2 3> KARIIVICHD [EVR—R]I DTIZH S [Network
Insight k—A] 22U v o LET. [Network Insight R—AZKR—LAR—JELTHRELETM?] £V D A
yE—=UPRREINET, TI7HIEDR—A R=PIZRTICIE. [(R—LAR=OFE] 22UV I LET,
BT1Z2Uv oL THAYvE—CEBCET,

=

B R—AR=—DELTEELEER—RZHIRT S E. T4 EDKR—A X—=2H [Network Insight
R—AlBEEICUEY FENET, HIRTIEVR—ROFFEETHIHEE. BIROERERDHDDIA VT
—UPRREINET,

B ERLEEYR—REROI—HF—BR—A R—SELTHRELTNRBEICKR—A R—ZEHIBRT S
£, FOA—-HY—0 [Network Insight /k—A] ICESICRY £7.
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EXR—FEEETBICEF
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1 EYR=—RSATSUDYRMIHIHEDEYR—RIIDWTC [To2aYy] DERTAa2%&20 )y o LE
@P'nbaards

17 pinboards

24days Guest 1 Mot shared 0D & i

2 RyTT7vTDBREREN, CZICEVR-BRORREANT ZLENHYET, FBARTOEYR-—RERLCT
¥, ER]EZVYYILET,

Z: EVIR—PORFIBLEATY, [ER] RV RAIZANTLIETHENCBRYEEA.

3 HBEEINTWBREYR—RZEHEHTDHEEF. V—ROEYR—F A —LHEREZRIFTHIILEBERTEE
. TENOERFIBICIE [V-RODEYR—F Y- LERERTFTS] 2#IRLET.

Z: BRIDEVKR-EOPHRADRYEBRT7 VZATHAEINTWSES, [V-ADEYR-—F I-¥—-LiE
RERFT D] AT a3V ERRENEHA,

EXR-—REEHRHT LIV —(E HLOER-RORFELCRVET.
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O—RKR NSO R—-F

O—R NSO VIEERTDE Ny IIYV ROBEBHOBEICHLTRET TV Tr—3a>y c5740v 0 UNT
o 059 RERIEITSANR—K V5T RADTIAOAEED) #0HMIGRIENTEET, TDREH, Ny
JITVROBHEDAL I3 EWOHSEEREL TEKLENHYET,

vRealize Network Insight supports the following load balancing devices.
ZDEICEF. RDOEYIPEENTHET,
m O—FRNSHLELTOFS

B O—RNSHELTD NSX-V

A—FNZ2HYELTDFS

FS TO—R NSV I#EEYR— ML TEMICT S728I(C. vRealize Network Insight (Z(3Z#E/xa v R—
RYBRIT AT AMEMENTWET,

FsO—RNSUHEZFDaAVR—KY FOHE

Virtual Servers Pools Pool Members Service Nodes Application Servers

Pool

Member 1

HTTP Virtual Port 80
Server

....... R
10.100.100.10:80 Fea Pool
e O™ vermber2 M 10.50.10.10
. .
Port 80 «
. .
* *
N KoL
N Poal o
: : o Member 1 |d
Client Termina Freviual N _‘__.-‘ o — _
Server FTE Pool | - Service Nufv-‘ 2
for 1060.20.20
10.100.100.10:21 B
Member 2
Port 21

10.60.20.20

m TV =2a Y=\ T TS a v RANENET LY, EAIE Web Y —N\DHBiHE. Y —
NET7TVT—2 a3y =/ WBY —NELJEEY—N) TRTENET,
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EF: ADDTTVT—23r =T, BHOR—FEERDY—ER /—RPSDERDERENETEET,

vRealize Network Insight (Z(F, A— R NSV THBEOYR—MNIKDZRDELDEA )Yy FHHUET,
m TUT—=o a3y =N\ —N\PMRET UDEHITEET,

m 77U T—=3r =N GRRAMEARRETS V) OFE. NT7+—<T R, 70— EDERMRMHE N,
BEDODTNY IR TN a—T 4 VIERBIITOZEMTEET,

n BEBNHENTWET TV —2 3 OYBELFRERY b7 —0 Y R—ZX 2 bOBE@RSRBEEINET,

n RIEAOMEICET ST S — baRESE, BMEOREDKREICHERIGES., £LAF ¥—EX /—RDIR
B MBI LTWBEDT T Tr—2 3 BIEE LEWNKRREEICHETEEXT,

m JO—ODAEMEI R Y- I RTEELET.

A— Rk NS Y OFHDORR

[(O— R NSOHTE@ECE. B— 8 NS UHIERSNAREY —NELXCT—VICET 2 EROBENRREN
£,

KRENDERIXRDELYTT,

B O—RNSUYEDRBY—NDU R~ ERBY —/NDERE
B O-RNSUYEDOT—IDURNET—IVICEET ZRIE
B O—RNSUHCEAEMITONTNSA N b

B IEIERBEIP T RUVATOZ70—, HBLVO7A-DRY NT—=0 ST 49 IDU R,
F: ONSX-VE—-RNASUHIZDWTIE, ZJE—ERSF v TFvranEtA.

n XY= GA4T DUTINEG KBV /N T EQRRERMBTSEIA- R NS HOTONT 1,
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RAEH —/NDOFHMDORT

MRS —N] EEICE. REY—NOA N v oL BEELOERANY MBRRENET.

RRENDBERIIRDELYTY,

REY—NDFTRTDT =)V AUN=DURXSEZOFHM. BLUBEEDT Z— bk
RIS >DU X K~

MEBY— /DU R

RS —/NICBEEMITONTOSEEANY DY X b

RDEDTIE, ARBY —NCEET DA v IDYR B,

m HEE (% HIRD

B Xy bT=0 AU D (BEBRHERIZEEFHD/NT Y FBRUNA M)
s CPUFRXE

E: OYR=—PFPENTOBENSX-VA-—RNSHDA Iy IDURBMIDNTIE, YR=—FhE=hTWS

NSX-V A ~Uw OESBLTSES,
RIEY—NTERAEND T—IL A=D1 70—

F: O NSX-VEOH—RNASUHIZDNTIE, ZJE—ERSFv TFranEzti.

A—RNSUYHDIP7RVA Xy bT—=0 857490 Y—EX R-KIHETIERERMT HREY

—N\O7aNnT 1,

Virtual Server web-server2tol

Timeline
L4 T o3
20:00 02/26 04:00 08:00 12:00 16:00 18:56
Pool members in this Virtual Server P Metrics for this Virtual Server
(> 4entities 12 metrics Feb 25,1856 - Feb26,18:56  6h 24h 7d 1M 3M
State Service Port Connection Limit Q
Disabled 80 0
. 51:80
State Service Port Connection Limit e
Enabled 80 80
State Service Port Connection Limit a
Enabled 80 20 Total requests
0
18:00
Virtual Machines backing this Virtual Server 73 Physical Servers backing this Virtual Server (VM not found)
(> 2entities > 2entities
e Windows_2012-1-VLAN301 . phy_node test2 .. 1 Problem
CIDR Power State Host a 1P Address State Manager Q
10.115.30.1/26 On 101157235 10.10.10.12/32 Enabled 10.115.73.60
e Windows_2012-2-VLAN301 . phy_node_test 1 Problem
CIDR Power State Host a 1P Address State Manager Q
10.115.30.2/26 On 101157233 10.115.73.60/32 Enabled 10.115.73.60
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O—R NS OHICBEERMITFONTWS MRAOY NRERRT SIZIE. client VM name to Virtual server
IP. WS UITVEFATEET, DY —ER R— MIEROREY —N\DBHB5HE. [FkiRiE~ > 23EIR]
T aVICEDYRAMPERREINET., UASDPSY—NEZIRL, [NREXRR] Z0Uvod5&, RET >
DSREY —NAANDNNRAMRRENET,

BT LYDAR SROSTREG—NEL Uy 0T BE REY ] D1 Y RO IC—EDRET S Y BRREN
£, SROKRT £0U v 0T 5L REF—A\DSBRLARET S U ADNRBRRENET.
T—Ib AU N—DFHMDERR

[T—I AYN=]E@EICE. T—Ib A= AUy o, BIOT =)L AUN—ICEEMITSNTNSA R K
[CB89 BIEMMBIRRINET,

UTFHERRENET.
. REITCOURNERET D VICET HEMDFME

B T AUN=—DA NI O ERBET DA RN YO ELBETESIFR, &2 ATY E CPUDEA
K Ry b= 700 E,

n RDESE. T AUN—CEETBA R Y IDYR B,
BT (B HRRE. TRARERE)
B Ry T AUy (REBHELIGEEFHDNT Y FBIV/NA D)
m CPUER%E
m O—RNSUY /—B RE b—EXR-MCEATIERERBET ST AN=—DT7ANT 1,

Timeline
Time Range: 1day v o : N o
{8 Show Change: 20:00 02/26 04:00 08:00 12:00 16:00 18:59
VM Backing the Pool Member

> lentity - Feb26,1859  &h 24h 7d 1M 3M
e Windows_2012-2-VLAN301

Host Powe 1OR Network Average Tx Rate

1 e Obps.

10.115.72.33 on 10.115.30.2/26 CPU Usage Rate {5

Memory Usage

Metrics for this Pool Member P2 Events with this object (|
11 metric Feb 25,1859 - Feb26,18:59  6h 24h 7d 1M 3M > levent 6h 24h 7d 1M 3M

EntityDiscoveryChangeEvent
@ Pool Members: s2:80 has been discovered. 2hr
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A— R NSUYICEET Y TIVigRITY

ROY TN OTVEFERTSHE A— R NS UHICEETET &7 IS EBFRETEET,

vm where lbServiceNodes is set - BREMPHEHEINTWE 7 TUT— 3 ERAMLTWSTA
TORETS v E—ERRLET,

vm where lbServiceNodes is set and PowerState != 'POWEREDON' - O—R NS
TENET7 TV —2a3 & RAMLTWSHDD IBEMEL TOWVIVWITRTOREYS v &E—BRRLET,

pool member where state = 'DISABLED' - EMIC/H>TWAITRTDT =)L AUN—&FRRLE
ER
Count of Pool Memebers where Service Port = '80'-7R—bF 80 TERITENTNBEED

FALTDY—ERCDNT, IRTDT =)L AUN—D#HERLET,

service node where virtual machine is not set -7 77U —2 3> $—NELTYEY—
NEFERALTWDTRTOY—ER /=R, FEGRETS VEKRX ML TT vRealize Network Insight
[ZEMMEN TR vCenter Server #—&XRRLE T,

A—k NZ2H9 &L TD NSX-V

4.2 1)) —RLIEE, vRealize Network Insight TlZ NSX-V OO—R NSV v e FIRATEE T,

BAEYR-—bPENTVEA MY IDYRMIRDELYTT,

RAEHS — /N

3

L7z A hEDEE

i

. XEFELENA bHOEE
m REOEYI 3V

m Sittyviar#
7=l

m ZELENA MO
n EEFLENA OSSR
MAEDIEKEL

ISP Tk

n SRHERE

IB7E. VRealize Network Insight T7—JL A=, LTHR—bESNTWDDIFIRET L DA TT,
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- SN YRR AR L

ZDEICIEZ. RDMEYINEENTNET,
s /\X kROD
m BGP XA N—DHHADRTR

LIRS At SN SNOVAPS

NR kAROD

NA RMRAEDE REAICHDIEED 2 BORET L U EOEREFMICKRRLUET,

VM Path Topology : VM tnderar Virtua Machioe: DBAdrin, = || VNG 1046425

Path Details

N ~ :
BE——= e Y \f
= =
><]
e

FREZICE LAV =3 EbAV—20BADAVR—EPEELET. ZOMRADE, vm_name 1 5
vm name 2 DIRBITVEFERLTRRCTEET., NADBHBHEE. RETS VEANRORE/ICKY,

vm name 1 & vm name 2 DEDITRTDAVR—F Y bPRE2 LV —hEN, TZA=2 3 LS NI/NRDHE
BHENET, =5 —DPYEDHZE. TNOSDI—F —([JRROHNCRRENET,

XA FRODPTIE, RETEBEDOBDOIRET L VB/NAPRRENE T, RIET UBICT 74/ MOISADHRTE
ENTWRWMEE, NADPEESIN TN, FEENN—F— A I —T A RABEDIDMSHRNI LERIMTHIS
— AytE—UHRRRFEINET,

Kubernetes MBS, RO FUAT/INR bARADVICARADBRRENET,
m  Kubernetes +—E X & Kubernetes 4 —E XD

m  Kubernetes —E X & Kubernetes 7w RO
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m  Kubernetes Rv K& Kubernete Ry RO

O PEINAREEUNRAFYR—FENFEEA,

[A—RNSUHENLENRR] AT a2 (CE BRUERETIREY SV EBARET S VONRADOBTEREN
ZIRTOAOA—R NS UYP—BRREINET. BEOO—RK NS UHENLARBET S VBN ERRT SI(C
(T URMDPSAO—R NS UHOEFIEZFRLEY. NX FAROCOO—R NZ2H ORI FDEICITYTR
EELS & ROFHAPRREINET,

. RET-—NE

E AR NSUHIPTERLR

n R—hES

. O—RNSUHOT7ILTUXA

. O—RNSUYDPSEBENLT 74+ T—bD A

=T a0 AVR=F2bENRX MROCTHERTHZLEDHTEET,

NRICBEFRT 2 —F— Ty, FEIFLDRIIRVREZELS & REMIV—T 4 VI3 NAT DIFRMSERR
ENETY,

R XA FRACOFRICHDIRETS DT o5 —bA 2o 3 (Cd. BETARET VDDOT 4 —
LABRE, BETEIS VI RA v FELVR— bDOLEEIBADEHRMNRREINET. Kubernetes T> 7474 D
BAEF. RETS DT =L AI2, Ry RBPEBEINTWSIREY S E/21d Kubernetes / — RDIFERMR
RENFET,

RES D7 F—bA €02 32TRE IVR=F 2 EBINUFTFENET (SNIVERTK] ([/NAOFH]
DF) £RRLIER), CO€IP 3> TR EBOROYTEII2 VRN, T RRAVPDRBY S &
ITvPDT T4 TIRRBR I UBRRENET., ET v IRET VICONT IS ROy 790 UR BT
ANFRAERNAADA =T 24X IP 7 RUVANRRENET. BIRABRICEDNT, TOREDS 5 —7
TARDT VT —bA NRADBKRRENET,

e, bROY Ty T EEBORENEFERL T, NADAAERILT 5ZEHTEET,

FROY vy 7&ERTHE BT VEINRICEENDIR—MNIETIARMEZSHDZENTEET. /IR
DFHA] €22 avIlid. ZEOR— b FrRIVOBFIBRTENET,

F: PEIAOVITLAV -2 ER2(CAIRIET HLETEERA, HBEIRAYTFHSRNDRA Y FICNT Y b
DEFLTVDHRIE. BEHOXA v FHESEL TWSAIERENSHUET. 12U, MRADICE TYF—bA X
Y hT—=UDRA yTFIERRENEHA.

AWS RET > VE/NR

AWS DIRAET S VBN RIE, ATV RADIRETYS & AWSEC2 4 U RY 2V REDBD/NADA R M Z 1R
LET.
IH7E. vRealize Network Insight (XD F U FEHR—FLTWET,

m AWS VPC ADRBT L VE/NR : 2D FUA TR HED VPC ILHIFS. B—57xy bRDORET >
VB FREREEZY TRy MIHBHRETS VB TORENSESLET.
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m ET7ERENLE AWS VPC HDRET S VE/NX : 2O FUATIE 180 VPCDRIEEY V& ET
ERENLIERID VPC DRIEY S » EDBDBENBELET,

B AWSREBTIUDoA 25—y bADRE : VPCDRBIYI U, A5 —FRy b TF—hDzA4%EMLT
A5 -3y MIBELET,

m AWSRESUMhST—Ft 7 —RIEBE<T AD AWS VPN #FEE N LEBE: 2D F U A TlE, VPC
NORET M. AWS VPN EHEEZN LT, T—9 07 —ADRETS VIZEELET. vRealize
Network Insight (. Z® i+ # T Software-Defined Data Center (SDDC). NSX-V =%t %
— BLUENSXKX-TF—4try—2HFR-—FLET.
b= =i
B NSX-TEXLUNSX-VF—Ery—~ADNAT Uy R NRR bRAOZE, NSX-T LU NSX-V D

Edge V=4 —MNRTU v I IP 7 RLREZFERAL THRESNTNWIIFEICOHEEEL £T.

m  VRealize Network Insight (. AWS OiRET > 74— A rROZCEGR-NLTWERA,
p=

E7#EREN Lz AWS VPC BIDREY > U EI/NAD AWS RIBEY 2 VENRDEIERD EESY TT,

VM Path Topology (i) ¢
Client Server
sub2-vm2 — subl-vm1l
10.1.2.191 Request 192.168.1.199 %

@ O [ sub2

@

™ sub1

®

AWSVPC
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RER L BANAADT A AV ERA Y b B E ETEEDOTANT 4 £RRNTEET,
AWS [REX S VEINRICEATDROI T 4T 4 ERETEEXT,

B AWS Subnet

®m  AWS Route Table

B AWS Virtual Private Gateway

m  AWS Internet Gateway

u AWS VPN Connection

B AWS VPC Peering Connection

NSX-T

NSX-T DRE~ > VBN ADOHIZRICRLUET.

VM App-VYM1-VM DB-VM1 Now v (Auto-refresh in 5 mins)
v Overview
VM Path Topology
Client Server
App-VM1 - DB-VM1
10.114.213.123 Request 10.114.213242 %

@ e App_LS
=) e DBLS

FRERAL /—REXRL. KEEI VY /—FRZXRLEY, REAT Y XX MROPTEASNDT7 A 3 V(3.
EEOARO [NADFHM] DTS SNIVELEDBICRRENET., P8I —F—(3. TOREICEBREELETE
RENET, MRAVRADY —ER -4 —D&EE BEMIFTOSNTHWLREICI > TEDYEYT., BE 1023
YR=FVMIRUCLVANNICERREN, BE O D2V R—F2 MIBDLANIVICRRENET, NSX-T TIE.
Edge 77 A4 7 U+ —/LDRITRENTNET,

NSX-T Ry bT—0DEF2 VT« Z5tET BICF BEEAELTINSX-T LAV —2 %y hT—2] ZFRL. R
DU ZEFERLET.

plan NSX-T Layer2 Network ‘<NAME OF NSX T LOGICAL SEGMENT>’

ROFIEZFITTDE RLERETDIZLENTEET.
n SET-ar YA R N5 [EFa )T 4] EEBRLET,
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m ROYTIO AZa—DP5 [NSX-TLAVY—2xy hT—0] Z#HEE L TERLET,

#

s BETE INSX-TL2 %Ry hT—2] % [§ 7] HED NSX-T CBET 5T 7« 74 £ERTEET,
NSX-T [CEAETHNSDI YT 4T 413 FEl. A VAIAYT—a30 BXETTVT—2aVE
ECERTEET,

s [UN—TR] KOvTFHY AZ2—TH INSX-T£*2UT 1 Z—T] 2 [eF2UT 1 £5] O—HT
HY, HREEI A2 ] IE[VLAN/VXLAN] O—88TY,

NSX-V Edge 520 424 —T 24 ADRET L U E/NR

vRealize Network Insight T(Z., DVPG 8 NSX Edge ® k> > 2 VNIC [N TWT. b7 A9 —J
A4 XM VLAN F72(5 VXLAN [ZEHESNTVSRHEEIC RET Y VEANIABLINMEETS V&AM 5 —Fy D
DINRERNTEET,

RIS, NSX Edge 2R LRBY > Y E/NADFZRLET.

i : vRealize Network Insight (3 Edge (RIEX > D S0 A -T2 ARDT7 T — LA EREYR—
FLTWEHA,

VM Path Topology [
Source Destination
i -~
192.168.160.5 192.168.1705 Edge VRF: Trunk Test-Edge Fjath Details
Route: 192.168.170.0/24 (Direct) (L) Show labels
In Interface: [Trunk-Test-Edge]-[trunk:
interfacel-{subinterface-1] 1 Trunk-vM1
Out Interface: [Trunk-Test-Edge]-[trunk-
interfacel-subinterface-2)
interfacel-{subinterface-2] A [Trunk VM 1] [Network
Keep Focus adapter 1]
PELE
3 VXLAN-1
4 =) Trunk-Test-Edge
5 VXLAN-2
6 VXLAN-2
©) e VXLAN-2 7 [Trunk-VM2]-[Network
adapter 1]
8 Trunk-VM2
® z VXLAN-1

VSphere Host

vRealize Network Insight T® NAT 04 R— k

vRealize Network Insight (& NSX for vSphere, NSX-T Edge. Fortinet, XU Check Point DR~ >~
VHEINREYR—-FLTOWET,

R¥E< L VE/NR
NAT £ LIRIBR & VR RDOBIELTISRLUE T,
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« VMware VM 'linux-2-20' to VMware VM ‘linux-1-20" via DNAT IP'172.168.23.22"

@ VM linux-2-20 - VM linux-1-20 Now v (Auto-refresh disabled ) Overview Events Flows Metrics
~ Overview
Path Topology [ VM Underlay VM:linux-2-20 % VNIC:100220 v PNIC:[1001520.. v {7 :
Source Destination Path Details ~
100220 10.0.1.20 Show labels

© 1 (2) Milinux2:20

2| @ VNIC[linux-2-20)-
[Network adapter 1]

o

3 VMware Host Switch:
VLAN2100
4 Switch Port:

[10.0.15.202]-{vmnic2]

& vlan-2100

) vlan-2101 & I vian2100
L
F

‘VSphere Host
4
16-1. Check Point NAT 4/ L7={RiE~< 2 /N R
wwss0z0 BB s p. -
( ©) 4

s1Y
NAT £/ LAREBY > VAR ERRT ICIE. ROVTUEFERALET,

B ZREDIRIEY L 2 Fortinet KLU Check Point JL—% —DE%(CH Y. NAT THEREINTWSESI(L.
VMware VM '<name of the VM>' to VMware VM '<name of the VM>' via DNAT Z/Tl)
=ERALET,

m FEEDRIET T > H NSX for vSphere 7213 NSX-T Edge 0&#%I1CH Y. NAT BEREIN T S1B81L.
VMware VM '<name of the VM>' to VMware VM '<name of the VM>' 4T UZFERLET.

ERBEIE

B NAT H—EXDEMIT/E> TS NSX-T HBEBI—F —Z2FALAREY D VE/NXDHE, vRealize
Network Insight (. 2T 5D/XRICDNTD NSX-TEdge 7747 U+ =)L =)L E#EICRRLEE
Ao
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VMware SD-WAN D{R#E< < VRE/N R
vRealize Network Insight Tlx., VMware SD-WAN BIEORET S B/ RERRTEELT,
vRealize Network Insight (XD F U FEHR—FLTWET,

m IP7RUVREDODNR:BADIP 7 KL RX%E VMware SD-WAN Edge DE#%D VLAN [CEEEET S HE
BHYET,

n IPTRULADSA VG —Fy NP7 RUVANSRALZIP 7 RLR  XETIP 7 KL X% VMware SD-
WAN Edge OE#%D VLAN [CE#ERET 2HENHYET,

EF: A=y bIP7RUVRELIIARRAL IP 7 R XL, vRealize Network Insight TigH S 17480\
IP 7 RLRTY,

. RETUDS IPTRVRIP7 RUADSIRIEEY S > FEIFREBY S EAD/NR :

B HR—kEN2DE. NSX/NSX-T F—4 ¥ —RDIRE<TS > DHTT, VMware Cloud on
AWS, Amazon Web Services, Azure ADRET S V(I R—bENEH A,

= VMware SD-WAN Edge (3. VLAN ZHLTT =424 —AOHER/RIEI—5 —(CHER T HHED
HYET,

m E: VY—XVMware SD-WAN Edge &4 —%"v k VMware SD-WAN Edge [ZERE /= VMware
SD-WAN Gateway D&% 51543, ¥V —X VMware SD-WAN Edge O4 — b 2/ BHRT/RADBRRS
nEy.

VMware SD-WAN Edge BIDO 7S5 o F LTS5 o FE#EHET S VPN 3 VMware SD-WAN &5 X4 &#4%
BT 2858, ZDITRIDITRTDAVN=PIRRICRRTENET,

XRIZ. VMware SD-WAN D{RIE< 2 VENZADOHZ N DPRLUET,

Path Topology

Source Destination Path Details ~
192.168.195.5 192.168.187.10 Show labels
1 (@) sandeshvM-velocoud-1

2 @  [Sandesh-VM-velocloud-
1)-[Network adapter 1]

3 Sandesh-LS
=) Sandesh-Edge
5 Sandesh-VLAN-10
Sandesh-velocloud-2-LS e

Sandesh-LS 6 [10.196.74.133]-[vmnic1]

7 = 10.79.40.136:3100
vian-8 wrf_2009

vlan-10
8 4 VeloCloudNewBetaEdgel

¢ @ ve133uscad

10 VeloCloudNewBetaEdge2

1 5 1079.40.136:3400
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Path Topology (i
Source Dest Path Details ~
172162011 192.168.252.10 Show labels

=y

2 | @ [SDWAN-APPVM-02)-
. [Network adapter 1]

3 SDWAN-LS-APP-02

1 SDWAN-APP-VM-02

@ SDWAN-DLR-01
5 SDWAN-LS-TRANSIT

151 6 | (=) SDWAN-ESG-01

Y
L)

SDWAN-LS-APP-02

7 Srou
SDWAN-LS-TRANSIT DPortGroup-B1-550

Py
DC

p
) (¥

vlan-550 8 Velo-Edge-B1
LS-VLAN

9 | &) Velo-Edge-B2

0 @ d5f37ab5-4fea-4e13-
b884-87de217af2f6

1 @ SRTier0

Site ViphereHost  Host Transport Node Edge Transport Node

Arista/N\— R 7 VTEP (R¥E< < /N R
vRealize Network Insight T3, kB~ VE/NRICN—FD 7 VTEP 2R R TEET,
IR7E. vRealize Network Insight (Z:xD > F U FEHR—FLTWET,

X ETRBETSEEAEREBTS UDEGED VXLAN BLUOEGDRIMIRBEENTWDIHFED, N—FD
17 VTEP Z8&H 7 HRET > URE/NA,

B EXETRETI EBERET UHBEUKRR FTRES VXLAN CEREENTVSHEED, N—RUx7
VTEP ZHh 7 2RE~ > U E/NA,

B A YTFPRAMIEFEERENTVDSHED, REYOT7 5 —bA4 MRACAICHDZN-RD LT
VTEP,

FE: Arista R4 vF SSH #57—% Y —RX & LT vRealize Network Insight (CIBINT 554 (4. Arista XA v
FD SSH #H/TE T 57012 VMware NSX Manager #{FRH L=t Z LFELC IP/FQDN #{ERT 5 0ENH Y
F¥, TH5LmWE, RETSVB/NRICN—RT 7 VIEP BRRENEHA.

e, RETI &A=y FOBTN—RD 7 VTEP BMERAFTREESE(F. RIEY S > bROD, BLY
RE<T oA I =32y EADNRITHN—FD T VIEP Z2RARTEET,

EETRBT D v EBERBT L VHBRIL VXLAN [CEBEENTWSEE, N— ROz 7 VTIEP #HORETS >
BNREPR—bENEHA.

N—=RDx7 VTEP 2R HRETY VEANAOHELTITRUET,
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Path Topology VM Underl... VM: AppO2-HW_ VNIC: 1921682 PNIC: [wi-vrni-t

Path Details

Destinat

192.168.252.10

192.168.253.11 =
VM: App02-HW-VTEP-
PAN

VNIC: [App02-HW-
VTEP-PAN]-[Network
adapter 1)

VMware Host Switch:
HW-VTEP-TENANT-4

VMKNIC: [wi-vrni-tmm-
€5¢009.cmbu. local)-
[vmi3]

Arista Hardware Gateway: [wic04-vrni- ' VMware Host Switch:
VIW-VMKniCPg- dvs-104-
10-0d703Bc8d-7686-

v 412b-b798-
HIN-VTEP-TENANT-2 and 104536604213
VLANZS2

Switch Port: [wl-vrni-

= - e

esx009.cmbu local]-

Path Topology VM Underl... VM: AppOl-HW_ v VNIC:192168.2 PNIC: [wl-vrni-t

Path Details

stination

192.168.253.10 : 192.168.252.10

VM: AppOl-HW-VTEP-
PAN

VNIC: [AppO1-HW-
VTEP-PAN]-[Network
adapter 1]

= VMware Host Switch:
HW-VTEP-TENANT-4

© VMKNIC: (wi-vmi-tmm-
esxO11.cmbu.local]-
[vmica]

== VMware Host Switch:
Vaow-vmknicPg-dvs-104-
10-67baBcBd-7686-
412b-b798-
10d53e60d213

== Switch Port: [wi-vrni-
tmm-esxO1l.cmbu.local]-
[vmnic4)

VMware Cloud on AWS : {RAEE< < U Rl/S X

vRealize Network Insight (3. VMware Cloud on AWS TXD/NA 7w R XREHR—-MLTWET,
= VMware Cloud on AWS &0 VMware Cloud on AWS

= VMware Cloud on AWS & XU NSX-T

= VMware Cloud on AWS XU NSX-V

s VMware Cloud on AWS XU AWS

= VMware Cloud on AWS A&B
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VMware Cloud on AWS KO EDRET S IZDWTH, 7o —LABERBRTINDDIE. RIET U HBH
BEIAVNETTY, TNl Ry bT—0DEBELIYMIEBEESRED VMware Cloud on AWS THiKI{EE M.,
ZFDUN)VTIIEIREDZ N =D T,

XIZRTDIE. VMware Cloud on AWS XU NSX-T DIRET >V EI/NRDFITY,

VM Path Topology
Client Server r b v
VPN-VM-1 - VM- 1-CompB-Host-202 Path Detail
192168522  Request 192.168.46.21 § VPN-VIM-1t0 VM-1-Compé-Host-202

®
))

2

nsx-t-vpn |
(=

® 5 — ) compB-Is e

EWBEOMREI > RIVERLTVET,

Cisco ACI RIAE< 2 VRID/N R
vRealize Network Insight T(Z. Cisco ACI M3 2RET L VBN RERRTEET,

Cisco ACI TOIRIEEY > Y E/NZADHIE, RDEBY T,

F: Cisco ACI APl TRA v F LRILOFEIRHEN TN S54. VRealize Network Insight Tl U—7
BLUORNAVDRA vFE#RFERTDIRETL VDNRABRENET, £5 THWVES. VRealize Network
Insight Tl RAET I VENREICHDI)—TBIVRNAVDRA v F TR, 77TV vy Io2KITHIET S
1D® Cisco ACI VRF BsR&an 9,

VMware, Inc. 279



vRealize Network Insight 0

Path Topology

Source Destination

= - 10.255.118.186

10.255.118.178

VM: ACIVM-160

VNIC: 10.255118.. v

PNIC: [10.255.13.. v

Path Details
() Show labels

F

(22) vm: AQVM-160

® VNIC: [ACIVM-160]-

[Network adapter 1]

== VMware Host Switch:
EPG_160

== Switch Port:
[10.255.139.160}-
[vmnica]

3 Switch Port: [node-101}-
[eth1/3] (Device: NEX-
93180-A-Demo)

Cisco BGP-EVPN £— RDH¥R—

vRealize Network Insight (%. Enterprise T7 « > 3 >V [RED Cisco BGP-EVPN FZREE— R T&RESI N/
Cisco 9000 RA/ v FDT7 77U woEYR—~LET. VRealize Network Insight (. Cisco BGP-EVPN &
& {ER L7= Cisco Nexus 9000 LIND R A vF EFINIEFHR—FLTWEHEA,

777Uy ID—ETHH% Cisco Nexus 9000 XA v F(d, T—% V—XELTEBIEMENES, 777
Dy ORDITRTDRNA VEEF)—TRA v FERRT SH(C(E. switches where role is set T Z(F
ALETY.

Cisco BGP-EVPN £— RDY > FILDRET S U E/NRR(ERDEBY TT,

+ VMware VM 'EVPN-Host1' to VMware VM 'EVPN-Host3' 7) Now v 5

=) VM EVPN-Host1 - VM EVPN-Host3 (/) 7minago v (Auto-refresh disabled ) Overview Events Flows Metrics My View

VM Path Topology [2 VM Underlay VM:EVPN-Hostl Vv VNIC:10.25326.166 v 2 °
Client (NSX-V) Server (NSX-V) i
EVPN-Host1 —>  EVPN-Host3 Path Details ~
10.253.26.166 Request 10.253.26.180 4 () Show labels
() Show all ECMP paths .
~ 1) () EVPN-Host1
- _ O
=] (&2 2 [EVPN-Host1}Network
R adapter 1]
= =
3 NSX-MGMT
4 [ucs-c240)-
esxsandboxwwiatc.locall-
[vmnic5]
€ vlan-116C 5 GigabitEthernet1/0/19
~ ) = vian-1160
€ = vlan-118C
B BN
* *
Leaf Fabric
ECcMP
i = = =
- * * *

Spine Fabric
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A42—J)bARXR bk TIF/INZX (ECMP) Jb— DY R—
vRealize Network Insight (3. kI~ > E/XRTECMP #4/R—hLET.
R~ VE/NRICE, ECMP BT 2 RDIEHRBRRINET,
VRS =Ty bADEHD ECMP /XX

. ECMP %&£ T BN —4—

. BESINFIN—%— (VRF) IZDWVTHERGEE/NR

m AEEA/NADIL—

VM Path Topology

Chent Server
vm-User-1 — vm-DB
172.16.100.11 Request 192.168.83.11 ¥

Show all ECMP paths

**Hover on ECMP Routers to view alternate paths.
To view path for a specific router, use option “Keep Focus® in the menu on hover.
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BIOKET(E. ECMP DEXNEIN—F —ZHERTEEYT., TNozZRAMTHE BIMD/NABRRIEINET, £
oo BEHCEDVTIL—9—ZBIRL, OvoT5ET, NREERTEET, 2 80RET S VBIOTRTD
ECMP XRZE=XRRTHHBEEIE. MROPHET [TRTD ECMP RADKRFK] AT avEBRLET,

BWEDIN—9 —DNRAERTT B5EEF. V=5 —ZFRA ML, [TH—NREMHF] 20V v I LES, I—%—
BEHDNAMPRRENET,

L2 7Yy D8 R- bk

L2 F£7/2(F VLAN 71U v 2 EH O VLAN D5 1 DD 70— RF¥ R~ RAAS VEERLET, Ugio) U —2X
TlE, REY VENRIZ2DUED VLAN BOD L2 7Y vy OHBELTWSi5E. RIEY S VE/NRIIHEELE
HATLE, ZDU U —XLE. vRealize Network Insight (£ L2 77U v P EHYR—rFBED(CHVELE, ]
TE. ZODO#EEE Cisco ASA )L—4 —TDH Y R—EENTNET,

BGP XA /N\—DHMDERT

BGP XA N—[ZBT B> F I /21EHRIE. VRealize Network Insight TRRTE% 3., NSX Edge F/-(IHIE
IN—%—0O BGP XA N—%2KRRTEET.

FIE
1 #%¥/N—[Z Router where bgp= 'Disabled' &AHL. [Enter] +—%##HL £T,
2 URMPOBREDIN——EREAL CHEEEZRTLET,
NSX-V Tl¥, BGP XA N—DXRDIERERIRTE=ET,
] IP Address
] Remote AS
B Weight
B Keep Alive Time
n Hold Down Time
] Status
NSX-T Tl. BGP RA N—DRDIERERRTEET,
] IP Address
] Remote AS
B Keep Alive Time

m  Hold Down Time
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u Status

e
B RAN—(CETBERPEESNAZNEGS, Status (X Unknown ELTRRSNET,

m  Status /S Established.up CTHWMEFE. TDI v D One or more BGP neighbours are not in
established state FXVEPRELET, TOA X NI problems ZRELEBEDRRTEE
j-o

3 (A7 3r) BGP RTF—F AMEM(C/E>TWDEI—4 —%#RRT SICIE. Router where bgp=
'Disabled' Z#ELET,

A =3y FAD/INR

BEANOKRET S VIZDVT, VRealize Network Insight (£, [ >4 —% v hAD/NIR] EVRDT ZA— 3
MeENFNREFERALT, REXS VEA Y=y NMIIERT DA EERLET.

NRCEL>T RETEA VI =Ry FEDITRTOIAYR—F > b (RESIOYIE) BRESNET, > —
TYARADE AV R—F Y hEERT D, T2 A =2 3 MEENINADBEESNET, NADAAEIEE RRO LIS
HOERMNEFERL THEREICTLHIEHBTEEXT,

IVTATADTAAVIIRDRARA VG ERA L BT BHE T RUVREBERABLBERIDRRENE T, NADT A
AYEIIYITBHE TOTSARYBHDENEINT ATV MBIRRENET., EVEREKRELT, NADEF
MERRTDHEHBTEET,

Quality control-VM11 Internet
10.45.203.239 v - Internet ¥

3 = vlan-520

Internet
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ZOEICE. RDOEYIDEENTOET,

m  Cross-vCenter NSX

m  Palo Alto Networks

m CiSCOASA 77470 +—)

m CheckPoint 7747 +—Jl

n EFaUT4 TIN—T

m RUJI—X—X VPN

8 NSXDETZ7AT7 04— INDFET T 47 IL—)b

m Fortinet 7747 04—)1

Cross-vCenter NSX

Cross-vCenter NSX BBIETld. ##? vCenter Server #8E TZ %7, & vCenter Server [£. #hEFND
NSX Manager EXRTZ UV TENTWBBEDNH YU ET,

12® NSX Manager [C7Z 4 <) NSX Manager ®O—/)LE|YU H TSN, ZDD NSX Manager [Cth >
#'1) NSX Manager OO —/LDEIUHTENET., 754 < U NSX Manager (3. Cross-vCenter NSX IRIED
BE T — ERETZ22N"—Y)L O bO—-F VS RAYDOERICERSINET. #H 41U NSX Manager
[ZIE B0 NO—Z VSR Y ([EHYERFA, 754~ NSX Manager (&, ZZN—YILHEBRA vFix L
DIAZN=YII XTI MEERTEET. INSOA TP o bE NSX AZN—H VAT —EXICLD T
T4 NSX Manager ICREIENET., £h 41 NSX Manager Tld, INSDF TP 1o hERRTE
FITMN WETHEETEERA. IZN—PI AT bEEBTHITIE. 7547 NSX Manager #{#
BT 50ENHYET. 7547 NSX Manager AL T, BREBEADEED LA 41U NSX Manager &%
ETEET,

ROIAZN=YI AT 0 bPYR—bEINTVET,
m JIZ/N—%)L LDR

B OAZN—H)L SRR V=V

B OISN—YIREBRAYTF

m OZN—YI T7A4T7T+—=)L L=
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m OAN—HIEFaUTq JIL—T
s I1=/\—#)L IPSet

m OIN—YIP—-ER

B O N-HIYP—-EXTI—-T

B OZSN—Y)L T A NEH

Palo Alto Networks
VRealize Network Insight (& Palo Alto Panorama 7 7 A4 7 U+ —)L&EHR—cLTWET,

¥ : vRealize Network Insight (2. ##(0 NSX Manager &® Palo Alto Panorama #&#&HR— kL TN
FH A,

VvRealize Network Insight IZ Palo Alto Panorama #:Ei9 5I(Z(3. Palo Alto Networks o1 —4—(Z,
XML API 7 7 R1ERZHFOEBEO —IIPLETY, [Palo Alto Networks] 2—%— A4 >4—7 x4 XT.
KROFIEEETLT XML API 0BEEBEO—/LZEBMLET,

1 [Panorama]l - [EEE&O—/L] DIEICERL £,

CEmlz2U vy oL THLWEBED—ILZEBMLET.

[BEEO—J)L 7O7740)0] T4 RODPHAEET,

A—JLIC&FIEAN L. [Panoramal #ZEiRLET,

Web A—H— A5 —TxAR]5TEIV v oL, IRXTOIY M) EZBENICLET,
IXMLAPI] #7200y oL, [RE] & BEEK] ZBR<INTOI M ZEMICLET.

N oo o0 AowWwN

[OK]lZ0 Uy o LTO4 > RUZERLCET.
FLOWVEBZEOQ-LUDBURARIRRTENET,
8 [axvyhlEI/UYILET,

9 ZoO—J/LEEBETHDMIEUHTSY), HILLWIA—Y—2ERL T ZoO—/)LEHLWLWI—Y—(CE)
UHBTET,

vRealize Network Insight THR— kT3 Palo Alto Networks O#EEIZRD EHY TT,

m  Palo Alto & NSX T> 5 1 7« ®OEER% : Palo Alto Networks ®7 RLRET RULR F)L—TDIR ET
DU AUN=YTE IPTRUVREBET L DRy ESFICEDVWTHEENET, COAYN— v T
1FHR(F. RDOELDICBETEET,

B VM where Address = <>
B  Palo Alto address where vm = <>
®m VM where Address Group = <>

B  Palo Alto address group where vm = <>
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m 7T :vRealize Network Insight THR—hrENEITRXTD Palo Ao T T4 T4 ICHLTOIUESR
TCTEFET, IRNTDIVT 4T 4I121E PaloAlto EWS TV T 4w O RBfFEET, 4TV DO—8ERITR

LET,
* 17-1.
I>T4T74

Palo Alto 7 kL X

Palo Alto 7 RL R Z)L—7

Palo Alto /314 R

Palo Alto #IE5 /N1 R

Palo Alto fR#8< > > F/NA X

Palo Alto /XA R F)L—7F

Palo Alto —E X

Palo Alto ¥—EX Z)L—7

Palo Alto R & —

Palo Alto 7747 o #+—Jb

Palo Alto vV—>

Palo Alto R#8 2 R 7 A

1Y

Palo Alto address where vm = <>

VM where Address = <>

Palo Alto address group where Translated VMs = <>

VM where address group = <>

Palo Alto Device where Version = <>

Palo Alto Device where connected = true

Palo Alto Device where family = 'PA-5060"

Palo Alto Physical Device where model = 'PA-5060"
Palo Alto VM Device where model = 'PA-VM'

Palo Alto Device Group where device = <>
Palo Alto Device Group where address = <>

Palo Alto Device Group where address group = <>

Palo Alto service where Port = <>

Palo Alto service where Protocol = <>

Palo Alto service group where Member = <>

Palo Alto Policy where Source vm = <> and

Destination vm = <>

Palo Alto Policy where Source IP = <> and

Destination IP = <>

Palo Alto firewall where Rule = <>

Palo Alto Zone where device = <>

Palo Alto Virtual System where Device = <>

Palo Alto Virtual System where Device Group = <>

EF: JTVULNCE, 77y bEFERALTREBRESINTEET.

m RETUBRINAR REYU-RET O MRACO—EE LT, VRealize Network Insight (&, ~X b
? Palo Alto VM-Series 7747 D4 —IVERRLET, ZBTDN—NVIE 774704 742 %
1)y 0 FBERREINET, Palo Alto Networks D7 7 A4 704+ —IL TINA R Ub—F 4> T/INALR)
HNRRICEENTWBRHEF. ZOTNARABRREINET, TNARTFAAVEI v ITBHE IN—T1>
TT7—=Tl A2F—Tx4R BRENTWST7 747 V=)L V—IVEEGLT— TNV EDBERNIZIER

EHERTEET,

VMware, Inc.
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m  Palo Alto Networks XD+ A ICEET BN DDDIATAANRY NEHRTEET,

Client Server
DBAdmin-VM1 - Prod-Db-2
10.46.1.25 Request 10.17.8.13 3

©,

Prod-DB

=
Yy

)
()
|

Corporate-Trans

@ 0 V1an629

(E_‘) [Provider Edge 2
Y /

\ .
_—

i 2

|
#ff

Palo Alto /X4 XA Panorama (¥x—2 ) [CHEHRSNTUOZELD

NSX Manager A% Panorama [CEEFERI N TR

NSX 777w T—2 x> bH Palo Alto | ESX /81 XIZR DM 570

Palo Alto /XA XM NSX 777U w o T—2 > hA Panorama ICRD D570

TFxa2UTFg JI—T AN=2y T F—aBEEL TN

m $EE L7/ NSX Manager #EHR LT, ##0OY—ERXEE% Panorama [CERL. BETEET, 45

ESXi 22 R4,

NS T4 v OEFNENIDHETUET S/-8HD VM-Series 7747 U4 —ILEVLEL

THT—U0—-RDHBHE BHOY—EAEEMERINET, EF-EIERICIE. BEMTFONALTN
AR ITN=ThbHY., ZIhoRU S —PRIREINET., vRealize Network Insight TIRIEEY > U E/X X%

KRLTOWDAEIGE REYSDDISRGERICEDSELVWRY S — £y hEZERTILEDHY ET,

VMware, Inc.
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Palo Alto Manager v < 2 7R— KDl

12:00 16:00

Palo Alto Checklist Rules - All

Timeline

Time Range: 1day Vv =

Show Changes

Properties

Name 10.16.128.200 #

NSX Manager 10.16.128.170 N

Device Group (NSX) ~ PAN_VM_Series_Device_G... 2

Last Dynamic Mar 29,16:57

Update with NSX 8

FQDN 10.16.128.200 4
5

Palo Alto Virtual Devices

s  16entities

£ 101612813

Rule

Palo Alto Panorama not registered with NSX
Manager

Panorama dynamic membership definition
update delayed

Palo Alto service VM not connected to
Panorama

Palo Alto service VM not found on host

Palo Alto Service Device view mismatch with
NSX

T
20:00 10/26

Events with this object

> 19events 6h 24h 7d 1M 3M

Panorama dynamic membership definition update delayed

@ Panorama dynamic membership definition update from...

04:00

63days

Palo Alto service VM not connected to Panorama 2 events - Show all]

Aservice VM or device for Palo Alto Networks is in a not connec...

/A\ NSX Fabric Agent not found on Host [9 events - Show all]
@)

Security Fabric Agent not reported by NSX for a Host where as t....

65days

65days

@ Service VM's status mismatched between Panorama and NSX Manager

Palo Alto Physical Devices

s lentity

=| 1016212

Manager Device Family
10.16.128.200 PA-5060

Manager | Device Family i Name
10.16.128.200 VM 10.16.128.13
£ 101612814 A 1 Problem
& Manager Device Family Name
10.16.128.200 VM 10.16.128.14
£ 1082013
& Manager ! Device Family ! Name
10.16.128.200 VM 10.8201.3
Clusters prepared for Palo Alto services
(s  4entities
ddc-pod2-computel
Num Hosts Number of Datastores Vendor ID
9 5 domain-c11610

ddc-pod2-compute2 A 1 Problem
Num Hosts
4 4

pod2-computel 4\ 16 Problems
Num Hosts
16 117

CiscoASA 77470 +—)l

i Number of Datastores

Number of Datastores

Vendor ID
domain-c8791

Vendor ID
domain-c376

Hosts deployed with Palo Alto Device

Vs  17entities

E ddc1-pod2esx046.dm.democompany.net

Number of VMs Power State
3 On

E ddc1-pod2esx040.dm.democompany.net
Number of VMs Power State
3 On

E ddc1-pod2esx037.dm.democompany.net
Number of VMs Power State
2 On

vRealize Network Insight (& Cisco ASA 77 A 7 U+ —)LEHR—FLTWET,

CiscO ASA 77 A4 T7 U+ —LDEEIRDEB YT,

WET,

D2 bRACHYR—-bENET,

VMware, Inc.

vRealize Network Insight (& Cisco ASA-X > —XDHEHR—ELET,

vRealize Network Insight (& Firepower €2 2 —/)LEZHR—cLTWERA,

vRealize Network Insight (. Cisco ASA OERIAEHYR— ML TOERA.

Name

10.16.21.2

Version

600

Version

600

Version

6.00

vRealize Network Insight (& Cisco ASA DU S RYBREYR—MLTWEHA,

vRealize Network Insight (&, KRR MCE#EEHREN T 5155, Cisco ASA =5 R—bLEHA.

If7£. VRealize Network Insight (£ Cisco ASA ARV —F 4 S RATFAN=23 9.4 %3 R—KLT

RD K
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switch2

switchl

B Extended ¥4 7D Cisco ASA 7 2R JL—)ILDFHMBYR—MENET., standard, WebType. EtherType
BEDHDE A TDT IR IL—ILEFYR—FENEHA,

m TJ7A7 VA=) Transparent E— RTHRESNTWBIHE, R~ VB/NRIZHS Cisco ASA 774
TOFr—)E BRABERT IR I —IERRLERA.

2l

vRealize Network Insight THR—FENTWEITXTD CisCOASA IV T AT AICHLTIITIERITTE

£,
x17-2.

Cisco ASA DI VT 4T«

a7 aVTFXb

TR =

TORR =T

FYRND—=O ATV N Ry NT—0 F
Tz o N N7

P—ER AT O NY—ERFTDs
N7

VMware, Inc.

F—7—k
ASA 77470 4—)b
ASAt*a2UF4 AVTERE

ASA TR IL—IL

ASA TR G =T

ASA xy D=0 X7z b
ASA Ry D=0 XToxo b UN—T

ASAH—ERAT2zo b
ASAHY—ER ATz o b -7

Y7 4Ty

asa firewall where access group =

<>

asa access rule where source ip =

<>

asa access rule where destination

ip = '192.168.2.2"
asa access rule where port = <>

asa access rule where interface =

<>

asa access group where interface

= <>

asa network object where ip
address = <>

asa network object group where ip
address = <>

asa service object where port =
<>

asa service where protocol = <>

asa service object group
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Check Point 77470 +—)l

Check Point Y —/Nd, abL V% IPT7RLADSD API 7O ZREZIFANDBEDNHY ET,
TORRERY FTyvTTRICE. [BEEERE] > [TLV—R] > [EE API] > [GELFRE] DIECERLETS,

Check Point MDS 7 —% V—X & L TEMEINTIVSHE. VRealize Network Insight (33 XTHI—H—
EERAMBLCTO-N RAS U DST—FERMBLET,

vRealize Network Insight (3 Check Point B4 — 1\ 57 —4 2B T 57012, Check Point ®/871J v
2 Web APl 2L ET. VSX IF—h I A DPEBY —N[TEHEINTOSEEE SSHAXA—=XD CLI o< >
REFEALTVSX BEEMRIREIRATAVS V=T 420 T—TINERE L RETS VB/NATO VS = K~D
TADRREYR—FLUET,

vRealize Network Insight [Z[F. 1Z&EAED Check Point 7—# ZEi53 572012, Web-API 7 &t X (T3t
T 5HAMYERERDPVBETY, BlISMNIRDESY TY,

. BEY-NCVSXLUAOHEBT — T A DMEHEINTWSEE. I—9—(3 Web APl (T3 S5&EY/
EEABT VT RIEREZF O TWBHLENHYET., INIE KRBT VREI/NREFET run script Web API
EERTHEHODT -0 A I — FDOEEICHLETT,

m VSXT—hUzADPEBY—NTEHRENTVWSRHE, 21— —[CE BUNART—-REERTSSSHT7 /&
RIERDBHETY, EHIC. CLI ATV B vsx util view vs conf NDT7 IV RERPI—Y—(CfFEEHN
TOWBREPHYEY., 2OIAXY R RET VENIFHED VSX 77— U4 )L— FOERBICERSN
7.

m MDSH—NDIP7RLVLRET—49 V—RELTERTSHBAE. T—H—(2(F. MDS RAAS > EFO—NIL
RAL D EEULTRTDRAALAD Web APl 7V ZRIERDPBETY, CNIE TRTORAS DS —
e RUZ—=NybF—2 BLUPZDOMDT - EMIST H/1HICHETT,

vRealize Network Insight THR—FENTWSFTXTD Check Point T 57474 ICHLTOITYUERITT
EET, IRTDIVT 4T 4 DSEFEIC Check Point BfFIFHNET . Check Point T U ICIE, RDKL D74
HONHYET,

% 17-3.
Check Point DT V5«45« F—_J—R 5T
IPset Check Point Address Range vm where Address Range = <>
Check Point Network vm where Address Range = <>
Check Point Address Range where Translated
VM = <>
7=k Check Point Network Group Check Point Network Group where Translated
VM = <>
vm where Network Group = <>
Y—ER/P—ER -7 Check Point Service Check point service where Port = <>
Check Point Service Group Check point service where protocol = <>
TUOER LAV — Check Point Access Layer Check Point Policy where Access Layer = <>
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£17-3. (&)

Check Point DT 5745«

RAA

T—bOzAET— DA D
SRE

RUS— Nybr—o

Y2 —

F-7—F

Check

Check

Check

Check

Check

Point

Point

Point

Point

Point

Domain

Gateway

Gateway Cluster

Policy package

Policy

1Y

check point domain where ip address = <>
check point policy where domain = <>

check point access layer where domain = <>

Check Point Gateway Cluster where Policy

Package = <>

Check Point Policy where Policy Package =

<>

Check Point Policy Package where Rule = <>

Check point policy where source ip = <> and

Destination IP = <>

Rule where source ip = <> and Destination

IP = <> (will display other rules- nsx,
redirect along with check point policies in

the system)

Y TID Check Point RRx—2+ v afR—RIIRDESICRRENET,

Properties

NSXFabric Agents For Check Point

Hosts deployed with Check Peint Gateway

= Configuration Ch

Clusters prapared for Check Point sarvicss

Check Point Gatewsys

08:00 1157

domain-c7

KRBT VB EROPETIE, KRR b LED Check Point U —EXRETL Y ERRLT HED S 74 v UITH#
A&Enic Check Point JL—JLZERT ZENTEET, VSX BEEBHMRRIBLATA VS) TF—bo A (F RET S

VENZARATHET - bz A ELTRRENET, T—hUzA T4V EIVvIT DL
Point RU L —DYU X MBRIRENET,

b=
YR—FLEHA,

VMware, Inc.

#ZH9 % Check

RIE< S /XA TIL, vRealize Network Insight (FIRE XA v F EREIN—F—2EL VSX 4SR5 %
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VM Path Topology

®®

Client
Attacker-vm-02

192.168.2.5

-
Request

Server
protected vm 02

192.168.15 ¥

= e

Internal-LS

External-LS

RIZ. Check Point DL AT L ANV SBEREND LT UFEVNSDPRLET,

m NSX777Uws I—x> bbb Check Point — b4 M ESX TRDMSARLN,

m  Check Point Y —EXRIEET L U BREDMSRLN,

m Check Point 77— b 24D sic REMBIE L TV,

n TRUVREE xy bT—0 RU— TU—=T RU— Ny —2 ¥—EX ¥—EX JIN—Tx&
M. Check Point T 7 4 T 4 DIREA N FBIVEHANY MBS,

tF¥aUFa GIV—T

tFa2UT 1 JI—TE HBOERtEY FEFERLTERENDSIIN—TDEY bTY,

tFaUTa =T bRODICE. KD 2DDE2—DBHYET,

7747 04—)V Ea—

TFaUT A IIN=T 7747 T4—)b bRODIE €F2VUT o JI—TETHERARIELZ T 7470+ =)L b
—IVERTZET, BRUIcEF2UT 4 IN—TEDEFa2 VT4 JN—TLEOBRERTLET,

VMware, Inc.
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i

£y 4

aAVTFF Ea—
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JEAE2—(C@F 7TV T—2a A BELCIELGZVWTO-DHE. 7747 04—V T2 aVPMESS
NZFHICROYy TENZT70—D8. BEBEAVN—DELRE, 77U T— a3 v OFlBRREINET.

Ry 7 Ea—EREAE 2 —DETEME S ITONE S, KEAE2—TTY 7V -3 &00v 035,
Ty T Ea—TREAENNASA PSNTRIFREICAY, IRTORyY bT—IERBRRENET,

5 (A7 3ary) ¥y T Ea-T. ROWITIhHDT I a»ERTLET,
B XR—AAVPRR=LTI FLETYTOBBICL>TT I —2aaRRLET,
n RESNTWVREWIRTOT TV T -2 30 ERRLET,
B AV =Ry MIEREEINTNST7 TV~ 3 Vv ERRLET,
n RAMAFY-—EREZERATEZIRTOT7 IV T—2 3>V ERRLET,
n BEESRELTNET SUT—2 3 ERRLET,
6 (FT7ary) FEAELE2L-T. ROVWTNHIDT I 3> ERTLET,

B AUN=FIDEICTIREELS & ENTNORETS > PR IP 7 RLR ¥—EXDHEMBRRENE
ER

m FTIUT—2 a3 EIVYOLTT IV ary Yy aR—REeRE TOREDT TV r—ar
DFHERTLET.

n REAE2-—D[+H]T7A4a32E2IV v I LTRAL, & REYIVH BEBEEDOTTVT—2 3>
DFHERTLET.

F: ZOTAAVIE REEINET TV T -2 3 TOIMERATEET,
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7 BESNETTUT—2 3 ERETHICE. UTOFIEERITLUET.
B Iy T Ea2-T RBEQLIIIVRRAHZEBNCT, [TTVT— a3 0REIZ0) v 0350,
m XEAEa—T. [T7Vr—2 a3 0REIEZVVYILET,
EF: RAOT7 VT —2a Il ddFrvo Ry OREEHEIRLT, [TV —2a > DR%E] &
Uy ogBRE TTVTG— a0 &—BRETEET,
8 [T7Ur—aroEm Bl CHMemREL. XE] 20V v I LET,
BREMETITDE 7TV T—2a3a DORBEOLEICRIRA RSV FEBN-EEICRRTENDU RN
application:Saved ERREIN. XEAE2—TZEDOT7 TV T—2 3/ (CF v I—IMPRRINET.
TV —=2 a3y TIRBESINTVWSEEIE. Fx v I—JICRVRA RS FEBNT [BRIZFFITTR
HFlEOUyoTEE TTUVT—2 3 2ROZFTCTRETEET.
E: 77U =23 2h ServiceNow TEE I /=154, VRealize Network Insight [Z k2 BENFEFH (LR
TEnFEFtHA. I—H—5 vRealize Network Insight T7 U 45— 3 V& FETEHTHIVENHY E
—g—O
% 18-1. #IFR
F72zo b HRINSH|R
Ry T Ea—-DFFUs— a3y URE 1,000
ERRE2-—DF U~ a2 URE 7L
REINETIVT—ay 400
FRCOT TV~ 3 v ORBHAE 5,000
TIUT— a3y D EOREBH 30
B DA IN—# Ay
TIUT—a v T EDA YN 1,800
FIUT—a v hHIREBAS L, TTUS—ay MROSD
EVR—RIC7A—BHEPRRENGELEoY, T5— Ayt—
UMERENEU T HARERSHY £ T,
TIUT—ay DT O—# 300,000
Ty NTYTNT7 TV —2 a0 TEICHBINTWAHE., 77U —a >y, $LU070-0FIREBA T
WBBETHFA TPV NEBMT A EFITEETN. NT+—VRAPMETITHAMEEESHYET,
RDRTY T

[CSV ELTIVRR=N]ZOUYyOLT. 7TV —2a D l%E csvEXATIVAR-—bMLET, TH/RR
—bIBTTVT—2 3 DEET A —IVREEERTEEY. 7TV —2a v BERBRDT 4 —ILRIE AUN
—HIISCTRYBENET (AN=ZEICT1D, TTVT—2aVICBETET7 4 — IV ROBBATES N, &

UDT 4 =)L REZEDERICIRVET,
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VMware Cloud on AWS : stEIE LA 7A€ I A T— 3

[EFaUTsDT7S V] BEET[VMC 25 AV N Z&F &L GERLUT, BED VMware Cloud on AWS +
AV NESTETEET.

R — I AY MDBZEIE. F)V—7 AT VLAN/VXLAN/Overlay AIZERALE T,

VMware, Inc. 308



WRXND 7747 04—=)L =)l

[CFaUT«DFtE]EECT. FMROPHOD Ty PEREEIIVvCEIV Y ITEE TOEBERIA MDY —E
RETO—DYRARNERRTEET, HEINDZT7AT7 04— IL=IL]EI v oTEE EEINTNDIL—
IVBRRENET, V—RFLEIFZI—4Y FDAYN—F. ROZATDIL—IDTFICRKRKENET,

m YENSYIE: D5 TICE. MEBBXUVA Y —Fy NP7 RUVRICEEMITFSENTNDEZTRTD/L—ILH
—BRRINET., =L VE/HE YMEB/AVF—Fy b A=y NYEB, £EEA 59—y
NAVE—FY FDEI VT ATAICDVWTHRETEET,

n R ZOS T TBULEDI Y RRA 2 MMRIET S D THIBEDI N TOIN— IV B—ERRENET,

53(dns] 1025

53(dns) 1025
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BI77AT794x—IL Ib—ILIZDWNT, ROFEMEERTEET,

IIW=—TDAVN—ERR:IVTATABDEICHD +BBEV v ITBHE JIN—TDAVN=PRRE
nNEd.

Services and Flows for integration tier2

Services in this group External Services Accessed Flows [Incoming and Outgoing) Recomemended Firewall Rules

7 7

Recommended Firewall Rules  Virtual

Deestination 5 =3 Related Flows

t 1 @ t a 53 [dns], 1025 upe ALLOW

X
n ARy b ATTVICEBTEZIN—TDAUN—FRRENEE A,

B EFUTA FIN—TIREBIP7RLVREMBIP 7 RLADEADBHDHE. TOREITIN—TDAY
N=DUANIEF HEBIPTRLRES I —Fy M IPT RLVABRRENEHA,

m A 2/N—@ Kubernetes +—E X(3. [Kubernetes t—ER] ¥ 7O TICRRENET,

n [RETIV] MEBBLVA -y M IP 7 RUR] £7213 [Kubernetes H—ER] DA /N—#F
I bUNEODEE. T ERTENERA,

V=2
=Tk

H—EX

ZOkan

T3y

BE7O0— :BEJO-DFEFEI/YvIT5HE HGTH57A0—BHRESLT7TA—DY A MPRRENET,

BRENETZ7AT7 94—V IIL—ILOXRE: [BE7O-]FDEICHS + stBE=I U v T 5L AEOTO
— Yy MR TAERESD I 7A T TA—IL IL—ILDPRREINET.
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Services and Flows for integration.tier2

Servicesint? his group Externsl Services Atcassed Flows (Incoming and Outising) Recommended Firewall Rules

5

a
T

a

WEICHRUT, #EIL—I)LE XML E/ZZCSV ELTIVRR—MTEET,
A F7=. Kubernetes A7 x¥ MNIBET A HEINAZI/IN—IE YAMLERATIVRAR—FTEET,

INSDT—T 4770 FOFMICDNTIE, IL—ILOI O RR—rESBLTSEZ,

fz557% OS ZIRET HLOHICHREENDE T 74T U+ =)L b=
ROFIRICGE ST, W57 OS £RET 1 DIHESNET 747 94— L—LEWELET,

1 [e*aUFq - [FFUs—2a2]- [F 7V~ 2 > OhBIDBCHEBHLET.

2 FIUL—T 3 BRURE/RADENEANLET,

w

[(AYN=]1 ROy TFIUT, [HRIARET LV OBRRIEZZRL, TFXM Ry IR

in the qualifier put the matching criteria as: Operating System like
'Microsoft Windows Server 2003' or Operating System like 'Microsoft
Windows Server 2008' or Operating System like 'Red Hat Enterprise Linux 6'
or Operating System like 'Red Hat Enterprise Linux 5' or Operating System
like 'SUSE Linux Enterprise 10' LW\ORMHEANLET,

4 [RE]IEVVYILET.

5 [FaUT41-[EFaUT DTSV DIBICHBELET.

6 [EE] ROV TYOT [TTUT—2a V] EERLET 7V —2 3 v DRRERRLET,
7 [#E] kov7¥o T [BE7 B] ##RLET,

8 WEINDT7AT70+—I)LIV—IVERBTSICE. (] 22y oLET,

ZDEICE. ROMEYIVEENTVET,

B JL—ILDI I RAR—k

m  Kubernetes xvy b7 —2 RUL—DI IV RR—~EBEH

IL—ILDITHZRAR— b

ITRTDIN—=)VE, bRADEED XML ELTIVRR=-bTEEXY, COAZa—HBEG [F4o0€I7AT
—2 3 OFE] BECRDED [CRRENET,
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Micro-Segments |

Group By Flow Type Export Rules as XML
Tier ~ All Allowed Flows ~

Maximize

XML ELTIZIRR=R]I AT avid, RO VT 4T 4 TOMERATEET,
m tEFaUTq TI—T
m 7T 3B

FTEZEE A 1 DD NSX Manager D& (Chieb5E. ERENET—T 14770 MCld, #REINS Y —EXRBL
V7747 04—V IIb—=ILIZRET 2 XML 7 74 IIVISEENE T . STEEEDESD NSX Manager [TE =5
BIEE. EREINBET—T 4770 MIE #HEY—-EX, IPset, TF¥aU7a JI—T7 BV T 7470 +—
WIL=ILIZHET D XML 77 1 IV DG ENET.

tFaUTa JIN—TDTV—RAKRIVEG T—T 4770 bERIZRLET,

m  SG-Others Internet.xml

m  SG-Other.xml

FROPHICKRRENDAFED Vv PFELEF I v PDITRTDIL—I)bE XML £72(3 CSV ELTIZVRAR—-KT
EET.

A F7=. Kubernetes A7 1/ MNIBEETAIHEINSZI/I—IE YAMLERATIVRAR—-FTEET,

NSX DFW 2=N—Y%I)IV 7—F4 772 b

I FIE A vCenter Server IRE® NSX BRIBAMRIC. IZN—HIL €FaVUTFa FJI—TDATP o &
BICEETEEJ. VvRealize Network Insight (3. 77U =2 30 BLUVREBI I —T(CDNTODH 12/~
YIVT =T 770 bDEREA VR bEYR-MLET, IZN—HYIL EFaUFTo JI—TEFERT DL
vCenter Server BID>FUATDIZ 7 A7 04— IL—IDBREAELVCEBNBEECAVEST, IZN—YIL 7
—F4T7I DA R—BE, TS54<) NSX Manager TEFLET, Z=N—H)IL EFxa U510 J)L—7
DAVN=2y TOEREZ. 754~ Y NSX Manager N L TOHTAET.
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AZN=PI F2UT a1 JIN—TERTHEEINET,
DI ZN—=YIL FI—T

m I=-N—H)LIPtYhH

m OA-N—Y)LEeFalUTq &7

JL=ILE XML ELTIZ OV RR—FFBE. NSX Manager BBED 7 # )L 12IMA. NSX DFW Z=Z/N—H%)L 7
—TAT77 I MTERENSIZN=Y)L THIEIHBERENET, NSXDFW 2ZN—H)IL 7—F1 7720 b
DA >R=FE MR TH2AZN=YI EFaUFq =7, AZN=H)IL Py ;. IZN=YIIL £Fa 1
T4 80 BLOAZN=YILDFW 7747 T+ =)V Ib—IVIMERESNET.

pa i

B AN—H)I TFaUTa §51E TI9T4T/RINA E=—RTOHYR—rENET,

B AZN—YIWIPEY NI TIT4T/ 70747 B=—RETZIOTAT/RIVNA E—ROBATYR— K&
h£Ed.

AZN=BNIP Yy bELBAZNA=HIL €F2VUT 1 473 BHRICEDVTHERTEEY. I =N"-HIL &
FaUTa 0EERTDE TTUT—2aVREY Y ERF2UT 0 §JICRvEXITEES, ZNLUS
DiZEF. AZN=FI)ILIP vy bDBMERENET.

AVR—=bY=ITIF. ROTSTEFERTEET,

#* 19-1.
755% L]
-uni AZN=YI 7 NIDET T4 777 bEAVR—FLET,
-utag AZN=YI EFa VT« F7DOFWNCAZN—BIN T—FT4 T 7
FEIZN=YIL £Fa2UT g FI=TDAVN=2y TTA VR—
FLUET,
-log O e DA IV —IVEERLET.

i ZHhE ASN-YILF T aERDTISITIEHY EHA.

CSVIVARR—PMOBREEZTOANT 4 T TL— b ELTRE

VMware, Inc. 313



vRealize Network Insight 0

CSVI77A4NDI42 Yy MST—FE2IVRR— T HEEIC, TVRR=—NTEHTONRT 1 (F72(35) D
HAeLEETONT 4 T TV MIRETEET., 2O7ANT 4 T b—ME BROI VT aT74 94
TN EEETOBEIC. CSV IVRR—MTENRVEDT, BHROI T4 T4 4 TP—EBERRINDF—
J—REFERALTRRT 255G, 7ONT 1 DEIEDLEETONT 4 TV —MIRETHIEEITEEHA.

Export as .csv

1652 results for entities

Templates are not supported for multiple entity types.

Property templates

Selected properties Add properties
(.csv columns)

Server <]

Clear all

Enabled

Loaded

Fabric Node
Maintenance Mode
Transport Zone

119 properties

MNumber of results 1652
(.c5v rows)

Save changes to

CSVIVRR=bDE-FIN V4 RUERLS & REBEREBDILOICTIAHIIT (T VT 4T 4 54 TICHE
DWW BRENTWSTANT A BRERENET, BRENTOWSTANRT A DUREEEL. FHILLRELL
TRETSHE BOOSBRTEET, 23 CSVIIVRR—MDE—FN V4 RUD [T TL—KR 523
Y5, BHICRTFSNTANRT 4 70T —b&0—R95, FLBEAKIEBTEET, BEEFETHE, 2
RUEZTANT 4 T TU— b TEREINTVETANT 1 BRRENET,

ITORAR—FRISERINTWS TONT 4 #ZEBLE®IE, CSVIVRR-FDE—-FIL D1 Runs7TON
T4 TrTU—rEERLEY, BEOTONT 4 T 7L —hERELEUTEET, 2OTV 7L —ME R
TEOBRBERRERALIV T4 T4 4T TT,

SRTLARADBBEOTANT 4 T TU—FDURNERRT DT BE] -> [FANT To7U— M BED
JEICEEILET., [ONTFa To7b—F BEROYRNIE. BEOT YTV BRI TaT4 947, &g
FHA., TAONTAHBEDFHMEKLICRRINET., TAONT 4 ToTV—ME (AT, FUTL—R B
ECREL/Z(FHIBTEET. 7ONF s T 7V — ML BRIOEELUNDRENIEETT .
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Kubernetes 2w kD — RUS—DITHV AR— M LEA

Kubernetes # 72 2 & MIBET BHRRY N7 =20 RU T — JL—)LE YAMLELTIVRAR—-NTEET,
vRealize Network Insight [C& 3 YAML FERXANDI U XAR— M Tld, KRIEMEICK BT —TbE H—EX

RAZICKBIN—TEDOIRDBYR—EEINET,

AR
m  Kubernetes miEM

s VMware PKS D&

FIE

1 #BIL-ILEYAMLERICZTVAR=rTBICE [EFa2UTsDTSV]E®FTIVC EFaUTFa&5ET
% Kubernetes ¥ 5 R E#IRL. ROWTNDHDFIEEZRITLET.

B A0 ®ITAVN D4 Py NTEHIA T 3 v EERL. DL—)LE YAML LTIV RKR—K] &

BIRULET,

B XAVACITAVIDR—FVYRRT/ —RERRL. EESNDZT77A4T7 04—V Ib—IV] DEZES Y
oL, HlA T avERRALT, Db—IlE YAML ELTIORR— ] £2IRLET,

Kubernetes v b7 —2 RU L —([CEDVWTEFINFITON, FAM LR THEESNLZIP 7741
M. VRealize Network Insight [C&>TH¥ o rO—RaNET, TOT7AINEFETBHE RDS5DD
CSVI77A4IE. VSRIDBITISUTERD 7 + VI PRRENET., E7+NFICF. V5 RFITHIET

5 YAML 7 7 AV IEHEENTWET,

77A4IVE

network-policy-others-ipaddress.csv

recommended-namespace-labels-to-add.csv

recommended-service-labels-to-add.csv
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L

Y—ERELFEAMEBOBERFLE>TLEIYEY —NELU
BB D IP 7 RUABEENET,
ZRIEBICEEMRFSNeRY RICHFEINILDBEENET,

1

m [/5X%]:pdk8s

m  [&F1%ER] - sock-shop

B [S~UL] s sock-shop-pdk8s

H—ERICEBERMTONEZRY RITRHTBESNILBEENET,
I

m [452%]:pdk8s

B [#&F1%EM] : sock-shop

m [H#—EZX]:front-end

m  [S~JL] : Service:front-sock-shop-pdk8s
B [/5X%]:pdk8s

m  [®&F1%EM[] : sock-shop

B [H—EZX]:user

[

[Z L] = Service:user-sock-shop
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T7A4NVE B L]

recommended-network-policy.csv VvRealize Network Insight TH#REINZ TR TDIL—ILDBEE
NnNTHWET,

exported-network-policy-rule-names.csv WL —IVICEDWTIVRR—bEINEZTRTORY 7= R

Vo—%&—BRRLET,

2 Y—EXSNNEBERATDICIE. UTOFIEERTLET.
a LT Kubernetes CLI av > RERITLET,

kubectl edit deployment service-name -n namespace-name

kubectl edit deployment redis-master -n guestbook
Y—EXROERR7 7 ANV DHEET,

b #—EX SN URRT. CSV 77 I TREENLINIVEY —EXRRADMHEKREI > 3V ITRENT
WBINIVITEMLET,

3 AREEINIILEBERTSICE. ROFIEERTLET.
a LITo® Kubernetes CLI o~ > REZRFTLET,

kubectl edit namespace namespace-name

kubectl edit namespace guestbook
BRIZBOERZ 7 A NVDREET,

b *A4F7—4T. CSV 77 AINTREINEINILELZIMEBERD spec £ 3 VITRENTNWE SR
JVITEBMUET,

4 LTFT0aXvYRzERFTLT SNUDBRY RICBRSNTOWSNED DEERLET.
kubectl get pods -n namespace-name--show-labels

kubectl get pods guestbook--show-labels
BREL—TISNIILEHERLET,
o BAIZEBICERATSE. INLERY RICKBENEE A,

5 Xy b= RUS—ZERTBICE. ENTNDISRY THINIDHERDT#IVFIZYAML 774 )V%ED
E-LT. RoELESPOOATY RERTTLET,

m  kubectl apply -f <folder-name>/: §RTDI7AT7IA+— )V )= ELEELHTERALET,

m  kubectl apply -f <folder-name>/<firewall-rule>.yaml: Z7A 7 D+—)LJ)L—=I)L&E1DFD
BARLUEYS.
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vRealize Network Insight (. BIERD IR TDI YT 4T 4 E5RE LEBRELSBRRMEEEEHBATOVET,
RIZ. VRealize Network Insight O RZREEEICRII DAZBEO—HERLET,

B I T4T74 Tty —(F. KA RETI V. XA vF,. JL—F—, NSX Manager 7 E DR
BLUREBNARENT >0 7OV IV TEBRENET. TNO6DT7TAYIDAVRIVABIYT 4T 4T,

B JONRT 4 I T4 T43EROTONT « TEREINET., TANRT a1 BRIOANT A EZIEA N Y
7 7aNRTFT4OVNTNIHTT,

a ®BR7ONTA I oT4T43. FTOBRTOANT A ICKo TR TEET, B TONT 1 (3, BHE
DREME, FLEXFHNHT—IETT.

m RETICOEFL CPU 7, BXUOFARV—T 42T P RT A
B RAMDRBETS CDOERIEH

b AUy 7ONTFy IV T 4T A DEEDHEEZNET 2 7O0NT (1A N v TONRF4TH,
AUy TONRTADEIF. —EDORBBTF Y 7FranEd, AUy y 7OXXTAoOHELT, R
LoD CPUEAE, ATUERE. LUy NT—2EFERENHY LT,

n EWBER: CNSERRITVUTERLT BEDIVT AT 4 FA4TDAVRY VRAGHBOFEY. TU7T
4T 4 DBEATANT « DFHEEITAET. VRealize Network Insight (ZxDEEREE Y R— ML ET,

a sum
b max
C min
d avg
IVTATAEREBETDHE REIVTVIC—HLEIDT 4T 4D BRI BEICKRRENET,

BRBEITVZRTTBHEVIC. REN-(CE. BRRERORYVAHICERTEDFBADBEMNIRTINES ., 1£LX
(F [RET ] EVWDRBEANT D E REN-(CE REBRERVADOHITEMTE SAFEBOMBAE ' R RS
RRENET, REN—(F SRBITVBKRIALET, FrvIX—IRBFWEREITVEZRL. VORI
FBHPERRITVERLET. (NVTTEREICE BREFR-—FENTOWEITUDFANRENTNET,

ZDEICE. RDMEYIDPEENTNET,
. BREITYDREEEIR
m BRERITY
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s FEHZITY
n  BREEE
. REER
m TqY

m  vCenter Server ¥4

BREI T DR LHIBR

VRealize Network Insight ZER Y5 & RRITUERITL, R TEATILDICITVERFETHIENTE
Y, Floo RESNERREZHKRTH LB TEET,
=3
m VRealize Network Insight Tld. RDT 7 )V FDRESNHRBERITTEET.
m IXTOT7O-
s UG- 3v
= Azure
m  Kubernetes #v < aR—R
m PO RLUR
= NSX
. TUANPORESNLCRRBRICEIREFEZBBIRBTEE A,
n EYLERRITLEFREFETESEEA.
n RESNERREI-F-ICHLTEBTIS, T7+ I bORFENRRBREIRTOI-F—MERTEE
ER
FIE
1 JIVERFETSICE. RRERTL. REN-DHEICHETvIX—0 7420 EV )y I LET,

TYOI=0 TAAVPNA A bRREN, FTUDBREENET, EAOFET—2 3> N=0 [RESN
TERRR] CREDPRTENET, RESNTOBRIXRTOITUERTT HI2F. [(RESNLKRE] - [RESN
FERROER] DIEICY Uy I LET,

2 REINEBRREZEEHRTDICIE. Tyvox—0 74 E2BES )y oL, [T 3> ORI F4705 KR
vORXT[HIR]I Z0U v o LET,

[(REFSNLRROEE] U1 Y RUODOSRFSNIRRZHIRT S LHTELT,

3 HBHORBEINIRRITVEZFELEOTHIRTSICE ROBHEERITLET.
a EfDFET—ar N—Z2BRAL. [RESNRZR] - [(RESNLRROEE] DIEICI Y v LET,
b HIRTZI/TUEZERLET,
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1

C

(HIRR] # 7> a>&0U v o LET,

d HIBREERLET,

wmErosTY

BMBEITVF, ROATIVICHETEET,
[#iEko T U]

BEITVIEE ROAVR—R2 SPOEBRENET.

»ﬁ— entity_type
projection |- filter J |- group_by J I- order_by -|

[ToT4T4 94T ToT 4T 4 94713 BRI BF TPz bDIATERLES ., Inld B

EEEBEHEOEADONTNOTIEETEET. BEITUTE. I2T4T7 14 54T 3HETT,

SECURITY GROUP

RICHIERLET,

1 Virtual machines

2 Hosts

3 Flows

4 MTU Mismatch Events
5

Problems

[(T45]: 74 DEXTRODESY T,

»— Tl — >

FHEDEXEFIRDEEY T,
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condition AND condition

=

condition

property

LLLITITh

— value

11

TANIRAEFERLT. REBRE T AINITEET, 747 00OF ML, 7O/NT 4. LEE

S i

HE

F.ob

SMETHERENET, REZREPEETLHEAODE T, BEMARGEZERTEET., UTIC FATE
LREFD—EBERLET.

like

not like

not in

is set

VMware, Inc.

#

flows where source ip address =

'10.16.240.0/24"

flows where flow type = 'Source is VM'

vms where ip address

vms

vms

vms

vms

vms

where

where

where

where

where

!= '10.17.0.0/16"

memory > 4096 mb

cpu usage

memory >=

cpu usage

name like

rate < 70%

4096 mb

rate <= 70%

'app'

vms where name not like 'app'

flows where port in

(22, 23, 80, 443)

vm where ip address in (192.168.91.11,
192.168.91.10)

flows where port not in (22, 23, 80, 443)

vm where ip address not in

192.168.91.10)

vms where firewall rule is set

(192.168.91.11,
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BET Bl

is not set vms where firewall rule is not set

0O flows where (src tier = ‘App’ and destination
tier = ‘DB’) OR (destination tier = ‘App’ and
source tier = ‘DB’)

and flows where src tier = 'App' and
destinationtier = 'DB'

or flows where flow type = 'Source is VMKNIC' or
flow type = 'Destination is VMKNIC'

—2 vm where name matches '.*'

vm where name matches 'a.*'

vm where name matches '[a-z]vm-delta[0-9]'

—E L0 vm where name not matches '.*'

vm where name not matches 'a.*'

vm where name not matches '[a-z]vm-delta[0-9]'
FA RSNk (inl BEF vm where in (vm where name = 'x')

vm where in (vm of host where name = 'x')

vm where host in (host of vm where name = 'x')

vm where name in (name of vm where name = 'x')

m [ JTURADHEEAIE. TJANF Y TENEI VT ATADSEDT 4 =)V RERRTDULEND
ENERELET, ZNEA T a>DaETYT. HBRAMEESNTWVEIWNEEEF. 77408074 —)L
Rty hIRBFERICRRINET, HAICE. ROWThIADEREZEHLZENTEET,

1A sVAG P
2 Ahvurhk
3 URhk
4 &5t

5 X7l

1 [FANRTA I VT ATAELI VT AT 4 AT THRRTDE T2 bOTANT 4 &y Mt
RERICRTREINET, LA FERTIERBFERICRRT D74 — IV REBIRTEEYT, 124
os of vms [, 0S property WEENDI TR TDRET S VERBIBERIC—ERRLET.
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RICWS DhDBlERLET,
B cpu cores of vms
m  source ip address of flows

ARUy o TANRFAPMERINTNBEE. A MUy TONT 4D y-axis TEZD x-axis D
TS IUoT 474 ZEICRRENET,

(Ao Rl Ao b VTUERERTSE. DI UTAT4 IATDATP 10 MEHETESE
¥ RICHZERLET,

®m  count of vms

B count of hosts

B count of flows

VAR :BET DI T AT 47 1)V RBEFRTERNSEEEF. VA NMEEFPRIGET,
RICHZRLET,

List (host) of vms where memory <= 2gb

ZDIVTUEF RAPDURNERBLEIN, REX VICT AV IREPBRESNTOET., KIS
W< DHDFZERLET,

] List (ip address)of vms where cpu cores = 1

[EE5RA%Y] - TR EER T 5 & HED config F/2(E metric TANRT A DS B—DEEHET
EFET. RRIVITUERETIE. ROEFMEHMBYR—FEINTWET,

B max
H sum
B min
m avg

RICHIERLET,

] sum (memory) of hosts

B sum(memory), sum(cpu cores) of vms

] sum (bytes) of flows

[RF]: RIVEEFIE. A MYy o TANRT A TORFORTICEALES . RICHERLET.
series (avg(cpu usage)) of vms where cpu cores = 4

ZOoIT)E 400 CPU AT EHFHDINTDIRET D, FtY CPU FREREEL I/ 75K
LET, RICEIERLET,

B series(sum(network usage)) of vms where name like 'app'

] series (sum(memory usage)) of vms where name like 'db'
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] series (avg(cpu usage)), series(avg(memory usage)) of vms

m [IEREZ]:order by AZFERAL TREBREURBEZADIENTEEXT, order by AATHERTES 7
A4 —=ILRIFT1DEIFTYE, T74INETIE BREIEIETY—-FENET,

ORDER BY M) J
S e ﬂJEW ranser

RICHZRLET,

1 vms order by cpu cores
2 +vms order by cpu cores asc
3 flows order by bytes

linit AZFERTHE. HEROBEFPRTEET., TN order by AIDRICIEET HHLENHYET,
RICHIZRUET,

vms order by memory limit 5

B [JIN=TR T4 T4 & TANT 4 ZEICIN=TTEET., ToT4T4&7ANT2 T
—TMtTBE TTIAHIETIE BTN —TORROBPRREINES, HELZEMTHIET. FEDS
ANXT 4 DE/BAR/BNDEEHBETELY, order by AZFEBMT S L. ERENY—FEINET,
order by £7=(3 projection AMI TV ICEENZIHEE. EHBEHPLETYT,

-~
order_by

sum (bytes) of flows group by dest vm

ZDIIT)IE, BAICEFBEHMSH B0, B TY ., bytes of flows group by dest vm DKD
BTV BIRAICETEBHD W=, BRICEUVET,

RICHZERLET,
1 vms group by host
2 sum (bytes) of flows group by dest vm order by sum(bytes)

2 [ZvF4F74 2TV]
m—mw_numa >

a [T2T4T74 8ATICLBRR] T T 4T 4 YATERRTDHIET, HBI VT AT 4 54TDY
NTDIYTAT1Z—ERRTELXT,
5l : vms. hosts. flows. nsx managers

b [ZVFT4T74&THRE]
B IR —ATRE:IVT AT 4 DRERLBEDBD N> TWNBIEEE. RATE—E5|BAHFTHATRE
T&EXE9,

5] - 'prod-68-1'. 'appl-72-1"
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E

n BEIO—ETIRE 1 DOHEFBEL(IERDOBEETRET S L. ANLEEBIC—HILSZINTOIY

TATADPREEINET,

5] : prod. appl

X ANABLCF—T—RELEBIVT AT 4 YA4THEENDHBE. BRIV ELTREEND

AJREEMHY ET,

n IVT AT 4 AT ERRTRERE IV T AT A DRABMETA TORADBRHO>TNBIHEE. T T 4

TAIATEIVT AT 4 RBE—HEIERLTRETEET.

Bl : BIITY 'vm appl' |d appl EELINTORETS VERLET,

GtEzT V]

IN6OITVE, ZA—DAWICKD, Ty —DEFaUT 4

»—m— entity_type —»<

Bl

a plan securitygroupl
b plan hostl

C plan security

XX 2T ]

FTEICERTEEY.

NSDITVUEFERALT, 2B80RET VBD/INR, £EIFRET OD6A T —Fy FAD/INRERR

TEET,

i _%*4
Internet To B ) EERVIY

Bl

a Vm 'vml' to Vm 'vm2'

b VM 'vml' to Internet

BRIV T AXFENNFERAIENEEA,

I T AT4 A TERIIRETONT  ICRAEEBEFERATEET, £EXE I VT4 T4947 'virtual

machine' [C(E. 'vm' ORIEFEZBVHYET,

Azure ®FEs/ TV

vRealize Network Insight Tl Azure T 5« 574 DT TE T,

RIS WD DBRREITYDHIERLUET,

VMware, Inc.
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Azure TT 474 oIV o1y

Microsoft Azure Azure

Azure 77U —> 3> 2F¥aUTga I -7 Azure Application Security Group where Azure
Virtual Network = 'Test-vnet2'

Azure 7—% V—2R Azure Data Source

Azure NSG JL—Jb Azure NSG Rule where Action = 'ALLOW'

Azure xRy b7 =0 A F =T 14X Azure Network Interface where Azure Virtual Network

= 'Test-vnet2'

Azure *y T =2 wFaUTF 4 FIL—T Azure Network Security Group where Subscription =
'VRNI-dev'

Azure )b—k Azure Route where Route Table = 'TestRouteTable'

Azure b=k F—=7 )L Azure Route Table where Azure Virtual Network =

'aks-vnet-28255566"

Azure ¥ 7x v Azure Subnet where Azure Virtual Network =

'vrni-0l-vnet'

Azure Y 7R U T a > Azure Subscription

Azure R} > Azure Virtual Machine where Azure Application
Security Group = 'TestASG'

Azure IRy k=4 Azure Virtual Network where Azure Peer Virtual
Network = 'vrni-0l-vnet'

CiscoACl T T4T7 4

RIC, BRERFTTES CiscCOACI T T 4T 40N DhERLET,
EFr O OIUT AT A DETEIC aci BMFIFSNET,

B aci application profile

B  aci bridge domain

B  aci endpoint group

B aci fabric

B aci switch

B aci tenant

RIS, WD D|RRITUDEIERLET,

B aci fabric 'ACI-Demo-Fabric':ZODZI UL ACI 777Uy IRDTF b RAvF. BLrar
FO—ZICET5EREMELET.
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ic'ACI-Demo-Fabric’

Fabric ACI-Demo-Fabric

Timeline
ime Range: 1day v n 1 a:
8 Show Changes 12:00 16:00 20:00 08/22 04:00 08:00 11:16
Events with this object Fabric Tenants
0 events &h 24h 7d 1M M > 26 entities
2 Q
. HNB-PAN
‘ Appiication Profile @
pandemao
No data to show
. Default
AC| Manager
2 @
sandmal ACI-Demo-Fabric
Fabric Switches Fabric Controllers 7
"y Sentities 3 lentity
ESR  NEX-93180-B-Demo . APIC-Demo-1
Role Mode ID nfra IP Address a Node ID nfra IP Address DOB Management Address g
leaf 102 1007268 1 10001 10.255.139.149
EER  NEX-9372-C-Demo
leaf 103 Cisco Systems, Inc.
B NEX-9336-B-Demo
Role Node 1D nfra P Address a
spine 202 1007293 ’

aci switches by role:

Ay FICETBIEREMSLET.
AAYF URASPSRAvFREI Vv ITDE TOFMBRRENET,

v aci switches by role

Showing 5 results for aci switch at Aug 22, 11:18

S entities

Filters <
Add more filters ESR  NEX-93180-B-Demo
EX goe Node D
¥ Role: leaf 102
S E  NEX-9372-C-Demo
leaf w EF goe Node 1D
spine @ leaf 103
SN NEX-3180-A-Demo
E3 goe NodeIC
leaf 101
B NEX-9336-B-Demo
E3 roe Node 1D
spine 202
BN NEX-9336-A-Demo
EX roe Node IC
spine 201

Infra P Address

10.0.72.68

Vendor

Cisco Systems, Inc.

Infra IP Address
1007269

Infra IP Address

10.0.72.93

Infra |P Address

10.0.72.94

Type

NIK-CP372PX-E

OOB Manageme
10.255.139.150

ant Address

DOB Management Address
10.255.139.153

OOB Management Address

10.255.139.152

ExpandAll | Collapse Al

Vendor
Ciseo Systems, Inc.

Serial
SAL1946SWMW

Vendo
Cisco Systems, Inc.

Vendor

Cisco Systems, Inc.

Wendor

Cisco Systems, Inc.

ZDOTIE ACI 777V IRADEEEEE) =7 RA vy FRIEBERNA >

aci endpoint group: TODHZI V(. BER(FoNAEE<I . TUvY RAL Y BLU VRF ##FD
IVRRAV N IN=TDURERELET,

B aci application profile

ROVEFODERBREDT 7V -2 3> 7A7 74V EBELET,

] VMware VM
ENAZER

VMware, Inc.

"ACIVM-160"
LET.

'Production’

to VMware VM

'ACIVM-161"

CZDIIVIEF. BENTWBAIY RRA N FI—TE(R1E

2TV 2 BDRIET S UCBEORET S
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@ VM ACIVM-160 - VM ACIVM-161 (7) 1minago v (Auto-refresh in4mins) Overview Events Flows Metrics My View [?[
v Overview
VM Path Topology (1 [2a VM Underlay (7 VM:ACIVM-160 v VNIC:10255.118... v 7
Z0 A Path Detals -
10.255.118.178 Request 10.255.118.186 ¥ () Show labels

[0 Show all ECMP paths

1] (D) Acvmieo
@
@ 2| @ [ACIVM-160}Network

et . adapter 1]
i 3| = EPG_160
i 4 [10.255.139.160]-
i [vmnicg]
| 5 [node-101Heth1/3]
i € . vian-3160

& E = Common

i

=

i ECMP. o ‘\z E3 %
| isiguts SUGHEE  pinar |
St S teaf Fabric

T = ==

- 3 *

Spine Fabric

n PT7RVREFEALTRETDILICKY, R=bhl IVRRA K TI=T TUvD RALCOFMER
/TEET,

v 10.114.212.158

Showing 2 results for Entities with keywords “10.114.219.158" at Mar 25, 15:10 oo

2 entities Expand Al Collapse All

Endpoint Group (1)

. Mgmt-1201
Application Profile i e a i [+

i Encap Number of VMs Endpoints
NSXinfra | vlan-1201 0 00:0C:

:70:D8 10.114.21... [17 more]
Switch Port (1)
[node-104]-eth1/19]

Operational Status | Administrative S | MacAddress MTU Interface speed E2]
up e | 00:D7:8FE5:89.78 000 10Gbps

m MACT7RLREFERLTRRETZZEICEY, R ITURRAN TN—T TV BALCDFM%E
NS TEET,

¥ 00.0C:29:44:70:D8

Showing 2 results for Entities with keywords “00:0c:29:44:70:d8" 2t Mar 25, 15:06 o

. (< 2entities Expand All | Collzpse All
Filters (< 2entiti xpan o

Endpoint Group (1)
Mgmt-1201
= Entity Type R

Application Profile Bridge Domain Encap { Number of VMs Endpoints =
All NSXInfra BD-Memt vian-1201 o 00:0C:29:44:70D8 1... [17 more]
S R @ switch Port (1)

ECEAIEEEL L] [node-104}[eth1/19

Operati s Administrative Status Mac Address i M1y Interface speed £}
up up 00:D7:8F:85:89:78 | 9000 10Ghps

m IVRRAVE IIN—TEeRFETBHIEICEIY, BERIFONLIVRRAPDOYRAERBTEET.
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+ aciepg where Endpoint is set

Showing 4 results for aci endpoint group with filter Endpoint is set at Mar 25, 15:11

Filters

* Endpoints
All

00:0C:29:44:70:08
10.114.219.158

00:0C:29:4E:6A:B4
10.114.219.146

00:0C:29:BE:EF:D5
10.114.219.147

00:1B:21:69:83:88
10.114.219.137

00:25:90:E1:6C:52
10.114.219.136

[20 more]

(2)

()

Endpoints
00:0C:29:44:70:DB... [17more]

Mgmt-1201

NSXInfra

00:0C:29:44:70:D8 10.114.219.158
00-0C:29-4E:6A:B4 10.114.219.146
EFD510.114.219.147
10.114.219.137

00:50:56:BE:7C-FE 10.114.219.133
10.114219.151

00:50:56:

B IVRRAVPERRTEET,

« ad epg where Endpoint like 10.114.219.158

Expand All | Collapse All

cap Number o

vlan-1201 0

E Numbe

wlan-1204 0

VRF Encap
BD-Transport NSX-VRF wlan-1200
Bridge Domain Encap
BD-Vmotion wlan-1203 0

Showing 1 result for aci endpoint group with filter Endpoint like 10.114.219.158 at Mar 25, 15:19

Filters <
Endpoints
~ Endpaints 00:0C:29:44:70:D8... [17more]  NSXInFra
B
'0:D8 10.114.219.158
00:0C:29:44:70:08 It oc: ABA 10114219146
TR 00:0C:29:BE:EF.D5 10.114.219.147
00.0C.29.45.6A.84 e 00:18: 83:8810.114.219.137
10114219.146 E1:6C:5210.114.219.136
:S0:E176:9E 10.114.219.135
00:0C:29:BE:EF:DS (1) -E1:CC:B310.114.219.134
T 00:25:90:EB:BAEE 10.114.219.130
(TS EERaEaaa w 00:25:90:EB:8AF0 10.114.219.131
10114219137 00:50:56:BE:16:8F 10,114.219.152
00:50:56:BE:7C-FE 10.114.219.133
00:25:90:E1:6C:52 6 00:50:56:8E:84:65 10.114.219.151
10114219.136
[13 more]

Fortinet 8% 1TV

Bridge Domain
BD-Mgmt

E

Expand All | Collapse Al

vian-1201

vRealize Network Insight TlZ Fortinet T>F 4 51 DA RTTEE T,

KIS WDODOBRBITUDHIERLET,

Fortinet T>5 45«

Fortinet R > — Ny o —2

Fortinet R > —

Fortinet 7 kKL X

Fortinet ##97 kL X

Fortinet 81197 KL R J)L—7

Fortinet t—EX

Fortinet ¥ —EX )L —7

VMware, Inc.

$rIN o1y

Fortinet Policy Package where Domain Manager =

‘ADOM NAME’

Fortinet Policy where Source IP =

Fortinet Address

Fortinet Dynamic

‘ADOM NAME’

Fortinet Dynamic

= ‘ADOM NAME’

Fortinet Service

Fortinet Service

where Address Type =

*10.0.0.15”

‘ipmask’

Address where Domain Manager =

Address Group where Domain Manager

where port = 5900

Group where Manger =

*10.0.15.101"
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Fortinet T>F 174 I =)

Fortinet ADOM Fortinet ADOM where Manager ID = ‘10.0.15.101’

Fortinet VDOM Fortinet VDOM where Domain Manager = ‘ADOM NAME’

Fortinet &9 4A >4 —7 x4 X Fortinet Dynamic Interface where Domain Manager =
‘ADOM NAME'

Infoblox DNS 7—# (L& % 7 O0—D3&(k

vRealize Network Insight (&, DNS 1EH®D 2 DDV —RXR &Y R—rLET,
m AUR—FENECSVIT7AIL
= Infoblox DNS

Z : Infoblox DNS & CSV 7 7 1 ILOREICHEDH 5HBAEIE. Infoblox DNS 75 DIEHRBEBLEENE T,

SEIELBRRIIVAEFEALT. JE—RNODNS I MUY —RICET 55l aRTEET.

% 20-1.

F—TU—F o INEgRITY L]

DNS Provider Flows where DNS Provider='Infoblox' DNS 7—# 1 Infoblox h5BBENn5 70
—DURNERELET,

DNS Provider Flows where DNS Provider—'CSy' DNS F—# 1 CSV homBEnsd70—n
URAERBELET.

Source DNS Flows where Source DNS Provider='Infoblox' Y= IP 7 ELAD DNS 70NA 518

Provider Infoblox TH570—-DU X MERELE
ER

Destination DNS Pleris e Peatinetilen HHE =4y ~IP 7 RLRD DNS 7O/NA &5

Provider provider='Infoblox' Infoblox TH57A—DYU R MZERHELE
ER

Kubernetes T>7 1 7 1+ O—fig#II51&%R I T Y
vRealize Network Insight T Kubernetes T>5 4 57 1 Dl E BB TEET,
—&Bz o T Y
B JO—MDIRE . flows where Kubernetes F7ITOF = FTITIFE

5 : flows where Kubernetes Cluster = 'Production'
m H—EX XT—J)LDXRFR . kubernetes pods group by Kubernetes Services
m /—RODBRDRER . kubernetes Pods group by Kubernetes Node

m /—ROBEBEMDRR . MemoryPressure and PIDPressure and DiskPressure and Ready of

Kubernetes Node
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B JO—DAYTSATRADERR : flows from Kubernetes Object F7UIZrDEFT to Kubernetes
Object Z7JTUrDEFT

f5l : flows from Kubernetes Namespace 'PCI' to Kubernetes Namespace 'Non-PCI'

m NX FROPORR:

m  Kubernetes H—E X service name 5 Kubernetes #—E X service name

m  Kubernetes #—E X service name 5 Kubernetes Rv R pod name

m  Kubernetes /R K pod name »5 Kubernetes R K pod name

#* 20-2. Kubernetes # 7z 2 MTHTBoTT U

Kubernetes # 7

o b

Bz

Ry R

% 20-3.EBmMo TV

Kubernetes T> 7
ATAEF DT TV

—>3r

VMware, Inc.

o1V

kubernetes namespace where L2 Networks =
g

m list(Kubernetes Node) of Kubernetes Pod
where Kubernetes Namespace = 'a'

m  NSX-T Logical port where
connectedto.modelKey in (modelKey of
kubernetes nodes) order by Tx Packets desc

m  NSX-T Logical port where
connectedto.modelKey in (modelKey of
kubernetes pods) and Rx Packet Drops > O

m  new kubernetes pod in last 1 hour

m  kubernetes pods where kubernetes services is
not set

m  kubernetes pods group by Kubernetes
Services, Kubernetes Cluster

m  kubernetes nodes where Ready != 'True'

m  kubernetes node where Virtual Machine =
'vm-a'

m  flows where kubernetes service is set

m flows where source kubernetes node = 'a'

Ty

application where virtual member = ‘service-a’

application where virtual member = ‘service-a’

L]

L
B | 2xybhT7—2 [a] [CEHKINTNDS
Kubernetes &riZM &R L £9

B Kubernetes &riZ/@» [al THB
Kubernetes / —RDU X MERLUET

B OEREINAENTY MEDWT, / — RICERES
NTVBHEBR—PDOURNEREIETRLES

B Kubernetes Ry RIZHEHEIN, pDO ROV
SNERENTY MO KUBHZOGHER— K
DYRANERLET

B EED 1EETHREBEEShHLO
Kubernetes R K

B H—EXH Kubernetes Ry RDU X

B BEHY—EXATRTINTNSERY RO

m  RR7 Kubernetes /—RKDU X~
m [vm-al RETID—ELmoTDS
Kubernetes / — R

B X(ETEAFFED Kubernetes —EX %S
HH70—DY X b

B X(E5T Kubernetes / — R [al F/zl458%
Kubernetes /— k% [al ®78—DY X

Kubernetes *—E X [service-al WA /N—(T/E>

TWD, IRTOTTIVT—2a3> DR+

Kubernetes +—E XS [service-al mD

and virtual member.Kubernetes Namespace =
‘namespace-b’

Kubernetes £&#iZEfE [namespace-b] MA 2 /N—=T
HB. TRTOT7 IV r—3>DUR

330



vRealize Network Insight 0

AU

Kubernetes 4 X
I\

VMware, Inc.

€=

Ty

tier where virtual member = ‘service-a’ and
virtual member.Kubernetes Namespace =
‘namespace-b’

count of applications where Virtual Member in
(kubernetes services)

count of applications where virtual member in
(kubernetes services where Kubernetes
Namespace = ‘sock-shop’)

list(virtual member) of applications where Name

= ‘app-1" and virtual member.Kubernetes Cluster

is set

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical port where (ConnectedTo in
(Kubernetes Nodes where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:” order by Rx Packet
Drops

nsx-t logical switch where Rx Packet Drops > O
and Tag like ‘ncp/project:<namespace name>’

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo.Kubernetes service order by
max(Rx Packet Drops)

flows where firewall action = ‘DROP’ group by
Kubernetes Service

flows where firewall action = ‘DROP’ group by
source Kubernetes Namespace

Kubernetes events where Problem Entity =
‘<pod/namespace/node Name>’

Kubernetes events where Event code =
‘ImagePullBackOff’ in last 24 hours

Kubernetes events where problem
entity.Kubernetes Cluster = ‘<cluster-a>’

BieA

Kubernetes +—E X7 [service-al HLU
Kubernetes ##ijZEf [namespace-b] M A /N—T
HBH. TRTOERBOY R~

A IN=71 Kubernetes Y —EX 44 JD7 7 r—
T a D

Kubernetes &7z [sock-shopl TIZH 3
Kubernetes t—EX 44 TDAVIN—=ToH57 7
=30

7TV —= 3> Tapp-1] AYN=ELTIRTD
Kubernetes 4 —EXD U X

Kubernetes Ry RZTEDZE/NTy b ROy TDY
V==

Kubernetes / —RZEDEE/NTy b ROy TDY
V==

Kubernetes ZaIZMZEDZENTY M ROy 7D
JI—7

BEOEZMZEBCLONTy b FAy T

Kubernetes t—ERZ LD/ y ~ ROy 7D
-7

Kubernetes ¥ —EXZ&m kOoy 7 70-0D 5 )b —
7

Kubernetes &aiZZEE LD ROy 7Lz RTH7O
— =70 Rk

IEE SN/ Kubernetes T 57474 DFRTD
Kubernetes 41 X> ~dD U X b, Kubernetes T 7
4T 41F Ry B. BEIZEBE. /—ROWTIDITHRYE
+

B 24 BREO 5 4 7H [ImagePullBackOff] @
Kubernetes 1 X> b X b

BESNZITRYITHT 5T RXTD Kubernetes 1
N hDUX
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A— R NSOYICEET I Y TIVigEosT Y
ROY TV O AEERTSE O—R NS UHICEET ST —9 574 )Y F-IRETEET,

m vm where lbServiceNodes is set - BRIMBNEEINTWNET TUT—2 3 0 &RAMLTNDTA

TOREYY VE—EBERTLET,

m vm where lbServiceNodes is set and PowerState !=

'"POWEREDON' - O—R NS> >

TENLET TV =23 ERAMLTOSHOD REREL TOENIRTOREY SV E—EBRRLET.

m  pool member where state =

ER

B  Count of Pool Memebers where Service Port =

'"DISABLED' - EMIC/H>TWBRITRTDT =)L AUN—%FRRLE

'80" - /R— bk 80 TERITSNTNDIHED

FALTDY—ERCDNT, IRTDT =)L AUN—D#HERLET,

m service node where virtual machine is not set-7 U4 —> 3> H—NELTHEY—
NEFERALTWDTRTOY—ER /=R, FEGRETS VEKRX ML TT vRealize Network Insight
[ZEMMEN TR vCenter Server #—&XRRLE T,

NSX 7747 04=)LIL—ILDi#&FTI/ T

vRealize Network Insight Tld. NSX 77 A4 7 O+ —JL L—ILERETEET,

KR20-4. NSX 7747 U+—=)V Ib=)L TV

®ERITY

VM where incoming rules.Source Any

Firewall rule where action = allow and service any

= true

Firewall Rule Masked Event

New firewall rules in last 24 hours
New firewall rules in last 7 days
New firewall rules in last 30 days

Firewall rule where flow is not set

Flow group by firewall rule

Security group where Indirect Incoming Rules is not
set and Indirect Outgoing Rules is not set and
Direct Incoming Rules is not set and Direct

Outgoing Rules is not set

Ipset where Indirect Incoming Rules is not set and
Indirect Outgoing Rules is not set and Direct
Incoming Rules is not set and Direct Outgoing Rules

is not set

VMware, Inc.

BieA

FEEDRETEEUN—IVERRLET BEDR—ELBELEDED
ZEMTEED),

IRTDR=MEFATET7 747 V4= I V—IVERRTLET.

KERBDT7 AT IA—I —IDURXEXRRLET.

BE 24 BEICHERESNET 74T O+ —Ib V—IVERRLET,

BE7 BEICERENEZZ 747 04—V )L—ILERRLET,

B% 30 BRI ESNEZT7 747 D+ — IV b—ILERRLET,

TRCDIFTIT 4 TIRT77AT 04—V Ib—ILDYU X ERRLE
ER

BI77A4T7 04— IIL—ILICEy b BT7A-DHERTLET.

FREINTWRNWEF2UTy JI—TERRLET,

ERENTWEW IPSet #RRLET,
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K20-4.NSX 7747 0+—)b V=)L oTYU (HEE)

#®wRITY B L]
Flow where rule id in (1011, 1012, 1013) #BEDIL—ILIDICEY TR T7A—,
Flow where application = appl 77— arvicey bEB7O—,

m KERBOTZ77AT7O+—I)L L=

B )= IVARVNERRF IS BT 7AT 04— Ib—)l

VMware SD-WAN #%x4s 1TV
vRealize Network Insight T VMware SD-WAN IT>F 174 OF#EMERETEET,

KISO WSDODOBRBRITUDHIZERLET,

VMware SD-WAN Y5151 y>7)N 4TV

VeloCloud 25 X% VeloCloud Cluster where Description = 'cluster one'

VeloCloud 7—% vV —2X VeloCloud Data Source where Enabled = true

VeloCloud Edge VeloCloud Edge where Activation State = 'Activated'

VeloCloud T4 —754 X VeloCloud Enterprise where Name = 'VMWare - vRNI'

VeloCloud #—bto A VeloCloud Gateway where City = 'Ashburn'

VeloCloud L/ ¥ —2 Xy kT —2 VeloCloud Layer2 Network where Network =
'172.16.40.2/24"

VeloCloud U >4 VeloCloud Link where Link Uptime = 100%

VeloCloud 7OZ 7 1)L VeloCloud Profile where Name = 'APProfile'

VMware, Inc.
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VMware SD-WAN I 57454 Y7o

VeloCloud £ 4 >~ + VeloCloud Segment where Vendor ID = '1'

VeloCloud E2 R X R >— VeloCloud Business Policy where Application =
'skype'

VeloCloud Business Policy where scope =

'Edge’

VeloCloud Business Policy where Source I

= 10.79.46.0

VeloCloud Business Policy where 0S =

'Linux’

VeloCloud Business Policy where Source

VLAN ID =

VeloCloud Business Policy where Link

Policy =

'Fixed’

VeloCloud Business Policy where Priority

= 'High’

VeloCloud Business Policy where Service

Class = 'Real Time’

VeloCloud Business Policy where Route

Policy =

'Gateway’

VeloCloud Business Policy where Route

Type = 'edge2cloud’

flows where Velocloud business policy =

'EdgeToInternet’

VMC SDDC &% T

vRealize Network Insight ©VMC SDDC T2 7«4 T« DA RETEE T,

RIS, WSDODDREI T DFIZRLET,

VMCSDDC I 5715« $IN oY
NSX Manager vmc sddc where NSX Manager
NSX Manager ® FQDN vmc sddc where NSX Manager
Fgdn
VMware, Inc.

HteA

VMC SDDC [CEEER(F 5 TS NSX
Manager Z-RLET,

VMC SDDC BA® NSX Manager @
FQDN #RL ¥,

P
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VMCSDDC I 7474

NSX Manager D754 X— K IP 7 RLR

NSX Manager ®/X7U w7 IP 7 RL R

X1

A% 1D
piit 2
—>ar

vCenter Server ® FQDN

vCenter Server Manager

vCenter Server D74 X—K IP 7 kL

A

vCenter Server /X7y o IP 7 RL R

> — 1D

Y7o

vmc sddc where

Private Ip

vmmc sddc where
Public Ip

vmc sddc where

vmc sddc where

vmc sddc where

vmc sddc where

vmc sddc where

vmc sddc where

vmc sddc where

vmc sddc where

vmc sddc where

NSX Manager

NSX Manager

Name

Org Id

Org Name

Region

VC FQDN

VC Manager

VC Private Ip

VC Public Ip

Vendor ID

e

VMC SDDC B®» NSX Manager » 7> 4
N=KrIP7RVRERLET,

VMC SDDC B®» NSX Manager /X7
v IP7RLRERLET,

VMC SDDC n&#iERLET.
SDDC »Ed 5#8# ID £ RLE T,
SDDC nEd SR ERLET.

SDDC pEtE=NnTWS AWS U—-23 >
ZRLET.

VMC SDDC H® vCenter Server @
FQDN #RLU 7.

VMC SDDC [CEEfRHFonTNS
vCenter Server Manager #;xL %9,

VMC SDDC A» vCenter Server 7>
ANR=KIP7RVRERLULET,

VMC SDDC FH® vCenter Server ®/X7
Vv IP7RUVRERLET,

VMC SDDC o ID Z/RLET.

AWS I 5 47« [T VMware Cloud on AWS

VMware Cloud on AWS NSX Policy Manager I[CBETAI T4 T 45 RDEHYUTY,

B NSX Policy Manager Data Source
B NSX Policy Manager

B NSX Policy Firewall

B NSX Policy Firewall Rule

B NSX Policy Segment

B NSX Policy Based VPN

m  NSX Policy Group

£ NSX-T 2.4 XU VMware Cloud on AWS 73 vRealize Network Insight @57 —4 YV —X & LGB
ENTWSIEHE. VMware Cloudon AWS T2 57« 74 BB T 5ICIE. /T T SDDC type = VMC &0V
T4 NG EBMTIVENHYET., =&ZE VMware Cloud on AWS DR > — X=X VPN #—&XRRT
%[C(f. NSX Policy Based VPN where Tier0 = ‘' and SDDC Type = ‘VMC’ #A/ILET.

VMware Cloud on AWS T2 7 4 T« [CBET Y > TGRS TV (CE. RDOEDBEBDOMBHY ET,

B VMs where L2 Network = '' (L2 Network -> NSX Policy Segment)
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m NSX Policy Based VPN where TierO = "'

B NSX Policy Based VPN where Local Network = '' (Local Network of Policy Based VPN
Rule)

B NSX Policy Based VPN where Remote Network = '' (Remote Network of Policy Based VPN
Rule)

B NSX Policy Group where Translated VM = '!'

m VM where NSX Policy Group = '

o

NSX Policy Manager (&, FZ I —7£7/=(2 IPSETS #9R— L TWEHA, TD/EH, NSX Policy
firewall rule where Indirect = '' ¥/2[E NSX Policy group where Indirect
= "' BEDKRRITITNTEYNTY,

ZITE BERIIVORENS DHRLET,

gBENY—>D70— o1V
F—5 L s —ErFYA FRBOBF ST 4 v s (DCl Y ¥ o {ER)

sum (bytes) of flows where ( Dst Manager = 'abc' AND src manager = 'cba') OR ( Dst

Manager = 'cba' AND src manager = 'abc')
m 55 VIEP 574 v 2

B sum(bytes) of flows where Flow Type = 'Src is VTEP' or flow type = 'Dst is

VTEP' VTEP traffic grouped by VMKNIC

m  sum(bytes) of flows where Flow Type = 'Src is VTEP' or Flow Type = 'Dst is

VTEP' group by ip
B ZTOMDEERNST v

flows where Flow Type = 'Source is VMKNIC' or Flow Type = 'Destination is VMKNIC'

KetEIN—THFICEATHT7A— T Y
n V-RARERI I IEDERHA IRV N NS T 4V D

sum (bytes) of flows where Flow Type = 'Internet' group by src vm
. BENA AT ED MR- b

sum (bytes) of flow group by port order by sum(bytes)

n N—TAVIPREENIESZIT AV RYa—ATEDLELAY TRy b RT
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sum (bytes) of flow where Flow Type = 'Routed' group by Source Subnet Network,

destination subnet network order by sum(bytes)

BEIRT N P LDREY S > DER

sum (bytes) of flows group by src vm , dest vm order by sum(bytes)
BN M T ED LMY —/NMREET S 2 /R— K

sum (bytes) of flows group by dest vm , port order by sum(bytes)

FrNTADRBEHBYEHAPVJICETS 77—V

ESX THI—F{EN/=FXTD vm-internet/internet-vm 8> 7 4 v ZDEF/NA ~#k (Palo Alto
—EXREIT DY A DY)

sum (bytes) of flows where flow type = 'internet' and (flow type = ' src is vm ' OR

flow type = 'destination is vm ') group by host order by sum(bytes)
—HITE570-([CHLTEHENEFS T4 v DR (Palo Alto ¥ —EXRRIET L > DY A2 > 0)

series( sum(byte rate)) of flows where host = 'ddcl-pod2esx012.dm.democompany.net'

and (Flow Type = 'Source is VM' OR flow type = 'Destination is VM')

77— 3 TRIDIIY

BEDT7 7Vr—a>0RETS >

VM where application = 'CRM'

BEDT 7V Tr—aryhol—T4 v IPRESNT7O—

Flows where source application = CRM and Flow Type = 'Routed'
2EBEAOTO— (—AR)

Flows where src tier = 'App' and Destination Tier = 'DB'
2EEEAOTO0— (—AR)

Flows where ( src tier = 'App' and destination Tier = 'DB') OR (destination tier =

'App' and source tier = 'DB')

k#B< > & ESX TRILDZ TV

Prod -Midtier-1 g~ > >0 70/87 4 (MAC, IP 7 RV R, KRR L)

CPU Usage Rate, Network Rate, Memory Usage Rate, mac address, ip , vxlan , host of

vmm 'Quality control-VM26'
R VHDPRRORY bT—0 BIAT b
vm group by 12 network

RER L VBPBRRDT -5 AT
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vin group by datastore
vSphere N\—2 3> ZEDKRR b
host group by version

vSphere EJL RZTEDRR b

host group by 0S

BEDUCS v —2DAAY MIERMBEENZIRTORA N TV —RED2FEETS Y (RAMENIT

)

vm where host in (host where Blade like 'sys/chassis-1")

EFZOoTY « —RREVGEF v /N T o

T—8 J—RE
count of datacenter
USREIH

count of cluster
KRR M

count of host

R~ >

count of wvm

v hT—0%

count of wvlan

EFimoTY : )L— b

TS54<) arhbA—-5Z&0 VNI

vxlan group by Primary Controller
TANA T Ty 3 DIL—k

routes where vrf = 'Provider Edge 3'

DMZ DLR ®JL—

NextHop Router of routes where VRF = 'LDR-DMZ'
BESNIN—F—ERV AN Ry TELTHEHDIL -

routes where NextHop Router = 'California-Edge'

BRI : 7747 0x—=)LIb—)b

2BDREYVEBDT7 7 AT A=)V =)

VMware, Inc.
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firewall rules from 'Prod-Midtier-1' to 'Prod-Db-1'
m ANY V—REHEHDI—I

firewall rules where Service Any = true
n BEOIN—IILOREY

vm where Firewall Rule = 'Prod MidTier to Prod DB - DBService '
. EFEOR—SDPHFRAIENDZ 7747 04—V =)L

firewall rule where action = allow and service any = true
n BEOT7FATUA—IIL—ICEY T B TO-

flows where firewall rule = 'Admin to Prod and Lab - SSH'
B JRATLAADESENALTH—

flows where firewall action = deny
m T—hUzA T7ATUF—ILDRR

Firewall Rule where firewall type = 'GatewayFirewall'
B DET7AT U —IIDRR

Firewall Rule where firewall type = 'Distributed Firewall'

EfZoTY : —igMIB NS Ty o NG =

m  East-West 8LV North-South D bZ 7 4 v o8 RAVFEINENST T4 v 70, BREEESNEZNS
T4 7D, BSIWMMRET VBIONS 740 v 08

plan security in last 7 days

EHoTY : FaUTq LADPSDRST4v 0

n FRTYT 4T RET S OFM
top 7 vm group by name, Vlan order by sum(Total Network Traffic) in last 7 days

m RSTAVIEDENORY NT—0
top 7 vlan group by Vlan id, vm count order by sum(Total Network Traffic) in last 7
days

B (FEAEDBED VLAN ATREST S WEBT7 74704 —IVELEF L3RFEHZIZN) Fy bT—2

top 7 flow where Flow Type = 'Switched' group by Subnet Network order by sum(Bytes)
in last 7 days

B (FEAEDBED VLAN 2F/2< MBI 747 04— VTRV Ry VOBEELECSELARERENDH D)
FyhT=2

top 7 flow where Flow Type = 'Routed' group by Source Subnet Network, Destination

Subnet Network order by sum(Bytes) in last 7 days
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. ESNERETHRETS

top 7 flow where Destination Country != 'United States' group by Source VM,

Destination Country order by sum(Bytes) in last 7 days
B AMV—VBEQOEFLRERELBOTNDIT—F ALY

avg (Read Latency), avg(Write Latency) of top 7 vm group by Datastore, vlan order by

avg (Write Latency) in last 7 days

EREOTY : AV TS5A47 R/ 5N
= BBEEOHD OS DM

vmm where Operating System like 'Microsoft Windows Server 2003' or Operating System
like 'Microsoft Windows Server 2008' or Operating System like 'Red Hat Enterprise
Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or Operating System

like 'SUSE Linux Enterprise 10' group by vlan, Operating System
m 555D H S OS D

count of vm where Operating System like 'Microsoft Windows Server 2003' or
Operating System like 'Microsoft Windows Server 2008' or Operating System like 'Red
Hat Enterprise Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or

Operating System like 'SUSE Linux Enterprise 10'
B 50 OS [CKDBWEMREBDEF

vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',

'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise
Linux 5', 'SUSE Linux Enterprise 10')) group by Vlan

count of vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise

Linux 5', 'SUSE Linux Enterprise 10'"))

o OMESMEDH D OS THREIND 7747 04—V IIL—ILZEIET 5I12(3. E857: OS £1R#ET D720 (C
WRENDT7AT7 04— IL—ILEBRLTIZE,

B B I8

BEEECKY. BRUCKBECEIREEROIC TFIAMNTRREI/IUEZRTTEET, BE 24 KE. BF
SABALEDEMRTED R SDSBEIRTEET, =510 [AB] AT a 2FERL TEREDERBEZIEE CE5(Z
[l A7 3 EFERLTHREZEETEET,

VMware, Inc. 340



vRealize Network Insight 0

REER

REFEREHECE. BEDRRIC—HT D, BHDOI T 474 DFMY A DBRTRSNET. BERERKICE. T>
TAT4DYR b, WETEHTANT 14, REBRERVALODT7 72y ML EDZKCHIDERMPEENT
WET,

RE/EROBIV NIV ERRALALVAVALLZALZYULT BEDI X M ICET SFMBERERTTSHLBTEE
T Fl RRIEICBHMZEERT DI EHARETT.

E: REERCIVTATAOEEADHEDTANT 4 ERA M T DL EDOTANT 4 (CBT ZFHMIFERD
V=L FyTERRTEET,

RORIE, BEDHDFERICH T S num vms > 0HRFEITVICLSD. VXLAN ORZERERLTVET,

» wadlans where Num Viis > 0

Shawing 12 results for Valan with filter Num ViMs > 0 at

Filters ¢ 12 entities Expan Al Collapue A%
Add enare fiters e i >
Humber of WMs NEX Manager Scope Segment 1D Nebwark Address X
VM Count 3 10.19717.114 Glabkal 5006 192.168.23.0/24
[ :
6 Siteb_P-seattle-vadan
1 15 Humber of Whs NSK Manager Stope Segment 10 Network Address
2 (5 3 10.197.17.229 Glabal 5000 AT2IT L0
3 ] 0 Siteb_P-redmond-vadan
Number of WM NSX Marager Scape Segment |0 Metwark Address
¥ K Managor 2 10.157.17.22¢ Global 5001 172720024
¥ Scope
e siteb-Wagholi-LS
Numbaer of Wiz NSX Manager Scope Segment 1D swork Addr
2 10.197.17.114 Global 5005 192,168 2460024
e Slleb-pashan-a-1
Mumber of WMs NSX Manager Scope Segment |0 Metwark Addr
2 10.197.17.114 Global 5002 192.168.24.0/24
0 Siteb_P-transit-vxlan-2
Mumber of Wids MNEX Banager Srope Legment 1D L Addres
2 10.197.17.229 Glabal 005 1721760724
6 Siteb_P-transit-vodan-1
Mumber of Wiis MSX Manager Senpe Segment 1D Metwork fddress
2 1019717229 Global 5004 1TL1750/24
g Siteb-Transit-L5-1
Mumber of Vi MNSX Manager Scope Segment 1D Metwork Address
1 1015717114 Glabal 5003 1F2168.210024

T4
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Filters

w Default Gateway
All

192 1682310 (1)

¢ MEX Manager [
b Scope

Vi Count

BRBEERDPFRSINZSMLEBICHUTEMDRA D [T 4IFDEM] 20Uy o LET, BRRERZKVIADE
OIZERATEZ—ED T4y AT TUDBERREINET, EATTUTERTES 70 /L5OEIE. h7 T DHEIC
HBNEERY VRICREENTWES, AT TYUTHEHAAREGR T AINGET IV DOHMELZRERL. BATE7 4
WEEo )y LEST, T4NWIBRERY IV REFERLTHED 7 AINYERRTDHIEBARET, BRI/ I (C—
T 57 1 )L& D vRealize Network Insight ICE> TEEMICRRENIES. EDT7 45 %200 v o L TER
TEET, K745 I1C1F. BREFBREZRVALZOOTONT A BN DDHYET, Z4ILFDNTNHDT 4«
I TONT 4 &ERTDE BRLATONRT A IREBR THARTINE T,

vCenter Server ¥ &

vRealize Network Insight (£, #&Z& LETEAIC vCenter Server ¥ J &L £ T,

vCenter Server ¥ 7 E MR LABHICEDWT, IRIEEXY Y U DBRREZRITTEET, 1A ROV ZER
LT, #0%FERLIERRETAET.

vm where tag = ‘{keyname}:{value}’

LY TIBEDOHTIVICELET, LEEOBITIE, keyname (34 0BT 5 HT7 3V T, value (34 JD&EIT
ER

F72. name F—Z&FERL. vCenter Server ¥ &£ /=(3h X4 LABMHZFERL T, RET VICKBREZIEET S
ZEHTEET, ZORERL. other names 7ANRT 4 ELTRRENET, T2, KBREFEHAL T BED
NRX VTV ZEFTOZEDHTEET,

LR ROOITUPYR—bENET,

vm “other-name-1"

vm “other-name-1" to vm “other-name-2"

ZDFITIE. other-name-1 & other-name-2 (. name ¥ —F7/=(L name W T JVICET BRI VEHDINRY A
BHTY,
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KIZRd LDIZ. vCenter Server ¥ V&2 FERL TRy T —O0RDITO—ENHTHEHTEET,

aesiarioss” [va» [ 0 i |

Micre-Segmants Traftic Dintribution by Tatal Sytes] =

v 99% 4% Q6%
a\ ‘ 100% 8% 0%
\ , frrpres 11 A 1158

| B

~N
I 4

vCenter Server # JZ{ERT 512, [Z7O—DO5HH] KAV TFO VRS [#0]1F T avE2RBRLE

Analyze Flows | Al @ H v || @ Lastiday v |

VLAN
VPC '
7, I——— :
ZDOLRNIT, RRKI3IDDYIVEREIRTH L TEET, FUEZBRLES, [ 22Uy o LET,

Analyze Flows ’Tagv Category, Consumers v H @) Last 1day ¥ I
Q .

Micro-Segments

Micro-Segments
Virtual Machine name like

by VLAN/VXLAN Service

Security Groups

VXLAN

Security Tag

Select upto 3 tags

by VLAN/VXLAN @ | v Category

Consumers
Delete
Deployment
Owner

Retain
.
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[NV —T{eEEE] T, [4 7] BBERENTVET,

Analyze Flows | Category, Consumers v ‘ ‘ @ Last1day v |

Micro-Segments
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A& UANYDEE

VMware Site Recovery Manager (SRM) (. RU L —X—XDEE, EELOTX S BLUOBHBA—TX b
L= a3 &R 5. T FRXY UhNUBEMEY 7 D27 T9. vRealize Network Insight (& SRM 8.1 L4
fED/N—2 3 &S R—LET., VRealize Network Insight #1R#& T 57612, SRM (ZF 4 ¥ R4 Uh/NU
TS0 ERTTZ2IRTCOAEEZBEELTYU ANV EZSEREL. FRITALROERICHED U R EZHBKRLET.

SRMDAYRA b=, Ty T —RK BIUOFREDFHMICDNTIE. VMware Site Recovery Manager @ K
FaA hESBLTIEZ,

vRealize Network Insight D7 1 # X% U QN UBEORHREREFFIRD ES Y TT,
m  VvSphere Replication B4 VXA h—=J)LEN, BRESNTWS I LEHERLET,
B SRM I RETFAMEVANY B FOEAICTTOA L TERET HILENHYET,

. UANY TSUBLPZOMD IV R—F> bOEREED B, SRM I—H— (25 —T A AAMNSY
A bDORT I IPBEYICHRESNTNSZ LZERLET.

m  VMware vSphere Replication (&, A FF X FAD VRNl IREDREZINTNNSE/ — RIIHLTEMIC
THEVENHYET, VMware vSphere Replication 22T 5 L E(E. BEREROT —FEEDHR/N
(2725 & D IZ vRealize Network Insight @/ — R A XEFERARAEZZEL T, +REEZEIARA > -
(RPO) i EELET., LTUT—2 3 > OFMIZDNTIE. VMware vSphere Replication ® R+ a2 4> ~
ESBLTLZE,

m  VRealize Network Insight DEBIDIREST IV —TEZERL TWEZ LR LET., NMNIBRESZOIHEN
BABEOBAE. INTORETY VIR RESIN—TICEENTNSILERIELET. DHEBEDS
BlE. UANUEABICTADEDIC. TRTDTSY M7+ —LEB—DREIIN—TICERET S EE2HEH
HLET, AL I FIE BE2REI/IN—TICEETEET,

m UANY FSUEERL. DTS I vRealize Network Insight (RIE~Y > =S50 RE S I —TEEBML
F9, TSV bTHr—A /—RESCREIN—TOBEIBLMDPE B> TWBIEERERLET. UANY
TS50T, 754 TS5y TIH—L /J—RPDTSy b Txr—4A /—REXUBFWNEERIERIO IV —T
ICEEESINTWASZ LR LETD,

m IBE. SRMZ2FERLEEDIYATD IPVA hRAITA AHbYR— b TOWERA,

vRealize Network Insight [R¥EE< > > id. B—DFRy 8T —OBRICBITERZILV ANV TEILE2HBE8HOLE

T, SRM OHE(ZTE> T, TRAMRITEEHNICITV, EBLEBRDZA VTSR NS IF v EFRESN/- RPO #IR

ICEBEO TS B LTSI EHHERTEET,

m  VRealize Network Insight (R¥EET L VZR—DFy b7 — UBRICEBITELITU AN LET,
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UAND A4 bDxry 8T —OBRBREY A FERUCT, A—EBRORY N7 =BTy ECIDBER SN
TWBIBE, TR TOL 7Y — k&N vRealize Network Insight (REB8< > U HREIL IP 7 KL A TeEN§
HEOICERELET., ZOEBHEIE. INSDIREEY S, REINZ/ —RIE>TWSEEHTY., UhaNY
SINEVAT AL FHELULEBITEAEFT YRS UANUDBERICET LERICEMELET.

n UANYU A MNIRETFA MERCRY T —ODEMEEEF UANY TSVDIPT7RVADARSITA R
ERELGEVWTSEEN, SOLFIUATE 77547 RREBT DI ANYICSRM £FERALES, U
ANVEDRY bT—VEBRTBICIE ROXDICFHTRY MV —UREEZEVHTET,

1 IRTDOTSy bT7+—A/—RT, change-network-settings AY > RERBICRITLET.

2 Platforml, Platform2. Xk Platform3 @/ — R T update-IP-change X RZEZEH L TRITLE
ERS

3 abP% /—RTvrni-proxy set-platform --ip-or-fqgdn <with-updated-ip-of-Platforml>
ZETLET,

4 Y—EROREEERLET, 75vbT74—4L /—RO—FMOY—EXDBRITENTWVEWNSZEE, #EIN
TWBIEFT/ —REeBESLET,

A ERROOTY ROFEMICDONTIE. [VRealize Network Insight Command Line Reference Guide] #%
SBLTZE0,

ZDEICIE. RDOMEYIDNEENTNET,
B TAHRY UhNY FUFDH

T4 HYRE UANY 2FUFOH

Z ZTl4. vRealize Network Insight @7 4« X% U A/ (DR) ICBET2Y > TIVFUADFIEERLUET,

FIig
1 RETALEUANY B4 bOBATSRM BRESNTNDZLZHRELET.
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2 REWURODOSE vRealize Network Insight / —ROL T U= 3 0 E2[BELET, LTUT—2 3V DRE
F(Z. vRealize Network Insight 4 > X4 > XD #EtNZ BIZEEIBRA > & (RPO) BE#gELE T, 7=&£ %
. B—D7Zy hT7xr—ALaL sy /=K (FPA4X) THEEENS vRealize Network Insight IRIED
HE. 45 PO BEZEIRRA > MOBEYITY, 2720 KEBTFARXDTV v O EFERTE/ —RPHBDIFR
ZDHBEIE. ENICEDE THEURBZEEIRRA SV MNEBETHIHLENHYET. XFTv7ay CEBORERTE
F. IV -—"REBELEHICLK>TRBVET,

A\ Site Recovery c Q
[H site P ([ Replications () Protecti ups  [E] R Pla

Forward replications Forward replications

3 REIVIN-TEERLETS. REOWRETHRETL VEREDREI I —TICANET.

i By Replcatons Q) pro s [k

55 Site Recovery

steror  [repicatons ) Protecion [F] ecovery los

3 VRNI-Cluster-Platform-RP

Recovery Plan: mn e e Hi Pe Virtual Mac

G} VRNH-Cluster-Platform-RP

5 FRMUANVERFTLES, hE VAN TSUBFELIEEBYICKET S L2ERIT S LER
HELTOWET,

6 SRM T, FHELABITZ—EDOBRTRITL T BHFD DR 7S5V DEESHERIIT S Leb8HHL T
£,
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7  ZZTIRIC. UANY B A RHS vRealize Network Insight {REE< > » [THEFIBNICHL W IP 7 RL A ERTE
THRY MT—OBRICIE>TWSELET., ZDFE. UANUSINRETS DORY T = CEEDHE
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