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BEETRICITOICIE [Ny Thor bEEFER] ##RLUE 9., vCenter Single Sign-On s 50—H)b
T UDEEELEEFENDES(E. SPN #BARMICIEET R EE288OLET.

F: vSphere 5.5 Mig&. SPN ##5E L TH vCenter Single Sign-On 3> > Tho > hEERLET,
VMware 7L v P X—ZXMiEE KB2087978 #&BL TS &),

R25. 74707474 J—AREDEM

TFERAF Ry O R A

[Rx1>4] mydomain.com D&k D 7E5EefEH kA4 > % (FQDN), IP 7 kL
RIFIEELIENTLES W, ZDRAA %L vCenter Server 2 X
TAIZE>T DNS SERNFIRETHHMENH Y ET, vCenter
Server Appliance 2R L TWAi5E(E *y N7 —JBETID
FEREFEALT DNSHY-—NREEFHFLET.

[ Thor bzeER] A—A) 2> 7THhUrhE SPN ELTERT 2BEE. Z0F7
TavEBRLEY. JOATLaraBRTBHEEEF. KA VED
HERELET., YO URERFTBHANER. OA T3 v EBERL
FNTLZE W,

[—EX FU L% (SPN) #{EH] O—hV X VREEET DHEF. ZOF T a3V EERLET.
SPN, 7477474 V—ATRIATES1—H— BLrzna
—HF—DNRRT—REBETILEDNHYET.

[—EX FU /L% (SPN)] Kerberos [C&k % Active Directory ¥ —EXDEEEXET S
SNP, STS/example.com D&LD I, ZRIICKRAS > EZEDHET.
SPN [ RAAM VU T—ETHIVENHYET., setspn -S &

RITLT, EELABRIBMEREINTWVEINS E2HRALET,
setspn DFERICDNTIE, Microsoft D RF a1 4> hESBLTL

FZELN,
[—¥— U NLE (UPN)] ZDTATUTATA V—ATRIATEDI—HY—-FENRT—R,
Xz — K] jchin@mydomain.com DL DIC. *—J)L 7 RLRDFEX&EFERAL

F9. I—Y— FU 2 /NLEIL Active Directory —EX A~
Y—T1ARIT4% (ADSI IF4%) THRIATEET,

Active Directory LDAP Server & OpenLDAP Server 74754574 VY —ADK

=

E

LDAP Server 74 57T 474 Y —AELTOD Active Directory [$,. BAERMEAERTI-OICAEINT
\VETJ. Active Directory (& Windows 2281) # 7> arvid. AADERBVLZWEY M7y T THERALE
3, OpenLDAP Server 74T T 474 VY —2R(E, OpenLDAP #{ERT 2BETCHERATEET,

OpenLDAP DT7ATUT AT 4 V—REERT HBEIE. HHDOF Ly P XN—XFEHE 2064977 TEMNEHEHE
mLT<rZEl,

% 2-6. LDAP H#—/X& L TD Active Directory & OpenLDAP DR E

74—V R A
EZET) TAT VT 4T 4 V—ADEHI,
d—¥—n~—2 DN A—Y—DRX—RG#HANEZ.
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X 2-6. LDAP H—/N& L TD Active Directory &0 OpenLDAP OFRE ()

T4—IVE L]
RAA % RA4>® FDQN (example.com 7&), 2D 7 4 —ILRIZIZ IP
7 RUVRZEASDUIENWTLSIZEL,

RASL ZTAUTR Active Directory D7 AT T4 T4 V—ADFE, RAALD
NetBIOS %, SSPI & FERAT 25E(E. TAToT4T4 V—2R
MDHI% & LT Active Directory R4 4 >®D NetBIOS &%EML
ER
OpenLDAP D7 AT T4 T4 V—RADFE. BIBEI/ELIZNE,
AXFTRIEINIZRAL VEZDEMENET,

JI—TDX—Z DN JIV—TDR—RHBIE.,

7S54< ) =10 URL RALDDTSAT RASLY a2 bO—=5 LDAP H—/\,
Idap://hostname:port or Idaps://hostname:port F= & {EH
LEd., BEDOR— NI, dap: ##TlE 389, |daps: ##: T3 636
T, Active Directory < ILF RAAL Y OV A= 704D
Ba. BEOR— NI Idap: ##TE 3268, |daps: ##x TlE 3269
<Y,
T4 UEREIE®AH S LDAP @ URL (T Idaps:// #{ERT %
B&I13. Active Directory 4—/X0 LDAPS T KR4 > MIxd
HIEREEWILT DARENLETT,

thr&U =D URL TIANA—N=[ERENDEAYTY RAL a2 bA=5
LDAP #—nD7 KL R,

FEBAE D EEIR Active Directory LDAP Server &7=(3 OpenLDAP Server @
FATFYT 4T 4 V—AT LDAPS 2ERT 5154, [FIAED:EIR]
R& >(E. URL 74 —JLRIC [1daps://] EAALERICERICA
UET, EhFU URL FRETT,

1—-H¥-% A—Y-—BLUII)L—TD BaseDN (I3 LT, HIERDOFEAEY HH
TUORREERFDRAAMADOI—HF—D ID,

AT —R [—H¥—%] TEFELEI—F—DNRT—R,

vCenter Single Sign-On 74 77474 V—ADIRE

vSphere 1—H%—(3 ID V—RTEEINTWVET, vCenter Single Sign-On [ZBHERIFSNTWS ID V—R
DFMERETEET,

Fla

1 administrator@vsphere.local £7z1% vCenter Single Sign-On BB EEREIFDOROI—HY—-LL T
vSphere Web Client (CAZ 1 LET,

vCenter Single Sign-On R EEREIF DI —Y —I[d vsphere.local RAA Y RDERE T I —T(TFE
LET.

2 [&H] - [Single Sign-On] - [#&R] 28R L X7
3 [IDVY=R]147&0JvoLET,

4 F—TIDIDY—REHFIZUvIL, [IDY—ADIRE]Z=FIRLET,
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5 IDY—RDHZEERELET, FRTEDATL a3V EBRLAEID YV —RDYATICL>TEBYVET,

FFar B

Active Directory (& Windows 52L) 4 71 7D Active Directory RE(CZDF T a0 &#ERALET., ZOA T3 %&1fE
A 515435, vCenter Single Sign-On #—EXNFEEL TS 2 > h8 Active
Directory RAAVICBELTWSHEDHY ET.
Active Directory 74 T T4 T4 V—ADHEE €SBLTIZE)N,

LDAP H#—/t& LT®D Active Directory AT a 3B AFEREBICERATEET., RAMY OV FO-SLDEREIEET
S0ENHY ET. Active Directory LDAP Server KLU OpenLDAP Server 74 5
VTAT A4 V—ADHEE EBRLTLE,

OpenLDAP OpenLDAP ID V—RICZDF 7> 3 »&ERLET. Active Directory LDAP Server
HELUV OpenLDAP Server 7A T T4 T4 V—RADHEE SBLTZI LN,

LocalOS IDYV—RELTA—HAIN ARV—F 42T DATLAEEBNTIHBEIC. ZOF T arzEE
ALEYT. O—DI ARV—F 4 2 J P RTFADBRHDANDHBROENES., ZDF T
TAVERIRT DL BESNAETS V EDITRTOI-F—(F, TnS5Oa1—HF R0 K
A UICEENTWVEL TH, vCenter Single Sign-On TE#EINDI KD TRV ET.
6 [FARMER]IZV2UyILT, IDYV—RICEKRTESLEEDRLET,

7 [OKlZz2VUvoLET,

vCenter Single Sign-On 74 7> 74 7«4 YV —ADHIK

vSphere 1—#—(3 ID Y—RATEZENTNET, BHEENEL IDY—RDUR RS IDY—REHBRTES
1.

Fl&

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB E#EREIFDORDI—HY—-LL T
vSphere Web Client [cOZ4 > LEY.

vCenter Single Sign-On B EEREIF DI —Y —I(d vsphere.local RAA VRDERE ST I —T(TFE
LET.

2 [&] - [Single Sign-On] - [#m] #2BL £,
3 [IDY—R]ZTT,. IDY—REZIRLTIDY—RADHEIKRIZTAa>& 20Uy o LET,
4 MEREkOOSNES[IIN]ZEIUYILET,

Windows v > 3 25 T®O vCenter Single Sign-On D& A

vCenter Single Sign-On T Windows v 3 »8iF (SSPI) ZFEATEEd, AJA Y R—=2DF v
Ry O REFERTEDELDICTBICIE VAT MRETZIAEA A N=IVTDHEDRHY ET,

SSPI ZfERd 5L, MANI VICATA YL TWRA—F—DOJA Y ERRICITADLDICRVET,
ARSI

Windows RAA U SEYICRESNTVWDLENHYET, HHDFL v N—XDFLE 2064250 5B LT
<TEEW,
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FIlg
1 vSphere Web Client O 4 > R=J([CBHLET.

2 [Windows Ty a iz ERAL KAESN] Fzvy Ry VREFRTERWMEER. OJ4 2 R=2D
TEICHD [VFAT > MrETS 400 yO—R]1EZ0 Uy o LET,

3 AHEIS—ODORECRYITvT JOVvA—DRITICL>T TS5V TA VA M—ABTOY v ENBEE
(Z. TZUHTDOANINTOHERICHES T, BEEBRL TS0,

4 MOTSIHERACDED ICEREINGEEFFALCET,

A VARSI RTDTSIYTTS VA UPHATESLDICRVES, 75U TEREINGET.
Be2DLEy > a>VELBIRTDOEY S IV TTSIAVEHFRATHIENVEIC/RDATREEDHY £,

5 TJSUYEKRTLTHEEELET.
BiLHg, [Windows £y o3 VBEIaERAL T EESW] Frv o Ry v REEIRTEET,

vCenter Server 2 EEFA5T

vCenter Single Sign-On Tld. vCenter Single Sign-On TREHBENTWBT7AT VT 4T4 V—RARDIL—
YEBEXW/INRAT — REFR UL, £/2(% Active Directory 747> T 474 YV —ARO Windows v i 3
VR A (ER USRI AIRET T, £7/=. vSphere 6.0 Update 2 LIFETIE, A¥—hk h—K (UPN X—X®D
Common Access Card (CAC)) #fEAL T, 7= RSA SecurelD b= ZFERALTRIAETO LM TE
E3

2 BRI AE
2 BRFRAEE. —RAICITBHBAS KOKBESCETHREINET,
Common Access Card (CAC) FR3E

CACRiIZERATSHL. OV LTVWSHaYEa—9DUSB RS/ JICYBH—REeERL TSI
—(CDHT UV EADHAENET., AFRGEER (PK) £ERAL. REABRDVRITI M —DIS4T7 > MIRAE L
LTAY—h h—RAEBAEEREL TVBHRIE. AX—F A—REBAZEOADBI—Y—([CHRRSNET. I
—Y—DEIAEEREIRTH5E. PINZANTHE5kOoNET, WEH—RFBEXUOPIN GERAZEL—HT D
HD) DHAZFO>TNAHI-—Y—DHNATA > TEET,

RSA SecurelD 23t
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RSA SecurelD FREIDHE(E. ELLEBREIN/Z RSAFHIYR—Y v DREBERNICESENTVWSIVENHY F
9., Platform Services Controller 73 RSA #—/1N\%&#g3 LS (LRI NTH Y. RSA SecurelD RENHE
MTHBEE, 1—HY—F1—HY—-RELN = E2FRLTASA > TEET,

E: vCenter Single Sign-On Tld. x4 7«4 7D SecurelD OHBHR—hranTHY. RADIUS 523
[FHR—bINTOWEHA.

7_7 AV I‘L)lﬂ‘@m.mIEﬁif@*Ei

EEE (L. [IPlatform Services Controller Web 4 >4 —7 x4 A5, £7=lE sso-config R U Tk
(Windows Tld sso-config.bat. BLU®T FS54A4 7 RATlE sso-config.sh) #FERL THREERTTE
E3

m  Common Access Card F2iIDi54. sso-config R U T hEFRLT Web 75 U¥E8BEL.
Platform Services Controller Web 4 >4 —7 24 X5, F7zld sso-config Z{#FMA L T vCenter
Single Sign-On MF{BEEZRTTEET., HREIC(E. CACRIADEME. FBAZERMARY > —DER. LV
BIAY NF—DERENEENET,

m  RSA SecurelD D54, sso-config AU T MEFEALTRAL D RSARIETR—2 v+ &R L. RSA
M=o BRHEAMICLET., BMIT/E>TWBEE. Platform Services Controller Web 4 >4 —7 = 4
RIS A EDRTENETH, Web 4 ¥ —T7 4 X5 RSA SecurelD 2RI D LIETEER
Ao

REZZAFEOHEAEDE

sso-config ZEATHI LT, BFRAAEEMBNCHENELBIERICTEXT, LA 2ERTEAED 1
DETAMLEDS, BRI —BELUONRT - RICLZRAZFNCLTEE, 20RICT DOREAHED
HEBMCTBHBICHATEET.

vCenter Single Sign-On O A< — kb h— KRR DOERR

a—H¥—n vSphere Web Client 705 vCenter Server £7=(2B8:# 9 % Platform Services Controller [Z#&
B 55Ea. AXN—F A—RRBAETOLDICRIBERET D EMTEET,

AR—hk A—REEAATA >

AY— b A—RiE EBRBF Y TMEDAENZNSHBTSRF v I8N — R TYT., Z< OBMAHERBEE L OKRIRIE
PET(F. Common Access Card (CAC) I EDAY— b h—REFEALT. YATADEF2UTF A LOE

FaUTFAREINOEHNERIELTIVET, Common Access Card (3. Y VICAY—k A—R U—4—%

BELUEBIETERLET. —RIIC. Y222 Common Access Card 28325 —~ h—R N—RD
7 RSANDHERICA VA —ILENTVET,

vCenter Single Sign-On WA~ — k h— RFEIE#EHK T 5 &. vCenter Server £7=(3 Platform Services

Controller > XFAICAYA 51— —(F. AY—F A— K& PIN ZAE5HETERAEITO LD ICERSN

7.

1 I—-HY-—MNAI—M"W—RERXRIY—F A—K U—F—([ZHEAT S L. vCenter Single Sign-On (EAh— KL
DIREEFHEY ET,
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2 vCenter Single Sign-On (3, I —Y—I(ZFIAAZEDEREZDIHEED PIN DANERDET .

3 L AR—F A—RLEOFBEEDBEEDOHDNE DM, ESHICPINDBELWHED MEERLET., KIF
T v o DEMEEES,. vCenter Single Sign-On (ZEIBAZENAML TWEIMED hEERLE T,

4 FIRENSEGFEOHDTHY. KL TWREFNE I—F—DREIESN. EREEZOSNZIRIVERTT S
EMTEET,

X OBRE TRMNBEEOBAIE. -V —RBENRT—RICLZVAEZEFMCLTHREL Y EHA, TRANMET
% A—HY—RENRT—RICLBPAEENL T, AX— b~ h—RBEEZERICLET. D%, vSphere
Client TIZRAY—hk A=K OJ41 > DHEZHFRILET. Platform Services Controller 7« L& b icAd A
YLTCA—Y—RENRRT—REBEAMNICTESDE. ¥ ETroot #EREA(IEEEEREF DODI—F—0
HTY,

AR SAVEFERLEAY— N h— REBALDRTE
sso-config A—TFT 4 UTF«ZEFEALT. OXVR SAVNHLRY—F A—RBHAZHRETEET., ZD1—T
AT q1E IRTDARAY—M W—RBEFIRIEZYFR—FLTNET,

ARV RSAVUDEARAT—F A—RBIIZHRETHEEICIE. BTRVIC sso-config AT REFERL T,

Platform Services Controller #5%E L £ 3. D% T. Platform Services Controller Web 41 >4 —7 4

AEFERLT, MhOF X0 ERTLET,

1 2A—H¥—0O0J4 VECWeb 75 U0YNAY— K h— RIBAEDEEEEKRT DL, Platform Services
Controller #5%E L &7,

2 EERU—ZRELET, sso-config R U 7 ME/=(F Platform Services Controller Web 1 > %

— 7 1A REFEALT. RUL—ERETEET., YR—FENTVWBRAT 1 TELVERPDOHRE (S
VMware Directory Service [ZIR7FE 1. vCenter Single Sign-On R XA > @O FRXTD Platform
Services Controller £ V> X& VX ([Thiz>TCLTUT—rENET,

AR — b h— RFEDB T, EOMOZEAAEDENEEHE. I—F—EAY— b h—RRBEEFEALTAIA
VELVENHYET,

vSphere Web Client 5 DB I 4 U BEEEL /RS, BRUOL—HF —RE/NRT — RICKDRADENTIHE.
root £/-(FEBHEI—HY —(L. Platform Services Controller Y R SA UMhS5 XD RERTT S &
T, A—HY—RENRT-RICLZRAZBEFNCTEES,. ZDOHIE Windows RIFOHDTY, Linux D5
414, sso-config.sh #FEHRALET.

sso-config.bat -set authn policy -pwdAuthn true

sso-config XU U T MIRDBERIZHY ET,

Windows C:\Program Files\VMware\VCenter server\VMware Identity Services\sso-config.bat

Linux /opt/vmware/bin/sso-config.sh
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ARSI

L] I%iﬁm’é Platform Services Controller /N\—< 3> 6.0 Update 2 LIf&. XU vCenter Server /N\—2 5
V6.0 LIBEFERAL TSI L&A LET. N—23 550D/ —REN=232 6017y 7oL —R
LET.

. IV —T5A4 XDARBEEE (PK) BREANICREINTNSDZ L BIURAEVBROEHEHLLTNS
CEEHRLET.

m  Subject Alternative Names (SAN) #:3E®D Active Directory 7 h o> MIxicd 21— — 77U >
2NV (UPN),

m USAT7 R SIBRED [T U= 3y RS —] F2E [HRF—DFER] 74—V RTHEE
ENTWBRENHYET, IHESNTWEWNEE, SAEN TS UFICRRTEINER A,
m  Platform Services Controller Web 4 >4 —7 14 ADFBEENIT R A—HF—-DT - XF—3(C
FOTEBEBEINTWDZLEAERELET, BEINTWVRWMEES. 75U HICKITEAEEEHTINE R A,

m Active Directory 7477 474 VY —R&E#R L. vCenter Single Sign-On IC 74T T 474 V—2X
ELTEMLUET,

m  vCenter Server & 0O0—)l %, Active Directory 74T > T 474 V—AD 1T AULEOI—HF—(CEIU X
TE7T. Ins5OI—H—(F, Active Directory Z)L—7IZ&MM L. vCenter Server BB EERN TSN
B ETERAMAIREIC/R U £9. administrator@vsphere.local 21— —(f, A¥— bk h— RFBPFLERTT
EFEH A,

m  Platform Services Controller DERIAMY U 21— 3 VA BERNTERAT 5188, AX— b h— RBP4+ H
ET BRI, IRNTOSAAMOEBRETTT2VENHYET. VMware DF Ly PX—XDFLE
KB2112085 (Windows) F£7=(& KB2113315 (vCenter Server Appliance) 28 L T Z&E (),

FIE

1 FEAEZEBEL. sso-config A—FT 4 UT 4 CRRAIBRIE 7 AT ICEDFAEEZIE—LET,

F7a>r L]

Windows Platform Services Controller Windows BiE(CA 44 > L. WINnSCP /=138 Mna
— T4 VT4 EZERBLT7 74V EE-LET.

TTS5A4T7 VR a BEEFEEEFSSHEZFERLTTISA47 R ayy—iicad4 v LET,
b 77547 VR I NERDELD ICEMIILET,
shell.set --enabled True
shell

chsh -s "/bin/bash" root
csh -s "bin/appliance/sh" root

c  WInSCP /138D 1—F 1 UF 1 ZERAL T, iAE% Platform Services
Controller £® /usr/lib/vmware-sso/vmware-sts/conf [COAE—LET,

d RECELT TTSAT VA Lo ERDED ICEMHICLET.

chsh -s "bin/appliancesh" root
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2 % Platform Services Controller / — R T sso-config CLI ZEFHL T, A¥—hk h—RFPFAZHZELE
ERS

a sso-config RIZUTEPEEINTNST LI NJICBEILET,

F72a> EA

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

FTSAF7 R /opt/vmware/bin

b ROAYYRERTLET,

sso-config. [bat|sh] -set tc cert authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer,...] -t tenant

-
sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer -t vsphere.local
c REXIVELRIYETL VEBREHLET.

service-control --stop vmware-stsd

service-control --start vmware-stsd

3  VMware Directory Service (vmdir) DAY — bt H— RRIAEZFNCTAHCE. ROAT FERTLET.

sso-config. [bat|sh] -set_authn policy -certAuthn true -cacerts

first trusted cert.cer,second trusted cert.cer -t tenant
B

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts
MySmartCAl.cer,MySmartCA2.cer -t vsphere.local

BHOIAELIEET H15E. AHEROAXR-X(FIFATEINELEA.
4 MOREAEEITNTERCTSHICE. ROATY FERTLET,
sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local

sso-config.sh -set authn policy -winAuthn false -t vsphere.local
sso-config.sh -set authn policy -securIDAuthn false -t vsphere.local

NoDAR Y RICKY. BEICIC TEREORAAEZZBNEEENCT LI LNTEEXT.
5 (F7 3r) ABRERVS—OHFAVINERETSHICIE. ROV RERTTLET,

sso-config. [bat|sh] -set authn policy -certPolicies policies
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BHOR) > —ZBETHICE. ROKXDICAITRY S —EZKYVET,

sso-config.bat -set authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

COFFAIY R MCIE FIAEDAERY > — R THASNTVWERI S —DF T2z~ ID 28ELET.
X509 FEAE T3, FERAERY o —HiREEATE XY,

6 (K7 3r) BEBHREYASTRRTDICE, ROATRERTLET,

sso-config. [bat|sh] -get authn policy -t tenantName

Platform Services Controller Web 4 >4 —7 14 R&ZERA LA — M h— RFBILDE
i ]

Platform Services Controller Web 4 >4 —7 14 A5, AX— bk h— RFBFFOBFEHEEEHOTIUEZZ, O
A NF—DHRIIA R, KRS —DBREEFTOEMNTEET,

ARV R SAUMNOARY— b h— REBFAERET D L2, BTRYIC sso-config AT REFERL T,
Platform Services Controller #5%E L £ 3., D% T. Platform Services Controller Web 4 >4 —7 4
REFRALT, oI RIERTLET,

1 2A—H¥—0Os4 UBIC Web 75 UUNRAY—F h— RIBAZEDEEEEKRTSLD. Platform Services
Controller #5%E L &7,

2 FREIRUD—ZRHRELET. sso-config R U T ~E /(L Platform Services Controller Web « > %
— 714 REFEALT. RUL—ZHRETEFET., YR-—FEINTWBREIAT M TELPERMDFRE (S
VMware Directory Service [ZFES 1. vCenter Single Sign-On R A A > DT RTO Platform
Services Controller 1 VX% VR ([Thiz>TL U —rENET,

AN — '\ jj_ '\r.n. nIEb\ﬁ)(j]—C %@f@@nbnﬁﬁiﬁ‘ﬂ j]f&iﬁA\ d1— -U-_{j:x? I\ j] I\nbnﬁé{iﬁﬁ L/—Cl:l 0’(
CIBREDNHYET,

vSphere Web Client 2500 T A VU 3EE LT WSS BLUV AP —RZ ENRT — RICKBRADEXNLEE.
root £/=FEEEI—F—(3. Platform Services Controller A<¥ > R SA U MhSRODAT Y RERTTTHIE
T, A—HY—RENRT—RICLZRAZBEENCTEES. Z0FIE Windows RIFOHDTY, Linux D5
&3, sso-config.sh ZERLET,

sso-config.bat -set authn policy -pwdAuthn true

CEEST

ERIE A T Platform Services Controller /N\—2° 3> 6.0 Update 2 LI, 5L vCenter Server /\—2 5
V6.0 LBEFERL TN LERRALET, N—23 550D/ —R&EN=-2326.01C7yv7IL—R
LET,

. I —TS5A4 XDOAFRBEEE (PK) BREANICKREINTNSEZ L BIURAEBROEHEFH LTV
CEEHRLET.

m  Subject Alternative Names (SAN) #:3E®D Active Directory 7 h o > MIxind 21— — 77U >
2 /N)b%& (UPN),
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. USATURRER. BBED [TV 3> RUS—] FF MRF—DOFER] 71—V RTEE
ENTLWBREDRHYET, IBESNTWEWNSEE, AARENT S UFICRREINEHA,

m  Platform Services Controller Web 4 >4 —7 24 ADPEEN I R - —-DTV -0 XFT— 3 |(C
FOTEEBEINTWDZLEAERELET, BEINTNRWMEES. 75U ICKITAEEEHTINE R A,

m Active Directory 7477 474 VY —R&E#R L. vCenter Single Sign-On IC 74T T 474 V—2X
ELTEMUET,

m  vCenter Server & 0O0—)l %, Active Directory 74T > T 474 V—AD 1T AULEOI—HF—(ZEIU X
TE7T. Ins5OI—H—(F, Active Directory Z)L—7IZ&M L. vCenter Server BB EERM TSN
B ETERAMAIEEIC/R U £9. administrator@vsphere.local 21— —(f, XA¥— bk h— RFBPFLERTT
EFEH A,

m  Platform Services Controller DERIAMY U 21— 3 VA BERNTERAT 51848, AX— b h— RPIAEH
ET BRI, INTOSAAMEOEBRETTT2HLENHYET. VMware DF Ly OX—XDFLE
KB2112085 (Windows) F£7=(& KB2113315 (vCenter Server Appliance) 22 L T Z&E (),

FIE

1 FEAEZEBEL. sso-config A—FT 4 UT 4 CRRAIBRIE 7 AT ICEDFAEZIE—LET,

F7a>r L]

Windows Platform Services Controller Windows BiE(CA 44 > L. WINnSCP /=13 Mna
— T4 VT4 EZERBLT7 74V EIE-LET,

TTS5A4T7 VR a BEEFEEFSSHEZFERLTTISA47 R ayy—iicad4 2 LET,
b 77547 R I NERDELD ICEMIILET,
shell.set --enabled True
shell

chsh -s "/bin/bash" root
csh -s "bin/appliance/sh" root

c  WInSCP /3801 —F 1 UF 1 &ZERAL T, iAE% Platform Services
Controller £® /usr/lib/vmware-sso/vmware-sts/conf [COAE—LET,

d RECELT TTSAT VAL ERDED ICEMHICLET.

chsh -s "bin/appliancesh" root
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2 % Platform Services Controller / — R T sso-config CLI ZEFHL T, A¥—hk h—RFPFAZHZELE
ERS

a sso-config RZUTEDEEESNTNET A LI MJICEBHLET,

F72a> EA

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

FTSAF7 R /opt/vmware/bin

b ROAYYRERTLET,

sso-config. [bat|sh] -set tc cert authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer,...] -t tenant

Bl

sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer,MySmartCA2.cer

-t vsphere.local

BHOMPEEI I TRYIDTANTEE TN, TIVIDEICAR=RIIANZNTLSZEX0),
c REYIVEEIYMEBYL VEBEHLET.

service-control --stop vmware-stsd

service-control --start vmware-stsd

3 Web 7595 TkdD URL £ L T Platform Services Controller [Z##iL £ 7,
https://psc_hostname or IP/psc

HHAHT 704 TlE. Platform Services Controller DR X hZ &1L IP 7 R L R[% vCenter Server @
RRAMEERIZIP T RLREALTYT,

4 administrator@vsphere.local £7=( vCenter Single Sign-On EBE I —TDRID A /N—D1—H
—RENRTD—RERELET,

AVAN=IVEEICRL D RAAL VEIRE LHE(FE. administrator@mydomain L LTOd 4 LET,
5 [yl arF]- B 25RBLULET,
6 [AX—bHW—FDER]IZZ Vv oL, [[FEETES CAMBAE] ¥ 72 EIRLET.

7 (EHETESAAEZ 1 DLULEMYT SIC3, [RIBEDEM] 22U v oL, [BRIZ2U v I LET, RICERE
T&ES5 CANSDINTOIRAEERERL, [OK]I £V v I LET,

8 RELDWBAZIREET SIC(3. [RREAIDRE] DHEICHD [IwEIZL Y v o L. REAFEDBRE(LRIRBERZIT
WK,
Web A >4 =7 24 A5, RSA SecurlD ZFEDBEMEEHDOYIVEZXEITEEEA. 7220, RSA
SecurlD 23X R SA4 Y THMICLTWBHER. TORAT—F XN Web [ 25 -7 24 X[CRRENEK
ER
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AN — I\ h— Fm-.nﬂf@giﬁdl'k') v UD&E

FEAEDERMF v IE NARIRARXTEET, £oo KM UIAZOERICD T, vCenter Single Sign-
On DEREZEIRETEET,

Platform Services Controller Web A >4 —7 4 A& /=3 sso-config XU T hEFERALTEMEEZ N R
IIARTEEYT, RABMNMAEYR—FTEINICLOT. BRENELDIBENHY ET,

EJ/N

KT T v o BEMITE D TVBIEE. vCenter Single Sign-On TIIEEAZE%.% U X b (CRL) £34 >S5
A VEBAERAE T O b aJL (OCSP) DFREF TN TEBINET,

KMF v ODBEMICIEO>TNDIHE, HEESNDSHRER PKI DREICLVRBVET,

OCSP &

RITTDRIAF/ T OCSP LRARYIBYR—MENTWDIEE. OCSP BEMICAY. CRL OREFIAILT
EH<IEVET,

CRL 0 #

RITTOREF T OSCP Y R—rENTWEWEE, CRLF v IPEMICHEY. OSCP F v InEM
(uf& U i—g-o

OSCP & CRL omADFIA

FRITTLDIRERT OCSP LXR> & & CRL OmA MY R— N TWS15HE. vCenter Single Sign-On [Z
L2 TOCSP LRRUYIDHEMNICF v oEINET, VARV YILE D TRBARRT—F RBBRENZ D, &
BrgETHWEAIL. vCenter Single Sign-On [C&E> T CRLABAF v I/ENFET., ZDigs. OCSP Fx
vOIBLN CRLF v I/DBmANENCAZY., OCSP ICHENH SHBE,. DU CRLEZFATESLDIC
TYET,

KNF v ODBBEMEIBE, LRI -V —(ZRDEMREEIEETEELT,

OSCP URL

vCenter Single Sign-On [$. T 7 #J)L T, BRIASNTWZIABREATERSIND OCSP L ARV T DB
R L £9., Authority Information Access LRI ERNICEENTWVENEE®., OCSP LRR ¥
MEREICHFELRVEE(E. BARNICBFAEZIREL TH—/N—54 RTEET,

SEBAZEM CRL #FA

vCenter Single Sign-On (3. 77 # /L T, RIASNTNZIAEANTEEREINS CRL DIFFFEHERL

9. CRL Distribution Point #iGRBEIEMSSENTWVEWEE, £EE. T 74N NEREEA—N—=54 I\?‘é
BEIE ZOF T3 EENELET.

CRL Dig7R

[GIBAEZD CRL #FER] #EICL., CRLBEBENTWSIER (774 INEEIEHTTP URL) #i5E 7 5%
&l co7aNnNT1 & EBLET,

SFEAERY > —%&BINT 5 Z £ T, vCenter Single Sign-On B2 (FANDHRAEEZ S S (CHIRTEET,
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ARSI

m  IRIEAT Platform Services Controller /A—2 3> 6.0 Update 2 LI&. LU vCenter Server /N\—2 3
V6.0 LIBEFERAL TSI L&A LET. N—23 550D/ —REN=232 6017y 7oL —R
LET.

. IV —T5A4 XDARBEEE (PK) BREANICREINTNSDZ L BIURAEVBROEHEHLLTNS
CEEHRLET.

m  Subject Alternative Names (SAN) #:3E®D Active Directory 7 h o> MIxicd 21— — 77U >
2NV (UPN),

. USATURRER. BBED [TV —2 a3 RUS—] EF MRRF—DOFER] 71—V RTEE
ENTLWBREDRHYET, IBESNTWEWNEE, AARAENT S UFICRREINEHA,

m  Platform Services Controller Web 4 >4 —7 24 ADPEENIT R - —-DTV - XFT— 3 |(C
FOTEBEBEINTWDZLEAERELET, BEINTWVRWMEES. 75U HICKITEAEEEHTINE R A,

m  Active Directory 7477471 V—R%Z#m L. vCenter Single Sign-On [T 7 AT T 474 V—2R
ELTEMLET,

m  vCenter Server & 0O0—)l %, Active Directory 74T > T 474 V—AD 1T AULEOI—HF—(CEIU X
TE7T. Ins5OI—H—(F, Active Directory Z)L—7IZ&MM L. vCenter Server BB EERN TSN
5 Z & CERAIMAEEIC/RY £9. administrator@vsphere.local Z—H%—(3, A~¥—k h— REFBFAERTT
EFEH A,

m  Platform Services Controller SRV Y 21— 3 VA2 BERNTERT 5158 AVN—k h— RFFAEH[E
FTHRIC. TRTOSARAMOERETTT2HLENHY ET. VMware DF Ly O X—XMDEEE 2113085
(Windows) F7=(4 2113315 (vCenter Server Appliance) Z5B L TS ZE 1Y,

FlE
1 Web 75905 Tx0O URL #15%E L T Platform Services Controller (C#E# L £,

https://psc_hostname or IP/psc

HAIAHZT T OA TlE. Platform Services Controller @7k X &£/ IP 7 KL X[ vCenter Server O
RRAMBELIZIP 7 RLRERALTT,

2 administrator@vsphere.local £7=( vCenter Single Sign-On EEE I —TDRID A > /N—D1—H
—BENRT—REREELET,

AVAN=IVEICERLES RAAL ERE LEHE(E. administrator@mydomain ELTOd4 2 LET,

3 [XUNYArF U] - [BR] 25RLET.

4 [FIAEXRMOZRE]ZI Vv oL, KNF v IV EBNELFIENLETS,

5 WREANTIHBEERY S —DEYCTHE>TNDIGEE, [ERINAHERY -] RAVICRY S —ZEBIMTEE
ER

RSA SecurlID 2RI D&E

NZAT—RORHUIZ, RSASecurlDFFEN—2 >V E2FRALTA—Y—(ICLBA54 VEERTELD ICREEK
ETEFEd, SecurlD DEEEFITRE SAUDhDIHIYR—FENTWVET,
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SHBIZD UV TIE. RSA SecurlD OFEICET S 2 DD vSphere 7AJ#igEasB LTSS,

F: RSAFTEINZR—T+vTIE, I—9—ID B ASCHXF (1 ~255XF) 2FATL2—EBEOHFNFTHOILE
WHYET, TUNRYZ R (&) N—t2 b (%) FUKEW () LUMEW (). —F5IAFF () ODXFREART
EEHA.

IE-=SE3

L] I%iﬁV\TC‘ Platform Services Controller /N\—< 3> 6.0 Update 2 LIf&. XU vCenter Server /N\—2 5
V6.0 LIBEFERAL TSI EEERALET. N—23 550D/ —REN=232 6017y T IL—R
LET.

n BEACELEBRENAE RSA BEIVF— Vv BEHEN. 1—F—(C RSA h—2 U MEENTNB I &
EMRBLET. RSATETR— Vv D/A—T 3 8.0 LBHLETY.

B RSARRX—SvIMERTBTAT T 4T« V—RAH, vCenter Single Sign-On [TEBMENTWNSZ L%
MR LEd. vCenter Single Sign-On 747> T 474 V—ADEBMESBL T ZEL),

B RSAFIHTR— v DI RTFT AN Platform Services Controller iRR & &R TZ, Platform Services
Controller > AT AN RSA AR R~ Y DIRA MR ERRTEDHLEHRLET,

m [FORR]-[BRET—C ] - BB 7 7 AV E%ERK] £2IRU T, sdconf.rec 774 JL% RSA ¥ x—
Py POLIIRAR—MLET, RSN/ AM Config.zip 77 A I/)VEEL. sdconf.rec 77 M IVER
DIFET,

m  sdconf.rec 77 A JL%& Platform Services Controller / —RI[COE—-LET,

FIlg
1 sso-config RZUTEHDEEESNTWVNST A LI MIICEBELET,

F7av L]

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

TTIS5AT7 VR /opt/vmware/bin

2 RSA SecurelD 52 B#ICTHICIE. kDAY RERTLET,

sso-config. [sh|bat] -t tenantName -set authn policy -securIDAuthn true

tenantName (. vCenter Single Sign-On kAL DRI THY. T 7+ )L bT vsphere.local [Z725>T
WET,

3 (7.'_70:/3 ) %0)1‘“_7,0)m. anj_lféﬂ j]':?é(:(i\ xDax v I\;C—%T:J—L/ig_o

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local
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4 USAT7 VA MDTFU B RSAYTA MEFEATHLDICRIEZRET HICIE. ROATY RERTLUE
ERS

sso-config.[sh|bat] -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

K
sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec

RDFA T a2 &_/ETEET,

FTFar A

sitelD #+ 7 3> Platform Services Controller %4 k ID., Platform Services
Controller (3. ¥4 b&HU 1DD RSAFZRANR—2 ¥ AV ARY VY AEKF ISR &S
R=bLET, ZOATL 3 ERRNICIEE LAENEE. RSA REFRED Platform
Services Controller 44 FOBRERICHEVET, COF T avid BixdHA bEEINT
HIGEICOHMERLET.

agentName RSA R —L+ATEEINET.

sdConfFile sdconf.rec Z7//)LDAE—THY, RSAIR—2+vMhEF U O0—RENEZHDT,
IP7 RLVRIEEDEEBHRESATNET,

5 (F7>3r) THUMERET7AINLUNDOEBICEET S(C(E, ROATY RERTLET,

sso-config. [sh|bat] -set rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size]
[-maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

BE. 774N MESEYITY, RICHERLET.

sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6 (FT713y) TATUTA4T4 V—ARTA—H— T /NIEaNI—HY—ID ELTERINTULV RN
G TATYT4T4 V—RAD userlD BHEEBELET,

ZD userlD BICLY. RSAuserlD ELTERINS LDAP BEDAEENE T,

sso-config.[sh|bat] -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr

AttrName) [-sitelID Location]

B

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName

7 REDHREERRTDICIE. ROAX RERTLET,

sso-config.sh -t tenantName -get rsa config
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R

A—HY—RBENRT—RICKDRENEN T, SecurlD b= YV ICKBHREADBEMEHE. 1—F—F21—F—-%
& SecurlD b—=U Y EFRALTAIA VS BVEDPHYVES, AP -—RBENRT-RTOATA VETEEE
Hue

AJ4 > NF—DEHE

vSphere 6.0 Update 2 LI T, I—HY—RIEBECOJA > NF—ERRTEDHLDICHRVELE, 2&&21E

— Y —IMEAZEFICRETSLDIC. TFAMERRLEY, Fz1v o Ry IRDI ) Yy I EBRTBHIEMNTEE

T, A4 NF—DOBFMEEENMLEZNVEZ 2V, BBRNAEREEZSIBCI—T-—DNFzvI Ry IRED

Dy o4 5LDIKkDIYTEET,

Fl&

1 Web 75 0% TxMD URL #i5%F L T Platform Services Controller [C###: L £3
https://psc_hostname or IP/psc

#HAIAHT 7 OA Tl Platform Services Controller @7k X &£ 7= IP 7 R L X (% vCenter Server ®
RAMZEREIFIIPT7RUVRAERLUTY,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On EEEJIL—TDRID A > /N—D1—H
—BENRT—RERELET,

A VA= IVBEICERL S R AL &BE LIEEEL. administrator@mydomain &L TRG A4 > L&D,
3 Single Sign-On C. [BR] #ZIRLC[AIA o NF=145TE Uy O LET,
4 [RElZ20Uv oL, OTA Y NF—Z2#ERLET,

F7ar A

RATF—F R AJA Y NF—&BHCT 20 [BH Fzvo Ry ovR&EV VI LET. COF vy
U IRy GREDV YIS BET. DT 4 —IVREEXEESEHLETEE A

BAREZERGEE OJA4 VRIICA—Y—DF v Ry IRESY v IT 5L (KDDL, [BARMAEE]
FrvI Ry OIREV )Y ILET, L Fvd Ry IREFERETICA Y- EFRR
THIEHTEET,

&4 MV NF=DZA M, T7HIETIE OTA2 NF=DTFTF AL I agree to the T,

ZDTFF AN Terms and Conditions MEZEBIMTEET,

PR A A—Y—PNFT—& o)y 0T HERREINDAvE—2, LEZE ERFHOXELZET
T, ARNGEEERDDIZEF, AV E—DVERRTDLEBHYET,

oY —EXR F7ONAF® ID 7O/x4 # & LT vCenter Single
Sign-On #{EAT 5%

vSphere Web Client (3. {§faxf5 SAML2.0 ¥—EX Z7O/NA 4 (SP) &£ L TH#KIC vCenter Single
Sign-On [C&E{FEINE T, thDE@EINDI T —EXR 7O/ &%, vCenter Single Sign-On #3 SAML ID 71
INAZ (IDP) ELTEMET S ID 72T L—2 a3 ICBMTAIEMNTEET. Y—EXR 7ONA 4L SAML 2.0
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TORINICHEETIVENHUET, 7T —3rEFELAEE. 1—H—H vCenter Single Sign-On @
P EZ(FHIEMTENELE. Y—EXR TONA Y EZFOI—HY—ICT7 Ve REEMHELET,

1 vCenter Single Sign-On ZBIM SP IZx3 % IDP (232 Z &M TEET, vCenter Single Sign-On %
A IDP #{ERT 5 SPICT B LIETEE A,

EHRINESAMLY—EXR 7ONAFIE. T TIZZAT7 2y a3 mDI—HF—([IHLTT7 V2 XEEGE5T S
EMTEET, ZhEFID FONAFICATA vy ENTNWIA—F—-DIZ & TT, /=& & (. vRealize
Automation 7.0 LI TI(Z ID 70O/N4 4 & LT vCenter Single Sign-On 4% 7/R— KL TWEY, vCenter
Single Sign-On KLU vRealize Automation NS 72T —2 3V ERETHIENTEET. DR,
VRealize Automation (COZ 4 > ¥ 5 & =(C vCenter Single Sign-On (3R ER1TTHIEMNTE=ET,

ID7x7b—23»ICSAMLY—EXR 7ANAFESMEEB(2F. SAML A9 F7—45 % SP & IDP OB TXR
BI L ETIERBFRERITIVLENHYET.

vCenter Single Sign-On &, vCenter Single Sign-On ZERT 52 —EXROWMAICHEY AV ERTT HHNE
BHYET,

1 IDPA9T7—9%27 74T RAR—KL. SPICAVR—-FLET,
2 SPX47—8%TURR—bL, IDP[CAVR=FLET,

IDP A9 T—9DI UV RR—bF, BXVSPPSDAFT—5DA »R—KCZIE. vCenter Single Sign-On &M
vSphere Web Client 4 >4 —7 1A R&ERAT 5 LMW TEE T, vRealize Automation & SP & L T{ER
LTWBBAIE. SPAYT—IDIIRR—LBXVIDP A4 TF—4 DA »R— hDFEMIZD VT VRealize
Automation D RF a2 A2 FESBLTEE),

F: Y—EXNSAML2.0 FEZRLICYR— ML TWBRENHYET, 15 THIMES, EEICKKLET,

SAML ¥ —EX 7O/X14 FDiEHN

SAML —E X Z7O/\4 4% vCenter Single Sign-On (2L, ZOHY—EXIZID 7ANAFELT
vCenter Single Sign-On ZEMMLE¥, £0%. I—F-NIDHF—-EXR JONaAFIcOd(4 >3 5L, —E
R Za/NA Fh vCenter Single Sign-On #FALCZDI—Y - L £ T,

VMware vRealize Automation 7.0 LIRICEEND L 7L ¥4 F > VU a—2 3 & vCenter Single
Sign-On ID 7ONA F&#aT 5546, F£FRIONE SAML Y—EX 7ONA ¥ &2 ERT 2553, ZOFIE
EZERALET,

ZO7AT AT, SAML H—EX 7FAa/ng #h5 vCenter Single Sign-On A, £7= vCenter Single Sign-
On 5 SAML Y —ERXR JONATANDAIT—5DA VR— BTN 5H. 2 DOTANA TNTRTDT
—5xH1HFLET,

AR SR
MROY—ERXN SAML 2.0 FEEZRZEICYR-—bLTVWILENHYET,

VMware, Inc. 59



vSphere D+ U7«

AGTF—=ZDBSAML2.0 AFTFT—4 RF—TICERICHELTOWRWMEEIZ. A9T—9DA > R—MFIICAF—
ROREDVE(CRDZENHYET, /=& 2L Active Directory 7z 7L —3 3> ¥ —EX (ADFS) ®
SAML H—EX 7ONA FEFERLTVWBIEE, AV R— T BRICAY T —FEIRETIVENHYET. XD
FEEDERZHIBRLET -

fed:ApplicationServiceType

fed:SecurityTokenServiceType
ZDESET, vSphere Web Client 7n5 SAMLIDP A4 57 —4%A VR—h3T 352 LI TEERA,

FE
1 Y—EX7AONAIDAGT—5 52T 7AIICTIRR—MLET,
2 H—EXR ANA YDA T —4%% vCenter Single Sign-On (24 > R— LT,

a administrator@vsphere.local £7=(% vCenter Single Sign-On B EH#EREF OROI—F—L L
T vSphere Web Client (cAZ 4 > LET,

vCenter Single Sign-On EEEH#EREF DI —H —(3 vsphere.local RA A VRDOEEE S IL—TIC
SENET.

b [>T YAF2]-[HB] 25RLET.
c [SAMLHY—EX 7anNA #] 4 T#ZERLET,

d [SAMLY—ER FANAIDAGT =] T4 —ILRT. [4 > R=F] &2V v I LTXMLXFIES
A7ATICHUTZD [Z7ANDSA YRR ZI) oL TT7ANEAR—FL. [ 2R—
M ZVUyOLET.

3 vCenter Single Sign-On A4 F7—4%IT U ARKR—rLET,
a [SAMLY—EXR 7AONA YDA T =] 74—V RT[FoO—-R]1 &0y o LET,
b Z77A4IDIGHEEELET.

4 /=& x(E. VMware vRealize Automation 7.0 LI/ ED SAML H#—EX ZONA F(CHEIL. SAML &
—EX FANA FDIERICHE > T, vCenter Single Sign-On A4 F—4Z2Z DY —EX FONAF(EML
32

AT = DA R—MIEATBEMICDO T, VRealize Automation D RFa 4> hEBRBLTLES
LY,
Security Token Service (STS)

vCenter Single Sign-On @ Security Token Service (STS) (2. F+aUTF 4 b= DT, #RI. BHzE
12 Web ¥—EXTTY,

A—HY—(ETSATUREIERE STSA VI —T7 24 ACEHBL T, SAML b= ZERBLET, T5ATUER
SERE. - —DFATICK>TERVET,

d—45—
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vCenter Single Sign-On 74 7> 7474 V—RATEATES 1Y -—FBE/NXT—R

77V —ay A—-Y—

AWM EIAE
STS(F. 7oA URHBRICEDOVWTA—Y—%FiA L. 2I—TV—BEMSEENTI\S SAML b= ##BEL
9, STS(F. D STS ELFHAEAFEFHRAL TSAML =V ICERZL, = 21— —(CEUHTET,
T4 IV NTIE, STS ERAEL VMCA [CL>TERENET., T 74/ bD STS EAFHEEL. vSphere
Web Client o @Z#MAoNET, SHDTEFaUT 4 RU S —TIXRTOFAFROEE A DVELRBEE
BRNT, STS ERFAPAELZEESHT|ILNTLSEZ,
A—H—NSAML =2 ZBBLES, SAML b= 2(3F032—5—0 HTTP EXkD—ERE L TEESINE
T, JDEE, SFEIELRTAF L EBBTIEENHYET. WRZFEE (B—EX 7ONAS) DHH SAML
=0 DIBEREFERTEET,

77547 ATOHFH L STS BRAMAEDERK

57 4 )L k® vCenter Single Sign-On @ Security Token Service (STS) ELIAEABEMZ D5A1E.
LWEERAZZ AR L. Java F—RANTILEBMTALENHUET, T Tld HFAENTTOA4 77547 >
RE=IZ5EBD Platform Services Controller 7 754 7 > RIZW T B FIBICDWTEHBALE T,

o ZOHRAFR 10 EEBEWT. AXEITOIAAZTTEHY A, SHOEF2UT 1 RUS—TEKREIND
BERERE. COMRAZTEZBEEHMAANTILSL,

Platform Services Controller ® Windows IRiEZR{TL T\ 51553, vCenter Server Windows IRIETD
FLUWSTS ELIBEDEMESHBL TS X,

FlE

1 HUWIAZEAREFT 700y TR To LI MIEERL. T4 NUDBREERLET,

mkdir newsts
cd newsts
pwd

#resulting output: /root/newst

2 HLWFaL I RUIZ certool.cfg 77/ )lEIE—-LET,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

3 certool.cfg Z7A/lDaAE—%2FE. O—Ah/L®D Platform Services Controller IP 7 RL X ERX b4
ERTHLDICIRELET.

EIZHET, ROPISRTLDIC2XFTHEET HVELHY ET,
#
# Template file for a CSR request

#

# Country is needed and has to be 2 characters

Country = US
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Name = STS

Organization = ExamplelInc
OrgUnit = ExampleInc Dev
State = Indiana

Locality = Indianapolis
IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 F—z=HERLET.

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey --privkey=/root/newsts/
sts.key --pubkey=/root/newsts/sts.pub

5 FREEERLET

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/root/

newsts/sts.key --config=/root/newsts/certool.cfg
6 FIRAEZE PKI2 ERXICE#RLET,
openssl pkcsl2 -export -in /root/newsts/newsts.cer -inkey /root/newsts/sts.key

-certfile /etc/vmware-sso/keys/ssoserverRoot.crt -name "newstssigning" -passout
pass:changeme -out newsts.pl2

7 Java F—X 7 (JKS) [CFRERHEZEMLET,
/usr/java/jre-vmware/bin/keytool -v -importkeystore -srckeystore newsts.pl2 -srcstoretype
pkcsl2 -srcstorepass changeme -srcalias newstssigning -destkeystore root-trust.jks
—deststoretype JKS -deststorepass testpassword -destkeypass testpassword
/usr/java/jre-vmware/bin/keytool -v -importcert -keystore root-trust.jks -deststoretype

JKS -storepass testpassword -keypass testpassword -file /etc/vmware-sso/keys/

ssoserverRoot.crt -alias root-ca
8 TJOVT7EMERINEZES, Yes EANLTF—RNTADBREDEBMEFEFZLET,

RORTY T

NT HLULWRAZEEZ A VR— T B EMTEET, Security Token Service SIBBZENDEHESBL TS
(A

vCenter Server Windows IRIETOF L () STS EARAEDAR

TI7HILED STS ERFAAEELBEMZ D583, HZAITHLUWGIAZEA AR L, Java F—R N7 (2EBMT BHE
BHYET, ZZTlE. Windows BETOFIBEICDWTEHBELET,

F o COFRBAER 10 FHAEMT. HAMAITOABETEHY EA, RHOEF2VT 4 RUS—TEKREND
BRERE. COMREEZBEEBRAIEOTSLES,

RIET 7547 REFERALTVNBHBEEE 77547 ATOH LW STS BERLFAAEDERESRHL TS LS,
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FIE

1

HLUWIRAZ ERIF T H20DHLWT LI M) EERLET,

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts

cd newsts

certool.cfg 774D E—ZHEKL. FILWT AL I MJICERELET,

copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg"

certool.cfg 77/ )OI E—%ZRE. O—AH/LD Platform Services Controller IP 7 RL X ERR ME
EERATAHILDICRELET,

EIWAT, 2XFTHEETDLEDPHYET. UTICHAERLET,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

F-ZERLET.

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --server localhost --genkey --

privkey=sts.key --pubkey=sts.pub

FERREZEAERLEY

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --gencert --cert=newsts.cer --

privkey=sts.key --config=certool.cfg

FEBAEE PKI2 2 ICEMLUE T,

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export -in newsts.cer
-inkey sts.key -certfile ..\ssoserverRoot.crt -name "newstssigning" -passout pass:changeme
-out newsts.pl2

Java ¥ —X h7 (JKS) [CRFAZZEML £ 7.

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importkeystore
-srckeystore newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias

newstssigning -destkeystore root-trust.jks -deststoretype JKS -deststorepass testpassword
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—-destkeypass testpassword
"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importcert -keystore root-
trust.jks -deststoretype JKS -storepass testpassword -keypass testpassword
-file ..\ssoserverRoot.crt -alias root-ca
RODRT T
NT.HLWIBRZE AR A VAR— TR EMTEET, Security Token Service sIBFZDEFHESRBL T AE
(AW

Security Token Service sIBAZDE#H

vCenter Single Sign-On #—/\[Z[3. Security Token Service (STS) &% YU £9. Security Token Service
. EFaUFs b= OFRT. BIL. EHE1TO Web H—EXTY, BEFE®D Security Token Service 5EPA
ZE0HEDERMNMYINIZVEEEINS L. vSphere Web Client WS FEITEH T A EMTEEXT,

SAML =2V ERET 57012, - —(3754 < URILER%Z Secure Token Server (STS) (TR L &
T, TSATVURABRIZ. - —DFATICL>TERVET,
Y ya—gr a1—H¥—
BRI AE
ZDfDL—H—
vCenter Single Sign-OnN 7 A 7> 7474 V—ATEATES I —F - L/NXXT—R

STS (3. F5ATVURARBHREFERAL TLI—Y—£RFAL. I ——BUENEENTI\S SAML b—U U ZHBEL
$£9., STSH—ERIE. 2D STS BLAHEEFEELZFERLTSAML b= 2R, b= EI-HY—(CEIVL
TET. 774 bTIE STS BRIABEIL VMCA [CLoTERENET,

A-Y - SAML b—o 2 ZRFELES. SAML b= 2 EZD3—H—0 HTTP KD —&& L TEfFENE
T, CDEE, TETELTAFUEBBTHIEENHYET. WRRFE (P—EX TANAS) DAL SAML
=0 DEREERTEEY,

SHORY 2 —TKRKOHOSNTNDIHEY. BYWHROVIN/GRAZEEZEH T 5155, vSphere Web Client TEL#F
D STS ERATEESMA D EMNTEET.

T7ANWNATADT 7AIIEBEBAINTLEEN, BEHRRIHE. THEOAIS—BRLEL, #R
DTNy FIIERECITRY ET,

o GIBAEABEEHZ /-%I(C. vSphere Web Client —EX & STS H—EXOMAEBEHT H/-HIC. / —
REBEHTILENHUYET.

AR SR

Platform Services Controller 735 java ¥—X F7IEMLZ(EMY DIIBAESE, O—H) T—OXF— 3>
[CaE-L%ET.

Platform Services Controller 7 7547 >R

certificate location/keys/root-trust.jks fil:/keys/root-trust.jks
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B

/root/newsts/keys/root-trust.jks

Windows 1 > X b—JL

certificate location\root-trust.jks

1 -

C:\Program Files\VMware\vCenter Server\jre\bin\root-trust.jks
FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB E#EREIFDORDI—HY—-LL T
vSphere Web Client (CAZ 4 L&,

vCenter Single Sign-On B EEREF DI —Y —(3 vsphere.local RAA VRDERE ST I —T(TFE
LET.

2 [fIBAE] ¥ 7EBIRL T, [STSBR] Y74 TEBIRL. [STS BERAPZOEM] 742> E0 v I LE
ER

3 GIAZZEEMLET.

a [BRlZ2/UyosLT HLWREZSLF— AT IKS 770V ESRL, <] ZsUvoLE
ER

b NRAT—RDANDBKRDONIGZREF. ANLET,
¢ STSIAUTAFz—rOHRLEFEIVYIL, [OK]ZEZIU YOI LET,
d NRT—ROANBKROOSNIBEIE. BOAALET,

4 [OKlZZ2UvoULET,

5 Platform Services Controller / — Rz HEE L. STS ¥ —EX & vSphere Web Client O A E#£&) L
7.

BEHNTOIETRAFELSEELEEA, TDD, BEIHETT,

LDAPS SSL FERAZE DA SHEARR B D FI &R

Active Directory LDAP Server &0 OpenLDAP Server 745> 54574 Y —R%&EIRL. LDAPS D
RERDIHEE LDAP > 74 v ORD SSLAIAEZT v 70— R TEEY., SSLAIAEE. HaiEEINL
FHAERICENERSUINE T, FIBAEOENEREMSD Z & T, BNERO BRIICEIBAZE & X E/ILFH T
BHEMTEET,

Active Directory LDAP Server £ XU OpenLDAP Server 2R L. Y —/NICx LT 1ldaps:// URL %15
ELEBEICRY . SIAEZEOEMNRIFREHRTEET., OIS TOTA T T4 T4 V—RE/=(E 1dap: //
FST4voDBE [TATTAT4 V—ADISAMIANTZ] ZT7ICIIABRRINER A,
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FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB EEREZFDRDI—HY—-LL T
vSphere Web Client (cO4 4 LET,

vCenter Single Sign-On B EEREF D1 —H —(3 vsphere.local RA A VRDOEEE S IV —T(TFE
LET.

2 [&#] - [Single Sign-On] - [#m] 28BL £,
3 [BRE]I 720Uy oL TS, [TATYTAT4 V—ADLSAANTI Y TS TE20) v I LET,
4 FREERZRL. (AHPBOKRTITFR L Ry V XTHEDHRO B ERRL TS,

Z7DLEERIC, FEAEDOBMERVE BRSNS LERTEEDRREINDZEDBHYET,

vCenter Single Sign-On RU o —DEIE

vCenter Single Sign-On R > —(f, REICEFaUT a0 I—ILEBEALET. T 74/ 5D vCenter Single
Sign-On XRT— K, Ovs7o Rk RUS— HEUR—5> KU —EBBELMRETEET,
vCenter Single Sign-On M/SRA T — K RU > —DiRE

vCenter Single Sign-On M/XX 7T — K RU > —[d, vCenter Single Sign-On 1 —H%— NXXT—RDEREF
SHEARRICEE 9 52— D)L — )L EFHIFRTY, /MR T — R /R > —(& vCenter Single Sign-On R A A~
(vsphere.local) ADI—HY—(COHBEHNET,

T 7 # )l T3, vCenter Single Sign-On /XX 7 — R(E 90 H THEMEIRDBUINE T, /XX T — ROBEARS
EDL &, vSphere Web Client 25@%s L £7.

FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On R E#EREZF DRDI—HY—-LL T
vSphere Web Client IcAZ 41 > L& T,

vCenter Single Sign-On EEEEREF DI —H —(3 vsphere.local RA A VRDOEERE S I —T(CEFE
LET.

2 [&®] - [Single Sign-On] - [#m] 22BL XY,
3 [RUs=14T7&00volL. ISRT—KRUI-]1%RRLET.
4 [[wR&ENz2sUvILET,
5 NRRT—=RRU—DNFTA-YERELET,
F7av e
L] INRT— R R —DFBA,
BREANLM A—H—CLBEENVEIABET/NRT — RHTEHTE ZRABH,
BFIRESIR IA—HY—PEIRTERVLFIONRT — R, &2 (E - —DREBICERLEZ 6 DD/N
AT—REENHBERTERMGAIL. 6 EANLET.
BAR INRT — R TEATE 2RAXFH.
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*T7a> REA

BNR INRT— RCHERRNIFE. R/IRIE. 777y b HF. BLUOHEKRIFORNE
HEEAEDEENFHRULTHLZENVETT,

NFEH NRAT—RICHEBERIESERLFEIA TORNK, &1 TOXFOHIE. ROLDICTHE
T&ET.
B OB & H R
B 7I)I77 Ny b: AbcD
B RxF: ABC

B /JZ\XF: abc

m HFE:123
FNT 7Ry PXFOBMIG, AXFELONTFEREEBEDE B ETH S LS
PETT,

vSphere 6.0 LIEET(F. ASCI LIADITFF/NRT—RELTIEFYR—bEINET, LFIO
/N—2 3 @ vCenter Single Sign-0On (2(d. Y R— FENEXFICHERESHY LT,

B U /=R —3XF NRAT—RTERTEDHELLRA—XFORAH. TOLUKRESWMEICTZLENHY K
T, 1ERETEANTDHE p@$$word ENDNRT— RIEFHFATENERA.

6 [OKIZ2UvsLET,

vCenter Single Sign-On oA v 479 k RY > —DiRE

vCenter Single Sign-On Oy 479k R o —(F, A—Y—DPAREALARLIFERCAIA v EamPprzLElCa—Y
—® vCenter Single Sign-On 7 AU > MOy I INIEGERELET. Ov o7~ RU L —ZiFETE
£7.

d—H—n vsphere.local [(CRRO/ENRT—RTREHOIA LG, TO1—Y—(3Av o7 I hENET,
Oy o729k RUS—TF KBLEOTA VETORKEHRE. RVDEBMPSDREREEIEETEET. 2D
RUS—F, THDO Y MBBEFMNICOY VBRINDIETORBBBIEETEET.

F: AvoT7ObRUI—EFA—Y—-ThHOYMIOHFBEREN. administrator@vsphere.local 7RED T X
TATHADYMIFERSNE A,
FIlg

1 administrator@vsphere.local £7=(% vCenter Single Sign-On R EHEREZFDRDI—HY—-ELL T
vSphere Web Client (CAZ A4 LT,

vCenter Single Sign-On S E#ERZF D1 —H —(3 vsphere.local AL Y RADEEE VIV —T(THFE
LET.

2 [®&3] - [Single Sign-On] - [#] 28BL X7,
3 [RUus=147%0)voL, [AvoT7oLRI—]ZEFIRLET,
4 [Edit]zsUvyoLET,
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5 NIA-FZFELET,

F7av L]

ieA Ovo70 K RUS—OFHE (X7 3>),

AJA VRITRMDBAES THY Y MOy T I RENSETOOTA VEFRBDSHFTE NS BAEH,

KB L 7=RITO RS R Ay o779 &) ATHEHDEBLED YA L HTEOERE.

0O 2 R TADYMBAYIENEFTNEER., O ZANTHE. EREFBRNICTHY Y ED

v ORBRLATNERY EHEA.
6 [OKl&ZZUwoLET,

vCenter Single Sign-On ® k—24 > RU L —DiRE

vCenter Single Sign-On b= > RU T —(F, /0y VHRE. FFHEEK. LMD ~—2o > 7ONT 1 &35
EFLET., vCenter Single Sign-On b—2 > RU L —ZFEELT. b= DAKREREDEZF 21U T 1 1EEIC
HRICENIEDEMTEET,

FE

1 vSphere Web Client (cAZ 1 LT,

2 [E#] - [Single Sign-On] #&#IRL. [HBak] &BIRLET.

3 [RUS=14T&EOVy LT [b=0Y RUS—=]EZRLET.

vSphere Web Client (2. IREDEBRBENRREINET., T 7N MREELEL TORWEE, vCenter
Single Sign-On (X ZDHREEFERLE T,

4 b= RU—BENIA—SERELET,

FFoa> A

sAvY fVPSURA vCenter Single Sign-On B&#FRT 50547 Ay o ERAA O bO—5 0O
v OBOIMBMNOEZE, BENEEEZ LE 554, vCenter Single Sign-On (& U,
N—OUNEBHTHDZENESINET.

k=0 Y DEREHFHK =0V DEHTEDHRARBTY, BEHRORATHRAEAREERISL. HLWEFa VT«
N—=O IPBEICRUET,

b= VEBREEHK F—RIE b= (F vSphere BEDY —ERICEETEET, ZESNL =0 &
BIHY—ERIF. b= ERHELETV 2 /NILORDYICH—ERERITLET. b—
o v EK(E. DelegateTo ID #i5E L £9. DelegateTo &l VJa—3> b=
FrFVYUa—3y b= ADSRICTEHIENTEELET, JOETIE 1 D20F—HR)L
Y = ERETEDARERELET,
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5

F7ar REA

K75 b= DBREEHEM NT7Z b=V b= VDORBEDHEDNTCRIAEZRTLET, XTS5 b= VE &
g7z 1 ERRY DRMEDESICEALEY. X735 b= @ EREXEFELTVWSI-Y—F
FERIYT 474D IDBERETVWERA, COETEH XTS h—OVEBRETTHETD
AVHEDEEEELET.

F—FRINY b= DBREEEE F—RIE b= 2F b= VICHMRAENZEF 2 T 0 HEHICED WV TRIAETNE
T, F—RIVY b= VERERICERATEET, /547 MIF—KRILY b= %R
BLT ZDOb—0 2 %RIDIYT 4T 4ICHEETEET., b= VICE ZEETEEERE
AT HIHODEKIENESENTIES, vSphere |RIET. vCenter Server > X7 Al
—Y—DRDYICEEEFH IV ERMBL. INSD MUV EFERL TUEERTLET,
ZDEICE>T. F—FRINY b= DPENEI—IINDETOEMREHBREVET.

[OK]lZ2 Uy o L&Y,

vCenter Single Sign-On 21— — LU F I — T DEIE

vCenter Single Sign-On &1 —Y —(3. vSphere Web Client /5 vsphere.local RAA > DIA—H—F
KWIN—TEEBTEET,

vCenter Single Sign-On EEBEI1—H¥—(3. UTDIRIERTTEET,

vCenter Single Sign-On 2 —% —®i&/N

vSphere Web Client ® [1—¥—] # 7IZRRENb1—H—(F. vCenter Single Sign-On ORWELL—
Y—TdhY. vsphere.local RAL VICELET,

vCenter Single Sign-On 2 —Y —0#EMM{LE L VEZE

vCenter Single Sign-On 2—H— 7 hD > DB/ > TWRIHE. EBENZDTHD Y MEFMIC
ITB5FETEDI—HY—[F vCenter Single Sign-On #+—N[CAY Ay TEE A, I—F—(L. vSphere
Web Client 1 4 =7 14 ADSBNE/ZIEBENCT S EMNTEET,

vCenter Single Sign-On 21 —H —DH#Ik

vsphere.local RAA >DA—H—[F, vCenter Single Sign-On MSHIBRTEEY, O—HIL ARV —F
A0 DRTA A=Y =PRID AL >DI—H—(F, vSphere Web Client 5HIBRT 52 L3 TEEE
Ao

vCenter Single Sign-On 1 —H% —0DiRE&E

vSphere Web Client /25 vCenter Single Sign-On 2—H%—0/XA T — RE - (FthDEHBELEE CE X
¥, vsphere.local RAA > TlIEA—F—DEFEZLEECEE A, THbB,
administrator@vsphere.local D&ZFIIEE T EH A,

vCenter Single Sign-On ZJL— 7 M3&MN

vCenter Single Sign-On T. [Z)L—71 # 712U X &= )L— 7L vCenter Single Sign-On DRAR
DHDTY, JIV—=TTlE. TIV—=T AN=D&E (FTU>/N) DEHOIYTFHEERLET,
vCenter Single Sign-On Z)L—7~® * > /N\—D:EH0

vCenter Single Sign-On )V —7DAVN—=IE 1 DULEDT7A T T4 T4 V—ADSDI—H—F/=(F
FOMDIIN—TTHDIBEEDHY ET, FHL WA /N—[F vSphere Web Client TEIMTE £,
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m  vCenter Single Sign-On Z)L— 75D A > /N—DHIE&
vCenter Single Sign-On ZJ)L— 7D * > /N—[4. vSphere Web Client »5HEIgTEEd., B—AHJ ZIb
—TMOEAYN—= (A—Y—F/=F 7V —T) ZHKRLTH., PRTADPLAVN—(FHIBRINEL A,

m vCenter Single Sign-On VU a—< 3> A—Y—0DH|%
vCenter Single Sign-On [CV U a—2 3y A—HY-—PRRSNET, YUa— 3> 1-—F—(F. ¥—E
ADAL U 3>TT, W<DHhHD vCenter Server VU a— 3> A—Y—([FFFIICEEINTNT, 1~
R ~=)LD—ERE LT vCenter Single Sign-On ORI Z(F 5 EMTEET., FSTIVa—FTa>
MBUHERIGE (V)= T AV AN=IVITET L2258 7 ). vSphere Web Client i SE4Z DY
Ja—3y A—Y—%HIBRTEET,

m  vCenter Single Sign-On /XX T — RDZEE
H—AhI RAA > (F7 )V ~Tvsphere.local) Od1—H—(%, Web 1 >4 —7 4 X5 vCenter
Single Sign-ONn MERD/NRT—REZZEFTHEMNTEET, O RAASM DAY —FZTDRAL
I—=IVICTR>TNRD—REZELET,

vCenter Single Sign-On 2 —Y%—mi&10

vSphere Web Client ® [1—H¥—] # 7IZR RSN BH1—HY—(34. vCenter Single Sign-On ORIEIL—H—T
H Y. vsphere.local RAA U ICELET,

BDRAALVEBIRLZED RAA DI —Y—IZHT B ERERIITEE T H. vSphere Web Client @ vCenter
Single Sign-OnN /A V4 —T 1A ADHLA—F—ZHD RALVCEMT A &FTEEHA.
Fl&

1 administrator@vsphere.local £7=(% vCenter Single Sign-On EEEEREZFDRDI—HY—-LL T
vSphere Web Client (CAZ 1 LET,

vCenter Single Sign-On B EEREF D1 —H —(3 vsphere.local RA A VY RDEERE S IV —T(THFE
LET.

2 [k=s]1Z22Yvo LT, [EE]- [Single Sign-On] - [1—HF—BLV /I —TIBEHLET.

3 vsphere.local MIBEFBIRINTIND RAL U TIEARWMES., ROy TF D> AZa—75 vsphere.local &
BIRLET,

A-Y—ZthDRAAVEMTHIEETEE A,
4 [A-Y-14T7THEHRLI-Y-]1T74a>E0V v I LET,
5 RV -DI-Y-RBENRAT-RZANLET.
A-—Y—DERE. 1I-Y-REEETEEEA.
ZDONRRT—=BE PATADNRT =R RUS—BHEFH L TWSLENHYET,
6 (FT7iar) FRI-—F-DOBEBEANLET,
7 (AT arv) A-HY-DEA*-I)LTRVREBBEEZEADLET,
8 [OKIZ2UvsLEY,
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R

A—H—%BNT D58 TOI—Y—(CI3HY). BRIEEERTTIIERIHY EHA.

RORTY T

vsphere.local RAA > DI —TF (VMCA #EBTE 51— —D I )L—7 (CAAdDmiIns) . vCenter Single
Sign-On 2B & 51 —¥—04)L— 7 (Administrators) 7z &) [C2—H—%EBMLEF, vCenter Single
Sign-On Z)L—7AD A /IN—DEBMN 28BLTEE N,

vCenter Single Sign-On 2 —H¥—DEM{tH L TEL

vCenter Single Sign-On 1—H— 7 h U > bDMEMC/E>TWIIBE, BEENZTDTHI Y NEFHITTEHE
TZDI1—Y¥—I(d vCenter Single Sign-On ¥ —N[CAJ A > TEEHA, I—H¥—Id. vSphere Web Client
AV =T 1A RADSENELIIBENCTHENTEET,

\EmbES N1 —F— 7hor hI5|I&EHE vCenter Single Sign-On L XA T ATERRIEETT N, TDI1—H —
054 TET. Y—NTOREEZRTTCEEHA. EBEEREZF DI - —(3L. [vCenter I—HF - LV
W=TIR=Oho A —E2BHELIVOENCTHEMTEET,

AR

vCenter Single Sign-On 1 —Y —# &Mt E L VEFEMLT 5(2(3. vCenter Single Sign-On @& JI)L—TD
AVN—THIULENPHOYET,

Fl&

1 administrator@vsphere.local £7=(% vCenter Single Sign-On EEE#EREIFDORDODI—Y—-LL T
vSphere Web Client (CAZ 4 L&,

vCenter Single Sign-On B EEREIF DI —Y —I[d vsphere.local RAA Y RDERE ST I —T(THFE
LET.

2 [R—n]lZsUvsLT. [EHE]-[Single Sign-On] - [2—H¥—-BXV I —TIITHEESHLET.

3 I—HY—%FRL., [BEMML]ITAMaE0 )y o LT Ayvte—CBRRRSNES[IIWN]EIUY I LET,

4 I—Y¥—-zBUEMITBICE. I—F—2HIUv oL, [BRWEIZZIRL T AyvtEe—BRRSINES[Z
WzEs2UvoLET,

vCenter Single Sign-On 1 —H —DH#lf&

vsphere.local RAA DA —H—[F, vCenter Single Sign-On N 5HEIBRTEET, O—AIL FARV—FT 1 F

SARTA DAY —PRIDRAAL > DI—Y—(L. vSphere Web Client »5HIBRT 2 L(FTEEHA.

vsphere.local RAA > DEBEI—Y—%HIRT 5 L. vCenter Single Sign-On [CAY A T&E#HL
LY ET., vCenter Server EZDAVR—FR FEBAVAM=ILLTLSEZ,
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FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB EEREZFDRDI—HY—-LL T
vSphere Web Client (cO4 4 LET,

vCenter Single Sign-On B EEREF D1 —H —(3 vsphere.local RA A VRDOEEE S IV —T(TFE
LET.

2 [K—A]EZVUvH LT [EHE]-[Single Sign-On] - [A—HF—BLV TN —TIHEEBLET.

3 [2—¥-14T7%BRL T, vsphere.local RAA VEERLET,

4 HIRITZI-—Y-—Z21—HF-—DOUIXTERLT, [HIFK] 72>z 0VvoLET,
BEFEEICT>TRZEN, ZOREERYETZLETEE A,

vCenter Single Sign-On 1 —H¥—0Di{R&E

vSphere Web Client 35 vCenter Single Sign-On 2—H—0D/XRA T — RE/([ZMOFEMELTECEET,
vsphere.local RAA > TlFA—F—DEFEZEETCEEHA, T74bHE. administrator@vsphere.local D%
AIIEECEEH A,

administrator@vsphere.local LR CERZFORDI—HY —ZERTEE T,

vCenter Single Sign-On 2 —+#—(3 vCenter Single Sign-On vsphere.local R AL Y HICRBESNET.
vCenter Single Sign-On /XX 7T — K RU > —(%, vSphere Web Client WS EZRETEE T,
administrator@vsphere.local L LTAZA > L. [BEK] - [RUZ—]-[NXAT—F RUZ -] ZZ2RLET,
FlE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB EEREIFDRDI—Y—-LL T
vSphere Web Client (CAZ 1 LET,

vCenter Single Sign-On R EEREF D1 —H —(3 vsphere.local RA A VRDOEERE S IV —T(THFE
LET.

[(k—AlZ2U v LT, [EE] - [Single Sign-On] - [1—H—BLUN I —TBELE T,
[Users] # 7%y o LET,

A-—HY—%HsUv s LT [A-—Y—DiRE] EBRLET.

A-F—[CEEEMRAET,

A-Y-REEETEEEA.

a » W N

ZONRT=RIE YRATLDNRT—R RS —BHEZBZLTOWDILENHYET,
6 [OKIZ2UvoLEY,

vCenter Single Sign-On ZJ)L— 7 MB1N

vCenter Single Sign-On T, [)L—71 % 712U R k&nf=sI)L— 7 vCenter Single Sign-On OAERD &
DTY, JIN—=TTlE TI—=T AUN=D&EE (T /N)V) OHDAVTFEERLUET.
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vSphere Web Client 24 >4 —7 = A X5 vCenter Single Sign-On Z)V—7%E8M3 5 &, JIL—71%
vsphere.local RAA V(TEMENET,

FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On EEE#EREIFDORDI—HY—-LL T
vSphere Web Client (CAZ A L&,

vCenter Single Sign-On B EEREIF DI —Y —I(d vsphere.local RAA Y RDERE ST I —T(TFE
LET.

2 [K—nlz0Uvyo LT [EH]-[Single Sign-On] - [1—¥ &LV I —TIHEHLET,
3 [I=T14T7%&#RL. HRIN-TI 743220 ) v LET.
4 JI—TORAERAEANLET,
IIV—TEERLIEERT, JIV—TR2EEETEEEA,
5 [OKlIZZ2UvOLET,
RDATy T

o AUN—FEIN—TITEMUET,

vCenter Single Sign-On ZJL—7A®D* > /N\—DiE 1N

vCenter Single Sign-On )L —7DAVN—=IZ. 1 DULEDTAT T4 T4 V—ADSDA—HY—F/=FZD
DTN —TTHZIEEBHY ET, FHL WA /N—[L vSphere Web Client TEEMTE X7,

Microsoft Active Directory £7z1& OpenLDAP &)L — 7D A >»/N—% vCenter Single Sign-On 7 /)L —7IC
EBMNTEET, LT ATT4T 4 VY —ADY)L—T7% vCenter Single Sign-On )L —7(3EMT 52 &1
TEEtA.

vSphere Web Client @ [Z)L—7] # IR RENB JIL—T(F. vsphere.local RAA VICBLTWET,
vsphere.local RAA YHADIIIN—T #SBL T ZI,

FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On EEEEREIFDORODI—HY—-LL T
vSphere Web Client (CAZ 4 L&,

vCenter Single Sign-On B EEREIF DI —Y —I(d vsphere.local RAA Y RDERE ST I —T(CHFE
LET.

[(k—L]l%20Uv o LT, [EHE] - [Single Sign-On] - [A—¥—BLPIN—TNBBLET.
(OIWN—=T14TE0 Vv oLTHE, JI—TF Bl EBE)EI v ILET,

TIW—T AUN=FBET, [AN—DEBM] 74250y LET,

TIV—TIEBMT AN ELTAT T aT4 J—REBERLET,

(FT7a>r) BRERABEAAL. BRIEI/UvILET,

o u A W N
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7 AUN—FFRL. EM]ES) v I LET,
BEOAN—ERBFICEINTEERT,
8 [OKIZ2Uv s LET,

vCenter Single Sign-On L= 5D A /N—DHIR

vCenter Single Sign-On Z)L—7D A > /N—I[d. vSphere Web Client 5§ TEEd, O—h)L J)L—7
MOEAYN= (A=Y —FEFTI—7) ZHIBRLTH, SRTADSAVN—(FHIBREINEEA.

FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB HE#ERZF DO -V - LT
vSphere Web Client (CAZ A4 > LE T,

vCenter Single Sign-On BB &ER&1F D1 —H —I(4 vsphere.local R A A VY ADEEE I IV —TICHEE
LET.

2 [R=—Aa]EHZYUvH LT, [BHE] - [Single Sign-On] - [2—H—BLN T —TFNBEHLET,
3 [UWN—=T14TEZIRL, JIN—TEIUVILET.

4 GI—T AVN—DURNT, HIRT DAY —F/@FIIN—TEFIRL., [AUN—Z2ER] 7Aa>%20Uy
JLET.

5 [OK]IZ2Uv o L%,

fBR

A—Y—BII—ThoBIRENETHS TDEB AT ATERAETY.

vCenter Single Sign-On VU 1 —> 3> 21— —0DHI

vCenter Single Sign-On [CV U a—> 3y A—YH¥-—MBPRRSNET, YUa— 3>y 13 b—EXRDO
Lo a>Td, W<DHhoD vCenter Server VU a— 3> A—HY—([3FFIICEEINTNT, 41 A M=ILD
—&& LT vCenter Single Sign-On OFHEZR(THENTEET., NSTNa—FT4 VY IDBBEREBE (U
=2 7oA AN=IVISTET Liihho 215675 E). vSphere Web Client ppof@4nDyY ) a— 3> 21— —
ZHIBRTEET.

vCenter Server VUa—2 3> A—HY—FLEFI—RMN—FTs8YU1—-2 3> I-Y-[CHAEMFTLENTNS
Y—EADTy FEFEREENSHIRT DL VU a—2 3y I—Y—H vSphere Web Client D&RRD S HIfk S
NEd, Ya—vay A—Y-—DBEESATARAICWREE(LT TS —2 3 0 E2#BFINICHIBR LSS £
SRTADNEEREEICE > BEIF. YU a1—2 3> A—H—% vSphere Web Client /» SEERIICHIBRTE £
ER

EE: YUa—T gy a1-—H¥-%FHKRTSE HibT 5P —EXL vCenter Single Sign-On OFRFEE =75 2
EMTERLLIBYET,
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FIE

1 administrator@vsphere.local £7=(% vCenter Single Sign-On BB EEREZFDRDI—HY—-LL T
vSphere Web Client (cO4 4 LET,

vCenter Single Sign-On B EEREF D1 —H —(3 vsphere.local RA A VRDOEEE S IV —T(TFE
LET.

2 [R—4]E2YUvo LT, [BHE] - [Single Sign-On] - [2—Y—B LRI —TFNHBLET,

3 [YUa—Yarya—H¥-147&0Uvs LT YYa—aryi1—H—LEs)voLET,

4 [YUa—vary1—4H¥—0HBRl 742 &2y o LET,

5 [[FW]z# Uy o LET,

R

Y )a— 3y A-H—(CEEMIFSN TSP —E XL vCenter Server [C7 2t XT&F., vCenter Server
P—ERXRELTHEEETELRSRVET,

vCenter Single Sign-On /XX — ROZEE

H—AhJ) RAA > (F74)L T vsphere.local) ®a1—H—(%, Web 4 >4 —7 4 X5 vCenter Single
Sign-On MBAD/NRT—REBETHENTEET, MO RAAMDA—HF—FZDRAAL 2 JL—IVICEDT
NRAT—RZEZZEBELET,

vCenter Single Sign-On 0w o7k RU L —ZFERLT. NRT—ROBFMEREIRELET. T 74/ MT
(%. vCenter Single Sign-On 1—H— /XX T — K(3 90 A CHEMERRSYINE T 55,
administrator@vsphere.local 72 EDEBE/NAT — RICHENERIZH Y FHA. NRT— ROBZEARLHED
< &. vCenter Single Sign-On BB A >4 — 7 14 RCEENRRINET,

E: NRT—REAMEHRADSZEICOAEETEET.

INZA T — ROFMEARSINZHE. O—H)L RAA > (77 #J)L 5T administrator@vsphere.local) OEE

#lf dir-cli password reset AXVRZEFHALTNRRT—REULY FTBHIEMNTEELT. vCenter

Single Sign-On RAA VDEBEITIN—TDAVIN—=DIHM, NRT—RE )Ly T HIEMTEET,

FlE

1 Web 7595 TxD URL #15E L T Platform Services Controller [Z#E# L £ 3,
https://psc_hostname or IP/psc

HAIAHT T OA TlE. Platform Services Controller @7k X &£/ IP 7 KL X[ vCenter Server O
RRAMBELIZIP 7 RLRERALTT,

2 administrator@vsphere.local £7=( vCenter Single Sign-On EEBE I —TDRID A > /N\N—D1—H
—BENRT—RERELET,

AVAM=IVEICERLES RAA ERE LSS, administrator@mydomain ELTOd4 2 LET,
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3 HOFET— a3 RAVDODANNT AZ2—OERAT, 22— -85y oL, TIF I AZa—%kFK
~LET,

F7z(%. [Single Sign-On] - [ —HY—ELUP I —T] DIEITERL T, ARV DAZa—M6 [A—H—
DIRE] BN TEET,

4 [RXRT—ROZEE] #F#IRL. BEDNXRT—REZANLET,
5 HLOWART—FRZANLTHELET.

INRAT—=REFENRRT—=R RU L —[CR>TWBREDRHY T,
6 [OKl&ZZUvOLET,

vCenter Single Sign-On O+ a1 UTF A DXRX N 750574 X

vCenter Single Sign-On OXRDEF 21U T4 DRRA S TS50 F 4 XIZHED> T, vSphere BIEERELET.
vSphere 6.0 MFRAE L VIIBBEA V7S ATV F v ICL Y. vSphere REBD+ a1 U F 1 M5k nET, 1
VISANSOFvHBRICESINZVNKDICT BICIE. vCenter Single Sign-On XX ~ 7547 4 X(TTiE
WET,
INRT — ROFEARDHER
vCenter Single Sign-On OF 7 # )L bD/INRAT— R R —DEMEIR(E 90 HTE. 90 HARIBT S
& NXRT— ROBFMERDUINT, OTEEENELRDONET., BMEREZEEL T, BE/NXRXT7—REEHL
T EE,
NTP DO

TRTDVRATATRAUEMERY —X @EETZO0-HFA X A7ty hEED) Z2FERAL. ROSNERE
B (BEHFE (UTC) 2&8) ICTHEMEREY —REMEMIToND I EEERALET., RSN R T AL
vCenter Single Sign-On MEIBAE® vSphere D Z DM DFERAEDENMEEZ R T D/=DICARAIRTT,

NTP ([C&LYU., O 774 IIOBRBEDEHHBESZIC/HVET, BRERIORENELLAWE, OF 77 4ILDOH
BEOEEMTET O THEEZBRETEIIENH LAY, BEBENREMIC/ARDAREENH Y £T.

vCenter Single Sign-On O cS 7)o a—F4 5

vCenter Single Sign-On DR IFEMTNIE(C/3Y F7,

XD KEw (3. vCenter Single Sign-On &2 b 7)o a—F 4 0T 5-00ERSEBRVET., TOHRDT
RANARICDVWTIE, ZORFaAV S B —BLPHEEDFT L YD X=X D RTFTAERRL T ZE ),

Lookup Service TS —DEEDIEE

vCenter Single Sign-On 4 > X k—JLIZ(F, vCenter Server £7=(& vSphere Web Client 2213 5T 5 —
PRRENET,
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B

vCenter Server LU Web Client 1 > XA r—=Z[ZRDIZ—MRRENET, [Could not contact Lookup
Service.Please check VM _ssoreg.log...]

RE

COMBEICF. KRR XV EDFREBIOY Y, 7747 04—ILOTAY I, BLOEEL TWRITFNIFRSER
WHF—EXRGE. WDOPDORERDHYET,

RRAE

1 vCenter Single Sign-On, vCenter Server LU Web Client #R1TLTCW\ARA N T 0Oy 75
BEIL TWAZ EEZHRL T ZEN,

2 IS Ayt—YICE8ENSHEDOOT 774N EHRLET,

AvE—CTlE DRTALA—BT7 AT M STEMPS 25BLET.

3 O T774NAT. RO*AvE—VEKRRLET,

O 774)ICF. IRTOAS VR M=)LORANSDOEANEENES. [Initializing registration
provider...| ERXRRENTVWIRFOAvE—FFLET,

Ayt—2

java.net.ConnectException : ###Eh4
ALT7OMLELE : 5

java.net.ConnectException : ##ihtE
BEIhFELE: &R

VMware, Inc.

[REA &R

IP7 RURADIELLIZWD. 7747 D +—)Ls vCenter Single Sign-On AD7 R
#70v oL TW%Mm, vCenter Single Sign-On [C&RAHMNYTETNET,
7747 U 4—I)LH vCenter Single Sign-On /R— bk (F7 4 )L N TIF 7444) #70v
LTWaWWZ &, LU vCenter Single Sign-On 734 Y A =L ENTWET T V(T +5
222% CPU, I/O 8KV RAM RENH D LEHRELET.

IP 7 KL R £7=(3 FQDN MARIETH Y. vCenter Single Sign-On #—EXH# &L T
WEWD, BEAHLURICESHLELATLE.

vCenter Single Sign-On —EXDXF—% X (Windows) LU vmware-sso 7—
E> (Linux) #F v L. vCenter Single Sign-On MEMfEL TS Z &AL T
<FEEEL,

P—EREBREIHL TKLS ), INTHEMFERLENEGEE, [VSphere S 7L a2 —
T4 A4 R] OBEROEI 3V EBBLTIZS,
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Ayt—2 R LR

FHIL AR — R : 404, ##A{kHIC vCenter Single Sign-On #\EEHL T 231\, TN THEEDSFERLZVSEL.

SSO Y—NICHEMNFRELELE [vSphere hZ TN a—FT4> ¥ A4 K] OEIROEI a3 ESBLTEIN,

Ul [CRRENBIT5—[4. [Could not RYIa— kK SslHandshakeFailed MEREINZIZFEDHYET. Nl FNRIS—

connect to vCenter Single Sign-onl» T3. Znid. @Rt/ IP 7 KL XE/IL Center Single Sign-On /KRR h & fgiRT %

SIE>TVET. FQDN 73, vCenter Single Sign-On O > X h—LEIERSN/AZHDTEEWI &%
RLTWET,

$TEMP%\VM_ssoreg.log CT. RDA v E£—CEELITERLET,

host name in certificate did not match: <install-configured
FQDN or IP> != <A> or <B> or <C> ZZTIl& A A vCenter Single Sign-On
DA VA S=ILEEICANENEZ FQDN THY. B BLV C B RTFTAICL > TERSINIZFF
BENBZRELABVET,

07 774050 1= DEEDEMAT. FQDN 2ERT 2L OBREBELET. FLAE
Di5&. vCenter Single Sign-On A > X ~—JLEE(ZIEE L7 FQDN #ERL TS
(AN

BENORY TR TOWTNORRSHERTE A EE(E vCenter Single Sign-
On @ SSL #ikAEEIRL T 2SN,

Active Directory RAA VERFIZFERLTOJ A > TERWN

vSphere Web Client 775 vCenter Server A vR—x > ~MZOs 4 L& d. Active Directory d1—4—
BENRT—REFEALET, REAICKBMLUET.

78

Active Directory D7 A4 7> 7 4 7« Y —R% vCenter Single Sign-On [TEBMUE LAH, 12— =78
vCenter Server [COJ A > T&EEH A,

[REA

A—HY—E TI7AIbE RASMCATA T BEE I—F—RBENRT—REFERALET, OTRTDRAA
VICDWTIE, I—T—IZ R A >E (user@domain £7=13 DOMAIN\user) #EBMT2HENHY ET,

vCenter Server Appliance Z#ER L TW\55E(E. MOBENFET SN H Y ET,
RRAE

FTRTO vCenter Single Sign-On 7704 TlE T 74N MDTAT T4 T4 V—REZETEET, THEE
S0 A=Y —F I -RBENRTV-ROAZEFEALTT IANIDTAT T 4T 4 V—RICATA 2 TEE
ED

Active Directory 7+ LA MADF R AL >V &FERALTHE Windows REETA T T4 T« V—REHERT S
FEICDVNTIE, HHOFL v P XN—RDiEE 2070433 #8B L T2, #E Windows SR TlE, 77+
JL kT Active Directory 74 LA RDIL—F RAAL VEFERLET,

vCenter Server Appliance 2 ERLTEY. T 7N MDTAT T 474 V—REZEL THEENBRLA
WMEEEF. ROSZ TN a—T 4V IFIEZEMTERITLET.

1 vCenter Server Appliance & Active Directory RA4 > a> bO—SOEHZRELET,
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2 EFNEFNORAALY 32 A—3I(C Active Directory RA4 > DNS H—EXRADRA >4 La—R
(PTR) »H YU, PTRLO—REBRMIFA—-SD DNSZE—HLTWEI &R LET., vCenter
Server Appliance 2R L TW\5154(F. XROAX Y RERTLTI RV ERITTEET,

a BRAAYaYFA-SDYRMERTTDICE, ROATYFERITLET,
# dig SRV _ldap. tcp.my-ad.com
ROBDELDIT, BEET ST RLRH ANSWER SECTION [CRRENZET,

;; ANSWER SECTION:
_ldap. tcp.my-ad.com. (...) my-controller.my-ad.com

b RAA2 32 bA-3Z&IC RO RERTUTIES|&E/F5| EBREEDRLET,
# dig my-controller.my-ad.com
ROBIOLDIZ. BIET ST FL XD ANSWER SECTION [CRRENE T,

;; ANSWER SECTION:
my-controller.my-ad.com (...) IN A controller IP address

# dig -x <controller IP address>

ROBIDED I, BhET D7 B L RH ANSWER SECTION [CRRENFET.

;7 ANSWER SECTION:

IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 MENERLZVEEIL. vCenter Server Appliance % Active Directory RAA VD SHEIBRL. BE R X
A ICBMmMEEET, [vCenter Server Appliance DRl R¥Fa A FESBLTSES,

4 vCenter Server Appliance [TIEHINTWDITRTD TSI Ty 3 20, IXRTOY—EXZEHIE
EBLET,

/bin/service-control --restart --all

A—Y—F7ho POy Z2EINTIS/=HIZ vCenter Server O T A i3k
i) g Y

vSphere Web Client O 4 > XR—=2 5 vCenter Server (COJA > $5E. THO MBSOV IENTINS
ZEERTIS—DBRREINET,

Gl

AIEMEET 5 &, vCenter Single Sign-On #{&F L T vSphere Web Client [COZ 4 > §5Z &EMTEAL
BYVEST, THO POV IEINEIEEZRT AV E—CVNRIREINET,
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&
A4 VRBOBAHBEZBAELLL.

RRAE

& VRARTA RAAY (vsphere.local) a—H¥—&LTOYA T 554, vCenter Single Sign-On &1
EBICEWEDETTAT 0Oy I EBERLTHSWET, NXAT—R RU—TOv I DBEMERTINIC
BAELDICHESINTWRIBEIE 7HU OOy IDEBRINDIETHEDILEHTEET, vCenter
Single Sign-On &#&(3. CLI A REAFERALTT AU MDA Y VEERTEET,

¢ Active Directory £7z(3 LDAP RAA > DA—H¥—-LLTOY A T 5154, Active Directory E7=(4
LDAP EBEICHW\WEDLETT AT OOy VA2 BELTHSNVET,

VMware 7«4 L hU H—ERDVL 7V T—2 3V [CRENDINHDZEDH D

IREBNITEE O Platform Services Controller 4 X4 > RWEENTWT, ZD Platform Services
Controller f YR > ZAOWTNMASMERTEa< Mmoo /21548, BIEISIEHEHELEITE T, £ Platform
Services Controller WBEWMERARIEEICED L. A—F— T4 BLUVZDMDBERIT. BFE. 60 BLUAICL T
T—hENET. LHL. FRERRT, LTUT—2 3V (CEEDDONIBENHYET.

B

BEORA. =EZITBERADORLCDIBFTICERHO Platform Services Controller Y R4V ANEENTINT,
1 DM Platform Services Controller BMERTERNEEICKIBEEEZMZASE. VMware 74 Lo U H—
EXRBOL 7V —2 3 &3 <ICISHERTEEH A, =EZIE ERTTEE/R Platform Services Controller 1 >~
R R CEBMENZFHFLWI—Y—L LTUVT—2 a3 DRETTHETIE DA RY A TR TEEE
Ao

[RE

BED}ETIL. HS Platform Services Controller 1 VX4 X (/—RK) AD VMware 7« Lo~ H—
EX (vmdir) N\OZEE(L, TOEEOLTUS— 3> X—rF—T(F. #§60 BLURNICRRTEINET., LTUYT
—> a3y MRODICKDTIE. %/ —RTOEE(E. &/ —RADZENZTND vdir 4 > R5 > RICEIET SH]
[Z. A/ — RERALAGENVEREENHUET, LTUT—FINBEHRICIE. VMware VMotion #f§
BUTHER. 70— R EEEBTINEETS D OI—Y—FER. ABAZER. A2 RERLZENHY
E g

2y RT—UBEOREY/ — RPFATERLSBOBEDEAT, LTVT—2a3> U IBENS L RER
DEBIIPRRLER A, ERATRAELR/ —RBURARTENE &/ - RREIXRTOEEZRUASD ELET,
ZOHRR. IRXTO vmdir 1 2RV AP—FEDIREICRRLETH, / — RO 1 DMERTE A2 72REIC£E<
DEBEDBHOILBRICE. TO—EDREICELET DX TICHBMSDNDATREESHY LT,

BRRFE

L7V =23 ORTH REQBEBVUEELE T, COMENS 1EBELEEOTAZVNRY., MECRRER
HIENTLIZE 0N,
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vSphere O Y R—x > hI, HEBEY ESXi LOBFEERE(CTOLHIC, SSL Z2FERALET. SSLBEICEK
U, T DRERLESUDPERSNET. TS 3RESNDO. BERICT—IPIIMPNTICEESIND
ZEEFHUEEA

SEBAZE(Z. vCenter Single Sign-On ND#EASREE(C vSphere Web Client 72 £® vCenter Server —EXT
HEAINET., vCenter Single Sign-On (. K3V KR—F > MSEIPIEIFEAT S SAML =0 v &FERL
Tavih—xrhE7O0ES 3= I 0L%T,

vSphere 6.0 LIETIE. VMware 25F (VMCA) 28, VMCA TEZSINFHBHEEZT 7+ /)L FTERLT, &
ESXi kX k&% vCenter Server ¥ —EXRE7OEY 3= L %7,

BIFOFIAEZH L VMCA EA[MEFIAEICEE]A Y. VMCA Zitlg CAICLZY. IXTOFREE A
ARG LFPEICBERADZEHTEET, 72 aYFROLEEYTT,

KR3-1LIAAELBEEMZD-HORNEDT SO—F

FTvar FMIICDWTIE, REFAVRESRLTSEZN,

Platform Services Controller Web « >4 —7 4 X (vSphere Platform Services Controller Web A >4 —7 A4 RZ&FER L/
6.0 Update 1 LIf§) =AY 5. FERAEDER

a< >k 54 25 vSphere Certificate Manager 2—57 4 U T vSphere Certificate Manager 1—7« U7 4 [CL 23IBBEDER
1 &ERYT 5,

CLIav Y ReERL CGIIRELFH TESMRA D, CLI a7 Y RICLBRAAE LY —EXDER

m vSphere fIAEEE
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_ejp3dgkt/uiConfld/
49694343/)

ZDE[CF. ROSEYIDEENTNET,

m EBR5VUa—ary XADIABEEOEH

n GIAEEEOHME

m  Platform Services Controller Web A >4 —7 1 4 R&fER L/=FAEDEE
m  vSphere Certificate Manager 1—7 4 U T 4 [CKBEBAZDERE

. IAEOFETOEZMZ

m CLIaOAXR Y RICKDARAELY —ERDER
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m  vSphere Web Client To vCenter sIEBEZDXRTR

n  vCenter FEEAZDEMERDEE (LT D L E WVMEDKRE

BidYYa1—g3> NADSIHEEDEH

SEBAZDEH (L. VMware Fit/H (VMCA) #/Ei25E (CA) ELTERT 20, W RY AGIBBZEAEFERT 2HI(C
FOTEABVET, EMGE. v VIEBAESINY ) 2a—2 3y A—Y—SREICHLTHERLRVET,

B9 AHIIC. IREBERNTINRTD./ — ROBLPHERICEAIHA NS LDICLET,

IRTDA R— FENARBTOEHS
= F—¥(X:2048 Ly FELE (PEM I>a—F)

s PEMERK., VMware T3, PKCS8 &LV PKCST1 (RSA +—) MUY R—bENEY, VECS [LEMLAEF
—(3. PKCS8 [CEHENET,

m X509 NN—2323

= SubjectAltName [Z(£ DNS Name=machine_ FQDN EENTWBHENH U LT,
m  CRT L

n FERELLT TUYIER FER FESENEEINTVWILEDNHYET,

n USAT VIR EY —N\RERAENRF—FERECEHDHLEFTEEEA.

VMCA (&, RDFEEAZEE T R— L TOE A,

n JAIIRA-RICKBARE

o HERINTOAWTILTY XA md2WIithRSAENncryption 1.2.840.113549.1.1.2,
mMmd5WithRSAENcryption 1.2.840.113549.1.1.4. XU shalWithRSAENncryption
1.2.840.113549.1.1.5 TY,

s OID #1.2.840.113549.1.1.10 @7 )L T1J XA RSASSA-PSS [FHR—rENTOEHA.

RFC 2253 [ 3 BFBAEND I TS5A4 7R
FERAEIL. RFC 2253 ICELL COBLENBUET,

CSR D4R IC Certificate Manager 2R L7 WMEE(E. CSRICRD 7 4 =)L RDPERICEENSLDICLE
ER

X5 X.500 BiEDY A 7

CN commonName

L localityName

ST stateOrProvinceName

O organizationName

ou organizationalUnitName
C countryName
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X5

STREET

DC

ulD

X.500 B0 1 7
streetAddress
domainComponent

userid

CSR AR IC Certificate Manager 2R3 5155 (%. ROBREBET DL D ITKDH SN, Certificate
Manager [C&>TCSR 77 A IVICHmT B 7 4 — )L ROSBIIENET,

m administrator@vsphere.local 1—%—, D& Ui L TLV5 vCenter Single Sign-On RA A > DEEE
DINZAT— R,

m 588 Platform Services Controller 73%F# 9 3IRtET CSR =4 L T\ 5154&. £ Platform Services
Controller DRA MR E/IZIP 7 RLRERKDONET,

m Certificate Manager [C& 2T Certool.cfg 77 AIVILIREFESINZER. FEAEDT 4 —ILRT. T7
FIVMEEZ(FANZY, A FEBFDEZIEEL/ZUTEET. v D FQDN BBETY,

administrator@vsphere.local ®/XX 7T — K,
2XFOE%RI-F

2tt%

k%

TR AL

N
Hhigh

IP7RLR (7> 3)

(g

TFA—I

RAMR THROEHAAZTEBEMA DV VOTRLEH R A A BRI MED FODN E—HLAWNSE,
AAEDBEEMAFELSETEY, REDSARERIRECRSAIGEENHYET,

Platform Services Controller ® IP 7 RL X (2~ K% vCenter Server (i) /—RETRITL
TW35H8)
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NEF., VMware RF a1 A2 MEEESHDT L v Y R—XTHER
ENOHEY, ANTHDRREEZEBELRNTZE,
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A—F 4 UTF 4 ZFERLTCIIAEZEBEMZ 5H, vSphere CLI O~ REZFERALCIAREEZFHTES MRS
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. BEE/ RO ROV Ua—r 32 A -—FNETNDIHE.
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AIBHEDEE

Platform Services Controller Web 4 >4 —7 1A R (COJA V5 E T AAEEZRRELVEERTEET,
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EEBY RV ERTTEET,

Platform Services Controller Web 4 >4 -7 x4 R&{ERT 5L, ROEBIRIERITTEET,
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NRG LAERAEBICKDAAEDEE A

VMCA #2FERALRWNEEE. BRI HED CSR 24 TEEd., FIAB/IE. & CSR IT/L— MERBRES
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b3
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—BENRRT—REEELET,

AV AM=IVEEICRED RAAL VEIRE LZHE(F. administrator@mydomain L TOd 4 LET,
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a [RyVEIBRE] 4 T7EO U OILET,
b GIEAZEZERL. [EF|#oUv oL TlIN] ERELET,

VMware, Inc. 98



vSphere D+ U7«

5 (7 ary) OOl PRTFADYYa—ary A—HF—iHEEZEHLET.
a [VYa—rara-Y-iaBEI 7€y ILET,
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£7.

d BRERNICEHD vCenter Server L RTFABH B15EIE. P RATAZELICZOTOCREFEYRLET,
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ARAEZEH TEET,

a [FfIRECEB] NRNT[AITORIREVEZI Y ILET,
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3

d REANICEHD vCenter Server L RTFABHBBEIE. P ATALAZEICZOTACREHRBURLET,
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ZExROAT Y REAT VR SAUNSRTTBHIEMTEET,

Windows

Windows T(3. service-control I~ > RIE VCENTER INSTALL PATH\bin [CHUET,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService
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service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

Platform Services Controller W5 h X% AGIBBEE#{FERT 57D AT A
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Certificate Manager V—Jbld, RIZRTLDICATU R SAUPOHRITTEET,
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat
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IEMEIETFT HLOKDS 7O T LD vSphere Certificate Manager S RRENET, XRESh3 7007
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ALBEEELET.
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3

VMware, Inc. 102



vSphere D+ U7«

RORFY T

AAEDEE|REZRITLET,

SERAER M T7ADEFETE S)L— FIAEDEMN
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IO SSLEIAE L. HEICHELUTYUa—2a3y - -JIRAEZCOFRABDEAMEMPELEEHRAE
ER

Platform Services Controller /5 M h A& ASEEAZEDEHN

Platform Services Controller 5, hR&Z A X2 SSLEAZES XUV N RS A V) a—> 3> 21— —3[88
EEIMBEEINTITEMTEET,

BEE. S2VR—FRbDOT Y SSLABEEABEWRZ S5 THATT, YUa— a3y - —fREELY
AF 2 (ICEWZEEICLET.

f

REM

an|

[

BERADRIMBAEDIPAEEZELZEK (CSR) ZEM L ET . CSR 4 d 5IC(4. Certificate Manager Z1—7
4 )T 4 &#FEALET, Platform Services Controller 37 2 € ATE 3 BFIEIAES LVOTSAR—~ +—
ERWMLUET,
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FlE
1 Web 75909 TxMd URL #15%E L T Platform Services Controller (C#E# L £,

https://psc_hostname or IP/psc

#HAIAHKT T OA Tl Platform Services Controller 7R X & E7/=(L IP 7 R L X(Z vCenter Server @
RAMZEREFIIP7RUVRERLTY,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEJIL—TDRID A > /N\N—D1—H
—BENRT—RERELET,

AVAS—IVEICELS RAAL ERE LEHE(E. administrator@mydomain ELTOd4 > LET,

3 [EFEEE] T. [GIFAEDEE] #2IRL. Platform Services Controller ® IP 7 RLUAF/(FRA MEZE, O
—HIL RAALDEEE (57 4/ TIE administrator@vsphere.local) D1—H—& L/ T — R
ETL. FEE1ZE22JVvoLET,

4 TUVAAEEBEMADSICIIRDFIEERTLET,
a [XIVARE] 4 T7EERL. BEMAHABREEI v I LET,

b [EB&#Z]>[SBIDIEICI Yy I LTABEF—vaB&HRZ. [BRIZ/VvILTTIM4R—F
F-EEESHMAET.

5 VYVa—2aryi1-—Y-iAZFEZEEHASICE. ROFIEZRTLET.

a [YUa—2aryi1-—Y—iHE] ¥ 72ERL. IVR—RVMHD 4 DOAAEDS B, RYIDIAEE
=0y o LEYS B [w>D,

b [E&=#hZ]>[ZBIDIEIC Yy I LTABREFz—VEBEHBA, [BRIZIVVILTTSAR=}
F-EBESHMIET.

¢ RLCIYR=F2bDEY 3 DOFAFCHLT. ZOFIEZHEYRLET,
RODRT T
Platform Services Controller D3 —EXZBIEEENL £ 9. Platform Services Controller ZBi£Ehd 5. £
EIERDARREIAR R SAUDORTTDHIENTEET,
Windows

Windows T(3. service-control 1< > RI& VCENTER INSTALL PATH\bin [CHUET,

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad
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vSphere Certificate Manager 1—75 « U 5« ICK B RIEAZDEE

vSphere Certificate Manager A—7 4 UF s ZERAT 5 L. FEAEDIBAEEEY X EAT K A4 2D
SMERERTRITT S EMTEET, vSphere Certificate Manager Tld, 179 %49 R U LIBAEDIFFR/R E
DEREANT IEEANPVECIGLTRREIN, TOBY—EXDBO>/ZABILESNTHSEEIN, SIBRENES
B2 OENET,

vSphere Certificate Manager R ¥ 554, 1—H—5 VECS (VMware Endpoint fEBBEX b 7) IZFERE
ExRELEY. Y—EXDRBEFIEEZITOVLELIHY EHA.

vSphere Certificate Manager #R179 5711, X TEEMZ TOCRICDNWTERT 2L H(C. FHT HHSE
EAFLTLEE,

vSphere Certificate Manager Tld, 1 LXXJILDERYELBYR— b2 ES, vSphere Certificate
Manager & 2 ERfTL. B> TREBZELAZLICKMVEEE, 2 BDRTOO EORIMORTIIERUBET &
MWTEEHA,

ZDY—=I)lE, RIRTELDICATV R AV TERTTEET,
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

FlE

1 HOABAEOBRITICES. BRRICKRTINBEORYEL
vSphere Certificate Manager Z{Ef L CAIBEDEBRFE RITT HRIC. SIAENEZMA SN DI,
IREDFIRAEDIRRED BACKUP_STORE R b7 [CH&#ENE T, REBRICHRITLLNBZRIYEL T LU
RECRTZENTEET,

2 TRTOAHEOU vk
BEF D vCenter sEFAE TN T% VMCA [CL > TEREIN/FIREICEEMZ B (CIE. TRTOFFHREE YL F
ToarEFERLET,

3 HLWVMCA JL— FMIREDBERB LI N TOIHAENEE]Z
VMCA JL— MEBRZEZBER L. O—H)L 22O SSLAAES LUOA—-N)L VU a—23>0a—Y—3l
BE%Z VMCA EAFHEAECEERZDIENTEET, JIVF/—ROF7OA4TE. ZOA T a>
T vSphere Certificate Manager % Platform Services Controller F TEIFLTHS. BEZDOI—T
AVTAZEMMDITRTOD/ —RETEFTL., [RYV0 ssSL iIAE%R VMCA AELESERZ3Z] BXIO
[VUa-vavo1-¥-iREE VMCA FHRBCES]AZ] Z2BRLET,
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4 VMCA =% [FRELB (29 % (Certificate Manager)
Certificate Manager 2—F 4 UF 4670 7 MIiE>T. VMCA #F R CAICT B EMTEET.
TOtEZAD5ETH. VMCA [T R TOFRABPECKELBF 1 — > TELRLET., LELFEIL Certificate
Manager AL T. BEDITNTDIIAEEL VMCA BN EIHEICBEMI DN TEET,

5 "R AFRAZEICKDTRNTODIBAEDE X (Certificate Manager)
vSphere Certificate Manager 1—7 4 U T s ZERAL T, IXTOBEEZ N RS LAFIAEICEEZ]Z S
ZEMTEET, JOLREBODEIC. CAICCSR 2XETHHENHY T, Certificate Manager %
FALTCSR #EmTEET,

HOEIAZDOBRITICL S, RERICEITSNIBEEOBRYEL

vSphere Certificate Manager #{#f L CTAIBAEDOERBIREAZRITT RIC, (AAENBEEHRZ SNDFIC. IRE
DIFEEAZEDIREED BACKUP_STORE R h7 ITHEINISNE T, mREBICKRITLALEZTVEL T, LBIOREICE
ToENTEET.

A BUEUEREICKY, IR7E BACKUP_STORE RICHBAHDMNUARTENET, 2 DDOEMDIF T3>
Z{FH L T vSphere Certificate Manager #®1TLTWT, BYBLETOHE(E. REDBRIEOHHELYE S
nEvy,

TRTOIARAZEDY Y b+

BE7ED vCenter SIBAZE TR TE VMCA [CE > TERINHAE(CEESHTRA B (2L, TATOSEHREE Y 7
aEFERLEY.

ZOATarEFERTSE, REVECSICHBNRY ATRENTANTLEEZEINET,

m  Platform Services Controller / — K Tld. vSphere Certificate Manager #{EH L T, JL— MIBEEDHE
ERE. PV SSLABBESLUY Y Y Y a—v 3y A-—Y—BREOBEBRIETAET.

m &I/ — RT3, vSphere Certificate Manager #EHL T, ¥ > SSLAFAEEIRTDOY Y 21— 3>
A—Y—FIRAEEBEEMADEMNTEET,

n  #HiIAHT TOA TIE vSphere Certificate Manager 2R L TIRNTOFRAZTLZBES|A S EMNTESE
ER

EDFIAEDNBEERZI ONDIDIE. BIRT DA T a VICK>TRAVET,

LW VMCA JL— FEAEDBERBE LV IRTOAAZTOBEE X

VMCA Jb— FEIBRZZEBAER L. O—HhIL 2D SSLEAZEELUA—N)L YU a—2ayO1—Y—5RE
% VMCA BEEMEMPAZICEEMRADIENTEET., YIF/—ROT7OA4TlIE, ZOF T2 32T
vSphere Certificate Manager % Platform Services Controller t TRITLTH S, BEZODI—FT 414U T+«
DT RTD/ —RETRITL. [YYvn SSL 5FBAE%E VMCA IHAZELE#HRZZ] BLU
[VUa—vavml1—Y—iIBAEE VMCA FFEAECBEEMz3] ZEIRLET,

VMware, Inc. 106



vSphere D+ U7«

ZOavy REETTSE, vSphere Certificate Manager [CKU/NNRT — REXVEIBAZEERD AN ERKDD T
OY7hDBERREIN. NRXT—RUADTRTOERD certool.cfg 77 A IIITRESINET. TDE. H—E
ADIEIE, TRTOIAAENDBERZ, BLXUOTOCROBREVBEHTITONET., KDIBFBROAHDBKOSNE
ER

m administrator@vsphere.local ®/XX7T — K,

n 2NFOEKI-R

n SHH

U 26 22

n HEEREA

LIS

m Hbis

m IP7RLR (X7 3))

n BFA-I

n RRAME GIABZEBEMADTIVDRLEM AL FR)

m  Platform Services Controller ® IP 7 RL X (AX 2 REEE/ — RETEITLTWSIEES)

R

HLWVMCA BEZFEAEEERT S0 FODN ZBEL TEKBENHYET, D TO/NT 1 (FTA
T 774N P THERMEESNLEICRVES., IPTRVREA TS 3> TT,

RORTY 7

RIVF/—R F7OA4TIL— MEIBBEEABEHZ /-%1F. SE80D Platform Services Controller / — RZ&{ER 3
53 RTD vCenter Server - TH—EREHBIRLENTIHLENHY FT,

VMCA ZFEREIFEICT % (Certificate Manager)

Certificate Manager A—F s UF o707 MIt>T. VMCA ZFfE CA (LT AHIEMTEET, 7O
TADETE. VMCA [FT R TOFRIAPEICEELF I — > TERALET. LELFEIL Certificate
Manager 2R L T, BEOITNTOIHAEL VMCA ELEAECBEMA DI LN TEET,
vSphere Certificate Manager T CSR #4 kL. JL— NEBAE (PRIREE) ZRETS

vSphere Certificate Manager #{#f L CAEBAEERER (CSR) #EMTEET., CDCSREIV Y —T54
REEINDRIRD (CA) ITEELTEREEKRLET, BEMEDIPEL. Y R-—PFEINTWBIEIELEH
BEBEEMA O A THERATEET.

m  CSR [ vSphere Certificate Manager R L CTERTE X7,
B CSREZFHTHERT I5EE. BRDEOICEMT IHAPEILUTOEGHEZRBZLTWILENHYET,
m F—HAX: 2048 Ev UL
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s PEM ERK. VMware T3, PKCS8 88XV PKCST1 (RSA F+—) BHR—bENnFEd., VECS [LEME
NizF—(3. PKCS8 [CEH|ENE T,

m x509 X\—r3> 3

. NRYLGERFEZERALTVWSEHE. IV— EIAEORERDILRE true ICREL. AIAZTDERZEH
D—EICEDILENHYET,

s CRLOBREEFEMIILTILZEL,
L] ?ﬁgﬁ:‘: {Eﬂq/ﬁlw_{; 77’(7\/ '\un.nIEit_{j:-'j-_/\uLnIE%EébchL\—c< t_é(r\

. AEF ORI ICHTHLZHIRE S Y EHA. VMware 225ERF (VMCA) TR, 774V T
OpenSSL MEAENEY., ZDHE. 10 BORRAZTELLYET,

B UAI)RA— RELFEHDO DNS BEERALLARZEI T R— SN TOEEA,
. VMCA ORBEREARBIERTE EH A,

Microsoft Certificate Authority OfERBIIZD W TIE, VMware OF Ly o X—XDFEE 2112009 D
[vSphere 6.0 T SSL sIFAZ#ER T 5726 Microsoft BEFET > 7L — b EERT 51 E258BL T
7ZELN,

AR SR

IEMEETFT HLOKDS 7O T M1 vSphere Certificate Manager S RREENFET, REESn3 707
M. FRAREL BERZDIABEDIA TICEH>TERVET,

CSR DERMEMTIE., administrator@vsphere.local Z—H—D/XR T — R, E/=(3#E#H%ED vCenter Single
Sign-On RAA 2 DEBENRKOONET,

FIE

1

vSphere Certificate Manager ##E8)LC. A7 3> 2 #ZFIRLET.
BEZDF T 3 EERLUCAIAEDBEEH]Z TIE7E< CSR DAERETVVET,

INAT—RZEZEELET. £/, EXREINEHESEL. Platform Services Controller @ IP 7 R L A F =37k
ANBEEELET.

F7 a1 &BRLTCSR #4m L. 7OV 7 MIGELET,

TOERAD—8ELT. TAL I NIERETIVENHYET. BERMROIAE (F.csr 77 M) &FF
BT35F— T774)L (x.key 77 4J)L) L. Certificate Manager IC&>TTF 4 L7 FURICERBENET,

ERZDEDICFIBEETI VY — T4 XEIIHEDRERF (CA) ITEEFEL. 77 AIVIC
root signing cert.cer &W\D&RFIEFTET,

THFAN IT A TROLD [CAIAEZRAELET.

CA intermediate certificates
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6 774J)%& root signing chain.cer WD AR TRELET.

RORTY T

BHEDI — MEEEF 1 — > IV — MIEBEILEE®RZAET. VMCA L — MEBBEZHRY AZLMHAECTES
Wz, TRTCODIABETCEEMASHESBLTSEZ,

VMCA )V — FEBAEZ W RS AZAIAE TEZMZ., IRXRTODIAHAETEZTHRZ S

VMCA )L — hEEBAZE (L, REAEF = — >~ IC VMCA FREIEIEAZ L L TEEND. CA BB EFAAEICESHRZ
HENTEET., FERMIS, VMCA [CE>TERESNDIRNTORREICE,. BEBFz—VDBEHONET,

HAAHA R b —)LRIAER Platform Services Controller T vSphere Certificate Manager #®47L T,
VMCA L — FIBAZEAE h XY AEZIIRECESRZE T,

vSphere Certificate Manager IC& U, ROEBREIRETDLDICKOENET,

AR SR
m CSRZHERLET,

m  CSR [ vSphere Certificate Manager Z{FR L THEKRTEE . £5HBL TLEL), vSphere
Certificate Manager © CSR #4%m L. JL— NEIBRZE (FRIFRAR) 2HET S

n CSR ZFHTHEAT DI5E(E. BRDLOICEMNT HFAAZELUTORGEZBIZL TVWLILENHYET.
m F-HA4X: 2048 Ev hEE

s PEMERK., VMware T(d., PKCS8 XU PKCST1 (RSA +—) ¥ R—bENFET, VECS (LB
mEn/zF—(3. PKCS8 [CEM|EINET,

m X509 NN—>3>3

. HRYLFERAFEFERLTVSHBE, )L— FEIAZEORIABDILRE true ICREL., ARAEDELZE
BEHO—EICEOIVLENHYET,

m CRLOEZEEZEBEHICLTILEE,
. HORF—ERIECE. I5A4T7 2 MREELEY —N\RERIEZEDBRNTS LS,

m FAETF IV ORZICHRGEHIREH Y EHA. VMware B3EE (VMCA) TlE, 7740 KT
OpenSSL BMERENE T, ZDHE. 10 BDMBRELZVET,

. TAI)VRA—REEFEHD DNS B2 ER LIGERERIYR—bENTOEEA,
. VMCA OREERFARBIERTE EHE A,

Microsoft Certificate Authority OERFIIZD N TIE. VMware O F Ly P X—XMD5FE%E 2112009
® [vSphere 6.0 T SSL SIBAE#ER T 5726 Microsoft REIET > 7L — hEERT 5] 55
BLTEZE,
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B H—RN—F 4 FEEFII—TS54 X CANSIBEEZ (TR /=%, TOAAEEYE VMCA )L — ~EEEA
ELHEAEL. VMCA - MEAENR T E D TEARTF T —EELE T, vSphere Certificate
Manager T CSR 4 L. JL— MEERAE (FRRAR) 2HAET 5 25HBLTSESI,

n PEGEREZNELET,
= administrator@vsphere.local ®/XZX7 — K,
B = FDEMEARY LAGEAZE (.crt 774)L),

m )L—bDETHAHRY L F— (key Z74)),

FIE

1 Platform Services Controller M#E#AHIA > X b —)LE /=137 E8 Platform Services Controller £T
vSphere Certificate Manager #i#28L. #7232 ##IRLET.

2 FT72ar2E&BRUTABPEOBEMAZEZMKL. 7AVTMIBELET,
a IERICHEWV, JL— PEERED 7L/ RERELET,
b FAEEMOTESHRZIDEEICIE. Y2 SSLABAEICFERAINDBEROANERDSNET,
ZDERIF. v DB FQDN 5%, certool.cfg 7 7 A IIRFEINET,

3 TIF/ =R FTTIOATI—FIAEEZEZHRZ DBEE. TXTOD vCenter Server TH—EXREHILHT
BHENHYET,

4 TINF/—RFTFAOATIE. #7233 (X220 SSLEBAES VMCA SIBAETEEHZ D) &4 723
6 WMCAGIBRE(C LDV Ua— 3y A—HY—FIAEDEZHZ) ZFEHAL T, & vCenter Server 1
VA VATINTOIBAZEABEEMAET,

SFBAEEBEEZ 5 L. VMCA e/ F 1 — 2 TCELLET,
RORTY T
RIBICK>TIE DB EDARNSEESRADVEICLIIGENHY ET.

B FIEAEE IR TCEBESBRIDIEMEERY > —THEESNTWBIFEAIL, vmdir JL— MIBEEEBEEHAET,
#S5BLT/EE, VMware 74 Lo ) H—EXGRAEDEEHRZ

m  VvSphere SXBENST v 7L —RTBBEE. HEITHEL T vmdir BD vCenter Single Sign-On FEEA
EEBEMZET, 2BBL TSN, BATE— RBETO VMware T4 Lo b —ERGIRAENDE
oz

VMCA SIRREICL 57 > SSLAAEDEZ#Z (hRE CA)

VMCA Z/fE CA ELTERTATIVF/—K FT7OA4TIE, ¥ SSLEIAEZBRMICEZBRZ DLENDH
UExd., m#IC. Platform Services Controller / — R®D VMCA JL— ~EIBEZ @& X 9, KIZ. vCenter
Server /—REDABRELEZTRA T, BR2ATF 1~V CELZINLABRECTHIENTEET, ZDF T3
Vi, BHELEY., HRUNEES o/ SSLEIAEZEABEMI -DICHERTEET.
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BIED< I SSLEIAZAH L) VMCA EZEDIIAZEICE =X 5 L. vSphere Certificate Manager (C
L UKRDIERDKSD SN, Platform Services Controller ®/SXT—R&E IP 7 RLURZEBRLS ITRTOED
certool.cfg Z7AIVICANENET,

= administrator@vsphere.local ®/XX7 — K,

n 2XFOEZBI-FR

. SHE

= EBE

m HABEEA
n RAE

m Hbis

m IP7RLR (T2 3)
= BFA-N

. RRAMR THDOLAREECESRADT LV DOTLEM R A A L BRZ AN FQDN E—H LIRSS, i
BAEDBEMARELSETEY. RIRVAREDREICZLAERELSHY ET,

m  Platform Services Controller ® IP 7 RL X (AX 2 REEE/ — RETEFTLTWSIES)

ISt

B TIIF/—KF7OA4TVMCA IL— MEAZEEZBERZ -1581E. I TOD vCenter Server / — R&BER
MICHEHLET.

B ZOA T 3 ERELT Certificate Manager 22173 5720(2(F. ROEREEEBEL TWIHLENHY &
ER

= administrator@vsphere.local ®/XZX7 — K,

. FHLWVMCA E&HFEFMPEEELERT 57D FQDN, DTN TOTONT 4 [FBFIEES NA(E
T 7 IV PRESNETH. EENAIEETT,

m 48R Platform Services Controller Z{&R L 7= vCenter Server > X 57 ATRITT 515414, Platform
Services Controller DFRX FEZEEITIP 7 RL X,

FE
1 vSphere Certificate Manager ##&£8LT. 7> 3> 3 ##RLET,
2 7OYI7hCRELET,
1E# (3 certool.cfg 77 M IVICRTFESINET,
L]

vSphere Certificate Manager (<< > SSLEIAZ#EBEHZ £,
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VMCA GIRREIC KDY Y a— gy A—Y—iIAEDEZ#RZ (FE CA)

VMCA Z/f CA ELTERTATILF/ —RTIR YUa—r 3y A—Y—GBHAEZHERMICBEESHRI ZLEDN
HYUFET, m¥IZ. Platform Services Controller / — R®D VMCA JL— hEFRRZEBE#Z £, &RIC.
vCenter Server / — R EDIAZEEBEEZMMR T, REHLTF T —V TERINFEHMBPECTHIEMNTEET, 2D
FToavid, BELEY, BRUNBEEGo/=Y ) a—r 3y A—Y—HAEEBEMIS-OCHERTEE
ERS

I3

m JIIF/—RFFOA4TVMCA )L— MIBAZEBERAIH5EIE. TTD vCenter Server / — RZEBER
MICHESHLET.

B ZOATL 3 ERELT Certificate Manager 22173 5720(2(F. ROEREIEEBEL TWIHLENHY
ER

= administrator@vsphere.local ®/XX7 — K,

m 48R Platform Services Controller R L 7= vCenter Server > X7 ATRITT 515414, Platform
Services Controller DFRX FZEZITIP 7 RL X,

FIg
1 vSphere Certificate Manager Z&£8LC. # 7> 3> 6 Z&RLET.
2 JAOYI7BhCRELET,

HR

vSphere Certificate Manager IC&E> T, I RXRTOVYYUa— 3y A—Y—FIRAENEEBRIONET.

WA AGEBAEZEICK BT XNTORRAENDEZHZ (Certificate Manager)

vSphere Certificate Manager A—7 4 UF 4 ZFERAL T TR TDBEEZH RS AFIAEICEE]Z S EMN
TEET, 7OREHRDDHIC. CAICCSR ZXETHMENHY £9 . Certificate Manager ZEHL T
CSR #4EmTEET,

Y SSLAREDAHEBEERZ C. VMCA [CLoT7OEY sy yEnfEy)a—>ay I—Y—iIBAE%E
FRITHZEHTEET., YUa—ary I—H¥—FAE(E. vSphere aVR—3 > FEDBEICOMEAINE
ER

NWRY AR EEZFERAT 258 h XY ABAECRIEILENT 5%/ — k& 70E 32 I 0B NHUET,
VMCA T35 Z#i= VMCA EGQMFEABAEN O a = Jyandizd,. - —NINODIHELBEZH
ZABDVENHYET., FEICKDABZEDBEEHZ(IZ(F. vSphere Certificate Manager 2—7 4 U T 4 ZERT
5 CLI Z#FHATEEY., ;AEAEIL VECS CRFESNET.

vSphere Certificate Manager [CK ZFIEAEZEREKRDERK (H RS AFEAE)

vSphere Certificate Manager #{EHd 5 &, T —754 X CA TERLULZUNSRIBIEELZYTE
DAAZERERK (CSR) #AMTEET, YAR—FINTVWBIEIESAPEBEHMZ TO LR T, SHEEE
HAT&E%9d,

VMware, Inc. 112



vSphere D+ U7«

Certificate Manager V—Jbld, RIZRTLDICATU R SAUPOHRITTEET,
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

AR SR

IEMEIETFT HLOKDS 7O T LD vSphere Certificate Manager S RRENET, XRESh3 7007
M. FRARES BEWRZZIAAEDIA TICLEH>TERVET,

m  CSR OAREMTIE. administrator@vsphere.local Z—H%—m/XR 7T — R, F/=13EHED vCenter
Single Sign-On RAA VDEBENROHOENET,

m 5B Platform Services Controller 73779 5IRtET CSR 4K L T\ 51545, £®d Platform Services
Controller D/ RRMZFRIZIP 7 RLREROOSNE T,

m <32 SSLEFBAED CSR #4M T 5I21d. certool.cfg 7 7 A IVCRBESNTWSEAE T O/NT 4 AR
HONET, FEAEDT A —ILRT, T7HINMEZZIFANZY, Y4 NEBFDEEIEELIZYTEET,
< >®D FQDN BHETY,

Fl&

1 BERADETL VT, vSphere Certificate Manager #&£8)L A 7> 3> 12 FIRLET,

2 NRAT—REEELET, /= BEREINEBEE. Platform Services Controller @ IP 7 KL RE /= (7R
ALBEEELET.

3 AT ar1EBRLULTCSR 24/ L. 7OV 7 MIsE LT Certificate Manager 28T L9,

TOCRD—EREL T, T4 MNIEIBETIVLENHY £T. Certificate Manager &, ZDFT 4 L&+
VICEIRREEF— 774V EERELET.

4 FRTDVYYa—ary AI-—HY-FIAELEEMZ B1545(3. Certificate Manager Z#Bi2EIL £ 7.
5 F7 ar5&EBRLET.

6 NRT—REETLET, £/=. EXREINEHEIE. Platform Services Controller @ IP 7 RL X &E=(E7K
Ah2ERELET,

7 FT71ar1&BIRLTCSR #4p L. 7O 7 MIGEL T Certificate Manager ##£T7 L &7

TOCRD—EEL T, T4 LI MUEIBETHVLENHY £9. Certificate Manager &, ZDF 4 L& b+
JICEEAZ &+ — 77 AV ERBLET,

Platform Services Controller / — R Z &2, Certificate Manager (&Y 1 DDEIBAE EEDORT AR
EnFE9., vCenter Server / — R Z &2, Certificate Manager IZ& Y 4 DDEBAE EHFEORT BER SN
3
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RDRAFTY T

AAEDEE|REZRITLET,

HRY AFIBAEIC KBTS SSLEIEAEDEEHZ

<> SSLEFERE(L. &8EHE / — R, Platform Services Controller. 8&LUHRAAAT TAA DY /N—R 70O
FLH—ERICL>TERAENET, EY 2 UICEF. DY —EREDRETBEERIBT S/, ¥ SSLEE
BENVETT, &/ —ROIBAEELZHRY LAFIBAEICEEMZ DI EMTEET,

I3

BIAT BRIIC. BEROYL T EICCSR MEEL TWAMENHY £, CSR [E. vSphere Certificate
Manager Z{EFRALTERKRTHZ D, BARMICERT S EHTEET,

1 vSphere Certificate Manager MR L T CSR #4595 1213, vSphere Certificate Manager (2&£ %
SIAZEERERDER (WRYAGIBRE) 25BL TS,

2 CSRZBRMIICERTBICE Y- RN—FT 4 LB IS —-TSA X CAILEI L VDIRBTEEKRLET,
AAERRDEGEEHICTVLENHYET.

m F-HAX:2048 vy ~UE (PEMI>O—R)

m  CRT L

m x509 1N\—=23>3

m  SubjectAltName (Z(Z DNS Name=<machine_FQDN> BEENTWEHENH Y T,
n FFREELT TUIINER FSR FRBELPEENTVWILENHYET,

LHOFL v X—RMiEE [Obtaining vSphere certificates from a Microsoft Certificate Authority]
(2112014) HSEBL T ZE 0N,

FIE

1 vSphere Certificate Manager Zi&£8) L C. # 7> a1 &#RLET.

2 A7 ar2E&BRUTCABREOBEMAZEZMKL. 7OV T MIGELET,
vSphere Certificate Manager IC& U, ROERERETHLDITKOHOSNET,
m administrator@vsphere.local ®/XX 7T — R,
. BT SSL RS AGEAE (crt 77 4)b),
. HHETL Y SSLARY A F— (key Z774Ib),
" HRYA Ly SSLAREORMEERIARE (crt 7741,

B QIIF/—RTFTOAMDER/ —RTIT > RERTLTWSEAIL Platform Services Controller @
IP7RLZA,
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RORFY T
RIBICL>TIE. thOAEGARNEEEMADVLE(CLIHEENHY ET,

. AEEIANTEBEERZDIEDERERY D —THESNTWSHEEF, vmdir )L— FIAZZEES WA F T,
ESRLTSLZE., VMware 74 LI b U—ERGIAEDEE A

m VSphere SXBENST v 7L — KT 21BEF. LEIZS LT vmdir AO vCenter Single Sign-On EEEA
ErEEMAET., 2SBL TSN, BEE—RFRETOD VMware 74 L b H—ERFIBAEDE =
#az

HRIAFBREICLDVY 21— a3y A—Y—JIAEDEZRZ

Z< DLETIE, EERADPVLELEDDIEINERNST I RAIBER Y —EXDIBEDHATY ., =20,
Certificate Manager Tl&, VU a— 3> A—H¥—iBAEOEEB|ABYR— ML TWET, YUa—3 1
— ¥ —FY—EXDaL v 3TY, =& &L vSphere Web Client (CEIERIFSNAZTRTOH—ERHY
Ja—3y dA—Y—IIhUET. B8/ — ROF7O4 Tl Platform Services Controller tp~<s > VU
21— 3y A Y -PEESIVKREE/ —REOVYUa—23 A—F-0D7)L Ty hEEEHAET,

JYUa—3ry A-HY—HHEEEROOLNES, U—RNXX—F 4 CADREHBELKTNHEF T — R LE T,
ROEDEERICITEVET,

ARSI

FAT RIS, REBADTS Y TEICCSR MEELTVWSRHENHY £9. CSR IE. vSphere Certificate
Manager ZfEFH L TERT 2 EH. BARMICERT S EHTEET.

1 vSphere Certificate Manager #{§H L T CSR #4 k9 5I[Z13. vSphere Certificate Manager (2L %
FIRAEBREKRDER (N RS AFAE) 25BL T /ZE0,

2 &/ —RDVYUa—aryaA-—HY-CTC¢EIC Y—RNX—=F7 4 CAEEEFI V7 —T54 X CA DFIAZEEEK
LEd. CSR (. vSphere Certificate Manager 2B L CTEKT S LD, EBEBENERFIT LD
T&EEY. CSRIIRDEHZHITVENHY ET,

m F-HPAX:2,048 Ev bUE (PEM I O—F)
s CRTERK
s x509 N—=23>23

m  SubjectAltName (Z(Z DNS Name=<machine_FQDN> BEENTWEHENH Y £,
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B BVYYUa—23r A-Y-FAFICIEIENLS Subject PEBESNTOWIREDPHYET, &ALV
Ja—23> d1—H—% fl: voxd) HED—EDHANFEEHH LN TEET,

n FERELLT TUYIER FER FBESENEENTVILEDNHYET,

LDy X—XMDFEE [Obtaining vSphere certificates from a Microsoft Certificate Authority]
(2112014) HSBL T ZE 0N,

FIE

1 vSphere Certificate Manager ## 281 L C. A 7> 3> 5 &2FRLET.

2 FTar2&BERUTCEPHEOES WA EFAKL. 7OV T MIGELET,
vSphere Certificate Manager &Y. RDOBEREIR/RETDLDITKOHONET,
= administrator@vsphere.local /XX 7T — K,
m Y2 VYUa—3r A-Y-DiHEELVF—,

m  vSphere Certificate Manager % Platform Services Controller / — R ETRITL TS EHEAEIL. <
oY a—vay A-Y—DiHBAELT— (vpxd.crt XU vpxd.key) ERODZB A vE—IhK
RENFET,

m  vSphere Certificate Manager 258/ — R £ /I3 AAHT TOA TRITLTWBHBEF. TXTDOY
Ja—ay A—HY—DIHBEES LI+ — (vpxd.crt LW vpxd.key) DTV £y FEKRKDHD Ay
T—UPRRINET,

RORTy T

vSphere S.X BENS 7 v 7V L — RT 21581, LEITIE LT vmdir RO vCenter Single Sign-On iEE %
BEAET. BEAT—REBETHO VMware T4 LI M) Y —ERIBAEDEBE BRI EZSBL T ZE 0,

AEAEDFEHTHOEEZBRA

—EDIIEIAIEE, LA 1TBEDY Y 1—r a3y AV —SREODAHEBEHZ 15872 £ Tl vSphere
Certificate Manager 21—« UT 4 (IERTEEHA. ZDHBE. APAEOEEBZIDA VA M—IVIZEENT
CLI Z2ERTEET,

H—ERDEEBELMELEICDNT

FHCLDAATESMAFIEO—ETIE, IRTOY—EREFLLTHS, SAEAN VTSRS VF v EER
THEY—ERDHERRT HIVEDBHYET, RELEZLEIY—EREFLETDE FO 5 A LAERIMETE
£,

ROFACENET,

n NTVy o F—ETSAN—F F—DORTPOAAZTEH LS ERT HLDICT—ERZFLETHILELER
huo
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. BEENSTALOVENEES. HILWIL—MIBEZEBMNTSEE(Y—EREFLETILEEIHOYERTA. H
WNL— NEEBRZE(IERFIRE/R T, TOMAZELEFERAL T EHREITNTCOY—EREFIATEET. KR+
EDETHBENRETH I E2MET S0, IL— MIAZEZEBMULRZZ5TRXNTOY—ERZEFEILEL. <
[CBRALET.

n REBEACEHOERENSNDSEE. HILWL— FEIBREZEMY SRICY—EXZFLEL, BMBEDLOS
Y—-—EXZBRALET.

B RDYRVERTTHEFICH—ERZEIELET,
m VECS TvY Y SSLEBREEAIEENDY ) a—> 3y A—H—BAEFHIRKRLET,

s vmdir (VMware 74 Lo kU $—ERX) TYUa—ary A—Y—-jRELZESEIET,

RO VMCA EZ&AMEAFTICKSEHFD VMCA ERAF AT DEERZ

VMCA )b — FEEBAZE DB ZERRDSEM N T WS D, FFZDOMOEHTIHAREELEESMA DIHEICE. LWL
— bEEAZ ZERK L. VMware T4 Lo YU H—EX(TEBMTEET, FHLWIL— RIRAFEEZERINE FHLW
TV SSLABESLUNVY ) a—2 a3y -V —IBEEERTHIEHTEELT.

%Z< DiBA. vSphere Certificate Manager 1—5 4 U5 4 2FERAL CAIAEABEHMZI ET,
HMAFESAVERBRICIE. O FUFESBISHE. CLI O REFERLUTCEBEDLY FMEITRTESH

ABBBNEFIENFRICONYET, HDWNE RATEIRIOFIEEZFERL T, ERIOMBREOHEBEHZ
BT EDHTEET,

AR
administrator@vsphere.local £7z(3 CAAdmMIns Z)L—7RDMD 1 —H — DA MEFREEER S R/ & EITT
&% 3., vCenter Single Sign-On Z)L—7 DA /N—D1BI #5BL T /ZE 1,

FE

1 #ED VMCA E22M4E)V— bEEAZDAERK
certool CLI ZERAL THL ) VMCA ERfTEFABAEZLEML. TNS5Z vmdir [CETLET,

2 VMCA ZE&FFEIRAEICLSTL SSLAAEDEEHRZ
VMCA E&f& )L — MEAZEEH L ERLIZS. BERADTRTOY S SSLABAELZBEEMZA S L0
T&EET,

3 R VMCA EAMEFAREICLSDV a—2 3> IV —-IHREDEEEZ
Y SSLAAEEEEMA LS. IRTOVY Y a—2 3y AV —FIAEEEEMRA D ENTEET, V
Ja—23> A—Y—HEEIBENTHILENHYET. ZZTO [FH] &3 BHERPBUNTE ST,
SBAZICESEND ZTOMDIERNIMAEA V7S A NS IF v CHERASNTWVENWZ EEEKRLET,

4 RBEE—RFRETOVMware T4 Lo b Y—EXFIAEOBEEHZ
7w 7O — REC, BERIC—EIZ vCenter Single Sign-On /N—2 53 5.5 & vCenter Single
Sign-On /N—2 3> 6. X DEADSENREICHDZEMBHY ET., TDHE. vCenter Single Sign-
On#—ERMPERFTINTWNS/ —RD SSLIABAEZEERZ H55(E. BMOFIEZRTTLT VMware
Directory Service @ SSL ZIFAEZEZMZ HNENH Y ET,
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RO VMCA BRIV — MEIAEDAERK

certool CLI AL TH L) VMCA ERHFEABELER L. TNS5Z vmdir (CRTLET,
RIVF/— R F7OATIE. Platform Services Controller T)L— MEBBEDERIT Y RERITLET.
FIE

1 HLLWECBRIAPRESLVOTSANR—F F—ZERLET,

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config
<config_ file>

2 BEON—MEERAEEZHLVARECESHRIET.
certool --rootca --cert <cert file path> --privkey <key file path>
ZDaAX Y RIE EIAEEAR L. EOIAEZE vdir (LEML T, VECS [TEMLET.
3 IRTOY—ERZEFILL. FAREDHERK. TEFE BIUAM—C 0BT L -—EXZMIBLET.
Y—EX%IE. Windows t & vCenter Server Appliance FTEAGU 7,
Windows
service-control --stop --all
service-control --start VMWareAfdService

service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 F7v3>) #HLWIL—EEEAEZ vdir ICRTLET.

dir-cli trustedcert publish --cert newRoot.crt

ZDIAXRY FERTTDHE VvMAIr DIXRTDAS Y RY VADIEBICEHENET. COXDITETLENS

A INTDA Y RY Y ANDRECIERBDPNEZEBHYET.
5 IXTOY-—ERZBRLET.

service-control --start --all
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Bl : #FRD VMCA ELM4E)V— MEEAZDER
ROBISE, BREDIN— b CABEREHERL, V- MIRAEEBERT DLODTLEFIEERLET,
1T F723>) VMCAL—hEEAEZ—EBRRL, SIAEANTHICEENTVS I LEHRLET,

m  Platform Services Controller / — RE/IZHBIABA VA M=)V T, ROLDIZEITLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca
B BB/ —RT, ROKDCEITLET GIERA X =),

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca --server=<psc-

ip-or-fgdn>
HAOBROLDICIEVET,

output:

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
cf:2d:££:49:88:50:e5:af

2 (F732) VECSTRUSTED_ROOTS X h7DHBRE—ERTRL. TIICRRESNDAHED L U7 ILE
F& FlE1OBENELEBRLET,

VECS 8 vmdir Z7R—1U >4 37, 2O a< > K(E Platform Services Controller G E®B/ — ROEA
THEBEL T

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list --store TRUSTED_ROOTS
-—text

JV— REERRED 1 DT ORI —RATIE, BAFROKISITHEVET,

Number of entries in store : 1

Alias : 960d43£f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert

Certificate:

Data:

Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

3 #HLWVMCA V- hEEAZZERK L £, FIBAED VECS & vmdir (VMware 7« Lo bYU H—EX) @
TRUSTED_ROOTS X b7 [CIBMENET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca --config="C:\Program

Files\VMware\vCenter Server\vmcad\certool.cfg"

Windows Tld, A< RMBF T 4L ED certool.cfg 77 A IVEFERT B8, ——config 3+ T 3
~TY,
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VMCA E&MEFAEICL ST SSLAAEDEE MR

VMCA Z&M &/ — MERAZZHLERLLS, RIEADITRNTOY > SSLAAEEZEE MR D ENTEE
ER

EITUICE. MOY—EREDRETBEERIRT 5720, ¥ SSLAHENVLETY., VILF/—RIRET
(F. &/ —RTY Y SSLAIBEAK I RERTTI2HENHY ET ., 78D Platform Services
Controller #{Ef3 % vCenter Server @ Platform Services Controller #2883 5(2(3. —--server /XT A
— 5 &=ERALET.

BIIRSRM

FTRTOY—EREEILEL, SBEOGEELVR N —PENBT 2 —ERERIAT DEBN TETNET,
FlE

1 HUWIBAZAMELT BT TEIC. certool.cfgDOaE—% 1 DERLET.

certool.cfqg [FRDBATTRDOIFT B ENTEET,

os AV
Windows C:\Program Files\VMware\vCenter Server\vmcad
Linux /usr/lib/vmware-vmca/share/config/

2 RUVOREEEHMBAALCE (FQDN) Z2EHBLIIC. BEXLVDARILAERT 7 AV ERELET,

ToDIP 7 RURICHLT NSLookup 2R1TLT. &AID DNS URXMERRL., Z74INDRANEZT
A —IVRTZDEFIZFERLET.

3 BIFANIC NTVY o F—LTSAR—F F—DT7 74 X7 LAAZTEER L. W RY T A XLTHER
TZ7AIVCELET,

B

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --
config machinel.cfg
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4

il :

2

IRTCOY—EXZEIEL. FIAEDER. GFE. BLXUOR NV —2C20NEBTHH—EXZMKLET.
P—EX%(E. Windows E& vCenter Server Appliance ETEGU £,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

L WEEBAEZE VECS (CEBMMUET,

SSLENLTEETAICE. TRTOIOAO—HAIIEIBBER M7I2, FILWBRENVETYT., RVYICEERE
DT> MJZEHIBRL, RICHLWI MU ZBMLET.

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert machinel.cert

--key machinel.priv

ITRTOY—EREBRLET,

service-control --start --all

VMCA EZFFEMPEICL BT VAHEDEZRZ

SSLEIFAZERDER 7 7 A IVEERR L. TDT7 7 AIIEREDT 4 Lo bJIZ ssl-config.cfg &L THRTE
LET.

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = <my company>
OrgUnit = <my company Engineering>
State = <my state>

Locality = <mytown>

Hostname = <FQDN>

<Y SSLEABREICF— RT7EAEBLET., Z0av >y REKEE/ — R & Platform Services
Controller / —RTEFLET, —-server A7/ aVIIHEHY EH A,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

BEDT AL MJIC ssl-key.priv BEXW ssl-key.pub 7 7 A ILDMERRENE T,
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3 HLWIS Y SSLAREEZERLEY, COMBAEIL VMCA [CL>TERENEY. VMCA )L— hEEAE
EHRAY LAFIAETEEMZ 558(1C1F. VMCA [T RTOMAEICREEHRTF T — > TERBLET,

Platform Services Controller / — R E7/(3FAHA VA M=)V T, ZKOLDICEFTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg

vCenter Server (484 > X h—J)b) DFE :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fgdn>

WAEDT 4 Lo bUIZ new-vmca-ssl.crt 77 A IDMERRENE T,

4 (F73>) VECSOaA T VEURREKRRLET,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

Platform Services Controller N\OBHIZLUTDO LD IZEY £ T,

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

vCenter Server NOHADILUTOLD TRV ET,

output (on vCenter):
MACHINE SSL CERT
TRUSTED_ROOTS
TRUSTED ROOT CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

5 VECSADYI > SSLABAZEH LI\ SSLEAIBAETEEMZAFEY., ——store & ——alias DfEIFT
THINRBEFHIC—HESEIVLENHUET,

Platform Services Controller T, &kDa< > FEFETLTMACHINE_SSL_CERT X RT7ADT >
v SSLEAIAEZEHLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSIL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias __ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv
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n FEE/ - REAEEFEMAZTTOACT, XOAY Y RERFTLT MACHINE_SSL_CERT R A7 A®D
NIV SSLEIREZEEHLE Y. FQDN (IX I U TEICRMED D, BV OIAFILRILICEHT S
BEDBHYET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

RORTFY T
FRALTWNS ESXi RRMDIIBBEEEZMZ B LEHTEET, [VSphere tFa2UTF 4] RFa AV NESREL
TL &,

RIVF/—R 7704 TIb— MIBAZEEBEEHZ /=143, 88D Platform Services Controller / — R&{FERT
53 RTD vCenter Server L TH—EREZBIELENTHIVLENHY ET.

iR VMCA EAFEFIAEICLDY Y a—2 3y A—Y—JIBAEDEZRZ

I SSLAAZEEBERAS, TRTDY I a—3ay A—Y—HAELBESHBIDENTEET, YU
—> 3y A —BRELIENTHIVENHYET., ZZTO (A L. EHERBYINTE ST, FAHEE(IC
SENDIZFDOMDIERMIBEA 7SR NSIF v THERINTWRNWI EEZEKRLET,

LE®E /) — RBEXUE Platform Services Controller / —RIZH BT YUa—2 3y A—Y—FHAEEE
EHZET, REE/ —RICHDMDOVY)a—2 3y I—YF—SAEDAEBEHZET, 488 Platform
Services Controller BH5EE/ — R TaAX Y RERTTHHBEIE. —-server NTA—FEFERLT
Platform Services Controller #EE L £ 7.

F: RBERGT7OA4T YUa—23> A—Y-iBREELJ AN BHEE dir-cli list DHEAIRTART
D/ —RDYYa—ay 1—Y-—PEENET, vmafd-cli get-machine-id --server-name
localhost #R{TL T, FRAbOO-HI 2> ID #BRZRELET, FYVUai— 3y I—F—0OLRFNIC.
TV IDMEENTVET,

AR

ITRTOY—EREEFEILL, SIAEDGEESLVR N —PEUEBT I —EXERAT 2 E /N TETNET,
Flg

1 certool.cfg®aE—% 1D/ ML, &l IPT7RLR DNS & BLUBEFA-ILDT 4 =)L REHK
LT, 774)LD%RI%E sol usr.cfg DL IMRBRICEELET,

ER7ZAOCRAO—MELT, ARV R SAUDOHBATICERAE T LI EMNTEET. TOMDIFERIL. VU
1a—23r A-Y-[CRLEHYEHA. TI7AINMOBEREET & ERENDARFICKVERIANELC DA
BEENHUET,
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2 BYYa—23raA-—Y—IZ . NTVv I F—LTS5AR=—b F-DT7740)L X7 LFAREEE/RL. hRY
RARXLIER T 7 AIVICELET.

Bl

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub
certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 &YUa—2aryi1—H¥-DEMERRLET,
dir-cli service list

AEAEZBEMA D LEICRENSG—ED ID 2FATEET, ANEHAEIRICKDICAHAVET,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

RIVF/—RF7AA4TYVa—3y A—YF—HED—EEZRRTSH&E. dir-cli URMDEAICTA
TO/—RDIRTOYYa—3y A—YF—PREINET, vmafd-cli get-machine-id --
server-name localhost #R{TLT. ERArDOO—HI T ID EZRBELET, KV Ua—3>
A—HY—DEFICE. > IDBEENTHET.

4 FTRTOY—EREZEIEL. FBAEDHER. 6EFE. BLUVAMV—CFNEBTE2H—-EREZRIBLET.

Y —EX&IE. Windows & vCenter Server Appliance L TRz U £,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 BYUa—3ari1-Y-0OBRFOBEEEZ. vmdir, VECS DIEICBEH]ZET.
ROBZ. vpxd Y —ERDFRAELZBEE|A 577EERLET,

dir-cli service update --name <vpxd-xxXxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

E: ovmdir OFIENBET|Z SNZTWVEWE, YU 2 —32 3> I—H—[F vCenter Single Sign-On ~
DN TEE A,

6 INTOY—ERZBRLET.

service-control --start --all

Bl: VMCAE&f&EVYa—23r A-Y-IHEDEHR

1 B&YVUa—23rA—Y—([INTUYI/TIZA4R—r F—DORT7EZERLET. ZNITIE & Platform
Services Controller DXL VAIAEI Y -BLUVKEE/ —ROXT L FEE/ - ROZEMY Y 2 —>
3> d1—4%— (vpxd. vpxd-extension. vsphere-webclient) DX7NEENE T,

a #HPHAATTAADT Y Y a— 3 A—H—F /(3 Platform Services Controller x> > v
Ja—3aryd1—H—0DF— RXTEERLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (7> 3>) 488 Platform Services Controller 2R LT 704 DHEE. FEEB/ — RO > YV
Ja—ay dA—HY—(C+x— RT7ELERLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
c BEBEB/—ROvpxdVUa—2ay 1—Y—([lF—-XTZEEKLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-
key.priv --pubkey=vpxd-key.pub

d &BEE/— RO vpxd-extension Va— 3y - —([CF—- RTEERLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub
e HKEHE/— RO vsphere-webclient Va— 3>y - —(CF— XTEERLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-
webclient-key.priv --pubkey=vsphere-webclient-key.pub
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2 % Platform Services Controller BLUVEEER/ —RDOY> > YUa—T gy A—H¥—-& FEE/—RD
ZEBMY ) 2— 3> A—Y— (vpxd. vpxd-extension. vsphere-webclient) (CFL N VMCA JL— T
BECL>TERGEINEY Y a—Y 3y A—Y—FHEEEERLET,

E: -—-Name NSA—FF—EBETHHIVLENHYET. vpxd £7/=(3 vpxd-extension 7mEDV Y 1 — 3
v IA—Y— RANTDOEAOEHDE, Y a—ar AP -—TLICEDIAEEAFRT 2ONDERL®T
<IEYVET,

a LI Foavwr R# Platform Services Controller / —RTERTL. ZD/—RDO<> > Y Ua— 3>
dA—H—ICVYUa—ay A—V—-FIHELZERLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-

machine.crt --privkey=machine-key.priv --Name=machine
b BB/ —FOIIrVYUa—3ry 1—Y—(CARAEEZERLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>
¢ BEE/—ROvpxdVUa—3y A-—Y—(ICHRAEEZEKLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

d HEE/— RO vpxd-extensions VU a— 3y A—HY—(CFIAEEEARLET.
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-

or-fgdn>

e ROOAXVRERFTLT, BEE/ — RO vsphere-webclient V) a—> 3> I—H—(ZAIAZEE 4R
LET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fqgdn>
3 VECSOVYUa—rzr a1—¥—itRAEE HLWYUa1—23» - —HEETESHEIET,
F: --store & --—alias /NTA—F(F, U—ERDT 7+ MNREEBIC—HIEIVLENHYET,

a Platform Services Controller / —R T, UFoa~x>» RERFLTY> Y Y Ua— 3>y A—H—3L

RELESHMAET.
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv
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b LUTOLDIC. &R/ —bDII Y VYa—2ary -V —fRELZEESHRIET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv
c BEB/—ROvpxdVUa—ary 1-—Y—iIHAEEZEEMAFET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv
d &BEE/— RO vpxd-extension V)a1— 3> A—Y—iIAEEEEHRRET.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-

key.priv

e HBEE/— RO vsphere-webclient Vai—> 3> - —JIAEEEESWIET.,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 #HLWYUa—23> A—HY—3SAZAFERLT VMware 74 L2 b H—EX (vimdir) #EF#H L £ 7
vCenter Single Sign-On B E /XX T — REKDHSNET,

a dir-cli service list #&f7L. YYa—>3> 1P -¢LI—BDODY—EXIDYT70v IR
BB LET., Zoav > RiE. Platform Services Controller £7=(% vCenter Server > XF A LT
RITTEET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96£f-00505689639%a
machine-6£fd7£140-60a9-11e4-9e28-005056895a69
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-extension-6£d7£140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69

g w N

E: KRBT T7OA4T Va—ary A-¥—iIBHELY AT SHAE dir-cli list DA
CTRTD/—RDOVYYa—-ay 1—Y-—DPEENET, vmafd-cli get-machine-id --
server-name localhost ZRfTLT. ERAMDA—-AIL v ID 28BRLET, FYJa—3
Y A-HY-—D&HEICIE. v IDBEENTVET,
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b Platform Services Controller ® vmdir [CHh D~ ViBAEEZBEH]Z T, =L &5
machine-29a45d00-60a7-11e4-96ff-00505689639a %% Platform Services Controller o~ <
v VYUa—2ary d1-Y-0iFs. UTOa<vy RERFTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96££f-0050568963%9a --cert new-machine-1l.crt

c BEE/—FOvmdir CHBYL VEABSEBEESRIET. LEXE
machine-6fd7f140-60a9-11e4-9e28-005056895a69 4% vCenter Server x> YV Ua—2 3
Y A-Y-0OHE. UTOaXYRERTLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d FEEB/—ROovmdir [ZHd vpxd VU a1—> 3y A—HY-iRAEFBEEHMRET, &I
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 S vpxd V) a— 3> 1—H%— ID DiFE. L
Toaxv >y RERTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e HBEE/— RO vmdir [ZH B vpxd-extension VU 1—> 3y A—Y—FAEEBEMIET. 2&£X
[£. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69 743 vpxd-extension ¥V J 12—
3> 1—H%—IDDHEE UTOaYY RERTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£fd7£f140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f RE®E/— RO vsphere-webclient V) a— 3> 1—¥—SIREZB=m2 T, KEZEL
vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7% vsphere-webclient VU 2
—23> 1—Y—-IDDFE UToavY ReRTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

RORFY T

% Platform Services Controller / — RELUKREER/ —REDIRTOY—EREZBEEHLE T,

BAE—RRIETO VMware 7« Lo bV Y—ERBAEDEETRZ

Ty Tl — RIS, BERIC—ERIC vCenter Single Sign-On /N\—2 3> 5.5 & vCenter Single Sign-On
N=232 6 X DEAVPEENTKRREICADZENHYET. TDHE. vCenter Single Sign-On Hr—E X R
TENTWS/ —RD SSLIEIAEZEEMZ D553, BMDFIEERFTL T VMware Directory Service @
SSLEIAEZEZEE MR DVENHY ET,

VMware Directory Service @ SSL ifBAZ(3. vCenter Single Sign-On # &% %2179 % Platform Services
Controller / —REDNY B2 24 V&2RTTBHHIC vmdir [CE> TERENET,
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ZN5DOFIEL. vSphere 6.0 / — R & vSphere 6.5 / —REZEDBEE— RBETEARETYT., ZNoDFIE
[IXRDIGEICOHVETT,

m  IBIEIC vCenter Single Sign-On 5.5 —E X & vCenter Single Sign-On 6. X Y —EXOWMANEEND
BE.

m vmdir F—#&2#E% 93 5k 5 (2 vCenter Single Sign-On ¥ —ERANBBE SN TN DHE,

m  vCenter Single Sign-On 6. X Y —EXNBRITENTWNSE/ —RDT 7 4L bD VMware £2iLF (VMCA)
DEZMFEMREEZ N RY AFIAECEEBRI D FETH D55,

F: Y-—EREBEHTIRIC. BERBRET VT IL—RTBLESEHOLET. VMware Directory
Service DRIAEDBEERZI—MRICEEHTEE A,
FlE

1 vCenter Single Sign-On 6. X H—EXMRITEINTWS/ —RT, vmdird SSLEIBAZE L F—ZFBEHIFE
ER

VMware 74 Lo ) H—ERFIBAZEDE B EZSBL TS ZE ),

2 vCenter Single Sign-On 5.5 ¥ —EXNRRIT=NTIVS / — KT, vCenter Single Sign-On 6. x ¥ —E X
MR EINDLOICEEERTELET,

a C:\ProgramData\VMware\CIS\cfg\vmdird DI RXTDT77AIENYITvTLET,

b 6x/—RKEDvmdircert.pem 77 A4/)OAE—ZERKL. ZOAE—DEATZE
<sso_node2.domain.com>.pem (<sso node2.domain.com> (& 6.x /—R®D FQDN) [CE®E

LET.

C BEEZELKEIREE C:\ProgramData\VMware\CIS\cfg\vmdird ICOE—FB5Z &ITL Y.
BEOEHIIRAELZEE WA ET.

3 HAEEZBEEWRASINTOYI Y ED VMware T4 Lo b $—EREZBIEEILET,

P —E X% vSphere Web Client »5Bi£ghd 5 &b, service-control AX Y REFERTHIEHT
EET,

HREZRIEE L TD VMCA DfER

VMCA L — hEEBBE (L. BIAE T = — Y IC VMCA BEEND T — RN—FT 4 D CA BB EAATICEEHA S
ZEDTEERY, FEMIS, VMCA [CL>TERS NS INTORREICE,. BE2AEFz—rDBEHONET, B
FOUREE. FILLERSNALARASTICESWMADENTEEY., COFECKY, ¥—RN=TFT 1D CAESR
FEAZTDOEFaUT 1 & BEMLENAIAEEEOFEESMEASDEONE T,

FlE

1 Jb—hEAEOBEH]A (R CA)

VMCA SEBREZ N RS LGIAEICEEMA SBORMDOFIEIL. CSR £4K L. VMCA [LRENSEIAEZE
W—hEEREEL L TEMS 52 &£ TY,
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2 T2y SSLAAEDEEA (hfE CA)
CADSERAFFEFMPAEELZEL. ThEd VMCA JL— MEEAZICL/ZE T, $XRTOY L > SSLEIAZEZE
EWMADENTEET,

3 VYWUa—raryi1-¥-RIEOEEHEZ (R CA)
Ny SSLEIAEEBEEBA LS, Y a—v a3y A—Y-AIAZTEBEEMA DL LENTEET,
4 VMware 74 Lo hU H—ERFHEDEEHRZ

FHLWVMCA )L — MIBEZFERTAIEEZREL. REO7OES 3 = JEICERAL TV VMCA L
— MIBBEDORTERERT 554, ¥ 2 SSLAAE. VYai—Tary I—H¥—5HE BLPNKDHDOR
Y —EXBIIAZEABEMZ ZVENHUET.

5 BAE—REETOVMware 7«4 Lo hJ Y—EXIAEDEEHEZ
Ty 7L —REIC, BERNIC—ERIZ vCenter Single Sign-On /x—2 3> 5.5 & vCenter Single
Sign-On /N—2 3> 6. X ODMANSENIREEICIEDZEMBHY ET. FDHE. vCenter Single Sign-
ONH#—ERMRITINTNS/ —RD SSLABEEEBEERZ H55(%. BMNOFIEER{TL T VMware
Directory Service @ SSL GIBAEZ B EMA S0 ENH Y ET,

J— hEEBREDEZ#RZ (R CA)

VMCA SERBEE N RS LGIAEICE S MA SBORYMDOFIEIL. CSR £4£K L. VMCA [CRENSFAEE N —
PEEBAE L L TEMT S &ETY,

EBDLEOICXET DABAER. ROBGEBLIVEDBHY T,
m F—H4X: 2,048 Ev L

s PEMERK. VMware Tld, PKCS8 5LV PKCST (RSA +—) U R—rENFET, VECS [TEME N
F—(3. PKCS8 [CEHENET,

m x509N1N—23>3

B WA AGIBAZEEFERALTVSIBE,. )L— MIBAZEORIBDILERE true (CREL. SIBAZEDEZEEHDO—
BICEOHHVEDNHUYET,

m CRLOZZBEBEHICLTILEE,
n HERF—ERIECE. IS4 T7 2 PREFAEFY —N\TIAEZEDLENVTSLEE,

n FEAETF I — ORI (CHARIIZHIRESH Y EHA. VMware 25/ (VMCA) Tl 774V T
OpenSSL pMEAENE Y. ZDHE. 10 BORBAELLYET,

B TAIVRA— RELIFEHRDO DNS BEFERALUARAZIE I R— S TOEHEA.
n  VMCA OitEFELBIIER TE EH A,

Microsoft Certificate Authority OEABIICD WV TIEZ. VMware OF L v P X—XDEEE 2112009 @
[vSphere 6.0 T SSL sIBAZ kR T 5720 (C Microsoft i/ T > 7L — b &R T 51 25BL TS
LY

VMCA (3, JV— MIRAZEZBEMA S L &I, AATORDBHERIELET.
m F-DOYAX:2,048 Ev FLLE

VMware, Inc. 130



vSphere D+ U7«

. F—OFER : EAZTDESR
n BEARFHW Tz S4T CA

FIE
1 CSRZAMLT. CAICEVET,
CA DIERICHEVET,

2 ZBAfE VMCASIBAEL—#EIC. Y—R NX—F 4 CAFERFI Y —T5A4AXCADRELHE CAF—N0
SENDABET 7 AIVEREL. TDOT7 74 )% rootcal.crt REDEHTRELE T,

hid. PEMERXDINTD CAGIAZZE—T7 74 /NVICOE-FTHZETITAET. VMCA GEREDIL—
b oir®dH T, Jb— b CAPEMSIRAE TR DD VLEDHY ET., fil:

3 ITRTOY—ERZEZEILL. SIAEDER. TE. BLXUR N —PEULEBT I —EREZRMBLET.
P —EX%IE. Windows & vCenter Server Appliance FT&E/aU T,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 BFEDO VMCAJL—b CAZBEH]AET,

certool --rootca --cert=rootcal.crt --privkey=rootl.key

ZOARVFERTIDE. ROVEPITONET,

n T7AN S RTLARNDREDH BHAIC. FHLWARS A Jb— FEERENEMSNE T,

m  VECS @ TRUSTED_ROOTS R bh7IZ. hRZ A J— MEEAENEBIMENET (—ERREORBR).
. vmdir [CHRY A )V— FEREMSEMSNE T (—ERBOFBRE).
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5 72 3r) vmdir VMware 74L&~ H—ER) ODITRTDAS VRY VRICEBRERET DICIE.
LWb— MEEBAEZ vidir IZRFTTL. E7 74D 7)) NREIEELE T,

i :
dir-cli trustedcert publish --cert rootcal.crt

vmdir / —REQLTUT—2 323 30 BEZICRITENET ., VECS (3 vdir [T DH L WL — ML
BBETZ77MIDR=U > T%& 5 RBEICRTT D/, VECS [T)L— MEEAZZARMISENT 24 E(FH Y
A,

6 (K7 3r) LEMISEEE. VECS DEHEZEH TEXT,

vecs-cli force-refresh

7 IRTOY—ERZBRLET.

service-control --start --all

Bl : J—FEIAEDEZHRZ
certool AV¥ Y RIZ ——rootca A 7> ar&IEFLT. VMCA JL— FEEBAEEZHRF AD CA JL— MEEBAZEICE
=MZET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca --cert=C:\custom-

certs\root.pem --privkey=C:\custom-certs\root.key

DAY RERTTSHE. ROMEBBITONET,

B 7N RATLARADIBEENH BBFIC. FHLWARSY A JL— MEBAESEBMENET,
s VECS ® TRUSTED_ROOTS R 72, hRZ L )L— MEIAEDEMENET.

. vmdir [CARY L JL— MEERAEDSEINENET,

RORT v 7

FTD VMCA )L— hEEAEFEEAER F 7 D ORIRTEET (RHORY > —TKROHSNTVBI58). HIRT 55
ABld. RONEGIREEEH I ILEDHYET,

s vCenter Single Sign-On B&IAELZEEMWZ FJ . Security Token Service SIRAEDEH £5HBL T
<FEEL,

B VMware 74 Lo ) H—EXRIBAELBEWZET. VMware 74 Lo M) H—ERFIBAEZEDB R
EHRBLTLSEE,
<YV SSLIABEDEZZ (R CA)

CANLERMEAREERFEL. TNZE VMCA L— hEEAEICL/IZER T, INTDOY I SSLAIREZEE#H
ADIEMTEET,

NSDFIEE. VMCA 2305/ E L THERT DAIAZEZEESMADBEEERNICALTY, L. ZDHBA,
VMCA 33X TOEAEICRE R F - TELLET.
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BEITVICE DY —EREDREMBEERRT 5720, ¥ SSLABENKLETY., VILF/—RRET
I, &/ —RTYL Y SSLAAEAKIOT Y FERITT2HENH Y ET, HMEBD Platform Services
Controller #{Ef 3 % vCenter Server @ Platform Services Controller #2B¥ 5(2(3. —-server /XT A
— Y EFRALET,

ARSI

£ SSLEIAEDMIHA. SubjectAltName [Z DNS Name=<Machine FQDN> WEENTWSHENH Y

1 FLWIIBAEZEHYELT B TEIT certool.cfgPIAE—% 1 DHERLET.

certool.cfg (FRDBFATRDIFAHZEMNTEET,

Windows

C:\Program Files\VMware\vCenter Server\vmcad

Linux
/usr/lib/vmware-vmca/share/config/
2 RUVDELEBHEAALZ (FAQDN) 2505 L5120 EXL VDRI AEBRT7 7 A IV ERELET,

XD IP 7 RLRICH LT NSLookup ZR{TL T, BREIO DNS UR RERRL., 77 MIDRARET
1 —IVRTZORMEFERALET.

3 BEIVUVIINTVYG/TIAR=—K F= T7A4IN RT7BLVIABAEEER L. W RITA ALEEBRT 71
[ELET,

B

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machine42.crt --Name=Machine42 Cert --
config machinel.cfg
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4

il :

2

IRTCOY—EXZEIEL. FIAEDER. GFE. BLXUOR NV —2C20NEBTHH—EXZMKLET.
P—EX%(E. Windows E& vCenter Server Appliance ETEGU £,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

L WEEBAEZE VECS (CEBMMUET,

SSLENLTEETAICE. TRTOIOAO—HAIIEIBBER M7I2, FILWBRENVETYT., RVYICEERE
DT> MJZEHIBRL, RICHLWI MU ZBMLET.

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert machinel.cert

--key machinel.priv

ITRTOY—EREBRLET,

service-control --start --all

¥ SSLAtRAEDEE#A (VMCA »HfE CA)

SSL EIFRZERDER 7 7 A IV EERR L. TDT7 7 AIIEREDT 4 Lo bJIZ ssl-config.cfg &L THRTE
LET.

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

<X SSLABREICF— RT7EAEBLET., 20av >y REKEE/ — R & Platform Services
Controller / —RTEFLET, —-server A7/ aVIIHEHY EH A,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

BEDT AL MJIC ssl-key.priv BEXW ssl-key.pub 7 7 A ILDMERRENE T,
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3 HLWIS Y SSLAREEZERLEY, COMBAEIL VMCA [CL>TERENEY. VMCA )L— hEEAE
EHRAY LAFIAETEEMZ 558(1C1F. VMCA [T RTOMAEICREEHRTF T — > TERBLET,

Platform Services Controller / — R E7/(3FAHA VA M=)V T, ZKOLDICEFTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg

vCenter Server (484 > X h—J)b) DFE :

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fgdn>

WAEDT 4 Lo bUIZ new-vmca-ssl.crt 77 A IDMERRENE T,

4 (F73>) VECSOaA T VEURREKRRLET,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

Platform Services Controller N\OBHIZLUTDO LD IZEY £ T,

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

vCenter Server NOHADILUTOLD TRV ET,

output (on vCenter):
MACHINE SSL CERT
TRUSTED_ROOTS
TRUSTED ROOT CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

5 VECSADYI > SSLABAZEH LI\ SSLEAIBAETEEMZAFEY., ——store & ——alias DfEIFT
THINRBEFHIC—HESEIVLENHUET,

Platform Services Controller T, &kDa< > FEFETLTMACHINE_SSL_CERT X RT7ADT >
v SSLEAIAEZEHLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSIL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias __ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv
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n FEE/ - REAEEFEMAZTTOACT, XOAY Y RERFTLT MACHINE_SSL_CERT R A7 A®D
NIV SSLEIREZEEHLE Y. FQDN (IX I U TEICRMED D, BV OIAFILRILICEHT S
BEDBHYET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

RORTFY T

AL TS ESXi RXAMDFIRAZEEBEMA D LB TEET, [vSphere tFaUF 4] RFa AV MESTREL
TLEE W,

RIVF/—R 7704 TIb— MIBAZEEBEEHZ /=143, 88D Platform Services Controller / — R&{FERT
53 RTD vCenter Server L TH—EREZBIELENTHIVLENHY ET.

Ya—=3r A-Y-FRAEOEESH]Z (P CA)
YLy SSLAIMEEBEMALS, YUa—Yay A-Y—ARELESRAL LN TEET,

£E®E / — RBLUE Platform Services Controller / —R[CHBT > Y a— 3> A—F—iIHELEE
M2 FT, FEE/ —RILHBMOVYU1— 3> A—F—IIREDAHEBEHZFT. 588 Platform
Services Controller BH2EE/ — R TaAY Y REETT BHE(E. ——server NIA—FZFERALT
Platform Services Controller 2 §EL £,

E: KERETT7OA4T Va—ary A-¥-iAELY A NS SHE(E, dir-cli list DHEAILTART
D/ —RDYYa—ay 1—Y-—PEENET, vmafd-cli get-machine-id --server-name
localhost #RfTLTC. FERALDO-HIL <XV ID #HREBELET. FYUa— 3> A—F—DAHIC(I.
RV IDPEENTVET,

AR SR

&Y Va—23r A-Y—iAZEICIARIED Subject BEEESNTNWDILENHYET, ILEXE VU1 -—
3> aA-Y—% fl: voxd) BED—BDHANFESDDLIENTEET,

Flig

1 certool.cfg®aE—% 1D/ ML, &l IP7RLR DNS & BLUBEFA-ILDT 4 —)LREHK
LT, 774)LD%RFI%E sol usr.cfg DL IMRBRICEELET,

ERZOEAD—ERELT, ARV R SAUHSARAEICREMFTEIENTEET, TOMDIFRE, VU
1—3r A-Y—-[CRYEHVEEA. T7HIMDEREERT & ERSNDEABRECIYVRIBEL B
BEMENHUYET,
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2 BYYa—23raA-—Y—IZ . NTVv I F—LTS5AR=—b F-DT7740)L X7 LFAREEE/RL. hRY
RARXLIER T 7 AIVICELET.

Bl

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub
certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 &YUa—2aryi1—H¥-DEMERRLET,
dir-cli service list

AEAEZBEMA D LEICRENSG—ED ID 2FATEET, ANEHAEIRICKDICAHAVET,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

RIVF/—RF7AA4TYVa—3y A—YF—HED—EEZRRTSH&E. dir-cli URMDEAICTA
TO/—RDIRTOYYa—3y A—YF—PREINET, vmafd-cli get-machine-id --
server-name localhost #R{TLT. ERArDOO—HI T ID EZRBELET, KV Ua—3>
A—HY—DEFICE. > IDBEENTHET.

4 FTRTOY—EREZEIEL. FBAEDHER. 6EFE. BLUVAMV—CFNEBTE2H—-EREZRIBLET.

Y —EX&IE. Windows & vCenter Server Appliance L TRz U £,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 vmdir NOBEFEDORIRAZEEE]A. RICVECS ADFIREEZBE WA ET,
YUa—=23r A-Y-[CTHLT ZOIEFTAREZEMT Z2LENHYET. H:

dir-cli service update --name <vpxd-xxXxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

FE: ovmdir DFEEAENBERZ SNATWVEWNE, VU 2 —2 3> A—H—[L vCenter Single Sign-On (C
OJA4 > TEFEHA.

6 INTOY—ERZBRLET.

service-control --start --all

Bl: V)a—2ary A—Y-HAFEOEEHEZX (FE CA)

1 B&YVUa—23rA—Y—([INTUYI/TIZA4R—r F—DORT7EZERLET. ZNITIE & Platform
Services Controller DXL VAIAEI Y -BLUVKEE/ —ROXT L FEE/ - ROZEMY Y 2 —>
3 1—4%— (vpxd. vpxd-extension. vsphere-webclient) DXT7NEENE T,

a #HPHAATTAADT Y Y a— 3 A—H—F /(3 Platform Services Controller x> > v
Ja—3aryd1—H—0DF— RXTEERLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (7> 3>) 488 Platform Services Controller 2R LT 704 DHEE. FEEB/ — RO > YV
Ja—ay dA—HY—(C+x— RT7ELERLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
c BEBEB/—ROvpxdVUa—2ay 1—Y—([lF—-XTZEEKLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-
key.priv --pubkey=vpxd-key.pub

d &BEE/— RO vpxd-extension Va— 3y - —([CF—- RTEERLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub
e HKEHE/— RO vsphere-webclient Va— 3>y - —(CF— XTEERLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-
webclient-key.priv --pubkey=vsphere-webclient-key.pub
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2 % Platform Services Controller BLUVEEER/ —RDOY> > YUa—T gy A—H¥—-& FEE/—RD
ZEBMY ) 2— 3> A—Y— (vpxd. vpxd-extension. vsphere-webclient) (CFL N VMCA JL— T
BECL>TERGEINEY Y a—Y 3y A—Y—FHEEEERLET,

E: -—-Name NSA—FF—EBETHHIVLENHYET. vpxd £7/=(3 vpxd-extension 7mEDV Y 1 — 3
v IA—Y— RANTDOEAOEHDE, Y a—ar AP -—TLICEDIAEEAFRT 2ONDERL®T
<IEYVET,

a LI Foavwr R# Platform Services Controller / —RTERTL. ZD/—RDO<> > Y Ua— 3>
dA—H—ICVYUa—ay A—V—-FIHELZERLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-

machine.crt --privkey=machine-key.priv --Name=machine
b BB/ —FOIIrVYUa—3ry 1—Y—(CARAEEZERLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>
¢ BEE/—ROvpxdVUa—3y A-—Y—(ICHRAEEZEKLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

d HEE/— RO vpxd-extensions VU a— 3y A—HY—(CFIAEEEARLET.
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-

or-fgdn>

e ROOAXVRERFTLT, BEE/ — RO vsphere-webclient V) a—> 3> I—H—(ZAIAZEE 4R
LET.

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fqgdn>
3 VECSOVYUa—rzr a1—¥—itRAEE HLWYUa1—23» - —HEETESHEIET,
F: --store & --—alias /NTA—F(F, U—ERDT 7+ MNREEBIC—HIEIVLENHYET,

a Platform Services Controller / —R T, UFoa~x>» RERFLTY> Y Y Ua— 3>y A—H—3L

RELESHMAET.
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv
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b LUTOLDIC. &R/ —bDII Y VYa—2ary -V —fRELZEESHRIET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv
c BEB/—ROvpxdVUa—ary 1-—Y—iIHAEEZEEMAFET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv
d &BEE/— RO vpxd-extension V)a1— 3> A—Y—iIAEEEEHRRET.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-

key.priv

e HBEE/— RO vsphere-webclient Vai—> 3> - —JIAEEEESWIET.,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 #HLWYUa—23> A—HY—3SAZAFERLT VMware 74 L2 b H—EX (vimdir) #EF#H L £ 7
vCenter Single Sign-On B E /XX T — REKDHSNET,

a dir-cli service list #&f7L. YYa—>3> 1P -¢LI—BDODY—EXIDYT70v IR
BB LET., Zoav > RiE. Platform Services Controller £7=(% vCenter Server > XF A LT
RITTEET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96£f-00505689639%a
machine-6£fd7£140-60a9-11e4-9e28-005056895a69
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69
vpxd-extension-6£d7£140-60a9-11e4-9e28-005056895a69
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69

g w N

E: KRBT T7OA4T Va—ary A-¥—iIBHELY AT SHAE dir-cli list DA
CTRTD/—RDOVYYa—-ay 1—Y-—DPEENET, vmafd-cli get-machine-id --
server-name localhost ZRfTLT. ERAMDA—-AIL v ID 28BRLET, FYJa—3
Y A-HY-—D&HEICIE. v IDBEENTVET,
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b Platform Services Controller ® vmdir [CHh D~ ViBAEEZBEH]Z T, =L &5
machine-29a45d00-60a7-11e4-96ff-00505689639a %% Platform Services Controller o~ <
v VYUa—2ary d1-Y-0iFs. UTOa<vy RERFTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96££f-0050568963%9a --cert new-machine-1l.crt

c BEE/—FOvmdir CHBYL VEABSEBEESRIET. LEXE
machine-6fd7f140-60a9-11e4-9e28-005056895a69 4% vCenter Server x> YV Ua—2 3
Y A-Y-0OHE. UTOaXYRERTLET.

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d FEEB/—ROovmdir [ZHd vpxd VU a1—> 3y A—HY-iRAEFBEEHMRET, &I
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 S vpxd V) a— 3> 1—H%— ID DiFE. L
Toaxv >y RERTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e HBEE/— RO vmdir [ZH B vpxd-extension VU 1—> 3y A—Y—FAEEBEMIET. 2&£X
[£. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69 743 vpxd-extension ¥V J 12—
3> 1—H%—IDDHEE UTOaYY RERTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£fd7£f140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f RE®E/— RO vsphere-webclient V) a— 3> 1—¥—SIREZB=m2 T, KEZEL
vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7% vsphere-webclient VU 2
—23> 1—Y—-IDDFE UToavY ReRTLET,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

VMware 74 L& b H—ERSIAEDBEHZ

FLOWVMCA )L— MERAEZERAT S LEREL, REOT7AEYS 3 =V IRKICERL TV VMCA JL— bEE
BHEODRITEMBRT 2156, ¥ SSLAAE. VUa—rary A—¥—fHEE SLPNWKDPOREY—ER
FAIRAEZBEMA DV ENHY ET,

VMCA JL— MEEBRZEDRITE IR T 51543, vCenter Single Sign-On [Tk > TEHLNTIVS SSL ELIFEEE
EBEBEBADVENHY ET., Security Token Service sEFAZDEH #5BL T /ZE L\, £/ VMware 7«
L2 kY H—EX (vimdir) OFIBAZEHE I ZVENH YU ET,

I3
Y—RNX—=F 4 CAFEEIVY—TS54XCAIZ. vmdir DIIAEZERLET,
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FiE
1 vmdir Z221ELET.

Linux

service-control --stop vmdird

Windows

service-control --stop VMWareDirectoryService
2 HERLUERIBES LU+ —%. vmdir DFFFICaAE—-LET.
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem

copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 vSphere Web Client /n5. &721d service-control OAY Y RE&E> T, vmdir ZHiE2EL £ 7.
Linux

service-control --start vmdird

Windows

service-control --start VMWareDirectoryService

BAEE—RRIETO VMware Ts Lo b $—ERTIAZEDEEM]Z

Ty T — REEIC, BERIC—ERIC vCenter Single Sign-On /N\—2 3> 5.5 & vCenter Single Sign-On
N=232 6 X DEAPEENZREICLRDZENH Y ET. TDHE. vCenter Single Sign-On #r—E X #H3%=
TEINTWS/ —R0D SSLAAEEZEEMZ 5155(1d. BIMOFIEERTTL T VMware Directory Service M
SSLAREEZEEZMA DNENHY ET,

VMware Directory Service @ SSL sFBAZ(3. vCenter Single Sign-On # &% 2179 % Platform Services
Controller / = REIDN\Y R 24 0%RTT 57202 vmdir ICE>TERAENET.

INS5DOFIEIE. vSphere 6.0 / — K& vSphere 6.5 / — REZEUREE— RBIETEARAETYT, ThH50OFIE
[IXRDISGEICOHVLETT,

m  IBIEIC vCenter Single Sign-On 5.5 4 —E X & vCenter Single Sign-On 6. X Y —EXOWMANEEND

B A
Ho

VMware, Inc. 142



vSphere D+ U7«

m vmdir F—#&2#E% 94 5k > (2 vCenter Single Sign-On ¥ —ERADBBESNTINDHE,
m  vCenter Single Sign-On 6. x Y —EXMBRITENTWNSE/ —RDT 7 4L ~D VMware 2iLF (VMCA)
DEZMFEZMREE N RY AFIBECEEBRI D FETH D55,

F: Y-—EREBEHTIRIC. BESBET VT IL—RTIBILESEHOLET. VMware Directory
Service DFIAEDBE MR I—MRICHEOTEE A,
FlE

1 vCenter Single Sign-On 6. X H—EXMRITEINTWS/ —RT, vmdird SSLEIBAZE L F—ZFBEHZFE
E

VMware 74 Lo ) H—ERFIBAZENE B EZSBL TS ZE ),

2 vCenter Single Sign-On 5.5 ¥ —EXNRIT=NTI\S / — KT, vCenter Single Sign-On 6. x ¥ —E X
MR EINDLOICEEERTELET,

a C:\ProgramData\VMware\CIS\cfg\vmdird DI RTD T 7 AIENYITvTLET,

b 6x/—RKEDvmdircert.pem 77 A//)OAE—ZERKL. ZOAE—DEFZE
<sso_node2.domain.com>.pem (<sso node2.domain.com> (& 6.x /—RF®D FQDN) [CZE

LET.

C BEiEZELKEIREE C:\ProgramData\VMware\CIS\cfg\vmdird ICOE—FBHZ &ITL Y.
BEOEHIIRAEZEE WA ET.

3 HAEEZBERASINTOYI Y ED VMware T4 Lo b Y—EREZBIEEILET,

P —E X% vSphere Web Client »5Bi£ghd 5 & 6. service-control AX Y REFERTHIEHT
EET,

vSphere TOH— R/X—F 4 SEBAEDER

RERY D —THREINTNSHEE(F. vSphere TEASINTWAITRNTODIIRAEZ. — R/N—T 4 CA EAT
ZAECEETMADIENTEET., NETo2EE. VMCA (FEIBAEF = — VIZIFEENLLBY FTH.
FARTO vCenter ;IBAZD VECS TS NI VLENH U ET,

ITRTDIARAEEBERZ DD, NA Ty R YYa—o a3 &FRTEET, 282 XYy NT—9 5T 4
VOIERASINDIIRNTDIAEZEERZ. VMCA EZ[MEVYYa—2 3y A—Y-FIREEFZDEEERT &
EEZET, YUa— 3y - —3AZE(F. vCenter Single Sign-On NDREFICOAERENET,

F: VMCA 2R LAVNEARICE, SAZEZEALTHLLWIAYR—3x > hET7AE 3=V I LY, (HE
DHERZEIIERET D10, IRNTDIAAZTZENES TEERADILEDNHYET,

Fl&E

1 FAFEOERBLVHARY A JL— MEEREDA 7 R— b
SHORY > —THE CA DBFAIENTWVEESE, VMCA TAAZZERT 52 LETEERA. TF—
TI3AREREFY—RN—T 14 CADSDOHRY LAFIREEZFERLET.
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2 ARIALFRAEICLD TV SSLAREDEEIRZ
ARG AFIAZZERME LS. BV VAIRAEEZBESMA DL ENTEET,

3 NRYAFBAFICKDVYa-—ary 1Y —GHEOBESHER
NI Y SSLEIREEEEMA LS. VMCA B EY Ua—2 3> A —fIAFEY — RN—T 1 iLAE
FEBIVE—TS5A XFARAECEBESRADENTEET.

4 VMware 74 Lo kU H—ERFHEDEEHRZ

LW VMCA )L— FERAEZEAT S LEREL, RIEOT7OED 3 =V IJRICERL TV VMCA L
— MIBAZEDRITEMRRT 156, ¥V SSLAAE. VY- 3> A—¥—fHE BLUPNDHDOR
Y —EXARAIAEEEERADLENHYET.

5 BAE—REETOVMware 7«4 Lo hJ Y—EXIAEDEEHEZ
Ty 7L —REIC, BERNIC—ERIZ vCenter Single Sign-On /x—2 3> 5.5 & vCenter Single
Sign-On /N—2 3> 6. X ODMANSENIREEICIEDZEMBHY ET. FDHE. vCenter Single Sign-
ONH#—ERMRITINTNS/ —RD SSLABEEEBEERZ H55(%. BMNOFIEER{TL T VMware
Directory Service @ SSL GIBAEZ B EMA S0 ENH Y ET,

MEAZEDERBLUPNRY A Jb— MEREDA R— b

£HOR) > —THE CA BHFRIENTWEWES., VMCA TIIBAZEZ4ER TS LldTEERA, TV —T5

ARXEEEFY—RN—FT 1 CADSDHRY AFIERZEEFERLE T,

AR SH

SRS ILRDEHE®BI=TVLENHY ET.

m F—HA4X:2048 vy ~ULE (PEMI>O—R)

s PEMERK, VMware T3, PKCS8 XU PKCST1 (RSA +—) MUY R—bENEY, VECS [LEMESNE
F—(3. PKCS8 [CEHENET,

m X509 NN—=T3>3

n )L—FEEAEDSS. RABDILRE true [CRETDLENH Y., AZDELREZEZHDO—EICEDILED
HUET,

= SubjectAltName (ZIZ DNS Name=<machine_FQDN> BEENTWEZHENH U E T,
m  CRT

n FFRELELT TUINER FSR FRBELPEENTVWILENHYET,

s IRERZIO 1 BRIORIEREZ

m  vCenter Server 41 N> M) [ZhB, ESXi RAMDKRA NS (FEFIP7RLR) (CERESNEZCN (B
KU SubjectAltName)

FIg
1 LUTOAED CSREIVI—T5AXEBY— MN—FTAFHRAETONAFITEEFELET,

m B DOTI 2 SSLAIAE. v 2 SSLAAEDIHE. SubjectAltName 7 4 —JL RIC(E. TLEEH
RAA % (DNS NAME=machine_ FQDN) 3EENTWSHENH U T,
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n (AT ar) HBRABLRTAERLFER/ —RIEIC4D0OYYa— 3y A—Y—FAE., Va—
>ary A-Y—FAZELERIP T RLVA RANE BFA—IN T RVRAZEHHEEFTEEFA. FIH
EO Subject (3, BEAZETELE > TVWSRLEDHYET,

BE. TOERIEEEINEZFz—>0 PEM 7 74 JLT. Platform Services Controller £7/z13&#8 / — R
ZEDEAME SSLAREHEMINET,

2 TRUSTED_ROOTS LU~ > SSLAMT7ZYRBMLET,

vecs-cli store list

a BAEDOIN—PFIAEZELINTOTL Y SSLEAAEN VMCA [CL>TELZESNTNS I LZHRRELET,
b U7IES, RETE., Subject DCN 74— )V FEEEBOTHEEET.

c (AT7v3r) Web 7SUHEFEALT, APAELEESHMA D/ — R D HTTPS £ &, AAEE
BESRL T, YoV SSLARABL—HLTVWSZEZHRALET.

3 IRTOY—ERZEZEILL. FIBBEDER. mFE. BLUVR N —2ZEUEBT I —ERZMAIBLET.
T —EX%(E. Windows k& vCenter Server Appliance F T4V ET.,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad
4 Y—RNR=T4 CADPSDERIRAETHLIH ARSI L I —MIRAEEZAFHALET,
dir-cli trustedcert publish --cert <my custom root>

ARVYR SATA—Y-—RENRT-REBRELIEVE, BETDLIICKODONET.
5 IXTOY—ERZBRLET.

service-control --start --all

RORT Y T

D VMCA )L — hEEAEFEEAEA C T NORIRTEET (RHORU S —TROHSN TV DI5E). HIRT 55
BlE. RONEGFIBEEEH I D2LEDHYET,

m  vCenter Single Sign-On E2ZiHEFEEMZ F£9 . Security Token Service SIBBEDEH 2S5EL T
<7ZE0N,
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m VMware 71 Lo b H—ERFIAELBERAET, VMware T4 LI b H—ERFIABEOBE R
EBRLT XL,

HARY LGIRAEICK BT SSLAIAEDEE X

NRY LEAEERE LIS, &Y VIIHEEBEMAD LN TEET,

EIXTUICE OV —EREDRETBEERIRT 570, ¥ 2 SSLAHENVETY, VILF/—RIRIET
F. &/ —RTYL Y SSLAAEARIY Y RERTIDVENHYE S, SN0 Platform Services
Controller {3 % vCenter Server @ Platform Services Controller #28B¥ 5(2(3. —-server /XT A
— S %&=ERALET,

AAEDBEE MR ERIAT BRIIC, ROBFEREERL THELEDNHYET,
m administrator@vsphere.local /XX 7T — K,

n BIETI Y SSLARY AFEHE (.crt 774,

. HHEIL U SSLARYA F— (Lkey 774)L),

n I —bDFEWNEARY LFEAE (crt 774)0),

B TIIF/— R BEAOAED Platform Services Controller Z{EHA 3 % vCenter Server tcZpa~x >
RER1TT HHA(L. Platform Services Controller @ IP 7 KL X,

BIIRSM

Y= RN—T A BT I —TSA XRERBDOER L VOFAAEEZRB L TWSLENHYET,
m F—HAAX:2,048 Ev ~LE (PEMI>O—R)

s CRT XK

m x509NN—323

m  SubjectAltName (Z(Z DNS Name=<machine_ FQDN> BE&ENTWEZHENH YU ET,

n FFERAEELT TUSNER FER F-BESEHEENTVILENHYET.
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FlE
1 IRTOY—ERZEZEILEL. FEEDER. TE. BLUR N - LB I —EREZRMBELET.
Y—EX%(E. Windows t & vCenter Server Appliance FT&EAaU T,

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

2 &/—RlcOZa4>L. RELAEFLINTS VEIBEE CA S VECS [TEMLUET.
SSLEZNLTRIET BICIE, TRTOIYL>OA—HIVEAER RTIC. HILWEFAENKETT,

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE CERT

vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert <cert-file-
path>

—--key <key-file-path>

3 IRTOY—ERZEZBHLET.

service-control --start --all

5l : AR AFIRAEICK D7 > SSLAIAEDEZRZ
&/ —RDTL Y SSLAREDRKICEEMA D LNTEET.
1 &#¥IC. VECS CHLBHFDIRAEEHBKRLET.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSL CERT --alias _ MACHINE CERT

2 RICBEEHZDAHAEELEMLET,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-
vim-cat-dhcp-094.eng.vmware.com.crt --key E:\custom-certs\ms-ca\signed-ssl\custom-x3-vim-
cat-dhcp-1128.vmware.com.priv

RORTFY T

AL TS ESXi RXAMDFIAEEBEMA D LB TEET., [vSphere tFaUF 4] RFa AV MESTREL
TLEEW,

VMware, Inc. 147



vSphere D+ U7«

JRIVF/—R F7O0A4TIL— MIBBEA B Z =%1F. S 880D Platform Services Controller / — R&{FER T
5 NTOH vCenter Server Lt TH—EREBEHTILENHYET,
HRY AFIBAEICKSY Y a— 3y A—Y—JBAEDEEZ

Xy SSLEIAEEBEMA S, VMCA BEfMFEY Ua—2 a3y A—Y—FREEY — RN—FT(ABEFL
FI>Y—TS5A XFREICBERA DI ENTEET,

Ya—3> a—H—(F. vCenter Single Sign-On NDREEEITO/=OFFIC. IAEEZFEALEY, IHE
BEMEES. vCenter Single Sign-On gV a—>3> A—H%—[CSAML b= 28U YHTET, Ya
— 3y d—Y—(F D vCenter AVR—F2 ADRHAEITOEOHICSAML b= E2FRLET.

RIERNT, YUa—23y A—Y—RZEOEBESRADBYLENE D NEZERELTSLEN, YUa—3> 1-F
—370F> H—NORBICABL, SSL hS5T7 4 v oDEF2UT 4 ZHKRT B7/20HICT L SSLABAEMER
ENBeH. Va—ary A-YGIRENEF VT4 LOBICHSBNEEBHU LT,

£EE /) — REXUE Platform Services Controller / —RIZH BT YU a— 3y A—Y—FIAEEE
EHMZET, BEEB/ —RIILHHMDOV)a— 3> - —BEEDHEEZH]ZET. M8 Platform
Services Controller BH2EER,/ — RTaAT > RERTT H5E(E. --server NTA—FEZFERALT
Platform Services Controller 23 §EL &7

X KERRET7O04T Va—ary A-9—iBAELY A NI SHA(E dir-cli list DHEAILTART
D/—RDYYa—ay d1-—HF-—NEENET, vmafd-cli get-machine-id --server-name
localhost ZEfTL T, ERRADO—HI T2 ID #RBLET, &Y Ya—3r I—-F—DEHIICIL.
RV IDPEENTVET,

AR SRM4

m F—-HAX:2048 Ev rUE (PEMI>O—R)

s CRT R

m x509NN—2323

m  SubjectAltName (Z(E DNS Name=<machine_ FQDN> BN TWBHLENH U E T,

B BFVYUa—23> I-H-FAEICIIENLRS Subject PIBESNTVWIREDBHUET, X YU
—>arya—4%-—% fl: vpxd) BED—BDHANFEEDDLEMNTEET,

n FFEREELT TOYINER FER F-BEESLPEENTVLLEDIHYET,
FlE
1 IRTOY—EXRZFILL. FERAEOHER. TFE BIUAN—CZ20ET LY -EXZRMIBLET.

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmca
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2 BYUa—aryd1-—Y-DRAERRELET,

dir-cli service list

AAEEBEEMADHEEICREND—ED ID ZEATEEY. ANELARRICEIICHEVET,

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011¢c98db3

RVF/—RF7AA4TYYVa—2 3>y A-Y—RBEO—EBEZRTIH L, dir-cli URFDOHARLTAN
T/ —FRDIRTOYYa—3y A—F—PRENET, vmafd-cli get-machine-id --
server-name localhost ZRfTLT. FERAXAMDO—HIL ¥ ID ZHRRLET, Y YUa—ar
I—HY—D&FIZIE. T2 IDBEENTVET,

3 &VYVUa—r3raA-Y-0BEOIMHEEL. VECS, vmdir DIEICEEMA LY.
ZDIEETAREZENT DLENHYET.

vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

dir-cli service update --name <vpxd-XXXX-XXX-XXXXXX> —--cert vpxd.crt

F: ovmdir OFIAZENB WA SNZTWVEWE, YU 21— 3> 2—HY—[F vCenter Single Sign-On A
DFANTEE A,

4 IRTOY—ERZHBRLET.

service-control --start --all

VMware 7«4 Lo ~U Y —ERFEAEDEEBZ

LW VMCA )L— FERAZEZEAT S LEREL, RIEOT7AES 3= UR(ICERL TV VMCA L— hEE
BBEORTEMRT 556, ¥V SSLAAE. VUa—rary A—H¥—5HE LUV DIrORIY —EXR
FRAIREZBEES MR DVEDNHYET,

VMCA JL— FEFAZDORITERERKR T 554813, vCenter Single Sign-On [Tk > TEHLNTIVS SSL ELEFAE
FBEEMZDLENH Y ET., Security Token Service SIFAZEDEH 25BL T ZS L), /= VMware 7«
Lo ~U —EX (vmdir) OIIBAZEHBEZZ ZLENH U ET,

ARSI

HY—RN=FT 4 CAELBEIYF—-TS54XCA I, vmdir DFIRAZEZERL X T,
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FiE
1 vmdir Z221ELET.

Linux

service-control --stop vmdird

Windows

service-control --stop VMWareDirectoryService
2 HERLUERIBES LU+ —%. vmdir DFFFICaAE—-LET.
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem

copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 vSphere Web Client /n5. &721d service-control OAY Y RE&E> T, vmdir ZHiE2EL £ 7.
Linux

service-control --start vmdird

Windows

service-control --start VMWareDirectoryService

BAEE—RRIETO VMware Ts Lo b $—ERTIAZEDEEM]Z

Ty T — REEIC, BERIC—ERIC vCenter Single Sign-On /N\—2 3> 5.5 & vCenter Single Sign-On
N=232 6 X DEAPEENZREICLRDZENH Y ET. TDHE. vCenter Single Sign-On #r—E X #H3%=
TEINTWS/ —R0D SSLAAEEZEEMZ 5155(1d. BIMOFIEERTTL T VMware Directory Service M
SSLAREEZEEZMA DNENHY ET,

VMware Directory Service @ SSL sFBAZ(3. vCenter Single Sign-On # &% 2179 % Platform Services
Controller / = REIDN\Y R 24 0%RTT 57202 vmdir ICE>TERAENET.

INS5DOFIEIE. vSphere 6.0 / — K& vSphere 6.5 / — REZEUREE— RBIETEARAETYT, ThH50OFIE
[IXRDISGEICOHVLETT,

m  IBIEIC vCenter Single Sign-On 5.5 4 —E X & vCenter Single Sign-On 6. X Y —EXOWMANEEND

B A
Ho
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m vmdir F—#&2#E% 94 5k > (2 vCenter Single Sign-On ¥ —ERADBBESNTINDHE,

m  vCenter Single Sign-On 6. x Y —EXMBRITENTWNSE/ —RDT 7 4L ~D VMware 2iLF (VMCA)
DEZMFEZMREE N RY AFIBECEEBRI D FETH D55,

F: Y-—EREBEHTIRIC. BESBET VT IL—RTIBILESEHOLET. VMware Directory
Service DFIAEDBE MR I—MRICHEOTEE A,

FIE

1 vCenter Single Sign-On 6. X H—EXMRITEINTWS/ —RT, vmdird SSLEIBAZE L F—ZFBEHZFE

ER

VMware 74 Lo b H—ERFIBREDBE WA EZTRL T LI,

2 vCenter Single Sign-On 5.5 ¥ —EXNRIT=NTI\S / — KT, vCenter Single Sign-On 6. x ¥ —E X
MR EINDLOICEEERTELET,

a C:\ProgramData\VMware\CIS\cfg\vmdird RDITRTDIT 7 AILENYIT v TLET,

b 6x/—RKEDvmdircert.pem 77 A//)OAE—ZERKL. ZOAE—DEFZE

<sso_node2.domain.com>.pem (<sso node2.domain.com> (& 6.x /—RF®D FQDN) [CZE

LET.

C BEiEZELKEIREE C:\ProgramData\VMware\CIS\cfg\vmdird ICOE—FBHZ &ITL Y.
BEOEHIIRAEZEE WA ET.

3 HAEEZBERASINTOYI Y ED VMware T4 Lo b Y—EREZBIEEILET,

P —E X% vSphere Web Client »5Bi£ghd 5 & 6. service-control AX Y REFERTHIEHT

=EY,

CLI AR RICKBARAELY—ERDER

CLIOty bEERT 5L, VMCA (VMware Certificate Authority). VECS (VMware Endpoint sEBAZ R
k7). LUV VMware Directory Service (vmdir) #EEBTZ £ 9. vSphere Certificate Manager 21—«
DT qld. BE<OEEIRIEYR—MLTWETH, FHDOMAEERICIE CLI BBEICHRVET,

® 3-5. AIAEB L UVHEEY —EREEET S CLI V-

CLI

certool

vecs-cli

dir-cli

service-control

VMware, Inc.

L]

ARAEELVF—EERBIVEERLET.
VMCA O—&fTY.

VMware SEBER N7 A Y AFZ 2 AD Y
FUoVEEBLEYS. VMAFD O—&TY,

VMware Directory Service [CEIRAE%1E
ERLEHLES. VMAFD O—ETT,
AEDBRY - 7 0—D—ERET, Y—
ERERMBEIFEFEIELET.

HHMICDOWVTIE, REFa AV MESBLTLE
0N,
certool MEfta~x R UT77 LR

vecs-cliav>R U770l >R

dircliav>kr U770 >R
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AAEEEY — IV DIGAH
FT7 TR V= ILEROBFICH Y ET.

Windows
C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe
C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe
C:\Program Files\VMware\vCenter Server\vmcad\certool.exe

VCENTER _INSTALL PATH\bin\service-control

Linux
/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool
Linux Tld. service-control OAY Y RT/HRREEETHHLEEFHY EHA.

7488 Platform Services Controller Z{EFHT5EE ./ — Rh6 a7 RERTTH5E,. ——-server /INTA—%
Z#{FA L T Platform Services Controller #i§E T& £ 7,

AAEEEDREICHELHER

[ZEAED vCenter SIFAZOERIRETIL. 1 —Y —7I8 vsphere.local R A4 >®» CAAdmins Z)L—FIZEL
TWAHEMNHY E£F ., administrator@vsphere.local 21— —(3 CAAdmMins Z)L—7ICELTWET., —&F
DIFEIFTTRTOI—Y—(ZHFRISNTVET,

vCenter Certificate Manager 1—7 1 U T 4 %179 554, administrator@vsphere.local /XX 7 — K
ERDODONET, FAEEFHTEZWZ HIH5E(L FIHAEEE CLI OF 72 3 VITIEL THEDIERDPHEI(C/ARY
E
dir-cli
vsphere.local KA A > D CAADMINS JI—TDAVN—THBIUBENHYET, dir-cli A7 RIE.
ETTEHENCI—YF-—RBENRT—REKROONET,
vecs-cli

MERETE. AT A—=F—[CDH. ALTADT OV RREDBHYET., AT F—F—(F Windows X
TATIFERELI—Y—T, LiInuXx >ATATIFN—b 21— —TF, A7 F—F—FteOI—H—IZT7
CRAEERMBTHLENTELT,

MACHINE_SSL_CERT & TRUSTED_ROOTS X h7 (3Rl A T T, A VA b—IbD&Z A T
LoTE N—b AV —FLBEBEI -V —[COATLBT VL REDBHY ET,

certool
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[FEAED certool OIX Y RTlE, I—H—5 CAAdDmMIns ZIL—FICELTWBHLENH U ET,
administrator@vsphere.local Z—%—(x CAAdmMins Z)L—7ICBLTWET, ULTFTOaY > RIETART
DIA—Y—PRITTEET,

m  genselfcacert
m initscr

m  getdc

B waltVMDIR

®  waltVMCA

m  genkey

m  viewcert

ESXi /R X b DFEBAEDEE(C(I, FIEAE GIAZEZEE ERMSKLETY, #BRIL vSphere Web Client 058 7E
TEEY,

certool B NDZEE

certool --gencert EMMDIFEDIIAZEDWEMLEAXEEBIT Y RERTT 156, CLIZEBRTZ 71D 5
ITRTDEEFRARYVET., BEOT7 7 A IV ERELZY, ——config=<file name> A7 a v &EFERALTT 7+
IWEDERT 74 (certool.cfq) CA—N=FA4 KLY, AV R SA VDI EIEREICF—N=F1 K
L7cUTEET,

DR T 7AIVICIE. UTOT 74 MaZEEHDERD 74 —ILRBHYET,

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

BT 7 AIVDERBUTOLS CEETEET.

m BRI FANONY T TEEBRL. 77 ANVERELET, 774N MDERT 7 A IIVEFERL TWDBE,
BETHVERDHYERA. TNLUNADEE EXTER T 7 A INDRRIEZERE LA/ EICIE —--config
AR RSA AT a v EFERLET,

B OXRVRSAVTHEBRIZ 7AIIVDEEF—N—54 RLET, /=L &L Locality 24 —/N—=54 RTB(C(F
ROAR Y RERTLET.

certool --gencert --privkey=private.key --Locality="Mountain View"
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--Name Z3i§E L CEIBAZE® Subject D CN 7 4 — )L REBEWZET,

m VUa—2 3y A-HY-FIREDIHE. HRAITHK > TREHIH <sol_user name>@<domain> [Z7x U 9 45,
BEVOEEBETHORAEFEAL TWSBEICIIRMELEETEET.

B IV SSLEIBAZEDSSE. SSLIZA4 72 ME. P DRRA MZDRIER(CEERAE D Subject &M CN ~7
A4 =V REMHERT D720, ¥ >D FQDN BMERAINET, IO VIFEBDODIA VT REH DI ENTES
&, FEBBEICIERIDZFT (DNS &, IP 7 RLRIEE) #IEETE S Subject Alternative Name 7 1 —JL R
DIFRMBH Y ET, 7=/72L. VMCA [Z(X DNSName (Hostname 7«4 —JLRA) DBHBDHTHOI AU T
RAAToavEHFREINEFA, - —(ICL2TIP 7 RUADIEESNTIVS &L SubAltName ([CRERIC
IS NET,

—--Hostname /X5 *—# (LEFBAZ D SubAltName @ DNSName #iEE T 2DIFERSINET,

certool #J#f{ta~> K U771 R

certool #EMELOY Y RICKUGIAEDERZERDER. VMCA [CL> TERENIHABRESLUVF—DRTH
KUHER. b= FEERAZEDA Y R— b, BROZOMOIIPAETERRIEERITTHENTEET,

Z< DigE. BT 74 )% certool A< RITELE T, certool BROZEE 25BL T EZZN, FAMIZD
WTlE, FRD VMCA A EMHEICLDEED VMCA ELFZFAEDBEEHBMAEZSBL T,
certool --initcsr

SIAEERER (CSR) £4MLET, ZDAT Y KIE, PKCSI0 77 AL ETSAR—h F—&EBLET.

FTar BifA

--initcsr CSR 2%mM T 25BEICHLETT.

--privkey <key file> TIAR—=b F— T 74 ILDEHI.

--pubkey <key file> NIy = T 74 ILDEF

--csrfile <csr file> CA 7aONAFILREEND CSR 77 ANDT 7 A V4,

--config <config file> BRI 7ANDF T a8, TT74ILNDEFIE certool.cfg
<Y,

i :

certool --initcsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

HOERIABAEEZERL. BCERI— L CAICKY VMCAY—NET7OEY 3 =25 LET, ZOF T avsE
FRTHAHEE. VMCAY—NET7OEY 3= 03 5200KBMBELTED1DTT., KHUIZ. VMCA i
Bl CA LEBEDIC. H—RNX=FT 4 DIL— P EBAZEICL>TVMCA Y —NET7OED 3 =035 EMTEE
. PRFEFELTO VMCA OfFH 2B LTS ZE ),

ZOAXRYBRICEY, A4 L V—2DFEEERITDHIH, 3 BRIOBFOIBAENERSINET,
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FTar L]
--selfca BCERAPEELEERT 2I5EICHLETT.,
--predate <number of minutes> Jb— NEEBAED [EEREORIAR] 7 « —JL K& IREBZ L U RIDE

EDRE (DEBEAD) ICRETHENTEET, COF T arvE &
TERRG A L V= DOBBICHLT 5DICRIEET, RAMEE 3 A

TT{,

--config <config file> BRIZ7ANDATS 3>, 774 DAL certool .cfg
TY,

--server <server> VMCA Y —NOAT> 328, ZOaAXYRTlE 74T

localhost ZfERAL £,

B

machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=
192.0.2.24 --srp-upn=administrator@vsphere.local

certool --rootca

IW—hEEREE A Y R— b LET, BELHERES LV TS/ RX—F F—% VMCA [CEMLEY, VMCA (F
BIC. BRACEHOI — MIPAEEZERALETH. OO/ — MIAZ b ESHESFERATEET. DFEY. —EIC
TBREST DAV TSRS O0F v EEHL. BRRICERALGLS B IAAZEZHIRTEEY.

FFar Bte

--rootca I—h CAZAYR—bTBHDICHETYT,

-—cert <certfile> BRI 7ANDATS 3>, T74) FDARIL certool .cfg
TY,

--privkey <key file> TI3AR—F F= T 74 DEFL, CO7 74 PEM I>a—R

ERICT2RENHYET,

--server <server> VMCA 4 —NDOA T a>%, ZOARYRTIE. T74INT
localhost ZfERAL %7,

Bl :

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc
vndir ICE > TEREINET7AI D RAA VZERLET,

F7a>r EA

--server <server> VMCA 4 —NDOA T 3>%, ZOARCRTIEH. 74T
localhost ZERAL %7,

--port <port num> FT7 a3 DR ES, T7HINEREFR—F 389 TT,
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B

certool --getdc

certool --waitVMDIR

VMware 74 Lo b H—EXDBREILIAH DD, --wait ICK D> TIEESNIEI A AT U SEESBIET HET
FHLET., DA T3V EBEMITITIOFT a2V EFERL. T7HIMDRAAVRBERTIRERFENY R
VaRT2a—-)LLET,

F7ar EA
--—wait FT7L 3 TRES HEHERRE (). T74IME3 TT,
--server <server> VMCA 4 —NDA T3>, ZOAXYRTIE 74T

localhost Z AL T,
--port <port_ num> FTarDR—-+ES, 774N MEREFIR— b 389 TT.,
i :

certool --waitVMDIR --wait 5

certool --waitVMCA

VMCA 4 —EXDBFEELIRO B0, IBESNIA LT DU MERPMRET HETHERLES, oA T3> EE
BT TIOATL a v &ERAL. SRABEERT DR EREDI RV ERT D 2—ILLET,

FFar e
-—wait FT7L 3 TRES HEHERE (). T74)IME3 TT,
--server <server> VMCA 4 —NOA T3>, ZOAXRRTIE. FT74INT

localhost AL £,

--port <port num> F7arOR—-+ES, T4 NREEFAR—- 389 TT.

Bl

certool --waitVMCA --selfca

certool --publish-roots
V— FEEAEDEHHZBEINICRITLET. COIX Y RICIEERERSLETT.
F7oa>v L]

--server <server> VMCA H—NDA T 3>%, ZOARVRTE T74INT
localhost #fERL £ 7,

Bl

certool --publish-roots
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certool EBAY R UTZ7 LR

certool BEEBIOVVREFAT S L, AAEDRR. £ BLUOEKN®. APAEBRORRETOENTEE
ERS

certool --genkey

TIAR=—F F—ENTV YO F—DRTEERLES. CNSDT7 7N EERLT VMCA DBERT SiIHE
EERTEET, TOMAPEEFERTHE YooY a—ary 1-—HF—£70E3 VI TEXT,

FTa>r L]

--genkey TIANR=—b F—ENTV Y F—DERICLETT,
--privkey <keyfile> T5AR—=k F— T 74 ILDEHI.

--pubkey <keyfile NIV F— 774 )LDEF,

--server <server> VMCA $—=N\DA T ar%, 2OARYRTIE. T74ILT

localhost ZfERAL T,
i
certool --genkey --privkey=<filename> --pubkey=<filename>

certool --gencert

VMCA H—N\IPSDFIAEEERLET. 20X RTIL certool.cfg FIFREINZER T 7 1 ILDIF
WMERSINET,

FTar L]

--gencert AIRAEDERKICHLETT,

-—cert <certfile> AMBRET 7 A IINDEH, ZOT77AI)Vd. PEMI>a—REHKIZTS
VEDBHY ET,

--privkey <keyfile> TS5AR—t F—= T74IDER., ZOT77A4I)VE PEMI>a—R

BRI ouENHYET,

--config <config file> BR7Z7ANDATS 3>, 774 SDARIL certool .cfg
TY,
--server <server> VMCA Y —NDA T 3>, ZOaAXYRTlE 774 KT

localhost AL £ 9.

Bl

certool --gencert --privkey=<filename> --cert=<filename>
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certool --getrootca

ANEDEGARER T, BEDIN—~ CASBAZEZEAHLET., BB/ —RO5Z0IX > RERTT HIHE(L.
Platform Services Controller / —RD~Y T & Z2FRL T I—F CAZBRELET., ZOHAZEIAELLT
FRTEY. AEP@EFEIELERICEREINET,

AF7var B
--getrootca Jb— MEREDOHEAICHETY,
--server <server> VMCA Y —NDAT> 3>8, ZOaAXYRTlE 774 KT

localhost ZfERAL £,

B

certool --getrootca --server=remoteserver

certool --viewcert
AR AT RE/R LT, SIBAZERD IR TD 7 4 =)L REHDLET,

FFoar L]
--viewcert ABAEDHRRICHETT,
-—cert <certfile> BRI 7ANDATS 3>, T74) FDARIL certool .cfg
TY,
{5 -
certool --viewcert --cert=<filename>

certool --enumcert
VMCA 4 —N\DBH#H L TWD TR TOIAZE—ERRLET, WED filter AT a v EFERTDIE. TART

DFEAE. XKML TWBEREDH. 7T 4 TIFAAEDH. £LFERVNDOAAZDHDY A MERRTTEE
ED

FTav B
-—enumcert ITRTODIAFED ) R NDRRICHLETT,
--filter [all | active] filter (3ZBTY, all £/l active 238E L £9., ;TE. revoked

BLU expired DA T avEFdR—brEINTOERA,

B

certool --enumcert --filter=active

certool --status

BESNIAAEE VMCA Y —NCXEL T, FSEAZIBERIL TLENEDINEMRLEY., SEBEENKLTH
215813 [BIAE : K] BEAhEh, ENLNDBEE GIRE : 77T« 71 BEAEnET.
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FTar L]

--status SIBAEDRT — 9 ADHERICHLETT,

--cert <certfile> BR7Z7ANDF T 308, TTA4ILEDEFIE certool .cfg
<9,

--server <server> VMCA Y —NOAT> 3>, ZOaAX RTlE 774 KT

localhost ZfERAL £,

B

certool --status --cert=<filename>

certool --genselfcacert

BT 7MIVOECEDNT, BEERIAPEEERLET, COAXYRICEY, 4L V-V DHREERIT S/
. 3 BRIO B OIBENERENET,

F7ar HEA

--genselfcacert BCELMPEEERT 2H5EICHLETT.

-—outcert <cert file> FERRE T 7 A ILDERL, DT 7A)E, PEM T>a—RERKICTS
VEBHYET,

--outprivkey <key file> TS5AR=F F= T774IDER., ZDT77A4I)E PEM IT>a—R

ERICT2RENHYET.

--config <config file> BRIZ7ANDA T a >R, TT7A4ILSDEARIE certool ..cfg
<7,
i :
certool --genselfcert --privkey=<filename> --cert=<filename>

vecs-cliavx>kR UZ7UL 2R

vecs-cli ARy hEFERTSHE. VMware sfBAZX 7 (VECS) 41 VR REEEBTEE T, iAE
AVITSANSOFvEEERTIHERIE. ROOAY Y R%E dir-cli KXW certool EHALET,

vecs-cli store create

AEEAER T EERLLE T,

F7oary L]

--name <#%RI> SIBAER T DEHIL
i :

vecs-cli store create --name <store>
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vecs-cli store delete
MBAEXRTZHIBRLET, PRATAICE O TEREEINILBEER NTIFHIBRTEE A,

F7ar L]

--name <#&HT> HIBR T 2FFAER b7 DHAHI,

B

vecs-cli store delete --name <store>

vecs-cli store list

FEAEX T DYURMERRLET,
VECS [C[E. RDORX ST EENET.
% 3-6. VECSHD R 7

A7 L]

<> SSL X +7 (MACHINE_SSL_CERT) B & vSphere /—REDUN=RTOF> ¥—ERICKUFERS

nEI,

B HHART TOA BLUE Platform Services Controller / —
RED VMware 74 L& U H—EX (vmdir) [Tk > TEA
ENET.

vSphere 6.0 DFXRTHY—ER(E UN—R TOFLENLTEE

fToTCHY. TIT. ¥ SSLABENMEREINET, TAEHR

HERDZH. 5X Y —ERTIIHFEDR— bPEIEHEEEAINA TN

F9. TOHR. vpxd RED—FHDH—ERXTIE. BEDR— L

PNIEEEICEO>TWET,

EEIN/=)l— b R ~7 (TRUSTED_ROOTS) TRTDEBEEHI— NIPAEEESHET.
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& 3-6. VECSHDARA LT (&)

ART

YUa—3r d1—H— XL7
T

m vpxd

m  vpxd-extensions

[ ]

vsphere-webclient

vSphere Certificate Manager A—F 4 UF 4 DNy o7 v 7 R
~7 (BACKUP_STORE)

ZTOMDA ST

B

vecs-cli store list

VMware, Inc.

L]

VECS [ClE, YVUa—23> A—HY—-ZLICTDORNTHEENE

T, EYVUa—2ary A-F-SREOHRE—BTHRINERYE

Th, 72EZIE TP VAEBEICIE voxd AEAEERILHREIEETE

FH A,

V) a—3 3> A—Y—iIBAE(L. vCenter Single Sign-On TOR

SFICERESNET. vCenter Single Sign-On (3. SFRENEMTH

HIEERRLETH, ZOMOAAZTOREEHERLEFA, HHA

BDFTOL T TATOYYa—+ 3> A—F—ARESAL R

TALICHEELET,

ROV Ja—23y A—Y—HERA ST REE/ — REREAA

#HT7O4D VECS [CEENTVET,

B  machine : Component Manager. 4> X —/\| &
YOS Y—ERICKYERSNET.

E: vy VYVUa—ary a1—Y¥—-iHEIEL v SSLEMA
EL(FEBFRTT., vy VYUa—r3y A —ilHER
SAML b= UKHBICEREINE—A, ¥ SSLAIAEE< Y
VREITOEFa )T« TRES N/ SSLERICERINET,

B vypxd: BB/ —RBLOHEAAHRT 7OA LD, vCenter H—E
R TF—FE2 (vpxd) A ~7, vpxd (. SOR R7(CHRS TN
5V Ua—ary A—Y—iIAEEFERL T, vCenter Single
Sign-On ANDFREETTINVET,

B vpxd-extensions : vCenter OHREBED X 7. Auto
Deploy #—E X, Inventory Service, 8LUVZDfDV U 21
=23y A-¥-ICEENZNZDO/mOY —EX,

B vsphere-webclient : VSphere Web Client X k7, /X7 #
—IVRFr— b Y—ERZED—FOEMY—EXBEENE
ED

Y AKTIE % Platform Services Controller / — RICHEE

NTHWET,

SIBAEDRUBELEYR— T 5612, VMCA (VMware
Certificate Manager) ([C&k> TERINET. HIDREDHH/N
w7y TELTRESN. TERLVS<RIZ LI TEERA.

FTOMDART B VY 21— a3 ICLo> TEMENIHELHYET,
el ZFEARBARY 2 —4A VY a—2 3 (CkY SMS X T HEME
NET. VMware RFa Ay bEAERHHDF L v X=X THER
ENHEUHEY, ANTHDIRELZEELAZNTLEEL,

E: vSphere 6.0 T(d CRLS ([FHR—bENFHAN
TRUSTED_ROOTS_CRLS R h7 #HIfr 95 & GIAEAN TSR
ESOF v IR T HRIEERDSH U E T,
TRUSTED_ROOTS_CRLS R b7 QHIFRAPEERITOMRNTL
=YAN
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vecs-cli store permissions

ARTICHT BTV RFAEMEEAIBELE T, ——grant AT 3V F/(F —-revoke A T 3V EFERL

£

AT OFRBEER. TORAFADMNE, BELE FIETLIANTOH5WLHFIHETOENTEERY, BEEE
(I, 7O RAFADMHE, BEGE IRNTOARNTICHT HHEREF > TLET.

vecs-cli get-permissions --name <AM/E> ZFERLT. AT OREOHEEZIIGSTEET,

F7oar

--name <#&#7>

--—user <1-Y—-%>
--grant [read|write]

--revoke [read|write]

vecs-cli entry create

B

SEBAE R~ T DR,

T O RAHA B EEND I —D—EDEHI.
5957 VR GrAHRY £EFEEAHR),

WET D7 O RAFAGHRY E2BF3EERAR). BEFR—bEnT
WERA.

VECS LTV hUEEKRLET, COATYREFERLT 754X —h F—F/LEFAHAZTEANTICEMLET,

FFoar
—--store <NameOfStore>

--alias <Alias>

--cert <certificate file path>

—--key <key-file-path>

vecs-cli entry list

e

FEEAE R b7 D&

SBAEDA T avDIA VTR, ZOATavd EBEENEIL—
N RNTICEFERINET,
SBRET 7 A ILDT IV INR,

FEBAEICHIET HF—DT7IL /XX,
5.

BELEANTADIXNTOIY MDY A ERRTLET,

FFar
--store <NameOfStore>

--text

vecs-cli entry getcert

HteA

FEBAE R b T D&

ANBD BRI REISAIAEDON -2 3 Y ERRLET,

VECS »oftAEEME L ET, SIAZER N7 7MIVICXET 50, ABDBEHRARGETFA ML L TRRTEE

ER
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FFoary L]

--store <NameOfStore> FERAE X b7 D4,

--alias <Alias> FEAEDIAUT R,

--output <HAIPAIDIIA> AREEEZAL T 7 A,

--text ANB DR AT RE/RRIAED/N—2 3 Y ERRLET,

vecs-cli entry getkey

VECS [CHMENTWSF—ZRBLET. dEAZFEHNT 7 MIVISEKET 20 ABEDBEFRARERLETFAMELT
RRTEET,

F7oar BiEA

--store <NameOfStore> FEBAE X b7 D&,

--alias <Alias> F-DIAUT R,

-—output <HHTPAILDIA> Fo2EZRALENT A,

-—text ABDEFR AR F —DN—2 3 VERRLUET,

vecs-cli entry delete

FARAEANTHADI MU ZEHIBRLET., VECSHDI Y MU ZEHIBRTSHE. ZDI 2 ~UIE VECS hSREEITHI
RENEd., E—DFIIE. REDI— MEBETY., VECS [ vmdir #R—1 5 LT, JL— FIBBEEZ#EEL
£7.

F7ar BiEA
--store <NameOfStore> EIBAE X k7 D4,
--alias <Alias> HIfr T 2T FUDIAUT R,

vecs-cli force-refresh

vecs—-cli ZREIMICEHLEST., ZDEE. vecs-cli (F. vmdir HORFIEREZFERTAILD ICEHINE
T, T 74N FTIE VECS (5 A& vmdir & R—U > LT HLWL— FEIBAZZERLEY, vmdir B
D VECS #BHICEHTHBEE. Z0avy REFERALET,

dircliax>kF U777 2R

dir-cli A—FT 4 UT«4 Tl VYUa— 3> A—F-—DERBLVEH. thOoI1—F— 7HhD > bDIER.
vmdir OFEEER/NRT—ROEBETOZENTEET, vecs-cli LW certool £&EBHITIDI—T «
D74 ZFERALT, SIAEA V7S A NS OVFV+EEELET,

dir-cli service create
Y a—ay d—HY—%EELET, EICTH—RNN=—FT &Y Ja— 3 TERAINET,
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FFoary

--name <#%RI>

--cert < EHEIZMI>

--login <admin_ user_ id>

--password <admin_ password>

dir-cli service list

e

ET 2V a—ar A—F—D&H.

FEBRET 7 A IADNR, Zhnld. VMCA TERSNALIBREELIEZ
P—RN—FT(AEREEEETEET,

77 4 )L b TlE. administrator@vsphere.local, ZOEEE DS,
o 1—+—% CAAdmins vCenter Single Sign-On )L —7IC
BMLT, ThoDi1—Y—([CEBEEREMETEES,

EREI-Y-—DNRT—R, NRT—REEFEELENE ANZERD
S5NET.

dir-cli TRHEENZVYVa1—3>y1-H—-%2UXRMLET,

FFary

--login <admin_user id>

--password <admin_ password>

dir-cli service delete

L

T 74 )L b TlE. administrator@vsphere.local, ZNDEEEL.
fbo> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(C
EBMLT. ThoDi1—Y—(CEBEEREMETEET,

EBEI—HY-—DNRT—RK, XRT—RZEZHFELIZNE, ANEKRD
S5NETY.

vmdir oV ) a—v 3> - —%#fIKRLET, YV ai—Tay I-—F—%EKRTISE vmdir DDA R >
REFERTH2IRTOER/ —RT, BETHI Y —ERDPIRNTER T AVET,

——name

--login <admin_ user id>

--password <admin password>

dir-cli service update

A
Hifkd 2V )a— 3> - —0D%HFI
T 7 4 )L b TlE. administrator@vsphere.local, ZOEEE DS,

D1 —+—% CAAdmins vCenter Single Sign-On Z/)L—7(C
EBMLT. ThoDi1—Y—([CEBEEREMETEET,

EBEI—HF—D/NRT—R, NAT—REEELLZNE, ANERD
SNET,

EELAEYa—3ya—HY— (DFY, U—EXROOaL v 3)) OIREEEHLET, DAY REERTT
5L 5NRICVECS ICL>TEENREBEEINET, /24 vecs-cli force-refresh Z{FH L T

HICEHI D EHBTEET,

FTar
--name <#%RI>

--cert < EHEIZI>

VMware, Inc.
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FFoary

--login <admin user id>

--password <admin_password>

dir-cli user create

vmdir RIC—M1—F—ZERLET. ZDa<7 > BRI
Sign-On ORFEZF 51— — (N) [ERATEET.

F7ar

-—account <%&H>
--user-password </{AD—F>
--first-name <%&Hi>
--last-name <%&HiI>

--login <admin_user id>

--password <admin_ password>

dir-cli user delete
vmdir RDIEE L2 —Y —ZHIBRLET,

--account <%&RHI>

--login <admin_user id>

--password <admin password>

dir-cli group modify

e

F 7 4 )L b T3, administrator@vsphere.local, ZNDEEEH.
fho> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(Z
BILT, Zh501—HY—(CEREEREFSTEET.

EBEI-—HY-—DNRT—RK, RRT—REHFELENE. ANZEKRSD
5NET,

I—Y—%EL/NXT—RZEHAL T vCenter Single
Zax Y REFE AN AESTBICORMERLET,

BiFA

¥ep 9% vCenter Single Sign-On 2 —H%—D %,
A—Y—DWH/KRT — K,

I-Y—-D%,

I—Y -0,

77 # )L b TIE, administrator@vsphere.local, ZDOEEEN.
fbo> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(C
EBMLT, ThoDi1—Y—([CEBEEREMETEET,
EEEI-Y—D/NNRT—R, XRAT—REEELANE, ADERD
5NET,

L]

k3% vCenter Single Sign-On Z—H — D& Hi.,

T 7 4 )L b TlE. administrator@vsphere.local, ZDEEEH.
o> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(C
EBMLT. ThoD1—Y—([CEBEEREMETEET,

EHEI—HY—-—DNRT—RK, RRT—REZHEFELIZNE, ANEKRD
S5NETY.

FTCICHFETHIN—T LA —FBFIIN—-TEEMLET,

FFoar
—-name <%&H>

--add <1-Y¥-FLRYI-T0&H>

VMware, Inc.
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FFoary

--login <admin user id>

--password <admin_password>

dir-cli group list
FEE L vindir Z)—TEURNLET.

FFary

—-name <#&HI>

--login <admin_user id>

--password <admin_ password>

dir-cli trustedcert publish
EEE»)— MEEAEZ vidir ICRFTLET.
*F7ar
—-—cert <77MIL>

--login <admin_user id>

--password <admin_ password>

dir-cli trustedcert unpublish

e

F 7 4 )L b T3, administrator@vsphere.local, ZNDEEEH.
fho> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(Z
BILT, Zh501—HY—(CEREEREFSTEET.
BEEZI—Y—D/NRT—R, XAT—REFEELLZVNE, AHEKRD
S5NET,

L]

vmdir DZI—=TDA T a @, TOA T ar T JIV—T1%E
ETHINEINEERTEET.

F7 4 )V b TlE, administrator@vsphere.local, ZNDEEEH.
fhod 12—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(C
EMLT. ThoDi1—Y—([CEBEEREMETEET,
EEEI—H—D/NRT—R, XNAT—REHEELLZNE, ANERD
S5NET.

A

SEBEET 7 AILADISR,

T 7 4 )L b TlE. administrator@vsphere.local, ZNDEEEL.
o 1—+—% CAAdmins vCenter Single Sign-On Z)L—7IC
EBMLT, ThoD1—HY—(CEBEEREMETEET,

EHEI—HY—DNRT—RK, RRT—REZH/ELIZNE, ANEKRSD
S5NET.

WTE vmdir [CHSEREEFHIN— MIAZZRITERLET. X RECERREOMD T N TOIRAZTD/L
— bEERAZ &2 > TWBRIDIL— MEEBAEZ vmdir [LEMU/CEE. COAXY Y REFERLET, ERSINGEL<R

SEBEDRITRKRIL. ERABEORELICESLET.

FFar
--cert-file <771Il>

—-—crl <774)>

VMware, Inc.
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FFoary

--login <admin user id>

--password <admin_password>

dir-cli trustedcert list

e

F 7 4 )L b T3, administrator@vsphere.local, ZNDEEEH.
fho> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(Z
BILT, Zh501—HY—(CEREEREFSTEET.

EBEI-—HY-—DNRT—RK, RRT—REHFELENE. ANZEKRSD
5NET,

FTRTOEEEH/IN— FMIBAEEWIET S IDEZUXMLET, dir-cli trustedcert get ZfEH L T

FEWMETHI(CE. GIAE ID BBETY,

--login <admin user_ id>

--password <admin_ password>

dir-cli trustedcert get

vmdir 5 EFEFH/I— NIRRT EREL. BELLT

FFary

--id <jIBAE 1D>

--outcert </{A>
--outcrl <J$A>

--login <admin_user_id>

--password <admin_password>

dir-cli password create

L]

F 74 )L b TlE, administrator@vsphere.local, ZDOEEEN.
o 1—H—% CAAdmins vCenter Single Sign-On Z)L—7IC
EBMLT, ThoDi—Y—([CEBEEREMETEET,

EBEI—HF—D/NNRT—R, NAT—REEELLZNE, AHNEKRD
S5NET,

TAIWICEERHET,

HteA

59 5iAED ID, ID [$. dir-cli trustedcert list O
Y RTRREINET,

FERAE T 7 A IV DEERAHFEDINZ,

CRL 77 MV DFEZRAHFEDNR, BEFHEINTOEEA,

77 4L b TlE. administrator@vsphere.local, ZOEEE DS,
o 1—H—% CAAdmins vCenter Single Sign-On Z)L—7IC
EBIMLT, TNS6D1I—Y—(CEREEREMESTEET,

EBEI—HF—D/NRT—R, NRAT—REEELLZNE, ANERD
SNET,

AT = REBEHZHRELTWAT VI ARNRT—REERLET. 2O RIE U—RN—FT 18V Ja1—-2

a3y A-Y-MERTEET.

--login <admin_ user_ id>

--password <admin password>

VMware, Inc.

L]

T 7 4 )V b TlE, administrator@vsphere.local, ZOEEE DS,
fh> 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(Z
BIMLT, TNS5D1—HY—(CEREEREFFSTEET,
EBEI—Y—DNRT— R, KRT—REFELENE, ANEKRD
S5NET,
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dir-cli password reset

EEENI—YP—-DNRNRT—RE )Ly b TEBLDICLET, EBEUNDI-—HV-DBNNAT—RE2UEY T 5
[ZI1E. D WYIZ dir-cli password change ZERLET.

F7oar BiFA

--account FLWOWNRD—RZEIVHETSET AD > bDEAHIL

--new BESNZI-—F—DHLO/IRT— R,

--login <admin user id> 77 #J)L b TlE, administrator@vsphere.local, ZDOEEE L,

b 21—+ —% CAAdmins vCenter Single Sign-On Z/)L—7(Z
BMLT, ZNo01—Y—ICEBEERETETEET,

--password <admin password> EEEIL-—HY—DNRT—F, NRT—RZEH/ELLZNE, ANEXRD
S5NET,

dir-cli password change

A—HY—PNRRTV—REZEBETELLDICLET, COEBERETODTHI Y NEMBT 21T —THHILEDNHY
F9, EEE(L dir-cli password reset ZFERALT. NAT—REZUty b TEET,

AFvar B

--account Thor b4,

--current TAD Y NERBTH1—H—DRED/INRT— K,
--new THhOYRNEMEBETHI—H—DFHLWWIRT— K,

vSphere Web Client T®D vCenter sIBAZ DR

vCenter Certificate Authority (VMCA) [CERBSNTWBFAEELZRRL T, BN/RFBAEDBINEARHEA
TWBADEDDEHERLIZY. BUNERUNDIEEEZSELY, - FIBEODRT—F REER LY TEE
T, INTOIARAEEERS R VL. FIAED CLI 2R L TRITLET.

HHAIAAT 7 OA £7212 Platform Services Controller [CEENT\S VMCA A > R% > RIZEE T 5Nz
SIBAEZAERRLUE T, SFBAEOERT VMware Directory Service (vmdir) DA Y A& > RA&KICL T Uo7 — bk
INET,

vSphere Web Client TiIFAEZR R L LD ET DL I—H—RENRT—-REROHSNET. VMware 523
RDIEREZFDI—H—, T 7B CAAdmIins vCenter Single Sign-On Z/l—7Da1—H¥—Da1—H%—%Z /X
RT—RE/ELET,

Fl&

1 vCenter Server (Z administrator@vsphere.local £7=(¥ CAAdmins vCenter Single Sign-On &)L —
o1 -F—-LLTOILI U LET.

2 [BEE]ZERL. [T704]1%200voLT [PARTLBRK]IE0Y v I LET,
3 [/—FRIZVVUvIL., AIREERTELRERT IR/ —REERLET.
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4 [BB]sTzoUvoL. [RBEAR]EVYYILET,
5 ARERWMEXRTIDABREDSIATEY )Yy ILET,

FFvar L]

AR/ RLAE BYEFERATE, RAFERELDICRRLET, &O [FHEROKRT] 74 a3, EAED
BUEBROGERT < EELLET,

KM UIATRE KYUIAIAZEDY A ERFRLES. SEDUY—-IATREYR-—FENTLEEA,

BUHIROUINIELAE BHHROUINFPREELRRLET.

Jb— MRERRE vCenter Certificate Authority . Z04A > X% > XA TCERRIRERII — MEEAEEZRRL
E

6 GFIEAZZZERL T GIABOFMORTI RG> &0 ) v I/ L TAIREDHFMERTLET.

SEHH(C(X Subject Name. Issuer, Validity LU Algorithm M&ENTWVET,

vCenter SIFAZDEMHIRDEL(CH T B L E I MEDRTE

vSphere 6.0 LI TIZ. vCenter Server (£ VMware Endpoint Certificate Store (VECS) (2 53 N TDiE
BREZER L. FABRENFIERET 30 RLURNICHEDETT—LEZRITLET., EEEZZTH94I 7%
vpxd.cert.threshold i+ 7L 3 VA2 EALTEECEET.

FlE

1 vSphere Web Client (CcAZ /4 > L%T.

2 vCenterServer 772 x0 FEBERLTHS, [BEB] 4 T7E [REI VTV TEERLET,

3 [Tl ZZU v oL, RE] ZZRLT LEWMETIZ4NMT ) TLET,

4 vpxd.cert.threshold DEREEZFEEDNEICEEL. [OK] 22U v LET,
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WY RY

vCenter Single Sign-On [FRFEEHR— L ET, T7/4bb, 2—HY - vSphere AV R—FR2 M7 IR
TEANEDNELEMICRELET, 512, EA—HY—(Z vSphere 772 1 ¥ M EaRREL(ITBRIET BERICH
RELDBETT,

vSphere Tld, SEIEHRBAIANZRADBYR—FENTWET., F#lL. vSphere TORAICDNWTESEL
TLEE N, 2O 3> TlE, vCenter Server D7 VRAFAIETFINEA—Y—BBY R IDERTHEICES
EROTHBALET.

vCenter Server Tld. R EO—ILEFERL/ZEHMMDWERINAIEETT, vCenter Server A 72 10 MNERBRA
DHATC O MNMIT IV EREAERETDIEICIE. - —FE 7N —TBEFOF TP b L THRET SHER
FIRELET, #EREIETTAICIE. O—J. TbbEROEY hEEFERLET.

A4 R M=I)VE%(L. I—Y— administrator@vsphere.local =743, vCenter Server > RFAICOYA T
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4 FLUWIIBBELHEE, rui.crt BLL rui.key CTENETNEFEELET.

5 HHUWIBAEZEZA VA M—J)LLI=ZD, KRR MEBREHLET,
Frzld. RANEAVTF VR E—RICLT, FHILWEEBAEZ A VR b=V 4oV =)L
— -4y —TJ1x4R (DCUl) Z2FALTCEBI—C TV MEBESHL. AVTFRE—RERTTS
KOICRAMERET HENTEET,

RDRTFY T

vCenter Server TRUSTED_ROOTS X 7 Z2EH L E£J. vCenter Server TRUSTED_ROOTS R +7 (B

ARG LFEBAE) OFEH 5B L TS ESE),

vifs A< REFERALAET 74V MOIRELHOBEZRZ

vifs AX Y RICKY. T74)L D VMCA ZLAfTE ESXi iIAZEZEEMRZI D EMNTEET.

ARSI

n Y—RN-T 1 CAERMEAAZTEEAT D58 FIATEREZER L. TNZEFEI/ICEFEL T & ESXi
RANCAEAEZRELET,

B ME(CEU T, ESXiShell 2329 %, £7213 vSphere Web Client 50D SSH S 74 v o &2BX
ICUET., ESXiShell N\O7 7t REFMNTHHEICDNTIE vSphere tFa VT4 ODRFa AV ME
SEBELTZE0,

B 77 MIDOIRTCOEESLVBEEE. £ HTTPS vty ayEN L TiITbnET, By 3 > OFREEICE
AT231—H—(ClE. RABMIHT S KRR b ER FHEBRAERDSVETY, O—J)LENLUERDEIY HTIC
DT, vSphere T+ aUF 4 RFa AV FESHBLTSESL,

Fl&
1 BIHFEOIBEENYIT v TLET,
2 FERLSDIERICH > TAREEREERLET,

3 HEENHBHZEF. vifs AV REFEAL T, SSH #EH SRR SOBYIRIGATICAIAEEZ T v 70— R
LET.

vifs --server hostname --username username --put rui.crt /host/ssl cert

vifs --server hostname --username username --put rui.key /host/ssl key
4 KRALZEBEEFHLET,
RODRTy 7

vCenter Server TRUSTED_ROOTS X 7 Z2FH L £J. vCenter Server TRUSTED _ROOTS R +7 (B
RY LFEAE) OEH 2SBL TS,

VMware, Inc. 210



vSphere D+ U7«

HTTPS PUT AL AT 7 4V FOEAEDBE E]Z

Y- RR—FABOT US> a v EFALT, AWBEF—47 v IO KRTEET, HTTPS O PUT ##E£
YR—rFBT7TUT—2 3 (d ESXi CEENTNS HTTPS A >4 -7 A AEEBLET,

e

n Y—RNA-T 1 CAEZERMNEAAZTEEAT D58 AIATEREZER L. TNZFEI/ICEFEL T & ESXI
RABNCAEAEZRAELET,

B ME(CEU T, ESXiShell #2329 %, £7213 vSphere Web Client 50D SSH S 7 4 v o &2BX
ICUET. ESXiShell N\O7 7 REFEMCZTHAHEICDNTIE vSphere tFaUF 0 ODRFa AV ME
SBLTLEEN,

B 7 ANDIRTOEESLVEEIL. £ HTTPS kv a E2ALTiTbhEd, By a v OFREICE
AT531—H—(CF RRAMIHT S KRR b AERFRESIERDPVLETY, A—ILENLUZIERDEIY HTIC
DT, vSphere T+ aUTF 4 RFa AV FESHBLTSESL,

FIg

1 BBEOIBEENYITYITLET.

2 7y7O-—R77JUS—23 T BIT7A4IVERDLSICMEBLET,

a 7T7r7AINEREET,
b XROWTNODBRRICTZ 7 AILENTY v aLET,

FTa> L]
RS https://hostname/host/ssl cert
# https://hostname/host/ssl_key

BT /host/ssl cert 8&Whost/ssl key (d. /etc/vmware/ssl ADFAET 7 A ILICU oL
£,

3 KRA+ZEZBEFHLET,

RORATY T

vCenter Server TRUSTED_ROOTS X 7 Z2&FH L £J. vCenter Server TRUSTED _ROOTS R +7 (B
RE AFIBAE) DFEH 25BL TS,

vCenter Server TRUSTED_ROOTS X +7 (h R LAZIBAE) OFEH

HhRE LASIBAZEEFERT AL DIC ESXi RRA MERELEBAIL. RRNEEET S vCenter Server 2 RTLAD
TRUSTED_ROOTS R b7 ZEH T HHENHY Y.

AR SH

BRANDIIAZEE N RS LASIAZETE =M ET.
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FlE
1 ESXi/RR +MEEHET S vCenter Server > AT AICAYA >V LET,

YIRDxTEAAN=)LL7= Windows AT AICAS A >3 B, vCenter Server Appliance + )b
o4 >L%d,

2 ERFRDESIC, vecs-cli £RTLT. #FHUVEEAEZ TRUSTED_ROOTS X b7 ITIEBMLET.

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store TRUSTED_ROOTS --alias customl.crt

--cert /etc/vmware/ssl/customl.crt

FFToa> L]
Linux /usr/lib/vmware-vmafd/bin/vecs-cli entry create --store

TRUSTED ROOTS --alias customl.crt --cert /etc/vmware/ssl/
customl.crt

Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli
entry create --store TRUSTED ROOTS --alias customl.crt --
cert c:\ssl\customl.crt

RORTY T

HREE—REARSACRELET, THEE— KHT74)L RO VMCA D58, SREOFHERTT 5L,
NRY LTEREL VMCA B S THECEEMISNET, THEE— ROTHESBLTI LS,
Auto Deploy TDHR% ASIERZDEH

77 # )L b Tl& Auto Deploy #—/\[Z VMCA EZ L/ZiIAEEFERAL CERAMETREY 3 =V LET.
VMCA MEZLTWIWARY AFRAEEFEAL TIRTORAMNETOES 3 =53 5L (2. Auto Deploy
Y—NEBRETEET, ZDFJFTlE Auto Deploy B —NEH — RN—F 4 FRAB/DREBRIABIC/AY ET,
AR SEH

BEHEEETHAEERIABICERLET,

m F—-HX:2048 Ey bUE (PEM I O—R)

s PEM R, VMware Tld. PKCS8 LU PKCST (RSA #—) HHR—brx=nET, VECS [TEMS
NicF—(3. PKCS8 [CEH|ENET,

m x5091N—>3>»3

n )L— MEEREDSA. REARDINRE true (CRETDLENH Y. ARFOEREZEHD—EILEDDIL
ENDHYET,

m  SubjectAltName (ZIZ DNS Name=<machine_FQDN> BEEN TV HLENH U E T,
m  CRTEXK
. FEFERELELT TUYINEA TSR F—BELEPEENTVWILENHYET,

n RERZO 1 BRIORIARZ]
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m  vCenter Server 4 XY M) (ZHD, ESXi RARDKRRA MG (F/=1F IP 7 RLR) [CHRESNE CN
(B LU SubjectAltName)

m HIBAELF—DT7 74 (rbd-ca.crt & rbd-ca.key) [CRBIZEMITET,

FIE
1 TI7AIEDESXiGIAEENY 7 v TLET,
SIBAZ (. /etc/vmware-rbd/ssl/ [CHYET,
2 vSphere Web Client 705 Auto Deploy ¥ —EXZEFEIELET.
a [BEE]ZE#RL. [T7AAM]ITIPRTLABRK] £ v I LET,
b [¥—EX]IZ/UvILET,
C FEITBHZY—EREZHFEIYvILT, [BLE] ZBRLET,

3 Auto Deploy Y—EXDEMEL TW\DH AT AT, /etc/vmware-rbd/ssl/ AD rbd-ca.crt &
rbd-ca.key &, AR LFAEEF—DT7 7 AIICEBRLET,

4  Auto Deploy U—EZADEMEL TWB L RT AT, ILWABAEZEFEAT SL5I1C. VECS WD
TRUSTED_ROOTS A AT ZEZEHLET.

vecs-cli entry delete --store TRUSTED ROOTS --alias
rbd cert
vecs-cli entry create --store TRUSTED ROOTS --alias

rbd _cert --cert /etc/vmware-rbd/ssl/rbd-ca.crt

Windows

C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe

Linux

/usr/lib/vmware-vmafd/bin/vecs-cli

5 TRUSTED_ROOTS ®WRB%AEL castore.pem 77 A INEEHRL T, TDT7A4I)V%E /etc/vmware-
rbd/ssl/ T4 LI MJICKRIMLET,

NAZ L E-RTE. ZOT77A4IVORFHLEICEVET,
6 vCenter Server ¥ X7 ADFAZE— F% custom [CEEL T,
FIEAEE—FOEE 28R T2,
7 vCenter Server ¥—EX%ZHBRM L. Auto Deploy ¥ —EXRZERIBLET,
R

RIZ Auto Deploy Z2ERT 5L D ICRESNTWS KRR NETOE a3 =y JF54&E, Auto Deploy H—N\
(. TRUSTED_ROOTS R b7 I(TiBMMLI=/L— MEBBEZFERL T, SIAEEERLET.
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ESXi SEFAE EF— 77 M IVDUR LT

vSphere Web Services SDK #{#H L T ESXi R FDFIAEEEZ]Z 5 &, LEIDRAEEF -1 .bak 7
TAIITEBMENET., . bak 77 M INOBEREREDIAELF— 7 7 4 IVICBETNIL LIRIOIIAEZE ) X
7 TEEY,

RAMDIRAEEF—IL /etc/vmware/ssl/rui.crt & /etc/vmware/ssl/rui.key [CHYET,
vSphere Web Services SDK @ vim.CertificateManager BEMRA T 0 A2 EFERLTKRA FDFIRE
EF—EBEWMADE. LBIDF—EEIBAED /etc/vmware/ssl/rui.bak 77 A IVITBMENET,

F: HTTP PUT. vifs., F£72(3 ESXiShell ZfER L CiIAE B &A% L. BHROFBAEL .bak 771V
[SEMENE A,

FlE
1 ESXi7/KRRBMT. /etc/vmware/ssl/rui.bak 774 IVEHELET,

77 ANDERZROLS IC/RYET,

## Host private key and certificate backup from 2014-06-20 08:02:49.961#----- BEGIN PRIVATE

4 RANEBEEGTED, F—EFATEHIINTDOY—ERXIC ssl _reset ARV MEXREFELET,

for s in /etc/init.d/*; do S$s | grep ssl reset > /dev/null; if [ $? == ]1; then $s

ssl reset; fi; done

tF*aUTq0 FAT7ANICEBDKRAMDHRY A X

RAMDERWEEZF 212U T AREDKEIE. vSphere Web Client ® [tFa2 VT« A7 74 I)L] XRILTH
RIIARTEEY, [CFaUTa 70774 N] L BICE—DRA NDEEICERATY, EHORR NEEET
B5i5451d. CLI £/2L SDK DEE LD EFER L THRI A REEEZ BT B EE2HRFFL TS,
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ESXi 7747 U+ —ILDERK

ESXi [CIE, TI7AINTERHCGO>TWD I 7AT 04— DBEENTNET,

AVAN=IE, ESXi 7747 04—)UE ZENS T4 v I EFERNSTT4voETOvITHEDCHEBREIN
TWET, 72720, RRMDOEF2UT 0 A7 7AINTEHEBEY—ERD NS T4 v 73RS NET,
T7AT7 4= IDR—=FERHEEITEF ESXi RRARTETENTVWE Y —EXANDT7 I REFHIR L ARIFNIL,
ZFORASDPHAREEAET IV RADBIRICESZINDZIEEZELET, RAFTHADRY NT—IhoDT ot
ADHEHUNTBESICESXI 774 T7 0=V EBBRL TRV EEFBLET,

EF: 7747 U4—J)LE. ICMP (Internet Control Message Protocol) @ ping &, DHCP &L DNS
(UDP &) 0547 bEDBIEBHFRAILET,

ROEDICESXi 7747 04—V R—hEEETEET,

»  vSphere Web Client D&EHRR FDEF2 YT« FOT 7 A NEFRLES, ESXi 7747 94 —ILRE
DEBEBRBL T LS,

B OVYR SAVERIFIRIYTRTESXCLI a7 REFRALET., ESXIiESXCLI 77470+ —)LdDO
XU RESRLTLES,

n FKBEDNHSLR—bDBEFa2UTo TAT7ANVICEENTWVREWNEEICARS A VIB EFERALET,

VMware Lab TAFTE % vibauthor V—)LZFERALTHRY A VIB Z2EBLET. hRZAVIBZEA >
R R—ILFBIC(F. ESXi KRR FDFA L ANILE CommunitySupported (CEETZHENHY ET, 8D
Ty XR=ZXMEEE 2007381 2B L T EE ),

A&: CommunitySupported VIB #3414 X k—J)ba iz ESXi "X T VMware 77 =h)L HR— ~&(E
AL THEEZRAET 548, VMware Y R—hE. bS T a—Fo 2 JFIEBELT, VIBORAEBEL TS
MEICRERDBHDINE S MhEHET 57701220 CommunitySupported VIB D7 > A VX h—JLE#EKRT

SEENHYET,

m ESXi 77470+ — LD

(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_8qp59yqge/uiConfld/
49694343/)

NFS 247> bDIb—)L v b (nfsClient) DENMEIL EIHDIL—IL vy bEFEGZVET., NFS OS54

T RDIL=IL By EBBENFIEE. TRNTOREE TCP R—ME, FASNEZIP 7 RLA—EDY—4 v ~ RR

MIHLUTHEMNET, FEHITDWTIEINFS 95470 8 7747 0+ —ILOEESBLTSZE),

ESXi 77470+ —ILREDEE
vSphere Web Client £7(£aY > RS54 v TH—ERPEBI -V MRDEEBLUVURETZI 7470+ -
EBREBRTEET,

Fi BRIEAY—ERICEETDEIR—M IL—ILDBERINTVBEEE. 1 DO —EREBHICTEE. oy —
EXHEEMICBEMELENE T, EDOIP 7 RLVRICKRAMDE Y —EXANDT IV REHATINERET DL
DEELZEBTEET,
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FlE

1 vSphere Web Client f > RX> hJT, RANIHBEBLTSBLET,
2 [BE]4T7EOUYOLT [BEIZEZVUYILET,

3 [EFaVUry 7O774N] &2V VI LET,

vSphere Web Client (&Y. 707 4 7RBEBLUREERS. TNEWNETE 77470 4+—)L R—k
DY RMPRIRENET .

4 (774704 toa THREI £V v I LET,
W= VB EBBIERESL 7747 U4 —IL b= £y bPBEEICKRRENET,
5 =Lty bEBRLTEMCTTSH. V- £y FEZRBBRL TEHICLET,

5l BiEA

EER—- FBLURER-F vSphere Web Client 34 —EZBICB< R— b
Zakan Y—ERDMERTS7O M,

F—EY Y—ERICEEMTFSNIET—EVDRT—F R,

6 —EDY—EXTIE, ¥Y—ERDFHMEERTEET,

n [FR] RS> (Bl RE > 23 [BE#] R VEFRLT. —BNICY—EADRT Y RELE
LET.

B RABPEARR-BMIEGHLTY-—ERERKRTHEDIC, BARY S —EZEBLEY,
7 —BOY-—EXTHE., #HREFAITDIP T RUVREZRTRHICEETEET.

ESXi RX N THAIEND IP 7 RLADBI £5BL TS LS,
8 [OKIZ2UvsLEY,

ESXi KRR M TEHAIEND IP 7 KL ADEM

TI7HIETIEH, EF—ERDT7A4T7 04— IVETRTDIP 7 RVADT7 VR EHFALET., MST71v 0%
FHRTBICF. EBYTRYMDSED IS T4 v IDHEHATHLOICRY—EREZEELET, BETERIN
WY —EXDBHB5EICIE. TNSDBIRERERTHIZEDHTEET,

vSphere Web Client. vCLI. #7z(& PowerCLI Z{FRL T, Y—EXNDEHREHFRISNZIP T RLADU R
NEFEHTEET, T7A4NNTE 1T DO —EXITHLTIRNTD IP 7 RURDBHFAIEINTIVET,

m ESXi 7747 U —IbADFTENZ IP 7 KL RADIEN
(https://vmwaretv.vmware.com/embed/secure/iframe/entryld/1_Ougsspa2/uiConfld/
49694343/)

FlE

1 vSphere Web Client 4 >R hUT, RANCIEEHLTSBLET,
2 [ER]lyTEOVUYOLT, [BRE]IZEIVYILET,

3 [PRTALIT [€FaVUTy 7OT774N] 20O LET,
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4 (774704t oiarTREIEIV v oL, URRDOY—ERZBERLET.

5 [EFAESNZIP7RLR]I 23> THEEDIPT7 RULADSDEGZFFALET] OFREFRL. R b

NDEGEHATHRY T =D IPTRLVREZEANLET,

IP7RVRZOAVITREVES., RDT LA ZERTEELT,

= 192.168.0.0/24

= 192.168.1.2, 2001::1/64

m  fd3e:29a6:0a81:€478::/64
6 [OKlZZUvYILET,

ESXi KRR MDEZRETZ7 747U +—I)IV K=t

vSphere Web Client Tl&, Y —EXD 7747 U+ —)b R—

4V UV DFFRINAREICIZY &9

FORBY. BIRLZIP 7 RLADSD ST

RDORIC, BEA VA= ENDY—ERDT 74704+ —)IVEe—ERTLET, fthd VIB ZRXMIA X b
—INTBIET, TOMDT—ERBLVOT 747 04—V R— b EEBIMTHRATESK D (LHBHEDHYET,

KR5-5.RET77M4T7 U+ — )i

H—ER R— b

CIM #—/x 5988 (TCP)

CIM £%27 #— 5989 (TCP)

CIM SLP 427 (TCP. UDP)
DHCPV6 546 (TCP. UDP)
DVSSync 8301, 8302 (UDP)
NFC 902 (TCP)

Virtual SAN S 25 U > o 4—E 12345, 23451 (UDP)
A

DHCP 4247 >k 68 (UDP)

DNS 2247 > b+ 53 (UDP)

VMware, Inc.

=P g

CIM (Common Information Model) ®+#—/x,
CIMDtF27 —/\,

CIMoSA4T7 M —ER Oy —>3> 7oL N
—23>»2 (SLPv2) #FALT. CIMY—NeHRRELE
ED

IPv6 @ DHCP 4247 >k,

DVSSync R— k. VMware FT D&/ BESERAZR
A ETHBIRER— FDOIKEZREAT SOICFERESNE
T, INSDOR— ML TIARVEREINY I Ty TRE
Y VERFTLTWSERANTORAFENTNSHLEDH Y F
9. VMware FT Z2EA L TWVRWRR M TIE 250K
—r;DBHEVNTWSHEEIHY EHA.

NFC (v b7 =% Z74J)L aE—) [CL>T. vSphere
ARV NTTZ 74 A4 FITHIsL= FTP 4 —EX
EERTEET, ESXi (&, T—4ANTHEOT—40aK
—PBEREDREICT 74T NFC 2EALET,

Virtual SAN U SRS ERBLIOAN=2 v T Fo LY
fJ) H—ER, UDPRXR=ZD IP JIFF+ X NEFERL
TOTREY AVvN—%&MIML. Virtual SAN X4 F7—4%
IRTDYISRY AUN—=[CEMLET., BHIT/HEo>TH
%154, Virtual SAN (IHEEL £ HA.

IPv4 @ DHCP 2547 > k.

DNS 247> b,
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KRS5-5.RET77A4T7Uvr—IVER (S

H—ER

Fault Tolerance

NSX HE#HEIL—F —EX

Virtual SAN #zix

SNMP #—/\

SSH #—n

vMotion

vSphere Web Client

vsanvp

vSphere Web Access

RFB 7o kb

A=k

8200, 8100. 8300 (TCP. UDP)

6999 (UDP)

2233 (TCP)

161 (UDP)

22 (TCP)

8000 (TCP)

902, 443 (TCP)

8080 (TCP)

80 (TCP)

5900 ~ 5964 (TCP)

KR5-6. XET7 747U+ —IiER

H—ER

CIM SLP

DHCPv6

DVSSync

HBR

VMware, Inc.

R— b

427 (TCP. UDP)

547 (TCP. UDP)

8301, 8302 (UDP)

44046, 31031 (TCP)

=P g

vSphere Fault Tolerance (FT) DRI MED > 7 «
vy,

NSX RN EIL—4 — F—E R, NSXVIB 454 >R b
—)LENTNT, VDR EZ a2 —ILIMERENTWSIBA,
ZOY—ERICEERTENTWE T 74T 04 —)b R—
rDEEET. VDR 4 VX5 AMAKRR MIBEEM TSN
TWEWEE, R—FDPHAVNTWSHELHY £HA.
DY —ERIE. ZOEKODOLFIO/N— 3> TlE NSX 5
BB —F EENTWE LT,

Virtual SAN OfEEMEDEWNT—% ¥ LAtgiX, TCP %
fEA L. Virtual SAN X kL —2 |O TEERSINET. B8R
[C72 > TW\A154. Virtual SAN (ZH#EEL £ A,

RARDS SNMP 4 —N[TEHRTEET.

SSH 7 VR ICHETT,

vMotion ZEA LREY S > DBITICHLETY.
U547 NMER

VSAN VASA X4 — Z7O/x( 4, Virtual SAN & kL
—CO7AT A, e BXUaYTSAT O RICET
BEWICT V2R T B, vCenter D—EBTH DR L
—JCEEY—EX (SMS) TEASNET. EMITHEo>TL
5184, Virtual SAN X L= 7O7 7 4L R—XEE
(SPBM) (3HEEL EE A

MDA —TzARDTI A—-R UL onH5 (L5
] R—2,

VNC 72 EDEBRY —I)LICL>TERENET,

=P 57 5

CIM&Z47 MM b —EXR Oy—> 3> O3l N
—23>2 (SLPv2) #@EFERALT. CIM Y —NEHRZELE
ER

IPv6 @ DHCP 4247 >k,

DVSSync R— k. VMware FT D&/ BAENERZR
A ETHBIRIER— ~OREEZRES 2LDICERESNE
T, INSDOR—FME TIARVELENY I Ty TRE
Y VERITLTWERANTOAFENTNWSHEDH Y F
9. VMware FT Z2FEA L TWVEWRR M TIE 250K
— ;DN TWSHEEIHY EHA.

vSphere Replication LU VMware Site Recovery
Manager [C&>T. RITFDOLTUT—2 3> ST 0y
U TERENET,
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K5-6. RET7AT7Ur—IER (RS
Y—ER R—b Axr b
NFC 902 (TCP) NFC (kv h7—% Z74)L AE=) (&> T. vSphere
AVR=FY N TT7 AN 4 FITHIELE FTP #—E R
EEATEET. ESXi @ F—4XTHOF -5 DL
— BB EDBRIEICT 7 )L b T NFC ZEALET.
woL 9 (UDP) Wake-on-LAN (ko> TERESNET.

Virtual SAN v 2RV 5 H—E
R

DHCP 4247 >k

DNS 2247 > b+

Fault Tolerance

V7 bhox7IiSCSI 4547 b

NSX nEEE/L—4% —EX

rabbitmqgproxy

Virtual SAN #55%

vMotion

VMware vCenter Server Agent

vsanvp

12345, 23451 (UDP)

68 (UDP)

53 (TCP. UDP)

80. 8200, 8100. 8300 (TCP.

UDP)

3260 (TCP)

6999 (UDP)

5671 (TCP)

2233 (TCP)

8000 (TCP)

902 (UDP)

8080 (TCP)

Virtual SAN TERIND IS RFER. AVN— v T,
BLUOTFaL IR B—EXR,

DHCP 4547 bk,

DNS 247> b,

VMware Fault Tolerance [C¥iELE T,

V7 hUz7 iSCSI [CHELET,

NSX VIB 734 > A k—=JLbaNTWT, VDR E¥ a—/)Lis
ERENTNSIHE, COY—ERICEEMFENTNS T
FAT UA—I R—bDBEAEET, VDR A U R& 2 AWK
R MCBEMIFSENTWEWNEE, R—EPRAVNTWSLE
3dHYEA.

RIEEX S VA TRITSNZT T U -2 3> & vCenter
v D=8 RALTRITEIND AMQP 7O—-AhM%&(E
TE5LD1C95. ESXi KRR MTEFENS 7O+, R
I UERY NIV EICHEHELTVWSLEEHY £
o DFEU. NICILEHY A, 7AF 1L vCenter
Ty D=0 RALOOTO-HICEHELET. TDEH.
FEEER IP 7 RLRICIE, D EbRESEAFOTO—
NEEIFERTERT 2 70-NDBEENTNIHLENHY E
T MRDVHEBRISRICTO—HEEBMTEET,

Virtual SAN / — RO RDT b>71v o (E7 V—E
TODAZFv A NEE) TEASINET,

vMotion A LREY > > OBITICLETY.

vCenter Server T—> 1 >V b,

Virtual SAN X4 — ZANA Y ~S57 4 v TERS
nx7.

NFS OS5AT7 0 727479 +—I)LDEME

NFS OSA 7 bDT77A4T7 0= Ib—IL £y bOEMEIL. D ESXi 77 A7 04—)V)b—)L £y b&FE
BUET, ESXi TIE NFS T—FRANT7EIDMNEEEFT ORI MTBEZITNFS 9547 2 MEREDER
INET. FEIZ. NFSON— a3 k> TERYET,

NFS F—& X b7 D&M, XUV b TUIRIVFETOEEZDEEE. NFSDN—=2 3V ([CKo TRV E
ER
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NFSV3 77470+ —)LDENE

NFSV3 7= AT ZBME/LIET T b B ESXi (. NFS 25472 b (nfsClient) D77 A7 U+
=l IV—=Ib Y bDIREEEHERL T,

m nfsClient OJL—J)L v EDBEMRIEES. ESXi (2D —IL £y bEF#HICTL. allowedAll 755 %
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Authentication Proxy /R4 > b2V 77 L R KA NE#EEL., L—ILEZELT, Y77 LR KAMD
TO77AINCERALEYT., Z07A77A4)bFE. Auto Deploy TZOEY 3= &N/ XTD ESXi KX ~
[CEENET. VMware 2RiEE (VMCA) T7OE Y aZ vV IN/ZRIAEE /(Y — RN—FT (FIBAEAFERT
BIRET. vSphere Authentication Proxy Z{Ef 3 515&(3. Auto Deploy THhR ¥ ASIBREEFERT 544
ERTTHIET. TARREGS—LLVRICHEEEL £9. Auto Deploy TOHRY ARIBAEDFEAZEZSHBL T/
0N,

o IPV6 OHAETR— T BEETIL. vSphere Authentication Proxy ZFERTE £t A,

vSphere Authentication Proxy D4 > XA =)V EEIET7 v T —R

vSphere Authentication Proxy 4 > X b—JL§ % &, Active Directory OFRHIEREEAE T I ESXi R R
hERALSVICBMEEDIEMTEET. vSphere Authentication Proxy (&, RX MERLIZ Active
Directory OFRFHERERBETIVNEELLS T LICKY. PXE £8DHRR RO, Auto Deploy ZERAL T O
EvazZricshbdRAMDEFa )T &@{IELET,

BFEND T RT AIZ vSphere Authentication Proxy QLFIO/N—=2 3 >4 Y A M=ILEaNTWBBE, ZDF
g% 52479 % Z &£ T vSphere Authentication Proxy M&HD/N—2 3 (L7 v T/ L —RENET,

vSphere Authentication Proxy (. BEEft(F S5n/= vCenter Server ERIL Y >/, vCenter Server [Zx
v N =R TEBRDI ICA A M=)V TEE T, vSphere Authentication Proxy (£, /\—2 3> 5.0
LIBE®D vCenter Server THR— SN TWET,
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vSphere Authentication Proxy #+—E X (4. vCenter Server EDBIED/=HIZ IPvA 7 R L X (TR N,
IPV6 (FHR— SN EHA, vCenter Server £ > R& X (%, IPv4 D, IPV4/IPV6 BEE— K. £7/=(3 IPv6
DHEDFY FT—=VRBADRA N I (A4 A M=)V TEETH, vSphere Web Client #2HR T vCenter
Server [C##i 9 57 2> T vSphere Authentication Proxy 4 —ERZH#EESE5(2(E. IPv4 7 RLREER
TEHELENHYET,

ARSI

vSphere Authentication Proxy #4 > X h—J)L 357 >IZ. Microsoft .NET Framework 3.5 &1 >
AR=ILLET,

EEEERDH D LEHALET,
RAM TV HR=PENTNBTAL Y HELVFARV =T VT P RTADH D EEHERLET,

RAS R VICEMNEIPVA T RURDH B L Z2HRLET. vSphere Authentication Proxy (F. & v b+
T—ORIEN IPVA DHDT L 2L IPVA/IPVE BEE—RDY I U ICA VA =)L TEETH. IPV6 DH
DIREBERADT L V(CIEA VA=)V TEE A,

vSphere Authentication Proxy # Windows Server 2008 R2 /RA ~ ¥ (A4 Y AR M=)V T 2155
(Z. support.microsoft.com Web %4 ~Z#%H 5 Windows DF L v X—RXDFEE 981506 THEAS N
TW3, Windows DRy b7 4w R&EF O O—RLTA VY AM=ILLET, TDRY T4 v IRADA
X h—=JLEN TV E, vSphere Authentication Proxy Adapter O#HEAMLICEBM L ET, ZDORIBEHNH
£33 L. [Failed to bind CAM website with CTL] &X' [Failed to initialize CAMAdapter] (C#E
BILEEITS— Avyt—2h camadapter.log ICRRENET,

vCenter Server D4 VA=%D O0—-RLET,

ROBEHRERELTA VA=V EBET v TIV—RERTLET,

vSphere Authentication Proxy 24 > X b =L BI5FF (T 7 4 b DFAREER LR WMEE).

vSphere Authentication Proxy #33&#:3 % vCenter Server D7 RURBLUNERFER : IP 7 RLR&E /=
($&F1. HTTPAR—bk, 1—H¥—%, BLUONRRT—R,

vSphere Authentication Proxy v b7 —2 L THEANT 2720 DKRAMZERILIP 7 RL R,

PRI O+ Y—EREA VAP —IVTERAN I & RALVIEMLET,
RAAVEBEDTHD Y MEFERLT RIS T2 (COdA4 Y LET,

YIRNIDTDA VA=)V T4 L& )T autorun.exe 774 INEFTTIN IV I AR N—F—%
EHLET,

[VMware vSphere Authentication Proxy] ##iRL. [/ > A ~—=)L]1&Eo U v o LET,
D4 —ROIERICE>T. A VA= EEEFTYTILV—RERETLET.

AR S=)bH, BEIY —EX(E. Auto Deploy &N TS vCenter Server 4 Y A& VX (LEHF N
E3
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R

vSphere Authentication Proxy 4 —EXDA VA M—=JLB, 4 XM= (Ck U, BHTAF> HY—EREET
T RIDEYIERDH D RAA Y THD Y SOBMERESNET, 7 H D2 bRITHEER CAM- TIREY. 32 XF
THERENET, oo SUTAICERSNIENRT - RPBEEMIFONET, NRAT—RIE HRELTEREEN
F9. THU Y POFREFEELZNTLSEZEL,

vSphere Authentication Proxy Z&25EICERT 5 LSRR &R

vSphere Authentication Proxy #—E X (CAM H—EX) DA > R b=/l KA M EER L TRIA 7O+ >
Y—N=—DPA—HF-RRAEITOLOBRTD2VENHYET,

AR

7RX ;T vSphere Authentication Proxy ##—EX (CAM #—ER) &4 XA ~—=J)LLET. vSphere
Authentication Proxy @4 Y A b=V E=ET7 v 7oL — R #8BL T EZ3,

FIg

1 RXALDNSTR—T+—%FERLTDHCP 0&EEZFELET.

HEEHRETHLET, EBRY FT—UD DHCP 2R L TWASRA DRI TAFS 4y —EREFERTE
BLIICRVET,

FFvar e
IS 6 Din& a [avyEa—9 ThOYHEE WebHa b £28RBLET,
b RIEF«LIMUD[CAMISAPIl /40U v LET.
¢ [FAanF4]1-[F«Lob) €FaUT74]1-[IP 7 RLVRBEUR AL RBDHIRD
wE]-[avEa—% JI—T&EMm] 2FRLET.
IS 7 Oif& a [avYEa—9 ThorhEE Web¥a M 25RBLET,
b EORAUIZHBHEET«LIFUD [CAMISAPII #451) v o LT [IPVv4 7 RLRE
KU RAA HIBR] ZFEET.
c [Ty huoHFaEEm] - [IPv4 7 RLREE] 2#RUETS.

VMware, Inc. 239



vSphere D+ U7«

2 FRRRH Auto Deploy TFAEZ 3= FENTWEWEE, T74/)0 D SSLEIEEEE, HEERL DA
ENEEIIR (CA) ERDHHABEICEELET.

FFvar Bte
VMCA & T7 4D VMCA ZEFZMAEEERT 51553, Authentication Proxy xR X k753
VMCA FEFREZEET DL D ICLTHLKLENHYET,
a fEEINIL— NEEREEOIRAER 7L, VMCA IIAEEFETEMLET,
b VMCA Z&F&35IHE (root.cer) Z. vVSphere Authentication Proxy #—EX
WA VA= ENEIRAT LD, A—NILDEESNTNSIHER ST ICEMLET,
774J)E C:\ProgramData\VMware\CIS\data\vmca [N TIVET,

c VvSphere Authentication Proxy 4 —EX#Bi2#H L £7.
H—R/X—F ¢ CA ELMEHEAE CA E+=:AZE (DER THE1) %. vSphere Authentication Proxy #—tE X854

VAR ENEDRTAD, O—ANTEBEESNTNDIHEER ST ITEML. vSphere
Authentication Proxy #t—EX = Bitg L £7.

B Windows 2003 Tld, EBAZ 7 7 4 )L% C:\Documents $LU Settings\All
Users\Application Data\VMware\vSphere Authentication
Proxy\trust [COE—-LET,

m  Windows 2008 Tl3. 5BAE 7 7 1 JL% C:\Program Data\VMware\vSphere
Authentication Proxy\trust [COE—-LET.

vSphere Authentication Proxy D&E

Authentication Proxy OiIBEZIERNH D54, ESXi kR kT vSphere Authentication Proxy #{EfBT&
E3

H—NERINTHAVENHDSIDIE1ELITTY,
F: ESXi 8L Authentication Proxy #—N\TRITE 2 LD ICH>TWIHBELSHY E T, DRITHEES

BICAEMCTHEO>TWEYT, RAZEMNCTIVLENHI5E(E. [FHRE] 4700 Ry I REFERALT.
UserVars.ActiveDirectoryVerifyCAMCertifcate BIt% O [(CERELET.

vSphere Authentication Proxy sEBAEZE DI ¥ X/R— b

ESXi ¥ L. vSphere Authentication Proxy Z&:E9 2(C(3. ESXi (CT7OF H—/NIBAEEZRET HHLE
MWHYET,

BIiRSRM4

RX ~Z vSphere Authentication Proxy (CAM #+—EX) &4 > X ~—JLLE T, vSphere Authentication
Proxy DA A b—IVEFTv T — K #8BL T LS,
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FIE
1 FET7AF2 YN RTLAT, ISTR— v EFERLTABREELEI I AR-—FLET,

FFvar |iE
1S 6 DiR& a [AYEa—49D7ho NEEB Web YA N &2HIU VI LET.
b [ZanF«4]1-[F«bobU Fxal7q]-[[ABAEORT] EZBIRLET,
1S 7 Dizé& a Hlo~R4 T [Computer Account Management Web Site] #®2RLE T,
b INAVR]IZZBRLT [HAMNAYR]I 4705 Ry U REREET,
c [https] XA ¥ REZRLET.
d [##E] - [SSLAIAEDOHRR |E#IRLET,

2 [FHE] - [Z7ANICaE-] &BRLET.

3 [MEBEF—Z2IJVRR-—bLERA] AT 3 <& [Base-64 encoded X.509 (CER)] A7 3> &#RLE
ER

RODRAT YT

FEBAE % ESXi T4 Y R—bFULET,

ESXi AD 7O+ —/NGIAEDA > R—
ESXi #. vSphere Authentication Proxy ¥ —/NTEREET AI1C1E. 7O+ H—/NEIBEE%E ESXi (L7 v 70—
FLET,

vSphere Web Client 21— — 4 >4 —7 A XR%&{FEH L T, vSphere Authentication Proxy 3 —/\iIFAE %
ESXi kKR M7y 7O—RLET,
AR SRH

RX K IZ vSphere Authentication Proxy ##—EX (CAM #—ER) &4 X ~—JLLET., vSphere
Authentication Proxy @4 Y A b=V E=ET7 v 7oL — R #5BLTEZSN,

vSphere Authentication Proxy B —/\ifBBZ % vSphere Authentication Proxy iIBBEDIT & RR— hDi#
BBICiE> CTT OV AR—bLET,

Fl&E

1 KXbzZRL. [EE] > [RE] > [REAY-ER]DIEICIY vy I LET.

2 [FIREDAVR—F]Z0U VI LET,

3 RAMEDORFATAFL H—NTEBREZ7 7 ANADT7IL XA E, BIATAFS =D IP 7 RLVREAAL
£,

[datastore name] file path DR EFERL T, 7O+ $—NNDODNRXREAHLET,
4 [OK]l&E=ZUwOLETY,.
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vSphere Authentication Proxy Z{EH L7, FAAL ADKRR bDIEM

RRANET AL RN H—ER RALSV(TEBMT BEICIFE. - —H$EE L7z Active Directory FRELER & 1%
£ 5HUIC, vSphere Authentication Proxy 4 —/N\Z{ER L TRILT D EMNTEET,

RAAVBIFRONTNDDAETANTEET,

® name.tld (/=&Z(fdomain.com): 7AUYMEIT 74OV TFFICERENET,

® name.tld/container/path (/=& XI[d domain.com/OUL1/0U2) @ 7 h W MIUEEDMBREA
(OU) TICERENET,

BIIRSM

m  vSphere Web Client Zf§f L T vCenter Server > XTFAILHEHELET,

m ESXi B DHCP 7 RLRZEFEALTERENTWSHEIF. DHCP O#FEEZHRELET.

B ESXi DM IP 7 RLUREFERL TEBREINTWSEE(E. BEMFESNTWSETOT7 74N RAAL (IS
13 %7282 vSphere Authentication Proxy #—EX&#FERT S LD (LRI TS Z L&ELTL
ZE0, ZhnICkY, BEFO+S H—N[F, ESXIiDIP 7 RLRAE(EFETEET,

s ESXi TVMCA EZ0DiIPENFERINTINDIHEEIL. vCenter Server [CARA MBEBIMENTWNS Z L&
RALTLEESN, ZhickY., RO+ —/N\[F, ESXi 2{E8ET=%7,

m ESXi TCAZZDMHEENMEAINTSH Y, Auto Deploy [C&>T7AE Y a =y FanTHEWNEEIL.
vSphere Authentication Proxy ZE2EEICFERT 5L DR R M &R OFBAICHKE> T, CA FEBAEN. R
AF> H—NOO—AITEESNTVBIIABEERNTICEMNESN TS Z EEERL TS ES,

B RRMIHLUTVvSphere BRiE 7O+ H—NERFAELET.

FIE
1 vSphere Web Client D7 RRX FESBLTEEIL. [EB] 472UV I LET.
2 [BE]ZVVyOLT [REIY—ER] €2IRLET,
3 [RAAM~ADBM 20y I LET,
4 BRAAMYEANLET,
name. tld ¥£/=(f name.tld/container/path DEXEFHRLET.
5 [7A*> 9—NOfER] £FRLET,
6 A7OFL H—NDIP7RLVLREAALET.
7 [OKl&2UvoULET,

ESXi "R FARIA 7O F L AIAENDEEBRZ

{EFE T & 2[RRI N FIT L /=3IBAE % vSphere Web Client 54 »R— T&E T,
AR
m ESXiRAMCRIATOF L ABET77AMNET Y TA—RLET,
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FlE

1 vSphere Web Client T, ESXi RR b &ERLE T,

2 [BE]FTT. [PRTL]FEEO [RAP—ER] #2RLET,
3 [FIRAEDAYR—K]Z0 UV I LET,
4

SSL fEBAZ M /YR & vSphere Authentication Proxy 4+ —/N\EZAHLE T,

ESXiDEFa2VTFADRNRN TS59F74 R

ESXiDEFa2UTADRNRN TS507 4 RS LT, vSphere 7 704 DEGHERRTEEY., #FMICD
WTE [EFaVT a8 R] 2BBLTSLES,

AVRAM=IV AT 4 7 DWERR

FOUO—RULETZ7AINOBEEHE(EHEMEETET S720(2. I1ISO, 754 N R, FEENYFES
D= RULES, BT T77MIIVDNY 2 EERLET. VMware DS AFLEMBAT A 7DEFaUT
4 =ILDBHELTWBEBEEE. OV T T 7% VMware ([GREILTERIEL TS ZE 0,

AT TEZUAO-RLES, MDS Y ADEZFERLT, FU0—-ROBGEEHERLET. MD5 YA
DHN%E VMware Web 4 b TRARESNTNWSEELERLET, ARV —T 40 S RTAICKY, MD5
YADEEHERT -0DHEEY —IVBEFZYET, Linux DBEFE. TmdSsum] Oy REFERLET.
Microsoft Windows Dig&ld. 7 RAVERESF D O—-— R TEET,

CRL OF&Fzvs

T7F#IETIE ESXiRAME, CRLFz v IEYR—bLERA, KMLIEBEIRL. FETREREL THIR
THOVLENHYET, BE. NODIARBRFE. EEFLEFT—RN=T 1 DFRELRE (CA) CE>THRY LK
BRENFEBAETY, Z<DBETIE ESXi KRR b EDERY L7z SSLAREERREL TERT HLHICRIY
ThEFALET,

ESX Admins (&% Active Directory )L — 7 DEER

vSphere &> TEA SN S Active Diretory Z)L—7(3. > RTADFMBRTE
plugins.hostsvc.esxAdminsGroup ICK D TEESINET. ZDF T av(F. T7+I/L5TI[ESX
Admins] [CERESNTWET, ESX Admins ZIL—TDFTRTD A /N—=(T(E, RAALVRADTRTDHD ESXi
RRANMIHT2REVLEERT7 VL REMIEEINET. JIL—TDERTIL Active Directory #EfR L. A
N=2y TEEEEOEVWI -V —BLUO T —TICHIBRL T ZE 0,

BT 71 IVDER

FEAED ESXi k(S APl K> THIFISNETH. W< DODDEBRET 7 M ILIF KRR MIEEZERIFLE
T INSDT77AIIE HTTPS ZH 9 % vSphere 7 7 A JVERX APl [LE>TARENET, CnoD7
TANWICEBEEMA BRI, BREELRLEOMICT H2ERT VL a v ERITTILENHYET.

i ZOT77AINEE AP ICE > TRARASNTWEWT 7 A IVIZER LANWTLSZE),

vimkfstools #{FRA L /=#&E\ET—F DilEx
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METF—sNEENS VMDK 7 7 A1 IVEHIRT 21553, (REEX> V& vy MOV EREIEELTMS,
FOT7 74V LT VCLI OY > KR vmkfstools --writezeros ZFTLET., TDHET. Z77MI)L%
T—FANTOBIBRTAHIENTEET,

PCl 8L PCle /N1 REB LV ESXi

VMware DirectPath 1/O #gE£FER L T PCl £721% PCle 7/\A RERBI S UANRRRIN—ZH B L BEN
BEeFa T ORBEPEELET. BHEMEIE. TA S OS THIEE— RTEET 2T /NA X R4 NGEE N
JNDZNI—RFFELEEFEBEEDHSI—RICL>TEIERIINET., EREEON—RUV I T7TBLUPT77—ADU T
[CIFIRTE. ESXi CHeB8 2 =L ICEM CTE 570+ ARI S —MFIHR— b Y EH A,

VMware Tld, IR VIMERTESI VT AT A ICL 2> THESNEEBINTWDIHEEDH, RETS AD
PCl £7=1% PCle RRRI —2ERTHIELE2HEHLTNET, TOI T4 T4 RET UDERANEY
Sy alUEBRALELD ELBWI EE2ERTIVLENDHYET,

RARE ROWITNDPDHTETRESNDAREEDSHY LT,

m XM OS T, UANURXREER PCl £/l PCle TS —DEBINBAEEENHYET, ZDLDBIF—IC
FoTT—9PWET I LIEHYERAN. ESXIRRA NN S Yy aTAA8EENHYET. ZDLSHT
T—3. NRRIV—=ZNBN=RI LT TNAXDINTE=IIIER#BRMS. £2IET AN OS D RZ A /NDMERE
[CE>THELET,

m Xk OS T Direct Memory Access (DMA) #BIEMERR SN, TNH ESXi RX FTIOMMU R—DEE
DERELDAREMDHY £T. DMA BEMRIET S VDA EUNBDT RLREBERET IIEEHEETT,
—EDT L Tl IOMMU BENKET 5 E TR IRATEERIVIAH (NMI) 2R L THOMNATI S —&HE
TEELDICKRRAMD T 7 —L Tz T7HEREINTEY., INDESXi RAMPIZT Y 2T BHRREICHVET,
DML, TAMOSDRZA/NDEEICE>TRELET,

B ESXiRRMLEDAR V=T 4 20 SRTAPENVIAZBIT Y EVTEFERLTWVINES, 7 X~ OS [$FEE
DAY LT ESXi RR MBI VAR ZBAT BR8N H Y £9. ESXi TIIIRE. FRAFREREE(E
Intel 72 v b7 4 —ATEIVIAHBYYEJEFERALET, VAT Y EVF(E, Intel VT-d gL v b~

—E8TY, ESXild. AMD 72 v b7+ —ATEEVAHLI Y EV JEFERALEGA. BEUBVUAHLETD
s ESXiRRMM OIS v 2T 2MENE<HRVET, 2L, INSDBRVIAZEZFRT 2D AEHER
BICIFHFELET,

ESXi DAY — b h— REREDERK

AY—h A—RBEHAEFERALTC ESXiZa Lo ayy—I)lA—HY— A —T71x4 X (DCUl) (CAY A TE
T, INEFTOICE. AP —RENRT—REEXRTET 74/ MDT7O T ~OHH VI, Personal Identity
Verification (PIV). Common Access Card (CAC) £7=(% SC650 R¥—hk h—R&EFHALET.

AY—b h—RlE EBRBF v TPEDIAENZNSHBTSRF Vv I8N — R TT, Z<OBMREEBLUOREE
Tld. AR—F W—RR=RAD2EBHRFAEFEALT. PATLADEF2UTBEEREF 21U T 4 BHEHANDEHR
EFRIBLTVET,

AR — bk h— RERELD ESXi RA R THEMIC/E>TWBI5E, DCUI TR A—HF—RENRT—-REEKRT ST 7
FIbDTAYTEORDYIC, BHEAT—F A—R&E PIN OIEAEDEDBROSNET,

1 AX—bH—FREAI—b h—FR U—F—([CHATH L. ESXi KRR b TEDORAIFERDBFZAIMONE T,
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2 ESXiDCUI[cAZ A > ID BHRFEN, PIN DAODBKROHSNET,

3 PINZAANTBE ESXIiRA ML 2T, 2D PIN ERXTY— K A—RICRFESINTLS PIN BEEEN.
Active Directory R LTAY— bt h— ROIFBAESRIIENET,

4 AX—b A—ROFAEDRIEICAINT & ESXiDCUI [CAYA > TEET,

DCUI 5 F3 2#d &, - —RENRT - RORELCYIVER LI ENTEET.

ELL7/ZW PIN Z2@EMEHRLTANTSE @BEE3E). AN—b A—ROFyT7HOvsEInET., X7 —
b A—RBOyIENBE BEDESEZEOHDBOY VERBRTEET,

AR — bk h— REERLZBME

ESXi DCUIANDATA Y [CATY—b A— R & PIN DIEAEDENKRDESND AT — b A— RREAEFEMICLE

o

k

TR

m  Active Directory RAA DT ho > b AX—bF h—R U—%F— RA3¥—k A—RigE A¥—K H—FR
AL ENEB T B/=DA VT FZANS I F v ERELET.

m ESXi ##BLT. AY—hF h—RFBRZEYR— T 5 Active Directory (CSIMULET . FMEICDNTIE.
Active Directory ZERL7= ESXi 21— —DEE 2B LTS,

= vSphere Web Client Z#M L T/V— FEERAEZBML £, ESXi RX MDIIBAEEE 25RL T LS
(A

FIE

1 vSphere Web Client T, RRAMIBEILTSRBLET.

2 [EE]4TE0VvOLT [BRE]ZEIVYILET,

w

[ RFAL] T, BRIV —ER] 2BRLET.

BREDAT— M A= RRIART—FRE A VR—BENFBED Y X hPRIRENET,
[R¥— b h— REBFE] AR T, RE] 20 v o LETS,

[AY—b h—RREADFEE] ¥4 700 Ry OVRT, [AAAT] R—TZFRLET,

Jb— b CAGERAEvHfE CA FIAZE S L. BREMDOH BHFR5RE (CA) DFFFAZEEBML £ 7.

N o o b

[AX—h~ h— R R—D%RE. [AX—F h—RRHAEEZEMNME] Fzv o Ry X&FERL T, [OK] &
Uy LET,

AN — I\ jj_ I\n:uniEo)ﬁ j]{t

ESXiDCUIBJA VADT 74 bDI—F—ZELW/RT - RFEFHCRB(C1E. A¥— b h— RREAEENIC
LET.

FIE

1 vSphere Web Client T, KRR MZBEHL TSBLET,
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2 [EE]yTEOIUvOLT [BRE]IZIUYILET,
3 [PRTLIT, [BEAY—ER] Z#RLET,

HEDAY— b W= RBIRT—FRE A VR—BEINEFAED Y X MHPRRENET,
4 [ARX—h W—RRE]INRILT, [wEEIZV2VvILET,

5 [X?_ '\ j]_ '\nanE] N— /—C [Z? f\ jj r\uLnIE%;EXjJﬂ:] 7‘1 /0 —'— /77\@ TR%ﬁgﬁﬁb'C\ [OK] 7&
20y LET,

EREERAE RO —Y — AL EIR DL

Active Directory (AD) RAA > H—=NIZT7 VR TERWEEIE. RAMTA—Y—-RENRT—ROFTFHER
TLTRET I avaRITTAIEICEST, ESXiDCUI ICAOJA T B EMTEET,

IS IRR T3, EHERIE. Ry T —IBE £EEKELREDERT, AD RAS Y $—NIIT7IEALTR
IX—h W—REQOI—Y-ERERAETERNZ EDBDHYET., AD H—NADEHEMSEDNAEBEE. O—h
JVESXi A—HY—DRFEHREZFEHA L TESXiDCUI [CAYVA > THIEMTEET, INITKY., BEIZDMDER
BT a3 vERTTEEY., I—F—RENRT—ROOTAADT7+—=)b/\y oL, OFJICRHFEINET.
AD NDIEFEFENREET D E. AX— b h— RBIANBOEMELSNET,

X : vCenter Server AD xRy b —U#FEHEMNEKDONTH. Active Directory (AD) RAA > H—N\DEEIL T
Wi, AR—b h—REBINOEEFIH U EEA,

Ayo40> E—RFTODRY—k h— REREALDER

ESXiRRA bDOYIE DY E—RBFEIMCE>TWDE RAMDEFa2UT 4 BELEL. DCUIANDT Z XN
FRENET, AvorFdUuy E—RTIE AN¥—bh Ah— RERGEREDENC/EDATEENSH U ET,

BEOOY I E—RTlE, EEBEROHZHIN I — VA DAY —0D&HHD DCUI LTIV EZRTEE
. BIShI—H—(4, E9«TZhtu—b»ti%éht?ﬁtZ%TéﬁjfzhD—h»l—ﬁ—itm
Active Directory 2—%—T9, @EOOv 50> E—RTAY—h h— RBPEA#=FEHT 555, vSphere
Web Client 61— —Z2fF5N 11— — UXNIEMTHIHENHYET, fIst1—H— UXMEMENEZL
—H—(3. RRASPBEEOOV I D E—RIHE>THT7 7 RFAFLbDNT, DCUI [COJA4 > TEET. #
MICDOWTIE, AvodD0Y E—RENI—HY—DIEE 2B TSI,

BZmAy o5y E—RTlE. DCUIlH—EXDBEBELELET, TDEH, AX—b A—RBEEFERALTRA -
TVt ATELEHA,

ESXi SSH +—
SSH #—£EMLT. ESXi KRR MADT 7 £ REHIR, ). HLCRETEHT. SSH &AL T, FH
TEHI—F—FLERIU T MPART— REBEETICRA MCO YA Y TEHE I CRETEET,

vifs vSphere CLI A~ RZFERAL T, SSH ¥—%2KX MZaE—T&%d, vSphereCLI a~x > K &y b
AVAM=ILBLOMERICDWTHLL(E. [VSphere AV RSA L A VI —T A RADAY— b A4 K (%EE
)] EZSBLTLEZE0, HTTPS PUT 2EHL T, SSK ¥F—42RAMNIOE—9F5Z L TEET,
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F—ENBMTERL T vy 7A—RFFH5RDYIC, ESXi KRR M THF—Z2ER LTI I O—RTEET, HDF
Ly R—XMFLE 1002866 #SBL TSN,

SSH ZF#MICL T SSH F—&RX MIEMT HRECIFFTEDY RO BH B/, BEGRBETIHEINELE
Ao FHAIENTWS (SSH) F—DEMYL 2ZRBL T L,

E: ESXi5.0 LFiDHEE, SSH ¥—€MAT 51— —(IRAMPAYIF DY E—RTHERAMITIER
TEEY, Inld. ESXi51 TEEENTLET,

SSHE+a2UTF~«
SSH &AL T ESXi Shell CUE—rp5O5 4L KR RD RS TN a—F4 ¥ $ RUERTTEET,
ESXi ® SSH /3. LUBEAL+1UT 4 LALERBTESEIMREINTVET,

Version 1SSH 70O k3L OEXL
VMware Tl3. Version1SSH 7O hJ/LIFHYR—bEINTEST. Version 2 7O ~aNEFBEREN
£9. Version 2 Tld. Version 1 TOREDLF 1T« BENFEEINTEY, EBA VI —T 114 RED
ZEITBEVREBEINET,

EEEEDR
SSH (&, #E#IC256 EY ME128EY D AESEESDHEYR—FLTIVET,

INSDEREL. SSHIRATEEA VY — T 1M/ RICEHESNZT—YDRELZBMNELTNET, INSDERTE

FEETEFEtHA,
vifs Aav 2 R&EFERLAE SSH #D7 v 7O0— R
uLuJ-.E:F éﬁfﬁﬁbf SSH —C—T_Z I\L_Elﬁ’r /—g—%)iﬁA(j: VlfS :l?/ I\—Cuunl—t:‘: 75__77/70[' hféi—g—

F: REAF—EERTHEI—Y—FREA/ALTSSH 7/ ADRIBEIC/E D72, REDIRET SSH +—%FEH
THENESDIFEEICKREFTL T EEL,

RELEAEEFERL T RAMDYE—F 7O CRZRATEET, 1—H— itlixﬁ')jt\ﬁ\SSH TRA
TR RERBDIGE. RAFAREERINENRT - RELTRATEET, RAFAREEAITNETRAZ
BEMLTE, BRI RVEBEELT DAY T MEERT HDICEILET,

RDEATD SSH {ERANIT v 70— RTEET,

= root A—H—FAFRILEH

m  RSAH

s RSA B

vSphere 6.0 Update 2 U U —RLIBET(E. DSS/DSA F—(3HR—bxnEHA,

HEE: /etc/ssh/sshd config 77 MIVEEELENTZE,
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FIE

¢ IOXURSAVEREEFEBY—/N\Tvifs AY REFERL T, SSH ##% ESXi /KX ~_EOBEYIFIBRRICT v
O—RLET.

vifs --server hostname --username username --put filename /host/ssh_host dsa_key pub
BoOEH T
root 1—¥—AREFHRT 7 1)L /host/ssh_root authorized keys

ZDT77ANET Yy TA-RTBICE TRUEEREERDPLETY,
RSA & /host/ssh_host rsa key

RSA AF# /host/ssh_host rsa key pub

HTTPS @ PUT #fEA L/ SSH #0D7 v 70—k

PELEHBREERAL T SSH TRAMIAYA > TEEY., HTTPS @ PUT 2R L CRALFA##ET v 7A— K
TEEY,

PELEHBREFERAL T RAMDUE—F 7O RRERATEES., I —FLERIUT D SSH THRZA b
7 Ve REeHHBI5E. RAEARBEFERINE/NNRT - RELTRIATEET., REDFHREFERAT NIRRT Z
BEETE, ERYRVEBIELT DRI U T MEFERTHDICKRIGET,

HTTPS @ PUT ZERLT. XD A 7D SSH EERANIT v 7O— R TEET,
m  root 1—H—FHRIFEAH

s DSA §

m  DSA 1B

m  RSA#

s RSA B

EE: /etc/ssh/sshd config 77 M EEELENTIZE,

FE
1 7705 —2ar&7y70-RIB5R0EF BRI 7MIEREET,
2 ROBEAICT7ANERRLET.

ROER PR

root 1— Y —BRAFALRT 7 1)L https://hostname or IP address/host/ssh _root_authorized keys
ZD774VET Yy T7O—RTBICE RRAPTORLBEREERPLETT.

DSA & https://hostname or IP address/host/ssh_host dsa key

DSA Apasg https://hostname or IP address/host/ssh host dsa key pub
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BOBH PR
RSA # https://hostname or IP address/host/ssh _host rsa key
RSA 2Ap# https://hostname or IP address/host/ssh host rsa key pub

ESXi Shell O{ER
ESXi Shell (. ESXi RR M TTF 74 b TEMC/E>TVNET, ZOPIAOO—HI 7RIV E—
7 ORI BDEICRUTENCTSHIENTEET,
RETZ7OVCRDY RV EERT D021, bS5 TN a—F4 712D ESXi Shell ZE#MICLET,
ESXiShell (3. Ov o4 o) E—RICEKFELEFA, RANDPOYII T E—RTRITSNTNSHETH, §
MirE&(E ESXi Shell (cO4 4 > T&%d,
ESXi Shell

A—AJ)LTESXi Shell L7 RXT 25713, OV —EXREZFHMICLET.

SSH
SSH ##A LT ESXi Shell CUE—F 72 RATBICIE. ZOY—EREZFEMILET,
vSphere €+ a2 U7 4 25BLTIZELY,

root I—H¥—HLUPEBHEO-I)IEHDI—Y—(d. ESXiShell (L7 A TE%Ed, Active Directory &)L —
7 ESX Admins AN 1—H—I[C(3. EBEEO—LNEFNCEIVETENET. T 74/ M TlE root 1—H—
DM, ESXi Shell ZFERAL TP RATA IR (vmware -v7iRE) ZRTTEET,

X ESXiShell &, REICHEICESEVRYBMICLAENTESZL,

m  vSphere Web Client Z{E/H L 7= ESXi Shell N\O7 2 XOHF1E
vSphere Web Client #EB L T. ESXi Shell x\oO—AlEBLOPUE—F (SSH) 7o &REHHIC
L. TARILSALT O ERTAMSALT D MERETEET,

m Ao baryV—)lA-Y—-—A25—-—Tx4RX (DCUI) #%{ERL ESXi Shell N\D7 £ XDEXE
AL s A=)l A—YY—A25—-T1x4R (DCUl) ZFERTDE TFRAM-RDAZ 1 —%1F
BALT. B—AITRRAMEDMEETO LD TEET., BEVOREDOEFIUTAEHDTT, ¥1 1
sbary—lA—Y—A2EG—T A ADEMEDBYR-—EEINENED D, BEICFHELET.

m hITNTa—T 4 IDHIC ESXi Shell ITOT A >~
vSphere Web Client, vSphere CLI. F£7=(% vSphere PowerCLI ZH L T. ESXi #l4y X7 & R1T
L¥ 9. ESXiShell (LIFid Tech Support E—F (TSM)) [CZlE +Z TN a—T4 »IDOBHTDH
AJA4 2 LTLIES,
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vSphere Web Client Z{#EH L 7= ESXi Shell NDO7 2 XDEME

vSphere Web Client Z#/HA L T, ESXi Shell \OB—=hIEXLPUE—F (SSH) D7V REZFMICL. 7
ARINEALT O NERTRMS A LT U NERETEET,

#E: vSphere Web Client, UE—rDIOT> R 54 V=) (VCLI XUV PowerCLD). BLURTEHSD
APl ZERLTHRRAMIT7ALET., HlEIKRICE>TSSH 702 REZBNICT HHENH HIHEERE.
SSH Z2#RALTKRAMANDYE—F 7O/ EREZBMCLIENTSIZE L,
BIIRSM
PREEEAD SSH F—2FERTH2HLENHHIHEIE. TNhET7 vy 7AO—RTEEF., ESXiSSH F— #8BL T
20,
FlE
1 vSphere Web Client 41 YR ~FUT, RRANIBEBLTSELET,
2 (BBl TEOUYOLT. [BRE]IZEIVYILET,
3 [PRTALIT [CFaVUTy FOT77A4N] &2V VI LET,
4 [—EX]INXNT[RE]IE/V VI LET,
5 URMPSLY—EREZERLET,
m  ESXi Shell
m SSH
m ALk ary—JL Ul
6 [H—EXDFMlI 2o Uy oL, BERY S — [FHTHIBSIWMEL] £22RUET,

[(FHTHRIRELIUMFL] 28IRTDE RAMEBEHLTH, Y—ERERBSNEFA, TR SDBEE
[CH—ERADRIBENDSEDICTBHICE. [RAMIEBL THBEELIMMEL] ZFIRLET,

7 [BtR] #BIRLCH—EREBHICLET.

8 [OK]l&ZZUwOLET,

RORTy T

ESXi Shell DRIBEMETA BRIV A4 LT T hEFZRELET. vSphere Web Client T?® ESXi Shell afBEED ¥
A L7 DOERKR LU vSphere Web Client TO7 A RJL ESXi Shell v a>D& A L7 T DR 25
BLTZEE,

vSphere Web Client T® ESXi Shell aTRMD & A L7 U b DVERK

ESXi Shell (7 7 # )L b TIZEMICAR>TWVET, ESXi Shell DRIAMS A AT T MEFREL. P TIILEFRICL
EHEEDEFa )T 4 Z2EIETEET,

ARAMS A L7 D REEE ESXiShell ZEMICLTHS5ATA V5 ETOHBREBREERLET, 1LT
U NESBES L. Y- ERAPEN LAY, - —FATA I TELELBYVET,

VMware, Inc. 250



vSphere D+ U7«

FIE

—

vSphere Web Client 4 > X2 ~cU T, RRAMIBHLTSEBLET.
(BB #7500y o LT [BREIZEIVYILET,
[RTFLIDFTICARATLADEMBRTE] ZRIRLET.

[UserVars.ESXiShellTimeOut] #2#RL. [RE] 7320 Uv o LET,

a A W N

TARNGALT D MNREEANLET,
GALTIREBMITBHICIF. SSH H—EXE ESXi Shell Y —EXROBRBKLETT,
6 [OKIZ2UvsLEY,

BR

FALT U NESRELZEEICOTA VEFDEEE. Ty aryPiiFcsnEd., 2L, 0TI MR X
i3ty a TR, I—F—3A54 > TEEtA,

vSphere Web Client TO7 A KJL ESXiShell £y > 3a>D& 4 L7 T COER

A—Y—RXAMTESXi Shell ZBHICLTW TRy 3a>PoRITUMLENESE. 74 RIL 2y a v
BERR(CEGSNICERICAVET., HRERMVCERICTS L, #EPPRANIHT STV RECTRET HB7E
EPE<EVES., TARIL vy a3 DIAMAT7IRERETHIEICEDT. CNEHETEET.

TARINGALTDRREL - —DBHBEADOTA RIL £y a>P50I7 0 bENDETOHFRBREER
MERLET, 4L a>V—I)L 425 —Tx4 R (DCUI) »5. F/z(F vSphere Web Client 500
—hbEyarEUE—F (SSH) By a2 OmAICDONT, KEOREEHETEET.

FE

1 vSphere Web Client £ > X MU T, RAMIHBHLTSBLET.
2 [EE]4TxOVvOLT [BE]IZIVYILET,

3 ERTALAIDTFTIRTADFHMFE] ZFIRLET,
4

[UserVars.ESXiShelllnteractiveTimeOut] #2RL. RE] 7435220 ) v o LT, 94 L7 T KE
EAALET,

5 SSH#—EX<& ESXiShell Y —ERXRZBEHLT. FMLT UV MERBMEEET,

e

Ty 3BT A RIVREDBE, 54 57D MIEASEBLLE, 1—F—H057 9 hENET,
g4bobkaryy—-)a—-4Y¥—-A4r45—-7x4X (DCUI) ZFEMLK ESXI
Shell N\D7 ¥ £ ADFRIL

ALk aryy—)l A—HY—A>5—T1x4 R (DCUl) ZFERATHE. TFAMM—RDOAZ1—%FRL
T. B—=AINTRRAMNEDMWFEETOZEMNTEET, BEVDODREBEOCF2VUTABEHDTT. Fa4L o~y
N AP — AT =T A RADFEMMBHR—bINBENED M EEICFHMAELET.
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AV s OV =)b A—YHY— A5 —T A REFRL T, ESXiShell \OBO—H)L 7O EABLIVUE—b
TORREBMICTEET,

F: Ao b V=l A—Y— A5 —T 4R vSphere Web Client. ESXCLI. £7/z3ZDthDERE
V—I)VEFRBLTRAMIMASNAZZEER. 1TREBICE, ELRBEYICS vy MU ENLEEIT, KR
fl—2ICaXy bEnNET, IV FENZFICKRRAMIEEDPEET S L EERARFERDONDIGEDHUYET,
Flig

1 Z4bobary—ill1—4Y—A25—T1A4RAT. RZEZWL T RATADARIRA R A2 —IT7 0+
AL&ET,

2 [TV a—Tard AT 3] %FRL, Enter 8L ET,
3 [FSTNa—TFTa 0 E-—RFATar]AZa—05, BRCTET—EREZERLET,
m  ESXi Shell D&E%E
= SSH OBMIE
4 Enter &L TH—EREBMICLET,
5 FA4LbobarV—IllA—-YF—AF—TIARDA > A =2 —[CRBHET. Esc &L ET,
RODRT T

ESXi Shell DRTAMET A IV A LT D RERELET., 4L o b a2V - A - A5 —T (AT
® ESXi Shell AIRAMDS A4 A7 U FOEK BLUT A RV ESXi Shell vy a>D&5 4 L7 T Dk 258
LT<7EE,

A4V ok A=) A—YHY— A5 —T 24 XTD ESXi Shell IRHEDS A ATV bD
YERk

ESXi Shell (77 # )l b TIEEHIC/A>TWET, ESXi Shell DRIAM S A AT U MEFEL. > ILEBMICL
EHBaDtF )T 4 ZEIETEET,

ARMS A4 L7 D REREE. ESXiShell ZEMICLTH5ATA( 2 ETOHREREBREEZRLET. §1L7T
U NAEMSEED L T—EXDEH LAY, - —FATA TEHELIBRYVET,
Flig

1 NS TN oa—TFTa4 T BE—R AT a3y AZa—m5.[ESXi Shell BELWNSSH DY A LT D FDODEE] %
BEIRL. Enter ##L £ 9,

2 HRMYAMLTOREANLET,
GALT I REBMITBHICIF. SSH H—EXE ESXi Shell Y —EXRODBRBKLETT,

3 AL obary—l A —A2I—TIAADAA > AZa—[CRDHET. Enter L. Esc 2L
£

4 [OKlzZsYUvoLET,
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"R

GALTDNIESEBLLEECATA VEHDSER. By arPiRENEY, £EZL. BT U MR F
i3ty a A& TRE - —-3FRITA O TEEHEA.

74 RIVESXiShell €y 32D 4 L7 D bDIERR

A—HY—RASTESXi Shell ZB#HICLTW TRy 3507 MLENGE. TA4A RV v av(E

MPE<BVET, 7TARIN Y23 DIALAT O NERETSHIEICEL>T. INEMKETEET,

TARINGALTDRRER, - —DPHEEADTA RV v a>Po007 0 FENDETOHBEBR
MERLET., TA RV SALAT D ROEEIL, I—Y—HRICESXi Shell AV A 2§ BBICEAEND /6.
BHEOy a3 3REERTEEA.

FALTOREIA LIS AV =) AP — A5 —T A ATIRET SN FEAD). /=L vSphere Web
Client TIEEL T (5HEAD.
FlE

1 NS TN a—Ta 0 BE—R AT 3y AZa—m5.[ESXiShell 8LV SSH D&Y A AT bCDEE] %
BERL. Enter ##L %7,

2 TARNGALT I NEVBLATANLET,
FALT D EFMCTSICIE SSH —ERXE ESXi Shell ¥ —EXOBRMBHLETT,

3 ALV A — A —TzAADAA Y AZa2—ICRDET. Enter #4 L. Esc ##L
£9.

mR

Ty 3BT A RIVREDISE. 94 L7 D MIBESEELLER. - -B0I7 0 hEhET,

NSTIVoa—F4 2 JDHIC ESXiShell LT A >

vSphere Web Client. vSphere CLI, &7=(3 vSphere PowerCLI #{#H L T. ESXi #mly A &£TLE
9. ESXiShell (Lgiod Tech Support E—K (TSM)) (ZIE. bZ TV a—FT 4 JOEMTODHOTA
LT,

FIE
1 ROWTFNHODOFHET ESXi Shell IZTAZA4 > LET,

n RAMIEETY JEXARASEERE. IO BIL Y-l TA+ R ZLTAYTA > R—CZRE

£,
. RABMIUE—MMERTD5EE SSHRREDOUE—b OV —IEREFERAL T, RAMLETEY 3
CERIKBLET.

2 RAMTRHESNDZA-Y-RENRT-REANLET,
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ESXi Web 7O+ DOHBRENDEE

Web 7O+ BEEZEET D56, BHIELELI—F— £Fa2 VT4 ICDVWTERIREAA RSA BN DDH
UET,

E: RRAPDT AL MIFEREARAANZIAICEEEZMAEB T, KA 7OREBERLET,

B NRT—RFEEEFNR TV —REFRATIIAAEERTELLANTLSES, ESXi 3. XXT—RP/NR 7L —
X (FBERLEHTIND) 2FHRT S Web 7OF A2 HR-—FLTOWERA, RNRT—REFAEEFNRAR TL—-X
EYELTSE Web 7OF L 2H[ETHE ESXi 7TORDBELLEFTEEZ A,

m I—HY—-F NRAT—F BLUONTY ~DOEELEYR— T 5/7=0HIC. vSphere Web Services SDK #
BTIE 774 FTSSLBENCHE>TOWET, INSDEHEMRENBRERBSILLENELD (BT 515
Bld. #fE HTTPS /5 HTTP (CH)YU X T, vSphere Web Services SDK ### 0 SSL ##EHIC L E
ERS

T77A7 0 —IVPBEYIICRE SN TR MRIOELREDNTL(CRE SN, TECEETEIREEENSDY
SAT 2 MIERRLIISE DA, SSL ZEHICTHEEZATSLZE ), SSL ZEHICT DL BEHILDORTIC
BEIEA ==y RPERENDDT, NT7+x—IADBEELET,

B ESXiH—EXDERE<SEZOHIC, (FEAEDRAE ESXI H—EX(F, HTTPS mX(CFERASINER— ~ 443
MWEDRTOVELATEES, R—F 443 (L. ESXiODUN—R 7OFELTHEELET., ESXi DY —ERD
JARMEIHTTP D [£5Z%] R=UHOSBTEETH, BUYLHERDSENE, R NV—2 75745 H—E
RICE#HT IV ZRT B LIETEEHA,

HTTP #iEZ N L TRSDY —ERICERT V EXATELLDIC. COBRELEETEET, L. T2ICE
FETEDRETESXI ZEALTOWELWDEY, COXDBEEFITOHEVTILEELY,

n REBEETYTIL—RULTH, AIAERZOEERVET,

vSphere Auto Deploy O+ a1 F 1 DEEEIE

BEERBEICRET DI, KRN JO77 /%S T Auto Deploy &M T 3BICRET SFRERDH St
F2UF( URSICEBT BENBYET,
Fy b= €FaUT~«

D PXE X—ZXDFT 704 FEDBE LRI, Xy b7 —0&2REZELET. vSphere Auto Deploy [+ SSL ##
HCT—9&EETHIET, FAERTFECT IV REREET, UL, PXEREBIORIE. 2547 >~ Auto
Deploy ¥ —NDOESHFHERINEL A,

Auto Deploy SN TSRy FT—202Z2(CfREET 5 &, Auto Deploy Ot+a2UTF 4 URIZEZKIRIC
BRI D EMTEET,
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EBEBAA-CBXOKRIAN 7AT7 7400 EF2 VT4

vSphere Auto Deploy H—/N\M< L/ (CF D O— R BHIRENA A—D(CF. ROAVR—F 2 MPEEN D5
BHUVET,

B A A= TOT77A4IDSERENS VIB /Xy ir—2F, BEA A—2JICHTEENET,

B RAF TOT77ANEEEFRAMDARITA XBEEFRALTCRRANETOEY 3 = 054512 Auto

Deploy L—ILISBEZNTNSEBEEF. KA 7O7 7 A IVERANDARI A ADEREA A —PICEEN
7.

B RAM 7O77A4INBLVRA MDA RITA XCEEND, EEE (root) NRT—RBLUVI—Y—
INAT— R(E, MD5 THEE{ENTWET,

B JO77AINVICEAETEZZOMINTONRT—RIE BELINTOWERA, RAN 7O7 74V EFER
L T Active Directory 8% E T 555(d. NAT—RFIIREINFE A

Active Directory /Y27 — RDFHEER < &K S [C Active Directory #%E 9 57/=6. vSphere Y
—EXREFEALEYT., KRN FOT7 74V EFEHAL T Active Directory 25%E 35 & /AR T — RILRE
SNEHA.

m RARDSSLDNTU v o F—BLUOTSAN— b F-LARED, EBM A—CICEENET.

ESXiAd 774 IVDOERE

A7 7743 REDRSTIVoa—T 1420, BLWKRAS £Fa2 VU7 4 DERECETDEROMSETOL
OO, BEEZIAVR-—RVPTY, EFa V7T TRESNEPEESNALOY Y—NICATERHETHIEICEK
U, BVDREAERSZENTEET, UE—H AT EEREOBEERRFICHERATEET.

RARDEF VT 4 Z8IET B/DICRDMREFZLCET.

T RNTAQKGHROVEHEBEILES. T A MTIE ESXiRA M EDQATEAEVADT 74
W RTAICRFEENET., ZOLD. RAMDBEFHFICOIDKDN. AY T—5(3 24 BEDHRES
NEY, KEHNEOITEHFERNCTDE RANTRITARLBY —NT7IT 4 ETAEROOIDREHEINE
ER

B ARKRANCUE-PTATERFTOLT. FRARAMTRT T7ANVEREL, 12OV =)L TFNTD
RAPEERTEET, O T OEHTTEICRRERITL. BHOKRR PAOHBBIIKEZ EOBERE
RETHILEHBTEET,

m  VCLI® PowerCLI Z#EDUE—F OX VR SAVEREIZFAPI 9547 bEEFERLT ESXi RA DT+
2T 4 TRESINEZUE— b syslog ##ERLET,

m syslog#mEo T LT, B syslog B—/N (ELWR—FESEH) PERINTWSZEEZHRLE
ER

ESXi 7R X M T®D syslog DAL

FTARTD ESXi KRR M E, VMkernel BXVZFDMD I AT A AV R—F 2 MDSDAy -0 77 4)IC
5089 % syslog ¥—ER (vmsyslogd) Z#R{TLTLET.
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vSphere Web Client £7z(3 esxcli system syslogVvCLI <> R&EFEHRL T syslog —EXE#ERT
EET,

VvCLI O~ > ROFEWADEMIC D TIE, vSphere Command-Line Interface X% — k 4 RESBL T
=0y,

FE

1 vSphere Web Client 04 > X b THRAMEZERLET,

2 [BER]4TEIUYILET,

3 JRTANRIT, [RTLADOFHMEE] 22UV LET,

4 [DARTLADFMEZRE] JVRNT, [Syslogl oo 3 (CBELET,

5

AF>J7&70-/NVICRES BICIE. EETHIREZHERL. [RE] 71232200 v I LET,

FF 3>y A

Syslog.global.defaultRotate BiETET—HATOBRABEZBZRELET, COHFE/O—NVIC, AN 7OH—
[CDNWTHETEETY.

Syslog.global.defaultSize YRAFADAY O—F—2 3 ETOSBOOIDOT 74V U4 X%&E KB THRELET.,

DOEFF/O—/NVIT, EEEROY 7OH—ICDNTHEETEET.

Syslog.global.LogDir OJBRESNDT AL MITT, TaLobUIR U2 &N/ NFS £7214 VMFS
RU2—AICBESZENTEET, V7L THIMKETHDE. O-DIL 774 2 RT A
MD/scratch 74 LI MNJDIHTYT., T4 Lo ~UIL. [datastorename] path_to_ file
LERELES, SSTNRRET—FRASTENYF 2 ITBHRY 2—ADI— b5 DER/N
RTY, BlzE, /XRD [storagel] /systemlogs [F/NAD /vmfs/volumes/
storagel/systemlogs IC¥ v 7L ET.

Syslog.global.logDirUnique ZDFATarvERRTEE ESXi KRR NDEFIEH DY IT4 LI NU%E
[Syslog.global.LogDir] CifE s bT 4 L FUDTITERLET. A—D NFS 7«
Lo MUDEHD ESXi RR M TERASNSHE. MEDT 4 LI MUIFRICIBET.

Syslog.global.LogHost syslog * v —2DEREEDYE— b RAME ZDYE— b RA BB syslog A vt—2
EZ(ETHR—b, ssl://hostNamel:1514 OLDICLTZARIIER—FEEDDS
nEd. UDP (7 #)L b)), TCP, 8LV SSL MR- hTWEF., UE—F KX+
[Z1Z syslog D34 A b—=)LE N, EmXEIN/z syslog Ay t—CEZETHLDICELLHE
BENTWRHBENHYET, BROBHRICONTIE, VE—F KRR/ R b=)bEnz
syslog H—ERD RFa2 A MESBL T ZE,

6 (7 arv)FEoOJICHLT. F74M DO YA REOQY O—FT— 30 EFEXZLET,

a HRIRARXTZO70L &0 v o LET.

b R&El 720Uy oL, O—T—arHE0J YA XEAALET,

7 [OKlZzZ2Yvo L%,

BR
syslog A 7> a v OEENT SICEMICRYET.,
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ESXi B 7 7 4 IV DiFFR

ESXi (3. syslog #gEEEFERLTOY 77 AIVICKRAN 7T ET s B8k LET,

aryR—x> bk

VMkernel

VMkernel &

VMkernel <V

ESXiRX b~ -2z b 0Osy

vCenter T—> x>~ 0%

oy

FOAlk

DATA A=

RE<> >

5AR

/var/log/vmkernel.log

/var/log/vmkwarning.log

/var/log/vmksummary.log

/var/log/hostd. log
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¢ IAYY K 7OV HT. esxcli network ip ipsec sp add A<X Y REZAHALET., TOEE KDA
T3 E 1 DULEEELET,

FFvar L]

--sp-source= source address WiB, V—RIPT7RVRETU T4 v OV ROESE/ELET.

--sp-destination= destination VB, =Ty MIP7RVRETU T4 vV ADRESEIBELET,

address

--source-port= port B, V—AR—FERELEY., V—RR—KE O~ 65535 DHKIEICT2LENHY
E

--destination-port= port WiB, §—T v b R—FEEBELES., V—RXKR—KE O~ 65535 DHKIEICT ZHEN
HUET,

--upper-layer-protocol= RDOIZA—=DWTNDEFERL T, LAY — 7O EEELET.

protocol B tcp
B udp
B icmp6
B any

--flow-direction= direction in ¥l out ZFERL T bS5 T74 v 0 EERT ZAREERELET.

--action= action RONWTNDDINTA—FZERBLT, IBELENTA—FEHE DN T4 v I PBREEINE
LEDUNEBEEELET.

B none: ABRBETOEEA.

B discard: T—YDEXZEEHATLEEA.

B ipsec: TFaUTF 4 FYII—2 3 THEESNTNIRIEBSDOBEREERL
T T—IDEETEDY —ADPSREENLODONESIDEHRILET,
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F72ar BiEA

--sp-mode= mode tunnel » transport @, EL5PDE—RER/ELET,

--sa-name=security association Wi, FRTS2EFa2 VT4 RUL—DEFaUTq 7Y I—a DEREANLET,
name

--sp-name=name WB, EFaVUT 1 RU—DEREANLET,

fl . FREF2VTs RU— TR
ROBIE DPHYPT VKD [CRABUITVPEASNTOET,
esxcli network ip ipsec add
--sp-source=2001:db8:1::/64
--sp-destination=2002:db8:1::/64
—--source-port=23
--destination-port=25
—--upper-layer-protocol=tcp
--flow-direction=out
--action=ipsec
—--sp-mode=transport

—--sa-name=sal

——-sp-name=spl

IPsec E+a1UF 1 RU—DHIRR

ESXCLI vSphere CLI o~ > REFEAL T, ESXi KA DS EFa2 T4 RUS—FHIBRTEET,

AR

BIBT BFaUF ¢ RUS—BERRTANS ERRLET. ERAFOTF1UT RUS—EHIBRLED &
THE. BBRICKKLET,

FIE

e IxrRT7AOYTHT,
esxcli network ip ipsec sp remove --sa-name security policy name IX > R%&EATN]

LET.
IRTOEF2 VT4 RU—ZHIFRT BT,

esxcli network ip ipsec sp remove --remove-all X RZAHNLET,
SNMP BN EYITH S Z & DHERR

SNMP 5@t IC#EAENTOENE, BERIERPARELRA MMIXEENSAREESHY £, FEMEKRI M,
COBEREVREEZLTHOICERTEET,

FIlg
1 esxcli system snmp get ZRfTLT. SNMP DIREFEAINTVNEINEDI LEHIKILET.
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2 JRTADSNMP #2MHE LT BI5E. esxcli system snmp set --enable true AX Y RERFTL
TSNMP BRITEINTNSZ EEZERLET.

3 JRTADNSNMP 2EFERTBHE8. SNMP3 Dty b7 v 7BERICDNT [EERBXUNT+—TR] R
FaAVIESBLTLIESZ,

SNMP (4, ESXi KRR M Z&ICHEBRT H2BENH Y ET . HBRKICIF vCLI. PowerCLI E£7=(3 vSphere Web
Services SDK MERTEE T,

VB L ZEICDH vSphere Network Appliance APl TIRAEX A v
FZ&{EH

vSphere Network Appliance APl (DvFilter) Z#ERT2®EEZFERAL TWVRWNMEEE. *y bD—JER%Z
REBT VICEET DL ITRR MEEBRLAWTLS ZX 0\, vSphere Network Appliance APl M&E#IC7E -
TWBE, BEBEMREITS VETANYICERLEID ETHREENPHYET, ZOEFEHRICEIY. R DD
MBI DRy NIT—UICT O CRATEDLDICHABIENDHUET,

ZO APl ZERTHEREZFEAL TOSEEIE. RAMPELSKHEBRENTNSZ LR LET., [Sphere VU
a—3r, vService BN ESX I—2 2 bOERESLUVURHFE] O DvFilter Dt/ 3> 2FRBL TS

W API 2RI AL D ICHRR MSBRESNTNSBE(E. Net.DVFilterBindIpAddress /8T A —4F DEDS
APl #ERT 28R E—HBTDHEEERLET.

FIE

1 Net.DVFilterBindIpAddress H—=XJIL /XTA—FDEMIEL W EEMHEET SIZIE. vSphere Web
Client Z2ERLTNSA—FERBDITET.

a HRRALZEERL., [BE]ST£E£0) v LET.
b [YRTA]IDTT[ARTLOFMRE] ZEIRLET,

C Net.DVFilterBindIpAddress ETRIO—I FI2 L. NSA—FDENETHDHILEHEDLE
ER

NFGA=ZERTLHTI T 7Ry METEHYERA, [74)5] 74—V RICDVFilter EASIL
T, BETAINTA—FITRNTERRLET,

2 DvFilter REZFERLTWRMSS(E. BNETHLHLEHRLET,

3 DvFilter REZFERAL TWBI5E(E. /NS A - DIED DvFilter ZERATHHATHERL TVWSEE—HKT S
CEEHRLET.

vSphere X2y 7= DEFa2UTF A DRRF TS5I0F74 R

Ry RNT=F2T 2FaUTFTADRAN TS5UF 4 RTED T LT, vSphere 77014 DEESMHEHFTEET.
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FYbT—0DEF2 VT« ICHT 5 —MRIVHEREIE

—MREYE Ry R D= DEF a2 UT A HRBBIBEIKD ZEF. Ry NV —OBRBEOF 2T 4 28T H/-DD5E
VMDRTY T T, TDE T77AT7 04— IL® IPsec Z2ERA LRy T —0DtF+ 1T 1 58{b7s & DISEILTE
BICED Z EMTEET,

ANRZ T YU —=DEMEENTNSEEE. MERA v FOR— ) Portfast ZFER L THERINDLDIC
LEd. VMware DRERA v F(E STP 0 R— L TWEW =6, ESXi R MIEHRENTWSHEIA
wvF R—BbTlE ANZ T VU —PENEEINTNSIFEICE Portfast HERINTHE Y., MEBIA v F
Fy NT—=ORTOIN—TEEETELDICHO>TWIRENH Y ET, Portfast NERE SN TWZWMEEIC
(F. BENLENT = ALEEEOBBEORET HREESHY £T.

NEURERA v FD Netflow ST 4 v I3 FREN/ZAL TG IP T RLVRICH L TORAEEFEENDLDIC
LEY. Netflow THXR—MIESEENT, RERY bT -V (CEBTDBERESHDIENTED LD, &E
BHEHPEEREICS OSSN BRIEVELET. Netflow T RAR— b BBEHRIFEF. $XTD Netflow
=Ty rIP7RUVAPELWNZ EEHERL TS,

HF A=IN—ADT7 VL REHEFERAT S EICKY, FRIESNLEEZOADBRERY T —2 22 R—
FUMITOERRATESLDICLET, £EAR RETIVEREG, BEBTLREYVBFETSHR—F
IIV—=TICHLTDHT IV RAEEHF > TVWBHENHVET, *y FT—IEBEICE, IXRTORY FT—
U AVR=RBIHT DTV RAFABBETEI N RET ADT7 VL AERBRETY. 7O/ REHR
T5LE BENTHNEREDOHDODTHNE> TERT DY R DBERES N, BEBEONE L RNROERE
DEELREF VT AHMBMSBERINET,

R—bk IIN—TExA47 47 VLAN OEICHEERLIEVESICLET., MBS vF(E VLANT1EZXA4T 47
VLAN &L TERALET., X174 7 VLAN EOT7 L —AICT EWSZ TIEFWVTOWER A, ESXi IZEF
1747 VLAN B3HUERA, R—F JIL—TTVLAN PHEESNTWD T L —AILIEFZ IH Y £ 55
R—b =TT VLAN BHEEESNTWVEWT V=AY JIEFHFOVTOWERA, ZOBE. 1E0WD Y ID
WTWBREY S Y IRERNICHERAS v FORAT 47 VLAN [CFAET 52 &IC735D T, MESELC DA
REMENHYET,

feEZE, Cisco BRA vFh5E< VLANT EDT L —AIZIF. VLANTBZOYEBRA vF LORAT
17 VLAN TH B8, # I FIFonhTOERA, LML, VLANT ELTEREENE ESXi KRR RDSD
TU—AIZRFTEWD G IDBFIFONTNET, £D/dD, x4 T 47 VLAN [CAHND ESXi KRR HS5D b
ST74v ol FIBLTERESTEND I IPFNTOBDTELL =Ty v IEINEEA. XAT 4T
VLAN DSE<SHBRA v TFHOD ST 4 v o3 BTN TVEVWDOTRBSNE A, ESXIIRIBRA
YFDR—bk =T TxAT7 47 VLANID 2ERLTWBIHE. CORMYFEEIIBELDOST1v 0
ZRELTVADT, EOR— b LEDRBI L UDODRS T4 v VRBRA v F EDRAT 47 VLAN TEFR
HEnEEA.

R=b IWN—T&7Y7AM —LDYEBRA v FTFHINZ VLAN BEICHERLAVLS ICLET, ¥IE
RA v FIE HED VLAN ID 2 AEHIZEHTFHLTEY. Z2<DHE. INSDEICERINTNS S
Ty oldFEInNERA, =& &(E Cisco Catalyst X4 v FTlH@E. VLAN 1001 ~ 1024 $ LU 4094
MFHENTOET, FHEINTVWS VLAN Z2FERATE5E. *y b7 =20 L TOY—ERDESICDENSA
BEEDHYUET.

VMware, Inc. 300



vSphere D+ U7«

m  Virtual Guest Tagging (VGT) D& #kE. R—k J)L—7% VLAN 4095 (TR LBWELSICLET,
R—b ) —T% VLAN 4095 [CEZET S L. VGT E— ROBEMITHAVET., ZOE—RTIE. REXA Y
FMVLAN 9 9EERETHEBLSTRTDORY NT—0 TJU—AZRBETITEL. £250LET7L—AD
WEBFRET L VICERONET,

B DEIRBRA vFETR-FUNIVOBBRA —/N—FA4 REZELES, R—FUNILOERF—/N—F 1 R
E. T7AHIETERHEO>TUWET., BT HE T—N=FA4 RIZLYU, RETVADEF2UT 5%
EER—FIN—T LRINTORELIIELDBDICTHIEMNAEEICHRVET. HHEDRETS VICIEE
BOBEDPBETT N, BERIIVELRARTYT, A—N=54 RPEREINTOWRWMEE(F. EFa2UT 1 HD
BEODBURERA v FEEADT VL RIEEF DENGBEDT VL RIEEER CTEHAEEMMSH U ET.

B DRHERBRAMYFOR—b 25— bIT7 4 v ODRIEHFDAL I — R—bFE/(F VLAN OAITEEFESN
5&5ICLUET, vSphere Distributed Switch (£, /37y b v 7F+ TNARDPEEDSS T4 v o 7
O—%#NETEDLDC. T4 v 0 EHBR—EPSRIODR-MNIZS—-UITEES, R—~ 51
YUTIE IRTDIEERS 74 voDIE—DIBBAEATEEINET. S 5-UrFxnizZ>5Lkr
74V VL FATFrINENT Y FNADREEBT—INEENTNET, TDEH. BERERDEZD
T—2EPEF IV TAREORRICESINDAEENHUET, R—b 52—V IDPREHRIFEE R
—F 258D VLAN, R—b. BLXOT7v 77U I IDPBIRTELVWZ EEERLTSEI,

Xy NTD—20 AVR=2 MDSXN)UEFIF

XY NT—=F T T—FTFI0F v DIEIERAVR—FRVNEFRNTHZEFIEETHY ., xRy NT—IDHEKRT
BN, IT5—DRELLGEVWEDICTIHDICEIBET,

RONRZAN - TS50F7 4 ATHRHWNET,

B R=—FIN—TEOUTHRYNT—0 SRIUTERLET. ZNS5DINIVL R—k JIL—TDO#EER R
FOERENEREL, Ry T —ODBKVEMIC/RDIZDON, SR—F JI—TOHEEZ#HANTEDICEIBE
ER

m  vSphere Distributed Switch ZT& (20 R4 v FDEEEL IP B TRy hERTIUT Ry T =2 SRV
MWHDZELEHRLET., ZOINIE MBRA Y FICRRAMEPBERED IS, R4 v FOHEEERTIRTFDE
BERELET. 2EXE RAYFITATMENDSRIVERMFT. AESRY NV —F 2V JHTHDZ EERT
ZEDNTEEYT, BEDRBAAMN Y FOINIVEEETEE A,

vSphere VLAN IRIBEDXE{L LR

7 RUVROEEZERT 570, VLAN REZTHMICHEZELET. VLAN BEZRELICXE/LL. VLANID 5
VEOHERENGESICLET, XBIIZNS TN a—T4 Y HICRIS, BEEHET S E & CRARTT,
FI

1 FRTO vSwitch &£ VLAN ID SRS ICT BN TNS - EERBLET.

RIEBRA v FTVLAN ¥ > % ERAT 5156, ID (A48 VLAN 57 v TX MU —A X4 v FD ID (T3¢
HLUTWAHRENHYET, VLAN ID BREISEHFSNTOZEWNESE, ID BR->TEIASNN. ELLAGZNY
BRI DEREBIVEATRS 74 v ODBFASNLARRENH Y EY. RIS, VLAN ID BELLBZWNES
PRELTVSISBE MBSV ERET VB TRBBRBSED ST v INTAY VENDAREENHY ET,
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2 ITRTODEIRER—~ )L—7 (dvPortgroup 4 > X% > R) O VLAN ID NELICXE{REINDLDIC
LET.

dvPortgroup T VLAN # ¥ & FERT 51548, ID [Z4E VLAN 67 v 7A MY —A R4 v FD ID (C
HIELTWAHBENHY EY., VLAN ID BELITEH SN TWVRWMEE, ID B> THIIAI N, ELLAZN
WM< EREBYIVUETRNS 70 vy ODHFRISNSHEEENH YU E T, FAERIC. VLAN ID HIEL < 700\5
BORELTCVNDEE, MBIV EEEYI VEBTRBAIEL NS 7y oMT7Oy VINDAEEMENH Y E
ER

3 ITRTCOAEIRIERA vFDTSA4X—hE VLAN ID BREL(ICXEEINDLDICLET,

NHURIBRA v F DTS4 =k VLAN (PVLAN) (2}, 75147 UELVEA>FY) VLANID BHET
3. IN5D ID (E HEPVLAN 57 v 7R RYU =LA XA v F D ID [CHIELTWSHEDNH Y ET,
VLAN ID E2(EHENTWEWMES, ID B> THIRAEN, ELABWYERT L ERBYIVETH
ST74 v ODHFRIENSAREEDHY ET. BERIC. PVLAN ID BIELLZWMEEPREZEL TWSI5E. B
ROVERBRUETEBIED NS T4 v OB T Oy VSNBAREENHY X T,

4 VLAN bSO UZOM bSO V20 ELTHREES DMERAA v F R—MIDHEHREN TSI L&
FLET,

RIERA v F%# VLAN 520 R—FICEHLTOWBIERIE. Ty T R— MOIRERA v F B RA
vFOmMBAEELSEBRTIVENHYET, WEBRAA v FNELLEBRENTOAZWEES, VLAN 802.1g N
wFEFDTILV—LM. FTOLOBTV—LADEEFETFIHL TOWIWRS v F(ICEHERINET,

BELERY bO—VREET S 07 4« ADRHA

BMELIERY O —URB TS 07« REERAT S5 &, vSphere RIBICEIT SRy T — 0 DREMEDKIBICHEE
SNETY,

EERyY NT—O DR

vSphere 88 x v F 77— Tld, OV R—F2 bD vSphere BB A V4 —T A RICT7 VR TEXET, B
AVI—T 1A RLETHET B —ERE REEDATALANDIFET VCRERBT 22 oNFICRVET., =
DXy NT—ONDT7 IV ZAOBMENS. UE— FABMEESAEENH U ET, WEBEL EBRY FT—IA
DTV CRERETHE. TNDBESBIBADEOLDREBELUET,

ESXi RRAMERIZITRY LTEMET 2RBBZEMHDOEWMEEY S D+ 21U T4 LN TEEBRY NT—2
ZRELTC, EBRY NI —IANDT IV LREHBICEBLEYT., BERXY NI —ONEARICHIRINTNTD,
EEEZ. COBEEBXRYy NI —2IC7 1AL T, ESXi kR b & vCenter Server S AT AEERT DHENH Y
3

vSphere EBR— b J)L—T&H#HF vSwitch LDER VLAN IC EEELEJ. vSphere EEBR—k JIL—TD
VLAN DABRBEORET S VL > TERASNAWNRY., vSwitch [IAEBRE (REYI ) M7y o st
BCEET, hOBEBEEI T4 T4 DBIREESNERY T —INI—T 4 > TENSA[REMNZRRE (vSphere

Replication EHAL TWBIBERE). RYNT—=0 BIA VRPN =T 4 IFENTWNEWZ EEHEALET,

BIC, RBREDORETL Y bST74vIDPIDRY bT—0(CIN—T 4 I TERWILELTHRL TS

LY
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ROWITNHOFEEFERL T, BLUSHEHESN/CEBBENDT VX EZFMELLET,

n RFICEBCEROVEDOHDRIETIE BERY T —J(CT7 0 CRATHLEHIC GHISNEZT —bD A 0fthd
Bl ESNeFEEERLET, £LAE EBEHICHLUT VPN BHTERR Y U — (LRI H I EEEK
L7cY, ERETEZEEZEICHLTOAT IV ZREHATDHELDICLET,

n BEISATUIERTIB v T Ry O REBRLET.

ANV—=2 NS5 T740v DR

IPRX=ZDARL—2 S T74 v IODRBBEINTWS I EEEALET, IPRX—XRORXML—(C(E, iSCSI &
NFS 3% U ET, IRIEET Id. REEXAVvFELUVLAN Z IPRXR—XDRA MV —CHEREEFETSZE0HY
T, ZDZATOERIL. IPRX=ZXADRA M= FST7 4 v IEFERINTOVRIMRER S Y -V —(CAFT
DHREMEDHY ET.

IPRX=XDRAML—=2F BEESNTWVINWZ EBZNVED ZORY NI =0T 0 ®ATERI-—F—-ThHN
(E NP R=RDAIV—=PERRTEET, ARSINTWVEWI—HY DB IPR=—RDRA ML= FST74v &K
RCERNEDICTBICE. IPR=RDA =2 Xy bT—0 ST 49O ERBRIEDO NS 74 v I DOHRE
BHICHBELET, ARSI TWENI—Y—ICLBFT7 1 v IDRREFIRT 5(21E VMkernel EE Xy b7 —
ISR ENTE VLAN £/2E3Ry D=9 A VKT, IPR=RDANV—2 75T 5ERLET,

VMotion bS5 7 4 v o DIRE

VMotion 1718#H(E. TL—> THFIXAMTEEEINET., COBERPEBRT 2Ry NI —JICT VLR TES DL~
Y—ThhlE HTHIDBERERTTEET, WEED VMotion bS5 74 v EESLT RIS VDAEY
DABEEIFETEZDAEEESHYET, CNICKY, BITRICOVTUOYDNEEEIND MITM BB R T -2V
SNDAEEEDHYET.

Bt /cxy N7 —2 LT VMotion S5 74 v I ERBRED NS 74 v I DSIVBLES, xRy T —2
EN—T A I TERVNEDICERELET, DEYU. LAV =3 I—NZDFRy hT—0 DRy T —0 %R
INZTLIEWEDICLT, Ry hD—OANDHET V2 REZRELET,

VMotion R— k ZI)L—F13, #%F vSwitch tDER VLAN [CEBT2HENHY ET. VMotion R—k FIL
— 70D VLAN DABREBORET S VICL > TERAINAWRY., vSwitch IIATBRE (RIEEY V) 74y
U EHRHEFTEET,
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#E# D vSphere O 2 R—% > b HE
RTBIRRATSI74R

RIBEAD NTP OREZED—EDEF2UT A DRI S TS507 4 AL EHD vSphere IV R—2 > MIFE
LET. RIEZHERT D5E(E. ROMEBEEEZEEBEL TS,

BEBRICOVTIELSEESXi RA MDEF 21U T4 BILBELV 7T ERET OEF2 VT4 2ZRLTSLES
AN

ZDEICE. ROMEYINEENTNET,

m  vSphere xv bT—2U LOEETORER

B ARL=20EF2VFTA DR TS0T 4R

8 RAMDNT =R URAT=IDTASDEEVPEIMEENTNS I LEHERT D

m  ESXiShell LU vSphere Web Client D% 14 A7 U bDFKE

vSphere xv kDU —2 DB DRER

vSphere %y b= EDIRTOAVR—F> bOBFHREIEN TSI 2R L ET. vSphere xv +
J—ORDI T UOEFBRBENTOARNE Ry M7= I U RIOBIEICE VT, BREMNAEHZEZS(F5 SSL
FERAEN BN TIFENWERBEINDZENHYET,

Rt SRS N TOVR W ERRREICHEENRELE L, 1 > A b—ILRK L7z U, vCenter Server Appliance ® vpxd
Y—ERDEEMLENZ EDHYET,

vCenter AVR—FR > FBRITEND Windows IRA K X UM NTP H—NERABILTWS Z E#HRLET,
ML, Sy P R—RDEEE http://kb.vmware.com/kb/1318 5B L TS 72X 1),

B XY bRT—0 ZA4 L H—NICLD ESXi OEETORIHA
vCenter Server M4 > X k—JLE7=(F vCenter Server Appliance ®F 704 D#EIIC. vSphere v k
D=0 LEDIRTORY O EREICRIBIE T EZIN,

m  vCenter Server Appliance DEZ|EHIZRE DR
F 704 #%. vCenter Server Appliance DB ZIER T2 LE T,

2y RNTD—4 4 A H—/NIZLD ESXi OBETDRHEA

vCenter Server @A >R k—J)LE7=(% vCenter Server Appliance ®F 70O 4 O#iIlC. vSphere xv k7 —%
EDIRTOTL VOB EERICAIIE T ZSN,
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ZDZ XU T vSphere Client 135 NTP 2ty b7 v 795K EEHBALET. KD VUIZ vicfg-ntp vCLI
vy REFEATEET, [vSphere Command-Line Interface Referencel #ZBLTL7/ZE0),

FIE

1 vSphere Client Z#£#)L. ESXi KX M IIEHELET

(k] ¥ 7T [BEOEK] €0 v I LET,

[(FanFqlzosUvol. [F72ar] &0y I LET,

[NTP &E] Z2IRLET,

LEmMl 22Uy o LET,

o uu A W N

INTP #—/XDi&f] ¥4 7O 5 Ky o 2T, AT NTP H—A0D IP 7 KL RELFREN R AL %
EAALET.

7 [OKIZZ2UvsoULET,
RA BRI NTP U —NERELET,

vCenter Server Appliance OB FEARTE DB
F 704 #%. vCenter Server Appliance DB %IRRT LETCEET,

vCenter Server Appliance 257 704 35541, NTP —/\&/=(3 VMware Tools Z{FR L T. KEZIFEL
FHiEEEIRTEET. vSphere Xy M7=V DBLZRENERINZHEE. T7/ZAT7 X )OI RE
R L T, vCenter Server Appliance ##R&EL. BRBRIEEER L £,

FEHRZRZIRIEEZFTMICT S L. VMware Tools (34 A b OS DFFZIZ KRR FDORFZI E—HEEET,

BRI RIS RITEN/E. VMware Tools (385, 7 X b OS OFEt ERX DTN —HL TWE N ES hEHE
RLEY. "BLTWRWNMEE([E. TR K OS ORFDRI MO E—HITDIOBEENESNET,

—f%IZ. Network Time Protocol (NTP) 72 ED A 7« 7DEZIERY 7 bz 7 DIZ 5 5 VMware Tools [C
K HTEHI S RFZIRIEAL U HIEMTH H726H. NTP OFERDH#HREINET, vCenter Server Appliance TERT
Z DTN EBZREOTEXIE 1 DEIF T, M T4 JOBZIRLEY 7 o £ 7 & vCenter Server Appliance
VMware Tools (L& 2 EERMAEZIREO T h—AEERT 2 L. thAITENLINET.

VMware Tools DI REIEADE A

VMware Tools OEZIREIEZERT 5L 5 (1C. vCenter Server Appliance #5%ETE £ 7,

FIE

1 77547 R VTV ALT EBEO—INELEFRA-—N-EBEO—/LZHOI-—F-LLTOIA
YLET.

A—N—EBEO-IINEVETOENTNSET 74/ bDIA—H—(F root T,

2 &kOATYREZEFTLT. VMware Tools OZIRIEAZEMICLE T,

timesync.set --mode host
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3 (FT7ray) koa<rRERTLT. VMware Tools ORZIREVEEICERA SN EEERALET,

timesync.get
AT RICKY, BRHREESKRAN E—RTHBZ EMBEENET,

R
TTS5A4 7 ADOEYE ESXi RR OB ERBIENET,

vCenter Server Appliance #REA®D NTP 4 —/\DEINE (3 E

NTP R—ROEZIFEEZFEAT 5L D IZ vCenter Server Appliance 2% &3 523, NTP 3—/\% vCenter
Server Appliance #IZENNT 2HENH Y ET,

FE

1 775947 R T 0EALT BBEO-NFEERA-—N—EBEO—/lZ2HFEDO1-HY-LLTAIA
v LET,

A=N—EBEZEO-NIDPEVETOENTNST 74 bDI—H—(F root TT,
2 ntp.server.add AX Y RERTLT. NTP ¥ —/\% vCenter Server Appliance & (TEML £7,
e kOAR Y RERITLET,
ntp.server.add --servers IP-addresses-or-host-names

Z 2T IP-addresses-or-host-names (&. NTP 4 —/ND IP 7 RURELFRAMEZOO XU D R
~TY,

DAY RICTKYNTP B —N\DERRIEMENE T, BRHRERD NTP 3 —/NIZEDWTWSIHE(E NTP
T—EUPBEEHIN. FHILWLWNTP U—N\DPBEO—-—RINET, 5 THWNMGEIL BEFED NTP #rIZH L
W NTP H—/N\PBEMENBEZIFTTY,

3 (FFrar) HWNTPH—NZHIKRLT, FHLW NTP #—/\%& vCenter Server Appliance #aL (2B
$5I(ClE. ntp.server.set AV RERITLET,

feEZE DA RERTLET,
ntp.server.set --servers IP-addresses-or-host-names

Z 2T IP-addresses-or-host-names (&. NTP H—/ND IP 7 RV RELFRAMEZOORXYTUDI X
~TY,

ZOaAX Y RICKY,. B NTP H—N\DPEEDSHIBRE N, Az NTP H—N\DPERATHRESINE T,
BZIEEN NTP H—NCEDNWTWSBEIE. NTP F—EUMABEEHEN. HILW NTP EBEABEO—REh
F9., TOTHVNEEIE. NTP#EEADOY =N\, ATHMELELTEELEY—NCIEBREINDZITTT,

4 (AT723r) ROARYEFERITL, NTP#BEROFHLVWRESES ICERAESNACZEERRELET.

ntp.get
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ZDaAx >y RE NTP READSHEBR SN TS —N\DZRTEAR—IATXYI 272U XA MEIRLET, NTP RE
BERITHE>TNDE, 20Ty RIF [EHEF] RT—4 RO NTP #El&:RLET ., NTP BEINENICZ/E
TWBE, 2D RIF [P RTF—F XD NTP #lEELET.

RODRTY T

NTP REANENC/E > TWBHEFE. NTP 4 —/N\EX—=X (2T B L5 (Z vCenter Server Appliance o E5RE EHA
BREEHMTEET, vCenter Server Appliance & NTP H—/NEDBZIRIE 2B LTS ZE ),
vCenter Server Appliance & NTP ¥ —/\& D% R HA

NTP - —/N\Z&{EHRT 5 LS IC vCenter Server Appliance DIEZIEEIREABRTEET.

AR RN

vCenter Server Appliance #mBAIZ 1 DL E®D Network Time Protocol (NTP) H—N\&#%BEL £ 7.
vCenter Server Appliance BHA D NTP 4 —/\DEBME/-(FBHR #8BL TS0,

FIE

1 77547 2R VTV EALT EBEO—INELEFRA-N-EBEO—/LZHOI-—F-LLTOIA
YLET.

A—N—EBEO-IINEVETOENTNSET 74/ bDI—H —(F root T,

2 ROaAT Y RERFTLT. NTPRX—XOBZIRPEZENCLET.

timesync.set --mode NTP
3 AT ar) kOO RERTLTC, NTP OREMNESICEASINAZI L EHALET,

timesync.get

AT RICRY, BZRES NTP E— R THLHZ EPBENET,

AL=20EF2VFADORRN TS59F74 R

AL =20tFaUTa TONAFICE > THENRENTWNS, ARL—=208F2UTADRRN TS0 F
4 RIZEWNET, CHAP & #E CHAP 2F|BHL T, iISCSI XL —2DF+aUF 1381, SAN UY—XDTR
sE == BELUNFS 4.1 D Kerberos REFEHDEREZTOEHTEET,

[VMware Virtual SAN OE®E] RFa AV MHSBLTEE,

iISCSI AL —=—2DEFa2UT 4

RANTHERLAEANL =22 ISCSI Z2ERTS 1 DULEDR ML= ZU7 Xy hT—=2 (SAN) Z&®
HIEMTEET, RABMLEIZISCSI 28T 5563, W<DOPOWEEHFEL T, EFaVT 1 URIER/NC
TEEY,

iISCSI &(3. SCSI FNA RICE#EER T 5D TIFE<. *y b7 —2 R—MMERT TCP/IP AL T, SCSI 7
NARCTOVEALTT—% LO—REMHRT HHETYT. iISCSI bS2H 02 3 0TE RLED SCSI 7—%
70y oMISCSI La— RThHTRIMEEN, BRAITNA RE B —(CEEENET.
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iISCSISAN (3, BIFEDA - Ry b AT AN OF v ENENCHEATESLSICL. RAMPBHICHET
EHAM=2 VY—RIITIVEARATESLSICLET, ISCSISAN & Z<DI—F—-[CH—ERXZEHET S,
HBORASL—2 T )VICEBFLAREBICHL T, BFNERA M —2 VU a—2 a3 2RHBLUET, FEOXRY
D=0 D ATAERERIC, ISCSISAN HEFa2 VT EROFEEZITETS,

E: ISCSISAN 2+ VT 4 ELT DDDEHELVOFIER, RASTERTES/N—FRD 7 ISCSI T4
74, BLUKRR SDPSEEBERSNL ISCSI DIFEEUTVET,

iISCSI TNA RADtEF 2V T 1t

EELLEIMBEAEDS ISCSI FNA RERET D720, RARBY—4y b LUN DF—4IC70EALLD &
LizEEIC, RAM (A ZLI—%)%IiSCSI TNAR(F—7 v N) TRIATHLOERTHHENHYET,

uLuE@EE’](i A= I — Z T — /7-/ I\/\O)J QtZ’rE ’335UuuuE’fi’*ﬁﬁkTét%(»ﬁ'—‘_}éﬂtﬁﬂ’&ﬁ’)f(ﬂ
HILENMTHILETY,

ESXi (. iSCSI Tld. SRP (Secure Remote Protocol), f7/=(3ARM#ERILAEE T R— L TOWEHFA, NFS
4.1 ThHH Kerberos #ERATEET,

ESXil$. CHAP REL&BE CHAP REIOMAZ Y R— ML TWET, [VSphere AL =21 RFaAY BT
(. ISCSI TNA RCERBERA /A EERRT KL CHAP OREHEZEHRBLET.

CHAP >— oLy b —BTHBHILZERALET. HERAS— 7Ly MIKRIAMIEITHDHDICT ZLED
HUET, ARRTHNE, T—NERERLT D547 D=Ly bEENENFIDOHDICLTILZE L., Ih
LU T DDORA B EF2AVTABRESNTH, KBEEFFOEBDRAMEERLTA MY —2 TS X%
HITHENTERKBYVET, BE—DHFL—ILy bDBFEE 1 DORA B EF2 VT A REEZITDHE.
WEEIAML—2 TNARERIATEDLD TRV ET,

iISCSI SAN DfR#

iISCS| #&stE g 5L =L, ISCSISAN DEEDTF 1T ZRLESEERHEEFRLEYT, iISCSIEHROE
FaUTAIFIPRY NT—ORERDT, 2y NI—JZRETHLEE(ENEF 2T A ZEZBRAL T,
iISCSI A ML —2DREREZSDHTIEILN,

RIS BNcEF 2V T A BEEZRESTHODREEZVSDOHRLET,

X7 — 49 DRE

iSCSISAN DE—DEFaUT 1 VRV REINDIA MV —2 TV EREBENMERT HAIEEDPHDH LT
ER

WEENISCS| T—Y £HBICTBTEAVLOMREBEL TS LE N, N—RD T ISCSI 74T ELN
ESXiiSCSI 4 =2 T—%(3, 44—y bEATRIFELTET—FZBEELEVNDT, T—YRIVEZREES
FPI<RBYUET,

RE< 2 IZISCSI B ZEFERAL TREXAS vF & VLAN ZHBTESLDICKRETHE. ISCSI ST 4 v o B
REY HBECIVERSINIBRIESHY ET ., WEBEN ISCSI REXEZREFETERNLIICTHICE RET
DVINPSHISCSI AL —2 Ry =0 ESRTERVEDICLTILZE,
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IN— '\'jIJ iISCSI 7H 75 %&ERLTWRIEE, COXDICT BT ISCSI THTEELV ESXi xRy b7

TETIMRAA v FOREPZDMDAEICL > TRRA MDA TRERCEFTEINZOVLSICLET. ESXi
'1'7\ hEBHENLTISCS| £ 563 REY U BERT HRERS v F LEFRDOFERS v FENLT
iISCSI AR —2 BRI DHZET. CDOKDICTEET,

BRBRERS v T ERM YT S5 L& TISCSI SAN Z7ET H1F NI, ISCSISAN Z3BD VLAN THREL T, /N
74— VARERFaVTEMESEDIENTEET, ISCSIEBRZMERD VLAN [ZEL &, iSCSI 74 7%
DD T /INA X753 iISCSI SAN ADRXRESRBTELRS BV ET, oo BHOYV—RDhoDxRy T —U#EzEd
iISCSI hZ 74 vV EHETERSRYET,

27 iSCSI R— b

iISCSI T/NA RERTT 21546, ESXi KRR ML, Ry hU—UEGEHET SR bEREsEtA, INE KE
BIART R=hrZNLTESXi [CRBAL., KRR MDOHEZERST 2HENEDSEEZBRLTVET., Lzho
T, ISCSI ZFfTLTH. #HHED ESXi RA MUTH//aEF 22U T4 VRIDPELDZLEHY EHA,

ERITTREEDISCSI ¥ —45v b TNA RIZIL, ISCSI| i E2F T 572012, 1 DULDA—T > TCP R— kA8
WETT, ISCSITNAR YT T7DEF2UT 4 DRBETHB15E. ESXi ICHENLZLSTH, 7—F 1213V
ROBELBIENHYET, COURIEERRT R0, AL —2 A—H—DR#ETEZIRTOEF2U T4
Ny FaEALAR=)LL, iISCSI Xy NT = CHEHEINDT/NA REHRLET,

SAN YUY —-RDIYARAFIBLPYy—=25

V—Z U OBLUN LUN Y RF > I2FERLT. SANTITF4ET4E2R8L. ARL—Y TNLRANDT VTR
ZHIPRTEET,

SAN UY—XTY—ZVIBLUPLUN Y XF VI %&ERTHET. vSphere RIEICEFHR ML —IADT &
TRERETEET, LEAR FABY-VTOT7 T4 ET 1 &BIFEVWLDICT B8, TRAMRICEESINE
V—2% SAN HCHIILTEBTEET. FAERIC. EL5EAICELS V- VERETEET.

V= ERETDHHEE. SAN TNA R TRESNTWEHRRAN FJIL—TEZEL T,

ESAN RA v FDOV -V T ERRF UV THBBES KU LUN T RF D IEBADT 4 XY T LA &Y —IUF XY
Y—BEHTY.

SANARY T —DI =27 IILELU VSphere AL —2 D RFa AV MESBLTSES,

NFS 4.1 A Kerberos s2iFE8 D& A

NFS N—2 3> 41 2ERT 5HE. ESXi (I Kerberos FBREA W =X L&Y R—bLET,

Kerberos (FFRFH—ERXD 1 DT, INICTEY ESXi [CTA VA M=ILENTWSE NFS4.1 0547 > bE. NFS
HEEITT Y NTBHEIIC. NFSH—=NITWHLTZED ID 25T 52 &N TEET. Kerberos Tld, £Fa VT
A REDTZVNRY N7 —UEETERTESLOBSLEZFERLET. NFS 4.1 AD Kerberos @ vSphere &
TlE 9547 bEIUY—NORERFADHEYR—ELTHEY, T—FDEEET —EXAPHEBREFT—E
RIFRELEEA,

Kerberos il FA T 21543, ROZEFENERHINE T,

m  ESXi (&, Active Directory K44 & XU Key Distribution Center (KDC) T Kerberos /X—2 3> 5
ZEALET,

VMware, Inc. 309



vSphere D+ U7«

m  vSphere E¥EE & LT Active Directory 2iLIE#HZEE L. NFS 2 —H—75 NFS 4.1 Kerberos 7—4 X
77 OCRTESDLDICLET., RABROE—y bEFRALT. TORIAMIITI SN TWSTAR
To Kerberos 7T—# AN7IC7 9 ®ALET,

m BHOESXi RXMDREIL NFS 41 57— X7 aHEFTHHEE. HET YA NTIL7 V2R TEITNRT
DRASTRL Active Directory ZREIEREFERTH2LENHYET, ZOBEIL. KX~ JO7 74/ T
—H—ZFBREL. TRNTOESXiRANMNITOAT7 7 AN EBRTAHZEICE>T. BIMELT B EMNTEET,

s NFS4.1(d. AUTH_SYS & Kerberos ORIV D> hZESR—FLTOWEHA,
m  NFS 4.1 <& Kerberos D#iA&EDE T IPV6 U R—bEnERA. IPV4 DHBTR—-FENTOET,

RAMDINT =X VR T—IDT X MDEEDBEELETNTL
5 LEMHRT S

vSphere [Z(3. VMware Tools 734 > X b=)L.EN TS Windows AL —F 4 > & S AT LADRET L >~
INT A= VRAADIPEENTNET, NT7F+— R NI ZIC&>T, REYSVORBEEIIYT A K OS

NTERIC/N T = REDIRTEET., T 74/ 5T vSphere (FRR MERES X MRAET S ICARBL
E R

RAMDNT =T VR T=IDTAMRBEIL UADREEE T 74 NTEHTH>TVWET, ZOTF 7406
REF, BT VICLIMBARI COFEMIBERONMBEREE T, £/=. REYOEFa2 T ERPELE
BICKRA N 7= &FBATERLNLDICLET,

E: OROFFERFREERNLZTIOLRERLTOVET, TOYRIETRTORR NTRBEICRITTSIZE. vSphere
F/zld vSphere av >V RSA > 4% —T 124X (VCLILL PowerCLI 7&) oWIFnMHZEFERLET.

FlE

1 REETS U EKRRMT D ESXIi VATAT, VMX 774V ESBLET,

RIS DT 714 I)VIE. /vmfs/volumes/7—4IAF,7 T4 LU NJICHY ET., datastore (Z. kB
RV T7ANDRESINTWDR N —2 TS ROEZEITY,

2 VMXZ77A4NT, RDINGA—IPRESNTNDZLZEZERLET,
tools.guestlib.enableHostInfo=FALSE

3 T77ANEREFLTHLET.

RS

TRAMREI CANS, RARDNT A=V RIEREMS TEERLBRVET,

ESXi Shell & vSphere Web Client D% 4 A7 U FDERE

WEENTA R £y a yEFERTERNELDICT BITIE. ESXi Shell & vSphere Web Client % A4 A7 D
FNEHRICHRELET,
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ESXi Shell D% A4 A7V

ESXi Shell ®iF&(3. vSphere Web Client &4 (4L~ a>V—)l A—Y— 4% —7 x4 X (DCUI)
MORDIALT D NERETEET,
AAEYALTD
ATAMS A LT D MEEE. ESXi Shell #FMICLTMhEOTA T HETOHFRRBEREEZRLEST, 44
A7 Y NARSBES L, Y—EXADEHEAY, I—F—(F05A > TERL BV ET,
TARIVELALTT L

TARINGALTDRRERE, - —DPHEEADTA BV 2y arPo007 0 FESNHETOHRBEE
BEEZERLET, 74 RBIL SA4 A7 D MOEEE, 2—F—HURIC ESXi Shell AT A 23 HEICERSN
5120, BfEOty L a v BEEEZTEEA.

vSphere Web Client D% A4 A7 U k

vSphere Web Client Dt v a>vid. T74/)bT120 RERICKTLET, ZOF 74/ MEFEF. [vCenter
Server BLUVRA MER] RF 1A NTORAICHE DT, webclient.properties 77 A I TEETEE
ER
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TLS B#k1—7 U5 4 TD TLS
70O baERDERE

TLS BERI—FT 4 VT4 Z2EFEALTTLS 7O IIDN—2 3 o E#FNELITENCTEHZENTEET,
vSphere BIERN T TLS 1.0 ZEMICTE5(ZH. TLS1.0 & TLS 1.1 OBMAEENICT B EHAIEETT .
vSphere 6.5 LI, TLS 7O b/l N—23 > 1.0, 1.1, BEW12 ZF 74 b TEMICHY E T,

BRERTIE. BERO vCenter Server. Platform Services Controller. vSphere Update Manager &
ESXi RRX M. TLS ZEMCTEZN—23 0DV T NI TEROTTHLENH Y ET, TLS1.0 2EMYICTE
% VMware &R0 1) X MIDWTIE, VMware @3 Ly ONXN—XDEEE KB2145796 #5B L T 72,

TLS 1.0 Z&HICF H1IC. TDMHMD VMware B LT — RN—F A BEHM. BHICTHE>TWS TLS 7A ML
EYR-—PTHILEEHRBL TS, REICIKCTREYVETH, TLS1.2, F£F TLS11 & TLS1.2 0mA
EYR—bTEDEIPHERLET,

ZOEICF. RDOLEYIPBEENTNET,

. TLSN=2 3 DELEYR—bFSHR—-bH

m  vSphere T® TLS N—2 3 > OEWM1L

n TLSEBEIA-TAUTADA A=)

n AT aVDFENYIT Y TORT

m vCenter Server ¥ RFTATOD TLS N—2 3 > DEME

m ESXi KRR MTO TLS N—2 3> OEME

m  Platform Services Controller ¥ X7 AT®H TLS /N—2 3 > DEMIE
n TLSHEBRODEEZTICRT

m  VvSphere Update Manager T®D TLS N— 3 > DE{E

TLS N—=2 3 > DEMPLEYR-—FFTBR-

vSphere ®RIET TLS Configurator 1—7 1 U T 1 R179 5 &. vCenter Server, Platform Services
Controller, 8LV ESXi KA S ETTLS Z2FRT5KR—rETTLS ZEHCTHEMNTEET, TLS1.0. £
72IE TLS 1.0 & TLS 11 OmAEENCT HEMTEET,

RORIC, R—brE—EBRRLET, R—rDBEENTOWVEWNEES, I—T4UT s IFELEEA.
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% 10-1. TLS Configurator 21—7 1 U T 4 [Tk > TEE£EZ(F 5 vCenter Server KU Platform Services
Controller

H—EX Windows TO&H] Linux TO&#] R—F
VMware HTTP Reverse rhttpproxy vmware-rhttpproxy 443
Proxy

VMware Directory Service VMWareDirectoryService vmdird 636
VMware Syslog Collector (*) vmwaresyslogcollector (*) rsyslogd 1514
vSphere Auto Deploy vmware-autodeploy-waiter  vmware-rbd-watchdog 6501
Waiter 6502
VMware Secure Token VMwareSTS vmware-stsd 7444
Service

vSphere Update Manager #  vmware-ufad-vci (**) vmware-updatemgr 8084
—ER (*%) 9087
vSphere Web Client vspherewebclientsvce vsphere-client 9443
VMware Directory Service VMWareDirectoryService vmdird n712

M TLS . oD —EXROBSYXAMTHEINET., SELBTEEITEEHA, TLS1.2 D&, FEFTN
TOTLSIxN=2arpYR—bENET,

(**) vCenter Server Appliance Tl3. vSphere Update Manager (% vCenter Server ERU AT AICH Y
F9, Windows M vCenter Server Tld, R 7 7 AN ERET S LICL>TTLS 28 LE T, vSphere
Update Manager T?D TLS N—2 3V DOEMEESBL TS X0,

% 10-2. TLS Configurator 1 —5 1 U5 ¢ [Tk > TRE£EZ(} 5 ESXi R— b+

Y—EX Y—EX% R—bk
VMware HTTP Reverse Proxy &KX ~ Hostd 443
F—EY
VMware VSAN VASA N> & — Z7O/NA VSANVP 8080
5
VMware 7+ —J)b b BALY TR—=2 v FDM 8182
VMware vSphere API for 1O Filters ioFilterVPServer 9080
VMware 5 —E > vmware-authd 902
-
} :E t IE&E\%IE

m  vCenter Server [CL>TEEINTWB L HL— ESXi IRRX MSE#L TLS D/N—= 3> (TLS11HLY
TLS1.2 £2E TLS1.2 DHDOWNTND) EHR—bTHZ &R LET. vCenter Server 6.5 TTLS NN
—2arEENICTSHE. vCenter Server (FL A — ESXi RA M X BXUL 6.0 KRR NEEEBTE<E
UFEF, TLSI1FAIF TLS1.2 2 R—rFTEN=23 2V (CIN6DRANET Yy SO —RUET,

m HEROD Microsoft SQL Server 7= (344 88D Oracle T —# RX—X[ZW LT TLS 1.2 DA DEKEZ(ERT S
ZElETEERA,
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s Windows Server 2008 TEfTaN TL\5 vCenter Server £7=(4 Platform Services Controller 1 >
ARG ATTLS1.0 #EMCLAENTLZE0, Windows 2008 (£ TLS 1.0 D& E=HR—~LE T,
Microsoft TechNet MEE%E [TLS/SSL Settings] ([Server Roles and Technologies Guide]) #&EL
TLEE,

B ROKRRTIE, TLS BHROZEEFZFEHR LARICKRAN Y—ERZBIEETIVLENHY ET,
m BHEESXi KRR NIEEEBERT 54,
B KRN A7 AN EFERALTOISRYEBREZELC CERELZERT 51548,

vSphere T®D TLS /x\—< 3 > OEMNL
TLSN=2 3V EEHICTHICE. BH T —X07AZANHYUET, ELWEFTTLS N—=2 3 VEEHICT
B5ZLET. JORRDM. BEEFZOEETRITEINSLDICLET.

1 Windows DIRERIZ vSphere Update Manager 73 Y. vSphere Update Manager DRIMD L X7 AL
[CHhHHBEF. BRT7 7V EREL TTO MOV EBRMICEYNICLUET. vSphere Update Manager T
D TLS N=2 3 > DEMNEESRLTIZE,

vCenter Server Appliance @ vSphere Update Manager (& I(Z vCenter Server > X T AICEENT
BY, RIVTRCE>THIET BR— SDBEFHINET,

2 vCenter Server & XU Platform Services Controller IC TLS #1—FT 4 UT 124 AM=ILLET,
IRIECH&AH D Platform Services Controller A ¥ 55&(4. vCenter Server [COHI—T 4 U T
4 &AVAN=ILLET,

3 vCenter Server t CA—FT 4 UT4&2RTLET,

4 vCenter Server [CL>TEEBEINTWAE ESXi KA M ETA—FT 4 UT 4 2RTLET, FRAMELE
DS RIADTRTDRAMIHLTIDY RIERITTEET,

5 BIET. 1 DLIE® Platform Services Controller 4 > R4 > R ZFERT 5813, 84 AF A ETa1—
TAVTAEZRTLET,
AR

vSphere 6.0 U3 #2173 5 AT AB LU vSphere 6.5 2£1T7F 5 RTFALAT. ZOREEERTLET, 2D
DEIRBENH Y ET.

m TLS1.0 Z&EHMICL. TLS11 & TLS1.2 ZBMICT 5.
m TLS1.0 & TLS11Z&EMICL, TLS1.2 ZH/RICT 5.

TLS#BpA—FT4 VT4 DA A M—=)b

MyVMware.com 5 TLS #l1—F 4 VT 442450 0—RL, O—HIL I VA VA=)V TEET,
YAR=IVBIZ, 2 DRV T hEFERTEET, 1214, vCenter Server KU Platform Services
Controller #H. ©> 1D(% ESXi #8HETT .,
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vCenter Server Appliance T, vSphere Update Manager ®7R— ~IRXAZ U T CEK>TEHFINET,
vCenter Server £ T. vSphere Update Manager #mk7 7 1 )L &i{FE&EL £9 . vSphere Update Manager
THDTLS N=2 3 v DENELESEL T /ZZ0,

f

RN

ao|

[

ROYThES D O—-RTSICIE MyVMware 7h D Y EDSWETT,

Fl&
1 MyVMware 7ho Yy hZAZA LT, vSphere [CBEILET.

2 SAREEINTOWSRERSIVEZON—-3 0 %28FE L. VMware vCenter Server 22EiRL T, [¥
UrO—-RIZEH 2o v LET,

3  VMware vSphere @ TLS #K %2R, ROT77 M) E&F D O—RLET,

oS 774N

Windows VMware-vSphereTlsReconfigurator-version-

build number.x86 64.msi

Linux VMware-vSphereTlsReconfigurator-version-

build number.x86 64.rpm

4 vCenter Server [C77AJ)VET7yv7AO—RL. RVUThEARN=ILLET,

F7=. 9488 Platform Services Controller MIBiET. Platform Services Controller ICT7 7 A&7 v 7
D - F l/i—g—o

os FIE

Windows a BEEEEREZFOI-—Y-TOISLET,
b #v>0O— kU7 VMware-vSphereTlsReconfigurator-version-
build number.x86_64.msi 774 )l&IE—LET,

c MSIZ70)EA A M=ILLET,

Linux a SSHZEERLTTZISAT7VRICEEL, ROV T NERITTDHEREFFDI-—F—&
LTEdA4 > LET,

b SCP U477 b aERLTT 7547 RIC VMware-
vSphereTlsReconfigurator-version-build number.x86 64.rpm 7
74N EIAE-LET,

c Bash Yz DBEHTAHEMGEE, ROATY RERTLET.

shell.set --enabled true
shell

d 7yZ7O—Rahizrpm 774 IUDEEENTNST 4 Lo MJICBBLT. KDY
Y RERTLET.

rpm -Uvh VMware-vSphereTlsReconfigurator-version-
build number.x86_ 64.rpm
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R

AVAR=IBRT LIS, RDBFHICHDIAI )T HERRLET,

os BAR

Windows ® C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\VcTlsReconfigurator

B C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

Linux B /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

B /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

FT g DFENY LT TDET

TLS #a1—7 4 T «1d. R U T RH vCenter Server, Platform Services Controller, &7z1% vSphere
Update Manager 28 Y 570Ny I 7 v 7ERTLET. HEDT 4 LI MUICHT BN O T v Thbs
BRBEEF. FIINV I T v TERTTEET,

TI7AIEDT 4L MUIE Windows &7 7547 A TERBRYET,

os Ny OFvTF4LI Y
Windows c:\users\current user\appdata\local\temp\yearmonthdayTtime

Linux /tmp/yearmonthdayTtime

FIE

1 T+ L& kY% vSphereTlsReconfigurator. VcTIsReconfigurator #7574 Lo NUDIBICEELE T,

oS avrk

Windows C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\
cd VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/
cd VcTlsReconfigurator

2 ROARVRERFTLT BEDT A LI MIIINyIT v TEERBRLET,

os avrk

Windows
directory path\VcTlsReconfigurator>
reconfigureVc backup -d backup directory path

Linux
directory path/VcTlsReconfigurator> ./
reconfigureVc backup -d backup directory path
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3 Ny OTYTBBMLIEZ EEHRBLET.
Ny OT7 vy TBRINT 5L ROBDESIC/EVET,

vCenter Transport Layer Security reconfigurator, version=6.0.0, build=8482376
For more information, refer to the following article: https://kb.vmware.com/kb/2148819"
Log file: "C:\ProgramData\VMware\vCenterServer\logs\vmware\vSphere-

TlsReconfigurator\VcTlsReconfigurator.log".

Backing up vCenter Server TLS configuration
Using backup directory: c:\users\admini~1\appdatal\local\temp\1\20170202T054311
Backing up: vmsyslogcollector

Backing up: vspherewebclientsvc

Backing up: vmware-autodeploy-waiter

Backing up: rhttpproxy

Backing up: VMwareSTS

Backing up: VMWareDirectoryService
4 (A7 3r) BTURNTEROTHLEDNHDHEE. ROOIT RERTTEET,

reconfigure restore -d tmp directory or custom backup directory path

vCenter Server > AT ATO TLS N\—2 3 > OE1E

TLS #1—7 4 U514 &ERALT vCenter Server Y AT AD TLS N—2 3 &#EYICTEEd, JAOCAD
—IRELT, TLS11 ETLS1.2 OmAZEZEMCT B, TLS1.2 DHAEFRIICLET,

AR

vCenter Server WEBTHRAMNBSLUOY—EXDBENOEED TLSN— 3 EFRAL THERERICBETES X
SICLET, TLS1.0 DAZFERL CEBET 2ERDIGE. #EHETELR<AVET,

FlE

1 RVUThERFTCEDZI—HY—LLTvCenter Server > RAFAICATA L. ROUTEDBEBENTH
574 L MNJICREEILET.

oS avrk
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator
Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

2 ARV—=—TFT 4 T DRTFTLABLIMERT S TLS ON—=2 3 (U T ARV RERFTLET,

m TLS1.0 ZEHICL. TLSIIBLUPTLS 1.2 OMAEEHICT BT ROATYY RERTLUET,

oS avrk

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.l TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.l TLSvl.2
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B TLS10 & TLS11ZEHICLT. TLS1.2 DHEFMICT SHICEF. ROIX Y RERTLET,

oS av Rk

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSv1.2
Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSv1.2

3 BIEAICHO vCenter Server P AT ADEENTISHEE(E. & vCenter Server Y RFATTALR%E#E
UiRL £,

4 £ ESXi KR bBKLUL Platform Services Controller + THE##BVIRLET,

ESXi RRA FTD TLS N—2 3 VDEMLE

TLS M —7 1 U7 4 &AL T ESXi AR R TLS A= 3 VA BAICTEF T, TOLRD—BELT,
TLS11 & TLS1.2 OBAZBMICTSHM TLS1.2 DHZEBMICLET,

ESXi £ R hOBAIS. vSphere BEDMOI Y K—% > kEIFADRS U T FEEALET,

EF: ROVUTHNE p AT a3 EBELENVRY, TLS1.0 & TLS11 OmAEEHICLET.

AR SR

ITRTOHBELF ESXi KRR MCEEMFONET—EXN TLS 1.1 £/ TLS1.2 ZEAL THERRICRETE
EDICLET, HANTLS1.0 DAZFERAL TBIET 255, ERTELBVET,

FIig

1 ROUThEEFTTEZ1—H—L LT vCenter Server KA KNZAZA L. RZUTRPEBENTINS
FALORUICEBLET,

oS avrk

Windows C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

Linux /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

2 USRIADIRTDKRANTTLS ZBNICTBHICIE. KOWITNHADIATYY RERTTLET,

B USRIADTRTORINT, TLS1.0 ZEHCLTTLS 1.1 & TLS1.2 OBAEZFMICT B(CIE RD
AV RERITLET,

oS avwr Rk

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.1l TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.1l TLSv1.2
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B USRIADTRTORART, TLS1.0 & TLS11 Z8HICL T TLS 1.2 DA ZEFRICT SI(C2(F. kDO
RYRERTLET.

os avrK

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

3 ELDOKRALTTLS ZEMICTHICE. ROVWTNHAOITY RERTLET,
B BLORIFTTLS1.0 £EHMICLTTLS 1.1 & TLS1.2 OMAEFMICT BICIE. RO REETT

L&ET.

os avrk

Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSvl.1l TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p

TLSvl.1 TLSvl1.2

B BALORARTTLS1.0 & TLS11 ZEMICLT TLS 1.2 DA EFHICT B(CIE, ROAT Y RERTL

E I

os avrk

Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

4 ESXiRRLZEBEEHL T TLS 7ObINDEEZTTLET,

Platform Services Controller ¥ XFAT®H TLS /N—2 3 > D
ke

BIERNIC 1 8LIED Platform Services Controller > AFANEENTWBIEEE. Y R—bEND TLS D/N—
CarvERREITAHTLISHERI—TAUVT 1+ 2EFERATEET,
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IRIERN THMAIAHZD Platform Services Controller D& Z{FER L TWBI58. COY RV ERTTHIHLEEFHY E
HA.

FE: & vCenter Server S RTFAMTLS OEBRMEDHZN— a3V ERITLTWB I EEERLAERICDOMA, =
DY AU &##HRTLET, vCenter Server 6.0.X £7/=(3 5.5.Xx DA > X% > AHs vCenter Server [CEFHINTLY
BIFE. TNODA R XL TLS N—2 3 &#EMITT 5 &, Platform Services Controller & D@E% =
IELET,

TLS1.2 ZF#MICLT. TLS1.0 & TLS11 ZEMICT D EMTEET, £ TLS1TIBXUTLS 1.2 £F3IC
LT, TLS1.0 DAZEMICTHEHTEET,

AR SR

Platform Services Controller 23&# 3 2 KA MBIV —ERMBYR—rZNE70 TV EFERL THERIC
BIETEDLDICLET, REALIBAEEED Platform Services Controller [Tk > THEBENS /=0, FEEZ
(FRAREMEDH DT —ERICDVWTERICKREFTL TS EZZW, YR—rE2nTWaaWOMI)OAEFERL TEE
TEHIY—ERDIFE, HERCEHEBRVET,

FIE

1 RVUThERFTEDZI—Y—& LT Platform Services Controller ICEZ A4 > L, A2 VU T rHEBE N
TWAT 4L MUICBEILET,

os avwrkr
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

2 Windows @ Platform Services Controller £7=(3 Platform Services Controller 7 754 7 > X T%
RUERTTEET,

s TLS1.O ZEHMICL, TLSIIBLUPTLS 1.2 OB EFEHICTB(ICIF. ROATY FERTLUET,

oS avw Rk

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.l TLSvl.2

B TLS1O & TLS11ZEHICLT, TLS1.2 DHZEFMICT SHICEF. ROITY FEETLET,

oS avr R

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.2

3 BEAICEOMO Platform Services Controller > XRFABEENTWDHEEF. TOLRZFEVIRLET,
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TLS B DEEZTTICRT
TLS#BI—FT 4 UT 4 2FERLT, BROZBEATICRTIEMNTEET, THEATICRT L&, VAT AL
TLS Configurator 21—« UF 4 ZEA L TEMICLAZTO NIV EFHICLET.

LIRIICHRRE Ny 07 v TUIIBEICDH. UANDERTTEET, ESXi RAMTREEETICRT ZEMNTE
FtA.

RDINEFFTY N EZRTTUET,
1 vSphere Update Manager,

FEAFROEEDN Windows & X7 ATEZID vSphere Update Manager 1 > R4 » RERITLTW\BI5E
(. vSphere Update Manager #B#ICEHTIVENHYET,

2 vCenter Server

3 Platform Services Controller

1 Windows Yo Vv EET7 7547 RICEKELET,

2 ZTEETICRTVATFAICOIALET,

os FliE

Windows 1 EEHE#EREZFODI—HY—TOI/ALET,
2 VcTlsReconfigurator ¥4 L& hUICKELET.

cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux 1 SSHZEERLTT7 7547 RICEKEL. ROV T eRTTHEREH DI -—LLTRIILET,
2 Bash Yz VBREBMTHEWMSEEIE. ROATY RERITLET.

shell.set --enabled true
shell

3 VcTlsReconfigurator 74 L7 MUICBELET.

cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
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3 LRIONy o7y TEEELET,

os FIR

Windows C:\ProgramData\VMware\vCenterServer\logs\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log

HABROBIDES IC/AVET,

c:\users\username\appdatallocal\temp\20161108T161539
c:\users\username\appdata\local\temp\20161108T171539

Linux grep "backup directory" /var/log/vmware/vSphere-TlsReconfigurator/
VcTlsReconfigurator.log

HAFZRDOBIDEDICIRY ET,

2016-11-17T17:29:20.950Z INFO Using backup directory: /tmp/20161117T172920
2016-11-17T17:32:59.019Z2 INFO Using backup directory: /tmp/20161117T173259

4 JARTERTTBHICE ROWITNADIRY RERTLET.

oS Fg
Windows reconfigureVc restore -d Directory path from previous step

il

reconfigureVc restore -d c:\users\username\appdata\local\temp\20161108T171539

Linux reconfigureVc restore -d Directory path from previous step

Bl

reconfigureVc restore -d /tmp/20161117T172920

5 Zonfthd vCenter Server 4 > X% > A TFIgxEVIRLET,

6 ZoMo Platform Services Controller 41 > A% > XA TCFIgZigVUIRL £ T,

vSphere Update Manager T® TLS /N\—2 3 > DER(L

vSphere Update Manager 6.0 Update 3 LI TIld. TLS ORI N=232 1.0, 1.1, LN 1.2 BFAX
TT7AINTEMIBVEST, TLSN=23 210 BLOTLSN=2 3 2 1 FEHITTEETH, TLS N—2
a2 ZENITHLIETEE A,

TLS#BRI—T 4 UT«ZEALT. TOMOY—ERD TLS 7O ML EREEERTEET, /=/2L. vSphere
Update Manager Tl. TLS 7O I EFETHERTIVLENH Y ET.

TLS 70 b 2JVIBRDZEREICIZ. RDFZRAIZDWNTNOBEENDAIREENH Y ET,
B TLSNR=232 1N BIPTLS N=2 3212 ZFHICT B LRAKIC, TLS N—=232 1.0 ZEHICT S,

B TLSAN=232 12 ZFMITHEREIC. TLSN=23 210 BLOTLS N=2 32 1.1 ZENITT 5,
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B EHITAHAO>TWATLS AR N=2a EBEBWICT S,

Update Manager 7R— k 9087 O LIRID TLS N—2 3V E#EMICT S
veci-integrity.xml 7 7 MINEEETHZEICE>T. R—F 9087 @ TLS OLIREID/N—2 3 & HEH)
[CTEET, TOLRFKR—k 8084 LFRAYET,

E o TLS N—=2 3 &EMICT HR1IC. vSphere Update Manager SBET 5 —ERDBZED/N—2 3 2 %&fE
ALTWEWZ &E2HRLET,

AR

vSphere Update Manager —EX%{EIELE T, [VMware vSphere Update Manager 4 > X k—JL &
EH] RFaAVFESTHBLTIZE0,

FIlg

1 vSphere Update Manager 4 —EX#{ZIELE T,

2 Update Manager 1 X b=l T4 LI FUICBELET., ZDT s L2 UL vSphere 6.0 &
vSphere 6.5 TZENZENEIFTVET,

N—2a> 5
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 Jetty-vum-ssl.xml Z7AIDNy T v TEERL. 77 4IVEREET,

4 T7ANEEESTDHIET, URION—-23 2D TLS ZEHICLET,

FFoar L]
TLS 1.0 ZEICLE T, TLS 1.1 BKUT <Set name="ExcludeProtocols">
TLS 1.2 (3BEHMDEE(CLET. <Array type="java.lang.String">
<Item>TLSv1</Item>
</Array>
</Set>
TLS 1.0 BLU TLS 1.1 #EHICLET, <Set name="ExcludeProtocols">
TLS 1.2 (3EHDEEICLET. <Array type="java.lang.String">
<Item>TLSv1</Item>
<Item>TLSvl.1</Item>
</Array>
</Set>

5 774N ERELET,
6 vSphere Update Manager 4 —EX&#Bi#2EIL £
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Update Manager ;R— k 8084 TOLIEI®D TLS /N\—2 3 > DOEZML
vei-integrity.xml 7 7MNEZEEFET S EICE> T, R—~ 8084 M TLS DLIFID/N— 3 > &)
[CTEET, COTOERER—k 9087 DEALREVET,

E: TLSN=2 3 &EEHICT BH1IC. vSphere Update Manager CBET 2 —EXMEDON—-2 3 0 &(F
BALTWIWZ EE2HERELET.

BIIRE M

vSphere Update Manager H—EX%#{E1ELE 3. 'VMware vSphere Update Manager A > X k—JL &
EE] FFa AV PESBLTIESZL,

Fla

1 vSphere Update Manager ¥—EX&{EIELE T,

2 6.0 &£ 6.5 TE/M% Update Manager 1 YR +—JL T4 Lo MUICEBLET,

N—2a> 5
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 vci-integrity.xml Z7AIDNy T v TEERL. 77 AIVEREET,

4 vci-integrity.xml 774 JVIC <sslOptions> Z Z&BMLET,

<ssl>
<handshakeTimeoutMs>120000</handshakeTimeoutMsS>
<sslOptions>sslOptions value</sslOptions>
</ssl>

<ssl>
<privateKey>ssl/rui.key</privateKey>
<certificate>ssl/rui.crt</certificate>
<sslOptions>sslOptions value</sslOptions>
</ssl>

5 EHITTDTLS N—=2 3225 T, <ssloptions> ¥ FDRD 10 EHDOEDONTNHEFERLET,
m TLSVI.O DA ZEENICT HITIE. 10 EEHDE 117587968 #FHAL £ 7
m TLSVI.O 8LV TLSVI.1 ZENICT B I12IE. 10 EHDE 386023424 ZEALET,

6 T77MINERELET,

7 VvSphere Update Manager Y —EX&EHBiLENL £,

Update Manager ;R— k 9087 TOEXN/& TLS N—2 3 > OBHE ML

Update Manager R— k 9087 @ TLS N—=2 3 VZENICL THREMSRE LB, N—2 a3V EBERMICT
HIEMTEET, COTOTREIR— 8084 Z2FMICT HIHEELEFTVET,
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DREION=2 3> D TLS ZBERMICT S E, €FaUT 1 ICHELET,

FIg
1 vSphere Update Manager ¥ —EX#&#ZEIELE T,

2 6.0 &£ 6.5 T&%5 Update Manager 1 A =)L T4 Lo NUICKREILET,

N—2ar e il
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 Jjetty-vum-ssl.xml 77 AINDNY T v TEERL. 774 IINEBREET,
4 BITTZTLS 7OMINDN=2 a3 (TS TLS ¥ J&HIBRLET.

7=EZIE TLSVIT #F/%ICT B(2(F, jetty-vum-ssl.xml 7 7 A )LD <Item>TLSv1.1</Item> ZH|&
LET.

5 TJ7ANERELET,
6 vSphere Update Manager ¥ —EX&#BiEH L £,

Update Manager R— ~ 8084 TOE/AR TLS N— 3 > DOBEML

Update Manager R— 8084 M TLS N—2 3V #EMIC L CRIBENRELZHE. N—2a VEBEENICT
BIENTEET, 2OTAORRIER— 9087 DiFELRMTYET,

DRION—=2 3> D TLS #BERMICT L. £XFaUTa ICEENHUET.
FIlig
1 vSphere Update Manager 4 —EX#{ZIELE T,

2 6.0 &£ 6.5 TEM% Update Manager f A =)L T4 LI MUICEBLET.

N—=ay 5
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 vci-integrity.xml 77 AINDNy T v TEERL. 77 AINEREET,

4 <sslOptions> # UV THEAEINTNS 10 ERDEEZEES SN ¥ TEHRLTINTDON=23 2D TLS
EHALET,

m TLS11ZBHICLTTLS 1.0 ZENAEEICT SITIE 10 EEHDE 117587968 #FHL £ 7,
B TLS11ETLS1.O OBMAZBERMICTSICE. #7%HBRLET,

5 774N ERELET,

6 vSphere Update Manager ¥ —EXEZBiLHL £,
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FHIER S NIHER

ROKRIE, TITAHIEDERD—ERRTYT., O—IICHUTERTZEE(C. - —EXRTICLT, #7227
MIEIUHTBEIENTEET, ZOMBOXRTERAINTIS VC [F vCenter Server #3§L. HC [Z7/RR ~ &
AT RNTHBRYR7AY ESXi £/230—0RXRF7—2 3> RAMEIELET,

HEREHRTET D LT BEDRBRECEYZERD, IRTDATL I 4T ICREENTND L EHERL
TLEE W, —EDRIETIE. Ib— b TAHILGTOERT A NI DT U L REBVEIC/Eo/Y, RBROA T 20
M7 ORI HIBEUNELIVTIBEDHYET., BT INIELVEEF T b TOT7 VR RELZ
INT # =R AERDPDBERBRELHY LT,

vCenter Server OIRHEAER. CZICREBEINTWVRIMERZEET DHADBHYET., TNODERDFMICD
WTIE HRBREICET D RF 2 AV FESRLTSLES L,

ZOEICF. ROEYIBEENTOET,
n 75— AR

m  Auto Deploy 8XUVA A= 7O7T 7 1 )LDIER
n  GIEASHER

m OVTUY SATSDIER

n Tt H—ER

. T—HRAKNTDER

m T—YRNT VT RYDIER

=  Distributed Switch DR

m  ESX Agent Manager M&fR

n HRRMEREHERR

n T AH )T DHER

n JO—/\JLHER

s RX b CIM R

m RR NERER

B RAR AR

n SRR hOO—HIREHERR
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m KXk vSphere L7 U4 —3 3 DIER
. KRB TAT 7 AIER

m Inventory Service 7O/\A ¥ DIERR

m  Inventory Service O % {3 DIER

Ry hT—ER

m T =T RER

n fHIE

. TJO77ANVERBEDR kL — P DR
Y —RER

. RT P a—IERES R DHER

n Ty a3 OHER

m XAhL—Y Ea—1ER

n FRUDIER

XY — ERER

. VRM AR —HER

n RAETOEBRDER

n RAETT Y TR SOREER

s RAET UHEEERADERR

n RETI O RN UER

n REYICOTOEY 3 =2 JDIER

n (RET D OY— EREEIER

n REIICORTFTY T3y FEEDER
m  REET D vSphere Replication #&RR
s dvPort Z)L— T DER

= VApp #ER

m  VService OER

7 2 — LR

TI—AERE AR NY AT MIHNT BT S —LDOER. EE. BLUICEETASDESMEGIEL

i—g—o
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COWERIS. BEEBADREDUVANINTHRETEXT. LA 74T LNV TERERE LSS, TOERE
TANWTADIDULDAT D 20 MIGETEET, (MWEETSHF TPV M FITRENEF T2 o M.

ERECIIMEOVNITNDTETHERPIRESNTVWSLENHY LT,

£ N-1. 75— AER

TIS—ATS3—ATUarDE
Rl

T5—ATS-LDEE

TI—AL.T7 75— ADHIR

e

BHINEINTDTS—LDTS—A TV 3
VEITRTUEBIETESLDICLET.
HLWTS—AZERTEDLDICLET,
TS—LENRY LTI 3 ERELTHERT
BETI—LMEREEICT O a v DRITICLER
HERDPHERINET.

TS5 —ADEBBICRELETS—ATo 3>
FRIETEDLDICLET., TI—AZENTT
SDIFTIEHYEHA,

TI-—LDTOANT A ZEETEDHLIICLET,

TS—LEHBRTEDLDICLET,

BRINTWDIARY N TS—ADRT—4 A%
ZETEHLDICLET., The status can
change to [Normal], [Warning], or
[Alert].

BEELETBA TP b

T —APEBEINTNEA T o+

TI—APEBEINTNEA T o+

TI—ADPEBENTVNEA T b

TI—ADPEBENTVNEA T b

T —APEBEINTNEA T o+

TS LDPEBENTVWSF TPz b

Auto Deploy BLUA A= 707 7 A4 ILDIERR

Auto Deploy O#ERIZEL Y. Auto Deploy DI =)V TEEITEMRI RV ERITTERA—HY—L, RANEFEE
B EMTEZI—T -5 LET. Auto Deploy DIERICK Y., 4 A= TOT 7 A I AR E - (3iRE
THIENTERA—HY—42FHHTEHIEHTEET,

RDETIE. Auto Deploy DIL—ILELNIL—)L £y FEEBTE51—F—BLUVAM A= TOT7 74 IVEHE
BBELMRETESZ I —ZHRT HHERICDVTHALET. vSphere DA Y A b—)LEty b7 v T 258

LTS,

RIS, BEADRIEDVNIVTRETEES., LA 748 LNV THERERELKC

e TOERZE

THIWEADIDLUEDAT D2 MGETEET, (MBLTEZAT PN HITREND T TP M

ERIZIIMEONITNPITETHERPRESNTVSLENHY LT,
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% 11-2. Auto Deploy D#ERR

HERE

Auto Deploy. /KRR ~.% > > DORIEN(F

Auto Deploy.f *— 707 7 A4 )L 4Efk

Auto Deploy. A4 A= 07 7 A )L .fw&E

Auto Deploy.)L— b #E5%

Auto Deploy.)L— /L Hlk&

Auto Deploy.L—/ fw&E

Auto Deploy. L—ILt v k. B#ME

Auto Deploy. )b—ILt v b .iRE

ALEAEER

FERAEMERRICK Y. ESXi DREIAEZEE CE 51— —ZHIfHL £,

Btes

dA—H—n
T EKR
R %R
fHraz &
MWTEE
ER

AA=2 T
azrAI
ZERRTE
E3

AA=2 T
azrAI)b
ZiR&ETE
E3

Auto
Deploy @
—IVEE
RTEE
ED

Auto
Deploy @
JL—ILEH
fRTEE
ED

Auto
Deploy @
=V E R
&£TEE
ED

Auto
Deploy @
=L v
~EFMIC
TEET,

Auto
Deploy @
=L v
hERET
EEER

WEETEXTVz O

vCenter Server

vCenter Server

vCenter Server

vCenter Server

vCenter Server

vCenter Server

vCenter Server

vCenter Server

COERICK Y., ESXi KRR FDIIRAEEEBARTTE DA —RE YU E T, vCenter Server ffBAEEEDEE
HMICDWTIE, SIFAEEEOREICHLERERESEBL T /ZX0),
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COWERIS. BEEBADREDUVANINTHRETEXT. LA 74T LNV TERERE LSS, TOERE
TANWTADIDULDAT D 20 MIGETEET, (MWEETSHF TPV M FITRENEF T2 o M.
ERECIIMEOVNITNDTETHERPIRESNTVWSLENHY LT,

& 11-3. KRR MEEEAEHERR

1ERE A VELTEZATSzob
FIBAE GIRRE A EE ESXi KRR FDFIAZEZER TESHLDICLET, vCenter Server

ATV 5S4 TS DER
ATV SATSVEFERTIE RETS Y 77— e VAP ZBENDMENICEEBTEEY, 2T
Y SATSUDIERT, AT oY SAT7S DI EIEHAEERTELIITETE22 - —5FHLET,
ZDIERIZ. BBADELEDLNITERETEET, LA 74T LN THEREZRE LSS, TOERE
THINEIRADTIDUEDFA T2 MGETEE T, (MWEBETEZATP I M IITRENDA TP 2o MMIIE
BEEZIIHEDONTNOAETIERDPEESINTVWSILEDNH Y ET,
KN-4. a7V SA4TS5UDHER
1ER#A A VELETEZATS b
ATV ATV .47 SATSVICTATLAEEMTESLDICLET, SA4T5
SU T7A T LADEM
aAyFoY 475 .8-4h f§E L7z vCenter Server > RFATAO—-hIL SA4 TS5V EEKRTESLD  vCenter Server
V475 DR ICLET.
ATV SATS) BHE BREAIATIUEERTESLDICLET, vCenter Server
B4 75 DYERK

AVTUY SATSU.S547 SATSU TATLAEHEKRTESLSICLET, SA4T5U, $RTDSA

SU 74T LDHIRR TS5 TATALAIEESN
BEDICTDIEREREL
£

ATV 475U A% A=A 5475 EHRTESLDICLET, S1473Y

WS4 75Y DEIRR

AVTIY AT BRE  BREASIATSVEBIKRTEDLIICLET, S475Y
HS4 75 DRI

AVTUY SATSU.T7A AVT Y SATSUDPST 74N EYD O— R TEBHLDICLET. S1475Y
YZ2oFarpanialy

AVTIY SA4TSU.SA4T TATLAEEETEDLLIICLES. BREASATSVDIVTIVE F  F4T75U, $RTOSA

S TATLADHEE vy aTERHREF vy aTERWSEENHUET, AT UDBFY TS5 TATALAIEESN
VI AENEBER SATS) FTATLAEEESTDESATSY TA4TL%E  BESICDEREREL
B TEET (ZDERDH B5R). £7.
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