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EEEERDH H1—H—D vCenter Single Sign-On FEIEBRHANT EIVENH Y ET,

FlE

1 vSphere Client Z{#H L T vCenter Server [CAJ A4 > L&ET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On EEEJI)IL—TDRID A > /N—D1—H
—BENRRT—REEELET,

AV AM=IVEEICRED RAAL VEIRE LZHE(F. administrator@mydomain L TOd4 > LET,
3 [IRAENEE] Y- (09— TxARIBHLET.
a [R—A]lAZa—D0o [EE] ZBRLET.
b [[IAE] T. [[IBHEDEE] 2V v I LET,
4 vCenter Server OFRFEEHRDANE RO DA v -V PRRENES, COBEREANLET,
5 O-HAlRATALADVMCA BLFEYL SSLAREEZEFHLET,
a [¥Y 2 SSLAIRE] AT, [Toar]-[EFH DIEICZU YOI ULET,
b RECEVEEEZAMTIEELET,
c [E#wZ/VvILET.
vCenter Server ¥ —ERXFZBEFMICHESLET, Y—ERXREBEGHIHLI- Y- M09 —Tx/(4 X
Ty a PMRTS oD, BEOJA VT DRBENHYET,
vSphere Client Z{ERL7=H XY LASIRREIC K BEAZEDEEIRZ
vSphere Client R L T, T7#/)VbDIIBAZEZE N R Y LAGIAEICEES WA D EMNTEET,

vSphere Client #FER L T. &< >0 CSR #4R L. RAEELIEY — RNX—F 1 DFRERF (CA) M SEIAE %
ZTR L EFHIREZESMA DI EMNTEET, ABELIFTT—RN—FT s DFRFABIC CSR 2#ET D&
RABICE > TERMNEMAEE LWL — MEAEMSIREINE T, vSphere Client 5. JL— MEBRE L ERFTE
SIREDOmMAET v JO—RTEET.

vSphere Client (h X% AZIBAE) ZFERALET > SSLIAZEDIMAEELY IR LD
KR

<Y SSLEFBEZ (L. & vCenter Server /—RTYN—R 7OF> H—ERICLo>TEREINET, fthov—
ERXREDREMBEERIRT 5720, B IC7 > SSLABAENKLETT, vSphere Client 2R3 5 &,
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YLV SSLEMAEDIIAEZER Y VTR (CSR) 4L, ERFEMHESS, ARFTEEEMASILNTESE
ER

BIIRSM

ARERFRDEHEEBICTVLENHYET,

m F-HX:2048 v &N 516,384y (&K) (PEMI>a—H1)

s CRT R

m X509 NN—-23>3

m  SubjectAltName (Z(E DNS Name=<machine_ FQDN> &N TWBHLENH U E T,

n FFRELELT TUYINER FBEEPEENTOWILENHYET

1 vSphere Client 2R L T vCenter Server [CAZ A LET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On EEEJIL—TDRID A > /N—D1—H
—RBENRT—RZERELET,

AVAR—IVEEICRED RAAL VEIRE LZSE(E. administrator@mydomain L TRoA4 > LET,
3 [(IAZEDEE] 1 Y— A5 —T A RICBELET,
a [R—A]AZa—0o [EE] ZBRLET,
b [fIAE] T. [(IAEDEE] 20V v I LET,
4 vCenter Server ORFEHREANLET,
5 CSRZEEMULET.
a [XoYSSLAMAEISANT. [T ax] - [REAENDEREX (CSR) DER] DIRIZZY v LET.
b FIRFFEHREANL. [KN]Z22 UV I LET,

vSphere 8.0 LIETI&, F— 44 XDT 7 4L ME(E 3,072 (Ew ) T9. vSphere Client ZfEAL
T CSR Zz4EmT 55BE. 2,048 (FHR—bhInx<RYUE L/, vCenter Server [, F—DRIH
2,048 Ev FDARY LAFIREES|EHEZIFANE T, /2L, vSphere 8.0 LIETIE. &R/NF—ED
3,072 Ev b® vSphere Client ZfEA L/25&ICDH CSR #ERTEET,

& : vCenter Server 2R LT 16,384 Ev bDF— ¥4 X%&HHD CSR 25T HHE. OMNE(L
CPU ADERNKE WD, ERETICHI LMY ET,
¢ CSRzZaE—F/EFFo>O—RLET,
d [#BrlzsUvyosLET,
e FREIRBIC CSR 28R LET,
RORT YT

FELR D SRIAEIRENICS, FEAERX MY [CHLBIFDOMAZEEZEES A ET, vSphere Client ZER LA
AE LFERAEDBMESRBL TS LS,
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vSphere Client Z{FEH L/ZSBAER N 7ADEETE 5)L— FMIAZEDEMN
RERNTHY—RN—T(IAEEFEHATI55(F. EETES)I— MIBEZMAEINTILENT2LENH Y E
9., Zhld. vSphere Client #ER L TRITTEET,

AR RN

Y—RN—=T 4 £EEREDRER (CA) Do h XY A IL— MEREZRELET,

vSphere (&, 4 > R—MIEME CAFIBREDAEZ(FANE T, CABREEZEMICT HICE. EXFHHEF—
A% X.509 v3 ;EBAEHRT CA Ev b & keyCertSign Ev FEZNZNRET HHLENHY ET. TN,
SIAEN CA ThY. TOEMMNIABREZEZL THH I LEBHKRLET, FHMICDWTIL https://www.rfc-
editor.org/rfc/rfc5280 #8BL T X 1\,

FE
1 vSphere Client Z{#MH L T vCenter Server (O A4 > L&ET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEE I I)IL—TDRID A > /N—D1—H
—BENRT—REEELET,

AVRAS=IVEFICRIED RAA U EIRE LZBE(E. administrator@mydomain L TRd A4 LET,
3 [(AENEE] 1—Y— A5 —T 1A RIBELET,
a [R—AlAZa—ho [ER] 2BRLET.
b [fAE] T. [FIAZDEE] 20U v I LET,
4 vCenter Server OFFEFRDANERD DA v -V PRRENIZH, COBFREADTLET,
5 [EETE2/)—rBEITLEMI 22U v I LET,
6 [BRlIZ/VvsL. AAETF -V OEESHEZERLET.
CER. PEM. 7= CRTDE T 71V ¥4 T&ERATEET,
7 [LEBmMlzEZUYHILET,
FERAEM R M T ISEMENET,

vSphere Client Z{EHA L 7/=h X4 AFEBHEDEN

vSphere Client R L T, FSIBBERX N7 ICHRY A X SSLABAEEZEBMNTEET,
BEE. FAVR—FRbDTL Y SSLIAIBEEZBEZMZ 5217 THA T,

AR

BERZ DERABPAEDIIAZEELER (CSR) 24 LE T, vSphere Client (hR¥ AGIBEE) EZFRALET >
SSLSIBAZDIIAZZL Y Y T XA MDAERESRBL T &, vCenter Server 137 ¥ E AT BI5FTICEIAZE
BLUOTSAR—F F—#BHLET.

FIE

1 vSphere Client Z{#R L T vCenter Server (LA A > L&ET.
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2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEE I —TDRID A > /N\N—D1—H
—BENRT—RERELET,

AVAN—IVEICELES RAAL ERE LSS, administrator@mydomain L LTOd4 > LET,
3 [[IREOEE] Y- A2 F—Tz A RIBBLET,
a [R—AL]AZa—Dm5 [EE] £RRLET,
b [FIRAE] T, [AIABOEE] 20V v ILET,
4 vCenter Server OFRFEFEBRDANEKRD DA v - PRRENIZS, COBFREADLET,
5 [V SSLEAE] AN T. [T7o2ar] - [GAEDA VY IR—bEBEBRX]DIRICZY v I LET,
6 RETDAAETDOBZWADA T avEsUv oL, (KN &2 U v I LET,

FFar B
VMCA [CBZ#x VMCA ThE/z CSR 2L T, IREDIABREZEERZFT.

vCenter Server TR N/=FIAE(CE vCenter Server TR N7z CSR ZFH L TERSN/ZFIBAEZERAL T, MEDIHE
EWA EBEEM|AET,

SMER CA SERECEEHE (FSAR—F F  HECA [CL->TBRENLITBEEERL T, BEDIBHBEBSHIET,
— BB

7 CSREREANT SN, ZETHHAPEET Yy IO—-—RLET.

8 [B=#x]Z#/UvILET,
vCenter Server H—EXIZBE#MICBREH:HLET,

vSphere Certificate Manager 1—5 1 U5 1 (R L/=SEAED
&I

vSphere Certificate Manager 21—57«4 UT « ZFERT 5 &, FEAEDMBREEERBYI R R 40D
SMEFERXTRERITTHIEMNTEET, vSphere Certificate Manager Tl3, 2179549 X7 RIBAEDISFLE
DIEREANTIEADPVECIGL TRREIN, TOBRY—ERDBO>ZAFILEINTHSEE SN, SRENES
R OENET,

T4 BNDHAEEBERMZ D4 T 3 OFMIZDNTIL, vSphere SFBAZNBE X ZSBL TS,
E: VMCA 29hMREIBELTERAL TWAIBE. £EEFHRTAIRAEELFERAL CWSBE(F. BHINEL
<EFY., TFaVUT A ICEZENRAMTREENPELCT. ERLOURIPAVEBIZEKRTEZIENHYET,

vSphere IRIEATOEAEEEOFMIC DT, hitp://vmware.com/go/hybridvmca T [New Product
Walkthrough - Hybrid vSphere SSL Certificate Replacement] &W\5> JOJREESBL TS A,

vSphere Certificate Manager #{#Ef 9 554, 1—H—5 VECS (VMware Endpoint ZEBBEX b 7) (ZFERA
EZxERELZY. Y—EXDEBEFLEEZTOVLEEIHY EFHA.
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vSphere Certificate Manager # 7> 3 VZIBICRTTAHET. 1DDT7—070—-DERLET. =& 2L
SIBAEZERZREK (CSR) AR T H—OA T avid, sEIELT—o7O0—-TEAEINET, vSphere
Certificate Manager #2179 5HilC. T B TOTLXICDWTEFET S EHIC, FRTIAHEEEAFL

T<ZE

vSphere Certificate Manager Tid. 1 LRXJILOBERYBELBYR— b= Ed . vSphere Certificate
Manager & 2 BIRfTL. Bo TREBZELAZLICTMVESE. 2 HORTD D SORMDRERITIZERYET &

NWTEE A,

vSphere Certificate Manager 1—5 14 U 5 1 OI5FR

vSphere Certificate Manager 1—7 ¢ U 7« (ZRDIBFRICH Y £ T

/usr/lib/vmware-vmca/bin/certificate-manager

&
ER

Enter proper value for VMCA

Z07Ar7 hDIERICED T,

'Name':

vSphere Certificate Manager #2179 %6 &. W DDA T 3> TROLS(CTAVY T MBRRENE

FEFAEBRERTLTVAR L VY ORLEH R AARBEANLET.

vSphere Certificate Manager A—5F 4 UF D7 —o 7 0—DHE

RDFEIZ, vSphere Certificate Manager 21—7 4 U T« Z{FRA L TR TESABREDEEWZA T —270—D

WMEERLES,

#* 2-8. vSphere Certificate Management 2—54 U5 DU —4 70—

D—70—

hRE ABLFRAEICESD VMCA L— bEE
FAEDBEH]R L. INTOIAREDBEMRA

VMCA ZHBERERICT B

HRY LFAEICL DI RN TOIAREDEE
e

VMware, Inc.

L

VMCA JL— bEEBAE 4k LTI R TDIEHA
EEBEWMADICE. T3 4L
VMCA )L — MEAZEDBERBE LPITXTD
FEAEDBEMA] ZFEALET.

VMCA %= CA [T 5I(21E. vSphere
Certificate Manager 21—5 4 U5 4 &
ExRTL. BHBOF T 3> & ERTIHLED
HUEST, COT7—or70—-F <> SSL
FAELV Y- 3y A-Y—FIBHEZEZM
HEHBEWZ B/1=DICHELR—EDFIEE
BELET.

FTRTDIAAZEEH RS LAFIAE TEZ R
%(2(F. vSphere Certificate Manager
— T4 UT A EEBARTL. BHOF T 3
CVEFRTAVENHUET, CDT—07
O—(F. ¥ > SSLERELY Ya— 3>
A—H—FIAEEMA L OBZIRA D20
VEF—EDOFIBERBLET,

FHMISOWTIE, BFaxy hEBRLTE
{38

Certificate Manager #{&R L=#H L1\
VMCA )L — bEEBREDBERB LU TRTO
SIBAEDE SR

Certificate Manager #{#H L T VMCA
=HREFRARICT S

Certificate Manager #{#R L= XTD
FEBAEDH RY AFEAEANDEEHZ

4
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#* 2-8. vSphere Certificate Management 2—54UF DT —4 70—

J—470—

RERICKRITULBEORUEL

TARTOFAEEDY Ty b

L

RIRICRFTUATAEREETOREICR L.
AIDKREICR T ICIE. A 723> 7 [HGEA
EDOBRITICLDERDBEEDERYEL] &E
MLET,

BEDTNTO vCenter Server iIBAZ %
VMCA [C& > TERSINIZAAEICE SRR
BICF. AT 3> 8[TXRTOIMAEED
v ZERLET,

=)

FHICDOWTE, RFa At FEBRULTE
&L,

Certificate Manager Z{#H L 7=# (\iIBA
EDBRTICLIELDERIEDERYEL

Certificate Manager #{ER L= XTD
FBREDOY v b

Certificate Manager Z{EBR L7=#H L ) VMCA JL— FIBAZOBERB LU
TRTDIARAEDEEHRZ

vSphere Certificate Manager 21—7« UT 4 R LT VMCA JL—

SIRAEABAERL. O—AIlDvTT >

SSLEIEES LUNO—HIDV U a— 3> I—HY—FIAEE VMCA EGHEHAEICESHRA D ENTEE
9, EH#O vCenter Server 4 VA& ADHEIRY >0 E— RERTEEINTWSHEE(E. & vCenter Server
TIHEXEZRA DV ENDHUET,

BEDn~ > SSL

SIRAEZH LV VMCA E&FED

SIAZEICE =X 5 L. vSphere Certificate Manager (C

KU RDIEHRMNKOH 5N, vCenter Server D/NRXT—RE P 7 RUVREBRS TRTDED certool.cfg 77
AIVICANENET,

administrator@vsphere.local /XX 7T — R

2XFOEZRI-F
St %

ik

ik

HIEFTIR

X ETAY

IP7RLR (7> 3a2)

E X—=)b

RARB THEHODEARETECES WA DT VDTLEM R A4 % (FQDN) ["RX b&7H FOQDN &—H L7

A =N
vCenter Server ® IP 7 RL R

VMCA %, J73hbBIIAEDRE

VMware, Inc.
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ERITLTVWBI VOREEER AL VA,

42



vSphere $25F

ARSI

ZDOF T3 EIEEL T vSphere Certificate Manager #2179 21543, ROIBEREICEBEL TOWSZHENH
UET,

= administrator@vsphere.local /XX 7T — K,

B FHLWVMCA ELMHEMAEELERT ST D FADN, DI R TOTO/NT 4 [IEFIEEIN/ZEIZT
THIEREENETHS. BEENAIETT,

FIE

1 vCenter Server > z/LIZAZ 4 > L. vSphere Certificate Manager ##&8L 3",

/usr/lib/vmware-vmca/bin/certificate-manager

2 AT arAFHLWVMCA L —FIBEDBERPIVIRTOMBEEDEEHZ] 22IRLET,
3 EEEI-—HY—ENAT—REAALET,
4 JOV7HIRELET.

vSphere Certificate Manager (SAHICEDNTH L VMCA JL— ~EBAEZ AR L. vSphere
Certificate Manager ZR1TL TWE L AT ALDIRTOIAELZESHRZIFT, BRI OIS
vSphere Certificate Manager MY —EXZBIELH L ZE TRITINET.

5 < SSLIAZAEZHZ 5IC1E. vSphere Certificate Manager #4732 3> 3 [¥ 2 > D SSL fiIBEE
D VMCA SIRAETDEZ#X] TRITLET.

6 VYUa— 3y A-—Y—FRAEEBEEHRABICEE. 73> 6 [VMCAGIRE(LLSYa— a3y 21—
—EFBAEDBE&# %] ZFA L T Certificate Manager #£17L £ 7.

Certificate Manager Z{#EH L T VMCA Z#HERIAR/ICT S

vSphere Certificate Manager 21—7 4 UF 4 AL T. VMCA #Ffl CAICT 22 &M TEEY. 7OEX
D5ETH. VMCA [TITRTOFRIABEICRELF 1~ TERLET. LEMIFEIL vSphere Certificate
Manager 2R LT, BBEOITNTOIABAEELFH L) VMCA ELHEMREICBERI DI ENTEET,

VMware (£, VMCA #tlg (F7=(3F M) R/ ELTERT A LFIHRBLERA. ZDF T3 &2 RRT S
ECELWVEMEEEF VT AICHTHFELLRWVEENBENICEEL, ERLOYRIPERICEART SHA]
BEMNH U ET, vSphere BIERTOIIAZEEDFEMIC DV TIE. [New Product Walkthrough - Hybrid
vSphere SSL Certificate Replacement] &0\ 704585 (http://vmware.com/go/hybridvmca) #2588
LTLEEL,

VMCA %[ CA 29 5(Z(3. vSphere Certificate Manager 28 #EETI 2 HENH Y ET, ¥ > SSL

SIRELVYa—2ay - —PEORAEZEET BRI ZFIEOHMEILIXDEELSY TT,

1 vSphere Certificate Manager 1—7«4 UF 4 L TVE T,

2 FT2ar20[hRIALABRIAPEICLS VMCA JL— FEIAEZEDBEMZ L. INTOIBREDBE#Z]
ZRITLUTCSR ZERLET, FAEFCDODVWTOBRPLEICHRDIBEDNHYET., bO—EF T3 >DA
hERHOENEZS, #7310 [VMCA )L — MEZBEDIAEERY VIR MEF—DER] #EIRL
g
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3 CSRENBERIIIVS—T 54 XFRARB (CA) ITEELEY. BRMAFEHAPAE L) — MIBEERLR
(CA) moEELET.

4  VMware 2t/ (VMCA) D)L — FEEEAE EFBFEE (CA) DIV — hEEAEZREL T 7 M IIVERTFLE T,

5 A723r20[HRYAEBLIMPECLS VMCA L— FIAEDBEHMZ & TRTOIBEDB =]
ERTUCINTCOIAZELZEZHZ C/O0 7 MIEVWET, 270X (CKY,. O-AIL I EDTAN
TOIHEENBEEBISNET.

6 (7 ay) #E#D vCenter Server f Y RAZ 2V ADMERY >4 E— RERTEFRENTWSEHEIC, &/ —
ROBAZ A RDAECTEEMAET.

a F9. YU SSLiABEZE GL) VMCAGIREICEE®MAET (K72 3> 3 [ D SSL FEH
ED VMCA FIFAETOEESHAD.

b &L VUa—3aryd1—H—iBEEE FHLW) VMCASIREZECEZH®ZET (73> 6 [VMCA
SERAEICKDYUa—vay - —SREDEZHRZ]).,
Certificate Manager ZfER L7/~ CSR 04k &IV — FEIEAZE ([ CA) ORE

vSphere Certificate Manager A—7 4 U T s ZEFERAL CAEAEERZR Y VT X~ (CSR) ZERTEE T,
CSREI >4 —T54 REIIHNERDRILF (CA) ITEELTEREERLET., EAMTEDAPEE. HR— I\é
NTWAIEIELIAEBE MR O LA TCHERATEET,

m  CSR [ vSphere Certificate Manager R L CTERTE X,

£ : vSphere 8.0 LIBT3, vCenter Server #FH LT CSRZERT DL, F— FARXET 74T
2,048 n5 3,072 Evy MIEEENET,

m CSREZFFTHERT DHR. BROLOICENT JAAZTRIUTOEGHEZFBLL TVWLIVLEDPHY KT,
m F-HA4X:2048 vk &N 516,384y (&K (PEMI>O—Hk)

s PEM XK., VMware T(3, PKCS8 88X PKCST1 (RSA +—) ¥ R—bENFET., VECS [LEME
N/i=F—(3. PKCS8 [CEH|EINET,

m X509 N1N—>3>3

n )L PEEAEICHL TR, REARBDILRE true ICRETD2LENDH Y. FIAZTOEREEZHO—EILE®D
DWENHYET, HI:

basicConstraints = critical,CA:true

keyUsage critical,digitalSignature, keyCertSign

» CRLOEBREFAMCLTILEL,
n [FRRF—ER] (3 ZICT B0 [U—/NFREL] Z2HEELET.

n FAETF -V ORZICHRNGEHIRESH Y EHA. VMware 25EE (VMCA) Tld, 7740 KT
OpenSSL pMERENE T, ZDHE. 10 BDBRELZVET,

B DAV RA— RELIFEHRD DNS BEFERALZFERAZEYR— SN TOE A,
] VMCA @?fl’i EEEn HE)EJ[j:{/FEX—Céiﬁ/U
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Microsoft Certificate Authority OFERHIIZD WV TIZ. VMware O+ L v P RXR—XMDEEE [Creating a
Microsoft Certificate Authority Template for SSL certificate creation in vSphere 6.x
(KB2112009)] (http://kb.vmware.com/kb/2112009) 5B L TS Z& Y,

ARSI

ISWMEIETET HLOKDS 7O T b vSphere Certificate Manager S RRENET, RREN3 707
M. FREBESL. BERXDABPEEDIA TICE>TERVET,

CSR DERMERTIE. administrator@vsphere.local Z—5—0D/XR 7 — R, E/=(3#E#H LD vCenter Single
Sign-On RAA VDEBED/INRT— RIBKDENET,
FIE

1 vCenter Server > z/LICAZ 4 > L. vSphere Certificate Manager ##&& L 3,

/usr/lib/vmware-vmca/bin/certificate-manager
2 FAT2ar2D[HhRYALBLZIABECELS VMCA JL— MIBAZDBEHA L. TRTOIABAZEDE=#HZ]
EERLUET,
BEIDF T a & ERL TAREDEZ#A TI3/R< CSR DERETVET,
3 BEEI-Y-ENRT-RZANLET,

4 FT723210 [VMCA L —ERIMHAEDIHAEEZ/Y VTR MEF—DAR] £2#IRL T CSR 4R L.
Jary7hImELET,

TOEZAD—8ELT. TAL I MNIEBETAVENHYET., EAMROIAE (F.csr 77 M) &xt
BEdF—T74I) (*.key 774)L) (Z. vSphere Certificate Manager I[C&>TTF«4 Lo MU RICEE
INET,

5 FEAEZERY IR (CSR) DAHIE root signing cert.csr &LET,

6 ZJBRADIHIC CSR B F /2 INEORELE (CA) [TEEL. BRINIAAEDLHIE
root signing cert.cer &L ET,

7 TFRANITFTAHTROLDICEIAZEREALET,

8 774/ % root signing chain.cer LWD AR THRELET.
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RORTy T

BEOIN— MIAEETF = — > - MERZICEESHX E Y. Certificate Manager /A L7 VMCA JL— it
BEDH RS LABZIPENDEERZ & IRTOIAAEDEEMAEZSHEL TSI,

Certificate Manager R L 7= VMCA L — FIBAED H RS AZZIAENDBZHRZ
E. TRTODIAEDEERZ

vSphere Certificate Manager 1—7 1 U T« #{FHT5 &, CSREZERL T, BREDEHICIVH—TS54X
FreFH—RNX=F 4D CAICCSR ZXETEET, #L\T. VMware F25B (VMCA) JL— hIBBEZE H X5 A
EZARAEICERL, BIFEOTRTOIMMEEE, HAY A CAPEZLIBECBEBIET.

vCenter Server T vSphere Certificate Manager #%17LT. VMCA )L — NEBREZ H XY AZBRZIREIC
BEBRZIET.

AR SR
FRAE Tz —EERLET,

m  vSphere Certificate Manager Z{£R L T CSR Z#m 3 %M. F81T CSR 2T D ENTEET,

n EBRAAFTEY —RN—T 4 CAFLBIVY—-TSAXCAMSRFLIE. TOHRAZTERYD
VMCA )b — hEEAE LA EDE TRERTF o — V2R L E T,

SIAZEDEH LFIRE A HASHOE BB (IZD VT, Certificate Manager Z{FER L 7= CSR AR &L
— NEEBAE (FfE CA) OREBEZEZSBEL T ZS,

n MELQERENELET,
m administrator@vsphere.local /XX 7T — R
B )L—bDEMRHNRY LAFIBBE (.crt 77 4I)

B )= FDEMNEHARI AL F— (Lkey Z74)0)

FIE

1 vCenter Server > x)LICAS 4 > L. vSphere Certificate Manager =&/ L £ 9.

/usr/lib/vmware-vmca/bin/certificate-manager
2 FT723 20 [hRYLERZIPRECLS VMCA - MIAZEDBEEHMA L. INTOAAZTDEZHA]
ZERLET.
3 EBEI-Y-LNRNRV-RZANLET.

4 FT723 2D [HARYLGRAELF -5 R— ML TEBED VMCA JL— NIAZZEZHZ] #2IiR0.
a7 IGELET.

a IRV V—PEIRED IR ERELET,
b FIAZEEVOTEZSWASHEEITE. v SSLABEICFEREINSBEROANEKRDOONET,

ZDERIE. DB FQDN #&#&. certool.cfg 774 IVICRBESNET.
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Certificate Manager Z{ER L7=< 3 > SSL GIBAE®D VMCA SIEAZE ([ CA) \DEZ
i d

VMCA %[ CA £ LTERT %5414, vSphere Certificate Manager 2—5 4 UF 4 ZERALTI > >
SSL SIFAEZE#BRMICBE MR D EMTEET, ®RYIZ. vCenter Server ® VMCA JL— MEBAZEEZ B2
F9, RIC. ¥ SSLAAEEZBEZH]Z T. VMCA DHLWIL—NTERTHIENTEET., DA T3>
(f. BB LY., BRUINEIEE /L2727 D SSLAIRAEZEEZRZ DB HFERATEET,

BEFD~< > > SSLAIRAEZH L LY VMCA ELFEDFIAEICEEHRA 5 &, vSphere Certificate Manager [
KV RDFERDKOH SN, vCenter Server D/NAT—REIP 7 RUVREBRS T RTDED certool.cfg 77
AIWCAHEINET,

= administrator@vsphere.local /XX 7T — R

n 2NFOEKI-R

n SR
n  EER
LI 1 k=
. HERR
. THXHETH

m IP7RLR (AT 3)
s E A=)l

. RRAMR TADLLAAELEESHBWA ST Y DTLEM R A A 2% (FQDN) ["RX &4 FODN &—# L7
WEE, SIAEDEBEERAFELSETEY, BREDSAREDIRECZDATRESENHY LT

m  vCenterServer ® IP 7KL X

VMCA &, IO LAAEDOREERTLTNDI L VY DELEM R A A &,

AR SR

DA T 3 %IEFE LT vSphere Certificate Manager 22173 218483, KRDOBEREIBEBEL TN HME
MWHYUET,

m administrator@vsphere.local /XX 7 — K,

. HLWVMCA E&L[EFPEELERT ST D FQDN, DT X TOTONT 1 [IBFIEERS NA(E
T 7 IV ERESENET N, BENAIEETT,

m  vCenter Server Y RTADRRASZERILIP 7 KL X,

FIE

1 vCenter Server >z )LICAZ 4 > L. vSphere Certificate Manager #& L £ 9.

/usr/lib/vmware-vmca/bin/certificate-manager

2 F723r30[x2 2D SSLARED VMCAFIAETOEEZH]A] Z#IRLET.
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3 BEEI-Y-LNXRT—-—REAHLET,
4 JOV7HIRELET.

vSphere Certificate Manager & > TIE#IL certool.cfg 7 7 A IVITRFEEINE T,

BR

vSphere Certificate Manager (<3 > SSL SIEREZEBEMI £,

Certificate Manager 2R LAV Y1 — 3> A—HY—5EBHED VMCA JIAE ([
CA) "DEZH]Z

VMCA %R CA &L TERT 5543, vSphere Certificate Manager 2—57 4 U T« ZFERLTY U2 -
3y A—Y—JIRELARNICEZMA S EMNTEET, RYIC. vCenter Server ® VMCA JL— MERAEZE
BEMZAET., RIS YVa—ary I—HY-FREELZEEZMIT. VMCADHFLIWWIIL—TERTHIENTE
F9, ZOATavE BELEY, BRUNEE A2V 2 - a ViIBEABE M 2BHERATEET.
AR

m  EHO vCenter Server 4 Y A&V APILRIRY V0 E— RBRTER SN TV SIBET VMCA JL— MEBEE
EEBEBERZEEE. TARTO vCenter Server / — RZEBRRMICEREELET,

B ZOF T3 #EIEFELT vSphere Certificate Manager 22173 215483, RDIBREITEL TN\ HME
MWHUET,

m  administrator@vsphere.local ®/XX 7 — R

m  vCenter Server > RFLADKRAMEEREZIP 7 RLR

FIE

1 vCenter Server > z/)LICAZ 4 L. vSphere Certificate Manager #{£# L £ 9,

/usr/lib/vmware-vmca/bin/certificate-manager

2 F723r6[VMCAMBEICELD Y- 3y -V —fIHAEOEEHMZ] ZBIRLET.
3 EEEFEI-HY-ENRT-RZEANLET,
4 JOYI7hICEELEY.

SMICDWTIE, VMware 7Ly OR—XDEEE (http://kb.vmware.com/kb/2112281) Z8BL T £ &
(A

BR

vSphere Certificate Manager IC&E> T, I XRTOVYYUa— 3y A—F—FIREENEEBRIONET.
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Certificate Manager Z{ER LT R TOIAEBEEDH XY ASIAZEADBE X
Z

vSphere Certificate Manager 1—75 4 U T4 ZFERL T IXRTDIAAEE N RY AMPEICEERZ DD
TEFET., TACREHRDDHIT, FPERB (CA) [T CSR #X(ETHHENH Y FF, Certificate Manager #1FH
LTCSREZ4RTEET,

v SSLiBREDHEEE#Z T, VMCA ([C&koT7OE Y a=vdanfzvya—> 3y A—Y—5IAE%
FATRZEDTEET. YUa— a3y - —IHZEL. vSphere OV R—F >V MEDBEICOMEBINE
ER

HRY LGIBAEZFERT 515813, VMCA (L > TEREINIBAEE QRS LAFPAEICEEHEZ ET ., vSphere

Client, vSphere Certificate Manager 21—« U7 4. F/IE CLI ZEFRA L TFHTIAREELEES WA D &
MWTEET, SAAEEF VECS ITRESNET,

TRTDIPAEE W XY LASIBAETEE#Z 5 (23, vSphere Certificate Manager 1—7 « U 7 4 & E#EIR1T
THOMNENHUET, YOO SSLAHELY U a—ray A —HEOMAEZBEE BRI D2FIBOHEILRD &
BYTT.

1 vSphere Certificate Manager 1—5 4 U7 4 ##£81L TWET,
2 UV SSLEIREEV U a—2ay A—Y—REOHREEREKRE. &Y THEAICERKLET,

a NIV SSLEBAZED CSR EZEMT BICIF. 72 a1 D [hRYALFIBRE(CL BT SSLEIAED
BERZ] ZERLET., BO—EA T a OANEROONES, AT 31D [ SSLAIKEE
DIBAEEZY VIR MBLUNF—DER] ZFRLET.

b SHORUL—TNAT )y R FTAADPHEFAEINTWVRWNEEF. 723> 5D [AHRYAFHBPEICK
BYa—3r A-—Y-REDEEHRZ] #ERLET,

3 CSREHNABMEIII Y —T 54 XBAB (CA) ITEELET., ERXAZHAHEL L — NMIBEERILR

(CA) »oZELET,

4 ZEBRMHEHAAEELIN— FIAZEE CADPSZTRES. 73 1D [hRYAFHBPEICLDT > SSL

SIAZEDBEEHRZ] ZFRAL T &Y DY SSLIAIAZEABESIZ E T,

5 VYUa—i3y A-—Y—-FRELBEEMAZEEE. 77350 [ARFALAGBEEICELEY )2 —-> 3>

I—Y—fRAEDEEH]Z] 2#RLET,

6 ®ZIC. #BHO vCenter Server 4 Y R& V APIRRY >0 E— REBRTEREINTWSEEE. &/ — KT
ZO7AOTRAERUERLET,

Certificate Manager ZfER U/=IAEER Y VT XA MDERK (W RS AFEERE)

vSphere Certificate Manager A—75 4« UF 4 &{ERAT5E. T4 —754 X CA TEA LY AEBRIRIC
EELZYTESIMAEZERY VIR (CSR) ZERTEE T, UR—PSNTOWSSIEIELIRAEEEHRZA T
AEXT, SAEEFERTEET,
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ARSI

BREIETET DL OKkDD 7O 7 LS vSphere Certificate Manager WS RRENET., Xrshd 7OV~
M. FREBEESL. BERMXBABPEEDIA JICL>TERVET,

FIE

CSR DERMEM TIE. administrator@vsphere.local 2—H—M/SNRA T — R, F£7/=(3#Ek 5D vCenter
Single Sign-On KA A >V DEBEMNRKDHDONE T,

vCenter Server DIRA MRZEEFZIP 7 RLVLREANTDEDITKROENET,

< SSLEIBAED CSR 24 M T 5(C(F. certool.cfg 7 7 A ILICIRBFESNTWSIIEAE 7 O/T 4 HiK
HONET, FEAEDT 4 —ILRT, T7HIMEEZIFANLY, Y4 FEBEDEEZEELLYTEET,
< >®D FQDN BRETY,

£ : vSphere 8.0 LI TIZ. vCenter Server #FHL T CSREZERT DL F— FARXETT7A4IWNNT
2,048 5 3,072 Ew MCEEENET,

IRIEAN D vCenter Server (vCenter Server > x)l) [CO4 4 > L. vSphere Certificate Manager #
EELET.

/usr/lib/vmware-vmca/bin/certificate-manager

2 FATarvID[NRYLFABREICLDTL Y SSLIABAEDBEEMZ] #B8IRLET,

3 EEEI-Y-ENXRT—-KEANLET,

4 FT7a 10 [Py SSLEAEDHHAEZER) VIR MBIV F—DER] ZFRLTCSR #4/L. 7
0> 7 hZIiSE L T vSphere Certificate Manager 28T L £ 7,
O RD—EEL T, T4 LI MNJERETDHLENDY ET. vSphere Certificate Manager (3. T« L
O NVUICREBEEF— 77 MV EERELE T,

5 IRTOVYUa—ay 1-—Y—iAEHESHZ 515813, vSphere Certificate Manager ZHiEE L.
723 5D [NMARGLEBEICLDYa1—2 3>y A—Y—REOBEMmZ] 2BIRLET,

6 NRTV—REEELEYT., £/ BERIN/EHEE. vCenter Server D IP 7 RURXFEIFRRA MNREIBEL
3 N

7 A7 aryin[VUa—3r A-—YF—iIBEEOMBEEER) VI XAMBIUPF—DERK] 28R T CSR
ZER L. 7> 7 MIISE LT vSphere Certificate Manager 28T L £ 7,
TOCAD—FELT, T4 I MNIERETHLENHY FT ., Certificate Manager (£, ZDF s L&k
UICEIRREEF— 77 MV ERBLET.

RDRATy T

SIAZEDBE XX #2173 5[4, Certificate Manager #ER L7 > SSLEFBAZED N R Y ASFEAEADE &
W2 ESRBLTIES0,
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Certificate Manager 2R L=< > SSLEABAED MR Y ASIBAZEADBZH]Z

vSphere Certificate Manager A—7 s UF s ZERALT. &/ —RDT L2 SSLIAIAEZ H X AFIAEICE
EMZ B EMTEET., T2 SSLIEIAEIL. & vCenter Server /—RTUN—=X 7OF> $—EXITL>
TERAINET, DY —EREDREMBEERIRT /0. FY I SSLABENPHLETT,

AR SR

BIAT BRIIC. BEBROYL T EICCSR MEEL TWAHENHY £, CSR (E. vSphere Certificate
Manager Z{FRA L TERKRT S D, BARMICERT S EHTEET,

1 vSphere Certificate Manager #{#EH L T CSR #4 k7 5214, Certificate Manager Z{FfH L /=5[BAE
EZUOIAMDER (WRYALGIBRE) 25BLTSESN,

2 CSRZBRMIICERT BICE Y- RN—FT 4 LB IS —-TSA X CAICEI L VDIRBTEEKRLET,
ARERRDEGE BT VLENHYET.

m F—HA4X:2,048 v (&N 516,384 Ey b~ (&K) (PEMI>a—Hk)

m  CRT L

m x509 N—=23>3

m  SubjectAltName (Z(Z DNS Name=<machine_FQDN> BEENTWEHENH Y T,
n FFRELLT TUYINER FBELEPEENTOWIHLENHYET

VMware O+ L v I X—XMFEE [Obtaining vSphere certificates from a Microsoft Certificate
Authority] (http://kb.vmware.com/kb/2112014) $ B L T 20,

FIE

1 vCenter Server [CAO%Z A > L. vSphere Certificate Manager &L £7,

/usr/lib/vmware-vmca/bin/certificate-manager

2 AT ar 1D [HhRILFMAEICLS VS SSLAIAEDEE=HA] £2RLET,
3 EEEFEI-HY-ENRT-RZEANLET,

4 FT2ar2[hRILFMRAEELEF—ZEAR—MLUTEBEDY S SSLAIAEZBEM]Z] 22BIRL T, WA
EDBZMZERBRLTTAY T MIGELET,

vSphere Certificate Manager &Y. RDOEREIR/ETDHLDITKOHONET,
= administrator@vsphere.local ®/X X7 — R

n HHET Y SSLARY AFEAE (.crt 774)L)

B BN SSLARYA F— (Lkey Z74I0)

. HRY ARy SSLAREDOAMGERIAE (.crt 77 4)

m  vCenterServer ® IP 7RI X
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Certificate Manager 2R LAV V21— 3> A—Y—BAEDHRY LAIAENDEE
]z

Z<DEETIII, BERADVELRLDZDEINBNST VALY —EXDBEDHTY ., /=7 L. vSphere
Certificate Manager Tl VU a—>Y 3y A—4H¥—fBAEOEEHRABYR— ML TWET, YUa1—3> 1
—H—L(F. v—ERDaL Y 3> (vVSphere Client ICEERM T SNTWSITRTOY—ERMRE) T,

JYa—gay A—Y—HBEEEKROONLES, Y—RN—F 4 CA DREHEBLINPEF T —FRBHELE T,
ERIIXRDOLSICIHUET,

FRT AR1IC. REBADTYS T EICCSR MEELTVWSRHENHY T . CSR 1L vSphere Certificate
Manager ZFRLTERT DI D, BARNICERT S EHTEET,

1 vSphere Certificate Manager #f#R L T CSR 43 5L, Certificate Manager Z{FEfH L /=3IEAE
EZVIIRNDER (W RV ASIBAE) 28BL T ZE0,

2 &/ —ROVJa—3raA—¥-T¢IC Y—RKNX=F 4 CAFLEFIVH—T54 X CA DIIAEZEERK
L%*d. CSR (L. vSphere Certificate Manager Z{FRL TERKRT S &H. EEEBENERFITIHZ LD
T&Ed. CSRIFIRDEHZFHI=THENHY ET,

. F—HYA4X:2048Ev b~ &) 516,384 Ev b (A (PEMI>a—R)

s CRT X

m x509NN—323

m  SubjectAltName (Z(Z DNS Name=<machine_ FQDN> BE&EFNTWEZHENH YU ET,

B BVYYUa—23r A-Y-FAFICIIEMLS Subject PEBESNTOWDIHEDPHYET, &ALV
a—23rd1-Y—% Bl: voxd) B ED—BDRHANFEEHDHENTELT,

n FFREELT TUVNER F—BSEPEENTOWILENHYET

VMware O+ L v I X—XMieE [Obtaining vSphere certificates from a Microsoft Certificate
Authority] (http://kb.vmware.com/kb/2112014) H B L T (),

FIE

1 vCenter Server [COZ 41 > L. vSphere Certificate Manager ZE£#L £7,

/usr/lib/vmware-vmca/bin/certificate-manager
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2 F72ar 50 HhRYLFMBEICES Y- 3y IV —fIHAEOBEEMZ] ZBIRLET.
3 U YAUAY (SSO) A—HY—ENRT—REANLET,

4 FT723 20 [hRILBEEF—ZEAVR-—FLTHRFEDOY Y2 —2 3> A—Y-IHAZTEZEEHA] &
EiRL, 7RV T HCBELET,

vSphere Certificate Manager [C& U, ROERERETDHLDITKOSNET,

m  administrator@vsphere.local ®/XX7 — R

m T2 VYUa—ar A-HY-DHEESIVF—

m Y VYYUa—3r A-Y-0DiAELF— (vpxd.crt XLV vpxd.key)

B IRTDY I a—ay A—H—0fHBAELF— (vpxd.crt BELY vpxd.key) ODREHLY ~
Certificate Manager R L = WEBAZEOBRITICK S EREDIEEDERY
HLU
vSphere Certificate Manager A—7 4 U T« Z{FERA L CAIAEDEBIRMEEZRTT 2 BIC. fIBENEEHLRZ S

NSFIC. REDIAEDIRED VECS O BACKUP_STORE X b7 ICHEMENE T, HREICEITL/IALEEZER
UVELT, LIETOREICRT ZENTEET,

Fr OBUEUBREICKY, IRE BACKUP_STORE RICHBHDMUARARTENET, 2 DOERMDIF T3>
#{FHA L T vSphere Certificate Manager #217L TV T, MUBELZEZTOHEEIE. BREDBREOADEVES
h£d.

FlE

1 vCenter Server > z/LIZAZ 4 > L. vSphere Certificate Manager ##&&L 3,

/usr/lib/vmware-vmca/bin/certificate-manager

2 FAT7ar7[EVEREOBRITICESELDEEDRYEL] £2IRLET,
3 BEFI-Y-LNRT-REAALET.
4 ®HTTBHICE. YEANLET,

Certificate Manager Z2fFEB L3 XTOIEHEEDOY Y

BE77®D vCenter Server SIBAZ TR T% VMCA ([CX > TELZINAHRAEICEEHRZ 5I12(L. vSphere
Certificate Manager A—57 4 UT 1 Z{EHATEET,

ZDATarEFERTSE. I/BE VMware Endpoint Certificate Store (VECS) I[CH 53T X TDHRY LG
ExrEXLET,

vSphere Certificate Manager Tld. TR TOIMBAELBEERZZ I ENTEET., EDIBAEENEESHRZIOSND
M. BIRTBA T a VT2 TERVET,
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FIE

1 vCenter Server >z )LICAZ 4 > L. vSphere Certificate Manager #& L £ 9.

/usr/lib/vmware-vmca/bin/certificate-manager

2 FT72ar8[INTOIEBABED Uty b £BIRLET,
3 EEEFI-HY-ENRT-RZANLET,
4 TOrThpRERSINES, ABREFREANLET,

RORTFY T

ARAENEE|A ON. Y—EADBEFHIN/LS, AAAZTEREEDLET,

FHTO vSphere SIRAEDB &M

—ERDUSTA/REIEAEZ DB = #22 TlE. vSphere Certificate Manager 1—5 4 U5 4 ZERTEE A, tHU
. A VA M=IVICEENTWS CLI #iBEDBEBADEOICERALET.

vCenter Server Y —EXDEIL ERBOHA KS4 >

FHICLBAPEBEMZIFIEBO—ZLTIL. TTOD vCenter Server ¥—ERXRZEEZIELTH S, SIAEA TS
AN OF v &EBT I —EROHERBRTIVLENHYET, DELLE(ETY—EREZELETEE FO
Y4 LhERIMETEET,

SIAZEDBEEHBZ JOLAD—EEL T, Y—EXEFIEL, BT IVENHYET, service-control O%
VREFALT Y—EXEHBELMFIETEET, IXRTOY—EXRFLFBELOY—ERZRBHIMMEIET
EFET, FHMICONTIE, ARV RIA DN TESBL TS ES,

ROHA RSA TR TLEE,

m NTUVy o F—ETIAR—F F—DRTOUPEELH LS ERT BHICT—EREFIETEHIEELEE
Ao

. BEEEDTALLOAVGZWNEE, LWL — MIBEZENT 5EE I —EREFLETIVELEIHYERFA, &
WNL— FEERRE(IERAIEER EE T, TOMAELFERAL T EHREITNTOY—ERERIATEET., KX+
COBTHENRET HZLERET 5720, JL— MIEBAEZEMLEZZ5TRNTOY—EXEZELEL, <
ICBRALET.

. REANCEHROEEREENPVDIEEE. FILWIIL— MEBREEZENT 2HIICY —EXEFILEL. BMBEDS
Y—EXEBRLET,

m  VECS (VMware Endpoint Certificate Store) T¥ 3 > SSL sfPAZZHIR T S ERIIC. Y—EXRZEEZLELE
ER

CLI ZER L/ZBIFD VMCA EZXFEHAEDH L 1) VMCA ERFIHAENDEE
Hz

VMware Certificate Authority (VMCA) JL— bEERBEDOBNEARDHEF N TS D, /2 (FZ DD H THERA
EEBEEMZDHEICF. CLI Z2EFERALTHLWIL— MEBZEEZER L. VMware Directory Service ([LIBIITE
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F9. HLWIL—FEBREZERAINE FHLWT Y SSLEABAESXOY Y- a3y - —FREE4ERT
BT LEBHTEET.

%Z< DiFE. vSphere Certificate Manager 1—5 4 U5 4 AL T AEABEHMZ £ T,

FHRCRIHESVERISEICE. ZOYFUFESBTSHE, CLIaAY Y REFERLTGEREO LY hE IR TEEH
ZBEBBNGBFIENFHRICONVET., HDWNE ZBTEFRAIVOFIEEZFERAL T, ERIOMBREDOHEBEH]Z
BT LEDHTEET.

AR SR

administrator@vsphere.local £7=(% CAAdmIns )L —7ADMEDOI—H —DHDFAEEE Y X7 ERTT
ZF ¥, vCenter Single Sign-On Z)L—7AD A N—DEMESBL T,

CLI Z£RALH L VMCA ERfF&)V— MEAEDERK
certool CLI R LTH L) VMCA BRMSFHEL LML, FAHEE vimdir [CRITTEET,

FlE
1 vCenter Server T, HILWHEBERIMPEL LIV TS/ RX—F F—FERLET.

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config

<config file>

2 BHFON— MEREEZHLUVRECESH®RIET.
certool --rootca --cert <cert file path> --privkey <key file path>
ZDaAxXr RE, GBAEEZERL. TOIAFEZ vmdir (TEML T, VECS [TEMLET.
3 IRTDOY—ERZFLL, FARAEFOER. TFE BLCR MV —2Z20BT 5 —EXERIBLET,
service-control --stop --all
service-control --start vmafdd

service-control --start vmdird

service-control --start vmcad

4 (F7iar) HLWL—REEBEEZE vmdir ITRITLET,

dir-cli trustedcert publish --cert newRoot.crt

A RIE vmdir 04 Y RE RZEZEICEFLET, A RERTLAEWNMEE, TRXTO/ —RAFLW
SIREAGETDIOICEBLLNDIBENH Y ET,

5 IRTOY—EREBRLEY.

service-control --start --all
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Bl - #FHRD VMCA E&FE ) — NMIBAZSDER

ROBIE, IBEDIL— b CABEREHERL, L— MNIRAEZEBERT S7-DDOFIEERLET,

1 (71 3r) vCenter Server T, VMCA JL— FIBBEZ —EBRRL. SIAZERANTAICEENTNE L E
HALET,

/usr/lib/vmware-vmca/bin/certool --getrootca

HAFRDELSICIRY ET,

output:
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

2 (A7 3>) VECSTRUSTED_ROOTS R b7 DABE—EHRRL., TIICKRREINDABREDS U TIVE
& FIRTOHENZLERLET.

/usr/lib/vmware-vmafd/bin/vecs-cli entry list --store TRUSTED_ROOTS --text

Jo— REERAED 1 DT OB — XA TIE. BAIFKRDOKS TRV ET,

Number of entries in store : 1
Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
cf:2d:£f£:49:88:50:e5:af

3 HLWVMCA IL—NEIRBEZEZERKLEY. a7 RI(3. FEBAE %A VECS & vmdir (VMware Directory
Service) ® TRUSTED_ROOTS X 7 (BMLET,

/usr/lib/vmware-vmca/bin/certool --selfca --config=/usr/lib/vmware-vmca/share/config/
certool.cfg

CLI ZER L=< SSLEIAZED VMCA ERFIHAENDEEHZ

VMCA Z&&)L— MFBREZH U< ERLEDS, vecs—cli AV Y REFERALTBERNDIRNTOHOY Y > SSL
SBAEABEEMZ A EMTEET,

DY —EREDRETBEERIRTSED. FXICXY 2 SSLEIAENKETT, EH O vCenter Server
A VARG VRAPMIRRY >0 E— MERTERINTLSBEE. &/ — KT SSLAMAEERIT Y RERTT
THEIVLENHYET,

AR SR

ITRTDY—ERZFLLL, FAREOGESLIVOR -2 Z2UEBTH Y —EXEFRT2ERBPITE TS,
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FIE

Bl -

HUWIBAEENELT BT T EIC, certool.cfgPaAE—% 1 DERLET,
Certool.cfg 774 J)E /usr/lib/vmware-vmca/share/config/ 74 LI M JICHYET,
RO VDTEREBE R AL (FQDN) 25025 L5I12. EXL VDRI ABRT 7 A IV ERELET,

XD IP 7 RLRICH LT NSLookup ZRTL T, ERHIO DNS UR ERRL., 77 AMINDRANET
14—V R TEDRAZERALET.

BIT7AWIC, WNTVy o F—ETSAR=—F F—DT 7ML RT7EFHABPAEELER L. WRITA XL
TJ7AIVICELET,

Bl

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg

IRTOY—ERZFILEL. GAZEDER. GE. BXVORA MV —DZAEBT LY —ERERKLET,

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

L WEEBAEZ VECS [EBMMUET,

SSLENLTBETAICIE IRTOYL >OO—ANEREA LTS HILWAEBRESLETYT, HHICETF
DI hUZHIRL, RISHLWI MU ZEMLUET,

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert machinel.crt

--key machinel.priv

ITRTCOY—EREBRLET,

service-control --start --all

VMCA EZFFEMPEICL BT VAHEDEZRZ

SSL EIFRZERDER 7 7 A IVEERR L. TDT7 7 AIIEREDT 4 Lo bJIZ ssl-config.cfg &L THRTE
LET.

Country = US

Name = vmca-<FQDN-example>
Organization = <my company>
OrgUnit = <my company Engineering>
State = <my state>

Locality = <mytown>

Hostname = <FQDN>
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2 YUV SSLEBREICF— RTEERLET, LRV 7 B— REBRTER S NZEEHD vCenter Server A
VAR VADERTIE, Zoav >y R#E vCenter Server / —RZTEICEFTLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

WEDT AL MJICssl-key.priv BLWL ssl-key.pub 7 7 A IIVDMERENE T,

3 HLWIS Y SSLAREEZERLEY, COMBAEIL VMCA [CL>TERENEY. VMCA )L— hEEAE
ENRY LAGIAZE TEEMA H5EI(CIE. VMCA BRI RTOAEICTEELARAET 1 - TERLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg

WAEDT 4 Lo bUIZ new-vmca-ssl.crt 77 A IIDMERRENET,

4 (A7v3r) VECSOarTrVEJRAMRRLET,

/usr/lib/vmware-vmafd/bin/vecs-cli store list

m  vCenter Server DY > 7I)LH S ¢

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hve
data-encipherment
APPLMGMT_PASSWORD
SMS

wcp
KMS_ENCRYPTION

5 VECSAMDYI > SSLEAZEEAHFHL I\ > SSLAAETEEMA TS, —-store & ——alias DIEIFT
THINRBEEHEIC—HIEIVLENHYET,

m & vCenter Server T, X0 REETLTMACHINE_SSL_CERT R ~7RAMDT > SSL FE88
EE2FHLET. FADN (I U TEICERB DD B VU DFBREELRILICEHTI2HLENH U KT,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
_ MACHINE CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

RDODRFY T

FERALTWS ESXi KRR MDIIAEEBEMA D LB TEEXT, [VSphere DEFaUT 4] RFa A2 bESR
LT<7EEly,

VMware, Inc. 58



vSphere $25F

CLI ZFER L =i VMCA EZ&LMEAAEICLDIYV Y1 —2 3 A—YF—FHAEOEETERZ

Y SSLEABAEABEE#Z /=5, dir-cli ARV REFERALT. IRXTOYUa— 3> A—H—JIAEEE
EMRBEMTEET., Ya— a3y I—F—FIBREFENTHIVLENHYET, ZZTO [BM] &3 &
HERDBYINTE 5T, AAZEICEENDI ZDMDBERMNIABAES V7S A NS IVF v THERSINTWVENWZ LEE
BRLUET.

%Z<®O VMware DA—H—DZ< NV ) a1— 3> A—F—FAELZESHBIA TWERA, Y SSLAAES
(FTBHRY LASIRRZE(CBEZMASNTVWET, CONATU Yy R 77A—FICL>T. EFaUT4 F—LADEKX
T ZEMTEET,

m GEBAERTOFCORAIICEBEINSD. DAY ABEENMERINET,

m P CAIIERAINEEA.

& vCenter Server Y RFADT Y Y )a— gy A—H—5AELYY1—2 gy I—F—SIREZ4ABEH

AET,

F: KBEERZT7OA4T YUa—ar A-—Y-iBEEELJ AN BHEE dir-cli list DHEAIRTART
D/ —ROVYJa—3y A—YF-—PEENET., vmafd-cli get-machine-id --server-name
localhost #£TL T, ERAbOO—-AI <22 IDE#RZBELET, FY V- 3y - -0,
IV IDMEENTVET.

HIRRM

TRTDY—EREFILL, SRAEDGCESLIVR N —VEMBT Y —ERERAET IEBFENTETNS,

FIE

1 certool.cfg@aE—% 1D/ L. &ALl IP7RLR DNS&. BLUE A—-ILDT7 4 —)LRZEHIBRL
T. 774V D&% sol usr.cfg DEIBRERIICEELET,

ERZOTAD—ERELT, ARV R SAVDSRRBICREEMNFTLIENTEET, TOMDIFREE. VU
1—>3r A-Y—-[CREEHVERA. TT7HIMDERERT & ARSNDERECIVEASEL DA
REMENHYET,

2 ZEYUa—23raA-—Y—IZ  NTVv s F—LTSAR—b F-DT740)L X7 LFAREEERL. N RS
RARLIHERT 7 A IVITELET,

B

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg
3 BYUa—23r 1Y -0DRAFERRELET,
dir-cli service list

HMPEEBEEMALHLEICREND—ED ID ZFATEELEY. ANELRARRICKSCEVET,

dir-cli service list
Enter password for administrator@vsphere.local:
1. machine-623bef28-0311-436e-b21f-6e0d39%aa5179
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vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179

. wcp-lcbeOa40-ed4ce-4378-b5e7-9460e2b8200e

o O b W N

AR >0 E— RERTEE I N/ZEH O vCenter Server 4 Y R4V ADEMTIE. dir-cli service
list DEACIEETRNTD/ —RODIRTOY Va—ay A—P-—PEENET, vmafd-cli get-
machine-id --server-name localhost ZE{TLT. EKRAbDA—HAII T2 ID ZRELET,
EVYVa—3ry A—HY-0DFFICIE. T2 IDBEENTNET,

4 IRTOY—EREFEL, GEIAEOHER. GFE BLORMV—DZLEBT LT -—EXZMIALET.

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 &YUa—3ari1-Y-0OBRFOIHEELZ, vmdir, VECS DIEICEEH]Z T,

ROBZ, vpxd H—ERDIRAEEBEMZ H5HEERLET,

dir-cli service update --name <vpxd-xxxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

E: ovmdir OFEENBEERI SN TIVEWNE, YU a2 -2 3> 2—H—(F vCenter Single Sign-On A®
A TEE A,

6 INRNTHOY—ERZEBRHLET.

service-control --start --all

5l : VMCA E&ff&vVYa—> 3y a—Y—AHEOER

1 #ERY VY E— RBET. & vCenter Server /—REDVY U a— 3> A—Y—-TLIINTUv o -7
FAN—F F—DRT7EERLET., NICZEF. P> YJa—2a yAORTE, BINOY)a—3> 1
—+H— (vpxd. vpxd-extension, vsphere-webclient, wecp) STEDRTHEENET,

a Xy VYUa—aryd-Y—-([CFx— RTELERLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-
key.pub

b &/—ROvpxdVUaz—ay A—HY—([CF— RT7EEKLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub
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&/ — R0 vpxd-extension VU a1— 3y A—HY—([CF— RT7TEEBLET.

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --

pubkey=vpxd-extension-key.pub
&/ — RO vsphere-webclient V) a—> 3> A—H¥—(C+F— R7EEBRLET.

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --

pubkey=vsphere-webclient-key.pub
&/ —ROwep VYUa—3y A—H—[CF— RTEERLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub

2 T VYlJa—irarya-—¥—~&, & vCenter Server /—RDEMY Y a1—> 3> I—H— (vpxd. vpxd-
extension, vsphere-webclient, wcp) Z& (20 #HL W VMCA JL— hEAE(IC L > TERZSNAEY Y 22—
a3y A—Y—-FIREEERLET,

™
x -

--Name NSA—FF—BTHIVEDPHYES, YVai—3» 21— ARTOREHEDD &L

VUa—23y AP -CLICEDIREZBERTHODPHERLOT LAY ET, FlICE ENEN vpxd
7213 vpxd-extension DL D BAFMEENTNET,

UFToavy REEFTL. O/ —RDOX >y Y a— 3y A—H—(CVYUa— 3 I—H—5RAE
EERLET,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine
&/ —ROY >y Va—3y A-Y—-(CABEEZERLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine
&/ —FRDvpxd Va—3r A-Y—-(CAAEZERLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv

—-Name=vpxd
&/ — RO vpxd-extensions YU 1—> 3y 1—H—([CEIAEEERKLET,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension

KDAR Y REERITLT, &/ — RO vsphere-webclient V) a— 3> 12— —(CSIAEEERLE
ER

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --

privkey=vsphere-webclient-key.priv --Name=vsphere-webclient
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f ROOATUVRERTLT &/ —bOwep VUa—23> - —(CARZIEERLET,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --
Name=wcp

3 VECSDVUa—rara1-¥—-iAZZ. HLWIUa—-23> I-Y-AZSTEESHWAET,
F: --store & --alias NTA—FE H—ERDT 7+ MEELEHIC—HIEIHEDNHYET.

a LT3 &/ —Rovx>ry Ya—ray A—Y—iREEBEHIET,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store machine --alias machine
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store machine --alias machine --cert
new-machine.crt --key machine-key.priv

b &/—FDvpxdVUa—3> 1-Y—-iIAZZEESHMAET.
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd --alias vpxd

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd --alias vpxd --cert new-
vpxd.crt --key vpxd-key.priv

c &/—BR®Ovpxd-extension Va— a3y A-—Y—SAEEBEHBIET.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-
extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

d %&/—Rovsphere-webclient VU a— 3> A—Y—fIBZEEZHMRET,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias
vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv

e B/ —RowcpVlUa—iay A-—F—JIAEEEEHIET.
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store wcp --alias wcp

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store wcp --alias wcp --cert new-

wcp.crt --key wcp-key.priv

4 #HLWYUa—23> A—HY—3SAZAEFERALT VMware 74 L2 b H—EX (vimdir) #FHL £ T
vCenter Single Sign-On B HE /XX T — REKDHSNET,

a dir-cli service list #f7L. YUa—3>y 1Y -¢LI—EDY—EXIDY 709X

FBELET., Zoav > RiE. vCenter Server Y RFALTETTEET,

/usr/lib/vmware-vmafd/bin/dir-cli service list

output:

1. machine-623bef28-0311-436e-b21f-6e0d39%9aa5179

2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%aa5179
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vpxd-623bef28-0311-436e-b21£f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0a40-ed4ce-4378-b5e7-9460e2b8200e

o U1 s W

F: KRBT T7OAT Ya—2ary -V -FBRELZ ) AT BHEE dir-cli list DA
CIRTD/—RDVYYa—ay 1—Y-—DPEENET, vmatd-cli get-machine-id --
server-name localhost ZRfTLT. ERAMDA—-AIL ¥ ID 2HRLET, EY -3
Y A-H-DREFICF. I IDPEENTVET,

b % vCenter Server /—R®D vmdir [ChHBY L VEIBAEABERAET, =&z
machine-6fd7f140-60a9-11e4-9e28-005056895a69 743 vCenter Server D> V1) 2 —33
v A-—Y-DiFa. UTDaAY Yy REERTLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt

c &/ —Rovmdir(Chdvpxd VUa— 3y A—Y—FREEESHEIET. =X (E
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7S vpxd V12— 3> 1—H%— ID DiFE. L
TOav Y RERTLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

d &/—RoOvmdir [CH 5 vpxd-extension VY a1— 3y A—F—SBAEABEMIET., I~LA(F
vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69 7%’ vpxd-extension V11— 3>
I1—Y—IDDZa. UToavry FaRTLET,

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e &/—LRovsphere-webclientV)a—>3> 21— —SAZEBEMZ £, =& 2L vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7’ vsphere-webclient VU a1—> 3> 1
—H#—ID OiFE. UTDa~vry RERFTLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f &/ —kOowcpVlUa—Tay I—H—-JIRELESHWIET, 7=LZI1EL wep-1cbeOad0-
e4ce-4378-b5e7-9460e2b8200e Nwecp VU a— 3> A—H— ID DiFA. UTOaY > RER
TLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-edce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

RORT T

% vCenter Server / —RDIRTODY—EXZEZBIEFHLET.
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CLl E{EFH L/T VMCA %EFFEﬂmunEFJ L—Té

CLI #ERLT. VMCA JL— NilBAZ %, FIBAZEF T —VIC VMCA BEENBZ Y — R/N—F7 14D CA BAfT=EE
BAEZECBEEMMZ D ENTEET, FEKMIZ, VMCA [CE> TEREND TN TOIRAEICIL. TLAABREF
— EHONET., BFEOIRAEIL. FILERSIN/HABEICEETRZ D ENTEET,

VMCA ZHEREIFEE L TER L TWSEE., £EEHARIABPEEZFRAL TWHI5E(1F. BHIPELISE
U, EFa VT4 CEEZENRIAEENPELC T, ERLOYRIPAVEITERT S ENHY ET, vSphere
BIEANTOIBEEEEDFEMIC DT, [New Product Walkthrough - Hybrid vSphere SSL Certificate
Replacement] &0\ 7045 (http://vmware.com/go/hybridvmca) 2B L T ZE 0,

CLI 2R L)V — FEEEAE (PRE CA) DBEEH]Z

A RE KEEREC LD VMware 2B (VMCA) SIBBENB=#2 ORIIOFIER. CSR #4K L. BRADEDHIC
CSR #%(2952&TY. BT, CLI 2FEA L TELFHDIBAEE )L — MIBEL LT VMware B35
(VMCA) [SEMUE T,

Certificate Manager 1—7 4 UFT 412 EDY —I)LEFERLTCSR ZEMTEE Y. CSR IIRDEHEFI-T
ENHUET,

. F-HAX:2048Ev b &) 516384y (K (PEMI>a—R)

s PEM XK. VMware T3, PKCS8 LU PKCST1 (RSA +—) MUY R—brEINFET., VECS [LEMES N
F—I%, PKCS8 [ZZE#ENET,

m X509 X—r3>3
n V- RREREICH LTI, RARDILRE true (CRETHILENH Y., AIAEDEREZEHD—BICEDHDID
ENHUEY, 6 :

basicConstraints = critical,CA:true
keyUsage = critical,digitalSignature, keyCertSign

m CRLOZRBEBEMICLTILZE,
n [HORF—FEA] E EBICT BN [U—/N\FREL ZEELET,

n EAEF ORI ICHTRHLHIRES Y EHA. VMware 225ERF (VMCA) TR, 774V T
OpenSSL MEAENE Y. ZDHE. 10 BDORAZEELLYET,

B UAI)RA— REREFEHRDO DNS BEERALLARZE T R— SN TOEEA,
. VMCA OREBRIARBZERTE EH A,

Microsoft Certificate Authority OfERBIICD W TIE, VMware OF L v o X—XD3EE [Creating a
Microsoft Certificate Authority Template for SSL certificate creation in vSphere 6.x
(KB2112009)] (http://kb.vmware.com/kb/2112009) 5B L TS ZE 1\,

VMCA (3, JV—FEIFABZBEMA S L E (0, FAREDRDBEHEZRIELET.
m F-HAX:2048EVH (&Y 516,384 Ev k(&KX

. F—OFER : EAZTDESR

n BEAXFHW Tz S4T CA
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CSR #&m LT, CAIZEVET,
CA DIERICEVNET,

EZEFHAD VMware 325/ (VMCA) SIBE L, b—R NX—F7 4 CAE/AEI 9 —TS54 X CA DREK
CAFrz—2EEBUHPETI 7AW E#EELET, rootcal .crt HEDRMTI 7 AN ERELET,

ZOFIEL. PEM EXDINRTO CAGRAEEZE—T7 7()LICOAE—F BT ETITAEY. VMware 235
(VMCA) )L — hEERRED SIAE Y. HIEIIICI3/IL— b CAPEM BERAEIC/RV E T, fl :

IRTOY—ERZEFILEL. FAZEDER. GE BXUORAMV—DZ0EBT LY —ERERKLET,

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

BED VMCA L— b CA ZBEHMAET.

certool --rootca --cert=rootcal.crt --privkey=rootl.key

ZDARY FERTTHE. ROULEPITONET,

. TN RTLARADBRENHHHFIC. ILWARS A — FEAENEMENET.

s VECS @ TRUSTED_ROOTS X b7IZ. AhRZ A I — FEEAESENENE T (—EREDOZEER).
m vmdir [CHRS L J)b— FEEAEMNEMNENET (—ERBOEER).,

(72 3r) vmdir WMware 74 L2 M) H—ER) OITRTDA VRV RAICEFERZET BHIC1F. 3
LWb— MEEBAEZ vidir IZRFTTL. &7 74D 7)) NREIEELE T,

feEAE F—YAIICEAEDS 1 DUHEWMES(E. ROKDICHEVET,

dir-cli trustedcert publish --cert rootcal.crt

Fr— RICERDIAREEREDHBA. ROLIICHRUET,

dir-cli trustedcert publish --cert rootcal.crt --chain
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vmdir /= REDOL7US—2 323 30 WEE(CRTEINET, VECS (L vmdir (Tx3 2L VL — MEE
BET77AIDR—1) V5% 598E(CE2TT 57720, VECS ([CIL— MFAZEABARMICEBNT 2HEEIH Y
T A,

6 (A7 ar) LEMLHEEF. VECS OEHZEZRE TEET,

vecs-cli force-refresh

7 INTCOY—ERZEZBHRLET.

service-control --start --all

Bl Jb— FRIAEDEBEEH]Z

certool AX¥ Y RIC —-rootca A7/ aVEIBEELT. VMCA JL— MNFEREZ#H R Y AD CA JL— MEFEREI(C
BEBRIET,

/usr/lib/vmware-vmca/bin/certool --rootca --cert=<path>/root.pem --privkey=<path>/root.key

ZDIARVRERTTHE ROMEBBTHONET,

n 74N PRTLAADHBENH BHAIC. FHILWARS L JL— NEIREDEIMENET.

m VECS ® TRUSTED_ROOTS A h7IZ. AR A Jb— FEEBAEDEMENE T,

s vmdir [CHhRZ A )L— MEIBREMEMENE T,

RDRF T

JTTD VMCA JL— REERAEFRIAZER h T D SHIBRTEE T (RHORY > —TKROHOLNTINBIHE). TDHE.
vCenter Single Sign-On Z2&BAEZ BRI ZVENHVET., aAY R Z4 & FER L7 vCenter
Server STS fIFAZDBE WA E#SBL TS EE L),

CLI ZER L/~ > > SSLEIEAE (FfE CA) DEEHZ

CADLEAFMEMPEERE LS, CLI ZERLTENE VMCA JL— FEEBAEICL. IXTDY I > SSLEE
AELZBESWMADENTEET,

NSDFIEE. VMCA 2305EHHE L THERT DAIAZEZESMADBREERNICALTY, £EL. ZDHBA,
VMCA (33X TOAEICR LB EF 1 — TERZLET.

O —EREDRERBIEEZRIRT S0, &Y< SSLEBENVETT, E#D vCenter Server
AR RABBRY >0 E— REBRTEREINTWSHBEIE. &/ —RTYL Y SSLAIAEERIT Y RERTT
TEHEVLENDHUET,

BIREMY

&< SSLEIBAEDMIHE. SubjectAltName (Z DNS Name=<Machine FQDN> MEFENTWSIHLENH Y
£,
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FIE

il :

HUWIBAEENELT BT T EIC, certool.cfgPaAE—% 1 DERLET,
certool.cfg 774 J)VlE. /usr/lib/vmware-vmca/share/config/ T4 LI NUJICHUET,
RO VDTEREBE R AL (FQDN) 25025 L5I12. EXL VDRI ABRT 7 A IV ERELET,

XD IP 7 RLRICH LT NSLookup ZRTL T, ERHIO DNS UR ERRL., 77 AMINDRANET
14—V R TEDRAZERALET.

BIVNINTIV I/ TSAR=K F—= T7A4I RT7EIVHABPAEEER L. WA A XL T 7 1)L
IELET,

Bl

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg

IRNTOY—ERZFILEL. GIAEDOER. GE. BXVORA MV —DZ0EBT LY -—ERERKLET,

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

L WEEBAEZE VECS (CEBMMUET,

SSLENLTBETAICIE. IRTOY OO —ANVERBREA TS HILWABRESLETYT, HHICETF
DI hUZHIRL, RISHLWI MU ZEZEBMLUET,

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert machinel.cert

--key machinel.priv

ITRTCOY—EREBRLET,

service-control --start --all

¥ SSLARAEDEEZ#A (VMCA »HfE CA)

SSL EIFRZERDER 7 7 A IVEERR L. TDT7 7 AIINEREDT 4« Lo bJIZ ssl-config.cfg &L THRTE
LET.

Country = US

Name = vmca-<FQDN-example>
Organization = VMware
OrgUnit = VMware Engineering
State = California

Locality = Palo Alto
Hostname = <FQDN>
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2 YUV SSLEBREICF— RTEERLET, LRV 7 B— REBRTER S NZEEHD vCenter Server A
VAR VADERTIE, Zoav >y R#E vCenter Server / —RZTEICEFTLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

WEDT AL MJICssl-key.priv BLWL ssl-key.pub 7 7 A IIVDMERENE T,

3 HLWIS Y SSLAREEZERLEY, COMBAEIL VMCA [CL>TERENEY. VMCA )L— hEEAE
ENRY LAGIAZE TEEMA H5EI(CIE. VMCA BRI RTOAEICTEELARAET 1 - TERLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg

WAEDT 4 Lo bUIZ new-vmca-ssl.crt 77 A IIDMERRENET,

4 (A7v3r) VECSOarTrVEJRAMRRLET,

/usr/lib/vmware-vmafd/bin/vecs-cli store list

m  vCenter Server DY > 7I)LH S ¢

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hve
data-encipherment
APPLMGMT_PASSWORD
SMS

wcp
KMS_ENCRYPTION

5 VECSAMDYI > SSLEAZEEAHFHL I\ > SSLAAETEEMA TS, —-store & ——alias DIEIFT
THINRBEEHEIC—HIEIVLENHYET,

m & vCenter Server T, X0 REETLTMACHINE_SSL_CERT R ~7RAMDT > SSL FE88
EE2FHLET. FADN (I U TEICERB DD B VU DFBREELRILICEHTI2HLENH U KT,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
_ MACHINE CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

CLI 2#RLEYYa—ay 1Y —FRAE (FRE CA) DEEHEX
vy SSLAIMEEBE MRS, CLIZEALTYYa—2 3>y -V —iBEEBERA B LHTEET.
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Z<M VMware O1—HY—DE< NV Va— gy - —fREEEEWI TCOWERHA, ¥ SSLERRER
(TWHRE AFREICEERZIOSNTVEST, ZONATUy R 770-FICL>T, €FaVUT s F—LDEX
ERETIENTEET,

m GEBAEETOFCORAIICEBESNS D, W RAY ATEHEENMERINET,

m i CARFERINEEA,

% vCenter Server Y RF7ADT > Y Ya—ay A-—F—fHEELYYa—2 a3y I-F—JHELZESH
ZET,

Er RBRRAT7OA4T, Ya—2ar A-Y-iRAEE )R MTHHAME dir-cli list OHAICTRT
D/—ROVYJa—ay A—YF—-—PEENET, vmafd-cli get-machine-id --server-name
localhost 2RTLT. ERALDO—HAIL T2 ID ZRELET., KV U1— 3> A—F—DRANCIL.
TV IDMEENTVET,

AR SR

&Y Ua—rary A—Y—iHEEICEESESD Subject MEESNTVWBRENHYET, 1EXEF YUa—2
a3y A—Y—% Bl: vpxd) BED—BEDHANFESTHHENTEET,

FIE

1 certool.cfg®aE—% 1D/ ML, &Fl IP7RLX. DNSH&. LUV E A=ILDT7 1 =)L REHIBRL
T. 774V D&% sol usr.cfg DEIBERICEELET.

ERZOTAD—ERELT, ARV R SAVHSARBICREENTLIENTEET, TOMDIFRE. VU
1—3y A-Y—[CREEHVERA. TT7HIMDERERERT & ERSNDEARECIVEALSEL B
REMENHYET,

2 ZEYYa—2araA-—Y—-IZ  NTUVy s F—LTSAR—FF-DT74)L X7 LFABEEER L. hRY
RARXLIER T 7AIVICELET.

Bl

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 BYUa—aryd1-—Y-DRAERRELET,

dir-cli service list

FIAEZBEEMAHEEITRENDG—ED ID 2FATEET. ANEHAEIRICKDICAVET,

dir-cli service list

Enter password for administrator@vsphere.local:
machine-623bef28-0311-436e-b21f-6e0d39%9aa5179
vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%9aab5179
vpxd-extension-623bef28-0311-436e-b21£f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-lcbe0ad40-e4ce-4378-b5e7-9460e2b8200e

o O w N
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AR >0 E— RERTEE I N/ZEHO vCenter Server 4 Y R4V ADEMTIE. dir-cli service
list DEACIEETRNTD/ —RODIRTOY Ja—ay A—HF-—PEENET, vmafd-cli get-
machine-id --server-name localhost ZEfTLT. EKRAbDA—HAII T2 ID ZRELET,
BEVYVa—23ry A-—HY-0DFHFICIE. T2 IDBEENTNET,

4 IRTOY—EREFEL, GEIAEOHER. GE BLORMV—DZUET LT -—EXZMIALET.

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 vmdir NOBEFOIIRZEEEEH]A. RICVECS ADIREEZBESMAE T,
YWa—23r -V (CHL T ZOEFTIABREZEMT ILENHYES. H:

dir-cli service update --name <vpxd-xxxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

E: ovmdir OFEENBEEBI SN TIVEWNE, YU a—2 3> 2—Y—(F vCenter Single Sign-On (2O
A4 TEEHA.

6 INRNTHOY—ERZEBRHLET.

service-control --start --all

Bl : YUa—ayaA—Y-JIAEOBEEHRZ (FE CA)

1 #RY > E— RBET. & vCenter Server /—REDVY U a— 3> A—Y—-TLIINTUv o -7
FAN—F F—DRT7EERLET., ZNICZF. P> YJa—2a yHAORTE, BINOY)a—3> 1
—+H— (vpxd. vpxd-extension, vsphere-webclient, wecp) SEDRTHEENET,

a Xy VYUa—aryd-—Y—-([C+x— RTELERLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-
key.pub

b &/ —ROvpxdVYUa—3y 1—H—l%F— R7EEBLET,
/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub
¢ &/—BROvpxd-extension Vaz— a3y A—HY—(C+x— RT7ELERLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --
pubkey=vpxd-extension-key.pub
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d %&./— RO vsphere-webclient Va—> 3>y - —(CF—- RTEERLET,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --
pubkey=vsphere-webclient-key.pub

e B/ —ROwcpVYla—ayd1—HF—F-—XT7EEBRLET.
/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub

2 R VYUa—iarya-—H¥—4& & vCenter Server /—RDEMY U a1—3 3> 2—H¥— (vpxd. vpxd-
extension, vsphere-webclient, wcp) Z& (120 #FHL W VMCA JL— FERAEICK > TER SNV U 2 —
T3y A—Y-FIBEEERLET,

Er: --Name NGA—F([E—BETHIVLENHYET, Va—3> 1Y —- XLTDEFAMDEDHD L.
Y )a—2ary A—HY—-TEICEDIIAEEZERT 20N PERLRTKHBVET., FlICE. ZNEN vpxd F
7213 vpxd-extension DK D BARMEENTIET,

a LUFoavwryRExRTL. ZO/—KROxXy Yy YUa—3y A—H¥—[CVYUa—3>y 1—H—i[HAE
EERLET,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv —--Name=machine
b &/ —FO%s»VUa—3> I-—H-[FAAZTEERLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine
c &/ —bDOvpxdVUa—ary 1-—Y—(CAREEERLET,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv

—-Name=vpxd
d %&/—RoOvpxd-extensions VU a— 3y A—F—(CAAEEERLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension

e XROATVREERFTLT. &/ — KD vsphere-webclient VU a—2 3> I—Y—([CEIAZEEARKLE
ER

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --

privkey=vsphere-webclient-key.priv --Name=vsphere-webclient
f ROAIXVERERFTLTC &/ —ROwep VUa—ay I—Y—(CAAEEZEKRLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --

Name=wcp
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3 VECSOVYUa—arydi—H¥—iAEZ #HLWWUa1—- 3> - —FIAETESEIET,
F: --store & --alias NSA—=F([F, Y—ERDTI7AINMREFHEIC—HEIEIVLENHUET,
a UTOLDIZ, &/ —ROX>>y Y )a—ay A—Y—SAEEZBEEMIET,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store machine --alias machine
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store machine --alias machine --cert

new-machine.crt --key machine-key.priv
b &/ —FDvpxdVUa—r3r I-Y-iIAZZEEHWAET.

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd --alias vpxd
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd --alias vpxd --cert new-

vpxd.crt --key vpxd-key.priv
¢ &/— R0 vpxd-extension Va— 3y I—Y—SAZABEMZ ET,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-

extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv
d %&/—Rovsphere-webclient VU 1—3 3> - —GBAZABEEHMAET,

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias

vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv
e &/—bFDOwepVUa—ay 1-HY-FAZEEEHBRAET.
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store wcp --alias wcp

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store wcp --alias wcp --cert new-

wcp.crt --key wcp-key.priv

4 #HLWYUa—3>y A-HF—3SAZEAFERALT VMware 7«4 Lo ~YJ —EX (vimdir) #EBHL £ 7
vCenter Single Sign-On E@E/NX TV — REKDHOENET,

a dir-cli service list ZRfiL. YUa—3y 1—F-—TLIT—EBEDHY—EXIDYT74v IR

FRMEBLET. ZDavr RiE. vCenter Server Y RFALTRITTEET,

/usr/lib/vmware-vmafd/bin/dir-cli service list

output:

1. machine-623bef28-0311-436e-b21f-6e0d3%aa5179

2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d3%aa5179
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vpxd-623bef28-0311-436e-b21£f-6e0d39%9aa5179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0a40-ed4ce-4378-b5e7-9460e2b8200e

o U1 s W

F: KRBT T7OAT Ya—2ary -V -FBRELZ ) AT BHEE dir-cli list DA
CIRTD/—RDVYYa—ay 1—Y-—DPEENET, vmatd-cli get-machine-id --
server-name localhost ZRfTLT. ERAMDA—-AIL ¥ ID 2HRLET, EY -3
Y A-Y-—D&HEICIE. vV IDBEENTVET,

b % vCenter Server /—R®D vmdir [ChHBY L VEIBAEABERAET, =&z
machine-6fd7f140-60a9-11e4-9e28-005056895a69 743 vCenter Server D> V1) 2 —33
v A-—Y-DiFa. UTDaAY Yy REERTLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt

c &/ —Rovmdir(Chdvpxd VUa— 3y A—Y—FREEESHEIET. =X (E
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7S vpxd V12— 3> 1—H%— ID DiFE. L
TOav Y RERTLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

d &/—RoOvmdir [CH 5 vpxd-extension VY a1— 3y A—F—SBAEABEMIET., I~LA(F
vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69 7%’ vpxd-extension V11— 3>
I1—Y—IDDZa. UToavry FaRTLET,

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e &/—LRovsphere-webclientV)a—>3> 21— —SAZEBEMZ £, =& 2L vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7’ vsphere-webclient VU a1—> 3> 1
—H#—ID OiFE. UTDa~vry RERFTLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f &/ —kOowcpVlUa—Tay I—H—-JIRELESHWIET, 7=LZI1EL wep-1cbeOad0-
e4ce-4378-b5e7-9460e2b8200e Nwecp VU a— 3> A—H— ID DiFA. UTOaY > RER
TLET,

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-edce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

CLI ZERLIEAN RS AGIRAEICK HEIEAESDEE R

RERY—THEENTWSHEE. CLI £2ERL T, vSphere TERESNTWS—EE/-(ELEDIAEE.
Y= RN=FT 4 EBI I —T 54 XRERE (CA) CL > TERSN/FAETEESMA DI ENTEEXT., N
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1127154, VMware 2iHE (VMCA) (FFBBEF = — Y ICIFEENE< U ET., TXTD vCenter Server
FIEAE % VECS [CHRINT D2 HEDNH U E T,

ITRTDARAEEBERZ DD, NA Ty R YYa—o a3 &FRTEET, &2 XYy T —9 5T 4
VUIMERSIND TN TOIMAEEZEEIRZ. VMCA ZE[MEV U a—ay A—Y—BEEFZTOEERT &
#EZET, Va— 3> - —iIBEL. vCenter Single Sign-On NOFRFEICOMMERENET.
vCenter Server Tld, VUa—> 3> A—H¥—FBREILRNBTCOREICOMEASINET, YUai— 3> -
HY—iAEE. ABEOBEICIFEAINELA.

F: VMCA 2R LANSARICE. SAEZEALTHLLWIAYR—3 > hET7AE 3=V I LY, iHE
DHRZFEIIERET HLDIC. IRNTDIAAZTZENESTEERADLEDNHYET,

HARE LASIBAZEEFERT 55HETH, VMware Certificate Manager 2—5 4 US4 2FERAL CIIAZEB L
B EMTEET, Certificate Manager 2R LT N TODIAEDH R Y AFIBBENDEEHRZ 5B L T
=0,

SIBAEDBE E#1Z 212 vSphere Auto Deploy TRIEMRAEL15E1F. VMware 7L v P X—XDEEE
(http://kb.vmware.com/kb/2000988) #&E L T 72X (),
CLI 2R L/RAEDNDERE LUV AN RF A JV— FEIAEDA R—

Iy —T5AREEEY— RN—FT (5B (CA) DSDHRY AFIBAEZFERATEET. RUOFIEL. AP
(CEERAEZEER L. &IC CLI Z2FEB L T/)L— MEBAE %A VMware Endpoint Certificate Store (VECS) (24 >R
—hFBH5ZETT,

ElE-=S 03
ARERRDEGE BT VLENHYET.
m F-HA4X:2048 vk &N 516,384y~ (&K (PEMI>O—HR)

s PEMERK., VMware Tl3. PKCS8 XU PKCST1 (RSA +—) MUY R—bENET, VECS [LEEME N
F—(3. PKCS8 [CEHENET,

m X509 N1N—>3>»3

n JL—PEEAEDSS. REARBDILRE true ICRETDLENH Y., AZDEREEHO—BICEDILED
HUET,

m  SubjectAltName (Z(E DNS Name=<machine_ FQDN> BEENTWBZHLENH U ET,
m  CRT

m FFERELLT TUIIINEBR F-BESLEPEENTOWILENHYET

= 1 BAEIOEAFZ,

m  vCenter Server 1 N> b ([ZHD. ESXIiRRMDRA MG (I IP 7 RUVR) IZERESNZCN (B
KU SubjectAltName)
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FIE

LTOMAEDIIAEER ) VT RN (CSR) 2L 4 —T 54 XE/FY— RN—=F (SAETO/NA (1%

ELET.

m BYIUDYI 2 SSLEAE. ¥ SSLEIAEZEDIHE. SubjectAltName 7 1 —JL RICIE. ELIER
RAA % (DNS NAME=machine_ FQDN) BEENTWSHENH Y ET,

m A7 3> T /—RITEICE5EDDVY)a—ary A-HY—iRAE, YUa— 3y - -FBREECEL
IP7RLR, RRAME, A=)l 7RUVREZEDDZVELHY EH A, SEAED Subject (3, BIAETE
BOoTWBBENRHYET,

BE. TORBBRIIEEEINLETF—>D PEM 77 4J)LE. vCenter Server / — RZEDEL{T= SSL 5FAF
=77,

2 TRUSTED_ROOTS 8LUTI > SSLAKT7ZEZURNLET,
vecs-cli store list
a REDIN—FEIAEEIANTOTL Y SSLEAAED VMCA [CE>TERENTVNSZLZHRLET.
b T UZ7IES. FiTHE. Subject DCN 74—l REEEZBHTHEET,
c (X7 ar) Web 75UHEFERLT. AAZEZEEMA D/ — BAD HTTPS #ii«ME. AHEEF
HBERTLT, YV SSLAIAZLE—HLTWSH I LEHRBLET,
3 IRTOY—ERZELL. FIAEDOERKR. TFE BIXUOASV—CZNBT L5 -EREZRIBLET.
service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
4 HREZAIN—EIAZEELRELET,
dir-cli trustedcert publish --cert <my custom root>
ARV R SATA— Y —BENRRT—RERELZNE, BETHLDICKOONET,
5 IXRTOT—EREBRALET.
service-control --start --all
RDRATY T

JTD VMCA )b— FERRE(IFIRRERX T D SHIBRTEET (SHORU > —TKHOSNTNBIHEE), TDHE.
vCenter Single Sign-On (IAE#THTHLENHY ET., AV R 54 > &EA L7~ vCenter Server STS
FIAEDBEEMAEZTBLTSES,

CLI ZER LT SSLAIAED N RS AGIAENDEE X
NAG LEIRAEERB LS, CLI ZEAL TS VAPBEEES RIS LN TEET,
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FAEDBEE MR EZRIAT BRIIC. ROEREERL TELENHYET,

m  administrator@vsphere.local ®/XX7 — R

n BIETL Y SSL ARY AFEHE (Lcrt 774)L)
B BNV SSLARY A F— ((key T7AI)
)= FDEWEHRY LFEBE (.crt 77 4)0)
Bt

B—RNR=T 4 FLBIVI-TSAXCAPLEI L VDIABTEMSFL TVWILENHYET,

FIE

1

F-HA4X:2,048 Y~ &) 516,384y b (&K) (PEMI>O—1)

CRT

x509 N\—=2 3> 3

SubjectAltName (ZiZ DNS Name=<machine_FQDN> BEEN TV HENH U E T,
F—EREELT TUFIINERL F—BEEPEENTVWILEBHYET

INRTOY—EREFILL. SAEDER. GE. BRXUORAMV—CZLEBT Y —ERERKLET,

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

&/ —RlCaZa4>L. BELEHLWT D VAIBEZE CA 5 VECS [TEMUET,
SSLZN L TBEET DiHE. INTOIYIYOA—AIVEIAEIRTIC. HILWIRENKRELLRVET,
vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE_ CERT

vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert <cert-file-
path> --key <key-file-path>

Lookup Service BTV RARA >V FEEFHLET.

/usr/lib/vmware-lookupsvc/tools/ls update certs.py --url https://<vCenterServer FQDN>/
lookupservice/sdk --certfile <cert-file-path> --user 'administrator@vsphere.local' --

password '<password>' --fingerprint <SHAl hash of the old certificate to_replace>

IRTCOY—EREBRLET,

service-control --start --all
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R U770 2RA

ifBAELHY—EXCLI Ov

CLIoty bEERT L. VMCA (VMware Certificate Authority). VECS (VMware Endpoint Certificate
Store). VMware Directory Service (vmdir), LU Security Token Service (STS) SIBRZEAEETE X T,
vSphere Certificate Manager 1—7 4 U T 4 Tld. Z<DBEIES RV HHR— L TWETH, FEDIREE
BEZOMODY—ERDERICIL CLI BHEICRYVET,

BE. SSHEFRALTTISAT7 VR D oIVICHERTHZEICEL T,

RAESLUBEEY —EXEEET S/

DCLIY—=IVIZT7 oA LET, HMICDNTIE. VMware Ly P RX—XDEEE (http://
kb.vmware.com/kb/2100508) 5B L T Z& 1),

FETOD vSphere GIRAZEDEE A TIF, CLI O REFERA L TARAEZESMA S A EDFHEBNLET,

XR3-1L.APESLVHEEY —ER%EEET 5 vSphere CLI Y —Jb

CLI

certool

vecs-cli

dir-cli

sso-config.sh

service-control

vSphere CL| Di5FR

L

HRAESLOF—EERBIVERLET.
VMCAD O—&& LTH VMware iEEEE
BY—-EX,

VMware ffBER N7 A Y XF XDV
FTUYEEELET. VMware
Authentication Framework Daemon
(VMAFD) »—3T9.

VMware Directory Service [CEEBRZE%1E
BLEHLES. VMAFD O—ETY,

STSAIAZE£EELET,

SIAZEDBHRT - 7 O0—D—EEET, Y—
ERERIAEIFFIELET.

T7 4V b TIE CLHERDIGAIZCHY ET,

/usr/lib/vmware-vmafd/bin/vecs-cli

/usr/lib/vmware-vmafd/bin/dir-cli
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BHICOWTE, RFars FEBRLTE
=138

certool Mta~w R U7 7L R

vecs-cliav R UZ77L >R

dir-ciax>r U770 >R

ARV RSA Y ANVT, T a2iELT
sso-config.sh Z&ANT 5L AT RS
A2 NIVTISRRSNET,

ZOARYRERFTLT, o CLI x> R
ERTTHEICH—EREFLELET,
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/usr/lib/vmware-vmca/bin/certool

/opt/vmware/bin/sso-config.sh

E: service-control ARV RTNRRZEETHILEEHY EHA,

vSphere CLI D R1TICHE/THERR

VEIERIT. FAT D CLI ERTTDATURICL2>TEDYET., £EAE FEALEDIREEEDIREETT
521, O—Ah)LD vCenter Single Sign-On R4 A > (F7 )L~ vsphere.local) OEBETH S Z LB
BETY, —HODIATYRIE, IRTOI—HF—IMERATEET,

dir-cli

dir-cli A Y RERFTTAICE. O—HIL RAAL Y (F74)0MJ vsphere.local) OEEBESZIL—TD
AVN=THBZEPPVETY, -V —-RZENRT—RERELLZWESE. O—H/LD vCenter Single
Sign-On OEEE (57 4/ b administrator@vsphere.local) M/XRAT—REZANTZLDITKHSN
9.

vecs-cli

B3, AT ORBELAENLGET VEREEH DI —DHAANTICT IV ERTEXT, EBEIIL—T
DA—Y—(CIL, BENERT I 2 RERDBHY £,

MACHINE_SSL_CERT & TRUSTED_ROOTS X b7 I34FRIIZA N TTE., A VA =ILDFZ A 7IC
Lo Tl root A—Y—FKLRBEEZEI -V —([COATLET IV ZRAEBDHY ET,

certool

FEAED certool ARV RTEF A—F—DEBEII—TICBELTLWEIMLENHYET., UTDaTUR
FITARTHOI—Y—PRITTEET,

m  genselfcacert
®m initscr

m  getdc

® waltVMDIR

®  waltVMCA

m  genkey

m viewcert

certool A 7 a v DER

certool --gencert E/(IMDIFEDPAZEDOVMERIE/IIEEIAT Y RERTTHIH5E. IV RIBRT 7
ANDETRTDEEZFZRABRYET, BED T 7 A IVERELZY, ——config=<file name> F 7 3 ZFERL
TT7A4INEDEBRT 7 AIICH—=—N=FA4 KLY, AR SAVDEICH—N—F4 RLIEYUTEET,
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W7 74 certool.cfg(d. 774V MTIL /usr/lib/vmware-vmca/share/config/ T4 L& kU
[CHYUET,

ZD77AIICIE UTFOT 74 MEZFDEHD 7« —ILEDBHYET,

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = emaillacme.com

Hostname = server.acme.com
LTFICRTLDIC, BEEETBHICIEIEEINLET7AI)IEQATY R SATEET 2N, BRHOEZITR S
A TH=N=4RLET,

m BR77ANOIE—ZFEERL. 77 MIIVERELET, --config ANV RSA L AT avEFERLTY
7AIWERELET. NREDMEBEEEET H/H. 7V NREBEELET.

L] /usr/lib/vmware-vmca/bin/certool --gencert --config /tmp/myconfig.cfg

B OXUR SAVTEBNOEEZA—N—F4 RLET, =&£xI1E. Locality #F—/N—Z4 RF2(CExDIX
VRERFTLETS,

/usr/lib/vmware-vmca/bin/certool --gencert --privkey=private.key —--Locality="Mountain View"

-—-Name Z35§E L CEIBAZE D Subject D CN 7 4 — )L REBEHI ET.

m VUa—3i3ry A-Y—-iBAEDHE. HAIIE > TRRIN <sol_user name>@<domain> (Z7x Y £ 55,
BEOOBETIOHRNEFERAL TWAIESICEIRHEZETETCEET,

m YL rSSLAAEDHBA. I UDRREM R A (FQDN) BERESNET,

VMware 255 (VMCA) (Z(E DNSName (Hostname 7 4 —JL RA) BHBZDOHTHODIAUT R T
aVEHFREINEHA, - —(CKo2TIP 7 RUVRADBIEESINTIVS L, SubAltName ICEERICHRME N
£,

--Hostname /NS XA —4% #{ER L THEHAED SubAltName @ DNSName #3EL £ T,

ZDEICF. ROMEYINEENTNET,

m  certool MEAfka~T R UT7 LR
m certool EBaY R UT7L R
m vecs-ciav>RrRUZ7L R

m dircliax>r U770 2R
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certool MHfta~x >R U777 LR

certool MEMEa~T Y RICKVIIBAZDERK/ERDER. VMware Certificate Authority (VMCA) IC&>TE
ASINEPEEB LV F—DRRELOERK. IL— FEIAEDA VR— b, BLOZDMDIREERREELRITT
H5ZEMTEET,

Z< DIFE. BT 7 M) % certool AV RIZELET., certool BRA T a > DEFEEZSRBEL TS ZE,
FERFIZDNTIE, [CLI ZEALEEFD VMCA ELAEDFH L) VMCA ELIIAEANDEZRZ | 258
LTSN, ARV RSA U ANINTE, AT a3V ICBET 2R LET,

certool --initcsr

FFAZEZEREK (CSR) Z4MLET., ZOaAY Y BIE PKCSIO 77 A4NETSAN—F F—Z24EBLET,

FTar L]

——gencsr CSR &EHT BIBAICHETT.

--privkey <key file> TI5AR=k F— T 74 ILDEHI.

--pubkey <key file> NTV o F— 774 )LDEFI,

--csrfile <csr_file> CA 7AanA FICEEENS CSR 774D T 7 (V4.

--config <config file> BRIZ7ANDAT 3>, 774 DAL certool . .cfg
<Y,

i :

certool --gencsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

BCERIMBAEZERL. BCER/IN— b CAICKY VMCAY—NEZTOE 3=V JLET, ZOAF T3>
(Z. VMCAH—NDT7OEY 3=V VERBBRGICRITISAED1DTY. KDY, H—FXX=FsDI—h
AAEEEALTVMCAY—NETOEY 3= 0352 8T VMCA B CATHIENTEEY, CLI &
EAL T VMCA ZHERARBICT S5 ZTRL T LS,

ZOAXRYBRICEY, AL V—2DFEERIT DD, 3 BRIOBMOIBPENERSINET.

*7var B
--selfca BCERAPAEEERT DIHEICHLETT,
--predate <number of minutes> Jo— hEERAE D [FERORIAR] 7« — )L R & IRERZ K URTOHE

EDRE (DB ICRETHENTEET, COF T arvE #E
TERIRG A L V= DEBEANDOIMMLICEIBET., RAMBE 3BT
ER
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FFoary

--config <config file>

—-—-server <server>

Bl

machine-70-59:/usr/lib/vmware-vmca/bin #

192.0.2.24 --srp-upn=administrator@vsphere.local

certool --rootca

IV—hEEREZE A VR— b LET, BELALABEELVTSAX—F +—% VMCA [TEMMLEY. VMware

e

BRIZ7AINDF T a3 >R, TT74ILEDEAFIE certool.cfg

TY,

VMCA $—NRDF 7> 3>%, Z0ARYRTIR. T7A4IET
localhost AL £ 9.

./certool --predate=2280 --selfca --server=

LA (VMCA) [F&#H DIV — MEEAZEZBRICERLE T, Z0MD/L— MEEAZ S, FEITHIFRT 52X TIFA]
ERMEEEEINET, DFY. —ERLT1BERI DAV TISA NS0T v EBHL. REICEALGSES/ZAIRASZE

HIBRTEEY,

FTar
—--rootca

--cert <certfile>

--privkey <key file>

—-—-server <server>

B

L]

W—b CAZEAYR-—PTBEHICBLETT,

FEBRE T 7 A )L DHH,

TIAR=b F= T774IDEFL. ZO77A4IE PEM IT>a—R

ERICTonENHYET.

VMCA Y4 —N\DHF 7 a>%, ZOIARYRTIE, T74ILKT
localhost ZfERAL £,

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc

vmdir ICEX > TERASINDZ T I7HILED RAS VZRERLET,

F7vary

—-—-server <server>

—--port <port num>

Bl

certool --getdc

VMware, Inc.

e

VMCA 4 —NDOA T a>%, ZOAXRRTE. F74INT
localhost AL £,

A7 arOR-rES. T7AIMEEEFR- 389 TF,
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certool --waitVMDIR

VMware Directory Service BN LIED D). ——wait [CEK D THRESN/ZY A LT U MEBNRAT S ETH
BLUET, AT arEHRICIDA T aVEFERL. T7ANMDRAL VRERTIREEEDY RV &R
Ca—J)LLET,

F7oa>v L]
-—wait FT7 3 TRET HEHEEE (). T74)IME3 T,
--server <server> VMCA Y —NDAT> 3>, 2OaAXYRTlE 774 8T

localhost Z{EAL 7.
--port <port num> FT a3 DR—-+ES, 774N MREFIR— K 389 TT.,
5 :

certool --waitVMDIR --wait 5

certool --waitVMCA

VMCA H—EXDIRENLIRD HD. BESNLIA LT U MEESRIBT H2ETHELET, oA T3> LE
BRFTIOATav&FERAL. IRABEERT DHER/REDY RV ERT 2 —ILLET,

FA7var ]
--wait F7a TIRET HEFEERE (9). 74/ 8L 3 TT.
--server <server> VMCA #—=N\DA T ar%, 2OAXYRTIR. T74ILT

localhost 2R L £,

--port <port num> F7arOR—-ES, T4 NEREEFAR—- 389 TT.

Bl

certool --waitVMCA --selfca

certool --publish-roots
= NEREOEFH A BEIMICETLET. 0T RICIEBIERNSKETT,

F7ary Bl

--server <server> VMCA H—NDA T3>, ZOARYRTE 74T
localhost ZfEA L £9.

B

certool --publish-roots
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certool BBV R U7 LR

certool BBV REFERT L.
ER
certool --genkey
TIAR—R F—ENT v F—ORTEERLETS,
EERTEET.

FFTa>r

--genkey

--privkey <keyfile>

--pubkey <keyfile>

—-—-server <server>

Bl

FEAEDRR. . BXPERYP. AIAEFERORTETO LN TEE

INSDT77AIIVEFERLT VMCA BERT DRE

e

TIANR—b F—ENTV Y F—DERICLETT,
T4 NR—hk F— 771 DEH,
NTVy o = 774D,

VMCA H—N\DA T a>g, Z0aAv RTE FI74IKT
localhost 2R L £,

certool --genkey --privkey=<filename> --pubkey=<filename>

certool --gencert

VMCA 4 —N\MPS5DEIAEEARLET. 20X RTIE certool.cfg EAFIRESNZEBR T 7 1 ILDIE
WMEAINET, AAEEFERLC X VIABREEAFV Y a—v a3y A—Y—iBREEE 7O 3 =093

CEMTEET,

FFar
—-—-gencert

--cert <certfile>

--privkey <keyfile>

--config <config file>

—-—-server <server>

Bl

L]

AIBAEDERICHLETT,

SHREET 7 AIINDRREL. DT 7AI)E. PEM ITYa—-RERKICTS
BEBHYET,

TIAR=b F= T774)VDEF, ZDT77A)EPEM I ya—R
ERICTIRENHY ET,

BRIZ7AINDF T a8, TT7A4ILEDEAFIE certool.cfg
T,

VMCA H#—N\DA T a>&, ZOAXVRTIE, FI74IKT
localhost AL £,

certool --gencert --privkey=<filename> --cert=<filename>

VMware, Inc.
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certool --getrootca

=111}
It

=

ABDEFRATRERHER T, MEDIN— b CARIAEEZLENLET, COHNBFAZTLLTERTET. ARDHE
AR ICERENE TS,

1)/

FTar L]
--getrootca Jb— REEBREDHHICHETT,
--server <server> VMCA 4 —NDA T 3>%, ZOARYRTIE. 74T

localhost ZfERAL £,
f

certool --getrootca --server=remoteserver

certool --viewcert

ABDEFHRAIRELRTER T, AAZTADINTDT 4 —)LREHALET.

F7oav B
--viewcert AIREDRRICHLETY,
-—cert <certfile> BT 7AINDF T 308, TT7A4ILEDEFIE certool.cfg
TY,
i :

certool --viewcert --cert=<filename>

certool --enumcert

VMCA = N\DRBHELTND IR TOIREE—ERRLET, BAED filter AT a3V EFERTDHE ITNRT
DEEAE. KU TWSEREDH, 7T « TIRFEAZEDH. EZERUINDIERAZTDHD ) A MERRTEE
ER

F7ary A
--enumcert TRTOIAPAED Y A FDRRICHETT,
--filter [all | active] filter (IMZBTY. all £/21F active 28 L £ ¥ . . revoked

B&LW expired DA T g vFvR—brENTOERA.
) :

certool --enumcert --filter=active

certool --status

EESNLAAEEZ VMCA H—NICXEL T SEAZDKRMLTOW SN ES DEHRLET. SBEENEIL T
BI5AL GRS KM BHEASN. TNUNDBEE SAE 70747 BHEhEhET,
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FTar L]

--status SIBAEDRT — 9 ADHERICHLETT,

--cert <certfile> BR7Z7ANDF T 308, TTA4ILEDEFIE certool .cfg
<9,

--server <server> VMCA Y —NOAT> 3>, ZOaAX RTlE 774 KT

localhost ZfERAL £,

B

certool --status --cert=<filename>

certool --genselfcacert

BT 7 MIVOECEDNT, BEERAREEERLET, COAXYRICEY, 4L V-V DHREERIT S/
. 3 BRI B OBAENERENET,

FFar ]

--genselfcacert BCERIABELERT H5EICHETT.

--outcert <cert file> FERET 7 A IVDERL, DT 7A)E, PEM T>a—RERKICTS
VEBHYET,

-—outprivkey <key file> TS53AR=k F= T74IDER, ZDT77A4I)VE PEM IT>>a—R

ERICT2REDHYET.

--config <config file> BRI 7ANDATS 3>, T74) FDARIL certool .cfg
TY,
i :
certool --genselfcert --privkey=<filename> --cert=<filename>

vecs-clia~v>R U7 LR

vecs-cli AX R vy FEFERLT. VMware sfiFBZEXR 7 (VECS) # 8B TEEd, dHEANVT7FA LS
OF v EREY—EREZEBTBH(CE, ROOAY RE dir-cli KXY certool EHBLET,

vecs-cli store create

SEBBER T EEELE T,
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FTar L]
--name <name> FERAE X b7 D4,
--server <server-name> UE—bh VECS 4 Y RE Y RICEZET HHEIC. Y—NRBZEEETS

TEHITERLET,

--upn <user-name> --server <server-name> CIEETHH—/N AR X(COY
AT HHDI—Y— TUT /R, AT ERT S —
DOREBTHERSINET, LN >T. ANTOREEIFILT LS root
A—Y—TFE<. REDI—H—ITHONTWET,

B

vecs-cli store create --name <store>

vecs-cli store delete

FIRAER b7 ZHIBRLE 9. MACHINE_SSL_CERT. TRUSTED_ROOTS, TRUSTED_ROOT_CRLS m»<
ATAL ARTREBRTELERRA. LEGERZHF DY —EF. YUz—-23> 19— XART7ZHIBKRTEET,

F7oav B
--name <name> HIFR T DFEFAE R b7 D4,
--server <server-name> UE—F VECS 4 Y RE Y RILEHET DHBEIC. Y—NZEEETD

TeOICERLET,

--upn <user-name> --server <server-name> CI§ET AU —/N ARy R(COY
AT BEHOA—Y— TU /R, ANTI(E ERTA1—H—
DIRBETHEREINET., LD >T. ANTOFREEELT LS root
A—Y—TRE< REDI—HY—ITRINTVET,

Bl

vecs-cli store delete --name <store>

vecs-cli store list

ABEARTDURERRLUET,

FFoav A

--server <server-name> UE—bF VECS /4 Y RE U RIZERT HEIC. H—/N\RZEIEETS
TeOICERLETS,

--upn <user-name> --server <server-name> CIEETHH—/N A RHR(COY
AT BEHDI—Y— TU I /NIVE, ANTIE T 51— —
DIRETHERENET., LM >T ANTOFAEEELT LS root
A-Y-TRAL REQI-—F—-ITHIOVWTHET,

VECS (23, RDARTHEENET,

VMware, Inc. 86



vSphere $25F

£ 3-2. VECSHDR +7

ART

<> SSL X7 (MACHINE_SSL_CERT)

VUa—3ara—4¥— L7

EEn/)l—k X b7 (TRUSTED_ROQOTS)

machine

vpxd
vpxd-extension
vsphere-webclient

wep

VMware, Inc.

B & VSphere /—REDUN—RT7AF H—ERICL>TER
ENET,

m & vCenter Server /— R _E® VMware Directory Service
(vmdirn) &> TERAENET.

vSphere 6.0 LIED TR THOHY —EXIL T SSLAIAEEFER

THIUN-R TOFLENLTRIESNET, TUERKEEZRDLD,

SXY—ERTEHEDR— bD3IEHEEASNTNET, TDOFE

R, vpxd 2 ED—EDY —ERDR— bDBHEPNIZERITRVET,

VECS [ClE. YWa—ay A—H¥—-&LICT1DDRNTHEENE
T, KV Ua—2 a3y A-—HY-BEEOHAF—ETRINERZVE
Hh, EZIE TP VAIAEICE voxd FIBAE LR U R EIEETE
Fth,

V) a—ar A—H¥—FAEIL vCenter Single Sign-On TO&R

FICERINET, vCenter Single Sign-On (. FAENENTH

HIELEEHERLETH, TOMDOAAZTOREEHERALE A,

KDV VJa—3> A—Y—FEAZEXSTH VECS [CEENTWE

ED

B  nachine : License Server 8&KU'04 ¥ —EXICKUFEREN
3
F: vy YYUa—vary 1—Y—fREE. v SSL A
ELEFEBFRTT., v VYUa— 3y - —iHEE.
SAML b= UHBICEREINET, v SSLAAEE. <
VRAITOEF 27 SSLESICEREINET.

B vpxd:vCenter ¥ —EX F—E> (vpxd) A h7. vpxd [E. =
DARTICRBEENTNSDY Y- 3> A—Y—FIRAEEER
L T vCenter Single Sign-On "D &#1TWVET.

B vpxd-extension : vCenter Server {iiRigEED R k7. Auto
Deploy #—EX. Inventory Service, 8&LUVZDftDYV 1) 1
=23y A-Y-ICEENETNZD/BOY—EX,

B  vsphere-webclient : VSphere Client R b7, N7 #4—< >
A Fv—hY—ERBEDO—BDEMF—EIDEENET,

B wcp : VMware vSphere® with VMware Tanzu™ X k7,

& vCenter Server / — R(Z[Z machine ;IBAENESENET.

TRTCDEEFHI— FEEAEEEHET.
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& 3-2. VECSHDR T (&)

A7
vSphere Certificate Manager A—F 4 UF 4 DNy o7 v 7 R

~7 (BACKUP_STORE)

TDMDA KT

Bl

vecs-cli store list

vecs-cli store permissions

L]

SEBAZDEYE LAY R— T 57282, Certificate Manager 2k
STEHERAINET. RHOREDOHDBNY 7 v TELTRES N, 1
BRLVZRESZLEITEERA.

FOMDRRTHB VY 1a—2 a3 ICL> TEMSNIHENHY ET.
=& z(E. Virtual Volumes V1) 2 —2 3 >IC&Y SMS X h7H5E
MENET, VMware R+a A2 bFzd VMware 7Ly 2RX—=X
DREETHERSINENWHEY, AMTHAOIAEZEFERLZNTLEZSE
(A

&: TRUSTED_ROOTS_CRLS X b7 £HIfrd 5 &, GEAEA >~
TSARSOF Y DBEBT D EDBHYET,
TRUSTED_ROOTS_CRLS R b7 QOHIRRPIEERITOMRNTL 2
&0,

ARNTICHT BTV RFAEMEE/AIIBELE T, ——grant 77 3 &L ——revoke T 7 a3V &EFHAL

E

ANTDFREEL EROMFSEWELZSHT R TOEEERTTEET. O—Hh/)LD vCenter Single Sign-On
RAADEEE (57 4/ MF administrator@vsphere.local) (F. RO EEHEEZED., TRNTDRAKRT

DetEREFLET.

vecs-cli get-permissions --name <store-name>Z&fFRALTC. AT DHREDREEME TCEET,

--name <name>
--user <username>
--grant [read|write]

--revoke [read|write]

vecs-cli store get-permissions

AT POREDERREZRSLET.

VMware, Inc.

L]

FEEAE X b7 D&,

TORAFABGEES NS - -D—BDHH.

5427 VXA GHIRY EBEERAR),

WET DT /R RAFAGEHRY E2BF3EERAR). BEFR—bEnT
WEHA.
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FFoary
——-name <name>

—-—-server <server-name>

--upn <user-name>

vecs-cli entry create

e
FEEAE X b7 DR,

UE—K VECS 4 X R¥ Y RICHERT HIHRIC. Y—NREEET S
TEHITERLET,

--server <server-name> CIEET DY —/NA2RFR(COY
AT HHDI—Y— TUT /R, AT ERT S —
DOREBTHERSINET, LN >T. ANTOREEIFILT LS root
I—H—TFE<. REDI—H—ICHONTWET,

VECS LTV hUZERLES. SOV REFERALT 734X — b F—FLEFFAAZEA LT ITEMLET,

E: ZOIAYYREFERALTTRUSTED_ROOTS R b7 I(2Jb— RMEEBAEEEMLAENWTS ZE 0, Kb YIZ,

dir-cli o~y REFERL T/ — MMIBEZARLET,

F7oar
--store <NameOfStore>

--alias <Alias>

--cert <certificate file path>

--key <key-file-path>

--password <password>

—-—-server <server-name>

—--upn <user-name>

vecs-cli entry list

A

FEBAE X b7 D&,

HEEDF T3 rDIAUT R, ZDA T avi EESNEIL—
N XANT7TIEFEREINET.

SBAE T 7 AIDT I ISR,

FIBAE (TGS HF—D T IV /XA,

FT7av,

TSAR= F—%BEBTELDD. AT 3> D/NRRT—RTT,
JE— bk VECS 4 YR U RICEKT DHEIC. Y—NEBEEET S
TeOICERLET,

--server <server-name> CIEETHY—/NARF ROy
AT BEHDI—Y— TU I /NIVE, ANTIE BT 51— —
DIRETHERENET., L >T. ANTOREEELT LS root
A-Y-TRAL RECI-—F—ITHOVWTVET,

BELEARTADINTOI MDY X ERTLET,

--store <NameOfStore>

vecs-cli entry getcert

e

FEEAE X b7 D&,

VECS »oitAEZME L ET., SIAZEEE N7 7 MIVITXET 50, ABDPBRHRAIRELETF AL L TRRTEE

ER

VMware, Inc.
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FFoary

—--store <NameOfStore>

--alias <Alias>

--output <output file path>

--text

——-server <server-name>

--upn <user-name>

vecs-cli entry getkey

ﬂé

EA

Eﬂ

AEAER b T DEA,

Ew

BHEDIAUT R,

AREEEZAL T 7 A,

ANB DRGSR REISAIAEDON -2 3 Y ERRLET,

UE—K VECS 4 X R¥ Y RICHERT HIHRIC. Y—NREEET S
TEHITERLET,

--server <server-name> CIEET DY —/NAURFR(COY
AT HHDI—Y— TU /R, AT ERT S —
DOREBTHERSINET, LEH>T. ANTOREEIILT LS root
A—H—TFE<. REDI—H—ITHONTWET,

VECS [CHB#MENTVWSF—ZRBLET, F—ZHNT7 7 A NVICKET D0 ABDPBERAELTFAMELTE

RTEEY,

--store <NameOfStore>
--alias <Alias>

--output <output file path>
-—text

—-—-server <server-name>

—--upn <user-name>

vecs-cli entry delete

g%

BA

Ew

BEX T DR

F-DIAUT A,

FEEBERAUHNT 7M.

ANBE DR REEF—DN=2 3 Y ERRLET,

UE—h VECS 4 > R& V RICHERT BIBRIC. Y—NEEEET D
TeDICERLET,

--server <server-name> CIEETHY—/N A RF R (COY
AT BEHOA—Y— TU2I /R, ANTI(E ERTA1—8—
DIRBETHEREINET., LD >T. ANTOFEEELT LS root
A—Y—TRE< REDI—HY—ITRINTVET,

FAEXARTADOI Y MY EHIBRLEYS, VECSHOI Y M EHIBKRTSE. DI MUIF VECS 5 T2(CH
MRENET, ME—OBIHME IREDI— MEIBAETY . VECS (3 vimdir Z2/R—U > LT, Jb— bEEAZSZERHERL

N

FTar
—--store <NameOfStore>

--alias <Alias>

—-—-server <server-name>

VMware, Inc.

e

FEEAE X b T D&,

HIFr 95T hMUDIAUT R,

UE—h VECS 4 Y RF Y RICHER T HIHRIC. T—NEBEEET D
TeHICERLET.
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ATvay Ll

--upn <user-name> --server <server-name> CIEETHH—/NARHR(COY
AT BEHDI—Y— TU I /NIVE, AT T 51— —
DIRETHERENET., LM >T ANTOFAEEELT LS root
A-Y-TRAL REDI-—F—ITHIOVWTVET,

-y EREeRkHZTIOCThEMFILES., LRI —Y-FRATYT,

vecs-cli force-refresh

VECS Z##IMICEHLET., T 74/ TIE VECS (5 9Z&(IC vmdir 2.R—U > F LT, #LWIL— bEE
BEZHERLET, vmdir IO VECS ZBELICEHT 558, ZOAX Y REFERLET,

FTFary A

--server <server-name> UE—F VECS /4 Y RE U R(CEHT HEIC. HT—N\RBEEET S
JeDITERALET,

--upn <user-name> --server <server-name> CIEET AV —/NAURXF¥RICOY
AT BEHOI-Y— TU I /N)VE, ANTIR ERTS1—9—
DIRETHEREINET., LM >T. ANTOFEEELT LS root
A-—Y—-TRE< REDI—Y—ITRINTNET,

dirciax>kF U770 2R

dir-cli A—7 4« UF «I1d VMware Directory Service (vmdir) (Z&IFBYV U a—2 3> I—HF—DEREE
. THhO U NEE BLUHBHEELNART—-ROEBEZYR—FLET. vCenter Server 1 Y AZ 2 AD K AL
VHESBELRIDBEEBE LUV ITUIC, dir-cli Z2ERATEET.

dir-cli nodes list
AR >0 E— RTEFEEIN TSI RTO vCenter Server S RTFAE—BXRRLET,

F7oar A

--login <admin user id> F 7 4 )V b Tl O—A4J)L vCenter Single Sign-On R A A > DE
#(% administrator@vsphere.local T3,

--password <admin password> BEBEI-—Y-—DNRT—R, RRAT—REHFELTWEWNSEE, AT
EROLNET.
--server <psc_ip or fqdn> AT arEERTSE. Bl vCenter Server [TEHE LT, £

DLTUT—23y K= F—%2RRTEET,

dir-cli computer password-reset

RALDR Y THOD Y EDNRAT—RZEUEYy bTEHIEMBTELT,
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ATvay Ll

--login <admin user id> 77 # )V b Tl B—AJL vCenter Single Sign-On R4 A > DERE
#(% administrator@vsphere.local T3% .

--password <admin password> EEEI-—Y—D/NRT—R, XRAT—REEELTVEVNEA. AD
ZRkOOSNET,
--live-dc-hostname <server name> vCenter Server A > X% > ADRED LA,

dir-cli service create

YW a—3ry A-Y—ZERLET. ECH-RMNN—FT 4BV U1—-2 3> TERENET.

F7ar EA

--name <name> ERT DV a— a3y - —D4AHL

--cert <cert file> FAPET 7 A NAD/NRR, VMCA TERZ S NIABEEEY — R
—TAHIAEEIEETCEET.

--ssogroups <comma-separated-groupnames> Y a—ay A—Y—&BEINZIIN—TDAN—-ICLET,

--wstrustrole <ActAsUser> YUa—ary A—Y—-&#lHFAIDEBEEIZI—Y— JI -7
DAYN=IZLET, DEY, YUa— 3> - [CEBREERE
5T EIDERELET,

--ssoadminrole <Administrator/User> Yl)a—3ay dA—4—% ActAsUser J)L—T DA N—CL&E

3. ActAsUser O—)L&HEDI—Y—(d, DI —H—ITHb>THE
ETEBHLOIIHYVET,

--login <admin user id> 77 # )V b Tl B—AJL vCenter Single Sign-On R4 A > DERE
#(3 administrator@vsphere.local 7.

--password <admin password> EEEI-Y—D/NRT—R, XRAT—REEELTVEWNEEA. AH
EROSNET,

dir-cli service list
dir-cli TR@gsnsdYa— 3> 1—¥—%FUXMLET,

FFary L]

--login <admin user id> 77 # ) b TlE O—AJL vCenter Single Sign-On kx4 > DER
%3 administrator@vsphere.local T% .

--password <admin password> BEEI-Y-—D/NRXT—R, XAT—=RZIEELTWNVZWNEE. AN
EROHLNET,

dir-cli service delete

vmdir oV ) a—v 3> - —%#fIKRLET, YV ai—Tay I—F—%EKRTIEE vmdir DDA R >
REFERTEZ2IRTODER/ —RT, BETH I —ERDPIRNCTER T AVET,

VMware, Inc. 92



vSphere $25F

--login <admin_user_id>

--password <admin_ password>

dir-cli service update

A

HIfg g 2V Ua—> 3> - —D%H.

F 7 # )V b TIlE. B—AJL vCenter Single Sign-On R A A > DERE
%3 administrator@vsphere.local T%,

EREI-Y-DNRT—R, NRAT—-REFELTOEWNEE AR
ERODONET,

BELEVYYa—ray d—H— (DFEYU, ¥—EXRDaL Y3 y) OIREELZEHLET. DI RERT
L7 T. vecs-cli entry create ¥ Y RZEETLT. VECSDVYUa—>g3> A-—HY—-FHEEIT Y
EEFHLUET, vecs-cliav R U777 RESBLTIESI,

FFoary
——-name <name>

--cert <cert file>

--login <admin_ user id>

--password <admin_ password>

dir-cli user create

vmdir RIC—RI1—Y—ZERLET. ZDa7 > RIEL
Sign-On ORI A2Z1F51—H— (N) (CERATEET,

—-—account <name>
—--user-password <password>
--first-name <name>
--last-name <name>

--login <admin user id>

--password <admin password>

dir-cli user modify

vmdir ADIEEL/Ic1—Y—E2ZELET,

VMware, Inc.

e

BHT BV a— 3> A-Y DR
P—EXICEYULETHAREDRAL

F7 4 )V b Tl O—AJL vCenter Single Sign-On R X4 A > D&
# (3 administrator@vsphere.local T% .

EREI-—Y—D/NRT— Rk, XRT—RE/ELTOVEWMEE. AN
ERODONET.

A—H—%ENXRXT—RZEFERL T vCenter Single
ZnaxryRIiE, O AEVIBICOMMERLET,

BifA

1669 % vCenter Single Sign-On 1—¥— D% #f.,
A—Y -0/ T — K,

dA—-H—-0D%,

I—H¥—0ik,

T 74 )V b TlE. O—=A)L vCenter Single Sign-On KA A > DER
#(% administrator@vsphere.local T,

EEEL-—Y-—DNRT—R, RRAT—RZEZEELTWENSEE AT
ERODONET,
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FTar
—-—account <name>

--password-never-expires

--password-expires
--login <admin user id>

--password <admin password>

dir-cli user delete

vmdir AOIEE LI - —EHBKRLET.

FTa>
—--—account <name>

--login <admin_user_id>

--password <admin_password>

dir-cli user find-by-name

A

ZE ¢ % vCenter Single Sign-On 1—5— D% #f.

vCenter Server ORI EZ(THVEDHSEELY RV (C1—H—
THOYREEEL., NRT— ROBFHERTINICE > T RIDRT
EELELAENVEDICTSRICE. COFTa>E True ICRELET.
ZOF T aVIFEEICERLTEN,

--password-never-expires A 7> 3 V& TICRTICIE. ZDHT
sarvaE True ICHRELET.

77 #)L b TlE. B—HJL vCenter Single Sign-On R4 A > DEE
#(% administrator@vsphere.local T3,

BEEEI-—HY—D/NRT—F, RRAT—RZEHELTOVEWNEE AN
EROENFET,

4]
#IB& 3% vCenter Single Sign-On 21— —N4&&f.

F 7 #)V b TIE B—AJL vCenter Single Sign-On R A A > DEE
#(3 administrator@vsphere.local 7.

BFEZI-Y—D/NRT—R, XRT—REHFELTOEWNEE. AN
ERODONET.

vmdir A1 —H—ZEZRITIKRELET, ZOAY Y RPRTIERIE. --level X T2 3V TOREICL > TRAK

UET,

F7ar
——account <name>

--level <info level 0|1|2>

--login <admin user id>

--password <admin_password>

VMware, Inc.

R

B9 % vCenter Single Sign-On 11— —D %A,
ROERERLET,

m LN O-T7hurhrE UPN

B LALT- LR O DIEREHR
B LR 2-UANNO ETHO Y NENDTZSY, 7ho Oy

Y. BLUNRRT— REMHRDT ST,
T7HI b LAJLE O TH,

T 7 4 )V b Tl O—=AJ)L vCenter Single Sign-On RAA > DER
(% administrator@vsphere.local T,

EEEL-—Y-—DNRT—R, RRAT—REEELTWEWNSE, AT
ERODONET,
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dir-cli group modify
BHED TN —FICA—F -k F ) — TEBMUET.
FFary

--add <user or group name>

--login <admin_ user id>

--password <admin_password>

dir-cli group list
IEE L vindir Z)—TEURNLET.

FFary

——name <name>
--login <admin user id>

--password <admin password>

dir-cli ssogroup create

L]

vmdir O ZI)L— T D4,
BMET 51— —F/=E7)L—T DAL

T 7 4 )V b Tl O—=AJL vCenter Single Sign-On KA A > DER
#(% administrator@vsphere.local T,

EEEL-—Y-—DNRT—R, RRAT—RZEZEELTWEWNSE, AT
ERODONET,

L]

vmdir DIIN—=TDF T a i, ZOF T3 Ik THEEDY
IW—TDEETINEDDEERTHIENTEET.

T 7 4 )V b Tl O—=AJ)L vCenter Single Sign-On RAA > DER
(% administrator@vsphere.local T,

EEEL-—Y-—DNRT—R, RRAT—RZEZEELTWENSE AT
ERODONET,

H—AJ RAA Y (F74)0 ~TlE vsphere.local) WICZ IV —T&#ERLET.

)\ — 7% LT vCenter Single Sign-On RAA > DIA—Y—4ERE=EETBICIE. DAV REFEALE
I, I=EZE =T EERL. FDYIL—T % vCenter Single Sign-On RAA VDEBEZ)L—T(2EMT
BIHE. FOTIN—TITEMEINDTRTDA—T—Z RAS V(W THEEEIERESZISNET.

F7=. vCenter Single Sign-On RAA D FIL—TIZx LT, vCenter Server DA VAR~ T2 A
D7V CREREMNETBHZEHTEET, [VSphere DEF 2T 4] RFaAAVRESHBLTIEZ,

FFary
——name <name>

--description <description>

--login <admin_user_id>

--password <admin_password>

VMware, Inc.

L]
vmdir D ZIV—TDEE. RAXFHIE 487 XFTT.
TIV—TDEHE (T 3>).

T 7 4 )V b TlE. O—=A)L vCenter Single Sign-On KA A > DEE
%% administrator@vsphere.local T4,

EEEL—Y-—DNRT—R, RRAT—REREELTWEWNSE, AT
ERODONET,
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dir-cli trustedcert publish

EEEEMI— MIBEE vmdir ICRTLET, DAY RERTTSHE. 1 9RICVECS CE> TAIBBEDE R
PEBENET, £/21d. vecs-cli force-refresh AY Y RERFTLTCHPAEEATICRAT S LB TE
£7.

FToa> L]

--cert <file> SEBBET 7 A ILADIN R,

—-crl <file> ZOF T a>E VMware 2iEF (VMCA) TlEHR—bhahEt
Ao

--login <admin_user id> F 7 4 )L b TIE, O—AJL vCenter Single Sign-On RAA > DERE

#(3 administrator@vsphere.local 7.

--password <admin password> BEEI-—HY—-—D/NRXT—R, XNAT—RZEEELTWVEWNEE. AN
EROHOLNET,
--chain FI—VIAZEERARALTNREEEF. ZOF T a3 EIBELET.

AT a v DERBLEHY EEA,

dir-cli trustedcert unpublish

WE vdir [CHDEEHI— FEIAZZRTERLET. £EX(E BEDERARREOMO T N TOIAAZDIL
— MEEAE EE o TV B RID)L— MEEBAEZ vindir [DEIML /2SS, SO REFEALEY., ERSNGLE
DIFERREDRITRRL. EARROBELEICFESLET,

FFoar L]
-—cert-file <file> RITHRBRT DEAEZ T 7 1 ILND/NZ,
--login <admin user id> F7 4 )V b TlE. A—A4J)L vCenter Single Sign-On R A A > DE

#(% administrator@vsphere.local T3,

--password <admin password> BEEI-—HF—D/NRXT—R, NAT—REEELTWVEWNEE. AN
ERODONET,

dir-cli trustedcert list

ITRTDEFEFHIN— FIBAZEEWIET S IDEURNLUET, dir-cli trustedcert get Z{EA L CilBA
EFWMBTHICE. FAE ID MBETT,
FTFary A

--login <admin_user id> T 7 # )L b TIE O—AJL vCenter Single Sign-On R4 A > DERE
#(3 administrator@vsphere.local T¥,

--password <admin password> EEEI-Y—D/NNRT—R, XRAT—REEELTWVZWNEE. AD
EXROONET,

dir-cli trustedcert get

vmdir NS EEFHIN— MEEAEEMS L. BELIET7 7 M IVICEERAHET,
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FFoary
--id <cert_ID>

--outcert <path>
--outcrl <path>

--login <admin user id>

--password <admin_password>

dir-cli password create

e

BB 5EHED ID, dir-cli trustedcert list XY R
(ZID #RUET.

FAE T 7 A IVDEERAHFD/INZ,

CRLZ7Z7AMINDEERAHTD/NR, REFHAENTNERA,

F7 4 )V b Tl O—A4JL vCenter Single Sign-On R X4 A > D&M
#(% administrator@vsphere.local T3% .
EEHZI-—Y-—D/NRT—F, XXT—-RZEHRELTVEWEE. AN
EXROLNET,

NRT—REHERIS. SUTLGNRT—REERLET, ZOITYRIE T—RN=F4&®YJa1—-3>

I-Y-DERTEET,

F7ar

--login <admin_user_id>

--password <admin_password>

dir-cli password reset

RREA

F 7 4J)V b TlE. O—=AJL vCenter Single Sign-On R A A > DER
#(3 administrator@vsphere.local 9.
FEZI-Y—D/NRT—R, XRXT—REHFELTOEWNEE. AN
ERODOSNET.

EEENI—Y—-DNRT—RE)Ly bTEZLDICLET, EBELUNOI-—HY-—DBNRRT—-FEUEY T 5
[Z1E. D YIZ dir-cli password change ZFERLET.

FFary
——account

——-new

--login <admin_ user_ id>

--password <admin_ password>

dir-cli password change

L]

HLOWARRD—RZEVHTET AU > hDRHL
BESNZI—HF—DOHLWIRT -k,

7 4L b TlE. B—HJL vCenter Single Sign-On R4 A > DERE
#(3 administrator@vsphere.local 7.

EREI-Y-DNRT—R, NRAT-REFELTOEWNEE AN
EROONET,

A—HY—DPNRRT—REEETZDLDCLET, COERETOTAIVMERBET 21— —THIUENHY
F9, BEH(IL dir-cli password reset ZFEHALT. XRTV—KR&EULY NTEET,

VMware, Inc.
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FFoary

—-—-account

—-—-current

——new

VMware, Inc.

e

Thor 4.

THAY Y hERFTH1—HY—DIRED/NRT— B,

THOYNERBT 2L —DFHLWAART -k,
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vCenter Single Sign-On ICX %
vSphere 25

vCenter Single Sign-On (3R 7 A—AELPEFa VT =0 0KBA >V TSRANSIVF ¥ TT,

vCenter Single Sign-On (&, A—H¥—MRRFIZT2>EEICh—O &R TLET, I—HY—ZZD -0V %1E
FLTvCenter Server Y —EXDRAEZTHENTEET ., RICCA—F—(JERDH BT 3 ERITT
SR

ITRTCDBETHrS 714 v IDPBEEIN, REASNCI—F—DHDIERDH DT V> a3V ERITTE DD, K
BOREVERENET.

A—-HY—-BLOY—EXThHhO NI b= FREEFI-TF-RZENRT—REFERLUTCERIALET, V-
vay adA—Y—(d APEEEFEALCRIALET, Y- 3y A —FBHEEOBESHEIOFEMCONTIEL, 2
Z vSphere t+ a1 UT sfEAEEZSHEL T ZE 0,

ROFIEL, BEDI RV ERTITHHICRAEZTHENTESA—Y—FRATHETY., BEIE. A—
WEHD -T2 —F—%28YH TS L& TvCenter Server 1R £Z2|U X TEF, vSphere (2. ZFA—/N)L
R EZDMDIERETINEEHET, [VSphere DtEF 2T« RFa2 AV NESBLTIEZ,

ZOEICE. RDEYIDEENTNET,

vCenter Single Sign-On [C&k > TIBE# 3% T 5 5%

m vCenter Server ID 7ONA% 77— 3>ICDWT
m  vCenter ServerlD 7ONA Y 7T L —2 3V DEE

m  vCenter Single Sign-On [ZD W\ T

m  vCenter Single Sign-On ID ¥V —ADHE

m vCenter Server Security Token Service DERE

m vCenter Single Sign-On R > —DEH

m vCenter Single Sign-On 2 —H -8B LUV —TDEE
m ZOMD vSphere OFRFEA 7 3~ IZDINVT

m  vSphere Client A4 YEHEOAIA > *yvt—2LDER

m  vCenter Single Sign-On Ot F+a2UF 4 DRI~ TS5 0F74 R
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vCenter Single Sign-On IC& > TIRIBEZ{RET D&

vCenter Single Sign-On #{EHd 5 &. vSphere AVR—% 2 FDREHEN—0 Y AHZXLAENLUEHEE
EMAREICIZ U ET,

vCenter Single Sign-On (XD Y—ERXEFERLET.

B AERID 7AONA Y 7T L —> 3 Fld vCenter Server #&AH ID ZANA FENLI2D1—F—DFR
i, #8234 ID 7ONAFTlE. A—AhJ)L 7HD > b Active Directory £7=(% OpenLDAP. #&
Wiindows 25 (IWA), ZOMOFEFEA =X LA (A —F 11— K. RSA SecurlD. LU Windows
v g D BYR—FEINET,

m FBEENLAEVUa—2 32 39—
m  Security Token Service (STS),
m ST 4vIERESTDHEDD SSL,

ID 7AaNA FDHE

vSphere 7.0 £ VU 710D vCenter Server (C(F. ##&A%4 ID 7OANA IBEENTWET., T 74V Tl
vCenter Server T(Z ID V—X& LT vsphere.local RAA UMERSNET, =720, ZNIEA R M—IVES
[CEETEE9., LDAP/S. OpenLDAP/S. BXLUHtE Wiindows FRiE (IWA) Z{FER L T, vCenter Server
#HAIAH 1D TONAFH D V—RE LT Active Directory (AD) AT AL DICKRETEET, ZDOHRET
. I—PF—ILAD 7HhD > bEFEHALT vCenter Server [CAJA VTEET,

vSphere 7.0 LIFETI3., #ARLEFEALTHE ID FO/NA 5D vCenter Server 2l T&$£7d, CORET
(. vCenter Server # ID 7ANA ¥ L L TCEE#Z T, /7. vSphere Tl3 Active Directory 7z 7L —
>3y H—EX(AD FS) B4R ID 7ONA FELTHR=—FEINTHWET, ZDOFRETIE. AD FS (F vCenter
Server [CRH>TIDYV—REBELET.

vCenter ServerlD 7ANA % 72z 7 b - 3 R+ ERAL-2—Y— 0O
A

KOBEIZ. vCenter ServerlD ZANA 4 757l —> 3> >p1—H—QA4d4y 7O0—%2xrLET,
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4-1. vCenter ServerIlD 7ONA ¥ 75— a3y a—HY—0O54 >

Active Directory

AD FS

vCenter Server

ID FO/is( 4
H—EX

vCenter Server. AD FS, XU Active Directory [d. ROLD[CPU LU EITNET,
1 a—%—mvCenter Server Dby 7 R—=CTA—HY—ZEZANTSHIET, 7O—DPHBEINET,

2 aA—HY—ZhBnT7zTl -3 RAALVADEE. vCenter Server (3FIEk# ADFS [CU¥ AL o L E
£

WE(ZIEL T, Active Directory REHEHREFEAL COJA T H5LDICA—HY—ITKDET,

3

4 AD FS #% Active Directory #Fl L TCa1—HY - L £ T,

5 AD FS 73 Active Directory oD )V —7EREELEF a2V T4 F—0VERFTLET.
6

vCenter Server Wh—o v &FERLTCA—Y—20J4 HET,
NT, A—Y—FRAEZF. BROO—IICHERDPH D TR TOF TP 10 FNaeRRBELUVEETEET,

Fr OF9 BA-Y—-IIT70RAELO-IPEUHTESNET, vCenter Server DEEE(Z, 1—F—»05
AV TEBLLDICDRLKEBFZHRUVUERO N EZZVHTHLENH Y ET, [VSphere DtFa2UT 4] R+
AV RESBLTLIEZN,

HNERID TANA FICT IV EATERWNES, OF 4> Ot X(F vCenter Server D by 7 R—JICRY, )
TIERA v E—VBRRENET, I—F—I[L 5l&#Z= vsphere.local ID V—XOO—A) 7Hho > hEFERL
TAJA > TE%E9,

vCenter Server #i#1A& ID 7ONA FE2FERBLEI—Y— O 14 >

ROKIZ, vCenter Server 23 ID 7O/NA ¥ & L THEET 2158601 —H— 054> 7O0—%2RLET,
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4-2. vCenter Server #i#iA# |ID 7ANA F&=FERB L1 —F— Q51>

vSphere Client 8
‘ I’e_’T o |

vCenter Single
Sign-On

TILAOR

vCenter
Server

VMware
Directory
Service

1 a2—#%¥—(L vCenter Server > XTA®RID vCenter Y —ERICT OV RTB/-DDAI—H - E/INRT—
KT, vSphere Client (COZ A4 > LET.

#4E Wiindows F25F (IWA) BSBRESNTNBREES. 11— —(3 [Windows tv 3 > R4 ERT 5] F
v Ry O REEIRT B ET, Windows XAT—REBADLGLSTHOIA VTEET,

2 vSphere Client(Z. B4 4 %% vCenter Single Sign-On 4 —EXRITELET, 2O —ERIZKY,
vSphere Client ® SAML b= > Fx v o EINET, vSphere Client [CEXE b—20 > BH D156,
vCenter Single Sign-On [Tk Y., I—H¥—2#lEH ID V—X (Active Directory 72 &) [CHEHET 5
EIDPMFzvIINET.

B 1Y -ZOHEMERINTNSEEE. vCenter Single Sign-On [T&2TTF 7 4L b RAL VADF
TV IENET,

B RAALSVEDPI-Y—-RICEENTNDEES (DOMA/Muserl £7=(3 useri@ DOMAIN). vCenter
Single SigN-ON [CK2TEDRAAS U DBF v I INET,

3 I—Y-—DIDV—-—RDRIAZZTHIENTESDHE. TD1—F—% vSphere Client LIRS b= 28
vCenter Single Sign-On [C&L > TRENET,

4 vSphere Client [ k—% > % vCenter Server > X T AICELET,

5 vCenter Server (3. b= U DPEMTHRUNIZA > TWEWIZ &%, vCenter Single Sign-On #—/\T
FrvILET,

6 vCenter Single Sign-On & —/NN[C& WU, b—2 5 vCenter Server > X7 AIZIRE N, vCenter Server
ATV —AT—0EFRLTA-Y—DT7 I/ REHFALET,
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INT, - —RBFEA£RT. BROA-IIHERDPHEIINTDF TP 1/ hEaERTELUVEETEET.

Fr OET YT I/ERBELA-LDBEIVHETENES ., vCenter Server DEEE(Z, 11— -0
A TEBES OB EBEFRMVEAO—NEEYLTEILENHYET, [VSphere DEF+aUF 4] R¥a
AV MESBLTEZ,

VYa—=arya—-H¥—onsqr

Ya—3ry a—-HY—L(3 vCenterServer 4 V7S5 AN OF v TCERINDI T —EXDtY b (vCenter
Server OIRRIEEE/L E) TF . VMware OHRRIEEE®. BE(CL > TEH — R/A—F ¢ BULRIEEES vCenter
Single Sign-On ORI EZ(THEMTEET,

& : vCenter Server Tld. VUa— 3y A—Y—BAEEIABTOEEICOMEBFINET., YV )a— 3>
dA—Y—fREER. AWEDBEICIFTERAREINE A,

ROEIC, YYa—ary1-—¥—0OJ4(4» 70-%2RLET,

K4-3.YVa—arya-—Y—-—oOsq4

vCenter Single
Sign-On

Kerberos

vCenter
Server

VMware

Directory
Service

1 YUza—y3arya—H¥—pvCenter Server H —EXNDIEGEHAE T,

2 VYYa— 3y a—t—(IvCenter Single Sign-On [CU¥ AL bhanEkd, YUa— 3> I—H—N
vCenter Single Sign-On Z#H TERT 156, BNEAIBRELZREIIVLENHUET.,

3 FEEEMSFEHTHNIL. vCenter Single Sign-On (L SAML k=4 > (N7 b= ) &Y )a—3>
A—HY—[CBIUHTES, 2D b—2Id. vCenter Single Sign-On [C&>TELENE T,

4 Va—i3r d—%—(F vCenter Single Sign-On [CUFA LI FEN, ZTDOT7 U RAHFAICTEDNTH R
VERTTEET.

RICYDa—=ay A—HY—DRAEZTHHLENHDHEE(E. SAML b~ 2 Z{FEHBL T vCenter Server
[COJ4 > TEET,
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4] RF2ARESRBHLTES W, FIPS BEXAHEE. LDAP LU IWA %R L 7= Active Directory (&
YR—bEINFELHA. FIPSE—RDBE. A ID 7ONAF 77— a3 &ERLET, vCenter
ServerlD 7ONA Y 77— avDREESBL T ZE 0,

EEEL IDYV—RDEM. 774D IDYV—XDEE. vsphere.local ID V—XDA—-H¥—-BLNI ) -7
DIERERITTEET,

A—HY-—BLUNIIN—TDT—4%I14. Active Directory. OpenLDAP, F£7=(30—4JL T vCenter Single Sign-
ONMAVAR=ILENERIVDARL =T 4 2T AT ALICKRIENET. 1R =)L vCenter Single
Sign-On MIFRTDA > RF > RIZID VY —2X your_domain_name B&H Y E¥ (/=& z 1. vsphere.local 7
E). 2D ID VY —2R(Z. vCenter Single Sign-On RO HD T,

F O ODEBBETH, TIAINMDRAAMUVENDDAFELES, 2—HF—DBTT7HILELUAD RAL DS
AJA LIS COA—Y—DPEBICRIASNDILDICIE RAS BEBMT DLENHYET. RASED
ERXRIRDELEY T,

DOMAIN\user

XD ID YV —ADMERRAIRETT,

m  LDAP ZF\/z Active Directory, vCenter Single Sign-On (& LDAP &R \/= Active Directory M#&
HOIDY—-REGR-—bFLET,

m Active Directory (##& Windows 523F) /N\—2 3> 2003 LIk, vCenter Single Sign-On #H¥ 5
&, B— Active Directory RAAS & IDV—RELTIRETEET, RAASVICFRAAL D EFEERY.
THUVAMIV—b RAAICTBHZENTEET, VMware O F Ly PX—XMDEFEE KB2064250 Tld.
vCenter Single Sign-On TH/R— k&N TL\% Microsoft Active Directory O{S$ERERICD N THERER L
TWET,

s OpenLDAP N—2 3> 2.4 L%, vCenter Single Sign-On ($##® OpenLDAP ID ¥V —XR&EHR— K
LET.

7 @ Microsoft Windows DS DEHTld, BAMRIALEF(LENBET SLDIC. Active Directory 7
TAINDEMENZTEEINE T, ZDZEHIL vCenter Server 58 Active Directory I L TED L D [CREFE1T
SMICEELET. vCenter Server M ID Y —X & LT Active Directory #{ER 3 218414, LDAPS #H%)IC
THELERTTILENHYET, ZD Microsoft txa VT« 7v 77— bDOREMICDNTIL, https://
portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV190023 & k! https://
blogs.vmware.com/vsphere/2020/01/microsoft-ldap-vsphere-channel-binding-signing-
adv190023.html =5 L TS Z ),
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vCenter Single Sign-On DT 7 # )L b RAAL VDERE

vCenter Single Sign-On W& ID V—XId. RAA 2 EBEERITFENTWET, vCenter Single Sign-On (4.
RAALVREIELTAIA T 20— —DFREICT 7D RAA VEFERLET., T7HIVMUAD RAAL I
BT 21—Y—305 A VEBICRASN VRBRESTVLENHUET,

d1—H—7% vSphere Client 705 vCenter Server Y RFTAICAT A>T 5545, OJA4 VEBEEI——DT 7
AW EDIDYV—RELTHRESINTOWDRAASVICHELTWADEDDICK>TERVET,

B TUFIE RAAVICHBELTWA A —FA—F - LENRRT—RTAIA VTEET,

m  vCenter Single Sign-On (2 ID V—RELTEMENTWBINT 74V RALVUNAD RAAL V(ICFREL
TWasI1—H¥—(d, vCenter Server [COJ AV TEETHN., ROVWTNDDAEITRAL VEIRET HDLED
HYFET,

B RASVREEFICED S, ) MYDOMAIN\userl
m RASVEEDD, ) userl@mydomain.com

m vCenter Single Sign-On ID V=X TR\ R AL VICFAEL TS —H—(L vCenter Server (Z(3A T A
v TEFEH A, vCenter Single Sign-On [TEML/Z RXAA VISR AL U EBO—ERTH Hi55. Active
Directory (IEEEBADMD RAA > OI—H =D EINTNEIDNESHEHLET,

Fg

1 vSphere Client Z{#B L T vCenter Server (A1 > L&ET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEEJIL—TDRID A > /N—D1—H
—BENRT—RERELET,

AV AN=IVEEICRL S RAA VERE LEHE(E. administrator@mydomain L LTOd4 > LET,
3 [BRlIA-—Y—A25—TzARIHBHLET,

a [R=AlAZa—05 [EE] £2RRLET,

b [Single Sign-On] T, [#&m] &#2Jv o LET,

4 [ID7ANA5]14TTIDY—-R1&2Uvo L. IDY—REBIRLT. [TT74IMELTEEIEIU VY
LEY.

5 [OK]l&Z2UwvoLET,
RALVRRTIE. TIAHINVRDRAAL D DZATHN (TT7AHIVEK) ERREINET,

vCenter Single Sign-On ID ¥ —XAMDBINE /- 13 iRE

d—H%—(L. vCenter Single Sign-On ID V—XR&ELTEMENZRAS VIZELTWSIEEDH vCenter
Server [COY 4 > T&% 9. vCenter Single Sign-On OEEEI—HY—I(d. ID V—XDEMP®, BMLAZ ID
V—ADHREEEBRTHIENTEEXT,

IDV—X&ELT. LDAP #4L7= Active Directory. &4 7« 7® Active Directory (#t& Windows 32:L)
RAAE/IL OpenlDAP T4 Lo~ H—EXRZFERTEE Y., vCenter Single Sign-On (2L %
vCenter Server @ ID V—XRESBLTLZEN,
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A4 A M=)VERIZ, vsphere.local RAA > (F/=lFA VA M=IVEIZIEE LI R AL 2) #5. vCenter Single
Sign-On REA—H—& & B [TEMATEEIC/ARY E T,

&+ Active Directory SSL fiFAZE A EFH E /= (FEHR L /=154 (L. vCenter Server D ID V—X&HIKR L THBE
EMy50ENHYET.

AR R

Active Directory (#t& Windows §23E) ID V—X%&iENNT %1554, vCenter Server % Active Directory
RALSCRAICEBT 2HENHY EF ., Active Directory kXA AdD vCenter Server DEMESBL T 2
0N,

FlE

1 vSphere Client Z{#RH L T vCenter Server (O A4 > L&ET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEEJI)IL—TDRID A > /N—D1—H
—BENRT—REEELET,

AVAS=IVEEICRED RAA U EIRE LZHE(E. administrator@mydomain L TOdA4 Y LET,
3 BRIA-—Y—A29—TxARBHLET,

a [R—A]lA=Za—Hm5 [EE] £RRLET,

b [Single Sign-On] ©. [l &4 v o LET,
4 [ID7ana#]l#7T[DV—XR]1&=oUvoL., BNl &Yy I LET,

5 IDV—XREZRL. IDV—-RABREZANLET,

F7oa> A

Active Directory (& Windows 52L) 4 T 1 7D Active Directory RE(CZDF T a3 &#EFRALET., ZOA T3 &
A9 5543, vCenter Single Sign-On —EXM#EE L TS~ > »H Active
Directory RAASVICELTWSHEDHY ET.
Active Directory ID V—ZXDFEESBL T ZE N,

LDAP %4 L7 Active Directory ZOFTar Tl RAAMY OV bA-FEDEREIEETHLENHY EJ. LDAP

[Lightweight Directory Access Protocol] #4 L 7= Active Directory LU
OpenLDAP Server ID V—RDHBEESBL TS,

OpenLDAP OpenLDAP ID V—RIZCZDA T 3 »&ERLET. LDAP [Lightweight Directory
Access Protocol] #4\ L 7= Active Directory &0 OpenLDAP Server ID V—X®
BREESBLTZE,

E: A-—Y-—ThourrPOvIINTWSEHMH, EXIT/E> TS E, Active Directory RAA NDFEER
BTN —TEA-HF—DHBRIBIZKKLET., -V —Thor MMt IV —& )L —TDHFEER (OU)
NDFHBRYERT7 VL REEEE, - —L I —TOBMEFHRY TEILENHY E£T, Active
Directory (3T 74 )V b TID7 Vv REERELET, EFa VT OEEDEHIC, HRlLT—EX 21—
Y—EFERALET.

6 [EMlZsYvILET,
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RORFY T

9., BA—Y-ICT7 R LGELAO-IPEIUHTENET, vCenter Server DEBE(L. I1—H¥—-POJA T
EBLEDCAHELK EBHRARVERO-INZEYHTHHLENHY ET, [VSphere DtFa2UT 4] RFa2 A2
EZRBLTLEE,

LDAP [Lightweight Directory Access Protocol] ## L 7= Active Directory & U
OpenLDAP Server ID V—XDHBTE

LDAP [Lightweight Directory Access Protocol] 4L 7= Active Directory ID vV —X (%, Active
Directory (& Windows 25F) A 7> a > LUBHENET, OpenLDAP Server ID ¥V — X4, OpenLDAP
EERATHARIECHERATEET.

OpenLDAP @ ID V—REHBFET DAL, VMware 7L v IRX—ZXDiEE (http://kb.vmware.com/kb/
2064977) TIEMEHZHERL T EZ,

& :  Microsoft Windows D&S#&DEFH Tl BABRRIAELEE(ENBLETSEDIC. Active Directory ®F
TAIFDOEMENZEEENE T, ZDZEHEIL vCenter Server 18 Active Directory I L TED L D (CREFE1T
SR L ET . vCenter Server M ID Y —X & LT Active Directory #{FER T 5154514, LDAPS #H%IC
TEHELERTTILENHYET., ZD Microsoft t+xa VT« 7v 77— bOFEMICDNTIL, https://
portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV190023 XU https://
blogs.vmware.com/vsphere/2020/01/microsoft-ldap-vsphere-channel-binding-signing-
adv190023.html #5BL T Z 1),

& 4-3. LDAP [Lightweight Directory Access Protocol] 4 L 7= Active Directory £ XU OpenLDAP
Server /T

FFary A

[&Hi] ID V—XD%RH.

[2—%—D~—X DN] I—H—DN—R@R B, 1—Y—%R&MAT S DN ZAALET,
=& %14 cn = Users, dc = myCorp. dc = com DL>ICAAL
F7,

[Z)V—TD~X—X DN] TI—=TDOR—=R#HR G, JIV—TheRERET S5 DN ZANLET,
/=& ZI1E cn = Groups., dc = myCorp. dc =com DLDICAH
L¥E7.

[Exa>4] RAA1 D FQDN,

[RAAY TA4UTR] Active Directory @ ID V—ZXDHEE, K44 >N NetBIOS £,

SSPI itz ERAT 554 ID V—XDRI% & LT Active
Directory kA4 >® NetBIOS &#EBMLET.

OpenlLDAP @ ID V—ADHE, BIRERELLENE KXF TR
ENERA BDPEBMENET,
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% 4-3. LDAP [Lightweight Directory Access Protocol] #4 L 7= Active Directory & OpenLDAP
Server OF/RE F:Z)

ATvay Ll

[1—¥—4%] I—Y—BLUNIIIL—TD BaseDN [ LT, RIERDOZFHEYER
TUORREEFE DAL VADI—F—D ID, ID [FROWNTNHD
ERICTEHENTEET,
m  UPN (user@domain.com)
B NetBIOS (RAAN\I—H—)
m DN (cn=user,cn=Users,dc=domain,dc=com)
A-—Y—ZRTLEMBICTD2LENHYET, [user] LOWS AN

HEELE A,
/X277 — K] [1—H—%] TEELEI—F—D/IXRT—RK,
O] BHEDRAAY AV O—5, RAMVHADEBDRAA Y OV b

O—5, FEIBENI Y FO-ZEEETEET.

[7Z4<1 #—/N URL] RALDTSA4<Y RAALY 3 bO—F LDAP H—/\, KRR b
BEEIEIP 7 RUVROWTNDEFERATEET,
ldap://hostname_or_ IPaddress:port DX E/(L
ldaps://hostname_or_ IPaddress:port DX EERL &
T, BEOR— ML LDAP ## T3 389, LDAPS ## Tl 636
T, Active Directory O ILF RASAY OV FA—=5 F7O04D

6. BEOR— I LDAP ##iTld 3268. LDAPS ##: Tl
3269 T79.

TS5A4xERIFEA S LDAP @ URL IC 1daps:// R
5B&14. Active Directory 4 —/X@ LDAPS T RiRA > TR
T AHEHEERIT DARBIVBLETT,

[th>&YU H—nd URL] TzANA—N=IERENDEAVS) RASY a2 bA—-5
LDAP =07 FL R, RAMRERLIF IP T RLROWTNHE
ERATEET,

[FEBE (LDAPS Di5&)] Active Directory LDAP ¥ —/\%/z(3 OpenLDAP Server @ ID

Y —XT LDAPS #{EHT 55555 8220 vo LT, LDAPS
URL TIEESNZRAAL Y OV A= MSIT I RAR— I N/FEHA
EEEBIRLET. (ZZTERT ZHBEEFIIN— b CAFBEETIEZN
ZEITEELTLEE,) Active Directory M 5iIBAEE T & XK
— 9 %23, Microsoft D RF a2 AV bESBLTI LS,

Active Directory ID YV —RXDBRE

Active Directory (#t& Windows 523E) ID V—RD ¥ A T&ERT B4, A—AI > Thov hed—
EX FU2 L% (SPN) ELTERT S M. £7/2(3 SPN ZBARMICIEETEET, ZOAF T a3 (3.
vCenter Single Sign-On % —/\#A% Active Directory RA A VIZBML TWBBEICDMHMERTEET.
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Active Directory (#& Windows 525F) ID ¥V — R {ERDETHREM

Active Directory (#t& Windows £23F) ID V—XDFIARIEERSZE(ICDH. INEFERT 5L D IC vCenter
Single Sign-On % E T £, [vCenter Server DRI RF a1 A2 FDOFIEERITL TSN,

& : Active Directory (#& Windows 523) (&, Active Directory RAAL > 74 LA MDIL— EEITER
L £, Active Directory 7+ LR SRDF R AL &FERL THES Windows 823F ID V—REZ#ERT B H%
[ZDWWTIE, VMware OF L v oN—XRMFEE (http://kb.vmware.com/kb/2070433) 5B L TS ZE L),

BEEZRRIZTOICIE [ Thor haER] #FRUE 3. vCenter Single Sign-On 2#&&id 50— H)1
T VDEFELEBEFEDHEEIE. SPN #BARMICIEE T 52 B8O LET,

TF a2V T BIENVEICHDAIEEMED H DIHEFTDEED/=HIZ Active Directory TREiA X~ O &FMIC
LTWBE ZOTaLORY B=NCAXREID2889 DOY ARV MPRRINDZIENHYET, HE
Windows 252 ER L TWBBE, AR ~ID2889 (dtFa VT« URITIREL, BELLTEREINE
T AR~ 1D 2889 MEHMICDULNTIL, https://kb.vmware.com/s/article/78644 (2% % VMware L v
IN—ADREEESRL T,

£ 4-4.ID YV —AREDEN

TFERAF Ry O R A

[Rx1>4] mydomain.com D&k D 7EEefE kA1 > % (FQDN). IP 7 kL
RIEELBENTLES L, ZDRAAL %S vCenter Server & X
T ALIZE>T DNS OZFIBRNAIREETHDBENH Y ET.

[ Thor bzeER] A—A) 2> 7THhUrhE SPN ELTERT 2BEE. Z0F 7
TavEBRLEY. COATLaraBRTBHEEF. KA VED
HERELET., YO URBREERFT BB COA T3 v EBERL
FNTLZE W,

[—EX FU /L% (SPN) 2EH] O—Hh) R VBEERT HI5EE ZOF T a v ERIRUET,
SPN, ID V—XTCRiATE1—H¥— BLUVZDI-HF—D/RT
—REETTIVENHUYET.

[—EX FU /L% (SPN)] Kerberos [Z&k % Active Directory ¥ —EXDEEEXIET S
SNP, STS/example.com DL DI, BRIICKRAS S EZEDHET.
SPNZRAAMVEURT—ETHIVENHYET, setspn -S 1O

Y RERTTDHEEEPERESNTWERWNZ EEF T v I TEET,
setspn DFERICDNTIE, Microsoft D RF a1 4> hESBLTL

ZEN,
[2—¥— TFU>/0L%E (UPN)] ZDIDYV—RY—ARTEFLITEDA—YF—RLENRT R,
[XRT— K] jchin@mydomain.com LD IS, A=) 7T RLADOERXEFERL

£, 2—H— FU 2 /NL4AIE. Active Directory —EX 1 >~
Y—TI1ARIT4% (ADSI IF4%) THRIATEZET,

CLI Z{ERL~= ID V—XDEME = (LHIBR
sso-configA—TFT 4 UT 4 &2FERL T, IDYV—REEBMELISHIBRTEET,
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IDYV—RXRELT, 4T« 7D Active Directory (#& Windows §85F) R A4 >, LDAP %4 L7z Active
Directory. LDAPS (SSL #/L 7= LDAP) #{£H 3 % LDAP %4 L 7= Active Directory. £7=1& OpenLDAP
EEATEE T, vCenter Single Sign-On [C& % vCenter Server @ ID V—XRESBL T EE 0, F/-
sso-configA—FT 4 UT s ZFERLT. AX¥—bF H— K& RSA SecurlD 2iEE2RELET.

AR &M

Active Directory ID ¥V —XZEBINT 5i54&(L. vCenter Server % Active Directory RAA VRICEEYT 54
ENHY FET. Active Directory KA A AD vCenter Server DEMESBL TS ZE N,

SSH O A EFHHMILET, vCenter Server > JLZE{FEA L= vCenter Server DEBASRBL TS EE ),

FIlg

1 SSHIZEDUE—b OV —IiEREZERL T, vCenter Server > R7FATEYy > 3V ERBLET.
2 root&lLTOIAULET,

3 sso-configd—T A4 UTADEESNTNETALIMJICBELET,

cd /opt/vmware/bin

4 sso-config.sh -help #%2fTL T sso-config OANITESBT 5. VMware F Ly PR—RDEE
(https://kb.vmware.com/s/article/67304) TERBIZSBL TS L),

Windows v > 3 25 T®O vCenter Single Sign-On D{EF

vCenter Single Sign-On T Windows v 3 &85 (SSPI) ZEHATEEY. SSPI Z#{EHAT 52,
vCenter Server # Active Directory RAA VIZBMEEZ2HVENH Y ET,

AR

m  Active Directory R XA >A® vCenter Server @&, Active Directory R XA >A® vCenter
Server MEMESBL T ZELY,

B RASUDPEBICRESNTNSZILEHRALET. FHlICDNTIE VMware 7Ly UN—XDEEE
(http://kb.vmware.com/kb/2064250) &L T =21,

m RS S A UBA VAR =ILENTWBZ L&#EFRELET., vCenter Server DA VA h—=J)LETy ~
7y TESBLTSESN,

pe = Active Directory 7z 7L —3 3> 3—EXRTT7x 7L —> 3 FiEERT 5L 52 vCenter Server %
RELEBE. IR 7> 51 (3. vCenter Server 78 ID 7A/NA ¥ TH 5 (Active Directory over
LDAP, %?Eé Windows 23, OpenlLDAP #H) ICOABEREINET,

FlE

1 vSphereClient® [AJ A4 V] R=JICHEHLET.

2 [Windows v > a iRiEFERTA] Fzv o Ry I XEERLUET,
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3 Active Directory @1 —H#—&ENRT—REFRLTCAS AV LET,

m  Active Directory RAA VST 7LD ID V—RXTHHHEF. jleefEDI1—Y—-FZTOI1 L
E3

n 25 TRVMBAE. jlee@example.com DES[CRAL VEZERDHET.

vCenter Server Security Token Service D&

vCenter Server @ Security Token Service (STS) (&, €FaUT s b—o > DFET. KR, FFHE1TDO Web
Y—EXTY,

b—2 > DFEITETH S Security Token Service (STS) Tld. 754 RX—hk F—2FHLTr=IVICERL.
Y—ERDNT y JABAEERNALTA—0 VDEREWRILET. vCenter Server Tlx. STS ERAFBEN
EFE XN, VMware Directory Service (vmdir) [LIREFEESNET, b=V (IBEMRBEANELS. EHOF—DWNT
Nb, INETERIERSINZRAIEEEDSHY ET.

A—HY—ET7SA T VUEERHE#RE STSA VY —T A RITIRHFEL T, b—o 2 EWMBLET., 754 < REEFR
T, - -0y A FICKk>TERYVET,

% 4-5. STS 21 —H— L R5HER

aA-Y—-ns47 754 <V RiLER
Via—3zy a1-—H-— BITFAE
ZDMDI—Y— vCenter Single Sign-OnN 747> 547+« V—ATERTE %1

— YR ENRT— R
STS (&, 7SAXURMRBRICEDVWTA—Y—2RFAL. - —BHENEENTNS SAML h—o > &HEEL
£

F 74 )L T, VMware Certificate Authority (VMCA) T STS ERiIBEENEREINET, STS BLIAE
ZHL W VMCA SIBAETEH TEET., 774/ bD STS BRIAPEEA VR— LT, ARV AFEEFY—R

IN=T A ICK O TERSNAE STS BERLMRELEERZADEDBTEET. SO EFa VT4 KU —TIXRT
DIAEDEZ|A DV ERIZEERINT, STS ELIMBEELE WM LNVTSEI,

vSphere Client 2 AL T, UTOZEETAET,

m STSEHRENER

n ARIABXOY—RNR—FT o [CEo>TEREN STSHRAEDA V)R- EBZH]Z
n BRERRAZED STS SIBAE DA &R

ARVYR SAVEFEALT DRI LABXUY —RN—FT 4 [CEo TERESN/Z STSFHRAZTEEES AL LHT
EET.
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STS FEEAE D HARE & B EARR

vSphere 7.0 Update 1 LIEDFIR A > X =)L Tld. 10 EDEIE £#D STS BAMBAENER S NET, STS
ELARAZEOEMHIRLIED< & 90 BAIMS 1 BRICTETS—ABRETEN, 7 BRIICAS EBARTEINE
ER

E: WEDORRTIE, STS ERATEEESMA S L. AIAZTOEMNHPRENEDS ZLBHUYET, AAEDEE
BZERITTHHRE. FEITEEAMIBISEREL T LS,

STS FIRAE D BN EF

vSphere 8.0 LI&. vCenter Single Sign-On (& VMCA ThR SN/ STS ERIABEFBHNICEHLET.
BENEHIL. STS ELABEDEMERNSTINSEL. 7D 90 BOERYINT Z— AN MU HINDRIICERITINE
. HEEHFNKEKL-1EE, vCenter Single Sign-On (A4 77 A JVICTS— Ay E—CEERLET., BLE
[CIGU T, STS BERIAPEEFHTEHTEET,

& : vCenter Single Sign-On (3. W A& ARSI N/ STS BRFAAEOCY — R/N—FT 4D STS ERAHEE
BENEHLEEA.

STS SIFAEDEH#. 1 VR—F, BLXUVEZH]Z

8.0 LIfg. STS ERAEDEFH. 1 R— b, FLIFEEHZ TIL vCenter Server [CXABIEBPLEL N
O, I IAADPRELERTA, iz, U ISNEEBRT. B—0 vCenter Server O STS EXZIAEEE
. A R—b, FEEEBHRTSEE Uo7 RTOH vCenter Server > X7 AD STS sIRAZNEHINE
ED

E: BEDRRRTIE, STS BRMBEDEH. 1 R— b, FEEBBRETO/HEIC. FEITLS vCenter
Server AT ADBEFHPVHEICEDZENDYET,

vSphere Client Z{#f L 7= vCenter Server STS SIEAZEDE#

vSphere Client #{#/H L T. vCenter Server STS ERZIAELZFH C=E T, VMware Certificate
Authority (VMCA) [CE > TH LU WERAEDREITIN, REDIBENEESHRI SNET,

STS Z2LiRELZFHT S L. VMware Certificate Authority (VMCA) 2k > TH L WGEBRENFRITE N,
VMware Directory Service (vmdir) DIRFEDIIAENBEEHEI SNE T, STS (THL WGEBAEEFERL THL
Wh—2o ERTLET. IR >0 T— RERT, vidir [$3L WEIBAZE #RTTD vCenter Server &~ A5 A
MU IINTNSTRTO vCenter Server Y RTFAICT vy 7O—RLET, STS ELIMBELFTH T 515
&. vCenter Server Y RT A&, H5RY 0 E— RERDO—EHTH B Z DD vCenter Server & X7 A% BiL
e s0nEEIHYEHA.

NRG LERSI NI, F2ET—RNX—=FT 4D STS BEAFAEEFERAL TW\215E. BHICK > TZDIHEEN
VMCA [CE > TRITENAEIAETLEEESNET, hRFLAEREINE, £ —RNX—=FT 4D STS EXH
EEEHIBHICE. A VR—bBLVERT T 3> &2 FEALET. vSphere Client A L 7z vCenter Server
STSERIRAEZEDA VAR—hEBEMRZZTBL TSI,

VMCA [CL o> THITE N/ STS ERFAAEZ 10 FHEM T, HBRITOAAETEIHYEEA. 2EOEF2 Y
T4 RUS—TEKRKEINDHEERE., ZOFMAZTEESBRAENTLESL,

VMware, Inc. 129



vSphere $25F

AR R

AIREAEET B8, O—hN)L RAAL > (F7 4V 5TIE administrator@vsphere.local) OEBED/NRT
—REANTIHENHYET, (IBAEEFHT 554, vCenter Server > RTFADEEEERDH S 1 —H—D
vCenter Single Sign-On FRHEFERHBANT H2LENHYET,

FE

1 vSphere Client Z{#RH L T vCenter Server (O A4 L&,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEE I IL—TDRID A > /N—D1—H
—BENRT—REEELET,

AV AS—IVEFICRIED RAAL U EIRE LZBE(E. administrator@mydomain L TR&A4 Y LET,

3 [[IAEOEB]I-—H— 109 —TzMRICHBEBHLET.
a [R—AlAZa—ho [ER] 2BRLET.
b [fIAE] T. [FIAEDEE] 2V v I LET,

4 vCenter Server OFFEFRDANERD DA v -V PRRENIZH, COBFREATLET,

5 [STS Z&iBAE] T. [T 3] - [vCenter Server fIAEZFERL CEH] DIEICI U v o LET,
DR LEREN, FET—RN=F7 1D STS BLFAEEZFEAL TNSI5E. BEFREICK > TEDIE
BBED VMCA TERESN/ZIIAETLEEEEINE T,

e OAVTSATUREOBRTY — RNA—F ( DFEBEELFERL TWVBE, BEHICE > T vCenter
Server D RT AWIEEMZAEDZENHYET, £l hRIAERSI N, EEY—RN—=FT 1D STS
LZEIBAEEFER L T\ 5184, Security Token Service TZNDH RS ASFBAE /213 — R/S—F 4 SIEAED
F—o BRIERASNGSEYET,

6 [E#FHlZ/VVILET,

VMCA [F. 2@ vCenter Server > X7 ALV U Enf= vCenter Server > X7 AD STS EL5IHE
EEHLET,

7 (X7 ar) [EBIMICEH] Ry UBRRINB5E. vCenter Single Sign-On THEMKRE SN/ &0
STETY, BEMICEH 20V v T3S, UTOFEINIBEREZEZEL T EE0,

m HEEZ(TEITNTO vCenter Server & X7 AT vSphere 7.0 Update 3 LIEMRITEIN TR NS
A, AREEOEHITHR—FINEHA.

m [BEIRCER] #RIRT D5EE(E. TRTO vCenter Server P AT AEZBREHFHTIVENH Y., BiLs)
THIETINSDL AT ADEREEICILDATRESENHY T,

a EENTBEMRIEE. [Frowl]E 22Uy o LT, BEEARABLTIESN,

b FEMNbLHo>TWSIEE. BREIMICEFR] 20U v o LT BEFHEHRITLTHNS, FET vCenter Server
SARTLAEEHLET,
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vSphere Client #{#H L /= vCenter Server STS sIFAZ DA VR— b ELEE
Bz

vSphere Client ZfH L T, vCenter Server STS ffFAZEZ A > R— b L. W RY AERBFIAEEZITH— BN
—TAHAELBEEMRA D ENTEET,

TI7HIED STS BRAPEEE A VAR— ML TESHRZS(CE. HPICHLUWIBELZERT I2VLENHYET,
STS ERAEE A VR— ML TEZHZ 5L, VMware Directory Service (vidir) (37 L W\EERREE FITTD
vCenter Server > RTFLAMWS ) 7 INTWBTARTD vCenter Server AT AICT7 v 7O—RENE T,

STS FERAE(L. ASRAITOABAETIEHY EFHA, SHOEF2 VT« RUS—TERINDEEERE. ZODIL
BAEIBERAENT L,

BIRSRM

SIBAZEAEET HBE. O—HhJ)L RAAL Y (F74/)L ~TlE administrator@vsphere.local) OEBEHED/NRY
—REANTBHLENHY ET, vCenter Server > RT ADEBEERZIFDI—Y —D vCenter Single
Sign-On FRELEROANT H2VENHYET,

Flg

1 vSphere Client Z{#H L T vCenter Server LA A > LET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEEJIL—TDRID A > /N—D1—H
—BENRT—RERELET,

A VA= IVBEICERL S R AL &18E LIEEE&L. administrator@mydomain &L TR A4 > L&D,
3 [(IAZEDEE] 1 Y- A5 —T A RICBELET,
a [R—A]AZa—Hm5 [EE] £RRLET,
b [FIAE] T. [AIAEDEE] 20U v I LET,
4 vCenter Server OFPFBFERDANERD DA v - PRREINEZS. COBFEREANLET.
5 [STSZERIMBEIT. [T/ a32]-[A>R-—FLTEEZH]Z]. DIBICZU VI LET,
6 PEM 77A4)%E#EIRLET,
PEM 774 )LICIE. BRIABETF - ETIAMRX—F F-—DPEENET,
7 [BEHZ]&E0VUvILET,
STS BRFAE(E. D vCenter Server > RTFABLUY >3/ vCenter Server > XTATEEH]RZ
SNET, HIIRENZWRY., vCenter Server Y RFAEZBEHTH2LEILHY EH A
A R SA4 #{FERL7 vCenter Server STS SIFAZDEE#2

CLI #fEA L T. vCenter Server STS SIBAEZ N RS AERENICEIAEE /23— RN—T A DIAELEE
BZBHENTEET,

EI770D STS ERFAPEEER ST 5L T, SUDNKOLAAFTEERT S, FLEEIHRUNELEDOIAZEZE
HIDENTEET, T74)I D STS ERAATLZEESHMAS(CE. BAITHUVIIBAEELERT HVLEND
UET,
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STS fERAE(L. MNEBRITOFABETIEHY £ A, SHDOEFa2UT 4 RUL—TEREINDIGEERE. DIt
BAEFIEEWMABNTSZE0,

CCTHRAIDFIREERTIVEDPHYVES., 774 AT ALORAZTZEREESHMA RNV TLE
AW

RIS

vCenter Server A® SSH A5 4 > &F#IZLEF., vCenter Server > z)LE{ER L 7= vCenter Server D&
BASBL TS,

FIE
1 vCenter Server >z /VICroot LLTRIVALET,
2 GIAEEMERLET.
a HUWEIBRZEEZRIFIZEODLYy TN To LI MUEERL. TaL 2 MU DERZEERLET.

mkdir newsts
cd newsts
pwd

#resulting output: /root/newsts

b #HLWFaLIbMUIZcertool.cfg77/J)LlEaE—LET,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

c VImBEDIARURSIA Y IT 49 %5FEALT, certool.cfg 77D IE—%BE. O—HILD
vCenter Server IP 7 RV RERRA MR EFERTALDITHEELET., EHIZBAET, ROFITRTLDIC
2XFTHEETIVENHYET,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

d F—Z&ERLET.

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey --privkey=/root/newsts/
sts.key —--pubkey=/root/newsts/sts.pub

VMware, Inc. 132



vSphere $25F

e FIRZEZARLET.

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/
root/newsts/sts.key --config=/root/newsts/certool.cfg

f EREEFI—ETSAN—b F—ZFEALT. PEM 77 M JLEFRLET,

cat newsts.cer /var/lib/vmware/vmca/root.cer sts.key > newsts.pem

3 STSERMAZTZEHLET. LEXEE RDESICLET,

/opt/vmware/bin/sso-config.sh -set signing cert -t vsphere.local /root/newsts/newsts.pem

VMCA [F. 2@ vCenter Server > X7 ALV s Enf= vCenter Server > X7 AD STS EL5IHE
EEHLET,

vSphere Client Z{ER L7725 « 772 vCenter Server STS E4AFAETF
T—YDRR

vSphere Client 2R LT, 727« 772 vCenter Server STS EL5BAEF 1 — VAR RTEE T,
TUT 4775 STS SIFAEICET 2 RDERERRCEET,
n  [HIER] OB
. BWERBECEREDTF v L ABREORFVHRPUNALIAREICDONTESET I L PEBDTF VY
m TIOTAT Fr—rERRTTD [FERERT] U
FIlg
1 vSphere Client 2R L T vCenter Server [CAZ A LET,
2 Dia<sb FARY EREF DIV —DI-—HF-RBENRT—-—REANLET,
3 [[IAEDOEB]A-—H— A9 —TzMRIBEHLET.
a [R—A]AZa—D0o [EE] ZRRLET,
b [fIAE] T. [FIAEDEE] 2V v I LET,
4 vCenter Server OFRFEFBRDANEKRD DA v - PRRENIZH, COBFREADTLET,
5 707477 STSAAEOHMERRT 2123, [FlexRr] 20V v I LET,

aAv R 54 %ERL LDAPS SSL stFHED B EARRDYFE

LDAPS %L 7= Active Directory Z{ER L TW\3i54&(F. LDAP 574 v ZA® SSLEIREZT v 70— R
T&EF9., SSLAAEIL. BRIEEINEHRIBRICERNSUINET, sso-config.sh AY Y RAFERAL T,
SIBREDEMEARE R RL. HERDUINBRICEIBBEE T 2DEH T AN EHIFTEET,

vCenter Server (. 727 « 775 LDAP SSL GSIBBZDE#HEARIEDK L7 S5 —hERRLET,

LDAP Z% L 7= Active Directory £7=1d& OpenLDAP ID YV —XZ&FEHRL. 3—/N\I[Z¥ LT ldaps:// URL %
IBELEBEICIRY., FIBAEDOEMNERIBEHREZMRETE LT,
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EIf7 St

vCenter Server ~N® SSH O 4 »&#HMICLET. vCenter Server > z)LZ{FER L 7= vCenter Server D&
BaeSRBELTEI,

FE

1 vCenter Server [Croot &LTRAJA Y LET,

2 ROOATYRERTULET,

/opt/vmware/bin/sso-config.sh -get identity sources

SLF4J Ay t&—2I3EBRLET,
3 AMMRERETB(E. SSLABBOMMERRL, NotAfter 74—l RERRBLET.

vCenter Single Sign-On 7/RU > —DEE

vCenter Single Sign-On RU & —[Z—&MIC. A=A ThOo o hEM—o>DEFa2UT 0 I —IVEBERLE
9. vCenter Single Sign-On OF 7 4L FD/IZAT—R RUL— OvoT7ok RUS— LU= R
U= ERRELNIRETEET,

vCenter Single Sign-On M/XX 77— K RY o —DiR&E

vCenter Single Sign-On M/SX T — R RU > —(F, NRAT—ROEXEBEMEARZRELET, /XRT—K R
2 —(% vCenter Single Sign-On K XA > (vsphere.local) HDI—H—(COIHBEHINE T,

T 7 # )V FTIE, vCenter Single Sign-On O#AAAHI—HF — 7 H D bD/NAT— R 90 B TENERR DY)
NEkd, NXT—ROBHEARNIED < &, vSphere Client 25@%LET,

vCenter Single Sign-On /XAT—RDEE #SBL T /ZE ),

X BEETHUY b (@dministrator@vsphere.local) (FO0v 70 cENT, /SR T — RHEHDEIBRTINIC7R
UEth, BYIREF2UTs0KIE ZOT7HhT o0 d4 0 &8EEL, NRT—RETEHPNICEFT S
&TY,

FIg

1 vSphere Client Z{H L T vCenter Server [ICOJ 4 > L&ET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEJIL—TDRID A > /N—D1—H
—BENRT—RERELET,

AVAN=IVEEICEL D RAA VERE LHE(FE. administrator@mydomain L LTOd 4 LET,
3 [BR] 14— A2y—TxARBHLET,

a [R—AL]AZa—Dm5 [EE] £RRLET,

b [Single Sign-On] T, [l o Jv o LET,
4 [O—ANThorR&TEIYYILET,
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5 [RRT—-RRUZ-]IFTDO[MwEIZIVvILET,
6 NRT-—RRU—ZHFEELET.

*TTarv e

A IXRAT — R RU > —DEEA,

BREDHM A—HY—PEEFTEHETONRT— RORRENEE. ANTEZHHOKKAEDT
999999999 T9¥., €M (0) 2EET S L. /NRT— RFHERUNICEZY EHA.

BIIAZ IR BHATERVBRCHRELENART—ROHK, 2EXIE6 EANTEHE - —(5BEIC
FEALEER 6 DOWTHD/NRT—RHEBIBATEEHA,

BAE NRAD— RTERTE DRANTH.

BIR NRAT— RICHLERRNIFH, RNEE. 777Xy b BFE BLUOBRXFOR/NE

HEEBEDELEXFHULTHE I EBVETT,
NFEH NRT— RICHBREISESELENFIA TORNE, &4 TONFOHIE. ROLD (TEE
TEET,
B &H#%
TIVZ77~Nybk: AbcD
AxF: ABC
NXF:abc
HF:123
BT 2R—E : ElX O KUKESTEHUENHUET, 2EXE T EANTEHE
lp@$$word] EWS/XRT—REFFASNELA.
TIT 7Ry XFORNE, ARSI ONIFTIRE LEROEFHULICT 2HEDD
UET,
ASCIl LADIFH/NRT— RIERTEET. HFIn/N—2 3 >0 vCenter Single
Sign-0On (2(3, Y R—FENBXFICHERDBHY T,

7 REIZVVYILET,

vCenter Single Sign-On oA v 477 k RY > —DiRE

vCenter Single Sign-On Ay 7o b RUL—ZFERTHE. I—F—MERoRIABERTAZA o LLD E
Liz&Z(C. Z01—F—o vCenter Single Sign-On 7 AU > FEOY T 5594 2 JAIEETEET., BE
HEIOvoT7oNRU—FRETEET,

d—H¥—h vsphere.local ICEES/=/XRAT = RTRAEHOIA > LIEHE. TOA—Y—ZO0v 7T MENET,
Ovo7o 8 RUS—TIE BEEFIOJA VEHATORKORREHE. Oy IDNEBRINZETORRBERETE
£9., ZORUS—F. THUY MOSEFNICAOY VBRENSZETOREMOIEETEET,

F: AvoT7ObRUS—FA—Y—-ThHOY MIOHBEREN. administrator@vsphere.local 7 ED T X
TATHDYMZIFERINERA.

FIE

1 vSphere Client Z{H L T vCenter Server ICAZ 4 > L& T,
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2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEE I —TDRID A > /N\N—D1—H
—BENRT—RERELET,

AVAN—IVEICELES RAAL ERE LSS, administrator@mydomain L LTOd4 > LET,
3 [BRlIA-—Y—A2y—TzARIHBHLET,
a [R=—ALlAZa—05 [EE] 2RRLET,
b [Single Sign-On] T. [#m] v Jv o LET,
4 [B—ANThorhl 97200y o LET.
5 [Ayo7OoRRIS=]1170D [wE]E€2V v I LET,
Ay o70 b RUS—]TDBRRENDETRIA-IDBLERIGENHY ET.
6 NIA—SERELET,

FFoar L]

[EteA] Ay o779k RUS—DFE (K7 3>),

[RBUBAR A RFEH] AUV AV T Y RENBETOOTA VEITERBDHFAT SN B RAEE.

[Oy & DMRER S 5 E TORRM] OvoT7oh&ERUHTBEHOEK LD A S ETHORME.

[0y & fERREsR] TAYY MOy S ENKFTOSER, 0 £ANT 5L, BREFBRAICTHY Y hED

v VBBRLRINERY EHA.
7 REIZVVYILET.

vCenter Single Sign-On ® bk—4 > RU o —DiRE

vCenter Single Sign-On k=2 > RU S —(CF 20y ML IUR BFHEEED M=o > O T7ONT 1 %15
ELET., b= OHEEDPEEDOEF 1V T A BREICEMT HLDIC, b—> RUL—ZFETEET,

FliE

1 vSphere Client 2R L T vCenter Server [CAZ A LET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BB E V)L —TDRID A > /N—D1—Y
—RZENRTD—RERELET,

AVAM=IVEICERLES RAA VERE LEHE(E. administrator@mydomain L LT g4 LET,
3 [BRlA-—Y—A25—TzARIHBHLET,

a [R—L]lAZa—Mm5 [EE] £ZBRLET.

b [Single Sign-On] T. [l #2Jv o LET,
4 [A—ANTHhOoYR&TE0) I LET,
5 [b=oroERE] 70 RE]IZ2UvILET,

[F—0 > DERE] TPRRENDIETRIO-LUDBULERIGEDNHYET,
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6 h~—UYRUI—BRENIA-SERELET,

FFar B

0y fLSUX vCenter Single Sign-On NH¥ART 50547 vOv o ERAA O A—-F 20
v ORBDIMBMORE, BENIEEEZ LES5HE. vCenter Single Sign-On (& U,
N—O NBHTHDZENESINET.

N—2 > DOBRKEFH F—O DEHTELHRAEHTY, EFMORATURAREHEBZSE, HLWeFa T g
N—O DBREICHTVET,

=Y DEREEEK F—RIY b= ld. vSphere REDY —ERICEFETEET., ZESNEM—O 2 %&F
B2 —ERIE. b= EEBELETI D /NIUORDYICH—ERERITLET., ~—
o v ER(E. DelegateTo ID ##5E L £ 9. DelegateTo &l YV Ja— 3> b=
FEFVYIa—3> b= ADUT 7V RICTHIEMTEET, ZOETE. 1TDD
F—RIG b= ERETELIRHEEELET.

RT7S5— b= OENERE NT7Z b= b= OREDHEDNWTCRIAEZRTLEST, X7 b= VIE &
HiR972 1 ERRY OREDBICERLET. XT7T b= vIE BEXREFELTWSI-Y—F
FEI T4 T 4D ID ERIIFTOWERA, ZDETIE. XTS5 =0 EBRTTHETD
BWHEOEEEELET.

Holder-of-Key (HOK) k—2 > DBE%HA F—RINY b= 2F b= VICHPRAENEEF U T HERICEDVTRAZTVE

[ T, F—RILY b= VEEERICERTEET, /547 MIF—FRILY b—o %
BLT EOM—U 2 ZRDI>T AT AICEETEET, b= VICE ZEETEERERE
AT B-ODFERIENESENTET, vSphere IE T, vCenter Server > X7 Al
—HF—DRDLYICEEEAS—IEREL. CNOD IV EFERL TREBEZRITLET,
ZDMEICE>T, F—FRIVY b=V PBHEI -V ENDETOBNERPREVET,

7 RHElESUv o LET,
Active Directory (#t& Windows £28F) 21 —H—~AD/NR 7T — RENEARD
BEIDHREE

Active Directory /SR T — RENEIBRD@EEIIE. vCenter ServerSSO /SR T — ROFREAR S EBIDOH DT
¥, Active Directory A—H—ADF 7+ )L bD/INX T — REEAROBMEAFE (L 30 B TTH. RED/XXT—
RAEEIBR(L. Active Directory > RTFAICL > TRV ET ., vSphere Client (FEZNEARRD@EMZHIEH L E T
F7 4 SDOEMEROBIME. BHOEF2 U T A ZEECEDETCERETEET,

CE e

m  vCenter Server A® SSH O 4 »ZEZEBMIZLET, vCenter Server + = )LZEFER L 7= vCenter Server
DEBZESHBL T ZE),

FlE
1 vCenter Server > )V, EBEHEREZIFODI—TF—TOI1 L&,
A=N—BBEEO-I/INIUHTONTVNST 7+ OI—Y—(F root TT,

2 T4 L% kY% vSphere Clientwebclient.properties 7 7 1 JLDIFFRICERELE T,

cd /etc/vmware/vsphere-ui

3 FFRXMIF«¥ Twebclient.properties 77 A ERMEET.
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4 ROEHERELET,

sso.pending.password.expiration.notification.days = 30

5 vSphere Client #Bi#2&1 L £

service-control --stop vsphere-ui

service-control --start vsphere-ui

vCenter Single Sign-On A1 —H¥— LU I — T DEE

vCenter Single Sign-On E# &1 —4 —(3. vSphere Client /»5 vsphere.local RAA > DA—H—E LY
W—T%ERTEET,

vSphere Client 2[4, vSphere RAA > (F74JL hTIL vsphere.local) ADI—H—E G —TDE1—H
RRSINET, ZOEa2—M5, I—HY—ZBIN FE BLVIT7IT17ITEES, JI—TEEBMLEY,
OGWN—=T AVN=2y TEEBLIEVTRIEHTEET,

vCenter Single Sign-On 2 —Y%—mi&10

vSphere Client ® [2—%—] # 723, vsphere.local R4 4 (2L TL\% vCenter Single Sign-On MR
HA1—Y—mRRENET, vCenter Single Sign-On BB A 4 —T7 A ADWNWITNHOEFERLT. ZDORAA
vIZA—Y—%ZEMmMLET,

MDA VERIRLTED RAA DAY — (T BFERERRTEETH. vCenter Single Sign-On EE
AV —TIARXTIE, I—HP—ZRDORAALTEMT B EIETELEHA,

FIlg
1 vSphere Client Z{H L T vCenter Server [COJ 4 > L& T,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On EEEJIL—TDRID A > /N\N—D1—H
—BENRT—RERELET,

AV AN=IVEEICERL D RAAL VERE LZHE(FE. administrator@mydomain L LTOd4 > LET,
3 vCenter Single Sign-On A—HY—D{EZTOI—HF - A5 —T A RICBELET,

a [R—A]lAZa—D0o [EE] 2RRLET.

b [Single Sign-On] T. [2—¥—&LVIIN—T] &2 v oI LET,

4 RAA Iz vsphere.local MERENTWARWMESIL. RAY 7¥ D> AZa—/h5 vsphere.local &5&iR
LET.

A—HY—EfDRASVISEMT B EFTEE A,
5 [A-¥-1s7CclEmMI Z2oUv o LET.
6 FHRAI-—Y-DI-Y-RENRT-REANLET,
A-Y-RAICERTEDZHRANFEHIE 300 TY,
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A—Y—DERE -V —RIIEETEERA, NRAT—RIZ. PRATADNRT—R R —BHEHEL
TWBHENHUET,

7 F7vary) HRA-—Y-DOHBEANLET,
8 (F723y) A—HY—DA-ILTRLREFRBEANLET,
9 [EmlzsYvsLET,

BwR

EMLEHY., - —IC3EBBREERITTHERDH YU £ A,

RDRAT Y 7

VMCA 8B TE51—H%—D4J)L—7 (CAAdmins) ¥, vCenter Single Sign-On #&®@ & 51— —N4
JL—7 (Administrators) 7 &£, vsphere.local RAA D) —T(CA—H¥—%EBMLET. vCenter Single
Sign-On ZIL—TAD A IN—DBMESBL TS ZEL),

vCenter Single Sign-On 1 —H¥—D&EH{L L HIE

vCenter Single Sign-On 1—Y— 7 hD v hNEEHCTHE. EBENTHU L MEFHITHET, 01—
¥ —(3 vCenter Single Sign-On 4 —N[COJA > TERLKBYVES., 7ho 2 bI. WFnmho vCenter
Single Sign-On B84 >4 —7 14 ATHENB L VEHNICTEET,

Y1 —F — 7 HhUr MEEIE#HEE vCenter Single Sign-On ' R FATEARIEETT A, TD1—H¥— (204
A TET. Y—N\TOREEZRTTEELA. EEEBHEREZFRET H1—HY (L. vCenter Server @ [1—H—
BLOITN—T] R=ho1——2ENELVEMICTEET.

AR

vCenter Single Sign-On 2 —H —ZEHH L VAT S (2(1L, vCenter Single Sign-On BB & J )L — 7D 4
VIN—THDBLENPHY ET.

Fl&

1 vSphere Client Z{#B L T vCenter Server (A1 > L&ET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On EEBEJIL—TDRID A > /N—D1—H
—BENRT—RERELET,

A VA= IVBEICEL S R AL &IBE LIEEEL. administrator@mydomain L TR A4 L&D,
3 vCenter Single Sign-On A—H—D{EEZTOA—HF— A5 —T A RIBHLET,
a [R—A]AZa—Dm5 [EE] £RRLET,
b [Single Sign-On] T, [A—Y¥—-&XLU®IN—-T1 &) v I LET,
4 I-—H-Z%EERL. FHElZzoVvoL. BN EIUvILET,
5 [OKlZ&ZZ2UvOLET,
6 1—Y-—zZ2BEEBMCTSHICIE [FHEIZoUv oL, [ E22Uv oL, [OKlEZOVUYOLET,
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vCenter Single Sign-On 1 —H¥ —DH#lli&

vsphere.local RAA >D1—H—[F, vCenter Single Sign-On B A >4 —TJ A ANSHIBRTEET, A—
VARV —=T 420 DRTADIA—Y—F/ERID RAA DI —HY—% vCenter Single Sign-On &A1 >~
=Tz ARADSHIBRT A LETELE A,

vsphere.local RAA > DEBEI—HF—%HIfRT 5 &, vCenter Single Sign-On (A Y4 > T& 1<
Y ET, vCenter Server EZDAVR—FR U FEBAVAM=ILLTLSEZ,
FlE
1 vSphere Client Z{EH L T vCenter Server ICAZ A4 > LET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEE I I)IL—TDRID A > /N—D1—H
—BENRT—RERELET,

AVAM—IVEEICRED RAA U EIRE LZHE(F. administrator@mydomain L TOd A4 LET,
3 vCenter Single Sign-On A—Y—DHFEETOA—HY— (25 —T A AICBELET,
a [R—A]lAzZa—Dm5 [EE] £RRLET,
b [Single Sign-On] T, [2—4¥ -8BV IN—-T1 &5 ) v o LET,
4 [2A—H—-]1%2BIRL., RAYTFD > A=Za2—/h5 vsphere.local RAA VEFIRLET,
5 HgTEZ1—Y—&1-Y-—DURNTRERLET.
6 [HIBRlZIUYILET,
BEFEZICIT> TSN, CORMEERVET LI TEEEA.
7 [HKlZEZUYOLET,

vCenter Single Sign-On 2 —H¥—0DiR&E

vCenter Single Sign-On &4 >4 —7 =4 A5 vCenter Single Sign-On 2 —HY—0D/NR T — RE/=(FZ
DLDFEMAEEZE CEE T, vsphere.local RAA VTlEA—HY—-DEFIEZEETCE=FE A, DF Y.
administrator@vsphere.local D&FIIEETEEH A,

administrator@vsphere.local LRI CERZ#F DD I—H —AERTEE T,
vCenter Single Sign-On L—# —(Z vCenter Single Sign-On vsphere.local RA A Y RICRERBFEINET,

vCenter Single Sign-On M/SX7 — K RYU 2 —(F, vSphere Client THRTEET,
administrator@vsphere.local £ LT [BE] AZa—m»5004 L. Rl - [B—HA) 7HD 2 N - [/SRD
—RRUS—=] DIEITERLET,

vCenter Single Sign-On M/XRT— K R —DIREHSBL TN,

FIE

1 vSphere Client Z{#MH L T vCenter Server (O A4 > L&ET.
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2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEE I —TDRID A > /N\N—D1—H
—BENRT—RERELET,

AVAN—IVEICELES RAAL ERE LSS, administrator@mydomain L LTOd4 > LET,
3 vCenter Single Sign-On A—HY —O{EZTOI—HF - A5 —T A RICBELET,
a [R—AL]AZa—Dm5 [EE] £RRLET,
b [Single Sign-On] T, [2—¥—BXWIN—T1 20U v o LET,
4 [1—¥-1%20UvILET,
5 I1-Y—-%Z#RL. EEIZI/VvILET.
6 A—Y-DEMEERELET.
I—H¥—REEETEEEA,
ZDONRART—=RE YRATLADNRAT—R RS —BHEBLLTWIREDHY ET,
7 REIZEVVYILET,

vCenter Single Sign-On ZJ)L— 7 M&1N

vCenter Single Sign-On[Z )V —71 4 71213, B—=H)L RAAL DTN —=TBRREINET (F7 4/ T
vsphere.local), ZI—TF A IN— (FU>2/\)0) OAVTFHBLERIBEIL. JI—T&EBMUET.

vCenter Single Sign-On[Z)IL—7] 4 7Tld. 8D K44 > (Active Directory RAA V&) I —T%E
MesdZEETEERA,

ID v —X% vCenter Single Sign-On [ZEMLAWEE(E. FI—TE#ERLTCI—HY—ZEBMTHI & T O—
DV RAL D ERBRTEET,

Flg
1 vSphere Client 2R L T vCenter Server [CAZ A4 LET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEBEJIL—TDRID A > /N—D1—H
—BENRT—RERELET,

A VAN =IVBEICERL S R AL &18E LEEEL. administrator@mydomain L TR A4 > L&D,
3 vCenter Single Sign-On A—H—D{EZTOI—HF— A5 —T A RIBHLET.,

a [R—A]AZa—Dm5 [EE] £RRLET,

b [Single Sign-On] T, [A—Y¥—-&LUPIN—-T1 &) v I LET,
4 [J—T]1%&#RL. BNl 20Uy o LET,
5 JIN—TORAEFBEANLET,

JIV—TRIERTE5RANFHIE 300 T, JIN—TEERLERE JIN—TR2EEETEE A,
6 [AUN—DEN] ROY T AZa—T, JI—TITEMTEAVN—EEL IDV—-REERLET.

AD FS 72 EDHNER ID 7AONA FEBR L THBHEIE. TDID TANATD RAAL V% [A 2 /N—DEN]
ROwTEDy AZa—TEIRTEET,
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7 BREFBEANLET.

8 AUN—ZEFERLET,
BHOAN—ZEBMTEET,

9 [EmMlzsYvILET,

RODRT T

vCenter Single Sign-On Z)L—7AD 4 N\N—DEBMESBL T E L,

vCenter Single Sign-On Z)L—7~®D A > /N\—®D3E1H0

vCenter Single Sign-On )L —7 DA N—(2. 1 DEULED ID V=AM 5DI—F—F/=(3ZDMD I IIL—TT
HBIGENHYET, FILWWA/N—(F vSphere Client TIEEMTEET,

LH2IFERICDVTIE. VMware 7L v PR — XD E http://kb.vmware.com/kb/2095342 8B L T 12 &
(A

Web A >4 =T 1A RD [FI—=T]1 ¥ TICRREINB T I)L—T(E. vsphere.local RAAL VIZELTWET,
vCenter Single Sign-On RAAL >AD TN —TESBL T EELN,

FlE
1 vSphere Client Z{#H L T vCenter Server LA 4> L&ET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEEJI)IL—TDRID A > /N—D1—H
—BENRT—REEELET,

AV RAN=IVBEICRED RAA ERE LESHEE. administrator@mydomain LTl v 4 > L&D,
3 vCenter Single Sign-On A—HY—DHREETO1—HF— A —T 1A RIBHLET.

a [R—A]lA=a—Dm5 [EE] £RRLET,

b [Single Sign-On] T, [2—¥—&BXUNIN—TF1 %22y LET,
4 [(FN=T1&0VvoLThE, -7 (BBERE) 20y I LET,
5 [AYN—0EM] RAYTFDY AZa—T, JN—FITEBMTBEAVN—EEL IDV—REBEIRLET,

AD FS 72 EDHNER ID 7ANA FEBRL THBHBEIE. TDID TANATD RAL V& [A 2 /N—DEN]
ROy 7¥ O AZa2—TCEIRTEET,

6 M®MRFEEZANLET.

7 AUN—FEERLET,
BEDAN—ZENTELXY.

8 [REIZVVYILET.

vCenter Single Sign-On ZJL—7M 50O A /N\—DHI&

vCenter Single Sign-On Z)L—7®M * > /N—I4, vSphere Client R L CHIRTEET., JIL—ThoA >
N— (A=Y —F=EFTIN—T) ZEHERLTH, SRTLADSAVN—(FHIBRENEEA,
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FIlg
1 vSphere Client Z{#H L T vCenter Server LA A > LET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEJIL—TDRID A > /N\N—D1—H
—BENRT—RERELET,

AVAN—IVEICELES R AL ERE LEEHE(E. administrator@ mydomain L LTOd4 » LET,
3 vCenter Single Sign-On A—HY —DHEZTOI—HF - A5 —T A RICBELET,

a [R—AL]AZa—Dm5 [EE] £RRLET,

b [Single Sign-On] T, [A—#%—-BXU®IN—-T1E25Uv o LET.
4 [JIN—T1Z&#RL. JIV—TE0 v ILET,

5 =T AUN=DURNT, HIBRTZ2I—Y—F/EI)IN—T%RIRL., EEAROEBETLSTA I &0
v LET,

6 [AUN—-DHIKR]Z2JvILET,
7 [HIBR]Z2YvILET,

HR

A—Y—BII—TPoEIRENETHS TDEH AT ATERAIETY.

vCenter Single Sign-On /XX — RDZEHA

H—Hh)b RAAL > (574 5T vsphere.local) ®a—4—(3. vSphere Client /5 vCenter Single Sign-
ONDERDNRAT—REERETEHIENTEET, MO RAAM DAY —(EZDRAAL Y JL—)VITHED T/XR
J—REZEELFET,

vCenter Single Sign-On Oy 27Uk RUS—&FRAL T, AT —ROBAMEREREELET, T 74T
(%. vCenter Single Sign-On M/XX 7 — R (d 90 B THEMERDUINE I 45, administrator@vsphere.local
BREDEEE/NRAT— RICEMHRIEH Y EHA, /SAT—ROBMERAED < &, vCenter Single Sign-On
EEA =T 1A RCEBENRRINET,

Er NRT—REBEVERADESICOABEETEET,

INAT — ROERRDBINZEHEE. O—Hh)L RAAL Y (F7#J)V 5T administrator@vsphere.local) NEEE (L
dir-cli password reset AV Y REFERALTNART—REULwy bTHZEMTEET, vCenter Single
Sign-On RAAL VODEBEIIV—TDA Y N—=DHMB, NAT—REULY NTBHIEMWTEET,

Fl&

1 vSphere Client Z{#MB L T vCenter Server (O A4 > L&ET.

2 administrator@vsphere.local £7=(% vCenter Single Sign-On BEEE I I)IL—TDRID A > /N—D1—H
—BENRT—REEELET,

AVAM=IVEEICRED RAAL U EIRE LZBE(F. administrator@mydomain L TOdA4 > LET,
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3 EEHOFEST—2 a3y RAUTA—Y—RZ20 Uy I L TAZa—&TNI UL [/NRAT— ROEE] Z:EiR
LET.

4 BEDNRT—FZEZAHALET,

5 HLOWART—FRZANLTHELET.
INRT—=REFENRRT—=R RU D —[ZR>TVWBRREDNHY ET,

6 [HERIZI/UvILFET.

F7z14. [Single Sign-On] - [1—Y -8BV —T] DIEICEIRL., -V —%&FRL T, [{FE1 20Uy
JLET,

ZDfth®D vSphere OFRFA T 3 IZDNT

vSphere 7.0 LIfg. vCenter Server ORI AEXE LT, AEID 7ANA Y ZxTF L= arpERINTWE
9, Windows v 3 »F23E (SSPI). XA<¥—k A1i—F (UPN X—=X®» Common Access Card (CAC)). &
7=1% RSA SecurlD b= > Z#ERAL TRAZTO 2 & HE| & EAETT .

2 BRFGLAE
2 BRWASAR. —RIICITERES L OARREE TR NETS,

AMID 7ANAMY 7T L—a>
91~§K|D 79D/\’r§ 717__1/_:/3\/(n_ U 9+j|3|D 7°|:|/\447'C'U"|' héﬂ—cl«\égg?&nuﬂ—tf'&t@nun
ANZXLEFERATEET,

AR — b h— REE

AX—b A—RFIETIE. A4 LCcWbayEa—FICHYBI—R ) —F—2EHLTWSEZI - —(ZD
IHT O AMHFRIENET, Hl& LT, Common Access Card (CAC) SREENH Y £T,

EHE A ARGEER (PK) 2REAL.RIABDVRETIHDH—DI AT > MIBBEEL L TAY— b~ h— REAE
ERETEET, TOLOHETTAATIE AX—F h—REBEDAPBI—Y —(CRRENET, -
FIRAEZEIRT D&, PIN EANTEEOKOONET, MEHN—RELVPIN GIRAEE—HTHHD) D
mMAEEFE>TNWBA—Y—DHBOATA > TEET,

RSA SecurelD &L

RSA SecurlD FEIDHE(F. EL<#BR I N/ RSA FIAITR—C v DREBERICEENTWSILENHYET,
vCenter Server 78 RSA H—/N\%&i5T LD (CHEEINTH Y. RSA SecurlD FANENTHDIHEE. 1—H
-34S = EFERALTAIATEET,
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SHBIZD UV TIE. RSA SecurlD OFEICET S 2 DD vSphere 7AJ#igESB LTSS,

& vCenter Single Sign-On Tl&. X4 7« 7D SecurlD O&HBHR—~ENTHY. RADIUS RIEL
PR—bINTOEEA,

vCenter Server TOFT 7 # )V FUNDRIAFEDIEE

EIEE (L vSphere Client 5. £/ sso-config R U T EFERL T, T 74/ FUNDRAAEEHRT
T&EET,

m AT — bk - RFEFEDHE. vSphere Client 5, £721d sso-config Z{FH L T vCenter Single Sign-
On 0) E’E%ﬁf% 35?_ Xlrilulj: AN — |\ j] hnunﬁéﬁxj](u L/fg U Eﬁﬂi@%ﬂﬁ") v é*ﬁﬁ@_éﬂz
¥bEENET,

m  RSA SecurlD OF&. sso-config RAZUTMEFERLTRAAL D RSARIATR—2 v &K L. RSA
N—o R EAMICLET, RSA SecurlD £23E(L. vSphere Client WS (3R ETEEHA. 7=7ZL. RSA
SecurlD Z8®ICLI=HE. TORIAED vSphere Client [CRIRENE T,

vCenter Server DA EDHAEDLHE

SSO— COHflg %{Eﬂq—gpé & T, %uunﬁﬁ/f;&.{EEl IZ ﬁxﬂif;(iﬂxﬂkfé’i?’ 2 E?EHL nEﬁ/f@TX f\‘:F'(i
BICAENCLEA—YF—BERXONRT - RICKBBEAFEDERICLTEE. TAMRICTI DOFEAEDHE
;ﬁxj](; l/ig_o

AN — I\ jJ_ I\n:unj.El:l 9’(

AY— b A—RlE EBREF Y THMEDIAENZNSHBTSRF v I8N — R T, Z< OBMAERBES L OKIRIE
HETIE. Common Access Card (CAC) i ENDRARY— b A—REFERALT. YRTADEF2UTF4HLEYE
FaU 7‘-4%,5.%IJ'\0>?’*$&LL€£EEL/'CL\$'§' AV—hF H—RlE. EIIVICAY—K A—R U—F—PEHINT
WAREBETHERAINET. BF AVN— M h—REZBEBITEZATY—M W—RN=—RDUx7 RIANDBHSHLDHA
VAR=IENTWET,

E: vSphere 7.0 Update 2 LI (3. vCenter Server T FIPS #8ICT& %3, [vSphere D+ UF
4] RFa AV RESBLTSEZN, FIPS BERICAE > TS558, RSA SecurelD LU CAC BRI YR—
FEnFEHA, LERDVEICIIANIID 7ONAS 77— 3> &ERALET. vCenter ServerlD 7O/ A
Y 71Tl —2a OREESRLTIEZ,

vCenter Server > RFAICOTA T BEIC. RDELDICAT—F H—R&E PIN 2 A EbEFTIAERDOSN
£9.

1T A—Y-—PAIY—bNW—REAI—bA—R UV—F—([BATEE. TS50 HEN— R LOFAEEFRARY
£

2 TISUYE. A-Y—(CAIBEDORIREZDABAED PIN DANERDHET.

3 vCenter Single Sign-On (. AY— bt A— R EDIAENBEEDHDTHEIMNEDNEERLET. £NF
T v I EMEEE. vCenter Single Sign-On (FFEBAEMNERAL TOBIHDEDMICDVWTHERLET.
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4  FERAED vCenter Single Sign-On [CE>TEFEOHDTH Y., KL TOVRITNIE, - —(IFREL N,
HEREEZONIEIRVERITTEET,

A BE TRAMREOEBSE., Y —RBENRT-RICLPFAZEMCLTHRBEDY EHA. TANMET
B A—Y-RBENRT—RICKBFAEEMNCL T, AX—~ h—REBIAEBEMICLET. TD%. vSphere
Client TIFRR—bt A—R OJA > DHEFHFRAILET., vCenter Server [CEEOJA L TA—H -5 &R
D—RICKZPVIAEZBFBEFNCTEZSDIE. ¥ ETroot ERE/ZIIEEEEREF DI —DHTT,

AR — b~ h— RERELDRE LER

d1—H5 -5 vSphere Client 705 vCenter Server (LT 5155, AX— b A—RFREAZTO LD ICREEZRTE
THILNTEET.

AVX—h W—RREEHRETSHICE. FTUN-—RX TAFLEREL. RICAY—b A—RREABRKEFHICLT
BELET., A— b h—RPBAZEZEERTS(C(E, sso-config I—T a1 UT 1 &FERLET,

U547 NIAEEEKRTHUN—R TOF P ORE

AR — b h—RBPIAEERICT B2, vCenter Server Y AFATUN=R FOF L E2HERTIVLENHYET.
UN—R 7OFDHREF. vSphere 6.5 LI THETT,

ZOBRTIR. BELA—TUDNEBRITENDSR— b 3128 BMERASNET,

BUIREM

SRELE (CA) SIBEZ % vCenter Server Y XAFAICOE—-LET,

F: vCenter Server 7.0 (. HTTP/2 7O rJ/LEHR— ML TVWET., TRTORHFOTSOFELVOT T
r—3i 3> (vSphere Client 7£&) (3. HTTP/2 Z{EB L T vCenter Server [Z#EHELET. =L, Ax—F
jj I\nunl—t—clj: HTTP/1 1 7°|:| l\])lx’&ﬁfﬁ?’él‘%b\ﬁ) U i?’ AN — I\ j] I\nunl.—téﬁx}](uj—ét HTTP/2
@ Application-Layer Protocol Negotiation (ALPN. https://tools.ietf.org/html/rfc7301) SR (Z/5 5 7=
B, REMICTSUYTHTTP/2 MERSNBZ LIdhUEHA, ALPN ITKEFEET. HTTP/2 DA% {FERT 57
T —oavIdE|EmESELET.

FlE

1 rootaA—H%—& LT vCenter Server >zl IcAZA4 2 LET,

2 (EHETEZUSA7 2 AR (CA) AT EEKRLET,

ZDRALTICE. 2547 > FEEAED/ZHIC CA [CK> THEITEI N/, FETESAPHEVEENTOET,
ZITIEH 9547 bEF AR— b A=K TJORRATIV R A —[ZBEROANERD DA v E—H
RRSNDBTSUHERLET,

RDOBFIZ. vCenter Server TIIFAER N7 Z21ET 2 HEERLTWVET,
B—DIIBREDEHE :

cd /usr/lib/vmware-sso/
openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer > /usr/lib/vmware-sso/vmware-
sts/conf/clienttrustCA.pem
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BHOAEDHE -

cd /usr/lib/vmware-sso/
openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer >> /usr/lib/vmware-sso/

vmware-sts/conf/clienttrustCA.pem
3 UN—XT7OFLEEEEL /etc/vmware-rhttpproxy/config.xml 7 7 AIND/INy T 7 v TEER
LT, TF4%Tconfig.xml ZRA=%7.

4 ROEEEMAT. 774 ERELET,

<http>

<maxConnections> 2048 </maxConnections>
<requestClientCertificate>true</requestClientCertificate>
<clientCertificateMaxSize>4096</clientCertificateMaxSize>
<clientCAListFile>/usr/lib/vmware-sso/vmware-sts/conf/clienttrustCA.pem</clientCAListFile>

</http>
config.xml Z7A4/)ICIE. CNOSDERDEENET. LEICKLUT. IAYVMERRT S, EHTSH. £
ISR EREEBIMUET,

5 STSH—EXZBEHLET,

service-control --restart sts

AR SAVEFERALEAY— N A— RRADER

sso-config A—T 4 UT 4 Z&EALT, AR SAUDPHAY— h—RRIZEEBTEEY. 2DI1—T
AT 4 TRTDAY—bF A—RREFIRVEYR—FLTNET,

sso-config RZ U T MMIRDIZERICHY ET,

/opt/vmware/bin/sso-config.sh
YR—FEINBZFEY 1 THELPEKIHDFREIL VMware Directory Service [LRFEE 1. vCenter Single Sign-
Oon RAA > DFRTDH vCenter Server 4 > AF > A Thiz> TEEINET.

d— -U- %t/\xg I\@DLE ﬁ\ﬂxj]'(_ Z? I\ jj hnbﬂIE'\-Fﬁ E?’J‘%Ebtiﬁm\ :L_-'j-_(iu ﬁ’f V—Céﬂi‘@'
h, TDIFE, root - —F/-(FEBEI—Y—(3 vCenter Server X R AV &FALT. - -8 &
/\le h@uhniéﬁxb(ufé’i—g_o /k@:l?/ I\—C ad— -'j- %t/\7\'7 r\o)ubnl_té.f;ﬁxj”\_l/i—g_

sso-config.sh -set authn policy -pwdAuthn true -t tenant name

TI7ANEDTFU NEFERT BEE1F. T & ELT vsphere.local Z2FEBLET,

KNHERD/=H(C OCSP 2 EAT 35E(1F. A¥— b 71— RIIBAZE AIA IREEEICIEE S NZT 7 4L bD
OCSP #FHTZ%d., 1 DLULDOHE OCSP LRARVFEZREL T, T4 MEF—N=FA4ARTBHZLEHT
¥ 9., /=& x(E vCenter Single Sign-On ¥4 ~IxLTA—HA)ILD OCSP L RKR FEFZRE L T, KxhiEDR
BEREWNEBTEZET,

X EIBAEIC OCSP MEEESNTUWVRWMES(EE, KD UIC CRL GEAZXRMY X ) ZERALET.
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AR
s IV5—T754 XDABMBERE (PK) BMEHERICEEINTND & BLOTRENRDEHEH LTS
CEERRLET.

m I1—H— JU /L% (UPN) (F. Subject Alternative Names (SAN) #:3ED Active Directory 7
hoY NIHIGT BRENRHY ET,

m FGERAETHE. 77V =23 Y RYU L —FEBIRF—EREDT 4 —IVRICOSAT 2V hRALEIRET S
VEDBHYET, RELRWMEES., 75U YICARESRREINEEA.

m vCenter Single Sign-On (T Active Directory ID V—X%ZEBMLE T,

m  vCenter Server &0 —)L %, Active Directory ID V—XD 1 AULDI—F—(CEUHTET., Zh
S5NI1—HY—I4, RIAEZ(FDEMNTE, vCenter Server EBEHERERELTNDDT, EBIRIER
TTEET,

n UN-RTOFEREL. PRI VELRREAT O VEBREHLTVNS I LEHALET.

FIE

1 FAEZ®EBL. sso-config A—T 4 UT 4 CRRAIGEE 7 AN FICZDPAEEZIE-LET,

a EEFEESSHEZ2FERALTTZ 7247 R AV —J)VICATA 2 LET,
b 77547 R xIERDEDICEMICLET.

shell
chsh -s "/bin/bash" root

¢ WInSCP /(38 Una1—F7 T« =R LT, iBAZE% vCenter Server £® /usr/1ib/

vmware-sso/vmware-sts/conf [COE—L &Y,

chsh -s "/bin/appliancesh" root

2 AX—b NW—bPREEBMICTBICIE. ROAX REERITLET,

sso-config.sh -set_authn policy -certAuthn true -cacerts

first trusted cert.cer,second trusted cert.cer -t tenant

B

sso-config.sh -set authn policy -certAuthn true -cacerts MySmartCAl.cer,MySmartCA2.cer -t

vsphere.local

BHOIBAEEZ I VI TRYI>TAATEE TN, T IDRICAR=R([FANZNTLSEZZ L,
3 OB AEETNTEYICTSICF. ®xOAX Y RERTLET,

sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local
sso-config.sh -set authn policy -winAuthn false -t vsphere.local
sso-config.sh -set authn policy -securIDAuthn false -t vsphere.local
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4 (AT 3ar) FHEERYL—OHFAURAMEFRETSICE. ROAXY RERTLET,
sso-config.sh -set authn policy -certPolicies policies
BHORY D—ZBETHICE. ROKSICOITRYS—ZRTVET,

sso-config.sh -set_authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

CZOFATY R MCE FEAEDIBRERY > — R THAENTVWERI S —DF T2/~ ID Z8BELET.
X509 FERAE TIE. FIRASERY O —HiRZEZERATE XY,

5 (#7r3r) OCSP AL TRMEREFMICL. RELET.
a OCSP ZERL TRMEREZANICLET.

sso-config.sh -set authn policy -t tenantName -useOcsp true

b FIBAED AIA ILRBEEICL > T OCSP LRARYIDY U U PRBENTWVIWNGE. A —N—5(4 KT 5
OCSP LRAR>%& URL & OCSP ZRitFitFAEZIEELE T,

& vCenter Single Sign-On ¥4 ~Z(ERED OCSP M E=NE T, vCenter Single Sign-On #
A RMIHLUTTIDLUEDHKE OCSP LRARVFEIBEL. ZxANA—N—2FRTHIEMNTEET,

sso-config.sh -t tenant -add alt ocsp [-sitelID yourPSCClusterID] -ocspUrl http://

ocsp.xyz.com/ -ocspSigningCert yourOcspSigningCA.cer

O ZOHRTFEEF. T7 4 TRED vCenter Single Sign-On ¥4 MIERAEINET, #ho vCenter
Single Sign-On ¥ ~Zx L THE OCSP 2% E T 55EICDH. siteID/NSA—FERELET.

ROBZEBELET,

.sso-config.sh -t vsphere.local -add alt ocsp -ocspUrl http://
failover.ocsp.nsnO.rcvs.nit.disa.mil/ -ocspSigningCert ./
DOD_JITC_EMAIL CA-29_ 0x01A5 DOD_JITC_ROOT CA 2.cer

Adding alternative OCSP responder for tenant :vsphere.local

OCSP responder is added successfully!

[

site:: 78564172-2508-4b3a-b903-23de29%9a2c342

[

OCSP url:: http://ocsp.nsn0.rcvs.nit.disa.mil/

OCSP signing CA cert: binary value]

]

[

OCSP url:: http://failover.ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]
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c BEDOHKE OCSP LARVIBREERRT HICE, RDOIAT Y RERFTLET.

sso-config.sh -t tenantName -get alt ocsp]

d RAEDAKE OCSP VARV IREZHIRT HICF. RDAR Y RERTLET.

sso-config.sh -t tenantName -delete alt ocsp [-allSite] [-sitelID

pscSitelID for the configuration]
6 (FT73ar) BREBMEJVALTERRTSICE. ROIAT Y RERITLET.

sso-config.sh -get authn policy -t tenantName

vSphere Client 2R LAY —F h— READOER

vSphere Client in6. A=k A—RPBIADT7 VT4 R—=2 30 ET7 0T 4 R=a VEBROYIVEZ, OJ4
NF—DHRIIAR, KR —DREEFTOENTEET,

X7— f\ jj_ I\un.n b\ﬁ)(j]—c ﬁﬂ@nbnﬁﬁ/ﬁb\ﬁxj”uf&j—Ck\éiﬁA\ a1— -'j-_(;txv '\ j] '\uu uIEé{EFﬁ l/—C
AJA T 2HENHYET.

A—H—BENRT— ROFPANPENT, AX—b h—RBAICEESIRE LGS, - —(30J514 0 TEEHE
ho. ZDIFE, root I—H—F(FEBEI—H—(I vCenter Server AY >V K SAVEFERLT 2—Y—%&L
NRAT—ROBFEFMCTEXRY. ROAXY KT, A-—Y—RENRT - RORPIAEFHMCLET.

sso-config.sh -set authn policy -pwdAuthn true -t tenant name

ARSI

. I =TS XDOAFRBEEE (PK) BREAICKRESNTNDZ L BIUERAEVDROEHEH LTV
CLEMERLET.

m I1—H— JU /L% (UPN) (F. Subject Alternative Names (SAN) #:3ED Active Directory 7
hor NIHIGT BRENRHY T,

n GERAETHE. 77V =23 Y RYU L —FEBIRF—EREDT 4 —IVRICOSAT 2V hRALEIRET S
VEDBHYET, RELRWMES., 75 UYICARESRREINEEA.

m vCenter Single Sign-On (T Active Directory ID V—X%ZEBMLE T,

m  vCenter Server &0 —)L %, Active Directory ID V—XD 1 AULDI—F—(CEUHTET., Zh
S5NA—Y—I(3, FIAEZ (5 EMTE, vCenter Server BB EERERBEL TNDDT, EEBIRVER
TCEET.

. UN-—RTAOFLEREL. VBT UELBREATI VEBEHIL TSI LEHRALET.
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FIE

7
8

SIRAZEZEB L. sso-config A—FT 4 UTF 4 CRRAIBELE 7 I FICZDIAEEZIE-LET.

BE#EE7/-(L SSH #{FEA L T vCenter Server a>V—J)LicAs4 > LT,

QO

b JzIERDESICEMILET,

shell
chsh -s "/bin/bash" root
csh -s "bin/appliance/sh" root

¢ WInSCP /=381 —F7 4 UF 1« ZEHAL T, §EBAE% vCenter Server £® /usr/1lib/
vmware-sso/vmware-sts/conf T4 L MUICOE—-LET,
d #EICRLT, 775947 R o )VEROEDICEMICLETD,

chsh -s "/bin/appliancesh" root

vSphere Client #{#/H L T vCenter Server (O A4 LEY,

administrator@vsphere.local £7=(% vCenter Single Sign-On BB E /)L —TDRID A /N—D1—Y
—RZENRT—RERELET,

AVAM=IVEICERLES RAA ERE LEHE(E. administrator@mydomain LT g4 LET,
(Bl 1—Y— A9 —T A RIBHLET.

a [R=AlA*zZa—nm5 [EE] £RRLET,

b [Single Sign-On] T. [l #2Jv o LET,

[ID7AaNAF] 4T TIAY—h A—RRBEIZIUvIL. [REIE2V VI LET.
RELAEERIRT B0 ELEFBREBRL T (REFEIZIV VI LET.

ARX—b W—RREEERTERT 50, AX— b A—RRBEENRT—RHEXIU Windows v 3 383
EMABRTHILEMNTEET,

Web />4 =7 x4 X5, RSASecurlD BEDT VT4 N—=2 3 ET 0T 4R=2 3 VEROUIVEZ
FTEEHA, /2720, RSASecurlD 27> B SA4 X THEMCLTVWBHEEF. TORAT—% XN Web

A2 =T A RICKRREINET,

[EEET& % CAGIRAE] BRRESNET,
[E3T&5 CAFIRE] 47 CcEBmMl 22Uy oL, [BRIZVUYILET,
ERETESEBD (CA) DODEIAEEINTERL T, BM] 22U v I LET,

RORTY T

RIS, i3k OCSP B ETHIHBANH Y ET,

OCSP IGEM, AX—h h—RDEEHR CA L3RRGS CAICL>TERITENTVSHE, OCSP ICL5EHA
CAGIREZRHMLET,
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m #EHYA bOFT7O4TlE. vCenter Server 4 T &IC1 DU LEOO—H)L OCSP L AR FEEBRTE
F9, CLIZEALT. COLOHRARE OCSP LRRVFEERTEET, OV R SAVEFERLIEAY—
'\ jj_ '\HLHE@AEE%E;—%E’:‘[/—C< f;ék\

AR —b h— REREEDEKIIRY > —DRE
SIBAEDERMF v I(d. hRITAXTEET, £z, KMUFBAEDBERICD VT, vCenter Single Sign-
On NBBEEIEETEET,

vSphere Client £7z(4 sso-config RZU T MEFER L TEEE N RITA XTEET, RIABRNAEY R—
FTEMICEDT. BRENELIFEDNDYET,

m KWF v ODBEHICIEo TWBIEHE. vCenter Single Sign-On TIFEIBAZE L% X + (CRL) F34 >
A VEIBAEIREE 'O b )L (OCSP) MEREILT R TEBFEINET. vCenter Single Sign-On TIXFIAED
FrvIERTINEEA,

n EWTF Iy OBEDESA. REEQ PKIORECLYRLYET.

OCSP D&

FITTTORIET OCSP L RAR T R— b~ TS84, [OCSP] BEXICAZY, [OCSP D7 1)L
F—/N—& L TD CRL] BERIC/ARYET,

CRL D&

FRITTLDIREFT OSCP Y R—bhanTWaWEE, [CRLF v ] HEMICAHY. [OSCPF v o] M
,m)d](x-f& U .i—g-o

OSCP & CRL O\EADFIA

FRITTLDIRERT OCSP L XR> & & CRL OmA MY R— TN TWS15E. vCenter Single Sign-On [Z
Ko TOCSP VARV IDGRMICFzvIINET, VARV FICK D TRBBIERT —F RAREIND ), {F
RBARE TR WEE (. vCenter Single Sign-On IC&>TCRL MF v rEhEd. ZDHFE. [OCSP Fx
vl BELU[CRLF v Z] OmMADBEM/ZY, [OCSP D7 A IVA—/N—&LTD CRL] WEMIC/ZY
7.

KT Ty OOEREA. HRO—Y— (RO EMBEEEEETEES,

OSCP URL

vCenter Single Sign-On ($. T 7 #J)L T, BRIASNTWBIABAEATERSIND OCSP L ARV T DB
R L E 9. Authority Information Access R MIEAEN (LR MFE, F72(FHIRMEELICH —/N—
S4BT 25E1CF. BRAICHMEZEETEET,

SERAED CRL (M

vCenter Single Sign-On (3. 77 # /L b T, RIASNTNSIAEANTEEREINS CRL DIFFFEHERL
9. CRL Distribution Point #REEREDFIBAERNICEENTWVEIMES. FEET 74V MREEF —/N—7
1 RTBFEIE. ZOF T a3 E#EHLET,

CRL DGR
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[FfIBAZ D CRL #fER] #EMICL. CRL DPEBENTWBIGFT (Z7A4J/LE/IE HTTP URL) 218E 3 515
&lZ. co7anT4&=FRBLET,

SIBAZER o —%1BINT 5 Z & T, vCenter Single Sign-On B2 (T ANDEAEZEZ S S(CHIRTE £,
AR M

I25 =754 ADONHGEERE (PK) DRIENICKESINTNSZ & BIUBENROEHEZH LTINS
CLEWRELETY,

m I1—H— JU /L% (UPN) (F. Subject Alternative Names (SAN) #:3ED Active Directory 7
ho v NS BHENH Y ET,

n FBAETHR. 77U =23 Y RYUD—KLEBIRF—EREDT 4 — IV RICOSAT U hRELERETS S
VEDBHYET, RELRWMES., 7I5UYICARESRREINEEA.

m  vCenter Server OFBAENI VR A—HF—-—DTV—ORT—2aVICLX>TEBEINTNS I LE2EELE
T, EEINTVEWNMEE. 720 FERIEEEHTLER A,

m vCenter Single Sign-On [T Active Directory ID V —X%&EMLE T,

m vCenter Server E##&0—)L %, Active Directory ID V—XD 1 ALULEDI—HF—(CEUHTET,
S5NI—H—(F, BEAEZIF5EMNTE, vCenter Server EBEHEREZFELTWSDT, ’éﬂ&?xb’&%
TCTEEY,

FIlg
1 vSphere Client Z{#R L T vCenter Server (LA A4 > LET,

2 administrator@vsphere.local £7=(% vCenter Single Sign-On EEBE I —TDRID A /N—D1—H
—RZENRTD—RERELET,

AVAN=IVEEICRL D RAAL VEIRE LBEF. administrator@mydomain L LTOd 4 LET,
3 [BRlA-—Y—A2s—TARIBHLET,
a [R—AlAZa—0o [EE] 2BRLET.
b [Single Sign-On] T, [#mk] £ v o LET,
4 [ID7ONA4147T. [RARx—bt A—RPEE 22V v o LET,
5 [[BAEOXRM £0Vv oL, REIZV Vv I LT KWF v I EBNELEIEBHICLET,
6 RIEBEATIHERAERI S —DEWCTE>TWSEHE, FEASERY -] XA V(ITRY S —EBMTEET,

RSA SecurlD ZiIDHTE

RSA SecurlD b= &ERL/-AJA &1 —(CEBKT DL ICBEFHZTTCEET. SecurlD OEREIL
ARV R SAUDEDHRYR—FENTNET,
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SHBIZD UV TIE. RSA SecurlD OFEICET S 2 DD vSphere 7AJ#igEasB LTSS,

F: RSAFTEINZR—T+vTIE, I—9—ID B ASCHXF (1 ~255XF) 2FATL2—EBEOHFNFTHOILE
WHYET, TUNRYZ R (&) N—t2 b (%) FUKEW () LUMEW (). —F5IAFF () ODXFREART
EEHA.

AR S

. RIBAICELBRENZ RSAFZRREYR— P v DB N. I—Y—(CRSA b= PR TS L
EZHRLET. RSARANR—2 v DN—232 8.0 LESLETT.

m RSAXR—JvIMERAT S ID V—XH, vCenter Single Sign-On [CIBMENTWSZ AR LET,
vCenter Single Sign-On ID ¥V —XDEBME/FFEEESRBL T EZ N,

B RSAFHAITR—I DI AT AD vCenter Server IRR hE &R TE, vCenter Server > X7 AD RSA
un.nIE?Z* /‘\”@TX '\%%ﬁg/k—cgé t%ﬁ&; L/ig_

m [TOCR]-[BRAEI—>Cz oM -BRT7 7 M)V EER] ##IRLU T, sdconf.rec 774 /L% RSA X x—
CyPOIIAR=—FLET, sdeconf.rec 77 MIVERD(FSIC(F, BIGL/ AM Config.zip 774 Jb
é&ﬁ*éEL/gzﬁto

m sdconf.rec 774 )% vCenter Server /—RIZCaE—LZE7T,

FIE
1 sso-config RZUTEPEBEEINTWSET AL MNJICBELET,

/opt/vmware/bin

2 RSASecurlD SBEIEBEMICT BT, ROAX RERTLET,

sso-config.sh -t tenantName -set authn policy -securIDAuthn true

tenantName (. vCenter Single Sign-On kA A > DERITHY. T 7 #J)L 5T vsphere.local [Z725>T
WET,

3 (2'_7/3 ) %@1@0):“. nEjj_lféM j”:?é(:(j»\ xDax v hé;’?:]—[/ig_o

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local

7 hYALDTF D RSATA ZFERTALDICIREZFRET AT ROOAX REERTLE
ERS

sso-config.sh -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

Bl

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec
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RDFA T av&_/ETEET,

FFar B

sitelD #F 7 a>® Platform Services Controller # k ID., Platform Services
Controller (., ¥4 b&7cVU 1 DD RSARFAIYR—2 v AV RYVRAERBISRGEY
R=—bFLET, SOFTL 3 EBHRMICIEE LEWEE, RSA FRELIRED Platform
Services Controller 4 bOBRERICEVET, COF T av(E BixdY41 MEEMT

DIEEICOHMERLET,
agentName RSA REIX X — + A TEEINET,
sdConfFile sdconf.rec Z7A4)NDIAE—THYU, RSAIR—=H oI U O0—RENEZHDT,

IP7 RLRIEEDREBERETATNET,

5 (F7rar) THFUMERET 7 AV HUNDEICEET SHICEF, ROATYY RERITLET.

sso-config.sh -set_rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size] [-
maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

BE. T4 MESEYTYT, RICEAERLET.

sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6 (7 3>) IDVY—RTA—HY—=TFU I/NNUNENI—F—ID ELTERINTWEWNES, IDV—ROD
userlD BlEZELET (LDAP 74T T 14T 4 V—RLED Active Directory TOHHYR—bZInE
ERDR

ZD userlD BICLY. RSAuserlD ELTERINS LDAP BEDAREENE T,

sso-config.sh -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr

AttrName) [-siteID Location]
1) -

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName

7 REDHREERRTDICIE ROAX RERTLET,

sso-config.sh -t tenantName -get rsa config

R

A—HY—RBENRT— RICKDFAMNEY T, RSA FANENHABE, -V -2 —H¥—8E RSA h—o % 1(F
BALTOJA VT BHEBHYET, A—F—RFENRT—RTOATA VIETEERA,

F: A-Y—-R0DOFEK(I. userID@domainName % /(3 userID@domain upn suffix TY.
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vSphere Client O 4 YEEROOIA > A vE—CDER

vSphere Client B4 4 VEEAICKRIND A Vv - AERTEET.

Avt—2 REFHE FRAFRHLEEEZHRETEET., £ OJAVRIICA Y- OBREERTHLDITAY
- ERBRTAHILOTEET,

vSphere Client OJ 4 YEEODMOIA > Ay tE—CDOEE

vSphere Client AZ 4 YEEIC. AJA 2 Ay t—2ZBITEERY, oo A RFLDATA Y dytw—%
BEL, AV -—DREZBLIFIvI Ry IV RERBIHLEHTEET,

FIE

1 vSphere Client Z{H L T vCenter Server [COJ 4 > L&ET,

2 administrator@vsphere.local £7=(3 vCenter Single Sign-On EEBE V)L —T7DRIDA o N—D1—H
—RENRTD—RZERELET,

AVAN—IVEICELS RAAL ERE LEHE(E. administrator@mydomain L LTOd4 > LET,
3 [BR] 14— A2y—Tx/A RHBHLET,

a [R—A]AZa—Dm5 [EE] £RRLET,

b [Single Sign-On] T. [#&m] o Jv o LET,
4 [OJA4Y *yte—219TEVV YO LET,
5 [R&E]Z/VvoL, QT4 AytE—2EFRELET,

FTFa>y A

OJ4 v Ay—SORKR OJ4 2 AyE—2CFFRCTBRITE [ATA 2 AyvE—CDFRR] DRA v FEHUEZ
F9., CORAYFEAMILIEWNE, BIA 2 AyvE—CEBFETHEIETELEHA.

Odq4y ryt—o AvE=2DIA M. TTHINITIR [FEF v IRy 7 X] BERENTNSEE, O
A Ayt—CDTFFARE I agree to Terms and Conditions T9 ., Terms
and Conditions ZMBEDTFRANCEBEBEMZZIMLENHYET, [FRETF v Ry o]
ZEIRMER T 5 & Login message MERRSIN, AvE—CFANTHIEMTEET,

BAEFIv IRy IR AJA YT BRICTF v Ry OREVY v ITHEDA-—Y—([CRkHDBHEEF. [FEHET
vORyOR]EBIRLET, $e. Fzvd Ry VREFERETICAvE—PERTT D
EBTEET.

AJ4 Y Ay -2 0 A-—HY=—DBOTA Y AyvtE—2&0 Uy LREECRREND A v E—D, REXE EA

KEOXERETT, OFFAN Ry s ACHBEREANT ZLEIHY £T,
6 [RENZIVYILET,

vCenter Single Sign-On O+ a2 UF 4 DXRXRXA N 759574 R

vCenter Single Sign-On OXRDEF 2 UF 4 DRR S TS5 057 4 RIZHE> T, vSphere IBIE#REL £

vSphere OREFA > 7S5 RAMS O F vk U, vSphere BEDEF 1T 4 BEtENES, A VTSRS OF
YHOBRICESENANEDIC, vCenter Single Sign-On OARR ~ 7505 4 AEFEFL TS,
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INR T — RDOFZNEAR D HERR
vCenter Single Sign-On OF 7 # )L bD/INRAT— R RU L —DEREARE 90 H T, 90 HERIZ/NNRAT— KD
BYMERSYIN, QT4 > TEESAVET., BUEREZHERL T BENRT—REZEHL T /ZEL,

Network Time Protocol D&k

NTP (Network Time Protocol) ##EH3 5 &, IRTDIRTATRUAEMERY —X (B&EYT S0—H/LEERE
7ty bEED) £FERL. ROSNLEKEEE BEHEAER (UTC) 2E) (CHEXEREY —XZBERMITEHKD
[CTBIENTEET, REASINIZT X T AlIE. vCenter Single Sign-On MEIBAZE® vSphere MZDfthDELEA
EDENWEEHWRT H/2DICTAIRTY,

NTP ([C&Y, AY 774 IIVOBRBEDEHOHGBSIC/HAVET, BREIOEKRENELLAZAWE, A 774 IILOREER
BEM T ET o THEBEREBT A ENH LAY, BEENREMEIC/ZDAEESEDSH Y ET,

NTP Z R L RZIREBO#ER A ECDNTIE, vSphere DEFaUT A DRFa AV FESTBELTIESL,
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vCenter Server IO STV a
—TF a4 T

LIE®D kEY £ Tld, vCenter Server B25IOBBED NS TN a—T 4 V&R T BICHI=> TR DIERE R
HMLUET, TOMDBERICDODNTIE. RFatrry b wrd—BLr VMware 7Ly P R—2&#RBREBL TS,

ZDEICEF. ROMEYINEENTNET,

m  Lookup Service TS —DREEDIEE

m  Active Directory RAA VEREIZFERL TAT A TEMLR

B AP -TAYEPAYIEINTNS/HIZ vCenter Server OJ A » 3RET %
B VMware T4 Lo b $—EXDQL TV T —2 3 VICEBEBMNEZEDH S

s vCenter Server #/R—hk N2 RILOTZ XR— b

m  vCenter Server BifP—EX QDU 77 LR

Lookup Service TS5 —DERED4E

vCenter Single Sign-On A > X k—)LT. vCenter Server £7=(% vSphere Client #8B¥ 3L 5 —MNRRS
NnNE9,

R

vCenter Server XU Web Client 4 > X +—Z(2(E. TZ— [Could not contact Lookup Service.
Please check VM ssoreg.log.. A DBRRENET,

R&AE

ZOMEICE. RRAS Y EOFREAIOV Y, T77AT7 =)D T7Ayv I, BLXUEEL TWEITNIEE S
WH—EREE, WSDOHODRANHY £,

fRRAE

1 vCenter Single Sign-On, vCenter Server 8L Web Client #21TLCTW\ARA N T >0oOy 25
REAL TWSZEZMRELTLZE,

2 IS— AyT—PICEENDIHEBEDOY 774 INEHERLET.

AvE—CTlE DRTA—BT7 AT M STEMPS 22BLET,
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04 774)IAT. RO*Avt—CEBREBELET,

0J Z774)ICF. TXRTDA VA S—ILDOEBMPSDOHENMNEENET, Initializing registration
provider... ERIHRHDAVvE—CEZRDITET,

Ayt—Y

java.net.ConnectException:

Connection timed out: connect

java.net.ConnectException:

Connection refused: connect

Unexpected status code: 404. SSO
Server failed during

initialization

A—-Y— A5 —T A RICKRREINDBIS
—(% [Could not connect to vCenter
Single Sign-Onl| MSEYET.

[REH ERRIRER

IP 7 RUAMELL WD, 7747 0 +—)LH vCenter Single Sign-On AD7 7t X
#70v L TWWa5, vCenter Single Sign-On [CARSHHYTETNET,
77479+ —)LH vCenter Single Sign-On R—k (F7 4L T7444) #70v oL
TWaWZ &R LET. vCenter Single Sign-On 34 > X h—JLEhTWbT >
2. CPU, I/O. 8LV RAM O+ RIREEZRENHHLHHRLET.

IP 7 RLUZXE/IE FQDN BARETH Y. vCenter Single Sign-On #—EXHEEEN L TLY
WD BENBLANICEES L EEATLE,

vCenter Single Sign-On vmware-sso 7 —E>DATF—4 XA%&F v o LT, vCenter
Single Sign-On BEIEL TS L &R L T /221,

H—ERZEBREHL TSN, BEEHL THMBEMERLZVEEE [vSphere k371
Sa—TA4 YT AAR]I OUANIDEI L a v ESBLTIZE),

vCenter Single Sign-On #\iE#HL T2, BiEEEL THBBENER L VSE(L.
[vSphere S TN a—T1 >0 4 K] OEIROEI 3> E2SBLTEIN,

RY 21—k SslHandshakeFailed BERRINDIBEHHVET., ZOIF—(F. B
nr7= IP 7 KL XRE7=(3 vCenter Single Sign-On kX #2325 FQDN 743, vCenter
Single Sign-On DA Y XA b—JLEICEREINAET RURATIFGWI EERLTWVET,

VM ssoreg.log T. RD*Avt—2EEUTERLET,

[host name in certificate did not match: <install-configured FQDN or

IP> = <A> or <B> or <C>|, ZZ7T A (3 vCenter Single Sign-On ®1 > X b—
IVESICAA L7 FQDN THY. B & C(ELRTADPERLICHFBRESNEZRERAA VAT
ED

07 77400 1= DREDOAMT, FODN AT HLO[RELEBELET, FLA L

mi54E. vCenter Single Sign-On M4 > X ~—JUESIC3IEE L7~ FQDN AR L T 7Z&
(A

BEODORY FT—IBETOTNOREBFEATE 0SS vCenter Single Sign-
On @ SSL #m&BIAL TS L&,

Active Directory RXAA VERFIEFERLTAY A > TEERWN

vSphere Client /5 vCenter Server A R—x > O A4 > LET, Active Directory D1—H#—% &/
RAT)—RZEFERLET., RECKBLET,

Lk

Active Directory @ ID ¥V —X % vCenter Single Sign-On [ZEEMLE L7, 21— —5H vCenter Server (Z
AOJ4 > T&EEth,

[RE

A—HY—E TI7AIbE RAACATA T BBE I—F—RBENRT—REFERALET, OTRTDRAA
VICDWTIE, I—F -2 RAS % (user@domain £7=1& DOMAIN\user) #EBNMT2HENH Y ET,
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RRAE
IARTO vCenter Single Sign-On F7AOA T, 774N MDIDYV—REZEETCEET, EERIC, 1—F—
F. I—F—RBENRRT—ROBEFERLTCT 74N NDTAToT4T 4 V—RICATA 2 TEET,

Active Directory 7 # L A FRDF R AL U EFERLTH S Windows 523 ID YV —RE#ERT B HEICDNT
([F. VMware OF L v IX—RDiEE (http://kb.vmware.com/kb/2070433) Z8RBL T &\, #E
Windows i Tld. 77 4/l T Active Directory 74+ L X rDJIL— bk RAAL VEFERLET,

TI7ANEDIDY—-REZXELTHRBESBRLEWVEERE. ROSS TV a—FT 4V VFIEEEBMTRITLE
ER

1 vCenter Server & Active Directory RAA > I FA—SOBEERIEALET.

2 FhENhORAALY 32 A—3I(C Active Directory K44 > DNS H—EXRADRA >4 L a— K (PTR)
MWHbHEEERELET,

RAL O bO—ZOPTR LO—RIEHRN. O FO—SDO DNSEZBE—HITHEEHERLET,
vCenter Server #FEFRAL T84, XOAX Y RERFTLTYRIZETVET,

a RAAYAYPA-ZDOURNERRTHICE. KOOIV FERTLET,

# dig SRV ldap. tcp.my-ad.com

ROBIOED I, BEST D7 KL XD ANSWER SECTION ICRRENFET,

;7 ANSWER SECTION:

_ldap. tcp.my-ad.com. (...) my-controller.my-ad.com

b RAAOAYPA—-—ZZ&IC. ROOAXT Y RERITUTIES &/ EHBREERLET.
# dig my-controller.my-ad.com

ROBIDED I, BhEST D7 KL XD ANSWER SECTION ICHRRENFET,

;; ANSWER SECTION:

my-controller.my-ad.com (...) IN A controller IP address

# dig -x <controller IP address>

ROBDOEDIC. BEST ST L RH ANSWER SECTION [CRRENET,

;; ANSWER SECTION:

IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 MEMMERLAZVEEL. vCenter Server # Active Directory RAA U SHIBL. BERAA VICBME
HFE 9. [vCenter Server DRI FFa A2 bESEBLTIZE,
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4 vCenter Server [CEHRENTNBEZITRTD TS0 vy ay&#HL. IRTOY—EREZBREEHLET.
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