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BETNOY FEERLUTERLUEY, £lo, BULRT DDV FEERUILEIL root ICL3 SSH 77 7 2 & HIkR
LET,

SSHoO—HILEEB 7 HD v, Efeldth >y YU wheel 7L —TO AV )N—, EfoldZ0OmMAEERLET, B
BEroot 7 AEENICT BEIIC, AN icBEEN AllowGroups #ER LU TCSSHIC 7V ZRATEZ Z& &
wheel 7 )L —7&FALTSUEETLUT oot #ERICT) N EZ SN2 EET AR LET,

Flia

T rootELTRBR7 IS4 7V AICOTA 2L, BYRI-—T—-FBTROANY FEERITLET,

# useradd —-g users <username> -G wheel -m -d /home/<username>
# passwd username

wheel (3. AllowGroups IZ ssh 77 2 2Dz ESNIZTIL—-T T, O HV T 7))L —TZ&EMN
931213, -G wheel,sshd #FEHL%T,

2 COA-Y-[CPUBATHLLWIIZD - FEREL. NAT— FOBMMEOEREERRLET,

# su <-username>
# <username@hostname>:~>passwd

AT — FOEMMESBEGZERIC LTV SHEIE. JIAD— FAEHNET, /(AT - ROEMENBHZTH
reLchalhiga, I = RIETD/ (AT = FIZREN., /\AD—F ONV FZEBEXRITIOMBENHDET,

3 SSHAOEEOYV A VEHKRT 213, /etc/ssh/sshd_config 7 7 1L E#REL T,
(#)PermitRootLogin yes # PermitRootlLogin no [CB=#A T,
Freld, RB7 IS4 7 RAEBA VY —T 14 X VAMI) 0 [E] ¥ 7T [EEED SSH 07 1~ &=83%1t]
Frul Ry AOBRZEYDVEZ S ET, SSH 2B EITEDICTEET,

RICEDHETIC

root ELTOEZEO VA VEENCLES, T I4)I T, kSN 7 IS4 7 A3, DY —)LEB Uz root
NOEBEOTA VEHFALET, BRBLEDEODEBRT NI FEER L. TNEDOT AT FTsuroot [C&3
wheel 77255 2 FLTz5, root & LT /etc/security 77 1/L&MRELC. ttyl T U % console
[CESHMAT, BEroot QU1 Vv EEMICLET,

1 FFA+IFT457T /etc/securetty 771 ILEREET,

2 ttylz=RBDIFC console TEEHAZET,
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3 TJrAIEREFL. BTLEY,

ttFa7 oI T IOEROFHEIR

VAT A TFAVTRETOLZAD-RELT, INTO VMware [RE7 F24 7V A RA XU T
tcp_wrappers /Wy o — I ZEBEYICER T 2 CEICE D, EF 2T )L (SSH) 7O RERIBRLET, Fio.
NEQT7 IS4 TV ATHERSSHF— T 71 )LOEREZERLUET,

(1

IARTH VMware [R1E87 754 7 Z12ld, TCP UR—F F—E A libwrap shic T —EVICT IV ZATES

Ry D=0 YRy FESIEIT S EEFAT S tcp_wrappers )\ T —IUAEENET, T IFILET

(3. /etc/hosts.allow J7 A JLICEF 17 2 IIANDINRTOT U AT 2ABI Y U Sshd:

ALL : ALLOWAMEENTWVET, EBOMBICISLUTIOT7 I AEHRLET,

FIE

1 RE7ISA4T7 VA RAERIXY > ED /etc/hosts.allow 71 )LEFF A+ IT57 45 CR=%Y,

2 LFIATVREBEAODED, O—AINRAFIVRUEEBRRY FD—0 TTXRY FOHEED D LD ICAERE
DODNAIVFUEZBRLET,

sshd:127.0.0.1 : ALLOW

sshd: [::1] : ALLOW

sshd: 10.0.0.0 :ALLOW

ZORITIE, IRTOO-AILRA FO#EEE. 72472 4100000 TRy FTIT S BN FRISNET,

3 IRTOEYETYVID (RAF&A, IP7RLA BBt A & (FQDN), JL—T/\y o r ) 8L
*9,

4 Ty EREFL. BT ULET,

TFa2T7 VY —N\EROEF 2T 15

IANTOVMware 7 754 7 A4, RIREIRIGE. T A4 FOF a2 Tt sNcBREBATCWES, 1—
H—ld, BT 7 ILOTO=)UL A T3> w0230 —)\ LIS 14T7 0 R U—EXADREEFND Z
EICE T, BEMNBUYICEF 1 T AESNTNDEZERTCEET,

AlgEE A, /etc/hosts.allow 771 J)L T, SSHO—/\OEREEBET TRy FICHRLETD,

FIE

1 VMware 7 754 7> AT /etc/ssh/sshd_config U —/UER T 7 1)L EBS. FRENELWVC & EHER
LET,

BRE 2AT—H2R

H—)NF—FE> JOFIL Protocol 2

CBCms5 aes256-ctr &£ aes128-ctr
TCP #zyx AllowTCPForwarding no

P AN ol A Nl Gateway Ports no

X171 &5 X11Forwarding no
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TFAUT B R

RE

SSHY—E2X

GSSAPI 525
Keberos 33

O—ALE# (AcceptEnv 70—/l # 7> 3)

2RIV DR
ENVA PR AV

a—Y— DER T

Strict € — R OHER
HERR 73 B

rhosts RSA s8zE
JE#E

Ay t—IRIEI- R

A—-Y—= 77z XHIR

2 EBERBERTFL. J7MIILERLET,

AT—=5 2R

AllowGroups 7 1 —JL REFR L TC7 7t AEHFA SNz T - TEIBELET,
CO7IN—FITETBAYIN—EBMUET,

GSSAPIAuthentication no GRfEBDIHE)
KeberosAuthentication no GREEDIHA)

IAVE POMIED, ERCERTE. Froi2 LC_* Fzld LANG ZEHICHLTHE

—=nes

3 ICEHE
PermitTunnel no
MaxSessions 1

root HLVEDMOI—-F— W LT 1 ITHRELFE
3, /etc/security/limits.conf 771 )LE. RUREICTZ2HENH D
ESEI

Strict Modes yes

UsePrivilegeSeparation yes
RhostsESAAuthentication no

Compression delayed & 7=13 Compression no
MACs hmac-shaT

PermitUserEnvironment no

TFaT N OSAT U MERDOEF 2T 4 EIE

VRATATFAUTBIETAOCZAO—BELT, RET ISA 7V ARARIYVDOSSH Y SA4 7 BT 7
AILEFARNT, VMware 14 RS54 VICH > TSN TV EaERATICEICE 2T SSHYS A7V ROz

FaUTAIEERAALET,

FIig
1 SSHOSA47> F#ER T 71 )L /etc/ssh/ssh_config ==, 70—/l F 23y 293 3 VvV DORE
MELWC EEERUET,
BRE 2F—H2R
JZ47> 8 7Okl Protocol 2
947N F=hDzA K-} Gateway Ports no
GSSAPI 25 GSSAPIAuthentication no

O—-»NZE#H SendEnvs/O—/IvF7ay)  LC_* izl LANG ZH D HigE

CBCrz= aes256-ctr H LU aes128-ctr

Ayt—UREEa-N MACs hmac-shal T U TO#HER

2 EERBEREL. J7MILERMLET,
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TFaT7 I F— T 7AIVDOWERDIES

BRODOHEDAEEMER/NRICHA D DI REF TSA T VA RA XYV TEBRLSSHEF— T 7 1)1
DIEREHRFLET,

SSHEMEREEZRFEH LIS, XDOSSHF— I 7 M) OERICEEN RN EEBICHERLET,
B /Jetc/ssh/*key.pub mm/tT U w7 IRA F F—Idroot I—H—=AFTE L. HERA 0644 (-rw-r--r--) [Z5&
ESNTWVWET,

m  /Jetc/ssh/*key HD TS5 A N—k KA+ FT—|droot I—F—HFrE L. #ERA 0600 (-rw---—--) [CRES
NTWET,

SSH#+— 7 7 ML DH#EREHERT 5
KTV F=T7AINETFTAR=FF— T71)LOBEAIC SSHIERMBEASN TN ZEEEABLET,

Fig
1 ROAXVERERITUTCSSHIN T U vy = D71 )L &#BLES, 1s -1 /etc/ssh/*key.pub,

2 FrEENroot THD. TIL—TDOFEBEA root TH . T 7 A IIERA 0644 (-rw-r--r--) [CRRESN TS
CERERUET,

3 XROOARVEERITLT, BBEEELEY,

chown root /etc/ssh/*key.pub

chgrp root /etc/ssh/*key.pub

chmod 644 /etc/ssh/*key.pub
4 ROARVERERITUCSSH 724 R—FF—= D71 )L &HBLET, 1s -1 /etc/ssh/*key .
5 ROOANVEERITLT, MEEEBELET,

chown root /etc/ssh/*key

chgrp root /etc/ssh/*key

chmod 644 /etc/ssh/*key

RET TSAT P RAEBA I -T2 A ADA—Y—DEE
R8T TS5 7Y AEBA VY — T TA ATI—F—EEMBLUHBRLT, BIELALOEFUT 1 EERT
BCENTEET,

RETY TS5A 7V AERA VY —T A ADroot A—H— 7 HD Y FTId, FEEICPAM #ERY 5716, PAM T
BESNLIUY T LNV EERSNET, RE7 IS4 7V AEBA VY -T2 ABUICHBEL TR &,
KEEMRATT DV RBEAHCESITVAT LD OOt 7NDOY FTAVI T IO RARET S CENHIET, =5
[C. root 7 AODY FAMEBROERO I - T —ICL2EBRMEEN ST 5D TR EHBEINLHEIL. BEA Y
T—JIA ADEREI - T -—Z2ZEFI D LICRDABRMEHIET,

FIRY S HiIC
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FIIE

T #FHLWIA-—T—ZERL. RETVISA TV RAERBA VY —T A X 7L —TITEMT BICIE ROOARV FE
ESREVESEN

useradd -G vami,root <user>
2 19— AT—-REERLET,

passwd <user>

3 (FTa)RBTISA T UAEEA Y —T A ADroot 7 AEEEMICT BICIE. RO RE
EITLET,

usermod —R vami root

FE RET TISATURAEEA Y —T T A AND 00t 77 L AEEB/NCT B &, [BE] Y TDEEE, £
foldroot, JNAD—R&ET7wY J5— 9 e EMRICE D £ T,

7—bO—% —REDHRE
BRLANINOEF2UT 1 2R ET 21213 VMware REY 754 7V ATT— FO—45 —Bafa@m L9,

VATLADT = FO-Y - [CREAYVERZRVBE, Y ATLA AVYVIOT I AEERDI-—T—H VAT A
J— FEBREZERE LD, VJONJ—ﬁ—%—PitHX)?T)ZE—PT?X?AE?—FthT%i?
CORER. U—EREBXCIIRFBEDY AT L T RANARICEDEY, T— ~O—4% —588Fd VMware 48
FISATVATT T4 ETHRESN TR H, ZOEMKICIEGRUB /XX D — FEERT 2 MENH D ET,

Flia

1 RE7 7254720 /boot/grub/menu.lst 77 )LAT password ——md5 <password-hash>
TERELT, T-F AT FMRESNTNEIHAEINERRLET,

2 JI2AT—-REMRESNTNEVGEIE. "BV 5147 AT# /usr/sbin/grub-md5-crypt a7 > R
EEITUET,

MD5 )X D — FAER SN, OX Y FIC&i>Tmd5 /\y o 2B AMEEShET,

3  # password —-md5 <hash from grub-md5-crypt> 0<% > REZETLTC. menu.lst 771 JLIC
INZAD—FREEBMULET,

NTP D& E
JTF 1 FAIIRS A LY —ATIE KRR OB E®ERC LT, VRealize Automation 7 =41 7> 2 Network
Time Protocol (NTP) #{#EB L £ 3

vRealize Automation 7 7514 7 ZONTP F—E VI3, BB -—ERZRELET, NTP X, T U7
I ETIZENCE > TV B Izeh, FEITHREI DMENG D ET, AJfERHEEIL. ABRETNIP Z#FHBAL T, E
BOEESOVREEZBLUTCA-F— 703V EBHL. BENLERDHIRELEBAZRHLET, NTP O
TFaIUTr EOEESECDONCTIE, NTP O Web b+ FESRBLTIES,
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NTP O 7 7 1)L, E7 IS4 7 VA LD Jetc/ TJAIITICEENTWET, REBT7 IS4 7V AEBA
5 —J14 20 [EE]] % T, VRealize Automation 7 7514 7V ZONTP U —EXEBMIC L. Y1 L H—)\%&
BMNTEET,

Fig

1 RET7ISATVARARXYVED /ete/ntp.conf BT 7 MIILETFAF IT 4 Y EFERLCHASE
3_0

2 TJ7AIILDOFEYEZ rootiroot ICHELET,

3 #ER%E 0640 (CHELFET,

4 NTP—EXICZxd 2 DNSamp (U —EREDER) KEDOU AV EERT 212 /etc/ntp.conf 77
TIVERSES. T 7A)LICrestrict ITARREIND CEEHBERLET,

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 EBERBERFL. J7MIILERUET,

51X D vRealize Automation 7 754 7 VR =D TLS D&

vRealize Automation 7 7547 VX AVR—FR Y FQEETF v R ELF 1 U T 1 RET D2HIC.
vRealize Automation & 70+ T AR TLS O RO EFERAL TR &R LET,

T # =X VRAICEAT 2ERBEDOIC, —HOT7 TUT—> 3> H—EABOO— LR MEGICH LT TLS
[TEMCE > TNERB A, ZEHIENMYELDISEIL. INTOO-DIILAX FBETITLS Z2BRICLET,

EE O-RNSUTDOTLS #K T 235BE1E. IXTOO— R IINS T SSLv2, SSLv3, ELUTLS 1042
DFaF7TRN ORI EENCLET,

localhost #&r% T TLS #H%HICT S

T4 FTlE. —#d localhost BIEIZ TLS &R LEB A, TFa T 1 DRIEERET Sz, IRNTO
localhost ##:T TLS #B%ICTEE T,

FE
1 SSH #{#H LT vRealize Automation 7 751 7 > A Ic#Ek L ET,
2 xRV REERITLC, VCACF—2Z 7 DERZHZELET,

usermod -A vco,coredump,pivotal vco
chown vcac.pivotal /etc/vcac/vcac.keystore
chmod 640 /etc/vcac/vcac.keystore
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3  HAProxy O EE#H L ET,
a /etc/haproxy/conf.d (Zd % HAProxy i 7 7 1 )L &R=, 20-vcaccfg b —ERA&EBRLET,
b XOXFIEEOITERDITET,

server local 127.0.0.1.. Z0O#%. COITORRIOXOXFHZEEMUET : ssl verify
none

COErTavICIE ROESBITHAEENTINET,

backend-horizon backend-vro
backend-vra backend-artifactory

backend-vra-health

¢ backend-horizon MR — % 8080 H'5 8443 [CEEL £,
4 keystorePass ®/{2A D — FERBLET,

a /etc/vcac/security.properties 777 )LD certificate.store.password 70/t
TAERDITET,

B : certificate.store.password=s2enc~iom0OGXATG+RB8ff7Wdm4Bg==
b XOIAXVFEFERLT. BEES1ELET,
vcac-config prop-util -d —-p VALUE
# : vcac—config prop-util -d ——p s2enc~iomOGXATG+RB8ff7Wdm4Bg==
5 vRealize Automation —E 2 &#EKLE T,
a /etc/vcac/server.xml 771l EH=ET,
b xmEM%E Connector ¥ 7 ITEmMULET, certificate.store.password I3,

etc/vcac/security.properties [CHZFIHEEA T /(AT — FEICESHBRAET,

scheme="https” secure="true” SSLEnabled="true” sslProtocol="TLS”
keystoreFile="/etc/vcac/vcac.keystore” keyAlias="apache” keystorePass="
certificate.store.password”

6 VRealize Orchestrator b —E X &R L E T,
a Jetc/vco/app-server.xml 77 1)L EFREET,
b xoEME Connector # 712BMULE T, certificate.store.password (3,
etc/vcac/security.properties [CHDRBEEA T /(AT — FEICBSHBRAET,

scheme="https” secure="true” SSLEnabled="true” sslProtocol="TLS”
keystoreFile="/etc/vcac/vcac.keystore” keyAlias="apache” keystorePass="
certificate.store.password”
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7 VRealize Orchestrator, vRealize Automation, &£ haproxy O —EX&=BIEELET,

service vcac-server restart
service vco-server restart
service haproxy restart

IR veo-server "BEF LA WSGEIZ. RAF OAVE1 -9 EBEHLET,

8 REVYISAT7IVABEEA VY —T1 A AEEBHRLET,

a /Jopt/vmware/share/htdocs/service/café-services/services.py 771 )LEFHEE
370

b conn = httplib.HTTPQ ®17% conn = httplib.HTTPSQ [CZELCEzFaU T &@LU
ESCIN

EFMEHRLIRZAE (FIPS) 140-2 EMDMEBEZFICT S

vRealize Automation 7 754 7V Ald, IRTOZEPLUEERY FT—0 FS T v 71220 T, TLS #&#/H
DT — 4 [T8F LT OpenSSL M@EFpiEeRIEIZ A (FIPS) 1402 REZFH/N\—Ya v aERATLIICBRDEL
1o

vRealize Automation 7 754 7V 2AEBA VY — T 114 ATFIPS T— REBREIZEmPICTEET, root & L
TOTA VL TCTWBESIC, ARV RSAUNSXROIR Y REFERLUTCFEPS #1882 C&EETCEET,

vcac-vami fips enable
vcac-vami fips disable
vcac-vami fips status

FIPS #BMICT 2 &, R— 443 OZEP L U%/(E vRealize Automation 7 7S A7 VA =y D=2 5T 1w
71214 FIPS 140-2 #M RS AMER SN E T, FIPS MR EICEE A <. vRealize Automation TIZ
vRealize Automation 7 754 7V A ICRES NI T — 7 IC13 AES-256 pMER SN, TF a7 ICREINET,

AR —EOREIVIR—R Y FTIERBEBEHOBELLEY 1 —IILAEEFERINTVE D, BEID
vReaIize Automation ®—E8M & T FIPS B ABRICE > CTLWET, BEFHODTEY 21— ILAEFEEEINTNA
L IRTOER(ETILTY XAT AES-256 R— 2B AERSNET,

TE OROFIETIL BREEET 2 LS. MENYY UNBEESINE T,

Flig

1 vRealize Automation 7 754 7 2D&EEA V45 —TJ A AlCroot ELTOV AV LET,
https:// vrealize-automation-appliance—-FQDN: 5480

2 [VRARE]-[RX FOKE] DIBICEIRUET,

3 BALECHZ [T aV]IEWIRHULOTORY V&2 U w0 LTFHPS #BMEI3EMCLET,

4 [IZW] &2 YUws LT VRealize Automation 7 754 7 U AEBEELET,
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SSLv3. TLS 1.0, 8LV TLS 1.1 BERIT/R> TS L EHEDRT S
TR TOTAM—EBE LT, 7SO Uz vRealize Automation 7 754 7 VAN T 2 7 RIBIET v

INEFERBLTWB T EERERBLET,

FIRY S HiIC

Mocalhost #R © TLS #B%hICd 2] =RITLET,

Flia

1 VRealize Automation 7 7=+ 7 > 2@ HAProxy https /\> £ = SSLv3, TLS 1.0, SLUTLS 1.1 1'ER)

[CH>TWBZEEERALET,

WET37710)

/etc/haproxy/conf.d/20-
vcac.cfg

/etc/haproxy/conf.d/30-vro-
config.cfg

2 Y-EXEBEFHLET,

service haproxy restart

RDEHN B B C & &R

no-sslv3 no-tlsv10 no-
tls11 force-tls12

no-sslv3 no-tlsv10 no-
tls11 force-tls12

H#ERY 31T

bind 0.0.0.0:443 ssl

crt /etc/apache2/server.pem ciphers !
aNULL: 'eNULL : kECDH+AESGCM: ECDH
+AESGCM: RSA+AESGCM: KECDH+AES : ECDH
+AES : RSA+AES : @STRENGTH no-sslv3 no-
tlsv10 no-tlsvll

bind :::8283 v4v6 ssl

crt /opt/vmware/etc/lighttpd/server.pem
ciphers !aNULL:!eNULL : kECDH+AESGCM:ECDH
+AESGCM: RSA+AESGCM: KECDH+AES : ECDH

+AES : RSA+AES : @STRENGTH no-sslv3 no-
tlsvl0 no-tlsvll

3  Jopt/vmware/etc/lighttpd/lighttpd.conf 771 JLEBT, EHICTZIZHDOELINT Y Y

NHdZEEERLET,

B Lighttpd IZ1d, TLS1.0 &E/2ETLS 11 28T 2T LU T« IhHp D FEHA, TLSTOETLS 11 0
FRICTT 2HIRIZ. OpenSSL ATLS 1.0 & TLS 1.1 OSSR — FEFERLLBVWLDICEAT S & T, %

PHICEMTEET,

ssl.use-sslv2 "disable"
ssl.use-sslv3 = "disable"
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4 vRealize Automation 7 754 720>V —)L FOF > SSLv3, TLS 1.0, L OTLS 1.1 pESpIC -
TN EEERLUET,

a /etc/vcac/security.properties 77 1)L EREL T, ADITEBMECIIZELFET,
consoleproxy.ssl.server.protocols = TLSv1.2
b XROOXVRERITLT, U—/\EBEZFHLET,
service vcac-server restart
5 vCOg—ER7TSSLv3, TLS1.0, LU TLS 11 AMEMCH>TND xR LET,

a /Jetc/vco/app-server/server.xml 771 J)LR®O <Connector> 7 7R DIFTT. XOBME
BMUET,

sslEnabledProtocols = "TLSv1l.2"
b xoavx v RrEEITFLTVCOY—CAEERELET,

service vco-server restart

6 VRealize Automation & —E 2 SSLv3, TLS 1.0, LU TLS 1.1 AERICH > TVNE & EHERBLET,
a /Jetc/vcac/server.xml 771 )LD <Connector> %7 71 ROEMEEBMLUET,
sslEnabledProtocols = "TLSv1.2"
b XMOIX REERITL T VRealize Automation Y —E2E=HEELET,
service vcac-server restart
7 RabbitMQ T SSLv3, TLS 1.0, LU TLS 1.1 AMEMICB > TVND & ERRBLET,

/etc/rabbitmg/rabbitmq.config 7 7 1 )LZ=fV T, {versions, ['tlsvl.2',
"tlsvl.1']} A'ssl BLU ssl_options 27> 3 VICKR RSN TS EEERBLET,

[
{ssl, [
{versions, ['tlsvl.2', 'tlsvl.1']},
{ciphers, ["AES256-SHA", "AES128-SHA"1}
11,
{rabbit, [

{tcp_listeners, [{"127.0.0.1", 5672}]1},

{frame_max, 262144},

{ssl_listeners, [5671]},

{ssl_options, [
{cacertfile, "/etc/rabbitmqg/certs/ca/cacert.pem"},
{certfile, "/etc/rabbitmqg/certs/server/cert.pem"},
{keyfile, "/etc/rabbitmqg/certs/server/key.pem"},
{versions, ['tlsvl.2', 'tlsvl.1']},
{ciphers, ["AES256-SHA", "AES128-SHA"]1},
{verify, verify_peer},
{fail_if_no_peer_cert, false}

11,

{mnesia_table_loading_timeout, 600000},
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{cluster_partition_handling, autoheal},
{heartbeat, 600}

13,
{kernel, [{net_ticktime, 120}]}

8 RabbitMQ o —/\&=BEs) L& T,

# service rabbitmg-server restart

9 VIDM S —EXTSSLv3, TLS 1.0, XU TLS 1.1 AEICE> TS e EERBLET,

SSLEnabled="true" #5817 DEA VAT VAT
opt/vmware/horizon/workspace/conf/server.xml 7 7 1 )LEF\T, XDITHARRISNTLND
CEEERUET,

sslEnabledProtocols="TLSv1l.2"

vRealize Automation A R—% > FED TLS S XA — bDHEAL

TFIUTr ERARSHDICIL. BAORKBSEFERT 5L 5T vRealize Automation IV R—% > FEERET D
MENHIET,

F—NETSOTOE TRV I - FENZBSEICED, TSty a3V THERASNZBS(EOBEARE D ET,

BOBEEDHNEERISBEIRSINE L DICT 2760, vRealize Automation I VR—% > FTHREDELEEEEXD
ICUET, BAORESOHETR—FL, TRICKEWNF—- YA XEFERITDLOIC, T-N\EXZELET, F/o.
BWHRNER CIRNTORESERBRLET,

NULL 521 — k. aNULL, F7/zlZeNULL 2 EQRREEIRH LB VWBS A1 — FEEMICLET, ZOftlc, B

2o Diffie-Hellman & —=z#1 (ADH)., T2 ZR—F LNJLOES (EXP, DES #&ATL3ERE). R4 O—F |k

T4V OBESEICETE128EY FLONASNWTFAZXDF— RAO—F F2 70970\ va ARDZIA

ELTOMDS oA, IDEARES AT — . BLUVRUESA 1 — FEEMICLET, Fz. Diffie-Hellman (DHE)
RMEFAIT ISR — FDNEDCR O TNBE EEERUET,

HA 7R+ DBEDCHVESEENICTS

ERARELIBEDY X RICBS Laht T, vRealize Automation 7 754 7V 2 HA JOFY U—EFADEE%E
AL, BENBVWEHLTINDZEOINTEENICLET,

NULL 8521 — . aNULL, F7z[Z eNULL B EDFRAEZEIRE LG VWS A — FEEDICLET, JoMmic. B
2o Diffie-Hellman #—zz#2 (ADH), T2 2R—t LRJILDEES (EXP, DES #&5A T 2EES), "1 O—-F +
T4 OBEEEICETS 128 LY FRDNSNWHAZADF— RAO—=F T4 v\ va ANZX A
ELTHMDS fER. IDEABEZA A —F, BLURUBSAA - FBEMICLET,
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FIE

1 /etc/haproxy/conf.d/20-vcac.cfg 77 1ILONA VR T LT+ JOBET Y U EBER L.
BENFNEHLEINDIZIRTOEDEEDICLET,

bind 0.0.0.0:443 ssl crt /etc/apache2/server.pem ciphers !aNULL:!
eNULL : KECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA
+AES:@STRENGTH no-sslv3 no-tlsvl® no-tlsvll

2 /etc/haproxy/conf.d/30-vro-config.cfg 771 /LON\A VR FTo LV T TOBESI Y U %E
BB L. BEANBVEHLTINZINTOEDOZEENCLET,

bind :::8283 v4v6 ssl crt /opt/vmware/etc/lighttpd/server.pem ciphers !
aNULL: !'eNULL : KECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM : KECDH+AES : ECDH+AES : RSA
+AES:@STRENGTH no-sslv3 no-tlsv1l0 no-tlsvll

vRealize Automation 7 75«4 7 > X vRealize Automation 7 754 7> X a>yV—)L 7O%> —ERDRE
DEFESEENIZT S

fERAIBELEEEN Y X FICEBE LahE T, vRealize Automation 7 75472 OV —)L JOFY U—EAD
BESEEERL. BENBWEHLTINEIZEQINTEENICLET,

NULL B85 2 1 — . aNULL, F7/zlZ eNULL 2 EDFRAIZIRE LG VB A — FEEDICLET, JOMmic. B
%o Diffie-Hellman & —=5#: (ADH), T2 ZR—+k LNJLORES (EXP, DESZ&2ATVWRES). RAO— R k
24T OESEICET 2 128 EY FLDNATNWFAZDF - RAO—=F 2710970\ va AAZIA
ELTHOMDS OfER. IDEABEZ A —F BLURUBSIA - FBEDICLET,
Fg
1 /etc/vcac/security.properties 771 /LETF+ A+ IT7 4 Y THEET,
2 ATELQESAA—FEEPCTBICE. TrILICTEBINUET,

ROITICHELEREEZNMATHERLUET,

consoleproxy.ssl.ciphers.disallowed=<cipher_suite_1, cipher_suite_2,etc>

fe& A1 AES 128 H KT AES 256 DRSS XA — FEJMICT 2T, ROITEEMLET,

consoleproxy.ssl.ciphers.disallowed=TLS_DH_DSS_WITH_AES_128_CBC_SHA,

TLS_DH_DSS_WITH_AES_256_CBC_SHA, TLS_DH_RSA_WITH_AES_256_CBC_SHA,

TLS_DHE_DSS_WITH_AES_128_CBC_SHA, TLS_DHE_DSS_WITH_AES_256_CBC_SHA,

TLS_DHE_RSA_WITH_AES_128_CBC_SHA, TLS_DHE_RSA_WITH_AES_256_CBC_SHA
3 kOIOAXVEEFALTY-N\ZBEsLET,

service vcac-server restart

vRealize Automation 7 754 7 > XA vCO 4 —ERDBEDTBW\ESEEMIZT S

ERAEELIBEDY X RICBS Laht T, vRealize Automation 7 754 7 2 vCO B —EF 2 DIE=2 ERER L.
BEANFNEHFLSNDIEQOINTEREYICLET,
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NULL &S 21 — k. aNULL, F/zlZeNULL 2 EQRBREEIRH LB VWBS A1 — FEEMICLET, ZOftlc, B
# o Diffie-Hellman +—3z# (ADH), T2 2ZR—F LRNJLOBES (EXP, DES #5A T 28S), R10O—-F
ST4vIOBEEICHTE 1288y FEDNSNWHAZXDF—. RAO—F FST09 0N\ v¥a AN
ELTHOMDS fER. IDEABERAA—F BLURUBESAA - FBEMICLET,

Fig

1 /etc/vco/app/server/server.xml 7 71 LR T <Connector> % /&R DIFE£T,

2 HHOESIM - FaERTL0C. BESOBMEREECITBMUET,
RDBESBLTIES 0,

ciphers="TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,T
LS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_E
CDSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_
AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384”

vRealize Automation 7 754 7 > X RabbitMQ 4+ —E ADBEDG \EEE=EMICT S

ERARELIBEDU X FICBS Laht T, vRealize Automation 7 7=+ 7> 2 RabbitMQ & — F 2 DG & e
AL, BEANBNEHLRINDIEDIRNTEENICLET,

NULLEES X1 — . aNULL, F/zlZ eNULL B E DRI LR VES A1 — FEEICLET, CDMblc, B
2o Diffie-Hellman #—=z#2 (ADH), T4 2K —F LANJLOBES (EXP. DES #5ATULWBEEE), R4 O—F +
749 OBELICETS 128 Y FLD/NTNWHAZXDF— RAO=F T4 T7OI\ w1 AN A
ELTHOMDS oA, IDEAREEAA—F, BLUVRUBESRA—FBENCLET,

Flia

1 UR—F=hZB\ESIAA—FEFHMLET, # /usr/sbin/rabbitmqctl eval
'ssl:cipher_suites().' ANV RERITULET,

ROBITRENZBESIL, FR- FEN2BSOHERLTET, RabbitMQ o —/Ud, rabbitmq.config

TJ7AINTINEDBSEFEAERLCET FN\Y A XTDLIITEMRSNTNRVRD, FAXLIET FINY 14X
ZITWEE A

["ECDHE-ECDSA-AES256—-GCM-SHA384" , "ECDHE-RSA-AES256-GCM-SHA384",
"ECDHE-ECDSA-AES256-SHA384" , "ECDHE-RSA-AES256-SHA384",
"ECDH-ECDSA-AES256-GCM-SHA384" , "ECDH-RSA-AES256-GCM-SHA384" ,
"ECDH-ECDSA-AES256-SHA384" , "ECDH-RSA-AES256-SHA384",
"DHE-RSA-AES256—-GCM-SHA384" , "DHE-DSS-AES256-GCM-SHA384 ",
"DHE-RSA-AES256-SHA256" , "DHE-DSS-AES256-SHA256" , "AES256—-GCM-SHA384",
"AES256-SHA256" , "ECDHE-ECDSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256" , "ECDHE-ECDSA-AES128-SHA256" ,
"ECDHE-RSA-AES128-SHA256" , "ECDH-ECDSA-AES128-GCM-SHA256",
"ECDH-RSA-AES128-GCM-SHA256" , "ECDH-ECDSA-AES128-SHA256",
"ECDH-RSA-AES128-SHA256" , "DHE-RSA-AES128-GCM-SHA256",
"DHE-DSS—AES128-GCM-SHA256" , "DHE-RSA-AES128-SHA256" , "DHE-DSS-AES128-SHA256",
"AES128-GCM-SHA256" , "AES128-SHA256" , "ECDHE-ECDSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA" , "DHE-RSA-AES256-SHA" , "DHE-DSS-AES256—SHA",
"ECDH-ECDSA-AES256-SHA" , "ECDH-RSA-AES256-SHA" , "AES256-SHA",
"ECDHE-ECDSA-DES-CBC3-SHA", "ECDHE-RSA-DES-CBC3-SHA", "EDH-RSA-DES—-CBC3-SHA",
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"EDH-DSS-DES-CBC3-SHA", "ECDH-ECDSA-DES-CBC3-SHA" , "ECDH-RSA-DES-CBC3-SHA",
"DES-CBC3-SHA", "ECDHE-ECDSA-AES128-SHA" , "ECDHE-RSA-AES128-SHA",
"DHE-RSA-AES128-SHA", "DHE-DSS-AES128-SHA", "ECDH-ECDSA-AES128-SHA",
"ECDH-RSA-AES128-SHA" , "AES128-SHA"]

2 fABotFaUT EGERLCT. YR-FSh3BSERRLET,

fc& Z14. ECDHE-ECDSA-AES128-GCM-SHA256 & ECDHE-ECDSA-AES256-GCM-SHA384 /=17%
FFAd 2. /etc/rabbitmg/rabbitmqg.config 7 71 JLERER L. ssl &L ssl_options [TxD
TERBMUETD,

{ciphers, [“ECDHE-ECDSA-AES128-GCM-SHA256”, “ECDHE-ECDSA-AES256-GCM-
SHA384”1}

3 XOOXVEEFERLT, RabbitMQ - \z=FREELE T,

service rabbitmg-server restart

®ET—IDEF1UT 1 DHER

vRealize Automation TERAENZ T -9 XN—2ADA-—F—HLUVT7 AV FOZF 21U T+ EHABLET,

Postgres 21— —

Postgres @ Linux 21— — 7 A0 ~IE Postgres 7 — 9 N—=2DA—/)\—1—F— 7HDV kO )LICBEENIT
ENTWVWEY, 774 FTIE. 7HOV IOV ENTWET, root 1—F— AT EASULATITEZAT
ERWVED, COA-F—ICIIRBEFATHERTT, COI—F— 7HI OOV T ERRLUBVWTLES,
T—INR—RQA—HY—=Thor s O—J

TIAII @ Postgres A—H— AUV F O, TV =2 3 VHEBRBEDATIIEALZNWTRE, 7
TAINERADT —IRN=ADL Ea—FIFILR- FAEBEYR— 3 2(1C1d BINOT7 DY FEERLT, /0
A0 — RFEBYICRET D2HENDDET,

ANV E SAVTROATY T HERITLUET,
vcac-vami add-db-user newUsername newPassword
INT, I—F—[CErTEESNEHLWI—F—&/)(2T— RAMEINSNET,

FE WAY — AL —T HAPostgres ®RENER SN T\ BHAEIE. XA — Postgres 7 =9 X =T LTI D
20T FERITID2UENH D ET,

PostgreSQL 2 54 7 > hEREEDHERK

O —73JL trust 883E A vRealize Automation 7 7= 7> 2 PostgreSQL 7 =% R = A TER SN TNE N &%
BRALET, COBMTIE 79— XA—-/){-1-F-2E0IXTOO-NI)L AT - FR0D PostgreSQL
A-—T—EUTNRDT - FRUTERIT D ENAIREERDET,

I8 Postgre DA —/)\— 21— — 7AD U HE, O-AI Ut DEXICTE2HEAHDET,
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SN /I(AD— EAXEESND =0, mdS B AEEHEIDHDLET,
7547 RAMERFREL. /storage/db/pgdata/pg_hba.conf 771 JLRICHEELET,

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all postgres trust
# IPv4 local connections:

#host all all 127.0.0.1/32 md5
hostssl all all 127.0.0.1/32 md5

# IPv6 local connections:

#host all all ::1/128 md5
hostssl all all 1:1/128 md5

# Allow remote connections for VCAC user.

#host vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac 1:0/0 md5

# Allow remote connections for VCAC replication user.

#host vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication ::0/0 md5

# Allow replication connections by a user with the replication privilege.
#host replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication ::0/0 md5

pg_hba.conf 77 1)L &FET 2546, BEEEWICT BICE. XOIX Y REREITL T Postgre  — V& HiE
g omENHDET,

# cd /opt/vmware/vpostgres/9.2/bin
# su postgres
# ./pg_ctl restart -D /storage/db/pgdata/ -m fast

vRealize Automation 7 74— 3> U — XD
vRealize Automation 7 77U —> 3> UV — &SR L. T 71 )LOERESIFRLF T,
Fla

1 SUD®ELUVGUID EY FARRESNIZET 7AIILALE U EESN TN CEERRT DICIE. AOOAX Y RE
EITLEY,

find / -path /proc —-prune -o -type f —perm +6000 -1s

ROU A EARRENET,

2197357 24 —rwsr—xr-x 1 polkituser root 23176 Mar 31
2015 /usr/1lib/PolicyKit/polkit-set-default-helper

2197354 16 —rwxr-sr-x 1 root polkituser 14856 Mar 31
2015 /usr/lib/PolicyKit/polkit-read-auth-helper

2197353 12 —-rwsr—-x——— 1 root polkituser 10744 Mar 31
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2015 /usr/1lib/PolicyKit/polkit-grant-helper—pam

2197352 20 —-rwxr-sr-x 1 root polkituser 19208 Mar 31

2015 /usr/1lib/PolicyKit/polkit-grant-helper

2197351 20 -rwxr-sr-x 1 root polkituser 19008 Mar 31

2015 /usr/1lib/PolicyKit/polkit-explicit-grant-helper

2197356 24 —rwxr-sr-x 1 root polkituser 23160 Mar 31

2015 /usr/lib/PolicyKit/polkit-revoke-helper

2188203 460 -rws——x——x 1 root root 465364 Apr 21 22:38 /usr/1ib64/ssh/ssh-
keysign

2138858 12 —rwxr-sr—x 1 root tty 10680 May 10 2010 /usr/sbin/utempter
2142482 144 —-rwsr—-xr-x 1 root root 142890 Sep 15 2015 /usr/bin/passwd
2142477 164 —-rwsr—-xr-x 1 root shadow 161782 Sep 15 2015 /usr/bin/chage
2142467 156 -rwsr—-xr-x 1 root shadow 152850 Sep 15 2015 /usr/bin/chfn
1458298 364 —-rwsr—-xr-x 1 root root 365787 Jul 22 2015 /usr/bin/sudo
2142481 64 —rwsr—-xr—x 1 root root 57776 Sep 15 2015 /usr/bin/newgrp
1458249 40 —-rwsr—x——— 1 root trusted 40432 Mar 18 2015 /usr/bin/crontab
2142478 148 -rwsr—-xr-x 1 root shadow 146459 Sep 15 2015 /usr/bin/chsh
2142480 156 -rwsr—-xr-x 1 root shadow 152387 Sep 15 2015 /usr/bin/gpasswd
2142479 48 —rwsr—-xr-x 1 root shadow 46967 Sep 15 2015 /usr/bin/expiry
311484 48 —rwsr—x——— 1 root messagebus 47912 Sep 16 2014 /1ib64/dbus-1/dbus-—
daemon-launch-helper

876574 36 —rwsr—xr—-x 1 root shadow 35688 Apr 10 2014 /sbin/unix_chkpwd
876648 12 —-rwsr—-xr—x 1 root shadow 10736 Dec 16 2011 /sbin/unix2_chkpwd
49308 68 —rwsr—-xr—x 1 root root 63376 May 27 2015 /opt/likewise/bin/ksu
1130552 40 —-rwsr—-xr-x 1 root root 40016 Apr 16 2015 /bin/su

1130511 40 —-rwsr—-xr-x 1 root root 40048 Apr 15 2011 /bin/ping

1130600 100 -rwsr—-xr-x 1 root root 94808 Mar 11 2015 /bin/mount

1130601 72 —rwsr—-xr—x 1 root root 69240 Mar 11 2015 /bin/umount

1130512 36 —rwsr—xr—x 1 root root 35792 Apr 15 2011 /bin/ping6

2012 /1ib64/dbus-1/dbus-daemon-launch-helper

2 RETVISATVADIRTOI7AIVICABEN G S CEERBI 2T, ROIXY FEEITLET,
find / -path /proc -prune -o -nouser —-o -nogroup

3 IRTOIT7AINDRET T4 7 VAT T 2ERZHERL. HoP2 AT —AESIAHAER T 71ILH
BWCEEERT AICIE. ROOX Y FEXRITUET,

find / -name "*.*" —type f -perm —a+w | xargs 1ls -1ldb
4 veacdA—-Y-—DHMEYL T 7AIVEMBLTVNS ZEERRT DICIE. XOOANY FERITLET,

find / —-name "proc" -prune -o -user vcac -print | egrep -v -e "*/vcac/*" |

egrep -v —-e "*/vmware-vcac/*
BRMARTISINZANFE, INTOELWT 7 /LA vac I— T —[CL > TOHABSNTINET,

5 XoT77AINvaAC AT —[CE 2 TOHETAHARETHD  EaBALET,
/etc/vcac/vcac/security.properties
/etc/vcac/vcac/solution-users.properties

/etc/vcac/vcac/sso-admin.properties

/etc/vcac/vcac/vcac.keystore
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/etc/vcac/vcac/vcac.properties

Ele. ROT7AINSIVEOTTT« LY FUEERLET,
/var/log/vcac/*

/var/1lib/vcac/*

/var/cache/vcac/*

6 vcac Fizldroot I—F—OHMNRDT A LI FIEFDTTT 4 LT FUICHBIELWIT 71 L EFHHINE C
ENTEZEEHERLET,

/etc/vcac/*
/var/log/vcac/*
/var/lib/vcac/*
/var/cache/vcac/*

7 ROTALTERUEFOY T4 LY FURICRESNDLDIC. ELWT 71 J)LA veo Ezldroot - —0
HICEDTAIBSNTWS CEEEERLET,

/etc/vco/*
/var/log/vco/*
/var/1lib/vco/*
/var/cache/vco/*

8 MIOTFTAL YU RUEFOYTT 4 LY FURICRSNDLDIC, ELWT 71 LA veo Fizld root 1—F—D
HICE > TESTIAHAETHD TR LUET,

/etc/vco/*
/var/log/vco/*
/var/1lib/vco/*
/var/cache/vco/*

9 XOTALUVEFUEEDOY TIT 4 LY FURITRESNEELDIC, ELWIT 71 JLANveo Fizld root 1 —H—0
HICE > THHMIAJEETHD LR UET,

/etc/vco/*
/var/log/vco/*
/var/1lib/vco/*

/var/cache/vco/*
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aVV=I)L 7OF S BEOHRITAX
vRealize Automation DU E—F OV —JLOEREHDAINA ALT, STy a—T 1 VT 0EBOEH =
IEETEET,

vRealize Automation &= V2 +—JL. . EEIIRTIBIEIC. WK ONOREEZFELCHZ Iy a—T+1
VIR TINY TETAET, MACERZLZHRUTCERL, ZBI 20 VR—Y FAARICH > THEEICEF Y
T4 CTREINZLDICLET, REDPEENELLEF 21U T+ TRESNTNIHE I MDA SRNEEIL. K
ERBICITEALANTIZE,

VMware Remote Console F4 v fOBEMERD N R I <A X

VMware Remote Console FEHORENICERASNZUE—F AV —ILOTF Ty FOBMEREZ AT X1 XT 5
CENTEZET,

11—t —A"VMware Remote Console [T 2 &, Y AT AL IRENY UAOEBEDEGEMEIT I VY 1
LAFREFBREER L TGRLED, F7v FOBEDHRE DBEMORBMTERETEET,

Flig

1 /etc/vcac/security.properties 771 JLETF+ A+ T7 45 THEET,

2 consoleproxy.ticket.validitySec=30 OFERXTT 7 1ILICITEEBIMULET,
COITDORIEIL. Ty FOBBRAMINS T TORHEREL XTI,

3 JF7AIIEREFEL. BTULEY,

4 /etc/init.d/vcac-server restart XY FEFERL T, vcac b —/\EHBEEH L £,

Fou FOBHROEN. FEELCHDBUOHERIC Y FSnET,

aAYyV=I)L 7AaFs H—NOR—FrDHRITAX

VMware Remote Console >V —)L JOFVHAAY -V E YR VT EIR—FEARAIRA AT EENT
=F9,

FIig
1 /etc/vcac/security.properties 77 JIl&TFA b+ I57 45 THEET,
2 consoleproxy.service.port=8445 OEXT I 71 ILICITEBIMLET,
WEIZ, 2V -l TOFY S-EAQR- FESERELET., COHEE 8445 T,
3 I7AIINERFEL. BTLET,
4  Jetc/init.d/vcac-server restart OV REFEHAL T, vcac b —/\ZBEHLFT,

TOFY U—EXAR—-FOEBSH, BELCR—- FESICEESNET,
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X-XSS-Protection IG&EN v 4 — DR
Haproxy ##% > 7 1 JLIC. X-XSS-Protection &Y ¥ —Z&EBMUE T,

FiE
1 #R&ET27=0IC /etc/haproxy/conf.d/20-vcac.cfg #RE%7,
2 JOVEIVREIYI VT, ROITEEMULET,

rspdel X-XSS-Protection:\ 1;\ mode=block
rspadd X-XSS-Protection:\ 1;\ mode=block

3 x@OARVREFEALT, HAProxy B EBO - RLET,
/etc/init.d/haproxy reload

HTTP Strict Transport Security Jo&\ v & — D&k
HAProxy #g%IC HTTP Strict Transport (HSTS) i6&~Av 4 —&8MmLEd,

Fg
1 #R&ET37z»IC /etc/haproxy/conf.d/20-vcac.cfg =%,
2 JOVEIVREIYIVT, ROITEEBMUET,

rspdel Strict-Transport-Security:\ max-age=31536000
rspadd Strict-Transport-Security:\ max-age=31536000

3 x@aRVEFEFEALT, HAProxy BfaB0—- FLUET,
/etc/init.d/haproxy reload

X-Frame-Options [&& N\ v & — DK
X-Frame-Options [GEANY S =3, HBEICL > T2 BERRENDZENH I ET,

X-Frame-Options [GEANYF =N 2 BIFRREINZ ZENHDDIE. VIDM S —EANTOAY Y &) Ny VTV B
& HAProxy ICEMNY 27cH T, BYIEHERICT 2 ET. 2ERTSND CEEHIETEERT,

FIig
1 #R&ET3z»IC /etc/haproxy/conf.d/20-vcac.cfg =%,
2 JOYVEIVERIYIVT, ROITERDITET,
rspadd X-Frame-Options:\ SAMEORIGIN
3 LFEOFIETREDIFIATORIC. ROITEBMULET,
rspdel X-Frame-Options:\ SAMEORIGIN
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4 xOARVEREFEBLT, HAProxy lezBO0 - FLUET,
/etc/init.d/haproxy reload

Y —NIBENY & —DIERL
TFIUTAORA TS50F7 0 2E LT, BRENLBREENEHRIAELBEREHIIRT 2 £ 5 (2 vRealize Automation
VAT LAEBRLETD,

AREREET, Y ATATHETZ ID 0N\ -Y 3 V[CHIBEREBER/NIRICLET, Ny H—PBEDHZHE
FZ, COBEHEFALT Web U—)NEld/N—2 3 VERKIC U RBEFRT 5 ENTEET,
Lighttpd #—/NIGEAN v & —DIEEL

N2 TZ40 74 2& LT, VRealize Automation 7 751 7 > Z lighttpd o =/ TBICZZADY — )\ Ay & —%&
ERRLEY,

FIE

1 /Jopt/vmware/etc/lighttpd/lighttpd.conf 771 )L&FF2F T5 45 CREET,

2 server.tag = " "EIJ7AIICEMULETD,

3 ZEERBRERTFL. J7MIILERALET,

4 # /opt/vmware/etc/init.d/vami-lighttp restart <> REXITULT. lighttpd b —/(&H
EHLET,

TCServer [o&~N v 4 —® vRealize Automation 7 754 7 > RA[IT DR

N2+ T5957 14 20U, VRealize Automation 7 754 7 A & E# L TEAT 2 TCServer In&A v 45 —0
DA LDZEAY —I\AVST —ZEZERLT, BRLBERENELLODETEIEREDHIREOAIEEMZFHIRLET,

Fl&
1 FF2FIF4%57T/etc/vco/app-server/server.xml 771l &H=£7,
2 #hzno <Connector> Ex[C server=" ". #BMLZET,
fz& %14, <Connector protocol="HTTP/1.1" server="" ........ />DESITIEELET,
3 ZEERNBRERFEL. 77 ERALUET,

4 RXROAXVEEFBLTCH-\EBEZELET,

service vco-server restart

Internet Information Services @4 —/N\EE\ v ¥ —DHERK

N2+ TZ057 4 2&0LT, Identity Appliance &iE# L C{ER T % Internet Information Services (IIS) & —/tm
ARTLDEAY —)INAYST —EER LT, BARLBBERENEBLEOETI2BEDH IBEOAIAEMEFIRLET,
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FIIE
1 C:\Windows\System32\inetsrv\urlscan\UrlScan.ini 77 1JL&FF2A+T57 1 5 CH=%T,
2 RemoveServerHeader=0 #1#% L. RemoveServerHeader=1. CZ&EL %7,

3 ZBERNREREFEL. J7ILEBRALCET,
4 iisreset AWV REERITFLTC, v—/\eHEHLET,

RICEDHIIC

ISY*x—Yv—2YY—)L T, URENS HTTP &Y Y —ZHIBRL T, IS X-Powered By Ny 5 — &8I L
ES

T ISYx—yYv— VY- IILEREET,

2 HTTP &Ny Y —zHE. UXRHASHEIBRLET,

3 iisreset ONVFEFRITLTC, U—/\EHEFBLET,

vRealize Automation 7 7547 A 2yl ay A4 LT U NOETE

SOt FaUT 4 RUS—[ZH#> T, VRealize Automation 7 75 VA TEYY I DI ALT I REREE
BRLETD,

d—F— & 2BENZVIFZED VRealize Automation 7 754 7 VA OFT T4 Ty a >y 914 AT7 I RIZ
300TT, MBEBOLFa T RUS—[EMT BLDICTOY A AT D HEZFET (1L, vRealize Automation
TISATIVARAERYOweb.xml 771 )L EfRELET,

FIE

1 FF+X+IF+%7T/usr/lib/vcac/server/webapps/vcac/WEB-INF/web.xml 7 71 )l &=
£7,

2 session-configZRELT, Ty a v M AT7 I MEERELE T, AOOA—-F SV TILESRELTL
T,

<!— 30 minutes session expiration time —-—>

<session-config>
<session-timeout>30</session-timeout>
<tracking-mode>COOKIE</tracking-mode>
<cookie-config>

<path>/</path>

</cookie-config>

</session-config>

3 ROOAXRVEEERITLT, U—/\&aBEFLET,

service vcac-server restart
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WETIEWNWY 7 b T7DOEE

CFaUT o URDERNRICHIZ 2126, HATRLY T R 74 vRealize Automation IR = ¥ VA S H|
REITEBRHRLUET,

THF1UT s BEES|SREITAHREMER/NRICIIZA STz, A—H—OHEEREECFIUTs ORI T5U
F 4 AR TEBLANWTARTOY T RO T 7E#ERLET,

UBABEBRARL—C NV RSOEF2UT 1 1RE

VMware [R87 75147 VA RA R XY TUSBFINA 2\ RS ELTERASNANLSIC, USB KBEXZ
L=y N\ RrZEZFa1UTRELET, BENLGKREENCO/N\Y FIEEBRALTY AT AICEBANT ZAT8EHED
HIET,

FIE

1 FFRAFIF+%57T/etc/modprobe.conf.local 77 1)L &zREE£T,

2 CZoOJ7A ) install usb-storage /bin/true fIARRKEINTND ZEEBERLET,
3 I7MIIERFEL, BTULET,

Bluetooth ZA RO N\ RSDtEF 1) T 4 RE

BEMNRREEDRAZER ClcHIC, REB7 TS5 7 VA RA R X T Bluetooth 7O RO\ FS&EEF2
U1 RELX T,

Bluetooth 7O +OLERY D=0 ATV IITINA Y BT 2 & RAFORENRHIEZ 28N G D £,
Fig
1 FF+XAFIF+%57T/etc/modprobe.conf.local 77 1)L &REEET,
2 ZOIFAINTROITNRRESNTVNS CEEBRBLUEY,
install bluetooth /bin/true

3 J7AIIERTFL. BTLEY,

Stream Control Transmission Protocol ® &+ 2 U 7 1 1R

Stream Control Transmission Protocol (SCTP) i"F 7 # )L kT AT AlICO— REananL DI LET, BN
KWEENCOTORIDLEBRALUTCY AT AICEBATIAEEMEND D ET,

RYCTHEZWED, Stream Control Transmission Protocol (SCTP) EY 2 — LA O — RENRNE DIV AT A
ZERULET, SCIP 13, RERDIETFZEELEL SV AR-F LA v— JORILTY, TOTORILERY F
D=0 A7V 71\ A 2V FFT5E RAFOHRBERMEA LT, O—HJ)L TOCXICHERENSLEBWVWE, -
FILATAOFILEFRBLTY Y FERCCET, TORIL N\ RSEHICO— R DRIEEEN G D ET,

Fig
1 FFAFIFT«4%7T /etc/modprobe.conf.local 771 I/LERExT,
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2 ZOITFANITRODINERSNTND ExBERLET,
install sctp /bin/true

3 I7AMIIEREL. BTLET,

Datagram Congestion Protocol @+ 11U 7 1 {R5#&

AT ADTEFUT EERO—E]E LT, Datagram Congestion Protocol (DCCP) A7 7 # L +TIRE7 75
AT VRARAF RV VICA— FENRBVEDICULET, BENLKEENCOTORIILEBALTYATAILE
AT DRIEEMEN B D ET,

AREITHER VR DIZ, Datagram Congestion Control Protocol (DCCP) £ 2 —JLEO—RFLRARVWT S,
DCCPIE RSV AR—F LAV —TJORDLELTTFHENTNWETA FRASNTIVEEBA, COTORIIL
EXYED—=0 ATV TICNNA Y RTBE RAFORBERMEZAFT., O—N)L TOTXITHERENS LG
ECD=FILAV Ty FEBRCTIORIINEFERLTCTIORII I\ FZEHNICO— R38N H D ET,

FiE
1 FFRAFIF+%57T/etc/modprobe.conf.local 77 1)L &REEET,

2 ZOI77AILICDCCPATARTENT NS CEERALET,

install dccp/bin/true
install dccp_ipv4/bin/true
install dccp_ipv6/bin/true

3 I7AIIEREL. BTLET,

Xy b= Tyl 0EFa VT RE
F RO TUYY EVA-NTIFIFTY AT AILO- FENBNESCLET, BENLSBBENCO
EV1-)LEBAUTY AT LICBAT BN BV ET,

RYTHEZVRD, 2y D=7 TUYY EVa—J)LAA—-FENBNWELIICVATLAEBHRLET, BENR
WEENXY D= =T 12arBFVEF 2T &)\ M)(RTEZETIOEY 21— IILEBAT DATREMN
HDET,

Flia
1T IRTOVMware 7 IS4 7 VA RA R XYV TROAR Y FERITUE T,
# rmmod bridge
2 FTFRALIFT4%57T /etc/modprobe.conf.local 771/l &R=xT,
3 ZOIFAINTROETMRRSNTND ZEEBERLET,
install bridge /bin/false

4 Ty EREFEL. BT LET,
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Reliable Datagram Socket Z7A b /)LD €+ 1 U 7 1 R

V2AFLADEFaUT rbEO—BE LT, Reliable Datagram Socket 01 + 1)L (RDS) 'F 7 # )L + TIRAE 7
To2ATVARAS IV VICA—-RFEINENLSICUET, BENLEREENCOTIO I EZBBL TV AT A
ICEAT SRR H D ET,

Reliable Datagram Socket (RDS) 7O FOJL&EFRY D=0 ATV 7ICINA 2V FT 2 &, RA FDREFTRHAEZ
£9, O—H)l TOXITEREFSLANE, Y ATFANVY Y FERSTORD)LEFERLTTZORIIL I\
FOEEMICO— R 2AEEMEAH D ET,

FIIg

1 FFAFIFT14%7T /etc/modprobe.conf.local 771 I/LERExET,

2 Zo77A)lIcinstall rds /bin/true ITARRSINTWB T EEFRERLET,

3 TJr7AIIEREFL. BTLEY,

Transparent Inter-process Communication 7O b 3)LDt+ 21U T 1 RE

VAT LADTEFUT RO —&E LT, Transparent Inter-Process Communication (TIPC) 700 )L AT
TJANWETRET 247 VA RA XY VICO-FESNBVWEDICUET, BEMNLRESEACOIORIILE
BRUCVATLAICEAT AN B D ET,

Transparent Inter-Process Communications (TIPC) O FO)L&Exy FDO—20 A5 v 7I2)\1 VU FT B & KRR
FOBRENRMEZAET, O—N)L TOCRITERENSLRNE, A—FILAV Ty FERLS 7O RJILEFAL
T7ORDIL N\ FoZESNICO—- R 2aEEHEN B ) £,

FIg
1 FF2AFIF4%57T /etc/modprobe.conf.local 771 )L&aREET,

2 CZ@OI77A)LIcinstall tipc /bin/true{TARERINTNS CEEBERLET,
3 TJrAIIERFL. BTLEY,

Internetwork Packet Exchange 70 kol t+ 21U 7 1 RF#

Internetwork Packet Exchange (IPX) 7O F AT 7 4L F T AT AICA— FSNABWESICLET, BEM
BREEENCOIOFDNEBRLUTY AT AICBAT ZAIEEEAH D ET,

REICTHELZVR DL, Internetwork Packet Exchange (IPX) 7O F2)L EVa—J)L&EO—RFLRNWTIZEL,
IPX 70 FVIFgEIEESNeRY FDO—=7 LA V= TJORIILTY, COTORIERY FD—=2 25V 7T\
AUFRFT2E RAFORBEEMEZFT, O—H)L TOTAITERENSLEWE, AT ANV T Y FERKC
JORJEERLTTO RV \Y RS ESRNICO— FI2REEND D £,

Fg
1 FFXFIF+%57T/etc/modprobe.conf.local 77 1)L &zREE£T,
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2 ZOITFANITRODINERSNTND ExBERLET,
install ipx /bin/true

3 IJ7AIINEREL. BTLET,

Appletalk 7B ba)lDtF 21U T 1 RE

Appletalk 7O FLAAT T4 )L FTY AT AICAO— FENABNEDICLET, BENAKEENCOTIORIILE
BRHAULCVATAICEANT DRIEENH DET,

ARETHBHVRDIE, Appletalk 7O RO EVa—J)lEO—-FLABVWTESN, Co7ORILERY D —
AV RFTEE RAFORESRMEZA LT, O—N)L JOCAITERENSLBWE, Y XAT A
MUY FERCTORILEFEBLTCTIORIIL I\ FSEENICO— R 2a/EEMN B D £ T,

Flig
1 FFAFIFT1457T /etc/modprobe.conf.local 771 I/LERExT,
2 ZOIFAITROITNRRSNTND ZEEBERLEY,

install appletalk /bin/true

3 I7AIIEREL. BTLET,

DECnet 7O ba)lDOtF a2 VT 4 1R5E

DECnet 7O AT 74 ) F TV AT AICAO— FENBNWKLDICLET, BENLSHEENCOIORIIILER
BUTY AT AICEBAT 2AREMENHD D XTI,

REICHEZVRDE, DECnet 7O R2JJL EVa—)lEO-FLAVWTLEEE, COTORILERY FT—=7
AT ICIAYRETBE RAFORBNRMEAZT, O—A) TOBXITERENS LRV E, Y AT LAY
gv RERCIORDLEFERLTCIORIL I\ RSESHNICO— FIBRIEMEND DET,

FIig
1T F¥2rI57+4%7T/etc/modprobe.conf.local 77 1)l &fE=%7,
2 ZOITFAINITRODITARRSINTNEZ EaBRLET,

install decnet /bin/true

3 TJF7AIIEREL. BTLEY,

Firewire EX 2 —I)lOtF 157 4 17#&

Firewire €22 — )T 4 )L FTYATAICO—FENBVWLSICLET, BEMLSRESEANCOTAOFIIILEE
BALULTYATALAICBAT 28N H D ET,

RYITHERZVERDIL Firewire EVa—)lEO0— FLRNWTLIZE,
FIIE

1 FFXFIF+%57T/etc/modprobe.conf.local 77 1)L &aREET,
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2 ZDIT7AINITRDITANRRSNTWND CEEHERBUET,
install ieeel394 /bin/true

3 I7AMIIEREL. BTLET,

Infrastructure as a Service (IaaS) a>R—x> bDEF 1) T 4 1RE

VAT LAETF YT 458t T 2B A1, vRealize AutomationlaaS OV R—R YV R EFORA R XY U ELZF 2
T REL. BENLKEENERTELNLSICLET,

vRealize Automation laaS IR =%V FEZOAVR=R Y FABIMSNTWEZRA FOZF U T« REEE
T 2MEANHDET, MORBEBEIVR—F U FETTUT—2 a3 OEMERELCIIERT 2HNENHDET,
BEICLOTIL. BIFEOREZERTEET, MOBEICIE. BULERICLDLDICHEEZELZITEBMT 54
ENHDET,

Windows Time 4+ —E X E#E3H(ZT S

TFIUT A DR TS50 7 1 AL LT, VRealize Automation AFRIETIE, R FORZEHBTEZ < B
fLsnfcy 4 L - N\EfRBLET,

ABERIECIE R FOFZIEREENC L. BAESNY LA T—N\EFRLT. BEEEONVEBLII-U—
72V DEEBERSLSVBENLSERDOHSREBERADRKEETIR—FLET,

X Infrastructure as a Service (laaS) &—% @ TLS D&k

laaS AV R—% >V FOEXRTFT v R)LETF 21U T 1 RET Sz, VRealize Automation 701 Taa A7 TLS
TORINEFRLTCWSZEER-ALET,

Secure Sockets Layer (SSL) ¥, & D # L <BA¥=h 7/ Transport Layer Security (TLS) 3. ELQ5A7LA Y
K=Y FEOXRY D=V BEFRICRATLOEF 21U T+ BRI BcHIC/RIDES IO FIILTT, SSLIZ
KLODBEWMRETHSTcH., TORKDE IL. BENLDEEIC Y]‘b‘(ﬁﬂ]&t#z'JT{ riIRMTCERR O TR
¥, SSLV2 L USSLV3 &, KATO SSL 7O FOJLICIE. EXRGRBENR DN > TLET, chsn/Ok
JIE £5L2TH5EFFHNEE A,

HEOtFa1UT0 RUS—ICE>TIE TLS1.0 BEMICT I2UNENHDHBENH I ET,

FE O—RFNSUUTIS #8879 3%ald, SSLv2 © SSLv3 RE@@AN TRV TO FJLITIA T, HEITIS
CTTLS 1.0 BT LET,

Internet Information Services T SSLv3 #&EhIZd 5

CEAUT A DR TS5 710 2E LT, Infrastructure as a Service (laaS) 7R 2 = ©—/0 <2 Vo Internet
Information Services (IIS) ©l4. SSLv3 ##zhIC LET,

FIIE

1 BEESLTCWindows LY A RY IF49E&ERITLED,
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2 LYZAFY D4 URIT
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Sch
annel\Protocols\ [C&& L %7,

3 [Protocols] #H27 U v L, [#R]-[F—] DIBICRIRLET,
4 SSL 3.0 A LZET,

5 FEF—y3rvU—T, HILHMERLZSSL3O0I F—&EHT Uy L. Ry T7y T AT a2—[FHR] - [+ -]
DIEICER LT Client EASLET,

6 FTET—va3VU—T. FHULERLZSSLIOIF—&2HT Uy L. Ry T7y T AT 21— [FR] - [F -]
DIBIEIRL T Server EAHULFT,

7 FESY—=rvarvyu—=7, SSL30DF® [Client]l #&57 U v L, [#F#H] - [DWORD (32 £v ) {&] DIEICE
RLC. DisabledByDefault “AHLUZET,

8 TES—>r3>VU-—0SSL3.0DFo [Client] #:2RL. HRIOA1 > T [DisabledByDefault] &4 7)1~
Uw o LT1EANLET,

9 FET—> 3 VU—7T, SSL30ODOT®D [Server] a7 1wy L, [FHR]-[DWORD (32 £v ) E] DIBICE
RLUTC Enabled “ A LZET,

10 Fe5—>r3>vU—1, SSL3.0 DT [Server] &#:#R L. HRIDA 1> THEMICE> T2 [DWORD] &%
TNIIy I LTOEADLET,

11 Windows Server #B&£& L E7,

laaS D TLS 1.0 2829 5
BAROTF 1T« ZRHET BT T-ILEEATSL 51T laasS M LT TLS 1.0 2EHIC LET,

SERIC DV TIL https://support.microsoft.com/en-us/kb/245030 @ Microsoft 7 L w ¥ R— 2 DEBEEBRB L
T<lEEly,

FlE
1T Webvsy FORODICT—ILEFEATDLDIC 1aaS =M LET,

a <appSettings> 27 a VIOROEZBNYT 5 & T, Manager Service #p% 7 7 1)L (C:\Program
Files (x86)\VMware\vCAC\Server\ManagerService.exe.config) #8#HL %7,

<add key="Extensibility.Client.RetrievalMethod" value="Polling"/>
<add key="Extensibility.Client.PollingInterval"” value="2000"/>
<add key="Extensibility.Client.PollingMaxEvents" value="128"/>

b Manager Service (VMware vCloud Automation Center Service) =HiE L7,
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2 laaS U —=/NTTLS10AEDL>TNDEEERLET,
a BEELLC LYARY IFTAYERITLET,
b LYZFU D0V RDT,
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvider
s\Schannel\Protocols\ IC#%& L *x7,

¢ Protocols =7 Uw o U, Bl -[F—] DIEISEIRLTCTLS 1.0 EAHULET,

d 75— 3 v vy —7, HIULUHERLETS10F—5aG82 Uy L, Ry TPy T AZa—7 [F] -
[+—] DIEISEIRLT Client AN LET,

e JTET—Y3v—T, HILERLETLS10F—&Em0 Uy L. Ry 7y T AZa—7T 3R] -
[ —] DIBICEIR LT Server S AN UET,

f 5 —vavvyy—7, TLIS100TFo [Clentl #5727 U v o L. [#3:]] - [DWORD (32 £v ) 18] DlE
iz~ w2 LT, DisabledByDefault “AHLZT,

g FTEF-v3rvU-0TLS1.00F0 [Client] 2R L. HRIO< > T [DisabledByDefault] » DWORD
TNV I LTLEARLETY,

h 5 —vavyvyy—7, TLS10® Fo [Serverl #5414 U, [#H] - [DWORD (32 £ ) B8] @
IBIZ:#R L Enabled “AHULZFET,

i TEr—2a3 =TS 1.0 O Fo [Server] #Z4R L. HRIO > T [Enabled] » DWORD #4% 7
WOy LTOEANDLET,

j  Windows Server #&Bii2g8 L£J,

TLS S XA — h DRk

tFa1UT o ERARSOHDICIE. BHRESEFRT 2L 5IC vRealize Automation IV R—% > FERET 2
MEBAHDET, T-NETTOTOB TRV I - FEINBBELRICLD, TSy 3V THERINZESLED
BENREDET, BALBBSOHFNERIOERINS L SICT 220, VRealize Automation I R—x> T
EDHWESEENCLET, BROBBSOHEYR—-FL, TOICKENF - S XEFEBAIBLSIC. —)\&
HRELET, e, BURIEFR TCINTOESEERLET,

FERATERWEERS—

NULL &S 21 — k. aNULL, F/zlZeNULL 2 EORREEIRH LB VWBS A1 — FEENICLET, Oz, B
& Diffie-Hellman #—x# (ADH), T2 Z2R—F LRJLORES (EXP, DES £E5A TV ZES), "M 0O—-R
ST4vIOBEEICHTZ 1288y FEDNSNWHAZXDF—. RAO—R FST09 o0\ y¥a AN
ELTOMDS oA, IDEARES AT — . BLUVRUBSA 1 — FEEMICLET, Ffz. Diffie-Hellman (DHE)
F-RMEFRATEBEAA — EHMEDCE>TND CEERRABLET,

RAL Y —=NOEF2UT 1 DHER

TFIUTAORA R TS50 F57 4 2& LT, Infrastructure as a Service (laaS) iR 2 = — )\ vptFal) T+
BREERLETD,
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Microsoft (3. RAF =N VDT 21U T 1 OERICEIDNS DOHADY—IILERELTNET, o]
Y — )L OBEYIAER FEIC D N TIE. Microsoft @iEMEICHMNEShE IS L),

RAN =D EFa2TERN=R5A > DHER

Microsoft Baseline Security Analyzer (MBSA) %179 2 &, U —/NCRFOEHEIZIIRY ~ T« v 0 AHEH
INTVWBEEBBICERTEEY, MBSAEFERT 2 & FRBAD Microsoft D+ U7+ )Ly FEA U
F—JL L. Microsoft D20 7« #REBIEICBAL TH - N\ ERFOREICHFT T2 ENTEET,

Microsoft ™ Web 1 =H 5 &EFhRD MBSA YW —)L &5V O—RUET,

RANB—=—NOEF21 T 1 EROHER

Windows 24 1 U 7« DD « ¥ — 1 (SCW) & £ U Microsoft Security Compliance Manager (SCM) v —JL
FurREFERLTC, RAF =) ARLCER SN TV ZEEBRULET,

Windows o —/{\&E#E Y —)LHS SCW 2EITLET, ZOV—JLICED, T—\DO—)L&0 Ry D=7,
Windows 7714794 =)L, LYAFUZBEREDA VA R—LSN T\ 2ieEdECcEExd, Windows o —
JNICEEET 2 SCM ORFHOTZF AU T ik HA YV AETDLR— FEEBRLUET, BRICEDNT, xRy FDJ—
OH—ER, THAOYREE. BLOWindows 774704 — LR E, BEEODTF1UTFT A BEEFARLC. C
DHBEET—)\NICBEARALET,

SCW Yy —)LOsHEIC DUV TIZ. Microsoft Technet ® Web 5+ F&EZB LTS,

77U =3 )Y —-RADRE
TFAUT DR TSOT02ELT, BBET 23 ARTO Infrastructure as a Service (laaS) 7 7 )L (@A
RN B D ERRUET,

@aS 771 )L&E1aaS 1 VA F— )L EREADETCHRLET, FEAEDBAE, IRNTOIANTOT T I 4L
ET7ANETHIT ERBUREICT 2ENBH XTI,

J—TEflda— AL &
TFALINVERLBT 7N H— ST &= LUET ALY EBZAH
VMware\vCAC\Agents\<agent_name>\log > 25/ X X X X X
° EIPE X X X X X
S X X X X X
VMware\vCAC\Agents\ VAT A X X X X X
<agent_name> \temp — X X X X X
BEE X X X X X
VMware\vCAC\Agents\ AT A X X X X X
EBE X X X X X
a-Y- X X
VMware\vCAC\Distributed Execution AT A X X X X X
Manager, S X X X X X
a-5-— X X
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JI—TEllZa— FAHY B
TALIMVERLRIT 7 Y= STl EE LUET ALY EEIAH
VMware\vCAC\Distributed Execution AT A X X X X X
Manager\DEM\Logs — X X X X X
S X X X X X
VMware\vCAC\Distributed Execution VAT I X X X X X
Manager\DEO\Logs — X X X X X
EBE X X X X X
VMware\vCAC\Management Agent\ AT I X X X X X
HEE X X X X X
a-5-— X X
VMware\vCAC\Server\ VAT A X X X X X
S X X X X X
aA-5-— X X
VMware\vCAC\Web API VAT A X X X X X
EBE X X X X X
a1-—-Y-— X X

Infrastructure as a Service (laaS) RR k ¥ >0t F 4 1R5#

TFaUTAORAE TS50 F7 0 2E0T, QSTHRA R XY VOERZREEREELC, FaUT1 M ES1 Y
[CHEMMU TS EEERLET,

aS RA RV >YOT7HOV . 7TUT =23y, K=k, BLUT-—EALBEERELET,

Y—NIA=—Y—=ThU 2 bDFREDHER

AELO-A A-F—BLVRAIY A-F—DTFNDY FPRENBNC EERBLET, 7TUTr—vay
DOHEEEICEELTURNI-Y— FHOY FEHRL, BB AVTT VA SLUEI TN a—T 1 T OH
CHBEBEDEITICLET, RASY A-F = TADYEALOUE—F T7I A%, F—/\ORFICHUBELRIE
ROEDICHRLET, ThEDTNDY FERBICHEIL CEELET,

RERT TV — 3 X OHIk

RAR Y= )N ITRCORBRT VT -2 aVEHRLET, FBAT U —2avn$aleT. +oay
EANMSN TRV RAOHBUERRE T Z2REOU Y MERLET,
RERR-PBELUCY-EXZEINICT D

BNTWBR=FDUZARIZDWT, RAR Y =)D T 747 04— EHERLET, l@aS AVR—x% > +FEIZ
BERBY AT LABREICVETIIBVWIRNTOR=-FETOV I UET, [R—FRIOTOFDILOER] &#28BL
TLIEE W, RAF = NICHUTEITHOY —EREZEET L. RELEOEEMICLET,
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RARDRY NT—0 £Fa2UT4D
1Bk

BEIOTF 1T 1 BHEICNT 2RAROREERMBT 272HIC. IANTO VMware RA R XY Txy FD—=7
AV =T IA AEBEREEBRLET,

BERRtEFaI )T TS O—BELT, BEXISNTWAEFaUT 1 H4 S0 VI2HE> T, VMware 7487
754 7> 2 & Infrastructure as a Service (laaS) IV R—R >V FORY D=0 A V=T 1A ADEF1U T 1
BEEEBHRUET,

COETIZROFEY TIZDNWTERRBALET,

B VMware 7 S5 A 7 ADFY D — T FKEDER

B |nfrastructure as a Service (laaS) RZA FDx Y =T — 2 FHE DR

B OR—-RELUTORDILORERK

VMware 7 7547 > ADxy T — % TEDRER
VMware (R 7 754 7 VA RA R XY VT, BECAARBBEOHIEEREICHR— FSNBLDICT B=0HIC,
FTNEDOXY DRy FO— I BERFEEERALUTHRELE T,

VMware JRA = X2 2Oxy FDO—=70OIP 7O VERERE L. TFa2UT 1 OA1ESAVICTH>TRY
D= DEREEBHRLET, INTOMBAETRVBETOFILEREMICUET,

2YRND)—0 A —T 1A RDI—Y—(2LDa bO—JLDHIR

TCFaUT A ORAE TS50 70 2E0LTC, I—F—I1CIFVMware 7 7S5 A4 7 VA RA R XY VTV 3 TEETT
BIeDITHBERY AT LAEROHAEHFAILET,

Y RD=0 AV =TI A RAERFIZEREI - — 7HDO Y RCHATEE, *y FD—07 £FaUF 1 A
AZZXLEINAIA LD, U—EREEMRELICDTEZEAHDET, SFAISNCI—T—LITAxy FD—
DAVI=TIA AREEERCESDLOICLET,

FIg
1 FVMware 7 247 VA RAF XY VT, ROAX Y FERITUETS,
# grep —i "AUSERCONTROL="' /etc/sysconfig/network/ifcfg*

2 BAVI—TIAANNOCRRESNTNEZLERABLET,
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TCP Ny oI DFa1— ¥4 XDERE

BEODHIBEBICHLT—ELNILOBHERRT 5ICE. VMware 7 IS4 7 VX RA R XY VU TT IAILED
TCP Xy OvDFa— A X&EBHRLET,

TCP D —E REEBHRBEER T 21zic, TCP )Ny v O7DF1— A XEBYLRT 74 A4 XTHELF

Y. HET T )L FEEIL 1280 TY,

Flig

1T FVMware 7 IS4 7 VXA RA R XYV TROAR Y FERITUET,
# cat /proc/sys/net/ipv4/tcp_max_syn_backlog

2 TFRALIFT«H7T/etc/sysctl.conf Jr1)L&=HExT,

3 ROIVERUET7AIICEMTZZET, 7 74RO TCP /Ny O DF 21— FA REXELET,
net.ipv4.tcp_max_syn_backlog=1280

4 ZTERBZEZRFL. J7 NI ERRLET,

TO—RF+ A T7RLRADICMPV4 Ta—0DES

tFAUTAORA TSUF7 0 2E0LT VMware 7 7547 VA RA R XY UNICMP JO—-FFv AR 7 R
LADTIA-BEREHEEIT O LEBERLET,

70— RF+ 2+ Internet Control Message Protocol (ICMP) T O —A®6& |, EIBKEICHT 2 HEARY )L
EREL. BEOHDZTI -V I VLR RO XV EVTORBERZICT 2ENAH D ET, ICMPv4 T
O—EBRIT LT TTAT VA RASXR Y VEBR T ET. COLIBHREIHT 2REERBIELET,

Flig

1 IPVATO-FFv A+ 7RLADIO—EREERERT D EERERIT Dz, VMware [REB7 7247V &
KA XY CT# cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts 1< R&ESET
ESM

Pva )54 L0 FEERTDLEDICRA R XY UMBHREINTNSEE, COIX VR
I$ /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts [T LT O DEEELFET,

2 ICMPV4 7O—FH+v AL 7ELADIOA-BREEETDLDIRE T I 2A T VA RA S X U EBRT
2214, Windows RZ + ¥ T, /etc/sysctl.conf I 74 J)LETF A+ TF 4 THAEET,

3 net.ipv4.icmp_echo_ignore_broadcasts=0 WS TVRUERLET, COTV FUDENTEO
[CERESNTWRWES, £LEI Y RFUARNEEIL. BT sh BIFOI VY FUEEHRLET,

4 ZERBERFL. J7MILERALUET,

IPv4d 70O+ ARP ZEXI(CT 5

VMware 7 754 7V XA RA B X U TRIBMBEDZVRD, IPv4 TO+> ARP AMEMICE S TS C & &R
UCAERBRABERSET,
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IPv4d 704> ARP ZERT 2 &, BIOA VY =T A ACHEBSNTVBRAFORDDIC, HEDI VY —Tx
A D ARP ERICV AT AN LISBEXETEXY, BRSNTNERY D=7 ZIAY FETTY FLABHROD
WAWER CTeth, BETRIVVGEIIEDICLET,

FIig

1 IPv4 Z7O% > ARP AMERNICE > TW S & ZBERT /zdIc. VMware (RIEV 754 7V A IRA XU T
# grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default|all" ax>F
HEEITLET,

RA L X TIPv6 7OF ARP AMENICE > TV BHBA., COOAX Y RIZ0DEERLET,

/proc/sys/net/ipv4/conf/all/proxy_arp:0
/proc/sys/net/ipv4/conf/default/proxy_arp:0
RAR XY UANELUSKERINTVWEHEIL. N EDOREINEL D EH A,

2 RAEXYUTIPVG 7O+ ARP £iBM 9 2 BN H 254814, /etc/sysctl.conf J7 1 )LEFF 2+
I745TCHRE%xY,

3 ROIVEUEBARLET,

net.ipv4.conf.default.proxy_arp=0
net.ipv4.conf.all.proxy_arp=0

TV RUARIGE, ZCEETNSOEAEOICHESNTWRNSEIE. TV RUEBMT N BIFOIY
FUZEBEHULET,
4 ZEERNBEREL. J7MIILERALETY,

IPVAICMP U&Z AL Ok Ayvte—0DES

LFIUTAORAE TS50 7 10 2ELT VMware [RI87 754 7V X RA XU IPVAICMP U5 1 LY
FAVE-VEERT S LEERLET,

IW=5=TIZ ICMP US A LY F AvE—VZ&FERLT, =7y FICHT L DBEENLIL— FNHE 'R
A FICBAILET, BREOHZICMP UF ALY F AvE—JIC&>T, FEABEREMTIODNIBNAH D ET, <
NEDAYE=VIE RAEDIL—FT=TIINEEFTZET, FASNBVREICBOET, VAT LATYUER
BRERNT., INSDOAY -V ERBBRTOLDICVATLANMBREINT NS EEERLEI,

Fig

1T IPVAUSA LI E ATV EERT 2 EEERT DizHlc. VMware 7 724 7 VA RA R X VT #
grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep "default|all"
ANV EEERITUET,

Pva UFA L0 FEERTDLEIICRA R XY UMEBREINTNSEE, COIX Y RIIRERLET,
/proc/sys/net/ipv4/conf/all/accept_reidrects:0

/proc/sys/net/ipv4/conf/default/accept_redirects:0
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2 IPVAUSTALYO AV E—VEERITDILDICRE T IS4 T UVARA R XY VEERT 2UEND DIHAIC
. TFRA b+ ITF51%57T /etc/sysctl.conf Jr71)LE=HE=xT,

3 net.ipvd.conf THEZ1TOEERERLET,
RDLY FUDEANATZOICHESNTNAVGE, EEINSOIY FUARWEEIL. 7 74)LISENT 3
MEFEOI Y FUEEHLET,

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

4 ZERBERFL. J7MIIVERRLET,

IPVOICMP U&Z AL Ok Ayvt—DES

TFIUT ORI TS0 74 20T VMware [RE87 754 7V XA IRA R XY UM IPVOICMP U5 1 L7
AVE—VEERT S EERRLET,

W= =TI ICMP U A LU Avt—YZFRALT. =7y FICHT 2L DEENZIL— FAG2 I EER
AFCBRLET, BREODHDICMP US A LYk AyvTZ—YICE>T, FEBERENMTONIZENAH DET,
NEDAYEZ—VIE, RAFDIL—F FT—TJINEEETEHET, BAISNLEVVRRBICRDET, BWELBAEZER
T NS EERIDLDICUVATLANERSNTNE CEERAUET,

FIIE

1 IPVOUTA LI ATV EERT D EERERT 272D, VMware RE7 72147V A RAF XY VT
# grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep "default|all"
ANV F&EEITUET,

RAE IV URNIPVO US A LY FEIERTZLSICERSNTNZBAE, COIAX Y RIZRERLET,
/proc/sys/net/ipv6/conf/all/accept_redirects:0
/proc/sys/net/ipv6/conf/default/accept_redirects:0

2 IPVAUSALY F Ayt —IEEETBLSICRET IS TV A KA R XY VEBRT BICIE. TFAFT
T4 47T /etc/sysctl.conf J 7 1L EREET,

3 net.ipv6.conf THEZ2ITDEEERLET,

ROLY FUDEATOCKESNTVRNIGE, XLEINSOIY FUARVEEIR. T 71ILISEMNT S
MEEFEODI Y FUEBHUET,

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4 ZTERBZEZRTFL. J7MILVERBRLUET,

IPv4 Martian /84y ko4&

TFAUTA ORI TS50 20T VMware [RE87 754 7 2 RA F XAt IPv4 Martian /W w
EOTICKEE T EEERALET,
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Martian /U7y RICIE, BHICHDEVATARRBL TV T RLANEENTLET, CNEDOAYTZ—IUAED
JICREEL. MBYREBRTETHOREERECSOLIICRA R X VEBRLET,

FIIE

1 IPvd Martian )Wy FEOVREL TS &R T 2720, VMware 7 T4 7 VA RA R XV VT H#
grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep "default|all" D%
FEEITUET,

Martian /)Xoy FEOVEET 2L DITREX Y UM SN TN 2FEII, XERUET,

/proc/sys/net/ipv4/conf/all/log_martians:1
/proc/sys/net/ipv4/default/log_martians:1
RAR XV UAELUCEBRINTLSHEIT. TN LEOBREIVNES D FHE A,

2 IPv4d Martian )07y bEO VBT 2EDICIRER S VEBKRT 2UEBEANHDIHBEIL. TFAFIT445
T /etc/sysctl.conf J 71 LEH=%xT,

3 net.ipvd.conf THEZ1TOEERRLET,
RODLIY FUDOEHL T ICERESNTWEWGE, £IICNSOIY FUARWEEIL. 7 71J)LITEMNT 5H
BIFEOIFUEEHLET,

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

4 ZERBERFL. J7MIILERRLUET,

IPv4 UN=ZX XX 74 )LZ V) TDEH

CFaAUTAORAE TS59F7 4 2E0T, IPVAUIN=2 )X T 1 )L57 U T VMware [RIE87 514 7 A 7Rk
ARV UTERASNTNBZEEERLETD,

U= WX T L7V T1E V=X 7 ELRAIDI = FARWT Y B, V=2 7 ELADIL— EARETOD
AT =TIARERA Y FLTVRWIT Y FAYV AT ATHEESNSLDICTHET, RESNLEY - TR
LIS T 2REEITVNET, AIRRLBROUN-ZANX TAIY I VT EFERTDEDICRA R X VEBRLE
o YATLADEENCEOTIE. UN=XNNRX TAIITIVTN Y ATATERD RS T 1 v I HBESNDIR
RER2HBENHVET, COLOIBBENMKET 256, JUBBRE-FEEAI SN U= /(A T1)l
TV TEREICENICT 2 CENBREICBDATREN DD XY,
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FIIE

IPv4 JJN=Z I T4 L7 )T EFEBLTND ZEEHERT D/zHIc. VMware (RIEET7 24 7 VA RZ |+
N> >T# grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|all"
ANV F&EEITUET,

RV TIPVA U= )N T4 )L ) TEFERBLTNSHE, COOXY RIIRERUVET,

/proc/sys/net/ipv4/conf/all/rp_filter:1
/proc/sys/net/ipv4/conf/default/re_filter:1

RN VAEL KBRESNTNSZEIE. SN EDOBRFEIIRESL D EE A,

IPv4d U= JRZ T4 ILI U VT ERA R IV VICHEBRT 2BENGDBEIE. TFAFITT44
T /etc/sysctl.conf J7 1)L &=RRAEET,

net.ipv4.conf CHEZTOEERRLET,

RDIY FUDEBA T ICRESNTVNANGEES, FLEIINSOIY FUARWSEEIE. T 7AILISEMNT 5H
BFEOIVFUEEHLET,

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

TERNBERFL. J71IILERALUET,

IPv4 SmiX DS
VMware 7 7514 7V A A F X3 Uh IPVA B E AT 5 - & ARALE T,

AT LN IPEREBIFICERSNTVT, BESNLIL -5 —TlARNHEa, KEBEL. COVATLAEMALT,
Y D=7 TINAZATITAINTENTVWRVWBED/ RERBRIZETRY D=7 EFa2U T+ Z&/NA)IX
TRABEEN D VFET, COURAVZERET BI2DIC, IPVAEGREEST 2L DIRE7 TS24 T VA IRA S XY
VEBRLET,

FIE
1

IPV4 B X HIER T 5 C E &R 5/=hIZ. VMware 7 IS A7 VA RA R XV VT #
cat /proc/sys/net/ipv4/ip_forward I< > REEITULET,

IPVA B ZIERT DL DICRA R XY VAR EINTVSEHEE, COINY P
% /proc/sys/net/ipvd/ip_forward I L CODEERLFT, IRETY VAELHEBRSNTIND
BEIE. CNUEORFEIEIVEDDZT A,

IPVA B X HER T2 LD ICIRE T IS4 7 VA RA R XY VEEBRT BICIE. TFAFITT4%
T /etc/sysctl.conf J7 1)L &=RRAEET,

net.ipv4.ip_forward=0 £WS IV FUERLET, OV FJDENTOICEESNTLRVIBE,
FIITY FUARVEEIL. BT 2N BBIFOI Y FUEEHLUET,

TERABREREFL. J71IILERALUET,

VMware, Inc. 52



TFAUT B R

IPVO SmiX DI

TFIUT ORI TSU742ELT, VMware 7 75147 U ADRA 2 AT AN IPVO Bnx & ERT 2 2 &
EHEERLET,

AT AN IPEREBEIFICER SN TV T, BESNLIL—F —TlARnEa, KEBEL. COVATLAEMALT,
Y D= TINAXATITAINTENTVWRVWBED/ RERBRIZETRY D=7 TFa2U T+ &/A)(X
TEABEMEN D VFET, COURVEEET Z-DIC, IPVOBREEEETDLDITRBY IS4 TV A RA R XY
VEBHRLET,

FIE

1 IPVOEmx&EERT 2 E&HKRT 220IC. VMware 7 IS4 7 VA RA R XYV T# grep
[01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" O<> F&EEITL
£97,

IPVO BniX E DT DL DICRA R XY UABHENTINSHE, COOAXY FIZROEIICTHELET,

/proc/sys/net/ipv6/conf/all/forwarding:0
/proc/sys/net/ipv6/conf/default/forwarding:0
RAF N UNEULSKIEREINTWEHEIL. TN EOBREIINEH D £ A

2 IPVOEREERBITDLIICHRA L XY VEEBRT INEND DAL, /etc/sysctl.conf J7 1 )L&EF
FAFIT 49 THESET,

3 net.ipv6.conf CHEZITOEEERLET,
RODLY FUDEANATZOICHESNTNAVGE, EEEIINSOIY FUARNEEIL. T FUZEBNT S
MEFEOI Y FUEREHLET,

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4 ZTERBZERFL. J7MILERRLET,

IPv4 TCP Syncookie d{$
VMware 7 754 7 A IR+ X H IPv4 TCP Syncookie AL T2 & &RERBLET,

TCPSYN 72w FHETIE, 27 L0 TCP ##7 — 7))L & SYN_RCVD REDEF Tmiz L TY — EAESDIR
RBICTE2HBEaNH D FET, Syncookie #EAT 2 &, %D ACK =R ET 2 THEAEBI TSR H, 1=
VI-HICLBEENBHTHY, ISV R YV—RATRBNCEEERBLET, COAESTRICIBEICENLIZS
ETIIEEET. 75y FRETOMHMEE L. BLBERELEBULBNSY AT LAERETETET,
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FIIE

1 IPv4 TCP Syncookie A LT\ Z &/ RBT 27=HIc. VMware 7 IS4 7V A RA XV VT #
cat /proc/sys/net/ipv4/tcp_syncookies IX > RERITUET,

RAR XY UNIPVA R EELR T 2 LD ICEBSN T 25
&, /proc/sys/net/ipv4/tcp_syncookies aYV U RIME 1 ERLET, RETY UAEL B
NTL35HEIE. N EOREIINESH D £ A,

2 IPv4ATCP Syncookie AT 2L SICRET T4 7 AEBRT 2MBENHDHEIT. TFA L IT 14
T /etc/sysctl.conf #f=%79,
3 net.ipv4.tcp_syncookies=1 WS T VU FUERLET,

COIVEFUOEN T ICBAEXRESNTOWRNGE, FLIZCOI Y FUARWEEIE. BN 2H. BEFEOT
VEUEEHULET,

4 ZERABRZERFL. J7MILERAUET,

IPV6 IV —% —@IHDIES

VMware 7R 2 = X3 A, JL—4 —BHIBEIVICMP US4 LY FOZITRMD EEET 2R LET (V2
FLABRETUETRIIESR),

IPv6 TIE, *v FO—ONSDBEREBEBNICHERA LTI ATANRY D=0 TINA AEBRT 2 ENTEE
T ZF1UT A OERNS. BELGBABRIL. RSN TVWRNWETRY FTO-IW56RITANSLDE. F
BTN T2CEEBEDLET,

Flia

T =9 —BHEEET I EERRBI 2HIC. VMware 7 7547V A IRA R X VT # grep
[01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|all" OV FEETLE
a_O

IPV6 )L =% —BHIEETT 2L IICAA R XY UPBRENTSHE, COIANYFII0DEERLET,

/proc/sys/net/ipv6/conf/all/accept_ra:0
/proc/sys/net/ipv6/conf/default/accept_ra:0
RAR XY UANELUSKEREINTVWEHEIL. CNUEDOREINEL D EH A,

2 IPVOIL—4 —BHEEDTDLIICKRA N XY VEBNT Z2UENS Z541L. /etc/sysctl.conf 7~
MIINETFIAF ITT749 THEET,

3 ROIVEUEBARLET,

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

CNEDOIY FUDNRVEE, FEIEETNSOENATOICEHEESNTCVWRVESIZ. T RUEBMT A, B
FOIVFUEBRHFLET,
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4 ZTERBZREFL. J7MIILERBRLET,

IPv6 )L —4& —EZFDIEES
TCFaUT A ORRAE TS59F7 0 2E0TC, VMware 7 7S5 A7 VA RA RV D, IPVO )L —5 —EFEEST
DCEEERALET AT LABETCHETHIVIEE),

W=7 —BBRER>. AV —T I M AEBRITSESICHET I Y —BFEOHERELF T, 7 FLANEN
[CEIDHTEoNDHRIL. BFEXEIT ORLEIIHDTE A,
FIE

1 IPVOIL—% —BFEEIEERT S EERRT DizHlc. VMware 7 754 7 VA RA S XYV T# grep
[01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep "default|all" O%
VREFRITUET,

IPV6 )l —% —BRZEEET 2L DICRA R XY ARSI NTWEEHEE, COOAXY FIDROLSITHELET,

/proc/sys/net/ipv6/conf/all/router_solicitations:0
/proc/sys/net/ipv6/conf/default/router_solicitations:0

RAR XY UNELUSKBRENTN 25813, SN EORERIBES DX E A,

2 IPVOIL—49 —BFEEELITDLICRA L XY UEBRT 20BN G ZHEL. /etc/sysctl.conf 77
AINETHFALF IT 459 THEET,

3 ROIVEUEERLET,

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

TV RUARIGBE, RCEETNSDEAEOICHESNTNRNGEIE. TV FUEBMT 2N BFOIY
FUZEBEHULET,
4 ZEERNBEREL. J7MIILERALETY,

IV— —BFDOIPVOI—5— TV T 7L ADES

VMware 7 754 7 VA RA R XD, IPVO L =45 —BEEIBRT D EEERLET (VAT LABRETHET
BUOBE) .

BERTEOIL—F— TUTFLUAITED, =9 — TUIT 7L UARREDIERT, 7 RLAAENICEDHTS
B3, BEOIL—F— TUI7 L VU AEZHETIMNEILHDET A,
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FIIE

1 IPVOIL—% —BFEEIBERT S EERERT DizHlc. VMware 7 754 7V A RA R XV T# grep
[01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep "default|all" J< v
FEEITUET,

IPv6 )L —% —BHEEDT 2L IICRA R XY UHMEBRINTINBIBE, COIX Y RIDROESITBELET,

/proc/sys/net/ipv6/conf/all/accept_ra_rtr_pref:0
/proc/sys/net/ipv6/conf/default/accept_ra_rtr_pref:0

RARXRUNEUSBRSNTNSHEE, CNULEOREIIBESL D EE A.

2 IPVOIIL—FEFEEDITEZLIICRA IV VEBRT 2MNENH 21543, /etc/sysctl.conf 771
IWETHFAF IT7 4059 THEET,

3 ROIVEHUEBRLET,

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

TV RUARVGBE, ZCETNESDEAEOICHESNTNRNSEEIE. TV FUEEBMT 2N BIFOIY
FUEEHRLEY,
4 ZEERNBEREL. J7MIILERALETY,

IPVO V=& — TV T 4 v O ADIES

VMware 7 754 7 VA RA R XY UN IPVO L= — TU T 0w ABHREERRT 2 EEERLET (VAT
NRIETHETEVIEZE),

accept_ra_pinfoRBEICL ), Y AT LML= =HBTUT1 v ABREZIFTANDIHEINNRE DX
T, VELANENICE DN TENDBEIL IL—F— TU I v I ABEREZETIMNEIIHDEE A,
FIig

1T IPVOIL—5—TUTa v ABREEDRT S EEERT 20IC. VMware 7 IS4 7 VA RA XY VT
# grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep "default|all"
ANV FEEITUET,
IPVO )l —% —BRZEELT 2L DICRA R XY UAEBHINTLEEHEE, COOAXY FIDROESICHELET,

/proc/sys/net/ipv6/conf/all/accept_ra_pinfo:0
/proc/sys/net/ipv6/conf/default/accept_ra_pinfo:0

RAR R UNMEUSEBRSNTNSHBEIE, CNULEORFEIIBESL D EE A.

2 IPVOIL—49— TV T4 v I ABBEELDITDLIICRA L XY VEERT D2NEN G DHE
[X. /etc/sysctl.conf J7 1 )LETFA+ ITF74 57 CHREET,
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3 ROIVEUEERLET,

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

TV RUARIGE, ZCETNSOEAEOICHESNTNRNSEEIE, TV FUEBMNT 2N BFOIY
FUEEHLEXT,
4 ZTERBZREFL. J7MILERBALET,

IPV6 )L —% — @Dy THIRFZEDIES
VMware 7 754 7V 2 WA R XY U IPV6 IL—5 — Dy THIRREEEET 5 LERBLET (VBN

LVISE) .

accept_ra_defrtr &%ETIZ. ¥ AF LML= —BHNS DRy THRZEEZITANDIHE DA EHIE L
I, CNECOICHKETDE, I —F—1d EE/ Ty FTHT 2T T4/ EOIPVO Ry THIREZEFE C=EH A,
FE

1T IPVOIIL—5 =Dy THIREBEZELT 2 EaBRI 22HIc. VMware 7 7247 VA RAF XV UTH#
grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all" O
NV PR&EEITULET,
IPv6 )L —% — DRy THIRREEEE T DL IICRA L XV UAER SN TVSHE, COOX Y RIZ0 DE
ERUET,

/proc/sys/net/ipv6/conf/all/accept_ra_defrtr:0
/proc/sys/net/ipv6/conf/default/accept_ra_defrtr:0

RA B XY UDNEL KHBRESN TV 25EIE. CNUEDOBRFERILED D FE A,

2 IPV6IL—5—DRy THIREZEEER T DL IICRA N XV VEBHT 2NEN G DIHE
[X. /etc/sysctl.conf J7 1 )LETFA+ ITF 49 CHREET,

3 ROIVEUEBARLET,

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

TV RUARIBE, RCEETNSOEAEOICHESNTVRNSEIE. TV RUEBMT 2N BIFOIY
FUZEBEHULET,

4 ZTERBZERFL. J7MIILERBRLET,

IPv6 JL—% —i@%0 Autoconf SR E DT
VMware 7 7547 V2 RA R XY UM, IPV6)L—% —® autoconf SZE &R T 2 EERERLET (MENQ

LWI5E),
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autoconf FHEIL. L —F —BHICLD, YATFTANA VY =TT ARACT7O-)VUL AZF v AR 7 RLAZEED
HTHENBINEOINEFHHLUET,
FE

1 IPv6 )L —% — autoconf EEELT 3 L &HRT B=hIc. VMware 7 ISA 7 VA RA LIV VT #
grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" Ovx > FzE=xE
TUET,

IPv6 JL—% — autoconf BEZEELT DL IICRA S IV UABHINTINDHBE, COIAX Y RIZ0DEE
BUET,

/proc/sys/net/ipv6/conf/all/autoconf:0
/proc/sys/net/ipv6/conf/default/autoconf:0
RAF XY UNEUSEREINTWBEEIZ. CNUEDOREIINEH D £H A,

2 IPv6)L—% —autoconf BEEEDTDLIICTRA R XV VEEBHRT 2MNENH DHE
£, /etc/sysctl.conf J7 1 )LEFTFA b+ IT51 5 TCHEEY,

3 ROIVEUEERLET,

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

TV RUARIGE, RCEETNSOEAEOICHESNTNRNSEEIE. TV FUEEBMT 2N BIFOIY
FUZEBEHULET,
4 ZEERNBEREL. J7MIILERALETY,

IPV6 BB Z R DES

VMware 7 7514 7V XA IRA XU IPVORMEREES T2 LEBRBLET (BEARVIBE),
dad_transmits &%ElL. 1 VY7 —T 1M AEBRIIKIC. BROT FLANRY FD -0 ETHEERIC—RICA
2£0ICT3HIC. TRELA (FO-)ULSIVPU o O-A)) CEICEET 2AMEBORERELET,
Flia

1 IPVOIEEEBEEADT 2 EEHRIT DI, VMware 7 72147 VA IRA R XV T # grep
[01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "default|all" J< > FrzE=x
TUETY,

IPv6 ERAEBEIERT 2L DITRA R XY UMEBHREN TN ZIHEA, COIXY FIE0DEERLET,

/proc/sys/net/ipv6/conf/all/dad_transmits:0
/proc/sys/net/ipv6/conf/default/dad_transmits:0

AR R UNMEUSEBRSNTNSHFEIE. CNULEOREIIBESL D EE A.
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2 IPVOEMBRFERESRTDLIICKRA L XV U EERT 2UEN G ZHEIL. /etc/sysctl.conf I 71l
ETFFAL I T4 THEXT,

3 ROIVEUEERLET,

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

TV RUARIGE, XCETNESOEAEOICHESNTWRNSEEIE. TV FUEEBMT 2N BIFOIY
FUEEHRLEY,
4 ZEERNBEREL. J7MIILERALETY,

IPV6 e K7 B L REDHIBR

VMware 7 7547V A RA R X2 VT IPV6 DERKRT B L ABRENY AT LADOERICR/NRUELZHICHIR=N
TWB R LET,

RAT FLABOFRETIE, F1 VT A AMEATES70—-/UL AZF v AR IPVO Y R L XDEERE L
FI, TIAIETIFTO TIN, THEADOY AT AICKLER, BRNICERSINSTO—/UL 7 F L ADIERERHEIC
RETOUWENDDET,

Flig
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