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#Blueprints
operation.create=ManagementModelEntities.svc@VirtualMachineTemplates
operation.update=ManagementModelEntities.svc@VirtualMachineTemplates
operation.delete=ManagementModelEntities.svc@VirtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@VirtualMachineProperties
operation.read=ManagementModelEntities.svc@VirtualMachineProperties
operation.update=ManagementModelEntities.svc@VirtualMachineProperties
operation.delete=ManagementModelEntities.svc@VirtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
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operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes

#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@0OpenstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.update=0OpenStackModelEntities.svc@0OpenstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@0OpenstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints
#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@ManagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'HostNamePrefixes';

var links = null;
var headers = null;
//Create properties for prefix entity
var prefixInputProperties = {
MachinePrefix: 'test-prefix',
NextMachineNo:1,
MachineNumberLength:3
I8
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links,
headers) ;
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail:'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
I8
//Save the provisioning group
var entity = vCACEntityManager.createModelEntity(host.id, modelName, entitySetName,
inputProperties, links, headers);

VMware, Inc.

64



VMware vRealize Orchestrator 754+ > O

5 : vRealize Automation €7 )V T 7« 7 14 DEFH
COUVTIN AT UT RIS ROT7 I3V ERITUET,

T BEODIVTATA4H5RARIDENMBLET,

2 EEODIVFTATANSETIEEREBLET,

3 BEOIVTATANSIVT AT« DREBENBULET,
4 EBEDIVTATANLIVTAT4IDEEEBLET,

5 BEHIZTIONTAEEELET,

6 IVTATAFEEMIBDT7IavERBLET,

£ 4-20. ANZE#

= Type
entity vCAC:Entity
updatedDescription XF7

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();

updateProperties.put("UserNameDescription", updatedDescription);

//Update the user description

System.getModule("com.vmware.library.vcac")
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties,

links, headers);
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=H Type

host vCAC:VcacHost
blueprintID XF5

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var links = null;
var headers = null;
//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintld,
i
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintId, headers);
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¥ 17
entity vCAC:Entity

var hostId = entity.hostld;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac™)
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);
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3 IFTA4T14DURAEFHHAHET,
&K 4-23. AHZEH

=M Type

host vCAC:VcacHost
templateName X775

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var headers = null;
//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName:templateName,
i
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);
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KR 4-24. ANEH

EH 547

host vCAC:VcacHost

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachines';

var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
var orderBy = 'VirtualMachineName asc';

var top = 10; {
var skip = 0;,
var headers = null;
var select = null;
var entities = vCACEntityManager
readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select,
top, skip, headers);
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& 4-25. ANEH
R 547

host VvCACCAFE:VcacHost

KOS TILDOWIT A EFRTEET,
B YY) 27U T RIiE. <name_of the resource> O TUICERIS LUHBAT—HT 359 —7 v kiR
2AFOIRTOAYOT UV —AERBLET,

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "<name_of_the_resource>");

B ZOUVTIIINARTIT G RT3 EERITLUET,
a Jvyva—XUVY—-2AHv—-—tEXEEE L. vVCACCAFEPageOdataRequest 7 7 1 DA VA5
2% Pageable )\ A= E L TELTget AV Y RERKBLET,

b vCACCAFEPageOdataRequest# 7 7 %, <name_of_the_resource> XF5IC—d % name
BHED 1 DOTJ1J)Ll7ELTO0OData 7 TU EREF LU TERLET,

var service = host.createCatalogClient().getCatalogConsumerResourceService();

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.equal('"name",
VCACCAFEFilterParam.string("<name_of_the_resource>"));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));
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owners/ref BHIZH5O7 UY - 2ZOREEES LUV T 1+ — )L FICEDVWZEBRTY,
VvCACCAFECatalogResource T« 7« [ owners BHZERHE, Nl
vCACCAFECatalogPrincipal T 5« 57+ O%&&7Td, VCACCAFECatalogPrincipal TV 5 «
FTAIIA-TF-DTU UL ID ERIXFINTH S ref TONNF+&/HEET,

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string(''<user@domain.com>"));

var query = VCACCAFEOdataQuery.query() .addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

Bl : BEIBLUVFRBEBE 74L& ICKBDAhv0O5 )Y —RDOKE

ZOUVTI AU T RTIE 8nRo 2 D0u > F)Ld 0Data 7 T A= vCACCAFEFilterParam.and(array
of conditions) #REFEEFEFRL C—DODERGICHEELET,

var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VCACCAFEFilterParam.string("name_of_the_resource_here™"));
conditions[1] = vCACCAFEFilterParam.substringOf("owners/ref",
VvCACCAFEFilterParam.string("user@domain.com"));

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.and(conditions);
var query = VCACCAFEOdataQuery.query().addFilter(filter);
var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

ZDfbnE#1E. vCACCAFEFilterParam.group(array of parameters).
VCACCAFEFilterParam.not(parameter). vCACCAFEFilterParam.startsWith(id,
string). vCACCAFEFilterParam.endsWith(id, string).
VCACCAFEFilterParam.greaterThan(id, number). vCACCAFEFilterParam.lessThan(id,
number) LB ERLBIMEEBEFEFERAUCEETCETE,
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T 147
vcacHost VCACCAFE :VCACHost
iaasHost vCAC:VCACHost

// Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6f90-4458-8c92-8ece®bad6173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getlLabel();
System.log("resource type: " + resourceType);

var providerBinding = resource.getProviderBinding();

var bindingId = providerBinding.getBindingId();
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();
System.log("provider id: " + provider.getId());
System.log("provider name: " + provider.getLabel());

if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service™)) {
System.log("It is an IaaS VM!");

// IaaS virtual machine

var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS VM id: " + vm.virtualMachineID);
System.log("IaaS VM name: " + vm.displayName);

// IaaS Entity
var entity =

System.getModule("com.vmware.library.vcac") .getVirtualMachineEntityFromId(iaasHost,
bindingId);

System.log("IaaS entity id: " + entity.keyString);
}
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host vCACCAFE :VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba®c-12086540b28b";

var name = "MyBlueprint"

var description = "Blueprint description";

var workflowClient =

host.createAdvancedDesignerClient() .getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name) ;

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint

var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
VCACCAFEDesignerPublishStatus.PUBLISHED) ;
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T8 47
host VvCACCAFE :VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient().getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal(Q);
user.setValue("user@domain.com");

user.setType (vCACCAFEApprovalPrincipalType.USER);

var group = new VCACCAFEApprovalPrincipal(Q);
group.setValue("group@domain.com");
group.setType(vCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new vCACCAFEApprovallLevel();

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description");

level.setApprovalMode (vVCACCAFEApprovalMode.ALL) ;
System.getModule("com.vmware.library.vcaccafe.util") .addElementToList(level,
"getApprovers", user);

System.getModule("com.vmware.library.vcaccafe.util") .addElementToList(level,
"getApprovers", group);

level.setlLevelNumber(l);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType(Q);
phaselType.setId("com.vmware.cafe.catalog.request.pre");
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description");
phaselType.setPhaseOrder(1);
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var phasel = new VCACCAFEPhase();

phasel.setName("Pre-Provisioning");

phasel.setDescription("Pre provisioning phase");

phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phasel, "getlLevels",
level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType();
phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type');
phase2Type.setDescription("Post-Provisioning type description™);
phase2Type.setPhaseOrder(1);

var phase2 = new VCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getlLevels",
level);

// Create the approval policy specifications

var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);

System.getModule("com.vmware.library.vcaccafe.util") .addElementToList(spec, "getPhases",
phasel);

System.getModule("com.vmware.library.vcaccafe.util"”) .addElementToList(spec, "getPhases",
phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient().getApprovalApprovalPolicyService();
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy

approvalPolicy.setState (VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);
System.log("New approval policy id: " + approvalPolicy.getId());
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udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {
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krb5.conf [CIF. BEDER/ A=Y EZDEEEDZVEND ) ET,

Kerberos #m 5 &7 &4l

default_realm 47> 1 Active Directory tf — ) \OZBREICER S 25 7 # )L +d Kerberos L L L,
S ORNXFICTEMENHDET,

kdc F—Emtzyy — (KDQ) & LTi#eeL., Kerberos ¥ v FERKITTE RASY OV FO—5,

default_domain  FE&EMH R AN VERELEMT ZDICHEREINE T IAILE BAL Y,

. DA 1. Kerberos 4 pE#BEDEOICERSNET,

S T4 RTId. Java Kerberos o#Epklc UDP O L &EFERLES, TCP 7O FJLOMMERT I
(4. 81 %&EE L7 udp_preference_limit J{SA— 9 EHEETIHBEAHDET,

T Kerberos sRaF Cld. LB R A1 V& (FOQDN) DR A = 7 R L ANMUBETT,

EZ: krb5.conf Jr 1)l EEMELIZEET D& =(CIE. Orchestrator U —)( U — EX & BicEhd 2 0 E
AN ANIESEC IR

REST /KRR b 1EMN

D=7 70—-&FTUTCRESTRA FZEEMUL. KA FOEFR/NSA-—YERETDENTEET,
FlE

1 Orchestrator 7 54 7V FICEEHZE LTCOYA Y UET,

2 Orchestrator 7 247> @ [D—2 701 Ea—-&7 v o LET,

3 - J0-0BEBY 2T, [0 T75U]-[HTTP-REST] - [#E5%] MIEICERE L. [REST /R FoiEm] 70—
JO—-ICRELET,

4  [REST/RZ FM&HM] D—270—-&=60 Uy U, [D—2 70— 0E] &FRLET,
5 [BE]TEARRYITRICKRAFOEZRIEANLET,
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6 [URL]7FAFRYVRICKA DT FLAEADLUET,
T Kerberos S8aETI3. FE2f&h kA1 & (FQDN) DR = 7 FLANMBETT,

7 BEGEYALTIORTEFARRYIRIC, EENTALT I FTIETORHEEANLET,
8 BIEYALTIR]ITHFAFRY IR, BRENTIALT I T EETOMHEANLET,
9 [IIn] &=BRUT. REST R FEEBAEEZ T ANE T,

Orchestrator ¥ —/\D R X = 2 7 ICEEEAE MBS NE T,
10 FEEY 1 T&EBRLE T,

FTvay B

"L BALIIBR=NEE A,

OAuth 1.0 MEEBALGA-FEANNDLET,
OAuth 2.0 FAEF—V VEEELET,

BN BEART7 VAT ERELET,

tyray E-REBERLET,
B [BETyYaV] EBRUCBAL BETY Y 3V ORAERERELET,
B [O-Y-TEntyyav] EBRUEBAL. Orchestrator 7547V Rt 054
LTV - - oFWABRENELET,
FEPZE PN BEStEERTIY MY T AR 7 AR EERELET,
tyray E-FEBERLET,
B [(#HBtyya V] ERRUCBEIE. #ETY Y 3 ORHERERE LE T,
B [O-HY-CTEntzyya V] ERRUEBAIL Orchestrator 7 547> R 074
VLTV - -HoBEABERENELET,
NTLM Window 7% 2 U5 « R~ ZF0OJ/01 4 (SSP) 7 L — L7 -2 Ko NT LAN Manager
(NTLM) 77 £ 2 Bt & 46E LE T,
tyray E-FEBERUET,
B [(#HBtyya V] ERRUCBEIE. #EZY Y 3 ORHERERE LET,
B [O-HY-CTEntzyya V] ERRUEBAIL Orchestrator 7 54 7> = 074
YUTV2 - o FWAHEHRENELET,
NTLM & EZEELE T,
Kerberos Kerberos 77 7 A58 & 18 LE T,
tyray E-RE#ERLET,
B [HBEtyYa V] EERULEEIE. £EZYY 3V ORAEREEELET,
B [O-Y-Centyyav]ERRULBAIL Orchestrator 7 5472 AL 074
YLTWBRA—F A oBIBHRERBLET,
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11 T7OFv&2EFERTBICE. TO+Y —)NO7 FLAER-FEANLET,
a (F7v3y) IOFOREEY 1 TEBERUET,

FTvay Bl
AN REEIIERINE T A,
=N BER7 ) ZARAERELET,

ttyrar E-FERRULET,
B [HBtyya V] ERRUCEEIL. B8y 3V ORHERERE LET,
B [0 -CEntyyav] mBRUEEAIL. Orchestrator 754 7> AN O
TAULTWEA——HERABHRERES LUET,
12 9=V FORAFEE, U—)GIEZEICRESNTNDRZFAE—HIEINEINERIRLET,

13 (AF>a0) =N d 2RBEEICFERIT2F—A L7 T FUERRLET, F—A 7 TV RUIE
PrivateKeyEntry 51 JCTH 2 UENH D FT,

14 =E&E7Vv 7 LT D=7 TJO-&EXRTLET,
D=0 IJO-MEBICKITENCS, RESTRA R[4 ARV FU] Ea—[CRTSNFET,

RORT YT

REST R A RIC#EE XSD A+ —VEEBMTE, (1R I E2—HDED—0 J0—%&FETCEET,

REST #4FD1EN

D=0 7O-&FKITLT, TST710 0 ARV EFUNS RESTRR RICREEBMT 2 ENTEXT,
AR SR

m EEHELELTOrchestrator 7 24 7V FICOVA Y LTVWE CEERRBLET,

" [ URYEUIE2—H5 RESTRR ADERmN D2 & EBRLET,

1 Orchestrator 7547 RO [D—2 JO—-]1Ea—&0 Uy LET,

2 TJ—0UJ0-DBEBYRRT., [Z4 75 U]-[HTTP-REST] - [#5%] DIEICER L. [REST #2EmEm] D—72 7
O—-ICBEBLET,

[REST #fEmiEm] D~ JO—&HE7 Uy o L, [D—2 70— 0K &:8RUET,
BREZEBINT 2HEODRAFZERUET,

[BHI] TF AL Ry T ATRIEOBZRTIEADLET,

[7>7L—FURL 72k Ry o212, URL OBRIEIAOHEAALET,

O . A W

BIEOQOERITFICEESNDINGA=—YHO ST L —ARIIEEDDENTEET,
RIS, URLBXOlERULET,
/customer/{id}/orders?date={date}
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7 BETERT 2 HITP AV Y REBEIRLET,

[POST] £7zI3 [PUT] ZBIR L T=HBEIT. AV Y FICOAYT YT A TOBERNY Y —E/ETEET,
8 [EEl&vUvI LT, D=0 JO0-EFTLET,
RDRT 7

BEICHLTCI—7 JO—FFTT3ICE. (1R RJ]Ea—&FRALET,

REST RR EADRF—T DIENN
D=7 IO—&FITLT, 574 A YRV FUNE RESTRR RIc XSD AF—&BMT 2 ZEATEET,

XSD 2F =<3, Web F—EXEDBTARN IV T VY ELTERSNS XML FFa XY FaRBRULES, <
DEIBAF—XERAFCEENITEZEICE>T, RESTREANS D -0 JO—-&EERT ZBICADE L TR
52 XMLERERETEET,

AR SRt

m FEELLTOrchestrator V4 7 FICO7A Y LTV CEERABLET,
B[RV U] Ea—-H5 REST RA FADERENH 2 Z L ERBLET,

FE

1 Orchestrator 7 247> D [D—2 701 Ea—-&22 Uy 7 UET,

2 O—4HJO0-QOKEBU AT, [54T751U]-[HTTP-REST] - (] ®IEICEE L. [REST/RA FADAF—< O
Bl O—roO—-ICBELEd,

3 [RESTARZAEADOZRF-—XDEM O—770-&H7 Uy 7L, [D—7 700K Z:E8RLEY,
4 XSD AF—XEBMT BHEDRA FERRLET,
5 URLASZAF—XEO-FIEINESHEBRLET,

F7vav Fovay
(=4A 2F =YD URLEAALET,
(AYAY-4 AF—=XDAVTUVERELET,

6 [XEIEVUYILT, D=0 JO—EFTLET,

RESTH#1EMSDFH L WD —2o 70— DAR
RESTIENSHASY L D=0 JO—EERIT D ENTSTET,

NATLERUED=7TJO—ZF)\A LN D=0 TJO—-THETE2ENTEEY, V=7 JO—FAFROFMICD
L\ Tl [vRealize Orchestrator BARE 1 R] 2B L TEE),

Bt
B EEELC Orchestrator 754 7 RIcOJ A LTS EEBRLET,
B[RV ERU]IEa—H5 REST RA RAOEFENH D EERRALET,
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FiEg
1 Orchestrator 7547 RO [D—2 JO—-]1Ea—&=2 Uy LET,

2 =S J0-DEEEU T, [54T5U]-[HTTP-REST] mIEICERE L. [RESTE®EASDHLILND—2 J0—
DER] D—7 JO—ICBELET,

3 [REST®IENSDHLWI -7 IJO-DER] -0 7O0-EE7 Uy o L, [D—0 TO0-0RA] &RRLET,
4 (FRAEELEREDUZ NS REST BIEEERUET,

BIEICANNHZ2HBE®. RAFICTXSD AF—IXMBEMENDHEIL. BREINZANY A TERELVET,
5 [BA THFAF RV RAICERT DTV IO0-DOEAEANLET,
6 FHLLWI—VIO-FEKIT 20—V T0O— TAINTDEREERLET,

D=0 70— 514 TSUDBED T ALY ERIRT 5 ENTEET,
7 BFElEIVUYILT, D0 TJO-EFTLET,

REST #4F DU L

REST ZR#1T 5114, #AUEH D REST BFEF U I A HcIIBMFAHD RESTRIFET > T — & U TER
USRITBFIC/I\S A -5 EEEH#A T REST BAFEEFBMICTUE LET,

RESTREEEFUETICIE, W< DADAENH D FT,

®m REST/RX F#&E#ER L REST #BE&RBE@ (12 I1CId. [REST /R Fmgm] & &V [REST BEDENM] 7—2 70—
ERITLET, BRSNLCREST R FSIURESTREII/N (-2 2AF7 0 RER D, [1 YRV U Ea—1[U
V-2l Ea—IZRRENET,

" EFICREST RA RZERELLY. [RESTHREOWUR U] D—2J0—-% [51 T75U]-[HTTP-REST &> 7
IWHBRITLIEVT 2 CEm <, BMA RESTRIFEFUHLET, COT—2I70-TId REST/RA R R—
20 URL ERIFNSA—S EHETEET, 7TV AT Y FTIREL (TR FUTEa—w[U
V=2l Ea—ICIRRENE R A,

m [HH/SA—F(CLB RESTRA FOMUH L] LU [BIH/(SA—4 (2L 3 RESTIRIEQIEVUE L] D—2 7
O—% [54 75 U]-[HTTP-REST 0> 7Ll 51T LT, REST /R +&#RL L. REST #2{E &R EN T T,
BREHD REST RZ H&EREST#EET VL —FEUTSAFERTESLDICLET, D—7 JO—FITH
BAUEH D REST /R A 4o RESTRED/(SA - EBEHMA B ENTEET, 7td REST KA 40 REST #
EICHEILH ) £ A,

REST #EDIFUH L
REST S{EQEBIFUH L

AR
B EELELC Orchestrator 754 7 RICOT AV LTNWB T EEBERLET,
B[RV RYIEa—D5 RESTRA RANOEENH D TR LET,
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FiEg
1 Orchestrator 7547 RO [D—2 JO—-]1Ea—&=2 Uy LET,

2 J—77J0-0OKBJ T, [T4 7ZU]-[HTTP-REST] ®IBEICEE L. [RESTIRIEOMUSE L] D—4 J0—
[C2ELET,

[RESTREEOHFUE L] D—2 J0—-&2H7 Uy o L, (D7 700K Z#RLET,
{EFARTRERRIED U A A5 REST BIFERRLE T,
BEFICBEBANNSGA =Y ERELEXT,

() NN O) IR - N O

[(XElzoUyo LT, D7 70-&FITLET,
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SOAP 7=+« v #&{FERT % &, vRealize Orchestrator & SOAP /R 2 FREIMDBIEEET 2 Z & . SOAP Web
- 2EBBTEERT, BRI —7 JO0—FFTLTCSOAP U —EREA VRV Y ATV FEULTESE L.
EHELEA TV 7 FIT LT SOAP BIEESRITTEET,

ZDTZT4ICIZSOAP R FDEE L SOAP BIEOM UYL UICEET 22T~ JO-Dy FAEENT
WET, hRYLA D=0 J0—&5mMUTSOAPBIEDY 2V EB&ItT 2 EETEET,

COEICIE. ROFEYIMNEENTNET,

B SOAP FZ 71 > DB

m SOAPBEASDFH LT =0 TO—DER
" SOAP #BEOFUH L

SOAP 73 74 > DR

SOAP 7= 74 %9 % (cld. Orchestrator 754 7> F&FERTIMNENH DX T,

#gRU—o70—
M#sl D—- 70— A7 TUICIE. SOAP KR F&EBTE37— 7 JO-AEENTNET,

Orchestrator 7S 4 7+ D=2 70— Ea—7T[51 75 U]-[SOAP] -] s cnemDd—2 JO—IC
FOTATEERT,

J—70-%& SHEA
SOAP 7R Z +m&nn TS5T40 AR FJICSOAP RA FEBMUET,

TS0 4 UEROBEMHIAHS TS50420 ARV FURAD SOAP RAFOUR FEEHULET,

SOAP 7R 2 DI T5040 ARV FUNS SOAP R F&EHIBRLET,
SE AURYERUNSRARERRT L EDORA FTERSNIEIANTODT -7 70— DUREMELEL
ESCIN

SOAP 7R 2 D& T5040 ARV FURO SOAP KA FEFEHLET,

IVRERA>FURLTSOAP EBEREESNZIVERA Y E 7RLAEFERLTSOAP R FEEH LET, HILWIVFRA V7 ELX
RA bEEH 2. WSDL WICEZRSNETY FRA Y E 7 ELZORDDIZ, SOAP Ay —Y OEZEICFERSNET,
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SOAP 7RR b DiEHN
D=5 I0—&FTLT, SOAP KRR F&EBIM L. RA OB/ (SA—5 ERET B ENTEEXT,

FiEg
1 Orchestrator 754 7> RIcEBELELTCOY AV LET,
2 Orchestrator 7547 @ [D—2J0-1Ea—%&2Uv o LET,

3 O=070-0OBEUXRT, [T 735U]-[SOAP]-[#&6k] DIEICERE L. [SOAPRZ Fmem] -2 70—
[C2ELET,

4 [SOAPRZFMEM D—2o0—&E7 Uy L, (D=2 J0—0F’] #2RUET,
5 [BETEARRYITRTKRAFOZRIEANLET,
6 WSDLOVFVVYETFRAFERTIEEI INEIHNERIRLET,

FTvav Fovay
(=4 WSDL OV oYl FF A Ry VAICTFFAREIEC-ULET,
WOVE [WSDLURI] 72 + Ry 2 ZICELWIZREADLET.

7 [EBEYALTOR TFEAER Ry 2, Orchestrator 15 SOAP TR A EADEENT A LT I RFTBETD
MEEANDLET,

8 [ERIALTIR]TFARRYIRIZ, SOAP BEROERBLBUBENY A LTI T 2XTOHEEANILET,
9 TJOFVEMATEINEIHNEERLET,

FTvav 7oay
[E(N JOFY 7RLAETOFY K- FEEELET,
[RIAY-& ROFIBICEHET,

10 ALY 1 TEBRL X T,

F7vay B
AN FREIIERETNE T A,
AR BEART7 AR EEELUET,

tyray E-RFEB#ERLET,

B [HEtYYI3V] ERBRULEEIE. BTy Y 3V ORABEREEELE T,

B [O-HY-CTEntzyy 3] ERRUEBAIL. Orchestrator 754 7> A 074
YUTWR AW EBAHEHREIELET,

A4V TN BStaERITITIV I AN TV AR ERELET,

tyyay E-FE#ERUET,

B [HBEtYYI3V] EBRULEEIE. £ETY Y 3V OBABEREEELET,

B [O-H-TEntzyy 3] ERRUEBAIL. Orchestrator 754 7> A 074
VUTWR A EBEHEHREIELET,
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F7oav B

NTLM Window &z 1 U5 ¢ BiR—F J0O/01 % (SSPI) 7 L —L7D—%2/)® NT LAN Manager
(NTLM) 70 Z AR &R E LE T,
tyray E-FEBERLET,
B [#HBtyya V] ERRUCBEIE. #ETY Y 3 ORHERERE LET,

B [O-T-CEntyyay] EBRUZBAIL Orchestrator 754 72 B 07 A
VLTWA A —HSRBEIEHRERS LET,

NTLM e &EE LET,
Kerberos Kerberos 77 7 As8aF & #8E LE T,
tyray E-REB#ERLET,
B [HEtyYa V] EBRULEEIE. BTy Y 3V OBABEREEELET,

B [O--CEntyyay] mBERUBAIL Orchestrator 754 7V A 074
VLTV A —HoBREEREME LET,

1M EEI&E7Vy 7 LT D=V TJO-&ERTLET,
D=0 70-MERBICEITENES, SOAP R RAY[A YAV FU]l Ea—[CRRESNET,

RORT YT

SOAP RA AT/ FERRBLUICD, ATV FICW LTI =27 JO—-Z&RTLIDTBICIE [V k-
VEa—-&ERALET,

Kerberos FREE D&
PowerShell "2 F&EEME LVEHET 315414, Kerberos S8t A CEET,
Kerberos BEECId. FA > 1——EWIinRM &2 LT, PowerShell B2 UE—F ¥ ETOXVE
ERITCEET,
FIig
1 WIinRM & — £ 2T Kerberos SBaF=8IC LE T,
a ROIXNY FEREITUT Kerberos BRENEMICE> TV I N EINERIBLET,
c:\> winrm get winrm/config/service
b oI RrERITLT Kerberos SBaEFEBMICLET,
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 WIinRM 2 S+ 7> T Kerberos SBaf =8I LE T,
a ROIXY FEEITUT Kerberos BRENEMICE > TV I N EINERBLET,
c:\> winrm get winrm/config/client
b oI F&ERITLT Kerberos SBEEEBMICLET,

c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
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3 ROAXVFEERITUTCTWINRM 5 —E2ANDEFRET A FLUET,

c:\> winrm identify -r:http://<winrm_server>:5985 -auth:Kerberos -
u:<user_name> -p:<password> -encoding:utf-8

4 krb5.conf I 7 1)L EEHRL. ROBAICRELEZY,

FRV=F42T AT LA AV
Windows C:\Program Files\Common Files\VMware\VMware vCenter Server
— Java Components\lib\security\

Linux /Usr/java/jre-vmware/1lib/security/ 548 vRealize Orchestrator BT,
/Etc/krb5. conf vRealize Automation [C#2#A % 7z VRealize Orchestrator T
ER

krb5.conf J 7 1 )LOfESITXDEH D T,

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf [CIZ. BEDER/ A=Y EZDEEEHZVEND ) ET,

Kerberos #m 4 & =4l
default_realm 7547 1 Active Directory tf — ) \OEBAEICER S 25 7 # )L +d Kerberos LJL 4,
A OARANXFICTBIMENHDET,
kdc F-Emt vy — (KDCO) & LTH#eE L, Kerberos Fo v FERITTZ RACY OV FO—F,

default_domain 2B R A1C VEEERT ZIDIERINDET I 4ILE BAA Y,

. DA 1L, Kerberos 4 OEBEDEHICERSNET,

E T 4L TIE Java Kerberos mfgRkIC UDP O )L a@ER LET, TCP 7O FILOMMERT 31
(4. 1 %=ERE LUz udp_preference_limit J\SA—9ZEIRETIHEAHDET,

¥ Kerberos SBaF Tl Zaf&tm R A1 & (FQDN) O/RZA = 7 RL AN ETT,

5% krb5.conf J 7 1)L EBEMELIIEET 2 & =214, Orchestrator b — )\ —E X EHiEHT 20 E
AN NN IR
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SOAP BN SDFHLWT — o0 70— D4R
SOAP BIENB NS 1 D — 7 IO~ EHMT 52 ENTEET,

NASLERUED =0 TJO-&)\1 LX) D=0 JO—-IHFETDENTEEYT, J—7 JO—-FAFROFMICD
LW ClZ. [vRealize Orchestrator BEEEH 1 Rl &R LTS,

AIRSE

S

B EELE L C Orchestrator 754 7 RICOT AV L TWR T EEERLET,
B[RV ERYIE2—H15 SOAP RA BADEGN G 2 & a/ERLET,

1 Orchestrator 7547 RO [D—2 JO—-]1Ea—&=2 v LET,

2 TJ—070-OEBUXERT. [5175U]-[SOAP] mIEICER L. [SOAPEASOIHLWI—2 JO—0
AR D—0 JO—-ICBBULET,

[SOAP BIENS DI LILNT—2 JO—DER] D—2 JO—&H7 v L, [D—2 J0—0FHm] #8RUET,
{ERRTRERBREDY 2 FH S SOAP 1BEEBIRLE T,
(2B TFA R RY T AICERT 20— JO—OEZBIEANLET,

O U1 AW

FLWDO—0JO0-&4KT 20—V TJ0O- TAINIDERIEERLET,
D=0 J0= A4 TZUDBEEFED I # I T ERIRT 5 EANTEET,

7 [FEl&EVUYILT, D=0V TJO-EFITLET,

RORTY 7

AL -0 0-%&T AFTEXT,

WA LERLIZT—20270—DT X+

SOAP BIETHMUICHRY LA D=7 JO—&RITLUT. TORIEDQEANINSA-SZERBI S ENTEET,
AR SR

m BEELLTOrchestrator 7 247 FICO7 A LTVWS CEERABLET,

" [ RV U] Ea—h5 SOAP R FADEFN®Z & ERRBLET,

FIig

1 Orchestrator 7 247> D [D—2 701 Ea—-&227 Uy I ULET,

D=0 70-DBAICEELET,

ARZ L D= J0-&267Uv 7L, [D—770-0F®B] 2 #RUET,

SOAP BEICMMBRANING A=Y ZIBELET,

o A~ W N

(XE &=/ Uy I LT D=V IJO-&EFRITLUET,
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6 (FS2aV)[Oy]7IT, FRAELEAISA-YDU A -EBERLET,

SOAP ##2EDHUH L

HLWD—070-5%RT 2 Em <, SOAP BIFEEBENUET CEATEET,
HITR SR

m FEEHELE LT Orchestrator 7 54 7> IOV A > LTWS & amABLET,
" [ URYERUIE2—H5 SOAP R FADERFN B2 C L ERBLET,

FIE

1 Orchestrator 7 247> D [D—2 701 Ea—-&27 Uy I ULET,

2 -0 J0-OBEUZRT. [5475U]-[SOAP] mIBICER L. [SOAPREOHVUH L] -2 J0—I1C%
BLFET,

[SOAP #fEOUE L] D—2oO—&A7 Uy o L, [D—7 70— 0] &8RUET,
ERTTEERBRIED U X FH 5 SOAP RIEERIRLET,

SOAP RIEICUERAN IS A—F EHRELET,

[ZE] &7y I LT, DV JO0-&FTLET,

N OO o MW

(A Fva) @7y TT. FERAELSENISA-—YDU X ~EERLET,
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AMQP 7574 vEBRT &, JO—-H1EEFIEN S Advanced Message Queuing Protocol (AMQP) & —/(
EBETEXT, BTV T70-2FRTLTCAMQP JO-NEF1-BEREA RNV ATV FELTE
22U, ERELEA TV FITW LT AMQP BEERITTEET,

ZOTZTA4VICIFAMQP JO -1 0EEE AMQP BEOF U UICREET 212D -0 JO-0ty FAEEN
TWET,

ZDEICIT. ROFEYINEENTWET,
= AMQP 7371 > DIERL
B AMQP 7S04 0 DEED -2 J0—DER

AMQP 75 54 > D&k

AMQP 7551 U E#mT 2124, Orchestrator 7 54 7 R &ERTZ3MENH D FET,

BT —2o 70—
(¥l D—2 70— AF7JUICId. AMQP JO—-h&E8BTE2J—Y JO0—N"EaENTNET,

Orchestrator 754 7> D [D—2 JO-]1Ea—T[51 75 U]-[AMQP] - i) hecnsmJ—2 70—
FOCATEEY,

J—470-%& EHEA
JO—A0EmM AMQP JnO—h&EEmLEY,
TO—-1 08I AMQP JO—h&EHIBRLET,

BT T30l AMQP Avtz—y 97707y 3 vEHKRLED,

F a1 —A\DOEF HLUWSG T2 T a VBEREERLET,
TO—-NOEH JO—-H 70T &BHLET,

TO— N OWRE BEHORBRERAD ETCTO—NERIELET,
Z0O—HDEN

D=0 70-&FTLT. AMQP JO-NEEMI 2 EATEET,
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FiEg
1 Orchestrator 754 7> RIicEBEELTCOY AV LET,
2 Orchestrator 7S4 7> R0 [D—2J0O-1Ea—&2 Uy o LET,

3 D0=070-0OEBUZXRT. [Z175U]-[AMQP] - [#E] QIEICERE L. [JO—-A0EN 7—2 70-IC
BELUET,

4 [JO—-HhoEm o—ro0-&&a7 v oL, [TD—7J0—0FR] #8IRLET,
5 [JO—-710EN] 99— J0—-ICHhERIBEREEELET,

FTvav Tovay

E=4e1] JO-HO&EHEANDLET,

RA K RAEDT7 FLRAEAALET,

R—b AMQP JO0-h" ¥ —EXQOR—FEAALET, T I F K- FIE 5672 T,
RAEARZ b RERZAEOT FLAEAALET, FonandT I 4L MBS/ T,
SSL&ERY 3 SSLAFAEZ AT A2 NEINERIRLET,

INTOFRE & IRTO SSLAFBAEERIA T TICEFET 2N EINEZRLET,

d1—--8 JO-Hho1-Y-8&ANLET,

NZT—=N TJO-HOINAT—-FEADLET,

6 [FEIEVUYHILT, D=0 JO0—&FTLET,
J—2 JO-NEBICETENES, AMQP JO—AA[4 VARV FU] Ea—[CRRENET,
RDORTY 7

[TO—PHORKEE] D=0 JO—%5RTTCE=EY, TN RETZHEIL. [TO-HDOFHI O—0 J0—%=FH
LT, JO0-H07O0NT1 EZELTH S, BERILEETIVET,

Fa1—\DEER

D=0 JO0-&FTLT. HILWBTRIU U TV 3 VEBEREEMI D ENTSET,
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TITBEIREESNEI N, T —YEXFIESELENT, XY FIT—VETTL -2 TFARERTERESINE T,
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Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.
Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at
com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage (JdkHttpConnector.j
ava:117)
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1 xkoaAxX Y FaRITUTWINRM #EEEZT 7 4 )L FICERELE T,
c:\> winrm quickconfig

2 (AT2aV)ROARYFERITLTURT —ARITESNTVEINEINERRB L. T T4/l FOR— &R
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c:\> winrm e winrm/config/listener

T4 EOR— FFESIE 5985 (HTTP) &£ 5986 (HTTPS) TY,
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a ROAXRYFERITUTCERTBINBACE > TLENEIHERRBLET,
c:\> winrm get winrm/config/service
b xOIXYRERITUCERRIAEBMNCLET,
c:\> winrm set winrm/config/service/auth @{Basic="true'"}
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c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}
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6 WInRM US4 7> FTCEABIHEBMICLET,
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c:\> winrm set winrm/config/client/auth @{Basic="true"}
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c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}
8 WINRMRZ = X UHNEE R AL VRICH 25EIE. ROINY FERITUTEE TS 2RARERELET,

c:\> winrm set winrm/config/client @{TrustedHosts="<hostl>, <host2>,
<host3>"}

9 XOAXYVFEERITUTCWINRM 5 —E2ANDEHRET A FLUET,

c:\> winrm identify -r:http://<winrm_server>:5985 -auth:basic -
u:<user_name> -p:<password> -encoding:utf-8
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LEd, '=&AlE NET Framework SDK [C& &N 2EEBEZER Y —)L (makecert.exe) #FA L TC. BCES
SFRAEEAER TEET,
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NEENTNET,

makecert.exe -r -pe -n "CN=<host_name>-3,0=<organization_name>" -e
<mm/dd/yyyy> -eku 1.3.6.1.5.5.7.3.1 -ss my -sr localMachine -sky exchange
—-sp "Microsoft RSA SChannel Cryptographic Provider" -sy 12
<certificate_name>.cer

2 EmSNIAIREEEMNT 3I1C1E. Microsoft B OV Y —)LEFRLUET,
a mmc.exe #R{TUET,
b [D7AN]-[RFy T oEMEHIR] #RRLET,
C MATEBRTYIIVOURRNL FIAE] &:#RL, BEM &7 Uy I LET,
d [QvEa—9 F7hovR&EBRULTAN] 20Uy I LET,
e [ETIEZVUYILFET,
f [AvV—IL)L—F]-[FAE (O-H)L 2V Ea—45-)]-[EA]-[FAE]. SLU[aVY—ILIL—F]-
[FE8AE (O—H)L OV Ea—% )] - [EEanic)L— ~AFREE] - (FEBRE] TAERENT VA F—)LanT
W EEBRBLET,
AEEED [EEENTIL— FREERB] LUV MEAN] TH YA VA F—ILenhTWR\BEIE. FBTA Y
AF=ILT2RENHDET,
3 BULBUATUYRERARBEFRLUTCHITPS UXF—&ERLET,
RDAR Y B SAVICId HTTPS URF —ZET 2T h DIBEXFINEENTINET,
winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="<host_name>";CertificateThumbprint="<certificate_thumbprint>"
s
O RIBAEULATU Y FOAXR-RIIBBLUET,
4 BEETARULEY,
ROAX VB ZAVICTIE, BRET AT 21ODBXHNEENTINET,
winrs -r:https://<host_name>:<port_number> -u:<user_name> —p:<password>
hostname
Kerberos 2EE DR

PowerShell "2 F&EEMP L UVEERT 515414, Kerberos s8I EH TCEET,

Kerberos s85F Cld. BA > I—5—[Z WinRM =&l L C. PowerShell %R U E—F ¥V ETCOT VR
ERITCEET,
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FIE

WinRM © — £ 2 T Kerberos BaE BRI LE T,

a ROIXY FEERITUT Kerberos BRENEMICE > TV I N EINERBLET,
c:\> winrm get winrm/config/service

b xoIX> F&ERERITLT Kerberos SBaEEBMICLET,
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}

WIinRM 2 S+ 7 > T Kerberos Bt BIC LET,

a XOIOXY RERITUT Kerberos BAINBMICH > TLBIANEINERERLET,
c:\> winrm get winrm/config/client

b XxnaxX> FERTLT Kerberos SBiFEERICLET,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}

RDAR Y FEEITUTWINRM U —E2NDERET A FLET,

c:\> winrm identify -r:http://<winrm_server>:5985 -auth:Kerberos -

u:<user_name> -p:<password> -encoding:utf-8

krb5.conf J7 1L EER L. ROBFAICRELET,

FRV=F4 2T AT L R

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server

— Java Components\lib\security\

Linux /Usr/java/jre-vmware/lib/security/ 448 vRealize Orchestrator B TY,
/Etc/krb5. conf vRealize Automation [C#E#A % 7z VRealize Orchestrator T

EB

krb5.conf J 7 1 )LofESIZRDEH D T,

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf [CIF. BEDER/ A=Y EZDEEEHZMEND ) FET,
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Kerberos #m4s & &4
default_realm 7547 1 Active Directory o — ) (OEBAEICER S 25 7 # )L + @ Kerberos LJL 4,
A OARANFICTIMENHDET,
kdc F—Emtzry— (KDO) & LTi#gE L., Kerberos ¥4 v FERITIZ RACY OV O3,
default_domain  SE2f&#hi F A1 VEELEMT BOITERSNET I AL E RATY,

E 20713, Kerberos 4 oBEMMEDEHICERINET,

T T U 4L ETI4, Java Kerberos o#gaylc UDP O ROl &EFERLES, TCP PO FJJLOIMERT I
4. B1%ERE Uz udp_preference_limit J\SA—9&EIRETIHEAHDET,

¥ Kerberos s8aF Cld. et R A1 & (FODN) DR+ 7 R L ZANUETT,

B2 krbS5.conf 77 1)L &EBMELIIZEES 3 & =(Cld. Orchestrator U — )\ U — E X = HikcE g 2 0 E
nNHpET,

PowerShell 7= &4 > DRk

PowerShell 757+ >V &#A9 31213, Orchestrator 7 S5+ 7> R &EFEBT2UENH 1) ET,

BT —2o 70—
(] D—27 70— A7 3JUICI4. PowerShell RZ F&EEBTE2D—7 JO—HEENTLET,

Orchestrator V547>V D [D—2 J0O—] Ea—T [+ 75 U]-[PowerShell] - (iBk] hsno0I—2 7
O—IC 70 BZATEET,

J—-s70-% Bl

PowerShell =2 migin  PowerShell "2 & TS T4 A4 RV RUISBMUET,

PowerShell "2 FD¥IBR TS5 1> 1R RUHS PowerShell /"2 - EHIBRLET,
PowerShell "2 Fp&E#H  T5740 > 4 RV FUROIEES N PowerShell "2 F&E#H LET,

PowerShell /R 2 Fm#&aE  #EE =Nz PowerShell IR 2 i E1&EEL £ T,

PowerShell kX ~@DiEN

J—- J0—%%17L T, PowerShell RZ FMEMBLVRA FOER/ (S A—Y OEBMAETWET, JE—FE
o1z —7)L @ PowerShell IR A ADESIEBRE CEET,

FiE
1 Orchestrator 754 7> RIcEBEELTCOT MV LET,
2 Orchestrator 7S4 7> @ [D—2JO-1Ea—&2 Uy L%,

3 -4 7J0O0-0EEEYZ T, [5475U]-[PowerShell] - [#5%] DIEICERE L. [PowerShell 7k 2 ~ms&hn]
J—0JO—-ICBELET,
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4 [PowerShell K2 F@em] D—2 JO—-&H"27 Uy L, (D=2 70—-0F®R] #8RUET,
5 BRI TEAFRYITRICKRAFOZRIEANLET,
6 [KRAR/IPIFFEAFRYIRICKRA DT RLAEADLET,

7T Kerberos sRaF Cld. LB R A1 V& (FQDN) O7R A = 7 R L ZANUBETT,

7 (FT¥aN)[R-FFTFAERYIRATKAFOR- FEADULET,
R— 5985 (HTTP), Z7=13 5986 (HTTPS) =R L£ 9,

8 TJSU4 DEKETH S PowerShell KX FD5 1 TEZRLET,
a EEJOFRIINERIRULET,

I HTTPS#&mx 7O RO EERT 2 &, U TE— F PowerShell /R 2 = @areAZ A Orchestrator +— 2
FICAVR—FENET,

b &Y 1 ITEBIRLET,
E2Z: Kerberos ZBar=#EAT 2I1CId. WINRM U —E 2 TERICT INEAH D FT,

9 U554 >7T PowerShell RA FAQESRICHERAT 2y 3y E— ROV A TEBRLET,

F7vav Bl
HBEEYYaY TSTAVIIHEORBHEREFEAL T, UE—F RARCERLES, BV aVH

@ PowerShell R 2 FEBAHERERET 2HENH D ET,

A-HY-Ttntyyav Orchestrator 754 7> Fid. O A4V LTWRA—F—HERBAIBERENELET,
<user>@<domain> &\ 5T Orchestrator [cO7 4> LT, [1—-F—C&ntzy
IVl E-RFEERATIMNENDVET,

10 [Shell pa— kR =] ROy IH¥ D AZa—H5 PowerShell TERESNZ T O—ROY A TEERLE
—a_o
11 XEIE2UY I LT, D=0 JO—EFTULET,

J— JO—HAEBCETEND &, PowerShell KX EA [ VARV FU] Ea—ICRRESNET,

PowerShell 754> 4 >R ) DER

PowerShell 757+« 4, #Hsn T2 PowerShell RZA FOIARTOA TV 7 F&E ARV RJ]IEa—(C
NEUET, (1R FUIEa—&FRLT, BABEREEMULIEZY. PowerShell # 7Y 2o FicxwLTI—7
JO—&EFKTLIEDTEEY,

TS5594 001 Ry RURTIE PowerShell RA FHEELVZFDRATY T4V EOR VY RLY FEBEETEETD,
BUE—FRARCIEATY A VE, STy A VCIFOAR I RLY FEBINTEEY,

ARV Y ATV FIERTEZD—V JO-EKRIZICE [V-I]-[2—T-BBEE]-[1 U+
U] DIBICBEIL, [ VRV FUTOAVTFARAZI—EFRTE] FIvI RV AEBRLEY, A7V 3y
MBEMICH B & Orchestrator 41 YA RUTA TV 10 REEI UV U EEIT, TOAF TV 10 RITERATRE
RIRNTOT—7 JO—HARRINET,
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PowerShell X 2V 7 D E1T

PowerShell RZ T, ARV U T FELIFINHRAI ARV T FEFVHT O —V7 JO-EFRTTEET,

PowerShell R 2 U 7~ OO L

TS5540 AR EDRAEICHIEEREEIZIHAY LD PowerShell 20 1) 7 &7 23 ENTEET,
IR S
. Pavs

&38E - L C Orchestrator 754 7 HICOT A4 VLTS EEERALET,
B[RV RU]Ea—7m5 PowerShell IR FADBEENH 2 2 & ERRBLET,

1 Orchestrator 7547 RO D=2 JO0—-]1Ea—&=2 Uy LET,

2 O—4-7J0O0-0OKBUZ LT, [T T3 U]-[PowerShelll ®IEICERI L. [PowerShell 24 1 7 FOIEUH
Ll D—oo0—-1cslLExd,

[PowerShell 27 U 7 OO L] D—=2 70-&67 Uy 7 L, [9—7 70— OR8] Z2RLET,
20V T +EFEITT S PowerShell IR 2 F&ERIRULET,
[(R7U TR THF ARy AT, R179 % PowerShell 27 U 7 & AR IR AT LET,

A AW

EEIZ7Uv I LT, D=7 J0—&£TLET,

HNERR O U T bDORFEUH L

T3040 ARV FUDKRA R EICH 2988 PowerShell 27 1) 7~ &FRITTEE T,

4486 PowerShell 27U 7 =13, .psl 77 M ILICEENTWET, £179% .psl 77 )LIL. PowerShell 7k 2
FICRET Z2MENHDET,

QeSS

m EEELELTOrchestrator 7 24 7V FICOJA Y LTWE CEERABLET,

" [f RV RU]IEa—h5 PowerShell RA ADEFENH 2 Z L EBBLET,

B XU TEASRBIZAENEDHD .pSL I 7 AILICT IV ZAENH S LR ULET,

FIE

1 Orchestrator 7547 RO D=2 JO—-]1Ea—&0 Uy LET,

2 O—4-JO0-0OKBUZ T, [543 U]-[PowerShelll ®IBICEEEL. [AE2 27U F RO L] D—2
JO-ICBHLET,

3 MERROUTEORUHEL] D=2 J0—-&E87 v o L, (D=2 J0O0—-0OFR] &FIRULET,
4 277 +EFEITT 3 PowerShell /R2 F&EZEIRLET,
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5 [BE]TTFARRYIRICT, BITTBINE .pSLRAT U T DT 7 A IILEZEADLET,

E pSL I FAIATIAN DT HILTICAD TOWERWEEIE. T 71 I OETINAEANNT 2HNENSH D
9., A7 UTHI)ADBEICIE. BEZHEFEATEEY, c&Ald. $env:HOMEPATH\testl.ps1l ®
FOICIBETEET,

6 [BIHK TFIAFRYIRAT, AV U THOBIBEANDLET,
B L PowerShell DY — )L CERSNZEDERUTY,

7 ElEVJYOILT, D=0 TJO-&XRTLET,

T3 DER
D—/-J0—%%170L 7T, PowerShell 27U 7 +Zf-IZ PowerShell A< > BL v RICEDL 72U 3 VESRMT
=XJ, ElSNED -2 J0—1d. HRAY A D=0 J0-OENTa VT JAVvIELUTERT 2 ENTEET,

PowerShell R U Z - DT7 oS 3 > DER

-7 J0—%&£T LT, I/ELRE PowerShell 27U T e 7oy avEERTcExd, £MLET7I7Ya Vs
KT TI)IN DU IJO-EFETIERT B EEBETEET,

ERUIET O3 VDRI) T RETL—2ARITEFEFRLULTCHAIRAATEET, M LIET70 >3 Tl J—
DI0—-ICL2Tstring 71 JOmIGd 27033 INSGA=IRNT L —ARIY CEITERSNET, 773
VERITILIER, REOEET VAV INOA=FITI/BELT, TL—ARIFTEBSHBA D ENTEET,
ARG

B EmEELELC Orchestrator 754 7 RIcOJ A LTS EEBERLET,

B[RRI Ea2—n5 PowerShell IRZ EADEEENH 2 Z &R LUET,

FiEg
1 Orchestrator 754 7> @ [D—2 JO0—-]1Ea—&=2 v LET,

2 J—070-0RBYXRT. [51T5U]-[PowerShell] - [£6%] DIBICER L. [PowerShell 27U 7 +h
S5MT70Uav0ER] D—0 TJ0-CBEULET,

3 [PowerShell 27U T Qe D7oyaVOER] D—2 JO0—2A0 v L, [D—2 J70—0FKE] 2R
L&Y,
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4 [ROUTRIFTFEARRYTRIC, 7O avaEEMT S PowerShell 27U 7 & AAERIZREOMIFTLUET,

E O A-Y—ADDOTL—2ARI)ILY E LT {#ParamName#} #ERT=xd, TL—IARILY DY 1 TH
string ThH3%E. ZE5IBAFEFRALCTIL AR DEET V2 a VICETREAH DET,

RDAT VTR &R LT3y NSA=FEZI U T NS A=FICU V7T 5HEDEHZERLTL)
ESER

param($name={#ParamName#})
echo $name;

5 [BENTHFALRYIRIC, EHITET772aVDERMEANDLET,
6 FUVIAVDERELTIBMFEOEY 1 -IILEBRUEY,
7 D=0V JO-EERTINEDINEBRLUET,

FTvav HER

(={a} ERUIET Va3V ERITIZY YT D—U JO-&ERLET, T—2 TO—-DEME
DI AT EFRT 2UBENBH VXY,

A AERLED =2 70-0FRIE WOHLRAY U T FOBRERESAXFIIE ERL
703 DA TREMSNET,

(AIAY-3 ST D=0 JO—-I3ERINET A,

8 [XEIEVUYILT, D=9 JO—EFRITLET,
RDORTY 7

ERRLICY D23V ENAY L D=0 JO-ICHETEET,

PowerShell a< > Ry bDT7 o 3 DA ER

-7 JO—%FTUT, IEFELEZ PowerShell XV RLY REISA— Ty FOT I 3V EERTEETD,
ZM7 %733 Tld Orchestrator @ PowerShell #pea R TExd, EMLET7 VY aVERITITLZU VT
D=0 JO0—ZFEBETERT dEBTEET,

PowerShell 27U 7+ TV UEFR LT, $8OT -5 94147y tEFERTEEY, FATCE2T7 -9 51
JICId. JU=F 47 547 (Integer, Boolean, Char, LU NET 7> T U CERAEERY 1 TR E)

PA-F-—FEEYM IHEENET, PowerShell aX VU RLY FOEBICEDNTT VY 3 VEERT DHBAE. A
HELUVHEDAT Y RLY RIS A—=414 Orchestrator 75w 74 —ANYR— T35 1 T TCHRRSNET,
PowerShell 7S 714 U354 TOR v EV T EEZLET, — RIS, TUZT 1 7541 JI3xdisd % Orchestrator
FA TRy T, #EM25 1 1L PowerShellRemotePSObject # 7Y 17 FICL > TRRESNET,

Bt
B EEEE LT Orchestrator 754 7 RIcOV A LTS EEBRLET,
B[RV RU]Ea—h5 PowerShell R RADESN G D C EEERLET,
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FiEg
1 Orchestrator 7547 RO [D—2 JO—-]1Ea—&=2 Uy LET,

2 J—0J0-0EBY X RT, [547Z5U]-[PowerShell] - [4m%] DIBICER L. [PowerShell A< > R L v
FOTOYVaVOER] D—7 JO0-ICBELET,

3 [PowerShell A<V R Ly FOT7o>a>vOER] D—2 J0—&H"7 Uy o L, [D—2 70— DORMA] 22K
UET,

4 HERUIE70y a3 EERTIEICETT S PowerShell <X RL Y REBIRLET,

5 OXVERLYERDISA—% 7y FEBIRLET,
INSA—=5 7y FOEEEN S A—Y Y FOESE] TT AR Ry T ATRRTEINET,
E UNSA=Y £y FOERE] TTFARRY I AROXFIEREL T, \SA=Y 2y FOEREEEET
BTEIITEFBA, IISA—Y Ly RCEENTNB/ISA—YBERONXFII-ATSET,

6 [ZBEIITTFAFRYIRIC, AMTET7IV 3 VDOEREANNLET,

7 TOVAVOEREETEIEEFEOEY 1)L EERLET,

8 TV IO-EEMTEINEIHNEBIRLET,

FTvav EREA

(=4 ERUET VY aVvERTIDIYUIILD—0 JO-&E/mLET, T—7 TO—DEME
DT AN EBIRT 2UBENHVET,

A ERULED =7 T70-0FFIE. ETARYFLY FOBRIEEBEHNFIIE, EL
12702 avOEMTERENET,

[RIAY-4 ST D=0 TJO—-13EMETNEE A,
9 [FEIEVUYILT, D=0 JO0—EERITLET,
RORTY T

ERUIET 02 aVERRT L T—7 JO-[CHRETSERT,

7O avEOFRHLUERDOZ(TEL

PowerShell 7= 7«1 > Tld. 1 D@ PowerShell 27U 7 RO UASBIOFUE UADOKERE /(S A—5 &L
TZITESTCENTEET, BREELULLZITETICIE. MAOHUEUAR—DOEY S 3V TITHN TN ZHUEN
HDFET,

PowerShell 7= 4 > 12k % PowerCLlI ®#&

VMware vSphere PowerCLlI &\ o7zt — B)X—=F 1+ DTy T+ > Oiee%. PowerShell 7574V CERT 2
CEMTEFET,
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H—R)N—F 1 DAFT v A UHkEEEFEET 31214, PowerShell RZ FTR Ty T4 UAMEATIALICA > T B
BAHDET, BEOTZYY I VICATy TA vEHZHADICIE. AddPsSnapin 77 3V EMUHTHBEN G
D %9, PowerCLI ZFERT 31213, AT v 1 vD&ZFTE VMware . VimAutomation.Core ICRET 2MHEN
HIET,

PowerShell 75471 U Cld, B—RI\=F 1 DRAT Y TA4 VBICERIER SN T VY 3 VIZREShETA, U —
RFI—=F 1 DTV TAVRBICT VY 3 VEERT ZICIL. [PowerShell AX > R L Y RIZT V2 a2V EER] D —
Ho0-5FRITULEYS, [PowerShell AV LY Q772 3 VAR EBRBLTLESL),

com.vmware. library.powershell.converter /(v — (4, VC:<SomeObjectType> #73 x
O 53I5d S PowerCLl 4 7Y 17 RCEBRAJBEBEARE LT« 07 TOVINEENTNET, ZOHEEICK
. vCenter Server 75474 h5m -2 70O—1 PowerShell 7S04 e -2 JO—EPDENTE
5LIICRD, 2DO0DT T4 VETODINTA=Y DZITEUNRIEEICZDET,

A/N—% J—o70—
[OVN\=%]1 D=0 20— AFTJUOT VI D—2 JO—-&@FR LT, PowerShell 7= 7% > & PowerCLI 5

DIFEET AT 2 ENTEET, ieaxET AT 2I2ld. PowerShell IR 2 =12 PowerCLI &4 V2 =)L T %
MWENHDET,

[AVN\=%1 92T D=0 27013 STV THERTS 28 MleesTE VAL -3V LET,

i PowerShell 7= 471 > ld., PowerCLl & vCenter Server 7S04 VTR TE3—50OY 1 THYR—
INTVWETA, TR=FERAOY 1 TIHNERLET,

Orchestrator 754 7> @ [D—2 70— Ea—T[5+1 75 U] -[PowerShell] - [ T7)L] - [T\ —5] H5
NE@QI—=Y7 JO—-ICT7 I ZATEEXY,

J—s70-% Eli]
PSObject 5 vCO # 73 7 FADZEH PowerShellRemotePSObject = VC:<SomeObjectType> [CZ# L&Y,

PSObject & vCO #T7v 7 FOWARAZHE  PowerShellRemotePSObject 75 VC:<SomeObjectType> AdZifs, &LV
BOEHREITNET,

vCO 4 7¥ =4 +h 5 PSObject NDZia VC:<SomeObjectType> %= PowerShellRemotePSObject [cZi# L% T,

o7 D—o 70—
[V D=2 o0— AF7JUICIE. BERANLGERT —ADTARERBEICT D7 JO-NEFENTLET,

Orchestrator 7 S4 7> D [D—2 70— Ea—T[5+1 75U]-[PowerShelll - [ 7] OV )N\=Hh 5
N6QOI)—=7 JA—-IC 77 EZATEEY,

J—s70-% FHEA

API#ERDA 7 ) T RO L BEAAER A7 ) o+ AP ##8 T PowerShell 22 U 7 U H T EERLET,
T4 LY FURAOYZ FFRR  PowerShell K2 77 4L Y AFLAEDT A LY FUDRBE—EBERRLUET,
M T4 VERITH Y TIL ## @ cmdlets &/01 754 VERITT 2 HEERLET,

I > > DIREDTI D E A REYY DEBRREEYIEZET,
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PowerShell 7554 > @ APIANDT7 7€ X

Orchestrator @ APl Explorer @B 2 &, PowerShell 757471 > APl Mgz, A7 U T HESNIZERTHE
BTE2 JavaScript 7 7YtV FO RF 1AV FOEBEFRITTEET,

Fla
1 Orchestrator 7 54 7> FICBBEELCOY1 VY LET,

2 Orchestrator 754 7 b&ERIZD—7 70—, RUY— 7O 3V IT45D AT TF4 071459 ThH
5 APl Explorer 7oz 2 LET,

®  QOrchestrator 7 2« 7> th'5 APl Explorer (77 729 %1213, Orchestrator 7 247> DY —)L
JX—=T ['V—)L]- [API Explorer] @IBICZ U w2 LET,

B J—SJ0—- RUY— FO2aryIT«50[RTUTF4 2059149 Th5 APl Explorer 70725
3IC1E. E@ICH 3 [APlOR]I =7 1)y UET,

3 PowerShell 7574 @ APIF T 20 FOBEBY A FERRS 5 I121E. ZBIO~ 1 > [PowerShell] £
Ta—)ESTINITUY T LETD,

RDAT YT

APIZEZAS I-—REIOAE-U TRV YU T ROEBRY 7 AICBEORIFBZENTEET, APl AT U TF7 0 T D5F
HMICD N TIL. [VMware vRealize Orchestrator 2B 17 28%] #2BLT{ES 0,

PowerShell OfER D {EH
PowerShell 7527« APl o= 7Y x4 F&ERL T, Windows PowerShell iR R S E#TEET,

PowerShellInvocationResult 7S AMAYV Y REFHLT, RTI2AY U THICETIBEREDNE TS
ESr

Hik Bk

getErrors() 2717 ~oiegrplc PowerShell TV Y VICE > THRESNZ IS DU A FERLET,
getInvocationState() 27 UT+DAF—42, AlggifEld Completed %713 Failed ©9,
getHostOutput() PowerShell 3>y —JLIcRRENZ 27 U T FDHE A,

getResults() PowerShell TV VIC& > TRENZ ATV 19 by BESNBZF TV 10 +DFA TS
PowershellRemotePSObject ©79,

PowershellRemotePSObject (& PowerShell Ty UphRe A IV 20 DU E— KRBT,
PowershellRemotePSObject [CIZ XML > U 7JULEENIERAEENTH D, getXml () AV vy FEFD
HI CEICRDTIEATEET,
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PowerShell 75714 VI XML#BERES Y J52A4 TV 10+ EFILERET 1IN BEOF TV 7+ J0IC
TAANDBELT U EAERMLET, getRootObject() AV Y RIZA TV U F EFTILADT U Z AR
LEd, —MHIC. getRootObject() AV v RIZADIL—ILEEHA LT, PowerShell ¥ 7% Orchestrator
TERTE=25 1 Iy TUET,

B RENEATI Y RATU =T 4 T PowerShell ¥ 1 7 Th 2384, 77V 7 HExdind 3 Orchestrator
DTIV=ZF o TRIA TRy EVTENET,

B OREINEATIVIU DY A TIH collection TH2HBA, 77V 7 FldArraylist ERRSNET,

B O RESNEA TV FOY A IHdictionary TH2354A. 7 7Y 7 Hld Hashtable ERRxE=hzET,

B OREINEATVTV DY A TH complex THdiga, 777 FIZPSObject EFRRENFET,

—i%E97% PowerShell # XX 20U 7 h0H > 7))L

JavaScript b JILEGIDE D, BEORIF. HLURET 5 & T — kA0 PowerShell ¥ 20 w20 U 7 %52
MCTEET,

20U TT 4 T OEMIC DN TILL. [vRealize Orchestrator BERE A1 Rl #2BL TS,

5 : APl #&AB o PowerShell R 2 U 7 D EFT

JavaScript #EH LT, 75741 > API#&fET PowerShell 27 U 7 ~&E1TTE £,
SOOI RIUT RS ROT7 73V ERITLUET,

®m PowerShell K2 Fptzvy 3 vaEMEEXT,

B ETIIAVUTRERELET,

B WU UBREERLET,

" Ty avaERUERT,

var sess;
try {
//0pen session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir')

//Check for errors
if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +

result.getErrors();

}

//Show result

System.log( result.getHostOutput() );
} catch (ex){

System.error (ex)
} finally {

if (sess) {
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//Close session
host.closeSession( sess.getSessionId() );

}

5 : ¥EROEA
JavaScript ##B L. PowerShell 27 ) J FORITHEREWET D A TEET,

OV AT I ROT I avERITUET,
" OHRUREEESE LT,

B ERpoEEHMELET,
®  RemotePSObject ¥ 1 7R L E T,

var sess = host.openSession()
sess.addCommandFromString("dir + directory)
var invResult = sess.invokePipeline();

//Show result

System.log( invResult.getHostOutput() );

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());
} else {

//Get PowerShellRemotePSObject
var psObject = invResult.getResults();
var directories = psObject.getRootObject();

var islList = directories instanceof Array
if ( isList ){
for (idx in directories){
var item = directories[idx];
if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result
}

}
} else {

System.log( directories.getProperty('FullName') );//Extract value from result
}
}

host.closeSession( sess.getSessionId());

Bl : hRAY ADOEBEIRIFEREEET S
JavaScript ##B L. PowerShell RZ F&EHRY ARAHIEREEE S B L ENTEFET,

var Sess;

try {
sess = host.openSessionAs(userName, password);
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var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {
//Show result
System.log( invResult.getHostOutput() );

}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}
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