vRealize Automatjor) 8.1
O—Kk NS>0 A4 F

20204 A 14 H
vRealize Automation 8.1

vmware




vRealize Automation 8.1 O— R NS> > 5 HA K

BHOEM R+ 24> MME. VMware @ Web #4 k  (https://docs.vmware.com/jp/) TIHERWELIFTET., ZORFa A
v MNCET B IERBLU IR, docfeedback@vmware.com £ THEY < 7ZE L,

VMware, Inc. JAIAD 2 T7THARHE

3401 Hillview Ave. 105-0013 FREERXEMHET 1-30-5
Palo Alto, CA 94304 EMRIR S T7 13F
www.vmware.com www.vmware.com/jp

Copyright © 2020 VMware, Inc. All rights reserved. ZE1F1EH LU FEZIEHR,

VMware, Inc. 2


https://docs.vmware.com/jp/
mailto:docfeedback@vmware.com
http://pubs.vmware.com/copyright-trademark.html

HR

1 vRealize Automation 8.0 O— R NS> >4 5

2 O—-RBNSUT0HE 6

SSL /XXX )L— 6
O—R NSUYTDOE A—)L@H 6
17—ABLORIINFT7—L4A RO 7

3 vVRealize Automation DO — R NS S &R T D=0 DRHER ML

MEAA A b =)LDRET 9

4 NSX-V O 10

Ja—nNLEE 10

TIVr—=3> A7 7 AIDOFEE 12
Y—ERERDOBRE 13
Y—NT=ILDE 14

RABY —/N\OHEKR 16

5 NSX-T otk 18

NSX-T77Us—23> 7077 14)LDFE 18

Workspace ONE Access D/S—> RF> R 7O7 7 A4 )LD#E 19
NSX-T 747« 7REMHE=S —D#EK 19

NSX-T #—/\ =)L DR 22

NSX-T {REBHY —/\D#ERk 23

O—Rk NZH0O#EK 25

A— R NSUHADRET—/\DEM 25

6 F5Big-IP LTM D#&Erk 27

Workspace ONE Access DA RS A IS—L ATV R 7O7 7 (IO 27
TS —DiEEK 28

F5 4—/\ 7=l 29

F5 {REH — /DR 31

7 Citrix ADC (NetScaler ADC) &% 33

VMware, Inc.

Citrix €= — D&k 33

Citrix 4 —EX I —7 D&k 36

Citrix RS —/ND#Epk 37

Workspace ONE Access M/S—> RF >R J)L—T Dk 39



vRealize Automation 8.1 O— R NS> > 5 HA K

8 rNSTN 2T 40
F5 BIG-IP & OneConnect ##A L&D T7OEY 3 =0 F D%k 40
F5BIG-IP SA4 > R(CkBRy bT— o FEIBEBOFIER 40

VMware, Inc.



vRealize Automation 8.0 O— R
NS T

ZORF1AYITIE DEBLUOEARAMERICESFS vRealize Automation. vRealize Orchestrator. &£
Workspace ONE Access @ F5 Networks BIG-IP V7 +7 £ 7 (F5). Citrix NetScaler, XU NSX O— R /N
SOYDAO—R NS T EDa—I)LOBRICDWNTEHRIELET,

ZORFAAYNIAAR=IL HA RTIHEHY EHAD. VMware vRealize Automation D RF 24> LN
VMware vRealize Orchestrator @ 3 1 4 > b S FIARIEE/R vRealize Automation & XU vRealize
Orchestrator DA VA M —IVEIVHEHR RF 1AV MEHET S IO—R NSV F#BAA RTY,

ZDERIL. KOBERBLUON— 3 (G LTOVET,

£ 1-1

E) N—3>

F5 BIG-IP LTM 11.x. 12.x. 13.x. 14.x. 15.x

NSX-V 6.2.x. 6.3.x. 6.4.x FEHHICDWTIZ, VMware RFDOHEEERMEY
Uy o 2RESRLTILE W)

NSX-T 2.4

Citrix NetScaler ADC 10.5. 11.x. 12.x, 13.x

vRealize Automation 8.0

vRealize Orchestrator 8.0

Workspace ONE Access (LIgid> VMware Identity Manager) 3.31

FBICDWTIE. VMware HEOHEEERMEY ) v I ZESRBLTIEE,

VMware, Inc. 5


https://docs.vmware.com/jp/vRealize-Automation/index.html
https://docs.vmware.com/jp/vRealize-Orchestrator/index.html
https://www.vmware.com/resources/compatibility/sim/interop_matrix.php#interop&114=&93=
https://www.vmware.com/resources/compatibility/sim/interop_matrix.php#interop&114=&93=
https://www.vmware.com/resources/compatibility/sim/interop_matrix.php#interop&114=&93=

A—RNS U HIE, SGUAMRETCY—/N\BOT—0Z08IEET. PATLAEEEL O3V R—F LR
BRC, EEAICAO—RNS OB ENY T v TLET,

Xy b= FRODCOHEIELE VMware EDONY 07 v T TS VICBELAENS, O—RNSUHDNYIT v
TIZDOWTDOH A ~ RYU S — (TR TLZE N,

ZDEICIE. RDOMEYIDNEENTNET,
m SSLNXXR)L—
m O—RNSUHTDOE A—JL@

B 1 T7—ABLXOTILFT—A bREY

SSL /NARRJV—

SSL /XRRJ—IF, O—R NSOV FOBRTEREINET,
SSL XX RJIV—[3, KDOEBHRTHERINET,
n EHOBSZE

m  VRealize Automation, vRealize Orchestrator. F7=(3 Workspace ONE Access ffBAEZ# 0 — K /NS
PHICERT Z2BENGZWN =D, BRADERIEIN, BRI DPBRINET,

m ERALEOF—/N—Aw RHEN
m GIBAZOEHEIC, O—RNSUHOEBREZEETILENHY A,
. BEOBEST

B O—RNSUI2TENEAVR=VPDELDRANGFABEDOT T2 MRBELT7 4 —I)LRT
HBID. VAT MIA—R NS rTEN/ - REBRICBETEET,

O— Rk NZ2HTOE A—J)LBA

vRealize Automation. vRealize Orchestrator. F7=(% Workspace ONE Access / — RHMEIET B 72N, &
ATLEBEICEA—NEXETDIEA—IBMEZO— R NS TRETDHILESEOLET,

[E NSXVITRZIDLSEFUADE A—)biBHEYR—FLTWEHA,

VMware, Inc. 6



vRealize Automation 8.1 O— R NS> > 5 HA K

NetScaler DiE&(E. 75— hEXETEHESICEED SNMP ~S v 7& SNMP v x—2 v &R L £ T,
SNMP #BrkDF#MICD WV TIE, NetScaler D RF a2 A2 FESBL TS,

ROFEEFERL T, FS TE A—JLBHMERETEET,
B O—ANTERENTCA I Ay E—DFERET2HD BIG-IP > X7 ADHERK
m HXH L SNMP b3y 7R

m EX-)VBHMZRXETDHLODT Z— hOHER

17—ABLXUOTIF7—A RO

17—LABRERIVFT7—ALAERRETIH. O—RNSUY ST v 0D —bBEBVET,

17—ABATIE. O—RNSUHIEMBRICN S 70 v D4 EICHYERA, TN O—R NZ2H0D
ANFANS 74 v ERANFRANS T4 v IPRALRY T =0 A2 —T 1A REBBTHEEBKRLET,
9SAT PSSO —R NSOV ERBATE NS 70 v 0(d. O—R NSOV ERETT RLURELTERT 5%
v 7= 7 RVRZEER (NAT) T, /—RIFISAT7 2 MIBRENBFIIC. VY= S T4 v 0Z20—RK NS
VHICEELEST, ZOFARO/NTy b 7O0-2FRALEWNEE. UF—2 S T4 v 0305472 MLEE
TOCRTBIED, HEEICKBLUETD,

RIVFT7—LBRTIE. FST74v 03— R NS EEHL T —T 1 IENET, BE. TR TNAR
CETT7AIET—bDzAELTA-R NS UHDBHYUET,

BRH—MRNAERIE. 1 7T—A8BKTYT., RURADTILFT—LERRICHERZIN. £E556 F5 LU
NetScaler S E# L F9, 2D R+ 1A MTIE, vRealize Automation. vRealize Orchestrator, F7=(%
Workspace ONE Access D& R— > b1 7—ABRELTRBAINET., IILFT7—LERHBTR—K
ENTHY., ZOEKIT 1 7 —LABRERKRICTOVLEDHY ET,

[1 7 — L8 ]

F5/ NSX VIP
(443)

VMware, Inc. 7


https://support.f5.com/csp/article/K3664
https://support.f5.com/csp/article/K3727
https://support.f5.com/csp/article/K3667

vRealize Automation ®AO— | /\
S EBRT D=0 DRIRF M

VvRealize Automation OO0 — K NS Y E2#T 2F1IC. ROFHRFEEERTLET.

NSX-V/T = NSX-V/T #z0— Rk /NZ ¥ & L TER L T vRealize Automation. vRealize Orchestrator, &
7=1% Workspace ONE Access O&ErI A (HA) REZFIAT HR11C. NSX-VIT AROCHEBEREINTEY,
FRLTWAN=3 20 NSX-VIT Y R—FESNTWBZEEZERLET., ZDRF 1A MTHE NSX-
VITEROO—RK NS> IORIEICDWTHALET. £/20 NSX-VIT S, 45Ty brREBEERY T —
O CHEYCHEEET DL D ICHERB LIRS N TS EZFIIRELTVET,

BEWNDN=2 a3 0 PHYR—PFESNTNSZ EEHERT S(TE REDY Y —XD vRealize Automation O+
R—bThUyIR (HEEE) 2BLTEZ,

F5BIG-IP LTM —F5 LTM O— Rk NS > H#%{ER L T vRealize Automation, vRealize Orchestrator, F7=
(3 Workspace ONE Access ORI At (HA) REZFIAET HR1IC. A— R NSRS X b—ILEN, 5
A APHEEINTNE I E, BELUDNS U—NOEBHEMBTET L TWS I LE2ERLET,

NetScaler — NetScaler O— K /NS >t Z{FHA L T vRealize Automation. vRealize Orchestrator £ 7= (%
Workspace ONE Access O&ErTAE (HA) R&EZ[HAT SR1(C. NetScaler 134 > X b—Jbdn, 4ia< &
% Standard Edition 54/ > AR EINTNE I LEERLET,

SFBAE — SubjectAltNames £ 7> 3 v ([CHZO0—R NSUHDRLEMR ALV REISREY /—RODKR
FRZEZSURIE (CA) BAMEMRELERLET., ZOBKICEY., O—R NZUHELSSL TS5 —%2RE
SHTICS T4 v I ENEBTEET,

ID Z7m/N1 4 — vRealize Automation 8.0 LIf&. &% ID Z70O0/\1 #(%. vRealize Automation 7 7541 7 >
ADHERIZH %5 Workspace ONE Access T3

AVAN—=ILEBROEMIZD VT, docs.vmware.com T vRealize Automation ® R+ 4> rESBL TL
=0,

WE(ZIS U T, 9488 vRealize Orchestrator 2> X4 % vRealize Automation > X5 A &L EEET S LD ICHERKTE
F£9. ZhlL. vRealize Automation > RFADRITHFTHRITTEET, /=72 L. vRealize Automation O r]

R

& FICIE. 3 TIC vRealize Orchestrator 25 X & hSRAAENTWVET,

ZDEICIE. RDOMEYIDNEENTNET,

MEA > A b —=ILDET

VMware, Inc. 8



vRealize Automation 8.1 O— R NS> > 5 HA K

IERA 2 A b —=ILD5ET

vRealize Automation. vRealize Orchestrator. £7z(% VMware Identity Manager O#8A > X b =)L &EFET S
BRIC. A— R NSO ZEERTHIVLENHYET,

FIE

1 F5. NSX. F7=(% NetScaler O— R NS Y ##EpkLE 3. F5BIG-IP M#Erk. NSX D#Eak. LU Citrix
NetScaler O#EmESRBL T /ZE ),

2 vRealize Automation. vRealize Orchestrator, & &' VMware Identity Manager @ Easy Installer Z{&
L7z vRealize Automation 8.0 DA > X b —JL SBRDERBAICA S T, IRXTDYRTA AVR—FR Y MEA
YAR—IBEOERLET.

3 AVAP=IRBICA—R NS Y TERESEERPBEWERET, IXTO/ —RPBEESNCRETHHZLE
BRLET., RETISAT7VR /—ROT—)b, $—EX JIL—7 BIMREY —/N\DMERARTEET, RIT
FTHHEVLEDHYET, IRNTORETTS5A4T7 VR /= RPMERAET. RITHF T, BAICTHE>TWEIHE
WHYET,

VMware, Inc. 9


https://docs.vmware.com/jp/VMware-vRealize-Suite-Lifecycle-Manager/8.0/com.vmware.vrsuite.lcm.80.doc/GUID-26003B0F-69E3-4D30-8625-64C000D5A12F.html
https://docs.vmware.com/jp/VMware-vRealize-Suite-Lifecycle-Manager/8.0/com.vmware.vrsuite.lcm.80.doc/GUID-26003B0F-69E3-4D30-8625-64C000D5A12F.html

NSX-V DRk

#L LY NSX-V Edge Services Gateway # &9 %/, BEI7ED NSX-V Edge Services Gateway #BFIFT& £

T, 2L A—R NS FEn5 VRealize AV R—FR U MEDFRY N7 =0 EHENVLETT,
ZDEICE. RDEYINEENTNET,

m JO-/NLERTE

m T7UT—23> 7O77MIDOERE

n Y—EXREROHRTE

LI AW A Z)L: 157

n RIS —/NDOERK

ga—/N)LETE
KOFIEEFERLT, JO0—NIVEEEITOWET,

Flig
1 NSX-V(CaZ4 L. [Manager] - [RE] DIEICZYU YL T, [4 29 —T7 24 RX] E#IRLET,
2 JXbHm5 Edge TNA REZEIRLET,

3 REIPTRVRERALTBHEA 5 —T A RO WNICES]Z0Vv oL, [RE] 72> &0Y vy

LET.

VMware, Inc.

10



vRealize Automation 8.1 O— R NS> > 5 HA K

4 NSX-V Edge o@Ethzaxy hU—s&BEERIRL. [RE] 713> E0V v I LET,

0 N oo O

Edit Interface | nicO

Basic Advanced

wNIC# 0
Mame * nico
Type () internal @ Uplink () Trunk
Connected To * Prod-01 72|
Connectivity Status () Connected
Configure Subnets

L ADD % Search

|:| Primary IP Address Secondary IP Addresses Subnet Prefix Length

L 192168208102

24

1items

CANCEL SAVE

[OK] 22Uy o LT, 4£2F—T x4 ADEBER—EERTLET,
[OA—RNSH]| & TIBEL. REl T2 &0 )y I LET,

Edit Load Balancer Global Configuration

Load Balancer ‘:) Enable
Acceleration (P Disable
Logging @ Enable
Log Level

CANCEL SAVE

VMware, Inc.

BUHETONEIP T RLRZREBIP 7 RLRIEML. [RE]ZE27 U v I LET,

[B—R NS HOEME] BROBECIGUT [ATER] ZFRLT. REIZ2U VI LET,

1



vRealize Automation 8.1 O— R NS> > 5 HA K

77— 3> A7 7MIVDERE

vRealize Automation. VMware Identity Manager. & X094 38 vRealize Orchestrator (7> 3>) 07 7

=3y JAT7AIINEEBMT HZLENHYET.

FIE
1 EHRORA>D[7TVr—23> 707740 &0 v o LET,

2 [EBM7AaYEIUyILT, RORICEHEINTOWAR/EDRRICHKHERT JUs—3> JOT774)V%

ERRLET. AHIEESNTWVRWMES(E, T 74/ MEEZFERLET.
K41 T77TVr—2 3> FazrzAI)

e 47 N—2RFR FhHARR
vRealize Automation SSL /R R JL— A4 A
vRealize Orchestrator SSL /XX X)L — A4 A
E: MO vRealize
Orchestrator 1 > X4 > X [ZD &
FRLET.
VMware Identity Manager SSL /AR R )L — EETDIP 7 KRR 36000
EEES
ST UAEBRITROBEEOL D IC/HAVET,
New Application Profile X
Application Profile Type SSL Passthrough O]
General
Name * vRealize Automation / vRealize Orchestrator VA Web
Persistence None
=3
VMware, Inc. 12



vRealize Automation 8.1 O— R NS> > 5 HA K

B—ERERORTE

vRealize Automation. VMware Identity Manager. & &0+ 38 vRealize Orchestrator (72 3>) ¥ —E

AEZY—ZEMT DLENHYET.

Flig
1 ERORA>D[H—ERER] &€V v I LET,

2 [EM7A4aE0Uy o LT, RORICEHSNTVWAIEEDERICKHELRY —ERXR EZF—FERLET
fABHIEESINTWEWNGEEIE. T74NMEEFERLET,

K 4-2. Y—ERER

o

SYALTD
201 o] ~ BRTEH 147 AUy R URL 2= HAtHE
vRealize 3 10 3 HTTP GET /health 200
Automation
vRealize 3 10 3 HTTP GET /health 200
Orchestrator
o SED
vRealize
Orchestrator
ARG R
[CHOHERL
£7.
VMware 3 10 3 HTTPS GET / OK 200
Identity SAAS/API/
Manager 1.0/REST/
system/
health/
heartbeat

VMware, Inc.

13



vRealize Automation 8.1 O— R NS> > 5 HA K

HR

New Service Monitor X

Name: * vRealize Automation VA Web

Interval: 3 (Seconds)

Timeout: 10 (Seconds)

Max Retries: 3

Type: HTTP .

Expected: 200

Method: GET i

URL: /health

Send:

Receive:

Extension: |

o |

T UIBEISRDBEED LD IT/EUET,

Y—/N\ T—=ILDtERk

vRealize Automation. VMware Identity Manager. & & U'4488 vRealize Orchestrator (A7 3>) OB —N
T—IVEERT HRENHYET.

FIE
1 ERORA>D[T=N]EIV I LET,

VMware, Inc. 14



vRealize Automation 8.1 O— R NS> > 5 HA K

2 [EM]T7A422E0 Uy o LT ROKRICEEENTOVDIRHEDERICLELRT IV EERLET,

xK4-3. 55—/ T—)l

IP7RLZR/
vCenter
7=V FILTU XA E=4— AVIN—% Server a5+ | R—F BEHRAR—
vRealize =X bk ax7s vRealize VA1 IP7RLZR 443 8008
Automation rar Automation VA2
VA
vRealize = bk ax7s vRealize VA1 IP7RLZX 443 8008
Orchestrator av Orchestrator VA2
H:o SO VA3
vRealize
Orchestrator 1 >
RE 2 RCDIME
BALEY,
VMware Identity =Rk axy VMware VA1 IP7RLZR 443 8008
Manager a3y Identity VA2
Manager VA3
R
SETULABRITROBEOL D ICHAVET,
New Pool X
General Members
{ ADD
Name IP Address / Weight Monitor Port Port Max Min
VC Container Connections Connections

VvRA_WVA_1 10.10.10.10 1 8008 443

VRA_VA_3 10.10.10.12 1 2008 443

VRA_VA_2 10.10.10.1 1 2008 443

1-3 of 3items

VMware, Inc.

15



vRealize Automation 8.1 O— R NS> > 5 HA K

RAEH —/NDERK

vRealize Automation. VMware Identity Manager. & &U'94 38 vRealize Orchestrator (72 3>) ORIEY
—NEERT HVLENHYET.

FlE

1 ERORA2D [REY-—N]Z20) v I LET,

2 [EM7A4aYE0Uy o LT, RORICEH SN TVWSIEIFLAERICHERRBY —NEERLET, [
BHIEESINTWEWMERIE, T74IMEEFERLET,

® 4-4. {RFEAY—N

ToSL—2 F7xIWVE T— T7V—>ar
201 E IP7RLZR Zakain R—b Y1 Jazrz4AN
vRealize 3| IP7ERLX HTTPS 443 vRealize vRealize
Automation Automation Automation
vRealize E:i35)] IP7RLZR HTTPS 443
Orchestrator
Eo SO
vRealize
Orchestrator - >
REY 2 RIZDHIHE
ALEY.
VMware Identity | #zh IP7RLZR HTTPS 443 VMware VMware Identity
Manager Identity Manager

Manager

VMware, Inc. 16



vRealize Automation 8.1 O— R NS> > 5 HA K

HER
ST ULEBRITRDOBEED LD RV ET,

New Virtual Server X

Virtual Server * ‘:) Enable

Acceleration * Disable

Application Profile: vRealize Automation VA Web -

Mame: * vs_vra-va-web_443

Description:

IP Address: * 10.10.10.8 Select IP Address

Protocol: HTTPS -

Port / Port Range: * 443

.9 9000,9010-9020
Default Pool: ‘pool_vra-va-web_443 -
m

VMware, Inc.

17



NSX-T DRk

BT HAIIC. NSX-T ZIRIBICERL. O—RNSUUEFERTS Ter-1 =D x4 DRy T —U#HAT
VRealize AV R—R U NIT7 OV CRATEBZVENHYET,

F: NSX-T/N—23> 2314 Fast TCP RIEEHY—/\ 7—)LD HTTPS E=Z4 —%#HYR—FLTOWE A,
HTTPS €=4 —(3. NSX-T N\—2 3> 24 LIETHR—bENTNWET,

ZDEICF. RDOEEYIBEENTVET,

m NSX-T77U4s—23> 7O7 74 IDKRE

m  Workspace ONE Access D/S—3 RF >R 7O7 7 A JLDHERL
m NSX-T70747REKEEZSY —DHERK

m NSX-T 4—/\ T—)L DR

m NSX-T {RIEHY —/NDHERK

n O— R NSHOHE/K

B O— R NS UHADREY — /DB

NSX-T 77U =232 A7 74 IVDFRE

HTTPS BXO7 7U4s—> 3> 7O7 74 L% NSX-T IGEMTE £,

FIE

1 [xy h7—2]-[O—K A5 ]-[F07 7 4] OECBEBLET,

2 FOT7ANFATELT[TTUT—2a>] #RRUET,

3 [7FUT—2ay JAT7ANOEM £5U v LT, [FastTCP 7077 4)L] ##RUET,
4 TOT7ANOEREANLET,

VMware, Inc. 18



vRealize Automation 8.1 O— R NS> > 5 HA K

BR

HTTPS EXXKORET LAT 77U —2a> 7O774)VE, ROBEDLD (L/EYET,

“?’ LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

Select Profile Type APPLICATION ~
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Manager 1/1.0/
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Select Monitor Type ACTIVE ~

[ ADD ACTIVE MONITOR ~

MName Protocol

vRealize Automation VA * HTTP
Description Enter Description
Tags Tag (Req Scope (O

+ Additional Properties

HTTP Request

SAVE

Configure

CANCEL

VMware, Inc.

Monitoring Port
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Maximum 30 tags are allowed.

COLLAPSE ALL O\ vRealize

Menitoring Interval Timeout Period (sec) Server Pools

3 10
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HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Method Get "

HTTP Request URL /health

HTTP Request Version

Header Name Header Value

Request Header not found

HTTP Request Body

CANCEL APPLY

HTTP Request and Response Configuration X

Active Health Monitor -

HTTP Request Configuration HTTP Response Configuration

HTTP Response Code 200 x

1 or more response codes

HTTP Response Body
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“f;?" LOAD BALANCERS VIRTUAL SERVERS

ADD SERVER POOL

Name

pool_vra-va-web_443 *

Description Enter Description

SMAT Translation Mode Automap

SERVER POOLS

PROFILES MONITORS About

Virtual Servers

Algorithm Members/Group

Least Conr - Select Members

Active Monitor vra_htt

» Additional Properties

SAVE

CANCEL

Configure Server Pool Members

Server Pool - pool_iaas-manager_443

© Enter individual members Select a group

ADD MEMBER

Name P Paort

443

443

NSX-T {R*BH —/NDIERK

Weight

Q, Search

State Backup Member Max
Concurrent
Connections

Enabled @ Disabled

Enabled @ Disabled

CANCEL APPLY

vRealize Automation. VMware Identity Manager. & & U'9488 vRealize Orchestrator (72 3>) O{REH

—NEBRTDLEDHYET,

FIE

1 [RybT=0]-[B—R NS 2 T]-[REY—N] DIEICHEELET,

2 [REY—NOEMZ7VyoLT [LAV—-]ZRIRLET,

VMware, Inc.
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vRealize Automation 8.1 O— R NS> > 5 HA K

3 RORICEREBENTODED [TRBY—NEBRLET.

& 5-3. REY —/N\DHERK

FTTUs—3 N=RFVRA T

E21: 1] 47 > 7a774) IP7RLR R—k Y= 7= a774)

vRealize L4 TCP vRealize IP7RKRLR 443 vRealize A

Automation Automation Automation

vRealize L4 TCP vRealize IP7RLX 443 vRealize A2

Orchestrator Orchestrator Orchestrator

E SNERD

vRealize

Orchestrator - >

RE 2 RCDIHE

ALET.

VMware Identity L4 TCP VMware IP7RLZR 443 VMware VMware Ildentity

Manager Identity Identity Manager

Manager Manager

R

SETULABRIIROBEOLD (CHAVET,

'Yé” LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

[ ADD VIRTUAL SERVER ~ EXPi
MName IP Address Ports Type Load Balancer Server
vs_vra-va-web_443 * 10.10.10.10 * 443 @®* LTce r34r3r4 ® pool_

e.g. 10.10.10.10
Description Enter Description Application Profile * VRA_HTTH
Persistence Disabled
~ Additional Properties
Max Concurrent Connections Unlimited Max New Connection Rate Unlimited
Sorry Server Pool Select Server Poo Default Pool Member Ports 443
(e.g. BOBO,

Admin State D Enabled Access Log (). Dis:
Tags Tag (Required) Sc

SAVE

CANCEL

VMware, Inc.

Maximum 30 tags are allowed.
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vRealize Automation 8.1 O— R NS> > 5 HA K

A—F NS Y DHEK

% vRealize Automation. VMware Identity Manager. & &%+ Ef vRealize Orchestrator (A7 3>) 4 VX
YUADA—R NS Y EIEELET,

FIE

1 [RybT7—=0]-[A—R NS> 2P]-[A—R NSOH] DIEICBBLET.

2 [A—RBNSUH0EMZEIY Y I LET,

3 ZEIEAAL. @2 [O— R NZ DY A X] (vRealize Automation 72 X4 DY A XL > TEAVE
) EERLET,

4 [Tier-1 %HEIL—5 —] £B/RLET,
E: NSXTA—Ua>y 24Tl ES/—OREBF v oE. $ATOO—R NS UH F—1N T—)LIC
#HUT, Tier-1 7w 7U Yo (7213 Tier-1 R# > K7O—> $K—k UL Tk (SR) DRAIDY —ER K
—R) OIP7RLAEFERLTEASNET, =N T—LICZDIP 7 RLANDST VR TE S E4H
FLET,

]

BRILROEEDL S (/YU ET,

"f;f' LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

[ ADD LOAD BALANCER co
Mame Size Tier-1 Gateway Virtual Servers
wvra75_lb * Small wRA-LB-Tier-1-Router €3]
Description Enter Description Error Log Level Info
Tags Tag (Required) Scope (Optional) Souns s [ @)

Maximum 30 tags are allowed.

> VIRTUAL SERVERS

SAVE CANCEL

O— K NS 2UYADREY —/NDEM
O— K ASSHEMRLES, REY—/EEMTEET,

FIE
1 [Ry kD—2]-[O—K N52 5] - [REY—N] OIECBELET,
2 BRINREY - NERELET.
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vRealize Automation 8.1 O— R NS> > 5 HA K

3 LIRTICEERLAO—R NS> HZ [A—R NS ELTEVETET,

R
BRIIROBEEDOKLD TRV ET,

Name IP Address Ports Type Load Balancer
Vvs_vra-va-web_443 * 192.168.205.10 * MERECE VRA_LB ® v
e.g. 10.10.10.10 Enter Ports or Port Rang
Description Enter Description Application Profile * vRA_HTTPS
Persistence Disabled V

% Additional Properties

SAVE CANCEL

VMware, Inc.
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FS Big-IP LTM DRk

F5 T/\A4 RZEBRT BHIIC. *v 7= HT VRealize AV R—KX U MNMIT7 /R TEIREBEICRAT 2HLED
HUET,

BRICIE. FS TNA RIRDEHEFBZL TVWDIRENHYET.
s F5S FNA RDPYEEIIREONT NN TH S,

m  F5 Local Traffic Module (LTM) O— R NS 25 & 1 7 —AFLEFTIVFT7—A MROSOWNWTNNICERT
=5,

m  LTM IZ. Nominal, Minimum. F£7=(% Dedicated D\ \Fhh s L TEHRIN, SAE RSN TWSH
ENhD, [VATAL]-[VUV—R FOES 3= 7| DIEICEEIL T, LTM 28l T= 5,

MXKUBRID FSLTM N=2 32 Z2FERALTWSIEIE. XFIOXEICEET 2REMBEROREDEEN L
B(LABGEDHVET, EN—2a3 2D FS5LTM T, B2UEROXFIDXREEZHRET 2HEDFMCDONT
(. HTTP health checks may fail even though the node is responding correctly Z&8B L TS 7Z& (),

ZDEICF. ROSEYIDEENTNET,

m  Workspace ONE Access DA R L IN—2RT R 7A7 7 A4 IVDERK
n EZS—DER

. F5 44—/ 7—)LD#ERL

n  F5RIEY—/NDOERK

Workspace ONE Access DHRZ LA N—=PRFRA TOT7 74
ILDIERK

FEO—RNSUHDN=SRTURA A7 74 IV EERTEET,

FIE

1 FS5FNARICOd4 >0, [B—HIV b7 4w 2]-[7AT77A4N]-[IN—2 ATV X] DIEICESHLET.
2 [kl ZEVVYOLET,

3 AFIEAAL. ROV TITY AZa—DPo FERTRVADT 74274 ZBRLET,

4 HREAE—RZEBMLET.

5 [#4AL77DK] % 36,000 ICEHELET.
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https://support.f5.com/csp/article/K3224

vRealize Automation 8.1 O— R NS> > 5 HA K

6 [ET]Z2YvILET,

E=45 -0k

vRealize Automation. VMware Identity Manager. & & U'4488 vRealize Orchestrator (72 3>) OEZ%

—ZEMTDLENHYET,

FIE

1 FS5O—RNS>HEOIa> L, [A—AI bST4v0]-[EZF -] DIEICEELET,

2 [ER]ZEZ2V v o LT RORICEHENTVWSRICEZS—ZHERLET. AHIEESNTVEWNGEIE,

TI7HIMEEFERLET,

X 6-1. E=4—D#ERK

IfYF7RH—E

£ 47 o] ] SA4LT7UH MFHIDR(E MFHDEE A R—b
vRealize HTTP 3 10 GET/health HTTP/1\.(0]1) 8008
Automation HTTP/1.0\r\n\r (200)

\n
VvRealize HTTP 3 10 GET/health HTTP/1\.(0]1) 8008
Orchestrator HTTP/1.0\r\n\r (200)

\n
o SED
vRealize
Orchestrator 1 >
RE 2 RIZDIE
BLET.
VMware Identity HTTPS 3 10 GET/ ok$ 443
Manager SAAS/API/1.0/

REST/system/

health/

heartbeat
VMware, Inc. 28



vRealize Automation 8.1 O— Rk

HR

NSy T AR

BRITROBEEDOKLD TRV ET,

Local Traffic » Monitors » New Monitor...

General Properties

Name | vra_http| va_web
Description |
I Type HTTP -l
Parent Monitor http |
Configuration: [Basic -]
Interval I 3 seconds
Timeout I 10 seconds
GET /health HTTE/1.0%r\n\r\n
Send String
Y
HTTE/1%. (0]1) (200)
Receive String
Y
Receive Disable String
V.
User Name I
Password I
Reverse “'Yes @ No
Transparent ~Yes @ No
Alias Address | * Al Addresses
Alias Service Port | 8008 | Other: |
Adaptive | Enabled

Cancel Repeat Finished

FS5 4—/\ 77— )LD

vRealize Automation. VMware Identity Manager. & & U'4438 vRealize Orchestrator (A 72 3>) OB —Nn
T—IVEERT DHBENHYET,

FIE

1 FSO—RNSyHCOIZA L, [B—HI bST74v0]-[F—I] DIBICEELET.

VMware, Inc.
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vRealize Automation 8.1 O— R NS> > 5 HA K

2 [Ep] &2V v o LT RORICEHESINTVWSKDICT—IVEBRLET, MBEEENTVRMEEEF. T
AN MEZERALET.

£ 6-2. =N\ T—)LDIERK

A—R RS2 T

e feeMER DFE /—k& 7 RLX Y$—EX R—h
vRealize vRealize =Rk axsi3 | VAl IP7RrLZX 443
Automation Automation > (A=) VA2

VA3
vRealize vRealize =Rk axsi3 | VA1 IP7RrLZX 443
Orchestrator Orchestrator ¥ (A=) VA2
E: HMERD vRealize VA3
Orchestrator £ > 2
FURITDOHERLE
ED
VMware Ildentity VMware ldentity U—X b axs3 | VA1 IP7RLZR 443
Manager Manager ¥ (A=) VA2

VA3

3 BT AVN=F[HR/ —RlELTAHDL, [FRAN=] I —T[CEBMLET,

mR

BRI RDBEBEDL D IC/RY ET,

Local Traffic » Pools : Pool List » pl_vra-va-00_443

% +~ | Properties Members Statistics Bl

Load Balancing

Load Balancing Method l Least Connections (member) j
Priority Group Activation I Disabled j
Update

Current Members

|v| | ~| Status | ©+ Member ~ Address < Service Port | © FQDN | ¢ Ephemeral | + Ratio | ¢ Priority Group | *
Q@ dz-vra8-node1.sof-mbu.eng.vmware.com:443 192.168.10.30 443 No 1 0 (Active) 0
Q dz-vra8-node2.sof-mbu.eng.vmware.com:443 192.168.10.31 443 No 1 0 (Active) 0
Q@ dz-vra8-node3.sof-mbu.eng.vmware.com:443 192.168.10.32 443 No 1 0 (Active) 0
Enable Disable Force Offline Remove
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vRealize Automation 8.1 O— R NS> > 5 HA K

F5 {R#EHY —/ND#ERL

vRealize Automation. VMware Identity Manager. & X094 3F vRealize Orchestrator (72 3>) OREY

—NEERTDVEDPDYET,

FIE

1 FS5O—-RNSrHEOTa> L [A—HA b353T 4w 0] -[REY—/N] DIEICHEELE T,

2 [MER]ZZ2V v O L T RDRICEHENTODED ITRET —NEZERLET, AHIEESNTVESEEIL,

TI7HIMEEFERLET,

& 6-3. (RIEBY —/\NDHEEKL

F7FIE =2

REETXT RLR F7FIb T— RFYR FAT77
e | 47 FEDT7 RLR Y—ER K- i V% 1
vRealize NT =R IP7ERLX 443 EEIESVA vRealize A
Automation (LA —4) Automation
vRealize NTH— R IP7RLX 443 EERESA vRealize A
Orchestrator (LbaAv—4) Orchestrator
Eo SO
vRealize
Orchestrator - >
REY 2 RIZDHIHE
ALEY.
VMware Identity NT A=A IP7RLZR 443 EEES 4 VMware VMware Ildentity
Manager (L1v—4) Identity Manager

Manager

3 MR EL-LREBY-—NORT—FRICDOVTIE [B—=A)L b5 74 v 0] -[REY—/N] DIREICERL F

ER

VMware, Inc.
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vRealize Automation 8.1 O— R NS> > 5 HA K

HR
BRITROBEEDOKLD TRV ET,

General Properties

Name | vs_vra-va-00_443

Description |

Type I Performance (Layer 4) ~|

O Host | Address List
Source Address I

O Host Address List
| 192.168.10.33

Destination Add MM

©Port Port List
| 443 [HTTPS -]

Service Port

Notify Status to Virtual Address
State I Enabled j

Configuration: | Basic  ~|

Protocol TCP |

Pratocol Profile (Client) | fastL4 |
HTTP Profile (Client) None |

HTTP Profile (Server) (Use Client Profile) j

HTTP Proxy Connect Profile | None |
VLAN and Tunnel Traffic | All' VLANS and Tunnels j

Source Address Translation | Auto Map ~|
Acceleration: I Basic  ~|

iSession Profile None =l
Rate Class | None |
Resources
Enabled Available
‘Common

<< _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APM_ExchangeSupport_OA_NtimAuth

>3 _sys_APM_ExchangeSupport_helper

_sys_APM_ExchangeSupport_main
Up Down

Default Pool + || plvra-va-00_443 =
Default Persistence Profile None =]
Fallback Persistence Profile None ]

Cancel Repeat Finished

® vs vra-va-00 443

STATS DIAGRAM

C) List other virtual servers that share these pools C) List other pools that use these nodes
Virtual Server Pools

@ vs_vra-va-00_443 @ pl_vra-va-00_443
192.168.10.33:443

VMware, Inc.

Pool Members

@ dz-vra8-nodel.sof-mbu.er
192.168.10.30
@ dz-vraB-node2.sof-mbu.er
192.168.10.31
32
@ dz-vraB-node3.sof-mbu.er

192.168.10.32



Citrix ADC (NetScaler ADC) D&
Bk

Citrix ADC ##p 3 %ai1lC. VRealize O R—% > MIT7 VX TE3EEIC NetScaler 7/N4 ADBERAENT
WBZELEMHRLET,

BAIC(L. Citrix ADC MR DEBEHZEZLTWNDHENHY ET,
m  RIEFE/= (342 NetScaler D WWThhrEFERTE 5,
m Citrix A—RNSUHZE 1 7—AFEETIVF7—A FROACPOWVWTNDICERTE 5,

m  [NetScaler] - [> X T A] - [RRE] - [#8BK] - [BARSHEEE] DIRICEEIL T O— K NS2H & SSLEZ2—-)L
ZHEMCT S,

ZDEICF. ROSEYIDEENTNET,
n  Citrix EZ4 — DR

m  Citrix Y —EX )L —T DR

n  Citrix RA8Y —/NDIERL

m  Workspace ONE Access M/X—> RF VR F)b—T DRk
Citrix E=4 — DK
Citrix E=Z4 — KT 5213, ROFIEEZRTLET,

FIE

1 NetScalerO— Rk NZH(CO5 4 L. [NetScaler]-[FZ 74 v OEE]-[O—R NZ2 2 J]-[EZ%
—] DIEICHEENLE T,
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vRealize Automation 8.1 O— R NS> 25 HA K

2 [PEMZEZVYYILT RORICEHENTVWSRICEZS—ZHERLET., AHEESNTVIWNMGEIE,

TI7AIMEEERLET,

% 7-1. Citrix E=4 — DR

HTTP &

SALLT /TR ATIEE RIFF | wEI— XFFID ZREAR—

e s47 Ef& Uk £ 4 TEE DiEfF N 2{= ~ t¥a7
vRealize HTTP 5 4 3 1 GET/ 200 A2 8008 [AYAV-&
Automatio health
n
vRealize HTTP 5 4 3 1 GET/ 200 A2 8008 (AYAV-&
Orchestra health
tor
EoOSE8
D
vRealize
Orchestra
tor 4 >R
P IN0)]
IHMEALE
ER
VMware HTTP- 5 4 3 1 GET/ 200 OK 443 [F 0N
Identity ECV SAAS/A
Manager P1/1.0/

REST/

system/

health/

heartbe

at
VMware, Inc. 34



vRealize Automation 8.1 O— R NS> > 5 HA K

we
BRITROERDLS (CHVET.
® Create Monitor

MName*

vra_https_va_web @

Type*
HTTP > @

Basic Parameters

Interval

5 Second

Response Time-out

4 Second

Response Codes

200 x

Custom Header

HTTP Request

GET /health

Secure
Advanced Parameters

Destination IP
Destination Port

8008 (O)

Down Time
30 Second
TROFS Code
TROFS String
Dynamic Time-out
Deviation
Second

Dynamic Interval

Retries

VMware, Inc.
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vRealize Automation 8.1 O— R NS> > 5 HA K

Citrix ¥—EX J)L— 7 DRk

Y—ER I —TEERT B2 ROFIEERTLET,

FIig
1 NetScaler A— R NS BS54 L. [NetScaler]- [N 7 4 v OEBE]-[A—R NS> J]-[Y—E
2 IIN—T] DIEICEELET,
2 [EBmzEsUYILT RORICEHINTNWAELDICH—ER JIL—TEZEBRLET.
R7-2.H—ER JI—TDHERK
e R e Zakan SG A /X— 7 RLA R—+
vRealize vRealize SSL7Uv> VA1 IP7RLZX 443
Automation Automation VA2
VA3
VvRealize vRealize SSL7Uv> VA1 IP7RLZR 443
Orchestrator Orchestrator VA2
E: SR vRealize VA3
Orchestrator 1 > X
FURICOIHERLE
ED
VMware Identity VMware Identity SSL7UvY VA1 IP7RLZR 443
Manager Manager VA2
VA3
VMware, Inc. 36



vRealize Automation 8.1 O— R NS> > 5 HA K

HR

@ Load Balancing Service Group

Basic Settings
Name pl_vra-va-00_443
Protocol SSL_BRIDGE
State ENABLED

Fffective State @ UP
Traffic Domain 0
Comment

Service Group Members

3 Service Group Members

Settings

SureConnect

Surge Protection ~ OFF

Use Proxy Port YES
Down State Flush ENABLED

Monitors

1 Service Group to Monitor Binding

Done

BRUIRDBEBEDL D IC/RYET,

Citrix {RAIBH —/NDIERL
RIS —NEBRT B0, ROFRERFLET.

FIE

Cache Type

Cacheable

Health Monitering

AppFlow Logging

Monitoring Connection Close Bit
Number of Active Connections
AutoScale Mode

Use Client IP NO

Client Keep-alive NO

TCP Buffering YES

Client IP DISABLED
Header -
AutoScale Mode DISABLED

SERVER
NO

YES
ENABLED
NONE

0
DISABLED

1 NetScaler O— R NS> (COJ 4 L. [NetScaler]-[cZ 7 4 v EE]-[O— R NS> 0] - [IREY

— ] DIEICBILES.

VMware, Inc.
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vRealize Automation 8.1 O— Rk /5>

PyU A4

2 [EMZE2JYyILT.RORICEBINTOWDED IR —NEZEBRLET, AHIEESNTOEZWNEEIL.
TI7HIVMEEFERLET,

K 7-3. REY—N\OHEHK

A—R NS0T | Y—EX JI—TFD
£ Zakan SEEDT KL R R—k DFE 1R
VvRealize SSL7UvY IP7RLZR 443 J—X b axs 3 | vRealize
Automation > Automation
vRealize SSL7Uvy IP7RLZR 443 J—R b axs 3 | vRealize
Orchestrator > Orchestrator
&: SO vRealize
Orchestrator £ > X
T RICOMERALE
ER
VMware Identity SSL7UvY IP7RLZR 443 J—X bk axs3 | VMware ldentity
Manager > Manager
EEES
BREROBEEOL D IC/EVET,
® Load Balancing Virtual Server
Load Balancing Virtual Server | Export as a Template
Basic Settings Ve
Name vs_vra-va-00_443 Listen Priority -
Protocol S5L_BRIDGE Listen Policy Expression NONE
State eup Redirection Mode P
IP Address 10.71.226.23 Range 1
Port 443 IPset -
Traffic Domain 1] RHI State PASSIVE
AppFlow Logging ENABLED
Retain Connections on Cluster NO
Services and Service Groups
No Load Balancing Virtual Server Service Binding >
1 Load Balancing Virtual Server ServiceGroup Binding >
Traffic Settings 7, x
Health Threshold 1] Priority Queuing
Client Idle Time-out 180 Sure Connect
Minimum Autoscale Members 1] Down State Flush ENABLED
Maximum Autoscale Members 1] Layer 2 Parameters OFF
ICMP Virtual Server Respanse PASSIVE Trofs Persistence ENAEBLED

VMware, Inc.
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vRealize Automation 8.1 O— R NS> > 5 HA K

Workspace ONE Access D/S— RF VR FI)IL—T DR
VMware Identity Manager ®/S—> X7 >R )V —TE#ERT 5(21E. ROFIEERTLET.

FIE

1 NetScaler (CcAZ 4 > L. [NetScaler]-[b5 74 v IBHE]-[O— R NS 2T -[IN=2RFT VR JT)b—
Tl DIEICBBLET.

2 [EmlEsJVvILET,
3 [#4L7 K] % 36,000ICEKELET,
4 BEET BTN TOREY—/\E VMware |dentity Manager [ZB1L £ 9.
£+ VvRealize Automation £ 7=(3 vRealize Orchestrator {xf8H —/NIZEBMLAWNTLS 720,

5 [OKI&2UvoL&ET,
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ZDE[CF. RDOMEYIDBEENTNET.
m  F5BIG-IP & OneConnect AL EBEDTOEY 3 = F D%k
m F5BIG-IP A4 RICKBRY M7= BEEBDHIIR

FS BIG-IP & OneConnect 2L EBE&07OES 3 =250
5B
RS —/NIZx LT F5 BIG-IP & OneConnect a2 HAT L. TAED 3 =20 S RIODBKBST B 0D
UET,

OneConnect 2. A— R NSUHMENYII VR H—NADEHEEZZELL. BIBAINSEDICLET, N
[C&YU., Y—NOaFMPEFREIN., EEEPELELET.

SSL XR RV —EF A /=RIEH —/NT OneConnect AT 52 &4 FS THREINTE ST, 7AE 3=V s
DRITVRET DAEEENHYET, ThiF. O—RNSUYDBNYII Y R Y—NETHEDEY a3 v ENL
THLWSSL vy a aHMILELDETH—AT Ny II R Y—NIIZAT7 > DBBEHEDOEY > 3 %
CHMPBEXRIVI—FTEIELEEBELTNSEOH, BRMIEEDUIBM SN =OICRELET., ZOMBEEFR
¥ %213, OneConnect ZE&HICLET.

1 FSO—RANSrHICOda> L, [B—H) 55740y o] -[REBY—/N]-[RES—/N URX ] DIEICEEL
¥7.

2 ZEEILHREY—N\OEFZEIY Y ILET,
3 [7oE5L—>3»]to 3T [OneConnect 7O7 7 A )L] D [#2L] ZZ#IRLET,
4 [ET]E2UvOLET,

FS BIG-IP 54 €2 RICLB Ry b7 — TSRO TR

O—RNSUHDRYNT—0 5749 F5BIG-IP SA 2 ADIREBZ TCWS=8H, JAEY 3 =>4
DB E /- 1F vRealize Automation a2V —JL R—2O— RBICRENFKET IESBHYET,

BIG-IP 72 v b 74 —ATIOMBENREL TWENES NERKERT 5I121E. [How the BIG-IP VE system
enforces the licensed throughput rate] &L TSN,
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