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vRealize Automation VA * HTTP 8008 3

Description Enter Description Fall Count

Tags T. (] Rise Count
Maximum 30 tags are allowed.

~ Additional Properties

HTTP Request Configure HTTP Response

SAVE CANCEL

/health 200

ALL O, vRealize

Timeout Pericd (sec)

10
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About
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HTTP Request Configuration HTTP Response Configuration

HTTP Method Get "

HTTP Request URL /health

HTTP Request Version
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Request Header not found

HTTP Request Body

CANCEL APPLY

HTTP Request and Response Configuration X

Active Health Monitor -
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HTTP Response Code 200 x

1 or more response codes

HTTP Response Body
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1 [RybT=0]1-[B—RK N2 T]-[RET—/N] DIECHEESHLET,

2 [REY—/NDEMZ2J)y o LT [LAV—]ZERLET,

VMware, Inc.
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3 RORICEEBEENTOBED [CREY—NEBERLET,

& 5-3. REY — /DMK

77U -3 N=2RTFVR T
E1:1] 547 > 7774 | IP7RLVR R—F H—X T—) a774)
vRealize L4 TCP VRealize IP7 KRR 443 vRealize A
Automation Automation Automation
vRealize L4 TCP VRealize IP7RLX 443 VvRealize A4
Orchestrator Orchestrator Orchestrator
E:OHEO
vRealize
Orchestrator 4
SRE VRICDH
FRALET.
R
SETULABRIEXROBEOLD CHAVET.
‘é" LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About
[ ADD VIRTUAL SERVER ~ EXPi
Name IP Address Ports Type Load Balancer Server
vs_vra-va-web_443 * 10.10.10.10 * 443 o * LaTce r34r3r4 ® pool_
£.9.10.10.10.10
Description Enter Description Application Profile *

Persistence

~ Additional Properties

Max Concurrent Connections

Sorry Server Pool

Admin State

Tags

CANCEL

SAVE

Disabled

Unlimited

Select Server Poo

@ Enabled

Maximum 30 tags are allowed.

O— R NS YD

& VRealize Automation. XU & vRealize Orchestrator (723 >) A VA RAOA—R NS %

BELET.

VMware, Inc.

Max New Connection Rate

Default Pool Member Ports

Access Log
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FIig
1 [RybT=2]-[B=—RNZ2>2F]1-[O—-RNSOH]DIECEELET.
2 [O—RNSVHOEMlZVUvoLET,

3 ZmiEAAL, @A [O—KR NS YDA X] (VRealize Automation 5 X4 DY A4 Xk > TEMRY
FY) #F#RLET,

4 [Tier-1s®EBIL—%—] ZBIRLET,
F: NSX-TN=23224 Tl EZ4—0REMF v 2. IXTOA—R NS =/ T—)LIC
WLT, Tier-1 7y 7 U o (£ Tier-1 R R7A—2 $R— bk U IR (SR) DBIIOH—ER R
—N) OIPT7RLREERALTCETENET., =N T—JLICCODIP T RLUADS T IR TEBZ L&
FLET,

e

BRIZROBEmOLD ICHEYET,

“‘;7” LOAD BALANCERS VIRTUAL SERVERS SERVER POOLS PROFILES MONITORS About

[ ADD LOAD BALANCER co
Mame Size Tier-1 Gateway Virtual Servers
vra7s_lb * Small wRA-LB-Tier-1-Router €3]
Description Enter Description Error Log Level Info
Tags Tag (Required) Scope (Optional) DS lats [ @)

Maximum 30 tags are allowed.

> WIRTUAL SERVERS

O— K NS UHYADREY —/NDEM
O— K ASYHEMRLED, REY—/NEEMTEET,

IR
1 [Rybo—2]-[A—F A5 2 0] - [REY ] OECBBLET.
2 EEENREY - EERELET,

3 LIFTICHEBLAO—R NSUHE [O—R NSUH] ELTEUSTET,
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R

BRI RDBEBEDL D IRV ET,

VMware, Inc.

Nama

vs_vra-va-web_443

IP Addrass

* 192.168.205.10

Description

Persistence

» Additional Properties

SAVE

CANCEL

e.g. 10.10.10.10

Enter Description

Disabled

Ports.

Enter Ports or Port Rang

Type Load Balancer
L4 TCP VRA_LB @ v
Application Profile * VRA_HTTPS
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F5 Big-IP LTM D#&rk

F5 FIN\A REERT D1, 2Y T —2U#HBT VRealize OV R— U MNIT VA TEZ2BIEICERT IVE
MBhHhUET,

*: VRealize Automation &AM ID 7ONA &k 51215, Workspace ONE dHO— K NS> >
TDRFa AV RESBLTIIZE,

BEKIC(E. F5 TNA RDPRDEHZHE L TWSBENHYET.

m F5 FN\A XPYBE(FREBOVNVTNNTH 5.

m  F5 Local Traffic Module (LTM) O—R NS> H & 17 —AFEERIVFT7—4A FAROCOWNTNDICER
TZ 5,

= LTM (Z. Nominal, Minimum, ZF7z(% Dedicated DWWIFhn&E L THERIN, S/ REEENTWS
VENHD, [VATL]-[VY—R 7O 3= ] DIEICBHL T, LTM 2885 T 5.

Nx LUHFD FSLTM N=2 3 V2 FEALTWSIHEF. FEIIOXREICEET HBEUERDOEEDEED L
B(IRBEEVPHYET, EN—=23 D F5LTM T, BEMEROXFIIOREEZRET 2HEDFMICDNT
(2. HTTP health checks may fail even though the node is responding correctly 28BL T 7Z& 1),

ZDE[CF. ROREYINEENTNET,
m B —DERK
m F5 45—/ 7— )LD

m  F5 RS —/NDERL

T4 —DERk

vRealize Automation. &KX U4ER vRealize Orchestrator (7> 3>) OEZS —ZEBNMTHIHENHY E
ERS

FIE
1 F5A-BNSHICAIA> L [B=hDI b5 T74v0]-[EZ4—] DIEICHEELET,
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https://www.f5.com/pdf/solution-center/f5-big-ip-vmware-workspaceone-integration-guide.pdf
https://support.f5.com/csp/article/K3224

VRealize Automation 8.3 O— Rk NS> > F A K

2 [ER]Z2U vy o LT, RORICEEESINTWSAEDICEZY —A#BRALET., ABHIEEINTOENEEI.
TI7HIMEEFERALET,

X 6-1. E=¥—DHEK

I(U7RY—E

2 hi 47 ] FALALTI b FHDEE MFFDEE A R—F
vRealize HTTP 3 10 GET /health HTTP/1\.(OI1) 8008
Automation HTTP/1.0\r\n (200)

\r\n
vRealize HTTP 3 10 GET /health HTTP/1\.(OI1) 8008
Orchestrator HTTP/1.0\r\n (200)

\r\n
EONERO
VRealize
Orchestrator 4
VRY T AIZDI
FERLET.

VMware, Inc.

28



VvRealize Automation 8.3 O—

R

KNSy HiAR

BRI RDBEBEDL D IRV ET,

Local Traffic » Monitors » New Monitor...

General Properties

Name | vra_http| va_web
Description |
I Type HTTP -l
Parent Monitor http |
Configuration: [Basic -]
Interval I 3 seconds
Timeout I 10 seconds
GET /health HTTE/1.0%r\n\r\n
Send String
Y
HTTE/1%. (0]1) (200)
Receive String
Y
Receive Disable String
V.
User Name I
Password I
Reverse “'Yes @ No
Transparent ~Yes @ No
Alias Address | * Al Addresses
Alias Service Port | 8008 | Other: |
Adaptive | Enabled

Cancel Repeat Finished

FS 34—/ 77— )LD

vRealize Automation. X 4428 vRealize Orchestrator (7> 3>) OY—/N\ T— )V EZERTHI2HLELDH

UET,

FIE

1 F5O0—-RNSyHicasq4>L. (A=Al bS574v2]-[7=IV] DIEICBRELET,

VMware, Inc.
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2 [ER] 22U v LT. RORICEESNTWBEDICT—ILEEBRLET, @MBiIEESNTOVENERIL. T
THIVNMEEFERLET.

x 6-2. =/ T—)LDERK

mEl WA D%

£ REMER JDhE /— k% TRUVLA HP—EX R—h
vRealize VvRealize U=k axo VA1 IP7ERULZR 443
Automation Automation 3y (A2n-) VA2

VA3
vRealize VvRealize U=~ axo VA1 IP7RLZR 443
Orchestrator Orchestrator 3> (A2/N—) VA2
E:o HEO VA3
vRealize
Orchestrator 1 >~
RE R ICDMHER
LET.

3 BT AUN—E[FHR/—R]IELTAAL, BIRAN=] FIN—TITEMLET,

mR

BRITROBEEDOLD [CIRYET,

Local Traffic » Pools : Pool List » pl_vra-va-00_443

s -~ | Properties Members Statistics

Load Balancing

Load Balancing Method I Least Connections (member) i j
Priority Group Activation I Disabled j
Update

Current Members

|¥| | ~| Status | + Member - Address < Service Port | © FQDN | © Ephemeral | © Ratio | © Priority Group | *
B Q dz-vra8-node1.sof-mbu.eng.vmware.com:443 192.168.10.30 443 No 1 0 (Active) 0
B Q dz-vra8-node2.sof-mbu.eng.vmware.com:443 192.168.10.31 443 No 1 0 (Active) 0
Q@ dz-vra8-node3.sof-mbu.eng.vmware.com:443 192.168.10.32 443 No 1 0 (Active) 0

Enable Disable Force Offline Remove

F5 RI8Y —/NDIER

vRealize Automation. &KX U4ER vRealize Orchestrator (7> 3>) OIREY —NEERTIHLENH Y
E3
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FIE

FSO—R NZ2HECATA> L [A=D bST7 19 0]-RES—N] DIECBEHLET,

HEE] 220U v o LT, ROKRICEBESINTNDED ITRBY —NEBHRLET. ABEESNTVERNGSE

. T7HIMEEERALET.

& 6-3. [RIEEY —/N\DHEAKL

FTIANbE =2

REERXTRVR | T4 T— | RFVYR TAT 7
£ 47 BEDT RLR | v —EXR—-b | & W A
vRealize INTH—T R IP7RLZR 443 BEhvy 7 vRealize A4
Automation (bLav—4) Automation
VvRealize NTH— R IP7RLZR 443 EEIESWA VRealize A
Orchestrator (bav—4) Orchestrator
EONERO
VRealize

Orchestrator 4
VRY T AIZDI
FERLET.

RN EL - EREY—NDRXT—FXCDONTE [A—=HI b5 T 4 v o] - REBY—N] DIEISERL &

ER

VMware, Inc.
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R

KNSy HiAR

BRI RDBEBEDL D IRV ET,

General Properties

Name
Description
Type

Source Address

| vs_vra-va-00_443

I Performance (Layer 4) ~|

O Host | Address List

O Host Address List

Destination Add MM

VLAN and Tunnel Traffic

| 192.168.10.33
Senvice Port ©Port Port List
| 443 [HTTPS -]
Notify Status to Virtual Address
State Enabled ~|
Configuration: | Basic  ~|
Protocol TCP -]
Protocol Prafile (Client) | fastLa |
HTTP Profile (Client) None |
HTTP Profile (Server) (Use Client Profile) j
HTTP Proxy Connect Profile | None |

| Al VLANS and Tunnels ~|

Source Address Translation | Auto Map ~|
Acceleration: I Basic  ~|
iSession Profile None =l
Rate Class | None |
Resources
Enabled Available
‘Common
<< _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APM_ExchangeSupport_OA_NtimAuth
>3 _sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSupport_main
Up Down
Default Pool + || plvra-va-00_443 =
Default Persistence Profile None =]
Fallback Persistence Profile None ]

Cancel Repeat Finished

® vs_vra-va-00_443

STATS DIAGRAM

C’ List other virtual

Virtual Server

@® vs_vra-va-00_443

192.168.10.33:443

VMware, Inc.

servers that share these pools C) List other pools that use these nodes

Pools

® ol vra-va-00_443

Pool Members

@ dz-vra8-nodel.sof-mbu.er
192.168.10.30
@ dz-vraB-node2.sof-mbu.er
192.168.10.31
32
@ dz-vraB-node3.sof-mbu.er

192.168.10.32



Citrix ADC (NetScaler ADC) D#&Rk

Citrix ADC ## 3 %81(2. VRealize AV R—R > MIT VA TEIBIEIC NetScaler /N4 ADBEREENT
WBZEEMRLETD,

A IZ(Z, Citrix ADC WRDEHZEZH/EL TWBBLENHUET,
m  (REBEE/-(I¥IE NetScaler DW\WFNhEFERTE 5,
m Citrix A= R NSUHZE1T7—AFEETILFT—A FROCOVNWTNNDICERTE 3,

m  [NetScaler] - [Z AT A] - [BRE] - [HBAk] - [BARI/GHEE] DIECHEEL T A—R NSUHESSLEDA
—IVEBMICT S,

ZDEICIE. ROREYIPEENTVET,
m  Citrix EZ4 — DOk
m Citrix Y—EX ZIL—T Dk

= Citrix (RIS —/\OHHL
Citrix €= —D1ERk

Citrix E=4 —Z#m 7T 5(1C1E. ROFIEERTLET,

FIE

1 NetScalerA— Rk NZ>H(ZAY 4 L. [NetScaler] - [T 4 v oERB]-[O—R NS T]-[EZ
-1 DIEICFEEHLET,
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2 [EM]ZEZUy LT, RORICEEESINTWSBEDICEZY —42#BRLET., ABHIEEINTOENEEI.
TI7HIMEEFERALET,

& 7-1. Citrix E=4 —D#EH

HTTP
BER/X
Y447 | BRTE | ABERE | FHOR | BEI— | XFID | EER—

2 hi Y47 ]3] Uk o4 TEZ S N 2(5 ~ *+a7
vRealize HTTP 5 4 3 1 GET/ 200 =L 8008 (AYAY-¢
Automat health
ion
vRealize HTTP 5 4 3 1 GET/ 200 =L 8008 (AYAY-¢
Orchestr health
ator
EOOER
D
vRealize
Orchestr
ator 1>
Ry X[
DHERL
E3

VMware, Inc.
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e
ERITROERDLS (CHYET.
® Create Monitor

MName*

vra_https_va_web @

Type*
HTTP > @

Basic Parameters

Interval

5 Second

Response Time-out

4 Second

Response Codes

200 x

Custom Header

HTTP Request

GET /health

Secure
Advanced Parameters

Destination IP
Destination Port

8008 (O)

Down Time
30 Second
TROFS Code
TROFS String
Dynamic Time-out
Deviation
Second

Dynamic Interval

Retries

VMware, Inc.
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Citrix H—ERX ZI—TD K
H—ER I —TEERTHICI1E. XOFIEEEFTLET,

FIE

1 NetScalerO— Rk NZ>H(CAY 4 L. [NetScaler]-[bZ 74 v oER]-[O—R NZ2 2 T]-[HU—
EX I —7] DIEICEEL T,

2 [EBmMlzEIJyILT. RORICEHINTWDIESICTH—ER JI—TE2EBRHRLET,
K72.H—ERXR IV —TDHER

Ea0) RENER Zakan SG A2 /8— 7 RLR R—k
vRealize vRealize SSL7VUvwe VA1 IP7ERLX 443
Automation Automation VA2
VA3
vRealize VRealize SSL7VUve VA1 IP7RLZ 443
Orchestrator Orchestrator VA2
E:oSMEBO VA3
vRealize
Orchestrator 1 >
RG> RZDHER
LEY.

VMware, Inc. 36
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R

@ Load Balancing Service Group

Basic Settings
Name pl_vra-va-00_443 Cache Type
Protocol SSL_BRIDGE Cacheable
State ENABLED Health Monitering
Effective State @ UP AppFlow Logging
Traffic Domain 0 Monitoring Connection Close Bit
Comment Number of Active Connections

AutoScale Mode

Service Group Members

3 Service Group Members

Settings
SureConnect Use Client IP NO
Surge Protection ~ OFF Client Keep-alive NO
Use Proxy Port YES TCP Buffering YES
Down State Flush ENABLED Client IP DISABLED
Header i
AutoScale Mode  DISABLED
Monitors

1 Service Group to Monitor Binding

Done

BRUIRDBEBEDL D IC/RYET,

Citrix (RFEH —/ND#ERK
(R — NEHHT (0L ROFIEEZFLES,

FIE

SERVER
NO

YES
ENABLED
NONE

0
DISABLED

1 NetScaler O— R NS> H(cO4 4 > L. [NetScaler]-[cFS5 74 woERB]-[O— KR NS> 4] - [{R1E

PN DIRICHEELET.

VMware, Inc.
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2 [EBM]EZYY LT, RORICEHINTWBED ITHRES —NEERLET, @MHIEEINTOWENEES
. T7HIMEEERALET.

xr 7-3. RAEHY—/N\DER

aO—R NS> Y—EX JI—-TD
2 hi Zobkai FBEDT KL R R— bk JDhHE MR
vRealize SSL 7y IP7RLZR 443 U=~ axoy VRealize
Automation Ep% Automation
vRealize SSL 70w IP7RLXR 443 U=k axss VRealize
Orchestrator Ep% Orchestrator
EONEO
VRealize
Orchestrator 1 >~
Ry RICDIHER
LET,

HR

BRISRDBEBEDL D IRV ET,

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings Ve
Name vs_vra-va-00_443 Listen Priority -
Protocol SSL_BRIDGE Listen Palicy Expression NONE
State eup Redirection Mode P
IP Address 10.71.226.23 Range 1
Port 443 IPset -
Traffic Domain [/} RHI State PASSIVE
AppFlow Logging ENABLED
Retain Connections an Cluster NO

Services and Service Groups

No Load Balancing Virtual Server Service Binding >
1 Load Balancing Virtual Server ServiceGroup Binding >
Traffic Settings 7S %

Health Threshold [} Priority Queuing

Client Idle Time-out 180 Sure Connect

Minimum Autoscale Members [} Down State Flush ENAEBLED

Maximum Autoscale Members [} Layer 2 Parameters OFF

ICMP Virtual Server Response PASSIVE Trofs Persistence ENABLED

VMware, Inc. 38



ZOEICE. RDEYIDPEENTOVET,

m  Workspace ONE @AO— K /NS>8 & LT NSX-V #FEALTWSEE, vRealize Automation @A > &
F—ILHRICTS—HETS

F5 BIG-IP & OneConnect ##A LiEE07OEY 3 = D%

F5BIG-IP ZA4 € RICKB Y T — o HEEIRDHIR

Workspace ONE MA— K NS 2H & LT NSX-V ZEHALTILVS
5. VRealize Automation D4 VA M—JVRICIS—DPRET S

AO— Rk NZ o8& LT Workspace ONE Z{FEH L T\ 5154, VRealize Automation A > X b—JUEICT S
—PRELELEEEL RO TN a—T4 IV FIEERITLET,

NSX-V % VMware Workspace ONE DO—R NSUHELTERALAEBAEBEDRY N7 —UHIRBELCT
vRealize Automation 4 VA —JILRICRDEID RIS —DBRELTIYA LT U MNMIILDAREEDH U E T,

2020-06-30 09:10:08.751+0000 INFO 16 ——— [or-http-epoll-3]

com.vmware.identity.rest.RestClient : POST https://default-49-29.sqa.local/SAAS/API/1.0/0auth2/token?
grant_type=client_credentials

2020-06-30 09:10:08.755+0000 WARN 16 ——— [or-http-epoll-3]

r.netty.http.client.HttpClientConnect : [id: 0x754860c7, L:/10.244.0.206:48686 !
R:default-49-29.sqa.local/10.198.49.29:443] The connection observed an error
reactor.netty.http.client.PrematureCloseException: Connection prematurely closed BEFORE response

INSDOIS—ZREET SICIE NSX-V 74 RIVERO I/ O—XBEET 74 bD 1 #TEA< 5 RICERLE
ER

DT80 77UT—2a>y )b—)VEFERTSHIETRITTEET,

timeout http-keep-alive 300s

F5 BIG-IP & OneConnect ZfBL/=BEE&07AE 3= 5Dk
B

{RABEH —/NIZx LT F5 BIG-IP & OneConnect #gEa2HAT AL, TOED 3= FRIPKBT B E0H
U,
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OneConnect 2. A— R NSUUYDOENYIIV R Y—NA\D#EHEEZZEL. BIAENSEDICLES, =
nIZkY, 5—NoEaEmMERIN. BEEISPRELET,

SSL MRR)I—#fFAF={REHY —/NT OneConnect AT 52 &% F5 TH#REINTHE 5T, JAOE 3=
TDRTNEKBT AN H YV ET, RRIT. O— K NS UUDPEEOEY a3 ENLTHLWSSL vy i3
VOWMMERTTE2—AT NV IIVRY—NTEIZAT M PBEEDOEY > a v EZRALSZMBERICI—NT
BIEEBEELTND0. BREMICEEMSUIBENDZEICHYET. ZOMBEEERT 512(E. OneConnect
EENCLET,

1T F5A—-RNSHICATAL. (A=A bZ5T7 4y 0] - REY—N] - [REY—/N UX M DIEICTHEE)
LET.

2 ZEEITAHREY—N\DODZFIZIZY YOI LET,
3 [7oES5L—23]1®22 32T, [OneConnect 7O 7 74)] D [12L] #FIRLET,
4 [ZT]ZE2UYILET,

F5 BIG-IP SA £ RAICLBFR Y b7 — o HiZIEDHIRR

O—RNSUHDORYNT—0 S T740 v IO FSBIG-IP SA 2 ADFIREZBZ TS, JAEY g =>4
DR E /21 vRealize Automation a> YV —J)L R—2ODO— RAPICHBESFHETHIEENH Y ET,

BIG-IP 725y 74 —ATZOMENRELTWENED N EERET 5(21F. [How the BIG-IP VE system
enforces the licensed throughput rate] Z&BL TL7EX),
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