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AllowTCPForwarding no

Server Gateway Ports

Gateway Ports no

X11 Forwarding

X11Forwarding no

SSH Service

AllowGroups 7« —JL REFER LT, 77 ZANFAINZ T )L — TEIEE
L. B—ERQFERANHFASNZ I-F—ADHVF U JIL—TFICA V)=
EEMLET,

GSSAPI Authentication

GSSAPIAuthentication no GREBDIHA)

Kerberos Authentication

KerberosAuthentication no GRERMIHA)

Local Variables (AcceptEnv 70—/l # 7+ 3
V)

AV ERT7HRUT disabled I2&ET 3h . LC_* £713 LANG Z8 0
#Hlcx LT enabled I25%=E

Tunnel Configuration

PermitTunnel no

Network Sessions

MaxSessions 1

Strict Mode Checking

Strict Modes yes

Privilege Separation

UsePrivilegeSeparation yes

rhosts RSA Authentication

RhostsRSAAuthentication no

Compression

Compression delayed z7zI3 Compression no

Message Authentication code

MACs hmac-shaf

User Access Restriction

PermitUserEnvironment no

TENBERFL. D7 1IVERRUET,

SSHOSA47 > bR ZE®RIILT S

VAT LRRIEERTOCAO—RELT RET IS4 T VA RAR IV EDOSSH IS4 T FER T 71 ILEAN
TVMware A4 RSA VICH> TERENTWS CEEMRBI 2 &ICL ). SSHUSA 7Y FOEERRLET,

FIIE

1

SSH 7SS4 7>+ T 7 1)L /etc/ssh/ssh_config =, 7O—/UL AT 3> #02 3 VRORENE

LWTEEmRLET,

BE

AF—H R

Client Protocol

Protocol 2

Client Gateway Ports

Gateway Ports no

GSSAPI Authentication

GSSAPIAuthentication no

Local Variables (SendEnv #a—/ub #
ZTvay)

LC_* &7zl LANG ZH O H &I E

CBC Ciphers

%5 aes256-ctraes128-ctr

Message Authentication Codes

MACs hmac-shal T2 ~UDHTER

ZEARZERFL. J71ILERBRUET,

VMware, Inc.



% 3 & vRealize Operations Manager D& £ 154K

root ELTHEZEQDIA VEENICT S

BILSNET ISAT7UATIE, OV —I)LEFERLTroot E LTEEOVA VT BT ENAT I 4 FTHASNET,
TFIUTA EORA TS50 70 2E LT, BRBLEBOER 7N DY FEER L. su-root ANV FEFERLT
wheel 77 AW FREANESHET A LIz, BEOQT A VEENICT T ENTEET,

AT HAEIIC
B [SSHEOO-HILEBTHDY FEERT S (P.16)] OV I OFIBEERITUET,
B oot DEHEOV A VEEMICT ZHIC, BEEELCDVRATA TV EAET AL EERRLTLIEE L,
Flia
1 root&LTOV AL, /etc/security 77 1)LICBELET,
COI77AINEARYE AV T NS T I LATEET,
2 ttylI>hFU% console TB=#MAZET,

EBEIL-Y—THIEDSSHT7 VL REEHICTS

TFIAUTADRAL TS50 F42E0TC EEBEFEL-TF - THIVEDOSSH 7Vt 2 EENICT D ENTEET,
vRealize Operations Manager E#E 7D F& LInux BEBE7 ATV R AU D—-REHXBLTNET, &
BEIA-Y-OSSH 7V Z2EENICTZET, IRTOSSH A-F—HARHOOT 1 T

vRealize Operations Manager & 710 FERRLZ /(AT — REFB LU TEVEROY—EX 7AD Y HCOy
AUl kT, ERBEP oot R ED LMDERICTINEZAZLDICLT, BHHlERIETEEXT,

FIE
1 /etc/ssh/sshd_config 7 7 1)L &=iRELET,
COIT7AINEIARYE IOV T NS TV RATEET,
2 71 ILADOWTNADOEFTIC DenyUsers admin T FUZEEBMNMULT. 77 ML EREFLET,
3 sshd U —)(&BicEd 37z, service sshd restart ANV RERITLET,

J—b O—4—FEDEKTE

BIZLANILOEF 2T 1 EFRT S0, VMvvare{}i*5777fr VATT—FO-5-Raresplzd, &
AT L T—F O —TREEBBELZNEE, Y ATANDOAVY =)L PO CRAE/FDIA-F NV AT LDT—
FEREZEE TS C LR DAIREN S DX, il U7 AP - E-FEEIFIAVTFT VA E-FTYATLE
T—FU. FNICE > TH - ERBEXICIIERDOBVWI AT A T ZAMTHONZ RN S D E T,

TIAIETIE VMware [RE7 754 7 VA ETT— F O—4 —RHIRES LD T, TOEROHI1C GRUB
INAD— REFERT 2BENH DT,

FIE

1 RE7IZ47ZAED /boot/grub/menu.lst 771 )L T password ——md5 <password-hash> 1T& &%
TBZEICED, TR AT = RAFEES AN EINERLTIIEEL),

2 JXRT—RAFELRVEEIE. KRBT FS514 7 A LET# /usr/sbin/grub-md5—crypt AN RERITLE
ER

MDS5 /20— RAa RSN, OV Rlcko>Tmd5 Ny 2B AMRREINET,

3 # password ——md5 <hash from grub-md5-crypt> IX > RERITIZZ&ITLD, menu.lst 77 1)L
S/ RAD—RZEBMUET,
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NI — E—RELEEFIAT IR E- RO

YA LBV NA—T— E— BEEEFAYF TR E— TR SBICEMA 00t BENTECTHZHE, o>
JNA—— E— BEEEAVFF YR E— FERRTETATOA- Y= YATLEOTRTOT 71 )LISHU
THENLT O LA BB LTI ET,

Flr

4

/etc/inittab 7 7 1)L T, 1s:S:wait:/etc/init.d/rc SH LU ~~:S:respawn:/sbin/sulogin ® 2
DDIINEEND EEERUET,

RIERVELRI - —-THhU 2 FDOER

BEOI—Y— F7HOY FEERLT. TBLI-—Y— 7HIY FDEBRENZLDICT 2MENH D ET,

Fg

4

<host>:~ # cat /etc/passwd IX >V FEEITUT. RERVELI-T— 7HDOV FEERULET,

bin:x:1:1:bin:/bin:/bin/bash
daemon:x:2:2:Daemon:/sbin:/bin/bash

haldaemon:x:101:102:User for haldaemon:/var/run/hald:/bin/false
mail:x:8:12:Mailer daemon:/var/spool/clientmqueue:/bin/false
man:x:13:62:Manual pages viewer:/var/cache/man:/bin/bash
messagebus:x:100:101:User for D-Bus:/var/run/dbus:/bin/false
nobody:x:65534:65533:nobody:/var/lib/nobody: /bin/bash
ntp:x:74:106:NTP daemon:/var/lib/ntp:/bin/false
polkituser:x:103:104:PolicyKit:/var/run/PolicyKit:/bin/false
postfix:x:51:51:Postfix Daemon:/var/spool/postfix:/bin/false
root:x:0:0:root:/root:/bin/bash

sshd:x:71:65:SSH daemon:/var/lib/sshd:/bin/false
suse-ncc:x:104:107:Novell Customer Center User:/var/lib/YaST2/suse-ncc—
fakehome: /bin/bash

uuidd:x:102:103:User for uuidd:/var/run/uuidd:/bin/false
wwwrun:x:30:8:WWW daemon apache:/var/lib/wwwrun:/bin/false
nginx:x:105:108:user for nginx:/var/lib/nginx:/bin/false
admin:x:1000:1003:: /home/admin:/bin/bash
tcserver:x:1001:1004:tc Server User:/home/tcserver:/bin/bash
postgres:x:1002:100::/var/vmware/vpostgres/9.3:/bin/bash

RARRRM BRI I — T DEER

RO TIN—TEAVN—EER LT, RERTIL—TOIIN =T 7O AMEIBREN2 LOICTaRENHDET,

20

FIE

4

<host>:~ # cat /etc/group OAX YV FEFRITULT, REBBERITIN—TETI—T AV )\ TERERL
ESN

audio:x:17:

bin:x:1:daemon

cdrom:x:20:

console:x:21:

daemon:x:2:
dialout:x:16:ul,tcserver,postgres
disk:x:6:

floppy:x:19:
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haldaemon:!:102:
kmem:x:9:

mail:x:12:

man:x:62:
messagebus:!:101:
modem:x:43:
nobody:x:65533:
nogroup:x:65534:nobody
ntp:!:106:
polkituser:!:105:
public:x:32:
root:x:0:admin
shadow:x:15:
sshd:!:65:
suse-ncc:!:107:
sys:x:3:

tape:!:103:
trusted:x:42:
tty:x:5:

utmp:x:22:
uuidd:!:104:
video:x:33:ul, tcserver,postgres
wheel:x:10:root,admin

www:x:8:
xok:x:41:
maildrop:!:1001:
postfix:!:51:

users:x:100:
vami:!:1002:root
nginx:!:108:

admin:!:1003:
vfabric:!:1004:admin,wwwrun

vRealize Operations Manager EBE&/XX 7 — RNt v b (Linux)
TFIUTAEORZA TS50 70 2ELT, VApp F2lF Linux 4 VA F—=JLIC L2 Linux 75 2% ED
vRealize Operations Manager /(2D — RE Uy FTEET,
FIIg
1T root&ELTXARY — /—FOUE—F OV —LICOTA 2V LET,

2 $VMWARE_PYTHON_BIN $VCOPS_BASE/../vmware-
vcopssuite/utilities/sliceConfiguration/bin/vcopsSetAdminPassword.py —-reset JYX > P
EANL. TOVT FOERICEVET,

VMware 7 754 7 > ATOH NTP Ok

TUT 4 DIVEERY —> U T EITSHAIE. VMware 7 754 7V A THRA FEZIREEE #3012 L. Network Time
Protocol (NTP) Z#B L %3, BERBADOEE =2 E—FNIP U—/\EERT ZUENBDET, NTP 0 —/VZ
WERDH DB T —I\THdHN. FEIIPVLBEBERDODH DB —/NNERBELTVWEZEAMETT,

VMware [R187 7254 7V AONTIP F—E VI BNy 1 LA T —EXZREELET, NTP 1T T )L ~TEIIC
BoTN2Icth, FBTERTIMEAHDET, AIERABAEIL. ABFRBETNIPEEALTI—Y— 7/ avER
L, ERLEECOVREFERBLUCEROH2EBENAREBLEANERELEY, NTPOF21UFT A HHMDONT

[Z. NTP ®» Web 1 F&aBBL TS,
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NTP#R T 71 ILId. B7 TS5147 A LD /etc/ntp.conf 77 1)LICHDET,

FIIE

1 RE7ISAT7VAORA L IV ED Jetc/ntp.conf R T 7 1 ILICEHLET,
2  J7A)LFTEH#E% root:root ICRRELET,

3 HE[R%E 0640 ICRELET,
4

NTP H—E R 25 — E AIETIEBRED U AV EENT 2I1C1L. /etc/ntp.conf T 71 )LERS, #0777
AIVIC restrict ITEIET 2 LR LET,

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 ZEERABREREL. J7IMILEMLET,

NTP otz+a U7« &M DN TIL, http//support.ntp.org/bin/view/Main/SecurityNotice #8B LT <2
A

Linux ED TCP %4 ARY > TIEEEBNIZT S

TCPH#A LRIV TREEFEABLT. UE— F RAFOBRERBEERBED. LBROBRBICRABLET, Fic. —HBOF
RL=T AT YATAIE, TDTCP AL RSV TOEEICEDNWT I« VATV FEaha Zendp I ET,

FIE
¢ Linux EOTCP %1 LY U TIEEEENICLET,

a net.ipv4.tcp_timestamps DfEZ O [CRRET BICIE. sysctl -w net.ipv4.tcp_timestamps=0 O
NV FEERITUET,

b F7#JLt®sysctl.conf 77 1)L T, ipv4.tcp_timestamps=0EZEMLET,

FIPS140-2 E— RZBMICT S

vRealize Operations Manager 6.3 DU U — 2 TR#t=n 3 OpenSSL /- 3 Vi3, FIPS 140-2 BETY, =72
L. FIPS E—=REFT72)L ETIFBERICSNTVE A,

FIPS €E— FAE274 FIPS BREORS 7))L U XLEFERT 2 EFa U7« AV TSA TV RBEHN B 2HEIC. FIPS
T-FEERICTEFT,

FIE
1 mod_ssl.so J7AMI)EZESHAScH, ROV FERITUET,

cd /usr/1ib64/apache2-prefork/
cp mod_ssl.so mod_ssl.so.old
cp mod_ssl.so.FIPSON.openss11.0.2 mod_ssl.so

2 /etc/apache2/ssl-global.conf 77 1)L &#wEL T Apache2 R EZE LT,
3  <IfModule mod_ssl.c> DITEREDIFTT, TDFICSSLFIPS on T« LU T« J&EEBMULET,

4 Apache #pE Utz 9 27, service apache2 restart IV RERITLUEY,
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X DT—F D TLS

TFAVT A LD TS0 71 RELT YATANRERBEXRT v RILTT TOMENB EEBERLTREL,

vRealize Operations Manager RIC& A7 70 b )L E#EKT 5
SSLv2 4 SSLV3 Mk 5B 70 FOLIE, BIIPREEFBATNTNE A =512, TLS 1.0 #\MICT 2 - & HE
HULET, TLS 1.1 LUTLS 1.2 0B EEMIC LT RS,
Apache HTTPD T 7H ~ 3JLDIE L W MERDHERR

vRealize Operations Manager Tid. SSLv2 & SSLV3 A'F 7 )L FTEMTY, ¥ AT LAEKREREICHITT DAl
IARTOO-F INSUUTHELZTO R EBENICTINENHIET,

Flia

1 aX> bk FOr 7 +h5 grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/vcops—
apache.conf | grep -v "#' OX 2V FERTU. SSLV2 LU SSLV3 AMENTH D &R LET,

ORI ENTHDHBE. COIAX Y RIZH S SSLProtocol A1l -SSLv2 -SSLv3 &R U ET,

2 Ff= TLS1.070rRD)EERHICT BICIE. sed -1 " /A[A#]*SSLProtocol/ c\SSLProtocol A1l -SSLv2
-SSLv3 -TLSv1" /usr/1lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf J<X >R
OYV7ENEOXR Y RERITUETY,

3 Apache2 —/\EBEHT ZICIE. OX VR IOV T A5 /etc/init.d/apache2 restart IV RER
TUET,
GemFire TLS N> RSTO 7O Ma)ILDIELWMERDIES

vRealize Operations Manager Tld. 77 #JL FTSSLV3 AERIIC D XY, AT AERBRBICHBITIZH1IC. T
ANTOO- K NSUUTHREZTO D EENCT BHENH DT,

FIig

1 JORINDENTHDCEEERLET, TORIUNBNTHD CEERRT BI2HIC. &/ —RTROINY
FEERITLET,
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.properties |
grep -v '#'

BESNSBRITRODES DT,

cluster-ssl-protocols=TLSv1l.2 TLSv1l.1l TLSvl
grep cluster-ssl-protocol /usr/lib/vmware—
vcops/user/conf/gemfire.native.properties | grep -v '#'

RESNBRITROES DT,

cluster-ssl-protocols=TLSv1.2 TLSv1l.1 TLSv1l
grep cluster-ssl-protocol /usr/lib/vmware—
vcops/user/conf/gemfire.locator.properties | grep -v '#'

BESNSBRIIRODES VT,
cluster-ssl-protocols=TLSv1l.2 TLSv1l.1l TLSvl

2 TLS10#=@EMLET,
a url/admin OBBEI-Y— 15 —T1 1 ACBBLET,
b [FY514vIcd3]l&0Uv I UET,
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¢ SSLv3 & TLS 1.0 &3 3(CIE RO Y FERITUET,

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties
sed -1 "/A[AM#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

&/ —RICDVWTCOFIEERDRLET,
d BEFI-Y-AU9—-TJ11AHBHLET,
e [[(Fvsa1vicgall&r vy LET,
3 TLS10&BEBHICLET,
a EEEI-U- AT AABEL. VSAIEFTSAVICLET (url/admin),
b [FY514vIcd2]l&0Uv I UET,
c SSLV3 & TLS10MEMTH 2 C E&HRT 31013, ROOANY RERTLET,

sed —-i "/A[M]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSv1.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed —-i "/A[M]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSv1.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties

sed -i "/A[M#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSv1.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

&) —RICDWTZOFIEEZRDRUET,
d EBEI-T— A9 —JTIAAHKBL. VSR EFVSAUICLET,
e [[Fvsasvcgaller v LET,

BAIEEBS EFER T 5L D (T vRealize Operations Manager 28 3 %

tF1UT A ERKRICED D20, BABESEFAT 2L DIC vRealize Operations Manager VR —x > ~&#
KT DMBENHDET, BOLBBEOHMBRINDLDICTIICIE. BBELCESOFEAZENCLET, BOLESE
HR—FU, TOICKEVNF— A XEFRIT LT - N\ZERUET, e, BSITBEURIBEFTERLET,

vRealize Operations Manager Tld. DHE +—X#&FER T 2BSOFERIIT 7 4 )L FTEMESNTNET, ABR
BTOY AT LOBRAZERMATZHIIC. INTOO—-F NS VS TRUBHBLBSEENIC LTI,
MANEESOER

H—NETIOFORTAIY I - FENaBSEBSICED. TSty Y3V TERSN I F —MAEEBSILAE
MREDFT,
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Apache HTTPD TORESILR A — bDIEL W MERDHER
TF 2T« EBHSEHIC, Apache httpd THES{EAM — FAELCERSNTNS ZEERBLET,

FIE

1 Apache httpd THS{L A1 — FOIEL W EREHIRT 2ICIL. grep SSLCipherSuite /usr/lib/vmware—
vcopssuite/utilities/conf/vcops—apache.conf | grep -v "#' OXV R JOVIRASIN VR E
EITLET,

Apache httpd TIEUWBES{EZA 1 — FEFB LTI 3HE. TOOXY RICL 2 TOROBANRSNET :
SSLCipherSuite KECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES: !
aNULL!ADH: 'EXP: !MD5:! 3DES:!CAMELLIA:!PSK:!SRP:!DH

2 BB —FOEULWVERZEERTZICIE. OX VR IOV T EAS sed -1 "/A[A#]*SSLCipherSuite/
c\SSLCipherSuite kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM:kECDH+AES : ECDH+AES : RSA+AES:\!
aNULL\!ADH:\'EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!SRP:\!DH" /usr/1lib/vmware-
vcopssuite/utilities/conf/vcops—apache.conf XV R&EEITUET,

FIET TRAOMMBELS D TIIBNBEIF. COOAXRY FEERTLET,
COOXY RICE>T, DH/DHE & — 3£ EERT 2 INTORSIEA1( — FABICRD T,

3  Apache2 U—\EHEHT 2/, IXVE JOVT A5 /etc/init.d/apache2 restart OX > k&
EITLET,

4 DH=ZEBEWET2ICIE. AR IOV TS sed -1 "/A[A#]*SSLCipherSuite/ c\SSLCipherSuite
kECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : \ 'aNULL\ ! ADH:\ !
EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!SRP" /usr/lib/vmware—
vcopssuite/utilities/conf/vcops—-apache.conf ANV RERITI B EICLD, BEIEAAN— N5 !
DH ZHIBRL&E T,

5 Apache2 b—)\&HBicEd 2/HIc. INV R OV T M5 /etc/init.d/apache2 restart Y k%
FITUEY,

GemFire TLS N> RS TORESATA b 2JLDEL WMERDOHER

tFaUFrEREODHIC, GemFire TLS /\Y FSTESIERAA — FAELKERASIN TS C xR LET,

FIIE

1 EEIEAA — FBENTH D CEE-RIT DICIE. &/ - FOROIAXRY FERITLTTORINNBMTHINE
SHNEFNEKT ¢

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep
-v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.native.properties
| grep -v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties
| grep -v '#'

2 EULLWESERM—rEEBRULET,
a <URL>/admin OBEEZHEI1-—S— 15 —TJ1 1 AICEHLET,
b 93529&ATSAVICTBICNE [(FTS5AVICTR]IET7 VI LET,
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EEUWESIEAM — FERBRT SICIE. ROONY FERITLET :

sed -1 "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware—
vcops/user/conf/gemfire.properties

sed -1 "/A[A#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware—
vcops/user/conf/gemfire.native.properties

sed -1 "/A[A#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/lib/vmware—
vcops/user/conf/gemfire.locator.properties

B/ —RICDWTZOFIBEEZRDRUET,
<URL>/admin OBBEI - — 15 —Jx 1 RIBELET,
Foavicgal &0y UET,

RETDVEDHDHT7TVr—23> UY—2X

26

EFAUVTA LRI TSUFT 0 RELT 7TUT—23 >y UV —AMRESNDLOICLET,

ROFIEICHES>T, 7TV T =23y UY—2AMMREENZEOICLET,

FIE
1

read-auth-helper

73886 84 —rwsr—-xr-x 1 root shadow 77848 /usr/bin/chsh
73888 88 —rwsr—-xr-x 1 root shadow 85952 /usr/bin/gpasswd
73887 20 —-rwsr—-xr—x 1 root shadow 19320 /usr/bin/expiry
73890 84 —rwsr—-xr-x 1 root root 81856 /usr/bin/passwd
73799 240 -rwsr—-xr-x 1 root root 238488 /usr/bin/sudo
73889 20 —rwsr—-xr—x 1 root root 19416 /usr/bin/newgrp
73884 92 —rwsr—-xr-x 1 root shadow 86200 /usr/bin/chage
73885 88 —rwsr—-xr-x 1 root shadow 82472 /usr/bin/chfn
73916 40 —-rwsr—x——— 1 root trusted 40432 /usr/bin/crontab

296275 28 —-rwsr—-xr-x 1 root root 26945 /usr/1ib64/pt_chown
353804 816 -r-xr-sr-x 1 root mail 829672 /usr/sbin/sendmail

278545 36 —rwsr—-xr-x 1 root root 35792 /bin/ping6

278585 40 —-rwsr—-xr-x 1 root root 40016 /bin/su

278544 40 —-rwsr-xr-x 1 root root 40048 /bin/ping

278638 72 —rwsr—xr—x 1 root root 69240 /bin/umount

Find / -path /proc —prune —-o —-type f —perm +6000 -1s IV REERITLT. ELLESZSINfc
SUDBLUVGUIDEY 2y AT 7AILICRESN TS EERRBLET,
KD A EHAFRRINET,

354131 24 —rwsr—-xr—x 1 polkituser root 23176 /usr/lib/PolicyKit/polkit-set—
default-helper

354126 20 —-rwxr-sr—x 1 root polkituser 19208 /usr/lib/PolicyKit/polkit-
grant-helper

354125 20 —rwxr-sr-x 1 root polkituser 19008 /usr/lib/PolicyKit/polkit-
explicit-grant-helper

354130 24 —rwxr-sr—x 1 root polkituser 23160 /usr/lib/PolicyKit/polkit-
revoke-helper

354127 12 —-rwsr—-x——— 1 root polkituser 10744 /usr/lib/PolicyKit/polkit-
grant-helper—pam

354128 16 —rwxr-sr—x 1 root polkituser 14856 /usr/lib/PolicyKit/polkit-
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278637 100 —-rwsr—-xr-x 1 root root 94808 /bin/mount

475333 48 —rwsr—x——— 1 root messagebus 47912 /1ib64/dbus-1/dbus-daemon—
launch-helper

41001 36 —rwsr—-xr-x 1 root shadow 35688 /sbin/unix_chkpwd

41118 12 —-rwsr—-xr-x 1 root shadow 10736 /sbin/unix2_chkpwd

2 find / -path */proc -prune -o —nouser -o —nogroup X RER{TLT. VAPP IDITRTDHT 7
AIVICABENRET 5 EEERALET,

BERARTSNZVEEIL. INTOT 7 AILICHBENEELE I,

3  find / -name "*.*" —type f —perm -a+w | xargs ls -1db A<V FZEE{TL. VAPp DIRTD T 7
TIDERZEER LT, INTOIT7AIAEDA - —HESIAHAERL T 7ML TIIRBRWC EEENDET,

EQTF7AIVICE, R xx2 AEFENTIIVITEE A,

4 find / -path */proc —-prune -o ! —user root -o -user admin —print JXV REE{TLT. J77
AIIHAMELVWI-—T—ICABESNTNWEZEERRLETD,

RENRRINBVBEIL, IRTOT 71 ILA root /=3 admin DEBSMICAABESNTINVET,

5 find /usr/lib/vmware-casa/ -type f —-perm —o=w I F&=4TLT. /usr/lib/vmware-casa/
TALUVRFUARDI 7AIILA, £A—H—NESAHAEEL T 7 1)L TITBW EE#RUET,

COOAXR Y FTHEARTEINZBVWLSICULET,

6 find /usr/lib/vmware-vcops/ -type f —perm —o=w 1Y RZEZE{TULT. /usr/lib/vmware-
veops/ T4 LUV FURD I 7AILA, @1 —F—NESAHFARERL I 7ML TIIBVWI ETaBRBLET,
COOXY FTHEEMRTSINEBNELDICLET,

7 find /usr/lib/vmware-vcopssuite/ —type f —perm —o=w 1< REE{TLT. /usr/lib/vmware-
vcopssuite/ T4 L7 FUARADT 7 IILA, €A F—HAESIAHABEL T 7ML TIIBRNWT EEERBLET,

COOANY FTRENRREINLDNELSICLET,

PostgreSQL 2 54 7 > b ERREDHERL

I5A7 Y FERAEICEEY 5 AT AN RIRET Y, O—NUMEBRAETOLDICV AT LAERKCTEET, CNITk>
T, T—H9R=ZA 2= AT -E2EVIRTOO-HJL - —HYZAT— FA LT PostgreSQL 21— —& LT
B CEEY, BNRREEZMVELLTH), IRNTOO-NIL A—F = FHIY RO d 2 E8EN T B NESIE
BIDBAEEFERLTCLIESN, TIFIEOFEELT. MAS ARESNET, IRTOO—DILERDLUVERR

FEFGTMAS ARRESNTNB T EERERL TS,

/storage/db/vcops/vpostgres/data/pg_hba.conf T Postgres Y —EX 4 U AY U AMYT S+ 72 RS
HERTEEBRRATEET, INTOO-NIERSLURA MEFETMAS M"RESNTNBE T EEBRBL TS,

postgres-repl U —E2 1 VAT VADYT 54 7 RAHEMETE
I&. /storage/db/vcops/vpostgres/repl/pg_hba.conf THEERT=EXY, INTOO—AIIEHEHSLIVKRZ
BHTmMAS ANRESNTNB T EERRL TS,

AR Postgres 1—F—TFhHhOU DU IA FEREREIIZERELRNTLREEL),

VMware, Inc. 27



REBIFHRK

Apache DR

Web T« L& b ORBEDOEMNL

EFIVTALEORA R TS0 T742ELT - =BT« L7 FUEREETCSBVEIICLET, Ta L7V U ZER
BI3sL TALURY RSN—TIIHKBICESSSND R MBRSAIREMENH D KT,

FiE@
® ITRTOTALIRUT, WebFTa L7 FUDBEBANMEMNCROTNDZEERRLET,

a TFAFIFTaH5T. /etc/apache2/default-server.conf 771 )L & /usr/lib/vmware—
vcopssuite/utilities/conf/vcops-apache.conf 771 )| &EFHEET,

b ZnhZNno <Directory>EE T, Options 1TIC% 45 7D Indexes 7 7> 3 UAGEN TR & &
BLET,

Apache2 =/ > 7))L a— RDOHIR

Apache [CId. 2 DUV TILoHBTY— oz A 105 —Jx14 & (CGl) 227U T+ (printenv LU test-
cgi) MaFENET, KEWeb o—/VCIE. BRLMVELAVR—X U FDOHEEDIMBELNHIFET, oDV
R=—FR U FE RBEICHU TV AT LAOEBRBERER RS DAIEEMENAH D E T,

TFAUTA EORA 30570 2EUT, cgi-binFTa LI FUNS CGl 27U THEBIBRLTLIEZ),
FIE

® test-cgi AV U T BV prinenv 27U T +EHEIBRT 3 ICIE.
rm /usr/share/doc/packages/apache2/test-cgi IX >V FH LV
rm /usr/share/doc/packages/apache2/printenv IX > RERITUET,

Apache2 —/N\DHY—/\ b= > DR

28

VAT LA TFaUTIETOLIO—EE LT, Apache2 5 —/){pH —)0 b—0 v a#RLET, HTTP I5EDn Web
H—)USEANY S —ICIE, EHOBR T« — L FEEHDENTEET, BRICIE. BRIz HTML =2, Web
=IO A TEN=T a0 AR =T VT VAT LAEN-V a3y, LU Web U —/NCEET ZR— FAEEN
9, COBRICE T, BEOH DA —NLELY I EFAT LB EBLBREAFCSET,

T4 L2 7« 7 ServerTokens (£, Prod [CRRETZMNENHDFET, fc& AL, ServerTokens Prod &, D
TALITATIE 947 RORENDZ T =) NDISEANYT — T4 =L BRI, AR =T 1427 VAT LDFHED
KO VIAIIA Y EVaA—-IILICET 2EREEDINESIHEFHEUET,

FIIE

1 U=\ F—=UUEHRI 2ICI3. cat /etc/apache2/sysconfig.d/global.conf | grep ServerTokens
NV BRERITUEY,

2 ServerTokens 0S % ServerTokens Prod [CZEJ 3ICId. sed -1

's/\(ServerTokens\s\+\)0S/\1Prod/g"' /etc/apache2/sysconfig.d/global.conf OJX > F&EFET
LET,
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Apache2 4 —/1\d L — XA EDEMNL
BENLIABNBETIL, T— 5 ORBICHUD <DMBEEBATSCEICL > CRRELBEMERR TEZ e
VET, F—5QERERIT B0, HTTP Trace AV FEMMICLET,
FIIE

1 Apache2 —){d Trace 75589 31213, I< > R grep TraceEnable /usr/lib/vmware-
vcopssuite/utilities/conf/vcops—apache.conf #x=1TL %9,

2 Apache2 b—/\m Trace JEEHEMNICT ZICIL. OX Y Rsed —i "/A[A#]*TraceEnable/ c\TraceEnable
off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf #x=17L%9,

BRE—FEEWICTS
NA 75951 A& LT, VRealize Operations Manager -1 V2 +—)L, . FLIIRTIZE=E 1 VR
F=ILDO TN a—T 1 ITELUVTI IHERNCEZ LS ICERECIIREEERETEET,

BUICEF2IUT (RESNDLDIC, MAZEREETNENAY OIS LUVERLET, BREEANELzF2Y
TARESNTN DN EIAMN L ONSRNGERITL RERRICHITLANTIIES,

SEMBEYV 7 U LT AVR—RY bDERE
tFa1UT1 EOURYERINRICT B7z00IC. vRealize Operations Manager R + XY VDIEMEBY I DT 7%
HIBRT 2 B L E T,

TFIUT A BEESISRIITABEMER/IRICT 2720, BIBRLEBVWIARTOVY I FIT7ICDNTIE A—=71—DH
BEBHEF AT EORA L TS0 74 AR TERULET,

USBARBEX V= N RSOEF21UT 1 RE

USBRBEAFL—Y N\ VRSEEZFIUT s REL., VRealize 7 IS4 7V ATZDI\ VY RSHAT T4 FTO—R
SNBNEDICUET, Ffo. VRedlize 7 IS4 7V ATZOIN Y RSHAUSBFINAZ I\ RSELTERSNANL
SICLETY, BENLBKREENCON\Y RS EBALULTCERDHDV I LI T7EA VA L—ILTBAEENHDET,

FIE
1 FTFXFIF+1%5T/etc/modprobe.conf.local 771/l EREET,
2 CZMOIJ74JLICinstall usb-storage /bin/true IAEENZ CEERRLET,

3 7N EREFELTHLCEY,

Bluetooth ZA RO N\ RSDtEF 1) T 4 RE

BIENLKEEICLZ2BERENLET 37-0IC, VRealize 7 751 7> 2T Bluetooth 7O ~aJL I\ RSERF U
TAIRELET,

Fy D=2 245y IA® Bluetooth 7O FIJLDJ/NA 2 RIZRETH D, )1V BT 2 ERA FOBRETRELHE
L&Y, VRealize 7 754 7> AT, Bluetooth 7O +OJL I\ RS EVaA—ILAT I 4L FTO—-REINABNLD
[CULET,

FiE
1 F+RXAFIF+1%57T/etc/modprobe.conf.local 771 )lEZMEEY,
2 ZOIJ7A)LICIT install bluetooth /bin/true "&Fh 3 &R LET,

3 7 AMIINERELTCHLET,
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Stream Control Transmission Protocol @t 21U 5 1 1R

VRealize 7 751 7> 27, Stream Control Transmission Protocol (SCTP) €Y 2 — /AT T 4 )L FTO— REnhi
WEDICUET, BENLEEEN VAT LADEFAUTAEZRETZHICCOTO NI EERT 268N D D £,

wrtlcuETAITNE SCTPEYV 21— )LEZO—RLAEVWESICV AT AEBR LT EE, SCTP (L, FHRE=NTL
BWIETFBEE SV AR—F LAVv— ORI TY, COTORINERY FD—=T A9 TTI\A VU ET B &,
KA FOREWREBEEAEBIMUET, EEOZVWO—AJ TOCANTOTOFILEFRLTY Y FERCZEICEK
D, A—INTTORIL N\ RESHANICO—- RSN BEN G IET,
FIIE
1 FFRAFIF«%7T/etc/modprobe.conf.local 77 1)L ER=£Y,
2 ZOIFAINTROITHEEND CEEERLET,

install sctp /bin/true

3 I7MIIEREFELTHLEY,

Datagram Congestion Control Protocol @&+ 2 U 7« {R#

VATFATFAUTARET VT2 ET DB E LT, VRealize 7 75+ 7> 2 Datagram Congestion Control
Protocol (DCCP) €Y a—ILAT 74 )L FTO— RESNBNLSICLET, BEMAREEN VAT LOEFAUT &
RETIeHICcCOTO NI EERT DABEENH D ET,

et icpETHIINE, DCCPEYa—)lidO0—-RrLAVESICLTLLIEEL, DCCP I RBEFD SV AR—F LA
Y- JOFRJLTHY, FHSNEGA, COTORINERY FD—=0 ATV TTINA Y RT B E R FOBRESS
KEFAMEINLUET, EROBZVWO—-A)L JOZAANCOTORINEFBLTY Y FERCZEICELD, B—FILT
ORI\ EZAEHICO—- RENBHBENHIET,

FIIE

1 F+RXAFIF+1%57T/etc/modprobe.conf.local 771 )lEZRE£Y,

2 ZoI771IICDCCPITMEENd T EERRELET,

install dccp /bin/true
install dccp_ipv4 /bin/true
install dccp_ipv6 /bin/true

3 7N EREFELTCHLCEY,

Reliable Datagram Sockets 7O k)LD + 21U 7 1 1R5&

VATAEFAUTAMET VT4 ET 1 D—EE LT, VRealize 7 751 7> 2T Reliable Datagram Sockets (RDS)
JORINATIAIFTA-RINBNELIICUET, BENLBKRBEN VAT LAOEZFIUT A EZRETZ/HICT
O7OFINEERT DAEEMENAHDET,

RDS 7O RN ERY D=0 R VTNV R B E RA FOREFRBERAENLE T, EROZVO—7)L
JOE2ACOIORDVEFERLTY Ty FERCZEICED, B—FILTTORDL I\ ESABHICO-FEN3
BEanHLET,

FIig

1 FF+RXFIF+1%7T/etc/modprobe.conf.local 771 )LER=£Y,
2 ZOI77AIIC install rds /bin/true IIAEEND CEEHERBLET,
3 J7AIINERELTCHLUET,
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Transparent Inter-Process Communication Z7A k3D EF 21U 7 1 R5E

VATACFIAUTARETIVTAETAD-RELVT, RET 54 7 A RA ~ X T Transparent Inter-Process
Communication (TIPC) 7O FOIAF 7 # )L FTO— FEINABNLDICULET, BENLBEHEEN Y AT LOEZF
UF A ZREITIHICCOTIORDIIEFRT 2AEEAHDET,

TPC7OFRIILERY FD—=9 T YTITINA Y RT B E KRR FORENREBEEAEBMNLUET, EROZWO—-1)L
TOAACOTORILEFRLTCY Y FERK CEICELD. A—FRILTTOARIL I\ RSAFNICO—- REN3
BENGIET,

FIIE

1 FFRAFIF+1%7T/etc/modprobe.conf.local 77 1)L ER=EY,

2 ZOI77AJLICinstall tipc /bin/true ITAEENB EEHERLET,

3 I7MIINERELTCHILET,

Internet Packet Exchange 7O b3/l + 21U F 1 R3#

vRealize 7 751 7 AT, Internetwork Packet Exchange (IPX) 7O F2LAT 7 4 )L FTO— RENALESITL
Y, BENGRBEN VAT LAOLF 2T EZREFIBLHOICCOTARIINEERT ATEEMNNH D ET,

ERICUETRINE IPXTORDL EV2—ILIEA—-FLANWESICLTLREWN, IPX 7O FLIE BETIEEF
ENEFRASNZZEDRVERY FD—=0 LAVv—JORILTY, COTORDLERY D=0 X5y 7 (2)\1 Y
FodE. RAFORENRBHMEMLET, #ROLZVWO—A)L TOEIAATOTORILEFRLTY T Y &R
CTEIED YRTATTORIL NV ESHABMICO— FENBHBENH D ET,

Flig

1 F+RXAFIF+1%57T/etc/modprobe.conf.local 771 )lEMRE=£Y,
2 ZOIJ7AILICIT install ipx /bin/true "&FEhd &R LET,
3 I ERELTCHUED,

Appletalk 7B a0+ 21U 7 1 1R

VRealize 7 754 72T, Appletalk 7O FOIUAT T4 )L FTO—REINABNLSICLET, BENLDEREENY 2
FTLADEFAUTAEREBIBHOICCOTO I EERT ZAIEEEN D DX,

BlcpETRITNE Appletalk 7O FIJL EVa—ILIIO-RLAVKSICLTLCEZY, CoTORILERY
D=0 RG99 TICINA Y FFBE KA FOBRENREZMEMLEY, EROZLWO—A) JOE2AMATOTORD
IWEFEALTY Y FERCZEICED, YATATTORLN\Y FSABHICO- FEN3HENH D FT,

Flig

1 FF+RXAb+IF4%57T/etc/modprobe.conf.local 77 1)L ERE=£Y,

2 ZOIJ7A)LICIT install appletalk /bin/true "&FN2d &R LET,
3 J7AINERELTCHLET,

DECnet 7O b/l F 2T 1 17E

DECnet 7O RN T I A FTY AT AICAO- FENBVWESICLET, BENLGERBEEN VAT LOLF2IUT 1
EREBISHOICCOTIORDINEETRT DAIREEND D ET,

eicnETRHNIE. DECnet 7O EVa—JLRO-RLANLSICLTLESN, TOTORILEXRY
D=7 299711V FF2E RAFORBERAEAEIMLET, ERORZWO-A)L F7OIATOTO R
IWEFRLTCY Y FERCZEICED, YRAFATTORIN I\ RSAEFHICO— RESNBFENHDET,
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FIg

1 F+#X+rIF«4~TDECnet 7O ~OJL®D /etc/modprobe.conf.local 7 7 1)L EREET,
2 ZOI77AIICIT install decnet /bin/true AEFEN2EERRLET,

3 IJ7AINERELTHALEY,

Firewire EX a2 —J)LDOtF 21U T 1 {R5&

VRealize 7 751 7> AT, Firewire EV 21— )LAT IA4II FTO—RESNANLDICLET, BEMNLKEENY X
FTADEFIUT A ERETZEHICCOTA NI EETRT ZAIEMN G D ET,

R ICHUETRINEL Firewire €22 —JLIZA - FLBWESICLTLREL,

Fl&

1 F+AXAFIF+4%57T/etc/modprobe.conf.local 771 )lEZRE£Y,

2 ZOIT7AIICIT install ieeel394 /bin/true AEFENZCEEMRBLET,
3 I ERELTCHUET,

h—xI)V AyE—20OY
/Etc/sysctl.conf 771 )LR® kernel.printk &, A—FR)LOOTEHEFRELET,
RDA4DDBERELET,
B console loglevel. IV —LICHAETNE A Y- DRIEELIENL
B default loglevel.BBEDOYT LANILDBRWAY = DERELANL,
B Oyl a7y LRNILOEARTRERREL NL,
B O Y=L av LRNILOT I # )L HME,
BTEIC8 DIV FUNSIEEARETY,
m  define KERN_EMERG "<@>" /* system is unusable */
B define KERN_ALERT "<1>" /* action must be taken immediately */
B define KERN_CRIT "<2>" /* critical conditions */
B define KERN_ERR "<3>" /* error conditions */
m  define KERN_WARNING "<4>" /* warning conditions */
m  define KERN_NOTICE "<5>" /* normal but significant condition */
B define KERN_INFO "<6>" /* informational */
m  define KERN_DEBUG "<7>" /* debug-level messages */

kernel.printk &%= 3 4 1 7ICERELT. /etc/sysctl.conf 771 JLRICIT kernel.printk=3 4 1 7"
GFHEID xR ULETD,

Linux 4 > A b —JVIBEBADT 7OA

32

Network Time Protocol (NTP) b —EZEBRIC L. Y AT LAECFATAXREF v RILTTF IAATEDLIICLET,
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NTP 4 —EXDHE#ME

BRIV — ARENEBR TH D54, KA FOEZRIREEEMIC LT, Network Time Protocol (NTP) (B T=%19,
ABBRBICHBVWTNIP 3, FEAEECOVORIFICLD, 1-—F— 77UV 3 VEFEICEHL. BEOHIRELE
ADEREMICEA e DFEERDET,

NP 7—EVRB7TIS2AT7VRACEENTH ), BESNCEET -EXZRET2hITFRAINET, NTP Ok
J71ILIE. /etc/ntp.conf [CH D FET,

HWEPDT—FD TLS
TFAVT A EDRAE TS50F 1 RELT, VAT APRRLBERF v TTF IOA N5 T EERBLT RS,

vRealize Operations Manager B®3#8A17% 70 b 2L DK

SSLv2, SSLv3 & TA FLIE BERZLRLEEZASNTVE A, FSVAR—F LAV —REICET T2
UTa EORAF TS50 74 2&£07T TLS 7O RILOHOYR— FEREL TS,

AFERIIC, SSLv2 & SSLV3 AMEMICE > TWB CEEHBI DMENH DV ET,

MNIEEES&ERT 5L S (C vRealize Operations Manager ##m3 %

TS vy 3V CHATNBBRIRER. T—/\ETSIPOBMTAIY I — FEN3BELESICLVAREVET,
BARBEESOHMBRENS L SICTBICIE. BRLBSOEAEENCTZLSICT—/(EEFTIBERHVET,
o, EBILEYRIEF CHBRT ZUBENG VET, BAREEETR— L, +HICATNF— Y1 XEFERTELD
ICH— I\ EBRY 2BEASB VX,

MeEs S 28T D

NULL &5 (NULL ° eNULL) 72 &, SBAIERH“LAVWESEEDICLET, SBANAVSEE, RREEREICKHT L TH
BICEDET,

E&® Diffie-Hellman + —xzc# (ADH), #@H LI DOBES (EXP, DES #5ATWBEES), RMO—-R 37197
DEEEICTT2 128 Y FRBOF— A X, RAO—R RS T4 v o7D/N\v a1 AHZTLELTO MDS OfF
. IDEARES, RUABEEINT. HBICWLTHRBTH B30, BIICTINENSDET,

Apache HTTPD /\> RS TH38 S S 2 EMICT S

Apache HTTPD )\ RS TEATNZMBABESEENIC L. ROLEBSEBMICLET, PEBEREERIET 311D
vRealize Operations Manager _£® Apache HTTPD /\> RS DRSS EHARSNZBESOU A FERE L, BHERA
SNEINTOBSEREDCLET,

Fg

1 FF+RXAFIF1%7T/usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf 771 )%
HEET,

2 TJ7A)LIZ47 SSLCipherSuite HIGH:!aNULL!ADH: !EXP:!MD5:!3DES: !CAMELLIA: !PSK:!SRP:!
DH:@STRENGTH A"&EFN T s CEEMR L XTI,

3 Jr7AIIEREFELCHUEY,
Diffie-Hellman #—zx#azBMICT %

Diffie-Hellman + —3s#alC(3fe35E A H D £ 9, DH, DHE, EDH Z&A TN 3 IR TOESEENICT Z2HBENSH )
F9, CNHSOESE. T4 FTEDCSNTVEYT, CN5IE AT MENHIIGEIIBNCIZENTE
x£Y,

FIE

1 /usr/1lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf 771 | &HEFT,
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2 17 SSLCipherSuite HIGH:!aNULL!ADH:!EXP:!MD5:!3DES:!CAMELLIA: !PSK: !SRP: !DH:@STRENGTH
EBDITEXT,

3 IDH: ZHIBRL T, 17/h'SSLCipherSuite HIGH:!aNULL!ADH: !EXP: !MD5:!3DES: !CAMELLIA: !PSK:!
SRP:@STRENGTH £33 £ 5ICLFET,

4 Ty ERFELTCRHAUET,

BRE—RFEENCT S

RR 75951 XE LT, VRealize Operations Manager 41 VA k—)L, B, FTLIIRTFITIESE 10X
F=ILDO ST a—Ta T ELVT IV IHERNCEEZLDICERECIIREERETCEET,

BIICEF 21U F A RESINBLDIC, MZBERETNENAYOTESLVEELET, BREEAELEFa
FARESNTNBNEINALCHASRNEAIL. ABBBCRIFLONTES,
KA S Y —NORETHEBROMESR

vRealize Operations Manager D& RBADEOIC, ZFaUTF 777 ET 1 OEF1UT 1 RESHERE
TOMENDDFET,

SEMICONTIE, EEotFaU T RUS—[ZB U T, Red Hat Enterprise Linux 6 @tzFa U131 502
=B LTIEEL,

Endpoint Operations Management T—> x> k

Endpoint Operations Management T—> 1> d, T—Y 10 FR—2ADHE S L UV EHREEE
vRealize Operations Manager I2EIIL %9,

Endpoint Operations Management T—> x> ~Id, /RA b EICEEA VA F—)LEN3 o, EEEN
Endpoint Operations Management & — /&R U LARILEIFRD EB A, LIEA> T, I—I TV EAREICA VR
F=ILENTNWSELEBRBIT DIMNENHDET,

Endpoint Operations Management T—> x> F&R79 520D+ )T 4 LOXRR
NT7S074 R

34

A-T—TFADOY FOFERKICIE. EFaUT 1 EORAR TS50 714 ARSI BENH D ET,

B LUk R=)LDHBEIE. AGENT_HOME/conf/agent.properties 7 7 1 JLICRESNIZINTDOR
PSR ES — ) EEBREOU ATV FEHBRUET,

®  Endpoint Operations Management T—< = > FESRAICHFBIIC FHI= M/ vRealize Operations Manager 1 —
F—ThOUrEERBLUET, #MICDLTIL vRealize Operations Manager NJL 7D HEw &
[VRealize Operations Manager TO O —/)L &H#ERR] #8BLTIESL),

B (U2 +—-)LOETHIC, T—Y 1 RESFICER Uz vRealize Operations Manager 11— — 7 h o H&&
WMILFET, I-V IV FEBTVITAETABOA-—Y— 7 ZAEBNCTINENHDET, FMICDONT
[Z. VvRealize Operations Manager ~JL Z® +w 4 [vRealize Operations Manager ch1—t—& 5L — 7
O] #5BLTIEEL,

B T-YrVrERITIBZVATANEF2UT REEZIT-HE. vRealize Operations Manager 1—t— «1 >
H—J1AREFERLCI—Y VR UY—RAZFHRTZ2ZEICE>T, I—TV Y FASERETCSEY, 7
MTOVTIE, By [TV FOWE] #8BLTIEE,
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T—2 12 MEREICHRIER ML E/RIER

J—EXZA VA= ILBLUVEET IO DERNUETY, EITROTOLAZRET2HE8. T—Y 1V FOFET
[CEAT2A-Y—TADY IR JOLRETOVSAICT I AT 2EREMEICEDET, Windows F_L —
TAVT VATLADA VA E=ILDHE, T-—EREA VA RIS IUVEET SERASVETY, Linux D1 VX F—
IWTIE RPM A YA =&AL CI-—Y IV FEA VA R—)LT25B8E I-YVI YV FEY—ERAELTI VR
F—IL T SERDNVETT,

I -2z k% vRealize Operations Manager tf —JUCESR T 2 oD ICHBRRERDIERIL. ¥ AT LRADF TV x
T RICET 2E DY TA—EIRL, Agent Manager OO — LA SESNT WS 1 - —BOERTY,
LINUX RXR=XDT Sy b7+ —AICBIFTEHT7 74V L1ER

Endpoint Operations Management T—> > FOA VA F—JL#&IE, I-Y 1V hEA VA F—)LUIZI-Y -
I—-YIVFORBEICEVET,

Endpoint Operations Management T—y 1> F&A V2 =)L 23 1-F—ATAR 7 7 1 JLEfRET 2 7. RPM
A VRAR—ILTBEEIC, ATBEICETZ2A VA=l T4 LI FUET71ILOKER (600, 700 3&) MFESH
Y,

B P D7) ERBATIHBEE. ERANEL CBRASNEVWAREENAD D ET, ERANMELLWS EERRBLTRE
AR

T—V IV FCE D TERBLUEZIAHFNITONZIARTO T 71 JLICIE 700 DERAEI D) B TEN, FTEEILT—
VIVEERITISZA-T—ITRVET,

£ 3-1. Linux 7 7 1)L L1ER

IN—TEriz2—
FaVOPIVEEET7A R H— HHERY E-$.E =17
<I-vzvkT«sLUEU 700 EE Cl} Ay Af
>/bin .

TI—==7 NA] NA] ANA]

IANT NA] ANA] ANA]
<I-vzIvkTF«4LUEU 700 maEE Ll Al Af
>/conf X

TI—=7 ANA] AT ]

IANT AT ANA] ~A]
<I-vIvkFa«LY KU 700 L= Al AJ ANA]
>/log R

TI—=7 NA] ANA] AA]

IANT ANA] AT 2l
<I-vzvkF«qLUEU 700 BaE Cl} Ay AJ
>/data .

IN—7 A A A

TAT A A A
<I-vrIvbkT4LU U 600 meEE Ll AJ AA]
>/bin/ep-agent.bat .

gI—7 A A AT

IAT A A AT
<I-vzvkF«4LVEU 700 mBEE AJ Al AJ
>/bin/ep-agent.sh N

T—-7 PN A A

IRT A A AT
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% 3-1. Linux @7 7 1 JL S HERR ()

IN—TErid2—

FaVOMIELERBT 74N HER H— BeAsERY EEAY =17
<I-vzvkF«4LVEU 600 FIEE= Al AJ aJ
>/conf/* _

(conf 74 L7 FURDY 7 ok il A
NTOIT7AI) INRT RA] AE] ~a]
<I-VrvkTFaLoEU 600 FEE f] ) A
>/log/* _

(log 7« L7 FURDIA 7 okl i A
TnI71I) INT ANA] AT 2l
<I-VrvkFaqLoEU 600 FEE f] ) A
>/data/* e 7

(data =« L FUmoT i T A ol
NTDIT7AI) INRT RAE] AA] a]

Windows R—ZXD 7Sy b7+ —AIZEIFTET7 74 )L LHER

Endpoint Operations Management T—> > +® Windows R—=2D4 VA =)L TlE, I-Y TV FEA VA R—
IWT2A-T—ICId. T—EREA VA= )LBLUVERT ERNMNETT,

Endpoint Operations Management T—y 1> F&EA V2 =)L UEE, A VA =L x5 (TRTOYITT
LU FUBKUVT70IILEED) ([TIF, SYSTEM, EBEVIL—T. $LUVA VA =)L A—F—-DOHHNT U Z AFJEEIC
B3LSICLEY, ep-agent.bat Z{EH LT Endpoint Operations Management T—> 1> &A1 VA F—)L T
%A, L2 )T RIETOEANRH LIS EERRALET, T-YV IV FEA VAT 31T —ICId. T5—
AVE—IDATEMBZEEHEOLET, TFa1U T RETOCANKMUILBE., I-—F—IITNSDEREF
BCHEATEET,

% 3-2. Windows @7 7 1 JL L1ER

T4 PUFER INV-TFEIE Jnarh
274l a1-¥%— a-Jv zE BAMY ERTT  BAHIRY - $ueA

<agent SYSTEM Cl) - - - -
directory>/bin

VATLEEE A - - - -

R | - - - -

d—H—

aA-Y— - - - -
<agent SYSTEM Gl - - - -
directory>/conf _

VATLERE A - - - -

A=)l | - - - -

d—t—

aA-Y-— - - - -
<agent SYSTEM Q) - - - -

directory>/lo
y>r'eg S2FLEBE A - - - -

P | - - - -

d——

a-t— - - - -
<agent SYSTEM ) - - - -
directory>/data \7

VATLERE A - - - -

7 - - - -
a-9-
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% 3-2. Windows ©7 7 A JL & HERR (I5)

% 3 & vRealize Operations Manager D& £ 154K

T4VOBMYEER INV—TEEE Jnark
7274 = a-J = BAMY ERFT BAHRY 3.

a-t— - - - -
<agent SYSTEM Gl - - - -
directory>/bin/hg-
agent.bat

VATLERE A - - - -

Oz - - - -

d—H—

1-v— - - - -
<agent SYSTEM Gl - - - -
directory>/bin/hg- —_ _
agentsh VATLERE A - - - -

7 | - - - -

a1-Y-

Q-1 — - - - -
<agent SYSTEM G - - - -
directory>/conf/* U —

s g . , , R
(confFsLyrup T 0F
DIRTOT 7)) AYVAR=IL A - - - -

a-9-—

a-t— - - - -
<agent SYSTEM Gl - - - -
directory>/log/* P

s a i _ _ R
(log 7« Lo kup 728
DIRTOT71IL) AVAR=IL A - - - -

a-T-

aA-t— - - - -
<agent SYSTEM Gl - - - -
directory>/data/* T

s a i _ _ R
(datas+ Lo rup 2728
DIRNTOT74IL) AVAR=IL A - - - -

aA-t-—

aA-t— - - - -
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T —

Jx Vb RANTHMBDR— K

I-Jx> bk JOvRIE #BlkAEER 2 DOMR— 1270012144 £ 10 127.0.0.1:32000 cax > r&EU Y AV LE
Yo CNHSOR— FFIABICEIDHTAIRTH Do, EBLGR— FESIIRLECENHVET, T-I Y RE A
AT =TT A ALODR— FEREEE A,

% 3-3. BRERLELR-

K=k Zakan 1G] axrvk

443 TCP RIE HTTP, TCP, #7712 ICMP TOREEFEDZHICT—Y TV R > TERSINET,

2144 TCP Ry WEER, Bl T—Y 1 hE FNEO-RRLUERTZI IV R 510 0[
OO ABBREICERASNET, I-Y v JOTRITOR-FETUY AV UE
ER
AR R—FBESIIERICEDHETEENTE, BELZBENHIET,

32000 TCP Ry NEPEM, BRI, T—-Y 1 bE, TNEO-RFRHIUVERTZIN VR 510
O7O2AEEEICFRINEY, I-Y vk TORRIITOR-FETUY RV LE
ER

ER R- FESIERICEOY T ENTE, BRDHBANHIET,

IT—2r bOWKE

38

I-VIVENRITTEVATLANET AT A REERTICHBEAE, ASNOEBATI -V 1Y FERET SHBEN
H2HAIL. YATLAPSTI -V UV -REHIRTEXY, DUROERTIE, ERICEBLET,

vRealize Operations Manager 12— — 4 >4 —J 1A 2&FERLTCI -V TV F UY—2EHIBRT B &Ik D,
I-VIVRAEERETESET, FMCOVTIE [T-Y Uk UY—20HIER (P.38)] &2BLTIEEL,

VAT LNBURSICA S5, T-Y 1V FEERTEEY, FMICOVNTL [T-Y 1V UY-—20E
7T (P.39)] &EBBLTREEL,
I—=2z> bk JJ—ROHIER

vRealize Operations Manager ##fA LTI~y TV UY—-EHRT 2 C&ICK). IV FIBAEEHEET
=F9,

FIRY SRS

DARIICESFSNIEA R Y T &AL TU Y - AORFMEEHIK I 2I1C1d. VY —ADFBICRRSND
Endpoint Operations Management Ty 1> ~ =7 VELHELUTHEET,

FIg

1 vRealize Operations Manager 1—t— 4 % —2J 1A/ 2D VXV U TV A TO-SICBBLET,
TETE AT I —ERETET,

EPOps 75 7% UR FEREZT,

[EP Ops Agent - *HOST_DNS_NAME*] #24R L £ 9,

[Edit Object] &4 U w7 LT,

I-VrIVhk b= UNFHNTHZI-Vz VD EERULET,

[Edit Object] ¥ 7O %7 Ry U A&BRUET,

[EP Ops Agent - *HOST_DNS_NAME*] #:&iR L. [Delete Objectl #2 Uw 7 UET,

o N O U~ w N
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% 3 & vRealize Operations Manager D& £/

I—> b UV—RADET

VAT LADREPIRENY )N SNBE, BESNLI -V Y FEETTEET, CNICE>TI-Y VI
BET -5 EEAT2ZER< BISHmERLCUY—RACDWTLR—-FTEEXY, TOEHICIE TV UY—
AEHIRY BRIICREZESNIZOERU F—2 &R L TH UL Endpoint Operations Management -2 > 7 7«
WEERTZ2MENGDEY, [T—Iz 2k UY—IOHIR] O7avaEsBLTIIREL,

FRAY BH1IC

B Endpoint Operations Management ~—72 VXZFHAREHINTND EEERUET,

B vRealize Operations Manager Y — )\ T~y 1V b UY -2 &HIRT BRICEFEINLUY - F—0 V%
EALET,

B TV hOERERERBLTVNS CEZRRLET,

Flig
1 IV baERTIZA-Y-TCI-—Yrob =020 TJ71ILEERLET,
Bl LT, 123-456-780 =0V EES =0 Y J7 M) &EERT 2R FERITUET,
B |jnux:
echo 123-456-789 > /etc/epops/epops-token
B Windows :
echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops—token
CORITIZ. F=0Y T7MIEHRET DTSV R I4—LTOT I D =0V DBFAICESAENET,

2 #HLWI-YTvh&EA1VAR—)LU, VRealize Operations Manager & —/UCE&ELEY, =22 J71)LIC
EESAFENC =V A IV TV Lo TA- FENCILEERLUET,

COT7IYIVERITIBICNE. TV FOEBERNMVETT,

IT—-2x 2 bOREDOEUE & EH

BRTIO-Id setup ANV E SAVBIHEFERLT, I—Y 1Y FALRBINET, ITICEERINTNSI—
VIV kM setup IV R 5S4 UD51¥ ep—agent.sh setup ZFEH L. BEBELRIBEREANTDE, HLW
registerAgent OV FAY —NICEEINET,

=N I—-IY 1V AT TICERINTVNRZEx2RETDE, BIDI—Y 10 B UY—EERETIC. £DI—
VIVECTHULWISA TV AR EXRELET, T—Y 1 MITIE. HVAERENH UVEAEREICESHBA S5NE
9, U—/\GEBAEZDZEE T ep-agent.sh setup IX YV RERITITDHE. FHUVWABAZEEEEIT DL DITRDD A Y
T—IUNRRINET, COUNEBEY A L FIERITI BICI3. agent.properties 7 71 JLICH UL\ —/GEBAED
HYLATU Y FERELTHS ep—agent.sh setup ANV REERITUET,

BT 2RI

I-YIVhOEREEEL T, AREOEEERETET,

Fla

® LiNUXR—ZADFRL—FT 14 VT Y ATATIE, T—Y 1TV DR LT ep-agent.sh setup A< RERT
LEYT, Windows R—Z20F XL —F 1 47 ¥ AF ATl ep-agent.bat setup IV REXRITLET,

T \QHAENEESNTCNBCEETI VIV FMRET D& Avt—INRTRENET, HUVIAESIE
WTEBECED2EOTHNIE, HLVERBEZTANETY,
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Endpoint Operations Management T—< = > D/ F@#H & EH

WMEITIG U T, vRealize Operations Manager U U — 2 &1F31IC, # L\ Endpoint Operations Management T —
VIV NVRIVERBTEEY,

Endpoint Operations Management T—> > HIZld, /Ity FP7y 75— IEB‘ESNETA, BFOTZF1UT 1
BEEEOI -V IV FORFDOIN—2 3 VvaA VA R—ILTIMNENHDET, VUT 1 DILATEF 1T AEEIL
VMware Ot+ 2175« ICET ZFBOHAM Y VRS> TEABNET, tF1UT(ICHATIFROFEY V&SR
LTLrEEl,

TOMDRETERT VT4 ET 4
T DA~ PN FERBL. RERT TV~ 3 VERA 0 (NERLET, RELR— HETOY
7L, RBAKZ R U —) UL TRASN TS Y — EXEEBICLET,
Y—NI-—HY—-Thor bREDHER

O—DI A-T-BLUVFAMY A-F D7 ATV FEFEICODVNT, AYERZI-—TF— TADY FAFEL TV
WHHERT 2 CEEDHENID LET,

TIVT =2 aVORGTICEELLNI-T = TAOV R BB AVTTUR STV AT VTIIRERT
NIV FOHICHRLET, ALY A== FHOY FHEOUE—F 7UERE, U—/(ORTFICHELBRNRO
FORADHICHRLET, CNEOTHTY FERIEICERSLUBEL TR,

RERTTVT—a EHKRL. BHICTS

RERT TV -3 VERAL Y= )\HEHIRLET, RELTFTUT -3 MBS (L. TBHOMRSEML/Cy F
MEASNTWRVWBEEEICLZEF 1T A REOURIAEEDET,

RELGR—-bBIPY—ERZENICT S
SOV EHATES—TY K- FOURAFCOVTI KA T—/IDT 717D 1 —LEBERLTEEL,

CORFAAVED [R—EBLUT0OFILOER (P.50)] 243 37T vRealize Operations Manager O&/NE
HELTURAREINTVENWIRTOR—-F (RBAR—-F) 270v7 LT, 5100 KA F—=/NETERITINT
W —E2ZEEL. AELY-EXEENICLET,
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XYM —0 FaVUT 1 EREGBE

TFIUTA LR TS50 70 2ELT, VMware (REB7 724 7V ABLVIRA F XV DRy D=0 BEH%
EEBROLORELZE T, F/o. VRealize Operations Manager MZF{ER— - EFER— ~OERIIR/NRICT 24
ENHVET,

COETIIRDFEYTICDNTHBLET,
B REVIUT—a3y A VA R—)LBADORY FD—IREDHER (P.41)
B R—RHLUTO L0 (P.50)

RIET 7V —2a 2 A A M=ILVADR Y T —OFBEDERK

VMware R87 754 7V AERA F XY VN RETHRARBBEDHEFAIT L OICTBICIE Ry FD-VBIE
REEBBSIURELETT,

FYNT=0 A2 =T A ADI—Y —HIHDBALE

TFa2UT A EORA TSUF7 0 2ELT, EROBDZ2A—F—ICOHRY D=0 A V5 —T 14 ADREEER
T2 EEHALTCKREE N, A —PRY FD—V AU =TI A RAERETDE XY FT—T LFaUT 1 A
NZZXLDINANAEF T - EXAMBIC OB BAIRMEN S VET, RV FD—=0 AV =T 1/ 2D —T—HlflE
FRIT DL DBBHEAMTHON TR NS EZERLTIES L,

Fla

1 2-Y-HEOREERRT BICIL. #grep —i 'AUSERCONTROL=' /etc/sysconfig/network/ifcfg* O
NV RERITUEY,
2 BAVUI—TTAZAMNNOICHRESNTNBIZEEEERLUET,

TCP Ny B IDFa2— A ADHRE

tFa2UT A EORA TS5UF702ELT VMware 7 7547V X RA R XYY ETTI7x)L O TCP )Xy 20
TOF 21— A e LET, TCP U —EXEEHRBEEMT dicolc, TCP /Ny o077 F 1 —0@ERT 7 4L
A RERELET, HRSNZT T4/l FE&EEX 1280 TY,

Fla

1 #hEnoVMware 7 754 7 VA RA XY ET# cat /proc/sys/net/ipv4/tcp_max_syn_backlog
ANV EFERITLET,
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42

2 TCP )Ny O7mF1— 4 XOHKE
a TFAFIFTaHT/etc/sysctl.conf J7 1 )LEFHEET,
b J74NICROIVEUEEBMTZCEICED, FTIAIWNFOTCP Ny o0OY Fa— UA4 XEZELET,
net.ipv4.tcp_max_syn_backlog=1280
¢ ZEERNBEREL. J7MIILEBRLEY,

JO—RF+ XL 7 RUVLRAAD ICMPVA T3 —%2EET 5

A —Fy A -y TORDL(CMP) TO-0 70— FFv A FCHET 5 &, BIRBRBICRBEREENS
. BEOHZI -V IV ARy D=0 Xy EVIETVPT RIAREMENSDET, ICMPVA T I—-£8RI 5
SOCVATLAZEBH T E. COLDBHENSRETCEET,

FIE

1 # cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts IX >V REERITLT. Y AT LNICMP 7
O—FFv AR T7RFLAIO-BREXGFELTCVWRWC EERERLET,

2 ICMPV4A JO—-RFv AL 7RLA IOA-—BREEBIDILIICKRA S Y RATLAEEBRLUET,
a TFRARIFTaHT/etc/sysctl.conf J7 1)L EHEEXT,

b ZOIVRUDENLICERESNTLARNEAIL, net.ipv4.icmp_echo_ignore_broadcasts=1 T
FUEBMULET,

¢ ZEERNBZEREL. J7MIILEBRALET,

IPv4 7B+ ARP £BHICTHKD KRR S RTLAEEBKRT S

IPv4d 7O+ ARP&EFEBRT 2L, VAT AIZ. HEM VT =T 11 ATEHBSNTNBZRAFOREE LTROA Y —
T4 ALTARP BERADIGBERETCEET, EROLVWISRAEBEZIET 3I1CE IPv4 O+ ARP #8423 3
MENHDET, TSN TVNDRY D=0 CTAVFEOT RLAEBEBRORAVNERILET 2(CIE. COXREEE
MLUET,

Flia

1 # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default|all" OY > FEEITLT.
JOF> ARP "EHICSN TN NEINERRLET,

2 IPv4A 70O+ ARP EEMICTBLIICKRA L VAT LAEBRLET,
a TFRARIFTaHT/etc/sysctl.conf J7 1)L EHEEXT,

b EAOICHESNTLWARNBEIE, TV FUEBNT N, THhICEDECHEOLIY FUEEHULET, B
EOICRELET,

net.ipv4.conf.all.proxy_arp=0
net.ipv4.conf.default.proxy_arp=0

C 1I2I2ZEERABRERTFL. J71ILERBRUET,
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FBABERY T =0 EFaUT 4 LRELBE

IPVAICMP UG AL O b Ay e—CEBRTHEDICRA S D RTLAZERT S

TFaAUT A EORAE TSI TFARELT KA Y ATFATIPVE A5 —Fy FEIEIAY £— 0 RO (ICMP)
UTALY E AvE-—INBRENS CEEBRALET, BREOHZ ICMP UY A LY F Ayv—IUBMERENS &,
FRIERENRET DAREENGVET, L—FIE ICMP US A LT F Ayt -V EERLUT. BEDEREEANDLD
BENLGI) — FAMEFETEIEERARCBAILET, CNSOAYEZ—VIE RAFDI—F T—TJIEERLET
M BEALEZITRE A,

Fg

1 RALYZFTLALET# grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep
"default|all" OX Y FZERITUTC, RAF Y ATATIPVAUST ALY b Ay z—IABEINZIANE I N E
FrvoUET,

2 IPVAICMP UG A LU b Avtz—VEBETDLIICRA N VAT LEBRLET,
a /etc/sysctl.conf 774 )lERATZ£T,

b ENOICHESNTVNREAIE. ROIY EUET 7AILITEBMT 2N, TNICEDETCEFEOI Y FUE
BFHUET, BEOICRRELET,

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

C ZEERABRZERTEL. 77 1ILEBRUET,

IPVOICMP U5 AL O b Ay t—DZBBTHLIITRA S S RTLAZEKRT D

TFAVFA EORZAE TSU0F 0 2E LT RAR Y ATATIPVEO 405 =%y FElfIAY - 70O F2JL (ICMP)
UTALT Ay e—INMEIRSNZ CEEMALET, BEOHZICMP US ALY R Avtz—IUhMERIND &,
FREERENRET DAREENDIET, IL—YIE ICMP UTA LY F Avt—I&ERLT, BEDEREENDLD
BENZII - FNEFETDIIEERA RS EET, CNSOAYEZ—VIE RAFDI—F T—TILEERLUET
M BEALEZITRE A,

FIig

1 RAFYXFLLETH# grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep
"default|all" OX Y RERITU. IPVOUSA LY F Avz—IQBEINZAESIAEF T VI UET,

2 IPVOICMP USA LT R Avt—VEBRITZLICRA L VAT LAEBRLET,
a /etc/sysctl.confZRHWT, IPVOUSTA LI F AvtE—VEBMRITDLIITRA R VAT LEBRLET,

b @BAOICHESNTLWALEEIL XOIY FUET7AILICEMNT 20, TNICEDETHEFOI Y FUE
BEHULET, EZOICRELET,

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

¢ ZEERNBEREL. J7MIILEBRLET,
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IPVAICMP U5 A LU b EETTHEIICKRA N Y RTLAEERT S

TFAUTALEORAE TS5 T4 AELT RAR Y RAFTATIPVE 4 0% —xy RElfIA v —2 770 F3JL (ICMP)
U ALY FAESENZ CEERBLET, L5135 ICMP US ALY F Avt—VEERL T, BHEDEEEAD
BEO)I— FABFEETECEET—NCBALET, COAVT—VICIE YATFLADIL—F F—TILHEDEENSE
NTHY. xY D=4 FROVOEEMAHES N DR D D ET,

FIIg

1 RALYZATLLET# grep [01] /proc/sys/net/ipv4/conf/*/send_redirects|egrep "default|
all" #R1T0TC. IPVAICMP US A LY FhiEBSNZ &R LET,

2 IPVAICMP US A LY FEEBTDLIICRA L VAT LAEBRLET,
a /etc/sysctl.conf 77 J)L&EFRNT. RA+ VAT LZEBRLET,

b EAQICHESNTLWANBEIE. ROIY FUET 7AILISEBIT 3D, ZhICEDE CHEOLIY FUE
BEHLEI, BEEOICRELET,

net.ipv4.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

C ZEERABZRTFL. 77 1ILERLET,

IPv4 DHFRARBA/NT v b & O JICREHRT BIZHDRA K AT ADIERK
TFAUTAEDRAE TS50 F 1 AELT, KA VAT LD IPVA QEFATHE/ Ty FEOVICREL TG CEE
RUET, HATH/ Ty FC2 BHTH2 CBRSNTN BT RLANEENET, AvE-YEDJCRETS
FSITRA VAT AEBRT 5. MBYLRBRCETROREERETSET,
FIE

1 # grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep "default|all" OX > FZEEITL
T. RAEAIPVA OEFRARE/ Ty FEOVICEEBLTV DN EINEERLET,

2 IPVAQEFRABE/NTY FEOVICRRBITDILIICRA S VAT LAEEBRLUET,
a /etc/sysctl.conf J7 M IILERANT, RAF VAT LAEERUET,

b EALICERESNTWANGEIE., ROIY FUET7AILICEBIT 2D, ThICehbE THEOLIY FU%E
BEHLEI, BEELICRELET,

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

C ZEERABZRTFL. 77 1IILERLET,

IPv4 UN=KX NZX T4 WE I TEFERTDEDICKRA S AT LZERT S

TF2AVT A EORIE TS0 F7 0 2E0LT, IPVA U= )X T ILZ VU T EERT DL IICIRA F XV &R
LET, UN=Z X TAIITUVTIE =AWV =X P RELREF DIy B £l — FARETO1T Y
T=J1AADFEERLTNRBWT Y FEV AT AICEESESZET, BESNIEY - XA TV ELANLSRELET,
A cHNERY. U= NX TNV TE@EBTEEIICVATLAERBHLEY, Y AT A O-ILICE>TIA
UIN=Z R TNV TICEOTESERBR S T4 v IMBESNDCENHDET, COLOIGE. LVEARR
T-FEERTIN YN N TAINWI VT EREICEDCTIVENELDZZENHVET,

FIE

1 RALYRZTLLET# grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|all"
ARVEERITLUT, YATATIPVA U= R TG UV ITMERASNTVN SN EIAEF TV I UET,
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FBABERY T =0 EFaUT 4 LRELBE

2 IPVAUNR=R IR T4 )WV TEFEBTDLIITRA L VAT LAEEBRLUET,
a /etc/sysctl.conf 774 )LEFRANT, RAF AT LAZEBHRULET,

b EALICHRESNTLWANWBEIE. ROIY FUET 7AILICEBIT 2D, ThICEDE CHEOLIY FUE
BHLEI, BELICRELET,

net.ipv4d.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

¢ ZEERABZRFL. 77 MILERLET,

IPVA X Z DT DL DITRA N Y RTLZEBHRT D
THFIUT A EORAF TS5957 4 LT, KA VAT AT IPVAERMER S NG CEERRLET, HESNE
V=5 TRV AT LN P EREEFTS L SICBRSNTINBHE, COVATLEBALT, *v FD—2 F/IMRT
T MEESNEVBEDIAERBTECEICEY, Ry FD—7 £F1UT A AN NAETNEENBVET,
FIIE

1 # cat /proc/sys/net/ipv4/ip_forward I<X > RERITLUT. RA T IPVAEENBERSNEAE S 1 E
BRLUET,

2 IPVAERXEERTDILDIICKRA S Y AT LAEBRUET,
a Jetc/sysctl.confZHI\T, RAF Y ATLAEEHRLET,

b @BHNOICHEEINTLWANEEIL. ROIVFUET 7AILICEBMNTEMN BULIICHEOI Y FUEEH
LET, EZOICKRELET,

net.ipv4.ip_forward=0

C ZEERABZRTFL. 77 1ILERLET,

IPv4 ) =R NW—F 4 > TENFNT Y bOEEXERET DL DITRRA N P RTLZERT D

V=2 N =T A TEN)\Ty FEEBT S E. INTY ROV AN LY TERSNTNIRB LIRS /(XIS
BOTUL=FBIT Y FEBRXT DL DICHRTEDLDICADET, CNEFALT. Ry FI=70EF2UT 30
BN ANAENDZENHIET,

IPVABREAERICE > TNT, Y AT AL - ELTHREL TV ZHBERE, TOEFE. V-2 -T2 7ah
b2 7490 QBXICOHFBASINET,

FIE

1 # grep [01] /proc/sys/net/ipv4/conf/*/accept_source_route|egrep "default|all" O<>
FERITUT, YATALATIPVAY = )—FT a7 &niz)\0y EAMERSNEWAESIHERRBLET,

2 IPVAY =2 =T a o TENINTY FOEEEESDTELIITRA N VAT LAEBERUET,
a TFAFIFTa45T/etc/sysctl.conf J71)LERHEET,

b ENOICHERESNTLALEZAEIL net.ipv4.conf.all.accept_source_route=0 &
et.ipv4.conf.default.accept_source_route=0 N0 [CRESNTN\DEEREALET,
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TANFBENZVBED/ ZEREITZZEICLD. ZY FD=7 2F2UT A MM NRENZZERHDET,

FIIE

1 # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" OIX > FEETL T,
RAFTIPVO Bk AMER SN N E DN TR LET,

2 IPVOEREERTDILIICKRA S Y AT LAEBRUET,
a /Jetc/sysctl.conf £FI\C. RAF Y RATLAEEHKLET,

b ENOICHESNTNREEIE. ROIYFUET 71JLITEMT 2H. TNICEODETCEFEOI Y FUE
FHLEY, BEOICHELET,

net.ipv6.conf.all.forwarding=0
net.ipv6.conf.default.forwarding=0

C ZEERABZERTL. 77 1ILERLET,

IPv4 TCP Syncookies AT 27bHDRR b 2 R T ADIEK

46

TFAVTA EORA TS0 F7 1 2EULT KRR R 227 AT IPv4 Transmission Control Protocol (TCP) Syncookies
EERBLTCVWSCEEBRLET, TCPSYN D2y F 1 VU KREIL, ¥ 27 LD TCP #Hfi7 — 7)1 7 SYN_RCVD k&
OEFETEIETCEICED, Y- ABEES|ISERIT AN G D FET, Syncookies [d, ##HD ACKEZEL T =
VI-IHEMRERERH CHIISYT 4 VT V—ATIIRBVWENERINDE T, BHEOBHETHENLDIC
ITBFELTT,

COFEIF. BEENOFECIIZEICEABELERAN. T3V T 1 VT REOREFRICOFBM SN, BREEKR
DIBEMBT LN SV AT LERETSEY,

Flia

1 # cat /proc/sys/net/ipv4/tcp_syncookies OV RERITLT, KA ¥ X7 ALTIPVATCP Syncookies
EFERALTWANQESHEERLUET,

2 IPv4 TCP syncookies AT 2 LD ICRA F Y AT LAERBRLET,

a /Jetc/sysctl.conf #FHI\T, RAF Y ATLAEBHLET,

b EALICHEESNTLWAVBEIE. ROIYFUET 71ILICENT 2N, BULSICHEOLIY FUEEH
LET, BEELICKRELEY,

net.ipv4.tcp_syncookies=1
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1 RALYRTALLET# grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|all"
ERITUC. YATAT, BETRVRDIL—FBMEA VY —xv Ay - 7O R3JL(ICMP) U5+ L
D FDRITANNMESESND ZEEBRBLUET,

2 IPVOIIL—BAEEETDLIICHRA L VAT LAEBRLET,
a Jetc/sysctl.conf J 71 JLEREET,

b EAQICHESNTLWANBEIE. ROIY FUET 7 ILICEBIT 2D, THhICEDE CHEDLIY FUE
BHLEI, BEOICHRELET,

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

¢ ZEERABZRFL. 77 MILVERLET,
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FIE

1 # grep [01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep "default|all" <>
FEERITUT, BETRHRIVRDRA S VAT ATIPVO )L -9 BFENMESININEINEERLET,

2 IPVOIIL—YBFEEREERITDLICHRA L YATLAEBRLET,
a /Jetc/sysctl.conf #F=x9,

b EAICHESNTWANBEIE. ROIY FUET7AILISEBIT 2D, ThICEhE THEOLIY FU%E
BEHLET, BEEOICRELET,

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

C ZEERABZRTL. 77 1ILERLET,
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BLET, EFIEDIL—Y TUTF7LVRICED =9 TUIT7LYAMREDFY, 7 ELADENICE DY
ToN2GA. BEOIN -9 TUIT7 LU RAERET 2WEITH D EE A
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1 RAFYRAFLLETH# grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep
"default|all" #ETUT, RAL Y ATATIPVO L -9 BENEESINIAEINERRLET,
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net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0
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1 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep "default|all" #=E{TLT.
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a Jetc/sysctl.conf J 71 JLEREET,

b EAQICHESNTLWANBEIE. ROIY FUET 7AILICEBIT 2D, THhICEDE CHEOLIY FUE
BHLEY, BEOICHRELET,

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0
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1 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all" IX > F%&
RITUT, RAF YRTANIPVE )L =5 DRy THIRBEEIERT D EEHALET,

2 EAOICERESNTVERNBEIL, PV L -5 BHORY THRBZEEETT DLIITRA R VAT AEBRLE

ER
a /etc/sysctl.conf 7741 )LERATZ£T,

b EBAOICHESNTLWALEEIL XOIYFUET 7AILICEBNT 20, TNICEDETHEFOI Y FUE
BEHLET, EZOICRELET,

net.ipv6.conf.all.accept_ra_defrtr=0
net.ipv6.conf.default.accept_ra_defrtr=0
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1 # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" OX> FEEITLT,
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a Jetc/sysctl.conf J 71 JLEREET,
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net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0
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1 # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "default|all" OX > FZEFET
LT, RA R VAT AT IPVO EBEBENESINENE DN ERRBLET,

2 EAOICEREINTNAVEEIL. IPVOAMEBEELT 2L IIRA N VAT LAZBHRLUET,
a Jetc/sysctl.conf J 71 JLEREET,

b @BAOICHEEINTLWAWEEIL ROI Y FUET 7AILICENT 20, TNICEDETHEOI Y FUE
BHLEXI, BEEOICHRELET,

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

¢ ZEEABZRFL. 77 1ILERLET,
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UELBHERET dLENH VXY,
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1 # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep "default|all" IY > FEFEITL
T. RAF Y ATATEDYETEZENTES IPVO 7 R LADRRBAHREINTNEINEINEERLET,
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