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m  Azure VMware Solution T vCenter Server OFRiHEH ZEH L T vRealize Operations Manager [Z
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LEtA.

D IV RI-—HP— (U SRIEREEET BREREI\ =0, pDRS PHRR MR—ADESHFADBMES
B7—s0- KOBBEIYR— FSNELA,

B BEREISCVEIVR A-—HY—-([CRRINFHALD. ThZTND VMDK [FRREINET, ZOHRER.
VRealize Operations Manager (FEE VMDK DR&EL LT, ERTIVLENHDERLELET,

VMware, Inc. 49



BEAA R

Google Cloud VMware Engine

Google Cloud VMware Engine Tld. laaS 2 A TEEd. NTUv I IS5TRDRAT—)LEFKIEEFRAT
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Ao IAM a2V —)VEFERA L TROEREZEMT AHENHY ET.

elasticmapreduce:DescribeJobFlows
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Management Pack for AWS #9353, Amazon H—/I\DST7 VR F—ETS5AR—F F—ZWET
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"Version": "2012-10-17",
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{
"Action": [
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"cloudwatch:Describe*",

"cloudwatch:Get*",

"cloudwatch:List*",

"logs
"logs
"logs
"logs
"logs

:Get*",

SLatstEE,
:Describe*",
:TestMetricFilter",

:FilterLogEvents",

"sns:Get*",

"sns:List*"

] 4

"Effect": "Allow",
"Resource": "*"
}
1
}
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Y—ER WA
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describeVolumes (. EC2 4 —EX&H 7
RS54 T BHBEICDOHLETT,
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ETY,
EMR EMR Y —EXEH TR 54 TF2BEICH
£TY.
RDS RDS #—EREHYTRISA T BBEICH

VMware, Inc.

2TY,

FERR

FHERRD U X MMZDWWTIE. [Cloud Watch

Read Only Access json] #8BL T

AN

SEMIC DUV TIL. [EC2 Read Only Access

json] #ZRBLTSEE,

HERRD U X MDDV TIE. [Elastic Load

Balancing Read Only Access json] #%

BLTSZE 0,

Eu

"Effect": "Allow",
"Action": [

"elasticmapreduce:Describe*

"
’

"elasticmapreduce:List*",

"elasticmapreduce:ViewEvent
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IRTADRDAUR Y VU—EREALT, UVY—R I —TERRTHILEDHTEET,

VMware, Inc. 68



BEAA R
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Remote Collector 8.1 (&
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JBoss 711
13.0
20.0.1
MongoDB 4.0.8
4.0.1
3.0.15
3.4.19
MS Exchange MS 2016 - 15.1
MS IS Windows Server 2019 : 10.0.17763.1

Windows Server 2016 : 10.0.14393.0
Windows Server 2012R2 : 8.5.9600.16384
Windows Server 2012 : 8.0.9200.16384

MS SQL Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2017
Microsoft SQL Server 2019

My-SQL 8.0.15
5.6.35
Nginx 1.12.2
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Application Remote Collector 4o >O0—RELVF7OALET,

vRealize Application Remote Collector @7 7O OFMICD L\ TIE, vRealize Application Remote
Collector 7704 #8BL T /EELN,

2 IRTOFHREGE®EZLET.
FHRICDOWTIE, AREHESBL T ZS 0,
3 77U —3> UE—F QLYY EBMBIVERLET,

vRealize Application Remote Collector DBEOFMICDWTIL, [T 7UT— 3> UE—F L5 4]
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4 BRUEREY VICI—Cz v bEA VA M=ILLET,
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vRealize Application Remote Collector DF 7O/ £/=(37 v 75— R

vRealize Application Remote Collector »F 704

vSphereClient £ L T vRealize Application Remote Collector #5704 LET, 7745
vRealize Application Remote Collector OVA 7> 7L —hETFJOA4 T 5 EMTEET,
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WESFDO—-RTBHIEMTEET, VRealize Application Remote Collector OVA 77 A J)LE&EF o> O—
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#F: vCloud Director #{EH L /= vRealize Application Remote Collector ®F7AA (FHR— b TWE
HA,

BELQERY -2 TlE. NTP (Network Time Protocol) #ERALET., T2 RARA > MrAETT
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[OVF 7> 7L — hDFTOA] R=2T. ROVWFNHERFTL. [RN] &2 U v o LET,

o AVF—Fy hEICEMNTINS OVA T Tl —bAD URL D> TWSHEF. 20 URL &
[URL] 74 =)V RICABLET., YR—bFHRO URL V—R(E HTTP XU HTTPS T,

¢ VRealize Application Remote Collector OVA 7 7 A/ JL& 4 O— R LAFEIL [Local file] &4
UyolL., Z74IVOEMESRUTGERULET.

[Select a name and folder] R—L TR > >V E /=3 VAPP O—EBE0D&RIE AN L. T70OA 5% %R
LIxkN]ZOUyoLET,

RIS DT 74 MEIL BIRLEZ OVF £/2( OVA T 7L — bO&RIERILUTY, T7A4IINMEEZ
B3 515413, & vCenter Server (RIEEX LY TAINIAT—EDZIMERERLE T,
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[UY—REBIR] R—T, TTAA LEREBIY Y T V—hERTTIHIVY—REFRL, [kN] &#25
Dy o LET,

[Review details] R— T, OVF £7213 OVA 7> 7L — bDOFMEHEDRL, kN1 &2 v o LET,
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) vRealize Application Remote Collector.
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Ryd— VMWare,
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[Select storage] XR—< T, 7704 &M= OVF £/2E OVA T T —rD 7 7 A1V EWRINT BIBFRE R
FEEELET.

a REvYY A=Y RUS—ZEEBIRUET,

ZDFATaviE, =Ty UY—RTAML—2 RUL—DPERTHE>TWBIBEICOMERATEE
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Fy hD—5 FONRF4 Ry hT—4 TAONT 4 EZHRELET.
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OVA OF 704 5% T L=56. vCenter Server Wo{RB7 7547 RICAGATEET, A VA =)L
LIERETY 7547 REH0Y v LET, [Open Console] 20U v o LEd, KROBRISHREFERL
<. A4 LET,
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CEEMFRELET,

m VRealize Operations Manager (CAZA > L. 77UT—2a v ERE#ERLET.

NTP %E DR

vRealize Application Remote Collector ODHmHFH/N—2 30 EA VA M—ILTBIDHEF/N—2a Ty ToL
—RUEBIC, T70/0—8EL T, ERABIEBEZZTETILENHY £7. VRealize Application
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VAR=IVEARNY Y IDIRETHIBENRELET., T2 RRA 2 MRET T > vCenter Server, ESX 7RX |,
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R AR

1-1. R— ~EERE L U vRealize Operations Manager.

— A V=T TARADEDI—C Y bDA VR L=))

vCenter Server, T RKRA >V ~EDBIE (A—Y

_______________________________________________

LCM 3> bA—JL /XX
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BREEnf-HY—EX
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HTTPS HTTPS
Exd=210 #ho
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FrRIL
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AppOS
THETR

LCM o> kA—JL /iR

aykA—JL R

— F—H XA

@ T rRSYIRERIUTI-CI O
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@O LHR—FY—ERBLVOS A LYYY
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O 77U —var ArY v DEE
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12 ROUTRR=—RI-Cz VMDA VA M—IVICEATZR— MEREIV R RA Y MEDBE

SALT Minion

LICMay ra—IL FyRIL : S .
SN © o 2T EEZE EEE
—>

Telegraf

77
r—i3v
ARy

o > VRealize
HTTPS Operations
ToP 20 gy RSO CPEN Manager

TCP
=10
4505,

4506

A
HTTPS #Z2E D
9000

— ayhkaO—JL /R

— F—4 "R

(1) T—hrR Sy TRETD U/
I—CzUhDAVR =L

@O LK+ ¥y—EX
O TSI DT TFaR—}
O 77U r—vay AUy IDEE

vRealize Operations Manager & MBS DRTHRE M

vRealize Application Remote Collector & vRealize Operations Manager ®/\> R A4 VRITHERT
NTOAHRFHEB L TWSZLEHRELET,

LUFmZDOrHRRHETY .

m  vCenter Server 7 ¥ 74 &l L2 L 2R L E 7. vCenter Server 74 74 73 vRealize
Operations Manager TH#EH N TL\% vCenter Server —H— 7 hW > MI(E, &R Guest
operation modifications. Guest operation program execution. Guest operation queries

PBETYT, U DLsDI—2z 2 bDA YA M=)V ZBRLTZE,

m  VRealize Operations Manager /5 vRealize Application Remote Collector ®7R— k 9000 LW
8883 [CEETESHLEMHRLET,

m  VRealize Application Remote Collector #4 o> O—RLF7AA4LET.

vRealize Application Remote Collector (£, [T U — 3> UE—b QL IIDER] R—20D [FD
A=K7 &0 )y o LTCH I O—RTEET,

vRealize Application Remote Collector @7 7O MEMIC DV TIE. vRealize Application Remote
Collector 7704 Z#8BL T /ZE N,
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m VRealize Operations Manager & vRealize Application Remote Collector T NTP %ENREIL TLY
B EEHALET, NTP 2#mB9 51213, NTPREDEBRESBL TS0,
vCenter Server & DBIEDFIREH

vRealize Application Remote Collector #3 vCenter Server SBIETED LD ICHEMT N TORHERHEZ
WELTWAZEEHERLET.

m I VRKRAVFMERANT S ESXi 4 X4 R &E vRealize Application Remote Collector T NTP :%&E
DRELTWAS I EaERLET.

m  vCenter Server ®7;R— k 443 [Z vRealize Application Remote Collector 7 VXA T=& 7,

B J—2J0-—RIVRRAEDBTFTTOALEINTINS ESXi DR— bk 443 [C vRealize Application Remote
Collector 87 VLA TEZWENHY LT,

m  Platform Services Controller ®7R— k 443 [C vRealize Application Remote Collector 37 X T
EZHZVEBHY ET, 8D Platform Services Controller Zf&EH L T vCenter Server M E N TLY
HiFHIFE. ZOR—-—bEREET.

m  vCenter Server 7 ¥ 75 ik L= L EMRLE T, vCenter Server 7474 7 vRealize
Operations Manager TER SN TL\5 vCenter Server 1—H%— 7 A7 > ~ZIE. vCenter Server L
NIVDFHAHEY 7 I REE I RDIERDPVETT :Guest operation modifications,Guest operation
program execution, Guest operation queries, U MSDI—L 2 hDA VA=) ZS5BLTL
20N,

I RARA Y MEDBIEDRIREMS

vRealize Application Remote Collector ET > RiRA >V MDAV R 1A R(CHERRHRSEGE B/ L TW
5 LEMRLUET.

LUF IS 2 DRIHERMATT .

B IVRRAVINERAMTBESXiA RZ R, I RiRA > b LU vRealize Application Remote
Collector T NTP BEMREIL TWSZ EZ2HRLET.

m I RKRA2 D VvRealize Application Remote Collector @7R— ~ 8999, 4505, 4506, H LU 8883
TUOCRTEDZLEHRLET,

n RETIUICI—CbEAVRN=IVTBITE TR MREDERDHETT ., vCenter Server 74 7%
3 vRealize Operations Manager T#mB =N TL\5 vCenter Server 21— — 7 h U2 MIIL, &R
Guest operation modifications. Guest operation program execution. Guest operation

queries BMHETT,
. TADYSMEROFREG. FEHICDNTE, - — TAU Y bOFHRESH EZRL TS,
m I RRAY MREY S OBREMF.
m  Linux OE#
a<¥ > R : /bin/bash, sudo, tar, awk, curl

N4 —3 t coreutils (chmod, chown, cat), shadow-utils (useradd, groupadd,

userdel, groupdel)
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ROYTRRTEHFATHICIE. /tmp TAL I RJIIROV N RA D NEBRLET,
s Windows 2012 R2 DZE 44

IVRRAVPEIZN=BIN CS UM LATEHITHIVEDHYET, FMICDONTIE RO XV ES
BLT<iEEn,

s Windows OE 4
B VisualC++ ON—=2 3 o 14 LIETHAZ EDNBETT,
B Windows OSRIEET LV DNT A —T VR EZY—EFNTHHLENHY ET,

B I—C1 o hEACRMN=ITBIREYTS T, VMware Tools 34 VA —JLEN, BTSN TOWRIZHED
HUFET, YR—FEINTWS VMware Tools D/NN—2 3 > [CDNWTlE. DU oE Uy LTLES
(AW

m TS0V DTIOTAN=2a v T TURKRAVMREIY S EDT7 7 A4) (SSLIEFERD Y >4 7 > MR
E7/38) DIBFBVETHD5EE. arcuser WENSD T 7 A IICT &R T B2 D@ 7n5wMHH U &R
M. FTOHEAELVO T 7AIICKESNTWBIRENHYET,

X EREBRT I AN TS TA VTRRENBIBEF. TS57A40DT7 074 X—=2 a3V EBICEELED
7 A VDB IS B4R %E arcuser [CfT5 LT &Y,

aA-¥—Thor rORREM
I—CzbDAVRA=VICHER, - = T7hO Y bORRFEDPHYET,

Windows I RRA > b DORIREME
m I -2 bhEAVRM-ILT BIHE.
m O—H—(3. BEE
n EBEIIN—TICBLTWSIEES,
Linux T> RRA > hDORHERM
B /tmp YOV MRAU NI exec kU ATV EFRALTR U NS HALENHYET.
B RDFTM /etc/sudoers [CHEHETHIEEHERLET.

l.root ALL=(ALL:ALL) ALL
2.Defaults:root !requiretty

3.Defaults:arcuser !requiretty

root 1—H—(CH L T/NXT— RO sudo MIT TICEMTHE>TWBIEEE. (1) ZEETEET,
requiretty 24 7ICTBLDICIT Y RRA 2 MRET D U T TITEBRINTOWSEEE. (2) BXY (3)
EERRTEET,

Linux T RRA 2V bDIFE. A VA=)V AP —ERABI-—Y -1 E 2002 —-ThHU > MBHYE
ER

M4 A=)V A=Y —DFIHREHE]
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Linux T> RRA 2 MIE ROVWTNDDA A=)V - —Z2FRATEET,

root 1—H— - IR TDIER
TRTCDIERZHFHFDIE root 1—H— -

JE root 21— —F =3Ik root I—H— FIL—TF(TWHFTB/XRXT— RO/ sudo HFRT7 VX,

bob EMEENZI—H—D/XZAT— RO sudo FET7 I/ XAEFMIZT SIZIFE. bob ALL=(ALL:ALL)
NOPASSWD: ALL % /etc/sudoers [CBIMLET,

bobg EMEENBEI—H— FI)L—TD/INAT— KDL sudo ST 7 REFMICT SIZIE. sbobg
ALL= (ALL:ALL) NOPASSWD: ALL % /etc/sudoers [JIBMLET,

BEDHERE v b&FDIE root 1—H—

BEDITY RIZT7 VR TESIEroot A—H—(IxT H/NXT— D7 sudo FHKT7 /X,
ARC_INSTALL_USER [CX L T/SR T — RD7RL sudo F&T7 v E R EBMIZT I, sudoers 774 )L
[CxRDMIETHI MU EEBMLET.

Defaults:ARC_INSTALL USER !requiretty

Cmnd Alias ARC INSTALL USER COMMANDS=/usr/bin/cp*,/bin/cp*, /usr/bin/mkdir*, /bin/
mkdir*, /usr/bin/chmod*, /bin/chmod*, /opt/vmware/ucp/bootstrap/uaf-bootstrap.sh, /opt/
vmware/ucp/ucp-minion/bin/ucp-minion.sh

ARC_INSTALL USER ALL=(ALL)NOPASSWD: ARC_INSTALL_USER_COMMANDS

For example,for a user bob, add the following lines to /etc/sudoers:

Defaults:bob !requiretty

Cmnd Alias ARC INSTALL USER COMMANDS=/usr/bin/cp*,/bin/cp*, /usr/bin/mkdir*, /bin/
mkdir*, /usr/bin/chmod*, /bin/chmod*, /opt/vmware/ucp/bootstrap/uaf-bootstrap.sh, /opt/
vmware/ucp/ucp-minion/bin/ucp-minion.sh

bob ALL=(ALL)NOPASSWD: ARC_INSTALL USER COMMANDS

[RITRI—Y —DRIRRMA]

RITEI—Y—% Linux T2 RRA > M THERT BHEICIE. BEIEFED 2 D8HUET, RITEI—H—(2I1L,
BEDRZAITH D arcuser CZEED Y )L —TTH B arcgroup BEIUETENET., T 74/ MTIE, arcuser &
arcgroup MHEERICIERRENE T, arcuser & arcgroup ZFHTHERT 5L UTHEOEMRICAYET,

FETERE Nz arcuser LU arcgroup,

arcgroup & arcuser L. arcuser D74 <Y J)—TEL LT arcgroup ZBhEMIFET. L
TINEDEHTY,

a arcgroup &, arcuser D74 IIN—TTHZDIVEBHYET,
7=EAIE moa<y REFERLT arcgroup XKW arcuser 24 TE £ 7,
groupadd arcgroup
useradd arcuser —-g arcgroup -M -s /bin/false

b arcuser (FdR—A T4 Lo NUIEL, HDATAY P 2IANDT IV ERIELTERTZIVENHY ET,
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=& ZIE. arcuser LU arcgroup ZEBIML=ED arcuser M etc/passwd T MUIERDELD (I
TYUET,

arcuser:x:1001:1001::/home/arcuser:/bin/false

c arcuser [Z(F, RIZFEEEINTWBEDIT, NRAT—=RDEWT N TOERE/Z(Z/NXAT— RO NEED
¥Rty FERETHVENHYET,
R1TEF arcuser [T L T/NRAT— KD sudo F1&87 VL REFMIZT B (Z(F, sudoers 7 7 A LIk
DT HI M) EEBMLUET.
[TRNTOHER : ]

arcuser ALL=(ALL:ALL) NOPASSWD: ALL
MFEDERE Y b ]

Cmnd Alias ARC_RUN COMMANDS=/usr/bin/systemctl * ucp-telegraf*,/bin/systemctl * ucp-
telegraf*, /usr/bin/systemctl * ucp-minion*, /bin/systemctl * ucp-minion*, /usr/bin/
systemctl * salt-minion*, /bin/sytemctl * salt-minion*, /usr/bin/netstat, /bin/
netstat, /opt/vmware/ucp/tmp/telegraf post install linux.sh, /opt/vmware/ucp/bootstrap/
uaf-bootstrap.sh, /opt/vmware/ucp/uaf/runscript.sh, /opt/vmware/ucp/ucp-minion/bin/ucp-
minion.sh

arcuser ALL=(ALL) NOPASSWD: ARC RUN COMMANDS

NTP E DR

vRealize Application Remote Collector DHHFH/N—2 3 FA VA S—ILTBIDHEHF/N—2a 2 ITy ToL
—RUEBIC, T7O0/0—8EL T, ERABIEEEZRZTETILENHY £T. vRealize Application
Remote Collector & vRealize Operations Manager O THRZIFZREMNEEL CWVEWE, T—2 2 bDA
VAR=ILEA MY Y IDIRETHIBENEELET., T2 RRA 2 MRET >, vCenter Server, ESX 7RX |,
B LU vRealize Operations Manager @ET NTP (Network Time Protocol) Z{#R L THXE(ZEZ % FH
LET.

FIE

1 vRealize Application Remote Collector 7 7547 R ICAJ A4 L. /etc/ntp.conf [LHD
ntp.conf 77 A IIVEZELET, ROELTROITZEEMLET,

server time.vmware.com

F 1 time.vmware.com (FBEUIAZRZY —N\RETEESHTWAET. BZY—/D FADN £/£FIP 7 RLX
EFERATEET,

2 ROOAXYREADLT NTPFT—EVZEHLET,

systemctl start ntpd

3 XOavYREAALT NTPF—E2ZHMICLET.

systemctl enable ntpd
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4 KROATVRERFTLT NTPDBELSKEBRINTWANED DEHERLET.
ntpstat

NTP DIELKREIENTNSIEE(E. ROLDEA Y- DBRREINET,
synchronised to NTP server (10.113.60.176) at stratum 3
time correct to within 50 ms

polling server every 64 s

T7V—=ary UE—bk abL IS DEMEERK

(77U —23> UE—FQALIFIR=HETTUs—a3> UE—h QLIS EEBML. I-C 0 MET
TV —23> BY—EXRDSATHA VN EEBTHLDCERTEET.

vRealize Application Remote Collector ZEMUEKT 5IC(E. A Za—T[EE]zsUv oL, ERDORA
TCHER]- [TV —2a>y UE—k L oy] #8IRLET,

F: 77U —ary UE—bF AL IS EBINTSEE(CE. VRealize Application Remote Collector &
VRealize Operations Manager OEDELREANHEAETYT . BUREMLRBEINTWVEWE, 7 FUTG—2 3>
UE—F QLI IDEBMEICTRA MEENEKT S, I—-C2 0 MDA VRNV THENRET S, T—-z b
EAVAR=ILUIERBROA MY Yy JIRETHEENIRET S, REOBEMSEEET. FHICOVTIEZ. T—2z b
DA VAR=IVEARN) Y ONREDREBEE NS TN a—T4 I LET. EBBLTIES,

vRealize Application Remote Collector M7 bZ 7V 2 —F 1 »Z 12D TIE, vRealize Application
Remote Collector O#ED b TV a—T 4 VI ESBLTLES,

b=t
IRTOFREHEH/LTNS I LERRLET, FMICDONTIE [FHREM] 28BL TS,

FIE

1 vRealize Application Remote Collector ##mR 3 5(CIE [T 7V — 3> UE—F L IF]IR=DT
GEM] 7A4a>&0 )y o LET,

2 [T7U7—=2ar UE—baLss]IR=ITE UTOFHMEANLET,

a VRealize Application Remote Collector @1 > X ~—JLEFIC#ERK L 7= vRealize Application
Remote Collector DEL{EH K X 1 % (FQDN),

b admin OI1—H¥—-ZFLTETEZEHA,

c VRealize Application Remote Collector @1 > X k—JLEFIZ#RK L 7= vRealize Application
Remote Collector @ APl /XX T — R,

d [N]1Z=0Uvw I LET,
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3 [vCenter Server DX v EV T R=TUhs, ROFIEETNET,
a VRealize Application Remote Collector 2~ v E> 93 % vCenter Server ##iRL £ 7,

vCenter Server % vRealize Application Remote Collector ICx v EV S LEE. RAY T4
AZa—ICERREINEEA.

b VvRealize Application Remote Collector [CT v EXFENTL\% vCenter Server R — 2 (TRR
ENET,

¢ [FRMER]IZ2V v o LT, BHRERLELET. IASOHEREARE] S T7AY Ry JRADBRRSN
Y, FHETELAATTHNE [RIAND] E0) v o LTS,

Ty ErIEniz vCenter Server BFRaICZEDL>215E. Zhld vRealize Operations Manager 5
vRealize Application Remote Collector SBIETERWNWIEEZERLET. Yy EVIENhiE
vCenter Server Bg&ICE D > /=154E. Th(d vRealize Operations Manager %3 vRealize
Application Remote Collector EBETESHZLEBEKRLET,

d [kN]Z2Uv I ULET,

4 [T U]IR=Ih5, FQDN, 1—H¥—%, vRealize Application Remote Collector ®1 > X% » X(Z<
v ETENTINS vCenter Server 7 EDFEMEHEELE T,

vRealize Application Remote Collector DAT—4 RZMWET B/=HICHRA S A hHENHYET.
a [KBTl1Z20UvoLET,

RORTY T
FEORBY > VICT—Cz o hNEA VR N=)VL, 77U —2 a3y Y—EREEBLET,

[7FUs—23> UE—bFALIFIIR=D

TTUg—=ary VE—b QLU EEBMULTERT 5L NS [TTUS—3> UE—babosy] R—
VICRRENET,

BN L 7= vRealize Application Remote Collector &1L, EEXMRD vCenter Server 0¥ %, [7 U7
—2ary UE—hFaALIF]IR-ITHERTEET,

£1-20. 47> 3>
FFoar A

SENII BR7ORAD—E8L LT, vCenter Server % vRealize
Application Remote Collector [Cx v EYJTEEd, FHMICD
WClE. 77U —2a>y UE—F QLIS DBMEERESBLT
<&,
BRERIIT 5720 ERET AN 20U v o5&, [RIBEDHE
REFEFE] FAT70T Ry VAPRRENET, FETCEDFABPET
HNF [RFAND] EZI Uy oL TLESZN,

imE VRealize Application Remote Collector #a DM E /= L&
wtRD vCenter Server DA ZETEE T,
HMEZEEL. ERET AN 20Uy TR E. RIAEEEEEEL
TWEWMEER FIAEOMRERFE] 41700 Ry U APRREN
£79. FHETEIAPS THNE [RFAND] 20U v o LTS
W, TD%k. BRI NETS.
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x£1-20. 723> ()
ATvay Ll

EUIES TV —2ary UE—hk QLI EHIRTEES, TTUT—3
Y UE—b LU YZHIKRT BEIIC. BERNRORET O H5T—
IV hERRICT A AR —IVLTLSEEL,

Forao—R VvRealize Application Remote Collector 24 > O0— RT& %
3. VRealize Application Remote Collector @7 704 Dl
[Z2DWWTIE, vRealize Application Remote Collector ®F 7O+
ESBLTZEN,

T—% Uy RADA T a v DoBEDHBORRTEET,
®1-21.7—9 JUy ROF T3>

*F7ar A
il vRealize Application Remote Collector ® FQDN #&RL £7.
77U —=ary UE—F aLIIDON= 3> VvRealize Application Remote Collector D/N\—2 3 V& RRLET.

VRealize Application Remote Collector M# L \\/X— 3 > 35I| AT REAR
Ba. KEDO Ry MIRRENET,

FENRD vCenter Server vRealize Application Remote Collector [C¥ v E > Fanf= vCenter
Server DHEXRRLET,

ALY B—NDRAT—F X VvRealize Application Remote Collector DM ZERLET.
B #F:VRealize Application Remote Collector MEL/TIREETH B &%
~UET,
B =:VRealize Application Remote Collector 7Mg&ThWZ £&ERLE
ER

REERT =& ADFHROBE, REERTY —ITF v TERRT5I2E 2D
TIERABLET,

TIWESRIRSNTNENSE, ETRRADRAT -9 ABRREINET,

[FHlsxE] T, INERRIE 5 AICRESNTNET.

I—-2z DAV AN=Ib

vRealize Operations Manager D1 —H— A >4 =T 1A AP5S. £RERIVU T ERFTLTREAYS VICT
— I hNEAVAN-IILTEET,

U n»sDT—2c b4 2 RXA =)L

I—-2xrbhEAVRAN=ITRRETS VEERTHIMENHY ET, vRealize Application Remote
Collector OBBFEDA VA=)V &T7 v 7L —RULEBEIE HAIICA VA=V LEI-Pz o Ty T oL
—RLET.

EE-=S03
TRTCOFREGEZBCL TSI LEERLET. FRICOVTIE. [FHRERME] 25RL TS,
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FIE

1 [Tz bDERB]STT [ A=]TA4a2&0 )y I LET, [Tz bOEER] S470T
Ry O APRRENET,

2 [REXICORELEREEDLD CRELEITN?]IR-DD5. ROFIEETVET,

a ITRTOFEETS > THBOI—HF—ZE/NRT— REFEHLTWSHESE. [Common username and
password] A7 3 v &#ERLET,

b IXRTORETL VTHLDA-—Y—-LENRT—REFERLTVWSHEE. [REY S > ORELERE AN
LTSV AT a3 ERRLET,

c [kN]1z2YvOLET,

3 [BERBRORME] X—In56 INTORET S > THEDOREBFEREZEALTNDSN. IRXTORETS T
ALDERIFREFEAL TVWEDICHLT, ROFMEANLETS,

a BEBRULCRETS > THEDI—HF-—RBENRT-REZFERLTWSIEEIE. HBOI-—TF-RENRXT—
REANLET,

b #FNTNOREYLVTREREDZI-—F—RKRENRT—RDEBEAIF. CSVFUTL—rESFI>O—RL.
BBV DIA—Y—ZPONRT - REEDVERFEMEZEBMLES., (BBl Ry EFERALT T
L—hZEZEIRLET,

c [IT=2 Y bDAVRM=ILO—E8E L THERIEREF DORITEI—Y —% Linux REE< > VITERL
FT]1FIvI Ry IRET 7AW NTHICHRYET, FMRICDODWTE. I—F— 7HDU >V bOFHREHS
ESRBLTLEE,

d [kN]1&2Uv o LET,
4 [BUIR=IhE, I—2Cx 2 bDOTTOAMEDIREY S VDU A NEERATEET,

5 [Tz bDAVARN=N]EOUYOLES, - F—AF—TzAREZFHFL T A A =ILENT
WAIT—2x o bhERRLET,

Windows T RARA > b ED UAC DBEMICHADTWAIL VT I—C 2 MIMRETS A R b=
NENTWBT7 U= a3y Y—ERERHLET. 77UT—2 3> ¥—EXL [I—-C 1> bOEE]
7D [BB/BESINZH—EX]RREINET., T2 bDA VA M—IDRAT—FRE [T-Px
VEDERB] Y TD[I—C 2 bDRT—H X] I THERRTEET,

[Windows T RARA >~ ED UAC BSEMICE>TWET ]

EvhBIVRRAU IO -RENET, EV FIFEITI VAT IHEDNHYET,
a C:\VMware\UCP\downloads M5, 7—hrASSZv T SUF v ERTLET.

b $SYSTEMDRIVE%\VMware\UCP\downloads [CEEIL T,

c EEEERTcond ZHEET.

d cmd /c uaf-bootstrap-launcher.bat > uaf bootstrap.log 2>&1 OAY Y RERfTLE
ER

e uaf bootstrap.log MHEREERLET,
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f [I—=PzVb0ERB]YTT. [I—Cxobh RTF—FR] & [REDUEBORT—FX] M5 I -1
FOA VAN —IDRT—5 REWERLET,

RORTY T

BI-—J1  hDY—EREEETEET,

I—-2zbDT7 AR S=IVOFERICDONTIE [T=2z 2 bDT7 A A=)V ZBRBRLTLEE,

Linux 72y b7+ —AILBIFBRRIVTFNTOI—C 2 bDA VR M=I/T VAV A=)

ROV TrEFERLT REXS VICI—P2 o T AV A=)V TEET,

AR SR

FIE

vRealize Operations Manager TIL> RARA » b DBFIARIGEETH D EEHRLET,
INTORREREEBLTNDLERRALEY, FMICDOVTE, [FAHERMA] Z2ZRBL TS,
R D THRENY T —VEFERTER L EHRALET,

A—HY—MPFI O—R THININDT7 VL RIEREF O TCNDILEHRALET.

SRNIP 7 RUADEYICERENTE Y, vCenter Server BIT—EThHAZ xR L £, vCenter
Server BITRIL IP 7 RLRAZHDEHDIRIET S UPEEINTWDES, AU T MNIEREINT, 77U
=2 avDERICHTRISATTBHIEETEERA,

9SO R T7HhADY RS ARET L UMEL TIVS vCenter Server [CH L THEREINTWS Z LEHEELET,
vCenter Server (¥ VRealize Application Remote Collector (LY v EYFENTWBHENHYET,

vRealize Operations Manager O/R—~ 443 [CZ VR RA DV SDPST VA TEBZEEHRLET,
REF IPV4A OB DY R— SN TNET,

Iz bhEA VA= INERIEIT AR N=IVTBIREBET (COJA L. ROEZFFT VRealize
Application Remote Collector o8> 7V Ao F a2 D O0—-RLUET: https://
<ApplicationRemoteCollectorIP>:8999/downloads/salt/download.sh

RONWETNMIDIAT Y RERTTLET.
wget --no-check-certificate https://<ApplicationRemoteCollectorIP>:8999/downloads/salt/
download.sh

curl -k “https://<ApplicationRemoteCollectorIP>:8999/downloads/salt/download.sh” --output

download.sh

F: FRETHEELAEOYY REXIWEFO < ApplicationRemoteCollectorIP> [CEiE T 5 vRealize
Application Remote Collector IP 7 KL X/FQDN ##ERL £
RDAR Y RERITLUTRI U T FERITAIREICLE T,

chmod +x download.sh
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3 ROVUTHERFTL, TV bEA YA M—IVERBT A VA=)V TB(2EF, XDATY RERTLE

ER

./download.sh -o <operation> -v <vrops ip or fgdn> -u <vrops user> -p <vrops_ password> [-

d download tmp dir]

Description of arguments:

operation - Bootstrap operation. values: install, uninstall.

vrops_ip or fgdn - IP/FQODN of vRealize Operations Manager. This can be the address of any
vRealize Operations Manager node or VIP of vRealize Operations Manager.

vrops_user - vRealize Operations Manager user. The user should have enough permissions.
vrops_password - Password of vRealize Operations Manager.

download tmp dir - Temporary directory to download agent related bits. It's an optional

parameter. Default value: current directory.

T—hRANSYTDRT—5 REMFRT (21, uaf-bootstrap-results DI I ZHRLE T,

ROV T EDBEBICRTEINEEE T BRONEY A VIR [T—2 2 MOBER] 4 TDI -2 b AT
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n IRTOFRRGERHLTNSIEERRLET, FHRICDOWTIE, [AHRERME] 28BLTIEE,

n RIETS U THRENYT—VEERTES L EHALET.

n YD IO-R TAINI DT IVt REREF O TNS LEHERLET,

s Windows PowerShell 78 4.0 LI THBDZ L &R LET.

B FRNIPT7RURDEICHERENTE Y, vCenter Server BIT—ETHDZ L&A LET. vCenter
Server MICTRIU IP 7 RLREHFDEHDRET L U PBEHREINTNSRHE, RV U T MIBRENT, 7TV
T2 a DERICHTRISATIBLEETEEEA,

B USURTATIBARET I UMBELTINS vCenter Server I LU THEREIN TSI LR LET.
vCenter Server (3 vRealize Application Remote Collector LY v EY IENTWBRENHYET,

m  VRealize Operations Manager M R—k 443 [CZ R RA VDS T IV CRTER I LEZHRLET.

n  REE IPV4A OB DB R— b TNET,
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Iz bhEA VA= INERIEIT AR N=IVTBREBET S (COJA L. RDOEZFFT VRealize
Application Remote Collector o8> 7V Ao F a2 D O0—-RLUET: https://
<ApplicationRemoteCollectorIP>:8999/downloads/salt/download.psl

ROWETNHOAT Y FERITLET,

Invoke-WebRequest "https://<ApplicationRemoteCollectorIP>:8999/downloads/salt/
download.psl" -OutFile download.psl

wget --no-check-certificate https://<ApplicationRemoteCollectorIP >:8999/downloads/salt/
download.psl

F: FRETHEELAEOYY REKIUEFO < ApplicationRemoteCollectorIP> [CE8iEF 5 vRealize
Application Remote Collector IP 7 kL X/FQDN #{FERL £ 7.
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powershell -file .\download.psl -o <operation> -v <vrops ip or fgdn> -u <vrops user> -p

<vrops_password> [-d download tmp dir]

Description of arguments:

operation - Bootstrap operation. values: install, uninstall.

vrops ip or fgdn - IP/FQDN of vRealize Operations Manager. This can be the address of any

vRealize Operations Manager node or VIP of vRealize Operations Manager.

vrops_user - VvRealize Operations Manager user. The user should have enough permissions.
vrops_password - Password of vRealize Operations Manager.

download tmp dir - Temporary directory to download agent related bits. It is an optional

parameter. Default value: current directory.
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RF—& R R—2 URL Al http://127.0.0.1/nginx_status

SSL CA [A1AV-& IVRAKRA D SSLCA 774)1 XA,
SSL FiERRE [AYAY-4 IV RAKRA D SSLEAET 7 1)L /X R,
SSL F#— [AYAY-4 IVRRA D SSL F— T 74 X,
SSL D RF v 7, [A1AV-& SSL 2RI 2HF = — > KRR bDKEEE

RF v 7, IEEAEE/E « True/False,

ClickHouse

ClickHouse (4. vRealize Operations Manager TH/R— N TWET,

Al WIE? =P
G Al TIVT—= 3y £ VRY Y RADKRRG,.
#—/N URL A] http://127.0.0.1:8123
1—-H¥-% (AYAY-4 ClickHouse +—EXD1—%—%,
AV.SEN AV AV IZENN

NTPD

NTPD (4. VRealize Operations Manager THR—rENTWET,

£ ] WIE? aAY bk
E G A TV —= 3> £V RY  ADKRKRSA.
MySQL

MySQL (4. vRealize Operations Manager THxR—hrENTWET,

MySQL 7554 v &FRICL CERILFREBE T 5(2(E. VMware OF Ly P X—XMDEEE 81153Steps to
fetch password for telegraf user of MySQL, while activating plugin 2B L T 7Z& 0,
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R—FEB 3306 AL T. MySQL & Telegraf BBEIERERITL. TSI A4 DT VT4 XN— 3 &7
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NAT =K ) NRT—

SSL CA [AYAV-& IVRRA D SSLCA 77 4) XA
SSL sFRRE (NAY-S IV RRA D SSLEAET 7 1)L /XX
SSL +— (AYAV-4 IVRRAY D SSL F— T 74)L /XX,
KA R nhz MySQL #—ERDF 7L 3> DKRR %
TF—FNR—=2R [AYAV-& BRI DT —IR—RDAVIXYY YU X b,

BERTHET —IN—RDA&FIE—F5|AF
THAT. T—IR—REH I TRYZLE
BHYET,

5 :'databasel,'database?2','database3'

TLS ## [AYAY-4 HBRSNBME: true, false, skip-verify,

Redis

Redis (%, vRealize Operations Manager THR— 2N TWET,

£ WA? =P

ez A TV =23y AV RY VADRRA,
Redis URL AJ H—/\ = ["tcp://localhost:6379"]
SSL CA (AYAV-4 TFaT7 VY LAV -RELR.

SSL FERRE (AYAY-4 TFaT7 YTy LAV GRS

SSL F+— (AYAV-4 FaT7 VITy LAY — F—

SSL BEADRF v 7, (AYAV-4 SSL Dt =R+ TLET,

VeloCloud Gateway
VeloCloud Gateway &&xDH—E X[, vRealize Operations Manager THR— SN TWVET
= Network Time Protocol

m VeloCloud Gateway
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VeloCloud Gateway Tl3. RO7ALRZEZERLET., IN6DTOVRIEIC, TALRDRT—F RERT
AUy oaRRUET,

= bgpd

m  watchquagga

= gwd
= mgd
= natd
m  ssh

m  VC procmon
m  vcsysemd

VeloCloud Gateway Df#.,

EA ) WIE? Ak
E A B VeloCloud Gateway 41 > R% > ANDFKR
2.
NTPD

NTPD [4. VRealize Operations Manager THR—rENTWET,

&0 WIR? aA*r b

E G Al TIVT—=2ay A VR RADERFRSR.

TV —2ay Y—EROEMEN

telegraf T—C 2 V bDP—BHDOT7 TV T —2a> Y—ERDA MY v I ERET H/20HI121F, T2 RKRA > DR
B TEEZTOVEDHYET, CNODEEZTOLEIC I -z MIA NIy IDREZRIBLET.
I-JzrbeaT7O0M 00k BRT77ANEEETHRET L V(IO SSH TEETHILENHYET.

Apache HTTPD

/etc/httpd/conf.modules.d/status.conf [LHD conf 77 A INEZEEL, T—Cx VB ARNI YD
ZUINET HLDIC HTTPD M mod_status 7> 54 > &BMICLET.

<IfModule mod status.c>

<Location /server-status>
SetHandler server-status

</Location>

ExtendedStatus On

</IfModule>
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conf 77 A IDRWMEEF. 77 ANEERTIVENHYET., ROAXYRTconf 774 IIVEZEELEIC
HTTPD 4 —EXZEZ B L £,

systemctl restart httpd
Java 7594 >
Java 77U — 3 EERT B(21E. Jolokia 554> %& WAR 77 A4IVERIE JAR 77 A4)LELTT Y
AMLET. WAR 77/ NVETTOA4T 2563 ¥—EXEZBEHTIVLEEIHY EHEA,

JAR 774 ETFT7OA4 T 55813, BERWRD JAVA 7OERD IMX 5|#IZ JAR DL T 74 ) INR%E
EDFRICTTVS—2 3> Y—EREZBREHTILENHYET,

Nginx

/etc/nginx/nginx.conf [ZH B conf 77 A ILITRDITEZEMLET.

http {
server {
location /status {
stub_status on;
access_log off;
allow all;
}

ROAR Y RT Nginxk H—EXREBREEHLET.
systemctl restart nginx

Postgres

/var/lib/pgsql/data/pg hba.conf [CH BT 7 A4/ T local all postgres peer DfE%E local
all postgres md5 [CEEL. ROV RTH—ERZBIEEELET,

sudo service postgresgl restart

Cassandra 7—&% ~X—2X

Cassandra 7T— X=X 7 UG- a3 &#EHRTHICIE. Cassandra 7—FRXR—R 77U =30 D
JVM AHNELTT -9 ERINTIVLEDNHYET, XOFIEEZRITLET.

1 Jetc/default/cassandra #2ZEL £,

echo "export JVM EXTRA OPTS=\"-javaagent:/usr/share/java/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=localhost\"" | sudo tee -a /etc/default/cassandra

2 E/ld. cassandra-env.sh Z2ZFL T, I—2C MBI THEHTEET. cassandra-
env.sh OXREICXRDITZEBMLE T,

JVM_OPTS="$JVM OPTS -javaagent:/usr/share/java/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=1localhost"
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JVM AQhMERREIN/AS, Cassandra ¥ —EREHBEELET,

Oracle 7—#~X—2X

Oracle 7= N—REEHRT HICIE. ROFIEERTLET.

1 https://www.oracle.com/database/technologies/instant-client/downloads.html
DHEL VRIS VAT SATSVEYDAO—-RLET,
Oracle 1 YR~ 475V EFD>O—-RKL. PATH [CEDHBHIVLENHYET.

2 I-Y—-Z#HEERLET,

CREATE USER <UserName> IDENTIFIED BY <yourpassword>;
GRANT select catalog_role TO <UserName>;
GRANT CREATE SESSION TO <UserName>;

3 Python3.6 LIgZEA XA h—JLLET.

python3 -m pip install cx Oracle --upgrade

4 TNS ADMIN @ PATH Z®EL X7,

=& z1E. TNS ADMIN M/SR[ c:\app\product\<version>\dbhome 1\NETWORK\ADMIN” M &
DIEFERYET,

F: Oracle 7T—ARX—=XR[E LINUX TS5y 7+ —ATHEMIT R LETEEHA.

Active MQ 5.16 LIfgD/x—> 3>
Active MQ 5.16 LIBEDN—2 3 VEFMTT BICTE. ROFIEERITLET,

m  /opt/activemg/apache-activemg-5.16.0/webapps/api/WEB-INF/classes/jolokia-
access.xml [CBELET.

. ROTEHKRS S0, IAET7ORLET

<cors>
<strict-checking/>
</cors>

m Active MQH—EXRZBEHLET.
MS SQL
A—YH¥—T7ho L Telegraf TMSSQL 77U —2 3 v EBERT 27O ITRDIERDBLETT,

USE master;

GO

CREATE LOGIN [telegraf] WITH PASSWORD = N'mystrongpassword';
GO

GRANT VIEW SERVER STATE TO [telegraf];

GO

GRANT VIEW ANY DEFINITION TO [telegraf];

GO
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v U —ERDERZEEILETBHICIE ROFIEEITVET,
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4
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b ITRTORETL > THLOA—Y—LE/NRT— REFERLTNSHEE KRBT ORIIEREAS
LTSN AT a v &BIRLET,

c [kN1zsYvoLET,
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Ev bPIVRRAVMIFOO-RENET., EVMEFMTT VA AN=ILTHHEDRHY ET.
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b $SYSTEMDRIVES%\VMware\UCP\downloads [CEIL £,
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