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4B TR T —RNN—F 4 RT—DHA Y R >TEEITHERE N, Ny FHRERENATWSZ &%
MELET,

VMware RRA K X VA VR M=)IbENET—BN—FT 4 &BY T Dz 7HEIEETEL, ZE2TEEZN, HBH0N
(FHEEBMEIC T 5/8y FHABAINTWVEWEE, #EROLWT AR AEDETEN U RINL AT AIC
HLBHAEENHYET. VMware LIACE o TRESNZIRTOV T oo 73 B+ T REL.
Ny FEBRTD2VENHYET,

VMware THR—FENTWVEWS—RN—FT A BYT NI T E2FERTHIVLENHDIBEEE. TEBEBRBLU
Ny FEADBHICDVWTEZHEDOR T —CEBWEhELSEE,
VMware [C&BtFaUT40 ZRNAHFUEBELUNYF

BT, VMware FEROEF 1T ZFRNAHFVEV U —-XLET, TOLET RNAHFUZIBIRT S LT,
RELNEBUREERL. HWRNEMOBEICH LU THIBTIEARWI EE2#ETEE Y, vRealize Operations
Manager A YA ~—=)b, NyFERH. $LOT7v T —ROBEEFML. U —-XFHD VMware £+ 2
UTFg ZERNAP UL TWASZ EEHRLET,

F7=. EIZHEHOD vRealize Operations Manager U —X#FERAL. RHFOLFa1UT(EETAIS LZEER
TR ELEBEOHLET,

IRED VMware T+ a2 U7« 7 RANA T U DFMICDNTIE. http://www.vmware.com/security/
advisories/ 5B L T2\,
vRealize Operations Manager D& L8R

TFa)TFa LORR S 750574 RELT. VRealize Operations Manager 3>V —J)LEt+ 21U T 1 {RE
L. SSH, BEB7hD b BLXVAVY—I TIOTLREEBTIVENHVET., AT LADPREHEGRETF ¥
INTTF7OA4END T EEERL TS ZEN,

F7=. End Point Operations Management T—> x> FORTICAT 2+ VT4 LOXRR N TS5074 X
TS BENHUET,
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FIPS 140-2 &%k

FIPS140-2 BEIL. BEBEES 2 —IEITvF T, BEBREDURSANSRET HEDICEKFTENZHBEDE
HEBBEY ) 2—2a Pl TSI EERIALET. FIPS140-2 E— ROBERMIC/AE > TWBIHEE.
vRealize Operations Manager 8.4 L DEDtF 2 7/BE (X, KEEFIFHRLIEBIRIE (FIPS) IZX o TEFA]
SNEBEETIVTYXAFAFITOMINBMERESNET. FIPS E— R TIE. FIPS140-2 [CHEHLL 7=ES XA
— +3ERIC/AR Y £F, vRealize Operations Manager 8.4 [CAMESNTWSEF 1T A BEEDSA TS
(£, FIPS 140-2 85EiFA»TY ., 7=72L. FIPS140-2 E— R(ET 74 M TIREM /> TWEH A, FIPS140-2
E—RIL FIPS E— RDBEWRIRET FIPS REDEE 7N IV RLAZERT 22X VT AV TSATVRE
HDHHIGEICHENCTEET,

F: FIPS ZBMICTBHIELERAENGET a0 THY., BRICLAERTENCT S LEATEEHA,

[0S RYDWERT 7 OA I FIPS 2F%hMt]
m VRealize Operations Manager 7S RYDF|RT TOA THDZ &R LET,

s U5R% /—E (OVF/OVA) DT 704 KI(C, FIPS OFME 75 VDBBEUIICERINTNS I EEHRLE
ER

[BfE+F Do S X4 T FIPS 28%h1k]

1 https://<VROPS IP>/admin/index.action [CBEILET,
2 EEEI-Y-LLTOJIVLET,

3 USRGEATSAVICLT, [EBEDORE] R—2D FIPS DFEME R EFMLET,
4 AEBRONRIIVT [EBEORE] ¥ 7eMEET,

5 [FIPSDEE] I a»IlHsd FIPSOFMMEL 20U v o LET,
6 UVSRIEFUSAVICLET,

[FIPS EFILHSEMNIC/AE D TNDZ EDHER

[(EBELI-— Y- A5 —T 1 ATOHER :

1 https://<VROPS IP>/admin/index.action [CBEILET,
2 EBEI-Y-LLTAJIVLET.

3 AEBONRILT, [EBEORE] 4 7TEHEET,

4 [FIPS140-2 AT =4 R] Ay —UPHRRENET,

VRealize Operations Manager >V =IO+ 1V 7T 1 7FE

vRealize Operations Manager 4 > X b—=)L L7=%. ¥IEDQOTA VEICVZRAIADE/ —RDa>V—)b
EFaUT A RETHDVLENHYET,

AR SR

vRealize Operations Manager #4 > A ~—JLLE T,
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FlE
1 vCenter T/—ROaAYV—IVERDIFTET, FEEF/ —ROaAVV—IVICEHETVEZALET,

vCenter TAlt+F1F—##L OS> JAY T MNIT7 0 ®ALET. EFa VT« LOEANS,
vRealize Operations Manager DUE—hk =X F)L Ty a>rid. T74INFTERCTHEO>THVET,

2 rootilLTOHIALET,

vRealize Operations Manager Tl&, root /XX T —RZ&ZEKTHET. a~v K JAYT M7 IERT
EFEtHA,

3 HLWARRTD—ROT7AOYTRT, FHATSroot / SXAT—REAHL, SEDEDHICEEZEDHTHEET,
4 root XAT—REBAANLET,

5 aryv—ihmhsnsdrorLET,

root /XX — RDZEE

> —J)LEERL T, vRealize Operations Manager D754 <Y /—RE/EIFTF—4F /—RD root /8R7
—REWDTHEETEET,

root 1—H¥—[3. /etc/pam.d/system-password [, pam cracklib EZa—ILD/NRT— REMHETF =
VOENANALET, IXRTOEFaVT 48T TS5A47 AT, pw history EXa—ILD
enforce for root ZFMMICLET, ML /etc/pam.d/system-password 77 A INICHYET, T7+/b
FTIE. BRID 5 DDNART—RPLATAICEREINET, 21— —0DIH/NRAT—RIE, /etc/security/
opasswd 7 7 A JVICHIHENE T,

AR EM

TTSATAD root /INAT — RS, B TEDSNTNE/NRT — ROEMUESFEH-L TSI EEERL
F9, THUYMDINRAT— RS $6s THREDBEITE. shabl2 Ny apMfERENET, hid, IRTOEFa
UF A48T TS5A4T7 VATDEENY 2T,

Flig

1 77547 2AD root &)V T # passwd AX Y RERITLET,

2 root /XRAT—ROD/Ny I a1&MHERTBHICIE. root ELTEHIA L. # more /etc/shadow AX > RERLT
LET.

Ny 2 ABBRPRTENET,

3 root /XRT—R(Zshab12 Ny L aBEENTWVRMESIS, passwd AY Y RERFTLT root /SRT— K%
EELET,

NRT— REMEROERE

BEOEF2UT 1 RUS—([CLT. IRTDTAD Y bDNRT— REYEREER L E T

T7 4TI root 7D 2 MCE 365 BD/NRT — REMBRMSRESNTNET,

root NX7 — ROBFHMERDBUIND & TNEBRTHILETEE A, BEENRAT—RELU root /AT —R
OEMERVPUINDSDZREET Z(C(E. YA NEFOR) > —Z2BATILENHYET,

VMware, Inc. 42



~IVT

FIE

1 root ELTREE7Z 7547 R ICOA4 L. # more /etc/shadow ARV RERITL T, TXTD
THD Y FDINRT— RENERZHERLET.

2 root7HY Y NOFENEREZEET H(TIE. # passwd -x 365 root ARV REERFTLET,

ZDAXYED 365 (F. NAT—ROBERPVINSGETOHBZRELTVWEY, RCav > REFEAL
T root DRDYVICHEDT WD Y hEFERL, A—Y—2ZELEY, S5(0. HBOFIMERDEEL H/
TEOICHHBZEZBEHAET,

root /XA —R(d, 774 hT 365 BICKRESINTINETD,

SSH., EB7hU b, LKV Y—-INV T I/ERADERE

VE— MEROLDIC. IRTOEF2 YT 18T 7S547 2 RIC Secure Shell (SSH) 7R ba/LEENn T
F9., EF2VT BT TSAT7 2 ATIE T74) 6T SSH BEMEENTNET,

SSH (4. vRealize Operations Manager / — EAD U E— MMEREYR— T2/ 450747/ RS
A VERETY, SSH [ZIE, #EROGWI—Y— T7HhU 2 FRALERPHVLETYT, SSH 771 ET 11d. BE.
vRealize Operations Manager / — ROO—J)LRX—X 7 7t X%l1# (RBAC) LEEEHIEZE/NA /XA LET.

RAN TS5074RELT, REBRETSSH #EMICL., thOAETHERATEHVEEEZZHMLAEZY NS TV o
=TI LREVUTBHHERICDAH. SSH ZFMICLET. BEDBEMODHY, iotFa VT4 RUS—(CH#
WY B7=DICHERBEICRY. SSHEZFNDEEICLET. SSH 2FMITT H5E(1%. SSH HERICKENS
REINDLDICL. BEABAITF SSH ZBMICTELDOICLTLZEL, Open Virtualization Format
(OVF) 7> 7L —bhEF704 35L&, vSphere OIEBRLIC/E LU T, SSH 2BME /A IZEMICTEET,

X2 ETSSH BEMICE>TWDDED NEHIT B/ DEELT A M E LT SSH 2R L TEEZMANT
HET, BEHRSHES, REABFBROERSNLZS, SSH FFMCH>TEY., EEICERTEET,

SSH root 1 —Y¥—

VMware 7 754 7V RICEEBFBREINT 74 b2 —H— T ho v a0 =0, T 74/ T, root
THhHOFTSSHZFERALCEEASA TEEY, TEBEIFEL< root @ SSH Z2EHICL TS 0N,

BB TSA TV RABEEEFB-T=OIC. IRXRTOEF2UTA8ET TS547 2 AD SSH H—/\ICZIL,
2 ZBBD wheel Z)L—7~®D SSH 7 7 X% %IRRT 5 AllowGroups wheel T> b NEFIHERINTIVE
¥, FEENETBHIC(E. /etc/ssh/sshd _config 7 74 LT AllowGroups wheel T> b ZZ®E L, sshd
BREDINDIN—TEFRLET,

wheel Z)L—74, pam wheel EX 2 —JLICLK D2 TCR—/—=2A—HP— 7 UL RMNAEEICIL> TV 5725, wheel
TIW—=TDAIN—=IL, root /NAT — RPSWKES su-root AV REFATEET., JI—TONEICEY., 11—
Y—(ZT7TSA 7 RCHUTSSH 2FEATEETH, suav > REFERLTroot £LTAOYA T 5ZEET
EFERA, TTS5A47 2 REBYTHEEESE D=0, AllowGroups 7 4 =)L RDOMD I > b DOFIBRPEE ($1T
DIRWTL &0, ZEEIC, # service sshd restart ANV RERFTLTCSSH F—EVE2BEEL X T,

vRealize Operations Manager / — R T SSH 28 E £ IXEMICT S

E> T a—F 4RI, vVRealize Operations Manager / — R T Secure Shell (SSH) Z8#IC3 52 &
MTEET, 2EAL Y—NERSTIVoa—TFT 42035121 SSHENLEY =ADDY==l TIER
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MBELRZZENHYET, BEDEMICIE. vRealize Operations Manager / — KT SSH #E3f(C L T<
2N,

FIE

1 vCenter 5. vRealize Operations Manager /—R@Oa YV —JLICT V& ALET,

Alt+Fl ¥#—%&m|LTOs4> 7OV 7 M7 o€AL. A4V LET,

#systemctl is-enabled sshd XY REERTLET,

sshd H—EXDPENTH D5E(L. #systemctl enable sshd AV RERITLET,

# systemctl start sshd AV Y RER{TL T sshd b —ERXREZEZHLET,

0] (6] H w N

# systemctl stop sshd AX 2 RZERFTLTsshd ¥—EXRZFIELET,

vRealize Operations Manager €4 >4 —7 x4 XD [SSH XF7—% R] 5/ 5 SSH ZFNE /= (1TEX
[CTBIEHTEET,

SSH ADO—HNEBTHD Y hEERT S

root M SSH 7 2w XA ZHIRT SHI1IC. Secure Shell (SSH) #{ERATE, h >4 wheel Z)L—TD X /X—
THHO—HINEBTHhDV bEERT HLENHYET,

EiZ root 77/ REENICT HAIIC, HERODHDHEEEN AllowGroups ZFEHALTSSH (L7 AXATESZ
s BXU wheel F)V—7 & suaxv >y REFERLTCroot ELTASTA S TEDRIEETRAMNLTLES,
FE

1 rootélLTAZAVL, XODOARV RERFTLET,

# useradd username -d /home/vropsuser -g users -G wheel -m

# passwd username
wheel (3. SSH 77 £ XAIC AllowGroups TIHRET 57\ —TTT, #BEOLh &) JI—T%EMT
5I2(&. -G wheel,sshd Z2ERALET

2 I-—Y-[CHYUEX NRAT-FEMETF v I/ZBBTESHLWLWAIRT-REANLET,

# su - username

username@hostname: ~>passwd
NAT— REMEEBZLILBE, NAT—RPEHENET, NAT— REMEEBSED OB, R
T—RDBTD/NRAT—RICRENDCD. NRT—K O REBRTTLHHLENHYET.

SSHUE—h 7O RREHAITHODOBTAY THO Y bEERL, sudvX > REFERLT. wheel 72
tREFERAT D root LLTAYVA > ESHE SSHEZOTA VPO root 7hD > bERIKRTESLSIZ/Y
£

3 SSHAMEEOIA EHIBRT SICIE. /etc/ssh/sshd config 77 A INEEBELET
((#)PermitRootLogin yes & PermitRootLogin no [CEZ#ZXFEF),
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RDAT Y 7

root ELTHDEZEOTA VEBNICLET, BIEESNAETTSAT7 XTI a3V —I)LEBL root NDEZED
TJA VT4 NTHAEINES., SRBIERADOEET7HDU > bEERL. wheel 7€ X (su - root) AIC
FTABMLEHE, root ELT /etc/securetty 774V EMREL. ttyl T2 MU % console [LBEHA TEIE
root A7 4 »&EHNICLET,

SSH O 7 &+ XD FIR

PATAEFAVTABETAERADO—RELT. IRTD VMware REE7 7547 > X RA k ¥ > T SSH
Ny r—2ZBYICHERT 52 EICKY SSHT7 O EREFHIBRLET, £oe ZOKSBT IS4 T A TRER
SSH #— 774 IIVDOHERZ#FHLET.

Flig
1 FTFRXNITAYTHRET7TISAT UV RAKRAN T ED /etc/ssh/sshd config 77 A IVEREET,

2 REFEADESHIC. AFRETEO-AIN KA IV MIBIVERBRY bT—0 TRy bDHEED D
LOICARTI Y MU EZEELET,

BRI 7AIVITROITEEMLUET,

AllowUsers root@127.0.0.1 root@::1 root@10.0.0.%*
ZOBITIE, TRTOA—AIL KR MER, BLUIFA T2 ~1510.0.0.0/24 $ Ty MpoIT BN
AIENET,
3 774N EREFELTHLUET,

4 systemctl restart sshd £EfTLT. SSH Y —EXREBEHLET,

SSH F— 7 7 1 )L DHERR DHEFF

WL ARNIDEF 2T 0 2453 57012, Secure Shell (SSH) +— 7 7 A IV DIERE#ER L £ 7.
Fl&

1 /etc/ssh/*key.pub [CHBNTU v RAS F— 774V EHERLET,

2 INS5OT77AIVOFFEEN root THDZ & JI—TOFREEDN root THBZ L. BLUT 7 A ILDHER
N 0644 [CERESNTWBAILEHRLET,

Z DIERIZ (-rw-r--r--) TY,
3 IRTOT7ANEBLET,
4 /etc/ssh/*key ICHBTSAR—F KA F— 77 (I EHBLET,

5 NS0T 7A4IINETIV—TE root BFTBELTWSZ EE,. 774 ILDIERD 0600 ICBRESNTNWDI LA
HALET,

Z DRI (-rw------- ) TY.
6 INTOT77AIVERLET.

VMware, Inc. 45



~IVT

SSH Y —N#EROt+21V T 1 RE

ATRE/RIE A, Virtual Application @4 > & b—JL (OVF) [CI38kEan=T 7 )L MEERMSBESNTNET, 2
—Y—(F BRT7 7D ITA=—NIL AT a3 2o avIlHBIY—NELXPISA4T7 0 N B —EXERHNT,

BROEYICHEIEEN TSI AR TEET,

FIE
1

H— /N7 74J)l /etc/ssh/sshd_config ZHE,

BRE

Server Daemon Protocol

Ciphers

TCP Forwarding
Server Gateway Ports
X11 Forwarding

SSH Service

GSSAPI Authentication
Kerberos Authentication

Local Variables (AcceptEnv ZO0—/\)L A7 3
)

Tunnel Configuration
Network Sessions

Strict Mode Checking
Privilege Separation
rhosts RSA Authentication
Compression

Message Authentication code

User Access Restriction

KexAlgorithms

2 ZERBRERTFL. 77A4NVERLET.

VMware, Inc.

BEMELWZ E&=HERLET,
RT—HF R
Protocol 2

aes256-gcm@openssh.com. aesl28-gcm@openssh.com. aes256-
ctr. aes192-ctr. aes128-ctr

AllowTCPForwarding no

Gateway Ports no

X1MForwarding no

AllowGroups 7 « =)L REFERL T, 7O 2ADHFAEINE T I)IL—TEIE L.

Y—ERDERBHAIENDE - —FO AT JTI—TCA 2 N—%BI
LET,

GSSAPIAuthentication no GRIEERDHBE)
KerberosAuthentication no GriERDIEE)

A7 MLT disabled [CRET S LC_* /21 LANG BHDH(C
% LT enabled [CRE

PermitTunnel no

MaxSessions 1

Strict Modes yes

UsePrivilegeSeparation yes
RhostsRSAAuthentication no

Compression delayed %7=(3 Compression no

hmac-sha2-512-etm@openssh.com. hmac-sha2-256-
etm@openssh.com. hmac-shal-etm@openssh.com. hmac-
sha2-512, hmac-sha2-256. hmac-shal

PermitUserEnvironment no

diffie-hellman-group14-shal. ecdh-sha2-nistp256. ecdh-sha2-
nistp384. ecdh-sha2-nistp521
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SSH 4547 MMEREELT S
DRTABEERTOCRO—BELTCIRET TSAT VR KRKANIU Y EDSSH 9547 MER T 7 4L %
SART VMware A4 RSA VI > THEBRSINTWNAZ LEHERT A EICKY,. SSH 2547 2 hDsg{b i
FLET,

FIig

1 SSHYZS4A47> bERZ 74)V /etc/ssh/ssh config ZFE. FO-NIL AT 3> €02 3V ADE
EMELWI EEHRLET,

B’ AT—F 2R

Client Protocol Protocol 2

Client Gateway Ports Gateway Ports no
GSSAPI Authentication GSSAPIAuthentication no

Local Variables(SendEnv O —/%)b 4+ LC_* &7=13 LANG ZEHDHEI5E

Tav)

Ciphers aes256-gcm@openssh.com, aesl128-gcm@openssh.com. aes256-ctr. aes192-
ctr. aesl128-ctr

Message Authentication Codes hmac-sha2-512-etm@openssh.com. hmac-sha2-256-etm@openssh.com.

hmac-shal-etm@openssh.com. hmac-sha2-512, hmac-sha2-256. hmac-shal

2 ZEERAREREL. 774 ERLCET.

root LLTHOEEAS A EEMCTS
BILSNETTSATATIE, Ay —ILEFERALTroot ELTEEOIAVTEHIENT 74V NTHITEN
F9, EFaUT 4 LORRN TS 0F74RELT, BEHBLEAOERT DY MEERKRL, su - root AT
REFHALTwheel 77 AMARENE D METANLZR. BEEOQJA VEERICTEIIENTEET,
AR
m SSHADO—HIEBT7HU Y NERTADNEY VDOFIEERTLET,
m root DEEOIA VEEMNCT SR, EBELLTDIVRTA T IZRETAMNLEZLEERLTLSZS
(AW
FIig
1 root&lLTOYA L. /etc/security 77 A IICEBELET.
ZOT77AI)Fa R AT NS T O RRATEET,

2 ttyl TV hUZ% console TEEHZAET,

EEEIL-Y—THhUOY D SSHT7 O ELREEHICT S

TFAVFADRRAN TS5074RELTC.EBEL—- Y- THU VMDD SSH 7V REENCTEHIEMTEE
9. VRealize Operations Manager EBE&7 hD > h&E LINUXBEBET7HD 2 MEI ACNART—REHBFLT
WEYT, EBEI—HY—DSSH 7V CREENICTSHIET, IRTOSSH A—F—PHRYIOOTA T
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vRealize Operations Manager EBE7 h U b EEGDH/NRAT— REZFERL TEWMERDODY—EX Tho >

MIAJZA 2 LIELET, EEBEC root 7 ED LADHERICUIVEZZELSICLT, BHlERIETEET,

FIE

1 /etc/ssh/sshd config 77 A IVERELET,
ZDT77ANEaARR IOV TIPS T O CRTEET,

2 T77ANADONTNOOERIC DenyUsers admin TV U ZBIILT, 774V ERELET.

3 sshd H—N\Z=BR#;T 57/-0, service sshd restart AYV REZRFTLET,

-k I:l_y anIEo)_n.r'-

BYELNINDEF 21U T4 EHRT B72HIC. VMware REET 7547 ATT7— b B—F —REE#Ek L F
¥, PRATAT—b A—F-—TREAEVELLIEWMESG. PRATANDIYY =)L TOVERREFHFDI-HF NI R
TADT—MEREEETETCLESARRMEMSHDVET, oo P20 A—HF— E—RELBAVTF R E-
RTLRTLZET—bL, ZNICE > TH—ERBEEFHERDIEVNS AT LA TV RIADBITONDSARESENH Y E
ER

T7 4 ETIE VMware REE7 7547 VXA ETT— b O—F—RFEFBRESNEZNDT, TOBEDZHIC
GRUB /NRT — RERT H2HLEDHYET.
FIg

1 RET7TS5A4T72AD /boot/grub/grub.cfqg 77 AILICT =~ ISNRT—RBEHETBENED MEERL
£,

2 NRRT—REPEELRWVMESEF. RET7 7547 X LT /usr/bin/grub2-mkpasswd-pbkdf2 aA< >
RERTLET,

NRAT—BEPEREN, AV RICE>TNY Y a iR RENET,
3 /etc/grub.d/40 custom DEREISKDITEEMLET,

set superusers="root"

password pbkdf2 root <hash of password>

4 XOARVREFEHAL T, /boot/grub/grub.cfg Tr{ILENY I T v T LET,
cp /boot/grub/grub.cfg /boot/grub/grub.cfg.vropsbackup

5 /usr/sbin/grub2-mkconfig -o /boot/grub/grub.cfqg aAY > RZER{TLT.grub BEZEHL
9.

RORTY T

F: BE:LUTTHBATSZE 7Y 7L —RFIEERTLARWE, 7 v 75— REIC vRealize Operations
Manager HEIEENEH A,
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INAT—RTRESNAEZT—O—F—2ERT 5580 vRealize Operations Manager 07 v 7L —RF

JE (3
1

CRDEBYTY,

ROAR Y RERFTLT, AW grub.cfgZU RN LET,

cp /boot/grub/grub.cfg.vropsbackup /boot/grub/grub.cfg

vRealize Operations Manager 27 v 7L —RLZET,

vRealize Operations Manager 7 v 7o L — R#&IC. [7— b~ O—4 55D
TOFIEERITLET.

RERVELZI—Y—ThO 2 FOER

BHEOA-Y—ThorheERALT FRERA—Y - ThHV Y bDPEHREND LI ICTIVEDHY T,

FIE

® host:~ # cat /etc/passwd ARV RZEEFTLT. HREEVEZRI— Y- ThHO  haERELET.

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false
apache:x:25:25:Apache Server:/srv/www:/bin/false

ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999::/var/lib/bind:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash

postgres:x:1001:100: :/var/vmware/vpostgres/9.6:/bin/bash

RIERVLELR T —TDER
BREQIN—TEAN—EERLT, RERIN—TRIN—T FTOLADHEIBRENE LD ICTDLENHY &

ER

FIE

BE] THEINTLATA

<host>:~ # cat /etc/group ANV RERITL T, RIEBVERIIN—TETIN—T AUN—=2y T4

RLET.

root:x:0:admin
bin:x:1l:daemon
Sys:x:2:
kmem:x:3:

tape:x:4:
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tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal :x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus-proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin, apache
ntp:x:87:

named:x:999:
vami:x:1000:root
admin:x:1003:

VRealize Operations Manager EB&/XXT—RD Ut v bk (Linux)

TFIAVTALEDRAN 750574 RELT. VAPP 7213 Linux £ > A ~—=JLIZL D Linux 25 R ED
vRealize Operations Manager D/XXT—R&zJty hTEET,

FlE

1 root&lLTFZ4a4<Y /—RKROUE—FaV—LICATALET.

2 $VMWARE PYTHON BIN $VCOPS BASE/../vmware-vcopssuite/utilities/
sliceConfiguration/bin/vcopsSetAdminPassword.py --reset AX Y REANL. 7OV 7 hDIER
[CEWET,

VMware 7 754 7 > Z2TH NTP Ok

OUT A WIVIEERY —2 > U ETHHEEE. VMware 7 754 7 > A THRR FEZIEEIZEM(C L. Network
Time Protocol (NTP) 2R L 9. BREIRADEETESUE—KM NTP H—NZEBRTI2VLENHYET,
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NTP #—NZHEROH DEMY —N\TH DD, LBV ESEOEROHLIEMY —NEREPLTNDZENDE
TY,

VMware [R¥E7 7547 XD NTP F—E V(4 BEffEsnisd A A b —EXZRELET. NTPIET 74/
TEHNCHE>TWS/ESH, FETERTD2VENHYET, AIEMRISEFE. ABRETNIP 2FEAL A7
v avEEML. EMEEELOJREEZBLCEEDHHEEMNLBKELFGAZKRELET. NTPOEFa U
TAEMIDONTIE. NTP D Web H4 FESBLTSZE0),

NTP#R 7 7ML &7 TS5AT7ALED /etc/ntp.conf Z7A4IVICHYET,

FIE

1 BRETTSATADKRAL 22 ED /etc/ntp.conf BT 7 A IVICEEBILET.
2 7 74AI)EiEHE% root:root [CRRELET,

3 1EBR% 0640 [CRELET.

4 NTPH—EXICHMT B2 —EREGTEBHED) R/ EEMT 521, /etc/ntp.conf 774 IILERE,
FDT7 7 AIIC restrict ITTOBFEHET B ELEHERLET,

restrict -4 default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 ZTERNBREREL. 774V EBALET.
NTP D&+ 2T 4 &E5ITDNTIE. http://support.ntp.org/bin/view/Main/SecurityNotice 258 L
TLZ&E W,

Linux £®D TCP A4 ARY V TICEEEBENICT S

TCP A ARY > TIEEEFERALT. YE—H RAMOBRERREZREDY. UBEOKBICFIALEY. £k —
BOARV =T 4 2T DRATAFZEDTCP YA L RV TOBEICEDNT T4 2 A—TI U hENDZEDDH
UET,

FlE
¢ Linux EO TCP 44 LARY V TEEEWICLET,

B}

@ net.ipvd.tcp timestamps DfEZ 0 [CHET SI(C(E. sysctl -w net.ipvd.tcp timestamps=0
aXREERFTLET,

b 774 bFD sysctl.conf 774A4JV T, net.ipvd.tcp timestamps=0 fBZEMLET.

mEPOT—5D TLS

EF2UT A LEDRR S TS50T4RELT DRTAPREFEEF v RIVTT TAMEND I LERRLTE
SN,
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vRealize Operations Manager RIC3& A 70O F )V EERT S

SSLv2 ® SSLv3 kS 7Aakallid. HlEPReLFRASNTOERA, /2. TLS1.0 & TLS 1.1 HERX
[CHE2TWT, TLS1.2 DI MT 74 M TENCIEOTWNETD,

i : vRealize Operations Manager 7.5 LIEMNS 8.4 IC7 v FU L — R DL &2, TLS HEICHT 14
—DEE(IRIFINET. vRealize Operations Manager 1 VX4 R%& 7.0 5 8.4 (C7v T L —KT 3
&, TARTD vRealize Operations Manager / — KT TLS 1.0 & TLS 1.1 OmADPEHIZHYET., TLS1.2
IE. T7FINETHR=—FENTWBH—DTA L TT,

Apache HTTPD TD 70O FaIDE L WMERDHESR
vRealize Operations Manager Tld. SSLv2, SSLv3, TLSvl. TLSVI.1(ET 7 4 /L b TEMIC/E>TLET,

PATAERBREBEICBTTHE1IC. IRTOA— R NSUYTHRBAZATOMINEBNICTI2LENHYET,
FE

1 axrk7Or7hh5 grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/
conf/vcops-apache.conf | grep -v '#' A< R&ERFTL. SSLv2, SSLv3. TLSvl. TLSv1.1
PENTHDZEEERLET.

70 aNDEHTHBHBE. DAY FEES sSLProtocol All -SSLv2 -SSLv3 -TLSvl
-TLSv1.1 ZRLET,

2 Apache2 H—NEBRE$NTH(C(F. av R FOV T RS systemct]l restart httpd AX Y REE
TLET.

GemFire TLS A RSTOZO MANDIELWMERDOMHESR

vRealize Operations Manager Tl3. SSLv3. TLS1.0. TLS11 (3T 74V b TEMICA>TOWET, VR T

AERBRBICETTZEIIC. IRXTOA—R NS Y THREAZZTANINEENCTIHELHY FT,

FIig

1 7OraDENTHEZEEZERELET, J7OMIDENTHIIEEZHRTH01C. &/ —RTHEROO
Y REERTLET.

1. # grep inter cluster.supported protocols /storage/vcops/user/conf/ssl/secure-
communications.properties

or

2. # grep default.supported protocols /storage/vcops/user/conf/ssl/secure-

communications.properties

a7 R 1 OBESZEHOESE inter_cluster 7ONTF 4 PEEEEFEINTOVENZ EZEKLTEY. a7
VR2THBTEDT 74V MEBSERSINE T,

2 TLS1OBXUTLS11 Z2BEEMICLET,
a BEEI-HY—-—A F—TzARICBEL. VTRYEFTS5A4IZLET (url/admin),

b [FYZA4YICFTB] &0y I LET,
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c TLS1O &ETLSIN DB THD I EZHRICTBHICF, ROOITRY RERTLET,
AR YR 1 OERVPEADIZEE. RO REFERALET.

sed -i "/~ ["#]*default.supported protocols/ c\default.supported protocols = TLSvl.2

TLSv1l.1l TLSv1l" /storage/vcops/user/conf/ssl/secure-communications.properties

%Y R 1 OBERDSEATANBAR. RO KEEALET.

sed -i "/*["#]*inter cluster.supported protocols/ c\inter cluster.supported protocols
= TLSvl.2 TLSvl.l TLSvl" /storage/vcops/user/conf/ssl/secure-communications.properties

&/ —RICDWTZOFIEEHZEVIRLET,
d BEEI-- Y- AVF—TxARBHML. /SRYEASAVICLET,
e [[FArZa4vIcTBE0UvoLET,

WHIEBEES#EMAT 5 XS IC vRealize Operations Manager ##m 3 %

T2 VT EZRARICED S0, BAOLESZEZFERT 5L D2 vVRealize Operations Manager I R—x >
FEBRT AVENHYET., BAOMLEBSOIHMNBEREINDIELDICTSICTE. BBEGBEESOEREZENICLEY., #
NEEEEYR—ML, TRICKENF— VA XEFERTHLDICH—NEEBRLET. T/ BEETETZIERFT
BRLET.

vRealize Operations Manager Tld. DHE F—X#&FATABEOFERIET 7 4 /)L b TEM LN TWET,
ABEETDIATLADERERET DR1IC. INTOO—R NSUHYTRUBRBEABSEENCLTIET0,
WAIREESDER

H—NETSHUFORTRILI— FENBEEBEICLY. TLS Yy 3> THERENZF KA REEEL
MENREVET,

Apache HTTPD TOREES{RX A — bDIELMERDIER
tFaUTF 1 EEHB0IC. Apache httpd TSR — MELKERESN TSI L&2ERLET.

FIE

1 Apache httpd THES{EXA —bDELWMEREHER T 5IZIE, grep SSLCipherSuite /usr/lib/
vmware-vcopssuite/utilities/conf/vcops-apache.conf | grep -v '#' IAY¥Y K 7O

YT hpoav  RERTLET.

Apache httpd TEELWESIER A — hMERSNTVSIHEE. IV FEROBEHZRLET -
SSLCipherSuite HIGH:!aNULL!ADH:!EXP:!MD5:! 3DES:!CAMELLIA:!PSK:!SRP:!
DH:@STRENGTH

2 BE{XA—FDELWMERZERT 2ICZ. o< R 7OV T M5 sed -1 "/
~[~#]*SSLCipherSuite/ c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!
3DES:\!CAMELLIA:\!PSK:\!SRP:\!DH:@STRENGTH" /usr/lib/vmware-vcopssuite/
utilities/conf/vcops-apache.conf AV RERTLET.,

Flg1 THEABEEESY TEHEMEEEF. COa Y REXRTLUET,
ZDAXY RIZ&>T. DH/DHE +—X#EZ2ERT 5T RN TOBS{ERA — BEMNITEVET,
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3 Apache2 H—NEBiIL#HT5/7=HIC. AT K FAOY T NP5 /etc/init.d/apache? restart A<
YREERFTLEYS,

4 DHZBAMELTSICE av R 7AYTRPS sed -1 "/~ ["#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
ARV RERITTDHILICKY, BEH{LXA— b5 |DH ZHIBRLUET,

5 Apache2 ¥ —N&#HiEgT 506, IX R 7OV T M5 systemctl restart httpd AV Y R%E
RITLET,

GemFire TLS N\ RS TOREHLTO k)LD IE L WMERDHER

X2V T4EFDBEHIC. GemFire TLS N RS THEEEAA —MELFERAINTNSZ L &HEELE

ER

FIE

1 BB — MEPTHEZEERRT H(CE. &/ — KRTADATY RERFTLTTO R ANDBENTHS
DESDEBNET :

1. # grep inter cluster.supported cipher suites /storage/vcops/user/conf/ssl/secure-
communications.properties

or

2. # grep default.supported cipher suites /storage/vcops/user/conf/ssl/secure-

communications.properties

a2 R 1 OEENEADHFEF inter_cluster 7O/NXTF 4 NEFEREESIN TV IV EEEKRLTEY, OX
Y R2 TERETEST 74 MEDERSINET,

BESNSHERIRDLEBYTY,

inter cluster. supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM SHA384,
TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES 128 GCM SHA256,
TLS _ECDHE_ECDSA WITH AES 128 GCM SHA256

AR T ORBERMPZEADIGE., IT R 2 TRROBEEMPBEOND EBEEENET,

default. supported cipher suites = TLS_ECDHE_RSA WITH AES 256 _GCM_SHA384,
TLS ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS ECDHE RSA WITH AES 128 GCM SHA256,

TLS ECDHE ECDSA WITH AES 128 GCM SHA256

2 FLWBEB{ERA—ME#ERLET.
a URL/admin OEBEHEI-—HY— A5 —T14 RIBELET,

b OSRGEFTSAVICETBICE [(FT7542ICFB]E20 Vv I LET,
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c LELWESERAM—FEEBRTSDICIE. XOOAT Y RERTLET :

sed -i "/*["#]*inter cluster.supported cipher suites/

c\inter cluster.supported cipher suites = TLS_ECDHE RSA WITH AES 256 GCM SHA384,
TLS ECDHE ECDSA WITH AES 256 GCM SHA384, TLS ECDHE RSA WITH AES 128 GCM SHA256,
TLS ECDHE ECDSA WITH AES 128 GCM SHA256" /storage/vcops/user/conf/ssl/secure-

communications.properties

AR ORBRPEADZEF. ROAYY FEFERLTESIEAA—FERELET,

sed -i "/~ ["#]*default.supported cipher suites/ c\default.supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM SHA384, TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES_ 128 GCM SHA256, TLS_ECDHE ECDSA WITH AES 128 GCM SHA256" /

storage/vcops/user/conf/ssl/secure-communications.properties

&/ —RICDWTZOFIEZFEYRLET,
d URL/admin OEBEI—HY— A F—T 1A RIEHLET,

e [FrZa4»ICe3]les)voLET,

localhost ###:T?D TLS OH 1L

T 7 # )L T3, PostgreSQL 7 —# X—ZXAM localhost ##:i1d TLS #FEHRAL £ A, TLS ZB%ICT S,
OpenSSL THEERADIIAEZERT 0. MEDIPAEZRAETZVENHYET,

PostgreSQL A®M localhost ##: T TLS #8FMICT B(C(F. ROFIEEZRITLET,
1 OpenSSL CHEDBECDEZERDIBELZERT 5. MEODBCERDIMBELHAET S
2 PostgreSQL BiEAZEDA X h—Jb

3 PostgreSQL T» TLS oBExL

OpenSSL THANHACERDIAELLEMT 5. MEDHCERDIARZETZAETS

PostgreSQL 7—4 X—XA® localhost #&#i(d. TLS ZFRALE A, TLS 2BMICT BIZ1E. OpenSSL T
MEBDOBECERDIAEZERT 0. MEDIBREEZRAELET,

m OpenSSL TECERDIHELERT HICIF. ROIX RERTLET.

openssl req -new -text -out cert.req openssl rsa -in privkey.pem -out cert.pem openssl reqg

-x509 -in cert.req -text -key cert.pem -out cert.cert

m JREOIBREEZAETSICE. ROFIEERTLETD,
m CAcerts.crt 774 J/VDFEIE%L postgres ICTEELE T,

m postgresqgl.conf 774 EREL T, T4 UT 17 ssl ca file = 'Chcerts.crt E8HE
ER

CAFr—UfEDiRAEEFERL TNSHEIE. FERELVI— b CASIBAEZEESA TS
CAcerts.crt Z7ANERLT 4 LI MNUIEBNTHHLENHY ET.
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PostgreSQL AREBHED A R h—JL

PostgreSQL A® localhost ##: T TLS #8MITT 55514 PostgreSQL ARIAEE A VA =L T B HEH
HUET,

FIE

—

cert.pem 774 /)% /storage/db/vcops/vpostgres/data/server.key [COAE—LET.
2 cert.cert 774 J)V% /storage/db/vcops/vpostgres/data/server.crt [COJE—LET,

chmod 600 /storage/db/vcops/vpostgres/data/server.key AX >V RERTLET,

B w

chmod 600 /storage/db/vcops/vpostgres/data/server.crt AR RERTLET.

5 chown postgres /storage/db/vcops/vpostgres/data/server.key AX > K& chown
postgres /storage/db/vcops/vpostgres/data/server.crt AN REETLT. 774/
server.crt & server.key OFTEE%E root 15 postgres [CEBELET,

PostgreSQL T® TLS OBt

PostgreSQL A localhost #&#: T TLS #&%IC 9 (214, postgresqgl.conf 7 7 A IV EIRET HLENH

UExT,

FIE

¢ /storage/db/vcops/vpostgres/data/ [C$H 5 postgresqgl.conf 77 AMIVEREL. RDOKLDE
EEEMAET.

a ssl =onZRELET,

b ssl cert file = 'server.crt' Z&REL X,
C ssl key file = 'server.key' ZFRELFET.

RETIVEDHDZIT TVr—3> UY—2X

TF2UT A LDRRE 5074 RELT, 7TUS—2ay UY—RDREESNBEICLET,
ROFIECHS>T, FTUT—ay UY—RDBREINBLIICLET.

FIE

1 find / -path /proc -prune -o -type f -perm /6000 -1s AX Y RZEZRFTLT. ELLEE
EN/=SUID BLUPGUID EY b £y "7 7AIIVICERESNTWNSZ EEHERLET,

RDUASMRRENET,

584208 44 -rwsr-xr-x 1 root root 44696 Feb 4 2019 /usr/bin/su

584210 60 -rwsr-xr-x 1 root root 54112 Feb 4 2019 /usr/bin/chfn
584646 56 -rwsr-x--- 1 root root 51872 Feb 4 2019 /usr/bin/crontab
584216 40 -rwsr-xr-x 1 root root 37128 Feb 4 2019 /usr/bin/newgidmap
584206 68 -rwsr-xr-x 1 root root 63736 Feb 4 2019 /usr/bin/passwd
584211 44 -rwsr-xr-x 1 root root 44544 Feb 4 2019 /usr/bin/chsh
584218 40 -rwsr-xr-x 1 root root 37128 Feb 4 2019 /usr/bin/newuidmap
587446 144 -rwsr-xr-x 1 root root 140856 Feb 4 2019 /usr/bin/sudo
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585233 36 —-rwsr-xr-x 1 root root 36144 Feb 4 2019 /usr/bin/umount

584212 32 -rwsr-xr-x 1 root root 31048 Feb 4 2019 /usr/bin/expiry

584209 76 —rWSTr—Xr—x 1 root root 71848 Feb 4 2019 /usr/bin/chage

585231 56 -rwsr-xr-x 1 root root 52968 Feb 4 2019 /usr/bin/mount

583901 36 —-rwsr-xr-x 1 root root 34944 Feb 4 2019 /usr/bin/
fusermount

586675 36 —-rwsr-xr-x 1 root root 34952 Feb 4 2019 /usr/bin/
fusermount3

584217 44 -rwsr—-xXr-x 1 root root 44472 Feb 4 2019 /usr/bin/newgrp

584214 80 -rwsr-xr-x 1 root root 75776 Feb 4 2019 /usr/bin/gpasswd

582975 428 -rwsr-xr-x 1 root root 432512 Mar 6 2019 /usr/libexec/ssh-
keysign

587407 80 -rwsr-x--- 1 root root 76224 Feb 4 2019 /usr/libexec/dbus-
daemon-launch-helper

587109 16 -rwsr-xr-x 1 root root 14408 Feb 4 2019 /usr/sbin/
usernetctl

587105 16 -rwxr-sr-x 1 root root 14384 Feb 4 2019 /usr/sbin/
netreport

582750 40 -rwsr-xr-x 1 root root 38960 Feb 4 2019 /usr/sbin/

unix chkpw

find / -path */proc -prune -o -nouser -print -o -nogroup -print IV RZER{T
LT. VAPP ADTRTDT7 7 A IVICFREBE D GEET 2 LaHRELET.
BROPXREINBVESE. TRTOT7 7 A INVICHHEBEDBRELET.

find / -name "*" -type f -not -path "*/sys*" -not -path "*/proc*" -not
-path "*/dev*" -perm -o+w | xargs ls -lb AX Y RERTLT. VApp LOITRTHOT7 71l
DERZHERL. VTNDOT7 74 b2V —DPESARAERLE 7 7 AN TIHENWZ EEHERLET,

Others [FEZAHEREFETOELDICLTLEZN, INSDT 7 AIVICHT DHERIL. ##4 F/=1% ##5
THHAIVENHUET, ZIT. ZlE FIBEEBLVIN—TICHLTIEEENET 74 MOEREY b (6
T 7RE) EHELVWVBDELET,

find / -path */proc -prune -o ! -user root -o -user admin -print I<¥ > RZET
LT, Z27A4NUDBELWI—Y—ICHIESNTWNSZ EEZHRALET.

BEENRTINGZWEFEEE. IRXRTDTZ 74D root £72(F admin DELESMICFAESNTNET,

find /usr/lib/vmware-casa/ -type f -perm -o=w AX > RZEFTLT. /usr/lib/vmware-
casa/ TA LI MIVRADT 74D, EA—F—DEZABHARERT7 7 AN TIEHEWNIEEZERLET,

ZOaAX Y RTHEENMRRENGWVLDICLET,

find /usr/lib/vmware-vcops/ -type f -perm -o=w AX» RZR{TLT. /usr/lib/vmware-
veops/ TA VI RNIRADT 7AND, EA—YF—PEZABARER T 7 AN TIIEWZ EEZHERLET,

ZDIAXR Y RTHRRDPERRSINZVWLDICLET,

find /usr/lib/vmware-vcopssuite/ -type f -perm -o=w AX Y RZERTL T, /usr/lib/
vmware-vcopssuite/ T4 LI MNURDT 7 AIID, &A1 —H —PEEZARAEELR T 7 AN TR>ENI L%
WRELET,

ZDIAXR Y RTHRERDPERREINBVWLDICLET,
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Apache D&k

Web 7« L& b DREBEDOEHIL
CFAVTALEDRRS TS50 F74RELT AT LI MU EBETERVWEDICLET, T4 o U
EFRETDE TALIM) PIN—PINKRECZISHINDURIPER DAIEEEDNH Y ET,
FlE
o TRTDFALIRUT, Web Fa Lo b OBEASENE> TS EERBLET.
a TFRNIF 44T /etc/httpd/httpd.conf & /usr/lib/vmware-vcopssuite/

utilities/conf/vcops-apache.conf 77 A J)LEBHEET,

b ZhZhD <Directory> IEHT. Options {TICEH Y J/ D Indexes A7 arDBEENTIWVZND
LEHRLET,

Apache2 H—/NDHY—/N b—& > DR

SARTAEFAUT4EETORRO—EEL T, Apache2 H—/N\DOY—/N\ b= &EFLET. HTTP g
D Web H—NIEBEANY T —(ClE. EHDIER 7 41— IV REEDHBHIENTEET, FRICIE. EXRSN/= HTML
R=I Web b —N\DIATEN=2 a0 ARV—=—TFT 42T PRTFAEN=a3 0 BLU Web —/N(CBEE
THR—IDPEENET., COFRICE>T. BEOHSDA—F—DNEELY - I EERTHII LR EERIFTRE
AFTELET.

T4 LU T 47 ServerTokens ($. Prod [CERETHHENHYUET., /=& X[E. ServerTokens Prod 7
E ZDTALVIT AT 94T MIBRENZ Y —NDIEENY T — T4 =)L RIC. ARV =TT PR
TADHRASIP AN A Y EZPa—IVICEHTHERESHDINEODNEFIELET,

FIE

1 Y—N =0 &EHRETSHICIE. cat /etc/httpd/conf/extra/httpd-default.conf |grep
ServerTokens OAX YV RERTLET.

2 ServerTokens Full % ServerTokens Prod [CEETB(T(L sed -i 's/\
(ServerTokens\s\+\)Full/\1Prod/g' /etc/httpd/conf/extra/httpd-default.conf

AV RERTLET,
Apache2 #—/X®D kL —ZXAEDENL
ZENGABNIETIE. T—FDOREIEV DS ZEWMEEEFERAT 2 LICL > TRBREBARBHERRETES &
BHUET, T—YDERER(TD/=0DIC, HTTP Trace XV v REEHICLET,
Fl&

1  Apache2 #—/\0D Trace AEZEMERT S, O K grep TraceEnable /usr/lib/vmware-
vcopssuite/utilities/conf/vcops-apache.conf Z®R{7LET,

2 Apache2 H#—/\D Trace AEZEENCTAICE. ¥ KR sed -1 "/~ [*#]*TraceEnable/
c\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-

apache.conf ZR{TLE T,
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BRE—FEENCTS

RA N 7S5 4 RELT. VRealize Operations Manager 4 > X b—)b, #, £EI3RFTDIEEE A
VAM=IWDEZ TN a—TFT 4 v IBELOT Ny IDBENCRELD (CHERELIIREEEETTEET,

BICEFLUT A RESNBLOC, MABEFLZTNTNASOIBIVEELET. BREESEL £+
2T A RESNTOBHEI HBLLSDHORNBEE, FBERBECBTLAVTILEE,
VAV b7 AVR-RV FDEE

TFaUTF4LDU RO EGRNRICT H728I2. VRealize Operations Manager kX~ XV DIENEBEY 7 Y
T T EHIRT AMEBRLET.

TFIVT A BRELZSIERITAEMEEZR/NRICT 5720, BIRLAEWITXRTOV 7 FIT7ICDWTIE A—H—
DWRBIEELF VT A LEORRN 7507 4 AT > THERLET.

USB KBERX ML= N RSDEF2UT 1 RE

USB RBRERX ML= N RSZEEF2UT4REL. VRealize 77SA TV ATIDNY RSBT 74V T
O—REINBVWKDICLET, F/=. VRealize 77547V RATIDNY RIMUSBTFNA RN RS ELTE
AENEWEDICLET, BENGEKEENCDONY RSEERALTEEDHDV I D T7EA VA M—ILT SHH]
REMDHY ET,

FIlg

1 F7F+FRXMIF 44T /etc/modprobe.d/modprobe.conf 77 A ILERHEET,

2 ZD77A4JIC install usb-storage /bin/false TR END I LEERLET.

3 774NV ERELTCHLUET,

Bluetooth A aJL NV RSDEX 2 U T 4 7E

BIENAKEE CLDIEAEZHLETS7=0IC. VRealize 77547 AT Bluetooth A~/ N RSEEF
AT RELET,

Fy bT—0 R& v oAD Bluetooth 7O R JND/NA 2 RERETH Y., N > KT 2 ERR MDOREMRBEIE
MEMLET, VRealize 7 7547 AT, Bluetooth 7O hI)N NV RS EDa =BT 74 hTO—-RE
NFVWESICLET,

FIlg

1 7+FRXRMNIF 44T /etc/modprobe.d/modprobe.conf 77 A J)LERHEET.

2 ZD77A4JVICIT install bluetooth /bin/false WEENDEEMHRLET,

3 T77ANEREFELTHLET.

Stream Control Transmission Protocol O+ 1 U 5 1 (R

VRealize 7 754 7 > R T. Stream Control Transmission Protocol (SCTP) €2 2=/ TFT 7 #J)L b TO—
RENGWEDICLET., BENAKEEN S ATADEFAUT A E2BETHEHICZOTANINEETRTSH
BEMENHYET,
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BFIIHETHRINIL SCTP EXa—)ILEZO—RLAEVWELDICCRTAZER LTS /ZEZ, SCTP (L, AN
TWEWIETF BEE NSV XR—b LAY —70O2TY, 2OT7ONINERY NT—0 RF Y TITNA >
R D& RR MOREMREBEFEMSEMLET., EROLZVWO—H)L TOLAMBZOTAINEFERLTY Y b
ZRASZEICKY, A—FIUTTOMIIN NV RSPBNICO— REINDBENHYET,
FIE
1 7+FRXAMNIFT 44T /etc/modprobe.d/modprobe.conf 77/ /)VEREET.,
2 ZDT77AINICRDIANVEENDZLEHRLET,

install sctp /bin/false

3 T77ANEREFLTHLET.

Datagram Congestion Control Protocol Dt =+ U 5 1 {%:#

SARTACFAUTABET VT A ET A D—EL T, VRealize 7 754 7 > AT Datagram Congestion
Control Protocol (DCCP) EX a—ItT 74 b TA—RENEVWKDICLET, BENLRKEEN S AT A
DEFa1VTAERETHEHICIOTONIINEETRTH6EMEDBHY £,

BHICHETHIFNIE DCCPELa—/MIA—RLABEVWELDICLTLZEL, DCCP [FREFD FF V RAR— K
LA4v—7Oba)lTHY., FRHENEFA, ZOTONINERY NT—0 R TIINA 2V RTBE KRR
DOWEMREESEMLET. EROAZNVO—HI)L 7OIABZDTOMINEFRLTY Yy FERK Z &K

U, A= TTZA R N RSDEFHICAO—RENDIBENHYET,

FlE

1 7+FRAMNIFT 44T /etc/modprobe.d/modprobe.conf 77 A I)VEREET,

2 ZDT77AICDCCPIANEENDLEWRELET.

install dccp /bin/false
install dccp_ipv4 /bin/false
install dccp_ipv6 /bin/false

3 T77ANERGFLTHLET,

Reliable Datagram Sockets 7O ba/lDtEF a1 U F 1 (R5&

CATATFAVTABIET VT ET 4 D—IRE LT, VRealize 7 754 7 AT Reliable Datagram
Sockets (RDS) 7O I MBTF 7 b TA—RENHENESICLET, BENSKEBEN L RATLADEFIUT
A ERETHEHICIOTANIINEETRTBAREEDH Y E T,

RDS 7O rONERY NI =0 RFZ Y TIINA 2V RTBE RRANOWEWMRBEZSENL EI, #EROANO—
HI TOeRBZ07ANINEFERLTY Yy FERSZEICKY. A—RITTO TN N RSPEHIICA
—RENZHEDBHYET,

FlE
1 7F+RXRMNIF 44T /etc/modprobe.d/modprobe.conf 77 A I)LERHEET.

2 ZODO77A4I)IT install rds /bin/false IS ENBLEHEDRLET,
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3 T77ANEREFLTHLET,

Transparent Inter-Process Communication 7O b 3)bDEF 21U 5 4 RE

DARTACFAVTABETIVTAETADO—RELT, RET7 7547 X KRR~ YT Transparent
Inter-Process Communication (TIPC) ZA A MT 74 b TA—REINLEWVEDICLET, BEMLKE
ENRTADEFAVT A H#RBRETE-HICCOTOMIIINEETRTHRIEENHY ET,

TIPC 7RO ERY FT—0 RE Y IICNA Y RT D E R MDOKRERREFNSEIMLET, #EROANO—
AN TAEABIOTARINEFERLTY Ty hERSZEICKY. A—FATTAMIN NY RSHEIICA
—RENBHEEBHYET,

FIE

1 7F+FRXRMNIF 44T /etc/modprobe.d/modprobe.conf 77 A I)LERHEET.

2 ZD77A)VIC install tipc /bin/false TMNEENDLEHERLET,

3 T77ANEREFLTHLET.

Internet Packet Exchange A ha/lDtE+a V5 1 1RE

VRealize 7 754 7 > AT, Internetwork Packet Exchange (IPX) 7O k3l BF 7 4J)L b TA— RE Nz
KOICLET., BENGKREEND L RATADEF2AUT 4 Z2FBETSHICIOTOMIIIEERT DEREEDH Y
E3

BHICHETRFNEL IPX AN EPa—MEFA-RLAEVWEDICLTSEZS, IPX 7O Ma)VE. ]RTE
TRIFEAEERENDZLEDBEVWRY N =0 LAY —TJOMINTY, ZOTAMINERY FT—0 RE Y
TIINA Y RTDE RRAMDOKREMRBHESEML LT, #EROLZVO—A/)L OB ZO7O M EFERL
TYTy bERAKZEICEY, PRXTATZAOMIN NV RIDBNICA—REINDIBEDHYET,

FlE

1 7FRAMNIFT 44T /etc/modprobe.d/modprobe.conf 77 A I)VEREET,

2 ZO77A)ICFT install ipx /bin/false WEFENDILEHEELET.

3 T7rANERBFELTHLET.

AppleTalk 7O ba)lOtEF2 U5 1 75E

VvRealize 7 7547 AT, AppleTalk 7O baAINTF 74V b TEH—REINBNWELDICLET., BENLIKES
MURTLADEF VT4 #2RETDHHICIOTONINEERTHREMENBHY ET,

WETRIINIE, AppleTalk 7A MO EX2a—bEO—-RLANKDICLTLKEZN, Zo7Ora)LERY +
D=0 R IICNA Y RTBE RRAMOKREWMREFENMEMLET, #EROAZVO—A)L OB 70O
FaLEFEALTY Y MBS ZEICKY, PRFATTZOMIN N RSHBBHICO— REINZIBENHY X
£

FIlig
1 7F+RXRNIF 44T /etc/modprobe.d/modprobe.conf 77 A J)LERHEET.

2 ZD77A4)VICIT install appletalk /bin/false WEENDELEHRELET,
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3 T77ANEREFLTHLET,

DECnet 7O o) tF+a1 V5T 4 RE

DECnet 7O AT 7 AN M T AT AICO—REINAVWEDICLET., BENLKEEN S ATADEF 2
VT4 #2RETHEHICIOTONINEETRTHREESHYET,

BWITHETRINIE, DECnet 7AW EXa—)LEO—RLULANKDICLTLKEESN, 27O ba)LER
YNT—=0 ARG TIINAV RTBE RRMOREWNRBESEMUEDT, EROZVNO—H) TOCIMBID
JORaNEFERLTY Yy bEBRKZEICKY, YATATTZAONIIL N RSBFICO— RINDIEENHY
3

FIE

1 7FXMIF447TDECnet 7O haJL®D /etc/modprobe.d/modprobe.conf 7 7 A ) EREEELT,
2 ZODO77A4J)VICHT install decnet /bin/false WEENDILEMRLET,

3 774NV ERELCHLUET.

Firewire EXa—)lOt+a2 )7 1 RE

VRealize 7 754 7 AT, Firewire €22 —IMBT7 74l hTO—-RENAWELDICLET., BENLKEEN
ATFADEF AT 4 ERETHEHICCOTOMNIINEERTSEMLHY ET,

WBETIEITNIE. Firewire €22 —J)LIEFA—RLAVWEDICTLTSZE L,

FIlg

1 7+FRAMNIFT 44T /etc/modprobe.d/modprobe.conf 77 AV EREET,
2 ZODO77A4IVICAT install ieeel394 /bin/false MEENDLEHMRLET.
3 T77ANERELCHLET,

h—FI Ayve—=20O05

/Etc/sysctl.conf Z77AJ)VAD kernel .printk ([d. A—FRIDOTHNERELET.
RDADDEEIEELET.

m console loglevel. AYVY—JLICHAZINE A Y- DRIKELIBLL

B default loglevel. AIEMOY LRILDENAYyE—VDBREL NI,

B O2V—)LOY LRLOEAFEERREL NI,

B O V=)L OY LRILDOT T A )L M,

BZEIC8DDIY MUMSIEEARETY,

m  define KERN EMERG "<0>" /* system is unusable */

®m  define KERN ALERT "<1>" /* action must be taken immediately */

B define KERN CRIT "<2>" /* critical conditions */

m  define KERN ERR "<3>" /* error conditions */
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m  define KERN WARNING "<4>" /* warning conditions */

m  define KERN NOTICE "<5>" /* normal but significant condition */
m  define KERN INFO "<6>" /* informational */

m  define KERN DEBUG "<7>" /* debug-level messages */

kernel.printk MfEE 3 4 1 7 [TERELT. /etc/sysctl.conf 774 JVAIZFT kernel .printk=3
41 THHFEETHIELEHRLET,

End Point Operations Management T—>x > k

End Point Operations Management T—2 > ~3. I—2 12 MR—XRDKREH L VOER#EEEE VRealize
Operations Manager [ZEEML XY,

End Point Operations Management T—2 > M3, RRAMEICEREA VA M=ILENS /=5, 584D End
Point Operations Management —/NERIULANIVEFRY EHA. LED>T. I—2 22 MBREICA R
E—ILENTNWBZ LZHRTIVLEDPDHYET.

End Point Operations Management T—2 1 > & RTT3200F2UTF 4 LOXRR K 75074 R
I—HY—Tho  bOERBICIE EF2 VT4 LORR N 75074 RO VLEDRHY ET.

n AL UM AR S—)LDBEE AGENT HOME/conf/agent.properties 7 7 MJVICRTFESNZTA
TORFAFEREY —/NFAAZEOY LT » NEHIBRLET,

m  End Point Operations Management T—2 = > FEEHRITHERIICFH N /= vRealize Operations
Manager 1—H— 7AhY > hEFERALET, HMICDTIE. vRealize Operations Manager AL 7D
Ew £ [vRealize Operations Manager TOO— /L E#ER] 28BL TS ZE ),

B AVRAM=IDETRI. T— 12 FEERIZER L= vRealize Operations Manager 21—%— 7h9 > k
EEMNLES, I-CzVNEBTITAETAROA—Y— 7O LREEMNCTHIHLENHY ET, il
[ZD W TIE. vRealize Operations Manager NJ)L 7D kEw & [vRealize Operations Manager ThH 1
—HF =& T —T D] ESBLTIZE,

B I hERTIBVATANEF2AU T ABEEZ(F/=55. VRealize Operations Manager 21—
— A —TIAREFERALTI -z b UY—REHIBRTEHZEICEDT, T—V 2 NIBAZEARET
=FET, FHBICONWTIE, B a3y [I—2o 2 bOWE] 2B LTSES ),

I—2Yzr MEREICHKIERLETIER

Y—EREA VAP INBLOEET B/HODERPHVLETT, RTFOTOLRE®RET HH5E. T—2 2 bD
RITICERAT 22— ThU ML TARRETAITAICT VAT HERBMLEICAY EF. Windows
FRV—=T 420 DRTLADA VA=)V DiFE, T—ERXRZA VA= ILELVEET HHERDPHLETT ., Linux
DA VAR=)LTIE RPM A VA =ZZ&FERALTI— A VAT B5RF I—-2Cx 2 bad—
EXRELTA YA M—ILT HIERDPVLETT,

I—< 1 k% vRealize Operations Manager 5 —/N\[CERT 37O LV ELRREROWERIZ. > AT ARDA
T MIHTBEYHTH—/40, Agent Manager O —/)LMft52NTWS1—H—FADIERTT,
LInux "—=XD 7S5y b7+ —AICEFE7 7 1L EIER

End Point Operations Management T—> x> bDA YA b—J)LiRIZ. T—>z o bEA A M=)LLEOI—
HP—DPI-C 1 bNORBEICKRVET,
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End Point Operations Management T—>xz » bZ2A VA=) T 52— —MNTAR 77 M IVEFET S

M RPMZEAVRAM—ITBHEEXIC. FIBEEICHTZA VA= T4 Lo RIET7AILDWER (600, 700

BE) PRESNET.

F: ZIP 77 ANV ERERT Z5E(E ERSELSBRASNGWATRRENSHYET. ERPBELWZ EZERLT

<7EEb,

T2z MIE > TERBLUVEEZIAADITONDITRTDT 74 I)VIZI1F 700 OIERMEIYU HBTEN., FFEEL
I bhaRTTHI—Y—-ICRVET,

£ 2-5. Linux @7 7 1 JL L HERR

FTALOMIEREET 7

Iz Frlok
J/bin

Iz, Frlo U/
conf

ISk Frlboh
J/log

Iz, Frlo U/
data

IT—>r>hFrlok
JJ/bin/ep-agent.bat

IT—>r>hFrlok
J/bin/ep-agent.sh

Iz, Frlo U/
conf/*

(conf T4 LY MUADTAN
TD774)

VMware, Inc.

L1

700

700

700

700

600

700

600

IIWV—T&3a—
H—

mAEE

gN—==7

INT

mAEE

gN—==7

INT

mAEE

g—==7

INT

mAEE

g—==7

INT

mAEE

gN—==7

INT

mAEE

gN—==7

INT

mAEE

gN—==7

INT

FRAERY

EEAHD

AT

AT

ENo)

AT

ENo)

AT

AT
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xR 2-5.LInux D7 71V EHER (RE)

IINV—T&EkFa—
FAVOPIERRT 74N  ER H— SHIY o 2
I-Jr>hFrLoh 600 mEE 7 - -
J/log/*
(log F4 LU FURDEA JN—7 AT - -
V%
TD774)) st - o .
IT—2z>f FrLs U/ 600 REE il - -
data/*
(data T4 Lo FURDTA JI—7 A — -
V%
TD774)) st - o .

Windows X—XD 7S5y R 7+ —AICHEITET7 74 )V LIER
End Point Operations Management T—2 1 > b® Windows X—XDA VA =)L Tl . I —- x> bEA

YAL=ITBRA YT Y—EREA VA M-I ELVEET HHERVPLETT.

End Point Operations Management T—2 x> FEaA VA M—=)LLEEE A A=)V 74T (TRTOY
TT74 Lo MIEBLVT7 74V ESD) [TIE. SYSTEM, EBEIIN—T. BLPAM VA=) A—HF—DHNT
O RAREICIRDLDICLET., ep-agent.bat ZFH L T End Point Operations Management T—2 ¢

VhEAVRN=INTBBE EFAUT4BETOCRADBRII LS EEERELET., I—C o MEA VAR
NETBA—HY—(2F. I5— AV E—CDATERMB I LEZBEOLET. TFaUTBLETOCIDBKRKL S
B A —FINSDEREFFH TERATEET,

% 2-6. Windows 7 7 1 )L L1EFR

Fa LU MUFEERD INV—TERF2 )N arrO—
7AIN —H— 1% pul-d) SiHIMY & RfT SEAEY FEAH

<agent SYSTEM A - - - _

directory>/bin
AT NEEE a - - - R

AYAR— 3 "] - - - -

—H—

a—H— - - - -
<agent directory>/  SYSTEM al - - - _
conf

CARATLAERE A - - -

AVA =)L a] - - -

—H—

a—H%— - - -
<agent SYSTEM aJ - - - -

directory>/log
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£ 2-6. Windows O 7 7 1 JL L1EBR (i)

FaLoMUFRIET
7AI

<agent directory>/
data

<agent
directory>/bin/hq-
agent.bat

<agent
directory>/bin/hq-
agent.sh

<agent directory>/
conf/*

(conf T4 L2 MURA
DIXRTDT7 74)0)

<agent
directory>/log/*
(log T4 LI FUR
DIXRTDT7 74I)0)

<agent directory>/
data/*

(data T4 Lo RUR
DIRTDT 74))

VMware, Inc.

IN—T&kiga
_-U!_

SYSTEM
AT LERE

AVAb=)L 2
—H—

a—H—

SYSTEM

AR =)L
_-U:_

24—

SYSTEM

AR =)L 2

24—

SYSTEM

PRATLEEE

AVA=)L
_-\ji_

24—

SYSTEM

AR =)L
_-Ui_

24—

SYSTEM

Z)bar+A—
1%

BAMY ERTT
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I-2z b RRAMTHMNSBKR—-

I—-2xrbh 7OERIE BRATEER 2 DDAR— K 127.0.0.1:2144 £ 10 127.0.0.1:32000 Tav > k&l v
AVLEY, INSDOR—MIFEBCBIVHTAIETDH DD, ERGR-MEFSREGELIZEDHYVET, T—2
T bE AEBA I =T A A EDR— b EREEE A,

K 2-7. RIERBLELR— b

R—bk Zobka A aAAVE
443 TCP B HTTP, TCP., 7% ICMP TOREERD/LHICT - Mo TERSNET,
2144 TCP oy X NEEA., BRAIEE. I—Cz > be. TNEO—-RBLUBRT ST R S OBDT

At XE@BEICERENEYS. T—2z b 7ORREIOR—PETY YRV LET,

O R-—PESRIERICBEIVETHILENTE, REBBEVBHYET,

32000 TCP Uy R NEBEF, #RATEE. T—Y x> hé ZNEO-RBLUCERT 2V R SA VOO T
AtABBECERENET, I—2z2 b JOCREIOR-PETY VRV LET,

E: R-—FBSIERBCBVETEHIENTE, RIEDIGEEDHVET.

I—-2zr bOWE

I-Cx Y IBRTTEVATLADEF AV T A REZRILGRRE, ASHOERTI -2 MERET DY
EDHBBRIE. YATLADPSI -2z b UV —REZRIRTEEY, LUBOEKRTE, BRICKKLET,

vRealize Operations Manager D1 —4H%— A4 —T A R&FALTIT—>2z b VY —RZHIKRT B &
&Y, I—Cz 0 MIEBAEEHETEET, FHlICOVTEL I—2z b UV —XDHIR 2B LT EI,

DARATADBOREILLE 26, I—C 1z MEERXTEEY, FHICDOVWTE I—2Pz MU YV—RDET &
SEBELTZE,

I—-xr b UY—RDOHIK

VRealize Operations Manager AL TI—2 b UV —RZHIRTEHILICEY, T—2 > MIBAEE
WETEET,

AR

LBICEFEENZA M) v T—FEFRLTY Y —RDOMBEMEHIZTZ(CE. VY —ROFMICRTEIND
End Point Operations Management T—> > b b= E2RBLTHEET,

FIE

1 vVvRealize Operations Manager 21— — A > % =T 1A XD [4 R NI R=D([CBEILET,
TETE 54T V) —EREET,

EPOps 7474 URMEREZET,

[EP Ops Agent - *HOST_DNS_NAME*] Z#iRL £ 7.

[Edit Object] #2U v o LET.

I—>2zob b= XFITHBI—2 b ID ZREFELET,

N o u »~ W DN

[Edit Object] #4704 Ry Y AZEBHLCET.
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8 [EP Ops Agent - *HOST_DNS_NAME*] #:#RL. [Delete Object] #41Jv oL %1,
I—2zrvhUY—RDETRT

AT ADRETIREN ) ANUSNEBE, WEINECI-CMEEXTTEES., NICK>TI—Pz b
(Z. BET—4%#8B5KT52L78<. 5IEHERALCY Y —RICDVWTLR=FTEET, ZOEDHICIE. I-21>
b UY—XEHIBRT ZEIICERFINZOERL b= ZFEHRLTH L End Point Operations
Management b—2 > 77 M) EERT BHENRHVET, [I—2z b UV—XDHBIR] Dt 3 %25E
LTS,

AR

s End Point Operations Management b—2 X FIINRFINTND I LEERALET.

m VRealize Operations Manager ¥ =N\ I -2 x> b UV —XZHIBRT R1ICEFSNLEY VY —X b—
OV EFERLET,

m I—-Cz bOEBERERBLTNDSILZHRELET,

FIE
1 I—2zYbhERFIHI—YF-—TI—2zrb b=02 770 EERLET,
& LT 123-456-789 b=V EEUL =0  T7 AN EERT ST RERTLET,
m  Linux:
echo 123-456-789 > /etc/epops/epops-token
= Windows :

echo 123-456-789 > $PROGRAMDATA%\VMware\Ep Ops Agent\epops-token

ZOBITIE. =02 T7A4NERET DTSy T —ATOT7HIV D M=V DIBAICEERAENE
ER

2 HLWI—2xzrbhEAAM—JLL. VRealize Operations Manager 4 —N[CEHLES, =22 77
AWICEERAENZ b= U PI -V MIEo>TH— RSN LEHERLET,

D7 avERTIBHICNE. T2z bOBEBIERPVHETT,

I—-2zr  OIAEDOEGEEEH

BRET7O0—(3. setup AX R SAVEIHEFERALT. I—2 2 bh6IRENET. I TICEHRINTNS
I—-Yxr b setup AYY R 5S4 0D3|# ep-agent.sh setup AL, VELDIAFEREANT S L.
LU registerAgent A RPY—N[THEEINET,

Y—NE I—2 2 MBI TICERINTNEZLE2RETHE DI b UY—REERETIC. 2D
I-CxVMIHLWISAT Y MEAEEXELET. T—2 2 MITIE, SOEERAENH L VBEEICE SR
ZA6NET, T—N\IABEEDEET ep-agent.sh setup AV Y RERTTIHE. HLUWBAEEEET L
SICKDBA V-V PRREINET, TONEBEY AL MNMIR{TTSICIE. agent.properties 774 JLIC
HLUWH—NTIBEEZEOY AT FEIEELTHMS ep-agent.sh setup A RERFITLET,

AR SR
I-2x 2 bOEREZEEL T, SAEOIUEEEHREITVET.

VMware, Inc. 68



~IVT

FIE

& LINUXRXR=XDARV—FT 4> PRATATIE. I—2 22 bDRABMT ep-agent.sh setup AX > F%&
RIFLET., Windows R—RDFARXL—F 1 »4J AT ATIE. ep-agent.bat setup AV RERTT
LET,

Y—NDIAEENEEFINTNEIELEEZI - MPIREBETHE AV E—UDBRREINET., FHLWGIRAE
MENTEETEZ2HDTHNIE. FHLWIIBAZEEZZ(TANE T,
End Point Operations Management T— = > bD/\y FEA & B H

WE(ZIH LT, VRealize Operations Manager U U —X & (358112, #H L LY End Point Operations
Management T—> v b N RIVEFIHTEET,

End Point Operations Management T—2 1z > MIE, Ny FRT7 v 77— MIREBHEINEEFA. RFOLEZF
AT ABEEZEUCI—2 FORHFON—=23 0 EA VANV TERERHYET, JUT 1 hiliztFa )
TAIEEIEL. VMware D+ 21U T« ICBATHFEDHA T VA >TRASGNET. EFa VT« ICEATSE
EDOREYIESBLTIEZN,

TDMDRERIERT VT4 ET 4
RAN Y=NEDFRELR-FETOY I LET,

RELBR-FBLUOY—ERZEHICT S

ST 4vOEHRAITBA -T2 R—bDURXKMIDNTIE, RASH—NDT7 7470+ —)LEHERLTZE
(AN

ZORFaAYPDOR—-MBLUTORTILDOERE S S 3T vRealize Operations Manager O&/NE4 &
LTURRENTVWEWTRTDR—F (RBHGAR—F 270y 2 0LFET. 5120 KA B—=NETERTEINT
WBH—EXZEEL. FRERT—EXRZEZEWNICLET.

Xy NI —=0 ¥ VT LREMIEBE

TFaVTFTALDODRRAS 75074 RELT. VMware REB7 7S5 A7V ABLUVRA N I 0DRY KT =018
EREEEIBINMEEL X, £/=. VRealize Operations Manager OZ{ER— b ERER— bDEBRIZ RN
RICTBHENHYET,

REFZ TV —2a3 A RAMN=IVADRY N7 —OBREDERK

VMware [f#87 7547 Y RAERR b ¥ U BRETRARDBENHEHFTT 5L CTBCE. Ty bT—2
BERTERRSLVFEELET.

TCP Ny 4 AHZDF 21— H4 XDRE

TFa)TF A LDORRAN TS50F4RELT. VMWare 775 AT VA RAN IV ETTF 745D TCP Ny
s00DFa21— HAXEHEBHRLET., TCP Y —ERETHRELZEMT 572012, TCP Ny o0OY F1—0@EY7%
FTIAI VA RERELET. HEINDT 74V MNEEIL 1280 TT.

VMware, Inc. 69



~IVT

FIE

1 ZhZTho VMware 7 7547 A KRAS X ET# cat /proc/sys/net/ipvé/
tcp max_syn backlog A¥ Y RERITLET.

2 TCPNyoRAIDFa— YA ADKRE
a TFRAMNIF 4T /etc/sysctl.conf 774N EREET,

b Z7ANIRODIYFVEEBMTBHIEICEY, TT7HIEDTCP Ny O Fa2— YA XEHKELE
ER

net.ipvé4.tcp max syn backlog=1280
c ZEFEAREHRGEL. 774V ERALCET,
d # sysctl -p ZRTLT. BZEZERALET.

JO—RKRF+ A 7 RVAAND ICMPV4 TO—%3E87 5
A —Fy MMl AYEZ— 7OV (ICMP) Ta—D70—RF+ A MIGET 5 & EIERE(CKERRE
motd, BEOHAI— xRy b7 —0 v EVTEFTOWRTASREEENHUET. ICMPv4 T3~
EERTDIEDICORATLAEZERT DL, COLDBBENSHRETEET,
FIE
1 # cat /proc/sys/net/ipv4/icmp echo ignore broadcasts AX Y RZETLT. X AT LD ICMP
TA—RFH+ RS TRVRIO-EBEREXEFELTWVENWZEERRLET,
2 ICMPV4 7O0—RFv AL 7RVR IO-—BREETTDHEDICKRRA S DRATLEEBRLET,
a TFRAMNIF 44T /etc/sysctl.conf 774N EREET.
b ZOIYFUDMED 1ICEESNTWVEIMES(E, net.ipvd.icmp echo ignore broadcasts=1 I~
bUZEBMLET,
c ZEFEARZEHRGEL. 774V ERALCET,

d # sysctl -p ZETLT. BEREZERALET.

IPv4 7O+ ARP #EMICTBEDICKRA N S RTFLAZEBRT S

IPv4 7O+ ARP Z2fFEHT5&. VAT AR HBA 05 —T 14 RTEHRSNTOWBRAMDREELTRID
A2F =714 RLETARP EXRANDEEEZXETEET. HEROLWVEFREFZHIET (123, IPv4 7O+
ARP ZEMICT HZVENHYVET, RSN TVWDIRY FT—0 ©IAVMEDOT R LU RIBEBHORBA VERHLE
TBHICE, COREEZENLET,

FIE

1 # grep [01] /proc/sys/net/ipv4/conf/*/proxy arplegrep "defaultl|all" A¥2 k%
FITLT. 7OF2 ARP BERICENTWENEDI MEERLET.
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2 IPv4 70% ARP #EMICT BHLDICKRA N S RTFTAEZHEBRLET.
a TFRANIFA4HT /etc/sysctl.conf 77 /I EREET,
b BN 0 ICEESNTWVINEEIE. TMUEZEMTSMD. ZNICEDETHEEDI M) EZEHLET,
fE% 0 ICRRELET.

net.ipvd.conf.all.proxy arp=0

net.ipvéd.conf.default.proxy arp=0

C fI2EEENBREZREL. 774 ERALET.
d # sysctl -p ZR{TLT. BREHERALET,

IPV4AICMP U A LIk Ay E—DEBRTDHLIICKRA S PRATAZBRT S

TFAVTALORAN TS50F7 4 RELT, KRN PRTFATIPVA AV —Fy MElHIAYE—2 7O RO
(ICMP) U AL O~ Ay e—DBEAINDELEHRRLET. BEEOHD ICMP UFA LI K Ayte—20E
BaEnhdé, PRERENFEETIAEENSHYET., L—FIE ICMP USA LU~ AvE—CEFERALT, BE
DEERFAND L VEENGZIIN— EDPFETHIEEZRAMIBHMLULET, NSO Ay E—2IE RAMDIL—F F
—TIWVEEBLETN, DIAEZTEHA.

FIE

1 WA YATALALETH# grep [01] /proc/sys/net/ipvéd/conf/*/accept redirects|egrep
"default|all" AY Y RERTLT. KA SRATATIPVA USTA LI N Ay - NEBRINDNE
ODEFIvILET,

2 IPVAICMP USA LI Ay E—CVE2BERTDEDICKRAN DRTLEEBRLET,
a /etc/sysctl.conf Z7AINEREET,

b fEMN0ICHRESNTWEWNEEIE. RKDINJET7A4IVLIEBMT 2N, ENICEDETHEOTI MY
EFEHLET, [EEF 0 ICKRELET.

net.ipvé4.conf.all.accept redirects=0

net.ipvé4.conf.default.accept redirects=0

c EERNREREL. 774 NVERLCET,
d # sysctl -p ZE{TLT. BREBERALET,

IPV6 ICMP U AL Ok Ayvte—DEBRTBLIICKRRA S PRATLAZBRT S

TFaVTFALORZAN 75074 RELT, KRN P RFATIPVE A 7 —Fy bl Ay E— 7O ML
(ICMP) U AL O~ Ay e—UDERINDEEHEDLET. BEEOHD ICMP UFA LI K Ayt—20E
BaEns &, PHEREARETHAEENSHYET. IL—FE ICMP USA LI K Avt—J&ERLT BE
DIEFZND LYV EENGIIN — b DPFEET DI LEERIAMNIMSEET, CNSDAyE—2F KA MDIL— T
—TJIWVEZEBLETHN. RAEZ(TEHA.
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1 H®AMPRAFTLLETH# grep [01] /proc/sys/net/ipvé6/conf/*/accept redirects|egrep
"default|all" XY RERFTLIPVE UM LI N Ay PERINEINEDDETF VI LET,

2 IPV6ICMP USZA LI K Ay e—DEBRTDHEDICKRA S AT LAZBRLET,

a /etc/sysctl.conf ZFVWT.IPV6 UF AL UM AvE—CEBRTEHEDICRR N S AT LEER
LET.

b {EN0ICKRESINTWRWMEEFX. ROIZMUET 7AIVITEMNT 50, TNICEDETEEFEOTI Y
EREFHLUET, [EE 0 [LRELET,

net.ipv6.conf.all.accept redirects=0

net.ipvé6.conf.default.accept redirects=0

c BEANRZE®RHEL. 774NV ERALCET,
d # sysctl -p ZRTLT. #EBREEALET.

IPV4ICMP V&AL Y hEEBTBESICKRA N PRATAEERT S

TFAUTFALEDRAS TS50F 4 RELT, RAR PRTFATIPVAA VS —%y MMIIHIA Yy E—2 7O MOl
(ICMP) U A L bMEBENDZEE2HRLET, IL—F(E. ICMP USA LI~ Ay—C#FERLT BE
DIEEENDEEDI — MDIFETDHIEEY—NCEBHLET, ZOAVE—2CEF Y RTLADI—F T=T)b
DEODFERMBEENTHEY., XY hJ—2 MROSOKIEADBESDIC/RDATEEMNH Y ET,

Flig

1 KRAMYRTFALALETH# grep [01] /proc/sys/net/ipv4/conf/*/send redirects|egrep
"default|all" ZRfTLT. IPVAICMP U& AL MEREIND L EHERLET,

2 IPVAICMP UFA LY bEETTHEIICKA N Y RATLAZEZERLET,
a /etc/sysctl.conf Z7A4INERNT, KRR S RTLEEBRLET,

b BN 0ICHRESNTWEWNEEIE. RKDINJET77A4IVLIEBMT 2N, ENICEDETHEDNTI M
EEHLET, [EEF 0 ICKRELET.

net.ipvd.conf.all.send redirects=0

net.ipvéd.conf.default.send redirects=0

cC ZEEARZRHBEL. 774NV EFALCET.
d # sysctl -p ZRTLT. BRRZEHEALET.

IPv4 QHFAARBANYT Y bEOJICRET B/HDRA S AT ADHEK

TFIVTALEDRRAS 75074 RELT. RAN D RXTAD IPVA OHEFTARBANT Y hEQJIZEREHFL TS
CEEMRBLET., HAATBANT Y MIE BYTHDERHBESNTNDT RLADEENET, Avt—2ZA7
[CRFTETDLDICRA S S RTAZBRT D& TEUGBRCETROREERETEET.
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1 # grep [01] /proc/sys/net/ipv4/conf/*/log martians|egrep "default|all" aA¥>
RERTLT, RASD IPVA OHFAABANT Yy hEOJICREHFELTWEDE DD EHERLET,

2 IPVA QEFAABR/NT Yy FEOQJICRFETDEDICRRAN SDRTFLAZEZBRLUET,
a /etc/sysctl.conf Z7A4INERWNT, RA M AT LZEZEBRLET.
b BN 1ICEESNTWVIWNMESIE. KON ET77A4IVIEMT 5. ZNICEDOETHREDOI U
EEHLET, BE 1 ICRELET,

net.ipvd.conf.all.log martians=1

net.ipvéd.conf.default.log martians=1

c ZEFEAREHREL. 774 ERALCET,
d # sysctl -p ZR{TLT. BREHERALET,

IPv4 UN=ZR NRR T4 NEZ ) TEERTEEIICKRA N D RTLAZEBRT S

TFAUTALEDRIAN TS50F 4 RELT, IPVAUN—R XA T4 E YV TEERTAEDICKRAN LY
EHEBRLET, UN—RNXR TAIFZ U T =PV =X 7 RUVREF DNy b, 23— bD5E
BERDAVI—T 1A RADAERLTWNVEWNST Y FESRTAICRESES LT BEINEY X T RUVAD
SRELET,

AIEETHNIENLT, UN=RNRXX TA4NNF) T EFERTBEDICCATAEZERLET, > RATAO—-)VITLD
TIE. UN=RNXR TAIIWNFITICEoTEHB NS T4 v IDWEINDGZENHYVET, ZOXDEBA.
FUBBRLE—REFEATSIN, UN—RNRXR TAIIEZ) T EREICENCTIVNENELDZENHYET,
FIE

1 H®AMPYATALALETH# grep [01] /proc/sys/net/ipvd/conf/*/rp filter|egrep
"default|all" AT Y RERITLT. YRTFTATIPVAUN=R XA T74)VFZ U IPMERINTNS
EODEFIVILET,

2 IPVAUN=RNRT4IINEI DV TEFERTHEDICKRAN D RXTALAZBRLET.
a /etc/sysctl.conf Z7A4INERWNT, KRR S RTLEEBRLET,

b EM1ICRESNTWEWNEEEE. ROINVET 7A4IVITENT 50, TNICEDLETEEOI MY
FEHLEDT, EE 1 ICKRELET,

net.ipvd.conf.all.rp filter=1
net.ipvd.conf.default.rp filter=1

c ZEERNARERBEL. 774 EBALET.
d # sysctl -p ZRTLT. BRRZEZHEALET.

IPV4 X EHETTBHLDICKRRA N P RATAZEBHRT S

TFAUTFALEDORAS FS0F4RELT, KRN PRATFATIPVAELENMERSNDZ EEHALET, BF
ENFEIN—FTHWRTADIPEZEETO LD ICERINTWSIBEE, COVATAEFERALT. Ry b7 —2
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TNARTT A INFUBINIENVBEONREREBTHELICEY. XY T =0 £Fa2UT A BNANRREND
EMHBYETS,
FIE

1 # cat /proc/sys/net/ipv4/ip forward AY Y RZERFTL T, KRR LT IPVAEGREMPMESTIND D
EShEHRLET.
2 IPVAGEEREDRTDEDICRRA N PRFLAZERLET.
a /etc/sysctl.conf BT, RAKN PRTFAZEBRLET.
b EM 0 ICHRESNTVERWMERIL. RDI MU ET7AIVIEMT 20, BLEDICEEOI NI EE
HLET, EZ 0 ICHRELET.

net.ipv4.ip forward=0

cC ZEEAREZRHTEL. 774 EFHALCET.
d # sysctl -p ZRTLT. BAEZEARALET.
IPVA Y =R =T 4 TENFNT Y FOEBREREERTEILDICKRRA N DRATLEZEBRT S
V=R =T TdEINnNk=N\Ty beERT2E NTY ROV =D, IL—F TERSNTVWEIAREILERS/N

AICADTIL=FDPNTy NEERXET ALDICIHRTESALDICAHAVET, ThEFERLT. Xy T —20DFF2
T 4 SHEDBINA IRRENDZEBHYET,

IPVA SRXDPEMICIE > TWT, P RATAPIN—FELTHEEEL TWSIHERE. ZOEHEF. VR I—T1 7

SINERSI T4V IDEGRICOMBERAEINET,

Flg

1 # grep [01] /proc/sys/net/ipvé4/conf/*/accept source route|egrep "default|
all" ARV RERFTLT PRATATIPVA Y =R )b—T 4 »TENENTy SMERSNEWNDE D hEHE
HLET,

2 IPVAY—RI=FT a2 TENENTY FOEREEEETHEDICKRA N D ATAZEBRLET,
a TFRANIFA4HT /etc/sysctl.conf 77/ EREET.

b fED 0 ICERESNTWERIMEEIE net.ipvd.conf.all.accept source route=0 &
net.ipvd.conf.default.accept source route=0 7 0 [CRESNTWSILZHERLET,

c 774N EREFELCHLET,
d # sysctl -p ZR{TLT. BREHERALET,

IPV6 IR EETTBLIICKRA N P RTFAZEBRTS

TFAVTFALEORAN TS50F 40 RELT. RAM PRATFATIPVE ELESET NS EEHRELET, IBE
ENFEIN—F TRV RATAMIPEREETO LD ICHEBREINTWSEE, ZOVATAEFERALT, 2y hJ—2
TINARATIT 4 IVINBENIZVNBEONRERMETEZZEICEY,. Ry NT—2 X2 U T 4o DBNANRRENBEZ
EDBHYET,
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1 # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" a¥ >R
ZRITLT. RRAMTIPVE SmEPIESZEINENED D EERLET,

2 IPV6EEERTTHLIICKRAN S RTFLAEERLET.
a /etc/sysctl.conf ZFWT, RAM S RTAZEBRLET.
b B0 [CEESNTWVEIWNSEERE RO MIET7AIVITEMT 20, TNICEDETEREFEOI MY
EREFHLET, [EE 0 [LRELET,

net.ipvé6.conf.all.forwarding=0

net.ipvé6.conf.default.forwarding=0

c ZEFEAREREL. 774 ERALCET,
d # sysctl -p ZR{TLT. BREHERALET,

IPv4 TCP SYN Cookie Zf£H 7 5/ DKRA b 2 AT ADIERK

TFa2UTALORZAN TS50F7 4 RELT, KRN P RFT AT IPv4 Transmission Control Protocol (TCP)
SYN Cookie 2R L TWAZ L&HEFELET. TCPSYN 75 v« Vv IKREE, P RATAD TCP #EHxT—7
JL&E SYN_RCVD REEDIFEH Tl/=d 2 &ICkY, Y—ERBELZS ISR ITAREENH Y ET. SYN Cookie
(. BHED ACK EZELTA S I D ENGEREXATEY IS T 40 V—RATIFRNZ EDERIN
DET. BHEOEBHZTOEWLDIZTBFETT,

COFERER, BEEMOFETEIRLICEBELERAL. 75y T 4 Y IRBEDREBERICOABMELES N, BRI
EROUBEMRGE LIS AT LERETEET,
FIE

1 # cat /proc/sys/net/ipvéd/tcp syncookies AXY Y RERITL T, KA K P XFATIPV4TCP
SYN Cookie ZERLTWANED MhEERLET.

2 IPv4 TCP SYN Cookie 2R3 5= DHRA ~ o RT LADEK
a /etc/sysctl.conf ZBW\\T, RAKN P RTFAEEBRLET,
b EMN1ICERESNTWINEEIE. KDIZ M JET77A4IVIEMT 5, ALLDICEFEDI NI EE
HLET., EE 1ICRELET.

net.ipv4.tcp syncookies=1

c EERNREREL. 774NV ERLCET,
d # sysctl -p ZETLT. BRZEBERALET,

IPV6 L — % BHMZEETTBLDICKA S S RATLZEBRT S

EF2UT A LDRRAS TS50T4RELT RAS P RTAT, BETHEORYIL—SBHEAS Y —Fy M
HMAvt—2 7AMII(CMP) US A LI FDRIFANPEREND Z LEHRALET, IPV6 £2FERTH L. &
RATLADBR Yy b7 =0 DoDEREBHNICERALTRY M7= TNA REBRTEET., EFaUT 1 LOE

VMware, Inc. 75



~IVT

RS, BERGBRBRERESNTOVEIVWTETRY hT—0DNE5RITAND LV DBLLS, FHTHRET S L
EHEOLET,
Fl&E

1 RAMPRTFALALETH# grep [01] /proc/sys/net/ipv6/conf/*/accept ralegrep
"default|all" ZRfTLTC. Y RATAT. BETRHRWRYIL—FBMEAS VI —Fy bHIAvE—2 70
FOJL(ICMP) USA LU bDZITANDPESENDS Z EE2HRLET.

2 IPV6IN—7BMEETTBELDICKRAN S RTFAZEBRLET.
a /etc/sysctl.conf Z7AINEREET,
b fED 0 ICHREENTWVEWMEEIE, ROIMUET 7AIVITENT 55, ENICEDETHRFEOI MY
EEFHLET, [EE 0 ICHRELET,

net.ipv6.conf.all.accept ra=0
net.ipv6.conf.default.accept ra=0

cC ZEEAREZRHTEL. 774 EFALCET.
d # sysctl -p ZRTLT. BAZERALET.

IPV6 V-9 ERFEETTHELDICKRRA N PRATAZEBRT S

TFAUTFALEDRAN TS50F 4 RELT, KA P RTFAT, BETHWRY IPV6 L—FEFZNBETEND
CLEHEDRLET, W—FEBBZFTIE AVI— T AREEETDHEE, EREZEMMUEXETINEEELE
T, TRURDENICENU L TONDIBE. BEFEXETILEEFHY EEA.

FIg

1 # grep [01] /proc/sys/net/ipvé6/conf/*/router solicitations|egrep "default]
all" ARV REEFTLT BETHRWRYKRAN P RTFATIPVG IL—FEFEMNPEEINENE D DEHERL
£9.

2 IPVO )N ERFEEETTAHLDICKRAN S ATALAZBRLET.
a /etc/sysctl.conf ZBE%ET.
b fEM 0 ICRESNTVERWNMEEIL ROI VAT 7AIVIENT 2. TNICEHLETHEEDI Y MU
EEHULUET, EZ 0 ITRELET,

net.ipv6.conf.all.router solicitations=0

net.ipvé6.conf.default.router solicitations=0

c ZEFEAREHRGEL. 774 ERALCET,
d # sysctl -p ZE{TLTC. #BREEALET.

W—8EBETIPV6IL—49 TV T 7LV REEBTTDHLIICKRR N S RTALAZBET S

TFa2UF A LORRAS TS0F4RELT, RAM P RAFAT, BETHRWERY IPV6 IL—FEZNIET NS
CEEMDBLET, EBFRTEDIN—F TUT7ULVRICKY, =5 TUT7 L RAMNREVET, 7 RULRADE:
MICEIUETENDBA, BEFDOI—% JUT7 LUV REZETIVEERIHY EEA.
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1 H®AMPRAFTALLETH# grep [01] /proc/sys/net/ipv6/conf/*/accept ra rtr pref|
egrep "default|all" ZR{TLT. RAKN S ATATIPVE - EFZNBIEEZININEDNERERLE
ER
2 J—FEFTIPV6IN—% TUT7 L REEETDHEDICKRAN DRATFAZEBRLET.
a /etc/sysctl.conf Z7AINEREET.
b B0 ICEESNTWVIWNMEEIE. KOIZ MU ET77A4IVIEMT 5. TNICEDOETHEFEDOI MY
EEFLET, BE O ICHELET,

net.ipv6.conf.all.accept ra rtr pref=0

net.ipvé6.conf.default.accept ra rtr pref=0

c BEANRZEHRHEL. 774NV ERALCET,
d # sysctl -p ZRTLT. #EBREEALET.

IPV6 V=% TV T4 v O REERTDLIICKRAN SRATFALAEEBRT S

TFa2VUF A LORAS TS50F 4 RELT, RAM P RAFAT, BETHRWRY IPV6IL—% TU T4 v RIE
WHMEBEINDZEEMRALET. accept ra pinfo BEF. PRATATIL—IMNEDTI T 4 v o RIEREZS
AMBDEDNEHBLET., 7 RUVADEBNICEVHTENDZE, YATATIV—9 TUT74v o R EREZ(E
THEVLEEHY EFHA,

FIig

1 # grep [01] /proc/sys/net/ipvé/conf/*/accept ra pinfolegrep "default|all" %&
RFALT, ZOYRTATIPYVG I =% U714y O RERPIESEINSIDEDDEHERLET.
2 IPV6I—% TUT74 v REREBTHLIICKRA L P RATLEHEBRLET.
a /etc/sysctl.conf Z77AIVEREET,
b fED 0 ICHESNTVRWMEEIZ. RO MU ZEZT7 7AIVISENT 50, ENICEHLETHREDOI > MU
EEHLET, EZ 0 ITRELET,

net.ipv6.conf.all.accept _ra pinfo=0

net.ipvé6.conf.default.accept ra pinfo=0

c ZEFAREREL. 7714 ERALCET,
d 4 sysctl -p ZR{TLT. BREHERALET,

IPV6 L —#@HMDKRy THIRBREEIED T B1HDRR N AT ADHER

TF2VTALEDRRAS 75074 RELT, BERBEERE. RAN S XTFABI—FZBMMHSD IPV6 )L —
SBIDRY THRBEEESTLTND L EMRLET, accept ra defrtr BERF. L RT AN —5 B
MoDRY THRFBREEZ(FTANDINESINEFIHLET., TNE 0 ICERETHE —FIEEENTY MMIHT S
TI7HIEDIPVE Ry THIREEE CELRLBRVET,
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1 # grep [01] /proc/sys/net/ipvé6/conf/*/accept ra defrtr|egrep "default|all"
ARV RERFTLT, RAK S RXTFADIPVE L= DRy THIRZREEEETT A EEERLET,

2 (B0 ICHRESNTWEWNSER, IPV6 IL—FBHIOKR Y THIRBZEEZIESTT DL D ITRA S AT AZEBK
LET.

a /etc/sysctl.conf 774 EREET,
b fEM 0 ICRESNTVERWMEEIE ROI MU ET7AIVIENT 50, TNICE&EHLETHEEDI Y MU
EEHULUET, EZ 0 ITRELET,

net.ipv6.conf.all.accept_ra defrtr=0
net.ipvé6.conf.default.accept _ra defrtr=0

c EFEAREHRGEL. 774V ERALCET,
d # sysctl -p ZR{TLTC. #BREHEALET.

IPv6 JL—% &% autoconf BREEET T HLDICKRA M P RTALZEBRT S

TFaVTALDODRRAN TS5074RELT, KRR N P AT AT IPV6 JL—%@% autoconf BREMBETEINSE
EEMERLUET, autocont BEF N—FBHICE DT RTADPSA VY —T A XIC/O—=/N)L A=ZF v R b
T RUVREZEIUHTHIEMTEBNEODEFREHLUET.

FIE

1 # grep [01] /proc/sys/net/ipvé6/conf/*/autoconf|egrep "default|all" OAX > %
KITLT, KA P XFTATIPVE )L—% @ autoconf FREMEEEININEDNEHERLET,

2 ED O ICHRESNTVERNSEEL IPV6 JL—% @ autoconf BMEEIETT DL DITKA S P RATLZERL
£,

a /etc/sysctl.conf Z7AINEREET,
b B0 [CERESNTWEIWNSEEE, RO MIET 7AIVITEMT 5. ENICEDETEREFEOI MY
EEHLET, [EX 0 ITRELET.

net.ipvé6.conf.all.autoconf=0
net.ipvé6.conf.default.autoconf=0

cC ZEEAREZRHTEL. 774NV EFALCET.
d # sysctl -p ZRTLT. BAZEALET.

IPV6 BB EBEIET T DL IICKRA N Y RATLZEBRT B

TF2UT A LEDRRAS TS50T4RELT KRR P RTAT, BETHEORY IPV6 EMEBESETENS
CEWRLEY, BHIOT RLADBRY D=0 L T—BERDBEDICA VI —T A REEETHLEE, JO—N
WEEP o O-ANEegd80T7 RUVAZEITEMEFEAMMEL S 0% dad_transmits RETHEELE T,
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1 # grep [01] /proc/sys/net/ipvé6/conf/*/dad transmits|egrep "default|all" O¥
YRERTLT, KA P RATATIPVE ABEBDIESSINSENE D DEHERLET.

2 EDO0ICHEEINTOVRMES(E, IPV6 AMEREZESTTHLDICKRRA N P RTLEHEBRLET,
a /etc/sysctl.conf 774 EREET.
b B0 ICEESNTWEIWNEEE, RO MUET7AIVITEMT 50 TNICEDETHREFEOI MY
ZEHUET., [EZ 0 ICRELET.

net.ipvé6.conf.all.dad transmits=0

net.ipvé6.conf.default.dad transmits=0

c ZEERNAREREL. 774V ERALET,
d # sysctl -p ZRTLT. BRRZEZHEALET.

IPV6 ORKT7 RLURAEEFIRT B/=DDHRA N > RXTFADHER

TFaVTA DR 75074 RELTRARARTEIVHETEHIENTES IPV6 7 RLURDBERAREDFHIRE N
TWBZELEHEIALET, COBAT RULRABODBREICE DT, A —T7 A RICEUHTRIEMTESTA
—N) AZF v AR IPV6 7 RURDEDSRESNET, T74I ML 16 TETH, BMICERINDS /00— 7
RURELTHEBERHERTETIVLENHYET,

FlE

1 # grep [1] /proc/sys/net/ipvé/conf/*/max addresses|egrep "default|all" aA¥>
RERITLUT. KRN DRTATEVHETHIENTES IPVE6 7 RLRADRAREDFIREINTNENE D i
mLET,

2 INSDENLICHESNTWVIWNMEEER, BIVHTHIENTES IPVE6 7 RLADRAMZGIRT 5L 512
KA PRATAZEBRLUET,

a /etc/sysctl.conf Z7AINEREET,

b RODIVEUETZ7AIVITEMT 50, FEEFINSDBRFOI M EEHLET, EZ 1 ICRELE
ER

net.ipv6.conf.all.max addresses=1

net.ipvé6.conf.default.max addresses=1

c ZEFAREREL. 7714 ERALCET,
d # sysctl -p ZR{TLT. BREERLET,

R—rBLYTOMIIDERK
LF2UF 4 LORR R 750574 RELT. FARTEANR— FBLNTO RN ETRTERCLET.

BELQVRTA AVR=—F SDOARBRETHET 22O ILRABLELZZFELS LVEER— M % vRealize
Operations Manager O R—x > N THERLET.
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RIERDT 7 # )V bRIER— b

TEXa2UF 4 FORR S 505 4 RE LT, VRealize Operations Manager BWAZE THEHT 2D ICHELZE
R—bZERLET. O—HI) Ry bT—20DOR— ~OFFRI/BMIE. vRealize Operations Manager @/ — R

B@EL. 1—H—m5 vRealize Operations Manager ANOBEICH L TEITTHIHENHY ET,

BWTWBR— FORFOEMBRICOWNTIE, [R-—rBLU7Oral] 28BLTSEZN,

BES{tXA—h&T7Obal
FIPS 584 2/4 7 £— ROBA, BEARA(— MEBETA P ILDS—ERRSNET.

FIPS 134 > DIZEDES{LAA — b

FIPS 034 > DIFEDESIER A — DU XM EZRITRLEY., BHLERAM— ML ZE /—FRE. BITXED

BRICEDWTHESNE T, BELLAAM—FDURKMIAIRTIVUDU X STY,
vRealize Operations Manager ~DZ{5&#x

K 2-8. ZEEHEOES

EY:11 Bs

BRENTWSES{ERM—

Apache DS ECDHE-RSA-AES256-GCM-SHA384,
7O kaJb:TLS 1.2 ECDHE-RSA-AES128-GCM-SHA256,

ECDHE-RSA-AES256-SHA384,
ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA,
ECDHE-RSA-AES128-SHA,
AES256-GCM-SHA384,
AES128-GCM-SHA256,
AES256-SHA256,
AES128-SHA256,
AES256-SHA,

AES128-SHA

ERATEE : OS DB XA — b~ URXMA®D Apache UL —%#&ET S(2(E. CLI 37 K openssl ciphers -v ZR{TLET,

vRealize Operations Manager / — KM / — R Ei#E#:
% 2-9. /— REEREOBESIELRA —k

B 5

BRENTOWBES{ERA—k

inter_cluster TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
7R b3k TLSVI.2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

FERATBE ¢

VMware, Inc.

80


https://ports.vmware.com/home/vRealize-Operations-Manager

~IVT

X 2-9. / — FREEHROBESILRM— b )

&l s

/ — REER THERATREE S N TORES{ER A — b, TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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program execution, Guest operation queries, Ul MHEDI—L 2 bDA VA=)V 25BLTL
20N,

F: ROUTSR=ROI—-Pz o bDAVRAM=IVET AR M=)VITIE Guest operation
modifications. Guest operation program execution., Guest operation queries DFRIERIIA

£TY.

I RRA 2~ EDBIEORIIRES
OSOR TAFLEIVRRAVEDNY R A VRICHERIREHEB L TNDILEHERLET.

LUF 2 DOrHRRMAGTY .

n IVRRAYRERRANT S ESXi A Y RF VA, TV KRS b BEUL5H R TOFLT NTP ZEHH
BLTOBCLERBLET.

m IVRRAVEDBISUR TOFDR— b 443, 4505, 4506 (LT VA TEHILaHRALET.

B REIIUICI-V A RAN=ILTBITIE TR MRMEOERDSKLETT ., vCenter Server 74 7%
78 VRealize Operations Manager TH#EmR SN TL\5 vCenter Server 1—H— 7h U > ~I(F. #ER
Guest operation modifications. Guest operation program execution. Guest operation

queries MHETT,

F: ROVUTRR=RODI-Pz o bDAVAM=IVET AR M=)VITIE. Guest operation
modifications, Guest operation program execution., Guest operation queries DFIERIIAR

ETY,
. THUY NMEROAHERM. HBICDOVTE. I—— THU Y FORHRRME 28BL TS,
m T2 RIRA Y MREET D > OEREN.
s Linux 0EH4
axX > bk : /bin/bash, sudo, tar, awk, curl

/INw/r—3< t coreutils (chmod, chown, cat), shadow-utils (useradd, groupadd,

userdel, groupdel), net-tools
ROVTSRITEHFAITBHICE, /tmp T4 LI MVICIT b R4V MEBRLET,
= Windows 2012 R2 DE#

IVRRAVDEIAZN=BIN C I UM ATERITDILENDYES. FHBICOVWTIE. XD >0 ES
rLT<7ZE

= Windows OE 44
m Visual C++ ON—=2 3 BN 14 LUETHBHZ EPVETT,

B Windows OSREXY > >DNT =X VR EZY —EFMITILEDNHY ET,
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B I hEAVRAM—ILTRREYS T, VMware Tools 34 VA h—ILEN, ETENTNWSZHEN
HUET, HR—FEINTS VMware Tools D/NX—2 3 2D TlE, DY o501y oL TLKES
(AW

B TS0AVDTIOTAN=23a s T TURKRA VY MREYS EDT 7 A4)V (SSLIEFERD Y >4 7 > MR
E7/38) DIBFBVETH DI5E(F. arcuser BENSD T 7 A IVICT VAT B /=0 D@ 754 Y &R
M. ZOEAELVO T 7AIICEKESNTWSIRENHYET,

E ERIEBRT—IABTSTA TRRENDEEIZ. TS59A4 DT 0T 4 R—=2 a3 VEBICEELED
7 A IDBERIZH T B4ER%E arcuser IZfH5EL TS0,

I—Y— T7hor bORHRERHSE
I-2zrbDAYRA—IVICHER, =Y — ThU Y bORHRFGDHY £,
Windows T > RRA > b DORTHESRM
B Iz bhEAVRNIILTBIGE,
n Y3 EEEN
n EEEIIN-TIELTNDIFEES,
Linux T RRA > b ORISR
m /tmp RUVE ARSIV NI exec XU N F T3 EFERLTY U NI BHLENHYET,
B RDITH /etc/sudoers ICTFEET DI EEHRLET.

1l.root ALL=(ALL:ALL) ALL
2.Defaults:root !requiretty

3.Defaults:arcuser !requiretty

root —H—(CX L T/NRT— RO sudo M TIZHMNTE>TWBERIE. (1) EERTEET,
requiretty A ZICTBLDICI Y RRA U MRET I UNTTITEBREINTLSEEE. 2) LU (I)
EEBTEET,

Linux T RiRA 2 bDIFE. A VA=)V A-Y—ERTRA-—Y - E 2202 —-THU  bDBHYE
ER

[ >R b= I—H—DFHERMH]
Linux T RARA >V M2l ROWTIDHDA VA M=) - —AFRTEXT,
m root A—H— - IRTOER

B IRTDEREZRFDIE root 21— — -

JEroot A—H¥—F (33 root A—F— JIL—FITHHTBH/NRAT— RD7E sudo FR T 7t R,

bob E(ENZA—HY—D/XZAT— RO sudo FIRT7 VL REFNIZT B(T(E. bob ALL=(ALL:ALL)
NOPASSWD: ALL # /etc/sudoers [ZIBIMLE T,

bobg EMEINDI—Y— JIL—TD/XRT— KD sudo A&7 IV LA EFHIZT BI21E. Sbobg
ALL=(ALL:ALL) NOPASSWD: ALL % /etc/sudoers [CBIMLET,
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BEDHERt Y ~&IFDIE root 1 —H—

BEOITYRIZZ V2R TESIEroot T—H—(CT B8R T — RMDAL sudo &7 v X,
ARC_INSTALL_USER IZ®¥ L T/XRT — RDAL sudo 7 VXA EFHMIZT SI1Z(E. sudoers 77 A
JZRDOMIET BT MY #BIMLET,

Defaults:ARC_INSTALL USER !requiretty

Cmnd_Alias ARC_INSTALL USER COMMANDS=/usr/bin/cp*,/bin/cp*, /usr/bin/mkdir*, /bin/
mkdir*, /usr/bin/chmod*, /bin/chmod*, /opt/vmware/ucp/bootstrap/uaf-bootstrap.sh, /opt/
vmware/ucp/ucp-minion/bin/ucp-minion.sh

ARC_INSTALL USER ALL=(ALL)NOPASSWD: ARC INSTALL USER_ COMMANDS

For example,for a user bob, add the following lines to /etc/sudoers:

Defaults:bob !requiretty

Cmnd_Alias ARC_INSTALL USER COMMANDS=/usr/bin/cp*,/bin/cp*, /usr/bin/mkdir*, /bin/
mkdir*, /usr/bin/chmod*, /bin/chmod*, /opt/vmware/ucp/bootstrap/uaf-bootstrap.sh, /opt/
vmware/ucp/ucp-minion/bin/ucp-minion.sh

bob ALL=(ALL)NOPASSWD: ARC_INSTALL USER COMMANDS

[RITREI—Y —DEESRM]

RIT

A
B

B1—H—% Linux T RRA > M THERTBHEICIE. BIEFHO 2 DBHYET, RTEI—H -2,
DERITH D arcuser LEEED ) —TTHhS arcgroup BEIYHTENET., T 74/ MTIL, arcuser &

arcgroup DEEMICERSNET, arcuser & arcgroup =FENTHERT 2BEE. UTHZFOERICHAVET,

FE)THER SN/ arcuser LU arcgroup.

arcgroup LU arcuser e L. arcuser D 7>A4 < J)L—TF &L T arcgroup Z#BERTET, Ll
THZEDEMHTY,

a arcgroup If. arcuser D7ZAX U IIN—TTHZVBLENHY LT,
fEAIE DAY REEAL T arcgroup & U arcuser ZERTE £ 7.
groupadd arcgroup
useradd arcuser -g arcgroup -M -s /bin/false
b arcuserlFR—L T Lo UL, DDATAY 2 IADT IV RIELUTERT HHLENHYET,

7= &£ Z(E arcuser LU arcgroup ZEN L= D arcuser @ etc/passwd T MUIEXRD KD IT73
UET,

arcuser:x:1001:1001::/home/arcuser:/bin/false

c arcuser [Z(F, RICEEHINTWDEDIZ, NXRT—=RODBWNT RN TOEREZ(FZ/NRT— RO WFED
¥Rty FERETHVENHYET,

R1TEF arcuser [CX L T/NRT— RD7A sudo FHET7 4R EERITT 5I21F. sudoers 7 7 A )LITiR
DT HI M) EEBMLUET.

[T RNTDIER : ]

arcuser ALL=(ALL:ALL) NOPASSWD: ALL
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MEEDERE Y b ]

Cmnd Alias ARC_RUN COMMANDS=/usr/bin/systemctl * ucp-telegraf*,/bin/systemctl * ucp-
telegraf*, /usr/bin/systemctl * ucp-minion*, /bin/systemctl * ucp-minion*, /usr/bin/
systemctl * salt-minion*, /bin/sytemctl * salt-minion*, /usr/bin/netstat, /bin/
netstat, /opt/vmware/ucp/tmp/telegraf post install linux.sh, /opt/vmware/ucp/bootstrap/
uaf-bootstrap.sh, /opt/vmware/ucp/uaf/runscript.sh, /opt/vmware/ucp/ucp-minion/bin/ucp-
minion.sh

arcuser ALL=(ALL) NOPASSWD: ARC RUN COMMANDS

NTP &% EDIERK

USUR TOFLOEHN-—2IVEAVRANNTEDEHN-—2 a7y T —RUERIC. T704D—

RELTEHAGEZIEEBEERTETHALENHUET, /57U K FO+ & vRealize Operations Manager DB

AFBEDREENTWEWNE, T2 bDA VA M=ILEA NI Y VDINETHENREELET. T2 RKRA >

MrAE< >, vCenter Server, ESX /R X k. KLU vRealize Operations Manager O NTP (Network

Time Protocol) AL THERICEANZEZRBLET.

Fg

1 259K 7OF2(CAJA4 L. /ete/ntp.conf [LH D ntp.conf 77 A INEEELET., XOFERXTK
DITEEMLET.

server time.vmware.com
A time.vmware.com (SBEUI/ZEZY —/N\RETEEMZAET, BHY—/1ND FQDN £E1F IP7RVR
EFERATEET,

2 ROOAXYREADLT NTPFT—ErZEHLET.

systemctl start ntpd

3 XDavYREAALT NTPF—EZBMILET.

systemctl enable ntpd

I—-2zbDARA =)L

vRealize Operations Manager D1 —H— A >4 =T 2 AR5, FEIGRIV T RERTLUTRET D VICT
— I hEAVAN-IILTEET,

Ul HhsnI—>z DAV R =)L

I— 2z bhEA VRV TBRETY VEERTDVENHYET,

AR

ITRTCOFREHEH LTSI LERRLET, FBIICDOWTE, TFHERM] 25BLTES,

FIE

1 [ZT—2zbOEBR] S TT AR TA4aYEI) v o LET, [Tz bOER] Y4700
Ny O AMRRENET,
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2 [REXCOFEBFEREEDOLD CRELEIMN] R=205, ROFIEETVET,

a INRTOREYL > THBOI-—YF—-RENRT—REFERALTWSHEF. [Common username and
password] + 7 3 VAEFEIRLET.

b ITRTOREBYLUTRHLODI-—HF—RENRT—REFEALTVWSHEE. RS OREERE AT
LTSN AT a3 v EBRUET,

c [kN]1ZO2VYOLET,

3 [BERFHRORH] XR—D05, INTORETS > THRDOREFEREZEALTNEHD, IXNTORETS T
ALDERBEREFEALTLDEDICIEL T, ROFMEANLET,

a BEBRUAEBREBEYD > THEBEOI-YF—RENRT—REFALTWSEEE, HBOI - - E/NXRT—
REAHLET.

b ZNENDOREYL U TRESI-YF—RBENRT—RDIFEEF, CSVFrTL—hEasoOo—RL,
BRET S >DA—F—BONRT - RGEOVELFMEEBMLET., (BRI RSV EERALT 77
L—hZ#RLET.

C [T—2xz2bDAVAM=ILD—ERE L TREGHEREZIFDORITHI—Y —% Linux (RE~Y > VITERL
FIT1Frzvo Ry VRETI7HIVNTHAIZHEVET, FHBICDONWTIE, -5 — 7HhT 2 bOFHREMF
ESZRBLTLEE,

d [k~N]Z22YUvILET,
4 [HRUIR=IPhS I—2z 2 bDTTAAKDRBT OV NEERTEET,

5 [T—2z2bhDAYAM=N]ZEV VY OLES., AT - A5 —TxAREEHL T A A =ENT
WBI—-2xrhERRLET,

Windows T RARA >~ ED UAC BERICHA>TWBEIYS U TlE I—Cxy MIMREYS (A R b=
NENTWBT7 T -3y Y—ERZBRHELET. 77U 0r—2 3> H—EXL [T—2 2 bDEE]
70 [BE/BRESNET—ER]ICRRTEINET, T-C VMDAV RAM—IIDRT—FR(E [T—-P
YrDEB] S TD[I—V 1 bDRT—Y R] FITHERTEET,

[Windows T RARA > b LD UAC BBEMICE>TWNSET S V]

EvEDPIVRRAV MO O-REINET., EVMEIFMTI A M—ILTIHEDRHY ET.
a C:\VMware\UCP\downloads 5. 7—hrRA+Sv T SUFrERTLET,

b $SYSTEMDRIVES%\VMware\UCP\downloads [CEL £,

c EEEERT cmd ZRAEET,

d cmd /c uvaf-bootstrap-launcher.bat > uaf bootstrap.log 2>&1 AX Y FEETLE
ERS

e uaf bootstrap.log MofEREMELET,

f [Tz bDERB]STT, [T—2xr b XT—%R] & [REDUEDRT -4 X] P56 -S>
DAV AS=IDRT—5 AEERLET,
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RORFY T
BRI—C1 oV MOY—EREEETEET,
I b7 A AM—ILOFEBIZDONTIE. [T bDT7 AR =)L) #BBLTIEE,

Linux 7Sy b7+ —AICBFRRIU TR TOI—CzV bDA VA N=I/T VAR =)L
RO TREFERLT REXSVICI—2C2 T A A M=)V TEET,

BIIRSMH

m  VRealize Operations Manager TIT Y RRA > b DFIBRIBETH D Z 2R LET,

n IRTOFREFGEEHLTNDIEERRLET, FHRICDOWTIE, [FHRERHE] 28RBLTIEEL,
n REYUTRENYT—CEFERTELDZLERRLET,

B O-Y-BFOO—R 7N INDT IV REREF O TNS I LERERLET,

B FRNIPT7RULADETICERENTE Y, vCenter Server i C—EThHhDZ L&A LFT., vCenter
Server I CRILU IP 7 RUREH DEHDIRET S UNERINTNBIEE, AU T MIERENT. 77U
=2 avDERICYHTRISATT B EETEERA,

B USURTHUYRD RETSUNBEL TS vCenter Server [T L THRENTWSZ EE2HELET,
vCenter Server 7> 0 R JOF VIRV EV T BHENHUET,

m  VRealize Operations Manager OD/R— bk 443 [CZV R RA 2V PST IV RTEB I EEHRLET,
m VRealize Operations Manager 2 —H# =R DIEREF O TWNS T &AL ET,
B ZOMIRTOFREARY, EE1AH API
m APIADOFEABY 7 IR
m TV 3 VEROER
n REYCOT-RRNSYT
s TJ—hRESyTOEOrA-R
m REER IPVADABYR—FENTOET,
FlE

1 I-=CxVbhEAVRM=IVEREET AR M= TRREYICOT4 L ROBEATIZUR 7O+
STV AR T hES D E—RLUET: https://<CloudProxy>/downloads/salt/

download. sh
ROWFTNHADIAT Y RERTLET,

wget --no-check-certificate https://<CloudProxy>/downloads/salt/download.sh
curl -k “https://<CloudProxy>/downloads/salt/download.sh” --output download.sh

F: EFRETEELAIYY BBLOEFO <CloudProxy> (CEET S 45T K 7O+ IPT7 RLR/
FQDN Z{#ERL &7,
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2 ROARVRERTULTCRIUTNERITAIEEICLET,
chmod +x download.sh

3 RUVUTHERTL. TPz bEA Y AM—IIVERBT A A=)V TB(2EF. ROAT Y RERITLE
ER

./download.sh -o <operation> -v <vrops ip or fgdn> -u <vrops user> -p <vrops_ password> [-
d download tmp_dir]

Description of arguments:

operation - Bootstrap operation. values: install, uninstall.

vrops_ip or fgdn - IP/FQDN of vRealize Operations Manager. This can be the address of any
vRealize Operations Manager node or VIP of vRealize Operations Manager.

vrops_user - VvRealize Operations Manager user. The user should have enough permissions.
vrops_password - Password of vRealize Operations Manager.

download tmp dir - Temporary directory to download agent related bits. It's an optional

parameter. Default value: current directory.

T—hANSYTDRT—4 R %=MHRT HIC1E. uaf-bootstrap-results DI7M) ZHRLET.

RO T EPEBICRITEINASERIET TROREY A IR [T MOEEB] Y T7OI—-P 0 b R T
—HRAMWEFHEINET., YA VIDETITIE 5~10 FFEMDLYET,

F: BEMERO VT NEFERTHBE. Ny F A XM20 DI -2 FORBA VA =D R— X
nNEI,

Windows 75w R 7 #—AICEBIFBRIYUTNTOI—Sz 2 MDA YR N=IV/T VAV A=)V
AU TREFERLT, REYSVICI—22 o bEA VA MN—ILTEET,

AR

m VvRealize Operations Manager TITY RRA > bDFIAAIEETH A L EHRLET,

B INRNTORRFGZEBLLTNS I EERRELET, FlICDONTIE. [FHERME] 28RL T,
n RIEERS U THRENY T —VEERTED L EHALET.

B OA-Y-DBFOO-R T NI DT IV REREF > TSI LEERLET,

m  Windows PowerShell 78 4.0 LI CTHHZ L EHRELET,

B SRMNIPT7RULZADEYICERENTE Y, vCenter Server i C—EThDZ L&A LFT. vCenter
Server I CREILU IP 7 RUVRZEH DEHDIRET S UNERINTNBIFE, RV U T MIEREINT. 77U
T=arvDERICYTRISATTBHIEETEERA,

m USORTAUED RETUMBELTINS vCenter Server (T3 LU THEBREN TSI L &#ERELET,
vCenter Server 2> KR 7OF (v EVITIHLENHY FT,

m VRealize Operations Manager O/R—k 443 [CZV R RA VDS T VR TEBILEERLET.
m VRealize Operations Manager 2 —H# =R DEREIF O TWB I LEHERLET,

. ZOMINTOHRARMY. FEEAH API
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FIE

»  API AOFEHRY T IR

m TTUT— 3 VERDER

. RETCOT-FREIVT

m RSy TOFTO-R
REF IPVA OHDBYR—EEINTNVET,

I—2xVbhEAVRM—IERET ARSIV BREYICOTA L RDIBEATI ST R 70+
SY YTV RO )T NeEF D A—RLUET. https://<CloudProxy>/downloads/salt/
download.psl

ROWETNHOAT Y RERITLET,

Invoke-WebRequest "https://<CloudProxy>/downloads/salt/download.psl" -OutFile download.psl
wget --no-check-certificate https://<CloudProxy>/downloads/salt/download.psl

o ERTEELAEOYY RBLUVEHO <CloudProxy> [CBET S 45D K 7O+ IPT7RULR/
FQDN #ERLET.

RAOVTNERTL, T—2 2V bEA VANV EBT VAV A=V TBHICE RO RERTLE
ER

powershell -file .\download.psl -o <operation> -v <vrops ip or fgdn> -u <vrops user> -p

<vrops_password> [-d download tmp dir]

Description of arguments:

operation - Bootstrap operation. values: install, uninstall.

vrops_ip or fgdn - IP/FQDN of vRealize Operations Manager. This can be the address of any
vRealize Operations Manager node or VIP of vRealize Operations Manager.

vrops_user - VRealize Operations Manager user. The user should have enough permissions.
vrops_password - Password of vRealize Operations Manager.

download tmp dir - Temporary directory to download agent related bits. It is an optional

parameter. Default value: current directory.

T—hAMSYTDRT—9 REMERT 5IC1F. uaf-bootstrap-results D7 7 A ILEHEZELET,

ROVTSDPERBICERTEINEEE T EOREY A IR [TV bOER] 4 TDI -2 b RT
— G ADVEFHENET, FAVIDTTICE 5~10 RIEEMDHUET,

F: BBMMEROIVTNEERTZHE NvF HA B 20 DI -2 27 bORBA VA M=V PP R—- b
nEd.

TIVr—2a3ar $—ERDT7 /T4 X— b

y_

Ty MRETS U TRAINTNWEST TUT—2 3> —ERZERTBICE. I—2 2 haeA A M=)LL

RIS =Ty MRIEER L U TTS A4 VBT DRENHYET.
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I-CzbhDA VAR TTIVT—2 3 Y—EREERST DTS4 &7 T4 N—hTEXET, &
RENDUEDNDHLTSVAVEBT VT AN—FFBHIEHBTEET,

[ATRSR1F]

B TS0AVDTIOTAN=23a v T TURKRA Y MREIY S EDT 7 A4I)V (SSLIEFERD Y >4 7 > MR
E7/38) DIBFBVETH DI5E(E. arcuser BENSD T 7 A IVICT VAT B 7= D@l 7t AE Y HER
M. ZTOHEAELVO T 7AIICEKRESNTWBIRENHYET,

E ERIEBRT—IRANTSTA U TRREINDEEIZ. TS59A4 DT 0T 4 R—=2 a3V EBICEELED
7 A IDBERIZH T B4ER%E arcuser IZfF5EL TS0,

B PidZ774/)TO Linux 7ORRDT VT4 X—=3avid. Pid 774NV EFDRET LI MJIC [ZFDM] D
SARUVIERDSBE SN TN RIESICOMMEREL T,

(77UT—>a> B—ERDT U7 4 X— K]

TTVT—ary Y—EREERT BT ROFIEEZRELET,

1T AR -[I—=2x 2 bDERB] Y TICBELET.

2 I—CxVbPA VAR IIEHTHAHRET VEERUET,

3 [Y—EROEB]7A3&FRL., ROV T U AZa—T[H—ERR] ZFERLET,

4 [<H—ERE>I-2zVbOEB] 4700 Ry GRDBEBDRA L TT7 TV r—2 3> $—ERET
TAN—FLET,

5 ERORACOLEMI 7Aa2EI Uy o LT 77U —23> —EXDEHRDA VR AZEBMLE
7,

6 ERORACOBEIRI TAa>E20Uv o LT 77V —23> $—EXDA VRV REHIBRLET,

7 BMULEEA VRV ADFBEANLT, REI £V v o LES, KT TUT—2 3 Y OBBOFEICON
Tl [PR=—hENTWBT7 TV T -2 3> $—ERDEE] 25RLTILES,
[RHE/RESNLY—ER]FIADT TV -2 3> $—ERCH L TRREND AT —F ADFMICDONT
(. [T—=2z 2 hOEE] S TNODEBMREED [T—9 Uy ROFAToa>r] LWOIRESRLTLES
L,

DB A—%— T4 —JLRTE FHRXF '[1{} O, .<> 2:1[/~#$%"e*- _ += DA INET,

DB&MYU X% ['DBNAME 1', 'DBNAME 2', 'DBNAME 3'] EWDEATIRETEES, £LEL. ' BLU "
LEDE ARFE DBNAME_1. DBNAME_2, DBNAME_3 [CE®H5Z &ETEEH A,

F BBOREYIVEBRTSE. [P—EROEE] 72 3V EHICHEVET,

TV —2a O Ak

TIVT—=ary Y—ERDBBEMCEDE [TTVT—>a > OAM] A MYy oPREEN. 7TV -2 3>
B—ERAPRIET S D TRITENTNEI DYV LTWEDDBRRENET, 1 (3. 7TV T—2 3> ¥—EXDIR
BY U TRITENTNBZEERL. ORBT TV T =23y Y—EXNBYILTVWSHIEERLET. DA
Uy old. Java 7 7T —2 3> —ERERE HR-—PENTVWBIRTOT TV T —2 3> ¥—EXTHEHR
TEEY,
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Y—ERDT7ITARN—=2 a VEROFRICOVWTIE, [T7UT—23>y Y—EXRDT7 T4 N— MNER] 25018
LT,

YR—bINTWBT7TVT—> 3> —ERDER

vRealize Operations Manager Tl3. 23D 77U —> 3> $—EXBYR—FEINTWET, YR—rEh
TWB7 7V =23y Y—EXRPBIZICRREINET., —HOT7TUTr—2 3> H—EXICE. BRTHIHLED
HEIVEOTOANRT A DBHYET, —HOT7 TV r— 3> H—EXITIL FRIICERT 2LEDH 2F/EHDH
UEd., 7ANT 1 ziERTHE. T—IHBNESINET,

Active Directory

vRealize Operations Manager Tl&. Active Directory 3tR— b TWET,

#50 BIA? =P
RTH a FIVT =23y A YR Y ADRTS,
7747 MQ

ActiveMQ (3. vRealize Operations Manager THR— k&N TWVET,

%l WAA? =P 7

e " TIUVTr—ay 4R ADRRE.
H#—/N URL B http://localhost:8161

1-¥-% Bl Active MQ Oa—H%—%, #]: admin
NRT—R Ll IRRT— R

AR =)L N A] Active MQ 134 VX b—JlanTWdIT

RARA >~ EDINZR,

1)

Linux IRfE~< > > DiHE : /opt/apache-
activemg

Windows RIE< > > DiFE :
C:\apache-activemg-5.15.2

Apache HTTPD

Apache HTTPD (3. vRealize Operations Manager THR—hrSNTWVET,

£ WIR? AAT b

e Al TIVr—3y £ VRY Y ADRRSA.

RF—4# R R—=2 URL Al http://localhost/server-status?auto

1% AAY-S Apache HTTPD #—ExDI1—H—%,
#il: root

NAT— R [AYAY-4 NAT— R

SSL CA [AYAV-& IVRRABDSSLCA 774 XK
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&80

SSL iEfRZE
SSL +—

SSL&EEDRF v 7

Cassandra 7 —4# X—2X

WIE?

[AYAV-¢

WWNZ

[AYAV-¢

=P g

I RARA2 D SSL

FERBE T 7 A )L /XA

IVRRA D SSL F— 7740 XA,

SSL #{ERT 50F = — > LR MDIRELE
RF¥ v 7, IBERRE/RME : True/False,

Cassandra 7—# X—XI[4. vRealize Operations Manager THR— N TWET,

e
B

AVAR=IL XX

URL

Hyper-V

Hyper-V (% vRealize Operations Manager TH/R—hcSNTWET,

Ee1)
EZx

Java

Java (4. VRealize Operations Manager TH/R—hrENTVET,

&7l
e

N—X URL

AV Ab—=IL /XX

SSL CA

SSL iERZE

SSL +—

SSL&EEDRF v 7

JBoss

JBoss (. vRealize Operations Manager TH/R— SN TWVET,

VMware, Inc.

WA?

Bl

WIR?

[AIAV-&

[AYAV-&

[AYAY-4

[AIAV-&

= P g

TTVr—=3>r AV RY  ADKRRSA.
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T2 RRA RO SSL F— 774 KR,

SSL #{ERAT 50F = — > LR DRI A
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SSL #— [AIAV-& IVRRA D SSL F— 7740 XA,

SSL&FEDRF v 7 [AYAY-4 SSL ZfEAT 50F = — > LKA bD&EEE

RF¥ v 7, IEERRE/RME : True/False,

MongoDB
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e Al TIVT—ar A VRV RADERRSA.

R—h A MongoDB MR{TENTWSR— b, 4l :
27017

S [AYAY-4 MongoDB #—ERDF T 3V DHRR ~
E2%

d—Y—4% [AYAY-4 MongoDB ®a1—#—%, #l: Root

INAT— R (AYAV-4 INRAT—R

SSL CA [AYAV-¢ IVRAKRA D SSLCA 77 4)L XX,

SSL fERAE WWNZ IV RRAEDSSLARET 7 4L XK,

SSL #— [AYAY-4 IVRRAY D SSL F— T 740 XR,

SSL BEEDRF v 7 [AYAY-4 SSL AT 50 F = — > LR bDREEE

RF v 7, IEEAEE/E « True/False,

MS Exchange

MS Exchange (. vRealize Operations Manager TH/R— N TWET,

&Hl WAA? AAYE
E q TIVT—ay 4 YRV ADERE.
MS IS

MS IS [Z. VvRealize Operations Manager THR—rNTWET,
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MS SQL (4. vRealize Operations Manager THR—rENTWET,

%l WIR?
7 B
AR R Al
R—b (AYAY-4
KRR & (AYAV-4
1-Y-% Al
AV SVESES Al
MySQL

MySQL (3. vRealize Operations Manager THR— SN TWET,

£ WIE?
KRB 3]
R—hk al
I-Y—-% Al
AV IyESIN A
SSL CA [AYAY-4
SSL fEEAE (AYAV-4
SSL #— [AYAV-&
KRR 4 (AYAY-4
F—HR—=2R (AYAV-4
TLS ##t (AYAV-4
NTPD

NTPD (4. VRealize Operations Manager THR—rENTUWET,
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TV =23y A VR ADRRE,

AV

TIVTr—ay AR ADRRE.

MS SQL Server A > R% > X%

MS SQL BERITENTWSBR— b, f:1433
MS SQL H—ERXDF T2 a>DRRAE
MS SQL na1—H%—%, fi : Root

INAT— R

=P

TIVT—= 3y £ RYVADRRSA.
MySQL MBRTENTWSR— bk, #:3306
MySQL 4¥—ERDa—4—%. il : Root
AVIVES S

IV RARA D SSLCA 77 4L /8R
IVRAKRA D SSLEIBAET 7 1)L /XX
IVRRAY D SSLF— T 740 IRR,
MySQL #—ERXRDA T 3> DERA M
BT BT —INRN—RDA TRV U R,
BT 28T —IR—RDERIE—F3| AFF
THAT. T—IR—REH I TR DHBE

BHYET,
5] 'databasel’,'database?2','database3’

fEEFIBE/RME « true, false. skip-verify
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Oracle 7—#~X—2X

Oracle 7—# ~X—X[4. vRealize Operations Manager THR—rENTWET.

L BIR? axvk

T A TV —=ar A VRY  ADRKRA.

OracleDB 2 —%—% AJ Oracle 7= R—R A VY REZ 2V ADIA—YH
—4%.,

OracleDB /¥2 7 — R A] Oracle 7= R—=R A VARGV AD/NRT
-k,

OracleDB SID AJ Oracle 7= X=X A > RX& > XD SID,

Pivotal Server

Pivotal Server (& vRealize Operations Manager TH/R— 2N TWVET,

£ WIR? aAv b

G Ay TIVT—=3y £V RYVRADRRS.
~X—Z URL Al http://localhost:8080

A2 A= XA Al Pivotal Server 4 > X b —jLanTW%

IV RRA Y EDIRZR,

SSL CA Wz IV RRA D SSLCA Z77 4V RA,
SSL iEEAE Wz IV RRAY D SSLARET 7 1)L /KR,
SSL #— WX IVRRAEDSSLF— T 74V /8R,
SSLRREDRAF v 7 Wz SSL 2R T 50 F = — > LR b DIRFLE

¥y 7, IEERTRE/LME : True/False,

Postgres

Postgres (4. VvRealize Operations Manager THR— k2N TWET,

Ea1| WAA? =P 7

ez Al TIVT—2ar AV RY  ADRRE,

R—k aJ PostgreSQL BERfTENTVSR— k. #:
5432

1-H—% aJ PostgreSQL 4 —EXDa—¥—%&, 4 :
Root

NRT— R A Al
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RabbitMQ
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=P g

{5 E A BE7R{E « disable, verify-ca. verify-
full,

IV RRAY D SSLCA T77A )L 18R
IV RRAY D SSLARET 7L /KR
IVRRAY D SSLF— T7 AL XZ,

SSL AT 50F = — > KRR MDIRELE
RF v 7, IEEAHE/LE - true/false.

PostgreSQL #+—EXDA 7> 3> DRR
2.

Y—NEDOEGERIBT DT —FIN—2X,

EERT BT —IN—RDAVIRYY U R K,
ERT I T —IN—RDAHIE—F5| AR
THAT. T—IR—REH I TRYHLE

MWHVET,
5] : 'databasel’,'database?2','database3’

BERTDIMBEDENT —IR—ADAVIE
TUUR L, BERDOSBRINT 2ET —FR—
ADERTE—BLIAFCTEHAT, T—9 X=X
EAVRTRUDVENHYET,

5] : '"databasel','database2','database3’

aA K

TIVT—= 3y £ RY T RADRRSA.
http://localhost:15672

RabbitMQ ma1—%—4%. il : Guest
IAVSVES S

IVRRAYEDSSLCA 7740 KR,
IV RARA D SSLEAEZET 7 AL /KR,

IVRRAY D SSL F— T74I)L XA,
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&7 WIE? = g
SSL&FRIDRF v 7 (AYAV-4 SSL AT 2MF = — v LR bDI&RELE

RF v 7, IEEAEE/E « True/False,

/J—Fk (AYAV-4 % RabbitMQ F—sX&/ — k& —&F5|HA
HFTHEHAT., /—REAVITXUZLEDLH
VEF, /—ROUXME BENTEHEOLE
BHUERT. f:
['rabbit@nodel’,'rabbit@node2’,..... 1

Riak

Riak (Z. vRealize Operations Manager THR— k2N TWET,

£ | WIA? AV

G A TV —= 3y 4 VRV ADRTRSA.

H#—/X URL Al http://localhost:8098
Sharepoint

Sharepoint (&, vRealize Operations Manager TH/R— SN TIWVET,

EA | WE? aAA bk
¥ Al TIV—= 3y 4V RY VADRRSA.
Tomcat

Tomcat (3. vRealize Operations Manager THR—rENTWET,

0 WA? =P b

] Al TIVT—2ay AV RY ADRRE,

~—2Z URL Al http://localhost:8080

AL AR—RR A Tomcat 754 ¥ R k=L ENTNBHT Y KA
1>~ EDNZR,

SSL CA [AYAY-4 IVRRAEDSSLCA 774 XX,

SSL sfEAZ= (A3 IV RIRA D SSLAAET 7 4L /XX,

SSL #— [AYAV-4 IVRRAEDSSLF—T74IL NR,

SSL&FEDRF v 7 WhZ SSL AT 2MF =z — v LR bDI&RELE

RF v 7, IEEFHE/LE « True/False,

Weblogic

Weblogic (. vRealize Operations Manager THR—cENTWET,
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e Al TIVr—ay £V RY Y RADRRSA.

~X—2X URL B http://localhost:7001

AR S=IL N Al WebLogic #314 YA b—JlanTWsIT >
RARA > b ED/RZR,

d—H—% Al Weblogic ®a—%—4%, i : admin

NAT— R Al NAT— R

SSL CA [AYAV-& IVRRABDSSLCA T 74 INR,

SSL iEfAZE (AYAV-S IV RRAYbOD SSLEABAZET 7 AL /¥R,

SSL #— (AYAV-4 IVRRAYbDSSLF— 774 /XK,

SSL BFEDRF v 7 [AYAY-4 SSL Z2ERT 20 F = — > LRR hD&FEE
¥ v 7, IEEFAELE : True/False,

Websphere

Websphere (&, vRealize Operations Manager TH/R—hSNTWET,

£ WIR? =P 7

e Al TIVT—ar A VRV RADERRSA.
IBM Websphere +—/% URL Al % = http://localhost:9081

Websphere 225t b—2 > Al = EERTBICIE ROFIEEZRTLE

ED

m  https://www.base64encode.org (C
TUOEALET,

B ERLAI-Y—ENRRT—RE 2
— R —ROEXTAALET,

m [Encode]l R¥>&sU v oI LET.

B RSN/ Base64 T a— RXF5I%
JE—-UFEd. fi:
d2F2ZWZyb2500ndhdmVmcm9u

JDE—hFFzv7
HTTP UE—h Fz v s

HTTP (4. VvRealize Operations Manager TH/R—hENTWET,

E1:1] WIE? JAZ b
E g AJ JE—NFIvI 4RV RADERRE,
URL Al http://localhost
ik Al GET/POST/PUT
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1
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vRealize Operations Manager T3, 8 D® VeloCloud 7 7U4s—i 3> H—ERMBYR—FZINTWET,
YR—bINTWBT7 TV T— 3y Y—EXNZZICRREINET, —HO77Ur— 3> Y—EXITE. B
BE2UENHDVLEDTOANT A BHYVET, —HOT7 TV — 3> Y—EXRITL, SRICERT 2LENDH D
EAMEGHPHVET. TONTAEBRTHE. T—IDPNEINET.

VeloCloud Orchestrator

VeloCloud Orchestrator £&xMH—E X(F, vRealize Operations Manager THR—rENTWET,

\Y
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Nginx
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m NyIITUR
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VeloCloud Orchestrator M£4H.

e WHIE?
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Nginx

Nginx (%. vRealize Operations Manager TH/R— k&N TWVE T,
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SSL CA (RYAV-S
SSL sFmRE (RYAV-S
SSL #— YAV
SSL #iEDRF v 7, (RYAV-S
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TIVr—ay AR ADRRE.
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IVRRABDSSLCA 774 INR,
IV RRA D SSLEAAET 7 1)L /XA,
IVRRAEDSSLF— T74IL NR,

SSL 2R AMF 1 — > ERR MD&EEE
RF v 7, IEEFHE/ME : True/False,
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NTPD (4. vRealize Operations Manager THR—raNTWET,

4| WiE? aAAY bk
B A] 7TV =3y 4V RY VADERTRSA.
MySQL

MySQL (3. VvRealize Operations Manager THR—rENTWET,

MySQL 7554 »&B#ICL CRALIFHREZBE T 5(2(E. VMware DF L v PN—RMDitE 81153Steps to
fetch password for telegraf user of MySQL, while activating plugin 2B L T /20,

R—rES 3306 ML T, MySQL & Telegraf SiEHERERITL. TS A4 DT 0T 4 R= 3 0 &TVNE
ER

£ WIF? JAZ b

E G Al TIVT—ar A VRV RADRRSA.
R—b Al MySQL BEFITENTNSR— b, #1:3306
1—H—-4% Al MySQL #t—ERDI1—H—%, il : Root
NRT =R a] INAT—R

SSL CA [AYAV-& IVRRA D SSLCA 774)0 XX
SSL iEAE [AYAV-¢ IVRAKRA D SSLEBAEY 7 1)L /KR
SSL +— [AYAV-& IVRRA D SSL F— 7740 XA,
KR R4 NAYS MySQL % —EXDH T 3 > DRA
F—FR=2 (AYAV-4 BT BT —IN—RDA VIRV U RN,

BRI BT —IN—RAD&FI&E—E5 A/
THAT. T—IR—REH I TRYZLE
BHYET,

5 : 'databasel’,'database2','database3’

TLS =6 (AYAV-4 HASNBME: true, false. skip-verify,

Redis

Redis (%, vRealize Operations Manager TH/R— N TWET,

Al WIE? =P

e Al TIVT—= 3y £ VRY T RADRRSA.
Redis URL Al H—/\ = ["tcp://localhost:6379"]
SSL CA (AYAY-4 TFa27 YTy b LAY —RiR.

SSL iEAE WO TFa7 YTy b LAY —FIRE.
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VeloCloud Gateway

VeloCloud Gateway &&xdDH —E X(F, vRealize Operations Manager THR—rSNTWVET
= Network Time Protocol

m VeloCloud Gateway

VeloCloud Gateway Tlf. ROT7OCRZERLET. INHOTAERIEIC. TARADRT—F R%&RT
AUy oaRRUET,

= bgpd

= watchquagga

= gwd
= mgd
= natd
m  ssh

®m VC procmon
m  vcsyscmd

VeloCloud Gateway M.

EA ) WIE? Ak

E A B VeloCloud Gateway A » X% » RADXRR
2.

NTPD

NTPD (4. VRealize Operations Manager THR—rENTWET,

&7 WIE? aAAYB

N Al TV =23y A VR ADRRE,
TIVr—ary —EROEHEN
telegraf T—2 22 bS—EOT TUT—2 3> HY—ERADA MY v I ZRET H720H(2(F. T> RRA > bDIR
BV TERZTOVEDBHYET, CNOSDEBEZTOLEIC IV MIA NIy IDREZERIBLET.
I-2zrbET7AA L BR77AINVEEET HREY 2 VICSSH THERT HVENH Y ET,

Apache HTTPD
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/etc/httpd/conf.modules.d/status.conf [CHD conf 77 A INEZEEL, T—z B ARNI YD
#IN&ET 5L DIC HTTPD ® mod_status 744 »&#BMICLET,

<IfModule mod status.c>

<Location /server-status>
SetHandler server-status

</Location>

ExtendedStatus On

</IfModule>

conf 77 AN WMEEE. 77 AINVEERTIVENHYET., XKOAY I RTconf 77 A IIVEZEEL/=EIC
HTTPD Y—EXZBEEHL £7,

systemctl restart httpd

Java 7504 >

Java 77U —> 3 U EEER T B3, Jolokia 554 & WAR 774 EEIE JAR Z774ILELTTFT
A4 L&EdT. WAR 774 ILET 7O/ T 315813, b—EXREBEHTIHLEEFIHY EHA.

JAR 77 AW ETT7OA4 T 55EE. BEEWNRD JAVA 7OERD JMX 5182 JAR ODFZL/ET7 74V ISR %E
EDFRICT TV —2 3> Y—EREBRBTIVLENHYET,

Nginx

/etc/nginx/nginx.conf [LH D conf 77 A IVITRDITEEMLET,

http {
server {
location /status {
stub status on;
access_log off;
allow all;
}

RODOAR Y RT Ngink H—ERZEZBEEFHLE T,

systemctl restart nginx

Postgres

/var/lib/pgsql/data/pg hba.conf [CH DT 7 A4 )L T local all postgres peer DfE% local
all postgres md5 [CEEL., ROOAX Y RTH—-—EXRZHEFLET,

sudo service postgresgl restart
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Cassandra 7 —4# X—2X

Cassandra 7—RX—R 77U — 3 VEERT H(C2(F. Cassandra 7—F X=X 7 U= 3 0AD
VM AHNELTCT Y ERIMNT IVEDNHYET, ROFIEEZRTLET,

1 Jetc/default/cassandra #Z8L %7,

echo "export JVM EXTRA OPTS=\"-javaagent:/usr/share/java/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=1localhost\"" | sudo tee -a /etc/default/cassandra

2 F7=ld. cassandra-env.shZ2Z8LC. I—2 2V NEARITTHIEHTEET, cassandra-
env.sh OXREITKRDITEEMLET,

JVM_OPTS="$JVM OPTS -javaagent:/usr/share/java/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=1localhost"

JVM AIMRREN/E=S, Cassandra Y—EXZEZBEFHLET,
Oracle 7—¥~X—2X

Oracle 7= N—REEHRTBHICIE. ROFIEERTLET.

1 https://www.oracle.com/database/technologies/instant-client/downloads.html

DOAVRIV N USAT U S4T75 Vs O0—-—RLET,
Oracle 1 Y R& U~ 475U o>O0—-RL. PATH CEDHREDNHYET.
2 A-—Y-ZEHFRLET,
CREATE USER <UserName> IDENTIFIED BY <yourpassword>;

GRANT select_catalog_role TO <UserName>;
GRANT CREATE SESSION TO <UserName>;

3 Python 3.6 LIfgEA X b—=JLLET.

python3 -m pip install cx Oracle --upgrade

4 TNS ADMIN @ PATH Z®EL X7,

7e&ZI(E. TNS ADMIN D/XX(F c:\app\product\<version>\dbhome 1\NETWORK\ADMIN” D&

S LBUET,
EF: Oracle 7—X—=XRIF LINUX 75y h 7+ —ATHEBICT D LETEE A
Active MQ 5.16 LIfgmD/NN— 3 >~

Active MQ 5.16 LIED/N—2 3 2 ZBICT HICIE. ROFIEERITLET.

m /opt/activemg/apache-activemg-5.16.0/webapps/api/WEB-INF/classes/jolokia-
access.xml [CE#LET,
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. ROTEHKRS S, IABTURLET :

<cors>
<strict-checking/>
</cors>

s Active MQ H—EXREBiRLELF T,
MS SQL

I—HY—TF7hUYbICIE Telegraf TMSSQL 7 7 U4 —3 3> 8RS D72 DITRDIERDPBETT,

USE master;

GO

CREATE LOGIN [telegraf] WITH PASSWORD = N'mystrongpassword';
GO

GRANT VIEW SERVER STATE TO [telegraf];

GO

GRANT VIEW ANY DEFINITION TO [telegraf];

GO
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ToAA L= I—VzbhETUVAVARM—ILET, TPy hET VA YA M=V BRBT L V2 2R
U [TYAYRA =N T4 &0 vy o LET, H#lICDOVWTE, [T—2z2 DT A 2R
b—IL] 2BRLTSEZ,

EX i LHEION—2a>DI—Y 2o a7y 7F—bLET., I—Yxr hEFHTAHRIET S V4252
KU, [EF] 74225200y LET. T-Px b7 v 7T—hENbE REDLED R
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X 4-55. WebSphere A hU v & (x)

AUy o

JVM AEU|T =)L
<InstanceName>|tE— 2 &
oIy bhEniAEY

JVM AEU|T =)L
<InstanceName>|E— &
EIRMDOAEY

JVM AEU|T—)b
<InstanceName>|E— &
EIRAAEY

JVM A EU|T—)b
<InstanceName>|E— 2~ {&F
EERAEHATY

JVM X EU|T—)b

<InstanceName>|{ER&|1 2
v hENEAEY

JVM A EU|T—)b
<InstanceName>|{E R & |54
DAEY

JVM X EU|T—)b
<InstanceName>|ERE|H K
*EY

JVM ARV |T=)L
<InstanceName>|{EREEH
BHAEY

70tX CPU D&

P RT A CPU D&

AT LABEFEOFY

77V -3 DR A%

h7=Y

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

WebSphere

Java7 7=y ARUw Y

Java 7 U= 3> H—ERDI MY v I PBREENET,

£4-56. Java 7 U —ar AUy

AUy o

Ny 77 T—)b<InstanceName>|#

b2 lept= )

Java7 77U —> 3>

Ny 77 T—)b<InstanceName>|{Efi&FH» Java 77 Uo— 3>

FEY

Ny 77 TF—)L<InstanceName>|&&t++ Java77Us—3>

NT 4

IS RQO—R|lA— RSN ZRE
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Java 77U — 3>

KPI

False

False

False

True

KPI
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False
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False

False
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£4-56. Java 7 U= 3y AMUv Y (=)

AUy o

IS 2QA—R|IA—RENEI S ROETH
JSAOA—R|7rO-RENEITAH
AR—=2 a2 3 <InstanceName>|o
Lo arn&EitH

AR—=2 a3 3 <InstanceName>|4&
SN EEEE

JVM AU =T ABUFEREIQZ Y b E
neA€Y

JVM ARV |E=T AT UEFEREIRIIDAE
D)

JVM AEVE—T AR VERZIRRAEY

JUM AEY|E—F 2BV EREIERFRAA
E=)

JVM AEU[UJVM A& T—)l
<InstanceName>|E—/#EREI03 v +
SnAED

JVM AEU[JVM A& T—)l
<InstanceName>|E— /7 {EREI&D *
U

JVM AEU[JVM A& T—=)L
<InstanceName>|E— 7 {EFHE|RAAE
U

JVM AEU[JVM A& T—=)L
<InstanceName>|t— s {EHE|FERFH
*EY

JVM AEU[JVM AEU T—)L
<InstanceName>|Ff&E|2X v bahiz
*EY

JVM AEU[JVM A& T—=)L
<InstanceName>|{ERE|FVD A E

JVM AU [JVM A& T—)L
<InstanceName>|fEHE|HRKAAEY

JVM AEU[JVM AEU T—)L
<InstanceName>|{EREERFZFHAE

JVM AV IE=TLADAEVEREIDZ
vhanizAty

JVM AE VI E=TLNDAEVEREISD
DAEY

JVM AU E=TLND AT EREIRK
»EY
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b2 opt= V)

Java 77U - 3>

Java7 7 U —> 3>

Java 77U — 3>

Java 77U —2 3>

Java 7 U —2 3>

Java 7 /U —2 3>

Java 77U — 3>

Java 77U — 3>

Java 77U — 3>

Java 77U — 3>

Java 77U —2 3>

Java 77U —2 3>

Java 77U — 3>

Java 7 U4 —2 3>

Java 7 /U4 —2 3>

Java 77U — 3>

Java 77U — 3>

Java 77U — 3>

Java 77U — 3>
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£4-56. Java 7 U= 3y AMUv Y (=)

AUy o

JVM A EUE=TLND AV EREIER
EHAEY

VM AED|F TS0 hDREBFDT 74
T4 X

Ty TIA A

Ay T4 IRy RE

7O+ R0 CPU ERE %

S RAT LD CPU ERAE %

S AT LAFEDF %

VE—hFFzvo ARVYvs

A RUw oL HTTP, ICMP, TCP,
HTTP X kU w2

VRealize Operations Manager (3.

HTTP % hU v o
% 4-57.HTTP A kU v 2
AUy oH

AR
AVTUYDRS
wEI-R
JEE R

BRI-—F

ICMP A kU v &

vRealize Operations Manager i, ICMP A7 x4k A4 7DA M) v o EBELET,

& 4-58.ICMP A MU v
AMUy o

ATFE
AR
Ny b AR (%)
INTy hREH
NGy SRS

BwRI—K
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b2 opt= V)

Java 77U - 3>

Java7 7o —r 3>

Java7 77U —> 3>

Java 77U — 3>

Java 7 U —2 3>

Java7 7 U —> 3>

Java 77U — 3>

UDPEDF Tz 447 ICDVWTIREESNET,

HTTP UE—bFzvIDA NI v O ZRHELET,
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KPI
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KPI
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TCP A Uy o

vRealize Operations Manager (£, TCP A7 x40 b 44 T7DA M) v O EKRHELET.

£ 4-59. TCP AUy Y
AUy

ATF %
JoE R

BRI-—F

UDP X kU wo

vRealize Operations Manager (&, UDP A 7Yz b A4 TDA N v EBRHELET,

#£ 4-60.UDP A KU w o
AMUy o

AT
AR

ERI—F

Linux 7OEXDA MU v &
Linux D —EXICDWT, A MUy IPREEINET,

£ 4-61. Linux 7A®RADA KU v o

AUy oH b= D)
ARV Y —XOR R pARR S
FEREIATYERE (%) 70X
#EAE|ICPU ER%E (%) 7AatR
FERE|I 7O R 7atXR

Windows H—ERXDA MY v

Windows ¥ —EX([CDWT, XUy IBREESNET,

x 4-62. Windows Y—EXDA MU v &

*hUvo% h7IvU
ANV Y —XOR A H—EX
EREIAEUERE (%) Y—ER
EFAEICPU EAE (%) Y—ER

NSTNoa—FT420

I—CzV MDA VARMN=IND NS TN a—Fa T
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vCenter Server A—H4—{ERBERTI - MDA VA M=JVICKRET S
RIS VI hEA VR N=IT BT TR NMREERDSVETT,

B
TANREERDZVEREE. T—22 2 bDA VYA M—)VIZKRELT, RDIS— Ayt —CBRRFENET,

vCenter Server PHTA 1-H—(CROTAMREHERNHNEEN: EIT. EE, HIY

RRA
1 vCenter Server 74 74 &R LI L &R LET,

2 vCenter Server 74 7% 1 vRealize Operations Manager T TL\5 vCenter Server 1—4—
THATYMIE, ROERDPBETY : YA MREZRE., TANRETOISARIT. TAMMREITY,

NTP EEAL TWEW=BDICT—2 2 DA VA M—=IVICKRERT D

79K JOF Y—NORBOBIANREDEL LY HENTNINEATNSE, BRELEA A M=)V
KT A ENHYET,

Gl

B Iz bhDAVAM=IVICKRET S

BRRAE

¢ NTP (Network Time Protocol) 58 ENHER SN TS Z L EWERT 5.

¢ XODAX Y RERFTLT, EBLICNTP H—N\MoBZEEHLET  ntpdate time.vmware.com

ntpdate XY RFERTTBHRIC, ntpd U—EXBMELEEINTNS I EEERL TS,

F DRTLOELN NTP B —NORRERETDETICH S 7NV ET,

Linux T RRA M TOI—2 2 MDA VR M—VICKHKT B

HEDIERtL Y MEHFDIEroot - —DIHBA. LiInux TV RRA VM TOI—-C 2 bDA A M—ILITKREKL
£,

IR

tty AXY EDPEMENTWVEWNESE, T—2C 22 bOA YA M=)VICKBLTROIS —BRRENET,

Bootstrap Failed for VM <VM ID> with error message:{ "status":"FAILED", "data":
[ { "status":"FAILED", "message":"Failed - install - passwordless sudo access is required for
the user <Install Username> on the command mkdir.[sudo: sorry, you must have a tty to run

sudo]", "stage":"0" } ], "currentstage":"0", "totalstages":"0" }
RRAE
o LRDODIS—DPRAETIIHEIE. KRDITH /etc/sudoers CHFEETHIEEHERLET,

1. root ALL=(ALL:ALL) ALL
2.Defaults:root !requiretty
3.Defaults:arcuser !requiretty
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root 1—H— (I L T/NRT— RD7 sudo B TICHEMIT/E>TWSIHFEIE. (1) ZHBTEET,
requiretty ZAZICTHLDICT Y RRA 2 MRS DT TITEBRENTWSIEEE. 2) LU (3)
ZHETEET,

INSDITEEMLTWVEWMES(F. /etc/sudoers [TEMUET,

e Linux TV RRAYPOEDMOMEBEEZERT B(2(F. /tmp XU b RS bhdexec I b AT 3>
EEALTIYUFENTNDS I EZHRELET.

UAC DEZHTH Windows TOI—2 2 DA VR M—JLICKET S
LEE]
UAC BEHIC/E>TWTH, T—2 Y bDA A= VIZKBLET.
BRFE
¢ Windows T UAC (LIFI®D LUA) Z8EHICTSHI2IE. ROFIEETVET,
a HKLM:\Software\Microsoft\Windows\CurrentVersion\Policies\System DL Xk
') )XAT, — EnableLUA % 0 [CHRELFT.
b ZEEZHEMCTSHICET VZBEEFTINENHYET,

Windows TD7 JREFILS—ICLKo2TI— 2 DA VA M=ILISRRT S
Windows T, 7— X bZ v 7HIC Telegraf 7+ )V ¥ D4ARI%E ucp-telegraf (CEETHE, HERIZ—D

TEDICRENKRBST D ENHYET,
fEiRE

Fh. 7TV —2arBTa LI bIRT 7ANDEREZBLIEY, TaALIMIRT7AINERET HDE
FOREDT U FIAINRPRITENTNSLDICKRTHEHbHUYET., COKDIMPRRATR RDIS— Ay
-V PRRENET,

Install telegraf [unable to install telegraf due to system error : [WinError
5] Access is denied: 'C:\\VMware\\UCP\\ucp-telegraf']"}].

BBRFTE

o TUFUAIINREBHICLTHS, T- bRy TEBITLET,
I—2zYbDAYRM—IVDETLAEND

Gl

I—-CzrbhDA A b—IbH, FILWSIRVBRADY RV DRIRT 1 — ALY bERICELFEHA, 747500
FEERENEHA.

BRFE

OZUR TAFLRADTITY A VARG VADPT —FREFDRETHDZ LEHRLET. T2 THRIMEEIE.
DA—Y—AVF—TIAARDSTITHY A VR REBREHLET, [ X NI]-[TEFTEY AV RY
Z] - [VMware vRealize Application Management 7474 4 > X% > X] DIBICHEE L ET. ABIODRA >
DATPTORNFTT 7HTH ARG REZERL, [IWEDEIE] #0) vo LTHhSE, [UNEDRAE] 2
Uy o ULET,
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TS504A VBEEODEED NS TN a—Ta Y

TSTA VERMCTEHEMTERN

BL74—IVREF DTS IAVE, TSIA VEBRDEIREINDETENCTEIENTEERA,

k]

vRealize Operations Manager D1 —H— 4 >4 —T7 14 R, ROABDIZ— AyvE—INRRINET,

Failed to update resource: Resource with same key already exists

R %

¢ BHEDTSI/AVEREFHTHRLTNS, TSI4OEMEEHEITL TS ZE, BENSERLAWVNES
(E. ST BV —REA R NUPSHEIBRL TS ZE0N,

ARV IORED STV a—Fa 0

I—CzVbDAVRM=IVEA Ny OREDHEBEE NS TN a—TFT 4 I LET,

259 Kk 7O+ & vRealize Operations Manager O CTHEZIZREMSRLLTWVIWE. I -2 MDA VR

F—ILEARY w ODINETHIENRET HAIEEENH Y £, &EMIZIL VRealize Operations Manager %

W aR—=RICA N Y IPRRENZVNAIBEEDH Y ET .

k]

vRealize Operations Manager T, XDOEENRET Di5ENHYET,

s Windows LU Linux % —4y MRIEEYS > TI— 2 hEaA VR N=ILT B EMTERRN

RE
BZIREATIE, 2247 FEY—NRED TLS/SSO BIENFHREMHE T .

vRealize Operations Manager £ > 7 Kk 7O+ THARE N TR WEE, vRealize Operations
Manager T/ 27U K 7OF L 28R T2EE(C. TRAMERICKBLET,

Windows & Linux @4 —4 v MY 2 > 5 vRealize Operations Manager EBEZIEEIE N TR WEE,

Iz DAY AR=IVBICOSOR TAFLEI -2 FEOBENRDONET, TD/0H, BEERITRD A

kU v 23 vRealize Operations Manager IZEESNEHA., HDHWNFE. I—C 2 haFIEL. BiESHL T

DEEZFRRLET,

fRRAE

1 /XX COLLECTOR/adapters/APPOSUCPAdapter/ T vRealize Operations Manager #7/R—k /N>
RILDIS—%EHERLET,

2 ucpapilog T/ZUR 7OF> YR—K NV RIDIS—#HEALET,

3 579K 7OF . vRealize Operations Manager. Windows & U Linux % —4 v MrIE< 2 D
RIZIREAE R L £ 7,

4 I—Cx hOEBEBEEBCONTE [T—2z Y bOER] 4 TMNSDEBEBMREEEZSRLTIIZE,

AYTIYDT T IV—RO NS TN a—FT4 00
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B

IVRRA OOV T VDT v T I — R, ROILS—TRBLET,

Timeout Error. Please retry the action after some time.

RE

OZOR TAFLDIALTIIPRET T RRA DAV TIYDT v TIV—RBRBT D EDHY E
ER

BRFTE

o ZOMBEERRIBICE. IVRRAVPODIAVTIVDTYTILV—REBERIA-LTIREE,
YR—b N RBWVEFERLENS TN 2T

YR—b N BRIVE TTVT—2 3 VERICEET ZMBEE NS TN a—T 1 IT5HICHETY, Linux
BXU® Windows DI RiRA > MRET S CDBEE IEESNALIT Y RERTL, YIR—b N RILIZT S
TALET,

[T RARA Y MRET SV DIFE]
1T IVRRAMIBEIALET,
2 IVRRAVMRIEERSDDARV =T 42T SRATLZATITELT, ROAT Y RERTTLET.

[Linux T RARA > MRIEET S > DIFE]

/opt/vmware/ucp/ucp-minion/bin/ucp-minion.sh --config /opt/vmware/ucp/salt-minion/etc/salt/

grains --action gen_ support bundle --log level INFO

PR— b N RIVBERSIN, /opt/vmware/ucp/support-bundle-endpoints/ 74 L& ~UIC
ZIP 774 )VELTERESINE T,

[Windows T RRA > MRIEX 2 > DIFE]

C:\VMware\UCP\ucp-minion\bin\ucp-minion.bat --config C:\VMware\UCP\salt\conf\grains --
action gen_support bundle --log level INFO

YR—~ N2 RIVBERE N, $SystemDrive%\VMware\UCP\support-bundle-endpoints\ 7+«
LORUIZZIP 7740 ELTEREESNET,

YIEY —/NDEZR

MEBY—NETETLTVBARV =T 1> T 2 RFTA® Hyper-V 77U -3y Y—EREERLT. 75
ANR=K/INTVy /LA —YBA VTSRS OF v DBRENEEL—(CBETHA M) vV ERETEET,

MEBY—NETERTLTVBARV =T 1 U D RTLAEERT BHE Hyper-V 77U —2 3> —EXD
BERERWNT, EAFELRT 74NV EDARV =T 42 J P RTA TSTA4VEHRT HDI(C Telegraf #ZE L

BNTLEZEN,, EELLBOLBEICDRDBE2BTNDBHYET.

F BEMRNOAR =T A T SRTLAOYMEBAR L —TFT 4T DRATADA TP FEADBAL THDI5E
3. FOA T o % /dentifier 2 TXRITEET., Inld. Telegraf M7 7 1 /)LD UUID ETT.
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Telegraf 23 5Mm. v 7V AU T hNEFERTEET,

Telegraf O

YBY —N\DARL—T 4 J S RTLAEERTBL5(C Telegraf &M TEZET, Linux 7S5y 7+ —AF

7213 Windows 7S v b7+ —A LT Telegraf 2 T& £ 7.

Linux 75 v b7+ —ATO Telegraf O

YIBY —N\DARV =T 4 J D RTLAEERTHL5IC Telegraf ¥ TEET,
AR

B AUy MBS TWA I EE2HERLET,

m CURLM7.29.0 ThHhAHZL=HEERLET,

m unzip 78 6.0-20.el7 LI THB L EMHRELET.

m  OpenSSL 7 1.0.2k-fips LI THBZ LEERLET,

Fg
1 959K 7OFONSIVRRA > M Telegraf 24 >O0—RLUET,

curl -k https://<cloud-proxy>/downloads/salt/telegraf.tar.gz --output telegraf.tar.gz

F: ERRTIEEULALBFAT <cloud-proxy> [CBEET 25O K 7OF IP7RUVREFERLET.
2 XOAXVRERTUCAHAEERV VI A MEERLET,

openssl reqg -new -newkey rsa:2048 -nodes -keyout key.pem -out csr.pem -subj "/C=IN/ST=KA/
L=BLR/O=VMWARE/OU=CMBU/CN=$ (uuidgen)"
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3 VRealize Operations Manager AP| Z{ER L CIFBAZEICEZ LT,

a TUOERS—UVERETAICE. ROATYRERITLET,

curl -X POST "https://<vROps_IP>/suite-api/api/auth/token/acquire" \
-H "accept: application/json" \
-H "Content-Type: application/json" \

-d "{ \"username\" : \"<vROps_username>\", \"password\" : \" vROps_password\"}"

b aLs%IDZEUSTSICIE ROOAXY RERITLET,

curl -X GET "https://<vROps_ IP>/suite-api/api/collectors?host=<cloud-proxy IP>" \
-H "accept: application/json" \
-H "Authorization: vRealizeOpsToken <Access_token >"

c EBRMNEHAMAZTELCAZZIP 774N TERETSICE, RO FERTLET.

curl -X POST "https://<vROps_IP>/suite-api/api/applications/clientCertificate/<cloud-
proxy-id>" \

-H "Authorization: vRealizeOpsToken <Access_token >" \

-H "Content-Type: application/octet-stream" \

--data-binary Qcsr.pem \

-ko certificate-bundle.zip

FE o BIOFEITIE. <vROps_IP> & LT vRealize Operations Manager IP 7 KL X/FQDN #{&H
LET.

BIOBITIL, <cloud-proxy-IP> &L To5U K 7O+ IP 7 RUVRX/FQDN #{ERALE T,
BB TIL. <cloud-proxy-id> &LToZU K 7O+ oL v 4 ID #FERALET.

4 Telegraf N4 F U LBRMEMAZT/NY RILEHMELE T, RORET Telegraf DEMREEHLET.

[ [outputs.http]]

url = "https://<cloud-proxy>/arc/default/metric"
insecure_skip verify = true

tls_ca = "ca.cert.pem"

tls_cert = "cert.pem"

tls_key = "key.pem"

data_format = "wavefront"

[outputs.http.headers]
uuid = "$ (uuidgen)"

hostname = "$ (hostname)"
5 Telegraf #BiL#HL. 10 NF - TCT— Y ERMELET,

RDORFY T

AUy o EKRRT SICIE, VRealize Operations Manager 1—H— A >4 —TJ 124 A5 [BEF TP 7 ]
S[ANUY OIS TEBIRLET,
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Windows 75 v k7 4 —ATO Telegraf O
WBY —N\NDAR L —T 4 0 DRATLAZEZERT HLDIC Telegraf R TEE T,

AItRRM
B AUy D ERNCHEOTNDIEEERELET,
m  PowerShell 5.0 LU THHZ LEERILET,

m OpenSSL BN LUBETHAZ &R LET, http://slproweb.com/products/
Win320penSSL.html m5 4o 00— RLET,

FIg
1 59K 7OFONSIVRRA > M Telegraf 24w >O0—-RLUET,

Invoke-RestMethod https://<cloud-proxy>/downloads/salt/telegraf.tar.gz -OutFile
telegraf.zip

F: LR TEELABEIT <cloud-proxy> [CEBET 2050 R 7OF2 IP 7 RLUREFERALET,
2 ROOARVRERTUCAHREZERY VI X MEERLET.
SUUID=[guid] : :NewGuid () .guid

openssl reqg -new -newkey rsa:2048 -nodes -keyout key.pem -out csr.pem -subj "/C=IN/ST=KA/
L=BLR/O=VMWARE/OU=CMBU/CN=$UUID"
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3 VRealize Operations Manager AP| Z{ER L CIFBAZEICEZ LT,

a TUOERS—UVERETAICE. ROATYRERITLET,

curl -X POST "https://<vROps_IP>/suite-api/api/auth/token/acquire" \
-H "accept: application/json" \
-H "Content-Type: application/json" \

-d "{ \"username\" : \"<vROps_username>\", \"password\" : \" vROps_password\"}"

b aLs%IDZEUSTSICIE ROOAXY RERITLET,

curl -X GET "https://<vROps_ IP>/suite-api/api/collectors?host=<cloud-proxy IP>" \
-H "accept: application/json" \
-H "Authorization: vRealizeOpsToken <Access_token >"

c EBRMNEHAMAZTELCAZZIP 774N TERETSICE, RO FERTLET.

curl -X POST "https://<vROps_IP>/suite-api/api/applications/clientCertificate/<cloud-
proxy-id>" \

-H "Authorization: vRealizeOpsToken <Access_token >" \

-H "Content-Type: application/octet-stream" \

--data-binary Qcsr.pem \

-ko certificate-bundle.zip

FE o BIOFEITIE. <vROps_IP> & LT vRealize Operations Manager IP 7 KL X/FQDN #{&H
LET.

BIOBITIL, <cloud-proxy-IP> &L To5U K 7O+ IP 7 RUVRX/FQDN #{ERALE T,
BB TIL. <cloud-proxy-id> &LToZU K 7O+ oL v 4 ID #FERALET.

4 Telegraf N4 F U LBRMEMAZT/NY RILEHMELE T, RORET Telegraf DEMREEHLET.

[ [outputs.http]]

url = "https://<cloud-proxy>/arc/default/metric"
insecure_skip verify = true

tls_ca = "ca.cert.pem"

tls_cert = "cert.pem"

tls_key = "key.pem"

data_format = "wavefront"

[outputs.http.headers]
uuid = "$ (uuidgen)"

hostname = "$ (hostname)"
5 Telegraf #BiL#HL. 10 NF - TCT— Y ERMELET,

RDORFY T

vRealize Operations Manager 1—%— A >4 —7 1A ADS[EEF TS 1o M - [A MU v 2] ¥ TDIEIC
BiRTSHE AMUYIERRTEXT,
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Yo7 RoUT

BTN ROVThEFERLT MBY—NDARV—T 420 DRATAEERTHEMNTEET,
Linux 75y b7+ —ATOY > FIV RV T MEERLEYEY —/NDOER

YT ROV TREERLT. MBY—NDFR—T 42T D RTAZERTHIEMTEET,
YT ROUT NI ROARV—F 4 0 P RTFATHR—FINTOET,

s CentOS7 8KV CentOS 8

m RHEL7 &0 RHELS8

m  SUSE 12 8K SUSE 15

m OEL7

s Ubuntu 16.04 5L Ubuntu 18.04

= VMware Photon Linux

BiRS

B AUy MBI TNSILEHERLET.

m CURL#7.29.0 THaZL&MHRLET.

B unzip 8 6.0-20.el7 LIETHBDZ LEWEBELET,

m  OpenSSL 7 1.0.2k-fips LIETHD Z L &2HRALET.

FIIig
1 ROAYVRERFTLT 427N ROVThEsSUR TOFohoFUO0—-RLET,

wget —--no-check-certificate https://<cloudproxyIp>/downloads/salt/

unmanagedagent setup_sample.sh
E: EBELLRIDEZRO <cloud-proxy> [CBET 505U R JAOF2D IP 7 RLREFERLET,
2 ROARVERERFTULTRIUT MERITAIREICLET,
chmod +x unmanagedagent setup sample.sh

3 BTN ROUTRERTLETD,

unmanagedagent setup sample.sh -c <cloudproxylIp> -v <vrops ip or fqgdn> -a <vrops user> -b
<vrops_password> -d <agent installation directory>
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RESEETOF L OBRCHDIHE. AU T M TEASERICOVTTOF L BHARNICEEINET,

o TOFCRAMAICI—Y-RENRRT— ROEHRILEMIaA—-REINTWSMD, ELKIRT—F&h
TWBILEHRLET,
unmanagedagent setup sample.sh -c <cloudproxylIp> -v <vrops ip or fqgdn> -a <vrops user> -b

<vrops_password> -d <agent installation directory> -x
<[protocol://]proxyhost|[:proxyport]> -u <proxyUser> -p <proxyPassword>

BIE DA -
cloudproxy_ip: 2o Kk 7OF2 D IP 7 RV R, BIB/INTA—FTT,

vrops_ip_or_fgdn : vRealize Operations Manager @ IP 7 R L XK /=12 FQDN, #B/XTZA—4T
ERS

— =

VIops_user : suite-api BEU'H L #7175 vRealize Operations Manager D1 —H—%&, WHEB/INTA—F T
ER

— =

vrops_ password : suite-api FEUNH L 2175 vRealize Operations Manager /SR 7T — R, %B/NT A
—47TY,

installation_dir : T—= x> hEA VA M=IVTBIHFR, 7723 DINSA—=5TT, 774/ ME : BBE
DTFaLo Y,

proxy : ZOFL =D URL, A7 3> D/INSA-4TT,

Telegraf #R1TLE T,

telegraf/usr/bin/telegraf -config telegraf/etc/telegraf/telegraf.conf -config-directory
telegraf/etc/telegraf/telegraf.d

RORT T

VRe
ZEiR

alize Operations Manager 1—H%— A V4 =T 1A ANS[FEF TV 2O M - [A MU v o] TDIEIC
5L AUV IERRTEET,

Windows 75y b7+ —ATOY > FIV RO U T MEFERLEYEY —NDOER

v
v

TV RO TNEFERLT. MBY—NOARV—FT 42T S RTALAEERTHENTEET,
I Ao T ME. Windows 2012 R2 L Windows 2016 TOAT A &N TWVET,

AR SR

A=y NDBEHTHDILEHERLET,
PowerShell 78 4.0 LI ThH 2 LR LET.

OpenSSL W11 LB THZ Z L E2HRELET. https://slproweb.com/products/
Win320penSSL.html mh54 o >O—RLUET,
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FIg
1 59K 7OF+F2® https://<cloudproxylp>/downloads/salt/
unmanagedagent setup sample.psl BoH¥> IV ROUThESDO—-RLET,
F: EERTEEULALBFAT <cloud-proxy> (CBEETZ05OU R JOF IP7RUVREFERLET.
2 BTN ROUTRERTLET.

unmanagedagent setup_sample.psl -c <cloudproxyIp> -v <vrops_ip or_ fqgdn> -a <vrops user> -b

<vrops_password> -d <agent installation directory>
REPBETOFOBRICHDIEE. RV UTTEARERICOVTTOFDHERNICEEEINET,

F: JAFIFEACI-—Y—RBENRT—ROFHEXFNII-RENTWSD, ELKIRT—TEn
TWBILZEWRELET,

unmanagedagent setup sample.psl -c <cloudproxyIp> -v <vrops_ip or fgdn> -a <vrops user> -b
<vrops_password> -d <agent installation directory> -x

<[protocol://]proxyhost|[:proxyport]> -u <proxyUser> -p <proxyPassword>

SIEDFRA -
cloudproxy_ip: 25T K 7OFIDIP 7 RL R, MB/INTGA—FTT,

vrops_ip_or_fgdn : vRealize Operations Manager ® |IP 7 RL XF /=& FQDN, #B/INSA—4FT
ER

Vrops_user : suite-api BUO'H L %475 vRealize Operations Manager D1 —%—%, %EB/INSGA—FT
ER

— =

vrops_ password : suite-api UV L #7175 vRealize Operations Manager M/SR 7T — R, WB/NS A
—47TY,

installation_dir : T— x> hEA VA M=IVT BB, 7723 DINSA—=5TYd, 774/ ME : IRE
DT,

proxy : ZOFL =D URL, A7 3> D/INSA-4TT,

3 Telegraf #£{TL %9,

telegraf.exe --config telegraf.conf --config-directory telegraf.d

RORTY T

AUy o ERRT DICIE, vRealize Operations Manager 21— — A >4 —TJ 1244 A5 [BEF TP 7 K]
S[ANUY OIS TEBIRLET,
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MIEBY —/NTD Hyper-V 77U — 3> H—EXDER

YIEBY —N\OER (T YWEBY —NLETRITEINS Hyper-V 77U —2 3> H—EXDOBE@EBEBA MU v I DIRE
2’ BET., Hyper-V 77U — 3> H—EXCDVWTREEND A M v IDFMIZD NN TIE. Hyper-V
AUy oESBLTIESL,

Hyper-V 77U —> 3> $—EX A MUY IDREIE. ROFRXNV—FT 40 P ATFATHR=FENTWE
ER

s Windows Server 2016
s Windows Server 2019

HRYIBY —/NTRITENTNS Hyper-V 7 7UT—2 3> Y—EREERTHICE. ROFIEERTLET,

FIE

1 BTN ROUTRERTLUER. £EERZU T NOEREEEAMOTIAEICERT S LICLY. HRY
HH—/N[CHITD Telegraf #BEEEHLE T,

[[inputs.win perf counters]]
plugin name override="hyperv"

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual Machine Health Summary"

Instances = ["------ "]

Measurement = "hyperv.vm.health"

Counters = ["Health Ok", "Health Critical"]
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Dynamic Memory VM"

Instances = ["*"]

Measurement = "hyperv.vm.memory"

Counters = ["Physical Memory", "Added Memory", "Guest Visible Physical Memory"]
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Hypervisor Virtual Processor"

Instances = ["*"]

Measurement = "hyperv.hypervisor.virtual.processor"

Counters = ["$%$ Guest Run Time", "% Hypervisor Run Time", "% Total Run Time"]

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Hypervisor Root Virtual Processor"

Instances = ["*"]

Measurement = "hyperv.hypervisor.root.virtual.processor"

Counters = ["$% Guest Run Time", "% Hypervisor Run Time", "% Total Run Time"]

IncludeTotal = true
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual IDE Controller (Emulated)"

Instances = ["*"]

Measurement = "hyperv.virtual.ide.controller"

Counters = ["Write Bytes/sec", "Read Bytes/sec", "Written Sectors/sec", "Read Sectors/
sec"]

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual Network Adapter"

Instances = ["*"]

Measurement = "hyperv.virtual.net.adapter"

Counters = ["Bytes/sec", "Bytes Received/sec", "Bytes Sent/Sec", "Packets Sent/sec",

"Packets Received/sec", "Packets/sec"]
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[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Legacy Network Adapter"

Instances = ["*"]

Measurement = "hyperv.legacy.net.adapter"

Counters = ["Bytes Dropped", "Bytes Received/sec", "Bytes Sent/Sec"]
[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Hypervisor Partition"

Instances = ["*"]

Measurement = "hyperv.hypervisor.partition"

Counters = ["Virtual Processors"]

[[inputs.win perf counters.object]]

ObjectName = "Hyper-V Virtual Storage Device"
Instances = ["*"]

Measurement = "hyperv.virtual.storage.device"
Counters = [

"Maximum Bandwidth", "Read Bytes/sec", "Write Bytes/sec", "Queue Length",

"Lower Latency", "Minimum IO Rate", "Maximum IO Rate", "Latency", "Throughput",

"Lower Queue Length", "Queue Length", "Normalized Throughput", "Write Operations/Sec",
"Read Operations/Sec", "Write Bytes/sec", "Read Bytes/sec", "Error Count",

"Flush Count", "Write Count", "Read Count"

]

[[inputs.win perf counters.object]]

ObjectName = "Processor"
Instances = ["*"]
Counters = ["% Idle Time", "% Interrupt Time", "% Privileged Time", "% Processor Time",

no

> User Time", "Interrupts/sec"]
Measurement = "hyperv.host.cpu"
IncludeTotal = true

[[inputs.win perf counters.object]]

ObjectName = "LogicalDisk"
Instances = ["*"]
Counters = ["% Disk Read Time", "% Disk Write Time", "% Free Space", "% Idle Time",

"Avg. Disk Bytes/Read", "Avg. Disk Bytes/Write", "Avg. Disk Queue Length", "Avg. Disk sec/
Read", "Avg. Disk sec/Write", "Avg. Disk Write Queue Length", "Free Megabytes", "Split IO/

Sec"]
Measurement = "hyperv.host.disk"
IncludeTotal = true

[[inputs.win perf counters.object]]

ObjectName = "Memory"

Counters = ["Available Bytes", "Cache Bytes", "Committed Bytes", "Cache Faults/sec",
"Demand Zero Faults/sec", "Page Faults/sec", "Pages/sec", "Transition Faults/sec", "Pool
Nonpaged Bytes", "Pool Paged Bytes"]

Instances = ["—-————— "]

Measurement = "hyperv.host.mem"

[[inputs.win perf counters.object]]

ObjectName = "Network Interface"

Counters = ["Bytes Received/sec", "Bytes Sent/sec", "Packets Outbound Discarded",
"Packets Outbound Errors", "Packets Received Discarded", "Packets Received Errors",
"Packets Received/sec", "Packets Sent/sec", "Bytes Total/sec", "Current Bandwidth",

"Output Queue Length"]

Instances = ["*"]
Measurement = "hyperv.host.net"
IncludeTotal = true

[[inputs.win perf counters.object]]

ObjectName = "System"
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Counters = ["Context Switches/sec", "Processes", "Processor Queue Length", "System Calls/
sec", "System Up Time", "Threads"]

Instances = ["—-————— "]

Measurement = "hyperv.host.system"
[[inputs.win perf counters.object]]

ObjectName = "Process"

Counters = ["% Privileged Time", "% Processor Time", "% User Time", "Elapsed Time",
"Handle Count", "IO Read Bytes/sec", "IO Read Operations/sec", "IO Write Bytes/sec", "IO

Write Operations/sec", "Private Bytes", "Thread Count", "Virtual Bytes", "Working Set",

"Working Set - Private"]
Instances = ["_Total"]
Measurement = "hyperv.host.process"

F: BEULROBMEICDEDEEETNSH D728, fthd Telegraf BAEZEELANTSEELY,
2 Telegraf #BEEEL. 10 nF>CF—FEWMBLET.
RORTy 7
vRealize Operations Cloud A—H— A V& =T 1A RAD [A MUy O] DSEETEIATIS U MEIRT D&
AUy OERRTEET,
H—ERDIRE

P—ERKHE, BRETS U TERITEINTOD Y —ERERE L. BREDRETS OY —EXBOBEFREIFK
HFRAREBETHDICHRILET., BERFROF—ERITEDNT, BEEA M Vv IERRTEET, ¥—EXKE
Ty aR—REFERALTY-—EREBERTLHLEHBTEET,

H—EXREE READRRET S Y TERITENTNS Y —ERDEBEERET HDICRIEET. ¥—EXD—
HTHHRET >V, RET DL vy YO VEEBBEBOEE, 42272 bOFE BEICKHT 5@V G
INHEEBZHERTEET, . Y—ERDOBITICEASNSREY V& REY VELBA VTSRS OF v
AVR=F Y FOFFEFELEICE > THREEZRTIY —ERERET DI LEHTEET,

AR
vRealize Operations Manager Advanced XU Enterprise T7 4 >3 &AL T, $—EXEHRES L
VEERTEET,

Y—-—EREBREBELUEE T SI21L. VRealize Operations Manager TROFIEEEITLET.
n P—ERBREOBR., FMICDOVWTIE, Y—EXBREDERESBL T /20,
m T—EXDOEHE, FMHICDOWTE T—EXDER 25BLTEZ,

B Yyl aR—REFHALTH—ERZERLET, FHAICDOVWTEL [V—EXDBRE] v aR—RESEL
TLEEN,

B BREENAEY-ERERRLUET, FHHICDOVTE REESNAY—EXESRLTILESL,

H—EABREBHR—NLTWBE TSy b7 +r—ALER
H—ERBRBRIBEED TS Y h T A —ABLVREN—U 3 &Y R—NLTWET,
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B AMEREHF DS R b OS ORAEHERMET 50, PAEBREEALRVSETY—ERERET 05T
7.
DEFER—ROF —ERRETH R— FENBWRN—Y 3>

m  ESXi. vCenter Server. VMware Cloud on AWS D&/N—2 3 (2D TIE. VMware 8RR 0OHEEER
BT by OR ESBLTSES,

m  VMware Tools : ##lICDWTIE. KB75122 #5BL T ZE L),

PRLEREFEALABEVWY —EARHUTYR- FESNBERBN—2 3 0 BIVEOMOEHRSEM
FHICDWVTIE. KB78216 25 LTS ZELN,

ARV=F 4 YT YRFHN=TD 3y

FRV=F 42T SRTA N—>a>
Windows Windows 7. Windows Server 2008/R2 LIk,
Linux Photon. RHEL. CentOS. SUSE Linux Enterprise Server,

OEL. 8L Ubuntu (3XTO Linux AL —F74 45 S RTFT A
[F. A=V N=232 2.6 25 LIEENR—XICLTWBHENHY E
EDD

BR-—bENTWBEH—ER

Y —EXKETIE, vRealize Operations Manager THR—FENTOWLZNKDDPDYF—ERADBYR—FENT
WET, YR—FENTNB Y —EADBIZICRREINET,

PR-—bENTNEHT—ER:

Active Directory

m  Apache HTTP

m  Apache Tomcat

m DB2

m Exchange /247> b 70X =N
m Exchange Tv¥ TV AR—K H—N
m  Exchange N7 SV RAR—k =N

m  Exchange *—J)L/Ry X H—N

m  Exchange Server

m Exchange AZ774A4 R Ayt—220 =N
s GemFire

m IS

m  JBoss
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= MSSQLDB

= MySQL DB
= Nginx

m  Oracle DB
= RabbitMQ

m  SharePoint

m  SharePoint 7 7U4s—2 3> #—N

m  SharePoint —/\

m  SharePoint Web #—N

m SRM vCenter Replication Management Server
m  SRM vCenter Replication Server

m  Sybase DB

m  Pivotal tc Server

m vCenter Site Recovery Manager #—/N\
m  vCloud Director

m  VMware vCenter Server

s VMware vCenter Server (Appliance)
= VMware View 35—/,

m VvRealize Operations o'k

m  VRealize Operations oL 2%

m  VRealize Operations GemFire

m  VRealize Operations Postgres Data
m  VRealize Operations Postgres Repl
m  VRealize Operations Ul

s WebLogic

m  WebSphere

Y —ERRHE DB

H—ERETOBFREREL. BERNGERCT VAT SIC(3, BU/RERERFDT A b OS ORIERERMT
B FAEREEALIEVAETY —ERERBET DI EMNTEET,
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ARSI

vCenter 7474 A VRSV REEBR L. Y—ERZEZBRETHEDHITERIND D ERE L vCenter Server &
ERTIVENHYET,

FEABERARN—RDY—ERBETIE. #EE SNz vCenter Server 21— —([CRDIERDBHETT,

m  #— : VirtualMachine.GuestOperations.ModifyAliases, OB—Hh54 X : [F R bgE] -> [F R g
DI A1) T REE]

s *— :VirtualMachine.GuestOperations.QueryAliases, O—H54 X : [F R bgE] -> [ R hig
EOITA VTR T ]

s #— :VirtualMachine.GuestOperations.Modify, A—h54 X : [4 R MEE] -> [ R MEEDZE
"]

m  +— :VirtualMachine.GuestOperations.Execute, O—Hh54 X : [ X MRE] -> [T R MEED T
045 A%RT]

s F— :VirtualMachine.GuestOperations.Query, A—hS54 X : [F R MEE] -> [T A MEED O T
]

FEERZLOY —ERBRETIE, Bl Eh7= vCenter Server 1—H — ([2ROIERDBHETT,

s +—: VirtualMachine.Namespace.Management, O—A54 X : [H—ER#EE] -> [V — EX#ERL
DEE]

m  +— :VirtualMachine.Namespace.ModifyContent. A—H54 X : [H—ER#ER] -> [P —EXE

m  F— : VirtualMachine.Namespace.Query, A—Hh> 4 X : [—ER#ERL] -> [ —EXERDOBE]

m  +— :VirtualMachine.Namespace.ReadContent, O—H54 X : [H—ER#EK] -> [ — E XK
DiFAHE Y]

Y—EXRDBREEINDIVERHDRETL ERANLTWS ESXi A VRV RICIE, Y—ERBET Y TS
A VR VAPEREINTWS L% /—RDPS5DR—k 443 AD HTTPS 7V RISWHETT.

RDEZATDAR Y REA—T A UTADBEREINTNDS I LERRLET,
47 ARy REA-FTasYUT«
UNIX FRV =T > ¥ AT A
P—ERDRH ps. ss. LU top
NT A=A AUy oDIRE awk, csh. ps. pgrep. B8LW procts (774N AT L)
Windows 7RV —F 4 & S RFT A
Y—EXDKRHE wnic LU netstat

NTH—=T VR AU Y IDINE wmic, typeperf. HLU tasklist

VMware, Inc. 342



~IVT

™
X

dA—H— 72 XDHR

Linux 7R —74 > ¥ S RTADIHEF. I—HF—» root £/=(F sudo T—H— FI)L—TD A /N\—
ThdHELEZERALET.

E: Eroot I—H—MiFE(F. /etc/sudoers 77 A JLT NOPASSWD F 72 a Y EHHMICL T, * k
Uy AL o8 ROVTIPBNRRT—=RDA VIS 0T 4 TANERHILIBENEDICTIHEDHY ET,
BED sudo I—H— (23 LT NoPASSWD * 7 3 > EFHICT S FIE:

1 HBEOREYIVICrootA—H—LLTAZAVLET,

2 sudo visudo AVYRERFTLTITAYEREET,

3 aAY Rt 32T, username ALL=(ALL) NOPASSWD:ALL ZiEBIMULEYT., username (I, =
DATL 3V EFHITIEREFEOLI— T —RICBEBRIDIVENHUET,

4 T7ANERGFLTCHALEY., CNEEINICBO-RESNET,

Windows TH—EXZRETSHICF. B—AIERBET AU Y MEERTLIVEDPDUYET,

EF: RUS—FE

User Account Control: Run all administrators in Admin Approval Mode WA U IZ7/E>T

WBHE BEBETHV Y FEREERGIEEEIIN—T AUN-—DY—EXADPBREINEEA. EEEK
LT, ZORVS—BEEFZICLTH—ERZ®RETEET., /220, ZORU—BEEFTICTS
L ARV=—TFT U VT P RTADEFAVTAMETLET,

Windows Active Directory TH—EXZRHTBIC(E. RAANVEBET TV NEBRTHIVLENH
UET,

Y—ERBREDFAEBRRN—ADE—RTHELTWT, AN IAUTRA Iy ESIMRILITERINTL
HEEF. AT A v0Oy 7% vRealize Operations Manager / — K. vCenter Server, $XWMMRIE~ >
VORI TRET 2HENHY T,

BRESNZI—Y—ICF. —BT1 LI b ICHT 55AMUEREESIAHERDPVLETT (Linux ¥ RT A
DZDT 4 LI NJICHTZRITIEROGLETT). Windows ¥ AT ADIHZE. ZO/NR(FBBEZH TEMP i
SHBTEEY, Linux > RATADIZE. INE /top £/21E /var/tmp. 2 WNEZDOEA T,

SSO 4 —/\® URL (&, Y—ERBRET ¥ 74 DH % vRealize Operations Manager / — K57 X
TEHHEDPHYET,

BR—bENTNBETSY b T —AEN=D 3 VOFEMICDONTIE. Y—ERGRHEBSYR—ELTWE TSy
T+ —ALHRESRBLTILEE,

#E#H D vRealize Operations Manager 4 > X% > AHME L vCenter Server #EHR L TW\52 %, Zhd

M vRealize Operations Manager f > X4 » X T L TH —ERBREDBENITAE > TWBHE, H—EX&BEH
RREICHRDZEMNHYET, Thld. VMware Tools DEFMIDOMETYT, TOHBLEL T, ¥R MEEDEITIC
KT HIEDHBYET,
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FIE

1 AZa—T [R=L]&ZBRL. ERONRRIIT [T 7V T —2 3> DER] - [—EXDKRHE] DIEICERL £
ER

2 [Y—EXRDKH] R—2T, [U—ERKHEOBR] AT a>E0Uv I LET,

3 [U5URTAYYR]R=DT. URKRDS vCenter Server 1 YR RE&E0 Uy oL, [U—EX#BE] &
ZEIRLET,

4 Z @ vCenter Server TH—EXRBRHEFMICTBICIE. [B—ERBRB]I AT a3 EFMLET,
5 FREBHmREEMT SICIE. [REBEOREBHREZFER] Fzv IRy I REFVICLET,

a 77ZHE’?7&7U /0[/ [ﬂLHEI%%&@éEE] 9’() DaT/aX[sé%E}EAj—J L/gzg— 'h;h:(:(i ﬂLHEI%%&
% & vCenter Server DA—H—%, NAT—RKPEENET. 5(2. Windows., Linux, LU SRM
DIA—Y—ZENRRAT—REANDL, [OK]ZEZ2U VI LET,

6 F/ TI7ANMDI—Y-RZELENRT—REFERALTNSEHEEIE. Windows. Linux. XU SRM 077
I EDA—F—ZENRRT—REANLET,

7 STRFA-HY-—IvESITDNRRT—REAHNLET,

8 77U —1arvEIIN-TL, ESRATITIVS— 3 EERTRIEHTEET,

9 [RE]IZVUYILET,
F: Linux M3 root I—H—ZIEE LS (E. vCenter Server 259 R 7hU >y bOERRE. BBET S
Y—EARBT I T 4> RY > ADIRERZ Use Sudo (Linux M3E root I—H—0DigE) #7233 %

BHIZLEWRY, Y—EREFBRESNE A, COF T avid T74INNTEMCHE>TOET, DFU,
vCenter Server 50 R 7HhU Y FOEBREL 774/ T root A—F—PHEEESNTVET,

10 Y—ERRBALERESNIZOR THD L hERELET,
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RORTy T

BEDIRIE~Y S T, VRealize Operations Manager IC&KUBR—rENTWE S —ERXREEEBTEET,
Y—EXDEE

BEDRME<T I T, VRealize Operations Manager [C&U P R—rhEINTWEH-—EREEETEET,
Y—EREEHETEBI5M

AZa—T, [EE] 2FRL. ERDONRXRIWNT AN NI)] EZERLET. AREIOXRA VT, [H—EXDEE]
4 T7EFEIRLET, Manage Services ¥ 7 ICHBHTRRIDAEE LT, [(R—L] ZFIRLTH S, E/OXRA T
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Enable Service Monitoring

Disable Service Monitoring
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Hik BHE

EEEE Yearly straight line depreciation = [(original cost - accumulated depreciation)

number of remaining depreciation years]

BREEREE(IEEEED Yearly max of Double or Straight = Maximum (yearly depreciation of double declining

RAE balance method, yearly depreciation of straight line method)

Yearly depreciation of double declining method= [ (original cost - accumulated

depreciation) * depreciation rate].

Depreciation rate = 2 / number of depreciation years.

7E: Double declining depreciation for the last year = original cost - accumulated

depreciation
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158 10000 0 [(10000-0)/5] = 2000
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4%8 10000 6000 [(10000-2000) /2] = 2000
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Maximum ([ (10000-6400)*0.4], [ (10000-6400) /37])

= Maximum (1440, 1200) = 1440
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End Point Operations Management %L C. ARV —T 4> F S XATLDA ) v o EREL, UE—H
TS5y RTd—LETTVT—a ORI AREERLET. 2OV 1—3 3 (3. VRealize Operations
Manager £&EHICA VA M—=ILENET,
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End Point Operations Management T—> > bDA R =)L EF7OA

KDY oI2HBIEHREFIA LT, End Point Operations Management T—> = > FZBERICA VA M=),
F704 TEET,

End Point Operations Management T—< x> bDA X b— )L 4(iF

End Point Operations Management T—2 x> b&aA > R =)L T BHIIC. EFEEELZTOLENDOYET,

AR SR

m SSLBEDEDHICEEBRLTWAF—ANTEFERATAEODI -2z MEEBRTSICE. KRR NTI—Y 2 b
DIKS 74—y bDF—RNT7ELZY ST T ZDSSLEAAZEEA VR—FLET, F—RNT7DTIL
INRENRRT—REAELET., ZOT—FIEI—2 12 D agent.properties 77 A IVICIBET 4
ENHYET,

I— 2z bhDF-—RARTDNRRT—=RETSAN—F F—DNRNRT—RPRALTHB LEHERLET,

m I—>212bOHQ JAVA HOME DIFFFEEERLET.
vRealize Operations Manager D75y b7+ —ABBDA Y A M—Z(2(F JRE1.8X MEENTNET,
REBLERATHA A M—ZICL>TIE JREDBFEEELT. I—2 2 MMERTS JREZRDIFON
B5EDICTHHENHYET, [ End Point Operations Management > R—2k > b® JRE DIFFFDIE
Bl #8BL T E3,

End Point Operations Management T—2 x> c&HYR— (T BFRV—F 425 P RTA

LIFDRIZ(E. End Point Operations Management T—> x> FOEREYR— T 24XV -T2 J R

TAEREHELTWET,

LITOEKIZ. BAREABREOBATI— MY R-MLET,

& 4-75. End Point Operations Management T—2 x> b Y R—FFBFRV—F 425 P RAFTA

FARV=F 42T AT A oty 7—FFIF ¥ JVM

RedHat Enterprise Linux (RHEL) 5.x. x86_64, x86_32 Oracle Java SE8

6.X, 7.X

CentOS 5.x. 6.x. 7.X x86_64, x86_32 Oracle Java SE8

SUSE Enterprise Linux (SLES) 11.x. 12.x x86_64 Oracle Java SE8
Windows 2008 Server, 2008 Server Xx86_64. x86_32 Oracle Java SE8

R2

Windows 2012 Server, 2012 Server R2 x86_64 Oracle Java SE8
Windows Server 2016 x86_64 Oracle Java SE8

Solaris 10, 11 x86_64. SPARC Oracle Java SE7

AIX 6.1, 7.1 Power PC IBM Java SE7

VMware Photon Linux 1, O x86_64 Open JDK 1.8.0_72-BLFS
Oracle Linux/N\—> 3> 5, 6, 7 Xx86_64, x86_32 Open JDK Runtime Environment 1.7
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I—Cz b AVRAN=5 Ny T—DFER
End Point Operations Management T—> x> b4 R ~—)L 7 7 A JLIT vRealize Operations
Manager 4 YA =)L Ry T —LICEENTOET,

End Point Operations Management T—> 1 > ~3. tar.gz £/ .zip 7—HhA4 THh 5. H50\L RPM
ZYR— b9 % Windows £/2(3 Linux R RTABRBDA VA= 6A4 A M=)V TEXT,

JRE N—=2 3 > T4 End Point Operations Management T— > &/ VA =)L T B EEE. HON
—YarmJava lCEAET A Fa T DURIERITDIZH. LTHRHO JavaN—=2 a3 &4 A M=)LT 5
CEMHREINET,

m I—21 o hERPM Ry —ID5 LINuX 725y R 74 —AICA VR N=ILT B
End Point Operations Management T—< = » (& RedHat Package Manager (RPM) Nvw 45—
MWoAVAR=ILTBIENTEET, noarch Xy T —YDI—2 1 MMIFJREFEENTNE R A,

R I hET—HATPS LINUX 75y b7+ —ALICA VA R=ILT S
Linux 7Z v b7 #— AT, End Point Operations Management T—> x> % tar.gz 7—HhA 7
MWoA VA= TDIENTEET,

m IV hET—HATH5 Windows 75y b7+ —AICA VR M=ILT D
Windows 75 v k7 +—ATId. End Point Operations Management T—> x> b & .zip 774/l
MOAVAR=ILTBIEMTEET,

m Windows /1 X h—=52FRALTI—2 x> b& Windows 75y b 74 —AILA XA b=ILT B
Windows 75 v k74— AT Windows 1 > X k—3%{£> T End Point Operations
Management T—> x>V hEA VA R=)LT B EMTEET,

m Windows ¥ A® End Point Operations Management T— x> cOYA LM A VR M—=)L
YA LM AR M=IVERERELBYAL M AR M=V EFTD 2 ET. Windows ¥ (2 End
Point Operations Management T—> x> h& A VR N—)LTEET,

B AXT7SYRTZHA—ATODI— o MDA VA=)

AIX 7= v b7 #—AIC End Point Operations Management T—> x> b &4 VA M=V TEXT,

m Solaris 72y 74 —ATDI—2z 2 bDA A =)L

Solaris 72w k7 #—AIZ End Point Operations Management T—> x> h&A VXM=V TEFE
ER

I—-C1x2 b2 RPM Ry —=Uhs LINUX Sy b7 4—ALICA VA M=ILT S

End Point Operations Management T—< 1 » k(¥ RedHat Package Manager (RPM) /Xy o —ivs A
VAR=ITBIEMTEET, noarch Ny T —YDI—2 2 MIFJRE (FEENTHLEHA.

I-Cxr MNEIDEENDT—HATE AR =T 4 VT S RTART —FTI9F v DBRBZZHO TSV b7
FA—AICI—2 o hET7OATBEEICENTT, T—2z 2 DT —Hh4 713 Windows BiER & UNIX &
RERADHY. ThETN JRE BEENZIHDLEEENTTNVDDBHY ET,

RPM [3kD7 0 a>ERTTLUET.

B epops EVWDEZRIDI—H—ELUNI I —THHEELEVNEEIL ERLET. o1 —(E0vs/Ihiz
Y—EXT7HUNTHY., O TEERA.
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m I -2 hDT774)V%E /opt/vmware/epops—-agent [CA4 VA M—=JLLET,
B intRYUTr%E /etc/init.d/epops-agent ICA VA M=JLLET,
B init XY T7h%& chkconfig [TEMUL. RFTLAIL2, 3. 4, 5L Ton ZHRELET.

BHOI -1 hEA VA N-IT B5EE. #50 End Point Operations Management T—> >~ h&E
BICA VAR =ILTBESBLTEZ,

AR SR

m  End Point Operations Management T—> x> 2T 7OA T 5-OICHELRERNH D Z L &EELE
9. End Point Operations Management T—> x> &4 VX —)LAJgE/RH— )L EZ & vRealize
Operations Manager 1 —H —REHERMSHKHETT, VRealize Operations Manager Tm O — )L & HERR
SRBLTLEZN,

s ICMP F v s %2173 25tENDH D5E(E. End Point Operations Management T—< = > k% root
ERTA VA= TEHLENHY LT,

m SSLBEDEDHICEELTWAF—ANTEFERATAEODI -2z MEEBRTSICE. KRR NTI—Y > b
DIKS 74—y bDF—RNT7ERZY ST v T, 20O SSLAAZEEFERTSHLDICI—C v MEERL
FT. F-RALTDTN NRRENRT—REAELET, TOT—FEFI—-22 D
agent.properties 77 A IVICIEET HHENHYET,

I—- 2z bhDF-RANTDNRAT—RETZAR—F F—DNNRT—RPRILTHBZEEHERLET.

s JREDEENLGZWNYT—DEA VA b—IVTB5EF. T—2 2 D HQ JAVA HOME DIFFFEEERL
ER
End Point Operations Management D 7> v 7+ —ABBEDA > A F—ZI2IE JRE1.8.X BEENT
WETMH oY b T7+—AILKEFELEVNA VA M=F(CF JRE BEENTWEHA, REBEFERTIA R

F—ZIC&koTlE JREDBFEZEEL T I—2z MMERT S JREZRDITOENDLDICTHIHLENH
U E¥., End Point Operations Management O /R—% > +D JRE DIFFIOER 25BL TS XN,

n JREDEENLBWNY T =D& A=V BIEEE BH/N—-2 30 Java £2FRAL TS Z EE2HERL
£, AWWNN=Yar D Java ZERTHEEFa2UT 4 LDOYRIICESSNDHAEEEDHYET,

m  End Point Operations Management T—2 > bDA XA ~—=J 74 L& [ VRealize Hyperic T
— VDA VAR —IDEENTWVENS LEHERLET.

B noarch A A= EFERLTWAEEIE. TS5y b7+ —AICIDK /23 JRE A VR =JLENTWS
ZEEERLUET,

B I DAV RS—IL RREEETHEEICIE ASCH XFLETFTEFERLTNS I EEERLTLES
W, FEASCI XFZEERT 5HEE. Linux v > ESSHOSAT N 77U T—23>OIya—T 4>
J% UTF-8 [CRETDUEDHYET.
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FIE
1 =%y b ToVICADERPM AV RILEA YA R—ILLET,

FRV=F 4 2¥ SRTA 9 >a— kT35 RPM /XY RV

64 EY N FRV—TFTa Y PRTA epops-agent-x86-64-linux-version.rpm
REY N ARV=FT VYT PRTA epops-agent-x86-linux-version.rpn
T—FTO0F vzl epops-agent-noarch-linux-version.rpm

2 root DRFIEHEE>TSSH a4 -7 LET,

3 rpm -i epops-agent-Arch-linux-version.rpm ZR{TL T, BEEWRD TS v b7+ —AICT—P >
haeA Y AN=IVLET., Archld7 —hA 7D%&FHI. version (3N—23 VBB TY,

BR

End Point Operations Management T—2 x> bSA VR b—J)LEN, EERICH —EXZRMAET S L OB
EINET,

RORTY T

Y—ERERBT DRI, IS4 T7 TV =23 0 EREBLUERTADCHLELT N TDIERD epops
A—HY-EFRICEENTNBZEEHETR L, ROTALROVWTNNERTLET.

m service epops-agent start Z®fTL. epops-agent U —EXEILEHLE T,

m  End Point Operations Management T—2 1 > ;% SUSE 12X BRITEINTWABI I VA A =)L
I B E(L [EP Ops Home] /bin/ep-agent.sh start I< > R&E{TL T End Point Operations
Management T—> x> hEEEFILET,

m  End Point Operations Management T—2 x> F&RRT 5 EEIC. T—2 2 MPBEICRTTESNTWS
CEELMADA Y=V DBRREINDIBEDHVES, T—2 2 bERET HHIIC, . /bin/ep-agent.sh
stop #XTLET.

m agent.properties 774N TI—2z v baEBRLT. Y—EXZEHLET. End Point
Operations Management T—2 > 5 vRealize Operations Manager 4 —N\AOty c7 v 7 7
AT 14 DFEME ESRL TS,

I-Cz bET—NATHS LINUX TSy b T+ —AICA VA= IVT S

Linux 7> v b7 #—ATI(E. End Point Operations Management T—> x>~ h% tar.qgz 7—hHA4 7h5

AVAM=ITHIENTEET,

FIAIWRTIE AVRAM=IhDEY F7 v T JOCRTERDEZEETSLOKOSNET, ZO7O0ER
F. I—=2z>b07ONT 4 Z7AIVIEEZEEL B EEHEMETEET., A VXM= @F7ONT1 774
INTEERETSE TNSOEEERALET. UBOF 7O/ TH, T2 bOTONT 4 774 TERES
n@ENMEREINET.
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AR R

m  End Point Operations Management T—> x> & T7OA4 T 5O ICHLELRERNH S Z L &HERELE
3, End Point Operations Management T—2 1> b &4 X h—JLA[EE/AZA—I)L 25T vRealize
Operations Manager O 1 —H —FRiLERMBHLETT, VRealize Operations Manager T O — )L &R
EZSRBL TS,

m ICMP F1 v %RTTI5TENHD5HEE. End Point Operations Management T—< = » k% root
HRTA VA =T EHENHYET,

m  End Point Operations Management T—> x> DA > X ~—JL T4 L& ~VUIZ vRealize Hyperic T
— IV MDA VA =IVDBEENTWNEWNZ &R LET,

B Iz bhDAVRN—IL RREEETHEEICIE ASCH XFLEITFTEFERLTNS I EEERLTLS
W, FFASCH XFEERAT 5HEE. Linux v > ESSHOISAT N 77V T—23>OIya—T 4>
J% UTF-8 [CRETDVENHYET.

FIE

1 HBFEVD Linux 7RV =74 ¥ 2 RFTAIZE D72 End Point Operations Management T—> x> b®
AVAM=IVA tar.gz 774NV EF D O0-RL. BRELET.

FRV=F4 2T SRTFTA o0 —R35 tar.gz AV RIL

64 EY N ARLV—F 4T RTA epops-agent-x86-64-linux-version.tar.gz
R2EY M ARV—F 4 Y PRTA epops-agent-x86-linux-version.tar.gz
T—FTOFvIEL epops-agent-noJRE-version.tar.gz

2 cd agent name/bin ZR{TL. I—2 x> MDD bin T LI MNJEREZET.
3 ep-agent.sh start #RTLET.

MOTI—C o hEA VAN =NTBEEL. I-C o bOTONRT 4 77 AN TREREREEZ TN THE
ELTWaWhs £y b7y 7 7ORADBEBENET.

4 (71 3r) ep-agent.sh status ZR{TL. IP 7 RLA®R—-IgE I—-C 0 FDBEEDRT—
Y RERRUET,

RORTY T
I—2zobDOSAT7 U MEBEEEHR LET., T2 bDISAT 2 MIBBEDAER 2B LTS EE L,

I—zrbE7—hATh5 Windows 7S5y b7+ —AICA VA=)V T B
Windows 7Z v k7 #+—ATId. End Point Operations Management T—> x> b4 .zip 77/l 5A
VAR=INTBHIENTEET,

FIFIWETIE AVRA=IhDEy F7 v T JOCRTERDEZIEETS2LOKOSNET, ZO7O0ER
F. I—=2z>b07ONT 4 Z7AIVIEEEELTCBE EEEMETEE T, A VXM= @F7ONT1 774
INTEERETSE TNOSOEEERALET. UBEOTF 704 TH, T2 bOTONT 4 774 TEES
NZEMERENET.
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ARSI

m  End Point Operations Management T—> x> & T7OA4 T 5O ICHLELRERNH S Z L &HERELE
3, End Point Operations Management T—2 1> b &4 X h—JLA[EE/AZA—I)L 25T vRealize
Operations Manager ® 1 —H —EHEHRVBHE T, VRealize Operations Manager TO O — /)L &HER
ESBLTLZE,

m  End Point Operations Management T—> x> DA > X ~—JL T4 L& ~VUIZ vRealize Hyperic T
— IV hDA VA=V EENTWNEWZ &R LET,

m Windows DI—> x> b A XA M—=5%ETT5HIIC. End Point Operations Management 7z (&
VRealize Hyperic T— 2V MDBEICA VAN —ILENTWEWI EEERAL T EZ N,
FIg

1 BFEVLD Windows ARV —F 4 ¥ 2 RT AIZE > 7= End Point Operations Management T—2> ¢
YDAV AN=IVA (zip 77 AINES T O-RL. BRALET.

FRV=TF 4 Y SRTA ¥ >a— k95 2IP XY RV

64 EY N ARV—=F4 Y PARTA epops-agent-x86-64-win-version.zip
2 EYNARV—FT4 VYT PRTA epops-agent-win32-version.zip
T—FTOF vzl epops-agent-noJRE-version.zip

2 cd agent name\bin ZR{fTL. I—Y x> FDbinTa4 LI MNUZERHEET,

3 ep-agent.bat install #R{TLET,

4 ep-agent.bat start #R{TLET.
MOTI—D hEA VAN TBHEEC T2 bDTANT 4 77 A )V THEREEIEEL T
E. Yy NT YT TORRDEEBREINET.

RORTy T

I-2Cz>bDISAT U MIAZTEERLET. T—2 2 bDIFAT Y MEAEDER 25BL TSN,

Windows £ YA =S5 Z&ERALTI—Y > & Windows 7S5y R 74 —AICA VA M=ILT 3
Windows 7S v k7 +—ATIE. Windows 1 > X k=3 %{#> T End Point Operations Management T

— IV hNEAVRN=IIT B ENTEET,

I—2zobhDYA LA A M=)LERTTEEY. Windows ¥ A End Point Operations
Management T—z  bDYA LU M A VA=)V ZSRBL TS ZE,

AR

m  End Point Operations Management T—> x> c&T77OA4 T 5-DICHERIERNH D EE2HERLE
9. End Point Operations Management T—> x> b& A X b—JLAlgEAO—I)LE 5T VRealize
Operations Manager M1 —H —RiHERMBHLETY, vRealize Operations Manager TOH— /)L LR
ESBLTES,

m  End Point Operations Management T—> > bDA XA ~—=JL 74 L& ;[ vRealize Hyperic T
— I DA VRAS=IIDPEENTWNVENZ EEHRLET,
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m 3 TICY I rIC End Point Operations Management T—2 x> b EA VA M= JLFADEHEEIZ. IT—>
VEPERITENTWVEWZ EEZHERLET.

s Windows DI—> x> b 4 XA —=5%RITTSRIIC. End Point Operations Management £7=(%
VvRealize Hyperic T— 1> FDEBRIBICA VA M =LENTWVENWZ EEERL TS S,

m  VvRealize Operations Manager ®1—H—% & /XA 7 — K, vRealize Operations Manager 4 —/xD 7
RL R (FAQDN). BELUY—NBEOHY AT > MEZFI > TWBHLENHYET, ZOFIET, fIBHEDY
LATU Y MIDWTOBMBEREWEDRTEZET.

FIE

1 BEFENO Windows 75 v b7+ —AICED 7= Windows DA XA M—JLVAEXE 774 I)VEF D >O— KL
3

FRV=TFT 12T SRTA 90— R33% RPM /Y RIL
64 EY N ARV—F oI PRTA epops-agent-x86-64-win-version.exe
R2EY N ARV—FT oYY VRTA epops-agent-x86-win-version.exe

2 TrANESTNIUYOLT AYAb=IL U —REREET.
3 AYA=N V4P -ROFIEZZETLET.

A—HY = RTFLAOOT—=ILBRAILCTHY., A VA=) XA RTLA OT—)LOO—R XR=J(CHEN
DNZEEIINEENTNWD I LEHERLET, -V - ATALAOAT—)VIE. gt 7 3 o (3%
FEDAY A=) R THETEET,

HY—NEEREDY AT Y bOEEICEEST H2ROBEMITEEL TS LE,

. H—/N\FHEZEOHALATU NI ALY b AV AN IVERTT BHLEHICHETT,

. HATU S KMIE SHAT /214 SHA256 7T XAZERTEET,

m TIUFNKTE I5RIADIRTD/ — ROFAAEDBRICERENSBCEHR CA SBEED

vRealize Operations Manager 4 —/N[CLK > TERSINE T, ZOBE. I—2 x> MPTXRTD/ —
REBIETEDLDICTAICIE. YATU Y MNMI CAREBEDHY AT > M THRIFNIERY £H A,

m  VRealize Operations Manager %3, 774/ bOIEAZEAFEAT 2D UICHRY AGIAEE A
VIR—FTEES, ZDBEEF. TOABAE(CHICTEV LT NEZOTONT A DELELTIEET S
VENHYET,

m SEAEDHY ATV NOEEHEET SICIE, https://IP Address/admin @ VRealize Operations
Manager B4 >4 —J7 A RICATA L. AZa—N—DHBEICHS [SSLERE] 7% 0 )
vOLET, AUPFIDIAZEEN RS LAFRAETEZ WA TWVEIVNEEE YA MDD 2 EBOY LT
U MDBELWHATUY T, AUZFIVDOIBEEEZ QXS AFIBBETEEBRZ ZHEIE. UXMAD
BB LT EPELWTALATY Y MTT,

4 (A7 3>) ep-agent.bat query ERTL. T2z MMV AM—ILEN. RTPTHEHINED D
ZHERLUET.

VMware, Inc. 402



~IVT

R

Windows 75w b 74 —ALTI—C 2 FORTHBEBINET,

AVAS=I T4 - RT—EHDNSA—FZIBE LMY, BEULESEESNTOWTH, I -2
v hORTIIBEBENE T, product installation path/log T4 Lo NJIZ#H % wrapper.log 77
A4I)VE agent.log Z7AIWNERAXRT, A VA=V IS5 —DPRNIEEZHERLTSEZ,

Windows ¥ >A® End Point Operations Management T— > bOYA LU M AV RX =)L
YA M AR M=IVEREERELBYAL M AR M=ILEFTD ZET. Windows ¥ >(2 End Point
Operations Management T—2 x> hEaA VA=)V TEET,

YAV M A VRN —IWEREBYALV N AR M=UE, ARV R SA L A2 —T AR DSEY T VT
AVAR=ZDRTI7T7AINEERLTITVET,

Windows DI —>2 x> b 4 A M—=2%&FKTT 5AHI1IC. End Point Operations Management £7z(%
VvRealize Hyperic T— 1 > FDERIBICA VA M=)LENTWVENWZ EEERL TS S,

RDINTGA—ZEFRBLT, A VA=) 7OCRELY 7y TLET, TNOHD/INTA—FDFEMICDNTIZ.
End Point Operations Management T—2z > bty b7 v 7 7ONT A DIEEESBL T EELN,

Windows 4 YR b= ITIBELENTA—F(F RIALZLUICT—2 2 MERRIESNET, B2o/4 1P
7 R AP —BiIEREIREET S5 L. End Point Operations Management T—2 = > MIEE#TEEH

>

o

RK4-76. YAV AR M=)DARVE A4 NSA—F

WE/F T 3
INSGA—H & % a4 b
-serverAddress FQDN/IP 7 #%& VRealize Operations Manager % —/\® FQDN &7(3 IP
NS 7RV
-username X7 WA
-securePort # 9=y F7AI T 443
-password X735 WA
-serverCertificateThumbprin prgE2dl WA vRealize Operations Manager ' —/N\ZIBRZED Y LT
t N, AEBAZEDHATU Y NI e

-serverCertificateThumbprint”31:32:FA:1F:FD:78:
1E:D8:9A:15:32:85:D7:FE:54:49:0A:1D: 9F:6D" DK
SICIARTHEULENDY ET.

AVAL=IV TOCRDEDEETERBEEERET DN\ A—FIMERTEET.
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RA4-77. YAV M AR =N DEDMDIAIY R S INSA-%

NSA—F T 74 ME aAYE

/DIR C:\ep-agent AVAS=IV IRRDIEE, A VA =)L RRICAR—R(IERTEEY

Ao /DIR ARV REA VA M—)L /XR(E, =& Z (L /DIR=C: \ep-
agent DLDICEBTORSBLENHYET,

/SILENT L YAV AR S—IVERITT HEE. ALY AR —ILTIE

EBD 4 Y RUEFPRTENET,

/VERYSILENT L RRIEHALVY A VA S—IVERITT DIEE. TEBFTALU b A2

A= TR EBD Y RURBRTENERA, L. BHICLTH
FINE BT T RERLELDIC A VR P—IDIT— Ayt—
PRERTENET,

AIX 7Sy R T7+—ATDI—z 2 bDA VA R—)b
AIX 75 v b7 #—AIC End Point Operations Management T— x> hEA VA M=V TEET,

AR SR

1

2

FIE

1

IBMJava7 #A4 A M—=JLLET,

IBMJRE ©+2 U7« 74L& kY JAVA INSTALLATION DIR/jre/lib/security MDSHRHD
JCE ZEBMLET,

PATH Z#ZHX%ET 5HE1E. /usr/javal 64/jre/bin:/usr/javal_64/bin £/
PATH=/usr/javal 64/jre/bin:/usr/javal_64/bin:SPATH ZEBML £,

HQ JAVA HOME=path to current java directory Z®ELFT.

AIXEBEOtLY b 7y 7ELOHERICDWNTIE, Ihttps://www.ibm.com/support/knowledgecenter/
SSYKE2_7.0.0/com.ibm.java.aix.70.doc/diag/problem_determination/aix_setup.html] #&8
LTS,

End Point Operations Management T—> x> bD nodre N\—3&457>O0—-RLT, AIX T >
T2 bhEA A M—-ILLET,

I—- 2z bhDAVAN=NIIDWTIR I bET—HATHS LInuX 7oy b7+ —AICA VA b—
IVEBEZRLTZEZN

Solaris 75y 7+ —ATDI—S VMDA VR M—=)b
Solaris 72 v b7 #—AIZ End Point Operations Management T—> x> h42A4 VA=)V TEZET,

AR SR

1

Oracle %4 k https://java.com/en/download/help/solaris_install.xml 7% Solaris B® Java 7 LU
EAAM—ILLET,

http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html i 5
=¥ JCE Z28MLET,
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FIE

1 PATH Z¥ZHES 2563, /usr/javal 64/jre/bin:/usr/javal 64/bin F/l&
PATH=/usr/javal 64/jre/bin:/usr/javal 64/bin:SPATH ZEBML £,

2 HQ JAVA HOME=path to current java directory ZFRELET,

3 End Point Operations Management T—> x> h®D nodre N\—2 34T >0O— KL, Solaris ¥+~
CA YA —=ILLET,

4 I—2z bDAYVRAR—IVIIDWTIE I—2 2 bET—DATH5 Linux 75y b7+ —AICA A b—
WBEZRLTZEN

End Point Operations Management T—2 > FTO Java ORiIREMN

3 RXTO End Point Operations Management T—< = > T, Java Cryptography Extension (JCE)
Unlimited Strength Jurisdiction RU > — Z 7 A4 )L Java Xy T —PICEENTWBHENHY E T,

Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction R1) &— 7 7 1 JLlE. JRE End
Point Operations Management T— x> DA VA=)l 7 3V (CEENTVET.

JRE 7 7 A I DEEN TV End Point Operations Management T—> x>k Xy =24 VX =)L
T52¢EH BTIREZEBMTHLOBIRTHIEDHTEET,

JRE BEENIWNA VR M=)V AT 3 &FIRLI=15A. End Point Operations Management T—> 1 >
FEBHTESLDICTBICIE. Java /Ny o —2 (2 Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction RU > — Z 7 A ILDEENTWBHENH Y ET. JREDBESENLTNA T 3 E8IR0
7=i54&. Java /N\v 4o —(C Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction /R <
— I77AIUDBEENTWEWNE, T5— AytE—2 [Server might be down (or wrong IP/port
were used) (=/1\DAIILTWSH., FlE TP/R—MIER->TVBETEEMENHNET)] & [Cannot support

TLS RSA WITH AES 256 CBC SHA with currently installed providers(@REAVAI-IENT
WB7O/MHTIE TLS RSA WITH AES 256 CBC SHA &YR—ITEFBA)| DRRENFET.

End Point Operations Management 3> R—% > k@ JRE DIZFRDOER

End Point Operations Management T— 1 > MMt JREZHELLET., 75y b7+ —LBEED End
Point Operations Management T— x> A VA= (CIF JREBEENTNET, 7Sy b7 +—AIC
&7 L7 End Point Operations Management T—Y x> b A YA M= (21F JRE BEENTLEH A,

JRE MEENTTWNA R M=)V AT 3 0 &FRL7=HBE. End Point Operations Management T—> . >
FEBHETEDLDICTSICIE. Java /Xy —2 (2 Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction RU > — Z 7 A IPEENTVWEHENHY £9. FHMAICDNTIE. End Point
Operations Management T—2 1 > FTO Java OFHERMSF 25BL TS EX L),

A—HY—DBELFEATIA VA NI NyFr—2IC&oTlE T—2 2> MRICJIRE OBEFRFEEELAITNIER
S5HEWZEMNHYET, ROKRETIE. JRE DFEEBRTIVENHU LT,

n FRTLZFEDHBED JREDPEENTNEY IV EICTSY b7+ —ABRBDI -2 bEA VA N—IVT
S5,

B TS URTA—AICEKELEWI -2 bEA R N—ILT BIBE,
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I—2x2 bW JRE 2BRT BH%
I—2xoMNEITSIY R TH—LDIATIZEDNT JRE 2RLET,

UNIXRDTSy b7+ —A
UNIX ZDT7S5y b7+ —ATIE, T—2x> MIERAT S JRE £ XDIEFTHEILES,
1 HQ JAVA HOME IRIEZH
2 #A#HA%H JRE

3 JAVA HOME RIFZE#H

Linux 7S5y b7 +—A
Linux 75w b7+ —ATI. export HQ JAVA HOME= path to current java directory Z{ERL T
DATLABEHEEELET,
Windows 75w b7+ —A
Windows 72 v 74+ —ATlE I—2 12 MIMERTS JRE ZXDIEFTHRELET.
1 HQ JAVA HOME IRIEZEH

EHTEETDHNRICE AR—REGHDHIEETEERA, FIVY () XFEE> T NRADERER
FERTAHIEEHRIFLTSEZN, 2EZIL c:\Program Files\Java\jre7 &
c:\Progra~1\Java\jre7 DLDICTEET., FIFDEBRDHFIE. ZDT 4 Lo NURNTERD
progra CIRED 7 7ANDTILT 7Ny MBICIKEFELET @=1. b=271&),

2 #A#HAH JRE
PATLEHIE [AVE2A—F -] AZa—DOEERELET, [FONT 1] - [FHRE] - REZH] - [V XT
LRIRZEH] - ] 28IRLET.

Windows DEFsIDMREIZEL Y. Windows Server 2008 R2 LU 2012 R2 Tld. Y AT AZHOENEHE
FIFHIBRENTNSIHBETH, Windows —EXDHI\MEZRIFTHZ E0HYET. TORR. HO JAVA HOME
AT AEHOEFRE/-(IHIRDH End Point Operations Management T—2 x> b H—E X (CRBrE 720N

ZEMHYET. TDHE. End Point Operations Management T—=2 = > 4% HQO JAVA HOME D L MEZE
FRLT, B2/ JREN= a3V EFERTAHIEICHRVET,

End Point Operations Management T— > D2 R T ARTREH

localhost Z)Ib—TF Ny o 7 RLRELTEELAZNWNES, End Point Operations Management T—> ¢
v RIBHFEET, ROIS—MNRRENET., Connection failed.Server may be down (or wrong

IP/port were used).Waiting for 10 seconds before retrying.
EERELT. ROFEERITLET,
FE

1 HRRE Z774) /etc/hosts (Linux DHE) £7=(F C: \Windows\System32\Drivers\etc\hosts
(Windows Di5&) ZHRE%7,
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2 T774)VERELT 127.0.0.1 localhost Z{#ERAL. localhost ¥vEYJ% IPv4127.0.0.1 /)L
—TNy o TRUVRICEDET,

3 T77A4INERGELET,
End Point Operations Management T— = > kH» 5 vRealize Operations Manager 4 —/AX~D&E 7
O/NT 1 DB

I—2r hEPOHTEHTSEIIC. T— 1> b vRealize Operations Manager 4 —/N\NE@ET B0 T
ANTFAREDMROI— b 7ONT &I —2 12 MDD agent.properties 77 AV TEETEET,
TANRT 4 T7ANTI— x> MEBRITNE BHOI -2z b7 704 288 TEET,

TANRT 4 77 AIIDHFEET 2583 BREZETBRICEDT7AINDNY T v TekpiLES, T—2 >
NMZTBRNRT 4 7740070 5EF. ERRLET,

I—> 1 hE AgentHome/conf M5 7ONT 1 774 ESRBLUEYT. TN agent.properties DT
74 ) DBFRTT,

I—2 x> hH vRealize Operations Manager 4 —/NEDBIEEMHENTADICHEARTONT A EZINS5DN

TNODIBAATRDIFZIEMNTERWNEE, I—Vx MEMOTRBLAALECTONT A EBEEANTEELDIC

KOONET,

BRERETTAHETICOWSDODPDFIEEZRITTHLDICKOOENET,

—EWOI—C b 7ONRT L MO TR T HAELITRBLAZEZEOVWTNTHEETEET, ROBEEFIH

T257ONT 43 VIHTRET ZFIEBRTI2VLENHYET,

m I—2 1>k vRealize Operations Manager D&KL=+ —X b7 TlEia<, A—F—NEET S SSL
F—RANTEERTHDBLEDHEINDED D,

m I—2zrhM7O+2 $—/\%EEL T vRealize Operations Manager 3 —/N[TEHRT D2V ENH D0 E
YN

AR RN

vRealize Operations Manager 4 —/N\MERITINTNB T E&#HERALET,

FlE

1 End Point Operations Management T—2 = » k5 vRealize Operations Manager 4 —/X\A\D+
v 8T v T ZTANT 2 DB
agent.properties 774 JVAIZHS. End Point Operations Management T—> 1z~ &
vRealize Operations Manager 4 —/\FD@&E(CEAFRT 2 7ONT 1 1&. T 74 FTEMT/HA>TNE
T. CNOZEFMCTHIHENHYET,

2 End Point Operations Management T—> x> bty b7 v 7 7ANT 4 DIEE
agent.properties 77 AJIICIE BEEZEETIHLHIBRTES7OAONT A DEENTNET,

3 End Point Operations Management T—> > b ¥—X b7 D

I—-Czrh3 AMBEROACBRIAREL. I—C Y FERTJOCLIARTHICY —NCTL>TERS
NEHS 1 DOREEFERLET. T74/)bTE GIAEIR. data 74T ICERENDGF—X T IC
RESNET, T2 hMERATHLOORBEDF—A T EEBRTEET,
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4 BRI 705 Ry REFERLE End Point Operations Management T—2 = > FD#EK
vRealize Operations Manager H —/\DIFFTZIEE T DERENFKESNTWVEIWI -2 = > M EEET
% &, 21 )LIC End Point Operations Management T—2 = > DY A 7 AT Ry O AMRREN
F9., ZDF¥A47AY Ry RXTlE. vRealize Operations Manager ¥ —/XO7 RL R ER— . BLU
ZDMDFEGREET Y EZIBETHLDITKOONET.

5 I—YxrhERTANTADF—N—=54FR
TI7ANEDI— b 7AONRT A DAY —DEELEDRY L 7ONT 4 EEIES5EIC vRealize
Operations Manager BZDTF 7 AL D TANT 4 EF—N—54 RTBHILERETEET,

6 End Point Operations Management T—> x>k 7A/NF 4
End Point Operations Management T— 1 b® agent.properties 7 7 AL Tl EHDTO
INTAPYR=—FENTWET, YR=—FENAETONTADTRTHE, T74I KT
agent.properties 77 A IIVICEENDIDIFTIIH Y EHA.

RDRAT T

End Point Operations Management T—> 1 > h&EELE T,

End Point Operations Management T—2 1 > b5 vRealize Operations Manager 4 —/I\~ADt v ~
7y 7 TAanT« OFME

agent.properties 774 JLAIZHS. End Point Operations Management T—< x> k& vVRealize
Operations Manager 4 —/N\BID@EEICEAZRT 2 7AONT (2. T 74N TEHIZ/HE>TOWET, CNSEF/D
ICT2EDHYET,

FIE
1

2

agent.properties 77 A )T, RDEI 3V ERDIFET,

## Use the following to automate agent setup

## using these properties.

##

## If any properties do not have values specified, the setup

## process prompts for their values.

##

## If the value to use during automatic setup is the default, use the string *default* as

the value for the option.
BETDERBEDL v+ —TRBEHIRL T, 7ONT A EBHMICLET,

#agent.setup.serverIP=localhost
#agent.setup.serverSSLPort=443
#agent.setup.serverlLogin=username

#agent.setup.serverPword=password

End Point Operations Management T—> 1 > FE¥OTREIL /=& E (2,
agent.setup.serverPword MEITHAO>TNWT, Fb—r TFAMEDRHDIHE. T—2 17 MIEEZES
{ELET.

(72 3) #agent.setup.serverCertificateThumbprint={TOXED I +— T SZHIBRL T, ¥
LT MEEREL T, Y—/N\AIBREDOEFIEAREENCLET,
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End Point Operations Management T—> x> bty b7y 7 FONRT 4 DIEE
agent.properties 7 7AJIICIE BEEEETHLOHIBRTES7AONRT A DEENTNET,

I-2xrbEY—NOEY b7y TR RIERVEGTANT A DY MBHYET,

FIlg
1 I—Y x> bHvRealize Operations Manager 4 —/N\NEBIET DU ERIBTERIEREIEELE
ERS
pA=VAC P TONT 1 EE
agent.setup.serverIP vRealize Operations Manager 4 —/\D7 RLURELIFRA MEEEELET.
agent.setup.serverSSLPort T 7 AL MElL. Z#0D SSL @ vRealize Operations Manager #+—/\ U XY R— T
T, H=NRDY Ry R— PRI NTNDHBEE. ZOR-MESEEELET.
agent.setup.serverLogin vRealize Operations Manager 4 —/N[CEK T2 EEICI -2 v MMERT 51—
—REH/ELET, username DT 74/ MEEZZERELZHEIL. I—HY—TF7Ho 2 D
vRealize Operations Manager +—N\TEL<K#BREINTWNS I EEHRL T ZE ),
agent.setup.serverPword vRealize Operations Manager #—/\[J#&#: 9 5 & & (2. VRealize Operations

Manager 1—H—&&—#&IC. T—2 Y bMERTAHNRT—RERBELET, NXT—
RH. Z20a1—Y— 7HU» MIH LT vRealize Operations Manager TH#B S TLY
5HbDTHBHIEaHRLTIIZEN,

2 (71 3r) vRealize Operations Manager 4 —/\SFBAZDOHY AT > bEIEELE T,

FanRF4 TONT 4 EE

agent.setup.serverCertificateThum f{ERECESH—/\FBREICDVWTDEREIEELET,

bprint ZONTA=FIE, ALY b A VRNV ERTTHIZDICHETT,
Y ATV NI SHAT 723 SHA256 7))L U XAZEFERTEE T,
TFI7H#IETIE VFRIADTRTD/ — ROFAEDERICERASNDBEES CA FIH
£/ vRealize Operations Manager 4 —N[Ck > TERSINET. CDHE. T2
ETRTD/ —REBETEDLDICTSITE. YATU Y ME CASEBEEZEDY LTV~
TRREINIERY EHE A,
vRealize Operations Manager €¥2&(3. 77 4V hDFIAEZEZERT 2K DYICH RS
LEIBAEEA VR— M TEET. ZDHEE TORBAECKICT2HALATU MEZOT7O
NT 4 DEELTEET HLENHYET.
SMBAEDY AT Y hDEEERT SICIE. https://IP Address/admin D VRealize
Operations Manager 84 4 -7 A R COTA L. AZa—N—DHAEICHS
[SSLEIAE] 71 a>&0 v o LET, FYUPHILDMRAEENRY AFEAETEEHRZ
TWEWEEF. VRAMAD 2 BEOY LTV MHBELWYATU Y NTE, AUSFILD
SIRAEAE N RY LAFIFAZE CEBERZ5EIE. URANADRINOYATU Y MPELWT AT
> hTY,
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3 (ATvay) ISVbTr—L =0  TFANDBRET FAIINBERELET,

ZDT77AIEA VA M=IHRICI—=D 2 MIE2THEREN, 75V R T7A—A ATz oD ID =2
UEENET.

pA=lAvaPs FO/8F 1 EFE

Windows : TSS9 bTA—A =02 77 4IDGEFRELRIDIEREIEELET.

agent.setup. tokenFileWindows COMEICE. Ny IRTya (\) =2k (3) 8. BETHEEDBILFTEEY
Linux : "y

t. t .tokenFileli . _ .
agent.setup.tokenkiielinux Windows O/XREIEET BEIE. A5 via (/) #EALTIEED,

4 (AT 3r) BEITZHAVUVRERFTLT MOIXNTOMKEBETANT 1 EHBELET,

FARV=F 4 2T L RTA avvR
Linux ./bin/ep-agent.sh set-property PropertyKeyPropertyValue
Windows ./bin/ep-agent.bat set-property PropertyKeyPropertyValue

agent.properties 7 7 AV TlE. TANRT 4 (FEBILINTNET,
End Point Operations Management T—2 1> b £—X b7 DR
I—-Yxr b ABEROBECEBLAHEEL, I—V sy FERTOEIRTREICY —NICL>TERENED
S1DDIAEZEFERALET, T 74/ MTIE FAEL data 74N FICERESNSF—ANTICRESNET.
I—-2x  hMERTB0DHMEDF—A N7 EZHEBRTEET,

EE: REOF-RAMTEFERAITSICE BRUICI—-2z Y FEBMTTRRIICZDIRIERTT2HLEDH Y
i_g—o

FIE

1 agent.properties 774V T, # agent.keystore.path= JANT 4 XN #
agent.keystore.password= JANXT 4 EZHMLET,

agent.keystore.path CTF—RXALTADTIL /INXAZE&EL. agent.keystore.password CTF—A LT D
NRAT—REEELET,
2 7ANF4 774 [agent.keystore.alias] JANT A ZEBIML. TNETSAUBREDIAUT
RICEETED. F—AKTOTSATUHAEDTSAN—hF F— IV MUICHRELET,
Bls4 704 KRy o R%&EEALE End Point Operations Management T—2 > fD#5L
vRealize Operations Manager % —/\DIZFTEIRE T AEBRIEDFRESNTWVINI -2 > MERENIT S &
2 1 JLIZ End Point Operations Management T—2 > FDERSI A 7 AT Ry V ADBRREINET, D
A4 705 Ry 2 ATlL. vRealize Operations Manager 4 —/ XD 7 RL R ER— b, BXUOZFD M DEHEIE
T—YERETDHELDICKDHOENET,
I—-Cz MR A 700 Ry I RE ROBEICRRINET,
m  agent.properties Z7AJNICT DLULEDBEET S 7ONT 4 ZBELETIC. MIHTI— > hERREL

=55,
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n RELEY—NERT—IPBHBLTNS, @Y —/\ERET —IDBHIREn TSI -z heEFLE

B A
Ho

I-C1r b SUFvERTLT BRIA705 Ry I REBERTTHIEHTEET,
HiHRS A

Y—N\DPEITENTNDZLEHERLET.

Flg

1 I=2xMDPAVRM—ILENTWDE TSy M ITA—ATEY—IFIV D4 RUEREET,
2 AgentHome/bin F4 L& MUABEILET,

3 EBEBty b7y T AT EFERALT I-2z b SUF P —ERTLET.

IS5y hTx—A avo R
UNIX % ep-agent.sh start
Windows I—2z Y hAO Windows ¥—ERXEA A b—J)LLT, it: ep-agent.bat

install ep-agent.bat start AV RERITLET.

End Point Operations Management T—> > % Windows #—E X & L THRR
FTRHEEE Y—EADBBERHROT I/ AP —([TERT 2D CHBRRIEREEEL T
=&, /=& x1E. End Point Operations Management T—32 > k% Microsoft
SQL Server TRITLTWABE. ZOY—NICATA Y TELZOMEENDI—F /IS TH
niE. Windows 4 —ERDOSA Y ICHZDI—Y—&FERTIHLENHYET.

4 T7AYTHIIBEL. BFIETROILEZEELDHET,

Zar7hr A

P—/DKRRX MR ELRF IP 7 RVRZEAS P—N\PI—-2z 2 b ERMURY Y ECHBHRIE localhost EANTEEY., 7747
LTeEEn VA —IDBI=2 Y DO —NNDIST v ETAY I LTVRIBEE. 77470
+—=ILDT BV REBELET,

H—/D SSL R—rZEAALTLEEW I—Y 1> hDE#% LS vRealize Operations Manager 4+ —/N kD SSL /R— k&
BELET, 774N R—~E 443 TF.

Y-, FEEOEVBEEZRRLELE Y—NIEETEIMPEFICL>TERINTNS, EFLEEFYATUYEPEENDLDIC
thumbprint 7ONTF 4 ZBHLTWBICHLHDOS T IOEENRRINABE ZODI—
IV MITEERBREZITAAREESHY ET. RRSNIABEEY AT >V bOFEREE

BERHERLET.

Y—nNoa1—HF—FEAHLTIEZW agentManager #RD#H 5 vRealize Operations Manager 1 —4¥—D&FIEA AL &
ED

P—NRDNRRT—REAALTEEN 57 L 7= vRealize Operations Manager ®/XX 7 —REAHLET.

agent.properties 77 A IIZ/INRAT— REFRHELEVTL L,

HR

I—2 1> E vRealize Operations Manager # —/N\AD#EHAERBL, T—NFZDI -2z MBET S
TmODRAEZIT TSI LEHRLET.
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Y—NEFI=2Cz b b= UPEENZISAT > MEBREEZER L ET . The agent has been
successfully registered EWD AV E—UNRREINET., T2z ML 7oV b 74—ABKUPZEIT
ETENTLWEYR— b REFZOKREZERIELET.

I—-Jzr MERTONT A DA —N=54 K

TI7ANMDI—22 b TANRTADBA-—YF-—DBEELLARS A TONT 1 LRIEBHBEIC vRealize
Operations Manager BZDTF 7 AL D TANT 4 &EF—N—54 RTBHILEIRETEET,

(AT bDIRE] 4705 Ry o AD [H4] £ > 3T, [Override agent configuration data] &
false [CRELEBAE. TIANMDI—Y 1y MERT— oD ERENET. [Override agent configuration
data] % true [CEREL/HE. BIDEERELICGEET 74N EDI - 22 b NI A—SEFEREEIN, &
ELEPBEREINET,

USRI TRITTS MSSQL A7 x4 b (MSSQL. MSSQL Database. MSSQL Reporting Services.
MSSQL Analysis Service. MSSQL Agent) Zi#Rr&Ed % & = (2 [Override agent configuration data] OfE%
true [CFRET D E. MEIC—BEHRERIBEDPHYET,

End Point Operations Management T—> > b Z7O/NF ¢

End Point Operations Management T—< x> h® agent.properties 7 7 A /LTI, BEHO 7O/F ¢

PHR—FINTOET, YR—bSINETONRT A DTRTHM, T7+J)V 8T agent.properties 774 J)VIC
EENHDIFTIEHY EHA.

T7#4J)V b agent.properties Z7AINICEENTWIWTONT A ZFERLEZVGEF. TNEEBNT Z2HE
MWHYET,

agent.properties 774D T7OANT 1 EBEBLL, YAV M A VA M=ILEBMELTHIENTEET,
End Point Operations Management T—> x>k 7A/NT 4 [EORES1L

End Point Operations Management T—> x> bZaA VA M=)l LEERICENEFERALT. AL AR
F—=ILEBNCT B=0DES{LL/={E% agent .properties 77 A ILIEBINTEET,

F=EZE, - — NRT—REIBET S7=0IC. ./bin/ep-agent.sh set-property
agent.setup.serverPword serverPasswordValue ZE{TUT. agent.properties 77 A JIVIZRDITEIE
TEXT,

agent.setup.serverPword = ENC (4FyUfém/
c5i+RriaNpSEQIWKGb4y+Dhp7213XQiyvtwI4tM1bGJIfZMBPG23KnsUWu30KrW35gB+Ms20snM4TDg==)

BEOBB{EIZERAIN/=F—(L AgentHome/conf/agent.scu [LREINTVWET, HOEEBES(LT 255
&, RYIOEOESICERAINF—DERASINET.

AR SR

End Point Operations Management T—<> = ;% AgentHome/conf/agent.scu L7 VR TESZ
CEMERILET, IT—C oy oY —NADEGTAONT 4 2SS LRI, I—2 2 MEFHTHICIEZO
T7A4IWICT OV CRATEDRBENHYET,

FIE

¢ IOYYR 7OY7HRERNT. ./bin/ep-agent.sh set-property
agent.setup.propertyNamepropertyValue ZRITLET,
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R

EORESLICEREN/=F+—(F AgentHome/conf/agent.scu [LRFESNTNET,
RORTy 7

I—2zrbhDF7OA4FEE LT, BED agent .properties 77 AN EITRTDI - MNIEHT 515
&1, agent.scu 77 MIVHEATHILENHY LT, EED End Point Operations Management T—2
IV NERBICA VA N=ILT S Z2BBLTZE,

agent.properties 7 7 4 JLAD ZO/T 1 DEN
FRTZ7ONTAD>6. T 74/ bD agent.properties 77 A IICEENTWVEINDHDEFINTEMT HHE
MWhHYET,

ERATREZE 7 ANT A DY XA MERITRLUET,

m agent.keystore.alias 7A/XF «
Z D7 0/8F 4 T, vRealize Operations Manager ¥ —/NEDBEAEBEENMER NI —2 > IRt
L. I—=2z> b0 -EBF-XANTORBREIZHERLET,

m agent.keystore.password ZO/8F «
Z O 70/85F 4« T, End Point Operations Management T— x> D SSL F+—X K7 D/INRT— K%
BRLET.

m agent.keystore.path 7O/87 «
Z O 70/85 4« T, End Point Operations Management T—> x> M SSL +—X 7 DIBFTEHER L
E3

m agent.listenPort Z7O/8F «
ZO7A/NRT 4 T, End Point Operations Management T—° x> ~#3 vRealize Operations
Manager Y —N"\DoDBEREEZ VA THR—MERELET,

m  agent.logDir 70/8F «

ZM7O/NTF 4 % agent.properties 7 7 4 JLIZIBML T, End Point Operations Management I —
DI hDOY T7AINERFRT DT ALV MNIERBETSHIENTEET, BREMNREIEELEVNGE
F Iz bDAR =)L T LT FUADHEI/NR agent.loghir MAAIINET,

m agent.logFile 7O/7F «
I—2z>b BT 77MILVDNRREERITT,
m agent.loglLevel 7O/85 4
I—2zrbPAT7 774)VICRRBTHA Yy E—CFHBOLNILTT,
m agent.loglLevel.SystemErr Z7O/XF «
System.err & agent.log Z7AI)IICUFA LI NLET,

m  agent.loglLevel.SystemOut Z7O/XF «
System.out & agent.log Z7ANWNICUFA LU NLET,
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m agent.proxyHost 7O/8F «
End Point Operations Management T— = » b4’ vRealize Operations Manager H#—/\A\D#E#:
EHEN T ABICHRICERT 270+ —N\DRAMZERILIP 7 RLVRTY,

m agent.proxyPort Z7O/XF «
End Point Operations Management T— 1 v b4’ vRealize Operations Manager H#—/\A\D#E#:
EHEN T ARICHRICERT 270+ —N\DR—- BB TT,

m agent.setup.acceptUnverifiedCertificate Z70/357 «
Z o 70O/85 4« Tld. VRealize Operations Manager #—/\f%, T—2 1z bD SSLABAENERELR
IRARAIEREICK VB EBRELIFIBRASINASSLAAET, I—2C bDF X N7 EELDBDERR
L7=3&(C. End Point Operations Management T—2 1 > B EERTITINESINEETELET,

m agent.setup.camIP ZO/8F «
ZO7ANT 4T, I—2 1 D vRealize Operations Manager H—/\D IP 7 RLREEEL X T,
End Point Operations Management T—2 x> 3, 7—% T4 Lo b TEGEBRZEZR DT on/ah
SIEBEDH. ZDEEZRAHEY ET.

m  agent.setup.camlLogin Z7A/F «
AV AN=I)VENOTRENT ABICIZIZOTANT 4 T I—C 2 MY —NEBHFETORICERT 5. End
Point Operations Management T—> x> b A—H—-Z&2F&LE T,

m agent.setup.camPort 7AO/NF «
AR S=IVETNOTRET HBRICIE ZOTANT 4 T REINTOAWG—NEDBETHERT 5. End
Point Operations Management T— x> hOY—NR—rE2EELET,

m agent.setup.camPword ZO/XF 4
Z D7 AT 4« T End Point Operations Management T—3 = > k3 VRealize Operations
Manager —/N\IC#E# T DRICERAT H/XXT—RE2EEL. HIERKEFICT—> > P aA—F -l
TNRRT—RAADTOY T ERRLEVWELDICLET,

m agent.setup.camSecure
ZD7anNT 4%, End Point Operations Management % vRealize Operations Manager % —/X(C
EHL. BELZEFRLCGRIET 2IERALET.

m agent.setup.camSSLPort Z7A/X5 «
A VA N=I)VEMO TR T HKIC. ZO7ANT T, B—/NED SSLBEEICFERT S End Point
Operations Management T—2 x> DY —NR—bEEELET,

m agent.setup.resetupToken 7O /87 «
Z D7 0/85 4 T End Point Operations Management T— 1 > b&#ER L. EEREOY — /NI THE
BAe 28R b= &R LET. b= DHIRESBEBICL D> TI—Y o> MY —/N(TEKETE0
BEF. b= OBERDPHRINTT,

m agent.setup.unidirectional Z7A/8F «

End Point Operations Management T—< = > k& vVRealize Operations Manager H—/\BEDEH
mREEZBIMELET,
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m agent.startupTimeOut 7AO/XF «
I—2r MDEEICESH LN/ EHRT 5 £ TIC End Point Operations Management T—2 1 >~
NDIENR S U 7 EDEFET 5 TT. COBHOBMICTI—2z MU IIRAMNEU R LTOVENEF]
LSS, TS —DAJICREIN. EBRIUTEBIA A TIRLET,

m autoinventory.defaultScan.interval.millis Z70/35 «
End Point Operations Management T—> = > b7 7 4 /)L b® autoinventory R+ v > &2 X179 %
SEEZEIEELET.

m autoinventory.runtimeScan.interval.millis Z7A/X5 «
End Point Operations Management T—2 x> bS04 A RAF vV ERTTHHELZIRELET,

m  http.useragent 7A/XF «
End Point Operations Management T—> x> MK URTENS HTTP EXAOI—HY-—I -1
VEERANYIDEEEELET.

m logdj 7O/F 4
End Point Operations Management T—> 1> +® log4j 7O/NT A ICDWTEHBBLE T,

s platform.log_track.eventfmt Z7O/87 «
vRealize Operations Manager T Windows 1 X h&E AR hELTRZICHAT S L&, End
Point Operations Management T—> = > b H&#IT 5 Windows A X bDEMEDAB LR EIEE
LET,

m  plugins.exclude Z7A/XF «
EES(C End Point Operations Management T—2 1 MO —RLULAEWTS I U &#BELET., 2
NEI-C Y bDOAEVHBEEZRSTDICRILET,

= plugins.include 7@ /85 «
£ E(C End Point Operations Management T—2 > bSO —RITBT7S5 54 0 &EELET. Th
FI-2z hbDAEYEBEEZRSTDICERILET,

m postgresql.database.name.format 7A/XF «
ZDT7ANT 4 Tl BENMEE SN 7= PostgreSQL Database & vPostgreSQL Database T—FRX—R ¥
A 712 PostgreSQL 7554 U NEIY B THEFDERERELE T,

m postgresqgl.index.name.format 7O /87 «
ZD7ANT 4 TlE, BERHE SN/ PostgreSQL Index & vPostgreSQL Index 4 YT WU R A TIC
PostgreSQL 7S 54 U MEIU B THERmOEREIEELET.

m postgresql.server.name.format Z7O/87 «
ZO70O/NT 4 TlE. BEMRH I N/ PostgresQL & vPostgresQL B —/\ 4 A 7IC PostgreSQL 75 4
AUPEYVETHEFDOEREZIEELE T,

m  postgresqgl.table.name.format 7O /87 «

ZD7ANT 4 TlE, BEEHE SN/ PostgreSQL Table & vPostgreSQL Table T— 7 # 4 7IC
PostgreSQL 7554 U NEIU B THERDERERELE T,
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age
D
—
£ :
A

hqg

scheduleThread.cancelTimeout Z7A/XF «

ZDOFA/T 4 [d. ScheduleThread [CLYU. A MUY IIRETOCZANZEOHREERADHICEETE 55
REFE (S UMEAD) Z8BELET.

scheduleThread.fetchLogTimeout ZO/85 «

ZO7ANT 4 1E, EBERTOA Ny IRETOCRICHL T, WOEBEAYEZ—UDRITEINDENEH
| [ =

scheduleThread.poolsize 7A/8F «

ZO7ANTAE TSTA DAYy ORNEITERDAL Yy REFERTESLDICLES, Z07ANT
13, RAVY RE—TTHBIZEDDNODTWETZIA DA NI v RNN—Ty hERESEZIENT
EET,

scheduleThread.queuesize 7O/87 «

TS20AVDARN)yOREFa2— A X (A MUy oDE) ZFHRTHCE. ZOTONTAE2FRLET,
sigar.mirror.procnet ZA/8F «

mirror /proc/net/tcp (LiNnUX DHFH).

sigar.pdh.enableTranslation Z7A/87 «

ZO7AaNTaE RELEARV—F 4 0 S RXFAOOQT—)VIZEDWEREFEMNLT2DIERALE
ERS

snmpTrapReceiver.listenAddress Z7O/35 «

End Point Operations Management T—2 > S SNMP cSw 7&2U X3 BKR—EIEELET,
nt.keystore.alias 70/%7 «

Z70/8F 4 T. VRealize Operations Manager 4 —/NEDEFEBEMSEREINEZI -z ML, T
I DAY -—EBF - NTDRRIEEHRLET,

F—RANTRDES

MI-Crr DAY —EFEBF—IXSTBROLDLEHDTHHHE.

self-signed cert), Jul 27, 2011, trustedCertEntry,

Certificate fingerprint (MD5): 98:FF:B8:3D:25:74:23:68:6A:CB:0B:9C:20:88:74:CE
hg-agent, Jul 27, 2011, PrivateKeyEntry,
Certificate fingerprint (MD5): 03:09:C4:BC:20:9E:9A:32:DC:B2:E8:29:C0:3C:FE:38

RD

LOCF—RAPTREEERLET

agent.keystore.alias=hg-agent

0]
77
I_

1_
E3c

TANRT 4 DEBF—RAT7EZE—HLENEE, I—Yx 2 Y —N\BOBEICEKKLET,
PRI
I hDT 7 AN NEMETIE. hgF—R M7 EELET,

P EEBE R NTERORARNI -V hOBAR. COTONT A TR NTRETET ZLENH Y

o
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agent.keystore.password ZO/87 «
ZDO7A/FT 4 T, End Point Operations Management T—> x> +® SSL F—X b7 D/XR T — R &R
L7,

agent.keystore.path 7ANT « F7ANT 1 ZEALTF—X T DISHEEELE T,

T 74 NTIE. 4R M—)L#%IZ End Point Operations Management T—2 = > b O TR LIZEE
[C. agent.keystore.password XV MERINTWT, 7L—r FTFRANMEDH BHBE. I—2 T MIE
FHCTONRTAEEZBESELEST, I—-C 2 MNEREBT I, ZO7ONT({EEZENTHEE(TSILEHT
EET,

I—C2obDTIAR—F F—LRAUNRRT—REI—C2 M F—ANTIIEET D EE2E8OLET,
FTI7HI b

T 7 4J)V F Tl agent.properties Z7ANICIFZOTANT 4 IIEENE A,
agent.keystore.path Z7O/85 «
ZO70/85 4 T, End Point Operations Management T—2 x> D SSL +—X T DBEFREZERLET,

F—RAMTADTIV INREIEELET, agent.keystore.password 7ANT 4 ZFRALT. F—RXAMT7D/INRT
—REEEHELET, agent.keystore.password 7O/NXF 4 #8RBL TS,

Windows TOF+—X b7 /INADIEE

Windows 75 v k74 —ATld. RDT7+—Xyv N TF—RANTD/INREEELET,

C:/Documents and Settings/Desktop/keystore

T7A4I b

AgentHome/data/keystore.

agent.listenPort Z7O/85 «

ZDO70/XF 4 T. End Point Operations Management T—=2 t > k%3 vRealize Operations Manager
—N\DEDBEZREEVATBHR-—NEEELET.

BARBEDHE. COTANT (4 (FARETT,

agent.logDir 7O/85 «

Z D7 O/NT 4 % agent.properties 7 7 A JLIEMML T, End Point Operations Management T—2 1 >
hSEY 77 ANERRTEDTALINIEBETHIENTEET, BLEMNAREZIEELAVESEF. I -2
DAV RAN=IL T4 LY FUADHEF/NR agent . loghir MAHINET,

I—2zo b AT 774V DBFHREZETDICE. T2 bDA VA= T4 LI FUADEX/NR, =
IR EANLET,

I—2xr b AT 774)0DAHNE. agent.logFile 7ANXT 4 THEENTWET,
T7AIbE
T7#J)V FTIlE. agent.properties Z7ANICIFZO7ONT s IEIEENEH A,

T 7 # )l FEME( agent.logDir=log T. AgentHome/log T4 L& MNUICI— x> b OF 77405
INET.
agent.logFile 7O/857 «
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I->z>b AT 77A4ID/INRERFITY.
T7HI K
agent.properties 7 7 A JVICIE agent.LogFile ZANT A DT 7 # )V FREVPEHEXFITRIRINE

ER

agent.logFile=${agent.logDir}\agent.log

Sk

m  agent.logDirld. BILEZRIZHFEDI—x b 7ONT 1 DEEERHTIEHTT. 774/ T
agent.logDir Dfl% 1og T. T—Y 2 bDA VA=)V T4 LI MUADHEMMEEZYET,

B agent.log(FI—2z b 0OY 774ILDEARITT,

F7ANETE T=Yz¥ b AY 77 1)ViF agent . log ENS BN SN, AgentHome/log Ff LY
bUICEESERINET,

agent.logLevel Z7O/X5 4

Iz bPBRYT 774VICRBT B4y E—CFlOLNILTT,

HERIN/-EIE. INFO BLU DEBUG. T,
FTI7FIE

INFO
agent.logLevel.SystemErr 7O /37 «
System.err & agent.log 774 IICUFA LI NLET,

COHREEAAVNTIORTBE, System.err DY agent.log.startup [CF A LI hENBLDICHRUET,
T7FI

ERROR
agent.logLevel.SystemOut Z7a/37 «
System.out % agent.log Z7AI)IICUFA LI NLET,

COHREEIAAVN TOMTBE, System.out DS agent.log.startup [CFA LI hENBLDITHRUET,
T b

INFO
agent.proxyHost ZO/XF «

End Point Operations Management T—3° 1 > k%3 VRealize Operations Manager % —/\ D& % e
NI ABICREAICERT S A+ Y—NDOKRANZELIZIP 7 RLVATT,

ZOT7ONT 43, BARMBENMEREINZI -y bTYR-—FENTVET,
ZOTANT 4 1F agent .proxyPort LW agent.setup.unidirectional LHAEHOETERLET,
T7#I b

L
agent.proxyPort Z70O/87 «
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End Point Operations Management T— = > ;#3 vRealize Operations Manager % —/\A\D¥&#; % i
MY AEBICEVICERT 570+ H—NDOR—-ESTT,

ZO7ONT 4. BARBEMSMEBRINAZI -2 FTHR—FEINTOET,

ZDO7ANT 4 [F agent .proxyPort LU agent.setup.unidirectional LHAHEHETHERALET.
T7HI b

A,

agent.setup.acceptUnverifiedCertificate Z70/37 «

Z D7 AT 4 TlE, vRealize Operations Manager —/\f, T— x> D SSLEIAZEDERE L R/5DHF

FIHBEIC LU BCEBRELIIBRSINASSLABPET, I—Cx MDF—RNTEELGSZ DD ERRLEBEIC
End Point Operations Management T—> 1 > FE&EERTTINEODNETELE T,

TI7FINEFERTSHBE I -2 MIBEERTLET.

The authenticity of host 'localhost' can't be established.

Are you sure you want to continue connecting? [default=no]:

yes ENBETBHIHE. T—2 2 MIY—NDIREEZA VR—bL. TNLUREZDOIBRELFEELET.
FT7FI b

agent.setup.acceptUnverifiedCertificate=no

agent.setup.camlIP 7O/XF «

ZO7ANT 4T, T—2 x> bD vRealize Operations Manager H—/1\D IP 7 RLREE&L £ 3. End
Point Operations Management T— x> M3, 7—% T4 L O MU TEGEBRERDITONAN 2 ZEBEED
H. ZDEEFHRYET,

ZDTONT 4 REFDMD agent.setup.* TANXTF A ZEZEEL T I -V MY —/N\DBIEEERT 57-0IC
VERIA-—Y—DREERSTENTEET,

B IPT7RUVRELEBRREMRAARBRELTRET DI ENTEXT., ¥—NERBURA LD —NERHE
T5I(C1F, EZE [127.0.0.1] ICERELET.

I-2zrbhEY—NOBICT77AT7 04— DH2EEEF. 7747 0+—)IbDT BLREIEEL., R—b
7080. SSL #ERA L TWAHBE(ER— b 7443 O b5 7 1 v U % vRealize Operations Manager # —/\A\#gi%
TEEDCT7AT I+ —IVEERLET,

FTI7HI b

aAAY S 7O bEN/ localhost,

agent.setup.camlLogin ZA/XF «

A VA=V EMOTEIT DEICIEIZOTOANT AT, I—=J 10 MBIV —NBEETOEICERT . End
Point Operations Management T—>Y x> b - —2&2F&L £ 7.,

ZDOWMEEIZBLTHY —NLETEKREINDHA(E, 7S5y b7+ —AICWHT S Create T,
I—-Cxr oY —N"ApaAsZAvE. T—Szr bNOVEEBREICOAERINET,
I—CzobE 77— T4 Lo N TEGEBRERDIFONLEN D FEHEEDH. ZDEEZHAIY ET,
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ZDTONT 4 RFDMD agent.setup.* TANXT A EZEEL T I -V MY —N\DBIEEERT 57-0IC
VBRI —DREEHSTENTEET,

T7A4I b

a4k 77 bENT hgadmin,

agent.setup.camPort Z7O/87 «

A A=V ENDTEENT BRCE. COTANT 4 THREENTWVEWY —NEDBETHERT 5. End Point
Operations Management T—2 x> O —NR—hZEELET,

I-CxzrbE T=% T4 M) TEEBRERDIIONLED OIIBEDH. COEEFHHIY ET,

ZDTANT 4 RZFDMD agent.setup.* TANT A EZHRELTC. Iy MY —NDBEEBRT H/=0IC
VERIA-—Y—DREERSTENTEET,

F7 Ik

X b 7o RSN/ 7080,

agent.setup.camPword 7A/85F 4

Z M7 A/F 4 T End Point Operations Management T—< = > ;3 VRealize Operations Manager
—NICEHRTHBICERTHNRAT—REEERL. YIEHEHSFICI—2 o> M1 —ICHLTNRRT—=RASTD
OV ERRLEVWEDICLET.

A—H—D/NAXT— R, agent.setup.camLogin TIEEIN/ZEHUTT,
I-CxrbhE 7= T4 LI M) TEGEBRERDIIONEN O EIBEDH. ZDEEZRHEY ET.

ZOTANT 4 RPFDMD agent.setup.* TANRT A ZHRHELTC. I -0 FEY—/NDBEEEBRT H7=0IC
VBRIV —DREEROT I ENTEET,

A4 >R ~—)L#IZ End Point Operations Management T—2 1 > F&#OHO TEREIL /=& & (2,
agent.keystore.password A4 > MEREINTWT, Tb—r TFAMNMEDHDHE. T—2 1 MIBEH
C7ONT A EBZEBSELET, I—2 12 bERET HRIIC. NSO TONT A BEERBELTHIEHTEET,

T4k

T4k 77 bENT hgadmin,

agent.setup.camSecure

ZD7AanRT 4%, End Point Operations Management # vRealize Operations Manager % —/\[Z& %
L. BEtzfIAL CBETSBRICFERLET.

BIEDESILIZIE. yes=. secure. encrypted. SSL MOBUILHDEFERLET,

BN T WNRISIZIE. no=unencrypted ZFERLET,

agent.setup.camSSLPort 7E/87 «

A VA M=I)VENOHTRENT BIRIC, 2O T7O/T 4T, ¥—/NED SSLEEICERT % End Point Operations
Management T—>z v bDY—NR—brZEELET.

I-YzrbE T T4 LI MU TEEBREZER DT ONGBOOIGEEDH. ZDEEZHARY LT,

ZDTANT 4 RZFDMD agent.setup.* TANT A EZHRELTC. I Y —NDBEEBRT H/=0IC
VERIA-—Y—DBREEROTENTEET,

F7 4k
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JAY B T MENK 7443,

agent.setup.resetupToken ZO/X\F «

ZDF7O/8F 4 T End Point Operations Management T—> x> b &R L. EERFOY —/NFATEARAT S
HIRb—0 EERLET, b= DHIBRELIFBEBICL>TI -2 MY —NTEBE TERWEEE. b=
OV DBERDHRNTT,

I—-CxrbhE 77— T4 LI N TESEBRERDTONGN D EBEDH. ZDEEZGHIY ET.
ZDTONT 4 DEICHPDET,. 4 VX M—=ILEMDHTIEEBLIzEE, I—C 2V MIb—OVEERLET,
TI7AI b

AN 79 &N/ no.

agent.setup.unidirectional A /87 «

End Point Operations Management T—3 > k & vRealize Operations Manager % —/\E D E A&
EEAMMELET.

I—Cz o MNIBEAMBEEZBRTIIBE. U—NEDITRTOBERFI-Cz MILURKBEINET,

I—Y-—EBF-ANTEHDEAFRAI—2 10 bDHEEIE agent.properties 77 A THF—XANTBEE
BT B2HENHY ET,

T7HI

AN 79 &N/ no.

agent.startupTimeOut Z7O/8F «

I—2 Y MDEFEICESH LN/ LHET 5 E TIZ End Point Operations Management T—2 x> D
RENR U T BT U8 TT. ZOVHOBICI—z MU IIRNEY R L TWVRWNWEHIBEL /215
& IZ—MRJICEEIN. BMRIVUTIPIALAALATINLET,

T7HI b
T 7 4)V N Tl agent.properties Z7ANICIFZOTANT 4 IEIEENE A,

I—2x2 DT 74 EEMETIE. 300 MRICHAALA TIORLET,
autoinventory.defaultScan.interval.millis Z70O/857 «

End Point Operations Management T—2 = > 37 7 + )L b ® autoinventory X+ + > = RT3 2458E %
IBEELET.

T7AIE RF L U TIE BEIEITACR =TIV EIF Windows LR MU ZEFERLTWAY —NEXU TS
YN A—L Y —EX XTI MERELET., 7740 AF v UIE ZUAMALA XA F v EULENI Y —
REHBLET,

FTI7HI N
I—>zrbhE BFEBLIUOZENLUB IS AZECT 740N RFVY U ERTLET,

86,400,000 T UM (1H) ZaAMILELE,
autoinventory.runtimeScan.interval.millis 7O /857 «
End Point Operations Management T—2 x> bSS A4 L AF vV ERTTHHEEEIRELET,
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SUGAL RF Y UE H—ERERETELEDIC. TTAINE AFv KV UY—RDOBEEBENEZ \HEEER
THRAREMDNHVET, LEXE SUFAML RAFv > TESQL VT U ERTLAY, MBean 2% L7V T %
ZEDBDBYET,

T7A4I b

86,400,000 U (1 H).,

http.useragent 70 /X7«

End Point Operations Management T—> x> MK UETENS HTTP EXAOI -V -—I -2 bE
KNy FDEEEELET,

http.useragent &AL T, 7Y 7L —RET—EBWPHS 1Y —-I -z MEEEETEET.
T 7 4J)V FTlE. agent.properties Z7ANICIFZDOTAONT 4 IEIEENE A,
T7FI b

TI7AIETIE T—2 2 bERRADI—HY—-I—2 1 I End Point Operations Management M/X—
CarvEENSED. I—-C M7y T I —RENBEEEDYET, =7y b HTTP —/N\ARBEZ
——I-2r Y hEEUEXRZTOVITEHLDICHERINTNSES, T2z MEXREI-2z 2 DT Y
T — REICKBLET,

Hyperic-HQ-Agent/Version, /=& X (4 Hyperic-HQ-Agent/4.1.2-EE,
log4j 7a/XF «
End Point Operations Management T—> 1> +®D log4j 7ONT A ICDWTEHBBLE T,

log4j.rootLogger=${agent.logLevel}, R

log4j.appender.R.File=${agent.logFile}

log4j.appender.R.MaxBackupIndex=1

log4j.appender.R.MaxFileSize=5000KB

log4j.appender.R.layout.ConversionPattern=%d{dd-MM-yyyy HH:mm:ss,SSS z} %-5p [%t] [%c{1l}@%L]
Sm%n

log4j.appender.R.layout=org.apache.log4j.PatternLayout
log4j.appender.R=org.apache.log4j.RollingFileAppender

#4#

## Disable overly verbose logging

#4#

log4j.logger.org.apache.http=ERROR
log4j.logger.org.springframework.web.client.RestTemplate=ERROR
log4j.logger.org.hyperic.hg.measurement.agent.server.SenderThread=INFO
log4j.logger.org.hyperic.hqg.agent.server.AgentDListProvider=INFO
log4j.logger.org.hyperic.hqg.agent.server.MeasurementSchedule=INFO
log4j.logger.org.hyperic.util.units=INFO
log4j.logger.org.hyperic.hqg.product.pluginxml=INFO

# Only log errors from naming context
log4j.category.org.jnp.interfaces.NamingContext=ERROR
log4j.category.org.apache.axis=ERROR

#Agent Subsystems: Uncomment individual subsystems to see debug messages.

#log4j.logger.org.hyperic.hg.autoinventory=DEBUG
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#log4j.logger.org.hyperic.hq.livedata=DEBUG
#log4j.logger.org.hyperic.hg.measurement=DEBUG
#log4j.logger.org.hyperic.hqg.control=DEBUG

#Agent Plugin Implementations
#log4j.logger.org.hyperic.hqg.product=DEBUG

#Server Communication

#log4j.logger.org.hyperic.hg.bizapp.client.AgentCallbackClient=DEBUG

#Server Realtime commands dispatcher

#log4j.logger.org.hyperic.hqg.agent.server.CommandDispatcher=DEBUG

#Agent Configuration parser

#log4j.logger.org.hyperic.hqg.agent.AgentConfig=DEBUG

#Agent plugins loader
#log4j.logger.org.hyperic.util.PluginLoader=DEBUG

#Agent Metrics Scheduler (Scheduling tasks definitions & executions)

#log4j.logger.org.hyperic.hg.agent.server.session.AgentSynchronizer.SchedulerThread=DEBUG

#Agent Plugin Managers
#log4j.logger.org.hyperic.hqg.product.MeasurementPluginManager=DEBUG
#log4j.logger.org.hyperic.hqg.product.AutoinventoryPluginManager=DEBUG
#log4j.logger.org.hyperic.hqg.product.ConfigTrackPluginManager=DEBUG
#log4j.logger.org.hyperic.hqg.product.LogTrackPluginManager=DEBUG
#log4j.logger.org.hyperic.hqg.product.LiveDataPluginManager=DEBUG
#log4j.logger.org.hyperic.hqg.product.ControlPluginManager=DEBUG

platform.log_track.eventfmt 70 /3757 «
vRealize Operations Manager T Windows f X hEA/ X hELTAYICHE DTS EZ(C. End Point
Operations Management T— 1 > M&HIT 5 Windows A1 X2 CDOBMEOAREFEREIBEL LT,

T7#I)V FTIlE. agent.properties Z7ANICIFZO7ONT s IEEENEH A,
Tk

Windows OV DEMERMICTHE. UV —RD BERTONT 4] R—2THEEULALREC—HKTHI VM
DWT, T FUDER [Timestamp] Log Message (EventLogName) :EventLogName:EventAttributes
TAJZICEAESNET,

B AR

Timestamp AN SDSFEAE L FBER)

Log Message TF R SXFT

EventLogName Windows A X2k O D& A7 (System, Security. F£7zlf Application)

EventAttributes Windows A XY hDY—XEHEA v E—CBHETERSINSIOVXETYDIXFH
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f=EZIE. A T MY 04/19/2010 06:06 AM Log Message (SYSTEM): SYSTEM: Print: Printer HP
LaserJet 6P was paused. [d. 2010 &£ 4 A 19 B A 6:06 [ Windows > X7 A A X2k AV [CEZAE
N7z Windows A X bZRLTWET, Windows 1 X2 DYV —RBEHEA vE—BEIE. ZEN
[Print] & [Printer HP LaserJet 6P was paused.| TY,

B

ROINSGA—FEFRLT, T—Y x> b Windows 4 R MIDWTEZIAL Windows 4 X ~NEME K
LET, KNS A—F([ZRLCLHIDO Windows 41 X FEMICH S LET,

NSA—% L]
Suser$ AR SPREL DY —DRFIL

Scomputers ANV RIOPFELELLIE1—FDEHL

%source$ Windows A X rEOJICHEALEY I MU T,
%event$ BEDANY N 4 Ta#BNTHES.
Smessage% ANYE Ayt—2,

Scategorys ANV KNEITII =TT HEHIFEREINET TV Tr—2 3 EFDIE.

feEZE. TONRT A DEREM platform. log track.eventfmt=%user$@%computers

Ssource$:%events: smessage% MFH. End Point Operations Management T—< = > ;& Windows 4
Ry hEOJICHATBHEEIT04/19/2010 06:06 AM Log Message (SYSTEM): SYSTEM:

HP Admistrator@Office Print:7:Printer HP LaserJet 6P was paused. &2 ZWAHKET, DIV b
JI%, 2010 &£ 4 B 19 B 1 6:06 (T Windows > RT A A X2k OFCEEAEN/Z Windows 1 N &
RLTWET, SOANRNYMIEET DY T D 7(E. RX b [Office] T [HP_Administrator] & U TE1T
EINTWELAE, Windows A XY hDY—XEHE. ANV REE. AvtE—CBEIE. Z0EN [Printl. (71,
[Printer HP LaserJet 6P was paused.| TY,

plugins.exclude 7O /87 «

FCENEF(C End Point Operations Management T—2 > SO —RLULABAWTS VA VERELET., nld
I- 2 hDAEVEHEEZHOTDICERILET,

EERS
AT DTS4 EN TR > TEELE T, fl -

plugins.exclude=jboss, apache, mysql

plugins.include ZA/87 «
EEF(C End Point Operations Management T—2 > hAIO—RT B TS5 5(4 0 &EFELET. ZhiFT
— I hDAEUSEBEEEZRSTDICEILET,

ERAE
BOBTSIAVEAITRY>TIRELE T, fil:

plugins.include=weblogic, apache

postgresql.database.name.format Z7A/8357 «
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ZD7ANT 4 TlE, BEEHE SN/ PostgreSQL Database & vPostgreSQL Database T—FR—R A4S

[C PostgreSQL 7S 74 B K THERDEREZIEELET.

T 7 4V h Tl PostgreSQL &7=(4 vPostgreSQL 7 —4 X—XDEHIL Database DatabaseName TT .

DatabaseName |4, BEMgHEINIZT—FIR—XDEZFITY,

BDErRI[AEERT SIC(E. postgresql.database.name. format & EFELE T, FRTIHIEH T —F (L.

PostgreSQL 75 4 VDS AFTEZLENH Y ET,
ROBXEFERLT, 7294 ICE>TEIVHTONDT 74N DT —TINRERELET,

Database ${db}

ESL
postgresql.db (. BEIMRE I N/ PostgresSoL E/2(L vPostgreSQL T —F RX—RADEZRITT,
T7FI b

T 7 4J)V FTlE. agent.properties Z7ANICIFZDOTANT 4 IEIEENEH A,
postgresql.index.name.format A /85 «

ZD7ANT 4 TlE, BERHE SN/ PostgreSQL Index & vPostgreSQL Index 4 YT W IR A TIC
PostgreSQL 7574 U HEIU LB THEFMDEXEIRELE T,

F 7 #J)V b T3, PostgreSQL £7=1% vPostgreSQL « > 5 v ¥ AD AR Index
DatabaseName.Schema.Index T. ROBHTEREINET,

=8 Bl

DatabaseName HEMRHENAT—4 X—ROBH,

Schema BERESINAET —IRN—RDRF—7,

Tndex BEREENLA VT Y & RORH,

D2 IFAEERT SITIL. postgresql.index.name.format ZEELET. EATIEHRT —4 (4.
PostgreSQL 75454 VDo AFTEHHENHY T,

ROBXEFERAL T, TS24 VICE>TEIVETONDET 74N MDAV TV O REERELET,

Index ${db}.S${schema}.${index}

M4 -
B BB
db PostgreSQL &7=(3 vPostgreSQL #+—N&HRA T 575y b7+ —AEZ#HAILET,

schema T—7IVICEEMITISENTNERF—TEHILET.
index PostgreSQL o1 > 7 v ¥ X4,
T7HI b

T 7 4J)V FTlE. agent.properties Z7ANICIFZOTANT 4 IEIEENE A,
postgresql.server.name.format 70O /87 «
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ZDT7ANT 4 TlE, BEMEEEI N/ PostgreSQL & vPostgresQL Y —/\ A (2 PostgreSQL 7S 44 > H3
BB THEAFDELEIRELET,

T 7 4 )L T3, PostgreSQL £7=(3 vPostgreSQL Y —/\D &R Host : Port T, ROBH THEREINET.

¥ e
Host HY—NEZKRRAMFBTSY ~7+—4L0D FQDN,

port PostgreSQL UR» R—Ff,

RO ZIRAEZFAT B(TIE. postgresqgl.server.name. format &L ET, ERTIEHT—F (3.
PostgreSQL 75 A4 VDO AFTE2HENHY ET,

ROBXEFERL T, T34 VICE>TEIVHETONDT 74 DY —NBERELET,

${postgresqgl.host}:${postgresqgl.port}

Stk

B A
postgresgl.host RAMLTWBHTZy hT7+—AD FQDN Z#HBILET.

postgresgl.port T—FIR—=X URX» R—rEHNLET,

FTI7HI b

T 7 4I)V F Tl agent.properties Z7ANICIFZOTANT 4 IIEENE A,
postgresql.table.name.format A /85 «

ZD7ANT 4 Tld, BEIRHE SN/ PostgreSQL Table & vPostgreSQL Table T— 7 # 4 7IC
PostgreSQL 7S 54 U PE|U S THERIDOEREIEELET.

T 7 4 )L T3, PostgreSQL 7z(3 vPostgreSQL 7— 7LD %FRild Table DatabaseName.Schema.Table
T, ROBHTHEERINET,

¥ A
DatabaseName BEREINAT—FX—XDEHI.
Schema BEfRHINZT —IR—RADRF—7,

Table BEtet I N7 —7ILDEH].

RO ZIRAEZFAT S(T(E. postgresqgl.table.name.format ZEELE T, EFRTIEHT —7 (3.
PostgreSQL 75 A4 VDO AFTEZHENH Y ET,

ROBIEFERAL T, TS24 VICL>TEWHTONDT 74N DT —TIVRERELET,

Table ${db}.S${schema}.S${table}

S
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B BREA
db PostgreSQL &7(3 vPostgreSQL 4 —N&HRA T ET7S5y b7+ —AE#HAILET,
schema T —7/VICEERMIFTOENTNWERF—TEHINLET.

table PostgreSQL oF7—7 /L4,

FT7FI b

T 7 4J)V F Tl agent.properties Z7ANICIFZOTANT 4 IIEENE A,
scheduleThread.cancelTimeout ZH/37 «

ZO70O/8F 1[4, ScheduleThread [C& Y. A MUy IIRETOLIANZDHE & KA DHICHETE HRKHE
B (SUMEBR) ZHEELET,

ZDIALTIRNEBRDE, wait (). sleep (). FEEFIIETOVF U ID read() REICHDEE., AUV
DIEFFEIENET,

EAE
scheduleThread.cancelTimeout=5000

T7 A4

5000 2 U,

scheduleThread.fetchLogTimeout 70O /85 «

ZDTONT 4 (3. EBERTOA M) v IRETOLIITHL T, WOEEA Y E—BRITEINI0EHELE
ER

ARUYORETACANBIOTANT A DE(S VBB TAEEND) ZBASE . T—2 2 ME agent. log
T7AINNCEEA Y-V EEERAHET,

E/RE

scheduleThread. fetchLogTimeout=2000
T74I b

2000 UM,

scheduleThread.poolsize 7O/87 «

ZOT7ONTAE TSTAVPA M) v OREITEBDAL Y REFHATESLSICLEST., Z07O/F 114
ALYy RE=TTHBIEDDODODTVND TS IA DA ) YD A)—Ty ham EEEEIENTEET,

EEPS

TS04 0 DERE. A MUY IREICEVETERAL Y RBERELET,
scheduleThread.poolsize.PluginName=2

Z ZT. PluginName ld. ALy REB|UHETE IS I4 > DARITYT, -

scheduleThread.poolsize.vsphere=2

TI7HI
1
scheduleThread.queuesize 7O/87 «
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TS042DANY Yy OREF2—HAX AUy IDE) ZHIRTZ(CEF. COTANT 1 EFERLET,
EEPS
TS50420DERE A MUY I Fa-—DRIDEKREZEZEELET,

scheduleThread.queuesize.PluginName=15000

Z Z T, PluginName (3. A MUV I ERIRTHTS54 > DEREITYT.
i -

scheduleThread.queuesize.vsphere=15000

T7AI b

1000

sigar.mirror.procnet 7A/XF «

mirror /proc/net/tcp (Linux DFH).

T7 Ak

true

sigar.pdh.enableTranslation Z7O/87 «

ZDO7ANT 43 BELEARLV—FT 4 2 F SRTFTLAOOT—)VICEDW=EREEMET 2DIFERLET,
snmpTrapReceiver.listenAddress Z7O/X7 «

End Point Operations Management T—2 > S SNMP cSw 7E2U RV T BKR—EIEELET,

T7#I)V M T3, agent.properties Z7ANICIFZO7ONT s IEIEENEH A,

SNMP [2—#&IC. bZv T AyE—IICUDPR—KM162 #EALET., ZDR— MNMIERDEFANZDT, ZD
R=hThSYV T AvE—2FHURTEHI—2 2 MME root LT, F£/21E Windows OEBI—T—L L
TRASNBVENHYET,

HIROBUR— DRy T Xy E—PEURYT LI TV y MEBRT L FERI-—F -0V T+
FTI-YIy hERFTEET.

EAA
IP7RLVLR(FEEFTSYRTIA—LLEDTRTDA I —T 14 RERET S5E(30.0.0.0) & UDP BED
R—bZEROELTIEELET.

snmpTrapReceiver.listenAddress=udp:IP_address/port

End Point Operations Management T— 1 > MDS#ERDZWVR— D SNMP hS v T7E2ZETESL5I1C
T5ICIE. R=F1024 LI LZEELET, ROFRETIE. IT—Cz MR TSY N T4 —LADEEDA Y —T
ARAD NSy T%& UDP R— 1620 TZETESHLDICHRVET,

snmpTrapReceiver.listenAddress=udp:0.0.0.0/1620

VRealize Operations Manager Y —/N\TOI— v  EBFREEET S

End Point Operations Management T—> x> b3, 2547 > MNEBBEEE > TH S DHAIFERE B —/NIC
ELET, CDISAT Y MNIAZEEZI -2y MERBTAOTATERINE T,
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U247 2 MEEBEICE. —BOHAFELTEREND =0 U DBEENET. 547V FEIAEOREE/L(Z
BIRIEBEDONDIBEEE. AT ERBRT ILEDNHYET,

I—-Yxr hEH7OLRERTTSICE. AgentManager SREHERMVLETT, /2. FHLLF7OA L]
VRealize Operations Manager 4 >> X4 > XT. End Point Operations Management T—> = > b & &
THHIC. [BEER]-[VUa—3r]-[URD U] - [Operating Systems/Remote Service Monitoring] »»
5 Management Pack ZF &/ C7 VT A N— T 52 EHMETT,

T T4 LM EHIBRLTI-Cr hEHIBR. BLUBAVAM—IILTEEHEE Iz b F=0 D%F
BN, T OMEUESEREINET. [T-Cz2VMDT7 VA VR N=ILEBA VR N=ILOFEEZDWNT] 25
BLTZEEL,

I-2zobDISAT Y NEBEDER

End Point Operations Management T—2 x> bDI 54 7 > MEBEMNERUINICAE /26, BT HHLE
MhHYET, I2&AE BERELIBAREDEONDIIAAETEZRT ZBENHYET,

AR SR

End Point Operations Management T—2 x> baT7 704 57O ICHEBRIERNH D EEZERLET.
End Point Operations Management T—2 x> &4 X b—)LAJgE/0—)LZ &L vRealize Operations
Manager D1 —4—REIEHRMSUETT, VRealize Operations Manager TOO— /L &R #5BL T L
=0,

FIE

o ERTJOCLREFBRTBICE T2V MBRTENTVEARV—FT 4 > J P AT AILE LK setup OV
Y RERTTLET.

ARV—F 42T DRTA RfTFHav R

Linux ep-agent.sh setup

Windows ep-agent.bat setup
®R

I—CzVhAVAN=FIC&LY, By FT7 vy TDRRITEIN, —NTHLUTHLUWIERAENERSI N, FHL G
ENF—RNTICAR—FENET,

Y—NEDBIEDEF2 YT«

End Point Operations Management T—< > ;b» 5 VRealize Operations Manager # —/N\AD@E(F

—ARTEHN. BADREINDIVENHYET., BFEIL S UAR—bF LAV 2F2UFT 1 (TLS) Z2EFRL T
BICtFaUT s REINET,

A RA=IVEICIT—2 > b vRealize Operations Manager 4 —/N([C#& TR Lz & & (20 H—/N(F SSL
AAEETI -V MIRRLUET,

Y—N\DPRRUEBEZI -2z MMEETSE. T2 MEIY—NDIBAEEZF XA TIZA R—-L
£7.

I—2xzrbhE Y—NOHBEEFELEFEZDORTE (CA) OWITNDPBI -2 bOF—XSTICT TICHEET S
BaE. —/NDIBEELEELET.
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TI7FIWETIE Y—\DPRRUESBAEEZI -V MMEELAVEE, I—C 2 MIBEERRLUET, i
BBEZ(EHET 5. BRUEBZIRTTHDERBIRTEEYT., BETOY 7RI yes EIBELZVRY. vRealize
Operations Manager —N\&EIT—2 12 MME EEEDLVRAEZEEZ A > R—MLEHA.

vRealize Operations Manager H+—/\DFIBEDY AT V FEIEET S ET. I—2 x> MEERLTHE
EDYLTY Y NEZIFAND LD (CHERTEET.

TI74IETIE ISRIADTRTDO/ — ROFBREDERAICERINS BEESR CA FBAED vRealize
Operations Manager 3 —N[Ck>TERKEINET, COHBE. T—C 2V MITRTD/ —REBETESD LD
[ZF3ICE. TATY Y MIRTEDOT LTV M TRIFNIERY £H A,

vRealize Operations Manager E#%&(3. T 74 /)L bDOHAEELFERT2RDYVICH RS AMRAEEZ A > R—
TEEYT., ZDBEIE ZTOMBECHETIHATU L FEZOTONT A DEELTIEET 2BENHY E T,

Y LT 2 ML SHAT £7=1% SHA256 7L TU RAZERTEET.

aARVR SAUDMEDI—2 Yy bR

Linux ARV =74 > ¥ > XAFALAE Windows AR —F 4 > J S RFAOMATIAR R S4BT -2
Y hEETEET,

FARALTWAARL—FT 47 DRFAICELE7OVREZFRLTSES,

data T4 Lo MU EBIBRT BHBEC. Windows ' —EXZEHA L T End Point Operations Management T
— I hEELE/BBLAEVNWEDICLET, epops-agent.bat stop ZFEALTCI—2z 2 MEFELELET,
data T4 Lo MU ZBIBRL. epops-agent.bat start AL TI—2 > MERBLET,

Linux av> R SAUh6DI—2 > MY —IILDORT

AgentHome/bin 74 L& EJR®D epops-agent.sh AZ U T REFERL T I—Y 1y MEEBNY —ILELUT
— I b ZATHA 0 AR RERIRTEET,

FIE
1T AR Yz)VERBI—IFIN D4 RUEREET,

2 sh epops-agent.sh command DX ZFERAL T, HEMLIATXREANLET, T T, command [FRD
SHEONTNHTT,

F7a>r BiEA

start I-VIVhET—EY 7OERELTEHLET,

stop I-CzrhDJIVM 7O REEELET,

restart I-Cz2 D JIVM 7Ot REFEELTHSEELET,

status I-2zrhDJIVM JOCRDRT—F REBWEDEET,

dump I—2zrbh 7OERDRALY R ¥ TERITL. TDOHER%E AgentHome/log AD

agent.log 77 A IVICEEAHLET,
ping I-Yzr bk 7O€RICHLT ping £RTLET,

setup BEON—U EFERAL CGIIREZBERLET,
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Windows a7” Y R SAUMh6DI—2 2 MEENY —IILDRTT
AgentHome/bin 74 L7 UKD epops-agent.bat AU T REFEAL T, I—-Cx > MEBY-ILBELD
I-2xo b A7 A40)L A RERBTEET,

FIE

1 = FN OV RUEREET,

2 epops-agent.bat command DFERZFEAL T, HEALZIAYREAANLET, T T, command (FRDD

50NTNHTT,

o BiFA

install Iz NTH—EREZAVRAM=JLLETS, install 2RFTLARIC start &R
TIHRENHYVET.

start I-2xrhENTH—-ERELTEFHLET.

stop NT H—ERELTDI—V v hEBIELET,

remove I-Czr DY —ERENTY—ERXR FT—TID5HIBRLET,

query I—Yzvh NTH—EROBEDRF— REMNADEET (status),

dump I—-2zxrb 7OERDRALY R ¥ TERITL. TOHER%E AgentHome/log AD
agent.log 77 A VICEBEAKET,

ping I-Yzrh 7ALRICHLT ping £RTLET,

setup BEON—U EFERAL CGIIREZBERLET,

s0O0— e LR < < > ® End Point Operations Management T—> x> h4EEBT 3

F—#%IN&ETF % End Point Operations Management T—> x> & R{ITLTWRIREY Do/ O0—- %
ERRL7=15E. T—F DG ERRT H72DICRTITIVEDH SO BHYET,

TDOREY S ZHIRT 5D ICREY S Do O 2B LIEES

RE< DI O—E2EBRL T, TORBEITS VEHIBRTESEDICTIEEEE FILWARV—FT > VR T
LAERET S VOBRMBMERTE S LD (C. TDT T M vCenter Server KLU vRealize Operations
Manager MSHEIBRESNTWS I AT TIVENHY T,

DT EMILTRITTBEDICRET L D oO0— 2 2R LIEEE

2BDRIVEFNTNIRIIL TRITTEHOICRETY O/ O0—- Y EERLEERIE. 1D -V b TE
BTEBT VI NTEBEFDED, V0= ERLERD VICHLWI -  NERTETHVENHYET,
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FIE

® JO—EREINERIVET, ZORIVDAR V=T 4 ¥ AT A>T, End Point Operations
Management f—4 > & data 74T EHIBRLET,

ARV=—T 42U AT A PA=E &8

Linux End Point Operations Management 4 —EX#%{&1EL. End
Point Operations Management k—#% > & data 7 #)L9 %
HIBRL £

Windows 1 epops-agent remove ZR{TLET.

2 I—Yxvhbh b=or&data THINFEHIBRLET.
3 epops-agent install ZR{TLET.
4 epops-agent start #RTLET.

vCenter Server £ > X4 > ABTORET S > DOBH
{R#8~ i > % vCenter Server B THE&E9 5 &, VRealize Operations Manager [C&> T, EET DU Y-

ERENDZ LB —BDA T2 2o b ID, #RlF. BLUOBET —FBRIFENET, CNICKY HILOLWARD
—T 420 PATLARBITEINLRETS  EOBREERTEET.

Iz bDT7UAVRN=IVEBA VA M—ILDEEICTDNT

End Point Operations Management T—2 x> h&aT7 A VA M= IVELEFBA VA M=ILT B E. SEIF
BERPEEEZITES, LEAE Iz bPRELEBRFEDA M) v o0, BA VA M—)lSnicI—Px
VDY —NTLURRREEINZA T2V MIDWTLR—= M TEBRLDICTBHEHOD#BI b—0 2 ETT, T—
YD EHERT H72HDIC. T2 bDT A VA= PBA VA N—IIVDOFEEMBDZENEETY,

I—-2zVbhETUVA VAR IIVLIEEEIIRBENSIT -2z NEEDEZELGISHIE 2 DHUVES, T—2x
YhEBA VAT DHEIC, ENSDT 7ANEREFT DDEIRT 2DERODDIVEDNHY LT,

m /data 7ANFIE T2z bDACRAM=IVFRITERSINET, ZOT7AIFITIE BIDOBREZERL A
WhEY, F—RAKT & BEA VAN —ILENTNWBEI - MIEBET23Z0OMDT—IBEENET,

B TSYbNTA—AL =2 T7A) epops-token (I, T— 1 bDOEBEFOBIICER SN, LITOBARICE
FEInET,

m Linux: /etc/vmware/epops—-token
s Windows : $%PROGRAMDATA%/VMware/EP Ops Agent/epops-token

I—2xVhETUVA VR M—I)LLIES, /data 7AWV FERHIRT DVEDNHUET, CNITKY, T—5 Dk
HICHEDPRAZ EEFHYEEA.

=720, T DRMEREICT SIC(E. epops-token 77 A IILEHIBRLAEVNWLDICTHIENEETYT, =

DIZ7ANICE. TSV RTA—L FTTz O MDEB = U DBEENTWET, I—-2C2 2 FOBA VA=)
#BIOR—=OICEDT I=Cx MIY—NLETURREENZA T2V NEREIZEEDZEMTEET,

Iz bhEBAVANINTBRE BEO =0 UDBRDODNED MBI N. ZORMAFHREEINE
T, b= DBRDODoIEHE. TEDOM—OPEREINET. F—OUDBRODSEDSIZBE. FILW A=
PERESNET, TZ—DRELESEEE BEOM =0 J7A4IVEEEHFLWS—0Y J74ILDBRET 7

AINWREIRETHLEOA V-V HBRRINET,
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I—2zbDT7 AR N=IVICERTAAEER. TOI -2z bEEDELDICA VA=V LIEDICE> TR
TUET,

B TAATDOEA VARSI LI =22 bDT A VR NI
T=AATPOREANDRETS VA VA S—ILLIEZ -2z ME, COFIETT VA VA=)V TEE
ER

8 RPM Ny T—2F&FES>TA VA=W LIEI—22 2 bDT AR =)L

RPM Ny T =D& FE> TRIEADREBY S VA VA=)V LETI =22 MEI ZOFIETT A > A b=
IWTEEXEY,

B Windows OE{TRIEET 7 A I EFE>TA VA= LEI—Cc 2 bDT A VA N—)L
Windows @ EXE 7 7 AL DSBREBRNDOIRET S VICA VA M=I)LLEI -2 ML ZOFIETT A >
A=) TEET,

m I hDBARAN

vRealize Operations Manager ¥—/XMD IP 7 RL A, RA &, F£ER—- N EBELBELEES. T—
CIVNE—ET A VAN LTHOEBA VAT ELERHYET,

F—HATOBSAL VA=WV LEI—S2 MDAV A=)

T —HATDOLBERNOREY VICA VA M=ILLEI—C2 2 M. ZOFIBTT VA A=V TEET,
AR

Iz MR ELTWA I EEERLET,

FIE

1 (7 3r) Windows AL —F 4 ¥ P XTADBFEL. ep-agent.bat remove #R{TLTI— 1
v U—EREHIBRLET.

2 RRICE2ETUVAVAN=INFT a3 EBRLET,

B IV bhETUAVAM N LERICBA VANV LENESF. T2 DT 4o MU ZH|
FRLET.

FTI7AIEDT 4L ~UAE epops-agent-version T3
m I—C o hET A VA= ULERICIBA VA M=IT 553, /data T4 LI MU ZEHIBRLET.

3 (FFary) Iz bhETUAVAM=IVLERIZBA VA M=ILLEWNGE, £EET -7 DikEEE
HWIFTHOUENRWVEERE. 7Sy hT7x+—AL =22 T774)l epops-token EHIFRLE T

FRU—F 40 DRFAICELT, BIRT 377 A4VELUTONTNNTT (ZONT 4 77 A ILTRDE
=L TOWENES).

m Linux: /etc/epops/epops-token
s Windows: %PROGRAMDATA%/VMware/EP Ops Agent/epops-token

RPM RNy —2P&FE>TA VA=W LEI—2 2 bDT AR =)
RPM Ny T =2 & E> TREBEADRET S VA VA= LEI—C 2 M SOFIETTY A2 A =ILT
EEER
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End Point Operations Management T—2 > hET7 A VA =L T B(E. F—N\ORLELEREZER
T5H. I—2xr MDEEEREIET A EEBEDOLET.
Fl&

¢ I—TxrhZHIKRTAHRET T, AR A4 %ERE. rpm -e epops-agent ZRITLET,

BmR

I—Cxz bR UODST A VA N=ILENET,
Windows DERITRAIEETZ 7 A I EFE>TA VA=W LEI—S 2V MDTF VAV A=)
Windows @ EXE 7 7 4L DSBREBRNORET S VAV A M=)LLEI -2z MED ZOFIETT7 AR

-V TEET,

End Point Operations Management T—2 x> b&T7 A VA =L T 2. H—N\ORLELZEREER
THH I-2x bOBEERLT S LEBBOLET,

FlE

¢ I—CxVbhDAVRAM—IIET ALY MYUICHSD unins000.exe £ TV U v I LET,

BR

I-Cx MMERER UDST A VA N=ILENET,

I—-2zbDBAYAM=IL

vRealize Operations Manager 4 —/ XD IP 7 RV X, RRAM&, FEER-IESEZEBLEBE I—-2x
VhE—ET7 A VAN —ILTHEBA VAT EILENHOYET,

AR

T DIFHEMITTZICE. Iz bDT AV A N=IBEICTSY N T7H—A =02 7741
epops-token ZRIFL THEKMLEDBHVES, T—HA TS5 VA= LEI-S2 0 MDT7 AV A=)
SRBLTLEZN,

{R#8< < > k12 End Point Operations Management T—> x> h&BA VX b—JLLEBA, LENICHRE SN
ATz O MIEBERINALABYET, 2O LAERRERET Z/-0IC. 7554 DORENETTSHET. End
Point Operations Management T—2 1 FEBREEILAWNTLZE0),
Fg
o ARLV—FT 4T VARTAICESEI—Cz b A VAN ILFIEEETLET,

Iz b AVRAN=F Ny T—CDFR ZSBLTSESL,
RORTY T
I-CxohEBAARAN=INTBE MSSQL UY —RAMT—952ZELELB2BEBHY ET, TDHBEIL.
BEDHB )Y —REwREL, [OK]Z2) v o LET,

##® End Point Operations Management T—2 = > F&RBICA VA —ILT S

—EIZ#% 0 End Point Operations Management T—> x> h&EA VA M=) T BBEIE. IRXNTOI—C
v NOMERTIBE/RIZAED agent .properties 77 A& 1 DERL £ T
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BHEROI—2z 2 bDA VA N=IVIZE, WSDDDOFIENLETT., YA MDIBECE > TFIEERTLET,
ElE= 0

LT ORBRGMSHEZINTNDZ LEERLET,

1 AYAb=IY—NEEY T VvTILET,

AVAN=IH=NE =Ty~ TSV T+—AICT IV RAEER. UE—b A VR M—IVERTTEY
—/NTT,

ZOY—NCEBEY—TY b TSy TH—AIC/XRT—RELT SSH ##5 T 1R E2E /21— — 7
OV hNEERTHIVENHYET,

2 End Point Operations Management T—2z » bDA VA —ILEDZE S -5y & Ty b7+ —AIC.
ROEENHDZLEHEIELET,

n AR =NTERLIEDDERLI-—Y— T HD Vb,
m RCEHOA A=)l T4 rJ (/home/epomagent L&),
n FETESF-—RLT WELELO.
FIE
1 %0 End Point Operations Management T—> x> & 70O/XT7 1 77 4 )ILDERK
BHROI -2V bMERT B 7ONT A EHEENL I DDOTANT 4 77 AV EERTEET.

2 BHOI-CIrhE1D2FDF70/4BKLUEEFTS
JE—HF A VA M=)LERTLT. 120 agent.properties 77 ()N EFERTIEHDI—- T ME
129F D27 7AM4TEET.

3 BHOI-CIYNERBICT7OMBLVEET S

UE—hF A VARM—ILERTLT, 120 agent .properties 77 M) EFERTIEHDI -2z %
BT 7OA4TEET,

Z# 7 End Point Operations Management T—< > b 7ANTF 4 7 7 4 VDR
BHOI-Cz MMERTA7ONRTAENSENZT1DOTONT 4 77 A NVEERTEET,

BHOI - bETF7OATESEDICTSICIE. T—2 x> MDSEEENL T vRealize Operations Manager
Y—NEEHRT DDV ERI—-Y T~ 7ONT & EFET S agent .properties 77 A ILEERLET,
VERERETONT 4 77A4IVIEETDE FT—2 o2 MNIEERKICEY N7y TEBROBREEL. 8%
ANTBEDITKOONBLKBVES, I—2z b 7ANTa Z7 A4V EI -2z b A VA N=ILTa LY
FUEEEFA VA=V ENTWASI -2 x> bMEARIBELBHRICOE—TEET,

ARSI

#E# O End Point Operations Management T—2 x>~ h&RBICA VA M—ILT D ORBIREMEE KL T
5 LEMRLUET,
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FlE

1 FT4L2ZbVUIC agent.properties 77 A I EHERLET,
D7 7ANERTHDOY VICaOE-LET,

2 HECHLTTANT 1 ZEBRLET.

BRANRDOFER(E. IP 7 R R, -8 —%, XRXT—K, A7V > vRealize Operations Manager A
VA= B—=NDOR—-+TT,

3 BHERHFELET.

R

I—-Cxr b3 YOTEEHLEZEZIC, agent.properties 77 AN EFRMAATY —/NEHREREHBILE
I, I—=2xr MIT—NCTERELT, B5EEHLET,

RORTY T

JE—FI-2zo ARV ERFTLET., BHOI -z 12T DT 700 8LV EEFT S £/213
BHEOI-C1 Y MERBICT 7O/ BLVOREHT S 28BL T ZI0,
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##
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##
log4j.logger.org.apache.http=ERROR
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log4j.
log4j.
log4j.
log4j.
log4j.
log4j.

# Only log errors from naming context

logger.
logger.
logger.
logger.
logger.
logger.

org.
org.
org.
org.
org.

org.

springframework.web.client.RestTemplate=ERROR

hyperic.
hyperic.
hyperic.
hyperic.
hyperic.

hg.measurement.agent.server.SenderThread=INFO

hg.agent.server.AgentDListProvider=INFO

hg.agent.server.MeasurementSchedule=INFO
util.units=INFO

hg.product.pluginxml=INFO

log4j.category.org.jnp.interfaces.NamingContext=ERROR

log4j.category.org.apache.axis=ERROR

#Agent Subsystems:

#log4dj.
#log4dj.
#log4dj.
#log4dj.

#Agent

#log4dj.

Plugin

logger.
logger.
logger.
logger.

logger.

org
org
org

org

Implementations

.hyperic.
.hyperic.
.hyperic.
.hyperic.

#Server Communication

hqg.
hqg.
hqg.
hqg.

Uncomment individual subsystems to see debug messages.

autoinventory=DEBUG
livedata=DEBUG

measurement=DEBUG

control=

DEBUG

org.hyperic.hqg.product=DEBUG

#log4j.logger.org.hyperic.hg.bizapp.client.AgentCallbackClient=DEBUG

#Server Realtime commands dispatcher

#log4j.logger.org.hyperic.hqg.agent.server.CommandDispatcher=DEBUG

#Agent
#log4dj

#Agent
#log4dj

#Agent
#log4dj

#Agent
#log4dj
#log4dj
#log4dj
#log4dj
#log4dj
#log4dj

NSX-

NSX-T 7575 &ERT 2 &,

e

Configuration parser

.logger.org.hyperic.hqg.agent.AgentConfig=DEBUG

plugins loader

.logger.org.hyperic.util.PluginLoader=DEBUG

Metrics Scheduler

.logger.org.hyperic.hg.agent.server.session.AgentSynchronizer.SchedulerThread=DEBUG

Plugin

.logger.
.logger.
.logger.
.logger.
.logger.
.logger.

T

Man

org

org.
org.
org.
org.

org.

agers

.hyperic.

hyperic.
hyperic.
hyperic.
hyperic.
hyperic.

(Scheduling tasks definitions & executions)

hqg.
hqg.
hqg.
hqg.
hqg.
hqg.

product.
product.
product.
product.
product.
product.

MeasurementPluginManager=DEBUG
AutoinventoryPluginManager=DEBUG
ConfigTrackPluginManager=DEBUG
LogTrackPluginManager=DEBUG
LiveDataPluginManager=DEBUG
ControlPluginManager=DEBUG
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