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#Blueprints
operation.create=ManagementModelEntities.svc@VirtualMachineTemplates
operation.update=ManagementModelEntities.svc@VirtualMachineTemplates
operation.delete=ManagementModelEntities.svc@VirtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@VirtualMachineProperties
operation.read=ManagementModelEntities.svc@irtualMachineProperties
operation.update=ManagementModelEntities.svc@VirtualMachineProperties
operation.delete=ManagementModelEntities.svc@VirtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
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operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes

#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@OpenstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints
#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@anagementEndpointProperties
operation.update=ManagementModelEntities.svc@ManagementEndpointProperties
operation.delete=ManagementModelEntities.svc@ManagementEndpointProperties
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¥ 47

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'HostNamePrefixes';

var links = null;
var headers = null;
//Create properties for prefix entity
var prefixInputProperties = {
MachinePrefix: 'test-prefix’,
NextMachineNo:1,
MachineNumberLength:3
ks
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
ks
//Save the provisioning group

var entity = vCACEntityManager.createModelEntity(host.id, modelName, entitySetName, inputProperties,

links, headers);
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5 : vRealize Automation €7V T F 4 T4 DEH
ZOY TV RIUT NI ROT O 3V ERTLET,

1 BEDIVT4T14m5KRAMID ZREBLETS,

2 HBEDIVTATADSETNRBEMSFLET,

3 BEDIVTATADDLIVTATADRERERBLET,

4 BEDIVFTATAMNSIYT 4T+ IDEREBELET,

5 BEHTAIAONTAEEELET.

6 IVTATAZEEHTBT V2 ayERBLET,

£ 4-20. ANZEH

=¥ Type
entity VvCAC:Entity
updatedDescription prgE2dl

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();

updateProperties.put("UserNameDescription", updatedDescription);

//Update the user description

System.getModule("com.vmware.library.vcac™)
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,

headers) ;

5l : vRealize Automation EFIV TVF 4 T 14 DFHIHIAH
DY TV RIUT NI ROT O a3V ERTLET,

1T ETNEBEVIVTATAOREREEELET,

2 JOaONT4 ATz O MNITN=TU D EEELET.

3 I TATAEHRAHAHRET,

x 4-21. ANZEH

¥ Type
host vCAC:VcacHost
blueprintID XF5

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var links = null;
var headers = null;
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//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintId,
s
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintld,

5 : vRealize Automation E5F/)IV T>F 1 5 1 DHI&
SOYYTIN ROUT L RDT oL a v ERTLET.

1 EBEDI> T A4T4D0KRANID ZRELET,

2 BEDIVFATAMSETINARERBLET.

3 BEDIVTATANOIUTATADHREREMBELET,

4 BEDIVTATADPOIYT4T 4 IDERBLET,

5 IYT4T4%BIKRTS7oa ERBLET.

xR 4-22. AHZTH

headers);

=X 947

entity VvCAC:Entity

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;

var headers = null;

//Delete the entity
System.getModule("com.vmware.library.vcac")

.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);

Gl : HRE L 7 4I)V5%EFEALK vRealize Automation T>5F 14 574 DAY

DTV ROV T NI RDT a3 ERFTLES,

1T ETIVRBLOIVTATADRELREEELET.

2 IVTATADTANGELTERTS7ANT 1 E2EELET,
3 IVTA4TA4DIYRNEHRAIAHET,

x 4-23. ANZEH

=¥ Type
host VvCAC:VcacHost
templateName prgE2dl

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var headers = null;
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//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName: templateName,
s
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);

B : >RFA 4TV EFEHRLE vRealize Automation T 5 4574 DAY
ZOYYTIN RLUT R RDT O3 ERFLET.
1 EFINEBLUOI VT AT A DEREREEELET.

2 IVTATADTANTELTERTSRATA VTVEREL. IV REEQAVR—F N T755TT 4
WEENTCITRTORBY S 2D LA 10 AIDOEREZERLET .

3 IVTATADIRNETGHAHLET,

X 4-24. ANZEH

=H 47

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachines';

var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
var orderBy = 'VirtualMachineName asc';
var top = 10; {
var skip = 0;,
var headers = null;
var select = null;
var entities = vCACEntityManager
readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,
skip, headers);

VRealize Automation T>F 474 DY TIV ROV T hDBRE
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VRealize Orchestrator TOXR & U 7 MRk DFMHICD N TIE. [VMware vRealize Orchestrator Z{FERB L 7=
BIFR] #8RBL TS,

Bl : BEIZANFICKBDNHIOT)Y—RDBRE

x 4-25. AHZEH

ZEH 47

host VCACCAFE:VcacHost
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RO TNDNTNDEFERTEET.

. ZOYTIV AU T NI name_of_the_resource MY TV ICEAFBLUFHBAT—HT 55 —7 v b KRR
bDIRTDOAHSOT VY —RERFLET.

var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");

m ZOYCTIVRIUT NI ROT I avERTLET,

a aAvi a—<T UY—XHP—EREmEEL. vCACCAFEPageOdataRequest 7 710 DAV AY VR %E
Pageable NZA—4E L TEL Tget AV RERBLET,

b VvCACCAFEPageOdataRequest 7>t & h%&. name_of_the_resource XF5Z—%4 3 % name BIED
1207 4)ZELT 0Data 7T L THERLET.

var service = host.createCatalogClient().getCatalogConsumerResourceService();

var filter = new Array(Q);
filter[0] VCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

Bl: FREEZ74NVFICKDNHO5) Y —RDKRER

YTV RO TME RDT O3 ERTLET.

1 3> a2a—< UY—RY—EXEEB L. vCACCAFEPageOdataRequest A 71U hDA Y RY > R%E
Pageable N A—4 L TEL Tget AV RERBLET,
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DDT 4)VHELT O0Data T 4L THER L £

owners/ref BHEAY 0T UV —-RORAEEEELLT7 1 — )L RIZEDWZHER T,
VvCACCAFECatalogResource T T 1 T « (£ owners B %3#F 5. T3 vCACCAFECatalogPrincipal T
1T 4 DEETT, VCACCAFECatalogPrincipal T T 4 T4 31— —D 7Y /0L ID X LFHT
H5ref 7ONT 1 EZHFHBET,

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string (" user@domain. com"));

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

Bl : ZEIBLVRBE7AIINZICKBZNhyO5 )Y —RADBRE

ZDY TV RO YU T RTHE, Bkd 2 DOY > )LD OData ¥ T ') & vCACCAFEFilterParam.and(array of
conditions) SHEBREFEFEAL T—DODRGIHEELET.

var conditions = new Array();
conditions[0] = vCACCAFEFilterParam.equal("name",
VCACCAFEFilterParam.string("name_of_the_resource_here"));
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conditions[1] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.and(conditions);
var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

FDHhDEM(L. vCACCAFEFilterParam.group(array of parameters).
VCACCAFEFilterParam.not(parameter). vCACCAFEFilterParam.startsWith(id, string).
VCACCAFEFilterParam.endsWith(id, string). vCACCAFEFilterParam.greaterThan(id, number).
VCACCAFEFilterParam.lessThan(id, number) ZREELRSHBREETEFERAL CEETEET,
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x 4-26. ANZEH

=¥ 47
vcacHost VCACCAFE:VCACHost
iaasHost vCAC:VCACHost

// 1Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6190-4458-8c92-8eceObad6173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getLabel();
System.log("resource type: " + resourceType);
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var providerBinding = resource.getProviderBindingQ);

var bindingId = providerBinding.getBindingId();
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();

System.log("provider id: + provider.getId());

System.log("provider name: + provider.getLabel());

if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service")) {
System.log("It is an IaaS VM!");

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS WM id: " + vm.virtualMachineID);

System.log("IaaS VM name: + vm.displayName);

// IaaS Entity

var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,
bindingId);

System.log("IaaS entity id:

+ entity.keyString);

—M&HVEE RO DY TIV RO U Tk
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host VCACCAFE:VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba0c-12086540b28b";

var name = "MyBlueprint"

var description = "Blueprint description”;
var workflowClient = host.createAdvancedDesignerClient().getAdvancedDesignerWorkflowService();
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//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name);

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint
var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
VCACCAFEDesignerPublishStatus.PUBLISHED) ;
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ZOYYTIROUT R, RDT oL a v ERTLET,
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host VCACCAFE : VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal();
user.setValue("user@domain.com");

user.setType (VCACCAFEApprovalPrincipalType.USER);

var group = new VCACCAFEApprovalPrincipal();

group.setValue("group@domain.com");
group.setType (VCACCAFEApprovalPrincipalType.GROUP) ;
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// Set the level of the approval

var level = new VCACCAFEApprovallLevel(Q);

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description");

level.setApprovalMode (vVCACCAFEApprovalMode.ALL);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", user);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(level, "getApprovers", group);
level.setlLevelNumber(1);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType(Q);
phaselType.setId("com.vmware.cafe.catalog.request.pre");
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description");
phaselType.setPhaseOrder(1);

var phasel = new vCACCAFEPhase();

phasel.setName("Pre-Provisioning");

phasel.setDescription("Pre provisioning phase");

phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phasel, "getlLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new vVCACCAFEApprovalPhaseType();
phase2Type.setId("com.vmware.cafe.catalog.request.post");
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description);
phase2Type.setPhaseOrder(1);

var phase2 = new vCACCAFEPhase();

phase2.setName("Post-Provisioning");

phase2.setDescription("Post provisioning phase");

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementToList(phase2, "getlLevels", level);

// Create the approval policy specifications

var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState(VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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5D IPERENTNSA TPz bDOUYRET -0 T7A-PRLET,

ANNRSA—=EELTHRELET—07A—(CEIVHETONTNSY V& —BRRLET,
D—070-0Y T ETEVA ML= 3 LET,
D070l VEBUHTEY., 4709570 T70— 4% BEEETILENHYET.

T—070-DoyVEHRLES. VBRI ET—0T70-E BELLT—OT70-DoHIRYT 55 V&t
EIRLEDHYET.
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SQL 7554 U hietd H APl ZEFAL T, SQL T—IRN—REZDMOEREXT -9 V—RX (RT Ly R —
be 759 b T74NMEE) NDERERETEEXT,

JDBC [CEDL SQL 75442 APl 2. SQL R—ADTF—IR—R[ZT7 o RTB=HOa—)L LRIV APl &
BMLET, £/ SQL 755404 0F. 77— 70—TAP|I 2ERT2AFEERITYT TV T—o70—HMHL
3

ZOEICEF. RDOEYIDEENTNET,
m SQL 7554 DERK
m SQLHY YT U= T7O—-DRTT

m SQL 7S04 DEETD - T7O—-DFER

SQL 7554 > D&k

SQL 7S 54 vICHIAAENTWE D —o70O—%FRL. Orchestrator 547> rPSRITLT. T—9AX
—REEBM. FH. £LEEIBRTESEDICSAL TS/ U EBRTHIENTEET,
SQL 7S 54 DERT7—4s 70—

SQL 7S04 ® [#mk] 7—2o 70— AT73VICIE T—IR—RET—IR—R FT—TI)VEEBTEDT—4
TJO—MWEENTWET,

Orchestrator 2547 D [7—270—]Ea—TI[Z47>U]-[SQL] - [#Ek] honsnru—o 70—
TUOEATELET,

D—y70—% L

T N—RDEM Database 72042 A RV NUILTF—IR=R 3TV bEBMULET,
T—=FR=ZANDT—7ILDEM Database 75454 > A YR NURADT —FIR—RICT—FIR=R T—T)VEBMLET,
F = N—ZDHI Database 75542 A R NUDPSLT—FIR=R ATz U bEHIBRLET,
T—IR=ZAP5DOT—T7ILDHIKR Database 75542 A RV MIADT —FR=ZADPST—F X=X T—7ILEHIKRLET,
F—HN—=2ADEH Database 7554 A VRV NURADT—FIR—R ATV 1 bOBREEHLET.

T =4 R—ZDIRIE Database 75442 A VRV FURADT—FR—RERIILET.
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F—HN—DEM

J—470—%%{7L7T. Orchestrator Y —/N[CTF—FX—XEEBIML. RAMEGE/NNSA—FEHTETDHIED
TEET,

BRENEBREVELT DT —IR—REBMTDHEEICIE. T—FIXRX—AD SSLFAEE A VR— T EHENH
VES, arbO—JL £y —0 [EEINAAE] ¥ 7T SSLABPEEZA VR— T 2LENDY ET.

Fl&

1 Orchestrator 247 MIEBELLTOJVA SV LET,

2 Orchestrator 547D [7—o70-]1Ea—%2Uv I LET,

w

J—070—-DEYRXNT, [Z475U]-[SQAL] - [#rk] DIEICEML. [T—FX—XMDEM] 7—2 70
—(CBHLET.

[F—oR—RDEM] T7—r70-%2KIUvo L, [D—270—-0A] Z:ERLET,
[BRT] TF RN RY ZRICTF—IR—RADEZRTEADLET,
T—IN—RADYA TEERLET,

N o ua b

[ URL] T+ A b Ry RIS, T—IR—ZADT RLRAEZANLET,

F—IR—R LT :-3°4
Oracle jdbc:oracle:thin:@database_url:port_number: SID
Microsoft SQL (SQL FREE# M) jdbc:jtds:sqlserver://database_url:port_number/database_name

Microsoft SQL (Windows 71w > &  jdbc:jtds:sqlserver://database_url:port_number/

REZEER) database_name;useNTLMv2=true;domain=domain_name
PostgreSQL jdbc:postgresql://database_url:port_number/database_name
MySQL jdbc:mysql://database_url:port_number/database_name

8 TIIUAUNT—HIR—R DEFIERT Sy 3y E—REBRLET,

FF7ar L]

HECLY 3> TSUAUET - RN=—ZANDEHRIC, HAEORAIEREFEALES. £y a3V AD
TFT—IR—RBAEREIEETIVENHYET.

A-Y¥-ZLntyar Orchestrator 2547 hd. A4 LTWR - —DoRAEREMELET.
F: [A-Y-ZLotyiar] E-REERATAICE. Y -20OHEFERL RIS
DWHEMNHYET, FRILIC domain\user £7=1% user@domain #ERAT 2V E(ZH Y F
HA,

9 [XElzsVyoLT 7—070—-2KRTLET,

HR

D= 7O0—DBEBICRTEINES, T—IR—REZTNICBTEIRTOT—TIM, [4 X FU]Ea—ICF
RENET,
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T—IR—=ZANDT—T7I)LDEM

7—470—%%£{7L T, Database 7554 A VRV FURADT—FR—R[CTF—TIL&BMT S EMTE
7,

BIIRSMH

m BEEELLTOrchestrator /547 MIRJA Y LTWBZ EEHRLET.

B [AURVRUIEL—DET—FR—RANDEHESHIL TS AL ET,

FlE
1 Orchestrator 2247 DO [7—270-]1Ea—%2Uv o LET,

2 7-070-OBBYRNT. [Z475U]-[SQL] - [#k] DIEICERL. [T -9 X—ZANDT—TIL0DE
M T—o70-CBHLET,

3 [FT—9R=ZNDT—TIVDEM 7—070-%&A2 Uy oL, [7—070—DFIK] £HFRLET,

4 FT-TNEEBNT BT —IX-REBIRLET.

5 EBNYST-TINEBRRLET.

6 [EFIZ0UvILT 7—U7A-&RTLET.

R

-0 7O-NEBICRTENLS, BNENLT -5 X=X T—T )l Orchestrator 2547 > bD [4 N
YhUlEa—[CRRENET,

T—IR—ADEH

D—07A0—¢RTLT T34 AR PMIRADT—IR—ADBREEFHTHENTEET,

FlE
1 Orchestrator 4547 MIEBEELLTOIA Y LET,
2 Orchestrator 2247 b [V—270-]1Ea—%22Uv o LET,

3 [D—70-1DBBYRKNT. [Z4751U]-[SQL]- [#EEK] DIEICEBRAL. [FT—IX—ROEH] 7—2o 7
A—ICBHLET,

4 [FT—HIR—-ROEHFH] V—o70-&HKoUv oL, [7—2o70—-DORKA] #FIRLET.

5 BFEHITET—IN—XEZERLET.

6 [®BAT] TFAPRYIRT T—IXN—RDHFHLWERIEADLET,
BELIEBRMBHIONIET—IR=ZPB[1 R MU] Ea—[CRRSINET,

7 FIR—RDYATERRLET,

8 [## URL]I T+R bk Ry IRT, F—FR=ZDFL VT RLREASLET,
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9 TFISUAUDBT—IRN—ANDERIFERT Sy 3> E—REBRLET,

FFar B

HELYa» TS0A ETF—FRN—ANOEHHIC, £EORIEHREERALET. ey a A
T—IR—RBEREIRET HVENHYET.

1—H¥-ZEotyrar Orchestrator 2547 hd, A4 LTWR - - oRAEREMBELET.
A [A-Y-ZLDtyviar] E-REFERTAICIE. Y —RBDOHEFERLTRIAT

DHENHYET., AT domain\user £7=1% user@domain #ERAT 2V E(TH Y F
HA.

10 [EE] 22Uy o LT, D—4o70-%R1TLET,

SQL Y7 I)L - 70—DET

SQL 7554207 -4 70—%4Rf7LT. JDBC URL D4Rk, JDBC #EHEDT A b, 8LV JDBC 7—T /LD
TOERE N>/ IDBC #BEERTTEET. /. SALBREDRTERERIC, SQL 7554042 - 70—%
RALT T—IR—RBLVT—IR—R T—TINEEBTBHILEHTEET,

JDBC URL D4Rk

Orchestrator 254 7> r5D7—270—%2%7L T, JDBC ## URL 4 T=£9,

IS
OJA VREIERLEI—Y— TADMIIDBC V=0 70— DRTICHERIERDH D L &R LET,

FlE
1 Orchestrator 547 bD [D—4o70—-]1Ea—%20Uv o LET,

2 D—470—-0OKEYRLT. [5475V]-[JDBC] DIEICEBEL, [JDBCURL ¥zl —4]17—470
—(CBELET,

3 [UDBCURL> zxb—4]10—070—-%2K2)voL. [D—070—0DFR] ZFERLET,
4 URL ZERTEIT—IN—ADYA TEERLET.
E: Microsoft 7= RXR—X&FEALTNWBHE. [AN]ZIV v I LTT—IN—RA VRV RZ{ZED—
P RAL VREEETHLENHY KT
5 WMBERLBEREAALT. T—FIX—XD URL ZERKLET.
a T—INR—RY-—NEZELEFIPTRVREAALET,
b F—4X—XZEANLET,
c (AT 3ay) THIR-RAOR-+ESEANLET,
R—IEBSERBELAEWNEE, V-0 70—TET 74+ bDOR—-MESMEREINET.
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d I—-Y—-RZAHNLTT—IR—=XIIT7IVLRALET,

e NRAT—REANLTCT—IRN=RIITIVELRALET.
6 [EE]EIVUYOILT, D—070—%2FFTLET.
JDBC #EHE DT X b

Orchestrator 547 5T -0 70—42R{TLT. T—IXR—REDEHRET AT HIENTEET.

f

&M

ao|

[}

A4 VREIERLEI—Y— TAD Y MIIDBC V=0 70— DRTICHERIERDH D L &R LET,

FlE
1 Orchestrator 4547 D [7—270—-1Ea—%01J)vy o LET,

2 DJ—70-0OEBYXRNT, [Z475Y]-[JDBC]-[JDBC 4> 7] ®IEICERL. [JDBC ##:] v
TV O—o 70— (CBELET,

3 [UDBC##HIYTIN D—oo0—%&G0 v oL, [7—270-0MIR] ZBRLET,
4 PELGBREANDLT T—IXR-—REHETANLET,

a A—Y¥—-ZEAALTT—IR—XRICTIEZRALET,

b FRKIRD URL #AHLET,

¢ NRT=—RZEANLTT—IN—RICTIVEALZET,
5 [EEF1&20UvoL T 7—070—-RFTLET,

JDBC #ER LT — 7 IIVDER

Orchestrator 2547 hmpoT—070—RTLT T—IN—REERTHIEMNTEET,

BIIRSM

OJ4 VEICERLZAI—Y— THU Y MIIDBC V=2 7O—DORITICLELIERDH D L E2HALET,
FIE

1 Orchestrator 2547 b0 [7—470-]1Ea—-%220J v I LET,

2 TJ—o70-OBURNT, [Z4751U]-[JDBC]-[JDBCH>7II]EZERL. [JDBC 57— 7/LD#ERL]
Yo7 - 70— CBRELET,

3 [UDBCTF—7IDEKR]I YTV J—oo0—%550 Uy oL, [7—270-0OIR] Z2#RLET.
4 RELREREAHAL. (kN1 Z&22U v ULET,

a NRT—REANLTT—IRN-RICTIEALET,

b FT—&X—R#EHURL EANLET,

C A—Y¥—ZEAALTT—IR—XRIITIVEZRALET,
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5 SQLcreate A7—hAYMEANLET,
BXOHIEIRDESY TT,

CREATE TABLE "table_name"

("columnl" "data_type_for_columnl",
"column2" "data_type_for_column2")

6 [EE]EIVUYOILT, D—070—%2FFTLET.

JDBC T—7ILADITDHEA

Orchestrator 2547 b 60— 70—-%5R{ITLT.IDBC T—TIADITOFAEZT AT HIEMNTESE
£

f

REM

an|

i
074 VEBIERLAEI—Y—T7hHhU NI IDBC V=0 70— DRTICHLELERDH D Z EEHRLET.
FIg

1 Orchestrator 2247 D [V—270-]1Ea—%2Uv o LET,

2 J—70-0OEBYRNT, [Z47Z5Y]-[JDBC]-[JDBC 4> 7] ®IEIZEREL. [JDBC F—7I)LA
DEAI YTV V- 70— (CHBEILET,

3 [DBCT—T7IUADEAlD—o70-%2K2Yv oL, [7—0 700Kl 2RIRLET,
4 WELGBTREADL. [KN]1ELV VI LET,

a T—IN—REHKURLZEANLET.

b I—-H¥—-RBEANLTT—IRN-RIITIEALET,

¢ NRT=REANLTT—IR—RIITIVELALZET,
5 SQALEBEART—hAVFEAAL, [(KN]ZEZO2VY YOI LET,

BIXOBITRDELBYTT,

INSERT INTO "table_name" ("columnl", "column2")
VALUES ("valuel", "value2™)

6 TTICHEATSHEEANLET,

7 [EE1Z2sVvo LT 7—0T70-%2RTLET,

JDBC 7—7 IV 517%:#ER

Orchestrator 2247 b6 T7—070—-%2XTLT. JDBC T oTEBIRTHIENTEET,
BIIR S

OJ4 VEICERALEDI—Y— T7HhI Y MIIDBC V=0 7 0—DRITICHERIERDH D LEHRLET,
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FlE
1 Orchestrator 2247 b0 [7—270-]1Ea—%22Uv o LET,

2 J—70-0OEBYRNT., [Z47ZU]-[JDBC]-[JDBC B> 7] #EBEL. [JDBC F—7JLMER]
YT T—oT7O0—-(CBELET.

3 [UDBCT—7NDO#ER] V—o70—-%&H0 Yy oL, [T—070—0DRIA] £RRLET,
4 WELGBREADL. [AN]1ELV VI LET,

a T—INR—REFURL ZAHNLET,

b A—4¥—-BZANLTT—IR—RIITIVEALET,

¢ NRTJ=READLTT—IN-RIITIVEALET.
5 SQLERAT—HMAVBZEANLET,

BXOBFFRODELSY T,

SELECT * FROM " table_name"
6 [XEFlzxzosUvyoLT 7—2070—%4RTLET.
JDBC =7 I/VIp5IT Y U ZHIRR

Orchestrator 547 b 67— 70—-%4RTLTCIDBC =TI 5D 1 DO MY DEIRET AT
BHEMTEET,

f

&M

ao|

[}

A4 VREIERLEI—Y— TATMIIDBC V=0 70— DRTICHERIERDH D L &R LET,

FlE
1 Orchestrator 547D [V—270—-1Ea—%21J)vy o LET,

2 J—o70-DOKBUYRNT, [54751U]-[JDBC]-[JDBC 4> 7] DIEICER L. [JDBC F—7 /L
STRUZEERBRI YT D—o 70— CBBHLET,

3 [UDBCT—7ioITbUEHIR]I YTV D—078—%E0)v oL, [7—270—-0FIR] 2#RL
£,

4 WELGBREADL. [KAN]1ELV YO LET,
a HRBRIZI-HF-IVFJDORVDOEZRIZANLET,
b I-H¥—-RBEANLTT—IRN-RIITIELALET,
c JDBC##: URL ZANLET,
d HIRT21—Y—I b DREDEAMEZANLET,

e NRT—REANLTT—IN-XICTIEALET,
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5 SQL OHIBRRAT—hAYFEAALET.
BXOHFRDELY T,

DELETE FROM "table_name" where ("columnl" = ?, "column2" = ?)
6 [XElxsVvoLT 7—070—-%5FTLET,

JDBC =TIk 5 I RTOIY MY Z#HIR

Orchestrator 2547 b6 0—4-70—-%#R{ITFLT.IDBC T—TIDSITRTOIY MY EHIBRTEHIED
TZE9,

f

REM

an|

i
A4 VEBICERLEI—Y— T7hU NI JIDBC V=49 70 —DRTICHERIERVBH B L EHERLET.
FIE

1 Orchestrator 2247 D [V—270-]1Ea—%2Uv o LET,

2 T7—70-OBJANT, [Z47>U]-[JDBC]-[JDBCH#>7)L] DIEICERL. [JDBC 7— 7/l
S5FRTCHIR]I T T—o70—-CBBLET,

3 [UDBCTF—7IDSIRTHIRI B> TV 0—oo0—&2G0U v o L. [7—270—0MA] Z=RLET,
4 REGEREANL. (KN]Z2ZU YOI LUET,

a T—INR—R#EH URL ZEANLET.

b A—4¥—-BZANLTT—IRN—RIITIVERALET,

c NRTV—REANLTCTF—IR=RICTI/EALET,
5 SQL QHIBRT—hAY FEAALET,

BXOFFRDESY T,

DELETE FROM "table_name"
6 [XfEFlzxzosUvyoLT 7—2070—%4RTLET,

JDBC =7 /o kay S

Orchestrator 2547 b5 —o27A0—%2RFLT, JIDBCTF—7IOROY TETRMNTEIENTESE
ER

AR
074 VECERLAEI—Y— ThHO M JDBC V=0 70 —DRTICHERIERNH D L EHERLET,

FIE

1 Orchestrator 4547 D [7—270—-1Ea—%21J)v o LET,
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2 J—o70-DOKBURXNT, [5S475VU]-[JDBC]-[JDBC 4> 7] ®IEICEBL. [JDBC ROy 7 F
— TN TN D= 70— CB#MLET.

3 [UDBC ROy 7 F=TN]1H> TV D—oo0—&HKoUv oL, [7—070-0OFA] £#IRLET,
4 REGEREANL. (KN]Z2ZU YOI ULET,

a NRAT=REANLTT—IR—RIITIVELALZET,

b F—4~X—XEEHE URLZANLET,

C A-Y—REANLTT—IN-XRIITIVEALET,
5 SQL kAOY T RTF—hAVFEASNLET,

BXOHFFRDELSY T,

DROP TABLE "table_name"
6 [XfEFlzxzosUvyoLT 7—070—%4XRTLET.

5T27/% JDBC ¥4 ZILDRTT

Orchestrator 2547 b6 —o70—-%#RFTLT. —DOREHEYA 2L TTRTO JDBC H > 7L 7—
270—-%7ANLET,

BIIRSM

OJ4 VEICERALZI—Y— THU Y MM IDBC V=2 7O—DORITICHLELIERDH D L EHALET,
FIE

1 Orchestrator 2547 b0 [7—470-]1Ea—-%20 v ILET,

2 DJ—70-OEBYXRNT, [5475U]-[JDBC]-[JDBC 4> 7)L] #ERL. [UJDBC &£H 41 )]
YN - 70— CBHLET,

3 [UDBCREVA NI BTN U—oo0—&KFo) v oL, [T—270—-DFA] 2BRLET.
4 RELREREANL. (kN1 Zz22U v ULET,
a T—IN-—REFURL ZANLET.
b 1—4¥—-RBZANLTT—IR—RIITIVEALET,
c NRT—BREANLTT—IR—RIITIERALET,
5 F—49R-—RODIVYILERTZEEANLET,
6 [XEFlxzrsVvoLT 7—070—%2ETLET,

SQL 7554 DFEET - 70— DER

SQL V-4 70—%2EERAL T SQL #EZRITTEET.
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SQL 7S 54> —o7A— SA4T75Y
SQL 7594 D7 — 4 70—%4FEFL T T—FIR—RPOTF—IR—RX T—T)LEZEEB LY., SQL 1&{EEET
L7ZUTEEY,

Orchestrator 547> D [D—278—] Ea—I2H5 [54T75U]-[SQAL] - [#ErK] ho>T—F N— R
J— 70— 79 ATEET,

J—o70—4% L]

T—FN—RDEM T—IR—RFTCzONETSIL 2 AR NUICEBMLET.

F—H R=ZAADT— 7 ILDIEMN F—IR=RTF=TNETSIA4Y AR NURADT—FR—RITEMLET,
T =& XN—RDHIk TSTAY AVRYNUPSLTF—IR=R F T 10 EHIBRLET,
T—IR=ADSDT—TIDHIR TS5A42 AR MIRADT—IR=ADPLT—FR—R T—TIVEHIBRLET.
T = N—ADEH TST0AY AVRYNIRADT—IR—R F TP FOBREEHLET.

F— 5 N— ZDOREE TSO4Y AR NIRDTF -5 R—RERFTLET.

Orchestrator 547> D [7—278—] Ea—ICHB [Z4T75U]-[SQL] 5 SQL#EET—27Aa—I(C
TR TEET,

7—s70—-% A

T—IN—=RICHTINRILA VT )DR BELET—IR—RICHLTHRY L JTVERTL, FEEZFHTO0HERLES, 7—07
17 O—Z2RFTLT, JTVUEEH. HIRR BA EESALIENTEET.

F—7)® CRUD U —2 7O—NDAER BEDT—7IVOER. 5iHElY. BH. HIRT—270—%F4£LET.

FoHR—ZAMEDHRI L VTUDEH  BEOF—IR—RCHLTARS A FTUEEFL. TORERETONT 1 OFRIISELET, 7
13 J] — 5 70—%2FLT. FTUDRR, HAARDBTEET.

F—7)I®D CRUD D—4 70 —DAER

D—070—-42FRTLT BEDT—TIVEER. 5iABY. B, BLUOHIBRT -0 70—-%24RT 5 LMW TE
3

AREMY

m EEHLLTOrchestrator 47> MO A4 L TWBZ EEHERALET,

B [ARVRY]IE2—DET—FIR—ANDEGEDHEIL TSI EEERLET.

FE
1 Orchestrator 247> bD [D—270-]1Ea—%22Uv o LET,

2 D—o70-OEBUANT. [Z47Z5U]-[SQL]I DIEICERAL. [7—7/)LdD CRUD 7—4 7 0—0D4R]
D—70—-CKBEILET,

3 [F—7IDCRUD 77— 70—0D&R] V—o 70—y oL, [D—270—0FRKB] 28RLET,
4 J—o70—-FEERTET—TINEERLET.
5 TU—070-FZ&ERTHT7—o 70— JHINITEZERLET,
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6 BFEDV—I/T7AO-—%2LEETEHENESINERRLET,

FFar B

(=4 L7770 —2070-TCRLCAZ/MOBHEDT - 70—%LtEELET.

[AYAV-4 T7AINIRICALCERIDT - 7O0—BEFEET HHEEF. HILWI—o 70— (3ERINEY
Ao

7 A7 3ar) AHOULEWIIZRIRLUET,

BIRUAAE, £ L2 CRUD D—2 70— TCR&ETHZLETEE A,
8 [#EFE]&sUvys LT -0 70-&RFTLET.
R
J—U7O—DPEBICETEINES, BIRLAET—2T78— 74)IFICCRUD 7—0 70 —PHRIREINET,
RDRT YT

EmEnszo—s70—-% BRULET—IXR—R T—TIVTRITTEET,
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SSH 7544 D—o70—%ER35E. SSHEYR—FFTBUE—F RAMIHMLTSSH Ov > RERFT
L. Orchestrator ¥—/N&EUE—F RA MEATREBBEHRENL TCT7 7 M IV EEGRETEELT,

ZDEICIE. RDOMEYIDNEENTNET,

SSH 7554 > DRk

SSH 7554 4> 7)V -0 70—-DRT

SSH 7S 414 > DtErk

SSH 7S VA VERES DL BRERRICES(LTHIENTEET.

FIE

1
2

3

Orchestrator 547 MIEBELLTCAYVAVLET,
Orchestrator 2547 bD [V—o70—-]1Ea—%0) v o LET,

D—070-BEJAKRT, [Z475U]-[SSH] DIEICERL. [SSH R bDEM] 77— 70— (CHBEL
£

[A—)VDHBE] 7—o7O0—=H50)v oL, [T—o70—-0KKB] ##RLET,

[RRBE] T+ b Ry 7R, Orchestrator 2T SSH 2FRALTT7 VAT HRA MO EANLE
ER

=7y R=—bEANLET., TT7#IbD SSHR—HF 22 T,
RRBHYSSH #EED U X MMIEBMENET,

(F72ar) ¥=NETOIV MU RREZRELET.

a [FHRI—b 72515800y LET,

b #HLOWNRRZANL., EDFEA]Z2V VI LET,

SSH aY Y RERTT H1OICHBREREHF DI DI —-RBEZANLET.
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9 Iy A TEEIRLET,

AFar F7oar

[E4A NRT—=REANLT, "NRT—RRELEFERALET,

(A1AV4 TIS3ANR=F F=ADNRRE TIAR=F F—DNRTV—XEAALT, F—FTR%E
ALEY.

10 [EF]1ZzoVvoLT U—07A—%2FRTLET,

mR

Orchestrator 2547 rD[A4A R U] E2a—TSSH KRR MMERTES LD TRV E L,

#Blo—os 70—

SSH 7544 o [#] h5 3V IZE, Orchestrator & SSH /R R hEIDEHAEER T S/-0DT—o70—1
EENTWET.

Orchestrator 547> D [7—2078—] Ea—I1lH3 [Z4T75YU]-[SSH] - [#EE] s ns5nT—4o7
A—IC7 V2R TEET,

D—J7H0—% BieA

SSH ARZR bADIL— K~ T+ FDIEM SSH RR CADBEBEDEREICI—F T FEEBMLETS,
SSH R ~dsain SSH 7RR A D#H L W E & BEFOEBRICEM L E T,
SSHARZREDEDIL— b THILFDHEIBR  SSH KRR MAOBREDEGENPSIL— b 7N EHBKRLET,
SSH R ~DHIR SSH KRR cA DB DR & B DER D SHIBRLE S,

SSH R FDEFH SSH /KRR b DEEFDEEEHLE T

SSH 7S 44> 97 -0 70—-0DFT

Orchestrator 547> b5 SSH 7544 > %#£f7L T, Orchestrator —/\X& SSH /R X b DA T
ANTBIENTEET,

. F— RTDER
Orchestrator 2547 b5 —070—-%RTLT F— RTEZERTEEYT, F— RXRTEEFERATHZ
ET NRT—=RIBELUTSSHARRANIERT A ENTEET,

B F— RT7TODNRTL—XDEE
Orchestrator 2547 b6 T7 -0 70—-%R{TLT. REICERLEF— XTONA TV —REZEET
BHEMTEET,

m  Orchestrator /X7 U v & F—@ SSH R X hADE R

INRAT—=RDEDYIZNTU vy F—%2FHATEET, Orchestrator /X7 U v o F+—% SSH RX hAE
%9 5(C(d. Orchestrator 2547 rho D -0 70—-%2RTLET.
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m SSH OY>Y ROET

Orchestrator 2547 b0 -0 70—-%R{TLTUE—FD SSH Y —/NETSSH O~ RERFT
TEET,

m SSHRRMDSDTZ77A4)DOE—

Orchestrator 247> rTO—4070—%R1TLT. SSH KRR ;M5 Orchestrator —/N[ZT7 741
ZFAE—9B5ZEMTEET,

B SSHARARADT7AI)DIE—
Orchestrator 247> rTO—470—%XR1TLT. Orchestrator 4 —/\/p5 SSHRA M ZZ7 741

EIE—FBHIEHTEET,
F— RT7DOERK

Orchestrator 2547 b5 T7—070—%RTLT F— RTEERTEET, F— RTEFERTHIET.
INAT—RAELUTSSH KRR NIEHRTHIEMNTEET,

F—RT7ENTUy o F—ETSAR—F F-—THEREINTWET, Orchestrator Tld. 754 RX—k F—%(F
FALTSSHAKRRMDINT ) v +—~EHTDHDIENTEET, NRT7LV—XEFEALT, tFa2UTFsZ2@LES
HBHIEMTEET,

ITARTH Orchestrator 1—H¥—(d, ELWMERDTY bEEFH>TWWNIETSARXR—F F—DFHAEY.
FH. BELUVLEEZNAIETT,
AR
U4 VBICERLELI—Y— 7AYY M SSH 7—4 7 O—DRFICHEIERNH S - & £ DL ET,

FlE
1 Orchestrator 547 bD [D—o70—-]1Ea—%20Uv o LET,

2 TU—070-0OBURNT, [ZA47ZU]-[SSH] DIBICERL. [F— XTOER] 7—270—(CBEL
7.

3 [F—RTDER]V—o7O-%HIY v oL, [T—070-0OIK] 2FRLET.
4 RELGEREZEANLEY.

a F—FA4TEANLET,

b F— YA XEANLET,

c (K7 arv) RRTZLV—XEANLET,

F: NRRTUV—XEFERTEETEET,
d (FTF3ary) aAYbrEAALET,
5 [XElzsVyoLT 7—070-%2RTLET,
F— RXTDPHFEAETDHRE. FHLOF— RTTLEESNET.
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F—RT7DODNR7UV—XDEHE

Orchestrator 2547 b5 T —0 70— RTL T REICERLIZF— XTONRRTV—XEEETH L
MTEET,

BIIRSM

OJ4 VEICERALAEL—Y— T7HI Y MISSH V=07 0-DRTICHELRERDNH S L EHERLET.
FIE

1 Orchestrator 2547 b0 [7—470-]1Ea—-%22J v I LET,

2 T7—070-DEBJANT, [Z475U]-[SSH]DIEICEREL. [F— XT7DODNXRT7V—XOEE] 7—¥
7O—CBEILET,

3 [F—RTONXRTZV—RAOERE]T7—o 70260y o L, [T—270-0KKR] ZFIRLET,
4 F—RT7ONRT7V—XZEUELYMLET,

a WEDNRRTZUV—XEAALET,

b #FHLWARRTZL—XEANLET,
5 [FElxsUvsLT UD—4070—%2FTLET.

Orchestrator /X7 VU v & £—@ SSH KRR bADER

INAT—RORDLVIZNNTY v F—%2FRTEET, Orchestrator /X7 v o +—% SSH KRR MNEEFET S
[Z(E. Orchestrator /547> 60— 70—-%4FKTLET,

BIIRSM

A4 VRKICERLEL—Y— T7AD Y MISSH V=07 0—-DRTICLESERDSH D EEHRLET.
FIig

1 Orchestrator V547> bD [7—270—-]1Ea—%2 v o LET,

2 D—o70-DOBUXNT, [ZA47F5U]-[SSH] #ERL. [(RAMIVCONTU v F—%2F8H] 7—
70— ICBHLET,

3 [RRRMCVCONTUvs -8R 7—s70-24k2Uvo L, [7—70—0OBA] ZERLET,
4 SSHARANZEEEL., TORANCOSA VT 2dDI—F—RENRT— RERELET.
E: SSHRRMCBREINLRABBERTT 2LENHYET.
5 [2E1&4UvsLT, -0 70-2£FLET.
B

BRI —Y—&L LT SSH KRR MR BHEE. NRAT—RRBIAOKDYIINTV v o F—RAEFEATEE
ER
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SSH <> FDRERTT

Orchestrator 2247 b0 —270—%2XR1TLT, UE—FDSSHY—/NETSSH ax > RERTTE
*7,

f

&M

ao|

i
A4 VECERLAEI—Y— T7HOYMISSH D—2 7 0—-0ORITICHLETIERNH D EaHALET,
FIE

1 Orchestrator 4547 D [V—270—-1Ea—%21J)v o LET,

2 U—070-DBEEYRXNT, [Z475VU]-[SSH]I £ERAL. [SSH OX Y RORT] V- 70—-(CHBEL
£,

3 [SSHavXYROEFTIV—o70-%2HIYv oL, [T—0T78—0DFKR] €FRLET.
4 SSHRRAMRFERFIPTRLVREADLT, [KN]1ZE2Y v O LET,
5 R{T9HSSHIAYYREZAAL. [RN]EV U YOI LET,
F: TT7AINEDOSSH OY Y R(F uptime TT., ZhlEk H—N\DBT7 /T4 THEEORS & ZOREOD

I-Y¥-namexRRrlLET.
6 [[FW] Z#IRLTNRT—REEEEERL. [RN]E0 VYO LET,
F: TI7ANSATIOTE F— T AR EERLET,

7 3A—Y-REAAL. [RN]1ZEZZV YO LET,

8 REAEICNRT—EDPRERIBEE. NAT—REANLET, TNLUADBEEER T34 RX—F F-D/R
EANLTHE, EDTS5AN—h F—DNXRTLV—-X&EANLET,

9 [#E]&4UvsLT, T—s70—2RFTLET.
SSHRRAMDPSDT7 74D E—

Orchestrator 247> rTO—4070—%R1TLT. SSH/RR ;M5 Orchestrator 4 —NICT7 74 J)LE2E
—3BEMTEET,

SSH 7544 »id. SFTP #%£%9 3% Java JCraft >4 7S5 U EEFERLET, [SCPget a~v >Rl 7—o70—
(. SFTP #FRHL T 7 A IV EHELET .

AR SR
AJAVRKICERLEL—Y— T7HAD Y MISSH V=070 —-DRTICLESERDSH D EEHRLET.

i 1 Orchestrator (3. 7 A4 FICEEZAHETHODEZAHEREZRETRMICHEZL TOWIHENHY T,

FIE

1 Orchestrator 547 bD [D—o70—-]1Ea—%22Uv o LET,
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2 U—070-0OREJXNT, [Z475VU]-[SSH] £BRL. [SCPget a<¥ > R] V-0 70— (CBELE
ER

3 [SCPgeta~vrR]lTU—4vTn—2HsYvoL, [T—070—-DR] Z#IRLET,
4 REGEREANL. (KN]Z2ZU YOI ULET,
a SSHARRAMEEREEZIPT7RLVLREASILET,
b SSHRAEHREANLET.
5 T77AIVEREANLET,
a 77A4)NE2E—-F%%D Orchestrator ¥ —NEDT 4 Lo MUDNKREAHNLET,
b UE—hFSSHRIADOSEBMGETEHT77AINDNRAEANLET,
6 [XE]ZsUvsLT 7—070-%2RTLET.

SSHRRAMANDT7 74D IE—

Orchestrator 247> r T =4 70—%%2R1{TL T, Orchestrator —/1\/»5 SSH RAMZIZ774J)LEIE
—3BEMTEET,

SSH 7454 »id. SFTP #%£%9 3% Java JCraft >4 7S U EFERLET, [SCPputav> Rl 7—o70—
(3. SFTP #ER LTI 7 A I EELET,

f

&M

ao|

[}

AJAVRKIERLEL—Y— T7AD Y MISSH V=07 0—-DRTICLESERDSH D EEHRLET.

FlE
1 Orchestrator 2547 D [7—270—-1Ea—%21J)v I LET,

2 U—070-0DBEBYRXNT, [Z475VU]-[SSH]I £ERAL. [SCPput A% R] V-0 7A—CBELE
ER

3 [SCPputaxrRlT—oo7O—%&H0Uv oL, [V—270—DIA] Z2RLET.
4 BERFHREANL. [RN]ZEIV YOI LET,
a SSHARRMEFEEZEFIPTZRLREADLET,
b SSHERFEFHREANLET.
5 T77ANDEREANLET,
a B—A)® Orchestrator ¥ —N\PSUE—FD SSHRAMNIE—FTE5T7 74 IILD/NXREANLET,
b 77402 E-FBEDVE—FSSHARRAMEDT 4 LI MUDNRREADLET,
6 [XE1Z2/UvILT 7—UT70-%&RTLET,
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XML 7554 & ERTSHE XML RFa AV MR BET ST -0 70-%4RTTEET,

XML 7544 (%, Orchestrator @ JavaScript APl (CRFa A~ ATP o~ EFIL (DOM) XML /X—
H—DREZEBMULET, /2. 7—270—-m5 XML RF1 AV MNEERLTCERT A EERT STV 7—
I70—bW<DMERHELET,

F 7213, Orchestrator ® JavaScript APl T ECMAScript for XML (E4X) RE&E%FH L. JavaScript TE#
XML RFIAMEMBTZENTEET, EAX XU T ROFIZD N TIE. [VMware vRealize
Orchestrator 2R L/ZF] 22BL T Z30),

E4X OFHICDWTIE, ECMA-357 Z2EZEE T 58D Web 4 & ZTEL/ZX ),
ZDEICIE. RDOMEYIDNEENTNET,
m XML 7S94 % 207)0 D—070-DRT

XML 7S04 327V 79— 78—DRIT

Orchestrator 2547 b5 XML 75594097 D=0 70—%2RTL T TAMBEIC XML RFa A
VR EERBLUVEFETSHIENTEET,

D—070-TIE77AIVDER. ZZAidd, BEREETOIED. FET AL O NIIIHTB2+0BT I RiEE
BFoTWBHENHYET,

Orchestrator (Z(f. H—/N S RAFADIL— M2, orchestrator EWHDEZFID T #I)LF (CHT DAY, EE=
ABBLORITOERBHYET, 77— 702> DT ANFITHTE5AIMY, EEALEIUNRITOERD
HUETH. =N RTFAILTANTEERTHLENH Y EF, Orchestrator Appliance #{ER 3 5154,
7 #IVFDEHIE veo T. /var/run/vco [CEEELET,

J—o70O—% JavaScript WoEY—N T 7 A D RTADT VL RIERTEEEETHIET, TOMHDT 4 )LE
NDT7 O REHFAITEH EMNTEET, [VMware vRealize Orchestrator 4 > XA b—)L &R, [TD—2 7
A—®7 023D —NT77A4I)0 DRTADT VREDHRTE] #22BL T,

m 5 XML RF¥F1 A2 OER

Orchestrator 247> b7 —070—-%2RTLT. TANADESIE XML RFa1 A2 MEERT S
ZEMTEET,
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B XML RFa A2 FOERDOKRER

Orchestrator 547> b5 -0 70—-42FRTFLT. 5 XML RFa2 AV MNOERT —42 70—
BenmExz% XML ATHRELET,

. XML RFa AV DEE

Orchestrator 547> r5T7—270—42RTLT, 5 XML RFa A MU -0 70—-THRL
7=XMLZZELET,

. XML D5DY > TILT KL RIROER
Orchestrator 547> c50—070—-42RTLT TRAMABICT RLRIREERT A EMTEET,

& XML FF+ 24> DR

Orchestrator 2547 b6 0—-70—-%#RTLT. TAMNADESAE XML RF2 A MEERTEHIED
TZE9,

Bt

n OJAVEICERLEA—Y—TAU M XML D=0 7 0—DXRTICHELBERDNH D LEERELET.

m  Orchestrator ¥—/\ *XFADJL— 2 C:/orchestrator 74 FE2ERLTHDZ & T30 T +
WENDT UV RIEEREL THDH I LEERLET,

FIE

1 Orchestrator 2247 b0 [V—2070—-1Ea2a—%2U v o LET,

2 D—o7O0-KEBUXNT., [ZA4T7SU]-[XML]-[H>7IL XML (F§5)] #fZ. [(5 XML RFa A
NOERR] D —2 7 O—ICBEILET,

3 [BES XML RFaANDER] 7—o70—-%2R2Uv oL, [D—270—0R] ZF#RLET.
4 ERTD XML RFa2ARDT7AIVINREANLET,
7=& ZI1E. c:/orchestrator/filename.xml DLXDICAHLET,
5 [#E1EZ/VUv o LT 7—o70-45FRTFLET,
R
D—470—-12&>T. I—H—DURMBEENZ XML REa AV MBMERENET, BT MUDOREME.
user ID XU name TT,
XML RF a2 AV MDOEZDKRE

Orchestrator 547> r5T7—070—-42FRTLT, 5 XML RF a2 A2 FOERT —42 70—THERE N
~EEE XML W THRELET.

R
s OJAVBICERLELI—Y— 7AD Y M XML 7— 2 70— DRTICHEAIERNSH 5 - eRBLET.

m  Orchestrator ¥—/N  XFADJL— KZ C:/orchestrator 74 VG EERLTHDZ & F3 DT+
WINDT OV RIEERELTHDEEHERLET,
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FlE
1 Orchestrator 2247 b0 [7—270-]1Ea—%22Uv o LET,

2 U—07A-BBURALT. [Z4T73U]-[XML]- [>TV XML (f5)] ZRH&E. [RFaAr b T—-07
A—DEZREZ®RR] V-0 70—-([CBHLET,

3 [FFaAYMND—0T70-DERERR] V-V 702K v oL, [7—270—-0RIR] ZERLET,
4 XML B+a A bDT77AINNREANILET,
/=& %14, c:/orchestrator/filename.xml LS ICAHLET,
5 [EEFlzsVvoLT 7—070—XRTLET,
D—070—-3BHRERRL. PATA OJICRREXRTLET.
RORTy T
EREXRRT BICIE Orchestrator 7547 FTRETLTWAT -0 70—-DRITEFEIRL, [RFE-T]FTD
(BJ]1&0Uv o LET,
XML RF 1AV FDEE

Orchestrator 547> b5 —070—-42FRTLT, 5 XML RFa2 AV MDD -2 70O—-THREL =
XML 2ZELET,

BIIRSM

m OJAVEIERLEI—Y—T7HATYMIXML D=0 70—-DORITICHETIERDH D EEZHERLET,

s Orchestrator —/N S XFADJ)L— I C:/orchestrator 7+ )V EERL THDZ & EE DT +
WINDT OV REEREL THDHLEHRLET.

FIig

1 Orchestrator 2547 b0 [V—470-]1Ea—-%20 Uy I LET.

2 D—070-BBUXNT. [ZA47ZU]-[XML]-[U> 7L XML (85)] 28, [XML RFa A2 bOZE
H|U—4s70—-(CBHLET,

3 XML RFaAYPDEE]|DV—o70—-Z2R2 )y o LT [7—270-0RK] Z2FRLET,
4 ANBLVHEAT7AIWNRERELET.
a ZEEISXML BFaAY DT 7AILIREADLET,
7=& %14, c:/orchestrator/filename.xml DELSICAHLET,
b ZEEH XML RFa A DT 7AINREANLET,
/=& %14, c:/orchestrator/filename.xml DLSICAHLET,
EF: WADTA—IRICALTZ7AINNREAALEEE VT—070—RBRODT77ANEEEZFHT 7

TEEZLET, BELEVWIT 7AMILDHENT 7 AIVINREIRE LSS, T—0 70— 3EEFA T 7ML %
FRICERLET.
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5 [EE]EIVUvOILT, D—070—%2FTLET,
ER

T—070—3EBRERRL. BREDPRDDOGHOI Y MY EEBELET,

XML 508> 7IVT B L RIROVER

Orchestrator A4 7> b5 —070—%2FTFL T, TRAMBICT RVAREER T B EMTEET,

BIIRSM

n OJAVEBICERLEDI—Y— 7HU Y MIXML D=9 7 0—DORITICHERIERDSH DL EHRLET,

m  Orchestrator ¥—/N\ ¥ XTFADJL— IZ C:/orchestrator 7 # )L ZEZERL THDZ &, ElEhD T +
WEINDT UV REEREL THDLEHERLET.

Flig

1 Orchestrator V547> bD [TV—270—-]1Ea—%2 v o LET,

2 TU—070-KBURXNT., [Z47ZU]-[XML]-[H 7L XML (7 RLRIR)] #B&. [7 KL RRDE
FRAMN D= 70— CBFHLET,

3 [TRUVRIRDETAN] D—o70—-%/0 Uy oL, [T—270—0FR] 2FIRLET.
4 T RUVREDTZAIVIDIXREANLET,

7=& Z1E. c:/orchestrator/foldername DX SIZAHLET,
THNIDPEELEVGEIE. BENICERSNET.

5 [XE]x#2Vyo LT, D—o70—%4RTLET,
ER

D—070—C&oT REAIN—hhFMEN/K DTD. XML, XU CSS 77 A ILDBERREN, 77 A ILHS
BEDT7 A NVFICRESNET.
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Mail 7594 & FERT2E T—0T70—hbH —)b Ayt—CEXETEET, Mall 7554 (3B EA—)L
EZA NI (SMTP) 2R LET, 2EZIE V-0 70—-0RFTNTT LSS, £ - —BEDBVE
[CHBBEIC. IBEDT RLVRICE A= EXETHV—0 70— TE=ET,

ZOEICEF. RDOEYIDEENTONET,
m TI7AI D SMTP EROEE

s Mail 7509402 42T 7—070-0DfEHR

FI7AI D SMTP IEHEDEE

Mail 75 44 14, Orchestrator H—/NN&EEBHICA VR b—)bE N, A —JLBHOEZEICERINET, SMTP
P—=NITHUTA—IVBHDEZEERIATEDT I7HIVEDA—=IV THhO MEERETEET,

& : Orchestrator TA—J/LEZRET HEEEF. A— R NSUTFERBLTZE,
SMTP_HOST_UNREACHABLE TS5 —DRE4AET 5 ENDYET,

FE

1 Orchestrator 7547 > MCEBELLTOIA VLET,

2 Orchestrator 2247 bD [TV—070-]1Ea—%0Uv I L%,

3 7—70-0OEBJVXNT. [S475VU]-[Mailll &AL, [A—IDORE]I 7—270—(CBELET.
4 [A—LVDORE] 7—070-%2H0Uv oL, [D—070—-DRIK] Z#RLET.
5

BEREREANLET,

FEAL Rys2 Bte

SMTP KX b+ SMTP # =D IP 7 KL RELIF KA YV REANLETS.
SMTP #&— SMTP BEIC—ET 5K~ FESEAALET.

T 74 bD SMTP R— k(3 25 TT,

1—H¥—-% BEA=INTHO NEANLET.
ZNlF. Orchestrator A —J)LEXET BD/2HIERTHA I 7HhD > hTY,
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FTERAN Ry IR Bl
N7 — R A—HY—RICEEMFTOENTNSNRT—REANLET,
RETORMET KL R Orchestrator IC& > TEESNDI TR TDA—JVICKRREINZIEEZEDHFEREANLET,

6 [XfEFElzsVyoLT 7—070—-%2KRTLET,

Mail 754> 3> 7)V D—4-70-0DEH

HhRE LA D—o70=505 Maill 7504007 D=0 70—52FU0E LT, A—I)LEEEHRAI A T—5
TJO—ICEETARENTEXT, o7 T—2o70—%2FTL T, Orchestrator & SMTP H— N\ D#E%E
TANTEZET,

m Maill 75542 427N 0—-070- D7 VR

Maill 7554 > 3> 7)V 09— 70—C7 V2R 5IC(E. Orchestrator 2547 hEFERLET.
s Mail 7304 427 - 70—

Y 7NUD Mail 75542 D=0 70—%FHEL T hRYA T—07O—%HRTHZEMTEET,
Mail 754> 427V 0—o70—-~\D7 VX
Mail 7554 > B> 7)V 79— 70—(C7 AT 5IC(E. Orchestrator 2547 hEFERLET,
AR
OJ4 VEICERLEDI—Y— 7hT 2 MI Mall D=0 70 —DORITICHERIERDH D L2 HRLET.
Flg
1 Orchestrator 2547 bD [TV—2078—-]1Ea2a—%2U v o LET,
2 ERURNTI[ZATSVU]-[A-IL] DIEICERLET,
RORTy T
YT -0 T70—-EHRL. RITLET.
Mail 754> 427V -0 70—
H2TID Maill 7554 0] D—070-%HEaL T ARGA T—070—%HRTHIEMTEET,

Orchestrator 2547 bD [D—070-]1Ea—-I12H5 [Z4T7>U]-[Maill 5 Maill D—o70—-(1C7 5
T ATEET,

—o70-% A
A —ILDRFE SMTP #—/N\~\D#E#. SMTPRIETHDU > b BOWITEFEDT RLRAERREERELET.
Ay - DG POP3 7O )L EFERAL T, BEDA—I TAYV Y FDA v -V EMBLET,

Ay E—COHE (A—  MailClient VS XA TREZNDIHLWROUTT 420 APl AL T HEDA =)L THI Y DAy - ZHIKR
WO SAT 2 MMER) HFICHRSLET.
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—o70-% A

B2 E(E FBEDA—I 7 RVRITIEEDHABD E A—JLERXELET., T3> DNATA—IBIEESNTONARWNEE 7—2
TJO—EA—IDEFEET -V T7O-THRESNIZT 7+ FDOEEERLET.

A=UYTURBIE BEDA—)L 7EVR URM CCURMBLUBCC URMIIBEDHABD E A—LERXRELET., 723> 05
HZIElE A—IPEREINTWAEWMER, 7—070—3FA—)ORET—I7A-TRESNLET 74V bOEEFERLET,
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Net 7554 & ERT25E. Telnet, FTP. POP3, IMAP O ha)& DU -0 7O—(CRETEET, POP3
EIMAP £XRET 5L EXA—INDF U A— RERALIRYDFAREICAVET. Mail 75074 v LAEDETE
Ad5&. Net 7504 VIF E A—ILDOBOEEEHKEES SEREZT /70— [TRELET,
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Enumeration 7> 54 &FERL T, 7—2 70— IC—MNLRINESY A TERETEET,

ZOEICEF. RDOEYIDPEENTNET,

m AL V=2 O—R

AL YV—>—F

ZA L V—> 2— R Enums:MSTimeZone FIEDEL L CTERT I EMTEET,

AL YV—> -k
000
001
002
003

004

010

013
015

020

025

030

033

035

040
045

050
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BT EARIR RS
YETRLER

INT A RAERF

KRR

1Lt AR AR

AF L OREER 2
KE L Hh i AR
R ERE e R

H1 T AR RS

AF D OB

FRRT A NIRRERS

REMRER

KE REMRLERT

B7 AU A RFFFRER

AP RAERT

L]

(GMT -12:00) Er A T2 #RFa 1
(GMT -11:00) Sy R A B YET
(GMT -10:00) N7 A

(GMT - 09:00) 72 &%

(GMT - 08:00) KF*1E#R CKEBLUAN
T TATTF

(GMT - 07:00) WiitiF4ERs CKE& LU HF
%)

(GMT - 07:00) ¥7 7. SRR, XY HrF>»
(GMT - 07:00) 7Y VF

(GMT - 06:00) Hapigders CKERLUA T
%)

(GMT - 06:00) Y AN F 2T~

(GMT - 06:00) 474 S5N5, A*F L7
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[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf [C(3, BWEDERNIA—F LZDEEESHDIVEDBHY LT,

Kerberos /4 &/ 5l

default_realm 2247 > bH Active Directory B —/N\DOREEICERAT 57 7 + )L bD Kerberos LV A,
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B [{Etyiar] EBRLABAER fBEEY L a v ORAIERERE
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4 (FRAFREIRBRIEDY X S REST #EE2#RLET.
BIEICANDHBHHER. KA NI XSD RF-—IDBEBMEINDHEIE. BERSINDIANIA TEIEBEELET.
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n SOAP #BAENLSDH LW - T70—DER

. SOAP BEOMUH L

SOAP 7554 DR
SOAP 75454 »##mT %I2(%. Orchestrator 2547 hEFERTIVESHYET,
BTV —s70—

[Ei] 7—270— A7JUICIF. SOAP KRR MEEBTEST— 0/ 7AO-DBEENTNET,

Orchestrator 247> D [7—270—]1 Ea—TI[Z4 75 U]-[SOAP]-[#k] honsnou—o70
—[CT7 VA TEET,

D—o70—% L]
SOAP 7R R kD&M IS4 £ R RIC SOAP KR hEBMUETS,
7504 U EROBHRHAH TS AR UKD SOAP R LD R FEEHLET.
SOAP /R kDHIR TS AR RIS SOAP R M EHIBRLET,
AINRY RUPERR NEEIBRT HE ZORI MTERSNIZTRTOT -2 7O—DMEBAEELE
ED
SOAP KR hDE$H TS AR RURD SOAP KRR N ETHLET,

IV RMKRA2 b URL TSOAP BESNDBIVRIRAU b 7RVREFERALTSOAP KRR EEHLES., HLLWIVRRAE TRLPR
KRR EEH 3. WSDL RICEESNLEIY RRA b 7 RLVADADYIZ, SOAP * vy t—2DEZEFEICERENET.
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SOAP 7RR ~DiEM

TJ—0708—%&XTLT. SOAP KRR MZEML., RAMDEFR/NFA—SERETDHENTEET,

FlE
1 Orchestrator 547 MIEBELLTOVALET,
2 Orchestrator 2247 b0 [7—270-1Ea—%2Uv o LET,

3 U—470-DKBUXNT. [S475U]-[SOAP] - [#r] DIEICEREL. [SOAP RX ~hmiEm] 7—24
JO0—ICBELET.

4 [SOAP KRR bmEM] V—o70—-%2G0 Uy oL, [T—070-0IR] ZFIRLET,
5 [&BA] TFAM Ry IRITKAMDAFIZANLET.
6 WSDLOYFT oVETHFAMEATEETOINEDNERERLET.

*Tar FToary
(E38) [WSDL Y7 V] FF AN Ry JRICFFAMEIE-LET.
(AYAY-4 [WSDLURI] ¥+ Xk Ry ZRICELWSREADLET.

7 [BEHEIALT IR THRE Ry 2 RIZ, Orchestrator 185 SOAP RA MADEHRMNIA LT I T BHET
DHHEANLET,

8 [ERFIAALATURTHFAL Ry IRIZ, SOAP ERDEEBWENSA LTV T HETOWHEANLE
ER

9 TJOFLEFATEINESHERRLET.

FTar FToay
[E4A 7Oy TRLRETOFY R-bEEELET.
[AYAV-4 ROFNECHEHET,

10 RBESYA TERRLET,

FFay L]
A4 REALFEXRENE A,
F-%:N BEA7 VAR ERELES.

tyiar E-RERRLET,

B [#FEyar] Z2BRULEGEE By 3 v ORABEREEELET.

B [1-H¥-TLDtyar] &BRULEEEIF. Orchestrator 547> bhs, O A
YLTWAI-—HY—DoRAERERELET,

FLPz R+ EELEFRT AT AN 7O AR EERELET,

tyiar E-RERRLET,

B [#FtEyrar] 2BRULEGEER By a3 v ORABEREREELET.

B [2-H¥-TLDtyar] E&BRLEEIF. Orchestrator 547> bhs, B A
YLTWAI-—HY—DoRAERERELET,
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F7ar REA

NTLM Window £+a U7« ¥AR—F FONA4 (SSPl) ZL—AT7—2RAD NT LAN
Manager (NTLM) 7o RFRiI &8 E L E T,
tTyviary E-REERLET,
B [#FEy a3 ] ZBRULEGEE By 3 v ORABREEELET.
B [1-H¥-TLDtyar] &BRLEZHEEIF. Orchestrator 547> bhs, OJA
YLTWAI—H—DoRAEREMSLET.
NTLM ZEZ#EELET,

Kerberos Kerberos 7 /AR &#8E LT,
tyiay E—REBRLET.
B [HEty ar] #B8RLAEBAE. ALY a v ORABERERELET.,
B [1-¥-&LDtyrar] #EIRUEESIL Orchestrator 547> ks, 0S4
YLTWBI—HF—hoRIEREMELET.
"M [FEIZ22)VyoLT 7—o70-%R1TLET,
BE
D—o70-DPEFICERITENES., SOAP RA MW [4 X U] Ea—(ICRRENET,
RDRTY T
SOAP KRR KN ATz MERRLEY, TP MIHMLTT =0 70—2RTLAEVTBICE. [41 RV b
JD]E2—%2FBLETY.
Kerberos 25 DL
PowerShell RR hZEBMELVEERT 5553, Kerberos SRAI&ZFEFRATEET.

Kerberos 823 Tld. RAA > I—H—(3 WInRM Z##H L T. PowerShell BE#MHEUE—F v ETav
YV RERTTEET,

FIE
1 WIinRM ¥ —E X T Kerberos i # B LET.
a ROIAXY FERTLT Kerberos FREMAEMICZ > TNDIMES NEERLET,
c:\> winrm get winrm/config/service
b XDaT2 RERFTLT Kerberos RiAEEMLET.
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 WIinRM 2547 > T Kerberos BBEEZEMICLET,
a ROAXY RERFTLT Kerberos FRREDBEMIC/Z > TVWEMNES NEERLET,
c:\> winrm get winrm/config/client
b &NDITY RERFTLT Kerberos REAEBMCLET,

c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
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3 &xOAXRYREZEFTLTWINRM 3 —EXANDEFHEZTIAMLET,

c:\> winrm identify -r:http://winrm_server:5985 —auth:Kerberos -u:user_name -
p:password —encoding:utf-8

4 krb5.conf 774 I)VEERL. ROBFAICHEELET.

FARV=F 4 2T L RTA INR

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\1lib\security\

Linux /Usr/java/jre-vmware/lib/security/ %k vRealize Orchestrator ATY.

/Etc/krb5.confvRealize Automation (C#AAE N /= vRealize Orchestrator AT
ER

krb5.conf Z 7 A LD E&EFXRDEHY TT,

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf [C(3, FEDER/NTA—F EZFDEEZZDHDUVENHYET,

Kerberos #m4% & &l
default_realm 2547 > b Active Directory 4 —/\ORIEICERT 57 7 4L D Kerberos LIV A,

i RAXFICTIRLENHYET,

kdc F—EHty— (KDC) &L THEEL. Kerberos ¥y NERTTERAA 2 bO—5,
default_domain TEREMRAA VREERT DEDIEREINDIT 74N RAAL,

F: Dy J1E. Kerberos 4 0EMBEDEZHICERINET.

FE: FT74I)TIL Java Kerberos o#m1C UDP 7O ha/L&EERLET., TCP 7O AN DOAERT
%213, {1 Z#FERL udp_preference_limit /NS A —F ZIEFETIVEDNHY ET,

FE: Kerberos B[ Tld. T2MEEIRA A % (FQDN) ORA ~ 7 RUADBBETT,

EE: krb5.conf 77/ I/LEEBME/IEET S EE(21E. Orchestrator ¥ —/\ H—ERZBIRHNT 24
EnHUET,
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SOAP #EDLSDFHLIWNT - 70— DHER

SOAP NS HRI A T—OTA—EERTHIENTEET,

HRAELERLED—070—452NA LX) T—0 70— (HETHIENTEET, 7—270—FFROFEMIC
D\TIF, [vRealize Orchestrator BHREAHA K] #8RBLTLEZ N,

IR
m EEELLTOrchestrator 447> MZOJA4 L TWBZ EEHALET,
B [ARVRUITEa—m15 SOAP KRR MDEHRNH D EEERLET,

1 Orchestrator 247> b [D—o70-]1Ea—%22Uv I LET,

2 J—70-OEBYRNT, [Z475VU]-[SOAP] DIEIZEREL. [SOAP #EMSOFHLWNT—o 70—
DER] 77— 7A—ICBHLET,

3 [SOAP#EDSDFHLWI—oT70—DEK] V—o70—-%26520 v oL, [T—2070-0MKR] ZF#IRL
£,

4 fERAFTEELRAEDU X S SOAP BIEEEIRLET.

5 [BAN THFAL Ry IRICEKT ST -V T7A-DRFEEANLET.

6 HMLWI—UTO-ZERTHV—IT70— TAINTDOREERERLET,
D—070—- AT UDRBEDT AN ERERT HENTEET,

7 [EEIZE2VvyoLT -0 70-&RTLET.

RORT 7

LT —0T70—%TANTEET,

HARGLERLIED—570-DFT R b
SOAP RIETHEMULENRAS A 7—H 7O—ERFTLT. TOREDHNNS A —5 MBS HZENTEET,

AR
m EEHLLTOrchestrator 547> MOV A4 L TWBZ EEHERLET,
B[RV RU]TEa—D5 SOAP KRR M DEHENH D &R LET,

FIE

1 Orchestrator 2247 b0 [V—2070—-]1Ea2—%2J v I LET,

2 U—070-0OBRICBHLET.,

3 NWRSAT—oT7O-FERIVvIL, [T—070—DFA] EEIRLET,
4 SOAP BEICHLEBEIRANNT A=Y EEELET,

5 [EEF]1zsUvoL T 7—070—-RTLET,
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6 (A723r) [AV]HTT, ERAFREGENNSA—SDURXNEERLET.

SOAP ##{EDFUH L

FLWD—o70—%245id 52 £7<. SOAP BRUELEHEFVET LN TEET,
AR

. EEELLTOrchestrator 7547 MIAJA LTSI L EMRALET.
B[RV BMUTEa—D5 SOAP KRR MADEFENH D LEHRLET,

FlE
1 Orchestrator 2247 b [7—270-]1Ea—%22Uv o LET,

2 J—o7O0-DOKEBURNT, [S4751U]-[SOAP] DIEICEBL. [SOAP #{EOHUNHEL] V-2 70—
[CHEMLET.

[SOAP #EDHUE L] V- 70—%&K2 U v oL, [7—270—-0OR] 2FRLET,
ERARTREGERIEDY XA b5 SOAP BEZZERLET,

SOAP #B{EICHEBIRANNT A —F EBELET,

[(XElZ20Vv o LT 7—07R—&RTLET,

N o u b~ W

(FT7ia>) [AT]STT, ERAFARLGEANSA—SDI I EERLET.
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AMQP 7S 454 &ERT 5L 7O0—hEBHEENS Advanced Message Queuing Protocol (AMQP) +
—NEBIETEEY, BRT—070—%2FTLTAMQAP JO—h&Fa1—BFEA AR ATV 200
LTEEL. TELEATZS MWL T AMQP #EEERTTEET,

ZDTST4I21E AMQP 70—-ADEE L AMQP #EOF U L ICEEY 2FE7 -/ 70-Dty bHE
EFNTVET,

ZOEICEF. RDOEYIDPEENTONET,
m AMQP 73554 > DRk

m AMQP 7554 DOEET -0 70—-0DfFEH

AMQP 75454 > DR

AMQP 75454 &1 T 3215, Orchestrator 2547 > b FERTA2VENHY ET,
BT —s70—

[kl 7—2 70— AF3VUICE. AMQP JO—hz8BTE57 -0 7O0-NEaENTNET,

Orchestrator 2547 D [7—4o70—-] Ea—TI[5475U]-[AMQP] - [#%] o5 nsn7—o7
A—IC7 R TEET,

—o70-% HieA
70— D& AMQP 7O0—h%EMLET.
70—ADHIkR AMQP 7O—-hzZHIBRLET,

YTRoVT2a DElR AMQP Xyt—2 TR0 U T2 3 EHIBRLET,

F a1~ DEHF LW TR T g ERZEZERLET,
JO—HhDOEH JO—h JanNF4 =EBHLET,
JO—HhDIREE EHEOBBERASZETTO—NERIILET,
JO—h0EN

D—070—%XTLT. AMQP JO—-h%ZEBMT 5 EMNTEET,
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FiE
1 Orchestrator 247> MIEBELLTOJVA S LET,
2 Orchestrator 2247 D [7—270—-]1Ea—%22U vy LET,

3 U—o7O0-OEBURNT. [Z475U]-[AMQP] - [#5] OIEICERL. [ZTAa—hoEm] 77— 78—
[CBELET.

4 [7O-hoEm] 7—o70-&HK00v oL, [D—070—-0FRK] £RIRLET,

5 [7O—AhoENl 7—270—-ChEBERIEREIEELET,

F7av F7oar

e JO0-NDEMEANLET,

KRR b RAMDT7 RLREASLET,

R—h AMQP 7O0—h #—EXROR—bEAHOLET, T7+) b R—HF 5672 TT,
RIBHRA RIEKRAPDT RLREANLES. RRENDT 74V MER / TT.

SSL ZERY % SSL SIBREEERT 2 NESDERZIRLET,

TRTOIHEEERE TRTO SSL AIAEERIA L TITEFET 2N EDINERIRLET,

a1-Y¥-% JA—-hD1-Y—REANLET.

NRRAT— R TO—HDNRT—REANLET,

6 [XE]ZsUvILT 7—070-%2RTLET.

BR

D—o7O0-MEBICRTINES. AMQP 7O—AM[4 R U] Ea—[CRRSNET,

RODRT T

[TO—ADREE] 7—07A0—&XRTTEET. I5-PRETZ5EE. [TO-HOEH] 7—o70—-%EH
LT, 7A—H07ANT 4 £ZELTHE. BERIEEZITVET,

Fa1—DEEH

J—070—%R{TLT HILWHTRIU T a3 VEREERTHIEMTEET,

AR

m BEEEHLLTOrchestrator 7547 MMIRIJAYLTWB I EEHERLET.

m [ARVMUTE2—HDS AMQP 7O0—-HDEFENH D L EHERLET.

B AMQP 7O—HAT. Y 7RO UTLaVICEENTNBRTRTDF 1 —NESINTNSI LEERELET,
FlE

1 Orchestrator 2547 bD [V—070-1Ea—%20Uv I LET,

2 J—070-DOKEYRXNT. [S475U]-[AMQP] - [#r] OIEICEEAL, [Fa—~0BH] V—o 70—
[CHENLET.
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3 [F2—0BHF]TV—oT7A-EFIVy LT[V 70—DRIR] ZH#RLET.
4 [BRE] THFAMRYIRAT, RRTHF2—DERZEANLET,

5 H$T7R0UTLar0EBMEDTA—-HERIRLET,

6 AytE—THTRIUTL 3> DIRTOFa2—EEIRLET,

7 [*E1&2/VvoLT 70 70-ERFTLET,

R

V-0 T7A-PERBICKRITENLE TO-HDFB[A R M Ea—CRRENET,
ROAT T

KU —ZEERTEET,

JA—hDEH
J—070—%RTLT JA—HDOTANT A EBHTHIENTEET,
AR

m BEEELLTOrchestrator /547 MMIRIJAYLTWBZ LEHRLET.
m [ARVNUTE2—HDS AMQP 7O0—-hDEFENH D L EHERLET.
FIE

1 Orchestrator V547> bD [V—270-]1Ea—%2 v o LET,

2 D—o7O0-DOKEEBURNT, [S475U]-[AMQP] QIEICERL. [7O—h0EH] 7—4- 70— (CKE)
LET.

3 [7Oo—hoEH]7—o7a-&HKoVv oL, [D—070—-0FKR] £RIRLET,
4 BEHFILIO0-NEBRLET,
TJO—-ADBREDTOANT 4 BRRENET,
5 MROTONT A ERELET.
6 [(XEFlxrsVyvoLT T—2070—-%EXTLET,

AMQP 7504 > DEET - 70—DEHR

[AMQP] 7—270— A73UIC3. AMQP #&#EDRITERIEEICT 5T — 0 7A—MNEaENTWET,

Orchestrator 2547 bD [D—070-]1Ea—I1ZH5 [ZA4T75U]-[AMQP] s 50T —4o 70—
IC7 VR TEET,

J—470—% A
NA R BEDTO—HDNA » REEBRLET,
F1-DEE BEDT7O—AICF1—E2EBMULET,
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7—470—4% e

Exchange nEE HENDTO—AIC Exchange ZEMLE T,
Fa1—DHIK BHED7O—Ah5F1—%HBRLET,
Exchange mDHIkk BENT7O—HhH5 Exchange #HIBRL EF,

THEAS AV E—CDFE BHEOTOA-—ADSTFAM AvtE—PZZELET.
TAK AyE—TDEE BHEDTO—NEFEALTTFRA Ayvt—J&RELET,

INA 2 RERRR BEODTO—ADNA Y RERRLET,

NAYEDET

D—070—-%R{TLT BELETO—HADNA Y REERT DI EMTEET,
RIIR R

m EEELLTOrchestrator 547 MMIRAIA L TWS I EEHRLET,
m [ARVNUTE2—DS AMQP 7O0—-hDEFENH D L EHERLET.

FlE

1 Orchestrator 2547 bD [TV—070-]1Ea2a—%20Uv I LET,

2 U—U70-DOKBURNT. [S4T75U]-[AMQP] DIBICERL. (N1 R]17—o 70— CBEILET.
3 INArRID—oo7a—&G0Uv oL, [D—270—-0RA] ZFIRLET,

4 NAYVBREHERTS70-HERRLET,

5 NAUEDERERELET.

FFvar FToay

*a1—-%8 F1-DERMEANLET.
Exchange & Exchange O&RiZANDLET,
W—T4 2V F— =T 420 F—EAALET,

6 [XE]Z2/UvILT 7—U70-%&RTLET,

F1—DEE

D—070—-42R{TLT BELETO-AICF2—%BMTHIEMNTEET,
AR

m BEELLTOrchestrator 547 MIRJA Y LTWB I EEHRLET.
m [AORVRMUTEa—H5S AMQP 7O0—-hD#EHENH D EEHRLET,

FlE
1 Orchestrator 247> b [D—o70-]1Ea—%20Uv I LET,
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2 J—070-DOKEYRXLT. [5475U]-[AMQP] OIEIZEEL. [f2—0EE] 77— 70— (CREL
*7,

3 [#2—0EE]7—o70-%2G0YvoL, [V—070—0ORIKR] Z2IRLET,
4 Fa1-—ZEMTHEOTO-HZEZBIRLET,
5 [BA]THFAMRYIRT, RRTDF21—DEAEANLET,
6 Fai—OFEHOFEBEBIRLET,
*7vay Bt
(0 $2-RFT7O-NOBRBBICHBRINET,
AYAV3 F2-RF7O-NOBRBBRLRIBINET,

7 BEDF1—-ICEBISAT UV NERETDINESIDERERLET,

F7a>r ReEA
(=4 A COEEDF21—IC1DDIZAT7 MERELET,
[AYAV-4 COREDF 21— ICEBDIZAT EZRELET,

8 Fa—&HTRIUVTL 3 EMLBRICEBTHRTZNESNERRLET,

FFoa>y A

(=4 Fa1—([CERINTWNDI AT MDBFEELELEZBFEAT. F2—Z2BEMICHIBRLE
T NDULEDISAT U BFa—42YTRISATLTWBIEEF., Fa2—-DBFOEER
HINET.

[AYAV-4 F1—ZBHTHIKRLEE A,

9 [EEF]Z2/Vvyo LT 7—0T70-EXRTLEY,

Exchange DEE
D—070—-%#RTLT. HEDT7AO—HD Exchange 28T 5 EMTEET,

AR
m EEHLLTOrchestrator 547> MO A4 L TWBZ EEHERLET,
B [ARRNJTE2—D5 AMQP 7JO0—hD#EHENH D L EHEERLET,

FE
1 Orchestrator 247> b [D—o70-]1Ea—%22Uv I LET,

2 TJ—o70-OBURNT, [Z477V]-[AMQP] OIEICER L. [Exchange ®EE] 7—42 70—
BLET.

3 [Exchange ®EE] 7—o 70—/ Uv oL, [D—o70—-0DFA] ZFRLET.

4 Exchange OEMEDT7O—HZEERLET,
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5 [&A1] 7+ X Ry 2 RT, Exchange D&RIEAHLET,
6 Exchange %A 7#ERLET,

FTFar A

HiZ A=Y DIV—F 4T F-L Fa2-0ID Exchange (TS > RENEESICERT
BI—T 4 I BEEDEE-HETVET,

777Uk Z M Exchange [CEESINZITRTDOA vt—2 %, Exchange [T/ 2 REnzgRT
DFa1—CEELET., Z0 Exchange (IS Y REaniF 21— IT518EEENEEA.

Ny F— Z® Exchange [CNA Y RENBF1—I2F. AT —EBEESUIHOT—TIBFREL
F9. x-match EWDZFIOEFHEIEICLY., Ry FrJ TILTUXADBREVET,

=2 NA Y RTHEESNEN—F a0 F—EN—F 4T RXG—VBTIAINRh— R—E%
RITLET.

7 Exchange O#IEFHMEOBEEEERLE T,

F7a>v B
(=4 Exchange (7 0—HDBRE#EHEVET.
(A1AV-4 Exchange [ 70— hDBERBEICHBRENET.

8 Exchange 297X 7L 3 FAIMLBRICEBTHIRT 2NEDINERRLET,

FFoa>y A

(E4A) EFNLUEF 2 DA FEnNTWEWEE(F. Exchange 2 BETHIBRL X7
Exchange (3. D<K &EH 1 DDFa—DNA > RENTOWNIEEVET.

(AYAY-4 Exchange B CHIBRLEHA.
9 [FEF]EIUyoLT, 7= 70—%4RTLET,

THFRAM AyE—CDEF

BEDT7O—NEFERALTTFRAN Ay E—C2XKETEHT -V T7O—42RTTEET,
BIIR S

m  EEELLTOrchestrator 7547 MIAIA LTSI LEHRALET,
B [AURVMUTE2—HS AMQP 7O-hDEHENH D L EHRELET,

FE
1 Orchestrator 247> D [V—270-]1Ea2a—%20Uv I LET,

2 J—o70-DOBURNT, [S4T75U]-[AMQP] DIEICEBRAL. [TFAM A vtE—C0%(E] T—407
O—ICBBLET.

3 [THFAN AvE—CORE]IT—070-2K0)v oL, [V—070—-DRIK] ZE8RLET.
4 HFyt—TERBLBTO-NEERLET,
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[Exchange O %&#T] T+ X Ry & AT Exchange O&#iE8H%ELET.

5
6 NW—TFTa20F=]TFAMRYIRTIV=T 42T F—ERELET,
7 [AYFVITHFRANRYIRTEET DAY E—VEANLET,

8

%E]Z22Vvo LT 7—070—2RTLET,
INA 2 ROHIBR
J—070—-2R{TLT. HEDTO—HDNA 2V REHIRTHIEMNTEET,
AR
m BEEEHLLTOrchestrator 7547 MMIRIJA LTSI EEHERLET.
B [ARVMUTE2—HS AMQP 7O—-HDEFENH D L EHERLET.
FIE

1 Orchestrator 547D [V—270—-1Ea—%2J)vy o LET,

2 U—070-0OBEBYRLT. [Z475V]-[AMQP] DIEICERL. /N1 > REERR] 7—2o 70— (C%BEL
£,

3 INAYRBER]IT—o70—-Z2R0Vv oL, [V—070—-0ORKR] Z2IRLET.
4 NAVREBRTDIHROTO-HEBRRLET,
5 NAYVEDBEREEELET.

FFvar FToav

F*a1—-%8 F1-OERMERELET.
Exchange & Exchange D&RIZEELET.
W—T4 20 F— W=T4>0 F—%/ELET,

6 [EFlzsUvoLT 7—070-XTLET,
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SNMP 75 45« > %&{FR9 % &, vRealize Orchestrator 75 SNMP 5y AT AB L VT /NA AT L TIE
WEZETEET, 7—070—%2FRTLTSNMP NS REA RN TP 0 MELTEREL, EELE
FT T MWL T SNMP 84 2T TEET,

TS50A4 0 EFERTEE IV—F— RAvF, Xy 7= TU %, UPS F/NAf RizE. SNMP F/8A R(Z#E
BIaIEnTEET, £/2. SNMP 7O hO)LEN LT vCenter Server W5 ANRNY NEZETHZEHTEE
ER

SNMP 75454 (3 SNMP TN\ REBET HHEE 2 IR L ET,
n RED SNMP ZHDEZRGHE S,

B TN RDPSEREINEAXR S (SNMP hS v D) 2y R LT BIFEINTNS SNMP 2=+ (27
w193,

DTS4 VITIESNMP TNNA R, 4T, bSyvT RAMDERE, SNMP BIEQRITICEEY H1F%EDT —
U700ty MPIEENTNET., hRFAT—070-24 LT SNMP RIEDS XV EBE{LT S LD
TEEY,

ZOEICEF. RDOEYIDPEENTNET,
. SNMP F/\A RDEE

= SNMP /T UDERE

s SNMP hSv 7 RXMDER

s SNMP +S v T7DEF

s AR SNMP ZXk7U—-/-70-—

SNMP 7\ ADEE

7—470—%217LT SNMP F/N4 X% Orchestrator IZ&#F L=V, BEEOTNA ADHBEERELZY, T
NA RADBFRERBRLIEVTDIENTEET,
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Active Directory 4 Y A& > A5 —Y— I —T&HIBRLET.
180 EDaYEa—9E2—Y— JI—THhSHIBRLET.
1DUEDIA—Y— I)N—TE1—Y— JI—ThSHIKRLET,

TAUEDA—Y -2 —H— JIL—ThSHIBRLET,
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Orchestrator Dynamic Types 7504 »&ERT 5L BMSA TEEEL. INSDILTDATP U b
EERLT. #7220 MEDBHRERETEET,

B A TOEEICE. 7AONRT 4 DHRADED. COFATOBNF T2V MERDIFB/ODT7A2Y T—
UT7A—ET O3 DY MPIEENTNET, BSIANTDIUIA A A VARV RBENA TS 2O bEF
ENET, FRLEBNA TSz MWL TT -0 T7A—ERTL. SESERBREERTTEET.

BXDBNG A TRIEHERMCTERT DLENHYET. BEIEBMEANNN-EF T o T BNSA T2
YTFIEICIN—TITEDELSICLET,

Dynamic Types 7544 > & HTTP-REST 7544 > &#—#ICfERA L. — k/X—F 4D REST APl #—EX
% Orchestrator [CHEL T, U—RN—F 4 DAF TP x4 % Orchestrator ¥4 7E L TRABT S &EMTE
£7.

1 Dynamic Types 75454 T [GREBOERE] LV (¥4 TDOEE] 7—o70—%R{TL. FHLLF
MyATEZ0TANT4E2EELET, CORBRE. HILLWIINSY A TOF TP NERDIFBEHDDT7 74
H D=0 T70—¢,AURRY D= 70-0DFy hEEBHIZ, INSOMMDF T 20 ~EDBRNEE
INET,

2 TrAVE D—T7A—¢EA YRV D= T7O—EZEL, H— R/X—FT 14D REST APl 5D AH%E S
E¥aLDICLET,

a HTTP-REST 7544 > T [REST #EDiEM] 7—2-70—%ERL T REST &KL, ZhoD
BEEWIET S REST APl AV y RIZR Y FUET,

b 77425 0—070-EARYNY D=0 T70—-4FEL., INH5D REST #EEZMFUNE L THENE
FERALET,

ZDEICIE. RDOMEYIDNEENTNET,

m  Dynamic Types #mi7—2 70—

Dynamic Types #&7—2 70—

Dynamic Types 7S5 54 > DER/N Y T—2 DT —4 70—TIlE. Dynamic Types DR, XSD 7 7 A JLH
S5NFATDEEDIV R R—bEA VR=F BOWITHERLEZSFNY A TROBGREERETEZET.

Orchestrator 9547 D [7—070—=] Ea—(lH5 [54 7> U]-[Dynamic Types] - [#mk] 5 2
NoDI7—o 70— 7 9 EZATEET,
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D—o70—% FieA

BATZEREDOEE FLNRRIEREEERELE T,

BROEE &4 TEOHLVBEREEELET,

T4 TDEE BELLBIMERACHLNS A TEEELETS,

BEENYT—2ELTIIRR—b  Dynamic Types EEDHREEZ T 7 A IIN—RADFEELTIIAR—ILET, TIRR—bLENY
T=2MhDY —/NITA VR— N TEET.

REENYT—=IMPoA VR—h T7AIWN—RADBREETSUA VREICA VR—PLET,

XSD w554 TDEEEAVR—F A TOEFEEXSD 77 AN DEA Y R—FLET,

BEIZEOHIRR BHIERZHBRLES,
BIRODHIBR BREHIBRLET,
&1 TOHIKR 4 TEHBRLETS,
BRI R OER EHIEREEHFLET.
& A TDEH Y4 TEEHLETS,
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PowerShell 7544 >07—42 70— S4 753, PowerShell RRX bDEIE & H R4 A PowerShell #24E
DRITZEAREICT DV — o 70—-DNEENTNET,

Orchestrator 2547 D[4 R NI Ea—%EFRAL T, EAATEE/R PowerShell )Y —REEEBTEE
T TSTAVDRO )T~ APl Z2ERT 2L hAY A D=0 70—2RTEET.

ZDEICE. RDOEYINEENTNET,

m  VMware vRealize OrchestratorPowerShell 75 54 > D E
m  PowerShell 7544 > DBk

m  PowerShell 75542 4 RV NUDER

m  PowerShell & U 7 bDET

m T a3 DER

m 7O arEOFOEUEROZTIEL

m  PowerShell 72544 > (&% PowerCLlI O#t&
. HUT7NTU—070—

m  PowerShell 7254 >®D API ADT 72X

m  PowerShell D#EREDER

m  —fEE97% PowerShell ¥ RO T DY > 7L

NS a—FTa2y

VMware vRealize OrchestratorPowerShell 7S5 44 > OHEE
PowerShell 7= 44 12k U, vRealize Orchestrator £ X Windows PowerShell BT® YU L UMNTEE
ER

TS504 0 &FERALT Orchestrator 7> 38Xy —s70-mn5 PowerShell 2 U 7 hEskvravx >
Ry hERUOHE LY., #ERE2FEALEYLET, COTSTAVICEBET—7O0-Dty MIEENTNE
J., TS504 APl 2 RETINAY L J—07A—%RTHIEHTEET,
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PowerShell 75454 a>R—-—xx>2k
PowerShell 75 54 L. BYICHET B-BC T XERT L R—3> MUEBELTOET,

vRealize Orchestrator 8L Windows PowerShell Tld, 754> D75y b7+ —AZBHBLTOET,
DTS4 ICLo>T. EEBOPY EUMNAIEEICITZY £3, PowerShell 7= 44 > vCenter Server %
vSphere PowerCLI 72 EDD I R—F > M EBETEE T,
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20-1. aYR—x > bDE%

vCenter Orchestrator

vCenter Server

vCenter Server
T554

PowerShell
T554>

WIinRM/HTTP (S)
SSH

Windows

® WinRM H—E XFE7-[& OpenSSH v5.9
@® PowerShell

@® PowerCLl (X7<3y)
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75454 13 OpenSSH & WIiNRM @{E 78 baJ/LE AN LT Windows PowerShell £®U LU TEET,
WINnRM DERESIBL TS ZE ),

F 71 3>T, PowerShell 75 4« > % vSphere PowerCLI &t vCenter Server LA TEET,
PowerShell 7544 > 12k % PowerCLI D#&ESBL TS0,

F: O—HANKRMLEDOIRTOAVR—R A VA=)V TEET, PowerShell 7554 > OR®E. 1#
BE. BLO@EETOMOIDEH(L. VRealize Orchestrator LU Windows PowerShell BiEILC <Y (24
VAR=ILENTWBBEEIEZEEINEHA.

vRealize Orchestrator ® PowerShell 7S 44 > (2B1F 5152

Orchestrator #mA >4 —7 4 R&=FAL T, PowerShell 7554 &4 VA M—=ILTDIHENHY ET,
Orchestrator 2547 bEFERL T —0 70 —42RTBLMMER L. 75594 APIICT7 2R LET,

PowerShell 75 4/ 1 (3 vRealize Orchestrator THEEL &9, Orchestrator (3. IREAEERT -4 70—
DA TS5 ERHELT VMware vCenter 1 Y 7SR S0F v BLUNZF0MDTo /O —%EET 5. R
BLUOT7OREBEETSY N T A —ATT,

Orchestrator OF =7 7554 7—FF70F v (LY. Orchestrator #{REDEBY Ua1— a3 &k
BT BHIEMTEET, PowerShell I, 7544 Z&ERALT Orchestrator E#HET 52 EMNTES, BEY
Ja—3>01D06|ITY,

7S5 454D Windows PowerShell LDy &V

TS504 0 EFERT 5L, Windows PowerShell RZX &Y & U LT PowerShell X2 U 7 OO LR E
DY AU %2173 % Orchestrator 7 —o 7O —%R{TTEET,

Windows PowerShell (. ZXIX—=XDAT R4 ) ThHhY, PRATAEEBRICKFTSINTWSDRY
)7 ~NEETY.

WinRM D#&Rk

PowerShell 7544 > & Windows PowerShell DB O##HEZWEEIT 5(1C(E, v R—FENTWSEE7OND
IOWTNhEFERT LD WINRM 28K T5HENHUET,

PowerShell 7574 > T3, Windows UE— FEE (WIinRM) 2.0 BNEE 7O FJ/)LELTHR—FENTH
S

ROBEELFEDY R—bENET,

R & Gl
- A—Y—FBENRRT—RELELT D, BFaT7THOREAHNZXA,

Kerberos F4 v baERLTIZAT7 D ID &Y —NE&IT 2+ 7ARA 70 ML,

& : PowerShell 7544 > Tl WInRM TOI—H—FEROEFEIIHR— SN THE ST, CredSSP (%
PEIAEELTHR—FENTOWERA,
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HTTP #H®d WinRM

PowerShell 7544 > Tld. HTTP 7O RJ)LENL= WINRM AR M EDBENSYR—FENTNVET,
WINnRM TIX@EDRIEINE T, T —FEHREIBSLENT, xRy b7 =0 L TTL—2 TFRMNEATEES
NnEd, IPSec WEEETOVIVBITEREINTWSIEEIE. HTTP 7OMJEERTILENHUET,

BEARFHAZEZFEATBICE. Y—EXRBLVIS47 2 ~D WIinRM #aL T AllowUnencrypted Z7O/F 1 %
true [CHRETHIHLENHY ET, HTTP BEOBFICDWTIZ, HTTP Z2FERAT 57/-6H0D WINRM OERESBL
T EE,

HTTPS #H®O WinRM

PowerShell 7544 > Tld. HTTPS 7O ha/LZEA L7z WINRM KRR b EDBEMNYR— b TOET, £
UtFa7HBEFERELTHTTPS 7O I EFERT A EBTEET,

HTTPS 7O O EFERT 521, H—/N\REAICFEIREE 4R L. WINRM KRR MNIA VR N=ILTBHENH
UFEd, HTTPS B DB DWNTIE, HTTPS #EHT 5760 WINRM D#ERESBL TS E30),

HTTP Z#{ERd 5760 WIinRM Dk

WInRM 7R R b &8k LT, HTTP 7O ha/L&EAN L7z PowerShell 7554V EDBEEBEMICTEET,
WINRM 7/RZA b 2> FTav >y REERFTLT. WINRMEREZZEITIHENHUET, R—DT %
WIinRM #t—EXE WINRM 2547 FOmAELTERTEEY,

EE: WINRM 28 LTHTTP 2 AT 5L E(CROVINDPDOFIEERF Yy 79 5L, R MIEMENT
AJICRDEDIBEIS— Ay - PRRENDIGEDHUET,

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at

com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage (JdkHttpConnector.java:117)

FIE
1 ROV RERTLT WINRM #BaEZT 74 )L MNIRELET.
c:\> winrm quickconfig

2 (F7v3ary) ROARVBRERFTLTIYRST—DBRTENTOENESINERRL. T74)I bDOR— hEHE
FLET,

c:\> winrm e winrm/config/listener

T7FINEDR—FES(E. 5985 (HTTP) LU 5986 (HTTPS) TY,

VMware, Inc. 146



VMware vRealize Orchestrator 75 54 > DfER

3 WInRM 4 —ERXTEARIAZEFMNLET,
a ROAXY FERTUTERTEADENCHEO>TNEINES NEERLET.
c:\> winrm get winrm/config/service
b RO RERTLULTERTIAEFTMCLET,
c:\> winrm set winrm/config/service/auth @{Basic="true"}
4 XROARYRERFTLTWINRM 4 —EXTREBSEENTWNEWNT — Y DEXEEZHFAILET.
c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}

5 WINRMY—EXOFvRILNNAT 42080 b=00DEFaUTa8ELNILD strict CRESN TN
5i8481%. relaxed [CZFDEEZEELET,

c:\> winrm set winrm/config/service/auth @{CbtHardeningLevel="relaxed"}
6 WINRM 547 > b TEARREZFMICLET,
a ROAXY RERTUTERTEADENCHEO>TNEDNES NhEHRLET.
c:\> winrm get winrm/config/client
b RO RERTLTERRIAERTMCLET,
c:\> winrm set winrm/config/client/auth @{Basic="true"}
7 ROAXVEERFTLTWINRM 547 2 hTRBEENTWNVENT - DERXREHFATLET,
c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}

8 WINRMRRAL XL UDBHAEBEAANCAICHDIBEE. RDOAR RERTLUTEETESRAMEREELE
ERS

c:\> winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}

9 XDAXRVRERFTLTWINRM U—EXANDEFEHRET AN LET,
c:\> winrm identify -r:http://winrm_server:5985 —auth:basic -u:user_name -
p:password —encoding:utf-8

HTTPS Z{ER3 576D WIinRM DRk

WInRM 7RX ~Z&# LT, HTTPS 70O kL& L7z PowerShell 7554 > EDBEEBMICTEET,

WINRM 7R XA T HTTPS 7O QN ENLZREEZFRICT SICIE. (ABRENVETT, AMBAEEMEIT N &
BLET, 7=&Z1E. .NET Framework SDK (&£ NS EBAEERY —)L (makecert.exe) ZEALT. B
ERIBPELERTEET,

Bt

m WIinRM 28 LT HTTP 7O O/ EFERLEY. FHMICDNTE HTTP £2FA7 57260 WInRM D1
HESBLT/ZE0,

s WIinRM 7R X ;T Microsoft 82>V —JL (mmc.exe) LT VA TEL I LEHERALET,
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FIE
1 BCEROIABEELERLET,

ROAT YR S4 21213 WInRM 7R R b _+ T makecert.exe 2R L CAAZE/ERT /=D DEXOHIH
EENTVET,

makecert.exe -r —-pe -n "CN=host_name-3,0=o0rganization_name" —-e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 -ss my -sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 AERESN/EIEEAEMT 512X, Microsoft EBa VY —JL&ERLET.
a mmc.exe EXRfTLET,
b [Z7A4N]-[RXFy T4 DEMEHIBR] 2FIRLET,
c FATEDZRFTYTADURNPS [GIAE] ZFRL. BM]Z2Y Yo LET,
d [AYEa—49 T7hUYR EZBRLTIAN]Z2U v I LET,
e [ET]ZVUYILET,

f [a>V—Ibb—Fr]-[EBRE (B—H)N arEa—%—)]-[EA]-[GAE]L XU [a>V—-ILIL—
N - [GEBAZE (O—AJ arEa—4—)] - UEEEN/=/L— NEFRREEES] - [SFBAZE] THAENA VX h—
IENTWBZ EEERLET,

FERREDS [EREEN/CIL— REEIR] XU Al 7 #IFICA X A b=LENTWEWNSEE, FETA
VAN BREDHYET,

3 @YY LTUVNERAMREFERLTHTTPS URF—&ERLET.
RDOARY B SA4 21213 HTTPS URF—2ER T 51O DBXHNEENTNET,

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

F: HBAEYATUVPDRR—RFIEBLET.
4 HEHETANLET,

RDAX R AV HRET AT HODEIXBINEENTNET,

winrs —r:https://host_name:port_number —u:user_name -p:password hostname
Kerberos R D&

PowerShell RR & EME L VEET 1553, Kerberos RRAIZFERATEET.

Kerberos s25ITld. RAA > I—H¥—(3 WIinRM Z#ZHB L T, PowerShell g E—F ¥ +tTav
v RERITTTEET,
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FIE

WInRM H—E X T Kerberos Z2i & B LET.
a RDIAXrRER{TLT Kerberos FRENEMICTEO> TN NES NEHERELET.
c:\> winrm get winrm/config/service
b &NDaATY RERTLT Kerberos REEBMICLET,
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
WInRM 54 7> kT Kerberos Rt EHICLE T,
a ROAXY FERTLT Kerberos FREMEMIC/Z > TVWDIMES NEERLE T,
c:\> winrm get winrm/config/client
b &DITY RERFTLT Kerberos RAZEFMLET,
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
RDAT Y RERFTLT WINRM H—EXAND#EHEET A SLET,

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

krb5.conf 7 7 A JLEVERR L. ROBFFICREEFELET,

ARV—=FT 42T SRTA XA

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /Usr/java/jre-vmware/lib/security/ 4488 vRealize Orchestrator ATY.
/Etc/krb5.confvRealize Automation [C#i#iAE 7z vRealize Orchestrator AT
ED

krb5.conf 77 A ILOEEFXRDEHY TT,

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf [C(X. HEDBR/NTA—F EZDEEEDDVLENHYET.
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Kerberos #r4 & =#fi

default_realm 2547 > b Active Directory 4 —/\ORFEICERT 57 7 + )L D Kerberos LIV A,
E: RXFICTIHLEDPHYET.

kdc F—EHty— (KDC) &L THEEL. Kerberos ¥y NERTTERAA 2 bO—-5,

default_domain TRBMRAA VREERTBOITERINDIT 74V BAA 2,

EF: D& U3 Kerberos 4 OBEMBEDEHICERINET.

FE: FT7A4I)TIL Java Kerberos o#m(I1C UDP 7O ha/L&EERLET., TCP 7O AN DOAERT
%213, {1 #ER L7 udp_preference_limit /NS A —Y ZIEETIHEDNH Y ET,

F: Kerberos 5P Tld. T2MEERR A4 % (FQDN) ORA ~ 7 RUADBBETT,

EE: krb5.conf 77/ I)LEBMEZIEET S EE(21E. Orchestrator ¥ —/\ H—EXRZBIRE#:NT 24
EnHUET,

PowerShell 7S &4 > O
PowerShell 7S5 454 > ##3 51215, Orchestrator 2547 > b ERTHIVENHYET,
BT —2o 70—

[#/k] 7—270— AF73UIC1E. PowerShell KRR hEEBTE57—270-PEENTVWET,

Orchestrator 2547 bD [7—278—] Ea—TI[Z47>U]-[PowerShell] - [#m%] hsZnsnT —
V70— 79TATEET,

D—o70—% B

PowerShell KX ~mi&fn  PowerShell KRR METS 542 4 R MUISBIMLET,
PowerShell KX ~DHIBR TS5 4 > 4R U5 PowerShell KRR M EHIBRLE T,
PowerShell KX bDEH TS 54 2 4 R MUADIEE SN/ PowerShell RX MZEHLET .

PowerShell RZ ~D#&EE  #5E S 7= PowerShell KRR FD#ERERIILET.

PowerShell 7R X DB

J—470—%%7L T, PowerShell KRR FDEMELVRR FDERH/NS A —FDERETOVES, VE—FE
7=130—H)LD PowerShell RR hADEHAZRETEET,

FlE
1 Orchestrator 4547 MIEBEELLTOIA Y LET,
2 Orchestrator 247D [V—o70-]1Ea—%2Uv I LET,

3 T—070-DEBURNT. [S4T751]-[PowerShell] - [#m] DIEICER L. [PowerShell kX kDB
ml - 7o0—I1CBHLET.

VMware, Inc. 150



VMware vRealize Orchestrator 75 54 > DfER

10

1

mR

lj_

[PowerShell kR bDBIN] V—o70—%#(H2 v oL, [V—o70—-0FK] ##IRLET,
[ZF] T+ A Ry ZRICKASDEBIEANLET,
[RAR/IPITFRE Ry ZRICKRA DT RUREAALET,

E: Kerberos B TIE. TLEH KA 2% (FGDN) DRR N 7 RLABBETT,
AT72ar) [R=bMTFXE Ry IRCKRAIDR-FEANLET,

AR— bk 5985 (HTTP). F£7=(% 5986 (HTTPS) #{FHAL £ 9.

TS04 2 DEEFLETH S PowerShell KA MDZ A T&FIRLET.

a EEJOMIINEBRULET.

F: HTTPS&ZEr/Oba/LEEARATSHE. UE— b PowerShell kR DEIEEZE A Orchestrator +
—RARTICA VR—FENET,

b FivATEZFRLET,
EE: Kerberos Bi&#FEATAICIE. WINRM B—ERXRTEMICTIHELHYET,

75454 T PowerShell KRR MADEHICERT Iy 3y E—ROYA TEBRLET,

FFar B

HELY 3>y TS0A4 IR BEORAIEREFALT. VE—F KA MIERLET. ALY a3 AD
PowerShell KRR hREHEHEIEET DV ENDHYET,

1—H¥-ZEotyrar Orchestrator 2547 hd, A4 LTWRA—Y - oRIAEREMSLET.
user@domain &\ T Orchestrator (O 4 > LT, [2—H—-Z,DtEyvi 3]
E-REFERTIVENHYET,

[Shell Da—k R=2] ROV TF T AZa -5 PowerShell TEREND T a— KDY A T&EiR
LET.

[XE]1 =0V v o LT D—4o70—-%2FFTLET,

I70-DERICKRITEND L, PowerShell RA MY [4 RN hU] Ea—ICRRENET,

PowerShell 7554 A4 X MN)DER

PowerShell 7S 54 (3., #HEEN TS PowerShell RAMDITRTOF Tz o hE[A R MJ] Ea—
[CABALET., [1 XUl Ea—Z2FRLT RAERZEMLEZY, PowerShell #7277 MMIHLTT—
70-%#RFTLAEVTEET,

TS5540DA R MUATIE, PowerShell KA MBLVZFORFy T4 AR Ry NEBRTEET,
BUE—F RANIGRFTY TAVE FRTYTAICIFav Ry NEBMTEET,
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ANV N) ATz MIERATES V-0 702K RTHICEF [V—I] - [A—F-REZE] - [1 b+
U] DIEICEEL., [ R MNUTAVTFAN AZa—%FRTD] Fzv o Ry OREBEIRLET., 73
VEMICHEB L. Orchestrator 1 XY NUTAT O NERI )y O LEEEIC, ZFOA T2 MNMIER
AEERTRTDT = 7O—PRRINET,

PowerShell R U 7 D EFT

PowerShell KX b ET, SEBRIU T NELFIHARIL RV T MERUHETT—T7O0-4RTTEET,

PowerShell R ) 7 FOREUE L

TS50 AR NIDRRANLICHDBFEEZENRAS AD PowerShell R 7 +E2R{TTHIENTEE
ER

AIREMY
m EEEHLLTOrchestrator 547> MZOJA4 L TWBZ EEHERALET,
B [ARRU] Ea—5 PowerShell IRR hADIEGHZHZ EEHRLET,

FE
1 Orchestrator 247> b [UV—270-]1Ea—%22Uv I LET,

2 J—70-0OEBYRXNT, [Z47ZY]-[PowerShelll] ®DIEICER L. [PowerShell X% 1) 7 ~DIER
HL]7—oo70—(CBELET,

3 [PowerShell RZ U7 DU L] 7—o 702Uy oL, [D—270-0ORKE] #FRLET.
4 RJVUTERTTS PowerShell KRR MEZRLET.

5 [RVUTRNITHFAIKRYIRT, 1795 PowerShell A7 U 7~ & ANEIFBUMIFLET,

6 [EFlzosUyoLT D—070-%2RTLET.

HNEBARAO U T OV L
FSG4 Y £ 2R NUDKR b LIS B9 PowerShell 2 7 & RTTEET,

7488 PowerShell R U 7~ .psl 77 A IICEENTWET, 1795 .psl 771 JLIL PowerShell 7k
ANIRETILENHY ET,

AR

m BEEHLLTOrchestrator /547 MMIRIZAYLTWB I EEHERLET.

B [AURYRU]Ea—»5 PowerShell KA MADESENH D EEHRBLET,

n ROVUTEDSRYTDETEENDH D .psl 77 AIVICT VL REDRH D LEHABLET.
FIR

1 Orchestrator 2547 D [V—o70-]1Ea2—%2Uv I LET,
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2 J—o70-0OEBURNT, [5475U]-[PowerShell] ®IEICEBIL, [HERI U T RORENHEL] 7 —
70— ICBHLET.

3 DBMBROVThORUOHL] 7—oT0—-&H0) v oL, [T—070-0DRIKR] £#RLET.

4 RUUTHERFTT S PowerShell KRR bEFRLET,

5 [®AT] THFAbL Ry IR RITTHHER .psl ROV T hDT77AINREANLET,
X pS1T7FANBTI7AIEDT IV ICA>TWEWNERIR. 77 A IVDEM/NNREANT 2HEND
WET, RoUTH XADEEICIE. REEHEFEATEET. & X $env:HOMEPATH\testl.psl @
LOICHEETELY.

6 [(BI#HITFRAIRYIRT, ROUTLDIHEANLET.
BHMEE(E PowerShell 3>V — )L TERENSHDERL T,

7 [EEIZIVYILT D—0T70-ERTLET.

T avDER

D—470—-%#R{TLT. PowerShell U 7 ~h&7=(3 PowerShell ax > Ry MIEDLK 7o a3 E4ER
TEEY, ERSNLT—OT70—F WAL T—0T7A-DELT T JAv I ELTERT S ENTE
£9.

PowerShell R U 7 5D T7 0 3 DER

J—o70—%2%TLT, $I6ELE PowerShell ROU T o7 0o a v EEMTEERT, ERLET7I a3
EERAITHBY TN D—o 70— FETERT S ZEHTEET,

ERLETO2a DRIV TNETLV—ARINGTEFERBLTHRIRAATEES, EHBLET I3 TlE 7
— 2 70—IC&>T string ¥4 DT 2703y INSGA—IWT LV —RRINY T EICEBRENES, 772
L avERTTIE. EROEET I3 NSA—FTHHELT. TV—ARINSTEBEMZIZENTEET,
B

m EEEHLLTOrchestrator 947> MZOJA4 L TWBZ EEHEALET,

B[R RU]Ea—5 PowerShell KRR MADIEG DI H B EEHRLET,

Fl&
1 Orchestrator 247> D [D—o70-]1Ea—%220Uv I LET,

2 TJ—070-DEBURXNT. [S4751]-[PowerShell] - [&r] DIBICEBI L. [PowerShell X&) 7~
MoDT o aryDER] 7—o 70— ICBELET.

3 [PowerShell RO U T o7 o a>DER] 7—o70—2H(0 )y oL, [T—070—0DR] &%
RUET,
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4 [ROUTKN]TFAMKRYIRIT, 7o arEERT S PowerShell R U 7 hEANEFBEYMIFLE
ER

F: A-—Y—-ANDOTL—RKRINFELT {#ParamName#} ZERATEET., TU—RARILIDEZA TH
string TH 554G, —E3RAFEFERALTIL—RARILIDEET 7 3V ICETHESHY ET,

RDRGVT NI ERLET 23y NIA—FERO TS NSA=F(C) 0T BHEDEHZERL T
£,

param($name={#ParamName#})
echo $name;

5 [&BAENTHFAbRY IR EHT SBT3 DREMEANLET,
6 7O AVDERKEETHIHRFOE 2 —ILEERLET,
7 U—070-ZFZERTEIDEDDERIRLET,

FFa>r REA

£} ERLET O avERTTEY LTIV D—070—&%KkLET, 707 0—-DE/RS%
D7 #IWEEBRT HLENHYET.

Er O ERLETY—70-0%0E RUELRI U T NOSBMEEEAHLTFIE. ERL
=70 a DA THEEREINET,

(RYAY 4 Y7 T—oT70—-FERSNEEA.

8 [FE]EVVUYHILT, 7—070—2RTLET,
RORTY T

ERLIET O aYEARS A T—0 70— ([CHRETEET,

PowerShell A% RLy bDT7 o 3 > DER

J—70—-%2R{TLTIRELRE PowerShell x> Ry FENTA—H Ty NDT O3V EERTEET,
Z D7 3> TlE Orchestrator @ PowerShell #EE#FRTEET, £RLET I a3 ERTTHIH T
VD=0 70— FETHERTHIEDHTEET,

PowerShell R U 7~ TPV #FERAL T S8DT—9 947 vy NEFERATEET., FATEST7—49 4
A71CIE. TUEZF 47 %47 (Integer. Boolean. Char, XU NET 7> 7 TERAJEELR ST A TR E) ©
A—Y—TF&EIA THEENE T, PowerShell v Ry FOEEICEDWNTT VL 3V EERT D88, AN
BLUHAaAT U RLy kX5 A=%(L, Orchestrator 75w c 74 —ADBYR—F T 251 TTRREINET,
PowerShell 7554 (344 7Dy EVTVEFELET, —MMNIC. TUZT47 447130555
Orchestrator ¥ 4 7IZx v 7a N, #4754 1 7L PowerShellRemotePSObject 72 & MK > TRRE N
E3

R
m EEHLLTOrchestrator 47> MOV A4 L TWBZ EEHERLET,
B[R RU]Ea—5 PowerShell IRR bADIEGH B EEHRLET,
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FIE

Orchestrator 2547 bD [7—4o70—-1Ea—%20Uv o LET,

2 J—70-0OEBYRXNT.[Z47>1]-[PowerShell] - [£8%] DIEICEREL. [PowerShell a~> kL
vy NDT7 O3 DER] V70 T7A—ICBEILET.
3 [PowerShell ax > Ry bDT7 o 3 DER] 7—o70—%H0 )y oL, [7—270—0DFIR] %2
RLUET,
4 HERLi7o a3 EERTABICETT S PowerShell av > Ry FEZERLET,
5 aOXVRLYbDNRSTA—H #y FEBIRLET,
INGA—=H Ty FOEEBN [NSA—F Ty FDEE] TFAM Ry R[CRRENET,
Fi O NGA—Y Y FDOEE] TFRAMNRYIVRARNOXEINEREL T, NTA—F £y FOEEBEELER
TBEZEEETEERA, NTA—F Y FMIEENTNWB/NSA—FEROXFES (IR TEET,
6 [BFI]TFAMNRYIRIZ, ERTHT7 I3 >DEEIEANLET,
7 T a3 OERELETIEEOES 2 —IIEFERLET,
8 TU—UTO—EEMTENEOIDLEREIRLET.,
*Tar FREA
EN ERLET O3 ERATHY TN V-0 70—645KUET, T—2 70—D%ERKE
DT FINGEBRT DBENHYET,
Er OERLAET—270-0%EF. 2T RLyY FOBEFIEEFAXFEIE, AL
=70 a3 DARTERINET,
(RYAY-3 YT T—sTO—[FERESNE A,
9 [FE]EVVUYHILT, 7—070—2RTLET.
RORTY T

ERLIET7 023 ENARS A T—0 70— ([CRETEET,

7O a EOFUCHLUBERORITEL

PowerShell 7244 > Tld. 1 D0 PowerShell 27 U 7 b EH LD SRIOEUTE LADIERE/NT A -5 &

LT
N

RITETZENTEERT, HREELLZTETICE. MAOFENELMBE—DEY a3 TITONTWSME
VET.

PowerShell 75 54 2k 5 PowerCLI O#&

VMware vSphere PowerCLlI &\ o7zt — RNX—=F 1 DR F v 71 > DiEe%E. PowerShell 7254 > CER

ERS)

CSEMTEET,
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Y—RNRX—=F A DRF v TA U HREEERT 523, PowerShell KRR S TRF v TA U HMERTAIREIC/Z > TS W
ENHUET, MEDTY I a VILRFT v TA 0 EHMADITIL AddPsSnapin 772 3 VHMRUOHTHENH Y E
9, PowerCLlI Z2ERT 323 AF v T4 > D&FTA VMware.VimAutomation.Core [ZRETI2HLENH Y F
ER

PowerShell 75454 > Tl ¥ —RN—FT 1 DRy 74 VRICERIERSINLET V2 a VIdRESNWERA, Y
—RN=F A DRFTYTAVRICT OV ayEERT 5ICE. [PowerShell av > Ry MIT 2 3 &24ER
D—470—%2R{TLET. PowerShell av > RLy bDT7 o3 v DER #8BL TSN,
com.vmware.library.powershell.converter /Xv 4o — (2L, VC:<SomeObjectType> 7 & SNt
535 PowerCLI A 72 10 MIEWRAREREARCEINT >4 7OV INEENTNET., TOHEEICLY.
vCenter Server 7554 5D 7 —o 70— PowerShell 7S5/ o honT—o70-ERY EUTES
KOICHY. 2DDTZ A VETONTA—IDZITELUDAIEEICZYET,

aAN—% DJ—o-70—

[a>N—%] J—o70— AF3VDY > FIL J—o70—%FERAL T, PowerShell 7544 > & PowerCLI
BOHEETANT DI EMTEET., #HEETANTBIZ(E. PowerShell kX b2 PowerCLI #4 > X =)L
THEIVLENHYET,

[AYN=5] TN 0—070—3. TSI TERTEHEMBEETEV AL -3 LET,

E: PowerShell 7544 >Tl4. PowerCLl & vCenter Server 7S5 454 TERTE 53— 5 A THH R
—rENTWERBA, YR=—MERHDY A LB ERLET.

Orchestrator 2547 bD [7—270-]1 Ea—TI[Z47>U]-[PowerShell] - [4>7I)L]-[a>/N—
I MEINSDT—oT7O—-IC7 VR TEET,

D—o70—% L]
PSObject 5 vCO #7217 hADZEHE PowerShellRemotePSObject % VC:<SomeObjectType> [CZE#L £,

PSObject & vCO # 72 & hOWAHAZEH:  PowerShellRemotePSObject 735 VC:<SomeObjectType> NDZEH#H, HLUEHRDLEHEIT
WET,

vCO #7214 s PSObject ADZEH# VC:<SomeObjectType> % PowerShellRemotePSObject [CZH#:L £,

7 D—o 70—

(Yo7l D—o70— h7TUICE, BEXRWNSERT —ADTANERREICT ST -0 70-DPaENTNET,

Orchestrator 2547 bD [7—270—-]1 Ea—TI[ZA47>U]-[PowerShell] - [H>7I)L] aviN—%i
5IN5DOT—07A—II TV RRRTEET,

D—o70—% BifA

AP BEADR Y T RFOHL  EHATEERR YU 7~ APIHEHBAT PowerShell R U 7 h &0 T HEERLET,
T4LOMURBDOYURMRR PowerShell KRR~ 7740 S RFLEDT A LI MVDABTE—ERRLET,
NATSARTY LTIV #®HD cmdlets £/81 TS5 4 VRITTHHEERLET.

RIB 2 > DIREDT U EZ RIE< 2 DERREENVEIET.
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PowerShell 75454 >>® APIANDT7 VX

Orchestrator @ API Explorer #{EH3 % &, PowerShell 75454 > APl DR, XU T Mean/i-E%x
THERATE% JavaScript 772 2V bDRF 2 AV MDBBERITTEET,

FlE
1 Orchestrator 247 MIEBELLTOVALET,

2 Orchestrator 547 hEEIET—o 70— KU — 7023 IT4ID[ROVTTF4 20147
»5 APl Explorer (L7 22 ALET,

m  Orchestrator 2547 b5 APl Explorer (7 27 X9 5(2(&. Orchestrator 2547 > DY
—JLIN—="T [V —JL] - [API Explorer] ®lEIZ&Z ) v & LET,

m U—070- RUD— T3V IT49D[RVVTT 4201575 APl Explorer [C7 7€
B2 EQICHD [APIDER] 20U v I LET,

3 PowerShell 7S 454 >0 API A7 0 FOERY R NERET 51213, EAO~RA > T [PowerShell] £
Ca—I)VEYTING )y I LET,
RORATY T

APl EEZMNS5O—RZ22E-LTRIZYU T MLERyY VR (CEBEUFHFDZENTEET, API ROV TTF 420D
SMIZD UV TIE. TVMware vRealize Orchestrator 12817 38R] 28BL T EE0),

PowerShell D#ER D {EH

PowerShell 7544 > APl OF 7> 1o bEERL T, Windows PowerShell iR #R S EETEET,

PowerShellInvocationResult 25 ADAY vy REFERL T, RITTBRIUTNCETIHIERERMETEXT,

BiE A

getErrors() R0 U7 ~DREFRIC PowerShell TV PV (CL>TREIND IS —DURXMERLET,
getInvocationState() RZUTRDATF—% R, AJEE/LfE(T Completed £/=(F Failed TY,

getHostOutput() PowerShell a> v —JLICRREND AU T DAL,

getResults() PowerShell T2V (Ck>TRENDF TP 0 b, RENDF TV DY A T (L

PowershellRemotePSObject TY .

PowershellRemotePSObject (£ PowerShell T iRT AT 7 DU E— FRIBTT,
PowershellRemotePSObject IZ(E XML S U ZJILMEENHEREDPEENTH Y. getXml () AV v REFUHT I &
ICKYUT7OEATEET,

PowerShell 7S5 54 VE XMLIEREZS v 7247020 8 ETIWVEREBET 213N BEOAF 7Pz~ 70
NT A NDEEBIET U ERABIRBLUET ., getRootObjectO) AV Y REF Tz b ETIADT I REREL
F9, —HRAIIC, getRootObject() * Vv RIFXRDIL—I)L&ERL T. PowerShell ¥ 4 7% Orchestrator T{&
BT&%947ICxy 7 LET,

m RENSEAT DT YIT 4 T3 PowerShell 4 7 TH D58, A 727 MMEItnT 5
Orchestrator D7 X574 Tias A4 JICRvEYTENET,
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BRENFAT O DY A TH collection THBBE. 722 M Arraylist ERRENET,
B RENEFTZP MDY A TH dictionary ThHBI5E. 7 12 ME Hashtable ERRENE T,
RE

NEAT O MDY A TH complex ThHhDIFGE., #7212 bE PSObject ERRENET,

— %897z PowerShell Z RO DR o) T DY T

JavaScript 4> 7IVEGIUERY., BURFF, BXUREET 52 & T, — &84 PowerShell ¥ X o DR oYU 7 %
SRR TEET,

RO TF 4 ZOEMICD T, [vRealize Orchestrator R EAHA Rl #2BL TS,

5l : APl 2B T®D PowerShell R U 7' b DRFT

JavaScript 2R L T. 7554 > API BT PowerShell R 1) 7 & R{TTEET.
YTV RO T NI ROT O3 ERTLET.

s PowerShell RAbDEY a3 EREET,

n RTTERIUTERELET.

n HOHLUERZHERELET.

m tyiarERCET.

var sess;
try {
//0Open session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir")

//Check for errors
if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +

result.getErrors(Q);

}

//Show result

System.log( result.getHostOutput() );
} catch (ex){

System.error (ex)
} finally {

if (sess) {

//Close session

host.closeSession( sess.getSessionId() );

}

Bl : HROER

JavaScript #{EH L T. PowerShell R U 7 rDRITHREZWMEBTHEMTEELET,
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ZOYTIVROUT ML, ROT7 23 ERTLET,

. FUOHUIREZEHERELET.
n ERPOEEMELET.

m  RemotePSObject ¥ 7AMERL £ 7.

var sess = host.openSession()
sess.addCommandFromString("dir " + directory)
var invResult = sess.invokePipeline();

//Show result

System.log( invResult.getHostOutput() );

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());
} else {

//Get PowerShellRemotePSObject
var psObject = invResult.getResults();
var directories = psObject.getRootObject();

var isList = directories instanceof Array
if ( isList ){
for (idx in directories){
var item = directories[idx];
if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

} else {
System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());

Bl : hREZLDEIRIFHREERET S
JavaScript #{ER L T. PowerShell KX hEHRH ARFEREBES D ENTEET,
var sess;
try {
sess = host.openSessionAs(userName, password);

var invResult = sess.invokeScript('$env:username');

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());
} else {
//Show result
System.log( invResult.getHostOutput() );
}

} catch (ex){
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System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}

NIV a—FTaT

PowerShell 7> 74 > DERBICHBENREE LS. STV a—Ta D NEY 7ESRBL. BEED
HNIFHEERRTEET,

Kerberos 1 X b OJ DAL

ESTIoa—T4»FDBEMT. F—EHt>s— (KDC) ¥ > T Kerberos A X b OJEZFMICT HHE
WHDIGFGENHYET,

AR

Windows LR NUENY T v TLET,

FIlg

1 F—-EHtry— (KDC) ELTHET D RAA> O bO-Z(CATA Y LET.

2 BTEHELLT VLPRMJ IFT49ERTLET,

3 [LPRMUT D42 RDUT, HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
\Kerberos\Parameters #ERL £ 7.

4 LoglLevel LR bMU F—DEMNZVBEIL. BZU Y I L THERLET.

a [NSAx—4]1%E2FHosUvoL, [#FR]-[DWORD (32 Ev k) &] DIEICEERL T, LogLevel EASIL
7.

b [IXSA—%]%ZFIRL. HEIORA T LogLevel 2572w o LT, EOT—%]1T7FXN Ry
AIC1LEANLET,

HLWERESEMCAZY ET., Windows Server 2003 LIEDISE 3BT IVEIHY FHA.

wE
System Windows 4 X~ OZ(Z, Kerberos TS— A XY MDI Y MYDEHFEEINET,
RORT YT

Kerberos 4 R~ OJ&#EHIZT 5(21E. LogLevel LR MY F—DEZEHIBRT 20, EE O ICEELET.

Kerberos ¥ — & RX—RXATH—N\DBROMH SN

Kerberos REETH —/NZEBML/IcE. ELSEBMENTWVEWES —NADBREDODSIBWNSENHY ET,
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B

H—NICEHELLD ETBHE. Kerberos T—FRXR—XTZEOY—/N\DBEDMH SR,

No valid credentials provided (Mechanism level: No valid credentials provided (Mechanism level:
Server not found in Kerberos database (7)))

[REH

ZDIZ—(F. W<DODPDOBRDBRYDPER THLEEZ DI ENTEET,
m  PowerShell KRR RS RAAL > D—ERITEEN TV,

B VILAANDRR MDY ES THBEYI TR,

s PowerShell RRA DY —ER FU L /NVEADBEL <HAHAENTIVR,

E: Kerberos fRiE(E. #EHED IP 7 RLRADBEIIHELEEA.

RRA &

Kerberos 2Rl Zf#H L T PowerShell )RR &31&8119 % (C1E. DNS F/z(d NetBIOS D#E#ikE AN LET.
Kerberos ¥7 v FZERISTE L

BORERIIBRMEIRE T AL, TS5 U4 T Kerberos 7w FOREBICKBLUET,

i

RANETS A AR JICEBMLED ETHERBL, ROIS— AvE—UNRRENET,
Pre-authentication information was invalid (24)

[RE

ORI mMIEESNTVET,

RRAE

IE[/L\HLHE|H$&-‘€$ L/—C< fCé(’\o

Kerberos AL DRFZIREDEWNICK Y KT S

Kerberos #mZEERAT ARE CRHIADRENS—BEL TWVEWNE, REICKKT 2I558BHYET.

k]

Kerberos #ER L THRR NOWEARILE/=(FU Y —RNDT7 OV RERHITTHEELBL. LTFTOIS—Aytw—
MRRENET,

Clock Skew
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RE

FOBEICHZAVE2—FDIRTABINRAAY A FA—SPZ0MOaA > E2a—Y EDBTS SLULER
1151545, Kerberos 253K LET,

BRFE
ZOEBBOL AT ABHERBLT AE0,
Kerberos Rifttwv > ay E— RPKKT S

By avEFEFI-—Y-EDtE Y 32T Kerberos REFA(FERT %154, PowerShell /RX ~Z&1BINT
BERMT B ENHYET,

Gl

HEVY I avELFI—Y LDty a3 TTZ T4 DA R M) C PowerShell RX M &EEBEIML KD
ETBHE T 70-DPRELTLUTOIS—DNRRENET,

Null realm name (601) - default realm not specified (Dynamic Script Module name :
addPowerShellHost#16)

[RE

FI7#I DL ILAD Kerberos #8774 )L krb5.conf TEEEENTHE ST, FEI—TF—ZO—ELTH
BESNTOWERA,

BRFE

T7AINEDULILLE Kerberos #8771 IV TIRET 5. Kerberos BRI ICI—Y —R(ICLIILAEEDHTL
=0,

VIVADF—EHmt oy —ICEETE/AZ0N
krb5.conf 77 A JVICARIVZANEFET D E. RRAMNEEBMTABICIS—MPRETEIENBHYET,

ik

RRANZEENT B, Kerberos F3ET yourrealm OF —fEfHmtr4— (KDC) ICEETHEMBTEEHA.
Cannot get kdc for realm YOURREALM.COM

153

krb5.conf 77 4 JL® libdefaults KU realms £o > 3 VICANIN I RIPEFEHET HRIEEMSH Y ET.

BRAE

krb5.conf 7 7 4 )L ® libdefaults LU realms €I a3V DANRILPBEL W EEFHEREL TS EE L),

VMware, Inc. 162



VMware vRealize Orchestrator 75 54 > DfER

FIAIERDUVIVADRDDS N

Kerberos #m 7 7 1 /L@ AL THWLD, ELLKIya—RanTWWEWE, Kerberos REFAHEELT S
Orchestrator J—4 70—k 52E08HY T,

Gl

Kerberos 28I TClE. T 74 DU ILAZER#BI TEEH A,
Cannot locate default realm

RE

vRealize Orchestrator Appliance [C7 v 70— R L 7= Kerberos O#m 7 7 1 )L krb5.conf A5, UNIX LI4t
DARV =T 420 DATATRESNTWET, ZOHR. 74—y bBLXVOIO-RPELLHY EHA.

BRRAE

Orchestrator Appliance T krb5.conf 7 7 /)L &&HHEB(C(E. 774 )LOFR%E UNIX. XFIZd3—T«
0% ANSI 8L UTF-8 ICERET HHENHY ET.
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Multi-Node 754> D=0 70— 475 UICIE. BBA—4 XML —3 3>, Orchestrator 1 > X4 >R
DEE', XY Orchestrator 7074 ET A DRT =TI REFTOEOHDT - T70—PEENTVET,

ZDEICE RDOEYINEENTNET,

m VRealize Orchestrator Multi-Node 75 44 > DIE
m  Multi-Node 7554 > DKk

n JOF> U—0T70-0fFRA

m  Multi-Node 755142 4 >R MNJDER

m  Multi-Node 7554 >0 APIADT IR

n INNF/ R TSI CDERSEH

vRealize Orchestrator Multi-Node 7S5 44 > OHE

Multi-Node 75 &'« (4. vRealize Orchestrator ¥ —N\EIC7SA<U /A5 UBEZREERLET., D
RE, Ny —CEBED— I T70—DRTICHILARESNET,

21 RIWVF/—R TS5540 RF—<

Primary vRealize
Orchestrator Server

Multi-Node Plug-in

Secondary vRealize Secondary vRealize Secondary vRealize
Orchestrator Server 1 Orchestrator Server 2 Orchestrator Server 3

““

TSOA4121F. BEA—4 X ML —2 3. VvRealize Orchestrator 4 > X4 > ADEME, H LU vRealize
Orchestrator 7274 ET A DRT—=IVT7 I DT =0 70—-DBEENTWET,
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Multi-Node 7S5 &4 > DERk

Multi-Node 75 74 > &3 5(C(%. Orchestrator 2547 > h&EERTIVENHYET,

Y—NEBRT—s 70—
[H—/\#E] 7—2 70— AF3UIC(E. Orchestrator ¥ —/N\DEFEZAIREICT 5T — o 7O0—DNEFEFNTNE
ER

Orchestrator 2547 bD [V—270—] Ea—T. [Z4 75 U]- [Orchestrator] - [¥y—/\#] Hh5 N
5D —070—-ICT7 VR TEET,

J—J70—% B
Orchestrator 4—/N\MEM 7554 A4 X2 ~UIZ Orchestrator —//N\ZEMLET.

Orchestrator #—/\MD#Ifx  Orchestrator ¥ —N& 75542 A R NUDSHIBRL, TOY—N\DEDHICERENZTRTOTOF %
HIRLE T,

Orchestrator 4 —/N\DOE#H FHMELZBELT. 755142 4R MUmS Orchestrator Y —NEEHLET.

Orchestrator 3—/\MiEH0

J—o70—-%RfTLT. #HL L vRealize Orchestrator Y —/\ADEHEHEILT S ENTEET,
AR SR

TS5ARUBLVENCF YD Orchestrator 5—/\DON—2 3V BRICTHEIMHE DI MERIEILET,
FlE

1 Orchestrator 7547 ~IEBELLTAIA Y LET,

2 Orchestrator 2547 +D [TV—270—-]1Ea—%&2Uv o LET,

3 DJ—70-0OEBYRXNT, [5475Y]-[Orchestrator] - [—/\#&mk] DIEICER L. [Orchestrator
Y—NOEM] T—o 70— (CHREBLET,

4 [Orchestrator ¥—/NDEM] V—2o70—-%HAo Uy oL, [T—270—-0DFR] Z:#IRLET,
5 HLWI—NOFMIBERZIEELET.
6 BEHREHFITINEDINEZEIRLET,

FTFar A

(AYAY-4 JE— ® Orchestrator 4 —/\ADEHIC, DT 42 LIzl —OREERMDERAN
£7.

(48 TRTOI-HF—HPREUCRIAEREEALT. UE— D Orchestrator ¥ —NIZ7 7R

TEEY. HEEGAORAEREREELET,

7 [EE1ZEZVUvoLT V-0 T7A-EXRTLET.
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704+ D—4s70—-0EH

JO+y U—o70—%ERTSE. A—HILD Orchestrator 4 —/N&. UE— D Orchestrator 4 —/X D
J—s70-BOBEEEETEEY,

Multi-Node 7S 454 v &#ERATSHE. UE—K D=0 70O—¢EBETHIO—AI T—0T7O0—FERTEET,
hosoOo—ha)l D—o70— & 7AOF+> - 70— ENET, O+ 77— 70— Multi-Node 7
ST DA N NIDSANNTA =S EZRELEY, 7O+ V-0 70—-42FKT35L UE—KT7—7
TO—ICHEBRIA TITIRSA—IDPEBREINET, UE—F J—0T70-DRTVBRTTEE BHNTA-FI(L
THENTTS4 < Orchestrator Y —/N+tTO—HILRIBICRY FT,

REA7O+S 7—o 70—

Bifs A 7070+ 77— 70—-Tld. VE—F T7—270—0 APl £BEI SO MDBREBENET,
ITRTOREETOFS D=0 70-DAF—TEFRELTTN. EENER0UTMNIBRBVET,

25 FHETTEERRS

‘11_

TP~k

ROV FHEETRERR D

®

BEIZ7OFS D=0 70-MPETTEDE. UE—F 7= 70-DPET L THANRNTA—FDPIREINZEICK
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