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/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o certificates.ks -w
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keytool -keystore certificates.ks —-storetype JCEKS -storepass keystore_password —certreq
—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"
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b <l%A A% &A% consoleproxy.csr ¥t ol vk o},

keytool -keystore certificates.ks —-storetype JCEKS -storepass keystore_password —-certreq
—-alias consoleproxy -file consoleproxy.csr —ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.1600.101.10"
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cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt
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openssl pkcsl2 —export -in http.crt -inkey http.key -CAfile chain.crt —-name http -passout
pass: keystore_password -out http.pfx —chain
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openssl pkcsl2 —export -in consoleproxy.crt —inkey consoleproxy.key -CAfile chain.crt —name

consoleproxy -passout pass: keystore_password -out consoleproxy.pfx —chain
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—help (-h)

——config-file (-c)

—-console-proxy-ip (-cons)

——console-proxy-port-https

——database-ssl

——database-host (-dbhost)

——database-name (-dbname)

——database-password (-dbpassword)

——database-port (-dbport)

——database-type (-dbtype)

——database-user (-dbuser)
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——enable-ceip

——uuid (-g)

——primary-ip (-ip)

——primary-port-http

——primary-port-https

——keystore (-k)

—-syslog-host (-loghost)

—-syslog-port (-logport)
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16 GB

shared_buffers = '3GB’;
effective_cache_size = '9GB";
work_mem = '8MB";
maintenance_work_mem =
"1GB;

max_worker_processes= '8";
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24 GB
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shared_buffers = '5GB';
effective_cache_size = '15GB';
work_mem = '8MB";
maintenance_work_mem =
"1GB"

max_worker_processes= "16";
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shared_buffers = '7GB';
effective_cache_size = '21GB";
work_mem = '8MB";
maintenance_work_mem =
"1GB";

max_worker_processes= '24";
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psql -c "ALTER SYSTEM set
effective_cache_size = "9GB';"

psql -c "ALTER SYSTEM set work_mem = '8MB';"
psql —c "ALTER SYSTEM set
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psql -c "ALTER SYSTEM set
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psql -c "ALTER SYSTEM set
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psql -c "ALTER SYSTEM set
maintenance_work_mem = '1GB';"
psql —-c "ALTER SYSTEM set
max_worker_processes= '16"';"

o] g psql —-c "ALTER SYSTEM set shared_buffers =
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psql -c "ALTER SYSTEM set
effective_cache_size = '21GB';"
psql -c "ALTER SYSTEM set work_mem = '8MB';"
psql -c "ALTER SYSTEM set
maintenance_work_mem = '1GB';"
psql -c "ALTER SYSTEM set
max_worker_processes= '24';
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systemctl restart vpostgres
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psql —c "ALTER SYSTEM set effective_cache_size = 'effective_cache_size value';
psql —c "ALTER SYSTEM set work_mem = '8MB';"
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v EyAlE Abgh) e 2 A B o of g et
o:

172.16.100.253 172.16.100/19,
172.16.200.253.

Ae) ALeke] Y v ethl ¢ E o o] el o &
AR ARG A3 s AR A
FFolofof ek H R A Ale] =4
o] 9] |P 42} CIDR(Classless Inter-
Domain Routing) Yl =% 2 7F 4 (A FAH/
vl EY(ALE] Abehy o & 4] = of of g e
o:

172.16.100.253 172.16.100/19,
172.16.200.253.
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-4 zx A
——deploymentOption primary-small,primary-large, standby—  ®} Z &}l A7 38 2 =279 o}
small, standby-large =+ cell 71 ¥ g 7] AA 27 E 3 =
e A Re] ARG, A B 2

primary-small+ RAM®] 12GB°] 3.
vCPU7} 2712l 7¢-# % vCloud
Director A1 5 <] 3 wlA 744
o & w23 et 71 Ao v kE )
o] B ¥l o] 224= vCloud Director =l ©]
eju o]~ A E ] e, ol o B w] o] 2~
o] 5 vcloud®] 2 d o] ¥ vl o] = AL
A} veloud§) vt

B primary-largei= RAM©¢] 24GB°] i
vCPU7} 47l %A % vCloud
Director A1 5-¢] A wlA 74 <
o & w2 e, 7] Aol W ol
o] ¥ ]| o] 2+ vCloud Director ©ll ©]
efu o] ~ 2 A 5] e, ] o] B w o] &
o] F-& vcloudo] i H o] B W] o] 2~ AR-&-
Zk+= veloud$d H of.

B standby-small+ RAM©] 12GBe] i
vCPU7Z}F 27 ¢l 7] & ] o] el o] 2~
27kEA4 A4 o] 9= vCloud
Director A1 ¥ 5 ¢] 5 A} Al =
A A o ® wf 3 ek e 7] Ao
W vl o] Euo] 2 H A = Eof 4]
7] dlo] gl w] o] 2 E ARE-The] A H
et

B standby-larget RAM©¢| 24GBe] 3L
VCPUZF 4718l A & d] o] gl o] 2~
a7kE4 A4 o] 9+ vCloud
Director A1 5 <] 5 #lA v Al =2
A A o w2 3 ek o 7] Ao
w7l o] Hel o] 2= oA B A
7] 2wl o] gl o] 25 ARg-3he] A H
v o},

m  cell® RAM®¢] 8GBe|iL vCPUZ} 271

9] 4% vCloud Director A% 1%

o F4& Ao & v 23 vt vCD
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

to
203

——powerOn

7]¥- vCloud Director X & v X 3}= & 2] o

path_to_ova

A+

5 v ek vCD o £ 2

Aol 4l Ao] 7] v]o] el wl o] o] <
]

%2 vCloud Director A ¥ 15¢| 7] &
Az 7] AL 5k 2] of of g e},
o] Bl o] & HA F2] 28 = 7] -4 A1

Aok el 7 A 27 2 T4 5 A} 7] o

A e A7) A 22 A E s
e,

W Fol e AL 2% AL+ 9
syt

A E ol AhAk Al awl SIS A e

=9 VMware OVF Tool % &5 A3 3}7] Aol vcloudapp.varoot-passwordVMware_vCloud_Director,

vcloudconf.db_pwdvVMware_vCloud_Director

ol
=

A AALe] A ok s b e

ovftool \
—-noSSLVerify \
——acceptAllEulas \

——datastore="datastore6' \
——allowAllExtraConfig \
——net:"eth® Network"="My_UI_API_Network" \

——net:"ethl Network"="My_Internal_DB_Services_Network" \

——name=MyAppliance
——diskMode=thin \

——prop:"vami
——prop:"vami.
——prop:"vami.
——prop:"vami
——prop:"vami.
——prop:"vami.
——prop:"vami
——prop:"vami.
——prop:

——prop:

——prop:

——prop:

——prop:
——prop:"vcloudconf.
——prop:"vcloudconf.
——prop:"vcloudconf.
——prop:"vcloudconf.
——prop:"vcloudconf.
——prop:"vcloudconf.
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.domain.VMware_vCloud_Director
gateway.VMware_vCloud_Director"="10.0.0.1" \
netmask®.VMware_vCloud_Director"="255.255.0.0" \
.netmaskl.VMware_vCloud_Director"="255.255.224.0" \
searchpath.VMware_vCloud_Director"=

\

"vcloudapp.ntp-server.VMware_vCloud_Director"=

db_pwd.VMware_vCloud_Director"=
admin_email.VMware_vCloud_Director
admin_fname.VMware_vCloud_Director

admin_pwd.VMware_vCloud_Director"=
admin_uname.VMware_vCloud_Director

.ip0.VMware_vCloud_Director"="10.0.0.142" \
ipl.VMware_vCloud_Director"="172.18.41.24" \
DNS.VMware_vCloud_Director"="10.0.0.2" \

"vcloudapp.varoot-password.VMware_vCloud_Director

="mycompany.com" \

eng.mycompany.com" \
"vcloudapp.enable_ssh.VMware_vCloud_Director"="False" \

vcloudconf.admin_pwd.VMware_vCloud_Director S+ 2 &

"vcloudapp.expire_root_password.VMware_vCloud_Director"="True" \
"vcloudapp.nfs_mount.VMware_vCloud_Director"="10.0.0.96:/data/transfer" \
time.mycompany.com"™ \
place-secure-password-here" \
place-secure-password-here" \

admin@mycompany.com" \

vcdadmin' \

place-secure-password-here" \

administrator" \
inst_id.VMware_vCloud_Director"="59" \
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

——prop:"vcloudconf.sys_name.VMware_vCloud_Director"="MyAppliance" \
——deploymentOption="primary-small" \

——powerOn "/MyPath/VNMware_vCloud_Director-version_number_OVF10.ova" \

vi://vc_user_name: vc_password@vc_hostname_or_ip_address/vc_dataceter_name/host/vc_cluster_name

t 7] vCloud Director 2| & vl £3}i= 2] o

9 VMware OVF Tool % &5 A3 3}7] Aol vcloudapp.varoot-password.VMware_vCloud_Director

o
= =
&% AGA A4 kA grz R whE e

ovftool \

——noSSLVerify \

——acceptAllEulas \

——datastore="datastore6' \

——allowAllExtraConfig \

——net:"ethO® Network"="My_UI_API_Network" \

——net:"ethl Network"="My_Internal_DB_Services_Network" \
——name=MySecondAppliance \

——diskMode=thin \

——prop:"vami.ip@®.VMware_vCloud_Director"="10.0.0.143" \
——prop:"vami.ipl.VMware_vCloud_Director"="172.18.41.25" \
——prop:"vami.DNS.VMware_vCloud_Director"="10.0.0.2" \
——prop:"vami.domain.VMware_vCloud_Director"="mycompany.com" \
——prop:"vami.gateway.VMware_vCloud_Director"="10.0.0.1" \
——prop:"vami.netmask0.VMware_vCloud_Director"="255.255.0.0" \
——prop:"vami.netmaskl.VMware_vCloud_Director"="255.255.224.0" \
——prop:"vami.searchpath.VMware_vCloud_Director"="eng.mycompany.com" \
——prop:"vcloudapp.enable_ssh.VMware_vCloud_Director"="False" \
——prop:"vcloudapp.expire_root_password.VMware_vCloud_Director"="True" \
——prop:"vcloudapp.nfs_mount.VMware_vCloud_Director"="10.0.0.96:/data/transfer" \
——prop:"vcloudapp.ntp-server.VMware_vCloud_Director"="time.mycompany.com" \

——prop:"vcloudapp.varoot-password.VMware_vCloud_Director"="place-secure-password-here" \
——prop:"vcloudconf.sys_name.VMware_vCloud_Director"="MySecondAppliance" \
——deploymentOption="standby-small" \

——powerOn "/MyPath/NMware_vCloud_Director-version_number_OVF10.ova" \

vi://vc_user_name: vc_passworddvc_hostname_or_ip_address/vc_dataceter_name/host/vc_cluster_name
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vCloud Director =] SSL ¢1=4] A
A a7

vademam%ﬂ%s&%N%ﬂﬁ%ﬂ@ﬁE%HHZH%%@E%%%N%147H@bw
Director A = HTTPS & 3 £& Z54] SAl& o2 A2 i

olefd BAE WEYIPFLAY F A AR 2 LES A} CEA
shek 34k SSL L5 A7 A e Gk A Bl 4 IS A (Al L ETLE QISA)E ARG
S5 e

B HTTPS ¥ ZF Z 54 BA1S 98l A E epd =712 ol 545 AFE4-3F99 vCloud Director 7HA] vl

m CA A5 SSL 9l 545 WA sk vCloud Director #FA 2 7} A 2 7]
m gl 7] 2 CA A9 5l SSL ¢l 54 & vCloud Director A & 7}A 2.7]
n AA A ) 3E PostgreSQL 2 vCloud Director %A 2ke] Ul 9l F-4] LA

m  vCloud Director %A 9l %54 74 Al

HTTPS X & 54 FAlS A8 A E L =rt= RIS s
A}-2-3}o] vCloud Director X Bl 3£

A shed =71 E Q15 A% A148le] vCloud Director 24 £ Wl £8 & g%l eh o2& 254 % A
I [}

| I
1S4l sl muel o] 59 3k =ellqlel A& o Alg glo] mad o 5o

&35l ol

7127 © & vCloud Director %A & v £ u] vCloud Director+= #HA| A1 ¥ ¢l 54 & A 8faL o] &
Abg-sle]l HTTPS ¥ &% = 5 4] F A& 98 vCloud Director A& 74 3hv o,

71 E A ATz w2, A 4 =27} responses.properties I} 2 S 7| AA o A F5
NFS & A4 Av] = ~% 2 x| (/opt/vmware/vcloud-director/data/transfer)® E-AF gk o}, o]
vCloud Director Al ¥ 5ol vl 25 ot & A = o] std & AL&ete] Alg o2 74 5] o
responses.properties ¥} 4 oll= SSL ol 54 7] A4l vigt 4 Z7F 23h=E o] gl o o] AAFao|

= A5 AAE AA A1 el 5 4] user.keystore.path7F 3 Uk 7|2 A 02 o] A2 & 7k A A 9
7] A7da shdol g 24 7 2},
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2 A 3 A5 A5 A&l =5 A ?‘* & syt AE AT E 7] AR
a5 AAdet= ol A3 AAIRE &2 CA A El SSL sl5A & A4 skaL vCloud Director 44 & 7}
A7) gag x4 Al
7] ¥ vCloud Director A of| 4] Ab-&&t= A 5 el F5 471 ofd =7 Aulg o154l 75 e ol 54
< vCloud Director ¥ 59 of& & AA (<l: vl 7] A 2 vCloud Director ol Z2] Al o] A Ayl &L
T F AT HTTPS ¥ 25 Z 54 541 fla A ofd=te ol 545 &3 AR w25 AL
bl A H fd=7t= SSL el FAH 2 FoF S FAE F sy ok
AR 8 AV
n HTTPS 8l 2 254 WA 2o def] Add opd =7bE SSL 1S4 & 23eh= 7] A4+ 7

2 7 (/opt/vmware/vcloud-director/certificates.ks)ol A AF-&& 4= Ql=%] ol g o},
7 AEEE CAAEE A IS 7P L CA AR SSL el 54 = A4 8kaL vCloud

3 A
Director A & 7}x 2. 7] 9] W88 Az 34 4] £

ZEA el 7] 9F CA A E <l
vCloud Director 74 & 7} A

|
Lo qﬂ
N
<l
-
C
S
©
=

7] AR W] Fel W7k el kB b 7l ARae] hmet A s=A el 7] A e
2 AAS ET o AE s = 27 FE mof dA ok ot o & &

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http_or_consoleproxy —keystore /opt/
vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-password

N

1 A (/opt/

ol
e
do

1 A AuE Qs A7 2385 A certificates.ks LS 7|2 AA o 4] A%
vmware/vcloud-director/data/transfer/) = S-AFghy o},

2 7 AAa gt A 9 25 A W3S veloud = W G o

chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks

4 71 AANA HEE Adeto] A= E A <154 E vCloud Director gl &~®l =2 714 -1 o,

=3l A% -2 responses.properties ¥} S gful ol =t A% w2 7] AL )

o
ol & 712] 7] =% user.keystore.path <5 44 g o},

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/vmware/
vcloud-director/data/transfer/certificates.ks —--keystore-password root-password
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service vmware-vcd restart
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CA 4™ % SSL ¢1=4 & A A 35la vCloud Director FX 2 7}4

CA(RlS 713yl Al A wd gk el 54 & AAeka 7bA & SSL g4l el 23 4-552] Al & Al ¥t =

7} vCloud Director A ®of| 1= Zefolad B} A w] 7ke] B4l Hoks $lal] T 72| SSL el 541 7} 8 8¢
t}. 7t vCloud Director A1¥ = HTTPSE 2 &% Z 54 BAl S22 A& o} & F 714 SSL ¥4 & <
&l oF g o},

vCloud Director Aol 4] o]2]3l F EAL 53U P F4& 5 T4E o| 28 FFoAut L=+ F 7
o aLrEk X E, 5 HTTPSl = 443, &5 Z54] EAloll = 8443= A vh A 7he} 218k SSL <l
A7} 9lef of 3“44 oAl & 5o o Ets QT E ALEete] F B A FU A TAE AT 5 35
Y o,

F A o 9l F A= X500 LF o] B3 X.509 FA thA o] & 2Afo] EEE o oF g}
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=2 ¥ X A vCloud Director & & 7] =27]7} 20484 E ¢l #}A] A w = gl 545 QA3 of, A A3
71 2715 Agetr] Aol AA 9 ®aol & ALghs FH 7ball oF gy 1,0248] E X o} 22 7] Z7] & NIST
Special Publication 800-131A¢l e} o] o] Ak x| ] 5] & ¢ksr1] o}

o] AAfol| A AbE-= = 7] A A4 oF T = root A AF 9h o] AL o] A2 root_passwdE FA]F ] o},
A T AL

keytool ™ & & < #] g1t} keytools AF&3Fo] CA 414 ® SSL ¢l %45 vCloud Director %A 2 714
1tk vCloud Director+ keytool9] A5 /opt/vmware/vcloud—director/jre/bin/keytoolel
ul] X gh] o},

1 root® A A ¥+ SSHE %4l vCloud Director A Z<rol] 2191 g o},
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

2 37 8 Aol vt o g 54 5 oshu s AR gy ek
vCloud Director 7 # & ¥ 223} vCloud Director7} HTTPS A u] 2~ Bl 24 3 = 1] x| u] ~of o
7] 2717} 2048v] E¢l AHA A H ol F5AHE AHeoE A o
B CAQIS 713hE B vl 2 A A H el 5 Aol A etednd chA 5ebA = v 5 o},

n T 7] 2o o] AR AR FAlol 23HE Al lSAE A st 1A 35 E Al

il ol

.L

3 & Agsle] 7] E certificates.ks 34 S Wl gk o},

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original

tjo

4 WHEe Agele] HTTPS vl 8l 2% 254 Au] 2o B @ 27

SE

Nl 71 45 A g e

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/vcloud-
director/certificates.ks —-w root_passwd

HEl e A Ag 9k % certificates.ksell 7] AR aE AASIAY el o] Eqf ol 54 = 4
o] 7| 2 3kE AFEslo] ubEol Al Ut 7 o] DNS FAloll whe} g Ak CN(LHb o] 5)2 7F A 8] A9
IP 4 =% FODNe & A gt gl 54 & 7] 2048V E 7] Ao] & Ab&3sla, ubE A 14 Fo
sty

%2 vCloud Director %A 9] 74 Algte & ol&l ol 5 A 7] A4l vl /opt/vmware/vcloud-
director/certificates.ks $1 % & AF-&al oF g o},

F3 A FEGEE
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A s @ AL o
5 HTTPS Muja ¥ & Z 54 ]z o gk CSR(el 541 A 845 A4 o

%2 vCloud Director A= HTTPS A u] o} 24 2 5 4] Au] 2 2pof el &
S2E o]l 5& Fi ek whebA] CSR A4 B2 SANTA| H A o] &) 2 gl 4ol
DNS H IP5 & el of g e,

Q
-0
ol
R
2
2
ko
ol

< http.csr el w51 o}

keytool -keystore certificates.ks —storetype JCEKS —storepass root_passw <= d —certreq
—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b <54 A% 2A% consoleproxy.csr ¥} ol vk o},

keytool -keystore certificates.ks —storetype JCEKS —storepass root_passw <= d —certreq
—alias consoleproxy -file consoleproxy.csr —ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

ol 5 713ke] ) A 85 A A2 S S F8t= 79 Jakarta TomcatS AF&-3h o},
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

7 CA~%

)

w5l 54, CA FE 154 2 57 el 54 & vCloud Director A ol H-AFgh ] o,
8 WS Aygste] A olF5AE JCEKS 7] AFAZE 7FA 5 e
a CA@l% 7139 FE el5 4% root.cer 3tY el A certificates.ks 7] A 74 U & 7FA

e,

keytool —import -storetype JCEKS —-storepass root_passw <= d -keystore /opt/vmware/vcloud-
director/certificates.ks -alias root -file root_certificate_file

&l

Zk <l

PSECAS

o
of¥

v}l & "2 71 % intermediate.cer Yol A certificates.ks 7] A A4 vd =

- Om

A
c}.

N
-

keytool -import -storetype JCEKS —-storepass root_passw < d -keystore /opt/vmware/vcloud-
director/certificates.ks -alias intermediate -file intermediate_certificate_file

¢ HTTPS Avl~ el 5 A5 74 5 o

keytool —import —storetype JCEKS —storepass root_passw -+ d -keystore /opt/vmware/vcloud—
director/certificates.ks -alias http -file Attp_certificate_file

d #% 24 Aus AFAE b Sk

keytool —import —storetype JCEKS —storepass root_passw *+= d -keystore /opt/vmware/vcloud—
director/certificates.ks -alias consoleproxy -file console_proxy_certificate_file

ol g W& certificates.ks I} & A= g 54 CA A ol 54 WA oE o)
9 TAE IMASEA Folelew HEl s Agete] 7] A4 stdo] A EE d g}

keytool -storetype JCEKS -storepass root_passw *+ d —-keystore /opt/vmware/vcloud-director/
certificates.ks -list

10 4 &S A3 sle] <1545 vCloud Director ¢l~8 ~2 7}A g o},

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/vmware/

vcloud-director/certificates.ks ——keystore-password root_passw -+ d
11 A= A elF5AE A838kedw vCloud Director %Al ofl 4 vmware-ved 48] =5 t}A] A] A gk e,

service vmware-vcd restart
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s W23 PostgreSQL Hl o] ] o] = 2 vCloud Director %A 2] AF-g-x} ¢l €] o o] 2] 9l 54 A
off o g ApAl & W2 x}A] A= W 5E PostgreSQL % vCloud Director %A 2] Ul gl %54 aL
A gEE Az AL
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AA el 71 2 CA A= S5 4] Ztd o] 9l 7% vCloud Director 7 ol 7] A AL =
HTTPSet &5 Z 54 Au] s 2o tigk ol 54 2 Aol 715 71AE 7] A4 spd & A oF g
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0))
-
-0,
N
>,

AR 27 AV

m  keytool & E& <A gt} keytool = AF&3Fe] CA 47 = SSL ¢l 54 & vCloud Director %A &
7} A - v}, vCloud Director+= keytool<] A5 /opt/vmware/vcloud-director/jre/bin/
keytoolel ¥l & 3]},

. TS A], FE CARISA, CAARE HTTPS Avl = 9o & = 54] Au] sl 7] B Q1S4 &
A

1 rootZ A% ¥+ SSHE %4l vCloud Director #+A] Z%&of 2291 g o},

2 F7helFA e A HE e At FE CAAY ITAE T2 5 A 9 Adtsla o154 A
Q& A4 g
cat intermediate-certificate-file-1.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt
3 OpenSSL= AH-&3ke] ]l 7], 154 Al 2 aie WA o= HTTPSS 2 54 A{u]2= 5of of
3 52 PRCS12 7] A4 519 A ko 2 7] A4 ool G a2 g A4 G

a HTTPS A vl 2ol st 7] A4 spd & A4 o

openssl pkcsl2 —export -in http.crt -inkey http.key -CAfile chain.crt —-name http -passout
pass: keystore_password -out http.pfx —chain

b & ZH5A Aulzel 3t 7] AL shd & A o

openssl pkcsl2 —export -in consoleproxy.crt —inkey consoleproxy.key -CAfile chain.crt —name

consoleproxy -passout pass: keystore_password —out consoleproxy.pfx —chain
4 s Agsle] 71E certificates.ks IS gl gk o},

cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

5 keytool W7 & AF&3led PKCS12 7] A1 45 JCEKS 7] A4 E 7FA 5 o}

a HTTPS A u] 2ol gt PKCS12 7] A 745 7FA f ] et
keytool —importkeystore —deststorepass keystore_password —destkeystore /opt/vmware/vcloud-

director/certificates.ks —-deststoretype JCEKS -srckeystore http.pfx —srcstoretype PKCS12
—-srcstorepass keystore_password

b && Z 54 Au]zo Hig PKCS12 7] A 45 7 5 o
keytool —importkeystore —deststorepass keystore_password —destkeystore /opt/vmware/vcloud-

director/certificates.ks —deststoretype JCEKS -srckeystore consoleproxy.pfx —-srcstoretype
PKCS12 -srcstorepass keystore_password

6 AEA AL AFREA FeA et

keytool -storetype JCEKS -storepass keystore_password -keystore /opt/vmware/vcloud-director/

certificates.ks —1list
7 WeS Agete] Al 91354 E vCloud Director 9l ~El A& 7FA §-1] o}

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/vmware/
vcloud-director/certificates.ks —-keystore-password keystore_password

8 CA A4 = alF 45 A g3t vCloud Director A ol 4 vmware-ved Al ¥] =5 thA] A] 2k gk o},

service vmware-vcd restart
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a vCloud Director &#] &%l root® = A =28l A} SSH Fefo|d EF AF&-ehe] & 19l g

ct.

b st=dHx=a 27 24 WA AHS OSell A&-ateid v s A

echo 1 > /sys/class/scsi_device/2\:0\:2\:0/device/rescan

Y
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pvresize /dev/sdc
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lvresize /dev/database_vg/vpostgres /dev/sdc
fo(AE A e W Agsed 4 eld 2F 2% 2
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vCloud Director 4] 9| A PostgreSQL 4 4

PostgreSQL ALTER SYSTEM % 2 & A}-%-3}o] vCloud Director % # PostgreSQL T4 & 7 & 4 <

Yo,

ALTER SYSTEM " &2 w7l w4 A7 o] 7 A&5 postgresql.auto.conf 3} ol 7] 53w, o] 71
PostgreSQL %713} %ol postgresql.conf ¥} o} A3 of, ¥ A A2 PostgreSQL A vl ~&
thA] A #bel] oF f A ub thE A AL FA w2 A = e ofA] A Abe A 8 ot gl o Al E Sl = W

Wl &o] A 5] A ke = postgresql.conf I} -5 W7 &} A] m}A] 4] &
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1 71% A 2] OSell root® AA Zclel Ak SSH Feteld 5 Agste] gl g ot
2 A¥AE postgres® W 7 &t}
sudo -i -u postgres
3 PostgreSQL ALTER SYSTEM = & & A-&-slof wf A 45 w7 ¢ e},

psql —c "ALTER SYSTEM set parameter='value';"

4 w7 = 2 A el ol el 2hA 38 HEE-gh o
5 H#HAsH = Wi Hag 5 57 PostgreSQL A vl 25 thA] A #Hel oF ska= 7 §- vpostgres = & A
25 ohA] A A o

systemctl restart vpostgres
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A= 7% postgresql.auto.conf 345 o 7] AFA of HA}
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scp /var/vmware/vpostgres/current/pgdata/postgresql.auto.conf postgres@<standby-node-
address>:/var/vmware/vpostgres/current/pgdata/

b H4= postgresql.auto.conf ¥} <] = 7H W<
== oA vpostgres L ZA| A~ E thA] A #Hg ] e}
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systemctl restart vpostgres
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

2 A&AE postgres® W7 g o}
sudo -1 -u postgres
3 Y29 dAE Sl

m  repmgr cluster matrix 3 -& F2 2~ 7 = =04 repmgr cluster show ™ &5 A g sl
CET R PR MR

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf
cluster matrix

o ol A s 2213 22 27 AF Foli == 3] o E ek A d 2 shvbe] A u]eof s
et o] Aol A ofgubf= AA S HaEG AE R
A wlA o) Al gue? 7T R AU 25 30] thE o] ofgul= el Ao wigk A u o)

#l7] g vl o

Name| Id | 1] 2 | 3

>

o
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N
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Nk
~

m  repmgr cluster crosscheck W& 7t == &3 7t A4 & m A galelo] FejaE ol Aol vt

o e e E A3 4 g

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf
cluster crosscheck

ot odloll A repmgr cluster crosscheck W& & A dt= == F{E W ER A A AH FH
g wne 2en Ygetn wn gt wah BaL FAGh ol Al AL 2E wmoh A
FobA s e 9 S5 308 ok A bl o) AAG I oA vl
A2 st Ade] et A7 2212 2= 328 A& AST 4 gl
Name| Id | 1| 2 | 3
node 1 | 1| * | * |
node 2 | 2| * | * |
node 3 | 3| * | *| *
theroll e 24
ol euel 2 ey e aeel A AA QA AHE Baed 4 xsolA Bhg dei e Agan A

o]~ 317
THE W e
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Replication Manager Tool Suite & PostgreSQL 213 Bl n]d & AL-&dlo] dlo] gulo] A~ 17184 &
HaEol A A s B el s geld F ek
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1 ZezdelA] Ad 52l ==2] 0Soll root® Z28l8kA v SSHE Fal] =293 et

2 A8AE postgres® 7 g o},
sudo -1 -u postgres
3 Lo EaA AegE el

=

/opt/vmware/vpostgres/current/bin/repmgr —f /opt/vmware/vpostgres/current/etc/repmgr.conf node
status

Al2~®] 282 == PostgreSQL W Aol o gk AR 2 Ea] A4 A8 E 2] F-gh o

F

oli

4 (A9 A AAg AL E el PostgreSQL Wl 2Hd Hm| & ARgshe] o] B el E gl

PostgreSQL 3+ He e o7 = o] A8 22 el Esh /¥ w e v 2ase 5 A A
A of ol AR ARE AFT F DG

a psql Heldol o143 o},

=N
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/opt/vmware/vpostgres/current/bin/psql

o HeEdelE Bgan A2l AE A7l DA HEe set \w BE Ao
c xxo o] we} HA A 25 A}

4 Kige

718 =X Fg APl /opt/vmware/vpostgres/current/bin/psql

7] =oA HelE Afdr). select * from pg_stat_wal_receiver;

Holg o] a8 S8 9] H 2l
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vCloud Director A ], 74 2 ¢ 28e] =

2 AEAHE postgres® W7 g e

sudo -1 -u postgres

3 FElzHe AuE Sl
HEEY o= dA 712 ==7F 245 o

/opt/vmware/vpostgres/current/bin/repmgr cluster show

TE Sl FelaH AWV AR Y ths ollell A= SRl aH Y 7 2agl 2= 3 A
@l ot
ID | Name | Role | Status | Upstream | Location | Connection string
Node 1 | Node name | standby | running | Node 3 name| default | host=host IP address
user=repmgr dbname=repmgr
Node 2 | Node name | standby | running | Node 3 name| default | host=host IP address

user=repmgr dbname=repmgr
Node 3 | Node name | primary | ? unreachable |
user=repmgr dbname=repmgr

ohi Al =R E ol ol A

e 3L

H g o A el

| default | host=host IP address

el aE g 7R

e = ¢

ID | Name | Role | Status | Upstream | Location| Connection string
Node 1 | Node name | standby | running | Node3 name| default | host=host IP address user=repmgr
dbname=repmgr
Node 2 | Node name | standby | running | Node3 name| default | host=host IP address user=repmgr

dbname=repmgr

Node 3 | Node name | primary | *running |

dbname=repmgr
2% gelg

/opt/vmware/vpostgres/current/bin/repmgr

event
Az FEo] FelaE e A4, BA W 5F o=}

el S 2

7% =) ot AR
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&

il

9 7] =9 et 4D

Fol ok ™ Al A g e

4
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s
T

S
e
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| default |
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host=host IP address user=repmgr

-f /opt/vmware/vpostgres/current/etc/repmgr.conf cluster
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3. PostgreSQL A v] A~ 7F Al g



vCloud Director A |, -4 2 ¢ el e] = 7ol =

748 Fel B ol A T ekl AR HE ol VR = E
74

T 2E 7L 2=t A FEE A VR 2R SAAA o oA 22kl Abe) o) E
repmgr o] Bl o] -4 A o] Z el g o}, = A gk a2 repmgr cluster show " & & AF-&-3sle] 7HA|

@ 4 g

o A: o] A 7]E =0 A repmgr cluster show 2! Y

T
o A= o}l &etgl Abel 7} 5 & o]l A 718 == o)l A repmgr cluster show ™ &5 A g ebul o}

oh5 of] ol A
e Al zE) o] WA o}
ID | Name | Role | Status | Upstream | Location | Connection string
Node 1 | == 1 ©/5| standby |!running as primary|== 3 ¢/#| default | host=22E [P =

user=repmgr dbname=repmgr
Node 2 | =E 2 9/F| standby | running | == 3 ¢/F| default | host=8=E IP +4£
user=repmgr dbname=repmgr
Node 3 | == 3 ¢/5F| primary | * running | | default | host=2=E IP 74
user=repmgr dbname=repmgr

WARNING: following issues were detected

— node 1(ID: Node 1) is registered as standby but running as primary

repmgr cluster show ©
7} Ze] 2 el 4 A

e},

48 A, 7] ==2] A7} lrunning as primary
A |

°]
ol&l Afell= o] A 7| =28 FEIAL 55

oi){ oL

o Al: A 7] == X repmgr cluster show 2! &}

thg dlof| A= Al 712 = Eofl A repmgr cluster show % &S A slml ch53F & A AaH] 8 o] WAl
& ot
ID | Name | Role | Status | Upstream | Location | Connection string
Node 1 |=E 1 ¢/&| primary | * running | | default | host=2=E IP 4 user=repmgr

dbname=repmgr

Node 2 |=E 2 ¢/&| standby | running | == 1 ¢/F | default | host=24E IP 54 user=repmgr
dbname=repmgr

Node 3 | == 3 ¢/&| primary | ! running | | default | host=2-=E IP 74 user=repmgr
dbname=repmgr

WARNING: following issues were detected

— node 3(ID: Node 3) 1is running but the repmgr node record is inactive

o] 7% repmgr Hl ol B 7} stp U vf = o] A Fola A V)L =SS A gelAl vEb v e oA
71 2=l 2= 3 Agk Fof el A A= " =22 repmgr Hl o] B 7F A 2HelA] ek o vhEbs Y el
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2 2 repmgr cluster show % 3j

b el A 7% e ot A Fej s 4 s

=
standby promote " 7 = Ab-&olo] E o' St tf 7] =5 S A YA RE e A
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repmgr standby follows A g3} x

Al 7] =X o A repmgr cluster sho
Al 718 =gl 2 2ol ty] &
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ID | Name | Role | Status | Upstream

=

0L g

| ] standby follows A& 35}+] ka1

|Location | Connection string

Node 1 | == 1 ¢/F| primary | * running |
dbname=repmgr

Node 2 |=E 2 ¢/F| primary | ! running |
dbname=repmgr

Node 3 |X=Z= 3 ¢/&| standby | running |=Z= I ¢/ | default | host=22E

dbname=repmgr
WARNING: following issues were detected

7] ==

ol 4 repmgr Hl°] & = 4 57 T repmgr
| 7] o] =

| default | host=2-<E IP 4 user=repmgr

| default | host=E-<E IP 4 user=repmgr

— node 1(ID: Node 1) 1is running but the repmgr node record is inactive

IP 4 user=repmgr

Z=
o

= repmgr ©l o] B & ER A =L

o] A 7] % 2 Eql == 15} oA /| ¥ = chgo] Qi ] mE¢l k= 32 F £ 34 2 repmgr ©l |
B 5 Al
ID | Name | Role | Status | Upstream |Location | Connection string
Node 1 |_h = 1 ¢/F| primary |  * running | | default | host=%=E IP =
user=repmgr dbname=repmgr
Node 2 |==Z 2 ¢/| standby |! running as primary |:=Z 1 ¢/F| default | host=22E JP 7%
user=repmgr dbname=repmgr
Node 3 |=E 3 9/&| standby | running | == 1 ¢/&| default | host=84E IP 74
user=repmgr dbname=repmgr
WARNING: following issues were detected
— node 2(ID: Node 2) 1is registered as standby but running as primary
o #|: o) 7] ==l A repmgr cluster show 2!}
A )8 B o] 9k 7] mmol A Wele Adehe W) 7] e del sl Fg A &3
repmgr Hl o] Bl 2 A] 28] &3 o] A 5 e
o)A 712w Thgo] Yt o7 mmol A WHg Adehal oA A s deE e} Bad ¥4 2
repmgr Hl ] Bl 2 Al =8l ZH o] A ] e

VMware, Inc.

91



ERROR: An old primary is running in the repmgr cluster.
ERROR: Manual intervention is required to repair the repmgr cluster.
ERROR: The first step should be to shutdown and unregister the old primary.
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3 (A9 A ——dry—run A 3} A B &

/opt/vmware/vpostgres/current/bin/repmgr standby switchover -f /opt/vmware/vpostgres/current/etc/
repmgr.conf —-siblings—-follow —-dry-run

4 7% A o7 Al 4L AR e

/opt/vmware/vpostgres/current/bin/repmgr standby switchover -f /opt/vmware/vpostgres/current/etc/
repmgr.conf —-siblings-follow

kel 8 g 49l

1 reconfigure-database % % & 4 3 3}e] = £ vCloud Director A <] o] Eue]x P F45 4d
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1 ZFH g A 59l ==9] 0Sell root® 19l A Y SSHE 5-all ol 4 g v
2 A&AE postgres® w7 g}

sudo —i -u postgres
3 APAY AAT Fgls 22 T5S AP h

/opt/vmware/vpostgres/current/bin/repmgr standby unregister —-f /opt/vmware/vpostgres/current/etc/
repmgr.conf —-node-id=1ID

o &55 Fl4etH repmgr HlERE o] Bl ol A = A W I} Al A 5 B
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2 A&AE postgres® W7 g o}

sudo -1 -u postgres
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o %57 #alehel el ——dry-run §413}

/opt/vmware/vpostgres/current/bin/repmgr primary unregister --node-id=‘:=%= ID

o] k& 3 sl repmgr =l EFE o] Bl of| A == 7} Al A ] o},

dolefulo] X~ a7k87d S LA A3 Tl ti7] A 55 F

7] rro 528 Aty 2= IDE Al Faof AUt P FAE Aoyl Tl aE Y A E o
St el el A A4 A 9 o

s beA Felav el del Belg B E A A

1 ZzFelA A8 Fel ==2] 0Sl rootz E1elsl At SSHE Fall =l vl

2 A&7E postgres® W7 g o},

sudo -1 -u postgres

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=*% ID -f /opt/vmware/
vpostgres/current/etc/repmgr.conf
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./cell-management-tool -h
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SEEEREREL QA% glel T 3y A2 4D 5 Ak
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o

[root@celll /opt/vmware/vcloud-director/bin]#./Cell-management—tool
Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands. cmt>

A BEGAE of oAl 2ol cmt> ZEZECH BE A Be] £ FUE GAT F DI

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the cell
[DEPRECATED - use the cell-application command instead] -h,--help print this message -i,--pid <arg>
the process id of the cell [REQUIRED if username is not specified] -m,--maintenance <arg> gracefully
enter maintenance mode on the cell -p,--password <arg> administrator password [OPTIONAL] -q,--quiesce
<arg> quiesce activity on the cell -s,—-shutdown gracefully shutdown the cell -t,--status display
activity on the cell -tt,--status-verbose display a verbose description of activity on the cell -u,—-
username <arg> administrator username [REQUIRED if pid is not specified] Note: You will be prompted
for administrator password if not entered in command line. cmt>
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[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool -h

usage: cell-management-tool -h,--help print this message Available commands: cell - Manipulates the
Cell and core components certificates - Reconfigures the SSL certificates for the cell . . . For
command specific help: cell-management-tool <commandName> -h
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

s HTTP ¥ 2% =54 B4 B3 %A w77
Al el =79 certificates M # & AFEdted HTTP ¥ 25 Z 54 £ 4o o3k SSL el 541 & vl
Yot

m 9| A B[z A SSL ol F A 7HA 27
Al e =79] import-trusted-certificates ¥ & & AF-&-3le] AMQP % vCloud Director Hl ¢] €
W o] 229} ZE-2 o B A u] 2of v gt Bl o Aol AT Q5 A E 7FA ] e

m 585 = SSL kot 55 e
Al el =7-9] ciphers W& & AF&8Fe] SSL Al E Al o] 2 Z B Al =5 ARESl7] f] @ Alo] Al -3}
= 43t A9 E A A

m FEHESSLZEES 55 g
Al 2] =79] ssl-protocols M & & AF-&3lo] SSL Al =Alo] 2 Z 2 A~ =5 AF-E317] 9] el] Alo]
A gekE SSL T2 EF A S A g o

n HEER FF T4
FADT WER AdE T A el =79 configure-metrics W& & A& o}

m Cassandra " E = dlo] g o]~ 4
Al 1] =79 cassandra 8 H 5 Agte] Al ol E 2 d o] o] (A8 AFghyell o A g e

n Ao HE A s E
vCloud Director ] o] Bl ¥ o] A~ L&A} o] 532} ot & ob= 7% Al 32] =-¢] recover-password
% # & AH-&-3led vCloud Director Al =8l 2] A} k& & %73

w Al A A ol E

Aol mel2 FRAYe W A Folul A3t e 9m AT ol Eaen A Be] 7
fail-tasks & A& F VI Fh fail-tasks B2 & wE Ao FuH AFolw AT gy
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

s olEelAelA T4 A duelE
4 3e) 57 manage-config 9 Wl o ® AEtEa AR £ Al e chebdl of F2)7)

olAd T4 AAS dulel =3 F Y5

n MR EI 78 AR 24 A
o2 2A o] AAHAAY oFE 2A A TH5H SRR o] B S ItE R 5713 Foll A
~®H 9w 2B yded Fle R B3 AdA A 2AS FAEE Fu ok A Ze] =9
manage—config 3+¢ W& & A&ate] Aol F713e 4 gl ghelvefe] 5 45 Agdets W

Ao Fleti a1 =73} A A 2AL AT 4 95 o

ol

O
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m vCloud Director AF-8-7#} ¢l ] sl o] 2~of vl &k A A 2 Al EA] @l A
vCloud Director 7 ¢l 4] vCloud Director 41 ¢] - &8t |P 429} DNS @55 A3 i gjd o] =
sledm Al Ihe] =7 <] manage-config k5] =& & A&l o o}

m  vCenter VM Z A ¥ 7]
A el =79 debug-auto-import sk W & A& vApps A A sk wl A Y Fo] gkt o] A
o] vCenter VM& 2 H o|-& A 4 5

T Ao Eo] 2ERAE W E S A B g MAC T4 A A4
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Hlo| E8 4 gl o)
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10-1. A 7
=4
——help (-h)
——email
——full-name

——installation-id

——password

——serial-number

——system-name

——unattended

——user
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AgaA b 25
ol o] ¢taE Al
slhA] ¢komd otaE 9
2 e o vl 27 7}
ENE!
o) AAE S L
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vCloud Director
vCenter Server %1 2|
ol &< AHgelr] 91

A Fel Az el

el g7 o) &,

i

A
of WFelA AET & 9k Bl
o Sobg nef Foieh

Al el Fe) Ak el e-mld Faw
vCloud Director H| ¢] B #] o] 2] #]

g,

A8 e Al o] A A o] e
vCloud Director = ©] €] 4] O]ioﬂ A
75 o

©] vCloud Director 4 #| |l o gk 4
A D, Al =Bl o A= 7} NIC]
MAC F4 5 A4S o 44 IDE A}
&g ok

a3 o5 Aol E #l Eoll A vCloud
Director A #| A uloel] A=A 5 v
ENaE A s A folle 2

vCloud Director A A of o gl 332}

AA IDE AA s Aol FHEh

Al 28] 2] Ak+= vCloud Directorell
Q15 ol o] k3 E Al FF

A8 Apgrel U ok $-Z 3 vCloud
Director & &l H F o of g}

0] vCloud Director 2 A = &
7+ vCenter Serverol 4] ©]

= T4 g e

Al 2~ ] 3h2] x= vCloud Directorell
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

oo} & "= 2 A vCloud Director A A ol o gk &= Al =8 A4S A4 ot ——unattended %

—password 7k A4 =1 A ghsi7) wh ol et Aol el ol Sl AL F2E AL Aal

= wAA S EA G e

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool system-setup \ —-user admin —full-name "VCD System Administrator" ——
email vcd-admin@example.com ——system—name VCD ——installation-id 2

Please enter the new password for user admin (password must have more than 6 characters):

Re-enter the password to confirm:

Username: admin

Full name: VCD System Administrator

Email: vcd-admin@example.com

System name: VCD

Installation ID: 2

Are you sure you want to use these parameters? [Y/n]:y
Creating admin user.

Setting system details.

Completing system setup.

System setup is complete.

vCloud Director Web Console A}-&

vCloud Director 10.0°1 41 += vCloud Director Web Console(Flex”] 1l Ulye] # 7] ] o] 7] 25 o 2
obA] = A4 = v, Web Console URL-S Al v] 2= Al 3-#F gl Bl E 2] @l o HTMLS 21 e o o] 7] &=
Al v eh Al el =45 AHE-gked Web Consoles AH&-ate 5 A4 d 4 sl o

ax
1 vCloud Director A2 OS¢l root® & 28184} SSHE &3l o 7 g o
2 A e =5 AFE38ko] Web Consoles AF-8-3F =% A A gk o}

s EE AR AGHES Ageteld B HAe AP

15}e}

A%

2]

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n flex.ui.enabled -v sys—

admin-only
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

3£10-2. 4 #] =5 543 147, manage-config 39
4 A4 A
——name (-n) flex.ui.enabled Web Consoles A8} A v AL-&-3}1 7]
YE & AR Fal 2o
——value (-v) false(7]£%k) false 15+ Web Consoles (&) A+

$3hA = E AT o) & A2

£l o,

W base_cell_URL/ - =t & A= A
o3, 2oel o)A & thA] =3
.

B base_cell_URL/cloud -/
provider® 2| v & A1 5] o},

B base_cell_URL/cloud/
login.jsp - /provider® & tf |
At

W pagse_cell_URL/cloud/org/
organization_name - /tenant/

organization_name®-%. € t]#)

EERES

true true ¢l -+ Web Consoles A48l

g

m  base_cell_URL/ - 2t A=A
Sbar, el H o)A F ohA] R =g
o},

B base_cell_URL/cloud - & t] & 4
= A s e

B pase_cell_URL/cloud/
login.jsp - 2l el A Al = A ek<F
c},

m  pase_cell_URL/cloud/org/
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A g e

sys—admin-only sys—admin-only ¢l = A| 28] 3] #}
7} Web Consoles At-&¢l= 5 A4
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B pase_cell_URL/ - &l & A=A
@31, 2l o] A F b BEF
et

m  base_cell_URL/cloud - 2l ] & 4
= A ks ok

B base_cell_URL/cloud/
login.jsp - 2 o &l A =] A g5
ot

B pgse_cell_URL/cloud/org/
organization_name - /tenant/
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

3 vCloud Director A& thA] A #sle] H 7] W85

2
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service vmware-vcd restart

chgel £ % A4l

= vCloud Director Web Consolecll 44| =321 https://hostname.domain. t1d/cloud = |- &}
o] A|z~Hl e A2 23937 https://vcloud. example. com/cloud/org/myOrg=- ©|% 3o
Z Aol 2618t} vCloud Director Web Consoleell g #LA4| g W -2 "vCloud Director 32
A+ A= A" vl 9.7 "vCloud Director AH-&-#F A= A" vl 9.7% A2 414l &

= vCloud Director Web Consoles AH&-38tA] x5 AAsta 7|2 4o w sme|ey vhg W&
A e g et
cell-management-tool manage-config -n flex.ui.enabled -v false
1L = A=
MUl Al A7E AN AP 23 ol AA A 4= gl 4

vCloud Director 10.0%- ¥ &= A u] 2~ A 3-#} ¢} B Wl =7} vCloud Directorel] @} Al ~ &b+ ] W = ¢
vCloud Director OpenAPI & 18] ¥4 & A8 4 9l o}

vCloud Director 10.0¢ll += vCloud Directorell ® gk Al <5 A ghele] B olS 7}bstsl= vl AH82 4 9l
= 7 7HA A 23 OpenAPl 4 o] =415 9551 e

m /cloudapi/l 0.0/sessions/provider - A8l Al FAF £ 2915 ]2 OpenAPl ©A . HUEE ] &
4 AF&31e] vCloud Directorell 4 Al =& 4= gl<71 o},

s /cloudapi/1.0.0/sessions/ - Bl 1= 2 1¢l5 £3F OpenAPl €4 . A ¥l Al g-AF= ¢] 45 A&
sled vCloud Directoroll 44|k 4= gl o}
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A 2] 72| manage-config sh¢ W B & AFE-Sk A vl A Al F-A7) Japi/sessions API E A of] o Al A~
4 gle 5 AA sk Al FgAL 7L AJu]l s Al g AbaE A~ 4 9l= Al /cloudapi/1.0.0/sessions/
provider OpenAP| €| 19l =5 A ke 4 g5 o},

A=}

—

1 vCloud Director A< OS¢l root® & 2918} A} SSHE 3l o1 2 g1 e},

2 Al FAF7) Japi/sessions APl £ A ol A~ o gle & Agtele ] Al sbe] =5 ARE-sled o5 o

Hg Ay e,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
vcloud.api.legacy.nonprovideronly -v true
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

A}

A v) 2 A F-AE Japi/sessions APl E A4 ol ] o] A} A Al ~gk = glsru oh A v] 2 Al F-A= Al OpenAPI
¥4 /cloudapi/1.0.0/sessions/providers %3] vCloud Directorell Al A28 4= 7ol Bl E
= /api/sessions APl £% 3} A /cloudapi/1.0.0/sessions/ OpenAPl €% 255 Al&3lo] vCloud
Directorell § 4= 5 gl ot

ool e 24

A FA7} Japi/sessions APl EA o] B A 2~ 4 9l w2 A A sle]w] g e S Ag g

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n
vcloud.api.legacy.nonprovideronly -v false
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v 4 gl o] e E ARG A A B mEE Alojd v, e A e s $53 S g5
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1< gelehell WelEol thevt 2o P o WS AL
cell-management-toolcell-usysadmin-username —p sysadmin-passwordoption
o1 7] 4 sysadmin-username®} sysadmin-password+ A| &8 ] z}e] AL&-A} o] E 3} 9k 3 gl o},

2 4 gl of A% Wel hEd g ehehe wAAs} LA

Ned #e A4 FHE AR E A —pid $AE AHEEle] A Z2Ase] Z2AsIDE AFS S

cat /var/run/vmware-vcd-cell.pid

=

% 10-3. A T =

o

A3} Q14, cell 319 W&

=4 A A

——help ole o] Mol A Ag3t 4 9l W ol

- HE gokg wof Fuich

—-pid A =2z ZRA 2D -username T4l o] A& A 4

1) 9% vieh

——maintenance true T+ false AL A B4 mE2 A4

(-m) true el A S5 AR AL
AL $A vg wEz AEP

aff Al g e
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

E10-3. A ] = ST A, cell 3H9] W& (A1)

4 A5 A

——password vCloud Director A|&8] &2z} _username 5415 AH& 7% Al H)]
(-p) Gz ARkl e,

——quiesce true =+ false Aol &F& AR gt
(-a) true Qv ~AER E 44 FHE
By
false ol =A =2 & A A&
3 o
——shutdown e 4w of| 4] vCloud Director 4] v] =7}
(-s) AAdA o Fas el
—-status R Ao A Ag Fol #tel 4 2 Aef A
(-t Hlof] tek AW 5 FA G e}
——status-verbose e Ao A A Fal #he] 2 o] A
(~tt) off v gk ApAl gl A B E F A g},
——username vCloud Director A| &= &=} —pid Al o] FAS AT 4 Qs
(~u) A& o] & e,

Al o Ze] Aol A e

A 2] E79) cell-application B oS A§3e] Aol A2 A A el ol Fel A4 A FL Ao ]

ct.

vCloud Director+= vCloud Director Zefel el Eof H 83 v A5 Al Fdli= o] 71A] ol Z2] Al o] A&
Al AL o] g o Fe| Aol AL ok AgS 7B ez A agh o}t duld e 2 vCloud
Director 2 A & Al dsteiw ol = 39 Ao =g 4ol o3

Aol Al 2tE wl] A== o FelAlel A H5S BA HAgsle W o5 Ao W ES S Al L.

cell-management-tool -u sysadmin-username —p sysadmin-password cell-application command

sysadmin-username

vCloud Director Al 28l Je] xF2] AF-g-x} o] &) ] o},

sysadmin-password
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

vCloud Director A =l 3] #ke] oF s et sh5ol S A7 235 A Fole da s vhgi 2

Folof gl e,

>

331 cell-management—tool % ¥ %ol vCloud Director Al =8l ] A} k3 & A AT Fx A 1t
o5 Alekele Zlo] o ebA g vk 22wl cell-management-toolel F& 5 &+ Al A 7} 34|
e, k3 4 A S kst I A E A s

cat /var/run/vmware-vcd-cell.pid

command
cell-application 3¢ = & ¢ o},

¥ 10-4. A A = 3 Q145, cell-application 39 & H

] A5 A

——help (-h) ST o] ol A ALEe 4 gl Yo tid Lokg Hof Fel

—-application- BT d o ZelAlo] A % ol ol Sl A o)Ay AA AelE vpd g o)

states

—-disable of ZelAl o] 4 ID A A 7L AL o] Aol Ee Al o] o] A=A FEE )

——enable o ZelAl o] A ID A A AL A] o] Aol Fel Aol o] AFPsxE )

——pid (-i) Az 7 A s 22 A ID —u = —usl —p WAl o] FAE AT 5 s ek

—list ST 2E A o Fe Aol S vdsta dlu chEe] A o] Ade] A A A A
| w A4 = Q=R A g ok

——password (-p) vCloud Director 2] #} ¢} % Ae At ota s e Eoll AA A hond gt E Ea w4

——set AelgEe g 8 oAl Al Az A Agsle A o FeAlolHd AFE AP o] e
AID 55 A A] AL A] A A E] = A o] EEl Aol A Y 7] E A e Pl e 1k
o ZE]Al o] A o] A& Abe & w7 sl2]w] ——enable =+ ——disable
< A e
——username (-u) vCloud Director #2| A} o] &. ——pidE AAGA &E 75 A4 FE ek

. 3L =) 3
oA Al: A o Fe] Aol & T chFe Aol A& e U
+ cell-management—tool W& &5 A sledw A~ AefA A4 Frdo] doaln] o] s Al
fZelAl o)A F5 2 aj it e Z e Al o] Ao A A Abe] & HFgke ] o
[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool -u administrator cell-application —1list

Please enter the administrator password:

name id enabled description

VMware, Inc. 106



vCloud Director A |, -4 2 ¢l el o] = 7ol =

Networking com.vmware.vc... true Exposes NSX api endpoints directly from v(CD.
Console Proxy com.vmware.vc... true Proxies VM console data connection...

Cloud Proxy com.vmware.vc... true Proxies TCP connections from a tenant site.
Compute Service Broker  com.vmware.vc... true Allows registering with a service control...
Maintenance Application com.vmware.vc... false Indicates to users the cell is undergo ...
Core Cell Application com.vmware.vc... true Main cell application, Flex UI and REST API.
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o] O]i A4S geo] g 4 9l } 7] £ vCloud Director Hl o] El#] o] 25 ) & A~E & o] 53} A1},
Bl o] = AFg-x} o] 23} ¢} % 5 W 7 8171}, PostgreSQL ©ll o] Bl w o] 2ol B gk SSL A A & AHE-Ft s

cell-management-tool reconfigure-database options

%9 reconfigure-database W& & A date] W7 gt &2 == 74 714 global.properties
gl Al 2ot 519 responses.propertiesol 7| EH Uk H# S A slr] Aol &= ztd o] Jopt/
vmware/vcloud-director/etc/responses.propertiesel )i 2277} 715 8kA] gel g o}, &5} o}
A 2T YW A Aol thEk A4 R W22 A 5 Linuxel vCloud Director A A & W5 AZ= 314 4] 2.,

—pid FAE AHEoHA B Aol s AL oA Al skl WA S A gl oF g e

¥ 10-5. A #] =F 343} 2147, reconfigure—database 31| 6=
%4 % 4%
—help o o) WA A AEE 4 e F Al
(=h) tigk @ oks Mof Fach
——database-host vCloud Director H©] database. jdbcUrl 5419 k& <fdl
(~dbhost) Elul o] e o P ol =gt ot
T4 == FQDN(A T -
Q Jad o 7} & Alul A =3
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——database-instance SQL Server ©| o] B ] A el Abgkel ] o} H o] gl o] A~ &
(-dbinstance) o]~ ol ~El A, °] sqlserverdl 7% AR& v}
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——database-name =]
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(-dbname)

ol o] €] ] o] = AL g7}
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——database-password

.}o{‘

(-dbpassword)

——database—port o] gl ul| o] A~ T A E 9

(~dbport) e o] Bl w o] = A v e

A Abgele £E WD
——database-type ol o] el w0l A &, v}
(-dbtype) + % ok

B sqlserver

B postgres

——database-user

(-dbuser)

ol o] & il o] 2= AL g5}
AR o &
—-database-ssl

true =+ false

——pid Aol 2 A~ DY
-0) o)
—-private-key-path Ae] Aol 7] AR o] =
——remote-sudo-user sudo if&‘)] D= A
A o gl o,
——database-host % ——database-port 415 AF-8-38F w8l o] ¢l4=2] 3 4
o] ko] U ES Fol| A2 QA = AAH G35 A Fald

ok 2=
=52

e gl e
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

——private-key-path 45 Al&3l= 7245 25 A2 #3542 SSH A4S oF% glo] 8 &3=5 14

slofof ek ol & Fof Fele FdotdH v Linux B & A 4+ dsuth

sudo -u vcloud ssh -i private-key-path root@cell-ip

£

of| Aol A += IDE veloudE A A & o cell-ipoll Y+ Aol F+E 2 SSH A& AAstAul F& 9k &
Al FalA ek 24 A private-key-pathell 9+ 718l 7] & vcloud.vcloud AH&#H7F ¢1& 4 Sl
= +& 717t cell-ipell A F+E AF-8-AH<] authorized—keysoll 2lom =2 o] A -3 o},

EET

= r‘r

3 vCloud Director ZZ A 27 A == IDE A4S veloud AF#7F veloud 2% 2 vcloud.vcloud
Al A ©] vCloud Director A x| k2] #lof] &3l A4 H vk veloud AHEA= <FE 7| ¢l <51 o

o] Al: vCloud Director t] o] B #]o] 2~ A}&-2} o] & & o+ 5 W7

o2 vt o =48 ] A3 Al £ -3 vCloud Director d o] Bl ¥ o] &~ AL &-AF o] 23} e}l 5 5
Aeheldl e W Agg e

=

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool reconfigure-database \ -dbuser vcd-dba -dbpassword P@55word

o A|: e Ao gF A A4S 3l vCloud Director o] E H| o] 2~ IP T4

Aol E
FE7} ol AFEAFolmd sudo A gke] 2+ 7§, =& Aol A4 vCloud Director o] Hul| o] 22 P F4£ 5

SA ety obg s Ak gk
[sudo@celll /opt/vmware/vcloud-director/

bin]#cell-management-tool reconfigure-database \ ——dbhost db_ip_address -i $(service vmware-vcd pid
cell) —-private—key-path=path_to_private-key \ —remote-sudo-user=non-root-user

3 2AE dolE P 8 B

vCloud Director+= Quartz 2+l 24| E8 & AFg-8le] Al 2Bl A A g Fl vlg7] #hd-& 24 g},
Quartz 2=A1 %= dlo] gu o] A7} £Abs] ] A A S AR A £ 4 ok A el =
fix-scheduler-data ™ & & AF-&3lo] d] o] Elwl] o] 2ol 4] =4bE] ~A] %2 H] ©] E

e dlol Bl & 7 4 stk

bl o] Bl o] ol 4] EAE A Fe] vlol Bl & AAetdH vhs P A s AbE ek Al L.

cell-management-toolfix-scheduler-dataoptions
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¥ 10-6. A #2] =7 FA 3 15, fix-scheduler—data 319 H &

A4 A5 A
—help (-h) S5 o] Wl A ALET 4= gli= W e of
vl gl e okg Wof Fufch

——dbuser vCloud Director d] o] E]w]] o] 2 o 7 Zofl Al Z8ll oF 3 ok
AL-g ALY ALEA} o] Bl ok

——dbpassword vCloud Director H] ¢] €] wl] o] 2~ AFeA = A dzs: E= v
AgAFY] gk E i Al A 7} F A 5] ] ek

gl = A 3L Iz ==
HTTP 9 24 254 2400 e A4 AgE 54 A4

Al 2] =9 generate-certs W # S ALEdlo] HTTP 2 &4 =5 4] F Aol o 3k #FA] 4=l =l SSL <l 5
A5 AA g o

7t vCloud Director A8 52 - 71 ¢ SSL £

BAE ALdd oF ek shbs HTTP Alv]~go] a2, oh&
shte £EF 254 Aul =&Y v HTTP Al v~

= hus
+ 42 vCloud Director Service Provider Admin
API=

Portal, vCloud Director Tenant Portal % vCloud ALdgueh A £E 254 AL vApp 2

VMell e gk VMRC <17 & A1 & e

A Bl 79| generate-certs % 3 -2 Linuxell vCloud Directorell =l gk #F#] 4] 5 SSL ¢l 54 A4 A

A5 A% 5 o,

AL A H g lﬂ SSL ¢l 545 A= A A slo] A keystorert 7] E keystoreoll F7Fsled™ =& Fol o}
1 ©

cell-management-tool generate-certs options

3#10-7. 4 #He] = 3443 Q157 generate—certs St 8

=4 A v
--help (-h) I o] W ol 2] ARE-EE 4 gl W F ol
theh Lofks wof Fufch
——expiration (-X) days-until-expiration Q15 A kg d7bA Fe& A ol
7] 84k 3659 U of
——issuer (-i) name=value [, ol 5 A1 A Ake] X509 A o] &4
name=value, ...] v ek, 7] 5k eN=Foovs) Y B ¢ 7

—httpcert (-j) ole http &4 ol =g <1545 A4 g
c}.

VMware, Inc. 10



vCloud Director A |, -4 2 ¢l el o] = 7ol =

#£10-7. A g = 37 147, generate—certs 3H9] W HE (A5)

4 A4 A

——key-size (-S) key-size v E the] o] A4 335 E= 7] 4
o z 7] o 7] B3 204880 1]
o}, 1,024 8 v} A2 7] 27]= NIST

Special Publication 800-131A¢| ©}
g} o o] A A&l =] A] ek oh

——keystore—pwd (-w) keystore-password o] Ak 9+ keystore] s <l
Y e,
--out (-0) keystore-pathname o] &2 E o] 9+ keystoree| A A

Az ol eyt
——consoleproxycert (-p) 9o & TR
A4 g et

i

N
£
=
ot
rO
ol
2
i

=t

F3oo] 39 wEle) o)A Aelaot TAAE FA ) el L pE E b ARE L pE E vl
A% A Edd AFI el e

A AA M E ASAH w7

F oAl ZFoll A keystore2] ¥ A= /tmp/cell.ksol il &= kspw2til 7} g o} o] keystore+ ©}
A elE AT AHEoE abso] A o

of el Alell Al = 7] &3k Abgstel A 1545 mbd BF W AR o] F2 CN=Unknown 2 = A 7] 5] o] Sl
u 5

o AL 71 20484 E 7] Aol AHga, wE A 19 Fol kg e

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw
New keystore created and written to /tmp/cell.ks.

o] ol Al A = http Bl tlall Aul Al ol 545 ubgoh =8k 7] 27 9f whg-A) o] Fofl o gk AL-8-# A
A = A A g o}, Wkt AR o] 2 CN=Test, L=London, C=GBZ A7 =|o] lFu . http A4 2 A a5
4096¢8] E 7] & Hf8la, vbE E A 2 AE 90U Fof vt E % Al FA N el 7] E el

r—r‘
E
+
riu
upy
[
A

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London, C=GB"
-s 4096 —x 90

New keystore created and written to /tmp/cell.ks.

%2 keystore ¥} 3} o] slado] A A v @ E] 2] & vcloud.vcloud AHE A7) 415 4 9l ofoF g o},
vCloud Director A A 22|zt 7} o Abg-Akob 255 uhs o

HTTP % 24 254 230t 154 vh]

A 2] =72 certificates W w8 S AF#5lo] HTTP W & Z 5] A4l ofdk SSL el 54 & vl o,
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

Al 2] =72 certificates W w2 7|3 ol 545 JCEKS 7| A 4o AAH Al el A4 2 b= =
Alag AFstd ol A Ay o545 A EH el S =2 v A
= 7% certificates ¥ &

o]

o
Linuxell vCloud Directorell o 8k =& A wd 5l SSL ¢l 5-4] A A 55

A dht e w el 3 SSL QIS A E e v A Ao ® WE S AR e

cell-management-tool certificates options

¥ 10-8. A #e] = FA I 2147, certificates 39 HH
4 s A
—help (-h) SR o] WFol A ARET 4= gli= w v o
gk 8 oks Bl Ffrt,
——config (-C) Al] global.properties % 7] &%k $VCLOUD_HOME/etc/
o gk AA A =E o] &gt global.properties<!ct.
——httpks () e http A of| 4 AF-&-31&

certificateszt+ ©] &<
keystore 7} 4 & vl o},

=0

>L
djo
i
by

——consoleproxyks (-p) Z 54 A A AFEEhe
proxycertificateszl ¢] &9

keystore ¥} & vl o},

——responses (-1) Al ] responses.properties 7] ¥-3%-2 $VCLOUD_HOME/etc/
shdo] gk AA & ¢]EU]  responses.propertiesd] Yl
o},
——keystore (-K) keystore-pathname el g ol Z 4] 7 o] 9l JCEKS
keystore®] A A 7 & o] F-¢i et
A

A A e s we Ao ki

o A ] 91551 e
——keystore-password (-w) keystore-password ——keystore %A o]l 4] A ZF =

JCEKS keystore | OLEO‘ Utk A}

25 A ¢k —kspassword
——keystorepwd 541 -% o Al g o}

A AT w7

e ok oFLd S 7] f Aol A o] FalA] b2 A F ——config ¥ —-responses 415 A 2FE 4= gl T o]
ol Al o] 4= /tmp/my—-new—certs.ks<| keystoreOH kspw F 2 7F Qs et o] dl Al A = A L] 715 http
4 ol 545 /tmp/my-new—certs.ksell Sl ¢l 54 & vl o}

[root@celll /opt/vmware/vcloud—director/

bin]# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

e

ol

of%

A E uE ol AL vhAl A el of et

it
i

S1A
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

QJH- A H] 2o A SSL QA=A 714 2.7]

Al #he] =-9] import-trusted-certificates % &S Al-8-8le] AMQP % vCloud Director d ¢] €] uf] o] =
oF 7 o F- A u] o] digk Mok 1A A Aof] AFE 9l FAF 7FA ] o

Q] ¥ xju] 2ol A g Wl o A4S A e H vCloud Director7F A vl 2~ ¢] ¢l %54 5 #HA| truststore & 7}
A obA Bl Au] ol ol gk fragh AlE AlglE A oF gk AlE S 4 = dS5AE Al
truststore® 7pAd el of 53 22 A o Z o3-S AR o)
cell-management—toolimport-trusted-certificatesoptions
¥ 10-9. A #E] = 37 2145, import-trusted-certificates 39 o &
4 A5 A
—help (-h) e o) WA A 9t Dol
o g g okS Mol Forh
——destination 77 o] & o} 4k truststoreol e gk A A 7 & o]

ek E Eel Al FE A e
75712 A o2 Jopt/vmware/
vcloud-director/etc/
certificates® A4 5}

——destination-password A A} truststoreel o gk sF& ¢l of,
We) Fol AT A e g 2
o2
vcloud.ssl.truststore.password<]|
ez A

ol

—destination-type 7] A& el 4 truststore®] 71 A g4 3 <)

Y}, JKS =+ JCEKSY 4 9larv
o} 7] A o 7 JCEKSE A A 5

.

——force e o] 4} truststored] 71 9154 E o

o 4l et

——source 72 o] & 422 PEM zhedof gl g A A 7 & o]
e
oA A A F T = Q= AFA] 7 2 7]

o] Aol A= el F5 45 /tmp/demo.pemol 4 /opt/vmware/vcloud-director/etc/certificates<
vCloud Director &7 7] A A4 & 7} A 51 o} vCloud Director+ 7] A4 b3 5 otz slsl &4 o=
A 7keke] ) o] ¢} 3 += import-trusted-certificates & o & & 5 o},

[root@celll /opt/vmware/vcloud—director/
bin]# ./cell-management-tool import-trusted-certificates ——source /tmp/demo.pem
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vCloud Director A |, -4 2 ¢l el o] = 7ol =

585+ SSL ¢33} 5= #g

A 3] 279 ciphers BH % Agele] SSL Aol 2 22 Al s £ F ALG] Slel Aol A ol
3 29 E A FE FA T,

Ze}lo] el 7} vCloud Director Alell ok SSL A7 & wb5w | A2 &8 ¢t 3 3} 7| 2 E-Zof 745 o] 9]
= gdagut Agee s Al gt A Beots § AT 4 8wk F88 AH kA @A SSL o
A Asfjo] dedE Aoz dejz i gk E sl o] HFof A=A ¢k el vCloud Directors A | 8k

FAAE Uk el Z 47} 8] &

fo,
rﬁz
1% ofy
2
N

Forr
:0{:2
!
W

1 AEHA ¥e d2sE A g A lSA T v d e e e dhad e &

2 cell-management-tool certificates W& & AF&3le] Ao 7|E QJ S5 A5 Al ol 54 & vpg] eh

3 cell-management-tool ciphers &S AF&alo] A ol S A ol ALE = A o= dastE Aot =
3¢ ot 255 AFAG e ol e dastE AlQsid AEAlela 25 AlFEHE G A
7} AA FHago 7 FZol 5] wltol Aol gk SSL A S o] whe] AR gl e

92 VMRC Z %041 & AES256-SHA 2 AES128-SHA &3 35 A&l oF 3}7] wll %] vCloud
Director Z2}o] ¢l Eoll 4] VMRC %5 A8 7% AES256-SHA % AES128-SHA 13315 3] &
g oF g o,

34 SSL¢ast H54 Aelsew g Ao 3UEL gL,
cell-management-tool ciphers options

3£10-10. A& #2] = 347 Q17, ciphers 319

24 A% 2w
——help (-h) 7=y of ol A AHET 4= Q= o
gk @ oks Mo Fujch
——all-allowed (-a) SF e o &se BE o stE d o
——compatible-reset (-C) S o g ket B S R e® AA

——disallow (-d) https:// A A
www.openssl.org/ SISk
docs/man1.0.2/man1/
ciphers.htmlell 71 A =
AR A3z s
rast o] & F54d

ot
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vCloud Director A |, -4 2 ¢l el o] = 7ol =

¥ 10-10. A #a] =+ FH 3} A5, ciphers 319 H & (A5

<4 ol

B« “

* 49

——list (-) 92 A 4=

——reset (-r) gle a4 o33}
<]

A A &&= e ¢ vd

o
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oty
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>
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SSL gl=Aola =5 Aol AlFd = s dA ogd 2 ¢tadts tdst2d ¥ —all-allowed(-a) +

Ag A&

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -a
* TLS_DHE_DSS_WITH_AES_256_CBC_SHA

* TLS_DHE_DSS_WITH_AES_128_CBC_SHA

* TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

* TLS_DHE_RSA_WITH_AES_256_CBC_SHA

* TLS_DHE_RSA_WITH_AES_128_CBC_SHA

* TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

* TLS_RSA_WITH_AES_256_CBC_SHA

* TLS_RSA_WITH_AES_128_CBC_SHA

* TLS_RSA_WITH_3DES_EDE_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
* TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
* TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
* TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
* TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
* TLS_ECDH_RSA_WITH_AES_256_CBC_SHA

* TLS_ECDH_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA

* SSL_RSA_WITH_3DES_EDE_CBC_SHA

* SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
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vCloud Director A |, -4 2 ¢l el o] = 7ol =

A A: 27 S5 3tE 5 & <o 3

H8 Fa el 2ol 17 o] 4] b Bt A AT e wl _disallow(ed) AL AL

A ol 4ol Qo g ol Eo] M adlch A ¥ FRE B2 oz ofe] ehma o] 28 AFUY X gl Lr
ciphers —a¢l Z oA o] BZo] tfat o] 2L A%+ g2t o] dl Aol A= o] A o Aol hdH
27| 9+ % B E A A G o

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool ciphers -d
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA,SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

e = SSLEZRESR 55 3y
Al 2] =42 ssl-protocols & & Ab-&3lo] SSL Al =Ajo] 2 Z A~ =5 AFS-817] 98] Ao A%

8= SSL Z 2 ' 3 A TS A g o}

=
o] A& zii%ﬂ Abg-et s & xﬂ*f‘»l o} TLSV1, SSLv3 ¥ SSLv2Hellos £33 ¥ 7}7<l TREFL
Al 7Eel wol F kA o] 9l Ao @ el F 7] wlitel 7|8 HSof E£3kx o] glA| ek ok

¥ 10-1. A A8 = A7 2145, ssl-protocols 39 & &
4 A4 A
—help (-h) ST o] ol Al AL&-3 4 gl W # o
gk e okg Mof Fuch
——all-allowed (-a) S vCloud Director7} A1 & 4= 9l +=
EESSLEZR2EES P

——disallow (-d) HFEE 3 SSL 2 o g5 A e SSLZREZY ZE
REEZ o|F H54 + 55 A Z2EFE ATA
Sh=t ot
—-list (-) ST @A vCloud Director/} A et ==
TAE] e FEH SSLZRES
A ghg ed g e
——reset (-1) ey TAESSL ZEEF 555 FA
)Rz A A g o

%2 ssl-protocols ——disallow =+ ssl-protocols reset A @ & A& co}z] A zbel] oF gk o},
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

—

ofAl: 8] 4¥ SSL TR ES 9 ¥ SSL TR ES |y
SSLal=Adlol 2 =g Ao] AlFE F 9l e SSL 22858 vhddle]wl ——all-allowed(-a) &4 & A

Sgvieh

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2

* TLSv1.1

* TLSvl

* SSLv3

* SSLv2Hello

of 5 Ao m o] Aee S TAE SSL ZRE o] A8 AP A SSL =R EEE o
o

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -1
Allowed SSL protocols:

* TLSv1.2
* TLSvl.1

A FRE A F=SSL TREFT B2 1A
385 B SSL ZREF H5S ATA e ——disallow(-d) &4 A&
protocols —acll ¢J&] A H3 = F25 5§ Z2EF o8 AT 55

o] dlof| A= TLSVIS Z 33l & & S5 = SSL 2283 Z55 gluo] et} 55 ¢lu|o] E 3e o] A
2] VMware® vCenterTl = 2] ~of| = TLSv1¢] 2 83 o},

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols —-d SSLv3,SSLv2Hello

ol W& AP Foll= AL oAl Al zFE] of P et

>
)
i)
z
l !
e
i%a)
b
o
-
O>~
&
ol
)
0
=3
4,
AL
n

T-¢] configure-metrics ™ &S AF-&3 o},

vCloud Directore= 7F4 Al =8l A5 3l gl Abgol gk dA A o]d AuE AlFate == s 4
& < 31yt vCloud Director7t ¢4 dh= w28 & A slelwd o] eb¢] =& & A& ¢ e vCloud
Director Wl 8] A A £ 2 A48} 7] 9] Apache Cassandra ©l ¢] Bl ¥ o] ~ 5 A1 8le] vl cell-

management-tool cassandra &F% W # & A-&-3 v vk Cassandra W =2 o o] B wl| o]~ -4 o] W &5

24

vCloud Director7} <4l sh= vl =3 & A st ™l o5 4o Hed 55 AT ek

cell-management-tool configure-metrics —--metrics-config pathname
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

¥ 10-12. A A8 = FA T 214, configure-metrics 319 & &

3%

——help (-h)

£
i
iz
o

o]

o}

]

©
dlo

=
o

ol 4

ok
al

a2

g
Ho

ofo
cl
s

&9 el

] &

N e

=
o

njo

9

o

——repository—host(AF-& = A ¢-5) KairosDB &4 E 9| 34 o] &t oA} ALg-= A ¢k571 o} vCloud
EeIPFL Director " & A A4 2 AL4-3}7]
14 Apache Cassandra ¢ E] 1|
ol TA e cell-
management—tool cassandra -3
=2l o] __cluster-nodes 545 AF

&g e

——repository-port(AF-&5 A ¢k AH-&3 KairosDB ¥ E¢] Y o}, ] o] A AFE-=] A ¢k e vCloud
Director "l =8 x| 4 2 AL&3e}7]
9]¢l Apache Cassandra ©ll o] E] 1|
olAE FA G cell-
management—tool cassandra -3

el o] ——port w4l AFE3H o}

—-metrics-confg AR ol & | 27 A glale] A=

Al MEE dlo]g o]~ Ad 54

o] of| Al ol 4= /tmp/metrics.groovy 2} ol x| A =

o2 W E

o,
1

O
TAL T4

udt

e,

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool configure-metrics —metrics-config /tmp/metrics.groovy

vCloud Director # E 2 %] 44| 2+ vSphere Performance Manager”} <=4 3 =l E3] 2] 3} 9] #] 3+ <
TG W= o] F3F A v Hearoll gk Al gE Wi €2 vSphere Performance Manager 4 7
A5 AFZ A Al 2. metrics—config Ft Y oll = dhvt o] Ako] v E =] o] Fo] L ghEo] glom] E3hy 7 e E

2ol e gk A4 i HaFE AFF o o= okt Za o

configuration {
metric("cpu.usage.average")
metric("cpu.usagemhz.average")
metric("cpu.usage.maximum™)
metric("disk.used.latest™) {
currentInterval=300
historicInterval=300
entity="VM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"

VMware, Inc. 118



vCloud Director A |, +4 4

¥ 10-13. | EE o] &
HEZ o] &
Cpu.usage.average

cpu.usagemhz.average

Ccpu.usage.maximum

mem.usage.average
disk.provisioned.latest

disk.used.latest
disk.read.average

disk.write.average

#3 b4 Az
CPUHlEZ & &

r[n

o] %o A

o,
i

s
#10-14. M EY =7
w7l W4 o] 2

currentInterval

historicInterval

entity

instance
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=
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

% 10-14. M EY 3] w7 |54 (A5

wj7) W4 o] F 7 A
minReportingInterval (A 4). Al A dlo] e 5 2w A & gk 7R A A 7hA S A
AUk 4 749 AR o] FHEA e w ma A FA
o ?f 3l F71A ol Alo] & AT oA & a7k gle)e
B 712 A gy
aggregator t}5 % shvh: AVERAGE, minReportingInterval &<k a3 A Al o] +3. A A elA o=
MINIMUM, MAXIMUM, 7§ 7] A © 2 AVERAGE R A A & 1 o},
SUMMATION
Cassandra H| E g ©|o] g H|o] 2~ LA
A 72 £7¢) cassandra B e A-4ate] Ag w2 o o B]u] o] 2(A B AFahyel 17 G e,
vCloud Director= 7} Al =8l A5 2 2l Agol tigh dA] 2 o] A HJHE A3l o 2= S 74
g 4 9l s}, vCloud Director | E 8 A k4 & A3} 7] 9] 3 Apache Cassandra tl ¢] Bl ol o] 25 -

Qerele o) 99 B E AETUL AL A A 9E T el cell-management-

tool configure-metrics o} W&l S AFE g oh sl 28 4 A W& x4l L

o] Al = E & o o g vl o] | = Apache Cassandra Hl ¢| Ej ] o] ~of] A A5V oh A5 =l B8 & A Asl
A7) Qg A e A dlol e o] A~ £ ZE o] FAof B3t ApAl g g2 7] 7 e =] o] B A S
A

%13k Cassandra dl o] v o] = A A 2l 74 55 FEA4 A 2.

vCloud Director®} Apache Cassandra Hl o] B w o] & Zhof] o1& AAstefn] vh53F 2 dAlew o
5= AHE g o

cell-management-tool cassandra options

310-15. A #2] =7 A3 A1, cassandra &F9]

33 A5 A

—help (-h) e o] Weoll A AT 4= gl Al ol
gk @okg Mo Folch

——add-rollup Ne Edx v eSS FI3rE o e
27 mkE gl el ] E g e, 7] 7 e
£ o] g #7592 Cassandra
tlolelwl o]~ AR W Ao HE&&
Az A &

——cluster-nodes address [, address ... ] vCloud Director # 2] of] A}
A3 2 %% Cassandra F2 & {
e FEQi e

——clean E7 e vCloud Director H] o] ] #] o] ~of] 4]

Cassandra T4 A A& A A g e}

——configure iy 7] Cassandra 2 2~ g o} @A A}
a1
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vCloud Director A A, F4] 3

¥ 10-15. A #2] = A3} 2147, cassandra 3F9 WH (Al<5)

] A A

——dump SR A A F4E # gk

——keyspace Ak Cassandra<] vCloud Director 7|
37t ol &% string < = A4 ek
7] 2252 veloud_metrics ¥ U o,

——offline SRS vCloud Directorel| 4] A}-&-a
Cassandra= T4 3}# 1t vCloud
Directorel] vl g 14 2 4 & el &
EghA] ¢ o

——password AR Cassandra d o] f ] o] =~ A}-8-#} <]
sz g et

—port 4 7t Zelay e A4S £ EC
yoh, 7] 272 9042) v of

—ttl RS integers &ol #lE 2] H el E &
A gl w B o] e E o4l d]
A slelH integers 0°. & A A3
v o},

——update-schema A+ Cassandra -=7|vl& % 7] g}sl o]
vCloud Director ™| =2 d]o] & &
A g e},

—-username Ak Cassandra t o] g o] o] 2~ A}-&-#}-¢]

Ag A o] £ ek,

o A: Cassandra d]o]ElH]o]~ A2 A4

ch5 3 22 v el S A8 ok o] 7] A nodel-ip, node2-ip, node3-ip % node4-ip+= Cassandra & &
28w o) P Fagiv ek 7] £ E(9042)7F AHEH v o wl B2 H o] B = 159 ok A H v e

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra —-configure ——create-schema \ --cluster-nodes nodel-ip, node2-
ip,node3-ip, node4-ip \ —-username admin —password 'P@55wOrd' —ttl 15

o] v

o
o

gE 3t

ol = A% thA] A Al of g e,

o

A Eab I = R RO e
vCloud Director ] o] gl al] o] 2~ AF&-x} o] B3} 9} & of+= 7§ Al 2] =72 recover-password ™ & &
AF-&3lo] vCloud Director Al =8l e AL ¢+ 5 573 5 g5 o},

ST

o

Al F2] =79 recover—password % &= 483l vCloud Director dl o] € wl] o] 2~ AF-g-#} o]
ol+= AF&-#F7} vCloud Director Al <8l e A} ¢t & &3 5 gl o
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

A28l e AL b E Host ] HEE oy FA o HE sy L
cell-management-toolrecover-passwordoptions
¥ 10-16. A &8 =7 343 Q1< recover—password 3¢ &

<4 A v

—help (-h) N o] ol A ALET 4= gl = W o

o gk g oFg He] Fjch
——dbuser vCloud Director dl o] 5wl o]~ =& ol A3l oF et
AgAL e AREAL o] B9l B
——dbpassword vCloud Director H] o] €] 4] o] = At A i A Ga s Fe

AREARE) sk E A A 7} 2ATE e

241 o] A5 A o] =

Aol 192 FEAYE W A Fold 4G AR A5 Aol F el ol Eael A He) =79
P4 9%

fail-tasks % & S AF8-3h o fail-tasks W& = & Aol F 25 7 Follut A2 4

= <) 'I:T‘/] D]—
cell-management-tool —q &S Ab&ete] AS AR 75 2 2 o] A Faol #Ahdo] AAA o=
Fa ol of et FA 5 Aol A ] o] AL A 63351% A FHTAN A FED e o] A5
A Sl s Agle] AAE A Aeld e Ad Fal A4 AR AN Aote FEE FIT F
45 -f-#1 = cell-management—tool fail-taskse A @ ele] alF #Fal o] <tg Ae) & gldo| =3 4
Quleh Abgl e 9hE AbelE glule] E b o el b ub e AlE Algto] Ak 2he] Aol o w qld A
wgel A A ste] A aH 2o FAAS A S H =gl "t
FAE Aol 4] o} A g Fol Al H5& At g A HEEE AR B

cell-management-tool -u sysadmin-username cell —-status-verbose
¥ 10-17. A 8] = F A3 214, fail-tasks 59 HH
%% A% A
—help (-h) 7= o] oAl AT F A= W R el
gk ofg ¥eol Fut
—--message (-m) w| A A B~ E zhed shw Abefoll v X g ol A A] )

o 7: Aol A A& < 2 DA Aoz A
o el At el S A el gld AY Fold eiz dabd Aol 9E AU E vl =g

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool fail-tasks -m "administrative shutdown”

Operation: IMPORT_SINGLETON_VAPP, Start time: 12/16/13 6:41 PM, Username: system, Organization: orgl
Would you like to fail the tasks listed above?
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7} vCloud Director A 2] 4Ju] =% ZFA} #| 4] x] & vCloud Director H ©] B #l] o] 20| 7] Z&F] o} 7hA} ]
A A= o1 7141 909 ot BER Yot AL oA Al & v A A 1E7] 9@l 2 =l Al A & vCloud
Director ©ll ¢| €] ¥l o] 2~ 9] o]l Linux syslog -t & 2] €] ol % 43} =5 vCloud Director A ¥] =5 743 4
A5 o

A B FH 22YEE G AL AR b A ) H s 84S 218 % 4 9% e "vCloud Director
: = AnAe o = 2 g deleul el s A FANE AEAA AL A28 T4 Fof

rr

WA S 74

o 1

l

| o]
A A= 7 542 global.properties ¥ responses.properties?| 7 s}<lof ®EH o} oh5 g
Jol A e = W Es ALl 7 st e AL wIA A 27 A WA 4 ol ok

cell-management-toolconfigure-audit-syslog options

o] Al Fte] =4 5F¢] W o ubEolA e W7 WE-2 Ao global.properties %
responses.properties I} Yol ®EFH U h WA &2 AL ofA] A1 A wfj 74 A] A EE=] A Gk e

3% 10-18. Al ] =7 543 17, configure-audit-syslog 3} 8

&4 sl 4%
—help (-h) S of YR AHET 4t Aol
W Sobe we] Funh

——disable (-d)

zo

52
oo

~
2>

ol#l E % syslogoll &7 3}~
F ek 22 o) ul E = vCloud
Director o] €] ] o] o vl 2 7] g
Yk o] A

s
§2 =l

global.properties ¥
responses.propertiescl 4]

audit.syslog.host %

3l ek
—-syslog-host (-loghost) syslog Al B} T~ E 9 o] &4 audit.syslog.host <4 <]
IP 4 == Aateks DE AR FL£ == AqsE =
=ofel o] & o el o] Fefl A3 et
—-syslog-port (-logport) 0-65535 Aol ] A 4= o] %412 qudit.syslog.port <4 2|

e A A= A gl A AT o}
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A #ela ok ek, "vCloud Director 44 2 4 wal o] = A o "2 sl wE W AAE L HE

syslog #lA1 A 7} AF 5= s~ 5 W7 eheddd ohga) 222w

o
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Y e,

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

of el Alef| A= A T2} 7] ZEC A syslog "I Al A& Al ghebar 71 g e

£ global.properties % responses.propertiess ¢t o] 3} ut A& o}A] 2] =gk wf 71A]
w7 W AEE A

o 3

e-Hd HZE A

A 2] 579 manage-email HH L AGele] el ARG ALY ) A wlol A ALG e BEN L
el g o,

j=

Bl Al=wl iAo Aol dad 4 gle ol =t el Al 2~
I b e-ll o mb= AbgHe] 552 vCloud APl = 4 2E5 Ab&-3)
?_

[e]
= =
e EEEE LR otel 4 F 5ol Aol BE 7% e
P
T

cell-management-tool manage-email options

3#£10-19. A A =5 A7} 147, manage-email 3F9] =

+4 A% A

—-help 8 of Wl A AHEE 4 gl el
g sobs R Fueh

——delete qlEEl ol & ApAIEE Bl =Bl e} o S {1 Eh

——lookup B2 o] & o] glg= A e Alghel ]t} o] <l
= AFHA oml mE QEY o
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vCloud Director A |, -4 2 ¢l el o] = 7ol =

0

¥ 10-19. A #E] = 343 214, manage-email

o) el
st¢l 8= (1<)
A4 A5 v
—-locale g 249 7|EA o7 o] wlEl& en-US ZA Y
o] Bl Eelof| A A oh & 24
ds AA e o] FAE AT
o},
——set—template o] EX e-v Y H o] yfd & T T AEA HA AT
Z5lo] T ¢l 7y F o] of sfm] ARE-A
of tek A= o] & vcloud.vcloud”F 45 4= glofof g

Yt dE 59 /tmp/my-email-
template.txtel 21 o},

AA: e-Hd HE=H Ao E

oh& v 2 2 DISK_STORAGE_ALERT_VDCS e-# 4 Bl &3 2] dA| Ae=%5 /tmp/
DISK_STORAGE_ALERT_VDCS-new.txtzt= s} doll A A A&k A el =2 vl o},

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-email —set-template DISK_STORAGE_ALERT_VDCS /tmp/
DISK_STORAGE_ALERT_VDCS—new.txt

New property being stored: Property "email.template.DISK_STORAGE_ALERT_VDCS.en-US" has value

"This is an alert from $productName The $datastore is used by the following PVDC(s): $pvdcsList
Property "email.template.DISK_STORAGE_ALERT_VDCS.en-US" has value "This is an alert from $productName
The $datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK_STORAGE_ALERT_VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,
currentFreeSpaceMB, diskSizeBytes, pvdcsList]

template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

AZo] ZojX VM 37|

A Be] =72 find-orphan-vms ™ B 5 AF-8&-3lof vCenter d ¢ ] ] o] 2ol += 2] A 2k vCloud Director ]

o] el o] 2ol & gl A A sl Bl g REE B e
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vCenter d| o] €]l o] o]l 4] 7% =] 2] 2k vCloud Director Hl o] €] #l] o] 2ol A &= A ZE = x| ¢k 7}AF A 2]
< dAe] Folal VMo = ket o2 gk spAk Al ABlo| A A4l Bl L st AR RA] BlaAE AL S
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Z BYA = ko] Yare deolguol s o4, el Al & v kg o8] sbA o] FE WA F ol5]
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3£ 10-20. A e =7 543 15, find-orphan-vms 5}9] W ©

24 % 47

——help (-h) e of T A AT 4 9l o
tigh @ oks Mof Flch

——enableVerifyHostname 7=y SSL @l=eolze] A% o] AS

fl2h
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——output-file

= vCloud Director Al =&l 2] A} ¢+
ek
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——password (-p)

—port vCloud Director HTTPS X E, o] & el 4 7] vCloud Director
HTTPS ZE & Abgol= 25
A ek 73 Follut o] FAe A1 A%

T

et

——trustStore Java Al =] A 74 gldof o gk o] & el 4] 7] vCloud Director
AA 7= o]l &, AZ A4 std g AgeE S
Ak eb= 7 Follut o] A4S A

A3

A5 ——trustStore ©l W& ¢k  ——trustStore & AFS-3sle] dl A Al

——trustStorePassword b
3 2 ARz o1& A e A Solnt
1

——trustStoreType A A % ——trustStore (PKCS12, ——trustStore & AF-&3lod ol Al Al
JCEKS, ..)¢ ¢ 2 Ax4 st A A o= 7ol at
@ g

i)

4 vCloud Director A 2~ 32| #} o]

e

——user (-U)
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

3 10-20. A & = F4 7 15, find-orphan-vms 39 H & (A1)
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=
—--vc-name e A o] ol A YME 7 Ek
vCenter?| ] & et
——vc—-password 4= vCenter 2] A} ¢k & gl o},
——vc-user A4 vCenter 2] A} o] &4 v v},

A All: A o] ol Xl VM 27

of <l Al
=™ o

rr

tt vCenter Server®s # 2] gy oh. —output-file ©] -2 A A = o] 7] vl tol] A 37} £+

g,

r_,”i

[root@celll /opt/vmware/vcloud—director/bin]# ./cell-management-tool find-orphan-vms \

—host 10.20.30.40 —u vcadmin -vc-name vcenterl —-vc-password P@55w@rd ——vc-user admin ——output-file -
Querying for VC by name 10.20.30.40
Querying all vdc's associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Querying all vdc<->resource pool mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Querying all vdc<—>VM Moref mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools
Analysis complete.
VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]" (org: "ExampleOrg") ResPool: primary (1a97...) [moref:
"resgroup-30515"]
The following 22 orphan VMs were discovered:
Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test VMs",
parent moref : "group-v30533")

Orphan VM: "indDisk12-0-51259 (Obbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test VMs",
parent moref : "group-v30533")

VMware 1174 &7 34 22 05 o = &

VMware CEIP(aL 7 §+7] g4} = 2 g @l)of] ALof sl At ehEsleiwd A 2] = -9 configure-ceip 34
e g Abgerd 1o

o A& VMware CEIP(aL7 &+7 k) =2 2 3l)ell Ahof vt CEIPE &3l 74 &l vl o] Bl ol = gk Al
H Ax 2 VMwareoll A o2 g A B 5 AFE-3Sl= 542 Trust & Assurance Center(http://
www.vmware.com/trustvmware/ceip.html)ell | A1 = o] 5ok A 2] =75 AF&3le] dA =
o] Aol thal VMware2] CEIPl Ftol &7 v ehE gk 4= 9l o

cell-management-tool
configure-ceip
options

ol A3k el sto] VMware?] CEIPell AHofdhA] kol ——disable w42 3h7 o] =& < A gkt

VMware, Inc. 127


http://www.vmware.com/trustvmware/ceip.html
http://www.vmware.com/trustvmware/ceip.html

<
@)
[e]
c
%
)
=
[0]
s}
Q
o
=
[
R
-4
0}.
N
2
"
2
°
In
N
°
In

A4 A4 A
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——disable STE<s VMware 317} 74 a4k = 2 2@ &

w8 g e,

——enable S VMware 317 374 g4} = 2 g elo

el g e},

——status B7E= VMware 174 #7] gk = & a2l
g @A Aod Abel & 34 g o

o A|: VMware 117 317 kA = 2 72 e g
VMware 272 273 A} = 2 g elol| A BhE sl ofg3f e ol el & AR-E g o)

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool configure—ceip ——disableParticipation disabled

N

o] WS Agst Tojl= A 2~Blo A VMware 4 37 g4 22 aelo] o oA AN E HEelA e

Y et

VMware L7 2}

]
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b m2aalo] ol g AR Ao el elelelnl thest e el g Ag e

el

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool configure-ceip —-statusParticipation disabled

f=g 7ol 4 24 dHlolE

1#10-22. A 8] = F4 7 9197, manage-config 59 ¥

4 A% 47

—-help (-h) E7 e o sg] W ol A8 ol F Al H
gk 8 okg Ho] Furt

——delete (-d) e A A4 AA S A A e

——Tookup (-1) e A 74 AR e s 2393 o

——name (-n) T4 A o] & o A} 4 A o] o] &) o

—-value (-v) T4 A B HA A Al g Bs Foreb A

oAl & Eof, 7teb2 2 578 9l A A =4 4 ol manage-config 39 W& & AH&2 4 sl ok
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vcloud. tasks.LIBRARY_ITEM_SYNC.queue 30 vCloud Director ¢l ~E =] %55 &
Limit £ Aol A6l BA8E 4 U
ehol el $% 4 Al gl o
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[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5
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[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins -1
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[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n
webapp.allowed.origins —v "comma_separated_list_of_URLs_without_spaces"

vCenter VM A A t] ¥ 7]

Al 3he] = 7-2] debug-auto-import k¢ W& S AL-E-slH vApps A A sk Hl A Y Fel S o] Ak
vCenter VM-S A # o5& 24 4 g5 o

7)1 8 FAL A 7§ 24 VDCE dl W VDCE Al Y ek Bl A Foll wbEo] Al vCenter VME AL
© & 7 AZ 1k "vCloud Director A v] 2~ Al 3-# 2] Ak & spo] = of| 4] vApp A B A A 2 A 8L
Z x4 Al 2 vCenter VM| A E vAppell 34 = A ¢tow o] VM == VDCel| H &l debug-auto-

import 39 W& AT 4 5o

cell-management-tool debug-auto-import options

debug-auto-import 39 W& A A v A 5ol 4 244 vCenter VM 55 2 715 o] o o g A
B gk g o}, o] HEoll= A A u 24 VDCE 7HA 2 A %3k vCenter VME 235 Y o
#10-24. A e =5 5437} 145, debug-auto-import 3] 8
%4 A% 49
—help o o) WFel A £ 4+ Qe el
(-h) B L eke wel Fuic,
—-org Z A o] & A el Abgke]l ) of, Al A = Z A o o 8
Y= VMell Hi gk A B E ved gy
o},
——vm VM ol & =2 VM ol&  AAH VM ol &5 Z3ate 7=l
o VMel g gk A 35 el g o
—org AL AET S e AHg
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o Al: VM ©] & test® vCenter VM 7 A T B 1

S wEe v = ZA0 4 AU H vCenter VMol gt A 2 &5 aF3k g o},

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug—auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc can be
skipped for the following reasons:

1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD

VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc can be
skipped for the following reasons:
1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:
1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

of o A} Al ZH & AA v AYFol A A L o] Foll =AY test7F 55 Al 7 2] vCenter VM
off vk A ¥ E ukgg ok VM import-test3-2 A =3 A uk VDCE 7}A A 33k VMe] o Y e}

<43 AA IDE 745 F 712 vCloud Director AFel E5 ¢l A sl= 7 F-of = Aol & AHbol] ~E & A
H U E S Zo A4 MAC 4 % ol Wk 4= Q) o] 3 FES ety AA D= b2 AFEA
A A A= E 7o & ALo] E 5 sl 4] MAC 45 Al A &l oF 3 o

% 7] vCloud Director A7 %o A4 IDE 474 g} vCloud Director= A A IDE AF&-38Fe] 71AF Al =~

gl | 9] 2 ol B 3 o] 2~of g MAC 45 AT M Fdg AA IDE TAH F 71 vCloud
Director A A+ 43 MAC F45 AA T 4 5tk MAC F4a7F $5 5 A7 5 F Alo] E 7t
H

2ed A A EY] 24 FEo] B 5 A5k

YT AAIDE TAEI AAH Abo] B Zhol] 2EAH WES S A7) Al Al I 2o
mac—address—management 1% W& & AL&3le] 7 Aol E 5 sltol A MAC 45 A A Al oF
ot

cell-management-tool mac-address-management options
A MAC Fa& AAste ™ AA IDSb= o2 ARG A A Al =5 AT Al == A IDE S o] 227

Syt o, dlel o] A7 A A =5 S A A i) W2 A s, o] Aol A IDE A A 9
g ot

A vl 25¢] ¢l 9] vCloud Director -4 %l ol 41 mac—address—-management &}%| =& & A & g}, o
" ¥ & vCloud Director Hl o] B w| o] 2~of] thaff A= == A 2Fof el ==& gk wlnk A g,
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—help b7 e
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——regenerate b7 8=

—-regenerate-with-seed

. ye)
——show-seed S7ess
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[root@celll /opt/vmware/vcloud-director/

10-25. Al 2] =7 F4 7 2157, mac-address-management 9] ™ %
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bin]#./cell-management-tool mac-address-management —regenerate-with-seed 9

Successfully removed 65,535 unused MAC addresses.
Successfully generated new MAC addresses.
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A @A A= H 7 A Zol] ALE F< MAC T4 - 1
Hee HA A= 9 A =5 MAC 4 Fol tld A2 whah g o,

che

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool mac-address-management ——show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.

MAC address seed 9 is in use by 12 MAC addresses
MAC address seed 1 is in use by 1 MAC addresses
of dlof| 4] = A| ~Hl EHof] HA| A =7} 9oL o] A =F 7Hbe 7 3= 12 7He] MAC F47F Sl Aol 3
Al oh, =gt o] A A= == AA D15 7IHFe ® sk MAC 4 7F gk gl o

. ==
vCloud Director A 2] Ho]EH|o] X~ IP =4 G H|o|E
Al ghe] =45 ARgehe] dlo] Hw o] A a7bg4) F el 2~ E o 4] vCloud Director A &) IP F4 &5 sjdlo] &
@ 4 e
AR 2 AF
dle] el s o]~ n7F&A Fe]aHo A A P FaE dlo]Ested dA| 7| & 2o P F4E A3
o grich P FaE Aoww Fejae e FulE Beldtel A% o Po] gk xEE Ak mEs A
o Folofok gk o Aol A FAA Ao TAE L Gt P ELE QGG ek v ]
ok Fel gl ) shel g AEFAA 2

13}
1

2

Telz=Fel 9= A9 0Sell root® EeldkA vt SSHE Fall 14 gl o

Aol A = el 4 Ay FlA Helg e

1ou H

service vmware-vcd pid cell

A Z 2 A~ D7} NULLe] ©}1 ™ vCloud Director A ] A& o] vCloud Director A& t}A]

AeA gk dlelBulolso P R4E WAL 5 Y

Aw 25 B Ao A 1P F4E ddlol Estew ohF HE S A e
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database —--database-host primary

node IP address —-pid cell process ID —-remote-sudo-user postgres ——private-key-path /opt/vmware/
vcloud-director/id_rsa

A28l F ol A4 o] shs s Aol T4

dot
ro
i)
i
v

(A8 23k 7t vCloud Director Al o] &ul& dl o] Huo] 2= |P F4 5 7he] 7] 3 Q=4
grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties

Aoss) Fe ol o] dule] = Aol FA5 e,

h= 1l
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vCloud Director 4 A, 7+

Pato] chAl T4 G .

>

O
o g3

5 A%
Aol A= 9A

ahitel = of vl o] = 5 7]
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database —--database-host

. g,

primary node IP address

n Ao A Folu] b5 wE S A3
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database —-database-host
A e

primary node IP address -i cell process ID
ko] vmware-veds THA] Al

>

systemctl start vmware-vcd
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18] o] Microsoft Sysprep 3 A %
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AR 8T AV
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vCloud Director A |, -4 2 ¢l el o] = 7ol =

2 =¥ E $VCLOUD_HOME/guestcustomization/default/windows® 7 gF] o}
[root@celll /]# cd /opt/vmware/vcloud-director/guestcustomization/default/windows
3 sysprepzt= HlEE g & ubE o
[root@celll /opt/vmware/vcloud-director/guestcustomization/default/windows]# mkdir sysprep
4 Sysprep Bleld ] gtdo] F ozt 7F Al~E -of A Al sl $VCLOUD_HOME/
guestcustomization/default/windows/sysprep<] 3¢ = & g 2] & =25 o},
a9l HA e e o B AsE ¢ Adel el chgu e

3 11-1. Sysprep Tl ot 519 d g &

$VCLOUD_HOME/guestcustomization/default/windows/sysprep o} ¢l 9H& 319
AXE 0s SELCE

Windows 2003(324] £) svr2003

Windows 2003(64 4] £) svr2003-64
Windows XP(32¥] E Xp
Windows XP(644] £) Xp-64

o & ¢ Windows XP-§ Sysprep vlel 2] std-& ¥ 3kg a}4] o] & g 2] & ub=2 9l oF5 Linux
B AR e

[root@celll /opt/vmware/vcloud-director/guestcustomization/default/windows]# mkdir sysprep/xp

5 Sysprep vtely 2] 195 An 25l 23 7 vCloud Director A1#] 2] A 4 gk §] A of] HA}gh e},
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[root@celll /]# chown -R vcloud:vcloud $VCLOUD_HOME/guestcustomization
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

5 (4¥ A8 vCloud REST APISF OpenAPI URLS AH8-7F A1 A atelnl ) £ AA AL =25 o A
] et
a AH&A A HTTP 712 URLE 9 & 3l o
o & 5] HTTP 7|2 URLS http://vcloud.example.com® & A A s}wl http://
vcloud.example.com/apicl 4 vCloud APIell A Al ~&ta http://vcloud.example.com/
cloudapicll 41 vCloud OpenAPIell Al 28 4= gl 551 o},

|

e 2ol A= Acls

Fed
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b AF&A A A HTTPS REST APl 7] 2 URLS ¢l &3l BES F7
AR EE A F5AE 2,

o 5 o] HTTPS REST API 7]+ URL< https://vcloud.example.com® & A 7 &=
https://vcloud.example.com/apicll 4l vCloud APIlell BA| A3} https://
vcloud.example.com/cloudapicl 41 vCloud OpenAPIel| Al =3 4= ¢l 41 o},

A Al Anjz B4 AbEE = A ek A #l oF 3k, A o] http<l 7 vCloud

Director A 7] A4 gl 225l gl 5ol A SSL F 871 AHE & 75 2= el A VIP gl %
Ayt ¢l5 A Aglelw £A o5A, F3F a5 A 9 el 7] gle PEM &4 2] FE ¢l 547}
¥ ghs] o] of e,
6 A7 A A vCloud Director 3% % Z 54 F4£5 ¢33},
o] FaE T E H4:¢:7} o9& 2= el A =& vCloud Director 418 &) FQDN(A 7 3t =l o] &)
gurch 7] ZE = 4439 o}

%2 vCloud Director A = & ZE2] Av] 2ol sl ALEAF x| A E£E 7} 844391 A4 etho NIC
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Cassandracell o}# @] <38}#] @& 7% http://cassandra.apache.org/ol A &5 7 =g o},

22 o o] Elul| o] ~ 2 AL-E-3}7] ¢ 8] A 9] 5] += Cassandra & 2] & 552 "vCloud Director & 2] ~
AR g ES A x4 A 2. http://cassandra.apache.org/download/¢ll 4] Cassandra® o2&
]

m  Cassandra 2] =Eloll & 27 o] abe] T ~Eof w25 47 o] Abe] 7}AF Al ~Hl o] E3bE]| o] of gt

Y o},
m 2719 Cassandra A = =7} 2 2 3] o

m Cassandra Zefeld st x = 7} tg st & Abgsl =5 AA ] o} http//
docs.datastax.com/en/cassandra/3.0/cassandra/configuration/secureSSLintro.html<] W £

S HEAYA L

m Cassandra A&7 ol 55 AHE-8t =5 A A 3t http://docs.datastax.com/en/

cassandra/3.0/cassandra/configuration/secureConfigNativeAuth.htmle] W88 AFZx 314 4]
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m 7} Cassandra 22| =¥ 4 JNA(Java Native Access) ¥ A 3.2.7 ¢| A& A& 5 A A gk
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m  Cassandracll 4] SSLe] AF-8--& Al8l Akgkel v of Cassandracoll ol gk SSL& A3l =5 A A e}
o= 7% 7+ A ($VCLOUD_HOME/etc/global.properties)<] global.properties < ol 4

4wl 7 ¥ 4= cassandra.use.ssl= 022 A A 8] of g o}

A
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cell-management-tool -+ & | €] & A}-&-3}<] vCloud Directore} Cassandra &8 ~El 2] == Zlof
oq 73 %/H 61»1/] D]—

t}2 = & of ol A nodel-ip, node2-ip, node3-ip ¥ node4-ip= Cassandra &2 =€l +4%< IP 5
et 71E 2 E(9042)7F AHEH Utk Ml ER Hl o] ¥ =159 FoF A 5 o

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra ——configure —-create-schema \ —cluster-nodes nodel-
ip, node2-ip, node3-ip, node4-ip \ —-username admin —-password 'P@55wOrd’' —-ttl 15

A ) ETE AGeE el d@ Auk 210 4 Be] BT AE Age NEe RIS
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vCloud Director A |, -4 2 ¢ el e] = 7ol =

2 (A8 AFgh vCloud Directors ¥ A 9.10l 4 o] & o] =3} 7] % cell-management—tool= AF-&3}
of | 28 dlo]guo] a7t ¢l ol B8 & AAstE S 43 o}

ohe cl o} fAba Rled e A g o

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool cassandra ——add-rollup \ —-username admin ——password 'P@55wOrd'

3 7} vCloud Director A& t}A] A] =gk o},

9] 5 PostgreSQL U] o] B H o] 20| A 7} G4 =3

vCloud Director 4 # &% 2= S0l = vCloud Director Al Oﬂ A SSL 1A & S8l
PostgreSQL dl o] El ¥l o] A5 FA el 2 A o A 55 9 A vlo]gu o] w7l HE

SSL ol 54 7F 83 ef o 7)ol = A el Al Fel ol 5 73S
Huoh == AA] A E SSL el F AL AR el S 7] Zhol| A A
A uk &l &k < XH = vCloud Director truststore 7} & ¢} oF ghu c}

Rl 28] Alek 2l g - Alglo]| vl F A o] A&

= gxatd, v o] Huo]~ 74 2o 4] autovacuum
a7 W g o] Eulo] A FA S 2A T 4 9l

47}

1 vCloud Directors} PostgreSQL ll o] B vl] o] 2~ Afolof] SSL <174 & 4 gl o

a 9% PostgreSQL dl |l o] 2ol e AHAl A= 5l QlE AL} el QB2 ALgele A5 7
vCloud Director Aol A ot & &S 433l vCloud Director truststore® ] o] g vl o] = ¢l 5
A& bR g

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates —-source path_to_self-
signed_or_private_cert

b % =& & A3 ste] vCloud Directorgt PostgreSQL Akelell SSL <14 & Ahg-ah =5 A7 g

c}.

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database —database-ssl true

--private-key-path =4 & Ab&3std A v 252 2= Alof el wad & A 4 gl
[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool reconfigure-database —database-ssl true —private-key-
path path_to_private_key
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max_connections = 500

# Set effective cache size to 50% of total memory.
effective_cache_size = 8GB

# Set shared buffers to 25% of total memory
shared_buffers = 4GB

3 8 Akgkel B postgresql.conf 1< 9] autovacuum w7 W 5 3 Al g o

o uk4 ¢l vCloud Director 22 9] 7 ¢ of2 Y&

tje

AHEE g s

autovacuum = on

track_counts = on
autovacuum_max_workers = 3
autovacuum_naptime = 1min
autovacuum_vacuum_cost_limit = 2400
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service vmware-vcd stop
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sudo -i -u postgres

A ol obdd W] el S55 A4dH 2= IDE AlFal oF vl

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=‘=% ID -f /Jopt/vmware/
vpostgres/current/etc/repmgr.conf
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c AAEvhFa e 2F v Eor TRt taIeA] A5 Z 2 ot

d & 7] A Aol el 6.col 4 6.a7bA] HEEF ] o
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ztgel=A gol g},
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sudo -i -u postgres
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/opt/vmware/vpostgres/current/bin/repmgr cluster show

i

& ol FeIaE Y FUZ 2ol 3 AR oF AR

ID | Name | Role | Status | Upstream | Location | Connection string

Node 1 | =E </& | primary | *running | | default | host=24E IP +4
user=repmgr dbname=repmgr

[o0]
e

Z A& opA] vl £ o} vSphere ClientE AF-8-8Fe vCloud Director %A vl 29 W &5 =
A

RRES

ol

9 7} vCloud Director #| 2] OSoll A4 & a9lstA 1} SSH Fete] el &5 AFg-3lo] a9l g
root A-&-#FZ 2 a9l @ ofF g o},
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service vmware-vcd start
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vCloud Director HTTP 74 <toll Sul2A] FAH T wlel = S A 5 Aof| vk =29 2}uls 5
A 3l oF g ef,

X & vCloud Director A ell ¢ el o] =& A &3l dlo]gu| o]~ o 2eflo] =7} kg 5l o= 7H7H9

vCloud Director %A & A -8 @l of ghv et

AP QT ALE

vCloud Director %#] 7} https://vapp-updates.vmware.comol <8 A~

A zp

1 4 Bek5-Ael4 vCloud Director 4] el 'l =9 A ] AbgAf QL g # o] 2ol Zacldle] 7]+

A & A g eh(https://appliance_ip_address:5480).

71 A ol E& 715w vlol Hull o] =5 e g wi= 7] AAE ARGl oF d ot

N

2 VMware Update Repository € 7121 7| =5 o] E A 44L£E A A A g o

vamicli update --repo

3 gl =5 #alsle] VMware Update Repositoryell o at& ¢ el o] =7} 9l +=#] &l g},

71 EA © 2 vamicli ¥ #-> VMware Update RepositoryE 7}z 7] 1] o},
vamicli update —-check

daelol = el 2k Ag b lelel = TA5 5
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/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell —--shutdown
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gaele]l =5 AE3 e
vamicli update —-install latest
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/opt/vmware/appliance/bin/create-db-backup

8 <9 A el 4] vCloud Director Hl ¢] B ¥ o] = upgrade - & 2| €] & A & 3] o},
/opt/vmware/vcloud-director/bin/upgrade

9 7 vCloud Director 74 & A F-& g o},

shutdown -r now
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& W@ w4l ——maintenance-cell)= 7} 4= ol o} vl o] B vl o] ~ upgrade - & 2] E] s+A4 el of
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Aw 259 e AL 3 A A 2B Aol HA AT 4 Q=4 ol A A ~E
Tule e Az A Al S
vCloud Director A # ol LDAPS A1 ¥ & A}-§-3l+= =
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Ak A ufel root® =213 o,
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plefolel gle e o] & I8 A ol = s Aw 7b HAl 2T 5 gl f A o] A A gt
A A

e}

o

el

A o] 2] &] MD5 #| =4 2 A A @l of g o

AR sfd e A HAgle] Qlofof AP 4 gl o] Agko]l Yl=A] gelatedn] &, A =+ g
g AS A oL Linux 38 S Ad e = 8ol A installation-file< vCloud Director A & o}
of AA 7= o] Ed vk

[root@celll /tmpl# chmod u+x installation-file
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./installation-file —private-key-path /vcloud/.ssh/id_rsa
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