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--allowAllEx

--net:"etho

--net:"ethl

——name

--diskMode

--prop:"vami.

—--prop:"vami

——-prop:"vami.

—--prop:"vami.

--prop:"vami.

—-prop:"vami.

—--prop:"vami.

—-prop:"vami.

—--prop:"vclo

—--prop:"vclo

—--prop:"vclo
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traConfig e el&
Network" portgroup on vc for eth(
Network" portgroup on vc for ethl

vm_name_on vc

thin B+ thick

ip0.VMware vCloud Directerth0O ip address

.ipl.VMware vCloud Directethl ip address

DNS.VMware vCloud Directains ip address

domain.VMware vCloud Diremanh name

gateway.VMware vCloud Digatlewsy ip address

netmask0.VMware vCloud D inedamiask"

netmaskl.VMware vCloud D etoiask'

searchpath.VMware vCloud aDildett o™ domain names

udapp.ceip_ enabled.VMware tv@kotdrDingstor

udapp.enable ssh.VMware vGkowedSDireates"
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--prop:"vcloudapp.nfs_mount.VMware vChdisd iPi melches's: nfs mount path

*

--prop:"vcloudapp.ntp-server.VMware vQlguderieactor'address

--prop:"vcloudapp.varoot-password.VMwana vobdugassmeattbr"

--prop:"vcloudconf.db pwd.VMware vClowb Phssetad'

—-prop:"vcloudwiz.

—-prop:"vcloudwiz.

—-prop:"vcloudwiz.

—-prop:"vcloudwiz.

—-prop:"vcloudwiz.

admin_email.VMware wtbwdinhirenadd" address

admin_fname.VMware ‘Athoud viodr exmer "

admin_ pwd.VMware vClwad abimiec pas'sword

admin_uname.VMware w&bbwdiniirestaname

inst_id.VMware vClouaddimestadd" ID

--prop:"vcloudconf.sys name.VMware vClbmad siisteat or'ne

—-prop:"vcloudnet.
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routes0.VMware vCloug Lticketssd" cidr,

ip addressZ2,
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VMware Cloud Director 4 A ID$] Y] £}
7] Ao uk ARg-5 v e},

VMware Cloud Director A #| & ¢ & A
412k vCenter Server &t 2] o] &<},

A e AFe]) v e}, etho Q1 E] 9 o] 2~of] B gk
A Azt 32 735 A= 50A
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o] 9] IP 49} CIDR(Classless Inter-
Domain Routing) vl E=%] = 74 (5 F+AH/
v EyALE Abghy e 2 4] s of of ek
ofl:
172.16.100.253 172.16.100/19,
172.16.200.253.
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--prop:"vcloudnet.routesl.VMware vCloug hiiceetssd" cidr,

ip address2,
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—--deploymentOption
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primary-small,primary-large
standby-small, standby-large
cell
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o
203

—--powerOn

7|2 VMware Cloud Director & x|2 H|Z sl= HZ 9| of

%82 VMware OVF Tool 9385 A g et7] Aol veloudapp.varoot-

path _to _ova

A
A Ao & ) 3 e Hl 7] Al
W dle]euo] A e B A B oA
7] dl o] g w] o] 25 AFg-3e] 741 ¥
Y e,

m 10.1.3 ¢4 v Aol 3 ce11+= RAM
o] 8GB°| i vCPU7} 479l A &
VMware Cloud Director 411 52
T A o7 w £ 10.1 1)
Aol Y2k cel1®= RAM©] 8GB©] it
vCPU7Z} 271 ¢l A & VMware
Cloud Director A ¥ 52 &4 4
Aoz w3 ek, veD ol Ee] A ©]
A Al 7] o] Bl o] 2= ARE-
A etk vCD ehE ] Alo) A A
o] 714 ) o] eju o] el o A F ] e}

%2 VMware Cloud Director A1 ¥ =%
o] 71 Az} )] AL Fld A7)0k
ok dlel eulo] 2 HA 8] 28 & 7]
E-a A} -4 A 2R A=A
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Fof| 7pAk Aj '] ALl S A e

passwordVMware vCloud Director, vcloudconf.db pwdVMware vCloud Director EL

vcloudconf.admin pwd.VMware vCloud Director &5 AR&AF AFAl Y] obAl gk ¢k & = vl o},

ovftool \

--noSSLVerify \
-—acceptAllEulas \

--datastore='datastore6' \
--allowAllExtraConfig \
--net:"ethO Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \

-—-name=MyAppliance \
--diskMode=thin \

—--prop:"vami

—--prop:"vami.

—--prop:"vami
--prop:"vami
--prop:"vami
—--prop:"vami

--prop:"vami

VMware, Inc.

.ip0.VMware vCloud Director"="10.0.0.142" \

ipl.VMware vCloud Director"="172.18.41.24" \

.DNS.VMware vCloud Director"="10.0.0.2" \
.domain.VMware vCloud Director"="mycompany.com" \
.gateway.VMware vCloud Director"="10.0.0.1" \
.netmask0.VMware vCloud Director"="255.255.0.0" \
.netmaskl.VMware vCloud Director"="255.255.224.0" \
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--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
—--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
—--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.db pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin email.VMware vCloud Director"="admin@mycompany.com" \
--prop:"vcloudconf.admin fname.VMware vCloud Director"="vcdadmin" \
--prop:"vcloudconf.admin pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin uname.VMware vCloud Director"="administrator" \
--prop:"vcloudconf.inst id.VMware vCloud Director"="59" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-small" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

CHZ| VMware Cloud Director & %|2 H|Z sl= HZi 9| of

%2 VMware OVF Tool ¥ & & 48 3}l7] Aol veloudapp.varoot-

password.VMware vCloud Director St 5 AH&7#F AHAl €] bl g obe = whg o},

ovftool \

--noSSLVerify \

--acceptAllEulas \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thin \

--prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
—--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MySecondAppliance" \
--deploymentOption="standby-small" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name
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% NFS &+ A% Auls ~E 2] A (Jopt/vmware/vcloud-director/data/transfer)® HAFg
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t}. responses.properties ZtYoll= SSL Q15 4] 7] A #F4ol hat A Z7F 23hs] o] 5 o] A7
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7| A E 2 Foll A E QIS E AP RS oAl AT F s A A5 R 7] AR
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ot
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& 915415 VMware Cloud Director A ¥ 59| tf& 2 & A (ol 7] A 2 VMware Cloud

Director ol Z2] Al o] A Alyoll & &k 4= 95Ul HTTPS % 4 Z51] BA1S 9l Ay ofd ==
el

=
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AFEAE B A MEE A G AR A A EAE SSLAFAR Foh AL FAL 5 dFv e

A F A

m HTTPS % &% =54 WA 2o el 4w g o =7ts SSLISA & 23ete 7] A4S 71 E
A (/opt /vmware/vcloud-director/certificates.ks)oll A A& 4 =7 gl gl

n I ASHET CAMEE IS A] IAd S b e CA A HE SSL el T A E Al sl

VMware Cloud Director %A & 7}A 2. 7] o] W85 Az b4 A 2.

7A Al 719k CA A 1A gkl o] olv] 9l A el 7] B CA AR E SSL S E

[ ] 1l
VMware Cloud Director A & 7}A 9.7 o] W §-& x4 Al 2.
7] AR W Aol digl Alel koot 7] AaFae okael dASFEA Sl 7] A b=
FEAANEMES A AEEE 27 FE G o AdA G ot dlE T o B

/opt/vmware/vcloud-director/jre/bin/keytool -keypasswd -alias http or consoleproxy

-keystore /opt/vmware/vcloud-director/certificates.ks -storetype jceks -storepass root-

password
At
1 A AYH 5 A7 235 A certificates.ks LS 7] AR oA AL FF A (/opt/

vmware/vcloud-director/data/transfer/)® HAFg ] o},
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2 I AL gAY £FA 2 2F AFE HEE veloud® H 7 g o
chown vcloud.vcloud /opt/vmware/vcloud-director/data/transfer/certificates.ks
3 7 AL gl afAtell Al ¢ 7] H 227] A gke] ol=A gl g

chmod 0750 /opt/vmware/vcloud-director/data/transfer/certificates.ks

o2 =3 A4 ¥ responses.properties U S ool Edte] AL F-Fof 7] AL

|
vt & 712] 7l =5 user. keystore. path ¥l 45 7 g o},

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 A= A <l e e 7] 2 AR o A vmware-ved A ¥] =5 thA] Al #FeR ] oF,

ol
ol

A E AL

=

i

service vmware-vcd restart

6 7 ARE G QAL £7] FE GBE 4Gl o7 AL A EelA el A A E LG
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An
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AHA] AR el 712k CA A= ql 5 A gkl o] ol m] gl 5 AHel 71 2 CA A & SSL <l 541 & VMware
Cloud Director A & 7}A £ 7)o A & AAE w2414 <

%2 ¥ A VMware Cloud Director &A= 7] =717} 20488 E.ql ALA| A v 5l Q541 & A A g of,

A 7] 2715 Agelr] Aol A o] Mol &7 Aghg H7haloF F vk 1,0248| EX o A2 7] 27 &=

NIST Special Publication 800-131A°] w}&} tf o] A} x| & 5] ] ¢k5ru] o},

of Axfef A Ab&5] &= 7] A4 kT root AFEA shE o) 3 o] A2 root passwa® F A F,

A F AHE

keytool W& & A gtk keytool s AH-&3Fe] CA A = SSL ¢l 54 & VMware Cloud Director %+

A & 7FA § 4 oF. VMware Cloud Director+ keytool? AF2$ /opt/vmware/vcloud-

director/jre/bin/keytoolel ¥l A g},

Mt

1 VMware Cloud Director %#| <ol root® = 4] & 1938l A v} SSH Zefold EE Ab&ele] &)
ot

2 37 2 Aol et g 5 A 5 e E A ok

VMware Cloud Director #-# & vl 223} VMware Cloud Director?} HTTPS A u| =~ B & = =4
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3 HHEs APl 7|E certificates. ks U W g o},
cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original
4 w5 Adcto] HTTPS Alu& Bl & Z54] Au] 2o tigk 37 Z il 7] A& A4 o

/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/

vcloud-director/certificates.ks -w root passwd

[ & A LT R certificates.ksol 7| AFLE AN A Y il ] EF U, A5 A= H
o] 71 EZhE AEte] wbEol A Ytk 2170 9] DNS FA ol whel WA CN(L b o] F) 7F Au]xe
IP 74 =+ FQDNe & A vk, ol 54+ 7] 2048V E 7] Aol & Ag3lar, ubE A 19 Fo
atE e

%2 VMware Cloud Director &#] 2] -4 Agte & glal] ol 54 7] A 4ol Hall /opt/vmware/
kel

21 3]
vcloud-director/certificates.ks $ & & A3l oF gy o},
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5 HTTPS Av]~ 2 £ = 52] Au] 2o v gk CSR(QI 54 A A4)S A4S of.

%92 VMware Cloud Director %#| = HTTPS A H| 29} & ZE4] Al 2o def 5dat
Fa g 32E o] 28 Farh welA CSR A el & SANGEEA t Al o] &) &7 gl g=of] i &
&g DNS % IPE =gl oF gt

a <lsA A9 8SHE http.csr Aol ubF o}

keytool -keystore certificates.ks -storetype JCEKS -storepass root passw E= d
-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b <54 A 845 consoleproxy.csr I} ol w51 o},

keytool -keystore certificates.ks -storetype JCEKS -storepass root passw B @
-certreq -alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

1% 71 dho] S Av] §3 8 A A== 278 7§ Jakarta Tomcat2 AF-&3 ] of.

-©,

a CAQlZ 713 FE 9lF5AE root.cer I}l A certificates.ks 7] A4 3d 2 714

MRS

keytool -import -storetype JCEKS -storepass root passw %+ d -keystore /opt/vmware/
vcloud-director/certificates.ks -alias root -file root certificate file
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keytool -import -storetype JCEKS -storepass root passw £+ d -keystore /opt/vmware/
vcloud-director/certificates.ks -alias intermediate -file intermediate certificate file
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cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-
certificate.cer > chain.crt

OpenSSL= #k&-sted 7Sl 71, al5A A<l 3 el w7 &
g F 7 PKCS12 7] A4 shed = A4 sk 7 7] A4 shedell A ko & A4 g

a HTTPS Au| ol 3l 7] A x4 sld & A g o).

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
-passout pass:keystore password -out http.pfx -chain

b % =5 Aulze] B 7 AL FLL AT

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pfx —chain
Hrdg Adsle] 7€ certificates. ks IFL & W g o},
cp /opt/vmware/vcloud-director/certificates.ks /root/certificates.ks.original
keytool % & AH-&ete] PKCS12 7] A 45 JCEKS 7] A4 = 7hA % o
a HTTPS Au]zel e gk PKCS12 7] A1 245 7hA 5 et
keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/

vcloud-director/certificates.ks -deststoretype JCEKS -srckeystore http.pfx

-srcstoretype PKCS12 -srcstorepass keystore password
b &% =54 Av]ze g PKCS12 7] A5 7hA - et

keytool -importkeystore -deststorepass keystore password -destkeystore /opt/vmware/
vcloud-director/certificates.ks -deststoretype JCEKS -srckeystore consoleproxy.pfx
-srcstoretype PKCS12 -srcstorepass keystore password
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sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name
Jtnp Eiol A4 7bedt g7bel B eA e A O A E Aged 9= slae AR,

6 vulolEu o]z arAt F ol Bl ] o] = o] £ velouadt FhEH AREAL o] & dl ol Bl M| o] = o] £ &
7158l e
135kA ol A A g o] o ARG-AFE A A shaL w] o Bl o] 2~0] o] 5 W A @l oF g o
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7 A VMware Cloud Director g7 ¢l 4] 71 &7 2] IP 45 Abgele = of el £4 o 54 914
< 9% PostgreSQL Hl o Bl u o] =] 9] Aol Fapsha Alo] Agl& 7 of gt

a /opt/vmware/vcloud-director/etc/°l 91+ global.properties,
responses.properties, certificates, proxycertificates, truststore gl & o
PostgreSQL tl o] Ej# o] 2~ 2] /tmp E& A ef= ) A of] H-AFg ] o},

b 71E Sl A Ao AdE F
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VMware Cloud Director #A] 2] v = 9 & 7] 4 o W] &8 A xepA4] A 2.
10 A w25 7 Aol A ohg M a-& A g sl VMware Cloud Director A 8] =5 5% g1 o},

service vmware-vcd stop

11 2% PostgreSQL Hl o] Hlwl o] 2 ¢] /tmpEr ol A Al 87 €] 7% o] Y /emp T2 B 5l &
B apgh o,

12 "= gpdol 3} AE A3 WA g
chmod a+r /tmp/db_dump name

13 A2 w25 7] Ao Z4of rootE el el o Fol 4 Ul 25 o o] ¥ o] ~ 2 VMware Cloud
Director d| o] Bl | o] =~ & 7 43 o},
a AEAE postgres® A1 83l aL psql dl o] ElHl o]~ Ejw]dof] oA A3l oh 5 W E s Al g )

vcloud Bl o] Bl W o] ~ &5 AbA] g o},

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgql -c 'DROP DATABASE vcloud;'

b 71E o3 lelule] e o] el ol £ A7k volouash B A Sl 65kl A Aol E of
= A §AE AR o

E 0o
u — o

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'CREATE USER

<db_owner external pg>;'

C pg restore s AP

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

db_dump name

d 71E & dleo]Hu o] =of vl o] Bl o] = o] F©] velouash thE 7 %ol = 65bACl A Aol o] &
& Abg-oko] ol Bl o] = o] §& veloud® W7 g Tt

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'

e 7|¥ VMware Cloud Director 373 2] d o] gl o] ~ £ A7} veloud ol vhEwl o] Huw o]~ 4
TAE veloud® W7 G Hl o] &5 veloudel BHA] &ubghu] o,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c 'ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -d vcloud -c 'REASSIGN
OWNED BY <db_ owner external pg> TO vcloud;'
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14 A= ol 2t Aol 4 -4 H] o] B & i §f 8oL vt $- VMware Cloud Director 4] vl =& A -4
A1 A o
a 54, truststore % 154 & gl dta, 7 avt Al A 9h & FAREE vpo] E o] A A0 9

& PostgreSQL | o] Bju o] 2~ §] A ol 4] o] z}od & FApeho] aLA| g e

(e}
ol
-

global.properties, responses.properties, truststore, certificates %

proxycertificates 342 /opt/vmware/vcloud-director/etc/ol 351t

b /opt/vmware/vcloud-director/certificates.ksoll & 7] A4 s}l S A<

ut

Y o},
ulo] ef| o] A Lol A 7] A A4 spd & Bapsle] aA| shA] mlA Al 2
c g H7# S A sted VMware Cloud Director A 8] 2~5 A 4] & o},

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password root password new primary --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

o 7] A1

B ——keystore-password w-= ¢ A ¢ £7] root Z o} YA G

m  --database-password %< A B X Foll AA g dl o] B o]~ ok e} A A G et
m  --database-host #t-= 7]& A 2 ethl W EH 2 IP F49F AR 3

B ——primary-ip #-= A 9 etho MIEY I IP F49F LR o},

B ——console-proxy-ip #= A9 etho VI EH 2 IP F49f A G},

m  --console-proxy-port #-= AR TE ZEA| LE 84433 U A g}

Al S Al o g A4 g 82 VMware Cloud Director A ol mfo] ] o] A1 8 A v} <1 2wl

o]
VMware Cloud Director A ¥| =& A} 74 8}A] 23 585 A&z ek4] Al 2.

d < "# & A g3 VMware Cloud Director A 8] =5 A] =g o
service vmware-vcd start

A A 7=Le] A F-2 /opt/vmware/vcloud-director/logs/cell.logel A U E & T 4
P

15 HTTP, HTTPS % TCP E 2ol o g 2= Mlsd A Fof = A AA etho IPE £3Fdte5 2e
A A4S A shar @l 7 Fell 4] ©1 A Linux VMware Cloud Director 4 IPE Al A g e},
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a A AW 25 o] A etho MIEY 2 IP F4(https://eth0 IP new cell/provider)®
~1-&3}e] Service Provider Admin Portal-s 34

b wle] o] A £xe 7] E AW #E2}p ALY 5w S ALE-3Sle] Service Provider Admin Portal
of ol ghr},
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a 9% WA woe) Blase A FUSE Pass AU,
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o] & Ao A /opt/vmware/vcloud-director/data/transfer/

certificates.ks® HAFato] wA| g e},
2 Ay =7 HEEs Adcld AdSAE AT
veloud.veloud”t ¢ #F4 & ArAkel A &l gk e,
/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks \

-—keystore-password ks password old vCD

3 VMware Cloud Director 48] =5 t}A] A] =g o},

service vmware-vcd restart

of A 2ol Al TS Frteke A ol FEA A AR E AT E AFEShe] Al AR Alo] wi £y e
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2= VMware Cloud Director A1 ¥ 2 5 do]gu|o] A% o] o]t gl To = Zelo-to vEY =
A v] 25 Al F3F= NSX Manager ¢l A8l A5 ¢ 2ol =3 4= gl of. 238 o}, VMware Cloud
Director A Al o] 555 o] ¢l vCenter Server ¢l =B~ ¥ ESX| 3~ E & of 2@o] =g <= gl 571 o},

%2 VMware Cloud Director+ 3w Edge Al o] E5 o] ut Al 3hv] o}, 3155¢] o}l & A 4] Edge Al ¢l =
ol & F Aol Eg o] & #H3ef oF g o}, https://kb.vmware.com/kb/667672] W45 Fx k44 L

v A1 10148 A vl Al g-A 9 el d E7F VMware Cloud Director APIE AF-&-3Fo] €17 A v]of df gk o
Ag Hl~Esta, A IDE SSL Al =Ale] 2o] 5= 2l e 4 915 k. VMware Cloud Director Yl &
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oh, o] el o] = Aol ¢l 545 VMware Cloud Director & 714 & % L =kl
vCenter Server % NSX 17l Aot 12 @77t A= 4l o}, o] 75 ¢ zele
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m  NSX Manager® AF-$3Fo] NSX Edge ¢ =&l o] =of tf & &4 gl W] -&-& https://
docs.vmware.com] NSX for vSphere A ™ 4 & A Z= 314 A &,
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1 712 Aol root® A A Eaglsl A SSH Z2tel d EE AFE3le] 2ol g
2 /opt/vmware/appliance/bin® & ©]& 1]},

3 create-db-backup W& A g}

M

i

NFS &+ "<& Av] 22 2 & 2] A 9] vcloudapp.nfs mount.VMware vCloud Director/pgdb-
backup/ HHAE 2o A A2 A H db-backup-date time format.tgz U+ & F AHFH
o, Ltgz Tl = 71 Al do]Ewl o]~ § 2 319 global.properties,

responses.properties, certificates, proxycertificates % truststore I} o] g5

c}.
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% PostgreSQL dl o] el o] 22 wie] tar s}l o] 9li=#] 2l g}, VMware Cloud Director
$ A ke dl o] Elwl o] & ] o] g5 AETIA] A L.

n 7] o] glu o] Al shutel ) 7] wlo] Bl o]~ Al 5= JH S v 3 k. VMware Cloud Director 72
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1 712 2 g 7] Aol A root®E Zelela g W El S A gsle] VMware Cloud Director A8l =% %
S

service vmware-vcd stop
2 71 B ] AellA g tar IS /tmp ET el FARE Y o
Jtmp BV el ALE 7hdh Brkel ¥ A e A4S B QA Agee] tar 2L AT
3 71% 4 7] Aol A /tmpell tar 4] Ik 9] ghEE S o
tar -zxvf db-backup-date time format.tgz

/tmp oA %% global.properties, responses.properties, certificates,

proxycertficates, truststore % vcloud date time format®]zhe dlo]Eml o]l |2 3

DL 5 Qe

3 truststore YL VMware Cloud Director 9.7.0.1 o] Aol 4] vk A}-&-& 4= 9l <51 o},
4 7)E Ao Aut rootE FEof] 2 aclele] vhg W E S Ao,
a vcloud HlolEu| o] A5 AHA g o}

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'
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b pg restore WE & APt

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/
vcloud date time name

5 718 % 7] Aol A 4wl ol E ghel o HARS A Aska wA gk Al 4] gked VMware Cloud
Director 48] 2~5 A 2t g o,
a %4, %54 2 truststore 315 W ] F e},
global.properties, responses.properties, certificates, proxycertificates %

truststore I+Y-& /opt/vmware/vcloud-director/etc/ol 3571t

3 truststore Y4 VMware Cloud Director 9.7.0.1 o] Aol 4] vk A}-&-& 4= 9l 51 o},

cd /opt/vmware/vcloud-director/etc

mkdir -p backup

cp global.properties responses.properties certificates proxycertificates truststore
backup

<l

b 3xkAll Al FE3F o] zld ] %4 el 5 4] 2 truststore ZHL S E-Abslo] mA g .
cd /tmp

cp global.properties responses.properties certificates proxycertificates
truststore /opt/vmware/vcloud-director/etc/.

3 truststore 4 -S VMware Cloud Director 9.7.0.1 ] Aboll A b AF&-3F 4= ¢l 5 o},

4

cp certificates /opt/vmware/vcloud-director/.

¢ /opt/vmware/vcloud-director/certificates.ksoll & 7] A4 31d& whed g o}

cd /opt/vmware/vcloud-director
mkdir -p backup

cp certificates.ks backup
d o 95 S A g3t VMware Cloud Director A vl =5 Al 7-4] g1 o},

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

o] 7] A

m  —-keystore-password A& A & AlFA ol g 7] AR stz o} A Gt
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m  ——database-password w4 A W Fof A o o] Huw o]~ FF o} A Gt

B --database-host w4 7] tlo] g o] 2~ A o] eth1 VI EY 2 IP F4of U A7 o},

m --primary-ip He BYdsls A A etho MEY 2 IP Fa9 AAF YT o] FLEE 7|2
dlo] Elu o] = Al P F4 7} of ] B

B ——console-proxy-ip wA-< FA o= A Y etho MIEY Z IP F4 9 LA o,

A 3 Aol e g A g &S VMware Cloud Director %F#] of] ulo] & o] A 8} 7 v} 29 & wj
VMware Cloud Director A v]| ~& A 74 5FA] 23 gH5-& A& eb4] Al 2.

e g #H#E S 43t VMware Cloud Director 4 ®] 2~5 A] A8k o

service vmware-vcd start

a A A 25 e A etho IEYZ IP F4(https://et0 IP new cell/provider)®
A}-4-3Fo] VMware Cloud Director Service Provider Admin Portal< <31 o}

b 71E A& R} AA 575 AH-Eske] Service Provider Admin Portalell =91 3 ef,

c A Aol vSphere ¥ Febp-= BlasE AR o YleA Sl o

8 dlo]Euo] A B L 59l g o = Service Provider Admin Portal$ #F-&3lo] o] d VMware
Cloud Director 27 ol] £-3l+= e A o] ol Al A& A-A g o},

a 9% BA weo garo] ZeteE i AE Au e}

9 E9 A Hdew =7t automaticol I 7 -F- VMware Cloud Director %A APIE AF-&-3lo] t}A]
Automatic o @ A A ofF g o},

VMware Cloud Director & %|2| HYH FE HZA

7] ¥4 o 2 VMware Cloud Director A = 4% sl d 2v] 2 =of gl on] 7] do] glu] o]~ A{u] 27}
Aol ahe] o on] zhel & Al Abel ok g ok A A APIE AFSSlo] U e mEE AFo 2 WA 4 9]

U
VMware Cloud Director 10.14-€| 7] ¥ df] o] E] wl] o] = 4] 1]

/K
Abgetms At Al 1R e R A sl den & s 5 3l VMware Cloud Director 24 <]
AE dld e o] Es Az L
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

s ¢ B ¥ == \VMware Cloud Director % 7'<] APIE AF43lo] automatic ¥ manual & A4 U of,

s dd ez AR FelaE e A, oh olake] Foh AL vl g F A APIE AFE Sl S~
Hel Ao REE qutomatic e ® A AN ek Tl Adoen nEE AQAASHA e

W AA e fdon] wert AR e A A F

VMware Cloud Director O|O|E{H|0|A0f CHEl 2|8 HMA T

EA 9 |p F 4ol A 7] 2 A A o WA= VMware Cloud Director H ©] Bl #l] o] o] o 4] 28 4= 9l & &
AR 4 9l e

VMware Cloud Director & wle] 28l o] A 8}+= 5-oF == E}A}F o] ] o] = vl o] &7 & A8 A 2] o]
=, Y734 VMware Cloud Director ] o] E] v o] o] o 3l 9] - A A A5 Algale s AR e 4 gla )

Hxt

1 71& Aol root® A4 Z29l8t 71t SSH Fetold E & ARg-dle] =l gy e,
I
o

2 dlelgulo]~ HHE 2| (/opt/vmware/appliance/etc/pg hba.d/)E ©]& 3t}
3 o Al A o 1P el Hig s 23l B AE gl S Al 3
#TYPE DATABASE USER  ADDRESS METHOD
host vcloud vcloud CIDR notation md5

#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

o] G5

< FA o gddlo] E5 = pg hba.conf ZFell FrhEl o], HA 2] 22H ] 7] & o o] g | o]
2o eff g

I
Al =g Aol g o

270 =2 =R
vt vl £ Sof]l SSH HAl A~ A5 A o+ sy
SSH ol £ dlo] Bulo] = HA 715 2 914 $E 2 aqlol A4Ee17] 8] BA|A A5t FE A&
Apol]l t gk SSH QA =5 ARE-obA] e AT sy et vl o] Hul o] = HA 7] 5ol t gk SSH Al =

= WA E A S A W o
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VMware Cloud Director A A, 7-4 3 ¢f & ¢] = 7feo] =

M=t

1 Hlax 57402 OVF §4 & dA] A e 2 w7 sle = 75 VMware Cloud Directoreoll A

a VMware Cloud Director A &0l root® &4 29187} SSH Zele]dd EE5 Al§3lo] &
201 g o},

b 2= AYoto] SSHFE Al AT A8 aA ) AgaA FEF A4t

m SSHFE dA 25 &8l 5 A4 # W /opt/vmware/appliance/bin/

enable root login.sh 2= FHES A},

m SSH FE Al A5 A&l A Ex 5 AAH 9 /opt/vmware/appliance/bin/

disable root login.sh ~ZHEE A3

2 OVF44% 97402 w7elelt 2 Fol & vSphere AHE 7 el sl o] 25 AL §3te]

|
vcloudapp.enable ssh.VMware vCloud Director sS4 s AT

31 vSphered] £4 w5 WA stHH VM AY-E Aok g},

m SSHE AH&3t=5 A48 9 veloudapp.enable ssh.VMware vCloud Director?| %5 True
ERR P Lt
m SSHE AF&3hA] x5 A48 W veloudapp.enable ssh.VMware vCloud Director? #h=
False® 474 g
VMware Cloud Director & x|2| DNS &% T
8 22 $-of] VMware Cloud Director 77 €] DNS A1 W] & shit o] A+ ¥ 70 &k 4 9l ot
T8 A ZAE o2 HAAT F gl vt Mdle T4 E o] 55 AFEdte] Al AAE v e oF F
o}

it

o] HlAE BA o2 DNS AAS U A o2 7 3sted™ VMware Cloud Directorell 4 DNS
[e)
=

47 3 e,

a VMware Cloud Director A &<l root® A4 219138l A 1t} SSH Zele] e E &5 Alg3lo] =
el g et

b (AH A ths HE S Ad ko] @A DNS 74 & 2l g o

ovfenv --key vami.DNS.VMware vCloud Director
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

¢ DNS A ¥ = 31} o] AF W 7] gk o,

o12] DNS AW & Al A stelwd, DNS_server_IPE & glo]l 22 % 5o 2 4743
ot

ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP
d ®WA NS A&t VAOS A1 v =5 ohA] Al A gk o,
systemctl restart vaos.service

2 DNsAA= d7Ae = WA ste]= 7% o= vSphere Ul A5}

vami.DNS.VMware vCloud Director SA o] 4hs A DNS A8 1P 42 AA g o

o12] DNS AW & A A eteiwd 2 glol 52 78 555 3o

3 vSphered] £4 & WA steiwd vMe] A& 7 of gt

VMware Cloud Director x| HE {3 QIE{H|0|A0| CHEF H™X ZAZ2 TE
7] VMware Cloud Director Bl Zoll etho ¥ ethl W EHY A ¢l F o] zof Hfdt AA 25 A

Mt
1 dE Eo]Hae Bdow AA A7 ghS oA ez w7 slels VMware Cloud Directorel 4] &
dEE ARG
a VMware Cloud Director ] %0l root® A4 Z2lsl A} SSH Zetol o E5 AF&3le] &
2918 o,
b (AE A A AR AR 7L @
m ethool W&l o& S AYdoh

ovfenv --key vcloudnet.routesO.VMware vCloud Director

m  ethiol Wl o HEE AP g

ovfenv --key vcloudnet.routesl.VMware vCloud Director
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c AAAE#eTHATY
A B E=AEE TR AR A 55 glojok gt Al E Fof etnoel el Hue A
a of g .
ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "172.16.100.253

172.16.96.0/19, 172.16.100.253 192.168.100.0/24"
n echooll el o W E S A g
ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "new_static_routesO"
n echiol el o W E S AP
ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new_static_ routesl"
d VMware Cloud Director #] ol 4] U] E.9] 2 Afu] 5 wfA] Al g o
systemctl restart vcd-ova-netconfig.service

2 AA ARG T2z HA e = 4 5ol & vSphere UlE AH&-3to] OVF 545 w7 g et
=

31 vSphered] 4 #S WA sHH VM AYE Aok g},

m  vSphere AF&A} el ¥ #| o] 25 AFE-31¢ veloudnet. routesO.VMware vCloud Director %4 9|
e A R A A 2 A R o

m  vSphere A-&AF Q1 9| o] 25 AF-g-31¢] veloudnet.routesl.VMware vCloud Director <4 €]
3

e A AR A A 2 AT

VMware Cloud Director & %|2| M4 A3 ZEE

VMware Cloud Director A ol = 54 F4 ~32 8 =7} 23k5 o] gl o},

EELL A
/opt/vmware/ AF FA 22 E

appliance/bin/

/opt/vmware/ =7 F4 gl

appliance/etc/

/opt/vmware/ pg_hba.conf Yol ALEAL A4 g5 Fo1e 4 9li= ol E 2], VMware Cloud Director
appliance/etc/pg hba.d/ o] o] Bl wl] o] 2ol Tl Bl 9] - B A A A o] S AF A AL

_|_
2,
>
3
i
e
ol
Y
N
N
o
ox
)
i
a,
e
o

VMware Cloud Director # & vl £ 3}9 & 7] 7keo] 365U ¢l =
o mtEE o Aol At wtsH 547} 9= A5 AA A+ el
A

VMware Cloud Director Aol tf3dl ¢l 545 7|8 A o & 7Y Al ) oF §hi] o,
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

VMware Cloud Director ##] = 271 ] SSL ol 54 Al §-& 243 F. VMware Cloud Director 4 8] =
T HTTPS ¥ & Z 54 BAIS Ha shbe] el 54 A S A& ok W PostgreSQL H ¢] ] #|
o] ~ ¢} VMware Cloud Director A 32| AF-&-# ol H | o] A= o} & SSL ol 54 A5 &3 o

AFA A

uk

S EoHAS 4 9l =+ VMware Cloud Directore] HTTPS & 24 =
AAEE QIFAE A =7 = W73 PostgreSQL Hl o] g o]~ 2 AR k2] Ul
st CAAHEE gl T Aol = A el Al T8 ol 7] ol A3 kA AlE Al

-
q o
oli
-

1 VMware Cloud Director %A ¢] OS¢l root® &4 Z 2918} SSHE 54l o2 g o},

2 VMware Cloud Director A v] 2~& F-A s wl vh3 = el & Al g o,
/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown

3 A A AFAE Az A eelw he w g Ao
/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

o] wled o 2] PostgreSQL o]l g o]~ @ Ax 2] Ylof tfal] A2 AR QEA]E Ao 7
A48 oF. PostgreSQL 2 Nginx A 7} eFA] Al =k ] e}, o] =8 & VMware Cloud Director<]
HTTPS % &% Z 5] BAIS $ 8 A A= A ol S A (A 4ol A A-8-5) & AFEdke] Al 23 <l

A 71 A A4 (/opt/vmware/veloud-director/certificates.ks)E A4 g of.

4 CAAMHHE AdFAE AL A G= A HE S Agclo] A= AL AA A9 ol 545 VMware
Cloud Director® 7}#] 1] t}.

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password <root-password>

5 VMware Cloud Director A1 ¥] =% t}A] A =Fgh] o},
service vmware-vcd start
FEn

WAL=l AFA] A= el 541 7F VMware Cloud Director AF-8-#}F ¢l B] ] o] ~of] 3 A] 5 o},

b5 ol appliance-sync 3H7F A= o o & VMware Cloud Director 2 2] VMware Cloud
Director truststore & A PostgreSQL <l 54 & 7FA v ef, o] AFg]ell= & ol 60&7F A= 4 51 o},
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

8.3 A AA A EH ASAE F E=s W CARLIS 713hal A AR g SR wAD - sy

KA MBE LHEE PostgreSQL & VMware Cloud Director & x| 2| Ul
RIS M A

7124 o 2 W23 PostgreSQL Hl o] Eju o] = Z VMware Cloud Director A 2] AF-&-#F ol § & o] A
AA Ao 5 SSL el 5 A A S ok 1ol A SE S8l ARAl A “iﬂ 71

W) AR e R aAD & 5

rte
o,
ol
2
i
O
2 =
"o,
ol
~N

VMware Cloud Director A+#] & vl £} G4 7] 7ke] 3652 ¢l AFA] A5 5 ol &4 7} A A =) o},
VMware Cloud Director 7#| += 2711 €] SSL ¢l 54 A -5 AH&-3 1 ok, VMware Cloud Director 4 ¥] =~
= HTTPS Bl & Z54] FAlell Hell ahvtef o154 A = A& ek vl 25 PostgreSQL H o] Ef v
°] 29} VMware Cloud Director 4] k2] Ab-g-#} ql ¥l 9l o] 2= o SSL <l 54 A & - d o

r]r ﬁ‘

Fa doleuol A Y AR e UI QZE A5 A s ZREA AL HTTPS ¥ £4 Z 22 EAlo ot 3t
dF5 Aol s FA FFUch A5 A F dtE mAG L A o A gS mA & ok sl A
o},

Mzt

2 7l el el o] =] Q5 A & A k= A Hl ol B £A e A o] Sl e BE REE FA

3
W wER AR

3 /opt/vmware/appliance/etc/ssl/vcd ova.crtell l= 71E PEM &4 Q5415 15HA o A
CAZYE 383 AJuly ol &A= vpir] o},

4 A <545 Ad¥eleid vpostgres, nginx ¥ ved_ova_ui A8l =5 oFA] A] AR o}

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service

oli

5 7% dlolgulo]zel h g Q1A & wA Gt A e RE 2EE 1A B4 oA 8 Al g o

N

A1

=

t}goll appliance-sync @57} A= o ot VMware Cloud Director 4 <] VMware Cloud

Director truststore® Al ¢l 545 7FA g o o] Zejoll= 2 dl 60E7F 23 = 571 o,
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VMware Cloud Director & x|0{| M LIS PostgreSQL H|O|E{H|O|A S
QEF = El_|7|

VMware Cloud Director 7 #| €] PostgreSQL Hl o] B wl] o] & t] 2= F.0f|
PostgreSQL dl o] el ul| o] ~ 9] &85 52 4 glsu o},

ofd
I_J_‘\J_l
i
4 H
ot
N

Sl 29

PostgreSQL Hl o] Bl vl o] 2= k= H =3 3ol] A=gh o, 7] 27]+= 80GB Y Tt o] A A= A 7}

AL S e A 4 oo

7 g 7] A xM PostgreSQL dl o] Elul| o] & tl 22 27| += 7] ¥ AA] 2] PostgreSQL Bl o] Ejw] o] & t] 2=
=

A 2F AL E

b

m  VMware Cloud Director &7 ol tff 7|
]

/H 3| 5;].& /\]xl—ﬁl—qr/} | 1:_0/] o:l 61— A

7 9om o~ 39}7]%5_ T AE et 7] ==
8 |

A
<>ﬂ o gk ApAl g 42 VMware Cloud Director A 2]~
P

te

B el 2 e mE noe WS

m  VMware Cloud Director $7 ¢] 7] k=t @l A5 7 $-ol = 7| 2 oA AAE A g g},

1 3= "z 39 &ak& Aok 2712 5829 vSphere Clientell & 191 g o},

7t o 7] 7] 2] PostgreSQL tll o] B o] A~ vl A3 2 7] = 7] 2 AR 2] PostgreSQL d o] B ¥ o] A~
2 awkd A of et

a HAD AR 7]./\L/<]/k511-%x N o)

b 2> AR WYL A G

a VMware Cloud Director #F#] %ol root® # 4 22913871} SSH Z2fo] el EE Al&-3lo] 2

2913 o,

b = Hez as] 24 w7 4L osel Agatel e Bhg 22 Es AP e,
/opt/vmware/appliance/bin/db_diskresize.sh

3 @7l shte L At FA o] A ghewd del e o]t gk 2 =] e AAE

VMware Cloud Director & |0 A PostgreSQL 43 =%

PostgreSQL ALTER SYSTEM % & & A& 3Fo] VMware Cloud Director % #| PostgreSQL 74 <

@+ g
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ALTER SYSTEM % &2 w7 W4 A A o] W7 A}8+S postgresql.auto.conf el 7] &3kv, o] 7
< PostgreSQL %713} %ol postgresql.conf s} M op A g oh, ol F- A4 2 PostgreSQL A vl -~

= oA Al A oF efAlak thE AA e FA o ® A = ohA] Al A I g v) glsru o}

postgresqgl.conf 45 WASA w4 A &, FEl2E A S falA = 3td & FrIA e Hoj Ao}

sfe] W7 Abelo] A=A ¢ wlf £ ] e

Mzt

1 712 A 9] OSell root® A4 ®28lsl At SSH Feto| A E 5 ARg-sle] =gl g},

2 AF4-ALE postgres® 74 gk o

sudo -1 -u postgres

4
it
g
o,
i)
A
)

3 PostgreSQL ALTER SYSTEM " & S AF-&3lof w7 ®

psgl -c "ALTER SYSTEM set w7 #Ho='#;"

4 w7 = 7 74 v Aol el 5hA 35 dbE g o
5 W7t = ol HE4 F A 57F PostgreSQL A Bl 25 thA] A ZHal] oF sli= 7 §- vpostgres Z E A A~
= oA A A e

systemctl restart vpostgres

of

6 Aol Y7 =7} 9= 7 postgresql.auto.conf A& o 7] A of] HALsa F 83 7

PostgreSQL A vl =& thA] A g o},

a 7l% xxoA 7] == % postgresqgl.auto.conf¥ HAFE Y o},

scp /var/vmware/vpostgres/current/pgdata/postgresqgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b HAk= postgresql.auto.conf ghd o] wf A W4 5 Aot oA Al AR oF A 5= 75 w7

ol A vpostgres Z 24| 25 thA] Al Abgh] o},
systemctl restart vpostgres
¢ Zd7] ol e 6.a Y 6.bF vk}

GlOIEfHIOlA T7HSA BHAEIM A% S0/ Ci7| 4 55 52

EEE R QR AgeeE 490 b4 Fe A mEE AAGE A SelE B 5S A4

3l of g,

B3 A% wEsh Ao Agedeln st ol el Bh7] w =k b4k A9 Folefof gt
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1 ZeladolA] Ag Fel =29 0Sell root® =18l 8 A SSHE &all =22l 3 et

2 A&7E postgres® W7 @}
sudo -i -u postgres

3 x=&=%

ofr

=
=

gt

ﬂ

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id==%= ID -f /opt/
vmware/vpostgres/current/etc/repmgr.conf

£ 555 F14etH repmgr Tool Suite] W Bl o] E] B o] Lol 4] o} 7] = =2] 7] 5] Al 7 5

Glo|E{HI0lA TIHE Al SRIAE(olA 7|8 L Ciy| Mo ofgr Rz

VMware Cloud Director 74| ¢ #He] Ul Ab-&3lof dl o] Blull o] & 17184 Fe]aElollA] Ale] o g
Agtely op 2 AS 7| o7 S8 4+ gl

VMware Cloud Director % #2] AF&#} ¢l €] 5] o] ~ == VMware Cloud Director &% APIS A} 435
of 7|2 W 7] Ale) & Agd 4 5t o] AAlolA = e UlE AbE3te] A3t =l & 3 ek
A 5 A gy o},

VMware, Inc. 84



VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

O83-3. 7|2 Y oi7| A 7k M

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PEIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDEY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

w FElaE B ke AAela ekl AEielAl &<l e VMware Cloud Director 4] 27~

1 AwB 259 432l = VMware Cloud Director Aol 4 @52 F x| a7 AL frA B 2o

o] Agke 7 ¢lal 30 -60% 52l VMware Cloud Director Bl o] ]l o] =5 A}-&-2F 4= ¢l A = o},
oAl 71 7] k2 Aate] A& Wbx| el o] A & Aol 4] 2l & F A @ oF 3 qp}

2 https://primary ethl ip address:5480°4] A 2] Uldl FE=Z =l 3 ]},
3 9% sdel ) WA lolE Mol FHEAL A e <
Aol o] &, el &t Ael, 7] Alo] M2 = Al o] B & F s

4 ZF#2E A8 7} Healthydl Al ¢l g o},

g Arelo] ghusyl s Ee] S vha) A AT A Fej 28 Ao de] F4 Bg BEF ALE A
= J
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MQTT 22H0IHEE AL 510 OJHIE W &t 75
}

MQTT el EE AL
Yo},

MQTT+= 7 g ulol ] g], v A 5 2 2 % 91t} VMware Cloud Director= MQTTE AF-&3lo] o]
HE 2 Aelol d gk A S A X E, AL } MQTT Feto] A E 5 AF&3lo] w4 A & %iﬂ T A5y
B MQTT #1A1 A= MQTT S22 5 e, o] w27 Fefo]d B 2ehel A7} ofbd 72 el =

H A A & A e gl o
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o el WA A & 5
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o] VMware Cloud Director ¢|#l & 4 =} 2 9]

A 2 ALE

= WebSockets A€l d= MQTT Fehe]d E 7L Ql=A] 2l g e,

m  WebSocket g &0l =5 8 Ao @t & F713  dl=A el e
Mzt

1  OpenAPl % & A-¢3lo] VMware Cloud Directorell & .61 g o},

2 WebSocket ¢174 & A4 3l#) v Sec-WebSocket-Protocol -4 < mgtt 2 A A sl Felolol S /
messaging/mgtt 7 Eoll QAN EE A, ol F sl & F7F8la, 5 MQTT 914 E55 vhi
ISR
VMware Cloud Directorell 3t %5 229l @ Aol A JWT EZ5 FAF Y eh AEAF o] 57 <45

=9 = g dsdth

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

|25

3 Aol dgder AR Eu MQTT 2ol =% S| 352 T5g o,

o
jin

publish/{user org id}/{user id}

publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8
24 Belabe G =S oo E 20 gl A2 & o,
publish/{user org id}/*

Az B A=A s b gehel BE 5o dAl AT 4 e o

publish/*/*
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node status
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Node "bosl-vcloud-static-161-5":
PostgreSQL version: 10.9
Total data size: 81 MB
Conninfo: host=172.18.36.193 user=repmgr dbname=repmgr connect_ timeout=2
Role: primary
WAL archiving: off
Archive command: (none)
Replication connections: 2 (of maximal 10)
Replication slots: 0 physical (of maximal 10; 0 missing)
Replication lag: n/a

7] = =of thEk Al 28l F e vt AW PostgreSQL ¥ Aol thgk AR Ea] A Ax g g aE
d o H3 AR E A3k o= o 2 o

Node "bosl-vcloud-static-161-49":
PostgreSQL version: 10.9
Total data size: 83 MB
Conninfo: host=172.18.36.191 user=repmgr dbname=repmgr connect timeout=2
Role: standby
WAL archiving: off
Archive command: (none)
Replication connections: 0 (of maximal 10)

Replication slots: 0 physical (of maximal 10; 0 missing)

Upstream node: bosl-vcloud-static-161-48 (ID: 683)
Replication lag: 0 seconds
Last received LSN: 2/D863B4E0

Last replayed LSN: 2/D863B4E0
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localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
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cell C: nodeRole: STANDBY, nodeHealth; HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby
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/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o
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keytool -keystore certificates.ks -storetype JCEKS -storepass keystore password

-certreq -alias http -file http.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

b <S4 A 84S consoleproxy.csr I} ol ub51] o}

keytool -keystore certificates.ks -storetype JCEKS -storepass keystore password

-certreq -alias consoleproxy -file consoleproxy.csr -ext

"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"
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= 713ke] Sl A 185 A A e} }+= 7% Jakarta Tomcat= A& o}
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a CA@lZT 713he] FE ¢l 5 A E root.cer 3o A certificates.ks 7] A A4 3}

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias root -file root certificate file

b F7Fel5A 3L & 92 7 F intermediate.cer ¥tYoll A certificates.ks 7] A &4 o}
]

keytool -import -storetype JCEKS -storepass keystore password -keystore

certificates.ks -alias intermediate -file intermediate certificate file
¢ HTTPS Al IS A5 74 o

keytool -import -storetype JCEKS -storepass keystore password -keystore
certificates.ks -alias http -file http certificate file

d ZF Z5A] Aulx A S 7hA Y

keytool -import -storetype JCEKS -storepass keystore password -keystore

certificates.ks -alias consoleproxy -file console proxy certificate file

ol2]dl Wl & certificates.ks Id S A2 A 5H CAAEH <l
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A A o2 g
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keytool -storetype JCEKS -storepass keystore password -keystore certificates.ks -list
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keytoold] &4 /opt/vmware/vcloud-director/jre/bin/keytoolel A A1k Java
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cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt

openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http

-passout pass:keystore password -out http.pfx -chain
b TF Z5A Az Ag 7] A4 spd 5 A G o

openssl pkcsl2 -export -in consoleproxy.crt -inkey consoleproxy.key -CAfile chain.crt

-name consoleproxy -passout pass:keystore password -out consoleproxy.pfx —chain
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R

Eﬂfi

i

4 <lFA1E JCEKS 7] A2 7hA sh=A] gelstesd e & Adste] 7] A4 gpad

A3 e,

5
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--config-file (-c)

--console-proxy-ip (-cons)

—--console-proxy-port-https

VMware, Inc.

A

Linuxell 41 VMware Cloud Director-$- 5’4—‘?
PostgreSQL Hl o] Elu o] 2~ 4] ] vl
Al S

X*i EL VMwareolH O] 23 X*ﬁ‘- = Ak A
Trust & Assurance Center(http://
WWW.vmware.com/trustvmware/ceip htmiyell = 4]
o] ek Al 3e] =5 AbEsle] At o]
A Eell el VMwaree] CEIPel| Aked 8} A v} whe <t
Asdek A5 A e = Ax Ahd e g At
shA Al £

ol Frodstelw yE ¢ H 3o}
VMware?] CEIP = 2 z2lo] #ho] &} 7]
&) = gk ek

b

ZE

%owun

mlo

HEgEel A4 ARE A Y dFE AFE

A4 A

e F4 A A5 Log B
v e},

global.properties 74 §3elt)$ A4 o AFas

shelel B A Qo) o shedol AR o] &
Ag Aetely 718 AL opt/
vmware/vcloud-director/etc/
global.properties$ 1o},

IPv4 4, Al Ao 2 A] 28l ol 4] VMware Cloud

TEWT 27 7% Director &% Z 5 4] A d] 2o t 7

o) 548 AP o F Fof

10.17.118.159% v .

0-65535 ~}o] <] A4 VMware Cloud Director &% = =
Al Aul el e A e w S
e}
121


http://www.vmware.com/trustvmware/ceip.html
http://www.vmware.com/trustvmware/ceip.html

VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

E 4-2. 7 RECE[ M L 2l (A5
4 A v
--database-ssl true £ false VMware Cloud Directorel 4] %+ 4]
W SSLAAE a7t EE
PostgreSQL dl o] E ¥l o] ~ & T4
g s
AA A A5 B AF
A& A3k =5 PostgreSQL H ©]
Holo]~F 74 sl o 5
PostgreSQL ©ll o] B ul] o] 2o A 5=
7} A das A Es A Al o
--database-host (-dbhost) VMware Cloud Linuxell 4] VMware Cloud Director
Director dl el Efmel2~ & 9| % PostgreSQL Hl ] B wil o] ~
TAEL P A EE TA ] HEs AxAA S
FQDN(7 it st =ol <l
o] &)
--database-name (-dbname) o] o] Ej ] o] A~ A u] A o] Linuxell 4] VMware Cloud Director
= & 914 PostgreSQL Hl o] Bl ul] o] 2~
T4 &g AxsAAl 2
--database-password (-dbpassword) o] o] B ] o] 2~ A}-g-A} 9] Linuxell 41 VMware Cloud Director
o nulld = s & 914 PostgreSQL Hl o] Bl ul] o] =
c}. TA ] HEs AxAA &
--database-port (-dbport) o] B w| o] 4~ T AE Q) Linuxell 41 VMware Cloud Director
vlo]Hul o] 2~ ] 2ef] & 9] PostgreSQL H o] B #] o] ~
A ALgelE 2 HE T &g AxsAA &
--database-type (-dbtype) ol o] w0l ~ 3 A Al e Abekql v ek, ] o] B w o] 2~ {3
9= 83 o & 7l A 2 & postgresY H Tt
postgres Y Y tF. Linuxell 41 VMware Cloud Director
& 914 PostgreSQL Hl o] Bl vl o]
TA o &g Az 2
--database-user (-dbuser) ] o] B ¥l] o] 2~ A} 2] Linuxell 41 VMware Cloud Director
AR o] & & 914 PostgreSQL Hl o] Bl o] 2
TA e HEs AxAA L
--enable-ceip true =+ false o] Al %2 VMware CEIP(aL7 217
g =z el Ahel g ek CEIP
= &l A delE el o gk Al
A ¥ 2 VMwareol A o2 g AW E
b8k 54 2 Trust & Assurance
Center(http://www.vmware.com/
trustvmware/ceip.htmlyell = ]
o] gl eh A e =F ALg)
o elAlet= o] AlFel &l
VMware®] CEIPel %hed o} A v} &5
& Qlsrdeh A5 A e = A
Z A WE&& AxA 2.
--uuid (-9) 78 Alof o gk Al &g 3 A AE A
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

x4
=4

--primary-ip (-ip)

--primary-port-http
--primary-port-https
--keystore (-k)

--syslog-host (-loghost)

--syslog-port (-logport)

--response-file (-r)

--unattended-installation (-unattended)

--keystore-password (-w)

VMware, Inc.

-2. 78 RESE M H e (A4

0 ~ 65535 #}o] o] A4

0-65535 Ale] ¢] 7

SSL ¢l 5]} A el 717}
o] 9+ Java

keystoreel g 7 =
syslog A1 ®] &~ E ¢

IP 4 =+ FQDN(A
TrehE =elel o] &)

0-65535 #ol o] A 4=

o] o
HA T

SSL ¢l 54| keystore &+

<

A

A 2~ El ol 4 VMware Cloud
Director €] gl ] 5] o] 2~ A u] 2o o
#l o] FAE ALt ol E S0l
70.17.118.159%) 1] v}

VMware Cloud Director €] ¢l €] ]
o) 22 A u] 2o B g HTTP(¥] .
AAo| A& T E WG

VMware Cloud Director < ¢l € #|
o] 2 A u] ol o] g HTTPS(X.¢) ¢l
Ao Apgd 22T

ﬁi
é

A2 o) &g Apgalo} gl
|5 £ /opt/keystore/

certificates.ks% 51t

2

7+ VMware Cloud Director 4 2] A
8] 223= ZEAL w4 Al & VMware
Cloud Director Hl o] & # o] 2~ 7]
ok 2FAF el A A = o1 7] 4 90
4 ok mER T AL A A
AA 2EB7] el 7HAb A A
VMware Cloud Director =l ©] €]
ol & ol syslog & 2 ol =
%5} =% VMware Cloud
Director vl =& +4 2 4 57

c}.

E e & oo

2

syslog ZZA =0 A A A5 A
= 2UgHsle e A A )
A s 7| R e 5148 A A
vk

A 72 o] 55 A-Eal oF ok
AARA G A AR

% /opt/vmware/vcloud-
director/etc/
responses.properties® 474
Aok 74 AT o A=
2E A} ol shede] nEH

o] shelell & A5 % ¥ 25

SSL ¢l %54 keystore ¢+z ] o},
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VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

ofAl: & 7ol IP TAE XI5 7+
& HTTPS Aula & & = 52] Aulzof ta] A& ob & F 719 P 545 A3kl VMware
Cloud Director 48] 2] #l& 745 A g sl= o a] e o g},

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-
ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10

-unattended

ofA|: Bt IP FAR XI5 1M

T2 HTTPS Av] A E £& Z 54 Au| 2o die] A= op & 7o) LE7F QL& il P F4E A
sl VMware Cloud Director A ¥ 2] #l& 745 Al Ha o o<l Wr

[root@celll /opt/vmware/vcloud-director/

binl]# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended

KAl oY 25 S CHAl AL

Al HA4 VMware Cloud Director A& 74 & dl Al 3-3l= vl =% =2 B o o] gl o] & o
Al spdof At o] st vhE A E Ay 25l F7FE o A AE-a oF s

=2
Ly
e Qg B8 A AET ¢ AL A DS A Fho] HAAA L

o)

AA D2 M EY 2 F dolguo] 2~ A& F-A k= A #HA A A8 2 /opt/vmware/vcloud-
director/etc/responses.propertiesel Bt AUt 5ol v B A& Frbsld o] A 4] 7}
i

Qo] AL g ete] mE Aulst EheE T4 wo) WS AlFd ok 3o

8 A e =& A HA VMware Cloud Director A& 74 ull x4 3 W] 92 3 o] o] g ul] o]
2~ A AT ARE WA = AR ole Bk W o] £3E o] G o]Bd =R 4
AWEe 22 74 gd 3 A 4] gpdel 7 SE 2R gld s HAaE 4 e WE s AREsh] Al A A
g}l o] A $1 A (/opt/vmware/vcloud-director/etc/responses.properties)ol =4 28]
& 4 Y= AEalA gal @ ok 3tk "WMware Cloud Director 2|z A g A" o] vAl 3he] =5 AFE A}
g AxA A

Mzt

1 AA ZdE BE3o
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VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

2 A4 HAE A AL

a FATFu A AN B 2T 5 QE Aol T

s
o

B g o},

B3 A A sl E A AE-ske] v & FA sk w1 A A v ol VMware Cloud Director 22 E. ¢
o & AA & oF gt o] dAlof] & N E A A gl o] H R o] Fo £H =& A He =
vceloud.veloud AFSAF7) 818 <= 9lof of g o},

[root@celll /tmp]l#ls -1 responses.properties-rw------- 1 vcloud vcloud 418 Jun 8 13:42
responses.properties

AR el AL o] AgA W 2L whEy o

b - &AL AL A D AR ] 2L AT TH 2AYEE YT}
FEz zadden, £4, 4wt e 3¢ 92 0ed g

[root@celll /tmp]#/opt/vmware/vcloud-director/bin/configure -r /path-to-response-file

xtod

Chgol 23s sty

0
e

F7t A& FAE Foll = dll A E FA s bl AR R 4] ghed o] AR S AbA g o

M O£ 9| £71 F+4420 VMware Cloud Director A x|

[e]

1Al =% VMware Cloud Director 4w 5ol A5 F71e 4 gy ek 4w 25 53 25 A=
Fdgl dlo] o] s A AW E ALEslo] FAE|ofof st g aFo A WA FAdE FAS

A 3hd& Abgal of g,

<l

shute] A1u] 5ol A Linuxel A # % VMware Cloud Director ¥ VMware Cloud Director 74|
HHJ«J T A=A e o},

M QT ALY

w o] A a5 A WA FALE TAD ol vbsol Al A A] shdell Al 4 Q=] gl g v v

ez g dol gl ol A FA 9 WS AEFAA L

= VMware Cloud Director A1 5-¢] & WA 74912 /opt/vmware/vcloud-director/data/
transferol ¥ A& 2B A & vFE P =4 gl gt

At

1 A A el root® & 29l g o},

2 AR Qg o el Bz g,
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VMware Cloud Director A A, 7-4 3 ¢f & ¢] = 7feo] =

3 AA A S AYSE F 9l =A Felgg
AR shol & Ageten] AP ko] Qlofof gl o] Ao 9l=A] elalyd E&, A =& €A
9 S A3 oS Linux B85 Aol "El el A jnstallation-filee VMware Cloud Director 4
A ghele] AA AR o] F e}

4 AA LS AL
AA gt & At 53 o] AA AR olE5 gy th

[root@celll /tmpl# ./installation-file
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wo] £5hel el ele) o} ol A2 o Bel 9k AA Hhe AT 5 gl

A A1 el ol VMware &8 71 & A A 8bA] @52 7 Fell= A A e Aboll v 22 @A At &

=5 o},

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949
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6 & A% ~EAF /opt/vmware/vcloud-director/data/transferel k=3 o}
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a AA A AR o] F5 AT configure B = A3 ek
/opt/vmware/vcloud-director/bin/configure -r /responses.properties

238 E = veloud.veloudo Al 5 & YA ol A|A] 31 & HAeta A4 sfd & (o=
Agete] T4 228 e A g o,

b ZEFIZEC| HTTP ¥ & Z 54 Ajv] el digh 1P F45 13 e,

AYEo} A A el AFH AR ol Fol A FEG AFAE A Fohi AFolE 2 F

Ean
ZEL RA S ASA A2 o534 e E ATL L

ChEoll 38 &
A ol AW E o Fobete o] AAE dbEgy o

w = A ¥ el 4] VMware Cloud Director A1 8] 27} A g =] gho] 4l 7] A ~8l e A Al o el Juw
& A&l VMware Cloud Director Hl ¢] ¥ o] 25 Z 7] 8}al| oF g v} system-setup 8F9] % & 7}
A A e =5 AFEate] dlolElw o] ~E £ 71351 4 9l k. VMware Cloud Director A A 4]

VMware Cloud Director A x| & =4

VMware Cloud Director ¥ 55 A4 & F-ol+= Microsoft Sysprep ¥} 2 Cassandra ©l o] € ] ¢]
25 AAE 4 5t PostgreSQL Hl o] Bl ¥l o] 25 ARg-sl= 7 -oll = vl o] Bl ¥l] o] e 4] SSLE A

shaL e HaE 24 S gl ok

¥ 7 10158 A v] = Al-#F 2 e d =7 VMware Cloud Director APIE AF-8-38lod <17 A vfof dj g ¢l
Ag HlEdta, A8 IDE SSL Al = Aol 9] dF-= geld 4 9l5F4 tt. VMware Cloud Director Yl E
Ha d4e wzslelw 94 HAE% 9@ VMware Cloud Director APIE A3+ HI W E7 el A4S
F ZAEY AR EES F4 3] VMware Cloud Director A # == ¢l 280l = & 2|3
g 1 E ol VMware Cloud Directorell o gt e} Al 2~ Hgh-& Fof sl 7] Aol AF 555 FAG U HAE
AAd AR 55 T4 &5 AEIAA L.

Linux2 VMware Cloud Director0i CHSt 371 A AIS A XA

R WA B ZE2] 2 AFeS 55317 98 VMware Cloud Director 91 & | VMware Cloud
Director APl @ Z<& = 2 2o t3l 7|2 BA 9 F422 WA ed 4 951 o),
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

AT 27 AbE
A" |z 2ol gleA] Sl b Al&F fejabat 8 A S AR AT ol
At
1 Service Provider Admin Portal¢] ¢ % g4 2 5o A el & A& g o},
2 Az Flo] AA olefol A TN FAE FH o
3 FE&EEAEALA AN HY HP S FH P
4 VMware Cloud Director URL= AH&7#F Al A ot el ) £ 245 A A el
a HTTP(®] 3¢l 14 & 9|8k A&} #| & VMware Cloud Director & URL= ¢ & 3]

b HTTPS(E el 975 9] AH-&# A1 4 VMware Cloud Director 3% URLS ¢ ¥ 3lx RES
A

Felshol A9 B A8 AQE ARINE AFAE 2L,

A Agle Mula Ao A ALEE = gl 5 A 9f dA & of gFn, o] 212 ¥ A ¢] conso
4l 7k VMware Cloud Director A 7] #| 4ol o = =5 QI 54§l eh, 2= w3l 2] of] A
A A SSL FE &= A=A el A5 A Alol= A A5A, Tk 5 A]

| 91 pEM A 48] RE <1FA 7} E s of of Fu]

N

5 (A® A3 Cloud Director REST API9t OpenAPl URLS AF-&-#F Al A slelsd ) £ A A A& &=

= ol Al g e
a AR&A A HTTP 71 2% URLE o & & et

of| & 5¢] HTTP 7]+ URL<+ http://vcloud.example.com® % A A 3w http://
vcloud.example.com/apicl 4l VMware Cloud Director APlell A 2~3}3 http:/

/

-

vcloud.example.com/cloudapicl 4 VMware Cloud Director OpenAPIell 4 Al =gk 4= 9l <5

Y e

b AH&A A1 HTTPS REST API 7] - URLS &1 &
AR st A 5AE 2 =3

Rus

L B2ES ko] i 249 4l

o

of| & 5¢] HTTPS REST AP| 7| URL+ https://vcloud.example.com® & A A a}ul
https://vcloud.example.com/api®l 4l VMware Cloud Director APlell Al ~e}aL

https://vcloud.example.com/cloudapicl 4 VMware Cloud Director OpenAP
28 2 o)z o}

s A Al Aul s Aol A

Cloud Director A 7] # 74 4 il

VIP a5 A i ek, gl A] Alglell= #4 <l

Q1% 4 7} % 35 of of G},

10171} SSL £ 271 A4H & A5

A, F 7k olsA 2 el 7] ¢l pEM & A4
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

[¢3

6 A& #x1 4 VMware Cloud Director 3% &4 54 F45 9] 3 g o},
Y E HI7F9E 2 WM# A = VMware Cloud Director A% €] FQDN( 1 8h5 =)
Y ek 71 EE = 4439 v e

%2 VMware Cloud Director %A = 2 Z 54| AJv] 2ol &l AF-gAF x| A £ E 7} 8443¢] #HA|
etho NICE AF&-3h o},

of| & 5o FQDN®| vcloud.example.com@ VMware Cloud Director %A ¢l ~E = 2] 7] %-
vcloud.example.com: 84435 ¢ & g o},
VMware Cloud Directore= VMol A {7 & 75 o4 o 5 252 F45 A&
7 H7 NS A AR F= e
7|7t HEZ HIO|H XME 2 I8t Cassandra Cl|O|E{H|O|A MHx| & 4
VMware Cloud Director= Zet-+-=of 9l 74k Al 2~5l ¢ 7} 2 A

= |28 As 9 glas Abgo dig &
2ol d AR E Ayt EHSE AT 4 o] v 2l d o] E] .= Cassandra 2]~

g ol A7 e

Cassandrat© 2+ 42~ dlo|Huo] a2 7paf A| 2~ H] o] E 8] 2} b2 A v o] & 4] 3= &7 715
gl A EFAL N ALE Alwets ol AFEE 4 95U oh VMware Cloud Directorell 4 714k 4]
2] o] A w| EE g Gl

management-tool-g AF&3le] Z 2 2 EF VMware Cloud Director°ﬂ AA s oF gt dA o E= S

A G 7ol d el eul o] = £z E gl ol (A8 A7k B EA g o

ul

I
I

Aol (A8 AFehE 4 87] Aell VMware Cloud Director?} A A = o] A& &

o}z o] %3bA] 95 7] http://cassandra.apache.org/ol Al At &5 7 &3 o},

s HEF do]Euo] AR ALY £]el] A 8] 5] = Cassandra & 2]~ %52 "WMware Cloud Director
el AR gEo A x 514 A] 2. http://cassandra.apache.org/download/ll 4 Cassandras tt

TEET FolF

m Cassandra &g AA 2 4

m Cassandra | 2~¥oll&= 27 o] Abe] T AEo w5 47 o] AFe] 7RAk Al ~El o] Z3hE] o] of ghy
=5

s 2719 Cassandra Al = ==7} I & g},

m  Cassandra Zetelgl Ee} == 71 ot o}5 ALl =5 A A g o} http://
docs.datastax.com/en/cassandra/3.0/cassandra/configuration/secureSSLIntro.html<] Wl £

& AEHAA L
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

m Cassandra A&7 ol 5 & A&l =5 A A 3 v http://docs.datastax.com/en/

cassandra/3.0/cassandra/configuration/secureConfigNativeAuth.html €] W85 Az 3}4] 4]

o

-,

m 7} Cassandra &2 = E o 4] JNA(Java Native Access) B A 3.2.7 o| A& 28325 A 4] gk
=
m Cassandra =& 7+ t3 b= Al €] Apghgiv] o},

m Cassandracll 4] SSLO| Akg--2 Al ® Abaksly vk, Cassandraell ®f g SSL& AF&-dh =5 A A 3} A
%+ 73 7+ A($VCLOUD HOME/etc/global.properties)®| global.properties I} el

A A w7 ¥4 cassandra.use.ssl 9 02 & A A ofF g o}

1 cell-management-tool -8 2l €]l & AF-&3le] VMware Cloud Directore} Cassandra & 2] 2~ ¥ £
X5 Zhof] A& A g o}

2] ool A nodel-ip, node2-ip, node3-ip % noded4-jp+= Cassandra 22 ~E] 7459 |P F
vt 712 2 E9042)7F AHEH ok Ml EE dlo] ¥ =15 ot A Y o

ot

o dle

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-

ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15
A el £ 7% A el d@d ARE 45 A Hel 27 Az A NEs FxAA L

2 (A" A3h) VMware Cloud Directors ¥ A 9.10l1 4 ¢ el o] =3}+= 7 % cell-management-
ool AH&ahel sl Hlo]ul ol 27b Bd @ WS A AFehE = T4 g o,
ok ol of AR RS Ao

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'PR55w0xd’

3 7} VMware Cloud Director &% tFA] A] =gk o},

Q|8 PostgreSQL Cl|O|E{H|O|A MM F7F M +=H
VMware Cloud Director A ¥ =55 wFE F o= VMware Cloud Director Aol 4] SSL ¢l 4 &
= 9|5 PostgreSQL H o] B o] A5 FA et & A o] A5 9l A do]Ejuo] A mi] HE4E A

@ 4 gt

b7 oA g A A S el A= A A E SSL el S A4 7 L8 g o, of 7]oll= A ok Al ¥al ¢S 7S
Zlako & sl kAl gl Al E] A olo] ek Vvl m= AA] Ao = SSL el S Ao AR ¢l 5 7] 3ol A A
3k SSL el 54 & A8 4= 9 A1k &l & el 545 VMware Cloud Director truststore® 7}A ¢fof gty

o},
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Al 2~ Abek H 8 - Abglol] b 2 A o] A 55 SR slelud, d o] gl o]~ 4 sFdd el A autovacuum =i
N g L el Hulo] s TS 2T 5 A5

Mxt

1 VMware Cloud Directors}t PostgreSQL Bl o] Bl vl o] 2~ Aol o] SSL ol & 4] §h o}

a 9| PostgreSQL dll o] Bl o] 2ol e &l ARA| 4] H ol 5 A v Aol QIS4 & Abgeke A, A

VMware Cloud Director Aol 4 o}5 =85 4835l VMware Cloud Director truststore & |
o] Ejul| o] & ¢l 541 & 7FA 5 o}

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or_ private cert

b tFS =2 S A sle] VMware Cloud Director2}t PostgreSQL Abolol] SSL ¢l 4 & A}-&-3l = %
A7 g e,

[root@celll /opt/vmware/vcloud-director/bin]#

cell-management-tool reconfigure-database --database-ssl true

--private-key-path &4 -5 Ab-&-8ld Aw] 25 25 Ao dal] Had& A 5 5o,
[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-

path path to private key

Fel EFE Age ol @ AAG WG 35 A Be] B AE AT W EL FEAA

o

2 @A A2 Al A postgresgl.conf TFael 4] H el Eul o] = P4 WA G,
o ol Wl mel7h16GBAl Al 2H e S he FEL AET 4 s

max_connections = 500

# Set effective cache size to 50% of total memory.
effective cache size = 8GB

# Set shared buffers to 25% of total memory
shared buffers = 4GB

3 8 A&l 2t postgresqgl.conf ¥F 9] autovacuum =il H4=E H A g o,
&+

ol 8l A 9] VMware Cloud Director ¥ 22 = 2] 7 9 o} &5 AL

autovacuum = on

track counts = on
autovacuum max workers = 3
autovacuum naptime = Imin

autovacuum vacuum cost limit = 2400

Al z~Hlof A &5 3 activity parameters B o] Eoll tf g AL-&-AF A 4

autovacuumfvacuumﬁscaleifactor‘%}O] d74 5o
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postgresgl.conf 45 HA g 7 Foll = o] e u| o] 25 ohA] A AFg) oF jh] o,

RabbitMQ AMQP E27{ Mx| @l 74

Ak zke] | okl == VMware Cloud Director API 2% (<l : Container Service Extension (CSE),
VMware Cloud Director App Launchpad &+ vRealize Operations Tenant App)= AF-&3l2 =
RabbitMQ AMQP H & 7 & A A g}aL -4 @l of g},

AMQP(Advanced Message Queuing Protocol)+ 714 Al =l el f-o1 3k v A A & = %5‘}% o] A] 2] o 7]
A 752 Mud 359Uk VMware Cloud Directort 27 AJu] = A A 27k 2l ok2]of] AF-g-5] & v
Al A W 25 AlF3l7] 4 E RabbitMQ AMQP B & 7 & AFg-3h o,

Linux% VMware Cloud Director A A ¢] 7 5, <4215 7413 o] RabbitMQ AMQP 227 t4 MQTT
Fefold 5 AT 4 9l ok MQTT Sl =& 4%-3}04 oyl E gl #tel F=5o Wl &5 A xS
A9
it

1 https://www.rabbitmag.com/download.htmlell 4] RabbitMQ Servers o} 2= g1 o},

b1 4

ofi

#] %] 5] = RabbitMQ # 2]~ 9] E-5S 3 2™ "VMware Cloud Director &~ A ¥ & A2

<.
2  RabbitMQ A A & Aol v}zl RabbitMQE Al 45 & T~ Eo] AA g o}

7k VMware Cloud Director Aol 4 W] E¢] 2o 3l RabbitMQ A ¥ Z s E o fA| A8k 4= gl ofof
g et
H .

3  RabbitMQE 4 A 3l &<l ¢] RabbitMQ A A §+7 3} 9153l =5 VMware Cloud Directors 714
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./cell-management-tool -h
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[root@celll /opt/vmware/vcloud-director/bin]#./Cell-management-tool
Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands. cmt>

A meo|x]E= o] dA e} o] cme> TEZEA B A e = e S ol d £ o9l o}

cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line. cmt>
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Manipulates the Cell and core components certificates - Reconfigures the SSL certificates for

the cell . . . For command specific help: cell-management-tool <commandName> -h
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. HTTPS % 2% 254 TAd| § 54 977
Al 3te] =99 certificates B S AFE8le] HTTPS & &% Z 54 £ A4 of tf gk SSL ¢l 54 & v}

e,
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

9| Au]zef A SSL el S 4] 7FA 27
A Be] =79 import-trusted-certificates 4 &5 AF&3lo] AMQP % VMware Cloud
Director vl o] el w o] 2~ o} 3E-2 o] 5 Aju] 22of] tf gk WqF A7 A A of] AL T QI 5415 7hA 5 o
m  vSphere g2zl 4 A 1 54| 7HA 27
dalol= = Al 2] =79 trust-infra-certs ¥ %= AHE-38led g7 9] vSphere 2] 42220l 4]

=
VMware Cloud Director gl o] ] v o] 2~ & ol 54 & 4%l 3l oL 7} A 51 o},

A A s ol 2 o] = Foll &= VMware Cloud Director Wl &9 2ol o gk 4]~ H3HS ] v Eof 7]
o]

2] =79 manage-test-connection-blacklist W& & AF-&3led o

rJ

4 37 £79) ciphers WH & A&oo] SSL A EA o] L 2 Al 5 41437 Sla Aol AlFel
v orzoh 29E ARe FAU

m HEHESSLZEES B2 3y

SSL Al =Alo] 2 Z 2 Al A Fof| ALStE 5 Alo] Al 33+ SSL ZE2EF A& FA3eid A e
%79 ssl-protocols & & AF-&&1 o},

Ags FAe e A A =79 configure-metrics W8S AFEg o}
m Cassandra "l E 2] do] gl w|o] ~ T4
Al el =79 cassandra W # & AHEslo] Al w EE ] o] gl o] (A H] AFghyel] o] A jh ] o}

n Asd B GE S

g Fold #el 3 A 5 A E qldle]l =ty A He] =9

ok fail-tasks W& 2T Aol Tl A folut AFEe S Yo

m
1]
2
e
|
A
V)
)]
D
)]
oL
o,
tje
S
>
ofo
ot
R

m GHAFElAL A A ] A
Al 2] =79 configure-audit-syslog " - A& 3ted Al =gl o] ZhA} vl A A & 7] 53 kA

& FA G
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

m Ao FolA VM 37
Al 2] £ 9] find-orphan-vms 9 % & AF-&-3le] vCenter Hl o] ]| o] 2ol = LA 1k VMware
Cloud Director ©l o] Bl #l] o] o]l &= ¢l 7FAk A| ~®lof] w3l A x5 Zgry o},

=

m  VMware 317 37 g4k =2 a2 g
VMware CEIP(aL 7 37 g4} = & a@llyol] shed el A ehE|gfeiwd Al 3be] =9 configure-ceip
b5 HE & Abgehd o

n ol EFE A A T4 AA ol E
A A2l =79 manage-config st WEH o Fhekw o AR £ Ae] 2 F ohFg of 2l Al

|4 F4 ARE el =g 4 e

= gy

n MR F73 AR 24 A
& Aol AA =AY & 2A A FEE TR g5 B A5 FtE R F57]3 Soll A
28 erEE vty 7tE R 5703 AR 2EE FA S Fdoh A ke =
manage-config o9 ®# 5 AHEdted Aol E718HE 4 = ehelv g g & Algl

Hoz Az 578 QAN £38 THE F AFI e

ofi

m  VMware Cloud Director AF-&-7#F ol B o] o] 2ol o] gk e} A 2~ Al 5] A & A
VMware Cloud Director 7 o] 41 VMware Cloud Director A 2] &3} |P 4} DNS &5 4
¥ 3 gldleo]l =etedm A Ie] =42 manage-config oF$ W& AFS-ebul ® U o}

s vCenter VM A4 tu] 7]
Al 2] =79 debug-auto-import k4] M E 5 A& vAppE A A Sk A Y F o] Bhv o]
o] vCenter VMe A &l o7& ZALS 4 L5 o},

m o5 AtolEo] AEE A EH U ES Fof dl 3 MAC F4 A A
Fodg AA IDE T4 Y T /B¢ VMware Cloud Director AF¢] E5 <] 7 8}
of 2= AH U ES Zo A MAC F4 S Eo] AT 4 5 o} ] 2] gk
obi= th & A AL A A= 7]HEo & Aol E F dlvfof A MAC 4 F

m  VMware Cloud Director A1 &] d| o] Ejv] o]~ |P T4 gl d| o] =
o] o] B} wl] o] &~ 17}-8-4 Z2] ~El ol 4 VMware Cloud Director A ¢] |IP 4% gld|o] Edtes A
e =5 AREehd g o

VMware Cloud Director A x| #+4

Aowl) Fel A A 9 el Auel o A B2 £ systen-setup B HE AHEele] v 259 oo
Ewlo] 2% 7] 85 o),

VMware Cloud Director A1 ¥ 52 2& A8 & FA4 gl | o] gl ul] o] 2ol 43 Foll= 7] A 2H]
e A AR S A et e AW of e g e YA e e EE A3l VMware Cloud
Director ®ll o] 5w o] 25 £ 7] 88 4= )5 o},

cell-management-tool system-setup options
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VMware Cloud Director A A, -4 3 ¢] & o] = 7}o] =

oln] AAH Al AHlo A= o] HE S Age 4 gl
A S Al oF g e

E 5-1 }g _Il'El E-_r" %Ad—'_-'—l' O|_| T, system-setup
=4

--help (-h)

--email

—--full-name

--installation-id

--password

--serial-number

—--system-name

VMware, Inc.

%‘4 ‘4 —--unattended

ol 4 63 Ahel o] A4

AN

©

o
O{Y
o
>
>
el
o
Ach

S

E&
ot

A

2
tlo

--unattended

g ) 8 g e

--unattended w4
A3 S AT o

Bl o o] ok = Al

il

A ekow] oFg = 9]
g atebi oA A7
A8 e

VMware Cloud
Director vCenter
Server £t]¢] o] 55
A& 918 ol &

. --password = Aelg =

rirt

A
o ol AHET & gl WA o
e Sobe wel Fuie

PR I R PRSI P
VMware Cloud Director H ©] & H]
ol ol A7 e},

Al 8l be]Ake] A A o] B2
VMware Cloud Director H ©] € 4]

o] ol AR e

°] VMware Cloud Director A # ¢l
gk A A D, Al =El ol A= 7FAF
NICe] MAC & A3 of AA
IDE AH&- g e

A3 G5 AelE
VMware Cloud Director
o] e AE WEZE YA F e
£ 7 $el & 72 VMware Cloud
Director A A ol ol &l 258 A A D

|
% AAee Aol 2400

Bl 3 ef] 4]

AA Ak

Al 2~ "l 2] AF= VMware Cloud

Directorell el 5@ o o] gk& & A%

et

A AFgkel v o, &3 VMware
?iﬁi qijioqok §}L]

Cloud Director

ct.

°] VMware Cloud Director 4 #| =
‘& 53k 7 vCenter Serverel 4] ©]
ol 54 EHlE F A gt
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VMware Cloud Director A #], 74 2 ¢ 280l = 7leo] =

E 51 M oz =7 SMI Qlg, system-setup of | HH A<

A4 A a4
--unattended e Aw] Apgkel v o), o] g4 g &
Fol Weel A Foh 4 LA
A g o
--user A el Al e Al 2~ H] e X}f— VMware Cloud
ApLo] ARGAL o] & Directorell ¢l %< ul] o] A&} o] &

2 A% 4.

oJ XMl: VMware Cloud Director A|AE] A% x|

o] &} -2 =gl © 2 VMware Cloud Director %2 # o] tff
-—unattended ¥ -—-password 7} A 5 A ¢kl “H"“foﬂ = Eé ol A Al A8l Fh] &bol Hal] WA FTE

A G o,

rﬂi
rln
>

Bl A A S x| A g o},

i

A F-8Fa skel &l el w| A x| &

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool system-setup \ --user admin --full-name "VCD System
Administrator" --email vcd-admin@example.com --system-name VCD --installation-id 2

Please enter the new password for user admin (password must have more than 6 characters):
Re-enter the password to confirm:

Username: admin

Full name: VCD System Administrator

Email: vcd-admin@example.com

System name: VCD

Installation ID: 2

Are you sure you want to use these parameters? [Y/n]:y
Creating admin user.

Setting system details.

Completing system setup.

System setup is complete.

MH|A MBA7F Bl7HAl API 0] HMAE &= QPEE M
VMware Cloud Director 10.05-E &= 4 u] 2 A A<} H W = 7} VMware Cloud Directorel] Al 2~ é}+=
o] ¥ % 2] VMware Cloud Director OpenAP| & 18] £% & A& 4= ¢l 51 o},

Al & OpenAPI 4 -+ 7 & AH-&-3l] VMware Cloud Directorell o] g N Al ~5 Al ghgho 24 MW ok
2ate 4 s

B  /cloudapi/1.0.0/sessions/provider - A8l Al FA 22915 9|8 OpenAPl 4. HYUE < ¢
T4 5 AH&3ke] VMware Cloud Directorell 4 Al =3 4 gl 571 o,

m  /cloudapi/1.0.0/sessions/ - HlHE 2225 $13 OpenAPl &4 . Aula Al gA= o] 45 A

43lo] VMware Cloud Directorell 44| =3 <= ¢l 5571 o,

718 o 2 Al FgA Fe] Aol 2F AFEAE Japi/sessions API E A ol 22.9] 6] VMware Cloud
Directorell | Al =3 4 Ql57 ] ot
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

2] 79| manage-config oF¢] W& & Ab&etH A vl Al FA7) Japi/sessions APl E A of] A A
+ =g ARl AFAT A2 AR

i qA T
provider OpenAP| EA o 229l 8l x 5 A3k 4= 551 o},

o
U

4 = Al /cloudapi/1.0.0/sessions/

3 /api/sessions APl Aol ek A u] s AlFA A AE ALEsHA] GE 5 AA s gl 8l o

SAML & Zul Al g-sh= A u] 2 Al A 84 o] &= =l A Al AP £ A ol o el Ao gk e

it

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v true

At

Av) 2 A F A= /api/sessions APl B A o] o] A} Al ~g 4= gl ol A u] = Al FAF= Al
OpenAPI &4 /cloudapi/1.0.0/sessions/providers AF-$-3lo] VMware Cloud Directorol oAl 2k
T ATt Bl EE /api/sessions APl ¥ 3 Al /cloudapi/1.0.0/sessions/ OpenAPl €4 2
= AF-g-3led VMware Cloud Directorell @ 4l 2~k 5= 9l 51 o},

Ct2ol &g 5

EER

tlo
i
O%
o
T
I

0_1_4
ol

Al g A7} Japi/sessions APl A HA AT 4 9lE 5 A%

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false

cell-management-toolcell-usysadmin-username -p sysadmin-passwordoption
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

Aad B2t A 2 A FeE Al —opia $42 At A ZEalse) ZRasDE AT 4
QiU A ZRAs DS Hoeld et 2 Wu e AL

E5-2. A2 =T ST QU cell 5421 BH

24 Q% 4%

~help 9 o) Wl 4 ALE3 4 A Aol

n) W Lokg ol i

--pid A zZ Aol ZZA A |D —username WAl o] FA& AHETD

(-1) s o},

--maintenance true B+ false AL frA B e & AA g e

(-n) true A4E A B5E AA G
A% FA mg ez AT

--password VMware Cloud Director A]&8]  —username 542 A& 79 Al
(-p) it b e Ahekej et
o §4E Aeka elol 45T

--quiesce true =+ false Ao] 255 A G e
(-2 true 1+ 2AIERE 44 T
v e},
false 914+ 2A1E 2 & thA] A=
3 ek
--shutdown E7E= Ao 41 VMware Cloud Director
(-s) Auiazt Ao w Fag ek
--status E7E= Alof| ] Ag) Fol #be] 4 2 Alo] 4
(-t) Hlofl tlak A w & 3 A g o
--status-verbose R Aef Al A Fol Al F Al A
(~tt) o o g ApAl g A M 5 F A g e}
--username VMware Cloud Director A]&8  —pid oAl o] 545 A2 = gl
(-u) FE A} A A o) & Yok
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A of Z 2|7 0| 7]
A el £ cell-application B Agalel Aol A2 A Aehalt e Al AFL AR
o,

VMware Cloud Director+ VMware Cloud Director Zelo| el Eof I
of FelAl o] A& A gl AL o] gl ol F2fAl o] AL sl%] A TS 7]

H =2
i VMware Cloud Director 4 #| & Al efedd & & a}-9] A e =&
Ao] Azl wlf A== o Ee Aol F55 A WA Y o P A Y wEEs AR e Al 2.
cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command
sysadmin-username
VMware Cloud Director 4] 2~ 8l 32|z} o] AR&-AF o] 54 ] o},

sysadmin-password

VMware Cloud Director Al =8l #te]#bo] etg ]}, ghgol] 54 £A7F 235 7 §oll & o &
w23 2 JFo]of g o},

2_1:
[
Q
0]
'_l
'_l

1
3
Q
o]
)

Q
0]
=
0]
o]
T
i
O
O
'_l
oL

o
AN
i
2
<
Z
=
Q
=
[0)
0
(@]
C
o
9
-
D
0O

—+

(@]
=

>
[
oL,

2

O

)

i
}O‘A

]

™,
oX,

i)

4

“
= YAk dE A=kl Aol o obA Y ok 289 cell-management-toolel & E =+ Hl

A A 7F 3 A = e, ok gl A] SRl fhEvh A1 E A g

Al 2=g] el A4 SRl e Al dbs Al —-pid A S AR A 2R A2 Z 2 A2 IDE AT
G Ak Ao Z2A2 DE st ohgah 2 wE S AR S A L

cat /var/run/vmware-vcd-cell.pid

command
cell-application 3% M & ¢yt

E5-3. A EE =7 SM @, cell-application ot HHA

ke A% 4

--help (-h) b7 o] WA AHEE & & HEol dlgh e ofE Hof Frt,
--application-  ¢l& Ao FE] A o)Al D Bl ol Eel Aol Ao Al AelE ed g e
states

--disable ol =)Aol A ID A A] AR 2] o] A o] EE] Al o] A o] A=A ¢kr F gl
--enable o ZelAl o] A ID A A7 2] o] A ol FE] Al o] o] A E = E gl

——pid (-0) Az @A) ZEALID —u EE —ust -p Al o] FAE AED F 5

—-list 9o 2 Ao Ee A o] g el a e el Eel Al o] Al o] Al A A A] A
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VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

Es5-3. Mz =7 M0t

Ol_l_f_’ cell-application 3}‘% I:c|=>|Eo=‘ (74] 5‘—'1_)

] A5 A
--password (-p)  VMware Cloud Director ¥-2| A} A8 Agkg] v o, o5 g Sl A AsHA gtod a5 = w4
stz A 7} A H ] ek
--set AelEEow s o Fefdle] A AR A Ags] = A e Ee]A el AgE Aot o] W A
A ID F5 A 7L Al Al 2L E] = AL ol FE] Al o] A e 7] E A S dofde ek 5h o
ZelA o] Al o] Al A AbelE W7 el ——enable =+ --disable®
A& e

VMware Cloud Director #+2] A}

ol &.

—--username (-U)

ofA: & o Z 2|70l A

t} & cell-management-tool % &

RO R R

[root@celll /opt/vmware/vcloud-director/

150 o] 4l €] A A Abel & k3

binl# ./cell-management-tool -u administrator cell-application --list

Please enter the administrator password:

name id enabled
description

Networking com.vmware.vc... true
vCD.

Console Proxy com.vmware.vc... true
connection...

Cloud Proxy com.vmware.vc... true
site.

Compute Service Broker com.vmware.vc... true
control...

Maintenance Application com.vmware.vc... false
undergo

Core Cell Application com.vmware.vc... true

APT.

o

E[JIS ] [ ES

74 &~ A4 O
= o H

Cio|E

A el =9 reconfigure-database 3H¢ W& &

o dA S5 qlHlel =g 4 Y5

VMware Cloud Director A #| &=+
g 2ol Euo] A A £A45
Director A 2] vl 9 Z7] F4 55 x4 A S

VMware, Inc.

Exposes NSX api endpoints directly from

Proxies VM console data

Proxies TCP connections from a tenant

Allows registering with a service

Indicates to users the cell is

Main cell application, Flex UI and REST

A}4-3} o] VMware Cloud Director d o] B v o] ~

VMware Cloud Director ZF#] vl 32 Z 2 Al 2 F-of| ©] o] Bj ] o] A
T4 3}, Linuxel VMware Cloud Director 4 A % VMware Cloud
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VMware Cloud Director A #|, 74 3 ¢ & o] = 7} o]

VMware Cloud Director Hl ¢] ¥ o] 25 -4 ¢t $-oll = reconfigure-database 3] W& & AF-&-3)
o diolEuo] 2~ ol AS ool ET 4 Q<5
E R o|&% o]—ﬂ\/]— o] o] ] w] o] A~ A}E-A} o] 2

SSLAAE AEES 44T F Ui

cell-management-tool reconfigure-database options

%8 reconfigure-database W& & Adte] WAL W& =2 74 714

5 7}4 responses.propertiescl 715 Uk WE & Aty A
o §5 =t ¢] /opt/vmware/vcloud-director/etc/responses.propertiesel i 2277} 7}
%?1 A gl &5 3k 25 g A Ab&ell gk AA g W& Linuxell VMware Cloud Director 4

global.properties ¥ A< &

—-pid A S AFEEA B A el = AL b4 Al AEke] WA &S A &al oF g

E5-4 M e 27 M1 QI reconfigure-database 5t B@H

4 A5 v

--help b7 ey o] Wl ol A AL 4 9l Al
- W Lok ol Fueh,
--database-host VMware Cloud database.jdbcUrl 54 ¢ 7+ <
(~dbhost) Director sl o] Bl #e]2~ o] =g o},

TAEY P FLEE

=Z=0
FQDN(A 7+ 35 =) z‘“

gl o] &)
--database-instance SQL Server | o] E H] A8l Abgkgi el vl o] Hlul o]~ 9
(-dbinstance) o] 2~ ol B o] sqlserversl 7% Ab-&5 ]},
F2 ol $4E T AT AS
off vle]glwl o]~ 5 -4 3 ulf A A gt
A &g g Al ok e
--database-name d) o] Bl Wl o] & A]u] A database.jdbcUrl %439 *e <
(-dbname) ol & o] o] = 3] o},
--database-password gl o] Elw] o] 2~ A-€-AL¢]  database.password 549 e ¢l
(-dbpassword) S o] B3 ok Al Fsle GaE 54
o & A 7kE 7] Aol ok sty v,
--database-port dlo] el o]~ FAE 9 database.jdbcUrl 5419 Fh& ¢
(-dbport) gl o] Bl o] 2= Au] 2ol o] E g e},
A Ao EE W3,
Z8 oW g AT AET
o},
--database-type ol o] Elwl o] 2~ §-3 . o} database.jdbcUrl 54 ¢ #& 4
(-dbtype) = % ok o o] & g e},

B sglserver

B  postgres
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VMware Cloud Director 4 A, - 4 zale] = 7ol

E5-4 A3 EF MO 9l reconfigure-database 5t H

Py

U

“

=4

--database-user

ol el o] 2= AL 7<)
(-dbuser ) AR} o] =

--database-ssl true T+ false

3 (71 4)

A

database.user 54 ¢ w5 ¢l <]

=g e

7

o] e o] 2~ 3 ¢ postgressl 7
A& ek VMware Cloud
Directorell 4] SSL 17 & -3l =
= PostgreSQL d o] g ] o] ~ & -
A7 o,

AlEl bkl v ek A %9l VMware
Cloud Director Alof| 4] gk Al 4] &
A gk oh, AL ohA] 4
i ek

BAH
--private-key-path®} 7| AL-&3f

=

4 127}

W 27 WA Ao A HE s F4
A 4 ol ek
--private-key-path Aeof el 7] AR o5, AE AFGY ek Aw 259 B E
Alo] AAA o 8 F g = 5 o] g u
o]~ &4 o] gul o] E & 3L vhA] A] A
ek
T8 RE AL FFA SSH A
A5 stz glo] & &all o et
--remote-sudo-user sudo A kel gl= A& A AAEAI FEIL okl A
Aol &4 e, -—private-key-path =43} &7
AR5 eF,
7] 2] 7] - postgres AF-&- ol o 3l
of FA5 AT F olsr el
--remote-sudo-
user=postgres).
--database-host ¥ --database-port A& AF&3lH & o] ol4o A& el A|ul T AES} ¥
o) Zgto] Wl =gl 2ol AAl 2T 4 gleA mi AGH FRe A Fal dlol o] YA H
EgA] 9] o,
--private-key-path A AP E S e AL AL SSH A S k3 glo] F &l s
Aol ek ol & So Eels Fdated b Linux W@+ A% + sy

sudo -u vcloud ssh -i private-key-path root@cell-ip

VMware, Inc.
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VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

of e Aol A= IDE veloud® A A g th cell-jpell = Aol FEZ SSH 45 dA At FE ¢t
= Al FakAl ok 24 A9 private-key-pathell = 7Mel 715 veloud.veloud AFEAH7 415 4
R, A ets F& 7171 cell-ipAl A FE ALEAFS] authorized-keysell o =] o] AF3 o},

3 VMware Cloud Director Z 2 Al A7 A == IDE AHEE veloud A4 veloud 15
vcloud.veloud Al ©] VMware Cloud Director A ] 3e] &lol] 2] 8] A H YTt veloud AFSA = <&

7t g,

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool reconfigure-database \ -dbuser vcd-dba -dbpassword P@55wOrd

ofjAMl: 2= Mo| gt R{F A2 E3H VMware Cloud Director Ci|O|E{H| 0| A
|p /\ 0'||:-||0|E

bo

AR&-ALolm] sudo A kel 9l A, mE Ao 4] VMware Cloud Director t] o] B #] o] 2~ 9]

<A WA e e g e e el e

—1‘u
I
N
N,
(o3
s
N AW

[sudo@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool reconfigure-database \ --dbhost db_ip address -i $(service vmware-

ved pid cell) --private-key-path=path to private-key \ --remote-sudo-user=non-root-user

I

&4 AFER ClOlE] ZM 2 =7

VMware Cloud Director= Quartz =+ =4

gt Quartz 2~A1E# dl o] B w| o] 27t EAFE Al ~®)lS A A SFA] T g sy e A

fix-scheduler-data W % & AF&3lo] vlo] E o] 2ol A £ab5l A& dlo] 8 & A8t a3 7
o

£
a7 ol B & S ol

%E%4%ﬂﬂ4¢%ﬂ4ﬂ%fﬂﬂ%ﬂﬂ“
1

U

bl o] Bl o] ol 4] Eakel 2~AF dHolHE A ths A4 dEEs Ak Al 2.

cell-management-toolfix-scheduler-dataoptions
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VMware Cloud Director A A, -4 3 ¢] & o] = 7}o] =

E5-5 Mag =23 Mo Ol fix-scheduler-data ot @™
A4 A5 A
--help (-h) SFEes o] Wl Foll A AL 4 9l o
Hlgh & oks Mo Fct
--dbuser VMware Cloud Director dl¢] ¥l =& &0l Al -3 of g e}
W] o] 2~ AL& AL o] ALEAL o] £9)
v o},
--dbpassword VMware Cloud Director "l e8] Al g-&lA] = 45 a5 &= =
o o] 2~ ALg-Ab o] gk gl o, A A 7} F A % e}

I
-
—
ALY
wn
W
M
e

ZE Al B0 CHEH AHRI MBE Q1B A A4

Al 2] =79 generate-certs % %5 A& 3t HTTPS B 2% Z 5 4] £ 4 of e gk #AFA| A1+ 5 SSL <l
=
G

’F VMware Cloud Director A1 ¥ =52 = 7§ ¢] SSL A & Al all oF et shib= HTTPS Al Bl =%
o], o} & slif FE ZEA] Au]AE Y of HTTPS A v~ %2 VMware Cloud Director Service
Provider Admin Portal, VMware Cloud Director Tenant Portal @ VMware Cloud Director APIE A
Ao d44 FE5 254 42 vApp % VMol Hlg VMRC ¢ 45 A &] g o}

Al 3] 9] generate-certs 8-> Linuxell VMware Cloud Directorell dff gk A 4= &l SSL ¢l %
A A AAE AE ok o

X}Xﬂ A H SSL ol A5 A2 A A sked A keystoredt 715 keystoreoll F7Fslted vl w8 Eof ob 53 3+

w4 A 27
--help (-h) 2 o] Wl A Abge % gl 3ol
e sobg el Fiie
-—expiration (-X) adays-until-expiration el Al ml 2 7AW ol So]wg)
713k 3659 v e
--issuer (-) name=value], ol Z= 4] Wk Al o] X.509 G o] 29
name=value, ...] Y}, 7] 2k

< cn=ropnd Y T}, ¢ 7]
A FQDN-E Aol A skl =g
FolAY, AtstE =eel ol E o] Al

o
29y

2
=)

)
oA e A Ao P F

ohoofe] 54 H g A4 7
A3 2 FEeta AA s wER

% HoAx

P

--httpcert (-)) 8 HTTPS EA el vl gk el 545 A4 T
Y
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Es5-6. 42 =7 M 9l generate-certs oHY HH (1<)

4 A% |

--key-size (—S) key-s/ze H] E t}o 9] Xj fl“§~ 3{‘%5]% 'W }%}'9]
27188 e}, 7] £ 5 2048 Y o
1,024 % ¢} 2t 7] 271 NIST
Special Publication 800-131A¢] u}
g} o] o] 4} A ] =] A ek e},

--keystore-pwd (-W) keystore-password o] ZAEo] 9+ keystores] 43 9]
Yo,

--out (-0) keystore-pathname o] T E o 9l keystore| A
73 & ol Fsiv ek

--consoleproxycert (-p) = & 222 ZA o o3l ol 2 E A
Aot

T ol A ol A keystore2] $1 A= /tmp/cell.ks®l i ¢ E = kspwelil 7FA gy vf. ¢] keystoret=
obA ¢l 77 Als o E ubEo A o

o] dl Al A& 7] 23k& AFE-ste] Al Al 5 A ubwd oh A o] H2 cN=Unknown 2 & A A 5o 9l
ok ol 54 = 712 2048V E 7] Aol & Abgeta, ubE A 1l Fof ubE U o}

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw

New keystore created and written to /tmp/cell.ks.

o A= HTTPS & A ol tef Al vt A ol 54 & wbiof, =38k 7] A7) 9} wbF-A} o] Sof o] &F AF-&#}
= A A} whFAF o] 28 cN=Test, L=London, C=GBE A E o] gl h HTTPS <174 ¢
A& 40964 E 7] 5 B Feta, uhE A2 e 90Y Fol vt H Yol & 54 A4 gl
Z

ol

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,
C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

(o]

| A75 J 3B 2] & veloud.veloud AHEAF7F §1& o Slofof et

%9 keystore ¥} 3} ©] }C’a‘
d A el A7) o] ARgARel 2 F 5wk e
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HTTPS & & TS A| ol CHt

A4 el
e,

Al Fe] =79 certificates WH & 71E 954 E JCEKS 7] A
Al =5 AE 3 g o AFA] 4 =
= 7 F certificates ¥ E’é"% ARE-3h Y

9 Linuxell VMware Cloud Directorel = gk

=79 certificates W8S A%

A mE E

cell-management-tool certificates options

E5-7. Mg EF M O, certificates 5t HH
4 A%
--help (-h) E7 8
--config (-C) Aol global.properties It

el e AA A= o] 58l

--httpks (-) E7e=

54
oo

--consoleproxyks (-p)

--responses (-r) responses.properties

1)
spelof Bl A A 42 o] &4

fl

r“~

--keystore (-K) keystore-pathname

--keystore-password (-W) keystore-password

VMware, Inc.

Aol AR A AFA 2 v
154 2 wbp AL ] EAE A 9
o A

o <]
1545 23l JCEKS 7] A4S A4 8+

2 9
of Hfgk SSL elSA & vl sl vhg ot A P Ao w W] ARG o

CIE M HF 7|

dte HTTPS B & Z54] &

A
o] WFolA AT 4 ol F ol
W Lobg wel Fueh,

7] #-3k-& $VCLOUD HOME/etc/

global.properties$]Hth.

http A4 ol 4 AH-&-3h+=
certificateszt ©] &<

o

keystore =195 B} v},

riu
i

=54 BRNA e
proxycertificates®hi ¢ &9

keystore ¥} & v} v},

7] 4-%k-2 $VCLOUD_HOME/etc/

responses.properties§ Yt

Al qlF A 7F ol 9= JCEKS
keystore®] A A 7 & o] ¢},
A e A g o B WA o] k2
o Al = ol 554 o

-—keystore wAolA AxeE
JCEKS keystore®] ¢+@.¢] Ll b, A
LA e -kspassword %
--keystorepwd w415 oA g},
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oA RIZ A HF7|

At LGS 7] B YA N o] FBFA] e G ——config ¥ --responses wA & AT 4 gl o 9]
Al Ao 4= /tmp/my-new-certs. ks keystoreol kspw SF 7} sl o] dl Ao A= A2 71E

http 4 ¢l 5415 /tmp/my-new-certs.ksoll 3+ 9S4 Z vl o},

[root@celll /opt/vmware/vcloud—director/
binl# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

e

T QFAE ol AL ha] Az o ek,

Q|52 MH|AONA SSL QIS M 7K 7]

A el =79 import-trusted-certificates % &S AF&3lel AMQP 2 VMware Cloud Director Hl

o] Bl wl| o] 2o} -2 o] L A ] o v gk Mol A AA | AL ol FAE 7Aoo

9 ] zof o gk Mol ] S A4 et wl VMware Cloud Director 7} A 8] 2=¢] 9l 541 & #FA]|

truststore & 7} A e} 4] @l of Al v] 2ol e gk gk AlE Alcls AAs o e AlE S F e dsAE
< g

Al o] truststore® 7}A4 2w ofg3} 7+ Alo & e & ARR-gh o),

)

oli

(]

cell-management-toolimport-trusted-certificatesoptions

E5-8. Mg =F M O._'-)F, import-trusted-certificates 5t BA

&4 A% ek

-—help (-h) ST o] W ol A AFE F 9l mF ol
G eeke na Fuin

--destination ERCIE= th 4} truststoreel Hh gk A A 7 & o
FU S B el ATHA Be
A 7B AH e Z Jopt/vmware/
vcloud-director/etc/
certificates® A A},

-—destination-password Ak o) 4k truststoreel w2k sFz <l o},
W) ol Al TE A e A )27
o 7
vcloud.ssl.truststore.password
o ez A

--destination-type 7| AR 4+ )

o) 4k truststore?] 7] A k4
vtk JKS &+ JCEKSY < 3l
o}, 7|24 e 2 JCEKSE A4
o},
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Es5-8. Magl =7 M0t I-JF, import-trusted-certificates 5t HH (74] :—_,1_)

24 A% 49

--force e 4} truststore ] 71E QlS41 & |9
o],

--source 7R o] & 42~ PEM 18l ofl sk A Al 74 = o]
=t

oA: MZE + Ue AUBM 7HK27]

of gl Aol A= el 5 A& /tmp/demo.pemell 4 /opt/vmware/vcloud-director/etc/
certificates® VMware Cloud Director =7 7] #174 % 7}A 5+ vk, VMware Cloud Director+—

7| A otaE tastE gz AAshd, ¢] ¢4+ import-trusted-certificates WH R

a5 o

[root@celll /opt/vmware/vcloud—director/
binl]# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

vSphere Z|AANM B QIS M 71X 27|

dodlel= & A 2] =529 trust-infra-certs 485 AF&38Fod 27 2] vSphere 2] A2 220f A
VMware Cloud Director Hl o] ¥ o] A~ & ¢l F5 A& A sl o 7} A 5] v}

Al 3] =49 trust-infra-certs %= 37 2] vSphere 2] £ 204 SSL 9l 54 & A5 o E 474
sl VMware Cloud Director d] o] B} ¥l o] A~ & 7} A 1] o},

A 2F ALE

75 71 A& vCenter Server 3 NSX Manager ¢l =Bl A7} 7hg 5] o] A g F9l #] 2ol g o},

2

*t
VMware Cloud Director & 2] OS¢l root® Z ¢l 3} 7 1} SSHE Eaff o 4 gk o},

2 q_o z;jxloiuiaé% Ig?ﬂ_]/]q_

—

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

5-9. M 2| 27 SMI} Q4 trust-infra-certs 5t BEYH

b

24 Q% g

--help (-h) N5 o] o Al A& 4 Q= W w ol o
& Sokg el FU,

--vsphere = o] AAlel A 555 =& vCenter

Server, NSX Data Center for
vSphere % NSX-T Data Center ¢l

ool B @ Q15 A 419 a2 4]

A& AT G e
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E5-9 dag EF M Ol trust-infra-certs oF EH (A1 <)
A4 s A
——trust B e Al®] AFgkel ] eF VMware Cloud

Director truststorecl ¢l 545 F 713
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——inspect A A she 42 A Ao A5 E sl ® L4
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VMware Cloud Director 10154 A v] 2 A F-#F 2 el ¥ = 7} VMware Cloud Director APIE AF-&-3} o]
A7 Aufol g AA LS eaE=dla SSL A=A o] Ze] AT A8 IDE Feldd 4 g5

1 VMware Cloud Director A ¢] OS¢l root® &9l dt 71} SSHE %3l 17 3]},

2 o gEE AYdte] AN S5l 5 ForE o

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist

option
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E5-10. A 22| =7 SM1} 218 manage-test-connection-blacklist of 9| HH

4 AdF A4
--help (-h) ST o] o Al AHgE 4 Q= W E ol o
gk L oks Mo et
--add-ip IPv4 E+= IPV6 4 74 HEel 1P F S Fohehd e
--add-name Goaeo wgk ob g wHlel e QI AR 5ol Bk mrllal e =gl
=gl ol & ol 55 F kgt
--add-range CIDR =+ sFe] & g4 9] IPv4 =+ AR E5o P F4£ HYE Foh
IPv6 4 4] ot
—-list G WA 27 AR ANE FEE 25 4
ek

A 7] £79) ciphers WS A& o] SSLAE M| A 22 Al s BF G393l Al A3 <

3 ciphers % # -2 VMware Cloud Director ##] 7} @l & =] 3-2]
= o154 7} o} 2} VMware Cloud Director7} HTTPS % &4 Z 54]
S

AR QLB sl o = 2 APIo] A4
5 A5 A A gl

Z 2ol ¢l =7} VMware Cloud Director 4l ol FH?SP SSL A4S ubEH, AL 5 & st 7] HFof 74
Hol e b sut At =5 Al S o A Waks AT ¢ s e F ] A ekA gAY
SSL 17 Aol el Ao w okejxl A4 %3'1'}% o] ol v} = A ¢hsru vk VMware Cloud
Directors A A et AV ¢l 2elle] =3 79 AA =& g ado)le ~agEE Fa Ao 157 A
Yk 5 A7F 8 & hast B5ol gle EstE AEsle ghaskEl A ~aF E = e okaste A
CRCREO NS ]_ci xﬂ_/] TS FAS D e FAG ) o8] B El e FEAo|E Bl 7] E 9
+ SAE Tt AFAE A A G e S5 ATA

—_

3 G5 A e GBI E AR A e Al A S A E uba o obel] el Aol et e AAE cell-
management-tool ciphers -a® Ab&3te] 712 FA A & &5 e dEstE a4 9l
Sy

2 cell-management-tool certificates % &S Ab&3lo] Aol 7]&E ¢l 54

e,

]
B3
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oM
2
f
o
o
3
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=92 VMRC Z %ol A+ AES256-SHA 2 AES128-SHA $F3 315 A&l of 31 7] w] o VMware
Cloud Director Z2}¢] el Eoll 4] VMRC &5 A8-8 7 % AES256-SHA % AES128-SHA <t 3l &
5] g3l oF g o,

a8 SSL gt 55 Heleted ohs A HE s A4l 2

ol

cell-management-tool ciphers options
E5-1. 4 2e| =7 S8 2, ciphers 5t BH

4 S v

--help (-h) b7 ey o] Wl ol A AL 4 ol F el
ek @oks Wl el

—-all-allowed (-a) SRS VMware Cloud Director7} #-4 d}
o gEs A

--compatible-reset (-C) Sres o8 ot S 7| Ege R AA

A el ARE-E =

e} =
FxabE &P

--disallow (-d) A3 E
= =
=] il

%82 ciphers --disallow
gt

F AL ehA sk Gk,

—-list (- S Ar AE 5 AR 4T AGE

vhed gl o,

i

~-reset (N He 4% FEs BEL e

%82 ciphers --resetts A3t
=

A% ThA) A A ok e,
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VMware Cloud Directorell+= AF-&-8t=5 A A = gkg o mg] FA4 5 H5o] Lgkx|o] gl o},

Cloud Director A A, 74 2 ¢l 28 o] = 7}o] =

T

(270 & EErE 5E O

T
o
e

W
rlo

™
>
of

oli
ol

b
Ju

N
ol
A,

Allowed ciphers:

*

*

*

*

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384

2 SSL=AolA Fol Aol AlFga 4 9l= e 4T 555 7FA 5o

[
e

#

root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool ciphers -a

o e s 4H s 525 v

L, =

ol

./cell-management-tool ciphers -a

Product default ciphers:

*
*

*

VMware

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 256 GCM SHA384
TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384
TLS ECDHE ECDSA WITH AES 128 CBC SHA
TLS ECDHE ECDSA WITH AES 256 CBC SHA
TLS ECDHE ECDSA WITH AES 128 CBC_SHA256
TLS ECDHE ECDSA WITH AES 256 CBC_ SHA384
TLS ECDHE RSA WITH AES 128 CBC SHA

TLS ECDHE RSA WITH AES 256 CBC SHA

TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 256 CBC SHA384
TLS RSA WITH AES 256 GCM SHA384

TLS RSA WITH AES 128 GCM SHA256

TLS RSA WITH AES 256 CBC SHA256

TLS ECDH RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 256 CBC_ SHA

TLS RSA WITH AES 128 CBC SHA256

TLS ECDH ECDSA WITH AES 256 CBC SHA

TLS ECDH ECDSA WITH AES 128 CBC SHA

TLS ECDH RSA WITH AES 128 CBC SHA

TLS RSA WITH AES 128 CBC_ SHA
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T

el

O&L

£ o

e

U

Ageel 45E AR A FET AGNA o AT dBE AEHES 44

o 1

o

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool ciphers -d
TLS_RSA WITH AES 128 CBC_SHA,TLS_ECDH_RSA WITH AES_ 128 CBC_SHA

4 WHEeAYee] AgelEt A4

A e,

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-
director/bin ]# ./cell-management-tool ciphers -1

oA AEFHES QAT B

] 45 S o] Feo] hgha )

rir

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC_SHA

* TLS ECDHE ECDSA WITH AES 256 CBC_SHA

* TLS ECDHE ECDSA WITH AES 128 CBC_SHA256
* TLS ECDHE ECDSA WITH AES 256 CBC_SHA384
* TLS ECDHE RSA WITH AES 128 CBC_SHA

* TLS ECDHE RSA WITH AES 256 CBC_SHA

* TLS ECDHE RSA WITH AES 128 CBC_SHA256

* TLS ECDHE RSA WITH AES 256 CBC_SHA384

* TLS RSA WITH AES 256 GCM SHA384

* TLS RSA WITH AES 128 GCM SHA256

* TLS RSA WITH AES 256 CBC_SHA256

* TLS ECDH RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 256 CBC_SHA

* TLS RSA WITH AES 128 CBC_SHA256

* TLS ECDH _ECDSA WITH AES 256 CBC_SHA

* TLS ECDH ECDSA WITH AES 128 CBC_SHA

HI

L= SSLEZZEZ £ zg

SSL fledle] 2 ZR A2 Fofl Aot n % o] Algebs SSL ZREF ATE T4 A B2 =7

9] ssl-protocols %8S AF&3H o},

Z2}ol ol =7} VMware Cloud Director Alol] H8F SSL 14 & wbE™ | A2 3§54 SSL L2 EF 550
FA ] gl 22 E Fuk AFEel =5 A3 ok TLSvI, SSLv3 2 SSLv2Hellos ¥ 813 2 7}x] = &
EFE A7l Bl A o] 9ls Ao el F ] wlatol 718 HEof E3hxE| o] QLA ok o)

Eau

Mx

1 VMware Cloud Director & ¢] OS¢l root® A4 2 2¢ldtA v SSH Fetolel E & 2§35t = a9l
g o
W .
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cell-management-tool ssl-protocols options

ol
do
08
o

E 5-12. A g2 =7 M1 @l ss1-protocols

&4 A5 ch

--help (-h) S o] ol A AE 4 Sl W E el
il L ofs Hol S,

--all-allowed (-a) S5 VMware Cloud Director”} A<l &}
tRESSLEZREFS VA
ch.

--disallow (-d) A3 E 8l SSL = o &= Al 93 SSL ZEE SO &

EEF O H58  SE HSo| AAH 2REZE A
[BR=1 TA g ) o] £4L8 AgE wn}

o} v gk obel e = SSL L 2 E F 9
AA 5 ok Fleh FA
= Agsinl o] A AA S dofjry]
o< v v
TL Aol gALAYsE =
T SSLZEEFo] 43ty
bedt RESSLEZRESS Y
W oa A A G
2
ssl-protocols --disallow®
A F AL ohA] Al Aa oF
o},

——1ist (-I) b7 dA| AHE Fel s gHl SSL ZEE
FAFE A Gk

--reset (-1) e TAESSLZREZT] 525 3
A7l e A Pt

ssl-protocols --reset

L2
T AYE T AL A Asa ok
oo

ofAl: {2 L AMEISSLEZZEZ LY LU FHEBE K| AESSLEIZEE S
g M+
SSL gHE=Ao]l 2 =5 Alo] A

A3 e

ofd
i)

T REESSLZREESS YEetHH ——all-allowed(-a) w4+

s

PN
T

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a
Product default SSL protocols:

* TLSv1.2
* TLSvl.1l
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* TLSv1
* SSLv3
* SSLv2Hello

o] &g kg o g do] Adses FAH SSL L2 EZo) A8 AT AP SSLZREZS o}
dated™ ——1ist () TS AFEIAA 2

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -1

Allowed SSL protocols:

* TLSvl.2
* TLSvl.1l

AEGEA e SSL ZREE F55 AT At Y ——disallow(-d) w4l & AHEF
&5

15
protocols —ac°ll g&] A H 32 715 & 228 F9| 519 A

=SSLEZRET 555 gdel=dr 55 g H ] E 3e o] A 9

o] ol Al = TLSVIS E3st= 5 3] 5]
Eay

vCenter Server & 2] 2~of| = TLSv1e] 2 £ 3h] o}

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

Ao eg A4S FAsH A B2l =79 configure-metrics W &85 AF& 3 o

VMware Cloud Director= 7t Al 2= 8] A5 gl 2l Abgol e gk @Al 9 o] " A2 & Al Fsle vl B
e TSt o a9 #HH

4 A4 A8l 918 Apache Cassandra H o] €] ] ¢]

& A& g vk Cassandra ®l 8] dl o] B o] ~

< 4% 4 954 k. VMware Cloud Director7} =% 31+ | =2 &
Y t}. VMware Cloud Director = E 2
3l# 9 cell-management-tool cassandra ot% W& &
TA Y e AEIAAI

VMware Cloud Director7} 4] sl = Wl &= & 74 el ul of5 g A da] &5 A3 o

cell-management-tool configure-metrics --metrics-config pathname
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3%

--help (-h)

--repository-host(AF-8-5 A %)

--repository-port(AF-8-= A %)

--metrics-confg

oflA: HE

o] o Al ol A =

2| Cf|O|E{tH| 0| & 44
/tmp/metrics.groovy I}

[root@celll /opt/vmware/vcloud-director/
bin]#

VMware Cloud Director W =8 4% 4 6]+ vSphere Performance Manager”} =% 3l = = 2] 9

Mot o._'-JF, configure-metrics o E™

[

2
T

KairosDB &4~ E ¢ & A~ E o] &

EEIPF4A

2448t KairosDB =& ¢ 1 o},

FERES

?.

1ol 7 A =

il

°

e

ok L
i

2

A5

H o

sl W ol

o

:Vé(
O
ko n
o
ﬂymi
< 4>

o o] A AFEE A g5 e
VMware Cloud Director = == #|
7w ARg-sk7] Sl 4l Apache
Cassandra dl o] B ui] o] ~ & -4 8}
217l cell-management-tool
cassandra oF% % # <

--cluster-nodes %45

c}.

o] o] Ak AbEE A gk e
VMware Cloud Director ™ E2] #]
742 AHEsl7] 18l Apache
Cassandra | o] Bl u] o] ~ & -4 5}

)™ cell-management-tool

Ag3

cassandra oF] 7 < —--port A
< g

WEg T4 shge] A2

./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy

oli
-

A AGe T W EY o] 53 FA v A Mgt gk AAl g W &2 vSphere Performance
Manager 4™ A& A Z A A . metrics-config ZtY o= st o] AFe] W 8] o] Fo] £3hx]o] glo

=2

v 23l Zh vl B o s gt A ol HFE

configuration ({

metric ("cpu.usage.average")

metric ("cpu.usagemhz.average")
metric ("cpu.usage.maximum")
metric("disk.used.latest") {

currentInterval=300
historicInterval=300
entity="vM"

instance=""
minReportingInterval=1800
aggregator="AVERAGE"

chg =2 ol &
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Es5-14. HEZ 0|2

vES] o] & 2w

cpu.usage.average % A 75 CPU % o] 7HaF Al awlo 4] k] ALgshe St
CPU9| vl & 3% 1 HEdae Y] BE £ ZE Ro)7)
s e

cpu.usagemhz.average o] 7}k Al 2wl ol A Gubs] ALg-3h= Ht CPU YA 574 39

TAE HY] RE £

cpu.usage.maximum Z A} 715 CPU & o] 7FAk Al 2~ Elof| A Eulke] AL S5l F o)
CPUS| ¥ § & 345+ o428 B7] BE £ nE 0|7}

239,

mem.usage.average TAE F e F o] 7haf Al aElof A ALEhE | 2] ] v
&

disk.provisioned.latest Z el A 7Pk dlo] ] AlE o) 4] o] 7} Bl = t] 230 &
EPSERE =

disk.used.latest RE A e vl ATl 4] AFEEl e AE B A

disk.read.average 2= 7P SlE f o] B g At 4] S5

disk.write.average RE WA Ele Aol ok 9t 247] S5

3 A Al A"l o] A YAt e A HEYE 25 fage g AAE By,
CPUHEZ L & 30] 2 £A 2 AA Y},

o Eol A E A = 2ol el By A WA WEE A D i o,
E 5-15. HEZ =& Oi7H #H=
w7 W4 ol 5 ¥ 4 A
currentInterval Z( ). AbE 7heel HAL W E ] ghell wlal] e w AR & ghe] 2)
AEA ey el AA kA o 2007 72 A A5y
t}. 208t} 2 %52 vSphere Performance Managerell 4] % <]
B e B R R R R R B = AR R
historicInterval ZE(XJ ‘Lr) 71718 W E 7] ghol oial H g wf AFg-E % k) 7bA | & A )
Al ¢toml 200 & 7] AA g ek 2048 oF - 4h-2 vSphere
Performance Managerell A A €] gk v &2 =35 1 =] = 2] o] o 3l
A ub & = o)
entity v} % bl mosT, v HEZ S AT 4 9l VC Al Y 8. A A el A o VM
o7 7|2 AR} 2E Qg e ] BE | EEL AL
R OP‘E‘LJD}
instance vSphere Performance o' o] A ¢l ~E Ao DH gl ol o] E](ell: A CPU Aoy, =
Manager perfMetricid & ol AEl A9 A A do| ¥ mi= F 7pA] w5 A A EA] e
Qlemgl s A A} Yok men FEe m B ] OliEii 2 AAE A e
A ne= A A dlol Eul 4 g e} vprskrILE" I RS &
A A Al el awml ol vlgk v o] Bk 4] g ok, A A e
A = G IR e ® e 2 A A 5 )
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VMware Cloud Director A A, 7-4 3 ¢f & ¢] = 7feo] =

E 5-15. HE=Z! £ Z o7 ¢ (A15)

wj7 W4 o] 5 7 A
minReportingInterval Z (). AlAG el H & Mg w ALETd & whe] 7] A A& A
Ak 4 2bA ] At o] FEelA @ wl o A4
ol tigk F7FA <l Al & AlF ek o & 2 2k gl e
2718 AR
aggregator b5 % kv AVERAGE, minReportingInterval ok T AA 3. AA A &
MINIMUM, MAXIMUM, E74$ 71 EA o ® avEracEE A A H U o}

SUMMATION

Cassandra HE 2| O|O|E{H|0| A& T4

A 2] £ cassandra B HE Agele] AL sl E2] ol o] o] (4 Y

-

Fahyol <7 g e,

VMware Cloud Director+= 7F4F Al 2~ Bl A5 9 gl Abdof digh dA] 2 o)A A K5 Al F3f= v ==
< AT 4 5k VMware Cloud Director =l 3 A 4 2 AL-&-317] $] 8l Apache Cassandra ©ll
olElw o] A5 FAGte o] Bl% WE s AEF U AT o ER Ade AW =0 dE

3
cell-management-tool configure-metrics ot9 B & A&k vE= 54 749 WE&& A

o] A v E & ol v g v o] ¥]+= Apache Cassandra Hl ] Elul] o] ~of] AR U} A5 ol 28] & A Absla
A7) L3 A e A dlo]Eu|o] A £ZE o] FA]of tf3l AA G W& 7|71 e o o] Bl A RS
2] &} Cassandra dl o] gl ull o] =~ A A 4l a AE A A S

VMware Cloud Director®} Apache Cassandra Hl o] Ej#] o] = kel A7 & A sleiwd o 53 22 34
o7 WHyEs AL

cell-management-tool cassandra options

E5-16. A 2| =7 M0} 2l cassandra 5HY HE

] A5 A

--help (-h) B8 o] el A AL 4 9l Aol
Hlgh & oks Mo Fart

--add-rollup G718 FHE EY S 2 F A EY
27 mbE e o] B o 1 7k o]
E2 dleo] g A 7S £13 Cassandra
o] Eluo] A AA 2 4o &5
Ax e Al 2.

--cluster-nodes address [, address ... ] VMware Cloud Director =] E 2 o]
Ab&d A ¥ 2 715l Cassandra &
Bl AaE kT H5g ﬂ =

--clean N VMware Cloud Director d ©] £ 1]

o] 2ol 4] Cassandra 74 A4 < A

73 o
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FEEEE P

VMware Cloud Director A #|,

E 516 M2 EF SMHI QS cassandra 52 BE (A1)

] A5 A

--configure e 7] Cassandra & 2~ o} g7 A}
42 VMware Cloud Director&
Ao,

-—dump S5 AA A4 T4 w5

--keyspace Ak Cassandra<] VMware Cloud
Director 7] &3t °| 55 string2 =
AA g, 7| B3k
vcloud _metrics SIRRRC

——offline SRS VMware Cloud Directorell 4] A}-&-
<+ Cassandras 4 b= =k
VMware Cloud Directorel = g ¢l
AR FAL B AES A k5] o)

-—password A Cassandra H ] €] #l] o] 2~ A}-g-7} <]
stz et

--port e 7ZFFRaE 2Eo A AT 2EQ]
o, 7123k 90429 vtk

——ttl RS integers &<k W E = Hl o] B &

A g et =8 o] g & d <3

A slel ™ jntegers oo & A A
v e},

--update-schema e Cassandra 7|75 £7] 33}
VMware Cloud Director =] = 2] ¢l
ol ¥l & A A g o},

--username A Cassandra d| o] Ef ¥l o] &~ A}-8-#}2]

A§ 7 o] B4) .

0{X|: Cassandra O|O|E{H|O|A 4 74

[root@celll /opt/vmware/vcloud-director/
bin]#
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-

o) e B Folt AL thA Asa ok Gulch

AMAEREER S |F

VMware Cloud Director Hl ¢] B #] o] 2~ AL-g-#} o] 53} gh & & of= 7% Al 2] =79
recover-password ¥ & AF-8-8Fo VMware Cloud Director Al =8l #2] A} ok 5 & 573 4 9l <7

VMware, Inc.

o} 3F 2 vl & AL-g3 ok, o 7] A nodel-ip, node2-ip, node3-ip X node4-ijp= Cassandra & ]
2 wlv] o] |P Fagd et 7] 2E(9042)7F AHE-H Y ek ml = dHl o] =159 F ok A ] v o
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

A 2] =9 recover-password W # -5 A3l VMware Cloud Director H o] B ul] o] 2~ AF-8-#} o] &
3} ¢+ 3 & ol AH-8-A7F VMware Cloud Director A =8l Zhe] &} o} & 8- 4= Q) 571 o},
Al 2Bl Fe A bS5 Setew WE Eol ohe F A o] HE S dE e Al L.

cell-management-toolrecover-passwordoptions

E5-17. 4 & EF M1 Q1% recover-password oH9 BH

4 A5 A
—-help (-h) SPRC o] Wl Foll A ALE-3 4 9l e o
gk 8 oFS Mo St
--dbuser VMware Cloud Director dl o] & =& o] Al F-alf of et
v o] 2 ARE-AL o] ALE-A} o] E9)
v o},
--dbpassword VMware Cloud Director tl¢| 8 AlF2}A] ¢+= 725 o s £+ v
o o] 2~ ALg-AL o] ok g ] e}, Al A 7F A 5 e

Aol dmj Ef HUH0IE

Qo) 2oz SR E Wl A Fold A dNE B2 AU E delclaeid A Dol 27
fail-tasks 9 & &

cell-management-tool -q @& & AL&38te] A& AR T 75 %
2 Fusolok Grieh A% Aol A Aol A% AP A5 53l

A Fol e Age] FAE AN Ay Ad Fal Age AR A Aedts 55 5P
L &9 +4 = cell-management-tool fail-tasks® Ad3sle] st zkel el ¢hg Abe] & gl o] =
&4 A5tk Aol ke A E Qe Eeli o2l g & A Aol Aul He) A e w qlg A
o5 et At Al=" 2ol FAA S A sk dl =o] A e
TAE Aol A oA A Fel Al H5E At s @A HEEE AR E Y
cell-management-tool -u sysadmin-username cell --status-verbose
E5-18. M | =7 SMI s, fail-tasks 5t BH
3% A5 v
--help (-h) e o] Wl Al A S gl el
3 Sofg wo] S
--message (-m) WA A Bl E Al ghg Abeol w) X & o] A A €]
et
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o l: Moj A Al Zol soie Almiat 7o 2 %3]

of ol A& o] Fed w oA A Folul A4 o7

r
I.

[
2
2
r“O
il
o
i}
i
2
=
o
ful
ol
°
v

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown”

Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?

g 2] BB 95 AR ulolEdden yE 4A G AL AS AT 5 YES A §3)

A HIAIK] ®E| 74

A el =79 configure-—audit-syslog 8 5 AF8-8lo] Al Aulo] ZhAL WA X & 7] 5-8F= WAl & -

g,

[ei

7} VMware Cloud Director 4 2] A v] 2=+ ZHA}F w4 A 2 VMware Cloud Director Bl o] B 8] o] 2o 7] =
et A E A A = o 714 90 E ot BEH Y ek AL el A A E o A A HEST] S E ZHA) e AL A
£ VMware Cloud Director ] o] €] ¥ o] =~ ] ¢l Linux syslog & 2] gl o] A 4-3l =% VMware Cloud
Director A ¥l =% 74 & 4 Ql57 of,

p

Al A 2a ] EE ARGk AR A A L A B s = A S A A @ o L o "WMware Cloud
Director A %], 74 2 ¢ zeflo] = slojmr o " E ] 2 dlo]guo] s A FA"E XA L. A
28 T4 Foll A A sl 27 542 global.properties ¥ responses.properties? F 3} ol
EEHU v FA Y A fe] = wEES AREEe 7 et A eIA A 27 A HATE o

F

cell-management-tool configure-audit-syslog options

ol Al ] = k9] WEl o ® utsolAl mE W7 e A9 global.properties ¥
responses.properties Zt¥ ol BEFH ok WA W& AE ofx] A A w7k A] A & A ghsr] o
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VMware Cloud Director A A, -4 3 ¢] & o] = 7}o] =

E5-19. M | =7 M1t @I, configure-audit-syslog of% HH
24 a5 4w
——help (-h) SrRCS o] Wl ol A AL-E-3 4 9l o
A3 Sokg el Fueh
--disable (-d) 7 ZEAF o] Bl E 5 syslogell =78k~

S ek AL oWl E= VMware
Cloud Director ©l o] £ ] o] 2~of u}
23 o] A
global.properties Ll
responses.properties©l Al
audit.syslog.host 9

audit.syslog.portgl e AR A

£ e,
--syslog-host (-loghost) syslog A1#] 3~ E ¢ o] §41-> qudit.syslog.host 4]
IP 4 =+ Atk o Fre A A H Z4 w AFatE
el o] & Eell el o] Foll A g o
--syslog-port (-logport) 0-65535 #ke] 2] o] 3412 audit.syslog.port 54

o e AR A 4ol AR P

--syslog-host, ——syslog-port £+ & tholl &l gh& A G st= 2+ w2 AAH ke gAlo] &ul
A AR A 54 syslog AUk DA ol o m 2 Al 2ol 8 s £ e
Z3H Bl Ed A 5

0 A: Syslog M ZAE O|§ #HE4
T8 ol HE e Y A HEL =2 T4 A A A ghdof 7] S5}, o] HE & AFEEH
Hof #]A] s} o] /opt/vmware/vcloud-director/etc/responses.propertiesel i 227] 7}
% gtA ghalall oF g ok, "WMware Cloud Director 2 A, 74 2 ¢ zeflo] = 7po] = o] "x] 4] g} ¥ &
2 ooha] AbgE A E A A L

syslog HI A A 7} A4El= A5 HAgste ™ ohg3 22 e & AE

=] o o

ot

b o

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

o] dl Ao A= Al Z~E 7} 7] 2 Eof A syslog w4 Al & Al gkehar 717 gh o},
o] W& 2 global.properties % responses.properties® ¢ Hl o] E3}x]ut AS cfA] A=kl w7}

o
A W W A A g

SEREC B RREE EE

il
)
o
r o
AL
ofi
ol
v
|:I_:L
i
r =
AL

579 manage-email % &%
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2

AR 7 EA 02 e-vfld HE Fall Alaw] el Ao o]l o 4 gl olul Eet AE] & A 2~E]
] Aol Al G o} e-mll A = AFRRe] H-5-2 VMware Cloud Director AP| ®+= ] &5 AF&-3}¢]
ddle] 2 G, v gAj o A e =4 wEEE AHEste] 2 S Al gk 7] e-dll Y
A= AA S 5 o
cell-management-tool manage-email options
E 5-20. A &g =7 SM 24 nanage-email SHY BH
4 A5 v
--help b7 ey o] W ol A AL 4 9l W F el
ek eoks Wl Frl
--delete g5 ol & AA B E B o] E9l vk
--lookup Bl 8] o] & of elsm+= Al B Abgkel v e}, o] <l
FAlFeA ol RE ulEE o] &
o] F5o] ubdhg o,
--locale H5e] 24 7o 2 o] WEl & en-US EA Y
o] Bl E5lofl A As g ek of 2 24
dS ARG o] FAS AE T
c}.
--set-template ol Ex e-r Y o] Ifd L 27 T AE oA HA|ATH
Z2lo] o gl 7y T+ hefof afed ALEA
of et A= o] & vcloud.vcloud”} 15 <= lefef 3
Yk ol & =4 /tmp/my-email-
template.txte} 757 o
o) ool Q) halo] A§E 4 G A2l el 5§81 B Ee ol Fel g%k
5-21. VMware Cloud Director e-H& 2&l 0|5
ol F A e-Hd AF AH = AL
VAPP UNDEPLOY NOTIFICATION gpgpjectel<e] <ldje] ukg 7} TAE E Y ~xex Al vAppe &FAF GRS
ubal S wl A ek ]l 7o A 7kl vl vApp ] & At 227 A2 ¥ ez}
VAPPJNDEPLOLNOTIFICATIO@%EM W VMware Cloud  E}4} el 7} ubgs] 7] A, ol 45 27 Ao} gl &
Director?} vApp= %4l &t Hh o
oAV A S Fueh
VAPP_STORAGE NOTIFICATION DRRRID SUBZEsr Qdvhel wtsrl FAE wjZ 2 ~%e]x Al vAppY £FA7F 42 & u
bl wl A mgel qldl 75 A kel vl vApp o] &~ At &2 A 26 )=}
VAPP_STORAGE_NOTIFICATION_BOPY% g ¢l n) yMware Cloud welA Qs ubaE ] A ol Ao zA Faz}s} o<
Director?} vApp< #HA g whsr] o
o},
VAPP_STORAGE_NOTIFICATION FyAppuilEelr#| dole] utarl FAH wZ 9 ~x2x] ddl  vAppY £F#k7F odd &
At S owl A mgel ldll 75 A kel whEl vAppe] & At &AL Al 2 Ee] =)
VAPP_STORAGE_NOTIFICATION_BOP%} g ¢l u] vMware Cloud E2A 7} ute 7] A, ol 7% =2 f2Abrt A
Director”} vApp< ut& 5 7 uksr] e
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

E 5-21. VMware Cloud Director e-H|& 22! 0|& (A %)

°l&

A

VAPPTEMPLATE STORAGE NOTIFIQARN BEEEE Bebskel o ¢

VAPPTEMPLATE _STORAGE_NOTIFI %T L\g}gg_ﬁf)g}vgﬂ

kR b g w7 gy
= VMware
Cloud Director”} vApp &l
2l& A g ek

Iz

VAPPTEMPLATE STORAGE NOTIFIQAPPNIELEL suBekal < o ¢

VAPPTEMPLATE STORAGE_NOTIFI %TL\?M@PQ%EE]

DISK STORAGE ALERT

DISK_STORAGE_ALERT_VDCS

VM_HW_UPGRADE_INVALID POWERVANMIZTEA S 4} el o 3l &g
<}

& 4
VM _UPDATE_NESTED_ HV INVALIDE‘]TQWE%]—%AEEVMA X‘_%]—%—

FEDERATION CERTIFICATE SUCCE$E- SSOEAM ol 54 9] uts
c
=

FEDERATION_CERTIFICATE SUCC%F&J'_%P%Q Eﬂ ],< o]%/q

IPSEC_VPN_TUNNEL ERROR

a2 7k bl e w7 gk
w1 VMware
Cloud Director7} vApp Bl &
s red Aew £

o,

g AR E A 7 e

73 L)

AF# vDCell Hg Haza A
E2A 7l e-w Lol

=3t taza 3 FHe s

o|E o] & A4 Al
A VDC %%l Euo] %

Ve,

uieh b e

7 ok gt

Jh dukal e W m
g ofglol At o] ¢
2] =}el Al SSO A
Blof| A A el FAE th s
s} 32 VMware Cloud
Directors ¢t ¢] =

) 415 & £.41 3] o,

e 24

#eh

VPN B4 2& (uul- ZEA 7 1)

IPSEC_ VPN TUNNEL ERROR SUMMARY

IPSEC_VPN_TUNNEL_ENABLED

IPSEC_VPN_ TUNNEL_ ENABLED
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VPN B AR+

A 7 1)

_ SUMMARY

-l AE A1 H

]>
fi
Ach
)
(_),
o
N
N
o8
_,d
l*l

A ez g 2% A 9
74 3L A] Zkel| ul2} vApp Bl &
A E A ‘”ﬂHﬂ““’E

]
o] ¥-E 353 W7kl oA ol
=g )

AgA 7L VME
Hg o el o =

9o ¥
e ol A =

et ol A Q1547 A
g 71E ez 79 o el wt
ER

VPN el A5 g

.

VPN o] AH3A ehaiet

7 BRAl AR g

L3

e

vt

vApp 819 &ALt ok
He AL 2 F AL A 2R
A<l A5 24 FERt

GRS e

>

VApp B8l ¢l 5ot o
Ye WA 25 A 2d
Belztel 25 27 ez}

‘_7
el g W,

REC .S

MSl & 577} e & 0

L} A A A 2R g R}l
A% 24 Bl 9 e
F e

24 2ol

REC SR

REC RSP
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

E 5-22. AFEX R|HE

T HA

&4

re
\J

vCenter Server tH4] ¢

vCenter Server <174 o4 e-=4d 7
o] e-vl| ¢ ol += vCenter Server <17
ﬁoﬁj"—’—l Aale] &4 = AHEA £F

T Ea
LA o] F7F Awd o glsF e,

AMQP 17 #o] A e-wl <l 751, AMQP
4w el 4 VMware Cloud Director 17

of el &g el A
ol el el ol = 14 ol 4] e-vl el A a

ol o] B W o] 2= €173

20 Ao A TAE AA Zo]A e-n Y
73 3L

B4 A 2 Aol A BmE A7 el
A o9 A3

LDAP & f e-#ld 73

LDAP AH&-7F & 7] 2k e-wl <} 7 a2

Abol= dA e HA e-vl Y AL

e oMY E

e-vl A

2l
A

Mk

= =

e-vlY A& A1 A
vCenter Server7} thA] o1 4 =] 95 .

ol Ale .

vCenter Server<] <17 ¢]

ol

RabbitMQ7} #H5& F A1 =,

] o] B W] o] 2~of] 4] VMware Cloud
Director &1 7 ¢] & 5 & w.
VMware Cloud Dlrector7] o] o] E] ] o]
2ol bl A A = 9l &

TAET} S SR 2

e o
15 01 i}\

A4 el

B e} S AT
<

ol 4] A o] o] A& uf.
LDAPSt & 7] ghel= & at.

LDAP Ak-&-7e] o] &5 vhi = &<k

2ol Aol = o] ol AAL, thA
AAAGA Y, AR vk el
=

ofA: e-H & HIES! HH|O|E

DISK STORAGE ALERT VDCS-new.txtzh I}dellA] &

7]

ALERSTLA

g4 e

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool manage-email --set-template DISK STORAGE ALERT VDCS /tmp/

DISK STORAGE ALERT VDCS-new.txt

HL‘.

b A
Az Bela

Al=w] ezt

Al 2w ez}

Az gela

RECE TR

Az Bela

Al=w] ezt

R e
Al 2l A

A2 2o

& 22 DISK_STORAGE_ALERT_VDCS e-#| ¥ Bl 58l A ABZ=% /tmp/

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value
"This is an alert from $productName The $datastore is used by the following PVDC (s) :

SpvdcsList

Property "email.template.DISK_STORAGE ALERT VDCS.en-US" has value "This is an alert from

SproductName The $datastore is used by the followingProvider VDC(s) :

VCD Email notification details:

DISK STORAGE_ALERT_VDCS
Alert when used disk storage exceeds threshold
email.template. DISK STORAGE_ALERT_VDCS.en-US

name
description

config key

VMware, Inc.
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template placeholders : [productName, storageContainerType, datastore, percentage,
currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

AE0| BTl vM & 7|

Al 2] =79 find-orphan-vms % &5 AHE-3lo] vCenter Hl ] Bl ¥ o] 2ol &= 2 & 1k VMware Cloud
Director dl o] ] s o] 2~ofl &= §l= 7FAF Al = ®lef] o gk A& & Absru o,

vCenter d] o] B] #l] o] ~ o] 4] %% %] A| 2l VMware Cloud Director t] o] B8l o] Z~of| 4] &= ZF £ 5] A 9k+&= 7}

A Al 2Bl oA o] FojAl VMo E Yot o] 28k 7pAk Al Ao A AlAE Bl st AR A BlAA
= AHE 59l 7 5ol = VMware Cloud Directorell A ¢] 2] gk 7}AF A| A<l of] Al ~gk 4= gl 7] v <) o] o},
ol Fe Ax AR = ohake] a2 e dio] o] A o5 ] AE v £3 oJ] 7hA o] 2
WAl g 4 gl

stk find-orphan-vms 4 ®5 AHEskal He Ao} ol2i g VME vl g & Al A A Y
VMware Cloud Director & tHA| 7bA & 4= Qlsru o}, o] ®l e ol = #AHAl A v 5 ol 54 &5 AR&-8hs
VMware Cloud Director == vCenter A A #F4] A] F 23 4 gl=, A A% A4 A4S 9fg+A
o] Zgk= o] glF

o z‘ﬁ/ﬂ_o/] w8 S AFE-gh] o},

=] o 1

cell-management-toolfind-orphan-vmsoptions

E5-23. M EE| =7 SMH Ol fing- orphan-vms ot HE

4 A5 a4

--help (-h) S o] oAl Ab&E 4 Sl W w e
G@ Sohe e Folu

--enableVerifyHostname gL SSL A=A o]l=ze TAE o] B A
S AEE T U= A

——host 4 o 7 o] Fol & VM-S 7 Al &k
VMware Cloud Director 4 A €] |P
Foawt RAites 2 ol Ey
ot

--output-file AR o] F e - Sl 0] 0{ R 7]——'?—5] 0‘]

--password (-p) i VMware Cloud Director A] =&l }
27k grm gl ek,
--port VMware Cloud Director o] W&o 4] 7] VMware Cloud
HTTPS ¥ E. Director HTTPS ¥ E & Al&3l+= 7
< YA e A folut o] FA4E
SEEELS
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E 5-23. A &g =7 M 2l find-orphan-vms ol @ & A1)

A4 A5 a4
--trustStore Java Al # A 724 kol o gk o] w el 4 7] VMware Cloud
AA A2 0%, Director AL%] A -4 5}e) & A§3}
S e eA g Aol ol &
Ag A4 T
--trustStorePassword A A% ——truststore ©f o3k --trustStore & AFE-3led dlA Al
Rl 2 Aza spd & A A k= 7 Fellut

SEE ALY

--trustStoreType A7 %l ——trustStore -—trustStore & AFE3le] A Al
(PKCS12, JCEKS, ...)¢ 3 F A4 gpd g A A ebe 7 ol st

4 8 3 o,
—-user (-U) g VMware Cloud Director 4] &l 3

gl AF ol F 9 e

veonane 24 A7l ol A VME A4
vCenter?] o] &4] 4},

--vc-password 4= vCenter 2] A} ¢t 3 <] o},

--vc-user 2 vCenter 32| A} o] &<l o},

ofA|: e440| Zo{ZTI VM & 7|

o] ol A= =k vCenter Serverg # 2l & vl ——output-file ©| -& A A= o] Q17| ol AF}7} FF

[root@celll /opt/vmware/vcloud—director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --
output-file -

Querying for VC by name 10.20.30.40

Querying all vdc's associated with VC: 10.20.30.40 (https://10.20.30.40:443)

Querying all vdc<->resource pool mappings associated with VC: 10.20.30.40 (https://
10.20.30.40:443)

Querying all vdc<->VM Moref mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis complete.

VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...1" (org: "ExampleOrg") ResPool: primary (1a97...)
[moref: "resgroup-30515"]

The following 22 orphan VMs were discovered:

Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test
VMs", parent moref : "group-v30533")

Orphan VM: "indDiskl12-0-51259 (0Obbb4115-673e-4c84-ba26-6875159655e0)" (parent name: "Test
VMs", parent moref : "group-v30533")
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VMware 1174 213 & Z=2 I3 304 L= E E|

VMware CEIP(2L 7 27 g4} Z 2 g @llyol] Ahed el A ) ehE sfeiud Al 2] =9 configure-ceip o]
W E s AR H o o

e}

| Al VMware CEIP(aL 7] 8+73 g4k = & aal)el] Akef 3k et CEIPE &8l 5741 5l o] gl el o gk Al
5 A x = VMwareol 4 o] 2] gk A ¥ 5 AL-g-8l+= 54 - Trust & Assurance Center(http://
www.vmware.com/trustvmware/ceip.htmi)ell = Al = o] Sl of, Al Fe] =75 AFgshe] oA el =
o] Aol tl&l VMware<] CEIPol Aked a} A v} BhE 2 4= 9571 o}

cell-management-tool
configure-ceip

options

o] Al el ste] VMware2] CEIPoll #ted 8FA] ko fnl ——gisable w43 37 o] o3& A g g o},

T A . . =
E5-24 M2 =F SMY Q4 configure—ceip oF9 HH
A4 A4 A
—-help S7e=s of ol A AL = 9l W o
(-n) o g £ okS Wol Fr)
--disable S VMware 27 27 gkal = 2 g eS8
e g o,
--enable ST VMware 37 373 gkak = 2 gl
7ol g e},
--status ST VMware L7 g7 gk} = & a2l o

e A Bo] Ao Ao,
Oof|X: VMware 112 8+74 &4 = 2 724 EFE|
VMware 7 317 gkal = & g o A BE ey of &3 2L w8 S AFE3h o}

[root@celll /opt/vmware/vcloud-director/
bin] #cell-management-tool configure-ceip --disableParticipation disabled

o] W& AP Fol = A xmlol A VMware LA 7 B4k T2 aale] of o4 AU AEHA B
e},
VMware 37 37 g4F =2 aello] gt Ax] o] Al g Bl aeln e e HH e A gk

[root@celll /opt/vmware/vcloud-director/
bin] #cell-management-tool configure-ceip --statusParticipation disabled
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T4 AAS el 2+ s e
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@ Sobg el
--delete (-d) = A} -4 A S A A g
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--name (-n) T AA o] = A T4 AA e o] F et
S, -1 v Aol B et
~-value (-v) R S A AR e g 2o AG

delol =g o

dE 5o, 71EZ a2 5718 dAA 22 FAoll manage-config oH¢ W& & AL&&
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oy
°
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2O S713 AR 2" 7

o & A of] A E| AV o 2 Aol A F5H R gEo] B AF AtE R 573} Foll A ~H]
et 7R 2 578 AR 28-S FA Y o A #E] =79 manage-config
()

=
% Agehe] BAol 71818 5 Ut ol uele] % 45 AQNE YA o2 ARz F]8

a9 o
QAR AL FAL 5 dF e

T58 MR oA FeEE g F 7| 3o} Al AbE] el Al 5 L EFE 4= 4] vCenter Server A R4z ol A

VMware Cloud Director A% 48]~ A% 2] A el g bR oy 755 JEE o

g ohrRe Has AU AR E ZE MR a0t Al o R 4 9l etel vy e &5
Ak 4= ek 55 BE JMEE a7F 54

= =N
= il °©
T AU 5 B st R aob Aol F7]3e ¢ Sl ehel By g g 5 Al gk

_.1

Al 2] =79 manage-config oF¢] WE & AEEte] bR R QIAI A Al g A4 A S o]
E& 4+ 95t manage-config 319 W E Abgoll gk ApAl g &2 el ZEAl o] A 74 AA gl o]
E a5 Fxeq A L.
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E 5-26. 72t 20 UAIX| Z&of Ciet A A

T4 44 712k A
vcloud.tasks.VDC ENABLE DOWNLOAD. 30 VMware Cloud Director §12=&l 2= 2] 7|
queue.limit A5 =& 74ek 2 27} vCenter Serverell

4] VMware Cloud Director & 54| o] f
TEET 9l el g g 49
A gke) v e,
VMware Cloud Director ¢l =&l 2~ 7 |
of A ok Z gk A 5] ehel B ] g
of F 47) o] ARt 2 Aol o] Al
ghol whel gle] wefe] ghto] of 2} it
o7 o] FAAH R oh R EF ),

vcloud.tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director <l 2=l 22] -

euve.limit S RE glekR a9 v) o] =7 3}e
T Sl ehelue] ] g o Al
t},
VMware Cloud Director §lz=&l 2 4 A
o E718E 755 efelue e gie
a7t ol AlgtEe 2 7ol = o] Al
of upet g o] o] FEo® hF o] &

A o 57 gl o,

contentLibrary.item.sync.batch.si 10 Ty thel FlEk R a7} B4 o] B 3e
ze F 9l ol nefe] &5 e Al gy
t},

F58 gz} o] Alguc) B o
2 @5 +% o seel 2 o
dol w2k g%l g2 Froz )

zﬂ_
e EEER T EE RS

ofx: 5E FIE 270l CHet S7|8F HAR =-H 7+

o HEe TEE O ARE O A S8 g 9l elelvele] d5 ¢ AgE 58 AR

uk
T
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[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5

T3 Fhebz o] eholwele] g% o] 13 Lixo] Yen] A Fs) A i e o]
SHCH

i=4 v = [¢}
2 rdm e A A BEe ol ) g5 2R oA 3 2 e Al ) BE g
N aks

VMware Cloud Director AF& X} QIE{H|O| A 0] CHEF M| A Al
=X 4

VMware Cloud Director 7 ¢l /1 VMware Cloud Director A 2] + &3k |P 542} DNS 352 Alsn

3 ddle]Edt e A B2 =79 manage-config a9 WE = A&k H ] o}
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Zelo) A3k 3 VMware Cloud Director Service Provider Admin Portal¢| 1} VMware Cloud
Director Tenant Portalel] 44 =~ 4= gl <5 o},

At o F
Sab Sk BRI o) BAE ARAA G BE oRLE 5 AEeAdd Als mi
A7 B gL FAD <dd AT F 5

el

VMware Cloud Director= CORS(H & 7t 2] £ 3-7) L H -8 -& A&31¢] Service Provider Admin
Portal ¥ VMware Cloud Director Tenant Portaloll <} 4| ~3}+= o] AF-&¢ 4 9+ & a3 24 55
< A Bl g ok

CORS HE & 552 A 74 Foll AR Felle]Eg e, of 7ol A1 259 & Ao gt P F
4 2 DNS ©] &% £3elE HTTP 2 HTTPS &H%¢] =& 5 k. %38 VMware Cloud Director 4] ¥ =
T Folve 2 llE Ao AMEE = BN IP FAE 3 o}

A vl 2 2] Al 4] Fol 5-%-o] VMware Cloud Director A 2] DNS ¢] &2 2 ¢ do] E & x| ¢kon] A9
DNS ¢] &5 A& sho] Al ~3 4 gl et

S

1 Ay 259 A F shel]l FEZ 2 a9l8t A SSHE A & g of,

2 @74 VMware Cloud Director Aol @ 4| 23 o] A48 4 90 &3 URLS el shel o
S yHES Ay

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -1

Al E8E A 5o B Al Bk IP 54 3 DNS o] 5] 8= HTTP % HTTPS &5+ 23
ab= S5y ok =3 VMware Cloud Director A1 ¥ 255 &el+ == Wlal Ao Ab&5 = 3 1P
FaE gAY

o] B%2 g% spole] B glo] AR FHH BAAY e},

3 (A ¥ A&} webapp.allowed.origins T4 AA 5 gldvlo]Edleiw] b HaEs AP P g
£ %oln], 5 Aolo] 3 glo] ¥z TH

ol A AL gk vl W= 1P 54 % DNS ©f
i

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -v "comma separated list of URLs without spaces"

vCenter VM ZAM C|H{Z

Al 3] = F¢] debug-auto-import k¢ W E S ALEslH vApps A A sk Bl A Y F ol gk o] Ak
vCenter VM& 71"l o|r& ZALE 4 51 o

VMware, Inc. 190



VMware Cloud Director A A, -4 3 ¢] & o] = 7}o] =

71E FAE AT 7S 27 VDCE @l " VDCE Al el B4 Fofl wbEo] 4l vCenter VM+ #AFs 2
2 A%k "WMware Cloud Director A Bl 22 Al -#F 2] AF L8 7Fo] =0 o] 4] vApp A X A A 2 A
8 AFE5H4 Al 2. vCenter VMe] A ATE vAppell 34 E A o o] VM E= VDCol| H &l debug-

auto-import 3H¢ WEH & AP F dF 1},
cell-management-tool debug-auto-import options

debug-auto-import t¢ % &2 A wlA Y F A 7 H vCenter VM 55 2 7h53k o] frefl gk
A g P Ao o] S50l 448 AT £7 VDCE b 24 3 vCenter VME £33 1] o,

E 5-27. A | =7 M1 @+, debug-auto-import 5t HH

&4 sl 4%

--help e o] Wl ol A AHEE & 9lE HE ol

(-n) gk 8 okg B Frt

--org Z7 o] & Ae Abgkgi vk, A A5 E Ao e
A= VMell thek A 25 ped gy
=

— VM o] & == VM olE  AAEH UM o] &5 Zgksls A

< g VMOﬂ g HuE g

——org S AL A AY e

ol Xll: VM O|Z testZ vCenter VM M CIH
Sl vt zAo4 AYH vCenter VMol o & A B 5 ulskg o}

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:
1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD
VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:

1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

o] ol efl A *1i‘%ﬂ =82 A AAYFAA A H L o] Foll A test7F E3HE Al 7] €] vCenter VM
of Afgh g2 & dkghgh v ok VM import-test3< A S AR VDCE 7HA &4 -8k VM| of ¢ v et
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cell-management-tool mac-address-management options
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[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.

olAl: R A= & ZF A|=0]| AA8 S/ MAC 4 = E7|
o

oS weE e dA) A= 2 A= MAC F4 o

I

ok

ﬂm

Wk g o,
[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.

MAC address seed 9 is in use by 12 MAC addresses
MAC address seed 1 is in use by 1 MAC addresses
ol dlof A= Al 2=Rl ZH o dA| Al =7t 9ol o] Al =E 7[Hbe 7 sh=12 /He] MAC F47F 9= Aol &

Al oh, =3 o] A Al = mE AA D12 7Hle 2 Sl MAC 4 7F st 9l s of,

VMware Cloud Director A 2| C|O|E{H|O|A IP A UCIO|E

o o] Bl ul o] &~ 3 7}-8-4] F2] 2~ E ol 4 VMware Cloud Director A 2] IP 45 ¢idl o] Edten] A 3]
=75 Abgskd o
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1 Zedel 9= 4] OSell root® A4 21eldt71f SSH Fehold E 5 AHE-dle] 2l g e,

2 Aol el oA A FelA el gt

ol
service vmware-vcd pid cell

A = 2 A2~ |D7F NULL®] Fv ™ VMware Cloud Director A o] A 3l &-o]n VMware Cloud
Director A& thA] A &bl A] ok a o] g o] 28] |P 45 HA S 4 9l o

3 A 259 me AedA 1P F4E el Bty v WS Ao

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host

primary node IP address —--pid cell process ID --remote-sudo-user postgres --private-key-

path /opt/vmware/vcloud-director/id rsa

A vl Eeol A FA ] e Aol TAH
4 (A# Agh) 7 VMware Cloud Director A o] &ul& dlo] Bl o]~ [P 45 7Fe] 7] oL QL&A el g
e}
grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties
A28l Z o] Ao] elelo] 28 Ae] F4H e}
5 A% dhets dulo|=sA o W e Aadhe] thal A
s Ao A3 A o ofF HE S Ao
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address
s Ao) A7 Folw ohg w g g
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address -i cell process ID
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/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s
b o= WEE Addte] A ~E A AR o

systemctl start vmware-vcd
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/opt/vmware/var/log/firstboot
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/opt/vmware/var/log/vcd/pg
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