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%82 VMware OVF Tool 935 A g et7] Aol veloudapp.varoot-

passwordVMware vCloud Director, vcloudconf.db pwdVMware vCloud Director 2

vcloudconf.admin pwd.VMware vCloud Director Sh& 5 AR&AF AFAl Y] obAl gk ¢k 3 = whsg] o},

ovftool \

--noSSLVerify \
-—acceptAllEulas \
--X:enableHiddenProperties \
--datastore='datastore6' \
--allowAllExtraConfig \
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--net:"ethO0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \

—-—-name=MyAppliance \

--diskMode=thick \

—-prop:"vami.ip0.VMware vCloud Director"="10.0.0.142" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.24" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \
—--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
--prop:"vcloudapp.ntp-server.VMware vCloud Director"="time.mycompany.com" \
—--prop:"vcloudapp.varoot-password.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.db pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin email.VMware vCloud Director"="admin@mycompany.com" \
--prop:"vcloudconf.admin fname.VMware vCloud Director"="vcdadmin" \
--prop:"vcloudconf.admin pwd.VMware vCloud Director"="place-secure-password-here" \
--prop:"vcloudconf.admin uname.VMware vCloud Director"="administrator" \
--prop:"vcloudconf.inst id.VMware vCloud Director"="59" \
--prop:"vcloudconf.sys name.VMware vCloud Director"="MyAppliance" \
--deploymentOption="primary-large" \

--powerOn "/MyPath/VMware vCloud Director-version number OVF10.ova" \

vi://vc user name:vc password@vc hostname or ip address/vc dataceter name/host/vc cluster name

2% 7| VMware Cloud Director & %|& HIZ 3t 20| of

%2 VMware OVF Tool ¥ & & 48 3}l7] Aol veloudapp.varoot-

password.VMware vCloud Director St 5 AH&7#F AHAl €] obAl g obe = whgi o},

ovftool \

--noSSLVerify \

--acceptAllEulas \

--X:enableHiddenProperties \

--datastore='datastore6' \

--allowAllExtraConfig \

--net:"eth0 Network"="My UI API Network" \

--net:"ethl Network"="My Internal DB Services Network" \
--name=MySecondAppliance \

--diskMode=thick \
--prop:"vami.ip0.VMware vCloud Director"="10.0.0.143" \
--prop:"vami.ipl.VMware vCloud Director"="172.18.41.25" \
--prop:"vami.DNS.VMware vCloud Director"="10.0.0.2" \
--prop:"vami.domain.VMware vCloud Director"="mycompany.com" \
--prop:"vami.gateway.VMware vCloud Director"="10.0.0.1" \
—--prop:"vami.netmask0.VMware vCloud Director"="255.255.0.0" \
--prop:"vami.netmaskl.VMware vCloud Director"="255.255.224.0" \
—--prop:"vami.searchpath.VMware vCloud Director"="eng.mycompany.com" \
--prop:"vcloudapp.enable ssh.VMware vCloud Director"="False" \

--prop:"vcloudapp.expire root password.VMware vCloud Director"="True" \
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--prop:"vcloudapp.nfs mount.VMware vCloud Director"="10.0.0.96:/data/transfer" \
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password
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vmware/vcloud-director/data/transfer/certificates.ks --keystore-password root-password

5 A A dS5AE Agste™ 712 AA ol A ymware-ved A ¥ 2E ThA] A ZFg U o

a the Wele Adse Aul g FAG e

/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid
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/opt/vmware/vcloud-director/bin/cell-management-tool generate-certs -j -p -o /opt/vmware/
vcloud-director/certificates.ks -w root passwd
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keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreq

—alias http -file http.csr -ext "san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"
b <54 A% 845 consoleproxy.csr I} ol w51 o},

keytool -keystore certificates.ks -storetype PKCS12 -storepass root password -certreqg
-alias consoleproxy -file consoleproxy.csr -ext
"san=dns:vcd2.example.com,dns:vcd2,ip:10.100.101.10"

VMware, Inc. 49



VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

10

ro,
ol
N
e
<
e
R
T
o
ot
o
>
oX,
ol

ol
bt

S 3= 79 Jakarta Tomcats AF-&-31 o},

CA AHH ol&5 A, CAFE elF4 2 F7F el %545 VMware Cloud Director %A ol 8-} gk1] o},
Hel g A sto] AwlEl elF5 A5 PKCSI12 7] AR AR 7hA g v

a CAQlZ 713 FE 9lF5AE root.cer I}l A certificates.ks 7] A4 3d 2 714

keytool -import -storetype PKCS12 -storepass root password -keystore /opt/vmware/
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keytool -storetype PKCS12 -storepass root password -keystore /opt/vmware/vcloud-director/
certificates.ks -list
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/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p —--keystore /opt/

vmware/vcloud-director/certificates.ks --keystore-password root password
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cat intermediate-certificate-file-l.cer intermediate-certificate-file-2.cer root-CA-

certificate.cer > chain.crt
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openssl pkcsl2 -export -in http.crt -inkey http.key -CAfile chain.crt -name http
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dlol= 43 Aslel W ge AEYAL

oiago|E Al Al VMware Cloud Director & x| £ tH

VMware Cloud Director ##] ¢ el o] =7} A sfj sf= 71 9 ¢ zell o] = Ao A2 A A o] A~ Aks AL
+3lo] VMware Cloud Director &A1 5 Z11 & 4= 9l 1] o},

=& A1 A3l 7] Aol VMware Cloud Director 4] APIE Ab&-dled S8f 28 9] tf7] = =9 == IDE
7] =2l &4}, http://code.vmware.comell 4] "VMware Cloud Director 7# AP| 27| v} ZFZ£" o] &
< AxsAA &

71 ¥ VMware Cloud Director %A & ¢ el o] = Azt Aof| YA ~Ake 2 5 &5y},
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52l 4L AHEatel A sm AgAE 298 P S 90442 "vSphere 7H 4] 21
32 7}015" o A BT Apgeke] VM v 4 $ g Az

2 7]* VMware Cloud Director A A ¢ A Y-S 7},

3 7F VMware Cloud Director #F#| A12] OSell A %] & 2938l 71} SSH Z2felel E &5 AF&3lof & 9]
b et root AR #H= = ol @l of gh o,

= A Aol 4 VMware Cloud Director 4 B] =% 4-#] gh o},
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service vmware-vcd stop
5 7]£ VMware Cloud Director A& A}-g-3lo] Fe] A8 BE =5 55 F Ao},
a 712 Ao osell root® A A EaglelA L) SSH Feteld EE AFg-dhe] a9l o},
b A5 postgres® ® 7] g o},

sudo -1 -u postgres

A Fol byl 7] =29 555 F st == IDE Al Tl of T

/opt/vmware/vpostgres/current/bin/repmgr standby unregister --node-id=X%-% ID -f /opt/

vmware/vpostgres/current/etc/repmgr.conf
d 5c%wEele] oE or] AR A 55 Ao
6 vSphere Clientell 4] 2= 7] A A& F 5ol AA g o

a vSphere Clientell 4 ®f 7] Z+A] & o] & 3h] o,

b w7 AAE vhes e 2HvEoR TG HY > ALE OS FEE H T
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7 repmgr =7 A% 7] 2 VMware Cloud Director %4 4 €] W] %3 PostgreSQL dl o] Bl w] o] =
7} A v & AEg)=x] ghol g o),

a AEAE postgres® 7 g o}

sudo -i -u postgres

b Welg Agele] ZTelaw 4ulE Belgue

T FHel FelaE Y T 2o gk At ZA g
ID | Name | Role | Status | Upstream | Location | Connection
string
———————— B et it
o
Node 1 | £XE ©¢/F | primary | *running | | default | host=8=2XE I1p -+

# user=repmgr dbname=repmgr

} A& 4] vl 2§ ef vSphere ClientE AF&3F¢] VMware Cloud Director 74| #l] 3 ] W] &

}
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10 VMware Cloud Director 48] =5 A] #Fgk] o},

service vmware-vcd start

Q|& PostgreSQL H|O|E{H|O|AE A& St= VMware Cloud DirectorE
VMware Cloud Director & %[0l 0}0|18§|0|M

& A VMware Cloud Director &7 ol 4] <] %~ PostgreSQL © ] €] #]] o] 25 AF-g-38F+= 7 $-¢ll = VMware
Cloud Director 7#| vl £ & 74 5 4] VMware Cloud Director$t7d © & mlo] e o] A & 4= 9l 551 o},
& A VMware Cloud Director 373 Linuxell 4 # %I VMware Cloud Director ®=+ VMware Cloud
Director A v £ & FA = 4 9l oh Al -8 VMware Cloud Director 27 & 317}-8-4 w= o] #FA]
73 PostgreSQL dl o] Bl w o] ~ 5 A S 4+ gl v,
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A 9] PostgreSQL ©ll o] Bl v o] ~¢] v] A o] 9.xal 7% £ % PostgreSQL d ¢] Ej ¥l o] =~ 5 v} A
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7 VMware Cloud Director 875 w17 10.22 ¢ )| o] =3 o},
Linuxell 41 VMware Cloud Director ¢ &l o] =& W& A x5 4] A 2.
ulo] el o] A £~ VMware Cloud Director tFA] A #to] A 33 = %] 2kl g o},

4 el o] =% VMware Cloud Director 278 & 7+ Aol A ohg 4 & & A g st VMware Cloud
Director A ®] &~5 5 A g o},

/opt/vmware/vcloud-director/bin/cell-management-tool -u <#&Z/ A} ©/&F> cell —-shutdown
9] - PostgreSQL ®l o] B #l] o] 22of| 4] A d] o] B w] o] 225 W o] P o},

sudo -u postgres path to pg dump -Fc db _name > /tmp/db_dump name

135kA el A A} g7 el o] AbgAFE A A shaL | o Bl wl o] 2] o] F5 W 7 eff oF kv e

A} VMware Cloud Director &7 ¢l A 71 & &7 2] IP Fa5 ARSete = ofeind £4 9 54 94
= 9|4 PostgreSQL H o] Bl s o] =2 ] A ef] HAfekar A o] Al Aok e

a /opt/vmware/vcloud-director/etc/l %= global.properties,
responses.properties, certificates, proxycertificates, truststore ¥} -5 9| 4
PostgreSQL tl el Hu o] 2~ 2] /tmp = A k= 9 Aol F-AFg ] o,

b 7IE Al Ao A& Fcth

A VMware Cloud Director 27 ©] 7] 2170 2] NFS A v & A&t 5 sled =l A 3 NFS vl E
A Ao @ o] NFS A1¥ &) A d &l 2] & A sl W mdr}

o] A NFSell 9+ Ab-&#Fe] AF&#F 2 25 ID(UID/GID) 7} Al NFSell 9l AFg#F 2 25 D9} < A
A s 4 7] Wi oll 71E vl E A A S AALE & 4 gl ok

skt o] 42l VMware Cloud Director A ¢l ~El A5 wl Z8Fo] A A 255 A 3 o},
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43 5lo] VMware Cloud Director 4 B] =% 4-#] gh o},

service vmware-vcd stop

1 o4 PostgreSQL Hl o] ] o] =9 /tmp&t ol 4] Af k7 of 7]+ Alef] )

=
EApgh ] o}
S5uhA & Az 34 A S
12 "= gdol 3 A2 H3s 17 g o

chmod a+r /tmp/db_dump name

13 A2 25 7] Ao F4of rootE el el o Fol A ul A5 o o] ¥ o] 22 VMware Cloud

Director d| o] Bl | o] =~ & 7 43 o},

a AH&AHE postgres® A FeliL psql Hl ol Hw o]~ B m| ol AT b5, WS A Y st
vcloud Hl o] Blul o] 25 AbA| g v,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgql -c

]

=20
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'DROP DATABASE vcloud;'
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sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c

'CREATE USER
<db_owner external pg>;'

C pg restore Hes Aot

sudo -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/
db_dump name

d 7]E 95 dlolEull o] o] o o] Bl ul] o] 2 o] F9] velouast HHE %

g 5ol = 6EHAlOl A A o] o] &
< Abg3te] dlel Bul o] & o] % veloud WA T

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'ALTER DATABASE
<db_name external pg> RENAME TO vcloud;'

e 7|¥ VMware Cloud Director 373 2] dl o] gl o] ~ £ A7} veloud ol vhEwd bl o] g o]~ 4

TAHE veloud® W7 &l Bl ©] B veloudell thA] Eubghy of,

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -c

'"ALTER DATABASE vcloud
OWNER TO vcloud;'

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psql -d vcloud -c

'REASSIGN
OWNED BY <db_ owner external pg> TO vcloud;'
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global.properties, responses.properties, truststore, certificates %

proxycertificates 342 /opt/vmware/vcloud-director/etc/ol 351t
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/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --database-ssl true --uuid --keystore /opt/vmware/vcloud-
director/certificates.ks \

--keystore-password root password new primary --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

o 7] A1

B ——keystore-password w-= ¢ A ¢ £7] root Z o} YA G

m  --database-password %< A B X Foll AA g dl o] B o]~ ok e} A A G et
m  --database-host #t-= 7]& A 2 ethl W EH 2 IP F49F AR 3

B ——primary-ip #-= A 9 etho MIEY I IP F49F LR o},

B ——console-proxy-ip #= A9 etho VI EH 2 IP F49f A G},

m  --console-proxy-port #-= AR TE ZEA| LE 84433 U A g}

Al S Al o g A4 g 82 VMware Cloud Director A ol mfo] ] o] A1 8 A v} <1 2wl
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VMware Cloud Director A ¥| =& A} 74 8}A] 23 585 A&z ek4] Al 2.

d < "# & A g3 VMware Cloud Director A 8] =5 A] =g o
service vmware-vcd start

A A 7=Le] A F-2 /opt/vmware/vcloud-director/logs/cell.logel A U E & T 4
P

15 HTTP, HTTPS % TCP E 2ol o g 2= Mlsd A Fof = A AA etho IPE £3Fdte5 2e
A A4S A shar @l 7 Fell 4] ©1 A Linux VMware Cloud Director 4 IPE Al A g e},
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o] & Ao A /opt/vmware/vcloud-director/data/transfer/

certificates.ks® HAFato] wA| g e},
2 Ay =7 HEEs Adcld AdSAE AT
veloud.veloud”t ¢ #F4 & ArAkel A &l gk e,
/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --keystore /opt/

vmware/vcloud-director/data/transfer/certificates.ks \

-—keystore-password ks password old vCD

3 VMware Cloud Director 48] =5 t}A] A] =g o},

service vmware-vcd restart
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1 713 4] root® 44 =2dlek7 1} SSH Zebeld =% AbEahe] 2l g o),

2 + s A gsle] VMware Cloud Director A W73 o o] gl o] 25 =) ¢ §hv] o},
/opt/vmware/appliance/bin/create-db-backup

At

NFS &+ A& Av] 22 2~ & 2] A 9] vcloudapp.nfs mount.VMware vCloud Director/pgdb-
backup/ HHA E 2o A A2 A4 H db-backup-date time format.tgz U5 & F U5F

o} Ltgz Il & 712 Ao HelEulo] A Y= 319 global.properties,
responses.properties, certificates, proxycertificates % 2 truststore I} o] e

c}.
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

17+ do|E{HIo|A FAE S5l VMware Cloud Director & x| 10.2.1 0|5t &4
%H

HA d] o] Bl ] o] ~ G4 & A}-8-3}o] VMware Cloud Director 7% 10.2.1 ¢] &} 2F7d ¢ | 73
PostgreSQL tl| o] el ¥l o] 2~ & g g 7] 5, A} A S8 ~E & Hiﬁh— 2 qtol] A H o] o] AF E
A 4 dF e

4 2Rl = Al 7HA F8 1A 7 23R o

m AF Au[=NFS T =E 2] Aol A g wlo]Eulo] = W] tar o4 HA}

o] o] Mol [ tar ZF o] 2l=A &<l g ok VMware Cloud Director
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ﬁ
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J::
find
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to

]2 doE o] A shfel B 7] dl o] o]~ Al 7 A E 8] ] o VMware Cloud Director 7+

s A A ZelaE) oA 876 NFS A M5 AL8el =% elelul, NFS AWl ol 4 4] 252 Al o @l
25 et el E oo e A AAFED 5 g5,

Mzt
1 712 = 7] Aol A root®E 2 aglebar vhg w8 S A sle] VMware Cloud Director A vl 25 5
A g o}

service vmware-vcd stop

2 71E B 7] AelA W] tar Y S /tmp E ol FARE Y o

/tmp EH ol AFE 7he gk B2kl F

e
ol
ol
A
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rlo
o,
o
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Fu
Ho,
A
il
o
>
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ol
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£
I
)
R
A=)
ne
o
2,
ol
sl
A
a,

3 71 B 7] Aol /empell tar W] 71 e &S o
tar -zxvf db-backup-date time format.tgz

/tmp o4 %5 global.properties, responses.properties, certificates,
proxycertficates, truststore % vcloud date time format®]ete HlolEw|o]x © = g}
Ve 2 % 9o

I truststore ¥} VMware Cloud Director #1 5 9.7.0.1 ~ ¥ A 10.2.11 4 vk A& 4 9l

v,

g B
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sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psgl -c 'DROP DATABASE vcloud;'
b pg restore WH & A

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/

vcloud date time name
5 71 E w7] Aol A 4 dlo] B bl o] Fabl o A Askal s ek i A -4 sked VMware Cloud
Director 4] ¥l =% A 2t g o,
a <4, 9% A4 ¥ truststore o} & W o o
global.properties, responses.properties, certificates, proxycertificates %

truststore I+Y-& /opt/vmware/vcloud-director/etc/ol 3571 ot

truststore 3% -2 VMware Cloud Director 1 A 9.7.0.1 ~ ¥ A 10.2.10l 4] u} A}-&-2 4=

.

o R

30 o

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates proxycertificates truststore

backup
b 3xtAllA FEg el st o] 4,154 H truststore IH 4 & FAfste] LAl g et

cd /tmp
cp global.properties responses.properties certificates proxycertificates

truststore /opt/vmware/vcloud-director/etc/.

#F3 truststore 4 -S VMware Cloud Director ¥ A 9.7.0.1 ~ ¥{ A 10.2.10l| 4 ul A& <=
PN
=D

v,

“
o)
A

i)

Fuj et

¢ /opt/vmware/vcloud-director/certificates.ksel Sl+& 7] A A4 vld S wig
cd /opt/vmware/vcloud-director

mkdir -p backup
cp certificates.ks backup

d < =25 A g sle] VMware Cloud Director A1 8] =5 A 4] g o},

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
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database-port 5432 \
--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true
o] 7] A1
B -—-keystore-password & A1-& A L] gl F Aol vl gk 7] A4 sFael ARG 7] AR
GEE A E Fol A4 root $EU F U1

B --database-password % 41-= VMware Cloud Director %A 32| Ul(https://
appliance eth0 ip:5480)°ll4 A A7 Foll AA 3k ol o] gw o]~ ks o} A g o

m  -—database-host /A& 7] & o] gl o]~ AR 2] etn1 W ES A IP 49 A g o

B -—primary-ip S S5 AR A etho M EY 2 IP T A G, o] FLE 78
o] el o] 2 A 1P 47 obyd v},

B -—-console-proxy-ip wA -2 3= FA 9 etho MEH Z P F49f A A g o},

A 3 Aol o g A & 22 VMware Cloud Director #F#] ol mlo] & o] A &} 7 v} 291 & w)
VMware Cloud Director A 8] =5 A 4] e} A] 23} g5 A x 814 4] 2.

e,

e S 1l & A g sle] VMware Cloud Director 4] v] 2~ 5 A] %k

ok

service vmware-vcd start

A A 7ol A Y FL Jopt/vmware/vcloud-director/logs/cell.logell A U E T &

2] Al o] A AL vl 2t} VMware Cloud Director 7# ¢] wl =

Se
P

7 T4

_u./

8 Av ZFe mE Ale] Aja =2 A AE ¢kgshw VMware Cloud Director $H7 ¢] 841 ¢] A F-g =4
2ol gk o},
a A A 25 Y A etho IEYZIP F4(https://et0 IP new cell/provider)®
AF-8-3Fe] VMware Cloud Director Service Provider Admin Portal& ¢ 1 t}.

7 Aol whef 2= el A A4S o] B A9 M 259 F8 F4AF A&l Service
Provider Admin Portalel] o 4] 43 oF &1},

b 71E A|&E ez} AL A 5w S 2}-&3lo] Service Provider Admin Portalell 291 ] o},

c Al g7l A vSphere % FetF= 2laAE AR 4 9l=A] Bl o
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9 dlo]Eulo] A 545 2l F ol = Service Provider Admin Portal& AF-&3lo] o] A VMware
Cloud Director 7] ol] £-38F= ol 7 o] #of#l A& AbA] g o},
a SZF A mgo gliazo A FehE gl&XE Alg g o}

b A% Aol Sl A F= T,
c PlEA AL A} TEFHAEE FH
10 5% A ol dew =7} automatic®l A H 7% VMware Cloud Director %A APIE AF-&-3lo] t} 4]
Automatic e & A Al | oF g},
72 HIo|E{H|0|A A2 E35H VMware Cloud Director & %/ 10.2.2 0|4 &4 £
(=]
Tﬂ

HA ] o] Bl ¥ o] ~ T4 & A}-43}+= VMware Cloud Director %-#] 10.2.2 o] 4k 27 o] W) A3
PostgreSQL dl ] el vl o] A~ 5 i ¢f &} 7] - A AFA] ﬂEVE%~ vl 3} 3 71 glol

A% % gk,

4 HaE el Al kA F8 A 23 o

o
=
<
o
E
<
P
i
4

w AF A v NFS 3+ 2E 2] Aol A s wlo] Eulo] = W] | tar o4l HA}

oo aE AR dHolHuo]x 7] B ] AR E4

ar ¥ o] 9l=x 2l gt VMware Cloud Director

7] E do]Euo] A Al st} 471 Eﬂ o] lwl| o]~ Al & 7] & w £ 3t} VMware Cloud Director %
Ao vl 2 7] FA Y &S xR A L.

, NFS A ¥ ol A A Z-F2 A o] 2 &

1 712 2 d7] Ao A root® . 19lela vhg W@ -& A3l VMware Cloud Director A Bl =% &
el

service vmware-vcd stop

il

2 7% 8 e7] Aol Wl tar AL /emp Eriel B e
Jtmp FElG| AHE AHE Aol FRAA G AF B GAF AL tar FUE AF G

3 714 9 o)7] Aol A /empel tar el 1) b5 Fui e,

tar -zxvf db-backup-date time format.tgz
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/tmp &t oA %% global.properties, responses.properties, certificates.pem,
certificates.key, proxycertficates.pem, proxycertficates.key, truststore.pem
3l vcloud date time formateleh= HlolEulo] = | st & & 4 gl ok
3 truststore.pem ¥4 -2 VMware Cloud Director 10.2.2 ¢] Akell A vtk AFg-2 4= 9] 1] o},
4 7]& Ao Aut root® el 2glabe] vhg WE s Ao
a vcloud Hl o] B o] =& AHA g o},
sudo -i -u postgres /opt/vmware/vpostgres/current/bin/psqgl -c 'DROP DATABASE vcloud;'

b pg restore W¥ & APt

sudo -i -u postgres /opt/vmware/vpostgres/current/bin/pg restore -C -d postgres /tmp/
vcloud date time name

5 712 % o 7] AdollA 4 dle] €] st o] BAL2 S A Al A ek A -4 ske] VMware Cloud
Director A ®] &~5 A #Fgh] o},
a %4, a5 4] 4 truststore ZHY S wi gl g o},

global.properties, responses.properties, certificates.pemn,
certificates.key, proxycertificates.pem, proxycertificates.key %

truststore.pem ¥} 2 /opt/vmware/vcloud-director/etc/ell 54 o}

Z3 truststore.pem 7% -2 VMware Cloud Director 10.2.2 o] AFoll A vk AL-&-aF 4= 9l 571

+

cd /opt/vmware/vcloud-director/etc
mkdir -p backup
cp global.properties responses.properties certificates.* proxycertificates.*

truststore.* backup

<l

b 3rkAlel A FE3 o] sld o 54 el 54 2 truststore ZFL S E-Abslo] wwA| g ef,
cd /tmp

cp global.properties responses.properties certificates.* proxycertificates.*

truststore.* /opt/vmware/vcloud-director/etc/

3 truststore.pem 942 VMware Cloud Director 10.2.2 ©] kel A uk AFg-2F 4= ¢l 57

F

¢ /opt/vmware/vcloud-director/certificates.ksell &= 7] A4 315 Wil g o}

cd /opt/vmware/vcloud-director
mkdir -p backup

cp certificates.ks backup
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

d ©& 43S A ste] VMware Cloud Director A 8] ~5 A 4 & o},

/opt/vmware/vcloud-director/bin/configure --unattended-installation --database-type
postgres --database-user vcloud \

--database-password db password new primary --database-host ethl ip new primary --
database-port 5432 \

--database-name vcloud --uuid --keystore /opt/vmware/vcloud-director/certificates.ks \
--keystore-password ks password --primary-ip appliance eth0 ip \

--console-proxy-ip appliance eth(0 ip --console-proxy-port-https 8443

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-

ssl true

o] 7] A

B ——-keystore-password

St = A vl E S AFE-3 root Y 4 9l

B --database-password % 41-= VMware Cloud Director %A 32| Ul(https://
appliance eth0 ip:5480)ll4 A A4 Foll AA 3k ol o] em o]~ ks e} A o

m  ——database-host A& 7] & dlo] g o]~ AR 9] etn1 W ES A IP 49 A g o
B  -—-primary-ip % e Eolol= AR A etho M EY 2 IP T A G o] FLE 78

o o] ¥l ul o] 2= 4L 1P

_,d

(o]
©
s
X
_,VL

B  -—-console-proxy-ip wA -2 3= FA 9 etho MEH Z P F49f A A o},

A 3 Aol o) g A g 22 VMware Cloud Director #F#] ol mlo] & o] A &} 7 v} 291 & w)
VMware Cloud Director A 8] 25 A A4 e} #] 23t &h5-& A x 314] 4

b e

.To

e 5 w2l & A g sle] VMware Cloud Director 4] v] 2~ 5 4] =k

el

service vmware-vcd start

Al A zkeo] A E-& /opt/vmware/vceloud-director/logs/cell.logolAl e 4
951 eh
6 (AE Agh Fot ol ZelAl ol A A S wl 23 oF. VMware Cloud Director %] 2] ] 2 2 7] -4
o W §-& AE A4S
7 A AR mA S e A o} & IPE Ak - A A IPE 236l =5 VMware Cloud
e}

el o] E ol of gh o,

8 A ZFo mE Alo] Alak Z A ~E 2FE 3™ VMware Cloud Director 37 2] 5-%1¢] A F-adl=x|

el g o,

Director A & ¢Foll & T = el Ao +4&

a A A 25 Y A etho IEYZIP F4(https://et0 IP new cell/provider)®
A3l o] VMware Cloud Director Service Provider Admin Portal= % Y ©}.

7 Aol whef 2= vl A A4S o] B A M 25 I8 F4AF AFE3lo] Service
Provider Admin Portalell Al 2~ of g o},
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Automatic o Z A A g oF g o},

11 2% Ao VMware Cloud Director %+# FIPS == 7} 714 9l = 7% VMware Cloud Director %+ #]
APIE Ab&3lo] o}l A A g of g o}

A FIPS LE= A5 o Hglgiv o

I

VMware Cloud Director & %|2| HUH &

7] 2A © 2 VMware Cloud Director A = % 3 21 o] glon] 7] do] Eju] o] ~ x{u| ~7}
H

Al g o o @] Aol & A A of e o} A APIE AFEdle] Fld o] REE AE o WAe 4 9]
T4 o}

VMware Cloud Director 10.15-5 7] | o] e} of] o] ~ A u] A~ 7} Al 5] & 7] 9~ VMware Cloud Director&
Aot m 5 AR ste] A 7o' A ew 5 9 o 9l vk VMware Cloud Director 74 2]

e A d oo Ul g5 AR A A S
o 9 u == VMware Cloud Director # APIE AF$-3}o] automatic B+ manual & A4 H Y o},
VMware Cloud Director 7¢# APl 2=7] v} £ o] nsf|od @ v m e Al & Fhx a4 A 2

AE AL Z Y el aeel A, Bt ol e Foh AL W E
o ddon R=E qutomatice @ A A A oF g} FelAE o v
o xE AA ddew mErt dA A Al ] o,

VMware Cloud Director O|O|E{H|0|A0{ CHEl 2|8 MM A 7

EA 5P Faol A 71 AA o WA= VMware Cloud Director © o] B dl] o] 2~of] el Al ~ 2k 4= gl & &
ARG 5o

VMware Cloud Director & ufo] & o] A ef= & ol =& EfAF dl o] Ej | o] 2~ W o] & 545 AL-2-F A & o]
w1, W7%Hd VMware Cloud Director o] g ul] o] 2~of] ] gk o] F- A~ 5 ALl =5 A AT 4 9l o
Mzt

1 712 Aol root= A4 =918 71} SSH Fehe| A ES A gale] 2elg v

2 dlelHulo]~ HHA E 2| (/opt/vmware/appliance/etc/pg hba.d/)E ©|-& 3t}

VMware, Inc. 83


https://code.vmware.com/apis/1065/vmware-cloud-director-appliance

VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

3 thea rabetA dl A S 1P Fael A @ e ke WAk v o A d
#TYPE DATABASE USER ADDRESS METHOD
host vcloud vcloud CIDR notation md5
o & &3t 2
#TYPE DATABASE USER ADDRESS METHOD

host vcloud vcloud 172.168.100.5/32 md5
host vcloud vcloud 172.168.20.5/32 md5

o] gEL A7 o] EE = pg hba.conf ZFell FrhEl o], HA F2] 225 2] 7] o] o] g v ¢]
ol

Al =5 Al o] g et

OVF 45 o 74 o2 w7 stz vSphere UlE AF-&3Fo] OVF 54 k& #7 dll oF g1 o}, "vSphere

7pak Al =g 3] Thel ol A vApp S T4 B AR E A A]

MRt
1 dE Fo HaE 5502 QVF £4 5 A Ao ® HAets = 79 VMware Cloud Directorel A
SAE WA g o

a VMware Cloud Director %7 %0l root® A 5 219137} SSH Z2lo] el EE AFE-3lo] 2

gt

A8t e v 24 g o

b £aiES APt SSHFE JA =%

SSH FE 4| ~5 &4 38l 9l /opt/vmware/appliance/bin/

enable root login.sh = {EZS A},

m SSH FE A ~E v @A sl 9l /opt/vmware/appliance/bin/

disable root login.sh &=ZFHEE A g},

2 OVF A4 d74ew wzele]s 72 ol vSphere A7 Q1B o o] =5 AL&-8}o]
vcloudapp.enable ssh.VMware vCloud Director SA e g AA g

F3 vSpheree] 4 g5 Wt wl VM) A S5 7ok g,

m  SSHE #4388 9l veloudapp.enable ssh.VMware vCloud Director®| #t& True®

e,
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

m  SSHE #| &4 3}3sl#1 % veloudapp.enable ssh.VMware vCloud Director®| # & False® 4

A g,

VMware Cloud Director 2 %[0 A FIPS 2 E &3l EE= H|g M

v A 10.2.25E = FIPS 140-2 # 5 ot o3t 55 AF8-8ta FIPS &4 =04 A= =5 VMware
Cloud Director %A & A4 <= ¢l 51 o,

FIPS(Federal Information Processing Standard) 140-2+ Oliﬂ Fogof tfek ®ot 8 Agks aFA &)
ol A A 25 ek NIST CMVP(sE 2.8t 28 715 22 a28)= FIPS 140-2 255
st dost REe A5

VMware Cloud Director FIPS A1 ] %3 &= vhekel 1Al g7l A 7FA 5 2 Bt g5 &l sl A

& AUtk VMware AlE2] FIPS 140-2 A Lol thall #FA4) 8] <& = https://www.vmware.com/
security/certifications/fips.html-& A2 a}4] A] 2.

VMware Cloud Director FIPS A% ¢ 3t= 7| 24 o & v &4 gf 5] o] 9l ok, FIPS =5 g4 g3
[e)

O
v FIPS 140-2 A% 433 R 55 AF43l3 FIPS £ ol 4 A g 5] =% VVMware Cloud Director=
T4 F 5

A3 FIPS R A 3lele] T AE o] 2o dulek 23w 4 3l o)
9 FIPS =% #4335l vRealize Orchestrator$t ¢ % 3to] 253l x] & o},
4 ok

VMware Cloud Director 10.2.2¢11 4] FIPS & =5 &4 3}5lw] SAML ol A& otz 3te <= gl
FIPS =7} ofbu]m] o A A <k % sloll o) gk A glo] gl o}

VMware Cloud Director+ 52 & FIPS 140-2 A% 453t 255 A& @ o

m  VMware2] BC-FJA(Bouncy Castle FIPS Java API), B 511.0.2.1; Certificate #3673

. VMware?] OpenSSL FIPS 7N Al =&, "4 2.0.20-vmw: Certificate #3857

VMware Cloud Director= CMT(A #2] =)<} A &2 Al ek epAqk Al 3be] =% FIPSE
T oA sy

VMware Cloud Director %#| & A48l 7 ¢ FIPS £ Lol M A s w5 A& FA ke wd A
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s A FIPS =i 7] A 08, W5l wlo] eull o] 3 eherat A u] 2ho] mefe] o w gl
A FIPS == 7k AA o] 4 A g =] = VMware Cloud Director A 2] =gl o},

Linuxel 41 VMware Cloud Director?] FIPS =5 2-4] 8} 9l v &A] gfaled e v 25 <] Ao A FIPS
R AES Az L
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VMware Cloud Director 10.2.2% ] VMware Cloud Director %# SNMP ol o] A E 7} £ 8 ]S 4]
78l 5 A 4 s of,

SNMP(Simple Network Management Protocol)+= W E% 2 g4 o] 3] 2 g S 913k of &2
ol A A& Z 2% F<3 Ul VMware Cloud Director % # ol = GET, GETBULK % GETNEXT £ & & 441 8}
3 g 5e 4 9l SNMP ol o] A E7p #8k=] o ¢l 51 vF. VMware Cloud Director 7% SNMP of o] A &

= SNMP 355 £ —8}% zE SNMPﬂLal Au) 2~ T ekE U ok SNMP v, v2¢ B+ v35 o o] A E &
TAL gt o kst ol S5 w oo gkE v 58k gkAly Book-e SNMP v3oll A uk Al g5 1 of.

71 Net-SNMP ofl o] A E 7} Q1= 75 T4 = Al Aeh7] Aol oha< 3 skl A 2.

B A 10.2.2 o] Ao 2 9] 28] o] = 3}+= 53l VMware Cloud Director+ Net-SNMP S AHA] 3}
VMware-SNMPZ o] /] g o},

m  Net-SNMPo|| 4] =& 3} = bl A A 2 A A &l oF g oF. VMware-SNMP-= snmpd A 8] =%

AR FAG e EY TES B4 D v B3] o

rr
N
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

VMware Cloud Director 4 -& VMware-SNMP+ th5-2F 282 35 4] MIBE &8l A& 4 9+ &
= Linux OS MIB(Management Information Base)= | <1 g1 o}

= SNMPv2-MIB

=  RFC 3418IF-MIB

m  RFC 2863IP-MIB

m  RFC 4293IP-FORWARD-MIB

m  RFC4292UDP-MIB

s  RFC 4113TCP-MIB

m  RFC4022ENTITY-MIB

m  RFC 4133HOST-RESOURCES-MIB

s RFC2790VMWARE-SYSTEM-MIB, REVISION 201008020000Z

SNMP Oi|O|HEo0f CHEF AL AL XIH ZE 7

VMware Cloud Director 10.2.2%5 %# & $] gt VMware Cloud Director SNMP ¢l ¢| 1 E & 4] 3} =
73 % GET, GETNEXT ¥ GETBULK &4 7} 22 SNMP 2] Tefo|dE A ~8lo] e 45 74 th7]sha &

S 5 v

N

| 2A ez W7dsl SNMP ool A = 3he] Al =glef A Ll &5 845 UDP ZE 16104 44 & 7]
t ek vicfg-snmp --port W& & Ab&ate] tA]l LTEE FAT F AdF U SNMP oo A EL £
Eo} tp & Au| i X E Jlo| 555 WA e https://ports.vmware.com/home/VMware-Cloud-

Director®] W &< #Eek Al 2.

e}

AE 27 Mg

Net-SNMPeoll 4 #H5-et= 7] & whahw 4F 22 A A &l oF g of. VMware-SNMPE snmpd A 8] 225 A] =
2 FAG | 5 TES A3 H v A stelr] ol ] o

a4

it

e},

vicfg-snmp --port port number
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

SNMP v1 2! v2¢c2 VMware Cloud Director & x| 7+

VMware Cloud Director 10.2.25-E SNMP ol o] A E o] tff 3| &} o] 4] # 1 el & -4 3l o] SNMP&-
VMware Cloud Director %A & T4 & 4= 2+ ol SNMP vl 2 v2c-$ VMware Cloud Director
SNMP ol o] A =& FA gl o o] A =7} &3 & #| 8] g o},

SNMP v1 % v2col A A5 el A 2 skt o] Ake] he] 5 &= A A 7F ey v g A o] 9]
Alo)l A ol S5 8 e el E A5 4 A BAS R EA = @y BAlE REded
SNMP v3-& A8 o}

VMware Cloud Director 7¢# SNMP ofl o] A E o] /] SNMP v1 ¥ v2¢ A A & B 2 W& 4 9l = 5 3}
2wl ofl o] A E o wfal] sht o] AFe] AFEE A @l oF 3l ek SNMP A - El = tlele] 2~ ke A
'] 25g APt 54 AFE Y Wl gl vuleo] o} 3] A ~EluE SNMP 52

T A5 eh e Hupeol s = dbe] Al awlo] of 2] AR E o] Wl 4 gl

Mzt
1 2] Agke] Sl A AR A Ao =l
2 SNMP AFYEE 74317 $18 vicfg-snmp -c W& A3 1]},
o & F¢] public, east @ west W E$] 2 <] AlE] AfrElE T vbg ga5& AP

vicfg-snmp --comunities public,eastnoc,westnoc

HE & A A wjutet A g AA o] o] A A& delFuet o8 A e S 4

le) =4
< AR
delel L8 T4 7 EE AEYA L

-

Yo

3 o5 R Aol SNMPE Aot S A4 Y

vicfg-snmp --enable

SNMP v3& VMware Cloud Director & x| 744

VMware Cloud Director 10.2.2% € SNMP v3-% VMware Cloud Director ﬁﬂi T4 F d5u
SNMP v3& SNMP ol o] A E & FA ol o o] H E7} 8 & Al et oha st el 9 s shs g
o} 7} & gk W okS Al g o},

SNMP v3-¢ VMware Cloud Director %A -4 & A 5o 2 4 5] o}

1 SNMP <l 4l ID 4]

2 SNMPelFZ ZH A AR vg 2285 4

3 SNMP AH&AF 74

2= SNMP V3 ol o] A Eoll & ol o] A E &] 31 AW A &5 sl ol Al ID7F 5y ek Al IDE A

o] A=
ok 371 SNMP V3 I A7 9] Q1% 2 rE3hE 918 2 8hel 75 A4 e o 485 T SNMP of ¢
AEE AGHES AR H] Aol 4 IDF A3 Foml 533 SNMP ol ol A =5 4§31 =% 474

& u] VMware Cloud Directorell 4] <l Al ID7} A A4 = o] o},
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AHEAEel ID & #alekr] flE s s A 5
S1ell SNMP v3 w4 A sk 2k5 8] 8% ol
Abg8k= SNMP v1 2 v2cell A A3 o+ 9= =

BEEuF Ad Ay g e X wEE AL dAseld Q1 5E AHEe)

o

15 2 el Ay nE mRERY ARG 9oyt

<
ns
-

SNMP v3 A Mo B A 28 4 9l = AF-&#}
gkobob ik AbgAE A4S deef QA
IDE 7o 15 2 A AR vE A4 Gg A G AEAE FAR F AA D, % ZRES
B AR NE 22 EFo WA AASAE st 2R A A & oF g

o
ol
ol
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ofo
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e
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(o3
©

2 vicfg-snmp --engineid W& A3l A& 74 e
oAl & 5o v wHE s A3
vicfg-snmp --engineid 80001£8880167018238d613d6000000000

o] 7] 41 80001f8880167b18238d613d6000000000-% ID¢] v, 5~324F 2 o] 2] 164 = =A< o] o] of
gk of.
3 (A" AR dF Z2EES FA8H7] Y3 vicfg-snmp --authentication %85 A3 3 o}
of & Sof o5 el S A,

vicfg-snmp --authentication protocol

o1 7] A protoco/£ none(8l 55 A-&31A 255 7 9), SHA1, SHA256, SHA384 =+ SHA512¢] o} &
Ul dlE 5o ol5 ZE2EFE SHASIRE A4 o} Bl o5 WE S A e o g ok,

vicfg-snmp --authentication SHA512
4 (A A Ml AR Bg 22 € FE FA437] 8] vicfg-snmp —-privacy W55 Aol
d& 5o tw HEd s AP e

vicfg-snmp --privacy protocol
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o171 A protocole none(“l ¢l A B B F 5 A-&31A ¢bS 7)), AES128, AES192 F = AES256°] ©]
ok gl ol & So] el A BE 22 % F5 aES128% AASHH oFL WS Al of g},

vicfg-snmp --privacy AES128

o
rr

A AR BE EE E s AAEEe] AgAbel BR F L Aol Au T A4 GE A
o

ols Aol AX HE AA | whe}l guthentication-password, privacy-password =+ & th5 1 &
= 87 o] Abolof of g o}, quthentication-password % privacy-passwords 7| =
NMP Zeteld E S AA = o Fasr] s et gale] 2ol = % Al shsl

I

7l gel AR 25 xojdtd 7] ARop 23

\
el
it
4
He
i
A
i
[o
i
N
N
ob
r_EL
£
v
~
>
oo
21
i
Ry
o2,
(]
v
30,
o>

Yk, Abg A= F o 5 tkA] A e

o A Ae

userid AbEA o] Fe = b o

ol

authhash <l% A9 gkd 7] & wp ] o,

privhash Nl A X ¥ A sts 7] & vl o,

model % AhEAtel Bl AAH Bk FF, F auth(AEW S A9), priv(d E7 N AL REE AEL AP

%+ none(Ql % == Al AR BT S ARESEHA °;% R PR S AR
o & Fof wok glo] AHEAE TNl Hes A ek Fuich
vicfg-snmp --users vcd-snmp-user/-/-/none
Ak Fof A = AR AE A Sk shee A dehd f e
vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/~/auth
A3 ol A BNl A B A E Abgete] A AR TA S tae Adskd F e

vicfg-snmp --users vcd-snmp-user/225e07958d3c6af615588db17d61986e69fb7a71/
dal057af05f67a25a09265a%a2bedb53/priv

7 (AE AR g ool Abe] AR ALE AbA| ehewd A ARG AL Al A B R 6RHAl S HEE ] e

vicfg-snmp --userse THA| A&t o] A A A o] x| A o] ] o}
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bt
Ty

N
o2
L
°
i)

8 i dH s Ad skl SNMPE AHS-3t

vicfg-snmp --enable

VMware Cloud Director SNMPO{| snmpwalk AFHE

e
=
ol
o,
tle
inss
Jru
of
ol
A,
§2

VMware Cloud Director 10.2.2%- 8 ¢ E2] W< 7+ OID =+ X0 vl i
3L GETNEXT $ A& 43821 ™ snmpwalk ¥ &S Adsd 5}

AMH QT AL

s SNMP vl 2 v2c$ VMware Cloud Director 4 74 =+ SNMP v3-% VMware Cloud Director %
#] T4 % VMware Cloud Director 7 #] & *é g o},

M=t

—

27 Al 2~ 8lof snmpwalk & o] AA =0 gle=A| geleta F e 4 AA g o
2 snmpwalk 93-S A3},

snmpwalk -v SNMP version -1 security level -a authorization procotol -A
authorization password -x privacy protocol -X privacy password -u username host IP:port
queried MIB OID

o] 7141 12 Mot =57 o] ™ noauthNoPriv, authNoPriv B2+ authPrive A4 & 4= 351 o},
snmpwalk H& o] et =g vl pE APsld o},
O A|: snmpwalk F 2|

sysDescr.OMIB OID¢] A& # 2]+ &3 25t

snmpwalk -v 3 -1 authPriv -a SHA512 -A myauthpassword -x AES128 -X myprivpassword -u vcd-snmp-
user 192.168.100.187:10161 sysDescr.0

o] H L the AL Ao

SNMPv2-MIB: :sysDescr.0 = STRING: VMware-Cloud-Director-Appliance 10.2.2.5553 generic build
17709283 VMware, Inc x86 64

VMware Cloud Director & x| SNMP A& Rj A%

VMware Cloud Director 10.2.2% €l = VMware Cloud Director & *] SNMP ¢l ¢| A E & FA & 4 355
Yok 25 SNMP A A S A 531 of o] A B & v] 24 shsl e wl #FA] SNMP A A& A A A g o,

AH 27 A

SNMP v1 % v2c-$ VMware Cloud Director A4 74 &+ SNMP v3-% VMware Cloud Director % #]

%
4% VMware Cloud Director &# & T4 fﬁﬁ c}

—
4
ol
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32,
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2 EZESNMPAAEL 7Bt g 552 SNMP ol o] Al E & v & A stsleiw] of5 el & A3 gk
ot
vicfg-snmp --reset

VMware Cloud Director & x| SNMP A% E A|

VMware Cloud Director 10.2.2%- 8= SNMPA A (¢ll: UDP £ &, AU El, V3 AL&-#}, <l Al D, #3k &
oY ANl AR NT ZE2EF F)s FA T F 5ok

AT T ALE

SNMP v1 % v2c¥ VMware Cloud Director - # 4 =+ SNMP v3$ VMware Cloud Director 7 #]

;r_L
-4 ¥ VMware Cloud Director A & 74 &4 o}

Hxt

—
2
e

kol o= AbEARE A Alo] =29l g
2 SNMP AA S ZAeteH b we 5 A g e
vicfg-snmp --show

OlA: MZ vicfg-snmp --show &Y

=210 ]38

=]

1 3

o

o] e 4] 2l Aol AR 2F A7} ¢l V3 AFEAFel] Bl Ell SNMP ol o] A E & AL-g-3F %
NS HolFch,

A

T
e e
o

oo

Current SNMP agent setting

Enabled : true

UDP port : 161

V1/V2c Communities

V1 Notification targets

Notification filter oids:

V3 Notification targets

V3 Users : vcd-snmp-user 225e07958d3c6af615588dbl17d61986e69fb7a71
dal057af05f67a25a09265a%a2bedb53 authPriv
Contact

Location

Engine ID : 80001£8880efbab0540a653e6000000000
Auth Protocol : usmHMACSHAAuthProtocol

Priv Protocol : usmAESCfbl28PrivProtocol

Log level : warning

Process ID : 15828

Large Storage Support : False

Simple Application Names: False

INFO: listing complete.
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VMware Cloud Director & X|2| DNS &7d HE

=
v £ % of] VMware Cloud Director A 2] DNS A1 8] & s}t o] AF 7 & 4= 9] 5] o}

\I
ot

OVF 45 7422 w7 etelsd vSphere UIE AF&-8tel OVF £4 2t w7 ol oF g ot "vSphere
RS A A

1 oE Fo] el Hxo = DNS AAS A4 Ao Z W7 sed= VMware Cloud Directorell 4] DNS

AR S AR e

a VMware Cloud Director &# &4l rootz A A 2191871} SSH Z2lo]d E & AF&-3lo] =
2913 o,

b (A9 Adh) v WE = Ad skl AA DNS 74 = 2l o
ovfenv --key vami.DNS.VMware vCloud Director
c  DNS A v & gfvf o A w7 g o,

o] 2] DNS A ¥ & A A st ™, DNS_server_IPE 3 lo]l 432 F85 B2 o0 2 A7y
o},

ovfenv --key vami.DNS.VMware vCloud Director --value DNS server IP
d w7 &= AEeke VAOS A vl &5 oA AlAHghy of,
systemctl restart vaos.service

2 DNSAAE d7Aez WA ste]= 74 5ol vSphere UlE AH-&-3t¢]

vami.DNS.VMware vCloud Director SA o] 4hs A DNS A8 1P F422 AA g o

o] 2] DNS A & Al ekl o) gleo] 22 738 555 44k

3 vSphered] £4 & W7 steiwd vMe] A& 7 of gt

VMware Cloud Director x| HE {3 QIE{m|0|A0f| CHEF H™X ZA=2 TE
7] VMware Cloud Director ¥ £ %ol eth0o & ethl Ul E$ 2 ¢l g o] 2ol ol & A A 7 25 w7t

OVF £4 & 7422 W7 dtelwd vSphere UIE AF&-dto] OVF %4 fk& w7 @ oF kvl et "vSphere
Tpak Al 2~E] Zhe]r sho] Eofl A vApp S4 TA B AR £ SEAA] 9.

gl
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

—

S 5o HAE S0 A A2 3he dA A2 7 sei# VMware Cloud Directorell 4 %A A
=
=

VMware Cloud Director # <ol root= A A Z 2¢let A} SSH Felo]d EE AFE-3sfle] &
201 g o},

(e A BA A8 AR FAL Bl
n echooll el ohE W EH S AP

ovfenv --key vcloudnet.routesO.VMware vCloud Director
n ethie] del o W R AY g

ovfenv --key vcloudnet.routesl.VMware vCloud Director

1
EEIds

lo

kil ot

" AR A S5l glofok e ol & 5ol ethool Hal o A9

%

N
N
o
b
kS
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e

U
He

9 7

(el
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& oF g

iy
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o

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "172.16.100.253
172.16.96.0/19, 172.16.100.253 192.168.100.0/24"

n echooll el b W E S AP

ovfenv --key vcloudnet.routesO.VMware vCloud Director --value "new_static_ routesO"
n ecniol el o5 W E S AP

ovfenv --key vcloudnet.routesl.VMware vCloud Director --value "new_static_routesl"
VMware Cloud Director #] of| 41 W] £ 9] 2 A v] 25 ofA] A A G o,

systemctl restart vcd-ova-netconfig.service

udk

e,

e QA ez WA stel = 4 -%oll= vSphere UIE AHE-3te] OVF 545 w7

=
A AZEAEE TEE AL A TEol Yojol Fuie,
S vSphere®] %4 gk% 7 elelwl vMel Qg Ak gl

vSphere AH-&-#F ol H 7l o] 2 & A8} yeloudnet. routes0.VMware vCloud Director 54 ¢
e A AR A A 2 A

™
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vSphere AF-&-#} ¢l €] 3 o] A5 A}
e Al AR A oA Z A g o
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VMware Cloud Director A A, -4 3 ¢] & o] = 7}o] =

CEEE! e
/opt/vmware/ AR A ~EE] E

appliance/bin/

/opt/vmware/ A= A mhal

appliance/etc/

/opt/vmware/ pg_hba.conf ZFH el AbgAF A4 g5 Fohek 4 9l o # 2], VMware Cloud Director
appliance/etc/pg_hba.d/  djo]ejulo] 2ol gt 9|3 Hal 2 FA | W &5 AHEFAA L,

VMware Cloud Director 7#] = 271 ¢] SSL 9l 54 A &5 #4354 . VMware Cloud Director 4 ¥] =
© HTTPS ¥ & 254 SAl% flell shvbe] o154 Al b= AL v, vl 5l PostgreSQL vl o] ¥ v
A

o] 2~ 2} VMware Cloud Director 77| 3] A&7 el o o] ~+= ot & SSL 9l 54 A& et

AA A5 o154 e E o A S 4 95y ok =5 VMware Cloud Directoré] HTTPS ¥ 2% =
4] FAlo] CA M ol 545 A&t 7 Foll = W AHE PostgreSQL Hl o] Ejwll o] A~ = AFA] 3ke] Ul
Al Aut HAg e = ek CAAEH S Aol & A el A 38 <l% 7] ol A3 <A AlE Aol
o] g5}

Mt

1 VMware Cloud Director 7] ¢] OSell root® A4 & 18lal A} SSHE &3l ol g eh,

2 VMware Cloud Director A1 Bl =& A ot e H vh & 5 A9 g o},
/opt/vmware/vcloud-director/bin/cell-management-tool -u administrator cell --shutdown
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3 dHolgwlo]l a2 AA e Ul e HTTPS 2 4 Z52] B4 do]g o]~ 2 AA 3+z] Ul of

o AFA| A 5 A]

73 PostgreSQL dl o] Elw] ¢] 2 2 VMware Cloud Director 74| 32| Ulel thafl A5k #HA] A
uégd o] 7‘/‘% = xﬂﬂzﬂ—qp} E}M% Al 5})]%1_1/]4.

/opt/vmware/appliance/bin/generate-certificates.sh <root-password> --skip-vcd-certs

o]

| W W7l PostgreSQL Hl o] Bl vl o] = A el Ulell dl @l Az A E IS5A S Ak
© 2 A3k ok PostgreSQL H Nginx 41w 7} ohA] Al AF g o] o},

A3 PostgreSQL vl o] Bl ul o] ~ 2l AFA] ] Ulell o gk ol F A of vl sle] VMware Cloud
Directore] HTTPS ¥ 2% = 52] B4 $ 3k #AFA] A= el 545 A4 g o

/opt/vmware/appliance/bin/generate-certificates.sh <root-password>

b CAARH AFAF AGeA b A5 Fel e Adele] A2 AT A AFH AFAE

VMware Cloud Director® 7} A 5] o},

/opt/vmware/vcloud-director/bin/cell-management-tool certificates -j -p --
keystore /opt/vmware/vcloud-director/certificates.ks --keystore-password <root-

password>

¢ VMware Cloud Director A 8] =% t}A] A] =gk o},

service vmware-vcd start

o] w& & A5 PostgreSQL Hl o] Bl ull o] & 2 AFA] he] Ulell diel] Al 2 QA H el 5 A5 A
o 2 A8 ok, PostgreSQL 2 Nginx A1 ¥ 7} o A] A zFg] U o}, o] w82 VVMware Cloud
Directore] HTTPS ¥ &5 Z 54 FAIE 98k #AHAl A 5 A ol 54 4ol A AH&-5) & AF&-3hod

AN 25 9l5 A 7] AR A(/opt /vmware/veloud-director/certificates.ks)® A4 3

=
Zot
WAL=l AFA] Al w9l Z4] 7} VMware Cloud Director AF-8#F ¢l B ) o] ~of] 3 4] 5 1 o},

thg Hol appliance-sync &5 7F A 8= o o}& VMware Cloud Director A 2] VMware Cloud
Director truststore® A PostgreSQL ¢l 54 & 7FA fwu et o] #Fg]ell = 2 vl 60E7F 2= F 51},
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- CAGRLES 71ah)ell A AW g Q154 = oA & 4 9l
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712 o 2 WA PostgreSQL Hl o] ] o] ~ = VMware Cloud Director A 2] AF-8#} ¢l B ] o] ~
= AA A E SSL el 54 AGHE Fah b 2ol AEE el AA M 71 Ql5AE CARLE 7
I M lEAE mA D 4 gl

A
N

A A A E 5 A F A4

VMware Cloud Director 7¢# & vl £ 38} & 7] 7ke] 3654 <l

VMware Cloud Director 7¢# <= 270 €] SSL el 54| A 35 AH-&3 4 . VMware Cloud Director 4] #] 2~
= HTTPS 2 &% = 54] Al dial shvhe] o154 A FE A& ek W35l PostgreSQL Hl o] & ¥

o]~ ¢} VMware Cloud Director 74| 3ke] AH-&-A#F ol o o] ~+= ot & SSL <l 54 A 35 3+ 3 e,

Mzt

1 A& 98l /opt/vmware/appliance/etc/ssl/ved ova.csrell A Q54 ™ 24 & CAq
AE o

2 7R dlol"Huo] 2 IFAE aA ke A5 vlely £4 A s 2] Y8 o E BRE 25 E A

=

3 /opt/vmware/appliance/etc/ssl/ved ova.crtoll h= 71E PEM & 4] Q5415 154 ol A
CARN-E Fwgt Aulsl ol 542 v},

4 A ¢ol$ 45 A9 vpostgres, nginx  ved_ova_ui A8l =5 thA] A AFg ] e

systemctl restart nginx.service && systemctl restart vcd ova ui.service

systemctl restart vpostgres.service

5 7] ol o] el gt Q1A & aA st EEE A B oA e A g o

fr
o
v
A
b
rin

21

t}goll appliance-sync 3<-7F A3 = o ot & VMware Cloud Director 4 2] VMware Cloud
Director truststore = 4| ¢l 54 & 71 A g . o] zFejell= vl 60E7F 23 4 571 o,
VMware Cloud Director & x|& |8+ M& Mt AEE2|X| HH 7|

o &k NFS &5 "4 2 4 5o

v £ %o VMware Cloud Director 7] ¢l

X
=

>

1 VMware Cloud Director A ®¥ 159 25 #-A ol A vmware-ved A ¥ =5 A X A] 7] 3 F5-#] gh o}

/opt/vmware/vcloud-director/bin/cell-management-tool -u admin username cell --shutdown
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

2 A 25 & FA A appliance-sync.timer A B2~ S A g o}

systemctl stop appliance-sync.timer

3 7]E AA A o] A NFS 3¢ dl ol B & A NFS 3+ & FARghv ot

mkdir /opt/vmware/vcloud-director/data/transfer-new/
b Al mFEE A Aol A NFS A8 265 sl &= g e,

mount -t nfs Primary appliance IP address:/data/transfer /opt/vmware/vcloud-director/

data/transfer-new

c oA AF FF FAdEs A AF FrE FA
A7 AL BAE = dele A7 A Ev] Tfol A E FrerE o g o) ule) o}
Fuleh

cp -R /opt/vmware/vcloud-director/data/transfer/* /opt/vmware/vcloud-director/data/

transfer-new/

opt/vmware/vcloud-director/data/transfer-new? A =5

o
<l

bl BAh ghesn g
shel ol AL g el e A shed ol A NFS T2 ARl Z 7 Al NFS ol Qlex] 2l g et

1l

diff -r --brief /opt/vmware/vcloud-director/data/transfer/ /opt/vmware/vcloud-director/

data/transfer-new/
e A mhEE A A A A NFS &5 vk E Al g o
umount /opt/vmware/vcloud-director/data/transfer-new/
£ A uhgE A AR g o,
rmdir /opt/vmware/vcloud-director/data/transfer-new/
4 NFSE& Al NFS AW ] =2 giAlslo] /etc/fstab IFU 5 dulol =g o

Primary appliance IP address:/data/transfer appliance /opt/vmware/vcloud-director/data/

transfer/ nfs defaults 0 0
5 oA NFS &% vk = af Al g =

umount /opt/vmware/vcloud-director/data/transfer/
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7 mount H#H & FH ol vpFEH NFS F-F7F td = =4 golsle] NFS &5 434 & npgEd)
A el g,
8 + 98 S AFEet] As A ER] 9 £FHAE rootol A veloud® M7 g o}

chown -R vcloud:vcloud /opt/vmware/vcloud-director/data/transfer
9 appliance-sync.timer A B 2E thA] Al A of,
systemctl start appliance-sync.timer

10 Ay 259 5 =Eo4] 4954 & ubE3h o

11 & Holl == A ymware-ved A ¥l &5 ohA] A] =

b

Yt}
systemctl start vmware-vcd
12 A9 259 e oA ymware-ved?t Sul2 A 2HEsl=A] gel g o}

VMware Cloud Director & x|0| M L& PostgreSQL O|O|E{H|O|A L
23k =E|7|
OO =

VMware Cloud Director %% 2] PostgreSQL d o] Bl ] o] = tf = =0 F-7ko] F-
PostgreSQL dl o] el vl o] = 9] &85 52 4 355 o},

A

ol = WA

PostgreSQL dl o] B u o] == dh= v =2 3of] A3 o}, 7] 271 = 80GBY H et o] A A= AHA 7F
edhe gt A F s

7k e 7] R €] PostgreSQL Hl ol Hwl o]~ vl 23 27| = 7] & %A 2] PostgreSQL v o] EjH] o] &~ ] A=
F el oF g et

VMware Cloud Director k7]l ©f 7]
A AAE A A of, 22 o] of g Al o
B e e mE wg e A E

=2 A sla o 7] = s
D

i
AA g W< VMware Cloud Director 77 2] ~
A

m  VMware Cloud Director g7 o] 7|2 = 2ul A5 7] f-ol = 7] & oA AAE A g},
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M=t

—

sl= f sz 39 Eaks sl 2712 528w vSphere Clientell & 261 gk o},

7t e} 7] A 2] PostgreSQL Hl o] Bju o] 2= B2~ 2 7] 7]+ 24 A] ] PostgreSQL Hl o] B v o] 2= ¢
2= 3mbg 7 o g e

a WHAZ AR sHF AlzwlS AE o

b Zd>AA ARL A= T

c 3}F=EYza 3 2rE T FAde Y

a VMware Cloud Director &# &%l root® A 4 2291871} SSH Zelold E 5 AF&3lo] 2
2918 o,

b dt=daz 27 24 W7 HE&S 0Sell Agsteld vhg 232 ES Aok
/opt/vmware/appliance/bin/db diskresize.sh

3 @7ol shtel 718 A muk A o] A shond Hlo] el 2t Qi 7 o] el BAE WY
Fu e

el
A

VMware Cloud Director & x|0| M PostgreSQL 7+ =%

PostgreSQL ALTER SYSTEM " & & A}-%3}o] VMware Cloud Director %# PostgreSQL 74 < ¥ 7
’o‘]— /— o] 2= 1/] T;]—

ALTER SYSTEM % &2 wj7] w4 AA ] 7 Ag& postgresgl.auto.conf ZtY el 7] F3}w], o] 7
< PostgreSQL %713} %ol postgresql.conf ¥} ¥ of §-4 ﬂbl o}, B 4 AL postgreSQL 4] ¥] =
5 ohA] Al A of A u R AA L A o' A 5w ohA] 4] A 5

postgresgl.conf 395 WA etA vpi Al & FRl~H A Al st s FrI e w dolHof

a7 Apako] A4 s A 9] Wl el e,
7t
1 713 A ¢ Sl root 44 Z1al8 A1} SSH Zebel d EF A gale] =ael e,

2 A&7AE postgres = W7 g o},
sudo -1 -u postgres

3 PostgreSQL ALTER SYSTEM " & & Ab&3te] wi | M 45 ¥ 7 g et
psql -c "ALTER SYSTEM set /7] #g='#h;n

4 WA 2 A o) Wl el Bl 38 W e
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5 wAste = vl H4 F L7 PostgreSQL A vl =5 vHA] A #He| oF Sl = 7 - vpostgres = Z A A~

systemctl restart vpostgres

6 7ol 7] ==7} 9= 7% postgresgl.auto.conf L& 7] Aol HALE 2 2 75

PostgreSQL A vl =& thA] A 2§ o},

a 7% xxoA 7] == % postgresqgl.auto.conf¥ HAFE Y o}

scp /var/vmware/vpostgres/current/pgdata/postgresgl.auto.conf postgres@<standby-node-

address>:/var/vmware/vpostgres/current/pgdata/

b FAh4l postgresqgl.auto.conf 39w W4 5 A7} o A] A A o A G5 = 75 w7
- Eof| A vpostgres Z & A| A& thA] A &g e}

systemctl restart vpostgres
c A d7] == el 6.a % 6.b% W

ClOlE{H0lA T7H8 A BRAEolA A% S0l of7| M S5 24

EEETE T AL A b FHAHA REE AARAE AFelE FHE A
ol oF F et

VMware Cloud Director 7+ # APIoll dff g A4 &k vl -8 VMware Cloud Director 7% APl A v A & #F

Z el 44 &

ARl Azn A% Fol A EEL ALY 4 A%t
8

2 & == F slvtol 4 VMware Cloud Director 24 API 4 = unreGTSTERE A 3 1 o,
o] 71 4 node-name-& A A sl = o) 7] A=A <] o] 29}

3§50 A4 7] =EsbElolEulo] s nohEA FelaE el v o4 vElbAl A Faler] 4
& API =4 = nobEs & A & gHu o}

ClOIE{H| Ol A 1742 A SE{AE{olM 7|2 L CH7| Ao o8 Xz

=
VMware Cloud Director %] ] 2] UIE AF-gsho] vl o] Bu o] 2~ 37k8-A] Zo] 22Elof| 4] A e] of 5
Agsta o2 Alg 7| Ro s AT 9}13 y ek
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https://code.vmware.com/apis/1065/vmware-cloud-director-appliance

VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

VMware Cloud Director 7 #| 2Feg] AF-&#} ¢l €] 5 o] ~ &= += VMware Cloud Director 7 # APIE A}-&3
ol 7|2 2 7] Ao & A 5 5t o] ARl A= e UlE AF&3te] At 2l & 3 el
A S A g o},

J83-3. 7|2 W o7 A 7k M

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

Administrator initiates switchover operation
on Standby B

!

localClusterHealth: HEALTHY
localClusterFailover: MANUAL OR AUTOMATIC

cell A: nodeRole: STANDBY, nodeHealth: HEALTHY
cell B: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth: HEALTHY

m FaEY i 2o Aol 22hel AbEjel x| 2kl gy ok VMware Cloud Director 7% 23 &~

3l
Bl AE g Al en] B 8o fgS R4S

ol Age 7 s 30 -60% &<k VMware Cloud Director tl ¢] ¥ 8] o] ~ & AL-&-3F 4
< Ay A E WA gt Sl B Alof| A Ahed & F A8 oF g ot
2 https://primary ethl ip address:5480°4] A 2] Ulel FE=Z =213},
3 SIEF Al WA dlolEulo] X 7H8Ad 5 Al B g e
Aeo] o] &, ale A&} A, 7] o] mE = Al o] 55 & dF
4 Z ¥ AH 7}t Healthyd Al Eel g o},

5 7o sAste = Al el A v =5 FH 2 A el g o

VMware, Inc. 103



VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

Alo] gt aAlEE S oA Al A v FelaE o Aol ] A B 2=

i
st
o,
ok,

MQTT 22} 0|¢HEE AI235t0{ O|HE, 2] 2l HEE!

’

i
A

MQTT Zelold &5 283t VMware Cloud Director |l & = #H] of

=
=
=
it
4
A
st
>
%o,
o)

MQTT< 7 &, vlelg], WAl A A% =2 & =<tk VMware Cloud Director= MQTTE AF-&3

e 2 2ol vfgk AR E Al e, AFEAE MQTT Feteld B 5 Abgsle] A A& 52 4 957y
ot MQTT =41 Al = MQTT B 275 & 2teb, o] 27 = Febe]l Evp ekl A7} ofyd 7 5-of =
| A A & A7 g e

VMware Cloud Director 10.2.24-8 = MQTT = 2te|d E & ARg-alo] sl 285 753 & Q5 e
A 2T ALE

m  WebSockets A ali= MQTT Feleold E7} 9= 2kl g e},

= WebSocket ¢ el o] =5 @ Aol st & F71e 4 =R Fel g e

n WEFSE T3
|

el
A FAL NEE A

oli

WEe £Ae FAGD A=Y AN AGHES AP =Y 44 2

-1 H
RS

oli

it

1  OpenAPl %% Ak-&-3le] VMware Cloud Directorell & .61 g1 o},

2 WebSocket 975 4 4 sle] ™ Sec-WebSocket-Protocol <-4 & matt & A A slar, Felold S/
messaging/mgtt 73 &l A= 5 A, o5 dl vl & Frbeta, 35 MQTT 994 T8+ wi
Y et

VMware Cloud Directorell o g 35 & 2.6l S Aol A JWT B2+

= ]‘VJE‘I‘MH‘/]D]'

o
-
>,
i
AW
v
)
of
24
o,
it
:i
2
fot

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

3 A ATAR AAHHMQTT 2eteldES 8 355 75

i)

b o

publish/{user org id}/{user id}

publish/debd63a0-6eae-11lea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8
27 BelAbs HUAEAEE A Ete] BE 24 GFo] BalaT 5 A5l

publish/ {user org id}/+
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publish/#

4 (A9 A3gh) VMware Cloud Director 10.2.2 ©| A+l 7 ¢ Wl 28] & F5 gk o},
metrics/forg id}/{vApp id}
Al &8 ]z}t o) 2 2] ol A~k S 9l o}

s AL I8

VMware Cloud Director 10.2.25-8 = & A CPU % = 22| AF-g-of upe} g dE AF-EAL7) off F2] Al o] A
S Al 2Ald Yt e = 8 4 9l o

CPU 3 vl x| Apg-oll e aff v]e] 72
gt 21 252 VM 5 At <

o]
=
ALY FEE o et A% A EF Al

o g Al = AZEE A, Al B o el oF g ot
L N Eel Aol At ms AT A nfel tfel] 2= RS ks VMware NSX

l

=
Advanced Load Balancer(Avi Networks) S AF-&3sl# 5 1 o}

e LAY E2e4ael F8 H AHA

Hd Eof tigt Al Agks Foetr] Aol As =AY 25 EFAS TA Mk F ek As =AD"

£ VMware Cloud Director 10.2.2 % €] A& 4 9l <71 o},

1 Zesro] 9t A 0Sel root A4 2131871 SSH 2ol EF A gale] =Pt
2 Cassandra dlo| el o] 2ol 4 vl =2 442 AR she] o =2 dlole] 442 AE3ES AR5
ol =) dol e A 44 gle] wEele 44 e

7|7 e = o] B A Aks $]8F Cassandra Hl o] Bl vl o] = A A B T4

w dHolH A& glo] HEY dolHE FAsHY s dE e Ao

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

3 WlE AN S EE S AP s,

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true

4 /tmp EHel tb5 HE 2 E metrics.groovy 45 A A g o

configuration {
metric ("cpu.ready.summation") {
currentInterval=20
historicInterval=20
entity="VM"
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VMware Cloud Director A #|, 74 3 ¢ 2&¢] = 7} o]

instance=""

minReportingInterval=300

aggregator="AVERAGE"

R

5 shelg At
SVCLOUD HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/
metrics.groovy

6 clAel Cassandra® T4 7 &ul& =5 F4, dolHulo]x clF A AR, £ E 5l wE =
TTL(Time to Live)(¥)% Al %38l Cassandra 7| =& < vl o] E g o},
SVCLOUD_HOME/bin/cell-management-tool cassandra —configure —cluster-nodes
nodes IP addresses —username cassandra —password cassandra password —port port number —
ttl TTL days —update-schema

7 CAAHH QABAE g AL Aot S AF 2ALLE e Aol o W
< Agge,

SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set
password=<password>

Jo] doll A e Ad e o] el 7| EF A st S5 EAE o] 2o 2844

8 AL thA) AR o
service vmware-vcd restart

9 AbE =AU A Ws A4

s 27 et HE H A

B ES} ol 2ol Aol g S AT S helwl A zule] Y Sk o o] 2o AR HEL A

Al oF g eh, AE 227 < 2] & VMware Cloud Director 10.2.2%- 8 A3 4 gl 5 e}

M 2T ME

A Al Felagl T4 L A

Hxt

1 912 24w gol 4] el S AlY g

2 9% 3de] e AA2 Ao] ofzlol 4 WF ASS A8 G},

3 Abs 2Ad R ol ek Al AgE Fojsty = K E £ o HIAR A HEC] sleA 2l
ot

4 vmware:scalegroup A& A3 HES A8 sl AAE F3] ] o
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abE 24 B ES A sle w BE dJE ] AlAE

2 25S Agsle = Y E o o] I 2 g VMWARE:SCALEGROUP ¢ &% Z 713 o}, A4 gt
Ul 82 "VMware Cloud Director A B 2= Al g7} 3] #x} 28 7fol=r of 2 W gl E o8 ¥ 7] gl 37
en
=

e K

VMware Cloud Director & x| O|O|E{H|O|A E2{AE AE| 2L
E{2

VMware Cloud Director 7+#] 2] Ab-&A#F ol g s o] ~ A APl =+ repmgr &% £ =7 Al 15

VMware Cloud Director 7#] #2] UlE AFg3le] AR sl e R 5 & 55 5o dlden =
== 7] ¥ dlo]gul]o] ~7} A e 79 VMware Cloud Directors %3l b5 ¢ 2 o] Ejul] o] ~ 3] < 9
T EgAEA ofw A& FE 2l 5o 2 o d e F A Al of dF=A] R L o

Indeterminate$ Y
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o} 71ef == Zhe] A fle FElaE AHE £

E
2
&
F
fa
r
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A
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rlo
o
o
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e
to
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b
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s
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Indeterminate =+ oA 7] Al o] & T
o

hus T =
Qe £AE AL 4L 4 F

VMware Cloud Director & x| 2c{AE AE & HULLH 2E E7|

VMware Cloud Director A 3k2] Ab-&-7}F gl g | o] 25 AF&-3le] S| ~E Ael & U HE T 4 9lsF

Y o},

| 2F2] Ul =+ VMware Cloud Director 7 #| APIS A}-§3}¢]
o 7] dlo] wp2 = Alo] o] & Fjay dew] R E B 4
3_

=

7
elad AuE mulE e BAE Ad e

VMware Cloud Director % *
Ae) o) &, el 9, A A,

ARl Al = 2] Ulell A 7 A]
Mzt
1 https://primary ethl ip address:5480°l4] %A 2] Ule] FEZ =223,

2 9% o del A WA vloleulo] & 7S Al g e

EEl ZEDNS o5, A&, AH, dAEY 2 E5(F HA 71E 2 5) o F, kB A A 7hedt
e & 5 s
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2 gre) mA g AR AL = wlele o] B o) dulo] 25 A ghgkor] ARHAE & YA =
b @A) 78 e dAE o] A $eg et o] FAlE A7 el F RE S gy
AAel A AR S YEe LEE )R Lo AR 4 gl ool Y rEE 55 3
483 A 7] e b of gl eh,
3 e 4uE 4y
Sl 2E A A4
34 Fel g A A e 7R Az F o] A B e
ol Al el 3 AHg o] 7h 3 o

VMware Cloud Director Ul & API7} =g o}

A5 AsE FH e} A e Aty A ek 71 Az o] A F e)
le] A=

‘%4 22kl Aejeo]a zHgo] 7hg sl A uk eh & w7 Al A
2 o o] e ] o] 27} #HE
ﬂfl ut xﬂ‘% 715 @ A F shifel thE | o] Eu o] & Aol 7}
= 7§ 712 o] Bl o] A7) AHg sl Al oA v vk F e
2B & Healthy AHIE H-dstelyd 25384 =t AL
7be gk gk wke] Abg el A vl 7] AR s & of g o,
VMware Cloud Director Ul % API7} 758 o}
gk 71 el Hull o] 27 gl vk A 7hE gk vl
FMel A5 F s A e AR 547 ok
3z

Ao F A9 AE b 7] el g A% ®

No Active Primary =5 7t
]

S

Read Only Primary el 7] o] Eul| o] 27} QA uk g7 o AHE 7hE g
7] Aol ¢1 7] wl el rRead _only%d Iyl F 7l A w7
w2l oF g ot

VMware Cloud Director Ul 9 APIE A48 4= gl571 o,

Critical Problem Tl A3 A ke Al g dE ol ' o]
712 Aol Zekel Aol At v 7] o] AE Y A
e Al Alxbela 43S F5o = s Al oF et

SSH_Problem SSH <Al = postgres &7 7} SSHE 5@l 2] o] ] o] €] |
ol ko AT 4 %in S R R T il b R
&gk gk kel e A e of vk, Fel e AEl 7} SSH Al E
velbd el W E& A x4 L.
VMware Cloud Director Ul & API7} ¢k & #Hg 5] ] b5

T sy
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4 AAAYew] BES Bt

AYLH 2 A

A5 714 ] o] gl v o] 2~ Aol 7} kA sl ] VMware Cloud
Director?} A& o & vl o] Elw| o] A~ s ) & ] & E 2] A g
=

T 7] gl o] gl o] 2 A}l 7} Wkl ks VMware Cloud
Director 7 A 3] Ul == o< 2w APIE AF-E-3}o] o o]
Eju o] 2~ 9l @ v & Al ztel] of ghu o)

] g7 Fe|aEH] BE 2 rofA] o] mETL dREA ok
o}, TA & A }1 AFgk& el A8l oF g vk VMware
Cloud Director ## APIE AF-&3}°] FailoverMode &

Manual 2+ Automatic o & A A A of "WMware
Cloud Director %4 AP 7] af ZFz" of A nof| ol @ w] &
=0 REE BEGYA L

VMware Cloud Director & x| AHH|A AE{ £ 7|

VMware Cloud Director 7#| 32| AF-&-#}F ol ] 3] o] 22 & A}-8-8Fe] VMware Cloud Director 7#] 4] v] 2
o 4e1g RO e Y 4 Do
[Au] 2] ’lell 4] 7182 2 B 7] AFA] ol b 3 vmware-ved, vpostgres & appliance-sync.timer A BH] 2%}

of Ze] A o] A Aol o} & vmware-ved X appliance-sync. timer A8l ~5 T E & 4 )5 o}

appliance-sync.timer A 8] &+ dl o] Bl o]~ HA Z2] 2~ ¥ =+ VMware Cloud Director A1 ¥ =& <]

RE = 7o 3 AR E F+8F+ appliance-sync.service® A7 A o2 Al appliance-
= A e A IRl & ¢l o 2= by o ® VMware Cloud Director 7¢A

7ol e stdo gk A r1AQl AAE 7 3HF Ao elol™ o A4 A= waiting 2

running$ Y ot

[¢]
. - =2
sync.service+w AA ol

it

1 https://primary ethl ip address:5480°4] & 22 Ulell FE 2 2 2913},
2 AZF oA Muls wls AR g o

3  VMware Cloud Director A 8] =2] A&l & &1 o},

CIlO|E{H|O|A T7tE8M SHAE{0|AM @44 AEY &0l

Replication Manager Tool Suite & AF-&-3ste] o] eulo] 2~ n7pEA Sef o] = JF 45 2l S
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2 AEAE postgres® W7 g o}
sudo -i -u postgres

3 FHaH dAS Sl
=2 | 71w Al 5

B repmgr cluster matrix WS F 29 7 =04 repmgr cluster show ¥ &5 A3
2 g e mE A e

T+

oli

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster matrix

e Ao = e 13 2T 27 AE S
thaln] o] A w o 4] o}Luls-t A AL Bl AES AFS el

o
b
|
w
o
v
He
i
32
o)y
X
*
N
0%
rlo
ol
v
o,
2
=
°
S

Al A o] Al g 2 1R SA g Yt 25 30] ohF o] ofgup= A of digk Juot

Name| Id | 1| 2 | 3
————————— e
node 1 | 1 | * | * | x
node 2 | 2 | * | * | x
node 3 | 3| 2| ? | 2

m  repmgr cluster crosscheck W82 7t 2= £3F 7F A& Al #elste] FejaE ol Aol ol

g e e s AT 5 9o

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/

repmgr.conf cluster crosscheck

& ool A repmgr cluster crosscheck B& S AFPsl= 2= FelaE lEgd A A AR &
9 B me Fes Y = el mA e FA e o Aol AE BE =R

o
oAt s 1ol 4 ob = 30 Gei A AL wahE o] AbAl ek o] 2 ue A W
92 she A ol eh o714 eE 1L rE3eR AL A4S 4 9l

Name| Id | 1| 2 | 3
————————— R e SIS
node 1 | 1 | * | * | x
node 2 | 2 | * | * | *
node 3 | 3 | * | * | *

ol

dloleul o] = A4 S auol A A A4 el E Aelaen 24 mroA e W H e Ageln A

ClO|E{HO|& 17t d E2{AEMM =2 =X 2Ef &l

Replication Manager Tool Suite % PostgreSQL 318 € v d & AL-&3lof o o] gl wl| o] A~ 37184 2]
2E oA A ko BA A E 2ol d 4 9l o},
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M=t

Tl Ad Fal =

—

2 A-&AE postgres® W7 g}
sudo -i -u postgres

3 xxo BA AefE 2ol g o},

£2] OSell rootZ Z1gldtArt SSHE &8l =l gt

/opt/vmware/vpostgres/current/bin/repmgr -f /opt/vmware/vpostgres/current/etc/repmgr.conf

node status

2o
b R

o,

ﬂo ot

A A~ H

3} 7

e

o
o &= o}

rkm

]

=
5 -
1:3]— i R=D

A
jL

N

"bosl-vcloud-static-161-5":
PostgreSQL version: 10.9
81 MB

Node

Total data size:
Conninfo:
Role: primary
WAL archiving: off
Archive command: (none)
Replication connections:

slots: 0 physical

Replication

Replication lag: n/a

o] g Al aE £
=N
"bosl-vcloud-static-161-49":

PostgreSQL version: 10.9
83 MB

Node

Total data size:
Conninfo:
Role:
WAL archiving:

standby
off

Archive command: (none)

Replication connections: 0 (of maximal 10)
Replication slots: 0 physical

Upstream node: bosl-vcloud-static-161-48
0 seconds
2/D863B4E0D

2/D863B4E0D

Replication lag:
Last received LSN:
Last replayed LSN:
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2 (of maximal 10)
(of maximal 10;

Lt AR PostgreSQL B Aol thgk A X EA A3 A w gl
of et AR E AFF ek ol = vh 3 A5

(of maximal 10;
(ID:

= A X PostgreSQL M Aol tfal g x gl Ea] Al A0S Al

host=172.18.36.193 user=repmgr dbname=repmgr connect_ timeout=2

0 missing)

(e}

I
I

host=172.18.36.191 user=repmgr dbname=repmgr connect_ timeout=2

0 missing)
683)
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ol
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PostgreSQL H13td Elm|d & 7] meo] FAlE 2o aeErt 7|2 rer v 2 anc FAA
A o Foll A ARE AT 5 gl

a psql Elv]dol o3 o}
/opt/vmware/vpostgres/current/bin/psqgl

b HaEdlels Saela Ael ARE 97 47 BEUH ser \x FHL A

o
e
<
o

c krxo Ao wel HA Ae) s A}

4 4
7|8 2ol A& Agdc]. select* from pg_stat replication;
7] 2=ddlA Fel & APt select* from pg_stat wal receiver;

VMware Cloud Director AH|A AFEH &0l

VMware Cloud Director 7] 2] 3] UlE AFH-&-3Fe] =29l 3gk Alef| o gt VMware Cloud Director 4] ¥]
o] e & 5 g

Mit

1 https://primary ethl ip address:5480¢4] 74| 3e] Ul FEZ &2l 3 o},
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VMware Cloud Director - #| 7} Al th & #2H%5 5-o] 2} yvmware-ved W vpostgres A1H| 27} A g 5] 1
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localClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDBY, nodeHealth; HEALTHY

Standby Failure A

Administrator redeploys failed standby as standby

aealClusterHealth: HEALTHY
localClusterFailover: MANUAL

cell A: nodeRole: PRIMARY, nodeHealth: HEALTHY
cell B: nodeRole: STANDBY, nodeHealth: HEALTHY
cell C: nodeRole: STANDEY, nodeHealth: HEALTHY

diol gu o]~ n7bg4 Fe] a8 o] 712 Aol Asfelr %Eiiﬂ
°F 3

RN
F e ol A2 Bl AL Ao e AL BT

7SN BEAEIM 712 4 Fo2RE 27

1% Aol Az A= QA ke 7% VMware Cloud Director ®l o] Bl o] o] ~ 5 B-F&lefu of 7] A
% sl Al 718 Ao =lojof Bhw] A o 7] F vl &) oF ] oh, Aol 2o WPE} VMware Cloud
Director &A| 7} Al g o2 tl 7] A& A 7B o2 SHAAY AFEA 5o 2 S8 oF o

501
mlo o
o=
o
o)
R
T

VMware Cloud Director &A1 9] | o] mxof wpef 7] & A Ao R Hef BTt 7 7[A of & 92+
2L FUrel ol g A EEE AFETle] Al v 7] AL vz o A 7] Al |pFAL9 TAE o

& WAL 5 Yo

=
=4
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7] Alo] Not reachable =+ Failed AFE] ] 3 271 ¢] o 7] Al o] rRunning AFEN Sl 7% A A HTML5 A}
47} ol ¥l ¥ o] ~ % VMware Cloud Director & A APIE AH-&-3to] 7ol & 4-€] B2 4= 9l sFu o},

i

1 7hed A A 131 =75 A}-&3lod VMware Cloud Director Z 24|~ 5 F g 3o}, Asfg 7] 2L
o

/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown
2 Adg 712 vMe A8l s
3 w7 Aol Al 7] & @5l HEs A

a Ad F<l 7] Ao AA 2] Ulthttps://standby ip address:5480)°l root® =193
ct.

b Al R AR G 7] A g dolA &

C

a
o
fufg
1
o
A
o

Fel Ule] 1 & 3ol gl o9 Aol TAR T Aol 78 G5 As) Aejeln A AL FEe

A F e FaE dde A AstE g

4 Azl 7] 2 o] 9] AoA] AA APl Unregister HlA =5 AFEslod A2l 7] 2 AA =5 repmgr AL
718-4 ZF2] 2~ €l ol 4 Al A3 5. VMware Cloud Director %A AP A w4 & ZFZ5HA] A 2.

5 Adg 7] & AR E VMware Cloud Director A ¥ 5ol 4] Al A g e}
a Service Provider Admin Portalell ]z} 2 = 1] g o},
b 1% 5 mgol gliidx] et gasE AE o

6 AMT 7L AAgIP T} TLE o] 55 Gt AN 7L AA L] Asle] AA AR E A

S off 7] A& E v £ & o}, VMware Cloud Director %A vl 2 A] =F38} 7 1} VMware OVF Tool
< 2}&-3lod VMware Cloud Director 7] vl =8 4= gl 51 o},

A 7= w2 g Fol = Tl E AbE 7F A kol of oF gy e

8 <9 Ao VMware Cloud Director & FIPS =7} A A ¢+ 7% VMware Cloud Director 7 #|
APIE Ab&-3lo] o}l A A gl of g}

A FIPS 2 == A5 o 45l
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/opt/vmware/vcloud-director/bin/cell-management-tool -u <sysadmin user> cell --shutdown
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o 7
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el = 1 H
5 A 7| AA Y IP Fa TAE o] 55 AR W A 7] A o] Aflo] AR Ae 2 F
#] ®] & & 3} 7] 1} vSphere ClientE AF-&3Fo] AHA| gk o},
6 A= o7 AAZ v =3 VMware Cloud Director %A vl £ A] 2F38} 7 1} VMware OVF Tool
< AFH&-3led VMware Cloud Director 74| vl 23 4= Sl o, Al 7] & v 38 $oll = S8 2¥ A
g} 7} A AFo] of of g o}
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[¢}
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

7] A % e} 7} Not reachable =+ Failed AFENCl 7% A A& w2 & 4 55Uk, Fl2E o A
el & 22w VMware Cloud Director 7#F#] 2]~ Ale] 2 gl ow] m e ¥ 7o Y85 kx4 A

}-o

o) 2F2E Agele] Al 7] AL N EG W A o)) A 1P Fash BAE o 52 ANEE 5 9

%o,

1 7t53 A% A Be =75 A-$8o] VMware Cloud Director = &4 ~5 £ & g1 o}, Al 9 g o) 7]
o

/opt/vmware/vcloud-director/bin/cell-management-tool -u <admin username> cell --shutdown

2 Adgk g7 vMe AsdS Hu

3 A 7] A o] 2] e] Aol 4 AA] APl Unregister WA =5 AFS-&to] A g of 7] AS repmgr
7Vg4 F2] ¥ ol A Al A g eF, VMware Cloud Director %A APl A ™ A & A Z 614 4]

fo

4  Service Provider Admin Portal= #F-&3Fo] VMware Cloud Director A1 5ol 4] A3} 3} off 7] #
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a % R o iz FEE BlAaa s Al g e

c PlEA AL A} TFFHEE TH

5 Azl dj7] Ao P F49F DNS o] 55 A AFEete = Ao gk o) 7] Ao A8le] Az Abe & A 5
E 5 kA AbA 8l oF g e

6 Azg 7] AAE w23k VMware Cloud Director %A vl 22 2] 2F38} 7 1} VMware OVF Tool

< A3} VMware Cloud Director %A wl 28 4= 9l 51 o,
Al e 7] & o 23 Foll = FEl ¥ Abe) 7 A Abo] of oF 3 et

7 ZzH U] ZEF automatice ® Al A W, Al v 7] Al o] o] Ao A AFA] AP
Failover "4 =& 243 o} VMware Cloud Director %A API A= A & A2 3514 4] &

P

o

o

A5 A ew] 2 =of o g x4 g €2 VMware Cloud Director %A &) =} ol @ u] g5

8 %% 7ol VMware Cloud Director & #] FIPS =7} A A 21+ 7% VMware Cloud Director %A

PI% AL§-3to] thal 47 ol of 3.

A FIPS =& Abg o2 Selg o

o] €] vl ] :
Agatel As mE o] 558 Hxdn 2o

i
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

VMware Cloud Director API A}-&-¢l v gk #}A| &k W] &2 https://developer.vmware.com/<] VMware
Cloud Director %A API A v A of| 4] UNREGISTER API ®l A =& AFxa}4] A &

24 A Feleta olg5 71 F wuth Ao AE o 7] Ao we

n o5 SHAT LEv g
= A o] ot g AFA g W #-2 VMware Cloud Director A Z2{ 48 Abe] 9 dflden 2= 1
719 &5 Az Al L

B rEl 5B HasleH AR 7B tevlu| o]l o thr] =) gleA Eeldta A
g =Es A

At

o MY = FAAGHH HEH S AYdT &4 ==o W&l DELETE S A< 59 3l ch

DELETE https://<Active _Node FQDN>:5480/api/1.0.0/nodes/<Inactive Node Name>

gxl 2N &ZE

|

VMware Cloud Director 4] wj 27} Asf el vt AR 7} Al e 2 2t g opA] gpomd, AA 2o st & A%

shel 4] Q212 shebe 4 Qg et

VMware 7% Al 8l-& 3718 o2 Avk AW A Al dE 84 vk vmware-ved-support 2218 E &
Abgete] T 2E 23 4 ¥ ek VMware Cloud Director & 15 4 & 4= 9l 571tk VMware Cloud
Directore] #lwl A B 47 o] off &F #}A| g W -2 https://kb.vmware.com/s/article/1026312 5+ *F
Z A Al L. vmware-ved-support 22 EF A slwl, AFE S A H At mAl 5 Aol of gk A ¥ 7} Al 5
A & & gof] £33 4 Q)5 ok https://kb.vmware.com/s/article/713492] Y] §-& Az a}4] A] &

VMware Cloud Director & %|2| 21 1l HE

VMware Cloud Director 7 #| & v L3k ol firstboot @ dl o] wlo] A~ Z oA &7 2 HuE AR

T s

M=t

—

VMware Cloud Director &+ #| &%l root® = A Z 29137} SSH Felo|d EE Alg-38lo] 9]
gk of.

2 /opt/vmware/var/log® ©|& g1l

3 Eavds AEZUH

oE

m firstboot IFY el AA L] A WA Ful3} el 27 1 op ks o] Qlg e

m  /opt/vmware/var/log/ved/ H ¥ E 2o Replication Manager(repmgr) =7 % g 4 A 2}
ANT4 D A s1ske) dalE ot 2= o gl e
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a7k 2gE o] glF Y,
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sed -i '/vcd ova.crt/ s/$/ --force /' /opt/vmware/appliance/bin/appliance-sync.sh
2 1% st 7198l & configure WS ohA] A g o}

VMware Cloud Director & X| CH7| ==0f Z4E = Qi= AEH7F H

VMware Cloud Director= == 7he] 714 ~E22ln 5A 5 7 de] gyl o 7] xof o143 4 gl

Eoabelsh 9w el st $A

i
=\
g
)
(o3
2
s
£
iy

=

VMware Cloud Director 7%#] 2] Ulell &2 2~ ¥ 48] 7} DEGRADED L. & FA| 5] 3 tf 7] == F &fv}o]
A7 A4 4+ gled

VMware, Inc. 122



VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

/nodes API<= localClusterHealth”} DEGRADED®] AL =X statuste A4 4 $15¢™ nodeHealth

7} UNHEALTHY ] 2h+= A %5 uk2kghy o},

& 591 /nodes API7} k= Eof dj el b5 AR5 qbghe 4= gl o

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream"' nn

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr

connect timeout=2",

"failover": {
"details": "failover state unknown - unable to ssh to failed or unreachable
node",
"mode": "UNKNOWN",

"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = n/a",
"status": "UNKNOWN"

b

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "UNHEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "? unreachable",

"upstream": "primary host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
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connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node running standby node ID (running standby host IP):
repmgrd = not applicable",
"status": "NOT APPLICABLE"

b

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

1,
"warnings": [
"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)",
"node \"unreachable standby host name\" (ID: unreachable standby node ID) is

registered as an active standby but is unreachable"

<
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= E5AE BT FH0 2 WALS &4 7] =g AlEH o g ~eg gt 7] ==
FAE o Al gl 7] 220 AT F ¢le S WAL FAS FA 8, Al 28 712

o) S 2~
*ER $AT FRA Y+ g

o 7] =7} o E o} BAlEA] EobAl & 4 9= SSH Al 7 9l =A] 2 el gk o)

VMware, Inc. 124



VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

T

VMware Cloud Director & x| CH7| = =7} HAZEE|X| of2 A EN7I FH

oh 7] 2 =ob AA B A o

ol
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VMware Cloud Director
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VMware Cloud Director #| #kz] Uleoll &2 2~ ¥ AtH 7} DEGRADED S E F A 5] 3, &1 A 5] #] 9k v} 7]

e F ool At A Feolw thr] o fAER T o] & o =4 F ()7} A5
PostgreSQL & o]+ 7] 2 =7} WAL Al 2 E 5 AHA| 3 o @ FA] 5 o},

2020-10-08 04:10:50.064 UTC [13390] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:50.064 UTC [13390] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

2020-10-08 04:10:55.047 UTC [13432] LOG: started streaming WAL from primary at 21/80000000
on timeline 17

2020-10-08 04:10:55.047 UTC [13432] FATAL: could not receive data from WAL stream: ERROR:
requested WAL segment 000000110000002100000080 has already been removed

/nodes API+ localClusterHealth”} DEGRADED, =% status’}F A3 4, nodeHealth”} HEALTHY®| 2}
AR kg 7] e g aed] = o] & glo] = F(1)7F LI /nodes APIE B 7] ==}

X~
b o
G2 x ool QA A hokete JnE HBPU,

Ex 3

& 5] /nodes API7} =0l whel] oho AR S b o Sl et

"localClusterFailover": "MANUAL",
"localClusterHealth": "DEGRADED",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

}I
"id": primary node ID,

"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",
"upstream": ""
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"connectionString": "host=unattached standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node unattached standby node ID
(unattached standby host name): repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": unattached standby node ID,
"location": "default",

"name": "unattached standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "! upstream host name"

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect_ timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = not applicable",
"status": "NOT APPLICABLE"

}l

"id": running standby node ID,

"location": "default",
"name": "running standby host name",
"nodeHealth": "HEALTHY",
"nodeRole": "STANDBY",
"role": "standby",
"status": "running",
"upstream": "upstream host name"
}
i
"warnings": [

"node \"unattached standby host name\" (ID: unattached standby node ID) is not
attached to its upstream node \"upstream host name\" (ID: upstream node id)"

]

7] =) oA 5 R ke Abe ) E
E A okl Alg & GA 5w 78
WAL #3225 Halsl= Ao 5744 4 ¢l o},
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o]l w] o] A~ == 7leo] SSH 24 7} 9l += 7% VMware Cloud Directorell 1ocalClusterHealth”}
SSH_PROBLEMi FA = o, Al e A = 7Fs-gl gk wlke] el A @l oF gk o

74 Ze] AbgAF ol B o o] A5 A28 A /nodes
VMware Cloud Director &# APIE A g stod & 4 ¢l k. VMware Cloud Director 24 API A
A5 Az AL

localClusterHealth+— VMware Cloud Director

SSH it Al 7} 9l & 9] o] = =04 /nodes APIE A & 3l% /nodes API+ localClusterHealth?}
SSH_PROBLEM®] i localClusterFailover”} INDETERMINATE 2= A X5 48t} /nodes APIE
Aats =27k SSHE &2l o] == 5 shtel A 5 gl7] w ol A on] e

INDETERMINATE Y Y o SSH 74 7} Q1= ==l t 3 &5 £+02] "failover” &3 ¥ %011 3

rr

"details"oll = ssh failed. command: ssh unreachable standby host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf”} A%}

oAl & 5o 7] 2ol SSH Al 7} 9L 3L GET https://primary host IP:5480/api/1.0.0/nodes® A
B /nodes APIE FH5 4 HE AT 4 Yo,

"localClusterFailover": "INDETERMINATE",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr

connect timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",
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"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = not
applicable",
"status": "NOT APPLICABLE"

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "HEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "* running",

"upstream":

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr

connect timeout=2",

"failover": {
"details": "failover = manual",
"mode": "MANUAL",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :

repmgrd = not applicable",
"status": "NOT APPLICABLE"

by

"id": running standby node ID,
"location": "default",

"name": "running standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "primary host name"

"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr
connect timeout=2",
"failover": {
"details": "ssh failed. command: ssh unreachable standby host IP /usr/bin/
grep failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = not running",
"status": "NOT RUNNING"

b

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",
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"status": "running",

"upstream": "primary host name"

] 4

"warnings": []

GET https://unreachable standby host IP:5480/api/1.0.0/nodes® A3, = =F A= 4
9 7] wWlarell 1ocalclusterFailover % localClusterState 7§ B 7} vl A &8 4 9l 54

API| = unreachable_ standby_ host_name°] o o] = Eof o143 4 gleh= 7 3 ol A A] & wkgh gk o}

ol & 9] /nodes API= o5 A2 E 2 e 4 9l o)

"localClusterFailover": "MANUAL",
"localClusterHealth": "SSH PROBLEM",
"localClusterState": [
{
"connectionString": "host=primary host IP user=repmgr dbname=repmgr
connect_timeout=2",
"failover": {
"details": "ssh failed. command: ssh primary host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node primary node ID (primary host name): repmgrd = n/a",
"status": "UNKNOWN"

by

"id": primary node ID,
"location": "default",
"name": "primary host name",
"nodeHealth": "UNHEALTHY",
"nodeRole": "PRIMARY",
"role": "primary",

"status": "? running",

"upstream": ""

"connectionString": "host=running standby host IP user=repmgr dbname=repmgr
connect_timeout=2",

"failover": {
"details": "ssh failed. command: ssh running standby host IP /usr/bin/grep
failover=manual /opt/vmware/vpostgres/10/etc/repmgr.conf",
"mode": "UNKNOWN",
"repmgrd": {
"details": "On node running standby node ID (running standby host name) :
repmgrd = n/a",

"status": "UNKNOWN"

}I
"id": running standby node ID,
"location": "default",

"name": "running standby host name",
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"nodeHealth": "UNHEALTHY",
"nodeRole": "STANDBY",
"role": "standby",
"status": "? running",
"upstream": "primary host name"
by
{
"connectionString": "host=unreachable standby host IP user=repmgr dbname=repmgr
connect_ timeout=2",
"failover": {
"details": "failover = manual",
"mode": "MANUAL",

"repmgrd": {
"details": "On node unreachable standby node ID
(unreachable standby host name): repmgrd = not applicable",

"status": "NOT APPLICABLE"

by

"id": unreachable standby node ID,
"location": "default",

"name": "unreachable standby host name",
"nodeHealth": "HEALTHY",

"nodeRole": "STANDBY",

"role": "standby",

"status": "running",

"upstream": "? primary host name"

1,
"warnings": [
"unable to connect to node \"primary host name\" (ID: primary node ID)"
"unable to connect to node \"running standby host name\" (ID:
running standby node ID)",
"unable to connect to node \"unreachable standby host name\" (ID:
unreachable standby node ID)'s upstream node \"primary host name\" (ID: primary node ID)",
"unable to determine if node \"unreachable standby host name\" (ID:
unreachable standby node ID) is attached to its upstream node \"primary host name\" (ID:
primary node ID)"
]
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2 5 HEE Ao SSH +A 7} 9+ = ol A appliance-sync. timer A 8|27} A8 Fel A &l

et
systemctl status appliance-sync.timer
ol & 5ol W&ol b5 3 F 5o

* appliance-sync.timer - Periodic check and sync of needed files for Cloud Appliance

functionality
Loaded: loaded (/lib/systemd/system/appliance-sync.timer; enabled; vendor preset:
enabled)

Active: active (waiting) since Sat 2020-09-05 23:22:49 UTC; 1 months 9 days ago

Warning: Journal has been rotated since unit was started. Log output is incomplete or

unavailable.

3 appliance-sync.timer A 8] 22| AE| 7} EA]o] ol o} g Wl w & A slo] Au|AE ohr] A Z=FE)

GRS
systemctl start appliance-sync.timer
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" vamicli update --check®] A3t /opt/vmware/var/log/vami/vami.log®E ©|& 3
e,
m vamicli update --install latest”}F A3 3l4 /opt/vmware/var/log/vami/
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ofo] ALE 7he gt sl 25 gl @ vl vamicli update --check W o] Adeta by & =4

A7} A1 4 955 Yth Failure: Error downloading manifest. Please contact your

vendor.
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vamicli update --repo file:/root/local-update-repo
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)
2,
)
X
°

--keystore-password (-w) SSL ¢l 5 4] keystore & SSL ¢l 5 4] keystore st 4]+ et

°

olxl: & 7ol IP FAE A5 4

2 HTTPS Alv] 2 d ZE& Z 54 Au| 2o thel] A& ob& 5 7fe] IP F4F A3l VMware
Cloud Director AW 2] 5 T4 & A et g o ),

[root@celll /opt/vmware/vcloud-director/

bin]# ./configure -ip 10.17.118.159 -cons 10.17.118.158 \

-dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-name -dbuser vcloud --enable-
ceip true \

-dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret -loghost 10.150.10.10
-unattended

ofH: B 1P FAR AHE T4

F& HTTPS Au] 2 2 24 224 Av] 2o Bhef A2 b2 F Ag TE7} e B9 1P F4F AS

sl VMware Cloud Director A ¥ 2] #l& 745 Al Ha] o oy

[root@celll /opt/vmware/vcloud-director/

binl]# ./configure -ip 10.17.118.159 --primary-port-https 9000 -cons 10.17.118.159 \
--console-proxy-port-https 9010 -dbtype postgres -dbhost 10.150.10.78 -dbname postgresqgl-db-
name \

-dbuser vcloud -dbpassword P@55word -k /opt/keystore/certificates.ks -w $3Cret \

-loghost 10.150.10.10 --enable-ceip true -unattended
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KAl oY 25 2 THALS

A W7 VMware Cloud Director Aol 4] T4 dl+= v E 92 2 dlo]glo] A~ o7 A5 A= x| 4] g1
of AUt o] sfdo= A& A ol F71E ull AAFEEl oF 3= 583 AR I} ks o] Q5

Yo, shd & oA g §) Aol mE ) oF gt

AA sl M ES 2 d o] o]~ A& :eré sl Al WA A2 /opt/vmware/vecloud-
director/etc/responses.propertiesel 4t At 5ol A& F7ksle 7 Foll = A 4] 3}

FoiA)
Vo) AL A gte] wE Ao} Fhels A wll W E Al gel ok e,

N

A fe] =75 A gl ARG MEY T 2 dolgule]l s A4 Al F AR E WS = ol AT
sh9 W s 2Ed gk ol =R Y WA S 22 T4 L A4 gtdel 7] 55
2 oded V= W E s AFEs 7] Aol A A sk o] Al 91 A (/opt /vmware/veloud-

o]

)
director/etc/responses.properties)ol YA 223 & 4 9= Al el A gald) of g o,

ol ﬂJIO

F3 A A gL & AHAE S o] A E FAEe = = A Ao VMware Cloud Director &2 E ¢
ol & A A&l oF g}, o] o Alof] &t & x| A] sld o] H& o] Foll ke & e =

vcloud.veloud AHEAL7E 818 4 9lof oF g o},

[root@celll /tmpl# 1ls -1 responses.properties
—rw--————-—-— 1 vcloud vcloud 418 Jun 8 13:42 responses.properties
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x

H 29| &7} F+4420{ VMware Cloud Director A x|

ol Al =74 VMware Cloud Director AW 5ol A& F71& 4= 5o Av] 2 Fof £33 & An
A dlo]Euo]a 1A AR E ALE3le] FAEofof st E aFe A WA FA8E AT u ubE
A A] st & ARl oF g o}

s

shube] A1u] ZF-oll A4 Linuxell A # = VMware Cloud Director % VMware Cloud Director %+#]
HHLJ T3 A=A ek o

A F At

ol Aw o5 A A TS TAD wl wbs ol Al A 4] shdol] JAl T GleA] Fel g ok v

9z gl dolgulol s A AL g5 AEFAA L.

Hxt

AR vpd e A Aglo] glojok A et 4= glrirh, o] H3lo] &R FeldleiH F&, A == Elv
9 S A3 oS Linux B85 Ad g "El el A jnstallation-filee VMware Cloud Director 4

[root@celll /tmpl# ./installation-file
o] shelol & A A 2213 = o} v AHE RPM 3717 7} F kel of gl e,
23 o] LA bl e} ol AR o] Bol Yk AA Qe AT F gl

A A el ol VMware &8 71 & A A kA @52 7 Fell= A A 3| Aboll v 22 @A At &

=5 o},

warning:installation-file.rpm: Header V3 RSA/SHAl signature: NOKEY, key ID 66£d4949
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5 n& YHeLEnter 715 T4 A 2 E AP AT
ol A4 gtd &l ez Al Fete] 74 223 ES APt

6 & A% ~E2AE /opt/vmware/vcloud-director/data/transferel vk E 3 o}

o

e 1452 2= VMware Cloud Director A ¥ = 543l vl x| Aol o] & F 5 nl-E ] of

hin

7 ol AuTl AT 5 s A A4 AL A
R A wpele] A% o] Bol LitE wE v e E FEIF S 5 glofok Filh
8 T4 ~AYEE AP ch

a AA I AR o] E5 AlFete] configure WS A ] o},

/opt/vmware/vcloud-director/bin/configure -r /responses.properties
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@]
e
W o
P>
fu
.

N

_

‘% 7} A A ol AAE AR o] 2ol 4] S8k Q] ZA] 2 A A Eolis A Lo = =
AR dFA e AR ol g B E AT T

M

>

e

o,

ot
A
T fe

5 #Helaha Al u] 5 dl o] B o] 2=ef] <17 5151 VMware Cloud Director 415 4] #-a}
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A AFgh y& 9l 8 8o VMware Cloud Director A 8] =& A] =gk o},
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

ZE Ao 4 VMware Cloud Director A ] =7} Al g 5w gfo] Al a 7], AJ~w] Fej A Al 2 el A
= A3k VMware Cloud Director tl ©] B] ¥l o] ~ oF g}, system-setup 3] M & 2}
e =+ E 43— slof o] Elu| o] ~ 5 Z7]38}e 4= 9l k. VMware Cloud Director A #| 4

>

VMware Cloud Director x| & &

VMware Cloud Director A1 ¥ =55 A4 3l T o]l &= Microsoft Sysprep ¥} % Cassandra tl o] E] #l] ¢]
25 AR 4 U b PostgreSQL Bl o] Ej ] o] 2 &5 AL&3l= 7 $-oll & | o] E]ul] o] 2ol 4] SSLE T4

=2
L RIE S I

W A 10155 A8l & AlF-A 2 el " E7F VMware Cloud Director APIE AR-&-3Fo] 14 Aol off gl ¢l
Ag el~Edta, v IDE SSL Al =4l 9] dF-= gl 4 9l574 k. VMware Cloud Director Yl E
Az d7de wzaes 4 HAEE 98 VMware Cloud Director APIE A& Bl Kl =7} o1 4 &
Fole v TAE AR 558 43t VMware Cloud Director A A & ¢l 2elo] = & 28]
o] 1 E o] VMware Cloud Directorell t gt i Al ~ H g5 Fof87] Aol AF F555 74 F e vl
E A4 AF 5 74 &S AL

Linux® VMware Cloud Director0f Cigt 270 TA A2 A X|H

<] s VMware Cloud Director ¥ &, VMware Cloud
| FA£E HAD 4 Y5

2E A R 25 0T S 55

Director APl % Z%& Z =] o 3l 7] 2% 4

lal
e

A F AHE

Al&" etz ol el of AR Al 38 A S AR A AR s

Hxt

M
o

1 Service Provider Admin Portal®] $]Z &4 3ol 4 Fha] 5 A9 g

2 AF o] AA otefell A I FEE FEH I

3 FE&EALAEA AASHHE HY S o

4 VMware Cloud Director URL+ AH&-7#F Al A st sl ) £ £ 45 A4 gl e}
a HITPM®<ch) 17 < gk A&7 A1 VMware Cloud Director 3¢ U

b HTTPS(H¢h) 1745 ¢33 AF8-#F X1 4 VMware Cloud Director 3% URLS 9 #dlx QRES
Felsle] Al B AlE Als AAG}E Al SAE 2= o

(o3

w7 o] consoleproxy

=
= awow %=

gis

1A Al Au] 2= A A AFGE = <l A oF LA oF Bk, o] A
21 7+ VMware Cloud Director 41 7] #] 7 4of] 9

Al A o) SSL F e A EHA gk gl
7] §l+= pEM H A 9] FE <1547} 31}5401 o} 3}
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

5 (A® 48 Cloud Director REST API¢} OpenAPI URLS AL-&#F A g slelnl ) 22 AA AHE & &
& AT o,
a AREA A HTTP 71 URLE ¢ 8 @ et
of| & 5¢] HTTP 7]+ URL< http://vcloud.example.com® & A A 3w http://
vcloud.example.com/apicl 4l VMware Cloud Director APlol| A 2~3}3 http://

vcloud.example.com/cloudapi©l 4l VMware Cloud Director OpenAPIlell ) Al =3k o 955

ol

kol ol &4

1
fo

>
i)
D
S,
o

HTTPS REST API 7] URLS 9l ¥ el J2EE &9
AAebe dsAE 23

i

o & 5] HTTPS REST API 7| = URLS https://vcloud.example.com® = A A 3wl
https://vcloud.example.com/api®l4l VMware Cloud Director APlell Al e} L

https://vcloud.example.com/cloudapi®l4 VMware Cloud Director OpenAPloll <} A
2% e

ol A Algl-& Mol EA A AFEE = gl T4 eF A oF sl ¥ A o] heepsl 72 VMware
Cloud Director A& 7] A 74l ¢ 2 =5 9l H A o] ALt SSL 57 AF&5] &= 7 ¢ 2= w2l 4]
VIP ¢l 5 A d Utk ol 54 Al gloll= 4 el 54, T3k el54 2 7lel 7] $l+= pEM P A 2] FE

=
1 o
54 7} 3k of of g e

o

ol

rr

=
o

2y
o b

%9 VMware Cloud Director ##] = &5 Z 5-2] A u] 2o dal] AL&AF #A| A £ E 7} 844391 #}A|
etho NICE AF&-3h o},

o & £ FQDN®| vcloud.example.com@l VMware Cloud Director 7+#] ¢l 2~E 2~ 2] 7] -

vcloud.example.com: 8443+ ¢ & g1t}

VMware Cloud Director= VMell A A7 & A5 & vl 25 254 FL£5 A&

7 HA WHEE AgEE ARE A

L

7|7t HEZ! H|o|E| A& 2 I8t Cassandra C|O|E{H|O|A M x| &l T4

S
VMware Cloud Director+ Zz}-$-= = 7P Al mvl o] FRAF Al A e B s Ao b3l d A
2 o] A AHE A getE 2T S AT 4 Gk oA W =7 of g8l o ©] E] &= Cassandra Z & &

gol A &g v o).

Cassandra©™ &= £~ o] Eu o] 22 7}AF A] 28 o2 3} 222 XA do]g & FA 5= 24 715
@ 1A EFALE W AGaE AlFehe vl A8 4 95 H k. VMware Cloud Directorefl 41 7FAF 4]
Aet= 5 led el Cassandra 28 ~H & A A 9 74313 cell-
& VMware Cloud Directorell &1 A &l oF gt ok, & x| o =2 &
1A 8 Ahehy7h E g sl A ek e

[e)
swl e oA £ 2 A4l

2
management-tools AF&3le] FElEHE

ANG Aol ol eul o] 2 £z E g

o
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

z e g oA 8 AahE 46 7] Aol VMware Cloud Director”l A A 5 o] A& &

o}z o] %&b Al 5o 7] http://cassandra.apache.org/ol Al At &5 7 =3 o},

s HEF do]Euo]A® ALY 9]el] A 8] 5] = Cassandra & 2]~ 552 "WMware Cloud Director
ge] s Anr guS x4 Al . http://cassandra.apache.org/download/¢ll 4| Cassandras =}
T2 Qs o

m Cassandra &g AA 2 4.

m Cassandra 22 &H o= 270 o] o] 2Bl vl 470 o] o] 7pAad AJ =Rl o] E ks o] of g

o},
s 271¢ Cassandra Al = =7} 2 g g o},

m Cassandra Zelold B9} == 7 53t & ALt e 5 A4 ¢ ok http://
docs.datastax.com/en/cassandra/3.0/cassandra/configuration/secureSSLIntro.html<] W&

S HEHYA

m Cassandra A&7 ol 55 AF&38l =5 A A 3 v http://docs.datastax.com/en/

cassandra/3.0/cassandra/configuration/secureConfigNativeAuth.html ] W-&5 Az 314] 4]
€]

-,

m 7} Cassandra &2 = El o4 JNA(Java Native Access) Bl A 3.2.7 o] A& Ab-&-3b =5 A A gk

=3
m Cassandra == 7F ¢+ 3 8= A9 Abgkel o] o}

m  Cassandracll 4 SSLe| AF-&-2 A1 #& A}gkelv] ol Cassandracl o gk SSLE A3t =5 A A 1A
%+ 73-% 7+ A($VCLOUD_HOME/etc/global.properties)®| global.properties I} el
A A vl ¥4 cassandra.use.ssl9 02 & A A @l ofF g o}

1 cell-management-tool &2 E] & AF-&3}e] VMware Cloud Director2} Cassandra & 2] 2~ ¥ £
X5 Zhof] A& A g o}

th& "8l dlol A nodel-ip, node2-ip, node3-ip ¥ node4-ip+= Cassandra &2l =€ T4 P F
) eh 718 £ E(9042)7F AHEH ek M EE] dl o] e =15 o A o},

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

A R EFE AGel Prlol 1@ ARE A5 A Be BT AR Age] U §L AR

Be!
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

2  (A¥ A3gh) VMware Cloud Directors ¥ A 91014 ¢l 8l ¢] =3}+= 7 §- cell-management-
toolw Ab&dte] Ml ER] dlolgu o] 27} B35l Ml E= S At 74 T o
oh5 ol oF ARk W e S A g e
[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool cassandra --add-rollup \ --username admin --password
'P@55w0rd’

3 7} VMware Cloud Director &% tFA] A #-gk] o},

Q|& PostgreSQL H|O|E{HIO|AAM F7F M =&
VMware Cloud Director A ¥ 55 1ut& o= VMware Cloud Director Aol 4 SSL <174 & &3l =
= 9|2 postgreSQL Hl o] o] 25 FA sl 3 A o) A5G oa) o3 o] gl o] A A W4 £

g % g%t

7hA kA g AA S el = A A E SSL Al FA 7 D83 of 7ol = A2 A w3l ol 7 HE
ZlHbo ® 3= 9b A s A2 A glo] L=t == AlA] A5 SSL l F A A Q1 F 7] Tl A Al H
gk SSL el 541 & AF82 4= 9 Al ut &l & 9l 5 4] 5 VMware Cloud Director truststore® 7}A ¢} of gHy
=3

Al 28] AR Bl g - Abghol] whis 2 A o] A S Fastew, o o] Blul| o] A~ 4] 3 ol A autovacuum Tl
A g 2 ol Ewlol A FAS ZAT 4 95

it

1 VMware Cloud Director2}t PostgreSQL Bl o] Bl #] o] 2~ Afe] o] SSL o 7 & 4] gh o}

a 9% PostgreSQL ©l o] Bl wl| o] o ol 3l &AM 5l ol S A gl el SAE AFEEkE 7T, 7
VMware Cloud Director Aol 4 b5 = 8 & 4 g sle] VMware Cloud Director truststore® d

olgu o] &= A F A5 7hA - E

rr

[root@celll /opt/vmware/vcloud-director/
bin]#cell-management-tool import-trusted-certificates --source path to self-
signed or private cert

b & ## s A sle] VMware Cloud Director2}l PostgreSQL AFololl SSL 14 & A}-&3l = =
Az gy e
[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true
--private-key-path %45 AF-&alel Aw] 259 2E Ao & Ja& AP 5 5ok

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool reconfigure-database --database-ssl true --private-key-
path path to private key
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

it

o) =75 g el AR AR WEe 5 A Bl BT AE Aol WEE REHAA

o

2 dA Al ~E A 2 A postgresql.conf Lol A dlo] g o]~ FA 5 H A g o}

% Fol, Wl mel 71668l A AR A e FEE AT 5 Ui

tle

max_connections = 500

# Set effective cache size to 50% of total memory.
effective cache_size = 8GB

# Set shared buffers to 25% of total memory
shared buffers = 4GB

3 8 A&l 2HA] postgresqgl.conf ¥} 9] autovacuum =i 7l #H 45 A g o,
2

ol =lA 9] VMware Cloud Director ¥ 22 = 2] 7 9 o} 585 AL

autovacuum = on

track counts = on
autovacuum max workers = 3
autovacuum naptime = Imin

autovacuum vacuum cost limit = 2400

Al z~Hlof A &5 3 activity parameters B o] Eoll tf gk AL-&-AF A 4
autovacuumfvacuumﬁscaleifactor‘%}O] a4 5o
Chaol s =y

postgresqgl.conf Zt4 5 HA G 7 F-of = vl o] vl o] 25 v} A] Al AHal| oF g},

RabbitMQ AMQP E27{ Mx| & 74

Apek #ked | okEl =& VMware Cloud Director API 2-7(¢ll: Container Service Extension (CSE) &=+
VMware Cloud Director App Launchpad)< AF-&-3}2 =1 RabbitMQ AMQP 227 & A A s} i -4 3
oF gk o,

AMQP(Advanced Message Queuing Protocol)&= 7141 A = Oﬂ fral gl oA A& A 8l &l w4 A o 7]
9 7152 AMug 39tk VMware Cloud Directore 7 4 u] =~ E
Al A W 25 Al F-sl7] 98 RabbitMQ AMQP B2 7] & A& o},

VMware Cloud Directoré] 7 %, &+21 & 42 o] RabbitMQ AMQP 2 27| tJ Al MQTT Z2lolel &
AREE 4 5 el MQTT Fehel el EE AFEsle] ojul = #he] 2 v e8] 5o Ul 88 AZsFA4] A

i

fo

Mzt
1 https://www.rabbitmg.com/download.htmlel 4] RabbitMQ Server& th-Z =g o},

#] 4] 5] = RabbitMQ # 2] ~ 2] 55 1 2w "WVMware Cloud Director & 2] 2~ A B & ZFZ 5FA4] 4]

e}
a
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

2 RabbitMQ A A A # o] w2} RabbitMQE A 4 == A Eof A X g o},
7+ VMware Cloud Director Aol 4 W E 9] 2ol 9+ RabbitMQ A ¥ T AEof A ~d 4 glofof
g o}

3 RabbitMOE A A sk &3k o] RabbitMQ A A g7 3} ¢l &3l =5 VMware Cloud Directors T4

ot Hl Aeg g 75l wd

oli

o}
m  RabbitMQ A ® T A~E ] Aqfstyl =w gl o] 5(ol: amgp.example.com)
m  RabbitMQ% ¢l & atE ol F &g ALEA o] &3} o} &5

m HEAT R AE SR s EEC
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m  RabbitMQ 7} ek | 7] ke v el of,

714 2 & VMware Cloud Director AMQP A 8] A& gFa sl 5| A & s A Al & By o} SSL& A

w| A A & obEghsl =5 AMQP A8l =5 A S 4 Sl5iH ok VMware Cloud Director Al ol
ql $14]: svCLOUD HOME/jre/lib/security/cacerts) Java Runtime Environment<]
71& JCEKS Al 2] A4 F AlEgsle] 27 Q1545 golates Aulas 74T 5 5y,

VMware Cloud Director AMQP 4] B] 2ol 4] SSL-& AF-&-3sl= % A A sle] = "WMware Cloud Director 41
v) 2= A A ] A LE sfol = o A AMQP B.27] T4 AR E x4 L.

MQTT 220|HEE ALE5t0{ O[HIE, & A HER 75

MQTT Z2lo] el E & 2}-€-3Fo] VMware Cloud Director ¢l E 2 zF¢lof] o 8F wl| A A & F 5 4= 9l 45
Y o},

MQTT+ 7 &, vlelyg], WAl A A4 L2 % F ¢}t VMware Cloud Director= MQTTE A3
WlE gl zh]of digk AR5 AA s AR }L MQTT Zeleld B AbE3le] mA A & 52 4 3l
ot MQTT HIA A= MQTT H2A 5 E3fsl, o] B2 A= Fefolel 7] 22kel AFE 7} oful 7 S0l =

W A A& A 7RE 4 ol e

VMware Cloud Director 10.2.24-8 = MQTT = 2te|l E & ARg-alo] sl 285 753 & Q5 e
A 2T ALE

m  WebSockets A al= MQTT Feleold E7} 9= 2kl g et

m  WebSocket g 2ol =5 2 Aol #llv] 5 F7he =A@l g

53l w o =g
A A WS AR B A
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1  OpenAPl 4% A-&-3le] VMware Cloud Directorell & 161 g1 o},
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VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

2 WebSocket 975 4 A sl # Sec-WebSocket-Protocol 44 & matt & A A star, Fefold S )
messaging/mgtt 7 &oll A= AAsta, ol dl v & Frlsta, 35 MQTT 94 255 u&
Yt
VMware Cloud Directorell ®38F 355 2291 8 Aol A JWT EZ S A of AFE-A o] &3} ¢k &
=Y EF Ay

Sec-WebSocket-Protocol: mgtt

Authorization: Bearer {JWT token}

Fue

3 dAo| AFAHez AAE MQTT Zeleldeas Eof 355 15

o)

publish/{user org id}/{user id}
publish/debd63a0-6eae-11ea-8c7b-0050561776be/d19fd8ff-6eae-11lea-bb42-0050561776c8

E3 FEAps ohd = E S A

bo 2B 24 %o Bal 2T 5 Q%I
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publish/ {user org id}/+
A" Fe] b= ofd EtE E ARG she] B ghbol] A A~ 4 9l ek
publish/#

4 (A9 Agh) VMware Cloud Director 10.2.2 ©] AFgl 7 §- v & 2] & 58k o},
metrics/{org id}/ {vApp id}
A& ") e R}put ol B8] ol A~ gl ok,

s AAY OE

VMware Cloud Director 10.2.24-8 = @A CPU % ®xg] AF-g-of upe} g1 E AF-Ex}7) off 5 2] Al o] A

< As ~AL A EE H T 4
CPU 9 == 2] A& sl vl g] Adt =71 ule} o ¥ E+= VMware Cloud Director AF-g-slof Al
B ~AYd 25 VM T 5 Aso® A /v F sy ok HYUE L el Al o] A& Al o &
2AYH B EE sl &t Als A S5 gh& T4, ARl D F-of 3 of g oF,

cdgt ol Ze] Aol A& A= s T4 g Ao 2 WAl 435 eIl VMware NSX
Advanced Load Balancer(Avi Networks)E AF-&3Fw1 % 1] o},
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>
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s A7 Z2{aQ! 7o L HA|
Bl d Eof tf gk HAl A A3E Fofshr] Aol Al 2AY 2§ EFAE FAMF Gk AHg ~A L=
< VMware Cloud Director 10.2.2 %€ A& 4 9l 51 o},

1 Zedel 9= A OSell root® A4 2cldh 7t SSH Fetold E 5 AHE-dhe] 2l g e,
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2 Cassandra dlo| el o] 2ol 4 ol =2 42 AR o] o =2 dlole] 442 A EHEF AR 5A
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w2 dlol e A %A ghol HlEel g 4% o
a 71704 s =2 dole 47 93 Cassandra H o] sl o] = A A B T4
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/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.collect.only -v true

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true

b

4  /tmp EH ol th5 WE 2 E metrics.groovy I+9 S A A g of

configuration ({
metric ("cpu.ready.summation") {

currentInterval=20
historicInterval=20
entity="VM"
instance=""
minReportingInterval=300
aggregator="AVERAGE"

.

5 sh9g 7hA gt

SVCLOUD_HOME/bin/cell-management-tool configure-metrics --metrics-config /tmp/

metrics.groovy

6 ©]Ael Cassandra® 743 ¢ SvlE = F4 dlojHulola ol 5 AlH AH T E 2 of EE
TTL(Time to Live)(¥)S Al &3l Cassandra &~7] 5 ¢l dl o] =] o},

$VCLOUD_HOME/bin/cell-management-tool cassandra —configure —cluster-nodes
nodes IP addresses —username cassandra —password cassandra password —port port number -

ttl TTL days —update-schema

ol
rr

le

7 CAAYR AFHE Agete] 4
& AY P

o

A ete A Ae =A L=

tle

A HES AR

belwl ehe w2

SVCLOUD HOME/bin/cell-management-tool configure-autoscale --set enabled=true
SVCLOUD_HOME/bin/cell-management-tool configure-autoscale --set username=<username>
SVCLOUD HOME/bin/cell-management-tool configure-autoscale --encrypt --set

password=<password>

Blol ol 4] il & A uf S (\) 71 25 AbEeto] S5 AR oAl ol 2 A L.
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service vmware-vcd restart
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W82 "VMware Cloud Director A ¥| 2 Al -7} ke A} 28 7jol = o] 29 Wl =
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gl o] =3 t}-5 VMware Cloud Director &< t}A] A #F g o},

714 VMware Cloud Director /¥ %5 ¢] Linuxell A4 # % VMware Cloud Director & 74 5 7] %
Linux¥ VMware Cloud Director A A ] AL & A-&sbe] 317 & o o] =3 4 9l of,
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VMware Cloud Director A%|2| LAAED O|MEl 4ad0|EE =&

--private-key-path 4 2% VMware Cloud Director A A #e] 25 A g bwl 3 o o] gl v o] 29}
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distribution-8.10.0-3698331.bin 255y th. o] A& 5195 A4 VMware Cloud Director
7P AR g e o] =g o

--private-key-path 4% &7 VMware Cloud Director A # #2] At & A g é}+= 7 ¢ upgrade + &
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sudo -u vcloud ssh -i private-key-path root@cell-ip
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[root@celll /tmpl# chmod u+x installation-file
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[root@celll /opt/vmware/vcloud-director/bin]#./Cell-management-tool
Cell Management Tool v8.14.0.4146350 Type "help" for available subcommands. cmt>
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cmt>cell -h

usage: cell [options] -a,--application-states display the state of each application on the
cell [DEPRECATED - use the cell-application command instead] -h,--help print this message
-i,--pid <arg> the process id of the cell [REQUIRED if username is not specified] -m,--
maintenance <arg> gracefully enter maintenance mode on the cell -p,--password <arg>
administrator password [OPTIONAL] -g,--quiesce <arg> quiesce activity on the cell -s,--
shutdown gracefully shutdown the cell -t,--status display activity on the cell -tt,--status-
verbose display a verbose description of activity on the cell -u,--username <arg>
administrator username [REQUIRED if pid is not specified] Note: You will be prompted for

administrator password if not entered in command line. cmt>
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the cell . . . For command specific help: cell-management-tool <commandName> -h
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Director tll o] Ej o] ~ 5 27| 3} 4= )57 o}

cell-management-tool system-setup options

o] u] Xéxélﬂ/‘lf— ol A= o] dad& AP 4 $l5 Ut --unattended

A S Al oF g e

E 51 A EE 27 SM0 Qe system-setup MR BH
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--help (-h) 9o
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--serial-number
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Server Etle] o] 55
437 A% ol &

—--system-name
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VMware Cloud Director A #], 74 2 ¢ 280l = 7leo] =

E 51 M oz =7 SMI Qlg, system-setup of | HH A<

A4 A a4
--unattended e Aw] Apgkel v o), o] g4 g &
FEH WA 7 s A8
A g o
--user A A F ol Al ~wl e Al 2~ H] e X}f— VMware Cloud
ApLo] ARGAL o] & Directorell ¢l %< ul] o] A&} o] &

2 A% 4.

oJ XMl: VMware Cloud Director A|AE] A% x|

rﬂi
rln
>

o] o} 7+ w22 A VMware Cloud Director 4 #] ol df? = A Ak
-—unattended % --password 7} A7 = A ¢k “H"Uxfoﬂ ™ Eé ol A A| =8l ] Afe el A ks

Al gaha ghelaheb i ol A A 5 A g

=

i

[root@celll /opt/vmware/vcloud-director/
binl# ./cell-management-tool system-setup \ --user admin --full-name "VCD System
Administrator" --email vcd-admin@example.com --system-name VCD --installation-id 2

Please enter the new password for user admin (password must have more than 6 characters):
Re-enter the password to confirm:

Username: admin

Full name: VCD System Administrator

Email: vcd-admin@example.com

System name: VCD

Installation ID: 2

Are you sure you want to use these parameters? [Y/n]:y
Creating admin user.

Setting system details.

Completing system setup.

System setup is complete.

Bl7HAl API 270 CHEE MH[A MBS A HM|A H|EE35}
VMware Cloud Director 10.05-5 &= 4 u] 2 A A<} H W= 7} VMware Cloud Directorel] Al 2~ &)=
dl ™ = 2] VMware Cloud Director OpenAPI =18l €4 & A& 4 alsru o

A 23 OpenAPIl 4 5 75 A-&3Fe] VMware Cloud Directorell thel o} Al =5 Al &gt o 24 H k&
AR I e

B  /cloudapi/1.0.0/sessions/provider - A8l Al FA 22915 9|8 OpenAPl 4. H YU E < ¢

A5 A3 VMware Cloud Directorell o} Al ~ & <= ¢l 571 o,

B /cloudapi/1.0.0/sessions/ - Bl E 23815 2|3 OpenAPI 4. A v Al 32+ o] 4 & AF

43lo] VMware Cloud Directorel] @0 A 2~ 8 4= ¢l <51 o},

712 o 2 A FA Je] Aol A AFEAE Japi/sessions API E A ol 22.9]1 6] VMware Cloud
Directorell | Al =3 4 Q157 ot
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Al 2] =9 manage-config ok W & A&l /api/sessions APl 4 ol B &k A u] & Al F-AF Y
Al 225 v A ghslo] | Al g AL A v] 2 Al FAuE A28 4 )= A /cloudapi/1.0.0/sessions/

H
provider OpenAPI jl7‘q o 19l 0} T Xﬂ?—?_% T 9}\%‘/]

Zk51 /api/sessions APl 4 of T3l A u] A A F A} HA A5 v A g5l 9l 5 & v] o] SAML EERtE
Al g8l A v s AFA LA o] mE El AA API A ol dal Al g ok

it

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v true

Py

Au) 2 A F A= /api/sessions APl B4 o] o] A} Al ~gh 4= gl oh, A u] = Al FAF = Al
OpenAPI &4 /cloudapi/1.0.0/sessions/providers AF-8-3lo] VMware Cloud Directorol oAl 2~k
T ATt Bl EE /api/sessions APl ¥ 3 Al /cloudapi/1.0.0/sessions/ OpenAPl €4 2+
= AFg-3led VMware Cloud Directorell @ 4l 2~k 5= 9l 51 o},

Ct2ol &g 5

EER

tlo
i
O%
o
A
I

0_1_4
ol

Al g A7} Japi/sessions APl A AA AT 4= Qe 5 A%

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

vcloud.api.legacy.nonprovideronly -v false

cell-management-toolcell-usysadmin-username -p sysadmin-passwordoption
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~help 9 o) Wl 4 ALE3 4 A Aol

n) W Lokg ol i

--pid A zZ Aol ZZA A |D —username WAl o] FA& AHETD

(-1) s o},

--maintenance true B+ false AL frA B e & AA g e

(-n) true A4E A B5E AA G
A% FA mg ez AT

--password VMware Cloud Director A]&8]  —username 542 A& 79 Al
(-p) it b e Ahekej et
o §4E Aeka elol 45T

--quiesce true =+ false Ao] 255 A G e
(-2 true 1+ 2AIERE 44 T
v e},
false 914+ 2A1E 2 & thA] A=
3 ek
--shutdown E7E= Ao 41 VMware Cloud Director
(-s) Auiazt Ao w Fag ek
--status E7E= Alof| ] Ag) Fol #be] 4 2 Alo] 4
(-t) Hlofl tlak A w & 3 A g o
--status-verbose R Aef Al A Fol Al F Al A
(~tt) o o g ApAl g A M 5 F A g e}
--username VMware Cloud Director A]&8  —pid oAl o] 545 A2 = gl
(-u) FE A} A A o) & Yok
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cell-management-tool -u sysadmin-username -p sysadmin-password cell-application command
sysadmin-username
VMware Cloud Director 4] 2~ 8l 32|z} o] AR&-AF o] 54 ] o},

sysadmin-password
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Al 2=g] el A4 SRl e Al dbs Al —-pid A S AR A 2R A2 Z 2 A2 IDE AT
G Ak Ao Z2A2 DE st ohgah 2 wE S AR S A L

cat /var/run/vmware-vcd-cell.pid

command
cell-application 3% M & ¢yt

E5-3. A EE =7 SM @, cell-application ot HHA

ke A% 4

--help (-h) b7 o] WA AHEE & & HEol dlgh e ofE Hof Frt,
--application-  ¢l& Ao FE] A o)Al D Bl ol Eel Aol Ao Al AelE ed g e
states

--disable ol =)Aol A ID A A] AR 2] o] A o] EE] Al o] A o] A=A ¢kr F gl
--enable o ZelAl o] A ID A A7 2] o] A ol FE] Al o] o] A E = E gl

——pid (-0) Az @A) ZEALID —u EE —ust -p Al o] FAE AED F 5
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Es5-3. Mz =7 M0t

Ol_l_f_’ cell-application 3}‘% I:c|=>|Eo=‘ (74] 5‘—'1_)

] A5 A
--password (-p)  VMware Cloud Director ¥-2| A} A8 Agkg] v o, o5 g Sl A AsHA gtod a5 = w4
stz A 7} A H ] ek
--set AelEEow s o Fefdle] A AR A Ags] = A e Ee]A el AgE Aot o] W A
A ID F5 A 7L Al Al 2L E] = AL ol FE] Al o] A e 7] E A S dofde ek 5h o
ZelA o] Al o] Al A AbelE W7 el ——enable =+ --disable®
A& e

VMware Cloud Director #+2] A}

ol &.

—--username (-U)

ofA: & o Z 2|70l A

t} & cell-management-tool % &

RO R R

[root@celll /opt/vmware/vcloud-director/

150 o] 4l €] A A Abel & k3

binl# ./cell-management-tool -u administrator cell-application --list

Please enter the administrator password:

name id enabled
description

Networking com.vmware.vc... true
vCD.

Console Proxy com.vmware.vc... true
connection...

Cloud Proxy com.vmware.vc... true
site.

Compute Service Broker com.vmware.vc... true
control...

Maintenance Application com.vmware.vc... false
undergo

Core Cell Application com.vmware.vc... true

APT.

o

E[JIS ] [ ES

74 &~ A4 O
= o H

Cio|E

A el =9 reconfigure-database 3H¢ W& &

o dA S5 qlHlel =g 4 Y5

VMware Cloud Director A #| &=+
g 2ol Euo] A A £A45
Director A 2] vl 9 Z7] F4 55 x4 A S

VMware, Inc.

Exposes NSX api endpoints directly from

Proxies VM console data

Proxies TCP connections from a tenant

Allows registering with a service

Indicates to users the cell is

Main cell application, Flex UI and REST

A}4-3} o] VMware Cloud Director d o] B v o] ~

VMware Cloud Director ZF#] vl 32 Z 2 Al 2 F-of| ©] o] Bj ] o] A
T4 3}, Linuxel VMware Cloud Director 4 A % VMware Cloud
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cell-management-tool reconfigure-database options

%8 reconfigure-database W& & Adte] WAL W& =2 74 714

5 7}4 responses.propertiescl 715 Uk WE & Aty A
o §5 =t ¢] /opt/vmware/vcloud-director/etc/responses.propertiesel i 2277} 7}
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global.properties ¥ A< &

—-pid A S AFEEA B A el = AL b4 Al AEke] WA &S A &al oF g

E5-4 M e 27 M1 QI reconfigure-database 5t B@H

4 A5 v

--help b7 ey o] Wl ol A AL 4 9l Al
- W Lok ol Fueh,
--database-host VMware Cloud database.jdbcUrl 54 ¢ 7+ <
(~dbhost) Director sl o] Bl #e]2~ o] =g o},
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F2 ol $4E T AT AS
off vle]glwl o]~ 5 -4 3 ulf A A gt
A &g g Al ok e
--database-name d) o] Bl Wl o] & A]u] A database.jdbcUrl %439 *e <
(-dbname) ol & o] o] = 3] o},
--database-password gl o] Elw] o] 2~ A-€-AL¢]  database.password 549 e ¢l
(-dbpassword) S o] B3 ok Al Fsle GaE 54
o & A 7kE 7] Aol ok sty v,
--database-port dlo] el o]~ FAE 9 database.jdbcUrl 5419 Fh& ¢
(-dbport) gl o] Bl o] 2= Au] 2ol o] E g e},
A Ao EE W3,
Z8 oW g AT AET
o},
--database-type ol o] Elwl o] 2~ §-3 . o} database.jdbcUrl 54 ¢ #& 4
(-dbtype) = % ok o o] & g e},

B sglserver

B  postgres
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A 4 ol ek
--private-key-path Aeof el 7] AR o5, AE AFGY ek Aw 259 B E
Alo] AAA o 8 F g = 5 o] g u
o]~ &4 o] gul o] E & 3L vhA] A] A
ek
T8 RE AL FFA SSH A
A5 stz glo] & &all o et
--remote-sudo-user sudo A kel gl= A& A AAEAI FEIL okl A
Aol &4 e, -—private-key-path =43} &7
AR5 eF,
7] 2] 7] - postgres AF-&- ol o 3l
of FA5 AT F olsr el
--remote-sudo-
user=postgres).
--database-host ¥ --database-port A& AF&3lH & o] ol4o A& el A|ul T AES} ¥
o) Zgto] Wl =gl 2ol AAl 2T 4 gleA mi AGH FRe A Fal dlol o] YA H
EgA] 9] o,
--private-key-path A AP E S e AL AL SSH A S k3 glo] F &l s
Aol ek ol & So Eels Fdated b Linux W@+ A% + sy

sudo -u vcloud ssh -i private-key-path root@cell-ip

VMware, Inc.

194



VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

of e Aol A= IDE veloud® A A g th cell-jpell = Aol FEZ SSH 45 dA At FE ¢t
= Al FakAl ok 24 A9 private-key-pathell = 7Mel 715 veloud.veloud AFEAH7 415 4
R, A ets F& 7171 cell-ipAl A FE ALEAFS] authorized-keysell o =] o] AF3 o},

3 VMware Cloud Director Z 2 Al A7 A == IDE AHEE veloud A4 veloud 15
vcloud.veloud Al ©] VMware Cloud Director A ] 3e] &lol] 2] 8] A H YTt veloud AFSA = <&

7t g,

[root@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
-dbuser vcd-dba -dbpassword P@55wOrd

ofjAMl: 2= Mo| gt R{F A2 E3H VMware Cloud Director Ci|O|E{H| 0| A
IP 4 YH0|E

FEZ} obud AFgAo] v sudo HEke] Sl 7, =& Al 4 VMware Cloud Director ] ©] €] #] o] 2~ 2]
IPF4% A A e ew ohs el A e e,

[sudo@celll /opt/vmware/vcloud-director/bin]#cell-management-tool reconfigure-database \
--dbhost db_ip address -i $(service vmware-vcd pid cell) --private-key-path=path to private-
key \

--remote-sudo-user=non-root-user

N =

o A7 ES ClojlH HM 2 =+

VMware Cloud Director= Quartz =4l 2A1 &2 & AF-&3ko] A|2Blol A A 59l vl 57 2Fel & =4
gtk Quartz 2A1E# dl o] glul| o] A7F A R A ABIS A A SEA] e 4 9l ek A ] =9
fix-scheduler-data % &5 AF-&3lo] ool g o] 2ol A £ald A7 &2 dle] g & A st 283k 7
Fele delgE 57 4 5ok

ol o] e W] o] ol 4 45l 2AE dlo] ¥ 5 AAaelnl ohg B4

ol
ol
i
o

Ag A L.

cell-management-toolfix-scheduler-dataoptions
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E5-5 Mag =23 Mo Ol fix-scheduler-data ot @™
A4 A5 A
--help (-h) SFEes o] Wl Foll A AL 4 9l o
Hlgh & oks Mo Fct
--dbuser VMware Cloud Director dl¢] ¥l =& &0l Al -3 of g e}
W] o] 2~ AL& AL o] ALEAL o] £9)
v o},
--dbpassword VMware Cloud Director "l e8] Al g-&lA] = 45 a5 &= =
o o] 2~ ALg-Ab o] gk gl o, A A 7} F A % e}
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Al 2] =79 generate-certs % %5 A& 3t HTTPS B 2% Z 5 4] £ 4 of e gk #AFA| A1+ 5 SSL <l
=
G

’F VMware Cloud Director A1 ¥ =52 = 7§ ¢] SSL A & Al all oF et shib= HTTPS Al Bl =%
o], o} & slif FE ZEA] Au]AE Y of HTTPS A v~ %2 VMware Cloud Director Service
Provider Admin Portal, VMware Cloud Director Tenant Portal @ VMware Cloud Director APIE A
Ao d44 FE5 254 42 vApp % VMol Hlg VMRC ¢ 45 A &] g o}

Al 3] 9] generate-certs 8-> Linuxell VMware Cloud Directorell dff gk A 4= &l SSL ¢l %
A A AAE AE ok o

X}Xﬂ A H SSL ol A5 A2 A A sked A keystoredt 715 keystoreoll F7Fslted vl w8 Eof ob 53 3+

w4 A 27
--help (-h) 2 o] Wl A Abge % gl 3ol
e sobg el Fiie
-—expiration (-X) adays-until-expiration el Al ml 2 7AW ol So]wg)
713k 3659 v e
--issuer (-) name=value], ol Z= 4] Wk Al o] X.509 G o] 29
name=value, ...] Y}, 7] 2k

< cn=ropnd Y T}, ¢ 7]
A FQDN-E Aol A skl =g
FolAY, AtstE =eel ol E o] Al

2
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1 o] 3
oA e A A P FLYY

ohoofe] 54 H g A4 7
A3 2 FEeta AA s wER

% HoAx

P

--httpcert (-)) 8 HTTPS EA el vl gk el 545 A4 T
Y
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Es5-6. 42 =7 M 9l generate-certs oHY HH (1<)
4 A4 A
--type (-1) keystore-type 7] Ao FAlde, 7 Eae
prcs12$d Y vt gceks 7] A4S ut
T s
--key-size (-S) key-size )| E theol o] A7 38 s 7] 49
2714 ek 7] 52 20489 U
1,024 8.t} Ak 7] 27]3= NIST
Special Publication 800-131A¢] u}
g} o] o] A} Al =] A ok v},
--keystore-pwd (-W) keystore-password o] ZEo 9+ keystored] 4z 4]
v e},
--out (-0) keystore-pathname o] ZAEo| 9l keystore2] Al A
73 & ol &t
--consoleproxycert (-p) b7 e & ZF5A Aol AT AT AE A
A g ok
dar o] 3k W o)A a9 TR S FAN HEl -3 F pE EHALGHE 5L pE E
A F AT £ e A3kt b e,

oA Xb&| MBEE QIS M BHE 7]

I ol Al Bl A keystore©] ¢] A

=/t
ol A ¢l 7 AEo & utEo] Ao},

mp/cell.ks®l 3L $+& = kspwielil 7} g et o] keystore+

o) Aol A& 71k gl A AFAF HE T BFA o] B2 on-unknown . E A4 H o] %]
g Q) F A& 71 204891 = 7] Aol & AHga, whE A 1d Foll vk g e

[root@celll /opt/vmware/vcloud-director/
bin]# ./cell-management-tool generate-certs -j -p -o /tmp/cell.ks -w kspw
New keystore created and written to /tmp/cell.ks.

o el Alell Al = HTTPS & Aol talf Al vk A Q15A 5wk vb, =3 7] 27]oF Wb Ap o] Foll of g AR}
A gz A ek g A o] § 2 cN=Test, L=London, C=GBE *é o] dF ek HTTPS <174 ¢
A Q1A= 40960 E 71 & Hfreba, qbs AR NE 90 Fel st g vtk E Z 54 EAof it
NE A= QFE A Fsde

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool generate-certs -j -o /tmp/cell.ks -w kspw -i "CN=Test, L=London,
C=GB" -s 4096 -x 90

New keystore created and written to /tmp/cell.ks.

F9 keystore 7} 3} o] i}"—i o] A A= & ¥ 2] & veloud.veloud AFEA7) 918 4 9o oF @ o},
VMware Cloud Director A # 3#2] A7} o] AL-g-AFo} 255 ubF ] o},
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HTTPS X 2& Z R A| Eoi Ciet QS A HHH 7|

Al el =79 certificates W& A&l HTTPS ¥ &5 Z 54 4 of o

o,

A A2 =T certificates WH 2 7] E ol H5A]E PKCS12 B+ JCEKS & 4] 7] A AF4ol A4
SAHZ att s Z2 A A5 AE s o A A EH el A5 A 9

A5 A 9l F A E vl = 7% certificates B = AFE3 o A E ol F5 A5 E3slE 7]
=a =) ]

mtE 29 Linuxell VMware Cloud Directorell =l g #FA] 4] =

=
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wm
w0
—
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of¥
2
i
g
o
=f
A

cell-management-tool certificates options

E 5-7. k" ‘_"l'El EF Qﬁ |' |A, certificates 3|‘-?-| %'F‘g

g4 A% 4%
--help (-h) N o] Wl ol A AbEE F 9l = F ol
g sokg o Fuoh
--config (-C) A 2] global.properties I+ 7] £-3k-& $VCLOUD HOME/etc/
ol gk AA 74 & o] &tk global.properties§] .
--httpks (-)) = http &4 ol 4 AF4-8}+=

certificates®}i ¢| &<
keystore =14 & B} v},

--consoleproxyks (-p) = &z 2] FA A AL =

proxycertificates®fi ¢ &9

keystore o4& B35 e},

--responses (-I) responses.properties 7| &% $VCLOUD HOME/etc/

Fd_, fo,

3]’ off gk A A 72 o] 54 responses.properties$ It}
o},
-—keystore (-K) keystore-pathname A e 5] o]l Z 4] 7} So] 9l PKCSI2
== JCEKS & 4] 7] A Ao A A
A2 el g ek AgHA G -
e @A o] k& A= G5
--keystore-password (-W) keystore-password ——keystore Aol A A=

PKCS12 & JCEKS & 4] 7] Al 74
g GG A5 BE
-kspassword 2l --keystorepwd +
A% o)A e,
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oA RIZ A HF7|

At LGS 7] B YA N o] FBFA] e G ——config ¥ --responses wA & AT 4 gl o 9]
Al Ao 4= /tmp/my-new-certs. ks keystoreol kspw SF 7} sl o] dl Ao A= A2 71E

http 4 ¢l 5415 /tmp/my-new-certs.ksoll 3+ 9S4 Z vl o},

[root@celll /opt/vmware/vcloud—director/
binl# ./cell-management-tool certificates -j -k /tmp/my-new-certs.ks -w kspw
Certificate replaced by user specified keystore at /tmp/new.ks.

You will need to restart the cell for changes to take effect.

e

T QFAE ol AL ha] Az o ek,

Q|52 MH|AONA SSL QIS M 7K 7]

A el =79 import-trusted-certificates % &S AF&3lel AMQP 2 VMware Cloud Director Hl

o] Bl wl| o] 2o} -2 o] L A ] o v gk Mol A AA | AL ol FAE 7Aoo

9 ] zof o gk Mol ] S A4 et wl VMware Cloud Director 7} A 8] 2=¢] 9l 541 & #FA]|

truststore & 7} A e} 4] @l of Al v] 2ol e gk gk AlE Alcls AAs o e AlE S F e dsAE
< g

Al o] truststore® 7}A4 2w ofg3} 7+ Alo & e & ARR-gh o),

)

oli

(]

cell-management-toolimport-trusted-certificatesoptions

E5-8. Mg =F M O._'-)F, import-trusted-certificates 5t BA

&4 A% ek

-—help (-h) ST o] W ol A AFE F 9l mF ol
G eeke na Fuin

--destination ERCIE= th 4} truststoreel Hh gk A A 7 & o
FU S B el ATHA Be
A 7B AH e Z Jopt/vmware/
vcloud-director/etc/
certificates® A A},

-—destination-password Ak o) 4k truststoreel w2k sFz <l o},
W) ol Al TE A e A )27
o 7
vcloud.ssl.truststore.password
o ez A

--destination-type 7| AR 4+ )

o) 4k truststore?] 7] A k4
vtk JKS &+ JCEKSY < 3l
o}, 7|24 e 2 JCEKSE A4
o},
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Es5-8. Magl =7 M0t I-JF, import-trusted-certificates 5t HH (74] :—_,1_)

24 A% 49

--force e 4} truststore ] 71E QlS41 & |9
o],

--source 7R o] & 42~ PEM 18l ofl sk A Al 74 = o]
=t

oA: MZE + Ue AUBM 7HK27]

of gl Aol A= el 5 A& /tmp/demo.pemell 4 /opt/vmware/vcloud-director/etc/
certificates® VMware Cloud Director =7 7] #174 % 7}A 5+ vk, VMware Cloud Director+—
7| A otaE tastE gz AAshd, ¢] ¢4+ import-trusted-certificates WH R

a5 o

[root@celll /opt/vmware/vcloud—director/
binl]# ./cell-management-tool import-trusted-certificates --source /tmp/demo.pem

vSphere Z|AANM B QIS M 71X 27|

dodlel= & A 2] =529 trust-infra-certs 485 AF&38Fod 27 2] vSphere 2] A2 220f A
VMware Cloud Director Hl o] ¥ o] A~ & ¢l F5 A& A sl o 7} A 5] v}

Al 3] =49 trust-infra-certs %= 37 2] vSphere 2] £ 204 SSL 9l 54 & A5 o E 474
sl VMware Cloud Director d] o] B} ¥l o] A~ & 7} A 1] o},

A 2F ALE

75 71 A& vCenter Server 3 NSX Manager ¢l =Bl A7} 7hg 5] o] A g F9l #] 2ol g o},

2

*t
VMware Cloud Director & 2] OS¢l root® Z ¢l 3} 7 1} SSHE Eaff o 4 gk o},

2 q_o z;jxloiuiaé% Ig?ﬂ_]/]q_

—

/opt/vmware/vcloud-director/bin/cell-management-tool trust-infra-certs options

5-9. M 2| 27 SMI} Q4 trust-infra-certs 5t BEYH

b

24 Q% g

--help (-h) N5 o] o Al A& 4 Q= W w ol o
& Sokg el FU,

--vsphere = o] AAlel A 555 =& vCenter

Server, NSX Data Center for
vSphere % NSX-T Data Center ¢l
el ol o gt Q154 5 Al 2 Febe oA

A& AT G e

VMware, Inc. 200



VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

E5-9 dag EF M Ol trust-infra-certs oF EH (A1 <)
A4 s A
——trust B e Al®] AFgkel ] eF VMware Cloud

Director truststorecl ¢l 545 F 713

Shss

——inspect A A she 42 A Ao A5 E sl ® L4
et

--unattended Ee= Ae Ay e}, o] Az A S E
sl ol b 4d e LA @
LUk mE ol ol Z A7) A E o 2
Al

Od| A vSphere E'_I_/.\_é ZHOM 2E CBSM AlZE L 72 7|
=

G BRGA AFAE A A LW eSS A ST

fr
2
X
i
°
[
L
=2
rr
<
<
=
Q
)
)
@)
1e)
C
o
)
-
)
0O
~+
o
-~
=
|t
o
1y
=2
=
roh,
e
By
™
F_|_4
e
o
=,
rf
[m
2
)
2

)
G
bri
o,
=]
]
o]
)
Q
o
&
o
)]
pes
Q
0
o]
o]
0
Q
i
'_l
o)
o]
o
'_l
o]
Q
o
'_l
'_l
)]
pet
g
AW
o
™
>
of
oli
o,
&
=
e
fot
P>
l !

VMware Cloud Director 10154 A v] 2 A F-#F 2 el ¥ = 7} VMware Cloud Director APIE AF-&-3} o]
A7 Aufol g AA LS eaE=dla SSL A=A o] Ze] AT A8 IDE Feldd 4 g5

1 VMware Cloud Director A ¢] OS¢l root® &9l dt 71} SSHE %3l 17 3]},

2 o gEE AYdte] AN S5l 5 ForE o

/opt/vmware/vcloud-director/bin/cell-management-tool manage-test-connection-blacklist

option
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E5-10. A 22| =7 SM1} 218 manage-test-connection-blacklist of 9| HH
4 A5 A
--help (-h) Ee= o] W ol A ALg-3 ¢ 9l el v
g 2 oks Hol Fuch
--add-ip IPv4 == IPV6 T4 AR S-S IP FaE FoH
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Mol FIPS AEf 27|

VMware Cloud Director 10.2.2% ¥ ®& 24 VMware Cloud Director A ¢] FIPS Ae] & =gl sl7]
ol fips-status W8S A2 4 el o] =82 VMware Cloud Director %A 2] FIPS AH| & 3
Al el A] ek5r ] o,

Linuxell /1 VMware Cloud Directorel théll FIPS ==& 283w 5 A A 51 uldof o gk
"VMware Cloud Director A1 ¥| 2 Al g-#F 2] A} L8 7ho] =n of| 4] FIPS B= AR5 A2 A A £,
fips-status W& -2 25 A Aol gk FIPS A&l A B (el A o] &, UUID, IPF4 2 FIPS AE)E %

Al g o}
A FIPS 2= A Hol o) &k x4 &k W 8- VMware Cloud Director

>

JSON &4 &) dll o] ¥ & F=Al et ™ -—json el 25 A7 ek 5 o,
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VMware Cloud Director & 2] OS¢l root® 2 4 Z29l8} 71} SSH Felold E 5 AF&3lo] 29
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/opt/vmware/vcloud-director/bin/cell-management-tool fips-status

Es-n A el =7 M @l fips-status BE
k] A5 A
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management-tool ciphers -a® 4

Sy
2 cell-management-tool certificates W& & AF&3le] Ao 7|E AdF5AE A AdFAE vl
e,

3 cell-management-tool ciphers & & AH&3dte] 3 &5 ot3 F55 A FA st A 154 <}

G Abgele Wl 8 e ks 2

Z9 VMRC %ol 4] = AES256-SHA 2 AES128-SHA 3 35 AF-&38) oF 8} 7] wl] F-of VMware
Cloud Director Zz}e] el Eol| 4 VMRC %5 A4 7% AES256-SHA 2 AES128-SHA ¢+ 35
3] &8l oF g o}

3 SSL t= 3t 55 gelete v A R Ee ARl Al L
cell-management-tool ciphers options
E 5-12. A g2 = SMI @l ciphers M9 BAE
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--help (-h) e o] HFFoll Al A3 4 ol W E el
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--reset A& A

--compatible-reset o) 71 5h
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* TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384

* TLS_ECDHE _RSA WITH AES_ 128 GCM SHA256

* TLS_ECDHE _RSA WITH AES 256 GCM SHA384

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ciphers -1

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256

Allowed ciphers:
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VMware Cloud Director A ], 74 9 ¢ 280l = 7lo] =

2 SSLl=Aela Fol Aol Al g = X' 43 F55 7hA U

Wl 59

rlo
ol
oo
i)
-
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ol
o
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# ./cell-management-tool ciphers -a
Product default ciphers:

* TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256
* TLS_ECDHE_ECDSA WITH AES 256 GCM_SHA384
* TLS_ECDHE_RSA WITH AES 128 GCM_SHA256

* TLS_ECDHE_RSA WITH AES 256 GCM_SHA384

* TLS ECDHE_ECDSA WITH AES 128 CBC_SHA

* TLS ECDHE_ECDSA WITH AES 256 CBC_SHA

* TLS_ECDHE_ECDSA WITH AES 128 CBC_SHA256
* TLS_ECDHE_ECDSA WITH AES 256 CBC_SHA384
* TLS_ECDHE_RSA WITH AES 128 CBC_SHA

* TLS_ECDHE_RSA WITH AES 256 CBC_SHA

* TLS_ECDHE_RSA WITH AES 128 CBC_SHA256

* TLS_ECDHE_RSA WITH AES 256 CBC_SHA384

* TLS RSA_WITH AES 256 GCM SHA384

* TLS RSA_WITH AES 128 GCM SHA256

* TLS RSA_WITH AES 256 CBC_SHA256

* TLS ECDH_RSA WITH AES 256 CBC_SHA

* TLS RSA_WITH AES 256 CBC_SHA

* TLS RSA_WITH AES 128 CBC_SHA256

* TLS ECDH_ECDSA WITH AES 256 CBC_SHA

* TLS ECDH_ECDSA WITH AES 128 CBC_SHA

* TLS ECDH_RSA WITH AES 128 CBC_SHA

* TLS RSA WITH AES_ 128 CBC_SHA

[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool ciphers -d
TLS_RSA WITH AES 128 CBC_SHA,TLS_ECDH RSA WITH AES 128 CBC_SHA

N
oL
ol
tlo

Adste] Aot b 555 Al F5ol gle o= v EA g Yok

root@bosl-vcd-static-211-90 [ /opt/vmware/vcloud-

director/bin ]# ./cell-management-tool ciphers -1

£ B5o] Fo W

N

y)

o)A AHge e 4gE B

LS

o

Allowed ciphers:

* TLS ECDHE ECDSA WITH AES 128 GCM SHA256
* TLS ECDHE ECDSA WITH AES 256 GCM SHA384
* TLS ECDHE RSA WITH AES 128 GCM SHA256

* TLS ECDHE RSA WITH AES 256 GCM SHA384

* TLS ECDHE ECDSA WITH AES 128 CBC_SHA

* TLS ECDHE ECDSA WITH AES 256 CBC_SHA

* TLS ECDHE ECDSA WITH AES 128 CBC_SHA256
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VMware Cloud Director 4 A, -

TLS ECDHE ECDSA WITH AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 128 CBC SHA
TLS ECDHE RSA WITH AES 256 CBC SHA
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 256 CBC SHA384
TLS RSA WITH AES 256 GCM SHA384

TLS RSA WITH AES 128 GCM SHA256

TLS RSA WITH AES 256 CBC SHA256

TLS ECDH RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 256 CBC SHA

TLS RSA WITH AES 128 CBC SHA256

TLS ECDH ECDSA WITH AES 256 CBC SHA
TLS ECDH ECDSA WITH AES 128 CBC SHA

—_— | — in|
SIEIlESSLEZZEZE S
SSLal=Ao] 2 Z A~ Fof| Abgelte Alo] AlF-ehw SSL ZREF A ¢S A etedw A 3] =
9] ssl-protocols % &5 AF&3H o},
= eto] <l E7F VMware Cloud Director 4ol g SSL 14 & wb5w, AL 3] &5 SSL Z 2 & F 5o
T4 = oﬁ e ZEEFuk AbEet =5 Al 3ok TLSvI, SSLv3 2 SSLv2Hellos %33t & 71A] =&
EF A7 Bl A oA o] = Ao A7 witol 7] ol 2o QA S5
A}
1 VMware Cloud Director A 2] OSel|l root® =4l & 18l A} SSH Zefol gl E5 AF&ale] & 19)
.
2 HEEHe=SSLEZRES H55 delshe HE s AY g
cell-management-tool ssl-protocols options
E 5-13. A o2 =7 M1 @, ss1-protocols 5t¢ BH
4 A4 A
--help (-h) e o] Wl Foll A ALE-3 4 9l = W Ed o
o gk 8 oFE Wof Frt,
--all-allowed (-a) Ha VMware Cloud Director7} #] ¢l s}
= 2ESSLZEE S Ay
=
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E5 3. M e EF SMI 2l ss1-protocols oF HE (A£)

=4 A5
--disallow (-d) A3 E 8l SSL =
EEF o] %Y F54
et
8
ssl-protocols --disallow®
A F AL ohA] Al Al oF
ot
—~1ist (-) B e A AR Tl FEH SSL 22 E
FAFE A gt
--reset (-r) e TAHESSLZEEF 558 F
A7l E e A Pt

ssl-protocols --reset

L2
T ARD F AL A AR ok G
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ofAl: {2 L AMEISSLEZZEZ LY LU FHEEX| AESSLEZZEEE S
g MM+
SSL gH=Ao]l 2 =5 Alo] A

g3 e,

ok
uct

TUE EESSLZEESS YddtH Y ——al1-allowed(-a) w45

[root@celll /opt/vmware/vcloud-director/bin]# ./cell-management-tool ssl-protocols -a

Product default SSL protocols:

* TLSv1.2

* TLSv1l.1l

* TLSvl

* SSLv3

* SSLv2Hello

4o
fia)
st
fiAs
A
B
ﬁ‘

[root@celll /opt/vmware/vcloud-director/bin]l# ./cell-management-tool ssl-protocols -1

Allowed SSL protocols:
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* TLSv1.2
* TLSvl.1l

3¢5 A = SSLZEEF

=S ATFAsHH ——disallow(-d) 45 A&l o] fAol+= ss1-
protocols —ac°l ¢ 4 =

g zzEge el A %
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o] dlof A= TLSVIS ¥ el e 3] &5 =
vCenter Server H &l ~

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool ssl-protocols -d SSLv3,SSLv2Hello

ol W& AP Foll= AL ohA] Al Ael oF gt

HEZ =& & HA 74

Al 2] =79 configure-metrics W& A&t FAZ ER AggE 74T 4 d5Hh

VMware Cloud Director= 7FAF Al ~8ll A5 2 gl AFof tigh dA 2 o] A AHE Algete oE=
< +A1d 4 9l Y vk VMware Cloud Director 7} 4 eb= Wl 28 & Al afedw o] aF%] w e & AF8-3
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[e)
o} VMware Cloud Director ®| 2.2 A4 2 A1-&-317] 93 Apache Cassandra ©l o] € sl o] ~5 T4
3l#1 "l cell-management-toolcassandra oF¢ ™ & & A& 31 o}, Cassandra = £ o o] 5] o]
T4 Ul S5 AE A4 A 8
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1 VMware Cloud Director A ¢] OS¢l root® 24 2283} SSH ZFelold 5 283l 2 a9]
gy e},

2  VMware Cloud Director”} <% s}

rlr

il
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9g T4t

/opt/vmware/vcloud-director/bin/cell-management-tool configure-metrics --metrics-config

pathname

E 5-14. M gl =7 M0 @I, configure-metrics 5t EAE

k] A A
--help (-h) SPE of el Al A3 = 9l+= W el
gk ke Heod Forh
--repository-host(AH&E A %% KairosDB &~ E ¢ 3~ E o] o o] A} AL&x| x| ok o}
e VMware Cloud Director =] £ 2|

AL 2 Agsl7] 9@ Apache
Cassandra ©ll o] e ul o] 2~ 5 -4 s}
2] cell-management-tool
cassandra oF9 % # <
--cluster-nodes w45 AF&-8

ek,
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E5-14. A el =7 SM0} Q3 configure-metrics 3 BE (A1%)

7 Q% vy

--repository-port(AH& = A $55) AF-€-2 KairosDB Z =9l v o}, v o]k ARG A ks e
VMware Cloud Director ™ = 2|
Az AEek7] 218 Apache
Cassandra ©l o] ¥l o] 2~ & -4 5}
2" cell-management-tool
cassandra o§] W 9] ——port
AL A&yt

--metrics-confg 7R o] & HEZ 74 sfdo] A2

3  VMware Cloud Director ¥l A ©] 10.2.2 o] 4kal 7 % oh5 & & A g slo] o =8 AA & A& =5
ARG x5 9l

/opt/vmware/vcloud-director/bin/cell-management-tool manage-config -n

statsFeeder.metrics.publishing.enabled -v true

VMware Cloud Director 10.2.2F <= ®| =& 74| 7} 7] 24 o = u] 2 4] 8 5] ] o},
of|A: HIEZ] H|O|E{H[0|A 42 T+
o] el Alo| A= /tmp/metrics.groovy Zrdel A A H 2w E=] 4 & 743 o

[root@celll /opt/vmware/vcloud-director/

binl# ./cell-management-tool configure-metrics --metrics-config /tmp/metrics.groovy

VMware Cloud Director = =2 7% 48]+ vSphere Performance Manager 7} <74 & = =2 <]
9 AFE T EE o] 53 A A gl o gk ARAl g W &2 vSphere Performance
Manager 24 A4 & A E A Al & metrics-config Aol & kvt o] AFe] W EF] o] Fo] Fehr|of glo

o 23 A e B g A el HaeE Ak ol = o3k 25 o

oli
L

PH

configuration ({

metric ("cpu.usage.average")

metric ("cpu.usagemhz.average")

metric ("cpu.usage.maximum")

metric("disk.used.latest") {
currentInterval=300
historicInterval=300
entity="VM"
instance=""
minReportingInterval=1800
aggregator="AVERAGE"
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cpu.usage.average * A 715 CPU o] 7}AF Al Ao A k3] Alg-El= b
CPUSY Bl &= ¥ 1 He daE B nE LAY nE 2ot
g

cpu.usagemhz.average 0] 7h AR Al el ol A Zbe] ALg-slE 3 CPU U] &4 3

cpu.usage.maximum Z b2 715 CPU 5 o] 7HAF Al adlol 4] gabg] ALg-sli= # o)
CPUS Bl &2 FA = T2E M7 B8 279 BE soj7)
£y

S ECE R R P R R E B

mem.usage.average

o s
S
i,
o

disk.provisioned.latest Z3&bslE =5 7FA ol o] ] Al E]oll A o] 7}k Ble ] A s g
Gl ' A F7

disk.used.latest B M e Tl A] Abgdhe 2R 2 A

disk.read.average RE A ElE gl ik 9t 9 7] S5

disk.write.average 2E M BlE HlaFo o g H 2] S5

Aol ol2] 7le] 227} ¢l+= 7% VMware Cloud Directort =& ]2 =0l H gl %] A
-iﬂiﬂ%il§44(PUﬂEa% 2E Aol g Al AA S Y e
H

5 AR F s h

w7 W4 o] & zx A

A vl =] F o] tel] A 7bed HA vlEY s Fe g
wl] Abg-eh 2k (Z)Y o 71232 209 Y EF vSphere
Performance Managerell 4 ¢] 4 = 2 VMware Cloud
Directore < 1w E = o djal A gk 208 o & k& A g

b
)
&

currentInterval

o}
historicInterval Z(A ) 717k =2 kol el el w) AES = wks) 7k A, 7R
& 20¢] 1 t}. vSphere Performance Managerell 4 ¢ Dﬂi
VMware Cloud Director+ 4=+ 1 ¥l E 2] o] 2l 4t 20 o}
T e Al F e
entity < % 38l most, vm =2 & Age 4= 9l ve A Al FE ek 7] R vms]
vk 25 dlE gl e & wWEYS AT F 9l A2 o)
et
instance vSphere Performance vl E 2o s ol e A 7l CPU 3o), & olAe A
Manager perfMetricId A A = 5 7}#] o] tf3l dl o] g & A A& A o] 5 1}E}
Qlegles A A} Woleh men e mE e (glavd s P AA)E S e
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E 5-16. HEZ £Z of7H B (A1)

wj7 W4 o] 5 7 A
minReportingInterval Z(A ) Al A vlo] ¥ E Boaehaf AFES & gke] 7R AA A & A
Al 4 2bA ] At o] FEelA @2 7 o Al
Aol vlgk Al Al & Al ek 71 RS o) e E
A B 7k Aol gl ek
aggregator & % 3lvl: AVERAGE, minReportingInterval &St 82 AA < 3. 7 L5
MINIMUM, MAXIMUM, AVERAGES] Y T},
SUMMATION

Cassandra HE 2! C|O|E{H|O|A 7 M

A %2 £ cassandra WHE A-Ged AL vl =2 o] ul o] 248 Alghyel A e,

VMware Cloud Director= 7F A =8l A5 2 2l Abgell digh d A 2 o] A A WS Al Faf= v =2
< 743 4 254k VMware Cloud Director | = A 74 2 AF&-317] 9] 3] Apache Cassandra Hl
ol o] 25 FA st wl o] BF9] HE s AU FAZ HER] AFE A ol il
cell-management-tool configure-metrics ol9 B& & A&t vlE= 4 2 AA| 42 W)

F% RN S

hu

M

o

)

A w E = ol v gt vl ¢] ¥l = Apache Cassandra tll o] gl ul] o] 2]
A7) 98 AR A o o] Blw] o] 2 £ E go] F4Jol tf gk A4
912k Cassandra dl o] Ew o] =~ AR 2 4] gF5-5 FFE 4] A

VMware Cloud Director®} Apache Cassandra dl o] Ej ¥ o] &~ Zhol] o174 & A A sledw] o} 53 22 &4

o= FeEe A

cell-management-tool cassandra options

oh
Hfo

7. A B2E| =27 S M1 2l -r, cassandra

£S5 =

k] A5 A

--help (-h) R o] W el A ALE-3 9l Aol
High & ofg Weof Frt

--add-rollup EPE= Zoldl Ee= g ool e F e
27| upE gl o] E g o}, 7] 7k v
£ dl o] ¥ A A& $13F Cassandra
o] Bluo] A~ AA 2 4o W &5
Az Al 2.

--cluster-nodes address [, adadress ... ] VMware Cloud Director = E 2] o]
A J 3 45 Cassandra
Bl aE 2 E H5

-—clean ae VMware Cloud Director ©l ©] €] u]
o] ~o] 4] Cassandra 74 A4S A
A3 e}

n
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VMware Cloud Director A #|,

E5-17. A &2 =EF M1} Q1 cassandra o2 BE (A1)

] A5 A

--configure e 7] Cassandra & 2~ o} g7 A}
42 VMware Cloud Director&
Ao,

-—dump S5 AA A4 T4 w5

--keyspace Ak Cassandra<] VMware Cloud
Director 7] &3t °| 55 string2 =
AA g, 7| B3k
vcloud _metrics SIRRRC

——offline SRS VMware Cloud Directorell 4] A}-&-
<+ Cassandras 4 b= =k
VMware Cloud Directorel = g ¢l
AR FAL B AES A k5] o)

-—password A Cassandra H ] €] #l] o] 2~ A}-g-7} <]
stz et

--port e 7ZFFRaE 2Eo A AT 2EQ]
o, 7123k 90429 vtk

——ttl RS integers &<k W E = Hl o] B &

A g et =8 o] g & d <3

A slel ™ jntegers oo & A A
v e},

--update-schema e Cassandra 7|75 £7] 33}
VMware Cloud Director =] = 2] ¢l
ol ¥l & A A g o},

--username A Cassandra d| o] Ef ¥l o] &~ A}-8-#}2]

A§ 7 o] B4) .

0{X|: Cassandra O|O|E{H|O|A 4 74

[root@celll /opt/vmware/vcloud-director/
bin]#
ip,node2-ip,node3-ip, node4-ip \ --username admin --password 'P@55wOrd' --ttl 15

./cell-management-tool cassandra --configure --create-schema \ --cluster-nodes nodel-

o) e B Folt AL thA Asa ok Gulch

AMAEREER S |F

VMware Cloud Director Hl ¢] B #] o] 2~ AL-g-#} o] 53} gh & & of= 7% Al 2] =79
recover-password ¥ & AF-8-8Fo VMware Cloud Director Al =8l #2] A} ok 5 & 573 4 9l <7
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=
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3|

AzE] el A g E s Breew B Fel v WA WAE gHAA L

cell-management-toolrecover-passwordoptions

E5-18. M #e| =7 M} Q1) recover-password HY BEH

4 A5 A
—-help (-h) SPRC o] Wl Foll A ALE-3 4 9l e o
gk 8 oFS Mo St
--dbuser VMware Cloud Director dl o] & =& o] Al F-alf of et
v o] 2 ARE-AL o] ALE-A} o] E9)
v o},
--dbpassword VMware Cloud Director tl¢| 8 AlF2}A] ¢+= 725 o s £+ v
o o] 2~ ALg-AL o] ok g ] e}, Al A 7F A 5 e

Aol dmj Ef HUH0IE

Qo) 2oz SR E Wl A Fold A dNE B2 AU E delclaeid A Dol 27
fail-tasks 9 & &

cell-management-tool -q @& & AL&38te] A& AR T 75 %
2 Fusolok Grieh A% Aol A Aol A% AP A5 53l

T2 recover-password " %5 A& VMware Cloud Director Hl o] Bl ¥ o] &~ AF-&-#} o] &

A Fol e Age] FAE AN Ay Ad Fal Age AR A Aedts 55 5P
L &9 +4 = cell-management-tool fail-tasks® Ad3sle] st zkel el ¢hg Abe] & gl o] =
&4 A5tk Aol ke A E Qe Eeli o2l g & A Aol Aul He) A e w qlg A
o5 et At Al=" 2ol FAA S A sk dl =o] A e
TAE Aol A oA A Fel Al H5E At s @A HEEE AR E Y
cell-management-tool -u sysadmin-username cell --status-verbose
E5-19. 4 2E| =7 SMI Q= fail-tasks ot ¢ HY
3% A5 v
--help (-h) e o] Wl Al A S gl el
3 Sofg wo] S
--message (-m) WA A Bl E Al ghg Abeol w) X & o] A A €]
et

VMware, Inc.

213



VMware Cloud Director A A, 7-4 3 ¢] & o] & 7}o] =

o l: Moj A Al Zol soie Almiat 7o 2 %3]

of ol A& o] Fed w oA A Folul A4 o7

r
I.
[
2
2
r“O
il
o
i}
i
2
=
o
ful
ol
°
v

[root@celll /opt/vmware/vcloud-director/

bin]# ./cell-management-tool fail-tasks -m "administrative shutdown”
Operation: IMPORT SINGLETON VAPP, Start time: 12/16/13 6:41 PM, Username: system,
Organization: orgl

Would you like to fail the tasks listed above?

g 2] BB 95 AR ulolEdden yE 4A G AL AS AT 5 YES A §3)

A HIAIK] ®E| 74

A el =79 configure-—audit-syslog 8 5 AF8-8lo] Al Aulo] ZhAL WA X & 7] 5-8F= WAl & -

g,

[ei

7} VMware Cloud Director 4 2] A v] 2=+ ZHA}F w4 A 2 VMware Cloud Director Bl o] B 8] o] 2o 7] =
et A E A A = o 714 90 E ot BEH Y ek AL el A A E o A A HEST] S E ZHA) e AL A
£ VMware Cloud Director ] o] €] ¥ o] =~ ] ¢l Linux syslog & 2] gl o] A 4-3l =% VMware Cloud
Director A ¥l =% 74 & 4 Ql57 of,

p

Al A 2a ] EE ARGk AR A A L A B s = A S A A @ o L o "WMware Cloud
Director A %], 74 2 ¢ zeflo] = slojmr o " E ] 2 dlo]guo] s A FA"E XA L. A
28 T4 Foll A A sl 27 542 global.properties ¥ responses.properties? F 3} ol
EEHU v FA Y A fe] = wEES AREEe 7 et A eIA A 27 A HATE o

F

cell-management-toolconfigure-audit-syslog options

ol Al 3te] = 319 WEo® ubgolal e 7 W& A9 global.properties ¥
el

73
O
responses.properties g ol RER o #H &2 AL ohA] A A w7 A] A EE] A kg e
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—-help (-h) S7Ees o] 1

--disable (-d)

5
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syslogel &7t 7165 ¥ &4 &
ek ZHAL o] Hl 2= VMware
Cloud Director l ¢] €] ul] o] 2o uk
AT o] A2
global.properties ¥
responses.propertiesd 4]

audit.syslog.host 9l

audit.syslog.port? %5 A% 3
£ge
--syslog-host (-loghost) syslog Aw T AE 9 o] 541 audit. syslog.host %4
PFs e AT o g A4 e mE A THE
=gl o] & ol el o] Fofl A7 ] e},
--syslog-port (-logport) 0-65535 ~Fo] 2] A 4= o] 542 audit.syslog.port 4

H 1l
ke AR R A gol A4 e

--syslog-host, --syslog-port =& & tholl &l 3hs A A= 75 da -2 A A= ko] g4 o] &}
EA] ZelelAut A8 52l syslog Aul =7t YAl o =e v E 2 Ha| 2o 3t S2E9f ¥ E 9
235 HEES A G5

H4 74
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nTm

0{Al: Syslog M SAE O

2 o wuHez squ A gL Ty T4 39U A4 Felo] A} o] Wed g AL g}
o A|A] 3} el /opt/vmware/vcloud-director/etc/responses.propertiesel 9L 27| 7}

|
gl x| 2ol afl oF gy o}k "VMware Cloud Director A A, T4 ¥ ¢l 2 o] = 7fo]=n o] "X 1] 3}Y B &

ot

e,

syslog P41 A 7k A5 = T 2E 5 HA e ohgah 22 e e AR

[root@celll /opt/vmware/vcloud-director/bin]#
cell-management-tool configure-audit-syslog -loghost syslog.example.com
Using default port 514

of el Alell Al &= A 2B 7} 7] & L E || A syslog WA Al 5 Al ke 7hA g o
=1 o]

global.properties ¥ responses.propertiess §ul o] E5tA| ut A& t}2] A =gk of 7}
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e-Hld HAnE utE wl] Al ARlof A ALE3l= Bl EES Al sl wl A B8] =9 nanage-email W
AR sy

Al~Hl & 7Aoo 7 e-ml|d HaE Bl Al=®l He] Ak Agle] e ol ol E e} A E A 2~ H]
] Apoll Al ] o} e-mll A wh= AFREe] H-5-2 VMware Cloud Director AP| ®+= ] &8 AF-&-3}¢]
ddle] 28 4 olF o}, ob Ao A 3e] = o F Abgsle] ZF Fe] 7 arel Wik 7] e-m Y
A= AA T F dFH

cell-management-tool manage-email options

E5-21. Aot =7 SMLF s, manage-email of | A

&4 A% 24
--help SIS o] Wl Al ALE3 4 9le = E ol
gk 2 oks Hof Fur
--delete HEE o] & AhAl S 'l E B 9] o] & W e
--lookup BB o) E of ql= Al el Abghql et of <l
Al Yol mE RIEE o] E
o] o] ukghg ot
--locale Bl 2] 24 7B o7 o]l el L en-US A A
o] BlE ol A AE e o & 2
A& AR o] FAE A
o},
--set-template goeol=H e-m < &l o] s}l 2 T AT A PA AT
TEo] 5ol e 7 T+ olof apnf ALE-A}
of a4 o]& vcloud.vcloud7t ¢l < slefof
b ol & &9 /tmp/my-email-
template.txt<} #2574 o,
o2 e-l Q) elol AET 4 Yt olel A g8 WE o] o] Yl ch
E 5-22. VMware Cloud Director e-H & &2 O|F
e e oWl A% A1F e A
VAPP UNDEPLOY NOTIFICATION gpgpjectel<e] ¢ldje] kg 7} TR g 252 A ) vAppel £FA7L ok S
Al s o Aok el A3 A ko] whel vAppe] ® Ak A 7E A& " ke =}
VAPP_UNDEPLOY NOTIFICATION_BPRY ¢ c)m) vMware Cloud el 1ol wbs = 7] AL ql 75 22 FER G S
Director?} vApp= 44| %5k ukSr e
AV A S e
VAPP_STORAGE_NOTIFICATION DRARNE SUBzkal drhe] wtarl FAE alx 2 ~%2|x ddl  vAppY 4F#7F &S
A S o Aok el A A 7kl whel vAppe] & At A7 A& E) e R}
VAPE_STORAGE_NOTIFICATION BOPYi g 5)v) \Mware Cloud EE|A et bz = 7] AL Ql 7 22 FERt G S
Director?} vApp< 4F#] g uksr] e
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VAPPTEMPLATE STORAGE NOTIFIQARONIBEBETE Bebsket o] ¢
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VAPPTEMPLATE STORAGE NOTIFIGATEON BORY & vl Mware
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Cloud Director”} vApp &3
2l& A g ek

VAPPTEMPLATE STORAGE NOTIFIQARYOMNIELEG SUaFkal <) o <
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VAPPTEMPLATE_STORAGE_NOTIFI %?g‘?gp}pg‘}iil

3
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Cloud Director”} vApp Bl &
g utssl e ¥4 3
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A3 ~% 2 A 7

bl aL)

DISK_STORAGE ALERT _,1(1!3 7]1—/&

DISK_STORAGE ALERT_VDCS A ¥-#F vDCell ol gk H
A Angict e-

%ﬂiﬂiiﬁi¥ﬂ
ol el 7k} 7 oh AL
olHl kol 5 Abg-dhe AlF
7} VDC 550] &

H e

VM_HW_UPGRADE INVALID POWERVANIZTEA S ARefol of g ok
Ak 7 dtedol & 42
VM_UPDATE_NESTED_HV_INVALID fQWERISEATR Mo = 9] <

7ok gk et

7} @l tﬂ-§u__ W w
I

FEDERATION_CERTTFICATE_SUCCE§S) BOBY ¢ af) o] 41 o] 2= 4]
2 ol o] AgE Ut o] o
H& 24 Fe)atel 4] SO A
ol A A 1A E bR
sl 3L VMware Cloud
Director= ¢l dl o] Edlel=

WA A & A g o

IPSEC VPN TUNNEL ERROR VPN B <57k 7 o)

IPSEC_ VPN TUNNEL ERROR SUMMARY
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°l& A

h=2

IPSEC_VPN_TUNNEL ENABLED

IPSEC_VPN_TUNNEL_ ENABLED _SUMMARY

E 5-23. AP X|HE £

49
vCenter Server thA] 7 4 e-#| < 7 31

A e-v e 7

vCenter Server 917 # d

°] e-# 4ol = vCenter Server 4174
ﬂoﬁ Aol felo] &5 e A 23
QA A F-7F A

g=lo] Qhsrl et

AN

AMQP 917 #o1 A e-Hd 7 3. AMQP
A1 1] o] 41 VMware Cloud Director €174

ol Bl A& ele A

dl o] el o] A #ojAl e-lld A2
dlo] o] 1 H515] el A3

LDAP &5 e-ml <) 7]
LDAP At-&7} & 7] 2 e-vll ) 7 3

/R}o]_ri o]

il

rﬁ

3 el W7 e-vl

S

74 3

VPN B ARG 7 )

4%36 D”OIEM%%EI

e-vlYd AL XA W= Al
VPN E| o] 2Hgalx] gokel  Al&® g

7oA A5G .

RabbitMQ7} %5 & A1 & =),

] o] Ef ¥f] o] 2~ of] 4] VMware Cloud
Director <17 o] o1 5 =,

VMware Cloud Director 7} tl] ©] ] ul] o]
2ol vhA] ol A = 95w

BAET G S 297

wol A& ol

ol 4] 1A o]

FAET} 4& 75 gk AR Zhak 2= 8 A
A4 A o] Fol RS .

LDAPSt & 7] g8k &<t

OofAl: e-H L EZ 2! HH|0|E

ohg el e

DISK_STORAGE_ALERT_VDCS e-=< =2l ¢] & A

DISK_STORAGE ALERT VDCS-new.txtehe ZhQellA A4 A=

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-email --set-template DISK STORAGE_ ALERT VDCS /tmp/

DISK_STORAGE ALERT_ VDCS-new.txt

New property being stored: Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value

Bk Abg
Az gela

Az el

Al =w] ezt

Ad ela

RES .S

Az gela

RECE R

Az Bela
A28 el

NEE TR

"This is an alert from $productName The S$datastore is used by the following PVDC(s) :

SpvdcsList

Property "email.template.DISK STORAGE ALERT VDCS.en-US" has value "This is an alert from
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SproductName The S$datastore is used by the followingProvider VDC(s): $pvdcsList

VCD Email notification details:

name : DISK_STORAGE_ALERT_ VDCS

description : Alert when used disk storage exceeds threshold

config key : email.template.DISK _STORAGE ALERT VDCS.en-US

template placeholders : [productName, storageContainerType, datastore, percentage,

currentFreeSpaceMB, diskSizeBytes, pvdcsList]
template content : This is an alert from $productName The $datastore is used by the

followingProvider VDC(s): $pvdcsList

AE0| BTl vM & 7|

%%ﬁqi%ﬂfmwmquﬂms%%a/W%ﬂﬂv&mmrﬂﬂﬂﬂouwﬁi%ﬂ%VMwmeOmm
Director dl o] ] s o] 2~ofl &= §li= 7FAF Al = ®lel] o gk A& & Absru o,

vCenter d] o] E] #l] o] ~o]| 4] %% %] A 2l VMware Cloud Director t] o] B8l o] o 4] &= ZF £ 5] A| 9k+&= 7}

A AzEl e Aol ol A VMR 1R R e o @ @ 7bad A s ulel A A4 2l st 2R A 2l

% A4 %2 71 %o = VMware Cloud Directorol 4] o]2} g 7h4k 4] ~8lol] o4l 2% 4 g17] w4 v},
el @ FRe AHE FUAL theke] 9AE dlolEwlo] s L7, #2 AL v FG 2 A o] F 2
MAG & % find-orphan-vms Bl & AGelnl el Aok ol @ VME A = AA AL

VMware Cloud Director® thA] 7}A & 4 s ot o] W elol = AHA A 5 el 545 AFE-38lE

28 =, A AlE AR AAE 23 A

e
%0,

H
VMware Cloud Director %+ vCenter A A #hg] A] Z

o] £3tslof Yl

cell-management-tool find-orphan-vms options

E5-24 M BRI EF SMI Q) findg- orphan-vms oF 9

24 Q% vy

--help (-h) 5 o] ol 2] ALE-T 4 gle = E ol
g sobg wel 5

--enableVerifyHostname 7=y SSL A =AMe]ae T 2E o] F A%
S AEE F s AR

--host o4 do] Folzl VM-S 7 Al
VMware Cloud Director 4 A €] |P
Fome ATHE 2 o5
c}.

--output-file 7R o] B m A7 o] #olA VM H-5-0] 7] =5 o]
o & shalel A A% o] B4
EF Fo) HEE A Seheinl -
A% ol B ARG,

--password (-p) 4+ VMware Cloud Director 4] &l 3

27 ke g et
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E5-24 M B EF SM1 2l find-orphan-vms oF 9 A%)

=4 A5 A
-—port VMware Cloud Director o] ©&ol 4 7] £ VMware Cloud
HTTPS 2=, Director HTTPS Z E & &3} &= 7
& oA e Aol ol S48
A% g
--trustStore Java Al # AAb4 shdef ot o] &l o4 7] VMware Cloud
AA AR o], Director Al #| | &4 s}dl-& AL&3}
= A& AehA e A Folut o] &
AS A A e
--trustStorePassword A7 H ——truststore ©l w3k ——trustStore & AFg3ke] dlA Al
4z o AL g A e el
SN
--trustStoreType A7 ¥ ——trustStore --trustStore & AF&-3led dlA Al

(PKCS12, JCEKS, ...)¢ ¥

g

il
ko

=)

gk,

A7k whd & A A eh= 7 f-ellmt

—-user (-u) A4 VMware Cloud Director A 2~ 3
2] A} o] & ¢i v e,

—--vc-name i A7 o] #FolA VME A et
vCenter®] o] &<},

--vc-password 4= vCenter #&] A} ¢} @ ] o,

--vc-user g vCenter 2] A} o] &<l v},

o X: e440| Zo{Zl vM & 7|

o] of| Al kY vCenter Servers # 2l 3 ot ——output-file ©| -& A A= o] Q7] wjol A7} 25

[root@celll /opt/vmware/vcloud—director/bin]# ./cell-management-tool find-orphan-vms \

--host 10.20.30.40 -u vcadmin -vc-name vcenterl -vc-password P@55wOrd --vc-user admin --
output-file -

Querying for VC by name 10.20.30.40

Querying all vdc's associated with VC: 10.20.30.40 (https://10.20.30.40:443)

Querying all vdc<->resource pool mappings associated with VC: 10.20.30.40 (https://
10.20.30.40:443)

Querying all vdc<->VM Moref mappings associated with VC: 10.20.30.40 (https://10.20.30.40:443)
Processing 956 VM's on 5 VDC's across 20 resource pools

Analysis complete.

VDC: "ExampleOrgVDC [urn:vcloud:vdc:1a97...]" (org: "ExampleOrg") ResPool: primary (1la97...)
[moref: "resgroup-30515"]

The following 22 orphan VMs were discovered:

Orphan VM: "indDisk100-0-95411 (cbc358a0-e199-4024-8fff-2e5cfce20953)" (parent name: "Test
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VMs", parent moref : "group-v30533")

Orphan VM: "indDisk12-0-51259

VMs", parent moref :

(Obbb4115-673e-4c84-ba26-6875159655e0) "
"group-v30533")

VMware 10 Z2 73 £rod{ L= EE]

al4n
VMware CEIP(aL 317 kAt =2 0
R R ST R AR R

Kl

o] A% VMware CEIP(L7 27 &4 = = 2 2l)el Abe 3 o}, CEIP= & @
i 5 2 VMwareeol A
www.vmware.com/trustvmware/ceip.html)ell
o Aol &l VMware<] CEIPell 4hod s} A vl k5 & 4 %S o,

cell-management-tool
configure-ceip

options

(parent name:

"Test

ayell AFod st AV ghE sl efnl Al 2] =79 configure-ceip 39

FAE o] Hell ok Al
olef gt A ¥ & AR&el= 542 Trust & Assurance Center(http //
v A] =]

o] Al el stel VMware®] CEIPl Aol ebA] ¢k e ™ ——disable wAZ @7 o] & & AdF et
E 5-25 M gl =7 M1 QI configure-ceip o9 B
4 A% A+
~-help oo o] MFelA AT 4 g ol
(-1) e Sopg wel Fuich
--disable S VMware L7 g+7] g4k =2 a5
EEE !
--enable S VMware L7 g7 g4l = & 72l of
Rro] g of
--status S VMware A 37 g4k =2 72 of
S A el el LA o
olMl: VMware 2 #r8 & T2 7 S E|
VMware 4] §7] gb4h = 2 aale] 4] BrE sheiwl o3k e o @ A4 g
[root@celll /opt/vmware/vcloud-director/
bin] #cell-management-tool configure-ceip --disableParticipation disabled
o] We] & A3l Foll = A AHlo| A VMware 2 817 AL 2@ g dllo] o o] Ak B E AL A| Gher

e,
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S

VMware 37 §H7d @) 22 ool e 3t @A Aol A& galeteld oot 2 g AR

[root@celll /opt/vmware/vcloud-director/

bin] #cell-management-tool configure-ceip --statusParticipation disabled

OfZE 2|70l 7 EdE HHIo|E

Al 2] =79 manage-config 3F9 W o & e E 0 AR £2A A
T A ddlol B+ A5

E 5-26. M 22| =7 M 91, manage-config 5t EAE

2

I A2 ok o E Al o) Al

4 A% 49
~-help (-h) wedel A4 4 9k Aol o

=0

rd

o
e
o

-

--delete (-d) SR HAF -4 AR S A A o
--lookup (-1) SFE= Wk A AR s 2@ e
--name (-n) T4 AR o] & j A} -4 A o] o] F9l] o,

~-value (-v) T4 44 o G4 4 Al I e ke

i3
L

& 5, 7t 22 578 dAA 24 T4l manage-config 3h¢ W& S A& 4 5 o),

T 2R AAHAY v Z2A A FEH MR o]l B2 A ItE R 5] 3 Foll A 2~H

WEe g vy Jte R 573 AR 2HE Ak J Yo A 2] =79 manage-config
b9 HE & Abgsted F Al w718 ol ehelne e 3 45 Algels WAl e ® Jte R 5] 8
A A 245 T4 F A5

TEH MR oA st 2o F 7] 8 oh A At e A4 " 7bRE 2 o= w1A] vCenter Server A 4ol 4]
VMware Cloud Director A% A u] 2~ ~E 2] A & efo|ue]e] 55 g ohg 755 7hed 2 a0
et i re A AT A" e MR R0 5 2= 4 Qe etolue e 5
FE AT F s T

27}
A 2 E ARz 2 Aol 5]
S %tk 59 99 7 + 9

2327} B £718%

it JW

Al 2] =79 manage-config oF¢ WE & Ab&ele] FREE 2 AR A Wg 74 AAE gl el
E& 4+ 95Ut manage-config 319l W E ARgoll th gk ARA gk &2 e EE]Al ol A 74 AA gl o]
E gu5E AxegAl L.
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E 5-27. FlEF2 0 UAIR| Z&of Ciet A M

T4 44 712k A
vcloud.tasks.VDC ENABLE DOWNLOAD. 30 VMware Cloud Director §12=&l 2= 2] 7|
queue.limit A5 =& 74ek 2 27} vCenter Serverell

4] VMware Cloud Director & 54| o] f
TEET 9l el g g 49
A gke) v e,
VMware Cloud Director ¢l =&l 2~ 7 |
of A ok Z gk A 5] ehel B ] g
of F 47) o] ARt 2 Aol o] Al
ghol whel gle] wefe] ghto] of 2} it
o7 o] FAAH R oh R EF ),

vcloud.tasks.LIBRARY ITEM SYNC.qu 30 VMware Cloud Director <l 2=l 22] -

euve.limit S RE glekR a9 v) o] =7 3}e
T Sl ehelue] ] g o Al
t},
VMware Cloud Director §lz=&l 2 4 A
o E718E 755 efelue e gie
a7t ol AlgtEe 2 7ol = o] Al
of upet g o] o] FEo® hF o] &

A o 57 gl o,

contentLibrary.item.sync.batch.si 10 Ty thel FlEk R a7} B4 o] B 3e
ze F 9l ol nefe] &5 e Al gy
t},

F58 gz} o] Alguc) B o
2 @5 +% o seel 2 o
dol w2k g%l g2 Froz )

zﬂ_
e EEER T EE RS

ofx: 5E FIE 270l CHet S7|8F HAR =-H 7+

o HEe TEE O ARE O A S8 g 9l elelvele] d5 ¢ AgE 58 AR

uk
T
-

[root@celll /opt/vmware/vcloud-director/

bin]#./cell-management-tool manage-config -n contentLibrary.item.sync.batch.size -v 5

T3 Fhebz o] eholwele] g% o] 13 Lixo] Yen] A Fs) A i e o]
SHCH

i=4 v = [¢}
2 rdm e A A BEe ol ) g5 2R oA 3 2 e Al ) BE g
N aks

VMware Cloud Director AF& X} QIE{H|O| A 0] CHEF M| A Al
=X 4

VMware Cloud Director 7 ¢l /1 VMware Cloud Director A 2] + &3k |P 542} DNS 352 Alsn

3 ddle]Edt e A B2 =79 manage-config a9 WE = A&k H ] o}
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Zelo) A3k 3 VMware Cloud Director Service Provider Admin Portal¢| 1} VMware Cloud
Director Tenant Portalel] 44 =~ 4= gl <5 o},

At o F
Sab Sk BRI o) BAE ARAA G BE oRLE 5 AEeAdd Als mi
A7 B gL FAD <dd AT F 5

el

VMware Cloud Director= CORS(H & 7t 2] £ 3-7) L H -8 -& A&31¢] Service Provider Admin
Portal ¥ VMware Cloud Director Tenant Portaloll <} 4| ~3}+= o] AF-&¢ 4 9+ & a3 24 55
< A Bl g ok

CORS HE & 552 A 74 Foll AR Felle]Eg e, of 7ol A1 259 & Ao gt P F
4 2 DNS ©] &% £3elE HTTP 2 HTTPS &H%¢] =& 5 k. %38 VMware Cloud Director 4] ¥ =
T Folve 2 llE Ao AMEE = BN IP FAE 3 o}

A vl 2 2] Al 4] Fol 5-%-o] VMware Cloud Director A 2] DNS ¢] &2 2 ¢ do] E & x| ¢kon] A9
DNS ¢] &5 A& sho] Al ~3 4 gl et

S

1 Ay 259 A F shel]l FEZ 2 a9l8t A SSHE A & g of,

2 @74 VMware Cloud Director Aol @ 4| 23 o] A48 4 90 &3 URLS el shel o
S yHES Ay

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -1

Al E8E A 5o B Al Bk IP 54 3 DNS o] 5] 8= HTTP % HTTPS &5+ 23
ab= S5y ok =3 VMware Cloud Director A1 ¥ 255 &el+ == Wlal Ao Ab&5 = 3 1P
FaE gAY

o] B%2 g% spole] B glo] AR FHH BAAY e},

3 (A ¥ A&} webapp.allowed.origins T4 AA 5 gldvlo]Edleiw] b HaEs AP P g
£ %oln], 5 Aolo] 3 glo] ¥z TH

ol A AL gk vl W= 1P 54 % DNS ©f
i

[root@cell /opt/vmware/vcloud-director/bin]#./cell-management-tool manage-config -n

webapp.allowed.origins -v "comma separated list of URLs without spaces"

vCenter VM ZAM C|H{Z

Al 3] = F¢] debug-auto-import k¢ W E S ALEslH vApps A A sk Bl A Y F ol gk o] Ak
vCenter VM& 71"l o|r& ZALE 4 51 o
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71E FAE AT 7S 27 VDCE @l " VDCE Al el B4 Fofl wbEo] 4l vCenter VM+ #AFs 2
2 A%k "WMware Cloud Director A Bl 22 Al -#F 2] AF L8 7Fo] =0 o] 4] vApp A X A A 2 A
8 AFE5H4 Al 2. vCenter VMe] A ATE vAppell 34 E A o o] VM E= VDCol| H &l debug-

auto-import 3H¢ WEH & AP F dF 1},
cell-management-tool debug-auto-import options

debug-auto-import t¢ % &2 A wlA Y F A 7 H vCenter VM 55 2 7h53k o] frefl gk
A g P Ao o] S50l 448 AT £7 VDCE b 24 3 vCenter VME £33 1] o,

E 5-28. M #E| =7 M1 Q=+, debug-auto-import 5t BEH
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ol Xll: VM O|Z testZ vCenter VM M CIH
Sl vt zAo4 AYH vCenter VMol o & A B 5 ulskg o}

[root@celll /opt/vmware/vcloud-director/bin]#./cell-management-tool debug-auto-import -vm test

VM with name:vm22-test (09ad258c-0cb0-4f69-a0a6-201cf3fe7d6b), moref vm-50 in VC testbed-vc
can be skipped for the following reasons:
1) Virtual machine is already imported in vCD or is managed by vCD

2) Virtual machine is created by vCD
VM with name:test-vml (32210d0d-ef64-4637-b1d6-6400743a6bd9), moref vm-44 in VC testbed-vc
can be skipped for the following reasons:

1) Virtual machine is not present in a vCD managed resource pool

VM with name:import-test3, moref vm-52inVC testbed-vc can be skippedforthe following reasons:

1) Virtual machine autoimport is either pending,in-progress or has failed and pendingforretry

o] el ol A *1i%ﬂ =82 AA AU FAA A H I o] Foll LAY test 7t Z3HE A 71 2] vCenter VM

of Afgh g2 & dkghgh v ok VM import-test3< A S AR VDCE 7HA &4 -8k VM| of ¢ v et
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2] VMware Cloud Director A A= 54 g MAC 45 AA T 4 stk MAC FF47F 5= 14

o) £~
B

dn fo Olfo Fﬂ‘
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mac-address-management o] W& & Ag-3dle] F Aol E F hrtel A MAC F4AE
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cell-management-tool mac-address-management options

A MAC 542 A4 se sl 44 DSk b2 A g4 A4 A= ARk A=t 44 IDE Hoj 2
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e
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8 MAC 4% A4 A sl# " VMware Cloud Directore] th-e}sl o] 2 gk} A A4 & A #Fs)7]
Aol A 249 5 Aol A A4l & FA] ol oF g e,

E 5-29. M 2| =7 M1} Q1% mac-address-management o9 EH
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-—help ole o] Mol Al A3 4 9l W E ol
(-n) gk g okg Hof Fuct
--regenerate S A8k A] b E MAC 45 25 A

B3 Av 2fel wE AL Py
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Hel GEe AEAL,
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[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --regenerate-with-seed 9
Successfully removed 65,535 unused MAC addresses.

Successfully generated new MAC addresses.

olAl: R A= & ZF A|=0]| AA8 S/ MAC 4 = E7|
o

oS weE e dA) A= 2 A= MAC F4 o

I

el

ﬂm

Wk g o,
[root@celll /opt/vmware/vcloud-director/
bin]#./cell-management-tool mac-address-management --show-seed
Current MAC address seed is '9' and based on MacAddressSeed config.

MAC address seed 9 is in use by 12 MAC addresses
MAC address seed 1 is in use by 1 MAC addresses
ol dlof A= Al 2=Rl ZH o dA| Al =7t 9ol o] Al =E 7[Hbe 7 sh=12 /He] MAC F47F 9= Aol &

Al oh, =3 o] A Al = mE AA D12 7Hle 2 Sl MAC 4 7F st 9l s of,

VMware Cloud Director A 2| C|O|E{H|O|A IP A UCIO|E

o o] Bl ul o] &~ 3 7}-8-4] F2] 2~ E ol 4 VMware Cloud Director A 2] IP 45 ¢idl o] Edten] A 3]
=75 Abgskd o
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ol o] Bl ul o] &~ 3 7}g-A] Fe] 2E oA Ao P FAE Julo]EdtHw A 7R 29 P F4AE Al Fd
oF gl |P F4 %5 Ze 7w VMware Cloud Director % APIS AF-&381o] F2] ~F o 9= 7] ==

4
] == IDE 75
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= A~
#l &4 o}, http://code.vmware.comell 4] "VMware Cloud Director % # AP| 2= 7] v}
Az o] &5 Azl

44

Po

=

1 Zedel 9= 4] OSell root® A4 21eldt71f SSH Fehold E 5 AHE-dle] 2l g e,

2 Aol el oA A FelA el gt

ol
service vmware-vcd pid cell

A = 2 A2~ |D7F NULL®] Fv ™ VMware Cloud Director A o] A 3l &-o]n VMware Cloud
Director A& thA] A &bl A] ok a o] g o] 28] |P 45 HA S 4 9l o

3 A 259 me AedA 1P F4E el Bty v WS Ao

/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-host

primary node IP address —--pid cell process ID --remote-sudo-user postgres --private-key-

path /opt/vmware/vcloud-director/id rsa

A vl Eeol A FA ] e Aol TAH
4 (A# Agh) 7 VMware Cloud Director A o] &ul& dlo] Bl o]~ [P 45 7Fe] 7] oL QL&A el g
e}
grep "database.jdbcUrl" /opt/vmware/vcloud-director/etc/global.properties
A28l Z o] Ao] elelo] 28 Ae] F4H e}
5 A% dhets dulo|=sA o W e Aadhe] thal A
s Ao A3 A o ofF HE S Ao
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address
s Ao) A7 Folw ohg w g g
/opt/vmware/vcloud-director/bin/cell-management-tool reconfigure-database --database-
host primary node IP address -i cell process ID
228
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/opt/vmware/vcloud-director/bin/cell-management-tool cell -i $(service vmware-vcd pid

cell) -s
b o= WEE Addte] A ~E A AR o

systemctl start vmware-vcd
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/opt/vmware/vcloud-director/logs/cell.log VMware Cloud Director Al ¢] 2% Z & el o}
/opt/vmware/vcloud-director/logs/cell- Ao 4] A= A el = &2 ow A A Q] o),
management-tool
/opt/vmware/vcloud-director/logs/cell-runtime Ao &) A E] HAEl] 21w A # Q] o},
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/opt/vmware/vcloud-director/logs/server-group-  AlofA] A ¥ v 25 EAl Y},
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/opt/vmware/vcloud-director/logs/vcloud- Aol A A E ow] L FF 7oA R el o},
container-debug.log
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/opt/vmware/vcloud-director/logs/ Apache %HF 27 g2 o] HTTP &4 2 2¢] v},

YYYY MM DD.request.log
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/opt/vmware/var/log/firstboot

/opt/vmware/var/log/vecd

/opt/vmware/var/log/vcd/pg
/opt/vmware/etc/vami/ovfEnv.xml

/var/vmware/vpostgres/current/pgdata/log

/opt/vmware/var/log/vami/updatecli.log
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