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Horizon Agent * Horizon <17 4 4001, 4002 TCP JMS SSL =19

2 sl e
B3 Fefold EoA] AHEek= TCP 2 UDP 2 Eo] digk ApAl gk vl &2 “Horizon Client 2 Agent
Bol 4 9 VMware Horizon 79 WE9 =2 & 7lo] =& A4 2.

AREARZE Linux vl Foll A4S 4 9l

=5 3w o232 %E Horizon Client Hufo]l 2, 3ol AW
2 Horizon Connection Serverol 4] o] & ]

£ TOP 4% 423 4 elof Fuiet.

Ubuntu 2 Kylin sl Zell 4 iptables #atH & 7|5 o2 qls AA ACCEPTE AH-&3dlo] 74 H ]
o},

RHEL % CentOS vl oA & 7he3 7% Horizon Agent A A #ejx ~azE7) q]= AA
ACCEPTE AF&3lo] iptables whal¥ & 4 g}

RHEL == CentOS Al~E 4 A A€ iptablesel= Blast £E 224434 5ol 2= A A4
el 1= A A ACCEPTZF Al =l o] als4 .

BSG7} Abg5 =5 AA = el 4w =+ Horizon Connection Serverd BSGE %4l Horizon
Client tlufo]zo A Linux dlazgoze] FetolodE ddo] AAR Ut BSGr &4 3h= A e
= Horizon Client gule] el A Linux dlazFo @ AA ool A4y},

Linux 7Hg Al Z=®lof| A AF8-3F= Linux Al k<1

E -4 A ol 2 A i el Linux 7Ha Al="lol A AR s = Al ol F B AA wE o] 24

F1-4 A4 olF R AA 79

AR o1& AR 54 pre

TE Linux OS 7 Java Standalone Agent,
mksvchanserver, A 2~ =5 E

vmwblast Linux Agent A= 3k2] el 4 14 VMwareBlastServer
<dA 2l AREA> Linux OS W7 =& AD AH&7F =+ Python =23 =
LDAP AF-&#k
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Horizon 7 for Linux w25 A4

Ha=s 274

Horizon 7 for Linux= 18] Linux #MlZolA] o= bl22E 34S AYgayct, ¥ 1-5. #Ads= o
2235 el e 2 Linux vl el dgk 712 dl=a2% 27 2 Horizon 7 for Linuxell A A =l& &
7} v~z E g7 o] A E o)

£ 1-5. AU E 22F 87

Linux ®j= 712 g23aE 84 Horizon 7 for Linux Sl23a A 4=+ dl&2aE 34
Ubuntu 18.04 Gnome Gnome Ubuntu, KDE(K Desktop Environment), MATE
Ubuntu 16.04 Unity Gnome Flashback(Metacity), KDE, MATE
RHEL/CentOS 6.x Gnome Gnome, KDE

RHEL/CentOS 7.x Gnome Gnome, KDE

RHEL/CentOS 8.0 Gnome Gnome

SLED 12 Gnome Gnome

SP1/SP2/SP3

SLES 12 Gnome Gnome

SP1/SP2/SP3

NeoKylin 6 Update 1 Mate Mate

A| b7 & WA ete oy A9} Linux dla=

A3l Linux T 5 shtol Ags)E 7% a2 8
of R

Af gl of et

E¥ MATE dl=2 & 3748 S SO(Smgle S|gn On)= Linux dl&=Z 54 712 £7] 3}
) ! b AEFde. ¥ cHlaaE B ARG WEo]
o KDE 2 MATEE A A &l oF g EP.

[l

RHEL/CentOS 7.x % Ubuntu 18.04/16.04 ®l 25 AH&% 7% SSO+= A7l KDE A4 ¢ Aa+
Al kA gk A2 AL Aes dlAcEH s A4 dHaoF d

T 71E dleas 34 AR ARt ASlE = Linux wl2e] 9 AAE AA T e

2 54 Linux wl=Z& S8l £ 1-6. =25 s A Hede ald s Ad e,

¥ 1-6. H2AF F4S A= BH
Linux #jZ A 7R daaE 7R daaE S WAske 9

RHEL/CentOS 6.x KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7.x KDE # yum groupinstall "KDE Plasma Workspaces"
Ubuntu KDE # apt install plasma-desktop

18.04/16.04

Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop
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#E1-6. Hlaas 4 AAsks WE ()

Linux #jZ A 7R daaE 2 7R daaE S WAske 98
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome # apt install gnome-session-flashback

Flashback(Metacity)

3 A A HsaE B4 AL Ha2EE A A G

e dl=2E B0l AAH Linux Bl22EA SSOF A4eles AAd 245 ohg
o] SSO AlAIA A Hl22E BAL AHeAA e

o,

HE AR

s Ubuntu 18.04/16.04 ¥ RHEL/CentOS 7.x2 2% % 1-7. SSODesktopType 412 Ax
F AFg-sled SSO%} A A8 Hlaal 7S A A

v}l o] SS0DesktopType A4S A A gk o}

SF= = /etc/vmware/viewagent-custom.conf

¥ 1-7. SSODesktopType ¥4

H23E 73 SSODesktopType 24 2A

MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

m RHEL/CentOS 6.x¢] 7% SSO & 9] A4l 4 KDE
xsession H&HE 2] oA KDE A%+ 514 -&
g RS o 2 AR

S| = A8t = sk#dwl Jusr/share/
Aol B & dlAaag Al A stds AAG Y o5 3

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kdex.desktop ./

z7] A Foll 2AF AR Linux Hl=agol 4 ZaokeiA v d=aws AFEete] KDEE
ot SSO Al e 712 vlaamo s A A s o gt

s RHEL/CentOS 8.0¢] 7% SSO &9l AlAol4 Gnome Classics Ab&3sl=5 &&= Jusr/
share/xsession & E2] o4 Gnome Classic A= 3145 AL e vlaaF A& sd& A
AUt v 98 ATE oA Z AFEg o

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./
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271 AR Fof AF AFEAE Linux dlazgolA Zaokat A dlaasms Al Fe ke
Gnome Classice th& SSO A4 7| dlazaFo 2 A A& ok g,
o] B3 o] AAEo] Q& Linux Hl2Z o4 SSOE AF&3A] x5 A 74 oA
of A wAE YT o) glsrueh HAF AHEAE A" Linux dlazFoll 22618 wf $lsl+=
Haa2E 375 Alg e oF gt

H]E_orqﬂ QT /\}zﬂ

VMware Blast Extreme-= UDP(User Datagram Protocol) ¥ TCP(Transmission Control
Protocol) B+ A3t ct =2 A7} TCP 2 UDP A 5ol ks Sk, 24 A&~ g
A HalAs MEYZ Aol vzl UDP == TCPE Al

s LAN(Local Area Network) 7ol Ao} ZHo] M2 Abe| 7} ek5 gl 7 Foll= TCPE Al¥ 3y
= WAN(Wide Area Network) 7ol A e} #Fo] v =9 = Ay

Wiresharks} 22 a9z #47] =45 283k VMware Blast Extremec] TCPE AF-&3t=~]
wE UDPE Ab&3tE=A 2l Wiresharks Ab&3tE g wHAl S A2 oAl 2 AFEa141 4] &
1 Linux VMell Wiresharkd vt 2 =3lo] A A g o},

RHEL/CentOS 6:

sudo yum install wireshark

Ubuntu 18.04/16.04:

sudo apt install tshark

SLED/SLES 12:

sudo zypper install wireshark

2 VMware Horizon ClientE® AF&3Fe] Linux vlazFoll o7 gy o},

3 gHuld AL g3 e e Addgg, 22w VMware Blast Extremec] A AH45= TCP
7)1 A == UDP 37 A 7F F4] = o},

USB 2l &4 3l CDR(ZzteldE =efelr ejdaAd) 7o MlEd = Adefel Iz A12E A

n 1A I BAE 2o A Qs e o] Aol Al o AR 27]e sl AF T
s USB dHutel27k 14 Linux dl&2 5l vebubA] g5,

s USB HlolEl7} 9bA s A5E A e, ol So] 2 5lgds Balsts 79 9o 2771 92
U

et o Aold 4+ Q%
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USB gt g8 A8 VHCI =&fo]H

USB =l &4 7152 USB VHCI(Virtual Host Controller Interface) 714 =zlo]ulol ufz} =els

Yk USB 3.0 ¥ USB #ldd@ A 75 At o5 2AlE Sl oF et

1 https://sourceforge.net/projects/usb-vhci/files/linux%20kernel%20module/l A USB
VHCOI 222 325 ohF2 =3 o

2 VHCI =gtoly] £ 3= & ZAupdeta A3 vlo] & Linux Al AXste{wd ¥ 1-8.
USB VHCI =zfelw] #Hslel 2 AR S L&A Al &
ol 5 So] AA 3} VMware-hor izonagent-1inux-x86_64-<version><build-number>.tar .gz2 %43
< /install_tmp/ A& =2 ofelell 9 fu//-path_to patch-files /install_tmp/VMware-
hor izonagent-| inux-x86_64-<version>-<bui ldnumber>/resources/vhci/patch/vhei.patchel 2 AF-&

< patch " &2 oh&3 A5

# patch —p1 < /instal|_tmp/VMware-hor izonagent—-Iinux-x86_64-<#/ 7/ ><% = # % >/resources/vhci/patch/
vhci.patch

A3 VHCI =ehelw] A A= Horizon for Linux A A Aol gkgsjoF g},

¥ 1-8. USB VHCI =g}o|] Al 2 M=
Linux ¥|= USB VHCI =E&lo|y] Az}l 2 Ax] g

Ubuntu 18.04 1 F54 si71AE AA et

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 VHCI =zteln] 5 Astdsta ARG,

# tar -xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -p1 < "full-path_to_patch-file
# make clean && make && make install

Ubuntu 16.04  VHCI =ztelw] £ gt ata AA et

# tar —-xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -p1 < "full-path_to_patch-file"
# make clean && make && make install
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Horizon 7 for Linux w25 A4

¥ 1-8. USB VHCI =&olH e 2 AX] (A1)

Linux == USB VHCI =zlols] Hald 9 dx] 2A
RHEL/CentOS 1 F&4 si71A& AA ],
6.9/6.10
RHEL/CentOS # yum install gcc-ct+
7 % # yum install kernel-devel-$(uname -r)
‘ # yum install kernel-headers-$(uname -r)
RHEL/CentOS # yum install patch
8.0 # yum install elfutils-1Iibelf-devel
2 VHCI =etolw & Aotdabar AA gt
# tar —-xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15
# patch -p1 < "full-path_to_patch-file"
# make clean && make && make install
3 (RHEL/CentOS 8.0) VHCI =gtelw 7} USB gl d:N A& Algsle] Av] 2 25l e slelw USB =
gholufof tgk A AAE FA4
a USB =zglolwel wigt SSL 7] %5 A4 et
openss| req —new -x509 -newkey rsa:2048 -keyout MOK.priv -outform DER —out MOK.der -
nodes -days 36500 -subj "/CN=Descriptive name/"
b USB =efelwof] Mg e}
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./MOK.der /lib/
modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./MOK.der /lib/
modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd. ko
c UEFI 2ot F8& 93 715 S5 rh
sudo mokutil ——import MOK.der
3 o] g UEFI Bot Fu& d MOK(A &R £54F 7]) 3 s AAsE 24 Agg
ct.
d vSphere &&ollA UEFI Mot &S AAelen] Al 28]S A FE gt AAg W42 hitps://
sourceware.org/systemtap/wiki/SecureBootE A Z A4 Al 2
SLED/SLES 1 dx A oA AE gl gt
12 SP2
# rpm —ga | grep kernel-defaul t-$(echo $(uname -r) | cut -d '-' -f 1,2)

A AR 7 NI A ol Fol FHAU. 5 Sl WA el &l kernel-defaul t-3.0.101-63.1¢]
wdA A A7 A WAL 3.0.101-68.1) v e

2 kernel-devel, kernel-defaul t-devel, kernel-macros % patch 7] # & A # g o}

# zypper install —-oldpackage kernel-devel- "< 3|71 A v A>" W
kernel-defaul t-devel- "<#d 7] # v x>" kernel-macros- "<# 3 | 7]# v > patch"

o :

# zypper install ——oldpackage kernel-devel-4.4.21-90.1 kernel-defaul t-devel-4.4.21-90.1
kernel-macros-4.4.21-90.1 patch
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3 1-8. USB VHCI =gl Hopd W AXA] (A1)

Linux #jZ USB VHCI =zto]u] st 2 A <Al

3 VHCI =eteln] 5 Asldsty AA g

# tar -xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15
# patch -p1 < "full-path_to_patch-file"

# mkdir -p linux/$(echo $(uname -r) | cut -d '-' -f 1)/drivers/usb/core
# cp /lib/modules/$(uname -r)/source/include/ | inux/usb/hcd.h |inux/$(echo $(uname -r) | cut
-d '-' —-f 1)/drivers/usb/core

# make clean && make && make install

Linux 71 ¢ *H HV* o2 WAHE ] W VHCI =efolw] & ohA] Azt gk 5 ohA] A A &) of ap ]t

=3 Ubuntu 18.04/16.04 A 28lel B g vm ] Ag3ke] VHOI = 2ol

o DKMS(Dynamic Kernel Module Support) &

a 714 @& AAF

4»
9
S

# apt install |inux-headers-"uname -r’
b o e Agdted dnsE A Gk
# apt install dkms
c VHCI TAR #t49 9] 455 =3 WA},
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hed-1.15

# patch -p1  "<ful l-path_to_patch-file>"
#cd ..

d Jusr/src H#EE g &=L F VHC| 22

55
1S
tlo
A

~
>
%
A
T

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e dkms.confele oS WA sk Jusr/src/usb-vhci-hed-1.15 o & E 2] ol wj & g1 o}
# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf
f  ohs AelZ=%F dkms.conf Z}Lel| F7F3H o}
PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"
DEST_MODULE_LOCATION[O0]="/kernel /drivers/usb/host"
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MAKE[ 0 ]="$MAKE_CMD_TMPL"
BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel /drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"
AUTOINSTALL="YES"

g dkmsell A o] VHCI =ete]w & F7Fgh o,

# dkms add usb-vhci-hcd/1.15

h VHCI =ztelw] & W=7}

A

o,

# dkms build usb-vhci-hcd/1.15
VHCI =etol & A A g}
# dkms install usb-vhci-hcd/1.15

oD L 93 7HAF A]2E A
].

Linux 7FAF Algle] A8l 54 Horizon 75 A4
2] AAE HAE o g}

= 7% 4% £ Agel d#l vCPU ¥ 714 s

NVIDIA vDGAE Ab&at=es 745 7HA A=l N\/IDIA =2l e t=S AR o
NVIDIA GRID vGPU= *}%Obﬁ% TAE 7HA Al2="]2 NVIDIA =214 e d 715715 7|ike =
k= NVIDIA 74 el 7h =& Ab&3hd o, ol =gt 7}% Alz=gle] 75 vCPU % 714 wlwe] 44
= HAE 8ot gl

oD 22} H g AgHEF F4 4 AsHE VWMware 7H4 223 AEF Agee] yCPU 2 7}
4 elmel AR AT WAk A%e Aol Fue g AAL AgHAAL

n 2D Hlz=AF Aes Fdeted Linux 7 Aladed del | w2 vCPU ¥ 7Hd e & A
Agdch dlE =l 2709 vCPU ¥ 2GB9] 7Hd wlae] & AA o

B 49 RUEHE AL A ofy] mUEE 93 o] 2 3ty gaZdgo)rt ed A4g Ak
Alz=del Hall 471 vCPU 9 4GB<] 7H4 vl & A7 3 e

n 2D HzAF A ule e AL s s Al z=del ddl 471¢) vCPU 2 4GBE 7HA
=2l A4 e

Linux Bl2=AZ5d4 A &5 29 4

e Abg

AgAE A BE A 7l5e Ageel Z1E Linux 94 dang Add st ng o
[e]

o}
tHek Al=R 89 ALY

(S
A FF A4 7le= Adetei™ Horizon w27t 54 87 AAg s S5 oF ek
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£ 10 A4 35 A dE =" 27 A

T4 24 2F Ak

ZelolodE A]2El A A D 35 A AE Feheld E A~ Hle] Windows, Mac ®=+= Linux$
Horizon Client 4.10 ¢]4-% A A g A HTML Access 4.10 o] A& AF-&-8fl oF g
o}

Linux 44 dl==% Linux 7H4 vl %l Horizon Agent 7.7 o4& AA g oF et vlazd & =
= VDI 54 A 35 2t 7155 AAgsts 5 AA s of e

o7 A A7 A <lzElx~= Enterprise 2he]Ale=E AR o

fAaZdo] Z2E VMware Blast

251 7]

RHEL 8.0 Hl=aw2 A4 +& 2+ # et
A FE A= Sla RHEL 8.0 vl==2% 742 H&<=

=
=
ofo
rlo
T
O
=
N
O
>
@)
=
>
=
2
2
2
it
mk
N
ol
ol
o
>
fo

ol
T4 oA AH FE 2] SH A
c}

/Etc/vmware/viewagent—-custom.conf I} ol 4
v ALEsEA] tE s A A g o

m  CollaborationEnable

/Etc/vmware/config St oA o5 FA4S AAtd F5 2 A sot AHgele AAS FAE

m  collaboration. logLevel

m collaboration.maxCol labors
m collaboration.enableEmai |
m collaboration.serverUrl

m collaboration.enableControlPassing
AAgE W82 Linux dlazige 74 shelo A F4 A veb 95 o
AR &5 2 716 Alg AR

5 A Aol L by 94 danE 5e 488 4 gl

14

Q
o
£
)

R R R B
s Zebeld= Eefeln el e a4
s 2vlE = el e
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BT AEA} QA Bl mafel Aoz 2adld F Aay Edeld A4 FE A ofe] ol $
A Gk A% AeA 94 daa A 27E 2AGEE AR A4 FF A ool T
P CIEE R E LI L

1 https://extensions.gnome.org/extension/615/appindicator-support/el 4 RHEL 8.0 4l
2~8lo] F gk GNOME A &4& o2t A wre g 3,285 Adgver. g7 wide
2 265 A€ g

2 ogEREg A bEE 3 A e e o] &5 appindicatorsuppor t@rgcjonas.gmail.come
2 by k(o 7] A 9] metadata.json el &= “uuid” Fh).

3 mv ¥E S A&3ko] appindicatorsupport@rgcjonas.gmail.com © # %25 £ A /usr/share/gnome-
shell/extensions® ©| & &4},
7] ¥ © 2 gppindicatorsuppor t@rgcjonas.gmail.com o & % 2] ¢] metadata.json 4L FE A&
ks F AUk AlA FE S AdeEd o] sl s oE AFEAE ¢
EoloF gy},

4 o} oA} 3o dllet HEl S Aol metadata. jsons TFE AFEAIE 9S4 Y= E o)

do
N
t

A
4

e
tje

ok

chmod atr metadata.json

5 gnome-tweaks= A A g o}

6 dx=aF 7 FEeA] g 7] 4 F =8 GNOME A5 ohA] A A o

Alt+F2
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2|

Al 25 93l Linux 7H
Al H]

=
H

) ==
) LN

[

=1
1=
I

S

Linux 2254 AAstelw Linux 7FAa A 28lS alEe 1 94 b 22E s 2 9 %o A=
a8 ok g e},

= A v dE e g

= b Az A4 Linux A

A deas EE S8 Linux Al=" v

m  Horizon Agentell ®igh 54 7] A A A

A Al 22" A J | inux A X

Horizon 7ol sl=3 7+ 1A dlazmol vk Al 714k Al ~8l& vCenter Serverol A 2ty oh. 714
Alz®lof Linux w25 A A &l oF ).

=
=

A R AV

ol
fr
>
i)
o
ol
>
>,
T
e}
N
O
>
\‘
—h
o

. W ET} Linux dlA2a2 55 AYatr] 993 o7 Ales 553
Linuxell 218k Al =8l 84 Abgle] W& Ax3I4A

s vCenter Serverdl A 714 A 28 &
"Horizon 704 714 dlazis AA" 4 714 A

n TP Al AaElo A ALEE maE e d3 v d e sz (VRAM) A 87 Ak S SR A AL
Horizon 7 for Linuxell =3k A8 &5 ALgke] W §-& x4 A 8.
A=}

1 vSphere Web Client =% vSphere Clientell 4l A 7}4F Al 28l & wb5y o},
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Horizon 7 for Linux Wl=z2%& A4

2 A8 AR TH FAE FATUL

X
o,
&)

3

o

225 o

94 & 2o Linux w2l sigk AA AwAe AAE =244

o & Eo] Ubuntu 18.04¢l 4+ vMemory 2048MB % vCPU 245 FA3t=% # A gy

c WHe FEE Ausn baZael 4 % £ vlee vl el (VRAM)E A4 A

VMware Ezfelw] & Abget= 2D 2l g & A& A § 7H4 A28 € vSphere Web
Clientell 4 vVRAM =715 A Ak NVIDIA E2tol vl & AbE-3= vDGA =+ NVIDIA
GRID vGPU Aladlo] A= vRAM 277} &l 35 w| A A ¢k o},

g AAel el A= 2D e g & S1g 7P Al=w A AAE d=4dA L. Video

7]
Memory Calculatorg AF&8FA] =4 A] 2
3 M AlaEle] AdE A Linux W25 AA o}

4 =7 Linux wlZel AHE2 & Q=5 dlaas d34e 743

A -2 Horizon 7 for Linuxell ®1gk Al =8l &7 Alghe] "olA2a% 27" AAS Axe4
Ao
5 Alx®l TAE 0|54 127.0.0.1% galg 4 glojof et

A4 "d23F xS 3 Linux Al &8 54|

Horizon 7 Wl Eol Al Hlafew Agaed Linux A=de Euleleled 54 sede sad ek gy
o,

Horizon 7ell4 #2l% $1al Linux Al=8< Zulsheln A=03) 94 qul ke BAS A§e s
4ok ek Linux Aol 4 FQDNCEH318 Saldl o §)% A8eel 47 A odsnss

ping® o+ A= Linux Alz=®lol MEH S FA 8 oF Tt

OVT(Open VMware Tools)+= RHEL 8.0/7x, CentOS 8.0/7x % SLED/SLES 12.x Al 2=®lef A
2] ARH U YA dazmer AE3s7] 8l ol e Al 28s Tulshe 7 AA dEAE FE
°o 7 Agste] VMware Tools AA W& A9stes v AANA 1~65A4 & 2vdE 4 5

Ubuntu16.04/18.04 Al 2~81S A3l 2 A2l OVTE AX g A o) ~a2%0 2 Ae
7] Sal o] AxRe Fulshe 4 s AAdA 1~5%AE AV & Fel L Ageo]
Ubuntu 16.04/18.04 Alz=®ldl OVTE Feox AXT F 5ot

apt-get install open-vm-tools-desktop

AR 25 AV

s vCenter Serverel A Al VM(ZF4F Al =8l o] AAE e Linux vl Z7F Al &ulo] AR E o] 9l
A 2hel gy e}
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m Linux VMell 4 VMware ToolsE mhEE3la A ﬂ sl= wHAE s A B4 Al L. "vSphere 7HAF A
28 #e]” 49 “Linux 7H Al 2B/l A 5 e ® VMware Tools AR me gadee"s 4

= DNSE &l &l 4 Jd=5 Linux *]/\E“—o‘ TA s BAE A4 Al 2. ol g A=
Linux #f2 8t dejavie gfuoh A AS 28wl AbE Fel Linux w12 o "elzo g A

1 vSphere Web Client =+ vSphere Clientel 4 VMware Tools 7F4 HAz2E VMol ahEE3
Yo}

2 VMware Tools A# ZHe]#} =1, VMwareTools.X.x.x-xxxx.tar.gze °F-$- S 2% wEo g F
Hot &S F YAAE FHE F Linux X dl=a55 Al g
23

Sofl gkl EH e

3 VMellA FE= 2aqleia Heuld A& g,

vmware-tools—distrib &t~} ¢

4 VMware Tools tar A A 2] #k zld o] h&S F o},
o ;

tar zxpf /mnt/cdrom/VMwareTools-x.x.x-yyyy.tar.gz

i

5 A #AE AP VMware ToolsE +4 gt

2 Linux Wi Eebet o2k b5 4 Slss ek ol

cd vmware-tools-distrib
sudo ./vmware-install.pl -d

dubA o 2 yvmware-config-tools.pl 74 It AR A} spde] Ago] Frfof Ag s},
6 /etc/hosts It ol A Linux Al28le] $4E o]55 127.0.0.1 =i g}

RHEL, CentOS, SLES % SLEDY] 7§ 3 A2E o]&o] Alxo & vy E X ¢gfoma o] &

127.0.0.1 522 wigafof gt Ubuntugd 7% wlgo] 7| x ez AAxRo goemg

o] ©hA|I 7} oA et HA| Z2AlsofA] o] wjAE FrlslnE ol A3 FE o' v 2l

7ol 5= o] whAIZE 8 gl

F3L Horizon Agents A A8 Fof Linux Al=®le] &€ o] 55 W73t 7% /etc/hosts I}
dollAl A T2E o] 55 127.0.0. 1ol misdaljoF et 2elA] ko] o]d T4E o] Fo] A<
Abg- e

7 RHEL 9 CentOS9 7% virbros AF&stA $F=5 AAH=A 2l gt

virsh net-destroy default
virsh net-undefine default
service libvirtd restart

8 DNS= E3 =9 Horizon Connection Server ¢l <8 A% 2ol 4= glo]of g},
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9 7|2 Ag FFo] 57 HlEE Linux AlA~ES T4 o
Linux dl=z o] #atg=leiw A g 4-Fo] 5ok g},

10 OpenlLDAP A& At&3le] lFetes 7445 Ubuntu AlaBlo A= Al a8loll A fste = w gl
o] F& AA gt
o] kAol A= Horizon Consoled] [A14] =] A
= 4 =% gt Jetc/hosts L& oF& o] A g o}
#

nano /etc/hosts
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X
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>

b Adt3td =ngl o] 2L F7Fe el o 127.0.0.1 hostname.domainname hostname.

11 SUSE¢] 7% [DHCP
-

d FE olg wdldd cleE dAFY L
e A& YL

VMware Tools® A A g Fol Linux AYd s o zelol=3t4 VMware Tools7t A=A & 4 9
Utk o] £AE lAst# ™ http://kb.vmware.com/kb/2050592% Fx314A] £

Horizon Agentell T3k £44 ) 7]#] A X

Horizon Agent for Linuxell+= Linux ¥ Zell 38k A% F54 37 A 7} el Horizon
Agent for LinuxE A A7 Aol o2t 7| A & A A 2l of g}

AR 8T A

vCenter Serverell A Al VM (7FAF Al2el) o] A =9l own] Linux 8l £7F Al 2~8lof] AR 5o] QL&A

gel g o}
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==}

1 Aeder 44 2E gadeosd de 25 AoAE AAGI ek A A 27 AFE F5%
A kow AR He|AE AAE Frbg o,

& 2-1. A5 54 714

Linux == 3 7] =]

RHEL 7.5 yum install |ibappindicator-gtk3

SLES 12.x SP1/SLED 12.x 1 SUSE AR4E A&sl=5 dAeteiwl SUSE 12 x5 553 ek

SP1

SUSE A &40l 4 xf86-video-
viware= 13.0.2-3.28.c} =& o
vl Ao g o 1eo] =

SUSEConnect -r

-
o

ZE -e oY

xf86-video-vmware ¥ A5 ¢ H o] =g},

zypper update xf86-video-vmware

SLES 12.x

Horizon Agent® A # 3+

739 SLES 12.x Linux tl==Z5& A-&-slelw python-

gobject2& A A &l of et

1 SUSE A#aE

SUSEConnect -r

Abgetm s AR ek SUSE 12.x%

=
2 g

e,

o oY

2 python-gobject2E A A g},

zypper install python-gobject2

Ubuntu 16.04

Ubuntu 18.04

apt-get install python-dbus python-gobject

apt-get install python python-dbus python-gobject

2 Horizon Agem0ﬂ A s 7 A5 A A g e
n /] EA o ® RHEL =& CentOS 6.7+ glibc-2.12-1.166.e16.x86_647F 4 A 5] o] gl oA
3 LEH% o7l g 4 et A A o g dAaag dAde] #oA Yk o] HAE & A s
glibcs &2kl AxtiolA #A vz o aeo] =g of gy},

sudo yum install glibc
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Horizon 7ol A= AF&#F al% 2 el & $l8 71E Microsoft AD(Active Directory) Q1=
ok AF&A7E Active D|rectory ALEA AR AFEske] Linux Hlaafmel 229 4
Linux Bl==Z %% Active Directoryst 533 o+ 2wt

e

2=
o]
A

—_
roi

3L Horizon Agentell A= Linux Hl=2% 2 Szt E AL&A7E 5L gk Active Directory =#
of AFello gt dlAazg 9 ALEAIE AR b =wglel A= 45 Horizon Agent7} Hl

2% =eels AhgA melelow AR o AF 4 gl ),

l> )

e

e e BEE TP

Linux<}t Active Directory %3

Single Sign-On A A
m ~TFE 7L 2lgE A

s Linux dl=2Z58 True SSO A4

Linux®} Active Directory 3t

Linux% Microsoft AD(Active Directory)ell 5 &3l7] 913 v &£54e¢] 9lew] Horizon 7 for
Linux Wl 52 Abgs = 54 2554 g5

o5 EF42 Horizon 7 for Linux vl=2% 7oA AEs = Aoz oA syt

. OpenlLDAP A9 slaxsi gl

s Microsoft Active Directoryel w8t SSSD(System Security Services Daemon) LDAP <l %
= Winbind ==lgl 7}

s PBISO(PowerBroker Identity Services Open) ¢l%

s Samba £=zkel =d ¢l 719

LDAP 7Iuk &£54-5 Abgsle A5 "53] M AladolA +4& F38 ok abnf, BAH 74 A~
ol M= F7tE 3 shA 7F gl o
Fu g w25 9@ Microsoft Active Directoryell el SSSD LDAP ¢l%5 & A&+ &4
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OpenlLDAP A ¥ & 4
=

A AA S e FAd F s

NEA e 2 OpenlLDAP #l -

A}

1 LDAPS(Lightweight Directory Access Protocol over SSL) & AF-&3l=5 A A 3l=3= Active
Directoryell 4 <l& 4 Aul~gE AR g et

2 OpenlLDAP Aw & A4 3}

3 Active Directory®] A&#F ¥ (k2 Al9])E OpenlLDAP 1w ¢} & 7] 3F3h o}

4 Active Directoryell thell 4tz 2el& 43 4 9+ saslauthd 59 HE ZZA|xof +3 2Hql
< Y 9F =% OpenlDAP A vl & 43wt

5 LDAP ZefoldEE AF&alA OpenlDAP Aol Ap&ALE ¢l53l =5 Linux dlaawss 74
] ot

Microsoft Active Directoryell tal] SSSD LDAP <15 A A4

Linux sl&=Foll 4 SSSD(System Security Services Daemon) & T4 3kl Windows Active
Directoryell ®&l LDAP ¢l5& AF&F o gl o).

SSSD LDAP ¢l EFAdl el vhsa 22 f2A<l A E AR e

A=k

1 LDAPS(Lightweight Directory Access Protocol Over Secure Socket Layer) & A&t =5
A7 stel® Active Directory A1 el Q1541 Afu] =& A X3 ot

2 Microsoft Active Directoryel el@l A4 LDAP ¢l%& AF&3t#i™ Linux HlazZFol4 SSSD
= T

Winbind = ¢l 7}9) &34 A&

Kerberos 714t a1l % EF42l Winbind ==l 714 &F4-2 Active Directoryell 4 ¢l5& W+ &

o b gy o

Winbind ==¢l 7}¢] E£54& AA Y o534 22 AFAQ] A E AR o

o
[ru

A=k
1 Linux dl2==25l 4 winbind, samba % Kerberos 7] x| & A A g o}

2 Linux vl==2%% Microsoft Active Directoryell 7+ A7) Y tf.

VMware, Inc. 32



Horizon 7 for Linux w25 A4

chel 5% 2l

Winbind ==l¢l 7}l £54 == 7]E} Kerberos 915 7dF £5F45 Ag3l= 45 BE53 714 A
"5 Active Directoryell 7+l 4171 A5l 7}k Al ~8l& Active Directoryell =H4] k8] g of.
o & Eoi oh wWE s AR

sudo /usr/bin/net ads join -U "<domain_user>%<domain_password>"

Winbind &£54 ¢ 2% o5 %45 Abgste] FAE 7haf Al daf =eql Azk s A

Tt

n 7 7PAF Al 2Elol fle] SSH =+ vSphere PowerCLISH #& 974 A4S 36t ¢S A3
Pt 2agEd] g A NE&L A 8 7% dlaZm £ Horizon 7 &k vl 25 Ax3}
AA]

m A 237 e o] WMels ¥3Ea Jetc/vmware/viewagent-custom.conf I} 2aFE AHARE

Horizon Agent RunOnceScript w4 e AA 3 et ARAIgE W& Linux Bl 2225 ¢ ?‘“ st
oA G4 A e REFAA L
PBISO(PowerBroker Identity Services Open) %5 +4

PBISO(PowerBroker Identity Services Open) ¢l %5 w2 2= 2kql wHgl 7}8]S 3 3t7] 98l

Ad= = E54 5 s o
b5 sHAl ol whel PBISOE AF&-3led Linux dl=3&5% Active Directoryell 7k g ot
A2}

1 https://www.beyondtrust.com/products/powerbroker—identity-services-open/ell4 PBISO 8.5.6
o] AHS th-E =g o}

2  Linux VMell PBISOE A A gy},

sudo ./pbis-open-8.5.6.2029. | inux.x86_64.deb.sh

3 Linux#& Horizon 7 Agents A A gy},
4 PBISOE AH&3ted Linux dlaass AD E=dglell 7ks) g et

et
s
A
T

ot ool A Ixde.vdi= =#el o] & ¢l administrator= ==l AREAF o] &
sudo domainjoin-cli join Ixdc.vdi administrator
5 =gl Ab&Atel del 71 A AAE
sudo /opt/pbis/bin/config UserDomainPrefix Ixdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShel |Template /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U
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6 /Etc/pamd.d/common-session ¥} S 3 A gk o}

rr
i)t
o
o
)
i
g

a session sufficient pam_lsass.sozt+=
b ©¢] =% session [success=ok default=ignore] pam_|sass.so® ®}3 1t}
3 Linux & Horizon Agents AA st AW sidle] EE Sof| &= o] BhAE db5a]of ),

7 Ubuntu 16.04¢] 75 /usr/share/lightdm/lightdm.conf.d/50-unity-greeter.conf 14 s} ol

s % Zhgus

al low-guest=false
greeter-show-manual-login=true

#3 Ubuniu 18.04% 4143kt 45 lightdn 74 s1& WA S Bas} g e

8 Al

)
tle
2
-z
Py
3!
fu
:
=
T
)

m  /opt/pbis/bin/config AssumeDefaul tDomain 4% false® A A= %% /etc/vmware/
viewagent-custom.conf =} el 4] SSOUserFormat=<username>@<domain> 4 -5 <l dl o] E &l o} &

=

Horizon Ql4®E & £28 dA3F Lot 5 H5AE VMl Al A =92 o o
E] 5 F71e o] DNS A1 A A o] 45 ux Al2~glell wfgt resolv.conf s}4
< 4% Ubuntu 16.04 A o] 7% o ol& AE3le] Jetc/resolveonf/
resolv.conf.d/head s}doll L3 =& FrlslA Ao,

X

I
T

nameserver 10.10.10.10
search mydomain.org

Samba 2. Zgkel Tu|el 719 4

Horizon 7 Linux Hl==2& 7ol 4] ol 28 & ZFF VMel dal SSOE A sted= v~ Linux VM
ol 4l Samba® A &t

o5 AAE FAxEdte] Samba® AFEdle] Sz kel mE|gl 7pg] WAl o 2]
45 Active Directoryell 7Fd A1 A Y el o] Axfell A= Ubuntu Al =8lell tigh wbAl & Al 33 o

E!

1 wk=H Linux VMol A 71eF 4 2fol B2l (o . smbfs 2 smbclient)E *3aked winbind 2
samba | 7] x| & A A g o},

2 o5 9a s A&t Samba tdb-tools 71 A & A A g o}
sudo apt-get install tdb-tools

3 Linux$ Horizon 7 Agentg A A g}
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Fuer

4 of5 oAl A} vz Aul=E F3slE S /etc/samba/smb.conf T4 L& A

i

[global]

security = ads

realm = LAB.EXAMPLE.COM
workgroup = LAB

idmap uid = 10000-20000

idmap gid = 10000-20000
winbind enum users = yes
winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes
encrypt passwords = yes
winbind use default domain = yes
restrict anonymous = 2

ok

Y,

5 b oA} v Aul=E 3= 5 Jetc/krb5.conf 74 LS 2 A

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
)3

[domain_realm]
your—domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM

6 g dA FA¥ AA Jetc/nsswitch.conf A LS A g o}

passwd: files winbind
group: files winbind

shadow: files winbind
gshadow: files

7 Z2=E o]Fo] FupE A of Al2=H dAt 5l A]7ko] DNS A28/l 2 5 7] 35 o] QleA] 2l g v,

8 Linux VMe] Samba W& AF&sted =l 7k = 9l5& Horizon Agentell <t2l# s /etc/
1 31

5l
A
vmware/viewagent-custom.conf I} el A g F45 AA G o}

0fflinedoinDomain=samba
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o,

9 X 2ElS AFE e ofA Bele ),

RHEL/CentOS 8.0 Realmd 7}¥] £3 4 A&

RHEL/CentOS 8.0 "dlxz &l dl&l Single Sign-On¥ & 759 #&S BAsteiw Realmd £
FAE AHEsle] U222 55 AD(Active Directory) =wlelel 7F31 A 7Y o,

4
1 RHEL/CentOS 8.0 A ~Hlo ths] A f3lsl T A2E o5& FA 3},

ol & o], rhelgol AlzEle] ATEE A G FAE o] 2ol LD.WDIZF AD EHlqlel A e
Wel e Ao

# hostnamect| set-hostname rhel8.Ixd.vdi
2 o oo} Fol AD =dlele] vEY 2 A4S el

# realm discover -vvv LXD.VDI

=l

3 the sk el WL F4A

717 & A A e

# dnf install -y sssd adcli samba—common-tools oddjob oddjob-mkhomedir
4 b5 A o] AD =wllel 7Fd g et

# realm join -U Administrator LXD.VDI

5 o et +AFeHAl Jete/sssd/sssd.confE AR . [domain/domain name] A4 ozl el
ad_gpo_map_interactive = +gdm-vmwcreds Z=7}& 4 o}

[sssd]

domains = LXD.VDI
config_file_version = 2
services = nss, pam

[domain/LXD.VDI ]
ad_domain = LXD.VDI
krb5_realm = LXD.VDI
realmd_tags = manages-system joined-with-adcli
cache_credentials = True
id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
Idap_id_mapping = True
use_fully_qualified_names = False
fal Iback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6 =rlcl 7tgle] AEH =S

1l

Pl Aladle AP E F b 2aelge

oli
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7 =09l AgAC Sules TG A SAF s e el s id Bal e At mulgl 4
7 zyc1el T4 L BB E e v F

# id zycl
uid=1084401403(zyc1) gid=1084400513(domain users) groups=1084400513(domain users)
8 =dlel AHEAY A A T s AHEEte] dladge] A¥FAeR 2a9d ¢ eA g

3 Horizon Agent= RHEL/CentOS 8.0 vz 5ol thal] X11 tlaZdo] An Z2 & Fut
AUt X115 A" 718 daddeo] Av 22esr FA¢te =gl A 44
obe] 25 T =gkt vlarel A SHA(X11 H&Ede] Aw)E A= e,

Single Sign-On 24

SSO(Single Sign-On) & AAztHw 9 7HA 74 2AE 8l oF F et

Horizon Single Sign-On &A= Linuxe] PAM(Z®E % 2a)3 sAlshd, Linuxs
AD(Active Directory) ol & &al& vl Ab&et= Wl F55# ¢35 Horizon SSO+ Linuxs
AD¢} 5dsl+= OpenlDAP 2 Winbind &FA4el A ZH&et= 2oz e A 51 o).

718A o & SSOd A= ADL sAMAccountName §4¢] 29l |Defa 7FA Y ek OpenlLDAP

=+ Winbind £+45 AH&dt= 4% SSOel &t 229l ID7F AASH =5 st ehw3 2L 7
g =HAE TZSE?SHO]: et

>N

s OpenlLDAP<9] 79 sAMAccountName< uid®= A A g o}
s Winbind<¢l 7% 74 ¥} /etc/samba/smb.confoll vt 5 F7Fgh o,

winbind use default domain = true

AREAZE acle mel ol F& A A ok sk A Fell= Linux w5l 4 SS0UserFormat -4l &
AR ok ek, AAIgE &2 Linux dl==252 74 iPa‘ off Al w4 A &S AEFAHAIL.
SSO= &4 A= H e =ral o] 55 AHEdd et ol & Sof, =wlle] mydomain.come] ™
SSOelA= MYDOMAINg =ral o] Fo = Ag-3h ek, whebA] SSOUserFormat w45 A4S o
MYDOMAINS Al A oF gheh, g2 =ugl o] &3 71 =rlcl o] Foll& b3 A o] A&5 e},

= OpenlLDAP?] A+ Az & e =rl ARGl oF g e

ro,

o

il
o

s Winbind= 21 ==¢l o] &3 @2 =rilal ol F5 27 A
AD= Zz3l o] FeolA 54 A4S AdatAat Linuxes AlLetA f5deh, 2822 SSOE A4

w] 229l o] Fo 4 TAE AFEHA] mRAlAl L

ADell A AF-8-#F2] UserPrincipalName(UPN) 54 3} sAMAccount 541 o] A slx] ¢k A&7 UPN
o8 2393 7 $-ol= SSO7F At o5 S0 AD mycompany.comell juser AH&AF7F ¢l Ak

vk Ab-g-AFe] UPNel juser@mycompany.com tHAl juser123@mycompany.come 2 A A 5 o] ¢lew SSO
= Ao A wb e AFEAE7) sAMAccountell A AHE o] & ARRdto] 2 acgletE AT o
juser.
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Horizon 7ol A= AF&AE o] 59 tatAE 7+ a7k glssdeh. Linux 9 A A A o A
= (e}
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T TEekAl B2 AbEA olEe ARl =R el of g

s Winbindel 5% 71242 A&A o] &9

s OpenlLDAP<Y 7%+ Ubuntuel 4 NSCDE Ab-&3le] AFEALE ol Fsly 7|24 o2 L& AE
TEeA sy h RHEL ¥ CentOSel A= SSSDE Abg-3lo] AL&ALE gl & aln] 7| Aoz
a2 AHE TR AAS W eke el Jete/sssd/sssd.conf ZFL S %] 8l [domain/defaul t]

Aol vh5 E5 F7HEd e
case_sensitive = false

Linux Hl=2 5ol o2 a2k @746 AAse] Qb A dl a2k 3442 A2 SSO% 7
AE EaaE B AE G

2vlE 7= gy Ead A
sobE A= P AAe AR 2 A T4 RAE Fgaok Fule

2utE 7= 2 EaA ) e

~utE Fhe 2o @A Ad-L 54 Horizon Agent MAle] AAE o3 22 Linux W25 43
2ol A AL

]_

oli
rr
=

E g1, 2vkE A1S e gk A2 8T A

Linux == Horizon Agent

RHEL 8.0 Horizon Agent 7.10 |4+
RHEL 7.1 o1& Horizon Agent 7.8 |4+
RHEL 6.6 <14 Horizon Agent 6.2.1 ¢] 4+
Ubuntu 18.04/16.04 Horizon Agent 7.9 o]
SLED/SLES 12.x SP3 Horizon Agent 7.9 |4

Horizon Agent® AA & 79 w1 A SELinuxE AF&eA &= 5 AAd ok gt 74 247 712
Ao AeEA gong ~utE JtE godld 74 o4 5 FAH o Agd ol gk AAgE o
£-& install_viewagent.sh W& % w4 H&E& Az L

e R Bt P B i B N B

USB gld @l A o] ~wtE Fheof A 2gstA] 5 et

setEAE B AL @ del b ArtEAE BEAT AAF UG F A oo BF) b e
olel= Azdle] A A$E of 7ol AFaAA bt

=
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2mtE 7PE Al A4 Fheo A shte] gl FAul A3k gtEo] 7 A o]ake elFEA L ' A
ol Al WA 3 v Ad5A7 AEE 2 g E Q5= FAEH YT o] FA2 Linuxe Al A
%ﬂ44

B3 ~vte JhE 2daldE Linux ez w4 PV 7t=5 AL @ et Linux$ Horizon Client
T AEEte] PIV 7lER B EAE 5T 9 SSL &7 vEbA x5 k] e TLSv1.2 A1
< A& A PIV 2rtE Ft=E FA 8 oF e VMware 715 AF5 A4 hittp://

kb.vmware.com/kb/21504700l A= 5 214 W& A&

~ulE 7= SSO+E Horizon 7 WA 7.0.1 o] Aol A Alg-stx5 AAF Uk RHEL 6.x
o ~ulE 7= SSOE A YskA = RHEL 7.x % RHEL 8.0 A2 52 o] 7|55 AdstA &

DN
oo

+

D>

e A e 74
2utE e gyEds T o Adde s

1 Linux M Z A 2 2nle gl wite] A Aol wet b2z Ee gt 2ule =2 A A g}
2 Linux W% AAeof| wte} a3 ES Active Directory == ¢l @ &3Hg] o}

8 Linux w2 AAfel] whe} vl =g Fel4 2vte 7tE gdealds 7433 e

RHEL 8.0 "l Fol st ~vlE 7= gy aAd +4

RHEL 8.0 "=z 5ol et antE 7h= wpeks AAsted el #1A Active Directory =d el 3} dl~=
e FgEda. 23 o5, Horizon Agent® AA8H7] Aol d gt gtejuelz] 3l FE CA <54

~ulE 7= goalAdS 98] RHEL 8.0 Bl A5 S Active Directoryet £
e Jle gy AdS )8 RHEL 8.0 Hl~3 55 AD(Active Directory) =w=¢lel &3heteisd of
& AAE AL

ol AAte] N olAl= AD =rlcle] DNS ol &3 2 vlEH 2 749 el el vt z] Sl Ak
FA A gha AR o ol A g2 e 34 g A g AR E vk o
28] A=} 7 A

dns_IP_ADDRESS DNS el & A9 IP F4

rhel8sc.rzview?2.com RHEL 8.0 Al=®le] At3ts g2 o &

rhel8sc RHEL 8.0 Al=®le] ATtatsA] & T2E o &
rzview2.com AD ==lele] DNS ol &

RZVIEW2.COM AD =rlcle]l DNS o] & (&= vi+7#h)

RZVIEW?2 Samba A1®¥ & £t A4 ¥ = NT =dcle] DNS

o] F (& &~

1)

rzviewdns.rzview2.com AD Au]e T1E o2
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23}

1

RHEL 8.0 Al=H®lell A v&5 33 o

a ZAo] He3 ez 4D

b IPv6E AF&chAl == Aot

c A& DNSE AH&ebA == AA 3 el

ob-g ol e} FAFSkAl Jete/hosts T4 LS A o)

127.0.0.1 rhel8sc.rzview?.com rhel8sc localhost localhost.localdomain localhost4
localhost4. localdomaind
551 localhost localhost.localdomain localhost6 localhost6. localdomain6

ans_IP_ADDRESS — rzviewans. rzview2.com

ox
%
<
D

o} of| o} §-AFskAl Jetc/resolv.conf T4 LS F
# Generated by NetworkManager
search rzview2.com
nameserver ans_/P_ADDRESS
AD el Bedt 3714 AA ek,
# yum install -y samba-common-tools oddjob-mkhomedir

oddjobd A ¥] AE AbEet= 5 A A g o}

# systemct| enable oddjobd.service
# systemct| start oddjobd.service

A28 D B ols =% AA

# authselect select sssd with-smartcard with-mkhomedir

oddjobd Al 2=5 A] Ak et

# systemct| enable oddjobd.service
# systemct| start oddjobd.service

~ntE 7le ol 55 Al Yslelwl /etc/sssd/sssd.conf =Hd & A Al g o},
# touch /etc/sssd/sssd.conf

# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf
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9 o} oo} o] A3 FHl=E Jetc/sssd/sssd.confoll F7Fg vl [pam] A Ad el A
S|

pam_cer t_auth = Trues =4 g}

[sssd]
config_file_version = 2
domains = rzview2.com
services = nss, pam, pac

[ domain/RZVIEWZ2. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad
access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

10 sssd AR A5 AlSel=5 AA g},

# systemct!| enable sssd.service
# systemct!| start sssd.service

11 ofg ol et F448bA Jetc/krb5.conf 74 3142 4] g o}

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
includedir /etc/krb5.conf.d/

[ logging]
default = FILE:/var/log/krb51ibs. log
kdc = FILE:/var/log/krb5kdc. log
admin_server = FILE:/var/log/kadmind. log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = RZVIEW2.COM
default_ccache_name = KEYRING:persistent :%{uid}

[realms]

RZVIEW2.COM = {
kdc = rzviewdns. rzview2.com
admin_server = rzviewadns.rzviewZ.com
default_domain = rzviewadns.rzviewZ.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = rzviewans.rzview?.com
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[domain_realm]
.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEWZ2. COM

12 o}& ol ¢} 287 Jetc/samba/smb.conf 74 LS %]

[global]
workgroup = RZVIEWZ
security = ads
passdb backend = tdbsam
printing = cups
printcap name = cups
load printers = yes
cups options = raw
password server = rzviewans.rzview2.com
realm = RZVIEW2.COM
idmap config * : range = 16777216-33554431
template homedir =/home/RZV/IEW2/%U
template shell = /bin/bash
kerberos method = secrets and keytab

[homes ]
comment = Home Directories
valid users = %S, %D%w%S
browseable = No
read only = No
inherit acls = Yes

[printers]
comment = All Printers
path = /var/tmp
printable = Yes
create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @rintadmin root
force group = @rintadmin
create mask = 0664
directory mask = 0775

13 ob5 clAle} 2ol AD ==l 7F) v e,

# net ads join -U AadminUser

join Wedg AdEw e alsh A el g

Enter AdminUser's password:
Using short domain name —— RZVIEWZ2
Joined 'RHELBSC' to dns domain 'rzview2.com
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14 RHEL 8.0 vl==550¢] AD =rlclel A3 o= 7kl = 3l =A

)
0,
)
<
o

# net ads testjoin
Join is OK

gl S e 9]

RHEL 8.0 dl&a=m &4 Avle 7= gl @A +4]

RHEL 8.0 ®l=aBel 4 ~ot= = edad e T4z el 75l 9EaE ehejuse), 2ve 7
ol AfY & 9t dF5E AL 99 FE= CA AFA ¥ Ld PC/SC Lite shelneie] & 4
A et

AR 8 AV

~utE ZhE YAl AS 9ld RHEL 8.0 Wl~=2 55 Active Directory<l 53

# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools
2 pescd A¥]AE AbESlE S AA

# systemct!| enable pcscd
# systemct| start pcscd

3 Jetc/sssd/sssd.conf T4 It AntE JtE ol HE AlEelE S AA s ohEy Fo] £3hEo] 9l
=X Zel gt

[pam]
pam_cer t_auth = True

N
i)

$.3F CA ¢l5 45 /etc/sssd/pki/sssd_auth_ca_db.pemell F-AFghy of,

# openssl x509 —inform der —in certificate.cer —out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

e
I.AI
rlet
of
ol
e
>
=

5 zwte Ft=of Al E Felstew vhE pkesli-tool H @& Adstr Sule £

Ql gk et
# pkcs11-tool -L
# pkcs1i1-tool ——login -0

# pkcs11-tool ——test ——login
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6 PKCS11 a5 A4

cp libcmP11.so /usr/|ib64/

[
ot
A
s
o
°
2
Ku)
oo
A
L
[y
il
A
N
3
ot
°

7 Jusr/share/p11-kit/modules/|ibcmP11.module 2% & A4
=

# This file describes how to load the opensc module
# See: http://p11-glue.freedesktop.org/doc/p11-kit/config.html

# This is a relative path, which means it will be loaded from

# the p11-kit default path which is usually $(libdir)/pkcsii.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/l1ib64/1ibcmP11.s0

priority: 99

8 PC/SC Lite® #A 1.8.8% qJulo]=g .

# yum install -y git flex autoconf automake |ibtool |ibudev-devel flex

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure ——build=x86_64-redhat-Iinux-gnu --host=x86_64-redhat-1inux-gnu

——program-prefix= --disable-dependency-tracking ——prefix=/usr ——exec-prefix=/usr
——bindir=/usr/bin --sbindir=/usr/sbin ——sysconfdir=/etc --datadir=/usr/share
——includedir=/usr/include --libdir=/usr/lib64 ——Iibexecdir=/usr/|ibexec
——localstatedir=/var --sharedstatedir=/var/lib ——mandir=/usr/share/man
——infodir=/usr/share/info --disable-static ——enable-usbdropdir=/usr/|ib64/pcsc/drivers
# make
# make install

9 =vE JtE dyHAdS ARt e S A4 Aelel A Horizon Agent 7.10 o4& AR 3ot

10 Al=8l& AFE st oha] 2ol gy,

RHEL 7.x/6.x A5l digt ~nlE 7= 2g&daHd 4

RHEL 7.x/6.x Bl&=2 450 o
A3 %S B o8 o}

A% A

cly
o
h=i

UFE 7t Waks A4 ek WA Active Directory Jﬂﬂo 3} ]
orizon Agent® A A et7] Aol 83k etejueie] gl FE CA <l

~utE 7= goeadS s RHEL 7.x/6.x Hl235S Active Directory$} %

i;‘jl—
RHEL 7.x/6.x Hl&=ZFollA 2ntE 7h= &8l ds A<ddteiw Samba % Winbind &£F+4 & A&
sto] AD(Active Directory) ==l¢lel] vlaza%S E3e o},

2= 7te 2 a4 98l RHEL 7.x/6.x Hl225% AD £vldldl 2gae g A% A4
e,
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of AALe] A& dAl= AD ==cle] DNS o] &3 22 vlesa 749 el gE el 7] 2l #fe

EAA S AL 08 Fol 4Rd A Ae] EAA G T Beld Auw o

2k EAIAL 7k 2w

dns_IP_ADDRESS DNS ol & A IP F4

mydomain.com AD =wlgle] DNS ol &

MYDOMAIN.COM AD =vlcle] DNS o] & (& F vl-Ah)

MYDOMAIN Samba A8 & *3ete A4l 25 == NT =9le] DNS
o] & (&4 wEAh)

ads-hostname AD Anle] T 25 o] &

¥ ~vtE FhE fyA 4 RHEL 6.0 |4 =% RHEL 7.1 o]A& Addte dlaagolA A1

e}

23}
1 RHEL 7.x/6.x Hl=2%e] Ded 5745 4t

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

2 Azg AdAd w2 A5 AA T NetworkManager Alolsbs i A ~8 o14
of "3t IPv4 AR o= ol 53t [Pv4 Wi o= 2HF(DHCP) S A8 @t DNS ®=x 4

ZLol DNS ol & A1 9 P F4£5 g8 23 & H&5 9o

3 o e Agsa RHEL dlaaEe FQDN(E s E =wlql o] &) & wkgtat=x] gl g},
# hostname —f

4 b5 d Al A% AAE Jetc/resolve.conf T4 & A T o}

search mydomain.com
nameserver dns_|P_ADDRESS

bA ghe s

il
o2,
%
i
o
o
djo

ol

5 RHEL vz Foll4 SELinux(Security-Enhanced Linux) & AF-$-
oAl Aol A% Z A= Jetc/selinux/config T4 L& 24 g o}

SELINUX=disabled

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
defaul t_ccache_name = KEYRING:persistent:%{uid}
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[realms]
MYDOMAIN. COM = {
kdc = ads-hostname
admin_server = ads-hostname
defaul t_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN. COM
mydomain.com = MYDOMAIN. COM

7 & dAe} 2ol /etc/samba/smb.conf T4 Id S HA

Fuer

i

[global]
workgroup = MYDOMAIN
password server = ads-hostname
realm = MYDOMAIN.COM
security = ads
idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash
kerberos method = secrets and keytab
winbind use default domain = true
winbind offline logon = false
winbind refresh tickets = true

passdb backend = tdbsam

8 authconfig-gtk =75 @ o}&3 #o] AAS FA g}

a IDRAZF He A Gt AgA A4 dole o]~z WinbindF A8 3 e
b ZF A UL Asn 3 A 239 A F OEE A4 Helshs A2
c IDRAZF B¢ AFen Bl AYL TG 0 HES ARTA = A

RHEL ®sl==z50] AD Zdllclel] 7Fe] v o},

K
N
-l
ek
>

re,
o
iy
o

9 PAM Winbindell A 1Al 71415 AA g} g ol Aol 45 &8 F3sl= 5 /etc/security/
o}

pam_winbind.conf T4 ¥} 3 7] g
[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes
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10 Winbind A¥]&=& ohA] Al 2 o,

# sudo service winbind restart

o
i)
o
of

ol
f

o
o

I
ru
N
J®
tje
rfL
rlet
o
ol
rir
>
et
rO
e
A
v

11 AD 7t % dhelateldd o 9o
m  net ads testjoin
m net ads info

12 A z28% A g 223 e
ool £ D)
RHEL 7.x/6.x dl=2 %ol dd 2nte A= 2 ejd g 44

RHEL 7.x/6.x 23 Ed 3 AnlE Jl= FoaMd A A

RHEL 7.x/6.x Hl=a ol 4 2vt= = e de FHaeln 7% oEa
ol Beg FE CAQZEA 2 B —
el 9 T4 9L Aok Gtk

RHEL 7.x/6.x dl=2 5ol that 2nte 7= 2lgddS AAseH oS AAES S84 4 2.
)

ol AAte] - ol A= AD =r=lgle] DNS o] &3 22 vl a 749 dEEE UrEhH 7] 1=l A2
EAA e AEFI e Bol A9R A2 A BAA Ge T4 VAN w2 alR
zte] FA|=} 7k A

dns_IP_ADDRESS DNS ¢l & 4wl IP F4

mydomain.com AD =+cle]l DNS °] &

MYDOMAIN.COM AD =rclel DNS o] & (&= ti7#h)

MYDOMAIN Samba A1®# & gt A4 2§ = NT =dele] DNS

o1 (2 B A

ads-hostname AD AlWe] e o] &

2vtE L= 2gEl 42 RHEL 6.0 o]4 == RHEL 7.1 o] A& Addts dlaagolA Adsd e,

3 vSphere 25 % 4*‘13}04 Horizon Agent7} AR =3 ~ntE 7= 2o @ A5
Ak RHEL 7.xell =zglsbe 2-F 2ok A 7ke] 24 o4k Al " 4 9lssdeh. o]# g
2ok vSphere EEo At WAl g ok Horizon Cliente] RHEL 7.x & o} 3l

A e e
AP 8T AFE

~nte 7le gy S 9e RHEL 7.x/6.x dl&32%5 Active Directoryet 538
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23}

1

yum install nss-tools nss-pam-Idapd esc pam_pkcs11 pam_krb5 opensc pcsc-Ilite-ccid authconfig
authconfig-gtk krb5-1ibs krb5-workstation krb5-pkinit pcsc-1ite pcsc-lite-1ibs

openss| x509 -inform der —in /tmp/certificate.cer —out /tmp/certificate.pem

c certutil WES A&kl Al=Hl HolHHl ol Jetc/pki/nssdbell FE CA <5415 A A
.
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d FE CA al54 5 /etc/pam_pkcsil/cacerts o & E 2o H AL e}
mkdir -p /etc/pam_pkcs11/cacerts
cp /tmp/certificate.pem /etc/pam_pkcsi1/cacerts
o Z2]Al°] A > Sundry > AF 2 2 o533 & ZulE Jt= Y AFG Felsts Ageta HE5

2o g

sebEAE EvhelulF $Alela Eebolu] eheluele] % 4w wlo] €l o]~ Jetc/pki/nssdbel
Fohgv e

cp libcmP11.so0 /usr/lib64/
modutil -add "piv card 2.0" -libfile /usr/lib64/libcmP11.s0 -dbdir /etc/pki/nssdb/

& ol Al ¢} 7ko] Jetc/pam_pkcs11/pam_pkcs11.conf T4 stdoll4] w5 AAS H Ao}

pkcs11_module coolkey {
module = libcmP11.s0;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsi1/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

}
oS dl A9} w8k ZHl =5 ¥3I =5 Jetc/pam_pkesil/cnmap LS AA g h, 23T =
A" Zol de] = AnfE b= gl F Aol YdH ALEA AR E FESIA4]A L

user sc —> user-sc
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7 ob el Aol A" AA Jete/krb5.conf/ T4 hd & AA g e

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
defaul t_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {

kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN. COM
mydomain.com = MYDOMAIN. COM

tl

8 th& dAlo] FA1H & E38lE 5 Jetc/pam.d/system—auth 74 s} & o

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11:/usr/lib64/|ibcmP11.so

9 PC/SC Hl&% w4 Aag et

chkconfig pcscd on
service pcscd start

il
o

10 RHEL #H 5 $18 24 PC/SC Lite M AS A A3t
s RHEL 7.x¢ 4% PC/SC Lite & 1.8.8% AAFth.

yum install git flex autoconf automake libtool |ibudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

./configure —-build=x86_64-rednhat-|inux-gnu -—host=x86_64-redhat-|inux-gnu -—program-prefix=
——disable-dependency-tracking ——prefix=/usr ——exec-prefix=/usr ——bindir=/usr/bin ——sbindir=/usr/sbin
--sysconfdir=/etc —-datadir=/usr/share ——includedir=/usr/include —-libdir=/usr/lib64
——libexecdir=/usr/libexec ——localstatedir=/var --sharedstatedir=/var/lib --mandir=/usr/share/man
—infodir=/usr/share/info ——disable-static ——enable-usbdropdir=/usr/|ib64/pcsc/drivers

make
make install

VMware, Inc.



Horizon 7 for Linux w25 A4

m RHEL 6.x¢] 7% PC/SC Lite A 1.7.45 AA .

yum groupinstall "Development tools"

yum install |ibudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-1ite-1.7.4. tar .bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —=libdir=/usr/1ib64/ -—enable-usbdropdir=/usr/lib64/pcsc/drivers
——enable-confdir=/etc --enable-ipcdir=/var/run --disable-libusb --disable-serial --disable-usb
——disable-1ibudev

make

make install

service pcscd start

11 =vtE 7t= 2y a s AHEgsl=5 AAsta Horizon Agent 371 A1 & A A 3 o
sudo ./install_viewagent.sh -m yes

RHEL w25 $let 4 N7 A 5 ARG e
n  RHEL 7.x¢ 7% Horizon Agent 7.8 o4& AR gt
m  RHEL 6.x°l4 = View Agent 6.2.1 |45 AR ]},

12 Al =8¢ At oA 22l v}

Ubuntu Hl&23 % U3 ArlE 7= gl &l Hd 4

~nte 7le wbeks A Astewl WA Active Directory =l ela dlA~a &
Horizon AgentE A A[3s}7] Aol H 83k efejrefe] 9 FE CA QlFAE

Ubuntu dl==Fol o
< gt 2= o
J

A A e

ulo r.?L

~ntE 7= o Ad S 98] Ubuntu B2 5 S Active Directory$} 3¢

Ubuntu BlazFell A 4rtE 7l= g dd@ld-E A Ystedwd Samba 2 Winbind £54-& AF&31¢]
AD(Active Directory) =d|glel tl~zZw& ¢3¢yt

2vte 7t gy#EAds g8 Ubuntu vl=a25<5 AD =wlclel &&eteiw o5 AAE A& o

1= AD ==<clel DNS ©]
AR ge e o

o
e,
o
o,
ne
—z
£
Y

28] FA=}F 7 A

dns_IP_ADDRESS DNS ¢l& Aw 2] [P F4

mydomain.com AD =wlcle] DNS ol &

MYDOMAIN.COM AD =rcle]l DNS o] & (&= o7k

MYDOMAIN Samba A1®¥ & £3ate A4 2F = NT =dle] DNS
o] & (& wlaA})

ads-hostname AD Anle] 22k o] &

ads-hostname.mydomain.com AD A¥ o] FQDN(A ksl ==gl ol &)
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=z}e] EX|A} 7k A

mytimeserver.mycompany.com NTP A7k Auie] DNS ¢ &

AdminUser Linux dla=zds el #le] AFgAF ol &

A4

1 Ubuntu dl== 550l 4 /etc/hostname 74 std-& ARSI tlaaFze] T42E o5& A3

ct.
2 DNSE A
a DNS A o] & % IP F4% /etc/hosts 74 FFd ol F7Fghv e},
b ths dlef 3Ee] DNS ol & 189l [P F49 AD =#<le DNS ¢]&% /etc/network/
interfaces 74 shdoll F7pgh et

dns-nameservers dns_|P_ADDRESS
dns-search mydomain.com

3 resolveonfig #N 71 A& AR g}

a AR Hee 49

= Ins

+

(X1}
o
el

# apt-get install -y resolvconf

ol

Alz~glo] 7] A & A A

ul
ol

A L

b oS d A9} o] Jetc/resolve.conf =} ol 4] DNS 4% kel gt o}

b A -

# cat /etc/resolve.conf

nameserver dns_|P_ADDRESS
search mydomain.com

4 WEHZ A7 E5E FAR

a ntpdate 71 A& A A g o}
# apt-get install -y ntpdate
b g dAet o] NTP Av] AR E /etc/systemd/timesyncd.conf 4 2ol F7}a] e},

[Timel
NTP=myt imeserver .mycompany .com

5 NTP Aul=% tha A#gh

sudo service ntpdate restart
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6 223 AD 7+ H7IA & AA G
a AA WEs AP

# apt-get install -y samba krb5-config krb5-user winbind |ibpam-winbind

| ibnss-winbind

b 713 Kerberos 995 =+ A |
gk o} (ol : MYDOMAIN.COM). =&l o}, EhelS A efgh o}

tlo
o
)
o
X
o

7 b oA e} Zol Jetc/krbs.conf -4 o}

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
defaul t_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN. COM = {

kdc = ads-hostname.mydomain.com
admin_server = ads-hostname.mydomain.com
default_domain = ads-hostname.mydomain.com
pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname.mydomain.com

[domain_realm]
.mydomain.com = MYDOMAIN. COM
mydomain.com = MYDOMAIN. COM

8 Kerberos el5+ daletednd g Hals Aol
# Kinit Administrator@MYDOMAIN. COM

# Klist

o

Fu e

rlets
ol

Wedol g el Ale FAG 2L waal A el

Ticket cache: FILE:/tmp/krb5cc_0
Default principal: Administrator@¥YDOMAIN. COWalid starting Expires
2019-05-27T17:12:03  2019-05-28T03:12:03 krbtgt/MYDOMAIN. COMMYDOMA IN. COM

renew until 2019-05-28T17:12:03

9 oL dAe o] Jetc/samba/smb.conf TA UL A g o},
[global]

workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads-hostname.mydomain. com
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security = ads

kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntimv2 auth = yes
encrypt passwords = yes

passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000

idmap gid = 10000-20000

# net ads join -U AdminlUser@mydomain.com
# systemct| stop samba-ad-dc

# systemct! enable smbd nmbd winbind

# systemct!| restart smbd nmbd winbind

b g dAlel o] /etc/nsswitch.conf T4 Itd-& 44 g},
passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat
gshadow: files
c AD Ml AzHE sheldlew o 98 AYsta gule AL waeled FAEg
# wbinfo -u
# wbinfo -g
d Winbind o1& s~ 294 % seleteln b G838 Ageln &rpe 2L aaer
el ek,
# getent grouplgrep 'domain admins'
# getent passwd|grep 'ads-hostname'
11 2% PAM 223t $ A4ate % 443
# pam-auth-update
PAM 74 stalol A 229 A] & Y& P& £dels 28 PAM Z 231 Alge o5
gl s AlE gt
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12 Ubuntu 16.04¢14 22el #hele] Qi A4 2945 AHgates 445} b o Alg 2

o] /usr/share/lightdm/lightdm.conf.d/50-ubuntu.conf ¥} S 47 g},

user-session=ubuntu
greeter-show-manual-login=true

Ubuntu B35 st AnlE 7= Zg)alHd A
Ubuntu dl &2 %] =
LR

E’% :] o]H ?_/{'] ﬁ}O]

By
>
o
i
m
Y

o] AALe I A& AD Evll2le] DNS o &3 2 W=9a 749 dee g delis] el A2
SAA e AS ek by Fol AWE P2 A2 TAA gL T Beld Aue ook

<

z+e] FA=}F 2% A

dns_IP_ADDRESS DNS ¢l& Aw 2] IP F4£

mydomain.com AD =rcle] DNS ol &

MYDOMAIN.COM AD =vullele] DNS o] & (ZF HirAh)

MYDOMAIN Samba A1¥ & E3ebw 24 1§ == NT =ocle] DNS

o] & (27 HiEAh)
ads-hostname AD Awe] T 2E o] &
ads-hostname.mydomain.com AD Mv 9] FQDN(AF2tsl ==ql ol &)
mytimeserver.mycompany.com NTP A7k vl 2] DNS ] &

AdminUser Linux dla=ads el #le] AFgAF ol &

AR 8 AV

~ute 7le gy AdE 9d Ubuntu Bl2=Z 55 Active Directory$t 53
A}

1 Feg ghelugfe] s ARG

# apt-get install -y pcscd pcsc-tools pkg-config |ibpam-pkcsi1 opensc
| ibengine—-pkcs11-openss| |ibnss3-tools

2 FE CAIFZ 713 od5AME AA g
a FE CACTAE chrErsta 372 /tmp/certificate.ceroll ARk +
713 odH5AE Wi WS AEA4A L.

# openss| x509 -inform der —in /tmp/certificate.cer —out /tmp/certificate.pem
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3

c certutil Wa& AR&sled Al AE dHlolEuo] A~ Jetc/pki/nssdbell FE CA
o}

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

d FE CA 2% % /etc/pam_pkcsli/cacerts © & & 2] ol H-Apg] o}

# mkdir -p /etc/pam_pkcs11/cacerts
# cp /tmp/certificate.pem /etc/pam_pkcsi1/cacerts
3 pkestt a4l 519& A4 Gk

H

# chmod atr certificate.pem
# pkcs11_make_hash_link
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4 e seolWF AT B4 eluele) 99E nssdb H A Eele] FoHg o

cp libcmP11.s0 /usr/lib/

mkdir -p /etc/pki/nssdb

certutil -N -d /etc/pki/nssdb

certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb

modutil -dodir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/libcmP11.s0

H OH H FH H

2

ol

B AFA YFHow 2eslged Bgy

O
i

# certutil -L -d /etc/pki/nssdb

Certificate Nickname

1
N
N
W,
22
1
b
et
S
gt
kJ
Ko

c Haz3 ol rt AFAHR
modutil -dodir /etc/pki/nssdb -list

Listing of PKCS #11 Modules

1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded

slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services

slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB

2. piv card 2.0
library name: /usr/lib/libcmP11.s0
slots: There are no slots attached to this module
status: loaded
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5 pam_pkcs11 ghelH =gl & 4 g o}

a 712 JdA A =L ALg3ske] pam_pkesil.conf =}

# mkdir /etc/pam_pkcsi1

o)
=

(e}
= A

A

(e}
!
pa]

v,

# zcat /usr/share/doc/ | ibpam-pkcs11/examples/pam_pkcsi1.conf.example.gz |

tee /etc/pam_pkcs11/pam_pkcsi1.conf

b % d A9} 3ol Jetc/pam_pkcsl1/pam_pkcsii.conf =}

use_pkcs11_module = mysc;

pkcs11_module mysc {
module = /usr/lib/libcmP11.s0;
description = "LIBCMP11";
slot_num = 0;
ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;
mapper cn {
debug = false;
module = internal;
# module = /lib/pam_pkcs11/cn_mapper .so;
ignorecase = true;

mapfile = file:///etc/pam_pkcs11/cn_map;
# mapfile = "none";

c e £& ¥eet== /etc/pam_pkesii/cn_map =}

ads-hostname —> ads-hostname
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6 PAM 5= T4

a /etc/pam.d/gdm-password T-4 T+ & HA et ob5 AL} o] common-auth & <kell

=

pam_pkcs11.so ¢l% &2 ¥},

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcs11.so

@include common-auth

auth optional pam_gnome_keyr ing.so
@include common-account

b Ubuntu 16.04¢] 7% /etc/pam.d/lightdm 74 3}4S ARl of2 oAl e} 3ol
common-auth % <ol pam_pkcs1l.so ¢l%5 &5 ¥
#%PAM-1.0
auth requisite pam_nologin.so debug
auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcs11.so
@include common-auth
auth optional pam_gnome_keyr ing.so
auth optional pam_kwal let.so

c Ubuntu 16.04¢ 7% /etc/pam.d/unity 74 st ARt obg A<k 2] common-

auth = <rell pam_pkcsil.so ¢l5 £ 954,
auth [success=3 default=ignore} pam_pkcs11.so
@include common-auth
auth optional pam_gnome_keyring.so
7 2vtE AtEe] AAE svte A= HEdlelo AFAF Geldheln the WAL A
# pcsc_scan

# pkcs11_listcerts

# pkcs11_inspect
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8 =zvtE Jt=vt AlAE wf A7 =5 Gnome 34 =

‘l-oil
N
Y

o
o
udk
<
Y

a 3 B3] A7 AE AA T e

# apt-get install gnome-screensaver

b 9l 2375 T4t of % oAl AL} el Jetc/pam_pkes11/pkest1_eventmgr .conf =}

=]

Pk

pkcs11_eventmgr {

VMware, Inc.

# Run in background? Implies debug=false if true
daemon = true;

# show debug messages?
debug = false;

# polling time in seconds
polling_time = 1;

# expire time in seconds
# default = 0 ( no expire )
expire_time = 0;

# pkcs11 module to use
pkcs11_module = /usr/lib/libcmP11.s0;

#
# list of events and actions
# Card inserted
event card_insert {
# what to do if an action fail?
# ignore : continue to next action
# return : end action sequence
# quit  end program
on_error = ignore ;

# You can enter several, comma-separated action entries
# they will be executed in turn
action = "gnome-screensaver-command --poke";

# Card has been removed
event card_remove {
on_error = ignore;
action = "gnome-screensaver-command —-lock";

# Too much time card removed
event expire_time {

o]

=

KR
=

ir-
gl
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on_error = ignore;
action = "/bin/false";
}
}

c pkes11_eventmgr= A8 gy o},
# /usr/bin/pkcs11_eventmgr &
9 xvnlE Jl= oA AE ALt 5 A A Horizon Agent 71 &1 & A A gy o}
# sudo ./install_viewagent.sh -m yes

3 Horizon Agent 7.9 |45 AR &l oF 3ot

10 A| ~ElS | P-Elsla ofA] Za9]3t

o
SLED/SLES G ~AEd fjgh ~nlE 7= g aM 74

SLED/SLES tﬂ*ELEOH ek AntE 7t= wpeks AAsteiwl w4 Active Directory =wlgl 2 -~
a25e T&E ek 28 vhE, Horizon Agent® A A s7] Aol adl efeluez] 4 7= CA gl
A& AR 7 e

o

°

olX

~ntE 7= o Ad S 98] SLED/SLES U~ %S Active Directory} =3

SLED/SLES vz gollA vt e gy @S Adsteisd Samba @ Winbind €545 A&
sl AD(Active Directory) =elglel] dlAaaF& 53]}

2vte 7he gy Ads 98 SLED/SLES vl=aw< AD =rclel &&etdH o5 ZAE A

T

o] AAtel Q¥ el AL AD Eviale] DNS ¢l £34 2 Wl=9 2 F4e e s veps] sl6 A2
e

A e ST ohe ol AWE o Aol TAA e FAT BaAR JuE upg o

zte] A= 2% A

dns_IP_ADDRESS DNS ¢l & Aw e IP F4

mydomain.com AD =rlcle]l DNS ] &

MYDOMAIN.COM AD =rl|cle]l DNS o] & (=5 v

MYDOMAIN Samba A1®# & £k A4 25 = NT =dcle] DNS
o & (7w A

ads-hostname AD Anle]l g 2E o] &

ads-hostname.mydomain.com AD A ¥ o] FQDN(A skl ==gl ol &)

mytimeserver.mycompany.com NTP A7k v 2] DNS ] &

AdminUser Linux vl==% el Abe] AHgAL o] &
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A%

1

SLED/SLES dHl=Z 5ol Ag =gz
a

AR A
/etc/hostname 3! /etc/hosts T4 2 & A st H=aFe o225 o5+ Ao g
b DNS A¥ IP F&£& 743l Mg DNSE A83h4 ef=s5 A3 et. SLES 12 SP3¢
7% DHCPE 53l Z2E o]F WA= A§a4 9% 443y
c MlEHZ A 735 FAHE s el Al ek o] NTP 4w A% Jetc/ntp.conf Ihd el
Zobg e
server mytimeserver.mycompany.com
2 A8 AD 7H ;A AE AA G
# zypper in krb5-client samba-winbind
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3

v

il

a

g 4 Qe ARGt

t}2- of| Al 9} 7ol /etc/samba/smb.conf »}Y S A
[global]

workgroup = MYDOMAIN

usershare allow guests = NO

idmap gid = 10000-20000

idmap uid = 10000-20000

kerberos method = secrets and keytab

realm = MYDOMAIN.COM

security = ADS

template homedir = /home/%D/%U

template shell = /bin/bash

winbind use default domain=true

winbind offline logon = yes

winbind refresh tickets = yes
[homes ]

b oS d A9} o] Jetc/krb5.conf ZFU S ¥ A o}

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOWAIN. COM = {
kdc = ads-hostname.mydomain. com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain.com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc. log
admin_server = FILE:/var/log/krb5/kadmind. |og
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN. COM
mydomain.com = MYDOMAIN. COM

[appdefaul ts]
pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1
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c T dl ALt 7ol Jetc/security/pam_winbind.conf & A Al g}
cached_login = yes

krb5_auth = yes
krb5_ccache_type = FILE

d o5 dlA et 7ol Jetc/nsswitch.conf ¥} & s A g o}

passwd: compat winbind
group: compat winbind

—

4 o5 dAeE o] AD Zulclel 7hd g

# net ads join -U AdminUser

5 Winbind 41825 Abg-st= 5 A4 o
a WinbindE AH&dt=5 AA st Ajaetedw ohg W £A45 Ad o

# pam-config ——add ——winbind
# pam-config —a ——mkhomedir
# systemct| enable winbind

# systemct| start winbind

b AD A&A7F Linux A& oA Al ARl oL dl=afol 2a91d & JE5 sted o
HE TA4E Add .

# systemct| stop nscd
# nscd —i passwd
# nscd —i group
# systemct| start nscd

6 AD 7h9E Feldtenl ohg WHe 49D F LulE Eog wael b Bl
# wbinfo -u
# wbinfo -g
cheol e g
SLED/SLES el=zfol ik Ante 7= o eada 44
of gk ~ntE Ft= 2T Hd

SLED/SLES "l2==3F
SLED/SLES cﬂii%oﬂﬂ

sotE AtEY AT F 9
gesed 9% +4 e Agelef Fuiet

o] e Ay ol AL AD £viale] DNS ¢l &3} & Wl =92 4o e e s veps] sla A2
SAA Ge e g Tol AHE A2 A2 TAA e TS DA AR wlE o
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28] A=} 7 A4

dns_IP_ADDRESS DNS ¢l& Awe] IP F4

mydomain.com AD =wlgle] DNS ol &

MYDOMAIN.COM AD =rcle]l DNS o] & (&= vi+7#h)

MYDOMAIN Samba A1®¥ & £t A4 2F = NT =dcle] DNS

o] & (& A& Ah)
ads-hostname AD Anle]l z2E o] &
ads-hostname.mydomain.com AD A¥ o] FQDN(A ksl ==al ol &)
mytimeserver.mycompany.com NTP A7k A ¥ 2] DNS °] &

AdminUser Linux dl&z2dE el #ke] AFgAF ol &

AP 8T ARE
~ule 7le gy S 9e] SLED/SLES Hl~3 %S Active Directoryel 58

A%

1 Ha3t epojuee] A7 A& AA G,
a PAM etelrzfe] g 71el sh7] A& A A g

# zypper install pam_pkcs11 mozilla—-nss mozilla-nss—-tools
pcsc-lite pcsc-ccid opensc coolkey pcsc-tools

b PC/SC =7% AAdHH b5 =& Ael=s A8

=

e}

Fu e}

# SUSEConnect —-list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64
# zypper in pcsc-tools

openss| x509 —inform der —in /tmp/certificate.cer —out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsi1/cacerts

chmod atr /etc/pam_pkcsi1/cacerts/certificate.pem

cd /etc/pam_pkcs11/cacerts

pkcs11_make_hash_Iink

H oH H FHF
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c NSS dlojgul]o]zel Als] Y71 & AA G,

# mkdir /etc/pam_pkcs11/nssdb
# certutil -N -d /etc/pam_pkcs11/nssdb
# certutil -L -d /etc/pam_pkcs11/nssdb

# certutil -A -n rootca —i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsi1/nssdb

d H8z3 =efelwE ARG

# cp libcmP11.s0 /usr/1ib64/

# modutil -add "piv card 2.0" -libfile /usr/lib64/libcmP11.s0 -dbdir /etc/pam_pkcsii/nssdb/

a use_pkcsli_module = nss &5 AHA| g o}, @l ¢ Aol use_pkesii_module = mysc %=

Faskey

b g dAe 2ol mysc '

o
i
N
N
L
i
i

pkcs11_module mysc {
module = /usr/1ib64/1ibcmP11.s0;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsi1/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c  ths ol Ak o] duk o] F wi¥ TA S ulo] 2 e

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/|ib64/pam_pkcsi1/cn_mapper .so;
ignorecase = true;
mapfile = file:///etc/pam_pkcs11/cn_map;}

d use_mappers = ms &= AHA| g ok @l ek $ A el use_mappers = cn, null E& F7}

4 g =5 x3e =5 Jetc/pam_pkesii/cnimap 74 4 S A

ads-hostname —> ads-hostname
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5 PAM 7A& AT

a 2vtE 7tE Ql5E 74T 7 =S stelw wlA] pam_config =15 AH&ebAl @S AAT
v ot
# find /etc/pam.d/ —type | —iname "common-*" -delete

# for X in /etc/pam.d/common-+-pc; do cp —ivp $X ${X:0:-3}; done

b /etc/pam.d/ ©l# E 2l common-auth-smartcardebs 2t S A Ak glde] ofS 7 El
F 7 o}

auth required pam_env.so

auth sufficient pam_pkcs11.so

auth optional pam_gnome_keyr ing.so

auth [success=1 defaul t=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

c SLED/SLES 12 SP3¢ 7% F =}< /etc/pam.d/gdm 2 /etc/pam.d/xscreensaver el A auth
include common-auth %% auth include common-auth-smartcard & & w35t}

6 WatH & AR =5 AA o
# rcSuSEfirewal |2 stop

# chkconfig SuSEfirewal 12_setup of f
# chkconfig SuSEfirewal |2_init off

23 g3ieo] AgAEE AAse] gonl AvtE A Bdd el AT 4 )

o>

v}
7 znlE FlE PelEde] B9 eheluele] w714 E AR

H

a SLED/SLES 12 SP3¢] 7% ot AA =&s Ad g

[e}

# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex I|ibudev-devel gcc

b SLES 12 SP3<] 7% systemd-devel S 4 A3 o}
# zypper in systemd-devel
8 ~mlE 7t= glgaldE Agsl =S AA S Horizon Agent 371 A1 & A X @] et
# sudo ./install_viewagent.sh -m yes

3 Horizon Agent 7.9 o4& A A & oF g}

9 4

[>

W Al¥EEa o 2o g e

Linux H|2==358 True SSO A3

True SSO(True Single Sign-on) 7152 AH&#7F VMware Identity Managerell A

Linux 74 dl=aBelvh AL E dlaaf mt dEeAeldol Gasg & e 3
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A= 22mtE k= RSA SecurlD =+ RADIUS o5+ AF&3sted VMware Identity Managerell &
218 v, Active Directory #AtA S & 38 ahA #3914 Linux glazel A= 4 g5
ct.

AH&A7F AD (Active Directory) #AH4 35 AH&38le] 55 W 7% True SSO 7l5¢] & &3]
ek 2E o] ASollE AHEE 5 A True SSOE FA St dlazafel AD AHA 9 o

True SSO= 27 A5 & 4 gl

Linux 7F4F dlaaFolvh Al E dlaaf =5 ofFe]Alo]dell A o] AL&x= 7] Horizon
Client =+ HTML Access® Ab&sl= Add 4 9l

True SSOl & thg3 22 Agle] A-E- o}

m ©] 7]+ RHEL/CentOS 8.0, RHEL/CentOS 7.x, Ubuntu 16.04/18.04 ¥ SLED/SLES
12.x SP3 w5 A&l vl FellAut Al v et,

s RHEL/CentOS 7.x tlazFe 75 o 752 712 714 =gl =5, Samba, SSSD (A ~FE]
Hob e ) 2 Kerberos MEH T olF Z2 82 71]] wboll A uk A4 5 1 o},

i

Linux 7 el 4 True SSOE AA st ™ of% #ol o 43 o},
1 Horizon 7 374 True SSOE AA stz +A gl "Horizon 7 2] iAol 4 "True SSO

7o % 2]
AR AESAA 2

2 Linux W% AA el we} dla2aES AD =dlel 3 B3y,
3 Linux sl = A=Al v} dlxzFolA True SSOE 74 gl of.

RHEL/CentOS 8.0 "Hl2TE A True SSO +A

RHEL/CentOS 8.0 "z FolA True SSOE Al dsteiw A A ~8-S AD(Active Directory) =
ol zt Egajof gt 28 o2 True SSO 7165 AYE = A28l 54 748 48k &

F3 <lxwle FF RHEL 8.0 vl Fel4 = True SSO7F Al = A 54t

o] AALe A ollAlE AD Ev12S DNS ol &34 #-& =2 T4 dee g Jebd ] e A2
FAAL B ARE U v e A E g2 A 24 e A BRE ARE ey o
2ke] EAAF 2k a7

mydomain.com AD =#¢lel DNS ol &

MYDOMAIN.COM AD =vlele] DNS o] & (=F HiEAh)

MYDOMAIN NetBIOS =rlale] o] &

A 2 AR

m  RHEL/CentOS 8.0 Al=Hlol4 DNSel A AD(Active Directory) A®l & gelgd 4 = 2Hal
et

s AzEe BoaE o2 AT,

m A z=gleoA NTP(Network Time Protocol) & F+4 g o}
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23}

1

RHEL/CentOS 8.0 Al=HElol A Active Directoryel wlgt W ES A 14-&

# realm discover "mydomain.com"

e F4 N7 AF AAR

:
et
°
Y

# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools

AD ==lalell 7Fad _h vl e

# realm join ——verbose "mydomain.com" -U administrator

$ECAQZAE e2Esn 293 daEelel pem JUE A

# openss! x509 -inform der —in /tmp/certificate.cer —out /tmp/certificate.pem

# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

o}-g oAl e} 7Fo] Jetc/sssd/sssd.conf T4 <

[sssd]

domains = "mydomain.com"
config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = "mydomain.com"

krb5_realm = | "MYDOMAIN.COM"

realmd_tags = manages-system joined-with-adcl i
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

Idap_id_mapping = True

use_fully_qualified_names = False S

fal Iback_homedir = /home/%u@%d
access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred S

[pam] G
pam_cert_auth = True P
system

pam_p11_al lowed_services = +gdm-vmwcred <----—————-—-

VMware Horizon Agent

[certmap/ "mydomain.com" /truessol <

match and map rule for certificate user
matchrule = <EKU>msSclLogin

Use short name for user

Add this line for SSO

Add pam section for certificate logon
Add this line to enable certificate logon for

Add this line to enable certificate logon for

———————— Add this section and following lines to set

maprule = (|(userPrincipal={subject_principal})(samAccountName={subject_principal.short_name}))
domains = "mydomain.com"
priority =10

VMware, Inc.
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6 True SSOE AH&3sl=% A AsIa Horizon Agent 371 A1 & A X g o}
3 Horizon Agent 7.171 ¢l A4& A A & oF gt
# sudo ./install_viewagent.sh -T yes

7 ot E% 3= 5 /etc/vmware/viewagent—-custom.conf T4 }d-& 44 o}
NetbiosDomain = "MYDOMAIN"

8 Al

RHEL/CentOS 7.x HlAA &4 U3+ True SSO T4

RHEL/CentOS 7.x Hl=ZFol H3 True SSOE AAs#A= = A Active Directory =d¢l 3} o] =
s TS 28 ok, Horizon Agents A=A l7] Aol 23 efe]lBeie] ¥ FE CA %
A5 AA G o

)

¢ AEE R oA 2o g e

ro

True SSOE ¢ 3l RHEL/CentOS 7.x H 2= &S Active Directorye} 5

RHEL/CentOS 7.x Al®le] Horizon 7 Linux Hla3E 7oA elaelE & VMel dldl True
SSO%E A4 etedw vb~¢ Linux VMellA Samba® 4 @l oF gt}

RHEL/CentOS 7.x realmd 7] 5= 1D =dlgl-& Atz 7F) el heket W& Al 33 coh. A~
< =l #AA o] dAEE thAl, realmds SSSD E+= Winbindel 72 Linux Al =8l 4] 27}
zr|glo] A= 5 FAFgUh ohg whAlel A= realmd 2 Samb

as Ak&3le Active Directoryel
gl RHEL/CentOS 7.x tlazfe 2=efel =rgl 71]S 3 sl by

% A
A 8. Abe

s  RHEL(RedHat Enterprise Linux) Al=®e] RHN(Red Hat Network) & +53tA v yum =77}
AR AR F 5.

»  AD(Active Directory) A& Linux Al="lell 4 DNSEZ 2¢lg 4 Q)5 o}
s NTP(Network Time Protocol)< Linux Al=®lelA 4 5},
b

1 RHEL/CentOS Al&Hle] AD A¥ & AT + le=A gelgde. o5 oAl & A3 ok o 7]
A ADdomain.example.come A&7l AD Aw] FH 2 wpiE4 Al e

sudo realm discover ADdomain.example.com

2 Samba tdb-tools = 7] #] & A A g1 o},

Samba tdb-tools =71 A= ¥4 Re
Z&loF g ol E o] thg WHE A&l CentOS 7 5 *]AE%%W D}%itq & geec
gl 9 7] x| & RHEL A &=#leo] A A g},

yumdown |oader tdb-tools
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CentOS Al~=Hlo] ¢l 7% https://rpmfind.net/linux/rpm2html/search.php?query=tdb-
tools&submit=Search+. . .&system=&arch® ¢|-&3ked tdb-tools-1.3.15-1.el7.x86_64.rpm = 7] #| &
th$ 2 =3l & o] & RHEL A]&Hlol] AR g}

3 Samba ¥ F5A4 M AEF AAF
sudo yum install sssd-tools sssd adcli samba—common pam_ldap pam_krb5 samba samba-client krb5-workstation

4 & AAE Agsle] join WES APk 714 DNSdomain. example.coms AH-&AL g
574 DNS =wlcl 722 up-ofof gict,

sudo realm join DNSdomain.example.com -U administrator

join M o] Ao s chs vl A A 7F A H et

thgel e 2]
RHEL/CentOS 7.x vl 5ol 4 True SSO T4

RHEL/CentOS 7.x U235 A True SSO A4

RHEL/CentOS 7.x Hl=a ol 4 True SSO 755 AF&3t= 5 AAse™ True SSO 7wl &
CA ¢l% 41 2 Horizon Agents A # g

F ehelnelel, 45T 4+ Gt AFL ANH AT F=

J_ =
U m@ QlE AAE geded 9 T4 hae Ag ok e

RHEL 7.x % CentOS 7.x Hl==Z%El4] True SSO% AgslE & AA ke ohg AAE AEEHA]
A& o]efgt vz FolA True SSOE A&t ™ Horizon Agent 7.6 o]4& A A &l oF 3ot

6
| A= AD =rllel¢] DNS ol F3 22 =2 749 <lEE

o] AAY QY o 2 b7 g4l A2
BAA e A g Fol Ao ﬂ%i A EAR e FATG DA Fu oo
zte] FAIRF 3k X

dns_server DNS ol & Anje] 4=

mydomain.com AD =#lcle]l DNS ] &

MYDOMAIN.COM AD =rcle]l DNS o] & (=5 tEAh)

AR 8T AR
»  VMware Identity Manager % Horizon Connection Serverel ®&l] True SSO& 4 g .
m True SSOE $8 RHEL/CentOS 7.x Hl~Z %5 Active Directory$t 53

m FE QF 712 dFAE 7R 3 RHEL/CentOS 7.x dl4~=25¢] /tmp/certificate.cerol # &
gy FE 9dF 73 S5 E R = S AEFAA L.

VMware, Inc. 70


https://support.microsoft.com/en-us/help/555252

Horizon 7 for Linux w25 A4

23}

1 PKCS11 A&l 71A 25+ AAZ

ok
O
>
e
oM
>
i
piad
rlo
o
S

1o

=

ﬁ;
s
2
i)
of
%
°
L

dgzed

®

openss| x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

b certutil W= A-&ate] Al=®l ol Hulo] Jetc/pki/nssdboll FE CA 1541+
ct.

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

¢ RHEL/CentOS 7.x Alxdlo A AlZ e 4 1= CA 954 S5 FE CA d5AE F71st
3 update-ca-trust W e -S AFS-dtod Al 2®l AA AlF] AL FAE gdolo] =3 o}

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust

3 the clAlel EAH B2 Erldlel g 4209 SSSD T4 HdlA A A4L 54

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN. COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

|dap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False

fal Iback_homedir = /home/%u@%d

access_provider = ad

4 o1& oA A= AA Kerberos 74 3+ Jetc/krb5.confS 4 ]t}

[libdefaults]

dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false

defaul t_ccache_name = KEYRING:persistent:%{uid}
# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN. COM

[realms]
MYDOMAIN. COM = {

VMware, Inc.

g

71



Horizon 7 for Linux w25 A4

kdc = ans_server

admin_server = dns_server

# Add the following three lines for pkinit_x
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org DNS_server
pkinit_eku_checking = kpServerAuth

}

[domain_realm]
myaomain.com = MYDOMAIN. COM
.mydomain.com = MYDOMAIN. COM

5 True SSOE AH&3sl=% A Asla Horizon Agent s 71 A1 & A X g o}

sudo ./install_viewagent.sh -T yes

3 Horizon Agent 7.6 ¢]4% A A & oF g o}

6 + A W& Horizon Agent AF&#F A1 A 74 214 Jetc/vmware/viewagent-custom.conf ell
FAg Y e, thg dlE ARSI Al A7 A NETBIOS NAME_OF_DOMAINS Z7 %= <le
NetBIOS o] &t}

Netb i osDomai n=NETB/0S_NAME_OF_DOWAIN
7 Al="e AFEGt oA Zaclgo

Ubuntu |23 5l i3k True SSO A
g T

Ubuntu dlz==Z 5ol d rue SSOE A= w1 A Active Directory ==¢l3} HlAaFS %
ot 27l v, Horizon Agent® AAIeH7] Aol F8g efeluefz] g8 5 CA clSAE AA
v o},

ot o

g Al

True SSOE 93 Ubuntu Hl|A~=FS Active Directorye} 53

Ubuntu 16.04 =+ 18.04 dl~=% 4] True SSOE A3tz wl Samba % Winbind %4 %
Abg-slo] dl 23 %5 Active Directory =#=1el 3+ 583k o},

Ubuntu 16.04 =+ 18.04 dl=25% AD =dlela 53w oS AAS A3y}

o] Arkel odF- ol Al= Ubuntu Hl=aFe] T2 o &2 22 vlESSa 749 dlg e s el
e A2l A A e AR thg Xl AHE 2 Ae] AR e A By ARz al
T o}

zte] EAIAL 7k A

dns_IP_ADDRESS DNS ¢l & Aw e IP F4

mydomain.com AD =rlcle]l DNS ] &

MYDOMAIN.COM AD =rcle]l DNS o] & (=5 vEAh)

myhost Ubuntu HlAZ 59 SAE o &

MYDOMAIN Samba A1¥ & ¢ate A4l 25 =5 NT =9le DNS

o & (2% B EA)
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el EAI7} 2k
ads-hostname

admin-user

AR 8T AL

A+

AD Ao sE o] 5

AD 03l Bl kel AgA o &

n  AD(Active Directory) A1¥ & Linux Al=Hlell 4 DNSZ =Felet 4 gl o}

s NTP(Network Time Protocol)<= Linux Al=®lelA 74 5},

A7

Ubuntu 16.04 =+ 18.04 vl= 5ol 4 samba % winbind =71 A1 & A A g1 o}

sudo apt install samba krb5-config krb5-user winbind |ibpam-winbind |ibnss-winbind

H A A 7} A B g3} Fko] Kerberos ¢l%5 A4S T4 o

a 7] Kerberos ¥{A 5 g9z AD =d¢le] DNS o] &5 =5 A2
of| & So], AD ==al ©]E¢] mydomain.como]™ MYDOMAIN.COM-S <] & &t}

b A&z} @l Wik Kerberos Aol AD Avje] S ~E o] E (o] AxL AA 2 o Ao 4]
ads_hostname2- = 3% 4])S <] & o},

¢ Kerberos dgd] i3t &z Au]ol] AD A8je] T 2E o] &
3 PAM A& ¢fdlel =3y o},

a PAM 74 sl

pam-auth-update

o
v
>
fiacd
W
o
A
O,

4 & oA %A% A Jetc/nsswitch.conf A LS A g o}

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files
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>

5 #t& A4 H resolv.conf Fde] AD =rlicls AA =rglow xS stenl A~ Aol
v ok
a NetworkManager Ale1gk-& i A28l o Ao ofj gt IPv4 AR o= o

25 (DHCP) F4%% A% ch. DNS AW 2 2= sl DNS o] &
47 A el ol Aol A dns_IP_ADDRESS®. £41) % <= ghel. 2d 3 Age Fe g

o & NetworkManager A4S 314 3

E

o —
>
i
o
%
4
R
©

b /etc/NetworkManager/system—connectionsell S+ Al®l Ao digh +4 ztdS A% g o}
b dlAlE AR Al &

[ipv4]
dns=adns_/P_ADDRESS
dns-sear ch=mydomain. com
ignore-auto-dns=true
method=auto

B3 A QiEE FE M dlaaEe] AQE w4 A W EYD oAb FohE e
AHE 8 b4 ol sagol A M EH D o] E A Eohae A ol sk g S el4 DNS
Auist e MEQD o] mE AAe] £AH U $AE A4 st A MEYD
el % F71% # DNS A Al £45x $ES shelnd Linux A=8el4 DNS A&
A Aok g

c thg diAl ZAE AAY Jetc/resolv.conf T4 I}UE H Ao DNS 41w & & A gk o}
nameserver ans_/P_ADDRESS

search mydomain.com

[ON
>
[>
T
o
=
—Hz
o,
oli

Far obA] 2 el g o},
6 g dA FAE AAY Jetc/hosts TA LS HA o}

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost

7 the dAlel A5 AA = /etc/samba/smb.conf T4 LS A g o}

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntImv2 auth = yes
encrypt passwords = yes
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winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 smbd AulaE ohA] Al &g o}
sudo systemct| restart smbd.service

9 b oA} v AulE=E 3= Jetc/krb5.conf A IS 21 A

1l

el

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true

[realms]
MYDOMAIN. COM = {
kdc = ads-hostname
admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN. COMmydomain.com = MYDOMAIN. COM

o

10 Ubuntu vl==55 AD =dlclel 7kl g et

a Kerberos A& £

)
st
<
o

sudo klist

o] w7

rlo

Aot & A A AZE 9 oats A17kS ZEheko] B el wigk A

¢ Kerberos keytab s}4 S WA g o},
sudo net ads keytab create -U admin-user
d AD =dllslel 7be) e,

sudo net ads join -U admin-user
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11 Winbind Aul =% ehA] A]Abeka ghel g o,
a Winbind Aul&=% 4] Al A3 et
sudo systemct! restart winbind.service
b Winbind Alul=% gty o4 WaEle Adgetn enpd £33 bdhst=A Fl @,
m wbinfo -u
m wbinfo -g
m getend passwd
m getend group
12 A28 A¥ e opa] =293
ERIS
Ubuntu Hl2==%l4 True SSO T4

Ubuntu dlZ=3 A True SSO 14
Ubuntu 16.04 =+ 18.04 dl~aFlA True SSO 7155 Agsl=5 AAsIew True SSO 7%
o] gEsle golu g, AT 4 9+ 5+ AL A FE CA 54 H Horizon Agents
AAgUe, =8 5 A4S et dF 74 spd S dA e oF g

ol

oo

Ubuntu 16.04 % 18.04 tlaaFoll A True SSOE AH&3t=5 AAsted ohg AAE AHS-34 A
2. o3 dlaFFoll A True SSOE Al et ™ Horizon Agent 7.8 o4& A A 3l oF gt

AP 8T AR
»  VMware Identity Manager ¥ Horizon Connection Serverel ®&l] True SSO& T4 g .

s True SSOE 9@ Ubuntu tl==2%% Active Directoryst %

m FE QS VFA AFAHE A S vlaaF9 Jtmp/certificate.cerol AU = 95 7]
el 5AE HE Y= e S FEIAA L
b

1 Ubuntu 16.04 =+ 18.04 vl=Z 5ol A pkesil Al 7] A& A A g o}
sudo apt install |ibpam-pkcsii
2 libnss3-tools 71 A& A A g}

sudo apt install |ibnss3-tools
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3 FE CACRIE 7I%) lsA5 AAT
a HeEE=g FE CAdSAE 22 5 pem 3Fell AF3 o

openss| x509 -inform der —in /tmp/certificate.cer —out /tmp/certificate.pem

e
2
E#

b certutil &S AFEeke] A48l do]Eju o] A Jetc/pki/nssdbell F+E CA ¢S4 &
o},

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
c FE CA el 4% /etc/pam_pkcsii/cacerts tl & & 2lo] H-Apgtc},
mkdir -p /etc/pam_pkcs11/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsi1/cacerts

CA el 5 Aol vzl alA] 325 Aol Jetc/pam_pkesii/cacerts ©l 2l E ol 4 o}

pkcs11_make_hash_Iink
4 True SSOE AH&st=5 AASt Horizon Agent 71 Al & A X 3] o

sudo ./install_viewagent.sh -T yes

F3 True SSO 71%5<% #H&38l# = Horizon Agent 7.8 o] A& A A& oF gt}

% Horizon Agent A&7+ A1 A 74 314 /etc/vmware/viewagent-custom.conf el

ZFgy ok oy ol 5 AR Al . A7 NETBIOS_NAME_OF_DOMAINS Z7 == <l ]
[}
H

NetbiosDomain=NETB!0S_NAME_OF_DOMAIN

6 /etc/pam_pkcsi1/pam_pkcsil.conf 74 -5 A7 g}

a deg 75 /etc/pam_pkes1l/pam_pkesii.conf 74 o} S Aol Jusr/share/doc/
| ibpam-pkcs11/examplesoll Al <l Al s}el& Zrel /etc/pam_pkestl o] & E 2] & EHALgE & s}l o]
55 pam_pkcs11.confZ vl ol A8 o upe} spdo] Ul ol AJx®] HHE F7Fg o)

b g dAe 923t Al =5 ¥3s =% /etc/pam_pkcs11/pam_pkcsil.conf T4 L& +4

e},

use_pkcs11_module = coolkey;
pkcs11_module coolkey {
module = /usr/lib/vmware/viewagent/sso/ | ibvmwpkcs11.s0;
slot_num = 0;
ca_dir = /etc/pam_pkcs11/cacerts;
nss_dir = /etc/pki/nssdb;
I3
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7 PAM 74 stdoll A auth wizl W45 44 @ et
a PAM 74 s}3& s
m  Ubuntu 16.04¢ =3 /etc/pam.d/lightdms <3 et
»  Ubuntu 18.04¢l =3l /etc/pam.d/gdn-vmwcredsE <l et
b et dlAlel 3415 A PAM 74 std& AA e}

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsi1.so try_first_pass

[ ehA) =gl g e

ol

8 Azulg A

SLED/SLES "3 F 3t True SSO +4

SLED/SLES dl=Z 5ol o3 True SSOE A Azt =14 Active Directory =#Ql %} vlA~3 75
TE Y. 23 o5, Horizon Agent® A A7) Aol Hogt efelBvefe] I FE CAAFTAE A
A g o,

True SSOE Y&l SLED/SLES HlAAES Active Directorye} £+

SLED 12.x SP3 =& SLES 12.x SP3 tlazZ el A True SSOE A al#iwd Samba ¥
Winbind &+4 5 AF-g3lod dl~255 Active Directory =wl¢l 2t &3¢ o},

SLED/SLES Hl=aZ55 AD =wels} gaateld o AAE Ao

AP 8- AR

s AD(Active Directory) A& Linux Al=glell 4 DNS&E 2ele 4 9l .
m  NTP(Network Time Protocol) = Linux Al&=8lell A 7415 o},

A=}

1 SLED/SLES dvl==Z 5l 4 samba % winbind = 7] A& A A &t}

zypper install samba-winbind krb5-client samba-winbind-32bit

2 YaST A4 =75 d3u vEYA Aul& > Windows E4d|Q]l @y =}A o & o] F3h o}
3 [Windows ==l =l #AA] spudof A g3 o] AAS F4 1]}
l

a EW =x 7Y aFl Samba Avl & 3= =4 == NT =#¢le] DNS ol &+
25 AR dEgyet dE Fol, A 25 o]l 5¢] mydomainelw MYDOMAIN-S <= v o}
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5 AAH A 25 A o5 %z E sty AL A9

SLED/SLES ®l=2%e] Evldleo] 434 Aels gl ek w471 depvch shelg 4
e,

6 < o) HEE E3EEE Jetc/samba/smb.conf A 2L A g e}

?‘]}ﬂ]—

)

[global]

winbind use default domain = yes

ot HlaE WE s Adgetn Sutd 35 whEkel=A] el ek mydomaings Samba A1H #}
o 2% =e NT =df<l =

m net ads testjoin
m net ads info
m  wbinfo ——krb5auth=mydomaintffopen%open
m ssh localhost -1 mydomainifopen
ol S 2
SLED/SLES ®l2=zZ 5ol 4 True SSO 74

SLED/SLES "= 59 A True SSO T4

SLED/SLES 12.x SP3 vz FolA True SSO 7155 Ab&st=5 AAsdwl True SSO 7]5 <]
o Est= gelrne e, AHE F v AdFs AL g FE CA <lEA 9 Horizon Agents A4
o) + AA @ oF gt

Agueh md F AR ddeln Q¥ 74 319

SLED 12.x SP3 % SLES 12.x SP3 v~z FolA True SSO& AH&3st=5 AAsted of5 DA
T A Al 2. ol g HlaZFA A True SSOE Al stei®d Horizon Agent 7.8 ¢ 45 A A 3
of g,

AP 8T AR

s VMware Identity Manager % Horizon Connection Serverel ®l&l True SSOE T4 gt
m True SSO%E %8 SLED/SLES Hl~=2 %S Active Directoryst 53

m FE QS /A AdFSAE A S SLED/SLES 12.x SP3 wl~=25F<| /tmp/certificate.cerel
A 73 FE oIS 71 AdSAE U= WS AxAA L.

ol
%
T
o

E!
1 SLES 12.x SP3 tl =25 4% s el e Agste] Bed s7A% A4t

zypper install mozilla-nss—-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit
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2 SLED 12.x SP3 &2 w9 A% vt HAE Facte] gt o717

a S

7]
=

LED dl=z25¢ 27 tyx=o] SLES .iso ¥4 & -z =3y b (dl: /tmp/SLE-12-SP3-
Server-DVD-x86_64-GM-DVD1. iso0).

$.3F krb5-plugin-preauth-pkinit =} 7] xl= SLES Al=Hlo| 3

SLES .iso #}9 & SLED dl=z 5ol 3t 71 #] 222 F718) of

ul

b SLED dHl== 55l SLES .iso #t¥d& whrEsta A a3 H7)1A &

sudo mkdir -p /mnt/sles
sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles
zypper install mozilla-nss—tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

c A

=

A7F gkg =™ SLES .iso st & vhE Al ] o}

sudo unmount /mnt/sles

a R FE CAISAE 22 5 pem el AFT

openss| x509 -inform der -in /tmp/certificate.cer

b ce

certutil -A -d /etc/pki/nssdb -n "root CA cert"

c T

-out /tmp/certificate.pem

rtutil Hed s Ab-gslo] Al dlolgulol 2 Jete/pki/nssdbell FE CA ¢lS5AE A A

o}

E CA ¢l5 45 pam_pkcsiioll F7Fgh o}

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

4 cob5 oA v AvE=E Feksl S Jete/krb5.conf T4 I &

[libdefaults]

default_realm = MYDOMAIN. COM

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

defaul t_ccache_name = KEYRING:persistent:%{uid}

[realms]

VMware, Inc.

MYDOMAIN. COM = {
kdc = ads-hostname
admin_server = ads-hostname
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth

3
gl

7§

ok

-t "CT,C,C" —i /tmp/certificate.pem

v,

uk
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}

[domain_realm]

.mydomain.com = MYDOMAIN. COMmydomain.com = MYDOMAIN. COM

& Hol AulE H2 o] oAl A2 EAA Fe =YL FAT DA Au wpE e}

zte] EAIAL 2%
mydomain.com
MYDOMAIN.COM

ads-hostname

v
AD =rllcle] DNS ol &
AD =vlele] DNS o] &(=F vli-Ah)

AD Auiel ZAE o] F(HaEA )

5 True SSOE AH&3st=% AA st Horizon Agent 371 Al & A A g o}

sudo ./install_viewagent.sh -T yes

3 True SSO 75 2838w Horizon Agent 7.8 o] A& A A &l of gt}

6 e il

&'_
ZAAg e o

NetBIOS ¢]

=

= Horizon Agent AF&7#F A1 A 4 s}4 /etc/vmware/viewagent-custom.confell
& d & AR S AP NETBIOS_NAME_OF_DOMAINS Z=7 %2l <

NetbiosDomain=NETB!0S_NAME_OF_DOMAIN

7 Ase A
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ESXi 32425 =& A2~E §9 AA2 NVIDIA 7=

% st

o
ek
b
I
i
BL

AR A YLEE Linux W25 A4

8D zef & AAs] Al w3 2 VM 28 &7 A el ok
n VGPUS A5 71 VMellA el A4S st M= Sl g et Sl VMell 219

Mﬂo] 7:4_9_5]:4 7<7} MXJO ﬁegg]_x

=t
i
+
<

§2
i)
*0 Ry

n VDGAY 7% 712 VMol A zef g AA S Ayt VME BAg Yo 22y SAEH VM
BAE A7) Aol 2AE VM4 € NVIDIA s % POI lufel 2 A % A2 Vel
Al NVIDIA sl 2% PCl tufelaE F7ta]oF g eh. NVIDIA la~F PCl tulel 2= VM 7H
o T 4 gk 2 VMl A& A4 NVIDIA 9l 225 POl gulo] 25 AFg-g e

2 A g d5S 23 o

s VGPUel did A= & Linux ol 2 74

m VDGA$ RHEL 6.x 74

vGPUl i3l XD %= Linux B X 4

A== Linux Wl 2£7F ESXi T2 E04 NVIDIA vGPU (3 GPU gt=sle] 7t43}) 755 &3
=2 AAT 4 dH

ESXi 225 GPU =ztel¥ (Lvib) ¢t dA k= NVIDIA Linux VM Hl=E8 o] =zhe]w] & ALg-3) of
Gleh Zebelwl 7] Alo] olg vl4-e NVIDIA 9 Aol £ 244 2

23 vGPUE A ek= NVIDIA e k= 2 Linux ¥ Z 3ol ok g2 https://
docs.nvidia.com/grid/9.0/product-support-matrix/index.html< #Z3}4 4| &

A5 Al #slr] Al Horizon AgentZF Linux 7FAF Al 8loll A X = o] glA] ¢k2x] 2kl g e},
NVIDIA VGPUE At&38l=5 A ~8& F43817] Aol Horizon AgentE A A 8l xorg.conf I} ol A
ek A wif daeE "olzxw NVIDIA vGPUZE AgebAl ety ek NVIDIA vGPU T4 o] $5
5 Fo| Horizon Agent® A A & oF gy},
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ESX] &2~ Eo|A NVIDIA GRID vGPU 18|= =& VIB A X
NVIDIA GRID &1 7}=¢ VIBE ESXi 6.0 U1 o)A 3 A2Ed o235t AA | oF g},

NVIDIAel 4 = o] A xfell 4] ESXi Z~Eo] A A 3= vGPU Manager7t £ vGPU £ Z E g o] 7

717 sk o % AAA Linux 74 Azdel A8 Linux H2Fele] Eetelw & 433 o
A 2T AL
A4 el vSphere 6.0 UT o4 Relzst AA el giA selshaale.,

25 vGPU 2 7h=7t ESXi 3B AAHo| A el g,

H

F}3 vGPUE A3k NVIDIA el 7h= 2 Linux s Z3kel] o gl LH £ https://
docs.nvidia.com/grid/9.0/product-support-matrix/index.html

A3}

1 NVIDIA =zfe]w] th-2= Afe] Ecfl 4] NVIDIA GRID vGPU el g 7t=& VIBE o2 =3
ct.

= el 4l 43 VIB w A S AlE g

=4 A

AE +9 GRID

AF A== NVIDIA GRID vGPU= Al gt}

AF ESXi e AA 5] ¢l wA(dl: GRID K2)& A1# g,
9 AA VMware vSphere ESXi #17d-S Al &) g v}

2 VvGPU &z Ede] H71A zip stLd 5 5 @l A G e

3 VvGPU Manager £51 & ESXi Z42Eo] g2 E3

<
ns

o] F ARl A Linux 7k Alz="lell Linux =8 o] =epolw] 5 AR g,

4 ESXi Z£Edl 9le ZE 7H Al2ElS 4] FebaAd Ads Ju e
5 SSHE Ab&she] ESXi Eo] 173 et

Rt
6 xorg Alul=E FA T
# /etc/init.d/xorg stop

7 NVIDIA VIBE A A&},
o ;

# esxcli system maintenanceMode set ——enable true
# esxcli software vib install -v /path-to-vib/ WIDIA-VIB-name.vib
# esxcli system maintenanceMode set ——enable false
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l

8 ESXi Z£EE AFHaA el =gt

AAE ESXi BaEe ASE TaEE A RE ),
e WA G ESXE 3Bl A S, o BHAE gt TAEE JulelEddg. (AAE &
2~EAE o] ghAE AREE F glvth)

Update vmkdevmgr :
# Kill -HUP $(cat /var/run/vmware/vmkdevmgr .pid)

Wait for the update to complete:
# localcli ——plugin-dir /usr/lib/vmware/esxcli/int devicelnternal bind

This is a new requirement with the NVIDIA 352.* host driver:
# /etc/init.d/nvidia-vgpu start

Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start

9 ZAEV} oA A FE Feof xorg Al A7F A S9lA] gl g o)
Linux 714 Al2Elol Al vGPUE 0.2 Ff PCI tufo] 2~ 4
NVIDIA vGPUE A-gakeld Linux 7Ha Al =8l Bh& 3% PCI dufo] 28 T4 ok gl e}

A 2T AL

n Linux 7H Al=8llE Hlaage s A ook slo] gleA saldh o A e R A
28 A4 9 Linux AA 9 A dleam E2E §3 Linux Al=8 £l HEE FE4 4
e}

s GPU Z=23}d dA4] Aels o] glew] NVIDIA vGPUCIA AH&3 4 9= 7k GPU 3 &
SA Gt b GPU @Al = ESXi 3B AAH &2 GPUe 'ﬂr%‘:?} o= ATy
ct.

i

A3 vGPUE AL sk= NVIDIA e k= 2 Linux ¥ 23kl df gk &2 hitps://
docs.nvidia.com/grid/9.0/product-support-matrix/index.htm|& A ZE A A £ .
A=t

1 b Azmle A9 Fot

2 vSphere Web Clientell 4] 714 Al 28-S ABletz VM st=ge] w4 A4 A&
o},

3 Al Hulelx vlirel A Ff PCl tlufo] &% 48] g el
4 ZF7b= Z2ex =gk el 4] NVIDIA GRID vGPU=E 41 ¢ 3k o}

iy
a8
h
°
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5 GPU =239 44 =&t wlirellA 7k GPU 3 & A8 g e,
6 EE vWlRe s FEela FAds T

GPUell 4 NVIDIA GRID VGPU% A4 @ 4 =% steind wE 7bg A2 ol w2 S o okaj of
e,

7 ha Azde A% A

o}

NVIDIA GRID vGPU Tl A2Z g o] =alo]| A X

NVIDIA GRID vGPU " x&Fd o] =elolu]E AR steiw 7| ¥ NVIDIA =gfolv] & AFE-3lx 4 =
4453, NVIDIA HaZele] =efolw & s meels, 7ha A =8lo4 PCl elulo] =g T4 4 of
ek,

AP R AV

s NVIDIA 25 Abe] Eol 4 vGPU 22 Eslo] 374§ 2 Edla, 714 % o5 ol s,
Linux 9 28e] = ol (171 4 8407 S S EA GG £6X) sesmel
NVIDIA GRID vGPU e 7t=8 VIB A A& H&& A

- POl SAvkel2rt 4 Aol SRS EA Rt Linux 74 A0l VGPUE =
2 3§ POl dubel = 4 CEL RS

o,
ofo
mlo
ﬂM
N
ol
BY
>

a7
1 NVIDIA Linux t&=&dle] =efe|w & 7pak Al ~gle g FARgh o},

2 7Hd A=l A 2

Kl AAY Cirl+Alt+F25 it H~E ZE2 Aietr FE
HAgow 2ol F |

H
it 3WEs At X WindowsE #]&4 shgh] o}
3 NVIDIA =ztolu]e] e g F7F 74 45 AA T}

3 )
nk
=
o

iy mlO
(o3

sudo yum install gcc-ct+
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 NVIDIA GRID vGPU =ztolw] 7] #lel A& 7t53 el 25 F7hhv o,
chmod +x NVIDIA-Linux-x86_64- /g id. run

5 NVIDIA GRID vGPU A A ae] A& A]AjF et
sudo . /NVIDIA-Linux-x86_64- 1/ ~gr id. run

6 NVIDIA 2= =50l sholale Alete] Beleln dls Aeate] X 74 442 A5ew elo] =g
e,

okl S8 2

Linux 7F4 Al =Hlell Horizon AgentE A A &d et Linux 7F4F Al 2=8lell Horizon Agent A A ¢ W
S5 AEAA L
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T4 Linux 7H4 Al=dlE Z3ste d2aF 5 A4 d . Linuxd 6 =25 = A4
WE& xS

T
)
N
o)
>
=
>
lu
f
=)
)
2
e
<
U
>
[
&)
o,
i)
o —

A 8T A
s NVIDIA d=Zdle] Sebelm & A aEA el e

m  Linux 7k Al=H"loll Horizon Agent7b A A= ol 9l Sl ok Linux 7H Al 2= Hle
Horizon Agent A9 &5 x4 L

m dl=zF Foll Linux 7Hd Al=dle] 2 so] gleA el Linuxd & =25 & A4
o &g AxAA 2.

A}

1 Linux 7k Al2=8lg obA] A] AR e
Horizon Agent A7 2325 E= X AW 9 faFd o] EEZ2AE 2735 o
vSphere &l A 7[4; A28l flaZdo]E o o4 & F gl

2 Horizon Clientell A Linux = Fell 72 e}

3 Linux vlz=z5 AlAdel4 NVIDIA HaEaleo] =etolw] 7t A wo] gle=A] 2l g ot

eu)d A< A3 glxinfo | grep NVIDIA =2 S A g gy},

NVIDIA =ztelw] &0 A gt o

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

AbEAE A dlaZ252 NVIDIA 223 7] 5ol A~ 4+ 5ot

NVIDIA "z=Zaleo] =efolwfe] AAE 2lgh Fof] A Atgdo] 2 A A5 o3 A4dE

PGt

. Linux AY s g zelle] =34 Horizon Agent”t Horizon 9174 A e} FAISHA %8 45 954
ok o] TAE A8tz NVIDIA =gfol® & b A A 4] A £

s Linux VMelA NVIDIA GRID ghel Al AA g el A W€
Ao gholAlA S AA A ol Linux dlazfze] SuparA 25

PR

FelA @gve

< NVIDIA A= A& AFESH4]
A dsdd. dE s, A

oli r

¥ Bl =
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vDGAS RHEL 6.x T4

Horizon Linux$ dl23% 70| ESXi 2EdA vDGA 7155 &8 & 955 RHEL 6.x A==
g AAE AAT 4 s

_{

Al #Fek7] Aell Horizon Agent”h Linux 7F Al2=gloll A A =l o] §IA] ¢52A] 2hel g v,
VDGAE At&3te s Al28lS F43l7] Aol Horizon Agents 4 A &4 xorg.conf s}l 223t
T4 Wi HaE oz VDGAZE AHE kAl @y ek vDGA A o] she sl 2ol Horizon Agent
= AA Sl oF et

T 2~E A NVIDIA GRID-& DirectPath 1/0 AME-

VDGAE AH&st== Linux 7 Al="l< T4 67l Aol ESXi £ E ¢ DirectPath I/O H&==+&
1 NVIDIA GRID GPU PCI Hutel =g AR 4 Q=5 @l oF ot

AR QT AR

m  Z4d $7el vSphere 6.0 ol & Helxrt AAFH o] Sl=A EaldtAAl L.

m ESXi Z24Eo NVIDIA GRID K1 =& K2 a3 k=7 AX=o] gleA] Zelail Al 2.

At

1 vSphere Web Clientell A ESXi Z£2E 2 o] & e,

el We 2geln ARe 2L

2
3 at=slo] A 4lel4 PCI tupola s 22l g o,
4

NVIDIA GRID GPUel Hi&ll DirectPath I/0O =5 dAsteleiwl HAYES 144 2.

ofe] 2 v

%4 ofo]2 PCI tlubel =zt 34 Aeleln Ageles 448 & Yk

F34 ofo| 2 dufels et iAsGew] | ufe]ag Agelelnl mx EaEF At
oF G,

5 NVIDIA GRID GPUE A3l &els F2 3k
PCl tuto] =7} VMol A A4 4= 9l+= DirectPath I/O PCI g ule] & ®l o] Eo] 715},

6 PCl HrtolaE Linux 7H Alaglol A Abge 4= =5 gt T2 & AF et 2.

RHEL 6.x 74 A28l vDGA 3| 22T tinjo] A~ F7}

VDGAE A3 ES RHEL 6.x 7h4 A28 T4 sl % 714 Az=wlel POl e uhe] 2% %7}
Aok Grleh. o) AT £ A A4 A 204 LS o) ESXI BaE E2A clvfel 2 F

o233 4 Y
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AR 8 AV

Linux 744 A28l e HlaaEe e A48 Fulr) Ho] Qir delgc AT

=

7],/\]— /(]

R e
' A 2 Linux AA 2 A dlazF 25 92 Linux Al<8 Fule] W88 Az b4 4]
e}

g,

h=1

Linux 7F4 Al=®loll Horizon Agent7F AR = o] LAl ¢k-2A gl g}

NVIDIA GRID GPU PCI Hrlel 25 54 E °f DirectPath I/O S sFoll AHEE o+ 9le=A] gal
P, s2E 4 NVIDIA GRIDE DirectPath I/0 AH&¢ H&<

A}
1 RHEL 6.x Al~E ¥+ AAl sudo A&E 7R =S FAE 24 AHEAE 2283
2 vSphere Web Clientell A 7} Al ~8l& Aggla VM st=9e] glolA A& SRS =3
e},
3 A dule]x wlirell 4 PCI elufo] &g A& g e},
4 F7bs FEea =g b wlFrel A POl dulo]l 25 A8y e
5 RE WRe s FEetn e
GPUel A vDCGAE A& 4 =5 gtewd =& 714 A28 w22 g dofeof gt
6 7 A" ASS A3 ySphere 55 Aol A ade] A g o
7 NVIDIA GRID Hufe]l2zb 7paf Al =Bl o2 s Frl=A] gl gh ot
Elnld A& dw obg dae AP

Ispci | grep NVIDIA
XX:00.0 VGA Z8 AE=27} A5 U}, 4o

NVIDIA Corporation GK104GL [GRID K2]

vDGAL NVIDIA T A= g o] =alo]n A X

VDGA% NVIDIA d=Fallo] Setelw & Axeleled 718 NVIDIA Zehelm & AFgelx =%
3L, NVIDIA Bl 22 ale] Seboln 2 g2 =ta, 7ba Al ~8lol 4] PC| Hufo] 2% 74
=

AR 8 AV

e

7
.

aff o

bl
ol

PCI el kel 27k RHEL 6.x 7h4k Al2swlol Z7hs] gl A #elsiai<le. RHEL 6.x 7H4h 4| 2= wlel
VDGA sl dubel s Frle] W§e HEAAAL,
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23}

1 71+ NVIDIA Nouveau =cztolw] & vl gtsla Ealg] B F7bghvot,
a grub.conf L& HAA g},
RHEL 6.x2] 7+ ¢] s} /boot/grub/grub.conf ) v e
RHEL ¥4 g
6.x sudo vi /boot/grub/grub.conf
b #4 w4 Fel rdblacklist=nouveau %5 F7}g v}
c blacklist.conf o} & 3174 ]}
sudo vi /etc/modprobe.d/blacklist.conf
d Dblacklist.conf 2] o} SIA N} ehg &5 F7hg o
blacklist nouveau
2 M A=E"E ot
=leole] Fel Z =] npFds ek
3 (A= A Nouveau Ezhelwl 7t vl &4 35 ol A] gl b4l Al &,

/sbin/lsmod | grep nouveau

grep AMS Hhgh g 2] ¢k o Nouveau Ezholw] 7l v] &4 shsl Z19) o)
4 NVIDIA =elo]v] o2 rto]Eo|A NVIDIA Zzfe]lv] & o2 =3,

NVIDIA =F b wllirell A AA g =efoly] wjA-& A3}

=4 A

AFE 3 GRID

AF Alg= GRID Alg|=

AlF ESXi e AA=o] 9li= WA (o GRID K2)& A& g},

<+ AA Linux 648l & == Linux 32¥] &

sudo yum install gcc-c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)
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it
A
N
3
)
v

7 VvDGAE NVIDIA =zfelw] s 7] Ao Ag 7}adt Sl
chmod +x NVIDIA-Linux-x86_64-#/% . run
8 NVIDIA A=A A& A &g}

sudo ./NVIDIA-Linux-x86_64- 4/ .run

Linux 7F4 Al 2=®lel Horizon AgentE A Ay ek, Linux 7F4F Al =Hlell Horizon Agent A A1 9] W
[e]

e AXIAAIL.

T4 Linux 7H4 Al=rle 2ete vleas 25 AT Linuxd 5% b=y & 449
WE& xS

A R AV
= NVIDIA H2=Zde] Sebelm & AAMEA el gt

m  Linux 7k Alz="loll Horizon Agent7b A A= o] 9= &l k. Linux 7H4F A 28l
Horizon Agent A9 W&& AEAA L.

m dl=3E Fel Linux 7H3 Alz'lo] w2 E o] Ql=A] &l et Linuxd 6 vl & A4

1 Linux 7F Al=®E obA] A] g o
X

v 8 aEe o] BE2A

i
b
N
Lo
i)
A
O,

Horizon Agent A& 239 E+
vSphere &&oll 4 714 Ala®l taZeol & o o4 & 4 gl

2 Horizon Clientell A Linux dl==Z 5ol 17 g e}

3 Linux tlz=z5 AlAdelA NVIDIA vleaEee] =efolwz AR =lo] QL= 2Hal ] e},
Huld 25 A3 glxinfo | grep NVIDIA H &< A& 3o}
NVIDIA =etolw] Z# o] A5}, of:

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA
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Horizon 7 for Linux dl&=

AbEAbE 44 Hl=a254 NVIDIA 283 7]-5e

NVIDIA tl~Edle] =efolnie] AR E gelgh o A A<
g ek
n Linux A¥ & sl zelo] =34 Horizon Agent”t Horizon 917 A v e} FAlsA 28 5 g5
o} o] EAlE A st NVIDIA Eeholw & oA A A 844 £
= AR AAE &2 NVIDIA A4 “’“ii B
oA ek dlE . A+

%ol Lulzd 2%

o

Linux VMellA NVIDIA GRID zhe] A4

Al ghol Al AA A o Linux ol

4
% wgel AEeA gt
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Horizon Connection Server7F vz 53 BAleba v~z 58 3e?
ol 4 Horizon Agentg A A& of g},

g RS T

m  Linux 7H4 A"l Horizon Agent A A

A

rlo

m  Linux Agent& 954 74

m Linux 7F Al=®lol A Horizon Agent ¢ el o] =

m  Horizon 7 for Linux Al =& A A

Linux 7} Al 2~"loll Horizon Agent A X

A2l g A deaafe wjxseld WA Linux 74 A28l Horizon AgentE A A &l oF 3]

Horizon 7.0.1 # gl &%¥5 Horizon Agent for Linux+ vCenteroll 4 ]t 714} Al A8l& AHE
gt #elE = bk Alawle o e gk 5 E AlF ok

n  vCentere Linux vl==% v Zof tigk da 87 ARkl

m  Linuxel Horizon Agent® A A 8l dHeole 55o] 8 sA g5y

n B2 Linux Hlaziz ol 25 33t 45 718 7B Ala®lol A Horizon Agents A A 4 gl

Svie},

7451 NVIDIA GRID vGPU =+ vDGAE AH&3tH = 7 -Fol+= Horizon Agents A A 3817 A el
Linux 74 Al=®lo A olef gt 3D 7155 TA @l oF &tk Horizon AgentE =14 A=A sl
xorg.conf ztdoll Al A4 wiA W45 wlofzind 3D 29 7ol AFobA g

vGPUell dial] Al 4= = Linux ¥l ¥ 74 =+ vDGAE RHEL 6.x 74 &&& #Axsl4A2. 3D 2
#g FAe] gkz el Fol Horizon Agents A # g o
2D e 74 <]

73, A daam i E2E 98 Linux Al =8 Felol A sHAE ghg g Fo
Horizon Agents A

A% & Qe
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A 2 Ab

m Linux Al=E w9 AAE vl gol A AR Eul7t s oleA] gl e, A vl )

=
5 49 Linux A=8 Fole REE FEANAL,

r_\..;]/

s Linux#¥ Horizon Agent A A
o W&E AEIIAAL

2| A 233 EE A ¥t install_viewagent.sh W& & %4

A=k
1 VMware tht2 = Ale] E (https://my.vmware.com/web/vmware/downloads) el A Linux-$
Horizon Agent A e # ztd & o= =3y o

(tlxzs 9 A% A A58 ] Aol VMware Horizonell Hél [BF-2= 74 84 H7]]
= A#3 e [Horizon 7 for Linux]el A 648 E Linux Al=8-€ VMware Horizon 7ol =3k
o2 o] A5 Ae g o},

AR e Ak gt o] & 648l E Linuxe] 7% VWMware-hor izonagent-1| inux-x86_64-y. y. y-
xxxxxxx.tar.gzd ek, 714 oy A Ha ol xxooooxs HE Ha s o

2 Alz=E o AAlA] Linux 2 E-% tarballe] +&55 Fu ot

o ;
tar -xzvf "VMware-hor izonagent-1inux-x86_64-y.y.y~-xxxxxxx.tar.gz"

3 tar ball #H& o] 5}

e
g
o
%
T
o

4 3 A-EAE install_viewagent.sh =27 EE
g8 E 49 552 install_viewagent.sh 98 & 48 Ax3414 2.

o ;

sudo ./install_viewagent.sh

5 -AS4& A AeA & install_viewagent.shs A3 7§+ YesE ¢ Hslo] FULAS F2H3
ISh=1
AR e A= AFEAR7E EULAC] 9@l ofut AlS A g 5y o,

6 W7 WEs FEeeH Linuxs e o

oA 7R AlzRle s Ed Y Linuxd & dleas & A4 &S AFEFAAL.

install_viewagent.sh B &% A4

instal |_viewagent.sh =228 E+ Linux Al&~E 9 A Al Horizon Agents A A g o}
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gnome Hl==ZE g7de] Wa Aol A ohg F419 install_viewagent.sh 2328 E5 A-&-3 o}

install_viewagent.sh command_option argument [ command_option argument] . . .

install_viewagent.sh =2 ] Eoll= A4 2 FA vfA W57} k= o] 951t}

¥ 5-1. install_viewagent.sh %A o] AWk L =91 wjj 7] W=

<4 Wi e (E

F AR A

-A yes |no EULA(H % AF&A ghelAl= Alek) 2 FIPS(Federal Information Processing Standards) Ael& 42
AV Ak AR S ALt yesE A A d oF et

¥ 5-2. install_viewagent.sh &4 w7 ¥

=4 Wi W A

-a yes|no oo 9 2dAAd Ads AAGAY gk 125 yessl vt

-f yes|no FIPS(Federal Information Processing Standards) 140-28< % zotsl ¢+53} mEe A4S A ﬂ‘??}
Avk S8l g ek 7123 nogi ek A4 E g2 Horizon Linux dl= =25 ¢] 7159 FIPS 140-2 =
Aug Az e

- JMS SSL 7] A4 ehagivet. 7l er AA delAe oo wAE e AT e

-m yes|no zrtE ghe glyaAd Ade AR A 2 Pk 712 5E noyd vl et

-r yes|no AR Fell AlzEls Aoz obA] A A v 7] 2582 nosd v

-s AA A <l F A FA DN ek 71 EA o r A el A E Blast: A& e

-C yes|no FHus gdAaAd AdEs A A Sk 71232 yesd vt

-F yes|no CDR A& AA st AY -8l g et 7] 2502 yessi v o).

-M yes|no Linux Agents 2] 5= ollo] A B} el s]x] ¢his ool AEE ] o] =gl 7| 23S yesd] 1 ol

-S yes|no SSO(Single Sign-0On) Al8l& AA A Y $-d 3k 71232 yesd v oF.

-T yes|no True SSO(Single Sign-0On) #A1&l& A A stA v §-3] 3 ek, 7] 2452 nod Y.

-U yes|no USB A& AA a7 3 eh 71262 nosd vl vt
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3 5-3. install_viewagent.sh ®j7) W<=2] o
z7 of] #l|

sudo ./install_viewagent.sh -A yes

A AAE elw 4 vl maE E& A2 Aok Gt

aelnA i o
A A=A < sudo ./install_viewagent.sh -A yes-M no
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4 e g A
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sudo ./install_viewagent.sh -A yes
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Al 7]19}F 1% 45 VMwareBlastServerell A = gk o}
a Mel 719 ¢]&% rui.key® W7 sl gl5 A2 o] &5 rui.ort® 7 gt
b sudo chmod 550 /etc/vmware/ss|S A3 gk o}

rui.crtet rui.key s /etc/vmware/ssloll E-AFg o},

O

o

chmod 440 /etc/vmware/ss|< A& g o},
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Horizon 7 for Linux wl=2% A4

2 Linux OS CA(’l% 713) ARz 55 9 F7 CARIE 713 & AA vt

iy

2 Linux Wiz A Al Linux Al=gl A4 W7 Abehs galsigAl L.

Linux 7Hd Al 2="loll A Horizon Agent 13| o] =

Linux 7FAF Al="lell A 2 A1 WA 9] Horizon Agents A A 3lo] Horizon Agents ¢ 2@lol =3 4

s e

B A gt b AsE: ool AE AA A 1w wxr Auok A8 g Asge v
Aol SEGD AAZE E AR A (A2 2] slelA 9 Aok £AE A SEa )
A Azde Augn

Bt b A AR AR B s BEls BARA gt daaE E AL rhAE (A

U 2] S0l 9] vCenter A A2 Aalel vOenters el b A2 Ad T 2
Ot g Aad MEE B e AL

BEEREC RO

n AEAT AzHE ALY S U= 6 S

3 Horizon Agent for Linux 7.0.0 ¢]3} WAL #e]= A = 74 A2l o2 Abg gl o},
Horizon Agent for Linux 7.0.1-& 32l == 7F4 Al =8 A8 o= A3t o

g e Agate] BmelHA Gk b Asw A Fel A HeHE A4 AW EL a5
./]:_ o

n B EA g b A=w i EE A et B e viA

o7
g o] = A= Horizon Connection ServerellA +4& 443 A 87 g5y}

u

-,
AL
il
>
§
e
ﬁ&

Al =8l v Zol| A el == 7hAk Al 28 vl 2o Qo W e w ¢ ado] =gy
o}, o2 8k §3 9 ¢l @ ol =e A& Horizon Connection Serverell HlA22% 55 A2 A& @l

A3 BelHE b Asm el g adelEahe Ag HelHs g Aaw HES FAdD D
Fwdez gasel=g & gt dAw gaslels Fo Feld: b Asu WEE el

A=
i3 < -
A7 @ b AsR 22 dBeE A ALEA gt

Godlol el el g ) WEE AED £ Ghle
¥ 5-4. Horizon AgentE 1#o]=317] $3k 34 wj7) ¥4
w7 W4 A

-A yes EULA 2 FIPS 4™ &2, AA& Al&sted yess A A dl ok ek of wizl 5 AA A ke AA 5
ol #h& == =AAZE A e

-a yes|no oo o gda A AdE AAAY 8] gt
-f yes|no FIPS(Federal Information Processing Standards) 140-2¢<2 2 xatd ta sl w59 A& AA &7
3k 71252 nod v ek AAl g Wl €2 Horizon Linux dl=259 7159 FIPS 140-2 == A&

A ZBlA A 9
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Horizon 7 for Linux wl=2% A4

3£ 5-4. Horizon Agentg @ 1#lo]l=517] g 54 w7 |5 (A1)

w7 W A

-myes|no  ZwtE FtE g AA AdS AAGAY FH et 71232 noi W o

-r yes|no AA Foll #4d AAE AFEF 71232 nosi Y

-Cyeslno  ZHu= oA Al AAG A @k 7B yess vl Tt

-F yes|no CDR A& AA AV 33t 7] 232 yesd Y ot

-Myes|no  Linux Agent® |5 (2|54 ¥+ oeldER ool =3kt 7] 232 yess vt

-S yes|no SSO(Single Sign-On) A& AA st AV 3] ik 7] 252 yessd vl

-U yes|no USB A& AAstAY 2 gyreh. 712352 nosl vt

Linux 7Fd Al 2=Blel| A Horizon Agent 180 =

Linux Alz®lol A 2 Al » A 2] Horizon Agent® A A 3sled Horizon Agents ¢ 2ello]l = 4 gl
Y et

A QT AR

m  VMwareBlastServer Z 2 A ~E Agata QA A gl gt

of Lz AE FARAR AGA Lol Brexen F4 Feiel HlaaE Adel gES
o

1 VMware vh+-EX Aol E https://my.vmware.com/web/vmware/downloadsel 4 Horizon
Agent for Linuxell s A1 AA 3] #k spdg ohf 2 =3}
(Hazd 2 HF AHEA A" a4 Horizon Agent for Linuxell elgk A A 2] #}
VMware Horizon 75 A®3le] ohf-2 =3 e}

7 k&)

h=4

rr

it
b

AR e A ghd o] 52 649 E Linux<l 7§ VWware-viewagent-1inux-x86_64-y.y. -
xxxxxxx.tar.gziv et 4714y e A 3ol xoooooxs HE HE g

2 AzxzE 9 AAAA Linux "l EE tarballe] &5 1t

o :
tar -xzvf < "Horizon Agent tar ball" >

3 tar ball 61 & o] &g}
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Horizon 7 for Linux w25 A4

4 A=A GE P AlAEH S dadel=deH oy X A v L 5 shE AFE3l
instal|_viewagent.sh ~Z 3 E S A& g}

to
2o

A+

=+ 315]7‘1 2= M A" el E sudo ./install_viewagent.sh -A yes M no
olE & =] Y FM Al=H W)

87 2 AT BelEA e A AmHE AgaA
ot

tlo

SR EEEE

"
>

7}
Al Q.

FE =R ¥ 7 AlL" el E gE) sudo ./install_viewagent.sh -A yes -M yes
olE & o] & |H = M Al=H Wl

= WA 23 Horizon Consoleoll A ] 5| A] ¢k 714F A28 e o gl 7]E o~
a5 5 AAsty des e sk Al v 2ol d3 a2 E 2 AT
b AAE WSS Linuxs 55 dla2s & A4S FxeAL.

HAe e 7HAF A2 Wl Gase]|= sudo ./install_viewagent.sh -A yes -M yes

3 qaels Fo 71E s Ee AAED F A5k

Horizon 7 for Linux Al 2~ =] A

7k} Al = 'lol A Horizon 7 for Linux% Al Aselw Horizon Agents® Al AL 74 sl & Al Al
oF gt

A R AV

VMwareBlastServer = i*ﬂ 25 Ag st

A e Bl o] ZrAAE FAGEU AL
Aoh Aol H 2 =

A A 2EE oA S g o

}-o

axf

1 7F Al="ell A geld 25 93 Horizon Agent AlA 2225 A3},
sudo /usr/lib/vmware/viewagent/bin/uninstal |_viewagent.sh
o] 23 % E+= Horizon Agent Z2A| 25 FA st AR oA &2 Jusr/lib/vmware/viewagent ol

A Horizon Agent Avl 2 £ Egjo] & AhA| g o}

2 Jetc/vmware " & E 2ol A Horizon 7 for Linux T4 3t4S 5oz AbA gy o},
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Linux 2358 74 A

o [e] = H
m Linux Hl=a52] 74 spdelx] 54 47
- /\U}b fg AN /K]__Q_

W
~

s

m  Linux dlz=Z55el g Zetold = =efolu il d FA4 2 o

Linux Hl2Z3 52 74 LA 54 AA

/etc/vmware/config ¥+ /etc/vmware/viewagent-custom.conf @}Qell &S F7}

48 5 9%

Horizon AgentsE A A st= &b AA #e]A7F + e 74 Q&= 914 config. template %
viewagent-custom.conf.templates /etc/vmwareol SAFgch. =3k /etc/vmware/config % /etc/
vmware/viewagent-custom.conf 7} §1+= 7 -%-oll+= A A #*2] A7} config. templates configell HAFslaL
viewagent-custom.conf.templates viewagent-custom.confoll HARgrY el Bl E8 gldol] & 74 &
Aol dedsx 755U, 45 AAted A& AA 2 whs AAA HAF o

Xé %x

il

e

Fed

A

%

ofi

of| & Eo], /etc/vmware/configell Al oFg & T4 PNG e Wy e Axg)

RemoteDisplay.bui ldToPNG=TRUE

b2 vl wide] AEHES Linux® A e e

ol

S
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Horizon 7 for Linux Wl=z2%& A4

/etc/vmware/config®] 74 &4

VMwareBlastServer 2 38l Z2zelol A& +4 3} Jetc/vmware/configs AF-&3H]

o}
o} Foll & Horizon Agent 74 3} USBel gk 7t cle]AE A4 A= AdAo dejo] £
o] sty ek Horizon Agentt® AAE AH&8le] USB7F 42E Alaglo®d Add & 94 o
AR ek =3 Horizon Agente 3l 2 Al A &5 $l8 474 & Horizon Clientell A 23%

ol#] gk ZHA A& merge (m) F4 A& A A sted Horizon C||ent de] AA AA 9o
HO”ZO"W Agent #H AA AAE HE&IA == (o) +475 AH&38ted Horizon Client 2 ¥ 4 A
AR Al Horizon Agent < €] XJ’% AAE AEEA AFE 7T 2

SR AL )
U O

3 6-1. /etc/vmware/confige] 74 J A4

4 2/ 4 7] &%k A
Clipboard.Direction 0,1, 2, =+3 2 Sz oA AAE AAs " o] g A
gdeh rEE e o 2
B 0-FHEE gdIdAE Agea g2 A4
Yo,
- FHEc o aAde obek 2ol A g
=5 AR e
m 2 - FREE A Felolod B 4
2 o 2ul ALl EE A A g
B 3-FHEE daAe g4 daafes Fef
olodE wpgko wul Algel e 5 AA 3 e}
RemoteDisplay.allowAudio true E= false true e FHE AR/ ARSI A ol o] A4S A
7 g et
RemoteDisplay.allowH264 true E= false true o] FAE AAste] H.264 olad & AbEE A A}
&olAl s A4
RemoteDisplay.buildToPNG true T+ false false e cfEFe Aol A, 538 ey tAkl of Fe]A o]
Aol A= Linux dlx ‘391 ZelolodE HaEE oo
Al olml Al o A Ekelk Al el g o] Fa = ook g
b Linux ol ‘idW A= 3 FefololE tulo]
2ol A wlel g 5= oln A 2 vl e Al fle T
£A4A PNG e A= g 34 & gk o] 715
o A= Felolel =9} ESXi ZAE Abole] F7) thY)
Z5 AU o] $A4E AEEE A
H.264 clado] A&=A x5 A5}
RemoteDisplay.enableNetwor — true ®+ false true Horizon Agent for Linuxell Al Wz 44 7%
kContinuity < AEE AV AEelAl GRS AA st o] FAE
A7 g et
RemoteDisplay.enableNetwor — true ®=+ false true Horizon Agent for Linuxell A WE$] 2 qlele] A~
kintelligence 7les AbEEl AV ALgelAl dE s AdA el o] §
As ARG e
RemoteDisplay.enableStats true = false false mks Zell A e F FPS, RTT &2 22
VMware Blast HlEdle] 228 5 A5 AH-&3)
At AAgelA e E AR e
RemoteDisplay.enableUDP true =+ false true Horizon Agent for Linuxel 4 UDP Z2 & x]<]

& AgAAY AR GES AReteld o] $4E
44 gie,
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Horizon 7 for Linux Wl=z2%& A4

3£ 6-1. Jetc/vmware/config®] T4 A (A<)
4 2/ 4 7123 A
RemoteDisplay.maxBandwidt A4 1000000 VMware Blast AlAlell disl 2 2 28] E (kbps) &
hKbps Ao gZ2L AA G g Fe 2E olv] g, o
e, 7 Ad g \/Mvvare Blast #lo] =45 =
e FEd e 4Gbps(4096000) vl The] o]
oF 3},
RemoteDisplay.minBandwidt A< 256 VMware Blast AlAlell dizl 2 2 28] E (kbps) &
hKbps Ha dgdFEs AFFU S, QI Fe 2E oju]g, 2
v, 7H4 Ald 9 VMware Blast Ale] Eej2 s =
gk ot
RemoteDisplay.maxFPS A 30 stel el e A 55 AAJF ek AR}
4vldle At W Eg e sty o] A AET
vk e BellA 60 Afeledeof gk 7R 3e £
& 303 sivlle] =< et
RemoteDisplay.maxQualityJP  AH&3 4 9= 3 90 JPEG/PNG ¢lad 2] vz tfadefo] ou]A
EG W 1-100 FAL ARG, B FA AL o Ao A
ol Al FA o] v £ 3wl ol A&
RemoteDisplay.midQualityJP  AF&2 4 9l+= 3 35 PEG/PNG <lad 9] vz vafee] on]A
EG Wl 1-100 %é’% ARG dazs dadelels v F4
Aol Abg ] e
RemoteDisplay.minQualityJP A& 4 9l+&= 3% 25 PEG/PNG alad e vz vafee] ofn]A
EG Wl 1-100 %X’% ARG, e FA AL 2a 0] WA
S 7359k o] A WA E = 2 Fgo] AT
e}
RemoteDisplay.gpmaxH264 AT 4 9= %k 36 o] A& Agdte] H.264 ol S AR
Wl 0-51 Al A Hage el A e Ol‘ﬂﬂ AL AA
k= H264minQP < #kg wiA W5 A4 3o
RemoteDisplay.gpminH264el %,o% huch
e AR
RemoteDisplay.qpminH264 AbEE 4 9= 2 10 o] FAE Abgdto] H.264 olad S AbEEtEE
Wl 0-51 Al 9 gl A FA O]“lxl A5 AA sk
= H264maxQP kA3t w7 W5 A A ek
RemoteDisplay. qpmaxH264°ﬂ A e A
e AA e
UsbRedirPlugin.log.loglLevel error, warn, info, info USB gl d Felaclel 2o £58 A4t
debug, trace =+ o] A4S AR o}
verbose
UsbRedirServer.log.logLevel  error, warn, info, info USB Zleal A Anle] 20 55 AAsH o] &
debug, trace =+ e AREF e
verbose
VMWPKkcs11Plugin.log.enabl  true =+ false false True SSO 7ol daf =7 =5 Ab&stA v A
e oA EEE AAstH o] FAE AAFF
VMWPkcs11Plugin.log.logle  error, warn, info, info True SSO 7159 22 &5 AAseH o 4+
vel debug, trace H=+ A& o,
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Horizon 7 for Linux Wl=z2%& A4

3% 6-1. /etc/vmware/confige] 7+ 34 (A%)

4 zx/8 A 7123
VVC.RTAV.Enable true =+ false true
VVC.ScRedir.Enable true =+ false true
VVC.loglevel fatal error, warn, info
info, debug 5=+=
trace
cdrserver.cacheEnable true =+ false true
cdrserver.customizedShared folder_path /home/
FolderPath
cdrserver.forcedByAdmin true =+ false false
cdrserver.loglLevel error, warn, info, info
debug, trace T+
verbose
cdrserver.permissions R RW

VMware, Inc.

v
erle e A/ e goel o S A
Ak

sohE FE e UAAE g/ AR gold o
$4E A4,

WG 234 xee) 23 45¢ 4gsen o §4

& Aggun

ol o] A E)A] Fefeo]glE FHo 7o) 7] A4 7%
Abgat A AbgekA S A o] #48 A

A et

o] A& A&3le] CDR(FzleoldlE =2lo]n 2t
2 A) T Ev A S 714 Jhome/user/tsclient ©l
A AR x]ﬂ od g2l & 873},
of & %Oi A&7} test7} CDR & &t1% /home/
tsclient T4l /mnt/test/tsclientel ¥l = &}

cdrserver .customizedSharedFolderPath=/mnt/& #| %
T 4 sk

B2 o HAE Agen Ad9 2 Edldkn
SulE AgA A g Adew FAH o Pt

Zefo] el E 7} cdrserver .shareFolders 41l A A = |

=
e F7H BUE FHE 5 QA ¥ E Aol

vmware-CDRserver . log #}% ¢] =71 +F& AA Y
W oo] A4S A e

Horizon Client7} &-t3k+= &l wa Horizon
Agentzh Zte F7F 171 /227] AL Agks A&y
W o] FAE AL ol

m  Horizon Client7} &+rstE Erlel read 2
write AH-& ko] glom
cdrserver.permissions=R< A4 g o= Horizon
Agent read Al AHE gl Zhu o)

m  Horizon Client7} #+rél= el read A&
gkut 9lem cdrserver.permissions=RNE 4 7 gl
©n Horizon Agent+ read A4l Hghs Al
ZE U ek Horizon Agentel 4+ Horizon
Clientell ] 47438 read A8 54 "L &
gy k. Horizon Agent+ 227] °”*ﬂ* | gkat
AAZ F A et

abA el AR vhah Aok

m  cdrserver.permissions=R

m  #cdrserver.permissions=R(&5< F4 A2 &
At A Y ARA)
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Horizon 7 for Linux Wl=z2%& A4

3% 6-1. /etc/vmware/confige] 7+ 34 (A%)

4 2/ 4 7123
cdrserver.sharedFolders file pathi,R; file A2 == ¢
-path2,; -
file_path3,R;
collaboration.loglLevel error, info =+ info
debug
collaboration.maxCollabors 108 7 A4+ 5
collaboration.enableEmail true =+ false true
collaboration.serverUrl [URL] o= A &
o
collaboration.enableControlP  true =+ false true
assing
mksVNCServer.useUlnputBut  true =+ false false
tonMapping
mksvhan.clipboardSize A4 1024
vdpservice.log.logLevel fatal error, warn, info
info, debug 5=+
trace
viewusb. AllowAudioln {mlo}:{truelfalse} A== %
&, truest &
<l
viewusb.AllowAudioOut {mlo}:{truelfalse} A=A &
<, falsest
o

viewusb.AllowAutoDeviceSpli  {mlo}:{truelfalse} A <|=# ¢
tting
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A
Zelold e} Linux Hl22 55 4% 4+ 9 24
of g Fht ol el 1 A2 E AA G, o

m Windows Z&te]ldE:
C:Wspreadsheets, ;D:#ebooks,R

m ¥ Windows Ze}elal
E :/tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R

o Aol AgHE 2

[<]
‘F%% *a*é%‘%‘:}. & 45 0] debugel™ col labui
g =3} collabor 55 B =7} 7] 5

X m]o
)
FO

olr
o
2
i
offt
B

Adel AR E 2NT £ 9t FF AR

=) ] oi ﬂ 7ﬂ o] /lq A]__Q_g]_oq
2o Bu7]E AL A AFESEA e S

find

K of
i Oft

2
go o
ol
o
W
ik

W ool $AE AAGIT o A AGEA GE
AAH A, e ol FelA el o] AA 5 Y]

R DA P
ENES

FE A Linux Hlz=25 Aol 5 & &k A v Al
glelel™ o] A4S AAg U ¢ AL #E A4
A= AAdetelsl of 4+ false® A7 gt

Ubuntu =+ RHEL 7.xo14 A% wp$-~5 x| &3
=5 AAstzdd o] 545 AA T CentOS ¥
RHEL 6.x%& 9% =925 Aldatoz o] 45 4

g DLk e,

of AL At ST Lolde UL Ho

2% AR g,

vdpserviced 1 4% AAGH W o $4S A&
du
e 9l¥ ¢

%3 USB dubel 2ol A $82 6§37 A&
A ghoeldl o] $4¢ ARG

o mitrue
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Horizon 7 for Linux Wl=z2%& A4

3% 6-1. /etc/vmware/confige] 7+ 34 (A%)

do

A

viewusb.AllowDevDescFailsaf
e

viewusb.AllowHIDBootable

viewusb.AllowKeyboardMous

e

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteConfi

g

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

VMware, Inc.

_7[; fami ly_name_2

zx/8 A 7123

{mlo}:{true|false} A== %
. false<}t
34

{mlo}:{truelfalse} A =x &

{mlo}:{truel|false}
{mlo}:{truelfalse} Aol =# ¢
{mlo}:{true| false}
{mlo}:{truelfalse} A=A &

{truelfalse} el A o
false<t
ol

1S,

{mlo}: family_name 732 = A %

S]
KN
=]

s

A

Horizon C\ienw} T4 = tulol s AulAZ A

QA 3 A gl Hule]l vt Al AdE xR &

kAU 3 8-3kA %321\:4 o] $HC AR} F
]_

A mE dalo)s A AE JbA oA X
tule] 25 3 g3sl#d™ IncludeVidPid &=+
IncludePathst 72 Include HEfoll Zghab4] 4] <.

HID ¥1 7hs eubel 225 deid g, &
=)
4

A SR ARE B ohts ool ¢
o

239 Ealg dupels(el: wles Eay w o
AN Aol Aw=e) oA o golA

e Hulelas) AR £ R oG 6§

A oed o 4L AL

USB dHulel~ AE S +3 o Horizon Agent
AL AL AY AEeA gdxE AAsted o] &

e AR

wE USB dube] 2% 2 e e el £gelA 2y
Aol A Asebeld o A& LG truez 4
A v A4 44 E sl 54 Heiels =

£ dufol s AFFE AAAD + Yl false

tufel 2 Al FEe] By s A e kA
4 Yt Horizon Agentell A
ExcludeAl IDevices 7t true® 47 slar o] A7 o]
Horizon Client® A%2 7%, Horizon Agent 4
o] Horizon Client A& A7 <t

)
= 9sg At A4 498 Agsel 57 dubel
2 EE

[e]

Hufol 2 AlET& gy del A Al sty o] fA4
< A& el <l mibluetooth;smart-card

AE Hulola g ALl E AR e A5
Horizon& &3 USB tulolx~ 7} ol g slo] 9] ¢
ulol s Al FTS ARSI Aol & e o] s
AR dU et AE Hupol A RS ALl A RS
AA % 75, Horizone AA %3 USB ®lnfe] =9
Hufol 2 Al FTS AEFY

#3m eAez shga 2 AuEs o dd el
A H B o] A4S Agete] AT DL ¢

o,
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Horizon 7 for Linux wl=2% A4

3% 6-1. /etc/vmware/confige] 7+ 34 (A%)

do

A

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid
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%L

{m|o}:bus-x7[/
y1l.../ port-
z1[ sbus—x2/
y2]...[port-
z2;. .. 1

{mlo}:vid—xxx7_
pid-yyyil;vid-
xxx2pid-yyy2;. .1

{m|
o}: fami ly_name_1[
s fami ly_name_2] . .

{m|o}:bus-x7[/
y71...] port-
z1[ sbus-x2/
yal...l
portz2;...]

{mlo}:vid-xxx7_
pid-yyy1l;vid-
Xxx2_pid-
ywy2;. . .1

713

7

KN
=]

S

ol

o

=

BER

BEE

BEE

o}
=)

ol
=)

ol
=)

ol
=)

ol
5

Azel dulel 2% e @ Aol
ok ws g TE

%
Aok Frieh S Ese 2A
o

ol :m:bus—1/2/3_por t- 02;bus—1/1/1/4_por t-ff
A" wle 9 Al IDE 7FA defelAE Bl oA
ol A Ale)slelnl o] s AAT . ID HEE
167442 A A oF ek, DA A A df Al
sl egte A () E AT F s

ol: 0:vid-0781_pid- ***+;vid-0561_pid-554c

SradE 4+ o Hutel s AETE Eekeeld o
0,

goEAdd e AAE Fu me 2E R 1
upol ~ g xghslE ] o] FAE A&k W "
FE HIE 1684 % AAF Fck ol =7t=
A ARl A gl e

=
B4 S EAE A E ASE S A

ol : orvid-***_pid-0001;vid-0561_pid-554c
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Horizon 7 for Linux wl=2% A4

3% 6-1. /etc/vmware/confige] 7+ 34 (A%)

=4 /34 7123 A
viewusb.SplitExcludeVidPid {mlo}:vid- AEA ¢k ot} 2 AR DR F2dle] A A" 3 USB dulel
xxx71_pid- + 25 AYeAY et o] FAE AT
yyyilivid- ol AAe @A
xxx2_pid- vid-xxx1_pid-yyyil;vid-xxx2pid-yyy2, ... 19 e
;... ID Hz& 1672 Al oF it DA AE
A g Al el =gke FA)E AREE sy
ct
ol : mivid-0f0f_pid-55%*
viewusb.SplitVidPid {mlo}: vid- o= A ok wle] 2 AE IDEE AAE 53 USB tlefelae] +
XXXX_pid- < A4 SaE A Hupelaz Xiﬂl aheinl o] wAdE A
yyyAlexintfizz; At o] AAe A
exintf:m]]) vid-xxxx pid-yyypexintf:zA ;exintfmm]) 1 o}
.. exintf 7191 = 5 Agabul qlelslo] = Wa g A4
of 74 sS4 ZlyeddelA A9 4 Y5t 1D
e 16752, alEgle]s Wz gl 00] 4]
== 10742 Aok glch [DellA A Al
Al A =Tte FA()E ST F dsth
o
0:vid-0f0f_pid-
*x*(exintf-01) ;vid-0781_pid-554c(exintf:01;exintf
102)

3 Horizone HA Aoz AslA ¢ 74 &
4% AFon EFAA Gav
VidPid ©tlufol A E &3 22 Fdg AAL =)Ao
Ag FA LaF EFAAF Gt

1—;1 1'

/etc/vmware/viewagent-custom.confe] 74 &4
Java Standalone Agentell A& T4 =< /etc/vmware/viewagent-custom.conf & A& o}

3 6-2. /etc/vmware/viewagent-custom.conf®] T4 <A

4 % 7] &7k A
CDREnable true = true CDR(ZFeleldE =efolr glg @A) 7158 ALEa A A
false $otA gx g AAdgEd o] FAE AL

CollaborationEnab  true =+ true Linux HlaZgol A A4 25 2 7155 A8k AW AF

le false 43l A dEE AAsHY o] FAE AET 14.

EndpointVPNEnabl  true =+  false Dynamic Environment Manager &0l 4 A&5 &= 4

e false IP 4 #Heol dial €4 IP F45 H71e of Felolde
o Eeld MEYA 7t= P F4E5 AFEEA =& VPN IP
FAE ALIAE AR o] w4 AT o] &
A falsei A7 "’]—% 735 FeleldE g —?_vﬂl*i = 741

R
rr

true A= o A3

HelpDeskEnable true

false st o]

L
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3 6-2. /etc/vmware/viewagent-custom.conf T4 A (A1)

4 2% 7] &%k A
KeyboardlLayoutSy true ==+  true ZEtoldEY A~y 24 S5 9 dx] HE Holof&
nc false Horizon Agent for Linux Wl=2&3 571348 A o 3-5
ARstew o] A48 A& e
o] AA o] AgE 52 AR ALY FAHA e AL F7
ot &k o] AAo] AEEA FEF AAFH 5
R P SRR
o] 715& Windows-$ Horizon Clientell #1uF Al 41511 ¢
o] Zglrmo] H9lo] dRo] FTo] Adglo] Fao] b
A H o] HA ZAAul x4l e}
LogCnt A4 -1 o] 45 Ab&alo] /tmp/vmware-rootell 4] ol ekd 2 919l
5 AAgI
I
m 0- =% 44
m >0 - deks 2o 4
NetbiosDomain 2 True SSOE AT vl o] FA& Ah&sle] 24 =gl
PN NetBIOS ¢l && A4 g}
EENCPN
3

©

OfflinedJoinDomain  pbis =+  pbis FAE AEete] gda”lE FE 2z =gl A19)E
Agdet, zekel =olel 7hs s FdEE d AEE 4
+ %2 PBISO(PowerBroker Identity Services
el% 9 Samba L= zkgl el shd gl ek, o] %
is == samba”t obxl 7§ Lzepel mwel 7tg)

O 30 mx
o
@
2
V]O a

oX,

N

52
o

dr dm
B3
o
T o

RunOnceScript Active Directoryell ©+4] 7}¢} &&=

2
e
no 3L
ox
>

o,
o
2

-
>
b

Ju)i)
i _YL o

o |

ol,
m‘“

Zof] RunOnceScript % 41S 4174 3
4 H\i H SXAE O]LO tﬂ_ % 5 ]
ool A E A5 o] oo]AE A
=l a

WAy FE AL

A
9
e

(
|
of

2
>
)
-
>
W
b
_1

o

g o

(
|

= g
>
-~
RO
R
L)
e
Fl)‘m
M‘m
l>erlr
Im
&rlr

2 A

ol & E¢] Winbind £54¢ 7% winbind& A-&-3l
2 74k Al 2H"lS Active Directoryell 7k A1 713 o]
A_:/_at 7:]33 Mxﬁ;Ho}ﬂqq AiElEoﬂ __u{]:ﬂp}
Al 714 =@ (Jusr/bin/net ads join -U <ADUserName>
%<ADUserPassword>) ©] £gt=| o] of gulch, VM A ol
o A A ALEA A Aol wpef G o] Fo] M H e} of
O A E AMu| 7} A AbEw] a5 b Al ~'E Active
Directoryel 71417171 $1&l o] ~a 8] =7} At

RunOnceScriptTim 120 RunOnceScript w4¢ A7 23 gh& = 9= A4 3}
eout el o] FAE AR e

ol & 5 9] RunOnceScriptTimeout=1205 4 A g}
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X 6-2. /etc/vmware/viewagent—-custom.conf] 43

54 (A=)

4 7 MR=4+
SSLCiphers g &+ laNULL:kECDH
Aped +AESGCM:ECDH

+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA
+AES

SSLProtocols Blae & TLSv1_1:TLSv1_2

<3

SSODesktopType UseGnomeC | asdio’ A
UseGnomeF | ashback

UseGnomeUbuntu
, UseMATE

_
==

UseKdeP | asma

SSOEnable true =5 true
false

SSOUserFormat g~ F+  [username]
Aol

A1 8] CIDR IP  [subnet]
T4 YA
ks

VMware, Inc.

A

G5 F55 AAsE o] #4E AEFY . hitps://
www.openssl.org/docs/manmaster/man1/
ciphers. htmlell Aol A& AL-g-alloF et

LEES AAEE T o] 4

ZEEZ =
Z2EFE TLSv1.0, TLSv1.1 % TLSv1.2

A o] vlemgel] AA o] gl=A Feald ok gt
Ubuntu 16.04/18.04 ®l=25ellA o] gA45 448
SSO 7se] Abgs = AA A=A A FAgle] o] %4
ol A&t RHEL.x/CentOS 7.x vl 7oA o] &
s AR 4§ SSO7F AHEH =% AAE 7 folut A
g Hl =2 $ o] AR o

= R A 7] Aol AElsE A~ %
ol

3 o] 542 RHEL/CentOS 8.0 % RHEL/CentOS
6.x ez Foll A A=A ek Horizon 7-- RHEL/
CentOS 8.0 "z FNA Gnome HlAaF g7dqt =<l
gty RHEL/CentOS 6.x tl&z ol 4 SSO7F AFE-=
=5 AAH A5 KDEE 712 vlaas d7es Ay
ol gk AR g gL vl aaE g o] e xS

Al &

[¢]
.

SSO(Single Sign On) & AH&atA v Ab&ebA] =5 A4
Aoty o] A AR g

&SP, LGS AEA ASUY el B o]
EA8G At o 4% AR T
1 |

m  SSOUserFormat=[domain]\\[username]

m  SSOUserFormat=[domain] + [username]

m  SSOUserFormat=[username] @ [domain]

o} Al xEle] Horizon Agent for Linuxel 172 ek © A
S 4 9= Al o] FAE AAT . A ule] A
2 oE 5 ooay 24 P F47F 98 A4 FAE AJu
o 27 |P F47}F Horizon Agent for Linuxell <17 sl+
ol Abgx el CIDR IP 4 dA]ox ks A4 ek gy
th. dl: Subnet=1283.456.7.8/24.
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X 6-2. /etc/vmware/viewagent—custom.conf®] A A (A<)

4 7 MR=4+ a4
UEMEnable true ==& false Dynamic Environment Manager -=7tE 4 1% &3k~
false v AR ek A e E AA sk o] FAS AAZG Y ¢
A4S A= 5 AA e Dynamic Enwonmem
Manager 2=vtE A Aol tfd Z70] &5 AA o] A&
ek
UEMNetworkPath HAE F °] §4-5 Dynamic Environment Manager &&olA A
~-4d e sdd vESa ArE AAd ol Fek Aze //
10.111.22.333/view/LinuxAgent /UEMConf ige} Akt & 4] o
o of gt

F3 A A Bel %4 SSLCiphers, SSLProtocols % SSLCipherServerPreferencet
VMwareBlastServer Z Z A xof A3k VMwareBlastServer Z 2 Al A% A =ke o] Java
Standalone Agente s+ 22 w45 w7 4= A BSG(Blast ®el Ale] 24 o]) 7}
At e g AAE 79 o) d $4-& BSGY Linux HlAZE Aol Ao s Fyd. BSG7}H
ALl GRS AAR A ol2d g4 FEteldES Linux HlaZF Aol ddAe s Fu

e
2% mt ol EeAcl el USB a4, b4 a4,

R PN 14), Falne PelEd, FebeldE =
eloln 2e @4, 9 2% Chrome 719 A4 7%, dd% =zslale] Fa4% Alolshe A&a 847 4
Aol Ba AAL AT 4+ A5k AgA @7 Aol A7 Horizon 2ete 44

ALgsw AAdE oA dAets gt AR A 5
A

Horizon «mte AA& opA] Agste™d =2 A d #<

2l |
Sk AFEAE Aol oAl A A S ol
= 74T F Ay

HF A& A5E7F == FoF Dynamic Environment Manager?t A 83l #AH 274 A
J g AAS AT F 9tk o238 Horizon &=RFE AA L Flash of 5 vl to] 2l a4l
23 ol4 9 USB o @A 22 Aol AFE 34 AAd g Horizon 2vtE A AL A
FE FE Sol AE&sm AAS o] A= ot AR 2 AqA 5 ik

snhE A LT AL

~utE AL AREslel el Horizon 7 &7 o] 5438 27 Agks F58l oF @t

m ~vfE AAo 7 fAeld YA dlaaFol Horizon Agent 7.5 ¢4 2 VMware Dynamic
Environment Manager 9.4 ¢]4-& A A 8l oF g}
n A&7 Horizon Client 4.8 o] A& Ab&slo] Ante Ao g gelsts U4 Linux dlazFel

A7 8] of e
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m  DEMEnable A1
h

DEMNetworkPat
ek 44l 2

S Aget=5 AAS L Jetc/vmware/viewagent-custom.conf i}‘” ]H
AL AAs o g, Linux dla2=259 74 sfdelA 54 4

i;(;_,
=
o
o
Y
Py

n WEYT TF ~E Aol Al Ased FeloldE A E
Ubuntu 18.04 Al =#lol 4] NFS A1 3 2=E 2 A o s
Samba A ~E g A el A= cifs-utils A7) A & A=

AR g ef et dE 5o,
A1+ nfs-common = 7] | & A A g}arL,

15 o

Dynamic Environment Manager A %

f
A

Horizonzmte AAlS ALgate] A7 Linux dlaagolAd 94 dlazs 7159 525 Alofsledd
A7 Windows HlA 2%l Dynamic Environment Manager 9.4 o] A& A A & oF g1 e}
VMware th2 = o] Aol 4 Dynamic Environment Manager A # #e]l#AHE b2 =3 4= 9l
Yt Dynamic Environment Manager 375 2] & Windows HlaZFell 229 Dynamic
Environment Manager 3z &% 74 845 AAT + 5o, Windows vl2==%¢ Dynamic
Environment Manager 32l Z&oll 4 4 Linux dl235e 44 dazs 7ls 545 AT 4
Ay et
RDS Hl2aF £ A% AAH dlazai AAdS Al 3+ RDS Z2Ee] Dynamic Environment
Managers 4

Dynamic Environment Manager A28l & Apgkat AA Ax A A2 "VMware Dynamic
Environment Manager A= 2 74" 45 A X344 2.

Dynamic Environment Manager 74

AA vlazas 715 el ante JAE w59 514 Dynamic Environment Managers 4 3l

oF gvich

Dynamic Environmem Managerg T4 stel= "VMware Dynamic Environment Manager 2]

o= ol Gl T4 AAE s e
Horizon Z~RtE A3 47

Horizon =#tE A A& A4 s= Dynamic Environment Managerel A 14 71%5¢] 528 Alof e

4 g%

N
o>

Fgoaldl, 2Ree eged, FeeldE =
=z 2 hgle] Fatg Alojett AgA #7 A

o W& Horizon vte AAL 219l Fo
]

234 B ol welAleld e USB 2l e &4l
uoelgEAd, ) 8 Chrome st A% 71+, “410 :
el digt AR S AT F sk AREA B A
ALxrln] AL A dAGE Eol AR AA 4 )
Horizon =vrte AAS oA ALateiwd =2 A = 24
Environment Manager el shel =" o "Abg AL 7
oA AA AA &5 FEFAYAIL

J\JA
[k

oZi

2l
ek, AREAZE Al Ao eRA] o A3
TAE 4 A5k "WMware Dynamic
Zgell Hg Horizon «=vte AA 747 5

o]

ruZ: ﬂl]O of»
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2 F At A5E 7F FH == FoF Dynamic Environment Manager”t A $-38l+ # 3 H

Aol g AAE AL 4 ek, ]2 8 Horizon 4vtE A AL Flash % vl tfo] 2o @4
53 <4l 2 USB Eld#:A F2bs Aloi@uer HrE 27 AAel Hd Horizon 2~#tE A ‘H% 7&
E FE Fol AgEr AAE oA dAst e Fok AR 2 A-A F ol "WMware Dynam
Environment Manager 2] 7pel =" o "Z5r¢ 37 A A e Horizon 2==tE AA 4”7 ‘%%
ol A AA AA 55 AEAA 2

kA o 2 Dynamic Environment Managerell A 44 71 &l +4 3 Horizon 4=t A A A
Aol oo} T BlA~ED 7] F 25 AA AAS AT

Horizon 2~WFE A2 A ojo| Z=H F7}

Dynamic Environment Managerdl 4l Horizon 4mte A4S Ao o HAS A
dof & 22 F71E F sk dE T, AR A UESY 2 9 FollA Y
gt 73 felut FetelddE sefelu gd A 7 5E AHEeA RS AAS e £

et

T2 AslsE AA Aol A Linux vl=amelA 8= o5 225 Horizon 2vhe A
o i dAA A= 240t G & 270 AAE A =27 Wk 2

¥ 6-3. €2 Linux "l23 5ol 3 "4 =4

Zz7 A
Operating System Architeacture o] AA e} EA S Felgoh o] 3 LinuxE AA = o of g
Endpoint IP address A NP Fa7k AR "Wlell leA o FE 2elgeh W] Az FEe Wl ==

] I3
0z sl A= & e dl B=x 2667 s 45

el o8 ool A= A A B o] 2] Endpoint IP address £ A AT 4 dF o

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77

Dynamic Environment Manager & £&ol4 e =7 F7} 2 of vk ApAlgE &2
“VMware Dynamic Environment Manager #g] 7}o]l =" & Az 3k4] A 2.

Dynamic Environment Managerdl Horizon 2=v}E A A A4

Dynamic Environment Manager &2 %5 243l Dynamic Environment Managerel
Horizon «wtE AA L AUt Horizon 4rtE AAE A& wf, ~vte HAL A Lal7] 94
FTaEaor & 27& Fo4e 4 sk

SRR

»  Dynamic Environment Managers A # 2 F+A et A4 W€ Dynamic Environment
Manager A4 # % Dynamic Environment Manager 74 W&& FAx3442.
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Z271% 43 Horizon vt A A Aol =71

fr

s Horizon =Rt A A Ao F71e 4= 9)
F7he] WES AxsAAl L.

=4

m  DEMEnable %45 Al&3l=5 dA3la /etc/vmware/viewagent—-custom.conf 2} ol 4]
DEMNetworkPath A& T4t Linux w552 74 shelelA 54 Ao WE& x4
Al Q.

EAY AEg 20tE AAE ARE F HE A4S

I A
A Qe e vlaagel AdAs=5 oe]7] Aol Dynamic Environment Managerel 41 7 A}
}

AAE w2~ B eltalAd, 7tk <4, Sx2= 2y dAd, FefeolddE =
glolu el alAd, Sl 9 Chrome #1d AS 715, ddF Zz29td e a5 Aldste AA 374 A
Aol gt A AT F sk AHEA 37 AA ol g Horizon #rtE AL 2a9] Fol
AgEm AAE oA dAste ek A2 2 AA F sy AREAZE AlAdel oA A e
Horizon «vwtE AAlE o] Agatewd AR A5 7433 ek

#F AHEAbe] AFE 7 FEE = F9oF Dynamic Environment Managerzl A 83 25 &7 A
Aol Ag AAS AT F ek ol#d Horizon =vtE AAL Flash o5 vt 2lo=lA,
T eldl 9 USB gd @A 5A Aok AarE 37 AA W8 Horizon 4~wtE AA 2 A
E HE Fol A&Er AAde oA dAG s ok AR AR 5 ol

Dynamic Environment Manager erﬂl & Abgel g A ARE 2w "WMware Dynamic
Environment Manager 2] 7pel =" 45 AZx a4 Al &

A&}

1 Dynamic Environment Manager 3&] Z&olA ApER} 8735 A g sto] ALgF 247 AA o o
g AAE A AV AFE 7 BE ALt HiE 3 AAol e AR A e

71 Horizon 2=vte AA A o= Horizon 2=vtE A A Ao et o (e 74 5).

Al Adof A O] F Bl AE AbAtol] smtE Al o] 24 gl ¥ ),

A% Fol, arhE AAe] Feholdd e Eetelu A4 7Fe] JBE Fobyl svhe AA ol
%% CDRZ AR 4 A&

b Horizon =vhE A4 47 A4ela srte Ao L33 94 WaaF 7% 2 442 A
ik,

ofg] M A dxas 7les AYEd 5+ A5y
&

Operating System is Linux
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vy
ot
24
2
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2,
%
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[
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£
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e
oX,
ol
e
ot
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o
iy
1
s
-
S

Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 AL Zelel svhE AAL ARH

Dynamic Environment Managerell A= AH&-A7F A v~z 5o A4 A b4 A4 wlwpct
Horizon 2wtE A A& A= g

Dynamic Environment Manageroll A& 2rtE A A o] Fof LﬂrF/P olg] ~wtE AL dabyll FA4 =
A2l gk Horizon 4»FE A A2 Horizon &7FE A A Aol ol woe = A5, ~upEe 4
Aol FEohe A Fele U}ﬂ““’i Al gk et Ao ¢4 ~’£° 7F =54k dlE 59 Sueste
AREAZE USB el 3l A& A3 4 =5 AASE Sueste 2wtE A Aol 9la Ubuntu16042;
= o] 59 vlaaF Eol ds USB EMEﬂ 15 83l $5 5 AAsE Poololets AnfE A A o
U= 75, Ubuntu1604 vl=z2% Foll ol 94 vzl Suert A& USB gldal A 75 ¢]
AbgE =5 AR g

o e

7
7}

a7 4

vt Jetc/vmware/configs AF8& ef.

VVMware Blast Extreme 2=
VMwareBlastServer & #& S 2l & FA

3 6-4. /etc/vmware/config®] Blast 7-4 <4 o

l
g

Ag 39 A&
4 o5 wi7) | 34 LAN LAN WAN WAN WAN ZAE
o Z A4 RemoteDisplay.ma 100000 100000 100000 5000(56M  2000(2 1000(1Mbps)
xBandwidthKbps 0(1Gbps 0(1Gbp  0(1Gbps  bps) Mbps)
) s) )
A FPS RemoteDisplay.ma 60 30 30 20 15 5
xFPS
e A RemoteDisplay.all TRUE TRUE TRUE TRUE TRUE FALSE
owAudio
Hagele 4 RemoteDisplay.ma 90 90 90 70 60 50
(JPEG/PNG) xQualityJPEG
Hagelel 4 RemoteDisplay.mi 35 35 35 35 35 35
(JPEG/PNG) dQualityJPEG
Hagde] ¥4 RemoteDisplay.mi 25 25 25 20 20 20
(JPEG/PNG) nQualityJPEG
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¥ 6-4. /etc/vmware/config®] Blast 7+ &4 o (A%)

a8 Fd A&
=4 olF w7 A 3% LAN LAN WAN WAN WAN e
Hesde] £4 RemoteDisplay.gp 28 36 36 36 36 42
(H.264) maxH264
teafee] ¥4 RemoteDisplay.qp 10 10 10 10 10 10
(H.264) minH264

Linux =250 tieh S8fo]dE =fol B 2y Ed 4
o] of

CDR(Z2held = =efolu 2 eladd) §4< FAeke] 14 Linux dl=2Eold 224 A= 5%
Ee] 2 Eefoluo] A2 4 A 3% AR

/etc/vmware/config s} ol 55 F7lsle] CDR A4S 4

g A4 oo A= Ciftebooks % C:Mspreadsheets 2t & sl F Zv] w55 ¢7] Aoz =t

=i, Fetold st FoF v E FArekAl et v

<

cdrserver . forcedByAdmin=true
cdrserver .sharedFolders=d:tebooks, ;c:#spreadsheets,
cdrserver .permissions=R

A
9

o] &l ool 4] ebooks % spreadsheets Holl v+ fd32(",") = &vl& 54 T+

RGNS

o

gl wrea 2

Mo
S

cdrserver .sharedFolders wAlell 238 & "R'L dflet AA o] YdsgE= nE Lo ks v A,
thg ool A /home/jsmith &t 7 & thgoluk R 3hel EU 2= ebooks ¥ spreadsheets ¥+ &= th
97 Ao

cdrserver .sharedFolders=d:Webooks, ;c:Wspreadsheets, ; /home/ jsmith,R
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AA vz moZ AT Linux 7 Al2=gls 743889 Linux 7H Al2gle g daai 55 4
AalloF g et

Horizon for Linuxel A& w52 22 dla2as & 735 AL o

n  vCenter 7} Al =Hlo] Qe 5 dl2a2s &

n AEstd AA FE UaaRF E

n CaEE FE FEY d2aF E

vCenter 7H4 Al2~Blo g 5 dlaaFw 5 A4 d 25 714 Al2H"el Horizon Agents A A
alof ok 23 o dA AW dlaas £ A ebHANE ARE st R Al 2ElE dlaaE FEel
FZ7rg el B2 49 A Al A"S SA Y Linux dlazme ek v e g Az A
Asstd AA FE dazs 25 s Linux 7H4 A48 BlE3ol Horizon 7 ool =5 A
Aalof gk 2wl oy A AW dlazm F A abHARE ARE sk AA A Al ~ElE BA g
Yo},

devlE S8 F28 daas 5 AAse™ PBIS Open 27 ¢l AAH Linux 7H Al2=H o
Horizon 7 Agents A Aleta BlZels Ao ot o2& vhg A4 A dxas & A4 oy
AR ALEEle] QlaElE FE EEY daaf 5 AT

— = o O
m Linux dlaas & 3
n Linux& Abs3ts AA 28 dazsws & A4
n Linux®& gladlEe & S22 dazas £ A4

m 227 PowerCLl #&

Linux 7k4 Al =gl g o2 5 vaas 25 442 5 sy
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g AR ] 3
5 dlaanm E A dg #A ?fP WE-< "Horizon Consoled A 714 dl2aF A4A" g5 3
e

A R AV

n Linux Al=E < A Aol Horizon Agent7t A A= o] ol=A el Linux 7F4F A 25l
Horizon Agent A x¢] W&& FEFAAL

gt

al

o

s VMware vCenter Server?} Horizon Connection Serverel F715 ¢l &4 o)

A=k
1 Horizon Consoledl A & vHlxas 55 F7F3y ot

ANEZ > B|l23F > F7HE A9 Fuich,

2 FFU&EaF EF5 A9
3 vCenter Serveroll A #e] == Al 5A e M4 A AEHS Ad ety 25 F8 o}
4 dazi E9 Aavlo] die] A% ms Y AHEA S-S Adetan oSS T8
5 =& A4 EY mtH ALY mAAE wEA A S
[tlazi & AA] deolAddA o5 45 AA g
4 A
718 t&Edo] Z2EF VMware Blast
ARt ZRESE ANE £ QRS e
e
3D #AHY 2D =+ vDGA dl= 258 vSphere Client % vGPU dl= 258 NVIDIA

GRID vGPUE A-&3ked 2tz

A3 % A4e A5t 2L A4 gowl daaE dde] AT & Y ZREF o
Fob AR AG AL Se] T49 o

o EAm

Linux 7F4F Al =8l Horizon 7 ¥l Xol 4] 17 d]

l>
EH“
[o
fu

A Fulo) S e

=g 5 wbsa Linux Al =8le Fol Frtetdd A 74t o6 daas %i 2]

¢ AARE F7ha oF 3
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A7 474 A
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=5

7-1. 97 A%

=276

47 24 <4

AA A=l A AA m A<l Ag] 9 o g
n Asd Ade] B4 AA GEA Gl
m A FE
m A

47 A F AE 2o I
s <3
N F

AR A2 AL/ BA AR w el

T AES A& m ole

AgATL ol FeheldlE dutelzeld  m o

MEe 4L 2788 & YD 44

) e Aga)

3% FAA [Rae=
]

=
©

o

ol

“
o rIr

#

A]

N
D
i
rfu
s

I o

= m o
el Ak

Horizon Console ] A
n A4 A A

m A 2o

s ol E A/ oA A A
WA A B2

Ag vlaay Fo el 2 7pak Al 2"le) 3 AbgAL ks FohstAY AAD = ek A
o] we AL Horizon PowerCLI Cmdlets A&l oF g o},

s Update-UserOwnership
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s Remove-UserOwnership

#3974 OaZdo] TREF 44 WAL vpAL. cleld APe dank E A ol A
AE A FdsA A ook gt

A4 4

7|8 Hagee] Z2ES VMware Blast

AgA} Z2EEE AT 4

30
J

3D @l m 2D =+ vDGA$ vSphere Clients Ab-&3dte] 3tz
m NVIDIA GRID vGPU

AA g W82 "VMware Horizon Console #2]” Awl A& FE3dH4] A 2.

Linuxd 2A=3le A4 22 238 = YA

Linux 714 ASR 802 A5 A TE L2 EE AT S AFUd ATH A0l T
R
=

o ARkl A= Linux 714 Abs AA 22 dlaass Eo gk 24 A4 FA467] AT A= Al
THUS. A AA FE dleas & A g AAg HE-2 "Horizon Consoledl Al 744 w2~
25 AR gEg AxsAAl L

AR 8T A

m  Linux Al2=E =< A Al Horizon Agent7t A A= ol gl=A geldeh. Linux 7H A 25l
Horizon Agent A9 W&& x4 L.
s 7R A FAF Al =8l Bl E8ls A e Linux

n Winbind £5F4& A&3led Linux 7H A28l Active Directoryel 143 7§ 714k A 2~ H]
Bl Z 8ol 41 Winbind &£54 2 745 whA oF e

AREE 7 ol 7 Ala'lol A =elel 7hS) WE s Aol ok A~

gkl al Jetc/vmware/viewagent—custom.confoll 4 Horizon Agent 4l

RunOnceScripte] <A E H 25 AA Tt AAS W& Linux dl=a79 74 sfdel 4] 541
A Aol W &L A x5l A A

m vCenter Server7t Horizon <174 Alwlell 7= l=#] gl g,
A7
1 A=E AREA AR TFAE AT

"vSphere 714 Al =8l #e]” £ 2] "vSphere Web Clientell 4 Linux& Ab&AF A1 A +4 A"
S AEFAA L. FAS AT = o AAL TulEA A Aok P
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HirH o= 7 Al w5 AR T

=vlel Horizon 7 &7 =dlal& A4 3ot
=S 2 A 2E ez A4 AHEEY

714 DNS gk F25 ARG

3 AlsE OS AEA AA A vl EF 2o el AAG HEL hitp://
partnerweb.vmware.com/programs/guestOS/guest-os-customization-matrix.pdf& &=

4141 2.

2 Horizon Consoleol A #F&3tE vla~zE 55 F7hgdd o

[

IME S > Bl AAE > F7hE A8 d o
Feste dAaE B Aden b 223

4 AA A AlE2RE A

w
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5 % Adetelw bl HAA S Ao

a [Hz=as & AA] dolAdA g5 w4 AT

4 A

7|2 f&EHo] Z2EZ VMware Blast

A2 Z2EZS AYE - YR oS

2 58

3D ady 2D =+ vDGA v~ 258 vSphere Client ¥ vGPU dlA25-E NVIDIA

GRID vGPUE AF&3le] #te]

4 L

TELLE o] F A o)2g FEo 2 9l¥ay )

olF AR A4 ol & Eo] LinuxWW-{n}= #14 g}
o3 e ﬂ/\li Z 27 AA A% AA ok @)
m E A

. a0 A% M NP

c A A 7} 2415 vCenter Server A4S TAHE A9

udt

v,

vCenter Server AA L Avd 4+ gyt

6 dHaaRF ES AT Fol AgANA daag £ Aol gk AL HEE Yol it
Horizon Consoleel Al vl~2 % &5 AlEel AFg A% > A F71E Adeta AHEA 25

Linuxg S1AHE 2 Z2E fgA2ds = YA

HE 22 F2Y daif B2 A4

PN
g 4+ 5ok d_‘é =& %i%} H2z2E 28 WA 3 Horizon 7 Wl Zel A Linux 7F4 A=

Eﬂz ‘374 Eﬂiiﬂ o2 AR g
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Linux-& Horizon 7 elle] A E+= Ubuntu 18.04/16.04, RHEL 7.1 °]4, RHEL 8.0 =+ SLED/

SLES 12.x7} & AlaglelAut Ql~”E & a3y E5 Ao

Fxn vGPU z#f 9 7152 Linux dlaza ol A H gadEeE S8 dlaag SoA A=A &

Sy

ohg ARl A= Linux 714 A’ E S8 dlaaf o et 24 AAE 747 9 AL A
= Je”E FE dazs F Aol e AAlg &2 "Horizon Consolell A 7k4 Hl~=
T AR dEE AxA L

AR 25 AV

vCenter Serverell 4 7k Al 2®lS AA S Linux &9 AAE AAGE JHAE A 844 2.
AA T g spak Al A 9 Linux A A S WSS A4 A

A == Samba Winbind &= ekel 718l & AF&ste]l AD &3 sHAlE ol &l s}4]

E_El‘ pus
W £2 PBISO(PowerBroker Identity Services Open) ¢l% 74 =+ Samba
o zetol =olel 7kl A FEE AXIAAIL

3 RHEL 8.0% A 33+ Linux 7FAF Al 2Hlol 4] ol A~EE FE dA22F 55 A4 6t
Samba Winbind &=
RHEL 8.0 714} Al &Elofl A= <l

= O R
ol 55 A3l

m  Linux& Horizon 7 Agentell gt A A A& A A A& ARAIgE W
ol Horizon Agent AA1¢] W&& FAEA4AI L.

of

< Linux 7 Al 2=H

»  VMware vSphere Web ClientE AF&3ate] "Ade] 74 Linux VM 2 4ks A sl ©HAl &
ol &l 541 A] &, "vSphere &Y T ~E 2] - VMware Host Client” el4 "VMware Host Client

ol A st AR AR A S

s vCenter Server7} Horizon A7 Aule] F7l= 9l=#] gl g},
A=}

1 Ubuntu 18.04/16.04, RHEL 7.1 |4, RHEL 8.0 &=+ SLED/SLES 12.x7} A= Linux
VMOH Al 2= 8) & A4 g o,
AAG W ge b Azm A4 8 Linux A4S WEe FEAAA L

= H

2 o5 gE s AbEste] Ubuntu 18.04/16.04 Al =Hlel OVT(Open VMware Tools) & 522

AR A4 2
# apt-get install open-vm-tools
AAE e A dazgm i E2E 98 Linux AlaE £ulE AEAIA L.

N7 A 5 A G e
o %

g F5A AN7A AA L HES FEAUA L

i

3 Linux s Fel Hazg =

s
o‘-}i

=
=

oZ:

AFAIEE 8- Horizon Agentell
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4 Linux VMell 4 Linux& Horizon Agents A A gt}

# sudo ./install_viewagent.sh -A yes

AA G W82 Linux 7F4 Al=®lell Horizon Agent A A& W48 Ax3A44 £
5 Linux VM% Active Directoryel %33 o},

m PBISO ¢l% &745 A-&steld obs ©HAl S sk ek

a https://www.beyondtrust.com/products/powerbroker—identity-services—open/<l 4 PBIS
Open 8.5.6 ¢4 vhF2 =38 & Linux VMell A A g e}

# sudo ./pbis-open-8.5.6.2029. | inux.x86_64.deb.sh

b Linuxsk Active Directory 5 4<¢ PBISO(PowerBroker Identity Services Open) <l
S Ao ARE AFE3te] Linux VME Active Directoryel 533 oh,
m  Samba Winbind &= &}el 7F8]& AF-&-slel el 0fflineJoinDomains /etc/vmware/viewagent-

custom.conf ¥} 2] samba® A4 a4 Al 2

B3 RHEL 8.0 VM£ Active Directorye} 53teted™ Samba WinbindE AF-g-@ll oF 3]
24 A3

oA Few QlA”E FE FE A E9 o] Aol g,

o

I

2ol =l 7p9] & ARl A] g E A A S Jetc/vmware/viewagent-custom.conf I}
ol 4 0fflinedoinDomain 45 oo AAdoF gl 28 gowl gJAHE FE F5
Hlaa g Fo A o] Asfg

6 DHCP A8 7} DNS Au]ef] B2 =sfxEFx
o

Al " E FE VMol AAE w4 7P vl EH 2 o7 ForE e I’ E FE VM
A ez e s Frtsmd VM Bl E3lo 4 DNS A} 22 Ve 2 o e e g A
A5 PBISel= &uk& DNS A1 7F 8 38k3 Jetc/hosts®] FQDN =i & 3] &= A ¢s5
vk SAlE VMol Al Ve 2 o i85 F713 vl DNS v AdAeo] £AEA =5 el
Linux Alz=®loll A DNS A& A Al oF et ol & 5o Ubuntu 16.04 A8l 4 /etc/
resolvconf/resolv.conf.d/head #} el vt =+ F7Fsked DNS A1¥ & A4 g o

= w to

o= 7% Linux Al=Hlell dig DNS Aw & A A

nameserver 10.10.10.10
search mydomain.org

7 (A9 A ml~E Linux VDI el

2 5] o o] A E 9] Jetc/fstab Lol NFS ml-EE F7}
e A F o WY 5 e AL

er

) 1m

14
23 7ol Jetc/fstabell ‘soft” Tel2E Frhe o}

10.111.222.333: /share /home/nfsmount nfs rsize=8192,wsize=8192, timeo=14,soft, intr, tcp
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m  /etc/fstabel “soft” Fal 25 AF&etA ¢towl wiaE Linux VM elm A el /etc/fstabs T4
g elsy A 2] ~agdEE At Jete/fstab L& T4 ok, ClonePrep
Eo el o] AY 127 ~2agdEE AT & 5ok A HE-2 "VMware Horizon
Console 32" £4 & AEAIA L.

8 Linux VM+ F&3la, VMware vSphere® Web Clients AF&3le] Aol AA Linux VM

A¥%ES AATE WA vhay ol AE AL

AA g W& "“vSphere 5 & ~E Ie] - VMware Host Client” ¢4 "VMware Host Client
ol A AW A AA"S Az A A S

9 Horizon Consoledl A A-&3tH vl~aF 5 F7Hd ek
JHESD > dl&TF > F7bE A=

10 2H53kE d&=aF F5 Adete o5 23

11 J2HE ZE5 AH

=

a3 vCenter Server Ql=EH A2 A€3 & b

tlo
fuft
1
s
T
v

12 $2 Adatelel shyabel oAAE B2y e

a =lAAZE EA1E T s AE]) o] F AR e A
=4 A
Z2u| A AHS- o] AL AE
25 A ==2x|AY FA o] AL AE
°l& A4 =" Horizon 7¢lld =& 2% VM ol el A A FA =2 Ahgets dula) o
g WEE APt ol E Fol LinuxW-{n}& ~ 4 g
) Al=" woll = AA Alz=dl +5 A4 T
qul(Ad AA) A== 5 AEAN AT dE dazE VMY 5 A
BEEAETE v ==vAY Horizon 74 Zl A|&" Fol AAA VM +5 Z2ulAdateiad o 4

2 A9y

b dwAA 7} 3 Ew ~E2 2] x] Ie] A A sl VMware Virtual SAN AF£5 Al 8 gk o}

¢ AR BAEY molel 44 2 AD AHIUE AQAL, VME FAT 5 AG ok

gul

o}
2 ClonePrep A%l 127] =& A% 5713 2325 A&l A5 223 E7F 7= 4
&A7F &rsk= /var/userScript EH el A=A Faleta st A A

e,

Horizon Consolecl A QWlE g > gl&23 &S AgstH w23 VMo] Fol F715 & 28 =<

T

5 A T Fo] EAlsts A F vkxaE olul A& AHAIsEA Y vCenter Server o1l E2]of 4] Al A
shA] w4l Al 2. vCenter Servere] elwlEg|o A nlag oju]x] VME A4E A AG A Foll= ol &
il F7heE ohg A A o)w Al E ALE-sle] FA] ou| A& el oF g o}
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E]— oﬂ 3] st X]—%

ol 0”‘41*0}34 =] *P%X}Oﬂ Al Ags Fol a4 Al 2. "Horizon Consoleel 4] 7kak Bl =25 A A" o

B2 PowerCLlI W&

17 A Z Windows Bl aZ ol A ehekgt dbe] #& F3 371 8 Horizon PowerCLI cmdlet
< Linux dAZE A5 AFE5 1 o}

./%:E 13] /\E]_E /lg 2]

Add-ManualPool -DefaultProtocol Blast —AllowProtocolOverride $false —threedRender usevc|vgpu -Pool_id <pool id>
[more parameters]

ohg 54 2 3 Linux dlazZ ol disl] 4=y of,
m  DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu. VGPU Bl 2352 7% -threedRender vgpus AH-&3dti 2D/DGA 225

2] 73§ -threedRender usevcs A& o}
. VMO A28 LinuxVM-01% AF8-3ke] LinuxDesktopelzt+ ¢l &< ¥% Linux dl&23%&

Add-ManualPool -DefaultProtocol Blast —AllowProtocolOverride $false -threedRender usevc —Pool_id
LinuxDesktop —-1d (Get-DesktopVM -Name LinuxVM-01).id -Persistence NonPersistent -Vc_name myvc.myorg.org

VM e]Eo] LinuxVM-2 & A1zkel= 25 VME AF&3le] LinuxDesktopelet= ¢l &< A&
Linux vVGPU Hl2zZ & £& A4

Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol Blast -
AllowProtocolOverride $false —Persistence Persistent -threedRender vgpu -Pool_id LinuxDesktop

= 3 WA RHEL 6 x64 VME Abg-atel % Linux dl=2% 54 443,

Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object —Index 0 | Add-ManualPool -
DefaultProtocol Blast -AllowProtocolOverride $false -Persistence NonPersistent -threedRender usevc -Pool_id
LinuxDesktop

AA 2 AE3E d2aEs = QA

Add-Automat icPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
-Pool_id <pool id> -Vc_id <vCenter id> *

-NamePrefix <VM Name Prefix>"

-templatePath <Virtual Machine Template Path> °

-VmFolderPath <Virtual Machine Folder Path> °
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-ResourcePoolPath <Resource Pool Path> *

-dataStorePaths <Datastore Path> °

-customizationSpecName <Customization Specification Name> °
[more parameters]

d

ohe §4 9 BL Linux dla2 ol de) B4y

p

m  DefaultProtocol Blast

m  AllowProtocolOverride $false

m  threedRender usevc|vgpu VGPU dl =25 2] 7% -threedRender vgpus AH-&3sta 2D vl ~=2F <] 7§

-threedRender usevcs A&y of,

ol

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedrender usevc'
-pool_id FulIClone-Linux *

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id
-NamePrefix "FullClone—-{n:fixed=3}" *

-Persistence NonPersistent —deletePolicy DeleteOnUse °
-VmFolderPath "/LinuxVDI/vm/FullClone" *

-ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources" *
~templatePath "/LinuxVDIl/vm/LinuxTemplate" °

-dataStorePaths "/LinuxVDl/host/LinuxVDICluster/datastore" °
-customizationSpecName "Iinux-spec" *

-max imumCount 100

H&d5 & AR A3 571 == A7

o

[e]

s =4¢l mydomain.orgel E=#lel AFEA 25l LinuxDesktopel ®dk Ab-& Aghs Hof gt

Add-PoolEntitlement —Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain "mydomain.org").sid

m  LinuxDesktopel 41 mydomain.org ==lele] =olql AREAF 5ol ot AH8- Ags A AZY

.

Remove-PoolEntitlement —Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain "mydomain.org").sid

Mg g aaw Eo VMM AREAE & Bam VMol A AREAR Al

p A% dla2aE Fo 5 LinuxVM-01 VMell myuser AF-&#}5 ghelah] o},
Update-UserOwnership -Machine_id (Get-DesktopVM -Name "LinuxVM-01") .machine_id -Sid (Get-User —-Name "myuser"
| Where-Object {$_.cn -eq "myuser"}).sid

p AL HlaaE Zo dE LinuxVM-01 VMell 4 myuser AF-8-#F5 A 7 &k o}

Remove-UserOwnership -Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id
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HadE dd 20
. myuserd] vl Aol A B rofgh e

Get-RemoteSession -Username "mydomain.orgtmyuser" | Send-SessionLogof f

227 PowerCLlI cmdletell w3k #FAIgE W82 "Horizon 7 53" oA "Horizon PowerCLI =&

AEe AEFYA L

126

VMware, Inc.



Horizon Console® AF-&3le] Linux7t ok Windows ®l&~2 5 Al 28 &
Yok 28y Linux Hlaa s AlAad £ w25 Als sl 233 EE

FHE AE 2ayet A9 A AT VMware: A4A7L AF 2aYEE g
: o

el A = A A A 5 v

m Linux dl=252] d@ g el =

m  Linux vl Al=g e 54 93 7HA Al =H Bl5 e whs7

m  Linux Hl=25 25 218 A& PowerCLI =323 =9 g5 sl

m Linux 7 Al=gls SA67] A s ~a3E

s SAH b Az AD Evelel dAE7] A% A 2aYE
s SSHE A&t %AR 44 Aaue AD muldlo] A4 @ 4% 2=

m T4 IdE Linux 714 Aladle] (2 E317] §8 AE ~a8E

m  SSHE AH&3te 74 31 & Linux 7H4 Aldloll g2 =317 flg A5 ~3ayE
m Linux a3 A"l 4 Horizon Agents ¢ zele]=317] 918 A& PowerCLI 227 E
m  SSHE AF&sled Linux 7H4F Al=®lel A Horizon Agents ¢l zelle]=3l7] fl8h A& ~agE

m  Linux 7H Al=glell 4 Al 367 A3 AE 223 E

Linux Hl2~3 59 = vjE 7|8

Linuxs 45 deage] olEe 3 /hd sz Ag9 e bB225S ool o e 3%
PowerCLI #2282 Abgahul o3 vl & AEsba & 9ot

o]

o}

do ez

9 AAol A= PowerCLI E& SSH7F Linux Aldlol 4 el e Adeesd & 4+ gsveh
olAE F AZ BA Y Aol e At
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PowerCLI SSH

Foh 25 AR et gl m Ubuntugl 7+ sudo apt-get install openssh-server W& o &
SSH AW & A A& oF gt RHEL ¥ CentOS< 7%+ openssh-
serverzt 7| &A= AR = A uk wkoky] AA o)A sshrt 3 &s5lw=A &
ql &l oF et

m SSH Zefe]dE o F2lAlo] A pscp.exe E plink.exe® thEE =l

PowerCLlI a5 E g} 72 Zrjof dojof e}

shel g meoh wle] Ago] =gt shel g meoh wle] Ago] whip e},

ESXi e de|a A4 S5 Algalor & ESXi mxe] A A4 Sule Al

e,

19 7b @lsr ek

vk

»~azg e s Agste] Horizon Agents A A 8t ~agEF Agste] Horizon Agent® AAslE 759 #e|A ka) &
= A5 #eA et 2agEE A3 o}o:] = A EF At =gl dAse= A% AD AREAF il A S5 i
Holel Az 5 AD AHEA Bl 5 AE AT 4 A

5 —EX} Aeld ¢ gl

3 PowerCLl 718F & SSH 7|8l ~=2 5] w o4 vCenter Server 2] #F ¥ Linux e &2
obzo AbEEl S FAE AEle ¢ dsy ok PowerCLl 71HF 2828 EoA &= ESX| & 2E #2] A}
9 otZof 9l 54 A= AT & dFUrh. o] g A Fol o]aA o= FA) HeEtA oty

o}

vSphere PowerCLlel =&k &A1 gF W82 https://www.vmware.com/support/developer/
PowerCLIE AZE34 4 2

Linux Bl&~=2% &5 dgke

e
:l:‘,
b
ol
o,
fr

Z2AaE by BAE S P
1 7 Alad "Z8S A sta 7FAF A 2H"el Horizon Agents A A gy o}

Linux Bl % A28l SAE 915 7ha A s8] gEe o

Fﬂm

71e) HEE AEFAA L

2 AzE AgA A FAE AT

"vSphere 7H4F Al =8l #e]” 42 “vSphere Web Clientell 4 Linux$& AF&#F A1 A +4 AA4”
+ Az L. FAS AT W= s AA S SekEA AA o 3 e

A4 2%

gk 71 A28 OS  Linux

AFH o % A A 2sE o5 g el

= el Horizon 7 &7 ¢ =wlel& A4 ot

vlES 2 474 35 vES 2 AAs A3 e

7]+ DNS fragh F45 AT e

B3 A2E OS AHEA AA AL AE 2ol B g A UG- hitp://

partnerweb.vmware.com/programs/guestOS/guest-os-customization-matrix.pdf& A=
414 &
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4 Winbind 545 &3t g+ A5 A" VM-S AD(Active Directory) =wlclel] 7k A1 714
o} oo o] oA 23 EE ALl =l 71 HE s A A BEE 7MAF Al vl 74
H /etc/vmware/viewagent-custom.confoll 4 RunOnceScript o4& A& 4 9l ok,
AA G W E2 BA 5 pak Al ~ES AD Ewglel] 1Aty 93 AE ~a8]E = SSHE AFS
st Bl H 7PAF Al AES AD Zrellolo] ddAslr] Sl AlE ~aFE o e s o

F‘

Linux Bl2359 e Jadol= 7f8a

Linux$ % tl2a2E59 gk ddagoel=: 9 71x g AZ AgE ]l PowerCL| 2322 ES ALS

[}
S QY BAE AFHL 4 A5

HS el s Av fels A ge b Alagle R digke 7 g adlo]l =abeu
AE gadels 233 EE ALt A Horizon Agents 71E 7H4F Al it

o WA e M AsEE FAdE S NE da2E B ANEE S A5
w HEE A e P AlmEHd A REl s e b AlaRle R ool Edte A VE daaw =
= AAlet L A =g s 25 A Mk e AAg W& Linux 7k Al ="l 4 Horizon
Agent ¢ o] =& g5 FESHAA L.
) .
Bl E = Uaas iE 4=
Aol s pa Axdg dgew dadosaenl ohg B % s Ag g
wy v
RIEsl 7h4 Al=mlell Al Al Horizon Agents A4 m ARgA vlel g 3l Z=afqle] NFS Alweh & 3 Alufel 9lA ¢
A g aalel moba Ak A A G T £ 3k, 71E sHAb Alzwle] ApAlEglen g ALt dlolE gl Z2slel
< AR
m 7R Az A Feoll View Administratore] 74 A z=8L AbE] 7} -
2 F ol o] AE A HEA Auas o] 4] A
of gt
dadlel= AE 238 ES A} e A dlele 2 Z2sbel g wEg

2] E
Al 2=H"lel] 2} Horizon Agents ¢l 2 x=3la ¢ e
o= WS APt
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et

Linux Bl %5 Al2'e] BA|E 93t 71 Al 2=El Bl 2]
his=od

7Hb Al=B FAE Fdetr] Aol HAle) Zube] B spAF Alswl 'lEEE A e o g

A T A
s ES Linux Ha2EE ARS8 87 ARe F56EA Beld44%. Horizon 7 for
Linuxel ek A28 53 A1) Wge BRsgAL

s vCenter Serveroll Al 7}4F Al ~®l & A A sEa A
"Horizon 7oA 74AF dlaz i AAT w49 TR A

s P AzEel A AT mEol Hd Bed v
]

g5 Sk 7 A" AA Y HEs AR A
n AD 5% HAE A7} YH. A 8 Linux dl==2%2] Active Directory & A4 W& #=&
4] Al 2

m  Linuxel Horizon Agent® A Al st ©HAE A 84 Al 2. 7 5 Horizon Agent A A1 ¢ W&+

HEHAA 2

s DL AF Horizon 7 T4 e Agdkel $4¢ FAHE BAE SAFIE 4 6 Linux o
saEg T4 S4Y NS FEFYAL

1 vSphere Web Client =& vSphere Clientell A Al 714} Al <8l ubFy o}
2 AEAAA FA A TAEY

Mg o BE wECE 2ed ¥ A4 ARL 2

o

a 7Ha AlzE
b vCPU < vMemory 2715 A A g o},
Linux vl Zel e gk A A 7fe] =4 vCPU % vMemory Z7] A& & w2422
o & Eo] Ubuntu 18.04¢l 4+ vMemory 2048MB % vCPU 2% FA3t=% x4 gy
o}
c HYL sl=E AdEsia o
VMware Ezfelw] & Abget= 2D el H & A& A § 7H4 A28 E vSphere Web
Clientell A4 vVRAM =715 A Ak NVIDIA E2tol v & AbE-8= vDGA =+ NVIDIA
GRID vGPU Aladlo] A= vRAM 277} &l 35 v A A ¢k o},

=edle] g 3 F ulde e (VRAM) & A A kAl Al £

>

2D el & 9 ek A Al mE AL A Al m2A414 L. Video Memory Calculators A
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4 FE Hgke] = ALA(E: ViewUsen) & AA @Y ek o] AH&Al+= Horizon Agents A A 2
A A= dlak AREF Y o

5 /etc/sudoerse %] 3}l ViewUser ALL=(ALL) NOPASSWD:ALL &5 7} t}.
/etc/sudoersell o] Fo] E3txlo] 9lowl sudos ViewUser® A3l o ¢tz 7} e shA ¢
ek, o] Aol AlFE AE ~33EE AP Horizon Agents AR 7% ViewUsers 49
° % A A7}

6 Linux "2~} RHEL, CentOS =+ NeoKylingl 79 /etc/sudoers® #H A &t ofg &5 F4
A2l g et

Defaults requiretty
Defaults !visiblepw

7 Linux W27} RHEL/CentOS 8.x, RHEL/CentOS 7.x =+ SLED/SLES 12.x7} o}yl 7%
VMware ToolsE A A g o}

RHEL/CentOS 8.0, RHEL/CentOS 7.x ¥ SLED/SLES 12.xoll+= 712422 Open VM
Tools7k AR = o] gl et

8 F%4 NAAE AA 2 FH P

oli

a Linux sl=elA 9.10 ¢|d MA < Open VM Tools HAS A= 7% deployPkg =&

29ls AR Z
A AL hitp://kb.vmware.com/kb/20750481 4 &ala 4 9l o},
b Linux ®l=7} Ubuntugl 7% ot KB A& A&ste] VMell A AR 2 4 F54 97]
A& el Al &
s Ubuntu 18.04 2 16.04¢l 7% KB 41 https://kb.vmware.com/s/article/
2051469 % https://kb.vmware.com/s/article/59687+% x4 Al &

s Ubuntu 18.04¢l 7% KB 4 https://kb.vmware.com/s/article/56409% AZ=34

Al ©

-,

it
o,

9 RHEL % CentOS¢ 7+ vlEHa A2 44 AFL2 AFBS gt et
10 AD &3 A<= s ddt

11 2l AA SAS 3

12 Horizon Agents A A g},

sudo ./install_viewagent.sh -A yes

7+ 5 Horizon Agent A A9 &5 AxA4A L.
13 Horizon 7 74 k4 & AH&sle] F7F +45 3 o

14 b4 A20S Fadla 29548 4430
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VMName, Parentvm, CustomSpec,Datastore,Host,FromSnapshot,Deletel fPresent

I inux-001,Ubuntu1804x64, | inuxagent,datastorel,10.117.44.172,snapshot1, TRUE
I inux-002,Ubuntu1804x64, | inuxagent,datastorel,10.117.44.172,snapshot1, TRUE
I inux-003,Ubuntu1804x64, | inuxagent ,datastorel,10.117.44.172,snapshot1, TRUE
I inux-004,Ubuntu1804x64, | inuxagent,datastorel,10.117.44.172,snapshot1, TRUE
I inux-005,Ubuntu1804x64, | inuxagent ,datastorel,10.117.44.172,snapshot1, TRUE
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<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>

# Functions
function GetInput

{

Param($prompt, $lsPassword = $false)
$prompt = $prompt + ": "

Write-Host $prompt —NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)

{
$input = Read-Host -AsSecureString
$input =
[Runtime. InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBSTR($input))
3
else
{
$input = Read-Host
3

[Console]::ResetColor()
return $input

I3
function IsVMExists ()
{
Param($VMEXists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool I$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$listvm = Get-vm
foreach ($lvm in $listvm)
{
i f($VMExists —eq $!vm.Name )
{
$Exists = $true
}
3
return $Exists
I3
function Disable_VM_Console()
{

Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConf igSpec
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$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"

$vmConfigSpec.extraconfig += $extra

$vm = Get-VM $VMToDisableConsole | Get-View
$vm.Reconf igVM( $vmConf i gSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState —eq "PoweredOn" } | Stop-VM —confirm:$false
Get-VM $VMToDelete | Remove-VM —DeleteFromDisk —confirm:$false
I3
# Main Script

$vcAddress = Getlnput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetlInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = Getlnput —prompt "Your vCenter admin user password" -lsPassword $true

$cloneType = GetlInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetlInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' —lsPassword
$false

$csvFile = ' .WCloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full"))
{
write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"
exit
)i
if (($disableVMConsole. length >0) -and ($disableVMConsole —ne "yes" -or $disableVMConsole -ne "no"))
{

write-host —ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case sensitive)"

exit

#check if file exists

if (1(Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)
#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin -password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
{
Write-Host 'Exit since failed to login vCenter'
exit
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else

{
Write-Host 'vCenter is connected'

}

#Read input CSV file

$csvData = Import-CSV $csvFile

#$csvData = Import-CSV $csvFile -

header ("VMName" , "Parentvm", "CustomSpec", "Datastore", "Host", "FromSnapshot", "Deletel fPresent")
foreach ($line in $csvData)

{
" 1
$VMName = $1ine.VMName

write-host -ForeGroundColor Yellow "VM: $VMName'n"

$destVMName=$1 ine.VMName

$srcW = $line.Parentvm

$cSpec = $1ine.CustomSpec
$targetDSName = $line.Datastore
$destHost = $Iine.Host

$srcSnapshot = $1ine.FromSnapshot
$deleteExisting = $line.Deletel fPresent
if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE")
{
Delete VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
3

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM -Name $srcSnapshot) —confirm:$false

$cloneSpec.Snapshot = $vm.Snapshot .Cur rentSnapshot

$cloneSpec.Location.Host = (get-vmhost -Name $destHost).Extensiondata.MoRef

$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost -Name
$destHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
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Set-vm -0SCustomizationSpec $cSpec -vm $newvm -confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
3
# Start the WM
Start-VM $newvm

)3
Disconnect-VIServer $vcAddress -Confirm:$false
exit

PowerCLI C:Wscripts> .WCloneVMs.ps1
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: s
Clone Type<"Full"> : Full

Disable vSphere VM Console ("yes" or

no", recommend "yes") : yes
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.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES

#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "

Write-Host $prompt —NoNewLine
[Console]::ForegroundColor = "Blue"
if ($1sPassword)

{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBSTR($input))
I3
else
{
$input = Read-Host
I3

[Console]: :ResetColor ()
return $input
I3
# Handle input

$vcAddress = Getlnput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetlInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = Getlnput —prompt "Your vCenter admin user password" -lsPassword $true

$hostAdmin = Getlnput —prompt 'Your ESXi host admin user name, such as root' —IsPassword $false
$hostPassword = GetlInput —prompt "Your ESXi admin user password" —IsPassword $true

$guestUser = Getlnput —prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput -prompt 'Your VM guest 0S user password' -IsPassword $true

$adUser = Getlnput —prompt 'Type the AD user name to join the AD' -lsPassword $false
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‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput -prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = ' .#WCloneVMs.csv'

# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —password $vcPassword
if([string]l::IsNul OrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)

{
" 1
$VMName = $1ine.VMName

write-host -ForeGroundColor Yellow "VM: $VMName'n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VWM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress -Confirm:$false
exit

SAYHE A3
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PowerCL| C:Wscripts> .WClonedVMs_JoinDomain.ps1

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: s
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Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: xxs*s#kx

Your VM guest 0S user name: ViewUser
Your VM guest 0S user password: #xxxx*x*

Type the AD user name to join the AD: viewadmin
Please type the AD user password.

Please note that special character in password may not
Your AD user password: ks
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.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
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The tool is to run the command "sudo /usr/bin/net ads join" to join Linux machine to AD via SSH

.NOTES

#>

# Functions
function GetInput

{

Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "

Write-Host $prompt —NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($1sPassword)

{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime. InteropServices.Marshal]::SecureStringToBSTR($input))
3
else
{
$input = Read-Host
3

[Console]::ResetColor()
return $input

}
function Check_SSH_Client
{
Param($IsPlink, $1sPSCP)
if ($1sPlink)
{
if (Test-Path ".Mplink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from its official
web site'
exit
}
3
if ($1sPSCP)
{
if (Test-Path " .#pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its official
web site'
exit
}
}
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}
function RunCmdViaSSH
{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$UM= Get-VM $VM_Name
$I1P = $VM.guest . IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .#Wplink.exe -ssh -I $user -pw $password $IP " + """ + $cmd +'"
$output = Invoke-Expression $command
return $output
3
else
{
echo yes | Mplink.exe -ssh -1 $user -pw $password $IP "$cmd"
3
}
function UploadFileViaSSH
{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$UM= Get-VM $VM_Name
$I1P = $VM.guest . IPAddress[0]
$command = "echo yes | .#pscp.exe -1 $User -pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"
Invoke-Expression $command
}
# Handle input

Check_SSH_Client -IsPlink $true —I1sPSCP $false

$vcAddress = Getlnput -prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetlInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetlInput —-prompt "Your vCenter admin user password" -lsPassword $true

$guestUser = Getlnput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput -prompt 'Your VM guest 0S user password' -IsPassword $true

$adUser = Getlnput -prompt 'Type the AD user name to join the AD' -lIsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be #$"
[Console]: :ResetColor ()

$adUserPassword = Getlnput -prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = ' .#WCloneVMs.csv'
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# Main Script

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)

{
$VMName = $1ine.VMName
write-host -ForeGroundColor Yellow "VM: $VMName'n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd
)3

Disconnect-VIServer $vcAddress -Confirm:$false
exit

2AHE A3
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PowerCL| C:Wscripts> .WClonedVMs_JoinDomain_SSH.ps1

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: s

Your VM guest 0S user name: ViewUser
Your VM guest 0S user password: ks

Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character should be escaped. For example, $ should be W$
Your AD user password: #xkxxxx

VMware, Inc. 142



Horizon 7 for Linux w25 A4
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<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs
#>
# Functions
function GetInput
{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt -NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($1sPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime. InteropServices.Marshal]::PtrToStringAuto([Runtime. InteropServices.Marshal]::SecureStringToBSTR($input))
}
else
{
$input = Read-Host
}
[Console]: :ResetColor ()
return $input
b
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# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are in current

working directory'

$vcAddress = GetlInput -prompt "Your vCenter address" -IsPassword $false

$vcAdmin = Getlnput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = Getlnput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = Getlnput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetlInput -prompt "Your ESXi admin user password" -lsPassword $true

$guestUser = Getlnput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput -prompt 'Your VM guest 0S user password' -IsPassword $true

$csvFile = '.WCloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
i f(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}
i f(Test-Path $customConf_File)
{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}
if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))
{
write-host -ForeGroundColor Red 'Both file not found, exit
exit
}

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{

Write-Host 'Exit since failed to login vCenter'
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exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1ine.VNName

write-host -ForeGroundColor Yellow "VM: $VMName'n"

#Try to delete the configuration file from home folder on destination VM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser"'"

Invoke-WMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)

{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -Source $config_File

$cmd = "sudo mv ./$config File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

3

if ($setCustomConf)

{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

3
)3
Disconnect-VIServer $vcAddress -Confirm:$false
exit
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PowerCL| C:Wscripts> .WUpdateOptionFile.pst

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: s

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: xxsssxx

Your VM guest 0S user name: ViewUser
Your VM guest 0S user password: ks

SSHE AH&ate] 74 HY & Linux 7H3 Al=8lo] g = =3}
71 AR e LA

i)
lm oL

el T4 314 config % viewagent-custom.conf5 o
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s vCenter Serverd] IP F4&
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH
#>

# Functions
function Get Input

{

Param($prompt, $lsPassword = $false)
$prompt = $prompt + ": "
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Write-Host $prompt -NoNewlL ine
[Console]::ForegroundColor = "Blue"
if ($lsPassword)

{
$input = Read-Host -AsSecureString
$input =
[Runtime. InteropServices.Marshal]::PtrToStringAuto([Runtime. InteropServices.Marshal]::SecureStringToBSTR($input))
3
else
{
$input = Read-Host
3

[Console]::ResetColor()
return $input

}
function Check_SSH_Client
{
Param($IsPlink, $1sPSCP)
if ($1sPlink)
{
if (Test-Path ".Mplink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from its official
web site'
exit
}
3
if ($1sPSCP)
{
if (Test-Path " .#pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its official
web site'
exit
}
3
}

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$UM= Get-VM $VM_Name

$I1P = $VM.guest. IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
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{
$command = "echo yes | .#Wplink.exe -ssh -I $user -pw $password $IP " + """ + $cmd +'"
$output = Invoke-Expression $command
return $output
3
else
{
echo yes | .Mplink.exe -ssh -1 $user -pw $password $IP "$cmd
3
}
function UploadFileViaSSH
{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$UM= Get-VM $VM_Name
$I1P = $VM.guest . IPAddress[0]
$command = "echo yes | .#pscp.exe -1 $User -pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"
Invoke-Expression $command
}
# Handle Input

Check_SSH_Client -IsPlink $true —I1sPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are in current

working directory'

$vcAddress = Getlnput —-prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetlInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = Getlnput —-prompt "Your vCenter admin user password" -lsPassword $true

$guestUser = Getlnput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput -prompt 'Your VM guest 0S user password' -IsPassword $true

$csvFile = '.WCloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
i f(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

i f(Test-Path $customConf_File)
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{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}
if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))
{
write-host -ForeGroundColor Red 'Both file not found, exit
exit
}

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{

Write-Host 'Exit since failed to login vCenter'

exit

}
else
{

Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

foreach ($line in $csvData)

{
" "
$VMName = $1ine.VNName

write-host -ForeGroundColor Yellow "VM: $VMName'n"

#Try to delete the configuration file from home folder on destination VM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser"'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

if ($setConfig)

{
Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath $config File -DestPath

$destFolder

$cmd = "sudo mv ./$config File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

}
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f ($setCustomConf)
{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user '$guestUser'"
UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath $customConf_File -
DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

3
)3
Disconnect-VIServer $vcAddress -Confirm:$false
exit

2AHE A3
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P>

PowerCL| C:Wscripts> .WUpdateOptionFile.pst

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: s

Your VM guest 0S user name: ViewUser
Your VM guest 0S user password: ks
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#
Functions
function GetlInput

{

Param($prompt, $lsPassword = $false)
$prompt = $prompt + ": "

Write-Host $prompt -NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)

{
$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBSTR($input))
I
else
{
$input = Read-Host
I

[Console]: :ResetColor ()

return $input
)3
# Handle
input

$acceptEULA = Getlnput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or
if ($acceptEULA -ne "yes")
{

no")' -lsPassword $false

write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
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exit
}
$vcAddress = GetlInput -prompt "Your vCenter address" -IsPassword $false
$vcAdmin = Getlnput -prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = Getlnput —prompt "Your vCenter admin user password" -lIsPassword $true

$hostAdmin = Getlnput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetlInput -prompt "Your ESXi admin user password" -lsPassword $true

$guestUser = Getlnput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput -prompt 'Your VM guest 0S user password' -IsPassword $true

$agentInstaller = Getlnput -prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedM = GetInput -prompt 'Upgrade to managed VM ("'yes" or "no")' -lIsPassword $false
if (($UpgradeToManagedVM -ne "yes") -AND $UpgradeToManagedM -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}

$instal ISmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or
$false

if (($installSmartcard -ne "yes") -AND $instal ISmartcard -ne "no")

{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

}

#$csvFile = Read-Host 'Csv File '
$csvFile = ' .#WCloneVMs.csv'

#check if file exists

if (1(Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (1(Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}
#
Functions
function GetSourcelnstal lerMD5()

{

$agent Instal lerPath = Convert-Path $agentInstal ler;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWi thFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.10.File]::ReadAl IBytes($agent Instal lerPath)));

$md5Hash = ($md5HashWithFormat.replace("-","")) .ToLower();
return $md5Hash;
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#
Main
#Get installer MD5Sum

$instal lerMD5Hash = GetSourcelnstal lerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)

{
" 1
$VMName = $1ine.VMName

write-host -ForeGroundColor Yellow "VM: $VMName'n"

$cmd = "rm -rf VMware-*-Iinux-+"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser"'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -Source $agentinstaller

#Check the uploaded installer md5sum

$cmd = "md5sum VMware-*—| inux-+"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser"'"

$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser
-GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

i f($output.Contains($instal lerMD5Hash) )
{
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";
Write-Host $VMName": Extract the installer and do installation";
$cmd = "tar -xzvf VMware—*-I|inux-*.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -
GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
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$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -

GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -

GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-1|inux-* && sudo ./install_viewagent.sh -A yes -m $installSmartcard -M

$Upgr adeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -

GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

$cmd = "sudo shutdown -r +1&"
Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser $guestUser -

GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

3
else
{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools status";
exit
3
}
Disconnect-VIServer $vcAddress -Confirm:$false
exit

SAYHE A3
232 ES Add v wAAE 2AH Yo

PowerCL| C:Wscripts> .#Winstal lAgent.ps1

Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no"): yes
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

Your vCenter admin user password: ks

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: xs*sxx

Your VM guest 0S user name: HorizonUser
Your VM guest 0S user password: ks

Type the Horizon Agent tar ball path. Please take care of the installer arch:
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X.y.z-1234567 . tar .gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature ("yes" or

no"): no
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<#

Upload the Linux Agent installer tar ball and re-install
#>

#
Functions
function GetInput

{

Param($prompt, $lsPassword = $false)
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$prompt = $prompt +
Write-Host $prompt —NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($1sPassword)

{
$input = Read-Host -AsSecureString
$input =
[Runtime. InteropServices.Marshal]::PtrToStringAuto([Runtime. InteropServices.Marshal]::SecureStringToBSTR($input))
3
else
{
$input = Read-Host
3

[Console]::ResetColor()
return $input

}
function Check_SSH_Client
{
Param($IsPlink, $1sPSCP)
if ($1sPlink)
{
if (Test-Path ".Mplink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from its official
web site'
exit
}
3
if ($1sPSCP)
{
if (Test-Path " .#pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its official
web site'
exit
}
3
}

function RunCmdViaSSH
{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$WM= Get-VM $VM_Name

$IP = $VM.guest. IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
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if($returnOutput)
{
$command = "echo yes | .#Wplink.exe -ssh -I $user -pw $password $IP " + """ + $cmd +'"
$output = Invoke-Expression $command
return $output
3
else
{
echo yes | Mplink.exe -ssh -1 $user -pw $password $IP "$cmd"
3
}
function UploadFileViaSSH
{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$UM= Get-VM $VM_Name
$I1P = $VM.guest . IPAddress[0]
$command = "echo yes | .#pscp.exe -1 $User -pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true —I1sPSCP $true

$acceptEULA = Getlnput -prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -IsPassword $false
if ($acceptEULA -ne "yes")
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetlInput -prompt "Your vCenter address" -IsPassword $false
$vcAdmin = Getlnput -prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetlInput —-prompt "Your vCenter admin user password" -lsPassword $true

$guestUser = Getlnput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput -prompt 'Your VM guest 0S user password' -IsPassword $true

$agentInstaller = Getlnput -prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedM = Get Input -prompt 'Upgrade to managed VM ("'yes" or "no")' -lIsPassword $false
if (($UpgradeToManagedVM -ne "yes") -AND $UpgradeToManagedM -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$instalISmartcard = Getlnput -prompt 'Install the Smartcard redirection feature ("yes" or
$false
if (($installSmartcard -ne "yes") -AND $instal ISmartcard -ne

{

no")' —lIsPassword
D

no")

write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
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exit

#$csvFile = Read-Host 'Csv File '
$csvFile = ' .#WCloneVMs.csv'

#check if file exists

if (1(Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (1(Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}
#
Functions
function GetSourcelnstal lerMD5()

{

$agent Instal lerPath = Convert-Path $agentInstal ler;
$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;
$md5HashWi thFormat =

[System.BitConverter]::ToString($md5.ComputeHash([System.10.File]::ReadAl IBytes($agent Instal lerPath)));

$md5Hash = ($md5HashWithFormat.replace("-","")) .ToLower();
return $md5Hash;

I3

#

Main

#Get installer MD5Sum
$instal lerMD5Hash = GetSourcelnstal lerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one

VMware, Inc.

158



Horizon 7 for Linux dl&=2% AA

foreach ($line in $csvData)

{

°

n
$VMName = $1ine.VMName

write-host -ForeGroundColor Yellow "VM: $VMName'n"

$cmd = "rm -rf VMware—*-Iinux—*"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

#Upload installer tar ball to Linux VM
Write-Host "Upload File '$agentinstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath $agentInstaller -

DestPath $destFolder

#Check the uploaded installer md5sum

$cmd = "md5sum VMware—*-| inux—*"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -$returnOutput

$true

i f($output.Contains($instal lerMD5Hash) )

{
Write-Host $VMName"
Write-Host $VMName"

> Uploaded installer's MD5Sum matches the local installer's MD5Sum";
© Extract the installer and do installation";

$cmd = "tar -xzf VMware—*-|inux-+.tar.gz"
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

$cmd = "sudo setenf

orce 0";

Write-Host "Set the selinux to permissive mode: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

$cmd = "sudo kil lal

| /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd

#Run the upgrade command.

$cmd = "cd VMware-*-1|inux-* && sudo ./install_viewagent.sh -r yes -A yes -m $instal|Smartcard -M

$Upgr adeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd
Write-Host -ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after upgrade, and you

may hit the ssh connection
3
else
{
Write-Host $VMName"
Write-Host $VMName"
exit
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: Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
: Skip the installation. Please check your network and VMware Tools status";
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)3
Disconnect-VIServer $vcAddress —-Confirm:$false
exit

PowerCL| C:Wscripts> .#Winstal lAgent.ps1

Accept Linux Horizon Agent EULA in tar bundle ("yes" or
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: s

no"): yes

Your VM guest 0S user name: ViewUser
Your VM guest OS user password: ks

Type the Horizon Agent tar ball path. Please take care of the installer arch: .#WVMware-viewagent-Iinux-x86_64-
X.y.z-1234567 . tar .gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature (

nnyesu or nnon): no
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~AYE W

<#

.DESCRIPTION

The Tool supports:
Power off VMs
Power on VMs
Shutdown VMs
Restart VMs
Restart VM guest
. Delete VWMs from Disk
.NOTES

#>

D O N =

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —NoNewLine
[Console]: :ForegroundColor = "Blue"
if ($1sPassword)
{
$input = Read-Host -AsSecureString
$input =
[Runtime. InteropServices.Marshal]::PtrToStringAuto([Runtime. InteropServices.Marshal]::SecureStringToBSTR($input))
3
else
{
$input = Read-Host
3
[Console]: :ResetColor ()
return $input
)3
function IsVMExists ($VMExists)
{
Write-Host "Checking if the WM $VMExists Exists"
[bool $Exists = $false
#Get all VMS and check if the VWMs is already present in VC
$listvm = Get-vm
foreach ($lvm in $listvm)
{
i f($VMExists -eq $Ivm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
3
return $Exists
)3
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function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState —eq "PoweredOn" } | Stop-VM —confirm:$false
Get-VM $VMToDelete | Remove-VM —DeleteFromDisk —confirm:$false

I3

e Handle input

$vcAddress = Getlnput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetlInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = Getlnput —prompt "Your vCenter admin user password" -lsPassword $true

$action = GetlInput —prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5).
Restart VM Guest 6). Delete VM' —IsPassword $false
$sleepTime = Getlnput -prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yel low"
switch ($action)

{
’
{
"Your selection is 1). Power On"
}
2
{
"Your selection is 2). Power Off"
}
3
{
"Your selection is 3) Shutdown"
}
4
{
"Your selection is 4). Restart WM"
}
5)
{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete WVM"
}
defaul t
{
"Invalid selection for action: $action"
exit
}
)i
[Console]: :ResetColor ()
$csvFile = '.#WCloneVMs.csv'

#check if file exists
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if (!(Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

)3

# Main

#Read input CSV file
Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress -ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)

{

$VMName = $1ine.VMName

switch ($action)

{

Get-VM $VMName

Get-VM $VMName

Get-VM $VMName

Get-VM $VMName

Get-VM $VMName

if (IsVMExists
{

| Start-VM -Confirm:$false

| Stop-WM -Confirm:$false

| Shutdown-VMGuest -Confirm:$false

| Restart-VM -Confirm:$false

| Restart-VMGuest —Confirm:$false

($VMName) )

Delete_VM ($VMName)

)3
}
defaul t{}
3

Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress -Confirm:$false

exit
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PowerCLI C:Wscripts> .WVMOperations.ps1
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: s

Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest 6). Delete WM:

1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete WM

VM A% AR, thA] Adbela, UM ALES oA Aabeli sl o] A%, spak A28 Apele] 202
olabe] 7] Ae AT AN Aol ANE 2T & Yk FE AF AZE AL
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