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www.hello.net, www.inter.net, train.word.net, test.train.net
9 train.chromeie.net.com.cn.

example.sth.ctirial, www.google.sth.ctirial %
www.google.com/test.sth.ctirial/editpage.action.

www.administra.com, www.askadministra-tor.net %
google.akmkda.eae/administra.cn.

world.banada.cn/aaaacustom.com, www.aaaacustom.com
9 exple.aaaacustom.com.net/nodepad.action.

world.banada.aacustom.com, www.aaacustom.com %
exple.aacustom.com.net/nodepad.action.

hello.traina.net, hello.trainb.net, example.trainc.net.com %
www.testtraina.net.com/edit.

hello.traind.net, hello.traine.net, example.train2.net.com %
www.testtrain3.net.com/edit.

www.actra.net.com. aactra.net.cn, atra.net.www.train 2
aaccctra.netword.

www.example.cn, www.exampletest.cn, example.cn/
editpage ¥ exampletest.cn/editpage.

helloworld.sacsprt.net, examplesacsprt.com/text %
WWW.sacsprtexam.com.

helloworld.sacspra.net, examplesacbprt.com/text %
WWW.sacexam.com.

10.1.1.170 ~ 10.1.1.156.

10.1.1.10 ~ 10.1.1.156 % 10.1.2.10 ~ 10.1.2.15.
10.2.19.12, 10.3.19.12 ¥ 10.4.19.12.
10.6.19.12, 10.1.19.12,10.56.19.12 % 10.7.19.12.

www.abccd2345a.com.net % train.adc2cd1345a.com/
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google.abc +cda34b5a.com ¥ test.train.net/

abc&cda34b5a.com.

2E Pv4 F4

www.example.cn, example.cn/editpage, 10.1.1.10 ~
10.1.1.15, www.abccd2345a.com.net ¥
train.adc2cd1345a.com/edit.action.
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o ol URL A= gl &d 448 ubsled® ——addGroupURLSetting 415 AF-8-3Fod vdmutil =

4g At

vdmut il -—addGroupURLSetting ——urISettingName #/ -—groupName #
4 A
--urlSettingName g URL ARl= 2ledld AA e ol &<dvet url-filteringel el oF 3y e
--groupName domainttgroup & 4 <] Active Directory & °l &<t

d A URL AEl= el A4 kot

chg dl Aol A= url-filteringel2b+= URL A"l= 2l &4 A4S mydomaintjanedoezt = AF-&#fol
vdmut il -—addUserURLSetting ——authAs johndoe --authDomain mydomain
——authPassword secret —-urlSettingName url-filtering ——userName mydomain#janedoe

ohg ol Aol A<= url-filteringelgt+= URL Adl= 2l &4 A4S mydomainftusergroupzte L5l
gk o}

vdmut il --addGoupURLSetting ——authAs johndoe --authDomain mydomain
——authPassword secret —-urlSettingName url-filtering ——groupName mydomainWusergroup

URL Zel= 2y 445 2eldde, URL zZel= 2ldald A4 daee] s AAZEe4 4] 2.

o

URL AEl= gt & A 7]%5 0] 2= Windows-& Horizon Client A ]

Windows Zztelel oA A dlazal e AAE o FelAlolde e URL Ael= g2 A (F
glo]ed Eo A oo]AEZ ] 2o aAlAd)e AlReleiw URL Adl= 2ld8 A 7] 5ol Y+ Windows+
Horizon Client® A
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URL Adl= gld&aAd 755 Algstes dAstHY 9a3E 545 53 Windows-$ Horizon
Client AA #2]AE Abgalof &t AR #A2A otd& F H b= dAl, WE ZF=ZE Fof
A b e s Agete] AR E A A o

VMware-Hor izon-Cl ient-x86-y.y.y—-xxxxxx.exe /v URL_FILTERING_ENABLED=1
URL A"l= &4 7]5e] AR5 +=# 2elsled =l vmware-ur [-protocol-launch-helper.exe %
viware-ur |-filtering-plugin.dl| =} o] %PROGRAMF | LES%#VMwar efVMware Horizon View Client t] # &

2ol =R galeAl Al 2. Internet Explorerell 4 URL A"l = 2l A 755 AH&et= 75
VMware Horizon View URL Z ¥ & &2 19l Internet Explorer 71 7155 AA A=A 2l g

A3 Macg Horizon Client 4.4 712" 02 Zelolal Eof| 4] oo]AEZ e 2lal L x4
Z7F AA eAE e dA 2HUoh Macs Horizon Client 4.2 2 4.3% Zglolod Eol 4] o] o]
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of Sh=Al Blget. A vl claml el A vdmutil FHE R E ARG HEe AZEAA
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1 A4 A glaelxse 2913}
2 —-readURLSetting &A1= &7 vamutil =& A gt

o :

vdmutil —-readURLSetting —-urlSettingName url-filtering ——authAs johndoe
——authDomain mydomain -—authPassword secret

o] W& Aty URL Ael= E] AN AA o g xpA g A iﬂ A FH U dE Eof url-
filtering A&l tgk o} Ha £ ¥ ~E google.x¢] ¥ HTTP 2 HTTPS URLe] &
2lo] o] E ol 4] |exp|ore20123‘rL 27 o ZeAleld F& A dE = As HolF )

URL Redirection setting url-filtering

Description Conul

Enabled ©true

Scope of URL Redirection Setting © LOCAL

URL Scheme And Local Resource handler pairs
URL Scheme ©http
Handler type © APPLICATION
Handler Resource name © iexplore2012
URL Scheme © https
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Handler type © APPLICATION
Handler Resource name © iexplore2012
AgentPatterns

https://google.*
http://google.*
ClientPatterns
No client patterns configured

3 Windows Fzlelel & A~ 4] Horizon ClientE i o174 Au] gl el ~of 143 T A A o
TAE URL A"l ¥ A= URLE 33 + dlek URLe] dlAdl & 2ol &l A= =x] 2lghy

=
+ 43 Windows ZzfelelE A awlof A el Al~x=2] A 7] (regedit) & 3L WComputer
WHKEY_CURRENT_USERWSof twareVmware. Inc.WMware VDMWURLRedirectiont 78 2ol A &l x|~ €2 7]

= Sl
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R dd 7 == ek 717 A H Y, 22 eS¢ e g 229 dA4d
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URLE gl @ Aa o] Al g5 o3 ] glaelae] [P F4s 2k AFstE T 4E o 28 F4
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A FA
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vdmutil —-1istURLSetting

574 URL 2dl= 2jq &84 Aol ef gk #ApAl gt A2 E 2= —-readRLSetting=t 37 vdmutil & &

ofl,
o,
o
>
O%
o
£
v

URL Adlz= g8 A AR Aba|eled =l ——deleteURLSetting w412 &7 vdmuti |

vdmuti| -—deleteURLSetting —-ur|SettingName va/ue
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Al o] Aol A delx5 & F dFek o] A5 olo]HE F& {45 . +.mycompany.como & A S
T sy

AA AA, 25 AA AA A 2 do|HE F3 ¢4 T+ o
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Zefold B dlo]dE R 2l A E= o] AE] A FefelodE o] B dS
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24 = A9k 514 URLS 2l g @A g e
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Ba A AT 5 e

U&= HTML 3 o] A
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oA QA deaager AA FeteldE A 2)Y P Fart AFH Y. o] Ve S =y
1% & Alvel ezt = et Horizon Clientell A1+= 1= A4 % ViewClient_Nested_Passthrough+
SefolodE A A AHef A S e AHE AFse As dsidoh

o

il

}3 Horizon Client 4. 1014 F2felodlE AAdl AHr 27 228 F 44 F WA & dlaa
o AekE Yl Horizon Client 4.2 o]Aloll A= A WA & Z2EF dAdo] #4chr) oA 4=

ol = Febold B AjaE AR L gl o] By e,

o, o o

Horizon Agent CommandsToRunOnConnect, CommandsToRunOnReconnect = CommandsToRunOnDisconnect
a5 AA AA HE e Fobel AREAE vl gl A AHAAD w A 2=H] H A =E el A
FARE e W mxe Wy 2agdES AP F dsd. AATE W& Horizon w22 F ol A
e Aol vhsk g ek

%510 ZeheldE Aau Auod e FeholdE Asd g TPt AAsEe % e
3 o] F Adele ezl Y FefoldE AA” 3 555 HodF Ut FH BE 2Q Ao [d]]
A} BAAR F oas § a2 Fel b s A o4 A FelolalE FuE Aeli A
o},
& 5-12. 2YOAE A|~H Fn
TH 2= AYEE FeloldE
IR 2E T 7| A 24 A PE = dl&2aF A =H
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EE A E715E A #) 5ol
£olA ekowd RDS
Horizon AgentDisable
Time Zone
Synchronization & %
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Disable extended filter for acoustic echo NER o7 AL EE AAE o] FAE oz AAE Y3 &4 L= v
K wlo]
2

%

cancellation in VMware Virtualization Pack v ol gl d=wl AA 755 AlFske], Horizon Client Al =8 ]
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¥ 5-22. VMware % Q14 A AA (A%)
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¥ 5-23. PColP dyF A2 A=

a3

Configure PColP event log cleanup by size in
MB

Configure PColP event log cleanup by time in
days

Configure PColP event log verbosity
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Configure PColP session encryption
algorithms
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Configure PColP USB allowed and unal lowed
device rules
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¥ 5-23. PColP duF Z 2 A4 (A<)
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¥ 5-23. PColP ¥yt Z2 M3 (A
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Configure the TCP port to which the PColP
host binds and listens

VMware, Inc.

EK

=40 PCOIP AEZ w5l TCP ool HE £=% A4 e

TOP 2= gk olelAEel 4 vhelgetela A £t 712 TOP £E5 A
) i ;

ARl TOP L= 99l he 7% FEE A58 4 gle A% AT 5
A EEel 3 AT EE WeE 16l4 10 Abolofo} gt
A N e R I R R

Sol, A% T} 4172013 £E 997k 109 A%, 99T 4172604

4182747 23 o

AAE FE P9 2% 002 AASA SHA L, o] e 002 AA e

ALEAZE PCoIP HaEdlo] ZE2EFE AFE3lo] vzl 22913 ol
17 Aol 7} g ek Horizon Clientell A ¢] dlaz e fadae] =
REZE A AL ol Alawl e Ao Al oAl et
oG #AAlE EA G

o] A4 Horizon Agentellnt A g3 v v}

kel AREA Al 2Ele] 7S View 4.5 o] Aol A& 711 TCP £E7} 7] 2%
o2 A172¢9 Uk View 4.0.x % 2 oA v 4§ 72 Fe& 724
o2 500029 AEAeR TE WE 154
RDS ZAEo|A= 7|8 TCP 27} 7| 2A 2 & 4173019, RDS T AE
A PColP% AHgat 2 $oli= 7} ALgAt @ Avtet AW PColP EE7} A}
SRk RDSAA AAT = 718 25 W= olabs] & A 54 AR

A7 45 2F AT AER WA Wi

8 o A4 A4S Agelel RDS BAE A% £E e E WA A

o}, TOP E gh 71 2%l 4173 olsle] goz A4ad gt Aol £4
Ut TOP £E %% 41722 4434 &t Aol 3 2@ o @
= 41728 vpA] AA Skl RDS A4l A PColPe Asel & & 4 3l
e

178



Horizon 7914 &4 vl~2% 7% +4

¥ 5-23. PColP ¥yt Z2 M3 (A

a3

Configure the UDP port to which the PColP
host binds and listens

Enable access to a PColP session from a
vSphere console

Enable/disable audio in the PColP session
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Enable/disable microphone noise and DC
offset filter in PColP session

Turn on PColP user default input language
synchronization
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Configure clipboard audit

Configure clipboard memory size on server
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Configure clipboard redirection

Configure drag and drop direction

Configure drag and drop formats
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Filter Rich Text Format data out of the
outgoing clipboard data

Filter images out of the outgoing clipboard
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Filter Microsoft Office text data out of the
outgoing clipboard data

Filter Microsoft Chart and Smart Art data
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Filter Microsoft Text Effects data out of
the outgoing clipboard data

Whether block clipboard redirection to
client side when client doesn't support
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¥ 5-27. VMware Blast 32 A7A (A<%)
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Configure clipboard
audit

Configure clipboard
redirection

Configure drag and drop
direction
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5-27. VMware Blast A3 A (A<)
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DSCP Marking

Filter images out of the
incoming clipboard data

Filter images out of the
outgoing clipboard data

Filter Microsoft Chart
and Smart Art data out
of the incoming
clipboard data

Filter Microsoft Chart
and Smart Art data out
of the outgoing
clipboard data

Filter Microsoft Office
text data out of the
incoming clipboard data

Filter Microsoft Office
text data out of the
outgoing clipboard data
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¥ 5-27. VMware Blast A3 A (A<%)
A= A
Filter Microsoft Text Zetold Eo A ool A E R 7h= E3 M= dl o] e 4 Microsoft Office Bl~E &3} d o] ¥

Effects data out of the (HTML &4 & dH3 A&

incoming clipboard data o slewd wle|el7} e gl o] AA o] AE3lA]
(e}
o

ol wlelEl s} 8 3 veh

]x1 Felolole® 7l Fy B

&

Filter Microsoft Text
Effects data out of the
outgoing clipboard data

T
4|
ir_u
l_\m
0512

Jo]el 7} e elx ), o KE]X;)Y'O] AL-&-3] A

wﬂ EENEY

32
10
23

Filter Rich Text Format
data out of the incoming

Fetold Bl A ool dER Fhes FRHE o] Elol A

Gl ol AR el Ahg el

oZ‘L e Ho 2
L2
rlr
hﬂ

5 AA s e] glan sl gkl

i

BEs Agsel YA FAHAA Be A

o

ww Col Aol AgeEF ARs e gl HAalzkel AHs

= dlo]Elell 4 Microsoft Office BlAE &3} H o] g
)ﬂ HE| g A S A A} o] AdAo] ALslrE AdAEo] 9l gglelo] AlE
|

UEE AR QAL FAHA e A

A4 gt daE dolEE BE YU E A

SEER mn ol ol ¥ 7} 2 e 5 o

clipboard data of Aol AgeAl = AAE ] AV TAEA % AFele HeolE st dgH e

Filter Rich Text Format dle] A E A Fefoldd E
data out of the outgoing A gruch. o] AA o] Alg-&}
clipboard data o] AA o]l ALE3lA] EE

}m
N
rlr

rui frt

Filter text out of the ZetoladEc A ool A E R 7hi= F3 M= o] Bl o 4]

s delEeld A4 A s el E AN A
% A4 o] g3 Glke] Ao} glonl velE A} Ao
1A 0] AY FARA e A Sol e vlel e} & g3t

daE deldE AR RAE AT,

5 ==

=

incoming clipboard data o] A& ] ARgeles A= o] gl ghalgke] e so] glend dolerl Ae R g, o] Al
AbgetAl ks AR o] YAV FAEA e Aol vl E ) B g

Filter text out of the dle]AEd A FefoldER 7l TR E dlo]EolA
outgoing clipboard data o] A o] Al&-3l g

E
L5 AA s o] gla stelglo] Al s o
ARG EA s A se] YAV FAEA G A el

1= ol % BE A E A4 o
glowl wlole sk Aelg g et o] 4ol

e B 74 & 55

Hoea H.264 1293+ JPEG/PNG 159 Fold of = A¢ A§8A A4 ]
29¢ AgsE AQv T

H264 High Color Accuracy YUV 4:2:0 th4l YUV 4:4:4 A4 274 A-geled H.264 1294 Adahe 4% A4 3ae
% Equ
o AAE AGH TABES AGHAY o] e mUEE LT A Fel AE & A%
Vet

H.264 Qual ity H204 A29E AESLS 24 A Hadalld] I FIE AJPU. 64 Gl
A olvl A% duli} Aol GAE AGeE Ha P Ad) FA% e AL+ A AL G

4R Ar) gAet g s AQe AA olvlA FAE

o e AR A ololx FA2 A
3

AR et e 4ge x

m H264maxQP (A& 7k gt W9l 0-51, 718k 36)

A=A | e

ol & AA gl o= v W4 AHAlH dle]E ¢ 1el whol w ol m] A
AL v EeolA

HEVC Hazf A4 Bl s fd HEVC Qi s 3 gteld o] AAS Ags=s AAs A +43)
A ”Vd*lﬁl. Qadel H.264 =& JPEG/PNGE At&3leid o] A4 & A431x g 443
Y,

HTTP Service wel Aw e} Access Point Al 9 vlazF Afelo] Mol BAI(HTTPS) ol AH&== £EE A A
it o] XEE do] Tyl Wy S A of ek R 3he 224438] Yt

VMware, Inc.

193



Horizon 7914 &4 vl~2% 7% +4

=5
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Max Frame Rate

Max Session Bandwidth

Max Session Bandwidth
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Min Session Bandwidth

PNG

Screen Blanking

UDP Protocol

Whether block clipboard
redirection to client
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suppor t audit
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Turn of f Windows Installer RDS Compatibility

Turn on Remote Desktop IP Virtualization

Select the network adapter to be used for Remote
Desktop IP Virtualization

Do not use Remote Desktop Session Host server IP
address when virtual IP address is not available
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¥ 5-29. RDS 912 IF A A (A<)

a3

Deny logoff of an administrator logged in to the
console session

Configure keep-alive connection interval
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¥ 5-29. RDS 912 IF A A (A<)

a3

Limit number of connections

Set rules for remote control of Remote Desktop
Services user sessions
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¥ 5-29. RDS 912 IF A A (A<)

%

3

Restrict Remote Desktop Services users to a single
Remote Desktop Services session

Allow remote start of unlisted programs

Turn off Fair Share CPU Scheduling
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Limit audio playback quality
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Do not allow smart card device redirection
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¥ 5-31. RDS o]l 17 42 A4

a3

Use the specified Remote Desktop license servers

Hide notifications about RD Licensing problems that
affect the RD Session Host server

Set the Remote Desktop |icensing mode
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Do not set default client printer to be default printer
in a session

Do not allow client printer redirection
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Use Remote Desktop Easy Print printer driver first

VMware, Inc.

=S
o,
R
o
>
-
o
ol
-
2

2
1
dg
o @
2,
[» no
lu
d
r—|“—4
e
o
B orfn

>
oX,
=
A
T

-z

-°
oX,
-
el
o,

>
=
o
ol
)
v o

[>
|
oy oo fo T
ujy A S
[» & e
o
)
"o
It
o L ofm
)
w
e
>
_?L
g
=

|t
s
=

i

>

>
| bl
ME oo 9

[l
A
A
w

ol
o
£
=
iy

il
o R
I,
it
(& i
ae) Y
il &,
¢
i)
““l
_]ﬂ At
)
rt
S
o,
I

CB,
©
r_CL
By
@)
w
ok
[
m l‘” i

ot |m
T
IK\

0
)
w
fol
>
|
g T
i
i
o,
-2
i)
S

T, oo

|t
» L
o
Z

ol
)
e
[

Mok W fo
3
x
N
N
o (>

N
=,
[>
fu
£
|o
2
&
oft
S
i)
o
r_%
|m

>
D)_L
2
>
>
ol
sk

o
2,

O do wl |t 22 Ho oo fof
K3

Pl
o,
o

N
T
ofo

ol
ol
)

o o
g 4 glom AY Z

Aol A4 4+ e,

B3 “FeloldE = AL dgeA e A
AAe AgdEE dAee A9 QA d2aE A e =
Ae Ezfolu] $4 S A AL T}

207



Horizon 7914 &4 vl~2% 7% +4

3t 5-32. RDS ™ 294 T A2 A (%)
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Specify RD Session Host Server fallback printer driver o] AA DAL ALdle] RDS T 4E Zw) =g =zfo]y
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¥ 5-33. RDS 223 I AA H4H

4

a3

Limit the size of the entire roaming user profile
cache

Set Remote Desktop Services User Home Directory
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¥ 5-33. RDS T2 &% A A (A%)

a3

Use mandatory profiles on the RD Session Host server

Set path for Remote Desktop Services Roaming User
Profile
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Set time limit for disconnected sessions

Horizon 7¢l 4

-
it

Qﬁ_

EN
Al
A
il

ol = — ~
_ o 3 < — — ~— ) [ = ~
N T — o N o pe TV K iu N | m m | © s
—_ AT — = = —_ — g oo g
I SIS K g T o w# s N oo o = e N s Ma of o LS op .ﬁ w
o [ —_ o B - — =3 i o OF e I oR o —_ o
o ™ do o = T o TR K3 it o HR A Az - T g -
N XX T o N ~ = oF I o o 63 N°OA
w Ko A= - K= = 5 A o e R = RO T %" o X T T T
b 5 Xoop X ~ R — . T 4 - ) ot = o~ W ! ™ oo
K oyl K | 0 o 1w E it K R o
PR kT TR gy PT Y o5 RLtE rewF TAgw
o] LA ) r f . ) - - T dopn B = T )
"Es BEE o BT o 5T %0 T L EeT ey g TPy
TR NeE mopm +wd® FT =T Hliweivl tod¥ TwgasT
=y m wﬁ_a ﬂ o E3 TOW ORT 5! ~+ ® T ® mﬁ e 5 % ‘MB_H " 3 ™ oF lor‘_ ~+ ‘m = oF | a.wu = u»A e
o o o T = F T oo ™ =% dtwoltTuMe T, ,wT E AT
—~ 3 —_ o i R P ° = —_~ R Jp X = =
o o X N X! o ® X H WX o T oo x0T o = B X o 3
_— — S To o o By X K - o ox o B %0 yn NS
of X o M = CISEEG T w - N g o 2 e
F oo o= f & sl RO Mo K oA oo oF =0 e Il T o
Nl W ) N t e L oo K = g Moo e
3 =o - A ) T AR X0 — ! ~ o ~ o o B oV
pHT Prx® g Rpx TRcog o MEZT s T PRI NmA L o
Tew OBRE pwE W= I R O g e 3 i
— N = 3 T o o ri o AT ,LT A fo W o . £3 E © /__._\., -~ R T ol 3
Ko — T e o o _— H o N r T o= X T
K K TH F ] [ ny o K NN ny o= o XTSE = & - oy
o oo = oo N %Hiﬂwemiﬁu W xiﬂ%ﬁﬁ%ﬁﬂ% %N?Mﬁ NEE Nz
e el o W = o T el K o 9 - i otk — S e N
MET ERL AT ELERE v TPew TxapdiwBée L B
X e S N P G oy T oo o R of oy R TR O T =
s — — —_—
TN wWHET RTFE T g R TR I w PRI PerwotbcT Pz RaT gy T g
Frd TACEIwoas ToyE ol CF o wg g T g @
) i = = "o M , - —
W E w % M " o i o MH oo o T K| M = K ol o o M ol R K o5 o s L e - R - W
T w R AdF T E T R oy B Eds s BaEET o a0
4 [ - — " = X - = o H— 53 - =3 s X ) o L
ﬂﬂ%ar@\w_omr%xxxmamx%aw sE® el Udrrma® TR pt sk
ofF Vﬁ ol M T X ~ T me = N ﬁ WM - T W - o Hx,o T ° Wm o T o X Mm T ORE X ® 1_M.W_O S m 53
BT AP e N Reagd® Paw® s Tt Tamgs g FrFtpa®ReTo
) T p— e A — _ BT pu— —_—— i
FTHRSF T TTHEIRPEFITFNT IR TFW 52t mT TFT T ITIED

Set time limit for active but idle Remote Desktop

Services sessions

A A
227

) A

5 74

s

T

A A

L=

-

\=]

a

AAE ASE A " AR A el £
174 ¢l

o 57

73 1A

4

Inc.

VMware,



Horizon 7914 &4 vl~2% 7% +4

¥ 5-37. RDS Al AIZF A3k 15 A

|

%

3

Set time limit for active Remote Desktop Services
sessions
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