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3 A Linux ¥ £ 2] 735 Linux Agentell <54 3l 7] x| 7} 235 o] ¢l 55 eF, A4l & W& Horizon

Agentell tf gk F54 sl 7] A A Ao g5 AEsHA Al 2

3 RHEL/CentOS 8.x 4| 2~ Hl ¢

3l €] 74 -7 Horizon Agent+= X11 H 2=l o] A v Z 2 & Fub Al g o},
Wayland = 2 & & A & 5] #] ¢4

4 ZYPE 9 Horizon 7 22X E o] v A

Horizon 7 for Linux& 4 #| e} 3 A}-&-2}e] = vl = 7} vSphere 213, Horizon 7 % Horizon Client 4= = & ]

¥1-2. 4 ZFF 4 Horizon 7 22 E ¢o] ¥
EYPE P 2T E o] Zds= WA
vSphere &% v 4 m  vSphere 6.0 U2 ¢4 H 2]~

m  vSphere 6.5 U1 o4 & e]~

m  vSphere 6.7 o] A &gl A~
Horizon %7 m  Horizon <17 A9 7.11
Horizon Client 4~ Z = ¢ ®  Android-$ Horizon Client 5.3.0

m  Windows-£ Horizon Client 5.3.0

m  Linux-& Horizon Client 5.3.0

m  Mac OS X Horizon Client 5.3.0

m  {OS(iPad Pro)-& Horizon Client 5.3.0

®m  Chrome, Firefox % Internet Explorer2] HTML Access 5.3.0

m Zero TEfold Ev A E A g
Linux 7} A] ="l o] A A}-8-3}+= TCP/UDP X E

Horizon Agent % Horizon Clientell 41 += A% | 9] 2 | A2~ 78] 31 v}k 3k Horizon Server 74 £ 49}
o W] = 9] 2 4| 2o TCP %4 UDP £ 2% A& o),
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¥ 1-3. Linux 73 A 2= Elo| A AL-&3}+= TCP/UDP X

E& TE oAt =z Z2EE A

Horizon Client * Linux Agent 22443 TCP/UDP Blast X.oF 7] o] E 4]
o] & AEEH Al s
735 Blast

Bak A ¥, Horizon ¥ Linux Agent 22443 TCP/UDP Blast X.aF 7| o] E 9|

AA A == ol AT 7

Access Point 7 #] Blast

Horizon Agent * Horizon <17 #1%] 4001, 4002 TCP JMS SSL =& 9]
e,

A3 Zeteolod Eof| A ALESl= TCP % UDP Z Eof tf gt A4 gk W} &2 "Horizon Client 2 Agent X g}

4 2 VMware Horizon 7¢] M| E¢] 2 2 & 7jo] =& AE31A A &

AREAL7) Linux Wl 2250 A4 4 9l =5 slelwl ol A~ 2452 Horizon Client tf vle] & Xk 4w 9l
Horizon Connection Serverol 4] 50 2= TCP A 2% 4218 4 9l o) of g1t}

Ubuntu 2 Kylin ¥l #ofl 4 iptables W} 7|24 o 2 Q& A2 ACCEPTE AF-&-38te] 74 5 o o},
RHEL % CentOS ¥l Zof| 4] = 7}-5-g 73 -+ Horizon Agent 4 #| 32| #F ~ 2.5 E 7} ¢} = A A1 ACCEPT &
Ab-&-3lo] iptables W S 4 g o},

RHEL ®=-+= CentOS A~ E 9] A A 2 iptablescl+= Blast ZE 224430 A So] &= A A Aol el ¢
2 A A ACCEPT 7} A A 5] o] ¢l v

BSG7} A8 5 =% A A 5™ ¥l A8 == Horizon Connection Server$] BSG=E % &l Horizon Client tl
vlo] ~of A Linux Hl =32 F o 2 o] FefolelE ol Aol AA 5]t BSG7F 24 215 A ¢ 2w Horizon
Client tule] =~ A Linux dl 23252 & AR 1o A4 5},

Linux 7} Al 2= 8lol A AR8-3h= Linux A178 €<l

%14 A% ol 5 2 AR Rl Linux 714 A z=mel A g E AR ol P AR FH o] £A5Y)

ct.

14 A4 olF 2 AR £9

AA o) % AR 3 A8}

Z2E Linux OS 7 Java Standalone Agent,
mksvchanserver, Al 2~ 25 E

vmwblast Linux Agent A =] k2] #fel] 4] 2 4] VMwareBlastServer

<dA =29l AHEA> Linux OS 17 == AD AH-&-7#F == Python 2~ =5 E

LDAP A&7
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il
[

Horizon 7 for Linux ©l 2 25 4

H &35 27

Horizon 7 for Linux< ©1 2 Linux 8] Zoll A o}t~z 75 A et 515, Al 4= = dl~2 5
g7 ol = 7 Linux v 2ol gl 7] 2 vl A~ 345 $-7d 2 Horizon 7 for Linuxel A f] A= F7dlaas 3t
74 o] F A e,

E1-5. AYE = gAaE 37

Linux #j < 7| g 23E 3 Horizon 7 for Linux S|&3Fo| A 2| Y= = b3 F 87

Ubuntu 18.04 Gnome Gnome Ubuntu, KDE(K Desktop Environment), MATE

Ubuntu 16.04 Unity Gnome Flashback(Metacity), KDE, MATE

RHEL/CentOS 6.x Gnome Gnome, KDE

RHEL/CentOS 7.x Gnome Gnome, KDE

RHEL/CentOS 8.x Gnome Gnome

SLED 12 SP1/SP2/SP3 Gnome Gnome

SLES 12 SP1/SP2/SP3 Gnome Gnome

NeoKylin 6 Update 1 Mate Mate

A 5 = Linux ¥l 2 5 shvtel Abg = 71 & =25 375 A sk o5 <A 9k Linux vl =2 5o
o 8 el Abgal of gl ek,

33 KDE % MATE dl =245 27 & SSO(Single Sign-On)+= Linux Bl 2 &4 GDM3 £7] 3hul (&
o By Ag 59 Aelut A5G T 16 Ul dAL A del e Hs g

3lo]l KDE % MATE= A A &l ofF g+ o}

RHEL/CentOS 7.x %! Ubuntu 18.04/16.04 W] &L & 416 7 % SSO% 57 KDE Al 41 9] A& o 4] 54
By e R A4 FEL A el g A 9

)
:I:l'4
(o3
-
adh
C

1 AR daaE 44 AAL Agehe] 85 = Linux W £e £ A A S 4R e,
2 57 LinuxslE% 9a 516 =2 974& AA o wele] aw g e g,

E1-6. vl S AAss 8

Linux ®E A AR AEIE B AR UAIE BAS ARG W

RHEL/CentOS 6.x KDE # yum groupinstall "X Window System" "KDE Desktop"
RHEL/CentOS 7.x KDE # yum groupinstall "KDE Plasma Workspaces"

Ubuntu 18.04/16.04 KDE # apt install plasma-desktop

Ubuntu 18.04 MATE 1.225 # apt install ubuntu-mate-desktop

VMware, Inc. 17
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F1-6. Hl2AE BHE AAeE B (%)

=
Linux ¥i = A 7R eI E 3E 72 dUEaE 3E S AAc e 9E
Ubuntu 16.04 MATE 1.16 # apt-add-repository ppa:ubuntu-mate-dev/xenial-mate
# apt update
# apt upgrade
# apt install mate
# apt install ubuntu-mate-themes
Ubuntu 16.04 Gnome # apt install gnome-session-flashback
Flashback(Metacity)
3 AR dleas e AR Ete H vl aa s o] A AR

g2 W E o Linux ol =2 5ol 4 SS0F A 43155 443 72§ ohg AL E A 55}
SSO A ALCl A A& Bl 22 % 37 A H a4l 4 &

= Ubuntu 18.04/16.04 EL/CentOS 7.x<] 7% % 1-7. SSODesktopType 41 2] A ®& A&}
SSO<} A A& ﬂiia 7 & A=
SSODesktopType 45 A4 g o},

/etc/vmware/viewagent—custom.conf =} <]

¥ 1-7. SSODesktopType =4

&3 E +3 SSODesktopType &4 24

MATE SSODesktopType=UseMATE
GnomeUbuntu SSODesktopType=UseGnomeUbuntu
GnomeFlashback SSODesktopType=UseGnomeFlashback
KDE SSODesktopType=UseKdePlasma
GnomeClassic SSODEsktopType=UseGnomeClassic

s  RHEL/CentOS 6.x2] 7d-9- SSO & .61 Al Aoll4] KDEE AF-&3l% = dled™ /usr/share/xsession
o] @ £ 2] o 4] KDE A 2t 319 & A 9] 3l m= o) A~2E A A 5} S A A g, e wle Al o 2
AL-g-gh o},

# cd /usr/share/xsessions
# mkdir backup

# mv *.desktop backup

# mv backup/kde*.desktop ./

£71 A7 Foll 2 F A AR Linux Hl =25l 4] Zaobfak A v vl =355 A -8 8to] KDES =
5 SSO A4 ¢] 7]+ Hl =2 F o2 A A 8l of g o,
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s RHEL/CentOS 8.x2] 7% SSO & .91 Al 44 Gnome Classics A-¢-3=% st21= /usr/share/
xsession H & % 2] ol 4] Gnome Classic Al #F U & Al 9] gl 2= vl 235 A2k 9 d & Al 7 g o}
thg wE AgE o 2 AR o

# cd /usr/share/xsessions

# mkdir backup

# mv *.desktop backup

# mv backup/gnome-classic.desktop ./

Z7] AA Fof #F AFEAE Linux dl 22 Foll A oAy ol 23255 A8 3ol Gnome
Classics th5 SSO Al A& 71 & v~z 5o & x| A& oF g o},
04 2] "l A2 37 o] A E o] 9+ Linux Hl 22 Foll 4 SSOE AF&31A] x5 AAZ 75 o] Aol A

9 AE S A DL G2 A A AL A% Linux oA ol £0dl o) b ol An
4 e Aok vt
HEA 85 A3

VMware Blast Extreme-2= UDP(User Datagram Protocol) ¥ TCP(Transmission Control Protocol) =7 #|
Q@ eh Wl E 92 ek TCP 2 UDP Aol G35 Fuleh A4l A4 875 e MlEga
Abef o] whel UDP =+ TCPE Al & g o},

= LAN(Local Area Network) $t7] ol 4 ¢} ko] vl 28] = Al e 7} <F 53k 7] F-oll = TCPE Al Bl g o,

n A EA 2 A7) R o o] vk El= WAN(Wide Area Network) 37 ofl 4 &} 2ko] W] E9] 2 b e 7} £ %]
9ro 7 Qo= UDPE Al ¥l & o}

Wiresharkel 22 W &9 2 B4 7] ©+5 A&3lo] VMware Blast Extreme©] TCP& A}-&3l=4 =&
UDPE Ab-&3l=#] 2l gtk Wireshark& AH&-3l= tha Tl & A& ol Al 2 AF&-314] Al &

1 Linux VMell Wireshark s o} 2 =3}o] A A gk o},

RHEL/CentOS 6:

sudo yum install wireshark
Ubuntu 18.04/16.04:

sudo apt install tshark
SLED/SLES 12:

sudo zypper install wireshark

2 VMware Horizon Client& A3} Linux 22 Fof 14 g o,

3 Huld Ae du ks
],

o] S Al g gl 2] VMware Blast Extremecl A AF-& 5= TCP 3} 7] #|
&+ UDP 3 7] A| &=

3 A =] o},

sudo tshark -i any | grep 22443
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4l CDR(Z 2ol = Eete] o) v a4l) 7] 52 | =9 2 Abelof ®13 ek 417 A o

mﬂ%@q BT AR ] 3k o] MEY A el G Aol g B FA G
o|e) & Abelol 4] 2 F A Al AL e F Sl HAR 4 e

s 94 5 BAsh mel A g o] A3el Al A4l ] e 279 sl e A5 u

a USB o #ko] 27} 97 Linux ol 2= 2 5ol ebubA] e4] o),

SHA g dlE Fol 2 AL BAFE A4S 9 277 4 99

USB 2] t] @ A8 VHCI =2}o] 1]

USB 2] 5 @ 4 7] 52 USB VHCI(Virtual Host Controller Interface) 71 & =z2}o] v ol ufz} =ha}a] v o},
USB 3.0 % USB 2|t &4l 7|55 Al stelwd o5 A S a8l oF ok

1 https://sourceforge.net/projects/usb-vhci/files/linux%20kernel%20module/ol 4 USB VHC| £ =&
ohi 2= gh e,

2 VHClI =ztoln] £~ 3= &5 Asldela A3} vlo] 2] £ Linux Al &~ 8loll A A ekedn] & 1-8. USB
VHCI = 2lo] 8] 7% A AT A

o & 5o A A 714 VMware-horizonagent-1linux-x86_64—<version>—<build-number>.tar.gz
st5-5 /install_tmp/ Bl & 2] ofelel 9 full-path_to_patch-files- /install_tmp/
VMware-horizonagent-1inux-x86_64—<version>—<buildnumber>/resources/vhci/patch/

vhci.patchel iz A8 patch ¥ & & of53F 2574 o},

[e]

# patch —pl < /install_tmp/VMware-horizonagent-1linux-x86_64—<¥/>—<¥ = # &>/resources/vhci/
patch/vhci.patch

31 VHCI =z}l A A+ Horizon for Linux % A A ol <k & 8)] oF gy},
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o

Horizon 7 for Linux ®l ==& A

¥ 1-8. USB VHCI =2}o]n] A ule 9 A%

Linux 8% USB VHCI Ezlo]d] st 9 AX] A
Ubuntu 18.04 1 F5A4 A7 AEF AA g

# apt-get install make
# apt-get install gcc
# apt-get install libelf-dev

2 VHCI =efolv] & Fohadsha AR g o,

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl1 < "full-path_to_patch-file"
# make clean && make && make install

Ubuntu 16.04 VHCI = gfol ¥ & A oladaba AR gt

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < "full-path_to_patch-file"
# make clean && make && make install

VMware, Inc
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2

o:

3£ 1-8. USB VHCI =2tolH Aupd 2 A X (A <)

Linux ¥ =
RHEL/CentOS
6.9/6.10

RHEL/CentOS
7.x

RHEL/CentOS
8.x

SLED/SLES 12
SP2

VMware, Inc.

USB VHCI Ez}o]d] Aty 9 Ax] @A

1

1

F54 A F AA G,

# yum install gcc—c++

# yum install kernel-devel-$(uname -r)
# yum install kernel-headers-$(uname -r)
# yum install patch

# yum install elfutils-libelf-devel

VHCI =z}l v & Fsped afa A A g e},

# tar —-xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl < "full-path_to_patch-file"
# make clean && make && make install

(RHEL/CentOS 8.x) VHCI = 2he] ¥l 7} USB 2] el 2 4% A1g-eled Al o] = 45512 % s}l el USB = ehel ]
o ek A A4S 4 Z

a USB =etolnle] o3k SSL 7] 45 A4 ot

openssl req -new —-x509 —-newkey rsa:2048 -keyout MOK.priv —outform DER -out
MOK.der —nodes —-days 36500 —subj "/CN=Descriptive name/"

b USB =efolnle] 4w gt

sudo /usr/src/kernels/$(Cuname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /1lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-iocifc.ko
sudo /usr/src/kernels/$(uname -r)/scripts/sign-file sha256 ./MOK.priv ./
MOK.der /lib/modules/$(uname -r)/kernel/drivers/usb/host/usb-vhci-hcd.ko

c UEFI Z¢t F-H & falf 715 553 ok
sudo mokutil ——import MOK.der

Zx o] W2 UEFI Lol F-85 9l af MOK(A &=’ 27 7]) she s A e+ o4& Ad
d vSphere el 4] UEFI Xl 8 & A Aot A 2=vl5 A8 gk A4 &2 hitps:/

sourceware.org/systemtap/wiki/SecureBootE %= 8} 4] Al &

AR A A7 A AL B g

# rpm —qa | grep kernel-default-$(echo $(uname -r) | cut -d '-' -f 1,2)

Al AAE A A A o] Feo] ZHH ek dlE Fo] H71A o] ] kernel-default-3.0.101-63.1°]
W A 7 9 7] & A 3.0.101-63.1¢] 1 o},

kernel-devel, kernel-default-devel, kernel-macros % patch = 7] ] & A %] g o},

# zypper install —-oldpackage kernel-devel- "<7 3 s{7]#] w]&A>" \
kernel-default-devel- "<#1d 37| %] ¥ A" kernel-macros- "< 7|x W A> patch"

o

# zypper install --oldpackage kernel-devel-4.4.21-90.1 kernel-default-
devel-4.4.21-90.1 kernel-macros-4.4.21-90.1 patch

22
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3 1-8. USB VHCI =2tol Haed 2 AX] (A<)

Linux ¥j = USB VHCI Ezfo|¥] Hstd o Ax] oA

3 VHCI =zfolui & A bl abar A A g e},

# tar —xzvf vhci-hcd-1.15.tar.gz

# cd vhci-hcd-1.15

# patch -pl1 < "full-path_to_patch-file"

# mkdir —-p linux/$(echo $(uname -r) | cut -d '-' —f 1)/drivers/usb/core

# cp /lib/modules/$(uname -r)/source/include/1linux/usb/hcd.h 1linux/$(echo $(uname -

r) | cut -d '-' -f 1)/drivers/usb/core
# make clean && make && make install

E g A E4eAAL
a Linux 79l A Wl Ao 97 5] 9l VHCI = ehe]w] & vha] 71919l dk % eh4] ALA 8l of 315 2F Horizon

for Linux& otA] A A& 28 = gl

=3k Ubuntu 18.04/16.04 A 2~ 8ol o g o} ol Al &} v] Sz 8k 2hA] & AF-&-3Fe] VHCI E2fo] ¥ of
DKMS(Dynamic Kernel Module Support)E 571 5 Sl 571 o},

a 74 dHE AAG
# apt install linux-headers-"uname -r°

&S AbE kel dkmsE A A 3 e

e

b T
# apt install dkms

¢ VHCITAR #}4 9] &5 &3 A gt
# tar xzvf vhci-hcd-1.15.tar.gz
# cd vhci-hcd-1.15

# patch -p1 "<full-path_to_patch-file>"
#cd ..

d Jusr/src HEE 2ol ¢}&HS F VHCI 22~ 31L& BApbg o},

# cp -r vhci-hcd-1.15 /usr/src/usb-vhci-hcd-1.15

e dkms.confel+ 9145 WA S Jusr/src/usb-vhci—hcd-1.15 ©f & & 2] o] uwf #] gF1] e},

# touch /usr/src/usb-vhci-hcd-1.15/dkms.conf

f o5 ZlEl == dkms.conf 3} ol F 7} o}

PACKAGE_NAME="usb-vhci-hcd"
PACKAGE_VERSION=1.15
MAKE_CMD_TMPL="make KVERSION=$kernelver"

CLEAN="$MAKE_CMD_TMPL clean"

BUILT_MODULE_NAME[0]="usb-vhci-iocifc"

VMware, Inc.
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DEST_MODULE_LOCATION[O]="/kernel/drivers/usb/host"
MAKE[O@]="$MAKE_CMD_TMPL"

BUILT_MODULE_NAME[1]="usb-vhci-hcd"
DEST_MODULE_LOCATION[1]="/kernel/drivers/usb/host"
MAKE[1]="$MAKE_CMD_TMPL"

AUTOINSTALL="YES"
g dkmsell A ¢] VHCI =ete| w5 F7Fgh o,
# dkms add usb-vhci-hcd/1.15

h  VHCI =efel v & W =3 o,

i VHCI =gfe] w5 AR g},

# dkms install usb-vhci-hcd/1.15

2D “19) 9 & 18 Thg Al e A

o2

Linux 7F4F Al = 8lel| o &l 54 Horizon 75 A 8l 7% A5 8 Akgkel Hall vCPU 2 7FAF v 2] A
7 & W7 &l oF g o}

NVIDIA VDGAE AF&3l =5 4 5 7F4F A] =<8 NVIDIA 58] & 223 7l =& A&
GRID VGPU & 4¢3t 5 4 5 7}AF A| 2812 NVIDIA =8 & e 7147 & 7]t
WA} 2 h= 5 AFE-gh o) o] 2 &k 7 AR Al AEle] A9 vCPU H 7R 2] A A

ol <5 ot

2D 2 & AEet = E FAH b Al 2 VMware 7HA 12 7F =5 Abgele], vCPU 2 7HA) H

B AAs HAG A daag Ass Aol o vhg AR AL Al 2

n 2D A2 Ass dabsle Linux 7HA Al "ol e of B vCPU B 7HA e A g
Yt ol & o] 2719 vCPU ¥ 2GB<] 714 v =2 & A A g o)

n 4o B E AT A o RUEHE S 2 3 daEdelrt ded A
2 Hlof vial 470 2] vCPU ¥ 4GB 714} ol 28] & A A g o,

o
N
D
ox
>

2Dl FelA v e e A S AR Ab A = ale] el 470 ¢ vCPU 2 4GBl 7H v w2l
& 49T e

Linux d 23 A A 35 2k A4

1 35 2] 7152 Ag3te] 7129 Linux 44 W22 % Al 4ol b S % 0 AgAE

o = T 9)1%]/] "4'
A FE Aol that A28 8T A

A & A4 71e = Al dskE ™ Horizon w271 57 S Abeks 58l of ] e
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E1-9. A FE Aol e A28 8T A

T4 84 LT Ak

Zetol ol E Aj 4 H] A 257 2 35 2] A= Febe]l ol E A 4ol Windows, Mac % += Linux-$- Horizon
Client 4.7 ] A& A A 317 1} HTML Access 4.7 ©] A5 A2l oF gk

Linux 944 dl=2 % AA 5 7] 715 oo 2L Linux W2 2 dlaal 87 Adels 1A dlaz

ol A AL et

m  Gnome tl2= =5 g7 ¢ Ubuntu 18.04

m  Gnome Classic ®+ KDE vl 24 -7 ¢] RHEL 7.5
m  Gnome Classic tl =2+ 37 2] RHEL 7.6 ©| 4
Gnome Classic Bl -~ =% 27 2] RHEL 8.x

B4 94 a2 Ee g 8T AGe FEalok gl

m  Gnome tl=Z 5 Aol A Al 5 7l & Al sl 9l Horizon Agent 7.7 ©| A&
A A &l oF ek

m  KDE ®l~==L35¢] 9l RHEL 7.5 v~ 24 g7 cll 4] A4 5 2t & Al sl sk =
Horizon Agent 7.12 ¢] A& A *] 3 o g et
B oHaaE F EE A daas FEA AA FE A e s ARk e S A A
of gt
17 A 2 Au] ¢l ~®l2= Enterprise 2ho] Al =5 A& F v
gaZyo 2 g T VMware Blast

3 RHEL 8.x tl=Z5& Al 35 25 Al detr] Slal F7bA el Al=8] 74 o] Bagheh Al &
A

& 7t4l= §lel RHEL 8.x vl == 4 & W&+ AEspl Al 2.

A| A

il

011}

% e} 7]

olr
tle

Agats wh ol

gl
T4 el A FE e §A 44

/Etc/vmware/viewagent—custom.conf s} ol A ohg A& AA st A 35 2] 7] e AFEE)
Ak AFESH A G EE A A g o

m  CollaborationEnable

/Etc/vmware/config ¥} L ol A ohg 54

J".Lu
o
X
oZi
ol
o
&
oft
offt
2
2
=)
2
offt
’_‘_|O_‘
~
>
of
ol
o
uls
il
oX,
e
—
ox
ot
°
i

m  collaboration.loglLevel

m  collaboration.maxCollabors

m  collaboration.enableEmail

m  collaboration.serverUrl

m  collaboration.enableControlPassing

A g W &2 Linux dl =252 74 shd ol 4] 4L A Aol ok gl o

VMware, Inc. 25



A & Al 7ol thak 222 b Al g Abgho]l A g5 o
n 3E A AAelA e ths A daas Zle s A g s
s USBzzl a4
m v gl egEa
n FelolodE =efolu FoEA
m ~vlE FhE g oAl
. THEE AP
n EE A Ao A HlaaE HAss W 5 gl

n AHEATE FA g Feteld B Al aRlel A of 7]

ol
2,
2,

>
>

o

_|>.L

of

ek
>

0

o)y

)

I

KDE v~ =55¢] 9h+= RHEL 7.5 tl =2 H7 el A 25 #ta] AlAdoll = oot 22 A3 Abade] A 8-

e,

Aol Al B A Aol Al 2 o] vl & Bl = vl AFEE = o)Wl v Eo] TAE A RE A Fell =
dueh &5 &4 skt WA AHEA7F KDE w2225 7ol ti gk 712 o] v off =
f

B3 A4 FE A BaE 2AF o Asew B Al P g4 L

s AEACE QA Hs 1501] Agew zaeld Fol A4 25 ael oholfe] A28l Edfolo] F.4]5)

H
=5 A A Gk A4 E5 2 ofol

$A} 94 dlaafel Agor 2aald F Aaul Edlole] A4 TE A elolEel G A
B AS A DA Bl2aE A 2% 24 g
e EETEEE PR

A %5 292 98] RHEL 8.x U225 74

RHEL 8.x tl =250l A A4 25 A4 755 A&t =14 GNOME 3.28.26 4 #7¢& tf = =3
T A A Bl oF o,

A%t

1  https://extensions.gnome.org/extension/615/appindicator-support/ll 4 RHEL 8.x Al & &l o] 2 2 3t
GNOME A #7345 -2 =gk Al v o 7 3,285 A8 gt 2 v o 2 265 A1 g o},

2 R HIA Y dEE F HE E P9 o] 55 appindicatorsupport@rgcjonas.gmail.com
o 2 upg ] eh(#] 7] A ¢ metadata.json ¥Fdell & “uuid”  Fh).
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apt-get install open-vm-tools-desktop

AR LT AV

m  vCenter Serverell 41 A VM(7}F4F A =~ 8l)e] A4 =] 9l © v Linux #} £ 7} A 2~ 8lof] A A = o] 9l=7] 2
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tar zxpf /mnt/cdrom/VMwareTools—x.X.x-yyyy.tar.gz
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cd vmware-tools-distrib
sudo ./vmware-install.pl -d

UubAd © & vmware-config-tools.pl 74 #}d & A A el A gfd o A o] Erfof A x et
6 /etc/hosts I} ol A Linux Al =Bl 2] &~ o] &5 127.0.0.1¢f =f ] gk o},
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virsh net-destroy default
virsh net-undefine default
service libvirtd restart
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RHEL 7.5 yum install libappindicator-gtk3

SLES 12.x SP1/SLED 12.x SP1
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Ao qlaeol=

SLES 12.x

Ubuntu 16.04
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SUSEConnect -r &% ZZ —e ©/7 ¥

2 xf86-video-vmware ¥ A& &l o] E g o},

zypper update xf86-video-vmware
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Horizon Agents 4 A g}+= 7% SLES 12.x Linux ®l 2= =55 A-&-3}#4 4l python-gobject25 4

A @ of g b,
1 SUSE A#4% AFgel =% A4 el SUSE 12x%

SUSEConnect -r &% Z= —e o/ ¥
2  python-gobject25 A # g},

zypper install python-gobject2

apt-get install python-dbus python-gobject

L 23

apt-get install python python-dbus python-gobject
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sudo yum install glibc
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1 LDAPS(Lightweight Directory Access Protocol Over Secure Socket Layer)& AF-&3l 55 A7 gl 2w
Active Directory A1 ¥ el sl 54] Alu] 25 A A g o,

2 Microsoft Active Directoryell il = 41 LDAP <l %< AF-&3F#] = Linux ol 2~ =50l 4] SSSDE 14 &
et
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1 Linux Hl2= 2%l 4] winbind, samba % Kerberos ¥ 7] #] & 4 ] ] e},
2 Linux dl 2 255 Microsoft Active Directoryell 7}¢] A 7] 1] o},

chgol e 2l

Winbind ==l ¢l 7}4] &40 =+ 7] €l Kerberos ¢l % 711 £-F4 & AH&ah= 7§ 83
Active Directoryell 7}4) 4] 7] 3L 5-A] 5l 7}/ 4] 2~ 8l & Active Directoryell tHA] 7141 g
Uﬂ Eﬂ /\}-_9_“5]—1/] 1;]_

sudo /usr/bin/net ads join -U "<domain_user>%<domain_password>"

Winbind &4 9] 7% ths %A & AHEdte] A& 7 Al ~wlel g el =eilel A7) W Ay

c}.

w7 7pAk Al 2= glof] B8l SSH = += vSphere PowerCLISH 222 %74 AR & Aot Hede A g
ot =33 Eof e AR L2 A8 7 Hl A E E

m A~ e o] & £3HElaL Jetc/vmware/viewagent—custom.conf It oA ~aEE A2
= Horizon Agent RunOnceScript 4 2= A A g b, A4l g &2 Linux ol = 2452 74 2} o
A A AR &S AERAAIL

PBISO(PowerBroker Identity Services Open) 1< 14

PBISO(PowerBroker Identity Services Open) &l % Wi -& @z ebel =oi|el 7k & Fa st 7] el A < =

= E57A4 F s ek
oh5 5hA ol w2} PBISOE AH-8-3Fe] Linux Bl 2 =& < Active Directoryell 71<] g v},
g2}

1  https://www.beyondtrust.com/products/powerbroker-identity-services—open/e°l 4
PBISO 8.5.6 ¢ 45 th = =g o},

2 Linux VMell PBISO= A A g

sudo ./pbis-open-8.5.6.2029.1inux.x86_64.deb.sh

3 Linux$ Horizon 7 Agents A =] ] o},
4 PBISOE #F&-3F] Linux vl 2= 2455 AD =#[glef] 7}4) g o,

t}& ool 4 1xdc.vdi= =Hl ¢l ¢] &3 administrator= == ¢l AF-&#} o] &9 o}

sudo domainjoin-cli join 1xdc.vdi administrator
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5 =ulel Abgatel Bl Al E FAL AR G e,
sudo /opt/pbis/bin/config UserDomainPrefix 1lxdc
sudo /opt/pbis/bin/config AssumeDefaultDomain true

sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash
sudo /opt/pbis/bin/config HomeDirTemplate %H/%U

6 /Etc/pamd.d/common-session ¥} S 3 7] g o},
a session sufficient pam_lsass.soz}+= &5 251 o)
b ©] %% session [success=ok default=ignore] pam_lsass.so® v} ]t
3 Linux & Horizon Agents A A 8} 7 v} gl vl o] £ gk Foll = o] &EAI S ubEaf of g o

7 Ubuntu 16.04¢] 7% /usr/share/1lightdm/1ightdm.conf.d/50-unity-greeter.conf 74 3}
o B E¢ g

allow-guest=false
greeter-show-manual-login=true

23 Ubuntu 18.04 5 AH-&3t+ 7% lightdm 74 =} & &

ol
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e,
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g2,
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8 Al=®lE AFHet aclg

m /opt/pbis/bin/config AssumeDefaultDomain 415 false® A% 3+ 7% /etc/vmware/

viewagent-custom.conf 2} <ol 4] SSOUserFormat=<username>@<domain> 475 < o o] =&l of
et
= 7Nes ATt 7S BAE VMol Al 29 2 ol E &
F 71 ol DNS 4] # 2525 ol Linux Al ="l g resolv.conf 3t% & 4
0

g ok Ubuntu 16.04 Al 281 9] 7§ ob5 ol & 2-x3}o] /etc/resolvconf/resolv.conf.d/head

1
el W FE FAHYA S

m Horizon ¢l ~EE &
A

nameserver 10.10.10.10
search mydomain.org

Samba 2. =22l T ol 7}¢] A4

Horizon 7 Linux ©l 2~ 2% 37 ol 4] ¢l ~El E Z 2 VMel o8] SSOE A1 35tedwl vl ~ ¥ Linux VMell 4
Samba® T4 &t

ot AAE AHx£ o] Samba® Ab&sle] @z ebgl megl vbe] WAl o' ¢l Bl E FE Linux Hla3F
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1 =t Linux VMol A 71l 355 2lo] 1] 2](<l: smbfs 2 smbclient)E *3teled winbind % samba
N 7] A& A A G et

2 o5 9E S A&l Samba tdb-tools 7] Al & A A g o},
sudo apt-get install tdb-tools

3 Linux-& Horizon 7 Agents 4 A g o}

4 + oAl Alef vl szg AW =S 25l 55 Jetc/samba/smb.conf T4 I}d-& HAA g o}
[global]
security = ads
realm = LAB.EXAMPLE.COM
workgroup = LAB
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes
winbind enum group = yes
template homedir = /home/%D/%U
template shell = /bin/bash
client use spnego = yes
client ntlmv2 auth = yes
encrypt passwords = yes
winbind use default domain = yes
restrict anonymous = 2
5 b olAle} v A =S L3325 Jetc/krb5.conf T4 IS A P o}

[libdefaults]
default_realm = EXAMPLE.COM

krb4_config = /etc/krb.conf
krb4_realms = /etc/krb.realms

kdc_timesync = 1
ccache_type 4
forwardable = true

proxiable = true

[realms]
YOUR-DOMAIN = {

kdc = 10.111.222.33
}

[domain_realm]
your-domain = EXAMPLE.COM
.your—domain = EXAMPLE.COM
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6 rths dl Al 3418 AAE Jetc/nsswitch.conf T4 L& HAA g}
passwd: files winbind
group: files winbind
shadow: files winbind

gshadow: files

7 Z2E o] Fo] FupEA ek Al 2=H dat g A 7ho] DNS A] ="l 7 5 7] BhE] o] Q=R gl 3

OfflineJoinDomain=samba

Far ohA] =l g e

oli

9 AsHE A Y

RHEL/CentOS 8.x8 Realmd 7}%] £F 4 A&

RHEL/CentOS 8.x tll 2= =5l t}#l] Single Sign-On¥} & 7|5 <] #t&55 ¥ 7sl2i ¥ Realmd £ F41 &
ALg-3Fo] d 2~ 255 AD(Active Directory) =u] ol ol 748 A 7] £,

47}

1 RHEL/CentOS 8.x Al =Hlo|| tef Afsld T2 o] &
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o| & 5o, rhel8¢] Al <8l o] AFsle] A ko T ~E o] o] LXD.VDIZ} AD Ew]algl 79 c}&

=
=
Hg Ay e

# hostnamectl set-hostname rhel8.1xd.vdi

2 thg elleh o] AD EelQlFe] V=g a dAS el g

# realm discover -vvv LXD.VDI

3 o ol o] B8 FEA A IIAE AA G
# dnf install -y sssd adcli samba-common-tools oddjob oddjob-mkhomedir
4 o} oA e} 3ol AD Ewglell 7hel g e

# realm join -U Administrator LXD.VDI

i~
g

5 t}% ole} §ASHA Jetc/sssd/sssd.confE

ad_gpo_map_interactive = +gdm-vmwcred

A %! g+ o}, [domain/domain name] <) A o} o
% Fohghd e

[sssd]

domains = LXD.VDI

config_file_version = 2

services = nss, pam

[domain/LXD.VDI]
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ad_domain = LXD.VDI

krb5_realm = LXD.VDI

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = False
fallback_homedir = /home/%u
access_provider = ad
ad_gpo_map_interactive = +gdm-vmwcred

6 =rucl 7tgle] AEsES slewl Al av S A S & opA] 2ol gt
7 =ulel AAEATE EulEA FAE L =A Fl e vhg dlol = id B E e ARk Eellgl AR
ZF zycle] T4 F8 & ksl S Ho] Fu ok

# id zycl
uid=1084401403(zycl) gid=1084400513(domain users) groups=1084400513(domain users)

8 =vulcl ARE ALY AA FH S AbEte] HlaArel ¥ Ao r 2ald ¢ gleA el

331 Horizon Agent= RHEL/CentOS 8.x tl 2~ 2450l dfall X11 t]aZa o] A Z 25 Fub A] 8]
o},

Single Sign-On 2 74

SSO(Single Sign-On)E A A st 2 7kA] 74 5hAI & & &l oF g o

Horizon Single Sign-On =& ¢l 4 = Linux® PAM(ZE4 <l % =5)7 54l s+, LinuxE AD(Active
Directory)ell & 3t ek+= vl AF-&-sh= Wil ol F5= A 2571t} Horizon SSO+= LinuxE AD$F 5 3 s+
OpenLDAP % Winbind &4l A4 #Fs3l= 2l e & ok A Sl

7|84 2 & 880 A = AD<] sAMAccountName 54 ¢] &l IDe}al 714 gl o, OpenLDAP %+
Winbind =54 & AH-8-3l= 79 SSOoll &ul2 229l ID7} AHE-5 =5 efefd ohg 3 22 74 oA
3l oF g ek,

= OpenLDAP<®| 73-%- sAMAccountName < uid® 47 3

A&

RR=S
s Winbind2l 7% 74 =} /etc/samba/smb.confel ©F& 5 F7Fe o},

winbind use default domain = true
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Aok ek, e mog] o] 23} 71 muf|e] o] Bofl & thg A o] A&x ]}

m  OpenLDAP?| 7§+ A= 5 &2 wugl o] &5 Abg& of g}
s Winbind+ 71 =wel o] H32F &2 =rel o] & 5 A g o

ADE Z13l o] 5ol A

54 275 A Linuxs A 934 @4tk 2822 SSOE AR ) 2
a9l ol Boll B4 FAE

ADll A A&7} ] UserPrincipalName(UPN) 54 2} sAMAccount 54 ¢] U A 8} #] ¢k AFgA7F UPN2
2 #2218k 7ol = SSO7F Ao g o}, ol & Fo] AD mycompany.comell juser A&7} QLA ul &l &
Ab-&7L2] UPNe] juser@mycompany.com H Al juser123@mycompany.com & A7 5] of ¢ o SSO+
A g ok s A w2 AR AF7F sAMAccountell A o] 55 AFEshe] maglabe A ol
juser.

Horizon 701 4] = AR-&-#} o] &-© ¢l5r Y ok, Linux =9 Al Aol A o & A5

oA b g o Bg A
= Winbind®) 7§ 712402 Agn} o] B9 AR AE THHA @ik,

s OpenLDAP<] 7§+ Ubuntucll 4l NSCD& AF-&-3te] AF&ALE gl 58l 7| 24 o & o &t Ab& 3
8lA] &< o} RHEL 2 CentOSel 4] &= SSSDE A}-&-38fo] A&
2o A4S wHAdslew Jetc/sssd/sssd.conf =+

case_sensitive = false

Linux ol =2 5ol ofe] el =% @7de] AAslo] & 2% o=k 4
SR PR LS

g Azce] 8509 A A4

wlE FhE Pl e A

QA Ml a3 Fel A Avke AE A AS AEHES AR A} FeleldE A xule] A
sobE FhE 5 E Ageel daaFelA dFE B 4 Atk AvhE e @A 4e 44 et

w2 A F4 SIS S el of vl w

smhE FhE et A TS

sutE 7h= 2@ A& 57 Horizon Agent ¥ Al o] A1 A5 o}5- 3} 32 Linux Wl 25 A g

ol 4] 7] 815 1] e,

b= vl s s

oli
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3 3-1 20tE Jhe g el tigk Al =F 8t AL

Linux ¥j= Horizon Agent

RHEL 8.1 Horizon Agent 7.12 ¢] 4
RHEL 8.0 Horizon Agent 7.10 ¢] 4
RHEL 7.1 °] 4} Horizon Agent 7.8 ©] 4+
RHEL 6.6 ©| 4 Horizon Agent 6.2.1 <] 4+
Ubuntu 18.04/16.04 Horizon Agent 7.9 ¢] 4
SLED/SLES 12.x SP3 Horizon Agent 7.9 ©] 4

Horizon Agent= 4 A & 7 -%- 1 A SELinuxE 4t
AR A gfomr ~ntE Fte Al T4 245 A A
o

install_viewagent.sh ™ & = %4 ¢ &5 A X314 Al

®
N
tn
|o i

AR ok Tk, A 247 7| B o7
= A of gk AAIE HE2

¢

Pp Al zwlel A zubE gbE 2 A )5S A EhE S A4 g 72 $-ol & vSphere 2}o] <l = 2] USB
Bl o] ~utE FhEelA Ageha] s e

[e]

2mtE ke B Al Tt A shube] gl A Rk Al g e, Tkl = o ol Ake] /IS A 7 Sl A

o= 3 WA & Fol Y AFAT AEH D S E AFAE FARIE o B4 Linuxe] A A

rjg

F3 ~nte 7he 2 g # AL Linux tl =250l 4 PIV 7F= %5 A <134 o}, Linux-$ Horizon Clients A4
o] PIV7t= 2 W 275 915 7§ SSL 277 velbA]l s 5 7] &) TLSv1.2 A1 15 AF&-4 A
PIV =vlE 7h=5 A & o &t} VMware 7] % #F& 4] http://kb.vmware.com/kb/2150470¢] A = =
al A b s AS sk A 2

3 ~nlE 7b= SSO+= Horizon 7 B A 7.0.1 o] Aboll A AL&-3l =5 A4 51 ch RHEL 6.x Hl 22 &F&

2~utE 7k SSOE Al aFA uk RHEL 7.x ¥ RHEL 8.x tl 2252 ©] 7155 Al Y ebA] ¢ ok
~vlE Fhe gl ey 74
2rtE ghe o aldg A obg A S g ek
1 Linux ¥ 27} 51 2~0kE 7hE wle] o x| Aol wpe} vl =2 5ol b g A~npE 7he 5 A4 g o
2 Linux vl %ol @l Fal= A Aol whe} vl 2~ 255 Active Directory ==l ¢l 2} &g 3] ot

o}

3 Linux ") ol s gel Aol wheh B 22 Fol A AvhE s el v A4S T4
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RHEL 8.x t|~ =79 tgt ~ulE 7= o= d +4

RHEL 8.x tl =~ =50l v gt ~wlE 7t = vbgk& A Al sfef el =14 Active Directory =™ ol 2} vl 2255 &
3ok & ok, Horizon Agents A A 317] Aol 4 8¢k efelBelz] Bl FE CAISA & *éﬂ gy
o},

2nlE 7= g @ Hd S 9)8] RHEL 8.x U]~ =55 Active Directory$} =3
sulE 7he 2@ A& 98] RHEL 8.x vl 2~ 2455 AD(Active Directory) | ¢l ol 5 ghsleiwd of5 A A

o] A7te] - ol Al= AD =w[<l 2] DNS ¢ 53 22 U E S =2 74 ] alel el & vhelb i 7] 9]l AF2] 34
A Zhe AL g U o8 B A s o2 Al RA A e A SelE AN E ulgd o

22 EAI=F 7% A4

dns_IP_ADDRESS DNS ©] & 41 o] IP F4

rhel8sc.rzview2.com RHEL 8.0 Al =l ¢] A f2l5l 2 ~E o] &

rhel8sc RHEL 8.0 Al =8l &) A fshs] A] ¢ 5 2E o] &

rzview2.com AD =<l 2] DNS ©] &

RZVIEW2.COM AD =m¢l €] DNS o] &(=-F AL

RZVIEW2 Samba AW & ¥3sl= A9l 25 == NT =v¢le] DNS ¢ &
(= A

rzviewdns.rzview2.com AD A ¥ o T~ E o] &

43

1 RHEL 8.x Al &Hlol A t}&& a3 gty o},

b IPVEE A&ahA gk A4 et
¢ AHE DNSE A-&-3lA] =5 A4 3ok
2 thg ol e} FAFSHAl Jetc/hosts T4 I & A ] o
127.0.0.1 rhel8sc.rzview2.com rhel8sc localhost localhost.localdomain localhost4
localhost4.localdomain4

HE localhost localhost.localdomain localhost6 localhost6.localdomain6

dns_IP_ADDRESS  rzviewdns.rzviewZ2.com
3 ok ol ¢} frAkEAl Jete/resolv.conf T4 ZHL S A gy o},

# Generated by NetworkManager
search rzview2.com
nameserver dns_IP_ADDRESS
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4 ADEFel e 7|4 % A G

o
o

\t

# yum install -y samba-common-tools oddjob-mkhomedir
5 oddjobd 48] =5 Abgel =5 A A g o

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

i
P U}

[e]

1

Eala

il
A

6 Al=H1ID % 17 g et

oM
i)

# authselect select sssd with-smartcard with-mkhomedir

7 oddjobd AW A5 Al AR H

# systemctl enable oddjobd.service
# systemctl start oddjobd.service

8 ~ulE 7tz olF55 A 91%ted ™ Jetc/sssd/sssd.conf I} & A& gk o}

# touch /etc/sssd/sssd.conf
# chmod 600 touch /etc/sssd/sssd.conf
# chown root:root /etc/sssd/sssd.conf

[sssd]
config_file_version = 2
domains = rzview?.com
services = nss, pam, pac

[domain/RZVIEWZ. COM]
id_provider = ad
auth_provider = ad
chpass_provider = ad

access_provider = ad
cache_credentials = true

[pam]
pam_cert_auth = True

by,

10 sssd Alv] =5 Abgst== A

oX,
ot

# systemctl enable sssd.service
# systemctl start sssd.service

11 b5 oo} FA8kAl Jetc/krb5.conf T4 21L& 3 5 & o},

# To opt out of the system crypto-policies configuration of krb5, remove the
# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
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includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb51ibs.1log

kdc

= FILE:/var/log/krb5kdc.log

admin_server = FILE:/var/log/kadmind.log

[libdefaults]

dns_

lookup_realm = false

ticket_lifetime = 24h
renew_lifetime = 7d

forwardable = true

rdns = false

pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt

spake_preauth_groups = edwards25519
default_realm = RZVIEWZ2.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

RZVIEWZ2.COM = {
kdc = rzviewdns.rzview2.com

admin_server = rzviewdns.rzview2.com

default_domain = rzviewdns.rzview2.com

pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem

pkinit_cert_match = <KU>digitalSignature

pkinit_kdc_hostname = rzviewdns.rzviewZ.com

[domain_

realm]

.rzview2.com = RZVIEWZ.COM
rzview2.com = RZVIEW2.COM

12 o5 ol o} FAFekAl Jete/samba/smb. conf 74 3}

[global]

[homes]

VMware, Inc

workgroup = RZVIEWZ

security = ads

passdb backend = tdbsam

printing = cups

printcap name = cups

load printers = yes

cups options = raw

password server = rzviewdns.rzviewZ.com
realm = RZVIEWZ.COM

idmap config * : range = 16777216-33554431
template homedir =/home/RZVIEWZ/%U
template shell = /bin/bash

kerberos method = secrets and keytab

comment = Home Directories
valid users = %S, %D%w%S
browseable = No

read only = No

inherit acls = Yes
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[printers]
comment = All Printers
path = /var/tmp
printable = Yes
create mask = 0600
browseable = No

[print$]
comment = Printer Drivers
path = /var/lib/samba/drivers
write list = @printadmin root
force group = @printadmin
create mask = 0664
directory mask = 0775

13 tF ol Ale} 7ol AD =l elell 7F] g e
# net ads join -U AdminUser

join W& & A g

ol

bel ehg oleh Ak E o) whake e,

Enter AdminUser's password:
Using short domain name —- RZVIEWZ?
Joined 'RHEL8SC' to dns domain 'rzviewZ.com'

o

o

How Ay s gEA Bl

o

14 RHEL 8.x Hl2==55¢] AD =]l 4 o] e,

# net ads testjoin
Join is OK
kol S 2
RHEL 8.x Wl =2 ol ~wnfEe 7= 2lddAd 74

RHEL 8.x H|~FFol AnlE 7l= gy -4

RHEL 8.x Wl &2 Fol| 4] AnlE 7F= 2] o] &) 4

2utE ke QS5 Al 4et] $13k = CA <l

ol tlo
2
s
)
ko
=
U
(@)
~~
()
@]
r
@
AC)
o
2
)
G
i
)
D)
i
°
)

AR LT AV

~ntE 7he 2l @ A& 9] 8] RHEL 8.x ol 2~ 2455 Active Directory$} 53

1 A% sholuejel & A Gt

# yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-tools
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2 pcscd A¥] A5 AREE R E A

[}

74 g et

# systemctl enable pcscd
# systemctl start pcscd

3 /Jetc/sssd/sssd.conf T4 I}tdof] AmlE 7}= ol H5& AFESlE 5 A A el = ohg Fo] 3= o] Q)

=A gl g e

[pam]
pam_cert_auth = True

H
U,

2 S 3F CA ¢l 545 /etc/sssd/pki/sssd_auth_ca_db.pemel E-AFg o},

# openssl x509 -inform der -in certificate.cer -out certificate.pem
# cp certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

5 z«wtE gtz o] Al deletyd o pkesll-tool WH & Al SulE £ 5 hdksl=A =
ol g
# pkcsll-tool -L

# pkcsll-tool --login -0

# pkcsll-tool —-test —-login

6 PKCS11 ®&5-5 A4
cp libcmPl1l.so /usr/1ib64/

7 /usr/share/pll-kit/modules/1libcmP11l.module ¥} 4 -& A4 g1 o}
ot
H .

o
s
2
,
alo
L
2
i
[
4»
N
N

# This file describes how to load the opensc module
# See: http://pll-glue.freedesktop.org/doc/pll-kit/config.html

# This is a relative path, which means it will be loaded from

# the pll-kit default path which is usually $(libdir)/pkcs1l.

# Doing it this way allows for packagers to package opensc for
# 32-bit and 64-bit and make them parallel installable

module: /usr/1ib64/1ibcmP11.so

priority: 99

8 PC/SC Lite= # A 1.8.8% gt o] =g,

yum install -y git flex autoconf automake 1libtool libudev-devel flex

git clone https://salsa.debian.org/rousseau/PCSC.git

cd PCSC

git checkout -b 1.8.8 pcsc-1.8.8

./bootstrap

./configure —-build=x86_64-redhat-1inux—gnu —-host=x86_64-redhat-1linux-gnu
——program-prefix= —-disable-dependency-tracking —-prefix=/usr —-exec—prefix=/usr

* W K H ¥ B
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—-bindir=/usr/bin —-sbindir=/usr/sbin --sysconfdir=/etc —-datadir=/usr/share
——includedir=/usr/include —-1libdir=/usr/1ib64 —-libexecdir=/usr/libexec
—localstatedir=/var —--sharedstatedir=/var/1ib —-mandir=/usr/share/man
——infodir=/usr/share/info —--disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers
# make
# make install

9 ArtE 7hE 2y A ARSek =5 A4 8kal Horizon Agent =i 7] A & AL A b o,

# sudo ./install_viewagent.sh -M yes

A3 ~vtE Fhe 2l d s Abgatel ohs el A E o & Linux 9 ol 2 2 g Horizon Agent
A

Linux ®j = Horizon Agent
RHEL 8.1 Horizon Agent 7.12 ¢] 4}
RHEL 8.0 Horizon Agent 7.10 ©] 4+

10 A=8e A ¥R en g 22l e

RHEL 7.x/6.x t| A3 %] 3+ ~nlE 7}= g Hd A

RHEL 7.x/6.x Hl &2 5ol tf gk ~nfE 7} = uleks A Al sle]w =1 A Active Directory = |l
T @ ek 28l ok, Horizon Agents A Al 81 7] Ao H o3t gfolvefe] W FE CAQIFTAE AAT

=
»1lE 7= g da S 98] RHEL 7.x/6.x B~ %S Active Directory e} 53+

RHEL 7.x/6.x tl =L 5ol 4] 2=ntE 74 2o &l A5 7] sl dkef sl Samba % Winbind &7 41 & AF-&-5}o
AD(Active Directory) S gl ol vl A~ 2 55 &g g o},

2wt 7k 2y E A5 98 RHEL 7.x/6.x Wl 2~ 255+ AD el glel & &etedwd v AAE AR o

il

o] A7tel o4 ol Al= AD =w<le] DNS ¢ 53 22 v E S =2 74 ] alel ] & vhelb 7] 9]l AFe] 34
A e Agaoh Bg Fol AdE o Az AR e TS BAE Jue oo

zhe] EAI=F 7% A

dns_IP_ADDRESS DNS o] & 1 #] €] |P 4

mydomain.com AD ==¢1¢] DNS °] &

MYDOMAIN.COM AD =¥ 9] 2] DNS ©] & (25 o] £}

MYDOMAIN Samba AW & ¥eh= A4 1§ =+ NT =4l <l 2] DNS ¢l &

(&5 A

ads-hostname AD Av]e 3 ~E o] &

A3 ~vtE 7hE 2l @42 RHEL 6.0 o] 4 =5 RHEL 7.1 o] 45 A dah= vl 5ol A Al <5
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Az}
1 RHEL 7.x/6.x tl=z 5ol H 83 7] A & A A g o},

# yum install nscd samba-winbind krb5-workstation pam_krb5 samba-winbind-clients authconfig-gtk

A

2 AjzE dAdd de =S 2 AAS 34 g oF. NetworkManager Al o] 3h-& < a2 A~ 8] ¢l Z of] o gk
IPva A o & o] &gt IPv4 B9 o 2 25 (DHCP)S Al B 3] o}, DNS &l ~E A}#lo| DNS ] &

¢}
Aue] P Fa% Qg 2a & H4e 22

d

3 v ¥ S A RHEL vl A~ 2452 FQDN(H 1F3hEl ==l o] 5)=

‘i‘II‘_J
et
ol
ol
e
>
fot,
-0,
o

RR=S
# hostname -f
4 v} oA Aol 345 Z A= Jetc/resolve.conf T4 & 34 g o},

search mydomain.com
nameserver dns_IP_ADDRESS

5 RHEL Hl = %5l 4] SELinux(Security-Enhanced Linux)& A3l #] ¢t = 5 A7 ghuf o}, o5 o A o
ko)
H

3 A5 A A Jetc/selinux/config T4 L& A 7]
SELINUX=disabled

1

<
s

6 o oA 2ol Jetc/krb5.conf T4 U5 H A

i)

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

7 o oA} o] Jetc/samba/smb.conf T4 TS 3 A gk o}
[global]
workgroup = MYDOMAIN

password server = ads-hostname
realm = MYDOMAIN.COM
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security = ads

idmap config * : range = 16777216-33554431
template homedir =/home/MYDOMAIN/%U
template shell = /bin/bash

kerberos method = secrets and keytab
winbind use default domain = true

winbind offline logon = false

winbind refresh tickets = true

passdb backend = tdbsam

)

9 PAM Winbindell A €] Al 7| 4

pam_winbind.conf 74 z}-& A A g}

i
2
o,
=t
v
i
i

(¢}

[global]

# authenticate using kerberos
;krb5_auth = yes

# create homedirectory on the fly
;mkhomedir = yes

10 Winbind A v] 2~ v 4] A] =g o,
# sudo service winbind restart

11 AD 7h4l & eleelnl ehe v el

o
i)
o

ofi
ol
=]
o

o
I
i
e
v
o
r]I,
o
oli
ol
rr
Ry
o
rﬁl
s
T
I

m  net ads testjoin

m net ads info
12 A|=Ho A E et ohA] 22l g et
thsoll e 24

RHEL 7.x/6.x vl &= 235¢ll g3k ~vbE Jhe 2jyeEjd A4

i=4
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RHEL 7.x/6.x 2~ tf3 ~nlE 7= gojad A4
RHEL 7.x/6.x tl 2 ZFol A ~vle 7t gl & 4 S A5t ™ 7] 5o o E35lE glolne]g], g5 2
238 FE CAQlEA 2 723 PC/SC Lite ehol Bele] & AA g ch w2 ol 5 A4S ghadlelnd i

T4 el 2 7 ol of 3 e}

o] A7tel o ol Al= AD =w<le] DNS ¢ 534 22 U E S =2 74 ] ale] & vhelb 7] 9]l AF2] 34
A S AR o Fell AR E dE Abe] SA A He A Rl E AR E ey o

zte] EA=F Z A

dns_IP_ADDRESS DNS o] & #1#] €] |P 4

mydomain.com AD =#¢1¢] DNS °| &

MYDOMAIN.COM AD =1 2] DNS ©] Z(25 o] %7}

MYDOMAIN Samba AW & ¥eh= Ahq 1§ == NT =4l <l 2] DNS ¢l &

(=7 wEA

ads-hostname AD AH e T AE o] 2

2mtE 7he 2]y @412 RHEL 6.0 ©| 4+ =+= RHEL 7.1 o| A& A d st =5l 4] Al 5 o e

31 vSphere %55 AF&-38le] Horizon Agent7} A A =] 51 ~wlE Fhe v e A& Abget e 5 A4 g
RHEL 7.xol ®28l38l+= 7 ¢ 2ok A 7ol 24 oAk Ald = 4 et o]e gt Al ol sl ool
vSphere <ol 4 =t WAl gh of. Horizon Client®] RHEL 7.x 2ok 3474 & of g5 wbA] eb5] ot
A 8.7 A
2mlE Fhe gl g @A A& 98] RHEL 7.x/6.x ol -~ 255 Active Directory <l & &
Az}
1 2% eholneel s AR g
yum install nss-tools nss—pam-ldapd esc pam_pkcsll pam_krb5 opensc pcsc-lite-ccid authconfig
authconfig-gtk krb5-1ibs krb5-workstation krb5-pkinit pcsc-lite pcsc-lite-libs

2 $ECAQIE 1#) dEAE 4R v

a TECASUSAHE 23ty dla2aF2 /tmp/certificate.cero] A& of, F= ol &

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
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Horizon 7 for Linux #l 2= =& 414
c certutil M= & AF&38Fo] A ~E] dlo] gl o]~ /etc/pki/nssdbel +E CA el 545 A A g
o}
certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem
d FECAcSFAE Jetc/pam_pkcsll/cacerts © & & 2]ol B-Apgh] o},
mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

ol

3 oEZA°lA > Sundry > F 2 & o] 53 F &ntE 7h= 2] A}

et

o
ot
o
Yl
(o3

A9 488 2

=

¢
-
il
il

4 wlEJLE =glolw & EAalela =efoly glo]l M 2fe] & A AE d| o] Bl o]~ Jetc/pki/nssdbell F
7}k o}

cp libcmP1l.so /usr/1ib64/
modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP11l.so -dbdir /etc/pki/nssdb/

5 < ol Al e} 7ol Jetc/pam_pkcs1l/pam_pkcsll.conf T4 ZtdelA & A4S

270

e
o,
=
v
v

pkcsll_module coolkey {
module = libcmP11l.so;
description = "Cool Key";
slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca, signature;

6 Th olAlef vz A =S 23E =5 Jetc/pam_pkcsll/cn_map ZHL S A g o}, E3kek B A

= " H

el = Hal A& vt e FtE QIS Aol Y= AFA A B S AFE 4] A]
user sc —> user—sc

7 ok dl Aol 34151 AAE Jetc/krb5.conf/ T4 L& A g o
[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = false
default_realm = MYDOMAIN.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname
admin_server = ads-hostname
default_domain = ads-hostname
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pkinit_anchors = FILE:/etc/pki/nssdb/certificate.pem
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

8 & dl Aol A ES L3555 Jetc/pam.d/system—auth 74 2L S 214 g o

i

auth optional pam_krb5.so use_first_pass no_subsequent_prompt
preauth_options=X509_user_identity=PKCS11l:/usr/1ib64/1ibcmP11.so

9 PC/SC vl &< whA] A A g e,

chkconfig pcscd on
service pcscd start

10 RHEL ¥} =% 3} 2 4 PC/SC Lite #] A2 A A g o},
s  RHEL 7.x¢] 7% PC/SC Lite #1 d 1.8.8% A A &1}

yum install git flex autoconf automake libtool libudev-devel flex
git clone https://salsa.debian.org/rousseau/PCSC.git
cd PCSC
git checkout -b 1.8.8 pcsc-1.8.8
./bootstrap
./configure —-build=x86_64-redhat-1linux—gnu —--host=x86_64-redhat-1inux-gnu —-program-prefix=
—-disable-dependency-tracking —-prefix=/usr —-exec-prefix=/usr —-bindir=/usr/bin —-
sbindir=/usr/sbin
—-sysconfdir=/etc --datadir=/usr/share —-includedir=/usr/include —--libdir=/usr/1ib64
——libexecdir=/usr/libexec —--localstatedir=/var —--sharedstatedir=/var/1ib ——mandir=/usr/
share/man
——infodir=/usr/share/info —--disable-static --enable-usbdropdir=/usr/1ib64/pcsc/drivers
make
make install

m  RHEL 6.x¢] 7% PC/SC Lite ¥ A 1.7.4= A A 3 ot

yum groupinstall "Development tools"

yum install libudev-devel

service pcscd stop

wget https://alioth.debian.org/frs/download.php/file/3598/pcsc-lite-1.7.4.tar.bz2

tar -xjvf pcsc-lite-1.7.4.tar.bz2

cd ./pcsc-lite-1.7.4

./configure ——prefix=/usr/ —-libdir=/usr/1ib64/ —-enable-usbdropdir=/usr/1ib64/pcsc/drivers

——enable-confdir=/etc ——enable-ipcdir=/var/run —-disable-libusb —--disable-serial --disable-
usb

—-disable-libudev

make

make install
service pcscd start
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11 2vb= 7he el dg A-43hs % 4723 Horizon Agent 2171 A1 5 41 A ] o,
sudo ./install_viewagent.sh -M yes

RHEL #} =5 93 Z 4 37| A & A A ] ot
m  RHEL 7.x9] 7% Horizon Agent 7.8 ©] A& 4 ] g o},
s RHEL 6.x°l 4] = View Agent 6.2.1 ¢] A& A =] g o},

12 Az='E AFe el b 22el e

Ubuntu B3 E9] t)3F AvlE Jl= oz A
Ubuntu Bl 2= 2 5ol )&k ~nlE 7} = vlek-e A A slelal w14 Active Directory = Q1 3} o ~ 252 £ 3}
g of. JEJD]—U’HonzonAgent% 3| 5 7] Aol gk glolme]e] @ ZE CA ClEA]E A Ao
2ulE 71= 2o A S 913 Ubuntu Bl 22352 Active Directory$t 53t

Ubuntu Bl =25l A 2wt E 7= 2] o] @l A5 A 8led 5l Samba % Winbind <74 & AF&-3hd
AD(Active Directory) =w<lell v~ 255 &3,

vt 7k 2 E A S ¢ Ubuntu Bl =255 AD Ewlclell & ghetedw o5 AAE Ao

o] A9 ol o Al 3= AD £ <1 ¢ DNS ol S 2 vl =92 749 olel e & vhel 7] el Abe] EA
A 3k ARSI o B Bell AvlE = A AR g A Al E AR ey e

zte] EAA} 7k 2w

dns_IP_ADDRESS DNS ©] & 4= 9] IP &+

mydomain.com AD =#[<le] DNS ¢] &

MYDOMAIN.COM AD = #=¢1¢] DNS o] &(%F Hf -~}

MYDOMAIN Samba AW & ¥ geh= A4 15 == NT =4l <l 2] DNS ¢l &

(2 HE A

ads-hostname AD AH e T AE o] 2

ads-hostname.mydomain.com AD A v ] FQDN(A 2kl = ¢l o] &
mytimeserver.mycompany.com NTP 4] 7} 21 ¥ 2] DNS °| &

AdminUser Linux Bl =235 3he] #p o] ALgA) o] &

A7)

1 Ubuntu dl == 550l 4 /etc/hostname T-4 L& A A sle] vl A3 Fe] TAE o] 55 Ao gt
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2 DNSE A4 gyt
a DNS A3 o] & 9 |PF4£%F Jetc/hosts T4 ZFU ol F713y o}
b i oot o] DNS o] & 4w 9] IP =49} AD =+ ¢l 2] DNS ¢ &+ /etc/network/

interfaces 74 Aol F7F3h] o,

dns—nameservers dns_IP_ADDRESS
dns—search mydomain.com

3 resolvconfig 7] A & A A ¢ et

A g et

a AA

tjo
]

# apt-get install -y resolvconf
Aol A S AR A S gk
b & oA 2} 3ol Jetc/resolve.conf =+ ol 4] DNS T4 & =l g o},
# cat /etc/resolve.conf

nameserver dns_IP_ADDRESS
search mydomain.com

4 HESI A7 E8E A G
a ntpdate ¥ 7| A & A A 3 o}
# apt-get install -y ntpdate
b tFg ol Ale} 2ol NTP A v A M5 Jetc/systemd/timesyncd.conf T4 s} el 71k e}

[Time]
NTP=mytimeserver.mycompany.com

5 NTP Au] =% cha] A2 e
sudo service ntpdate restart

6 93 AD 7t A S A A

W)

X,
A
of,
o
o
i)
o=
s
T

# apt-get install -y samba krb5-config krb5-user winbind libpam-winbind
libnss-winbind

1

o

b 71 Kerberos 9 95 &+ A A w A A 7} 4] = vl AD =€l DNS o] &5 A= 919
c}(ol: MYDOMAIN. COM). &1 t}-&- &g

VMware, Inc.



Horizon 7 for Linux ®| 2~ 2 & 4 4

7 tbg oA} 2ol Jetc/krb5.conf T4 I}

e

[libdefaults]

dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true

rdns = false

default_realm = MYDOMAIN.COM
default_ccache_name =

[realms]

MYDOMAIN.COM = {
kdc = ads-hostname.mydomain. com
admin_server =
default_domain =
pkinit_anchors =
pkinit_cert_match = <KU>digitalSignature
pkinit_kdc_hostname =

[domain_realm]

8 Kerberos <15+ #alate ™ b E

.mydomain.com = MYDOMAIN.COM
mydomain.com = MYDOMAIN.COM

o
e,

% 3] v,

# kinit Administrator@MYDOMAIN.COM

# klist

] 2] o]

A=s =

Ticket cache: FILE:/tmp/krb5cc_0

Default principal: Administrator@MYDOMAIN.COMalid starting

principal

2019-05-27T17:12:03

9 o} d Al 3ol Jetc/samba/smb.conf T4 ¥} &

2019-05-28T03:12:03
renew until 2019-05-28T17:12:03

[global]

VMware, Inc.

workgroup = MYDOMAIN
realm = MYDOMAIN.COM
password server = ads-hostname.mydomain. com
security = ads
kerberos method = secrets only
winbind use default domain = true
winbind offline logon = false
template homedir =/home/%D/%U
template shell = /bin/bash
client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

KEYRING:persistent:%{uid}

ads-hostname . mydomain. com

ol Alsh b E 2 Bae A el

KR ozl =] Eﬂ—q 1;]_

ads-hostname . mydomain. com
FILE:/etc/pki/nssdb/certificate.pem

ads-hostname. mydomain. com

Expires Service
krbtgt/MYDOMAIN. COMAMYDOMAIN. COM
AR g
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passdb backend = tdbsam
winbind enum users = yes
winbind enum groups = yes
idmap uid = 10000-20000
10000-20000

idmap gid

# net ads join -U AdminUser@mydomain.com
# systemctl stop samba-ad-dc

# systemctl enable smbd nmbd winbind

# systemctl restart smbd nmbd winbind

(o]
i
kg
o

b & dl A9}t %] Jetc/nsswitch.conf 74 oL S 44

passwd: compat systemd winbind
group: compat systemd winbind
shadow: compat

gshadow: files

¢ AD I} A3E soldleiw the Wl g AYsn SulE 2HL
# wbinfo -u
# wbinfo —-g
d  Winbind ¢l & 4 291 A & ghelslelnl g el e Adgeln
e
# getent group|grep 'domain admins'
# getent passwd|grep 'ads-hostname'
1M ZEPAM Z251dg A§FE S 44 g

# pam-auth-update
PAM 74 el 4] 21 Al F v Ee] A< Zdets =E PA
< e g e,
12 Ubuntu 16.040l A 2281 stedofl 9= AREAF 29 A & A&at =5

°] /usr/share/lightdm/1ightdm.conf.d/50-ubuntu.conf =}

user-session=ubuntu
greeter-show-manual-login=true

cheel FaE 2y

Ubuntu H 22350l B3k 2mbE 7he 2 =)
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Ubuntu d] o )3t AnlE Jl= g ElHd A
Ubuntu ©] 2= =L 5ol 4] “’PE 7}E B]D]““ As 3?‘7}?4 ] &k 7]

Sol 9EsE golneje| e} AvlE I}
ok

=l A4E deden

FA 9 Qe e F e ] Sl Ahe] EA

| A= AD =+ 512] DNS o] &7} & v E¢] 2
2] AR g A BEE AR ek o

1L ol
oo oo Fol AE e A

-

2] EAIAF 7k A

dns_IP_ADDRESS DNS ¢ & A¥ 9] IP F4

mydomain.com AD =<l e] DNS ©] &

MYDOMAIN.COM AD =79l 2] DNS ©] & (=5 o #7})

MYDOMAIN Samba A& ¥3sl= el 25 == NT =v¢l] DNS ¢ &

EE )

ads-hostname AD Mue] 3 AE o] &
ads-hostname.mydomain.com AD A ¢] FQDN(A gk == ¢l o] &)
mytimeserver.mycompany.com NTP A 7k A1 ¢] DNS °] &

AdminUser Linux o =25 2he] A o] AR-gA} o] &

AR 8T A

2wt E 7= 2l @ A4S 918 Ubuntu Wl 2~ 25 & Active Directory <}t & ¢

4o

43}
1 =g eholuejel s AA Gk

# apt-get install -y pcscd pcsc-tools pkg-config libpam-pkcsll opensc
libengine-pkcsll-openssl libnss3-tools

ofx

a TECAYUTAHE o2 redla =252 /tmp/certificate.ceredl A&k F= <l

# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem
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c certutil %@ & AF-&3lo] A]~E] H o] Eu| o] & Jetc/pki/nssdbell F+E CA ¢lEA1 & A

e},

# certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" —-i /tmp/certificate.pem

FE CA 5415 Jetc/pam_pkcsll/cacerts U & E 2] o H-AFg o},

# mkdir -p /etc/pam_pkcsll/cacerts

# cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

3 pkesll @A skl AA G

# chmod a+r certificate.pem
# pkcsll_make_hash_link

VMware, Inc.
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4 Deg cebelnF BAEa D5 eholvele) L nssdp o E 2ol Z b ok,
a the EHe AP
# cp libcmP1ll.so /usr/lib/
# mkdir -p /etc/pki/nssdb
# certutil -N -d /etc/pki/nssdb
# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pki/nssdb
# modutil -dbdir /etc/pki/nssdb/ -add "piv card 2.0" -libfile /usr/lib/1ibcmP11.so
b HezgdFAATAeR ReFd=A] 2l g
# certutil -L -d /etc/pki/nssdb
Certificate Nickname
rootca
¢ Bedetolneelst HFAow FobsdeA delgyie
modutil -dbdir /etc/pki/nssdb -list
Listing of PKCS #11 Modules
1. NSS Internal PKCS #11 Module
slots: 2 slots attached
status: loaded
slot: NSS Internal Cryptographic Services
token: NSS Generic Crypto Services
slot: NSS User Private Key and Certificate Services
token: NSS Certificate DB
2. piv card 2.0
library name: /usr/lib/1libcmP11l.so
slots: There are no slots attached to this module
status: loaded
VMware, Inc
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5 pam_pkcsll 2tol B2l & 74§ o},

a 7% oA Ar=E AE3sle] pam_pkcsll.conf 345 A

# mkdir /etc/pam_pkcsll
# zcat /usr/share/doc/libpam-pkcsll/examples/pam_pkcsll.conf.example.gz |

tee /etc/pam_pkcsll/pam_pkcsll.conf

b tf& dlAlet el Jetc/pam_pkcsll/pam_pkcsll.conf =}

c U=

VMware, Inc

N

use_pkcsll_module = mysc;

pkcsll_module mysc {

module = /usr/lib/1ibcmP11.so0;
description = "LIBCMP11";
slot_num = 0;

ca_dir = /etc/pki/cacerts;
nss_dir = /etc/pki/nssdb;
cert_policy = ca;

use_mappers = cn, null;

mapper cn {

debug = false;

module = internal;

# module = /lib/pam_pkcsll/cn_mapper.so;
ignorecase = true;

mapfile = file:///etc/pam_pkcsll/cn_map;
# mapfile = "none";

2 ghsl == /etc/pam_pkcsll/cn_map ¥} & 9

o
b

ads-hostname —> ads-hostname

o]

A 3
H H

g e,

3k
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o:

6 PAMclZE<& T4 F

a /etc/pam.d/gdm-password T4 I} -& A A g ol of5 ol Al 2k 2¢] common-auth & ol

pam_pkcsll.so ¢l % &5 ¥ 5o

#%PAM-1.0
auth requisite pam_nologin.so
auth required pam_succeed_if.so user != root quiet_success

auth sufficient

pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so
@include common-account

b Ubuntu 16.04¢] 7 % /etc/pam.d/lightdm 74 s} & A 4] g o}, o}-g ol 2 2} -] common-

auth & <Fell pam_pkcsll.so ¢l % &5 54 o).

#%PAM-1.0

auth requisite pam_nologin.so debug

auth sufficient pam_succeed_if.so user ingroup nopasswdlogin debug
auth [success=3 default=ignore} pam_pkcsll.so

@include common-auth

auth optional pam_gnome_keyring.so

auth optional pam_kwallet.so

¢ Ubuntu 16.04°] 7% /etc/pam.d/unity 7-4 Zt% & AR G o}, ob5 o A<} 2] common-

auth = ¢Fell pam_pkcsll.so ¢l % E5 954 o

auth [success=3 default=ignore} pam_pkcs1l.so
@include common-auth
auth optional pam_gnome_keyring.so

7 2vtE Ftso| AXE ~vtE e e dlo]of gl 5 A E Sl ob S wE S Aok
# pcsc_scan
# pkcsll_listcerts

# pkcsll_inspect
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c
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=,
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lu
i
i
o,

8 Azulol A¥EH F AL 2 A4 =% poscd A vl 2 P4 F v

F3 Ajzwo] AFEE Fol pescd A ul 227} A A E A ok o pam_pkes11E 53 3l WA 2ol
A

a [Install] & Aell wantedBy=multi-user.target =5 F7}élo] /1ib/systemd/system/

pcscd.service 45 34 g o},

HAA g ghd o] b ol oF f-AbgEA] 2ol g o
[Unit]

Description=PC/SC Smart Card Daemon
Requires=pcscd.socket

[Service]
ExecStart=/usr/sbin/pcscd ——foreground ——auto-exit
ExecReload=/usr/sbin/pcscd —-hotplug

[Installl]
WantedBy=multi-user.target
Also=pcscd.socket

ok

e,

b pecscd Myl A~E ALgetE S AA
# systemctl enable pcscd.service
9 b5 9H A FaE AEsle] PC/SC Lite 2hel vzl & M A 1.8.8% ol o] E g1 o},

# apt-get install -y git autoconf automake libtool flex libudev-dev

# git clone https://salsa.debian.org/rousseau/PCSC.git

# cd PCSC/

# git checkout -b 1.8.8 pcsc-1.8.8

# ./bootstrap

# ./configure —-prefix=/usr --sysconfdir=/etc —-libdir=/1ib/x86_64-1inux—gnu/
CFLAGS="-g -02 -fstack-protector-strong -Wformat —->Werror=format-security"
LIBS="-1d1" LDFLAGS="-W1,-Bsymbolic-functions -Wl,-z,relro" CPPFLAGS="-Wdate-time -

D_FORTIFY_SOURCE=2"

# make

# make install

10 =vtE 7h= 2@ A5 ARE-sk =5 A4 shaL Horizon Agent 2 7] < & A A gk eF,

# sudo ./install_viewagent.sh -m yes

31 Horizon Agent 7.9 o] A& A A &l of g o},

>
ol

1M Al=BlS AlF-wehal ohA] 2ol gt
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SLED/SLES "2 50l gt ~AnlE Jt= gy g Md -4

SLED/SLES ®l =250l thgt ~vtE b= ¥baks A4 gk »1 A Active Directory =il ¢l 3} vl =~ =255
F@s et 8 o5, Horizon AgentE A A &1 7] Aol 9.8t efelv ] 9 £ E CA <S4 F AA Y

ot

2nlE 7= g a S 98] SLED/SLES ©| =55 Active Directorye} &3t

SLED/SLES vl ~Z 5ol A 4rntE 7= 2o &l 45 x| &lelef 7] Samba 2 Winbind <=4 & AF-&-38f
AD(Active Directory) =#| gl ol vl =~ 255 533 ok

2wte k= 2o @415 9@ SLED/SLES w22 %< AD =vclel & gtsted = b5 AAE A& o

o] AAteo] X o A= AD ==l e] DNS o] &3 2 v 9 2 T4 o] e g & vepdl 7] 98l #Fe] £4]

A Zhe ARSI T vy B AR E vl 2 Al IAA s A REl s A W2 e o

2] EAAF 7k A

dns_IP_ADDRESS DNS o] & 41 <] |p %4

mydomain.com AD = <le] DNS ©] &

MYDOMAIN.COM AD %5161 €] DNS ©] & (35 ol #7H)

MYDOMAIN Samba 4 & £l Atel 2 E w4 NT £l €] DNS o &
(=7 wl-EA

ads-hostname AD Mue] 3 AE o] &

ads-hostname.mydomain.com AD A ¢] FQDN(#A gk ==¢l o] &)

mytimeserver.mycompany.com NTP A 7k 21 ¢] DNS °] &

AdminUser Linux 2~ 25 2he] o] AL-gA} o] &

4

1 SLED/SLES Hl Az ol ti3 M9 2 A4S 5413 o,
a /etc/hostname % /etc/hosts T4 otdS HA el dlaaFe] TAE ol 58 Ao gl

b DNS AH IP F4%5 743 2= DNSE A &3l A == A3}k SLES 12 SP32] 7
DHCPE 53] ZXE o]F HAE A &alA x5 AA g},

¢ MEHI A7 S A g ol Alsh o] NTP AW A E /etc/ntp.conf 390
Frhg e,

server mytimeserver.mycompany. com
2 WA AD 7HY A7 A AA G e

# zypper in krb5-client samba-winbind

VMware, Inc.
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i

[global]
workgroup = MYDOMAIN
usershare allow guests = NO
idmap gid = 10000-20000
idmap uid = 10000-20000
kerberos method = secrets and keytab
realm = MYDOMAIN.COM
security = ADS
template homedir = /home/%D/%U
template shell = /bin/bash
winbind use default domain=true
winbind offline logon = yes
winbind refresh tickets = yes
[homes]

b 2 dl A}t 2ol Jetc/krb5.conf L2 A g}

[libdefaults]
default_realm = MYDOMAIN.COM
clockskew = 300

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname.mydomain.com
default_domain = mydomain.com
admin_server = ads-hostname.mydomain.com

[logging]
kdc = FILE:/var/log/krb5/krb5kdc.log
admin_server = FILE:/var/log/krb5/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain_realm]
.mydomain.com = MYDOMAIN.COM
mydomain. com = MYDOMAIN.COM

[appdefaults]

pam = {
ticket_lifetime = 1d
renew_lifetime = 1d
forwardable = true
proxiable = false
minimum_uid = 1

}

VMware, Inc
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c T ol AleF Zo] Jetc/security/pam_winbind.conf I} L S 1 %] gy o},
cached_login = yes

krb5_auth = yes
krb5_ccache_type = FILE

d o oA 2] Jetc/nsswitch.conf 2L S 3 4] g o},

passwd: compat winbind
group: compat winbind

4  th5 ol A9} 3Eo] AD el Zh g e
# net ads join -U AdminUser
5 Winbind A vl 2=5 Ab&-sl =5 A A g o,
a WinbindE Ab&dt==5 A st A atetew vhs W oA E ALY o
# pam-config —-add —-winbind
# pam-config -a —--mkhomedir

# systemctl enable winbind
# systemctl start winbind

b AD AHEA7} Linux A vl & thAl A1 ARekA g Bl Aol 2a01% 4 YE S

A5 AP g

oli
o
g
(R
s
oo
oL
ot

# systemctl stop nscd
# nscd -1 passwd
# nscd -1 group
# systemctl start nscd

s
B2y
et
\'£4
o
A
iy

6 ADFE seldleinl B g A F LulE F29E e
# wbinfo -u

# wbinfo —g

el 9 E A9

SLED/SLES ©ll &= 5ol t 3t A~nte 7h= 2@l A7

SLED/SLES "~ & tj3t AntE Jl= gujelHd A4
SLED/SLES vl 2= Z 5ol 2] ~n}E 7L 22 4]

E7tE AT F e dlse AE] 138 FE CAISAE A
#u] o B 4 3lelL 3 A g o 3h o},

d 5 ol A= AD =6l 2] DNS o] &3 22 vlE9 2 F4 9 qlel el & vep 7] 9 el Ahg] 3.4
e AggU o e To) AuE o2 &) TAA S FA Bl ARz apE o)
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2] EAIAF 7k A

dns_IP_ADDRESS DNS ¢ & A# ¢ IP F4

mydomain.com AD ="<l¢] DNS o] &

MYDOMAIN.COM AD =<l <] DNS o] &(=-F ttAh)

MYDOMAIN Samba A ¥ & £Fl= A4 25 == N
(=7 HlsEA

ads-hostname AD A ] g ~E o] &

ads-hostname.mydomain.com AD A ¢] FQDN(A gk == ¢l o] &)

mytimeserver.mycompany.com NTP 4] 7k 21 ¢] DNS °] &

AdminUser Linux ol =25 3ke] Ape] ALg-AF o] &

A 27 A
~utE 7h= 2] o @ A5 $]é] SLED/SLES dl 2255 Active Directory <} 53+
1 H 83 efoluele] 7| A F AA g},

a PAM =tejuele] gl 7 el s 7] A & A A g e

# zypper install pam_pkcsll mozilla-nss mozilla-nss-tools
pcsc-lite pcsc—ccid opensc coolkey pcsc-tools

b PC/SC =7% AAsteldd vh& & Ale|=& A

ok

v,

# SUSEConnect —-list-extensions
# SUSEConnect -p PackageHub/12.3/x86_64
# zypper in pcsc-tools

b thHE2=d FECASTAE S T pem el A

o
ol

b a4 shed & A e

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem
cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

chmod a+r /etc/pam_pkcsll/cacerts/certificate.pem

cd /etc/pam_pkcsll/cacerts

pkcs11l_make_hash_link

*+ O W W W
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2

o:

¢ NSS dl o] Hu o] 2ol Al#] <75 AA g,

# mkdir /etc/pam_pkcsll/nssdb

# certutil -N -d /etc/pam_pkcsll/nssdb

# certutil -L -d /etc/pam_pkcsll/nssdb

# certutil -A -n rootca -i certificate.pem -t "CT,CT,CT" -d /etc/pam_pkcsll/nssdb

A A G e

kol

<
f

o
&
ika

8
:

# cp libcmP1ll.so /usr/lib64/
# modutil -add "piv card 2.0" -libfile /usr/1ib64/1ibcmP11l.so —dbdir /etc/pam_pkcsll/nssdb/

3 /etc/pam_pkcs1l/pam_pkcs1l.conf 2+ -& 3% g o}
a use_pkcsll_module = nss < 2HA| g}, &l = 9] A o] use_pkcsll_module = mysc &5

Zoh3d e,

—

b g A9 ol mysc ES F7FE U ok

pkcsll_module mysc {
module = /usr/1ib64/1ibcmP11.so;
description = "MY Smartcard";
slot_num = 0;
nss_dir = /etc/pam_pkcsll/nssdb;
cert_policy = ca, ocsp_on, signature, crl_auto;

c the Al qo] ko] & w3 TS qlEl o] E e

# Assume common name (CN) to be the login
mapper cn {
debug = false;
module = internal;
# module = /usr/1ib64/pam_pkcsll/cn_mapper.so;
ignorecase = true;
mapfile = file:///etc/pam_pkcsll/cn_map;}

d use_mappers = ms &5 AA| g o} @l $1 A ol use_mappers = cn, null & F7Fd o

¥l E = Jetc/pam_pkcsll/cn_map T4 LS A A g o},

i)
o
F

4 =g

ads-hostname —> ads-hostname
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5 PAM 745 74 ¢

a 4vbE 7hE 9

o,

ol
o
RS
E
4
i
A

sted® w14 pam_config =75 AF$-ebA] =5 A A g

# find /etc/pam.d/ -type 1 —iname "common-*" -delete
# for X in /etc/pam.d/common-*-pc; do cp -ivp $X ${X:0:-3}; done

b /etc/pam.d/ & E 2l common-auth-smartcardet+ 2L S A A o sfdol b5 A"l =
= Fobgy e,
auth required pam_env.so
auth sufficient pam_pkcsll.so
auth optional pam_gnome_keyring.so
auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass
auth required pam_winbind.so use_first_pass

¢ SLED/SLES 12 SP3¢] 7§ F =4 /etc/pam.d/gdm % /etc/pam.d/xscreensavercl 4 auth

include common-auth %% auth include common-auth-smartcard =& =} o},

6 Alz=nlo] AeH Fof pesed A B 227t ARg o B A AL E 55 ?“4 atelH Jetc/init.d/

after.local ¥} <= AAF ek 2t o] oh5 ol & Al Al =5 repesed start 5 F7F 4
#! /bin/sh
#
# Copyright (c) 2010 SuSE LINUX Products GmbH, Germany. All rights reserved.
#
# Author: Werner Fink, 2010
#
# /etc/init.d/after.local
#
# script with local commands to be executed from init after all scripts
# of a runlevel have been executed.
#
# Here you should add things, that should happen directly after
# runlevel has been reached.
#

rcpcscd start

B3 Azule] AlF-EH Fol pesed A ¥l =7t A1 AHE A ¢k ol pam_pkes11E B A WA =<l
o] A3 g e
7 BHHe g GRS AT

# rcSuSEfirewall2 stop
# chkconfig SuSEfirewall2_setup off
# chkconfig SuSEfirewall2_init off

e

X wyaH o] Apget e S A s o] glem At JtE elga o] A 4 gl e
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8 ~vlE Jt= gl #Al o] Fad etolve ] 7] A 5 AA P ok
a SLED/SLES 12 SP3¢] 7% tf+ A A w2l & A g gy},

# SUSEConnect —p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc

b SLES 12 SP3¢] 7 ¥ systemd-develS 4 #| g o},

# zypper in systemd-devel

9 b3 wE AlHFAE ARE-sle] PC/SC Lite 2hol W22 & # 4 1.8.8% sl o] E gt
# SUSEConnect -p sle-sdk/12.3/x86_64
# zypper in git autoconf automake libtool flex libudev-devel gcc
# git clone https://salsa.debian.org/rousseau/PCSC.git
# cd PCSC/
# git checkout -b 1.8.8 pcsc-1.8.8
# ./bootstrap
# ./configure -program-prefix= --disable-dependency-tracking —-prefix=/usr —-exec—prefix=/usr
—-bindir=/usr/bin —-sbindir=/usr/sbin >--sysconfdir=/etc --datadir=/usr/share --includedir=/usr/
include

—1libdir=/usr/1ib64 —-libexecdir=/usr/libexec —-localstatedir=/var >—-sharedstatedir=/var/1ib64
—-mandir=/usr/share/man —--infodir=/usr/share/info --disable-static —--enable->usbdropdir=/usr/
1ib64/pcsc/drivers
# make
# make install

10 ~vtE 7h= 2o 8 A5 Abget =5 A A k3 Horizon Agent 3 7] A & A & k] o,

# sudo ./install_viewagent.sh -m yes

231 Horizon Agent 7.9 ©] A% A A &l oF ghu o},

>

W% A e el E e el e,

1 A

Linux 2~ 58 True SSO 2 A

True SSO(True Single Sign-on) 7|52 A& %7} VMware Workspace ONE°ll A& 2 291 & Linux 7}
Al =2 E ol 71]*]% vlaaf = Eg A o] Aol FAl~e =5 3 &g o AHE A &2ntE
7} =1} RSA SecurlD & += RADIUS ¢l 55 AF&31¢] VMware Workspace ONE©l & 913k v}, Active

Directory A4 &7 = 4 # 3k @32 94 Linux 2l a2 2~of] AAl =3 4 9l o,

d&

True SSO 7| &

A&7 7} AD(Active Directory) =7 %— B Abgstd dsE we A
of, 2} o] Aol = A= S 9lAl True SSOF T4 3le] Hl~=2

rue SSO 7| 5| d & e}x ¢k<F
o] AD #}4 &5 2 True SSO& =

mﬁ( 40
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Linux 7k dl a3 F ol AlA 8 vl A3 w5 w5 o Fe]Al o] Aol d A& ul] AFE-#F+= 7] £ Horizon Client

True SSO|| tsk A ~El g - A3}

True SSO+= =74 Horizon Agent ¥ A o] A A 5 tb3-3F 2EL Linux ®) 25 A @ b= =250l A A <

e,

Linux v = Horizon Agent

RHEL/CentOS 8.1 Horizon Agent 7.12 ©] 4

RHEL/CentOS 8.0 Horizon Agent 7.11 ¢] 4+

RHEL/CentOS 7.x Horizon Agent 7.6 ©] 4
3 True SSO+ 7]& 714] =w ¢l =+, Samba, SSSD(4] -~
gl W ol Au] & vl ) 9 Kerberos M| 24 2 1% Z 2 &3 7}9]
- o] RHEL/CentOS 7.x ull 2= 2 5ol A ub A] &4 5] o] ©f,

Ubuntu 18.04/16.04 Horizon Agent 7.8 ©] 4}

SLED/SLES 12.x SP3 Horizon Agent 7.8 ©] ¢

True SSO +4
Linux Bl =35 A True SSOE A A sle ™ o} g #Hs] & =3 g o},

1 Horizon 7 27 ol 4 True SSOE A A 3l 32 4 - v}, "Horizon 7 32]" 4] ol 4] "True SSO A A "%

A7 Al A 2.
2 Linux wj ol a el A Aol whe} bl =255 AD =vi|al 2 & gk o

3 Linux v 3ol e el A Afel] whet ol £~ F 550l 4 True SSOE 74 3 =

RHEL/CentOS 8.x t| 2~ 5| A True SSO 4

RHEL/CentOS 8.x tll 2~ =55l 4] True SSOE #| <1 slef= =1 A el AD(Active Directory) == ol 2}
E el oF el 23l oh, True SSO 7155 Al et =5 Al~ule] 54 745 A o gt

RHEL/CentOS 8.1 tl| 2~ 2.5l 4| True SSOE | <1 &} 2 =l Horizon Agent 7.12 ¢] 45 A A &l oF gk},

RHEL/CentOS 8.0 tll 2= =5l 4] True SSOE #| < 3}#1 % Horizon Agent 7.11 ©] A& A A 3l oF gh] o},

F3 gl~HE ZE RHEL 8.x tl =25l 4+ True SSO7F A1 5] A ¢k<71 o},

o

3 o A& AD =521 DNS ©] 53 2& W =92 T4 ¢ Qe e & el 7] Sla Ae £4
Gk e Fol AA = Ae] TR Ge TS B Arw aF e
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Horizon 7 for Linux Hl 2 =5

2] EAIAF 7k A

mydomain.com AD =l <le] DNS ©] &
MYDOMAIN.COM AD =] el 2] DNS o] & (27 tH-#})
MYDOMAIN NetBIOS =gl ¢] o] &

AR 8T AL

»  RHEL/CentOS 8.x 4] =&l 2] DNSe°l| 4] AD(Active Directory) 41 ¥ & 23l & 4= 9l=#] & al g},

m A=l TAE o5& TAF

s A=) 4 NTP(Network Time Protocol)E 4 g o},

ks

1 RHEL/CentOS 8.x A 2l ol 4] Active Directoryell & Wl =] 2 o1 74 & 2ol g o},
# realm discover "mydomain.com"

183 F5A 71 A& AA T o

N
FL/‘

# yum install oddjob oddjob-mkhomedir sssd adcli samba-common-tools

(3

3 AD =#|glol 719] g o}

# realm join —-verbose "mydomain.com" -U administrator

o

oo £ elo] pem 3} & %A g e

[}
o

s

4 $ECACEAE hezeda s
# openssl x509 -inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

# cp /tmp/certificate.pem /etc/sssd/pki/sssd_auth_ca_db.pem

5 < ol Al e} o] Jetc/sssd/sssd.conf T4 LS =4 g},
[sssd]
domains = "mydomain.com"

config_file_version = 2
services = nss, pam

[domain/mydomain.com]

ad_domain = "mydomain.com"

krb5_realm = I "MYDOMAIN.COM"

realmd_tags = manages-system joined-with-adcli
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = False <————— Use short name for user
fallback_homedir = /home/%u@%d

VMware, Inc
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access_provider = ad

ad_gpo_map_interactive = +gdm-vmwcred < Add this line for SSO

[pam] e Add pam section for certificate logon
pam_cert_auth = True < Add this line to enable certificate
logon for system

pam_pll_allowed_services = +gdm-vmwcred <——————————————— Add this line to enable certificate

logon for VMware Horizon Agent

[certmap/ "mydomain.com" /truesso] < Add this section and following
lines to set match and map rule for certificate user

matchrule = <EKU>msSclLogin

maprule = (| (userPrincipal={subject_principal}) (samAccountName={subject_principal.short_name}))
domains = "mydomain.com"

priority = 10

6 True SSOE AF&3l =% 474 g} Horizon Agent 3 7] ] & A A g o},

# sudo ./install_viewagent.sh -T yes

43 True SSO 71 5-¢ AFalelml ofg Fo Am = o] 2 Linux ») Zol 2 £ 3} Horizon Agent ] A
= A A8 oF g e

Linux ] = Horizon Agent

RHEL/CentOS 8.1 Horizon Agent 7.12 ©] 4+

RHEL/CentOS 8.0 Horizon Agent 7.11 ] 4+

7 s &% Z3el=5 /etc/vmware/viewagent—custom.conf T4 I}L & 44 g o},

NetbiosDomain = "MYDOMAIN"

ol

8 Al=HE AFH:

R EETL R

RHEL/CentOS 7.x "l 350l sk T SSO 1A

RHEL/CentOS 7.x tll =~ 25l o) gk True SSOE 4 A gl2] = =1 A Active Directory = ¢l 3} o] ~ 2 F-&
E @3k 23 o5, Horizon Agents A A a1 7] Aol 28k eleln 2] & FE CA Q545 A A ]

L

True SSOE 93] RHEL/CentOS 7.x t]2~=1352 Active Directory 2} &3

RHEL/CentOS 7.x A1 2~ #l 2] Horizon 7 Linux Bl =235 $F7 ol 4] el ~8 E 2% VMol o8l True SSO= Al
Aated ™ vl Linux VMell 4 Sambas 4 &l oF g o}

RHEL/CentOS 7.x realmd 7|52 ID =w¢l-& A A sl 7}¢) sf= FFekg =
v ol AA ol 1A g vl Al realmd+ SSSD %+ Winbind<} 72-& 7] Linux Al 228l A ] 27} Z ¢l of
AAst= = FA g b obg whA ol 4= realmd ¥ Samba® AF-&3lo] Active Directoryell =l &l RHEL/

[}
CentOS 7.x vl =135 2] 2. =efel =ollql 7kl & b= Wil & A g

Y

e} S5
S A

f
i
+
>

bri
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AR LT AV

=  RHEL(RedHat Enterprise Linux) A =&l ] RHN(Red Hat Network)S 537 1} yum =77} 224 &

AA = o Sl

= AD(Active Directory) 41 ¥ += Linux A 2~ &l ol 4] DNS& 2}¢l e 4= ¢)

o>

Y e,

m  NTP(Network Time Protocol)+= Linux A 2~ &l el 4] 4] 5] 1] o},
s

1 RHEL/CentOS 4| 2=8lo] AD A& AAe & 9l=A] galdhch b A& AR ot of 7] 4
ADdomain.example.com= #+-&7F¢] AD A1 ¥ A B2 upi-A4] 4] 9.

sudo realm discover ADdomain.example.com

!

2 Samba tdb-tools 37| A & A #| g o}
Samba tdb-tools o} 7] Al = ¥4 Red Hat A 4ol 4 th--Z =38 4= gl ol =522
oF gt} o & o] ofg WEl S A1&dte] CentOS 7.5 Al 2 Hlol 4] T2 =8t & t}§-7 =8} 9 7] A
& RHEL A] &~ Hlo] A A gh o,

d

yumdownloader tdb-tools

CentOS Al =~Hl o] ¢l+= 7% https://rpmfind.net/1linux/rpm2html/search.php?query=tdb-
tools&submit=Search+...&system=&arch® ¢|& 3} tdb-tools-1.3.15-1.e17.x86_64.rpm
N7 A & e 2 =8 £ o] & RHEL Al &~ "lol] A =] g e,

3 Samba ¥ 54 A7) AE AR ] o

sudo yum install sssd-tools sssd adcli samba-common pam_ldap pam_krb5 samba samba-client krb5-
workstation

4 o5 oAl E AREsked join W E s A @ vk o1 7] 4| DNSdomain.example.com-s A& 71 g7 ol ]
3ol 574 DNS =9 ¢l 7 & & upF-of of g,

sudo realm join DNSdomain.example.com -U administrator

join o] g o v g um ohg v A A 7} A5 e

chgol e 2]

RHEL/CentOS 7.x Bl 2~ 2 <l 4 True SSO T4
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RHEL/CentOS 7.x t|2~ 5| A True SSO A
RHEL/CentOS 7.x ol 2~ 2 %ol 4] True SSO 7] 55 A3l 52 A4 sl#fl True SSO 7] 5¢] ¢ £3l+= =}

olm.gfe], Al¥ e 4 Sl <l Al 8ldh7] 918 FE CA <1541 4 Horizon Agent= A A & e, =3t <l
q

FAAL guau Q¥ 4 AL A ek e,

RHEL 7.x 2 CentOS 7.x tl =22 &l 4 True SSO& A} &3} = 2 A
o] & gk dl ~ 25l 4 True SSOE #| 4l &l2] ™ Horizon Agent 7.6 ©] 45 A x| 3l oF gy o},

o] AAte] ol F- ol 2l= AD =wl ¢l 2] DNS o] 52 -2 U EH 2 74 2] alel el & vel 7] S8 #Fe] 5 4]
A ke A s ol Ay E 2 Ae FAA e A BelH A8 = upE o

22| EAAF 7% 2w

dns_server DNS ©] & #1v¢] A4 =

mydomain.com AD =#[ ¢l <] DNS ¢] &

MYDOMAIN.COM AD = w2l 2] DNS ©] & (= A}

APE R AR
= VMware Identity Manager % Horizon Connection Serverell | @l True SSOE 74 3 tf.
s True SSOE %14l RHEL/CentOS 7.x tl -~ 255 Active Directory<} & 3}

1% 7]% s E 7FA 232 RHEL/CentOS 7.x tl &~ =45 2] /tmp/certificate.cerel A7 %

713 B AT R S R A AL

2 FEC

P
£
ol
N
i
-,
ol
)
it
i
.0

a orEE3FECARJISAE S $

.pem I} ol A g e,
openssl x509 —inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

b certutil W& & AF&3lo] A ~H dlo] gl o]~ Jetc/pki/nssdbel FE CA ¢l 545 A A 3
=9

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

¢ RHEL/CentOS 7.x A 2~ 8lol| #] Al 2] & 4+ 9l= CA 54 T5ol F AdsAE
update-ca-trust % 7 & Ab-&-3slo] A28l AA A2 A4 :r”é—% ‘d ﬂ o] E gt

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem
update-ca-trust
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3 whg ol Alo] SA 5 o2 Evele] v A28l e] SSSD FA THolA a4 AE FA g e

[domain/mydomain. com]

ad_domain = mydomain.com

krb5_realm = MYDOMAIN.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True

#set the next line to false, so you can use the short name instead of the full domain name.
use_fully_qualified_names = False
fallback_homedir = /home/%u@%d

access_provider = ad

4 o} oAl A5 7l A 8 Kerberos T4 FY /etc/krb5.confs 474 gy o},

[libdefaults]

dns_lookup_realm = false

ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

# Add following line, if the system doesn't add it automatically
default_realm = MYDOMAIN.COM

[realms]

MYDOMAIN. COM = {
kdc = dns_server
admin_server = dns_server
# Add the following three lines for pkinit_*
pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = your_org_DNS_server
pkinit_eku_checking = kpServerAuth

}

[domain_realm]

mydomain.com = MYDOMAIN.COM

.mydomain.com = MYDOMAIN.COM

5 True SSO& A&3l =5 44 g} 3L Horizon Agent 3l 7] #] & A & §h ] o},

sudo ./install_viewagent.sh -T yes

3L Horizon Agent 7.6 ©] A& A A &l oF g o,

6 ctf= =i/0 W5 Horizon Agent AF&-#F A1 4 74 99l /etc/vmware/viewagent—custom. confell
ZF7Fg eh, ohg ol & AFE-slAl Al 2. o1 71 A NETBIOS_NAME _OF DOMAIN-& Z %] & 5] ¢l 9]
NetBIOS ©| ¢ Y =t

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

VMware, Inc.



Horizon 7 for Linux ®l 2= 25 4 4]

Ubuntu 2~ =59 W3t True SSO +4

Ubuntu dl 2~ =L 55of o & True SSOE 4 A sl #f =l 4] Active Directory == ¢l 2} vl 2255 EF ek
17 ok, Horizon Agents A A &} 7] Aol a3k gfe]lBefe] Y FE CAdSAE AA Gk

True SSOE 913l Ubuntu H] 2~ =355 Active Directory$} 3t

Ubuntu 16.04 == 18.04 dl = ZEo| 4 True SSO= #] %l 521 ™ Samba % Winbind & 541 < A}$-3o] 4]
2= 74+ Active Directory = vl 1 3 & g gh =},

Ubuntu 16.04 == 18.04 vl =45+ AD =rl| gl 2t & dtetei ™ o5 AAE A& o
E9 A 749 QEEE e ] S8

o]l AAke] & ol Al= Ubuntu Hl =252 S2E o] 53} 71%% Y

o
\~M
?
R
)
o
-4
o
Ll
A
r_\-:[l
%
rkL‘

AFel A S GG e T Eoll AR H 2 A CRER SIS
2] EA1AF 7k A

dns_IP_ADDRESS DNS ©] & A <] IP F4

mydomain.com AD = cle] DNS ¢] &

MYDOMAIN.COM AD =79l 2] DNS ©] & (=5 o #7})

myhost Ubuntu Hl =259 32~ E o] &

MYDOMAIN Samba AW & L&k A4 5 = NT =4l el 2] DNS ¢l &

(& HsEAH
ads-hostname AD A8 9] T AE o] Z

admin-user AD =i el #he]xpo] AbLA} o] 2

AR 8T A

o>

m  AD(Active Directory) 41 # = Linux Al 2~ ®lel[ 4] DNS® 2l 3 4= gl 571 o},

= NTP(Network Time Protocol)+ Linux A 28l ol 4] 4] 5] 1] o,

SR

1 Ubuntu 16.04 =+ 18.04 vl 2= Z 5 4 samba % winbind o 7] A & 4 A g o},

sudo apt install samba krb5-config krb5-user winbind libpam-winbind libnss-winbind

2 A A 7} A = epE-3) 2ol Kerberos ¢l %5 A A S T4 gk o}

fit
o
1%
st
°
)

a 7] Kerberos WA 539 & AD =vf|2l¢] DNS ©] &% =5 o] A}

Y

of| & Eof, AD =2l ©] E°] mydomain.com®] = MYDOMAIN.COM= <] & gty o}

b AF&=} d el & Kerberos AW ol AD 4] T AE o] (o] &AL A A 2] o Aol A4
ads_hostname & = ¥ 4])5 g1 & g o},

¢ Kerberos @Sl i3k ] Ao AD A ¥ 2] & ~E o] 2% of4] ¢ H &}
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6

PAM -4 & i el o] =3k et
.

a PAM 74 o] A5 ¢t

pam-auth-update
b ZIad A EYAE:] AL Aueta gels Al g},
)& of Alof] A5 A2 Jetc/nsswitch.conf 74 3145 A% g e},

passwd: compat winbind
group: compat winbind
shadow: compat
gshadow: files

A5 A4 5 resolv.conf 1 o] AD =Hl|el& A =rlcle s AR sfefnl A28 Ao o

gl NetworkManager 2 4 & 314 g o,
a NetworkManager #l o] 3+ < 3. ]*w@ﬁﬂﬂﬂmmﬂﬂoiﬂ%ﬁﬂﬁ%ﬂiiﬂ%
(DHCP) F41+5 A g1 o} DNS A B = =~ & 4xlo] DNS ©| & F
| Al ol | dns_IP_ADDRESS = ¥ 4])& & gk 23l & A4S =2 vt

-

b /etc/NetworkManager/system—connectionsell ¢l Al=8 1A o &F 4 v}l & 4] gy

o} b oA E AHEE A4

[ipv4]
dns=dns_IP_ADDRESS
dns—search=mydomain. com
ignore-auto-dns=true
method=auto

Hlszgol A4 ) A b = ol ge 7} b e gl
FE2 AU ATEA A UEY T o HE 7} FLE Y A ol A3 E Bl Z 8] o] 2] DNS 4] B
euEs ol e e mE Aol £AF o AR Y o2 E A W e 2 o] Y]
Shel = Linux A = 5ol 4 DNS 41 774 o of

n&

ol
>

>

i

[

i

i

N

ox

A
N
N

ol
23
Q
zZ
)
Y
T
b
wx "
A
Ry
§2

bt
Ju

c 2 oAl A5 A A3 Jetc/resolv.conf T4 345 3% 3lo] DNS A & A A g =},
nameserver dns_IP_ADDRESS

search mydomain. com

d AzEg AEREn o) 22l g

& d Aol A% Z A2 Jetc/hosts A LS A% g},

hi

127.0.0.1 localhost
127.0.1.1 myhost.mydomain.com myhost
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2

o:

7 tg oAl 345" A A2 Jetc/samba/smb.conf T4 LS

[global]

security = ads

realm = MYDOMAIN.COM
workgroup = MYDOMAIN
idmap uid = 10000-20000
idmap gid = 10000-20000
winbind enum users = yes

winbind enum group = yes

template homedir = /home/%D/%U
template shell = /bin/bash

client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

winbind use default domain = yes
restrict anonymous = 2

kerberos method = secrets and keytab
winbind refresh tickets = true

8 smbd A1 ®]~E thA] A AFGH o
sudo systemctl restart smbd.service

9 ch& oAl ul%d A

e
i

K

sl = = Jetc/krb5.conf T4

[libdefaults]
default_realm = MYDOMAIN.COM
dns_lookup_realm = true
dns_lookup_kdc = true

[realms]
MYDOMAIN.COM = {
kdc = ads-hostname

admin_server = ads-hostname

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

10 Ubuntu Bl =252 AD =9 ¢lel 7}¢] gk o},

W
A
)
=
o
o)
=
o
@
u)
o
njo
>
2
et
)
T
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¢ Kerberos keytab 7} % & A4 g1 o},

sudo net ads keytab create -U admin-user
d AD =rl|clel 74) gk e

sudo net ads join -U admin-user

11 Winbind 41 ¥] =& thA] Al #Fefan gl gh o,

£l

a Winbind A 8] =5 4] A]AFgE e
sudo systemctl restart winbind.service
b Winbind A v] =& steleted s o5 Wl & Ad st Zupe S35 dbghsb=A] gl g e
m  wbinfo -u
m wbinfo —g
m getend passwd
m getend group
12 Al =Bls AlF-wahar ohA] 2ol vt
el 8 2
Ubuntu ®l 2= =5l 4] True SSO T4

Ubuntu Bl 54 True SSO T4

Ubuntu 16.04 &=+ 18.04 tll 2~ 2 5ol 4 True SSO 7] 5+ AF-&38l= = A7 sl True SSO 7| 5| 9=
sl ghel B 2], A1 E & 4 9l ¢l 55 A7) 98k FE CA 9l 54 2 Horizon Agent& 4 ] g1 o}

we S AR ket AT 74 IS dA 8 oF Fih
Ubuntu 16.04 % 18.04 tll =215 ¢l 4] True SSO& AF-&-3 =5 & AAE AR Al 2L o]
2] gk ol 2 2 5ol A True SSOE #I%1 8l21 7 Horizon Agent 7.8 o] A5 4 A &l] of 3] o},

AR R AR

= VMware Identity Manager % Horizon Connection Serverell ol @l True SSOE 74 3 .

= True SSOE 94l Ubuntu ©l = =55 Active Directory s} 5

°
+
.

ul
Lo
ol
N

B FEUASZ /B ASAE AL BlAFF9 /tmp/certificate. cerol A&
Z
A =}

1 Ubuntu 16.04 =+ 18.04 tll =2 5ol A pkcs1l A1 4 7] A & A A gk o},

sudo apt install libpam-pkcsll
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2 Tlibnss3-tools 3 7] A& A A 1]},
sudo apt install libnss3-tools
3 FECAQCIF 71#) a5 A5 AA g e

a tf 2

2

r
T

FECACSSAE 2 5 pem 3ol A3k,

Mo

openssl x509 -inform der -in /tmp/certificate.cer -out /tmp/certificate.pem

i

b certutil W& & AF&38lo] A]~E o] el o] 2~ Jetc/pki/nssdbell +E CA el 541 & 4
=

A g

il

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

I

c FECAcFAE Jetc/pam_pkcsll/cacerts tl & & 2lof] E-Apgh] o},

mkdir -p /etc/pam_pkcsll/cacerts

cp /tmp/certificate.pem /etc/pam_pkcsll/cacerts

d FECAgIZAHol dak el A & =25 Ak Jetc/pam_pkcsll/cacerts U & E 2o A th5
HEs Ay g

pkcs11l_make_hash_1ink
4 True SSO=E AH&al == A4 sl Horizon Agent 3 7] A & A & 3F ] et

sudo ./install_viewagent.sh -T yes

3 True SSO 7|55 #8321 Horizon Agent 7.8 ©| A5 A A &l of g o}

5 + vl 7 ¥l 4% Horizon Agent AF-&7#F #A| & 74 219 /etc/vmware/viewagent—custom.confel
F7tg eh, oh5 ol & AFEskA] Al 2. o] 7] 4 NETBIOS_NAME_OF DOMAIN-S- Z 7 =+ ¢l 2]
NetBIOS ¢] &< Y ot

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

6 /etc/pam_pkcs1l/pam_pkcsll.conf T4 295 A% g},

a 223 7% /Jetc/pam_pkcsll/pam_pkcsll.conf T4 v}L S A A g} /usr/share/doc/
libpam-pkcsll/examplesell 4] ol Al s} 5 Zhel /etc/pam_pkesll o] @ B 2] & FA}gh & w}¢
o] 2% pam_pkcsll.conf® vbE Utk I 2o whel s}l o] W gof A28 A8 Frpgh o}

b s A} v]=d Al =S F3kel =5 /etc/pam_pkcsll/pam_pkcsll.conf 74 s}l & 4
3k .

use_pkcsll_module = coolkey;
pkcsll_module coolkey {
module = /usr/lib/vmware/viewagent/sso/libvmwpkcsll.so;
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slot_num = 0;
ca_dir = /etc/pam_pkcsll/cacerts;
nss_dir = /etc/pki/nssdb;

}

7 PAM 74 ztdell A auth w A HEE 4 o
a PAM T4 ztd5 gt
= Ubuntu 16.04¢l o&l /etc/pam.d/lightdms < o}
s Ubuntu 18.04¢l Hl&ll /etc/pam.d/gdm-vmwcreds &34t}

bt el Al A" AAH PAM 74 2 & A A E o

auth requisite pam_vmw_cred.so
auth sufficient pam_pkcsll.so try_first_pass

8 AlzElg A oA 2aelg

SLED/SLES "~ 9l 3 True SSO +4

SLED/SLES 2= %<l t§g True SSOE 4 A st#{wl A Active Directory == ¢l 2} vl ~ 255 58T
b, 23 ok, Horizon Agent& A A sl 7] Aol 4 23k efojvefe] 9 FE CAQlFAE AA et

True SSO= $]3l SLED/SLES ©|~ =52 Active Directory o} 53+

SLED 12.x SP3 &= += SLES 12.x SP3 tll =~ 2 5l 4] True SSOE #| ¢ sl#1 vl Samba % Winbind &+ 4 &
Ahg-3slo] ol 4~ 254 Active Directory v ¢l 2} 53-8 o,

SLED/SLES d®|~ 2455 AD ==l 3} & @ateddd ob5 A AE ARE-3h et
AP 8 AbE
= AD(Active Directory) 41 ¥ = Linux Al 2~ Blo| 4] DNS& &9l 4 9l <7 o

m  NTP(Network Time Protocol)+ Linux A] 2= &l ofl 4] -4 5] 1] o},

1 SLED/SLES "l = %ol 4 samba % winbind = 7] ] & A #] g1 o},
zypper install samba-winbind krb5-client samba-winbind-32bit

2 YaSTAA =75 41 dEYA Au]X > Windows EW|Ql W] x}A o 7 o] 53] o},

3 [Windows =vi| <l =iw] AkA] shsd el A o5t Aol A& A g e

a Ed =AY 2Fol Samba Av 5 £t = A 25 == NT ==¢12] DNS ol & &-F
Ak fE g o, ol E 5o, 2 25 ¢l & ¢l mydomaine]®l MYDOMAIN"’* ) = o
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]
«Q

7
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o
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)
ot
£
B

SLED/SLES tl A~z 50| =rale] A 3F-A o & 7}3] 5]l oh= =l Al A 7} vep gy o}, 8l & Al 8
o},

6 tg vl WS E3EE S Jetc/samba/smb.conf T4 LS A A g o},

ok

.

[global]
W'i.I:Ib'i.nd use default domain = yes

7 AzEg AR thA) 2ol g e

8 SLED/SLES vl=z% &3 < vl=E gl Salgh ).

T HE WS Adgsta Fuld F9 5 kgl =A 2l ¢ ok mydomaing Samba 41w #Hd

25 == NT =<l
m net ads testjoin
m net ads info
m  wbinfo —-krb5auth=mydomain\\open%open
m  ssh localhost -1 mydomain\\open

ool 8 E 2

SLED/SLES H| = 235¢l| 4 True SSO T4

SLED/SLES H| ==L 5| A True SSO 473
SLED/SLES 12.x SP3 | =25l 4] True SSO 7]s& AH-&2t== A4 atef ™ True SSO
= eholueie], AlH S 9l dss AdE] 1 FECALS

- T4

g als AR skt 4 T

71
4] 2! Horizon Agents 4

SLED 12.x SP3 % SLES 12.x SP3 vl =~ = 7ol 4 True SSOE AF&-3t= 5 AA st of5 AAE A&
Al o] gk Hl A~ A2 Foll A True SSO+ #| 41 3F2 wl Horizon Agent 7.8 ] A& A A &l oF gk o}

AR 8T A

= VMware Identity Manager % Horizon Connection Serverell | @l True SSOE 74 3 o,

m  True SSO% %3l SLED/SLES ®l 2~ =455 Active Directorys} & 3
n FERIS VA RISAE 7}X15’_5L SLED/SLES 12.x SP3 v~ =% 2] /tmp/certificate.cerel A
AU FE RIS 713 IS A S = W S AR sHAIA L
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47

1 SLES12xSP3ul~zEe] 7% ohs wleg

mjo

12 el 299

f
£}
N
)

zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit

2 SLED12xSP3 == we] 2 vhi fA S el gt 712 & AA g e

PN
T UemE

a SLED tlx~=Fe &7 r]lxzo| SLES .iso ¥} & b & =g oi(dl: /tmp/SLE-12-SP3-
Server-DVD-x86_64-GM-DVD1.iso).
2 8 38k krb5-plugin-preauth-pkinit ¥ 7] ] == SLES A] 2Bl ol of &l A ub A}-&-2
SLES .iso ¥} & SLED vl 2~ 5ol el 3} 7] ] &2~ 2 F7tal] of gh o,
b SLED ®ll~ = ol SLES .iso o} & vh+-Eela F 23k 3 7] A & A A g o},
sudo mkdir -p /mnt/sles
sudo mount -t is09660 /tmp/SLE-12-SP3-Server-DVD-x86_64-GM-DVD1.iso /mnt/sles
sudo zypper ar —-f /mnt/sles sles
zypper install mozilla-nss-tools pam_krb5 krb5-client krb5-plugin-preauth-pkinit
¢ AA 7} ¢kE =9 SLES .iso 7Y & v E &l Al g v}
sudo unmount /mnt/sles
3 FECAQCIFT 71#) ds5AE AA
a orE=3FECASAE ZE £ pem It ol A3

b certutil W& & AF&3ke] A ~H dlo]H o]~ Jetc/pki/nssdbel F+E CA ¢

openssl x509 —inform der -in /tmp/certificate.cer —out /tmp/certificate.pem

o,

certutil -A -d /etc/pki/nssdb -n "root CA cert" -t "CT,C,C" -i /tmp/certificate.pem

¢ FE CAc<l%SAE pam_pkcsilel F7Fg o},

4 9

cp /tmp/certificate.pem /etc/pki/ca-trust/source/anchors/ca_cert.pem

o Al o} w23t Avl=5 33l =5 Jetc/krb5.conf T4 =}

[libdefaults]

default_realm = MYDOMAIN.COM
dns_lookup_realm = false
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true

rdns = false

default_ccache_name = KEYRING:persistent:%{uid}

[realms]
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kdc = ads-hostname

admin_server = ads-hostname

pkinit_anchors = DIR:/etc/pki/ca-trust/source/anchors
pkinit_kdc_hostname = ads-hostname
pkinit_eku_checking = kpServerAuth

[domain_realm]
.mydomain.com = MYDOMAIN.COMmydomain.com = MYDOMAIN.COM

& Hol Ada A2 o] oAl Ae TAA ghe W =YD A paD Auw e

2] EA1AF 7k A

mydomain.com AD =l <le] DNS ©] &
MYDOMAIN.COM AD =71 2] DNS ©] & (=5 o #7})
ads-hostname AD A ¥ o T~ E o] H (v A )

5 True SSOE A&l =5 474 3} 3 Horizon Agent =l 7] A & A #] g o},

sudo ./install_viewagent.sh -T yes

3 True SSO 7|55 A8l Horizon Agent 7.8 ©| A5 A A &l of ghv] o},

6 tt& w7 W% Horizon Agent A& #F A1 A 74 914 /etc/vmware/viewagent-custom. confel
F7hg of, ohg ol & AR s A Al 2. o] 71 4] NETBIOS_NAME_OF DOMAIN-S- Z 7 v ¢l 9]
NetBIOS ©] & &) ] v}

NetbiosDomain=NETBIOS_NAME_OF_DOMAIN

7 Al2®S A e oA 22 e
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Linux g 2359 7283 A A

ESXi 225 == Al=E ¢ AlAl2] NVIDIA 7|5+ &&et=5 dA A5 = Linux |25 742

Ao

30 2% 2AL AR VM ZE 27 ARt

3D 2ef g & A A Ao tF&3 e VM FE 2T AEHE e g oF g o}
s VGPUY 7§ 712 VMol A el A A S kg 3o VM-S -4 g o, B-A] 5 VMol 22 2 A A
o] Agxln Fr AAL g EA] ek
. vDGA9] 71 VMol A e 3 AA S 2k g gy o VMS 54 g of, e v A4 51 vMel A
= A7 A oﬂ A= VMol 4] 7] 2 NVIDIA 3| =2 F PC| tlulo]l 25 Al 7 s B-A) 5 VMel A
NVIDIA 3} =% PC| tl vfo] 25 ZF 714 oF g vF. NVIDIA 3] =25 PCI t]ulo] =& VM Zhell 35

3 4 gl o 2 VMol 4] = A& NVIDIA 3 2222 % PCI ] ufo] 25 A}-§-g o},

WL g R Y

r

»  VGPUel el A €15+ Linux ) £ 74

m  vDGA-E RHEL 6.x 74

GPU°| 3l A Y&+ Linux B3 T4

A1 9 = = Linux B 27} ESXi &= 4 NVIDIA vGPU(#-+ GPU st =4l ¢o] 7143} 7 58 &gl =5
A sk
ESXi =

2~ E GPU =2ho] ¥ (Lvib)et < A &F+= NVIDIA Linux VM t] =52 o] =efo]u] & AF-g&f oF g
ct, = e}ol

w] s 7)Aol ol &S NVIDIA 4 Abo] B8 2844 4] &

3 vGPUE #1938l NVIDIA 21 7F= 2 Linux ¥l &3kl o g W] €2 https://docs.nvidia.com/
grid/9.0/product-support-matrix/index.html& 3+ & 8441 A] ..

A #F317] A ofl Horizon Agent”} Linux 74 Al =Bl ol A =] =] o] QLA ¢k-2-#] 2t
VGPUE At-&3l 55 A ~8l& 48l 7] A<l Horizon Agents 4 %] €} xorg.conf
o) W45 slo] 22 NVIDIA vGPU7F #4-5-3kA] @51 k. NVIDIA vGPU T4 o] $t&
Agent= A A 3 oF g e},

ol gtk NVIDIA

5 %ol Horizon
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ESXi T~ E| A NVIDIA GRID vGPU 183 7}=& VIB A %]
NVIDIA GRID 2| & 7} =& VIBE ESXi 6.0 U1 ¢] A T4~ E o ot} = =3} a A A &l oF 3h o},

NVIDIA A = o] A R}l A ESXi &2~ E o] A A] 3= vGPU Manager”t ¥ 3% vGPU 4 Z E 9] o] 5] 7] #|
o) 615 8 A A Linux 7H4 412 8ol 433 Linux £l 2% ll o] = efel ol 2 A5 g o

A @ Aber
m 7“F<] g7l vSphere 6.0 U1 ¢4 H el ~7F A A= of §l=7] gl ahA4] A <.
m 25 VvGPU e ¥ 7= 7} ESXi &4 Eof A A 5ol 9l=A] gal g o

3 vGPUE A3l NVIDIA 2] 7}= 92 Linux v Z3kof| of & W82 https://docs.nvidia.com/
grid/9.0/product-support-matrix/index.html-& A Z 3141 A] <.

A=}
1  NVIDIA =z}o] 8] o} =2 = Alo] Eof 4] NVIDIA GRID vGPU 2} ¥ 7} =& VIBE o2 =g o},

=g ok wlarell A A A g VIB # A= Al e gk

4 A

AE 7+ GRID

AE A= NVIDIA GRID vGPUS Al gy o},

AF ESXi £ B AA 5o ¢l v A (el: GRID K2)& A & g o},
£+ AlA VMware vSphere ESXi # 51 Al & g o},

2 VGPU £z Edo] A4 .zip 2L 5 A G
3 vGPU Manager 1] & ESXi £ AEof ¢ 2 =gt}

i

3 o] F A Aol A Linux 74 Al 2" el Linux Bl 2= o] =eho]w] & A A g o,

4 ESXiT=Eol gle Ze 7HA Al=HlE o

of¥
er
o
ol
)
i
>
e
o
=f
L
vl

5 SSHE AF&3le] ESXi & ~Eof ol 4 g o,
6 xorg A®lA=E FA G
# Jetc/init.d/xorg stop
7 NVIDIAVIBE A A g e},
o
# esxcli system maintenanceMode set —-enable true

# esxcli software vib install -v /path-to-vib/NVIDIA-VIB-name.vib
# esxcli system maintenanceMode set —-enable false
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8 ESXi =& AF-He A gl o] =g e

o AAHNESXi ZAE A5 TAEF AFE e
o AH WAL ESXi ZAEY AL, b WA E Tt TAEE U E@d Y, (A E T~
A4 % o] WA E LT 5 glgieh)
Update vmkdevmgr:
# kill -HUP $(cat /var/run/vmware/vmkdevmgr.pid)
Wait for the update to complete:
# localcli ——plugin-dir /usr/lib/vmware/esxcli/int deviceInternal bind
This is a new requirement with the NVIDIA 352.%* host driver:
# /etc/init.d/nvidia-vgpu start
Restart xorg, which is used for GPU assignment:
# /etc/init.d/xorg start
9 T eha] AR Foll xorg Aulsrt Ad FelA EHel g e,

Linux 7} A <o 4] vGPUR S & 3 PCI t]ufo] 2~ -4
NVIDIA vGPU% #H&-2l 2] = Linux 714+ Al = lel i g g PCI o vle] =& F-A af of g el

AR LT A

m Linux 7HA Al 2BlE vl s as o B ARG E Tl vt s o] QA el b AR g g TR Al
Bl A4 2 Linux A A 2 A a2 o 5 918 Linux Al =8 F0] 9] W85 x4 A L.

m  Linux 74 A1 2Bl ol Horizon Agent7} A #] =] of 9 #] 9k-&-x] 2kel gk o},

m  NVIDIAVIB7} ESXi &~ Eof AA| = of gl=7#] &<l b ESXi &~ =< 4] NVIDIA GRID vGPU -

49 =& VIB AA Y HEE FEHAA L,

s GPU=ZZE3}Y fiﬂ Oﬂ A Al =] o] 9l 2w NVIDIA vGPUel A AH-8-3 4= 9l+= 714 GPU -+ 3 & =7
veh 74 GPU F 8ol 4 & ESXi ZAEo] 4R H F2)4 GPUl skt 7] 54 A 33 .

3 vGPUE A3+ NVIDIA 203 7h= 2 Linux v Z3kef] o & v €2 https://docs.nvidia.com/

grid/9.0/product-support-matrix/index.html& A &2 3} 4] A] 2.,

A%

vSphere Web Clientoll 4 714} Al 2~ 8l Al &5l VM St=gjlo] glol A A HAR & F2 3o}

A elupo] & w ol 4] FF PCI Hlube] &5 Al =) g o

A W DN

F7FE FH e =5 vh #lrell 4 NVIDIA GRID vGPU & 4l & 3y

o}
5 GPUZ=23}d 449 =Fof-g vlfrol 4 7k GPU & & Al & gh o},
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6 REwEe doks Zeehy gele T2 gk

GPUe°ll 4 NVIDIA GRID vGPUE A1 & 4 9 =& stelwl & 714k Al 28] o e] & o oFs)] oF gy
o},

7 A" Ade A

NVIDIA GRID vGPU Z o] =gtoly A=A

NVIDIA GRID vGPU t] =8| o] =2}eo]

w5 A A sle s 7] L NVIDIA =eho]w] & Ab&6hA] be 2 A A
slal, NVIDIA t~Fello] =gfo]w] & th-2 =

7]
&3, 7Hak Al <’ 4] PCI el ol 2% 41 ol of 3] e,
AR 8 A

s NVIDIA t}8- 2= Afo] Eo| 4] yGPU £ E ¢ o
Linux o == el o] Zepelwf (7] A 74 2.4)7} =
GRID VGPU 23 7} =& VIB A A ¢] WE-& A x4 4 L.

2, 714 % 25 Al o,
gl ESXi &= E < 4] NVIDIA

F4 PCI el uhe] 227} 7ha A 2 Blof) F7be QA sl &Ik, Linux 7h4 4] = Elof 4] vGPU &2 2
i PCI el vhe] = P4 9 U] 42 RS A S

13}
1 NVIDIA Linux o =2 o] =zho]u] & 714} 4] 28] o 2 Hapgha] o,

2 A Azl HE 4 e d e A Ctri+AltF2E Sl H ko] BlaE 22 Agtela
o2 223 £ init 3 ¥ H < A skl X WindowsE v 24 2 v o,

I
e
o
fy

3 NVIDIA =z2helsof F et FrF 74 845 AA g
sudo yum install gcc—c++

sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)

4 NVIDIA GRID vGPU Eztolw] s 7] Al of] A& 7}53F Zef 1

i
1
N
=
)
g

chmod +x NVIDIA-Linux-x86_64-#/ %-grid.run
5 NVIDIA GRID vGPU A #| -2 #x}& A] =F gk o},
sudo ./NVIDIA-Linux—x86_64— 4/ F/—grid.run

6 NVIDIA =2 E o] gl Al Al ofol] Fo ol of] & Agdle] X 74 A4S Ahg o2 gfuo] E3hy]
ct,

vhgol 493 2

Linux 714 Al =8l o] Horizon Agents 4 Al @1 et Linux 7F4F Al 2~ 8l el Horizon Agent 4! A ¢ W] &5 A%

a4 Al &

TAE Linux 74 Al =BlE 23abe gy 5 A T ek Linuxd 6 =25 & Ao e+

HEAYA L
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NVIDIA T 5@l o] Eefolnfe] ] of i 8¢l

Horizon | 2= =35 A Aol NVIDIA =2Feln] &35 4] 8ke] Linux 7F4 Al ="l ell NVIDIA Bl =52l o] =

ghol vz A A 5 o] Ql=A] 2l e o gl

T

AFA @ A
s NVIDIA t] =& o] =efo]lw] & AR gl=x] 29l g},

m  Linux 7} Al 2= Bl el Horizon Agent”t A A| =] o] ¢l+=#] &<l gt o}, Linux 7}4 4] 2~ 8l el Horizon
Agent A A o] g5 AFETFA AL

A5 &oll Linux 7H3 Al =gl o] i 5o} Sl=A] Sl g ek Linuxg & vl = A4l 9]

1,{]0.

s U

&

o
o

5
Atz
EEhdy
1 Linux 7} Al 2285 ebA] A] A g e
Horizon Agent A #t =232 5] E = X A v] 2 tjaFd o] &
vSphere ol 4] 74k A 2~Hl taFe o] 5 o oA & gl oh
2 Horizon Clientell 4] Linux ol &2 5ol 1 72 gk of,
3 Linux 2225 Al Aol 4] NVIDIA v =58 o] =ebo]w 7} AR = o] gl=A] 2l gt
B md

NVIDIA Ez2tolu] Z & o] A H ), o:

o

}< 95 glxinfo | grep NVIDIA &5 A8 3ok

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation

client glx vendor string: NVIDIA Corporation

OpenGL vendor string: NVIDIA Corporation

OpenGL version string: 4.5.0 NVIDIA 346.47

OpenGL shading language version string: 4.50 NVIDIA

A3t

AHEAbE A Hl 22255 NVIDIA 221 7] 5ol A= 4 ol o

NVIDIA t =z o] =efolujo] AR5 &elgh Fof AA Abglo] TupeAA AYE = o5 A e 5P
y et

m  Linux 7132 & ¢ 9 ¢] =<} Horizon Agent”} Horizon <17 4 v ¢} F-Al8hA] 23 % gl 57 o}, ¢]
A E &l A skE w NVIDIA = eho] v & ohA] A A ap4] A] &

= Linux VMell 4] NVIDIA GRID ztol Al 4 & A4 gl e, #hAll gF o] €2 NVIDIA A7 A 5 FHE k414l &
ghol Al = A4 kAl 5o Linux vl =255 0] Evbadl 25k g ek dl & 5o, Ak %E ol

A% SR b e,
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vDGA-$ RHEL 6.x 74

Horizon Linux$ o]l 22 & 70] ESXi £~ E o4 vDGA 7| 55 &¢8 4 9l == RHEL 6.x Al ~2E & A
ANE AR 5 J5oh

s A o Horizon Agent~} Linux 7F4 Al 2= Bl ol AR =] of QLA ¢k-2&#] 2kl g of. vDGAE #F
&ot= 5 Al =H& 74 8H7] A el Horizon Agent= 4 A1 3t xorg.conf s} el 4] 2 4.3k 74 v 7] w4
= "loj22n] vDGA7}F A5 kA ¢ksru oF vDGA -4 o] sk & 5 $-ofl Horizon AgentE 4 ] &l oF §H] o},
S ~Eo| A NVIDIA GRID% DirectPath 1I/O A&

VDGA = AF&3l = 5 Linux 7FF Al = Bl& -4 51 7] Ao ESXi &2~ E ©] DirectPath 1/0 | 2~ 5F& £ 4l
NVIDIA GRID GPU PCI v rlo] =& A& 4 %15*:" &l oF g o,

AR 8 AL

n 7Hs] 37l vSphere 6.0 o] 4F H Bl <7 AR = o] 9l=A] 2l shA4] Al £

m  ESXi T2~ E°| NVIDIA GRID K1 5=+ K2 8| 7t=7F A A 5l o] 9l =4 gelal4 Al <.

ks

1 vSphere Web Clientell A ESXi &~ E &
2 R Yt AAGS TH T
3 st=dle] AAdo| A PCIEulo] & E Z = v e,

4 NVIDIA GRID GPU¢®l 3l DirectPath I/O o] =~ F 5 24 shstel v HF S F2 6444 £

ofol 2 2

= ofo] & PCI el uhol 27} 4 Aol el o ALg el =% A% 4 Glg ek

F34) ofo] 2 dubel s Abel b WA H g ew, Hute] A% Agelelnl A BAEE A YE 6 ob
g

5 NVIDIA GRID GPUE Al & &} &el-& &3 gk}

1
N
N
o,
T
o

PCI tfulo] 27} VMol 4] AH-8- 4= 9l += DirectPath I/O PCI t] B} o] 2 E] o] H-of

o
ol
ol
fi2a)
>
fo

6 PCl tvte]=% Linux 7Hd Al =Hloll A Ahg8 ¢ gl e s ofeld 255 Al

RHEL 6.x 7} A~ Hlol] vDGA 3j A3 t]ulo] 2 F=7}

VDGAE 43}
ol ol A

& % glue

E% RHEL 6x 714 A 28% T4 ehel a2 714 2| 2slell PCI ol ule] 25 % 7he) o
% ek A A aTel A9 A4S el ESXi EaEe] Feld tubo] A% s ant
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AR LT AV

 Linux 714 A2HS dlaa ke A4 Fulo) Hof QA salgheh AR e )
VA A

I
Bl A4 o Linux A A B A dl =25 vl 2 E 913 Linux A28 £ul e S x4 L
m  Linux 714 Al =8l ol Horizon Agent”} A & =] of 9l A] ¢k 2ol gk o},

= NVIDIA GRID GPU PCI t]u}o] 25 &~ E 9] DirectPath /0 ) 2=~ F-of] A}-&8F 5+ 9l=x] 2kel gk
t}, & 2~ E o 4] NVIDIA GRID-¢ DirectPath 1/0 -89 W €& AZ 8144 2,

Azt
1 RHEL 6.x Al~E < Al Aol sudo A as 7MA =5 7415 27 ALE&AE 2 2613 o}
2 vSphere Web Clientell 4 7}4F Al <815 A @l sl VM st=E9gle] wloll 4 A& HAR S F9 3o,
3 A Yule]X = ol 4 PCI elufo] &5 Al 8] g o},
4 F713 ZYen =Fohy ol el
5 REW®R: S F2eta gels F gy

GPU°ll A vDGAE A1 4T 4 9= 5 slelwd =& 74k Al 2l vl me] & o oke) of et
6 I Al=~El AS A3 vSphere ZE & o] Al a®lo] ol A g

7 NVIDIA GRID tju}e] a7} 7pak Al ~Bl 0 & ) ~n 5] =4 29l g o,

1spci | grep NVIDIA
XX:00.0 VGA .3t ZA = E2] 7} 34 et ol

NVIDIA Corporation GK104GL [GRID K2]

vDGAS NVIDIA t] ~Z o] =afo]n] A3

VvDGA$ NVIDIA Bl ~F8 o] =efo] w5 A A stz 7] NVIDIA =Zefo] ¥ & ALE-8lA] b= 5 A Ak,
NVIDIA Bl =& o] =zfo]w] & ch-2 =3la, 7pAk A| AHl o] 4] PCl H] vlo] 25 F-4] &l oF §h o},

AR LT AV

s PCl tlule] 27} RHEL 6.x 7HAF Al = 8loll 715 ol =4 #el sk4] A & RHEL 6.x 7}AF A 2~ Bl o]l vDGA

B Elupe] 2 Fbe N EE BEFAA L,
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il
[

Az}
1 7]+ NVIDIA Nouveau =zho| ] & v] &4 stel o E2le] = Eof F7hgh o,
a grub.conf 7t -5 A
RHEL 6.x2] 7% ©] 142 /boot/grub/grub.confs] v o},
RHEL ¥4 R
6.x sudo vi /boot/grub/grub.conf
b 714 %4 ¥l rdblacklist=nouveau &% F7}g 1]t}
¢ blacklist.conf ¥} & 3 7] gk o},
sudo vi /etc/modprobe.d/blacklist.conf
d blacklist.conf o} <] o} Y Aol v} vh5 E& F7H ok
blacklist nouveau
2 AP AERE A A A e
Heegelole] Ful 2 o] vkl gl o
3 (A9 A+E) Nouveau =zfol ¥ 7} w] 2A] 3h=| 9l =] 2l 814 4] 2.
/sbin/1lsmod | grep nouveau
grep AN S F = Aot ubghE Al ¢k ol Nouveau = eho] v 7} v] 243 3h5l 721 9] v o},
4 NVIDIA =z2}o]v] thF- 2 = AFo] Eof 4 NVIDIA E2fo] ¥ & oh- & = 3 o}
NVIDIA =5 th vl irell 4] A8 gk =ehefn] vl A5 A B gk o,
4 a4
AEF =3 GRID
AF AE= GRID A 8| =
A F ESXi Z2Ec AA = o] gli= v A (<] GRID K2)& Al & g o},
=4 AA Linux 649 & == Linux 329 &
5 714 AlaElol] olAdstew] 1A Ele]d S A ALY Ctrl+Alt+F25 ¢ Hsle] Bl 2 ZE 2 Adlsla F
E qgte® 2ol & init 3 # S A sted X WindowsE #] &4 33 of
6 NVIDIA =gte]sjo] H et Fr7 74 945 AR ot
sudo yum install gcc-c++
sudo yum install kernel-devel-$(uname -r)
sudo yum install kernel-headers-$(uname -r)
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7 VDGA-=% NVIDIA =ztolv] 7] Aol AL 73 <

U
RO)
H
i
r
sk
z
i
A

chmod +x NVIDIA-Linux-x86_64-#/.run
8 NVIDIA A A 32l A5 A g,
sudo ./NVIDIA-Linux-x86_64—#/7.run
9 NVIDIA == Egof eho] Al Al ofell F2]aba o] 5 Al gl ste] X 724 A4S sl o] =3 ot

chol A E 2

Linux 714+ Al 28l o] Horizon Agent& 4 A g4 v, Linux 7F4F Al 2~ El o] Horizon Agent 4 A ¢ W] -8 4%
aFA Al &

TAH Linux 7HAF Al 28l & et = dlaas 5 AU Linuxs 55 dlaas 5 A uE&

aFA Al <.

Mo

in]—

NVIDIA T =& #|o] Eefolnfe] ] of i 29l

ehol w7k Al A 5] o] gleA] el e & gl ek,
AR 2.5 AL
= NVIDIA 5 =&l o] Eebo]u] & AR e 2l gt

m  Linux 7H4 Al 2= Bl ol Horizon Agent”t A A =] o] ¢l=#] &<l gk o}, Linux 7}4 4] 2~ 8l el Horizon
Agent A A o] g5 AETFA AL

s Hla3 55 Eo Linux 7HAF Ala'l o] vl 25 o] 9l =A] el oh Linuxe & dl=a 5 = A o
45 FAxsA Al 2.

1 Linux 7F4 Al =8l ohA] A 2R o,
Horizon Agent A #F 2~ 32 8] E = X A v] 2 o] ~F8 o] B3
vSphere Z50ll A 714k Al <8l HaZ e o] & o] o] 4k & 4 gl o
2 Horizon Clientell 4] Linux ol 2 35¢l 1 72 gk of,
3 Linux vl =5 Al A el 4 NVIDIA v &8 o] =efelw] 7} AR =] 9l=#] 2Hql g e},

Eju]d A& 93 glxinfo | grep NVIDIA -5 A3 g},
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NVIDIA =zfoln] &3 o] A5 ot o

[root]# glxinfo | grep NVIDIA

server glx vendor string: NVIDIA Corporation
client glx vendor string: NVIDIA Corporation
OpenGL vendor string: NVIDIA Corporation
OpenGL version string: 4.5.0 NVIDIA 346.47
OpenGL shading language version string: 4.50 NVIDIA
23
AL ARE A dl 22255 2] NVIDIA 22 g 7] 5ol A~ 4 9l ot
NVIDIA tl =8l o] =efolw] o] AA & 2l gt Fofl A AAgdo] gulaA AP e o A4S 53
e,
»  Linux 71 2% ¢l 72l o] =3s}l= Horizon Agent”} Horizon <17 4w o} 5-Al 8l x] 8 == gl o, o]
A5 ol 7 ke NVIDIA =2ko] v & ohA] A A 814 A <
= Linux VMell 4] NVIDIA GRID z}e] Al A& A A 3k ef, AFAl gk 8- NVIDIA 4 41 & AFE 314 Al 2.
et 1A 44 ehA od Linux ol =2 E o] Lub2A A5 e ok ol & Sol, A% 2ol
2ok Al el
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Horizon Agent A %]

Horizon Connection Server7} tl A~ 353 EAlslal ol 22 4%
Horizon Agents A4 | &lf oF g e}

2o g 45 TRt

9l == Linux t] 222 & o 4]

o
¢ 2|
O
et
-
¥

3

m  Linux 7} Al 28]l Horizon Agent 4 A
®  Linux Agent-$ ¢l 54 T4
m  Linux 7} Al 2~ Hl el 4] Horizon Agent & 22| o] =

m  Horizon 7 for Linux #] 2~ &l A 7]

Linux 7} A] 2~Elo] Horizon Agent % %]

Al~El S A dlaago & vl ke sl 5l A Linux 7H4 Al 228l ol Horizon Agents 4 A 3l oF gy e},
Horizon 7.0.1 # 2] %] Horizon Agent for Linux+= vCenteroll | 32| 3} 7}AF A| 28l & AL&-gh o} 3
gl 5= spAk A Bl ofe s 7o ghaly] 7] %S A 2] o),

s vCenter< Linux B35 vl ¥of tfg A4 g Apbgkql v o},

m  Linuxell Horizon Agents A #| sl += dloll = 5 5o & 8 3}A] ek},
B2 Linux dlAaZF ol 25 sk 75 71 7ha Al ="l el A Horizon AgentE A A & - g5
ct,

NVIDIA GRID vGPU = vDGAE #H-&3t2] = 7 F-<ll i= Horizon Agent=- 4 A &} 7] A el Linux 7H4+
Al ~Hlell 4] o2 g 3D 7155 4 @l oF @l ot Horizon Agents ®1# 41 A1 ghwl xorg. conf sh<l ol 4] 2
T HFE "ol 3D el g 7] 5o] AHE sl Al sy e
vGPUoll t3ll #] €] =] += Linux ¥l & 74 =+ vDGA$ RHEL 6.x 74 355 Axsl4A2.3D 2z +
A o] k5 5 %ol Horizon Agents A A g o}
2D el g FA ] 7, A vl v 2 9] 8k Linux Al =8 ool A sbA & S8 gF $ofl Horizon
le)

Agent= A A 4 Sl o
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AR 27 A
s Linux AZE 9 AR E ol a2l 4 AT Fuloh s gleA BeAAA L, G4 22 ) 5
914 Linux 4| 25 Fo] 9 d g8 BE A AL

m  Linux-& Horizon Agent A #| 2] A} ~ a5 E & <A 3k o}, install_viewagent.sh = & &= 5412 W&

+RzRYA L

13}

1 VMware - & = Abo| E (https://my.vmware.com/web/vmware/downloads)ll 4] Linux-&- Horizon
Agent A A ] A} ol & oh- 2 =g o

I

[Bl =z 2 2% AgA 7578 Al Aol 4] VMware Horizonell e &l [Fh+ 2= 74 84 27
3] o}, [Horizon 7 for Linux]ell 41 64¥] E Linux 4] 2~ &l -& VMware Horizon 7 o gt -2 = 5
= A g

—_—

o] A]

A A ] AF 9kl o] 52 64v] E Linux<] 7 ¥ VMware-horizonagent-1inux-x86_64-y.y. -
xxxxxxx.tar.gzd Yk o714 yyys WA HE o] 3 xxxxxxxt HE HE ] o},

2 Al 9 A A A Linux ¥ 2% tarball2] 955 F 4},
o :

tar -xzvf "VMware-horizonagent-linux-x86_64-y.y.y-xxxxxxx.tar.gz"

3 tarball % o] &g},

4 35 AE¢AE install_viewagent.sh =28 E5 A g g},
HHE 549 5L install_viewagent.sh % &% %48 Ax34 4 2.
o

sudo ./install_viewagent.sh

5 -AgAde AAsA 2 install_viewagent.sh® A 33 7 = Yes & ¢ 8 lo] EULAE <23

ot

A A el A= ARE A7 EULAC &<l 3l ofat Al A g 5

L

6 W7 U4 =gatednl Linuxs A58 g o,

23}
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install_viewagent.sh & &= 34
install_viewagent.sh =38 E+& Linux Al =~ E &< # Al o] Horizon Agents 4 #| g1 o},
&g,

gnome vl =25 g7 o ww] Aol A o5 @A 9] install_viewagent.sh =25 E & A}

install_viewagent.sh command_option argument [command_option argument]

install_viewagent.sh =25 Eoll= I 4 9 54 w7l w47 £k= o] 9l o},

¥ 5-1. install_viewagent.sh <54 o] %2k L =<1 w7 M=

<A =i W2

FAR) A4

-A yes |no EULA(Z % AF8-#F gl Al Al ok) 4 FIPS(Federal Information Processing Standards) A <1 & <=2} 71} 7
et AR E ASete 9l yesE A A &l oF 3 e

3 5-2. install_viewagent.sh &4 w7l ¥

<A =i W A

-a yes|no cre g8 2@ Ad s AA At %3] o 7] S5 yesY T

-f yes|no FIPS(Federal Information Processing Standards) 140-2-§- < = v} J ot mEe] A 8lE AA A 3]
ek 71232 nosd W ek A4l g W §--2 Horizon Linux 11 ~A359] 759 FIPS 140-2 == Avl & sx¢}
A A

- JMS SSL 7] A4 bz siu ek, 7| A o 2 AR e] A o) A s A ek

-m yes|no smtE e gl e a A A s AA AV 3] g ek 7] L5 nodd Y B

-r yes|no AR Foll A~ g Abg o & b Al ek 7] gk noy  E

-s AA A E el5 A FA4 DN vk 7] 4 o 7 A A 3] Ak Blasts A& o

-C yes|no FHEC g AL AAFAY 3 F o 71 L8 yesH W

-F yes|no CDR A& AA gAY -3 g ek, 7] £33 -2 yess) ] o,

-M yes|no Linux Agents 2| =] = ol o] A B} Fhe] 5] A] b= ol o] A E 2 o] el o] =g vk, 7] 232 yes ) v Bl

-S yes|no SSO(Single Sign-On) A & A A sl A b 2] gl e, 7] 302 yes 9] vl ot

-T yes|no True SSO(Single Sign-On) A1 & A A &} 7 v} 2] g e}, 7] 42 nodd vl vf.

-U yes|no USB A & A At A v 93] bl o}, 7] 502 nodd Y e
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Horizon 7 for Linux Hl 2=

ER R

¥ 5-3.install_viewagent.sh w7 ¥H<=2] o
el o] Al
Az A A
sudo ./install_viewagent.sh -A yes
ANz AAE eted A dlaas 25 A= Aok e

wels A g b

REC R

Linux Agent$-

Linux Agents 4

ct.

m B 274 Blast 2el Alo] E

HTML Access& AF-&3F¢] Linux dl =2 5ol ¢l
m 2274 Blast 2eF Aol E <
ol 5 A5 A A g o,

1 2}5 A of

e

sudo ./install_viewagent.sh -A yes-M no

SRS EEECBEC RS PER S SRR B R e R o e R S
e,
F3 bt A0 45e FAde BelHA bk b A=0E G vhaiA L

sudo ./install_viewagent.sh -A yes

o] $3¢ Qadlol el At ol 2 £E A Aok Gtk AE ol ALE EL AA s of Gk,
=z
A=A 74
A&k wf] | A A ] Abol A = VMwareBlastServer$- ¢ 2 AFA| A H ol H 4] 5 A Al g

o] & AF-&-31A| MwareBlastServerel 4]

A 4] g
B

Fol

7
Aol o] 2l%A =

L
.
o

o] % Al a1 5% 4248 7 9ol = Blast 3} 7 o] =5l ¢] 2l 5 Ao A

Taeb7] Sl el AA| A E 1541 E CA(RLS 7] 3ol A Al w =]

Z #1% VMwareBlastServerel 4 #] &k o}

<l 714

o] & ruikey® W7 sl ol 5412 o] &% rui.crt® #H 7 g ok

b sudo chmod 550 /etc/vmware/ssl-s A 33t o},

c ruicrtel ruikeys /etc/vmware/sslell H-AFg o

d chmod 440 /etc/vmware/ssl2 A 3 g}
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Y
O
.
Rl
t
X
v

2 Linux OS CA(Ql % 713 A 4o FE

>1E

%7k CA(Jl 5 71 3h) &

©,
ol
ol
>
>
fo

Z3 Linux i A e Aol A Linux Al =8l A4 o] |7 Abehs g

Linux 7} A 2~8lo] A Horizon Agent & 1o =

e},

el = A b 7PAF Al B o o] A E AR Al Ab= BEA el A AR o) F 83l AR A AElE H 2 A
o T5gu e dlEAF F A b A Kl =wl £] F o)A 9] FNe & F AbEete] S5 E shd Al
B Al g o

el s s Al zmwl A A e Abs wEA e} FAlEHA i b dlETE F A b A E [l £
2] 7l ] A 2] vCenter 7 Al &85 AH-&-5lo] vCenters &3l 7hAk Al =vlS A8 3 o}, ste] 5= b

PP DR
s AN AZEE ALAE S YEE S

Z31 Horizon Agent for Linux 7.0.0 ©] s} ¥ A& 2] =] A] &= 7FAF A| 28 o 2 28] <51 o}, Horizon
Agent for Linux 7.0.1- 32| 5= 7}4F A 28] Al o & #hs 3 o,

n B E A e A Al 2B 2 E A D83 Ao R ¢ aefle]l =g} o]2f3 FE o gl
2l o] = o] 4] = Horizon Connection Serverell Al 74 & =4 < L 8 7} gl ot

n AP EA G A Al B w oA el E = Rk Al aE] w 2] o] wA o R o o] =g}
ol 2] gk 3 2] ¢] 2l ¢] =]l 4] &= Horizon Connection Serverel| ©l] == < A= A oF e

R BN BT E2 PR P L R e R D P R E e
S kAl g zelo] = el el A Al W EE B A

AL A E A gk e,

o el o] 2ol Hhal chg vl M4 E ST 4 9l

¥ 5-4. Horizon AgentE ¢ 1#o]=3&}7] §13F &4 w7 W=

w7 W4 A

-Ayes EULA 2 FIPS A &< AA & A<3leil yess A A dloF et o] il w5 AA A growd A4 Fof 3t
< Ev A A 7 A e

-a yes|no ove 98 A Ads AABA 53] g ok

-f yes|no FIPS(Federal Information Processing Standards) 140-2-¢- < = ot ¢t % 8} w59 x| A A 8 A} $-3] 9]
ok, 71352 nosl Y vk, A4l & W -2 Horizon Linux vl 2~ 245 2] 7] 52| FIPS 140-2 2.5 A& A E 3441 2

-m yes|no 2nlE Fhe g #H A A D AA AV -2 g ok 7132 nosd vt
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¥ 5-4. Horizon Agent= ¢ 1do] =3}7] 3k 34 w7 W= (A4)

w7H A

-r yes|no AR el 9 A A E A G ek 715> nosd Y EE

-C yes|no TR gAAd A AA A 2] 3o 7] 252 yess W H

-F yes|no CDR A8l A A s AV -3 vl o}, 7] £ 3k yes sl W e},

-M yes|no Linux Agents 2] = =32l 5| A g ool A== ¢ 2eo] =3k o} 7] 2 3h2 yesql L of
-S yes|no SSO(Single Sign-On) A1 & A A sl A b 2] g e, 7] 2302 yes ) vl o,

-U yes|no USB Al & A A st A Y -+2] vl ot 7] 2352 nodd Wl e

Linux 7}d A 2~ Hl o] 4] Horizon Agent & 1d o] =

Linux Al 2= Bl o] 4] 2] Al ¥ A ©] Horizon Agents 4 #| g} Horizon Agents & &l o] =& 4 955

AR 8T A

m  VMwareBlastServer ZE A5 Agsla QA ¢hex] 2ol gk},

Y

ot

1 VMware - % = ALo] E https://my.vmware.com/web/vmware/downloads <l 4] Horizon Agent for

Linuxell eH3k 2 A1 A A 3he] 2} gpel & o2 =g o,

b

[tlazsm 2 335 A& 7 5F 'l]ell A Horizon Agent for Linuxell of &t 4 =] k2] A&
VMware Horizon 7 41 8] slof o2 = gk o,

FUFU

A A e AL 9k o] -2 649 E Linux<] 7% VMware-viewagent-1inux-x86_64-y. y. y-
xxxxxxx.tar.gzd vk o714 yyye oA H S o] 2 oxxxxxxx= W E H & o

2 Alx=E £ A A A Linux ] Z ¢ tarball¢] F&S %1 o}

o:
tar -xzvf < "Horizon Agent tar ball" >

3 tarball ¢ = o] &3] o}
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4 Fe)sA e A A a8 ol oo mah e el e W E A e S 5 S AL e ol

install_viewagent.sh =73 =5 A3 g}

rUO

|t

4 A
22 H 2] = 7MY A 2" w E 24 sudo ./install_viewagent.sh —A yes -M no

o= 9l FelslA] ek Ah A ad E

FA A3 7w FHae Aeg A Al HA e sh Al awE AFEEA] )
A e

= 2] B M Al2H W E 2 sudo ./install_viewagent.sh -A yes -M yes

olE g o] & Fe|E & /M A& Wl E

Z29A %3 Horizon Consoleoll A 32| 5] x| ¢ki= 7hAF A| 8] wl) Eof] v gk 7] & vl ~2 5
E5 AAsk L e e = bk Al sw] v Eof] wi gk vl E5 A4 g ok A4
g -2 Linux& 5 dl=25 & AAE AE4A 2.

2 == 7P Al2E el E Gadlel= sudo ./install_viewagent.sh -A yes -M yes

3 ool Foll 7E vy 5 AAED 5 U5

Horizon 7 for Linux A] =&l A| A

744k Al 2~ 'l o 4] Horizon 7 for LinuxE Al 7 3}#] =1 Horizon Agents | A sl aL 741 s} S A A & oF ghy]
o},

A @7 AR

VMwareBlastServer = = Al =5 Al QA A gl o] Z2AAE FA e AFEA}
Alzdlel A 229 Zsla &4 AFe g

Az

1 7P Al 2Elol A B e A& <4 31 Horizon Agent Al A <35 &5 A 3 o},
sudo /usr/lib/vmware/viewagent/bin/uninstall_viewagent.sh

o] ~ =7 == Horizon Agent = = 4| =~

= A eta A A oA &2 Jusr/1lib/vmware/viewagentol
4] Horizon Agent 48] = 3 £ Z E ¢ o] & 4} x

15 e,

2 /etc/vmware t # E 2] ol A Horizon 7 for Linux T4 ¥4 & 4% AFA] g e
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Linux |23 &8 +4 24

T4 L& AHEste] theket A A AR A= AR AR S S s
B e gy gEs 23 ok

m Linux =259 74 spdel A 4 A4

m AutE A AL

®  Linux tl2 25 Blast 44 <

m Linux =250 ek Zefe]odE =efo] B gl e Al A 49 o

Linux H| =359 74 Ao 34 AH

/etc/vmware/config =+ /etc/vmware/viewagent—custom.conf 2ol 55 F 7} 35}o]

= TAE T s

|t

A

Horizon Agent=- A A ek= ek A A e A7t 7 7 2] 74 'l &2l 919 config.template %
viewagent-custom.conf.templates /etc/vmwareel Ay e}, 238} /etc/vmware/config

2l /etc/vmware/viewagent—custom.conf7} §l+ 7 -0l = A A ] A7} config.templates
configell 5-AF&FaL viewagent-custom.conf.templates viewagent—custom.confoll E-AFg o}, Bl
8 o] & 74 Aol adE L S5 FAS AAsEw AYs Al A ks A A A
74 g o},

d & 5], /etc/vmware/configoll A th& &2 <4 PNG & W5 s & A A g},
RemoteDisplay.buildToPNG=TRUE

TA = WA sk vl WA o] A8 =5 LinuxE A 5-E vl e
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/etc/vmware/config?] 14 3

A

-

VMwareBlastServer % 2 2 23l A& 74 214 /etc/vmware/configs A& &1 ot

A3 o Fol=
Oi 245 4 vt Horizon Agent= 4 4] &

AGTA o 35 A F o2 G

=5

6-1. /etc/vmware/config?] T4 A

Horizon Agent 74 ¥} 4 2] USBel| of gt

& A8kl USB7E &

v o}, =3k Horizon Agent+= @l 4 % 7ZHA] A &5 93 A
merge (m) 74 #F= #| A g} Horizon Client 2 ¥ % A

H

8 o

l 1_

A& A == (0) 474 AFE AHE-3Fod Horizon Client 2
=

7 o
£ E

75 Horizon Clientell & =3k o}, o] 2] g+ 7} A
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m  DEMEnable %45 Al-&3l 55 A A1 /etc/vmware/viewagent—custom.conf I} of] 4
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Endpoint IP address AP Fa7t AR H Woel gleA AR5 Sl gt W Ajat B w]l =00
2ol Ela e Wl P 255% o4 5y

e} ofg dleol] 213 2 A2 o 2] Endpoint IP address =45 AA ST 4= 2571 o}

Operating system is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54
OR Endpoint IP address is in range 11.22.33.66 - 11.22.33.77
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m  DEMEnable 415 AH&3l =5 A4 33 /etc/vmware/viewagent—custom.conf o} ol A
DEMNetworkPath 45 T4 3ty o}, Linux ol =225 2] 74 splof| 4] 541 A Al o] W §& FFZEs4] A

3 A Azke] A MEH Zoll A& sdule] ES AV A2 2~ntE AL A e & 2 F AL A A
o gkg W dlaaFol At = = okl 7] A el Dynamic Environment Managerell 4 7 ek A 2] & <)
ol 1 o4k & &

A S E Al ek AREA E A A A g A AL S F dFu ok AR A 3 A Aol JigE
Horizon 2~w}E 7] ‘H 2.l Foll A& AAdE v AAsE 52 oh, ARE-AL

A% g A
§AAE ALY+ Ao A 84 76l B Horizon el = A
W AL Al A e Bk Al 2AA 5 e

r‘d

Dynamic Environment Manager 2] &< Akg-oll v g $bA gk 4 w5 ®.2]= "VMware Dynamic
Environment Manager 2] 7}o] =" A4 & A Esl4] A &
ks

1 Dynamic Environment Manager 2]
< A ALY ARY B S gkl AEE B
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Operating System is Linux
AND Endpoint IP address is in range 11.22.33.44 - 11.22.33.54

5 X‘]Z‘}—% ';_1'2-1:5]'0% _{\_U}-E fj} 7?111—% Xﬁ 7%1_5}:1]_]/] 1-/}

23}

Dynamic Environment Managerel A = A& #F7F A vl =22 450l 7 8t A v ohA] <172 3 vl wl e} Horizon
svtE QAL A g ek,

Dynamic Environment Managerell 41 = 2=vtE A Al o] Fof wte} of 2] 2~wp e A A S odapall 4 = A 2] gt
Y = Horizon 2=whE A A2 Horizon 2~nFE A A Zhell odopull o2 A5 of, Aante A A o] 553
= 7 Folle mhA Rt e 2 A2l gt ~nbE QAo 94 9 7F 5 ol & Fo] Suest= AH&AH7H USB
Ao d s A 5 o= 5 Aok Suests Rt E A A o] 913 Ubuntu1604 2= o 59 vl =25 &
of el USB &l o] & A& ALgalA] 955 A7 sl Poolol 2h= ~mtE A A o] 9l 7%, Ubuntu1604 H]
& ]

A4 7o) AHgH =5 A e

5 Eell = A vz 5ol Suert <14 3k USB 2

1o

VMware Blast Extreme T2 ES A4
VMwareBlastServer % 321 52 19l A= 4 919! /etc/vmware/configs AF-&-3 v o

¥ 6-4. /etc/vmware/config®] Blast -4 34

P A%

4 o5 w7 W 3% LAN  LAN & WAN  WAN WAN 2R &
tjed 2 A A RemoteDisplay.maxB ~ 1000000(1 1000000(  1000000(1 5000(5Mb  2000(2M 1000(1Mbps)
andwidthKbps Gbps) 1Gbps) Gbps) ps) bps)
Z vl FPS RemoteDisplay.maxF 60 30 30 20 15 5
PS
e A RemoteDisplay.allow  TRUE TRUE TRUE TRUE TRUE FALSE
Audio
HaFeo] 54 RemoteDisplay.maxQ 90 90 90 70 60 50
(JPEG/PNG) ualityJPEG
taZd o] %A RemoteDisplay.midQ 35 35 35 35 35 35
(JPEG/PNG) ualityJPEG
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¥ 6-4. /etc/vmware/config?] Blast 7-4 34 4 (A<)

Fuy A<
T4 olF w7 W4 3£ LAN  LAN AL WAN  WAN WAN 2A&
o] ~Z8 o] EA RemoteDisplay.minQ 25 25 25 20 20 20
(JPEG/PNG) ualityJPEG
2z o] %A RemoteDisplay.gpma 28 36 36 36 36 42
(H.264) xH264
sl 4 RemoteDisplay.gpmin 10 10 10 10 10 10
(H.264) H264
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cdrserver.forcedByAdmin=true
cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets,
cdrserver.permissions=R

o] 7 o o] 4| ebooks % spreadsheets F ol ¥+ A3 (",") = o A T A4S S8 k=4 e

et
cdrserver.sharedFolders rAlofl g5 =& "R &l A Ao s &= 25 Zro &S v At
th5 ool 4] /home/jsmith Z ] 7] & o} 5-of vl R %ke] £ 2t = ebooks % spreadsheets v+ =&

¢ 7] A&

cdrserver.sharedFolders=d:\ebooks, ;c:\spreadsheets, ; /home/jsmith,R
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Horizon 7l 4] 74 Al =8l Al 7 sh A ] 2 2ol 4] 7RA Al 2865 AA &
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= Remove-UserOwnership
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A E ol 1A Al mE] o] 55 AR e
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vES = 474 I EH I AAS AT
7]+ DNS fragt F45 A A g ek
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Linux-& Horizon 7 Agent+ Ubuntu 18.04/16.04, RHEL 7.1 ©] 4}, RHEL 8.x %+ SLED/SLES 12.x7} 9+
Azelol Ak QlaE e 22 A A2E FE A,

3 vGPU & ¥ 7|52 Linux Bl A2ZFol A A H A8 E FE blAaaf FollA A s A o4

=

b5 A Aol A &= Linux 71HF 1l A~HE S E A3 F Fof gt A4 AAS FA 7] $13 A A S A F3
Yok o228 E FE daaF F Aol ol gk A4l & W82 "Horizon Consolecll 4] 7}4F Bl ~ 255 A A"
g Az A] Al &

AR R AR

m  vCenter Serverol| 4] 74k A =~ 8-S A A SEI Linux &9 A A S A A s s A & 57 614 A S ARA
gk ge ApAF A 2E A 9 Linux A A o] WSS FHEFIA A 2.

= PBISO %4 =+ Samba Winbind - 2}¢l 7}8] & AF-&-3le] AD 5§ wHAl & o] @l 3k 4] Al .

%
AFA & W -8--2 PBISO(PowerBroker Identity Services Open) ¢l % 74 X+ Samba 2= z}¢l = ql
<.

e A B REAYA L

F3 RHEL 8.x% A @ dh= Linux 7H4 Al2=glell A el~®lE S8 v~ 25 A4 s = Samba
Winbind £ 2kl 71415 AFE-dto] AD &35 s 64l 4] 2. PBISO <l 5% A48t RHEL 8.x 7H4
Alzdoll A el 2’ e FE daas g AdEA s

= VMware vSphere Web Clients #}-&-3le] A<l ¢] 7 %l Linux VM2 WAk A af= 5hA & o] @l s}
Al Al &, "vSphere 5t &~ 3] - VMware Host Client" ol 41 "VMware Host Clientell 4] 2~ Ak A

g AR S

vCenter Server”} Horizon 17 4w of] F7}=| 9l =#] &9l g1},

13}

1 Ubuntu 18.04/16.04, RHEL 7.1 ¢] %, RHEL 8.x ®=+= SLED/SLES 12.x7} A A &l Linux VM(7} 4]
W)= A g e

A B L2 pAE A] Bl A A 9 Linux A A o] v &

mlo

CER R RS

2 o S AE3ko] Ubuntu 18.04/16.04 A1 =&l ol OVT(Open VMware Tools) 5 %5 2 & A A 314
A9

# apt-get install open-vm-tools
AAEE 2 A ol aa - vl 2E 98 Linux Al =8 £l & A2 Al L.
3 Linux sl ¥ o3 25 F54 37 A & A A ek

ALA| g Ul 8- Horizon Agentell Hl gk F5-4) 9| 7] A] A A o] W& A x4 Al 2.
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4  Linux VMell 4] Linux-& Horizon Agents A A] g1 o},
# sudo ./install_viewagent.sh -A yes

ALA g W €--2 Linux 7F4F Al 2 Hl ol Horizon Agent A #] 2] W] & Az k41 4] 2.
5 Linux VM%< Active Directoryell 5 3Hg] o,
s PBISO ¢l £745 A&t ohg whA & 43 3 o

a https://www.beyondtrust.com/products/powerbroker-identity-services—open/ell
#] PBIS Open 8.5.6 ©] 45 th+2 =38 % Linux VMell A A g o},

# sudo ./pbis—open-8.5.6.2029.1inux.x86_64.deb.sh

b Linux<} Active Directory % 3+<] PBISO(PowerBroker Identity Services Open) ¢l % A 4 <] A
35 AF-8-3ko] Linux VM< Active Directoryoll 53§t v},

= Samba Winbind £ Z2}3] 7}<] & A&} #] = 0fflineJoinDomains /etc/vmware/viewagent—
custom.conf 24 2| samba® A A &}4] A &

3. RHEL 8.x VM< Active Directory ¢} 5 3F3l# %1 Samba Winbind & #+-&-al] oF v v, 3 #|
o ~HE FE FFUAal Fo Aol As g

RS 7_]—— i

ez epel meel 7Fel S AFESEA gx & A A sl Jetc/vmware/viewagent—custom. conf
Aol 4 0fflineJoinDomain 415 P22 AAdof gl 28 A o gl ~8lE T2

T vl = A o] Ay

6 DHCP ## 7} DNS 4w ol B2 =) 2~ Edhx] o= 7 - Linux Al 2=l of] ¥ g DNS 4 v & ] 4 g

H

E SFE VMo AAE uff A A vl ES 2 ol gl H 7 Frkg Yok Sl A’ E S E VMel A |
ES 2 o EHE F7tEw VM Bl E3lofl A4 DNS A1 e} & v ES] 2 ofgle e m& A
o}, PBISoll = &8} DNS A ¥ 7} & 8.8} 3 /etc/hostse] FQDN = s & &] &5 ] ok o}, 84 &
VMell Al M| E9f 2 o] g B] & F7}8 o] DNS 418 A A o] £A = A b= 5 ahefal Linux Al 2~ 8 of A
DNS A v & A A 3l oF g}, ol & E] Ubuntu 16.04 4] 8l 4 /etc/resolvconf/
resolv.conf.d/head ¥} el ot E5 F7Fsked DNS A1 ¥ & A A 3 o,

nameserver 10.10.10.10
search mydomain.org

] A}el) mp2~H Linux VDI )l ~El B FE ol o] A E 9] Jetc/fstab 7} oll NFS whi-E & F7}sl
A o W F oSS AR e

oS3 7o) Jetc/fstabel 'soft' =&l 25 F 71 & o

10.111.222.333:/share /home/nfsmount nfs
rsize=8192,wsize=8192, timeo=14,soft,intr, tcp
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H 27 PowerCLI &

€17 A ¥ 2 Windows ©l = 2 5ol 4] chekgh he) 2Hed & 4 o))

Linux H 2= 2350l A = AF-g-5] ] o},

] €+ Horizon PowerCLI cmdlet-

4o

T HaAE E A

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu -
Pool_id <pool id> [more parameters]

o5 Al 2 AE2 Linux Bl =255l Aal 249 o

m  DefaultProtocol Blast

m  AllowProtocolOverride $false

m  threedRender usevc|vgpu. VGPU Bl 2= =5 2] 7% —threedRender vgpus ~F-§3}3L 2D/DGA vt 2= =L
¢l 7% —threedRender usevcE AF& 3 ot

ol A

n VM(7H4 Al 28] LinuxVM-01-5 AF-8-3l ¢ LinuxDesktop©] 2} ¢] &< §-% Linux ol =245 £5 A4

o

Add-ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc —Pool_id
LinuxDesktop -Id (Get-DesktopVM —-Name LinuxVM-01).id -Persistence NonPersistent -Vc_name
myvc.myorg.org

m VM ¢| 5] LinuxVM-2. 2 A #Fsl= 25 VM AF-E-38le] LinuxDesktop el 2F= ¢] <] 4 & Linux
VGPU tll -~ 25 &5 A4 3ok
Get-DesktopVM | Where-Object {$_.Name.StartsWith("LinuxVM-")} | Add-ManualPool -DefaultProtocol

Blast -AllowProtocolOverride $false -Persistence Persistent —threedRender vgpu -Pool_id
LinuxDesktop

n 1 WA RHEL 6 x64 VM AF&-¢ko] % Linux bl =25 5= A4 ¢ o
Get-DesktopVM | Where-Object {$_.GuestID -eq "rhel6_64Guest"} | Select-Object -Index 0 | Add-

ManualPool -DefaultProtocol Blast -AllowProtocolOverride $false —Persistence NonPersistent -
threedRender usevc -Pool_id LinuxDesktop
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AR &2 2=3E g2as = AJA

Add-AutomaticPool -DefaultProtocol Blast -AllowProtocolOverride $false —threedRender usevc|vgpu °
—Pool_id <pool id> -Vc_id <vCenter id> °
—NamePrefix <VM Name Prefix>"
—templatePath <Virtual Machine Template Path> °
-VmFolderPath <Virtual Machine Folder Path> °
—-ResourcePoolPath <Resource Pool Path> °
—-dataStorePaths <Datastore Path> °
—customizationSpecName <Customization Specification Name> °
[more parameters]

b8 §4 3 ke Linux ol 22 5ol wal B4g
m DefaultProtocol Blast
m  AllowProtocolOverride $false

m  threedRender usevc|vgpu VGPU Hl 22252 7] % —threedRender vgpus AF-&3}3L 2D ol ~ 245 ¢] 73

—threedRender usevce A8 o},

o

Add-AutomaticPool -DefaultProtocol Blast —-AllowProtocolOverride $false —threedrender usevc’
—pool_id FullClone-Linux °

-Vc_id (Get-ViewVC -serverName myvc.myorg.org).vc_id
—NamePrefix "FullClone-{n:fixed=3}" °

—Persistence NonPersistent —deletePolicy DeleteOnUse °
-VmFolderPath "/LinuxVDI/vm/FullClone"

—ResourcePoolPath "/LinuxVDI/host/LinuxVDICluster/Resources"
—templatePath "/LinuxVDI/vm/LinuxTemplate" °

—dataStorePaths "/LinuxVDI/host/LinuxVDICluster/datastore"
—customizationSpecName "linux-spec”

—-maximumCount 100

danE EAS D8 30 EE AA
» =43l mydomain.org®| =<l AF-&AF 5l LinuxDesktopoll = gk Ab-& #H gh& H-of g ot

Add-PoolEntitlement —-Pool_id LinuxDesktop -Sid (Get-User —-Name "domain user" -Domain
"mydomain.org").sid

»  LinuxDesktopell 4] mydomain.org ==l ¢l o] = wl ]l AF&-AF 5ol o gk A& A ghs Al A g o

Remove-PoolEntitlement -Pool_id LinuxDesktop -Sid (Get-User -Name "domain user" -Domain
"mydomain.org").sid
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Update-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id -Sid (Get-User -

Name "myuser" | Where-Object {$_.cn -eq "myuser"}).sid
. AL olAaE Fol 2lE LinuxVM-01 VMol 4 myuser AF-& 15 A 7] g o},
Remove-UserOwnership —-Machine_id (Get-DesktopVM —Name "LinuxVM-01").machine_id
Hidds 4 222
m  myusere] vl E Al Aol A & zobg-3h et

Get-RemoteSession —Username "mydomain.org\myuser" | Send-SessionLogoff
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Defaults requiretty
Defaults !visiblepw

7 Linux "] 227} RHEL/CentOS 8.x, RHEL/CentOS 7.x =+ SLED/SLES 12.x7} ¢}l 7% VMware
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VMName , Parentvm, CustomSpec,Datastore,Host, FromSnapshot,DeletelfPresent

1inux-001,Ubuntul804x64,1linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-002,Ubuntul804x64,1linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-003,Ubuntul804x64,1linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-004,Ubuntul804x64,linuxagent,datastorel,10.117.44.172,snapshotl, TRUE
1inux-005,Ubuntul804x64,1inuxagent,datastorel,10.117.44.172,snapshotl, TRUE
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<#
Create Clones from a Master VM

The Tool supports creation of Full clone from Master VM.
#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt + ": "
Write-Host $prompt —NoNewlLine
[Console]: :ForegroundColor = "Blue"
if ($IsPassword)

{

$input = Read-Host -AsSecureString
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$input =

[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS

TR($input))
}
else

{
$input = Read-Host

[Console]: :ResetColor()
return $input

function IsVMExists Q)

{
Param($VMExists)
Write-Host "Checking if the VM $VMExists already Exists"
[bool]$Exists = $false

#Get all VMS and check if the VMs is already present in VC
$1listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists -eq $1lvm.Name )
{

$Exists = $true

}
return $Exists

}

function Disable_VM_Console()

{
Param($VMToDisableConsole)
$vmConfigSpec = New-Object VMware.Vim.VirtualMachineConfigSpec
$extra = New-Object VMware.Vim.optionvalue
$extra.Key="RemoteDisplay.maxConnections"
$extra.Value="0"
$vmConfigSpec.extraconfig += $extra
$vm = Get-VM $VMToDisableConsole | Get-View
$vm.ReconfigVM($vmConfigSpec)

function Delete_VM()

{
Param($VMToDelete)
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState —eq "PoweredOn" } | Stop-VM —confirm:$false
Get-VM $VMToDelete | Remove-VM —DeleteFromDisk —confirm:$false
}
# Main Script

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

VMware, Inc.

137



Horizon 7 for Linux ®| 2~ 2 & 4 4

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true
$cloneType = GetInput —prompt 'Clone Type ("full")' -IsPassword $false

$disableVMConsole = GetInput -prompt 'Disable vSphere VM Console ("yes" or "no", recommend "yes")' -

IsPassword $false

$csvFile = '.\CloneVMs.csv'

# Check that user passed only full clone
if (($CloneType.length >0) -and ($CloneType -ne "full™))

{

write-host -ForeGroundColor Red "Clone type supports only 'full' (case sensitive)"

exit
}
if (($disableVMConsole.length >0) -and ($disableVMConsole -ne "yes" -or $disableVMConsole -ne "no"))
{

write-host -ForeGroundColor Red "Disable vSphere VM Console supports only 'yes' or 'no' (case
sensitive)"

exit
}

#check if file exists

if (! (Test-Path $csvFile))

{
write-host -ForeGroundColor Red "CSV File $CSVFile not found"
exit

# Connect to the VC (Parameterize VC)

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file

$csvData = Import-CSV $csvFile

#$csvData = Import-CSV $csvFile -

header ("VMName", "Parentvm", "CustomSpec","Datastore","Host","FromSnapshot","DeletelfPresent™)
foreach ($1line in $csvData)

{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$destVMName=$1ine.VMName

$srcvM = $line.Parentvm

$cSpec = $1line.CustomSpec
$targetDSName = $line.Datastore
$destHost = $line.Host
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}
Disc
exit
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$srcSnapshot = $1line.FromSnapshot
$deleteExisting = $line.DeletelfPresent
if (IsVMExists ($destVMName))

{
Write-Host "VM $destVMName Already Exists in VC $vcAddress"
if($deleteExisting -eq "TRUE™)
{
Delete_VM ($destVMName)
}
else
{
Write-Host "Skip clone for $destVMName"
continue
}
}

$vm = get-vm $srcvm -ErrorAction Stop | get-view -ErrorAction Stop

$cloneSpec = new-object VMware.VIM.VirtualMachineCloneSpec

$cloneSpec.Location = new-object VMware.VIM.VirtualMachineRelocateSpec

Write-Host "Using Datastore $targetDSName"

$newDS = Get-Datastore $targetDSName | Get-View

$CloneSpec.Location.Datastore = $newDS.summary.Datastore

Set-VM -vm $srcVM -snapshot (Get-Snapshot -vm $srcVM —Name $srcSnapshot) -confirm:$false
$cloneSpec.Snapshot = $vm.Snapshot.CurrentSnapshot

$cloneSpec.Location.Host = (get-vmhost —Name $destHost).Extensiondata.MoRef
$CloneSpec.Location.Pool = (Get-ResourcePool -Name Resources -Location (Get-VMHost —-Name
tHost)) .Extensiondata.MoRef

# Start the Clone task using the above parameters

$task = $vm.CloneVM_Task($vm.parent, $destVMName, $cloneSpec)

# Get the task object

$task = Get-Task | where { $_.id -eq $task }

#Wait for the taks to Complete

Wait-Task -Task $task

$newvm = Get-vm $destVMName
$customSpec = Get-0SCustomizationSpec $cSpec
Set-vm -0SCustomizationSpec $cSpec -vm $newvm —confirm:$false
if ($disableVMConsole -eq "yes")
{
Disable_VM_Console($destVMName)
}
# Start the WM
Start-VM $newvm

onnect-VIServer $vcAddress -Confirm:$false
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PowerCLI C:\scripts> .\CloneVMs.psl

Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥k%*
Clone Type<"Full"> : Full

Disable vSphere VM Console ("yes" or "no", recommend "yes") : yes
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<#
.SYNOPSIS
run command "sudo /usr/bin/net ads join"

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join" to join Linux to AD

.NOTES
#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()

return $input

Handle input

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."
"Plase note that special character in password may not work with the script"
$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'
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# Main Script

#Connect to vCenter

#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress —-user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty ($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false

exit

s
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PowerCLI C:\scripts> .\ClonedVMs_JoinDomain.psl

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥%%*

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥i#iix
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Type the AD user name to join the AD: viewadmin

Please type the AD user password.

Please note that special character in password may not work with the script.
Your AD user password: ¥¥%¥kik

SSHE AH&-ato] HAlE 71d Al=Hl& AD Zmwlel 12 3t7] 9

ek e AT AR ES A A AR Eh AL A eke] S48l VM(7HE Al 2~ H )= AD(Active Directory)
el A= 4 9l et o] a8 Eell 4= SSHE AH&-3ke] Linux VMell A W ed & A e o gl

=

Yo

AD & gl Winbind £ -F4& Abgete 72 F- 5415 VMell A = =elal 2 2hA]7F A ebr] wtel] o] 2
2P EE A of ghrh o] 22F E A= 2t VM ZHl|eleol] dA b= W s A
OpenLDAP =745 AHg3le -Folle= o]l 229 ES AT a7t gl

o] x| & glo] 23 HE &5 BAg & Fofd o8y hitps://www.vmware.com/support/pubs/
view_pubs.html€] Horizon 7 4 4] | o] Aol A ¢] &5-2] HTML W A& AF-&aF4] Al &

2AYE 4

o] 2323 E & Linux tl2=2 55 w25 918 Al PowerCLI =25 o] ¢ & slalo] A d = 45 914
= syt ol 2ajlEe =3 v A S g e e APt

m vCenter Server?] IP 4

m vCenter Server®] 32| A} £ 29] o] &
= vCenter Servere] 2] A} ¢+3

m  Linux VMl AH-&AF 2 2.9] o] &

Linux VM<] AF-&-#} oF &

|
s Alsdlg Eoelo] A Adhe] 9t AD AHEAE mael o] &
a Aol Y& AD AHEAY UGB

.SYNOPSIS
run command "sudo /usr/bin/net ads join" via SSH

.DESCRIPTION
The tool is to run the command "sudo /usr/bin/net ads join"™ to join Linux machine to AD via SSH

.NOTES
#>
# Functions

function GetInput
{
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Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'

exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'
}
else
{
write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'

exit

function RunCmdViaSSH
{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
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$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)

{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)

$VM= Get-VM $VM_Name

$IP = $VM.guest.IPAddress[0]

$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"

Invoke-Expression $command

# Handle input

Check_SSH_Client -IsPlink $true -IsPSCP $false

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$adUser = GetInput —prompt 'Type the AD user name to join the AD' -IsPassword $false

‘nPlease type the AD user password."

[Console]: :ForegroundColor = "Yellow"

"Plase note that special character should be escaped. For example, $ should be \$"
[Console]::ResetColor()

$adUserPassword = GetInput —prompt 'Your AD user password' -IsPassword $true

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

# Main Script
#Connect to vCenter

$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
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{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{
$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName n"
$cmd = "sudo /usr/bin/net ads join -U $adUser%$adUserPassword"
Write-Host "Run cmd 'sudo /usr/bin/net ads join' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
}

Disconnect-VIServer $vcAddress —Confirm:$false
exit
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PowerCLI C:\scripts> .\ClonedVMs_JoinDomain_SSH.ps1l

Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator
Your vCenter admin user password: *##¥k**

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥i#iikx

Type the AD user name to join the AD: viewadmin
Please type the AD user password.
Please note that special character should be escaped. For example, $ should be \$

F¥k

Your AD user password:
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<#

Upload the configuration files config and viewagent-custom.conf to Linux VMs

#>
# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)
$prompt = $prompt + ": "
Write-Host $prompt —NoNewlLine
[Console] : :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{
$input = Read-Host

[Console]::ResetColor()
return $input

# Handle Input

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'

VMware, Inc. 147


https://www.vmware.com/support/pubs/view_pubs.html
https://www.vmware.com/support/pubs/view_pubs.html

Horizon 7 for Linux ®| 2~ 2 & 4 4

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}

if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'
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#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

if ($setConfig)

{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $config_File

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

}

if ($setCustomConf)

{
Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user

'$guestUser'"
Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -

Source $customConf_File

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd
}
}
Disconnect-VIServer $vcAddress -Confirm:$false
exit
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PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥%**

Your ESXi host admin user name, such as root: root
Your ESXi host admin user password: #¥¥¥¥iki

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥#iikx
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<#
Upload the configuration files config and viewagent-custom.conf to Linux VMs using SSH

#>

# Functions

function GetInput
{
Param($prompt, $IsPassword = $false)
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$prompt = $prompt +

Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)

{

$input
$input

Read-Host —AsSecureString

[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))

}

else

{

$input = Read-Host

[Console]::ResetColor()

return $input

}

function Check_SSH_Client

{

Param($IsPlink, $IsPSCP)

if ($IsPlink)

{

}

if (Test-Path ".\plink.exe")

{

}

write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'

else

{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'

exit

if ($IsPSCP)

{

if (Test-Path ".\pscp.exe")

{

}

write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'

else

{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
official web site'

exit

function RunCmdViaSSH

{

Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)

$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
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write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{

$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + + $cmd +
$output = Invoke-Expression $command
return $output

}

else

{

echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP "$cmd"

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file: $command"
Invoke-Expression $command
}
# Handle Input

Check_SSH_Client -IsPlink $true -IsPSCP $true

write-host -ForeGroundColor Blue 'Please ensure your config file and viewagent-custom.conf file are
in current working directory'’

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput -prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$csvFile = '.\CloneVMs.csv'

$setConfig = $false

$setCustomConf = $false

$config_File = "config"

$customConf_File = "viewagent-custom.conf"

#check if config file exists
if(Test-Path $config_File)

{
$setConfig = $true
write-host -ForeGroundColor Yellow '"config" file found'
}
else
{
write-host -ForeGroundColor Yellow '"config" file not found, skip it'
}
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if(Test-Path $customConf_File)

{
$setCustomConf = $true
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file found'
}
else
{
write-host -ForeGroundColor Yellow '"viewagent-custom.conf" file not found, skip it'
}

if (($setConfig -eq $false)-AND ($setCustomConf -eq $false))

{
write-host -ForeGroundColor Red 'Both file not found, exit'
exit

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host —-ForeGroundColor Yellow "VM: $VMName n"

#Try to delete the configuration file from home folder on destination WM

$cmd = "rm -rf config viewagent-custom.conf"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

if ($setConfig)

{

Write-Host "Upload File '$config_File' to '$destFolder' of VM '$VMName' with user 'S$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$config_File -DestPath $destFolder

$cmd = "sudo mv ./$config_File /etc/vmware/";

Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd
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if ($setCustomConf)

{

Write-Host "Upload File '$customConf_File' to '$destFolder' of VM '$VMName' with user
'$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath
$customConf_File -DestPath $destFolder

$cmd = "sudo mv ./$customConf_File /etc/vmware/";
Write-Host "Move configuraton file: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd
}
}
Disconnect-VIServer $vcAddress -Confirm:$false
exit
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PowerCLI C:\scripts> .\UpdateOptionFile.psl

Please ensure your config file and view-agent.conf file are in current working directory.
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator

Your vCenter admin user password: *##¥k%*

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥#iix
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#.

#

Functions

%7 =]
T ARE g e s g

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

o,

<

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{
$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]: :PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else
{

$input = Read-Host

[Console]::ResetColor()
return $input
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Handle

input

$acceptEULA = GetInput —prompt 'Accept Linux Horizon Agent EULA in tar bundle ("yes" or "no")' -
IsPassword $false
if ($acceptEULA -ne "yes™)
{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit
}
$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$hostAdmin = GetInput -prompt 'Your ESXi host admin user name, such as root' -IsPassword $false
$hostPassword = GetInput —prompt "Your ESXi admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true

$agentInstaller = GetInput —prompt 'Type the Horizon Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput —prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#
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Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAllBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#
Main
#Get installer MD5Sum

$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))

{
Write-Host 'Exit since failed to login vCenter'
exit
}
else
{
Write-Host 'vCenter is connected'
}

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($line in $csvData)
{

n

$VMName = $1line.VMName
write-host -ForeGroundColor Yellow "VM: $VMName ™ n"
$cmd = "rm -rf VMware-*-linux—*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash -ScriptText $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File 'S$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

Copy-VMGuestFile -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -GuestUser
$guestUser -GuestPassword $guestPassword -Confirm:$false -LocalToGuest -Destination $destFolder -
Source $agentInstaller

#Check the uploaded installer md5sum

$cmd = "mdSsum VMware-*-1linux-
Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
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$output = Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword -VM $VMName -

GuestUser $guestUser —GuestPassword $guestPassword —Confirm:$false -ScriptType Bash -ScriptText $cmd

if($output.Contains($installerMD5Hash))
{

Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";

Write-Host $VMName'": Extract the installer and do installation";

$cmd = "tar -xzvf VMware-*-linux-*.tar.gz"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

$cmd = "sudo setenforce 0";
Write-Host "Set the selinux to permissive mode: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

-VM $VMName -GuestUser
-ScriptText $cmd

-VM $VMName -GuestUser
-ScriptText $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"

Write-Host "Stop VMwareBlastServer before upgrading: $cmd"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

#Run the upgrade command.

$cmd = "cd VMware-*-linux-* & sudo ./install_viewagent.sh -A yes

$UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser':
Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

$cmd = "sudo shutdown -r +1&"
Write-Host "Reboot to apply the Horizon Agent installation"

Invoke-VMScript -HostUser $hostAdmin -HostPassword $hostPassword
$guestUser -GuestPassword $guestPassword -Confirm:$false -ScriptType Bash

-VM $VMName -GuestUser
-ScriptText $cmd

-m $installSmartcard -M

$cmd"

-VM $VMName -GuestUser
-ScriptText $cmd

-VM $VMName -GuestUser
-ScriptText $cmd

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status”;

exit;

}

}

Disconnect-VIServer $vcAddress —Confirm:$false

exit
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PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17

Your vCenter admin user name: administrator
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Fededdedehd

Your vCenter admin user password:

Your ESXi host admin user name, such as root: root

Fededdedehd

Your ESXi host admin user password:

Your VM guest OS user name: HorizonUser
Your VM guest 0S user password: ¥*#¥kiix

Type the Horizon Agent tar ball path. Please take care of the installer arch:

linux-x86_64-x.y.z-1234567.tar.gz

.\VMware-viewagent-

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature ("yes" or

no"): no
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<#
Upload the Linux Agent installer tar ball and re-install
#>

#

Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console]: :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host -AsSecureString

$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input

}

function Check_SSH_Client

{
Param($IsPlink, $IsPSCP)
if ($IsPlink)

{
if (Test-Path ".\plink.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "plink.exe" found'
}
else
{

write-host -ForeGroundColor Red 'SSH client "plink.exe" not found, please download from
its official web site'
exit

}
if ($IsPSCP)
{
if (Test-Path ".\pscp.exe")
{
write-host -ForeGroundColor Yellow 'SSH client "pscp.exe" found'

}

else

{

write-host -ForeGroundColor Red 'SSH client "pscp.exe" not found, please download from its
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official web site'
exit

function RunCmdViaSSH

{
Param($VM_Name, $User, $Password, $Cmd, $returnOutput = $false)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
write-host "Run cmd on $VM_Name ($IP)"
if($returnOutput)
{
$command = "echo yes | .\plink.exe -ssh -1 $user —-pw $password $IP " + '""' + $cmd +'"'
$output = Invoke-Expression $command
return $output
}
else
{
echo yes | .\plink.exe -ssh -1 $user -pw $password $IP "$cmd"
}
}

function UploadFileViaSSH

{
Param($VM_Name, $User, $Password, $LocalPath, $DestPath)
$VM= Get-VM $VM_Name
$IP = $VM.guest.IPAddress[0]
$command = "echo yes | .\pscp.exe -1 $User —pw $Password $LocalPath $IP" + ":" + "$DestPath"
write-host "Upload file $LocalPath to VM $VM_Name with user $User"
Invoke-Expression $command
}
# Handle
input

Check_SSH_Client -IsPlink $true -IsPSCP $true

$acceptEULA = GetInput —prompt 'Accept Linux View Agent EULA in tar bundle ("yes" or "no")' -

IsPassword $false

if ($acceptEULA -ne "yes")

{
write-host -ForeGroundColor Red "You need accept the EULA with 'yes'(case sensitive)"
exit

}

$vcAddress = GetInput —prompt "Your vCenter address" -IsPassword $false

$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false

$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$guestUser = GetInput —-prompt 'Your VM guest OS user name' -IsPassword $false
$guestPassword = GetInput —prompt 'Your VM guest OS user password' -IsPassword $true
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$agentInstaller = GetInput —-prompt 'Type the View Agent tar ball path' -IsPassword $false

$UpgradeToManagedVM = GetInput -prompt 'Upgrade to managed VM ("yes" or "no")' -IsPassword $false
if (($UpgradeToManagedVM -ne "yes") —-AND $UpgradeToManagedVM -ne "no')
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit
}
$installSmartcard = GetInput -prompt 'Install the Smartcard redirection feature ("yes" or "no")' -
IsPassword $false
if (($installSmartcard -ne "yes") —AND $installSmartcard -ne "no")
{
write-host -ForeGroundColor Red "You need select 'yes' or 'no'(case sensitive)"
exit

#$csvFile = Read-Host 'Csv File '
$csvFile = '.\CloneVMs.csv'

#check if file exists

if (! (Test-Path $agentInstaller))

{

write-host -ForeGroundColor Red "installer File not found"
exit

}

#check if file exists

if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

#

Functions
function GetSourceInstallerMD5()
{

$agentInstallerPath = Convert-Path $agentInstaller;

$md5 = New-Object -TypeName System.Security.Cryptography.MD5CryptoServiceProvider;

$md5HashWithFormat =
[System.BitConverter]::ToString($md5.ComputeHash([System.I0.File]::ReadAl1lBytes($agentInstallerPath)))

$mdS5Hash = ($mdS5HashWithFormat.replace("-","")).ToLower();

return $md5Hash;

#

Main
#Get installer MD5Sum
$installerMD5Hash = GetSourceInstallerMD5;

#Connect to vCenter
$VC_Conn_State = Connect-VIServer $vcAddress -user $vcAdmin —-password $vcPassword
if([string]::IsNullOrEmpty($VC_Conn_State))
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{
Write-Host 'Exit since failed to login vCenter'
exit

}

else

{

Write-Host 'vCenter is connected'

#Read input CSV file
$csvData = Import-CSV $csvFile

$destFolder = "/home/$guestUser/"

#Handle VMs one by one
foreach ($1line in $csvData)

{

n
$VMName = $1line.VMName

write-host —-ForeGroundColor Yellow "VM: $VMName n"
$cmd = "rm —rf VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

#Upload installer tar ball to Linux VM

Write-Host "Upload File '$agentInstaller' to '$destFolder' of VM '$VMName' with user '$guestUser'"

UploadFileViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -LocalPath

$agentInstaller -DestPath $destFolder

#Check the uploaded installer md5sum

$cmd = "mdS5sum VMware-*-linux-*"

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
$output = RunCmdViaSSH -VM_Name $VMName -User $guestUser -Password $guestPassword -Cmd $cmd -

$returnOutput $true

if($output.Contains($installerMD5Hash))
Write-Host $VMName": Uploaded installer's MD5Sum matches the local installer's MD5Sum";

Write-Host $VMName'": Extract the installer and do installation";

Write-Host "Run cmd '$cmd' in VM '$VMName' with user '$guestUser'"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —-Cmd $cmd

Write-Host "Set the selinux to permissive mode: $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

$cmd = "sudo killall /usr/lib/vmware/viewagent/VMwareBlastServer/VMwareBlastServer"
Write-Host "Stop VMwareBlastServer before upgrading: $cmd"
RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

{
$cmd = "tar -xzf VMware-*-linux-*.tar.gz"
$cmd = "sudo setenforce 0";
#Run the upgrade command.
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$cmd = "cd VMware-*-linux-* && sudo ./install_viewagent.sh -r yes -A yes -m $installSmartcard
-M $UpgradeToManagedvM"

Write-Host "Run upgrade cmd in VM '$VMName' with user '$guestUser': $cmd"

RunCmdViaSSH -VM_Name $VMName -User $guestUser —Password $guestPassword —Cmd $cmd

Write-Host —ForeGroundColor Yellow "Linux Agent installer will reboot the Linux VM after
upgrade, and you may hit the ssh connection closed error message, which is expectation"

}

else

{
Write-Host $VMName": Uploaded installer's MD5Sum does NOT match the local installer's MD5Sum";
Write-Host $VMName": Skip the installation. Please check your network and VMware Tools

status";

exit;

}

}
Disconnect-VIServer $vcAddress —Confirm:$false
exit

PowerCLI C:\scripts> .\InstallAgent.psl

Accept Linux Horizon Agent EULA in tar bundle ("yes"™ or "no"): yes
Your vCenter address: 10.117.44.17
Your vCenter admin user name: administrator

F¥k

Your vCenter admin user password: **

Your VM guest OS user name: ViewUser
Your VM guest OS user password: *¥¥#iix

Type the Horizon Agent tar ball path. Please take care of the installer arch: .\VMware-viewagent-
1inux-x86_64-x.y.z-1234567.tar.gz

Upgrade to managed VM ("yes" or "no"): yes
Install the Smartcard redirection feature (""yes" or "no"): no
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<#
.DESCRIPTION
The Tool supports:

1. Power off VMs

2. Power on VMs

3. Shutdown VMs

4. Restart VMs

5. Restart VM guest

6. Delete VMs from Disk

.NOTES

#>

# Functions

function GetInput

{
Param($prompt, $IsPassword = $false)

$prompt = $prompt +
Write-Host $prompt —NoNewlLine

[Console] : :ForegroundColor = "Blue"
if ($IsPassword)
{

$input = Read-Host —AsSecureString
$input =
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]: :SecureStringToBS
TR($input))
}
else

{
$input = Read-Host

[Console]::ResetColor()
return $input
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function IsVMExists ($VMExists)

{
Write-Host "Checking if the VM $VMExists Exists"
[bool]$Exists = $false
#Get all VMS and check if the VMs is already present in VC
$listvm = Get-vm
foreach ($1lvm in $1listvm)
{
if($§VMExists —-eq $1lvm.Name )
{
$Exists = $true
Write-Host "$VMExists is Exist"
}
}
return $Exists
}

function Delete_VM($VMToDelete)

{
Write-Host "Deleting VM $VMToDelete"
Get-VM $VMToDelete | where { $_.PowerState —eq "PoweredOn" } | Stop-VM —confirm:$false
Get-VM $VMToDelete | Remove-VM —DeleteFromDisk —confirm:$false

}

# Handle input

$vcAddress = GetInput —-prompt "Your vCenter address" -IsPassword $false
$vcAdmin = GetInput —prompt "Your vCenter admin user name" -IsPassword $false
$vcPassword = GetInput —prompt "Your vCenter admin user password" -IsPassword $true

$action = GetInput —prompt 'Select action: 1). Power On 2). Power Off 3) Shutdown VM Guest 4).
Restart VM 5). Restart VM Guest 6). Delete VM' -IsPassword $false
$sleepTime = GetInput —-prompt 'Wait time (seconds) between each VM' -IsPassword $false

[Console]: :ForegroundColor = "Yellow"
switch ($action)
{
1
{
"Your selection is 1). Power On"
}
2
{
"Your selection is 2). Power Off"
3
3
{
"Your selection is 3) Shutdown"
3
4
"Your selection is 4). Restart VM"
}
5
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{
"Your selection is 5). Restart VM Guest"
}
6
{
"Your selection is 6). Delete VM"
}
default
{
"Invalid selection for action: $action”
exit
}
}
[Console]::ResetColor()
$csvFile = '.\CloneVMs.csv'

#check if file exists
if (! (Test-Path $csvFile))

{

write-host -ForeGroundColor Red "CSV File not found"
exit

}

# Main

#Read input CSV file

Disconnect-VIServer $vcAddress -Confirm:$false

#Connect-VIServer $vcAddress —-ErrorAction Stop -user $vcAdmin -password $vcPassword
Connect-VIServer $vcAddress -user $vcAdmin -password $vcPassword

$csvData = Import-CSV $csvFile

foreach ($line in $csvData)
{
$VMName = $1line.VMName
switch ($action)

{
1
{
Get-VM $VMName | Start-VM -Confirm:$false
Get-VM $VMName | Stop-VM -Confirm:$false
3
3
{
Get-VM $VMName | Shutdown-VMGuest -Confirm:$false
3
4
Get-VM $VMName | Restart-VM —Confirm:$false
3
5
{

Get-VM $VMName | Restart-VMGuest -Confirm:$false
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if (IsVMExists ($VMName))

{
Delete_VM ($VMName)

}
default{}

}
Start-Sleep -s $sleepTime

Disconnect-VIServer $vcAddress —Confirm:$false

exit

PowerCLI C:\scripts> .\VMOperations.psl
10.117.44.17

Your vCenter address:
administrator

Your vCenter admin user name:
Your vCenter admin user password:

Power Off 3) Shutdown VM Guest 4). Restart VM 5). Restart VM Guest

Fededkdedehd

Select action: 1). Power On 2).

6). Delete WM: 1
Wait time (seconds) between each VM: 20

Your selection is 6). Delete VM

VM A& AL, w4 Al AFekaL, VM Al =B 5 oA A AR sbs Ahg] o] A -, 7R Al =R Abol el 20
o 7] A7 A A ekl R Al o A E 2 e FE 2F S AL
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