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Horizon Client % Agent %3}

w (AA 2ol) AA gelo] A E s AA els FehA gk AA e AT e

QA5 A A Aol b ghal Apgte] £k,

.
o|X
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T
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ol =% VMware Blast 1 4 & 742 7= a5k o8 75

Client 5.2 o] Aol 4] =] 5] 4] o},

54 w3 FeteldEef el Al A AAFE SSL ZFA] A w AREE A Bk W ol df gk W82 3
o} Z}o] ol E o] Horizon Client A & @ A& x5 Az 814 A 2. o] #] 8 FA]oll = AFxA] A9 = gl & 4]
9 o

=
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View Agent ¥ Horizon Agent -4 BE1=Z3l 2] Heol Adl A

B ok kel 442 View Agent # Horizon Agentell = gt ADM %! ADMX Bl =2 s} <ol Al 35 v ct. ADM
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Horizon Client % Agent %3}

F 4-1. View Agent(Horizon 6-&) == Horizon Agent(Horizon 7-&) 74 E1Z319 Bk ¥H A A
A4 A
AllowDirectRDP Horizon Client t]u}o] 2~ o] €] o] Zefol ol E7} RDP& AF-&3le] 914 vlazfel A4
A F A=A ANF AAFFY . o] AA S AEEA RS AA G A G o] AEE
Horizon Client= & 3l Horizonell A4 32| sl ¢l 7 vl &1 &g o},
Mac-¢- Horizon Clientoll 4] <17 ©] = 2 ol "37&?3;} 7% AllowDirectRDP 4 4 & A&}
A x5 AA LA a4 Al 2, o] DA o] ALE-E A ¢ —i. AR 735, AA =7 AR
eret Al dA o] AR e
1A o & AGATE A a2 F A4l gl Folell+= RDP& ARE-slo] 714k 4]
2Elo] AT 4 Q5 eh. RDP d A o] AA = A dlazf Aol Fasa ALE
A7t A el A ek dlol el e} AA e A" 4 ol ek 9§ RDP ol A o] &g wl7hA|
AL A Az ol ald 4 sl eh o2 gk Abgho] WA el A] ok E E vk gl el
AllowDirectRDP A 7 & w] &4 g} gk o}
38 Aelaake AxE $9 A Aol Windows 97 Bl Aul ot Ad Folof
oF gru et o] A& AbE-ho] ALEAL HlZFoll Hi e 21 4] RDP 17 & A okA 3%
sh= % & 4 ol
o] AA L 7| EA o AL gl e 5 A ek
%% ¢k Windows &l Al ~E 2] 1> AllowDirectRDP }
AllowSingleSignon ALEAE dl a2z E 3 ol EE] Al o] Aol A ek d SSO(RHY B 1) e AFS A of 5
ARz ek o] AA o] Abget e AA R ] oloml ALEATE Aufel macld wl A A F
W g duk gl e ek o] AA e A A dE S AAE A AFEAE 94 o
Aol AAE w oA ol Fall oF et
o] AA L 7| EA o2 AL gl e F AR ek
&3 Windows @ Al =~ E 2] k-2 AllowSingleSignon<] v},
CommandsToRunOnConnect AL Aol AdA= wf A We] ~a8E v we] 555 XA},
Z|EA o7 AR 55 G5k
&gk Windows 2l ] = E 2] 312 CommandsToRunOnConnect <] 1 o},
CommandsToRunOnDisconnect Al A7 o] ozl T Agefof el g S5 =] 2335 A4 g}
7B o B A= 55 gl
%63 Windows | 7] ~ = 2] %2 CommandsToRunOnReconnect ¢ 1 o},
CommandsToRunOnReconnect Aol F7 F A o] oA A= wf AgE wle] ~AzglE wi ule] B8-S x] A g
o},
7)Ao A= s gl o
%53 Windows | #] 2] %k CommandsToRunOnDisconnect$] 11t}
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Horizon Client % Agent %3}

3 4-1. View Agent(Horizon 6-8-) 3= Horizon Agent(Horizon 7€) 74 §1&319] Kt ¥l A A
1<)

a3 A

ConnectionTicketTimeout Horizon &1 7 €] Al o] F& 8k A 7+ %= & & A gk o},

Horizon Client ©] u}o] =& o

H
oA Ee] A% wf 2<l 3 Single Sign-On& 13l <47 €
Ae AFEF oh ®okabe] o] f- 2 1A
-
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QA = Fe] AT 5 17 s A4 A7 25 el Q) el
A s ook Gt o] ARl 457 12 A7 25} 7] 7he 900£ 4 e,

58 Windows & ] =~ E 2] %42 VdmConnectionTicketTimeout<] Y o
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Az mE Avl st 239 5 g An FEL AEed 8 99 o] 5L T2
o,
AeAoz AR E BEe gl

ol'

olef gt A 9 A A A o] Bkl v A= of Foll gk AA g G2 "View " AR A E AFEAA L

Linux 2352 74 gJdoA 54 24

/etc/vmware/config -+ /etc/vmware/viewagent—custom.conf o} ol &5 Frpslo] 54 4
= TAT syt

Horizon Agents A | sk+= &k A A e A7k 7 Ao 74 'l &2 919l ¢
o},
Al 22| A7} config. templates
configell 5-AFélal viewagent-custom.conf.templates viewagent—custom.confoll &-AFghi] o}, Bl
8 ol & 74 FAde]l GadE xS FAS AAse e AY s Al A ks A A A
73 g e

onfig.template %

=
viewagent-custom.conf.templates /etc/vmwareol E-A}&t &3}, /etc/vmware/config

2! /etc/vmware/viewagent—custom.conf7} ¢l 7 Foll = A

ot

o & E¢], Jetc/vmware/configel A oh& £ F<4 PNG e W= x5 5 A A g}
RemoteDisplay.buildToPNG=TRUE

TAE W7 st el 7 o] L5 =5 Linuxs A58 3y ok

/etc/vmware/config®] +4 34

VMwareBlastServer @ 81 2 19lol 4= -4 v} /etc/vmware/configs AF-& 31 o}

F}3 o} Foll = Horizon Agent -4 31l 2] USBell tf gk 7t ol o] A & A& A A A A o Avfo] x5
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Horizon Client % Agent %3}

i 4-2. /etc/vmware/config®] 74 &4

AL
4 X84

Clipboard.Direction 0, 1, 2, £+3

RemoteDisplay.allowAudio true =+ false

RemoteDisplay.allowH264 true =+ false

RemoteDisplay.buildToPNG true =+ false

RemoteDisplay.enableNetworkCo  true =+ false

ntinuity

RemoteDisplay.enableNetworkinte  true =+ false
lligence

RemoteDisplay.enableStats true =+ false

RemoteDisplay.enableUDP true =+ false

N

RemoteDisplay.maxBandwidthKbp 7]
s

RemoteDisplay.minBandwidthKbp & <~
]
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Horizon Client % Agent %3}

¥ 4-2. /etc/vmware/config? 74 4 (A15)
A4 FAE RS 7183k A
RemoteDisplay.maxFPS A 30 3] ol o) o]

RemoteDisplay.maxQualityJPEG

RemoteDisplay.midQualityJPEG

RemoteDisplay.minQualityJPEG

RemoteDisplay.qpmaxH264

RemoteDisplay.qpminH264

UsbRedirPlugin.log.logLevel

UsbRedirServer.log.logLevel

VMWPkcs11Plugin.log.enable

VMWPkcs11Plugin.log.logLevel

VVC.RTAV.Enable

VVC.ScRedir.Enable

VVC.logLevel

VMware, Inc.

/\]_,SL <t

a4 1-

_; 4}
>._,
rr
x

AgE gl B
2] 0-51
A& e B
9] 0-51

error, warn, info
debug, trace =+

verbose

error, warn, info
debug, trace =+

verbose

true =+ false

error, warn, info
debug, trace ==+

verbose

true =+ false

true =+ false

fatal error, warn,

info, debug %=+

trace

90

35

25
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info
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2 ARG e 4 A4 v A4 ﬂﬂﬁﬂll
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g et
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A4 D]ii ]O%W zlxi 0] lﬂ A3
H264maxQP <73t wf A Wl 5 A A g o,
RemoteDisplay.qpmaxH264 <l 4 A 51 gkx e #h2 gk
A7 g o,
USB Bl d &l Al Sef2gle] 22 458 AA st ¢
A5 A3

USB 2leldl 4l el 20 55% A4 sele o §4
& Ag e

True SSO 7|zl Hlall 27 ==& ~
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Horizon Client % Agent %3}

¥ 4-2. /etc/vmware/config?] 74 A (A1)

L
4 R4 bR=>43

cdrserver.cacheEnable true =+ false true

cdrserver.customizedSharedFolde  folder_path /home/
rPath

cdrserver.forcedByAdmin true =+ false false

cdrserver.logLevel error, warn, info, info

debug, trace ==+

verbose
cdrserver.permissions R RW
cdrserver.sharedFolders file_pathl,R;fi 7 2| x| x|
le-path2, ; <

file_path3,R;
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fvie]
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g e AL A3l A
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T

o] %45 A-4-3lo] CDR(F o]l E =eto]u 2] =)
A) T &) 91A% 7]+ /home/user/tsclient ¢
A & 2o A ALEA A A Hl@ ] & oW 7 g o
o & 5o, AF#4 test”} CDR & &t %E /home/
test/tsclient Al /mnt/test/tsclientell vl # &}
HE A
cdrserver.customizedSharedFolderPath=/mnt/=
] A & 4 9l 2] o},

B3 o $4¢ Ageen AR Er EAeln &

uh2 ALEAL AL Hghe 7 4 5 o

vmware-CDRserver.log 14 ¢] &1 55 A A<y

o o] $42 A4 e,

Horizon Client”} &3l &t ol vl &l Horizon Agent
7} Zhe Fo Gl AR Aeks A &skE i o] w4
< A3 e el

Horizon Client”} &-f3sl+ &t ¢l read % write

AL-g A gke] ¢l o cdrserver.permissions=R<
4171 3 2w Horizon Agent+ read 4l 2 AF-& 4

7 74 o,

@

m  Horizon Client”} &3t EH ol read A& A3t
ul 9l o cdrserver.permissions=RWE 4
© 1 Horizon Agent+= read 44| 2~ ¢ 8h& A4
<+ 1 v}k, Horizon Agentell 4 += Horizon Cllent<>ﬂ A]
A7 3 read A4 545 W 4 el
Horizon Agent 2271 a4l 2~ A gkul Al A 3 4 )

Fiet,

=R
Zk

m cdrserver.permissions=R

m  #cdrserver.permissions=R(& 2] F4 A2 &

o Al & A 1k Akl

FateldE 7} Linux Al 2253 312 4 9= ool
gtk st o] Ao kol AR E A AP, ol
®  Windows Zele]dd E:

C:\spreadsheets, ;D:\ebooks,R

¥] Windows & 2}e] ol
E.:/tmp/spreadsheets;/tmp/ebooks, ; /home/
finance,R
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¥ 4-2. /etc/vmware/config?] T4 A (A1)

24 WA S
collaboration.logLevel error, info =+ info
debug
collaboration.maxCollabors 108 o #F A 4 5
collaboration.enableEmail true =+ false true
collaboration.serverUrl [URL] 7 ol 5] A] ok
o
=
collaboration.enableControlPassin  true £+ false true
g
mksVNCServer.useUInputButton true =+ false false
Mapping

mksvhan.clipboardSize A 1024
vdpservice.log.logLevel fatal error, warn, info

info, debug =+

trace
viewusb.AllowAudioln {m|o}: A o) 5] A ok
{true|false} <, truest &
ol
=4
viewusb.AllowAudioOut {m|o}: 7 el =] A o
{true|false} +, false<}
o)
o =
viewusb.AllowAutoDeviceSplitting ~ {m|o}: A o) =] 7] ok
{true|false} +, false<}t
I o)
o =2
viewusb.AllowDevDescFailsafe {m|o}: 7 o] = A ok
{true|false} +, false<}t
o
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7t s e,
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Horizon Client % Agent %3}

¥ 4-2. /etc/vmware/config?] T4 A (A1)
4 33 2 718k v
viewusb.AllowHIDBootable {m|o}: A o) = A ok HID 8 7l& Hule]laix el A gli=, -8 Ao A}
{true|false} o, truest & & 7be @ 7R E E A g o] 9] ) ql e wfnfo] 22
4 el @ A& 5 gah A 8 &ahA el o] A4S
A& o
viewusb.AllowKeyboardMouse {m|o}: o) =] x| ok T Ty dufo] (e vpfa, EHE =5 HA
{true|false} <, false®t HE)E AHEate] 7R s By el g 3 &6l A 3
T4 EobA wewH o gAe ATk
viewusb.AllowSmartcard {m|o}: A o) 5] 7] ok 2ulE FhE fulo] A7} g o #E A E 22 25 A 3
{true|false} =, falsest SobA evd o] g4e A4 D}.
4
viewusb.AllowVideo {m|o}: A o] x| x| ¢k CIR= == R R A N R e P R o o A R B o - R
{true|false} o, truest & Al gkeedl o] A4S AR o
Q
viewusb.DisableRemoteConfig {m|o}: A o) 5] A] ¢k USB t]nfe]~ 2 el 8] & 43 ¢ o] Horizon Agent A 7
{true|false} <, falseot S A E A AL S A B A A Ge e o] $AS
%) 44 gvieh,

viewusb.ExcludeAllDevices

viewusb.ExcludeFamily

viewusb.ExcludePath
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{true|false}

{m|o}: family_nam
e_I[;family_nam
e 2;...]

{m|o}:bus—xI[/
yI].../ port-
zI[;bus-x2[/
y2].../port-
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Aol = A ok
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o 2
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tlufol 2 Al Fg 2l ol A Al st o] FAE
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54 USB tlufe] s 7h ol e o o] ~ o] vufo] A Al
< AEzte] AYeof & Qlefso]ag AAG
}& o]~ 2385 ALESA S ARG AT
Horizon-2 %1 7l -3 USB t] o]~ 9] tufe] fﬂ%%
< AEg e

r{J rlo

)

F3: EAew v e 2@ Ao 4] A
sl ez o] AL Abgate] A9l et HAFLJ e},

AAR Hu ws e A7 Pule] 2 2 g A Ao
A Aol gt sl o] FAE AFE Gk wla sl xE e
E 16472 A A8 oF gt pd=dte FAE AR

R

odl:m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff
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¥ 4-2. /etc/vmware/config?] T4 A (A1)
el A 7183k A
viewusb.ExcludeVidPid {m|o}:vid—xxxI_ A o] = A 9k A A e 2 AE IDE 74 Hufe] A E 2] o @ Ao
pid-yyyil;vid- & A Alefsteinl o] FA4E AT ID W5 167
xxx2_pid- 3 A A @l oF v ek IDell A 7H WAL Al ol =Tk
wyZ;..1 EAH)E AT S s e
oll: 0:vid-0781_pid- *¥*¥%;vid-0561_pid-554c
viewusb.IncludeFamily {m| 7 o] 5] A] ok g A g 9l fulo] s A FFS L3 o
o}: family_name_ < +AS AR g I
1[; family_name_ |: o:storage; smart-card
2]...
viewusb.IncludePath {m|o}:bus-xI[/ A o] 5] A ok gloadE £ 9= xAE FH = TE AR ffuf
y1l.../ port- - olaE xgetEd o] FAE AT M2 Y L E
Z1[;bus-x2[/ WS 5167472 Ao ot epd =ThE FAbE
2./ Azol A8 4 gl e
tz2;...
portz ] ol|: m:bus-1/2_port- 02;bus-1/7/1/4_port-of

viewusb.IncludeVidPid

VMware, Inc.

{m|o}:vid—xxxI_

pid-yyyI[;vid-
xxx2_pid-
ywy2;...]

¢CERE

dlo

dede 4 gt AR R dE 8 AE IDE A o}
<% Tgeeld o] §4% 44U ID 4EE 16
+= Teh DA A A2l 4 Al shel
=7l &4

- s e

ol: o:vid—***_pid-0001;vid—0561_pid-554c
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¥ 4-2. /etc/vmware/config®] T4

A (A1)

AL
=4

viewusb.SplitExcludeVidPid

viewusb.SplitVidPid

L

{m|o}:vid-
xxxI_pid-
yyyilivid-
xxx2_pid-
yyy2;...1

{m|o}: vid-
XxXxxX_pid-
yyyy([exintf:zz
[;exintf:wwl])
[;-..]

el = A ok

dlo

i

3

=)

o % A% D L @ele] A7
< Ao £ Boheln o] §AE »—% ek o) 4
4o YA

e

vid-xxxI_pid-yyyi[;vid—-xxx2_pid-yyy2;...1%
et ID WS = 16712 A A 8 oF gl et IDell A A
W AR 4 Al ehd BTk E AN E AR 4 ol
o},

dl: m:vid-0fOf_pid-55%*

o wle] 2 A F IDHE 2 A H 53 USB Hube] 22 -4
G425 N duetolaz AelstHd o] 3415 AAT
vt o] Al P4
vid—-xxxx_pid-yyyy(exintf: zz[;exintf:m]) 3 1
o},

R I E PN E

| = A
ol 74 S 2l el A AT 5 Yl

ofl:
o:vid-0fof_pid-
*%%(exintf-01) ;vid-0781_pid-554c(exintf:01;e

xintf:02)
23 Horizone A A o & Al 9falA] & 74 84
5 Ao ® TIA I A g,

A ¥
Vidpid ol ET 2L A AL A4 el

A
A T4 SaE LFA Ak Tt

/etc/vmware/viewagent-custom.conf2] -4 34

Java Standalone Agentoll 4 = 74 }< /etc/vmware/viewagent—custom.conf& A& 3 o}

¥ 4-3. /etc/vmware/viewagent-custom.confe| 74 4

AL
4 % 7] &7k A
CDREnable true =1+ true CDR(F&lelel & =efelu g o] &l ) 7] 55 AH-&3 A A&
false oA =B AAstedd o] A4S A ok
CollaborationEnable  true 4+  true Linux tl =2 5ol A A4 35 72H4) 7] 55 AF& sk A v A&sh
false A @EE AR o] FAE A
EndpointVPNEnable  true ==+  false Dynamic Environment Manager &<l 4] AL-&5+= 4 IP 5
false A gl die] 4 IPF4F #1e o Fefelelee w8 A
ENZ FIE IP FAE AETA == VPNIP F4£E5 AT
A& AR o] w4 ATt o] FAE false® A
Aol 75 Fefeld B A M EY 2 7L= IP F47) AF
S5k 28 A ok 7 VPN IP 47 AR4-5 ] o
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¥ 4-3. /etc/vmware/viewagent—custom.conf? 74 A (A<

AL
4 zx 7] &3k A
HelpDeskEnable true 1= true AZ Hl a3 55 758 AEaAY AFEekA gx 5 A A5
false el o] FAS AA Tk
KeyboardLayoutSync  true ==  true FetololE ] A aH 2 £E 9 A 7| = #o]ob g5
false Horizon Agent for Linux ® = 253} & 7] s 3A] of §-5 A A
steful o] FAE A& ek
ol AA o] AgE =5 AA =AY A A e 7, 5718
b EH et o] AA o] AAgE A FES AR E F7) 8}
o] &5 Al ¢
°] 7]%5-& Windows ¥ Horizon Clientell 4 uk 2] 1 5] 51 of o], =
gfoao], Folo], o], gho], v gle], o] kAl B F
o] WA ZAMol A nk A 415 o,
LogCnt ey -1 o] #4& A-&sle] /tmp/vmware-rootel Al ol okl &2 5}
oA FEAAIY
B 1R RA
m 0- 25 AHA
m >0-deks 2o
NetbiosDomain R True SSOE T4 & vl o] F41& AF&3le] 24 =gl
A& NetBIOS °] &5 A4 g et
Bl e
EF
OfflineJoinDomain pbis =+= pbis o] FAE AbgEle] glaHE FE 2 =Zelel ol 7pgl S A
samba Addah ezl el 7hl g Fdeke o AT 5 e
1 & PBISO(PowerBroker Identity Services Open) ¢1 % 2
Samba &= e}l =el| gl 7kqi§) v vk o] &4 7L°] pbis E 1=
samba”} oFxl 7% @ Z kel Eufel 7pg) 2 A E ] ef,
RunOnceScript EA1 5 7h4ak Al 2~ 'S Active Directoryell ©1A] 7kl gle s o]
A5 A o
T 2E o] Fo] M7 5l Fol RunOnceScript A& 474 gl o
AR 22 E = A WA SaE o] Fo] HAxl Foul A
Hueh 2328 EE o o] A E AX Fof o o] FE A u] 27} A
e g E o] Fo] HARY FE ARG Ao ® A
o},
o & o] Winbind <41 ¢ % winbind & AF-&3fe] 7] 7}
4k 4] =¥l 5 Active Directoryell 7Fl A 713t o] 415 =28
EARR AR F gt 2aF Eo = 2elgl v 7hg] o
% (/usr/bin/net ads join -U <ADUserName>
%<ADUserPassword>)¢] g5 of of vtk VM A Fof -
o A A ALEA A Aol whel ZaE o] Fo] WA g Y ek ol o] Al
E Au] a7k Al abEl e B A5 7R A 28l Active Directory
ofl 7Fi A1 7171 S8l o] =23 EF A g
RunOnceScriptTimeo 120 RunOnceScript &4 €] A2k 27 3h-& Z 9] = A4 sl ul
ut o] wAE A& e

VMware, Inc.

ol & 5] RunOnceScriptTimeout=1205 A A g o},
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¥ 4-3. /etc/vmware/viewagent-custom.conf 74 A (A1)

AL
4 zx 7] &3k A4
SSLCiphers g~ % laNULL:KECDH 4T BES AAHY o] 548 AL T https//
#Fed +AESGCM:ECDH www.openssl.org/docs/manmaster/man1/ciphers.htmlell % 2]

+AESGCM:RSA
+AESGCM:KECDH
+AES:ECDH+AES:RSA

+AES
SSLProtocols g € G+ TLSv1_1:TLSv1_2
Akl
SSODesktopType UseGnomeClad¥fic
UseGnomeFlashback
UseGnomeUbuntu
, UseMATE
=
UseKdePlasma
SSOEnable true =+  true
false
SSOUserFormat Bl ~E 5 [username]
e
2B CIDRIP [subnet]
R |
7k

VMware, Inc.

2 G4% A ga ok gl

Mol 22w 2 A o $AL ALk A=
Z 2% L TLSv1.0, TLSv1.1 ¥ TLSv1.2¢] Y =},

SSO7H A4 s =5 A HR o] $4L 7% a2 E B o

2] %
A AES W2 E B4E AR

MaE @44 AgelsE A Qe Aol AU s
g7 o] dl =2 el AR 5lo] gl 2helal oF 3] e, Ubuntu
16.04/18.04 vl 2= 2. 5ol 4] o] 41¢ 44 el SO 71 5] 4}
555 A s Qe BAG ] o] FAel A4,
RHEL/CentOS 7.x Hl -~ =2 'ioﬂ/ﬂ o] 5A& A4 e 7+ SSO
A AGHAEE AR Ao A WG A 22F B o] A
Hueh,

3 o] §41-= RHEL/CentOS 8.x ¥ RHEL/CentOS 6.x tll -
2ol A A=A k551 eF Horizon 7-= RHEL/CentOS 8.x
vl 225l 4] Gnome Hl 2= =5 2H7 wk A <13 F. RHEL/
CentOS 6.x vl =~ 2 5ol 4] SSO7F Ab&5 =5 A A5 7%
KDEE 7] & vl~aF §7 o= AAshs whf ol o gk Al gt
W &2 #unique_20/
unique_20_Connect_42_section_F8FCD42564F3457A9491B
067F9F652762] W-&-= AE 4] 4] 2.

SSO(Single Sign On)& AF-&gtA v AF-&3kA] =5 A7)
eful o] gAs A7 ek

Single Sign-OnOﬂ cagl ol & FAE A o] FAS
AR e 7

Ft
o
rlo
>

g $4 ol ek £olel o £ E 3
28 A% o $4L AP I ew 2ol o FL &
olQl o] E3h B4 B Aol gt o 52 FA4E A
i PR R P NS
A el = Aok Gleh 2ol ol A ok ehs
3} 24

m  SSOUserFormat=[domain]\\[username]
m  SSOUserFormat=[domain]+[username]

®  SSOUserFormat=[username]@[domain]

o} A] 28l o] Horizon Agent for Linuxell 17 8} o] A}-&-¢
T = A o] FAL ATk A o] AR
F ol 2P Fa Yl A TAE Al 24P
%227} Horizon Agent for Linuxell <174 8l d] A} v o}
CIDRIP F4 4o & 3k& A A g ofF gl ol
Subnet=123.456.7.8/24.
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¥ 4-3. /etc/vmware/viewagent-custom.conf? T4 4 (A<)

AL
4 zx 7] &3k A4
UEMEnable true = false Dynamic Environment Manager 2=w}= 7 A& AF&-5} 7 v A}
false SR Sr = AAGe o] $4L AAGg ) o] FA4L AL
sl =5 44 sl 1 Dynamic Environment Manager 2~} = 7

Aol o) e 27l 559 AA o] A e,

UEMNetworkPath

2T

] §41-& Dynamic Environment Manager <ol 4] A7 = &
Atz Hzz Aol gt A2e //
10.111.22.333/view/LinuxAgent/UEMConfigs} -F4Fak &
AJolo] oF gt

G
Sl

>
>

3 Al 7] Bl %4 SSLCiphers, SSLProtocols % SSLCipherServerPreference+=
VMwareBlastServer = & 4] 2ol L85 1t} VMwareBlastServer = # 4] =5 2] =2 ] Java Standalone
Agent+= a2t 2 FAE w2 A2 ok BSG(Blast ot Al o] E S o] )7} AFg-sl =5 A A 5
gt &4 -2 BSGS} Linux Bl 2~ 25 Ake] o] sl Ao o g5 S5 vh BSG7F AF&-8hAl =5 A4
<+ Zehold o} Linux vl =235 Apol o] dd A el of g5 F v

o‘F ]1
A5 ol

ot
do do

A

piLs

HTML Access©l 3 15 A A A

HTML Accessell ®1&F =& & A A7 2 vdm_blast.adm % vdm_blast.admxzl+= ADM % ADMX &l =&l
gl ol A A H U}, o] BlE3-2 HTML Accessell A AF8-8F= 4 &k vl ~Fel o] L2 & F<l VMware
Blast ]~ &8 o] Z 2 & Z&Qlv o},

HTML Access 4.0 ©] 4+ % Horizon 7 ™ & 7.x¢] 7% VMware Blast 25 & A 4 A 2 "Horizon 7l 4] 44
dl A2 7] 5 A" 49 "WMware Blast 4 & A Aol A= 5 o] gl e

HTML Access 3.5 ¢] s} ¥ A 2} Horizon 6 W A 6.2.x ©] 8F W] A o] 8l+= 7 9~ HTML Accessell & €5+
= A A AA o] ofS Fo A g o] ¢l k. Horizon 7 W A 7.x o] Aol 4] = ] @< VMware Blast =5
A AA G AL 4 gl o}

3 4-4. HTML Access 3.5 ©]3} 2 Horizon 6 W 6.2.x ¢35} W] Aol g+ 15 A A

ke a4

shed F 34 HTML Access 4l 4 &<l Horizon 6 9] F-oll 4] <14 7}k Al ~8l& & -’F AEA] o F-5 Ao g
o}, ol & Eo] Ie] A} vSphere Web Clients AH-&-38kef A-&-#71 H Access = &3l Hl~=
Fol A= = wok AP Aol 5 D 4 ek
o] AA o] Abgele s AA = o YA FA =] QLA 23 HTML Access Al 4l o] 2H4) 3} 5 of
A= &k ol™ A& AL 7L Horizon 69 €] F-oll A1 &1 A 7pak Al 2~ Elel] Al ~2h e o shal, 44 7}
AF Alzmwlof] vl ghul o] A g e}

Al A 74e A A FukEl A Al el Al FA S Aol gt o] A o] FAlEhE o] glow] hul A FA 2hA
2 AAGE TAE T s

DA GEE Al A o] AAl d o] 5 7] Aol Frbd & A el of sh= A7k A T vk A g
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¥ 4-4. HTML Access 3.5 ©|3} % Horizon 6 W 7 6.2.x o]3} W ol )3t 25 A2 44 (A5)
A3 A
TR fdAAd 74 FR R grAde] o & wes AFGY e gaEnt a9 Fold S S glgye ok
+ 3 F shvhe AlEd gl
n FElo|dEA AW Ert FASKE, FelelddE A ~uloA A da2afFor S E
ol g 7luk 75 et
m ohgsko g w| g3}
m ko g Abg-
m AHoA] Felo|AdEZqE FG3H(H, oA tlnaFolA FefelddE Al aglor Sap g &
o 7]k 75 g vk
o] A7 View Agent = Horizon Agentell 2t & -5 v o,
o] Aol v FAstelo] QlAY FA o] QA s 7 71 LR Felol |4 AW 2t &
g 3Fsiv] o,
HTTP A v~ Blast Agent A v] 2ol djall 2oF5|(HTTPS) TCP £ &% w43 & gl eh, 7|3 et
22443%) 1] t},
FEMIEHAINEE o] AAE BAHSGF U o] AA S WA A DFS T 44
2~ 3% (View Agent == Horizon Agent”} A A 5l =2 F)e] whahs] A4 % gl e o] Ed oF g
Yt
H H 7] o J
Horizon Client 74 &3¢9 Bt A4
wok 7hel A A2 Horizon Client$- ADM 2 ADMX Bl 23] s}l o] ol Al 2 ~ a8l e] Ao Al o)A A
FH Uk ADM Bl %3] 91 o] 52 vdm_client.adme & A A 5] 32 ADMX B &3 3} o] &-&
vdn_client.admxz 213 % ek o Aol gl &, Aol 2 T4 A8 La o g
TA A A S F U 2 s A AF, T A A AA ] A
+ Fol 4= ADM 2 ADMX H &2 s} o] B ol Al el gl AA o el A g,
¥ 4-5. Horizon Client 14 51 Z3l: ok A4
A3 A
Allow command line credentials A&AL AL A %7 & Horizon Client W &8 & A 2 & A3 4 A=A o -5 A A 3
(H5E T4 AA) o}, o] A A o] AAg = A RE & A A5 AEA 7L o B ol A Horizon Clients 4 3
< o smartCardPIN % password 4% AF82 5= gl5r 1 o}
o] A& V| EAH 0w ALgetE S AR et
&3k Windows 2l Al ~E 2] #t-& AllowCmdLineCredentials<! Y vt
Servers Trusted For Delegation AFe A7 A AFEALE 229l Felete AR S u A ALA DY A HY A
(AE T4 AA) 5 Esle oA A Qlad s A F Y AA A QI avl A5 A A FE
A, BE A A gl avlAE o] ARE &G
A A QdadlAE Fohete Y vhg 4] F s AR 2.
m  domain\system$
m  system$@domain.com
m o7 A Au] o] Au] s AREAR o] Z(SPN).
%52 Windows @ #] ~ 2] 4t BrokersTrustedForDelegation$] 1 .
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3t 4-5. Horizon Client 7-4 B8l Wl A7 (A14)

ke 2w
Certificate verification mode Horizon Clientell 4 <= 5] = <154 A4 55 T4 & oh o 2= 5 & A
(AFE T4 AH) 4 gl o

B No Security. §15 A& ZAelA] 41 ok,

®  Warn But Allow. <174 AW T~ 7} ApA] A i
EFLEA E AR AR ol 7 Al el ol Al A S 9l ek 915 4] o] & o] Horizon
Clientell A AF&AL7F Al -8k 17 A n] o] 3k A A & 3 8
25 Zzlo] AT A, & fF NSFAIA I} FA 5 3 ARG
97 Ytk warn But Allowe] 7|23kl v o},

B Full Security. 99 +& < 154 & /op A A5 AL&AE A7 Al o

A% % gieh A L Foh 2AH

OL
e
-0,
o
2
et
X,
o}j
ol
o
il
ol
o
ol
f
b

o] 2 A AA o] -4 =W AF&Ak= Horizon Clientell 41 A1 B gE el 541 2l ==&
= oAk A4 A 4 ‘Lr‘"i flsr ok SSL 1A sk Ab= ARG Aol Al kel Aok

A #el AAS g A ez FAA el H Windows #l Al =B A4 & +
gete] el Fa] gele At E S AT = ol ek
Default value of the 'Log in as Horizon Client <17 v gh4k Aol 4] @A) ARg2k2 239l 2helake] 7] S 4ke A4 3
current user' checkbox o}
(RArE B AR A A ) °] A4 & Horizon Client A A A] #| A gk 7] & gx5 A 4 ] & e,

AF-& 717} Horizon Clients ™ 7 &l 4] A @) s} 3L TogInAsCurrentUser &4 A4 s}
wl Bl ghol o] A Al g o
A AFE2LE 229 2hqlato] Alglyl A9 Fefol ol E Al Ao a9l w) ALgA}

7h AT ID Y AA S Auo QA el QlaE e AdkEw AF5 Ao 7 g7
A

34“4 ID fPﬂ Ea %i% of 2] Wl Al -3l oF et

o] AL VAR AL A FES AU

%63 Windows | ] ~ 2] 31> LogInAsCurrentUser<s] v o},
Display option to Log in as o] A4 @A AHg=LZ 229l 2l 2ko] Horizon Client 917 o 34 #}el] vEbv} = 5
current user x| o B2 2 A g o
(R E " AR A AA) sholgle] ¥ 79, ALEAE AlY s AlEg el A ¢ gl el e 7] R 3hs Al A o

ek o] shelzke]l A glom AREAL7} Horizon Client <14 o Hd kel 4] o] 7] 3%

Default value of the 'Log in as current user' checkbox % A A A& A&
slo] AR AREALE 229l BHelztke] R gs AT S dH ek
o] AA & V¥ A o v Abget e S A A5 e

[=ge}

% gk Windows 2l x] =~ E 2] 312 LogInAsCurrentUser_Display< vl o).
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3£ 4-5. Horizon Client -4

3T
9=

S HoE A (A

<

A

Enable jump list integration

(AFE T4 4H)

Enable SSL encrypted framework
channel

( -n—b ul /\}_Q_x} ?—/{ 2]

=

Xj)

VMware, Inc.

A4

o] A4 Windows 7 ] 4+ Al ~8l 2] #ke] ¥ 4] Z ol 91+ Horizon Client o} o] -l Al =

F 5ol el E 5 A o F-F A A ll Utk HZ 555 AEsle] ALl 22 A

An] lawml s g YA dazfo] A4S 5 gl e

Horizon Client7} #f9 7%, Al &A7} 2 2 vl 225 9] o] 28 B = AL Yalx] 45

T ATk ol AAS A A A F AA sl A Z 55 AEelA s AAD

+ A5k

o] AA L 7Aoo w Agsl e S A4 o

&k Windows &l Al ~ = 2] 442 EnablelJumplist<] v vt

SSLtzatd Zalgda A s Agste s AF A oAF-E A oh

m ARS8 SSLE ALSel = E AA g ok sl A vk 174 vl a2 Foll A SSLe| A F] A
S A FolE o)Ay dEE A G AAR fAE F Fh

m AR k3 SSLE A EEkA EE AA Y o] AAe A A A uk w7
zhel o)t Bl B E A gk Aol & 9l o WAN 71471 Aol ¢ @l 2 4
b 4 gl ek

m A L SSLS AHEsl e A A S, SSLE A8l FhA] G w2 ol HE o
A A

%5 ¢ Windows & x| = E 2] 3t EnableTicketSSLAuth$] Y c}.

34



Horizon Client % Agent %3}

¥ 4-5. Horizon Client -4 §1=31: Bk AA (A<)

AR A

Configures SSL protocols and otz sl SSL 1Al AAL 7] Aol 54 ¢lz sl duelF 2 L2 8 F o] ALES Al
cryptographic algorithms e g HES TAGY L GE 55 FRor T s oAb ¢E FAG R
(AFE 2 AeA T4 A7) L]

Enable Single Sign-On for smart
card authentication

VMware, Inc.

F3n vE 4T FAGL d/aEAbE g ek

m  Horizon Client 4.10 ¢]4-¢] 7] &%k-2 TLSv1.1:TLSv1.2:!aNULL:kECDH
+AESGCM:ECDH+AESGCM:RSA+AESGCM:KECDH+AES:ECDH+AES:RSA
+AES S vt}

®m  Horizon Client 4.2 ©] A}2] 7] 2352 TLSv1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AESGCM:ECDH+AESGCM:RSA+AESGCM:KECDH+AES:ECDH+AES:RSA
+AES S 1},

®m  Horizon Client 4.0.1 2 4.1¢] 7] %3k TLSv1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH<] 1] ¢t

®m  Horizon Client 4.0¢] 7] %52 TLSv1.1:TLSv1.2:!aNULL:KECDH+AES:ECDH
+AES:RSA+AES:@STRENGTH<S] 1] ¢}

®m  Horizon Client 3.5¢] 7] ¥ 3k TLSv1:TLSv1.1:TLSv1.2:!aNULL:KECDH
+AES:ECDH+AES:RSA+AES:@STRENGTH ] 1] t}.

m  Horizon Client 3.3 % 3.4°] 7] &3t TLSv1:TLSv1.1:AES:!aNULL: @STRENGTH
et

m  Horizon Client 3.2 ¢] g}l v %42 SSLv3:TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH¢! 1] ot

Horizon Client 4.104-¥] TLS v1.0-2 o 74 2 & Alg5 7] e & AA= =& o] o4}

A A E A G ek

Horizon Client 4.0.1 ~ 4.99l 41 = TLS v1.0, TLS v1.1 ¥ TLS v1.27} AF&-= =5 A 4 5]
o] g ek (SSLv2.0 ! v3.0-= Al A5 eh) A v ebe] TLS v1.0 234 ¢] 3 9 351~
% A TLS v1.05 AHEohA =5 AR 4 gl

Horizon Client 4.001 41 = TLS v1.1 2 TLS v1.27} AF-& 5 =% A A =l o] 9l 51 o}, (TLS
V1.0 AE3HA]l e 5 A = o] 9lar SSLv2.0 % v3.0-> Al A F)

Horizon Client 3.5¢ 41 = TLS v1.0, TLS v1.1 ¥ TLS v1.27} AF8-= =5 A 5] o] 9l
v eb (SSLv2.0 H v3.0-> A= A 9= 5 AlA = o] 9l v}.) Horizon Client 3.3 2
3.401 44 += TLS v1.0 & TLS v1.1¢] A& 5 =5 A A 5] 9l ) (SSLv2.0 2 v3.07
TLS v1.2= AH&3lA] =5 A =0 glsrv )

Horizon Client 3.2 ©| sl-oll 4] += SSL v3.0% AF-&3l = 5 4172 = o] gl eh SSL v2.07}
TLS v1.2+= A& 5 Al =5 A =l o] 9l

oF3 1§ 128¥] E &= 2560 E AESE AF-&sl™ 9w DH ¢hae]5s Al A ohg
Azt adme|E 7] o] #AR A ¢F 2GS A g}

TA ol dl & A& 2 A http://www.openssl.org/docs/apps/ciphers.html

%% 2 Windows #l| #A| ~ = 2] 2k SSLCipherList<] v o},

ol AA S 2 AA o w FA A ke enl SSLCipherList #t ¢ & Zele|ddE A

Felel by el A mEe A F ehibel Robeke] ol F AGEES AT S5 Y

®  32Y] = Windows: HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM
\Client\Security

®  64Y] = Windows: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node
\VMware,Inc.\VMware VDM\Client\Security

£ohE AE Q1FE 96 B Bagol AEHEE AR o V5 A QP 2

25 Agel= 5 A4 el Horizon Clientt ¢t 2815 ~nlE 7= PINS 9 A] ==
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