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URL A"l = 2= A 7 l% | )+ Firefox B.2}-%-# & A-&-8l2 =l VMware
Horizon URL 2] ] @ A 278 A & 3} 31 Firefoxoll 4] AF4-5 =& A A & o}
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gt of, A & & AL Linuxel 4 Firefox-% VMware Horizon URL 2] o] 2] A 2}

=g
AR Y AEE AEAYA L

Windows Z&lo|dE m  Windows-$ Horizon Client 4.0 ©] 4+

m URL A" = glg&@l A 7] 5 0] 90+ Chrome B.et-$A & AF-&&le
Horizon Client 4.7 ©] 42 A A &ff oF g o},

n FEfo|dEoA ool A E R gl A-E AF-E-3sl#w WindowsE-
Horizon Client 2 A %ol URL A Bl = gl & 4 7] 55 A& =5 A A

ol oF e,

F3 ofo]AE-Fete]dE g o # A S AFE-38L7] 9] @l Windows$-
Horizon Clientell 4 URL # €l = 2] o] 2] 4

€] i=4 =
S+ gl ek

Mac Z&lo|dE m  Mac<¥ Horizon Client 4.2 ©] A
31 Mac-% Horizon Client 4.2 @ 4.3¢) 4] URL Zl 8l = 2] ] &l A & 7]
= w1 7] 7]Fo]n] of o] A Eol| A Fefolel E R o] 2l & Aut x| &3
Y o}, Mac% Horizon Client 4.4 ©] 4toll 4= URL A== 2] & A o] &
Ao @ ALl g o o] A ol A Fefole]lEE gl Falo] o] Eof A of o]
AE R gl Aol mF x5}

s URL A8l= g of@ A 75 <] 2l= Chrome H.2}-5+A & AF-&-3h2

Horizon Client 4.7 ©| A& A A &f] oF &1 o},

Linux Zelo]dE Linux-$ Horizon Client 5.4 ©] 4+

AIEZEMEAZR R o AR a2 g QAN fZe A A AFE 94 W22 E o

= pus

RDS 3 2E %+ A 2~H] 2 RDS & 2= E ] Horizon Agent 7.0 ©] 4+
s URL A8l= g2 A 75 ¢] 3= Chrome H.2}-5-A & AF-&3h 2w
Horizon Agent 7.4 ¢] A& A A &l oF 3k o}
m  Horizon Agent A #] %ol URL A Bl = 2 v & A 7] 5& AHEsl =5 A4
| oF g e}
HAaZgo]l Z2EF = VMware Blast
s PColP

Cloud Pod ©}7| 814 344 URL 7AEl = gjt]all X A&

Cloud Pod <}7] 8] A g7 ¢] 9l 45 =4 URL Adl= el @4 44 slo] o] URL ZAHl = 2] o] 4 4

4% T 5 g
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27 FEG AR BA5E 27 URL AR Z | v 4 445 el 49 URL A= e d 4o ®
= e elol 4 AAelA % 4 Sl ek Ao URL AHl= 2@ 4 44 ¢ A1gehl Feholel £l URL
Hag A WAL E S AR L A HEA A AE AR L A Jr i AHAAT 5 9

Svieh,

Bt g Aol Al @ud 24 9 A URL A E= 2l g @4 Ade s 24 9 A

A

HF gAY Febol gl B Al adlol A URLS 3@ vl mhet AR5 W o,
H

Cloud Pod o7l € A k7 4] 9 skefel of g #pA| g

R =L R RS

o

< "Horizon 7¢l 4] Cloud Pod ¢}7] & # zkz]"

URL A dl= 2ld 84 75 0] 3= H

QA Hanf mi A9 o Fe)oA o) dol A FeheldE 2 e] URL AR 2] o] 2 4l (el o] A 2ol 4] 2}
ol d el eleal4l) i Zefol B om A H o) FeAo] Ao 2o URL AHE
2] el 4 (Z o] e Eol 4 of o] A= 2e] 2] ¢] @ 4)% 468l 2] %l Horizon Agent 4 A & w] URL 718 =
2o A4 7 5g Aga s A e ok gl

o

rizon Agent 2 |

e
ul
=2
2
do
)
=
>
]

RLERSTIA

i

i

AA e A shd & ol FE ek Al W R ZE2E Aol A ohs W w5 A e dke] Horizon Agent A A

A2

(T
A

VMware-Horizon-Agent-x86-y.y.y—-xxxxxx.exe /v URL_FILTERING_ENABLED=1

el

Al = e Al A ol whet A A S hE g e

URL A"l = gl e &l A 7] 5 o] AA 53l +=4 g9lsl#I® vmware-url-protocol-launch-helper.exe %

o]
vmware—url-filtering-plugin.dll =Z}< ©] %$PROGRAMFILES%\VMware\VMware View\Agent\bin
\UrlRedirection ol & & 2] of| Sl+=#] 2}l }4] A & Internet Exploreroll 4] URL #A El = 2l & A 7] 55
A3 73 -+ VMware Horizon View URL 2 B & 2] 2.9l Internet Explorer 7} 7] &5 A3l =5 A

el SR = Sel gy e

S BREEREEREEE R RS

off o] A E o A Fefel ol EE o] v & A& A}-8-3lwl Horizon Agenti= URL-S Horizon Client® ¥ 1] 2l =
URLoI A Z 2 & Fof gl 7] ol e A o] A& o vl e}

o el A Ec] A FefeldER e gL ALEtE 5 AA st oh 74 A= FA A4l L.

m  Horizon Agentell 4] URL A Hl = 2] ]2 A 7] &
A

=
°] 9l+= Horizon Agent 4 #] &] W] &-& A Z= 34 Al &
URL 7 &l = 2]t & 4 ADMX ® 23 5719 W $& &

s 7} 2% ol o8l Horizon Agentell 4] URLS 2l tl &l Ad el Wb S Yel =% 25 AA A4S
Ao URL AEl = 2o &l Ad 25 AA AA e W& Ax4A L.
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s (A# ALg) Chrome Y. 2h-§-# o 4] URL Bl = 2] 2l A& AFg-3l# 2] VMware Horizon URL 71 &l =
Bldeld vx 22 a5 AA e AHE-st =5 A4 3 ok Windowsell 4 Chrome-§ URL 71 Ell

== g
I 4 ux =z g AR 2 Ahee ES REANA L,

=4

URL 7 el = 2] o] & 4 ADMX 8l &3l 5}< (urlRedirection.admx)ell = URL & 27} Fefo]ld Eo) A <
ol Eo A FeteldE R ByElA) Ee= GA dlaaFol AXE o FelAl o] Al A A=
A F(Fetold B A do] A E 7 of 2lrfalAl) Aol g 4 gl= A A o] L3 s] o] gl

s

URL ZHl= el el il 2§ A2 AAS 94 o225 2 A48 o) 22 A o] do] 4 &3l21x Active

Directory 41} | GPOS] ADMX 12& sped g Fobgeh A a2 E ml AL ol F2 5 o] Aol 4]
[e]
1o

=2 ek= URL ® 2ol e gk 9t A o] 2%, GPO7F vl 2= 2453k RDS &~ 55 Z3heb+= QU Hh=A] 4 5
o} glofof g e,

Windows Zztelal & #5¥ 7} 235 OUell ol 4 5 GPOeol| =5 A A A A
AEA ool AEZ 2lH S FA s 7] W& vdmutil B & E
t}. macOS+ GPOE Al Y alA] ko=@ Mac F2teldE7) 9l 7 Foll =
A 8T AV

m  Horizon AgentE 4 A& wll URL 71 €l = 2] ¢
@ 4 7] % o] 9+ Horizon Agent 4 A ©] W] &

i
<
o

n URL ZABI= gl o2 A 25 A A A Aol o3l Active Directory GPO 7} A 4 =l o] 9l=#] 2kl
m  Active Directory A # ol /] MMC=} =5 A A k2] d 4] 7] ~9el& A& 5 ol+=A 2l g o,
g2}

1 Horizon 7 GPO W& .zip ¥} £ https://my.vmware.com/web/vmware/downloads <] VMware thi- =
E Apo] Eof A oh-- 2 = g et

Desktop & End-User Computingell 41 GPO #l =] Z 3= o] ¢l+= VMware Horizon 7 th- 2 =& 4l &

o] 3} o] o] &2 VMw re—Horizon—Extras—Bundle—x.X.X—yyyyyyy.zip‘Q Yk o 714 xx.x=
Aol yyyyyyy= " ¢l ot Horizon 71 gk 25 A A AA & Al 2-dhe= 2= ADMX 2hd 2
o] g}l o] A Zﬂ%‘%ﬂdr.

2 VMware-Horizon-Extras—-Bundle—x.x.x—yyyyyyy.zip 2t <] ¢+%5 S %3 URL A el = 2] o = 4
ADMX ¥} < £ Active Directory 4] ¥ of] &-A}gh] o},

a urlRedirection.admx ¥} 4% C:\Windows\PolicyDefinitions Z el H-A}g 1]},

b urlRedirection.adml ¢lo] 2] &£2 915 C:\Windows\PolicyDefinitions<] &l & s} %] &t
of AR o,

o & o] EN 278 2] 7% urlRedirection.adml ¥} 45 C:\Windows\PolicyDefinitions
\en-US & 2 HApghv e},
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444
~
frt
zf
A
o

3 Active Directory Al ®oll 4] 5 A A 3te] 2 4]

URL Ael= gltjdlAd 22 AA dA AFZE A4 > A > T d@l==] > VMware Horizon URL

e el ALA e

a5 A AAE FASAAIL URL 7 Hl = el v & A 24 AA A4 o] &5 AESAA L.
> =

URL A8l = 2jH 8l d 15 A2 44

URL 7l &l = 2] o] =) 4l ]l =5 9}l (urlRedirection. admx)<>1 o o] A Bl 4] ZFetolel B & o] 2l e A

b Zehel A Eol A ol o] AE 2] gl do] B & AL AMT 5 9t 25 AA AR o] B U

e MER L A TR AEA T A LE g B E 49E 28 2 2l

174 7] ¢] VMware Horizon URL 2 €] A ol 9l <1 e},

b ol 4t URL AR = 2l elel 4 Bl el shade] a5 44 Ao el e g e

3£ 3-1. URL A= 2jv i T4 g3 A4

27 A% AsA 54

IE Policy: Automatically X A & A A = Internet Explorer =2 2.¢19] Al5 24 8} of -5 A A3

enable URL Redirection Y o},

plugin o] AR e A eA e 4ol YA gt

IE Policy: Prevent users X A2 A7 URL AEl = 2t @A 7] 58 ALSsl A bx B A A £ gl

from changing URL Ex] o] B2 AA e )

Redirection plug‘l.n 1qu'i.ng o] Xé;ﬂ% 7]-‘11—54‘_9_.‘51_ :[L/HE'»]O% O]X %;15'%"] 1:]—.

behavior

Url Redirection Enabled X URL A= 2l e el 4l 7] o] A5l e s A o] gler] of 45
Ak URL AR = 2l el A 7] 5e] Fele]dE e ole] A E
AR E o] grietm o] A& AbEete] o] Ve & AbE e BES
A4 s
o AR e B m TAH o] A et

Url Redirection IP Rules X o] AR L ALg A A slul Sabo]AE FA w1 o] HE FA | =

Enabled IPFiE=sIPFL s 48 @ F sk A f&2 1P -
N e CE LR R R
o] A7 VA e AbgelA S AR o
23 ©] 7152 Internet Explorer 2 IPv4ol A =1 x| ] 5] 1] o},

Url Redirection Protocol X HTTP = HTTPS ©| ¢ ¢ = 2 % Z(cl: email < callto)ell ©] 47 &

A g A L

42 Url Redirection Protocol 'http' % Url Redirection

Protocol 'https'<®] 7-F-ell= 25 ek

EEEEZS FAT DL} gl 4 Folt URL AH = 269

A

Bl &2l 9} & Active Directoryoll F7}e}7] A el o] gh5-& AHA| ) #

FA ARG F e,

ol AL 7o r A E ] YA Yy
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¥ 3-1.URL Zel = 2t & 25 A& A7 (A5)

a7 A% AsA 54

Url Redirection whitelist X URL9] = & % o ol el Windowsel 4] URL Z &l = 2t} & 4 7] 5 0]
configuration SRR e R L R E e R P EES E R
Internet Explorer(iexplore.exe)

Chrome(chrome. exe)

Firefox(firefox.exe)

Microsoft Outlook(outlook.exe)

m ¥ =18 Skype(lync.exe)

m  Skype(skype.exe)

m  Windows Media Player(vmplayer.exe)

o] 2§ A A A4 74 eke] Windowsell 4 x| 95 o F2] A o] 4
554 £4T 4 A5t o F So), B EFXE B AE |
93} e A4 skl e e sl URL AH = ] @4 o] Chrome,
Microsoft Outlook % Skypewt #| <1 g o}

m  chrome.exe

m  outlook.exe

B skype.exe

o] AA e J|BAH o2 FA o] o)A ekl

T H
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¥ 3-1.URL Zel = 2t & 25 A& A7 (A5)

24 23 AR &4
Url Redirection Protocol X HTTP Z 2% 2% A}8-35l= == UYRLel &) 2 o & 4 e URLS A A
'http' ik o] Aol e thg 3t 2e §A 0 Yl
B HE7 FXE o]F-URLe 214 vy e i) Ao]4de
zeldadew A4 dd A FaEe P Fa mE 4T

H
B Y97 FE - HOJHE FH| x4 H URLE A2l g 5 &= 914
2l A Yt

olel & & 2] ] &l 41 5| o] of d}= URLY 1
.*.mycompany .com>- & A%
s}l Bl 2~ E mycompany . coms EEHal= 25 URL®] Windows
)ik Fetol B ® el e @A E 3 Febel QB o] 7] kg Aol
A e,

n ool HE T - 97 FB AGE QA o maf wE o) Eeld)
ol o2 el A5 o] of al= URLY Yt} ol & £, dlo]HE
T3S . *.mycompany.com2 & "mycompany.com"-g 3
/(7

=EURLe] 94 dl2af Bl o el o] 4o
245

ZeloldE 7 % ello]AE FH AL UH L 4 sk

Url Redirection IP Rules Enabled % 3

A
=
AP F4 ms W% Qg Fu

T EEIPFA T .
= URL Al = 2] =4l ?rzl% %*1 & g AR
ma ool AE A4S 44T alt BEA SAE O|F §4¢ A4

A d

of 7 Au] ZaE ] P F4 Ei FQDN(E e wri<l o) §)
AQn AA FF §4E 4ol dl22F mE o FelA ol4
o) F4] o] E& A A el of G},

HTTP 2 HTTPS = 2% o daj A& $Ua e e 44 74
= slo] &t o] E A F) o} AL LA}~ }mycompany.comﬂr o] -
+7 ¢l URL% Internet Explorerel] §1 = & wf &l o ALo] =7} HTTPe]|
A HTTPSZ A% el el @l A=l wl URL ARl = el v el 4l 7] 5o 93t
o 2 AE3F ok, o] el ol 4] HTTPSell o & 7+ 2 & A4 oA 2k HTTP
of el FLe el A ARE AR A god AgArt g ae

& URLO] 2] e A 5] A o] o
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3 3-1. URL Adl= 2y A 5 A8 A4 (A1)

A3 A5l ARg=E &4
Url Redirection Protocol X HTTPS Z &% 2% A&l =& URLel wla] 2 o &4 & URLS A
"https' 7 o

42 Url Redirection Protocol 'http'<] 7 -f-ell = 251 o,

o) 4L 7 eA e w T o] oA bl

Install the Chrome extension X o] A o] Al g5 x & AAxw URL Z el = 2 gl
that is required in the URL Chrome &7 7] 50] Al o & AAR =}, o] AR o= I 23 A&

£
content redirection feature. Ad Yolr ZaEl U} o] AAE 5 Eeedm e Halo] 2 g8k

o] AA o] ALg3lA b AA =AY FA = A ke 75, URL ZEl
= gl & A 7]5el 22 Chrome 27 7] 5% Chrome ] =% o]
A o E AR ‘6}*1 o g Blv Al de] AA s el o g
7]5 o] AR = A ekew] URL ZEHlZ= 2] v & 4 o] Chrome H.2}-9-A o

A AHge A g ok

ol AL VA o= FAE o YA uTh

ZefoldEo A ool AER 9 el Hof| A 7| A 77t flv ZERESFE TASIHY o] ZE2E Fof o
gt 15 AA AAS FA G Fo o] ZEEFE A A= URLS 2 @ 4 3l7] A el Horizon Clients 3t
W Az oF gk oh

o

ehold EollA] ool A E 2 o] 2l e &l Al 74 Wl & 25 A A AA Al vdmutil W& FE

Y
URL AEl= gt

>
b
rr
rjg
)
iy
>

URL A "l= el &dd o5 AA AAE Agehe 45 Zeteld =(Eeto|dE
ok A A & of Z 2] A o] A (el HE 73] 5-4l)ell A o A

URL
Zalo]dE F2 2 oo]H A= b= (%)F AHE3he] of 2] URL
Fal

)

=
o A gh= URL s &l & A 4 2 A A w vpA T ool o] A o] = -
AH\)E F7Fell oF ok dl & Fof ".*\.net" S A A3 T xxxx.net-> 2l o] A A= A uk http://

intranet 2 o] &l A 5] x| ¢k of.

& Foll4 = URLe 3k 74 a9 o & Hof 5ot

T3 & A

K SE URLe] 2l @) Al =) = 5 A 4] g o},
o o] A E T F (o] AE F& §4l)ell o] AA & AF&3alnl w5 URLe] A1 AE 94 Hlazf we A E o &
gl A o] Al A difueh, Felel ol = Af A (Felo| AE F& F4l)el o] 445 #4381l 25 URLe] ZFefolal
=g ook

-*\.acme H < E  gcme.com £+ example.coms ¥ 3tk & URLe] o HA A S =5 A A g} ofe] &5& 7%

\.com; .* o= Alm| FEE A Al L g 2 32 8] e Al ek e

\.example\.com
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74 9% 49

.*\.acme\.com/ = AE gcme.com ¥ 9] o E 2] /software® _T_?{}E]'-‘fj % URLe] gl e &A= =5 A A3}, d & &
software o] http://www.acme.com/software”} 2/ o] & 4 ] v}, 3 http://www.acme.com/software/consumer
7F el d @A g e

[ = v ofwl URLE 2l & A 5 A ke A g g ek ol & 5ol Seto]dE & 545 vl 9] 74 ofdl URLE =2}
] SR PRS- Ae

A7t

Zelo| A 74 4l ool HE FAo AAL A 5 ek FF Au URL AHl = 2] o] @ 4lo]
A A e AT A W e BEFYA L,

URL E] g4 1P arA A4 o5 AA AAE AR AA o ZeloldE 73 U o] HE FAo 54 IP

od& o] URL el &l A IP 1A A& AHE AA st
“.*\.mycompany\.com;22.22.22.22;160.10.1.2-10.10.12.20"< <] s} vt URL 2 IP 47}
2] o] 2 A 5] o},

= .mycompany.com< ¥ 3t} 2 URL

P 5422222222

= 10.10.1.2 ~10.10.12.20 H ¢ <] =& |

P
m P F422222222% E<l¥+= 2= URL

s P54 9 10.10.1.2 ~ 10.10.12.202 % &<l ¥ += =& URL

URLZFIP F4 2= IP 54 85 = o = el URL TP A ¢ -4 =4 7k seebAl v ek URLel A ek
dl ok URLS AF-&-8 gl o & A o] wp & wbal g v}, URLe] < A 3}A] ¢k 2w Horizon-> DNS 7] & & -3 8}
AL IPFAa EEIP T4 WS HEE s Fd g

o] 7|5 Internet Explorer % IPv4ol A ub Al g ot 7] 2 A o 2 = AL 5 A] k=5 AA 5

URL ¥l 2|t el A A d k= At ot

ZeElo|dE 732 2 doJHE FA- o] A4S ] 4 ek Al A S A sl A
duleh AtA e Bl aEof el el AA, A g eppr] 7 5E g

+4 AF AR

235 (101410 (7). (79)
Vol B AL o el A W, W D! b
! 57 oy {x}

o] A |
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A A el o 3 "LAl gL W] 82 https://en.wikipedia.org/wiki/Regular_expressions % Z 34 A] £

thg Folt URL ARE 2 el @ dol A Agals A4 729 ol 7 Lgelof gy

T s A 5H= URL 2 IP 324 o]

\.net www.hello.net, www.inter.net, train.word.net, test.train.net =
train.chromeie.net.com.cn.

\.sth\.ctirial example.sth.ctirial, www.google.sth.ctirial % www.google.com/
test.sth.ctirial/editpage.action.

*administra www.administra.com, www.askadministra-tor.net % google.akmkda.eae/
administra.cn.

*a{4}custom\.com world.banada.cn/aaaacustom.com, www.aaaacustom.com %
exple.aaaacustom.com.net/nodepad.action.

*a{2,3}custom\.com world.banada.aacustom.com, www.aaacustom.com %
exple.aacustom.com.net/nodepad.action.

train[abc]\.net hello.traina.net, hello.trainb.net, example.trainc.net.com %
www.testtraina.net.com/edit.

train[*abc]\.net hello.traind.net, hello.traine.net, example.train2.net.com 2
www.testtrain3.net.com/edit.

Fa+c*tral.net www.actra.net.com. aactra.net.cn, atra.net.www.train %
aaccctra.netword.

*example(test)?\.cn www.example.cn, www.exampletest.cn, example.cn/editpage %
exampletest.cn/editpage.

sac(?=sprt) helloworld.sacsprt.net, examplesacsprt.com/text 2
www.sacsprtexam.com.

sac(?!sprt) helloworld.sacspra.net, examplesacbprt.com/text
www.sacexam.com.

10\.1\.1\.1[0-5] 10.1.1.10 ~ 10.1.1.15.

10\.1\.(1]2)\.1[0-5] 10.1.1.10 ~ 10.1.1.15 % 10.1.2.10 ~ 10.1.2.15.

10\.[2-4]\.19\.12 10.2.19.12, 10.3.19.12 % 10.4.19.12.

10\.[*2-4]\.19\.12 10.6.19.12, 10.1.19.12,10.5.19.12 ¥ 10.7.19.12.
a(\w)cd(\d)345a\.com www.abccd2345a.com.net % train.adc2cd1345a.com/edit.action.
abc(\W)cd(\D)345a\.com google.abc+cda345a.com 2 test.train.net/abc&cda345a.com.

((25[0-5]|2[0-41[0-9]|[01]2[0-9]2[0-9])\. {3}(25[0-5][2[0-4] == |Pv4 F 4.
[0-9]1[01][0-9]2[0-9])

*example(test)?\.cn;10\.1\.1\.1[0-5];a(\w)cd(\d)345a www.example.cn, example.cn/editpage,10.1.1.10 ~ 10.1.1.15,
\.com www.abccd2345a.com.net 2 train.adc2cd1345a.com/edit.action.

ool HEAN Selo]dERS udd 25 4 4

ool A Ec] 4] FeholdE2 e e elddg A gale] el ang WEAAY FohA e nal
G gk dlE S AEe] 9A WaaF mk AR ) EelA o Aol v H] £ F A el A
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@ A ske] ol g AlEfe] & d 4 5y 7l vMEH =
Aol 71 MEH = ¥ AL 7t 7] &

S = * X+ URLe] A<l
AA] Febol d E Al ~Elo A Al =5 3 4 gl
oAE Eol, 71 MEH ZE 71871 A] &= 25 URLe] ZFefo]ldE Al Ao de] = 2o A==
A TAD F A5 o dlell A= A 2dA & L8t o3 22 A A F sk
n  Jlo]HE FA: ¥ mycompany.com
o] 7 -2 mycompany.com B}~ E 7} Z3kE] URLe] A A & A dl a3 F mis A4 E o F] A o] A
(clelAE)N A de] =5 2 o] 2 A3 o},
s ZEo|AE A x
o] 7t A& Fefo|el Eof gt ®= URLe] 7|2 S2teld E BepgAol A el = 5 2o & A g ot
URL ABl= 2l &l A 7] & ohg Z 2 A 25 AbEsle] ZefoladE d o o] A E 5F A& A &3 o
1 AR AR E fZe] Aol me A vz das T Feto|dE A5 WA gl
ek
2 URL¢] Zetelod & qF A 3 d A sed ol o] A E 2 & 2ol g o
3 oolAE A FefoldE qfA o] FEstH At 2 ® AR o] ool 4= URLe] of o Al 2~
Blof| 4 &t
4 FEA owl URLe] FefolddE & g o & A5 o}
o] o ol A = mycompany.com®] Z3Fsl URLe] ®E URLY] F-3 A ghel 7] wlitol Zele]elE gl of o]
AE gFA o] FE3 ek o] el g & vi<toll mycompany. com% 23el= URLE 24 2 7y ¢
7 al e A ol 2~ 2 el A

2594 URLe mycompany.come] £3t% =25 &
Ao}, Fefel el B Al El o 4 URLN mycompany.com®] >
Axo A A5},

l-H JE
ol
o8
C
Py
—
i

el W aE F= ek URLel el &

Zetol Aol A oo A E R 9] r] oA T4

Zetold Eo 4] o o] A E = ] 2]y A& AFE-5kH Horizon Clientell 41 14 Hl~25F =+ Al A HE z]
Aol A& Ao ALgA7F FetoldEolA -8+ URL & 25 A et 44 dlaziFo] e 9len
URL®| Z 2 & Fof ek 7] off Z2] Al o] Al o] al e URLE A2l @ et AlA E of & 2] Al o] A ] Oéﬁ AL
W A o E 2] Al o] Al o] URLE A 2] & e,

Zefoled oA oo AEZ o) e A e 4G e dgelelnl g T4 AL FHAA L

<A Av] 'l el A vdmutil 9EE AR EE ARESt 4 2R E T
URL= 2| \’434” W E vEbdl = URL AR = 2l e 2 A4 & A o, A g e = A
URL el = 2l o2l A7 A4 mE 4o URL Z1El= 2o aid A4 A4 e igs x4 L.

s A7 A9 Qlzml ol 4] vdnutil B E fE el Bl & Abgehel URL A= 2l el Al A4S Active
Directory A&7 & 5ol @Rk A gA w2 o] URL AHl= el ol a4l 44 2ebe] Wi

 HEHYA S,
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m  Horizon Agentell 4] URL A El = 2] &l A 7] 55 A&t =5 AA ek URL 71l = 2] o2l 7] 5
A

DR EL

°] 9]+ Horizon Agent 4 #] 2]

vl &
»  (Windows &2}l ¢l Eut &l &) Windows$- Horizon Clientell 4 URL ZAHl = gl H 2 A 7] 55 AF&3t=
= AAgh ek URL AEl= 25 &4 7] 5 <] 2+ Windows-$ Horizon Client A A &) ]88 A= 3514

Al S,
m  (Linux ZeFel <l Eut & &) Firefox 2-2}-¢-#] - VMware Horizon URL 2] 1 & Al 2788 A A sl o AR-g-
at= = A4 3 ek Linuxell A Firefox-& VMware Horizon URL 2 v 2 A g7 A A] 2! AL-g-o] &2

CEL RS

. (Wmdows Mac = zhel el Eofl vl sl gk 5] = A 8] A1) Chrome B.eh-%# ol 4] URL # El = 2] & 4]
= #H&2te1"l VMware Horizon URL 718l = 2?4l B2 =2 o9 S5 AL A el Apg-el =

7 g of. Windows Z 2ol el E 2] 7 -%- Windowsell 41 Chrome-& URL 718l = 2l &l A 8% =2 a2)
s AR " AL o] & Ax2 A A L. Mac FEHel el E 9] 79 Macell 4 Chrome€ URL 71 &l =
Poad mx Z2 a8 Ao UEg AEAA 2

s URL ZHl= 2= Ad AA <5 geldideh URL ZIEl= 2o =4 A H = e o] W35 AFESH A 2.

=
W&o aF AA AAE AFEEte] Fele]d Eo W Oﬂ o] A = ‘i"l 2] 1”4*& T4 & AZE3A4 4] 2. Mac ¥
Linux Feteled B2 7% vdmutils AF-E-38ke] Fefoled EolA] ole] A E 2o &l A4S 4] 8 oF gt
t}. macOS % Linuxell 4= GPO7} #| 4 5 X] o v g Mac &+ Linux Fefeld EVF 9l 7 Fell = 17
A AA G AFEalo] Felold B4 ool AE R A4S e 4 gl

A el A~El Ao A vdmutil B H= FE P E AL

A7 A Qe ol A vdmutil B @ E o E sl o] 2 F AL gete] Feloled o4 o o] HERZ 2] 4
of o4t URL ARl = 2l el 4 A4S A4, & w 2el @ 4 e,

F3 Mac ZeteldEol B3 Sefold EelA ool dE 2] el #@Ade T4 del ™ vdmutil &< A
&2l oF gtk GPO+= macOSell A Al 5 #] ¢Fe =2 Mac Zetold 27} gl 74 F-oll = Fehold =l A
deldezel FAE 4517 93 GPOE A& F gl e

B ALE

)

vdmutil % & T2 Windows % & Z & Z Eof A &gt ze] & Al o] g o}

vdmutil 7% 54 [F7 54 1 ...

of

AbEE g e T A HE FAdel vt e e
C

7|2 o2 vdmutil W5 A3 v}l e] 7 &= C:\Program Files\VMware\VMware View\Server
\tools\bin] Yl W& Fol 7 25 ] & slx ko wim PATH &7 W ol 7 25 F 718k Al 2

VMware, Inc. 97



Horizon 7014 9474 v~ 24 715 4

FAL AFE AR vdmutil S A e el oF g e

r o]
AL
)
a8
]
e

N

Horizon Administrator & AF-&-3lof AF-&-xpel Al 2] A} o @& dehad 4= gl 51 o, #RA g Wl €2 "Horizon
7 B A E FEFAA 2

vdmutil W& ell= qlSoll A& A7 o &, =rilel 9 ha & A A dk= wAd o] v Th ——help ¥
o

] =
—-verbose® Al 93 2= vdmutil M A2 3 ol @ oS wAlE ARl oF

¥ 3-2. vdmutil 58 <= A4

4 =3

-—authAs A7 Awf gl Al Aol A 9l 55 wh7] £ 8k Horizon 32] &F2] AR&A} o] &)1 o,
domain\username = UPN(AH&-7#F 4| o] &) &A1& AL&3hA] mhAql Al 2

——authDomain ——authAs 4 oll Z| A 4 Horizon 2] AF2] A f2hsl = ool o] &) v

-—authPassword ——authAs 41l A1 A % Horizon 2] #Fe] etz el et bz of Al "5 ¢l =l vdmutil
Hol doE EE HAIAE FAl W EolA T8 s E WE 7] Foll FrIA s h

o & = v vdmutil % =2 A& #F mydomain\johndoe<l &= 7] ] o,

vdmutil —--1istURLSetting ——authAs johndoe —-authDomain mydomain —-authPassword secret

=]

& vdnutil 9e §4¢ AStel URL AAIZ el el 4 44e A4, e o Bel @ 4+ 94 o L E
A2 270 9] A ()= A AR o
3 3-3. URL A"l = gt g ol B g vdmutil A
4 a4
——addGroupURLSetting 255 54 URL Zlel = 2o a4l A Ao dekgh e
——addUserURLSetting AEAE 54 URL Al = el e @ A A A of gekghy e},
——createURLSetting URL Ael= gl &l A A& A4 g o,
——deleteURLSetting URL Al = gl &l A A4S 2bA g o},
-—-disableURLSetting URL Al = 2l &l Ad A& AbgebA =5 A3 et
——enableURLSetting —-disableURLSetting A& AF-&3lo o] o] &= A ¢k= 5 A A gk URL

ZAulz= ey ad AAE A&t e 5 AA g

—-listURLSetting AAd Aw] elarlee] 2 URL 282 2y @A A& ved g o
——readURLSetting URL Al = gl a4 AA o tgh A& 34 3] e
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3 3-3. URL A"l = 2] g d o tf & vdmutil B 54 (A1)

v 2%

—-removeGroupURLSetting URL Al = gl & A AA oA 25 Fub& A A g o}
——removeUserURLSetting URL 71 sl = 2l & A A A el 4] ARGAp hed & Al 7] g o
——updateURLSetting 7|1E URL Al = gl el A A& ¢fd o] =gk e},

i)

{oto] = vdmutil Aol Hiet 78 AR E A F s 54 Alel o

vdmutil —helps ¢ # e
F A et ™ vdmutil ——option ——helps & & gy of.

H
@ AAG T ANE

--agentURLPattern 41 -5

o4 vdmutil " & & Ab&cte] URL ZEl = 2l o &l A A A& A o 4 =25

/K
il — Qs e}
off Fe] Al o] Aol A ook 8= URLE A A el w232 2 52 w4495 ——agentURLPattern

BeFE He EALAE AT FUAL TRHDE T2 EF AT EY5 o] ok Gt b= E

T Ab&eled o8 URLZF A eF+= URL S E& A1 A& 5 9l et
D]'%Z—ZL ]/(‘1“ =2 7]—7(] xg iz URL ,LHE% ] r,HgH /HU;]-C;]_]/]D]_

Agent URL 5|6l 43

o 2 E ZebololE URLe] 974 Hlzaf mi AXE o Fel ol Ao 2z dg e,

“htee:// googleo| et ¥l ~E 5 ¥ 3hel i Zebolod e URLY| 974 |~z f wm AXE o 2] o] Ao 2
google.*" A5 o

“http:// acme.como| 2h= Bl == 9} 619 vl @ k7] /softwares L3 el= wE Felolel = URLe] YA dlaas =
acne. con/ Al e el Al el ez gl e A g o ol & = o] http://www. acme. com/software”t 2 = = 4 5 v o}, =31

software" http://www.acme.com/software/consumer”t 2] o & A 5] v o},

27 URL ZAEl= 2 am A4 A4

947 H22f i AN R ol FelAl o] A4 el e 5 54 URLE @@l el =7 URL AH2 2] v

A AR gae = ook 24 URL Aul= glgdll A AALe 27 Fooaul B 4 gl 4]

HTTP, HTTPS, mailto ¥ callto& ®| %3 vtfat 222 55 74T 4 5 th callto Z 2 E 52
Chrome H.2}--# ¢] 2l v &l A& A 8} A] b5,

Aol S5t o] A &l of AL
A7k mycompany.comfjr 7L°1 -4 9l URL< Internet Explorerell <1 & & 3l o} Alo] =7} HTTPol| A
HTTPS® 7l el el & A =lwd URL Al = 2l @l A 7] 5 o] Yot & a3 o}, o] oo A HTTPS¢l
ek ot A& A A S A a HTTPO &l st gl d A S A A A ghowl AHgA7E ) 3 el = 4
URL®] 2] v & A =] A ok o,

URL 7 el = 2l S Aol el = o] o] A& A kA = 2ol S5t

e el o] d el A £ 4 9 Aol URL Ad= 2l elala 444 A4 akelm 1o URL 78 = 2| o]
A A AAe REFAA S
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AR LT AV

m vdmutil HEE ol A o 8 ARE shebelal vdmutil HE S A Y 5
ghol glex] el A4 An] elar el 4 vdmutil B = G 2 E A HE
e}

s URL A= 284 A4 URL T+ <
A o

sl ™ ——createURLSetting &4 3 37 vdmutil 4

vdmutil --createURLSetting —-urlSettingName url-filtering —-urlRedirectionScope LOCAL

A g e}, --agentURLPattern 4 72 W&

& Az

& AP

[--description #1 [--urlScheme #7] [--entitledApplication #' | ——entitledDesktop #] [--
agentURLPattern #
4 A

--urlSettingName

--urlRedirectionScope

--description URL A el = ]l & A Aol vigh Al ok, A& 1~102475 22 4
et
--urlScheme URL 7 el = gl o]l A A4 o] A &= = 2% F(d: http, https, mailto =+ callto)

--entitledApplication #1745l URLE o &= ® Ah&- off el Al ol A &

HAE FE D4k

o] 24 o] Z(el:

5l
iexplore-2012)si vl e}, o] FA5 Ab&ste] 27 RDS vl =25 2] ¥4] o] &

o

(¢l: Win10)%l vl ot

414 2.

--entitledDesktop A URLS A= vl A3 24 vle=as £9 34 o] &
RDS "l &2 5 9] 7§ ——entitledApplication %415 AF-$-
--agentURLPattern AA vlzam = A"l Aol oA o URLS A1 A dtE wha 322 78 &
Aped gl o
3 (Ag Ay sl el 228 E URLY 27 gl4~5 A4S URL Al = 2ol A
2]l ——updateURLSetting =413 &7 vdmutil % & & A& gt

vdmutil —-updateURLSetting —-urlSettingName url-filtering —-urlRedirectionScope LOCAL
[--description #/][--urlScheme #] [
agentURLPattern #

#][--entitledApplication # | ——entitledDesktop

o] & 42 ——createURLSetting 417 7 vdmutil = & AH-&-3)

rr

A3} < ek,

VMware, Inc.

100



Horizon 7014 9474 v~ 24 715 4

dA: 24 URL A"l = g Ad A4 A

o4& o o] 4= url-filteringol 2H= £7 URL A el = e ald 444 A4 ghleh o] A5 gae

J\i‘ E el
http://google.*& ¥ 3tal= =& ZF2to] 9l E URLS iexplore2012et+ o Fe]Alol A F& 2l &4
sl & ofd o] =g o},

VdmUtil --createURLSetting —-urlSettingName url-filtering —-urlScheme http
——entitledApplication iexplore2012 —-agentURLPattern "http://google.*"
——urlRedirectionScope LOCAL —-authAs johndoe —-authDomain mydomain —-authPassword secret

ﬁLg}

=4

e

Zehe]dl E URLE

il

A=y
-

b5 ool A = url-filtering 2 A& ©~E https://google.* & *

iexplore2012zt+= o F2]Al o] A =& 2o @Al A3l =5 i ol o] Eqh o}
vdmutil --updateURLSetting —--urlSettingName url-filtering —-urlScheme https
——entitledApplication iexplore2012 —-agentURLPattern "https://google.*"

——urlRedirectionScope LOCAL —-authAs johndoe —-authDomain mydomain —-authPassword secret

B E Febo|el

rir

oh5 ool = url-filtering

A A& Bl AE mailto://.*.mycompany.coms ¥ 3+a}
E URL< Outlook2008e}+= ol &2 A o] 4

o] 4l E2 2 ele Alat e qdulo] B,

vdmutil —-updateURLSetting —-urlSettingName url-filtering —-urlScheme mailto
——entitledApplication Outlook2008 —-agentURLPattern "mailto://.*.mycompany.com"
——urlRedirectionScope LOCAL —-authAs johndoe —-authDomain mydomain —-authPassword secret

AbEAF B 2ol URL 2Rl = 2l e A A A& gy oh AFgA == 5ol URL 218l = 2] o 24
A 2R S xRS

4ol URL A= 2] o A1 A4

Cloud Pod °}71 &} A gH7 ol 4] zhe] ab= 7% 2= sr el o] d o] Z=of S

€ d = e
of e Al o] Alell A del =5 54 URLE 2ldH st Ao URL ARl= g2 A4 A7

q—- 1 fE
dabat 22 A E]i iURL*—zH

HTTP, HTTPS, mailto %! callto= V] 53 3 22255 74T 4 5t callto Z 2 532
Chrome 2-2}-5-# 2] 2] v} & Al & A 6} A] 1 o

HTTP % HTTPS Z 2 & Zof el M= Tt 2@l d AAS 7430 2lo] S5k oA ok A&
ZF7F mycompany . com3F #-o] F-% 9] URL% Internet Explorerell ¢} 2 & wj aff o} Alo] =7} HTTPol| 4]
HTTPS = 7k 2] e =41 5wd URL zl9l = 2l # A 7] o] flebe o & AHa b et of el 4] HTTPSe]
gk oA & A A s A ak HTTP el e ejvald AR & A A slA e ALEA7) ] 8 8h= F

URLe®] 2] = & A 5 ] @< o,
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Cloud Pod °}71 5} A &k7 -4 o skl v gk #FA| 3k W) &2 "Horizon 741 4 Cloud Pod ©}7] &} A k2]"

s vdmutil el E el £4 2 8 A4S sheleh i vamutil He S 49T £ Yt FER
el gleA Sl ek &4 An e sol 4] vmutil B EE FHEE g W Eg AETAA

2
o Nge HEH

s URL A== 2l d&dl A A7 URL 75 A @t —-agentURLPattern 41 -
[e]

a7 ——createURLSetting 417} g7 vdmutil =& & A 3 g

N
C

Ny Y
&
oY
iz,
[
L)
i)
)
l_,)~
it
ol
o
o
o,
O]

vdmutil --createURLSetting —-urlSettingName url-filtering —-urlRedirectionScope GLOBAL
[--description #1 [--urlScheme #71 [--entitledApplication # | —-entitledDesktop
#1 [--agentURLPattern #

4 A

--urlSettingName URL Ael = el & A A4 o] afat o] 59 vl ek o] &2 url-filtering®l o oF &
vl et

--urlRedirectionScope URL Al = 2l d AA o] Wejurt, dld A o] 2= dvfao]AlolA] Wolw

--description URL Al = gle] @l AA ol shgh A giveh A2 1~10247 5 £33 5 957
et

--urlScheme URL Zl Bl = 2ol A A A o] A& 5= = 2 % F(d: http, hitps, mailto %=+ callto)
g el

--entitledApplication A7 H URLE of = ol AE-3 Ao o ZelAl o] A A Hghe] 4] o] &4 et

--entitledDesktop A H URLS of = ol A8 A dlaafy AbE Aghe] £4] o] (ol GE-1)30 Y
.

--agentURLPattern AA dlazg w2e AAE o EefAl o] Aol A o URLE A1 A ohe wbg 3 2 352
#hed g e,
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>

3 (49 Ay st o4 Z2E S URL Y Ao el 423 445 URL Ad= 2l d 4 44 F7he
%l ——updateURLSetting 41 2+ 7 vdmutil = &= A & 3 o,

vdmutil —-updateURLSetting —-urlSettingName url-filtering —-urlRedirectionScope GLOBAL
[--description #1[--urlScheme #/][--entitledApplication # | ——entitledDesktop
#1 [-—agentURLPattern ##

o] 542 ——createURLSetting 417 7 vdmutil =& & AH&el= A 2 25 o

R

A A URL Ael= gu]elxd A4 74
b5 o of] A = http: //google.* Bl ~ €7} £3LE wE URLS GAELC] 2= A o Z 2] A o] A AFE g
o & gyl et =S url-filteringol gt A URL A= 2l el A A4S A g o

vdmutil --createURLSetting —-urlSettingName url-filtering —-urlRedirectionScope GLOBAL
——urlScheme http ——entitledApplication GAE1l —-agentURLPattern "http://google.*" ——authAs johndoe
——authDomain mydomain ——authPassword secret

th& ool A = https://google.* Bl ~E 7

L 3E E URLE GAEloleh= Ao o Ze|Alo] A Ag A
e 2 2y e Al et =5 url-filtering 474 & S E

vdmutil —--updateURLSetting —--urlSettingName url-filtering —-urlRedirectionScope GLOBAL
——urlScheme https ——entitledApplication GAE1l --agentURLPattern "https://google.*" —authAs johndoe
——authDomain mydomain —--authPassword secret

b5 oo A = Bl AE mailto://.*.mycompany.com"-5 GA22}= A of F2]Al o] A A& Hdle 2 2]t
A et s 5 url-filtering A A& ol o] =3k o},
vdmutil --updateURLSetting —-urlSettingName url-filtering —-urlRedirectionScope GLOBAL

——urlScheme mailto —-entitledApplication GAE2 --agentURLPattern "mailto://.*.mycompany.com"
——authAs johndoe —-authDomain mydomain —--authPassword secret

A EE 2 Fe] URL ARZE e a4 A4S 93 eh A7 = g URL A8 = 2] e 94

vdmutil "&£ el slo]~ 4 2 87 A shobelal vdmutil M E & AT 4 Y= T Aol
AEA 2algt el 17 A8 ol e 2ol A vdmutil 3 E FE B E AFSo] WE& AE A 2
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A =}
o AEAIA URL A"l = gl & A AAS dubaledd o4 4w gl <8 4o 4] ——addUserURLSetting
+AS AFESle] vdmutil B8 S Ay ot

vdmutil ——addUserURLSetting —-urlSettingName #/ —-userName #

<A a4
--urlSettingName gk URL A El= 2l el A A o] o] &< ek url-filtering ol o] oF g et
--userName domain\username ¥ 4] <] Active Directory A&7} ©] &) v o},

. Foll URL Ael= gl &4 A A S kel el ——addGroupURLSetting 415 AF&3le] vdmutil o
Eé = AP
vdmutil ——addGroupURLSetting ——urlSettingName #' ——groupName &/
&4 A
--urlSettingName gk g URL A El= 2l el A A4 o o] &)Y ek url-filtering ol o] oF g et
--groupName domain\group ¥ 4 <] Active Directory = ©] & %1 v o},
01]11] URL A Tﬂlﬂ A A st

ths ol Al el 4= url-filteringel 2= URL A Hl = 2] o] 2 A 44 & mydomain\janedoezt+= AF-& 7ol
Al kg e,

vdmutil --addUserURLSetting —--authAs johndoe —-authDomain mydomain
——authPassword secret —-urlSettingName url-filtering --userName mydomain\janedoe

+ ol Aol A= url-filtering¢l 2}+= URL # 8l = 2] &4 44 & mydomain\usergroupet+= —L5¢l
kg o

vdmutil --addGoupURLSetting ——authAs johndoe —-authDomain mydomain
—-authPassword secret —-urlSettingName url-filtering —--groupName mydomain\usergroup

URL A= 2 e @ 4 442 #elgh) eh URL A= 2] oo 4 44 vl s W&

tje

2T A 2,

URL Al = gJtjd A 7|5 0] 4= Windows-& Horizon Client A X]

Windows Zzho] el Eo 4] 97 vl ~a% wi= AA = o Ze] Aol d oo URL A B = 2] o &) A1 (F 2ol
AEANA oflo]AE 2o 2l A)g AHEsledw URL AHl = 2o & A 7] 5 ¢] ¢+ Windows-£ Horizon
Client5 A Al o gk e},
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URL AEl = gl A 7|55 Agete= AAse W HaE 545 53 Windows-£ Horizon Client 4 A
e A AFgallof gk A A HelA sl S F i FEee Al W ZE5ZE Aol ofg wHE s A
g slo] AR5 A =g o}

VMware-Horizon-Client-x86-y.y.y—-xxxxxx.exe /v URL_FILTERING_ENABLED=1

URL Ael = 2]t &l A 7]5o] A A =5 9l+=#] 2<lsl#I™ vmware-url-protocol-launch-helper.exe %
vmware—url-filtering-plugin.dll =}< ©] %PROGRAMFILES%\VMware\VMware Horizon View
Client t & E o =4 2alsl4] A 2. Internet Exploreroll 4 URL Z Bl = 2] o] & A 7] 55 AL-&3l= 7
- VMware Horizon View URL 2 €] 8] =] 2.¢] Internet Explorer &7 7] 5 A A gl =4 = & ol g},

31 Mac-¥ Horizon Client 4.4 7] 24 o & Zzlo] o] Eof 4] of ¢] 7‘4Ei91 gl o] 2 A& A3 e, F
7} A A 2 E I 8 8R4 tF Mac$ Horizon Client 4.2 % 4.3 olol Eof A of o] A E 2 9] 2] ]

WAL A DA @

URL 718l = 2]t dHd 44 g 2E

URL AHI= 2 d A4S s 293 Fol 54 9% F43te] A4l Av 2 A5 ehex 2els
4A .

AR 8T A

vdmutil Bed % Qe slel s 4 3 e T gL ﬁmaz vdnutil B e ¢ 49 g & Qe FEe Aol
A Bl eh A Ao Q)2 ol 4 vdmutil 3 E E L Ao fES R L
A%

1 A4 A qlael 2o 22l g,
2 ——readURLSetting A1 2} 7| vdmutil * = = A & gh o},

o :

vdmutil —-readURLSetting —-urlSettingName url-filtering --authAs johndoe
——authDomain mydomain —--authPassword secret

©
i)
i
A
o
>
o
ol
o
o

Z g dA@Ad AR gk A H ot A e dlE Fo] url-
3 42 Bl ~E google.*°] 3% HTTP 2 HTTPS URL®] & &}e¢]
ol ol 4 iexplore2012et= Z7 o Z2jAlo] A £2 gl dl A Bl o= & HolF o},

URL Redirection setting url-filtering

Description : null

Enabled : true

Scope of URL Redirection Setting 1 LOCAL

URL Scheme And Local Resource handler pairs
URL Scheme : http
Handler type : APPLICATION
Handler Resource name : iexplore2012
URL Scheme : https
Handler type : APPLICATION

VMware, Inc. 105



Horizon 7014 9474 v~ 24 715 4

Handler Resource name : iexplore2012
AgentPatterns
https://google.*
http://google.*
ClientPatterns
No client patterns configured

3 Windows Zz}o] el E A ~Hlo 4] Horizon ClientE i €17 Au] gl ~El ~of A g T A A ol F4
H URL s & 3} & A8l URLS 223 & sl w URL©] ol Aol 2 2] of &) A 5] =] ol gh o,

4 F3 Windows Zhol ol E A ~Blo A #l A~ E 2] 314 7] (regedit)E < i \Computer
\HKEY_CURRENT_USER\Software\Vmware. Inc.\VMware VDM\URLRedirection\ 7 2ol 4] & #| ~
e 71 & gl g},

AAo| AR E 7 Z2EF dig 7|7} IAH Uk 22 E S-S R d dld 22 EE3) OJéEJ i

= & o FyrTh ol & £9 agentRules+ 2] H & A 5]l += URLS %43}, bro

URLS gld el A et o] Abgx5l= dd Au] Qlae 290 |IPFa s Afets T2E o] 25 346k,

remotelteme Bt & 45 URLS A gl el tlaays e o Fe]Alo)Ad £2 34] o] 55 343

oh,
URL A"l = gjtjald A

o
o2l

rJ

Z]

vdmutil W& & AF&8Fe] URL Ael= glgald A4S 3l 4 gyt
2 v ed 2} gk ——authAs, ——authDomain‘Q ——authPassword 45 7 A &l oF 3] o}, ApA| gk o] &2 <
A A gl 'l 2ol A vdmutil W B E frE B E AFEo] U && Ax A L

FA4E 2E URL AHL= 2l oo 4l 4 9] o] % 9 ahewl —listURLSetting 443 &7 vdmutil
4g A9

vdmutil —-1istURLSetting

£ URL Ael = 2] o &l A A A of] w2l AL 8F A 25 ®e]wl __readURLSetting@t &7 vdmutil ¥ & &

vdmutil --readURLSetting —-urlSettingName value

A

URL el = 2l o) &) 4l A4 5 A1 A5l 2H ——deleteURLSetting w41 2+ &7 vdmutil = & A e g of

vdmutil --deleteURLSetting —-urlSettingName value
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URL 7l el = 2l A A A & Abgeba] @F=5 #4621 = ——disableURLSetting -4 3 27 vdmutil =

RL Al = gl o] &l A4 AA 5 AL&et= 5 A 4 sl2f 3l --enableURLSetting &1 2+

vdmutil —--enableURLSetting —-urlSettingName value

14 M AH8 A i 1 A

URL Ael = gl & A A Ao A ALEAFE | A 8F2] = ——removeUserURLSetting 54 2+ 3] vdmutil % &
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¥ 5-23. VMware Integrated Printing 7 2 24 A
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¥ 5-23. VMware Integrated Printing 4 3 44 (44)
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Printer Name for RDSH Agents

Specify a filter in redirecting
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Configure PCoIP event log cleanup by
size in MB

Configure PCoIP event log cleanup by
time in days

Configure PCoIP event log verbosity
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Configure PCoIP image quality levels

Configure frame rate vs image quality
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Configure the UDP port to which the
PCoIP host binds and listens

Enable access to a PCoIP session from a
vSphere console

Enable/disable audio in the PCoIP
session
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Turn on PCoIP user default input
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Security Tools

Configure SSL Protocols

Configure SSL cipher list
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Configure clipboard audit

Configure clipboard memory size on
server
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Configure clipboard redirection

Configure drag and drop direction

Configure drag and drop formats
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Configure drag and drop size threshold

Filter text out of the incoming
clipboard data

Filter Rich Text Format data out of the
incoming clipboard data

Filter images out of the incoming
clipboard data

Filter Microsoft Office text data out of
the incoming clipboard data

Filter Microsoft Chart and Smart Art
data out of the incoming clipboard data

Filter Microsoft Text Effects data out
of the incoming clipboard data

Filter text out of the outgoing
clipboard data
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3 5-25. PColP S HH= A HAA (A1)

a3

Filter Rich Text Format data out of the
outgoing clipboard data

Filter images out of the outgoing
clipboard data

Filter Microsoft Office text data out of
the outgoing clipboard data

Filter Microsoft Chart and Smart Art
data out of the outgoing clipboard data

Filter Microsoft Text Effects data out
of the outgoing clipboard data

Whether block clipboard redirection to
client side when client doesn't support
audit

PColP % H 4

Horizon PColP ADMX & = &l s}l ¢l = PColP = % & 54

2]

el AEel 4] ZeheldE2 bt FRRE dlo]Eol 4 A4 9t B do]
% AE Y eAE ARG e o] AR o] AL ES AR o] 7 Felekel
e s o] glewd oo ¥l 7 e e o] AR el AgelA gEd 44 5 o]

o = ] o] E] 7} &) &)1 o}

Eolq FeleldE R b FYBE vl Eol 4 ofv] A vo] e & Al
G F A Qe o] AR o] Agel s A s el 9 sl kel AlHH o]
o Qe gk o] AR el AgelA GES Agse gAY 7
o

ol & wlo] ¥} 7} o] 45 ] o

ool A Eel A Fefolal B2 7p= FRI B = d] o] el 4] Microsoft Office =] 2~ =
G vl o] El(BIFF12 & A) 5 HE = A& AA G e o] AA o] AHget==

AA s o] gl gl vlo] Addsle] glom wol el 7} AE R F] ek o] AA o] A
o

A G AA S A TAEA B A Fol = H el B o) 3 gy v

off o] A Ecf Al Zelo]el E 2 7= F 5 2= vl o] H ol 4] Microsoft Office Chart
2 Smart Art H ©] E] (Art: GVML CllpFormat)# de B A S A A g} o] A
Aol AbgslE s AR E o] gl shelgle] AlglEe] gl on] vlo]e 7} Le a5
vk o] Aol AHE-3HA] %Lif‘ A= YA FAEHA e A foll=
ol 8] 7} 3] &5 v oh.

of o] Al o A Fefelgl =
&3} ¥ o] | (HTML 3 4])=

AR w0} 9l 3 gelelo] 4

kﬂ
N
N
r‘m
U

gl 1 = o o] B ol 4] Microsoft Office & ==
AE A o] AA o] AbgetE S

ol el 7} e el g et o] A A o] A
Ark FAE A g 7 el = Hl ol ¥ b 3] G5 ok

ow B

10

§olA EF A4 o]
NE A5 E AdeA gt Febeld ol g 2HLE el
o] Age] AgHEE AR A g gk F b Al e ok Fuieh,

o

ol 4] A 81| A 5k Zefeld

o [¢) i\_
A AQEA Bg AE ool AE-FeleldE FYRE A g

A| 2~ ©l
A kg et
B SJEEF - FEN e AL 7] Fe] o o] A E A ~'lof A A 4] E] A uk Fete]
AE A Ao A ADE A & g oo A E-Fefolgle FH R 2T
A g 3]t
o] A o] AbgelA s AA =] gAY A=A G g 7B 2t
S et
o] A4 & #&3l#lwl Configure clipboard audit & A4 A& 483}
=5 A oF gt

],

oli
rr

74

2 A AA o] ko sy

o

A e] 1A 7)o AFE 7 > A A > FE] E8 > PColP Al WS > AA
o]

A 3he) 97719 AR F4 > A4 > B AE > PColP Al W > A

ol#fgt B = AA L 2F A

9] 75 gt &R} 7| -3k Sl Sl e
ol AL 2F A

o] E7bsd FA AR Erfel = ol
VMware, Inc.

190



Horizon 7014 9474 v~ 24 715 4

3% 5-26. Horizon PColP A4 tj < £ W4
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3 5-26. Horizon PColP A4
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DSCP Marking
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Filter Microsoft
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Filter Microsoft
Office text data out
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Office text data out
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Filter Microsoft Text
Effects data out of

the incoming
clipboard data

Filter Microsoft Text
Effects data out of
the outgoing
clipboard data

Filter Rich Text
Format data out of
the incoming
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Filter Rich Text
Format data out of
the outgoing
clipboard data

Filter text out of
the incoming
clipboard data

Filter text out of
the outgoing
clipboard data
H264

H264 High Color
Accuracy

H.264 Quality

HEVC High Color
Accuracy

HEVC

HTTP Service
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Turn off Windows Installer RDS Compatibility

Turn on Remote Desktop IP Virtualization

Select the network adapter to be used for Remote
Desktop IP Virtualization

Do not use Remote Desktop Session Host server IP
address when virtual IP address is not available
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Automatic reconnection

Allow users to connect remotely using Remote
Desktop Services
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Deny logoff of an administrator logged in to the
console session

Configure keep-alive connection interval
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Limit number of connections

Set rules for remote control of Remote Desktop
Services user sessions
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Do not allow COM port redirection

Do not allow drive redirection

Do not allow LTP Port redirection
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Do not allow supported Plug and Play device
redirection

Do not allow smart card device redirection

Allow time zone redirection
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Use the specified Remote Desktop license servers

Hide notifications about RD Licensing problems
that affect the RD Session Host server

Set the Remote Desktop licensing mode
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Use Remote Desktop Easy Print printer driver first
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Set Remote Desktop Services User Home Directory
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Join RD Connection Broker

Configure RD Connection Broker farm name

VMware, Inc.

v

o] AR 44S AL§3he] RDS T2k RDS EaEo] A
7 A <) ol Ahedalok sHzA o -5 A4 ] o} RDS B2
o) Q7 AmE AEA A4S FA T AR} ZE el
I RDS %] 7] & Al el 44 A% 4 9l el RDS &
O~

o] oA Anlo] Aolstelm YA ol AaE A T AE o8

)27} RDS & 2= E o A A 5] o] of Fhc},

o]

| AA AR o] AlgE 2 & AA=Ew RDS & 4~E+="RD <
27 % o1 % T4 AR A5 Bl ﬂoﬂwu}.a CEX

A A EA G o,
o] A4 RS AgeA GES 4G e RDS AL A7 A
Bl ol ol 7} aA] ghop e A gk A4 FA ol S E A o

ek ol S B AR S A 47 oA E A
SaE 4 BT EE Eold Az WM A EAE AL el
RDS 52 170 Aulel 492 + 512

o] A A

2=
NS

2
o
¢
o>
=
%
e
S
(e}
)
%,
o
-
"
o
o
é
w
3
>
5
o

G4 @Itk ol A5 A A0 A Bem 4 5w
= Ele]d e WMI A 85 AL §ehel RDS B s ol 4] 614
Awlol 7}9) el =% RDS BAES 4% 4 94 o

e

-
©,
>
X
)
o
~
>
ofe
ol
o
rt
fu

= = AAS = 7 -"RD <14 B 27 3 o]

2 A RD 1 B 27 Aw] o] B A A A AL A)

Lol AAGAL A d2aE A T8 A =

E%Hlﬁﬁﬂﬂwwm#4;4ﬁ Lo o] 2] a Ao
4

¢

2 Windows Server 20082] 7 %~ ©] 7 A A A -2 Windows
Server 2008 Standard ©] Aol 4 | <1 511 o},

o] AA AR L A&sle] RDS & 2Eol vgh 1A Aln]el 4] 744
o o] o] 55 AP A H W o] 55 Abg skl 7

£ RDS el ¢+ RDS &4 5 2ol gyl ufepd FUd3 =

= olel Al s %RDSE*EOJ] el sdet ol &5 A

-2l oF gk vk, # o] 5 Active Directory &7l ¢l A v]~2] o] &
A et gl

Al o] 55 A1 3 Al o] RDS T~ E ﬂl?ﬂ 17 Ao

A4 = 71E 3 o] &5 A4 sk %+ RDS £~ E 1= RDS

Tael] A7 AwolA Bl Foll 7Fl ] ot

o] AA AAE AHEEtE S A dtE 4§ RDS Z~Ec Hidt <l
7 Aol o] o] &5 A A @l oF gl

220



Horizon 7014 9474 v~ 24 715 4

¥ 5-35.RDS A7 A8 18 4 44 (4%)

a3

Use IP Address Redirection

VMware, Inc.

()
ofL

o] A AAG AL A G E AA A FA A o 3
ol Fol i A A oal] A=A gHeh o] AF UA v~
2 A e 74 2 w1 Eeld Au] s WM A A

Abgate] ol Es 2R F s

31 Windows Server 2008<] 7% o] A A4 - Windows
Server 2008 Standard ©] AFell 4] Al g el o] AAL 25 A
A A g AL 4 74 =7 =

WMI Al F- 75 Ah-g-dle] "RD 174 B2 7}<]" 2l "RD 174 1
2 Ae ol g FA] E ok A E =5 A ek A e 746
A o AEEA e

o] A AA L ALgsle] Fefelgl B tlulel At 2o w4 5]

<
RDS ] 71 814 vz Al Al A el 2hA] A A 2wl A}
I

J
7 w7k ol RDS &~k 9] 917 A v & A&l =5 45
RDS =~ Eol A5}
= AA dlazF Al Fet
°]1E= RDS & 4E 9] 17 Alw| & | elsha Al A o] EAlst=
RDS & ~E 9 IP F4£5 Abgste] 71 & A4l o= 2] o245
ghol ol E ZASFE 7L IP F4

=z
= o] RDS =kl A4 A4 4 glof ok et

i)
T

-0,
E
N
X
i
|rt
=3
A
o 2,
i oo
>
259
il

X

|w)

w

o

>
wh |m R

= nE of A=
AAor el dguch MEA D 2= Wel 4 £54 0] RDS
SaE A A BheE B2 S Adeke Fehel =gt
2= WA P RDS TAEC IPFLE A% A4 A A
el Aol o] AL AEEA GES AR AL,

¢ FATA o QA vaa
T P Fa el e A AL gt A o] A% g
QA WzaF AL E2E T4 279 o] A4 e AEHES A

cENES

&
L)w
o
N
r}fﬁ
o I
b

3 Windows Server 20082] 7 - ¢] A A A 7] -2 Windows
Server 2008 Standard ©] Aol 4] | &1 51 1] o},

221



Horizon 7014 9474 v~ 24 715 4

¥ 5-35.RDS A7 A8 18 4 44 (4%)

a3

Configure RD Connection Broker Server name

Use RD Connection Broker load balancing
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Limit maximum color depth

Enforce Removal of Remote Desktop Wallpaper
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Optimize visual experience when using RemoteFX
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Set compression algorithm for RDP data

Optimize visual experience for Remote Desktop
Services sessions
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Always show desktop on connection

Allow desktop composition for remote desktop
sessions
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Server Authentication Certificate Template

Set client connection encryption level
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Always prompt for password upon connection
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Require secure RPC communication

Require use of specific security layer for
remote (RDP) connections

VMware, Inc.

FEAlo] 8¢5

F3 YA daas v ag B 2 T4 8 o RPC ol E 7 o
27F A

16 o

RDP(U74 |22 % =22 %) Q17 %< Zeho]el =9} RDP 5.4
ek EAE Sa] 5wk AFE AEHES L FUA o] ¥ E
A 4 3 o

gy ek DP" Bl g AFE3
m  Negotiateol A sl =t o1+ sld& ¢+
Fetold Bt A8l Bk 7 obA g Wk
4 A% Haby v A 1.00] A5+ 7% RDS
= 4 Aok TLS7F Al 8l =] A ko 7] &
Z 2% ) k5ot B4l Bel A ol AF&-E A uk RDS
A s ek
m RDPoll A= 5l kel 9= s1¢l& ¢ <ok RDP W& 7] &
RDP <}& 85 Ahgshe] Feto]lel E9 RDS &4~ E 7F 541
Beks A g ek o] AR S AEl ekl RDS S~ E 7} 9l 55
A g e
B SSL (TLS 1.0)c Awdsl kel ¢f = sfad &
< A& TLS 1.0€ 53l RDS £~k % <l
D}. TLS7F Al =] A ek o] ol 7 o] Al sf gk e},
o] AA & A&t A FEF AA}AY T4 EHA
ol g QA Aol ALga
Al s ek shAlaE A w2~

of o]2lgk ddAel a3

o
o
>
v
+
)]
%)
-
o

-
Ol

L

°

232



Horizon 7014 44 v~ 24 715 4

¥ 5-37. RDS Security Group A3 A4 (A<)
AR

()
ofL

Require user authentication for remote

°
oX,

o wt nle

¢ Ahgetel W= 3 45 %S 5ol RDS B2Eo
& ]

connections by using Network

2

g AN
D?./

> o
do o
)
>
>

( O%C‘
_|>L
Lo
ofX

_,d
o
>4
]'£
ofX
©
o,
=3 “10
,
B!
hu
>
I
S
P
rn‘.
2
e T
o2
ol
ol

o
™ )
RS )

o b oo b

2
!

fr ox
L‘(l

tlo
o
o
=2

2

o

bt

©

K

>

o,

m rUlO
>

ol
¥ g
il

£a5%4odﬂm BE}

=

-
%
DS saEel AL

itk

rr
U o
w
£
-2,

(
|

R ECERS XY
Aol 4 24w
AN

o
B dA Au] e Aol WE D 4

L
Ach
o
e
It
2
=
ﬂ

fns
o
i
AL

5
S
|m

2
fu
il
F_E.l
)
=
folr

Lo
i
=
o,
ha
2
14

F o
rJQu
4
m“m
Wﬂ

i
)
S

o
)
e,
ot
i
4

°

H
47 a7 T4 e A gkexl RDS
Aol g7 Qo] W] =92

i
it
o

~
2>
of
ol
o
)
g2
frt

(
|

2

)

2

ﬂ

ofe
ol

ol

ae g
fo o

5O
S
o g
v

b
RN I DUV <)

rj\g

d

& o

[ ol

U3

il

EY
g@‘
)

S
N
>
do
>4
o
ofn
2
=
lul
iol
]
-
N
o
01)1
o
e,
ko
_?L
ik
R
™

i rj‘ﬁ‘,

ek
4 N
38

oy o
T
o

o
-
%
2,
s
>
>

oA =% AAHAL FHAA od

A7 AA =2 A 2] Fubiol MATHEZ Bkl

ofX oX,

£ ol
(e}

L oo fo
>
e
S

o,
x
T

Do not allow local administrators to customize

FH

b Aot 0 W22 A4 Bk P4 BT wek g A

permissions AR 4 YES GA o5 A Qg

o
>
oo
_,>i

=)
>

Agate] Bel At 9A U AAF A BAE T4 BT
3} Euoﬂ A AR EAF 5

1, = :
o2 A ol WA S A 5

Okl‘ oL
i o

oL
[

N
e
2

o

>
R

m o
[o
fu
N

olo M

ﬁﬁ

ESI

JRE:
o

i

o )
o

e 2

o |

N
I

oL f

3 &

.

N

oo [>

> |

)

> H

oy ok

@ o

RO

T L

>
>
ol
DIV
ot
= o
oo
2o >
N

N
H

o
2

i
ofL
N
)
e
ofe
|o ¢
fu
o,
v
oot

N

o
u)

™
-

oo HS
rﬁCL

L

2

1>

1u

u:}{ﬂ U?,(_‘,
=

= e
L
o

)
e,
=)
o

fol

[

wo | a

{4

S

M
)
e
’.£
T
oL
N
)
2
£
)
b
i

[ me
M
~
>
io
N
>4
)
N
I
m\m
y
Au)
ol
ol
N
Ao,
o
N
|
o

]
il

AgR g ol Zobeke Ay

RDS A4 Al ZF A gt

RDS A4 A7k A% 2.5 A A 47 & A4ate] RDS B2 Al el A A2 Ald B Ae A7 4
9145w,

Hmmnﬂm81%§wwyﬂ%ﬁ‘H¥%>ﬂﬂ>4ﬂﬂﬁ > Windows 74 84 > 97 dl&3

EAulE> 94 d2aE Al T2E > Al A ZHAZE o] AR e
Horizon 7 RDS 2+ A A A4 & AHg-2F 4 > e] &3 > Windows 74 24 > 97 dl&3F A

A A& F AA Z2E > AA AT A Erfel = AR o

VMware, Inc. 233



Horizon 7014 9474 v~ 24 715 4

3 5-38. RDS A AJF Al 15 A A AA

e

47

Set time 1limit for disconnected sessions

Set time 1limit for active but idle Remote Desktop
Services sessions

VMware, Inc.

2
of

o,
o
o,
o
~
>
ol
ol
2
29
i
©,
ai
=
rﬁ

A dl A5 Av] A A A

2

°

=|‘0 ox, & oX
ok
RV
od L
o »
> o
> oo do o
o
of
A
i

i

IR R TR
2 o |y
[e3 riﬂ 111 >
2 TR
N o > I-fir
=
Iy g
gn I
PO
= o
N
I
_>L -
o fau
o M
2 o
o I8
o Sk
[jTh
o K
>
EN
E)
sk
v
30
bt
L
o

o,
ox
r
offt
)

o
o
L‘ilo

17 AR e o 4d Fod ZEage AEAs) Y
= AAHA geiels B4 AuE §A 5 o 7]

@ A7 A5 A A Aulol A A7k AR gle] A

ke
Moy o &
T

-
o

ol
ol

N

2 Flr o
B
[T
off
o
-0,

o

4

A
ol ox,
°
oo
-0

N

3o oy
A
o

o o
oX, o
foh S 2 oo T
[> Faja
> R
S i
>
£
U
©
(s
ol

to |m
N

=y
oX,
njo
™
>
ol
ol
o
>
g2
frt
i
2
o,
ol
ol
)
o=
-4
o
ol
ol
)
©o
A
lo
rﬂ
-2

.
o

>
er
s
2,
o
o
rr
>
F'q\]—z

B9
r}L
oX oX
oA
U T
O
o Lo
=
D)L
)
2
R
rO
i3
[e3

2>
=
2
ot

E
i
=

B3 ol AA AR AR A 2 AEA T E ool 249
|

o AR AL Ageld A%z el %717 Aol AgA ¢
o glo] B4 94 PlaaF Aol Aol FF AHE A
EDEE BRI E L

o AR AL AGHES AR TE A S [FF A4 AR =

Gh el A A ADE A oo e, 44 vl
B Al st AR A7 Fol AF ez G elnA 4 Aelal
Ao AL @ ek AgRL A4 A el 2717 2% Aol
AnE FAGUT o] A% b A FEAU S 2E AL
oF S A% G4 A= FAL 5 dEleh 2E A4l 9l
B A FF A AL AR AEHA ek

of AR AL AgeAA BEE AFHAL FHAA Fon 4
A el aa s Qul st 4ol AR E A% E B elUA F
FANE RAL S Qe QA daaE A4 BaE Y
o] (AL el A B4 ol A f5 el Al el B g A7)

Nﬂﬂ%ﬂiﬂéﬂ%iﬂii%ﬁﬂiﬂﬂﬂ@ddwﬂ
74 2k> m*iiﬂﬂ*> 27 dl22E AL T2E

> Al Az zﬂf& Zrfol A "A] 7} A el =dkatw A4 F B A

A AR E FHS 5 D

A A e @7&—9—&‘:]1/]\;}

234



Horizon 7014 9474 v~ 24 715 4

3£ 5-38. RDS A4 A7+ A3 15 A2 A (A

a3

Set time limit for active Remote Desktop Services
sessions

VMware, Inc

()
ofL

of A ARE Agetel AFe R Aol #717] Aol AA v~
2E v s Aol B4 AHE FAT 4+ 2 A AL A
ELRES

o A ARE ALAEE APt A5 (B4 A A =F
g B Eol4] el A7 ATE Aeel o uleh 4 Wz
B AU 2E AR A Fol AF o HA A AAL B
Jeb A A QA vl a2 g Auls A4 ddel #7]7] 23
Aol A0 g o o) & Fa AgAE @7l st e A ela =
2oale B EE ol Heh 24 Adel gt A4S 84
AR A7 Aol A G A v

o A ARE g GEE ARl A FAeA hond ¢

A vl aa s Al st Aol AReE A7 B B4 A E
A 4 Qe 04 Ha2E A4 BaE 4 =T 4]

gloll A 4] Al Aol vl gl Al 2E AlgkS A D 4 gl e

A7k A £ 2w A Bl 2aE qu) sk A4 QAL §A

% = steldd B5re] 74 > #E] 93] > Windows

224> A QAAF A& > 94 Gl AAE A Z2E

> A A ZE AZE Zojol A A 7L A gl mebebi Al FE" A
A

235



4

EE PEE

3

=

IS

Horizon 7¢1 4]

)

El
l

i

5-38. RDS A4 A|7F Al gk 1

-
it

A+

n
o
l

o
o8

o

A ol 22 E Au s A4

!

RREE R

Terminate session when time limits are reached

]
17
3z /(]

] 7]

kL

e
A

< RDS

2] 7 ¢]

2] 7 o] A

El
the] 3

17 ghomd A}

gl Al o] S P& uf RDS T 2Eo4] A4 A4

AN

%
7 of]
o

=

Aul 227} A7k 2

oA 229

] 7 off

RS

A7k A
A4

LS

|

A vl =2 A ez Al Aol A 2E Al g
g

e
i

4

o

3+
5k A
o
[e)

)
o

gE]
T

1=

3
E

T
2

<

A4
17] Aol

AgR T4 E el

S EET

15

1A T
g T4

3

=
o

5]

Al Ad el of

e ] B | S
AR 2o 3 A A o] Aujel A A ).

] o
=1

€]

=

bl A Ao}
ol

A ds=

d

5

17 vl 2 2% A

R ]

b= 71
2] 7 o] 4

il

=
d Al 41e] RDS
3

o 74
o =%

E o] 4]

slrlehe 3
o
K-
il
A s
=
1
A
3]

2= A

7 ol

}o] Al4 o] RDS & AEo|A] 219

o -
<7

A
i

<

2]
=
£

o
+ A

e,

& Ahgtel
o)
27 o]

°

A

e}
42 A A

Lol A

&
Q.
<

1%
ol Al Th Al A4 e}

17 o) 22 vl Al 4ol o)

&

4
|

A
o

1

Aw) e At
2 A
7 of
ek, AgA L A7 A
] A &)

[}

A
) 7|

7
3!

]

e
i

T
7] off

°
k]
3
<
) A

=

KN
o
A
o

4 RDS

a
Ae
=
1l
s
<
‘]

g

b ol =t obd,

S|

o el
et
15

A

A o
d

1
A]
A} 7F

o ol A eh,

I

o @2l Ao} bzl A7
787 o 2 2§ Ao}

A 7F A g
ol vl

e

=
Z3

Qo

ka
o)
2R
IS
B
(<]

Set time limit for logoff of RemoteApp sessions

o
ﬂMO
.

=

el

TR

236

VMware, Inc



Horizon 7014 9474 dl~ 245 7]

ofr
1
o

RDS 94| &) 47

RDS <14 25 A A4 4 dl=as Anjz Al Aol Abgs = 44 Erfe] A4t AHA S Al o] 3]

s

43 3
Do not delete temp folder upon exit 209 Z A YA dlAaE Au| vt AbEALY] Al A 9l A EH =

L
BEHEA 5 AR G
o) A& Agete At Aol H 2oz eteehE A g
144 94 EvE QA ARl §A2 F dgn Aedes

s

Aulzt 2203 A Aol 94 B E A

% Agem A4 AgA A Aol 2ae el sl A
Srhe] A4 QA Erih wEG
A S AE b Foz AR A4 W mAE A e P4

2A AAYHetE AEA a2

ki

s

ol

o
o 4
=

i e
o

i)

)

fvios

ol

o

|o

AN

>

i

)

A Lo
o,
)
n)
> =
0
it
>
T
[ ot
i
el
5]
fo
|l
>
jg
N,
ol
44
0,
2
R
=i

>
E)
ot
)
o

o,
rlo
R
T
3

Ao
do b
o
- <
Buigh 3
J
£
ry
e 2
=14
>
i
v
lr
S
>
o
ol
ol
>
e

o,
o
2
rr
i3
it
o,
o,
o
—n
EJ_‘
2,
o
O
oo
=)
A
>
o
S
|
A
£

Do not use temporary folders per session

2
S
it
o,
N
>
ofe
ol
ob
2L
o,
)
fnj
[>
0
e
R
T
>
N
X
2
o
ik
2
>
it
ny

o oX

i
ox
ol
o
)

s
<
o

°
o,

ol
ol
B

ok
30
o
T e

o

o

oW
1=

4

g2

i
7 o,
L= o v do
-
>
OB
N
. e
%,
|o
ls
e,
N

>
>
of
A
N
oo

o gl
o,
2
o
)
ol
rir
e
o
2
r)s,
N
—
4
2
B
S
nE
ki
o
=i

RS
el
Ani
i
o
oX
2 o B
o g
0 o
>
Ar)
e ok
o
>
i
An)
e
o,
U
ol
u
EE
o
2
2
>
>
oo
pal
>4

An)
o)
-

)
i)
£ g

>
-~

[kl
oo b
L

e

o

Loih A4 E A G
AR AgA A T

Fol Ee) olelel 24 QA E

oX,

_IN
o
o2,
o
>
ofo

i

“ e
ol

s, °
X
=
(%

o,

>,

}ﬂ

(o] 1
o o
o
)
2
A L
=
4
o
o o
N
;9, o
e
)
> 2
ofo B
A .
o
o=
oW
L e
t
e

2
2
o
i)
°
£

o)l AA AAS TAA o dA vlaag Al T2k A =
Tl A el A kA e g Al g4 EE 2 A4 U o

Mg A E A A

% Bl FeholdE A&

A A 5e AgAET Aol A 2
wE salvel] Q4@ 4 94tk FetoldE ZIE 2riAA Al Wel A o ol A

Wol 4] 418 715

=

VMware, Inc. 237



Horizon 7014 9474 v~ 24 715 4

(K

E a5 AA AAE ARk T <l 7 sel 54 FetoldlE 2Rl HE A Hlaaw gl oSl A o

ZeloldE =3 oA A e XA 15 A A 442 VMware-Horizon-Extras—Bundle-x.x.x—
yyyyyy.zip ¥t el #HE =2 39l VMware Horizon =l €] 2]t} 2 4 ADMX & 58l 214
(vdm_agent_printing.admx)ell Al &5 1 ch. A A #| 4 & Active Directoryel ADMX & 521 »}< =7}
Az Al

i

A

A A

Zelo|dE g 2ty PH A DE] AQ 25 A AAL AEe e AA e A5 dAZEL o)
£ PrinterFilterString ®| =& Abx}ol] e & 7F A & ] & & of g
[}

o2,

3 o e AL el v A A ol
of 3 ZaAE (LAY 2E)E AR ehe ATFA Uk Aelel FA o Zalyel A A g mE Zal
Hob el Adgyeh e e s de e AL ule] gt o] 4e BE FelodE el e s}l ee
AL o v g e
g Folt Be FA AT+ U 54, dabA 2 sl E e} sk gl e
% 5-40. FEIFY A os] AL = 54, Aiba R =gt
=4 SR staEste
DriverName, VendorName, PrinterName AND, OR, NOT *and ?
e Hele FA Y kA el ek

(DriverName="DrNamel" OR VendorName="VeNamel") AND NOT PrinterName="PrNa.?e"

PrinterName=".*HP.*" OR PrinterName=".*EPSON.*" AND DriverName="PDF"

PrinterName!=".*PDFCreator.*"
7ha dl 2~ 245 == RDS &2~ Eof Horizon Agents A A & wl] 714k ol4f] 7] 55 Ab&ete 5 A4 et
AR A A2 "Horizon 7ol 4 7}1A4F Bl 225 A A" 9 "Horizon 7014 Al A5 Hl~3F 2 o F2]A o] A A
AR E FEFAA L

o] = ol g A
1A 7]RE Q13 A A

A shed LA

A2 10 Q1 752 A 9 Al e feld 24 2 E 2 2AE L QA A
Hel A o8 ke Febel = A 2wl Zale$ o g Gl

% A gehe] IT 242 B4 FeholAE vue] 2o 4 13 A =l ee] 44 o~
1%L ek o] & o] S ALE WA Aol & o] Fal7] wlFol o Aot FAF <4 wl vt}
e}

S A 711k ¢l4] 7] 52 Windows, Mac, Linux % =uld ZFzlo]od E tfufo] 2ol A A& 4= gl of, 1
e}-A 71ul Febol ol Eoll A = Ab-ge 4= gl o

A3 HTML Access AH-&3ho] §17 o225 2 A4 5 o F2) 7 o ol <143k 45 MAC F4ut 2
ehel e o] 58 Ahgalt §A 7k 1) AR o] A9 H A e e

VMware, Inc. 238



Horizon 7014 9474 v~ 24 715 4

ohg o] A dlaag W o Ze Aol Aol A= S A 714k el 7} Al 5 U o},
m  Windows tll =~ =% 2 Windows Server Al =8-S ¥ 3hgl thal L& AL A Aol o 25 o] A3 F

m RDS Z&Eo w5 A vl~zF F A o F2] A 0] A(RDS E4-E = 7HAF A 28] == 2
A Al 2 Hl]])

n A dlA3E W] Horizon Clientoll A A 2Hs] = Al A1 5 off 2] A o] A

S1A 714k ol 4l 7] & AF&-shel 9 Horizon Agentst 7 vl ==L 5ofl 7hak ol A4 A5 AA S &

ubE ZalH =efolw] = A Al of et

AFE FA ol &AZEg o] AA £ <] Microsoft Group Policy Object Editorell 21+ AutoConnect Map

Additional Printers for VMware Viewz}+= Active Directory & 7 A A4 & 4 dkef § A 7]ul <l
A5 A3 e

il

33 AutoConnect Map Additional Printers for VMware View= 738 54 A A<t 7155 H
S AA L dlazFol dAstE Astel BAIgle] BE LA dlaTFol A&

AutoConnect Map Additional Printers for VMware Viewt ©]& ¥ 3} el o] £
B 7 g8 Al gsle] EA Zele] 2 AWl gk =2 g Hod 7AS A

7} 54 Felold B Al Aule] A vl A Fol w3 5] =X 5 A A g e,
4£ﬂﬂﬂﬁﬁui@@ﬂ%€%@f+mMm7°ﬂ1%ﬂ2k2ﬂﬂﬂﬁéﬁﬁﬁ*ﬁﬂﬁi%ﬂ°E
Alzdlg vl gy, Sefo]lE Al ~8le] ZalE o] ZE Wy %3

Mo gt A o] gl 7§ Horizon 7-& AH&-AF Al 5 944 vl Foll Z=le 5 mfs) ar_

o
< A

Fefold B Al =Hle] |P 4, ol & 2 MAC 4 28] i AREAF o] 5 B 255 ke ]
< E
=

=
g maleol shibel e A mi ool W A 23 ARG

A7 dlaaFo el e 5 v 38l d AF-#5] &= A 2= HKEY_LOCAL_MACHINE\SOFTWARE\Policies
\thinprint\tpautoconnect®] 4 v~z 5 | A ~E 2] g=of A 75 ]},

AX] 716 A5 Hfsk 2AH A A

AA 7 Zel o] o Zele A4 AgA} HaaFol A Lol SH AL AL L ol £ FA
} -

ek ol & Fof AgAL G LES ALINES A 70 = ] o, ALg Ao}
Aol q 2aobtal s eha] 2ol $1A Z % Zele s S BEE A& Ag P e

Al & ol e Aol Ad o] AA Al Adell 2=l E AA S AdeteA AbgAbs ol Z 2 Al el Al 9] <l

ol A $1 & 7|uF Z2lEl & A& sla Alggk =] Y 12y 3t d
Agla) of gt ok, el g AA L AFEA I} o FEl Al o] AL ol dl st Ak Atoll A ZlE & Alg sl A
AWES FYe= A AAEA GFeh

Microsofte] a7 AF&kal Z el ¥ =zlo|n] &) DEVMODE &7 H-3o] o}yl Zel¥ =elo]n] e Agl-g &7t
ol AA o] AAE = 7% A 7|8k L2l E 9] x| &A *é%i%x A5 A g oh A &A AA S R Y e

)
W Z &l E =efoln] &) DEVMODE --toll A7 o] A 7hsl 2=l 8 5wl £ah4l A <.

VMware, Inc. 239



Horizon 7014 9474 v~ 24 715 4

1A 71HE Q1) T1E A H DLL w5 =

S1A 70k el & Sall 25 A A AAS 452w TPYMGPoACmap.d11l DLL 3} 5 & 53l of g o},

L

VMware-Horizon-Extras—Bundle—x. x.x—yyyyyyy.zip°¢leb= o] &2 & 3t/ 2| 35 & .zip ZFL ol A
TPVMGPoACmap.d119] 32| E 2l 648 E B A5 AES 4 Q57 oh o 714 xxx= BA o] 3 yyyyyyy+—
Bl = W 3 ¢l o}, hitp://www.vmware.com/go/downloadview <] VMware 2 = Afo] Eol 4] 9} S o}
R e

A3}
1 TPVMGPoACmap.d11¢] A &g v A& Active Directory A1 v =& 25 A A Ao A8 ool #H5F

Bl o] H-AFakA] A] &
2  regsvr32 -FH 2 E & AF&-8lo] TPVMGPoACmap.d11 ot & 553 o},

ol: regsvr32 "C:\TPVMGPoACmap.d1l"

RS
N
jns
_l_l
0,
L)
H
1
2
2
!
2

2] A 714k ol4 & A A sl# % AutoConnect Map Additional Printers for VMware View L+ 7 A
AARS FAT U 25 A A AA L Horizon tl 23 5ol Z2lEl & vl F 3l o] & w3l el o] ¢ o},

TA el Abgsk= =l el 219 H == Active Directory A v ol TPVMGPoACmap.d11< &5 3&f

AlA 2, 8] A 7]ak ol 5 A A DLL o1 555 AEAYA &

m  AutoConnect Map Additional Printers for VMware View & A A4 5 SA|sl4 A2,
A Zab ol 25 AA AA FrE AERFYA L

A 7] 25 A A A Al 3 GPOE A4 8 Horizon Bl 22 %5S 2 3Hek= QU A ak41 Al .
Horizon & A Ao o3 GPO A4 WY ¢ ol += Horizon 7 25 7 A of] v &k GPO A ofl vh&} ol

s 714 <l4) 274 §4lo] Horizon Agents} 7] B2 2 5ol 4 A | el gl eh TP AHE 47 A
A9 TP VG Aol o] vl st ol 5 AAlel AR 5le] A delsha 5o,

&1
>«4_,
e
N

m  Horizon vl =2 55oll4 Z=lH 2 qlaf] #4] & AA AFel7] vl toll Hlazgel Hagt Zalg =efo

W7k A H o] gliA] 2kl a4l 4] <

VMware, Inc. 240


http://www.vmware.com/go/downloadview

Horizon 7014 9474 v~ 24 715 4

13}

1 Active Directory A ¥l 4 GPOE A} g o},

AD WA g B2
Windows 2003 a Az>rg T2 > F2] = > Active Directory AH8-2F 2 AFE & A8
ot
b Horizon Hl=2 %% ¥38l= OUE w2 9 25 vEo® Felsla £4 %
Al el gk e,

c IF A HA D75 et 2F A we] Tl aads G

d S2F AelA A A A 2§ A AR o AU T GPOE hEa &
2% 95z 2gen APE AP

Windows 2008 a Alz>
b =elelg saksta 9A k) 2F AA ARl el A4 W GPOE vHE
~eemwEes 229 e AP AU

3 A4 AolH 37h ZUAE A4E AR W FAL 5ol 22 o,

942 71k 12} 1F G A TE

AutoConnect Map Additional Printers for VMware View Z 2l ¥ 5 AW sty el Ml o2&
Aol o] & B Hol 5k 2541, 3 e o] & A 2 Gl HE o] E S Ay

VMware, Inc. 241



Horizon 7014 9474 v~ 24 715 4

3 5-41 W HolE 4 H gt
4 v
IP Range ZetelodE A agle] IP 34 WY E A A sk W gk A gl o,
=4 W94 IPFLE AR w ohg 78S g g
ip_address-ip_address
<l:10.112.116.6-10.112.119.255
54 Ao e IP F4£5 AR o 3715 AHE ] e
ip_address/subnet_mask_bits
oll:10.112.4.0/22
o] F7)W-& AE 7F5 3k IPvA F45 10.112.4.1°1 4 10.112.7.254 & =] 7] g+
v e}
dele) P Fael stEew MR E g4l 2.
F2 PG £ L= fAel 4] shbe] Zalelel el 271 IP £ 44
(IPv4 F4& 171, IPv6 4§ 171)% 3 7}3ked Horizon CI|ent7P 17 eof ofud
LR EFE AGaeAlol RAgle]l ZAE L A Aol EAHEE G
o},
Client Name e o5& A A e W gk A §) W ek
dl:Mary's Computer
dofof Are o] Foll el MEE a4l 2.
Mac Address MAC F4 & Al A sh= W3 A v ek GPO A A 7l el A = Fefeld E A~
Sl A A8 AT EAE AL ASeok Grleh ol
m  Windows Zetol ol E = oh& 2} 3ho] sho] &5 ARE-gh o
01-23-45-67-89-ab
m Linux kel E= vb5 3 o] S8 ARE g e
01:23:45:67:89:ab
el o] MAC FFaof 2helw ¥ 35 ¢ 2 a4l A 2.
User/Group AbEA e 2 ol EE A A ke WE A Y o
EA ARA mE 25 ARG o 3718 E AR
\\domain\user_or_group
ol: \\mydomain\Mary
FQDN(7 1 8t=l =wl el o] &) Erlgl o] ol tal] A1l =)= 379 e] of4
ek dojo) AbgA e aF o] E5 Al W E gk
Printer Name AA el az ol w5 ZalE o] vk
of|: PRINTER-2-CLR
w5l o] B3k FEtoldE A ~Hlo Qe ZEE o] &5 BFEA Folx H Y
o},
ZalE = Fefold E dHufo] e e 27w A8 oF ek UNC 7 =9
vEH 2 el e w2 A=A ok
Printer Driver Z ] B o A A28l =elolu] o] Bl o},

ol: HP Color LaserJet 4700 PS

F2 97 daafeld Zeale 2 el A
Wz Bl male Eefolu] & A Aok g

VMware, Inc. 242



Horizon 7014 9474 v~ 24 715 4

3 5-41. W HolE d H g (A
E 2
IP Port/ThinPrint Port ez zeee] A% zele |PFE4AE TP_2 3451 o}
ol: IP_10.114.24.1
713 T E 291009 Utk IP F4ol ZE W EE Fohale] 7] Bghe] ofdl Z
EE AT sy
of: IP_10.114.24.1:9104
Default z el g7} 7|2 Zel g9l A o] BB F A ] o},
d el 9ol v RHEE AL AL Fo), A, el FHa Hel R e A 2 ol gl e
7w uhr sbo] J)sk B vl s 2 R g2 bRk S5l ag A R FU Y ke
7171 715 2l d 4 ek dlE Eol, Blol & ol P& Atdstedw A WA vl o] & BFEE F= A Y
AP AE F 2449 Bl o] & G5 W3 A g shelnl obA o 25 270 F 23 g v
¥ 5-42. 9 A 7k <l 25 AA AA Ao E dlE ol E Y FE R RAF

Zetol
AE o] AH-g-2H IP £ E/ThinPrint
IP 9 =3 Mac ag =g ol & ZE =gtoly]  FE 7|2z
* * * * PRINTER-1-CLR  HP Color IP_10.114.24 1
Laserdet 4700
PS
10.112.116.140-10 * * * PRINTER-2-CLR  HP Color IP_10.114.24.2 X
.112.116.145 LaserJet 4700
PS
2 g A el 37 el wlarel] Al wl A dofl A E M EY A 2l EF e Fefo]lE 4
el A vl s mol il Sefold E Al aH ] |P 7471 10.112.116.140-5] 10.112.116.145
Hefoll Q= -Follnt + A ol AR e 22l g7t A vl 5ol w3 5o

Unity 28] 72 B2 05 A4 A4S ALgeles dgets 4% FA S Zelala g g ae gabe D
o AL Qg 28 Y AL 54 9 Agew T4 map AL AR E A FEE X
el ol et ohg Foll= DE e FA] AT 5 9le 54, A P Fd o) et g

VMware, Inc. 243



Horizon 7014 9474 v~ 24 715 4

¥ 5-43. Unity 28 13 &4, g 2 73

i

3 el

classname, company, product, block, map

major, minor, build, revision

o
%3

normal, panel, dialog, tooltip, splash, toolbar, dock,
desktop, widget, combobox, startscreen, sidepanel,

taskbar, metrofullscreen, metrodocked

Windows =&l 2~ o] 52 kA o 7 712 549 ) of(ell: classname=CustomClassName). 7F = & 574 Al
o & A ghel| oF k= 7§ company, product, major, minor, build % revision 54 ] Al ek A

G shaol £ Gl 4 oA g B4 el e e BE F AUk o H B B e 55 BAE 2]
]

/&t A 2he AA sl Fuleh o2 5L AT A5 mE ghel AA sk A o] Aol 4G

= et

7t & Al A sl#ll action=values % 4 &4 vh(ell: action=block). block =t & A& Zzho] ol E
F A 8HA] ¢ =% Horizon Agentell Al A §h e, AFo] v AV Fefeld E o) ot A A~ 525
&l 2 7 - block #H&l & AFE-g o},

| o Tor < A A st Tt A ol type=values Z 33l oF g oh(ell: type=normal). o] 55 3 ol
Y = ol =AE gelelr) 7 A8 2R s o i s = Al VMware Al Bl ol A A Al Bl= 7 -
of ub 34 & g e},

2E 4 o

classname=MyClassName;action=block
& 2= A& MyProductzt= Al 5

product=MyProduct;action=block

og AE Y FAe e A FHAT T AR FH ol o ek

classname=MyClassName;action=map;type=combobox

F3 Unity 28 7 &F 25 4 A 4742 RDS &2 E ¢ %ProgramData%\VMware\RdeServer
\Unity Filters tl& E ol )& s}do] x| A TR R A T 7 o s ok

AN

]x

g5 ZE

Active Directory L5 %3 o A

AA vlazFm AAdE A ) = & OUell ekt o] AH¢] GPOE <17 &)
= Horizon 7l 4 Active Directory l% AAS TEE 4 5 ol g GPOE AF-&-314 Horizon 7 4|

sulol 2E A A4S 45T 5 Y

VMware, Inc. 244



<

Horizon 7¢1 4]

El ol 4] A 2] 5

A

—
o

?_

Active Directory 4] ¥

Active Directory 4 v el = A

ol

Horizon 7 817 ©] &3l 712 o} 7] ol i

=
T

A3 =

(&

R

W
A\

o

—_

ou A4

?_]:

Horizon 7 A] ~El-& 9]

Windows 7 5t E] oll = ¢

=
—

Active Directory =i ¢l 2] o}

o

Ho

[e]

—
1o

ﬂm_l
ofw

SiN

% RDS

2~ Bl
—

A, A 22 E A

xg xj 5

Z&og OUzI ANE

Al Horizon 7 ¥A 3

A

ox

AN
il
7o

=0

Active Directory A o 4] A2} > = E Z 273 > 8] =F > Active Directory AH8-2} 2 HFE =

1

TR
o
oz

S

1o

2 Horizon 7 A = Elo] X

)
ol
=
;2

uj

o

A ou~t

ol

A} OUell Horizon 7 Al =&l & 37}

4

A5E A ol

Jeb

© 2% s do]l 4 Horizon 7 A & H &

b

TR

7ol Horizon 7 Al 228l o] % A] 5] o},

e

<

Horizon 7 & 7 A ol o gk GPOE 4

+ GPO A4

ks
T

ol o

Horizon 7 1& A

} Horizon 7 A] 2~ &l 2]

AE

A

GPO+=

KiN
o
ToH
B
ofw

Horizon 7 1

245

VMware, Inc.



Horizon 7014 9474 v~ 24 715 4

AR LT AV

s Horizon 7 Al =8l ¢] OUE A A &

v

ct.

e Al vlof] Bl A e ql AFEA R 7 gl

AN

m  Active Directory A ¥ & &~ ¥E

ct.

m  Active Directory 41 # el 4] MMCoF 1 A A 32| ~dfel& AT 4 Shex] el g o

-
o,
e
>
o
-0,
o
°

4 (A9 A3 ouUel 54 Horizon 7 Al =~ ®l el GPOE A -3 o},

a 1% ol 4 GPOE A8 e

o

lz
e

262 el Horizon 7 A 226 o] vhebahvleh. o] & 4| 2 8lelak GPO 414 o] A 451 et
el ST 2

GPOe®l Horizon ADMX H =& 57}y

s

GPO¢] Horizon 7 ADMX E1Z 5] 3} 7}

t = 2353} o] 2] Al o] A oll Horizon 7 T4 &

o9& Z g e,

N
L

= AA AA S AEcke s GPOel @l & ADMX Hl =&l

A 8T b

= Horizon7 741 &4 1% 44 446 65k GPOE 44 332 Horizon 7 Al 8l o] 5kl OUel 4172
e,

= Active Directory A ¥ & & 28] e} |2 dlol] 324} Eoile] A8 AbE 22 @ 4 9lEA elgh
o,

»  Active Directory 41 # ol 4] MMCoF 2 A A sbe] ~yiel& A2 4 gl=x] 2Hel g ot

VMware, Inc. 246



Horizon 7014 9474 v~ 24 715 4

g2}
1 Horizon 7 GPO H & .zip 4 £ https://my.vmware.com/web/vmware/downloads <] VMware thi- =
E Apo] Eof A thp- 2 =gk o}
Desktop & End-User Computingell /1 GPO #l =] Z 3= o] ¢l+= VMware Horizon 7 th- 2 =& 4l &
ek
o] gtalef o] F& VI Mware—Horizon—Extrqs—Bundle—x.x.x—yyyyyyy.21 Aok 714 xoxx= H
Aol i yyyyyyy+ 4 ¢ Y et Horizon 79l th 3t =& A A AA & Al F-ab= =+ ADMX 3} &
o] g}dof A A4 ]dr.
2 VMware-Horizon-Extras-Bundle-x.x.x-yyyyyyy.zip 2+ | t5 S %3 ADMX o4 S Active
Directory 4] ¥ oll &-A}ghu] v},
a .admx ¥}% 2} ko-KR %] E Active Directory A ¥ ¢] %systemroot%\PolicyDefinitions &t ¢ll
E AR e
b <le] gl42(.adml) 71 % & Active Directory 4 ¥ €] %systemroot%\PolicyDefinitions\°l Sl
= A A g 819 Erjol FAR o}

A7

i

3 Active Directory A ¥ ol 4] 5 A A 3tz A, AA ol HA 7o el 'S8 314 7

=5 gk

r’l

e G 4 AR A Aol Zagehs E gl A gt

AR 8T A

m Horizon7 T4 84 25 A A AA 3t GPOE A4 3laL Horizon 7 Al =8l o] 235 QUel| 14 &
o},

m  Active Directory A ¥ & S48 8= Al ABlof] ] A} =l AFEALRE 2 a9l 4 9l =A] 2l g
=

= Active Directory A ¥ ol /] MMC2} 5 A A 3te] ~icl& A3 4 A ghel ok
g2}
1 Active Directory Aol Al 5 A 32| £E5 3o

2 =dcls @At a5 A A dd A4 Y GPOE £ &2F Tt RS AWt

VMware, Inc. 247


https://my.vmware.com/web/vmware/downloads

Horizon 7014 9474 v~ 24 715 4

5 AEES AEE b BE Fobf oA FZul Ag =5 Ao
4 ZX|
W AFE L AEA GPOe 3 Elo] g AgA A AAS £ga ALg F
o] wAslH #HFE GPO7F A gk,
LA 75 el o 3l H GPOol A A A AHEAF A A& A o g ef A-g AL} 3hel ¥l GPO
T BF FAR

VMware, Inc. 248



	Horizon 7에서 원격 데스크톱 기능 구성
	목차
	Horizon 7에서 원격 데스크톱 기능 구성
	원격 데스크톱 기능 구성
	Unity Touch 구성
	Unity Touch 시스템 요구 사항
	Unity Touch에 표시된 즐겨찾기 애플리케이션 구성

	멀티캐스트 또는 유니캐스트 스트리밍을 위한 플래시 URL 리디렉션 구성
	플래시 URL 리디렉션 시스템 요구 사항
	플래시 URL 리디렉션 기능이 설치되어 있는지 확인
	Flash URL 리디렉션에 대한 웹 페이지 설정
	플래시 URL 리디렉션용 클라이언트 디바이스 설정
	플래시 URL 리디렉션 사용 안 함 또는 사용

	Flash 리디렉션 구성
	Flash 리디렉션에 대한 시스템 요구 사항
	Flash 리디렉션 설치 및 구성
	Windows 레지스트리 설정을 사용하여 Flash 리디렉션 구성

	HTML5 멀티미디어 리디렉션 구성
	HTML5 멀티미디어 리디렉션의 시스템 요구 사항
	HTML5 멀티미디어 리디렉션 설치 및 구성
	VMware Horizon HTML5 Redirection Extension for Chrome 설치
	VMware Horizon HTML5 Redirection Extension for Edge 설치
	HTML5 멀티미디어 리디렉션 제한 사항

	브라우저 리디렉션 구성
	브라우저 리디렉션에 대한 시스템 요구 사항
	브라우저 리디렉션 설치 및 구성
	Chrome용 VMware Horizon 브라우저 리디렉션 확장 설치
	브라우저 리디렉션 제한 사항

	지리적 위치 리디렉션 구성
	지리적 위치 리디렉션에 대한 시스템 요구 사항
	지리적 위치 리디렉션 설치 및 구성
	VMware Horizon 지리적 위치 리디렉션 IE 플러그인 사용
	VMware Horizon 지리적 위치 리디렉션 Chrome 플러그인 사용

	실시간 오디오-비디오 구성
	실시간 오디오-비디오 구성 옵션
	실시간 오디오-비디오에 대한 시스템 요구 사항
	USB 리디렉션 대신 실시간 오디오-비디오가 사용되는지 확인
	기본 웹캠 및 마이크 선택
	실시간 오디오-비디오 그룹 정책 설정 구성
	Active Directory에서 RTAV ADMX 템플릿 추가 및 설정 구성
	실시간 오디오-비디오 그룹 정책 설정

	실시간 오디오-비디오 대역폭

	실시간 오디오-비디오를 사용하여 Microsoft Teams 구성
	스캐너 리디렉션 구성
	스캐너 리디렉션에 대한 시스템 요구 사항
	스캐너 리디렉션의 사용자 작업
	스캐너 리디렉션 그룹 정책 설정 구성
	Active Directory에 스캐너 리디렉션 ADMX 템플릿 추가
	스캐너 리디렉션 그룹 정책 설정


	직렬 포트 리디렉션 구성
	직렬 포트 리디렉션에 대한 시스템 요구 사항
	직렬 포트 리디렉션의 사용자 작업
	직렬 포트 리디렉션 구성 지침
	직렬 포트 리디렉션 그룹 정책 설정 구성
	Active Directory에 직렬 포트 리디렉션 ADMX 템플릿 추가
	직렬 포트 리디렉션 그룹 정책 설정

	USB-직렬 어댑터 구성

	Windows Media MMR(멀티미디어 리디렉션)에 대한 액세스 관리
	Horizon 7에서 멀티미디어 리디렉션 사용
	Windows Media MMR에 대한 시스템 요구 사항
	네트워크 지연 시간에 따른 Windows Media MMR 사용

	클라이언트 드라이브 리디렉션에 대한 액세스 관리
	Unified Access Gateway 구현에서 클라이언트 드라이브 리디렉션 사용
	그룹 정책을 사용하여 클라이언트 드라이브 리디렉션 사용 안 함
	그룹 정책을 사용하여 드라이브 문자 동작 구성
	레지스트리 설정을 사용하여 클라이언트 드라이브 리디렉션 구성

	끌어서 놓기 기능 구성
	SDO(Simple Device Orientation) 센서 리디렉션 구성
	세션 공동 작업 구성
	비즈니스용 Skype에 대한 VMware Virtualization Pack 구성
	비즈니스용 Skype 문제 해결을 위한 로그 수집

	VMware Integrated Printing 구성

	URL 컨텐츠 리디렉션 구성
	URL 컨텐츠 리디렉션 이해
	URL 컨텐츠 리디렉션 요구 사항
	Cloud Pod 아키텍처 환경에서 URL 컨텐츠 리디렉션 사용
	URL 컨텐츠 리디렉션 기능이 있는 Horizon Agent 설치
	에이전트에서 클라이언트로의 리디렉션 구성
	GPO에 URL 컨텐츠 리디렉션 ADMX 템플릿 추가
	URL 컨텐츠 리디렉션 그룹 정책 설정
	URL 컨텐츠 리디렉션 규칙을 위한 구문
	URL 컨텐츠 리디렉션에서 지원하는 정규식 규칙
	에이전트에서 클라이언트로의 리디렉션 그룹 정책 예

	클라이언트에서 에이전트로의 리디렉션 구성
	연결 서버 인스턴스에서 vdmutil 명령줄 유틸리티 사용
	--agentURLPattern 옵션 구문
	로컬 URL 컨텐츠 리디렉션 설정 생성
	전역 URL 컨텐츠 리디렉션 설정 생성
	사용자 또는 그룹에 URL 컨텐츠 리디렉션 설정 할당
	URL 컨텐츠 리디렉션 기능이 있는 Windows용 Horizon Client 설치
	URL 컨텐츠 리디렉션 설정 테스트
	URL 컨텐츠 리디렉션 설정 관리
	그룹 정책 설정을 사용하여 클라이언트에서 에이전트로의 리디렉션 구성

	URL 컨텐츠 리디렉션 제한
	지원되지 않는 URL 컨텐츠 리디렉션 기능
	Windows에서 Chrome용 URL 컨텐츠 리디렉션 보조 프로그램 확장 설치 및 사용
	Mac에서 Chrome용 URL 컨텐츠 리디렉션 보조 프로그램 사용
	Linux에서 Firefox용 VMware Horizon URL 리디렉션 확장 설치 및 사용

	원격 데스크톱 및 애플리케이션에서 USB 디바이스 사용
	USB 디바이스 유형의 제한 사항
	USB 리디렉션 권장 사항
	USB 리디렉션 설정 개요
	지문 스캐너 리디렉션 구성
	카드 판독기 리디렉션 구성
	네트워크 트래픽 및 USB 리디렉션
	세션 향상 SDK 기능을 통한 USB 사용

	USB 디바이스에 대한 자동 연결
	보안 Horizon 7 환경에 USB 디바이스 배포
	모든 유형의 디바이스에 대한 USB 리디렉션 사용 안 함
	특정 디바이스에 대해 USB 리디렉션을 사용하지 않도록 설정

	로그 파일을 사용하여 문제 해결 및 USB 디바이스 ID 확인
	USB 리디렉션 제어를 위한 정책 사용
	복합 USB 디바이스를 위한 디바이스 분할 정책 설정 구성
	USB 디바이스를 위한 필터 정책 설정 구성
	USB 디바이스 제품군
	Horizon Agent 구성 ADMX 템플릿에서의 USB 설정

	USB 리디렉션 문제 해결

	데스크톱 풀 및 애플리케이션 풀의 정책 구성
	Horizon Administrator에서 정책 설정
	전역 정책 설정 구성
	데스크톱 풀 정책 구성
	사용자를 위한 정책 구성
	Horizon 7 정책

	스마트 정책 사용
	스마트 정책 요구 사항
	Dynamic Environment Manager 설치
	Dynamic Environment Manager 구성
	Horizon 스마트 정책 설정
	대역폭 프로파일 참조
	Horizon 스마트 정책 정의에 조건 추가
	Dynamic Environment Manager에 Horizon 스마트 정책 생성

	Active Directory 그룹 정책 사용
	원격 데스크톱의 OU 생성
	원격 데스크톱에 대해 루프백 처리를 사용하도록 설정

	Horizon 7 그룹 정책 관리 템플릿 파일 사용
	Horizon 7 ADMX 템플릿 파일
	Active Directory에 ADMX 템플릿 파일 추가
	VMware View Agent 구성 ADMX 템플릿 설정
	원격 데스크톱에 전송한 클라이언트 시스템 정보
	Horizon 데스크톱에서 명령 실행

	세션 공동 작업 정책 설정
	클라이언트 드라이브 리디렉션 정책 설정
	VMware HTML5 기능 정책 설정
	비즈니스용 Skype에 대한 VMware Virtualization Pack 정책 설정
	VMware Horizon 성능 추적기 정책 설정
	VMware Integrated Printing 정책 설정
	PCoIP 정책 설정
	PCoIP 일반 설정
	PCoIP 클립보드 및 끌어서 놓기 설정
	PCoIP 대역폭 설정
	PCoIP 키보드 설정
	PCoIP 무손실 빌드 기능

	VMware Blast 정책 설정
	VMware Blast에 대해 무손실 압축 사용

	원격 데스크톱 서비스 그룹 정책 사용
	원격 데스크톱 서비스 애플리케이션 호환성 설정
	원격 데스크톱 서비스 연결 설정
	RDS 디바이스 및 리소스 리디렉션 설정
	원격 데스크톱 서비스 라이센싱 설정
	원격 데스크톱 서비스 프린터 리디렉션 설정
	RDS 프로파일 설정
	RDS 연결 서버 설정
	RDS 원격 세션 환경 설정
	원격 데스크톱 서비스 보안 설정
	RDS 세션 시간 제한
	RDS 임시 폴더 설정

	가상 인쇄용 프린터 필터링
	위치 기반 인쇄 설정
	위치 기반 인쇄 그룹 정책 DLL 파일 등록
	위치 기반 인쇄 그룹 정책 구성
	위치 기반 인쇄 그룹 정책 설정 구문

	특수 Unity 창 관리
	Active Directory 그룹 정책 예제
	Horizon 7 시스템을 위한 OU 생성
	Horizon 7 그룹 정책에 대한 GPO 생성
	GPO에 Horizon 7 ADMX 템플릿 파일 추가
	원격 데스크톱에 대해 루프백 처리를 사용하도록 설정




