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3# 5-1. 718 Ao Fe g
B HAZRES 7NegE aF
m TLS 1.2 m TLS ECDHE_RSA_WITH_AES_128 CBC_SHA256
m TLS 1.1 m TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
m TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384
m TLS _ECDHE_RSA WITH_AES_256_CBC_SHA
¥ 5-2. 7] A Ak A A
e RG=ZRES NEU4E aF
m TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
m TLS 1.1 TLS_ECDHE_RSA WITH_AES 128 CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_RSA_WITH_AES 128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA

GCM %5 25 45 4d ol F = /| Ed ez Ageles AA o] gx @t

A} 52 g Aok AL View LDAP S4lo] Aol H . o2l gk F A a8 ag e 2 E ol 4w
2Bl Bl Wak Awof] AUk A AA S sk A2 4w ql'l 2ol 4 View LDAPE 3173
/\11] [¢)
H -

7 A A 2 vhs View LDAP #] A ol 4] shel gk 54 gl ot
cn=common,ou=global,ou=properties,dc=vdi,dc=vmware,dc=int

View LDAPoI A olx A9 45 & A<k A=

dod 42 5l Aok 4 AL A ol 2l View LDAP 542 %)

et
4

A e

$EHL AT AETL DA o & FobR F2E wo] Fulvh,
pae-ServerSSLCipherSuites = \LIST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA
e BAL 4B AFTY SA £9F APk QAo Aulel At G AEE £AE
F o3 rov] Fetel el A4 e 47k LG Aulel 4 A Gt i AET 4

Febelnl o
[¢)

pae-ServerSSLHonorClientOrder = 0
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e EHL Nt ZREFS AAGUE AN ZREF] AU Yol LEF T Aad e of G o,

pae-ClientSSLSecureProtocols = \LIST:TLSv1.2,TLSv1l.1,TLSvl

e AL G AETE AAGIT ol FEL ABE Fow Ahalok Gtk b AT IE FE A
FEE AL Poll F2 T AAE ABHE AFTE T ehEol FEFALE Fo08 JRAYA L, o] of
tEobd B2 wel Foinh

pae—ClientSSLCipherSuites = \LIST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

Aol G2t ul Aok 49 WA

Mok 22 EF Y B AFT A S22 Ak AN S U7 sel W ADSI AA el el & AL View
LDAP 54 4 g},
AR 8T AR

s AR A A S A Bk View LDAP 54 & <A sk A 2. View LDAPe] A 2l 5l Ao ==} =l A

rr

m  AF8-ekaL 9l = Windows Server - A Al ¥ Aol 4 ADSI %] 8 2] E] & AR5l 3 2 Microsoft

1 View 17 A v] e el A ADSI A A 5 2 e & A # 3k o
2 ZE edA dZds AEddo

3 R OlEEE Y AUSEE QA QeI 2 el 2 o8

4 =9 == AE AYsAY 48P} &)~ = A Aol 4 Tocalhost:389 ®=+ View 917 48] #
el o] Aarshsl =elql o] & (FQDN)Z £ E 389% Abell & Al g} A vt ol & g et

ol: localhost:389 *+ mycomputer.mydomain.com:389

5 ADSI 3% =& 27438l3 OU=Properties = & 73l o5 22 7ol 4] OU=Global=}
CN=Common-< ##l| & A & gk o},

[kl
fu
fr
ufy

6 CN=Common, OU=Global, OU=Properties 7l #l| ol /] W7 & 7 54 & A& s} 4] B} s
Ee g3 AT 55 JHE ok

7 pae-ServerSSLSecureProtocols® % 3l 7 f-oll = 7+ el 7 4w} 9l ~El F HoF A e A

Windows 4] H] 2~ VMware Horizon View Mg 7 o] E ¢

pae-ClientSSLSecureProtocols® 74 g Foll = A u| =5 thA] A A F 9 7} gl o,
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s -
NE M o] =5 g2 -4
N A7 A e gl e Wok Aul o] 22 e A A A gk locked. properties IF o &
A5 FobelloF gkl th A1 8ol locked.properties ¥} o] ¢l v w5 of of g},

TA S 7 Bol Z 7 ¥ o DHSH secureProtocols.n 355

f
%
<
o

T4 & 7t gk3 AlSEroll dlell enabledCipherSuite.n @58 &7
enabledCipherSuite.n=cipher suite 1= A&7}

o 7 2 G o] £AA 271, 2,3) FohekE AEd U
el odubg o & Aufof A A A

;}Xl %o f”l iF/POl il EOJW A A ehs A 7 AR E ok A e el 4] & A 8}

honorClientOrder=false

locked.properties 3} ] ol Al Fafo] Suf2 i obs Al F- B Wol 22 % 5 o] 5o ARy} v}
O

A #el g e ghdell &7 Y& A Fehold Bk An] )

SR

1 A A == Bl A 258 9] TLS/SSL Al el E 4l o] 7-4 Et] <l locked.properties 7} & A
At A A A e
dl: install_directory\VMware\VMware View\Server\sslgateway\conf\

2 oA Mol ZRE F3 k3 A5 £3E secureProtocols.n % enabledCipherSuite. n @

=& Fob ek
3 locked.properties ¥} & A %3k o},

4 97 Agks A g-dl#l ™ VMware Horizon View €17 41w A v] 2~ 3= VMware Horizon View X ¢F 4]

oA Al AE A ] 7] =2 A

o} o &= locked. properties ol A 7] &

AAE AR vl DL FEE ve] Feh

gl

# The following list should be ordered with the latest protocol first:

secureProtocols.1=TLSv1l.2
secureProtocols.2=TLSvl.1

# This setting must be the latest protocol given in the list above:

preferredSecureProtocol=TLSv1.?2

# The order of the following list is unimportant unless honorClientOrder is false:
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enabledCipherSuite.1=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
enabledCipherSuite.2=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
enabledCipherSuite.3=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
enabledCipherSuite.4=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

# Use the client's ordering of cipher suites (ignores the ordering given above):

honorClientOrder=true

Windows & A & s+ 44 dlazFolA Aot AAE Ao 24 14 2w o v g Message Bus <17
o] Mobs el g 4 glF e

AA Auizt A A WA E Sl 5L AAE FEES TA = JdeA Bl L

a3

1 A b2 504 Windows &l Al == 2] 51 4] 7] & A] A3k ot

2 HKEY_LOCAL_MACHINE\Software\VMware, Inc.\VMware VDM\Agent\Configuration &l *] 2% 2]
7| & o] &g o},

3 Al A4 (REG_SZ) %4l ClientSSLSecureProtocolss 57}t o},

4 \LIST:protocol_1,protocol_2,... & A 2 & <t & Al & H5of o gk gh-& AA ] o},

HA 228 F For 228 F9% Jadg, o

I«

\LIST:TLSv1.2,TLSv1l.1,TLSv1

5 Al \t#A%(REG_SZ) %4l ClientSSLCipherSuitess F7}3 4 o
6 \LIST:cipher_suite_1,cipher_suite_2,... ¥ ] ¢ 2 s} 3 A& F 5o gk ke A4 g o
o] B85 A Assle dE AlETiE AsE o ® Ao Pt o

\LIST:TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_RSA_WITH_AES_128_CBC_SHA

ol TR EZF 2 2+3 7} Horizon 7904 AF8-5 X = AA =

o] o] A bR SHA] e Ao ' hFE e 4 oA 22 EF Y gk 7] 24 2 % Horizon 701 4] AR H
Al GEE AR Ys BeF A FeoR AgetE S AT g

ALA| gF W] -2 http://kb.vmware.com/kb/2121183¢] W &5 AHZx 314 A1 & DSA Al 549 8k = ¢+3 A
2 Diffie-Hellman A& 3 A4 7] & A€} Horizon 6 W A 6.2%-El & 7| 24 o2 o o] 4} A& 5] ]
gE 5 A4 slo] 9l
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17 A w elawl s, ¥l A8 2 Horizon 7 vl 2~ 2452 7% 2 7ho] = o] Awdof uhe} View LDAP ¢ ©]
Wl o] 2~ locked.properties ¥}Y =& dA~Ee| & ARz o]t ots 255 A= AA
&4 st A gk g Aok AR WA, N A o] FE A 4 D A bl aTFell A Al gk A A
T s AR AI L. s Al 5 oy ol g 23l oI Al ET S5 okl AR
Aold + s

TLS_DHE_DSS_WITH_AES_128 GCM_SHA256(TLS 1.21t @l 2, FIPS A| &)

TLS_DHE_DSS_WITH_AES_256_GCM_SHA384(TLS 1.2ut =l =, FIPS Al &)

s TLS_DHE_DSS_WITH_AES_128 CBC_SHA256(TLS 1.2} &l )
= TLS_DHE_DSS_WITH_AES_128 CBC_SHA
s TLS_DHE_DSS_WITH_AES_256_CBC_SHA256(TLS 1.2} &l o)
s TLS_DHE_DSS_WITH_AES_256_CBC_SHA

View Composer 2 VADC(View Agent Direct-Connection) 4| 2~ &l ¢] 7] -%- "Horizon 7 A A" <41 2] "View
Composer % Horizon Agent 4 =&l -& SSL/TLS I A # <Fgk sk & AR oF " AALE wb5 vl ghE 550
=& F7Feld DHE ¢t3 255 AFEst= 5 A4 T 4+ sy h

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

%3 ECDSA 25 Aol el A9e Ageled 44 & gl o2l @ A5 A& Ade o] gl
e,
SSLv3

Horizon 79141 SSL ¥ A 3.0°] Al A = ¢l 571 o}

AFA & W €2 http://tools.ietf.org/html/rfc7568<] &5 A Z aF4] A 2.

RC4
ALA g W82 http://tools.ietf.org/html/rfc74652) W& A Z 38414 £

A7 Mqw olaela Bol A 2 Horizon 7 Bl =359 7§ C:\Program Files\VMware\VMware View
\Server\jre\lib\security\java.security 74 4 -& :A A s}of a7 v} ¥ ol A == Horizon
Agent A ~Hlo A RC4E A&t =5 AA T o+ 5k 91 Fol &= jdk.tls.legacyAlgorithms 2t tf
% 3 Fo] stk rea_128 B 2 H o A E o] Gl A Al A Aol whel A A e Hqk A

% = Horizon Agent Al 2~ Bl & A} A #Fgh ] o},

rﬂ]O o

View Composer VADC(View Agent Direct-Connection) 4] 2~ &l ¢| 74 -%- "Horizon 7 A A" =41 2] "View
Composer % Horizon Agent 4] 2~ &l & SSL/TLSel| 4] # oFgt oF& Abg- ok g AAE wh& o g & F5o
== F7hskH RC4E AH&at= 5 AAS 4 st

TLS_RSA_WITH_RC4_128_SHA
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TLS 1.0
Horizon 70l 4] TLS 1.02 7] 2% o & Al-&x| x| ¢kx = A A =},

ZALA g W €2 https://www.pcisecuritystandards.org/documents/PCl_DSS_v3-1.pdf 2 http://
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r1.pdf & A Z3}4] A . TLS 1.05 AF8-3l =
= A sk W el s gk A A2 "Horizon 7 ¢ el o] =" A ol 9la= "<l A 41w €] vCenter <174 of] 4]
TLSv1 AF-&" 2 "View Composerol 4 vCenter<] TLSv1 % ESXi o170 AF-&" A A& Az ep4] 4] 2.
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absg.properties ¥}<

FTE AL 5 A5

i

g 2R Ee e Aol 2 2 52 % TLS1.0, TLS1.1 & TLS1. 201»1 ch. SSLv3 ] she} o]
SeE 2R EFL 5 &= A ok N 44 localHttpsProtocollow % localHttpsProtocolHigh
+ BSG A1 7] ol A gEtels Z 22 o W& AA T} ol & F9] localHttpsProtocolLow=t1s1.0

2 localHttpsProtocolHigh=t1s1.25 A A slwl G4l 7] o 4] TLS1.0, TLS1.1 ¥ TLS1.2& =}, 7]

2 A A -2 localHttpsProtocolLow=t1lsl.1 % localHttpsProtocolHigh=t1s1.2%] Y] th. BSG<| absg.log
shel e 7 Akl 57 BSG ¢l el 2ol Hlel A 455 S el 5 Yo,

v— l—

https://www.openssl.org/docs/manmaster/man1/ciphers.html<] CIPHER LIST FORMAT A A o}2fof 7 ¢]
H PA 5 At oz S5 Aok o the o 2L s F5o] 7B ek

1aNULL : KECDH+AESGCM: ECDH+AESGCM: KECDH+AES : ECDH+AES

ey

1 A A elael x4 install_directory\VMware\VMware View\Server\appblastgateway

\absg.properties ¥} A g o},

71EA er AR HE %2l = %ProgramFiles% %) Y .
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W95 A A sle ™ 44 localHttpsProtocolLow % localHttpsProtocolHigh
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fu
ot
ufy
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localHttpsProtocolLow=t1s1.0
localHttpsProtocolHigh=t1s1.2

Z 2R E5 shubut A2l =5 A A Sl el ™ localHttpsProtocollow % localHttpsProtocolHigh =

T A w52 A A 8k localHttpsCipherSpec <4 5 A A

ok

Y e,

localHttpsCipherSpec=!aNULL : KECDH+AESGCM: ECDH+AESGCM: kECDH+AES : ECDH+AES

Windows 4] #] 2= VMware HorizonHorizon 7 Blast =-¢l 7| o] E 9] o] & ©}A] A] 2}k o}
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4 osvth 289 A% o] AL RDS BAECAE $4% 4 9o

Al E2 2 522 TLS1.0, TLS1.1 % TLS1.2%) v o}, SSLv3 ¢] s} ¢} 7o)

ECDHE-RSA-AES256-GCM—SHA384 : ECDHE-RSA-AES256—-SHA384 : AES256-SHA256 : AES256-SHA : ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-RSA-AES128-SHA256 : AES128-SHA256: AES128-SHA: @STRENGTH

13}
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o+ =9 w53 25k

ECDHE-RSA-AES256-GCM—SHA384 : ECDHE-RSA-AES256—-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-
SHA256
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o:storage
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ExcludeDeviceFamily
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T E 321118 A 7k B2 3lo| = A48 22 TCP L E 321115 AF&kdle] USB tf vfo] ~of th 3l & 3 of
A8 A -SH *] M o ﬁM &%dﬂ Sy Al 2 Feloled =9 79 USB =219 °] UDP

o] 2] gk A A= Horizon Agent 7-4 ADMX &l &2 2} % (vdm_agent.admx)oll Z 3= o] 957 ef. A4 gk
& "Horizon 7014 44 v~z 715 74" o &5 FAxs4A L
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A4 A B ERE A H o] HTTP 1.3

1_.‘
=

Horizon 701 4= HTTP Z 2 & &5 o] &3 54l Ba6t7] Sl B 7kx] 2A & A& o,
oAbl g B FPge,
m  Internet Engineering Task Force 3.i-
= World Wide Web Consortium 3 <=

m O E HT EA

m HTTP X3 A 74

Internet Engineering Task Force ¥ <~

917 4w e} ¥l v = 54 Internet Engineering Task Force(IETF) %5 =4 3 o,

Bk A g Abo] el a sl+= RFC 5746 Transport Layer Security(TLS) — Renegotiation Indication
Extension& 7] 28 ¢ 2 Apg-al x5 A A 5] o}

B3 FepoldEe FE AFHL AA Aulg} Bal Anjol A 7B o7 A gaA] G E AR
At 5 A7) eke] s [HKLM\SOFTWARE\VMware, Inc.\VMware VDM\plugins\wsnm

\TunnelService\Params]JvmOptions &l Al =~ E 2] 35 2 4] }F— T AR ol A

-Djdk.tls.rejectClientInitiatedRenegotiation=trues A A 1]},

m  AE weloletax Sl RFC 6797 HTTP Strict Transport Security(HSTS)<= 7] 24 < & A}-&-3l = 5
AA =), o] AA L /n]_ﬁ_o}x] ol = A A 4 gl o

s HFEE A 7 o]l s 3= RFC 7034 HTTP Header Field X-Frame-Options+= 7] 24 ¢ & Al-&-3} = 5
A A = o} locked. properties 2% o] x—-frame—options=0FF &5 F7}3bw o] 54 A&-3
Al FE ‘é’ﬂ 7 957U ek locked.properties st ol 545 F7Fsl= W2 HTTP ».& =7
T4 G x4 A L.

3 Horizon 7 M Al 7.2 o] s} &gl 2ol A4 = ¢] %45 78l = HTML Accessell ol 8k ol Zof] < gk-&

o] A A g e
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olo
o,
T
o

m AolE 7 8 9 EE A S RFC 6454 42 A A7) 7| A o2 A
locked.propertiescl checkOrigin=false & %% F 718l o] 54

N
=
ek AA T g T L el ks 5o g HEAAA L,

-0

2 oA "o ad At Ao R o] BB E LA GEF A AYG

World Wide Web Consortium %<

A7 Av] 2 Mol qui= 54 W3C(World Wide Web Consortium) %55 5§ ot

b
2 7k 8 A5 Agg ] oh locked. propertiesel

s CORS(HE 7t glax 3f)s Fetolde 5 4
enableCORS=true &4+ F7kato] Ab-g-st =5 A4 517 v} enableCORS=false @55 F7Fate] A

n P AEE F9 FGA S heslE CSP(HEIE Hol AA)E v EA o7 AL E R E A E Y
t}. locked.propertiescl enableCSP=false &5 F7Fsldl o] A& AL&alA =5 AT 4
A5 ok

SRR R R

CPRS(ZEL & B4 347) 7o 84 A Fetoldd e A ARE Algatar 8] AAS

g 4 Qe vy

tjo

3% 9-1. CORS £4]

A 3 ukx¥ 7123k 7)€t 7] &%k
enab1leCORS true false n/a
false
acceptContentType... http-content-type application/x-www—form-  admin=application/x-amf
urlencoded,application/  pewadmin=application/json,application/
xml, text/xml text,application/x-www-form-urlencoded
portal=application/json
sso-redirect=application/x-amf
view-vlsi-rest=application/json
rest=application/json
acceptHeader. .. http-header-name * n/a
exposeHeader. .. http-header-name * n/a
filterHeaders true true n/a
false
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¥ 9-1. CORS &4 (A1)

%4 R
checkOrigin true

false
checkReferer true

false
allowCredentials true

false
allowMethod. ..
allowPreflight true

false
maxAge cache-time
balancedHost
portalHost...
chromeExtension. ..

hash

http-method-name

load-balancer-name
gateway-name

chrome-extension-

mhaH 7122

true

false

false

GET,HEAD, POST

true

0
OFF
OFF

ppkfnjlimknmjoaemnpidmd
1fchhehel

3 o] %2 Chrome¥
Horizon Clientell o g+
Chrome &7 1D 4 et

-2 locked.properties 1% 2] CORS &4 o Al ¢] ]t}

enableCORS = true
allowPreflight = true
checkOrigin = true
checkOrigin-misc = false
allowMethod.1l = GET
allowMethod.?2 HEAD
allowMethod.3 = POST
allowMethod-saml.1l = GET
allowMethod-saml.2 = HEAD

acceptContentType.1l = application/x-www-form-urlencoded

VMware, Inc.

71e} 71 2%k
n/a

n/a

admin =true
broker=true

misc =true
newadmin =true
portal=true
rest=true
saml=true
sso-redirect =true
tunnel=true
view-vlsi=true

view-vlsi-rest=true

misc =GET,HEAD
rest=GET,POST,PATCH,DELETE
saml =GET,HEAD

sso-redirect =GET,HEAD

n/a

n/a
n/a
n/a

n/a
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acceptContentType.2 = application/xml

acceptContentType.3 = text/xml
A8 A
AR A s 72 ez ARG =5 Ao AR H =5 AR W Eo] glAY, el ¢4 URLe
A7) ¥l =4, balancedHost 54, portalHost 4=, chromeExtension & 4], null &+ localhost¢l
Aol LA o] et vl eh el o e @ F5 F shubo} vl el /A g 48 e Fol 2w
el 4047} HFEEE ) o
B dF vep A s AR dHE AFeh A A Ak Al FehAl @k AE A o w Y st ol
o 8 A olo] Referer dltl 5 £l & 4 1551t} Referer 8l 2 @l o] & l = "rel ﬂ”r 9)%4 ch,

Referer &l t] = 2+l sl ™ locked.properties ¥} ol oFg 445 F7lat4 Al &

checkReferer=true

oA e AA Mw T2 w= Bol Ayt 2= wlal Al = 735 locked.properties 314 <l
balancedHost @& F7tele] = wled A 45 A A8 of gt o] FaolA = EE 443¢] 714 H

Vet

= 2ol <l E 7} Unified Access Gateway 27| =& & Ale] 24 o] & &3l <174 5 portalHost 34 <
locked.properties 3} el F7tato] = Alo] ESo] FaE A A8l oF e o] 2 g FaollA= X E
443°¢] 7t " v ek =38k portalHost &5 A A ske] ¢4 URLe] Al Aot o] 53} of & o] 5 o= A4
el 2B e 3ol A ujol gk A ~E Al gl oF g o

Chrome =7 Zeteldd B+ £7] fl&5 273 IDE 4

locked.properties ¥}% <l chromeExtension &=

At Aol A

2] 3
278 © e
< Frhete] e S5

chromeExtension.l=bpifadopbphhpkkcfohecfadckmpjmjd

"= "ot A=
CSP(Z1Hl= H.ot AA) 7] &2 14 A oll AR A A L5 Al F-eko] XSS(Abol B AF ~ AR H) 2
chepd F
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&4 3 wk2HE 7] 23k 7)€} 713k
enableCSP true true n/a
false

content-security-policy

x—content-type-options

x-frame-options

X-xss—protection

CSP 44 & locked.properties o} o F7}

enableCSP = true

content-security-policy = default-src 'self';script-src 'self'

data:;style-src 'self'

directives-list

OFF

specification
OFF
specification

OFF

specification

'unsafe-inline' ;font-src 'self' data:

content-security-policy-newadmin = default-src 'self';script-src 'self'

data:;style-src 'self'

default-src
'self';script-src 'self'
'unsafe-inline' 'unsafe-
eval' data:;style-src
'self' 'unsafe-
inline';font-src 'self'
data: ;frame-ancestors
'none’

nosniff

deny

1; mode=block

sy ek CSP &4 ol

'unsafe-inline’

newadmin = default-src
'self';script-src 'self' 'unsafe-
inline' 'unsafe-eval' data:;style-
src 'self' 'unsafe-inline';font-src
'self' data:;img-src 'self’
data:;connect-src 'self'
https:;frame-ancestors 'none’

portal = default-src
'self';script-src 'self' 'unsafe-
inline' 'unsafe-eval' data:;style-
src 'self' 'unsafe-inline';font-src
'self' data:;img-src 'self' data:
blob:;media-src 'self'
blob:;connect-src 'self'
wss:;frame-src 'self' blob:;child-
src 'self' blob:;object-src 'self'
blob:;frame-ancestors 'self'
rest = default-src 'self';script-
src 'self' 'unsafe-inline' 'unsafe-
eval' data:;style-src 'self'
'unsafe-inline';font-src 'self'
data:;img-src 'self’
data:;connect-src 'self’
https:;frame-ancestors 'none’

n/a

portal = sameorigin

n/a

'unsafe-eval'

'unsafe-inline' 'unsafe-eval'

'unsafe-inline';font-src 'self' data:;img-src 'self' data:;connect-src 'self' https:

content-security-policy-portal = default-src 'self';script-src 'self' 'unsafe-inline' 'unsafe-eval'
data:;style-src 'self'
'unsafe-inline';font-src 'self' data:;img-src 'self' data: blob:;media-src 'self' blob:;connect-src
'self' wss:;frame-src

'self' blob:;child-src 'self' blob:;object-src 'self' blob:
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x-content-type-options = nosniff
x-frame-options = deny
x-frame-options—portal = sameorigin
x-Xxss—protection = 1; mode=block

o2 Hs %X

Horizon 71 4 = Internet Engineering Task Force ¥ W3 ¥+ ¢|o| & t}& £ A & AL&8| A HTTP Z 2 &

FL 08T FAL T 5 UHh

MIME 3 B 913 =0]7]

A © & Horizon 7-= HTTP & %ol 4] x-content-type-options: nosniff 3ltl& 7 %-3ke] MIME
o Tebg wfete g g 34 A g o}

locked.properties tdel th5 55 Frbaldl o] 75 AREshAl =5 AAT F s oh
x—-content-type-options=0FF
— -
Abol E 7t 23 WY ¥4 943}

7] A © % Horizon 7<= XSS(AFel E 7k ~ 28] ®]) I H 7] 55 AF&3ke] HTTP & ol A x—xss-
protection=1; mode=block &l A %ol 23k Afo E

uf
r—;\l—l
>
lu
™
ol
ok
mhy
o
‘o
oty
ot
°
£

locked.properties ¥}l ol 5 g5 Frlelul o] 7|55 AbEelA] x5 AAD 4 gl o},
X-xss—protection=0FF

gl = & 3]

Horizon 7oA = 7| &4 o & th5-o] Aol Aul= F3o ehgt & A ak F2ghof,

m  application/x-www-form-urlencoded

m  application/xml

m text/xml

acceptContentType.l=content-type
o :
acceptContentType.l=x-www—form-urlencoded

o2 Fdl= 78S 4-2H5le ¥ acceptContentType.2=content-type < 55 F 75 o}
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ZHE 2T
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= TA
Yreh £ekE 7}

443¢] TLS sl =Ao] &

B

hva
iy

A=l X E 4439 TLS =42

gl

= elgel A

E

7} 100% ol ¢

T E 4432 TLS gl =4 o] 2 4]

Frbehel £

S
=

74 % locked.properties ¥} Yol T} <-4

e

X

-

= lifetime_in_seconds

handshakeLifetime

20

handshakelLifetime

]

‘ma

s

ﬂo

o

o

o
o

e

©Hal Zebe] ol = 10074 7}

i

B

A=

GRS EEE R b

S e Ecs

o E

A

Zefol

HTTP &4 &) Al 4=

L
T

ghold Ew A 2] 5]

locked.properties ¥}l ol o

{
ox
-
l
o

1

max_served_requests_in_30_seconds

requestTallyThreshold
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o
requestTallyThreshold = 100

locked.properties I} ol o3} 22 £ Fobsle] Zefolol Exf Asleb= HTTP &4 ¢ 2 +&
z74% 4 sk

tarPitGraceThreshold = max_failed_requests_in_30_seconds

o

tarPitGraceThreshold = 5
Zete|dE B 2E
ol#fgt Yo REv= AR TAE AT Ao AL, AAEAE U F lemR V2o R A
&5 7 &= 5 A A5 Yo} Unified Access Gateway A of -2 Alo] E 4| o] & Ab&el= 7% =& Fe}
olddE dAE FUAGIP FaRE A G Fefo|dE Bl AE S ARt = 5 A A A w4 Al &

secureHandshakeDelay = delay_in_milliseconds

ol ;

[

N
(o]
(o]
(o]

secureHandshakeDelay

HTTPS <14 <] Sl ~E & AL§-ebx] ok= 5 A A el el secureHandshakeDelay &5 A A st A 02
2 ARy
TLS gl =4l o] 2 e elo] WAl sl= 7% S 2fol ol E 2] IP 47} handshakeLifetime 2}
=
[

o} wele) e ol 215 o

EQ P F47F22% Fol el s Fohy o

secureHandshakeDelay & 9 3l

=

=1
9 A e LT A AL AL Febe]

rO

(20 * 1000) + 2000 = 22 seconds

Fa 717k F AR IP Fael A o] A o] A A wiubet AR v F & 7| 2ke] vtE e 1P
Famol| A o) mpA] e A o] AA o] A2l & Fell= IP Favh S| AE ol A Al A
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insecureHandshakeDelay = delay_in_milliseconds
o :
insecureHandshakeDelay = 1000

HTTP el A &) 32| A& AFE3A x5 A A sled 9 insecureHandshakeDelay &5 A A &7 v} 02

= o
oo @t 4L Agate] ZebeldE AL R UG e o d Aol ARH FAozE v

®£9-3. 54K

&4 A4 712 3k 3

handshakelLifetime TLS sl = Aol z¢] & o} A7+ 10 === 100(g1 = Al o] =2 1] ol &
ESERES He AE)

secureHandshakeDelay A4S B ~Eof Frbet o(= e =x & Al) o] &
wl TLS &l =4 o] 27} #] < =]
= Alzhd B &) e

insecureHandshakeDelay v] TLS el = A o] =7} &2 ] o(ZF el ~x g A) o] &

2 Eof F7}E 717 A] A 4 =]
= A7 e 2)9i e
requestTallyThreshold FeholdE e aEd F 50 °hv]
7bek30% 74 o AeH
HTTP &4 ¢ v e,

ko

tarPitGraceThreshold ZFelold EE Bl ~E 3 ol o
F7helAl == 30% 24 ot
A el =] A e HTTP 54 4
SIARRS
secureBlacklist. .. SAlglae FoL A FA AR &g Ak gle o
g = 4439 IP F 4 559
Y e},
insecureBlacklist... Sl s F7F A FA] AR e Abe gle Bl
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#9-3. &7 RUHY &4 (A5

%4 v e 3% -

secureWhitelist. .. Ll sEoA] Ao T E al e Ak ol o o]
4432 IP 4 HF59 o}

insecureWhitelist... HBalgl ~Eo|4] Algad £ E stk Abe 9l o]

Horizon 73} A% #H8-3 o 9= A& A ol o] A EE Al gtslefd Ste]Ee]~E & A} 7| Ao g
25 ARG AR ofl o] A E7b kgl e

B3 A E Wl wek 1%L ohdvleh g} ool A E 2 AR T FeholdE Bl weks
=] =]
= —_—

4 AFHE AL AN AE 83 dAriol AE G e A sl & 2 F

)
=~

>

o
24
2
o
N
ut
e
:oé
ol
o,
o
B

o v o2 A A et el

clientWhitelist-portal.1l = Chrome-14
clientWhitelist-portal.2 = Safari-5.1

%, Google Chrome | & 14 ¢] 4} 2 Safari ¥ 7 5.1 ¢] 4ol 4 2k HTML Access & AH-&-3le] o 2 el = % 4
St e BebeA = ok E Ae] el AA T s

AAE g AREA ol ] A E o] F5 T 4 st
= Android

s Chrome

= Edge

s IE

m  Firefox

m  Opera

m Safari

23 ol @ mE 4§ o o] A=k Horizon 76l 4 A 915 & 21 & obyl b ol &= vhg3h 24 e,

HTTP B3 24 74

HTTP & A5 FA 3™ o4 An] m& Hol An] glaelxo) SSL Ao o] T4 Zr]o 4
locked.properties I} & A e} A v} = Al &l oF gh] o,
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cinstall_directory\VMware\VMware View\Server\sslgateway\conf\locked.properties

Locked.propertiescll 4l £4 & T4 st# ™ o5 5 A ek

myProperty = newValue

G4 o ge WAk lAEAE TR e /AT AT FEE SR ek =715 R B
e A9 AR e

Tk ol S 5ol e

CORS % CSP 4419 4% vhse) gh ohuleh uls 57 & 44 5 9
1 S Zohate] b2 A u] 2o

4] 1] 2~ = Horizon Administrato
g ek m| A A] ¢FowdA o] Au

=

_,_‘

shaE gk Aul s B4 ge E oo A Auls 5 ghel Bl E Au] el AgH w shaE g
o BhE mE Aul o] A g R o] WA FU o ~

Bl 55 "OFF"2 A7 sl o] SAel o d &&= Afn]a 54 gho] 7415 v e

o

myProperty = OFF
myProperty—-admin = newValueForAdmin ; ignored

—

P
a2k

s

ez
e
o

Sz
T

22 o
BA T T =

]

4 a%e

o
=

>

==
4

A
=

b
>~
s

ERES

ofi

1l

iyl
e
£
o
o,

o

Fedwd ok

myProperty = newValue
myProperty-admin = newValueForAdmin

%% kg A Gt S Aol Hhel ol ghe AR 4 g BE Fol ART 4 9

i)
=
)

myProperty.l = newValuel
myProperty.2 = newValue2
myProperty-admin.1l = newValueForAdminl
myProperty-admin.2 = newValueForAdmin2

Au 2 BR FAL R o) ST SulE v A o] 3% eIl Hula 2 el 4 By A A a0
G FE HoluAAL

(ajp:admin:Request21) Request from abc.def.com/10.20.30.40: GET /admin/

AHbA ql A u 2 o] &

>
>,
ol
nck
v
30
o)
v
o

rlo

of eof| A Au] 2 o] 5 admin®d W oF, Bh5-3F 32
m  Horizon Administrator®] 7 -%- admin

= Horizon Console®| 7 -§- newadmin

n <17 A 75 broker

=7 513l A2l9] 7% docroot
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HTML Access<| 7 % portal

= SAML EAL(vVIDM)2] 7 5 saml
m 2ok E e 45 tunnel

= View API®] 7% view-vlsi

n 7]EFS] 7 misc

m  REST API$ rest
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