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of sh=A] FIsAl. adt RE 74 AdE 485 F JMP Server AH| A5 ThA] Al#Eta
JMP A% & AT A 2. AAE &S VMware Horizon Console #ele A "2 &2 g2 JMP

4% 7" FEsA L.

bt

App Volumes Manager®| %A & AH8-3t=5 JMP Server 74

JMP &&-& A o App Volumes AppStacks @9 49 App Volumes Manager 912
H 9 bS] B4le 4= A App Volumes Manager S128H 29 Q15 & ALE3l 2=
JMP Server 1 2B A5 FASH4IA] 2.
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PoC Az 7oA JMP Server’l App Volumes Manager 9128122 23 A d AFHE
AHEE »JJ_ﬁ St ™l Q15 S av-selfsigned.cert.pem Lol Q15A gd 2 PHRYok
gyt App Volumes ManagerZt CA A A& AHgste 2% 249 A5 Al 34 ca
chain.cert.pem= AF&3t] App Volumes Manager S12HAE Q153 == JMP Servergs 14
FUoh A4 AR AL S AHESIES JMP Server +AY W& %‘5‘—5‘}@’\]3.

AHA QT AVE}
= JMP Server7} A= ook Y},

i

te 2= Wl A dg el Az Egko]

ol

e

=  App Volumes Manager Q1=8H 2~ e 9]

holoF gt

rlr
o

1 JMP Server £2EA] I Het$-A & AlE3te] App Volumes Manager S12agH 2 &
ZAeollA App Volumes ManagerQl 2825 #e]sle 2= WA o] 23t}

2 App Volumes Manager Q1282 £E 25 WMo ALEEE A5 JHE o
Bt A9 JAFA #EAE AlEsta 54 Y-S Base-64 17 E X.609(.CER) 322
= C:#Program Files (x86)WVMwareftMPHcomttav-sel fsigned.cert.pem < = B2y},

.

O

1S r e cort 3 Aol old pem B A o g A #sf o
Sl J%/\i HdE v ~E AR 7oA 931 av-selfsigned.cert.peml =

8 JUEdJ J%1 o
U

gun. dad 7 o}

A7y,

& E°], Google Chrome ¢ B&}-%A & Al&ste 45 A4 > g5 Ysta AFA e
= Mgy, A35A dat gkl App Volumes Manager 154 & Agsta WRY7 =
ZFYFUT. A5 HEWY] vpHALS 21831 Base 64 939% X.509(.CER) g2lo=z

App Volumes Manager 154 343 C:#WProgram Files (x86)WMwar eJMP#comitay—
selfsigned.cert.pem <= WHE HYTE pem.cer L &A™ th4l pem oY AT 251 %
= 9 o] 55 WA & # dFUY

3 JMP Servere ®etE 73 ste vl 223 TLS ASAE 7457 8] S 8o ot RE %
AS 48 A% IJMP Server AH| 25 Al AlARU T Ue ] TLS /ISA 74 A2 A E
0}34‘34 JMP Server& TLS 154 274 2 788 FEsHHA L

JMP Serverdl] W3 ¢35 215 74

JMP Server A*]dl= JMP Server, Horizon Connection Server, App Volumes %
User Environment I\/Ianager A2=El2 Afo]o A FQl H AjtE = 712 AW & 9 Setold
g3 gl g dFUTE Zed wel JMP Serverdl Al A YstE o]l 72 d% 1%—%
oA A Yste ¢ aAFe R AT & dFUT

oW <3 IFe AHEEAE JMP ServerZt Bl 12 23S FASE AR FEsteA B
Horizon Connection Server, App Volumes ®+ User Environment Managereol| tigt &

AR 89S AFtE FHIAER FFdEA vt U

BN Jle
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https://www.openssl.org/docs/man1.0.2/apps/ciphers.htmI|#CIPHER-LIST-FORMAT
of ojH A AMEete] T OF E5S Aol U v S OF 552 AW S AME
He7E g5 aFdyct.

ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256-SHA384 : ECDHE-RSA-AES128-SHA256 : ECDHE-RSA-

AES256-SHA : ECDHE-RSA-AES128-SHA : AES256-GCM-SHA384 : AES128-GCM-SHA256 : AES256-SHA256 : AES128-SHA256 : AES256-SHA : AES128-
SHA:HIGH: laNULL: leNULL: |EXPORT: IDES: IMD5: IPSK: IRC4

old U435 Y Qor, A E AA S 1EL nginx.conf U] FojHo] 9= FLH TRE
= TLSv1.1 ¥ TLSv1.29 9= 23 F}.
Az}

1 JMP Server Z2E9A Windows A8~ #alx =32 AFg3td Al 719 JMP Server A]H]
25 FAFYGY.

a Windows A|& o}lo] Z& np$x 02X HEO R F¥

i~

A

ot
=l

o A
b [A3] s} dApel A 7] D 2~E bl services.mscE 4 E

}.
¢ [M¥I2] Bel [ul2(22)] FelA e 2L Al el JMP
7k Au) 2ol tal FAE 2L

m VMware JMP API Service

CERK LY

m VMware JMP File Share Service
m VMware JMP Platform Services

OFE £FHE T HIL FFFI.

a C:#Program Files (x86)#VMwareffMPcomiXMStinginxttconf =6 2 o] &Y t}.
b F&3t7] Aol nginx.conf A e] W] HAME S AT

¢ mWEANA nginx.conf LS FYt}.

d ssl_ciphers® AlZtsts &5 Ztotr] oo wet o+ 255 7%
e nginx.conf Il WA Y& At

ZeloldE & ¢35 2 FS A5

a C:WProgram Files (x86)W MwarettJMPHcomixmpitconf ZT] 2 ©] &g T},
b wlEFNA jmp.js FLES FUt}.

¢ FAE) A jmp.js el W) BAEES AT

st

.

ciphers: " laNULL : KECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM : KECDH+AES : ECDH+AES : RSA+AES'
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e FE XZtolA ciphers: Al BH&oll Yo s aF5S FEFUS. o
ciphers:'your_organization_cipher_suite'

f jmp.js Lo WA WE&S AFIUT

3 A g3 28 222 A gslelW Windows AlB] 2 #E)a E 32 ALgsto] A 7R
JMP Server A8 ~E thA] Az o},

JMP Serverel 3] o] Algzel CORS A A&

JMP Serverdl Al xates A& 4= 9= Horizon 7 942 HH:I B Rt §‘r ]Eﬂ/\EE— 73
3te] JMP Server 9128 20 3] o Aatxol & 7k glA~A F3(CORS) AAL Alga 4 9
sy

Ao 2 Horizon 7 942 Au 7} Q154 A<l
<t A ﬂ]°1 J‘r‘”"ﬂ A T ‘?l%/ﬂ%

ox i
o

A& ALE-sl =S JMP Server 78S A3
A} JMP Server Q1 28l xof oA ~gt
P Serverd] A28 = A== 3}

=g 4
< o

2 %0,
v
oo

Az}
1 d92E #AHY7IE AF&3to] NGINX +4 3+ (C:WProgram Files
(x86) WMwar ettMPWcomiXMStng i nxicon fitnginx. conf) = 34 t}.

2 the HiEES Tl Fobd thedt 2ol HAW 4 dES el § HAE AAT F2e] 242

AAGHH.

add_header "Access-Control-Allow-Origin" "$cors_header" always;

3 T BiES F ) Zop Bed o] BAE & RS oo # BAE Frlee] 247tE F4 A

23,

# add_header "Access-Control-Allow-Origin" "$http_origin" always;
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# CORS: Whitelist of origins allowed to contact JMP
# Syntax Documentation: https://nginx.org/en/docs/http/ngx_http_map_module.html
map $http_origin $cors_header {

# default value

# by default no one is allowed

defaul t 5

# List of hosts allowed to access JMP
# "~«"(https:#/W/YOUR_CONNECT | ON_SERVER_DOMA IN#.com)$" "$http_origin";
}

—

b default ''; &= Hol slo]|Eg1nEof x3a 7zt A4 A

o & £9], JMP Serverel] A43t=5 389 A4 AW Axd 29 THQl o] Fol
www. testhor izon.com 2 www.prodhorizon.com®l 7% F71E Zo] th-g dol #FA EAE ]

Ut

default '';
“~«"(https:W/W/testhor izon.com)$" "$http_origin";
"~x™(ht tps:W/W/prodhor izonW.com)$" "$http_origin";

5 nginx.conf YL e] M7 W&S A&},

6 Windows A8~ #AS AFE3te] JMP Platform ServicesZ thA] Al 28t}
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Z Y X v 204 SQL Server Hlo|E o] =0 AASL7] ¢ AFESt= Hlo|EH|ol A~ AT T
o] EdjoF U},

AHA QT A}aH

JMP Server S 2EdA HolEHe] 2~ RS WAst7] 93 Sule dela Ado] A gy

o
Az}
1 JMP Server &2E°A Windows A8~ & A =75 AFE-31o] VWMware JMP Platform
Services ZR2A| A5 FA] T},
a Windows A1# olo] 2& w¢-~ 022 wEo R Felsly AP Mgy}

=
b [Z3&] 3} Aol A D7) 8l ~E Az}o] services.mscS Q& st &els ZF o).

I

c [Aulx] o (v~ (22)] FolA VMware JMP Platform ServicesES & & Ex|= Y3
[RA=

2 S A3 3d ZFoA JMP Server E2Ed A
2= S FYr

m C:WWindowstSysWow64odbcad64 . exe

ek

@ #9L % i 23kl ODBC dlol8 &2

H

il

® C:WWindowsisystem32Wodbcad32 . exe
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[ODBC HlolE] &2 #elat] oA A|&2d DSNS Z23ta [AF&AF HlolE &) Fol A
svmanager = 41813},

TFAS FY.
Microsoft SQL Server DSN T4 =3 A7} YebgdU o}
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BC Microsoft SQL Server A% 8.9F] &ofl 74 AlF e} A A HYT.

o
O

L AEE HAES D 8eS Z23to] Wware JMP Platform Services A B 2o thal 95 %S
Al AP,
VMware JMP Platform Services AH| =& ThA] Al&et7] o] VMware JMP Z 3% A 8] 2 dlo]
ElHo] 2~ 4 o A &5 JEE F7HEU Y.
a oA ggez WA~ HHYI|S AFE3F] C:WProgram Files
(x86) WVMwar eWJMPcomXMSticon f i gifdatabase.ymlell A& dlo]g o] ~ 4 3L & FYt}.

o -

b username Al g =& 22 F o] = th3ol password 4 Uit Al =& AL

e},
¢ The dsh 2ol YEhtEs 44 45 o

o

e 9

L0

=

password: new_password
Q2 o] 93 HHE Wware JWP Platform Services AH] 25 thA] A ZHgE S
database.yml Lol AFo =2 A AF YT}
VMware JMP Platform Services A ¥ ~E thA] A2 o},
a Windows A& ofo] &2 vhf-2 @B BlEow ZEsta A3

=
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VMware JMP 59 2% Au] o)A A5 e dloleuo] s 2391 A4 FRE obd fulo] =34
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VMware JMP 3} Z5 Ad]Xd] gl dlo]gujo] X ¢35

Julo|=

JMP Servers Axg u] A}&3F SQL Server Hle|HHol A 45 E F43t= 45 VMware JMP
g Ff A8 294 SQL Server HolEH o] 2o AA3}7] Yl AFEstE HlolEHo] A T %
dlo] Edflol Yt}

AR 27 AV

JMP Server £ Ed| tolelulo]~ YuE WA 948 Lule Ba Bato] e FAFY
o
A%

1 JMP Server 32E A Windows A8~ #E) 2} EF2 AF&-3o] VWware JMP File Share
Service ZZA2E FAFYH

a Windows A]z} ofo] 25 nfx Q2 1

=
b [A&] 3} AAtel A D7) 8l ~E A} services.mscS 4ot &S o).

flt

o 2Ystn AP He T,

c [AB]2] Z [AMB]2=(Z24)] FolA Vware JMP File Share Service® & 5 Z3)
o,

2 VMware JMP 3+ I AH] 2o|A] AFEE = 9 i%— Ad el EFY T o JHE ALE-5HA

JMP Server A% Fo| AFgE+= SQL Server 972 #39 ot A48 GA S 243},

= SQL SIS ¥4 RE:

il
iy
Ju

1 C:/Program Files (x86)/VMware/JMP/com/uem =T & o] %53 t}3, €l ~E HH 7oA
do.json L& FYt}.

2 A} password W7} W& F718kaL JI\/IP Server Ax] Fo gk Al SQL Server Hl |
Huo]~ ¢ts 2 AUt o2 gyt
"jmp.production": {
"server": "MyOrg-DB_serverSQL2014",
"database": "MyOrg-database",
"userName": "sa",

"password": "new_SQL_password",
"stamp": "nnXXp!1GeImfPJWbuOYAQA==.ED1k31CqSubgbY2ulwSSgw=="

3 HdE AAst B2E ARV E FEIYT.
= Windows 915 914 =

1 C:/Program Files (x86)/VMware/JMP/com/uem =T & o] 53 t}2, €l ~E HZ 7oA
db.json LS Ayt
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2 71 3d A =25 oS Al =2 vyt o714 <|P address>E SQL Server 34
E9] |P F40]1 <Database name>2 a3k do|E o] ~ o] FdY ).
{

"jmp.production": {
"connectionString": "Server=<|P address>;Database=<Database name>;Trusted_Connection=Yes;"
}
}

3

B

Ve Ao g1E
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N

A718 T
3 VMware JWP File Share ServiceZ ThA] A2ttt}
a Windows Al#} ofo] 22L& npg-2 22X WEC R FEsta APS At
b [Ha] thst Al A D7) G 2=E F=}el services.mscE Aot S Yo
c [Mulx] Feol [Mul2~(22)] ZelA WMware JUP File Share ServiceE 2+ & X|zHs Z¢
it
thioll #3824

VMware JMP E2E Al 24 Abgst doleluel = 291 AY FRE off Julo| =5 8
& 7% gulolEalok FUth VMware JMP Z9% Au] o] vigt Hlolgulol = 95 glulo] 2ol
WEE FRHUA L
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JMP Server =022 A3, 74 3 58 wf o7 WAIA 7 BAE = dFUH. o] Fe] A
&

Ad A2 AT 5 dFvT
v oge g 23 T

B JMP ServerE A4 9l o F

n A AR ds o}

ESZ
>
[
i,
o
to
3t
N
S
i
o
ot

= JMP Server A7

JMP Server& A8 4+ 92 27
JMP Server ¢l 2Bl »o] AA3 4 ¢l&U T}
A

Horizon Consoles AF&3led UJMP Server Q12HAE 523t 4%
g & gHuUt. 48 IE5S FHIAY Ysol tAl Al 2
[RR=
g9l

A2l Hed ol F AUz el o ©F WMAX eI 99 9 a4 Wy S Selaw e
Ao ARE ALEeAA L

A A
1 ASHM7F eutaA #45 lex Sddun
JMP Serverell B TLS 1A 5 2 25 749 A EE A
2 JMP Server URL 22 A =3 3o 9] Hgh9-Aoq HTTP S92 AES Y.

Thg 23 HE HTTP 982 Fas: 45

H
T A ZAE 5 S

{errors: {}, error: "Insufficient Horizon Privileges", code: 400}
code:400

error:"Insufficient Horizon Privileges"

errors:{}
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& dA o] wel Horizon Consoled] 21918} o] AFE3F AL8-2F Al o] =53 ez A
o] A=A gAY},

a Horizon Administratorel A View F4 > fe]|x}= A3y,

b A} Zell A A=A} AR A o] <domain-
name>\Administrator(BUILTIN\Administrator c}'d) & FA & =4, =& #elx @k
o] aE A=A el

¢ BUILTINNAdministrator7} A15® VMware Horizon 7 ¥]# 7.5 @]~ AR A9
H ald 3y A48 Al

=

de A AHE A'e B
Al

9 HE"S B2

25t W o gk W &< Horizon 7 &g EA4 44 "A1& A g
(@)

3 ) BgAL HTTP S2 &7 WAIA {"code":403,"error":"Error: Unable to verify
Horizon JWT", "error_code":"1044" "error_type": "horizondwtVerificationError"}<}l A}k
JWTUSON & E2) vWAA 7} A5 JMP Server & 2E9}

Horizon Connection Server 34 E 3+o] AJ7to] 7131 H o] &= &olgyrt.

Horizon 92 A ¢ JMP Server 32E Alolo] A7} E7])3lo) Al2d AEE Ay},

Aels AR FEs delolEd F 57} AR

JMP Server 7] 74 &< AFEEH = Aul2 Al AFEA G5 & HAS & JMP Server 12H A~
=2 Abgste] A S Sfste] o sl R/ wWAIA 7 FAE Y T

A

JMP Server d=E 20 A JMP B3 932Z2 &Y S Fdstaa st v &/ 5 shvrt vdebd
T JdFY

Error 1: "errors":{},"error":"Login failed","code":500}
Error 2: "Unable to contact AV Manager"
Error 3: "Users search fails in JMP Assignments"

gkl

o
t. 2% 1< Horizon 7 A8~ 74]7‘q Gl WA ol HyT &
App Volumes Manager A= A 4571 HAEAAY Av] 271 o8 2 $-o] S = 5
Uttt 27 3& AD(Active Directory) ¢37F ¥7Zd T UF
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CEE
A s AEE JMP Server Hlo]E o] 2o & o] Egfof gt} Ruby on Rails 2&< A&
stol JMP Servere] SQL Server tlolE o] 26 A4E d5E5 o] EF YT

Ruby on Rails &< AH&3t ¢t F4tH 24 4 A2e d3= w2 F dFU
Ruby on Rails &0 9&stA] & 45 &9 A ¥F »E
A gE g Adgs)Eyt.

Az}

1 JMP Server 32E A ~"9] Windows W& ZEZEJA JMP Server XMS T4 =

= o] 53 & Ruby on Rails & A1&34 .

cd C:#WProgram Files (x86)#VMwarefJMPWcom#XMS
svmanager_run script/rails ¢ production

2 SQL Server dlo|Hu o] xoA 4o =
S AR O
¥ 8-1. SQL Server Ho|EHo]| X4 ¢ZE Hdlo|ES}r] 93 9

2] Ruby on Rails 2& %%

AdlelEslel¥ ot Ruby on Rails & ¥ #

tlo

Horizon 7 43 & ddolEgdYt}. ) , , v
a=Xms::Service.find_by_service_type("horizon")
a.password="<new_Hor i zon7_password>"
a.save

App Volumes Manager &5 & o] Egtt. ' . .
a=Xms::Service.find_by_service_type("avmgr")
a.password="<new_AVM_password>"
a.save

Active Directory & dulc]EdY}.
a=Xms::ldentityService.find_by(netbios_name:"<net
bios-name>")
a.passwor d="<new_AD_passwor d>"
a.save

3 User Environment Manager Q12820 3 4o & JuolEsleH
Horizon Console9] UEM ® A &= UEM 2 3+ 3 dadAs A&y

VMware Horizon Console &2 #41¢] "User Environment Manager +4 34 &
FE AQS FEsHA L

F3 AD g3 ddolE" A User Environment Managerel that 435 dlolE
st7] el JMP Server SQL Server tloElHo] 2 AD 43 55 Julo] Esfof Y
=

(

b

JMP Server AlA

TAE ldstE ™ JMP Serverg AA & tA] AXAeor & 4 lFY T
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User Environment I\/Ianager T4 FHE AAIFYT. VMware Horizon Console #& 9
Al "User Environment Manager 74 &+ A E 2HA"& Fxs4 A2

1 Microsoft Windows Z2713 9 7|5 &&& d4th.

dE So], A|Z > AR > A|AH > o) B J|E9 e}
2 AAHE cfZeAlA F=4 VMware JMPE A= Y
3 AA GAE dustE™ AMAE Y8t vpFA] wEU T
theell s 2]
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