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F2:2 AHg3te] TCP 2 UDP PColP 3121 Bui7] wjio] o] Ay e Ashgich w3t i 54
?1 192.168.1.1% S| E HE A 2EstA] 7] wite] Sto|dEo] H24 spHo] %A
g 4 dgun
¥ 2-2. NAT dulo]2 & 53 Zelo|dE PColP9 27
NAT P4
P32 PNAT 192.168.1.1
10.1.1.9
A View t] =5
TCP DST 192.168.1.1:4172
PColP SRC 10.1.1.9:? -
oA E -
PColP A
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o] #AE jAsteH R P FAE AL EE Z8a9S FAoF dYUT. o] HAAEF9
external IPAddress7t 10.1.1.12 450 oW F 0L H2aFd HxaF Z2EF A2 &
A3 g 10.1.1.1% FHolAE IP 422 YT PColPY A5 o] 43S AMgsteld b=
A7 PColP EeF Alo]Ego] An] =& Al ZFs)oF gt}

FE 39 AL U 2AFE EF PColP XE 41722 A&8HA 9, Feto|dEV} X E g t]
Hlo] 29] X E 41729 v H T2 ) LEZS ALg8of & A ol& o] AF o @A 2890S
Aok IUtt. X E wjg turlo]l AVt X E 141725 XE 4172¢ w3 4% Zeo|AEE PColP
o tha £E 14172% Abg&doF &ytt. PColPdl thaf o] 43S FAs)oF dyth. S8 919
externalPColPPort= 141728 AA 34 2

NAT 2 XE w3 & A3t 7Aool A external IPAdress= 10.1.1.1T(ME =4 192.168.1.1
=2 W3teE) 2 A3 =3, externalPColPPort & 14172(4172 ¥XE9| w3 ¥ )=z 4% EYt}.

a9 2-3. NAT dulo]& ¢ XE ] & 53 Zelo]dES] PColP

NAT IP 54
PNAT 192.168.1.1
101.1.9 TCP DST 10.1.1.1:14172 TCP DST 192.168.1.1:4172
SRC 10.1.1.9:? SRC 192.168.1.9:7?
»
UDP DST 10.1.1.1:14172 UDP DST 192.168.1.1:4172 PColP
PColP SRC 10.1.1.9:55000 SRC 192.168.1.9:? - 41
SeolAE -
UDP DST 10.1.1.9:55000 UDP DST 192.168.1.9:?
‘ SRC 10.1.1.1:14172 SRC 192.168.1.1:4172
Y

PColPE 93t &% PColP TCP/UDP XE 43} wixb7[X| 2 RDP X E(3389)4 Framework
Ad LE(32111)Z wlF 3= 7%, externalRDPPort 2 externalFrameworkChanne |Por tS 4] 3F<]
Feo|dEV X E s tulo] A5 F3) o9} o] AAd = d AHEE TCP XE HEE X H 3ok

A= -
932 7 b2kl Algslok g aew FetoldE
25 AMESHAIT R TCP XE WSS HTTPS A4 AMgste] 5% 713
I

o

rg qH}o]ég: %3H oﬂx-ﬂ}\zﬂ— 2= ol = 2 7})\L }\]}\Eﬂ 7}1ﬂ
z

¢
il

J

A E 50, HTTPS £E 10002 g tl== 7] A43sta HTTPS £E 1005€ & tl2=aF] &
2str & o L Y IP F2E AHSShE AE 7P EASU. o] AF HlaAE TRES
AAE 98 BE HaAFol dal nfe oF TE WS E FAE5e A2 UF SRS wEhA

externalPColPPort, externalRDPPort 2 externalFrameworkChannelPort =& =
A BAA (8 A& Abgste] ZetolAES} Abgshe 71 B HTTPS ZE WEE 1%5& ZE
28 49T F dguh
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X E uj3g tjulo]2a7F TCP 4439 mjd ¥ XE W3 1000 HTTPS, TCP 3389 ¥ ¥ E
HE 1001 RDPel, TCP 2 UDP 41729 wj8® XE W% 1002E PColPdl, TCP 32111¢]
gE XE W5 10035 ZH A Do A&t FAS tastele A5 F TE HEE
externalRDPPort=+1, externalPColPPort=+2 2 externalFrameworkChannelPort=+32 2 S
F UFYT. HTTPS 92 HTTPS Wl XE W13 10002 A3 ZEtolA Eo A Al 2= o]
TE H3Z 1000 7|52 8 FE HIVF AF5o 2 AAE 3 1001, 1002 2 1003¢] ZH2F A}
8T

O /M dlaasmS sl x2sty] $18) X E v tufe]2~7F TCP 4439 vidd XE 3% 10065
HTTPSel, TCP 3389¢ vj-d¥ X E ¥ 1006= RDPl, TCP 2 UDP 4172 wjd¥ XE
% 1007% PColPel, TCP 32111 wid¥ XE H3% 10085 ZHAAZ Ao AHEda d==
woll sl s oF TE FAH(+1, +2, +3 )l Ue BF HTTPS d4&°] HTTPS thd =
E ®3 10058 AH&E SClAdEANA AlZtE™ o] XE MS 10058 7IFo2 9|F £E WS7}
Abso g2 ALrE I 1006, 1007 2 1008¢] zH2k AH8-gH Ut

of AAE AHE3IH BE HAAEFES L FASAIT BF 5L o F P F
Uth 1% HTITPS = w2s 2% £E W7t 5991000, 1005, 1010 )
A3 P F2oA 12,0007 & 7Hd dla3Fol g2 & dsyn. 712 =
o XE w3 tulo]x FAS 7] Fo 2 AZ4E G el He /M daads s AU =
E 7 dl23Eo] 7+ external IPAddress=10.20.30.40, externalRDPPort=+1,
externalPColPPort=+2 2 externalFrameworkChannelPort=+32 4% NAT % ZE nj3 glo| &
AvE g2 7P dla3Eed oig ojgeo] o] Fo - Y

¥ 2-2. NAT € ZE w9 %
\'%

T

M H&3% IP PCOIP(TCP %
Lik3 Fa HTTPS RDP UDP) =HdHa Ad
0 192.168.0.0 10.20.30.40:100 10.20.30.40:1001  10.20.30.40:1002 10.20.30.40:1003 —>

0— - -> 192.168.0.0:32111
192.168.0.0:443 192.168.0.0:3389 192.168.0.0:4172

1 192.168.0.1 10.20.30.40:100 10.20.30.40:1006  10.20.30.40:1007 10.20.30.40:1008 —>
5—> - -> 192.168.0.1:32111
192.168.0.1:443 192.168.0.1:3389 192.168.0.1:4172

2 192.168.0.2 10.20.30.40:101 10.20.30.40:1011 10.20.30.40:1012 10.20.30.40:1013 —>
0 - - -> 192.168.0.2:32111
192.168.0.2:443 192.168.0.2:3389 192.168.0.2:4172

3 192.168.0.3 10.20.30.40:101 10.20.30.40:1016  10.20.30.40:1017 10.20.30.40:1018 —>
5—> - -> 192.168.0.3:32111

192.168.0.3:443 192.168.0.3:3389 192.168.0.3:4172

o] dlel A Horizon Client= IP 542 10.20.30.402 HTTPS ti ZE HE (1000 + n * 5)q

QAT o714 ne U2AE WS U 22E 3 Adstelw FetoldEs}
10.20.30.40:1015] AZAZFUTL}. o] & XA AAE 2t "dlx3Fe] 74 43S HNF 483y
o BE dxaFe]l YT Y F4 Y TE PAL Aesel TYPIT NAT 2 EE w3 74
£ o AT AAL ALgsto] NAT 2 ZE o) tuto] = el A 950 BE g 2aFLS B 3
§ 1P Faold QAT 5 gt SeelAEE Ul o] IP F42 #5E ©d 3§ DNS of
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Windows QFA A ALl AF 7| F7

].

2utE 71 Q159 A9 2ntE JtE RIFAE AW ets CARIS 713)7F Windows ISA A %4

o slolok Fuch. 284 oW CAE Windows USA A4 718 & dFth

APl e F Ak

MMC (Microsoft Management Console)el 154 =¥ <lo]l A=A &Iyt Horizon 7 4

2] EA2l "MMCell 9154 2@l 7S x4 L.

Az}

1 MMCE A &3,

2 MMC %04 AFA(ZZE HFE) =8 et A § I FE UAF 713 > AFA
EH R O]%% =
FE JASAM7F da 154 ARl S3F A4 7 gl A MMCE T34

3 AT Y= FEJAF 7 >AFA S0 E vfvx LEF HECR FEYsta BE 2 > 7}

L2715 29U

4 AFA 7FH 7] bt A S E85ta FE CA ISA7E A%E 912 & Z5UTh

5 FE CAQUISA dd& Adsta 4715 23U

6 o=, ke, RS A E S

7 2vtE 7hE QISA7E F3F CA 98] dgd 4% AS5A A BE S ASAE 7H S
=3
a AFA(2Z AFH) > T AF 71 > AFA ZH = o] FdY
b 7 F3F AFA A dal 3~6T9AE vHEFY T
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VADC(View Agent Direct-Connection) F&1 %12 7Hd A28 7|9k H 2235 2 AlAIE H 2~
A5 e HTML AccessE ALFUTH AAE cfZA oo tgt HTML Accesst A 95~
EHEYTE

o
= HTML Access® Horizon 7 Agent A3
. FH Az dF5 2F

m A#d 3= CA AHe] e TLS AH A 2%

= Windows 10 2@ Windows 2016 dlA~3FdA HTTP/2 T2 EZ A& <F &

HTML Access Horizon 7 Agent 23]

HTML AccessE A Ystel¥ &5 w7l A5 A&t 717 Al 2=® 7189k gl ~= 5] Horizon 7
AgentE AX|afoF Ft.

A 2.7 Abe

= http://www.vmware.com/go/downloadview? VMware th&ZE 3 o] 2] of| A]
Horizon Agent A2 &zt Y& 2 =94},

AR FelAk 3 o] &2 VMware-viewagent-y. y. y-xxxxxx.exe (328 E Windows %) =&
VMwar e-viewagent-x86_64-y. y. y-xxxxxx.exe(64¥] E Windows&)H, A7|A y.y.y= WA HE
o] I XXXXXXE W= HE At}

¢ HPZNA Horizon 7 AgentE AA3ta Horizon 7 AgentE Horizon 7 92 Ao 55
A F=F AN v/ WeE A F

o] oo A& Horizon 7 Agent 3281 E B H S A x|y},
VMware-viewagent-y.y.y-xxxxxx.exe /v VDM_SKIP_BROKER_REGISTRATION=1
el 58
o

View Agent Direct-Connection &2 1%1& A @Yt} View Agent Direct-Connection &
2119l A2 WE& FRIMAIL
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HTML Access Z&o|AdEoA HAIES AF&e ™ H 2K 2 7FA] A% 242 Faelof
U ol ZA st AFEAZE HekpA oA HlaAES A eV ES A E ¢ sy

AR 2 AR

= VMware th&2E #H oA (http://www.vmware.com/go/downloadview) A Horizon
HTML Access portal.war zip 34 S th&2 =3},

o o] &2 WMware-Hor izon-View-HTML-Access-y. y. y-xxxxxx.zipel ™, 4714 y.y.y= HH Hs
I XXXxxxe He Asduyct.

o

23
1 Alelze Auth

2 Zg33d 9 7]1% > Windows 7|5 AF&/ALE ¢k 3to & o] =&t}
3 AEY AR Aus gelde dheln gelg T,
4 AelHo A e EF > IS(AEYW AR Au|x) =tz o] HFdyot
5 %% Fo] a3 SAAdUT
6 7I& Y AIEE vhp2x 28X OFE S5ty viklgd AR .. 9P
7 Fks 23U
8 https, WA % ZE IP % TE 4432 Aaghc)
9 SSL ¢Z2A Ao 2ul2 =M= A
L Z3)
A5 vdmel e 4§ vdm= AdEletn gels Sy
914 vdmeol = A S vdmdefault2 H=sta gele F3yr

10 Abo]E niel®d tf s} Zdatel A http £E 80l alFot= &5 Al 7ste 2715 S
11 712 4 AlelES S FY
12 MIME 34 < 5 W 2534

13 7} o] F &3 jsono] EAsHA &€& 45 ZH FelA F7h.. & SHTUH. 224 o
+ 22AE AUHAA L.

14 512 o] & Ao jsons 4F It
15 MIME 2] 2 text/h323% &35t
16 =} o] F &Aool .mem< I

17 MIME 32]° 2 text/plains g3tz e ZF3g.

]

18 VMware-Hor izon-View-HTML-Access-y. y. y-xxxxxx.zip< A Zr o] EA}g ot
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19 VMware-Hor izon-View-HTML-Access-y. y. y-xxxxxx.zipd =<
portal .warelgte o] TABY T},

20 portal.war® ©| &< portal.zipSZ vlHEY T},

e,

o

22 V23S JYth
23 & W &o] E3td C:WinetpublwwwrootWDefault . htm 2L BA Tt <IP address or DNS
name of desktop>< Hl2=3 %] AA| P F4 L& DNS o] 8o ulAA 2.
<HEAD>
<noscript>

<meta HTTP-EQUIV="REFRESH" content="0; url=https://<IP address or DNS name of
desktop>/portal/webclient/index.html">
</noscript>

</HEAD>
<script>
var destination = 'https://<IP address or DNS name of desktop>/portal/webclient/index.html";
var isSearch = !lwindow. location.search;
window. location.href = destination + (isSearch ? window.location.search + '&' : '?') + 'vadc=1' +
(window. location.hash || '');
</script>

A= & YE CA Aol & TLS AM 34 44
_/r‘_

TLS M A4S dAsto] SfelAdES} tl =I5 Alelol A1

s 71 A AEE TLS AW AFAE A8 Qe CA AEel 9 TLS AM AFA= uA g
Yrh 712 A4 AW TLS A 54 248 Z2e4A . o8] s Al ol E kol v
91 AZM 7} A4 B

s HaaFo] ZejoldEe] 4 AW2E ATAE Ao H4 Az A

AR AF A9 WES BRI L.,

=

= Windows Q154 A4 g W&= sAZYT. Horizon 7 A% A4 " =& TLS <
S E AE3IEE A4 Au], Bel Au =& View Composer 7A"S FZ34A 2.

1 Windows 2134 AgadA AL > AZAE o] 3t}
9 AFAE F W F )

m
3 A% AR 9 2Py

—~
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4 AFE FE BAFYD

5 Windows #lA=Eg AF7E A2y}

6 HKEY_LOCAL_MACHINEWSOFTWAREWVMware, Inc.WWMware BlastWConfig @A ~Ee] 712 o] &3t}
7 M2 EAE (REG_SZ) SSLHashE ©] HiA»Ez] 7)o 7).

8

SSLHash &< A& #to =z A3,

Windows 10 ¥ Windows 2016 Hl&3a &4 HTTP/2
ZRZEZ AL ¢ 3

A7 ¢ BepA A Windows 10 VADC %+ Windows 2016 VADC H| =50 HA 28 uf
ERR_SPDY_PROTOCOL_ERROR 2.®7} H“ﬁ ok = AFUT H2AFdA HTTP/2 ZREZS
AgohA =S Aol o 2 FE PAT F Awyrh

Az}
1 Windows A 2E2 HARA7E A 2EYT).

2 A 2~E7Z] 7] HKEY_LOCAL_MACHINE#System#CurrentControlSet#ServicestHTTP#Parameters® °]%

3 o] YA 2=ET 7] 270e] Al REG_DWORD %2l EnableHt tp2TI1s9} EnableHt tp2Clear text =
7y ok

4 F < 0oz A3

5 Hx2asxs oA FYIYLH
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Horizon 7& AF827F Horizon Clientel A Al 28 = 9l& AAIE d23%F 2 o ZeAoldS
A&ste RDS(Y7 vl23F Aulx) TA2ES APyt AAE tl235S RDS & 2Ed f3t
U235 AAE 71wte s gy, duka ol Horizon 7 Wi £ A& Zgko] A EZ} Horizon 92 A
HE Foll tlaam B o ZeA ol del A2, 22l RDS 3 2E°| View Agent Direct-
Connection Z329S A5l Zelo|AdE7F Horizon 92 AW E ALE3HA] o AlAIE dl~3

F EE o EAA A5 448 5 A5

LER EER RN N
RDS(97 Hl2aE Aus) B2EE 97 A sE 98] Sel Aol vAage 528
W 74 229t

Horizon 7 Wi X4 RDS &2~E& Microsoft 94 H=AF AHl2~ 93, Microsoft 94 tlx
A% A 2E MH]2= F Horizon AgentZl Ax5 o] 3l& Windows A ydytt. VADC &8
a9x AR Eo] glow RDS &2E7F VADC(View Agent Direct Connection) & A ¢9& 4= 3l
“Uytt. RDS £2E A% 2 Horizon 7 Agent Aol tidt A& Y&-2 Horizon 7oA AAE
a3 B o ZE Al A EAA 9 HaaF AEs SAE AT S FERPA L.
VADC Z&]29 Ao that AAe W& 4 1View Agent Direct-Connection Z2 191 A&

]_

fr

A

ol

3 Horizon AgentE AX& o] A% #2|AE= Horizon AgentZt 922 Horizon 992 ¥ <]
T2E olF EE P #4245 2ATUT. A #AE vy Aot A dsid A #ejArt o
GAE AUHA & F dFYH

VMware-viewagent-x86_64-y.y.y-xxxxxx.exe /v "VDM_SKIP_BROKER_REGISTRATION=1"

RDS £4E8 4431 VADC Ze7€ 42 ¢ Folt= RDS Hl22%E 2 o Ee7o o] 44
yolsiok gtk ANE U2aE 2 fEANA e ALg AL oI E BRI L.
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AANE b3 F 9 QS Al Al e A8 AF Fo
ANR BlzTg 90 dEelslol o] g A ADE Holslok A&AI} AT dlaag B ofEelsol
ol A 2T 5 Aeie

RDS & ~E°|x Windows Server 2008 R2 SP1¢] A& %1 3+ 2% RemoteApp &A=

At S FAAI L.

RDS &2 E°|A] Windows Server 2012 == 2012 R27F 2851 9 A= AW ezt
APt P4 dlEIF Au|E=E o] Fdlo] WIS TS A L.
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AEAA ANE HATE A4 AR Felsel v by BAE S L.

m 2827t 24 5 View Agent Direct-Connection AF&x}e] 743 ¢121#] &elghc}, 7] &
Aow ATHE AHEAE 5 o 259 LAY

= Windows Server 2008 R2 SP1¢] 7% RemoteApp &&=}l A RD Al & 2E
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o A% FAFYL.

Aol A7t
AgAAA N ED AN A% AR olsted e wAE AN L,

m Algx7 22 3% View Agent Direct-Connection AH&2ke] A1 991%] glghyct, 7] &
Ho g ATH AMEAlE B5F o] 59 AL YUY

= \Windows Server 2008 R2 SP1<2] 2% RemoteApp Z&]|x}l A off Z 2] A o] A o]
RemoteApp Z22 3 olgjo] UYdHo] 213 RD Y AAl&Eow AFHo] glom RE AFEA}
o] AbgAF e AFEALZ) £33 ol el A AFgAE dde] =R Flg)

= Windows 2012 == 2012 R29] A% AW A== 2Pt 97 dl&23F Au|E=E o] 53}
o IS FAATYUY.
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View Agent Direct-Connection Z&] 1919 #AE ZAME 7

AE=A] s Al &

VMwareol A9 A4S #A718oF & 245 &3 A 275 AE3les At 245 A8 oS
DCT(Hely =8 =) 22 A2 AAsHA 2. 28W VMware 71E A 93271 89 22
£ 24 & dFY DCT 22 JF Aol ek A4 &S VMwareo| ek 21d 1 +3
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TRACE ¥ DEBUG HEE X35 A =27 Al
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M

F

el
ZE Wde agg =gelwrt AddEn dFUT o] £A4l= Horizon 7 Agent X & Ztd
W9l VMware Tools7F AX€ 2 S0 ¥ = AdFYTh
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¢ Horizon 7 AgentE tA] Ax &Y},
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AH&A7F PColPE AHE-8He] tlaFolu o ZejAle] o dAstd A4 shwle] FAIFHYTH
99

7P Alz="le] BlY e RAMe] 3o
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* 7} 7P Ao Hol® 128MBe] HIY 2 RAM<S T3] Al 2.

TRACE ¥ DEBUG AXEE X35 =F AA 27 A&
Horizon Agent 21¢] 211 35
9 &yt
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i

A =
View Agent Direct-Connection Z3 1902 %+
t}. TRACE ¥ DEBUG HXH &= 7|EZ4 o

HU
f
"
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e
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A
Horizon 7 Agent 2] TRACE ¥ DEBUG A X7} 235A] &5t}
Kl

AA 27 & At s Ak kU n. A 27 & AHEst=E A sloF TRACE 2 DEBUG
ZB7} Horizon Agent 210 &g Ut}

2
1 Ha ZTEZTEZS A3 C:WProgram FilesWMwaretVMware ViewlAgentWDCTWsupport.bat loglevelsZS
AP Al

2 AA 2AL 98 3¢ AL

o2 21 92 %ALLUSERSPROF | LE%#VMwar eVDMi | ogsell 15U t}. 3+ debug=. logoll &
Horizon Agent 3 ZFe2]1%leA 279 F 7 lFUch Ze21aQ 211 =5 Zosd
wsnm_xmlapi = 72 g}

Horizon Agent7t Alzkd o th33 o] Fei 19l o] 274 gt}

2012-10-01T12:09:59.078+01:00 INFO (09E4-0C08) <logloaded> [MessageFrameWork] Plugin
‘wsnm_xmlapi - VMware View Agent XML API| Handler Plugin' loaded, version=e.x.p build-
855808, buildtype=release

2012-10-01T12:09:59.078+01:00 TRACE (09E4-06E4) <PluginlinitThread> [wsnm_xmlapi] Agent XML
APl Protocol Handler starting
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