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Horizon 7 Horizon 7 A& 2 A& FARY

Cloud Cloud .
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EF Y A AETE AT FE dFsUT BAE 259 BRE A4 A H8E= dY AT A
AL Ao & JdFUY. JME 2| AE o] A Ak HAS HAT = gy

Ao A4 Ao Hol A3 BSG(Blast et Alo]Ego])d A LA 5yt BSGY Het
Heg Aok ettt A6Blast Hol Alo|Egole] Hel 2R W os A EFL LA Y&
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Oracle®] FAg 2= #& A (Unlimited Strength Jurisdiction Policy) 3t¥e] 722 X
FEuR 7|EHq o3 2566 ]~ 717} 8- &d5 Y.

2 ge g 328 2FFUT

o Ho ZREFY o3 AEFLY 7| E Ao A

= JhE AH e ek g 74
B A HAAEA At HA FA]
m ol Z2EF 9 4357 Horizon 794 AMEEA] == A4 H
Het Z 2257 43 AFTY 7I& A9 BA
A gt L A FAL VR0 EY Ho TREZN 45 AFLS AMEIEE AUt
¥ 5-1. 71& A9 &5 A
712 Be Z2EF 712 45 aF
= TS 1.2 = TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
= TS 1.1 = TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

= TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
= TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
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¥ 5-2. 7|18 AY Al A A

7|8 Helt ZREZ 7|18 4E aF

= TLS1.2 = TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
= TS 1A = TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

= TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
= TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

= TLS_RSA_WITH_AES_128_CBC_SHA

" TLS_RSA_WITH_AES_256_CBC_SHA

GCM &= 252 539 olf 2 7Aooz AAgstes A3 Hof A &FUt

L5 | =~ e Rl |

A9 s 9 A AL View LDAP 540 AU, oled @ B4 BAE 159 BE A4
AW QA F Hol Ao 4&g Ut A9 S HAstA A2 AW A2dH 204 View
LDAPE AX Al &

7} A& b View LDAP $1xelA @zt 444t
cn=common,ou=global ,ou=proper ties,dc=vdi,dc=vmware,dc=int

View LDAPo| Aoldl A F=2t 2 Aok A A

Aol e g Ak AR L Fofste View LDAP EA S A8 T & d5U.

A et FA

e SHS B ZREZS AL HA ZREZ] AY o] Q5% B FAsof gt

pae-ServerSSLSecureProtocols = WLIST:TLSv1.2,TLSv1.1,TLSv1

fol

}

=

AETLS dAFUL o] o= kg 225 wHo] FYt},

O
oo
Jm
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¢

pae-ServerSSLCipherSuites = WL IST:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_128_CBC_SHA

e 54 95 AFTY $4 £0E AU, duHos Audn AFete G5 AFT 2
t Fas gon FeoldEd A AGets A7 AFBUS. v AgtE FE AFE £
g tgsteld Bg S4¢ 43I

pae-ServerSSLHonorClientOrder = 0

Ao At A
g 5AS Het ZREZS AAGUT. HA ZREZ] AY I ex5 E5& PPk U

pae-ClientSSLSecureProtocols = WLIST:TLSv1.2,TLSv1.1,TLSv1
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AgEE e
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m AFE3LaL 9lE Windows Server 9 A4l A ADS| HH FE2E
Microsoft TechNet ¥ Alo]EE HZ3HAA 2.

A
1 View &2 AW ZFEH A ADSI By FE2EHE AAFUTH
2 2<% EfCA & A9yt

3 3 ol% EE 9 AU2EE AW AT 92 3R 2 o8
(o) 3

4 =vdQ == A E AdstAY 4HF} @ ~E Aol A Jocalhost:389 =& View A4 A1
AFE Y A3t =v¢l o] 2(FQDN)Z L E 389= el & AdsAY 43y},
o : localhost:389 S+ mycomputer .mydomain.com: 389

5 ADSI #y EgE 431 OU=Properties= &3 t}g 222 Fox OU=Global
OU=Common=< A& 2 A8y},

6 CN=Common, OU=Global, OU=Properties 7IAdc|x ¥3a z} A& A3l 2| B
F ez EE ds AT 252 9ERY

7 pae-ServerSSLSecureProtocolsE 3 g 2 $-oll= 2z AZ Au] <l

) 2~ 29 HQF A of A
Windows AH] 2~ VMware Horizon View E<QF Alo]E9o] -4 2

228 oA A,

pae-ClientSSLSecureProtocolsE F4 3 Fol= AH| A2 thA] A1zHE F a7} syt
PN -
A Aol S A 74

ME A4 A AABE A e Bk AW 2 55 F S A3t locked.properties 3t ol &
AL F7tsoF &Yt Aol locked.properties o] glow wrEojok st}

FAE 7 Bt R EZ) thal secureProtocols.n @22 371Ut} secureProtocols. =security
protoco/ T A& T
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TFA e 7t 45 A Eo] el enabledCipherSuite.n 35S F713Y .
enabledCipherSuite.=cipher suite 7% A&y},

95 0 2 BB f9e) AR OR(, 2, 3) FHRE FFAU

ots AETY A =9 = Ao)st= honorClientOrder 22 F71th, duka o7 xujoa] =3
Ste 43 AlFT A e TR o FEo|AdEd A A H st A7 AFEEUY. Aol 2] H
Sle 43 AET oA E AFESEY g RS AFESY Y

honorClientOrder=false

locked.properties 9] gEoA FiEo] S22 435 A F L Bt
A

2 ZREZ |5 AAI} &
HEEA] AT ddol] e /77F S A Skl B MH ko] o]

A g S Aguh

1 A2 Aw e Hot A ZAFE e TLS/SSL AlelEde]l 74 Ztlol locked.properties 34 <
At AY A Y}

dl: jnstall_directory#ViwarewViware View#Server#ss/gatewaytcontt

2 4" Het TR EZY IS AEFS £33 secureProtocols.n 2 enabledCipherSuite. 7 3%
= F7Hd o,
3 locked.properties 34 A &g},

4 A7 AEHS Ag3stel™ VMware Horizon View 992 Ad Ayl 2~ =& VMware Horizon
View E <t AW AH]| 2& THA] A2 T
Al AE Aol 72 52t A
o5 o= locked.properties 3t A 7] FAS X Qst= d 283 55 Hof FUYT
# The following list should be ordered with the latest protocol first:

secureProtocols.1=TLSv1.2
secureProtocols.2=TLSv1.1

# This setting must be the latest protocol given in the list above:
preferredSecureProtocol=TLSv1.2

# The order of the following list is unimportant unless honorClientOrder is false:
enabledCipherSuite.1=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
enabledCipherSuite.2=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
enabledCipherSuite.3=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
enabledCipherSuite.4=TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

# Use the client's ordering of cipher suites (ignores the ordering given above):

honorClientOrder=true
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#* 9-1. CORS
&4 w3 wkX¥ 7123k 71e} 7] 2%k
enab |eCORS true false n/a
false
acceptContentType. .. http-content-type application/x-www-form- admin=application/x-amf
urlencoded,application/xml  newadmin=application/json,applicat
, text/xml ion/text,application/x-www-
form-urlencoded
portal =application/json
sso-redirect =application/x-amf
view-vIsi-rest =application/json
acceptHeader. .. http-header-name * n/a
exposeHeader . . . http-header-name * n/a
filterHeaders true true n/a
false
checkOrigin true true n/a
false
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¥ 9-1. CORS &4 (A%)

false

false

false

%4

checkReferer true
allonCredentials true

al lowMethod. . .

al lowPreflight true

maxAge cache-time
balancedHost |oad-balancer—-name
portalHost. ..

chromeExtension. ..

http-method-name

gateway—-name

chrome-extension-hash

mhaE 7122

false

false

GET,HEAD,POST

true

0
OFF
OFF

ppkfnjlimknmjoaemnpidmd| fc
hhehel

F3 o] g2 Chrome$
Horizon Clientel gk
Chrome &% IDY¥Y T},

22 locked.properties 342l CORS &4 dAlYYt).

enableCORS = true
allowPreflight = true
checkOrigin = true
checkOrigin-misc = false
al lowMethod.1 = GET

al lowMethod.2 = HEAD

al lowMethod.3 = POST

al lowMethod-sam! .1 = GET
al lowMethod-saml .2 = HEAD

acceptContentType.1 = application/x-www—form-ur lencoded

acceptContentType.2 = application/xml
acceptContentType.3 = text/xml
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n/a

admin =true

broker =true

misc =true
newadmin =true
portal =true

saml =true
sso-redirect =true
tunnel =true
view-vilsi=true

view-vlsi-rest=true

misc =GET,HEAD
saml =GET,HEAD
sso-redirect =GET,HEAD

n/a

n/a
n/a
n/a

n/a
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£ 9-2. CSP %4

4 w4 nl2¥ 7]23k 7|} 71237k
enab | eCSP true true n/a
false
content-secur i ty-policy directives-1ist default-src 'self';script- newadmin = default-src
src 'self' 'unsafe-inline'  ’self’;script-src ‘self’
'unsafe-eval' data:;style- ‘unsafe-inline’ ‘unsafe-
src 'self' 'unsafe- eval’ data:;style-src
inline';font-src 'self" ‘self” "unsafe-
data: ;frame-ancestors inline”;font-src "self
"none’ data:;img-src 'self
data:;connect-src ‘self’
https:;frame-ancestors
‘none’
portal = default-src
‘self’;script-src 'self’
‘unsafe-inline’ "unsafe-
eval’ data:;style-src
‘self” ‘unsafe-
inline”;font-src 'self’
data:;img-src ‘self’
data: blob:;media-src
‘self’ blob:;connect-src
‘self” wss:;frame-src
"self’ blob:;child-src
‘self’ blob:;object-src
‘self’ blob:;frame-
ancestors ‘self’
x—content-type-options OFF nosniff n/a
specification
x-frame-options OFF deny portal = sameorigin
specification
X-xss—-protection OFF 1; mode=block n/a

specification

CSP £4 5 locked.properties Ztdel 718 4= lHFUTh CSP &4 .

enableCSP = true
content-security-policy = default-src 'self';script-src 'self' 'unsafe-inline' 'unsafe-eval' data:;style-src 'self
‘unsafe-inline';font-src 'self' data:
content-secur ity-policy-newadmin = default-src 'self';script-src 'self' 'unsafe-inline' 'unsafe-eval' data:;style-
src 'self
'unsafe-inline';font-src 'self' data:;img-src 'self' data:;connect-src 'self' https:
content-secur ity-policy-portal = default-src 'self';script-src 'self' 'unsafe-inline' 'unsafe-eval' data:;style-
src 'self
'unsafe-inline';font-src 'self' data:;img-src 'self' data: blob:;media-src 'self' blob:;connect-src 'self
wss:; frame-src
'self' blob:;child-src 'self' blob:;object-src 'self' blob:
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x-content-type-options = nosniff
x-frame-options = deny
x-frame-options-portal = sameorigin
x-xss-protection = 1; mode=block
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Horizon 7914 & 7|24 o2 b5 Add A= §3 vigt 837 F=h3ty}.
= application/x-www-form-urlencoded

B application/xml

B text/xml

Bl

3 oA dyladAE V|EHo=R o] BT

T

AHESHA] = A EAFUH.

View7} &tst= Zdl= f3 & A @st2™ locked.properties ol thg 58 F715 o)
acceptContentType.1=content-type

o :

acceptContentType. 1=x-www-form-ur |encoded

o

gl
r

= 39S 4235l acceptContentType.2=content-type 52 &5 F713 ).
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Ade BE Zl= F3ol U 84S F2hsle ™ acceptContentType=+5 |7 g},

F}3 Horizon 7 WA 7.2 o]st ]2 A= o] 55 MAE Horizon Administratorel] t
P AAd g3 v A A EFYT.

A4 AE FeldEY e A Ad AP BlhaT AT & gon, IR FAAE 2
Pl QEE Y Blhst e FoeldEd AFHA B %E 5 dFUth FeholdE B4 1
Uege 478 Bhonve Bist 84 % s Foxguh

EE 4439 TLS A=A ZE 74 7bs 717 o] ¢asclol 3], 734 o A2 F2Y
2QUth AUHE F1E dZo] ASIHES HYEW LE 4439 TLS
A=dlelZ} 1002 vel 2 e 4+ Aevd

H a3 A9 locked.properties Il tha A4S F718te] LE 4439 TLS d=A ol AIHS =
q& F AdFHT

handshakeLifetime = lifetime_in_seconds
o :

handshakeLifetime = 20

Bad A5, It da 29 TLS A=Aola §F Feo|AES B sEd AFOR F4 4 9
FUTH A S N8 FeoldE Bused g gyt

v 2o
oFF AYE FYHA gt

Do 4G o] YARES 2T ZeoldEE AFo Beel e 2748 5 UgUTh AT
Wge FoteldE Bee ~Ed et 9

SelolE B AE} ASHES AHW 24 5 AL QARE T T & At

A
locked.properties el th53 22 A4S F71ste] Z|dED A== HTTP 839 Hul

A~ A~ 2~
TE 24T F JdFYH

requestTal lyThreshold = max_served_requests_in_30_seconds
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o :
requestTal lyThreshold = 100

locked.properties el th53 22 A4S F71ste] Zo|dED Adist= HTTP 839 Hul

TE AL F s

tarPitGraceThreshold = max_failed_requests_in_30_seconds

1}
)]

tarPitGraceThreshold

ol#d FPo K AR TAE AF Ao AT, ASAE Hald £ ez V[EFHoR
AbeE A 2 A H YT Unified Access Gateway 3¢ 28 Alo|Ego] &2 Al&3E= A%
RE ZFHodE AZAS Y3 P FAE HAGtE FEY|AE B 2ES AL =S A 5HA] vl
A AL

AHESIEE AR A S, BEYY2REd e FHolAdEAAY dHe] A7 Hd 4 7 713t
ot AAPUY. 5LE FeloldEd A o] Aol Al AAE A dd FeoldEqM ] S
7t QAL AAA] @ AR

jin)
hHh e
)
o
ke
L
)
rlo
-
oX,
ek
-
%0,
i3
i
)

secureHandshakeDelay = delay_in_milliseconds

o :

secureHandshakeDe lay = 2000
HTTPS &9 S 2=EE AHEotA] =5 A4 stel™ secureHandshakeDelay &< Al 78t
0oz Axsytt.

TLS =Aela e de] TAst= A5 ZEho|dES]
secureHandshakeDe layS &3+ =719l 3f
S oA S AT AS AR AEste FEOIAEY IP 47t

=

oft
ol
fr
BN
[
N
AT
offt
r o
iz
)
N M
[>
[
o
o
N
il
i
e

2% B LA sEd F7HEY
(20 = 1000) + 2000 = 22 seconds

N7e BAF P FaoIM Aol FR 45T Wrick AFEUT. Ak s)gke] HEHD HF
Je] vhAu A Aol AelE Foll 1P Fast Bae)zEdq AR,
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TLS al=Ao]l3 oW gto] Ze}o]dEES Balg] ~Ed Frlels 448 o] fE ofdyth. o2 o] &
ZeE dde dUHE JdF T QF/FE FEete 4 2 (d: EA5A ¥+ URL dAl =38 &
olg] He] Alx)o] glFutt, olgd thekdt EfAE v E HA B 2E 7S ZhE5yT). ol
F7F ETlAL] RUHHE S XE 802 = A5t W locked.properties Lo o5 &S F715Y

o,
insecureHandshakeDelay = delay_in_mil|iseconds
o :
insecureHandshakeDelay = 1000

HTTP 9129 By 2ES AL &3alA] g
0o = A3y},

i
2
o
ol
ol
A
rEL

insecureHandshakeDe lay & 52 #| A3t A U

=zt ul,]E-]El
o2 d 48 AHET FeholdE 4 RUHY T oleld 4l 2R Fhenyy 1
e g % 4 4ol £GEI
® 9-3. 72Uy £4
& A 712 7% 3
handshakel i fet ime TLS #l=Alolze] Al AIzE 10 =& 100 =402 & oy
()94t U E F=x)
secureHandshakeDe | ay ddE EYY=Ed F71E 0(EYY=E §A) oll &

o TLS =A|o] 27} A A=
= AR )9y

insecureHandshakeDe | ay Hl TLS #EAo =27t £ 0(EHT2=E 3)4) ol e
AEo F7HE 7744 A A E

R EUGEESTIEL

requestTal lyThreshold ZEoldE S 2E = 5O ol

tarPitGraceThreshold ZeoldES B ~E 3 ol e
302 7

secureBlacklist. ..

insecureBlacklist. ..
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¥ 93. ¥ 2UHAH A (A%

&x A 712 7% 3

securellhitelist. .. B AEo A AT TE AT A QS q
4439 IP F4 22U

insecureWhitelist. .. S 2B AT LTE AT AL gl d
809l IP F4 =2y

54 =] e W7 AR Al oA A% glol 24 A e

AL-g2} olo] HE 3o EFEE

Horizon 72 4% 28 & e AR Ol ES Aldsteld golE2ES A Y. 724
OB BE AREA o] EVE Y
Ao AA3 Tel Hel 715 e obdyTh ARSAL clo] R E A= A
Al Algste AR o] E 24 st &gy, ol g d=
BeppA o AL 24 dH S £4 8 5 =S o &gy H.

Apg7} o] HEE o9 ol

i
)
LY
k>

Moz AFEYn. o

clientWhitelist-portal.1 = Chrome-14
clientWhitelist-portal.2 = Safari-5.1

, Google Chrome ¥ 14 o]} 9 Safari M 5.1 o] oA 7 HTML AccessE AH&ste] ¢
6‘}5 &gyt BE HebA e vhE ARl 2o A28 F 5y

QA4 E e e ool AE o S 4HT 4 sy

it N

_4

= Android
= Chrome
= Edge

= |E

= Firefox
m  Qpera

= Safari

S o]t BRE AEA} o] EVF Horizon 7oA A= & 2L obdUth. o & a3 25y

5 o

HTTP B3 23 74
HTTP 23 ZXE FAseE 94 Au & Hob An] A8 ~9] SSL Alo|Eg o] 74 ZT oA
locked.properties IS At A Y AR oF U},
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o :

install_director MMwareWMware ViewtServeriss|gatewayWconfilocked.properties

Locked.propertiesel Al £4<& A3 A s +E2 AU

myProperty = newValue

54 o B W U/2RAS THIAM G U/AEAS FEE FE A& = 715 9
Fue A9 Ay

&9 735 uhaE g olYg Mula B4 3hE AT sy, dE
) = Horizon Administrator &3 2 A 2lstH, £4 o] & Hell -adnine F7}3l4 ‘jr
2 AMu| 2o GeFE XA oA o] Au|xd Y& A4S AT = dFUT

myProper ty-admin = newValueForAdmin

sloE ghat Al B4 @S o A Auls 54 gro] BRE AH e 4881 vhay
ghol the mE Auze) 448U o] WAel §UF o9t 55 gt "OFFYUTh S4e
@ haE g "OFF'2 443 o] £40] ta RE Auls 54 gho] FAEY

o :

myProperty = OFF

myProper ty—admin = newValueForAdmin ; ignored
° _
AR 2L G B2 2T+ dwvn
o = o) =]
B ¢ A os $48 9 L.

myProperty = newValue
myProper ty-admin = newValueForAdmin

=5 #E ol &ske S0 el o8 wE dAstEw 4 #E HxE =l A%

]
4
¥0,
oy
T
v

myProperty.1 = newValuel
myProperty.2 = newValue2
myProper ty-admin.1 = newValueForAdmin1
myProper ty-admin.2 = newValueForAdmin2

Al 53 FAL TS W AHEE SWhE A s o] BS Bl W w1 204 thg AlA
=

(ajp:admin:Request21) Request from abc.def.com/10.20.30.40: GET /admin/

of oA AMH]2~ o] F2 admindUTh e 22 LRbAQl AMH| 2~ o] 55 AT F AFUTH
= Horizon Administratore] 2% admin

= Horizon Console®] 7% newadmin

m AZd w77 broker

w27 93U A9 -5 docroot
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= HTML Access® 7% portal

= SAML 521(vIDM)<] 7§ saml
= HeFEE S A% tunnel

= View API®] 2% view-vlisi

= 7]E}e] 7§ misc
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