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AHgate = A Selle

FAFU. RDP T2EZS
slo] ook .
gJZ

e 7 foll=

Windows @A ~E

AHEAFE BE Horizon #E] A7} ofyolof vt Horizon #e| A7 AHEAF 87 &
ME HaE AYE
AHEAE e zbeh o] ALg Ao
g5 F

A AFEALE Q& Active Directoryoll AF&2F A% <
AREAE Al o] A Hl2AFm AFEA 1F9 A

Fiy

Aaf oF

AT AFR A Holadyth, " AT E A Horlzon »42

A2 Fell B4 A&H AA

Horizon Client ol Zg A o] A A& ojdd
Ut Windows& Horizon Clientol]l A A E Auv]~9] 7

=
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Mac Zgto]dEd A A& Alzte o], Alg2tE USB 2 714 A4 (ThinPrint) Au] =2 Al zte &=
Ae 2 AR dA 2 AS Fodol FUTE. o2l dk AR AE A5 AlZgE Fof] EF AR
= Ad dA 2 Agko] dFUTH wRIAI R, AR Fofl AR Fell Au|& FF E A7} T
Sk A= Linux 2ol A EA vmware-usbarbitrator % vmware-view-used Hl&°] x50 2 A
AUt olgfd ZEAMAE FER AgFYT

¢

Windows Hl2=3%2] View Agent = Horizon Agentoll A= AH] 2= ARE2}F A1 o] A E A
25U Linux Hl 23250 = Al 2~d AA vmblast 7} B4 By o). Llnux | 2~ A E o A
StandaloneAgent Bl & FE Hslo g AP T 11 VnwareBlastServer Hl&=2 viwblast #gto & 234

=
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ZetoldE P o] HES] Bt A
3

T Hol 2o 2 7[X] FEo]dE L do|HE A& AL & dFUY. a5 FH MAE AL
£3tAY Windows HA2Ee] 43S HYsld 94 d23% 2 Windows Zete]AdES] X
AA = = AdHU.

Ekﬂ

23 9% BaE 7Y AP e F6TIUE ¥ o dE 21 3 AN E FRAPN L. Nt =
2E2 U 45 AEY BAE 74 APL 4oug mres U ds AEE PAE BRI

»  View Agent ¥ Horizon Agent 74 ®lZ3l9] Hel A HH
= Linux 2359 74 ddod 34 4%

= HTML Accessel tg 15 = 2%

®  Horizon Client 74 =lZ3lo] Heol A%
®  Horizon Client Q154 &9 = 34

27 BB BE A

AZFA A T4

A= ASA el RS FAS = AdFYT(d: 3 AA Eolo] =S A, BEAE
AW QASA Aol Ao A5 HF AR Sefo|dE A2 ARE A9 F A dF& 74
& & dFYY.

Q1A HAAlE A7 A 2 2~8 29} Horizon Client ztol] SSL/TLS d4deo] S uf 3 H Y}
A= oS A 3 UE AESIESE 390 REE A E & dHFUY.

s HF AEAI} 89 RES HET 5 AU o] B2 unix FRANE A A g9 mES

A g
= (F9 9 ) AFA FAE SR FEYT

= (A3 AulelA A APE A%
FHel AA L S ETA AAF 5 UFY
3}

h4

B (HA Beb) AA gelo] FRH A FA Ele SHeA X A2 AFEYH
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AFA ZAbole g 9 Abge] £FEU
= AFAT AAHAEUA?
AT AEAE AR
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o
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HE
>
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of
>
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fols
ot
£
fo
o
ofo
k1
iR
°
)
~
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o
I
ru

539 A4

B QSAT BREJAY dFodT FEFY7L? =, AFEH AlA we ASA 7 2R

B QFA L FHE o]0l oS U= AW T2E o5 AXNFY7? 2= WAL
Horizon Clientel]l 48 % T 2E o]&3 dXA5HA] &= AS5AE 7F A el Horizon Client
E gy adAste 45 24X/ 2T F AdFUT. BE AFEAF SEo]AdEL] T AE o] Fol

oW IP F22 93

. g5 g
4% & gl CA £9 7 sty

hejof gt
EX Fdo FalolAEA AFA HAALS FAstE W g AAG YE&e 5% FooldE #3
o] gt Horizon Client B4 & FZ3HAAI 2. o] e EA = AA A E AFA e AL&of digh

Heol B HA -2 View Agent 2 Horizon Agentell gt ADM 2 ADMX =l Z8l s A F¢
YUtk ADM 2 ADMX ®lZgl 32 o] & Vdm_agent.adm 2 vdm_agent.admx® A|F Bttt ot & A
ol gle &, Aol AFH 748 A% =g

Holt A2 A2E Al 2" A 2Eg] 2] HKLMKSof twarettVMware, Inc.#VMware
VDMiAgentWConf igurationel # &8 Ut}.
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¥ 4-1. View Agent(Horizon 6%&) =+ Horizon Agent (Horizon 7%) 74 1&sle] Bel
I 24
Az v

AllowDirectRDP

AllowSingleSignon

CommandsToRunOnConnect

CommandsToRunOnDisconnect

CommandsToRunOnReconnect
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Horizon Client trfo] 2 o] o] Faeldd 7P RDPE Abg-sle] 974 © A= F
NA AAY 2 9l B2 AFFULH o] AL AHLEA YEE A AL
dlo] HEE Horizon Client2 Z3d Horlzon°ﬂ7\1 %%FJ St AZA 83y
Mac£ Horizon ClientellA] 92 "23%d A48 2% AllowDirectRDP A% &
AFEEIA] B E A S A R Al L. o] A o] ALEEA s AFE AS, A4
27 A" e F79 A AFo] AuF .

71EH o2 AMgAE 44 da3F A 21
g Al AZAE £ dFUth RDP ddZo] A4 5
H o AFEAZE 2GS g2 vlolEl e A2 &4E
3] w72 AbgAbE vl F EZL"] & & gl
== WA a2l AllowDirectRDP A4 & v &4 313

L A Haagy AXE &9 AAd Windows 94 Hl23F Av|2rt 28
Zolofol FYTh. o] L ALE3t] AMEAZ) dlaAFe dig A1 H RDP 2%
AR Eales & 4 dFud

A e 7 eA oz Agses 49 gyt

Setel RDPE AL géte] 7}
97 Y2ag Adel F=
g1t 9% RDP 44
ol g 3te] WAYetA

kil
o
ES

o

o}
o}

&

ol of

o

%53 Windows #lA 2~E2] 32 AllowDirectRDPY U T,
ALEAE H 225 o Ze] Ao ddsts o SSO(HY 232)2 AHEEA] o

28 AP o] ol AgHEs Msaoa slem ek Avel adg
W A7 FUe @ W ed AU o] 43S AeEA BES AYY B
Agrte 97 Aol H4E W thAl AZs ok zmq

o] 4y e N BAoE AEHES AP P

553 Windows dlAl ~E2] 32 AllowSingleSignond YT},

)
VEH R ARHE 55 glayTt,

553 Windows @A ~Ez2] 32 CommandsToRunOnConnect 4 4 T}

Al ?_éo] #Zolzl & Adsof st WM 55 e UE ~IAHES AR I
V2o g AR E 552 gaUT

&5 Windows #lA~E2] gke CommandsToRunOnReconnect $3 4 Th.

AZo] B2 F Aol tA] 928 wf dgd gE ~3AYE B ¥E 555 A%
Gyt

NNEAer AR e 552 glFU.

F53 Windows dlA2~E2] 32 CommandsToRunOnDisconnect 4 1 Tt
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£ 4- 1 View Agent(Horizon 6%&) =+t Horizon Agent (Horizon 7%) 74 ®1Z:le] Bel

A AA (A%)

AA A4

ConnectionTicketTimeout Horizon 92 EZlo] fragh AIZtE 22 A ot
Horizon Client tlrlo] 2= o] dEo] 43 w &<l 3 Single Sign-On< ¢
3 A2 S AFEFUTH Bebde o] {2 A2 EAle Agd At Bt fFET
Ytk AHgA7E 978 daage] A2 A9 A4 B A 29 71 = A4 Al
23 el 5o daEofol Pt o] AA o] FAEA k& A 7 AR 2

3} 717k 900& YT},
£53 Windows #dlA12=E2] -2 VdmConnectionTicketTimeout L TF.

CredentialFilterExceptions CredentialFilter dlo]AE 2= 3 &5% &= A8 34 AUt Y o
Foll= ﬁi T HuAE 28" & gtk AN Z2E AFSste] o8 Tk o]

proz AHE 2ae §
54 rE

gaun
2 gec

5 redentialFilterExceptionsd U T}.

ol A4 Bl ZF Aol Hebo] vX& el et AA T W& View B AHAES oAl

Linux dl&2359 A sldolA 4 44
/etc/vmware/config =+ /etc/vmware/viewagent-custom.conf 3ol &5 Frlste] 5% 4

e T A5y

Horizon AgentE Ax|ste= &<t A2 #elazt F /e 74 '1&E3 3 config. template B
viewagent-custom.conf.templates /etc/vmwareo] EALgYt}. T3k /etc/vmware/config

2 /etc/vmware/viewagent-custom.conf”} L& 7 -0l = A= #2] A7) config. template= configell
E-ALSlal viewagent-custom.conf. templateS viewagent-custom.confoll BAFEUTE BlZ 8l vldo] &
€ 74 FA40 g1 758 YUY, FAS AAsied AW S Al A ik A A A FY T

o Z 59, /etc/vimare/configollA T =& F<£4 PNG RERZ UEFHES A3t}

tilo
-

RemoteDisplay.bui |dToPNG=TRUE

ol

TE WAST U WAo] Ag

jﬂ

=% LinuxE AFE Y.

/etc/vmware/config? 74 <4

VMwareBlastServer ¥ #d Z{aRloE 74 34 /etc/vmware/configE AF&3H ).

F3 o5 3Eoll= Horizon Agent 74 JJr‘”/] USBel thgh z} dlo] A E 2§ 2 27 ] Aol
EgE o] dFHT. Horizon Agente A% & AHg3te] USB7F 2E Alxglor ddd 5 9l
AF-E A2 FYh. =3 Horizon Agente a4 2 Al 482 ¢l A% & Horizon Clientel &
23U ol g AA A& merge (m) FHAE A St Horizon Client ZH 33 A% ]

orizon Agent 38 A3 245 A&FA = (o) FHAE AH&3t] Horizon Client 28 % 2
% ti4l Horizon Agent 88 B3 A4 & AH8EA] AR5 7|22 FUT,

w I oo
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-2. /etc/vmware/config o ¥4 ¥4

-
3t

4
4 zk/ 334

Clipboard.Direction

RemoteDisplay.allowAudi true ==+ false

(e]

RemoteDisplay.allowH264  true =& false

RemoteDisplay.buildToPN  true =& false
G

RemoteDisplay.enableNet true ==+ false
workContinuity

rlr

RemoteDisplay.enableNet true ==+ false

worklntelligence

RemoteDisplay.enableStat  true =+ false

S

RemoteDisplay.enableUDP  true T+ false

RemoteDisplay.maxBandw %<

idthKbps

RemoteDisplay.maxFPS R

VMware, Inc.

true

true

false

true

true

false

true

4096000

60

A

SYuE etea g4 AGsew o] §4L A

SIS RED @e e 2aUn

" 0- 2YRE JUAAS AEeA RS 4
ot

" - FYRE JUAAS PPF RFOIN AL
JEs Ay g

" 2 2YRE JUYAS SeolAEA 97

HE gUdaMd S 94 Uaagdr] Z

2]
H
HazE gRo=n AgIEs 44 gu
%
E o sy AgetEs 4yt

a3 o Za| Aol A, B8] g el o Z7] A
ol Mol & Linux HATES Zelo]dE t] A%

ool A] o]u]x]e] A gtet HA o] | ofof
sttt} Linux tl2=3EdA PAE 1 SgoldE
Hulo] 2o A AlE g w & olnx] 2 vig e AYS

g8 74 PNG = MES 74+ gt
o] 7’5ol A FeholAE S} ESXi EAE Aol

27t M EE AT of FHE ABEES 4
e H.264 A=o] A FEE 2P A

el

Horizon Agent for LinuxellA HES A A44
7155 AU AL B A st R o
A AR

Horizon Agent for LinuxellA] HES A A&
A2 7155 ARSI AL FrE A st
A o] AS AP

mks 2204 9= FPS, RTT 534 2
VMware Blast Iﬂiéi’ﬂ o] TREF FAE ALE
stAY AME-sHA] R F A4 3

Horizon Agent for LinuxelA UDP Z2&Z
A DS AHESEAY AESEA] G E A st | o
A AR U

VMware Blast Al tla] 23 Z ZH E(kbps)

i ﬁtﬁ g &S A FUth fd % BE o]y
oo, 7 Al 2 VMware Blast Alo] E

E@%‘%q A 4Gbps(4096000)

=3 Ak AHgAE
& pelsteln o] 44 S AHE
7 ghe
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¥ 4-2. /etc/vmware/config & 4 A (A%)
4 /32 MR A
RemoteDisplay.maxQualit A& 4= 0= 7 90 JPEG/PNG Q179 ] 23 fF taFe o] o|nA
yJPEG Hel: 1-100 FAS AFFUY. =2 4 42 FHo]olA
oz FAol B F& 3 J ol AHEF )
RemoteDisplay.midQuality A& 4= 0= 7 35 JPEG/PNG 1329 ] tl~3F v =Ed o] o]nx
JPEG Hel: 1-100 F4E AP FUG. vl23E HaFyele] B #
2 AR AHEEUT
RemoteDisplay.minQuality A& 4= 0+ 73 25 JPEG/PNG Q129 ] 23 fF taFd o] o|nA
JPEG Hel: 1-100 FEE AP UG, @ FH HAH L AT T $A)
she Aok 2ol A RAE = s Gl AT
Si=3
RemoteDisplay.gpmaxH26 A& 4= 0= 7k 36 o] FME AFE3le] H.264 Q39S AME3lEE
4 Hel: 0-51 AE 47 "aZgelda e onA F43 A
ZatE H264minQP &Aksl w7l ®i45 A4 gy
t}. RemoteDisplay.qpminH264c] A3 ® gti
o 23S 24 FUd.
RemoteDisplay.gpminH26 A& 4= 0= 7 10 o] A& AFg3le] H.264 Q=AY S AR E
4 Hel: 0-51 AE 47 daZgelda HA oluA] FAE AA
3H= H264maxQP $#ks} w7l WisE A% 9y
t}. RemoteDisplay.qpmaxH264¢] A3 ¥ zkH
o A @ AP
UsbRedirPlugin.log.loglLev error, warn, info, info USB it g ZFeajle] 20 52 435w
el debug, trace =& o] FAE AHEYTh
verbose
UsbRedirServer.log.logle  error, warn, info, info USB gld e Ao =0 55 d3stad o
vel debug, trace =& AL AT
verbose
VMWPkcs11Plugin.log.en  true %% false false True SSO 75 3] 27 R=& AM&SFA Y A
able Sol4] ¥EE APt o] g AF ).
VMWPkcs11Plugin.log.log error, warn, info, info True SSO 759 21 ¥ A3sd o] FA4
Level debug, trace =& = AFEF T
verbose
VVC.RTAV.Enable true L& false true 2UQ A AFE/AEEHA] FodH o] FAS
Ak
VVC.ScRedir.Enable true L& false true 2ulE 71 Y dd & AR /AR SRR o w o]
SAE AFFUh
VVC.loglevel fatal error, warn, info VVC ZEA =9 27 F33 A3 o] &
info, debug & AE AR
trace
cdrserver.cacheEnable true == false true oo AE A Feto|dE Foze] 7] Y 7%
= A& AV AMESHA s AA sk o] FA
= AP
cdrserver.forcedByAdmin true ==& false false glo] AE7} cdrserver .shareFolders 4l #%
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ﬂﬂ%eeﬁklﬂﬁ 52 5 9EA ARE A
o

Selw o] g4e AHI T
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X 4-2. /etc/vmware/config & 4 &4 (A%)
4 2x/%3 4 7183k A
cdrserver.loglLevel error, warn, info, info vmware-CDRserver . log $t4 2] 21 58 A% 3t

cdrserver.permissions

cdrserver.sharedFolders

collaboration.loglLevel

collaboration.maxCollabor
s

collaboration.enableEmail

collaboration.serverUrl
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debug, trace T+
verbose

R

file_path1,R; file
-path2,;
file_path3,R; ...

error, info &=+
debug
e

true =+ false

[URL]

RwW

cEERR

info

true

cEERR

W ool FAE

Ag I

Horizon Client7} &3t Ztlel did)
Horizon Agent7}t 2zt F7F 971/227] AHE- A
< AJE3teld o] FAS AP o

= Horizon Client7} &f3t= £t read %
write A& ko] glom
cdrserver.permissions=R<
Horizon Agente read YAl A8 Ager 2F
Fytt.

= Horizon Client7} &f3t= Zd ol read A&
AR 9lom cdrserver.permissions=RWE 4
o™ Horizon Agente read A4~ A3

< A% zE5Yth. Horizon Agentel A&

Horizon Clientell J&ll A% ¥ read & 54
< ®AT § g5yl Horizon Agente &
7] AA 2~ A AAG 5 dFH T

AREA Q] ALEH S o33 ZHEY T

®m  cdrserver.permissions=R

Hggomn

g

®  #cdrserver.permissions=R(F =2 F4 A=

AN A A4l

Zelo]dEV} Linux U235 24T 5 A =
doll ot shit o] de] Bt ARE ATt o

= \Windows Z&te]dE
C:Wspreadsheets, ;D:#ebooks,R

= H] Windows &&}e] <l
E :/tmp/spreadsheets;/tmp/ebooks, ; /home/fina

=23

o
collabui <ol thek RE %3 collabor &= A
o

AR Al ES 208 ¢ e FF 494 A
2 AYTUG. FED R 1085 e o)
ofof gt

A oY o E aﬁ1~%n%aq%%zm
o) BU71E S ALEEA s 4y
dW o] 4 AP o] FHL A @
% 448 4%, vl dFelAoldo] A
AH BT e AE AHGele] 35 AAAE 2P
F et

2 A4¢ 2o TFF A URLE AF T
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¥ 4-2. /etc/vmware/config o 74 A (A%)
4 2x/%3 4 7183k A
mksVNCServer.useUlnput  true =+ false false Ubuntu =& RHEL 7914 < np92 28 A}
ButtonMapping &= s dgatew o] 34 AP
CentOS ¥ RHEL 6olX & <& nfg-2E A3t
o] FAS AAFT Fert glEh
mksVNCServer.useXExtBu true =+ false false o] ¥4& F3] SLED 11 SP3elA 9% v} %]
ttonMapping L& AL s e AFESA] s *475,?;5}14\3},
mksvhan.clipboardSize i 1024 o] A& A3l BAlSle] oY S SHEE
o 2718 A% Fch
vdpservice.log.loglLevel fatal error, warn, info vdpservice®] 21 FEE AW o] FHAE A

viewusb.AllowAudioln

viewusb.AllowAudioOut

viewusb.AllowAutoDevice

Splitting

viewusb.AllowDevDescFail
safe

viewusb.AllowHIDBootabl
e

viewusb.AllowKeyboardM

ouse

viewusb.AllowSmartcard

viewusb.AllowVideo

viewusb.DisableRemoteCo
nfig
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info, debug =+
trace

{m|o}:

{truelfalse}

{m|o}:

{truelfalse}

{m|o}:

{truelfalse}

{m|o}:

{truelfalse}

{mlo}:

{true|false}

{mlo}:

{true|false}

{m|o}:

{truelfalse}

{m|o}:

{truelfalse}

{m|o}:

{truelfalse}

cEERR

1o do

eolE A e
<, falsest
2

HolE A ek
, falsest

Q]
=

ol

offf oo

HeolE A e
, falses}

o]
=

offt o

CEEER>

1o do

o= oF
, false<}

offt oo
e

o= A e
, falsest

offt o ox

ne

EEERK

S, truest &

g

olEA] e
, falsest

Q]
=

offf oo

truest &

truest &

v

23 tulol 29 Al 8 &8 ¥
o#w D .

°o] ¥A

B3 USB tufo] 2
a7 eroelw o gAE AR

d: m:true

Horizon Client7} 74 E& tlulo] AWAE 7}
QA & A fol= tulo] 27} U E B 5
g3t AY 3 &5kA] @oed o] F4S A% Y
o 74 EE gule] 2~ ARatE vt e X A
G- = tlute] 25 318321 H IncludeVidPid =
IncludePathe} 22 Include ZE ] L&A Q.

HID 28 7bs dulol 225 24 9, 3

o A b5 IRE B vhes o999 b

dho] 28] 2T M S & gelAY 8 goA oW

of gL AP

$9 EAY dutol (el P, BB
)& Agstel Aumsl B dig o4

834 goelw of 42 44U

20lE 71E tule] 27} et M H B S ) gal A
544 o o g4 AFFU

>

H)H o tutel 27k U AH ER 5 gaA o &
a7 oelwl o §ME AHEIY T

USB Hulel2= A8 Y& F T o
Horizon Agent 2% & A3t AY AM83HA] &%
= Agsted o] S A AT
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¥ 4-2. /etc/vmware/config o 74 A (A%)
4 2x/%3 4 7183k A
viewusb.ExcludeAllDevice  {true|false} Aol =A & 2E USB yulo] 2= gl dl Ao £33l gt
s <, falsest ol A A <] st ™ 01 A AHEFY T true®
4 AR = 71 A A2 AHEste] §% tutol &
e gutelx AlFas Adgdas & dFyTh
false® AF =W 71e} 4 A= A&t 5%
tuto] 2~ = tnto] 2 Al Fo] YA = A &
== WA £ dFYth Horizon Agentoll A
ExcludeAl IDevices 7t true® A% 3slaL o] A3 o]
Horizon Client®2 A& 7%, Horizon Agent
A% o] Horizon Client A%< A7 2| gt}
viewusb.ExcludeFamily {mlo}: family_name 73 )= A & gulol & A F S 2y do A AlLjste™ o] &

viewusb.ExcludePath

viewusb.ExcludeVidPid

viewusb.IncludeFamily

viewusb.IncludePath

viewusb.IncludeVidPid
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_7[; family_name_2

s

{m|o}:bus-
x1[/y1].../ port-
z1[ sbus-
xA1y2].../port-
z2;...1

{mlo}:vid-xxx7_
pid-yyyil;vid-
xxx2pid-yyy2;..1

{m|
o}: fami ly_name_1[
s Fami ly_name_2] . .

{m|o}:bus-
x1[/y7].../ port-
z1[ ;bus-
xA/y2].../portz2

s

{mlo}:vid-xxx7_
pid-yyyilivid-
Xxx2_pid-
w2, ]

o

CEERR

o=l e

gel=lA e

EEERK

EEERK

(e}

=]

AL AU o mibluetooth;smar t-card

AL tupol 2~ B2 AL =S A A5
Horizon& 53 USB tulo]x 7} Qe s o] A2
dulo]l 2~ A Fat& HAESIA A el & Qe o]
25 AU AHE futol s &S AFESHA] &
== AF3% 4% Horizone AA B3 USB tiuf

o] 29| tjuto] A A FETS AEZIYTH

H3 JEAHo R n9a 9 IR 2l A
ALElng o] A& Abgste] Ao ot gl

Y,
2 294

AGE sl8 EE XE JJre] tutolx
olA AlefstAw o] g AT M B X
ENMZE 1635R Aok Y. dd=Tte
e AR AR 5 gl

ol :m:bus-1/2/3_port- 02;bus-1/1/1/4_port-ff

A gE wig 2 AF IDE 7 tule] A~ gy Y

Ao A Alelsted o] FAS AU ID W=

5 1631F= Aok gt DA A =2 ol
Al g EFE FA(F)E AFES F dFUT

dl: 0:vid-0781_pid- ***;vid-0561_pid-554c

=R SR = gulolx A Fg 2Fete W

o] FAE "e@?}qﬂr.

ol : o:storage; smart-card

01'

/\01

Jrdda 4 g A9 Hu e %
Hute] 22 EgsHel o
2 ¥E WMEE 16305%

A BAE AR AT F ggith

ol : m:bus—1/2_port- 02;bus—1/7/1/4_por t-0f

E}O
>
lo
>
op
o
<

gueag 4 gt 459 Ay 2 AF IDE AR
rto] 28 ZsW o] FHL AP FUTh ID

HE2 16742 A Fs ok YT, DA A =}
a_)l: Eﬂ}d 9’]’0.?]_57]' —r‘Z]-( = ]-_Q.?S]— 2= o _‘):'_\_L]
=3

o : o:vid-***_pid-0001;Vvid-0561_pid-554c
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¥ 4-2. /etc/vmware/config o 74 A (A%)
4 2x/%3 4 7183k A
viewusb.SplitExcludeVidPi {m|o}:vid- Aol e Wit 9 AF IDZ £838te] A g E 53 USB o}
d xxx1_pid- - o] ~E AlQetAY 2t o] A AHEFY
yyyilivid- o} o] Ao FAe
xxx2_pid- vid-xxx7_pid-yyyil;vid-xxx2pid-yyy2;... 194
... ] o ID lEE 16142 Aok gy, IDolA
NE A5 gial ddeste 45 A4S §
UFHTH
o : m:vid-0f0f_pid-55%*
viewusb.SplitVidPid {mlo}: vid- A=A e wie 2 AE IDEE A E 53 USB tulo] 49
XXXX_pid- = T4 840F /WY tute] 22 AEsteld o] FA4S
yyylexintf:zz; AR FUTH o] A AL
exintf:m]]) vid-xxoxx pid-yyyexintf:zzl ;exintfmm]) J U T

[;...1]

exintf 7191 =& A&t <lE 7 HEE A%
Utk

o]~
sto] 74 245 g AT F AUF
IDHEE 167342, Aol A= oo OO]
FAIE = 10052 Aok it IDAA 7HE
A F Al fdEgtE AT E AR ¢ UE
.
o :
0:vid-0f0f_pid-

*xx(exintf-01);vid-0781_pid-554c(exintf:
01;exintf:02)

3 Horizon< YA Aoz AL 5HA] e 4
242 AFor IR FHUTH
VidPid tlulo]x E3ta} 2 FE S x]% )]
A FA 2AE EIA Ak gt}

/etc/vmware/viewagent-custom.confe] 7+4 4

Java Standalone Agentoll A= #4 3+ /etc/vmware/viewagent-custom.conf& AF&-3H o},

A

CDREnable
CollaborationEn

able

EndpointVPNEN
able

HelpDeskEnable
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¥ 4-3. /etc/vmware/viewagent-custom.conf ¢ A 34
A4

¥4 7] &3k
true ==  true
false

true == true
false

true == false
false

true == true
false

v

CDR(ZetoldE =etolu eltld M) 71%S g7t
AHgEA g

Linux

2
~AFANA AH BF 49 7152 gAY A}
oA SES A

Hereld ol $4E AT

User Environment Manager &4 A1&5 = €4
IP 24 el dafl €4 IP F45 %7}?;} o SgoldE
o E4 VES A 7= IP FAE AHEEA == VPN
IP F42E8 AH&EAE A st °l A4S AFFU
OI FH L false2 A3t A% oJAEQ E A v

Ef A Jt= P 47 *}%%‘45} a8 gL A
VPN IP &7} AH-g-gYth.

—{o

A Y a3 B 715 E AL AgRA BES 43
el o) §4% 49T
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-
3t

-3. /etc/vmware/viewagent-custom.conf & 4

=4 (A%)

4
4
KeyboardLayout
Sync

LogCnt

NetbiosDomain
OfflinedJoinDom

ain

RunOnceScript

RunOnceScriptT
imeout
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#*

true B+

false

pbis =&
samba

=4

true

pbis

120

%
oL

)

oAES Azl 2 & 9 dA) 7|HE #olol&
rizon Agent for Linux Bl2352 F7]88#] o
AR ™ o] A4S AR T

Aol AMgHEE AFHAAY FAHA e E5
sh7b 1&g YT o] Aol AHEEA] =
7187} 8 &= A FFU T

7' < Windows$ Horizon Clientoll A5 x5
Zfro], Edo], dio], ghmo], ~Hlo], FHo]
A D F3ro] WA 2R A 9B YT

o

it

&
o
M
) ot

=

oo O ot N o g Tl

AU th. o] &4 gkol pbis E= samba’t ©

9 =ulel 7he e EA gy

EAH 714 Al2=ES Active Directoryel thA] 7138
W ool S AR

T 2E o]Fo] M7 H Fo| RunOnceScript w4 < A3
Utk A3 E ~23YPE«= 3l HA| S 2E o] Fo] ¥AHE &
o vk AP Hrt, ’\i%E—t— ol E A Fof oo]HE
MU 27 A E 3L SR E

A gt

d & E°] Winbind €349 4% winbindE A3}
78 A A e Act|ve Directoryel 7F4A17]aL ©]
S 23HE 2R AFd o FUh A7]el= =
A 749 W Jusr/bin/net ads join -U <ADUserName>
%<ADUserPassword>7} Z &= ojof St} VM FA| Fof
& AA A AF o et 2E o] Fo] AP
o o] HE My 27 A Z W BA® 7Hd Al 28 E Active
Directoryel 7F4A17171 91380 o] =AY EZ} AP g},

RunOnceScript 549 Azt 23 & &= 992 4%
5‘}?4“4 o] FAZ AH&Y ).
E-°] RunOnceScriptTimeout=120 474 gt}
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% 4-3. /etc/vmware/viewagent-custom.conf & =4 ¥4 (A%)
<4 zx 7] &%k A
SSLCiphers g2 F  1aNULL:kECDH 45 BE5S A5t o] 4L AMEFYTH
22 +AESGCM:ECDH https://www.openssl.org/docs/manmaster/man

SSLProtocols

SSODesktopTyp
e

SSOEnable

SSOUserFormat
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+AESGCM:RSA
+AESGCM:kKECDH
+AES:ECDH+AES:RSA
+AES

g2E & TLSv1_1:TLSv1_2
A

UseGnomeClassic
UseGnomeF | ashback

UseGnomeUbuntu
, UseMATE

-
=

UseKdeP lasma

true == true
false

g2~E & [usernamel
24

CIDR IP  [subnet]

-
F2 94

Eis

1/ciphers.htmlel el P2 AbgaloF ot

EEEE’—& A s o] &S A& T AUy
2EZ2 TLSv1.0, TLSv1.1 ¥ TLSv1.2994t}.

HEE A o] gL 7R HaAF &
& HaasE #ds 11@5“4\’4

HaaE @75 AHEStes A etr] Aol AEg b2
F Ao dz=AFol A A=A Felafol g

Ubuntu 14.04/16.04/18.04 Hl =3 FelA] ©] A&
A7 et SSO 71wl AHH = AP H A=Al A8
o] o] o] A&HYrt. RHEL/CentOS 7.x H~=3&F
oA o] &AL XA AF SSO AMEHEE AFH A
Tl et v A% o] ARSEYTH

3 RHEL/CentOS 6 ¥ SLED 11 "3 FdAe
o] FAo] A L= °”\‘43‘r olg gk Hl2=AF 4 SSO
7t AR s A E A KDEE 7E daas §4 o
2 AR ste W EHEL A48 W82 Horizon 7 for
Linux tl=3% A% A4S %}io}ﬁ/\]g.

SSO(Single Sign On) & AFE3AY AME3HA] s
AAste W o] S A I

Single Sign-Onell 22191 o] & A4 & AFsteH o] &

A AHEFUTE 71252 A& ol EH YT =

olFE Fad AS o] FAS AU, drH e

291 ol g2 =HQl ol &3 55 #4F Hell AHEAL ol 55

F7he AUt 54 A WEHAIQ A Sell= ulE

A& s o AREBIA] o] A ol = A E]sfofF Pttt =

¢l ol F @29 o= vk ZHEUT

= SSOUserFormat=I[d

®  SSOUserFormat=[domain]+[username]
[

® SSOUserFormat=

omain]\\[username]

username] @ [domain]

o] & & Al=wlo] Horizon Agent for Linuxel
AZste d AR e ABEYez T[T B
o] M2 TE & o] 24 IP 4271 e 2% 74
1 AMudel 24 |P #47F Horizon Agent for Linux
o A4zt o AHgEYTh CIDR IP 4 32402 7k
Aok Pt d: Subnet=123.456.7.8/24.
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X 4-3. /etc/vmware/viewagent-custom.conf & FA FA (A%)
4 43 7]z A
UEMEnable true =& false User Environment Manager AutE 3 A& A8-31 A
false v AMESA] ZeE AW o] A& AT o
G AHES RS A stn
User Environment Manager 2=vtE F o] tja =21
o] 2Zgw Halo] ALEYT},
UEMNetworkPat ®lxE & o] 412 User Environment Manager Z<&lA 2%
h A< TLFUEYD FR2 Aok Ut A=

//10.111.22.333/view/L inuxAgent /UEMConf ige} A&k
g 2ol ofof Frt,

oft rlr i,

3 A e Hek &4 SSLCiphers, SSLProtocols @ SSLCipherServerPreference:
VMwareBlastServer Z2A 2o AL &Yt VMwareBlastServer Z2A| 25 A]21e o] Java
Standalone Agente th&3 22 FA42 w7l AeE AEdyth. BSG(Blast EiF Alo]Ed<])
7F AbEStEE AR S olg1d $4& BSGY Linux Hl23E Alole] A S FUt
BSG7} AlE-3HA] == A E A$ o33 34 FeolAdES} Linux dl2a3E Alolo] A4 o

& T,

HTML Access °f tig 25 A A

HTML Accessell thg 15 32 A3 S vdn_blast.adm 2 vdm_blast.admx2t= ADM 2 ADMX Hl
Z3g Hdo AF P}, o] dZ2 & HTML AccessolA] Ab&dtE U3t g A2Zg o] T2 EFQ
VMware Blast tA~Z o] Z2EZ8U YT},

HTML Access 4.0 ©]% & Horizon 7 WA 7.x9 4% VMware Blast 15 #d 43 &
Horizon 714 €94 dl23% 7|5 74 49 "VMware Blast 32 A7 "0 A= o] )5t}

HTML Access 3.5 ©|sF A2} Horizon 6 W3 6.2.x °]3F WA o] = 4+ HTML Access®l
HAeHE 25 FA dFo] g2 Hd AHE dHFUY. Horizon 7 WA 7.x o] gl E o 2
VMware Blast & A& A% & AH4E 4 54U H.

¥ 4-4. HTML Access 3.5 ©]3} 2 Horizon 6 WA 6.2.x ©]3} WA 3t 25 AN A

A4 A

bl FA HTML Access AlA &<t Horizon 6 &lF-olA 92 7174 A 28l& B ¢ A o3
AU, A5 o] #e]AE vSphere Web Clients AF&-3ke] AL&217}
HTML AccessE 53l tlxaFel dZ=] e S /M3 Alawlda 2465 4 5 2
FYtt.
o] A o] AHEStEE AR o] UAY FAE 0] A &3 HTML Access A4l &4
slxlo} Sl Bk oW AFE-A7F Horizon 69 oA 94 713 Al gl A ~8ke] 1

s, A 7P AlzElel] W glde] A Y

AR A 53 FoE 97 4o A £31E ATt o] Age] FAFE ) gom A+
A4 9 ARe Y & davth
AAe bR 40707t AREE MES Ao gUd 14 S Welze A
QA Aol Al tharel B7] Qo] TR F Aok b ATE ARG QA
e 2= 45T,
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¥ 4-4. HTML Access 3.5 ©]3} ¥ Horizon 6 8] 6.2.x o3} w{Ad] gl 2§ AM AA (4

<)
A4 A
ZHEE g 74 FHEE grde] 8 &HE TS 24Ut gaER B 3 Zod S £ odEy
ot @ T St E A9 E 5 dsy
n ZElo|AdEA AW ET A3 (S, S| JE Al2=gloA] 97 dxaFo g HAL
9 Zojd |k Jbegt.)
m opigo = wn|&As)
m okul3ko & x}&-
= AueA Zele|dEZT A3 (S, 97 d2aAFA SeelJE Alaglog BAaL
9 oy begt.)
o] A4 & View Agent =& Horizon Agentell ¥ 2-g&g 4t
o] Axol nj&Astrlo] AU FHH YA FE B 71 EUS SEe|AEA AW E
T Ayt
HTTP AH) 2 Blast Agent AMH] el tid] BAE(HTTPS) TCP XEE W4T 4 AdFYd. 718 &
1=

as
= 2244394t}
E

XE WS E WA ES o] A3 & G4, o] A& WAse A 4TS T 4
A d23%5 (View Agent = Horizon Agent7F AXH Hlx=F)o Wald A%
tlo] Esfof gt}

. =
Horizon Client 74 ®1&3l2] Xl A=A
Hel B8 - S Horizon Client& ADM 2 ADMX #1Z8 stdeo] Hel Al @ ~=53E 79| Al
Ao A AFHEYUY. ADM BE1ZE 5t o] & vdn client.adnl2 A A ¥ 11 ADMX &3] 1 o]

< vdm_client.adnx® AFEBUG. g2 Aol gle 3, AFoe AFH 74 A £3g Y}
2 7 S AR U3 O RS FS AS, 55 AFEH 7 Aol FAEUY.

t& #olA= ADM 3 ADMX ' &8l st o] Het A gl= A4 tis) A9yt

2l
¥ 4-5. Horizon Client 74 "#Z38l: ¥el A=A
b

A v
Al'low command |ine credentials 282k A4 ZH S Horizon Client W# 3 02 A28 4 9=x JEE X
(AFE 74 23) AUt o] o] L&A ?%E% E A ALEAE W Eol A
Horizon ClientE 2 &g ) smartCardPIN 2 password 5412 A& 4= glsy
=3
o]l A& 7EH R AgIE s AF FUrTh

5% Windows A 2=Ez2] 3t AllowCmdLineCredentialsd Y th.

-

Servers Trusted For Delegation AP A AbgxtE 229l Felers Adedd w) AgH ALgA D 2 AE S
(AFE 7+ 23) AHE 5 gels A2 AW AdAE2AE AFFTUY. 924 A A28 A2 XH 5
A Re AT, BE "1721 AW ARl AE o] FHE F &3]
AA MW A2E s Fristed s F4] F s AHESA L.

= domai nWsystem$

r[r >4
[e]

oﬁt‘

= system$@domain.com
B A A Au] 2] AH] 2 AFE2)F o] F(SPN).
53 Windows dlA2~Ez2] 3t2 BrokersTrustedForDelegation® Y Th.
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¥ 4-5. Horizon Client 74 ®1Z3l: ¥gk AA (A%)

A4 A9

Certificate verification mode Horizon Clientel A 85 & AdSA AAF €2 +ATYUY. o 2= & shy
(AEEY 74 43) £ 492+ dsudh

= No Security. JISAME HASHA 5Tt

" Warn But Allow. 92 AW T2E7 2] AR HE ASAE A 4l
7t YehYA vt Al g2 A4 Ao A% Ade § syt 91FA] o] B0
Horizon Clientoll A Ab-gb7F Al g3 A2 A8 o] &3 dxd e & glay
th tE A5 oF o] BT B, oF EIATE BAIE T AFEALY
A4 Muel] A2 4= A YTt Warn But Allowe] 7] Egd Y},

® Full Security. 949 fE2 ATA eF7F TAT A AMEAE OF Ao

AZM e F7F EAEYT

-

d4g F glsvnh <
o] 1§ A APl +AEW AHEANE Horizon Clientol A AE @ 154 2l
2ES 2 4 I 4F L TAT FE 95U SSL 74tk AR AR

ol Al At A S Attt dH U

o] Aol FAHA FUAY A F=2 A H -, Horizon Client AH&
A QA Fol mes A £ gl

ASA gl BAE aF FHez FASA ol Windows HAI~ER] 4%
< A ASA A& AMEslEs 4T = U5y

Default value of the 'Log in as Horizon Client 944 tig} Zdxtell A A ARExL2 229 Fldhe] 7235 A
current user' checkbox ER=
(A58 2 ARgA 74 AF) o] 4% -& Horizon Client A Al A& g 7] E3k-& A% <] ).
AF&2}7}F Horizon C||enta 3 % ol A Aa3slar loglnAsCurrentUser 3418 |
a8l ko] o] AF = oot

A AHBAE 239 29 %01 @Eﬂ% B, FYOlAE A2wld 2aAE W AL
227} AEs D2 A2 =8 FRIFAA AE QAE Ad A n HEA o
A7 Haage] gyt A Ado] jAE A AHEAY 94 HaAE
of MA|2stelw D 2 AA =0 AR o] W A2 ok FTh

| 2R e V|BA o7 Al EslA BeE AP

o

%53 Windows #lA 2~E2] 32 LoglnAsCurrentUser 914 Tt}
Display option to Log in as current  ©] A%< &) Atgxt2 22l &<l&o] Horizon Client 92 th3} AAol] Ve
user U= g 32 o725 AP,

(AFE @ AR 4 AF) geldto] B A9, Abgates A e A9 A4S & A e E%ks Al
Feolgrct. o geleho] £AA oW A&7t Horizon Client 914 tisl 4=
oA o] VEFE AFIE & glsyTt.

Default value of the 'Log in as current user' checkbox 2 A%< A}g-3}o]
A AFgALE 29l e V2GS AP T dHUT.
o] A& 7 EH R AMESIEE AF Y
553 Windows #dlA12=E2] -2 LoglnAsCurrentUser_Display$d U th.
Enable jump list integration o] A% Windows 7 ©]/F Al=®le] 29] A ZEel 3= Horizon Client oFo]

(AFE 74 23) 2ol HZ EFo] JeUESE dX] o5 AU, HZ Z=5 21§30 A&
Abe HZ A2 MY JIadH s 2 94 dadFe] AT ¢ dFUT
Horizon Client7} o‘rTE] B, AFEAE A2 HaA3EFe ol5E BEe AL st
A e F AFUT. o] A& AFSHA] REE A HZ BES AFSEA

=
01-\:% /g;g]al— 2= 01_/‘:_1/]1;}_
< 7 EA 02 SRS AR Y
%%?‘f& Windows A ~E2] -2 Enabledumplist U Th.
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¥ 4-5. Horizon Client 74 aZ3l
bl

ERRERCES

A

Enable SSL encrypted framework

channel
(AFE L AR 74 4%)

VMware, Inc.

L dostd Zgdda AdS ALt s A dA] 75 24 ot

AR SSLE AHESt =S AU AN A7 "l 2~3 74 SSLo] A4

HA] e AfolE olde tmstE A ke AR tAE F AFY

ARE- QF §F: SSLE AMgekA] s A °] e AAEA FAR

7] Zgjelyt HE A &2 Add /8 4 dorm WAN 7H47] A&

of ozl #HAstd & AFYT

aL Al AE: SSLE AHESIEE A, SSLe AdstA] Z+ dla3Fol o
AZ-E AFFUrh

3t Windows &l A ~E2] #k2 EnableTicketSSLAuthd Y th.
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¥ 4-5. Horizon Client 74 9%

o

EE]

Configures SSL protocols and
cryptographic algorithms

(AFFE B A P4 47)
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®  Horizon Client 4.10 ©]7¢] 7]k TLSv1.1:TLSv1.2:!
aNULL:kECDH+AESGCM:ECDH+AESGCM:RSA
+AESGCM:KECDH+AES:ECDH+AES:RSA+AES Y t}.

= Horizon Client 4.2 ©]%+¢] 7] %2 TLSv1:TLSv1.1:TLSv1.2:!
aNULL:kECDH+AESGCM:ECDH+AESGCM:RSA
+AESGCM:KECDH+AES:ECDH+AES:RSA+AES Yt}

= Horizon Client 4.0.1 % 4.1°] 7]&%2 TLSv1:TLSv1.1:TLSv1.2:!
aNULL:kECDH+AES:ECDH+AES:RSA+AES:@STRENGTH Y t}.

=  Horizon Client 4.09] 7132 TLSv1.1:TLSv1.2:!aNULL:kECDH
+AES:ECDH+AES:RSA+AES:@STRENGTHY Y t}.

= Horizon Client 3.59] 7]t TLSv1:TLSv1.1:TLSv1.2:!
aNULL:kECDH+AES:ECDH+AES:RSA+AES:@STRENGTHY Y t}.

= Horizon Client 3.3 % 3.49] 7]#3t2 TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH< Yt}

® Horizon Client 3.2 o]&}o] t& 32 SSLv3:TLSv1:TLSv1.1:AES:!
aNULL:@STRENGTH Y},

Horizon Client 4.10%E TLS v1.0& 4 FH o2 A &5 Fus Az
4 o] A hEA] ZFyL.

Horizon Client 4.0.1 ~ 4.9914+= TLS v1.0, TLS v1.1 ¥ TLS v1.27} A}
Sy =2 dyo} 95Utk (SSL v2.0 2 v3.0& AARYY.) Auete] TLS
v1.0 384 o] Boshx] ¥ 4% TLS v1.0& AHESHA] =2 YT & g%

Sh=3

Horizon Client 4.0914% TLS v1.1 2 TLS v1.27} AH8 5 =2 45 so] 9]

FUT (TLS v1.0& AHg3hA] =5 A3 s o] 9 SSLv2.0 2 v3.0& Al A
€)

Horizon Client 3.5°14+% TLS v1.0, TLS v1.1 2 TLS v1.27} Al&¢H ==

AR o] glFUth (SSL v2.0 2 v3.0& A&5A == A4 =0l dFUtt)

Horizon Client 3.3 2 3.4°14 & TLS v1.0 2 TLS v1.10] Al &H == 4%

o] 95Utk (SSL v2.0 9 v3.03 TLS v1.2¥ AME&HA] s A s o] 9}
F4tt.)

% IS 128H|E = 266U E AESE AHg3lH 9 DH dael5S Al A

gt g3t duEF 7] Aol AR 9 g3 5E5E FE g

T gk B fFA: http://www.openssl.org/docs/apps/ciphers.html

5% Windows #A 2E#] & SSLCipherListdyth.

o] 4B & aF AR FAJeHA ¥ SSlCipherList & °l&= EldE

AFE O v A =ER] 7] F st Frtste] o] & AMgstEE AR = 9l

Fuyh.

= 324Y]E Windows: HKEY_LOCAL_MACHINEWSof twareffVMware, Inc.WWMware
VDMWC | ientWSecur i ty
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£ 4-5. Horizon Client 74 ®1Z=: ¥ek AA (A%)
24 A

= 64¥]E Windows:
HKEY_LOCAL_MACH INEWSOF TWAREWWow6432NodetVMwar e, Inc.WWMware
VDMWC | ientWSecur ity

Enable Single Sign-On for smart card 2ARIE 7l= Q1352 Q& ©d 2120 AFRE =2 AP EA] of B2 2T},
authentication T9d 2325 AMESIESE A5 Horizon Cliente ¢&3ld ~vlE 71= PIN
(AEEH 714 43) < g vz o] AGE Fo] AZF Mo AEFUth @Y 28 ALgeA &
=5 A4 Horizon Clientell AFEAF 214 PIN W8} 27F 24152 @54
=3
=53 Windows dlA1~E2] -2 EnableSmar tCardSS0si Ytk

5 ADMX "1Z8l sde] ~a" g A sl dA ol dal A7 gt

£ v
Connect all USB devices to the S ool AE A] 2o 4] *}*"—%} T e EE USB tHte| 25 d2ams A2 E
desktop on launch u) gl AT Ed AAEA] o] B2 X FrT},

o

| e s RAow }\}ﬁ—o}ﬂ = dgdgy.

553 Windows A ~E2] g2 connectUSBOnStar tupd Y .

)

e Axuld AL TFE W USB tulo] 22 d2aFe] AZEA o
2 AR
| 4ge AEAewn AeeA gEs A4Ey

o

53 Windows dlA ~E2] 32 connectUSBOnInser t 4 th.

Connect all USB devices to the
desktop when they are plugged in

ol

off

Logon Password 279l 3 Horizon Clientel A AH&38t= 952 AAF YT, ¢35+ Active
Directorel 9&] 4wt dl ~E 2 x| ZFH Yt}
o] A& 7EH R Ao A FHFUTH
=23 Windows #dA 2~Ez] g Passwordd Y th.

o213t A% = Z} A o] Hote] n|x= Fgkol] thal ApA e &S Windows$ Horizon Client
AP E FxsYA L

Horizon Client 21FA] &<l = 34
Windows Z&te|dE HFH Y ¢
Horizon Client 9154 &< »=

<2,
2E3] 7] CertCheckMode Zt ©] &< F7}38}]

T4 5 dHYTh

324 E Windows Al 2" oA @A ~Ez] 7]+ HKEY_LOCAL_MACHINEWSof twareWVMware, Inc.WVMware

VDMWC | ientfiSecur ity Ut 6481 E Windows Al ~Elo] A A ~EE] 7]&
HKLMWSOF TWARE#WWow6432NodetVMware, Inc.WWMware VDMWCI ientWSecurity$d Y t}.

s & F e A EY 7)o A& Al L

= 0- AW ID AFAHE AAskA B $HL FATUL
= - A 5 PE AWl ARek] Aol Az 4L FATU
= 2- QAT 5 9= Aue] AFRA e SHS FAIUY
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Q1A ol R OF AM AHS FAE Horizon Client 2154 89 RES AT 1 UF
Ut A 2Eg 7o 25 F A A% 2 CertCheckMode 2% RFE TAS A 25 F A 3ol

o] 1E A AR = YA 2ET Aol FAHH A}LAE Horizon ClientollA] A=l Q1&4] 3t
0l =2 B S AR AAFH S S & Uy

1A FQl RE OF A HF T4 thE A W& Horizon Client 7+4 &lZg8le] Heob A
dE FEA L

E2d Bt U1 e 4

Horizon Client ¥ Horizon Agenti= LSA(Local Security Authority) X5& A€
LSA B3 &= B3HA &2 24 FHo] e AHEAF R E Ha 55 AR &
Sh=

LSA B35 Ao tigk A g 82 Microsoft Windows Server A& ¢]o] BA17] vy},
LSA X 357} Horizon Client 4.4 o]s} el tial 459 = 25 ths 7150 EHA &5
=

 FJA AR 29

LSA 2357} Horizon 7 W& 7.2 o]A A <] Horizon Agentoll sl A5 & 2$ td3 7]
ol ZEHA FFUT.

s snlE A= QF

-

B True SSO
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HTML Access Agente] Het 2283 9 o435 AF +4

97 d2AagelA At Y 74

Bl =233 U435 AEFTFS 7|2 AA
A SR A FAe

v ) L5
ZEHoz B4 Het 2R EZY U435 AFTLS AMESIESE A dY Y.
A e

+ 39l= Horizon Clientell tiall 7|24 o2 A&t E= 282 9 43 a5 vt 9l
F4Yth. Windows, Linux @ Mac$ Horizon Client 3.1 01”01]*12 olgfgt k& 1

Zo] USB A€ (USB AH] 2= "H&3 View Agent =& Horizon Agent Alte]9] 541) 43 3ld =
AHEEUYTH 4.0 ol e Horizon ClientellA] USB AH] 2 tl 22 94 Hl2aFd 243 o

%S Aol FAE Eell RC4 ( :RC4-SHA: +RC4 )& F7FUth. Horizon Client 4.0%-E
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Horizon Client 4.2 o]}

£ 5-1. Horizon Client 4.2 o]}l 7| &H o2 A&

W

=5 245 B Z2ES Y Y3 O

7|2 Hel =2 EF

TLS 1.2
= TS 1.1
= TLS 1.0

3 Horizon Client 4.10%¥ TLS
v1.0& 470 ALEE A B2 Ay
22 g ol XdeA gaut
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TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 (0xc032)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (0xc029)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
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" TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

Horizon Client 4.105E TLS v1.02 7802 A EHA] s A2 ¢ o4 A =X

ey,

Horizon Client 4.2 ~ 4.9914 TLS v1.02 7|EA o2 Algeles dgsug 7| 2Fow
Horizon Clientl Al Horizon Cloud(Z B4 91 o] &) Avjd d4% 4 JdHYrt 712 o435
FAEe laNULL:KECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM:kECDH
+AES:ECDH+AES:RSA+AESYUY. Aot TLS v1.0 &34do] B odhA &2 4% TLS

V1.0 AHgEA 2= 49T 5 95Ut
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Horizon Client 4.0.1 ¥ 4.1

¥ 5-2. Horizon Client 4.0.1 2 4.19|4 7]2Z" o2 A&
o A

=8 dAse R Z2Ee2 9

i

71

f

Qg ZTEEZ 7|8 ¢35 AFEF

TLS 1.2 = TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 (0xc032)
" TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
® TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)
= TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
" TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
" TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
® TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
" TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
® TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
= TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
" TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
" TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
® TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)
® TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
® TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (0xc029)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
" TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
" TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
= TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
" TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)
= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
® TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
= TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
" TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
" TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TS 11 = TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)

= TLS 1.0 " TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
" TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
® TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
® TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
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" TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS 1.0& 7[¥A o2 AMESlE= A3 7|24 o2 Horizon ClientellA Horizon
Cloud(Z284H 1z} o] §) Ao A4 F dFYT. 72 435 ZAE S
TLSv1:TLSv1.1:TLSv1.2:TaNULL:kECDH+AES:ECDH+AES:RSA+AES:@STRENGTH
AUt A ete] TLS 1.0 &8do] BaskA] &+ AS TLS 1.0 AH83HA] =5 AT 4 9l
F4Yt
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Horizon Client 4.0

¥ 5-3. Horizon Client 4.004 7| 2" o2 A1 L3158 AAFHE= Hel T2 EF 9 ¢ot5 I8
7|1E Hel =2 S 7|2 3 AEF
TLS 1.2 ® TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 (0xc032)

" TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
® TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)

= TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
" TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)

" TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)

= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

® TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)

" TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)

® TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)

= TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)

" TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)

" TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

® TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)

® TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
® TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (0xc029)

= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
" TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)

" TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)

= TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)

" TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)

= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

® TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)

= TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

" TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)

" TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TS 11 = TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
" TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
" TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
® TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
® TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
= TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
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= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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¥ 5-4. Horizon Client 3.594 7|EA o2 A1 L3158 AAFHE= Hel T2 EF 9 ¢ot5 I8
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TLS 1.2 ® TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 (0xc032)

" TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02e)
® TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)

= TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
" TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)

" TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)

= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

® TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)

" TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)

® TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)

= TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)

" TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)

" TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

® TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)

® TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
® TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (0xc029)

= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
" TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)

" TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)

= TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)

" TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027)

= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

® TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)

= TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

" TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)

" TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

= TS 11 = TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)

= TLS 1.0 " TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
" TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
® TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)
= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
® TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
= TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
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= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

Horizon Client 3.3 ¥ 3.4

¥ 5-5. Horizon Client 3.3 € 3.44|4 7|23 o2 A 835E AAH = Bt Z2EF 9 g3
IF

7|18 Bt ZREZ 7|8 ¢35 AEF

= TS 1.1 » TLS_ECDH _RSA WITH_AES 256 CBC_SHA (0xc00f)

= TS 1.0 » TLS ECDH ECDSA WITH_AES 256 CBC_SHA (0xc005)

= TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)

" TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
® TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

= TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)

" TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
= TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

= TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
" TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

= TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

A3 TS 1.2 ALHA | FH o2 Mgt YA dFUT TS 1.2 AHEetES 4%
stelwl VMware KB 21211839 Aol man], 1 Fo& £5-49 YdE 43 AFwo] Adgy

=
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Horizon Client 3.0, 3.1 ¥ 3.2

¥ 5-6. Horizon Client 3.0, 3.1 2 3.24|4 7|2A o2 2} 235E AAFE= Hel
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= TS 1.1 = TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)

= TS 1.0 = TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)

® SSL 3.0 (Windows Zato]dlEc]wt ® TLS SRP_SHA DSS_WITH_AES_256_CBC_SHA (0xc022)
AbEetEs A H) = TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA (0xc021)

" TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)

= TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
= TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

" TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

" TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
= TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA (0xc01f)
" TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA (0xc01e)
" TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00e)

= TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

LUtk TS 1.28 A8l = A%
hy A

he

View Server7} @A 23S #xQ3lx] &S w7 Horizon Clientol|l A ®Het T2 EZ2 WA of g
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o] et T2 EFS AT F$, TLS/SSL o777 HAsta A 4do] Aufjghct,
B

Aol BT FeeldE 2 WAYFE ALETYT

= Windows F&°|AdE A2l 2F 8 4% £ Windows HA2ER HF S A&
= Windows 10 UWP Z&glo]d E A 2=l & Horizon Client 42 [SSL 4] A4S A

" Linux FgoldE A aHoAE 74 Y £ = BHEdE A4S AHEE & sy
= Mac Zgo|dE A 2Hlo| A= Horizon Clientoll A 712 A% & 4188 & 95Ut

= i0OS, Android % Chrome OS Z&o]dE Al ~"lo| A= Horizon Client A% <] [a15 SSL
A1 AL AT F sy

Z}A g H &S Horizon Client AW A2 Fxst44 2.
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SSL/TLSeIA He3 &3 AHE <+ &
=l A4 GPO(ZF A AA)E T3k Vie nt =& Horizon AgentE Addt=
Windows 7|9k A 2~8le|A] SSL/TLS ZR2EZFS AHEste] AT o ke hs & AHESHA] &=

1 Active Directory AW oA, A1z}t > 2] = > 2F A A A& A8t GPOE vl 22
ZwECR FY3 v HAPS AYste] GPOE AR T}
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3 SSL Cipher Suite Order= ¥ ¥ Z234t}.

4 SSL Cipher Suite Order #ollA AF&S Z8 3.

5 &4 A SSL Cipher Suite H§2E A2 Y& AAE t}e ¢35 2202 wA| g}

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA

AFEEe 97] 2% Wre] Po] HLPUT. 252 giE Jpo] o] ¥ 1), 45 A
E Ho] B ALget % @ Al Folof Fuith

7 A= a5 FAE Aes8¥ View Agent ¥ Horizon Agent Al =81 ThA] A1z T}

HTML Access Agent?] Bt Z2F 9 ¢35 AETF 74
View Agent 6.2%E+= Windows @A 2E2] S #HAF 3] HTML Access AgentollA AH-&3l+=
Oo AFLS FAL F dFUT View Agent 6.2. 15 EHE ALE5E B TREZE AT &
AFUT GPO(Z2F A& WA #4845 AFE = AFsHT.

View Agent 6.2.1 ©]7 de]lzolA & 7 £24 22 HTML Access AgentollA TLS 1.1 % TLS
1.2 28384 Y. 385 = Z2EZS 2 AdA 2 A £22 TLS 1.0, TLS 1.1 2 TLS

1.2994t}. SSLv3 ©l&te} 2ol e TREZL 3 E5A FHUtt. F A9 dA2ED 3
SsIProtocollLow & SsIProtocolHight HTML Access Agentellr F&dts Z2EZ] WS 23
dYtt. ¢l & E9] SsIProtocolLow=tIs_1.0 2 SslIProtocolHigh=tIs_1.25 A3 HTML Access
AgentellA] TLS 1.0, TLS 1.1 & TLS 1.2& F=dyth. 7] A% 2 SsIProtocollLow=tls_1.1 &
SslIProtocolHigh=tls_1.294t}.
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https://www.openssl.org/docs/manmaster/mani/ciphers.html¢ CIPHER LIST
FORMAT A4 ofgfol] Feold A& 283t 45 555 AFs)oF YTt b3 22 435 55
o] 7|&#dYtt.

ECDHE-RSA-AES256-SHA : AES256-SHA:HIGH: | AESGCM: | CAMELL | Az I 3DES: |EDH: [EXPORT : IMD5: IPSK: IRC4: ISRP: laNULL : leNULL

1 Windows dA2~E8 AHZ7Z= A&},
2  HKEY_LOCAL_MACHINEWSOFTWAREWVMware, Inc.WVMware BlastWConfig @A ~Ezg] 7] & o] &gy},

3 FhY A 2L (REG_SZ) %, SslProtocollow 2 SsIProtocolHighS F7lste] ZREF O W
8 AF I

A ~Ee] gho] dlolH= t1s 1.0, tls 1.1 EE tls_1.299¢F FUth TR EZFS shivt ALE3)
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A ~E2) gkel HolE] BEd 45 AT QYA ol YU oS 59 LT 2
=

ECDHE-RSA-AES256-SHA: HIGH: | AESGCM: | CAMELL IA: 13DES: |EDH: IEXPORT : IMD5: IPSK: IRC4: ISRP: IaNULL : 1eNULL
5 Windows A1~ VMware BlastZ thA] Al &gt}

718 ots 225 A8 e E H =528 SsiCiphers #HlA ~ET 2 A gt Windows A H] 2~
B

VMware BlastE o] A2 T, gkl Hloly &5 AHAlskd HTML Access Agent=
OpenSSL ¢z 55 24 oo et & 45 E 388 F gle 322 HIFRRE o] & AA5HA]
PR A S
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