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a Service) AZEd o] A& (d: OpenShift) 7t B3-S Al ZEYt}, o] 7lol=dA =
OpenShift=2 NCP& A& st= Wil tial Ay},

NCPe F8 4 84+ ZHeo|HdA A= NSX Manager 9 OpenShift Alo]F-2} 541

th. NCP+= oy 9 71eF gldzee gk §7 AMgE RYEIR A, NSX APIE S&3te] 71 <]
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= OpenShift ZE& =8]8 U EY A dZ35ta IP E MAC F4E &334y

. NATUESZ =4 W3 E A YUstar 2 OpenShift dld 2#o] 20 tis] =] SNAT IPE
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T AdFUL. 29F A =28 TEE YAt == vNICE =84 ~9x o dZ23dYt}. =24

TEJ = 5@ 22 gt Qoo FY .
m  EjZ: <cluster_name>, ¢ : ncp/cluster
B 1: <node_name>, "M ¢ : ncp/node_name

<cluster_name> #t< nep.ini9 [coe] A4 A+ cluster 24 a3 LA &fofF ).

Kubernetes T=£ |IP &&

NSX Managerel 2913t IEYF > IPAMLZ o] F3le] [P 25 s o4 AT
CIDR #4o2 |IP 52 APt

nep.ini¥ [nsx_v3] A Aol container_ip_blocks &A= A% 3t Kubernetes 2= tigt P £5
= A Fh.

H SNAT Ul g0 ~efvt A} g5 = [P E52 AT 5 JdFUT.

nep.iniel [nsx_v3] AAel no_snat_ip_blocks &A= A3l v] SNAT IP £55 A3 Iy},

NCP7} dawl = ¢t v] SNAT IP 22< AA43H NCPE thAl Alzkdor gt a%x] gow,
NCPE n2E W7 24 IP B2< A% A &3,
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Aol o] 2HE Fbstel B4 Aulsd B SNATE FAE 2% 94Ut A2 SW e 24
o,

apiVersion: vi
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCP= o] Anr]zol thgk SNAT 7F3& AU, F3e &x IP—t— Hole x= YUY, i
IP= A8 E 5 IP Zo4 &dd SNAT IPYUTH el frolat AL,

n AH|AE FA317] Aol nep/snat_pooll A A e [P Zo] NSX-T Data Centerel o]n] glojok
stttk NCP 2.3.1%E % IP Zo| &1 {"ncp/owner": cluster:<cluster>}7} 2lojoF g},

. NSX-T Data CentercllA] Au] 2] thg SNAT 122 ¢4 ¢ Z2AES] ¢4 £t
=54t

= X7} oly SNAT #HHo2 749 45 73 shiwt 45y
g Bl 2E IP Zo F718te] SNAT IP £9] IPE €38 & e ddadolas AFE 5 AdHY
=3

m HQ: nep/owner, Bl 1: ns:<namespace_UUID>

g HE F s Agste] Yd Aol A~ UUIDE 7HAES & dsYth
oc get ns -o yaml

oheel frelahalAl L.

= 7} o shtel UUIDE AR alcl Guth 9 2ol sl old e Bas 44 5 9
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o] Zoll+= NCP(NSX-T Container Plug-in) 2 OpenShiftE Ax 2 343}

e e 4B TR

" OpenShift VM uj &

)

" Ansible Hosts 39 #H]

n d ZH ol HE A&t NCP2 OpenShift A4
= CNI =222, OVS % NCP Docker °|w|#] AXA]

" OpenShift Container Platform A3
= NCP % NSX k== ofo|HE 43

EER

OpenShift VM ¥ =

NSX-T Container Plug-in< AXsle™ WA OpenShift7} A2 = o] lojof FYth. st o] %
o] wt2E & w ZaoF F Tt

ZHA g &S https://docs.openshift.com 32< 24 A Q.
cheel 4 2]

Ansible 32E 9945 Fv]3Ut}. Ansible Hosts Y 0] 9] 8 FZ4A Q.

Ansible Hosts 3}¥ 1]
Ansible hosts 342 OpenShift & 2H2 ==& F |3t}
23}

1 https://github.com/vmware/nsx-integration-for-openshiftel A NCP GitHub # %4
= BAZYT. Hosts 3L 2 openshift-ansible-nsx HE &2l 25Ut} openshift ansible
nsx A E2] o hosts L& FAsloF gyt A7 Z@ o] 52 3717} hosts Tl thgt 2 =}
A R ian =
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2 [masters] 2 [nodes] AAdlA OpenShift VMY S24E o3} |IP F42 AFTUY. o=
E9 o537 25y,

[masters]
admin.rhel .osmaster ansible_ssh_host=101.101.101.4

[single_master ]
admin.rhel .osmaster ansible_ssh_host=101.101.101.4

[nodes]

admin.rhel .osmaster ansible_ssh_host=101.101.101.4 openshift_ip=101.101.101.4 openshift_schedulable=true
openshift_hostname=admin.rhel .osmaster

admin.rhel .osnode ansible_ssh_host=101.101.101.5 openshift_ip=101.101.101.5
openshift_hostname=admin.rhel .osnode

[eted]

[0SEv3:children]
masters

nodes

eted

openshift_ipol A& AF&-g QE]H o] 27} 7] QlE]H o] A7} o}bd A S FejAH Y PE AW
st Ao Y. single_master W= vlAEH w29 nep T J&o] 54 2 (o
NSX-T Data Center #2]H 2lax #4)S 3 Wivt F33t= d AF8F Y}

3 Ansible 9&0°] 435 = = (IdWHH O F npx
T2 SSH dA 22 A4 3},

i)

=E) 45gle] RE wEo AT F 9]

ssh-keygen
ssh-copy-id -i ~/.ssh/id_rsa.pub root@admin.rhel.osnode

4 [OSEv3:vars] AAL guolEgUtt. ZE i/ W g Al FRE 153 A2 9%
OpenShift Container Platform 2 Al &olg 4= &yt
(https://docs.openshift.comolA "5 X" M)

# Set the default route fgdn
openshift_master_default_subdomain=apps.corp. local

0s_sdn_network_plugin_name=cni
openshift_use_openshift_sdn=false

openshi f t_node_sdn_mtu=1500

# |f ansible_ssh_user is not root, ansible_become must be set to true
ansible_become=true

openshift_master_default_subdomain
This is the default subdomain used in the OpenShift routes for External LB

0s_sdn_network_plugin_name
Set to 'cni' for the NSX Integration

VMware, Inc. 13
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openshift_use_openshift_sdn
Set to false to disable the built-in OpenShift SDN solution

openshift_hosted _manage_router

Set to false to disable creation of router during installation. The router has to be manually started

after NCP and nsx-node-agent are running.

openshift_hosted_manage_registry

Set to false to disable creation of registry during installation. The registry has to be manually

started after NCP and nsx-node-agent are running.

deployment_type
Set to openshift-enterprise

openshift_hosted_manage_registry
Set to false to disable auto creation of registry

openshift_hosted_manage_router
Set to false to disable auto creation of router

openshift_enable_service_catalog
Set to false to disable service_catalog

(For OpenShift 3.9 only) skip_sanity_checks
Set to true

(For OpenShift 3.9 only) openshift_web_console_install
Set to false

5 E&

fol

AEJ A4

gk

F A FAagu

ansible OSEv3 -i /PATH/TO/HOSTS/hosts -m ping

A¥te v Zotol Funt. 284 €2 Av 94 =4S A2 dH

openshift-node1 | SUCCESS => {
"changed": false,
"ping": "pong"

i

openshift-master | SUCCESS => {
"changed": false,
"ping": "pong"

CNI Z8 293 OVSE Ax3Uth. CNI Ze]221, OVS 2 NCP Docker o]n]#]|
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%l Zglo] &g AHE3te] NCP2} OpenShift 23

@ FY o] 5 AHEste] NCP¢F OpenShiftE AXstAY Hxe] dAZ A& 48 + AFY
=3

@Y Ansible Zd°] 5 install.yaml& th 29S FF T},

= NCP &V

= OpenShift A%

= NCP AA

e s F A9 A A& AFEse] NCP9 OpenShiftE Ax 4= 15y, CNI =2 191,
OVS % NCP Docker o]u]#] Az 2 OpenShift Container Platform %],

install.yaml Zdo] &S 2383}7] Al ncp_prep & ncp Zdlo]H G gk = mwj7) M L A
g2 uj7) AE AU v/ HM4E CNI =219, OVS 2 NCP Docker oA A x|o A
Hxlo] lFy .

e HYe Edlol R AT,
ansible-playbook —i /PATH/T0/HOSTS/hosts install.yaml
CNI &322, OVS ¥ NCP Docker °]u]z] Ax]

CNI(A" ol YEHZ Aol ~) )220, OVS(Open vSwitch) @ NCP Docker °]v|A] &
OpenShift == Ax|&of Yt A= Ansible 2@ ol 58 Haste] = Fc},

F3 A Sy o] BS AL&sle] NCP9 OpenShiftE AX|ste 2A$oE o] @A7F D astA] &5
Ut &g Zgo] 82 Alg-3dte] NCP9 OpenShift 222l &S FZ34A L.

o] Zgo] B o el NSX-T glA&AE AT gk A A o] EdtE o] JdFYTh. F2NSX-
T 2] Ao Aud th2 NSX-T Data Center 2l&2E F£508 AT 5 9Kt
perform_nsx_config "7} A& Fdol&Fo] Add o] glaxs FAASEA AFE YeEPYEY T

Az}

1 roles/ncp_prep/default/main.yaml 2 roles/nsx_config/default/main.yaml oA w7} A4 3k
AU ol EZY}. ol7]ol+= CNI Z2 22 RPM, OVS ¥ 319 Ad =& RPME g2 =8
A& URLel E&8 YT %3 uplink_porteE == VMl J& 4932 £E VNICY o] &4y}
Uz W= NSX-T Data Center el 743 FdA g Y.

A1 el of st w7l W

®  perform_nsx_config: Bl&x 74 A ARYUY. S F522 Fdstn
nsx_config 2AHEE HPslx| oW falsez A FUtt.

= nsx_manager_ip: NSX Manager? IPYYt.

"  nsx_edge_cluster_name: Tier-0 2F-5-E oA A€ Edge Z8=HY o] FY YT

VMware, Inc. 15
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®  nsx_transport_zone_name: ®#o] A% Jgo] o]EdYt}.
®  0s node_name_list: == o] &9 FEZ FEH E=Yr}.
9% E°] nodel,node2,node3y Yt}
= subnet_cidr: IP #E]#e] CIDR F47F =29 br-intell &dg YT},
= yc_host: vCenter Server?] IP 44t}
= vc_user: vCenter Server #e|&te] A&z} o] HY T},

®  yc_password: vCenter Server #g|ate] sy},

B oyps: VM olEe dEE TEE 5E5UYY. A E os_node_name_l ist2} LAl oF ).

+ A el s 712 gke]l dFUT. dad wat #8F 5 dFyTh
= nsx_tO_router_name: & 2E9] Tier-0 =2]4 g-¢-H <] o] YUt 7] &3k
®  pod_ipblock_name: E£E=2] P &5 o]&dYtt. 7123k podlPBlock
" pod_ipblock_cidr: ] IP &52] CIDR F&94Yth. 7184k 172.20.0.0/16
" gsnat_ippool_name: SNATC] i3k |IP E=2] o] &Y

o

®  spat_ippool_cidr: ©] | 29 CIDR F4&94Ytt. 71 E3k: 172.30.0.0/16
®  start_range: ©] IP Zol| tia]l X1 ¥ CIDRS A2} |

. 71 E-35E external IPYY T}

294yt 71¥3k: 172.30.0.1

P
®  end_range: ©] IP Zo tia] A FE CIDRe & IP F4YYt. 71¥-3k: 172.30.255.254

®  os_cluster_name: OpenShift & =E 9] o]&dYtt. 7123k occl-one

B nsx_node_ls name: =E0] dZA4%H =818 x99 o]&dYt}. 7]E3Zk: node_ls

= nsx_node_lr_name: =91 | node_ls°ll thet =24 2FH o|FJ U, 71 &%k

node_Ir

nsx-config Zdlol &2 stute] IP &3 shute] P £5% AAdstes Addyn. o 223 4

oz Aslor gyt

2 openshift-ansible-nsx TP E8 2 HAS}IL nep_prep &S 23

b

.,

ansible-playbook —i /PATH/TO/HOSTS/hosts ncp_prep.yaml

ol Holle v A e Fdetr] A Aol 2FH dsUH
= CNI 829 24 & dea=gdyn.

3 o] & nsx-cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpmA Y TF. o 7] A] XxXXXXXXE
=3

= CNI &3 A4 std s AU

He WS

]

HqY

Z2]1919] Jopt/eni/binel AABYTE CNI +4 3+ 10.net.conf”} /etc/cni/net.doll EALE
Utk rpme Fx Zg a9l gk 74 3+ /etc/cni/net.d/99-1oopback.confx A x| T}
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= OVS 2A A& derEsta A3y,

A2 openvswitch-2.9.1. xxxxxxx—1.x86_64.rpm 2 openvswitch-

kmod-2.9. 1. xxxxxxx-1.e17.x86_64.rpmA U T}, o714 xxxxxxxe W= HadYch
B pr-int Q2B A7 oA YA Fe A A TY.
# ovs-vsct!| add-br br-int
n o= =2 A9 AAE HEY A QAEHA ]~ (node-if) E br-intol] F7F T}

= br-int ¥ node-if link Jei7} [A3]e1#] &lghc},

# ip link set br-int up
# ip link set <node-if> up

» HEND T G S duolEd ARE F UEZ A |27t AEHES FTh
= NCP tar 34 < 25351 tar 394 ¢] Docker °|"AE 2=3 4.
®  nep-rbac yam!l FL S thE2 =38 gpiVersions vieZ HAF YT

m  NSX-T Data CenterdlA =8l EZ2X ¢ 3 2422 YA st NCPoIA
= Has A3 Iy

" ncp.inie NSX-T Data Center 2l4&2 FEZ oo Eg ).

I

o

>,
=
+
X0
i

theol 54 24

OpenShift Container Platform= Axg4tl. OpenShift Container Platform A =2l W&

& FzuA e

OpenShift Container Platform 23]
OCP(OpenShift Container Platform)+ Docker 2 Kubernetes$t &7 Al &%=

PaaS(Platform as a Service) A=Y Y},

F3 9dd ZY ol HE ALEsted NCP9 OpenShifts AA|she 4ol o] BAV oA &%
o, &d Zg o] 58 ALg3te] NCP9 OpenShift Ax]2] W&S FZ34A L

OCPE A&t W it AA g &L https://docs.openshift.com= ZFZ344A Q.
kel 73 2Hg

NCP % NSX == do]HE

@)

.

miru

AFUT NCP 2 NSX == oo 4E Ao &L F25HIA

NCP ¥ NSX L= do]HE 43

NCP % NSX == do]HEE HA 3t A3t}
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OpenShiftg& NSX Container Plug-in - A 2 #g] 7tol=

23

1 roles/ncp/defaul ts/main.yaml-= A3t OpenShift APl A1¥ IP, NSX Manager IP %
NCP ReplicationController yaml# nsx-node-agent DaemonSet yaml= th&Z=3}7]
#1e URLS A1 3yt

2 openshift-ansible-nsx A Eg] A ncp 9&= Aot

ansible-playbook —i /PATH/TO/HOSTS/hosts ncp.yaml

N
N
%0,
rr
>
_l {
rO
_0|L
=
Ll
ot
>
50
rlo
oY
o
(K
fu
i)
|m
Ll
ox
ox
%
i
O,

B nsx-system 27|
oc new-project nsx-system

" nep-rbac yaml 3L S o2 =381l gpiVersions vie® WA}

» NCP ZEd| ta Aulx AR S Ak, NCP7F dAAE 5= e daxas AT F Fea
B 98-S NCP AMH] 2 Aol npelg gy},

®  nsx-node-agent £=o| tha Mujx A S YA
25 A & FY2H 4TS =& oo]HE AH] 2~

oc apply -f /tmp/ncp-rbac.yml

B Qo] Mu]A AP AA4H" EFES /1A Jetc/nsx-ujo/<service_account>_token o}zl A A&t

Ut
secret="kubect| get serviceaccount ncp-svc-account -o yaml | grep -A1 secrets | tail -n1 | awk {'print
$3'1
kubect| get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d > /etc/nsx-ujo/ncp_token
secret="kubect| get serviceaccount nsx-node-agent-svc-account -o yaml | grep -A1 secrets | tail -nl1 | awk
{'print $3'}
kubect| get secret $secret -o yaml | grep 'token:' | awk {'print $2'} | base64 -d > /etc/nsx-

ujo/node_agent_token

= NCP-$& SCC(SecurityContextConstraint) yaml| 3% <l ncp-os-scc.yml <& T2 =3t &
2 yamlZ 7122 SCCE AT,

oc apply —f ncp-os-scc.yml

SCC yaml! 39 -& NCP/nsx-node-agent7} SELinuxollA HA 2~ A3S 2P== SELinux 8<%
spc_t= AFAFUTE. &, b5 o] A Yt

sel inuxContext:
seLinuxOptions:
type: spc_t
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SCC yaml oA seLinuxContext] selLinuxOptions®l= ncp/node-agent ol o] M E 7} T}t
gd | didel A2 4= J=E SELinux dlolE 79 dA| 2 Ao 4=0] s0:c0:c10232
= A4

= NCP % NSX =& oo|HE =5 A st= AHEAL l SCC F7HUG. d & S0 dA =
ZAE] 7] ALgAlol Al SCCE
oc adm policy add-scc-to-user ncp-scc -z defaul t

= NCP % NSX == o] E M= Ao SCCE F7FHH .

oc adm policy add-scc-to-user ncp-scc -z ncp-svc-account
oc adm policy add-scc-to-user ncp-scc -z nsx-node—agent-svc-account

= NCP RC(ReplicationController) ¥ nsx-node-agent DS(DaemonSet)$ yam| <<
t&2=3ta ConfigMap< fdulo]Eg .
= NCP " A & 2=t =Yt (nsx-node-agente TL & o|n|A & A&,

m M2 AR S FAE L NCP 2 nsx_node_agentel 223 SecurityContextConstraintE
A7

NCP ReplicationController ® nsx-node-agent DaemonSet= A4 g4t}

3 NCP7F Kubernetes APl Al¥e] tigh 45+ HTTP A2 €< Kubernetes #|&22] 1
F7] olHEE BEYHEPG YT APl A Aol e UES A A= el NCPe TCP A4 #A4\7}F
A= 2% NCPE thA] Al &ete] APl Aol theh 22 oAl A sfiof ot 18] edow
NCP7} A o|HlEE &QlalA] St

A7 vz

OpensShift 2 NCPE AX|st7] Aol th& ZEE 7] St A <.

m ¥ 1170 olke] #olEo] glojof sta v g Auo]lxol= 1270 o]3ke] o] Eo] glojof 3
Ui,

= OpenShift W&oz F714 o)y, o5 5o HFA openshift.ioZ} 710 £&H #o]l &
NCPol A FAls B2 #d NSX gz AAH ald el 27t ALgAbol Al BAI SR &FYn. o
<2 OpenShiftell A A8t dlolE JFAF 502, thg & stu=E A& ste gols 7
&381A] kool Frt,

openshift.io
pod-template

B Lo o thEk dA 2 Hdlo] gy (aﬂ. Kubelet 28l AL . &2 ghe] ole s o]
2ol = Y EY A A4~ F JEA &
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B |inux 715 NET_ADMIN % NET_RAWE TA4A7F L= HIEHAE &4A17| & H o482
F UFUY. AT = gl Adoly e o83t F /A 75 S AFESHA] ERE A s oF Yt
712" o2, A anyuid SCCE AH8-3HH NET_ADMINe®] FoJ s R] 51U Th,
NET_ADMINS WA H o2 AlE3l=s Hﬂé}ﬂ‘% Xovt A3 RE2 AYE =5 = SCCO
frolstpAl e, e A18E 4 gle Aoy A5, dF 5ol NET_RAW 7l5& AlAS AH
2 anyuid SCCE 7|¥te] ¥ = SCCE *ﬁ*é%“%"/}. o] 24L& SCC H9l9
‘requiredDropCapabilities” &= NET_RAWE F71ste] 38& = A5t}

s Fe/AHOA FE QA4S LU (EAE A8). ol WE e ddsein @4 229
H oc ZRAES RE YT oA FE W2 Ao :u’ﬂﬁ?%‘%ﬂr.

0C new-project test-project

oc project test-project
oc adm policy add-scc-to-user anyuid -z default

®  QOpenShift @A 2EZ S 74 (F7H) Y},

oc login -u system:admin -n default
oc adm registry —-service-account=registry --config=/etc/origin/master/admin.kubeconfig

= QOpenShift dA2Eg] 214

oc login -u system:admin -n default
oc delete svc/docker-registry dc/docker-registry

= Docker 71¥ Bz]A] ZAH oA =9 dnsmasqg Z2A =0 g DNS 832 3] &3t+=
IPtables Wsld F=zo] gl weha] FEo 2 dojof YTt /etc/sysconfig/iptablesE
ARst gL wl otgle] COMMIT <ol v 73 & F71gyt).

-A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m tcp —-dport 53 —j ACCEPT
—-A OS_FIREWALL_ALLOW -p udp -m state --state NEW -m udp --dport 53 -j ACCEPT
COMMIT

= iptables, docker 3 origin-node& ©A Al&& Y tH(kube-proxy % kubelet BHAl A 2}).

systemct!| restart iptables
systemct| restart docker
systemct| restart origin-node

= OpenShift7l ZtEstE W OpenShifte] W4 docker BIA2EE] 7} H] TLSE AME3lEE 3] &
Hojol Yt b o 2= OpenShift Ansible A x| #e] Aol 93] AHgoz F7h=E AT &
A 2HEskA 2E A 2HUY. Jete/sysconfig/dockerE st TS g
INSECURE_REGISTRY='—insecure-registry 172.30.0.0/16'

= Dockers ©A| A2}

systemct| restart docker
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m NCPOA A Y3lE= YEHT F A Kubernetesol A A YsteE MEYA 3 A3} SUst | o]
OpenShiftel Al4-%& Kubernetes W&o we} o514t}

® OpenShift 3.9 - MEYZ A Ae] 7+ Aol namespaceSelector, podSelector 2 ipBlock A
9715 Ao st 23 S glHyTh
= Kubernetes APl A= WEH A F A 140 e AF5= T4 FFUth mapA] dxd
HEAD FAS BT 7FsAd o] syt NCPE ol2d HEH A AL ARFUth UES
3 FAE o] Este] Sul27 wEHale NCP7F a3 U EYZ 322 A2lskA] &5Utt.
o] Afe= UESZ FAS AAG & A0 utE UES A F A& thA] AAsfoF Fuh.

m 5% el Kubernetesol & subPath #& #4171 AUt
(https://github.com/kubernetes/kubernetes/issues/61076 #&=x). o] &Ald 3 &34
°] OpenShift Mo Zgxo] x| o™ CreateContainerConfigError: volumeMountZ ¢ 3k
subPathE FHI8HA HdFUTh. & R/7F Asta NCP 2= /o] Aadyrt. o] A= NCP
yamlol A subPaths A&t &e WP o R ldd + dFHn. & 5°] subPath: ncp.ini7t
23E =5 AASE volumesell Hd +HE o2 A YT

fr

volumes:
- name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config
i tems:
- key: ncp.ini
path: ncp.ini

olZA WA A% HA Jetc/nsx-ujo HHEZ 7} ¢17] HdE&o] Hrh= @Ho] dFUG. 1 A,
NCP7} Q15A <k 7HQ] 715 @ L= o] F3st7] 913 Il AL = Jetc/nsx-ujo ot BT
T 7] Wil Q1A 2 il 1S AFRSked NSX-Tell 94Z2& = A Futt.

= OpenShift 3.10 S 2HE gadol=stAYg aA o] AL A3 FolH S-S FZ3H4A

@)

.

= OpenShift 3.10 F82Hd 2E = 08 A4S 2F ok Pt AuE
oA == 74 W FAE AgEck FUn.

m oHlEZ] T2AE 3U9 [nodes] ZLFd FoH RE T AE

.

= Ansible Z# o] &4 OpenShift FH2HE dagel=std HEH A 4o EAst 4=
R%H=UT. Open vSwitch #71A| 7} SR /A A A == Open openshift-ansible #7%
&0 3 X] (https://github.com/openshift/openshift-
ansible/pull/8016/files#diff-2386e21861da3f95091dbb27d72ca366)& F7}3ll ok
Eash=g

i)
fol
[>
fm
%
e,

i

wE 3§ ol Bk F
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OpenShiftg& NSX Container Plug-in - A 2 #g] 7tel=

i

®  OpenShift 3.10%H = kube-proxy”} openshift-node A 8] =04 DaemonSet® ©| &3]
FUTE oAl § o] 7|EAH oz A FHA] ZFYTh kube-proxy s 522 AlAEtE W ohS

9AE S P (openshift-ansible Bl XA E2] 7} EA = ATt 714 3.
®  openshift-ansible A EZZE o] F3laL [defaults] oFelollA TS A4 T,

library = roles/lib_utils/library/

. ZYol s dHUE A T d&o] XFH create_proxy.yaml Fd-E AU
- import_playbook: byo/openshift_facts.yml
- hosts: masters
run_once: True
roles:
- kube_proxy_and_dns

= ZEelESs AddY

ansible-playbook -i hosts playbooks/create_proxy.yaml

v
)y

A¥ Aglo] AAPLL GehlE ©F HAAZ BABUL. o8 @ HAAE FAE 5 9l
%

E_Hi‘ | %=1
Ut} oc get po —-al |-namespaces W ® = A3 sl AxE g 5 JdHFUY.
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ol wet Aol NCP A

-T Data Center CNI =& 291 A%

®  QOpenShift == g NSX-T Data Center HHEHZ T4
B NSX x=E do]dE A3

®  nsx-node-agent-ds.ymle] ncp.iniel tg Configmap

m  NSX-T Container Plug-in A=

®  ncp-re.ymle ncp.inicl th3k Configmap

NSX-T Data Center CNI S2]2¢ 23]
NSX-T Data Center CNI &2 2912 OpenShift ==of Ax]&foF gt}
Az}

1 Linux BiXol] A3 A3 gd S g2 =3t}

%

3 o] Z£ nsx-cni-1.0.0.

=3
2 19ANA BdE2Ed rpm FLS AAFYT},

Z#1219] /ODt/Cni/bin0ﬂ A28 Yth. CNI 74 39 10.net.conf”} /etc/cni/net.dol] EAME
Ytk rpm Fx9 Zealled tie 74 3+ Jetc/eni/net.d/99-1oopback.conf= A X T},

o

0. xxxxxxx=1.x86_64. rpmA U . oI 7]A] xxxxxxx= BE HadYy

OpenShift =Z¢j] 3 NSX-T Data Center YIEHH F

A

o] A ]/\ = OpenShift pt2E 2 Al4E == tigk NSX-T Data Center IEHA S +

ox
ol
i
fr
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NSX Managerel Z :==% RHEL Container OS F+8 22 T=3dlof Fut}. o] =29 #a] A4
o] ~& OpenShift FH2HE 7F4A71& d AH42 & glom NSX-T Data Center =2 3
A gle & dFUH. 78 QIH ol ~s =0 tig YMIEYA S AlFst NSX-T Data Center
sjE g glojol gyt

A% A% wsde 0ed 2 Bast slolok #ut,

{'ncp/node_name': '<node_name>'}
{'ncp/cluster': '<cluster_name>'}

et

4w 4

NSX Manager GUIIA slBE > =2 o] F3te] OpenShift ==0 tigh AF == T

AFY T
OpenShift == o] o] MZA =W ncp/node_name Bl 15 ddlo] Edla NCPE thA] Al &8 of gy
o o3 BE S AHES == o &8 VM-S F dFUT

oc get nodes

NCP7} A3 B¢t S8 AHd === F718tE 2% oc cluster add M8 S A33sl7] Ao A%
Lo B8 Frbelol Iyt 2% o Al o YES A dAde] A HA LFUth Bt
AZLJAY FFE A g A wet EAES 2 S d5UY.

= A% o] £ukE 98 48T

= NCPZ o] A& Y,

NSX XX oo]HE A
NSX = oo]dExs 7 x=71 F 719 Ag ey & Adst= DaemonSetd Yttt shue] A oY
£ 32 Agoly WES A E o] 22 Belets NSX == do]AES AgFyt}, o] do]dEE
CNI =829 % Kubernetes APl A8 ¢ A5 ZHg3hyct. o2 AgolyEs F8~H IPE £= |P
= W3lslo] Kubernetes Al ~ F43E F8stE 9w 99d3tE NSX kube-proxyE 2 a gt
Ut ol 92=E" kube-proxyst €43 715S F+@FUH
Az}
1 NCP Docker °]nA| & t}&2 =38},

Y o] F2 nsx-ncp-xxxxxxx. tar YU T, o3 714 xxxxxxxE L= HEdy )

2 NSX == oo]HE DaemonSet yaml| €1Z2 & &2 =3t}

Y o] 52 nsx-node—agent-ds.yml YU t}. o] BtLd S HAHSA Y =8 o] oA = AFgE
AFYT.

3 NCP Docker oA & o]n|%] HA|~Eg] o] R=gHT}
docker load -i <tar file>

4 nsx-node-agent-ds.yml= H|R U},

om A o] F& 2EH o|v|A 2 MAFYT
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g3t ol WA

[coel
node_type = 'BAREMETAL'

[nsx_node_agent]
ovs_bridge = 'nsx-managed'

e 2o 4 Al AT,

securityContext:
capabilities:
add:

- NET_ADMIN
SYS_ADMIN

- SYS_PTRACE

- DAC_READ_SEARCH

# For BMC usecase

- DAC_OVERRIDE
volumeMounts:

# mount nestdb-sock for baremetal node

- name: nestdb-sock

mountPath: /var/run/vmware/nestdb/nestdb-server .sock
volumes:

# volume for baremetal node

- name: nestdb-sock
hostPath:
path: /var/run/vmware/nestdb/nestdb-server .sock
type: Socket

B3 yaml Aol A nep.iniol tall A4 ¥ ConfigMap©l ReadOnly EFC 2 rlEEH ==
A3 oF Ut T2 =38 yaml 39 o|n] o] AlFS 7hAIH WA A = <k HYT

5 U3 H# S AE3ste] NSX == o] HdE DaemonSetS A4 Ft.

oc apply —f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml®] ncp.ini°l tHE Configmap
AZ yvam!| 39 nsx-node-agent-ds.yml ol & NSX == oo]dAES] 4] 5} nep.inidl that
ConfigMape©] Z&5 o 35Ut o] ConfigMap Aol =& do]dE X AL} A3 &
el Ag e 4= e wisl WgrF 2E o] dFy
23t ME nsx-node-agent-ds.yml ol & B nep.ini FE7F £3HE o] A5t

# ConfigMap for ncp.ini

apiVersion: vl

kind: ConfigMap
metadata:
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name: nsx-node-agent-config
labels:
version: v1
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something Iike '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy. log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsx|ib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT

VMware, Inc.
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# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm |iveness based
# on this value.

#hear tbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service [P from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <por t>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s AP| server.
#client_token_file = <None>

client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
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# with the k8s AP| server. It must be specified together with
# "client_private_key_file"
#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent ]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.

# |f not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in 23]

NCP(NSX-T Container Plug-in)= Docker °|P|A 2 A|FHUT. NCP= ¢1Z2} AH| 2§ =

oA Aaslolok Tt vhaE msdA NCPE d8ste Ae AFslA e,

1 NCP Docker ©|P[A & &2 =3,
L o] F2 nsx—ncp—xxxxxxx. tar QY TF. o714 xxxxxxxE HE HTdY}.
2 NCP ReplicationController yam| €1 23S th+2 =3t}
7 o] F2 nep-re.yml YU o] LS AYSAY "HEE L oA = A}

oo
m°\'
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3 NCP Docker oJu[A| & o|n|#] #A]2=Ee]d] 2=

docker load -i <tar file>

[coe]
node_type = ‘BAREMETAL’

olnlA] o] gL REg ojulx = WAL}

nsx_api_managers "7 WS AP FUnt. o] del~e @Y Kubernetes == S8 2H 3
d NSX Manager S12E 25 A4t} o:

nsx_api_managers = 192.168.1.180

ol [nsx_v3] AAo] w7l M4 ca filed A AUt o] g2 NSX Manager AH <l
S 18 gelste ol A8 CA s gdolojof Yt A slx] dow Alxdl £E CAZ} AH&
Hy .

NSX-T Data Centerel]l 3t Q152 ¢J3l wi7) W= nsx_api_cert_file &
nsx_api_private_key_fileg *%gt},

nsx_api_cert_file= PEM @22 Z&lo]AE QlFA Fdof gt AA 22U}, o] Lo v
£ o5 Zolol It

—~

A A

ol

I

nsx_api_private_key_file= PEM @ 2] 9] Zeto]AE 7l 7] ol tigh A Z =Y}, o]
o] &2 thx3 Zolok .

fr

EEZH7F NAT R AYPHEZF A = 4% w7l ¥4 ingress_mode = nat&

Y= =24 29X9 IP £S04 &dE ZE A Byl AFEH
715 AFEee ™ [nsx_v3] A Ao A subnet_prefix %4 S o] EgY ).

3 yaml LA nep.inicl ta]l A E ConfigMap©l ReadOnly EF2.2 rl2EHEE
A af ok Ut thE2 =38 yaml 32 o]n] o] AbkS ZhAIW WA A = <k HYT
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5 NCP ReplicationControllerE 34 g4t}

kubect| create —f ncp-rc.yml

oEL

Kubernetes APl AW o] that o F HTTP A28 do] Kubernetes g8l&29 &
E‘%Fﬁaﬂ‘%r/} APl A8 o == YEY A Fo & Qe NCPe TCP & E*Xﬂﬂ

F7] oM EZ

LASHE 2 NCPE ThAl Al &bste] AP AWl tiek A2 & oAl AR o gyt 12ix] gFow
NCP7}F A ol E% 201 a4 E3hy .

NCP ReplicationController®] &% fH¢|E Fel= AEo|Y S2EE AFHHA A 2. &
2EES ARHSH AFEE Fol NCP 2= 27071 A3E = AdFYth o] 4§ th=S Fdgu

= NCP ZE % 32 23tk o= A AAFE BAglsU o2 59 &3 2y
oc delete pods <NCP pod name> -n nsx-system
n AT o] A psx-systems AAIFU T o & B9 v 25U

oc delete —f ncp-rc.yml -n nsx-system

ncp-rc.ymle ncp.inidll & Configmap

AZ YAML 3 nep-re.ymlel& 74 3+ nep.iniol & ConfigMapel Zg=o] JHFYt. o]

ConfigMap AAel= o] Ao Aid = NCPE 2A5t7] el A slioF st mi7) W7t £

ool et

g2 =3t= A Z nep-re.ymlol= B nep.ini A E7F 235 o] lFY T

# ConfigMap for ncp.ini
apiVersion: v1
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: v1
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
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#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy. log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsx|ib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend

#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
node_type = BAREMETAL

ha]

NCP High Availability configuration options

H OB H

# Time duration in seconds of mastership timeout. NCP instance will
# remain master for this duration after elected. Note that the hear tbeat
# period plus the update timeout must be less than this period. This
# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9
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# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm |iveness based
# on this value.

#hear tbeat_period = 3

# Timeout duration in seconds for update to election resource. |f the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <por t>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s AP| server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:

# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork
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[nsx_v3]

#

# From nsx
#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_address1>[ :<port1>],<ip_address2>[ :<port2>], ...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager .
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager .
# (integer value)
#http_read_t imeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)

#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2
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# Maximum number of times to retry APl requests upon stale revision errors.
# (integer value)
#retries = 10

# Subnet prefix of IP block. IP block will be retrieved from NSX APl and

# recognised by tag 'cluster'.

# Prefix should be less than 31, as two addresses(the first and last addresses)
# need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx Ibs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#l1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#1b_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECT ION/ IP_HASH/WE | GHTED_ROUND_ROBIN
#pool_algorithm = 'ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge WM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

f#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer .
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer .
# Accepted values:

# 'source_ip'

#14_persistence = <None>

# Name or UUID of the tierO router that project tier1 routers connect to
#tierO_router = <None>
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# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VWMs must join this transport zone

#over lay_tz = <None>

# Name or UUID of the NSX Ib service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. |f name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. |f specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules

#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewal | _section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewal | _section_marker = <None>
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2= way 74
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IP7} &5 ®E YT}, loadBalancer IP 7FZ o] Blo] glow |P7F AFg A7} A St 5 [P E20A] a9

Hu.

NCP 2.3.15%E = loadBalancer [Pl A] 2|3t I[P Zof Bl {"ncp/owner": cluster:<cluster>}7} L
ofof gt}

NSX-T Data Center 2= WA E A3l ™ NCPolA 2= WHAS LA oF gy},
ncp_rc.yml LA 5 ST

1 use_native_loadbalancerZ True® A% gt}

o |m rr

2 pool_algorithm= WEIGHTED_ROUND_ROBINS. &= A7 3k}

3 Ib_default_cert_path % Ib_priv_key_pathZS 77z} CA A E A4 3d 2 7ol 7] gde
AA A2 ooz AFFULt. CAAHE ASHE AP AZE 2aYEE ©
AlQ, 3 71E Q154 2 712 NCP 2o nfLEZ Yt AA g &< o}
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4 (A9 A1) |4 persistence 2 |7 _persistence "7l WS AL&3te] x| &5A A S A F g}
AZF 4 AEA el E 22 IPE AR AFEE & AdFU AlFE 7 A dale F
7] 2 22 |IPE FAE AHEE $ JdFYT 71 EEE <None>d Ut} d S 59 o3 25y
=3

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

|7_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

I4_persistence = source_ip

5 (A¥ Al3}) service_sizeS SMALL, MEDIUM =& LARGER A3 &y}, 71¥ 3k SMALLY Y t}.
6 OpenShift 3.112 23 3t= AF OpenShiftollA LoadBalancer A1 =) |IPE & datx] &
TE U5 S Fd8or Y.
B /etc/origin/master/master-config.yaml 22| networkConfig o}l A
ingressIPNetworkCIDRS 0.0.0.0/32=% A% gt}

= TS gRE ARES] API A FAEZ S TA AEY

master-restart api
master-restart controllers

3 74]% 92 AZ 7 22 UAME & o 14 6} 7d9- |4_persistence =& |7_persistence =
S e F 7R B5E source_ip® AT 4 JATE 14 _persistenceE source_ipzE A A3l
|7_persistenceE cookie® A& F+= UFUTH. AF=E 4 _persistenceE source_ip=,
|7_persistence= cookie® A% 3t 7% LoadBalancer AH| =& #5351 sy, A2 2 s)
g F2 2]ase LoadBalancer B A5 2HA|5 L, X &4 A3 S WAHSI, NCPE thA] Al 7
3 & A gla~9t LoadBalancer A8 22 thA] A ) oF g,

AZ 7 2= ¥AA 4

o2 YAML L& AF 7 2= HHlA S A Fste F 7R B4 A EE2 (tea-rc 2 coffee-rc) ¢}
5 7FA Ml (tea-sve ¥ coffee-sve) ¥ F 7FA] 298 (cafe-route-multi ¥ cafe-route)=

T

# RC
apiVersion: vi
kind: ReplicationController
metadata:
name: tea-rc
spec:
replicas: 2
template:
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metadata:
labels:
app: tea
spec:
containers:
- name: tea
image: nginxdemos/hello
imagePul IPolicy: |fNotPresent
ports:
- containerPort: 80
apiVersion: v1
kind: ReplicationController
metadata:
name: coffee-rc

spec:
replicas: 2
template:
metadata:
labels:
app: coffee
Spec:
containers:
- name: coffee
image: nginxdemos/hello
imagePul IPolicy: |fNotPresent
ports:
- containerPort: 80
# Services

apiVersion: vi1
kind: Service

metadata:
name: tea-svc
labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: http
selector:
app: tea
apiVersion: v1
kind: Service

metadata:
name: coffee-svc
labels:
app: coffee
spec:
ports:
- port: 80

targetPort: 80
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protocol: TCP

name: http
selector:

app: coffee

# Routes
apiVersion: v1
kind: Route
metadata:

name: cafe-route-mult

spec:

host: www.cafe.com

path: /drinks

to:
kind: Service
name: tea-svc
weight: 1

al ternateBackends:

- kind: Service
name: coffee-svc
weight: 2

apiVersion: vi1
kind: Route
metadata:

name: cafe-route

spec:

host: www.cafe.com

path: /tea-svc

to:
kind: Service
name: tea-svc
weight: 1

7t AR

HTTPS E#l ol Edge £29 A48t}

ofdeste a9 wHolo] X YF YT o= E°] wildcardPolicy”t 3] EWIle s A3 E1 &
2~E o]Eo] wildcard.example.come. & A = x example.comol] 3+ ZE Q3 o] Al gy},

ZAnE oz e g8 oMEV AelH = T NCPAlA «/77F 2Asid &8 YAML
Hd & 3 SH gl AAE AR o oAl A s oF gt

NCPE Hdado]|2EE2 T 2E o]l& AFHAS A &34 gHyh

Kubernetes &8 ~H %3 3t} Loadbalancer A1 =71 A1 484t}

NSX-T Data Center= ZF LoadBalancer AH| A~ X Eo] 3] AlF 4 2= WHA 7 A
o} =& AU, TCP UDP7F 5% A8 Yt}

NSX-T Data Center 2= WA= tpekst A7 2 AlFE Y. NSX-T Data Center 2= ¥
A FAA 3k A &S NSX-T &g 7ol =2 FxsH4A Q.

o
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275 NSX-T Data Center 2= WA= o5
= NSX-T 7 A 1070

= NSX-T & 1070

= NSX-T & 9§ 3074

®m | oadBalancer AH] =& X E 87

o

Al

o,
ot
A
Au)

= |oadBalancer /¥ % 298
» | oadBalancer A4~ 4 g}
3t 72 NSX-T Data Center 2= WM E 43S A 4dy.

= NSX-T 7} A1¥ 1007H

= NSX-T & 10074

. NSX-T & 9is] 30070

® | oadBalancer A{H| =& ZE 987H

= | oadBalancer 4B~ B 298 2lixo] Hojd £E F 1007H
= |oadBalancer ARl B 298 gjaxrt Fxets 4 3 30070
2 NSX-T Data Center 2= Wa &= S ALYt

= NSX-T 7H& A 100074

= NSX-T & 10007}

= NSX-T # 91+ 300074

= | oadBalancer A¥]=8 XE 9987}

®m | oadBalancer AJH] 2~ ¥

n oW
—o
)
Ach
o
[>
=2
o,
1o,
i,
b
|
ofy
o
(@]
(@]
=

" | oadBalancer AH] 2 2

2 ANt 4AE F RS BUA 20E T4 $AS QujelEdte] WA & geh A
Ul & APIE 53 938 & 9gut

= NCP 2.3.17H= A% 4 2= WA 9 s A7) 24 o] A 8T, Kubernetes
LoadBalancer AH]| 27} A4 B FA o] F7F 73 Avi7E desta 7|E9 Al 4 2= W
Aol o] FE3A Fow ANEe AF 4 2= WA FARYY. £33 NCPE ¢ o4
7P A7 AA A e AF 4 ZE BAME AU o] 7T | EH R AIEIIEE
A7 =0l dHUtk. NCP ConfigMap©lA 14_Ib_auto_scal ing= false® A3 3ol ©] 7] A
SolA REH AT F AFUT. o] 715 AHEstE W NSX-T Data Center 2.3 ©]7<] ¥
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CA A9 AZAE A43tE A4S 2agE

olgf ~aYEE <filename>.crt E <finename>.key 3Ll 217 AZE CA AP E AS5A <} 74
715 AP genrsa BE S CA 718 A FUTH CA 71& ¢tEstalloF Tt aes256% 2
PE & AHgste] dos S ]%ﬂ%‘ AFU T

#!/bin/bash

host="www.example.com"
filename=server

openss| genrsa —out ca.key 4096

openss| req -key ca.key —new -x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/L=Palo
Al'to/0=0S3/0U=Eng/CN=${host }"

openss! req —out ${filename}.csr —new —newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/ST=CA/L=Palo
Al'to/0=0S3/0U=Eng/CN=${host }"

openss| x509 -req -days 360 —in ${filename}.csr —CA ca.crt -CAkey ca.key -CAcreateserial -out ${filename}.crt -
sha256

NCP E=o 712 %A % 7] uheE

Q1A et FRel 717 BAE T S AE VMO Jetc/nsx-ujo Tl E ] o A &3y AZA <} 7] vt
o] o]&o| |p-default.crt % Ib-default.key® 2tz A H Ut 718l S A~EQ s mpdo]
o mEEFEES nep-re.yaml = AHFYL. dE 29 g3 25U

spec:

containers:
- name: nsx-ncp

volumeMounts:

- name: |b-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/Ib-default.crt
- name: |b-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: |b-default-cert
hostPath:
path: /etc/nsx-ujo/Ib-default.crt
- name: |b-priv-key
hostPath:
path: /etc/nsx-ujo/Ib-default.key
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+4 g
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IP 22 i3t A% AR 2] P 2% o822 2U3T AL 9 2Uald A AR AT AR
9 Be 2aie] of IP 25 Audlg Felgd

IP 2%l & i el P 25< d9sm 3 > B2 Fes 2P

AEGo] ddd |IP E52 AAE F lFy

NSX Manager GUIYA IP &5 A B4 B7|

=
NSX Manager GUIA IP E52 ABY S &  dFUT. NCPE AXAsta A3 o|Foll= IP
E5 ANBUS FIEsHAY AAeA] e Aol FH5UT

1 B&-$AdA NSX Manager(https://<nsx-manager-|P-address-or-domain-name>)°ll Z191%
.

2 YEYA > IPAMOZ o] F3h T},
71E IP E5 53o] BAIEYT

4 ARy Y

CIF 92 =938 T E

CIF (el QlElslo] 22) & =24 TEd 429 ool WE D Aeldo] 2Tt
olel¥ LES CIF 94 =eld LEata Futh
C

NSX Manager GUIdlA

tllo
iy
w©
oot
T
o

CIF 92 ==|3 XE 3g

HESA > 29 > LEZ ol F 1
Ytk CIF 94 =214 ZE9| 94 JHE liﬁ%‘ﬂ OLE K H
Hatol 4709 &, = ha], [2UE], [#2]] 3 [#4d]e] e F& 9Y =
Yot 3 29029 B =24 LEZF ZAEYE. 29A] LEC] g AA g 82 NSX-
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EECER-AS SRR
e =7 CIF 92 =94 xES A ddUt}. o2 g =l gk 2pAl g W& NSX-T &g 7t

u
_|
3
N
o
o
-
o
<

. Agolyo] Ads e =214 29x LE GRE AE3E 4143 94 XE v]gdgo] XYY
b ZAGE U 82 NSX-T #e] 7lol=e] "X E nlgfd A8 22y o|dl"s 34 Al L. 3t
A%t CIFE VIF £Ed n8 & 715 Manager UIE Sa A 99 g5yt

EEAAM v B S AYste] CLI ZEZES #AT F= 5yt
kubect!| exec —it <pod name> nsxcl i
¥ 6-1. NCP ZHlo|ve] CLI ¥
3 )
2 get ncp-master status
2 get ncp-nsx status
2 get ncp-watcher <watcher-name>
2E get ncp-watchers
2E get ncp-k8s-api-server status
3 check projects
e check project <project-name>
Al get project-cache <project-name>
Al get project-caches
A get namespace-cache <namespace-name>
7N Al get namespace-caches
7N A get pod-cache <pod-name>
Al get pod-caches
WA get ingress-caches
7 A1 get ingress-cache <ingress-name>
7 Al get ingress-controllers
Al get ingress-controller <ingress-controller-name>
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F 6-1. NCP Zelo]je] CLI H3 (A)

4 %%

Al get network-policy-caches

Al get network-policy-cache <pod-name>

A4 get ncp-log file <filename>

A1 get ncp-log-level

A set ncp-log-level <log-level>

214 get support-bundle file <filename>

A get node-agent-log file <filename>

A get node-agent-log file <filename> <node-name>

£ 6-2. NSX == oo]HE Adlo|qe] CLI B
K

# e

2E get node-agent-hyperbus status

Al get container-cache <container-name>
7N Al get container-caches

¥ 6-3. NSX Kube Proxy ZAslo|ye] CLI 93
33

¥ 3%

3 get ncp-k8s-api-server status

S get kube-proxy-watcher <watcher-name>
2 get kube-proxy-watchers

el dump ovs-flows

NCP ZH|e|ve] el &
= NCP vt2H 9] 8 #A|
get ncp—master status
o :

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83eh1-b8dd-4e74-c71c-cbb7cc9cacic
Last master update at Wed Oct 25 22:46:40 2017

= NCP¢ NSX Manager 719 92 A& %4

get ncp-nsx status

VMware, Inc.
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o

kubenode> get ncp-nsx status
NSX Manager status: Healthy

n FAL v el s, 2= 9 MB] 2o thgE A AL AdE A

get ncp-watcher <watcher-name>

get ncp-!

od 1:

watchers

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

o 2:

kubenode> get ncp-watchers

pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 1 (in past 3600-sec window)

Total events processed by current watcher: 1

Total events processed since watcher thread created: 1

Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST

Watcher thread status: Up

namespace:

Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 2 (in past 3600-sec window)

Total events processed by current watcher: 2

Total events processed since watcher thread created: 2

Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST

Watcher thread status: Up

ingress:

VMware, Inc.

Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 0 (in past 3600-sec window)

Total events processed by current watcher: 0

Total events processed since watcher thread created: 0

Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST
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Watcher thread status: Up

service:

= NCPs

Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 1 (in past 3600-sec window)

Total events processed by current watcher: 1

Total events processed since watcher thread created: 1

Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST

Watcher thread status: Up

Kubernetes APl A 7te] A2 ZFe] A

get ncp-k8s-api-server status

o :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

0= 3
u -

[kl

RAE Ee 54 Z2AE <

check projects
check project <project-name>

o :

kubenode> check projects
defaul t

Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-€a8954b4f327 is missing
Switch 40a6829d-c3aa-4e17-ae8a-7f7910fdf2c6 is missing

nsi:

Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-€a8954b4f327 is missing

Swi

NCP #

tch 40a6829d-c3aa-4e17-ae8a-7f7910fdf2c6 is missing

Hlej o] A HH

n ZRAE e Udzolzdd e HF A 7HH 7]

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

VMware, Inc.
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o

kubenode> get project-caches
defaul t

logical-router: 8accc9cd-9883-45f6-81b3-0d1bh2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ab1c5b09-7004-4206-ac56-85d9d94bf fa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-abe3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dch92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ab1b3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d11b2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
defaul t

logical-router: 8accc9cd-9883-45f6-81b3-0d1bh2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ab1c5b09-7004-4206-ac56-85d9d94bf fa2

VMware, Inc.
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subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-abe3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-a131-649f10f7c815
ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ab1b3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache defaul t
logical-router: 8accc9cd-9883-45f6-81b3-0d11b2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb—-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

o gk Y Al 71HA 7]

get pod-cache <pod-name>
get pod-caches

o :

kubenode> get pod-caches
nsx.default.nginx-rc-ug2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False

ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vian: 1

nsx.testns.web-pod-1:
cif_id: cel134f21-6beb-43fe-afbf-aaca8cO6b5ct
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24
labels:

VMware, Inc.
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app: nginx-new

role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fc1-aabdc32ecaf8
vian: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1{01937
id: 1c8b5c52-3795-11e8-ab42-0050560198 b
ingress_control ler: False

ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vian: 1

= HEYI FA A Ee 5 UENT ZH AN 7HH 7]

get network-policy caches
get network-policy-cache <network-pol icy-name>

o :

kubenode> get network-pol icy-caches
nsx.testns.al low-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-ce1ch9c8aal0
np_except_ip_set_ids:
np_ip_set_ids:
14171825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: ¢8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170e1550eee4afc0af065b78cda302a97674¢c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
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key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fcc1abac51f1

kubenode> get network-policy-cache nsx.testns.al low-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-ce1cb9c8aal0
np_except_ip_set_ids:
np_ip_set_ids:
14171825-f1a0-408f-bbd9-bb2f 75044666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170e1550eeedafcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: edea7b8d91c1e722670a59f971f8fcclabach1f1

NCP Zelolv 2] x| 37

= Opd AL NCP A HE A%
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AV

A1 MELS ol Eo] tier:nsx-networking?l X=°] BE g oo tigh 21 A2 4
o HE gode tgz gro g Fo] 9o CLI 7]1E Y A#4 e

2] /var/vmware/nsx/file-storedll A7¢g Ut} CLI file-store W@ = Al&ste 5 d=
Aol Bl JAFE & SlFU T

gy

O:

2

rﬁ

get support-bundle file <filename>
o :

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

= T Ao NCP =2 A%

213 3L tgz A2 CLI 71% 9 A4 dd & /var/vmware/nsx/file-storedl A %4
yrth. CLI file-store W& & A&ate] RIE 3d-& 94 Alo] Eof] B4 4 lFy

get ncp-log file <filename>
o :

kubenode>get ncp-log file foo
Log file foo created in tgz format

n g AFad kE ColHE 2 A%

sl e e RE 229 & oolHE 22 AFIYUT. 20 tgz 222 CLI 7%
A A4 tlAED] /var/vmware/nsx/file-stored] AFHB YTt CLI file-store & # < AL-&3}
o HE Fds 94 Aol Eo A 4 lFU

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

o :

kubenode>get node-agent-log file foo
Log file foo created in tgz format

s 20 5F e % 8Y

ALg 7F538r 21 4258 NOTSET, DEBUG, INFO, WARNING, ERROR & CRITICALSI Y T}.

get ncp-log-level
set ncp-log-level <log level>
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o

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX = do]HE Zeo|t]e] e H7

=]

m o] =9 & oo]HES} HyperBus Alele] 4 Al

get node-agent-hyperbus status
o

kubenode> get node-agent-hyperbus status
HyperBus status: Heal thy

NSX k& do]HE Aol 7|A] » =]
B NSX =& do]HE ZAHe|H e Ul FNA] 714 7]

get container—cache <container-name>
get container-caches

od 1:

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vian_id: 104

o 2:

kubenode> get container-caches
cif104:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlian_id: 104

NSX Kube Proxy As=o]ye] Abel = =]
A7 %

»  Kube Proxy$ Kubernetes APl AH 2t<] S Bl

=3

Al

get ncp-k8s-api-server status
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o

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Heal thy

. Kube Proxy ZAIAF A EA]

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

o 1:

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

o 2:

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

B LToA QVS T B

dump ovs—flows
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o :

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0 actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1, tp_dst=443 actions=mod_tp_dst :443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100, ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=90,ip,in_port=1
actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

2H FZ= a4

NCP0OO00O01 A5 74

NCP00002 Z718} Ao

NCP0O0003 A5E A

NCP00004 ZA5E o E
NCP0O0005 ASAME 2 F s
NCP0O0006 EFS e Fols
NCP0O0007 AHEE NSX +4
NCP00008 ZA5E NSX "z
NCP0O0009 NSX 14 415
NCP0O0010 L= s 2E T gle
NCPOO0011 ARE & =24 29%] XE
NCP00012 29 VIF fdHlolE A
NCP00013 VLANe] =5 A&
NCP00014 VLAN gg] 2 A3
NCP00015 IP Zo] 2% 2184
NCP00016 P d8 2 A
NCP0O0017 IP £E50] 25 Al&4
NCP00018 IP e A 45
NCP0O0019 P A Bl AFA] 45
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o5 2E

NCP00020 P = 44 A9

NCP00021 IP & 2t 413l

NCP00022 =4 geEH A A
NCP00023 =4 g9H duolE )
NCP00024 =24 g9H A4 A
NCP00025 e A 2903 A4 A
oF F=E A4

NCP00026 =4 294 guolE )
NCP00027 = A 29 A A
NCP00028 =ed geH £E Y4 A9
NCP00029 =24 g$EH TE Ak A
NCP00030 =gl 292 XE A A
NCP00031 E=2A 294 LE YuolE A
NCP00032 e A 293 LE 247 43
NCP00033 1EHZ A0S 2S F 9
NCP00034 wrahe g )
NCP00035 ey g)7] )
NCP00036 wale gle ol E Al
NCP00037 whahe] Ak 4
NCP00038 oe] 7o) Wy g 2y
NCP00039 NSGroup 44 4
NCP00040 NSGroup A4 419
NCP00041 PR A4 A0
NCP00042 IP A% ddlolE Aol
NCP00043 IP A AA A
NCP00044 SNAT 72 44 A9
NCP00045 SNAT 73 24| 49
NCP00046 ol HE APl 942 A3
NCP00047 o el A AL o9
NCP00048 2= WA AH 2 24 A
NCP00049 e WyA 7 A A4 A
NCP00050 2 WyA 7P A gfulolE A
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2 3= A

NCP00051 22 WA 7 A Akl A )
NCP00052 Ze Ay E Q4 A
NCP00053 2 WA Z qjdolE A
NCP00054 2 WylA F 2bA A
NCP00055 2 WA g g A
NCP00056 22 WHA g3 ol & A
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