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. Kubernetes Ul 2#eo] =2 749 W9 ncp/owner, Bl ZL: ns:<namespace_UUID>
B PCF 2219 4%: H: ncp/owner, Bl Z: org:<org_UUID>
o3 HWE T 3lUE AFESe] Uld adlo] A e 22 UUIDE 7HAE & dsY T

kubect| get ns -o yaml
cf org <org_name> --guid

ool 28k Al 2

7} glaE v UUIDE Aol §Uth L 2o tia) o8] /e 8as AT = 54y
=

B o]l B e g AR Y aHol A T 22 |PE AdYE & Bas ARG ol g
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Au|zel W SNAT IP & 74

Al 2o 2HE Fbskel Au] 2o Bha SNAT IP £S 748 + 94Ut & 59 083} 2
e,

oy

apiVersion: vi
kind: Service
metadata:
name: svc-example
annotations:
ncp/snat_pool: <external IP pool ID or name>
selector:
app: example

NCP 2.3.15%E & ncp/snat_poololl A A3k [P Zol Bl {"ncp/owner": cluster:<cluster>}7} )

olof Fuich.
NCPE= o] Au]2ze] tigt SNAT 135 FAZFUTH 1329 &2 IPE Wd=E ¥= JFdUch did
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= |P_POOL_NOT_UNIQUE - ncp/snat_poolollAl 21 g Fo] NSX Managerol|Al o2 &
Ehd U o

= SNAT_POOL_ACCESS_DENY - ¢ &2 g1 &9 23S Bule AH] 29 vl o]
27F dA oA EUT
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B (NCP 2.3.1 o|% &€g] 22 %) POOL _ACCESS DENIED - ncp/snat_poolel A =] gk
Zo| Bl {"ncp/owner": cluster:<cluster>}7} AU &2 A Bl &9 23S A%
M) o] id 2d o] 29 AA|SHA] LHU Y
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m AE]AZS FAIE7] Aol nep/snat_pooldl A HE Zo] NSX-T Data Centerd] o]lm] glojoF gty
o}
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NCP 2.3.2%8 = vl zso] 2o 45 Frbsto] vldzulo] o] that SNAT IP £ 7488 &
AU dE &9 ta3 25U

apiVersion: v1
kind: Namespace
metadata:
name: ns-sample
annotations:
ncp/snat_pool: <external IP pool ID or name>

NCPE o] vl z=slol 2zl B SNAT #2-¢ FAFUCH F2e) 22 IPE wd= 2= FFYY
o g IPE AP E 5 P ZdA &FH SNAT IPYdYtt. NCP7} SNAT 73S #4448 <
7F @At vl 23 o] 2o nep/error.snat:<error> FA o] F71EUY. gLy £ o {2 E
T dFYT

= |P_.POOL_NOT_FOUND - NSX Managerel4x SNAT IP & Z<& 4 gyt
= |P_.POOL_EXHAUSTED - SNAT IP #°] 2% A&=JAFHTH

= |[P_POOL_NOT_UNIQUE - ncp/snat_pool°llAl A7d & Zo] NSX Managerol|A o2 &
Ehd o
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= POOL_ACCESS DENIED - ncp/snat_poolellA] x]%&k |P Zof ej 1
{"ncp/owner": cluster:<cluster>}7} SIAY F2 &fA Hl7F &9 832 AF 5 dd =9

o] =9t LA BA] BFUT.
Tl ol et Al 2.
m FAo el SNAT IP 29 X3 & = AdFUt
= nep.inidlE SNAT IP & AF & a7t gl
®  ncp/snat_poololAl A3 IP Zo] B2 {"ncp/owner": cluster:<cluster>}7} 9lojoF gt}.

®  ncp/snat_poolol A A IP Zo v]e] A5 o]~ Bl {"ncp/owner": ns:<namespace UUID>}%= <)
< F IdFYT
®  ncp/snat_pool FAo] FEHE A Ud s ol ae FHaH dEd SNAT IP & AFEdY .

m FAE HASL NCPE v A&t & IP 22 WA 5 syt

PAS Appell di3t SNAT & 74

71E#4 o2 NCPE PAS(Pivotal Application Service) 222 93 SNAT IPS 743y}
SNAT IP & HE7F L4 manifest.xml& AF&3te] fEeAo)dS AT 2N JEA NS
gt SNAT IPE 74 & dsUTt. dE €9 v 254

applications:
- name: frontend

memory: 32M

disk_quota: 32M

buildpack: go_bui ldpack

env:
GOPACKAGENAME : examp | e-apps/cats-and-dogs/frontend
NCP_SNAT_POOL: <external IP pool ID or name>

NCPE o] sjZel7lo] el td SNAT #42 FAIUT. 74
SO IPE 9% 1P ZolA @9E SNAT IPAUT teol Felalin e,

B o Z g Aol o] FAE 7] Ao NCP_SNAT_POOLo] A& H Zo] NSX-T Data Centerol o1 ¢l
of g},

= ojZeAol e Ul SNAT F2e ¢4 £9% 240 tha SNAT F2 4 ¢9neh 2%
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n o ZeiAol e shbe] SNAT IPW Abgste] T4 & gttt
= NCP 2.3.2%HE 74< W33 NCPE thil Adste] 0 IP 22 W3 T & dav

PCF v A 3¢ it SNAT +A
PCF WA oM &= v F 7HA W 3 U2 SNATE 74 4 dHU.
o o Z Aol AS AT W manifest.yml oAl NCP_SNAT_POOLS 4 &y th.
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o 2 Eo] ofZgAo]Ae o] Eo] breade] L manifest.ymlo] T3 & H R} 35 o] Qlvia
7+ g ot

applications:
- name: bread
stack: cflinuxfs2
random-route: true
env:
NCP_SNAT_POOL: AppSnatExternal Ippool
processes:
- type: web
disk_quota: 1024M
instances: 2
memory: 512M
heal th-check-type: port
- type: worker
disk_quota: 1024M
heal th-check-type: process
instances: 2
memory: 256M
timeout: 15

OF WS AdFUT

cf v3-push bread

cf v3-apply-manifest —f manifest.yml
cf v3-apps

cf v3-restart bread

= cf v3-set-env %= AFE-3Fo] NCP_SNAT_POOLS 73 i th.
O HE S AddUh (A EFe Aol 49 o] 5ol app3eleta 7Hg 3.
cf v3-set-env app3 NCP_SNAT_POOL AppSnatExternal Ippool
(optional) cf v3-stage app3 -package—-guid <package-guid> (You can get package-guid with "cf v3-packages

app3".)
cf v3-restart app3

(Ae 213} (Kubernetes®t 31) utsld upx A4

E
Al &7 sl NSX Managero] 2918t Bk > BA4F vbsly > o
= 7 N AU

ncp.ini®l [nsx_v3] A4l bottom_firewall_section_marker 5413} top_firewal|l_section_marker &
e AAste] mbA wehd A S A4 YT
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Kubernetes 3t7 oA NCP 23

NCP(NSX-T Container Plug-in) & Ax|st21¥ vtxE 9 Kubernetes =29 74 24%
affof gt

B e s 35 23U

= NSX-T Data Center CNI 312 A X

= QVS AA 9 4

m  Kubernetes == gt NSX-T Data Center HIEH]Z +4
B NSX =& do]HE A

"  nsx-node-agent-ds.yml<e] ncp.iniel td Configmap
= NSX-T Container Plug-in A

®  ncp-re.ymlel nep.iniel g Configmap

m NCP XZo] PEMOZ I3 H A5A 9 79 7] v E
= NCP 2= Q154 3 vlEE

= Syslog 74

el AR

n yEYR Pghs 74 H

NSX-T Data Center CNI S22l Ax]

NSX-T Data Center CNI =2 1918 Kubernetes =0 AX]&foF ght}.

Ubuntu®el 29 NSX-T CNI 8 20& A3 AppArmor Z23+d U<l ncp-apparmor
7} Jetc/apparmor .doll SAE 1 =Y T AX] Aol AppArmor AH] A5 Aok s}

™ /etc/apparmor.d T E2] 7} lojof gy}, glod A7 Asjguct. o5 HE S A3ty
AppArmor EE°] AH&5 =2 dFE &0 & sy

o

r

sudo cat /sys/module/apparmor/parameters/enabled

s
J g

ro
i)
-
%2
oy
°
)

o HE S Adgste]l AppArmor AHI 27k Al E 9 =A] o F

sudo /etc/init.d/apparmor status
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it
N
o,
1
it
2

AppArmor A 2=7F A=A ke AdEjolA] NSX-T CNI &3 2208 AA|5tH 4
oh5 W AR 7F EA Y o

subprocess installed post-installation script returned error exit status 1
o] WlAIA = AppArmor ZEZHY S 2EdtE GAE A sty BE AX 9A 7} dEEYSS E
pRl=d

ncp-apparmor Z 23 uldo] £&H NSX =& o] HES AppArmor Z 23Ul node-agent-
apparmor & tH3-3F & Aol A docker-default T2 3} tpE Y},

= deny mount TFF o] AA=AFHTE.
= mount T2l F7IEAFU.
B UX network, capability, file @ umount 41o] F7F= A5t}

node-agent-apparmor T2 L o2 T autd 2 bl 4 HUth a8y 29+ o] & node-
agent-apparmor= NSX = oo]dEe] Ao A5 = nsx-node-agent-ds.yml 3t oA FxEY
o g2 229U 8 AL83sE %9 nsx-node-agent-ds.yml 3 2]
spec:template:metadata:annotations Aol 3= thx F&Ho| T2 o] 5 Ao FUt.

container .apparmor .security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

A%
1 Linux WEel 483 44 4 g ez=gin,

0. xxxxxxx=1.x86_64.rpm =+ nsx—cni-1.0.0.0.0.xxxxxxx.debJ
L7 xxxxxxxE UE WY

2 1A R ES rpm = deb Y-S AX Y

Z2#1900] Jopt/eni/binel AXBYTE CNI #+4 3+ 10-nsx.conf”} /etc/cni/net.doll HA}
HYT rome Fxz9 Z 2l gt +4 3+ Jetc/cni/net.d/99-1oopback.confX= A X] g
=3

OVS 4% % 74

Yl =9 OVS(Open vSwitch)E A A et +A4 Ut}
2%

1 Linux M=z 43 3d& gz=3yo,

Y o] Z-& openvswi tch-common_2.7.0.6383646-1_amd64.deb, openvswitch-datapath-
dkms_2.7.0.xxxxxxx-1_al | .deb 2 openvswitch-switch_2.7.0.xxxxxxx-1_amd64.debq Y t}. o1 7] A
XXXXXXXE B E Ha Ay},

2 1Al A TR =3 deb 3 & AU
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3 Ubuntu®l 3% o 98¢ dagste] OVS AY 25< ol 2=ghd
# systemct!| openvswitch-switch force-reload-kmod
4 OVS7} A3 FAA gl

# system openvswitch-switch status

g

5 br-int I=” 27} of2 A EA @ 5 A4

Y.

# ovs-vsct!| add-br br-int

o
b
r

= A 299X AA"E U EH A Aol ~(node-if) E br-intell F7FU .
# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

S Agste] ofportE &1}, ofport 1S A& & gloe™ OVSTt AFE 7h53 2
7] W Ed Y},

|

jm St

i olo

G
g

1o of,
o

# ovs-vsct| ——columns=ofport list interface <node-if>

ofport7} 10] ofy™ 1o we} NSX == dlo]HE DaemonSet yam!l 32 €] nsx_kube_proxy
A A ovs_uplink_port &4S AA gt

7 br-int ¥ node-if link Zej7} [2a]2AA] &g},

# ip link set br-int up
# ip link set <node-if> up

8 WESHNZ A Fd& dulolEsl] ARY T UESZ AHHA |2V} FFHEE U
Ubuntu® 2% /etc/network/interfaces® QU] Edta ths =2 F713y ).

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

RHEL®S] 7% /etc/sysconfig/network-scripts/ifcfg-<node-if>& fJHlo]Esla b5 =& F7}

gy,

ONBOOT=yes

Kubernetes =E¢]| 3 NSX-T Data Center W E Y]

o] A A= Kubernetes vk2E 2 nlyd =9 tjgt NSX-T Data Center I EHA S +4
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7z wEde Aol T /i UIEY A AEH o] 27} Slofof Ttk A HAl= #E] QIE o] ~%
NSX-T Data Center B8] & & U2 §lS F& AFUT. & dEH 25 =4 gt
WEYAS A Fsta, NSX-T Data Center siE o] glon v =24 ~Agdi% 3t =

A =9 Aol AZ2E Ut Kubernetes &8 A3l st #e] 9 = |P F271 898 7hs
ok gyt &l AE o] a9 L= Alo]o] F41E & NCPE dl A4 2 Vet #e] EgH S 3
43t DFW 73 & A5 o2 AATUT. NSX Manager GUIdA o] 3] AF FRE geled
T AFUT. o] A& WAFNAY AAEA = <k BT

== VMel izl Aeoly WEYA &2 A E vNICT == =84 29X AZ = A=A
Q18 Al &
wxo A ZHeolY EgF e AHg5 = vNICS VIF IDE NCP(NSX-T Container Plug-in)el
ol gyt el =2lA 29% TEd &= dad 22 WA oR Has A s oF FUT.

ot _I}L

e N

{'ncp/node_name': '<node_name>"'}
{'ncp/cluster': '<cluster_name>'}

NSX Manager GUIdA QulEz] > 7pa} A|&8l o2 o] F3le] == VMY =24 ~9% TES
28 4= FUt.

Kubernetes = o] &o] W7 %™ ncp/node_name Bl 1= YUulo]Esta NCPE thA] Al ZbsfoF &y
O O 98 S AMSsle] k= o] & JHA S AU

kubect| get nodes

A7) Aol =2

NCP7} A== s<t S8 2H o =8 Frtsts 73 kubeadm join "% <=
A Ado] A HA fsUt

2912 XE B8 FteloF Pttt 2284 oW A = U ES
B 7 AREAAY retE A5 o DAl whet fxﬂ:i:— A & dFUrh
n =g 29X XEO £l H1E A&

= NCPZ ohAl A1,

NSX XE do]|AHE AX]
NSX == do]dEE 7 =71 F 7he] Ad oy E Aasts DaemonSetd Y}, hue] Ad oy
E F2 Aoy MEYA o] A2 #Adte NSX =5 do]dEES AUt} o] oo|HEE
CNI 221291 3 Kubernetes APl A® ¢t 45 2-&dynt. & ZHelv e 28 2H IPE 2= IP
2 W3l Kubernetes AH] 2~ F43tE T33E M9 @93 NSX kube-proxyE 233t
Ut ol 4=E" kube-proxyst €43 7152 F+dIUTH
Az}
1 NCP Docker ©|uA] & 22 =3}

7 o] & psx-ncp-xxxxxxx. tar YU TH o714 xxxxxxxEe U= ¥ 59T},

2 NSX == o|o]HE DaemonSet yaml| 8128 & 22 =gt}

3t o] & nsx-node-agent-ds.yml 4}, o] FdS AFIAY B1Z2 Ao A2 A8 5
AHYY.
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3 NCP Docker oJu[A| & o|n|#] #A]2=Ee]d] 2=

docker load -i <tar file>

o
e,
o,
o
i
O

4 nsx-node-agent-ds.yml

ojmA] o] F& =¥ onA 2 HATYT.

Ubuntu®l 2% yaml ¥ AppArmorﬂ AFeE =2 Aot 7HE gyt AppArmor

JhgEES Aol A S sk o

d /sys/moduIe/apparmor/parameters/enableda olgtytt. AppArmor7t A&5 == A% 5o

917 oW et gol WA L

s O 22 AT 24 A

container .apparmor .secur ity.beta.kubernetes. io/nsx-node-agent: localhost/node-agent-apparmor

®  nsx-node-agent ZH oY % nsx-kube-proxy ZElo|H el thall privileged:true ©Fj ol

securityContext =& F71g4t}. o:

securityContext:
privileged:true

3 kubelete] hyperkube oA & At&-3t= ZH ol YelA] A== 4, kubelete] 4
Al ol #AGC] & AppArmorZt AFEEHA R AFE AR Buste Izl #4117t
AU yaml L& oA AFe A2 5L P2oz AAsof ),

3 yaml ddelA nep.iniol tisl ¥ ConfigMape] ReadOnly 522 plEER TS

AQefor Ut L2 =3 yam| L& ojn] o] AS AW WA E o BUt}
5 TS WE S AFE3te] NSX == o] E DaemonSets A g4},

kubect| apply -f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml2] ncp.ini°ll tHE Configmap

AZ yaml Y nsx-node-agent-ds.ymlollE NSX == oo] A E Q] 4] J‘r ncp.inicl et

ConfigMape®] &= slHUtt. o ConfigMap AAdde =X do]dE ]9 A&} A%
8l AP 4 d= w7l \E7F 23E sy
&2 8= MZ nsx-node—agent-ds.ymlol &= ThS nep.ini X 7 E£3F5 o] A5 T

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vi
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data:
nep.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something Iike '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy. log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsx|ib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT

# topology in NSX backend
#enable_snat = True
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# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm |iveness based
# on this value.

#hear tbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service [P from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <por t>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s AP| server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>
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# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent ]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.
# |f not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX-T Container Plug-in 23]

NCP(NSX-T Container Plug-in)+= Docker °|P|A 2 A|FHYTE NCP= JZgt Au] 2§ =
AN AP ojok dUth mlxaH =04 NCPE dddte A2 A=A &5

1 NCP Docker °olV[A & B&Z=dUH,

3 o] F2 nsx—ncp-xxxxxxx. tar GH T A 714 xxxxxxx= D= HE AT
2 NCP ReplicationController yam!| ®1Z3 & g2 =3},

Y o] F& nep-re.yml AU o] FLS APstAY FEE L] A2 AR F s
3 NCP Docker on|A & o|n]#] HA~Eg]o] =3

docker load -i <tar file>
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4 ncp-rc.yml S AFHFYT}.

nsx_api_managers M7} WS AU}, o] e~ @Y Kubernetes == F3 28 2 o
d NSX Manager S12H 22 AU}, o:

nsx_api_managers = 192.168.1.180

(e Abel) [nsx_v3] AAel w7/l W4 ca_files ATt o

7t SX Manager A1H <l
ME FQldte g AHeE CA HE ddolojof g}, dAstx] ¢

N
W A 2" FE CAZL AHE

o
T
o

NSX-T Data Centerell thgt A5 ¢13l w7l M4 nsx_api_cert_file ¥
nsx_api_private_key fileg A& gt}

o|\
e

A A BEAUT. o] g W

g

nsx_api_cert_file& PEM &2]¢] FgloldE <l U o

g-& 983} wojo} gt}

nsx_api_private_key_file2 PEM 32| Zeto]dE i<l 7] gt tigt AA A= UdYt}. o]
d o] &2 o3 Zotol Futt,

FAl AEZ 7 NAT BEoA AP s FAAE] = A5 w7l ¥4 ingress_mode = nat&
A7 Y},
ZNBAR o7 MBEY HFAL 24+ L= =214 29A9 P E5olA] &3E ZE AEYd ALEE

yo. g2 By 3715 AFEstE ™ [nsx_v3] AA A subnet_prefix &4 JdolEFY T,

3 yaml ddelA nep.iniol tis]l ¥ ConfigMape] ReadOnly EF2.2 plEER TS
A8l o YT, B2 =% yam| Y2 o|n] o] AbE 7AW WA s|A = <F YT

5 NCP ReplicationControllerE A4 g4t}

kubect!| create —f ncp-rc.yml
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#3  NCP7F Kubernetes APl A ®jell thak 47 HTTP 22 €] Kubernetes 22222 +1
F7] o MES RUHFAUTE APl A ol = HES A o2 Qlal NCPe TCP 42 A7t
BAEE A+ NCPE thA] AlzFste] APL Auo] thek AdE vha] AAaof Furt. 2ex] god

NCPZ} A} o|HIEZ Slsl#] Xy},

B S E Kubernetes =9 A o] #]
T =% QU ol EE tA] ddste] o]

T 7H—O/] NCP 3 7]— /\163 o]ﬂ_tﬁ{ 1—;].%% 2= E?}H\Z}
= NCP ZE % 312 AAFYTh ol 22 A4S E BAGFUS 8 59 a7 24U

olE
r/}
=Y YUolE T HHCY 32ES AFHAFUH.
]_
E

kubect| delete pods <NCP pod name> -n nsx-system
AT o] A psx-systems AAIFUTEH o & EW v 25U

kubect| delete —f ncp-rc.yml -n nsx-system

ncp-rc.ymlg ncp.inidl A& Configmap

AZ YAML 3 nep-re.ymlole 74 3+ nep.iniol & ConfigMapel Zg= o JHFYt. o]
ConfigMap A4 o]d A A g2 NCPE AX3t7] el A8 oF st v/l 47} &
= o] sy

dE2=3E AZ nep-re.ymlolE B nep.ini AEI7F £ H o dHUT

# ConfigMap for ncp.ini
apiVersion: v1
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: v1
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True
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# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy. log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsx|ib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the hear tbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm
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# liveness or fail before the timeout.
#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm |iveness based
# on this value.

#hear tbeat_period = 3

# Timeout duration in seconds for update to election resource. |f the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service [P from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <por t>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s AP| server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. |f set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
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# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx
#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_address1>[ :<port1>],<ip_address2>[ :<port2>], ...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager .
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager .
# (integer value)

#http_read_t imeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)

#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
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#redirects = 2

# Maximum number of times to retry APl requests upon stale revision errors.
# (integer value)
#retries = 10

# Subnet prefix of IP block. IP block will be retrieved from NSX APl and

# recognised by tag 'cluster'.

# Prefix should be less than 31, as two addresses(the first and last addresses)
# need to be network address and broadcast address.

# The prefix is fixed after the first subnet is created. It can be changed only
# if there is no subnets in IP block.

#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx Ibs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#l1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECT ION/ IP_HASH/WE | GHTED_ROUND_ROBIN
#pool_algorithm = 'ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge WM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

f#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer .
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer .
# Accepted values:

# 'source_ip'

#14_persistence = <None>
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# Name or UUID of the tierO router that project tier1 routers connect to
#tierO_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VWMs must join this transport zone

#over lay_tz = <None>

# Name or UUID of the NSX Ib service that can be attached by virtual servers
#lb_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. |f name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. |f specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules
#external_ip_pools = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewal |_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewal |_section_marker = <None>

NCP .= PEMo.2 2121 2134 3t shel 7 aheE

PEMOZ ez ® QA e} 7l 7
NCP Z =9 TLS T E

1T A4 = AL 7lel vigt TLS 955 AT
kubect| create secret tls SECRET_NAME --cert=/path/to/t|s.crt --key=/path/to/tls.key

2 NCP %= A% yamlg Qo] Este] ¢35 NCP 2= Algde] st 2 npe =gy,
spec:

containers:
- name: nsx-ncp

volumeMounts:
- name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert

readOnly: true
volumes:

VMware, Inc.
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- name: nsx-cert
secret:
secretName: SECRET_NAME

3 yaml LA nsx_v3 %4 nsx_api_cert_file 3 nsx_api_private_key_files dHlo]EZY

o},

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key

NCP ZEo] AFA 7L v E
wE e A zgld] 934 o] e A NCP 2= Agg gJule] Estel
o o

containers:
- hame: nsx-ncp

volumeMounts:

- name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"
mountPath: /etc/nsx-ujo/nsx_cert
- name: nsx-priv-key
# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

- name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
- name: nsx—priv-key
hostPath:
path: <host-filesystem—priv-key-path>

Syslog +A4

A" el rsyslog T+ syslog-ngt 2L syslog o] HEE g ste] NCP

29 235 syslog AME Bl F IFUT

o3 2 ol g Y. Kubernetes? 279 that &A1 g W &-&
https://kubernetes.io/docs/concepts/cluster-administration/logging

= NCP F+ nsx-node-agent XE=oj|A A== Aol =7} Ad oY E I
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B 2E 2Tt oX DaemonSet EAE A8}

Fxn Abol=gt Aoy WS AHEEH NSX CNI F8l28lo] ZEoA] A =A] ¢47] wfiof

2129l 21F syslog A E Bl 5 glsy

Syslog$ Ale|=5} AHlo|Y WA

NCP$ 543 ZEo NS syslogd Aol=vt AdolUE 4T 5 dth g Ao

A& syslog ol°]AE o]n]x] 7} example/rsyslogetal 714 &yt
Az}
1 3o 715325 NCP 2 NSX == do]HdEE F+A43T.

NCP % NSX == do]dES] yam| FdlA] log_dir mi7} HE4E A sta nE
AU dE 9 033 25U

(]
e

[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:
containers:
- name: nsx-ncp
volumeMounts:
- name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:

- name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

log_file Wi/ & At 2 9 o5& HAET & IdFUT. 712 ©] &2 nep. log,
nsx_node_agent.log 2 nsx_kube_proxy.logd YT}, log dir &
ZA72 433 hostPath £F =t emptyDir 255 84

Fueh,

o ooy

VMware, Inc.
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= A
== T

27} 93 AFEAF nsx-nepZt EAE AR

SAE 7
o BE e APPUY
mkdir -p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>
AHAE nsx-nepE FFEI AU ZAE AR REZ 7772 ARG

useradd -s /bin/bash nsx-ncp
chown nsx-ncp:nsx-ncp <host-filesystem—log-dir-path>

or
chmod 777 <host-filesystem—log-dir-path>

3 NCP xz=9] A¢F yaml 3L ollA syslog$ ConfigMapS F713Yth. o1& 94 th53

U,

kind: ConfigMap
metadata:
name: rsyslog-config

|abels:
version: vi

data:
ncp.conf: |
module( load="imfile")

ruleset(name="remote") {
action(type="omfwd"

Protocol="tcp"
Target="nsx.example.com"

}

Port="514")
stop
input(type="imfile"
File="/var/log/nsx-ujo/ncp. log"
Tag="ncp"
& 371
= o
v =

Ruleset="remote"
4 NCP Z=9 yaml 3L of|A| rsyslog ZH| |
2 9% 4 At AAY 2

Aeolvels 22

Spec:
containers:
nsx-ncp

- nhame:

- name: rsyslog

image: example/rsyslog

imagePul IPolicy: |fNotPresent
volumeMounts:

- name: rsyslog-config-volume

mountPath: /etc/rsyslog.d

VMware, Inc.
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readOnly: true
- name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo
volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

slog& DaemonSet EA] A4
des = NCP 74 a4 2o dudidd

AN ¢
2l S do

lu ?ﬂ o

OIU] 217} example/rsyslogeta 71 gy o}

A3

1 DaemonSet yaml| #+d& A3t & 59 th

apiVersion: v1
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx-ncp.conf: |
module(load="imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop

}

input(type="imfile"
File="/var/log/containers/nsx-node-agent-+.log"
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp—*. log"
Tag="nsx-ncp"
Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
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Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vibetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component : rsyslog
version: vl
spec:
template:
metadata:
labels:
component : rsyslog
version: v1
spec:
hostNetwork: true
containers:
- name: rsyslog
image: example/rsyslog
imagePul IPolicy: |fNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
- name: container-volume
mountPath: /var/lib/docker/containers

volumes:
- name: rsyslog-config-volume
configMap:

name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
- name: container-volume
hostPath:
path: /var/lib/docker/containers

2 DaemonSetg A4t

kubect| apply -f <daemonset yaml file>

M

dl: Ato]=7} Aol elA APs= 21 & F Syslog 74
1

+ AAe Atel =71 Aol o A das s 21 3 9 syslogE 7= TS BoAFUT
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mkdir /var/log/nsx-ujo

chown localadmin:localadmin /var/log/nsx-ujo

RE »==9] /var/log/nsx-ujo & Bl 3+ =1 &3S -

cat <<EQOF > /etc/logrotate.d/nsx-ujo

/var/log/nsx-ujo/*.log {
copytruncate
daily
size 100M
rotate 4
delaycompress
compress
notifempty
missingok

EOF

NCP EA| AEEH A4

NCPd| thgt ncp.ini JLS A

cat <<EOF > /tmp/ncp.ini
[DEFAULT]

log_dir = /var/log/nsx-ujo
[coe]

cluster = k8s-cl1

[k8s]

apiserver_host_ip = 10.114.209.77

apiserver_host_port = 6443

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin
nsx_api_password = Passwordl!

nsx_api_managers = 10.114.209.68

insecure = True
subnet_prefix = 29
[nsx_node_agent ]
[nsx_kube_proxy]
ovs_uplink_port = ens192
EOF
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= ini $LlA configmaps AT}

kubect| create configmap nsx-ncp-config-with-logging ——from-file=/tmp/ncp.ini

= NCP rsyslog #48< 443Ut

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController

# Correct kubernetes APl and NSX AP| parameters, and NCP Docker image

# must be specified.
apiVersion: vi1
kind: ConfigMap

metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf: |

module( load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/ncp. log"
Tag="ncp"
Ruleset="remote")
EOF

m 9 FAA configmap<S AA T
kubect| create -f /tmp/nsx-ncp-rsyslog.conf
= rsyslog Atel E7FE AMEste] NCP A4 HEEHE A

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vi
kind: ReplicationController
metadata:
# VMware NSX Container Plugin
name: Nnsx-ncp
labels:
tier: nsx-networking
component: nsx-ncp
version: vi
spec:

VMware, Inc.
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# Active-Active/Active-Standby is not supported in current release.
# so replica *must bex 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component : nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes. io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp

# Docker image for NCP

image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx-ncp:ob-6236425

imagePul [Policy: |fNotPresent

readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
secur i tyContext:
capabilities:
add:
- NET_ADMIN
- SYS_ADMIN
- SYS_PTRACE
- DAC_READ_SEARCH
volumeMounts:

- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo

- name: log-volume
mountPath: /var/log/nsx-ujo

- name: rsyslog

image: jumanjiman/rsyslog

imagePul [Policy: |fNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

- name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume
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# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config-with-logging
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

= 9] FACE NCPE B 3YT

kubect | apply -f /tmp/ncp-rc-with-logging.yml

NSX &= djo]HE DaemonSet B4
B T oo]HEd 3 rsyslog TS AT}

cat <<EQF > /tmp/nsx-node-agent-rsyslog.conf

# yaml template for NCP ReplicationController

# Correct kubernetes APl and NSX AP| parameters, and NCP Docker image
# must be specified.

apiVersion: vl

kind: ConfigMap

metadata:
name: rsyslog-config-node-agent
labels:
version: vi
data:
ncp.conf: |

module( load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop

input(type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"
Ruleset="remote")

input(type="imfile"
File="/var/log/nsx-ujo/nsx_node_agent . log"
Tag="nsx_node_agent"
Ruleset="remote")
EOF

VMware, Inc
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= Qo] FA A confignaps A FU
kubect | create -f /tmp/nsx-node-agent-rsyslog.conf
= configmap Ate] =712 ALE-3le] DaemonSetS A ).

cat <<EQF > /tmp/nsx-node-agent-rsyslog.yml
# nsx-node—agent DaemonSet
apiVersion: extensions/vibetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component : nsx-node-agent
version: vi
spec:
template:
metadata:
annotations:
container .apparmor .security.beta.kubernetes. io/nsx-node-agent: localhost/node-agent-apparmor
labels:
tier: nsx-networking
component : nsx-node-agent
version: vi
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-node-agent
# Docker image for NCP
image: nsx-ujo-docker-local .artifactory.eng.vmware.com/nsx-ncp:ob-6236425
imagePul IPolicy: |fNotPresent
# override NCP image entrypoint
command: [ "nsx_node_agent" ]
|'ivenessProbe:
exec:
command:
- /bin/sh
= =@
- ps aux | grep [n]sx_node_agent
initialDelaySeconds: 5
per iodSeconds: 5
secur ityContext:
capabilities:
add:

NET_ADMIN

- SYS_ADMIN
SYS_PTRACE
DAC_READ_SEARCH
volumeMounts:
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VMware, Inc.

# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
- name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
- name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
- name: netns
mountPath: /var/run/netns
# mount host proc
- name: proc
mountPath: /host/proc
readOnly: true
- name: log-volume
mountPath: /var/log/nsx-ujo
name: nsx-kube-proxy
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx-ncp:ob-6236425
imagePul [Policy: |fNotPresent
# override NCP image entrypoint
command: ["nsx_kube_proxy"]
l'ivenessProbe:
exec:
command:

- /bin/sh

= =@

- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5

secur i tyContext:
capabilities:
add:

- NET_ADMIN

- SYS_ADMIN

- SYS_PTRACE

- DAC_READ_SEARCH

volumeMounts:

# ncp.ini

- name: config-volume
mountPath: /etc/nsx-ujo

# mount openvswitch dir

- name: openvswitch
mountPath: /var/run/openvswitch

- name: log-volume
mountPath: /var/log/nsx-ujo

name: rsyslog

image: jumanjiman/rsyslog

imagePul [Policy: |fNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

40



Kubernetes % Cloud Foundry& NSX Container Plug-in - A% 3 #&] 7fo]=

- name: |og-volume
mountPath: /var/log/nsx-ujo
volumes:
- name: config-volume
configMap:
name: nsx-ncp-config-with-logging
- name: cni-sock
hostPath:
path: /var/run/nsx-ujo
- name: netns
hostPath:
path: /var/run/netns
- name: proc
hostPath:
path: /proc
- name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
- name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

" DaemonSetS A4}

kubect| apply -f /tmp/nsx-node-agent-rsyslog.yml

Bt 3 AR}
NCPZ v 28 o= Kubernetes® NSX-T Data Center &7 = th= B 3317 93 21 =
ste 2ol T8yt

4

NCP7} 38 xEolqe AP =S A

NCPE= NSX-T Data Center &g 5ol dA =g 4= glojof st X H Az} m=oAnt A3 x|
T5 Agteol Ut -3 HolEe AFESte] oled L= AT F UdFUY. 1Y us o]
o] &9] nodeSelectorS NCP ReplicationController AbeFoll & &afoF FUtt. o5 EW o3
25Ut

nodeSelector:
nsx-infra: True

Aozt 22 78 AU SS AHESHe] =20 228 98 5 JdFUT AAl e &2
https://kubernetes.io/docs/concepts/configuration/assign-pod-node =& F234 Al
(@]

..
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Docker Engine°] 41 vjz31x] &<l

Docker= B714 o2 Het o EE He2FUH. o] d du°lEE A &st7] A e Asstd

Azt Fdslok Gyt

A= 4 gle ZAdlelye] NET_ADMIN 2 NET_RAW 7|5 38 ¢+

3}
k=

Linux 7159 NET_ADMIN % NET_RAWE FAA7F L= HEY AE &4A17]+ d 482 &
AUt 22 = gl HdHolH e ol d F 7HA] 75 AMESHA RS sl oF . 7] E
Ao 2 NET_ADMIN 7152 A3 gl A olyd FoA=A] EFUn, L= Alko A HA o= A}
Sl s At AY AHolyE At REg AAst= A5 FYslor FUh. =3, A5 F gle
Adlold el 4 Adoly Ateke] SecurityContext A 2" 7] %5 &3] NET_RAWE A
st NET_RAWE AHE3HA] =5 A4yt d & 59 v 254t

i

securityContext:
capabilities:
drop:
- NET_RAW

43 7k A2 Aol

Kubernetes® RBAC(YS & 7]k A2 Ao]) APIE AF&3ste] A3 24 S el #Art F 23S

Ao FAT £ J=E Yt AAZ Y&

https://kubernetes.io/docs/admin/authorization/rbac ¥&<& ZZIAHA L.

At oz FY Ay T A= AT UE I A E

= AR AS AA A PSS ol o) HA A

O A Hel AFEYT).

Kubernetes APl EZ0] t3t dH 25 sd EFo] T3 X=2 A3},

= NCP ConfigMap % NSX APl S&to|dE AS5A Y TLS ¢z gt dM|~E NCP ==
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=

& dlAlE NCPel tl@ 8 2 o

&

HRIE S A ots WS ol FUH

# Create a ServiceAccount for NCP namespace
apiVersion: vi

kind: ServiceAccount

metadata:

name: ncp-svc-account

namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vibetal
metadata:
name: ncp-cluster-role
rules:
- apiGroups:
- extensions
- networking.k8s.io
resources:
- deployments
- endpoints
- pods
- pods/ log
- namespaces
- networkpolicies
# Move 'nodes' to ncp-patch-role when hyperbus is disabled.
- nodes
- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
- watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to v1 while using OpenShift
apiVersion: rbac.authorization.k8s.io/vibetal
metadata:
name: ncp-patch-role
rules:
- apiGroups:
- extensions
resources:
- ingresses
- services
verbs:
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- get
- watch
- list
- update
- patch
- apiGroups:
- extensions
resources:
- ingresses/status
- services/status
verbs:
- replace
- update
- patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vibetat
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
- kind: ServiceAccount
name: ncp-svc-account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vibetat
metadata:

name: ncp-patch-role-binding

roleRef:

# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: ncp-patch-role
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subjects:

- kind: ServiceAccount
name: ncp-svc-account
namespace: nsx-system
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NSX-T Data CenterodlAd 7AE 17 & w& 33 22 Al3to] &8 Y.
= B9E 128 % AFdEYL
» glaE 26642 A|EYY.
4 RA= Ao 30709 B2 E VHE & sy T
Kubernetes =& OpenShift 42 NSX-T Data Center 8% 2 gl2o] EAE wj o] 23 A g
of 2= AV EAE F AFUT. dE 50 29X ZE g B2t s qFF ol AFE-E
= A5 74 7Iv @ U B v ol BARE o djdste 74 7)v ol ZEw qrE o] o3 o
2 @.%EV] % F UHFUL
SEEEREES
HEYI FAL go]& AV S ALgdle] Y= e Y dAadgolAE Aegyc).
2 %

NCPelA A dat= UEHZ F AL Kubernetesell A A Aste VIEH] A F A3 gL, o=
Kubernetes ® 4l whel o5},

. Kubernetes 1.11 - & 13 A7 & AF & = dFY .
®  podSelector: MEYA FAo] AH vdxdo]lxd e RE T8 AdgU.
" namespaceSelector: BE Y|l Ado] ~E AT},

®  podSelector AND namespaceSelector: namespaceSelector @ AE g Yl AH o] 2o AE 2
© X & Ay,

®  ipBlockSelector: ipBlockSelector= namespaceSelector B=+ podSelector 2} ZgtslH W EL
3 Aol &utzA] 25Ut ipBlockSelectors A& A @& o2 AgdoF Fyt)

B Kubernetes 1.10 - VIEY = A 2] +2 Aol namespaceSelector, podSelector 2 ipBlock A

9712 #v shiw LI 5 AgUh
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Kubernetes APl ¥ = WES A FF 4 gt AF5S T4 FUT e 2R HE
A3 FAE A E 7540 dFUT. NCPE ol M ES A A& AFFUT HEHZ A=
Aol Edle] SulaA wrEEEE NCP7L ald MEYZ FAS ﬂﬂo}xl gHUth o] A fole v
ENI HAL AAZ T FH0] LntE Y EYA F AL A A oF gy
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Pivotal Cloud Foundry 37 4]
] NCP A3

PCF(Pivotal Cloud Foundry)E 2% A~ PaaS(Platform-as-a-Service) A &2t}
PCF 37 NCP(NSX-T Container Plug—in)% AAste] MEYZ AH| 25 A3T + dFY
=3

Pivotal Ops Managers %3] 44= = VM2 ey EY A U3 AF 3 dZ2& 53l
NSX-T 7]l HAH 23T},

HA(27}84) 7152 Asoz AHestes AUt NCPS AAst7] del v+ et 97
SpoofGuard =913 Z23U S A8 oF Futh.

m M9l nep/cluster, BlL: <cluster_name>

W nep/ha, BlL: true

wol AgHe ZE fEeAoldE vl ZH ol A sl oF Y
Zhell Bt aFo] AE&HAY Het aFe] 22U 4% 2

Pivotal Cloud Foundry 3744 NCP Ax
NCP% Pivotal Ops Manager L& AF&} QIEIF o] ~E T3l A FYT}.
A 27 Aba

Pivotal Ops Manager, NSX-T Data Center % Pivotal Application Service(PAS)E A=
A= gy} Ops Managerg WA Ax& & NSX-T Data Center, PAS A 2 A A8 of 3
o}, A3 W82 Pivotal Cloud Foundry A% A S ZFZ34A 2.

Az}

1 PCFell tigt NCP AA #d & thE2 =3t}

9 o] -2 VMware-NSX-T.<version>.<build>.pivotal J T},
Pivotal Ops Managerel #gJ#t=2 2103t}

AlE 714 27l (Import a Product)E 3 &t}

T2 =3 3 -g At

a A WN

ot

U,

Ops Manager Director for VMware vSphere E}d & &8
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vCenter 742 A& wloA NSX HIEAS Agsta N
NSX CA 34 d=o] PEM 29| 1545 4= Fct.
e YT
A& 9o Ax] AR o
10 Pivotal Application Service El¥ &
11 A" g G4 el MEYAS Je .
12 Adle] VENT AdF o] S2]adedA 9
% 91e] AX dAIRES FEsto] A RER FopfiyT,
14 ARE 23t
15 €15 919] AX] YARES S5}
16 VMware NSX-T E}¢ <

17 NSX I\/Ianager94 FaE 48

SX REoA NSX-TE A& g,

2

6
7
8
9

I
il
iy
Ju
_0|L

10
il
1w
ol
L © 9
2

&4 e
ZeoldE AZA AZ NSX Managerel 9124 2 749l 712 92 guch,
AHg7 018 R HEE ASH AR AF  NSX Manager Belae] ALgA o 3 a2 12 G
19 NSX Manager CA 2ZFA Z=d S A8y
20 AFE I
21 &4 FojA NCPE Mg gyt
22 PAS 7|4t o]F<= 4H T},
Plol A PAS 718bE 2fabA A gyt E=3k o] #4492 NCP7F PAS 7]

25 Aol MEYZ IP £5< sk ol A dY T,

= 1 "

T
*

b IPEZ o]l&S J8dYt. A} IP &2 =& 7|& P £2Y 4 Ad5Y
c M IP ESQ A St CIDR g2o =z
26 Zd oy YES Ze] AEY HFAES A YT,

27 Avlely] W= Ze] SNAT AHg-S Zste] SNATE AH§at=% 44 du

e
o
o
B
o
s
L
v
2
o
S
>
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28 27 WIEYZe] 2 F(NAT) IP F2F AT ol AE3E IP F2 shih o4 A4 gyt
a 2742 2Ugud.
b IPZol8< 4AFUD. A IP £ B /= P Y+ AsuTh
¢ Al IP £% S5 CIDR 2 IP WSS ATl IP F2E G
8 Al ukA 2 g o
30 (41 A9) shek sk A4 whAS 9 P

31 (19 AH9) the $HE gAY AgeA =S 49T

e qi=

AL kAl 2N 715 A8 <k g AE RS AR elw gE Ao o8 At EeRol J15g
o,

NCP 27l HjW 1 5% AL ey

32 ARE I
33 (A8 Atg) &4 FoA NSX 2E do]HES &gt}

a NSX == do|HEq) Hua & 27 AHgS dEste] gua o5 2745 AHgst=s 4

Sty

b A% 2
34 9% 9o A3 PARES 2Ysje] YA RER Solgr)
35 W7 g 4eS 2Lt
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CR R

NSX-T Data Center 2= W#1 4= Kubernetes®t E35 9] J5Utt.

LoadBalancer 3¢ Kubernetes A¥A2Z FAdte] A& 4 2= 9
Kubernetes 44 gl A2AE FASIY] A= 7 2 WS YA &= 94U

NCPolA 2 WMHA S A nep-re.yml FLoA th&S 33},
1 use_native_loadbalancer = True® 474 Yt}

2 (A= A3} pool_algorithm= ROUND_ROBIN T=3+= LEAST_CONNECTION/IP_HASHZ A% g}, 7] &3k
© ROUND_ROBINY] Y T}

3 (A AME}) service_size = SMALL, MEDIUM =& LARGE=Z A A 3 t}. 7] E3ES SMALLY YT}
>=
[e)

LEAST_CONNECTION/ IP_HASH & 118] H2 TU3 & [P T4 EYE S
.

27 % NSX-T Data Center 2= WA E th5& AL},
= NSX-T 7 A 1070

= NSX-T & 1070

= NSX-T % 9§ 3074

= | oadBalancer A¥]|x=§ XE 87

® | oadBalancer /B2 B 4l glazd Hojd LE F 1074
= |LoadBalancer AH]2 9 <
3t 72 NSX-T Data Center 2= BN E b3S A LI}
= NSX-T 7Fd A 10074

= NSX-T % 10074

= NSX-T & %9 3007H

® | padBalancer 48] 2% X E 987]
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Kubernetes % Cloud Foundry& NSX Container Plug-in - A% 3 #&] 7fo]=

=

®  |oadBalancer A8~ %

=

=
= | oadBalancer AlH]2 2 $4]
9t = NSX-T Data Center &

= NSX-T 7H& A 100074

= NSX-T & 10007}

= NSX-T & 91#] 300074

= | oadBalancer /¥ =8 XE 9987}
= LoadBalancer A= %

PN
2
®  |LoadBalancer AH] 2~ 2 Al oyt ZxeeE 4 F 300074

2= Eﬂemﬂ BAE F e 9dA 20E T4 FU0E dulolEste] WA S+ gtk B4l Ul
E: APIE B9 M3 E & 9

AZ 4 2 AZ 7 2= A Ao x1&A AA

NCP ConfigMap©llA] 14 _persistence 2 |17 persistence "7} WFE AL&3le] A &4 44 &
& = AUt AlE 4 AEA e 22 IPE RACE AFEE £ U AF 7 AEA

e e F7] 3 2x IPE FACE AL F dFYT 71 23S None>dU ot d & £ o337
ZEyt

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

|7_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

|4_persistence = source_ip

A3 AZF 4L AF T 2= WAME & oF FASE 25 14 persistence =& |7_persistence &
Sty = F 7FAl 58 source_ip®E AT 4 AUAIRE 14 persistenceE source_ipE A5t
|7_persistenceE cookie® AT T+ FUTH. AFE |4 _persistenceE source_ip=,

|7 perS|stenceE cookie® A% a 7% LoadBaIancer Mul e ZAHEshA] Ut £AlE sl Ast
A F2A g 4a9 LoadBalancer AH| A2 AHA|sla, A&5A A S WA, NCPE oAl Al
3 & £ gla~9t LoadBalancer A8 22 thA] A oF gt

&4
. NSX-T Data Centere TLS #4 & AL&3te= A4l sl st AlE 7 2= WA E YA}
I TLS 45 AHESHA] & F2lo did shuel AS 7 2= WS *ﬁ"é?}q‘ﬂr.

s RE e v 1P A7 ggEY
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Kubernetes % Cloud Foundry& NSX Container Plug-in - A% 3 #&] 7lo]=

Enep.inid [nsx_v3] AAel 9= external_ip_pools SAo|A A3k 31 |P =
a7 @Ry 2E WANE of [P 749 HTTP 2 HTTPS ¥£E(80 2 443)% A}
o

B NCP 2.3.258 F4l glazo = nep.inigl [nsx_v3] AAe] )& external_ip_pools_Ib &4
A A3 B P Z2 P F4a7F ddE YT} external_ip_pools_lb &A4°] gl 4%
external_ip_poolsol Al A3t Zo] Alg&EUT, 2= WAAME o] [P F49 HTTP 2 HTTPS
X E(80 ¥ 443)& At&¥Y .

= NCP 2.3.2%HE #A4S M43 NCPE thA] AlZtste] o2 [P 22 W4 E & 5yt

B TLSe el 71 & A5 E AF S = AdFUY. QS-S A NCP 229 nfESHE d
et gL ol & 223

B TLS FAE AFEEHA] ZE FAlS HTTP 7H A8 (EE 80)olA S 2EHEY

" TLS A& AEEE A2 HTTPS /P A3 (22 443)el 4 S9 P 2= WdA e
SSL AW 9&& st ZEe]dE SSL dZ2 S T2

T 9 2l A SAe T8A Ut S AV EAStL ol & FERsHE 4l Yo
5] NSX T Data Center7t IS4 & 7FASUS. 457t A EAY & Fxste oA 2
o] AAEH o dlFste QA 7F AHA U o

. TLS AAS FIFIAY Al At F41& At 2ol ALgE UL 4l 400 A tis 7171 A
AHH HTTPS 7H3 A8 (ZE 443)0A HTTP 7H3 A8 (ZE O)i 21 g2 o] AFH YT
b 7kA 2 421 Al tls 717F F2hEE HTTP 713 AW (ZE Nl HTTPS 7} A H (%
E 443)2 FA FH o] AEE YT}

i)
° T

RI 4217} 42 &2 “ & AF&ste] Adgych. 2 ™ & AFg3ste] A1Y
, AR “/coffee/.” ¥ "/coffee/” ¥l 0 ¥ s} oA EA7F Yo 24
AU o & & “/coffee/” , “/coffee/a” , “/coffee/b’ &= L&A 7+

‘/coffee” , “/coffeecup” HE" /coffeecup/a’ & LAGHA &HUt. A= /¥
o] gsof JJom(d: “/tea/* ), “/tea' Tl 0 & o] Fe] EAF YeE F59
dx YLt & EH “/tea' , “/tea/" , “/teacup ., “/teacup/ ., “/tea/a’ EE
“/teacup/b” ¢ LAFUT o] Af, FA EF A4 Y & gdlE EAEE AFSEY
ot
FAl T4 o
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
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- http:
paths:
- path: /tea/=* #Matches /tea, /tea/, /teacup, /teacup/, /tea/a, /teacup/b, etc.
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

il
2
°
oo
B=)
LN
)4
v

1ok

Al g iz 4% F7kste] URL 84 ARG S 74 4 sy, o8

o

kind: Ingress
metadata:
name: cafe-ingress
annotations:
ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

URLe] Bdl= Mul~2 HdEE7] Ao F=2 /tea B /coffee’t /2 AZAFE UG

B NCP 2.3.2%H%E 41 4 kubernetes.io/ingress.al low-http7} A ¥4E Yt}

F2 o] false® A= ol o™ HTTPS &% A4 g,

m FAo] trueR AAFEH AAY FHEH AFolE HTTP &0 AAABEYTE T3t A F4 0
TLS AAo] &= 4§ HTTPS ﬂLZ}O] A Ey

B QRE T glazd FAo R FUFEUY. 27 715 nep/error. loadbalancere] i F9] 7=
ncp/warning. loadbalancer @Y t}. -3 OF 2 Foy} HAE £ 9 HU T}

]_
®  nep/error. loadbalancer: DEFAULT_BACKEND_IN_USE

o] S.FE 71 WAL gl A0 o]v] 9E vehguth o] A% £ vEY depg
Utk TLS A8 oI -9 #Aglel 41 2gls 712 MA=} shpn
2 dastelm FAS G F L2 F4S Aol Tl AN

KN
T
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Kubernetes % Cloud Foundry& NSX Container Plug-in - A% 3 #&] 7fo]=

®  ncp/warning. loadbalancer: SECRET_NOT_FOUND

o] QFE 4l FA AHE daUt 9SS YERHUTY. o] A Al BiREAow g4 A
AU o] 2/FE sjdsted FHE 435 YA L. =z FHof F7) 9l &
T Fole FA Hare FYFT] B AGAA EHEUTh
A% 7 2= 984 9 e B4
NSX 2= e 714 Avoa T2 EgE S ddstes 24$ 22 IPE Tier-1 25989 832
XE |IP FA2YYT o] FAE Al Tier-1 A% UIEY Z] len o] wj&d CIDR 7I¥ HEH =
Aol s gelof & EF Y S &K 2S5 dFUTE o] EAE RS Tier-1 2H%He
g3 FE P F471 385 +E= CIDR E29 EFHEE YEHZ F AL Aok It} o] Y|P
o =

T4 status.loadbalancer.ingress.ip =l e FA A dF B F4 gz gig F4

(nep/internal_ip_for_policy) &2 Al&x}oll Al AU T}
oA E B0l 71 Ao 9 F P F4&7F 4.4.0.6°]2 W Tier-1 e+¥He 483 LE P 47}
100.64.224.1121 A% 21 #+4< v 254

M

kind: Ingress

status:
|oadBalancer :
ingress:

- ip: 4.4.0.5
- ip: 100.64.224 .11

A Bl ezl Bg 4L e 2yt
ncp/internal _ip_for_policy: 100.64.224.11

IP 4 100.64.224.11& HEH T G A A ipBlock A& 712 &]&H CIDRe] 3l ojoF 3y
o o2 =9 0o 2aUn

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32

Kubernetes LoadBalancer AH]|& 2 A& 4 2= W#H A

B NSX-T Data Centere 7 Au] A FEO] el A= 4 2= WaA 714 A ¢ 28 AAATY
=3

= TCP% UDP7} 25 A€8YY.
£

= o A selE R PR

VMware, Inc. 54



Kubernetes % Cloud Foundry& NSX Container Plug-in - x| 3 #&] 7lo]=

n AE]zo= R P FAA IP F4a7F @9 E YT LoadBalancer % 9]¢l loadBalancer IP 114 &
Abgslo] [P Z9] o] & e IDE AFE F AFUtt. o] IP ZoA LoadBalancer A¥] =2 |P
7F @8 Yt loadBalancer IP 7FA el Hlo] 219 ® ncp.ini®l [nsx_v3] Al Sl+=
external_ip_pools_lb &A1 cA A3 ¥ |P Zo A |P7F &8 YTh. (Fa: o] F4-& NCP
2.3.20 %k Abget 4= 95U T}.) external _ip_pools_Ib &4 °] 9l 74 external_ip_pools®l
A AR gk Fo] AH-gEYth. LoadBalancer AH| 2= ©] [P F4&9f AH] 2 XEE ARSI T

= NCP 2.3.2%HE #4& U435t NCPE A AlZste o2 P 22 ¥4 T & dFYH.

= NCP 2.3.1%H %< loadBalancer Pl Al x| 3+ [P Zol Bl {"ncp/owner": cluster:<cluster>}
7F shofof .

= AH| 2o FAo g 78Ut ©F 7] nep/error. loadbalancer 4y th. th&a 2L o

WA = syt

®  ncop/error. loadbalancer: IP_POOL_NOT_FOUND

QF
s

o] L HE *}—&1}7} loadBalancer IP: <nsx-ip-pool>= A & ATk <nsx-ip-pool>°] &S Y
EPH Y}, o] 7 /‘WV\L H 2 AJe Uttt o] L /{FE slAstE W 282 P & A5}

2, AR 8 AR F oA AR SHIA

_= T

®  pncop/error. loadbalancer: IP_POOL_EXHAUSTED

01 9 F+= AL8-AF7} loadBalancer IP: <nsx-ip-pool>S A A3 A gt s [P Zo]| I[P F+4Z
AR S ‘/}E]r““‘/]"%. 1 A Aul 2 v AEdUn. o] o/E dldstEd A
7}”?* IP F4&7F e IP E5 A star, Aulag A & oAl A4 Al &

0‘10 Fn

®  ncp/error. loadbalancer: IP_POOL_NOT_UNIQUE

o] F+ o]l IP Zol loadBalancer IP: <nsx-ip-pool>cA A A3+ o] Fo] = YEIEY

th. o] A AulzE 02 e
®  pncp/error. loadbalancer: POOL_ACCESS_DENIED

(NCP 2.3.1 o] % &g ~9] %) o] @F+= loadBalancer IPolA] A3 |P Zo B

{"ncp/owner": cluster:<cluster>}7} 1AW 1o A 22 ~E7} Kubernetes S|~

B9 o] 53 dAetA] &S VEPEU

= NCP 2.3.1%HE A% 4 2= WM A5 27| 2] A 48U, Kubernetes

LoadBalancer A8 27} A = S o] =71 714 A7 D osta 71E9 A= 4 2=
Ao &Fo] FEIA o M2 AF 4 2= BAAM7F YR YY. =3 NCP= Ei o] 4]
7 A7 AAE R G AE 4 2 HHAE AAZUTE o] V5L VEF o R AL LSRR
A=) dFUtE. NCP ConfigMap©lAl 14_Ib_auto_scal ings false® A% 3ol ©] 7] A
&olA s AT F AFUH. o] 7152 AHEstE™ NSX-T Data Center 2.3 ©]74¢9 ¥
g 27 eyt

tl

A}

F3  LoadBalancer AHl 2= & 4l 2lazd did 54 P Fas @98 & glayth
LoadBalancer A2 T 4l gl222 AT v F422 XY sle 4% dd Fo7t FAEUH.
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CA A9 AZAE A43tE A4S 2agE

olgf ~aYEE <filename>.crt E <finename>.key 3Ll 217 AZE CA AP E AS5A <} 74
715 AP genrsa BE S CA 718 A FUTH CA 71& ¢tEstalloF Tt aes256% 2
PE & AHgste] dos S ]%ﬂ%‘ AFU T

#!/bin/bash

host="www.example.com"
filename=server

openss| genrsa —out ca.key 4096

openss| req -key ca.key —new -x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/L=Palo
Al'to/0=0S3/0U=Eng/CN=${host }"

openss! req —out ${filename}.csr —new —newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/ST=CA/L=Palo
Al'to/0=0S3/0U=Eng/CN=${host }"

openss| x509 -req -days 360 —in ${filename}.csr —CA ca.crt -CAkey ca.key -CAcreateserial -out ${filename}.crt -
sha256

NCP E=o 712 %A % 7] uheE

Q1A et FRel 717 BAE T S AE VMO Jetc/nsx-ujo Tl E ] o A &3y AZA <} 7] vt
o] o]&o| |p-default.crt % Ib-default.key® 2tz A H Ut 718l S A~EQ s mpdo]
o mEEFEES nep-re.yaml = AHFYL. dE 29 g3 25U

spec:

containers:
- name: nsx-ncp

volumeMounts:

- name: |b-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/Ib-default.crt
- name: |b-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: |b-default-cert
hostPath:
path: /etc/nsx-ujo/Ib-default.crt
- name: |b-priv-key
hostPath:
path: /etc/nsx-ujo/Ib-default.key
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QI]SX—T Container Plug-in

NSX Manager GUI = CLI(B @ = E#H o] 2) oA NSX-T Container Plug-ine #3]&
AFYHT

F3 ESXi 6.5914 A8 F<2 Ad oy T2E VMS vMotions 53 tt2 ESX| 6.6 Z2ER
vto] g o] dst= A% el g AElojH S AEoA Aas = AHolH e thE AH oY S AEA 4
== eoly 7te] AZAo] #1Uth. o] A= Aol 28 vNICS dZ2E #2 F U dF
ato] A% 4 AFUTH ESXi 6.5 ElO]E 1 o] Ao A& o] BA7} HAlsx] ek,
Hyperbus®] 7% atolsutol Ao PVLAN F4E 913 VLAN ID 40947} el ¢ksH o] IDE W7
& 4 glHUth. VLAN 252 wx)stel® VLAN =83 ~9% == VTEP vmknicE 98
VLAN IDE F/d3kA] ntAl 2

2 Ae s 35 23U
= NSX Manager GUIA IP
= NSX Manager GUIoA] IP ¥

T
St
i
)

ME
B
R
|z
N
f
N

» CIF 92 =934 2E

= CLI ¥4

" R IE=

NSX Manager GUIA IP E& =

NSX Manager GUIIA IP 855 7}, A4, dety, Al dEE Bu, gas #2 F UF
ot

43

1 B&-$AdA NSX Manager(https://<nsx-manager-|P-address-or-domain-name>)°ll Z191%
[Rh=

2 WET > IPAMO.E o 53U},
7]

i

P 8% %50 EABYL

=21 T H
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&4 2

IP 23 %7} F7be 298Uy

aht olake] IP 25 abA] st ool P 2%E Aesta Al YUY

IP 22 23 P 25< ddstn WA 29U

IP 250 oig A% P2 2] P 2= ol8g 2P AL B Feelel A RE HAF T AR
9 WS S of 1P BEe] A Sl

IP 220 g 2 2l P25 d9sta &g > ¥ 22 S FY T

Auylel @9 P BEe AT F g

e

o Fdl= IP

=
NSX Manager GUIA IP E59] ABYS & 5 dFUTH NCPE AX|sta A3
o

25 AUy 27870 AAIEA gt o] Y

1 B&-$AdA NSX Manager(https://<nsx-manager-|P-address-or-domain-name>)°ll Z191%
.

2 JEYA > IPAMO=E o] 53
71E P 55 550 mAEUY
3 IPEE oS FYIYr},

4 HEy g 2,

o}

CIF 92 =938 T E

CIF(deloly QI #e]2~)

= 22 X E dZ2d Adelde HEYA A o] 20y
olgjgt XEE CIF 9442 +=4¢
C

NSX Manager GUIdlA

W=7 > 2917 > Folol CIP 94 =94 TES 2P BE =94 ZTES B 5 9%
Yt} CIF 92 =24 ¥E9 92 Jus nelv 92 922 2Yaiire. weld 2= 9as 2
gate] 474l @, = (A=), (2], [#e]] 2 [B]0] Y& F$ G ¥ > =94 TES
Zeetn 4P 29x9 B oA LEJL FAFYT. 292 LE B 44T B &S NSX-
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JEHI 2UHE =7

u
_|
3
N
o
o
-
o
<

= AEolue] 9AsE = A 297 LEo| GRE A&%E A8 97 E
oh AR W& NSX-T #e] shel el "2E vefs 48 Teod e’ §x
U

Ak CIFE VIF ZE| vy stE 7152 Manager UIE &3l A5 A

wEol A the B e Aaste] CLI ZEZES

=5

Al

kubect| exec —it <pod name> nsxcl i

CP Zdlelv 2] CLI %%

m%

Y.

CIF 94 =24 TEZ A4y, o3 =7dl et A4 &2 NSX-T &g 7}
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get
get
get
get

get

ncp-master status

ncp-nsx status

ncp-watcher <watcher-name>
ncp-watchers

ncp-k8s-api-server status

check projects

check project <project-name>

get
get
get
get
get
get
get
get
get

get

ncp-bbs status

ncp-capi status

ncp-policy-server status
project-caches

project-cache <project-name>
namespace-caches

namespace-cache <namespace-name>
pod-caches

pod-cache <pod-name>

ingress—-caches

b4

Kubernetes®t PCF 25 33
Kubernetes®t PCF 25 32
Kubernetes¢} PCF R5
Kubernetes¢} PCF E5

Kubernetes®l vt
Kubernetes®l vt
Kubernetes®l vt
PCFollut af <

PCFellut af 2
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¥ 6-1. NCP Zsle|ie] CLI ¥ (A%)

3 He 15

A get ingress-cache <ingress-name> Kubernetesdl 7t &l &

7N Al get ingress-controllers Kubernetesol it & &

Al get ingress-controller <ingress-controller-name> Kubernetesdl 7t &l &

7N Al get network-policy-caches Kubernetesol it & &

Al get network-policy-cache <pod-name> Kubernetesol &+ & &

Al get asg-caches PCFolqt &3

Al get asg-cache <asg-1D> PCFol ot & %

Al get org-caches PCFoll vt s =&

A get org-cache <org-1D> PCFell %t &l &

Al get space-caches PCFol vt & %

Al get space-cache <space-ID> PCFol vt &) %

7R Al get app-caches PCFel T+ o2

7N Al get app-cache <app-ID> PCFolqt &2

Al get instance-caches <app-ID> PCFeoll 2t & &

Al get instance-cache <app-ID> <instance-ID> PCFell %t &l &

TN A get policy-caches PCFol vt &} &

A4 get ncp-log file <filename> Kubernetes¢t PCF 25l 32
~€ get ncp-log-level Kubernetes¢t PCF E5of 3l
A set ncp-log-level <log-level> Kubernetes®l PCF E5Fol 3
A4 get support-bundle file <filename> Kubernetesel & & &

A4 get node-agent-log file <filename> Kubernetesel & &l &

A4 get node-agent-log file <filename> <node-name> Kubernetesel & a3

£ 6-2. NSX == do|]dE AHo|H 2| CLI ¥H

3 -

‘S get node-agent-hyperbus status

7N A1 get container-cache <container-name>
7N Al get container-caches

¥ 6-3. NSX Kube Proxy ZHle]ye] CLI ®#
3

S s

e get ncp-k8s-api-server status

S get kube-proxy-watcher <watcher-name>
ol get kube-proxy-watchers

ol dump ovs-flows
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NCP 7] e] e
= NCP vhzEle] ) 4]

get ncp-master status

o :

kubenode> get ncp-master status

This instance is not the NCP master

Current NCP Master id is a4h83eh1-b8dd-4e74-c71c-cbb7cc9cdcic
Last master update at Wed Oct 25 22:46:40 2017

= NCP¢ NSX Manager 719 9472 A8 %A
get ncp-nsx status
o .

kubenode> get ncp-nsx status
NSX Manager status: Healthy

= AL v el s, £E B A0l tigk A AR R4

get ncp-watchers
get ncp-watcher <watcher-name>

kubenode> get ncp-watchers
pod:

Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up
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ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

B NCP¢ Kubernetes APl A1 7o) 4

(i)
o
=
=]
>

get ncp-k8s-api-server status
o :

kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

1o

RS

" RE ZRAHE £

[kl

H ZrAE

rr
Jm
(K

ot

check projects
check project <project-name>

o :

kubenode> check projects
defaul t
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-€a8954b4f327 is missing
Switch 40a6829d-c3aa-4e17-ae8a-7f7910fdf2c6 is missing

nsi:
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Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-€a8954b4f327 is missing
Switch 40a6829d-c3aa-4e17-ae8a-7f7910fdf2c6 is missing

= NCP< PCF BBS zto] 44 dd &9
get ncp-bbs status
o :

node> get ncp-bbs status
BBS Server status: Healthy

1o]

R

= NCP$% PCF CAPI 3+ A4 3=

d

get ncp-capi status
o :

node> get ncp-capi status
CAP| Server status: Healthy

= NCPS} PCF 37 Alm 219 a7 e 2

J
o

get ncp-policy-server status
o

node> get ncp-bbs status
Policy Server status: Healthy

NCP Zslolv 2] MA] 7

. ZIAE £ Ydadolad i Y Al 7HA 7]

get project-cache <project-name>

get project-caches

get namespace-cache <namespace—name>
get namespace-caches

o .

kubenode> get project-caches
default
logical-router: 8accc9cd-9883-45f6-81b3-0d1b2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb—-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
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subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ab1c5b09-7004-4206-ac56-85d9d94bf fa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-abe3-c7ddd15ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns

project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:

id: 6111a99a-6e06-4faa-a131-649f10f7c815

ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ab1b3d

subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d11b2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb—-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
defaul t

logical-router: 8accc9cd-9883-45f6-81b3-0d1b2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb—-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ab1c5b09-7004-4206-ac56-85d9d94bf fa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-abe3-c7ddd15ce751

testns:

ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dch92316f
labels:
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ns: myns

project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:

id: 6111a99a-6e06-4faa-a131-649f10f7c815

ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ab1b3d

subnet: 50.0.2.0/24

subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get namespace-cache defaul t
logical-router: 8accc9cd-9883-45f6-81b3-0d11b2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb—-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7c17¢e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

o gk Y Al 71A 7]

get pod-cache <pod-name>
get pod-caches

o :

kubenode> get pod-caches
nsx.default.nginx-rc-ug2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False

ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vian: 1

nsx.testns.web-pod-1:
cif_id: cel134f21-6beb-43fe-afbf-aaca8cO6b5ct
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24
labels:
app: nginx-new
role: db
tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fc1-aabdc32ecaf8
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vian: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1{01937
id: 1c8b5c52-3795-11e8-ab42-0050560198fb
ingress_control ler: False

ip: 10.0.0.2/24
labels:
app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vian: 1

o

. RE FA AN B 5 e A 7E 271

get ingress caches
get ingress-cache <ingress—name>

kubenode> get ingress—caches
nsx.default.cafe-ingress:
ext_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
Ib_virtual_server:
id: 895c7f43-c56e-4b67-bb4dc-09d68459d416
Ib_service_id: 659efc6-33d1-4672-a419-344b877f528e
name: dgo2-http
type: http
Ib_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
Ib_rule:
id: 4bc16bdd-abd9-47fb-a09e-21e58b2131¢c3
name: dgo2-defaul t-cafe-ingress/coffee

kubenode> get ingress—cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
Ib_virtual_server:
id: 895c7f43-ch6e-4b67-bb4dc-09d68459d416
Ib_service_id: 659efc6-33d1-4672-a419-344b877 f528e
name: dgo2-http
type: http
Ib_virtual_server_ip: 5.5.0.2
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name: cafe-ingress
rules:
host: cafe.example.com

http:
paths:
path: /coffee

backend:
serviceName: coffee-svc
servicePort: 80

Ib_rule:
id: 4bc16bdd-abd9-47fb-a09e-21e580b2131c3
name: dgo2-default-cafe-ingress/coffee

= RE A AEEY £t 53 £A AESC BE P A0 (A gES
=9 £33

get ingress controllers
get ingress-controller <ingress—controller—-name>

o .

kubenode> get ingress-controllers
native-load-balancer:
ingress_virtual_server:
http:
defaul t_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
defaul t_backend_tags:
id: 293282eb-f1a0-471c-9e48-ba28d9d89161
pool_id: None
Ib_ip_pool_id: cc02db70-539a-4934-a938-5hb851b3e485h
loadbalancer_service:
first_avail_index: 0
Ib_services:
id: 65%efc6-33d1-4672-a419-344b8771528¢
name: dgo2-bfmxi
t1_link_port_ip: 100.64.128.5
t1_router_id: cb50deb2-4460-45f2-879a-1094592ae886
virtual_servers:
293282¢eb-f1a0-471c-9e48-ba28d9d89161
895¢7f43-c56e-4b67-bb4c-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdcb54d27b
vip: 5.5.0.2

nsx.defaul t.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ealdcdbde52c3
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kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
http:
defaul t_backend_tags:
id: 895c7f43-c56e-4b67-bb4dc-09d68459d416
pool_id: None
https_terminated:
defaul t_backend_tags:
id: 293282eb-f1a0-471c-9e48-ba28d9d89161
pool_id: None
Ib_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
Ib_services:
id: 659eefc6-33d1-4672-a419-344b8771528e
name: dgo2-bfmxi
t1_link_port_ip: 100.64.128.5
t1_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7 f43-c56e-4b67-bb4c-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

n YELZ FA A e 5 UEYA A A 714 7]

get network-policy caches
get network-policy-cache <network-pol icy-name>

o :

kubenode> get network-policy-caches
nsx.testns.al low-tcp-80:
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-ce1ch9c8aal0
np_except_ip_set_ids:
np_ip_set_ids:
14171825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: ¢8d93597-9066-42e3-991¢c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170e1550eee4afc0af065b78cda302a97674¢c
src_pods:
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50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fcc1abac51f1

kubenode> get network-policy-cache nsx.testns.al low-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-ce1cb9c8aal0
np_except_ip_set_ids:
np_ip_set_ids:
14171825-f1a0-408f-bbd9-bb2f 75044666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170e1550eeedafcOaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: ed4ea7b8d91c1e722670a59f971f8fcclabach1f1

" E ASG A e 5% ASG Al 7HA 271
get asg-caches

get asg-cache <asg-ID>
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o

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6:
fws_id: 3c66f40a-5378-46d7-a7e2-beedba72adcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24

ports:

80
protocol: tcp
rule_id: 4359

running_default: False

running_spaces:
75bc164d-1214-4619-80bb-456a8fbccbfd

staging_default: False

staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a-5378-46d7-a7e2-beedbar2adcc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24

ports:

80
protocol: tcp
rule_id: 4359

running_default: False

running_spaces:
75bc164d-1214-4619-80bb-456a8fbcchfd

staging_default: False

staging_spaces:

" RE 23 AN EE 5 24 AN 74 9]

get org-caches
get org-cache <org-1D>

o .

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353 f
logical-router: 94a414a2-551e-4444-bae6-3d79901a165f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
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subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:

e8ab7aal-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551e-4444-bae6-3d79901a165f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
eBab7aa0-d4e3-4458-a896-f33177557851

i
f
ol

FANA e B 37 ANAl 7HA 7]

get space-caches
get space-cache <space-|D>

o :

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fh-4c2e-al118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b6a910413c47:

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbf f-adbadf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aalc7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aalc7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-adbadf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bf f8-96448fecf307

running_security_groups:
aalc7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aalc7c3f-a478-4d45-8afa-df5d5d7dc512
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. BE A EA A A e 5F oEe Al A 7HA 7]

get app-caches
get app-cache <app-ID>

o .

node> get app-caches
af f2b12b-b425-4d9f-b8e6-b6308644efa8:

instances:
b72199cc-e1ab-49bf-506d-478d:
app_id: aff2b12b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158a1d7e-6cce-4027-a773-55bb2618151b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725chab
id: b72199cc-e1ab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828 .45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063€
state: RUNNING
vian: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbf f-adbadf21eb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache af f2b12b-b425-4d9f-bB8e6-b6308644efa8
instances:
b72199cc-e1ab-49bf-506d-478d:
app_id: af f2b12b-b425-4d9f-b8e6-b6308644efa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158a1d7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725chab
id: b72199cc-e1ab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828 .45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vian: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbf f-adbadf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47

s S EIAIAY RE A2EA AN T B Q2T A 74 2]

get instance-caches <app-1D>
get instance-cache <app-ID> <instance-ID>
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o

node> get instance-caches aff2b12b-b425-4d9f-b8e6-b6308644efa8
b72199cc-e1ab-49bf-506d-478d:

app_id: aff2b12b-b425-4d9f-b8e6-h6308644¢efal
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618151b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725chab
id: b72199cc-el1ab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828 .45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vian: 3

node> get instance-cache aff2b12b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2b12b-b425-4d9f-b8e6-b6308644¢fa8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618151b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725chab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828 .45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vian: 3

= EE A AN 7HA L]
get policy-caches
o

node> get policy-caches
af f2b12b-b425-4d9f-b8e6-b6308644efa8:

fws_id: 3fe27725-1139-479a-b83b-8576c9aedbe f

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2b12b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3a13-440a-afbd-97b7bfae21d1

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
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rules:
8272:
dst_app_id: aff2b12b-b425-4d9f-b8e6-b6308644¢fa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3a13-440a-afbd-97b7bfae21d1

A A HEL go]Eo] tier:nsx-networking?! £=9] 2E g oy et 21 Hd 2 FAAEY
o HE Y2 tgz P02 FHol glom CLI 7 & 3 A4 gd e

2] /var/vmware/nsx/file-storeoll AFE YTt CLI file-store & & At-&3ste] W
At Ed] BAE 4= 9lFU T

7

o
o,

rum
%

hikell
=

get support-bundle file <filename>
o :

kubenode>get support-bundle file foo
Bundle file foo created in tgz format
kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

9 AGao] NCP =1 A%

23 3L tgz 2oz CLI 712 3 A4 tdEe] /var/viware/nsx/file-storecl #7448
Ytt. CLI file-store W& & AH&ste] 1S gd& A4 Aol Ed] HALE & glgUH

it

get ncp-log file <filename>
o :

kubenode>get ncp-log file foo
Log file foo created in tgz format

e == EE RE =59 & Jo|HE 232 ARIUY. 2aE tgz I CLI 7| E
vd A4 vl EY /var/vmware/nsx/file-storeo] A&ABYTt. CLI file-store &2 Al&3}
o HE 9d& 94 Aol Ed HAtg 4 9l FY T

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

o :

kubenode>get node-agent-log file foo
Log file foo created in tgz format
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n 20 A 2 AH

Abg 7F53 21 4252 NOTSET, DEBUG, INFO, WARNING, ERROR & CRITICALY Y t}.

get ncp-log-level
set ncp-log-level <log level>

o :

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX = oo]HE o] Ael =]
m o] =9 & Jo]HES} HyperBus Alele] dF

==

Al

el
get node-agent-hyperbus status

o :

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX XX Jo]HE AH|o]]e] FA]
B NSX == do]AE Aol Y A 714 2.7]

get container—cache <container-name>
get container—-caches

o :

kubenode> get container-caches
cif104:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlian_id: 104

kubenode> get container-cache cif104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vian_id: 104
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NSX Kube Proxy Zsd|o|v]e] Abel] =]

m  Kube Proxy$ Kubernetes APl AW 7te] 2 2|

FH

Al
get ncp-k8s-api-server status
o

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

»  Kube Proxy #AIAF el EA]

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

o

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up
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B T OVS BF 99X
dump ovs—flows
of :

kubenode> dump ovs-flows
NXST_FLOW reply (xid=0x4)

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0,

actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0,
cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0,
priority=100, tcp,nw_dst=10.96.0.1, tp_dst=443 actions=mod_tp_dst:443
cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0,
priority=100, ip,nw_dst=10.96.0.10 actions=drop
cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0,

actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0,
cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0,

idle_age=8, priority=100,ip

idle_age=8, priority=0 actions=NORMAL
idle_age=8,

idle_age=8,

idle_age=8, priority=90,ip,in_port=1

idle_age=8, priority=80,ip actions=NORMAL
idle_age=8, actions=NORMAL

°2H F= A

NCP00001 A5E 74

NCP00002 Z713 A5

NCP00003 A5 e

NCP00004 A E o) Y E
NCP00005 ANTME FS F gl
NCP00006 EEE 2S5
NCP00007 ZAEE NSX 74
NCP00008 ZEE NSX B
NCP00009 NSX 42 413
NCP00010 == HIE 2SS Fosle
NCP00011 ARE wE =gE 295
NCP00012 49 VIF ddlo]E 25
NCP00013 VLAN©| 2% A48
NCP00014 VLAN a2 A5
NCP00015 IP Zo] RF A}&3
NCP00016 IP el Ao

VMware, Inc.

77



Kubernetes ® Cloud Foundry& NSX Container Plug-in - A% 3 2] 7lo]=

2H FZ= a4

NCP00017 IP E=o] 2% Al&H
NCP00018 IP AEY g A
NCP00019 IP Al Byl ALA A s
NCP00020 IP £ A4 A

NCP00021 IP Z 2kA 2l

NCP00022 =24 geE A A
NCP00023 =24 H ol E A
NCP00024 w4 gk A Al
NCP00025 =EA 2902 A A

2 F IZ= a4

NCP00026 =HA 293 dulolE Ay
NCP00027 = A 293 A A
NCP00028 =83 g9EH 2E A4 A
NCP00029 =83 2g9EH ZE 44A A
NCP00030 =3 293 2E A4 A
NCP00031 =g 294 ZE ol E
NCP00032 =83 29% ZE 4HA| A
NCP00033 HESZ FAS S & ols
NCP00034 Wk A A
NCP00035 Wby el7] A
NCP00036 Wk lholE Al
NCP00037 wrshe] AbA A o
NCP00038 o8 el whehe s g
NCP00039 NSGroup 44 43l
NCP00040 NSGroup 24l 43l
NCP00041 IP A3 A A
NCP00042 IP 33 dulelE A
NCP00043 IP 53 Al A
NCP00044 SNAT 3 A4 43l
NCP00045 SNAT 3 2HA] 4=l
NCP00046 oJHH APl 972 A
NCP00047 IR E A AL o ]
NCP00048 2 0P Anj 2 2] )
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2H FZ= a4

NCP00049 2= WA g AW A A
NCP00050 2= WA 7 AW QlHlolE A
2F IZ= Aaq

NCP00051 22 WA g Au AbA] A
NCP00052 2E W¥A E A A
NCP00053 22 WA E o] E A5
NCP00054 2= MHA F A A
NCP00055 22 WA qhA Qg A
NCP00056 2= WA 12 GElo]E A
NCP00057 22 WA qhA AR s
NCP00058 2= WA E P P2 A4
NCP00059 22 WA 7pg AW B Auje AE S ZHE < glE
NCP00060 NSGroup HlolE 24
NCP00061 Wk g 7hA 7] Ao
NCP00062 NSGroup =% §1&
NCP00063 EE VME 2HS F ols
NCP00064 =Z VIFE 25 & ¢l8
NCP00065 S5A 7k 271 A o
NCP00066 ASA 7kH 27 HA 4ol
NCP00067 SSL uld o] E A uf
NCP00068 SSL Zadd& 2 F s
NCP00069 IP &< 22 F 9l
NCP00070 TO Edge 23 2HE #S 5 gl
NCP00071 IP £ ddleolE A

NCP00072 vz A Ao

NCP00073 NAT 772 2pA] s}
NCP00074 =93 g9y TE /1A 2] A
NCP00075 NSX 74 5 A

27 3= v

NCP00076 SNAT 72 ddelE A
NCP00077 SNAT 2o A3

NCP00078 2 WA Y F1 A
NCP00079 2z WA 24 el E A
NCP00080 2= WA A F QY A
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NCP00081 2= WA 7P AHE 2 F s
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NCP00083 SNAT # 7HA 7] A5
NCP00084 2= WA Au 2 A A
NCP00085 2T WYPA AH] 2 Juo]E A4
NCP00086 =4 ZB9E ZE JuolE 44
NCP0O0087 2= WA 275t A5
NCP00088 IP Zo] a/3HA &

NCP00089 AT 7 2= WA AN 718 5
NCP0O0090 2 WA Fo] EATA &&
NCP00091 2= WdA 13 A 2713 2 F
NCP00092 SNAT Z 22 A3f

NCP00093 2 BYA 72 QIFA &R
NCP00094 2= 8YA 24 kA A
NCP00095 ZTRAES & F gl
NCP00096 = M7 ARE

NCP00097 2o WA AEAE A E 5 ol
NCP00098 2 adqd quas Y4 5 gl
NCP00099 22 WAdA F A B8 2 F

25 I= 2w

NCP0O1001 OVS d9aE 2= F 8l
NCP01002 I2E MACE 25 & 85
NCP0O1003 OVS XE A4 Ao
NCP01004 2= FAl g5
NCP01005 = 74 A

NCP01006 XE 74 4 A
NCPO1007 CNI &27< 22 + &
NCP0O1008 CNI 44 A}

NCP0O1009 CNI A E43
NCP0O1010 CNI #IAIA] G4l A 5
NCPO1011 CNI #IAIA] A& A5
NCP01012 Hyperbus 9124 43
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v
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nsx-kube-proxy &4 =

°F 3=
NCP02001
NCP02002

NCP02003

CLI &7 2=

27 3= v

NCP0O3001 CLI A1 2 A 5

NCP03002 CLI 270 A4 Ao

NCP03003 CLI &7 o ¢

NCP03004 A3E CLI FgoldE 87
NCP03005 CLI AH A& A

NCP03006 CLI 1w =2l A5
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Kubernetes &5 Z =

2§ 3= v

NCP05001 Kubernetes &2 49
NCP05002 A5 E Kubernetes T4
NCP05003 Kubernetes 8% 419
NCP05004 Kubernetes 715 2<& & gl&
NCP05005 Kubernetes #3& 2+& 4 §l&
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NCP05013 Kubernetes HIES] 2 2 2] A
NCP05014 Kubernetes == Az 43

NCP05015 Kubernetes Ul 9 =9 o]~ A 2] 4}
NCP05016 Kubernetes 2= 2] 45

NCP05017 Kubernetes & A2 4l
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NCP05019 A D=A = Kubernetes 93 2
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NCP05021 Kubernetes 4 julolE 43
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NCP05024 Kubernetes 7] W=7} ALE S
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NCP06007 & £ ¢lE PCF =9l
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