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of |Ald syslog A& FFFUh KM 252 21 WA X & RFC 3164 Ayt o 22
kel Jvar/log " E el 9551t

NSX-T Data Center AA ol 4] k& NSX-T Data Center CLI W& & A g st a5 2eld 4 9l
4ot

get log-file <auth.log | http.log | kern.log | manager.log | node-mgmt.log | syslog> [follow]

slo] #ubo] Ao 4 tac, tail, grep @ moregt & Linux H#E S Ab&3le] a5 2eldd 4 gl o},
=3 NSX-T Data Center Aol A o2t W&l & A& 4 51 )

RFC 542409 egk A48 W82 hitps://tools.ietf.org/html/rfcb424% A& A . RFC
31640l o gk #ApA g Wl&-& hitps://tools.ietf.org/html/rfc31645 x4 A 2.

RFC 5424+ &z oA Aol Hhal] oh5 A4S Ao g}
<facility = 8 + severity> version UTC-TZ hostname APP-NAME procid MSGID [structured-data] msg
e DL

<187>1 2016-03-15T22:53:00.114Z nsx-manager NSX — SYSTEM [nsx@6876 comp="nsx-manager" errorCode="MP4039"
subcomp="manager "] Connection verification failed for broker '10.160.108.196'. Marking broker unhealthy.

g wA A= A A o] £aF AHEts dH =] s 74 84 (comp) B ok A sS4

(subcomp) & B 7} 9l <51 o}
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m APl & &< X-NSX-EREQID:<string> ®l 2l = o] £3k5l 2% ¢/ F 94 D =i/ < ereqld.

m APl &%l X-NSX-EUSER:<string> =&l =] L35l 75 ¢ AR&# vi7) W4 euser.
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oF 3Esk 2gse] ggn LF 2EE FAEs 10452 FAH S BAde 54 nES
b

MSGID H =& ®lA A F3 & AE3d et w1 A D 552 2o vl A] D] g5 AEsIAA 2

A7 27 74
AA 27 A2 232 A A E AEet=5 NSX-T Data Center %A 9l slo]sufol A& FA4 < 4
A5 o

AA 271 NSX Manager, NSX Controller, NSX Edge ¥ slolsufe] Aol A At 7 ==
o A M AR A 278 FAE ok T o},

KVM 2204+ NSX-T Data Center A A 7] A7} +4 #19< Jetc/rsyslog.d ol & E 2ol uj
A gko] A5 o 2 rsyslog &S FA g o
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1 NSX-T Data Center #xel 4 972 27 FAzeinl o3& +dgueh
3 WE TG ofe A4

& due Agele 2o vz A% f
=& o AA DE T gle] 4R FEH EFoz A

st
2
>
a3

a

set logging-server <hostname-or-ip-address[:port]> proto <proto> level <level> [facility <facility>]
[messageid <messageid>] [certificate <filename>] [structured-data <structured-data>]

BRI

(o2}
o

of Welof wigh AAlgE W82 'NSX-T CLI #x" & Axs4A1 L. 4E
ofg] 274 An FAL F71E 5 dsye

nsx> set logging-server 192.168.110.60 proto udp level info facility syslog messageid SYSTEM,FABRIC
nsx> set logging-server 192.168.110.60 proto udp level info facility auth,user

b get logging-server W82 27 FA4E5 dald 4 dFurh odEF =9 o 255

nsx> get logging-servers
192.168.110.60 proto udp level info facility syslog messageid SYSTEM,FABRIC
192.168.110.60 proto udp level info facility auth,user

2 ESXi ZaEeld 974 2% T4 es £t

a o WEs Adste] SyslogE TAGHL HAE wA A& AFE o

esxcli network firewall ruleset set -r syslog -e true

esxcli system syslog config set ——loghost=udp://<log server IP>:<port>
esxcli system syslog reload

esxcli system syslog mark -s "This is a test message"

e

30

b o RS At THL BT 4
esxcli system syslog config get

3 KUM ZxEA 4 27& FA8H" o5 =3 g

¢ Te wue Adh e

2 w A Aol A #H A A D == wAA §d-2 A e set logging-server ™ 2 2] messageid
A HgE AFESle] 27 A E Bl 2 dXAF EHH D & F
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« level WA W4Tk Subma] FAse] YA selget,
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restart service rsyslogd & & A&3te] rsyslog AulE obA] A &g o}

B rsyslog 74 714 (Jetc/rsyslog.conf):

#i## rsyslog config file. Customized by VMware.

### Do not edit this file by hand. Use the APl to make changes.

$PreserveFQDN on

$ModLoad imklog

$ModLoad immark

module( load="imuxsock" sysSock.useSpecialParser="off")

$RepeatedMsgReduct ion on

$FileOwner syslog

$FileGroup adm

$FileCreateMode 0640

$DirCreateMode 0755

$Umask 0022

$ActionFileDefaul tTemplate RSYSLOG_SyslogProtocol23Format

$IncludeConfig /etc/rsyslog.d/*.conf

$template RFC5424fmt,"<%PR1%>1 %T IMESTAMP: : :date-r fc3339% %HOSTNAME% %APP-NAME% %PROCID% %MSGID% %STRUCTURED-DATA
% %msgltn"

$WorkDirectory /var/spool/rsyslog

$ModLoad imudp

$UDPServerAddress 127.0.0.1

$UDPServerRun 514

$PrivDropToUser syslog

$ActionQueueType LinkedList # nsx exporter: e7347687-8be7-4519-a8e1-73c5192¢9b43
*_info @1.2.3.4:514;RFC5424fmt # nsx exporter: e7347687-8be7-4519-a8e1-73¢c5192¢9b43
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nsxmgr> get services
Service name:
Service state:

Service name:
Service state:
Session timeout:
Connection timeout:
Redirect host:

Service name:
Service state:

Enabled:

Service name:
Service state:

Service name:
Service state:

Logging level:

Service name:
Service state:

Service name:
Service state:

Service name:
Service state:

Service name:
Service state:

Service name:
Service state:

Service name:
Service state:

Service name:
Service state:

Start on boot:
Service name:

Service state:
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cm—inventory
stopped

http

stopped

1800

30

(not configured)

instal [-upgrade
stopped
True

| iagent
stopped

manager
stopped

info

mgmt-plane-bus
running

node-mgmt
running

nsx-message-bus
running

nsx-upgrade-agent
running

ntp
running

search
stopped

snmp
stopped

False
ssh

running
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Start on boot: True
Service name: syslog
Service state: running
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X

g)e) cllol A= hitp Aulzrh EAEH Y5 Bhe @S Agele] hitp Aulag ARE 4 9l
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nsxmgr> start service http
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start service ssh
BrEL g oz AR v SSHA A4S R % TS 4 gl

set service ssh start-on-boot
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SSH #& 224
< @Agsn F& vyt

wt gAY A9e 3 vApp $4& FAse] SSH Au 2% AgeEE AR e L SSH FE 94
A% AAEE AT 5 U5

PermitRootLogin yes
O wwe Agetel sshd AW S w4 Az o,

/etc/init.d/ssh restart

5549 Zelad 2 Afuy red A9 AES SR WES A 2del T2 EFAY 3D o
Gz=d 4 g4t
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dF Sol BAG £l 2g A dAH F Aol VIFOHE aleselz) Aelo] B4 L7 gl A
$(el: @ UMl A B VMol ping® 4 $1 A4) o Ade] 9AE Fdde] oFE AAT + 9
St

m  NSX Manager ¥ NSX Controller Z212¥€ Abe] gql

s 27 Aol el el
s A AA EA AR

. L2 A4 EA a7

s ovfEle] w9 Ad i delE R A A
s VLAN E24 29 A0l g dole 24 84

s owjEle] el A 29 Aol i ARP FA @2

m VLAN =214 =894 =+ ARP7F el 25 A5 Azl &4 A @A

NSX Manager 2 NSX Controller 2] 2H AE &<l

NSX Manager ® NSX Controller F2j2=H e A7t el 7212 527k NSX Managerell <14
5o} glix] 2hol g}

A}
1 NSX Managerell 4l o5 CLI H8 & A a3kl Aef7b ok Al A 2l o}
NSX-Manager> get management-cluster status

Number of nodes in management cluster: 1
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- 192.168.110.47 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086) Online
Management cluster status: STABLE

Number of nodes in control cluster: 3

- 192.168.110.201 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)
- 192.168.110.202 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)
- 192.168.110.203 (UUID 45A8869B-BB90-495D-8A01-69B5FCC56086)

2 NSX Controllerell Al vt CLI W& A g slo] Abe]r} &AJglx

NSX-Control ler1> get control-cluster status
uuid: dbd4aa77a-4397-4d65-ad33-9fde79ac3c5c
is master: true

in majority: true

uuid address status
Ocfe232e-6c28-4fea-8aad-b3518baef00d 192.168.110.201 active
bd257108-b94e-4e6d-8b19-7fabc012961d 192.168.110.202 active
538be554-1240-40e4-8e94-1497e963a2aa 192.168.110.203 active

]

3 NSX Controllerell A w5 CLI |# & A3t NSX Managerell <17 =] ¢

NSX-Control ler1> get managers
- 192.168.110.47  Connected

GET https://<nsx-mgr>/api/v1/logical-ports/<logical-port-uuid>
3 7t =8 A 2E dd vhg APl 55 A st s AH A

GET https://<nsx-mgr>/api/v1/logical-ports/<logical-port-uuid>/status

o 5 APl ZEE Addte] AF =29 AHE 75

GET https://<nsx-mgr>/api/v1/transport-nodes/<transpor t-node-ID>/state
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Z %] RPC timeout 25 HFstslw oho3t 28 A a4 wAE F3 ol
m /etc/init.d/nsx-opsAgent statuss A @ eted opsAgent 7t A& Fol A =al gk},

m  /etc/init.d/nsx-mpa status® A3 3ste] nsx-mparlt A& FelA el o}

m  nsx-mpa”’t NSX Managerell <14 =o] 9l=# eleteiul nsx-mpa stEH|E & 25 9l g

ot

m  opsAgent 7} NSX Managerell 17 =] gl=#] gqlslelwl nsx-opsAgent & 15 2ol g}
opsAgent 7k NSX Managerell 17 =] glowd g v A A 7} FA] 5 ] o}

Connected to mpa, cookie: ...

R

m  HostConfigMsgs A &l 8l= 5ol opsAgent 7} & & =% =kl gy o},

s RMQ ®IA A7} 222 AkE = o A 7ke] 22 A=A galdtsid NSX Managerst &
A 2 A A 9] Bt ARZE wla g o

rk‘i

% %°| partial_success &5 = Ao e A ele] 9l 2 9Tt WA nex-
opsAgent ==L Al e ESX' EifE—oﬂ 4] hostd. log % vmkernel.log% #4ldk4 Al . KVM
o A& syslogell =& 2 27b A5 Yo}

Z%°] partial_success &5 HFEelwl NSX Manager7t =814 2% A +4 & FA kA £
Avt §5g A X A 2= 550 Sibol| 23U A A HAlE AS ko g

= nsx mpa’t NSX Managerell 174 = o] gl574r}.
m nsxa’b Al 29 A el A = o] gl

m  nsxa.log % nsxaVim.logell Al =2l 29 A] IDE grepshed AF oA =& ~9A
s FAYEA 2ol g ot

m  nsxa % nsx-mpa 7}& AlZHE 2ol gl Syslog Lol A nsxa &1 A AE grepsled
nsxa7} 1A A= 2 SR =l =A] gl g o}
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g nsxae] <174 A|7be gol ok nsxazt Al

wf =2l 29 A Aol TAER AFEHY Ao TAEC AR Elxl U 7 UFH
KVMell Al =] A =93] FA o] SaEo| FAEA et wheba] =2l A 29 A A9 o5
o] #He] el ol& !
ESXioll Al &% MEY 2= =2]Ad 29 A of w5y
vCenter Server &=+ vSphere APIE AF&3lo] VME

0
o
2
rO
i
o
—
30,
N
§
o

O

CCPolA =24 ~=91x] <l
=2l A 2 A 7 COP(F 4 Aol f)ol sh=A gl 3 et

Az}

o NSX Controllerell A et CLI W85 At =8]8 29 A7} he=A 2l gt

NSX-Control ler1> get logical switches
VNI UUID Name
52104 feab22ec-94b2-4614-88f8-19d44a416272 |s1

3 o] CLI H# 2 VLAN A =2l A =9 AES ddshA et

=7 Aoj 3 e 2l

sufelo] =l H 29 A Al T2E 2 netepart T Aol Fell dA =

2
30,
uls
)
et
r£4
o
°
iy

AR 8T A

weld 2977 AR gt AEEAE Rk COPel A =24 2904 e Wgg FEgA
€]

3}
1 SSHE A&sted w=eld =947 AR g A=gefol dAG o

2 the Hele AYET of NIl dAH selsfulel 7l A= Eelo] £45%EA el

)
<
o

get logical-switch 5000 connection-table
3 dtel=lnte] Aol A /pin/nsxcli W& & A& sted NSX CLIE Al A3 o
4 o5 9 S At CCP A4S 7FAF e

host1> get ccp-session

Session Index State Controller
Config 0 upP 10.33.74.163
L2 5000 UP 10.33.74.163
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CCP Zej2¥¢] CCP =& % shfo] 4 Al4e] %
w24 2929 2% COP FexH el COP =t % shilo]
weld 2949 4% COP el gyl

T4 AR A4 &4

CCP 4 AlAle] AtgabAl ke MPA % netcpa®l 4FelE =l g o

PAHE A4S E 4 dgn BE ouleol

AN =
gk L2 Al el A5 Y= VLAN

1 o= APl &5 A3t MPAZF NSX Managerell 174 = o] gl&=A g9l g}
GET https://<nsx-mgr>/api/v1/logical-ports/<logical-port-uuid>

2 slelFute]l Aol A /pin/nsxcli WS Agsled NSX CLIE Al =g o}

3 o5 gEs Aol node-uuids 7HA 5 ok

host1> get node-uuid
0c123dd4-8199-11e5-95e2-73cc1cd9b614

4 g WEs AYPsted NSX Manager?t CCP A X E 32| FAgl&A 2ol g e}
cat /etc/vmware/nsx/config-by-vsm.xml

5 config-by-vsm.xmlell CCP A X7} 9lew] AF =7} sto]Hufo] Ao 74 5o 9l=A 2l
v ot

NSX Managere A% =t QA kAl 4] slo] s ufo] Aol thal T2E <l
2o dAds Fetd ™ COPell &2k <547k lofof gk et

ofX

Ae AETUH. =

6 /etc/vmware/nsx/host-cert.pemell Al TAE <l Ao FE5AS 2l
al5 4+ NSX Manager7t &2 Eo el 7kAl 3 de 54 o Dok e
7 b+ 938-e At netepad] AElE 2l et
ESXiel 7%
/etc/init.d/netcpad status

KVMel 75

/etc/init.d/nsx-agent status

VMware, Inc. 18
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8 netcpat AlAst A b4l Al A o}

ESXioll A netcpazl A& Fo] obvw netcpa®s Al&tst AL A Folwl netcpa®s thAl AlAHEY
o},

/etc/init.d/netcpad start

/etc/init.d/netcpad restart

KVMell A netcpazt A3 %] oly™ netcpas Al =stA Y A8 S0l netcpas A Al =gy
o},

/etc/init.d/nsx-agent start

/etc/init.d/nsx-agent restart

9 A Aol AR AFetA Few 7w Al

sz

HES 545kl VMware &l elel] 2] a4] 4] <.

L2 A &4 812

wee] w2 A 9 Aelgt 45

fo

1 slelsdnte]l Aol A /bin/nsxcli W& S A g st NSX CLIE Al =g o},

2 o HHs Addte] oA AAt EaEe QeA Felgyie
host1> get logical-switches

3 2= AE 7t admin downol oyl A 2kel g e},
ESXioll A net-dvs® AP st §5& A F et o & &9 b3} 2ok

port 63eadf53-ff92-4a0e-9496-4200e99709f f :

com.vmware.port.extraConfig.opaqueNetwork.id = --- < this should match the logical switch UUID
com.vmware.port.opague.network.id = ---. <- this should match the logical switch UUID
com.vmware.port.opaque.network.type = nsx.LogicalSwitch , propType = RUNTIME
com.vmware.common.port.block = false, ... <- Make sure the value is false.
com.vmware.vswitch.port.vxlan = ---
com.vmware.common.port.volatile.status = inUse ... <- make sure the value is inUse.
=2 A 2E7F AnkE AdE v Vs A8 HEs A sk VMware Al "ol o] shA Al L.
2 Abe], vy WE S Adsted DVS ol &5 7FA Y

[root@host1:~] net-dvs | grep nsx-switch
com.vmware.common.alias = nsx-switch , propType = CONFIG

oy WEe Aol LE Ae oA e

[root@host1:~] net-dvs —s com.vmware.common.port.block=false <DVS-NAME> —p <logical-port-ID>
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rlr

KVMell A ovs-vsct! |ist interfaces A @ ete] et VIF UUIDZF 9+ el slol A7) 9la
admin_state”} #%3dt+=x =alg . OVSDBY VIF UUIDE external-ids:iface-idell Al & 4
A5y et

ool =g Aol ek "olH Y Al 2

vlelo] 29 A5 Fal A= o sho] s nfo] A el

VMel 543t ate]Huto] Aol glom eujefo] =] =9 Al tigh ARP 4| sl 2 & o] Fat4 Al 2.

AAZE e AEE oA b5 WEl & Adste] CCOPl enkE VIEP H50] SleA 2

controller1> get logical-switch 5000 vtep
2 7 stolzfulo] Aol Bh& NSX CLI M8 & Adste] &ul& VIEP %350] QleA galgd e,
ESXie 75
host1> get logical-switch <logical-switch-UUID> tep-table

E&che 4 gele Agste VIEP AR E #4349

o)y

e}
[root@host1:~] net-vdl2 -M vtep -s vds -n VNI
KVMe] 7 -
host1> get logical-switch <logical-switch-UUID or VNI> tep-table
3 stelslubel Al VIEP7H A2 ping® 4 b Selgy e
ESXi shell prompt:
host1> ping ++netstack=vxlan <remote-VTEP-IP>
KVM shell prompt:
host1> ping <remote-VTEP-IP>

VTEP7 A% ping® 4 $lt 7 $ol& cheg +ag et

a A% ==& AT o A AL VLANe] drzeoo] Ak VLANI 2 A sk=# 2kl gy
of. dfdElo] o] qAls X ES AHEStE A A% VLANS 0= AAof ok AF
VLANS A A sk 75 stolofute] A7t dAd st dvao] 294 TEEZ EFR I ZEof4] ¢
VLANS & &at=5 A = o of gt
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4 VTEP Afele] BFD AlAde] #&st=x 2kl g et
ESXiel Al net-vdl2 -M bfds A&t &5t AHAFU. dE 59 oG53 25y

BFD count: 1

Local IP: 192.168.48.35, Remote IP: 192.168.197.243, Local State: up, Remote State: up, Local
Diag: No Diagnostic, Remote Diag: No Diagnostic, minRx: 1000000, isDisabled: 0

KVMel 7% 94 [Poll vl§ GENEVE Q18 sl o] =% <5y o},
ovs-vsct!l list interface <GENEVE-inter face-name>

cle]F o]~ o] 25 2w gys-vsct!| find Interface type=geneve® A& dlo] == E]d <lE o o]
2% wkste o BFD A XS A<y

7 VTEPel w3 GENEVE <l %Jﬂ o]~E Zha 4 gl ¥ nsx-agent7t A Feoli OVS &

[root@host1 ~]# ovs-vsct| show
96c9e543-f c68-448a-9882-6e161c313a5b
Manager "tcp:127.0.0.1:6632"
is_connected: true
Bridge nsx-managed
Controller "tcp:127.0.0.1:6633"
is_connected: true
Controller "unix:ovs—13d.mgmt"
is_connected: true
fail_mode: secure

VLAN =22 2=9]x]of tigt dlo]8 - #A] af 2
of Aol Al T4 9 REr ek A4 w el F4R VLANS 3 A= o el
suke] Aol gl VM Aol e A EAlE A7) $1a A g e}

VMel &g dtelsjutol Aol 9l =& 74 3 detd Aeirp A<l A fole enfelo] =2
29 Aol gk ARP A sl A2 o] 534 Al 2.

A%
o AlFlelt ERa wrolq weA AslAe] HE VLANe] el 7450 geA g

ESXiel 4l net-dvs® Addta =8]8 LEF ztopA =2]d L Eo| VLANe] TA = l=# &
et el

port 63eadf53-ff92-4a0e-9496-4200e99709f f :
com.vmware.common.port.volatile.vlian = VLAN 1000 propType = RUNTIME VOLATILE
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K\/I\/IOHH VLAN =214 283+ 53 velA9 AWy 25 A A9 &, VIFelA
FAE B A9 VLAN X&E 8l 25 A A8t A 2= :
vsctl list interface® A @ st NSX ] Be]x]9} NSX A9 A He]A] Alo]of | A 3
=A el gt

ol =84 29X gk ARP =A| 2
o] AL el HAlE ewEle] =AM A o] AR EAE S| AE] a =AY e
VLAN A& =88 23 AE 2™ VAN =218 284 =5 ARP7ZF a4 = 725 37 =4 &4
d Az o] FaAlAl L.
+ A A AE FE 7] Aol 2 VMell arp -n WE S Addds 7 VM4 ARP7F A F-A
q

oz AR o Aol IAE FAT Do frieh AL B AM VIAN el g s9A me
ARP7L A5 A5 sl 44 24 A2 o] B4 L

Ao] B ESXiola ARP Z 5417} =] A 28 Aol A Abgs =5 AAd A (o] =
ol Amt Al 5) CCP 9 sholsfuto] Aol 4 ARP H o] && 2Hal3

A=4
=

N
) mH

controller1> get logical-switch 5000 arp-table
slol# ufo] Aol A1 NSX CLIE Al#ehar v W& & A3
host1> get logical-switch <logical-switch-UUID> arp-table

ARP Eﬂ ol&& 7HALH EukE ARP Z 54| AEglA] of ub ok & gyt ZE5AE 8

g 73+ NSX Manager GUIAIA =21 A 29 A ¢ %A
S SOURCE= W78 &t ol &l skl A7k el A 5 3 pingel A& et7] A &g e

s A7 ARP %% Foleln elA dold Azsb AFeleA el

VLAN =24 29j%] Bi= ARP7ZF sl dd 45 ol% &4 &

it

F 9%

rh

a

wy
ek

A& 3tE Traceflow =75 AFEstAY 522 g7l FA3l] 7l &4 LA

o}

Traceflow =7 A3 eei=l NSX Manager GUlelA =7 > Traceflow® ] 5l #HAI g v
¢ NSX-T #el 7ol =" & x4 &
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23}

*

4o AAL AN e FYFYA L,
V

ESXiol A net-stats -1+ A& ate] VIFS] 297 £E IDE 7FAFYeh £ 4k VIFZE 54
@ slol s ulel Aol Qe the Hue AP

pktcap-uw ——switchport <src-switch-port-ID> --dir=0
pktcap-uw ——switchport <dst-switch-port-ID> —--dir=1

dze g A VIFE A2 g dtolofutel Aol Qle A% £ VIFE S8 dhe dho]sfuto] Ao 4
g e A

pktcap-uw ——switchport <src-switch-port-ID> --dir=0
pktcap-uw ——uplink <uplink-name> --dir=1

VIFE Z2"dl= sto]sjuto] Aol A ohg =S At

=
ox

pktcap—uw ——uplink <uplink-name> —--dir=0
pktcap-uw ——switchport <dest-switch-port-ID> ——dir=1

dfo
ol
oL,
o
it
o
3
v
Y

KVMell 4 g2~ 8l e 4k VIF7E &3k sto] s nfo] Ao Sl 75 =

ovs—dpct | dump-flows

VMware, Inc.
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of Aol AR FA| Aol NG AuE AT

g Aulas A 9} sle]Hulo] A E vl &l vCenter Serverzt AlAF e AR E AR E = 7S

vCenter Serveroll = A3 FoofoF g},
s NTP
. DNS

ulstH o] NSX-T -4 f.4¢f sleolzlnfol x| 7he] Eefj g5 AskelA] gholop ot 4 TEVL 14
84 Zholl o] glof ok gt

NSX Managerel 4 DNS 7l A& &84l etewd SSHE AF-&3led NSX Managerell +E2& 2 19le}
ook HE s A

root@nsx-mgr-01:~# /etc/init.d/resolvconf restart
[ ok ] Restarting resolvconf (via systemct!l): resolvconf.service.

a8 Bhe DNS 74 H9€ #08 + 94
root@nsx-mgr-01:~# cat /etc/resolv.conf
# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8)
# DO NOT EDIT THIS FILE BY HAND —— YOUR CHANGES WILL BE OVERWRITTEN

nameserver 192.168.253.1
search mgt.sg. lab

srES AESH 2 PelA k] B2 g9l
NSX-T CLI ®& & AF&3le] ESXI ZaEofA:

esxi-01.corp.local> get managers
- 192.168.110.19  Connected

esxi-01.corp.local> get controllers

Controller IP Por t SSL Status Is Physical Master Session State Controller FQDN
192.168.110.16 1235 enabled connected true up NA
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NSX-T CLI &5 At&stol KVM Z2Eol A

kvm-01> get managers
- 192.168.110.19  Connected

kvm-01> get controllers
Controller IP Por t SSL Status Is Physical Master Session State Controller FQDN
192.168.110.16 1235 enabled connected true up NA

TAE CLI HE & AFEsto] ESX| TAEA]:

[root@esxi-01:~] esxcli network ip connection list | grep 1235

tcp 0 0 192.168.110.53:42271 192.168.110.16:1235  ESTABLISHED 67702
newreno netcpa

[root@esxi-01:~]

[root@esxi-01:~] esxcli network ip connection list | grep 5671

tep 0 0 192.168.110.253:11721 192.168.110.19:5671  ESTABLISHED 2103688 newreno mpa
tcp 0 0 192.168.110.253:30977 192.168.110.19:5671  ESTABLISHED 2103688 newreno mpa

TAE CLl HeEs AFgste] KYM TaEof A

root@kvm-01:/home/vmware# netstat -nap | grep 1235

tep 0 0 192.168.110.55:53686 192.168.110.16:1235 ESTABL ISHED 2554/netcpa
root@kvm-01: /home/vmwar e#

root@kvm-01: /home/vmwar e#

root@kvm-01:/home/vmware# netstat -nap | grep 5671

tcp 0 0 192.168.110.55:50108 192.168.110.19:5671 ESTABL ISHED 2870/mpa
tcp 0 0 192.168.110.55:50110 192.168.110.19:5671 ESTABL ISHED 2870/mpa

root@kvm-01:/home/vmware# tcpdump —i ens32 port 1235 | grep kvm-01

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on ens32, |ink-type ENTOMB (Ethernet), capture size 262144 bytes

<truncated output>

03:46:27.040461 |P nsxcontroller01.corp.local.1235 > kvm-01.corp.local .38754: Flags [P.], seq
3315301231:3315301275, ack 2671171555, win 323, length 44

03:46:27.040509 P kvm-01.corp.local.38754 > nsxcontroller01.corp.local.1235: Flags [.], ack 44, win 1002, length
0

“©

<truncated output>

root@kvm-01: /home/vmwar e#

root@kvm-01:/home/vmware# tcpdump -i ens32 port 5671 | grep kvm-01

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on ens32, |ink-type ENTOMB (Ethernet), capture size 262144 bytes

03:51:16.802934 |P kvm-01.corp. local .58954 > nsxmgr01.corp.local.amgps: Flags [P.], seq 1153:1222, ack 1790, win
259, length 69

03:51:16.823328 |P nsxmgr01.corp.local.amgps > kvm-01.corp. local .58954: Flags [P.], seq 1790:1891, ack 1222, win
254, length 101

“©

<truncated output>
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- ) -
T2E 55 A

NSX-T7 A28 IP F48% A§3he 4% BAE S50 4G} of ¥4
a7k e A

I Y
TAE A Hes A EY

KVM 325 FA& w2 S26x 4o faa 3oz gle] gyl /oot o & &&= vz
9o gy e 2 RE ZAS £ JdFuHh
B SaEo Az EYAE AR e LY 5o

df -h &< At} AHE 7bed 2E2AE & 4 5k /boot HHE7F 100%] =3

A A s S99 5 d5h.
m  sudo dpkg ——list 'linux—image*' | grep "iiE At = Ado] AR EEA Folgh] )

= uname —r= Adste] @A A Fal AL et o] Ade AATA vk A (linux-

image) .

m  apt-get purges AF&3te] o oA HeebA] ¢ o|wAF A AG . ol & F¢ sudo apt-get
purge |inux-image-3.13.0-32-generic |inux-image-3.13.0-33-generices A & 1]},

n FaED TR
s NSX Managerel 4 &% galsta siZds A= g

w VM Aol AA = el

Edge VM< vl of 4 o7 A

Edge VM= ¥l £33 & NSX Manager?t VM2 A8l & FA 7= Ak Fe A & 2o+ o

&3b FAR A A s e,
nsx-manager NSX — FABRIC [nsx@6876 comp="nsx-manager" errorCode="MP16027" subcomp="manager"] Edge
758ad396-0754-11e8-877e-005056abf715 is not ready for configuration error occurred, error detail is NSX Edge

configuration has failed. The host does not support required cpu features: ['aes'].

Edge dlol8 A& Aul=E opA] AlAekd VMol @l g A& @l 2 g o
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A == A AA

ths APl 255 Faddte] a2zt Bolal Aol 4 e A% ==5 AAZ

-
pass
oy
X
i)

DELETE https://<NSX Manager>/api/v1/transport-nodes/<TN ID>?force=true

NSX Managere s=EcA A8 Fl &4 VMe] heA 445 A58A gt N-VDS
VIBE AtAlsoF g et. Al el AE Sl Fohe =0t 9le A A Al e AE ARAlEE ok
=S AARUY. AF 2ex AAHYH

VMware, Inc.
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E 34

A

NSX-Tel & eh¢-8 ¥4 A5 93 7% A% =77}

94wt

Traceflow
Traceflows AH&-3sled 2 55 A4S F dsde A5, AA, 4 2 A= A2s g -+
Ak el AAlE A o] f7F FAH YU, dE Fol A 3y A wfel AHAE gl
SRt
o ] ‘I H 3dLo
258 gol& 3t
Aul 2~ 2hE e 2hE el 55 Ealeew oy HE s Ad
edge01> get logical-router
Logical Route
uuliD VRF LR-1D Name Type Ports
736a80e3-23f6-5a2d-81d6-bbefb2786666 0 0 TUNNEL 3
€9393d0c-1fcf-4c34-889d-2daleeee25b8 1 10 SR-t0-router SERVICE_ROUTER_TIERO 5
9333c94e-5938-46b4-8c7d-5e6ac2c8b7bs 2 8 DR-t1-router01 DISTRIBUTED_ROUTER_TIER1 6
c91eb7¢5-0297-4fed-9¢c22-b96df1c9b80f 3 9 DR-t0-router DISTRIBUTED_ROUTER_TIERO 4
edge01> vrf 1
edge01(tier0_sr)> get route
Flags: ¢ - connected, s - static, b - BGP, ns - nsx_static
nc - nsx_connected, rl - router_link, tOn: TierO-NAT, t1n: Tier1-NAT
t11: Tier1-LB VIP, t1s: Tier1-LB SNAT
Total number of routes: 25
b 10.10.20.0/24 [20/0] via 192.168.140.1
b 10.10.30.0/24 [20/0] via 192.168.140.1
b 10.20.20.0/24 [20/0] via 192.168.140.1
b 10.20.30.0/24 [20/0] via 192.168.140.1
b 30.0.0.0/8 [20/0] via 192.168.140.1
rl 100.64.80.0/31 [0/0] via 169.254.0.1
rl 100.64.80.2/31 [0/0] via 169.254.0.1
rl 100.64.80.4/31 [0/0] via 169.254.0.1
<TRUNCATED OUTPUT>
b 192.168.200.0/24 [20/0] via 192.168.140.1
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b 192.168.210.0/24 [20/0] via 192.168.140.1
b 192.168.220.0/24 [20/0] via 192.168.140.1
b 192.168.230.0/24 [20/0] via 192.168.140.1
b 192.168.240.0/24 [20/0] via 192.168.140.1

Aeselag] P F4E b ed e Wy AP

edge01(tier0_sr)> get interfaces
Logical Router

uuib VRF LR-ID Name Type
€9393d0c-1fcf-4c34-889d-2daleeee25b8 1 10 SR-t0-router  SERVICE_ROUTER_TIERO
interfaces

interface : 977ac2eb-8ab7-40e9-8abe-782a438c749a

ifuid . 285

name ©uplinkO1

mode lif

|P/Mask 0 192.168.140.3/24

MAC © 00:50:56:b5:d5:64

LS port © 14391f86-efef-4e3d-98c3-f291c17d13f8

urpf-mode . STRICT_MODE

admin Lup

MTU 1600

interface @ 6af81d72-4d32-5f66-b7ae-403e617290e5
ifuid . 270

mode © blackhole

interface . 015e709d-6079-5¢19-9556-8be2e956f775
ifuid . 269

mode I cpu

interface . 3f40f838-eb8a-4f35-854c-ea8bb872dc47

ifuid . 272

name © bp-sr0-port

mode lif

|P/Mask 1 169.254.0.2/28

MAC © 02:50:56:56:53:00

VNI . 25489

LS port 1 770a208d-27fa-4f8d-afad-a9c41ca6295b
urpf-mode @ NONE

admin Lup

MTU 1500

interface  : 00003300-0000-0000-0000-00000000000a

ifuid . 263
mode . loopback
|P/Mask ©127.0.0.1/8

Tl A= B

TO 255 olatell A FA =25 T1 25 ®gsof &t NSX Connected, NAT, Static, LB
VIP 2 LB SNAT$} 7o) A 2 oE FEo A2 s
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[root@esxi-01:~] summarize-dvfilter
<TRUNCATED OQUTPUT>
wor Id 70181 vmm0:app-01a vcUuid:'50 35 9¢c 70 18 8e 99 1d-3c f9 8e cc 6b 27 4c 6f'
port 50331655 app-01a.eth0
vNic slot 2
name: nic-70181-ethO-vmware-sfw.2
agentName: vmware-sfw
state: 10Chain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
wor Id 70179 vmmO:web-02a vcUuid: '50 35 2b f3 4a 4b 10 83-54 72 50 f7 25 10 d8 64'
port 50331656 web-02a.eth0
vNic slot 2
name: nic-70179-ethO-vmware-sfw.2
agentName: vmware-sfw
state: 10Chain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

VMware, Inc.
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E7 VMell H 38k dvfilters Zksrd o,
[root@esxi-01:~] summarize-dvfilter | less —-p web

wor Id 70179 vmmO:web-02a vcUuid: '50 35 2b f3 4a 4b 10 83-54 72 50 f7 25 10 d8 64'
port 50331656 web—-02a.eth0
vNic slot 2
name: nic-70179-ethO-vmware-sfw.2
agentName: vmware-sfw
state: [0Chain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation

m
2
[ON
i
ot
15
=
Py
o

viilter(e] dloll Al +&= nic-70227-eth0-vmware-sfw.27} dvfilter o] &<l) o] & & x| = v

[root@esxi-02:~] vsipioct! getrules —f nic-70227-eth0O-vmware-sfw.?2

ruleset mainrs {

rule 3072 at 1 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618¢c16877 port 443 accept with
log;

rule 3072 at 2 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618¢c16877 port 80 accept with
log;

rule 3074 at 3 inout protocol tcp from addrset 48822ec3-2670-497h-82f9-524618¢c16877 to addrset 8b9e75e7-
bc62-4d7f-9a58-a872f393448e port 8443 accept with log;

rule 3074 at 4 inout protocol tcp from addrset 48822ec3-2670-497h-82f9-524618¢c16877 to addrset 8b9e75e7-
bc62-4d7f-9a58-a872f393448e port 22 accept with log;

rule 3075 at 5 inout protocol tcp from addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e to addrset b695c8df-9894-4068-
abe7-5504fe48d459 port 3306 accept with log;

rule 3076 at 6 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 443 accept with log;

rule 3076 at 7 inout protocol icmp typecode 8:0 from ip 192.168.110.10 to addrset rdst3076 accept with log;
rule 3076 at 8 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 22 accept with log;

rule 3076 at 9 inout protocol tcp from ip 192.168.110.10 to addrset rdst3076 port 80 accept with log;

rule 2 at 10 inout protocol any from any to any accept with log;

}

ruleset mainrs_L2 {
rule 1 at 1 inout ethertype any stateless from any to any accept;

}
54 dfilterelq A§H%E F4& A3 $5& b4 g

[root@esxi-02:~] vsipioct| getaddrsets —f nic-70227-ethO-vmware-sfw.2
addrset 48822ec3-2670-497b-8219-524618¢16877 {

ip 172.16.10.13,

mac 52:54:00:42:4d:38,

}

addrset 8b9e75e7-bc62-4d71-9a58-a8721393448¢ {

}

addrset b695c8df-9894-4068-abe7-5504fe48d459 {
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ip 172.16.30.11,

mac 52:54:00:64:0e:4f,
}

addrset rdst3076 {

ip 172.16.10.13,

ip 172.16.30.11,

mac 52:54:00:42:4d:38,
mac 52:54:00:64:0e:4f,
}

574 dvfilters &3 25< 2l

[root@esxi-02:~] vsipioct!| getflows —f nic-75360-ethO-vmware-sfw.2

Count retrieved from kernel active(L3,L4)=20, active(L2)+inactive(L3,L4)=0, drop(L2,L3,L4)=0

abd914f7abh85fe5 Active tcp 0800 IN 3076 0 0 192.168.110.10:Unknown(51281) —> 172.16.10.11:ssh(22) 513
FINWAIT2:FINWAIT2 4304 5177 34 33

abd914f7a5h86001 Active tcp 0800 OUT 2 0 0 172.16.10.11:http(80) —> 100.64.80.1:Unknown(60006) 457
SYNSENT:CLOSED 56 819 1 1

a5d914f7a5b86006 Active igmp 0800 IN2 0 0 0.0.0.0 ->224.0.0.136 010

abd914f7a5h86011 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60098) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 413 5411 9 6

abd914f7a5h86012 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46001) —> 172.16.20.11:Unknown(8443) 815
FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b86013 Active udp 0800 OUT 2 0 0 172.16.10.11:Unknown(40080) —> 192.168.110.10:domain(53) 268 140 2 2
abd914f7a5b86014 Active udp 0800 OUT 2 0 0 172.16.10.11:Unknown(59251) —> 192.168.110.10:domain(53) 268 140 2 2
a5d914f7a5b86015 Active ipve-icmp 86dd OUT 2 0 0 fe80::250:56ff:feb5:a60e —> ff02::1:ff62:5ed4 135 0 0 72 0 1
a5d914f7a5b86016 Active ipv6-icmp 86dd OUT 2 0 0 fe80::250:56ff:feb5:a60e —> ff02::1:ff62:5ed4 135 0 0 72 0 1
abd914f7a5h86017 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60104) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 413 5451 9 7

abd914f7a5h86018 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46002) —> 172.16.20.11:Unknown(8443) 815
TIMEWAIT:TIMEWAIT 7314 1230 8 9

abd914f7a5h86019 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60110) —> 172.16.10.11:http(80) 320
FINWAIT2:FINWAIT2 373 5451 8 7

abd914f7a5bh8601a Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46003) —> 172.16.20.11:Unknown(8443) 815
FINWAIT2:FINWAIT2 7418 1230 10 9

abd914f7a5h8601b Active tcp 0800 IN 3072 0 O 100.64.80.1:Unknown(60114) —> 172.16.10.11:http(80) 328
TIMEWAIT:TIMEWAIT 413 5451 9 7

a5d914f7a5b8601¢c Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46004) —> 172.16.20.11:Unknown(8443) 815
TIMEWAIT:TIMEWAIT 7262 1218 7 9

abd914f7a5h8601d Active tcp 0800 OUT 2 0 0 172.16.10.11:http(80) —> 100.64.80.1:Unknown(60060) 457
SYNSENT:CLOSED 56 819 1 1

abd914f7a5h8601e Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60120) —> 172.16.10.11:http(80) 320
TIMEWAIT:TIMEWAIT 373 5411 8 6

abd914f7a5b8601f Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46005) —> 172.16.20.11:Unknown(8443) 815
FINWAIT2:FINWAIT2 7418 1230 10 9

a5d914f7a5b86020 Active tcp 0800 IN 3072 0 0 100.64.80.1:Unknown(60126) —> 172.16.10.11:http(80) 229 EST:EST
173 5371 3 5

abd914f7a5h86021 Active tcp 0800 OUT 3074 0 0 172.16.10.11:Unknown(46006) —> 172.16.20.11:Unknown(8443) 815
FINWAIT2:FINWAIT2 7418 1230 10 9

KVM & X2Eo] ALy = vsly 432 A4
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KUM ZE whahy] Ao w2t VIFe] $52 7hA e

# ovs—appct! -t /var/run/openvswitch/nsxa-ct!| dfw/vif
Vif ID . da95fcl1e-65fd-461f-814d-d92970029bf0
Port name . db-01a-eth0

Port number : 2

=30l o] Qe AF oot AEEY 7o A LA S el

njo

SA VIF(e] ool A= da95fcie-65fd-4611-814d-d92970029bf0¢] VIF D)ol A &= = T2 2] &=
PFA G o

# ovs-appct| -t /var/run/vmware/nsx-agent/nsxa-ct| dfw/rules da95fc1e-65fd-461f-814d-d92970029bf0
Distributed firewall status: enabled

Vif ID © da95fcle-65fd-461f-814d-d92970029b 0
ruleset d035308b-ch0d-4e7e-aae5-a428b461db46 {
rule 3072 inout protocol tcp from any to addrset 48822ec3-2670-497b-82f9-524618c16877 port 443 accept with log;
rule 3072 inout protocol tcp from any to addrset 48822ec3-2670-497h-82f9-524618c16877 port 80 accept with log;
rule 3074 inout protocol tcp from addrset 48822ec3-2670-497b-82f9-524618¢c16877 to addrset 8b9e75e7-
bc62-4d7f-9a58-a8721393448e port 8443 accept with log;
rule 3074 inout protocol tcp from addrset 48822ec3-2670-497b-82f9-524618¢c16877 to addrset 8b9e75e7-
bc62-4d7f-9a58-a8721393448e port 22 accept with log;
rule 3075 inout protocol tcp from addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e to addrset b695c8df-9894-4068-
abe7-5504fe48d459 port 3306 accept with log;
}

ruleset 3027fed3-60b1-483e-aal7-c28719275704 {

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port 443 accept
with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459
accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port 22 accept
with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset b695c8df-9894-4068-a5e7-5504fe48d459 port 80 accept
with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e port 443 accept
with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a872f393448e
accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a8721393448e port 22 accept
with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 8b9e75e7-bc62-4d7f-9a58-a8721393448e port 80 accept
with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618c16877 port 443 accept
with log;

rule 3076 inout protocol icmp type 8 code O from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618¢c16877
accept with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618¢c16877 port 22 accept
with log;

rule 3076 inout protocol tcp from 192.168.110.10 to addrset 48822ec3-2670-497b-82f9-524618¢16877 port 80 accept
with log;

}
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ruleset 5e9bdcb3-adba-4f67-a680-5e6ed5b8f40a {
rule 2 inout protocol any from any to any accept with log;

}

ruleset ddf93011-4078-4006-b8f8-731979d7a717 {
rule 1 inout ethertype any stateless from any to any accept;

}
4 VIFelAd 4§ E Fa A3 $58 AAG

# ovs—appct!| -t /var/run/vmware/nsx-agent/nsxa-ct| dfw/addrsets da95fcle-65fd-461f-814d-d92970029bf0
48822e03-2670-497b-8219-524618¢16877 {

mac 52:54:00:42:4d:38,

ip 172.16.10.13,
)3

8b9e75e7-bc62-4d7f-9a58-a872f393448e {
}

b695c8df-9894-4068-a5e7-5504fe48d459 {
mac 52:54:00:64:0e:4f,

ip 172.16.30.11,
}

Linux Conntrack 2&& & A4+ &gt o deA«= 2749 54 IP F4 3k =5

g e},

# ovs—appct! -t ovs—13d conntrack/show | grep 192.168.110.10 | grep 172.16.10.13
ACTIVE

icmp,orig=(src=192.168.110.10,dst=172.16.10.13, id=1, type=8,code=0) ,reply=(src=172.16.10.13,dst=192.168.110.10, id=1

,type=0,code=0) , star t=2018-03-26T04:43:28.325, i d=3122159040, zone=23119, status=SEEN_REPLY |
CONF IRMED, t imeout=29,mark=3076, |abe|s=0x1f

R I AR

27 0] B3 Aol el AEHEE 440 A% FAL A da e 7 mas
1_

0 =

% "
El}' -

ty

22 7 ESX| ZAE et KM Z4~Eo tial] /var/log/dfwpktlogs. log% Y T}

# tail -f /var/log/dfwpktlogs.log

2018-03-27710:23:35.196Z INET TERM 3072 IN TCP FIN 100.64.80.1/60688->172.16.10.11/80 8/7 373/5451
2018-03-27710:23:35.196Z INET TERM 3074 OUT TCP FIN 172.16.10.11/46108->172.16.20.11/8443 8/9 1178/7366
2018-03-27T10:23:35.196Z INET TERM 3072 IN TCP RST 100.64.80.1/60692->172.16.10.11/80 9/6 413/5411
2018-03-27T10:23:35.196Z INET TERM 3074 QUT TCP RST 172.16.10.11/46109->172.16.20.11/8443 9/7 1218/7262
2018-03-27710:23:37.4427 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.12/35770->172.16.20.11/8443 S
2018-03-27T10:23:38.4927 INET match PASS 2 QUT 1500 TCP 172.16.10.11/80->100.64.80.1/60660 A
2018-03-27T10:23:39.934Z INET match PASS 3072 IN 52 TCP 100.64.80.1/60720->172.16.10.11/80 S
2018-03-27T10:23:39.944Z INET match PASS 3074 OUT 60 TCP 172.16.10.11/46114->172.16.20.11/8443 S
2018-03-27T10:23:39.9447 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.11/46114->172.16.20.11/8443 S
2018-03-27T10:23:42.4497 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.12/35771->172.16.20.11/8443 S
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP RST 172.16.10.11/46109->172.16.20.11/8443 9/7 1218/7262
2018-03-27T10:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.12/35766->172.16.20.11/8443 9/10 1233/7418
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2018-03-27710:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.11/46110->172.16.20.11/8443 9/9 1230/7366
2018-03-27710:23:44.712Z INET TERM 3074 IN TCP FIN 172.16.10.12/35767->172.16.20.11/8443 9/10 1233/7418
2018-03-27710:23:44.939Z INET match PASS 3072 IN 52 TCP 100.64.80.1/60726->172.16.10.11/80 S
2018-03-27710:23:44.957Z INET match PASS 3074 OUT 60 TCP 172.16.10.11/46115->172.16.20.11/8443 S
2018-03-27710:23:44.957Z 71d32787 INET match PASS 3074 IN 60 TCP 172.16.10.11/46115->172.16.20.11/8443 S
2018-03-27710:23:45.480Z INET TERM 2 QUT TCP TIMEOUT 172.16.10.11/80->100.64.80.1/60528 1/1 1500/56
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o
R

A

N

Al A 2+ Ax Zlghelw NSX Managerzt AHAl & ohA] Al = 317] wifell A == AHA|7F A
gt B =85 F4 A sk NSX-T Data Centeroll 4 A7) Al A= 7] ol ito] NSX

anager”t AA =& yrh o] & <ld] ZAEq) EslAsHA Al Ee] 29F T o] oJAF] E
A k7] w ol 5uHAI7F Al gy

Z o

1 Z~E¢ vCenter Serverol 4l NSX-T Data Center =9 Aol 443 =& vmknicEs AHA| &

=
2 esxcfg-vswitch -1 CLI W&& Ab&sle] ~91A o] &5 714 gt dl:

esxcfg-vswitch -1

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
vSwitch0 1536 4 128 1500 vmnicO
PortGroup Name VLAN ID Used Ports Uplinks
VM Network 0 0 vmnicO
Management Network 0 1 vmnicO
Switch Name Num Ports  Used Ports Uplinks
nsxvswitch 1536 4

3 esxcfg-vswitch —d <switch-name> —-dvswitch CLI % & & A}-&35lo] 29 A o] &5 AbA| gy o},
o :

esxcfg-vswitch —d nsxvswitch ——dvswitch

A% w7k e A A4s)E o o 52| 209

ESXi A4 wro 745 Aegelst A5 2A5E 49 A% el 92 Aegele] QA5 o

T =

A

ESXi A4 2o+ dutd o AEFe Fe|aee 54 AEs2 o] A}t CLI 95 get
controllers® AF&sle] A4 A=Ee)E 28 4 A5t A48 A&7 =25 SAHE A5
A r2=7F 2 AeZe]o dZdx+ o of 5] 285}

K9l

A v 7E AEEY A4S 278t & AEE o] AA=7] Ao EA AzF Fab =25 FA
H Ax B2 thA] dAste A=t AA Z2 A xoll= oF 58] L8 X} ol oA &
7kl e
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NSX Manager VM A5 #] 3}

get service % get interface < CLI W& & Agsld KM ZaEof sl 23 NSX Manageref 4
5 kg o

A

CLI %= get service7t &5 W3ttt d & &9 o2 25

nsx-manager—1> get service
% An error occurred while processing the service command

==

o2 CLl = 5 "kske 4 gl<u Tk get support-bundle ®E & /tmp BB EE] 7} ¢ 7] AE

Hes o
o] 9eg e e o & S g B,

nsx-manager-1> get support-bundle file failed-to-get-service.tgz
% An error occurred while retrieving the support bundle: [Errno 30] Read-only file system: '/tmp/tmpHzXF1u'

/var/log/messages—-<timestamp> & roll+= thg3F 22 # A x| 7} QL7 o}

Nov 17 07:26:48 no kernel: NMI watchdog: BUG: soft lockup - CPU#5 stuck for 23s! [gemu—kvm:4386]

e}
R

NSX Manager Aol 4 stit o] A&l zhel A 2Hlo] =Abs gyt 2 7hA] 7h53k €<l o
https://access.redhat.com/solutions/22621¢l &4 3=l o] Q)< e}

of TAE At £4d vt AlavE ST A WeelA Bl FdE 5 s

e

a4 3
1 41 49 91 A28e 533U oF A= KYM Z2Ed 4 A g s+ NSX
Managerell 5t A& ] et

virsh destroy W& -& A d st NSX Manager VM< %A g ot

O]

O

virt-rescue ——rw -a nsx-unified-appliance-2.0.0.0.0.6522097.phadniss-p0-DK-to-DGo-on-rhel-
prod_nsx_manager_1.qcow2

C virt-rescue W7 ZEZEo|A] e2fsck HWE S APsle] tmp Y A 2HE AT} o F

e}
= v 2

<rescue> e2fsck /dev/nsx/tmp

o
s

193k 7% o771 glolA wl7hA] e2fsck /dev/nsx/tmpE ThAl AL g g o
e virsh start& A&38led NSX Managers vhA] Al =gk e
2 542 el 595 S P

AA S ey 'NSX-T #e] 7tel=” & x4 2.

™l
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NSX o o] 1 E7} NSX Manager$t 41 A] A|7F %3}

ESXi ZEel tho] A4 mrof VMol Sl it 7oA, ESXi Z4aEel4 A g == NSX el
o] A E= NSX Manageret EA1e vl A|7ke] z3bd 4+ 5ot

A
VM vnicel =28 29 Aol dAdste] = 59 22 df #edo] Agg]cl. /var/run/log/nsx-
opsagent . logell oF52F A& vl A A 7} 9l 55 of

level="ERROR" errorCode="MPA41542"] [MP_AddVnicAttachment] RPC call [0e316296-13-14] to NSX management plane

timout
2017-05-15T05:32:13Z nsxa: [nsx@6876 comp="nsx-esx" subcomp="NSXA[VifHandlerThread:-2282640]" tid="1000017079"

level="ERROR" errorCode="MPA42003"] [DoMpVifAttachRpc] MP_AddVnicAttachment() failed: RPC call to NSX management
plane timout

9l
e Bl A% Aol Yaueh oo Aeme A% A7 23} o] £3hEle] ANY 4 A%
veh

a2 %)

1 NSX-eleldE A7k 23 & 594,
a ESXi Z£EoA v wwds A-Ested NSX opsAgents A &y

/etc/init.d/nsx-opsagent stop

b /etc/vmware/nsx-opsagent/nsxa.json ¥} 3 4S8l vifOperationTimeout %S 25014 o &
=o], 55& W7o},

mp" ¢ {
/* timeout for VIF operation */
"vifOperationTimeout" : 25,

3 o] AzF 23} 32 2ubAlel A A A F = hostd A1ZF 23 ghEeh Abofof g e}
c o 9aEE AFgsle] NSX opsAgents Al =g of

/etc/init.d/nsx-opsagent start
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/etc/init.d/hostd stop

b /etc/vmware/hostd/config.xml =}

15 AR g ol <opaqueNetwork>ol &l ol A1 <taskTimeout>ell
gl 2o FA Ay E A AL 3 30004

o5 Fof, 602 HA P}

<opaqueNe twork>
<!-- maximum message size allowed in opaque network manager IPC, in bytes. ——>
<l-- <maxMsgSize> 65536 </maxMsgSize> ——>
<!-- maximum wait time for opaque network response ——>
<|-- <taskTimeout> 30 </taskTimeout> ——>

c = WEE A3t hostd el A EE A A3 o,

/etc/init.d/hostd start

ESXi 3 2E F7} Ay
NSX-T Data Center sl B 3el ESX| 3 2E S F71< 4 gl
A

NSX Manager GUIeI A ESXi 425 F71& o 319 7= | o](7}) o2 n]&wfae] VIBel <zl
FeE e L= <lal Ak 2o gl vt 2L w AR 7 A o

Failed to install software on host. Failed to install software on host. 10.172.120.60 : java.rmi.RemoteException:
[DependencyError] File path of '/usr/lib/vmware/vmkmod/nsx-vsip' is claimed by multiple non-overlay VIBs

e
e

ol AR VIB A%k Earel e ot glow Al AL BATA @ekr] AED & A

ZHEL =] NSX Controller AFEl

NSX Controller Fe]xe e AR A7t AEE2 5 shvfol disl] AEH AeE Baugro}

A
A= Eele AQL ofel | Aot A, A AZEAL A5 FA o 2 A=A} o F 9] 24
Aeleln 2 g o
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Sl
AEZ2E A7l 4 ol ZooKeeper & #el WF S 77 WAt 5ok 9len o]& old AE
%3154 FeaH b2 AEE Alojo] A & F7F AT

a4 2

o oA Ao HuH AEEY =5 AAGE ko] FaE FAE A AR b
=5 F| 2ol ] ZFdA A Yk, Al g g2 INSX-T #e] 7fo]l =" 2] “"NSX Controller
FaEl] wlln] wA” S FFEIAA] L

KVM 32=E 2] ofg] VMol IPFIXE AH&st=5 A so] la AE=] vl&e] 100%°lH 4+ VM
#2) IPol AR AAF F Gl

Al

Sl

ofr

2k £229) oled VM) Bl IPFIXE A8 aed 430 429 ¥l &8 10052 44 o
Fol IPFIX el ool AT 4 ek ol7le] shel melgo] 93&
o Eelsel e OVSE Fabehriehs 2ol ol B L 42D 4 g Hleh

o

291

Aazcrt 329 VMol dl8 I=dtA ZEZE8 o}

o [PFIXE A= A" VM 5 oAt Alsd vlas T4 2429 22 f F¢vh
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