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A al

2 d At il 292 A 7] dke) b S kel oA
%7 Fel ™ NSX Managerel 21l ela Bk > B4b wbahy > dube = o] 53k § whahw A4 & - )
A A g e

ncp.inigl [nsx_v3] A Aol bottom_firewall_section_marker 413}
top_firewall_section_marker 4 & 474 sto] vp#] b3 A A& &4 g o,

shak 9 ehe A 4e Abuk ek A 4wk ool Qlofe Fvlvh oleld Ehe A4S A4S NCPYE
el slal A4 el e ek Ado] shuk ety Aol 9o A4 E T NCPYF A AL $19) A4
mE ek Aol Aok ek A ohelo] A4 H U o)l vl A A A o mE
we] 740 ehubol A4 E T wE A A4 o] Abukol A4 ek Fe ehitel ghel HAE w7
g 4G ele] A AT o], o @A & AT LFohBA G
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Kubernetes 274 o] 5] NCP A %

NCP(NSX Container Plug-in)& 4 #| etei ] »l~ €] 2 Kubernetes ==l 74 &4 5 A A & oF g},
o s 23 oh

B NSX-T Data Center CNI =2] =gl 4 A

2

rlo

= OVS AA 3 74

m  Kubernetes = =¢f H gk NSX-T Data Center Wl =% 7] 74
B NSX == o o] HE AA

®  nsx-node-agent-ds.yml<| ncp.iniell Hl g Configmap

= NSX Container Plug-in A #|

®  ncp-rc.ymle nep.iniell H g Configmap

m NCP 2= PEM2 2 olad sl gl54 2 7gl 7] vpE

= NCP ZEof ql54] 7}

1o,
q
=
He
ut

m  Syslog T4

m Mgk ae] A
m W EYT gar T4 H

NSX-T Data Center CNI =& 7121 A %]

NSX-T Data Center CNI =2 291 Kubernetes = =0l A A &) of g1},

Ubuntu<] 74 % NSX-T CNI &2 2.¢l-& A A sl AppArmor Z Z 3} 3} ¢l ncp-apparmor”} /etc/
apparmor.dell B4}l 1 2 sy A A Aol AppArmor Av] =5 A g el ofF v /etc/apparmor.d
oAl £ 7} olojeof et glomd AA 7 Ao g o} vhg gE & AYPste] AppArmor EE o] AEE =

A A E Fe T 4 Y

sudo cat /sys/module/apparmor/parameters/enabled
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Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3g] 7}o] =

o5 W s A st AppArmor A ] 7F A ALE] Q=R o BoF 2kl ¢ gl
sudo /etc/init.d/apparmor status

AppArmor A1) 227t A 8 5] A g Abelol 4] NSX-T CNI 2] 191 A ahal 477} 922 o) o5 s
A A 7} E4) 5 e,

subprocess installed post-installation script returned error exit status 1

A S A9 eta ms AA SAVE 8 E S R Y

r1r
oli

o] ®|A] A &= AppArmor Z 23l & 2 =3}
c},

ncp—apparmor = Z 314 sfddof] g5 NSX =& of o] A E & AppArmor = #3749l node-agent—
apparmor+ Th3} 2 Ao 4 docker-default = &3} 3} o F 1o},
m deny mount Tf % o] Al A= L5 et

m  mount TF A o] F7FE 95 T

s U network, capability, file ¥ umount &4 ] F7F= o571 o},

node-agent-apparmor Z 23} 5 o} & Z Rl & ulw ¢ glgurh 22|y Z 2914 o] & node-
agent-apparmor= NSX == o o] 5l E €] A x| el A}-& 5| = nsx-node-agent-ds.yml 391 ol A 7F= 5
Y th& 2231 & AHE3= 74§ nsx-node-agent—-ds.yml 2} <]

spec:template:metadata:annotations Al Aol Q)= oh5 ol 223} o] 5 A A8 oF gh .

container.apparmor.security.beta.kubernetes.io/<container-name>: localhost/<profile-name>

<l

1 Linux vl 2Zell A ghgk A A spd & 2 =g o

7}t ©] F2 nsx-cni-1.0.0.0.0.xxxxxxx-1.x86_64.rpm == nsx—
cni-1.0.0.0.0.xxxxxxx.debs] tt}t. o 7] A xxxxxxx+= H = W}

2 1EHAl A b2 =3 rppm == deb U S A A g o}

Zel el o] Jopt/cni/binel A A Yk CNI 74 =} 10-nsx.conf”} /etc/cni/net.doll H-AF5
Yk rpme F=Zz Felagle] H3 74 21Y Jetc/cni/net.d/99-1oopback.confx A # g1 o},

OVS A4 & -4
a1 ¢l = =of OVS(Open vSwitch)E 4 #| afa 4] g o}
Az}

1 Linux Ml 2g AA gpd & o2 gy

v}l o] £-£ openvswitch—common_2.10.x.xxxxxxx—1_amd64.deb, openvswitch—-datapath-
dkms_2.10.x.xxxxxxx-1_all.deb % openvswitch-switch_2.10.x.xxxxxxx—1_amd64.deb%] 1

o}, o] 71 A xxxxxxxE W= Wz el
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2 1kAlel A B2 = deb 3H S A A Fl

3 Ubuntu®] 75 vh= H&l = Addte] OVS 71 s oA 2= e
# systemctl force-reload openvswitch-switch

4 OVS7F A FalA 2l
# systemctl status openvswitch-switch.service

5 br-int Q1w 2=7b ob A A A F2 A5 A

udt

v,

# ovs-vsctl add-br br-int
6 xt =|A A9 A ] AAE U EY = <l o] 2~ (node-if)yE br-intel F7Fg 4t

# ovs-vsctl add-port br-int <node-if> —- set Interface <node-if> ofport_request=1

lﬂ

th5 W E S At ofports el ek ofport 15 A 4 glel OVS7E A 7he 3t £ E
)

# ovs-vsctl ——columns=ofport list interface <node-if>

ofport7} 1¢] ofyml el w2} NSX == of ] 5 E DaemonSet yaml 3} < €] nsx_kube_proxy 4 4
ofl 4 ovs_uplink_port 415 47 g}

7 br-int ¥ node-if link Al 7} [A &]el Al &l g o,

# ip link set br-int up
# ip link set <node-if> up

8 e A I fdHlolEdto] AT vl =9 glE o]

l>
ofr
ial
bt
L
)
T
v

Ubuntu? 7% /etc/network/interfacess ¢l o] Edl 3 v}& &5 F 73 o}

auto <node-if>
iface <node-if> inet manual
up ip link set <node-if> up

[
ol
=
_'TL
oo
i
o
o

RHEL<2] 79 /etc/sysconfig/network-scripts/ifcfg-<node-if>% i dl <]
7} g e,

ONBOOT=yes

Kubernetes :==9] tJ 3k NSX-T Data Center Y E Y7 A

o] Al A el 4= Kubernetes @k~ ¥ Bl #t¢] A} = Eof] o gk NSX-T Data Center Y| =9 7 & 4] e W
He A9
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Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3g] 7}o] =

7t e Eollw Aoz A vES 2 lE H o] A7} olofok F
Data Center s .30l Ql& = i gls F= 5k o
Al ¥k, NSX-T Data Center s H2lof gl o == =g A
yth Kubernetes el A 7l o] zhgsleind 3te] 9 X = |p F47) gb¢-8 shg el of g ek 3he] ¢l E 9
ool £ = Afolo] FAlE 9 NCPw= Al A 2 71el 2] Eef g & 3] &3h= DFW 17 A & A5 2
= A4 ok NSX Manager GUIC A o] aF A 2] Al AW 5 el 4= gl e o] F A2 w7 b7 v
kAl 4= oF o}

7k 2= VMell i Zeloly dES A &0 2 A4 H yNIC7F 2= =] A 28 Aol A =o] gl=A] gl

of. A WAl = 3] gl s o] 2= NSX-T
ﬂﬂﬂﬂi%itﬂﬁﬂﬂElﬁ%

7 e zof| A ZlE o] Y E @] el AFE5] = vNICE] VIF IDE NCP(NSX Container Plug-in)ell oF&f ofF ghy

d
o dlw w2l d 29 A ErolE 43 2L 29 ot Yol of G ek ahrtel Hlmel i e o] &
= AU & o= 2 Y o] 55 ATk He ol ofeljol A H 2 AAg =
x4 g e

CE %3]

= =X ncp/node_name

2 ol & ncp/cluster

NSX Manager GUIoll 4] IBIE ] > 7P} A| &'l o & o] 53le] == VM =] A 297 £E S AHEd
/L /\/\?‘/] "4'
Kubernetes == ¢| & o] M7 =" ncp/node_name =l L& ¢ dl ] E 8l NCPE thA] A] =l oF ghu o},

o5 HE S AP dte] 2= ol 55 HAE F s d
kubectl get nodes

NCP7} A3 = = &
YA LEol BT
l’—_

7b A= oA

of FelaEo] =5 F7lelE 7% kubeadm join W EH & Aty Aol =24 ~
Fobal o ek 28 A ol A kol MEYZ dA o] AA A 5tk Bl
=2

b A9 ohe wAlo] whe} BAl % Al AT 4 glg o

s = s9A FEe SulE BaE 4§t

NSX == ool e 7t ¥ =7} 7 A 9] 78 o]y & A sl DaemonSets] Y v, shvhe] el o]+ F
2 ZIH o] vl =92 clE o _é%: Fhe] oh= NSX =& ofl o] A =5 A gh] e} o] ol o] A == CNI =2
9] 2 Kubernetes API 4] # Ae o= T2 2EH IPE £ PR W 3kslo]
Kubernetes 4] v] = F4F3t & ?lﬂ_fﬂ 7halut gheksli= NSX kube-proxy & A3 g ol o= g1 ~E8]
kube-proxy s}t &gt 755 4

;g
}O{l
2
ofo
Al ES‘-I‘
X
Lo
-
ru
[
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Kubernetes ¥ Cloud Foundry# NSX Container Plug-in - A2 A % 2tg] 7}e] =

A xb
1 NCP Docker ©|"] A & th-p-= =3k of,
gk o] & nsx—ncp-xxxxxxx.tarsd vk o 7] A xxxxxxx= U= H g o},

2 NSX == of o] A E DaemonSet yaml| Bl &2 & &2 =gy

+

g} o] &2 nsx—node-agent—-ds.yml&] Y th. o] sL-& A A A Bl FE] A oA = ALET &

g5 v e,
3 NCP Docker ¢|v] A & o] u]A| | A ~E 2] =gk}
docker load -i <tar file>

4 nsx-node-agent-ds.yml% 3% g o},

olu] A o] & Brgl oA & H A g o},

Ubuntu®l 7% yaml 519 & AppArmor7} A& 5 £ 5 47 = gl vh i 717 g v AppArmor 7k A&

gz AAEo] Q&R o -5 el g /sys/module/apparmor/parqmeters/enabled%

ol g ok AppArmor7l AFE-E =5 A 5] o] glA] ekom of 53} o] W A shA Al 2.

o oS ES AAAL F4 A2l g e,

container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent-apparmor

s nsx-node-agent A ¢ 2 nsx-kube-proxy Al o] Aol A2l privileged:true °Fel ol
securityContext =& F7F3 ot ol:

securityContext:
privileged:true

3 kubeleto] hyperkube ©| v ] & A}-&38l+= 71 H] ©] g
Eff of] 3&74] 1ol eAF AppArmor7t AbE s Al e S AR Zlo 7 M ws)
yaml }3 & Sl A ol 23t s g A o2 W A e of e

U el A A 5 = 7%, kubeleto] A A A
7;

= Al A 7F s

F3 yaml #t Lol 4 nep.inioll W&l A4 = ConfigMap©] ReadOnly &# ¢ & vl E 5 & 5 x4

el oF g ok, oh- 2 =3 yaml 3} D2 o]n] o] ALekS 7hA v W A #l A= gk ek
5 < B S AF$3lo] NSX == o o] A E DaemonSets Al A gk o},

kubectl apply —-f nsx-node-agent-ds.yml

nsx-node-agent-ds.yml2] ncp.inioll 3 Configmap

A& yaml ¥} % nsx-node-agent—ds.ymlofli= NSX == of o] 7l E ] 4] 5}l nep.iniel o gk

ConfigMap©°] 2£2+5] o] ¢l th. ©] ConfigMap Al Adell& =t ol o] A = A A o] AL-&x} x| A& $]eff =

A % gl ol ok £ ] e
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o} 2 = 3l A& nsx—node-agent-ds.ymlel+= ©F& ncp.ini A 57} 285 o] 5 e

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-node-agent-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None
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# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will

# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
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# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,

# ERROR, CRITICAL

#loglevel=None

[nsx_node_agent]

#

# Configuration for nsx_node_agent
#

# Needs to mount node /proc to container if nsx_node_agent runs in a container.
# By default node /proc will be mounted to /host/proc, the prefix is /host.

# It should be the same setting with mounted path in the daemonset yaml file.
# Set the path to '' if nsx_node_agent is running as a process in minion node.
#proc_mount_path_prefix = /host

# The OVS bridge to configure container interface.
#ovs_bridge = br-int

[nsx_kube_proxy]

#

# Configuration for nsx_kube_proxy
#

# The OVS uplink OpenFlow port where to apply the NAT rules to.

# If not specified, the port that gets assigned ofport=1 is used.
#ovs_uplink_port = <None>

NSX Container Plug-in A %]

NCP(NSX Container Plug-in)+ Docker ¢| v A Z Al -5 Y v}, NCP+= gl Z 2} A v] A
o] of gy o}, vl aE] o4 NCPE A s+ 22 dA= A gy

Az
1 NCP Docker ©| 7] #] & th--Z =3 o},

7}kl o] T2 nsx—ncp—xxxxxxx.tar$ Y ek, o 7] A4 xxxxxxx= HE W &9 o},
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2 NCP ReplicationController yaml &l &8l & o} 2 =3 o},
7t o] F& nep-rc.ymld Y el o] std S AA A Bl EE] shd o] oAl & AL 4 9lsrd] Tk
3 NCP Docker o] m| A £ o] u] A & A] ~E 2]of] 2=},

docker load -i <tar file>

4 (A8 A NSXError AA 9 A& A4 2l A ool B yaml B F3 S R E G e

<l

} o] &< nsx-error-crd.yaml ] 1 =}

5 (A AT e AR Bl asd A4

A

ct.

kubectl create -f nsx-error-crd.yaml
6 ncp-rc.ymlS A o},
olm| A o] & Z x5l o]m| A & H Aot

nsx_api_managers "7 W45 A A g o} =kl NSX Manager9] IP -4 %=+ NSX Manager &
#] 2~ 2] 37 NSX Manager?] IP F4(H £ 2 75 %) =& NSX Manager F#] €< 74 IP 4

= AL g Ak e

nsx_api_managers = 192.168.1.180
or
nsx_api_managers = 192.168.1.181,192.168.1.182,192.168.1.183

(A= AFEH) [nsx_v3] Al Aol vf 7 M4 ca_files A A g o} o] 352 NSX Manager 41 H ¢l 54
5 doldl o A8 CA HE gtdolojof gt AA A gtow A A8 FE CAZF AFEH Y H
nsx_api_managersol tal stvle] IP =45 A A e shibe] CA oL & A A g of

o shibel CA Sl e A A SR al % shale] i 300 el Aol el AHg v e 3719

Al Z+7F nsx_api_managers<] @l = IP G40l Hlal] AFEH el ol & E ok

o
—E‘
M
o)y
£
i)

ca_file = ca_file_for_all_mgrs
or
ca_file = ca_file_for_mgrl,ca_file_for_mgr2,ca_file_for_mgr3
NSX-T Data Centerell ti3t o155 138l vi7} ¥4 nsx_api_cert_file %
nsx_api_private_key_files A A g},
nsx_api_cert_file PEM & 4 o] Selo|odE el 5] ghdof vk AA 7 2}, o] shadef o
ge the3} et ot
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=
2o
__>‘~L‘
o
fu
o
T
)
s
ﬁ\:L
o,

nsx_api_private_key_file-= PEM & 4] ¢] Zefo]l E 7l ql 7] s} o of
o W& ohg 3t ofof g,

ZAEE2 7} NAT BEol A A= =5 4= o] 9= 7% wi7] M4 ingress_mode = natE ~|

Aoz Auy A4 24 T2 e A A9 A P 5ol FE E Ao g
=

Auyl 2715 AbgskE H [nsx_v3] Al Alell A subnet_prefix #4& el o] =3kt

HA(ZFEA) 7L 712 o 2 Abgs] = % gy eh, ohgat 22 71402 HAS ALgeba ghe % 4
]
[hal
enable = False

(A= AFE) nep.iniell 41 NSXErrorEs Abg-sto] &4 M5 Abgele 5 A4 g} o] AL 7

Aon AgEA FEF AR} Y

[nsx_v3]
enable_nsx_err_crd = True

3 yaml 2L el 4] nep.iniel el A4 = ConfigMap©] ReadOnly &§ & & o}-$-E 5| & % x| 7
dlof gyt 2 =3 yaml 21L& o]v] o] ALekS kR HA A= oF BT

7 NCP ReplicationControllers 4 4 gt o},

kubectl create -f ncp-rc.yml
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Ny
%

31 NCP7} Kubernetes APl Aol tf3l of F+ HTTP A 4% 9 o] Kubernetes 2] 42 9]

EL 2y Rk AP A Aol = =2 2 e & gldl NCPe] TCP <14 <A 7} WA
NCP= tFA] A1 #Fate] APl Al vfell e g A& ofA] AA sl of ot 2] A gkomd NCP7F A o]l

el abx] £ o},

NCP ReplicationController<] =
el NCP 2271 A 59l & 3]

u:l} o
2
o
o
it
of
i
dfo
i)
L
rlo
ox
ot
°
>,
i
o,
2
=
o
[t
il
-

n =8 ol Fol Areld =

m Aol Kubernetes =Eof A o]u| x| 7} glo] A =
g o] EE ofA] Agsloe] g o] E7} A T o

= e NCP Zx7F Ag Folabd L8 433k o},

s NCP EE % b s AAG U o 1 A% Al E BAG U o &

iyl
r_ET_‘
v
dlo
5%

kubectl delete pods <NCP pod name> —-n nsx-system
m  NCP ReplicationControllers #tAl gt o}, ol 5 & o} &3} <51 o}

kubectl delete -f ncp-rc.yml —-n nsx-system

ncp-rc.yml®] ncp.inioll o gl Configmap

AE YAML 2+ nep-rc.ymlell = 4 3} nep.iniell Hl 38 ConfigMapel E3H=] o] 95
ConfigMap Al Aol = o] A Al Aol Awd = df & NCPE A A eb7] Aol A A &l oF s} vl 7 =

of g% eh

-2 =3l A5 nep-re.ymloll & oH2 nep.ini A B7F 3 s o] 9l o

# ConfigMap for ncp.ini
apiVersion: vl
kind: ConfigMap
metadata:
name: nsx-ncp-config
labels:
version: vl
data:
ncp.ini: |
[DEFAULT]

# Set to True to enable logging to stderr

#use_stderr = True

# Set to True to send logs to the syslog daemon

#use_syslog = False

# Enabler debug-level logging for the root logger. If set to True, the
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# root logger debug level will be DEBUG, otherwise it will be INFO.
#debug = True

# The log file path must be set to something like '/var/log/nsx-ujo/'. By
# default, logging to file is disabled.
#log_dir = None

# Name of log file to send logging output to. If log_dir is set but log_file is
# not, the binary name will be used, i.e., ncp.log, nsx_node_agent.log and

# nsx_kube_proxy.log.

#log_file = None

# max MB for each compressed file. Defaults to 100 MB
#log_rotation_file_max_mb = 100

# Total number of compressed backup files to store. Defaults to 5.
#log_rotation_backup_count = 5

[coe]

#

# Common options for Container Orchestrators

#

# Container orchestrator adaptor to plug in
# Options: kubernetes (default), openshift, pcf.
#adaptor = kubernetes

# Specify cluster for adaptor. It is a prefix of NSX resources name to
# distinguish multiple clusters who are using the same NSX.

# This is also used as the tag of IP blocks for cluster to allocate

# IP addresses. Different clusters should have different IP blocks.
#cluster = k8scluster

# Log level for the NCP operations. If set, overrides the level specified
# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL

#loglevel=None

# Log level for the NSX API client operations. If set, overrides the level
# specified for the root logger. Possible values are NOTSET, DEBUG, INFO,
# WARNING, ERROR, CRITICAL

nsxlib_loglevel=INFO

# Once enabled, all projects in this cluster will be mapped to a NAT
# topology in NSX backend
#enable_snat = True

# The type of container node. Possible values are HOSTVM, BAREMETAL.
#node_type = HOSTVM

[ha]

#

# NCP High Availability configuration options
#

# Time duration in seconds of mastership timeout. NCP instance will
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# remain master for this duration after elected. Note that the heartbeat
# period plus the update timeout must be less than this period. This

# is done to ensure that the master instance will either confirm

# liveness or fail before the timeout.

#master_timeout = 9

# Time in seconds between heartbeats for elected leader. Once an NCP

# instance is elected master, it will periodically confirm liveness based
# on this value.

#heartbeat_period = 3

# Timeout duration in seconds for update to election resource. If the

# update request does not complete before the timeout it will be

# aborted. Used for master heartbeats to ensure that the update finishes
# or is aborted before the master timeout occurs.

#update_timeout = 3

[k8s]

#

# From kubernetes
#

# IP address of the Kubernetes API Server. If not set, will try to
# read and use the Kubernetes Service IP from environment variable
# KUBERNETES_SERVICE_HOST.

#apiserver_host_ip = <ip_address>

# Port of the Kubernetes API Server.

# Set to 6443 for https. If not set, will try to

# read and use the Kubernetes Service port from environment
# variable KUBERNETES_SERVICE_PORT.

#apiserver_host_port = <port>

# Specify a CA bundle file to use in verifying the Kubernetes API server
# certificate. (string value)

#ca_file = <None>

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

# Full path of the Token file to use for authenticating with the k8s API server.
#client_token_file = <None>
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_private_key_file"

#client_cert_file = <None>

# Full path of the client certificate file to use for authenticating
# with the k8s API server. It must be specified together with

# "client_cert_file"

#client_private_key_file = <None>

# Log level for the kubernetes adaptor. If set, overrides the level specified

# for the root logger. Possible values are NOTSET, DEBUG, INFO, WARNING,
# ERROR, CRITICAL
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#loglevel=None

# Specify how ingress controllers are expected to be deployed. Possible values:
# hostnetwork or nat. NSX will create NAT rules only in the second case.
#ingress_mode = hostnetwork

[nsx_v3]

#

# From nsx

#

# IP address of one or more NSX managers separated by commas. The IP address
# should be of the form (list value):

# <ip_addressl>[:<portl>],<ip_address2>[:<port2>],...

# HTTPS will be used for communication with NSX. If port is not provided,

# port 443 will be used.

#nsx_api_managers = <ip_address>

# If true, the NSX Manager server certificate is not verified. If false the CA
# bundle specified via "ca_file" will be used or if unsest the default system
# root CAs will be used. (boolean value)

#insecure = False

# Specify one or a list of CA bundle files to use in verifying the NSX Manager
# server certificate. This option is ignored if "insecure" is set to True. If
# "insecure" is set to False and ca_file is unset, the system root CAs will be
# used to verify the server certificate. (list value)

#ca_file = <None>

# Path to NSX client certificate file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_private_key_file" option.

#nsx_api_cert_file = <None>

# Path to NSX client private key file. If specified, the nsx_api_user and
# nsx_api_passsword options will be ignored. This option must be specified
# along with "nsx_api_cert_file" option.

#nsx_api_private_key_file = <None>

# The time in seconds before aborting a HTTP connection to a NSX manager.
# (integer value)
#http_timeout = 10

# The time in seconds before aborting a HTTP read response from a NSX manager.
# (integer value)

#http_read_timeout = 180

# Maximum number of times to retry a HTTP connection. (integer value)
#http_retries = 3

# Maximum concurrent connections to each NSX manager. (integer value)
#concurrent_connections = 10

# The amount of time in seconds to wait before ensuring connectivity to the NSX
# manager if no manager connection has been used. (integer value)
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#conn_idle_timeout = 10

# Number of times a HTTP redirect should be followed. (integer value)
#redirects = 2

# Maximum number of times to retry API requests upon stale revision errors.
# (integer value)
#retries = 10

Subnet prefix of IP block. IP block will be retrieved from NSX API and
recognised by tag 'cluster'.

Prefix should be less than 31, as two addresses(the first and last addresses)
need to be network address and broadcast address.

The prefix is fixed after the first subnet is created. It can be changed only

* O H O W W

if there is no subnets in IP block.
#subnet_prefix = 24

# Indicates whether distributed firewall DENY rules are logged.
#log_dropped_traffic = False

# Option to use native loadbalancer support.
#use_native_loadbalancer = False

# Used when ingress class annotation is missing

# if set to true, the ingress will be handled by nsx 1bs

# otherwise will be handled by 3rd party ingress controller (e.g. nginx)
#default_ingress_class_nsx = True

# Path to the default certificate file for HTTPS load balancing
#1b_default_cert_path = <None>

# Path to the private key file for default certificate for HTTPS load balancing
#lb_priv_key_path = <None>

# Option to set load balancing algorithm in load balancer pool object.
# Available choices are

# ROUND_ROBIN/LEAST_CONNECTION/IP_HASH/WEIGHTED_ROUND_ROBIN
#pool_algorithm = "ROUND_ROBIN'

# Option to set load balancer service size. Available choices are

# SMALL/MEDIUM/LARGE.

# MEDIUM Edge VM (4 vCPU, 8GB) only supports SMALL LB.

# LARGE Edge VM (8 vCPU, 16GB) only supports MEDIUM and SMALL LB.

# Bare Metal Edge (IvyBridge, 2 socket, 128GB) supports LARGE, MEDIUM and
# SMALL LB

#service_size = 'SMALL'

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

#17_persistence = <None>

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:
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# 'source_ip'
#14_persistence = <None>

# Name or UUID of the tier® router that project tierl routers connect to
#tierO_router = <None>

# Name or UUID of the NSX overlay transport zone that will be used for creating
# logical switches for container networking. It must refer to an existing

# transport zone on NSX and every hypervisor that hosts the Kubernetes

# node VMs must join this transport zone

#overlay_tz = <None>

# Name or UUID of the NSX 1b service that can be attached by virtual servers
#1b_service = <None>

# Name or UUID of the container ip blocks that will be used for creating
# subnets. If name, it must be unique
#container_ip_blocks = <None>

# Name or UUID of the container ip blocks that will be used for creating

# subnets for no-SNAT projects. If specified, no-SNAT projects will use these
# ip blocks ONLY. Otherwise they will use container_ip_blocks
#no_snat_ip_blocks = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses which will be used for translating container IPs via SNAT rules
#external_ip_pools = <None>

# Name or UUID of the external ip pools that will be used for allocating IP
# addresses for exposing LoadBalancer type service and ingress
#external_ip_pools_lb = <None>

# Firewall sections for this cluster will be created below this mark section
#top_firewall_section_marker = <None>

# Firewall sections for this cluster will be created above this mark section
#bottom_firewall_section_marker = <None>

# Option to enabling error reporting through NSXError CRD
#enable_nsx_err_crd = False

# Option for user to define the maximum allowed virtual servers to be created
# for Service of type LoadBalancer in the cluster. The value should be an

# integer greater than zero.

# max_allowed_virtual_servers = <1000>
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kubectl create secret tls SECRET_NAME —--cert=/path/to/tls.crt —--key=/path/to/tls.key
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spec:

containers:

— name: nsx-ncp
volumeMounts:

— name: nsx-cert
mountPath: /etc/nsx-ujo/nsx-cert
readOnly: true
volumes:

— name: nsx-cert
secret:
secretName: SECRET_NAME

3 yaml ¥} ol A nsx_v3 54 nsx_api_cert_file ¥ nsx_api_private_key_files ¢l dlo] =31

e},

nsx_api_cert_file = /etc/nsx-ujo/nsx-cert/tls.crt
nsx_api_private_key_file = /etc/nsx-ujo/nsx-cert/tls.key
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spec:
containers:

— name: nsx-ncp
volumeMounts:
— name: nsx-cert
# Mount path must match nsx_v3 option "nsx_api_cert_file"

mountPath: /etc/nsx-ujo/nsx_cert
— name: nsx-priv-key
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# Mount path must match nsx_v3 option "nsx_api_private_key_file"
mountPath: /etc/nsx-ujo/nsx_priv_key
volumes:

— name: nsx-cert
hostPath:
path: <host-filesystem-cert-path>
— name: nsx-priv-key
hostPath:
path: <host-filesystem-priv-key-path>
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[DEFAULT]
log_dir = /var/log/nsx-ujo/

spec:

containers:

— hame: nsx-ncp

volumeMounts:
— name: nsx-ujo-log-dir
# Mount path must match [DEFAULT] option "log_dir"
mountPath: /var/log/nsx-ujo
volumes:
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- name: nsx-ujo-log-dir
hostPath:
path: /var/log/nsx-ujo

log_file "7/ W45 AASIe] 22 31 o] 55 HA S 4 357 ) 7]% °] &2 ncp.log,
nsx_node_agent.log % nsx_kube_proxy.log% Yt} log_dir s+4+ /var/log/nsx-ujo 7 &
ol 9lo] 7 &7 AAslH hostPath & F =+ emptyDir &5 44 ko] &l @ pod AFekel P%E‘H

of g e
2 32E A27F 3 A A nsx-nep7t TAE A EE L 4 ol =A el e
a T HEs ATk

mkdir -p <host-filesystem-log-dir-path>
chmod +w <host-filesystem-log-dir-path>

b AF&A nsx—ncpE FFel AV T AE AR REE 7775 WA o

useradd -s /bin/bash nsx-ncp
chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-path>

chmod 777 <host-filesystem-log-dir-path>

il

3  NCP =29 Ak¢k yaml ¥t ol A syslog-$ ConfigMap+& F7Fgtu ot ol & 59 b3 2574 o},

kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"

Tag="ncp"
Ruleset="remote"
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4 NCP x =] yaml z}4 el A rsyslog ZlHl o] & F7}st L, rsyslog7h 74 dl ol HE A3 ot & 71 H|

= N
ool A 2a5 fleF e A2 2 e Ed Yt dE =4 e A

spec:
containers:
— name: nsx-ncp

- name: rsyslog

image: example/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: nsx-ujo-log-dir
mountPath: /var/log/nsx-ujo

volumes:

- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: nsx-ujo-log-dir
hostPath:
path: <host-filesystem-log-dir-path>

Syslog-& DaemonSet 54 A A]

g e ® wENCP T4 $49 228 e 4 gl vh o F27 e AL stderro] 27 5%
% e ok fuieh o] FAL e A ez AgH e A4 ek ohg Aol A& syslog ol o] HE of

u] x| 7} example/rsyslogztar 744 gk o},
Az}
1 DaemonSet yaml & Ao} ol & 59 ob52F 25 o

apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
nsx—ncp.conf:
module(load="imfile")

ruleset(name="remote") {
if $msg contains 'nsx-container' then
action(type="omfwd"
Protocol="tcp"
Target="nsx.example.com"
Port="514")

stop
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input(type="imfile"
File="/var/log/containers/nsx-node-agent-*.1log"
Tag="nsx-node-agent"
Ruleset="remote")

input(type="imfile"
File="/var/log/containers/nsx-ncp-*.1log"
Tag="nsx-ncp"

Ruleset="remote")

input(type="imfile"
File="/var/log/syslog"
Tag="nsx-cni"
Ruleset="remote")
# rsyslog DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: rsyslog
labels:
component: rsyslog
version: vl
spec:
template:
metadata:
labels:
component: rsyslog
version: vl
spec:
hostNetwork: true
containers:
— name: rsyslog
image: example/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
- name: log-volume
mountPath: /var/log
— name: container-volume
mountPath: /var/lib/docker/containers
volumes:
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
- name: log-volume
hostPath:
path: /var/log
— name: container-volume
hostPath:
path: /var/lib/docker/containers
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2 DaemonSets A4 g o}

kubectl apply -f <daemonset yaml file>
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mkdir /var/log/nsx-ujo
chown localadmin:localadmin /var/log/nsx-ujo

m 2E =9 /var/log/nsx—ujo HE E 2]l vk &1 F3-& 4 g o},

cat <<EOF > /etc/logrotate.d/nsx-ujo
/var/log/nsx-ujo/*.log {

copytruncate

daily

size 106M

rotate 4

delaycompress

compress

notifempty

missingok

EOF

NCP E4] AEZ¢ A

m  NCPell #& ncp.ini ot & A4 e

<l

cat <<EOF > /tmp/ncp.ini

[DEFAULT]

log_dir = /var/log/nsx-ujo
[coe]

cluster = k8s-cll

[k8s]

apiserver_host_ip = 10.114.209.77

apiserver_host_port = 6443

ca_file = /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
client_token_file = /var/run/secrets/kubernetes.io/serviceaccount/token
insecure = True

ingress_mode = nat

[nsx_v3]

nsx_api_user = admin

nsx_api_password = Passwordl!

nsx_api_managers = 10.114.209.68

insecure = True

subnet_prefix = 29
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[nsx_node_agent]
[nsx_kube_proxy]
ovs_uplink_port = ens192
EOF

m  ini ZFL oA configmaps A4 &l
kubectl create configmap nsx-ncp-config-with-logging —--from-file=/tmp/ncp.ini
m  NCPrsyslog 745 A4 ¢}

cat <<EOF > /tmp/nsx-ncp-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config
labels:
version: vl
data:
ncp.conf:
module(load="1imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop
input(type="imfile"
File="/var/log/nsx-ujo/ncp.log"
Tag="ncp"

Ruleset="remote")
EOF

n % Al A configmaps A4 3 o

kubectl create -f /tmp/nsx-ncp-rsyslog.conf

i
o
o
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°

m  rsyslog Aol =7FE ARE-3ke] NCP 4| 71 E &

cat <<EOF > /tmp/ncp-rc-with-logging.yml
# Replication Controller yaml for NCP
apiVersion: vl
kind: ReplicationController
metadata:

# VMware NSX Container Plugin

name: nsx-ncp

labels:
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tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# Active-Active/Active-Standby is not supported in current release.
# so replica *must be* 1.
replicas: 1
template:
metadata:
labels:
tier: nsx-networking
component: nsx-ncp
version: vl
spec:
# NCP shares the host management network.
hostNetwork: true
nodeSelector:
kubernetes.io/hostname: k8s-master
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-ncp
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
readinessProbe:
exec:
command:
- cat
- /tmp/ncp_ready
initialDelaySeconds: 5
periodSeconds: 5
failureThreshold: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
- name: config-volume
# NCP expects ncp.ini is present in /etc/nsx-ujo
mountPath: /etc/nsx-ujo
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
image: jumanjiman/rsyslog
imagePullPolicy: IfNotPresent
volumeMounts:
- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true
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— name: log-volume
mountPath: /var/log/nsx-ujo
volumes:
- name: config-volume
# ConfigMap nsx-ncp-config is expected to supply ncp.ini
configMap:
name: nsx-ncp-config-with-logging
- name: rsyslog-config-volume
configMap:
name: rsyslog-config
— name: log-volume
hostPath:
path: /var/log/nsx-ujo/
EOF

s Y9 A4 E NCPE AT

kubectl apply -f /tmp/ncp-rc-with-logging.yml

NSX - E o] o] 21 E DaemonSet A A

=T ofo]AE] 3 rsyslog T4 S A4 ] ok

cat <<EOF > /tmp/nsx-node-agent-rsyslog.conf
# yaml template for NCP ReplicationController
# Correct kubernetes API and NSX API parameters, and NCP Docker image
# must be specified.
apiVersion: vl
kind: ConfigMap
metadata:
name: rsyslog-config-node-agent
labels:
version: vl
data:
ncp.conf:
module(load="imfile")

ruleset(name="remote") {
action(type="omfwd"
Protocol="tcp"
Target="nsx.licf.vmware.com"
Port="514")

stop
input (type="imfile"
File="/var/log/nsx-ujo/nsx_kube_proxy.log"
Tag="nsx_kube_proxy"

Ruleset="remote")

input (type="imfile"
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File="/var/log/nsx-ujo/nsx_node_agent.log"
Tag="nsx_node_agent"
Ruleset="remote")

EOF

89 FA oA configmaps A4 ok
kubectl create -f /tmp/nsx-node-agent-rsyslog.conf
m configmap Aol =75 AbE-8led DaemonSets A4 3h of.

cat <<EOF > /tmp/nsx—-node-agent-rsyslog.yml
# nsx—node-agent DaemonSet
apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: nsx-node-agent
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
template:
metadata:
annotations:
container.apparmor.security.beta.kubernetes.io/nsx-node-agent: localhost/node-agent—
apparmor
labels:
tier: nsx-networking
component: nsx-node-agent
version: vl
spec:
hostNetwork: true
tolerations:
- key: "node-role.kubernetes.io/master"
operator: "Exists"
effect: "NoSchedule"
containers:
- name: nsx-node-agent
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_node_agent"]
livenessProbe:
exec:
command:
— /bin/sh
- —C
- ps aux | grep [n]lsx_node_agent
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
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add:
— NET_ADMIN
— SYS_ADMIN
SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:

# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
# mount CNI socket path
- name: cni-sock
mountPath: /var/run/nsx-ujo
# mount container namespace
— name: netns
mountPath: /var/run/netns
# mount host proc
- name: proc
mountPath: /host/proc
readOnly: true
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: nsx-kube-proxy
# Docker image for NCP
image: nsx-ujo-docker-local.artifactory.eng.vmware.com/nsx—-ncp:ob-6236425
imagePullPolicy: IfNotPresent
# override NCP image entrypoint
command: ["nsx_kube_proxy"]
livenessProbe:
exec:
command:
- /bin/sh
- —C
- ps aux | grep [n]sx_kube_proxy
initialDelaySeconds: 5
periodSeconds: 5
securityContext:
capabilities:
add:
— NET_ADMIN
— SYS_ADMIN
— SYS_PTRACE
— DAC_READ_SEARCH
volumeMounts:
# ncp.ini
- name: config-volume
mountPath: /etc/nsx-ujo
# mount openvswitch dir
— name: openvswitch
mountPath: /var/run/openvswitch
- name: log-volume
mountPath: /var/log/nsx-ujo
— name: rsyslog
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image: jumanjiman/rsyslog

imagePullPolicy: IfNotPresent

volumeMounts:

- name: rsyslog-config-volume
mountPath: /etc/rsyslog.d
readOnly: true

— name: log-volume
mountPath: /var/log/nsx-ujo

volumes:
- name: config-volume

configMap:

name: nsx-ncp-config-with-logging
- name: cni-sock

hostPath:

path: /var/run/nsx-ujo
— name: netns

hostPath:

path: /var/run/netns
- name: proc

hostPath:

path: /proc
— name: openvswitch
hostPath:
path: /var/run/openvswitch
- name: rsyslog-config-volume
configMap:
name: rsyslog-config-node-agent
— name: log-volume

hostPath:

path: /var/log/nsx-ujo/
EOF

s  DaemonSets A4 g}

kubectl apply -f /tmp/nsx-node-agent-rsyslog.yml

Bk o A

NCPE wjj 3 ol = Kubernetes2} NSX-T Data Center 37 & o} & B3 3}7] 93 A & F & A
o] F 8 gk,

NCP7} XA & == oA gtk A d) ¥ =5 A 3

NCP-= NSX-T Data Center 22| -0l 4|2k 4= glofof efw] x| A <l Z e} = =oflxful A& 5 =5 7

Galof Gk AR Al o] g AL ol @ mES AW F dFVITh 27 B o] o] L
4

nodeSelector:
nsx-infra: True
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Az ol 2o A AN S L Agate] Eo] LEE B8 S5

A
kubernetes.io/docs/concepts/configuration/assign-pod-node &5-8 Ax 4] A] &,

Docker Engine©]| &4l Bz 21%] &<l

Docker+= A7 H o & ol gulo] 5 "e] =gk} o2l fule] =25 A &6t7] fajA = Aok A
A5 T8l of g e

A e 4 = Aol e NET_ADMIN 2 NET_RAW 7% &-& ¢t &

Linux 712l NET_ADMIN % NET_RAW= A A7F £ = U EQ 25 4417 = o o&d F 5
ok AlF e 4 gl yol o]l gt F 7HA] 7155 AR Al RS AAd o Pk R R
NET_ADMIN 7 ﬂ“d?); = e o] Joll Fof = A b5 el 2= Apckol 4] WA A o d
A&7 A8 ol wE R AAGE A Fosol et =3 A F S F glE Aoy %
Z e o] AFeke] SecurityContext -4l oll A AHAl H 7] 5 5o NET_RAWE A A 3le] NET_RAW &
AbEehA] E s AR o E B ohea 25 o

_E_
i
ju ro
M
ol

}n

securityContext:
capabilities:
drop:
- NET_RAW

3} 7)1l A A A A o]

T

Kubernetes% RBAC(H & 711l Al Alo]) APIE Abgeto] A3 A4S el A7 A S &4

o2 FAE 4 =5 o AAE Ul E-2 https://kubernetes.io/docs/admin/authorization/rbac
S Az Al 2.

AL A Gt HAs W UG e FAD AR AGA P Al

=
ol AA A7 B8 glE E =9 Kubernetes Wl E9 7 AP H Al 25 A rkgh] o}
s Kubernetes APlol| A~ 4= ¢li= £ =5 XA d}+= Kubernetes RBAC A A& F7}3k] o},
NCP Z=of th3l #7% RBAC 4 %

ServiceAccount oFellell NCP =5 A A slaL o] Al Aol 2 4gke] HAgt Adhs Fodd et =3, oh&
¥ owl: ReplicationControIIerﬂ NCP ReplicationController @ NSX =X of o] A E o] & "
E 4 ConfigMap % TLS &30l HA|l At 5 & -&3FA np4l A &
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che el Al NCPel gt 93 2 9% vhel g A ekt YL wel Fih

# Create a ServiceAccount for NCP namespace
apiVersion: vl
kind: ServiceAccount
metadata:
name: ncp-svc—account
namespace: nsx-system

# Create ClusterRole for NCP
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role
rules:
— apiGroups:
- extensions
- networking.k8s.1io
resources:
— deployments
— endpoints
— pods
- pods/log
- namespaces
- networkpolicies
# Move 'nodes' to ncp-patch-role when hyperbus is disabled.
— nodes
- replicationcontrollers
# Remove 'secrets' if not using Native Load Balancer.
- secrets
verbs:
- get
— watch
- list

# Create ClusterRole for NCP to edit resources
kind: ClusterRole
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-patch-role
rules:
— apiGroups:
— extensions
resources:
- ingresses
- services
verbs:
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- get
— watch
- list
— update
— patch
— apiGroups:
— extensions
resources:
- ingresses/status
— services/status
verbs:
- replace
— update
— patch

# Bind ServiceAccount created for NCP to its ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ncp-cluster-role-binding
roleRef:
# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ncp-cluster-role
subjects:
— kind: ServiceAccount
name: ncp-svc-—account
namespace: nsx-system

# Bind ServiceAccount created for NCP to the patch ClusterRole
kind: ClusterRoleBinding
# Set the apiVersion to vl while using OpenShift
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: ncp-patch-role-binding

roleRef:

# Comment out the apiGroup while using OpenShift
apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: ncp-patch-role

subjects:

— kind: ServiceAccount
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name: ncp-svc-account
namespace: nsx-system

Z3L NSX-T Data Center Zete| o E gl 54 9 7l 7] #ell 8l Kubernetes APIE AF-&3lo] A4l 5
TLS &+ 3 5 AF8-3l4 Kubernetes API A v ol A~k 4= 9= & F o HAlAT 4= 9l o) w4k
AR 2 Aul s A glo]l AAE E Eol= Kubernetes APlell Al A~ 4= Q) w5 &17] 9 & EE5 A5
o7 upfESE FAdg vl ad o]l 7L e A A o] Aly o ® ek ok wpebA o] gk EFo
gk AA| A= all e EFo] e £ =7 A gheof g}

HEAA gt 74

AR e A gfaxo HE 5EA AT AEE Sx8 F FA 6 oF g

A

NSX-T Data Center B} 7 |3}

NSX-T Data Centeroll 4] 714l & el 2 & vl = b5} 22 A

(e3
=

=

o] 4§ e},

d

1= 1284 Ay o}
m o2 25642 AlgHE
m A= A 300 B2 E P S Sy ek

Kubernetes %+ OpenShift 54 < NSX-T Data Center % $] % e ol H-Agk ol o] 2] gk Al gko] =3}

el £Ak AT ¢ g ol F Fol 2914 TEol @ Bl waky Aol AgEE Af R
Ak gk W9 EE o] $ALE o e A v ghel el Aol o 4% HE A GEA ge
4 9w

FECER LS

=2 AAL ol AE 7 & Abgdte] L= s g easo] =g Aot
NCPoll 4 Al et v E 9 2 A A2 Kubernetesell A Al sl ah= vl 29 =2 A A 2} 5 obn], o]

Kubernetes ¥ Aol w2} o} 5 o},

m  Kubernetes 1.11 - th5 74 A& 7] 5 A A& 4 9l ot
m  podSelector: V| E$ 2 A A o] A5 vdado] ol 9ls BE T =5 A8 g
m  namespaceSelector: & vl dad o] ~5 Al B g}

m  podSelector AND namespaceSelector: namespaceSelector® Al & g ] gl A~ o o] ~of Q)+
e XEE A

m  ipBlockSelector: ipBlockSelector% namespaceSelector %+ podSelectorst 7 gsts 4
E9a AA o] ulzx] ¢kl ipBlockSelector= A A f 4ol w5 o 2 AFg-al oF gk o},

m  Kubernetes 1.10 - V| E9] 2 A A 2] 71 % Aol namespaceSelector, podSelector % ipBlock Al ®

1% A et 29E 5 st
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Kubernetes APl 41 = vl =912 A4 iAol B¢ 2 5S 49 o) %
AL AAE e ol 5 th NCPE ol d W= 2 4 A g

ato] sat=7) vbE v 2t NCP7F sl & Ul =4 2 A A& A 2] abx

S ARG F Al LulE W =2 A AL b A4 e oF 3 ok,

VMware, Inc.

Lol eh wheba) AR WEga
Fu

LR EEN LEERE

o= E AL geol =

48



Pivotal Cloud Foundry 373 ol] A]
NCP A %

PCF(Pivotal Cloud Foundry)& £ 42 PaaS(PIatform as-a-Service) A&7k H ok PCF g7 ]
NCP(NSX Container Plug-in)& 4 #| gl V| ES 7] Ae] 25 A5 4 5ok

Pivotal Ops Managers %4l A4 5= VM Al o]y W EY ol tf8F A5 3 A4S 5 NSX-T 7]+
o HA| A~ o},

rlo
A
offt
|o
fiu
>
of
o
ki
i
1
o,
ol
i

HAE 74 715

A3 vl 2§e WA E A vt 2 E B E o Ee) ool g ehA] 28] A a of e
o] 7bel & o] F2) A o] o] At Bl wek 2ol A A vek 2ol TR S BLF 4
]

m  Pivotal Cloud Foundry %7 ol 4 NCP A #

Pivotal Cloud Foundry &7 ol 5] NCP A ]
NCP+= Pivotal Ops Manager 2|4 AF-8-#} ol B] of| o] 2~ 5 -3l A & 5 ] o},
AR 8T AR

Pivotal Ops Manager, NSX-T Data Center % Pivotal Application Service(PAS)E Al & A A ] o}
Ops Managers = # A # g} & NSX-T Data Center, PAS =4 & A A af oF gt o}, ApA| &k ] &
Pivotal Cloud Foundry " A & Az 3514 4] &

A2k

1 PCFoll tHek NCP A A s} & b2 =g

s}l o] F- VMware-NSX-T.<version>.<build>.pivotal ] 1] o},
Pivotal Ops Managereoll ZFe] xF 2 & 7291 gk o},

AlF 7} 7] (Import a Product) s &3 g o}

g2 Ed st e

g h~ W N

P e}

Ops Manager Director for VMware vSphere E} < & Z 2|

T

VMware, Inc.



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3g] 7}o] =

vCenter 74 2] AA wlo] 4 NSX VIEYF S A &332 NSX BEo]| 4] NSX-TE Al & g1 o},
NSX CA 21F 4] 2 =0 PEM & 4] 2] ¢l H 415 ¢l & g},

(o] 00 N ()]
R}
o}
tjo
it
a1
gl
T
I

9% 9o Ax] A BES F2olo] A HER Folgb o},
10 Pivotal Application Service B} 4 & 22| g1t}
1 AA R 5ha Aol dEA S Al g e}
12 ZHol VE A A o)X Fe]adel 4] 75 g g
13 % 99 AR dABRES FElsle] A e Fopzh e}
14 ARZES T
15 % 5o A PAIBEE FEsle] A= Sopzh el
16 VMware NSX-T e} ¢ & 2= 3o}
17 NSX Manager®] F4 5 1= g

18 NSX Manager ¢l % b & Al g gk o},

Zelo|dE JAFA AF NSX Manager®] sl g 7lel 715 4= g e

01@
i
il
i)
EO
ot
e
jises
S
L
v
)

AHEA} o] B 2 FEE AFEF 7| Q1F NSX Manager 2] A-¢] A}

19 NSX Manager CA 5 A 2 =of <l 5415 ¢ & g o
20 ARL FE o

21 5 Aol A NCPE Al E 3]
22 PAS 7|t ol &< 1 @tk

Al A o =3 o] A2 NCP7F PAS

23 eHjdo] HF dFS I Fh
24 Tier-0 28] & <1 = ¢ o},
25 Adoly EZY IP EF5 3t ol A A4 gl ek
a F7hs 3
b IPEZOES 4Pk AIPES == 7IEIPESY 5 Ao
c AP EF<l A fellut CIDR 9 A = &5 A4 3 eh(ell: 10.1.0.0/16).
26 ZAeloly U ES 2o Juul AFALE A A o,
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28 23 V|ES| A o] F(NAT) IP &2 ATt bl AHSH = IP 25 sl o4 A4 =

a 7z Zeg.

¢ AP =<l A5olut CIDR ¥ IP

&4 7123
AAL AFAId B 715 A% ok @ A ES AR S Bk el ool AR Zal el 7%
NCP Z7)e] HlH| 2 42 A& At

32 AFe TGt

33 (A E A3 ghAl Ao 4] NSX 2B oo HE = A8 gk o},
13)]

34 S1E o] AR HAIRES 2 6lo] AL e Foprh o)

35 WA WS HE&= T
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NSX-T Data Center == #l 21 4] = Kubernetes$} & 3= o] 9l ),

= e A& -4 3l ¥ ¥ Kubernetes LoadBalancer 48] = 441 2] &9 NCP 84| A EE2 &

OJ:‘

LoadBalancer -+ & ¢ Kubernetes A | ~5 T4 3te] A% 4 2= el A& A A 3baL, Kubernetes 541

g LrE FA ] AlE 7 e e A E AA S = 95y o
NCPoll A 2= wl & A& FA 8121 ™ nep-rc.yml G el 4] o5 43 g o,
1 use_native_loadbalancer = True® A A g o},

2 (A® A3 pool_algorithmS ROUND_ROBIN X=+= LEAST_CONNECTION/IP_HASH= A A gt} 7]
HZ-© ROUND_ROBINS] 4] t}.

3  (A¥ Akl service_size = SMALL, MEDIUM % = LARGE= A A ghu] o}, 7] 2342 SMALL ] | o},

~

LEAST_CONNECTION/IP_HASH i8] HF2 5 U3 £ A P 4o o & U tole =2 A4
ohE 2719 NSX-T &= Wl el 7} Al &l 8= ahd-of o gk A4 g W] &2 "NSX-T Data Center 32| 7}¢]
A

T4 oL qfulelEahe] W F 4 g4tk HhAL NSX

2= WAL AL
=
=

L

Manager Ul ==+ API
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As 4R AT 7 2= A9 A

I

A7
NCP ConfigMap©ll 4 14_persistence % 17_persistence w7l 45 AF-8-8le A &4 A A S x| A 2

AFHh AlF 4 AEA ol el A= 22 IPE FAE AT s AlF 7 A4 el A
F7) 2 22 IPE FAE AT F 5y 7] &35S <None> H T, 4 %

rr %

# Choice of persistence type for ingress traffic through L7 Loadbalancer.
# Accepted values:

# 'cookie'

# 'source_ip'

17_persistence = cookie

# Choice of persistence type for ingress traffic through L4 Loadbalancer.
# Accepted values:

# 'source_ip'

14_persistence = source_ip

Kubernetes LoadBalancer A 8]~ 2] 75 =23 A5 4 A 54 o] AA 9+ 7 %(14_persistence”}
<None>° & A7 5] o] Ql&) Au] A f Aol 4 sessionAffinity s A1 4 dlo] Aul~o] x| &4 528
Ae 4 9l ok 14_persistence® source_ip® A A3 75 A v~ 9+ A 2] sessionAffinityE At
&ote] Ar| 2o gk A& A7 23 E AREA A S 5 s 7S A 4 ASA A7 23
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O
D
=
-
M
—
D
w0

10800 % ¢ ] th(A] vl 2=l o & Ku A= A https://kubernetes.io/docs/concepts/services-
networking/serviceoll A1 A ¥ A3} &), 7]1E A5 A3 237 A A H BE Aul s U8 NSX-T
R el A &4 Z291AdS FR b 7] £ ko] ofd A4 A ZF 2 oF A A H 7L A u] 2o d &
g Z2apd o] A}

3L Al ol = A u] 7t LoadBalancer -3 9 Awl gl 7 @l ok Au] ol gk Al 4 7R A
Al wigk Al Z 7 7k Aol A& & A4 DAl AlSF 4ol A al source_ip, AlS 7l H 4l
cookie)= A AT 4 sl ek ol gk Al vhe] 2ol A= F 7k Aol tigk A5 A o] F At A
(source_ip, cookie ®+= None) = % &Fv}7} Noneod oF g oh(e] 749 7]l A A< source_ip =+

cookiedd = ). ol &g Alvte] 2.9f o= oh5- 3k A

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
— host: cafe.example.com

http:
paths:
- path: /tea
backend:

serviceName: tea-svc
servicePort: 80
apiVersion: vl
kind: Service

metadata:
name: tea-svc <==== same as the Ingress backend above
labels:
app: tea
spec:
ports:
- port: 80

targetPort: 80
protocol: TCP
name: tcp
selector:
app: tea
type: LoadBalancer

A~

T

m  NSX-T Data Center+= TLS 7F A& Ab&-3he Aloll del] shbe] Al 7 2= i=dx s g4k TLS
AL A A G Aot shule] AlZE 7 2= wlel A2 Ao}

n BE Al el P Fav)h kg
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Al Bl Aze= nep.inid] [nsx_v3] A Al 9l+= external_ip_pools Al A A A8k & 4|
o

P
o
ol IPFart dbf v 22 WA= o] IPF49 HTTP 5 HTTPS £ E(80 ¥ 443)% A&

o},

. Al B Lol = nep.ini® [nsx_v3] Al Aol 9l external_ip_pools_1b 4ol A | A gk <] -
P &2 IP 471 daksl U ol external_ip_pools_lb 4l ¢l $i+ 7 F external_ip_poolsel 4]
A A g Fol AUt 2 el A= o] IPF49 HTTP % HTTPS ¥ E(80 ¥ 443)% A8
=

m TLS TtAS AHEEhA ek AL HTTP 7k A ) (2 = 80)oll A & 2~8

m TLS A4S AFEEE FAS HTTPS 7HA A v (2 E 443)0ll 4 T2~ 51 o},
v oletg sl Felolel E SSL A4S F &3 e}

4T Y Al A FA e S8R iU 3 A EA S o] B A ZE e Al o
NSX-T Data Center7} ¢l S+ &
A= m kTl e el ol 5 A

N

AR 5 ] o

. TLS A S Frtet A Al A ste] A8 A 8k 2l o] Al D ok 4 A4l A tls 71 7F Al A
Hm HTTPS 7F4 A ¥ (5 443)0l A HTTP 7HAF A v (EE 80)&E 4l 1F A o] A% o}, »}Ak7}

A2 ALt Al tls 71 7F F ks HTTP 7Hd 418 (2 E 80)0ll 41 HTTPS 7H4 A1 #l(F E 443) %
AL TP A o] A e

ARG QHE L AA E AL G5 S AE e nhA e S Ale] 4

=

w2 Fe Y 72 wole gt gl sl Al A Y e A A 3 A A SR e Eel g e
A els ey g

n 7|2 wWolEgt gl FAle] of ] Al A A HA FAR FARH Y BB FAlE of FA F
7hE ) o,

n A=t URI DA 7 A4 A T B AREslo] Ao W Y S Abgsko] A5 ok
dE Sol, 2 “Jcoffee/.*” = "/coffee/" Holl O =& &1} o] ALY FA I p o= 7] $-9F A AT
Yt ol & o] “/coffee/” , “/coffee/a’ , “/coffee/b’ o= LA G AL “/coffee” |, /

coffeecup” =&~ /coffeecup/a’ ¢t LA sHA ¢k o}

AL A el

kind: Ingress
metadata:
name: cafe-ingress
spec:
rules:
- http:
paths:
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- path: /coffee/.* #Matches /coffee/, /coffee/a but NOT /coffee, /coffeecup, etc.
backend:
serviceName: coffee-svc
servicePort: 80

Al Blazel FA 5 Frheted URL 84 AAA = A4S & s d ek d & 2 o3 2 d ek

kind: Ingress
metadata:

name: cafe-ingress

annotations:

ingress.kubernetes.io/rewrite-target: /

spec:

rules:

- host: cafe.example.com

http:
paths:
— path: /tea
backend:

serviceName: tea-svc
servicePort: 80
- path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80

1=

URLe] Wql= Auj22 AE57] Aol 42 /tea 3 /coffeert /= A =HA 5 W v

44l 4 kubernetes.io/ingress.allow-http7} #1151 o},

T4 o] false A A o] gloew HTTPS 12 ul A A 51 o},

HTTP 7F A o] Al ot =3k =41 3F Al

FA ol trueZ AA s o] QA FEhE A ol
+

TLS Aol gl 75 HTTPS 1f A o] A4

rr

S He Al Blasdd 4o 2 FrE Y &4 7]+ nep/error.loadbalancere] L ¢ 7] &

ncp/warning.loadbalancers! Y oh. 53 222 o 5 2 Fof 7 WA 4 gl o}

m  ncp/error.loadbalancer: DEFAULT_BACKEND_IN_USE

o] £ fE 712 Wl st g ALl ol 9eg vheb ek o] A Sl w4 A ]
o TLS A4 of s} BAglol #A1 2Foll & 7] el =ob shtak glolof Ptk o] £ FE 9
At nl £AL AR T F Sul 2 AL AAEehe] tha) AT A L
m  ncp/warning.loadbalancer: SECRET_NOT_FOUND
o] 2 F FAl FAN ARH ik ges b ek o] A% FAL FEA oz 24 g
WA rete e s AR 2 Anw FAe) Fel7k Qe e 5o

Al Blaze 1 F7] Fot AAA A 5t

m  ncp/warning.loadbalancer: INVALID_INGRESS
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A= T:l] = =
st Al A Al g §r % Fe A S A& she] oA A a4l £

m  allow-http 4 ¢| False® A7 5|3 4=Alof] TLS A A o] ¥ e+5]A] ek o},

m  FAL TP A el host B path7F A1 A = o] A kvl eh, o2 gk AL AF Aol =41 7] el =

o} 4@ 7ol sk AAl 4L 712 ol =5 A g o

73 LoadBalancer?] A H]

s NSX-T Data Center= 7+ Au]~ L Eof el A& 4 2= el A 74 v o) S A4 g o),
s TCP<} UDP7} &7 Al 1% ot

n 7 Ayl ol s afre P A7 S o

m  ©] A¥] 2o = LoadBalancer A €] 9] loadBalancerIP L =& 7|F o2 9|5 P £ IP F471 &
H Yt loadBalancerIP H == v[9 & & UL IP =2 IPF4, o5 == IDE 28 + A5
loadBalancerIP I =7} vlef 9lowl nep.inie] [nsx_v3] A4l $l+ external_ip_pools_1b
Ao A A A gk L] 5 1P Eoll A IP7F ek Y o} external_ip_pools_1b %4l ¢] ¢l 7%

external_ip_poolscll A #| A gk % o] AL&-5 1} LoadBalancer A v] &= o IP F49) 4] A ¥

=% g3

n TS WA NCPE HHA] Al Akl o2 IP £ 2 HA T F s

of of g o},

m  ncp/error.loadbalancer: IP_POOL_NOT_FOUND
o] @+ A&7} loadBalancerIP: <nsx—ip-pool><
PRl S 5 ehal A4 B A S

m  ncp/error.loadbalancer: IP_POOL_EXHAUSTED

A1 A @A uF <nsx—ip-pool>©] 955

e}
=
e o] A% Aul st w84 A o] LR E A Ased SR P EL Adea,
= A
=

»}E}»m oho] A Al w84 e e o] &

s  loadBalancerIPol 4] #] A g} |P Eofli= Bl 2L scope: ncp/owner, tag: cluster:<cluster_name>©] %}

= /‘4 ‘ﬂ]i of F4 o2 F7F5l Yl 2 71+ ncp/error.loadbalancersd Y o, oh& 3 e 2

L5+ AH-8-#F7F 1loadBalancerIP: <nsx—ip—pool>5 A A @A ut gl 2} |p Eo] IP F4£5 27
ARE s HEFH U o] A5 Avlas w234 Ay o] L FF | Aste Y AHE 7hed
PR Ao L P % Aok s, Alu] % A B A A4 A A 5

m  ncp/error.loadbalancer: IP_POOL_NOT_UNIQUE

o] &+ 2] IP ¢l loadBalancerIP: <nsx—ip-pool>cll A A A &k o] &o] 2S5 el
ok o] A el v &4 A g o

m  ncp/error.loadbalancer: POOL_ACCESS_DENIED
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©] &4+ loadBalancerIPol 4] #] 72} IP &l Bl . scope: ncp/owner, tag:
cluster:<cluster_name>7} §1 A} e ol x| A = ZF2] ~€ 7} Kubernetes 2] 2] ¢] o] &3} o
A etA 55 EFY ] o}
m  ncp/error.loadbalancer: LB_VIP_CONFLICT
°] 2+ loadBalancerIP 2 =29] |P7} &4 Au] o] Pl 5 g5 vy o o] 75 AH]
= vl 34 A= gl o},
4 2= el Ao zg 27] 24 o] A9l ¥] Y of Kubernetes LoadBalancer A1 ¥ =7 A ==
= o] frﬂ 7V Az Feela 7)o Al 4 e wlEl Aof] ko] FshA o Al 3 A
e Az AAH o w3 NCPE ©] oAk 7FAF Au) 7 A A = A] ok& AlS 4 2= vl A
AA g e o] 7] 5 7R o B ALl =5 A A B o] 9554 tF. NCP ConfigMap<ll A
4_1b_auto_scaling< false® A A 3lo] o] 7|55 AL&ebA =5 AT 4 o5},

s

]
3

N oZi 01}1‘

|

o 4y

—

ZE YU R UESA GH

NSX 25 wlel 4] 7hah Aulel 4 FE2 22 9S A2eht A% 22 IPE Tier-1 29H 9 32 L& P
ol A

Fag v o] Fat slel Tier A4 Wl ES o] g on CIDR 7]k Ml =4 2 4 A o] 3] &
R EARE ALAA W AT, o) 2AE LATA Tiert 819 G2 20 P R
45 % CIDR L% £ =% =9 A% T4 8o Fuleh o Wi P Fat

status.loadbalancer.1ngress ip Hreof A a2l 4 (ncp/internal_ip_for_policy)o &

ERE RS

dl & gol, 7P Avf e o IP F47 440503 W Tier-1 eh-El o] Rl 2 L= P Favt
100.64.224.11¢] 735 Ae = oh5-2F 25 o}
status:
loadBalancer:
ingress:
- ip: 4.4.0.5

- ip: 100.64.224.11

e

B
L
o
°
o

rlo

% LoadBalancer 2| £2=2] Al 9 A u]2of o gk 54
ncp/internal_ip_for_policy: 100.64.224.11

22411 Ul =8 2 A Ao A ipBlock Al 8 71 <] 3] 8-¥ CIDReoll <3l glofoF gt} ol &

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy

ingress:
- from:
- ipBlock:
cidr: 100.64.224.11/32
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CA AW AZEAE AT NE 2agE

ofg] ~ 3 5] E &= <filename>.crt % <finename>.key s}l of 7+7 A 25l CA A1 5 ¢l 541} 7l el 71 &
A A3 genrsa W S CA 7] 5 A T ek CA 71 s stell of &t} aes256F & WHE & A
&olo] ot & AAT 5 5

#!/bin/bash
host="www.example.com"
filename=server

openssl genrsa -out ca.key 4096

openssl req -key ca.key —-new —-x509 -days 365 -sha256 -extensions v3_ca -out ca.crt -subj "/C=US/ST=CA/
L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl req -out ${filename}.csr -new -newkey rsa:2048 -nodes -keyout ${filename}.key -subj "/C=US/
ST=CA/L=Palo Alto/0=0S3/0U=Eng/CN=${host}"

openssl x509 -req -days 360 —-in ${filename}.csr —CA ca.crt -CAkey ca.key -CAcreateserial -out $
{filename}.crt -sha256

NCP x=of 7] Ql5A Bl 7] mpe-E

gl Aet Mel 717 AAH F T2 VMY Jetc/nsx—ujo H & E2lo] AAg o el F 4]} 7] 314 9
o] lb-default.crt % lb—default.key® 77zt A A = vt 7P sl Tt 9] g sldo] £ =
of vl-F-E 5% 5 nep-rc.yamls HA Gk ol 5 £ obg 3} 25y ok

spec:

containers:

— name: nsx-ncp
volumeMounts:

- name: lb-default-cert
# Mount path must match nsx_v3 option "lb_default_cert_path"
mountPath: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
# Mount path must match nsx_v3 option "lb_priv_key_path"
mountPath: /etc/nsx-ujo/lb-default.key
volumes:

- name: lb-default-cert
hostPath:
path: /etc/nsx-ujo/lb-default.crt
— name: lb-priv-key
hostPath:
path: /etc/nsx-ujo/lb-default.key
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ncp.ini 3+ HF

T4 =} /var/vcap/data/jobs/ncp/xxxxxxxx/config/ncp.inis H A &l oF ] oh(e] 7] A
XXXXXXXXT BOSH v 2 IDS]). 2] 9l NCP7} thA] A #H= wlfmlc} o] 314 o] rootfsel A= 32 NCPell
A AR Yo o] st ZF wpsE oA A o o,

o
r]o

S T & o] E Al A FE A vtk PKS BFd = Sl 7 E o
8‘—?— ncp.iniel WA W go] =45 o},

°©

dlo of

S ncp.inig #H7A Y
PKS w5 gt o] =

ﬂd
rlr

8 542 nsx_v3 A Aol gl e

el

use_native_loadbalancer - False® 4 A 3} NCP+ F4] 3} 24 ¢l o] LoadBalancer 3 < ¢l
o] Eo] & FAl i Au| A5 A dA] gk o] AA L AA PKS FlsE o AEF] ) 7

S Trued v el

m default_ingress_class_nsx - True® A A sl NCP+ 7| 4l A E &2 7} 5] 2,
kubernetes.io/ingress.class: "nsx" 4 ¢] A A& A7} oAl FAE A AR e FAES
25 A2l g o} False® A 4 & NCP+= kubernetes.io/ingress.class: "nsx"& F4] <] #|

g% ARk A2 ek 71 &5 Truesi vl ok

NCP7} & IPE NGINX Z1 E£8] 2ol @iteli 36 PS5 AEeted 54 Aol & el o] Eel =5 8f
o

Bl o5& FY ok
m  ncp.ini® k8s A Al A ingress_mode=natE A A F 1 o},
m  NGINX 574l ZA=E2] £ =0 4 ncp/ingress—controller: "True"= 7}y o

NCP7} NGINX 4—4_ ZAEEH o K5 IPE A&3le] 4 kubernetes.io/ingress.class:
A Jo] =8t o}, default_ingress_class_nsx=Falsedl 7% NCP7}

& IPE AF&3te] 54 kubernetes.io/ingress.class”l #1745 #] ¢

3
Q@
'_l
=}
><_
N
A
_>i
rﬂ
>
¢
o
=
il
find
jin)

ZFa: NGINX 41 #1252 E =of ncp/ingress—controller: "True" F4 o] & A = x| ¢k& 7 $-o =
NCP7} ¢loll el = 441 48l & loadBalancer: {}& gJulol =3k 22]™ NGINX #EZ2) 7} 4]
4+l 5 loadBalancer: {ingress: [{ip: <IP>}]1}& ¢ldle] E3laL NCP7} 54l Abe] &
loadBalancer: {}& ldlo]EslE FZolA FAle] Frbd 4 ol ot o] 2fdt 43S v efedul of
SHAE 3 e

s FA AEEHE https://github.com/kubernetes/ingress-nginxell 4 7+ A& 73 ¢

A 71 EE 2ol 4 ingress-classE "nginx" ©] 2| ¢ o & 5o 2 W7 g o},

kubernetes.io/ingress—class: "nginx" F4 o] A A= FA19] A9 FA4E o2 oz o
74 g o},

n AAIRE 8L https://kubernetes.github.io/ingress-nginx/user-guide/multiple-ingress& %t

EEAIA £
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n A AEE2E https://github.com/nginxinc/kubernetes-ingressoll 4 7} A& 73

o
o
FAl A EE2 o)A ingress—classE "nginx" ©] &9 th & dEo 2 w7 o},

kubernetes.io/ingress—-class: "nginx" 4 ¢] A A= FA1e] A5 F4L o} & oz o

Al 71 E Z2] £ =o] 4 use-ingress-class-only= True® 474

2= S

=
%2+ kubernetes.io/ingress—class 4 ¢| A/ A= A ¢k FAIE o] o] 4} glde]| E3}A] o
PR

RER

m AAE W82 hitps://github.com/kubernetes/ingress-nginx/blob/master/docs/user-guide/

multiple-ingress.md & A Z 314 4] &

Alue] 2 10 NCP7L 24l & A g ekA| vt 7] =4 A EE2 7} ob d Yt
o] AAtell wtel NCP7}F nsx E#ll &~ 4l& A2l sl =5 3 et
1 7 ebzE 2= 4 nep.inig nsx_v3 A4S A g o}

a default_ingress_class_nsx= False® A% gt}

b use_native_loadbalancer® 7]&%t<l Trues w4tk

2 7 rhaE mEol A NCPE BhAl AlaH U ek ol = <le] vhas) o9 enlsh A 4 gl w

N

3 NCP7} A2l &d =& 4Alell kubernetes.io/ingress.class: "nsx" 45 A A g ch.

]Urﬂl 2: NCP7} 7] 2 =24l AEZe| Q)

1 ncp.inis AA T 87} glAut ZE Aol 4] A/ A= o] L&A 2ol gk
2 NCPE %3 A2l 4-4lell+= kubernetes.io/ingress.class: "nsx" 54 & A & &l oF g o}

NCP-= kubernetes.io/ingress.class 54 ¢| A A = A ¢t A= A 2] sl x|uk of 2] 4-4]
27} 9= 7 $-oll = 34k kubernetes.io/ingress.class 54 & A A sla, 7|2 54 AEZ2 &
Zlol| o] E LA = A o] T4 o

3 kAl AEEZHE Al A2 @ FAlddle A FA AEEe el g ko] FAH o A A H o] ok
b D}.

T2 HI7FNGINXE 71+ 54l A& 2 A4 }% Zle] o eb, NGINXE 71 4l Al = 2o =2

A gk nginx s NGINX 741 AE 22 & Apgshad oF g e},
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Ale]l L 30 NCP= 413} A glo] o w3t =4l ke A 2fskA] 5T
ohe AE whg e

1 ZalsE 2= A nep.inid nsx_v3 A4S 2 A g o

4

SSiG)

a use_native_loadbalancer® False® A7 3ttt o] Al default_ingress_class_nsx®| @2

228 g e},

2 7} vl wEolA NCPE thA A A e o] 2 Qla] shaw sl ewl b Al 4 gl o)

'"l

NCP-= LoadBalancer +& & AMv] A% A e ebA] gk o
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NSX Manager GUI =+ CLI( & % <l ¥ 3] ¢] )¢l 4] NSX Container Plug-in& 2] & 4 21554 o},

31 ESXi 6.50014 A3 F<l Ave]lY TAE VM-S vMotions 53l th& ESXi 6.5 £ AE & nlo] 1|
ate Al Aelold T B AgsEE Aol e & 7 H O]H S rEofA A= ZH
7ke] Aol FAU o] EAl= Aeloly TAE YNICY AA S FE F ofA] edAsto] e 4
vtk ESXi 6.5 it o] E 1 o] kol A = o] A 7F WA BhA] kg e

(o]

o3
El? o

]
]
1
Hyperbus®] 7 -7 &f o] 7 vl o] A ol PVLAN T

3 4g
Ytk VLAN 55 9wx| st2d = VLAN =2] A ~
Al e AL

13 VLAN ID 40947} ¢l ¢k =] v o] ID&E W7 & 4 ¢l
1A == VTEP vmknicE 5% 3 VLAN IDE 4 5}

A

Kubernetes ] A2~ NSXErrorol] A= 95 A H A

NSX Wl ol = #bol] 7} ¢l += 7+ Kubernetes 2l =2 7 A 9] 79 &+ A 29} gh7] sfvbe] NSXError 71 Al 7}

o
AR 2 el AA oo g o7 A= Y5

ol 7le& N2 LR A H =5 AAE o] YA Gad o] 7es A st s A A sk s NCPE

A g ol nep.inieoll 41 enable_nsx_err_crds True® A A & oF g o},

3 NSXError WA AA, sl o] & = Al shA] gFobof ot

NSXError 7N 7 & F 4|8} 7] ¢ = =;
m  kubectl get nsxerrors
E= NSXError 7l # & v+ 3 ef,

m  kubectl get nsxerrors -1 error-object-type=<type of resource>
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574 9 9] Kubernetes /N (ell: services -4 2 7N A2l 321 5| NSXError /WA & vhed g ot
m  kubectl get nsxerrors <nsxerror name> —-o yaml

ct.

NSXError 7l Al ¢] A5 4 H& 3 4] g

°

m  kubectl get svc <service name> —-o yaml | grep nsxerror
574 v sl el 5 NSXErrors Absru o),

NSXError 7} A &) A% AW & LA ob= 25 704 AAlel cha2 22 F8 Au7t 235t o & =5

e e s

error-object-id: default.svc-1

error-object-name: svc-1

error-object-ns: default

error-object-type: services

message:

- '[2019-01-21 20:25:36]23705: Number of pool members requested exceed LoadBalancerlimit'

of el Al vl gl 25 o] == defaultd vl ek A1 8] 2= 9] o] 52 sve-19 Y B Kubernetes 2] 42229 3

services Yt}

rlo

o] & g] 2ol 4= NSXError | Alell A oh2 & 77} = 5 o},
= NSX Edge Algte & gl Abs 7] 24 0] F7F 2= gl A5 debetA] g5 e
w2 ol A Aw e Fob Al ZA U e(AtE 7] 2 o] AR EH =S AR EHA ).
n 2 ] Ae o Fob Al R
m 2= e Ay Eoele o] srF e w4 AlgE == NSX Edge Al g5 £33 ok

B

m  LoadBalancer +& Av]| A5 A& o B5 P F4L7F 5 AFEF o}

(@)
Ly
o
=
-
v
ro
lnf
=
o,
>
e
>
4o
A
o

o Bel el d LE} 3

[¢)
A

o

|
]

X
b4

A

o
.

ol
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HEA D EYEAE =7

i B CIF 1A =28 L ES A eh o] 23k =l di g A4l W] &2 "NSX-T 32| 7pe] =
T AZEIMA L

m  Traceflow

m YE 74
m  |PFIX

n A" ool AAH = =2l 29 A £E GRE AEEE A A L E vl F o] Al A
AgE g2 "NSX-T #e] 7hel = o] "2 E wle| e A gk Z2opql of e & AFE 4] A &, sbA] =k CIF
)

=2 VIF £E0] 1|8 oksr 1 ot

o
ol
ol
o
N
o]r
rlo
<
)
S
Q
Q
1)
=
-
it
of
:(l}{i
Ry
e
il
Ry
o

CLI H =

CLI &5 A g 3leim NSX Container Plug-in A e o] ol Za¢lata Elr] 25 ¢ & nsxcli W& S A

G g e,

oA ohF wWE s Al CLI ZEFZEE 343 5= 9l
kubectl exec -it <pod name> nsxcli
3 6-1. NCP ZH| o] 2] CLI % %
3 A A
AL get ncp-master status Kubernetes$} PCF =Fof & &
ALE) get ncp-nsx status Kubernetes¢} PCF =< 3 &
A1) get ncp-watcher <watcher-name> Kubernetes<} PCF =l 3l 2+
A-e) get ncp-watchers Kubernetes¢l PCF = -7l &l &t
ALe) get ncp-k8s-api-server status Kubernetesel ul & 2
AL check projects Kubernetesell 2t & o+
AL check project <project-name> Kubernetesell at &l =+
el get ncp-bbs status PCFollut & o
A1) get ncp-capi status PCFol ut &l 2+
AL get ncp-policy-server status PCFell qt &l 2+
7 A] get project-caches Kubernetesel ul & 2
7 A] get project-cache <project-name> Kubernetesell 2t &l &+
7 A) get namespace-caches Kubernetesell at &l =+
7 4] get namespace-cache <namespace-name> Kubernetesel 1t 3l 2
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¥ 6-1. NCP 1 H|o]H 2] CLI = (A<)

3 a7 Fx

7 A] get pod-caches Kuberneteseol 1} &l &

7 A] get pod-cache <pod-name> Kubernetesell ut &l &+

7 4] get ingress-caches Kubernetesel ul i 2+

7N A] get ingress-cache <ingress-name> Kubernetesell 2t &l 2+

7 A] get ingress-controllers Kubernetesel 1t @l &

7] A] get ingress-controller <ingress-controller-name> Kubernetesel 1t ll &

7 A) get network-policy-caches Kuberneteseol 1t &l &

7 4] get network-policy-cache <pod-name> Kubernetesel 1t @l &

7 4] get asg-caches PCFollat &) o

7 A) get asg-cache <asg-ID> PCFol ut &)l 2+

7 A) get org-caches PCFell qt &l 2+

7 A] get org-cache <org-ID> PCFell at &l o

7 A] get space-caches PCFol ut &)l 2+

7 A) get space-cache <space-ID> PCFell qt &l 2+

7 4] get app-caches PCFollat & o

7 A] get app-cache <app-ID> PCFol ut &)l 2+

7N Al get instance-caches <app-ID> PCFoflul & o

7 A] get instance-cache <app-ID> <instance-ID> PCFollat & o

7N A get policy-caches PCEo| u} &) ot

BSE get ncp-log file <filename> Kubernetes®} PCF =-Fof & =t
= €] get ncp-log-level Kubernetes¢} PCF = ol & &
N set ncp-log-level <log-level> Kubernetes<} PCF =l 3l 2+
PEd] get support-bundle file <filename> Kubernetesell ut &l &+

L get node-agent-log file <filename> Kubernetesel 1t @l &

S get node-agent-log file <filename> <node-name> Kubernetesell 2t &l 2+
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¥ 6-2. NSX =& 9 o] A E Ad ol CLI H&

+3 ]

AL el get node-agent-hyperbus status

7N A get container-cache <container-name>
7N Al get container-caches

¥ 6-3. NSX Kube Proxy Z o] 2] CLI &

3 s

7 get ncp-k8s-api-server status

el get kube-proxy-watcher <watcher-name>
AL get kube-proxy-watchers

2 dump ovs-flows

NCP i Ho] o] &8
= NCP vpz=E o] Aef 4]
get ncp-master status
o
kubenode> get ncp-master status
This instance is not the NCP master

Current NCP Master id is a4h83ehl-b8dd-4e74-c71c-cbb7cc9c4clc
Last master update at Wed Oct 25 22:46:40 2017

s NCP¢ NSX Manager 7Fe] o170 Abe] 3% 4]
get ncp—nsx status
o:

kubenode> get ncp-nsx status
NSX Manager status: Healthy

P
s AL g

)

A A A

ek
>

2ol EE W xjd] 2o

’

=
0
LN

get ncp-watchers
get ncp-watcher <watcher-name>

o :

kubenode> get ncp-watchers
pod:
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Average event processing time: 1145 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST

Number of events processed: 1 (in past 3600-sec window)

Total events processed by current watcher: 1

Total events processed since watcher thread created: 1

Total watcher recycle count: 0

Watcher thread created time: Mar 02 2017 10:51:37 PST

Watcher thread status: Up

namespace:
Average event processing time: 68 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

ingress:
Average event processing time: 0 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 0 (in past 3600-sec window)
Total events processed by current watcher: 0
Total events processed since watcher thread created: 0
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

service:
Average event processing time: 3 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:51:37 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:51:37 PST
Watcher thread status: Up

kubenode> get ncp-watcher pod
Average event processing time: 1174 msec (in past 3600-sec window)
Current watcher started time: Mar 02 2017 10:47:35 PST
Number of events processed: 1 (in past 3600-sec window)
Total events processed by current watcher: 1
Total events processed since watcher thread created: 1
Total watcher recycle count: 0
Watcher thread created time: Mar 02 2017 10:47:35 PST
Watcher thread status: Up

%%
[-r~l
2

m  NCP$¢ Kubernetes API A1) 71¢] 171 Ale)

get ncp-k8s-api-server status
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off:
kubenode> get ncp-k8s-api-server status
Kubernetes ApiServer status: Healthy

2AE <l

u
I

7

(1

rlr

L2 AE &

{

uly

n %
check projects
check project <project—-name>
o

kubenode> check projects
default:
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing

Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

nsl:
Router 8accc9cd-9883-45f6-81b3-0d1fb2583180 is missing

kubenode> check project default
Tier-1 link port for router 1b90a61f-0f2c-4768-9eb6-ea8954b4f327 is missing

Switch 40a6829d-c3aa-4el7-ae8a-7f7910fdf2c6 is missing

LoL]

B\

7 Abe)

NCP<} PCF BBS 72l <

get ncp-bbs status

o
node> get ncp-bbs status
BBS Server status: Healthy
gl

NCP<} PCF CAPI 7] <17 )¢l

get ncp-capi status

o :

node> get ncp-capi status
CAPI Server status: Healthy

1 o]

jus

e

I

= NCPe} PCF A Aluf 7k 14

get ncp-policy-server status
o :

node> get ncp-bbs status
Policy Server status: Healthy
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NCP o] o] 714 65

2AE = Qs o ol B g o A4 A 2]

n
“l

|

get project-cache <project-name>

get project-caches

get namespace-cache <namespace-name>
get namespace-caches

o :

kubenode> get project-caches
default:

logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46
logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2
subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns
project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa
logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815
ip_pool_id: 51ca®58d-c3dc-41fd-8f2d-e69006ablb3d
subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98
project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475
snat_ip: 4.4.0.3

kubenode> get project-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180
logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d
ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e
subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kubenode> get namespace-caches
default:
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logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d

ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e

subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

kube-system:
logical-router: 5032b299-acad-448e-a521-19d272a08c46

logical-switch:
id: 85233651-602d-445d-ab10-1c84096cc22a
ip_pool_id: ablc5b09-7004-4206-ac56-85d9d94bffa2

subnet: 10.0.1.0/24
subnet_id: 73e450af-b4b8-4a61-a6e3-c7ddd1l5ce751

testns:
ext_pool_id: 346a0f36-7b5a-4ecc-ad32-338dcb92316f
labels:
ns: myns

project: myproject
logical-router: 4dc8f8a9-69b4-4ff7-8fb7-d2625dc77efa

logical-switch:
id: 6111a99a-6e06-4faa-al31-649f10f7c815

ip_pool_id: 51ca058d-c3dc-41fd-8f2d-e69006ablb3d

subnet: 50.0.2.0/24
subnet_id: 34f79811-bd29-4048-a67d-67ceac97eb98

project_nsgroup: 9606afee-6348-4780-9dbe-91abfd23e475

snat_ip: 4.4.0.3

kubenode> get namespace-cache default
logical-router: 8accc9cd-9883-45f6-81b3-0d1fb2583180

logical-switch:
id: 9d7da647-27b6-47cf-9cdb-6e4f4d5a356d

ip_pool_id: 519ff57f-061f-4009-8d92-3e6526e7cl7e

subnet: 10.0.0.0/24
subnet_id: f75fd64c-c7b0-4b42-9681-fc656ae5e435

m o gk W A4 oA 7]
get pod-cache <pod-name>
get pod-caches

o :

kubenode> get pod-caches

nsx.default.nginx-rc-ug2lv:
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4

gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937

id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False

ip: 10.0.0.2/24

labels:
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app: nginx
mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

nsx.testns.web-pod-1:
cif_id: cel34f21-6be5-43fe-afbf-aaca8c06b5cf
gateway_ip: 50.0.2.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 3180b521-270e-11e8-ab42-005056b198fb
ingress_controller: False
ip: 50.0.2.3/24

labels:
app: nginx—new
role: db

tier: cache
mac: 02:50:56:00:20:02
port_id: 81bc2b8e-d902-4cad-9fcl-aabdc32ecaf8
vlan: 3

kubenode> get pod-cache nsx.default.nginx-rc-ug2lv
cif_id: 2af9f734-37b1-4072-ba88-abbf935bf3d4
gateway_ip: 10.0.0.1
host_vif: d6210773-5c07-4817-98db-451bd1f01937
id: 1c8b5c52-3795-11e8-ab42-005056b198fb
ingress_controller: False
ip: 10.0.0.2/24
labels:

app: nginx

mac: 02:50:56:00:08:00
port_id: d52c833a-f531-4bdf-bfa2-e8a084a8d41b
vlian: 1

s mE A mE B A A4 b 9]

get ingress caches
get ingress—cache <ingress-name>

o :

kubenode> get ingress-caches
nsx.default.cafe-ingress:

ext_pool_id: cc02db70-539a0-4934-a938-5b851b3e485b

1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416

lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e

name: dgo2-http

type: http
1b_virtual_server_ip: 5.5.0.2
name: cafe-ingress
rules:

host: cafe.example.com

http:
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paths:
path: /coffee

backend:
serviceName: coffee-svc

servicePort: 80

lb_rule:
id: 4bclebdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee

kubenode> get ingress-cache nsx.default.cafe-ingress
ext_pool_id: cc02db70-5390-4934-0938-5b851b3e485b

1b_virtual_server:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
lb_service_id: 659eefc6-33d1-4672-a419-344b877f528e

name: dgo2-http

type: http
1b_virtual_server_ip: 5.5.0.2

name: cafe-ingress

rules:
host: cafe.example.com
http:
paths:
path: /coffee
backend:
serviceName: coffee-svc
servicePort: 80
lb_rule:
id: 4bclebdd-abd9-47fb-a09e-21e58b2131c3
name: dgo2-default-cafe-ingress/coffee
AZAEER 2e 54 FA A B S8l gt AU 7R 7| (A H A @5 AR H A EEe

get ingress controllers
get ingress—controller <ingress—-controller—-name>

o
kubenode> get ingress-controllers

native-load-balancer:
ingress_virtual_server:

http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416

pool_id: None

https_terminated:

default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161

pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b

loadbalancer_service:
73

first_avail_index: 0

VMware, Inc.



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3g] 7}o] =

1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2

nsx.default.nginx-ingress-rc-host-ed3og
ip: 10.192.162.201
mode: hostnetwork
pool_id: 5813c609-5d3a-4438-b9c3-ea3cd6de52c3

kubenode> get ingress-controller native-load-balancer
ingress_virtual_server:
http:
default_backend_tags:
id: 895c7f43-c56e-4b67-bb4c-09d68459d416
pool_id: None
https_terminated:
default_backend_tags:
id: 293282eb-fla0-471c-9e48-ba28d9d89161
pool_id: None
1b_ip_pool_id: cc02db70-539a-4934-a938-5b851b3e485b
loadbalancer_service:
first_avail_index: 0
1lb_services:
id: 659eefc6-33d1-4672-a419-344b877f528e
name: dgo2-bfmxi
tl_link_port_ip: 100.64.128.5
tl_router_id: cb50deb2-4460-45f2-879a-1b94592ae886
virtual_servers:
293282eb-f1a0-471c-9e48-ba28d9d89161
895c7f43-c56e-4b67-bb4c—-09d68459d416
ssl:
ssl_client_profile_id: aff205bb-4db8-5a72-8d67-218cdc54d27b
vip: 5.5.0.2
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get network-policy caches
get network-policy-cache <network-policy-name>

o
kubenode> get network-policy-caches
nsx.testns.allow-tcp-80:

dest_labels: None
dest_pods:
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50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f7f825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eeed4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80
protocol: TCP
src_rules_hash: e4ea7b8d91cle722670a59f971f8fccla5ac51f1

kubenode> get network-policy-cache nsx.testns.allow-tcp-80
dest_labels: None
dest_pods:
50.0.2.3
match_expressions:
key: tier
operator: In
values:
cache
name: allow-tcp-80
np_dest_ip_set_ids:
22182d76-004f-4d12-9504-celcb9c8aa00
np_except_ip_set_ids:
np_ip_set_ids:
14f71825-f1a0-408f-bbd9-bb2f75d44666
np_isol_section_id: c8d93597-9066-42e3-991c-c550c46b2270
np_section_id: 04693136-7925-44f2-8616-d809d02cd2a9
ns_name: testns
src_egress_rules: None
src_egress_rules_hash: 97d170el550eee4afcQaf065b78cda302a97674c
src_pods:
50.0.2.0/24
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src_rules:
from:
namespaceSelector:
matchExpressions:
key: tier
operator: DoesNotExist
matchLabels:
ns: myns
ports:
port: 80

protocol: TCP
src_rules_hash: e4ea7b8d91c1e722670a59f971f8fccla5ac51f1

m 2E ASG MA == 5 ASG MA] 7hA 27

get asg-caches
get asg-cache <asg-ID>

o:

node> get asg-caches
edc04715-d04c-4e63-abbc-db601a668db6 :
fws_id: 3c66f40a0-5378-46d7-a7e2-bee4ba72a4cc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:

node> get asg-cache edc04715-d04c-4e63-abbc-db601a668db6
fws_id: 3c66f40a0-5378-46d7-a7e2-beed4ba72a4cc
name: org-85_tcp_80_asg
rules:
destinations:
66.10.10.0/24
ports:
80
protocol: tcp
rule_id: 4359
running_default: False
running_spaces:
75bc164d-1214-46f9-80bb-456a8fbccbfd
staging_default: False
staging_spaces:
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get org-caches
get org-cache <org-ID>

o :

node> get org-caches
ebb8b4f9-a40f-4122-bf21-65c40f575aca:
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551le-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

node> get org-cache ebb8b4f9-a40f-4122-bf21-65c40f575aca
ext_pool_id: 9208a8b8-57d7-4582-9c1f-7a7cefal04f5
isolation:
isolation_section_id: d6e7ff95-4737-4e34-91d4-27601897353f
logical-router: 94a414a2-551le-4444-bae6-3d79901al65f
logical-switch:
id: d74807e8-8f74-4575-b26b-87d4fdbafd3c
ip_pool_id: 1b60f16f-4a30-4a3d-93cc-bfb08a5e3e02
subnet: 50.0.48.0/24
subnet_id: a458d3aa-bea9-4684-9957-d0ce80d11788
name: org-50
snat_ip: 70.0.0.49
spaces:
e8ab7aa0-d4e3-4458-a896-133177557851

w25 TN e A 3 N4 7EA 27

get space-caches
get space-cache <space-ID>

node> get space-caches
global_security_group:
name: global_security_group
running_nsgroup: 226d4292-47fb-4c2e-a118-449818d8fa98
staging_nsgroup: 7ebbf7f5-38c9-43a3-9292-682056722836

7870d134-7997-4373-b665-b6a0910413¢c47:
name: test-spacel
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org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307
running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

node> get space-cache 7870d134-7997-4373-b665-b6a910413c47

name: test-spacel

org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09

running_nsgroup: 4a3d9bcc-be36-47ae-bff8-96448fecf307

running_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512

staging_security_groups:
aa0c7c3f-a478-4d45-8afa-df5d5d7dc512
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get app-caches
get app-cache <app-ID>

o:

node> get app-caches
aff2b12b-b425-4d9f-b8e6-b6308644efal:

instances:
b72199cc-elab-49bf-506d-478d:
app_id: aff2bl12b-b425-4d9f-b8e6-b6308644efal8
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

name: hello2

rg_id: a8423bc0-4b2b-49fb-bbff-a4badf21leb09

space_id: 7870d134-7997-4373-b665-b6a910413c47

node> get app-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8
instances:

b72199cc-elab-49bf-506d-478d:
app_id: aff2b12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
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id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3
name: hello2
org_id: a8423bc0-4b2b-49fb-bbff-a4badf21eb09
space_id: 7870d134-7997-4373-b665-b6a910413c47
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get instance-caches <app-ID>
get instance-cache <app-ID> <instance-ID>

o :

node> get instance-caches aff2bl2b-b425-4d9f-b8e6-b6308644efa8
b72199cc-elab-49bf-506d-478d:

app_id: aff2b12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

node> get instance-cache aff2bl2b-b425-4d9f-b8e6-b6308644efa8 b72199cc-elab-49bf-506d-478d
app_id: aff2b12b-b425-4d9f-b8e6-b6308644efad
cell_id: 0dda88bc-640b-44e7-8cea-20e83e873544
cif_id: 158ald7e-6ccc-4027-a773-55bb2618f51b
gateway_ip: 192.168.5.1
host_vif: 53475dfd-03e4-4bc6-b8ba-3d803725cbab
id: b72199cc-elab-49bf-506d-478d
index: 0
ip: 192.168.5.4/24
last_updated_time: 1522965828.45
mac: 02:50:56:00:60:02
port_id: a7c6f6bb-c472-4239-a030-bce615d5063e
state: RUNNING
vlan: 3

n =E A A 7HA 27

get policy-caches
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o :

node> get policy-caches
aff2b12b-b425-4d9f-b8e6-b6308644efa8:

fws_id: 3fe27725-f139-479a-b83b-8576c9aedbef

nsg_id: 30583a27-9b56-49c1-a534-4040f91cc333

rules:

8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al13-440a-afbd-97b7bfae21d1l

f582ec4d-3a13-440a-afbd-97b7bfae21d1:
nsg_id: d24b9f77-e2e0-4fba-b258-893223683aa6
rules:
8272:

dst_app_id: aff2bl2b-b425-4d9f-b8e6-b6308644efa8
ports: 8382
protocol: tcp
src_app_id: f582ec4d-3al13-440a-afbd-97b7bfae21d1l
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get support-bundle file <filename>
off:

kubenode>get support-bundle file foo

Bundle file foo created in tgz format

kubenode>copy file foo url scp://nicira@10.0.0.1:/tmp

s I
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get ncp-log file <filename>
o

kubenode>get ncp-log file foo
Log file foo created in tgz format
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A A4 o HE 2 /var/vmware/nsx/file-storeol] A %5 U}, CLI file-store ¥ 8 & Al-&3lo] W&
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oA,

get node-agent-log file <filename>
get node-agent-log file <filename> <node-name>

ol :

kubenode>get node-agent-log file foo
Log file foo created in tgz format

T 7hA 7 ¢ A

it
H
4

AFS 7153k 2 448 NOTSET, DEBUG, INFO, WARNING, ERROR % CRITICAL S Yt}

ol

get ncp-log-level
set ncp-log-level <log level>

o:

kubenode>get ncp-log-level
NCP log level is INFO

kubenode>set ncp-log-level DEBUG
NCP log level is changed to DEBUG

NSX == o o] A E ZdH| o] o] e %

o] =2 x = of o] A =5k HyperBus Ake] €] 17 4u] 3.4]
get node-agent-hyperbus status
off:

kubenode> get node-agent-hyperbus status
HyperBus status: Healthy

NSX 1= o] o] A 7 g]o]ue] 7} 4] %

NSX == ol o] 4= el o] v €] W3 7] 4] 71 £.7]

get container-cache <container-name>
get container-caches

o:

kubenode> get container-caches
cifle4:
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
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gateway_ip: 169.254.1.254/16
vlan_id: 104

kubenode> get container-cache cifl104
ip: 192.168.0.14/32
mac: 50:01:01:01:01:14
gateway_ip: 169.254.1.254/16
vlan_id: 104

NSX Kube Proxy 7 o] 2] A}ef &

s Kube Proxy<l Kubernetes API A1) 7ke] o174 4]

i
>
2
Kul
2!
2,

(%21

get ncp-k8s-api-server status
o

kubenode> get kube-proxy-k8s-api-server status
Kubernetes ApiServer status: Healthy

s Kube Proxy ZFA] #F AHH] 32A4]

get kube-proxy-watcher <watcher-name>
get kube-proxy-watchers

o :

kubenode> get kube-proxy-watchers
endpoint:

Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90
Total events processed since watcher thread created: 90
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

service:
Average event processing time: 8 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
Number of events processed: 2 (in past 3600-sec window)
Total events processed by current watcher: 2
Total events processed since watcher thread created: 2
Total watcher recycle count: 0
Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

kubenode> get kube-proxy-watcher endpoint
Average event processing time: 15 msec (in past 3600-sec window)
Current watcher started time: May 01 2017 15:06:24 PDT
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Number of events processed: 90 (in past 3600-sec window)
Total events processed by current watcher: 90

Total events processed since watcher thread created: 90
Total watcher recycle count: 0

Watcher thread created time: May 01 2017 15:06:24 PDT
Watcher thread status: Up

K

m =Eof4 OVS &+

i

dump ovs-flows
o

kubenode> dump ovs-flows

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=8.876s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=100,ip
actions=ct(table=1)

cookie=0x0, duration=8.898s, table=0, n_packets=0, n_bytes=0, idle_age=8, priority=0
actions=NORMAL

cookie=0x0, duration=8.759s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,tcp,nw_dst=10.96.0.1,tp_dst=443 actions=mod_tp_dst:443

cookie=0x0, duration=8.719s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=100,ip,nw_dst=10.96.0.10 actions=drop

cookie=0x0, duration=8.819s, table=1, n_packets=0, n_bytes=0, idle_age=8,
priority=90,ip,in_port=1 actions=ct(table=2,nat)

cookie=0x0, duration=8.799s, table=1, n_packets=0, n_bytes=0, idle_age=8, priority=80,ip
actions=NORMAL

cookie=0x0, duration=8.856s, table=2, n_packets=0, n_bytes=0, idle_age=8, actions=NORMAL

h=
o A=
of A4ol = Thek e 4 Sl o AR ©F TEo} o] g

L 3= e

NCPOO00O01 A5 T4
NCPO0002 Z7)3} A3l
NCP00003 2] A
NCP00004 AR o]
NCPOO005 ATAME RS T e
NCP0O0006 S e
NCPO0007 755 NSX 14
NCPO0O008 A NSX Bl

VMware, Inc.



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3tg] 7}o] =

eF 3=
NCPOOO09
NCPOOO10
NCPOOOTM
NCPOOO12
NCPOOO13
NCPOOO0O14
NCPOOO15
NCPOOO16
NCPOOO17
NCPOOO18
NCPOOO19
NCPO0O020
NCPOO0OO021
NCPO0022
NCPO0O023

NCPO0024

NCPO0025

eF 3=
NCPO0026
NCPO0O027
NCPO0028
NCPO0029
NCPOO0O30
NCPOOO31
NCPO0O032
NCPOOO0O33

NCPO0O034

NCPOOO035

VMware, Inc.

IP A1l A4 Al ol

P A 2l ALA] AL

of
)
o

>

P = ] 3|

it

A A1)

el

P
w2l d 2 eE A4 A
w28 2hsE el = Al
=24 ehfE AbA A

el A 29 A A4 A

w28 294 el = Al
LR ERY
welg e 2E 44 A

el A e E AbA A

welg 294 FE A4 A

L)

wod 294 L= Qo= Ao

w2 d 29 A £ AHA A

ek ¢ 7] Al

84



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3tg] 7}o] =

2FI= a4

NCP00036 uhshy il o] B Al o
NCP0O0037 uhghw] AbA| A )

NCP0O0038 of 2] Ae) e g Ahg
NCP00039 NSGroup A4 4 7]
NCP0O0040 NSGroup 44| Al

NCP0O0041 P A g A4 Al

NCP0O0042 IP A3 vl o] = Al s
NCP00043 IP A g AfA] A sl

NCP00044 SNAT 4 A4 A3
NCP00045 SNAT A AA] 4] )
NCP00046 oW API <14 Al
NCP0O0047 o 7l ¥ ZHA] A} o 9]

NCP00048 2ol Au] s Ak Al
NCPO0049 2 s sk Au A Al
NCP0O0050 Zrowlel A 7P A gldle] = A
2 IEE A4

NCP0O0O051 2 el spak e abA] Al
NCP0O0052 2 agA E A4 A
NCPO0053 Fr oA E gldle]E Al
NCP00054 2 Wl F AHA A
NCPO0O055 2ol gFE g4 A
NCP0O0056 Zx el A A gl o] E Al
NCP0O0057 ze A A Ak Al
NCPO0058 2oowlald E P s A
NCP0O0059 2o oA s A g e s g s A
NCP0O0060 NSGroup &l dl el E Al =)
NCP0OO0061 whshy] gt A 7hA @ 7] Al
NCP0O0062 NSGroup =71 ¢l

VMware, Inc.



Kubernetes ¥ Cloud Foundry# NSX Container Plug-in - A2 A % 2tg] 7}eo] =

2F ==
NCPOOO063
NCP0O0O064
NCPOO065
NCPOO0O66
NCPO0O067
NCPOO068
NCPOO069
NCPOO070
NCPOOO71
NCPO0OO0O72
NCPOO0O073

NCPO0O0O74

NCPOOO75

2F ==
NCPOOO76
NCPOO077
NCPOOO78
NCPOOO79
NCPO0O080
NCPOOO81
NCPO0O082
NCP0OO0O083
NCPO0084
NCPOOO085
NCPO0O086
NCPOO087

NCPOO0O88

NCPOO089

VMware, Inc.

TOEdge 23 285 25 & ¢l
P& gldle] = Al

o 2= A ALl

NAT 7t 4 ApA] A=

e g ek 2E 7bA 2] A

NSX 74 21 % A

EX
SNAT 14 sddle] & A3

SNAT T4 o] A4

i
[
)
£
U
2
N
N
.
>
2
T
i
i
»
tjo
v
2
dlo

SNAT & 7}A 27] A4

Fe e A A s A Al
Zr W] v A gl o] E Al
=24 ebfE ZTE o] E Al

z= WA 275 A

86



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3tg] 7}o] =

LR I= A

NCPO0090 2wl Fo| EAGA ¥
NCPO0091 Rr e A qFA A4 278 o
NCP0O0092 SNAT = Z A2 Al o)

NCPO0093 2 ulela A3 el EA 0B
NCPO0094 2o e 24 A Al
NCP0O0095 ZRAEE S £ gl
NCPO0096 Z N A A7) AR

NCPOO0O097 2o oWl JuAs AL 4 9
NCP00098 2 A Ao as AT 5+ QS
NCPO0O099 2r e E A4 53 o &

NSX == o|o]XHE 0 F 7=

2 IEE A4

NCPO1001 ovs siEZE s F 9l
NCP01002 IAE MACE B 9l
NCPO01003 OVS ZE A4 A
NCP0O1004 zx T4l gle
NCPO1005 zr A4 Al

NCPO1006 L= A FHa A
NCPO01007 CNI &A% 2t5 F gl
NCP01008 CNI 17 Al )

NCPO1009 CNI ¥ A Ed 7

NCPO1010 CNI =l A A =41 Al o)
NCPO1011 CNI =l A1 A] A % A )
NCP0O1012 Hyperbus 14 4=
NCP0O1013 Hyperbus # & & #|
NCPO01014 Hyperbus ® A A 41 Al 5]
NCPO1015 Hyperbus = A A 7 4 Al 9l

VMware, Inc.



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3tg] 7}o] =

L I Al
NCPO1016 GARP 7 & 4l )
NCPO1017 ol ] o o] & T4 Al

nsx-kube-proxy 2. I &

SHFI= Av

NCPO2001 Ay LEA] Aol Ege] £E
NCP02002 Z 22 9y Al

NCP02003 ZEA A2 Ay

CLl & ==

2 I= a4

NCP03001 CLI A 7} Al o)

NCP03002 CLI & A A4 Al
NCP03003 CLI &= ¢l 2]

NCP03004 75 CLI FetellE 24
NCP03005 CLI A8 A % 4 3]
NCP03006 CLI A v =41 Al
NCP03007 CLI =& A A

Kubernetes &7 &=

2R I= a4

NCPO5001 Kubernetes <17 41 3}
NCP0O5002 735l Kubernetes 74
NCP0O5003 Kubernetes &4 4l 7|
NCP05004 Kubernetes 7| & 2t& &+ 9l
NCPO5005 Kubernetes +4 < 25 4 o1&
NCP0O5006 Kubernetes 7HA] #} of 2]
NCP0O5007 35l Kubernetes 2] 42 7 ]
NCP0O5008 745 Kubernetes 2] 42~ 4

VMware, Inc.



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3tg] 7}o] =

2FI= a4

NCP0O5009 Kubernetes 2] 42 A ] 4 5

NCP0O5010 Kubernetes A v] 2~ A 2] 47|

NCPO50T11 Kubernetes €4 A 2| 47|

NCPO5012 Kubernetes =41 # 2] 41 7]

NCPO5013 Kubernetes Wl =] 2 7 A A 2] Al
NCP0O5014 Kubernetes = A 2] 47|

NCPO5015 Kubernetes M| ¢ 2= o] 2~ A 2] A =
NCP0O5016 Kubernetes == # 2] A

NCPO5017 Kubernetes k& A 2] 49|

NCPO5018 Kubernetes 7] w ¢l = A 5

NCP0O5019 Al = A 9= Kubernetes 4 A 4]
NCP05020 Kubernetes AHE] ¢l o] = A 3

NCP05021 Kubernetes 4] ai ol ] = Al 5

NCP05022 Kubernetes vl gl =5l o] ~ A A & Zh& 4 ¢l
NCP05023 Kubernetes $t& & 2% 4 gl &
NCP05024 Kubernetes 7] W gl =7} AR-§- 54
NCP05025 Kubernetes LoadBalancer 48]~ A 2] A3

Pivotal Cloud Foundry 2.7 3=

LR I= a4

NCP06001 PCF BBS <17 Al 5}

NCP06002 PCF CAPI <14 4l 5l

NCP06006 PCF 714 & 2h& 4 gl &
NCP0O6007 ok 4= ¢l PCF =9 gl
NCP06020 PCF A A A1) 17 A5
NCP06021 PCF & A A 2] 45

NCP06030 PCF olul= 2] A

NCP0O6031 o 71 %] -2 PCF o] Wl E -3
NCP06032 o 71 A $5-& PCF o] Ml E ol 28~

VMware, Inc.



Kubernetes % Cloud Foundry-§ NSX Container Plug-in - A4 # 3 3tg] 7}o] =

LR A A
NCP06033 PCF 7] kA Al 5]
NCP06034 PCF 5} ol 4]~ A9

VMware, Inc.

90



	Kubernetes 및 Cloud Foundry용 NSX Container Plug-in - 설치 및 관리 가이드
	목차
	Kubernetes 및 Cloud Foundry용 NSX Container Plug-in - 설치 및 관리 가이드
	NSX Container Plug-in 개요
	호환성 요구 사항
	설치 개요
	Kubernetes 환경에서 NCP 업그레이드
	Pivotal Cloud Foundry 환경에서 NCP 업그레이드

	NSX-T 리소스 설정
	NSX-T 리소스 구성

	Kubernetes 환경에서 NCP 설치
	NSX-T Data Center CNI 플러그인 설치
	OVS 설치 및 구성
	Kubernetes 노드에 대한 NSX-T Data Center 네트워킹 구성
	NSX 노드 에이전트 설치
	nsx-node-agent-ds.yml의 ncp.ini에 대한 Configmap
	NSX Container Plug-in 설치
	ncp-rc.yml의 ncp.ini에 대한 Configmap
	NCP 포드에 PEM으로 인코딩된 인증서 및 개인 키 마운트
	NCP 포드에 인증서 파일 마운트
	Syslog 구성
	Syslog용 사이드카 컨테이너 생성
	Syslog용 DaemonSet 복제 생성
	예: 사이드카 컨테이너에서 실행되는 로그 순환 및 Syslog 구성

	보안 고려 사항
	네트워크 리소스 구성 팁

	Pivotal Cloud Foundry 환경에서 NCP 설치
	Pivotal Cloud Foundry 환경에서 NCP 설치

	로드 밸런싱
	로드 밸런싱 구성
	타사 수신 컨트롤러

	NSX Container Plug-in 관리
	Kubernetes 리소스 NSXError에 저장된 오류 정보 표시
	CIF 연결 논리적 포트
	CLI 명령
	오류 코드



