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4 Z9of nsx.ini % neutron.conf?F Sl=A &elghyct. Neutrong W& oA v} ol 4ke] 74
gt & FE e o)#3 gl e 74 Il FE2IF SA AFEARY] 7R A i d Qs s
TA e i £AE ol W o

ps —aux |grep neutron

stack 7688 0.0 1.8 311332 148904 ? Ss  Nov26 21:10
/usr/bin/python /usr/local/bin/neutron-server --config-file
/etc/neutron/neutron.conf ——config-file
/etc/neutron/plugins/vmware/nsx. ini

FEPo|AE QAISA 7N 1T AFS

LI T
NSX Managerell =3t Neutron Eete]llE <154 7]4k qlFo] A5t
ZefolddE 5 A 7]k Q155 AFEskd Neutron 8 29lol A adlefZete]l = Fe| A dade] 9l F
A DR 22T 4 JdFYrh o F4 D+ neutron F4 IDE P4 E glaxd A4S 4 glom
% neutron 2h¢Hell AAH =2 A 2b¢Ho AAlef e AFE Qg efE WAD & U5y
R E R

1 FeteldE QA o5& At s AAs Y nsx.ini oA b5 A3t
m  nsx_use_client_auth = True

m  nsx_client_cert_storage = nsx-db

m nsx_client_cert_file = <file to store certificate and private key>

2 service neutron-server restart W& S Adste] Neutrons thA] Al =Hela nsx.ini ohd <] M7
&S Ae g
g w2l S A sle]l Neutron 418 7} neutron.conf ¥ nsx.ini o}94e & o} 288t 9le=x =
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m  ps -aux |grep neutron

Z 9ol nsx.ini % neutron.conf”} ¢l=A =l o

ps —aux |grep neutron
stack 7688 0.0 1.8 311332 148904 ? Ss  Nov26 21:10

/usr/bin/python /usr/local/bin/neutron-server ——config-file
/etc/neutron/neutron.conf ——config-file
/etc/neutron/plugins/vmware/nsx. ini

DHCP % HE}d|o]E Z=A] Hu] 2~ ALg

=
NSX-T Data Center 2] 13l& A-&3l+= 2% OpenStack & DHCP +de°] NSX-T Data
Center 712 DHCP Aw & wAl g Yl =3 NSX-T Data Center #1352 Nova =lebd] o] gl o] o
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NSX Managerol| 4 DHCP X 23} A A
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A 2T A
dlebelo) el ZE Aol AH4H & Edge =i Bel P Faol A sletdlole] Aulel da P @7e] Yol
oF gt

¢

A =f

1 BepAdA Felxk Agte = NSX Manager(https://nsx-manager-ip-address) el &9l
L o}

2 A Sl g JEYF] > DHCPE A9 3o

3 wEtdlols] XS At FrbE T

4 o|F3 A (AY Aeh s =

5 Nova A¥ URL<S http://<openstack_controler>:8775% ¢l & g}, wlefe o] g] ZE4] w7}

712 8775 ¢l&e] TEANA FA tf7]el G SvlE TERE URLE dHlolEd et TEE
Nova APl 74 z}< /etc/nova.confe]l A EEe] =04 metadata_listen_port w7l H4&
glete] S 4 ol et. FAES WAk et A F n-api =& nova AW E tHA] A &g

6 Secret "7 H4E 18 o
7 =%tk darel4 Edge S#&EHE AH

.

bt

o

.d
}
pa]

+

8 F7h= FH

)

nsx.ini 34 A
ol 21 gt W4 native_dhcp_metadata, metadata_proxy % dhcp_profile 3@ Z 2 3ld& A&dh=
nsx.iniel A& oF gt

m dhep_profile = <UUID or name - DHCP>

m native_dhcp_metadata = True

m  metadata_proxy = <UUID or name — MetaData Proxy>

m native_metadata_route = 169.254.169.254/31

OpenStack-® NSX-T Data Center Zg]1¢lo] st M=

o] =

T4zl dulA o2 Jete/neutron/plugins/vmware/nsx. iniell $lsru Tk

[nsx_p]

# NSX-T credentials

nsx_api_managers = 192.168.10.5

nsx_api_user = admin

nsx_api_password = VMwarel!

insecure = True

# NSX-T objects information

default_tierO_router = 0fd8b97f-315d-4461-a80b-adb489b6cfbe
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defaul t_over lay_tz_ = 4d3fcd4f-0946-4b08-ab6b-5463c571463d
default_vlan_tz = f74b5dab-dad3-47d2-b46e-57aleeb5fde3

# DHCP and Metadata Proxy offered by NSX-T

dhep_profile = 153637ce-657a-4f f9-a2f2-f fab62441abc
metadata_proxy = 32cf4708-7b1f-4932-b4ca-9f7029c9a7a2

[nsx_v3]

# NSX-T credentials

nsx_api_managers = 192.168.10.5

nsx_api_user = admin

nsx_api_password = VMwarel!

insecure = True

# NSX-T objects information

default_tierO_router_uuid = 0fd8b97f-315d-4461-a80b-adb489b6cfbe
default_overlay_tz_uuid = 4d3fcd4f-0946-4b08-ab6b-5463c571463d
# DHCP and Metadata Proxy of fered by NSX-T

dhep_profile = 153637ce-657a-4f f9-a2f2-f fab62441abc
metadata_proxy = 32cf4708-7b1f-4932-b4ca-9f7029c9a7a2

OpenStack Nova AEZ# T4
‘_-[L

o] AlMol Awlxl F+4e NSX-T Data Centerell 3t AR 2 Nova ZIEEE == FAS #olgh

= o

dz dubA o Z Aol ==2] /etc/nova/nova.confoll 551 tf.

<l
-

=< Nova ZEZ2] A& 74

[DEFAULT]
firewall_driver = nova.virt.firewall.NoopFirewal IDriver
use_neutron = True

[neutron]

metadata_proxy_shared_secret = VMwarel!
service_metadata_proxy = True

OpenStack Nova A4t 74 3+
Nova 74 st4& A stelsd NSX-T+ AF&stAl Al 2.
o] Aol AudEl 742 NSX-T Data Centerel Hgt J2 =2 Nova A4t == 742 2ebgh o},

52 Nova Alal AZ 74 gtd =2 dubd o 2 AlAl 2 x 9 /etc/nova/nova.confoll Sl o,

[DEFAULT]
firewall_driver = nova.virt.firewall.NoopFirewal IDriver
use_neutron = True

[neutron]

#for KWM
ovs_bridge = nsx-managed
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OpenStack Neutron? LBaaS(Load Balancer as a Service), FWaaS(Firewall as a service)
2 VPNaaS(IPSec VPN as a Service) & Neutron i3 Aulxszta=® 3o},

NSX-T Data Center 2.5% 8 NSX-T &zl (A A % Manager =-7)-& vl o4k AL&= A &+
Neutron LBaaS A vl4% dAlsle= Octavia 2= W& Al Au]AE A g o}

o} Ao A& ALEAl Al NSX-T Data Center 2.4 2 OpenStack Stein 14.0¢] lota 7}
ISR

AQE = @A A AlsE S Apgle] ved Ry o

o
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Neutron a5 Avl2 NSX-T Data Centers Ab&3t=5 A As#dw Neutron 744 o5& A1 A
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m 57 AMu]zo diE] Aula F2ael AR

s Aulzol HE Aula A g

-

[
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s NSX-T Data Center =Zefel¥ (gl sl 7 %) 2 NSX-T Data Centerell #sisl +4 a5
ot
3

e

2

A& neutron 74 stdo] A A= e duld o2 Jetc/neutronoll AU EF(Aa: Fel a9l
dulA o 2 Jetc/neutron/plugins/vmwareel ¢12). Neutron2 " & &l 4] sfu} o]
gk oh, o] 23l st e A sl FxEIF EA AFEALe] 72 AAS g 4
+AE o g dubd o ® o e a2 AR o
neutron.conf — 3ol neutron w4, 718 74 w7l "5 (ol APl 21 A 24, A g A4

A), Al Bejasl F5

©

W
oL 2

5}
}o]

=

—‘J ok ok E}O
«l

-
+
=

30 ox
fn Lo ¢

o
N
=
Aol T

m  neutron_lbass.conf — 2= wi#l A e 2 Al FgA 2 54

s Octavia.conf - == wielAl 2l g7 2 MQ 35 Octavia = el Av]zoat g gfghc). o]
gfol e olubA o /etc/Octavia/Octavia.confell ¢l ew Octavia A B] &l A & =3}

m  neutron_fwass.conf — w3k Au] s AlgAp epolw] 9 =efelw] §A4
m  neutron_vpnaas.conf — VPN Au]= Al Ak 2 71} 54

Av) 2~ Al F A= service_provider w45 Ab&ste] AAH Y o] FALE b E T/ Au]lz o gt
neutron TAlol A o2l H 5= 4 A vk A G E AHula FEo de] 7] 2 T
A = glgy o
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Service_provider 74 54 TZ: <SERVICE_TYPE>:<PROVIDER_CLASS>: [<DEFAULT>]

" OpenStack Octavia LBaaS(Load Balancer as a Service) T4

o2l A A& Octavia® E&l NSX-T Data Center = W&l x4 2] OpenStack A4+ 743
71 $1& A

s OpenStack Neutron LBaaS(Load Balancer as a Service) 74

s OpenStack Neutron® FWaaS(Firewall as a Service) T4
olg]g A A& FWaaS v2 743 dald gyt
»  OpenStack Neutron¢ VPNaaS(IPSec VPN as a Service) T4

o] Aul~5 AL&3lo] OpenStack AF#Al= 2ok VPN B2 S Eof 2174 Alo] Eol4 Neutron
ES o A ~g 4 x5 & 4 g5,

. Neutron 5 Ajulzol digk AF 74 31

OpenStack Octavia LBaaS(Load Balancer as a Service)

offt
rs
o
ju}
il
o
e
w
>
_|
2,
)
g
=
w
0
_'
<
QO
>
QO
Q
[0}
1
v
H
]
i
B
2
22
ol
o,
°
B

1 /etc/neutron/neutron.confell 41 NSX-T Data Center Z = el 4] Au]x Zejaglo] 4 = A
okok=A galg el & vmware_nsx_lbaasv27} service_plugins H5of gleofoF 3o},
neutron.conf ¥} o] M7=l em neutron ABl2E thA] A =gy o},

2 /etc/octavia/octavia.confell Al &< A A g},

a lapi_settings] 74 AA A w53 o] NSX- T Al FAE A1 A g o}
default_provider_driver = vmwareedge enabled_provider_drivers = vmwareedge:NSX

b [oslo_messaging] AAel4 Octavia®t neutron Z &4~ F7koll A A== NSX-T =z}
olw zhe] FAlel vt 55 A AP}
3 Octavia APl Av] =5 tfA] A A3k et

OpenStack Neutron LBaaS(Load Balancer as a Service)

2] 8t x| A& [[BaaSv2E Ed NSX-T Data Center 2= wW&l 4 2] OpenStack AH¢5 +4 317
g Ay ok 5dd e o] NSX-T AA % NSX-T Manager =2 28l & thol| A &5}
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23}

1

/etc/neutron/neutron.confs % sl 7]

[--]el NSX-T Data Center¢ 2= WA Aujx F2{acls F7hgv e

H
Bl fﬂiloa—g Xl’iﬂ% T st

o O

55 AF$3ko] Jetc/neutron/neutron-lbaas.conf ¥} -2 7] &}

a service_providers 74 A4l service_plugins =
LOADBALANCERV2:VMWar eEdge :neutron_lbaas.drivers.vmware.edge_driver_v2.EdgelLoadBalancer
DriverV2:defaultel 4l service_provider 45 A A 3sle]l NSX-T Data Center&¢ == &
Al Arj =ebol & AA g

b obA FAEA & 4 Keystone 1% w7l W5 FA S o2 d 52 neutron-
lbaas A vl 2ol 4 Ab&5w] NSX-T Data Center Fd = Fele] glsr ek Keystone 4

o 972 AZehob Fict,

[service_auth]

auth_version = 3

admin_password = password

admin_user = admin

admin_tenant_name = admin

auth_ur| = http://<keystone_endpoint>/identity/v3

/etc/neutron/neutron-1Ibaas.conf ZFL o] neutron A8 el Eol| F7l= =% gelgc}. oA
° ps -aux | grep neutron M= 5 A g3t 2ol /etc/neutron/neutron-Ibaas.conf”} 2LE=4|

oletmd o o et

o shele] EH A @ A% neutron Al g el g A a ok Gulvh Auls A el
Aol §1A s} T2+ g5 54 OpenStack ¥l Lol we} cheh

neutron Al =5 oAl A &gk ep A gl Au] s o] 52 ALE-E| = OpenStack vl 3o upe} o
Fy

OpenStack Neutron® FWaaS(Firewall as a Service) -

3

ol#1gk A A& FWaaS v2 743 a1 g ek

axf

1

/etc/neutron/neutron.conf Al sk 7|2 4 A A service_plugins = firewal |_v2el NSX-T
Data Center¥ Firewall as a Service &8 2¢1% F71g o}
Service_plugins= &5 w4t AA S ol F v vl 77 F f 3R Fbste] of 7

)

el Felacls AR 5 5
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2 te5 AFE38to] /Jetc/neutron/neutron-fwaas.conf ¥} -5 A7 & o},

a Service_providers 74 Al Al A service_provider service_provider
=F IREWALL_V2: fwaas_db:neutron_fwaas.services.firewall.service_drivers.agents.agents.Fi
rewal IAgentDriver :default w45 47 3led NSX-T Data Centerell il Firewall as a
Service =ztol & AA o}

[service_auth]

auth_version = 3

admin_password = password

admin_user = admin

admin_tenant_name = admin

auth_ur| = http://<keystone_endpoint>/identity/v3

o] wAle #he 574 F-E <service_type>:<service_name>:<driver_class>:[<defaul t>]& 7zt
syt service_provider+ “tt% A" gAY U A A dwiebet A Fho] 5o F7)F
ek, 7hzbel] wiel service _provider wAs Al o8] Avja AlFAE AT F 9l
syt

b FWaaS 74 Al Aol enabled = True® A4 3le] Firewall as a Service® #H .

c FWaaS +4 A4l driver = vmware_nsxp_edge_v2+ 47 3tel NSX-T Data Centerell =
g FWaaS tulolx~ =elo]w] & A A3}

d FWaaS +4 A AolA driver = vmware_nsxv3_edge_v25 A A sl NSX Manager &8 1.9l
o ek FWaaS tlrlels =efolw] & A A g}
3 /etc/neutron/neutron-fwaas.conf ¥} o] neutron A¥ Wz &l F7tE el =x] el gk, o] 4
< ps —aux | grep neutrons A @l Z#H ol /etc/neutron/neutron-fwaas.conf7} =% =l s}
q o dFyeh

=t

e}

7% neutron Aulz A= FE]ALE HAA G oF ek Au] s Az 3ke]

== 54 OpenStack v *of we} oh5F e,

4 neutron AvlaE b4 A AU o FAA Q] Av] A o] F2 AHE-E] = OpenStack ¥l ol e}
oh5 o

X o
»
o
-
by
rr
)
oo rle

OpenStack Neutron® VPNaaS(PSec VPN as a Service)
T3

of OpenStack AF&#= Bk VPN HYd & &3l 44 Aol Eol 4 Neutron Wl E £
=5 8 4 sk

VPNaaS =gtelvf= NSX-T A& Zefaglol A& + sl o5 A A2 NSX-T Manager =
ol aelel vt g5
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A=k

1 Jetc/neutron/neutron.confE HAAsle] 718 4 A A service_plugins = vmware_nsx_vpnaas,
[---]oll NSX-T Data Center% IPSec VPN as a Service =2l 2¢l5 F7Fg o,
service_plugins« 55 FAd Yt AA Felx o]lF =5 vlE 77 & 435 Feke] ofg A

Hle Eeacle AAE & sy

2 /etc/neutron/neutron-vpnaas.conf ¥4 & vhgo & ARk service_providers T4 A Al ol
Al service_provider w45 A A skl NSX-T Data Centerel ofgk VPNservice 2= =efolv] &
A A g b service_provider =
VPN:vmware:vmware_nsx.services.vpnaas.nsxv3. ipsec_driver .NSXv3IPsecVpnDriver :default

o] -4 FFe A T £ <service_type>:<service_name>:<driver_class>:[<defaul t>]5 Zt<r1]
o} service_provider+ "tt%5 EAE” gAd U AAR wieic $4 gho]l HFe FrhE U
Z7ztol|l o el service_provider w45 AA sl of] Aula AlFAE AAE 4 5
3 /etc/neutron/neutron-vpnaas.conf =} o] neutron A1u] =& Zell F7F= A=A 2l g o]
Z-& ps —aux | grep neutrons A& sta E2 ol /etc/neutron/neutron-vpnaas.conf”l =4 g

olsbe] 2heled 4 57 o},
o] stdo] ksl x| ¢k A neutron Avla AlA delAE AR @ oF vk Aula Al A e
Aol g Ao} FxEE AFEEE 54 OpenStack wlEel wheb ohF1 o}

4 neutron Av]aE ohA] Al AR e A A QL el s o] H& AE-El = OpenStack vl ol e}
ot o

%
1°

Neutron alg AJH] 2ol gt MZE A4

[DEFAULT]

ovs_integration_bridge = nsxvswitch

dhcp_agent_notification = False

notify_nova_on_port_data_changes = True

notify_nova_on_port_status_changes = True

core_plugin = vmware_nsxv3

service_plugins =
vmware_nsx_lbaasv2,vmware_nsx_vpnaas,neutron_fwaas.services.firewal|.fwaas_plugin_v2.Firewal IPluginV2
-]

neutron_vpnaas.conf

[DEFAULT]

[service_providers]

service_provider = VPN:vmware:vmware_nsx.services.vpnaas.nsxv3. ipsec_dr iver .NSXv3|PsecVpnDriver :defaul t
neutron_fwaas.conf

[DEFAULT]

[quotas]

# Number of firewalls allowed per tenant. A negative value means unlimited.
# (integer value)

#quota_firewall =10

# Number of firewall policies allowed per tenant. A negative value means

# unlimited. (integer value)

#quota_firewal |_policy = 10

# Number of firewall rules allowed per tenant. A negative value means
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# unlimited. (integer value)
#quota_firewal | _rule = 100

[service_providers]

service_provider =
FIREWALL_V2:fwaas_db:neutron_fwaas.services.firewal|.service_drivers.agents.agents.Firewal |AgentDriver:default
[ fwaas]

enabled = True

driver = vmware_nsxv3_edge_v2

neutron_lbaas.conf

[DEFAULT]

[quotas]

# Number of LoadBalancers allowed per tenant. A negative value
# means unlimited. (integer value)

#quota_loadbalancer = 10

# Number of Loadbalancer Listeners allowed per tenant. A negative
# value means unlimited. (integer value)

#quota_l istener = -1

# Number of pools allowed per tenant. A negative value means

# unlimited. (integer value)

#quota_pool = 10

# Number of pool members allowed per tenant. A negative value means
# unlimited. (integer value)

#quota_member = -1

# Number of health monitors allowed per tenant. A negative value
# means unlimited. (integer value)

#quota_heal thmonitor = -1

[service_auth]

auth_version = 3

admin_password = password

admin_user = admin

admin_tenant_name = admin

auth_ur| = http://<keystone_ip>/identity/v3

[service_providers]

service_provider =

LOADBALANCERV2:VMWareEdge :neutron_lbaas.drivers.vmware.edge_driver_v2.EdgelLoadBalancerDriverV2:defaul t

Octavia.conf

[DEFAULT]

verbose = True

transport_ur| = rabbit://<amgp_user>:<ampg_password>@<amgp_node>:5672/
debug = True

[api_settings]

default_provider_driver = vmwareedge
enabled_provider_drivers = vmwareedge:NSX
bind_port = 9875

api_handler = queue_producer

bind_host = 0.0.0.0

[database]
connection = mysql+pymysql://root:<db_password?@<db_node>:3306/octavia

VMware, Inc.
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[keystone_authtoken]

signing_dir =

memcached_servers = <memcached_node>:11211
cafile = <cabundle_path>
project_domain_name = Default

project_name = service

user_domain_name = Default

password = <password>

username = octavia

auth_ur| = http://<keystone_node>/identity
auth_type = password

[certificates]

server_cer ts_key_passphrase = insecure-key-do-not-use-this-key
ca_private_key_passphrase = foobar

ca_private_key = /etc/octavia/certs/private/cakey.pem
ca_certificate = /etc/octavia/certs/ca_01.pem

[control ler_worker ]

amp_ssh_key_name = octavia_ssh_key
amp_image_tag = amphora

network_driver = allowed_address_pairs_driver
compute_driver = compute_nova_driver
amphora_driver = amphora_haproxy_rest_driver
workers = 2

amp_active_retries = 100

amp_active_wait_sec = 2

[oslo_messaging]
topic = vmwarensxv_edge_lIb
rpc_thread_pool_size = 2

[house_keeping]
load_balancer_expiry_age = 3600

[service_auth]

memcached_servers = <memcached_node>:11211
cafile = <cabundle_path>
project_domain_name = Default
project_name = admin

user_domain_name = Default

password = openstack

username = admin
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nsx_use_client_auth

nsx_client_cert_file

nsx_client_cert_pk_password

nsx_api_user

nsx_api_password
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default_overlay_tz

default_vlan_tz

edge_cluster
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ca_file
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A8 M

realization_max_attempts

realization_wait_sec
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