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B 3}
IP dell= o] DLR¢] 9= BE T AE 9
vmkO IP 547} 4] 5 o},

IP <delli= o] DLRe] ¢l =
vmk0 IP F 47k 3475 o,
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NSX A 817 7}e] =

E-N =94 2" g9l

—NSX Controllero| A A3 == H& (A<)

ta

A ehgElel] of el st s A s

rn

AR wevlEes] 2 A A (net stat

AEZHAA TAER] Q

L E | o] 2= & 7]

o

AEEZ oA TAER] & F7| 3

F1-12. =24 Bhe-g E)l

NSX Controllerel] w3t = #

show control-cluster logical-
routers routes 0x570d4555

show network connections of-type
tcp

sync control-cluster logical-
routers interface-to-host
<logical-router-id> <host-ip>

sync control-cluster logical-
routers route-to-host <logical-
router-id> <host-ip>

—Edgecl| ] 235 = ¥

b

IP <o = ¢ DLRe] i =& 52E 9
vmkO IP F47} 3 4] 5 o,

A A S 9l ©~E 7} netepat Bl 2
E 22 o] ol A5 ¢l =% goldt]c},

A el s el 7t 2] A b el A s
oy s grrel 573 EA = S
73 el fr& et

07H E;\[_Oi/q oWH /4%/ ELE]%{_O_
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ol 4
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et EaEdq ST S e A

O o S8-8]c}

i
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o
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£h2 gl e s o] 2

2]y 54

Z2EF oua
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Edge = =23 #5-F Alo] VMol i
33

show configuration <global | bgp
| ospf | >
show ip route

show ip forwarding

show interface

show interface

debug ip ospf
debug ip bgp
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IC< =218 +

T /HA <l E sl o] 227} =21 A ehg-E A o
VMe] ALAl vNIC S H et

IP 4% AR e A 3 HAZL AL 45 £
47 5 7l 169.254.x.x/30°] AF-4-% 1] ek,
= o

T4 7F A A

TA Al DA EA = OSPF 44,

Elele] % A ASN)E sl e o
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NSX 7] #l 4 7}e] =

B

1112, =24 299 &<l

—Edged A A3 ¥ = HE (A5)

A+

OSPF = 7

BGP = #

=]

Edge == =3 2-9-F Alo] VMel o

sk

show configuration ospf

show ip ospf interface

show ip ospf neighbor

show ip route ospf

show ip ospf database

show tech-support(=#+4
“EXCEPTION” % “PROBLEM’
71)

show configuration bgp

show ip bgp neighbor

show ip bgp

show ip route bgp

show ip forwarding

show tech-support (=A<
“EXCEPTION” % “PROBLEM’

71)

1113, =24 2h9d SQl—s 2B =1 9d

i
K

[

d v

A Ak ehf-E gl A A %
vsfwdell & & T~ E o] FA =
Aoz A,

] #}kel o] vsfwdE AF-&-3F= NSX
Managerell ] &l 4] 5
config-by-vsm.xml ¥} o] 235 7+
vsfwd & ¢l

229

/etc/vmware/netcpa/config-by—
vsm.xml

/var/log/vsfwd. log

ZRAl 2~ oA A A el |l fetelinit.df
vShield-Stateful-Firewall stop|start

A= 20| vg o1 42 netcpa® AH4ek  /var/log/netcpa.log o] shel & i EA et L fE Fal g

ol 4743 o

=eld ~9% =% 27 vmkernellogel  /var/log/vmkernel.log Ivar/logivmkernel.logell 41 “vxlan: 4 A+

gl 41 o}, b€ wElA 29A mE 2aF 2l
et

¥ 1-14. AE =2 YW 7 —NSX Managerdl| A 2 ¥ = &

A NSX Managerel| ©h& = Fz

AeEb Qe mE AEEY VA show controller list all pEZEZ 9 au Ay Ay T2
FA ] e
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NSX 7] &l 4 7}e]

¥ 1-15. AEZ7 ] 7 —=NSX Controllerol] A A3 == 4=

A AEE2 ) W3t H3

AEET] FelxE Abg 2al show control-cluster status

S]] 34 @ e & Ao o & E-A gal show control-cluster core stats

Z7] mi= opA] A A o] Zeo] Z7] ~¥] 7}l show control-cluster history

2} El s e Abe] ¥4

Tl Ao E 5E 34 show control-cluster startup-
nodes

AAE wE =3 A7 %A (net stat show network connections of-type

output?t %) tcp

ZAEE= Z A A A Al A restart controller

AEED 2= A F-g restart system

£ 1-16. AE =] t]B]7J—=NSX Controllerol] o3t =1 1}

P
2
oX

s,
ko
e et

z0

&2
oy it
I

SO T
b}
to=
bl
E)
fa
M ©
o D
[
i
i)
lo
e
Jhu
°
2
o

i

AL
>
13
N

Ezels} Zelad e o
ol A e,

I
o
)
o N
e
a,
ol

A A Sl Z2E ) netcpats ol A
EEZ o] AAF Y =A FlF it
Al 2~ufF chA] & #=Fgk o)
Fel o ZhAl = ehA] A A g e

T
AL
[mt
il
i)
[
frt

2w 239y
AEZ 7|5 9 HZ 7], o] A1 a5 show control-cluster history

3 A

r2 ffx= gkel show log cloudnet/cloudnet_java-

zookeeper<timestamp>.log
filtered-by fsync

el AY A 22 gkl show log syslog filtered-by
collectd

o] 23 37 AFg-Ek ghel show log syslog filtered-by
freespace:

sl A 24 Abe] el F7] 2~ E wln] 3] show log syslog filtered-by

Active cluster members

VMware, Inc.

+ cloudnet_java-zookeeper = Lol 4]
"fsync" =l A Al & A= 2l 9] o
E7)8e o 1271 9 A Aelw
ZooKeeper7} o] = A A & <l gl 2l o
Al 7kell all g v 222 7h B Abed el ARg-E
A& HEb e

k

“collectd” ol t &F &4 & Z ol 4] =
= A 2l u X A= mg Ay A o
239 A daE F sk
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NSX A 817 7}e] =

¥ 1-16. AE =7 tJB]7J—NSX Controllerol] i3 271 3 (A<)

23 gy

show log cloudnet/cloudnet_java-
zookeeper.20150703-165223.3702.1
0og

show log cloudnet/cloudnet.nsx—
controller.root.log.INF0.2015070
3-165223.3668

—NSX Managerol| 4] A3 &= o &

b

o1 2] zookeeper & 17} o1& 4 5 e}
FHAL ef] 2wl 27t A A H sl g Ao 4

Al e

o] sldol = AEFe] FeiaE vl Al
ol et Y uel AEFe o] FA 54}

Tl gl Z1el A uoh ZghE o] gl et

VM 7 5 3 4]

dvfilter Wl 2] Al A 2 54|

VMel| e gk DFW A 5. 3 4]

VNIC Al - A ¥ 3% 4]

WNICH 478 B bl

54 e WNICe] H & T+ ¥

Fa el g A1 A w84

vNIC* spoofguard Al 4 7

VMware, Inc.

NSX Managerel] tH+ ==

show vm vmID

show vnic icID

show dfw cluster all

show dfw cluster clusterID
show dfw host hostID

show dfw host hostID filter
filterID <option>

show dfw vm vmID

show dfw vnic vnicID

show dfw host hostID summarize-
dvfilter

show dfw host hostID filter
filterID rules

show dfw vnic nicID

show dfw host hostID filter
filterID addrsets

show dfw host hostID filter
filterID spoofguard

Al A M (o DC, T AH, TAE VM
o] &, VNIC, 4 #| = dvfilter)

7 2. (el: VNIC ©] &, mac 54, pg, #

=

e o] &, F212F D, vl o] B Al E
-

FAE OB FAE D, AR A
VM ©] &, VM ID, A <l Abel

7L UNICel & 4, B, F4 A g
vl

offt

VMe] ] &, VNIC ID, ¥ = 5 34|

lﬂ

VNIC ¢| &, ID, MAC 4, ¥ E

4]

o
i)
Anj

ah= VMIVNIC 2E7] 9 o5 ol S ¥
2 ARET o] 5 LEH 7hA L7

FAGE Fa A FA A, o] P
Fa el B WL e o A
%49 % g%

SpoofGuard 7} AF-&-5 =5 A A =] 9l
Al ¢} A A IPIMACE 2Fel gk o).
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NSX A 817 7}e] =

F1-17. 25 sk gjl—

NSX Managerol A A& &= = (4%)

NSX Managerel] gk %

show dfw host hostID filter
filterID flows

show dfw host hostID filter
filterID stats

Bl A= W

fi A

WMMmMMWﬂ%%ﬂE%ﬁﬁﬂﬁ
+ ZAEE T5 A HE NSX Managerel

F71q oz AL e

o] el & A&kl WNICH 2E& 29

g,

A VIBE g ek

9 Aol 4] 221 % VIBol w8 A4 2 &
evgaEd AARVIB Y EE ol F 5
2 AxeA AL,

Ax 2eg A 2Eol o A

HAu
A A 2Ed A8 AND U5

A

4 s

Lr's B AXEVIBYE 2E o]
T RAEFAA L

ZRA A B2

o o

FE 119, 24 Eh Q-3 AE

SXEo od g

esxcli software vib list | grep
esx-vsip

or

esxcli software vib list | grep
esxX—nsxv

esxcli system module get -m vsip
or
esxcli system module get -m nsx-

vsip

ps | grep vsfwd

/etc/init.d/vShield-Stateful-
Firewall {start|stop|status|
restart}

esxcli network ip connection
list | grep 5671

of that =21 vt
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ol AA/ZEF G =A el e
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A9 FelA gl g
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oY

VMware, Inc.

21

/var/log/vsfwd.log

/var/log/dfwpktlogs.log

pktcap-uw —-dvfilter
nic-1413082-ethO-vmware-sfw.2 —
outfile test.pcap

o
@)
—
=2
2
N

N
m
w
=
}-Oll
P
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(o3
o
=
i
ot
|£4
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-
3C,
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1
vsfwd Bl & &7, vsfwd Z 2 A Aol 8,
NSX Manager <17 % RabbitMQ <A 3|

7

N 2ol e G =2 9
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NSX <EAl a2 7}e] =
o
nsxmgr> show host host-30 health-status
status: HEALTHY
nsxmgr> show host host-29 health-status
UNHEALTHY, Standard Switch vSwitchl has no uplinks.
UNHEALTHY, Storage volume datastorel has no enough free spaces: 19.% free.

status: UNHEALTHY

nsxmgr> show host host-28 health-status

CRITICAL, VXLAN VDS vds-site-a VNI 200000 multicast addr is not synchronized with VSM: 0.0.0.0.
CRITICAL, VXLAN VDS vds-site-a VNI 200003 multicast addr is not synchronized with VSM: 0.0.0.0.

CRITICAL, VXLAN VDS vds-site-a VNI 5000 multicast addr is not synchronized with VSM: 0.0.0.0.
Status: CRITICAL

NSX Manager API< %l host-check % & = &% 3 4 ¢l of.

)

VMware, Inc
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NSX Q132 &4 3] 4

NSX Ful = 45tAl = Al g 5 = Z 2 Al =4l o},

1 NSX Manager= vCenter Serverel <17 g tF. NSX Manager®} vCenter Server 7ol = o &1 34|
7F 9dsr Y e

a vCenter Serverel 5 =3t}

2 NSX Controller® ®| L3 th(FUN2E E& dlo]jBe|le meol =g 293 24} e}5-E
VXLANel gt 32 8 k] e, DFW(REAF ks )k Ag-sl= 7 ol = A e g7 d8s

3 ZAE Fu: FEAEY BE iiEOﬂ VXLAN, DFW % DLR% VIBE % # g tt. Rabbit MQ 7]t
WA Gl ebs TGk P A EHES A Gtk BAE S NSX AE Fulvt A9 e
A= Felo] gt

4 IP=AA 74 HVXLAN TA: F2AE Y B S AE
Al &<k A% VLANID, ® 74 A A S MTUS A4 3 4 gl e

AA L 7t A ] A of] gk ARl gE W B2 "NSX A A 7he]l =" gl "NSX Fhe] sho] =N S AFEERA] A L

vSphere ESX Agent Manager+ ESXi &2~ E ol vSphere A #| ¥l 5 (VIB)% w3 o,

S e v 2t w]l DNS7F & & vCenter Server @ NSX Managerell 74 = o] glofoF g o} v 2 &
Al ESXi T2E5 AFE T 8= QAREVIBE vl ol E == Al A S Slai A= ESXi &5 A 4-H
| oF g

VIB= NSX Managerell 4 &2~ = zip v} = = | -5 ] o},
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NSX 4] @l 2 7he] =

o] 3}Y4 & https://<NSX-Manager-IP>/bin/vdn/nwfabric.propertiescll Al <} A~ 4= ¢l 1 o},
b2 28 4 9l zip ¥} > NSX % ESXi ¥ Aol wpz} th5- 1 o}, ol & F¢] NSX 6.3.0° 4 vSphere 6.0
E & 914 https://<NSX-Manager-IP>/bin/vdn/vibs—6.3.0/6.0-buildNumber/vxlan.zip<

# 5.5 VDN EAM Info
VDN_VIB_PATH.1=/bin/vdn/vibs-6.3.0/5.5-4744075/vxlan.zip
VDN_VIB_VERSION.1=4744075
VDN_HOST_PRODUCT_LINE.1=embeddedEsx
VDN_HOST_VERSION.1=5.5.%*

# 6.0 VDN EAM Info
VDN_VIB_PATH.2=/bin/vdn/vibs-6.3.0/6.0-4744062/vxlan.zip
VDN_VIB_VERSION.2=4744062
VDN_HOST_PRODUCT_LINE.2=embeddedEsx
VDN_HOST_VERSION.2=6.0.%*

# 6.5 VDN EAM Info
VDN_VIB_PATH.3=/bin/vdn/vibs-6.3.0/6.5-4744074/vxlan.zip
VDN_VIB_VERSION.3=4744074

VDN_HOST_PRODUCT_LINE. 3=embeddedEsx
VDN_HOST_VERSION.3=6.5.%*

# Single Version associated with all the VIBs pointed by above VDN_VIB_PATH(s)
VDN_VIB_VERSION=6.3.0.4744320

# Legacy vib location. Used by code to discover available legacy vibs.

LEGACY_VDN_VIB_PATH_FS=/common/em/components/vdn/vibs/legacy/
LEGACY_VDN_VIB_PATH_WEB_ROOT=/bin/vdn/vibs/legacy/

T B AA H = VIBE NSX  ESXi W Aol whe} eh 51 o,

ESXi ¥ A NSX ¥ A A= viB

5.5 2E6.3.x B esx-vsip

m  esx-vxlan

6.0 ]+ 6.3.2 == o] A v A m  esx-vsip

m  esx-vxlan

6.0 |4 6.3.3 o] 4k v Al B esx-nsxv

esxcli software vib list W& & AF&3le] AR5 VIBE & F 5
[root@esx-01la:~] esxcli software vib list | grep -e vsip -e vxlan
esx-vsip 6.0.0-0.0.XXXXXXX VMware VMwareCertified
2016-04-20
esx-vxlan 6.0.0-0.0.XXXXXXX VMware VMwareCertified
2016-04-20

VMware, Inc. 24



NSX &7 #l 4 7pe] =

or

esxcli software vib list | grep nsxv
eSX—NSXv 6.0.0-0.0.XXXXXXX VMware VMwareCertified

2017-08-11

m  EAM¢| VIBE vl £ 38} A] S-3h] et
m S 2EofA DNS7F AR T4 =] 7] Wit 4 s
n 3 o] ESXi, NSX Manager 2 vCenter Server 7F¢] 24 £ =& Arbela ¢l& 4 g5 o

o) -3 A= 2 (Resolve) &4 Felale] ol A vl eh A A Al Ful sl A e F AR
[}

oA WA o] A VIB7F o] AA E o] glgTh o A AR A B S A A ofF g o

m  NSX Manager 2 vCenter Serverell 4 54l -A| 7} WA §hv] o}, Networking & Security =7 231 ¢ &
ZE Zu|(Host Preparation) Bl ol 4% & ~E 7} Al th & 34 5] A <51 o},

r—{n

m vCenter Serverol| A 2 & 5 4~E 9 Fe{~HE AAT 5 J=A el e
A7} 3] Z (Resolve) A& AH-&atod all A= A kol a4 545 Ab&abe] Al 7 dll A= A
AEFAA 2
T 2E FH|(VIB) A @A
m SoEof tfg BAL A A E Sl @ B4l Al Al gelE AFE A A 2.
= vSphere ESX Agent Manageroll £-+7} 9l+=#] g9l g},

vCenter & > 2] > vCenter Server Extensions > vSphere ESX Agent Manager(vCenter home >
Administration > vCenter Server Extensions > vSphere ESX Agent Manager)

vSphere ESX Agent Manageroll A1 A1 FAF&  "VCNS160™ ©] &°] 3= ol o] A A <] Abell & 2l g
o}, ofl o) A A 7} E7F Abel el 7 Al ol o] AAE A g sta A E gl gk o

VMware, Inc. 25



NSX <EAl a2 7}e] =

Agency State Status Optimized Deployment
_VCNS_160_Management & Edge Cl_... = Enabled @ Normal v
_VCNS_160_Compute Cluster A_VMwa... Enabled O Alert v

Issues for the selected agencies

Trigger Time Agency lssue Host Agent VM
Thu Apr 28 12:03:12 GMT-0... _VCNS_160_Compute Clu... Agent VIB module is not installed esx-01a.corp.local

m A7F 9= ZAEoA] tail /var/log/esxupdate.log % & & A g gy o}

2016-04-28T19:02:52Z esxupdate: downloader: DEBUG: Downloading https://vcsa-(

o /tmp/tmpKTOwiN. ..

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: An esxupdate error exceptic
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: Traceback (most recent call
2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/usr/sbin/esxupdatt

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: cmd.Run ()

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,

site-packages/vmware/esxS5update/Cmdline.py”, line 106, in Run

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: File "/build/mts/release,
site-packages/vmware/esximage/Transaction.py”, line 73, in DownloadMetadatas

2016-04-28T19:03:12Z esxupdate: esxupdate: ERROR: MetadataDownloadError:

fd3f37ad4c', None, "('https://vcsa-0la.corp.local:443/eam/vib?id=facdblé60-21(

rlopen error [Errno -3] Temporary failure in name resolution>')")
2016-04-28T19:03:12Z esxupdate: esxupdate: DEBUG: <<<

S 2E FH[(UWA) &4 34
NSX Manager—= S &~ H 9 2= 3 E of 4 271 ] User World AgentE -4 & o}
n HA] A B 2~ UWA(vsfwd)

Al 5 UWA(netcpa)

NSX

Controller
S2{AH

VMware, Inc.
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NSX 4] &l 2 7}e] =

£ 79 VIB AA L 4 F e QY o] §2 <l e User World Agent & #hih B & ehoh Alv 2 253}
A e F g o] A% Bhesh 2 Aol vehd & g%

Clusters & Hosts Instal lation Status Finewuall

n Stelfulo] A 5 AEFe] Abol <] Aol ¥} AE F o vk NSX Manager | <8 o]l =& 2al
b NSX 27 % A2 ol E" & AR A L

oy
ok

gGelﬁng Started  Summary | Monitor | Manage

| Audit Logs | System Events | Tasks |

Timestamp. Severity Event Source Code Event Messsge
2/26/2014 10:56:38 AM  Critical Host messaging infrastructure 391002 [Messag’ng infrastructure down on host. |
2/26/201410:51.56 AM  Critical host-22 301502 Spoofguard configuration update number 139340752032...

2/26/2014 10:51:56 AM  Critical host-20 301502 Spoofguard configuration update number 139340752032

=

E ol Ae] ESXi EAE7F o s W 7% 22K (Summary) Bl 2] NSX Manager 7 Web Ulef| A =] A #]
w2 A u] 2o AbEl S 29l ekl Al S RabbitMQ7F 5 A 5w ohA] A #HelA] A] £

__‘@_J Summary | Manage l

NSX Manager Virtual Appliance

DNS Name nsxmgr--01a

IP Address: 192.168.110.42

Version: 6.0.2 Build 2944561
Uptime: 7 days, 3 hours, 16 minutes

Current Time: Monday, 24 February 2014 012052 PM UTC

Common components
Name Version Status
vPostgres Running T]
RabbitMQ Running T!

o
1l

w| A} &) v 2 A v] 27} NSX Managerel| 41 24 4

R

ol

-
m ESXi & ~E¢|4 /etc/init.d/vShield-Stateful-Firewall status % &S A3 dlo] T ~E &
o] 2] x] ¥} = User World Agent 4 el & el 1 o},

[root@esx-0la:~] /etc/init.d/vShield-Stateful-Firewall status
vShield-Stateful-Firewall is running

—

m  /var/log/vsfwd.logell 4 T == o g =] A] A v 2 User World Agent = 25 23] g

e,
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NSX 4] @l 2 7he] =

(n

m  ESXi 2~ Eo|4 esxcfg-advcfg -1 | grep Rmq W& & A& dle] mE Rmg Ha5 24 g o},
1671 ¢] Rmq ¥ 47} % 2] 5] of o} 1] e},

i

[root@esx—0la:~] esxcfg-advcfg -1 | grep Rmq

/UserVars/RmgIpAddress [String] : Connection info for RMQ Broker
/UserVars/RmgUsername [String] : RMQ Broker Username

/UserVars/RmgPassword [String] : RMQ Broker Password

/UserVars/RmgVHost [String] : RMQ Broker VHost

/UserVars/RmgVsmRequestQueue [String] : RMQ Broker VSM Request Queue
/UserVars/RmgPort [String] : RMQ Broker Port

/UserVars/RmgVsmExchange [String] : RMQ Broker VSM Exchange
/UserVars/RmgClientPeerName [String] : RMQ Broker Client Peer Name
/UserVars/RmgHostId [String] : RMQ Broker Client HostId

/UserVars/RmgHostVer [String] : RMQ Broker Client HostVer
/UserVars/RmqClientId [String] : RMQ Broker Client Id
/UserVars/RmqClientToken [String] : RMQ Broker Client Token
/UserVars/RmgClientRequestQueue [String] : RMQ Broker Client Request Queue
/UserVars/RmgClientResponseQueue [String] : RMQ Broker Client Response Queue
/UserVars/RmgClientExchange [String] : RMQ Broker Client Exchange
/UserVars/RmgSs1CertShalThumbprintBase64 [String] : RMQ Broker Server Certificate base64 Encoded
Shal Hash

m  ESXi 2 AEo| 4 esxcfg-advcfg —g /UserVars/RmgIpAddress " & & A8 g o}, %2 o] == NSX

Manager IP 5-2=7} 34| 5] of of gk v},

[root@esx-0la:~] esxcfg-advcfg -g /UserVars/RmgIpAddress
Value of RmgqIpAddress is 192.168.110.15

m  ESXi &~ Ec]4 esxcli network ip connection list | grep 5671 &< A g alo] 24 oA

AW dAe el

[root@esx—0la:~] esxcli network ip connection list | grep 5671

tcp 0 0 192.168.110.51:29969 192.168.110.15:5671  ESTABLISHED
35505 newreno vsfwd
tcp 0 0 192.168.110.51:29968 192.168.110.15:5671  ESTABLISHED

35505 newreno vsfwd
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Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services
. Change Locale ID

| |Communic3tir:unChannelHeanh |I

@ esx-02a.corp.local

» fiManagement & Edge Cluster

esx-01a.corp.local - Communication Channel Health ©

NEX Manager to Firewall Agent: + Up

NSX Manager to Control Plane + Up
Agent

Control Plane Agent to A\ Unknown
Controller:

[ ok || cancel |

saeo g A 47 5 skl Ao} 975 % NSX Manager = el #4127} 7] %5 v e}, &2 6|4
Aol 4 17 Abel = UP, DOWN 4= NOT_AVAILABLE(vSphere Web Clientel 4 Unknown & & 3 4] )<
I A oh Al 7F UPell 4] DOWN E+= NOT_AVAILABLE & # 7 515 2] w| A] A 7} A A 5] o] o, o]

2016-05-23 23:36:34.736 GMT+00:00 WARN TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 — Host Connection Status Changed: Event Code: 1941, Host:
esx—04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control Plane
Agent: UP, Control Plane Agent - Controllers: DOWN.

el 7 DOWN -+ NOT_AVAILABLEC 4] UP2. & ¥ 7] 5] = F=¢] = 4] %] 9} v] 5231 INFO | A] #| 7} A A
H o},

2016-05-23 23:55:12.736 GMT+00:00 INFO TaskFrameworkExecutor-25 VdnInventoryFacadeImpl
$HostStatusChangedEventHandler:200 - Host Connection Status Changed: Event Code: 1938, Host:
esx-04a.corp.local (ID: host-46), NSX Manager - Firewall Agent: UP, NSX Manager - Control Plane
Agent: UP, Control Plane Agent - Controllers: UP.

Aol - Ard ol FAL el 7F A sb oh o] AAIgE Aol o] i F dhbE Ziele AlH oWl e A
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1255601: 235 & ~E gl %54
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[root@esx-01la:~] df -h
Filesystem Size Used Available Use% Mounted on

NFS 111.4G 80.8G 30.5G 73% /vmfs/volumes/ds-site-a-nfsO1l

vfat 249.7M 172.2M 77.5M  69% /vmfs/volumes/68cb5875-d887b9c6-a805-65901f83f3d4
vfat 249.7M 167.7M 82.0M 67% /vmfs/volumes/fe84b77a-b2a8860f-38cf-168d5dfe66a5
vfat 285.8M 206.3M 79.6M 72% /vmfs/volumes/54de790f-05f8a633-2ad8-00505603302a

= esxtop WS Ab&ste] AR CPU 9 w2l & AHE-ahaL 9l 22 Al ~E Fel g o

m  NSX Manager®] & o s 2] & 277} 9+ 7% /common/dumps/java.hprof =} ¢| S+
Al Zel g, o] ghdo] 9l 75 o] 3Fd o BAE S A st o] E NSX 7= Al =2 W&

= NSX Manager<} vCenter Server = ESXi =~ E Zloll 17 £4] 7} 91+ 7 $- NSX Manager CLI
FEo] 21913+ debug connection IP_of_ESXi_or_VC W& & A gty &< 2l gy

ot
» Virtual Center < 2] 4] 227} A Ab 5] 3 Woeh9-7) 7} @5 A 7} obd #] 2hal shA] 4] £

m  NSX Manager <] UI(AH&#F <1 5 9l o] =2)7F i el o] E
o

]
2 AR T opA] AL e B A A Flo] —L‘%z%] ol 7

S A e §] Aul2E A ehA BE
g Al

=3l & 4 5 ok https:/

kb.vmware.com/kb/2126701 5 #FZ 3} 4] 4

m  ESXi ZAEA esxtop W& S AH&3Fe] NSX Manageroll A AH&5+= x5 25 2 413 2 NIC
5 gl gt o}, AHAl gL W82 https://kb.vmware.com/kb/1003893 & 55 A x3H4] A] 2.,

s NSX Managers tF& ESXi &~ E & wlo| 18] o] A 3 o},

= EYE|(Monitor) & ©] vSphere Web Clientell 41 NSX Manager 7H4- A] =8l 23] ©] €)= g o]l
E (Tasks and Events) & & A & g o},
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NSX &7 #l 4 7pe] =

m  NSX Manager<} vCenter Server 7+ell <17 4] 7} 9l+= 74 % NSX Manager= vCenter Server 7}
A Al zdlo] Al glis 5A ESXi EAER vlo] 2o A& A m3te] 71538 7| EE] A
U EH I A5 Al A e

o] 7] & 5 sl A 2wl o] & VLAN/EE 2ol gl 7 §oluk A5 g o),

NSX Manager= vCenter Serverol] 2

NSX Manager<} vCenter Server 7} 1 7 ¢ 5@ NSX Manager+ vSphere APl A}-8-3}¢] 4{u] 2 VM ol
FE, 528 Fu Bl Ee A 29A] L E A A ee 7T F Adseh A4 Z2 A0 A

_7_
2 =] Web Client Serveroll NSX& <l Zefeo]lod & F]z9lo] A X 5]},

o
R

=] 217 NSX Manager, vCenter Server % ESXi &~ o DNS % NTP7} 74 5] o oF g o},
+ AF&3te] ESXi &2~ E £ vSphere ¢l ¥l E 2] o] F7}3k 73 - NSX Managerell 4] DNS 4] #] 7} 4] =]
R o] & gelo] Aselar gli=A 2ol g vk, 28 A 9k oml NSX Managerol 41 IP 4 & &<l 4 ¢l
1tk SSO A ¥ 4] 7F3 NSX Manager Al 7ke] & 7] 3h=] = 5 NTP A ¥ & #| A &l oF 3] oF. NSX
Managerel 4 /etc/ntp.drifte] =2 ZE 3} NSX Managerell o3 7] A&l #H Sol] ¥3kx|o] 9l
v o},

NSX Manager= vCenter Serverell <17 a}+= ©l] Ab-g-3F= 214 & vCenter ¢ & "xk2] #}"of of ghvf o, "3he]
At ef o] glem NSX Managere= #HA| A & 2 W oF B2 Au] = Anfe] G52 4 glssu b 54 AHEA
A7 o] NSX Managers vCenteroll 17 sl ol AL-&=ul @l gt AL&AL 2] "ol E Zefo] = | A" T e
NSX Managereil 41 48 43 5 ] .

NSX Manager= vCenter Server® 1 Z23}+= 2 ¥ e 5 Adbz o] -4

= DNS7} NSX Manager, vCenter Server == ESXi & A~ E o A4 A3 4] =] 9l 571 o},

= NTP~7} NSX Manager, vCenter Server &+ ESXi & E o 4] A 4] =] 9l 571 o},

m  vCenter 32 A} 4 go] gl = AF8-AF Al A o] NSX Manager< vCenterell o1 2 &= o] AF-&-=] 9l 551 o},
m  NSX Manager=} vCenter Server Ztoll Ul E4] 2 <17 =4 7} gl 55 of,

. AFE&A7E NSX Managerell 41 o & ol §l= Al = AF-&-3ko] vCenterell =1l she] g o},

A 5ol = NSX Manager= vCenter Serverell <17 @f+= v A3 Al < = vCenterell =1l 3l ofF 3k e},
28 5 & > Networking & Security > NSX Manager > {NSX Manager<] IP} > 32| > A}-22}(Home >
Networking & Security > NSX Managers > {IP of NSX Manager} > Manage > Users)< *}-&3c} o] NSX
Managerol| A4 & &o] 9l &= F7F AFEAE AT 4 o5tk

r_r]}«

vCenter’t NSX Ul Wl &5 2=t v £ef= 5ok A A =acle] Al g 5= o 45744 282 5 Sl

e,

NSX Managerl 4] vCenter Server=2] 14 &9l
m  NSX Manager CLI &0 & 29l ] o,
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NSX 4] @l 2 7he] =

s AL Al nl ARP Y 2} Ho] g e},

nsxmgr# show arp

IP address HW type Flags HW address Mask Device
192.168.110.31  Ox1 0x2 00:50:56:ae:ab:01 * mgmt
192.168.110.2 Ox1 0x2 00:50:56:01:20:a5 * mgmt
192.168.110.1 Ox1 0x2 00:50:56:01:20:a5 * mgmt
192.168.110.33 Ox1 0x2 00:50:56:ae:4f:7c * mgmt
192.168.110.32 Ox1 0x2 00:50:56:ae:50:bf * mgmt
192.168.110.10 Ox1 0x2 00:50:56:03:19:4e * mgmt
192.168.110.51  Ox1 0x2 00:50:56:03:30:2a * mgmt
192.168.110.22  06x1 0x2 00:50:56:01:21:f9 * mgmt
192.168.110.55 Ox1 0x2 00:50:56:01:23:21 * mgmt
192.168.110.26 Ox1 0x2 00:50:56:01:21:ef * mgmt
192.168.110.54 Ox1 0x2 00:50:56:01:22:ef * mgmt
192.168.110.52  06x1 0x2 00:50:56:03:30:16 * mgmt

nsxmgr# show ip route
Codes: K - kernel route, C - connected, S - static,
> — selected route, * — FIB route

S>* 0.0.0.0/0 [1/0] via 192.168.110.1, mgmt
C>* 192.168.110.0/24 is directly connected, mgmt

»  NSX Manager & 1ol 4 255 %3] 3slo] vCenter Server® 14 5| A ¢+ o] fr& &It 225

7] 913 932 show log manager follow$] Y th.

eption (c he.http.NoHttpR

m  debug connection IP_of_ESXi_or_VC # &S Adsla 35 7 € g}

NSX Managerol| 4] 3|7 7421 & 428 5}lo] 324 5ol

ohg w97 g A

filter

3t} debug packet [capture|display] interface interface

NSX Manager®] <l € 3 o] ~ ] &2 mgmt ] 1 o},

e T2 "port_80 or_port 443" 3 A5 w5 o}

o] e Aol G mEo| At A F Utk Aol & mEF AAe W enable WS AT

f=4

rl

=

#e 7 G5 E AT A A L

HA A Al

nsxmgr# en
nsxmgr# debug packet display interface mgmt port_80_or_port_443
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
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listening on mgmt, link-type EN1OMB (Ethernet), capture size 262144 bytes
23:40:25.321085 IP 192.168.210.15.54688 > 192.168.210.22.443: Flags [P.], seq 2645022162:2645022199,
ack 2668322748, win 244, options [nop,nop,TS val 1447550948 ecr 365097421], length 37

NSX Managero] A W EH A 74 el

show running-config % &2 3] clglslol~ NTP ¥ 7|2 22 A A 3l 7] 2L F+4 & 345}

nsxmgr# show running-config
Building configuration...

Current configuration:
1

ntp server 192.168.110.1
!

ip name server 192.168.110.10
1

hostname nsxmgr
1

interface mgmt

ip address 192.168.110.15/24
1

ip route 0.0.0.0/0 192.168.110.1
1

web-manager

NSX Manager ¢! %A

NSX Managere ¢l 5415 A A st 27FA W& A1 & e,

= NSX Managerell 4] CSR A 4J: 7] & CSR 1ol 7|5 <] A g%
m  PKCS#12: 4 g7 ellA AH8 A4

CMS7} A5 2.2 APl 5%% S ah ol Aslelt akell £A7} 9% et

A WAzt Al E S 4 gl FE CA( S 713h) ol Av ol 54 7F AFHAl A 5] glem & & E Aol Al <
W A A b2 7] G-ol o]l gh oA 7F WA g o, o] A E dl A st vl Bele-AE AFE-3le] NSX Manager
IPIa s 3 AE o] 5o ol g3 & ol oA 5 kg o,

B NSX Manager’} 4% R Fukd

Al ArdEl tl & 22 NSX Manager”l A< S =of| 4 Frbsled ofefol] A=l o 4 by & A&
o}, 2. % NSX Manager”} A< == w 7] & NSX Manageroll 4 # ¢S 548} 7§ o] 04 7} A g
et

Al
1 7] % ¥ % NSX Managers 74 @51 .

2 7]+ NSX Manager<] ® & =4 g o,
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NSX A1 812 7he] =

3 el & NSX Managers Al A g vF. 2.2 NSX Manager”F A4 2 =of 9574 ot
4  o|A E 7}A o] = <l&l] 7] NSX Managerell 4 #} ¢l & 2-2] g o},
5 o] elw] o] 2ol 4 A% NSX Manager”} B.Z(Secondary)® < H] ¢] E 5] x| 2t Uloll 4] A <(Transit) <
FA = AL 57 3= A g e
6 XX NSX Managers Al A stA Y thA] L E 2 FAA7]A] X8 4 Qg o
7 A4 NSX Managers <438l 7% IPp F4/32~E o] &5 2zH= NSX Manager ==7F o]u] ¢l
FH e te & A A 7F AR e
8 A& NSX Managers Al 7 ste 75 235 AEAL ol & =v dhaehe &7 v A A 7F 34 5 o
342
1 vSphere Web Clients AF-&3}o] 7] NSX Managerell <17 = vCenteroll & 161 g o},
2 &(Home) > Networking & Security> A %] (Installation) = | &3 t}2 2] (Management) &< A
& gk o,
3 AAlglel = 22 NSX Managers 4l ¥ sl ZH4d(Actions)= &2 g th& BZ NSX Manager A 7
(Remove Secondary NSX Manager) S &2 &1 o},
kel o Ak A7E vheb ey o
[ 192.168.110.15 - Remove Secondary NSX Manager ‘*
MSX Manager: = | 182.168.210.15 |v|
[+ Perfarm operation even if NSX Manager is inaccessible
[ OK ] [ Cancel ]
4 NSX Managerel] JA2& 4= gl= Aol = 24 4~3)(Perform operation even if NSX Manager is
inaccessible) &<l ak-& Al 8] g o},
5 E(0K)& =3

6

B Z NSX Manager”t 7] & ] o] ¥ vl] o] Z~of 4] A4A] 5 ] o,

¥ Z NSX Managers tHA] 718y o},

cheol S F 9]

B Z NSX Manager &=7Fell tH gk #AFAI gE 82 "NSX A A| 7ho] =" & AFE A A &

NSX SSO Lookup Service 74 2 7
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NSX A 817 7}e] =

A

= vCenter Serverell NSX Manager 5= 41 3

=  SSO Lookup Service 74 4 7

. = &4tk A1 5 s

nested exception is java.net.UnknownHostException: vc.local( vc.corp.local )

NSX Management Service operation failed.( Initialization of Admin Registration Service
Provider failed. Root Cause: Error occurred while registration of lookup service,

com.vmware.vim.sso.admin.exception.InternalError: General failure.

com.vmware.vshield.vsm.security.service.impl.SamlTokenSSOAuthenticator : SSO is not

configured or initialized properly so cannot authenticate user.

32 =
1 A4 AL
= NSX Manager<} vCenter Server = ESXi =~ E Zloll 17 £4] 7} ¢l 7 $- NSX Manager CLI
Lo 22918l debug connection IP_of_ESXi_or_VC W& A g et &85 gl g}
n b5 HE S AFEsle] IP 4 2 FQDN< %38 NSX Managerel 4 vCenter Server = Ping 3l
NSX Manager®] 2}-7&, A4 =+ 7] 7 =& =l g o
nsxmgr-1-0la# show ip route
L=
K- 74 4z,
C - 424,
s - A4
- AgE A=,
* ~ FIB7 &
S>* 0.0.0.0/0 [1/0] via 192.168.110.2, mgmt
C>* 192.168.110.0/24 is directly connected, mgmt
2 DNS A

ohg W8 & Ab-8-5ke] FQDN-2 & NSX Managerell 4 vCenter Server® Ping< <3 g o},
nsx-mgr> ping vc-1-0la.corp.local

o5 o oh w28 o] £A45 v
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nsx-mgr> ping vc-1-0la.corp.local

PING vc-1-0la.corp.local (192.

64 bytes from 192.168.110.51:
64 bytes from 192.168.110.51:
64 bytes from 192.168.110.51:
64 bytes from 192.168.110.51:
64 bytes from 192.168.110.51:

o2 gk &9 o] A5 A

eoml N
> DNS Servers) ® ©] 53 & D

3 g A

NSX Manager<} vCenter Server 7}l ¥
TPt A4+

o}, =3 ping+

F N

¥ 2-1. NSX Manager €9 ¥

NSX Managerell A vh& 44 =
E

168.110.51): 56 data bytes

icmp_seq=0 ttl=64 time=1.749
icmp_seq=1 ttl=64 time=2.111
icmp_seq=2 ttl=64 time=8.082
icmp_seq=3 ttl=64 time=2.010
icmp_seq=4 ttl=64 time=0.857

NSX Managerel 4] 2] > v|E

ms
ms
ms

ms

913 > DNS A #|(Manage > Network
NS7H Al dl 2 -4 =l of gla=A] el g et

d-F- TCP/443¢ 4] SSLe| 3] &= =4 &3

udt

]

=

443/TCP

80/TCP

1234/TCP
5671

22/TCP

5 NTP -4

vCenter Server®} NSX Manager 7tell A 7ke] 57| 8h= Sl =#] gl g et o] & 9] 3
s NTP A1 74 & A& 3]

el 223

v 25 98] ESX| &~ E o4 OVA 1 g2 =

REST API A8

Q.

NSX Manager AF-& 7 ¢

L PR

Manager % vCenter Servercll 4 & %

NSX Managerell A 4] 7k-& 2+l

nsxmgr-1-01a# show clock

vSphere SDKel| Hf gk o174 4] =}
NSX Managersl NSX &4~ E & & 7} o] 4]

NSX Controller2} NSX Manager 7} &4l

Rabbit MQ(™ A 4 ¥ 2= 7] <)

alelnl CLIoIA ohg = el g Ay e

Tue Nov 18 06:51:34 UTC 2014

vCenter Serverel 4] A 7F& 22l s

vec-I-01a:~ # date

P S CIE E Rl
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NSX A1 812 7he] =

Tue Nov 18 06:51:31 UTC 2014

A Az AR S FAT Sl AAE B A AR

vCenter Server =+ SSO Lookup Serviceel 5 =32 = 22| @ gko] glofof g,
712 Al A2 administrator user: administrator@vsphere.local Y t}.

7 AA F9e Qg ele] 8800l th4] @A v

=24 U ES A 1] VXLAN 5

NSX-+= VTEP VMkernel NICel e gk <t4F 7k4F £ & 255 Al A gk VXLANe] o &l AF-&-#F7} Al =) b
vSphere Distributed Switch& 58] g1 o}

VXLAN 14 Fol VTEP<| & 4 AA 2= wlad Al sl = MTU % VLAN ID7} A8l o o}, '] -4 2

2 e 4] e A == VXLAN] o el 418 = DVSe] 74 2} o A & oF g o},

MTUE DVSol oju] +A4 5 FFo 2 24 1600 o] Ahe 2 A A = of oF g},

A A == VTEP -+ Al gl 5 & 4 A A 2 DVS +A4 ol whe} oh 5y o

VXLAN 4] Fof @A &= L nbd Q1 74

VXLAN 8] & oh-3 2 2 74A] o] & A 4= gl o),

m  VXLANe] df&l] A==l 8] 74wk o] DVSell A A 9l =] = wh 2F A A 8k A hr ol Al E = ub S
AESHA https://commun|t|es.vmware.com/docs/DOC—27683Oﬂ A1 "VMware NSX for vSphere 1| =
Az At AA Thel e & A x4 A &

m  VTEPeol thall 245 VLAN IDE Al & @l <71 o},

m VTEPIP F4 5 2w3l7] $l8l DHCPE Al ¥l o1} DHCP A ¥ & 282 4= ¢l o

s VMkernel NIC7} ¢l 571 =k VXLAN VMkernel NIC7F 5 7] 815 A] bgoll A ¥ th2 ¢ F5 & 72 3y
o},

= VMkernel NICY] IP 47} 23 5] ¢l 471 o}, hitps://kb.vmware.com/kb/2137025¢] A4 = o & o &
ol 7 g o},

m  VTEPeol df&] ZAE5 MTU A A& A gl o}, o] ghio] S 5-Ho Aoy & MTU =L A7) &
A Z=Abel] oF g o,

n A5 VXLAN 7l o] E 9 o]

Ak o] @] sl A s ol 2 VXLAN Al o] E9 o] &
A 5 Z

=
=
SRR S e
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NSX 4] @l 2 7he] =

VXLAN UDP ¥ E+= UDP # % o]l A& 1 th. NSX 6.2.3 ¢] Aol = 71 VXLAN £ E H & 7} 84729 57

Yk NSX 6.2.3¢ A= A A A 2] A% 7] VXLAN L E W 57} 4789 % ¥l 7 5] 9l 51 o}, sl =9 o] VTEP

T AF&8F= NSX 6.2 o] 4} A A ol A= VXLAN 2 E M 3 47895 AF-&3fl oF v vh VXLAN 2 E 74 7
off e gk ApA g W) & "NSX ] 7}o] =" o 4] "WXLAN £ E H7A"S A E 544 A &

TAES AEZY ddo] agh &4 VMo| gl= A5 Aol AHl= 4f
& oF glo 2 FAIFH Y.

T aEo A VXLAN A5 A B 5 ¥ 2™ show logical-switch % &S AF-&-3h of, #pA| &k W] &2 "NSX

HEE ol AR & XA L

=] H
show logical-switch host hostID verbose "% = S A~E7LHol L AR E Adelr] S8 AEE &
2ol A oF eb= VML & A 9 A A & 735 Al F- ALl & AFS of gro® B A ek

Network count: 18

VXLAN network: 32003

Multicast IP: 0.0.0.0

Control plane: Disabled <<========

MAC entry count: 0
ARP entry count: 0
Port count: 1

VXLAN Ao Edo] T4 & .5

AP &5 A-&-3Fe] VXLANS -4 & o (Networking & Security > 23] > $2E FH] > VXLAN T4

(Networking & Security > Installation > Host Preparation > Configure VXLAN)<i| A1) 4] ¢] VTEP®l

AP ZE Aol Edllo] o] AA o] sk, VXLAN 74 Al 7t 3 2E F2f o sl &7z AHel of

AUt &F A A= "ZAECA VXLAN Al Edlol & AAT 4 gl ol o A=
"VXLAN_GATEWAY_SETUP_FAILURE" <] v},

REST APl @ % GET https://<nsxmgr—ip>/api/2.0/nwfabric/status?resource=<cluster-moids>°l 4
VXLAN®| el = o5 2E<5 ] o

<nwFabricFeatureStatus>
<featureld>com.vmware.vshield.nsxmgr.vxlan</featureld>
<featureVersion>5.5</featureVersion>
<updateAvailable>false</updateAvailable>
<status>RED</status>
<message>VXLAN Gateway cannot be set on host</message>
<installed>true</installed>
<enabled>true</enabled>
<errorStatus>VXLAN_GATEWAY_SETUP_FAILURE</errorStatus>
</nwFabricFeatureStatus>
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NSX &7 #l 4 7pe] =

oZi

af ol= - 7kA1 7F Sl ek

m Option 1. & 2E F2] €] tf g VXLAN T4 & Al Ao, Alo] o] 7} Al & FA 5 A4 715
ghA] gelalo] P FEoll A 71E Ale] Edlo] AL A3 b5 T2 Fe]Fof gk VXLANS AT
A g,

m  Option 2: th& A& Al &

rlr
r_ud

_ =2 2
UH7é Ho]'u L5 T

a Aol=slolsl Az TAH L A7 haA elate] IP ol A AL Aol 2ol 44 44
e,

b TAEd A VM ER el Gluf TAES A4 Mg RER AL

¢ ZzEoA VXLAN VTEPE AHA| g oh,

d ZrEe] 4 u4 wE A4S Gt BoEe] 4 v w = A4 645 NSX
Managerell /1 VXLAN VTEP Al A 2 24| 2~ 7} = 2] A 51 tf, NSX Manager~ Z2=E o] 4] 2 8.3t
VTEPS] Al A4 & A = g o,

MTU &YX ZA
. = HHE s Addsted MTUZE 1600 ol 4o 2 74 = 9= 2l g o,
ping ++netstack=vxlan -d -s 1572 -I <vmkx hostname_or_IP>

o 71 A vmkx+= VMkernel ¥ E 2] ID¢] 3. hostname_or_IP+= VMkernel ZE9| |P =+ T AE ©] &<

7}-s 38k 7+ VTEP VMkernel 4= 2 orql
AR FEDA BT 4 A5 o
s EEA QlmeE sl oyt A4S Bed dzmele] FAL WA el £A a2 o

T
-°
Mo
2
N
N
ko
rirt
i
ACH
2
i
4o
D
&

MTU 2l s sioll o &k A4l g o & "NSX & el o] = 7ho] = o 4] "NSX AH5 4he) Zhel"g 2414

o

g,

VXLAN VMkernel NIC7} 57 3}5 %] k2

% 2~ E o 4] VMkernel NIC7} *Liﬂﬂ A 7wk VMkernel NIC 7 2.5 NSXeoll 4] of A 8] AF-&-3 = 9l 2wl NSX
Manager~ 25(Error) ¢}o] &5 AH-&3sted 2HA 5l VMkernel NICE HHEFS ] ot

AR 2 AL

VMkernel NICE 3 2~ E o A AbA] = Y o},
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13}

1 vSphere Web Clientell /] Networking & Security > 4 X](Installation) > 2] 2 J|E $] 3 Fu]
(Logical Network Preparation) = ©] & & 1] o},

2 VXLAN H%E(VXLAN Transport) 2ol 4 [Z2]~H 2 S AE]E a3 o},

Management  Host Preparation ( Logical Network Preparation 1 Service Deployments

NSX Manager: (10.160.210.46 \v‘

VXLAN Transport ‘ Segment ID ‘ Transport Zunes]

VXLAN Port 4789

Clusters & Hosts. Configuration Status ‘ 10.160.172.9 - issues X) | VMKNic IP Ad
G Clust izl © Not \ Resolve all
v [ Cluster-1 @ Not Ready Unconfigure | Backing VMKernel NIC vmk1 was not found. DHCP
g 10.160.172.9  Not Ready Check vCenter and Host connectivity and click on @ vmki:

Resolve all to recreate missing VMKernel NICs.

3 2% (Error) o}l &5 T8 3lo] T E oA AHA| 5 VMkernel NICS] 7] W5 el g o},
4 25 3 Z(Resolve All) ¥ &5 F2]dlo] T AEo]A 4A 5 VMkernel NICE tHA] A 4] g o},

23}

21A) =l VMkernel NIC7} S22 0 A &) A A4 =] o},

VXLAN & 4 A2 2 MTU A4 87

chA] )l okﬂP VTEP VMkemeMl g
TA AA 2 MTU A A S WA 4 9

1 GET https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches APIE AF-&3lo] & VXLAN 4]

g1 Aol G A RE DA G
APIS] % elol 4] A 8he] & =9 A & Aol o 82 Ao Sl e}, o & Sl dvs-359F A1 h,

2 o|A o] Aol Aol 54 vSphere Distributed Switch& A& 4 2] 3] o},

o5 57 GET https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches/dvs-35 API<} 7471 o},

ok ol of vl 2gt F3 o] A H o
<vdsContext>
<switch>

<objectId>dvs-35</objectId>
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<objectTypeName>VmwareDistributedVirtualSwitch</objectTypeName>
<vsmUuid>423A993F-BEE6-1285-58F1-54E48D508D90</vsmUuid>
<nodeld>916287b3-761d-430b-8ab2-83878dfe3e7f</nodeld>
<revision>6</revision>
<type>
<typeName>VmwareDistributedVirtualSwitch</typeName>
</type>
< name>vds-site-a</name>
<scope>
<id>datacenter-21</id>
<objectTypeName>Datacenter</objectTypeName>
< name>Datacenter Site A</name>
</scope>
<clientHandle/>
<extendedAttributes/>
<isUniversal>false</isUniversal>
<universalRevision>0</universalRevision>
</switch>
<mtu>1600</mtu>
<teaming>FAILOVER_ORDER</teaming>
<uplinkPortName>Uplink 4</uplinkPortName>
<promiscuousMode>false</promiscuousMode
</vdsContext>

3 APl &%+ #F-&-3le] vSphere Distributed Switchofl 4 & 4 2/%=+= MTUZ-Z =i 7] A
T A5y o d Al A= ' 74 A A dvs-355 FAILOVER_ORDER?] /H
LOADBALANCE_SRCMAC—‘—"L, MTUE 16001 41 90002- & vlH-= vbv] & ¥ of 5 o,

m  NSX: PUT https://<NSX-Manager-IP-Address>/api/2.0/vdn/switches

o ol o vl 3 F o] EAIH e,

<vdsContext>
<switch>
<objectId>dvs-35</objectId>
<objectTypeName>VmwareDistributedVirtualSwitch</objectTypeName>
<vsmUuid>423A993F-BEE6-1285-58F1-54E48D508D90</vsmUuid>
<nodeld>916287b3-761d-430b-8ab2-83878dfe3e7f</nodeld>
<revision>6</revision>
<type>
<typeName>VmwareDistributedVirtualSwitch</typeName>
</type>
<name>vds-site-a</name>
<scope>
<id>datacenter-21</id>
<objectTypeName>Datacenter</objectTypeName>
<name>Datacenter Site A</name>
</scope>
<clientHandle/>
<extendedAttributes/>
<isUniversal>false</isUniversal>
<universalRevision>0</universalRevision>
</switch>
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<mtu>9000</mtu>

<teaming>LOADBALANCE_SRCMAC</teaming>

<uplinkPortName>Uplink 4</uplinkPortName>

<promiscuousMode>false</promiscuousMode>
</vdsContext>
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&2k Fto] &ul2 x| 9} 25 59l vSphere Distributed Switchell ©ff aff #1734}
< ET https://<NSX-Manager-IP-

M
32,
rir
R
ot
rf;
)
A
v

5 vSphere Web Clients 9 3 -4 w7 Algle] Hb<]

wed 2914 EE 50| 571867 2

=] =9 A 9 W4l DVPG(H4F 74 £ = 215)7} vCenter Serverell 4] A1) =] =

(Logical Switches) | ©] ] ¢| [4Fell] <ol F7]13}=]X] 92-3-(Out of sync) 4Hel 7} 3 4] 5

1 vSphere Web Clientell 41 &(Home) > Y|E.$]7) 2 X H(Networking & Security) > =8| & £=$]%]
(Logical Switches) = ©] & 3] o}

Logical Switches

NSX Manager:  10.160.21046 | ~) | LS-1 - issues X
+ |7 X O & O | GActions~ Resolve
Virtual Wire ID Segment ID Backing distributed port group for this logical switch  |a Status Tr
== virtualwire-1 5000 was not found on the vCenter Server. @ Outofsync =

Click Resolve to create a new distributed port group

for this logical switch.

= o} O = = = 10 = >
2 [2H]] el A F718kE 2] ¥5(0ut of sync) = 25 FHsto] o] F7]ghs] A b5 Abel el df g A g
o 3 =

& gl AL,

A& ol A kA4l Al 2

Mo

3 32 (Resolve) M=+ F9 3l

VMware, Inc. 56



NSX &7 #l 4 7pe] =

23}

4] DVPGE oh4] A4 e7] 18 APIZF =& 5 v e,

VMware, Inc.

57



NSX 2}$-4 A 3|2

NSXel = 27bA @Al & ol whAl 24 25 2747 39 b8 a9 A ~wo] 9l o
NSX b8 219 A 28 e ezt 24 o,

m DLR(=2A 4k eb-fH)ell A AlFats "FF-AF eheEezx dfA ol wel A ket

[e)
S

= ESG(Edge Services Gateway)”} Al &-al= "H%F - ¢%E gt orx obelA ol e A 9 =

X g2k Aol o] 9]

DLRE & ol 5t 54 2198 Z 2% Z(OSPF £+ BGP)<] A <& x| slslAut ESGE T 2}¢-8 ==
EF A AYS A 2
ek &, F o 2F F
DLR ¥ ESG &= vt AA 2 54 A= =35 A=A )
DLR ¥ ESG %= tf ECMP 7 &% = 9 &1t}

= o3 =Hel 25 AlTgue F, =
ol = L3VPN VRF S} v <314 A4 L3 F+4]

o M
2

Hr

>

>,

BN
1 9hu

VMware, Inc. 58



NSX 7] 417 7ho] =

19 3-1. DLR A4

NSX Manager

NSX Edge
=25
=4k 2HPE

m  Edge Services Gateway©ll 4 Al &-a}+= 2t--8 <] &
= ECMP7 5%

m NSX 298 AA =4 2 3 Abet

= DLR % ESGUI

= 4] NSX Edge(DLR)

s olulA o]

1ukA 9l ESG 2 DLR Ul #H4d

s NSX 28 A @7

VMware, Inc.

59



13
=5

L.

Z l 10,00071 ] LIF(NSX Managerell ] &l A & =] x| =

=5

3l

Eay

ol

ful

A

A A = VLAN == VXLANeI ©

o

% 2l 4 813 ECMP #|

7k DLR(% % 2 871 + i 9917)ell el 2 el 99971 <] LIF(s=2] 4 qlE sl o] =) + 3k2] 17)
°]4-¢l DLR

T 2~E2w i 1,00071 2] DLR

H
=

=

NSX Al a4 7hel =
o]

= = A A
S _ o el A=
T K & —
_ _ cf OR
ol 0 DS 1
= . at
woorw R
% " > .. I~
< T A R
. N o N N o
T TR i A w AT
T T T T x 4 T
5t 5r 1 zz  3i%
o ' = m 1T
w | 2 N = W U_ o o
5 o= W o] - R ~ O "
5 oW o= R I T, N
—_ J| T g oF ML gy w )
% o ¥ e oy o TG T
i AH o ~u HO = 1"_/1 K — ui
5 OE B oW . W oF T ol w % 7o Na_h
T o4 o oo F il TF oy N A
tedbirzz T &2 2f 3T
oz T o at! e V_M _— n i m° olm = = MM
ooy o WO =~ o5 A = T< A
faxc _— ~ X E# o l - iH o
e T N o= N PR = %
= = Jo Ut w| a ) m bl > %X.l o v
R A= il KN T
N ﬂ & fond ™ _.i K OT o Lf #
e oy A T ™ w S |
o*#a b B ’ Mpr > N = 0T 5
1 LU= BN - " : T -
A G S - B CEs
P = M T T oW DN o U5
Moo % e T # K W = =
ﬂ.\i vl \ul foxyi] OME ﬂJ‘H wm;L ﬂo B ‘q_ UT.C = 0 oy .A_
e WM _._AE -y _&_l \Ml 0 K < i 0y J|) m :.;U m Tl o
X 1 "E- o
o o uui ol > A\ Mﬁ ol Wﬂ w > ;oﬂ LD oF s
T o o o ¥ o N @__ 2o OME T o N ﬂ W
—_ - = T M "R ,,A., s T o N oY e
T FE T TRk T D% OF DAy
= ® D o5 &+ o wow g & o o
o 2 2 o o® o e T © b a4 J W
o wo 3 3 Mo ) S o y ﬂuﬁ P 4 = 2
3 = ) -
T - 2 Cow o XS 4L oW 0 o o T
= < L [ELC R N o oy
5 —_ syt —_— 3 o ,— . T —~ ZE ‘,Q 7
x N Zz T N N o= K WA moo ol ) RO
O L Z oo TR U T T F o (=
n o 3 X < x < — o
o 0 X o @ — n X o T
NGO > y W= E O = m u W m ,mv.lrﬂ B U
4
m u E O = u u X0 R T ow

60

VMware, Inc.



NSX &7 #l 4 7pe] =

2}9-E & Ak £ YMo] A E st 3 4E o DLR Q4B 2of 9d] At & £ d a4t
VMo| t & S =Eof gl uf o] 5 Abefo] 2b-5-8 & Al -3k DLR Ql = El 2= 3k W aF (2= VMol A o 4
o z)eznt H7lg sl ek dhgk Bl 2 Ak VM T2 E ol A 5l g DLRE ol & el 'l 2o Al

DLReo] e}F8 & ¢l5sld 2 F dfate o] At £ 9 djak VMe] th & T A2Eo 9= 4512 —
VXLAN *+= VLANS 53 DVS7F A 2lsla, e st 9= 7 -$ DVS7F A A ﬂalﬂﬂﬂk

5 3-2. 48] FE DLR 917l E 5ol A v b & T AaEo| A A= a 279 vh 2 =2 A A9 A VXLAN
5000 % VXLAN 5001l <17 5 270 2] VM2l VM1 2 VM2 AFe] o] dl o] &5 & BofFoh

% 3-2. 39 FEDLR A 55

ESXiZAE A ESXi =£~E B
VM 1
VM
VXLAN 5000
VXLAN 5001

N7 &5 (ARP 2l 71 )

—_

VM1E VM2 E 721 & A g el & o F4 = VM2 4] Bl o uﬁﬂ VM1 Al o] E4 o] (3 7] B 32 A

A xlo] 9lsr o}, o] Alo] E 4 o]+= DLR< VXLAN 5000 LIF] Y c}.

2 ESXiZ2E A°lDVSE d7 S dlet 259 DLRE Adgr} of 714 3|7} 48 = 2 44l LIF
7} 2el s v oh(e] 7 % VXLAN 5001 LIF).

3 28 tg g 7lo] sl LIFal A AUt o] LIFE 7|25 o2 o]2]g A& o & =24

(5001)<] DVS = Hl2h3 qu}.

>

1A

4 229 DVSEL2E Eaf ald A S A EAE(ESXi 4~k B)E Adghy e o] 714 DVS+E 7
< VM22 A =gk o},
g ey Fdd &

VXLAN 50009 L2E &3

2

2

Sk &, VM2 Eefj g o] ESXi 45 BY DLR ¢l A28~ % Atz &
=y o},

VMware, Inc. 61



NSX &7 #l 4 7pe] =

DLR ARP &9l Z 2 A~

VM19] Ezf 2 o] VM2el| =58tz 4 DLRe] VM22¢] MAC 45 <l 4] &l oF gy ok VM2 MAC T4
% 1A% Fol DLRE ob b= s 7o] vhal SulE L2 A& A4 S 5 vk,

=% 3-3. DLR ARP % 4] 2o = DLR®] ARP &4l 3 24| 27} vhsh 95 e,

1% 3-3. DLR ARP Z 2 A~

ESXi SAE A ESXiSAE B
VM1
(MACH1)
VM VXLAN 5000
<«

T

-_

o o'
oo

> VM2
VXLAN 5001 (MAC2)

-

VM

MAC F4-% <14 ét7] 918l DLR2 vt A& w5 ok

1 2% A DLR gl 2El 2+ SRC MAC = vMAC % DST MAC = Broadcast] ARP £ =} 71-% A A
gyt T A~E A«l VXLAN =52 44 VXLAN 500104 =& VTEPE AH& & 717bo] gvf n 2

Ne =zl §) Ao AF e

2 Z&qlo] VXLAN A3 Z 24|~ 5 5o &5 5 1}7hw SRC MAC-> VMACe] 41 pMAC A& 73
oz ukgt ee g FAE AolA e DLR 9l AE A5 S 4 gl o o)Al Ze 3l SRC
MAC = pMAC A % DST MAC = Broadcast<] 4 t}.

3 zegle] Tk Boll A AlE AL Al gk o) al Al = el A ARE Al @5l £ VXLAN 50019 =7 DLR ¢l
Ho LIFeE AR k= IP 4ol A 24 = =4 delglvet o] 4 Zeqle Z54 ARP 7| 55 73
7] gt e o= ek AR ek " 2 qlo] 27 DLR el =Bl 2o =2 & 4 9l =5 DST
MAC¢| Broadcastel /] vVMAC 2. = " 73 5] ] o},

4 Z~=B 27 DLRI~E 2+ ARP 24 =9, SRC MAC = pMAC A, DST MAC = vMAC& 4l
el o) % A3 Al LIF P 525 4134l 5h el o5 SRCMACS A 44 A1 2 ARP &
% 771, SRC MAC = vMAC, DST MAC = Broadcast 24 g1 o}, o] =3l dvUplinkE %3l 3
Ao g FobekA x5 8l7] ¢le] ‘DVS 227 2 el 2t A A U DVSE Z a9 S VM2el A
g ek,

VMware, Inc. 62



NSX &7 #l 4 7pe] =

5 VM2+ ARP 5%, SRC MAC = MAC2, DST MAC = VMACS A 4§ ot DVS+ ¢l & &7 DLR ¢l
BHA7 A4 o),

6 <~E B9 DLR¢l~E A+ DSTMACSE 45tA ol 4 A 7= pMAC AR vl & T 28 AR tHA] A%
st 918l 2 Zl& DVSE 2ot

7 ARP $5te] 22 E Ao =5Hdlwl DST MACS vMAC S # ¥l 7] 5| 32 SRC MAC = MAC2 % DST MAC
=VvMAC®| A4 5 ARP &5 Z 292 3~ E A2 DLR gl =8l o] = kb o},

mﬂ

ARP 2l =2 A7t 9l g =3 o)Al 34~ AS DLR 9l 428l 2= VM2 & E ) 3

_|\~l

A%

p

o)y

& Qs

DLR ARP & A

ARP(F4 #el = 2 E Z) A& 53 =24 29 A o ARelell 4] A VXLAN Al 5l =
9 ARP B2 ENAE Foly kg Fole ol A5 = 71% 44.

o A= 2] A 29 A o] o) Aol

EE27FVMIP - MAC #held & ohar 9l

A 29 A= ARP $5-S A4 b AE 2 o

ARP &%) 9l 7% g4 ~ x] oam ARP 9. 7] o] t}A] B 2 = g ~ E 5]t} NSX Controller—= ARP
C

M
o
)
§
lo
o,
Al —(O
Z
()]
X
(@)
(@]
=}
=
o}
[}
-
2
>
Pl
vl
°
G
i
>~{
o}‘}
3
A
s
f‘ji

¥
[
|
?\_u‘

[y

o
A
T -

=2 A Hal el e ARP £4 S o2 VMY ARP &4 3 sl ukAl o 2 FHFE v A"y =
2] & B Ak 2}9-El 7} oA 1P ARP S A3 & af AalloF & 75 ARP A o] =2] & 9 Aol o3& oA
Ho] AEE A IP-MAC vteld 5 o]n] &3 Ql+= 7% Z2{d o] uhA 5 e

s LIF7F A 5w =2 d B4k gbE = =2 A 28 Aol LIF IPol 3 ARP &55 F7Fsl =2 LIF IP
of tjgt ARP & A = =2 & A% A of <& <A et

Edge Services Gateway©l| A A &3+ &}9-8 o] &l

NSX 28 ¢ F+ WA s} 4] ~El-2 Edge Services Gateway<ll 4] A &5 ] ¢},

ESGTE 7|24 o & 74k Al a8l o] gh e[t} o] 7|52 47bA] 27] 9] AA Y 5 HE & Al g A A
7 717} NSX Managers %@l ¥ 5 v vt ESGY] 7] A8 Alell = FH b8 24 Abg5] = ab4]
et o] 7§ of8 DLR 7t 9 =214 37 3} 7hAkshel vl E 9 2 Zhell v 25

ESGE thoat e £4S zha o)

s 7ZHESGel &= & 10702 vNIC ¢l =l o] ~ == 20070 2] E& = a9 <l o] 27} 9l <71 o},

I3

m T ESGE A E o5 EE A S flel 8 ECMPE A< g o

VMware, Inc. 63



NSX &7 #l 4 7pe] =

— —_ =
ECMP 37! &
%24 97l 9l Fd ECMP 9% 2% DLR )26l 2o 43317 514 271¢] ESG7} v £ 51 eh 2 7}
A o A5 o,

1% 3-4. ECMPE AH&3h= 325 ESG % DLR #l 7l E5olA = F ESG ¥ & A ¢z
]

Zkell ECMP(%
dulg s AR2) ol A =5 AAH 792 ESG % DLR 37 55 HojF ok

:I:’/

up2ba] VM1-2 5hel ESG7F Sl vl o} vl e ol 20 ] oFubak A 2] 2kS Mo Fu o),
VM1-2 VNI 50005 AF-&-abef =2 & 9] Aol o 4 5] o,

DLRoll+= 271 €] LIF7F ¢l sy vF. 8Fvb+= VNI 50002] W H-8-o] 31, o} & dvb= VNI 50019] &l & =2-8-9) 1]
o},

DLRel= ECMP7} AF&-H =5 A A 5 o] glem) 54 2h9-8 22 & 3(BGP =+ OSPF)< &3l ESG %
9l ESG A 2 ESG Bl 4] VLAN 20¢] IP A Byl o & o] 55 = &4 8] & 7 27} FA 5ot

-+ ESG”} VLAN 101 <17 5 VLAN #| €1 dvPortgroupell ¢17 5 v}, oI 7] 4 VLAN 20¢] i gt < 2 & Al
e £ oheE e oya% Ve,

ESGE £24 b elol A 54 298 Z2EFE B4 VLAN 200l tid &) 25 441G o

H41, 2] 4 215 = 5 ESGE] VXLAN 50005 <17 5 1P A ulel fal) ek aha al e A e yMe
2 e el vjs) ECMP 2= 9 el A& 443 o

12 3-4. ECMP2 A}&3}= 113 ESG 2 DLR 3|7 3.2

ESXi SAE A ESXi SAE B

VM 1

VXLAN 5000

< 3
< >

=2H
A1
DLR
I=0=F
T A
VLAN 20
v VXLAN 5001 ! ik
ESG A ESG B v
t) =ax
";") e
VAN 4
T 0 b g 74 ECMP

VMware, Inc. 64



NSX 7] a4 7ho] =

DLRE v 874 ¢] &< v]-§ Z25 FAlgha 7 2 ol Eefj =] Wl 28 43 5 dsr ek vholo] 22l
©] ESGA % ESG BT 271¢] &4 vl &

ESG= w2 A vl =9 222 ECMP 2h+H & F3 2 5 glor o2 vl A A 27 Ak e o 7Hd 3
o s 3kE el o] shejol 2ol A= whel E e A ehfE S E A3 e

2E DLRLIF7FESG7E 45 et= 5 d 2xE04 "27" o] =2 ECMP= DLRell w3k ESGell 74
& de7t glsr ek DLRel ol e & 2 <l sllo]2d P e 2 Al g5 FohAcl ol AL gl et
F7b HEGE g Fo] Lot el A= ol 2] ESGE thE ESXi 2Bl i A gfe 871 2] ESGE
80Gbps7H# #H7a & g5 oh

14
o]
of
oL

ECMP =7l &E(ARP =<l Z3 o} &)

1 VM1S 2218 A2 7S AL, o] 9712 ESXi 2= A2l VM1 IP Al o] =4 ¢ (DLR LIF) &
A5 o,

2 DLR2 =8|A A IPe =25 £3]sla, A4 A=A ¢2okAlul ESG A 2 ESG Bell4] 414
ECMP 7 Zof 4 A 3l=A] 2ol g o},

3 DLR< ECMP #4] = Al Abela, ESG A =+ ESGB Foll 4 & Fo] 2 4 9+ 328 443 o
3} 714 VXLAN 5001 LIF & A 4 g o},

4 DVS+E AYld ESGE A5 A=t o
5 ESG<T z+H x£3] & Fd3ta, w2l d Ao ABul& ESGY clE s o]l A 5 slitol A4 ol A s
VLAN 10¢] 524 2}-%-E IP F45 5o Al =g = glE=A 2Fel g o

6 7= DVSE 53l A<= DVSE VLAN ID 105 AF-&3lef &l & sl Zlof] £u}& 801.Q Bl =& #A| A
%?%1ﬁﬂi%iiﬁ%@4%

L

7 AAL Eeld 2904 dzelE Ba] ol Bate] £2) A ebgElo] £ach 2ol £el A ebgE
x5 % Bal $2)4 A9 7} VLAN 209) el 8] sl o ol A4 QA H 9l A 2hel el
8 Held 9eE Sed Al e A5

1 =24 Ave w2 A 2 EE oy Fo2 A ste] VM1 2 A ZlS AF T o

2 =21A4 25 EHE VM1 AEulE

z3]8ka, th5 59 ESG A 2 ESG B¢ VLAN 10 ¢l g 5] o] ~ 77}
o dle o] 3 F 5 v]g A

w
)
)
A
4
)
-
n
f
of
o
=
ffrt
Y
)
ol
f
)
ol
m
0
@
f
£
P
o
r—>li
opr
et
A

A U ESY L= ESG AT ESXi E42E = 72+
& A =elar VLAN 1091 <17 % dvPortgroup <] sl 7l < ES

®
HU )
P,
Al
R

VMware, Inc. 65



NSX Al &l A 7}o] =
8 DLR-2 VXLAN 5000 LIFoll 4] DVSE {71 & #1431, DVSoll A #F A& 43 g o}

(@) . =
NSX oh-¢-8: A =4 9 11 AFg)
DLR % ESG+= dvPortgroup(VXLAN 2 VLAN 7]Hh)oll L2 A & A 8] 25 Al g-3lo] Frk 71 45 A3}
7] $138l DVSell &&=

%, DLR %=+ ESGoll A A 5 Au] A5 Adele= L27F +A4 5 o 2Hg 5] o] o 35
ZAl oA o]#g MulAas "TAE Fu]” oW "EA e Fe)” 5 Sl AleH

o Fel DVS TAlA A dod S AT 7S el 5 DVSY =& Fe] e Ad oo 23
o] gl=A] 2l ekA] Al &, o] & &3l DVS dvPortgroups A& 4 9l & =& Fe A HolA DLRES A&
g 4 U= gt

A% oddo] DVS 7 Aloll ut3 A4 5w DLR ¢l 28 27} Eul = A A 5 o}

db1

VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:
192.168.250.51 || 192.168.250.52 || 192.168.250.53 | | 192.168.250.54 || 192.168150.52 192.168.150.51

esxcomp-01a esxcomp-02a esxcomp-01b esxcomp-02b esx-01a esx-02a

<«—[ 23 2H: CompAl—> «—[ 22{2AE{: Comp B]—>» <«—[ 22| AE{: Mgmt/Edge |—>

<= [ DVS: Compute_DVS ] » <—[DVS: Mgmt_Edge DVS]—>

< [M& A Global-Transport-Zone ] 3>

A% %ol o] DVS Al Bt & A A ¢b2 75 =2 A 2291 A 2] W$](5001, 5002 % 5003) ¥ o] =2]H ~
A7} 174 % DLR el 2~®l =7 A A &l A =] 7] wlj ol Comp A 221 2~H 2] VM¢] DLR LIFel| <A~ 4+
glA 5ok

Ho,
e

oo} 1=do] A DVS “Compute DVS™ + 271¢ Z8] 48,5 "CompA” % "CompB’ & *33
“Global-Transport-Zone” ¢l+= “Comp A" ¢ “CompB" 7} & o} =35},

v

VMware, Inc. 66



NSX &7 #l 4 7pe] =

(5001, 5002, 5003) <} ]2 gk =2l d =9 A7} e & FefHe] =
EoA] A= DLR ¢l A28l A7} Sul=27] A& o),

AR oL £AH 241 U4

5
o
«
[0)]
2
o]-)
_18
)
Q
<
(V2]
ot
)
é

app1 web2 LB

192.168.250.51

esxcomp-01a

192.168.250.52

esxcomp-02a

192.168.250.53

esxcomp-01b

192.168.250.54

esxcomp-02b

192.168150.52

esx-01a

5 5003
db1
VTEP: VTEP: VTEP: VTEP: VTEP: VTEP:

192.168.150.51

esx-02a

<——[ 23 2E: CompA]—>» <«——[ 22{2AE: Comp B]—>» «—[ 22{AE: Mgmt/Edge | —>

< [ DVS: Compute_DVS ] » <«— [ DVS: Mgmt_Edge_DVS |—>»

[TZ/IDVS R <«——— [ M3 dY9: Global-Transport-Zone | >

VM 25 =2 A 29 Ao e &
dvProtgroup¢| DVS # ﬂl :rL é
= & o2

,DLR gl =&l 2~ +=

“Comp A" el 4] Al g 5]
$1 A 7} &~ E <] dvPortgroup2- & %8 =] a1
“Compute_DVS" = “CompA” ¢}

ol = Al A e 5

*
Y r}_r
AL
N
P

“Comp B’
& A5k DLR ‘CompA” ¢ T~
Eof QA=A e

A o2 VM ‘web2” H LB 7F 22 = A 29 A
of A7 4 9lAut VM “appt” ¥
o el aE st Do sl Aul ESGE 1% A ¢sr

TRl =E 7F Al AE o] L A 7heghA] gl ek *L‘l.

-0,
N
-,
N
I8
N
of
2
2
o

o 2§ 35

71wt VM “web1” el A

AT fls Y

DLR #&< #lall 21 =

A7) Aol A=2e 2

DLR-% VLAN dvPortgroupell <174 &l of & 7 %-
ESXi 2~ 7} UDP/6999¢l 41 A & 1A & 4= 9lof of g v},

VMware, Inc. 67



NSX &7 #l 4 7pe] =

m  DLRe| = o] AHe] DVSell 2 A gl =24 28 Al 4745 25 ol & DLR= VLAN 7 <l 3
E

ARG 5 gl eh flok 2ol ol & el DLR §l &'l 27F o4
o wr# &ut=sA Al 5 9 e

E l_,—oﬂ

2~ E 7he] =2] A 291 A 2 dvPortgroup

n DLR Ao VME A ) 5 Fel2eo] 9 725 DRS A EE 4% Agehe] shit o] 4]
FQG sarol WA A GEE A4 AL, oo el T A7k DLR A 2ol

DLR ¥ ESG UI
DLR % ESG Ul= Al &H #t5 Abe] 324 7] & Al 5-g o},
NSX o}-$-8

vSphere Web Client Ul-= NSX 2}-5-8] 3} 2ked ¥l 27} %] F=8 Al 4

1o

o
2
of!
et
°
oo R

o /o= L2 9 Ao - ek F4A T ehew 9] A8 FH ol TR

SX $4 eheHolt A Ege] ZelavolA Aget 5] eI vhg saglsre
=ge] FelsE g el Fun

NSX Controller nodes

& / x [5] ghActions

Name Controller Node NSX Manager Mansaged By NS Name Status Pears Software Vemsion

102168.11031 B8 102163.11015 BB 192168.110.15 v Connected [l & 5.2.45893
controller-1

192.168.11032 P8 10216811015 B8 19216811015  Connected  [E E 6.2.46803
controller-2

192.168.110.33 P8 102168.110.15 BB 192168.110.15 v Connected =] £.2.46893
controlier-3

s BEAEEC G £E o] WA 25T
s AEEE xEoli 2709 Fofs) g

wgo] Boare] A4 VXLAN T4 Q2 FAR Y 5
Eob E 9l 2 o] $Jel VXLANS] -4 5] o] of gl e,

Clusters & Hosts Instalistion Status Firewall VXLAN
= ﬁlCompuw Cluster & » 6233771501 « Enabled  + Configured
L3 Iﬁl.lanage-’nanl&Ecga Cluster | 6233771501 " Enabled + Configured
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NSX <EAl a2 7}e] =

ol Aba

n
w
2
ox
uj
N
-
ny
3
ke
°

s VXLAN® & A

o,
o
°
o

VXLAN A& 74 847

_,d
o

s
o
[ru
)
4
o
i)
2
%0,
rr
>
L)
o
oli
o,
2
>
fo

m.mmnsnm! SegmentID | Transport Zones |

Clustess & Hosts Configuration Status Switen VLAN MTU | VMKNiCIP Asdressing Teaming Policy VTEP
¥ BiCompute ClusterA v Unconfigure vds-site-a 0 1600 IF Pool Fail Over 1

B esx-02a.com.local v Ready @vmk3: 192,168,130 51

B esx-01a.comiocal v Ready @ vmk3: 192.168.130.52
¥ @hiManagement & Edge v Unconfigure vds-mgt-edge 0 1600 IP Pool Fail Over 1

[ esxmgt-02a corpl + Ready @ vmk3: 192,168,120 52

ﬂ esxmgt-01a.corpl « Ready @ vmk3: 192.168.120.51

o] Abek:
s VTEP A< VLANS| VLAN ID7} &ul& Zlo]ofof ghu o}, 9] ~ 3l Akoll A = "0" e & vho} gl Ak o -
o AA vl o A= 2 A ks e
. MTUE 1600 o] 4o 2 74 5y ok VM MTUE 900022 A A= A o] el 714 slel]l MTUS 9000
o 7 AA A eoki=x] Belal A A & DVS Z o] MTU”} 9000°¢] 32, VM= 9000 21+ 74 - VXLAN
dlviol of gk &7kl ¢l ok,
m  VMKNic7} &vt& F 45 7FA of gt} 169.254.x.x T4 % A A 5] o] Qx| kx| Falsli A L. o]

Zaz 44 se] glend =5} DHOPol A F4% 71A oA 23 2141t

m g DVSe g FelaE vl Hal ' A AA o] datrofok g

¥

= VTEP®| 47} dvUplink®] s=¢F Zebof g e, fraghel 4=l IP Fa7F v 5 =7 gl Al 2.
13 Zef el ol 4] DLRe] 23] 43¢ sl eheiwl A% 9 of o] DVS A Aol 9 Lulz A A slof of
g e

Name M5 vSwitch Status

B} Compute Cluster A on vds-site-a ©® Normal

ﬁ Management & Edge ... gm vds-mgt-edge @ MNormal

NSX Edge Ul
NSX 2}--8 3}-9] A| =812 Ule] "NSX Edge’ Aol Al -4 =] o k2] 5 ] o},
ol Ul F-t& Al Bl ebdl ob5 2717 vpebsk ot

3 Siome o) | NSXManager: | 192.168.110.15 (Role: Pimary) |~

Networking & Security - £ Olnstaling | €p 0 Failed

8l NSx Home | 1.a[Mame Type Ven | St Terant Inferfaces  Size

(R Dashboard Local-Distributed-Router Logical Router 623 Deployed Default 4 Compact

i@ Installation Perimeter-Gateway-01 NSX Edge 623 Deployed Default 2 Compact
| % Logical Switches | =% Onearm-LoadBalancer-01 NSX Edge 623 Deployed Default | Compadt
|52 Perimeter.Gateway-02 NSX Edge 623 Deployed | Defauk 2 Compadt
| A Firewall | if-,? OneArm-LoadBalancer-02 NSX Edge 623 Deployed Default 1 Compact

¥4, SpootGuard edge-9178.. .:E Universal-Distributed-Router  Universal Distributed Router 623 Deployed  Default 4 Compact
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NSX A 817 7}e] =

@A 8 2= DLR ¥ ESG7}F 34| 5] oL #h7bell e ol o5 A 27F 4] 5 v o

" Id” + @l % ESG ®=+ DLRS el & =5 APl &30l A-42 5 )+ ESG =+ DLR Edge 7l

m  Tenant + ‘Id° 7FDLR cl=®lz o] S5 mbpych o] o5& NSX CLIoll 4] 34] 5] 2 ARg-5] ] e},
m  'Size” = DLRel el g4 "7
Bl o] 2ol A&l A B ofol] vl ol "agdhs Foll AT 4 gl AR AE =arrt 9l

3 3-1. NSX Edge A8 ~E |5

ofo] & 24
o~ A E718F 2hel & ESG = DLRE Alo] VM T4 & A - Al e ka4 & vhA] A g o
=/
2, "ol Wl £ = ESG & DLRE st e 74 ¢ Al ESG ®== DLRE vt 71 £ IDE 2EH
et
& AE A A AT & ESGel A Auart Ag s =S 442 wf A4 ESGY WA ek A o) A

&3] eh(el: TCP/1797} 2 2.9 BGP).

T4 A 2ot e = ESG EE DLR Alo] VMl 4] ®oowl 5L mk5y o}
DLRY] 7 $ 3~E 2% 714 A8 HSof 23=]x row] W w7 S8 o} g,

“AA 27] WA & ESGelw A gR ek Al A Aol b WlE" o} 425 1] ehNIC MAC F 47} 7
).

& & o

CUAA 59 WA & AQA CL A F1 g 2A 2 dule| 2 4 =S gk

5wl ¢l 229l Al £} Ao g 3ol ESG 4 DLR Al¢] VMel 4] CLIZF A 45 o 4% Adell 22
o 8411 eh. 5% F 7l kel v} ESGIDLRS “ohAl W E" ehe] SulE A Sel e 5 Folslel g
o,

= H7" & ESG/DLR Syslog® A% Al - A w o] 55 WA g e}

&
e
b
N

{‘:?} A w7 FAT e AESlE S AR To] g2 e} So] HZ glolg Asly] Y&l dAE Fo ok
t 222 2338 ESG E4= DLRS thA] v =g o,

{{9} i 27 = ESG7F A E 7wk dha v s A ehghs wl A S gl oh
o] 54 wlE ghA(OVF Wl £, ol gl sl o]~ F+4, AT AA o] +4 FA)E APt

DLR/ESG®] ¥4 ¢] NSX Manager®. vt <@l 2§ "4 o zeo] =" §4& A3 4 oAl v

&

"ol & ©® ESG/DLRE AT 4 9l =% vk

0
e
_r‘\l
e
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NSX <EAl a2 7}e] =

New NSX Edge ?
vEE e Name and description
~" 2 Settings .

Install Type: _) Edge Senices Gateway

" 3 Configure deployment

~" 4 Configure interfaces

5 Default gateway settings ) Logical (Distributed) Router

6 Ready to complete
_J) Universal Logical (Distributed) Router

MName; # | DLR-01
Hostname: dir-01

Description:

Tenant: Tenant01

[ Deploy Edge Appliance

[[] Enable High Availability

"ol g W AW sl A g At 2A R

o] “NSX Edge” Ulell v}elst o},

iy

m 3 E o]F7 2 SSH/EE A4, syslog WA Al ¥ ESG/DLR VMel i &k vCenter "&£ o o] ]
o 9l 'DNS ©]&" of 345+ ESG %=+ DLR Aol VM£] DNS o] &5 A A s+ o Ah-&5 o},
m Aw" 2 NSXEdged H5-5 3#A]8k+= Ulell 9lsrd ok

¢ gtes o AgR e o3 2epse

rJ
G

il

m  HKE" = NSXCLIel AH§-5 = DLR ¢l2='l 2 o]
ATl A= A 4 st

MNew NSX Edge 7]

+ 1 Name and description Settings

- CE

i 5 s appli (5) edantial be us
+ 3 Configure deployment CLI credentials will be set on the NSX Edge appliance(s) These credentials can be used

to legin to the read only command line interface ofthe appliance

~' 4 Configure interfaces
User Name: # | admin
5 Default gateway settings
Passwit I presTT——
6 Ready to complete

Confirm password: =

[] Enable SSH access

Edge Control Level Logging | EMERGENCY -

m AFEAFolET Bl "9bF” = DLR Ale] VMell Al ~317] 9] & CLIIVM £+ A4 S5 A A g
o}, NSX+£ ESG =+ DLR Alo] VMol 4] AAAS A 8l #] ¢k e}, o] A4 ESG/DLR #l o] VMell
o &) == A 3gks 7}A] A 1k CLI/VMconsoles %3] ESG/DLR T4 & 7 & 4 ¢l <71 o}

B SSH A~ AFE" & A elely] DLR Al o] VMY SSH ol =& 2] =k 4= 9] 1] o}

s SSHUEHZ 22 o gajelnl Alo] VM Bae 72 24 d of g eh,
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NSX <EAl a2 7}e] =

s A AE Aol VM 2] glEslo] 2 e A o] Y FarelA miE Z2EE Faol A 7
© OSPF/BGP ‘=2 %2 4| o]d o] ¢4 44 glo] DLR Alo] VMel & 2@ 4 gl e,

DLR Ale] VM7} &l & DLRe] "7 Qlgf s o] 2ol 745l 9l o] A uule] £8f+= 1] IP

2=
Fa o] MES) 2 7S @ 4 g1%1 ek DLR Ale] VMe] o]l al A ulel djal 441 <€ s o]
2o} HlolE 3ol A E A g fal QlE ol s VDR™S 742 7] 7] Wl Fel v ok,

s HAARE & AlEslhdd Ale] VMol A4 /e) 7] HA o = v 25 o},

. ‘Edge Al =57 27" & A g a4 Edge A ol A&l syslog -5 ¢] A7 5 o},

 New NSXEdge

+ 1 Name and description Configure deployment

~ 2 Settings —

Datacenter: 'el Datacenter Site A | b |
¥4 3 Configure deployment

" 4 Configure interfaces NSX Edge Appliances

5 Default gateway settings

Resource Pool Host Datastore Fold
6 Ready to complete
Management&E... ds-site-a-nfs01

Specifying a resource pool and datastore is mandatory for configuring the NSX Edge
appliance. Appliance configuration is mandatory if you want to deploy NSX Edge Appliance

m Cdle]EAlET E AE sk Ale] VME sl 23 vCenter Hl o] B ALE 7} Al E) 5 ] e}

m  'NSXEdge Appliance” += DLR Al¢] VM< veld v, A 2t3] 1715 Ao F =5 (1 H
HE).
. HA Abgst =5 AR st Fdg T aH, T4E 9 o] R oo o) 7] Edge”t w4
U}, @4 2 7] DLR Alo] VMol e DRS “® o] 7FAF A| =Bl 2 o] A4 5] o}

e ol AT Bk

MNew NSX Edge

+ 1 Name and description Configure interfaces

~' 2 Settings
' 3 Configure deployment

¥4 4 Configure interfaces

5 Default gateway settings

HA Interface Configuration

Connecled To: # |vds-mgt Management Network Change Remove

Configure interfaces of this NSX Edge

6 Ready to complete &
Name IP Address St P Connected To
Langth
LS A-Uplink 192.168.10.5* 29 vis-mgt_Uplink Network

eh--H & 4 9= DLR =2l A al gl sl o] =2 A4 = & 5] of, Al o] VM < gk vNIC K] v e

»  NSX:= VMCIE &%l DLR 74 & el et 22 o] qle s o] 2ol = IP Fa7t 2 8 8kA] o5 e,
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NSX &7 #l 4 7pe] =

"o & % A" shelel 4 DLR"37HE4 S & Al a3 HA Sheul 2ol o] gle| s o] 27} A}

u
&5 e
m  °] NSX Edge?] ¢lEl¥le]~" = DLRLIF(3=2l 4 <lEl o o] 2)5 vpepwiv o},
m DLRE @& Byl P F47t 9+ "o A dvPortgroup &+ =2 A 9] A ¢ VMell L3
Aol E S o] AMu]=E Al F o
g2 5 LIFE Alel VMl A WNICE A A = =2 2 off 8707} Al 5 v ot ALE 7he gt of
A 2F - vNICE HA ¢l gl | o] 29} o k= 171 2] yNICo| &5 1] o}
a DLRel dlel 54 eps el A5ateind “dP2’ §8 LF/bLege,
w =3 THET @ LIFZE Ale] VMell A AR vNICE A A =] of A of 99170 7F b g e
VIR A Ed el AR ghd:
Hew NSX Edge L2}
+ 1 Name and description Default gateway settings
»' 2 Settings
[ Configure Default Gateway
" 3 Configure deployment
+ 4 Configure interfaces WhIC: .-\|_i_5;-\—UpI|nk I

& Aol B o] TA= AE ekl DLRel A&t A4 712
T8 e LIF7E oA Sl el A mbgol Al = A el A2 5 9l

5 Default gateway setfings Gateway IP:

R MTU: 1500

Admin Distance: |1

v,
%) 2o 4 ECMP7} AH4-8 7% eh& & A5 A] el o 85 E5he A el7] §]e] o] §AE A &eA
=2 AAEE Ho] 254
A o BE mARlel Yt o] F L 2E HATE AY F chEAE QA FY de o A8
) 4] Fkal vhy A ol eha) A A 4 gl

ESG % DLR #}o]
ESG7} vl 24 ulf o] mp] A} shul-& DLR®] 7 - v] e ] <F7k b o,
Al Aol "l AT S el A el e
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NSX &7 #l 4 7pe] =

New NSX Edge ?

+ 1 Name and description Configure deployment

2 Settings

Datacenter: «| Datacenter Site A | = |
Appliance Size: (s) Compact

b O Large
De settings _) X-Large
(_) Quad Large
NSX Edge Appliances
L
Resource Pool Host Datastore Folder

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.

ESGS 7% "IE T4 ol Edge 271 % AHE 4 %Itk ESGA eht el AgHE A5 F

7 oo] Wit e] Alvhe] 2ol At 2] iv ek o 2 2715 AlE ghebaL a4 ESG Bhf-E Z Al
W2 CPU 2laz7k Al 35 = A2 ok e A g o] soluAl = 5ot

wgk v £ebA] 3 ESGE HA T = sk ©] 5ol = Edge Appliance & T4 @l oF g o,
Zwe E ULAYE Bl vl 2 4 ol

<
W Qe sl A% A4 el of ek el A shew HAZL AE

NSX Ul 2 APIE Abgahe] sl alis ohaoh ") clels o] =% A7 she] HAZL A5 o2 As)el =%

& s

A4l ESG 2 DLR Ul 3]

A4 ool 271 Ml £ o] Foll A== E 7R -4 A o] gl

of 7] ol = ehg-o] gk o,

= Syslog T4

n A AR e

w PR ZEEF AR AE 74

Syslog 1/

17 Syslog AW & 27 355 ¥y =5 ESG =+ DLR Aol VM-S 4 ¢y o},
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NSX &7 #l 4 7pe] =

TEDLRO1  Actions v

Summary | Manage |

Settings | Firewall | Routing ‘ Bridging | DHCP Relay

“

Interfaces
Size: Compact
Auto generate rules: Enabled
Syslog servers: Change
Server 1: 192.168.110.79
Server 2:
Ahar:

m  ESG/DLR Al] VM- DNS gl A2 FA4 = #] ¢k o v 2 Syslog Al ¥ = IP 42 A48l oF 3] ok
m ESGY 7§ ESG A4 7} DNS ©] &% &¢lsl+ o] Ab82 4 9= "DNS 48]~ 44" (DNS =
A1) AT F A dubA o 7 F o] oh A A olul A F54 & Fol = 2 Syslog A1 ¥ &
IP o= A Aok Ak
m  Ulol A<= Syslog £ E (&4 514)F A1 A & 5 §lAIRF Z 2 & (UDP/TCP)& A1 A& & ol th
m  Syslog " A Al = Edge A 2 Bl o] Eof <]l Syslog A v IPell v gk 4l o = A8 5] Edge ¢l B 9l o] =
o IP F 4ol A A A ] e
m  DLRY 7 Syslog ¥ ¢] IP 4= DLR "W gl o] 2o +AH A2 9l& ¢l
vt DLR Aol VM o] 2] gk A Boullof] v gl A1 QI E o o] 27} o] o] ¥ ool ] A =] A] ¢k A}
olelsol~ "VDR™ & 7}el7]7] vl v ok
7] %-A 2 & ESG/DLR 258 al Ao vfgh 272 A& A x5 A et e 79 "FA ey

B Aol Hel "H AT & FE el Ulell Al o] 7]e g ARE St e S A A R4l Al 2.
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NSX <EAl a2 7}e] =

Summary | Manage |
| Seftings | Firewall M Bridging | DHCP Reiay]

“ Routing Configuration :
Global Configuration

Static Routes
OSPF Default Gateway : | Edit || Delete |
Gk Interface :
Route Redistribution Galewig IP:
MTU :
Description :

Dynamic Routing Configuration :

Router ID :
OSPF: @ Disabled
BGP : @ Disabled

Logging : @ Disabled

Log Level :

Aubd o gl ® A clE Hl o] 29 IP F4a7) 5= 258 IDE A el oF g o

A7 7 2ol 4 ohg Fol DLRE LIF == ESGE al¥l ol o] = % elrjsl 45 Aule] p 5

Holof gl ek el A ghowl 4ol Asg et

‘maﬂdi"%ﬂws1woﬂ4°%%aﬁa@ Aug F il

ne
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NSX <A &l 7he] =

Network: = 10.10.10.0/24 |

Network should be entered in CIDR format
eq. 192 169.1.0/24

Next Hop:  =|192.168.10.1|

Interface: [ | v ] (3]

MTU: 11500 |

Description:

| ok || cancel |

5

7= A 2

Az AWML Ao B o g5 Foae AHd gt Z2E Tl o A EA} AE o AHes
5 A EA ek o A AR AL Aelre) v el 4 WA A e 2 4 e o] of Pl ek
ESGE 28] 45 et,
CEEE=ERER

DLRE 7| £A o & OSPF® A4 % 7 25 Al 2ol = 5 74 5 o] 9l

FEE NES DESOE EREEEREEEEE MR =
VEL PIDERCE: 4%ﬂﬂ4@ﬁﬂﬂM%*ﬁ%ﬂﬂ%%%%£%4ﬂﬂi
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NSX &7 #l 4 7pe] =

=+ DLR-01 I Actions

Summary | Manage ‘

[Sem‘ngs | Firewall [RoUSng | Bridging \ DHCP Relay

“ Route Redistribution Status : [ Edit

Global Configuration OSPF- + BGP:

Static Routes
OSPF IP Prefixes :
BGP = g

Route Redistribution Name IP/Network

0 items
Route Redistribution table :
+ (@ -
Learner From Prefix Action
OSPF Connected  Any Permit
1items

NSX 2}-9-5 A 32

NSX+= eh-¢-H o] 25 = =x &aldtr] 918 ol =45 A vk

r_{

NSX 2}9-% CLI

“H AF7E NSX 2h-r-') ah 9] Al =l o] vhekdl Ftel g A A E A4 o gle CL H® 2wl 3

Svieh,

2| CLI7}

NSX oH-$-8) 21 A28l o] B Ak E4) ) o] NSX] chobal T4 2ol 4] ala et 4 gl=
| % 4

o]
g% ek NSX 4 62351 NSX* etk et ¥4F 4 S0l Al 233 2 agleh o) mf&
e Fol vl E o] wt F9 CLIE AlFq e £ 99 9143 ol 4] o -2l 4

vol AA 2T 5 YEE G

-

r_{

s ESXi &2 E & VXLANel & u] <k & Abefof of gk o},
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NSX 7] &l 4 7}e]

A 29 dH A3

NSX 2}-9-8-& NSX =2] & 2417 9} g7 255 vk DLRell A4 H 2] 8 2927} 44 4elelA &
el &}l

s A9 DLRel 175 7 =24 29 A 9] Al =l E ID(VXLAN VNI)E ZEsry (el 5004..5007).
Logical Switches

NSXManager. | 192 168.110.42 |~ |

4|7 X 8 & = | Gactons -

Name 1a Status Transport Zone Segment (D Control Plane Meods  Desaiption
m LSA & Mormal == Global-Transport-Zone 5004 Unicast
%m LSB @ Mormal = Global-Transport-Zone 5005 Unicast
%m LSC @ Mormal == Global-Transport-Zone 5006 Unicast
%m LSD @ MNormal = Global-Transport-Zone 5007 Unicast

s ©] DLRelA] Al &8l VMe| A g 9l ESXi &2 E o) 4] o] DLRell 1A ¥ =2 & A% Ao ol gk
VXLAN Ao 3-¢] 4be] & el g e},
# esxcli network vswitch dvs vmware vxlan network list —--vds—name=Compute_VDS
VXLAN ID Multicast IP Control Plane Controller Connection Port
Count MAC Entry Count ARP Entry Count
5004 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.201
(up) 2 2 0
5005 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0
5006 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203
(up) 1 1 0
5007 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0
7t kel VXLANe] o8l of 55 2l b ot
o SfeluElE Ee fUAAaE mEQ] ey 28A] L A5
n Aoj ot mabgre w2 AAE o] glg
w HEAAE 2547 5 CARP Z 547 b el gk "ARP 2547 = IP 2145 Aot
U= AR e Aol E T4 H U
o TEGHAEEY IPFAL"HEEZ" offof] vped B o el AL A gt AR 4 ]
n Y ESF =l A vy ek FA Y] =l A9 A A dld S AE VMe] gl el
FE 1oAY o] ZEFESXi £42E 2 DLR A4 Egol 943 543 dvPortsl vdrPort
%I =,
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NSX 4] @l 2 7he] =

o

n b RS A sto] vdrPort7F #HE] VXLAN 7t 7bell el A sl o] Ql=A] gl gk v,

~ # esxcli network vswitch dvs vmware vxlan network port 1list —-vds—name=Compute_VDS —-vxlan-id=5004
Switch Port ID VDS Port ID VMKNIC ID

50331656 53 0
50331650 vdrPort 0

~ # esxcli network vswitch dvs vmware vxlan network port 1list —-vds—name=Compute_VDS —-vxlan-id=5005
Switch Port ID VDS Port ID VMKNIC ID

50331650 vdrPort 0

m S elell 4] VXLAN 5004l = stvte] VM % ekt e] DLR <17 ©] 91A] =k VXLAN 5005091 = DLR <1 7 1t
A5

n el E VMe] Bl i VXLANe] Al 2 el 2 s o] Sl==] <l g vh(ell: VXLAN 5004 2] web-sv-01a).

~ # esxcfg-vswitch -1

DVS Name Num Ports Used Ports Configured Ports MTU Uplinks
Compute_VDS 1536 10 512 1600 vmnicO
DVPort ID In Use Client
[..skipped..]
53 1 web-sv-01a.eth0®

VXLAN +=H] A7
ESXi &~ Eof tg VXLAN T4 2o 42 DLR 71 =& % VXLANE < & 0] = DVSe| dvPortel A A

o, A=, oA 5] e
1 show cluster alls A @ sle] F#] 28 IDE 7FA 1 o
2 show cluster cluster-idE A3 3lo] T~ IDE 7}A 5 o},

3 show logical-router host hostID connections A 3 alo] Abe] A B 5 7hA % o,

nsxmgr-0la# show logical-router host <hostID> connection

Connection Information:

DvsName VdrPort NumLifs VdrVmac

Compute_VDS vdrPort 4 02:50:56:56:44:52
Teaming Policy: Default Teaming
Uplink : dvUplink1(50331650): 00:50:56:eb:41:d7(Team member)
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NSX &7 #l 4 7pe] =

Stats : Pkt Dropped Pkt Replaced Pkt Skipped
Input : 0O 0 1968734458
Output : 303 7799 31891126

s VXLAN©¢] AF€35 5 A A 5 DVSell g2 vdrPort7F A4 =l v &l &F ESXi 2= 2] ®& DLR ¢l
Bol A 255

n ‘NumLifs” = ©] &2 Eo] £4]sl+ 2E DLR ol A&l 2~ 9] LIF A & e e},

" ‘VdrVmac® = DLRe¢] = gl ~EBl ~ ¢ =& LIFo|4] AF&3= vMACS Ut} o] MACE 2= 5~
ol A At ESXi TAE 9| Fof Ee|d vEYAE o5 P—EE el 9l o] A = &gl = ] ~%14"Jr.

=
m LACP/Etherchannel ® 4 = =7} AL-&-= o, dvUplink -} A1 §1 ¢] VTEP7F 170 ak A 4] =] = 7 -
5 Alel ki, VXLAN®] AF-g-3t =5 A A5 DVSe] 7 dvUplinkell Hl &l & ] sl+= VTEP 7} 91574 vt

n  TAEE 7o DLRe] A48k =22 (SRC MAC = vMAC)<] 7 - SRC MAC~} &l & dvUplink
°] pMACZ 7 5 1] o},

n A VMO £~ T E =& £ 22 MAC+ dvUplink s 26l 8h+= © A& eH(DVS <] =l el o] o
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3l VTEPl A4 ¥ == VM¥ &7 &2 dvUplink & sl & o] &5y o}, o] 2] o}& VTEP
= UME o] 5w WA al s Ao} w7 ulgo] U Y wolxA GER 57 ga a5 o}
s 7 CdvUplinkX’ el () ol 9l SR dvPort Wl E Bk Al Qe 2] o)A A Aol F& ]
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ct,

s 7 “dvUplinkX” el t &l 4] 5= MAC 4+ @l @ dvUplinkek <1725 “pMAC™ &Yt} ¢] MAC
T4+ DLRel A A #Hsl =2 2 (¢ll: DLRel A A4 5 ARP 2] % o2 gk s 7l o] ESXi & A~E & 7
wl DLRefl A 2h-¢-8 g == ) 7 ) 1 Ag-E Yok o] MAC F4 & el g Uled oA & 4 gl
(DLR LIF7} VLAN & ¢l 7% =1 4] =+ VXLAN LIF<] 7%~ VXLAN | 71 ] el 4]).

m [Pkt Dropped], [Replaced], [Skipped]:= DLR<] W5 & A5 A ®o} i H 746 & e, Lt
Ao gA sl m e el Ade A g o
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NSX <EAl a2 7}e] =

eht-e s et wl o] L 83

n clEl s ol Ho] B(aLE sl e 2 1P Fa 3 dlnh s E)

o

s e ol

m  ARP H ¢ &

o] A Aol 4= DLRe] N7 98 a7 e Daz o us

A= b’ EEEAE A9 3 NSXell A A A sh7] 913 =2

192.168.10.1

SERL-BVE

192.168.10.2
=23 4 CHF'—IE[
J.LEE:?’_ KA
192.168.10.3

=2

2} FE
e 172.16.10.1

@ 23 S8 L&

of =2/ o] M

=X
A Q%]

T172.16.20.10 T172.16.10.10
of =2(7 ol 2

VM VM

VM VM
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New NSX Edge M
~ 1 Name and description Ready to complete
2 Clicredentials Name and description
+/ 3 Configure deployment Name DLR1
+ 4 Configure interfaces Install Type: Logical (Distributed) Router
+ 5 Configure HA Tenant
MY 6 Ready to complete HA Disabled
g Interface Cs
Connected To:  Mgmt_Edge_VDS - Mgmt
IP Address Subnet Prafix
Length
NSX Edge Appliances
Resource Pool Host Datastore Folder
Management and Edge Cluster ds-site-a-nfs01
Interfaces
Subnet Prefix
Name IP Address Connected To
Length
LSA 172.16.10.1° 24 LSA
LsB 172.16.20.1* 24 LsB
LsC 172.16.30.1% 24 Lsc
LSD 192.168.10.2* 29 LSD
Back Next Finish Cancel
3 i < S = & = o] - o] H = 3
DLR ] 27} ¢k 5 5= ESXi CLI % & & AF&3lo] Aol T AEoA 4] 7} L= DLRY] ®4F Abel] & =hal

¥.:J
ro
i
S,
)
=)
oSt
1
rlo
O
—
pu)

[e3

DEw 27 A S R =A] oA 3 o a7 Alo] 37}

M
e

1 NSX Manager <<l 4 show cluster alls A dsle] F2{~8 IDE 7FA 5 ol
2 show cluster cluster-id%E A d3lo] T~ IDE 7}A 5 o},

3 show logical-router host hostID dlr all verbose® A @ dlo] Abe] A5 7}A §1oh,

nsxmgr# show logical-router host host-id dlr all verbose

VDR Instance Information :

VMware, Inc.

ol
QL

4] e QLA of -]l v

83



NSX 7] #l 4 7}e] =

Vdr Name: default+edge-1
Vdr Id: 1460487509
Number of Lifs: 4

Number of Routes: 5

State: Enabled
Controller IP: 192.168.110.201
Control Plane Active: Yes

Control Plane IP: 192.168.210.51
Edge Active: No
ol A

m o] HEL AAE ESXi EAE 9= REDLR QI AEAE F 4]

= VdrName” & "HIWYE" + "EdgeID” & FAH U} o] o
=2 tho] “default’ 7F AFEE Uk "Edge ID” = NSX Ulel 4

m SAEQ BHeD

,_
Py
rO
>
B
>

N
)
%0
rr
o
o
)
it}
P
rﬁ
rm
>
i
pal
s
oL
e
rlo
c
Z
wn
X
m
Q.

Q
D
2

s ‘Number of Lifs" += ¢] 7H¥ DLR ¢l =& 20 ¢l+& LIFE ey e

= ©] 4§ "Numberof Routes” = A4 <175 7= 4717 LIFel o sl ahvpd)et 712 72 = 170
571 <3 ef.

m  State” , “Controller IP” 2 “Control Plane Active” + DLR #| o] 5-¢] A& = 1}e}l v Control
Plane Active: Yesal &ut2 71 = &2 IPE vl of d vk DLR 7l woll = 24 A =52 71 2 8.3y
o}, & Z o= A Al 2] DLR gl 2Bl o) F 838k AE £ 5 HofF

j
2
=

o}

= ‘Control Plane IP" &= ESXi £2=E7} Z1 EEof oAt o] Ab-gdt= IP F45 veldy . o] IP

= g4 ESXi Z 2~ E ¢ 32| vmknic(HH -t €] 7 -5 vmk0)eF <1 A 5 IPd v oF

= 'Edge Active’ = ©] =7} o] DLR el =Bl 29 Alo] VMe] A # 5 3 9l T ~E QA of Yo} g
A A o -5 ek o

24 DLR Ale]l VM| wf A el wh2k NSX L2 22| A (AH-&ete A H 7 5)& Fdof= vl A=

= ESXji & A~E 7} AA = o,

o SR A oA A E e 83 g5 FHE A T A= sl Cvdr

ld” <= 37l A 1641+ @ Al e = 3.4 5]

L
o

nsxmgr# show logical-router host host-id dlr all brief

VDR Instance Information :

State Legend: [A: Active], [D: Deleting], [X: Deleted], [I: Init]
State Legend: [SF-R: Soft Flush Route], [SF-L: Soft Flush LIF]
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Vdr Name vdr 1Id #Lifs  #Routes State

Controller Ip

CP Ip

0x570d4555 4 5

>

default+edge-1

“Soft Flush™ el = LIF 57 F71¢] 571 444
shel = A v,

el

DLRe] =24 QIHH o]~
DLR®] A4 5wl == DLRe| 2] A 9l €] o o] =7}

1 NSX Manager 4l 4 show cluster alls A dsle] F2{~H IDE

2 show cluster cluster-idE A3 3lo] T~ IDE 7}A 5 o},

3 show logical-router host hostID dlr all brief& A & 3skod diriD(Vdr ©l

vhebul e A 4 4

192.168.110.201 192.168.210.51

g ] DLRel| A & dubA o =

EA sk oF FA o] EukE A el Al L

7HA - e

£)% 7hd gk

4 show logical-router host hostID dlr dlrID interface all brief% A @ sle] =& ¢lE 3

o] 2of th gk A AW QoS A &),

5 show logical-router host hostID dlr dlrID interface (all | intName) verbose® 4 3

dfe 2=l

B o]t EA o

nsxmgr# show logical-router host hostID dlr dlrID interface all verbose

VDR default+edge-1:1460487509 LIF Information :

Name: 570d45550000000a

Mode: Routing, Distributed, Internal
Id: Vx1lan:5000

Ip(Mask): 172.16.10.1(255.255.255.0)

Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:

Id:

Ip(Mask):
Connected Dvs:

VXLAN Control Plane:

VXLAN Multicast IP:
State:

Flags:

DHCP Relay:

Name:

Mode:
Id:

VMware, Inc

Compute_VDS
Enabled
0.0.0.1
Enabled
0x2388

Not enabled

570d45550000000c

Routing, Distributed, Internal
Vx1lan:5002
172.16.30.1(255.255.255.0)
Compute_VDS

Enabled

0.0.0.1

Enabled

0x2288

Not enabled

570d45550000000b
Routing, Distributed, Internal
Vxlan:5001

L} ol o] ol o3 Aol 2 F 7hA e
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Ip(Mask):
Connected Dvs:

172.16.20.1(255.255.255.0)
Compute_VDS

VXLAN Control Plane: Enabled
VXLAN Multicast IP: 0.0.0.1
State: Enabled
Flags: 0x2388
DHCP Relay: Not enabled
Name: 570d455500000002
Mode: Routing, Distributed, Uplink
Id: Vxlan:5003
Ip(Mask): 192.168.10.2(255.255.255.248)
Connected Dvs: Compute_VDS
VXLAN Control Plane: Enabled
VXLAN Multicast IP: 0.0.0.1
State: Enabled
Flags: 0x2208
DHCP Relay: Not enabled
o) Ak
m  LIF"Name"® &~ 9] 2= DLR gl =Bl 2ol A a3t & 2 DLRY vhiaH 71 E S =&

oA &g e

LR ehe e en mi el el Aeh A mt oY aclA S by

s LIFY "Mode”

ct,
m Id” = LIF 3%
s Ip(Mask) =
= LIF7} slol 2

g =
“Enabled” ¢4t}

m VXLANe¢| =
&7

§- AA He A AE P FaF A H Y o

2R %

VMware, Inc.

2 g gk A ] 22 ID(VXLAN 2 VNI =+ VLAN % VID)E el Y e

“eh-E" LIFe] shal EA] e

= fryfaEe m=2 VXLANe| a7 5of 9l "VXLAN Control Plane” ©]

E 2 =9l VXLAN LIFS] 7% "VXLAN Multicast IP” += "0.0.0.1" EA F A

e = LIFel il "Enabled” o oF gueh Be] 7 LIFS] A-F veld & Fdat= &
“Enabled” ¢] i, to}& RE S AEoAE it 9t}

defe] sof 3 o] LIF7E v 5 of Wl A e LA & vhER v e

&2l 2= VXLAN VNI <17 ¢] DLR(3l & VXLAN®ll VMe©]
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o flae ARt mEddA F Y ] A FH e FA5 Yo

nsxmgr# show logical-router host hostID dlr dlrID interface all brief
VDR default+edge-1 LIF Information :
State Legend: [A:Active], [d:Deleting], [X:Deleted], [I:Init],[SF-L:Soft Flush LIF]

Modes Legend: [B:Bridging],[E: Empty], [R:Routing],[S:Sedimented],[D:Distributed]
Modes Legend: [In:Internal], [Up:Uplink]

Lif Name Id Mode State Ip(Mask)

570d45550000000a Vxlan:5001 R,D,In A 172.16.10.1(255.255.255.0)

570d45550000000c Vx1lan:5003 R,D,In A 172.16.30.1(255.255.255.0)

570d45550000000b Vxlan:5002 R,D,In A 172.16.20.1(255.255.255.0)

570d455500000002 Vx1lan:5000 R,D,Up A 192.168.10.5(255.255.255.248)
DLR 4 =

DLRe| &A1 gt A3 Ao ol v] 2= LIF7E QLA 2al gk §ol = eh-8 Bl o] &5 2l of g et

1 NSX Manager Aol 4 show cluster all$ A3 dto] Z21~€E IDE 7FA 5 oh

2 show cluster cluster-idE A& 3dte] &~E IDE 7}A 5 o}

3 show logical-router host hostID dlr all brief& A &3l dirID(Vdr ©] &)% 7} & tf.

4 show logical-router host hostID dlr dlrID routes A 3 3dlo] & & ol g o o] ~o off & A H]
AR5 7FA 5 e

nsxmgr# show logical-router host hostID dlr dlrID route

VDR default+edge-1:1460487509 Route Table
Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface
0.0.0.0 0.0.0.0 192.168.10.1 UG 1 AUTO 10068944  570d455500000002
172.16.10.0 255.255.255.0  0.0.0.0 ucI 1 MANUAL 10068944  570d45550000000a
172.16.20.0 255.255.255.0  0.0.0.0 uct 1 MANUAL 10068944  570d45550000000b
172.16.30.0 255.255.255.0  0.0.0.0 uct 1 MANUAL 10068944  570d45550000000c
192.168.10.0 255.255.255.248 0.0.0.0 uct 1 MANUAL 10068944  570d455500000002
o] ARak
m  Interface’ + @ “Destination” <l tfal A @ e $A LIFE e U ok DLR LIF % shvhe]  CLif
Name™ © & A4 5},
m  ECMP 7] <] 7] 9 [Destination], [GenMask] % [Interface]% &4 3kA vt [Gateway] = tHE E o] 4k
7] Z 7} EA g o} [Flags]ell = 8l 2 7 2] ECMP 54 & uked sl7] ¢l "E"7F 23k 1o}

VMware, Inc. 87



NSX 4] @l 2 7he] =

DLRY] ARP Hjo] &

DLRS A erel o) Aol vhall & &2 IP S ol o3 ARP S8 % 8l % 4 glofof glch, ol 2@t 2l
2229 A3 A FaEe DR ol sElse] 242 A gE

H

[6}
DLR ARP &9l = 2 4| ~& A %3}

1
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s
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>
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o
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=
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o
fr

o] A}
124 714 52 600 5ok 3% 5 ¢ ch7h A4 5 v ok DLR ARP 2] 3224 o] ek A4l 3 v §-
Al
H

NSX Manager A< 4 show cluster alls A& ste] Z2{~H IDE 7FA 5k
show cluster cluster-ids A #3}e] =~ E IDE 7}A 54 o
show logical-router host hostID dlr all brief% A 3 3lo diriD(Vdr ¢l &)E 74 & of.

show logical-router host hostID dlr dlrID arpe A3 sle] =& gl ] o] ~of tf gk Abe] A
= 7R

nsxmgr# show logical-router host hostID dlr dlrID arp

VDR default+edge-1:1460487509 ARP Information :
Legend: [S: Static], [V: Valid], [P: Proxy], [I: Interface]
Legend: [N: Nascent], [L: Local], [D: Deleted]

Network Mac Flags Expiry SrcPort Interface Refcnt
172.16.10.1 02:50:56:56:44:52 VI permanent 0 570d45550000000a 1
172.16.10.11 00:50:56:06:7a:a2 VL 147 50331657 570d45550000000a 2
172.16.30.1 02:50:56:56:44:52 VI permanent 0 570d45550000000c 1
172.16.30.11 00:50:56:a6:ba:09 Vv 583 50331650 570d45550000000c 2
172.16.20.11 00:50:56:06:84:52 VL 568 50331658 570d45550000000b 2
172.16.20.1 02:50:56:56:44:52 VI permanent 0 570d45550000000b 1
192.168.10.2 02:50:56:56:44:52 VI permanent 0 570d455500000002 1
192.168.10.1 00:50:56:8e:ee:ce \" 147 50331650 570d455500000002 1
o] ARk
s DLRE AHA LIFe] et =& ARP &5-( I7 Z#l 1) 5438k VXLAN 0] A 7ol o5 &4
VMAC < HeER o e
L Ea7h 9= ARP @52 CLI &l o] Adsl 2 Eof A A3 = = VMell 3l &3 e
s "SrcPort’ = ARP @-5-¢] A =5l dvPort IDE YEFH U BF ARP &F50] ohE S A E o 4] A zheE A 5
dvUplink<] dvPort ID7} 3£ 4] & 1] £}, ©] dvPort ID= VXLAN 4] %l %ol 4= = dvUplink dvPort ID<}
4 HxE + g
s Nascent FE#lzw dubA e & 3kql=]A] ¢hrv ok DLRe] ARP §5Ho] =415 7] & 7| ehe] = ol
al o
=

ml H - D]'
AR AV o] St AAE wE G5 ARP Balo] £A47F 9SS e & Qv
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tholo] 2l & 272 T AE Z ESXi & AE A9 ESXi 345 BE vel Y} of 7] 4 & oAl DLR

282 A" 7 A E A 470 2] VXLAN LIFel o1 2 5] of 9ls7u o

13 3-8. @Y DLR 1 ~E A7} Q= 2709 EAE

ESXi 3AE A ESXi 5AE B
DLR7Y 25 DLR7Y 25
172.16.10.1/24 DLRU=EEA 105 468 10.2/29 172.16.10.1/24 DR U=EEA 105 468 10.2/29
LIF A LIFD LIF A LIFD
(o] (o] (o] (o]
172.16.20.1/24 @ 172.16.30.1/24 172.16.20.1/24 @ 172.16.30.1/24
_____ uFre N\ UFC LIFB LIF C
' Q Q! ? ?
; | — | I
1 I' ____________
l !
L
! L[[[[varPortvxeansooo || [ vdrPort  VXLAN 5000
1
| I VXLAN 5001 VXLAN 5001
: ; ofl- - - -lio
. ! VXLAN 5002 VXLAN 5002
5 P R ———— o4 | I | S
| VXLAN 5003 | VXLAN 5003
off- - - -[fo
! DVS ! DVS
I ) v o 192.168.10.1/29
VM 1 VM 2 VM 3 ‘EE:CE 0
A1TAA2 11:84:52 11:BA09 PEYAUA
Aolzgol vm \ ¥
VM VM VM

VMware, Inc.

m

7 EaEd L2 294" (DVS)s"E 27 <lE 3 o] A(vdrPort)y$ Fll o "] Aol A A5
"2 §1) 298" (DLR AW wE)7} sl
m o] "E& 3" = VLANZ} VXLANS & of 343
+ UDP/VXLAN &l 7} ¢l<5d eF. 4l DVS+
4% DLR 79 BEo] 423 e

DVS-= Destination MAC = VMAC <] =& 15 ubibel DLRel o gk A& ok o =& <] -5 vdrPort
2 Adg o)

571 o] vdrPort® 4| DLR 714 ®Fol = 2tebad & o vl ebel] o] €] 7} % 3= VXLAN VNI %+ VLAN
ID7} 2el g ek, 2l Fol o] Hu = g7l o] %ok DLR g8~ LIFE 2l ahi= ol Ab¢-5 1 o

o] 4

o]
H

Wle) 5hAle 5 o] 4he] DLR <128 <7} A4 5 VLAN 4 VXLANe] €124 4 glehe 2

°
ﬂ“h

°] %44 DLR el =®l 27} glomd §f vhojo] 232 vh5-3p ALopAl v of,
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19 3-9. 2719 DLR Q1 2B A7} Q= 27)9] & 1AE
ESXi A E A ESXi SAEB
DLR7Y 2 & DLRHY 2 &
DLR QIAEIA A DLR CIAEA B DLR QIAEA A DLR QIAE A B
IP AWMAC IP B/IVMAC IP C/VMAC IP D/IVMAC IP AIWMAC IP BIVMAC IP C/IVMAC IP D/IVMAC
LIF A LIFB| |LIFC LIFD LIF A LIFB LIFC LIFD
7 @ 71T @ I I @ T @ 7
vdrPort VXLAN A ol o vdrPort VXLAN A
VXLAN B VXLAN B
of|- - - -|io
VXLAN C VXLAN C
off- - - -|jo
VLAN D VLAN D
of|- - - -|jo
DVS DVS
(o] o (o] (o] o
VM 1 VM 2 VM 4 VM 3 VM 5
1P 1 IP 2 P4 IP3 IP 5
MAC 1 MAC 2 MAC 4 MAC 3 MAC 5
VM VM VM VM VM
o] AL 27 2] H& Aol gf-8] mrlele] A& kASHA Hel 5ol AEdla P £ AA 4
3 EZ 2 Aol a3},
9 3-10. 2709 S AE 9 2719 DLR QIAE A7 Q= HEY T EZ2X
SVR 1 SVR 3 SVR 4
IP1 IP3 P4
MAC 1 MAC 3 MAC 4
T MEUA T T Med c
IF A IFC
RTR A RTR B
IFB IFD
l e M= D l
SVR 2 SVR 5
P2 IP5
MAC 2 MAC 5
=] o =]. o >
Bk 291 8}9) Al w] of7 el
ESXi =252 DLR I ~E A= L3 2 FEH S sl v 283 w5 ARl HAAd 4 glofof 3o},
n [ EY A7 AA A (QlE A o] 28] FA ol A Ty
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NSX &7 #l 4 7pe] =

s 7 AR e F(HE o] ol A £3)
s o Fol =2a] 98] 41 a9l 4H @ MAC 4 (ARP <] )
o] AM = o] ESXi EAE Zhol H4kEl ol Al A~ Ak

DLR Al 3242
chg Thelo] 29 & NSX7F A DLRE A4 417 el A ahis = 2412 % A5 vhebdl 2l e,

71 3-11. DLR A4 T2 A~

ESXi SAE A ESXi =AE B
== I=H=r

= EiSRE = EisrE =2|H 2}E A
CIAEA A CIAEA A S|

S

(5) LIF M4 A

(1) =25
2} (@) M =2

PP SEETPNIPN
_—
r=2| & 2} 2E

=2 A 2tEE

4

L

Ul ebE A7 “elg” v B o 2 A& 5 A A DLR o) ol e 3 APl 3% ¢] 48 5] A ~8] & t}-8- oA

5 A3
1 NSX Manager+ Al DLR< ] ¥ &}7] $] 3 APl &%
vSphere Web Clients %3ll).

o

AR (A = Ul obg Abel o)) 255

2 NSX Manager— <17 %l vCenter Servers &% 3l¢] DLR Al o] VM(E+= HAZF 24 5 7% g )<
E gt
2] .

a DLR Ale] VMe] 7 #] 3L NSX Managerell thA] <12 =l of 74 & G-41< £v) 7F ghe s v e,

b HA o] vl 25 7J-%- NSX Manager+ HA %
A& 74U 229 DRSS+ ¢l &5+ +¢
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3 NSX Manager= Z~Eof4 DLR ¢l ~&l 25 A4 gk o),

a NSXManager+ #f DLRoll 144 =24 2§ A & £38leto] =24 29 A7 $3 AF J9<
2Hel g ot
b =& "/‘r o] A% el A ZelaE 5T £ £ ol Tl A TaEol A
DLR& A4 gkl et
¢ ofsl AE= A DLR DR ¢ glomf el AW (LIF s 7 2 )e MArshar 9lA] @il e
4 NSX Manager+ 7 EZ2| Z2]~Hof A DLR gl =&l ~E5 A A 3 o
a ez FTYsHEAEEY 25 5 s o] DLR ql=gl =9 vpaE 2 Sefgh o
5 NSX Manager+ LIFE ¥ &3l 745 DLR Alof VM2 & A 43 o}
a ESXi £-E(DLR Ale] VMol Aa) e s Fahys A= Se] Ze) 2o 278} Aus &
Aleta, Al DLR Ql=®l =5 95d A= £ ==& A4 2, sl A EE2] exof A4

(71 dA o] gl 7).

6 DLR Aol VMol A LIF7F A4 5 3o NSX Manager+ 7 E£2] 22 2~ o] 4 4] DLRS] LIFE A
et

7 DLR Ale] VME A DLR gl =Bl 9] 21 E 22 r o AA4g F el 21 EE 2o 25 A%
Y e},
a WA DLRE 2h9-8 Hol&s A d o] &2 M3 oh(LIFS] A FAFR 2H4l).

DLRe] “AA" APl &%< %5l A4 =4 (vSphere Web Client Ul A48+ 7 -9} o}5) 4 2+

1 e]
= Lok A A AT 5 dse(1).
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1% 3-12. DLRO] 54 99

ESXi A E A ESXiSAE B

DLR A Ctrl VM

(2) Mo
VM A

NSX Manager

[

*DLR
*DLRY 74

(1) DLR
ool E

O

1 NSX Manager+ 71¥ DLR®] 74 & w7 (¢] 4% &4 28 F7h3t7] 918 APl 55 4138
ct,

2 NSX Manager—= DLR Al¢o] VMo 2 A} 745 Wy o},

3 DLRAlY] VM2 T4 & A&t ehv-d A& A, b8 ARE ndkdte 5o 2242

2 A

4 =8 g Fol DLR Alof VM2 A= Bl o] o< A4 + DLRE] vpiad AE£e) 2= 2 A5y
=2

5 DLRe vt ZlEE2 =& gdulo] 25l % 25 DLR ?l =8l 27} 9= ESXi 25 = EAFH o}

DLR Ale] VMe] 4 8 5= ESXi 2~ E 2] DLR <l LIFE =418k, DLR #l©] VM <= NSX
Manager = -] 4 2}-9-8 5 #] ¢F3 DLRe] wpa¥] A EEef = = 2 et ehe-5 g o

b

DLR Ao @ #he] 4 g4 @ £
o] Al 4lof 4 &= DLR Alo] 3 2 2he] o] 4 o] vlal) el Al g

ado A A S ool Al A S48 7ke] B4 A9 HoFE )
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1% 3-13. DLR Ao F- & A F 74 84

> <---
> NSX Manager X
REST/SSL ——>

________________

RMQ/SSL ——>»
TCP/SSL ——>
22U —>
VMClI ——>
VMKLINK  ——>
UDP/6999 - --->»

ESXi=AEB

__________

ESXi SAE A

A

DLR7E =25 DLR A DLR#HY =& DLRA

s AEEE T v A4 Sl 445} 9o

m NSX&o 2 o 7t T 2Eofx] Agu = v A A] vl Fefo] ol E(vsfwd) = 2 A 2= 0bof A 4] o
T dA el AA s o] gl

m 7 ESXi 3 AE 4 2719 UWA(User World Agents), 5 =l A & 8] 2~ Z2}o] ol & (vsfwd) e} Al o] - ol
o] A E (netcpa) & A & gh v o},

m netcpa’t #5331 % NSX Manager®] & ¥ 71 2 @ g op(ell: A EE2 & A= oA, A E &2 <l
S ). o] A M= vsfwdell A Al -8k ol Al A W s o A& Fall A~ 4 9l ok

m =73l netcpats DLR A4 B Aot ZAEEefolA W 3te]l A Mg =8 aef=] g

<

m ZFDLR gl aEl 2o &l ESXi & 42E 5 afvtol A A 8= = DLR Al VMe] 2151 vk DLR Ale] VM
i o

27 2] &AL Aol 95yl
m  vsfwdE F 3 VMCI Al € 2} NSX Manager <1 722 Al o] VM-S 4 ef= o] AF-&-5 1 o},

s netcpa®t 53 VMCI Al 27} DLR vl =8 AEE2] 7 47242 DLRY| 2}9-H Heol & AEZ2 =2
AgatE d AFE-H o}
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m  DLRell VLAN LIF7} 9l+= 73 -+ 35 = ESXi &4 E 5 shvbrt Z EZ 2ol o @l DI(A A =l gl 8l )

= A ek b2 ESXi £4~E 9] DLR A4 252 DI7F <1 2 5 VLANe| ti3] =54 ARP # 2| &
Fdote s LA P

NSX 2} 319] A28 74 2.2

NSX 2h$-5) 249 A28l e ofe] 74 2ol e AH45 55 459

= NSX Manager

m ZAEEP FeH

m ESXizAaE mE(#d 2 UWA)

s DLR Aol VM

m ESG

NSX Manager
NSX Manager— NSX &}-¢-& 2} &l sl 4 ob 7] & Al

—

I

v,

H
n T AT Hel R AEete] e NSX 3] Al §13 53 AP Al 2 A A5 Al o

01-;}

&
o]

m SaEo| ik etg-E 79 =5 3 User World Agents A #| 8ko] NSX 2t 5w & A1 g gk o},
s DLR ¥ DLRLIFE A& A 7 o},
m  vCenters %3l DLR Aol VM % ESGE vH 2/4HA] 9] e

» RESTAPIE &l AA=&e Tl E FAG L A A w28 S8 o225 74 F v

s BaE Aol oAl AEEY e P FeE AT
n QlEAE AR F saE 8 e o] vl Eele] Ao L Al wels f A G e,

m VXLAN ¥ £4F b8 Alo] 35 A &l 3k e,

s 5 2 EER]] Abeol wigk CLI QI E | o] 5 Al ¥ 3] e

m 7 DLR Ql=®lz=of w3l vpi¥ 21 EEe] =5 A E gk o,
m vf2E 2= DLR Aol VMol A 28 AR E FA1E F S AE v 23 o
m TAECLIFH &S A5

m DLR Al VMol A 8l 2255 543},
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= VLAN LIFel siall =] A 5 ql2=
2 5ol Dl 5AEE w3
A dg Dl & AE 7} AFelA A
ESXi &4E H&

NSX zh-5-& 2 271 ¢] UWA(User World Agent)st et-7-8 A d =55 A4 &8k VXLAN 71 w85+
5&ll VXLAN®l <17 gt e,

e ol 4 T4 La7h S ehe Aol Pk Lokl e,

Al o o] A E(netcpa) T Al 22 EEE AFElo] ZAE S 9} FAlgk= TCP(SSL) Fehel &
duleh o] AEEe o] A= 4 ek netepat HIAI A vl F o] el E (vsfwd) ok 54l 8l
NSX Managereil 41 A o] - 3kl w5 A A gk o},

m netcpa o717 Z ¥l E:
m ol o] A E= VXLAN VIB(vSphere A #| ¥l E)ell =i 7] 4 5] o},
m S~ E 9] 5ok EAM(ESX Agency Manager)< 53l NSX Managerell <] &l 4 x| 5 1] ¢},
m  ESXinetcpacl w3 Au] s vl o w2 Al g},

s A7 =28 E Jetcfinit.d/inetcpad & -3l A AHE AR Bl E el e

s A EsE mE A 2l MEYA P B UIAA] > [EAE Fu]> (LA AE]E E
o 9402 oAl AT S e
s DLR 7Y wH(vdrb)& L3 A2 A14317] 414l DVSeh B34 ek,

= netcpacl 9@l 74
m  VXLANVIB vl Z 2] o 55 AR 5]},

= VLAN % VXLANS & ot A &l8l= “vdrPort"zt= =

m LIFE A2 gol &
m  host-local ARP 71 4]

n U A A W Fehe] ¢ E (vsfwd) = netcpa, ESG % DLR Al VMol 4] NSX Managers} &4l s+ o] A
e ieiad

m vsfwd+ vCenter”} vpxa/hosd & -3l 4 A gt /UserVars/RmqlpAddressell 41 NSX Manager<] IP
T4 5 7P 23 v /UserVars/Rmg* ¥ ol A 5l S~ A A Fud & Abg-slod ol Al A] H
2= Aol 2ol gk et

m  ESXi Z2Eo4 A3 5= netcpat vsfwdE 2435k o2& 43 g o},

m  NSX Managerell /] Z~E o] Alo] 4 SSL 7l 7] 2 QlF A5 7FA % o} o] & g &2 Jetc/
vmware/ssl/rui-for-netcpacl # % 1 o} *
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m  NSX Managerol A ZAEE=12] IP F4 2 SSL Al 7FA Y e, o] & & 52 Jetc/lvmware/
netcpa/config-by-vsm.xmlell | 75 1] e},

= NSX Managere] Al #l el we} el &} & ~Eo]4 DLR ¢l ~EH A5 w5 A4 g of,
I R R
m  netcpas$t 7] VXLAN VIB] -l o},
= ESXivsfwdell o gk Au] = o= At
m  AlA 238 E Jetc/init.d/ vShield-Stateful-Firewall< &2l A1 %% A1/ 2] 2 4= 9l o,

m  ESG ¥ DLR Al VM- vsfwdell ® gk VMCI Al €& A3l NSX Manageroll 4 -4 & A1 g o}

DLR Aol VM % ESG
s DLR Ao} VM-S DLR ¢l =Bl zof tfgh "7 2 2447 g},

m 7 DLRLIFel tHEh "9 A A A A" == “AA| yNIC" <lEl o] 29} P 745 £3g ] o},
n S b5E B el e 2% Z(BGP =+ OSPF) 5 dhub & Ad e A4 A w5 Aed
F Aok

m  OSPF =+ BGPE A g3t~ 4l st ol Ake] "l 2" LIF7F 2 8.3 o

A4 AAEH(LIF) B, AR d 5A 7 2ol 4] A H o] &5 AlAbgE £ netcpacll o gk VMCI
2% F3 DLR Qe o] whrne AEE= & Wy

n A7 VM A A ol A HAS A1 <] g ef,

s ESG= VM| AHA| £33 2}9-5 ¢ ] o}

m  NSXDLR 258 8] A28l A 2bA 3] 55 5 U eh(NSX Aol F 53 9l +).

4 5.2 9ol NSX 215 & DLR Aol ¢ An %A o|v] 2415 918 A4l CLIZH 9l A =% e
2ol 25w DLR Aol VM) 4wl 2% A &3t e,

7 DLR Q1B at AEE 25 F shfol 4 A3 ek & CLI 98-S Ag3te] o] A= Ee] 227}
vhaE) 2 4§ 3Hs DLR el mlzol el Al 3ehs AnE % 5 g%

nsx-controller # show control-cluster logical-routers instance 1460487509
LR-Id LR-Name Hosts[] Edge-Connection Service-Controller
1460487509 default+edge-1 192.168.210.57 192.168.110.201
192.168.210.51
192.168.210.52
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192.168.210.56
192.168.110.51
192.168.110.52

nsx-controller # show control-cluster logical-routers interface-summary 1460487509

Interface Type Id

570d455500000002 vxlan 5003
570d45550000000b vxlan 5001
570d45550000000c vxlan 5002
570d45550000000a vxlan 5000

IP[]
192.168.10.2/29
172.16.20.1/24
172.16.30.1/24
172.16.10.1/24

nsx—controller # show control-cluster logical-routers routes 1460487509

LR-Id Destination
1460487509 0.0.0.0/0

Next-Hop
192.168.10.1

= “show control-cluster logical-routers” "2 <] “instance” 3l%| 22 ¢] DLR gl E 2ol d&l o
AEZH ol dAE 28 F55 FA o Enpa A A Fahs §7 ol 4] o] H-Fof = DLRe] £
b ZE FHAEHY RE S aEV 2o

»  interface-summary’ & A 3 el 7 E &2 7} NSX Managerell A 2l 8k LIF7F 3241 5 W v, o] A1
= 3~ER AFH

. routes” & A3l o] DLR Alo] VMol A o] AEZe = 2 2p-¢8 B o] Eo] 45 ot ESXi
T rEo e} e o] HlolEoll= A4 AAH Bl LFE A G5k o] AR E LIF T4 ol A
A &sk7] W 4) ol e

DLR Ao} VM

DLR Al VMell = LIF % eh-v-8'/A = Bl o] &¢] iy ok DLR Alel VM 77 F7]¢] F9 &3 2 <l o

o]~ 3l 7R 7 o] Fo]x DLR =25 ®l o] &3 v}

edge-1-0> show ip route

Codes:
C - connected, S - static,

0 - OSPF derived, i - IS-IS derived, B - BGP derived,
L1 - IS-IS level-1, L2 - IS-IS level-2,

IA - OSPF inter area, E1 - OSPF external type 1, E2 - OSPF external type 2

Total number of routes: 5

S 0.0.0.0/0 [1/1] via 192.168.10.1
C 172.16.10.0/24 [0/0] via 172.16.10.1
C 172.16.20.0/24 [0/0] via 172.16.20.1
C 172.16.30.0/24 [0/0] via 172.16.30.1
C 192.168.10.0/29 [0/0] via 192.168.10.2

edge-1-0> show ip forwarding
Codes: C - connected, R - remote,
> — selected route, * — FIB route

R>* 0.0.0.0/0 via 192.168.10.1, vNic_2
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C>* 172.16.10.0/24 is directly connected, VDR
C>* 172.16.20.0/24 is directly connected, VDR
C>* 172.16.30.0/24 is directly connected, VDR
C>* 192.168.10.0/29 is directly connected, vNic_2

s A oo AR o Aol 9@ $41o 2 AHH DLR <LE s e 2 E FA e o] ALE )

DLR Ale] VMe] Qle|slo] 2% ehg3h o] L4 4 9l eh,

r

edge-1-0> show interface
Interface VDR is up, line protocol is up
index 2 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,NOARP>
HwWaddr: be:3d:al:52:90:f4
inet6 fe80::bc3d:alff:fe52:90f4/64
inet 172.16.10.1/24
inet 172.16.20.1/24
inet 172.16.30.1/24
proxy_arp: disabled
Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 0, bytes 0, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 0, bytes 0, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0

Interface vNic_0 is up, line protocol is up

index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

HwWaddr: 00:50:56:8e:1c:fb

inet6 fe80::250:56ff:fe8e:1cfb/64

inet 169.254.1.1/30

inet 10.10.10.1/24

proxy_arp: disabled

Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 582249, bytes 37339072, dropped 49, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 4726382, bytes 461202852, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0

Interface vNic_2 is up, line protocol is up
index 9 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>
HwWaddr: 00:50:56:8e:ae:08
inet 192.168.10.2/29
inet6 fe80::250:56ff:fe8e:ae08/64
proxy_arp: disabled
Auto-duplex (Full), Auto-speed (2460Mb/s)
input packets 361446, bytes 30167226, dropped 0, multicast packets 361168
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input errors 0, length 0, overrun O, CRC 0, frame 0, fifo 0, missed 0
output packets 361413, bytes 30287912, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0

collisions 0

T8 kA
s glEFel~ VDR o= <175 yNIC(VM NIC)7F ¢lsr vl eh, =& DLRe] "W %" LIFe] gk =&
IPFa= 745 gl "k clEdo] 2" g
m o] ol A gl E ¥ ¢] 2 vNic_0-& HA <l & 7 o] 8] 1] e},
= HAZF A Abel = o 25 DLRe A 7FA & Zlolw] HA Ql Bl sl o] el = IP F 47} &
o] ek o] A& 2709 IP F4, & 169.254.1.1/30(HAC] el #Ak5 o = gahx) gl
10.10.10.1/24(HA l el sl o] 2~0f] -5 o & @ ef5) 2 vpebyd] o},

s ESGOlA AsiAt £ Fom A% WNIC £ shvhE HAR ka7, Al o] 41§ 7h5 g m e
Ael ol s FelH AFe R AT 5 QA 7Bk AR E 5 dFUch WY FEE 4E
A AR ek Gl ek, el shewd HAZE Ao g e

m QlEdo] 2~ yNic 25 82 FPol=2 “AA" yNICE 34 F ]},
n o] ¢lEF o] ~of 3448 IP 54+ DLRY LIFSF A uk DLR Al o] VM- LIF IP S-4< o gk ARP
Heloll FeslA ek k(o] 75 192.168.10.2/29). ©1 & 7F=3kAl b= ] vNICL] MAC F4ef
A &% ARP = H 7} 9l 5 o,
A 2R Z2E F o] DLRel wial] A4 =L, IP 427 ARP 2 E ol et Al A &, 5A ek
HEEms 74 st Add "ZREZIPT FAE gAE dzkA o] Age] 445

m ¢ VNIC= DLR Al VMol A4 A== 54 e8] 22 & o] 25 okl gelelr] 94 of
£ e FA Sk E ol AR Y e
m  Edgel <17 o] 7] HA 9l w7} =3 5l 5 <17 o] #27] Edge < H =l ¢] ~ 47} 4] Edge
RIB(2-5-8 A ¥ 7| ahyFIB(A % 4 2 7] ukyel 2] A A 5 ] ch, 34l b 7] Edge FIB Eﬂ o] & = show
ip forwarding % &2 &k IPE A< 4] IP= FIB Hl o] Eoll A Al A = x| ¢hsr o}, o] = of| b=l
2 Y ek

NSX =5 8¢ Al a8 Ao B 5 Ayt
T
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NSX Manager
¥ 3-2. NSX Manager 23 == 2 Az}

s 2=
NSX Manager VMell = g W] = ¢ =1 | A
NSX Managersl ESXi &~E 7 vl 9] 2 o174 & A] ==

RabbitMQ 41w 7} A sl g e}

NSX Manager % 7 E&2] 2 U =9 2 917 & A

NSX Manager VM| 4= 5] o] (el o] ¥] 2~ E o] Al 3f]),

AEEZY S8 2H

=

3-3. NSX Controller A& == 2 A}

zZ
(]
X

Manager 715 (NSX =--8/2.2] 2] ¢] CRUD *3})

%% W 2= o] 4] DLR Alo] VM = ESG7E Al 45
$)+ 7% @5 CRUD el o] 49 gl eh.

2 A4 8 AR A

dlol B w2 Alo] F 55k §l&

4 238 ulol = A% A5G

NSX ¥4 2h-) 2 mel gof o3k A4, afvl ol = % A
Ahe] o] A3 g ek,
F4 dlele £4 9&

dlol B m== Alo] - 5k gl

2= NSX Manager 715 (NSX 2}-7-8/4Y.2] 7] 2] CRUD *73})
A T

NSX Manager7} ¢] 3 +4 o & 54 == 7§ 2h¢-el/2 g
7 daelae gt eE Fglew 55 A W 240
de gt

27 o] Aastx e g vlolE =g Ao fe FrkE A &
Sk

As) m=

=

=g el ae ol ESXi TAE 7 vl B2 gl o]

.

au} o 4bel A Ee) o) ESXi Bk 7 el o] Eol v u,
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DLR Ao} 3 71 5(5 44 2% £3tale] A A4, Gl o]

=g ) Al Fo
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¥ 3-3. NSX Controller 23] 2= 2 A3} (A]4)
A m= Al Az}
A AEgelo 2 A2 ) ez Aol FAA UL wm vmA R AEEs AeH AE sl Aeled
(= <14 9)), VXLAN 2 DLR% <17 wh<5v o},
m g peAdEsdedr) A% nez Ady, gaEg
o) A QG Al st a, A Al A AL F e
ArEe] 7k Aol ol A, m REAEEY} YY) AS RER A9Hn, saEste o
7o) ol A, Al ol A& AN-F e
B ZEDLRLUFE A2 (FA £l dgh A4, deflo] = H
AbA| Abed o] A sl g e,
m  NSX Managerel 1 E 58] F2] ¥ zhell 5 7] 8k=] A] eko}
NSX%%EV?“uwﬁr<%iiEVl%ﬂﬂﬂP¥%7-A
4 ok
m o~ E & epA o] okl Al Ale i Abeloll A Al AHE g
o},
shrtel 7 =22 VMo| A4 5 o}, m AEEY FHAEHI SEAS FATT
m Bel/Alol e HaA A% A5
T AEEH VMol A o m A A Ef—ﬁi% 7l A RE2 AdEa, AEEH 7

netcpat 71 E£2] 9o Bl BAlS
o] 2] 3k g2 wf| X A B} 22 E& NS

Aol oAl 449 A2} FAH GFE v

Eil
5 2elad 57 20T - 950

AAelr] e 2~E SSL 7] 9 <ls A9 SSL Al A& et
Managerell A4 7FA & ek (vsfwdell ¢] 2l Al 2-).

dS5A wg Z 2 A7) Al el netcpat HAEE2 o AU & dAs A £ 4 5ok

Ahar: o] Aol A= A g o] Adehe A Fol dal A ohFA 5o 2 ARt 4173 (PSOD)
=2 2 e w1

%34 52E BE A R Y A5

As) m= As) Az

vsfwds AHE A o] B/ 5 Q1 5¢ Abgale] WA A vl Aol m o A2 v e ESXI 22 2 vsfwd 7t 241 2k ] Hlell NSX
o)A ke, o)) g 5 wtED 4+ Y Managerell <17 % 4 glowl 414 ol Al g5 24 22l

H A& v 2~ Feho] o) E (vsfwd) ] Ao A 3= Elo] W
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A 2=
NSX Al of -] ch Fito] b A el g e =3
7] Aol Al ohe A5

m  F2E7} A DLRE #H9lelA| o} 7] € DLRE AHAl ¢
Syt

m saEdols ARE A Ao Zare] AR E R T4
%R A% AEF

NSX Hlol 8 72 7Ad 2ol hg Al Ad Aelo] 22g &
3 7

PEEREEEEL

rlr

)

BaEb bR A Aol =R Fol Ao A%

DLR Ao VM
¥ 3-6. DLR Ajo] VM A3 =& 2 A3}

n EaEd R4 eheEel AFE FAG

m ©Eol4] A5 DLR Aol VMol A% Hlo] & glelo] =
£ A=go AT 4 9 Do

m Akt dlolE HEe A EE oA LIF = 72 gl
o] EE FAIEAl A ut A o)A A E N Fe R AL A
Fg e

A 2=

DLR 7l e] VMeo] -4 = At A gl o] 7 g5 o

DLR A ] VM¥} NSX Manager % 71 = Z2f 2} 2] <4 o]
v et

DLR A ] VM¥} NSX Manager2}¢] <174 o] o} 51 o},

DLR #lo] VM} 7 = 2] she] 174 o] o] 4 v e},

VMware, Inc.

ZoA

As) Az

m ) DLRLIF 2 7 2ol gk 44, slele]= 5 4a] 2eje] A
a1l e,

n 54 4R QulelEst BaEr A5 A A @

S|
oAl Al A S Fall AL A FAke Az 23,

m DLRAC] VM 3 a5 2158 g Aol of Aol aHE s & 4

2 A9 st ol Aol R FEAe] 2oL JBe
1

ot

m  ©] DLR LIF ¥ 7] &of gk NSX Managere] A4, i vl o]
E gl abA] zhef o] Assha ehA] Al =5 A g o

m 5 b el = Al Ak et

m ¢ DLRel whet eb-%-8] W7 &(AA e 54)0] A=
F A sbE A ek ok
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w2yl Aells 208 5o 547 R B EE NSXY BE A 245 FAE At 2w F &
A7) A o8] & T4 S 4&7F AAE 2= 2l o)

DG ASNSX TA 249 22 45¢ AT+ dleh AT WEe NSX 27 3 A5 ol
8l o)

o4 i
Eol A NSX T4 849 B7 £F A4 EE REIYA L,

NSX Manager =1
= NSX Manager CLI°ll 4] show log
m  NSX Manager UlE 5@l 4% 7= A8 =2 9=

NSX Manager Virtual Appliance Management

’ View Summary ‘ “ B oownioad Tech Support Log I ‘
% — z
/e Manage Appliance Settings g Backup & Restore

’ Bl wmanage vCenter Registration ‘ ’ < upgrade ‘

NSX Manager % Loll<= CRUD(# 4], 8171, sdell o] E 2 ~4A])
vt

)
2
o
bl
g
ol
ol
uls
r <
A
e
r o
[
o,
[red
N
3
ke
%
o,

AEEY 211

AEZe]ol= o] REo] L3txo] 9lonm e Ao AA 2 sldo] JdFUth AEEY T+

show log <log file> [ filtered-by <string> ] W& & AF-g3lo] A A~e 4 9l eh 263}

AeH 2o sbd e o3 A

s cloudnet/cloudnet_java-vnet-controller.<start-time-stamp>.log: ¢| &1+ 74 2 U5
APl A v & el g o},

m  cloudnet/cloudnet.nsx—controller.log: ZE 52 F T2 A~ & 21}

s cloudnet/cloudnet_cpp.log.nsx—controller.log: | 1+ F2]~El3 d FeEre)S

e,

rH
AL

_,4
L
o
ol
ol
rr
o
o
=
o
Y
°
i

m  cloudnet/cloudnet_cpp.log.ERROR: ¢] 3} % & 2§~

AEEY 2ot A 2o PR A4S vk B4 4gelA] 4 942 AL 9 e VMware
WA Ve o] 449 Wk A8 gt

show log CLI ¢l¢ll watch log <logfile> [ filtered-by <string> ] % &S AF&3le] 71 =2 3}
dol gulo]lEd ) Ao ® & 9lYdE dold 4 5

225 NSXUIA AEE8] =5 A8 i 7l& A9 23 k2 E(Download tech support logs)
ofol Zg FHdtd A Y bR F e AEEH A HEol| 2= sk
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ESXi ©2E =71

ESXi & =EclA] A sl= NSX 74 4= vt 22 2 7hA] =2 9ped & A4 ok
s VMkernel ==: /var/log/vmkernel.log

m AlofFolo]dAE 23 /var/log/netcpa.log

n WA A W Fefe]edE 3 /var/log/vsfwd. log

=3} vCenter Serverol| 4] A4 H VM A 5o dF2 2385 3 5 HUeh 22 31de =&
Hato] & AFRA == AP A 2 F ol At dAl AT 4 9l o

ESG/DLR Ao} VM &1
ESG % DLR Ale] VMe] =2 gplef] fA] 2efks mholl= 7 7FA] 7}
Alshs= Ao oh 2 dhvbE CLI <= UIE AR&3te] 7] %

®5 34 58t7] 91g CLI W& 2 show log [ follow | reverse 1% ch

ek

7= A Hese 2 eske

[e]

m  CLlol 4 enable = =% §] 33} 3L export tech-support <[ scp | ftp 1> <URI> 4 & -& A3t
Y},

= vSphere Web Client<] 2] (Actions) =7l 4 7]& 2] £ t}-+Z =(Download Tech Support
Logs) =4+ Al & g o},

['\4 Horme + ¥ K NSXEdges

Hetworking & Security NSX Manager. | 19216811042 |~

£ NEX Home | x 2 ¥ [F] | @actions ~ [-I::-Ulnsla\lmg € 0Failed l
G Installation

Id Actions - LDR-01 Type

= Loical Switches edge-1 x Delete Logical Router

£% Force Sync MSX Edye

edge-2

9 Firewall
& SpoofGuard | ¥, Redeploy ‘

hange auto rule configuratio
IE] Download Tech Support Logs I
T TS

@ senvice Definitions
1 Service Composer
@) Data Security

onvertto Comnact

dEER S E DR R

AA3 wa A s ob Ak NSX eh--8’ & ol sl el A& A ek vl el 2 ' B
zhel o] Qg
n Ao ole] A E F4(/etc/vmware/netcpa/config-by—vsm.xml)oll = ohg T4 4o H3 A x
7b 23 of 9l
n AEEYIPF4, TCP 2 E, ol 54 Al4f, SSL AF-&/4H& oF &t
m  VXLANE AR&-ste] DVS7F A=l =5 A A 5 dvUplink(® 74 A A, ] &, UUID)

m ©2E7 93 9 E DLR 9l ~E A(DLRID, ©] %)

n Alo] o e]AE T4 (/etc/vmware/netcpa/netcpa.xml)ol = 27 455 (71 24 2 2 A B (info)) <

] 5 oko] netepacll tH3k whFdh A Alo] 3hE o] Sl e
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NSX &7 #l 4 7pe] =

n Ao <l5A 714 Jetc/vmware/ss1/rui-for-netcpa.*
w2709 gl TAE QASA Y S AE A9l Y]
n ZAEEH o] 3t T ~E AAE dFEe vl AR

= vsfwdell A Al &-3l= wl Al A #] 2~ <1745 53l NSX Managerell 4] 74151 A 25 AR
aho] A o] A ol o] A E of] A] w5 e,

E3-7. 90 T4 B4 2 A3}

2 A3}

2283 DAY IP T4 5A el el oy A Z2EE AR Yol BARA e

A% deio] DVS Aol A 245 A e B4t eheeo] ESXi BAE Aol A A5 A e (HE G0
A retR s aE)

4 e} 90 ZRET F4 $AA(helul, MTU, BGPASN, & 574 Z2EZ 4 4o] LA eA &

%, Q¥ %] o] +-0SPF 4 v )

DLR HA ¢l € s o] o] IP 547} gebs) 3 170 78] A4 DLR Aol VMol HA Q1] sl o] = vl e] 2o g Zoj & & 4
o] AbgEl v B AA o e oS 4
oleld TAE A HAH TS AR B8 g A FAFAA L

2 83 7 % debug ip ospf =+ debug ip bgp CLI % & & 4¢3 DLR Al VM ®=+= ESG &%
(SSH Al ob)e] 2 a5 Zeldte] 22 e 3 74 LA 7} alfxl AR g

Aoy Al B =g AR
el e & Al A= b AR Qe BATE A 5o} B e

A o] - of o] & E (netcpa) 7t vsfwdell A Al -3l += w4l A] ¥ 2~ 2 d & -l NSX Managerel <1

n AEET el A DLRIVXLAN QI ='l 2ol o g vhe] g A 2] & s eb ol oAl 7F 9l

el 48 Aol HelH AEE F2]2E A= FF NSX Controller 5 shvl& vhA] A #Hake] &) 2
2 4= sty h (A E &2 9] CLI¢l A restart controller).

Ao -t A Bl Aol vl & AFAgE W &2 http://kb.vmware.com/kb/2125767 5 FHZ 8l 4] A] <.

A 312 dHolE 3

o] A} Aol A= NSX 28] £7] el 7ol ubs e 2 Ag5)e CLI 922 sokel A A g,

VMware, Inc. 106


http://kb.vmware.com/kb/2125767

NSX &7 #l 4 7pe] =

NSX Manager

NSX 6.2+ 5 NSX 2}t
NSX Managerell 41 =1 A 4 & 5] ] ot

o,
Mo
=,
)
i
o

= DLRY~EHA~ %2

= 7 DLR g8l 2ol 8 LIF %5
o

. B 25y

[k

%% 2 4¢|(OSPF == BGP)

= NSX Managerell 4] DLR Al¢] VM ®=+= ESG® A F3l= 74

DLR #|lo] VM ¥ ESG

DLR Al VM 2 ESG+ &l & ol g sl o] 2ol A 37l -& 4 A 31 7] £33 7] 55 Al ¢F ok 2l A=
B Z2 8 F A el Ao =gl = 4 5o

1  show interfacess A g elod el g s o]~ o] &5 1hed gho o},

2 debug packet [ display | capture ] interface <interface name>% 48 &

kS
s

n AAE ARESk= A5 w2 o] Lpeap FHoll A E v

3 debug show files& A&t A= AA 7t 5 3},

VMware, Inc.
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NSX 4] @l 2 7he] =

4 debug copy

dlr-01-0> debug

K
\l
-
r,

[scp | ftp 1 ...5 Addte] &

packet capture interface vNic_2

Q) AAE ez =

tcpdump: listening on vNic_2, link-type EN1OMB (Ethernet), capture size 65535 bytes
43 packets captured

48 packets received by filter

0 packets dropped by kernel

dlr-01-0> debug
total 4.0K

show files

—rW——————— 1 3.6K Mar 30 23:49 tcpdump_vNic_2.0

dlr-01-0> debug

copy

scp use scp to copy

ftp use ftp to copy

dlr-01-0> debug

copy scp

URL user@<remote-host>:<path-to>

debug packet ™
Aele) FAAE 5

o = &
+ Tee e

plr-02-0> debug

o2 ] 2 eh- = ol A tepdumpE AH-&3F 3L UNIX<] tepdump 2
2 gk AE 2384 3l WE(" )= vpre]o

packet display interface vNic_0 port_not_22

Sol thg el e ey A Aol okt Ee e AREA @]

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vNic_0, link-type EN1OMB (Ethernet), capture size 65535 bytes
Flags [P.], seq 4191398894:4191398913,

04:10:48.197768
ack 2824012766,
04:10:48.199230
04:10:48.299804
length 19: BGP,
04:10:48.299849
04:10:49.205347
length 19: BGP,

ESXi & 2~E

T A~ E = NSX 2h§-

Al 8 LA = g}

VMware, Inc.

IP 192.168.101.3.179 > 192.168.101.2.25698:
win 913, length 19: BGP, length: 19

IP 192.168.101.2.25698 > 192.168.101.3.179:
IP 192.168.101.2.25698 > 192.168.101.3.179:
length: 19

IP 192.168.101.3.179 > 192.168.101.2.25698:
IP 192.168.101.3.179 > 192.168.101.2.25698:
length: 19

Flags
Flags

Flags
Flags

I\
—n—’n*‘

4l SSHE

[.1, ack 19, win 2623, length 0
[P.], seq 1:20, ack 19, win 2623,

[.1, ack 20, win 913, length 0
[P.], seq 19:38, ack 20, win 913,

Al £ 3} 3L vNic_0
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1% 3-14. NSX 298 Al sl A7 #AH e o2 4 84

ESXi SAE A show logical-router
host @£ E ID
VMAC: 02:50:56:56:44:52 A connection
PMAC: XX:XXIXX XXIXX:XX

=2|H 2t2H #HE 25

.ogi(f:fr\guter =21 2hPE AAEA A'(defaultredge-1) |+ B2 El0lS 1| I .5h|°W
host 542 IDdlr Tge R R Ll | oicalrouter
B it 4 ost 2@ A E /D dir
alfverbose 172.16.10.1/24  172.16.20.1/24 @ 172.16.30.1/24 192.168.10.2/29 DLR ID route
LIF ..0a LIF ..0b LIF ..0c LIF ..0d
[e] show
] ] ] ] \ logical-router

' ] i ! host A E /D
dir DLR ID arp

show

logical-router
hogt FAED > vdrPort ..656 VXLAN 5000
connection A show
VXLAN 5001 logical-router
host A E D dIr
VXLAN 5002 DLR ID verbose
VXLAN 5003 e
logical-router
DV VD -
S(Compute_VDS) host 4 E D
o 657 o) ..658 dir DLR ID interface

o/E{E o/~ ID verbose

show logical-switch
host @A E D
verbose

ool el 7 zol A5 A&
e 23 315, AA A Y el

e,

VMware, Inc.
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NSX Al 3l A 7ho] =

a9 3-15. A A d 2 34 CLlI HH

ESXi =£AE A

DLR#HE 25

DLR QIAEA A
LIFA LIFB

N DLR Ezf=;
DLRO|M Lt27|: pktcap-uw --switchport 50331566 --dir=0
vdrPort VXLAN A DLRZ E0{7}7|: pktcap-uw --switchport 50331566 --dir=1

VXLAN B

dvPort DVS(Compute_VDS) [ |dvUplink

&5t X b2 HE 3 Ecfg:
oo DFW(2) DVS->% & 3: pktcap-uw --uplink vmnic0 --dir=1 --stage=0
0-F-01 SwSec(1) & & 32->DVS: pktcap-uw --uplink vmnic0 --dir=0 --stage=1

[e]

dvFilters VXLANO|| 74 &5tel Eaj:
VM SAEAM LE27|: pktcap-uw --uplink vmnic0 --dir=1 --stage=1
I0Chain i SAEZ S0{7}7]: pktcap-uw --uplink vmnic0 --dir=0 --stage=0

VM Ezli&:
VMOl A Lt27|: pktcap-uw --switchport 50331660 --dir=0

VM2 Z E0{7}7|: pktcap-uw --switchport 50331660 --dir=1
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NSX Edge &4 3| 2

o] o Al = VMware NSX Edge = ¢l @l st = Al & | A sl 7] ] gk A 25 Al 53 ot

NSX Edge Appliance A & &l A slefwl ofefj o 7F A &l 2 kA 7} 2h e $h7d o] 2t=A] el 84 Al 2.

X B v 1 H < 0|
ZF Ao A= b5 YalS Al Aetn Ded A £ 242 267 Y3 A A mE Ealo o g a
E A FF et o2 g A E EAE Beleta AR A AL gold e o s A g A2 A Y
Huoh, tHA & A ¥ A w4 4] <

@A) Lol se Aela AuE Belshe] £al7k A AH GEA ol e,

VMware NSX Edge & 47 & ul 2|4 4| =8 &7 Age] 55594 2l 3] ek 'NSX 44 7he] =
& HEHYA S

A8 el s A

n  HASk= A 7F "Would Block(AHEH)" <Al oF el =] A ok gk=A] 2ol g of, ARA 8 W] 8- https://
kb.vmware.com/kb/2107951 322 F x5 4] 4] 2.

L7 A A o2 39l o Edge ol Bl d o] 2of ol A 5] x| ¢k
A A] 2. https://kb.vmware.com/kb/2135285% #Z 8141 A] .

/sbin/ifconfig vNic_1 up failed : SIOCSIFFLAGS: Invalid argument

I
(s

i

m  show interface %% 7} Edge A1l =25 A st b5} vl scgh &5o] 24 5o

w& ade sl 4302 4959 o) Edge Al sl el 2ol A A g 5

b

|
=7

VNic_0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN gqlen 1000
link/ether 00:50:56:32:05:03 brd ff:ff:ff:ff:ff:ff
inet 21.12.227.244/23 scope global vNic_0
inet6 fe80::250:56ff:fe32:503/64 scope link tentative dadfailed
valid_1ft forever preferred_l1ft forever

VMware, Inc
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NSX &7 #l 4 7pe] =

A B S A9 AV Tul E A Gk AV s ol @ s A et s aE
A~

u
Z
w
X
m
o}

Q@

@
N

Atk A 15 47 g o}, hitps://kb.vmware.com/kb/20793805 A X &F4] A 2.,

(e}

rir

7k vse_die® Z 4 etel NSX Edge =15 e[ ® v cf. o] Ak shrtolel] 8le= 22 74
o

ol Hgk AR E AlFF o

F2 CPU 8

o
NSX Edgecll 4] CPU @& %7} =& 7% ESXi &= E ol 4] esxtop M &S Ab-&-3le] A 2] A 5& gala}
AAE. o 7l E bR A E A ESAIAl 2.

m  https://kb.vmware.com/kb/1008205

= https://kb.vmware.com/kb/1008014

m  https://kb.vmware.com/kb/1010071

m  https://kb.vmware.com/kb/2096171

ksoftirqd Z 2429l Fho] o 44 7l =71 =& 715 el of wheby qF 3 o] 2 A&
ol Bl 7 &of thal] 27 o] AL 5 =5 AA 5o 9l=A] gal Al 2. show log follow Eo% Al g &} o

B 49 21 A% 47h /155w QA Fg s,

o
ol
-
]I>_"4 m

A AHA B A EA

I~

ko
=

NSX for vSphere 6.2.3%-El show packet drops ™ &5 A-&38lo] thgol o gl s 7l AFHA] B4 &
T s

n SlE o]~

5
2,

n Eehel
m L2

s L3

s sy

°
ol
o,
o
S
o2
ol
ol
v
B
Z
wn
X
m
(e
«Q
D
(@]
—
=
fu
H
o
(¢
ol
i..
N
[

2 A3 g, ApAl g U €2 "NSX 9 H =

=
el Fl o] A Ax" & FAEsIA A L. ol
show packet drops

vShield Edge Packet Drop Stats:

Driver Errors
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NSX &7 #l 4 7pe] =

X

Interface Dropped

VNic_0
vNic_1
vNic_2
vNic_3
vNic_4

© ©O © © © ©

vNic_5

Interface Drops

X

Error Ring Full

© ©O © © © ©

X RX

© ©O © © © ©
© © © © © ©

Interface RX Dropped TX Dropped

VNic_0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

L2 RX Errors

4

2710

0

2
2
2

Interface length crc

VvNic_0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

L2 TX Errors

Interface aborted fifo window

VvNic_0
vNic_1
vNic_2
vNic_3
vNic_4
vNic_5

L3 Errors

IP:

ReasmFails : 0

InHdrErrors :

InDiscards : 0

FragFails : 0

InAddrErrors :

OutDiscards :
OutNoRoutes :

ReasmTimeout :

ICMP:
InTimeExcds :

InErrors : 227
OutTimeExcds :

VMware, Inc.

© © © © © ©

© ©O © © © ©

0

0
0
0

0

0

0

© © © © © ©

© ©O © © © ©

frame fifo

© ©O © © © ©
© ©O © © © ©

0

© © © © ©
© ©O © © © ©

RX

© ©O © © © ©

missed

© © © © © ©

Dropped

heartbeat

© ©O © © © ©

RX
Error Out Of Buf

© O O N © O
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OutDestUnreachs : 152
OutParmProbs : 0
InSrcQuenchs : 0
InRedirects : 0
OutSrcQuenchs : 0
InDestUnreachs : 151
OutErrors : 0
InParmProbs : 0

Firewall Drop Counters

Ipv4 Rules

Chain - INPUT

rid pkts bytes target prot opt in out source destination
0 119 30517 DROP all — * * 0.0.0.0/0 0.0.0.0/0

0 0 ® DROP agll —-- * * 0.0.0.0/0 0.0.0.0/0
Chain - POSTROUTING

rid pkts bytes target prot opt in out source destination
0 101 4040 DROP gll —- * * 0.0.0.0/0 0.0.0.0/0

0 0 0 DROP all - * *0.0.0.0/0 0.0.0.0/0
Ipv6 Rules

Chain - INPUT

rid pkts bytes target prot opt in out source destination
0 0 0 DROP all * * 1:/0 ::/0

0 0 0 DROP all * * 1:/0 ::/0

Chain - POSTROUTING

rid pkts bytes target prot opt in out source destination
0 0 0 DROP all * * 1:/0 ::/0

0 0 0 DROP all * * 1:/0 ::/0

NSX Edge & A] o &2t

state INVALID

state INVALID

state INVALID

state INVALID

vSphere Web Clientell 5] NSX Edge¢] L2 VPN 74 5l i AFo] E 44 Al A B (Site Configuration
Details)= F7F Al A =+ 4% ol 71E dA o] ZFol A ezt A dAx e o] = o4 544

ct.

NSX Edge VM(7H Al =Bl o 2 ~ & 2] A Hulo] 2ol A7FE of 2] spol 2 745t 7] 9fd &
T4 ke, 7hA a2 314 NVRAM A A shel, =4 ohed Bl 20 st gl ok A 85 VM =% 2] A
Z 23ty w55 v Aol upe}, ApAF Al aw FA sk sRA s gt Ak gl e 9 A &
T o delHarol e YA i x= F gk A= & S| A ol 7hAF A 28] ghel o] Sl

0

749, NSX Manager+ VM #j Zof ] g VMX ¥} ©]
X = gl adeo]l= 2] 5ok NSX Manager+ 74 ¥ Hl o] E] A~ & o]
ol ¥ o o] ] A E o] o]l NSX Edge VM-S vl =gt v}, o/l A Eof o] FH o]l A E o] ID (VML
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NSX 4] @l 2 7he] =

VMX 2}¢ &2 E )= Appliance "l 7} W -2] ol -2 wbgks] 3 Ulol] 34| =] 7 o} REST APl gt &
to 2 Al ot A 2gk 7k NSX Manager VM 14 2l shelof] vl 3] 5] = a}u} o] Abe] ] o] B A E o

-‘4 A gk v A o] o gk AhA g 8- vCenter Servers AFZEdl oF b A4 GE &L B A4S
xS Al S
m  vSphere 7} <] H HE] AL,
m  vSphere 2/ # ],
m vCenter Server ¥ & ~E 7 2]

E e os e g

m  Edge W3t s 7l A A

m  Edge =78 44 A

= NSX Manager % Edge 54! A

LI R R TS R A

= Edge A= ¥ 5

Edge W3} 371 A4 A

Wshe g7l Al A EA

NSX for vSphere 6.2.34-E show packet drops &< AF-8-sfe] whsp ¥ of gl 9 71 2HA| 54 & 4]
o sk

o] W& Ag st NSX Edge CLIo| Zzelati 7|2 we 2 A g o, A4 g 42 "NSX W&l &
e Fe]la x5 FEsA A L. ol

show packet drops

vShield Edge Packet Drop Stats:

Firewall Drop Counters

Ipv4 Rules

Chain - INPUT

rid pkts bytes target prot opt in out source destination
0 119 30517 DROP gll -- * * 0.0.0.0/0 0.0.0.0/0

0 0 ® DROP agll —-- * * 0.0.0.0/0 0.0.0.0/0
Chain — POSTROUTING

rid pkts bytes target prot opt in out source destination
0 101 4040 DROP agll —- * * 0.0.0.0/0 0.0.0.0/0

0 0 0 DROP all - * *0.0.0.0/0 0.0.0.0/0
Ipv6 Rules

VMware, Inc

state INVALID

state INVALID
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Chain - INPUT

rid pkts bytes target prot opt in out source destination

0 0 0 DROP all * * ::/0 ::/0 state INVALID
0 0 0 DROP all * * ::/0 ::/0

Chain - POSTROUTING

rid pkts bytes target prot opt in out source destination

0 0 0 DROP all * * 1:/0 ::/0 state INVALID
0 0 0 DROP all * * 1:/0 ::/0

Edge |7 W3l A

= A eteiml NSX Edge CLIol = qlehar 7] 2 =2 A gkgh of, ApAI g g2 "NSX & & <l

M

CEE

-

2 FhaE" & A4 A L

1 show firewall % & & AF-&-3lo] by 4f A el o] &5 =al g oh usr_rules Bl ] &0l 74 & f

A o] F4 5w,
nsxedge> show firewall
Chain PREROUTING (policy ACCEPT 3146M packets, 4098G bytes)

rid pkts bytes target prot opt in out source destination

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

rid pkts bytes target prot opt in out source destination
0 78903  16M ACCEPT all —- 1o * 0.0.0.0/0 0.0.0.0/0

0 0 0 DROP all —- * * 0.0.0.0/0 0.0.0.0/0
state INVALID

0 140K 9558K block_in all - * * 0.0.0.0/0 0.0.0.0/0

0 23789 1184K ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0
state RELATED,ESTABLISHED

0 116K 8374K usr_rules all - * * 0.0.0.0/0 0.0.0.0/0

0 0 0 DROP all —- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 3146M packets, 4098G bytes)
rid pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 173K packets, 22M bytes)
rid pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)

rid pkts bytes target prot opt in out source destination
0 78903  16M ACCEPT all —- * lo 0.0.0.0/0 0.0.0.0/0
0 679K  41M DROP all —- * * 0.0.0.0/0 0.0.0.0/0
state INVALID

0 3146M 4098G block_out all - * * 0.0.0.0/0 0.0.0.0/0
0 0 0 ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —-physdev-in tap® —-physdev-out vNic_+

0 0 0 ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —-physdev-in vNic_+ —-physdev-out tap0®

0 0 0 ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —--physdev-in na+ —-physdev-out vNic_+

0 0 0 ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0
PHYSDEV match —--physdev-in vNic_+ —-physdev-out na+

0 3145M 4098G ACCEPT all —- * * 0.0.0.0/0 0.0.0.0/0

VMware, Inc
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state RELATED,ESTABLISHED
0 221K 13M usr_rules all — * * 0.0.0.0/0 0.0.0.0/0
0 0 0 DROP all —- * * 0.0.0.0/0 0.0.0.0/0

Chain block_in (1 references)
rid pkts bytes target prot opt in out source destination

Chain block_out (1 references)
rid pkts bytes target prot opt in out source destination

Chain usr_rules (2 references)

rid pkts bytes target prot opt in out source destination
131074 70104 5086K ACCEPT all — = * 0.0.0.0/0 0.0.0.0/0
match-set 0_131074-0s-v4-1 src
131075 116K 8370K ACCEPT all — = * 0.0.0.0/0 0.0.0.0/0
match-set 1.131075-ov-v4-1 dst
131073 151K 7844K ACCEPT all — = * 0.0.0.0/0 0.0.0.0/0

show firewall % & ¢] POST_ROUTING A4l 4 DROP invalid 7 A ¢ 5+ 3h5 2l o, dHt

el el e vhgsh 2 e

i

n A7 A A w2 A e R TCP 718k e Z 2] Al o] A vl &4 A1 7F 23} A 7} glem] o 2] Al o

Aol A ZE -5 AEl el 75 REST APIE Ab&-she] | &4 A1 7F 23 A A& 521414 2. hitps://

2 show ipset W& =85 A g}

nsxedge> show ipset

Name: 0_131074-o0s-v4-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 0_131074-0s-v6-1

Type: bitmap:if (Interface Match)
Revision: 3

Header: range 0-64000

Size in memory: 8116

References: 1

Number of entries: 1

Members:

vse (vShield Edge Device)

Name: 1_131075-ov-v4-1

Type: hash:oservice (Match un-translated Ports)
Revision: 2
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Header: family inet hashsize 64 maxelem 65536
Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=6, DestPort=179, SrcPort=Any
Proto=89, DestPort=Any, SrcPort=Any

(encoded:

1_131075-ov-v6-1
Type: hash:oservice (Match un-translated Ports)

Name:

Revision: 2
Header: family inet hashsize 64 maxelem 65536
Size in memory: 704

References: 1

Number of entries: 2

Members:

Proto=89, DestPort=Any, SrcPort=Any

Proto=6, DestPort=179, SrcPort=Any (encoded:

A

3 RESTAPI =+ Edge AF-& 7 Ql B o o] =& A&}

0

bef

=1

(e

)&} show log follow ™ & & AF&-<

0.6.0.179,0.6.0.0/16)

(encoded: 0.89.0.0/16,0.89.0.0/16)

(encoded: 0.89.0.0/16,0.89.0.0/16)

0.6.0.179,0.6.0.0/16)

2ozt oA ke vh5 REST APIE AF&-¢ko] DROP Invalid f A el dle 2705 Ab&etm 5 A

A3 e,

URL :

PUT Method

Input representation
<globalConfig> <!-- Optional ——>
<tcpPickOngoingConnections>false</tcpPickOngoin

>

<tcpAllowOutOfWindowPackets>false</tcpAllowOutOfWindowPackets>

false ——>
<tcpSendResetForClosedVsePorts>true</tcpSendRes
true ——>
<dropInvalidTraffic>true</dropInvalidTraffic>
<logInvalidTraffic>true</logInvalidTraffic>

https://NSX_Manager_IP/api/4.0/edges/{edgeld}/firewall/config/global

gConnections> <!—- Optional. Defaults to false —
<!— Optional. Defaults to
etForClosedVsePorts> <!—— Optional. Defaults to

<!—— Optional. Defaults to true ——>
<!— Optional. Defaults to false ——>

<tcpTimeoutOpen>30</tcpTimeoutOpen>
<tcpTimeoutEstablished>3600</tcpTimeoutE
<tcpTimeoutClose>30</tcpTimeoutClose>
<udpTimeout>60</udpTimeout>
<icmpTimeout>10</icmpTimeout>
<icmp6Timeout>10</icmp6Timeout>
<ipGenericTimeout>120</ipGenericTimeout>
</globalConfig>

Output representation

No payload

VMware, Inc

<!— Optional. Defaults to 30 ——>
stablished> <!—— Optional. Defaults to 3600 ——>
<!— Optional. Defaults to 30 ——>
<!— Optional. Defaults to 60 ——>
<!— Optional. Defaults to 10 ——>
<!— Optional. Defaults to 10 ——>
<!— Optional. Defaults to 120 ——>
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4

5

2= 1]
]

show log follow ™ & & AF&3led b3} vl gt 2 15 At

Y e

2016-04-18T20:53:31+00:00 edge-0 kernel: nf_ct_tcp: invalid TCP flag combination IN= OUT=
SRC=172.16.1.4 DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=43343 PROTO=TCP
SPT=5050 DPT=80 SEQ=0 ACK=1572141176 WINDOW=512 RES=0x00 URG PSH FIN URGP=0
2016-04-18T20:53:31+00:00 edge-0 kernel: INVALID IN= OUT=vNic_1 SRC=172.16.1.4
DST=192.168.1.4 LEN=40 TOS=0x00 PREC=0x00 TTL=63 ID=43343 PROTO=TCP SPT=5050 DPT=80

WINDOW=512 RES=0x00 URG PSH FIN URGP=0

show flowtable rule_id ™ & & AF&3Fe] Edge -3H¥ AFH] H] o]

v,

nsxedge> show flowtable

Lol A

o,
D
ofi
ol
fr
’.‘O
Y,
o
dot
,ﬁ

1: tcp 6 21554 ESTABLISHED src=192.168.110.10 dst=192.168.5.3 sport=25981
d port=22 pkts=52 bytes=5432 src=192.168.5.3 dst=192.168.110.10 sport=22 dport=259

81 pkts=44 bytes=7201 [ASSURED] mark=0 rid=131073 use=1

2: tcp 6 21595 ESTABLISHED src=127.0.0.1 dst=127.0.0.1 sport=53194
dport=10 001 pkts=33334 bytes=11284650 src=127.0.0.1 dst=127.0.0.1 sport=10001 dport=5319

4 pkts=33324 bytes=1394146 [ASSURED] mark=0 rid=0 use=1
show flowstats ™ & & AR-&cled &4 A4 A4 2 3 &5 +=
nsxedge> show flowstats

Total Flow Capacity: 65536
Current Statistics :

cpu=0 searched=3280373 found=3034890571 new=52678 invalid=659946 ignore=77605
delete=52667 delete_1ist=49778 insert=49789 insert_failed=0 drop=0 early_drop=0

error=0 search_restart=0

show log follow ™ & & A-&3lo] Edge =15 alslal ALG ~HAl &

msrpc_alg ¥+ oracle_tns<} v] 538 AR & 2 A §h o, ARA| g

m  https://kb.vmware.com/kb/2126674
= https://kb.vmware.com/kb/2137751

Edge &8 <14 A4

ping <destination_IP_address> ™ & & AH-&-3dlo] Teto] el Eofl 4] Aloj 5= E

=+,
F A B o] Lol A FAlel =)L A 2
o

o 7

tjo

debug packet display interface vNic_® —n_src_host_1.1.1.1
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AL gted 441 lE slo] g %2 AA G o,

P
N
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2231, SCP=

sy o tftp_alg,

)

e rheg ARAAAL
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=2 g A

ut

Apgake] ] e,

U

119


https://kb.vmware.com/kb/2126674
https://kb.vmware.com/kb/2137751

NSX 4] @l 2 7he] =

& Wl e gt £41 Qe del e Bl e ARG o

debug packet display interface vNic_1 —n_src_host_1.1.1.1

FA A WA L] 7 ESXie] ESXi @l 7l 7 A
kb.vmware.com/kb/2051814 5 #Z 3} 4] A 2.

=
ju

AR B B B A R e R

o

=
2

s PFEY Az

(

w3 TEA B NAT T4

s B[ A b

s RPZH 2Hql

a show interface ™ & & A}-§-3lo] gl ¥ o o] 2= IP/A Bl &

b HelE ol el A=k glomd s dE s A g

o,
o

!
¢

show

= show
= show
= show
c show ip

d ol Ale

nsxedge>

ip route
ip route static
ip route bgp
ip route ospf

forwarding % & & A g sl =

(€]
T

net.
net.
net.
net.
net.
net.
net
net.
net.
net.
net.
net.
net.
net.
net.

ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
.ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.

ipv4

ipv4.

show

conf.
conf.
conf.
conf.
conf.
conf.
conf.
conf.
conf.
conf.
conf.
conf.
conf.

.conf.

conf.

rpfilter

VDR.rp_filter
all.rp_filter

0
0

br-sub.rp_filter = 1
default.rp_filter = 1
lo.rp_filter = 0

vNic_0.
vNic_1.
vNic_2.
vNic_3.
vNic_4.
vNic_5.
vNic_6.
vNic_7.
vNic_8.
vNic_9.

rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter
rp_filter

R R R R R RR R R R

nsxedge>
RPF drop

VMware, Inc

show rpfstats
packet count: 484

H

£ ] o] ol 4]

rpfilter W& & A3

ol
-

iz
>

fo

& 2] E] pktcap-uw =75 AF-&3H4 A S https://
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et

RPF 57 & 22l 8219 show rpfstats &5 A g g},
nsxedge> show rpfstats
RPF drop packet count: 484

7 AA AL FAEe) 2 ehdel 22 AaS el el A 2
a CPU I vzl Apgeke] 45 ohg el e 493 o

m  show system cpu

m  show system memory

m  show system storage
m  show process monitor

m  top

00:1:4“
=
i

ESXi¢l 7§ esxtop n W& S A+

PCPU USED(%): 2.5 5.0 3.7 77 AVG: 22
PCPU UTIL(%): 0.5 2.7 3.3 92 AVG: 24
ID GID NAME NWLD %USED %RUN %SYS WWAIT
98255269 98255269 esxtop.11224149 1 67.04 69.86 0.00 6.26
2 2 system 139 3.03 4.61 0.00 12053.58
86329 86329 app-01a 6 0.69 0.57 0.00 466.09
78730 78730 db-01la 6 0.48 0.67 0.00 441.44
90486 90486 app-02a 6 0.38 0.32 0.00 463.42
%VMWAIT %RDY %IDLE %0VRLP %CSTP %MLMTD %SWPWT
11.01 — 0.39 0.00 0.09 0.00 0.00 0.00
600.00 53.81 0.10 93.13 0.00 0.00 0.00 0.00
13900.00 - 28.68 0.00 2.69 0.00 0.00 0.00
600.00 53.81 0.10 93.13 0.00 0.00 0.00 0.00
600.00 0.00 0.19 151.92 0.00 0.00 0.00 0.00
NSX Manager ¥ Edge 41 &4

=
=

NSX Manager+ VIX = # A] 7| v ~
ok o m NSX Managerell 41 Al & 51 o}

3 VIXE NSX6.3.0 oAbl A A & =] A ¢k o},

VIX

m VIXE ESXi 227} S0 5 A ¢k 79 NSX Edgeell AH-&3 1 o},

= o
’6“:5 =

= NSX Manager+ vCenter Servercl| 4] &

VMware, Inc.

&3l NSX Edgest 541 g o

3l & Edge”} w5 5 ¥ 7 5] ]

7FA oF ESXi &2~

ol WA 4,
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m  NSX Manager+ Edge #t4 %% & #H&-3le] Edge 7 Al ol = el gk o,
m  Edge®] vmtoolsd = =A== VIX &A= A2 g,

ohe 3} 28 o F 2 VIX Aol b Al g o,

m  NSX Manager”} vCenter Server<l 5413 4 g5 o
= NSX Manager’} ESXi & ~E 9} B4 5= ¢l o},

m  NSX Manager W <-4 7} 91554 v

»  Edge 4 A7k Sl e

VIX T 7]

NSX Manager & i 4] VIX 2+ VIX_E_<error>% 2l sle] £l<l

4,

o

Fe Ao, et v 5B L7

Vix Command 1126400 failed, reason com.vmware.vshield.edge.exception.VixException: vShield
Edge:10013:Error code 'VIX_E_FILE_NOT_FOUND' was returned by VIX API.:null

Health check failed for edge edge-13 VM vm-5025 reason:

com.vmware.vshield.edge.exception.VixException: vShield Edge:10013:Error code
'"VIX_E_VM_NOT_RUNNING' was returned by VIX API.:null

AubH o2 B2 Edgeol Hal A3 {7t 54 ol A el Edge & Al 7F oF W H

HAIA] H 2 E A

ESXi 22~ E7} sl 5 o] 15 wll NSX Edge & Alell = A A v] 227} AFg- 5] ef,
A 7F kA el ml NSX Manager 220l B3t B] 558k gho] ks o] Slg 4 Yl th

GMT ERROR taskScheduler-6 PublishTask:963 - Failed to configure VSE-vm index 0, vm-id vm-117,
edge edge-5. Error: RPC request timed out

o] FAE b 7 ol Al o
= Edge’} A% Aelgeh

w PlATA] B A A o] ol AT

i
2

T
ol
i
r_\i

Edge®|
m rmq AAS Felstyd o wE s AP doh

nsxedge> show messagebus messages

Message bus is enabled
cmd conn state : listening

VMware, Inc
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init_req g 1l
init_resp g 1l
init_req_err 1 0

s vmci dAS eldted g HE s A

nsxedge> show messagebus forwarder

Forwarder Command Channel

vmci_conn Toup
app_client_conn Toup
vmci_rx 1 3649
vmci_tx 1 3648
vmci_rx_err 0
vmci_tx_err 0

vmci_closed_by_peer: 8

vmci_tx_no_socket : 0O
app_rx : 3648
app_tx 1 3649

app_rx_err
app_tx_err

app_conn_req
app_closed_by_peer :

© © B © ©

app_tx_no_socket

Forwarder Event Channel

vmci_conn T up
app_client_conn T up
vmci_rx 1 1143
vmci_tx 1 13924
vmci_rx_err 1 0
vmci_tx_err 1 0

vmci_closed_by_peer: 0

vmci_tx_no_socket : 0
app_rx 1 13924
app_tx : 1143
app_rx_err HC)
app_tx_err HC)
app_conn_req 01
app_closed_by_peer : 0
app_tx_no_socket . 0
cli_rx 1
cli_tx 1
cli_tx_err 0
counters_reset : 0

o] dlol| 4] %2 vmci_closed_by_peer: 8% T A~E ofo] A Eof| 4] o174S vhe 3145 el o},
o] 317t Tol b 9l e vmei connel HFE-E 1 T AE of o] A E= RMQ B2 7o AT 4 gl

Yt show log follow®] Edge &1l 4 ot &7} b5A o & vpefb=#] 2kl g o},
VmciProxy: [daemon.debug] VMCI Socket is closed by peer(&Zle] ¥|ofol 2l&] whal)
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o

ESXi & A~E ¢ FA4 & = thele

1
)

ESXi Z4E7FRMQ 227 0] dA ] Q] Selstely e Wa s 49 e

esxcli network ip connection list | grep 5671

tcp 0 0 10.32.43.4:43329 10.32.43.230:5671 ESTABLISHED 35854 newreno

vsfwd

tcp 0 0 10.32.43.4:52667 10.32.43.230:5671 ESTABLISHED 35854 newreno

vsfwd

tcp 0 0 10.32.43.4:20808 10.32.43.230:5671 ESTABLISHED 35847 newreno

vsfwd

tcp 0 0 10.32.43.4:12486 10.32.43.230:5671 ESTABLISHED 35847 newreno vsfwd

Edge 2 2 FF

Edge ¢t

s o5 W E S AFESe] vmtoolsd7E A d E AL

rie
Ry
e
S
)
°
A

nsxedge> show process list
Perimeter-Gateway-01-0> show process list

%CPU %MEM VSZ  RSZ STAT STARTED TIME COMMAND
0.0 0.1 4244 720 Ss May 16 00:00:15 init [3]
0.0 0.1 4240 640 S May 16 00:00:00 logger —p daemon debug -t vserrdd
0.2 0.9 57192 4668 S May 16 00:23:07 /usr/local/bin/vmtoolsd —-plugin-pa

0.0 0.4 4304 2260 SLs May 16 00:01:54 /usr/sbin/watchdog

w o5 W s Akl Edgert A Al <l A kel g ot

nsxedge> show eventmgr

messagebus : enabled
debug 0
profiling 0
cfg_rx o dl,

(<)

cfg_rx_msgbus
show eventmgr " & & AF&ate] 2] W] o] FAlE a1 A2l = =4 Felahil AL,

1l

nsxedge> show eventmgr

messagebus : enabled
debug : 0
profiling 0
cfg_rx HE
cfg_rx_msgbus 0
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cfg_rx_err
cfg_exec_err
cfg_resp
cfg_resp_err
cfg_resp_ln_err:
fastquery_rx : 0
clearcmd_rx
clearcmd_err
ha_rx
ha_rx_err
ha_exec_err
status_rx
status_rx_err
status_svr
status_evt
status_evt_push:
status_ha
status_ver
status_sys
status_cmd
status_svr_err
status_evt_err
status_sys_err
status_ha_err
status_ver_err
status_cmd_err
evt_report
evt_report_err
hc_report
hc_report_err
cli_rx
cli_resp
cli_resp_err
counter_reset

__________ Health Status

system status
ha state

cfg version
generation
server status
syslog-ng
haproxy

ipsec

sslvpn

12vpn

dns

dhcp
heartbeat
monitor

gslb

__________ System Events

VMware, Inc.

O R ©® 0 ©® @ 0 VR O O

© O © © OO © O O R KFrF O N

0
0
0
0
0

fastquery_err : 0

© © © © ©

=
[=)]

=
(o]

10962

© © B N O

: good
: active
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Edge 57

S Al 71+ NSX Edge 7}

o

vmtoolsd”} A & =] 51

et

27 AnE Aol

L=
T

=
-

S ohA wlEo} e o) d Edgel

XA

vmss(VM 4 4] Z &) == vmsn(VM 2= 4F) 212 vmem =}

iz

ok Edge VMell

ol
—_
)

=l

A

5
™

T
by

)

5L~
A 4 9]

o]

«

VMware A

ﬁa

i

FE

3
=

g)

] 22, Edge =1 &

o
o
ful

A 5-of] A4 =l Edge A

%14 Y T}, https://kb.vmware.com/kb/2079380

o

W
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A=
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]
O
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-
o
i

RabbitMQ | A] A ¥ 2+ vsfwd(RMQ Z 2l o] ol £) @ NSX Managerell &8 ¥l RMQ A1 ¥ Z 24|~ 7}
Ao Abg-E] e}, o] u] A A] B 2= NSX Manager”t 719 2] -4k wl gl o) 2] Z 2 g2l %) 5] o] of 3l A
A AL v 3 ohekdl A B E ESXi 2Bl X o A& o

NSX t4k wf3tH & 7H4k Sl az = of [ E 9 2ol gt 7HA1 A F Alo] 755 Al %3k shel Hulol A A
y A ek dlel B Ale 2 S, 7pAF Al ~8 o] & 2 e 2, IP/VLAN/VXLAN 49} 7%
vl E 9] 2 74 84 Active Directory2] AH-&#F & ID9} 2= VMware vCenter 7| Al & 7] HF2 & ol 4]
e et oAl Ak Al 2Bl o] 2] A S E o 4 vMotiong 5@l o] F - o o
FHEl QA2 Ao] A o] FA A G E = ks A S oA AR S D et glg ek A ke
=

sfo] #ubo] A ol] L 3hE o] l7] wlitell 3 Alel 7tk Sxof A2 #e Algde A we

©
bl
et
A,
o
=,
o
i
[e3

h=] o
Fe 4EY A22E BE A5 Frieh o Bakwe] A 24k 4L el HAlEd] TaE)
b wuheh pEhe e A Babell B ol 7 HA T Al g o

ESXi &2~ E 2] NSX Manager 4 <l =] Al o] 4 2 NSX 7-4 24+ NSX Manager < ol &2 A o] A 2} &
oA gk 7hak Al 2~ Hlof| A A g 5= RabbitMQ B2 7] Z2Al~5 5o A2 SAT o AHg s = F4A ==
-2 AMQP(Advanced Message Queueing Protocol)¢] i &l & A 4 2 SSL-& AF-g-3lof 23 5 o},
ESXi & 2= o] 4 VSFWD(vShield %34 o #) Z 24l =% v 25 ol P)ah SSL g1 A< AA 2 A w4

S e P4 84 P4l A AAE £5AE e IPCE Fall EAIF

VMware, Inc. 127



NSX &7 #l 4 7pe] =

19 5-1, ESXi 3 2E Abg4 @AY &7F tholo] 1

NSX
Manager

L F REST API

____________________________________

TCP over SSL
RabbitMQ

B AIX] B 2 netcpa(UWA)

Z
w
X
<
)
)
)
«Q
@
ol
o
O
-
2
2
Shd
o
o
Lo
R
2
=
=
)
ez
He
Ao
o2,
b
i
N
SN
2
il
4>
%o
o>
°
i

Show dfw 5% CLI % AHE

o= AR s ohpels A 2w e 2 e

1 He/ Ak AA Sv& 283kl NSX Manager % % CLIoll & 191 3] o},
2 s U e}

a Bv ZaEE 34529 show cluster all B E & A P,

A
=

tlo
o
s

nsxmgr>show cluster all

No. Cluster Name Cluster Id Datacenter Name Firewall Status
1 Compute Cluster A domain-c33 Datacenter Site A  Enabled
2 Management & Edge Cluster  domain-c4l Datacenter Site A Enabled

bt

b 574 ZFejaEel| 225 34384 show cluster <clusterID> % &S 43

i

nsxmgr> show cluster domain-c33
Datacenter: Datacenter Site A
Cluster: Compute Cluster A

No. Host Name Host Id Installation Status
1 esx—02a.corp.local host-32 Enabled
2 esx-01a.corp.local host-28 Enabled
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(@)

‘l-Oil
>
ful
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o
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VM-S 4|51 show host <hostID>5 A 3 ¢y},

nsxmgr> show host host-28

Datacenter: Datacenter Site A

Cluster: Compute Cluster A

Host: esx-0la.corp.local

No. VM Name VM Id Power Status
1 web-02a vm-219 on

2 web-01a vm-216 on

3 win8-0la  vm-206 off

4 app-02a vm-264 on

d ZE o] 2L VNICIDE %33 - 3482 show vm <vmID> 1 2 S A3 g

o
ol
rir
<
<
=
=
et
o2l
[ed
il
42

nsxmgr> show vm vm-264
Datacenter: Datacenter Site A
Cluster: Compute Cluster A
Host: esx-0la.corp.local
Host-ID: host-28

VM: app-02a

Virtual Nics List:

1.

Vnic Name app-02a - Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cblb-c825fb300c84.000
Filters nic-79396-ethO-vmware-sfw.2

e VNICIDE 7153} show dfw vnic <vnicID> % show dfw host <hostID> filter <filter ID>

ruless & 7L el g A g o)

nsxmgr> show dfw vnic 502ef2fa-62cf-d178-cblb-c825fb300c84.000
Vnic Name app-02a — Network adapter 1

Vnic Id 502ef2fa-62cf-d178-cb1lb-c825fb300c84.000

Mac Address 00:50:56:0e:6c:6b

Port Group Id dvportgroup-385

Filters nic-79396-ethO-vmware-sfw.2

nsxmgr> show dfw host host-28 filter nic-79396-eth@-vmware-sfw.2 rules
ruleset domain-c33 {
# Filter rules
rule 1012 at 1 inout protocol any from addrset ip-securitygroup-10 to addrset ip-
securitygroup-10 drop with log;
rule 1013 at 2 inout protocol any from addrset srcl0@13 to addrset srcl013 drop;
rule 1011 at 3 inout protocol tcp from any to addrset dstlQ1l port 443 accept;
rule 1011 at 4 inout protocol icmp icmptype 8 from any to addrset dstl1011 accept;
rule 1010 at 5 inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-
securitygroup-11 port 8443 accept;
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rule 1010 at 6 inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to addrset

ip-securitygroup-11 accept;

rule 1009 at 7 inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-
securitygroup-12 port 3306 accept;

rule 1009 at 8 inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to addrset

ip-securitygroup-12 accept;
1003
1003
1002
1002
1001

rule
rule
rule at 11 inout protocol
rule at 12 inout protocol

rule at 13 inout protocol

ruleset domain-c33_L2 {
# Filter rules
rule 1004 at 1 inout ethertype

udp from any to
udp from any to
any from any to

any from any to

any port 67
any port 68
any accept;

any accept;

accept;

accept;

at 9 inout protocol ipv6-icmp icmptype 136 from any to any accept;
at 10 inout protocol ipv6-icmp icmptype 135 from any to any accept;

}

export host—tech-support 5% CLI & A&
export host—tech-support ™35 A-&-3lwl ESXi Z2E A4 HES A A A2 fjxml
wah o] el AAE T aEof e ok 22 NSX el £3 9 sfd(vhg o2 A ghE A
A e
= VMKernel % vsfwd =1 214
s HE 55
m DFW F2 &5
n ZH oY 55
= SpoofGuard 4| 5 7 1.
m S2~E IE AHR
n PR A A
m RMQ¥# 53
s Rl I, el A Z 2 ald gl o] A A A A
s ESXCLI & 9
=38k o] %72 NSX Managerell Hi g 2= g1 4] bl & Al A gk e
NSX &l &9 ¥ gl & A shefu:
1 #He/x A S5 AHE-sled NSX Manager 5 % CLIol & .91 g o},
2 o5 EEs AY o

a show cluster all-Z 83 $~E |D 37],

b export host-tech-support host-id scp uid@ip:/path - NSX 7= A HE5 A

Aol AL

VMware, Inc

ol

A

130



NSX 4] @l 2 7he] =

AAG N Bhes BENAA L,
s NSX W HE ¥ s o] s wpE 2E

m 'NSX ®H & E clE Ao Ahx"

A

oAb e A AR ZE A g

Ak wEk grA] gl o] o Alg gk e

4

ofef o] 7t 7hed el A Asa I

a2
1 NSXVIB7} 218 2] 2 ESXi T B AFA ez AAH=A] delgt oA steiwd 22
€2 7 ESXi Tk e vhg W E s A
# esxcli software vib list | grep vsip
esx-vsip 6.0.0-0.0.4744062 VMware VMwareCertified 2017-01-04
# esxcli software vib list | grep vxlan
esx-vxlan 6.0.0-0.0.4744062 VMware VMwareCertified 2017-01-04

NSX 6.2 o] A ¥ Aol = che-3h 2 %71 VIB7} 95 e,
# esxcli software vib list | grep dvfilter

esx-dvfilter-switch-security 5.5.0-0.0.2318233 VMware VMwareCertified 2015-01-24

ESXi 6.0 o] 4¢] 9l+ NSX 6.3.34E esx-vxlan 2 esx-vsip VIB7} esx-nsxv i tff #l| 5 1] o},

# esxcli software vib list | grep nsxv
eSX—NSsxv 6.0.0-0.0.6216823 VMware VMwareCertified 2017-08-10
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A 7

|t

NSX Al

2 ESXi &2~ E o 4] vShield-Stateful-Firewall A v] 2~7} Al & AFelj 1 7] 2Hql kv o},
o :
# /etc/init.d/vShield-Stateful-Firewall status
vShield-Stateful-Firewall is running
3 =l A A Bl 7F NSX Managerst Al vl 2 54l 8l an ¢l=x] 2hal gk o},
o] ZR A Ak gbA A2 Eol o) AF oz Assn], o 4 gl ol f R R AAA FasE S
22 Aok oA AR e 2ol 2E o) 2 ESKi Bt dle] B W Ad g,
o :
# ps | grep vsfwd
107557 107557 vsfwd /usr/lib/vmware/vsfw/vsfwd
w5l ZH el A 1271 o] 4ke vsfwd = A A~ 7F A s 3 glofof btk of A2 (F R 2700 22 A~
7F A Tl 7% vsfwd 7 Al 2= A @ = A o= A e
4 I FACA Al flell £E 56710 AE A=A el g Eh
o] v %] 2 RabbitMQ B = 7] ¢}2] VSFWD <1745 ¥ ol &5 ok ESXi S~ Eo vl oh5 = el A3 s}
o] ESXi &~ E 9] vsfwd = #4204 NSX Manager®¢] 17 55& 2kl gh o}, FAlo] 7h53l =
E 27 o] 9] wbsl o A & 5671¢] Al l=A el gy ol =3 ¥ E 56710 E o] Ahe] ¢l A o]
olof ok gk ESXi A E]= R Q lii'ﬂ o} = <17 == NSX Edge 7} Al 2=l o] mlj & =]o] gl
=2 $E 567100 H B A4l 9L 4 glgv o
o :
# esxcli network ip connection list |grep 5671
tcp 0 0 192.168.110.51:30133 192.168.110.15:5671 ESTABLISHED
10949155 newreno vsfwd
tcp 0 0 192.168.110.51:39156 192.168.110.15:5671 ESTABLISHED
10949155 newreno vsfwd
5 VSFWD7} 45 o] A 2Hel et
< 22 NSX Manager IP 545 ¥4 g o},
# esxcfg-advcfg —-g /UserVars/RmqIpAddress
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NSX 4] @l 2 7he] =

6 ol ESXi Zamel el 5= 519 A g et 4§ SaE =2 slele] RabbitMQ 4 o] 44 = A
Srobof gl et

bE g ALY

fetal

= https://kb.vmware.com/kb/2092871
m  https://kb.vmware.com/kb/2125901

7 ESXi &4 E 9] RabbitMQ #F74 %7 ] NSX Managers} & 7] 8h5] #| ¢hok=#] 2kl g
Manager 7| = A4l 215 thFE =g h 25 NSX Manager 7| = Al 215 4
Ee

=

R

host-420<5 Al 7} o)Al 5| = S A2E 9] T4 IDE vlg o
PLAIN login refused: user 'uw-host-420' - invalid credentials.

8 ol@ FE5 A H = ESXi 2Bl tf gk ol A gtom v AR w2 E ohA] 57 Bek4l A

REST APIE AF-&-3FA1 A &, -4 & B} & o] gl gFef ] vl A] A] v~

HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password
Accept : application/xml

Content-Type : application/xml

Request:

POST https://NSX_Manager_IP/api/2.0/nwfabric/configure?action=synchronize
Request Body:

<nwFabricFeatureConfig>
<featureld>com.vmware.vshield.vsm.messagingInfra</featureld>
<resourceConfig>

<resourceld>{HOST/CLUSTER MOID}</resourceld>
</resourceConfig>

</nwFabricFeatureConfig>

9 export host-tech-support <host-id> scp <uid@ip:/path> &=

2% 443 o

o:

nsxmgr# export host-tech-support host-28 scp Administrator@192.168.110.10
Generating logs for Host: host-28...
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NSX 4] @l 2 7he] =

10 show dfw host host-id summarize-dvfilter % & & AF-&3lo] wbsly qf 2 o] T AEof w £ 9]

Aok 7h Al =El el A g E gleA] 2l g e

Z & o) 4 module: vsipe DFW E&o] 2Exof A 55 el o} name2 7 vNicell A 4 &

Z ol ek & A,
Zel 4~ =<l IDE 71 A £+ show dfw cluster all ® &< A3 oS 34~ IDE 7[A &&=
show dfw cluster domain-idE A3 sle] TAE IDE 71AE 4 5 oh

ol :

# show dfw host host-28 summarize-dvfilter

Fastpaths:

agent: dvfilter—faulter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter

agent: ESXi-Firewall, refCount: 5, rev: 0x1010000, apiRev: 0x1010000, module: esxfw

agent: dvfilter—generic-vmware, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfilter-
generic-fastpath

agent: dvfilter-—generic-vmware-swsec, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module:
dvfilter-switch-security

agent: bridgelearningfilter, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: vdrb

agent: dvfg-igmp, refCount: 1, rev: 0x1010000, apiRev: 0x1010000, module: dvfg-igmp

agent: vmware-sfw, refCount: 4, rev: 0x1010000, apiRev: 0x1010000, module: vsip

Slowpaths:

Filters:
world 342296 vmm@:2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a-8d01-59654a4e9979 vcluid:'3f
43 54 76 8f 54 4e 5a-8d 01 59 65 4a 4e 99 79'
port 50331660 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a0-8d01-59654a4e9979.ethl
vNic slot 2
name: nic-342296-ethl-vmware-sfw.2
agentName: vmware-sfw
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Dynamic Filter Creation
vNic slot 1
name: nic-342296-ethl-dvfilter—generic-vmware-swsec.l
agentName: dvfilter—generic-vmware-swsec
state: IOChain Attached
vmState: Detached
failurePolicy: failClosed
slowPathID: none
filter source: Alternate Opaque Channel
port 50331661 (disconnected)
vNic slot 2
name: nic-342296-eth2-vmware-sfw.2 <======= DFW filter
agentName: vmware-sfw
state: IOChain Detached
vmState: Detached
failurePolicy: failClosed
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NSX Al 3l A 7ho] =

slowPathID: none

filter source:

Dynamic Filter Creation

port 33554441 2-vm_RHEL63_srv_64-shared-846-3f435476-8f54-4e5a0-8d01-59654a4e9979

vNic slot 2
name: nic-3422

96—ethO-vmware-sfw.2<========= DFW filter

agentName: vmware-sfw

state: IOChain

Attached

vmState: Detached

failurePolicy:

failClosed

slowPathID: none

filter source:

Dynamic Filter Creation

11 show dfw host hostID filter filterID rules % & & A3 3]},

ol :

# show dfw host h

ruleset domain-c3
# Filter rules
rule 1012 at 1
securitygroup-10
rule 1013 at 2
rule 1011 at 3
rule 1011 at 4
rule 1010 at 5
securitygroup-11
rule 1010 at 6
securitygroup-11
rule 1009 at 7
securitygroup-12
rule 1009 at 8
securitygroup-12
rule 1003 at 9
rule 1003 at 10

ost-28 filter nic-79396-ethO-vmware-sfw.2 rules

3 {

inout protocol any from addrset ip-securitygroup-10 to addrset ip-
drop with log;

inout protocol any from addrset srcl013 to addrset srcl013 drop;
inout protocol tcp from any to addrset dstl01ll port 443 accept;
inout protocol icmp icmptype 8 from any to addrset dstl011l accept;
inout protocol tcp from addrset ip-securitygroup-10 to addrset ip-
port 8443 accept;

inout protocol icmp icmptype 8 from addrset ip-securitygroup-10 to
accept;

inout protocol tcp from addrset ip-securitygroup-11 to addrset ip-
port 3306 accept;

inout protocol icmp icmptype 8 from addrset ip-securitygroup-11 to
accept;

inout protocol ipv6-icmp icmptype 136 from any to any accept;
inout protocol ipv6-icmp icmptype 135 from any to any accept;

rule 1002 at 11 inout protocol udp from any to any port 67 accept;

rule 1002 at 12
rule 1001 at 13

ruleset domain-c3
# Filter rules
rule 1004 at 1

inout protocol udp from any to any port 68 accept;
inout protocol any from any to any accept;

3.L2 {

inout ethertype any from any to any accept;

12 show dfw host hostID filter filterID addrsets = &< Al & g},

o :

# show dfw host h
addrset dst1011 {

ip 172.16.10.10,
ip 172.16.10.11,

VMware, Inc.

ost-28 filter nic-342296-eth2-vmware-sfw.2 addrsets

addrset ip-

addrset ip-
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NSX 4] @l 2 7he] =

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-10 {
ip 172.16.10.11,

ip 172.16.10.12,

ip fe80::250:56ff:feae:3e3d,
ip fe80::250:56ff:feae:f86b,
}

addrset ip-securitygroup-11 {
ip 172.16.20.11,

ip fe80::250:56ff:feae:23b9,
}

addrset ip-securitygroup-12 {
ip 172.16.30.11,

ip fe80::250:56ff:feae:d42b,
3

addrset srcl013 {

ip 172.16.10.12,

ip 172.17.10.11,

ip fe80::250:56ff:feae:cf88,
ip fe80::250:56ff:feae:f86b,

}
13 919 7 bA A DAV FadA delg ot e Ak Al aElo] b qF A AT 4 gl
73 NSX Manager Ul =+ vt REST APl %55 53 S 2E 55 74 57135 A4«

URL : [https:]https://<nsx-mgr-ip>/api/4.0/firewall/forceSync/<host-id>
HTTP Method : POST

Headers ,

Authorization : base64encoded value of username password

Accept : application/xml

Content-Type : application/xml

s Y3 AP F2E AEEA @i A H4 A2 elol 4 VMware Tools7h 4@ 5 1 gl 2l

oAl A] 2. ARAgE W) &2 https://kb.vmware.com/kb/2084048 &5 A Z 514 Al &

VMware NSX 6.2.0¢ll = DHCP 2=+ 4= ARP =3 & Abg-sho] 7pAF Al =wl o] IP 45 A 46}
= Aol F A gl ol NSX+= o] Al 28 A4 w7 55 &8l VMware Tools 7t A #] 5| #
& Al zglell A 1P 4 7Iak wek TP A& A8 4= Gl ok ARl g 82 NSX 6.2.0 H 2~ %

by A

d
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NSX &7 #l 4 7pe] =

DFWE S 4E £v] 22|27t sk 5= 4] A sk ot 7Ha A~ 8lofl DFW A v =7F A5 2
oA e T AL 55 7wl FobE 4 s eh(7] -+ 4 < = NSX Manager, NSX Controller %
Edge Services Gateway+~ DFW 7] 5ol 4] #h& 2 & A 2] &), DFWell A [2-F AF] 72 & A g &+

}_
ol vCenter Server <} Al 2~ 7} Akvkd = gl of, AFA gF W82 https://kb.vmware.com/kb/2079620
2O Az A A L

o

s VMware 71 & #5152l VMware NSX 6.x DFW(3AF w3k ¥) 4] & ol 24 & 79 ofg-o] 2 23k

o},

m Fo 4~ 7 ESXi & 4~E ) thE show dfw host hostID summarize—dvfilter w2 ¢] %4

= Networking & Security > %3}¥ > 9duk(Networking and Security > Firewall > General) = <]
A SEAR g A2 -2 5 A W Bl 7] (Export Configuration) & 22 & o}, o] 2 4] &)
F-AE ks A o] XML & 4] o & W B Al o},

= NSX Manager & #}A| 8k W] €& https://kb.vmware.com/kb/2074678 &5-& F %= 314 A] <.

m vCenter Server & 1 A}A| g W] €& https://kb.vmware.com/kb/1011641 355 A Z 344 A] 2.,
1D s}

A
D W3t gf A o] AlA] == ddl o] EvF Al gk o},

Al

IDFW(ID "2}9 )&= AF-8-AF 714F DFW(EAF #h2hy aF A]) & 8] & 3hv o),
AL-g-AL 7] \E Hak uksks a1 A -2 AD(Active Directory) L& =l v A4 2] AL A of whe} A A 5 ol IDFW=
Active Directory AF-4-#1 71 2261 5l 9] A & =] ] 8] 8l o DFWell 4] whal e 7+ 4 & A g8l o] AL&3

IP Fdof el w3k e IDFWOﬂ Guest Introspection = 2 91 %] = 2/= = Active Directory ©] #l
E 20 ~3a8e] et

uk

1 Active Directory A1 ¥ A /=€l & 7] 37} NSX Managerell 4] 2t sh+=7#] €<l g o},
a vSphere Web Clientell 41 NSX Managerell <17 = vCenteroll & 19131 o},

b & > Networking & Security > NSX Manager(Home > Networking & Security> NSX
Managers) = ©| 53t ¢ 5-%of 4 NSX Manager= 4l & g1 o},

c g (Manage) B < 4l ® ¢ & Zd|Ql(Domains) 5= Al & g o, FFoll A 2ol elg AlE 3
c}, upx] 2} F7]3} Aelj(Last Synchronization Status) % ol [4 Z]¢] 34| =] i vlx] et F-7] 3} A

ZH(Last Synchronization Time)-> & Al ol #] 2kql v ¢},
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NSX &7 #l 4 7pe] =

SH O]H‘ﬂ_t_:_ L /\‘1 H1 = —7—/(—] §E_E_7<] :@_']_OJ-E{}L] rJF

a vSphere Web Clientell /1 NSX Managerell <17 = vCenterell = .91 3y o},

b & > Networking & Security > NSX Manager(Home > Networking & Security> NSX
Managers) = ©| &gt F 5ol 4] NSX Manager= 4l & g o},

¢ ¥ (Manage) # < 4 ® 3 3 =d|el(Domains) &S A8 g o, HFol A = w¢]
oh. o 71 A ARG e el A S B H AT g s ek

Mo

Al

o

I8
d =wlcl Al A xe] 4 o|WIE 21 X (Event Log Servers)s Al &3l o]yl = =0 Au] 7} F

2 A& Al sl a ulx] et 5-7]3} Abel(Last Sync Status) < of| [4] F]¢] 4] = 5L ulz]
ut 27]3} A 7H(Last Sync Time)¢] & A] gl #| 2l g o},

3 w3y 27 o] Guest Introspections AF-&3F= 7 - @l & Z el ) 9] 25 IDFW 2.5 VMo A5 A4k
Zel~Hof v £l oF g ok Ule] Av] 2 Abel = =4 9] Y B Guest Introspection Al & A 2= 7] <
7L & <A, vShield Endpoint/NSX Guest Introspection <Al #ll 2 https://kb.vmware.com/kb/2094261
2l VMware NSX for vSphere 6.x Guest Introspection Universal Service Virtual Machineel| 4 = 71 <~
A https://kb.vmware.com/kb/21446240l 4 A5 4 <4 o},

ol

[e3

A
]

=% g9l

jus

oli

4 =9l A el T4o] Sul A el e Fo] NSX Manager7h =18l o] Wl = & 441
Gt

a Active Directory &A% & 1] g e,

b the WEe Addte] 2ol ojul 5 2| g b AREARAE A Ffol] HESEE =A] 2ol ] Bk GET
https://<nsxmgr-ip>/1.0/identity/userIpMapping.

Example output:
<UserIpMappings>
<UserIpMapping>

<ip>560.1.111.192</ip>
<userName>userl_group20</userName>
<displayName>userl_group20</displayName>
<domainName>cd.adl.db.com</domainName>
<startTime class="sql-timestamp">2017-05-11 22:30:51.0</startTime>
<startType>EVENTLOG</startType>
<lastSeenTime class="sql-timestamp">2017-05-11 22:30:52.0</lastSeenTime>
<lastSeenType>EVENTLOG</lastSeenType>

</UserIpMapping>
</UserIpMappings>
5 Security Group©| W39 TF Ao A AbEE =R i ek Bl A A o] gl=A el gk vy £
7 F st Z5 = A g el IDFWE Security Group # 2] = A 3 =] A ¢k e
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NSX &7 #l 4 7pe] =

6 IDFW7} 2291% Sufe A 7HA1 g Fof sz VMol A8l ESXi Z~E7F SupE 748 441
tE=A gol g e, o] 2] 3 whAl+= NSX Manager % < CLIE #1431 £}, ip-securitygroup =5l
AYGA vl 22E VM IP F45 gelstys

2 QAT L

il
!

a DFWwel gt CLlI 9 & & Axso] dla2zF VMl A &35 2 o]

b DFW %t7] 1F & 5% 2k¢lsl2#i™ show dfw host hostID filter filterID rules & &
Al g o,

c 1ip-securitygroup ¥ 5ol A A IP 745 2 {9l show dfw host hostID filter

filterID addrsets W= & A g}, HFof IP7} A 5| =#] &l g},

SRR
731 VMware 7] % % 91S £ ol ID IDFW 4% ) 4 @ all & ohg o o] 8 7} 83 o).

o o¥lE 2o A3e]S AESl= 7 tF2 Active Directory 7] Hl ¢] H:

= | ¢l & Active Directory & &
A& #HActive Directory L5 4
Active Directory/ A} 7 <=
Eofel AEEH
Active Directory &1 A 8] 4=

m b AREA magl 2] HlolH:

s R AT AER S

s VDI U&= ENC F
T AENC
VDI U Aa 532 4

= Guest Introspections AF-8-3l+= 7
= VMTools ¥ & (Guest Introspection = &} ] ¥])

Windows Guest OS =] A
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2E WAy A s A

i
>
>
o
ol
ol
Jul
Am
o
=
ox

NSX Edge == &l o7
ek &, 25 Eake] ARE A Al Fr A AP EH =S Sl

B AU 2% ole] v zbel T3
bR ek NSXel A FA 3 22 WA Aul sl 27k F3e] YUtk St g BERE
FelAd gt WY of mEolx, B Hhbi £ mEzE e gt <lekel mE T AR f gL

=
"NSX 32| 7hol =" & AE A4 L

LA A g A Shele Al Ael 7] Al Lol Hig A &g AR S A 2, Febold B, 7Hd A e E
Wl Anjol Al EE 2R e A6k, o Zel Aol L7 AR S olal @ ol & 2ol Fetol
AEZF QAT 5 A dA ol dof A SFet o2 St IA1E g ok RE s A TAE
A wf A A A e FE el

s 2= A Ha B A EAE
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NSX 41 &4 7hel =

1EHA

SRC 172.30.40.7

SRC 1025

\4

A

ATHA

SRC 192.168.1.20

SRC 80

Z2lololE Fa

172.30.40.7

NSX Edge
Services Gateway

VMware, Inc.

VLAN

Z2lo|AE IPT}
FAS =PI o=

2CHA| (DNAT+SNAT)

SRC 192.168.1.20

SRC 4099

\4

A

Kl=% |

SRC 192.168.1.3

SRC 80

192.168.1.3
(MEHE)
192.168.1.20 VM
TCP 80
192.168.1.2
VM
=2y
22 %
(VXLAN) 192.168.1.1
VM
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NSX &7 #l 4 7pe] =

ZEA Brofd 2 il AA P FAE £n FAE ALt Wl R 8 ]S A5
Mol e A 2 el o A AfsE 2E EdgS golsln §5& 2 ez A4 2yt
o] X == SNAT 2= vl 5y megfns ghch A4 g &2 "NSX 3] 7fol =" & A x84 A
<

AubA ol NSX 5t ¢F 2= el = w2l A ghEebe M e 2 ald o= A7) 9le 5 A vl
off vl Z 5 eh, NSX 2= vl ed A 7}ak A= FefolodE o] 4l 8 A5 7k IPollA] AlslaL &l & 4
S Mals Au & gk kgt s g o] A £ P F4AE wols Auo A VIP(ZHAF IP) 4= |
73ek b M IP FAE FEfold ER Bl 7] 98] o ubek NATZF H 8§ oh o] Abgio] glow Fetel
dEZof odAde] ol 4 Fd

ESG+ E# g5 FAlstd F 7A At g Fd ek shvh= VIP 45 2= sl Ay A28 F s
o IP Fa 2 M7 etr] 918 DNAT(HHA vl =9 2 4 W ghye] o of & sl Fefeo]dE IP 545 ESG
IP F29} i ghal 7] $]3 SNAT(4= vl =9 2 F4 Hah)gd Y o}

H 2
5 7hA A A

i 3 sl
9 % = | §Ae el me e Faat 24 o 44
ol A7 A ek A= o] REol= A& ESG A1 7t B astrhe Aola w4 = 2 WlEl A Auf s}
Al Feteld B IP F45 A Fgkvks 2 v HTTPHTTPS e &2l Al o] A of] el gk g 71A] s A v
9o ZFebolol = IP F47} 84 ¢ X-Forwarded-For HTTP &l 6] & B8] #lal = 41w 2 4 25 = % HTTP

off F2] A o] A = 23}l of| A [X-Forwarded-Forheader 4t 9115 AF-&-3l =5 A A sl= 7l of,

HTTPHTTPS ol €] <] o] Z2l7 o] Aol e & 9l A o] Zehel A= P %4 7hA gl Ded 45 1P &
g BaA FAL 5 Dk FeboldEst WA= Aulsh LG Axulel] A e A% <lebel =

= AAH T 28A e AF WAE Auje] AL A Egolz 2E WAL P FEE Agel ok
23 Qwdew 94 PALE Rt del o Al 2bA o} gl e

m  SNAT/ZS5A/0] v B (9fell A )

=

m  DSR(AA A ukgh) - @A A A= A o

+

DSR el 4] wial = v Fepolel ol A A S 5hghy b, @A NSX == wl &l 4] = DSR+ #| <l o} 7]
St

43
1 olE 5o SSL ez =& Ahgsle] ghad oF 7hak A& A 8 Lzl oh Edge s + Wl =8 ot
<+ 2] > A A > QdZF 4| (Manage > Settings > Certificate) = 41 & 3lo] ¢l 545 A4 g,
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NSX <EAl a2 7}e] =

2 I >=2= WA > FFEH FA > HF(Manage > Load Balancer > Global Configuration > Edit)
= Agete] 2 el el AE ALl E S A4 o

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
LogLevel: | Im‘07|? |
[] Enable Senvice Insertion
Senvice Definition:

Service Configuration:

Deployment Specification:

3 T > 2= WA > o Z2 Aol 4 ZE3}Y(Manage > Load Balancer > Application Profiles)<
Aesle] HTTPS ol E2] Al o] Al Z 29}l & A4 g o}

New Profile (?)
Name: Web-SS5L-Profile
Type: | HTTPS [+]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |~ )

Cookie Name:
Mode: v
Expires in (Seconds):

[]insert X-Forwarded-For HTTP header
[] Enable Pool Side SSL

| Virtual Server Certifica...

| Senice Certiicates | CA Certficates | CRL |

4} Configure Service Certificate
Commaon Name lssuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
()  VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

A4 > A ¥ =Y E 8] (Manage > Load Balancer > Service Monitoring)
Aules mu e e & 14 she] 7] HTTP/HTTPSel 4 57 URL/URIE 7 3 et
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NSX &7 #l 4 7pe] =

5 2] > 2= WAHA > F(Manage > Load Balancer > Pools)S Al 8] dlo] 48] &5 A1 4] 3]

o}
SNAT 2= & Abgslelul & 4 ol 4 F9Y(Transparent) &l ztS A8 45 Abe] & 5},

Edit Pool 21
Hame: % Web-Tier-Pool-01
Drescription
Algarithm | ROUND-ROBIN * |
Algorithm Parameters
Monitors: | default_hitps_monitor -
Members
+

Ensbled Name 55/ V Waight Port Connectio

Cantainer Fodt

v  web-01a | 17216.10.11 1 443 443 0 o
v web-02a 172.18.10.12 1 443 443 o o

[] Transparent

t-)K. | Cancel '.
VMe] v 5 3 A s = 5 A A s o] §leA] gl g o
6 Loz 75 e > 2= ¥HA > F > F 57 FA(Manage > Load Balancer > Pools > Show
= Sl

>

Pool Statistics) & = = sl 4-H
=] Abe 7F [UP]Ql Al 2Rel g e

7 g > 2= ¥ A > 7FA A8 (Manage > Load Balancer > Virtual Servers)< 41 €] slo] 714k A v
= AAE
UDP &+ 345 TCPell thal L4 == vlgd A& A}-E-3l e 744 AF&-(Enable Acceleration)<- 4l ]
g o}, 7} AF8-(Enable Acceleration)< 4l B 5l 73 -7~ L4 SNATl A Wl o] g slu 2 2= i
2 4] NSX Edgecll 4 #}3h¥ A-e] 7} AF8-(Enabled) sl A 29l g1 o},
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NSX <EAl a2 7}e] =

J General | Advanced

[/] Enable Virtual Server

Application Profile: | OneArmWeb-01 | J
MName: & .Weh—Tier—\ﬁP—m

Description: |

IP Address: e :'172.16.10.10 0 Select IP Address
Protocol: | HTTPS |+ ]
Port %[ 443 _
Default Pool: | Web-Tier-Pool-01 | » |
Connection Limit: |0

Connection Rate Limit. |0 | (CPS)

IP 47 A Zof 37450 9l=x o] gh o},

8 HeasghAg elEeAelA A Al olow e > 2= WA A > o FE] Alo] A 72 (Manage
> Load Balancer > Application Rules)oll 4] 74 & =<l g1 o},

Add Application Rule (?)

MName: | App-Rule-1

Script: # Asample application rule to log the name of the
virtual server

capture request header Hostlen 32[

9 ch=ZEAlOlAl A S A ek A el > 22 WA > M} AW > SLF(Manage > Load
Balancer > Virtual Servers > Advanced)°l| #] ol Z2| #| o] A 7 #] o] 7}4k A wel] od A =] o] gl=#] &

ol e

A= = oA E 2 https://communities.vmware.com/docs/DOC-317725 A& 3H4] A &

r B

Edit Virtual Server (?)

General | Advanced

Application Rules:

& (Q Filter -
Rule Id Name Saript
applicationRule-1 App-rule-1 capture requesthe...

VMware, Inc. 145


https://communities.vmware.com/docs/DOC-31772

NSX <A &l 7he] =

¥ %5

ek HTTRIHTTPS =4 2)el dl2 412 1

BroA] o= A= Felo]o] % P

Govt 2E MR N IPFLE B 5 9

# X-Forwarded-For HTTP 3|t] 4 (Insert X-

o] =
H

Forwarded-For HTTP header)< 41 & 31 T’/P o] F4& A¥lslel Edge 2= Wl A= FefeldlE &
2 |P F4 3k3 @7 "X-Forwarded-For" &l v & ZF7}gh o},
Persistence | Hone | :_‘
=i I;::e:g:rm:::e:!:m HTTF headar
= 1 = I~
2 WH A gk A A M=
g TS 22 Wl A dl A el gk A8 E BofE o

1A Me{of
pinggt &=

UsHI?

Edge Services
Gateway Z 2|
Z 2/Edge
Services Gateway
o Mol A= =2l

of =2/l ol M
73] g10]
THI?F
| 5||:|:1 7}1.\_0;
Nsk

Of Z2|7 oM

My 2ol

VMware, Inc.

Z 7ol Efol

Edge Services
Gateway EEZEZX|
gol(£y H g

OHEE_I?‘HOV\#

of Z2|7 0| M
EETLFOI S

k=e]|

of Zz|7olM 2
ghol
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NSX &7 #l 4 7pe] =

UIE AHg-3ke] 2= A 314 3hel 8l &4 5

vSphere Web Clients 53l == Wzl 745 2held 4 9l b UlE Ab&slo] o4 2= wlal A 4
AT 5 A5

AgdtE 7S olal st LAE AL Fol g3 2ol UlE Sal 74 & 2l g

AR .7 AL

b A ARE Aol FAAL

m AN P ZEES Y TE

n elE o EE Ao A IPE 2E,

(lehel == xked <b). AAIgE &2 "NSX 2He] 7he] =r ol 4] =2 A 2= wiala] g

Ve 2 42 =75 AR&-she] #] 7l o] &ulE ] X (Edge Services

A

2 WAL ol d e = A kA e e

1 ohg o E Aol 4 £F Age AT 5, e
UDP, HTTP, HTTPS), =&, A/ 44 &7

_,d
o
pal
0]
o
3
m{m s
O
;?‘:
[eF
o
ok
e
T
iy

w2 olelx g kel o] ALg 5] = 5 A4 5] o] 9l 3 Edge Services Gatewayoll A A g 7 &7} 9]

U772
n A AB I A E P R4 TE Y 2R EZO Holell] e
m SSLezZREJAREE S FUA? Wl = Mo} 541w SSLg AFE-all oF F] 712

o EE Aol Al A

rulo
>
)
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o
f
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A
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NSX <A &l 7he] =

a == W7 ZFg(Up)e = LA H =R gl e

Summary  Monitor | Manage |_
[Befings | Firewall | DHCP | NAT

"

Configuration

Interfaces

Certificates

Servi.. Stalus last updated on; Wednesday, August 17, 2016 11:28:58 am (&

High Availability Mot Configured [+
Routing Applied

Syslog Up

SSL VPN-PIus Mot Configured |

Mot Configured |

DNS AL
T o I

VMware, Inc.
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NSX <EAl a2 7}e] =

IS eees—
i === OneArm-LoadBalancer-02 | Actions ~

Summary  Monitor | Manage |

[Seﬁings Firewall | DHCP | MAT | Routing | Load Balancer | YPM | SSLVPMN-Plus

A4 Load balancer global configuration

Global Configurati
Load Balancer Status Enabled

Application Profiles : : :
Senvice Insertion S@s Disabled

Service Monitoring

Acceleration Status Disabled
Pools
] Logaing Disabled
Virtual Servers
Log Level: info

Application Rules

b ¥ o] AL&(Enabled)3l A el 3L e 7% Jhak AW F Slal A& ek & ALg el m g A
a oF g ek, v] 7k TCP 2 L7 HTTP/HTTPS VIPel = E& 4 & & &3+ A A o] 9]
ek el hE b el o 9g v A A @,

Summary  Monitor | Manage |

Setiings | Firewall | DHCP | NAT Ruu‘h’ngl Load Balancer | VPN | SSL VPP

Firewl Staus

g [J ® =t =, Hida Generated rules Shaow Fre rules

Hia Hame Typa Sauroa
& firewall Internal Dvse
&2 Default Ruie Default any

c  7H Al el dial NAT TF & o] A A 5] =% el gk o} NAT B ol 4] W3- 3F3 {".“7]7](Hide
internal rules) =+ WY 3+3 %717] 34 (Unhide internal rules) & =5 Z & slo] gl g},

2 2e MUGE AEACS ARAR A nE TYRANAT THE FHAA WA
J

A gt E G4 o] A

ofo
_%l
J}N

Y

oX,
i, i
>
§2
rlo
POV
o
A
i
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NSX <EAl a2 7}e] =

be A A WA 5 sy ek AR g W82 "NSX dE] ko] = ol A Ak A A 3

" gE-S 2k x84 A .. NSX Edge Services Gateway 7} HH»Q W AE A A e AR E

E
r_“i

A7} A= AEG I o UIE Ee '%%ﬂ%éﬂ%ﬁ%

=== OneArm-LoadBalancer-02 | Actions ~

Summary  Monitor | Manage I = Actions - OneArm-LoadBalancer-02 |

¥ Delete
[Settings Firewall | DHCP NA‘{G Force Sync M-Plu
Deploy
'r ¥, Redeploy

Global Configuration % Change Auto Rule Cﬂnguuratiﬂn

Application Profiles

Upgrade Wersion

Service Monitoring ) ]
Change Appliance Size

Pools Change CLI Credentials
Virtual Servers Change Log Level
Application Rules Configure Advanced Debugaging
Rename
- _

e =85 2alsla, Edge Service Gatewayol ZFetol el = Al 48] gl wlol = Mqufo] of g 7] &
= e AA AwokoleA gl ok Aol g Aok glend A A Ao g o
298 2R FE Aok 45 CLIE A aloF @ & g5y ek A E W4 NSX 2h5-E
& AR L

a 71&A2% g

Summary  Monitor | Manage |
[Settings Firewall | DHCP | MAT | Routing | Load Balancer | VPM | S5L VPM-Plus
44 Routing Configuration :
Global Configuration
Static Routes
OSPF Default Gateway :
BGP
VIC : Web-Uplink
Route Redistribution
Gateway IP : 172.16.10.1
MTU : 1500
Admin Distance: 0
Description :
VMware, Inc.
Dynamic Routing Configuration ;

Huoh Edge Services Gateway & ¥l £ el+= &ab o] A& A HebA 2 A Abgel
=

150



NSX <EAl a2 7}e] =

= A2k A2 el EE Aol A A= o] 3 Aol A H ot

2% 0 Job(s) In Progress

€ 0 Job(s) Failed

ices ofthis NSX Edge.

) gk Actions

[Q

Name IP Address Subnet Prefix Length Connected To Type

Web-Uplink  17216.1010* 24
172.16.10.20
Show All
INLIME_SUBMI 172 16.100.1* 24
wnic2
vnic3
vnicd

vnich

Web-Tier-01
Uplink

IMLIMNE_SUBMI Internal
Internal
Internal
Internal

Internal

¢ #-9%(Routing) & > A2 7 Z(Static Routes)ol| 4] A& 4 25 2Hal g},

VMware, Inc.
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NSX <A &l 7he] =

3 M AN P Fa, EE Y 22 e Eg el

a NSXEdget + # &2 dla 2] (Manage) > 2 & (Settings)> 2 El o] X (Interfaces) = ©] 5 3
vk 7k Al o] IP A7) qlE | o] 2o F7hE 9= A gl 3] e

List of IP Addresses assigned to Web-Uplink

IP Address Subnet Prefix Length

AT2A61010% 1721610201 24
T216.10.21 172161050172
A6.109

OK ][ Cancel ].5;

[

b b4 Auel hEelslel 4 e AGES FAH AHGD PR, FE Y 22 EZo] gleA el

W

ek
a 7ba Aol A4 e ol 22l Aol 4 Zrsted g el g el

=

J General | Advanced

[v/] Enable Virtual Server
] Enable Acceleration

VMware, Inf. Application Profile: = NDEMO-APP-WEB-PROFILE | -
Mame: = | DEMO-APP-WEB-VIP




NSX 4] &l 2 7}e] =

VMware, Inc.

©
=

3

ol g e,

,d
-©,

J General | Advanced

[+/] Enable Virtual Server
] Enable Acceleration
Application Profile:

Mame:
Description:

IP Address:
Protocol:

Fort:

Default Pool:
Connection Limit:

Connection Rate Limit:

é.[ DEMO-APP-WEB-PROFILE | - ]

" | DEMO-APP-WEB-VIP |

k172.16.10.20 €| SelectIP Addres

| HTTPS [+ ]

Web-Tier-Pool-01
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NSX <EAl a2 7}e] =

Hy
A SeLE o SSLE A s AF SE o F % 1l

G,

Edit Profile

Mame: DEMO-APP-WEB-PROFILE

Type: | HTTPS

[ ] Enable SSL Passthrough

HTTF Redirect LRL:

Persistence: | Source IP | - ]

Cookie Mame:

Mode:

Expires in (Seconds):
[v/] Insert X-Forwarded-For HTTP header
[ ] Enable Pool Side SSL

J Virtual Server Certificates

Senvice Cenificates | CA Cerificates

[+ Configure Service Cerificate
Common Mame lssuer

(») DEMO.WEBAPP.COl DEMOWEBAPP.CO

o

%
st

VSM_SOLUTION_71 VSM_SOLUTION_71

)
A

psc-01a.corp.local CA

i
-

VESM_SOLUTION_49 VSM_SOLUTION_49

=
)

VEM_SOLUTION_49 VEM_SO0LUTION_49

(

Validity

Wed Apr 27 2016 - Sal

Tue Sep 8 2015-Thu
Thu Mar 12 2015 - Thu
Tue Sep 8 2015-Thu
Tue Sep 8 2015-Thu

Cipher: Default

Client Authentication: 'Ignnre

VMware, Inc.
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NSX 4] &l 2 7}e] =

d ZeteldE=rb dAs7] S8 b 15417k A5 =] el g e,

Edit Profile

Mame: | DEMO-APP-WEB-FROFILE

Type: | HTTPS

[ ] Enable S5L Passthrough

HTTP Redirect URL: |

Persistence: [Snurce IP | L ]

Cookie Mame:

Made:

Expires in (Seconds): |

[v] Enable Pool Side S5L

Virtual Server Certificates | Pool Certificates |

i Senvice Cerificates | CA Certificates | CRL ]

] Configure Senvice Certificate

Common Name Issuer Validity

DEMO.WEB.APP.COF DEMO.WEB.APP.COF Wed Apr 27 2016 - S:
VSM_SOLUTION_71f VSM_SOLUTION_T1f Tue Sep 8 2015-Tht
VSM_SOLUTION_71f VSM_SOLUTION_71f Tue Sep 8 2015-Tht
psc-01a.corp.local CA Thu Mar 12 2015-Th
VSM_SOLUTION_49¢ VSM_SOLUTION_49¢ Tue Sep 8 2015-Tht
VEM_SOLUTION_49¢ VSM_SOLUTION_49¢ Tue Sep 8 2015-Thu

Cipher: Diefault

Client Authentication: lgnore

VMware, Inc.



NSX 4] &l 2 7}e] =

i ml H
S A A dE BEo] o FeA fal g vhel: o F webgA S

Name: | DEMO-APP-WEB-PROFILE |

Type: | HTTPS |~ |

[ ] Enable S5L Passthrough
HTTP Redirect URL: | |

Persistence: | Source IP | - ]

Cookie Mame:

Mode: -

Expires in (Seconds):

[v/] Insert X-Forwarded-For HTTP header
[ ] Enable Pool Side SSL

J Virtual Server Certificates | Fool Cerificates

Senice Cerificates | CA Cerificates | CRL J

) Configure Senvice Cerificate
Common Mame lssuer Validity

DEMO.WEB.APP.CO DEMOWEBAPP.CO' Wed Apr 27 2016 - Sal

.t

() VBM_SOLUTION_71 VSM_SOLUTIOMN_71 Tue Sep 8 2015-Thu
Q psc-01a.corp.local CA Thu Mar 12 2015-Thu
() VBM_SOLUTION_49 VSM_SOLUTION_49 Tue Sep & 2015-Thu

) VSM_SOLUTION_49 VEM_SOLUTION_49 Tue Sep 8 2015-Thu

Cipher: | Default

Client Authentication: | lgnaore

Cancel

foolal= Ao gl SSLe| &

ko
=
)
..
l£4
%
°
v

ehol = AF A7} DLFA T Feko| A EA T AA FeA BHAFULh =T F
=

Name: | DEMO-APP-WEB-PROFILE |

VMware, In| Type: | HTTPS | v J

[ ] Enable S5L Passthrough
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NSX &7 #l 4 7pe] =

4 w5 Aol & e g TAS el

a EAHE A e ol e wuist BN AR 5 S A% eoof shAlnt @
w7t ws B AlFdke vl ek s dsu ek 0 e AlgkE o] E Rlevt 2
el 7 obg wHAle] A E g2 A S AN A AL
{ Pool and Member Status :%._;G
1| Pool Status and Statistics:

I Fool ID Mame Status
pool-1 TEMNANT-1-TCP-P... UpP

Member Status and Statistics:

IP Address / VT

Mame . Status Member ID
Container

SERVER-1 10.10.10.100 LIP member-1

SERVER-Z 10.10.10.101 LIP member-2

A 7F EupEA &l ok SNAT Zeteld & e 2 & FAf ol A Alo] ot 2= vl

b E*
A @45 &~ ¥ sl Edge Services Gateway 7l ¢l gfgle] ofyol A mE EdjF & & 4= ¢l
A5 ANt Fetold E 449 IPE Al g2l w T (Transparent) = =5 A1 8 g o, 7}
Ak W82 "NSX #he] 7he] =" & FFE A A £
Edit Pool
Mame: = | DEMO_APP_WEB_POOL
Description:
Algorithm: ' ROUND-ROBIM | - |
Algorithm Parameters:
Manitors: - default_http_monitor | - |
Members:
&+
VMware, Inc.
IP Address / o . Max N
Enabled Marme Weight Monitor Port | Port - ) a
Connections =

WC Container



NSX <EAl a2 7}e] =

5 cofEfAlelAd FAS AREshE AF A S el Bad A ar AL AlA s o] =

e Bl g ek

a A EAE kel A £ Qe el EdY 55E 5
4T AE Fohekm EA A T o & wE byl o
mr o roh e A o A T R FEG AEAAA L

A7) =A] el g e o £ 2] A
gk A4 g -2 "NSX 2] 7fol

o

-

Edit Virtual Server (7)

General . Advanced |

Application Rules:

Rule Id Name Soript

applicationRule-5 HTTP_RECQ_HDR... hitp-request set-he..
applicationRule-3 SERVER_CLOAKI. .. rspdel Server

BAE RE 5+ Gow CLHHE e ol 2)F st A E A4S 4T 4 QI ek A
WEL CLIE A3l 2= Waly 4] ol A5 B2 .

CLIZ A3l == wlaix] 24 a2

NSX CLI% A-gake] AR o4 228 A4 o3, A AA S S5, 22 s 4 24 A2

Weelg deld 4 9,
A

2 ldl Aol el g = Al g = A G5 e
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NSX &7 #l 4 7pe] =

SRR

1 Agae

= AR A 7
Gateway+ ] & % SSHE

]_ J
T2 ARG ol s AL P el AR A

(Change CLI Credentials)

& A ol

<
=

+ Tools

4, SpoofGuard
£ Senvice Definitions
J=[ Semnice Compaoser
@) Data Security

(sl Flow Monitoring
[id Activity Monitoring
08 Traceflow

» Networking & Security
5 NSX Managers

NSX Manager: | 192.168.110.15 |~ |

Mavigator ) ! MSX Edges

4 Home

Hetworking & Security 4L x

5 NSX Home .

{cb Installation edge-1

U Logical Switches edge-2
edge-4 i

1 Firewall edge-5

Q %

[ B o

1 0Installing | 43

1 &) Hame
T NSXPLR
T NSXDLR

Actions - Edge-WordPressApp1-2058341 ddB—3495—4522—?

Delete
Faorce Sync

Redeploy
Change Auto Rule Configuration
Download Tech Support Logs

Change Appliance Size
{Change CLI Credentials)
Change Log Level

Configure Advanced Debugging
Fename

2 Edge Services Gateway©ll =
Abg-sled -4

o @ eg

nsxedge>
nsxedge>
nsxedge>
nsxedge>
nsxedge>
nsxedge>

VMware, Inc

show
show
show
show
show
show

configuration
configuration
configuration
configuration
configuration
configuration

A AR

=AErel e

i

loadbalancer

oy,

1 T4 e
Ve,

i

FA]

udk

loadbalancer virtual [virtual-server-name]

loadbalancer pool [pool-name]

loadbalancer monitor [monitor-name]

loadbalancer profile [profile-name]

loadbalancer rule [rule-name]

£hel3h7] $15 % 717] show = 7 <]

HE +ad 4+ 2l=# g<lg . Edge Services
J Aol e 7HA AA W]D‘r SSHE AH¢-3F

159



NSX &7 #l 4 7pe] =

3 =2r el 2 NATZF Al & 2A5sle]u] ubsby S A} &3l &l oF gk ot #show firewall
e AR o HE S ARt o] e EE e A UIE Abgste] 2= walx] 7
4 shel 9 Al A A AEAA
15X-edge-8-0> show firewall
“hain PRERCUIING (policy ACCEPT 21947 packets, TEOSK bytes)

-id pkts bytes target prot opt in out source destination

“hain INPUT (policy ACCEPT 0 packets, 0 bytes)

sid pkts bytes target prot opt in out source destinacion

bl 348 &7915 ACCEPT all -- 1o = 0.0.0.0/0 0.0.0.0/0

bl 134 5360 DROP all -- * ® 0.0.0.0/0 0.0.0.0/0 state INVALID
bl 21482 TT736K block in all -- * ® 0.0.0.0/0 0.0.0.0/0

] 20545 Ta&T1E ACCEFT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED
] 937 65139 usr rules all -- * * 0.0.0.0/0 0.0.0.0/0

] 0 0 DRCP all -- * * 0.0.0.0/0 0.0.0.0/0

Zhain FORWARD (policy ACCEPT 0 packet=z, 0 bytes)

-id pkts bytes target prot opt in out source destination

“hain QUTPUT (policy ACCEPT 20673 packets, 1242K bytes)

sid pkts bytes target prot opt in out source destination

Zhain POSTROUTING (policy ACCEPT O packets, 0 bytes)

-id pkt=s bytes target prot opt in out source destination

bl 348 67915 ACCEFT all - * 1o 0.0.0.0/0 0.0.0.0/0

bl 34 1360 DROCP all -- * * 0.0.0.0/0 0.0.0.0/0 state INVALID
] 20295 1179K block out all -- * * 0.0.0.0/0 0.0.0.0/0

] 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
bl 4] 0 ACCEFT all -- * = 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
bl 4] 0 ACCEFT all -- * = 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
bl 4] 0 WCCEFT all -- * ® 0.0.0.0/0 0.0.0.0/0 PHYSDEV match
] 14535 S202H ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED
bl 5696 377K usr_rules all -- * * 0.0.0.0/0 0.0.0.0/0

] 0 0 DRCP all -- * * 0.0.0.0/0 0.0.0.0/0

‘hain block_in (1 references)

-id pkts bytes target prot opt in out source destination

‘hain block_out (1 references)

sid pkts bytes target prot opt in out source destination

“hain usr_rules (2 references)

-id pkt=s bytes target prot opt in out source destination

L33137 4861 333K RACCEPT all, - * * 0.0.0.0/0 0.0.0.0/0 match-set 0O_
133138 o] 0 RCCEFT all - * * 0.0.0.0/0 0.0.0.0/0 match-set 1_
133139 936 65099 ACCEPT all - * * 0.0.0.0/0 0.0.0.0/0 match-set 2_
133141 835 43459 ACCEPT all - * * 0.0.0.0/0 0.0.0.0/0 match-set 3_
133131 1 40 LOG all - * * 0.0.0.0/0 0.0.0.0/0 LOG flags O
133131 1 40 RCCEPT all - * * 0.0.0.0/0 0.0.0.0/0

VMware, Inc.
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NSX 4] @l 2 7he] =

4 == WAL AR A NATZE B2 e show nat %S A& g e Hal g A ste
gu] Ut 292 QX £F A UIE St 2 el #4 gel 8 2A oA AL FEAA
Al Q.

e =
HN5¥-edge-8-0> show nat
Chain PREROUTING (policy ACCEPT 568 packets, 40044 bytes)

rid pkts bytes target prot opt in out source destination
0 568 40044 int dnat all - * ® 0.0.0.0/0 0.0.0.0/0
0 568 40044 usr_dnat all - * ® 0.0.0.0/0 0.0.0.0/0

Chain INFUT (policy ACCEPT 568 packets, 40044 bytes)
rid pkts bytes target prot opt in out spurce destination

Chain COUTPUT (policy RCCEPT 296 packets, 46706 bytes)

rid pkts bytes target prot opt in out aource destination
a 886 46706 int_ dnat all -- ~* * 0.0.0.0/0 0.0.0.0/0
0 896 46706 usr dmnat all - * # 0.0.0.0/0 0.0.0.0/0

Chain POSTROUTING (policy ACCEPT 896 packets, 46706 bytes)

rid pkts bytes target prot opt in out source destination
0 896 46706 int_ snat all - * # 0.0.0.0/0 0.0.0.0/0
a 896 46706 usr_snat all - * * 0.0.0.0/0 0.0.0.0/0

Chain int dnat (2 references)
rid pkts bytes target prot opt in out spurce destination

Chain int snat (1 references)
rid pkts bytes target prot opt in out spurce destination

0 0 0 ACCEPT all, - * ® 0.0.0.0/0 0.0.0.0/0

Chain usr dnat (2 references)

rid pkts bytes target prot opt in out source destination
0 4] 0 DMAT tcp -- wHic 2 * 0.0.0.0/0 192.168.8.20
o] o] 0 LOG all -- vNic 2 * 0.0.0.0/0 192.168.8.11
o] 4] 0 DNAT all -- vHic 2 * 0.0.0.0/0 192.168.8.11

Chain usr snat (1 references)

rid pkts bytes target prot opt in out source destination
0 0 0 LOoG all -- * vNic 2 10.10.10.101 0.0.0.0/0
0 0 0 SHAT all -- * vNic 2 10.10.10.101 0.0.0.0/0
0 0 0 LOG all - * vNic 2 10.10.10.0/24 0.0.0.0/0
0 0 0 SHAT all -- * vNic 2 10.10.10.0/24 0.0.0.0/0

HS¥-edge-8-0> ]

5% A H 3 25 Bel o] NAT T4 o] AR5 & 2 o=, 25 ¥l =2
A o]

1A &l oF g1 o}, show service loadbalancer % & & A-&3lo] 2= wlel 4] ofl 7] 4

nsxedge> show service loadbalancer
haIndex: 0

Loadbalancer Services Status:

L7 Loadbalancer I running

L7 Loadbalancer Statistics:
STATUS PID MAX_MEM_MB MAX_SOCK MAX_CONN MAX_PIPE CUR_CONN CONN_RATE
CONN_RATE_LIMIT MAX_CONN_RATE
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running 1580 0 2081 1024 0 0 0
0 0

L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags
—> RemoteAddress:Port Forward Weight ActiveConn InActConn

i

njo
ol
-,

a show service loadbalancer session &5 Al-&3lo] 2t wlel A A A e o] &
o}, Al ~Elof o] gl ow] A4 o] 345}

nsxedge> show service loadbalancer session

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK MAX_CONN MAX_PIPE CUR_CONN CONN_RATE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0 0 0

0 0

L7 Loadbalancer Current Sessions:

0x2192df1f300: proto=unix_stream src=unix:1 fe=GLOBAL be=<NONE> srv=<none> ts=09 age=0s
calls=2 rq[f=c08200h,

i=0,an=00h, rx=20s,wx=,ax=] rp[f=008000h,i=0,an=00h, rx=,wx=,ax=] s0=[7,8h, fd=1, ex=]
s1=[7,0h,fd=-1,ex=] exp=19s

L4 Loadbalancer Statistics:
MAX_CONN ACT_CONN INACT_CONN TOTAL_CONN
0 0 0 0

L4 Loadbalancer Current Sessions:

pro expire state source virtual destination

b show service loadbalancer W& & Al-&3le] 2= wlel AlF 7 174 Bl o] & AH S 2ol gt
ek, o] Blo] Eoll = 7FE 7hAk Aol tl gk AR = A A b ok

nsxedge> show service loadbalancer table

L7 Loadbalancer Sticky Table Status:

TABLE TYPE SIZE(BYTE) USED(BYTE)
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6 == dFAuzrtAldE AYEE 5 ehu HolEs et FetoldE 2 Aol g A =
7k glefof gt ok 7 25 ¢l ¥ g o] 2ol w3 d}+= show ip route ¥ show ip forwarding ™ & <
Abg g
H5X-edge-8-0> =sh ip route
Code=: © - CO5PF deriwved, i - I5-I5 deriwved, B - BGP deriwved,

C - connected, 5 - =static, L1 - I5-I5 lewel-1, L2 - IS5-I5 lewvel-2,

IA - 0OS5PF inter area,
H1l - OS5PF M554 external type 1, N2

Total number of routes: 4

5 0.0.0.0/0 [1/1]
C 10.10.10.0/24 [0/0]
C 169.254.1.4/30 [0/0]
C 1892.168.8.0/24 [0/0]
H3X-edge-8-0> sh ip forwarding

Code=s: C - connected, E - remote,

» — gelected route, * - FIBE route

El - OS5PF external type 1,

EZ2 — 0O5PF external type 2,

— O5FPF MN554A external type 2

192.1e8.8.2
10.10.10.1

169.254.1.5
192.1688.8.3

via
via
via
via

E>»% 0.0.0.0/0 wvia 192.168.8.2, vHic 2

C»* 10.10.10.0/24 i=s directly connected, vHic O

Cx»* 169.254.1.4/30 is directly connected, vNic O

C»% 1892.168.8.0/24 is directly connected, vHic 2

NS¥-edge-2-0> [

7 show arp P& & A-&3te] Al awmlo] H g ARP (ol Alo] E | o] = vhg F)3F Mol = A7}

SleA 2l g e,

IOneArm—LoadBalancer—Dl—D> show arp -
vShield Edge ARP Cache:
IP Rddress Interface MAC Address State
feB80::250:56ff:feae: £86b vNic_D 00:50:56:ae:£f8:6b STALE
feB80::250:56ff:feae: 5066 vNic_l 00:50:56:ae:30:66 STALE
fel80::250:56ff: feae: 3eid vNic_D 00:50:56:ae:3e:3d STALE
172.16.100.11 vNic 1 00:50:56:ae:50:66 REACHAEBLE
172.16.10.1 vNic O 02:50:56:56:44:52 REACHAEBLE
172.16.10.11 vNic 0O 00:50:56:ae:32e:3d RELACHAELE

Onelkrm—-LoadBalancer-01-0> I

8 —t"——j—oﬂ‘_” 'T‘Xﬂ = ‘: 8]— = Lﬂ 1=
E’g% A]__&é}_o%

Aget g AT

o].ﬂ
= show log follow

(Logging)=
et =7 gel g

nsxedge> show log

2016-04-20T20:15:36+00:00 vShieldEdge kernel:
2016-04-20T20:15:36+00:00 vShieldEdge kernel:
2016-04-20T20:15:36+00:00 vShieldEdge kernel:

VMware, Inc
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Ee)= % 37] 914 Ao} A %5 v o) show log
¢ Ae o £%o] B 2ol tlad AQ g 2

A B (Info) =+ YW Z(Debug)® 4 At A2 2= el &

Initializing cgroup subsys cpuset
Initializing cgroup subsys cpu
Initializing cgroup subsys cpuacct

0=
7

Al
=
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©
N
>
=
>
N
N

449 e AdHn 9ee g

W Zetold Eo wigt A sholglom d
A A5 Absks A 82l U ok show service loadbalancer pool =22 Al&-3lo] 2= i
A4 AR (LA/LT)E gl @t Bl ol Ak Wl ot AR = E Al S 5 J=5 A e oF 3
vt g o r 84 Efol ttd JarEe &85 2ot R & oA Wiyt e 712
A el AAE A RUEE Al Sk 7 A e A A W) ZHof mpx]wt Ale] W A7
A Hel® FAF ok 2 E Au ol A Ae] RUHE Al S-Sk T Y T bR 2 9o

o
A
>
)
fo
e
>
|‘_|\L
brt
e
>
)
L
=

nsxedge> show service loadbalancer pool

Loadbalancer Pool Statistics:

POOL Web-Tier-Pool-01
| LB METHOD round-robin
| LB PROTOCOL L7
| Transparent disabled
| SESSION (cur, max, total) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:00
| | SESSION (cur, max, total) = (0, 0, 0)
| | BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP
| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | LAST STATE CHANGE: 2016-05-16 07:02:01
| SESSION (cur, max, total) = (0, 0, 0)
| BYTES in = (0), out = (0)

10 A= =2
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ol
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W
>,
=
i
o
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<
id

nsxedge> show service loadbalancer monitor

Loadbalancer Health Check Statistics:

MONITOR PROVIDER  POOL MEMBER HEALTH STATUS
built-in Web-Tier-Pool-01  web-01l1a default_https_monitor:L70K
built-in Web-Tier-Pool-01  web-02a default_https_monitor:L70K

show service load balancer monitor & 2| 75 of-5 Al 7}A] 53 2] A8 2 ¥ gkl CLI &
ol FA] 5]}

s E AT A Ao ALHES A

p=4

o,
A
kd
o
=
=

(HA 25 A])el| o] al] <=3 5] ] e},

} el 47& o] AbgE =5 A4 E 2 ZE Av] 2 ol A1(NAGIOS)el o &l 43 5
4 + show service monitor % show service monitor service CLI %
Ab-g-eke] gkl gk 4= 9l 5 vk Abel(Status) 2 == A4 o == Y dd 5 sy
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Fele) wpx ot e F wlule) Abelgl ek, Bhg Aelvh 45 e,

AL e} =
el 2
7148 A% ® UNK: & 5§l

m NI =713 5
m  SOCKERR: £ 7 &
B L4AOK: A5 4l A AAt b 28] A a2 s Ahgetes A A G

m LATOUT: Al & 1~4 A7k =3}

B L4CON: A5 1~4 A A el "d A o] AF-H"(tep rst) = "S = Eof Higk 2 2 glF"(icmp)

m L6OK: A% 6ol A 2 A} &3
m L6TOUT 7% 6(SSL) 4l 7+ % 3}
m LG6RSP: A% 6 4%E S5 - 22 RS O f A shaek el b Ay ek
m ol= 48] 7} "SSLv3" &= "TLSv1.0"3t Al 8k 7§
m o= Aufe QlFA L Sulbe A g g
n OU]»E ?)\:I oﬂ Al JH O] A=
B L70K: A5 7oA A4 &2
m L70KC: Al % 7041 2452 AL 52t ol disable-on-404 4 2] 404
m L7TOUT: A% 7
m L7RSP: A%

B L7STS: AlZ 7 &5 &5, ol: HTTP 5xx
<13 m SSL=Z2EF s A 27 SSL ko] Be] ol A A A e

]_
m AYAEA g SSLZREF WA
4’[:

m Au edSAE AT £ gl
S FAE AN sl

m 2l 5 4] '<cn>'¢](7}) <expire time of certificate><l 1k %

9l 54 '<en>'e](7}) S-& <expire time of certificate>oll 7k 5.5

84 9l %54 '<en>'e](7}) <days_left/expire time of certificate>% $-ol] ul 5 5
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==

6-1.JH 2 A9 (A5

e A

ICMP m VEHE AR+ gle
[

UDP/TCP m A A A

HTTP/HTTPS B HTTP &+ sla e €2 @
B HTTP $13: TCP &A& <+ sld(&A A4 == Aw a4 Ad)
m HTTP & vlel ¥ & FAlel= ot &4 A
B HTTP §1 & SEclA] v o] 87} Al =] A e
B HTTP $1&: Z2E oA A HTTP & 55 5413 <status line>(7 34 <l 4+ AHel] &= & 4])
m HTTP ¢ & A9 Al %= <status line>(A 8] =7} 3#F2] Sk XXX7F o} )
m HTTP $l & 25l A <status line>(4H 8l 2= >= 600 %= < 100)
m HTTP 91 & A & 2hs o el
m HTTP S1&: slel& 2 F ol%
m HTTP §¢]: vl ¢] #] =.7] <page_length>°](7}) v+ &
m HTTP F2]: 9l ¢| Al 27| <page_length>°](7}) v =F&
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11

12

13
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24 Z =7} LATOUT/LACONZS] 7§ < Ht &l =

Duplicate IP+= th& o]-f7F =+ glal 7 -%7F Bk o] &7k A ey oh5- 2 o] A&
&l 4 g o,

a - Edgecll 4l show service highavailability % & & AF&3le] HAZF AFE5] =5 A A =

Edge®] HA(ZL7}-&-4)) 4l & 2-el g ok HA & =7} DOWN AFE ol #] ¢} == Edge”} Active 4
elalA 223 AThA o v =9 2ol 555 Edge IP7F $1&A #el g o,

b show arp % & 2 % Edge ARP H o] &5 gelsla, + MAC 4 7ol Wal = 4w ¢ ARP &5 o]
W7 = =A = 2l g o

2 ol A A FANVIP, E, W¥)E el 54
A el ok T R ETF AR =5
Services Gateway”} Zfo] gl E

A &}=A] Bl g o}

nsxedge> show service loadbalancer pool Web-Tier-VIP-01

TIMESTAMP SESSIONS BYTESIN BYTESOUT SESSIONRATE HTTPREQS
2016-04-27 19:56:40 00 00 00 00 00
2016-04-27 19:55:00 00 32 100 00 00

nsxedge> show service loadbalancer pool Web-Tier-VIP-01 | MEMBER
+—> POOL MEMBER: TENANT-1-TCP-POOL-80/SERVER-1, STATUS: UP
+—> POOL MEMBER: TENANT-1-TCP-POOL-80/SERVER-2, STATUS: UP

ol Al 7pAF AW & Eelsta 7] Fo] gleAl ef ol micl " o] 9l=A Fel gt o EeA o] A
Al S Bl 25 283l 7 F #show service loadbalancer pool M E ol 345 & A8 54 &
= EalafoF gtk 7hak A1 o o] S5 A A 3 e

nsxedge> show service loadbalancer virtual Web-Tier-VIP-01

Loadbalancer VirtualServer Statistics:

VIRTUAL Web-Tier-VIP-01
| ADDRESS [172.16.10.10]:443
| SESSION (cur, max, total) = (0, 0, 0)
| RATE (cur, max, limit) = (0, 0, 0)
| BYTES in = (0), out = (0)
+->POOL Web-Tier-Pool-01
| LB METHOD round-robin
LB PROTOCOL L7
Transparent disabled
SESSION (cur, max, total) = (0, 0, 0)
BYTES in = (0), out = (0)
+->POOL MEMBER: Web-Tier-Pool-01/web-0la, STATUS: UP
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|t

| HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | LAST STATE CHANGE: 2016-05-16 07:02:00
| SESSION (cur, max, total) = (0, 0, 0)

| BYTES in = (0), out = (0)

+->POOL MEMBER: Web-Tier-Pool-01/web-02a, STATUS: UP

| | HEALTH MONITOR = BUILT-IN, default_https_monitor:L70K
| | | LAST STATE CHANGE: 2016-05-16 07:02:01

| | SESSION (cur, max, total) = (0, 0, 0)

| | BYTES in = (0), out = (0)

A= A H AR Hol

oF Fueh 7 7kA AA, F F

ol A Wl = %ifﬂ AA o] v (E
Ea

forwarding ™ & - vNic ¢l E] ] ]

i
ol
ﬁ_

ol & o] Feleld = #1578 7k vNic_0ell 2Lt A1 7k vNic_1ell $lebar 71 shar 2 & 80l 4] Al & &

= Fefo]dE IP F4 192.168.1.2¢F VIP IP 192.168.2.25 A3 cf. 2= vl 4] ¢l g do] A~ |P

192.168.3.10] i Ml = A v P+ 192.168.3.39 W ot -+ 7 ¢ ot & ﬁH7 AA ol A5k sk

S ZANA, PR bt R ET 5 Ok Fedol AAL ARG A AE A 2hel
o owed WA LHE AT E Rl A E AAT D

#debug packet capture interface interface-name [filter using _ for space]- creates a packet
capture file that you can download

#debug packet display interface interface-name [filter using _ for space]- outputs packet data to
the console

#debug show files - to see a list of packet capture

#debug copy scp user@url:path file-name/all - to download the packet capture

o
m  VNIC 0ol #} #: debug packet display interface vNic_0
m 25 oE]d o]~ A debug packet display interface any

. ZEE AFE3le] vNIC 00l 78 #1: debug packet display interface vNic_0
host_192.168.11.3_and_host_192.168.11.41

n ZEfo|dEoA] 7pAF A 2o E 2 7] ] A #debug packet display|capture interface
vNic_0 host_192.168.1.2_and_host_192.168.2.2_and_port_80

. Fo] v 2=l 79 Edge Services Gateway <}t 41 2F 3l 7l 24 A : #debug packet display]|
capture interface vNic_1 host 192.168.1.2_and_host_192.168.3.3_and_port_80

m o] £ =7} ol 79 Edge Services Gateway <t 4B ZF 2l 2l 7 A #debug packet
display|capture interface vNic_1 host 192.168.3.1_and_host_192.168.3.3_and_port_80
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718 A A

1 vSphere Web Clientell /] == & 4] 4 Al & el g o,
a YIE$7 2 Hek > NSX Edge(Networking & Security > NSX Edges) = 2 3 o}
b NSXEdge® ¥ 93},
¢ 2] (Manage):s 2 3 v} 2= W3 A (Load Balancer) & -& 2 g},

d 2= WA e 9 27 SFe] FAEe] A Ben

jus

o =

2 2 olala Auls 24 % a7 ek7) Aol NSX Managerel A & = ¢ A @ ahe] Aln) 2] 25

nsxmgr> show edge edge-4 service loadbalancer
haIndex: 0

Loadbalancer Services Status:

L7 Loadbalancer : running

L7 Loadbalancer Statistics:

STATUS PID MAX_MEM_MB MAX_SOCK  MAX_CONN  MAX_PIPE  CUR_CONN  CONN_RATE
CONN_RATE_LIMIT MAX_CONN_RATE

running 1580 0 2081 1024 0 0 0

0 0

L4 Loadbalancer Statistics:
MAX_CONN  ACT_CONN  INACT_CONN TOTAL_CONN
0 0 0 0

Prot LocalAddress:Port Scheduler Flags

—> RemoteAddress:Port Forward Weight ActiveConn InActConn

3 show edge alls A g sled NSX Edged] ¢l &< x=3]g 3571}
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dolg 7 A a2

== el A A4 o] NSX Manageroll 41 === 7 vk Z ko] <l E-Edge == W sl A 4w Zhel] oA == 4
T A7 ek dl el Bl EAlel = = A 2Ebe) CLI Al 3 2= lal A AJ2=g] o]yl E A

&3Fel NSX Manager®] Edge %7 <+ INFOe°l| /] TRACE *=+ DEBUG

i 41
d LO
Y
m
w
_|
>
3
fot
N
o

S~
>

URL: https://NSX_Manager_IP/api/1.0/services/debug/loglevel/com.vmware.vshield.edge?level=TRACE
Method: POST

2 vSphere Web Clientell A % =lv] Abel] & 219l 3h o,
a YEYA 2L B2k >NSX Edge(Networking & Security > NSX Edges) s &2 ¢ o

b NSXEdge® + #l 22},

c #2|(Manage) s 3 3 vt 2= W X (Load Balancer) 8l < 3 31 o},
]_

Al(Show Pool Statistics) = 2 = sl & A8l 7} UPSl Al

of
ko

d F(Pools)t Z=ldto] 74 == wlalx Eo] gok5 el

fi2ad

Al

f
¢

2
e
o
o
)
s
v
v
e
of
2
Bl

URL: https://NSX_Manager_IP/api/4.0/edges/{edgeld}/loadbalancer/statistics
Method: GET

<?xml version="1.0" encoding="UTF-8"?7>
<loadBalancerStatusAndStats>
<timeStamp>1463507779</timeStamp>
<pool>

<poolId>pool-1</poolId>

<name>Web-Tier-Pool-01</name>

<member>
<memberId>member-1</memberId>
<name>web-01a</name>
<ipAddress>172.16.10.11</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:00</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
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<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<member>
<memberId>member-2</memberId>
<name>web-02a</name>
<ipAddress>172.16.10.12</ipAddress>
<status>UP</status>
<lastStateChangeTime>2016-05-16 07:02:01</lastStateChangeTime>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</member>
<status>UP</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</pool>
<virtualServer>
<virtualServerId>virtualServer-1l</virtualServerId>
<name>Web-Tier-VIP-01</name>
<ipAddress>172.16.10.10</ipAddress>
<status>0PEN</status>
<bytesIn>0</bytesIn>
<bytesOut>0</bytesOut>
<curSessions>0</curSessions>
<httpReqTotal>0</httpReqTotal>
<httpReqRate>0</httpReqRate>
<httpReqRateMax>0</httpReqRateMax>
<maxSessions>0</maxSessions>
<rate>0</rate>
<rateLimit>0</rateLimit>
<rateMax>0</rateMax>
<totalSessions>0</totalSessions>
</virtualServer>
</loadBalancerStatusAndStats>

4 HElFeA 2o wlEl A FAE 2hqldleH NSX Edgecll 4] v W w5 A 9
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=7 744 A v w1 A show service loadbalancer virtuals A3 sle] 7FAF 48] o] B8 7}A 5
Yt =8 o}% show statistics loadbalancer virtual <virtual-server—-names—= A& g1

o},

574 TCP %: "1 4 show service loadbalancer pools A & ete] & o] 55 7FA 5 oh 28l ob 5

show statistics loadbalancer pool <pool-name>< Al &) gh] o},

5 = oulEiA] SAeA Al 4] E gl A 2
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VPN(Virtual Private Network) -
Al a4

NSX Edge+ o1&l 7} 3 2] VPN& A1 gk o] 4] o] 2 A A ofl 41+ L2 VPN 2 SSL VPN 4 @l
A A gy

Bl g e LY

= L2VPN
= SSL VPN
m  |PSec VPN

L2 VPN

gk 7] $- SSL VPN ol A el d 8l dlo] of 2] =2] 4 L2 vl =9 Z(VLAN % VXLAN)E L3 7
3 7 s oh =3 L2 VPN Al el 4] of 2] Alo] E S A S o Sl et 7R Al 282 AL
ol_t: 7&011 o] 5 W 5 g A Bulof ol glom FwtIP FLE nupH A %%»M g 1A Abo] Eof A
"NSXE AH4"3l =5 A A kA s 533 Edges £ +5 vtk $4l 2 4 8% %4l Edge+

BENAE FA ARG IP Fao] 2AR AFHD 2 B E AL 0YAE 5 Y5t
ol

Bl Z2ho]l 2= VXLAN = VLANCS & A {5 = 922 25 we| e &
aeold g 4 ek Febr= AleAbe] A L2 VPN $l 22 = 5l of
Aol Adel A EIP FL2E AR G 2R E HUES FEehe AU E Al th

(e}
LA —_—
S B sEE R e g

m L2VPN ZFelo|dET A gl 5o FaAS HAAStE S A= o SulE CAClTA =&
FQDNo & 4] 5] A ekeksr1] o},
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NSX &7 #l 4 7pe] =

m L2 VPN A= 7} A s gl ot I el o1 whalk ol 4] NAT/®H3EH T A o] A A =] A 5okl o

w EfIclEHo] At FAFEE OF E E a5E el ALEA Fah

bl

=
-

uls
il

F3 L2VPN A E 7| EA o2 FE 44304 FAH Y o] L E= L2 VPN A8 A Aol A F4 2 4
Yk

h=4
le]
2

N
re
)
lo
it
}-u
w
=2
=
:0‘:
O
rui
tjo
il
o,
st
£
o
o]

| ZE= L2 VPN Zefelal

1 L2VPN AW Z 2 A7t A s 9l =A] gl g},

a NSX Edge VMol & 9l g1 o},

b show process monitor W& & At o] 5] 2vpnsl ZEA~FE FE 5 d=A 2l
o},
¢ show service network—connections ™ &S A3t [2vpn Z E A A7F EE 44300 4 Al S}
= A gl g e
2 L2VPN ZetoldE 22 Al a~vp A= o gl =4 2l g o,
a NSX Edge VMol & 191§y o},
b show process monitor &S A3 cta o] 5| naclientdd] ZZ A5 55 4 A ol

e,

¢ show service network-connections % &5 A & 3sl3L naclientd = A 2~7} £ E 4430l 4] 4=
Al eh=A] 2kl g e

3 <lEYlelA L2 VPN A ufell fA 2= 5= gl=7] 2l gt

a Heb$AE 43 https://<L2 VPN 38 IP>= o5}

FEAEECERERE REREE R S E PERESEEREEES PR
A% 4 = A

4 =z qEdelst ¥4 FE 2§ EE BF FE 0F5S Ba AQE A P
a =3 el art A FE 2FS Bal QT 42 LEA AE R 445
J

b =R et 25 XE 255 F9

S50 Aok Gk

>4
e,
ul
)
v
dlo

2} Z+¢] vSphere Distributed Switch-&

¥ EZ H]5FE (promiscuous) == 2 A A g o},

s $]Z A% (Forged Transmits)s -2 Accept) > = A 4 g o},
5 L2VPN 3 A& <k3hg] ot

N
a NICH Ao Aldj= 7+ =7 Fonl MAC =) SIA
ok, b5 ghEhel] 918k L2VPN Aol A s 74 & el
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NSX 4] @l 2 7he] =

6 L2VPNe VMeo| A = 54l 5 9l=A] 2hel g e,

a L2VPN A CLlol &gl e et & ¢l ¥ 3 o] ~ debug packet capture interface name

oAl A o7& AA g e

=

b L2VPN Zto|elE o] 2aelala s et 5 ¢l ¥ 3 o]~ debug packet capture interface

name®l 41 3 71 A A & 74 A g e

c ol AHE LA gt ARP7L dl A= 2 ol=A o o] ¥ Ef3] 55 &el3] et

d Allow Forged Transmits: dvSwitch $4¢| L2VPN E%/ 2 ZE= AR = o] Q=] Fal3h
ct.

e AL ZEJHI2VPN Efz £ER AAxo] QleA el oA sty 2B 29l
S} net-dvs -1 ¥ &5 43 g 1]t L2 VPN Edge W4 Z Eof df&] 445 SINK 44

(com.vmware.etherswitch.port.extraEthFRP = SINK)S 2ol gy o} vl F ¥ E = NSX
Edge E& 27} 917 = = dvPorts EF W o}

net-dvs -l

Sink port should be enabled for

the dvPort where the Edge trunk
is connected to

Mg slsbelr] 98 bR g4l U< o NSX Edgest VME Al & o & ESXi &2 ol v A & 4
9l Bt 5 ESX EaEe] WA T £ E 95
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E,__ﬂ 0
Wl o
H A7
0
~ Of
= 1l
Y

=)
=}
o
<4
Q
b=
<)
o
>
©

A

I&{H[ o]

o
et

1

TR

To

ofw
wnﬂ.m_l
%o

=
]

3} 2o] Edge®] =5 = vNicell <17

o
T

2 o

177
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NSX 4] @l 2 7he] =

4 SINK ¥E %=% A43h5% Edged T4 3ha 2] 2 wNicel 4 ] 74 2 =% A8eha g 44

1 4% &Aw

2 57} é}Xﬂﬂf‘%%‘44.ReversePatthdCheckPromisc% =
slm vl aF A ZEo dlel | AFEE A e B Aol A Foles 2E I

[Eoinn

=5 ) 2l& Aeketed = NSX Edge”t 91+ ESXi CLIel 4] w4 A ®.=ef v g RPF £Hel& 24 543y

esxcli system settings advanced set -o /Net/ReversePathFwdCheckPromisc -i 1
esxcli system settings advanced list -o /Net/ReversePathFwdCheckPromisc
Path: /Net/ReversePathFwdCheckPromisc

Type: integer

Int Value: 1

Default Int Value: 0

Max Value: 1

Min Value: 0

String Value:

Default String Value:

Valid Characters:

Description: Block duplicate packet in a teamed environment when the virtual switch is set to
Promiscuous mode.

X E IF(PortGroup) = ot A Ao A v]F3 2= (PromiscousMode) s 52 (Accept)el 41 # ¥ (Reject)
2 AA Y 2] F2h(Accept) e = A A sl A E H A Abee &4 Sk

A 2: 53 ESXi &4~ E °] Edge % VM
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NSX <A & 4 7}o] =

2. SYSt SAEO| L2VPN Edge ¥ VM B =

N0
o
AN
0z
Hl

0 |m

r

e

o}

o

4

oM pjy

dvPortGroup dvPortGroup
] SINK OO 0O O
OO0 O
Ed3
QIE{m O] A

2o /th7|
dalge T
dvPortGroupoil CH 5l
S sl of gt

a thes} 2ol Edgedl =% 2 wNicol 14 H $4b EE afo] Bla 6l T4 8 AAdow AL T
A g et
1 sl e P ZEE ke g epgre R A4
2 A srt o w AAGa oA ¢® 2= 72 Ao
b w5 Aol VMol A H Ak 2= gl tfg 'l 74 9 dldew AAL A g
1 2T 8 74 AA 8"
2 AT ehvnt #A A F dsdH
3 VMO #4k 2 E 253} Edge®l E& 2 vNic E4F 2B ol wisl] &4 H 7] gl 7 2o 4]
7} 5 el ok g
¢ SINKXE wEF Agetes Feteo|ddE & 559 Edges T4 3FaL =5 2 vNicell 4 vl A =
% AgdtA gEE ARG
CLIE Ab&-3tod 4] 82
NSX CLI(H & %= <l e #ll o] =2) & AH&-3sled AF L2VPN A al A& 383 F A5
A
L2 VPNo| el Aol = #-5 3k A] eF5r1] v,
EEE
1 o T4 CLI ¥ &El& Abdete] 74 A5 g e
show edge <edgeID> configuration 12vpn.
179
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NSX 4] @l 2 7he] =

ol: show edge edge-1 configuration 12vpn.

2 ZeholddE Bl AH Edge = thell A ohg ®HE S AR S

s show configuration 12vpn - oh& 471#] 7] %

ke

show configuration [2vpn

Peer Site Configuration

m  show service 12vpn bridge - 9l B ¥ ]|~ == L2 VPN Z ¢l E 91 —’Lroﬂ up 2} of 5 o, of
o &1l 1 L L2 VPN Eekel 9 = (nat)k 74

4 02:50:56:56:44:52+= vNic_2 ¢l E] 5 o] ~o] 4] &
A w]), ohg ol ] Al A G2 nat gl E o] A
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NSX Al 3l A 7ho] =

m  show service 12vpn trunk table

m  show service 12vpn conversion table - ot ool 4] 19 Bl ol =3l o] oyl Z el &
s 7l o] VDSl A== 7] Aol &l 1% VLAN ID7} VLAN # & 50015 2= VXLAN S 2 = 215

tatus =) Cormectad Digconmached

m  show process monitor - 12vpn(4#) % naclientd(F2te] &) Z 2 A 27} A =] a1 9l =45

A g e,

m  show service network-connections -12vpn(41¥) % naclientd(Z 2ol E) Z 2 A ~7F £ E
4430 A FAlBtAL LA 5 A o

SSL VPN

g AR g gt 4R FAE AAT 9

111}

Y

SSL VPN ¢ £dgo] &gl A

SSL VPN AF-&7#k+= [SSL VPN € 2 H = 221] 9 o] A] & < ¢] SSL VPN-Plus Client A A 7} 7] A] & v} =

5

o
=

=g F AR 5 gl e

A

[SSL VPN &} 28 2=l sl ¢] A 7} 2] A 97 v sl o] A b A 8] ehgA ol 4] b2 2l e =) 5 A
e et

9]

L3} 72 o] § F Lt R o] FA|vf AT 4= 9l o}

a Aol ALEA g vk v S AE g e

2ol Aol A 7 3 JavaScriptrh AHEel S A4 H o] glA sk ek
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NSX 4] @l 2 7he] =

e} 2o ALH e nel 9 A % shtol 4] [SSLVPN #] £8 =cl] #o] A5 o] of g ek,

Bal9A A A== L WA
Internet Explorer 9.0.8112.16421
Chrome 67.03396

Safari 10.x

uehA AL 93 77 8 JavaScripth A& eHE S A4 o] Qln] 2l g e

BepgA odolrt ol = AAE A B2 %

01.1_4
rﬁ:
2
i
o2
2
it
e
o,
ol
ol
f
Ao
e
N
b
>
-
huj
fr
>
fot,
(]
i)
°
i

SSL VPN A ufel| 4] AES st 35 Al & gl=7] gl o}, od % vebe-A = AES 235 A4 ebA] &

T

SSL VPN-Plus: A %] 2 3

ul
2

A

4} 7b5% SSL VPN-Plus Client 22 417 27 % 64 Wb & ol s sheled o] $5 A3

SSL VPN-Plus Client 4 A ¢F &1 5l dabA Ql w4l = vh53F 25 o

m  SSL VPN-Plus Client7} A 34 o= A A 5 g A ut Zehe] el E7}F At 5obA] 51 o,

m  Mac A 2="lol A A &7 F9 vl A A 7} 4] f ] o},

m  Mac OS High Sierracl| 4] ot 222 A A @5 ol A| A 7} 4] 5 o},
/opt/sslvpn-plus/naclient/signed_kext/tap.kext failed to load - (libkern/kext)system policy
prevents
loading; check the system/kernel logs for errors or try kextutil(8).
Error: Could not load /opt/sslvpn-plus/naclient/signed_kext/tap.kext
installer[4571] <Debug>: install:didFailWithError:Error Domain=
PKInstallErrorDomain Code=112 "An error occurred while running scripts from the package

“naclient.pkg”

" UserInfo={NSFilePath=./postinstall,NSURL=file://<pathtofile>/
naclient.pkg,PKInstallPackageIdentifier=
com.vmware.sslvpn,NSLocalizedDescription=An error occurred while running scripts from the
package ‘naclient.pkg” .}
installer[4571] <Error>: Install failed: The Installer encountered an error that caused the
installation to fail. Contact the software manufacturer for assistance.
installer: The install failed (The Installer encountered an error that caused the installation to
fail.
Contact the software manufacturer for assistance.)

= Windows A ~®l el 4] ch-&3} 2 @ f ol A A 7h ZA R ek bk 2 o] f wl o] Seholy]

AA A Fsr v, E000024B. Al ~ElS AFHE] HAA] 2,
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NSX &7 #l 4 7pe] =

29l
o3k 22 o] % b E <ld SSL VPN-Plus Clients 7 3 El ol A 34 o2 AR gk Fof o] L2 3]
A gl

s HEe] A A EE A G Aol SubeA] gy
s SSLVPN Aol 4% 4 gl ek,
W Eefolw b 2w ehgke e

Mac Al =®lell A= 71 g7 2evp Anks| 22 7] 2o 59 v A x| 7} 4] 5] o o},

s Mac ¥ Linux #| =gl el 4]

Mac OS High Sierracll 41 = Mac A 2= Bl ol A kextE 318314 3L kexts ZEdt= 5 & 7814 & 955 7
S AA Q@ FIF FA e

Windows ~] 2~ Bl o]l 4] = Edge SSL VPN-Plus Client A #| 2] #}o]l 4] SSL Zelo]AE H|E ST oA &
7]7](Hide SSL client network adapter) +4 & A&3sl= 5 AAglom g =efolu] AA| Al 5|
(E000024B)7}+ & 4] 5] ] o},

2  Windows 2] 2~ &l o] 4] SSL VPN-Plus Clients 4 A 8} += A& xoll Al k] =} 4 glo] 9l=#] 2hal ghy o},
Mac % Linux A 2~ &l ol 4] SSL VPN-Plus Clients A #| sl =l AL-& o] Al FE H ko] glofof g o}
=3} Mac A 28l ol 4] SSL VPN-Plus Client7} 4 3% ¢ 2 Az 2 A g 52w ysr/local/lib o & &

ol el Y Aghe] glof of gt

3 Linux Al =8lel 4 B9 22 she]neel st AA e} ghux] S Frieh Uk AEaelnl by 2ol
wejelsh g e,

= TCL
s TK
m NSS

4 7 =zteo]w 7} Mac % Linux Al 2= 8loll 4 2 =5 %] ¢k o shell script& A & dlo =efo]lw] & 2 =3}

e,

3 AlA A

Mac sudo A& A-&3lo] Jopt/sslvpn-plus/naclient/ tl & & 2ol A
Naclient.sh shell script& 4 & g o},

Linux sudo #3& A}-&3le] naclient.sh shell script® A & g} o] 2a8 ==
linux_phat_client/linux_phat_client tl & E o] A Zt& 4= gl v}
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NSX &7 #l 4 7pe] =

5 macOS High Sierra ©] 4-¢] 3J

P E R AT A 2 kext) &
1

= > =
A T =
2E7] 99 AAA LA 2l Agd ok Gulvh e BAlF S a g e

a Mac Al =glol| 4 A| 2% gk7 A A (System Preferences) > ¥.¢ 2 72l A B (Security &
Privacy) 75 <3 4 .

b Aol Fel A "AF A aE] £z Edo]e R} AnkE| G meh FARRE w AR 7 FA]
2 4 dsdd. e wE=s .

c AAE ASH Y 3 E(Allow)s 8 F vl
,7% B ilxl == o]] prs]_ A]_.Q_x}. _éo ]%L ]_‘— HL\:H oﬂ DHS]- x].x}] ﬁ} "H'Q‘% https://
developer.apple. com/I|brary/content/technotes/tn2459/ index.html-& A2 3H4] 4| £

d 714 #4E& =38k 5k SSL VPN-Plus Client A A Z 24| A7} vl 2 ehg-= o 4] Al A g 5]
t}. SSL VPN-Plus Client7} A #| =] A b o5 - =l A] A 7} 241 g ob, A A 7 A sl gl 5 of
AR de|Atell Al AA ANE op7lste L7t WA UAFUE, £Z2Ed o] AEGAd =&
= AL

e ©] &% @l 7 3sleiw SSL VPN-Plus Clients #l A gl vh 7} ohA] A &) gk o},

6 Mac OS High Sierracll A A A &7 =l A A & e} A sl o5 shAE 8 b o

a ol Aget=s A E o] 9l=A el o Al&R 87 2 A (System Preferences) > 2.2k
2 7 el A B (Security & Privacy) > €3 3]-8(Allow Notifications) & = ¢] & g o},
3 Mac OS High Sierrall 41 SSL VPN-Plus Clients A& A A 3l 7 - &= Aol] A £ 3
S A = wAIA 7 BA e} o] obsl e dubA o 7 30+ %C’i AL et o] o] &
(Allow)5 == 38l7] Aol AbebAml A] 285 ohA] A AHela SSL VPN-Plus Clients thA] A A gy
ct.
AR 7} A Al sk A D 2o (kext)ol 885 Al I kextE R Eskebe wIA A = A = A
Ty vel A ohe] A E ghE ko] vle] el El kext F5oll tuntap kext team idE F7F3Hd
ct.

b H7 ZEol Mac Al &8 thA] Al A g o
1 3k 1% Abchol A Apple =5 Z 3 g ok
2 A A1 ZH(Restart)< 3 g o
3 Apple =i = 3] A st= A g-Eo] B4 Wi 7hA] Commandet R 7] 5 F4] -+t 34 st

= A TR Mac Al ="l o] 7] AlF 57 Al 28-S Fall A A S gle] lE dlel o A sl
macOS 515 A #sle 3L afwl e ek o] Al Mace] - 2=l 4] A AHg] ] e

c "l ¢ weell A € 2l E](Utlities) > Elv] ' (Terminal)& 22 g o}

d AHA %9l = kext H5-ofl tuntap kext team idE F7}st#1 ™l — spctl kext-consent add
KS8XL6TIFZ ™ 7 = Al < §h ] .

e X oA Mac Al&=BlS B4 Al AR e
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NSX &7 #l 4 7pe] =

f AbA ol H kext H 5ol team-id7F FA] = =A] o] -5 galsle{wl - spctl kext-consent
list W& & A3k

g SSL VPN-Plus Client oIl 7] A] & Al #] §hv] e},

7 Windows A 2= Hlo] 4] =elolul A A5 ¢ F(E00024B)7} 4] %l Edge SSL VPN-Plus Client 4

A ] Alol A SSL Zelo] A E W E $] A o] H¥ & 7]7](Hide SSL client network adapter) =41 &
ARE A RS ARG o] $AE AR A @RS AA ] 9 AR S 2 https://

kb.vmware.com/s/article/2108766] 41 VMware 7| & #} & 4] 5 FF£ 514 4] &
SSL VPN-Plus: EA1 &4
b 7153 SSL VPN 917 2 ool g 7 & wA| o} ) A ubul S o] sl sl o] dis AFEsA] Al S

A

S
e

SSL VPN <17 gl dlo] 8 7 = of kel b el oAl = o5

= SSL VPN-Plus Client”t SSL VPN A v el 12 e o gl o,

i

% e,

m  SSL VPN-Plus Client”} 4 #] =] o] ¢] #] 2} SSL VPN-Plus 4] ®] =7} Al &) =] 3 9l #] k<51 o}

o 229l AFg ALY Ao goll =gl oh SSL VPN €] ZE === SSL VPN-Plus Clientel] ©F-&-3} 7

& W AR 7} EAH e,

7L

Z o A& -rfﬂl =t U vh/SSL VPN-Plus holalzol el 2 a9lgh AbgAbe] 2o ol
] ]

g, A

a SSLVPN Auls7k 95 3 gl gk vlo] €] A 2ok aH5alx) gheruleh,

Al ZSHA A&, = SSL ¢ 7)ol A Al ek, 7k A5 Y e

m  SSLVPN 17 o] AA = glAE Ag vl =9 2] o T Al o] el HAl g 5 gl o,

1 SSL VPN-Plus Client”} SSL VPN A ¥ef| 14 d 4= gl 0wl ot} 585 43 g o},

m  SSLVPN A&7} ok AREAL o 5 5

s
02
fo
i
S~
>,
ofe
ol
ol
£
fru
4
o
A
<
%0,
e
>
)
59
o
o
T
i

m  SSL VPN AF&A7) & 3hA] of 325 2k¢] 3

e
i
o

m  SSLVPN AF-&#71 9] L8 & AF-g81o] SSL VPN A v 748 4= gl=#] o] -5 gel gk},
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NSX &7 #l 4 7pe] =

2 NSXEdgecl 4l ot 5HAIE 3l ake] SSL VPN Z 24|27 A g el A] of -5 2l ghv e},

a CLloll 4] NSX Edgecll & .41 ] vt Edge CLIoll & ¢l s} why ol o &k #LA| &k

% QlE el s AR E BEGAA L

oo

< "NSX =

b show process monitor &< 4 &3l sslvpn Z A 2~5 Zh5r] o},

¢ show service network-connections &5 A &3}l sslvpn Z A 2~7} EE 44300 A 4]
o 7] sh=A] 2kl 3 o
A3 7|2 o2 SSL Eef ol sl £E 443¢] AF-E-5 1] e} lﬁ%%SSL Eaf o o H o &
TCP X =& T4 3 79 sslvon ZE A A7} &k TCP 2 E W T ol A 441 vl 7] 3} =4] gel g
o},

3 SSL VPN-Plus Clientoll /1 SSL VPN-Plus 4 8] =7} A &) | o5& ol
*4 AA A
Windows z2tq] A2 =}FE < 52 SSL VPN-Plus Client A 8] =7} A #HE] 9l = 7] of -5 2ke] g
o}

Mac B naclientd Z 2 A 27} vl ol ef el A] 2 s] ol =] 2hel g o

B naclient = 24|27k GUIel w el A 25| $l=A] 2l g o,

ZRA A7 AR FolA o F5 2eldlew ps —ef | grep "naclient” W E &
A& g o,
Linux B naclientd ¥ naclient_poll Z & A A7} A]#FE| 9l =% &gl gk v},

m ZeAavtAY FolA 5-F Felsl#lw ps —ef | grep "naclient" % ®

& AP

Au2rp A Qs s iAo ohg Wl 5 A dte] Aujag A A o

= AlAl a3

Mac sudo launchctl load -w /Library/LaunchDaemons/
com.vmware.naclientd.plist W& & A3 g o},

Linux sudo service naclient start % &< A3 g},

4 279138 SSL VPN AF-&-A7F 2 vl ol = =3k 7] % NSX Edge & B & =8 CCU(&F Al AH&#F &)
= =9t
ARAgE W] 8- "NSX 2] 7rol =" & A Z A A &, o] el S sk o A = AFEA7F VPNel 4 ¢l
Aol ol s,
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NSX &7 #l 4 7pe] =

6 A&Mdlz)dlEg e olFelAol Aol AT Fgle AF b AE St A A AT
Y o
a ALVESNIHIP Eo] 54 Aulo] QA g&2A gal g,
b HYANIP EE AYA EAUdAYIP Eo] 5 AEE A ohg WAE FFF o
1 vSphere Web Clientell & .91 g1 o},
2 HYEYA % BekNetworking & Security) s = 3 tt5 NSX Edge(NSX Edges) & <= &
Y e}
3 NSXEdge® -+ ¥ Z3 33 SSL VPN-Plus # = &3 g},
4 "NSX ] spol=r o P E Fo o] A E R AR P E5 FoH ok Ale] ESlo]
(Gateway) & ~E AFAlol| A |P F4 5 F7Fal| oF ghu e Alo] ES] o] IP 5427} na0 <l H 7 ¢|
2of gty ok 25 TCP o9 2 F 2 na0 ol € ol o] 22t 714 o HE & E8l 51
T3t na0 ol E s o] ol b o E Al ES o] IP FAE oY IPES AT 5 A5
=
5 show interface na® % & & AF&3le] Al IP F4E5 gelsla 2 IP 0] 593 na0
Ql e o o] ol EtE o= gl g,
6 FeteldE A Ao & 1918l SSL VPN-Plus Client - 5 7(SSL VPN-Plus Client -
Statistics) &t < 2 o] &gt & detEl 7Rk IP FAE Eel g o
¢ NSXEdge CLI(" # % gl H s o] 2)ell & 19]13}3L debug packet capture interface na0® 9 =
< A& sle] na0 el e #l o] 2ol Hfal] A AAE 58 3 o, =2k siF] 78 %] (Packet Capture) =
TE AREe Al s AAMT FE sy h AAl g &2 "NSX ] 7ol B E A x4 A 2
3 no debug packet capture interface na® &S A sle] HAE T AT wj7}A] I
70 A = W b sl A Al AR,
d TCP A7} AHE-= =5 AA = w] w3ty  F 2 & 2l g o
e TCPele Eefjde] A o= B 2 7] & Alo] E4 o] 7} Edge®] W olE o]~ AF
= o] 9l=A] el
f Mac ¥ Linux Z2tolel 2] 7% SSL VPN Client7} A A 5l A| 28l o2 2 22l 3 tcpdump -1
tap0® -s 1500 -w filepath = 2 & 4 3 3lo] tap0 <l El = °1é i e - = K IR AR
A5 43 g vk Windows F2ho] ¢l Eof 4 = Wiresharke} 222 ol 7l 41 7] =5 AL&-3lo]
SSL VPN-Plus Client o1 5] 6] ol 4] 5} 71 & 78 X g1 o},
7 99 e wAE A7) el A5 A ¢how v NSX Edge CLI %8 & AFg-3le] T4l & F71H o= 4
73k o},
4= A
SSL VPN A& & kel 3t} show service sslvpn—plus
SSL VPN A & gl g}, show service sslvpn-plus stats
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NSX &7 #l 4 7pe] =

4= k]
725 VPN Zelo|JdEE g} show service sslvpn-plus tunnels

SSL VPN-Plus Al A& &3}, show service sslvpn-plus sessions

SSL VPN-Plus: ¢1= &4

SSL VPN-Plus ¢l % <Al 7} A gl <5 ef,

SSL VPN-Plus ¢l Zoll A = g o},

CEE
o AT FACL AR e AAE AL

a NSXEdgeoll A 9% o155 Anje] 174 & 4= 9l=x] 2tel gt oh, NSX Edgedll 4] ¢1% 41v] % ping

ShaL el F A ujel] A 4 9l=A] el g e

c EA T AWt T2 A 2o A FAH A P e A e E AA

et

d AD(Active Directory) & AF-&3él+= 79 no-ss1 =& A A s3 AD Al ¥of] A4 4= Q)& ¢l el ¥

ol zzol Al )7 AAE 4] o,

e syslog Al el 4] QI o] A F-shsd eh5-3F w2k w41 A 7} sS4 5 Y e Log Output -
SVP_LOG_NOTICE,
10-28-2013,09:28:39,Authentication,a,-,-,10.112.243.61, -, PHAT, ,SUCCESS, , ,10-28-2013,09
:28:391_!_11!!!1)!!!_11_!

A

f  syslog Al ¥l A ql&o] Adfaln] b5
SVP_LOG_NOTICE,

v] 523k w| A A 7} A Y o} Log Output —

10-28-2013,09:28:39,Authentication,a,-,-,10.112.243.61,—,PHAT, ,FAILURE, ,,10-28-2013,09
:28:391_!_11’5571!!!_y)_!

SSL VPN-Plus Client’} 39S T4

TCP # A 3t & A&t =5 44 7% SSL VPN-Plus Client”} -5 5= 5 # g o},

58 229 & A%3H7] 914 SSL VPN-Plus 4 ¥l 5 NSX Edgecll A 4 & =] = & 4 3} 3 TCP
=2 47 g%k SSL VPN-Plus Clientell 4 W £ 2 A% 54 2 24 = (cl:
iperf3)E 4 & g ] SSL VPN-Plus Client”} & 55 % #] g o},
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(o,
o

Avhe] & % 3kt ol SSL VPN-Plus Clientel 4] el o] & A48 o 62 97] 2.5% e +

2

o de

_‘:,_
£
a  Wcl= Aw TOPFIN A4 2% fl4aho] SSLVPN Alvlehe TCP 71 & k] o),

n glE Auje] bl o] B & Aol Fol Bl 227] Ahe] o] A et

HY ¢ 7= o 4 gl Z2EF IDY Yl ¢] &5+ SSL VPN 4] # 2} SSL VPN-Plus Client 7ol
g S x| 9] o]z olel] Fefole] Eo 4] SSL ¢ 7]/2~7] #Fo] o] A+ Ela SSL VPN-Plus Client”} %52
A g o},

o 4 2]

AR RS

SSL VPN-Plus Gateway = 7+= NSX Edge Appliancell T4 ¥l Syslog A & # <% 1] v}. SSL VPN-Plus
Client =2+ 14 A&7} 5+ ¥l C:\Users\username\AppData\Local\VMware\vpn\svp_client.log
o] &) & 2] of] A A5 ] o},

e RIEY-AF

n thE R EH 2 ARt avt 20164 109 28 Y, 09284] ofl vl = 2L Al 2= Fefo]d Bl 4] A o
2 elgHlee Lol Futh

SVP_LOG_NOTICE,10-28-2016,09:28:39,Authentication,a,-,-,10.112.243.61,-,PHAT, ,SUCCES
S;; ’10_28_2016109:28:39;_5_’ [AEIERERERENE N B BB R B T B

SVP_LOG_NOTICE,10-28-2016,09:28:39,Authentication,a,-,-,10.112.243.61,-,PHAT, ,FAILUR
E;; ’10_28_2016109:28:39;_5_’ [AEIERERERENE N N BB R B R B

el& A& ol 4 &2 wl SSL VPN-Plus: A A Al 3| & A £ 614 A] 2.
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7l 2284 - HlolH d=

n o ohe 20 EE e A8t av) 20164 109 28 Y, 094141 ol TCP% 58 W =9 2 4] = Zelo]el e
= ol = 8] Av] 192.168.10.8¢ A FH o2 AR YL Ho] Folh

SVP_LOG_INFO,10-28-2016,09:41:03,TCP
Connect,a,-,-,10.112.243.61, -, PHAT, ,SUCCESS, , ,10-28-2013,09:41:03,-,-,192.168.10.8,8

0’!”’!!7’,_’1 ’
R ERE

. S 20 &8 A Ext g7t 201647 10Y 28 Y, 09414 ol TCPE &3 W E ¢ = A~ Fefo]ad E
2 ol = §] A v] 192,168.10.89 A7 = A LW LS W] Frf,

SVP_LOG_INFO,10-28-2016,09:41:03,TCP
Connect,a,-,-,10.112.243.61,-,PHAT, ,FAILURE, , ,10-28-2013,09:41:03,-,-,192.168.10.8,8

01!!!’!!!1!_!’_!

IPSec VPN

< ololli= NSX Edge <} Cisco tfvlo] 2~ Zhell A 3-gk g4 A 2b7F ok gl o

NSX Edge

NSX Edge ™ & % <l ] ¥ o] ~of 4] "3 (ipsec auto -status, part of show service ipsec command):

000 #2: "s1-cl1":500 STATE_QUICK_I2 (sent QI2, IPsec SA established);
EVENT_SA_REPLACE in 2430s; newest IPSEC; eroute owner; isakmp#l; idle;
import:admin initiate

000 #2: "sl-cl" esp.f5f6877d@10.20.131.62 esp.7aaf335f@10.20.129.80
tun.0@10.20.131.62 tun.0@10.20.129.80 ref=0 refhim=4294901761

000 #1: "s1-c1":500 STATE_MAIN_I4 (ISAKMP SA established); EVENT_SA_REPLACE in
27623s; newest ISAKMP; lastdpd=0s(seq in:0 out:0); idle;
import:admin initiate

Cisco
ciscoasa# show crypto isakmp sa detail
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
IKE Peer: 10.20.129.80

Type : L2L Role : responder
Rekey : no State : MM_ACTIVE
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Encrypt : 3des Hash : SHA
Auth : preshared Lifetime: 28800
Lifetime Remaining: 28379

o
—
o
)
4
N
e
°
N

= ] §L§% 215 L}E+1ﬂ L]t+.

NSX Edge
NSX Edge”} STATE_MAIN_I1 Aol 4] #tge] F k= ol <51 o}, /var/log/messages= -9l sl¢] ] o] 7}

llNO_

000

000

Aug

Aug

Aug

Aug
Aug

Aug
Aug
Aug

Aug

PROPOSAL_CHOSEN"¢] A7 5 IKE "4 Al & vhA] AF 55 et 27k 9= sbsv o

#1: "s1-c1":500 STATE_MAIN_I1 (sent MI1,

expecting MR1); EVENT_RETRANSMIT in 7s; nodpd; idle;

import:admin initiate
#1: pending Phase 2 for "sl-cl" replacing #0
26 12:31:25 weiqging-desktop ipsec[6569]:

| got payload 0x800(ISAKMP_NEXT_N) needed: 0x0 opt: 0x0
26 12:31:25 weiqging-desktop ipsec[6569]:

| ***parse ISAKMP Notification Payload:
26 12:31:25 weiqging-desktop ipsec[6569]:

| next payload type: ISAKMP_NEXT_NONE
26 12:31:25 weiqing-desktop ipsec[6569]: | length: 96
26 12:31:25 weiqging-desktop ipsec[6569]:

| DOI: ISAKMP_DOI_IPSEC
26 12:31:25 weiqing-desktop ipsec[6569]: | protocol ID: 0
26 12:31:25 weiqing-desktop ipsec[6569]: | SPI size: 0
26 12:31:25 weiqging-desktop ipsec[6569]:

| Notify Message Type: NO_PROPOSAL_CHOSEN
26 12:31:25 weiqging-desktop ipsec[6569]:

"sl-cl" #1: ignoring informational payload,

type NO_PROPOSAL_CHOSEN msgid=00000000

Cisco

debug cryptos AH&st =5 A4 gk A Alake] FEHE A Lokes o] Fu o4 w A A 7} F A H o

ciscoasa# Aug 26 18:17:27 [IKEv1]:

P = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=0) with payloads : HDR + SA (1)
+ VENDOR (13) + VENDOR (13) + NONE (0) total length : 148

Aug 26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80,

processing SA payload

Aug 26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute

types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

Aug 26 18:17:27 [IKEv1l]: Phase 1 failure: Mismatched attribute

types for class Group Description: Rcv'd: Group 5
Cfg'd: Group 2

Aug 26 18:17:27 [IKEv1l]: IP = 10.20.129.80, IKE_DECODE SENDING

Message (msgid=0) with payloads : HDR + NOTIFY (11)
+ NONE (0) total length : 124
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Aug 26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80,

All SA proposals found unacceptable

Aug 26 18:17:27 [IKEv1l]: IP = 10.20.129.80, Error processing

payload: Payload ID: 1

Aug 26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80, IKE MM Responder

Aug

Aug

FSM error history (struct &0xd8355a60)

<state>, <event>:

MM_DONE, EV_ERROR-->MM_START, EV_RCV_MSG-->MM_START,
EV_START_MM-—>MM_START, EV_START_MM-->MM_START,
EV_START_MM-—>MM_START, EV_START_MM-->MM_START,

EV_START_MM-—>MM_START, EV_START_MM

26 18:17:27 [IKEv1l DEBUG]: IP = 10.20.129.80, IKE SA
MM:9e0e4511 terminating: flags 0x01000002, refcnt 0,

tuncnt 0

26 18:17:27 [IKEvl DEBUG]: IP = 10.20.129.80, sending

delete/delete with reason message

277 B A

chee 29 A4 HAA L 2aF ey

NSX Edge

NSX Edge”} STATE_QUICK_I1 el ell 4 #kg-o] Frbe] Qlsu b, 2 v A1 x| ol &= 2] o] 7}
NO_PROPOSAL_CHOSEN " 4| A & A &gl & o] vhebh o,

000

Aug

Aug

Aug

Aug
Aug

Aug
Aug
Aug

Aug

e,

#2: "sl-cl":500 STATE_QUICK_I1 (sent QI1l, expecting
QR1); EVENT_RETRANSMIT in 11s; lastdpd=-1s(seq in:0 out:0);

idle; import:admin initiate

26 12:33:54 weiqing-desktop ipsec[6933]:
Ox800 (ISAKMP_NEXT_N) needed: 0x0 opt:

26 12:33:54 weiqing-desktop ipsec[6933]:
ISAKMP Notification Payload:

26 12:33:54 weiqing-desktop ipsec[6933]:
type: ISAKMP_NEXT_NONE

26 12:33:54 weiqging-desktop ipsec[6933]:

26 12:33:54 weiqging-desktop ipsec[6933]:
| DOI: ISAKMP_DOI_IPSEC

26 12:33:54 weiqging-desktop ipsec[6933]:

26 12:33:54 weiqging-desktop ipsec[6933]:

26 12:33:54 weiqging-desktop ipsec[6933]:
Type: NO_PROPOSAL_CHOSEN

26 12:33:54 weiqing-desktop ipsec[6933]:

| got payload
0x0

| Fedek

*parse

| next payload

| length: 32

| protocol ID: 3
| SPI size: 16

| Notify Message

"sl-cl" #3:

ignoring informational payload, type NO_PROPOSAL_CHOSEN

msgid=00000000

Cisco

o 2o 4| Kol = kA 7k b QA kA A bl A3l Ehe] 28k 7 AL

Aug

26 16:03:49 [IKEvl]: Group = 10.20.129.80,

IP = 10.20.129.80, PHASE 1 COMPLETED

Aug 26 16:03:49 [IKEv1l]: IP = 10.20.129.80, Keep-alive type

for this connection: DPD
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Aug 26 16:03:49 [IKEv1l DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, Starting Pl rekey timer: 21600 seconds
Aug 26 16:03:49 [IKEvl]: IP = 10.20.129.80, IKE_DECODE RECEIVED
Message (msgid=b2cdcbl3) with payloads : HDR + HASH (8)
+ SA (1) + NONCE (10) + KE (4) + ID (5) + ID (5) + NONE (0)
total length : 288

Aug 26 16:03:49 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch

S =YX

PFS 47 &% 238 ebyul e},

P
E+f

T

[!10
rlo

NSX Edge

93] ALl o} 5o

PFS7} 25k 9] Q-2 34k ¢l %5 v e PRS7E A 8hA] ghond 25

@ ko] WA e

000 #4: "sl-cl":500 STATE_QUICK_I1 (sent QI1l, expecting
QR1); EVENT_RETRANSMIT in 8s; lastdpd=-1s(seq in:0 out:0);
idle; import:admin initiate

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | got payload 0x800
(ISAKMP_NEXT_N) needed: 0Ox0 opt: 0x0

Aug 26 12:35:52 weiqging-desktop ipsec[7312]:
| ***parse ISAKMP Notification Payload:

Aug 26 12:35:52 weiqging-desktop ipsec[7312]: | next payload
type: ISAKMP_NEXT_NONE
Aug 26 12:35:52 weiqging-desktop ipsec[7312]: | length: 32

Aug 26 12:35:52 weiqging-desktop ipsec[7312]:
| DOI: ISAKMP_DOI_IPSEC

Aug 26 12:35:52 weiqging-desktop ipsec[7312]: | protocol ID: 3
Aug 26 12:35:52 weiqging-desktop ipsec[7312]: | SPI size: 16
Aug 26 12:35:52 weiqging-desktop ipsec[7312]: | Notify Message

Type: NO_PROPOSAL_CHOSEN

Aug 26 12:35:52 weiqging-desktop ipsec[7312]: "sl-cl"™ #1: ignoring
informational payload, type NO_PROPOSAL_CHOSEN
msgid=00000000

Aug 26 12:35:52 weiqging-desktop ipsec[7312]: | info: fa 16 b3 e5
91 a9 b® 02 a3 30 el d9 6e 5a 13 d4

Aug 26 12:35:52 weiqing-desktop ipsec[7312]: | info: 93 e5 e4 d7

Aug 26 12:35:52 weiqging-desktop ipsec[7312]:
| processing informational NO_PROPOSAL_CHOSEN (14)

Cisco

<BS>Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, sending delete/delete with
reason message

Aug 26 19:00:26 [IKEv1l DEBUG]: Group = 10.20.129.80,
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IP = 10.20.129.80, constructing blank hash payload

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing blank hash payload

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing IKE delete payload

Aug 26 19:00:26 [IKEvl DEBUG]: Group = 10.20.129.80,
IP = 10.20.129.80, constructing gm hash payload

Aug 26 19:00:26 [IKEvl]: IP = 10.20.129.80, IKE_DECODE SENDING
Message (msgid=19eble59) with payloads : HDR + HASH (8)
+ DELETE (12) + NONE (0) total length : 80

Aug 26 19:00:26 [IKEv1l]: Group = 10.20.129.80, IP = 10.20.129.80,
Session is being torn down. Reason: Phase 2 Mismatch

o PSK =494 &5 225 vy o

NSX Edge
PSK+ 1507 2] vhA| ot ghf-=of 4] g Ak v of, PSK & 4bo] Al g 79 NSX Edge el =
STATE_MAIN_147} 5 1 o}, ¥ o] &= INVALID_ID_INFORMATION®| 38t v A] x] & A 4§k o},

Aug 26 11:55:55 weiqging-desktop ipsec[3855]:
"sl-cl" #1: transition from state STATE_MAIN_I3 to
state STATE_MAIN_I4

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #1:
STATE_MAIN_I4: ISAKMP SA established
{auth=0AKLEY_PRESHARED_KEY
cipher=oakley_3des_cbc_192 prf=oakley_sha group=modpl024}

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #1: Dead Peer
Detection (RFC 3706): enabled

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #2:
initiating Quick Mode PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1l msgid:e8addl0e proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

Aug 26 11:55:55 weiqging-desktop ipsec[3855]: "sl-cl" #1:
ignoring informational payload, type INVALID_ID_INFORMATION
msgid=00000000

Cisco

Aug 26 15:27:07 [IKEv1l]: IP = 10.115.199.191,
IKE_DECODE SENDING Message (msgid=0) with payloads : HDR
+ KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NAT-D (130) + NAT-D (130)
+ NONE (0) total length : 304
Aug 26 15:27:07 [IKEv1l]: Group = 10.115.199.191,
IP = 10.115.199.191, Received encrypted Oakley Main Mode
packet with invalid payloads, MessID = 0
Aug 26 15:27:07 [IKEv1l]: IP = 10.115.199.191, IKE_DECODE SENDING
Message (msgid=0) with payloads : HDR + NOTIFY (11)
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+ NONE (0) total length : 80

Aug 26 15:27:07 [IKEv1l]: Group = 10.115.199.191,
IP = 10.115.199.191, ERROR, had problems decrypting
packet, probably due to mismatched pre-shared key.
Aborting

EEE R PEIDEE FARE

I
b}
of
<l

95 A AA Aol o)

o

o}elloll = NSX Edge} Cisco ©l ko] = 7he] 4% 44

s

No. Time Source Destination Protocol Info
9203 768.394800 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)
Frame 9203 (190 bytes on wire, 190 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 0000000000000000
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: Ox00000000
Length: 148
Security Association payload
Next payload: Vendor ID (13)
Payload length: 84
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 0
Next payload: NONE (0)
Payload length: 72
Proposal number: 0
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 2
Transform payload # 0
Next payload: Transform (3)
Payload length: 32
Transform number: ©
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): 1536 bit MODP group (5)
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
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Transform number: 1
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
Authentication-Method (3): PSK (1)
Group-Description (4): Alternate 1024-bit MODP group (2)
Vendor ID: 4F456C6A405D72544D42754D
Next payload: Vendor ID (13)
Payload length: 16
Vendor ID: 4F456C6A405D72544D42754D
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)
Next payload: NONE (0)
Payload length: 20
Vendor ID: RFC 3706 Detecting Dead IKE Peers (DPD)

No. Time Source Destination Protocol Info
9204 768.395550 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)

Frame 9204 (146 bytes on wire, 146 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),

Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 104
Security Association payload
Next payload: Vendor ID (13)
Payload length: 52
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
Proposal payload # 1
Next payload: NONE (0)
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: 0
Proposal transforms: 1
Transform payload # 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Encryption-Algorithm (1): 3DES-CBC (5)
Hash-Algorithm (2): SHA (2)
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Group-Description (4): Alternate 1024-bit MODP group (2)
Authentication-Method (3): PSK (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Vendor ID: Microsoft L2TP/IPSec VPN Client

Next payload: NONE (0)

Payload length: 24

Vendor ID: Microsoft L2TP/IPSec VPN Client

No. Time Source Destination Protocol Info
9205 768.399599 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9205 (222 bytes on wire, 222 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
Length: 180
Key Exchange payload
Next payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
Nonce payload
Next payload: NONE (0)
Payload length: 20
Nonce Data

No. Time Source Destination Protocol Info
9206 768.401192 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9206 (298 bytes on wire, 298 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox00
Message ID: Ox00000000
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Length: 256
Key Exchange payload

Next payload: Nonce (10)

Payload length: 132

Key Exchange Data (128 bytes / 1024 bits)
Nonce payload

Next payload: Vendor ID (13)

Payload length: 24

Nonce Data
Vendor ID: CISCO-UNITY-1.0

Next payload: Vendor ID (13)

Payload length: 20

Vendor ID: CISCO-UNITY-1.0
Vendor ID: draft-beaulieu-ike-xauth-02.txt

Next payload: Vendor ID (13)

Payload length: 12

Vendor ID: draft-beaulieu-ike-xauth-02.txt
Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A

Next payload: Vendor ID (13)

Payload length: 20

Vendor ID: C1B7EBE18C8CBDO99E89695E2CB16A4A
Vendor ID: CISCO-CONCENTRATOR

Next payload: NONE (0)

Payload length: 20

Vendor ID: CISCO-CONCENTRATOR

No. Time Source Destination Protocol Info
9207 768.404990 10.20.129.80 10.20.131.62 ISAKMP Identity Protection
(Main Mode)

Frame 9207 (110 bytes on wire, 110 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox01
Message ID: Ox00000000
Length: 68
Encrypted payload (40 bytes)

No. Time Source Destination Protocol Info
9208 768.405921 10.20.131.62 10.20.129.80 ISAKMP Identity Protection
(Main Mode)
Frame 9208 (126 bytes on wire, 126 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
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User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Identification (5)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0Ox01
Message ID: Ox00000000
Length: 84
Encrypted payload (56 bytes)

No. Time Source Destination Protocol Info
9209 768.409799 10.20.129.80 10.20.131.62 ISAKMP Quick Mode

Frame 9209 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (10.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0Ox01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9210 768.411797 10.20.131.62 10.20.129.80 ISAKMP Quick Mode

Frame 9210 (334 bytes on wire, 334 bytes captured)
Ethernet II, Src: Cisco_80:70:f5 (00:13:c4:80:70:f5),
Dst: Vmware_9d:2c:dd (00:50:56:9d:2c:dd)
Internet Protocol, Src: 10.20.131.62 (10.20.131.62),
Dst: 10.20.129.80 (10.20.129.80)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBD0O9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0Ox01
Message ID: 0x79a63fbl
Length: 292
Encrypted payload (264 bytes)

No. Time Source Destination Protocol Info
9211 768.437057 10.20.129.80 10.20.131.62 ISAKMP Quick Mode
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Frame 9211 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Vmware_9d:2c:dd (00:50:56:9d:2c:dd),
Dst: Cisco_80:70:f5 (00:13:c4:80:70:f5)
Internet Protocol, Src: 10.20.129.80 (160.20.129.80),
Dst: 10.20.131.62 (10.20.131.62)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 92585D2D797E9C52
Responder cookie: 34704CFC8C8DBDO9
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
Flags: 0Ox01
Message ID: 0x79a63fbl
Length: 52
Encrypted payload (24 bytes)
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ZooKeeper

ZooKeeper+ NSX Controller 2] 2~ ¥ w| A &5 whedele Feholdd E Ay of 75 - ¢ o] o},
ZooKeepers AH-&-3ste] ZAEZ8] S22 AR AU T 287t Aesdvde 2 e BE =
= o 4 ZooKeeper7} #H& H oh= 215 o n| g ok ZooKeeper === Al B Z 2 A AE A A Ao PN
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el A 29 A = =2 A gb g del Aol AAEY 2 g 29A B 2 H o A o
o 4 ESKi EAER NP £FAL AF Pk 2754 APt srEre 259 A0 As A
AE AR olgta gk AFHe et e = A 294 e =2 A 2hg-Eel dg 2E NSX
e e Fgg vl gk o e e e 2ol 29 A6 de o)W A s S ATA G
c}.

kel 2fAbnt el d 292 9 weld kel 2ok e, F ool e wust el 29A ®
T shseel e g4 AgEw g2 2 gaest el 29 A mE el A ek e
sosh B 2 ARE D S Qone A=y T st FE ek o8P AL VEY 2
Aol 3 vl o] B - Abel & slihe] £smnk A glem R W e A Frke] A o}

AEZe] o7 opfu Fel a2 vl A e kg S o] A sle] e A 29 A W =g A glg
Wel £%9e ARG

NSX Controller Bl 3= T A

NSX Controller= NSX Managerell <] &l OVA & 4 e & w25} 71 e 2] Fejxe sl glow nrhe4
o] B Asl}, 7 = £2] 5 v £ 3sl2] w1 NSX Manager, vCenter Server % ESXi &~ E¢] DNS % NTP7}
TA = o] Qlofok gtk AA IP E5 AHE3te] A4 AEE= o IP F4E deal o 3 et

W & o] g~ E o NSX Controllers -fr < st21% DRS A& = WA 72 & F-& et 7l o] S5tk 371 ¢
NSX Controllers #ll & &l o g o},

AES e AuA FA

m  show control-cluster status %2 -& 7l EZ2] 7} Alo] 2] 2ol A5 EA] o5 2ql

7 91g A Fe ek 2 A= Bl el o] Wue Aol A Felsw AelF el

oF g},

controller # show control-cluster status

Type Status Since

Join status: Join complete 10/17 18:16:58
Majority status: Connected to cluster majority 10/17 18:16:46
Restart status: This controller can be safely restarted 10/17 18:16:51
Cluster ID: af2e9dec-19b9-4530-8e68-944188584268

Node UUID: af2e9dec-19b9-4530-8e68-944188584268

Role Configured status Active status
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= NSX Manager<} NSX Controller % 3
ulaly o] B R xlrlo 7 o] &l kAl ek o},

L

m  vSphereol A A& 7F58t ~E A9} o] AEE#F T8 E]
=

Z-ol vCenter ¢| 8l E 2 z-¢]

api_provider enabled activated

persistence_server enabled activated

switch_manager enabled activated

logical_manager enabled activated

dht_node enabled activated
F}3 AEZe 229 Ao #o]A M join cluster force join % & AH&-3lA] =HA4
Al L. o] HE =2 odAE ] 93k Aol of Y} o] HE S FPel T A=

e R EEEE EEMES EE RS EE ke
AEQ el e, o %5l B o] 4 vl s A ob e aw Wl sl Ldso] gr 2w abil o)
AL, ol FHaE Pl dFE A A ek o,

BE ZeaE vt FUd Felaw IDF AR} ek 2w A el 2eaw ) FukE 4
o7} 5 =2 VMware 71 % A4 Bl% Fa e of gl ek

show control-cluster startup-nodes & &
& Aol obiueh HAl, o] FEe AEE TRt
ZFHaEof FEAERS = o AR E vHE AEE

FrE gAY Fel At A AR Qi el 248

=3} show control-cluster network ipsec status @5 AF-&3lo] IPSec(Ql Bl vl Z 2 & &
N e E ZAS F s AEE Y Lol A AL kAR FAD & glod

il

Iz

cat /var/log/syslog | egrep "sending DPD request|IKE_SA" W& & A d sl & 7 oA]
A 7F =g o] gl b =4 2l g v} ipsec statusall | egrep "bytes_i|

bytes_o" W& At A= 271¢] IPSec Bl 2] 91 =4 &9l d +5 ¢l 51 ok VMware 7]
= A At Al Al = = Ale] FelaE wAlE add ol WE e EH AEEY =

25 Al

~
%
-Q,
iy
Mo
-5
o
g
2
uls
ne
rlI
22
|o
i
it
ACH
=
m
10
lu
Mo
)
k=

mware® vSphere Web Client # @&

4 Networking&Sec. |+ %9 X | [5] TaskConsole
G} Home = E
L-‘j et > Task Name Target ;slus
8 Rules and Profiles N Deploy OVF template g Momt-Edge o Insufficient disk sp...
g Deploy OVF template Mgmt-Edge Insufficient disk sp...
_ vCenter Orchestrator > Sl J 2 g B
Create virtual machine Datacenter + Completed
5 Networking & Security »
|| {  Scan Q 192.168.1.202 v Completed
% Administration >|  Update option values @ 1921681202 v Completed
Enable agent @ 192.168.1.202 v Completed
L 1 - (= PPN, P i

m 'rogue" A EE 7} A A AV ol el =5 21 E 2 7 A7 s A (Disconnected) - E <

c}.
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m  ESXi ©~E % NSX Managere] DNS7} Al o] & -4 =] #] ¢k gksr] e
m  ESXi 2~ E ] NTP<} NSX Manager”} & 7] 8t = A 9k oks ] o

[J esx-01a.corplocal = Actions v

Summary Monitor | Manage | Related Objecis

Seflings | Networking | Storage | Alarm Definitions | Tags | Permissions

4 Time Configuration
¥ ¥ulstMscines Date & Time: 5/9/2016 9:08 PM
VM Startup/Shutdow
ArupERdown NTP Client Disabled
Agent VM Settings
NTP Service Status: Stopped
Swap file location
MNTP Servers 192.168.100.1
Default VM Compatibility
« System
Licensing

Host Profile

Time Configuration

Authentication Services

n AR QA" VMo vl E 9] Aol AT glomd A o] 5

Eiasheyd

A

ne

G olguch A= el E e

Mo

3l ESXi &~ E ol 4] esxcli network vswitch dvs vmware vxlan network list —-vds-
name <name> &S Al g elo] Alo] - Ae] & el iAo, AEER dAA o] #oAA l=A] el
Al A &

an network list

ed [multi

m  show log manager follow NSX Manager CLI & & A dlstd A E S vz Ao o3 o &
o= Ftetd 4 s ok

28c5157-abf3-718e-88c5-422091389211

2014-02-26 10:09:44.932 GMT DEBUG VcEventsReaderThread VcEventsReader$VcEventsReaderThread:301 - got prop collector ug
ctReference: type = PropertyFilter, value = session[d46b86a2-7a1@-c17e—6ebe—8ab252eedefd] 527420f2-bdd7-529b—8ab6-17d14
6E3-4A64-96D7-5833C287588F

2014-02-26 10:09:44.937 GMT ERROR taskScheduler-25 VCUtils:184 - Error while waiting for property collector updates.
com. vmware. vim.binding.vim. fault.NoDiskSpace:

datastore = datastorel (1)

inherited from com.vmware.vim.binding.vim.fault.FileFault:

file = [datastorel (1)] NSX_Controller_lc3dd18d-8cd3-4d7d-896b=51247176ae77/NSX_Controller_lc3dd18d-@cd3-4d7d-896b=517
inherited from com.vmware.vim.binding.vim.fault.VimFault:

inherited from com.vmware.vim.binding.vim.fault.NoDiskSpace: Insufficient disk space on datastore 'datastorel (1)'.
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ok Wl e ARGt T 2E A e {E AU A AEE s el v e Ao

o

show log cloudnet/cloudnet_java-vnet—controller*.log filtered-by host_IP & & A}
3o W AR L F BAE B

chg e Agalel meld A9 A/ WA BA = Ee AR SEE GG

m  show control-cluster core stats: A &4

m  show control-cluster core stats—sample: Al 574 A%

m  show control-cluster core connection-stats ip: <172 &7

m  show control-cluster logical-switches stats

m  show control-cluster logical-routers stats

m  show control-cluster logical-switches stats-sample

m  show control-cluster logical-routers stats-sample

m  show control-cluster logical-switches vni-stats vni

m  show control-cluster logical-switches vni-stats-sample vni
m  show control-cluster logical-switches connection-stats ip

m  show control-cluster logical-routers connection-stats ip

N\

m  show host hostID health-status &5 AF-g-3lo] o5 Fel Ao 9= T 2B AHE gl
& ol A s A S 2SS b Al A ARE A9 5 o

m  net-config-by-vsm.xml¢] A EE&] 53} 57] 3= =7 el g},
n AEEH o g £ dAe] =A Fl g
= VNI(VXLAN H| E 9] = Al APy 74 A A =] ol =] of -4 o] EupEA] gl gh e,

s UNIZHohaE AEEH o] 45 x el sh(Alo] Hot A g E =% AR A5,

s Felavle] 37 ol o] A= Ee] 2= wEH 9l A 2l ek VMwaresl 4 v ol ] 5 vSphere
A S E TAE 43 $URESKI 2ol F o] 49 AEFe] mEo} i 57 GES = 3
N

A gk o
m 25 NSX Controllerel] ¢174 5 AFe) 7} 34 5] =4 golgch AEE2 2xof 14 @A 5 4be) 7}
A g e 7 EE2] =tof td] show control-cluster status &S A3 3lo] o} A7}
o A ol x| kel gy o},
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3 Al

17 Aol A4 4=

shub4 A ZFejow ool g4

Ze) 28 ID BEAEEY mrd U@ FUT AN

4% T3€ e A A
api_provider Ab-& 24 g5l
persistence_server AF- &4 st
switch_manager b SIRCRI
logical_manager AbE- 3 4] B} =
directory_server Ab&- g4 3h=

®m  vnet-controller Z2A| 27} A FolA] Folghrh mE AEE2 =EoA show process &=

A3 33 java-dir-server 48] =7} Al g

3
=]

;&Lo]—g} T A~E oA %ﬂ-] ¥l w2 \yYN| o1 A Al rH o) H] Z Ak e iE% uﬂju} x]_ﬁ ttiﬁ
T

g 755 gl T 4E A 2 A7 A A e A A

3 A7} gl=A 2l g, o] & 2elsl#wl show control-cluster history ™ &S A g g},
w3l o] ul e kot A Tﬂr*] Al 2w =R oA 5 FA ok 277 00l thE Z 2 A A IDE 2
= Be Z2agldde] gleA el g

= VNI(VXLAN Y] E9] 2 A 2}y 7p 5-4] 5] of ) Xl 2hel g ok, A4l g Wi g2 VMware VXLAN
A

Deployment Guide©| VXLAN <=4] 5HA] Al

s AEZY FelF oA SSLo| AbEE =5 AA s o] QleA el A4 A EE] = o)
show log cloudnet/cloudnet_java-vnet—controller*.log filtered-by sslEnabled &

= Ad g

Y= A AR ZA 2

2] (Management) ol A ol 23 x| ol A]7F 7 35 & 4 9574 ok NSX Controller+= - A1 < A 7H&
744l Y22 2ol A Abgal] oF g .

Haa Al A7 A 1)

Yoz Al A7 A e ez b4 e Ald A7 A E By e E ek B g b 7 NSX
Controllerel] sl v~ A <] = S 7
e 5E(Z]EF) ol F Hatol dHF ot o] g A A7k Alg
Hleh At A zke] vhe g ml e ebely] At Al Al g ek 7R e R =2 9 H ek 2= 200ms
2,52 A Huk 2= 100msE AAH ek =& Al Az 7 A

2| Al o] A Zhedell o g5 v A ] e,

o]

NSX Controllerel] W38l tf == x| ol A 71 7 35 2 ede] o5 AAE 43 ¢ o),
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o}
2 Networking & Security = = g tt A X|(Installation) & < = 3] c},
3 I (Management)oll 4] 2 83k A E 2] & o] 53 & v]&3 7 31 (Disk Alert) & 25 = o},

Bz Ael A7k A o] bk el

192.168.110.33 - Disk Latency Alerts (x)
Device Mame Latency Type Refresh Time Last Latency {ms) | Average Latency (ms)
od sda Write 9/26/2016 215 PM 32 7.908
o4 sda Read 9/26/2016 1:08 PM 0.0 0.0
&3 dm-1 Write 9/16/2016 511 PM 0.0 0.0
oh dm-1 Read 9/22/2016 4:31 PM 0.0 0.0
& dm-0 Write Q/26/2016 215 FM 3.64 9822
& dm-0 Read Q/26/2016 10:05 AM 0.0 33334
G items
/A Disk Alert
5 78 19216811015 + Connected [N
Ay Disk Alert

23}

Qe AEEe ol B A A7 A A0E %

I

4 <-4t} cloudnet/run/iostat/
iostat_alert.log Ztdell 79 &<t 742 2 27} A 25 v}, show log cloudnet/run/iostat/
iostat_alert.log ¥ & & A-&3te] 2o sl & 348 &+ 5

tgoll e 24

Heeg Al A 7E A #l Aol gk AAIgE &2 o= Al el A7 Al E AFE S Al £

= w| A A of] e gk Al gE B2 "NSX 270 B A]=H] ojul BN & FFE G4 A £
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EEHE e A A 7S A Haao A Asdof ik FeaEHE 7 ki Hd taa AE
Al 2~ dl o] 300msi-tF #He F o] 227] A o] A7k} 100msk-of 2FS FGf 27 A A 7FS zke E g
gk o}

sEEA Azde] o £T AL FHA Fohul Fe A B AA ] A 20 hEErg o]

<& 5= NSX Controlleroll & €% += TCP 441 7] &= ©] ©] 4} show network connections of-type
tep M 9 ol vEbbA g5 o

Aol #2 AEFHE FEA Ge, BF 022 T4 9 UUIDE AH§ale] Zelxelo] ddeleln

show control-cluster history ™ & & A &l sl th5-3} v] =3k vl A A 7} 4] § ] o,

INFO.20150530-000550.1774:D0530 13:25:29.452639 1983 zookeeper_client.cc:774] Zookeeper
client disconnected!

NSX Controller <9l 4] show log cloudnet/cloudnet_java-zookeeper#*.log & & 4l 8 3}

chg st w23 g5e] T3}

cloudnet_java-zookeeper.20150530-000550.1806.10g-2015-05-30
13:25:07,382 47956539 [SyncThread:1] WARN
org.apache.zookeeper.server.persistence.FileTxnLog - fsync-ing the write ahead
log in SyncThread:1 took 3219ms which will adversely effect operation latency.
See the ZooKeeper troubleshooting guide

eis
=4

it

Y.

i

NSX Controller & ol & t}g3} v] 5238k 5o

DO525 13:46:07.185200 31975
rpc-broker.cc:369] Registering address resolution for: 20.5.1.11:7777

DO525 13:46:07.185246 31975
rpc-tcp.cc:548] Handshake complete, both peers support the same
protocol

DO525 13:46:07.197654 31975
rpc-tcp.cc:1048] Rejecting a connection from peer
20.5.1.11:42195/ef447643-f05d-4862-be2c-35630df39060, cluster
9f7ea8ff-ab80-4c0c-825e-628e834aa8a5, which doesn't match our cluster
(00000000-0000-0000-0000-000000000000)

DO525 13:46:07.222869 31975
rpc-tcp.cc:1048] Rejecting a connection from peer
20.5.1.11:42195/ef447643-f05d-4862-be2c-35630df39060, cluster
9f7ea8ff-ab80-4c0c-825e-628e834aa8a5, which doesn't match our cluster
(00000000-0000-0000-0000-000000000000)
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o_] fe)
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o] A= taz Ae AR eldl] WAl e 4 9l 2w NSX Controller 2] 2~ Ef ol 7] &2 o g5 n A 1]

=3

m /var/log/cloudnet/cloudnet_java-zookeeper log ¥} el A fsync | A Al & Ao} =2 t A3 %
el gt e}, fsyne7t 12 ¥tk 2@ Z 2]l ZooKeeper+ fsync 74 3L Wl A Al & ¥ A 6bH | o] = vl 227}

Y 2] ehe )] Q) o VMwareol A& Al o] 2] 2E 4o 2 LUNGe2] d Bhe |

A, Aol A7 Sel A Ale] Zel 2ol o A 2B A o @l o] & o] Bak Ag ARG e,

s 5E(1EF) o5 Aol AHE U7 Al A2 D 2] A A7 ALE B 4 DLk o] e A
3 =

A A7 ARE T W A g 2 AdE o AgH o G A 7be

Azt iAg et 72 o2 2 YHeba= 200ms®E, H& HH A=
show disk-latency-alert config W& & A& F 5k 82 oh 2 o] A5 o},
enabled=True  low-wm=51 high-wm=150

nsx-controller # set disk-latency-alert enabled yes
nsx-controller # set disk-latency-alert low-wm 100
nsx-controller # set disk-latency-alert high-wm 200

m  GET /api/2.0/vdn/controller/<controller—id>/systemStats REST APl& AF-8-36lo AEZE2] =
o Aol A7 7 3 Ae & 7FA s e

m  GET /api/2.0/vdn/controller REST APIE AF-§-6lo] tf 23 A el A7) a7t AEE2] 2xoa] 3H
A=A o] 5 vheba e,

SEEE

N
)
o
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i
A
|
.3
2
O,
[>
lu
»
fr
AL
2
3
fl
>
o
ofi
o
o
A
X0
N
Ty
i
)
2
2
of
e
e
o,
>
lu
>
i
AL

das B ol g AAg HE2 o Al el A 7E Ao 2] AFE A A 2

NSX Controller 8] ~H 27

2] 28] ©] NSX Controller == % #l1h7h Asal = 5 Ao 7= %2 & A% A5l ek, el 2 s
AR EEE EESE Rt e

A

NSX Controller &2~ 7} A ] gl 51 o}

1 vSphere Web Clientel] & .91 §Hv o},

2 Networking & Securityll <] 23] > 32](Installation > Management) & 22 3] o},
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NSX &7 #l 4 7pe] =

NSX Controller 3= = 4l el A [7]o]] & el vl e, [s]e]] Dol 54 A7} E4 5] Fe] 2 )
so] A=Ee] Aol LRk gt AP ek Wk GAE dolol @77 9l AL b e A
FARE weinl o) A TP

N

AEE2] Sl 2Hol A [F]o]] dofl A7} 341 =" ZF NSX Controller CLIZ & 23] 5}¢] XVﬂ gk Al =t
< 43 g o} show control-cluster status W& & A ste] 7+ AL E2] e Ae] & A g3 o,
HaEY e AEEY = 5L F2 28 UUIDE 2 A ut F2] 2~ UUID7} vl H Zi—‘iiﬂ«]

2.
=
UUIDSF 2x &84 <= 9l <+ Bk NSX Controller v 2 4] o] A= sl 2 w2 F-Aof chgt A v & 2

o B Bl AR EY FAAUS A 23] Aol e DA F Aol FAE A AT 5

Q

Y
[
i
)
fo
2

Qo] AR 9leA gelgh,

Pt AEE oM b2 e g Al AR w gt AE S 2 pings S ek
E 9= A 7} k7 = = NSX Controller vl 32 4] o] Awd o & &) 4 514] A] &

¢ th= CLI W ® & AH&3dte] IPSec(dl Bl Yl =2 &5 Both) e & 2ol g o,

m  show control-cluster network ipsec status &S A&l IPSec7l AF8-= =5 A
A= Q=R 2l g et

m  show control-cluster network ipsec tunnels % & & A-&3l¢] IPSec €]l d 2] A= &

el g,

IPSec e A 25 A}-8-38Fo] VMware 7

e
>
e
o,
lo
Auj
N9
o
e,
-
bri
%0,
o)
T
Y

d EAZFUEGD BAGL obd A AFR DA B b W EEAF QNG S Y%
mEg A PEaeE 4% @ @ AETelut A ¥ el Frivh SAN AEEY FelaE ) B
olbe] AEEe] o) Ase Aelolnl e A Ee FelaEE B A¥E ek A4 2
ol A =EE ANEE wl e G4k 2 o] Fol| T AT A B b, T 24
ol AlHw 4 H gl A Shel g e,

AEEHE o T = AR D S O T obA g F e E S

s AR AEEY REE A A AEEY REF b W E 3o}

s U2 AEE FeaEE AAoln A AEEe] 2o 2E S o) £ o

B 1 EAE AEE AA B A A EEE o] w2

Hld] 2: NSX Controller & 2] 2~ €] thA] vl &
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NSX &7 #l 4 7pe] =

e AE

8 dE BEZ 22l 2 A AEEY vhA] w2

= #] Al NSX Controller 221 €l & thA] vl £} A] ot x £A] | A& A =& F 95} o] il =
=1 A <=4F% NSX Controller 2= =% 4FA| gk th5, Al NSX Controller ==& 8l & 3H] o},

A=}

1 NSX Controller A+~

NSX Controller® 7}A] & == A A o 2 AR 4= 9l b, A AkA o] Al A &Axlo] 4] = =2 A
Adto Al B 2714 g e
2 NSX Controller tHA] ulj

EdHAEZ 225 AT Foll= A AEEY 2ES il E g

NSX Controller 2}HA)

NSX Controllers 74 & &&= #
7] Aol t+& £AL g9l g}

>~

>,
22
[o

2 AAE 5 Qe AR A A A E xEE A A

s A NSX Controller == ¢l &) o] = =}gf o] ¢l 51 o,

n AEEP F 27 A Aol AEER] F]2EH APl A& AT 4 s o
m  vCenter Server Qo E 2ol 4] 7}A 2 T ~E Alg7} 49 2 AY AAL 34 g

A AA AAANA = AEED 2=E A A Aol Sl AFH 25 daldhA Bm

= vSphere Web Client Ul ®=+= APIE &3l AAl sl 7] Aol 21 E &2 VM5 AFA| she] oL A] = 381A] mh4]
Al e UlE AF$3 <= ¢l " DELETE /2.0/vdn/controller/{controllerId} APIE AF-53lo] 7 &=
2212 Al 41 4] 5

o AbA] B 7]E Ze) e} ok el AHelAl 2hel g o,

n FEAEE EE RS AT = AEE2 7ZA| AlA (Forcefully

- ]4 ] EE}*OL 7 E%g{ VMo] xJJ_xq o 7 /ﬂ-xﬂ

M ALE 23 UIE AFE3lo] A EE2 VM

=
remove the controller) &4 & A}
= =A gl et A = A 2
= AHA A Al 2
m AHA Aol o] Aslste A VM AHA S S 8l
(Forcefully remove the controller) 41 <

API¢] 7] - forceRemoval "I 7] ¥l 4% true®
1.3 U5 AE3te] 7 EE2] VM-S AHA a4 A 2.

s THE eE Felant e Ao o §8 4 YorE At A 342 A g e 4
57} A a7 Aol ARAl L =% Al F ol of G ek
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NSX &7 #l 4 7pe] =

A &~ vCenter NSX 37

= vCenter Servercll A A 4] 71 E &2 VM& AHAl ot A vk A€l & 12 A<
el (Status) < o F7]3}=] 2] ¢&-2-(Out of sync) A el 7} E 4] 5 1] o},

A 45 A sk o) 4

rlo

ak A Feka gk o] 22 2 vCenter NSX 2H7 2] NSX Manager H] ©|

m ZAEEH AA 7R EAHo R
) © ™ DELETE api/2.0/vdn/controller/external API& AF-& 3 o},

Bl o] 2ol vkl )

n 71 EE2{5 NSX Manager APIE %3] 7} 5 & 7§ removeExternalControllerReference API<}

forceRemoval &4 & &7 A& o},

71 2 2] 7} A4 = NSX= VM €] MOID(2He] A Al ID)E AF&-cled vCenter Servers &2l 71 &
= VME 2HAl 3 A& 27 @ vk vCenter Server”t @l & MOIDE VM+ b5 4 ¢l ol NSX+=
AEZe] A SH el A5 Buslan 2] S Frbghy o

74 A 2HAl(Forcefully Delete) 541 ¢ Al Bl 5w NSX+= ZA = E2f 44| 2H¢] & S ababa] ¢u A=
229 AR E A gk 8 NSXE AAH A5 o] o] XA GEE T E TAES
ol ek el 28 A vk AEE= VMe| A3 &4 A o] oh-2 MOIDE 483l A3 ==
ZAtole AEE= Felae o W2 Ao slr] Sg AA S o] of Ad = A o

2] oo A ESXi E2Ex o] oA Al H 7l EE] S A FelA gong o] A EZe o gyt

A weld 294 mE S E e AN A EEA Gl

[ei

NSX Controllers ~tA| st & wl o5 A A5 3 g o},

RS

1 vSphere Web Clientel] &3] g o},

2 Networking & Security = & = ¢t & A X](Installation) = &= $H o,
3 | (Management)ol A AA| sl = A EF2 & Al E g o

4 2HA|(x)(Delete (x)) oFol &5 F3 3o

5 2}Al(Delete) == 7}A| A (Forcefully Delete) 5 A1 ) k1 o

o A 2HA|(Forcefully Delete) 4 & 4l & dh= 7 ¢ 2 =& = AAA o] A 27 A
vk o] A& 2E A E FA Bl bl o] Hul| o] 2ol A dlo] B & A g ek 7he gk Al ol 5
o & Ay F = doF gk AEE VMe| Al E 9 EA Eeldof Frh 228 A e A
vCenter Servers 5@l A4 3l oF g o},

Fa Felzse o vpx et A E Ee] g AA sl 7 ZHA] Al (Forcefully Delete) 41+ Al 2] 5} o
ppA e A B Ee] 2= s A A oF gk A A"l AEER I GlE A TAE e A RE
2 25 Fol Ak Al AEEe s vl L5 2 F7] 8ot shed W kA = A VM EE vMotion & &
o] &gk VMol A Wl E9]7) Al 7} A g e,
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NSX &7 #l 4 7pe] =

6 dl(Yes)= T Futh AAA AEE2] Aol A vhs AR 2] o] Al g v
a >=9 AdE Hdd
b Z=H AHE gl
c FElzEHzE AL At ol A EEE o A AL AA LA S AAF
d ZH=®7t A A A5 AEE Y VME AlAG L =9 IP F4 5 @Al
e ErlxdolA AEE VMY IDE AlA T

AuE A EZ2]7F AHA E W

7 Z4Y > FEEE AH Ydlo] E(Actions > Update Controller State) = =2 le] 71 E &
713 =

NSX Controller t-A] vl 32

AR AEE 25 AR Tl A AEEY =5 2P

2}

1 vSphere Web Clientel] & 781 v},

2 Networking & Security°ll ] 2 %] > 3&](Installation > Management)= =2 3 o},

3 NSX Controller =& A 4 o] 4] ¢ gF-& ut

e ArEe
S A A&7 v} NSX Controller A5 AR 3} ¢

o :

MEX Comirollar nodes

= =

HEE 71 Fel w o

* x5 @
HE5E Comfroller Dolads
201 Sonirgles 10 canirollar-4
192 168 110 502 ClusletResowce Popl  Management and Eage | Resources
\| Datastere a1
Hoat 152 188, 190,53
4 Xx= F7H+)(Add Node (+)) °}o| Z< 23 ate] Al NSX Controller 2= =% vl 2 g
5 [AEE= FrHHEAAANA =5 F71S vlo] ] AlHE At 2125 A4
a AAz FelsEHE AYPE e,
b ZelaH " A2EAAA [ZAE]E AY T
¢ FAEE 2EE AL
d >=xof &3P Fart 239 IP =& AP o
e EJ(OK)E et AA7F shed wi7hA] 7okl £ =7 FAF Abel A 2t
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NSX Al &l A 7}o] =
AEE2 = Folol o gk A4 & W& "NSX A #| 7}o] =" 2] "NSX Controller &2~ ¥ v 2"E Z+
A4 2
6 Zd > AEEYH A HHlo|E S Fslo] AEE2 Ae & A F 7] 3 o

[AEZ2 A i el o] E]= NSX Manager®] @A VXLAN % =2] 4 &
vCenter NSX vl 22| #l & /MA 23h)e A e Tl FA e

2

e (2w

HJ‘:S 2: NSX Controller =t 2~E] t}A] vl L

oS 27 & shet = @l wEl= 7 -9- NSX Controller 28] 4~ 8 5 AFA| 8+ 7l o] 41 o}

m Gl o]Ate AEEF wro] AW Ao AL BT gl o

rj.]_‘
ut
e
)
o
=
i
2
=
2
ut
_?L
)
<
x
C
=
Z
<
Aﬁd
of
N
oty
bl
H
Ach
2,
I
>
B
4
a
N
S
S
2>
=
%
)
i

1 vSphere Web Clientel] & 781 v},

2 UESA P B> AR > HAe = o] 5

3 NSXController 2= A Aol A Al el AEFEe] =25 25 AR gt ghilof ghite] 2= & Al
b 2bA)(X) ofe] 28 Z 2 g e

A xdo] AEZ] 7 glom e e s A" w oA AEgch A AE S w] T2 B
A

Bpot sk W 7hA = A 7Pk Al g s wpo] e o] A b A]Hlell A M| 297 Al o} i

4 A ZEZP =t 305 wjE3le] 7|5 NSX Controller 2] =¥ & A4 gy o},

A% 28 Folol ol g A4 T v &L NSX ALA 7he] =" ¢ "NSX Controller 22 2] ] £
sk A o

5 24> FAEEH A Helo]EE FH ot A= E] AuE AlE 7] a3k e

M AEEE = 2 EiiEi o Atod kAt FholelAl ke o 9l Bhol L A E & VM(ZHE Al =|) e £
AehA = VMY S 5 v ek NSX Manager+ vCenter Server ¢l ¥l E 2] ] 2E5 VM 555 57| 23]

o}k, 7k4 71 E &2 = vCenter Server =+ 2~ E 7} NSX Manager<] &4 ¢l¢] 71 = &2 VM& A4 6} A
1} vCenter Server o1l £ 2] 7} A E &2 VM| 4% MOIDE 7 & ol A4 5 o},
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NSX &7 #l 4 7pe] =

71 E &2 7} NSXell A A4 =lwl 41 A 7] NSX Manager Y-l A 7% 1] v}, NSX Manager+ vCenter
Servers &3l Al Z EE2 VM v 3 o

01-J

NSX #2] Al+= A EZ2 & A4 sl7] $]8] NSX Managerel Bl & IP 54 £5 £3tals 745 Al ey
t}. NSX Manager+ =l 4 IP 45 Al Ao, A E&2 742 vef A ¢} &l o IPE vCenter Serverell o
VM A A 24 © & 4] 4] §hu of. NSX Manager+= vCenter Serverell 4] £ 4] o] A e] & 261 wj) 717

7] e o e,

m  The controller creation process was successful: Zl EE&2] VM| A 34 & A4 =v vCenter
Servert 7 E 2] VM< A 2t gh Y tF. NSX Manager+ Y Al 7 E£2] 741 A 1.9} 7] VM2
MOID(+2] 7} Al ID)& A %3 eF. MOID(% = MO-REF)+= vCenter~} &l & ol vl & 2] 2] =& 7 A of
il J—Tr?fP A #}§) ] eb, &= gk vCenter Server= ©] MOIDE &3l VM5 574 3t¢] VM|
vCenter Server <l E 2] o] ol -2 o} §l=x] 2kl gk e},

m  The controller creation process was not successful:IP % W ES =2 17 F4J o] ZE5 75
NSX Managerell 41 vCenter Serverell <17 s} A -3k 4= 9l57 1] oF. NSX Manager+— #=| 2| 44 5 A 7t
Fot A7l gkt FA4 FejaEof AT dd x = A S FHAEHG HAY A )2 A AE
225 A4 g ek elel w7} w5 5] w1 NSX Manager+= vCenter Serveroll VM-& 414 5l = 5 ¢ A 3t
Yok IP Fa7 £ 2 oA vhks] 2 NSX+&= 7 =2 A4 A s Aol

7V NEZH 7 AL EE A

NSX Manager”} 71 & 4tAl & 2 A 3}+= 7 % vCenter Server= MOID & A}-&38lo] AHAl & A= &2 &

VME E5] o

2]} vCenter ~H4 © & 9l &l vCenter Server <l ¥l & 2] o] 4] 7dEif31 VMol A| A = = vCenter* &l & o

o] ] ] o] 220 A MOIDE A A g e, 7iE§—E% VM- vCenter ¢l E 2] ol 4 A 71 1 Fol = NSX Manager
of A of A 3] Abs=w] & Ael & A3 4 gl5 ] o 81| uk vCenter Servere] ¢ %LOJW% 7l E Z2

VMol = o] 4 EA kA ¢EAl 5 U v} vCenter Server~} @l 2 <l ul £ 2l el A VM-S Al A sl e 2k = VM) A
A=A & sk VMol of A e &4 AEjel - NSX 2l E &2 Fel 2= ol Ahofsta L7 v Ao
abe AL A] = sk Al 5 e

e b AE T S el b QA g o

a

m vCenter Server #| AL 7} lul Eglol A AEE8 VME 238l 2 A2EF A AU g T
E 5 i F71g ok S22 7} Al A= ] vCenter Server’t £ ~E 9F 917 5 MOID 2 %35 VM=
R AA g vh 3B 7b el ohA] F=7bE E vCenter Server7l S E 2 VMell A - MOIDE
gk gh o NSX AR&-Atell Al = Z 2~ E oF VMo] o A 3] &< 3} #] 5k vCenter Server®] 317 o A1 = &
*ESHL VMol Sk 3] Al 2 A ek 2 AR Ao ® e S ~E} VM of A3 Aok &

FUh 325 VUM Hell A A== ol Ze]Al o] A2 ZebAl A k5] o

ru}L

$~O

m vCenter Server &2 #} 7} vCenter Server == &~ E 32| 5 A}-¢38lo] 7 E & 2] VM-S AHA| & o},
o] 24l = NSX Managerell A1 A #F=] & ¢k gks7 ] o,
m 3} o] A fol A Aol = VM AR ool A E BE T AE(ATERA QFE Z3E T o] A5
PN

gal = =
I VM- vCenter Serveroll 4] <=4 Hut ofv] g} F2] 2 2 NSX Managerell 4 = <=4 5 v o}, 8}

ol
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NSX &7 #l 4 7pe] =

iy

Al ub o] Al 7} NSX Managerell A A #2H=] #] ¢kgk o = & NSX Manager % 7 E &2 F&] 28 & o} 4
22l 7F o A 3 %i’é‘}‘;}l 4tk NSX Manager® uHghsl A EZ8] Ael= o] AEE8 ==
gom Feag ] ARt ofyn] Ulel F4]H -5 vrERs U ok, =3 NSX Managerel += 8l
AEEelo o o] A4S gls5 el = 225 95k

N
o
Ho |m
i,

M AESE I} AL W 5T A

Add 2 A ege s 578

1 NSX Controllere] <17 o] %4l ol

2 2o gus AR L. A EEY VMe] AR A E YA E45 75 7 Al 2HAl(Forcefully
Delete) %i—% Ab-g-8kol NSX Manager H ©] Bl ul] o] Zof| 4 &5 =] 9] of g o}, R4 E ] -2 NSX

n AEE VM| AA 2 A E 9 =R 2kl g o,
m  show controller-cluster startup-nodes & ¢] &ul2 AEEe|ut 3 A 8l=#] &l ]},
m  NSX Managerell gt syslog & 5] v o] 4 7} A EE2] 5 J A oA ¢=A] 2l ot

NSX 6.2.7 ¢] %4l 41 NSX Manager<= vCenter <1¥l & 2] & gglale] 721 E 2] VMe] €12} MOIDE 7| &<
2 ot ol Eelo] of A 3] EAlsl=A] 7 =g ok NSX Manager”} oldl E 2o 4 A EE2] VM-S A5
 $1+ 7+ NSX Manager+ VM<2] ¢l =8l 2 UUIDE AH-&-3led VME 7 A1 ¢ ¥~ UUuIDE VM
WHell Al 2= =2 VMe] vCenter Q1B B 2] of] t}A] 7] o] = ¥ 7] 5 A ¢k<51] ok, NSX Managerel A 1 2=
H 2~ UUIDE AHE-3le] VM 255 4= ¢l 7% NSX Manager+ Al MOIDE &l & o] o] e vl o] =~ & ¢ 5] ¢]
E et

N

EEe] VM= Al she A5 SAl 5 VME A gl =’ UUIDE =2, e VM3 53 4

. NSX Manager+ 7% VMell &gk MOID& A3 4 gls71 o

o

A%

oy
E:
RUBYAS

7V AEE O e = s
bk A EE b A v & 5 22 3ol 24 f e
m  2017-07-31 22:15:05.844 UTC ERROR NVPStatusCheck ControllerServicelImpl:2146 -

Controller <#> does not exist, might be deleted already. Skip saving its
connectivity info.

m 2017-07-31 22:15:05.769 UTC ERROR NVPStatusCheck ControllerServiceImpl:2580 - the
node is created by this NSX Manager <#>, but database has no record and delete
might be in progress.

NSX Controllerd] 40| E+]
vCenter Serverel 4] NSX Controller VM A %1 ¢] 74 5 7] 1} 71 2] VM©] vCenter Serverell 4] AHA] 5= A

] (Installation) > 2] (Management) | ©| 7] 2] Aell(Status) < o F7]3}=] 2] ¢-2-(Out of sync) 4 & 7}
FA e
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NSX &7 #l 4 7pe] =

A R AR
vCenter Serverol| A/ #AEE2 VM A4 o] AFAY A =E2 VMo] 4A 5 &l 55 o}
A

1 vSphere Web Clientell 4] Networking & Security > 2 X] (Installation) > Z+2](Management) = | &
et

kel J’ Managemenﬂ Host Preparation  Logical Network Preparation  Service Deployments

Security
|| NSXManagers

Bk Actions

it‘1 Controller - issues (x 10.160.210.46 (. sc-rdops-vm20-dhcp-123-3.eng.vm... €

Resolve |
Controller VM is deleted from the VC.

Please click resolve to delete the controller entries
and use Add Controller option to create new controller

lontroller Node NSX Manager Status Peers

0.33.72.199 5 10.160.210.46 2 Disconnected
itoring Controller VM deleted ~ controller-1

2 LF(Error) & 2% Fele] o)) @ F7191H A & Aulel Bla AT AdE FelAAA L,

3 #lZ(Resolve) ¥l =< FH ko] LAl S A A A <

2 3}
Z1E -zl VMl Al o] A el 7 =EZelel el power on WS =2 A g e
Z1EE2] VMo| AHAl 51w A B Ee] 35o] 3o ol A AbA H o el F= A E e A A& T A

E
Feoll AR o,

XE F7HAdd Node) 4% AH-43ke] 4 A= £ % A4 Fuich A4 U] & NSX el she] = &
CEL B RE

A o] B o] o] A E (netcpa) A

vSphere¥ NSXoll 4] A o]Y-(netcpa) &7 o o] A E HZ o & A% Oh_ NSX Manager ¥ 71 = &2] &2
2 ¥l ¢} 5413 o}, 41 A2 Alell(Communication Channel Health) 7] &< %-¢F 7l o --2.7 7 of 3
~Hl & NSX Managerell 5714 2 & ® 318} 32 NSX Manager Ulll 3£ 4] E]% AL ol kA AR 23 ARQ] U e
o] ¥ 314+ ESXi 22~ E netcpa Al 2ol H gk NSX Manager<] 7t AHel & 7HA| 8l 7] 9]¢k sfEv]| ER 5
AbEH Uk B4 Aol Fel & AT AR E Al Feka, Ade] AxH AeivhE wf ojul EE A ShaL,
NSX Manageroll 4] &~= 2 9] d=u] = w| A & & A A] gk o},

Aol ol ol AE st AE 2 Zholl Q17 EA7} % e,

ek Qo] o Aol ool =S} A2 AF A G AL S D

VMware, Inc. 219



NSX 4] @l 2 7he] =

1 w WE s AbEsle] Al d o] Ay Ae vt E wo] A AeE 2l o
GET https://<NSX_Manager_IP>/api/2.0/vdn/inventory/host/{hostId}/connection/status

&2 W g e,

<?xml version="1.0" encoding="UTF-8"7>
<hostConnStatus>
<hostName>10.161.246.20</hostName>
<hostId>host-21</hostId>
<nsxMgrToFirewallAgentConn>UP</nsxMgrToFirewallAgentConn>
<nsxMgrToControlPlaneAgentConn>UP</nsxMgrToControlPlaneAgentConn>
<hostToControllerConn>DOWN</hostToControllerConn>
<fullSyncCount>-1</fullSyncCount>
<hostToControllerConnectionErrors>
<hostToControllerConnectionError>
<controllerIp>10.160.203.236</controllerIp>
<errorCode>1255604</errorCode>
<errorMessage>Connection Refused</errorMessage>
</hostToControllerConnectionError>
<hostToControllerConnectionError>
<controllerIp>10.160.203.237</controllerIp>
<errorCode>1255603</errorCode>

<errorMessage>SSL Handshake Failure</errorMessage>
</hostToControllerConnectionError>
</hostToControllerConnectionErrors>
</hostConnStatus>

% oF mEsh A9y

1255602: =<kAe AEED oI5 A 1255603: SSL @z Ale] =2 A 1255604: <14l AF-% 1255605: 14

A A1ZE Z3}F 1255606: SSL <l©] 1255607: ZAXE =A]A 1255620: &4 F ¢l &

oli

2 chest ko] Aol ol o] AES} T o] FF Bl FA AL

a ESXi Z2Ecol4] /etc/init.d/netcpad status W&l & A slo] T AE ] Ao o o] A E A

[root@esx—0la:~] /etc/init.d/netcpad status
netCP agent service is running

b more /etc/vmware/netcpa/config-by—-vsm.xml 2 & AF-&3lo] Ao o o] A E
el g tF. NSX Controller] IP 47} 1} =] of oF gk o},

[root@esx-0la:~] more /etc/vmware/netcpa/config-by-vsm.xml
<config>
<connectionList>
<connection id="0000">
<port>1234</port>
<server>192.168.110.31</server>
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NSX 4] @l 2 7he] =

<sslEnabled>true</sslEnabled>
<thumbprint>A5:C6:A2:B2:57:97:36:F0:7C:13:DB:64:9B:86:E6:EF:1A:7E:5C:36</thumbprint>
</connection>
<connection id="0001">
<port>1234</port>
<server>192.168.110.32</server>
<sslEnabled>true</sslEnabled>
<thumbprint>12:E0:25:B2:E0Q:35:D7:84:90:71:CF:C7:53:97:FD:96:EE:ED:7C:DD</thumbprint>
</connection>
<connection id="0002">
<port>1234</port>
<server>192.168.110.33</server>
<sslEnabled>true</sslEnabled>
<thumbprint>BD:DB:BA:B0O:DC:61:AD:94:C6:0F:7E:F5:80:19:44:51:BA:90:2C:8D</thumbprint>
</connection>
</connectionList>

3 ths HE S AbESke] Alo] ool A Bl A A EEe Wi AR S Sl P S A A EEY
of gk e AdA vt

>[root@esx—0la:~] esxcli network ip connection list | grep 1234

tcp 0 0 192.168.110.51:16594 192.168.110.31:1234  ESTABLISHED 36754 newreno
netcpa-worker

tcp 0 0 192.168.110.51:46917 192.168.110.33:1234  ESTABLISHED 36754 newreno
netcpa-worker

tcp 0 0 192.168.110.51:47891 192.168.110.32:1234  ESTABLISHED 36752 newreno

netcpa-worker

4 g A S Agsle] Aol o o] A B A A EEefol t gk ¢ A o] CLOSED &+ CLOSE_WAIT AlEl] =

esxcli network ip
connection list |grep "1234.*netcpa*" | egrep "CLOSED|CLOSE_WAIT"

esxcli network ip
connection list |grep "1234.*netcpa*" |grep ESTABLISHED
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1s /var/core
netcpa-worker—-zdump.000

b vmkwarning.log =< ¢l Syslog £ 7} ¥ 315 ] v},

cat /var/run/log/vmkwarning.log | grep NETCPA
2017-08-11T06:32:17.994Z cpul:1000044539)ALERT: Critical - NETCPA is hanged
Taking live-dump & restarting netcpa process!

B3 Ao ool AE e oA Abe] HAbel HgE S5t Al e & glal] AA|A o fF o) whAE 79
t}-&-3} v] <=8k 7 1 vl A x| 7} VMKernel &0l B 4= 9l <51 o}

7d 3L — NETCPACI A netcpa #FelE 7FA @A X5 rt.

°]

ol

T FAEE 5 e
7 o A AE LR ETE A G5 S v 2ol Alo]F- el o] A EE thA] A] A o
a SSHE: £4% 5 ESXi a4t FE Ago 2aglg et

b /etc/init.d/netcpad restart % &S A @ sle] ESXi EaE oA Ao F- o o] A EF b4 A
Zh gk o,
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Guest Introspection &4 &2

e oE e g3

®  Guest Introspection °}7] €] #

= Guest Introspection =

m  Guest Introspection 27 2 #<d A4 A 5 474
®  Linux =+ Windows <] Thin Agent 4] &l %

m  ESX Gl ZE(MUX) A 3l 4

m  EPSecLib +A 4

Guest Introspection ©}7] 8] 4]
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NSX UI/REST API

A

oElq 5=

REST API

NSX Manager

Composer %
==

GOl & O|HE
(RMQ)

vCenter Server

T kel
vSphere ESXi (HEH "eld)
Agent Manager

(EAM)

oELl{ SVM
B

e R e L
| ]
i e el l e |
" |
[N} |
I HAE VM TtEL{ SVM !
|
n |
: : VMware Tools :
¥ |
[N} |
H : Gl Thin Agent H
[N |
" Ll 1
i gy |
| |
: Gl Alef 2LE{Y o, Y 913 2 Efo|H |
H T4 O|Hl E oM E, SVM 2| ¥ H
1 VM (VMCI) (TCP) (VMCI) ==y (TCP)
| ]
! ] !
| — GIESXi 25 |
| |

—> Yool 58

Al 2 e[ HjolE 38

o

1

— > @EU S=Holg &
—> VMSVMOo|E| 52 .
—> FH ool 58 !
1

VMware 7 A| AE)

VMC £ A1 olegof ~

RabbitMQ Of| A[ x| & A

Guest Introspection =71

Guest Introspection A & 3| 4 a}+= &<t A 4 o= o8] 7HA 225 AAT 4 5 ek
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NSX 4] @l 2 7he] =

ESX Gl 2=(MUX) =71

ESXi &~ E 9] 7FAF Al 2wl of| 4] Guest Introspection©| ZH-58l#] ¢E A v} S~ E o SVA<LL] FAl 2 el =
737t A Sl 7 ESXi ZAE S ESX Gl BEol A 7F ol A 4 sk

EREER R BE

MUX 221 A=
/var/log/syslog

var/run/syslog.log

e,

ESX Gl X &(MUX) H| A #] = <timestamp>EPSecMUX<[ThreadID]>: <message> & | & =t

i

o:

2017-07-16T05:44:49Z EPSecMux[38340669]: [ERROR] (EPSEC) [38340669]
Attempted to recv 4 bytes from sd 49, errno = 104 (Connection reset by peer)

$l dlell A ZE7be] o)m] = ehg- 3t 2EsF el

s [ERROR]+= #l A A 2] & ¢l ot & 3 o 2 [DEBUG], [INFO]7} 9157 o
m  (EPSEC)+« ®lA| A 7} &4 dclat halslo] 9l5-& el o},

2219 A 2 1]

T Eo| AAH ESXGlI ZE VIB ¥ A5 2elsle i #esxcli software vib list | grep epsec-
mux =& A3 g o},

AA 27 Al ESXi ZAE W Ao A ohg thAE 43
1 ps-c|grep Mux & & Adste] | A8 F2l ESXGl 28 Z2A~%5 s,

ol :

~ # ps —-c | grep Mux

192223 192223 sh /bin/sh /sbin/watchdog.sh -s vShield-Endpoint-Mux -q 100 -t 1000000 /usr/lib/
vmware/vShield-Endpoint-Mux 900 -c 910

192233 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

192236 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c 910

2 Au]art AGE R ¢ 79 Jetc/init.d/vShield-Endpoint-Mux start ®=+ /etc//init.d/
vShield-Endpoint-Mux restart &S AF-&-8ko] ofA] A1 7k 4= 9l 1 o},

3 watchdog.sh Z 2 Al A5 ¥ 3tslo] A g 59l ESXGlI ZFE Z2A A5 SA e ~ # kill -9
192223 192233 192236 4 &S A g g},

- ESX Gl 25 Z 2 A 27F A A 5 e

4 A -d FAE AEete] ESX Gl 'S A A o} epsec-mux ¥ = 5.1.0-01255202 2
5.1.0-01814505 ~ # /usr/1lib/vmware/vShield-Endpoint-Mux —d 900 —c 910<] 7% &4l -d

7} el o
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NSX 4] @l 2 7he] =

5 ESXi Z2Ec°l4] /var/log/syslog.log @} % 2] ESX Gl & &2 v

s 1
F4, 54D, 2= ol slgelt o] Sulzol ARG A 233

o
i
ok
Fﬁ;
o
A
-
s
HU
L

i

ol A]: A= muxconfig.xml 3}

<?xml version="1.0" encoding="UTF-8"7>

<EndpointConfig>

<InstalledSolutions>
<Solution>

<id>100</id>
<ipAddress>xxx.xxX.xXxx.xxx</ipAddress>
<listenOn>ip</1listenOn>
<port>48655</port>
<uuid>42383371-3630-47b0-8796-f1d9c52ab1dO</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/EndpointService (216)/EndpointService (216).vmx</
vmxPath>

</Solution>

<Solution>
<id>102</1id>
<ipAddress>xxx.xxX.xXxx.xxx</ipAddress>
<listenOn>ip</1listenOn>
<port>48651</port>
<uuid>423839c4-c7d6-e92e-b552-79870da05291</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/apoon/EndpointSVM-alpha-01/EndpointSVM-alpha-01.vmx</
vmxPath>

</Solution>

<Solution>
<1d>6341068275337723904</1id>
<ipAddress>xxx.xxX.xxx.xxx</ipAddress>
<listenOn>ip</1listenOn>

<port>48655</port>
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<uuid>42388025-314f-829f-2770-a143b9cbdlee</uuid>
<vmxPath>/vmfs/volumes/7adf9e00-609186d9/D1pService (1)/DlpService (1).vmx</vmxPath>
</Solution>
</InstalledSolutions>
<DefaultSolutions/>
<GlobalSolutions>
<solution>
<id>100</id>
<tag></tag>
<order>0</order>
</solution>
<solution>
<id>102</id>
<tag></tag>
<order>10000</order>
</solution>
<solution>
<1d>6341068275337723904</1id>
<tag></tag>
<order>10001</order>
</solution>
</GlobalSolutions>

</EndpointConfig>
Gl Thin Agent =1
Thin Agent= VM Al =~ E OSell A A 5 i Ab-g-AF = 28 Al A W5 317 g o},

21742 3 S vAA

Thin Agent+= GI = 2}¢] v <l vsepflt.sys, vnetflt.sys, vnetwfp.sys(Windows 10 ©] 4H) & 4 =] o] 955 e
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Thin Agent &2+ VCenter =2 W59 A 52 ESXi 250 95Utk 22 2 £+ /vmfs/volumes/
<datastore>/<vmname>/vmware.log<] Yl tt. <l: /vmfs/volumes/
5978d759-56c31014-53b6-1866abaace386/Windows10-(64-bit) /vmware.log

Thin Agent =l A] A == <timestamp> <VM Name><Process Name><[PID]>: <message> & #] & w}& 1]},

Guest: vnet or Guest:vsep ¢tell o] &2 ol Alo A = dll o Gl =efolw o el 5 22wl A A< o 2

W A 2] = Aol & F A g o}
o

2017-10-17T14:25:19.877Z| vcpu-0| I125: Guest: vnet: AUDIT: DriverEntry :
vnetFilter build-4325502 loaded

2017-10-17T14:25:20.282Z| vcpu-0| I125: Guest: vsep:

AUDIT: VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T14:25:20.375Z| vcpu-0| I125:

Guest: vsep: AUDIT: DriverEntry : vfileFilter build-4286645 loaded

2017-10-17T18:22:35.924Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T18:24:05.258Z| vcpu-0| I125: Guest: vsep: AUDIT:
VFileFltPostOpCreate : File (\Windows\System32\Tasks\Microsoft\Windows\
SoftwareProtectionPlatform\SvcRestartTask) in a transaction, ignore

w2 A AL ymware.log 24 S =4
S R A o e R *}%G}X] ok 2 gfja}% 7

T

o] A Aol A = Windows #l Al ~E 2] & FA dfl oF o} el Al ~E ] & FA 517 Aol A AEe We]s
AAa oF gt Bl Al ~E 2] Wi W E o o gk A gt w%ﬁ—o Microsoft 7] % 7 & <-4 1363935 A&
TAAl L,
Thin Agent =2ho]wio]l wi gl vjw] 2 & 7 & Abgaf =5 A A ofeful:

1 A1} > A s)(Start > Run) et B A ~Ee] HA

2l g ok regeditE ¢ # ek ERI(OK) = =
©

o =
2 = -1 H
7] #F 0] Al o}, AFA g W82 Microsoft 7] = #AF& 4] 2569865 #FE 84 A <.

e}

2 EAxxe #AA | E AFESte] o 715 A A g oh HKEY_LOCAL _Machine\SYSTEM

\CurrentControlSet\services\vsepflt\parameters

i

3 A= AR wlA w4 7] oleel o 2] g DWORDE A4 dhuch, o] 2 g 344 Qe o= 16452
SEE RS

Name: log_dest
Type: DWORD
Value: 0Ox2

Name: log_level
Type: DWORD
Value: 0x10
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NSX &7 #l 4 7pe] =

log level "7 ¥ 7]¢] o & 3k

Audit 0x1
Error 0x2
Warn 0x4
Info Ox8
Debug 0x10

4 elAAgtew Wl 252 e S v o wEl & 49 ko] vShield Endpoint 2} A] 2~ H] w4
Eetolu & d2ER Tk} oA 2

m  fltmc unload vsepflt

m  fltmc load vsepflt

7k Al < Hlell 9= vmware.log T oll A 2 55 AS 4 9l oh

vShield Gl Y EY A AA} =gloly] 27 A&

o2 44 L ymwarelog 91U S £A T F e AAA ST 4 9lonw Ao wE Ay
o | 3
e

A% Fol = ul 2 ow 2 mE g AL §aA

i
v

o] O
H =

o] A Aol 4 = Windows @ Al A~ E 2] & A el oF F o}, Al Al AE 2] & A 67| Aol &l A Az wlg]
AA e of gt ok El Al A~ ] vl 9 E-Llo o gk AA g W82 Microsoft 7] = #F& 4] 136393 A%
AlA] 2

2 g o}, regeditE ¢

1 Alzk> A FE(Start > Run)% = H =
< Microsoft 7] % A} & 4] 256986—3_— 7‘;}56}@‘ Al Q.

=
=
7] Zhol A gl o, ApA g W E-
2 HAzERE AR T
Windows Registry Editor Version 5.0
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\vnetflt\Parameters]

"log_level"™ = DWORD: Ox0000001F
"log_dest" = DWORD: 0x00000001

3 M Al="E AR g

vsepflt.sys 2 vnetflt.sys =7 3} 9] %]

log_dest = #| =~ E 2] 474 DWORD: 0x00000001-& ~F-&-3}¢1 Endpoint Thin Agent = 2} o] ¥ 7} tf #] A of
73k e, o) ] A (Syslnternals =+ windbg<¢] DbgView)s A & ate] of ¥ = &35 A g},

ek o] A% sefelw ok

Y =t

=+ log_dest 7] = = 2] 4% DWORD:0x0000000025 4 4 & 4 ¢l
ESXi 22~ E 2] sl & 7} Al 2=l E el 9l vmware.log 2}< ol <14}

o oy
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NSX 4] @l 2 7he] =

UMC 27 A&

Guest Introspection UMC(AF8-#F 2= -4 8 &)= ¥ 5 7}4F A 28 2] VMware Tools A B] 2 Hl ol A

EEEES

1 Windows XP % Windows Server 2003¢ll 4= 74 & C:\Documents and Settings\All Users

\Application Data\VMware\VMware Tools\tools.confoll £} 3}#] ¢t< 7% tools config ¥}

A= A G

2 Windows Vista, Windows 7 2 Windows Server 2008¢1 4 = 7 & C:\ProgramData\VMWare\VMware

Tools\tools.confol EA]3}A ¢85 7 F tools config L& A A g cf.

3 tools.conf #}el ot =5 F7Fsted UMC 74 84 27 & Ab&ate 5 A4 g o
[logging]
log = true

vsep.level = debug
vsep.handler = vmx

vsep.handler = vmx 27 ol 4 UMC T4 £4+& ESXi 22X 9 o} 714k Al 2w Erfof 9+

vmware.log ¥} el & 29l g o,

the 44 2% Agenl UMC T4 &4 2a7h A% 2 shele] a5 v e,

vsep.handler = file
vsep.data = c:/path/to/vsep.log

Gl EPSecLib ¥ SVM =1

EPSecLib+ ESXi &~ E ESX Gl 25 (MUX)oll A4 o] 8l 5 441 gh] o},

2= Y AE wAA

EPSecLib 21 A=
/var/log/syslog

var/run/syslog

EPSecLib | 4] ] &= <timestamp> <VM Name><Process Name><[PID]>: <message> & 4] & w51 v},

[ERROR] o}l 2] of| Al &= =l A x| 2] §-3 o] i (EPSEC)+ Guest Introspectionoll vt 221 5] = =] A #] & 1}E}

e

o :

Oct 17 14:26:00 endpoint-virtual-machine EPSecTester[7203]: [NOTICE] (EPSEC)
[7203] Initializing EPSec library build: build-00000

Oct 17 14:37:41 endpoint-virtual-machine EPSecSample: [ERROR] (EPSEC) [7533] Event
terminated reading file. Ex: VFileGuestEventTerminated@tid=7533: Event id: 3554.
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|t

NSX =4 a4 7ol

2715 }‘21
Gl SVM W -4 2 49l EPSec 2hol el gfol gt vz 27 & AHE-st=5 A sew:

1 NSX Managerell 4 &% st35 7FA < Gl SVMell & .61 g e,

i)

I—L]

+

2 /Jetc/epseclib.conf ¥4 & A A st tb5& F7}
ENABLE_DEBUG=TRUE
ENABLE_SUPPORT=TRUE

3 chmod 644 /etc/epseclib.conf & & Al sle] A& HAaS w7 g},

4 /usr/local/sbin/rcusvm restart & & A3 ste] GI-SVM Z ZA| A~ 5 thA] Al =g o},

o] A skl Gl SVMell 4] EPSecLibell el o vl 2 =7 & Ab-&-sh == A4 5] 3, NSX for vSphere
6.2.x % 6.3.x° A& 4 9+ /var/log/messagesc A tv] 1 & 15 A5 4 Sl o olw 2 A A
= vmware.log 3}4 & 24 % ¢ Sl AAA E2lH T+ Glom
ol = vl E H 2 5 ARRSHA $E S AA sk Aol £

fu
i)
ko o
o

ko
i
o,
e

Gl
-
a)
o
o

Is
s

of

GI SVM =1
25 AAE7 Aol AE D EE TAE MOIDE 2] 3 o},
m  NSX Managerell 4] show cluster all ¥ show cluster <cluster ID> & -& A& g}

o

nsxmgr-01la> show cluster all

No. Cluster Name Cluster Id Datacenter Name Firewall Status
1 RegionA01-COMPO1  domain-c26 RegionA01 Enabled
2 RegionA01-MGMTO1  domain-c71 RegionA01 Enabled

nsxmgr-0la> show cluster domain-c26

Datacenter: RegionAQ1
Cluster: RegionA0©1-COMPO1

No. Host Name Host Id Installation Status
1 esx-01a.corp.local host-29 Ready
2 esx—02a.corp.local host-31 Ready

1 A 27 A E Felatywl os WE s Ao,
GET https://nsxmanager/api/1.0/usvmlogging/host—##/com.vmware.vshield.usvm
GET https://nsxmanager/api/1.0/usvmlogging/host—##/root

2 @A 2A s A g HdE s Ad gy
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POST https://nsxmanager/api/1.0/usvmlogging/host-##/changelevel
## Example to change root logger ##

<?xml version="1.0" encoding="UTF-8" 7>
<logginglevel>
<loggerName>root</loggerName>
<level>DEBUG</level>

</logginglevel>

## Example to change com.vmware.vshield.usvm ##

<?xml version="1.0" encoding="UTF-8" 7>
<logginglevel>
<loggerName>com.vmware.vshield.usvm</loggerName>
<level>DEBUG</level>

</logginglevel>

3 2asAAeEY o WEE AP
GET https://NSXMGR_IP/api/1.0/hosts/host.###/techsupportlogs

Send 2 Download= Al ® gy o}

(]

He & GISVM 215 A4 et gl &

,4
-\
30

& i
By
=2+
N
By

o
i)
\U
st
\
c
(o3
1
it
h
m
rirt
o,
Iz
i
-\
b
L

)2 vmware.log 4 & £ €
T =

Guest Introspection 37 % 2 AlF- A H %]
A7 AL ARE S T 248 BRYS Bela o =gl Hul

1 NSX Guest Introspection©] 7 gt7d of| 4] AR&-=] 3 ¢l=A] gl gy eb AFE= 3 A &2 75 7
2} Al 2wl el dl gk Guest Introspection 4] B 225 A A 8} aL o] <t A 7} &l A = 9]

2 A AT AR A

a ESXi=»A-ESXi Z~E4 uname —a ]
EE FYsla L EF A oA U HEE B o

b Linux Al A Y= He

¢ /Jusr/sbin/vsep -v& ¢ E sl Z 2 A v A o] A H T},

Build number

Ubuntu

dpkg -1 | grep vmware-nsx-gi-file
SLES12 and RHEL7

rpm —qa | grep vmware-nsx-gi-file
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3  VMware NSX ® for vSphere ® # A 4 t}& W&
n I EY EFA o] E A MS

n IEY EFAell A AFEE = EPSec 2hol vel 2] v A Wl g Gl SVMel| 21218} 3L EPSec
library/1ibEPSec.so | grep BUILDel @l #strings 74 & 4 &

A A zEe A AE S A A
n ohE 2E A G Ee A4 i T A 28] =efo] )

4 ESX Gl =& (MUX) # 4l - esxcli software vib list | grep epsec-mux ™ ¥ & A & g},

6 ESXiZ~E a5 A3 Yok AAZ &2 VMware ESX/ESXicll wH gk #l 5k A ¥ 7] (653)% At

7 ShE £ Aol Gl SYM(A ¥l 2 7h4 A 2 8) 2% 44 vl v G SVM 2 Aol ol & A4
@ o ge ShE Vol A o) 544 2

SR A% 0 52 el 9 ESKESXel A 7ha 4]

9 e 54 T vSphere T4 L4 BHAYL wlm Ik AR HEE VMware A E 45 5

Linux =+ Windows2] Thin Agent =] 3|24

Guest Introspection Thin Agent+= 7t 7l 2~ = 7}4F A 2~ El o]l VMware Tools TMS} &H7] A A 5] o,

]

Al 2=®le] 9} 7] 9 227]) 2ol 9l gk @Al e A Aol »#] Al 7% Thin Agentell -7 7} 91-& 4
s d ek
1 AEH e A 4 TS Al a e A F& Al T skl v ok ESX,
vCenter Server, NSX Manager % AF-&#}7} Al 8] gk ® ok =41 (<l|: Trend Micro, McAfee, Kaspersky,
Symantec &) W= Wg 7t e gt o vlo]H 5 443 ¥ vSphere T4 S4¢] T34 & vl
2}

w ] Vv
ek A AT WSS VMware Al F A5 £ 44 ol 22 8 R AL

PV

2 Shal AA A AL A mlol] AR S o] 9EA el g e,

3 service vsepd status 8 7 & A&k Thin Agentt A & 5] a1 Q=] gl g}, o] o] Ag=u
vsep A ¥l ~7F A g 5 Ae B 3 A g o

4  Thin Agent7} Al 2~ Bloll A5 A& ekl 8l A o & Jkuk=la service vsepd stop ™ 7 & A @ slo] A

W2 FA G e

A5 9l o}, service vsepd start 7 ® & A d 3lo] vsep A H] A5
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NSX &7 #l 4 7pe] =

6 Linux Thin Agentell =&l == 7 & A}&

oli
o
bt
d
X,
o,

a /etc/vsep/vsep.conf ¥}4S i},
b == %10 o s DEBUG LEVEL=4% DEBUG LEVEL=7% 7] § 1]},
c X =10 ddl 4= DEBUG_LEVEL=62% 4743 4 9l
d 7]% 22 tA(DEBUG_DEST=2)-> vmware.log(& =&

= Ivar/log/syslog)® ™ 7] }#1 "1 DEBUG_DEST=1% A A sl4] A &

. AA =74 Akt

=
of spelo] Wl AR & G5, Ahs

2
ol

2

E
G

2,
2
?m

i

~
>

1@

oli
ol
)
52

b
e
s
oX, i
st
v
v

Windows 2] Thin Agent 4| 32

1

Byl mE A 84 T84 & ghel g ok ESXi, vCenter Server, NSX Manager 2 A&7 7} Al
oF & 54 (¢l: Trend Micro, McAfee, Kaspersky, Symantec %)< "= H& 7} g g, w5

O?LE,_IEF«\‘:“
Orl
— =
L e A8
o
4 n

1.01‘
Mo

7 gk & vSphere T4 84 TS T 4 5ok AAI g W &2 VMware Al
=

olEe g AR L,

oo ™
o

=

VMware Tools TM7}F 2 Al Al A ghel gk et 57 74k Al 2=Rl o] of g5
vSphereell 4] VMware Tools 4 A 2 < 8] ©] =(2004754)F A= 8F4 Al 2.

Powershell & fltmcE A 3 &t Thin Agent”} &= 5] =4 gl g},

o] w7l o] A g =l vsepflt =efe|w] 5o o] & vsepfit7} A et Eefo]n 7} R EFA] gkowd
fltmc load vsepflt W& & AF&3le] “efeolw] & 2= 4 9l ok

Thin Agent7} A] =8l o]l A5 EA4l & oF7] 3k 79 fltmc unload vsepflt &S A sto] = 2o
w5 ol = =g

Tt 7S At s W e Adete] Eefolul g RES I o
P
=l

fltmc load vsepflt.

Thin Agentell 45 &A1 71 &5 213 7 -+ NSX/vCloud Networking & Securityell 4 VMware Tools
2 o] e o] £ 8 Fofl VMo] =] 4] (2144236) % AHEFAI A &

U E S 2 AAE ARl A]l e 75 o] Zetolw & AAGA Y AF&abA b= A ] o,
VMware Tools 4 A 3te] #k& A ste] vl 29 2 A4S AAS = Sl

a VMware Tools 4 A 32| Ak& v = g e},

b Alejgt> =233 9 7]5(Control Panel > Programs and Features) & = ©] 53] o},

¢ v L EF v E 2 E VMware Tools > 3 (VMware Tools > Modify)& 2 = g o},

d Az gkE(Complete install)E 41 & g o},

?
+

e NSX 7} AHAl A4S Zbg ek Ul 29 2 A Afellut sl g et = sh9l &5 7k S5
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NSX &7 #l 4 7pe] =

f  JESZ HAKNetwork Introspection) & A& 3174 @ =5 A4 ]t
g VM= AlF-"ste] =efo]lw] Al A E ghs 3k et

6 Thin Agentell sl o w2 275 A}
e AxsAA 2. BE O 7 AM = b A

e

ofo

ol

ol

b

p

>

o,

o

N

o}, A g W82 Guest Introspection &
glell o gt vmware.log 2t Y el 7] &= =% 74

7 procmon %15 71 E k] Thin Agente] 21 2 AME 21 E gk of, ApAl gk W82 nfof e~ Al £

e dlo] & 912 vShield Endpoint 4 5 <t A &l 7 (2094239)5 A Z= 34 Al &

7 9 PARE AR G0 57

1 NSX Guest Introspection©] 7 gH7d of| 4] ARg-= 5 gl=A] gl gy b AFE= 3 QA &2 75 7t
o]
AR T

l H
2} Al <"l el Hl gk Guest Introspection 4] B 2~& A A 8} aL o] <A 7} &) A =
Introspection®| 2 2.3k 7 ol ub Al ~E Z AL A E 8l A kA Al 2.

2 37 A AR £

a ESXi¥= wix -ESXi &~E ]
EE FYsln L EF A S Fol A e HTE B o
o

b Linux Al % s A 9 =

c Jusr/sbin/vsep -ve & slm Z 2 H A v Al o] F A5 o},

Build number

Ubuntu

dpkg -1 | grep vmware-nsx-gi-file
SLES12 and RHEL?7

rpm -qa | grep vmware-nsx—gi-file

3  VMware NSX ® for vSphere ® # A 4t} ] -$-:

s TfEU EFAolE Y WA UE

. EY R4 ALEE = EPSec 2hol BEl ] WA #l 5 SYMell & 19l 8l i EPSec library/

1ibEPSec.so | grep BUILD®l =@l #strings 7 & 4 3
n P AR AlRE o AA
. T EE e ol E Aol Al mis vl Al AE] Eefel
4  ESX Gl =E(MUX) ¥ A - esxcli software vib list | grep epsec-mux ™ & & A & g o,
5 Aw §8 S0 Yz A HRE A

6 ESXiZ~E 2aF Aok AAg W82 VMware ESX/ESXicll wf gk #l 5k Al ¥ =41(653)&
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NSX &7 #l 4 7pe] =

AU A A RS A kel ESX/ESXel A 7k A~

Thin Agent & 74| 32

Thin Agent”} % &3l 7% /directoryel sLo] s}l o] A4 5t} location / directoryell 4 o]
w2 shed(ael)E FA T file Wl & ARE-3lod so] 7} vsepoll Al A = Sl =A] 2l @ et ol

# file core
core: ELF 64-bit LSB core file x86-64, version 1 (SYSV), SVR4-style, from '/usr/sbin/vsep'

7V Al mE o] S EHA Y 2s S A H
QA Gkl A o] 7hd Al <8 VMware vmss IH & A @ F ESX/ESXiel 4] 7Rt Al E S ol A] ek
ao] Al vk A1 ?@(2005831)% AEAG 7P Al 2E FEE o1 T AA e J2 vl A

o
ok VMware+= ESXivmss ¥t & o] § = 9l & W gl R 2 EE Al ok AA g &2
Vmss2core Flings A %314 ]+

{4

ESX Gl EL=5(MUX) A 34

ESX Gl 25 (MUX)

ESXi & ~E o] A 7pal 2| ~Hlo] 4] Guest Introspection©] =H& 1A 7} 54 &~ E o] 4 Gl SVAS}
o BAlz AelEl AR wgels 9 ESXi ZAE Q] ESX Gl &l A7} 9le Ad 4 5ok

1 #/etc/init.d/vShield-Endpoint-Mux status 3 & & A 3 &}o] ESXi T2 Eof| A Au] A7t A= 3 o)+
A 2l g e,

o :

# /etc/init.d/vShield-Endpoint-Mux status
vShield-Endpoint-Mux is running

2 AMulart A s QA bebar FA| s wl ohA] A AR A W ok W E S ARRERe] A AR g o,
/etc/init.d/vShield-Endpoint-Mux start

T
S

rr

/etc/init.d/vShield-Endpoint-Mux restart

o] ul g oA Al A 5 F G gg v A A tom] W E qtol] opA] A AtE BB = 2 YA A7) F ot
o] Myl g thA] AlAbe = kg o}

3 ESXGIEEo] F3 3t 2l vt & o]dl sl At Al AHel & Eelelew] ESXi A~ EolA 215
gl 4 9 F Y ESXGl 28 Z1+% TAE /var/log/syslog % el 1 HUh ESXi 22 E
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NSX &7 #l 4 7pe] =

ALA g W &2 vSphere Web Client& A3l ESX/ESXi &2~ E 2 vCenter Serverell gk zl ok A v
“-7%1(2032892) 5 Az k4] Al &

ESX Gl =&l thet 712 27 A2 [Fr]elH, [Hw2]® A8t F7F ARE 43 5+ 9l

ct,

oy

Y

ESXGl 55 oA AAgle= Adoenx e A E
o] YA ESXi ZAEE o] Ao E4e] AA = JH A
el X

Aok 5o s el 4
17 0.2 1A & 7
F62  dFUnh o2 @ A AA DT} A A A e oF T

Foll = BhA] A A B Al

VIBE Al 7 sl esxcli software vib remove -n epsec-mux "3 & 5 A 3 ] o},

VIB A A Al 7} A sl = 7% ESXi &2~ E 9] Jvar/log/esxupdate.log ¥} & 2l &} 4] 4]
etolrt AFA o AA A = o] ol g b W gg AW E HolFh o] 7
5 AA o gk dabA el A Y ek ARl g W82 VMware NSX for vSphere 6.x2] ESXi &2~ E o]
1 NSX Guest Introspection 41 ¥] ~(ESX Gl &% VIB)E A A 3} #] £31(2135278)5 A Z 314 A] £,

N

45l ESXi ] 71 A & el atelwl e &3t v b s A A & Aol A4 &

esxupdate: esxupdate: ERROR: Installation Error:

(None, 'No image profile is found on the host or image profile is empty.

An image profile is required to install or remove VIBs. To install an image profile,
use the esxcli image profile install command.')

olm| x| 7} 4= b5 9 =A] golelelwl ESXi A E ol A cd vmfs/volumes v 7 < A &) 3 o},
a find *| grep imgdb.tgz "8 73 & A 3 Sk od imgdb.tgz 7} 4 & 7 A 3 o
ol dEdg Ay At o & 270 o] UX| o] A et o

OcaO1e7f-cc1ealaf-bda0-1fe646c5ceea/imgdb.tgz *=+ edbf587b-
da2add08-3185-3113649d5262/imgdb.tgz

bzt A A gEol el Is -l match_result %7 S A & g o},

|:

£

> 1s -1 0ca®le7f-cclealaf-bda0-1fe646c5ceea/imgdb.tgz —rwx——————
1 root root 26393 Jul 20 19:28 0ca®le7f-cclealaf-bda0-1fe646c5ceea/imgdb.tgz
> 1ls -1 edbf587b-da2add08-3185-3113649d5262/imgdb.tgz —rwx——————
1 root root 93 Jul 19 17:32 edbf587b-da2add08-3185-3113649d5262/imgdb.tgz

Imgdb.tgz o}l e] 7| & 277} ep2 shd et Al v 2 shel F ot 2~3ufo] B b
A4 shelel =49 AL bt o] EAE A Aol A E 2 e N 5A

ESXi &~ E o o8] ESXiE thAl A A &}

EPSecLib &4 a2

NSX Manager”} ©| 7}4; A] 2=l wl

= A g

bl
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NSX &7 #l 4 7pe] =

EPSecLib

7} A of i=(vShield AF-8-) EFAF SVA &5 4 o 2 v £ & A 2] g5 o}, o] A &l & &5 4> NSX Managere]|
=193

o1 7 51 v oF. NSX Manager+= ©] SVAS] vl 5 A 2] 3] ef. 3H73 ©f SVA<l A 7417} 1

151 715 NSX

Manager= &3l thA] i 3 o},

2= 74 ©] NSX Manager Holl A 7d=le] glom g vz 4o AR,

A F-8] 3= o Al SVA 7HAF Al AELS o A] v 28 A o] E55] o},
NSX+= T Eo 4 SVAS 22 VIB 2 SVMS vl = 2 2 g g el7] ¢ 8] EAMell 2] &g o,

b A 2R A%e] AHEE A o $-8 e e

SVA | Z ¢} NSX % vCenter Server = 2 A 2~ 7} 24

1

A wWN

10

ot

TelaH s AR Fuldhe s AlEelw EAMol A1 SVAE w3237 9] gt of o] A A 7} A A 5] ] e,
@l o EAM-2 A A g of o] A 4] A 85 ARg-she] ESXi S~ E o ovfE v £ 3k

NSX Manager+= EAMell 2] @] ovf7} vl £ =] 9l =7 2l g o},

NSX Manager= EAMell & @l 744k Al =8l A {1 o] A Z=#] gl g e

NSX Manager+= 74+ Al =l 9] ALl o] AA 9lx 555355 9= SVA Solution Managerel Al <
& o
EAM-2 A A 7} 9k 5 =] 9l 55 P 7] S8l NSXE o|wl E & A -3 o

94 54

I%
)
i
of
ul
M
32,
[o
)
>,
o

s} 211 SVA Solution Manager+ SVA 7}4} Al 28] vj &) A 4] ==

7] ¢l 8l NSXE ol wl =5 A% gh o},
2ol e F 9l EAME o] 2] @ 74 Al A

o}, x}pA| 3 W -E--2 VMware vCenter Server 4.,
A4l S == SVA 28 Fhaleh Al &

SVAel ~EA 7} mkA ob= A - vk o S Aol A 2aE
Blo] v £ & Ao EAM 215 3¢l g
5x 2 6.0 vlEk A5k 4w % (1011641)S 3
AFAl g g2 Guest Introspection == &-5-& A2 T4 A £

stk EAM 22
o, 7p 7k eket ‘ﬂo“” & EAM A 8] 2% ohA] Al Abshs g ek ARAl G g2 o

= 2

= LOJ = T 9\/]\ pul
- O =% =

E vl @ AEEAAL L

o A2 5 A BA /)5 Bl 2ED AL A Eicar Test 79 & A-§3he]
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