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n 172 A3 NSX Managers 74 7 g o}

5 A g =+ w3 vCenter NSX g7 o = NSX Manager7} shviat ¢ 7] wififol] A8 2 8 7}
&=

s W& A= 71 NSX Managerel A 3] @l oF gty o},
m  NSX Managerell =7 9l 7| Al = NSX Managerel 4] 32| &l of g o,

m I A mo ot ASE s E AAER e 32~ yCenter NSX 8H7 ol A & 44 8} = NSX
Managerell <17 %l vCenteroll /| -4 -5 ¥ 7 &l oF g e,

e A
R Aol e B =S

Az

vCenter NSX &7 o] /] = =& <17 5l vCenterell 4] 1 8F+= NSX
Manager®] T4 —% ‘?i 8‘% T 254 ok NSX Manager = vt @l iroll 4 A % gk NSX Manager
= A

n HE =2 A erHE Fobele A 2 SAE AL SRS AATEA AFE AR 22 A
ARG T ArE AR AR AFT 5 A5k o] 715 NSX vl £7F of 2] Abo] E o A
A 28 5 9lFuh AAE HE-L 22~ vCenter NSX & 2 4] 58 3 x84

jus o
CHE 2 B E A E Fells 24 FAe AT F fls
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13}

1 vSphere Web Clientell 4] & > Networking & Security > NSX Edge(Home > Networking & Security
> NSX Edges) & | 5 31t}

2 W7 HE&E A& A3 NSX Managers Al E 3 of, H & =24 eb-%8 & A4 sl Aol = 7]
¥ NSX Managers Al & 3l oF gt e},

3 ZF7HAdd)( ) olo] Z& 2 g o},

4 Frtetele el ebvH s Agdddg
. & gk NSX Managerell =7 ¢l A eht-H & Frhele sl =8 3 (A4 2H-E (Logical

[
i
ol
= oty
oo

(Dlstrlbuted) Router) = A

m L2~ vCenter NSX 37 o & g3k 4+ gl =2l A4 2t¢H & Frheteld B & =2 & (&4 =
<-E](Universal Logical (Distributed) Router) 5 A& g}, o] §41& 712

@& 7 Golluk AR - gl em]| 7] NSX Managerell 4] # 74 5 ] o}
a g =23 (%4 2$-El(Universal Logical (Distributed) Router) = A &l slw =7 $415 A&
St 5 AA A of Fx Al of g},
5 tlupo]laef o] 55 1 et
o] o] &2 vCenter gl¥l E2]of] Vel gL e}, o] o] & e Bl E W g =g A efg-EHoll A 2
&l oF gt
Dot A TAE o] 55 H T 5 glFu el o] o] Fo] CLlol 3AH Ytk 22 o] &5 A A3}
Al o Ay o ® A == Edge ID7F CLIOl 4] ] o

6 Edge Appliances ¥ % o,
Edge Appliance ¥l ¥ (Deploy Edge Appliance)”} 7|
WA~ F FA e E Oﬂ Ags = 54 2y

Ao Aes et =24 25 ping, SSH
1l 7+
Appliance(:=2] A eh-%-H 7k A ebar = gh)7F s 9 gk o},

A ¢] w3k o] = Edge

o, N
g

o

Ach
X,

Au)

o

vl

g4 74 =uk 4 9 513 Edge Appliance® # £ 51A ¢35 7 -%- Edge Appliance &A1& 418 #1438
Al =2 A 2 & A4 3 F Edge Appliance s =2 4 2}t-Elo] F718 4= gl o

317}1-8-4d A1-&-(Enable High Availability)> 7] &4 o & A€l =] lA] ¢k oh HA(L7FE4)E A
Sol= 5 AA sl 43w 3784 AFE-(Enable High Availability) 2-¢l sk-& A &) g o}, 54
E}—C,’—EC] 4",—6 —% 7:]]:6] o}-w 7:]—,— _17].3.%4 o] i<} ?ﬂ—q 1;]_

8 =1A gHY s E dHsta ohA] g e

T 12~ 2655 ] o BT &g L el b Fvlch,
a dh)elabe] oA
n St elge] 28R

i
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LI v o B B 5

B ol e 54 EA

9 (A® A3})SSHE AHgsl=5 A4 g e
7)eA o2 §SHE AHgel A e A o] Y ek SSHE Agel 2% AAaA ohe 5 s
HA Z2Ew Aol =2l A el JA 2 5 g o 714 SSHE AHg-et =5 Al A skl SSH
Z 2 A 27} e A eb e A AA A AYH T = A B eE e 22 EF F4ol o g SSH
At o gatel] el A et gE ad TS $Eew 24 ok G ek =24 2hEolA 54
BeEe T4

W ZREF FAav A H o
=

10 (A# AF)FIPS 228 43t s % 453 n 20 454 44
7)Ao 2 FIPS Bt AbEdhA] g = A A 5 o] ¢l v} FIPS 2 E AL-&(Enable FIPS mode) 2
olaks Algato] FIPS 2 =5 Abgdt= 5 A vk FIPS =5 ARg-st=5 A7 ¢lnl NSX Edge
she] wE wek FAlo FIPSel A 8 43k 23} nel % me 22 e o] A g,
NeAor 23 55 A5
o:
Settings

CLI credentials will be set on the NSX Edge appliance(s). These credentials
can be usedto login to the read only command line interface of the appliance.

User Mame: # | admin
Password: | Erarrrrarnananen
Confirm password: & | #smsttsmiiis

[] Enable SSH access
[] Enable FIPS mode

Edge Contral Level Logging | EMERGENCY |~ ]

1M E2E Ao
o Edge Appliance | £ (Deploy Edge Appliance)= A1 a7 -2 75 Z7HAdd)( ) ofo] 2 o]
sl = A Y ek 745 Aot ok (Next) S & = 3 e

¢ Edge Appliance 9| = (Deploy Edge Appliance)E 4l &l gt 7 ¢ =2] A
A =3

kY

S8 7Ha A ol B
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Add N5X Edge Appliance

Specify placement parameters for the WN3X Edge appliance.

Cluster/Resource Poal: :~| Management & Edge _. | - |
Datastore: m| ds-1 |- |
Host: | esxmgt-01a.corp local | - |
Folder: | Discovered virtual mac... | = |

Edge Appliance ¥l & (Deploy Edge Appliance)E 4l ® gt 7 -+ HA ¢l E gl o]~ & #AF £ E 25
v wg A 2 A A oF ot o] I o] 25 HA <l E H o] 22 uk Abg sk 79 =2
A 29 A E AR 130 A B leo] B2 27 W %] 169.254.0.0/161 A =] 52+ NSX Edge
A A7) IP FaE Al ek wl AREE ]

N
R
_Y‘i
r1r
o2,
)
ol
Pﬂi
-p
o }.g
st

NSX 6.2 o] Aol A = =2 & 2h-5-E 2] HA al B gl o] A7} 7 2 Aju] £ ol A Al 2 & A 9] 5] e,
b ©] NSX Edge?] &l ¥ sl ] 2% -4 & o},

o] NSX Edge2] ¢l €] s]o]2 F A (Configure interfaces of this NSX Edge)cil 4 1]+~ ¢l E] o] o] ~
= VM o VM EAL (& 54 BAlol et s gh)E 3 &sle =9 Aol 487 98 At =
2] A e} ¥ 7HAF A A ol A W - gl e F o] A7 A VNICE A U ek i3 2 gl e s o] A~

T EAS Y ok =2 A gh9H o 8 2 ¢l E ¥ o] ~ = Edge Services Gateway &= E}AF 2}
VMell A4S 4+ Sl ek 54 g8 o] Ahgstel™ o = = gl e sl o] =7k ahit o] 4k glef of g
ot =2 A ebE s A A ol A gl '8 2 gl E s o] 27 yNICE A A 5 vl o

oA71A el dE Al TS HEel FAE F sk =2 A ehrE b2 5 ol

:
ol a% Fh AA D FRE 5 Dk

oh2 o Aol A= e B4 TE afol A4 E HA QB gl o] 25 Bol ol =3k 270 2] W5 <l E
o] 2~ (app 2 web)<} ¢ & 2 ol H 7] ¢] 2~ (to-ESG) & B¢ 51 o
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W 1 Nama and description
+ 27 Semtings
« 3 Configure deployment

5 Default gatsway seltings
6 Rsady to comphole

VMware, Inc.

Configure interfaces

HA Interface Configuration

Connecied To:  Mgm1_VDS - Mgmt Changs Remove
LS x

TP Address Subnet Prefix Lengih
192.168.110.60° 24

HA intartace is a mandstory 5pecial-purpose intertace that requires network
connecdiivity and is configured separately from other interfaces in the Logical
Raouter.

Contigure interfaces of this N5X Edge

+ / x

Name 1P Acidress i, - Conrected Ta
£ 172482010 24 app

web 172.16,10.9* 24 web
1o-ESG 192.168.10.2° 28 transit

[BI::HHII“'[] Finigh ﬂ
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13 71 Aol Edl o] & A T o

o :

Nirwi N5X Edge 2l
+ 1 Mame and description Default gateway settings

» 7 Setings

[] Configure Default Gateway
" 3 Configure deployment
« 4 Confgure interfaces e #| I0-ESG .
Gateway P. {192,168 10.1
& Ready to complat MTL: 1500
Back Haxt ; Cancel
14 3217 29 Aol D25 VM) 712 o] 2l el 7} 32l A eh g QlElslo] 2 P 42 bz A

PR ERE NP

23}

t}g o Al EE 2 Aol A App VME] 7] 2 7l o] E ¢ o] = 172.16.20.1¢] 3} %] VME] 7] 2 Al o] =9 o] =
172.16.10.1d Y vt VMe] all & 7132 Al E9]¢] H A 25 PingZd 4 =41 gal skl Al &
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=2
2teH

172.16.20.1 @ 172.16.10.1

of =2|7 ol &
=25
22| %]

g =2
A2 x|

T172462010 T172161010
of =2z ol M o

VM 2 VM

VM VM

SSH == Z%&& AH&-3te] NSX Managerell <17 éa. b5 o &

o

o
g
Oojé
g
T
o

n BE =P ehE laEs AR S A gy

nsxmgr-1-01a> show logical-router list all
Edge-id Vdr Name Vvdr id
edge-1 default+edge-1 0x00001388 3

N

s AEEE e aElA £ A FSEl e vE AnE £AT BaEE el

i

nsxmgr-1-01a> show logical-router list dlr edge-1 host

ID HostName

host-25 192.168.210.52

host-26 192.168.210.53

host-24 192.168.110.53
AR g el

g 2h-E (o] ol Alell A = edge-1)ell AAH =] H ~9A 5 £frdhs A5 o A=
A~ E

E ZaEe] BRE T AES) ZHo] T3y

+

nsx-mgr-1-01a> show logical-router host host-25 dlr edge-1 route

VDR default+edge-1 Route Table

Legend: [U: Up]l, [G: Gateway], [C: Connected], [I: Interface]
Legend: [H: Host], [F: Soft Flush] [!: Reject] [E: ECMP]

Destination GenMask Gateway Flags Ref Origin  UpTime Interface
0.0.0.0 0.0.0.0 192.168.10.1 uG 1 AUTO 4101 138800000002
VMware, Inc.
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172.16.10.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10195
172.16.20.0 255.255.255.0 0.0.0.0 UCI 1 MANUAL 10196
192.168.10.0 255.255.255.248 0.0.0.0 UCI 1 MANUAL 10196
192.168.100.0  255.255.255.0 192.168.10.1 UG 1 AUTO 3802

13880000000b
13880000000a
138800000002
138800000002

s BaEF de] BAA SSEel HE Foh AL E FA G e o] 2L TaEs) EAY
AL E Faleht o FE3v 0

nsx-mgr-1-01la> show logical-router host host-25 dlr edge-1 verbose

VDR Instance Information :

Vdr Name: default+edge-1
Vdr Id: 0x00001388
Number of Lifs: 3

Number of Routes: 5

State: Enabled
Controller IP: 192.168.110.203
Control Plane IP: 192.168.210.52
Control Plane Active: Yes

Num unique nexthops: 1

Generation Number: 0

Edge Active: No

show logical-router host host-25 dlr edge-1 verbose ™ & 2] & & ol A

ol g e

7&5_35’ Oﬂ SSHelaL, vt W& & A st 721222 2] 2klxl VNI, VTEP, MAC % ARP ] ¢]

[ ] 192.168.110.202 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0

VNI 500001 =8t ZH o)l A Al & 14 S 34 3la 7 =52 192.168.110.201%
vd e o sl ek A EEefo] 29l

192.168.110.201 # show control-cluster logical-switches vni 5000
VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 3

192.168.110.201¢ll thgt Z2 ol Al A | A& FA ok F7F VNIE gel
192.168.110.201 # show control-cluster logical-switches vni 5001

VNI Controller BUM-Replication ARP-Proxy Connections
5001 192.168.110.201 Enabled Enabled 3

192.168.110.201 # show control-cluster logical-switches vni 5002
VNI Controller BUM-Replication ARP-Proxy Connections
5002 192.168.110.201 Enabled Enabled 3

VMware, Inc
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S VNI 50009] 4
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192.168.110.201°1 4 371 2] VNI 14 & = F 4317 vl ol oh& 71 =521 192.168.110.203°1 4] <1
Aol EA A @g A
192.168.110.203 # show control-cluster logical-switches vni 5000

VNI Controller BUM-Replication ARP-Proxy Connections
5000 192.168.110.201 Enabled Enabled 0

= MAC % ARP H| o] &% 2l st7] Aol dhrte] VMol 4] ok & VM2 2 ping 3 e,

App VMol 4] §] VM<. 2.

vmware@app-vm$ ping 172.16.10.10

PING 172.16.10.10 (172.16.10.10) 56(84) bytes of data.

64 bytes from 172.16.10.10: icmp_reg=1 ttl=64 time=2.605 ms
64 bytes from 172.16.10.10: icmp_req=2 ttl=64 time=1.490 ms
64 bytes from 172.16.10.10: icmp_regq=3 ttl=64 time=2.422 ms

MAC il o] == el i =
192.168.110.201 # show control-cluster logical-switches mac-table 5000

VNI MAC VTEP-IP Connection-ID
5000 00:50:56:06:23:a0e 192.168.250.52 7

192.168.110.201 # show control-cluster logical-switches mac-table 5001
VNI MAC VTEP-IP Connection-ID
5001 00:50:56:06:8d:72 192.168.250.51 23

ARP Bl o] -5 2hel g v

192.168.110.201 # show control-cluster logical-switches arp-table 5000
VNI IP MAC Connection-ID
5000 172.16.20.10 00:50:56:a06:23:ae 7

192.168.110.201 # show control-cluster logical-switches arp-table 5001

VNI IP MAC Connection-ID
5001 172.16.10.10 00:50:56:06:8d:72 23
w4 s AR E FAF T A el A b AR AE AEEY R F b g g e

show control-cluster logical-routers " @ <] instance a}%] W&ol 4] o] AEE2]o] A5 =g

A 2} E BE58 3 A g o,

interface-summary k%] = # ol 4] 71 E &2 7} NSX Managerel 4| &<l
off A BElslE TAE FH Ao Y& TAEE o] AR AL,

r°*'
—
Tl
I
fekd
>
s
T
v
o
o
of
)

VMware, Inc. 83



NSX e 7fe] =

controller # show control-cluster logical-routers instance all
LR-Id LR-Name Universal Service-Controller Egress-Locale
0x1388 default+edge-1 false 192.168.110.201 local

LR-IdE 7] 53} o] & th5 & ol A AF8-8F4] A] &

[ ] controller # show control-cluster logical-routers interface-summary 0x1388
Interface Type Id IP[]
13880000000b vxlan 0x1389 172.16.10.1/24
13880000000a vxlan 0x1388 172.16.20.1/24
138800000002 vxlan 0x138a 192.168.10.2/29
[ ] controller # show control-cluster logical-routers routes 0x1388
Destination Next-Hop[] Preference Locale-Id Source
192.168.100.0/24 192.168.10.1 110 00000000-0000-0000-0000-000000000000 CONTROL_VM
0.0.0.0/0 192.168.10.1 0 00000000-0000-0000-0000-000000000000 CONTROL_VM

[root@comp02a:~] esxcfg-route -1
VMkernel Routes:

Network Netmask Gateway Interface
10.20.20.0 255.255.255.0 Local Subnet vmk1
192.168.210.0 255.255.255.0 Local Subnet vmk@
default 0.0.0.0 192.168.210.1 vmk@

s EA VNIol d3 AEEe] A4S FA e}

192.168.110.203 # show control-cluster logical-switches connection-table 5000
Host-IP Port ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

192.168.110.202 # show control-cluster logical-switches connection-table 5001
Host-IP Port ID

192.168.110.53 26167 4

192.168.210.52 27645 5

192.168.210.53 40895 6

o] &2 E-IP F4= VTEP7F obvl 2F vmkO <l B 7l o] =1 v o} ESXi &~ =9} 71 = &2 7he] <14 0]

Ao Mg zo] AR el /4 EE MBE 5ol AEEelel A4S 44T o ESX
IP o] 4 @b AL§ 5 4] TCP £ =4 e,

VMware, Inc
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H 3 ob A

FeAEE =YD A4S He1T + 9

oy
°
v

ol

T AEA X

I

[root@192.168.110.53:~] #esxcli network ip connection list | grep 26167
tcp 0 0 192.168.110.53:26167 192.168.110.101:1234 ESTABLISHED
96416 newreno netcpa-worker

ol Sl 7% UNIH

[root@192.168.210.52:~] # esxcli network vswitch dvs vmware vxlan network list —-vds—name
Compute_VDS

VXLAN ID Multicast IP Control Plane Controller Connection
Port Count MAC Entry Count ARP Entry Count VTEP Count

5000 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.203

(up) 1 0 0 0
5001 N/A (headend replication) Enabled (multicast proxy,ARP proxy) 192.168.110.202
(up) 1 0 0 0
Z31 vSphere 6.0 ¢] Aol A vxlan W] Ao o] 25 ALg3l e 5 A A g9l Jetc/init.d/hostd
restart W& S A4 Al 2.

slelBe]l= mEf fry s aE Bro 9le =l d 294 9 29 esxcli network vswitch dvs

vmware vxlan network list —-vds—name <vds—names> ™ ¥ ol o} &2 o] Zalx o}
n Ao F = AEslE S AA o] gl o

a HEALE 22K D ARP 22 pdf o P AL AbEelA s A g 2ol

AARP = 52| 7} vfed 5] o,

g AEE IPFart v Ao A Flv
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1A VMol A thE A8y thE VML & Pingdk th+, MAC El ¢| 55 %4 g oh, W4 MACS VM
ol o, o - MACH &5 IP= VTEPE A& o}

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds-name=Compute_VDS —-vxlan-
id=5000
Inner MAC Outer MAC Outer IP Flags

00:50:56:a06:23:ae 00:50:56:6a:65:c2 192.168.250.52 00000111

~ # esxcli network vswitch dvs vmware vxlan network mac list —-vds-name=Compute_VDS —-vxlan-
id=5001
Inner MAC Outer MAC Outer IP Flags

02:50:56:56:44:52 00:50:56:60:65:c2 192.168.250.52 00000101
00:50:56:f0:d7:e4 00:50:56:60:65:c2 192.168.250.52 00000111

chgol A E 2l

NSX Edge 7# & 4

Eof| A A5 VM A] =
oo AdEE A A T
% vSphere HAZ} AL&-5] A 2= 5 A A 5] 222~ ¥ o 4| NSX Edge %
T ZAEE A Al VM A ZHE o) *P&El 5 AAE] =R

A & w) vSphere HA7} 22 =8 o] 4] ALg-5] 7] ks =
F2E e Eg AT A VMol el Ze
= A

F R E

k2

7} A= VM A ZHE 22 AFEsl a2 A A s

e
—=
=
(o]
-
st
=
<:
w
©
>0
[¢)
=
()
N
-
ox

:
A8 Bl ol A b A sEl AR B A AANE REAAA L

O -

r’\

= A e E 28 £ =2 A eb-H IDE T W F b olE o], ehe-E, wheky, ve] g

DHCP # & o] & F7 A& 74 ¢

Edge Services Gateway 57}

] o] ¥ Al E% Oﬂ o] 2] NSX Edge Services Gateway 74} A & A A& 4 571 t}h. 7 NSX Edge 7H4F &
vk W4 glEsolas W £ E

ERA M SECER 015%1 o U ek
E

ESGel &l 2 lelso] 2~ 92 %
(e}

- 4 E
S| A Ml E 9] Fof] A 2T S 9l et
ot F 5ol A= ESGel A clE Hl o]~ F(HF 2 a2y = A== 7 5E AW ek
m  DHCP: 17 2 <l ¥l sl o] o A A ] 5] A k55 ok,
m  DNS A=Ak &d & 2 gl s o] 2ol A A =] A ks o,
n HA: g2 2 qlg o] 2ol A=A b, bt o] abe] W el e o o] =7} 3 2 g e,

m  SSLVPN: 5A17] IP7} s & 2 ¢l g g o] 2~of] Sl oF gy o}
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» IPSec VPN: =7 Abol E IP7} qf &) 2 qlE] of] o] 2ol aff of g e,
m  L2VPN: 5 vl =g a2nt e o ol ek

o} 2.9) ol 4= vSphere Distributed Switch & &l 2] %] ¢l Ze}o] A4 5 ESGY] ¢l 3 = gl
NSX =2l A A% =9 A5 &8l NSX =21 A 2h-F-E ol <145 ESGe W <l e o o] ~
ZEAE BoAF

Edge vSphere
Services 192.168.100.3 Distributed
Gateway 23 98- 213 Switch 192.168.100.1
O——0|

OF7| & X

192.168.10.1

SERERVED

=)
—
22X HE

192.168.10.2
E.Iﬂ Oéi O-{ E,lﬂ
“EEE _|__I_
192.168.10.3

=e|H

2 SE
HH 172.16.10.1
! 1

@ 23 885

2 =alx
A2 X

of Z2|7 ol M

=2
A2 |

] i

172.16.20.10 172.16.10.10
of =2/ o|M 9
VM =YY
VM VM
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2o el A, Abe] E ZE VPN B NAT Alv] el = o 5 IP 425 of 2] A 743 4 5 vith

=

%8 I Z 2 vCenter NSX 373 | 4] NSX Edgecll &l i7b-&4 & A&et =5 A A b= 245 &4 2 o
7] NSX Edge 7+l 7} -5 < gt vCenter Server el 453l oF 3] ot NSX Edge HA #-2] gt #l v & o &
vCenter Server A| 2~ 8] o & wlo] 2e| o] A atul F HA AHA| 7} o] o] 4k HA 4o & 2tg8lA] kon] =g
Zrko]l WAl g 4 ol ok

AR R AR

n Qe =Zelo]= )R e NSX e AF o &8 depntolok gh ),

x  ©ls2 Fol ESG(Edge Services Gateway) 714 A & wl £3l 710l F@ Gake] SlEA el
o}, A1 NSX Q] Al =Bl & A}e5 2144 2.

m NSXEdge ZA 7} AAH 525 Fe|2H 7k NSXEo 2 0] 5 o] 9l=x] &l g et "NSX A A 7}

o] =" o A "NSXell Het EAE Fej A~ Ful"s AEAAl L.

A=t

1 vCenterol 4 & > Networking & Security > NSX Edge(Home > Networking & Security > NSX
Edges)Z ©] 5313 $7HAdd) (T) ofo] £ Z2 g ot

2 Edge Services Gateway = Al ¥ 3} 3L t]nfo]~ o] & 1 gt

o] o] & vCenter gl ¥l E 2lell vpEbtu o}, o] o] & vl HWdE W] 2E ESGell Al el oF gy

NG A4S EAE 15 YT 45 Y5k o] o Fo] CLIl TAF U TAE o] 5% AR
A ¢koml A5 445 & Edge ID7} CLIo] %45 e},

D997 A} HMES Qo n HAEFEA)E A e 44E 4+ gl
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Mew NSX Edge T
1 Name and descnpton Name and description
2 Settings
Inatail Type =) Edge Sendces Galeway
3 Conhgure deploymant
4 Configure interfaces
5 Delaull galewsy sotlings _ Loglcal [Distrivuded) Router
6 Firewall and HA
7 Ready to complete Mame < EsG-1
Hostmamsé
Dascription
Tanant
[ Deploy MSX Edge
[[] Enable High Availability
Hext Cancal

i)

3 ESGY staE gl#eba ohA] gl &

1
HEE H & 127 o} B3 ek 47 A F 3 E Eelof Pl e
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Aeden wasEe Aauh
o:

New NSX Edge ()
+ 1 Name and description Settings

2 Settings

. - . CLI credentials will be set on the MSX Edge appliance(s). These credentials
3 Configure deployment

can be usedto login to the read only command line interface of the appliance.

4 Configure interfaces
User Mame: = admin

5 Default gateway settings

Password: o | Erarrsarsananee
6 Firewall and HA

Confirm password: & | #srn
7 Ready to complete

[] Enable SSH access

[/] Enable FIPS mode
|2| Enable auto rule generation

Enable auto rule generation, to automatically generate service rules to allow flow of
control traffic.

Edge Control Level Logging | EMERGENCY [~ ]
Back Next Cancel
5 Al2=Hl 2l of ubel NSX Edge <l=BEl =2 27| & Al 8 g e},

%% (Large) NSX Edge°l = 43 (Compact)NSX Edge 2t} CPU, =l 2] 32l v =2 F7ke] o ge] 9}
o =22 Al eh= 54 SSL VPN-Plus Ab-&-7#F <=7} o 551 . 2ol & (X-Large)NSX Edge+ 1t
Ml EA Aol A 2= R A 5 AbRete 7ol A3 Al o]l B Sxotwld A o] 4
£ 7% dld NSX Edge”} A g3 o
7 1NSX e Al =8l 87 A& AFE A A &
6 Edge &A1& AA Tt
ek A S FohebA g2 A
% NSX Edge = 4 Al kil A & F-74& wlj 7b#4] NSX Edge”7} &= ehal 2= % 7] 5 of,

<

O
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>
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o

=

=
o
Ach
=2
Y
N

N
Aul
fr
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()]
)
N

N
ox
ol
A
=2
vy
=
it
o,
o
fiaed
_IYL!
g

F o] —Er HA NSX Edge 7}
18 A 9 BH(E S5 o 2 vMotions -3l
Eall=}

Eolo F AAE &
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Add N5X Edge Appliance

Specify placement parameters for the WN3X Edge appliance.

Cluster/Resource Poal: a| Management & Edge _. | - |
Datastore: a| ds-1 |- |
Host: | esxmgt-01a.corp local | - |
Folder: | Discovered virtual mac... | = |

7 Edges ®l| ¥ X Eof A
stedwl =l & Edgee°ll ©f gl
.

ol .m.

7}5t2] w1 NSX Edge ¥ Z(Deploy NSX Edge)= Al ® ¢ty o} Edge S ¥ &
A A olE s o] aE FA dll oF gt

8 clEwclsE TG

I3

ESGoll 4] IPv4 2 IPv6 FF47F 27 A 1 5] ] o,
HAZ AHgahel el W3 ol el sl o] 2% ahih o] 4 el of G ek,

e o] ol = AAA = ABlo] o8] A 23 4 lF e
N

clefslo] el 3t IP F45 & ol dHehe A 712 IP F25 A9 5 5ok e slo] =
= skl 71 1P Aot o E% Mep B2 P Fa 5 A 9l th NSX Edge= 71+ IP 45
|#Hgk ping) @l =2~ Fa = g o

HAS Ab&sle 5 A3 75 7 7le &2 IP 545 CIDR = U5
Edge HA 714+ Al =l 9] sfEv] E7} o]t ] IP 45 F38 B4t 3] IP 5+
L2/4 B o] glofok alu] A & F-Algk 4= glofof gk o,

ESG7} th& Al =82 vl Ao 2 3 ARP £ 4ol S5 4 9l =5 o galeind =54 ARPE AHE-3h =
AR Al E o], WAN 1A 9] 5ol s g Anle] 9le A5 &gt

A &kl g et AR

=
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Al 2 & fence 7ol 4] IP 2 MAC 745 ohA] A& S 75 fence WA W5 A 3 et ol & &
o], CMP(Cloud Management Platform)ll 4| Fence s #F-&3t+ <A 3] <& 2] =] 7} "fence"d &4 g IP
] A5

% MAC 548 AHgahe] ofef Feb$x o éd % Aol 49T F e
o
Edit NSX Edge Interface E

wNICH: 1
Mama: al jnternal P
Typa: =) Internal ) Uplink o
Connected Tao: fransit-switch Change Remove
Conneclivity Status: (=) Connected () Disconnected
Configure subnets
L
IF Address Subnet Prefix Lengm
192.168.10.1* 29

MAC Addresses:

You can spedify a MAC address or leave it blank for auto generation. In case of HA, two
different MAC addresses are required

MTU: 1500

Options [l Enable Proxy ARF [] Send ICMP Redirect Reverse Path Filter | Disable | = |

Fence Parameters:

Example: ethemetd filter1. param1=1

[ oK ] | Cancal

+ d Al A F A <l
< %53l ESGE & -0
28] A o] ESGE <17

oy O

e
S
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(7] M

Mew NSX Edge &,
- Configure interfaces
w1 Name and description
w2 Settings
Configure interfaces of this N5X Edge
" 3 Configure deployment
== P 7/ X
4 Configure interfaces
) Subnet
5 Default gateway settings WNICS Narme IP Address Prefix | Connecied To
& Firewail and HA stz
0 uplink 192.168.100.324 Mgmi_VD¥S - HQ_Uplink
7 Ready to complete
1 internal 182 168.10.1* 29 transit-switch
Back Mext Finist Cancel
9 7|EAle]ES o] & A g
MTU @& HAA S 5 A EE "ol o] e 745 MTUXR o 2 = gl o
off:
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Mew NSX Edge

+ 1 Name and description Default gateway settings
« 2 Setfings
[+ Configure Defaull Gateway

" 3 Configure deployment
+ 4 Configure interfaces WIC +| uplink v

5 Default gateway settings Gateway IP: = | 192 168.100.2

& Firewail and HA MTL: 1500

7 Ready to complete

Hext : Cancel
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HA NSX Edge 74 Al = H

FA S} Th s E

2 ZE A NSX Edge Aol A 227t Abg s =5 A
b 2 27} ESGol AR AAE A 278
of 4= & F s

=

Eas g sAIEA
=
=

JEof ek 712 = —
FeabH v e 2ot A4 E 5L NSX Edge
o2 gk o]+ = <17 Syslog 41 # & !

Sl glo] 4 o

o] %

oli

AR, 4% mHYE

©. 2 HAM A= AHE o 2 3L 9l 5]

}M Al 5 A o A

=.9] Zof| 4| NSX Edge 7H4F A 28] &}
X Edget " 7] A & S8l 712 AA 2 +45 5-Asl+, DRS %

G} ESX T2Eo] oA Eg wAY
vl o] Bl 2~ E o] €] vCenterof| #f =5 o] o}, 4]

2 SAlE 4 =5 NSX Edge HAS| HA 7H4k Al ~Hloll =7 &) 2 |P Fa7F a5 v ek HA =i 7

VMware, Inc.

94



NSX #e] 7ho] =

FE TAE AT Qe s o] S A g clE A o] el Al [de]]E AR kARt T4 5 W5 qlE
sl o] 227} glas 2 - Ulel A 505 FA130 ok 5 7 2] Edge 4] 7F A = A vt 74 5 W] - <L E =
olz7k g1 7] Wtoll A Edge= 7] A& Al oF L HAE AH&-akA] ebm 5 Al s o W <lE ]
olz7k A4 =5l Edge A A ol Al HAZE Ab-g- st 5 AL sl ok A A 7 AL el Wi ed A 7} 713 4
A RSE StEvE AlE 5 A Fopw 7 A E v @A e 2 gk Fete] Wil AV Al S e
5 @& 77 E ) dE gk 712 A2 1520y vk A2 A5 HA 7P Al = rlel] ke 27 1
2P Fas AR e el IP F4 F S CIDR 4 22 gl &g 4 glsp o 3ke] 1P F47t
2 clE o] sl A E = P Fack AA A G Eel R 2hge o el ahAl el Sl g e
vl E ¢ 27k NSX Edgecll A4 A =l o Al & 7 F-oll = alj o M| E 9 24k2] of dl 7el] EA4 = IP

Fag AbgdAE ek gy

ol :

New NSX Edge (. |

I

1 Name and description Firewall and HA l’%

2 Settings
[+] Configure Firewall defaull policy

W

W

' 3 Configure deployment
+ 4 Configure interfaces Diefault Traffic Policy; «) Accept () Deny
w

5 Default gateway settings Logaging: ) Enable (s) Disable

6 Firewall and HA

Configure HA parameters

£ RN 0 GRS (8 Configuring HA parameters is mandatory for HA to work.
WNIC +| internal [ = |
Declare Dead Time: |15 (seconds)

Management IPs:

You can specify pair of IPs (in CIDR format) with /30 subnet. Management IPs must
not overap with any vnic subnets.

Back Hext F Cancel

23}

ESG7t vl & £~ 9 o] w72 o]53lal Edge 7H AAI el &5 ek ZEolA A4

lE#ll o] =& Ping® < Sl=A 2l vt
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R
NSX Edge 7% #| & 4 A & | vSphere HAZ} S8 ~H ol 4] A& = A x5 A 5o gl ow] NSX+= &2
Eol A A5 VM A AHF 55 Abget e 5 AA T oh A VMo el Sef e o] b Z4E R vho

gl A s = A Al ZAES AHE VM A ZHE 55 Aol 5 AA A 38 5 sk o] d o
% vSphere HA7} AH-&-5 A ¢ =5 A4 5l e ~eo 4] NSX Edge &A1 & AA & W= Fef o] =
T I3AEE A As VM A AHF B0 AL s =5 A A E o] 9l=A] #Haldl] oF g et "vSphere 7}

Al =B 3]t ol A "R Al '] Al B F 8 A d AN AR A 2

)

v,

O

oA €3 cubel mo] A VM E A4S o S EF b u e FAL S Y

7 73 Zoll gk 7] & Al o] E 4 o] & 4] 3} 3 Edge Services Gateway =+ =2 & H-4l 2ft-Elof] o g
=) g

1 vSphere Web Clientel] &3] g o},
2 JE$)7) 9 HoKNetworking & Security) = Z = g t}5 NSX Edge(NSX Edges) & 22 g1 o},
3 NSXEdge®s 7+ ¥ &= gt

4 2$%(Routing)s Z3 3

j{_
5 ECMP(5¢ & b5 42 eh58)% A1gel =% 44 e 2wl ECMP 9 2] Al aK(Start)& 2 3]

o,
ECMPE 59 vl bl 7] the] A e A2 ob& & A A2g bselrl o 258 Aokl
o2l gt HH 2] 2t 4 b8 o]} OSPF £ BGPS} 2-& £4 eh%8 22 2o og e 2
Asbe] Az Zobd 5 ek AR 7 2ol B4 A 2E Fobelelw Aol ot
& o A A x

Gol the & A5 PR AR ek AA

FJ—] h=4
2o A AlZF 23 300% 9] Y v (ge_timeout). ©] Al 7F Eob gl o] glow A2 ) Aol 4] A A ]
A ebolw] 7} 4] 512 dlj(ge_interval = 60%) A8 gy o},

o) £ A IPFLE AERY] 222 AT
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(UDLRel 5t &)l ): 2H9-8 74 (Routing Configuration) & 2] =2 & -4} 2}$-El o] 4] 2AIY
ID(Locale ID)E = 7 atef sl HF(Edit)= 22§t 244 IDE 8¢ & A == geds 2=

g e,

7|2 o2 249 IDE NSX Manager UUID = A A S v ef, e} & =28 24k 2h-5-E & A4
gl 27 FAE At EE AA Gt AU IDE AAYE F s 2AY IDE 22~

[}

vCenter NSX =+ th5 Abo| B g7l A] A A o2 A2 & 74 oAb v oh ApAgE g2 =2
2~ yCenter NSX B% 2 x| 55 A x4 A] &

279 IDE UUID & A el of oF g e ol 2 F o], XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX
ek o714 A X= 715 167k2] o 52 AH0-F) = o A = et

718 Aol e o] 5 & A slew 7] Alo] E.gfo](Default Gateway) < ¢ AR (Edit)s 3 3 o}
a WAUEYIRE Fols 2 ohg Foll AATD 4 = e o] AaE AE g o

b Alel=sle] IPE gl
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c (A" AE) =AY IDE JHg e EAY IDE HE
d (A Agh) MTUE 214 g o,
e A A7} YeElbH Admin Distance S ¢ & & o},

10 4] 255 Akol o] kS Al &g of, x| A gk v = 9] Aol el t}5 7
Admin Distance & A}-&3}o] A & gy o}, Admin Distance”} St&5 7 2ol o] gl 7] 2 A A o] &=

Ty

X 9-1. 7] ¥ Admin Distance

Az L2 7] Admin Distance
o174 0
A 1
<% BGP 20
OSPF %] v+ 30
OSPF ] W4 110
4 BGP 200
f o (AE AE) 71 Alo] Esolo gk Awda ol gt
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bR P4 s
et

2}-9-¥] ID(Router ID)= 574 =h-+8 & 4] 7 5 71 d 74 2= NSX Edge?] Al WAl 18 =2
P45 el o

b of7lel= oWl ZREFE AFESA

°}ﬂ

2 2}9-¥9 74 (Dynamic Routing Configuration) < <] H 3 (Edit)S &

o]
a4 ol
42

=t

]

c =7 A3E Adeleid 27 AH4-(Enable Logging)< Al B ek =2 58 ALE g e
A3 7ol IPSec VPNl A4 5 o] Sl= 7+ 54 eht-rl & AF&ai A= b o

9 W7 W $ AlAl(Publish Changes) s &2 g th.

S8 F42 Aol A (Reset) s T2 Fileh 2wl 713, 4 4, OSPF, BGP +4 % 4 % 4|
Wl 2R Eqele] 2 ebgE] T4l o] AbAlH v o),

Zh& 3= NSX Edge& A Al shwl (5, skt o] AFe] ZFA o} ql gl o] o] =& Frhshar 7] & Al o] =5 o], vk 3
! 7b&4 4) NSX Edge A1 vl =5 A& = lm o

o
I
)

s

AFH AHg

NSX Edge+= 74l A= sl 541, CA(’l S 71 3H)ell A A= gk o154 % CAll Al A skar A w3k el 54+
A&l g e

CA A3 AFA -4

CSRE A4t CAS] AW & g & 9l4v ok CSRE Z28 S5l 4] A4 ahal ol £2) ¢ ».= NSX
Edgeol 4l CSRE AH&a 4 9141 o},
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A7
1 98 % s 4 g
-4 a4
Z2E AFTAE AAGsteEd NSX Manager 714 7-# o] & 2.¢] g o}
b [l g FE[SSL el 5 AE = Gtk
¢ CSR#A ""(Generate CSR)= =% gt}
NSX Edge& AZA E WA 55 = a vSphere Web Clientol] =113 o},
b Networking & Security = 2 2 g+ < Edge A1¥]%(Edge Services) & 29 3
o},
¢ NSXEdge® 7 ¥ &3},
d ?J'El(Manage) & 228l o A A (Settings) = 2 g ok,
e %A (Certificates) & =& & 3]}
f ’-‘}%‘(Actlons)% Z2 51 CSR A4 (Generate CSR) < A1 & g o}
2 =7 74 0 9 ol EE JAT e
3 EA A Fa, TR, AL D FE QARG
4 T ~E A ek tmst daelEs AR o
SSL VPN-Plus+ RSA ¢l 54 qk A €1 g o},
5 Fasg g7 2715 AR T
6 == s AF Tl gk dnl s ok
7 EJOK)s FH
CSRo| A4 5 3 a1 %A % o) %451 o}
8 =okal 9lF 715 Al o] CSRell A= & W et
9 A dFAE 7MY
a A%E A AHNEE 2Ag o,
b &% stdE ATt
n TR FFolA] A <15 A E 7hA 2 2wl NSX Manager 73+ A A o 41 744 2.7] (Import)
2 299
m NSXEdged o & A o154 5 714 22l 2d(Actions) = Z 2 3l AFA
(Certificates) =<l 4] 2154 7}4 £7](Import Certificate) = 41 2] 1] ot

¢ CSR7IA L7 Hfshat
SEL

CA A A S 7F dsA =

d E(0K)=
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CA Q1A F71

CA Q5 A5 F71abul 312ke] 1A CAZF 2 4 s eh 28 dd AREAF 2919 lE Aol A ad Ads
ZEA] g e

%

1 vSphere Web Clientel] & 781§ v},

2 JE$)7) 9 HoKNetworking & Security) = Z = g t}5 NSX Edge(NSX Edges) & 22 g1 o},

3 NSXEdge® 7+ ¥ =gt
4

2] (Manage) &< 22 3 & A A (Settings) Bl ol A=+ gl g

5 %A (Certificates)= 29 3t}

6 F7HAdd)() ol o] < 2513 CA AZA(CA Certificate.) S A1 = 31 o},
7 AFA ANEE BAshe] 1A AE YAl Arbel] Eol ¥y e

8 CAcalSAel gt A=l s 3ot

9 EF0K)L = &t

T FE CARISAE AHEate] Aldld Aw <1545 Frketed=d A v 15 A(PEM 214, 418 & 7N

el EAS} AR A FEAw AbA 2ol Rl

2
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of¥
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2
2
of

1 vSphere Web Clientel] & 7131 g o},

2 JEYA 2 H¥eKNetworking & Security)= & = g o} NSX Edge(NSX Edges) & = & 31t}
3 NSXEdge® "l 22 g},

4 =] (Manage) ¥ & F 2 3 + A (Settings) ol L+=7 2l g o},

5 <lZFA(Certificates) = = gt}

6 F7HAdd)( W) olo] £ Z 2513 QdZA(Certificate.) S A 8] &1 o},
7 2AFA AdlX(Certificates Contents) =] =~ E AF#lol A A8 cert.pem I} L o] A =S Fodda 5
FelsA g FEQISAY AE=E F71g o},

Q%A Aol A IEA G A= gt wopob Gl et
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8 7Nl 7)(Private Key) = == “Jxlell Auje] el 7] A®l =5 2oy

oM
=
i

= Nl 7] AEl=L) o g

9 Al 71 5 E dHeta Fdels Hal daE oA dH e
10 (A8 Abah) Al el S Aol Hgh Awd & = e

1 E(OK)= =3 Fvich

ow e F 2k ol A et AAH A gl 5 A7 154 AlF A B (Certificate Details) ©}2l

%
<
o

1 vSphere Web Clientel] & 1913 o},

2 JESZ 2 Bek(Networking & Security) = 2 & 12 NSX Edge(NSX Edges) = 2 g o,
3 NSXEdge® -+ ® Z= g},

4 =](Manage) B & F 2 3 + A (Settings) # el d+=A 2l g o},

5 <lZx](Certificates)E <= g o
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AR AGAL Aol A Al zahel Aul oG 54 AHgAe) CRL 354 71

o ARG
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ofo
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L

ks

1 vSphere Web Clientel] &3] g o},

2 JEYA 2 H¥<eKNetworking & Security)= & = g t}+ NSX Edge(NSX Edges) & = & 1t}
3 NSXEdge® -+ ® Z= g},

4 =](Manage) ¥+ F 23 + A (Settings) el L+=A 2l g o},

5 <lZFA(Certificates) = =2 g o}

6 F7HAdd)(P) olo] £ Z2 513 CRLS A8 gy e},

7 93 AwlX(Certificate contents)ol A 55 & Eo] ¥},

FIPS =5 Ab&-sl=5 A7 obul NSX Edgeste] =+ H.qk 5412 »] = FIPS(
d&dte dudt e H/=RE TS AE T oh FIPS =4 = FIPSE T8k b2 Al o] 74

TA 845 FAT o F4 247} FIPS A4 Edgedll 4 FIPS9} & 2k x| 57} FIPSS 3 85 7] ¢k
w3t == g% wl A Y Fe] 9= Edgeol A FIPSE AF&3t =% 4 A gk7l NSX Manager+ ~F<] ol Al 5
o gt @4 ol A Al E Al -3 e

FR L % FIPS 2= H] FIPS 2E

SSL VPN RADIUS <l % e 5 G e 4 odE
SSL VPN RSA 1% AET 58 AEE 5 e
TS ZeE s TLSV1.0 AT 4 Re NeH S
DR OSPF, BGP - ¢} % MD5 41 % AEE 58 AL 5 e
IPSec VPN PSK <l % AL % e AL 5 98
IPSec VPN DH2 % DH5 & AEE el AT 4 9l
IPSec VPN DH14, DH15 % DH16 & AEE ol AT
IPSec VPN AES-GCM %22 % e S e e S e
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NSX Edge°l| A FIPS 2= ¥17

FIPS 2. =5 Ag-sh =5 Al 7 o}y

Tehe g2 Aol AA Y ek w4 NSX Edgeshe] 2+
1ok B-Alell FIPSel A 383+ L

ol AEE Y

—

FIPS » =& 7 ™1 NSX Edge & #| 7} Al -6 5l o] A5 <l Eefj 2 S5rho] kAl g}, o] 2] gt
97 of F-oF fAglol ek o

&7 Abghel wheb o4 == A A NSX Edge A ol A FIPS& Ab&-at=5 AA T 4
7}& NSX Edge 7l += FIPS7}F AF&- 3l == 5 A1 5] #] 52 NSX Edge &7 ¢k 5418 4 M‘—s—ul o},

=] A (F4h) 2F5-El 7} NSX Edge A glo] w259 FIPS =& 4% 4 ¢l oh =24 2t5-E ol
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s NSX Controller 2] 2~ ¥ 7} NSX 6.3.0 o] AFel x| 2-el 4] A] &,

SERE R

1

rr

m NSXHazert Adse s S T84 7FNSX6.3.0 ol 4o sl = o §)

e}
.

m 55 NSXEdge &# 7F v A 6.3.0 o] AFal A ghol ap4] A] <.
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NSX e 7fe] =

w A7) ol Zefe] Abel 7} sl x| kel 34 A] 2. APl ®l A = GET /api/2.0/nwfabric/status?
resource={resourceld} s A&t} o1 7] A resourceld= T~ E &+ F2{~H ¢ vCenter 32
AA DY Y e, &5 2t A com.vmware.vshield.vsm.messagingInfra?] featureldl &l =3}
status= <l ab4] A .

<nwFabricFeatureStatus>
<featureId>com.vmware.vshield.vsm.messagingInfra</featureld>
<updateAvailable>false</updateAvailable>
<status>GREEN</status>
<installed>true</installed>
<enabled>true</enabled>
<allowConfiguration>false</allowConfiguration>

</nwFabricFeatureStatus>

1 vSphere Web Clientel] & .91 gt o},

Y E$]7] 9 B ek(Networking & Security)E 2 9 3t} NSX Edge(NSX Edges) = &9 3 o},

2 23 Edge &=+ 2H5-H & A ¥ sla ¢ (Actions)(@)+ &9 3t & FIPS 2= ¥ 7 (Change FIPS
mode)& Al ¥ g o},

FIPS 2= "7 (Change FIPS mode) ©l| g} A7} 7} vhE} ] o

Change FIPS mode (7)

_ Changing FIPE mode will reboot the MNSX Edge
I‘j Appliance(s). This will cause temparary traffic
' disruption.

[v/] Enable FIPS

[ OK ][ Cancel ]

FIPS A}-&-(Enable FIPS) ¢l 2h-& Al &l s} At Al 8 F 42 o}, &(0K)& = g ot

NSX Edge”} Al -8 = i FIPS =7} AR-§-5] =5 A4 5] o},

2 2.3k 7% NSX Managercl 4] FIPS == % TLS A4 w7,

o

AL Foh AR B AT 4 A5 th BAE el o 4 271 @l 7hA] NSX Edge 9l ~E 2 o
ehal Ael 2§45 e

) F71

vl 31 7] Ao NSX Edge°ll A & st o] A+ F7}sl oF 3] e
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NSX #e] 7ho] =

4

1 vSphere Web Clientel] & 191 g o},

2 JESF 2 Bek(Networking & Security)E <2 gl t}-2- NSX Edge(NSX Edges) &
3 NSXEdge® *F W Z g},

4 3} (Manage) B = F 2 g & AA(Settings) Bl = Z = ok

5 Edge Gateway Appliance(Edge Gateway Appliances)l 4| 37HAdd)(®) ¢}o] &< =

6 Aol dlal Felav e AdelArt 4 Eohdlo e AR o] S A8 g,

13}

1 vSphere Web Clientel] & 1.1 g o},

2 JESA 2 Bek(Networking & Security) = 2| & t}3- NSX Edge(NSX Edges) = &2

3 NSXEdge® &l 223},

4 3} (Manage) B = F 2 g & AA(Settings) Bl = = ok

5 Edge Gateway Appliance(Edge Gateway Appliances)oll 4| ® 7 & =% & A1 €] gh o},

6 TH(Ei( ) okl £& Tk

7 Edge Appliance @ 4] o s}k Afel A 2 8 gk W &5 w7 o o},

8 A& (Save)s FH 1 th

43 244

NSX Edge A & 4141 & 4 9ls71 e

Mzt

1 vSphere Web Clientel] &3] gH o},

2 JYEYA 2 Hk(Networking & Security)E < 2 3 t}5- NSX Edge(NSX Edges) & &

3 NSXEdges -+ ® Z= g},

4 3} (Manage) B < F 2 3 & AA(Settings) Bl = = ok

5 Edge Gateway Appliance(Edge Gateway Appliances)cll 4| #F4 & 7= & A1 & g o}
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NSX #e] 7ho] =

6 2HA|(Delete)(¥) o} o] &5 F2 g},

NSX Edge =] 8] A2 o oF 3y

NSX for vSphere+ vSphere 2] &2 &g AL-&3Fo] NSX Edge 74A1 ¢ 2] &£~ % o 2F3h] ok, NSX Edge
of gt CPU ¥ mlmg] elaad doteld AA = AAAH o2 2Ag= o L83 3 glany) g

e},

APIE Ag-2ke] NSX Edge & 4] €] 2l 42~ el ebs AA S 5 9l . POST /api/4.0/edges= A+&-2to
NSX Edge s A& ol ol & 742 4 9l ok PUT /api/4.0/edges/{edgeld}/appliancess A&}
o 7] NSX Edgeoll H3k ol of& ¢lell o] E& 4= 9l57 Y v} cpuReservation> reservation %
memoryReservation > reservations Ab-&3dlod 2l & o oFS A A @5 of #FA g Ul €2 "NSX API 7}

o=t YEG AEAAA L

NSX 6.3.3--E] = vSphere Web Client= #1831 NSX Edge 7#] ¢] 2l 42 o of5 AT += 95
ot NSX Edge = A A & ol of of Wbl & Al F-af b= vl A A 7F 2415 o, A & 31 4] aked 7] NSX

Edge®] ol k& W7 & = 9l rt. Networking & Security > NSX Edge > NSX Edge ¢/28H 4> 3
g >AA>FPew o5 FAAE AA T

2, Abgk A1 s ek Qo] 4| b7 Y o

2] £ o of whf ol = Al A

n
r-l

£

|

42
o
PV
r°“

F 2 NSXEdge 27 ol dhel ARgAk A4 == ook s R R I Bt s R

A A e 5 gl e

1__

A28 ke 2] 42 of 2fo] 9l NSX Edge %A 7} v 5] = (4
o Aslo] AR & elaz Fol ol ool A 4H e 2lanst 3

J}N i

gk 7§ ol eko] At A8 o]l E

7} A E A mE AR e 2= A FA o2 FPF U ohg ol AAE 2D w (] 2ol me X F
ofl) dl ef-& Al = g ef.

A|&2¥) e 2l 4 s dokg AFEdte A AA 2715 WA e Al A A A 2] Al 8T
Apglol] BHA] 2] A of] oF5 gi ] o] Ejh] o},
AREA A B s o o
AR} A S A ek 75 AFS-A 7 NSX Edge 74 Al ofl Bl g 2] 2 of| o8 74 A gk v}
APIE A}-8-3l] NSX Edge &7 & A4 3laL, & Aol CPU =& |2 g] o efs Aoz AAsle 7
vSphere Web Clientell 4 2] &2~ el of& AHg2} 2| . 2 A A ah= A2 25
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NSX 2] 7ol =

ARGRF A Bl 4 e ofo] gl NSX Edge A1 7F vl 25wl (A A, of el o] = = ohA] w2 o) A
of AdE A Aell 2laz Foll el efeo] A& ek glazrt FehA geom AA e Ade] AAA &

3 74 A el 7} A sl g e

pd
%)
X
m
[oX
«Q
®
ol
O
it
=
bl
~ 01
o
>
>
of
2L
)
34.
O
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o
i)
ofo
ek
v
%0,
o)
°
id
ALy
[
>
it
2
of)
M
o
AL
[
>
N
i
rr

vSphere Web Client == APIE AF-&3lo] AREAF A A 2l 4z o of5 W7 3 7 9lsr o

2 nz oot gl e

2
a2

o] =< Al g skl NSX Edge 72 Al ol el 2l =7} ol oF 5] A] i e} Bl asvt F 53 2B
NSX Edge A vl £ 7} 8¢5 7] Ak, 2ld2x A go] 9l A5 AL AAA o2 AsdhA] g5
Ao

2 T Aol 2T e Bl bk 57

gt 7§ A A o2 A 2R e 2l o o A Al RS AASAY VB 3t E
T st 24 74 APIPUT /api/4.0/edgePublish/tuningConfiguration©l A1
edgeVCpuReservationPercentage = Al edgeMemoryReservationPercentage w7 M kg FA sl ol s
Mg glrreh of 9 WS Al NSX Edge A W] Eoll & o g-g FAluk /) E

ehruieh B9 W34 ghol el 3hal NSX Edge 44 27] el w4 o ekl 712 CPU 2 v 2] 7 54
vk 2l ol obg AbgebAl e AAstHd s 0= AA g ok A g &2 "NSX API 7}¢]

M
R
P>
e
I

=

NSX Edge &= Al =8l 8- AL&)

NSX Edge 77 o] A28 3 Age A 27 (23, o, 4v) B & 2o )] wheh ehEl e o]
G ghe 718 A1&E B Bl ol oholl AHgE v e

¥ 9-2. NSX Edge A =8l @ 7 A}3}

A 271 CPU d|¢k w22 of ek
23 1000 MHz 512MB
%3 2000 MHz 1GB

o) 4000 MHz 2GB

E 6000 MHz 8GB
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NSX #e] 7ho] =

QE o] 2 AL §

NSX Edge Services Gateway<ll = # o] 1071 ] Wi, sl & 2 == E&] 2 I g A o] 27} 9l& 4 5
NSX Edge =h-7-Eloll = 871 2] s & 2 sl ¥ o o] 2o} 2l 1,00071 2] - sl g o o] =7} & 4 A5 et

NSX Edge+= "+ gl &l 7| o] 227} spit o] Ak §lofof v 23 o= Gl o,

AE o] = -4

W Qo] ae F 2 F-4 Eefj ool Ab&= 5 f el 2 clE o]~ J
DLR(+=¢2] & 2}%-E])7} ESG(Edge Services Gateway)ell <174 5 7% ©] 2} ¢ <l E%#
E] 5 o] ~ o] 1 ESGE] Q1 E] | o] 2 7} W] 3 gl E] si] o] 4 ¢ 1] <
obyd W N Z &k B 2 gl o] 25 AFE-ahe] of 2] ol §- vl E 9 Z(VLAN =
e 7T 4 Ak

—‘ﬂr Llﬂﬂiﬂ

NSX ESG(Edge Services Gateway)oll+= 2| tff 10712 4, 1= 2 == E&] 2 <l o] 27t ol& 4 4
U ok, o] & &k Al g2 NSX Managerell ] &l A -85 1 o},

NSX wl &£ 217 & whd ESXi &~ Ecl 4] &t 1,0007) DLR(=2] A A4t 2h-%H) el =8l 25 TS 4 9}
Suleh el w7 ol sz T T 4
B

A eb-E ol A & 871 = 2 gl E o] 2~of ) 9917 - QlH 33
A et o] 2 gk Al g2 NSX Managerel ¢ &l A &5 v ok NSX i &£ 217 ol 4] <l E sl o] =9 27] &
78k Wk ofl o gk A4 gk W g2 "VMware® NSX for vSphere Y| E9 = 7} A g} A A] 7}o] =" (hitps:/
communities.vmware.com/docs/DOC-27683) % A Z 314] A] &

M=t

1 vSphere Web Clientel] & 191 §Hv o},

2 YEYA 2 BkNetworking & Security) s = & 5 NSX Edge(NSX Edges) & & = g1 v},
3 NSXEdge® -+ ® Z= g},

4 #z2](Manage) ¥ & F2 3 5 el o] X(Interfaces) & & F2 3 ot

5 clEdolas Adeta AR(Edit)(« ) ool = FH E e

6 Edge clElslo]z A e 3pdatol] qlel ol o] 2=9] o] 55 1 o

7 ¥ (Internal) == QG I (Uplink) 5 Al & eted W5 gl g sl o] =<l A, o] F- gl s o] <1 A| & e}
v o},
ok9] el H o] ~E AT 7§ EFA(Trunk) 5 A8 ] eb ARAlgE W &2 o9 ol e ol o] = 7} &
e AxEAA 2.

8 ol alEslol s} A ojef e TE 0 F mi el H 29 A E AW o

a @7 WAH(Connected To) 4 = % ¢ Hel(Select)S =2 ¢ th,

b ole s o] o] AT gto utet =8]8 £9]X](Logical Switch), £+ £ E & (Standard
Portgroup) =+ ¥4t £ E 15 (Distributed Portgroup) &< = gy o}
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NSX #e] 7ho] =

o
o
ita)
s
ik
Ach
o
>
ﬁ
t

fr
b
ut
H

e
njo
r)v
)
zdl
X
v

d A=(Select)s F3 31
u)

9 clE o] A AeE AE g e

10 A Byl T4 (Configure Subnets)l 4 S7HAdd)(F) o}o] &< Z2 dlo] clEso] o] Ul =

g e

slEl sl o] el = A A A @z A uullo] of=] A 23k o gl

11 A Byl 37HAdd Subnet)ol A F7HAdd)( ) olo] Z< Z2 5o P F45 Z71g 0 o},

P Fa% st o4 JH ke A5 /1L IPFaE
g%

12 QL sl o] zg] A2l vhaa g o) 3l 2 (Save) & 22 Fl
13 298 45 7% MTUS 97 3 o

14 ¥4 (Options)oll A F &3+ 5415 A= g

+4 EX
ZZA] ARP AHE Az b2 Qe sl o] & ol AR M= 20} AR 4 g e
ICMP 2 el 24 2.7] soaEel By ALE Ag e

g3 A2 2y A w28 2z Faot A b @A Bk AHE A 2 v}
Whak 9% A e o A3 e ol ol A AL FAla ek Fuleh £xE
BEGAE 42 Fao) ehiE ool Sl thehpef ek,
15 Fence "I/l W5 ¢ 3l F7HAdd) = == 3ot

16 &l (OK)= F3 g vich

Q€] 7 o] 22 2} A

NSX Edge ¢l Bl # o] =25 AHA| & 4= 9l 571 oh,
R

1 vSphere Web Clientel] & 7813 v},

JE 97 U B ek(Networking & Security) s = 2 g tt5 NSX Edge(NSX Edges) & &9

2
3 NSXEdge®s 7+ ¥ &= gt
4 I2](Manage) 5 < F 33 & Qe dAlo]X(Interfaces) & & &3 gy o}

5 AbA| gk ol E] o o] ~ 5 A &g},

6 AtAl(Delete)(*) o}o] & F 2 g o},
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NSX #e] 7ho] =

QB o] 2 AL &

NSX Edgeell =&l 1 & =]

.

o A 7k Al 'l & e 4 ol e
A2k
1 vSphere Web Clientel] & .91 gt o},
2 YEYA 2 BkNetworking & Security) = < = & rt5 NSX Edge(NSX Edges) & & = g o}
3 NSXEdge® 7 &= g
4 FE](Manage) 5+ =2 gt & Q¥ dAlo]X(Interfaces) B & &2 3t
5 A&ot=S AT o] aE A
6 Ah&(Enable)(¥') otol & &2 @t
NEE DB
NSX Edgecll 41 al H ol o] =& ARg-olA] e AT F 9l e
ks

1 vSphere Web Clientel] & 1.1 gHv o},

o
i
A
o

2 YEYA % BkNetworking & Security) s = 3 tt5 NSX Edge(NSX Edges) & &
3 NSXEdge® 7 Z= g

4 E|(Manage) B & =2l + AEH|o] X (Interfaces) B+ == 3ot

=

5 Ab&ehA gxs AT e Aol ~E A

6 AF& <t 3 (Disable) ©lo| =< F2 g

SRR ERE

NSX Edge ¢l H 3] ¢] =& vSphere Distributed Switchell 4] =& 2] =4 A A& w7 g 4 9l o},
Az}

1 NSX Edge®

—n
E
fjt
u
of
—|~

2] (Manage) > A A (Settings) > 21 €] sl o] X (Interfaces) = ©] & 51

3 Zrg(Actions) > E#E 22 A A FA (Configure Traffic Shaping Policy)< = 3] o},
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NSX #e] 7ho] =

&kl IE F o] = F7}

E 7] 2 YNICol| A 8151 clE ol o] =5 F7babm o] & NSX Edge Al ] el 4] AF&-2F 4= ol 57 o

m VLAN E& =2

m  VXLAN E5 3= NSX ¥ & 6.1 o] Aol A At et o] 28 25 AF-&3Fe] VXLAN E 2] 2 & Edge =
AR g

ok Edge A vl =ell Al &k4] QB o o] 25 ARS-3E S gl e
= DHCP
275 (BGP ¥ OSPF)

2= EA
= IPSec VPN: IPSec VPN-S 12 2 <l €] sf| o] =~ 2ub 741 & % 9l <51 o}, 5}.9]

ol €] 7 E
o] IPSec Bl ¥ 5 &3l o] &= & o A-&2 4 stk IPSec A A o] 7l =)o DH & -4 =l
al¢] olElHlo]aes AL 22 A B ylof tfdk Alo] Edo] & AE 3 o),

= L2VPN

= NAT

a9 alElsl o]k HA = el d Baho] A8 4 gl aelv) 39] e se] g P FAE
whek A oA AS S 4 glgu

1 NSX Edge<| 2 (Manage) > &z2](Settings) = ol 4] QJE]dAlo] X (Interfaces)s &2 g1t}

F N

& ol 4 E8 A (Trunk) S A9 g o},
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NSX #e] 7ho] =

10

11

12

13

14

ol gl slo]l a7} A ojof B BF FE 2 F B A TE 35S AE gy
a <72 WA (Change) 2 = < ¢] W17 (Connected To)< =2 g1t}

b AlEls el el A4 5l ot EE 3

c et LE 25 At F(0K)= =

d A¥(Select)s &2 gy},

a9l ol Bl 7l o] 2ol 4] F7HAdd) oFo] & F2 g o

3}¢] Q€] slo] = A}8-(Enable Sub interface)s =l sl il 5} 9] Ql e o o] A~ o] H& 1 & ] o},

€2 ID(Tunnel Id)ol A 132} 4,094 #Fo] &) S=#HE <) & g o}

B IDE AHE3ete] @42 e as a4 Felelde 9 A Alo] B 2 Fof 4 o] Fho] 5
&l oF g e,

[ el A vhg & shvbs A glsle] a9 qlElslo] 2ol Hla vlES] 2 gl & F A e

m  VLAN Yl =9 =¢] 7]% VLAN.

ak9] QlE o o] 2ol A ARGl oF & 7k4F LANS] VLAN IDE §) = @ v of VLAN ID # 91 = 0 ~ 4,094
o},

m  VLAN == VXLAN Yl E¢] 2.9 75 J|E$] 3 (Network).

o]
1 Y

Ae(Select) & F2 sl TAk £ E = = 294 £ Al e 4] 2. NSX Manager 7}

VLAN D& F%ete] 52 Aol 4] A

m UES T == VLAN IDE A A 8kA Far ahs] <le ool =5 Al ehed = %(None)~ 28
ch. o] &F4] <l E sl o] 22 NSX Edge ol $1 Ak, sk vl =9 2of g5 A o (e = &l
AlE) Ml E 9] 2 Thol] 21 & b8 Sh+= ol AR e

A dlE ahe] el e d o] zell Frbatelnd Bl 74 o el 4] F7HAd) oFol 25 F Al Al S

ErJ 3 qlE o] 28] 7] MTU+= 1600°] 3 8] <l = o] =~ ¢] 7] MTU== 1500%) Y o sk4] 1 E]
s o] 2 2] MTU+= NSX Edge®] &= E& A slE s o] &= Fell A 744 St MTUR o A7 1} AEofof g

8 AR E e Adelyy g dAd Bu7] A8-(Enable Send Redirect)s Al ® 3 o},
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NSX #e] 7ho] =

15 ek 74 = ¥ 5 AH&-(Enable) == AHE- ¢t §(Disable) < = 4 7 g o}
odulel Az e s A R £x Fa) oA AA5EA Btk Al 2o g9}
qhg o) 7S A et o AHEE Qe F o] 2o A AL FA o Fh £ZE mEE 22 F
27F 2b5-8 Bl o] Eoll vElbof 3 e}

17 223 7% gl s o] 2ol vl3 MAC 45 Y= ek ESG HAE AF&-3l+= A% -+ 712 MAC &
45 )8 g oh

18 A8 75 =5d 2 clE o]l =9 7] & MTUE A v e

3 7] MTUE 1600¢] 3 341 <L)l o] 29 7] MTU 15009 v e, =2 =2 ]
28] MTU< sh5] qlE 3l o] 28] MTUX oF A o} zhofof gh e},

19 EI(OK)< =2 ot

A3}

o] Al Edge A ¥l ol 4 39] Q1 & sl o] 2% &3 4 9l v,
chgol 58 % 29l

E2 3 yNicoll F715l sks] el el slo] a7t 357 2 & 259 A S = 7 VLAN 28 =

VLAN E8 2 74 & A Z314] 4] L.

i
4
o
o)
A
i

VLAN E® I 4
+AF L E 2 5o <174 5 Edge®] E& = vNicell sh4] alH #l| o] 2~ & F b8k VLAN E& 2 9 VXLAN E

HaztE o AU 35 2 a5l 975 Edgedl =7 2 vNicoll 8F9] gl Bl dl o] 25 F )3l
VLAN E & zut A 8] 5 o},

%
A
*
ol
do
o

5% FE 5ol ol Eala wNicrk AQHE a9l alEsle] 2 AER & QA el
A

2 JE$)7 (Networking)S 2 g o,

3 35 xE a5 Adsta A AF(Edit Settings) < £ 3 o}

5 VLAN 3ol 4 VLAN 5 7] & A8 sta =5 7)< VLAN ID=E §f & & =

VMware, Inc. 114



NSX #e] 7ho] =

A% H T4 WA

A A AL AGHES A4 D 245 NSX Edgeel A <@l & Aul o] B Alo] el 8L o
SE % e NAT 2 ehed 425 240Uch A% 74 44E A E0E s 449 9o 4§ 22
el 4, VPN <) NSX Edge 41v] 2ol iat Ale] A = a9 ¢ #1631 = 2 b, NAT 2 eh$8 74

2
% $E o Fohelok Pk

1 vSphere Web Clientel] & 7191 g o},

2 JEYA 2 H¥<eKNetworking & Security)= & = g t}+ NSX Edge(NSX Edges) & = & g1t}

3 NSXEdge® & 4 223},

4 2] (Manage) ¥ = F 23 F AH(Settings) B = F 2 7 ot F+4(Configuration)s & = g o},

5 [AlY Ax] o)A 2] (Action)( #)< =9 5l 1 x}F 732 4 ¥17d(Change Auto Rule
configuration)< 4l &) g o},

6 Wod e wEa BAO0K)S FH P

CLI x4 5 W7

CLI( ® E alEso] 2)o] aelele o] A4

14
>
o
ol
ol
o
)
il
]
¥
pass
oy
A
v

s

1 vSphere Web Clientel] & .31 gh o},

2 YEYF] % HkNetworking & Security) = 2 = ¢ tt5 NSX Edge(NSX Edges) & 2 = g1},

3 NSXEdge® 7+ ¥ =gt

4 ¥ (Manage) 5l < Z 2 g & BA(Settings) 5= == 3 ot FA(Configuration)+ 22 3 o},

5 [Al4 AR del 4 2z (Action)( #)& F 2 313 CLI x}4 59 W7 (Change CLI Credentials)<

HA(RL7F&A )= st=slo] me A Z Elo] Aol & glal] thed AA & A3 & glA =2

of| A Al &l A vl 2% AFEE 4 A &l 5tk NSX Edge HAE A 71 ol on] A] - Au] A2 D}
Al Al ke ok & 4 glom @ d el on ohEld S glofl = Al H & ghgh o

ol & =] NSX Edge HA= AFell A7 wf3pe of o1 FA 7] = 2= vl Ao A Bl AFe) A7 A
BE g gy e el s welg B ot o 28 g A7k nulle] oY ek, el Al oA Al A A

vl 2~ 7b ] R = o gk o] o] = NSX Edge”t -8 & #h5 = o gl& w5 A 2h5-8 o ch-Elql o] 0¢] of

77 s e
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NSX #e] 7ho] =

of w2} -+ NSX Edge HA 77 7} EA1 S o+ glomf odupr o v 24 e 2 A3
VH 7] NSX Edge & &% + 9= 4 -
FA 7L o A 8 EA ek 7
gt ozl 24 0] ks 4 A d
@ FAtol WAl et £ Belcl ez ohelAl o] el oh $h 2ol A A ]
a

Au o —{o

—'O_A_,O

73
75'1-
o}

Al Z=F

of| 7] %
n V=Y A THeE B2l d vEg
s NSXEdge<| CPU =+ dlxg] 73t

m b} o] 2] NSX Edge HA VM< A3 = g7l ub5 o 9= Al A el =& 8 A A,
G 5 ?ﬂ EHTT” Oltﬂ g %Oi 2B 2 A Al Al zke] F 48] F7Feld NSX Edge HA O& 44
5

A e b U EY 2 ol E o] A A

e
HA 4 alzle] 225 Abel 7h ) A HA Hl o] Aslelal 7 A slo] 2 ma el Abel 7} A g
o}

SHl A a7k-ed

7] % NSX Edge 74| = 4] 4bel o] 32 214 & v 7] 4be] <) ] o}, NSX Managert= =1 7] %4 % 4]
A AR e 4L BA G o g
R E

HA A o] o} 2 ESXi 345
Frallof 3l ek ol ol 5 2 E o] 7}

S NSX Edge A vl =& &4 Aol A A g 5]
Qg o] 2g Tl Auls dHlolEE A

A H AIZHZ1 5k 15%&) ol 7] & A 2 5H et Ev] Ep FAE A o 7] #FA 7F v] 24 (dead)
ez Ad et 2 7] AAVE G4 A E A gkE 3 7] AR o QlE o]~ FAE o] ofnbel 7]
& Aol A A sl NSX Edge A vl =5 Al &gk o}, o] of ko] A ks Al =gl ojul EvF A Bl W3
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6 [HA T4 W 73] sk A ARel 4] NSX A A 7ho] = Edge Services Gateway 7}l A= =l off & 4
A AT

& o E= = AASt] Aol o] Edge A ol 4] L2 VPNe| 7-4 5 7% 270 o] 4k W
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Aok &, A1 4 5l NSX Edge”} & el o] == &= & ot poweredOn A & 2-&= & 7] 2] NSX
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2ol A com.vmware.vshield.vsm.messagingInfra2] featureldol i @&l Abe] &
<7 ok, AbEl A= GREEN®] ] oF §hv] v},
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ateful Al 2hE of A% eb¢E 7 54 g MD5 715 7FA AL 9le] oF g et

a @ (None): el 5] F e slA gownf 7]kl c}

b E(Password): ¢] 315 W& A A+ AFE Al haot 2

e

3l
s FIPS =7} Ag5 5% 445 9o MD5 A5S T4 4 gl ek

= A 7] ID e ® 18 A3 oF. NSX Edge =+ =8| & 4k el e 9} vjoj 2 o145
2= H] NSX tlutol 2= MD5 ¢l o] Ab42 ol 7] IDE 3E 1% AF$ et 25 FA 5ol ok gl 1
2 z] ok o m QSPF Al A o] A A =] #] ek5r] o},

a %99- °'Ei l°l/‘ vﬂ-ﬂ(Area to Interface Mapping)ll 41 7HAdd) ¢} ¢] &% Z = slo] OSPF <
J

22 A5 715 OSPF A A & A eh= 2ol 5y A4S WA T 45 OSPF 2l ojoll A &<
<

a Hello 7+ (Hello Interval)- ¢l E] 7 o] 2~ ol 4] & 4= = hello =l Zl 7ke] 712 7bA 5 F 4] o},

b u]&A 7+ (Dead Interval) 2l A Wl E ] 27} Fobs] &% 2b$-E 7F Aglslr] Aol el A vl E
a2z s} o] 42 hello # Z o] A= of of &= 7] <

c A &£ (Priority)+ <l E o] ~e] 7| A £ 5 A G A 97 b =2 gl E
ol~= A4 eh-H g e

d clEde]l~ ZEE(Cost)w a2 gl e Fl o]~ Aol A s z2l& ¥l = ol dag 7|2 e =F
FA G ek qlEF o]~ AE = qlE o]~ o] F 3 dbu| el 3] of, ] Fo] F45 ZAETL
Ao A ] e},

W7 Y& AlA](Publish Changes)s &2 gy o}
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o #|: Edge Services Gateway©°l 74 ¥l OSPF

o 7] ol 34151 OSPFE AF-&-3l= 7bskek NSX Al vhe] 2ol 4= =2 A 2}-%-E 2 Edge Services Gateway
7} OSPF <l A vl =4 2] o,

ESGE B A v+ =l A gh5E & 5 ol 4

= =] At of 7]of] %4 % dl & vSphere Distributed
Switch] 482 Y E 255 5l & Fol A2 F Sl

19 9-2. NSX EEZ 2]

vSphere

S o
Services 192.168.100.3 Distributed OFE?IEL??‘I
Gateway 28 a3 192.168.100.1 -

192.168.10.1

JERRTE]

=2|H
22X HE

192.168.10.2
23 g3 da3
.LLEEE_ 7(/\
192.168.10.3

=2l

2} FE
172.16.20.1 T 172.16.10.1
. .

EER=HEE @ EER=RNE

of Z21 7l 0| g =
= o =g| =

=2y Aolif
29| -

T T172.16.10.10

172.16.20.10
i =2|7ol&
820 v
VM VM
ch5 el 4 ESGE] 7] Aol B4l o] = o F I ool g ESGE] ¢ & 2 gl Bl H| o] 2= 4] v e
2h5-E ID= ESGY §1® 2 I # o] = IP Fagl v ek, & o4 s]ofell dA dk= IP 49 v o
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NSX #te] 7Fe] =

e

| Summary  Moofer | Manage |

i Rcesting Configuralion :
T .. oo (@
— @ bisaes [ e |
OSPF Detaull Galiway ©
i C: uhise
a8
Gateway B 192 958 100 1
Roule Redistribubon
WU 1500
Aammin CHIZMCR
DCBEnpnon
Dynamic Routmg Coafgeraton :

Router ID - 153 168. 1003
carf w Eratied
BGP @ Disutded
1588 @ Dizabka
Lagging

@ Disapled

fuA

TAE do ID= 00l Wi lE Al o] (=] A 2hp-Eloll d A E = <l A o] 2)7f o o of] vl ] o

E

[Barmany Nookir | Masage
Sattings | Firewall | DHCP | 1aT [RBUAG) Load Batancer | VPN | 531 VPH-Pus | Groapeng tjects |
- CISPF Contigusation | [_E
iHobal Configuration ;-J
o s Stwhes | « Enabisd
R e
L Defsus Onginate 1 & Diaanied
(141
R Area Definitions |
L I a rum
A 1D T AP
o Nomal Hone
Aren 1o imhertace Mapping -
L P a
WEe eyl L e Cmad irsmread oecec Frzrdy Comt
L o " a0 = L
1745 7 271 OSPFoll Alvj £=] =2 OSPF ¢l A vl ES 2 (=214 2t-+H)7F ESGY] (iH L M ESH 25
QA% % g% e
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Sumessy Mok | Mamsow |

wmetngs rwwt | Doicr | feat [T Land Patancer | vi%0 | SO0 VPN-Pl | Griupng Oty

L e R
L
L
v e el V.t P
+
1 - Py Faba L
1 L e B ey el
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NSX e 7fe] =

3 223 ESGY} & 9

~l BGP& /‘]*%-6’]*{* Zlol v kA gl o},

{m
‘o‘
I
o
o
nj
rN
=
@)
wn
0
M

s
ol
nst
-~
32,
)
L
o,
e
zld
mlo
:0.*:
o
Iy
=

ESG7} =2l 4 2h-E el A OSPF o] 7 =5 sl ef=A] eleiil 4] L.

show ip route

Codes: 0 OSPF derin i 5 5 derived, B BGP derived,

C connected, S ot 1I|1 H . ]f; leve | . 3 leval-=2,

1A 1SPF i i area, EI1 nDsPF ¥ i W 15 ixternal type 2,
H1i OSPF ] <ternal type 1, Y, 1SPF external type

Total number of routes: 5

PS C:\Users\Administrator> ping 172.16.10.10

Pinging 172.16.10.10 with 32 bytes of data:
Reply from 172.16.10.10: bytes=32 time=5ms TTL=61
Reply from 172.16.10.10: bytes=32 time=1ms TTL=61

Ping statistics for 172.16.10.10:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 5ms, Average = 3ms

PS C:\Users\Administrator> ping 172.16.20.10

Pinging 172.16.20.10 with 32 bytes of data:
Reply from 172.16.20.10: bytes=32 time=2ms TTL=61
Reply from 172.16.20.10: bytes=32 time=1ms TTL=61

Ping statistics for 172.16.20.10:
Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 2ms, Average = 1lms

BGP -4

BGP(Border Gateway Protocol)+= 258 2} 3ked 5 el 4] A4 & g o}, of 7)ol = of 2] #FA] 4] 28] 7]

i)
RS 1 u =
o EL AL ARG E P UEGZ Hlo] 2 EE 45
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NSX 2] 7ol =

= %] -+ BGP Speaker 7+¢] 7
4]+ BGP Speakers %3l <17

AR E wlela e o Bl o] E5

re
e
i
o

X
oX,
)
o
=
AL
o
oM
oX,
b

7l 7 g et o] AAE A ek S8l
| A1 A 7F A 5 d et d A o] A A =% BGP Speaker— 4] = 2h-§-H

A2k

1 vSphere Web Clientel] & .91 gt o},

2 YEYA 2 HkNetworking & Security) = < = & 5 NSX Edge(NSX Edges) & & = g o}

3 NSXEdge® + Wl 22 &g}

4 =H¢-"(Routing)s 2353 BGPE 23 1 ch

5 HAZ(Edit)s 2 v

6 [BGP 74 4] vl <ol 4 BGP A}&(Enable BGP)< 2 & 1] c}.

7 BGP Au|=E v Al Absts Foll A Age] FRbE A ¢x 5 stew AAE Q) okA] A7 AL
(Enable Graceful Restart)S =2 g o

8 NSXEdge”l AHAl& 7] Ale] Edlo] 2 lojof] X534 9l=
Default Originate)< &2 g1 v},

N
ql
ofo

ateiwl 7]& A2 AF-&-(Enable

9 =27 AS(Local AS)el 2H-H IDE 92 gk 27 ASE 912 g ek BGP7F thE AS(AHA] A 2= Hl)
o 2} -5 o} 5o BA el o Auo} mFH Lk A E o] Foll 4G5 ASE A2 vl 4bo] B g 4
A A Qe el vlEelow g

10 #J(OK)& =3 g

J

)

11 A FIE S Z(Neighbors)oll 4 F7HAdd) o}l &5 2= 3 o}
12 A vEY 2 IPF4E )8}

ESG(Edge Services Gateway) % =2 A 2t-t-F Ztell BGP | ol & & 74 7% =2 A4 2h-5-¢ ¢
EEZIP 745 ESGY BGP ¢l VES 2 47 A3 o,

K

13 (=24 byl ) A= F4a5 98 o

BGP <A WlEH 25 tfabe 2 b= =2 A Ak b8l o] qle sl of (a2 g ® 2 gl B ol o] =)l &

S IP F Ak A Fag e

14 (=24 ebsHolat ) 228 F FAE 9] P},
BGP a1 A M= 2 AAE T4 87 S8l =2 A ehtEHellA] Agdl= IP F47F 2285 F4400
oh w2 S A A AEEb A e g AR Faek Fdd ARl e ZEIPFaY F Y5
ESG(Edge Services Gateway) 2 2] 4 =t-5 Zbell BGP ¥ ol &= 74 & 7§ =2l A ehyr o] =

FEFIPFALAETESGY A MENA P FA£E ARSI o},

rjg

Ve

15

Eha

ASE ¢ Gt

A A e AA 7R 75

A

%ﬁj?ﬂs

e

}:o

16

ru‘w\

VMware, Inc. 134



H

Hl = 7]

=

=2

17 B35 €}e|¥(Hold Down Timer)el ¥] o] 7} v]
18 AZ 42| elo]w(Keep Alive Timer)ol 2= E g0 7} @] o} 3] of ol Al o1 A A =] 4] A
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NSX #e] 7ho] =

o A]: ESG % =24 &9-H 7+ BGP 4

AS 64511

SER AL

192.168.10.1

192.168.10.3

(EREES F2)

AS 64512

_________________________________________

o] EEZ A oA ESG+ AS 64511 3ls7u ok =24 295 (DLR)+ AS 64512°1 3l

w25 eh$ol 4 BGPE th&3k o] T4 g o,

VMware, Inc.

ESG7} =214 25

=) A gtE Y Ad F4E192.168.10.2¢0 Ut o] & =2 A 2t$El ¢ ¢ 2 ol E
A2y =24 e ZEEF F45192.168.10.3% Lt o] =
g JAE A7) el AFgels AU ok

Ve,

]/koﬂ —‘ILHH
£ 2 BGP 7 o]
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T
Summany | Manage |

|§a1mns memmlmﬁhlq;

o BGP Configuration :
. o Stahus w Enabled
Static Routes
- Local A5 B4512
L R A
Route Redintribution Dedault Originate - B Desabled
% Meighbours :
* /S x
Fofemrtneg Asdime Probsas] Asdreaa IF A8 swe Hamcie AS
192188.102 192168103  182168.10 84511

ESGol 4 BGPE th&-3} o] -4 vl ok,

M

__Sa.n‘rlmrr 'Ih'nih'l Wanage [
e — T —
| Setings | Firewsil | DHCP | NaT [RGUBAG| Load Balancer | VPN | SSLVPN-Plus | Grouping Objecs
L BGP Configuration :
Global Contiguraton
g Stahus ~ Enabled
Ztatic Routes
S Local &5 B4511
I -
1545 Defaunt Originate . @ Disabled
Route Redistribution
Mesghtours ©
+ /S x
P &g Agia AS
102.168.10.3 B4512

s = 0]

ESGY ¢4 W ES 2 F4+ 192.168.10.3 Y}, o] &= =2 A 2} $-Eo =25 F FA29 o},

show ip bgp neighbors W& & =24 2h-%El el 4 A&t BGP A 7F A4 = gl=#] 2hel g ot
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NSX e 7fe] =

NSX-edge-6-8> showu i}] b neighbors

BGP meighbor is 192.168.18.1, remote AS 64511,
BGP state E blished, up
Hold time is 188, HKee p a live interval is 6B seconds
Heighbor capabilitie

Route refresh: advertised and received

Addr : famil Ly IPvd Unicast:advertised and received

Graceful restart Capability:advertised and received

! art remain time: A
Received ’H messages, Sent 125 m ges
Default minimum time between advertisement runs is 38 seconds
For Addr ; family IPvd4 Unicast:iac '-'rT ised and received
ndex 1 Identifier aZBf

Route refresh reque eceived A sent A

Prefi> received B sent B advertised 8
Connections established 1, |11'||]|}'|r:*|'1 5
Local ho : 8.18.3, Local port: 179
Rermote host: 92.168.18.1, Remote port: 43846

NSx-edge-7-8B> show ip bgp neighbors
BGP neighbor is 192.168.18.3, remote AS b64512.
BGP state Established, up
Hold time is 188, p alive interval is 68 seconds
Neighbor capabilit :
Route refresh: advertised and received
Address family IPvd4 Umnicast:advert d and received
Graceful restart Capabilityiadvertised and received
tart remain time:
Received 121 nessages, sent 120 Hessages
Default Hinisun time between advertisenment rums is 38 seconds
For Address family [IPv4 Unicast:advertised and re
In 3 ldentifier Bxdd212chc
Rou efres reques received B sent H
Pref s recelved B sent 8 advertised d
Connections esta t| lis hr'nl , dropped 1
Local host: 19Z2.1b8.18.1, Local port:
Hermote host: 19Z2.168.18.3, Renote port:

AeAe R ehpElt AR 2R ETE AYE e kP A2 E FHTh F 22w T @Y

NAE A ZEEZ AL FHE Aol A% ANES T4 o of Gk,
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NSX #e] 7ho] =

ks

1 vSphere Web Clientel] & 191 g o},

2 JESZ 2 Bek(Networking & Security) = 2 & 12 NSX Edge(NSX Edges) = 2 ¢ o,
3 NSXEdges -+ ® Z= g}

4 29" (Routing)+ =3l BE A = (Route Redistribution) & < = 1] o},

5 ZZ AulE Aell(Route Redistribution Status) < 2| 3 (Edit)S 22 & oh.

<

6 AZAMZE AL E AT 22 e A8 et EQ(0K)E T g
7 IPAFARE Fohg e

IP A A 550 5 Ao ® A ey,

a IP FFAKIP Prefixes)oll 4| F7HAdd) c}o] &< &2 g o,
b WESZY o] EFIPFLE JH g

Bk A AH(LE) = w2
AFAZE A 2 E A DA o

2
i
N
dlo
()
m
4>
2,
4
i
33
ot
ol
o
uls
ol
o
i
B
o
of
o
=
ke
a0
b
T

¢ EHQ(OK)E T
8 IPAFAY Ayl E 2 AL & A ]}

a 7ZEZ A Z ¥|°]E(Route Redistribution table)<l 41 F7HAdd) o}l & F2 g o}

4

b skgAF ZEZE F(Learner Protocol)oll A ot & Z2E 9] 25 5T 22 5 55 A,

il

c  TthollA <5 3 & (Allow Learning from)oll 4] 7 25 et Z 2 ¥ F5 A€ g o},
d FJ(OK)e 3 Tt

9 w7 U & Al (Publish Changes)& &9 3t}

NSX Manager =7 ¥ ID H.7|

7} NSX Managervrt éhite] 2719 ID7F 9l vk 7] 24 . 2 o] ID+= NSX Manager UUID = A 7 ] 1]
&

oho g el ehe, FelsE R TaE SR04 o] 4L P2 & Ut

2}
1 vSphere Web Clientell 5| Networking & Security = | &3 & Networking & Security 1 HIE 2]
(Networking & Security Inventory) °}-2 ¢| NSX Managers & & 54 4] &

Lo (Summary) #< HIYH ID T =+ anager<] = 239 )
2 2K(S e 283D 2 NSX M °] UUID Fab et

B =g A2 BH-Eel A 249 1D 74

HE =2l ehrHE AT o 22 FAS ASetE S AL A 225 A ID7F A 2ok Axks
2Ad DS A A Folnt AR T AER FAIH Y 2F-E el A 241D 8

WA 5 9, o

’

5l
H

VMware, Inc. 139



NSX #e] 7ho] =

ol A9 IDE o] Bh9E e BE A(dA 2 Ea)st A4k AA s 279 IDE A B
~® 9 2o v 2ot AR e

2.7 2~ vCenter NSX 3F7 ol th3t 2}-¢-8] 4 AR += =7~ vCenter NSX &% 2 #] 355 A £ 514 A

1 vSphere Web Clientel] & .31 g o},

2 YEYF 2 Bk(Networking & Security) = Z = & tt5 NSX Edge(NSX Edges) = 2 = g1},
3 W& =2AEA e EE o

4 2$"(Routing) B-5 &= ¢t & F 2 T4 (Global Configuration)-& 2 = ¢t}

5 2h$-¥ 34 (Routing Configuration) <! <] H 3 (Edit)< Z = g of.

6 Al 2AYIDE Y=gk

2 2719 ID= UUID & A o] of oF g e, ol & 5], XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX G W eF, o 71 4] 7F X&= 7] & 167k 2] o 5 AH0-F) = o A 5 ] e

3 A s e 2A A DA AR daE
2 =3

T e FyA~EoA AU D

iy

ade] g B PRE SRR B el A(EA) hrEE 22 A% AGHES A

3
Ak el = A el oF g e

1 vSphere Web Clientel] & .91 ghv o},
2 JEYA 2L HekNetworking & Security) S &2 53 A X](Installation) 5 &2 31 o},

3 3 XE FH|(Host Preparation) &5 < 2= ¢ o},

4 TA8 T T AE w+= FeAHE 3] sk= NSX Managers Al 8] g o},
5 FAEIAE e TejaHE Adea, Heg A T aHE Bt TAES A

6 47 (Settings) °}o] = ( &) Z2)cl 2 2A1Y ID W (Change Locale ID) & 27 & o,
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NSX #e] 7ho] =

7 A ZAYIDE ¥tk (oK) & F9 3 et

F3 ZA Y IDE UUID &4 ol o oF gt o] & Eof ) XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX Y] W e, o] 7] A 2 X& 712 167H2] o 52 #H0-F)& o Al 5 o of.

of

3t

He Ax 2 S aeE o A 24 DY dA )= R S 2E0 A

MR R 2A Y IDE AGse] AA A2 E TG
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22
o
tok
1%

wel A e 2 51 s Hl ol B ALE & 93 Bel viAYUSEE Algete o Fd vl E ARE A & a8-dt
71 9@ A A s o] Fol Ak Al W 2 E-A Al Alofell $A4 & I Edge W3
S HKE = ol EAlE AAdA L St Bl A Zoll FAS YT o] 7 74 S4= hd dlelH
AE e Fub 2k ey o ARk Al A Y F e e SR AL E 2 A A 2T S 9l
o},

A vs e 23gUH

Ak ey

= Edge W 3HH

s Rk A A4 A

\:IO]— 3 F %’jl /\], Q

[e]

Firewall =

DFW(-tAF W 3b8 )= NSXE- 2 & 0] 3 25 ESXi & ~E S8 2~F ] VIB 9| 7] Al & # ol A A& 5
Aol A ESXi &~ E Fe|2~H el 4 DFW7F AF5 o2 &4 okl o,

DFWE= 224 ulalo)|4] B2 98 w4 S A A veYae s okS Zo] T4 Holls uels)
S GAA QY AR H Eel 2L ESXi BAEE Uo7] Aol Ak 2elHo] W =Y LT FE
de glo] E2lA ety g F&l FH AR oA FTAHUS §Ud T A2E Y b E T AEY E VMR

Eel A cholw el A whehu & AN o, o4 VME 2 E ol g e, ESXi
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NSX #e] 7ho] =

NSX DFWE At&ste &

e

2oy
b spe]

Il OEhEH

VM VM VM VM

bt

NSX DFW-= 4ol A4 wksb i ot &, &4 A7 o] Ae s Ry e ebr, o] A1 & AR&sle] Wb &
TS s & F =Yg 2 A gls A4 Pk DFWE she] s rfo] Aol 4] 7-8 = 5L yNIC 7]F 2 & 7}4F
Alzglo] A& ek &, wksk gt A o] Zp spak Al =8l 2] yNICe A A &5 et B2l o] VME Wik &
7hak 29 A (FA)el Eel7b i & wl VM| NICe A E =] 2 A7 A g e, s gk E ) 2] o] 49 ]
= vk £ VM(FALel o1 7h7] Aol = yNICel A A AR7E 2hA gk e

NSX Manager 7}4+ 7%, NSX Controller VM 2 NSX Edge Service Gateway+= DFWel A4 A& o 2 A] 9]
H ek VMol DFW A vl =71 2 8 81 A] & 79 Al 9] 5ol 52 & Fr1a 4 gl o

DFW7} 2.5 ESXi 5229 7/ do] abslo] Yo v Fejare] S2ES 5718 o ok oke] 4
How dageh o s o Fobelnl DFW &ebel 713 o elzeoh Babs 3 44 SoekE VM

< #efekr] flel o B A& ek DFW &7l 57k o
DFW 4 3 54

DFW # & 7f 2 2 vSphere Web Client& AF-&-3ted A4 =] = f %] 2 NSX Manager tl| ] ] vl o] 2~ o] #| 7
[€)

AN

N

S

ek DFWE AF&-ahad o] o ol A (L2 ?rﬂ) gooddb T A(L3-L7 TF A )& A Slseul ek T Al
NSX Manager<>ﬂ 2] ESXi Z2l 28 & Al E oh-S ESXi EAE A VM F5 2 & ez, 593
2] 2ol 9l 2E ESXi 24X 2 DFW A A T‘H‘ o] F gt

g
=z
=

ESXi Z~E o] ¥4l vl ol ~e] Aol &= ohg F Bl o] &o] Z g5 o}

7t VMol = 3-8k whsk A A 5F A gl ¥~ = 7F 9l<5 1 o vMotion -ell VMe] g ESXi &2~ Eof 4] o}
2 IAER OFT al % A7 FA4 7] " el )7k VMt @A o] E 3 v &3
vMotion &<t 2= &4 A4 v 2 FA g ek 5, DFW 2ot A A2 VM ] A ob= =il o,
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NSX #e] 7ho] =

DFWE AL-&-3F nfo] 3 5 A &3}

ulo] 2 & A &3 E A2l 72 el sAb A
ol E] AlE] v E ¢ =22 ®} olAEA

o] g =] A Ao Eof A B

ek F-4 B g by o

ot

% SNEOER ECEERTERE
e whol 2z A %52 Fal el A o] e AlE

0% ol 5@ 4 94

= e
ol &t &= ol AlgkEy

ho] 22 A 2k NSX S DFW(#AF Whab) 74 45 ol 255 v vk DFW7F A5 & ek 212 ]
EQ2 EZRAN T o) wel A4S slRukA Baehis AL vl ch $33 BAgle] REME

=
= o
N = =
43 E22A2 FUG FF 2o Bas Ao E FAL 5 D5

afo] 2 2 A &3} AF-E Abe] 9] ApAEE o Al & ®e]H https://communities.vmware.com/docs/DOC-27683 <]
"NSX vl E9] 2 7k sk A A A A" ol 4] "NSX DFWE AF&8F wlo] 22 Al &3} 2 8" Al S Az 3814]
Al ©

-,

AFEA IDE 7] F 02 8 DFW A 74

AR sk & ALgslel ID 7k Al S A S wll = 8y eF Bolk ] Ah= ol B Zefo] = Active
Dlrectory°ﬂ el s *P*‘Lﬂ ID ¥ *Pﬁxm 2F W AAL sute 7 A A Ao AL 4 9lg e

n AREA7E AREAL Qloll Active Directory 7F ARS- 5= 5 == muted Hube] 2 E Ak 7R of
el A o) dell Al ~ate] o g o
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<eventThresholds>
<cpu>
<percentValue>100</percentValue>
</cpu>
<memory>
<percentValue>100</percentValue>
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o

2 NSXEdge®s + 4 Z= 34
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NSX #te] 7Fe] =

5 Al 74 ¢ sHl(Action) A< el sl w £ e 24 e
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a AAE £z ke A m=E A B S Fdete i S (Accept)e &2 3 T
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WEE P Fa 5S4 5 U%

1% 10-1. NSX Edge Q1 E]F| 0] =0 Al HTTP AH 2 A4 5= Eg T o) Ul vl 32

==
Mo MName Type Source Destination Service Action
firewall Internal @ vse Accept
Default Rule Default Deny
HTTP Address Group For HTTP server
Value: Value:
10.20.222.34 TCP:8080

1% 10-2. NSX Edge?] B& U5 Qe o] 25 Qe o] ~of AAHE ZE 179 A B YY) A
HTTP A ¥ 2 AE5 = Egd ok Wald %

Mo MNams Type Source Destination Sarvice Action
1 firewall Internal @ use any any Accept
e e N N =N
@ 3 Default Rule Default any | T ®| | For HITP server ®| Deny
Value: Value:
10.20.222.34 TCP:8080
B3 £o2 WE(internal)E A9 ahe o} U clElsle] g T4 wl FAe] A% R Gre] £

1 10-3. - HIES] 210 m/coll T3 SSHE 3] 8-6h= == o] ety ot

MNao. Mame Type Source Destination Service Action
firewall Internal @ vse any Accept
-_-_-
Default Rule Default ] e ®| | Internal VM ®| Deny
Value, Value:
192.168.0.10 TCP:22
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b IPF4s g
Z9 4 IPSet, MACSet == Mot 55 w4k e = A4 ghe
a 7N §-3(Object Type)ell 4 &4l o] aali= vl 4k A el o] & Al &g o,
Alelel Z el o] ol vl gk A A 7} A 5] e
b ANAE sk o)A Al el a L4 R AR
Al ®ob 25 = IPSet®: AT o+ ek Al AAE A 2=
A dol] by ok Al WMok 1% = IPSets A A gk ol o) g A4l g
g 21 vl =92 g wel Al g8 AxsA Al
Tt A ol A v A-S Al ) slel W F -4 (Advanced options)& 2 3141 4] 2.,
d Aol A] o] wjakg Al 9] sled ] Ay -7 (Negate Destination)S A1 &) g ot
A} 54 (Negate Destination)< 4l Bl slul o] 7 thA| ol A A A gk v AH& Al <
g wE ot o 7 o] Fels me el qf A o] A g o
A} 54 (Negate Destination)< 4l B sl 7] ¢kowl o] A ghA| o A A A g w4k
0 7 o] al =l qfF o] A g5}
e EJ(OK)E FT 3k
8 Al 77412) Mul(Service) 4% 7hel A e, chel ol 4] A% b 7} ofol o] A5 o,
4 A
RS TEZREF 2GR Aulas Ay
a Avlx ZEEZE APt
4k wksh e 2 FTP, CIFS, ORACLE TNS, MS-RPC % SUN-RPC Z & & o]
o) &l ALG(Application Level Gateway)& #-<1 ghv o}
b E=wsE glHela FAOK)E 2Ttk
=9 vl AoE g Aulagg Aula 255 AR AV Al W g Az E A
2 a25E AYsted

ACK %= SYN #F-e} 2 H-E] o
= Adeln L A e #

G ERDEEEER PR =
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a MAE S

A Aul s m Auls 25 AAE 5 Deh A AAE A4S 72
o2 AuE AA Aol FobeE v o

£l @l A v] 2~ & TCP-all_ports =+ UDP-all_ports
718 A S FA ks wh el g A g
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NSX #e| 7hel =

o 4l 49 Agd(Action) A% el A3 & FYG T ehel Tol A ARG A2 A4
SHAOK) L 2251414

ol
o
L
r>~
)

ol
L

e

2] el

R ARR 2, AP Al aske] 22l S oGP e
ek ARR s, A S Al aske] 2ol g AP e
AR A b Al el AR oI AR E A5 H e

TCP <1 A el diall RST = 2 o] A< vl et

10 -8 AH(Applied To) Aol 4] 713 44 (Y41 w8l u) & Sebele] B4k el e & AL g ol s s 475

)
o

b
iy
e

Z NSX Managercll A # & 7F A o] 54 5 v o}, 25 NSX ¢l = 'l ol A 1 2] ID7}F & g e,

R = L A e TS

% 2 2] =
A IDE A48 s 5
%z O i 5l £~ o] = %] © 0]
71 NSX Managerell A W& 1A & A4 & 5 2157 oh. 2.2 NSX Managerell 4 W& 7F A 2 ¢7] A&
o]
W o
= =1 = S F 5 %
HE A AZ 3 712 Al A 3o] 23bd ek AF A
No. Name Source Destination Service Action Applied To
v % Universal Section Layer3 (Rule 1-2) s x
Allow Web Access « any i§ Web USG [®HTTPS Allow @ Distributed Firewall
(@ SSH
vﬁDefaunSecﬁonLayerS(me-n P ﬂ‘ 7 % &
@3 Web Micro-Segmentation &Lﬁ Web SG g’ Web SG = any Allow @ Distributed Firewall
@4 Allow Web Access * any i WebSG @ HTTPS Allow @ Distributed Firewall
{3 sSH
@5 Default Rule NDP  any « any (] IPV6-ICMP Neighbor ... Allow @ Distributed Firewall
[L] IPV6-ICMP Neighbor ...
@6 Default Rule DHCP * any * any [} DHCP-Client Allow @ Distributed Firewall
[] DHCP-Server
() Default Rule * any * any * any Block @ Distributed Firewall
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NSX #e] 7ho] =

el ST 2

s 9E Qe @ FYe] TAS AGAA FEZ AAAAL DL FYshe] TAHL AEHEL 4

A 541 Al 2.

. A el 24 9e Eaaein BIe a0 g 92 ge gy,

23 ol Al @ el gg 2 A 2 EA Svle
54 BB aqom o a3 naE s (s 8 4 2 20l 545
Z4 A FAY

W e ZeE R CEoh il dHA gL AgA AY ZRET W s Agate] 4T 5

AR A 22 R U5 ARk E WEk Y A L BAE sk == NSX Edge s ol df Bl A A S

1 vSphere Web Clientell 4] Networking & Security > %313 (Firewall) - & ©] & 3}4] A] 2.

2 L3 A% Fohelenl dukGeneral) B % o] 53l ch 2 E7HAdd rule)(F) ol £& 22 3]

s

3 w7 Y& AlX|(Publish Changes)s &3 3},
Az AR A e Al wl Sl Frhg ok Al Aol Al 'l A o) A uk gl A9 Al A o] 7]
A Slell F7hs e
A e A 54 Ao Frhelelwd aFAe A gyl HE Ao A o & FE sk Qe F71
(Add Above) == o} & ¢]] 37}(Add Below) s A & g o},

4 A T4 2] o] E(Name) A5 7t 7] o [He F2) 3y o},

5 A AL o] &S g

6 Al A9 22 (Source)E A4 Gl th. ofo] Zol vl gk Al FE Wl &-& LAl sl A o1 R xe
/U/l] @)
H —

7 Al 74 <) Ak(Destination)& #1751l vk, A G ] G2 Tl B T4 1S xS AL,
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NSX #e] 7ho] =

8 A A< MulX(Service) 45 72l 7 o of. Au]& F7HAdd Service)( W) obol &4 F 2 g o)
9 Au|X XA (Specify Service) 3 1% ofef ol Sl= Al A¥]Z(New Service) = =2 & ot

10 A = 2 % 2 <] o] Z(Name)(l: OSPF)< ¢l & @]},
1M [Z2EF] =5y vlbrel 4 L3_OTHERS = Al & g ot
EF ot ol ofel o]l L2 EZ W3 (Protocol Number) 2 =7} 3 4] 5 1 o},

12 T2EZH

ol

(Protocol Number)(¢l: OSPF<] 7 - 89)% <! & g},
13 &Ql(0K)< Z2 g ol
A3}

e AR LREF NBE AETe] ok Ao 4G5 e

AN A &2 8 A%

A Fobeka A AR £ elE A A A ot Huh A A S ol REdte] Al
F A

a%

1wk FAS FoAg o Bab ke 7 Fobs Aza Al e

2 w7 W § A7(Save Changes)< F 2 ¢ ch

3 A o] B3 AHES g atn FA(0K)S Z2 Tt

NSXell A= 2 o 10070 2] 745 AT F A5t o] g=s £33 o= F4 BE(Preserve
Configuration)©| e 3 3 4] & A 75l 74 & BE= A uk, W EE 745 918 37k gustr] §f @)

o] W e HES A he T4 AbA v o,
5 the F U E S

- FAL 27

2] &) vl W7 & = =2]7](Revert Changes

m
fufg
1u
o

Y 7 = Z X (Load Configuration) °} ] &< &2 6} 354
ol A A7k F Al & Al e gk & EI(0K)E == 3
n 1P A F7HE A 7 g ¢ddlo] E(Update Changes) s <3 3 th.

43

1 vSphere Web Clientell ] Networking & Security > %3} (Firewall) o~ = o] &8} 4] 4] .
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e Aol =

NSX

tu o}, o] el Yl(Ethernet) B & F 3 3} L2

)
H

L=
o

1uk(General) ¥ . = ©]

o
=

.

=]

G

o
= 2=

d

A

?_

ofy

3 T4 EX(Load configuration)(%) ofo]

ny
o
ﬂﬂ

N

ofw
L

o)
i
!

o

ofw

F4 o= wpg ok,

o

-

vz

A A ol

gl a2l

7

T4 <] Service Composer 1 % ] &

4] 2] (Actions) > #3138 373 5 7] 3k(Synchronize Firewall Rules)= =

‘mwo
iy
N

e

i

R

e
oW
ao
il

ﬂ\/a

ofu
ol

R

A

o

‘EE

ZF g

Z o
T =2

1 [she] Eel 4] e A-2(Apply Filter) () cb<]

2 g o,

2 &(Apply) < 2

3

249 " 27 (Remove applied filter) (%) <}<|

T

Skl

l

<
2!

of

r

e

i

T
Gl

7A
e

o] ol gl w4 o) 2 A4 e,

A ¥

Tt

'

fAI
e
—

A

o#u

ol
W

A

A

|
7_(_]0

b AL

I
1

g7t 7 <)

1

obeh 2 =gt

i~

A,

3 NSXEdge %ol A Aeld =4 it

#)

4  Service Composer T

< F7}3 7% Service

|
Al

A A4 ] 9 F ol 4] T

A vk shy
Composerel A @l & 1

g

s

2

X

%} 17 Service Composer 355

€]
—

Q.
<]

&
i

o e}, AA g )

f]ﬂ—

71 gk of

=N
[¢)

ol
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NSX #e] 7ho] =

A AR AL H o] ol A S]v} elel 2 o] 8 5 gl ek A AL g o] 2] el 9l
o o] 53 4 g4 o

1 w3l (Firewall) ®loll 4] o]5 3 A& A8 g,

2 T2 Y= o]F(Move rule up)(=") == 3 olg 2 o] F(Move rule down)(Z+) olo] &% F2 3
=t

%0
o>
T
o
(2]
1)
<
o
o)
O
o)
3
o
o
?
@
N
i)
A
o
i
N
rte
=
o
rlo
A
2
nd
v
g2,
o>
i

n‘.
1°,L
1B

(Firewall) Bl ol 4] 7f #] & Al &) g o},
2 sy go] & 9] AElE 373 AbA|(Delete selected rule)(* ) olo] 5 22 g o},

3 w7 Y& AlX|(Publish Changes)s &3 3},

Firewall =1

SAl =g ol e Baoh A2 2o sbel o A4 ek A A e

A
2~ ¥ of tf 3l syslog 41 & 74 ol oF g v} syslog 4] ¥ <=
S|

wn
<
[}
'_l
o
Q
Q
—
o
S
1<)
'_l
—
o
«Q
T
o
+
A
o
2

WahH e by Fol Awd E 2% A4

3£ 10-4. Firewall =71

23§39 a4 A=

THA WA A 2o Zb Ao el &g me AN ey ge nE Ivar/log/dfwpktlogs.log
N2 AR Aol R eh@ S Aol B =
Aol AgetE s AgH Hg). 2o g s A
A5 At A el thek DFW ol 2l & 15 ¥ gk o},

ZIA} B S 2oy Bakaksy A WA Akgle] 2@xly /home/secureall/secureall/logs/vsm.log
ot

A 2~Hl ol E 2 A g-x] Al ukaby Al A& = aba) g Ao Al [home/secureall/secureall/logs/vsm.log
3 0], wok aFol FoHE A Al So] £
e
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NSX e 7fe] =

1 10-4. Firewall 21 (A<)
23173 2w =
ol o] & ¥-/VMKernel & L ahek 7 g v E(VSIP)F el E atel S A A g Ivar/log/vmkernel.log
ch. Al =Bl A] A S B A A o] g 2o g e] 2
gk et
H A A v s Fefo] gl B/ nbshy of o] A B o] 355 A G el Ivar/log/vsfwd.log
VSFWD =1

£l

3L vsm.log 71 & NSX Manager CLI( 7 % ¢l B 5 ©] 22)el 4] show log manager ™ & < 4 8 3|
71 91 = vsm.logell Hell grepE @l ste] AAl~eh F ol et o] 3fd e FE Hzle] 9l AHEA B
-8 A Lol Ak A A A~ ol H

T3 EAA] B
A w42 2ol 7 A o] B4
(@l Aol T 27 o] AFE e A

dfwpktlogs.logell # 75 1}

ek 2o oA 9 el ehe st 24 e,

# more /var/log/dfwpktlogs.log
2015-03-10T03:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138-
>192.168.110.255/138

# more /var/log/dfwpktlogs.log
2017-04-11T21:09:59.877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST
10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

ApA| gL ol

2017-10-19T22:38:05.586Z 58734 INET match PASS domain-c8/1006 OUT 84 ICMP 172.18.8.121->172.18.8.119
RULE_TAG

2017-10-19T22:38:08.723Z 58734 INET match PASS domain-c8/1006 OUT 60 TCP 172.18.8.121/36485-
>172.18.8.119/22 S RULE_TAG

2017-10-19T22:38:18.785Z 58734 INET TERM domain-c8/1006 OUT ICMP 8 0 172.18.8.121->172.18.8.119 2/2
168/168 RULE_TAG

2017-10-19T22:38:20.789Z 58734 INET TERM domain-c8/1006 OUT TCP FIN 172.18.8.121/36484-
>172.18.8.119/22 44/33 4965/5009 RULE_TAG

w ool A Z7zbe] ow] = v A5 e
m 1002= AR s A DY
»  domain-c7-> vCenter MOB(Managed Object Browser)oll A ¢] &2 2~ ¥ IDY] ] ot

= 192.168.110.10/138C 42~ P 5 49) v e},
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NSX #e] 7ho] =

s 192.168.110.255/138-% o 4} IP 44 v ef.

m  RULE TAG< %3t 7F 3 & F7} =& AR sl 5ot 'l 8l 2~ AlAlo] Frhéle gl AE 9 o 9]y

28
ok ol of] 4] = 192.168.110.1001 4] 172.16.10.12= ¢] ping A =5 W.o 5 o

# tail -f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10T03:20:31.274Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12
2015-03-10T03:20:35.794Z INET match DROP domain-c27,/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12

& ZolA = ety 2o A A 8] B aE AdAfel] e AR v e

7R 24 oll A 2
E}9] Al 2017-04-11T721:09:59
vhsle b 877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN TCP RST

10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

¥ 10-6. =71 9}¢ R o] sy Ex BB
AElE A iR

Al el 4] e o2 W et ABE AbA o E o] AFSE & 9l 2abal o,
AF 3% INET, INET6

el ®  match: 3 A o] A 3} & A e}=A] el g},

m  bad-offset: 7 7l & 7}A L= Eab Hlol ¥ A= W5 &7k AP o

m fragment: Al WA £7+o

m  normalize: &rFE @] == dlol R er) gl A%H Ao HFlgi et
m  memory: Hl o] 7] = o] wme] s} FEgh
m  Dbad-timestamp: %35 TCP e}l 2~

s
m  proto cksum: A% Z 2 & 5 A Al of,

m state-mismatch: TCP AFel] A] =8l g9l & 538l A X3 TCP 3 21 4] v o},

m  state-limit: d o] B} 7 2ol 4] A8k o gl el A grol] =l o

m  SpoofGuard: SpoofGuardell 4 =i 71 -& AHA] 3 <51 o},
m TERM: 14 ¢] &85}
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NSX #e] 7ho] =

H10-6. =71 3 FE o] Wl 54 RE (%)
el €] 7t 7
7z m PASS: #ll 7 & 42 e
m  DROP: 9| 7 -& #HA| g e},
m  NAT: SNAT 7 ¢ ] e},
m  NONAT: SNAT & 3} d A sl = g5 Aok o} 45 ke 4 gl o}
m  RDR: DNAT “f# ¢l o},
m  NORDR: DNAT f & 2} e ] shx= g5 Zhgk o) S5 W dha o gl of
B PUNT: €A VM &gt go] #lulo] xlof A] A 5] = A u] 22 VM N A& Aot
m  REDIRECT: @A VM2] o] o] ufe] A oo 2] A g == vl B8] 2 A u] 2ol o715 By
v ek,
B COPY: 9 7l& ket & Al VM &% gk sho] o] nfe] Aol 4 A8 == Au]l= VME %
AR e
m REJECT: I 72l& AF-@ et
A A% 9 A D 7% & g7 F ID
)5k IN, OUT
7 Aol 2ol
ZREF TCP, UDP, ICMP &+ PROTO(ZEZEF #H &

>

LiPpFELY T

Il

LH/(]— IP & z= A n] ¥ E

—
o

C

Zu 2

97

»

whel = 4

TR AAE AEEES 27

1 Networking & Security > 93} s o] xo] 4 22 9%

V] Log
[] Stats

[] Direction
|| Packet Type

] Comments
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TCP 17l 4%
TERMO] TCP A 41 <]
&gk elell = RST(TCP RST =

)
e 7191 = TCP vhrell ZA 5 e,
745 PROTO #ol Z71 Al o] .45 eh. TCP €14 2.9 7}
§70), FIN(FIN TCP =1 71) % TIMEOUT(M - 2 2 %<k 55 4

A7l FasE A ol

2lalel

o]) Fakx o},
S1 el Alell A= RSTY v eF. webA] A A gl of abi= A A ol RST A7 o] &< vl gt
TCP ] €] ¢ <14(UDP, ICMP = v =2 & F)el A= <14 $& |7} TIMEOUT ¢ |
ot

IP 7= =

S (SYN), SA (SYN-ACK), A (ACK), P (PUSH), U (URGENT), F (FIN), R (RESET)

97 2
22/14 - 541

nlo] E
7684/1070 -

g

WAL

=

of v e,

AL el /4 AL whe] =

sl#1 = vSphere Web Clientell & 191 g1 o},

¢ AHgehE 2 ARG
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NSX #te] 7Fe] =

2 [za]Hleld A R e aE ol Foka A ok 2 FYshe] RS ALEEF AL AT

ct.

.E-_:I
bppimi T Leg
O+ /=

ﬂDl:h:uﬂann:l Do vl lg
D Diswicuted Frwaad e ol log

) Digtriisba Firewad Lag

A3 AeA AAE HAEZ s 7o u AR o FAGHE A2 dES AR dA s o

9 obel 2% FYele] WG HAEF FA1G 5 g

AL A2 o HE 2

Al 2B o] ¥l E 2 Tof = A

7}AF Al 2w Fo] Eakg ) o
o},

Ulel 4] 7FAF 3l Al ~H] o] wl E 2 25 ¥ 2] Networking & Security > 2] > 2] & ©] 53 t}5 NSX
Manager®] IP F4 5 7l 3ot 23 o5 BYY 515 2o

L e wa

l>

2l
B
o
e -
N
>
o
S
D
N~
w0
[¢]
(e}
<
=]
[¢°)
Q
—
—
N
w0
[¢]
(@}
<
=
[}
Q
—
—
~
'—I
o
«Q
wn
N
<
%]
s
—
o
«Q
L o
)
%
ot
A

kS c ﬁhﬂpﬁ 1521&&110.2‘8'1-!".-1'-‘ rphﬁr Client Tos rlfﬁ'u1r~n|'\-'|lr.| b3 Dieoim wnwvare vshield plugincom
I Appd () oo bognt

AdminisralosiiVSPHERE LOCAL =

vmware: ySphere Web Client L Help

|4 Neworng & 5ec. 0 | D Gafting Stanted  Tumman | Wontior | Mansge
182, 96811048

#astlil Logs m Tasks

0 Fifs -
Teraslime ety L & Evers Bourod
2018 425045 PU Infarrmaliona Sacunty Fabas
TEV015 52901 PM Informadional adge-2
TEFE1ZTOS PU Informational Taie Backap
TER2015 53043 PR Informafional wige-1
TIZVP01E 429029 PU Infermasional Sacurity Fateic
TEEV2015 52927 PM :Inhur"nanuna'l wdge-1
TZN2015 45357 PM [LETL wSield Firewall
TIEW2015 44501 PM Majot wIhiaid Firgwall
_T'?-l-'?ﬁ'l‘ 11 12.1:1 [ LLE TR adtna. i -
] 53 Objects [ =

ApAEE HEE "NSX =7 B Al 2 oWl BN S AFE A A 2
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ID #H3by 7] 55 Ak-&3lo] NSX 22| #F+= Active Directory AF-&-#F 7] vl DFW f 2 & A A & 5= 9l %1 o},

A5 T IDFW 74 252 AN ew gl zebe] Eulol A A ag U, o 7]oll = e A7 Lo sl 2 =
M mEof| A T AE Fv] 74 845 A X slaL Active Directory & 7] 8H& A 7 ko] NSXell 4 AD AH-&#F 2
Tue AT S A EmS sle A o] £E ek vk 2 & IDFW+ Active Directory AF-&#F7} DFW f 7]
= AEs] A8 Zagdhs vlaawE i Qlofok &tk IDFW7F 22 Ao Abgebe e =
+ Guest Introspection % /== Active Directory ¢|WlE % 1 ~ I & o] 3 5 7}A] 7} 1574 oF. Guest
Introspection-2 IDFW 7}AF A] =8l o] A3 5] 5 9l= ESXi F8] 2 Ef o] v 5 U oh, ALEAF7} Hl B8] 2 o]
e 5 P4 ekm VMol A A 5 Al A~ E of o] A E = Guest Introspection & %1 ¢ 25 52l NSX Manager
2 AN E Ao 7 WA 412 Active Directory ¢ #l E & 7~ 3 8] o] 3] 9] 1] v}, NSX Manager<]

Active Directory ¢] ¥l = & 7 = = 2] o] 5] 7} Active Directory == ¢l #E &2 o] gl A6l AE 7e] 7] =5
A3k ek, 2151 NSX Manager+ AD 2.6l o8l E & 7.0 4] o] l_E_% ZZz3 U} Atol 3 Ao 4] & b
+ B AP A Y g Ak AL S ol ek AD oWl E 2 a2 2~ 3 8 o] 7] 9} Guest Introspection-=
= kAR e e A e e A et g U H F U 5 d%ﬂ s A o 7)ol Wiy o

2 g abA] Fgh o

olzepr £ol sl el A= NSX 2ot 275 A4k A2 A 7hedl A AD 2 (HHER] 25)E F

At aelwl AejAbs A4 WE rAe s el AL A et e A S AZ A4 Bk
S ek ol Al AFE AL dl Aol maclabd Al 'l ARGE = P Sl vt @)

g oWl APA ko, Bl AbE ket AR W A £ eta, A P A FAST Y £ e
= |25 & o spAb kA Y o =2 A tﬂii%° 75 AR A 2R A vl Ao

2= ol=A AA k7] Sl AD oWl E 2 A o] o

&
N
-
T o
n)

1—n
=)
ko
o)
°
i

IDFW A X5 += OS

AD A1 A v

= Windows 2012

= Windows 2008

= Windows 2008 R2
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NSX #e] 7ho] =

A 5= A ~E 0S

= Windows 2012

= Windows 2008

= Windows 2008 R2
= Windows 10

s Windows 8 32/64
= Windows 7 32/64

= DY aEe

ID H]—ﬂ-lﬂﬂ H ;
IDFW(ID #2tH)= AR-&#F 714k DFW(REAE 8 TFA]) & &) -&3h o

AR AR 7]k AR vksky A 2 AD(Active Directory) =L = ®] A} o] A7 of wte} 24 4] g v o}, IDFW=
Active Directory AF-&-#F7F 2 191 5§ A 5 2 B & 8} a2 DFWell A whshe 9F A& A &3l o] Ab&el=
IP 4ol =zelg vl 3 ek ID o@}b‘ﬂ o] += Guest Introspection =2l ¢! $] = == Active Directory ©] ¥l

1 NSXell A Active Directory & 71 25 74 &l cF. Windows = ™| ¢l & Active Directory<} 57| 8t & 3+ &
a4l Al &, o] =4l & Service Composerell 4 Active Directory 55 AF-8-3}+& o] 2 8 g o},

2 DFWel o4 ESXi 22 =8 % Ful vl ch "NSX 44 7he] =7 ol 4 "NSXol td £k Zejad &
W"E A A

3 IDWIY 2o A wAe AT ol 54 F oo = w o E A A oF ek

A3 o5 =02 AD ok A 7 glom] mal Al

k
o)
Guest Introspection& AF-&3ke] =9l Bl 2 ol ol E & A A s}A4 A &
= Active Directory ¢| ¥l & 22 HA] =5 -4 g of. NSX Managerell Windows =l <l 555 AFE
kA Al &

. AlAE o o] A" E 7 A A E Windows Al~E 0S8 Y v o] 7] ol &= VMware Tools TMS] A Al A #] 7}
23l 55 Z2] 2~ ¥ ol Guest Introspection A1 ] =5 vl £ g o}, & s Fe] 2 E o
Guest Introspection 4 # & A+ Z 3} 4] A] 2. Guest Introspection A @l 2 & <] 8] 4 = Guest

Introspection -7 &l 7 vl o] B 41 & A EIA AL
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Active Directory =12l A&
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IPSec VPN Afo] =& AbA| & 4= 9l o,

4

A%

-—

vSphere Web Clientell & .91 g1 o},
W E 7] 2 Bk (Networking & Security) 5 2 = gt t}5- NSX Edge(NSX Edges) & 2= & ot

NSX Edge & -+ ¥l & 3o,

A W DN

2] (Manage) 5 & 2232 VPN & & 23 3 o
5 IPSec VPNS =& gy},
6 4172 IPSec VPN Abe] =5 A1) g e,

7  2HAl(Delete)(* ) oo] & F2 3 o}

IPSec VPN 4] <

o] Al1}e] 2 ol = NSX Edge st oF& 2] Cisco &+ WatchGuard VPN Alo] ] 7127 ¢l x4 7} IPSEC
VPN el 2 & Ho] Fi= 74 o7} 3] o 9l oh,

o] Ai}e] & ol 4 NSX Edge+ 4 vl =% = 192.168.5.0/24 5 <l Bl Wlol| <1 7 3hv] of. NSX Edge <l ¥ 9| ¢]
st ehg3) ghe] T4 H e

= qlE 0]~ 192.168.5.1
n S QlE # 0]~ 10.115.199.103
A

17 7 o] 2.5 o] &= 172.15.0.016 - Wl 291 2% <l o] A g ek 917 A o] o] ol ¥ s o] 24
chg 3} 2ho] T4,

m 5% 2 <lE o 0] 20 10.24.120.90

m HF qlE # o] 20 172.16.0.1
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% 14-1. 14 VPN Aol Ego]d] 43} NSX Edge

172.15.0.0/16

192.168.5.0/24

192.168.5.1

NSX Edge 10.115.199.103 10.24.120.90

Z3 NSX Edgecl #1 NSX Edge IPSEC 2 <12 5| = ¥ dof| di&l -+ 2 NSX Edges 4 7o 4ol =
AA st 4T AR e AES T sy

>_I'

IPSec= “Nwtd 3 =9l =29 vtk NSX Edge % 7] E} VPN 74| ¢] & 1o += IPSec VPN Al £ 3l
Adte ol AT 5 DE @ % Fol s g

& 2ol A% 4 9l 9 A TEYY L

m  ISAKMP(Internet Security Association and Key Management Protocol)+= ¢l B ¥l g7 ol 4 SA(&.qF <l
)9 tsst 7] 5 AAsh7] 99 RFC 2408 <&l Aojxl 222 Fqi ek als 2 7] adhg =9
9 Zrt Al Z-3h ISAKMP= 7] s kot -3t eh = = A A 5 gl o

m  Oakley= 2% % @A#17} Diffie-Hellman 7] L3 o} 318] 58 Ab-&-8lof Bobs A ¢k ol A Abe) ol 4]
7] 2 X]—j:}_% ﬂjﬂ-tﬂ— -~ ol, 7] 737(4 B OJL]E]—

= IKE(Internet Key Exchange)« ISAKMP =& Sl ] =2} Oakley”} 235 71 < %, NSX Edge+ IKEv1&
Al g e

» DH(Diffie-Hellman) 7] L3 ] & 2 2 = 57 AR 7L Woke] A obi= F Al Al doll A 37 0 7] &
#%@@%é%%ﬁzﬂwEEEQQWV%%DHJ%mmMHﬂrﬁlwaw%wg%ﬂ
g

n J|E R
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s SHA-1
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I} 2 e
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71
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A

|
s SHA-1

m ESPHY 2=

= MODP & 2(1024¥] E)

s 7] AYAE ¢ 3 PFS(Perfect Forward Secrecy)

m 3600%(14]7H)¢] SA 5 (o B (KB) 712k 7] A4 4] 91%)

m IPv4 ABS Abgele T UIES A e ZE P ZR2EF I X E Hf3l AE

EdANL R S
NSX Edgecll 41 += 15HAl ol 7] & 2 =5 A&l sfar, 25k Al of] wh & 2= 5 A& g o},
NSX Edge+ PSK, 3DES/AES128, shal & DH & 2/5% AF-&3ll oF b= A A& Al ok o}, 3] o] = ©]
AL Febaof s, 28 A ko A whA 7} Al 3] o
197 71 & e ERAA
o] el el 41 = NSX Edge©ll #1 A=k =] o] Cisco Hule| =2 gkal= 15HA] FAHe] aLghs o Fet,
7] = of 4 NSX Edge <} Cisco VPN vl ulo] 2= Zhof] th& E A A o] A v = 48 5 ] o},
1 NSX Edgee°ll 4] Cisco*
m Ak A8 3des-cbe, sha, psk, L& 5(LF 2) =3k
s DPD A&
2 Ciscocll 4] NSX Edge =
m  Ciscocll A AlE] gk Al gk Abgk £

m  Cisco tufo] =7k 15k4 o 4 NSX Edge 7t Bl w7 ¥ 45
2~ NO_PROPOSAL_CHOSEN 2] 27} A| A ¥ o] A x| &

3 NSX Edgee°ll 4 Cisco=

= DH 7] ¥ nonce
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4  Ciscocll 4] NSX Edge #
= DH 7] % nonce

5 NSX Edgecll 4] Cisco® (%2 3t4)
= ID(PSK) %3

6 Ciscooll 4] NSX Edge = (st 3l4)
= ID(PSK) %3

m  Cisco Hufo] 2= PSK7} 9 A abA] ¢+ AHAl & <kl shw INVALID_ID_INFORMATION = 2H =27}
A= A A S Bl i kA= Aol v o

1 NSX Edge°ll 4 Cisco#
NSX Edge+ ¥ ool 25k A & & Al kgt o}, o

Aug 26 12:16:09 weiging-desktop
ipsec[5789]:

"sl-cl" #2: initiating Quick Mode
PSK+ENCRYPT+TUNNEL+PFS+UP+SAREFTRACK
{using isakmp#1 msgid:d20849ac
proposal=3DES(3)_192-SHA1(2)_160
pfsgroup=0AKLEY_GROUP_MODP1024}

2 Ciscocll 4] NSX Edge &
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e
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w0
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FU
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L

Cisco t]vlo] =7} A H o

3, g A ek A A S Ao Cisco l vlo] 27 Al el H w7 4 X\J e 2y L] o},

3 NSX Edgee°ll 4 Cisco=
o] 7] o] & &3] 43 5] = 5 NSX Edgecl 4] IPSec =7 & At-&3l =5 47 g} aL Ciscool A crypto
debugs Ah&et=5 A4S 4 915 v th(debug crypto isakmp <5>).

IPSec VPN AH] 2 -4 of

VPN =7 5 74 gk ol IPSec A1 =5 Ab&at =5 A A & oF g oh

A}

1 IPSec VPN =7} W 4] o

IPSec VPN A 8] =& Al g-sl2 ™ NSX Edge°ll | IP 45 s} o] Ak F-4] &l oF g o}

oli

2 |PSec VPN A] 8] 2= AFE- o]
27 A a oA vo] Hule g Efoo] A4= 2w [PSec VPN A v 25 AL-S-8F =5 A A & of
g o},
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NSX #e] 7ho] =

18 DH(Diffie-Hellman) 5ol 4] ¥ o] A}o] & 2 NSX Edge”} H.ol=] & ¢b= B4l A doll 3 425 A
Aot x5 88 otz g AAE A Yo

19 8375 MTU A §k= 7 vl o

20 PFS(Perfect Forward Secrecy) % Al k5 AH-&-3l =
PFS(Perfect Forward Secrecy)& AF-&al3 Al &3 7}

afl Al 5 eF
21 EI(OK)E =9 3ok

NSX Edge+ =7 A Bdlef| 4] v)o] Auyler s+ 5 ds A4 e
Tl a3 2y

IPSec VPN A H]| 2~ & AlS-3l =5 A A gk o}

r’d_u

IPSec VPN A H] 2~ A& 4

27 A B ylel A v]o] Auvler Eefdo] AFE S IPSec VPN A H] =5 Ab-g-at =5 A A 2l ofF g
ot

g =}
1 vSphere Web Clientel] &3] g o},

W E 7] 2 ¥k (Networking & Security) & 2 = gt t}5- NSX Edge(NSX Edges) & 2= ot

2
3 NSXEdge® + ™ Z2 g},
4

o
iy
e

2] (Manage) 2 #3235 VPN & Fol e,

b

5 IPSec VPN& &3 3t
6 Al-&(Enable)s = gy},
ool a2
27 Auvlzt glo] Al uy Aol o] By & 55 275t 27 AH&-(Enable Logging)s = = o
Cisco 2821 53} A H] 2~ 2}-9-H A&
< Cisco I0SE Atg-sto] Fa et 74 el el A gt

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0
duplex auto

speed auto

crypto map MYVPN

1

interface GigabitEthernet0/1
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ip address 172.16.0.1 255.255.0.0
duplex auto

speed auto

!

ip route 0.0.0.0 0.0.0.0 10.24.123.253
2 IKEAAS At

Router# config term

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# encryption 3des

Router(config-isakmp)# group 2

Router(config-isakmp)# hash sha

Router(config-isakmp)# lifetime 28800

Router(config-isakmp)# authentication
pre-share

Router(config-isakmp)# exit

3 AA T Tz A

71 o]

i
s
2
>
Y
i
L

§

Router# config term

Router(config)# crypto isakmp key vshield
address 10.115.199.103

Router(config-isakmp)# exit

4 IPSEC ¥ 3% 49 o)

Router# config term

Router(config)# crypto ipsec transform-set
myset esp-3des esp-sha-hmac

Router(config-isakmp)# exit

5 IPSec A= 55 A4 g

Router# config term
Enter configuration commands, one per line.
End with CNTL/Z.
Router(config)# access-1list 101 permit ip
172.16.0.0 0.0.255.255 192.168.5.0 0.0.0.255
Router(config)# exit

SN

tlo
[e]
\I

3] o
sl

6 =

]
-

o=

3} uhel e el 3 Al o] 2 A A ] o),

(¢

& dlellAl = stz gl m el dlo] &5 MYVPNe & A 7 kv o,

Router# config term

Router(config)# crypto map MYVPN 1
ipsec-isakmp

% NOTE: This new crypto map will remain
disabled until a peer and a valid
access list have been configured.

Router(config-crypto-map)# set transform-set
myset

Router(config-crypto-map)# set pfs groupl
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Router(config-crypto-map)# set peer
10.115.199.103

Router(config-crypto-map)# match address 101

Router(config-crypto-map)# exit

Al 74

router2821#show running-config output
Building configuration...

Current configuration : 1263 bytes

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname router2821

1

boot-start-marker

boot-end-marker

!

! card type command needed for slot 0

I card type command needed for slot 1

enable password cisco

1

no aaa new-model

!

resource policy

!

ip subnet-zero

!

ip cef

'no ip dhcp use vrf connected

!

1

no ip ips deny-action ips-interface

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

crypto isakmp key vshield address 10.115.199.103

!

crypto ipsec transform-set myset esp-3des
esp-sha-hmac

!

crypto map MYVPN 1 ipsec-isakmp

set peer 10.115.199.103

set transform-set myset

set pfs groupl

match address 101

1

interface GigabitEthernet0/0

ip address 10.24.120.90 255.255.252.0
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duplex auto

speed auto

crypto map MYVPN

!

interface GigabitEthernet0/1

ip address 172.16.0.1 255.255.0.0

duplex auto

speed auto

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.24.123.253

!

ip http server

no ip http secure-server

!

access-list 101 permit ip 172.16.0.0
0.0.255.255 192.168.5.0 0.0.0.255

!

control-plane

!

line con 0

line aux 0

line vty 0 4

password cisco

login

line vty 5 15

password cisco

login

!

scheduler allocate 20000 1000

|

end

Cisco ASA 5510 A&

ciscoasa# show running-config output
: Saved

ASA Version 8.2(1)18

!

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface Ethernet0/0

nameif untrusted

security-level 100

ip address 10.24.120.90 255.255.252.0
!

interface Ethernet0/1

nameif trusted

security-level 90
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ip address 172.16.0.1 255.255.0.0

!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!

boot system disk0:/asa821-18-k8.bin

ftp mode passive

access-list ACL1 extended permit ip 172.16.0.0 255.255.0.0
192.168.5.0 255.255.255.0

access-1list ACL1 extended permit ip 192.168.5.0 255.255.255.0
172.16.0.0 255.255.0.0

access-1list 101 extended permit icmp any any

pager lines 24

mtu untrusted 1500

mtu trusted 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

icmp permit any untrusted

icmp permit any trusted

no asdm history enable

arp timeout 14400

access—group 101 in interface untrusted

access—group 101 out interface untrusted

access—group 101 in interface trusted

access—group 101 out interface trusted

route untrusted 10.115.0.0 255.255.0.0 10.24.123.253 1

route untrusted 192.168.5.0 255.255.255.0 10.115.199.163 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00
udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DfltAccessPolicy

no snmp-server location

no snmp-server contact

crypto ipsec transform-set MYSET esp-3des esp-sha-hmac
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crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kilobytes 4608000
crypto map MYVPN 1 match address ACL1

crypto map MYVPN 1 set pfs

crypto map MYVPN 1 set peer 10.115.199.103

crypto map MYVPN 1 set transform-set MYSET

crypto map MYVPN interface untrusted

crypto isakmp enable untrusted

crypto isakmp policy 1

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

telnet 10.0.0.0 255.0.0.0 untrusted

telnet timeout 5

ssh timeout 5

console timeout 0O

no threat-detection basic-threat

no threat-detection statistics access-list

no threat-detection statistics tcp-intercept
username admin password f3UhLvUj1QsXsuK7 encrypted
tunnel-group 10.115.199.103 type ipsec-121
tunnel-group 10.115.199.103 ipsec-attributes
pre-shared-key *

!

!

prompt hostname context
Cryptochecksum:29c3cc49460831ff6c070671098085a9

: end

WatchGuard Firebox X500 43
WatchGuard Firebox X500 <17 Aol = glo] & F4 & 4 gl 471 o

ml

I A 23 thA = WatchGuard Firebox 4 % 41 & ZF 2314 4] &

1 Firebox System Managerell /| =7 (Tools) > 3 3 2] z}(Policy Manager) £ 4l 2] g o},

3 slEdelas Ak #&(0K)= 3 ¢
4 (A® 2-eh) v E9) Z(Network) > 73 Z(Routes) & Al Bl gle] 7] 7 25 -4 o,

5 YE$]3(Network) > 2] A} VPN(Branch Office VPN) > =% IPSec(Manual IPSec) < Al & slo] <7
Aol E 4 o] & T4 F v,

6 IPSec T4 Hlsta Aol A Alo] E o] (Gateways) 5 F 2 5l¢ IPSec 17 Alo] B9 o] & 74 g o

7 IPSec T4 ®l 34k Akel A Bl (Tunnels)s &2 dlo] B9 S 74 ¢},
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4 SINKEE 2=¥ A§ele® Edges T4k =232 yNicol 4 ¥l 4 228 Algabx es 44
e
-

1 4% &Aw

2 57} é}Xﬂﬂf‘%%‘44.ReversePatthdCheckPromisc% =
slm vl aF A ZEo dlel | AFEE A e B Aol A Foles 2E I

[Eoinn

=5 ) 2l& Aeketed = NSX Edge”t 91+ ESXi CLIel 4] w4 A ®.=ef v g RPF £Hel& 24 543y

esxcli system settings advanced set -o /Net/ReversePathFwdCheckPromisc -i 1
esxcli system settings advanced list -o /Net/ReversePathFwdCheckPromisc
Path: /Net/ReversePathFwdCheckPromisc

Type: integer

Int Value: 1

Default Int Value: 0

Max Value: 1

Min Value: 0

String Value:

Default String Value:

Valid Characters:

Description: Block duplicate packet in a teamed environment when the virtual switch is set to
Promiscuous mode.

X E IF(PortGroup) = ot A Ao A v]F3 2= (PromiscousMode) s 52 (Accept)el 41 # ¥ (Reject)
2 AA Y 2] F2h(Accept) e = A A sl A E H A Abee &4 Sk

A 2: 53 ESXi &4~ E °] Edge % VM
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NSX #e] 7ho] =

on
L
N o
i

AN
0z

Hl
0 |m

r

=3
[0
n
_|
o iy

FAE 2E: A
AbE ok 3F

dvPortGroup dvPortGroup

] SINK I O Y I M /7|
I I Y I daAIE=F
dvPortGroupoil CH 5l
E¥y3 S sl of gt
QlE{H o]~

a Thg3 2ol Edgedl B 2 wNicol A4 F ¥4I £E 250 Aet ® F4 2 Aden) gAL T
A3 e
1 2= wAqesle s EEE Ao ehpelrew A4 g

c SINKZE REZ ARGste 5 Feto]ld B & 553 Edges T4 etz E& = vNicol A Bl af A =
5 AR A e A

R A
NSX 2] NSX Edge”} L2 VPN Zetel el E = A4 5= 7 9 74 o] NSXell A Abg o 2 48 5 o},
=53 NSX Edge”} L2 VPN Zetell E = AA 5= 7 ol = o]2l g 74 A& 5 o= Fdlof &
Y e}
VPN AFo] E 5 slifoll NSX7F ol 25| A k& 7§ &l & Abo] Eofl 553 NSX Edge& ¥l % 3}o] L2 VPN
= T4 T A5t 553 Edgew NSXell A a2l = Al b= T2 E oA OVF 314 & AF-&-she] vl 25
vt o] 27 el Edge Services Gateway 77 7} L2 VPN 2 2hell B 2 A5l = 5wl = 5] o] o},
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NSX #e] 7ho] =

=] & Edge =7 = vNIC~} vSphere Distributed Switchell <17 == 7 -%- L2 VPN 7] 5& $l 8l v]1F 4 =
T ux=Alg yest A g} b3 nE & AE A Honj S

H
ol# gk o] L2 VPN 55 & NSX Edge T4l A= A3 & w =5 A&gh o},

—10
of¥

1 A2 2E 74y E B 2 vNIC tigh 2= W55 2 Ao,

a vSphere Web Clientell 21913} E(Home) > Y| E 9] 7] (Networking) 2 = ©] & g o},

b NSX Edge E& = <l & | 1¢7} AR F4 ¥ E 255 F9 e ZE(Ports)E T8l X E
2 A4 H VMES 2l gt 2zt dAdE e I E 7|dd 5t

I3
L
Eo&‘i
SN
r&
k)
ey
S

EFHE g ol EE 7bA 25 gl 3
2 vSphere Distributed Switchell = gt dvsUuid %5 7 A 3] et
a https://<vc-ip>/mobell 41 vCenter Mob Ulell & .9l gk},
b HAelX(content)s F= g1l
¢ rootFoldercl <17 5 2 = (l: group-d1 (Datacenters))s &2 31t
d childEntitycll <174 %l = =(<l: datacenter-1)5 =2 3 .
e networkFolderel <17 % = = (: group-n6)& == 34 ot

f  NSX Edgecll <17 4 vSphere Distributed Switchell ol gk DVS ¢| & = Z(<l: dvs-1 (Mgmt_VDS))<
B RAsisd

FF gk ol E S 7hA &3 qddl o] 22wl dvsUuidell &l o] ghe AR ek
3 AAHE ZEo dd =59 wlelE 7t A E el e
a https://<vc-ip>/mob/?moid=DVSManager&vmodl=1% o]l &g o},
b fetchOpaqueDataExs &2 g1},

c selectionSet #f A AFoll oh5 XML ¢ 8 & o] d5u o}

<selectionSet xsi:type="DVPortSelection">
<dvsUuid>c2 1d 11 50 6a 7c 77 68-e6 ba ce 6a 1d 96 2a 15</dvsUuid> <!—- example dvsUuid —-

<portKey>393</portKey> <!-- example port number ——>
</selectionSet>

NSX Edge E7 = ¢l g o o] o tial g ¥ & wHE 2 dvsUuid 745 AH-& 3 o
d 1isRuntime= false® A7 3hic},

e W¥IAE= ZZ(Invoke Method)S &= g1 o},
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NSX e 7fe] =

el vim.dvs.OpaqueData.ConfigInfooll w8t gho] 3 A 5 w] o]m] EFrdgk vo] g A gte] = 7

Az x5 AAD o edit 2S5 AFE-3 Y o vim. dvs.OpaqueData.ConfigInfooll Hl gk 7k o] v] o

o Ao xe S AT o add Al & AR

¥, o m

4 vCenter MOB(#2] 7N Heb--Al)oll A A2 LEE 74 ]k
a https://<vc-ip>/mob/?moid=DVSManager&vmodl=1% ol & o},

b updateOpaqueDataExs &2 g1},

ol

ek,

¢ selectionSet 7t A #Foll B} XML &) &5 & o

<selectionSet xsi:type="DVPortSelection">
<dvsUuid>c2 1d 11 50 6a 7c 77 68-e6 ba ce 6a 1d 96 2a 15</dvsUuid> <!-—- example dvsUuid —-

<portKey>393</portKey> <!-- example port number ——>
</selectionSet>

vCenter MOBe®ll 41 7] 4 &} dvsUuid %t5 AF-&3hy o},
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NSX e 7fe] =

d opaqueDataSpec # 4 #tell th5 XML 9 & % shvb& &of ¥ 5 e,

=5 dlo] g7} AA o] 9lA] ko (operation®] addE A A) o] A H & ALEolod A2 TES
AHEhE 2 A G o
<opaqueDataSpec>

<operation>add</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>

<opaqueData
xsi:type="vmodl.Binary">AAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAA=</opaqueData>

</opaqueData>
</opaqueDataSpec>
=7 dlo] g7} ofu] AA o] 9l o (operation®] edit® A A]) o] YH & bl A2 X E
& AgehE S AR

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>

<opaqueData
xsi:type="vmodl.Binary">AAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA=</opaqueData>

</opaqueData>
</opaqueDataSpec>

1
ol
ol
!

4
)
i
oo
e
)
o
>
of
o
X
v

A3 TES AREEA e

<opaqueDataSpec>
<operation>edit</operation>
<opaqueData>
<key>com.vmware.etherswitch.port.extraEthFRP</key>
<opaqueData
xsi:type="vmodl.Binary">AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAA=</opaqueData>
</opaqueData>
</opaqueDataSpec>

SRR

+

e isRuntimes falseZ %

f HWAZ= ZZ(Invoke Method)& 2 = ¢ o},

L2 VPN A 4
L2 VPN A ¥ &= Zehe] =7} 9171 ) &= o] 4 NSX Edged] v o
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NSX #e] 7ho] =

A=}

1 L2 VPN gl 4 A8 (Server)E 4l ® 3 WA (Change)s &3 3t

2  FA17] IP (Listener IP)ell 4] NSX Edge] ¢ Il sl o] 2ol gt 7| = B2 P 545 933
ct,

3 L2VPN #v]2e] 7|2 £ E =443 ek et 7 2E wla s A4

4 Awie} FetelddE 7 FAE g st el Es AE g e

5 SSL VPN A # el vleld == gl 545 A8 g e,

6

%82 SSL+ 53 L2 VPN 48]~ RSA 8l 5413k Al < g of,

shel (OK) & 22 3 o),

0] Apo] & F7}

ol 2] Aol E 5 L2 VPN A vfoll 17 e 4= ¢l 51 o},

Fx sbe]lE 74 AA S W7ol NSX Edgert 7159 =& A2 #olvb7h oAl AA g o

L2 VPN =io 4] L2 VPN 2E (L2 VPN Mode) 7} A # (Server)el = 2}al g o,
Aol E FA A3 A B (Site Configuration Details)oll 5] 37} (Add) °}o] &+ &3 g o}
o] o] Ape] Eof tf gk a3k o] F& o ek,

o Aol 25 QAFF AEA o1 F % FEE YHGI T dof Apo| 29 AgA AA Foje Fepold

35l Qg d|o] £ (Stretched Interfaces)<ll 4 3¢] QU E]Alo] = A& (Select Sub Interfaces) < =
2 ato] Fetold B} § gAE ohg] I H o] ~F A B g e

[7H A A1 &l]ell 4] Edgeoll el gt =8 = cle] s o] ~5 Al gk},

Q

=7 2 yNICH 4 5] 319] <LEl sl o] 27k 545 e
A R P L
¢ Tl (OK)S Z2 e,

74k Al zmEl o] 7] Al o] ES o] 7F 271 ] Afeo] Eoll A s sl FAl 2] A3} Alo] ESflo] 4= (Egress
Optimization Gateway Address) = =~ E A} #|o] 74] ESfol IP F4E dHEF et o3P F4=
e go] A7 e} LR EH A B o] ¥ & Bt A oA ArtE = F4A e
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NSX #e] 7ho] =

7 (AY A B A e A ES 29 VMe] g Ul E ] =2o] L2 VPN Z2lo] el E Edge F ol 9l
VM#} EAl sl = 5 slel vl e %] oS H]E-‘%Ji A% (Enable Unstretched Networks) -3l 2H-5 4l

g3 ok =gk o] FAle]l U3 L2VPN B E 5 Foll eh-E s =5 dhelw ks A oF e A udle
L2 VPN 4" Edge =+ L2 VPN Zeto] <l E Edge % ctvte] Hell FA v 5 ohe] Holl 5 54

| = =91 NSX L2 VPN A v] =5 AFg-dho] 2709 vl o] ¥] Al ¥ Abo] £ Apefel 4] 192.168.10.0/24 o} ]
HES 25 &73317] el L2VPN B2 & A4 dcha 7h4 g ol
L2 VPN A v] Edge ¥l el 2711 ¢ F7} 4] 1. ull(<l]: 192.168.20.0/24 2! 192.168.30.0/24)% &1t} 2H7)
A e vES 2E AR S A A G 79 192.168.20.0/24 2 192.168.30.0/24 A B4l ¢ VM-
SAH 2929 L2 VPN F kel <l = Edge Fell 9l= VM(192.168.10.0/24) 3} &A1 e 4= Sl ot
o] BA1& 5g L2 VPN B & 53l 2hv-r o

E AL AP =S ARG A5 A e Ao gl fl A el wet o 1

s FAE A oL A uyle] L2 VPN Feleo] ol E Edge Holl 9L+ 7 L2 VPN 4] ¥ Edgecll 4] ¥] ]
E) Al EE Frbeks ot A A e e 2 M ES A 545 CIDRIA L=

JE gy @45 A ge g3 egdas gyl ey a FAE 432 TR

n 2gE] A eke A mle] L2 VPN A Edge Flell 9lE 7% 2] A] ke M]3
(Unstretched Networks) = = E A#F5 v 9] 51 of, 5 L2 VPN Al ¥ ol A - 2fo] gl E (9] o]) Afe]
EE Frbele Fot dAEA e dEY A vEYa FLE H A v A 2,

o] A oflell A &AtE| A ¢he A B ule] L2 VPN 4 v] Edge F el 9171 vl ol 3]o] Apo] E F=7} ol A &

A= 2] 2 Y| E YA (Unstretched Networks) 2] =~ E A ALE v] $] Fof of gk o},

9 &9l (0K)= 9 3la W7 g AlA] (Publish Changes) s 2 = g1 o

Bl A L2 VPN A B] 2 ALg-

L2 VPN A ¥ (] 4+ NSX Edge)ell 4] L2 VPN A v] =& 283l =5 A A & oF g}, ©] Edge Appliance®]]
HA~L olw] -4 51 7% Edgecll & o4kl - qlef sl o] ~7F 4 5l o] 9l=A] galahal A &, o] w] HACl
A Abggh ghed qlE s o] nk gl 7 F e - el dl o]~ L2 VPN -4 o] Aol g e

A3}

1 vSphere Web Clientel] & 7.1 1] v},

2 JEYA 2 ¥eKNetworking & Security)= & = g o} NSX Edge(NSX Edges) & & & 31t}

3 o4 NSX Edges F ¥ 27 1 2] (Manage) > VPN > L2 VPN2 & o] 53] o},

4 L2 VPN Au]x Ael(L2 VPN Service Status) <ol 9l Al ZH(Start)S 23 g o

theoll A 2]

upshy Zof o olEl vl A NAT 1= whshy F 215 A4l slo] ZFelelodl = Bl w7t 4= 4T 4
&5 g,
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NSX #e] 7ho] =

L2 VPN =g}o|dE A4

L2 VPN o] <l E4= ) 4 Edge(L2 VPN A v1)sh 541 4] #H el 422 NSX Edge$] | o},

%8 49 % Edges L2 VPN Zetold B2 748 £ 5 gl 553 Edges L2 VPN Z ool 2

TAEHEHYA S

2}

1 L2 VPN ®l¢l| 4] L2 VPN 2.E (L2 VPN Mode) % Zelo| A E (Client)= 4 4 3} 32 ¥ (Change)$ =
23

[e3
ot

|8 =L IPFAE A

i
o,

2 ZzlolglEvF AAL L2VPN A e F4E #EE Ut o] AR TAE
kel

(Stretched Interfaces)°l 4 3}¢] Q€] slo] X A (Select Sub Interfaces)< &
2 ate] w2 gAe ahg] gl v o] 25 Ale g o}

a 70A A= (Select Object)oll 4] Edgecll ol & =& 2 ¢l gl s o] A& A& g},
=2 3 yNICol| T4 = a9 el e o o] 27F A5 o},

b #AT a9l A aE F A FY et

o] EgJlo] F4= (Egress Optimization Gateway Address)oll 4] s} ] ¢l €] o] o] =~ 2] A o]
£ rs edgo] EHEE Fol 22X golok AP F4£E < H ok

8 (A® g FAE A ke =9z VMol 2AE vl E ¢ =) L2 VPN 419 Edge F el 9l VM
Al =5 sl FgER] 2 vE -?Ji A}-& (Enable Unstretched Networks) -3l 2 4 & g}

|

bl %O ]’ L2 VPN E1 %6]1 ﬂr—?—Eg E]E_—_i' 6‘]—17,% Ud §_Il-7é]_ﬂ 7;] ?_;—‘O_ /H 8] "j\ = L2
w2 VPN Z2le] ol & Edge & #hvhe] Hol AU % the] Foll 5 & 9y o}
ol & 5o] NSX L2 VPN A ¥] =5 A4-g-cke] 271 <) dll o] e] Ale] Abo] = Abe] o] 4] 192.168.10.0/24 &}-]
M= 2E 243817 el L2 VPN B3-S A4 ks 7hg g ek
L2 VPN 4] ] Edge ¥ il 271 2] F7} 4] B8l (el: 192.168.20.0/24 % 192.168.30.0/24)% 11t} 273
A e e aE ALEstEE AA g 4% 192.168.20.0/24 3 192.168.30.0/24 A 14l 2] VM-E

g7sl vl =9 2.9 L2 VPN A1 9] Edge ¢l 1+ VM(192.168.10.0/24) 7} 541 & 4= 9171 vF, o] &4l
© 2olg 2 VPN B ES e 2l g 5o}
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NSX #e] 7ho] =

s A e W EN2E AGHES AT A DA G Aol Qi Aol e} g @
Ag g

©
JM

s 3 o2 A ¥ vlo] L2 VPN 41 Edge ol 9+ 7%
Eol A E A e vEY A MEYT F4£E CIDR P42 gy}, a5 9o b

= 1 —
e a2 e Ea F45 HB 7 F3g )

A A e Aule] L2VPN Zehel <l E Edge Aol Sl 7+ 3R] g vEHR
(Unstretched Networks) Bl =~ E AFARE 8] 951 tF, & L2 VPN = 2ho] 2l E Edgecl 3+ 275
A e dEYda dEY D FL= JH A A2

o] A of| Aol A = # =] A ¢ Af B vllo] L2 VPN 41 Edge Fleofl 9le =2 |2 VPN Z2}e] 9l = Edge

= TA s soF S E A e M ES 25 192.168.20.0/24, 192.168.30.0/24 % 3] &l of 3]

s

10 AH&=} A5 BB (User Details)oll 4] A1 v ol 4] <l 5a AL&x} A} A S-S ¢l e gk o},
11 I F (Advanced) & & Z2 o}

ZFeho] ol = NSX Edger} 1Bl vlell A14] Al =gk 5 glAl =k 54 4w} 5] 42(4¥]) NSX
Edgecll ¢1 4@l ofF e}= 7 ¢ ZFA] AA (Proxy Settings)= #1 7 & 4 ot

12 Mol ZE 2] o] Ant A}g-5le] vl Bel LEX| A& (Enable Secure Proxy)< Al & gy o},
13 Z5A] AW F4, L E ALEA o] & 9 T E gl = o

A A S5E Abgel =5 A A sl Aw AdFA &l (Validate Server Certificate)= Al &) g}

_br‘_
15 3l (OK)< <9 5l W7 W& AlA] (Publish Changes) s 23 31t}
ohgoll a8 2]

ey el 1A 5= <l ule] L2 VPN Edgeell A clEjdle 2 B 555 & gsh=A] 2l g e, s

FetolAEC A L2 VPN A H] 2 ALE-

L2 VPN Z2}o] ol E (4~ NSX Edge)ell 4 L2 VPN A 8] 25 Ab-g-sl =5 A A & of g o},

1 4 NSXEdge< 7 #2](Manage) > VPN > L2 VPN & ©] g o},
2 L2 VPN Au]& AHEI(L2 VPN Service Status) &l ol 9= A]2H(Start)S 22 g o
ohgol e 2]

s FeboldEsh AUl 4R AT 4 QE S A4 Fel LE Yl A B Sl A NAT =t

A A4 G o
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NSX #e] 7ho] =

7] o 2
"lE

LE 2ol Al ets B8 A vNicE 23S 25 b 2l skl L2 VPN =2

a 2 ZE=(Promiscuous mode)E F2H(Accept) & & A A g o}

b $I& A% (Forged Transmits)< -2 Accept) > = A A g o},

=33 EdgeS L2 VPN Zeto]dERZ 74

ek Abol B F shubE NSXell Al Al ebA] o5 7% @l & Abe] Eell 4] 553 Edge® L2 VPN Zehel <l
ez w2 Y5

}21™ fips enable =+ fips disable % & & AF-8-314] A

Rz g AERYAL

oli

=5 A 43 Edgecll Hial FIPS =5
o A g W4 "NSX W & & <l <]

™ o

2 AA NS o] E 2 Fol & of7)

T1J
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_Gl
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fu
fkl
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m BRI T E 2¢] vSphere ¥ =%

L
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S
dlo
2
find
mfo
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S
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| ]
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It
i
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ofo
o
ol
bri
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s
o,
i

m EF I ¥E 75 ] vSphere Distributed Switcholl 9l 2w th& 24 & S d @l oF g o},
n A xE ASE Al =S A A g ek "vSphere VI E 97 7ho] = E A x4 Al &

] =
Ala 2 E 5 ALt E 5 *é’iﬂ sl= Aol £ %H "/P.
Edge =% 2 yNICel 1A &l e 4= widalof ol =2 5 5]¢) Edges W ¥£3 + 42 2 ES
A el oF g e,
A%
1 vSphere Web Clients AF-&3lo] #] NSX g7 & 32| sl+= vCenter Serverell =18l g o,

jissd)

2 32E 9 ZF#|X¥|(Hosts and Clusters) & A Bl sl F2] A8 & gadale] AL 715 &4
A] g e,
3 =53 433 Edges A

AT Z2ES vppsm 225 v o ® T2 3k3 OVF BE3] Wl E(Deploy
OVF Template) & Al & g o}

=

4 <lE Yol 4 OVF 5191 ¢ chi-2 = b 47 & URLS 42 37 vt o
Eloll 4] %3 49 % Edge OVF 3¢l ¢] £r g R §
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NSX #e] 7ho] =

5 [OVF 851538 Al Au] sl o] Aol A BIZE] A5 AR E geldla oh3(Next)Ss Z 3 @ et

6 [°]& ¥ &0 A=) sl Al 553 Edge ¢l &< J sl vl £ Fr] = dlo] Al & A= g
Yo}, eFS(Next)s £ 2 gt

7 [E2A A o] Aol A w] el Bl =2 o] v}dS A 9 A= AlE] g o}

8 [MEz Adu]slel Aol A W £a W Ee o] A4 W EH2E T4 o The(Next) S F 23]

n FEclEdA ) as gdH A glE Aol =

R E PSS N FEERE RRIE DR P e K-S RS E 1Y

:
A% AR ER D TE 2Fo] AT

9 [WEE AEA AA]ANANA T e AA F e
a CLI ek qto s g#sha b wl v f = 3 o

d LI FRLas AFA Aol el BLd 45 7% A Ede] U DNS IP F4E el

e aFo e ks 5 el L2VPN Al v ol 4] A5 = ob 5 o} ol A &ff oF gh o},

<
fo$A ARRE Aged e ddelele el go] 2ol S u AL E2) 2 o] B el 4 A
N _

i aF9] clE sl o]~ VLAN(E 4 ID)ell 2733 vl E ¢ 2.9 VLAN IDE 1= & ek VLAN IDS 4 £ =

TrH F5 Bl 2 AT g e dE 51, 2,3,10-209 W o

I

e =2E 55 433 Edge Aol ER &3l 7] Aol v D&

Y29 VLAN IDE &3 o} 5 2% <ol B IDE 32 5+ 95y D} o5 5+, 2(100),3(200)
Ak B4 IDE AF&Ete] e M =S 25 vl e WS E AEsle] B IDE A
A gl oh whebA 10(100)-14(104) & 8 -&-5 A ¢4 o 01%
10(100),11(101),12(102),13(103),14(104) #-¢] thA] A A 2l of g o},

Y =2 VLANIDE H 7 e 7 vl =
=

j 5% 493 NSX Edger} <l el Wlel A

1 =]
H 1
Edgecll 1Al oF sf= A% Z5A] 4, L= AFEAL o] F B b 1 H i

%
)
>
i
>
0
)
rﬂ
[
e
2>
2
Z
i
of
:O‘é
B
Iz
Z
w
X

k FECAE AET 4 s 45 a5 Aol £ Y50
| oh&(Next)s F2 g

10 [¢& Fv]] dlel Aol A 58] A g3 Edge 24+ A Esla SE(Finish)E 22 ¢}
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NSX #e] 7ho] =

EZayNICZE HIE /=28l Az TES TG Az 2 748 Fxe 44 2.
]

74y ok "NSX W # = <l Bl ol o] &~ AFE"

it

L2 VPN &7 27|
L2 VPN A v 2 Zeho]<l B Edge & thell Al B Ak, F41 2 A5 vlo] E gl 7] e} 54 5¢] L2 VPN
Hd 5AE & 5 A5
A}
1 L2 VPN F2}o]l ol E Edgeel o g 545 &k
a L2VPN Zzle]glE 2 =of 4 74 ¢ NSX Edge s 7 Wl 22 v e},
b 2] >VPN>L2VPNe® o] &g o},
c EIdAe] Al el o AE Y ofe] 5 FHE B BAE Fel g

2 L2 VPN #¥] Edgecl gt &l

i
e
v
+

a L2VPN A¥ 2 x=ofx 74 ¢ NSX Edge & -+ ¥ &= gt
b L2 VPN 3| o] #| & o] &t
c A|E FA AT AR A 4lel 4 L2VPN & EA]1(Show L2VPN Statistics) = =5 =3 ¢ o}
L2 VPN A lol] -4 5= o] o] Apo]l 2] FA| 7} 4] | v e,
kol e 244
e8] A gleld o] xo FAH W ES 2E Bl Edgesl #E](Manage) > 2 A (Settings) > 21 E] o] =
(Interfaces) ® ©]53to] F3 <o E&I(Trunk)E Z3 3 h
4% VLAN A A
L2VPN-& A 2] 4 Afol Eof A A of2] =24 e as 2gd 4 Sl

275 o2 VLANe] o &

F& A g3 L2 VPN Edgeel 4] 735 VLANS 71 7 éhed sl =14 VLANS 4] 7]
&3 L2 VPN Febol ol B (4

NSX Edge) % L2 VPN 4] ¥ (v} 4+ NSX Edge)el 4] a9 gl €] 5] o] =& A 7

1 vSphere Web Clientell 4] WIE $]7] 2 Bk (Networking & Security) > NSX Edge(NSX Edges) = ©|
F gy e

2 NSXEdge® 7+ ¥ =gt

3 I (Manage) Bl 2 2 v VPN> L2VPN 2 & ©] & ¢ o,
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NSX #e] 7ho] =

4 AolE A Al AR AR QlE o o] ol 4] sh-8] qlE g o] 29 1A H VLANS Al A g e

5 L2 VPN 2X(L2 VPN Mode)= Zalo]d E(Client)= 4 A 3l 3 o] VLANel ) 3l 31-9] ¢l el o o] ~ %
A A g e

6 L2 VPN 2X=(L2 VPN Mode)= A (Server)® 4 A g} 3 o] VLANe] i gk 319 ol e o o] 25 A A7
Y e},

7 WA WSS A F
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7], SSL Al 4 ID(SSL &7} AF &), 22 IP

o & 5o E2lZ$ http://myweb.comel A https://myweb.come & 2] of & A1 & 4=

9 =gk Elarel A ZEabele] g A S5 58 A d o

1

At 2E
I gew 2o

. -1 2/]\ fus hus Ris

o] T = W= o] F

m  FJ](Cookie) #| &4 = Al ¥ alo] Fetoll Evf Abo] Eof A& A~ ulf A4
a3 F7)E AR g o
o] 7= vk A el gt AA L A&7 flall 5 LA ol A A= e

n LA IPFEE VTR AAS FA e W &2 IP(Source IP) A <-4 & Al 8] gy o,
Fetold BV £x FL AT E ASA S Adste 7HA Ao g dAds 2A
HA = ale Feto]dEv) o] "o Az Aol he=A] -5 elgt & A
ol EE FUdgt F wlnfo] Skt

= Microsoft RDP(4 4 vl =% Z 2 &
T AlAE

) Aul=E A sk= A8 <} Windows Z2ho] 2l E Zhef]
7] 521 w1 MSRDP(Microsoft 4 7 vl =245 = & & ) A <-4 & Al €l g o},

MSRDP #] <-4 & A48+ A A A v}h2] £+ Windows Server 2003 =+ Windows Server 2008-%

Adgete w2 A 5o 9l

E 2]
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—]_—7— A
A7t eE A Yets 2o WAl 28 YA 918 Ay

2= W7} Windows 23] & E ol £3 93, Windows Al A ] 2]
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10 F7] o] 5+ et F7) 49 =5 Aot
4 A
A NSX Edge”} F7] & A 43 v},

Al 7k St o) el F9 5 gl FeholdE dhike] b FAF FAIF U
(49 F7] + Edge F71). A7t F8& oA &g A% FeholdEt

7% FA G e

AFAH ool ol A 5 ool F71% AQA e A9 o] FAol AuH

0
o

2E Bl A} vE 15 Al g D} o}L}"] Fo)uk A8l e= AL Fe)
EE Abgelhe Ag ol Ee Aol de] 9= A= e FI15 A5
vtk NSX Edge+ F7] A W& A8 77 }\Oﬂ *J-Er*}i 4 <1 k. NSX Edge 7}
wol| F715 A5 W o] F7] F7F AW Al AF ek

O

°

‘umﬁ
£ T2

App AlA A= F715 AFehA gl AL AFEAR Al A 2 E URLE A S o
ol & =¢1 http://mysite.com/admin/
UpdateUserServlet;jsessionid=0124B9ASD7BSSD 9} 75 1 v}, o 7] 4]
jsessionide AF&A Al A A Wolw] A& Afell ALE-R ] ek Al 8 A S 98l App
A AL Heol 5 & gl th
1M1 A< 2 300& (5-0)d vtk Al 54 Bl o]l Ee] 271+ Al
o7 o] FFET A A LA o] o] whzA AYA 5 Y5
]

H
Uk A 54 ol &l AAH A4l 55 &8t A b e F55E AR

gt

o

v,

m
>
r o]
i
ko
ot
o
>
rﬂw_‘
P
B
N
rﬂw_‘
=
=
offt
ne
=
it
AL
o
-9,
m

=
2
&
¢ N
i)
oB

>
apv
o
oSt
1
o
i

il
ul
2
4

2ol odzoﬂxm A QA SR e] A7k 23} 71 7% ol A4S R el AL A A 2 Z
2 EEERC R

L7 2= el 4 TCP 422 IP A %4 Avhe] 9.9 4% 71 o] o A8l 24 Aelzhe <45 47
e} Al TCP A el AR A ghonl %4 %8 7k 235 o),

12 (A9 A HTTPS E el o thgh ol FefAl o] A Z 2 3bd & A4 et
A== HTTPS Ef 3 o &
m SSLezZ2y-FefelgdE >HTTPS -> LB(SSL % &) -> HTTP -> 4] ¥
m SSL Z54] - Fefo]el E -> HTTPS -> LB(SSL % &) -> HTTPS -> 4] v

m SSL 53 -Fzto]lelE > HTTPS -> LB(SSL % 3}) -> HTTPS -> A H]
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NSX #e] 7ho] =

13

s Ze}olglE > HTTP-> LB -> HTTP -> A 1

a (AEAE) 2= s AE S 9 Ao dAsts TeteldES] e IPFas AEE F U=
= X-Forwarded-For HTTP 3|t 4+¢) (Insert X-Forwarded-For HTTP header)< 41 & 31 o},

b Au]x 21ZF A FA(Configure Service Certificate)2 41 2 dlo] 74 A <
Certificates) Bl ol 4] == wlal Ao Fefolel Eo Ao HTTPS el & £ g6l o] A&5 = @
1:L ,qa]/a o] 7\4 CA © x/q 9 CRL< /nggh/]r/}

917 ¢] HTTPS S w7k 3.6 3 v] v,
=]

LB
~}18H) & & SSL A}&(Enable Pool Side SSL)< A
A

c (AH slod = ule] Ao} Wil = Au] 7h
HTTPS &A1& Ah&dl =5 A A gt
¥ & SSLe AHg3te Fuk 2k SSLe 74T st

d (A" AFdh) Avl& A T4 (Configure Service Certificate) = 41 &) 5lo] & 2154 (Pool

Certificates) B ol 4] A Z o248 2= WalA s l5ete
CA ¢l %54 2 CRLE Al € g e}

ol AbgE Al A e el E A,

o] g5 Fefelel E -> HTTPS -> LB -> HTTPS -> A v s ’lel gt 2 & g e}
NSX Edge == &l Aol CA §154] % CRLe| ofw] FA = of gla el = Au] o] Afu] = gl 54
FelafoF ahs A5 Avl = ST FAL F s A7k 2 e A

GE FnF EE GEAETE YAGUS o]} 45E FE
v

()om FHee] 718 4

obelsl 2e HelH T AEFE AL 5 g
Bl ARy A3 ol F
DEFAULT DEFAULT

ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
ECDH-ECDSA-AES256-SHA
ECDH-RSA-AES256-SHA
AES256-SHA

AES128-SHA

DES-CBC3-SHA

14
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TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA
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NSX e 7fe] =

HAProxy 15 AFH-&-3ted o ZejAlel A Ecj g5 24 9 pe|gd ez ofFelal o)A -2 & A e +
Ay et

off Ze] Al o] A & T el ol g vl 8- http://cbonte.github.io/haproxy-dconv/<€] HAProxy A% A & A=
sHA Al &

Adubd o 7 ALgE = ol Fel Al o] A A o = ol ZE| Al o] A aF A ol & XA Al L.

g A}

1 vSphere Web Clientel] & .91 gt o},

2 YEYA % BkNetworking & Security) = = = & rt5 NSX Edge(NSX Edges) & & = g1t}
3 NSXEdge®s 7 &= g,

4 I=](Manage):= 223l 2= W3 A (Load Balancer) & < 2 3 o},

5 <% gkl s d o A o 8] Alo] A 72 (Application Rules) s 23 3 o},

6  F7HAdd)(F) obe] =& 2 e

ol =2 Alel A 5+ d
AubA o2 g = e A el A e

o ZFelAl o)A Z 2 ubd 5 ARE-shw HTTP/HTTPS 2l v & A& A1 A sked &4 URLell kA gle] g4k E =)
2% 2 e @ 4% 4 Q%) ok HTTPHTTPS Ea 9] el a4 24 % frelabl A4 4 gl

move the login URL only to HTTPS.
acl clear dst_port 80
acl secure dst_port 8080
acl login_page url_beg /login
acl logout url_beg /logout
acl uid_given url_reg /login?userid=[A&]+
acl cookie_set hdr_sub(cookie) SEEN=1
redirect prefix https://mysite.com set-cookie SEEN=1 if !cookie_set
redirect prefix https://mysite.com if login_page !secure
redirect prefix http://mysite.com drop-query if login_page !uid_given
redirect location http://mysite.com/ if !login_page secure
redirect location / clear-cookie USERID= if logout
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NSX e 7fe] =

acl is_foo hdr_dom(Chost) -i foo
acl is_bar hdr_dom(Chost) -i bar
use_backend pool_1 if is_foo
use_backend pool_2 if is_bar

PE
fols

Microsoft RDP == Hig A |
oS A Z A QoA 2wl A} ) AFEAE 2 Evl o] AL An] R By <
gh o}, o] A]vhe] 2ol A NSX Edge 4 al Bl ol o] = IP 4+ 10.0.0.18¢] 3, W] el e Fl o] = |P F 4+
192.168.1.1¢] v, 7}4F A1 ¥ = 192.168.1.100, 192.168.1.101 % 192.168.1.102%] 1| }.

b

I
2
4

1 MSRDP A £A4 & Ab-g-3le] TCP Eeff g of| vt off ZelAlo] d Z 2 spdg A4 et
2 TCP 8| =1 € (tcp_monitor)E A4 v o},

3 192.168.1.100:3389, 192.168.1.101:3389 %! 192.168.1.102:33897} =¥ & 438} = (°] & rdp-pool)
& AR e,

4 tcp_monitor< rdp-poolell 17 gk o},
5 &l Ee Aol A FA s A3 ok

tcp-request content track-scl rdp_cookie(mstshash) table rdp-pool
tcp-request content track-sc2 src table ipv4_ip_table

# each single IP can have up to 2 connections on the VDI infrastructure
tcp-request content reject if { sc2_conn_cur ge 2 }

# each single IP can try up to 5 connections in a single minute
tcp-request content reject if { sc2_conn_rate ge 10 }

# Each user is supposed to get a single active connection at a time, block the second one
tcp-request content reject if { scl_conn_cur ge 2 }

# if a user tried to get connected at least 10 times over the last minute,
# it could be a brute force
tcp-request content reject if { scl_conn_rate ge 10 }

6 7F A ¥ (named rdp-vs)E A4 gt

7 Eelsleld mEalal of b4 Aol AATI 4ntAlel A AT ) FelA ol 4 TFA L FoAE
.

7HA A e ol Al = 8 gl ol F 2] Al o] Al af A o] RDP 418 & 2.3 v ot
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A==
Z|EF o ENSX 2 Wl E 7| 27 S Ao o3 2l Fe Aol A A s A A sk A
3l Aol &g o] AAlgE 27 WA A E B 4 5o

# log the name of the virtual server
capture request header Host len 32

# log the amount of data uploaded during a POST
capture request header Content-Length len 10
# log the beginning of the referrer

capture request header Referer len 20

# server name (useful for outgoing proxies only)
capture response header Server len 20

# logging the content-length is useful with "option logasap"
capture response header Content-Length len 10

# log the expected cache behaviour on the response
capture response header Cache-Control len 8

# the Via header will report the next proxy's name
capture response header Via len 20

# log the URL location during a redirection
capture response header Location len 20

o Eel A el 4 AL A Aol A Lol g ol o} 2 ApA| G ol 4| A 7 3k

b

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - - [25/Apr/
2013:09:18:16 +0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51656 856 "vip-http-complete"
"pool-http-complete"” "m2" 145 0 1 26 172 --NI 1100 06 06 0 "" "" "10.117.35.187" "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.31
(KHTML, 1like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

2013-04-25T09:18:17+00:00 edge-187 loadbalancer[18498]: [orgl]: 10.117.7.117 - - [25/Apr/
2013:09:18:16 +0000] "GET /favicon.ico HTTP/1.1" 404 1440 "" "" 51657 856 "vip-http-complete"
"pool-http-complete" "m2" 412 0 0 2 414 -—-NI OO OO OOO " " "10.117.35.187" "Mozilla/5.0

(Windows NT 6.1; WOW64) AppleWebKit/537.31
(KHTML, 1like Gecko) Chrome/26.0.1410.64 Safari/537.31" "Apache/2.2.15 (Linux" ""

HTTPS ]2 A& & 4 &2

=]

Vb o) 9 o Eel Aol A e 2
A} ke () 32 =

o 7
o] 4 Al 7} ZFepol o

MO )

&l i <} gk~ 301/302

AL e Foe ok & 4= 9
4l S
.

POST 5% ) el Zel ol 4 7% &7 FvI e} apeby of Ze]5) SRR
: |9 4 gord SuhE S92 ATAA £F FE gk oA A Aol
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G ofEe Aol Aol SSL 2 ZRE S ANGE S o Leleiwl b FA L FAAAl L,
# See clearly in the log if the application is setting up response for HTTP or HTTPS
capture response header Location len 32
capture response header Set-Cookie len 32
# Provide client side connection info to application server over HTTP header

http-request set-header X-Forwarded-Proto https if { ssl_fc }
http-request set-header X-Forwarded-Proto http if !{ ssl_fc }

X-Forwarded-Proto: https
HTTPE &3l Aol AA = 2= Walxfr} b &l v & A 3 et

X-Forwarded-Proto: http

URLell 54 71 =7} 23h5l @ A & AFwbet o gl eh, ob5 Al & 742 2.4 o] /private %=+ /finance
& A AekeA gheleba s fol vt g 8 A S Abskghd o

# Check if the request starts with "/private" or "/finance" (case insensitive)
acl block_url_list path_beg -i /private /finance

# If the request is part of the list forbidden urls,reply "Forbidden" (HTTP response code
403)
block if block_url_list

T717 §l= B5- /15 HTTP 21
F7k gl FeheldE e J¢ e Aol 15¢ g 5 ek b AE A
AlA o} dll o] F717F SleA el @yt 8 H ol F7]7F gle =
authent.php® 2] v & 41 3k o},

acl authent_url url /authent.php

acl cookie_present hdr_sub(cookie) cookiel=
redirect prefix /authent.php if !authent_url !cookie_present

glolode 8 A /& 7] Fo| AR A AT 4 5k b AE A2 HTTP &4 <] /el A 2l 8f

iL
A8 HE 7 2acl dolA = gy Ao

acl default_url url /
redirect location /login.php if default_url
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71 Eo] thHH A g A E5 AR SR URLE A 2 <) Abo]l B2 gy E A 4 gl o

redirect location http://maitenance.xyz.com/maintenance.htm

NTLM(NT LAN Manager) 1=

7|8 A o 7 An] & NSX+E 7 94 Zo TCP 4% w5y} 7
Au] A AdS B4 A E FINTLIM ZEES R 83353 4 9l

i~
i
2
2
il
—
R
RL
o
i
R
§2
|o
v
r_&

no option http-server-close
7|EA o 7 Fgfo

JolE =N = 8
Forwarded-For" &4 & AF§-3fw 2+ 8% 3o
=

2ol Zehelel e o1& A7l 4w

2 FA G 22 A G X
A4l el B §AL XFFAL TAE 7 ol w24

Ho
™

no option httpclose

A &y w A

i~ )
0
=

A gk AN A AR 2 AW AR 4 G b AE TS A Ao E
HTTP, HTTPS, SMTP, POP3 2 IMAP = £ & 2 HTTP 714 @ 2= wlel Ao v g} o uhak = 2 4] 4w o
25 & 4 9= NGINX 9 41w & vl o},

rspidel Server
rspadd Server:\ nginx

R ESIICE E

917§l HTTPol A HTTPSE tha] 2 4 sl eh g 412 4.2 914 5% AW e & HTTPS
HTTPS® v}y e}
rspirep ALocation:\ http://(.*) Location:\ https://\1
SAE 7N EA & A
EA 3B YE 2 A AYH R HYAAT F s g AE A 5 Z4E

app1.xyz.com, app2. xyz com % host_any_app3ell gt &4 & gelata olef gt & A& 77 Ao =
pool_app1, pool_app2 % pool_app3> & 2|t ell A gk o}, tf & 25 8 A2 7FAF Ao Aol 7 E E
= 2o g o

acl host_appl hdr(Host) —-i appl.xyz.com
acl host_app2 hdr(Host) —-i app2.xyz.com
acl host_any_app3 hdr_beg(host) -i app3
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7 5E o Zol o) 54 EL S o

use_backend pool_appl if host_appl
use_backend pool_app2 if host_app2
use_backend pool_app3 if host_any_app3

= = 54 22 P4 5 sk v A E A2 84 ¢ Jprivate ==/
finance = Al #Fsl=#] gqlala o]l gk & A5 A 9| = 3, pool_private = inance & | tf & 41 k1]
koo e BE 8 AL TR Aol Aod 7E FE e dE g

—h

pool

acl site_private path_beg -i /private
acl site_finance path_beg -i /finance
use_backend pool_private if site_private
use_backend pool_finance if site_finance

7% Fo| e W g ga
8 E A b e wE E AN E AGAER 4GS A DAY A
] .o x

o}
%2 pool_production©] tt--% 9l +=#] 22l s} 3 AL-&-AFE pool_sorry_server® A -3 o},

S

acl pool_production_down nbsrv(pool_production) eq 0
use_backend pool_sorry_server if pool_production_down

slo|Eg|~E TCP &2
Fefold B IP F47F Aol At A] oA Arke 4 Q)5 o, o

2 A
Acketa Fetold B P F47) StolEr]aEof glow A4S A F o

acl whitelist src 10.10.10.0 20.20.20.0
tcp-request connection reject if !whitelist

sslv3 2 tlsvl A&

sslv3 2 tisvl A v~ Z g gk
Ab-g-ete] o] & AbEEtE B A AT 4 9l o},

=

oli

sslv3 enable
tlsvl enable
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e AE FAL A7 27 7% 10022 A4 g o),

timeout client 100s

Alzbe ez, &, A1 e d w9 Aez AAD F s

HTTPS Alo]ER U ¥

£

HTTP2 & Zebe]d =& HTTPSS) $a sl 2 2] o @l 4% 4 gl o).

# Redirect all HTTP requests to same URI but HTTPS redirect scheme
https if !'{ ssl_fc }

71Bb 5 A S et A

rspirep ALocation:\ http://(.*) Location:\ https://\1

F717F $l= 75 Fehel ol = 8 A S "authent.php" = 2] of 2] 41 g4 o},

# Check the HTTP request if request is "/authent.php"

acl authent_url url /authent.php

# Check the cookie "cookiel" is present

acl cookie_present hdr_sub(cookie) cookiel=

# If the request is NOT "/authent.php" and there is no cookie, then redirect to "/authent.php"
redirect prefix /authent.php if !authent_url !cookie_present

HTTP & &t thA] 227]

55 A9 8] "Server"S %k "nginx" = vl o,

# Delete the existing Response Server header "Server"

rspidel Server

# Add the Response Server header "Server" with the value "nginx"
rspadd Server:\ nginx

ol thu] A1

718 E Aw 7h 2w 24 Aol BE E 0 Aw & AR

# detect if pool "pool_production™ is still up

acl pool_production_down nbsrv(pool_production) eq 0

# use pool "pool_sorry_server" if "pool_production™ is dead

use_backend pool_sorry_server if pool_production_down

# Option 1: # Redirect everything to maintenance site

redirect location http://maintenance.xyz.com/maintenance.htm

# Option 2: #Use a specific maintenance server pool and rewrite all URLs to maintenance.php
acl match_all always_true

use_backend maint_pool if match_all

reqirep AGET\(.*)\HTTP/(.*) GET\ /maintenance.php\ HTTP/\2
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NSX #e] 7ho] =

e

NSX Edge - &= ¢ & 2 QlE s o] =5 7 w2 F7pgh o,

AR LT AV

el A ol A A & 7HA A wlol A st = A ol Tl ol A Z2aked A E AEAAI L

ooulE 2E RS A ol hEe AEAEE AN A4S 20 BALE FAD W A1
= 2]
H

G AGHES AR elof Pk 22 Bl Aol s P E FE

13}

1

2

vSphere Web Clientell & 191 1] o},

Y E$]7] 2 B ekNetworking & Security)E 23 gt} NSX Edge(NSX Edges) & &9 3 o},
NSX Edges -+ ¥ &9 g

2] (Manage) = <2 sl 2= W3 A (Load Balancer) & & &3 ¢t}

12 ehAl o) d o]l 4] 7FAF A 8] (Virtual Servers) S 23 g o}

F7HAdd)(F) ool 2& F2 g e

7HA A A}1-g-(Enable Virtual Server)< A ® dlof o] 7}AF v & A8 4= glA] g o},

[
hasl
=
T

2

=

N

(A1 B A13) NSX Edge =& el Ao 4] L7 == Wlala] qlalvch o whi 14 =
ahAl gtel el 7+ A8-(Enable Acceleration)< A1 ] 3 o},

e

2 o] F4L Sl d Edgeel A Wb o] 4§ 5 =% 44w of el Fwh

el Al el A A, HTTP & v F7] A543 22 b4 A A4 L7 2= Wl A Al &
AETRE A 7EEE AR o Ref AAlgle] L7 == A ol Al o] ARgs ok [2 2 A0l A 7bE
AH&-(Acceleration Enabled) 415 A1 & &l of 3] o},

show service loadbalancer virtual CLI %= & AF8-3tod ALS el 2= el A ol A& gleled
T s

WA Ao} oA A G off el Al o] A Z 23t S Al g o

FotE A Ao} Z2E Fo] FAdgt o Ee Aol ZE2afdut AT 4 gl Gtk A8 gk Eof A

A 9 ¥ = A w] 27} Vel o

10 714 Aol AE st o 2% ¢ et
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11 IP 34 A9(Select IP Address)S 22 élo] 2= Wl A7} A8t e P Fa2 A4 akm 744k v
7} Aelele 2R E S gl

[P i A9 el shab Aol & 712 P Faxk EA5 ek M2 P R4S A3 VIPE ALE 45

12 =5 b wlarell A 7hd An7h Aelele 22835 A B g o

13 2x Wl A7} FAe = TE W E 2 ¢l &gk o},

B
T
m{
:.":
ul
Au)
X
°
e
1
HU
A=)
ne
g
=
e
Au)
Al
©
r>~
=
o
A
i
rlo
N
N
ox
_>L
E
-
o
njo
o
o
of
ol
N
do
ol
&)
it

14 ofZe| Aol A aF A& A= g

15 [dA Al Aol A 7hd ez A2 o 9le FAd S A4 5 dH

16 [A S= AP Aol A 22 FAlE = 2 A A2 A F5 dH T

17 (A9 A+3h) 2E(Advanced) & 3 ohaL ol Sl A o] Al TF A & Foheko] ZpAk A ufell o A g e

18 #A(0OK)& == gt

el Al ol A ZRatd & A AL o] & 7HAF A wlol]l AR T Foll= 7E 229t S felo] Ee A A

Aol d Z2std& AR T 4 e
Azt
1 vSphere Web Clientel] & .91 gt o},
2 YEYA % BkNetworking & Security)E = & 5 NSX Edge(NSX Edges) & & = g1 o}
3 NSXEdge®s 7 &= gt
4 2] (Manage) 7= Z 23l 2= W#H A (Load Balancer) & < = g o},
5 <1Z g s d o) A e Fe]Alo] A Z 23} (Application Profiles)s 22 g o},
6 Z2vlels AlEela BR(Edit)(« ) oFel 25 FE e

7 =, A4, A5 wE s 4L A4 WAt

e

E(Finish) & &9 &}

VMware, Inc. 278



NSX #e] 7ho] =

2= WH Ao 3k SSL T = T4

SSLE &% F4elA &
Zohe ool el & gl
Fol )2 Al SSL A4S

] (Manage > Settings > Certificates) = ©| & 3slo] a8t 154 7} 9l=7 2l 3y
o}, k53 7E°1 2o ol Aol g IFAE JEET 4 s

L
o
v
i
X,
— V
o{}l

1 o FAcl A Z=uldde] gha] > 2= W A > o 2] Alo| A = 23}Y (Manage > Load Balancer >
Application Profiles)oll 4 tF25 3 g o},
1=

2 =5k Elrel A HTTPS 3 & Al 8 gk o
3 SSL &3 Al-&(Enable SSL Passthrough)°] A 8] #| £ =] o ¢l+=7#] g9l g},

4 Au|x QZFA FA(Configure Service Certificate)©] 4 & =] o] ¢)&=#] &<l g},

VMware, Inc. 279



NSX #e] 7ho] =

5 F5olA i lsAs A
Edit Profile (2)
Name: OneArmWeb-01
Type: | HTTPS |+ ]

[] Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |_T |

Cookie Name:
Mode: ¥
Expires in (Seconds):

[ ] Insert X-Forwarded-For HTTP header

[_] Enable Pool Side SSL

_I. Virtual Server Certificates [ D0 ]

| Senice Certificates | CA Certificates | CRL |

™ Configure Service Certificate
Common Name Issuer Validity
(s) VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

() | VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep82015-Thu

of Zg] Aol Ry 21|
N Z 2| A o) A Zm e ARG & g5 o,
13}

1 vSphere Web Clientel] & .91 g o},

2 YEYA % Bk(Networking & Security) s = = 3 tt5 NSX Edge(NSX Edges) & &

3 NSXEdge® 7 Z= g
4 3}E|(Manage)s &9 ol 2= W#H X (Load Balancer) & = &2 ¢},
5 <& eha g d o] 4 o ZE]Alo] A = 235} (Application Profiles)S 2

6 = w3lelg AlYsla 2bA|(Delete) of ol 25 22§t

el e 22 g Aol o g Ae AA el HeE Ao g e

2] gk o},

T H

HA(Z 7 &A)ol 4 2= el 2] Ajul 2 2] B & AFg el 45 A& ql e ole] 2ol 4 HAS AHg el =%

Al ok o eh,
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NSX 22| 7}e] =
b Eol A Fol 71E Aul= 2 E Qe o] EabA v} A eho] 4|2 2] 4

Aal s mElof] B gk ARA g W G2 A u] s e A A S ARSI AL

p ™

1 vSphere Web Clientel] & 1.1 g o},

2 JEYA 2 H¥eKNetworking & Security)= & = g t}+ NSX Edge(NSX Edges) & = & g1t}
3 NSXEdge® -+ ® Z= g},

4 2](Manage)s Z 23l = W# A (Load Balancer) 8l < 29 3 o},

5 1% wvhA) g d el 4] Aul& =Y E E)(Service Monitoring)& & 3 34 tf

6 Avlz ZuHE Alg e HFY(Edit) ofol 5 = ok
&

g2}
1 vSphere Web Clientel] & .91 gt o},
2 JEYA 2 ¥ekNetworking & Security) = & 2 g t}& NSX Edge(NSX Edges) & & & g1 th.

3 NSXEdge® 7 Z= g,

4 2 (Manage)s Z 3 3o 2= W& X(Load Balancer) &< 22 g},

5 <% whA o dof| 4 AulX& Y€ B (Service Monitoring)S 2 2 31 o}

6 Alulz= muE £ Al ela 2HA|(Delete) oF ol 25 2 v E

AW E e

2ol Fabs Fefehr] fla A =5 FoheE el e 71E E5 ol o] A v A Al st e Al ~H]
el Aok 4 ol
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NSX #e] 7ho] =

A=}

1 vSphere Web Clientel] & 191 g o},

2 JESZ 2 Bek(Networking & Security) = 2 & 12 NSX Edge(NSX Edges) = 2 ¢ o,
3 NSXEdges -+ ® Z= g}

4 3} (Manage) 5 < F = ¢l 2= W A (Load Balancer) B < 2= o

= == =

FH EEE ARSI S 22 R -4

[FH]e Zeteld B IP F4£5 ol o] A A o F5 el o, [FH]& A8 A &5 75
(71 ol E Bl A 4

)y HlE M= g £4 |IPE EE WlElA E PR QA g ok [FH]S
IP+= A A Zeloled E IPol il NSX Edget A1H] 55t 7 2ol glofok gy}, edubA el
o] E 5] o] & NSX Edge = AF-& 3= 219l vl o

4

Edit Pool ?)
Name: # | Web-Tier-Pool-01
Description
Algorithm | ROUND-ROBIN [+]

Algarithm Parameters:

Monitors \ default_https_monitor ‘ v |
Members:
+
IP Address Max Min
Enabled Name i Weight Monitor Port | Port = :
VC Container Connections  Connection
v web-01a 172.16.1.. |1 443 443 0 0
s web-02a 172.16.1... | 1 443 443 0 0

[#] Transparent

OK H Cancel '\7
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NSX #e] 7ho] =

A3
1 vSphere Web Clientel] & 7131 g o},
2 JESF 2 Bek(Networking & Security)E <2 gl t}-2- NSX Edge(NSX Edges) &

3 NSXEdge:s +# =

4 3} (Manage) B < 2 ¢l 2= W A (Load Balancer) B < 2= o

1 vSphere Web Clientol] & 73] g1t}

2 JYEYA 2 Hk(Networking & Security)E &2 3 th5
3 NSXEdge:s + " Z= g}

4 3} (Manage)= Z 3l 2= W X(Load Balancer) &< &2 ¢},
5 <% wvHA) g d el 4] F(Pools)s &2 .
2 g et

6 Heo3 £ A9l F 54 FA1(Show Pool Statistics) & 25 &

=+ [DOWN]Y = hsu ek £ =&

ol A e F e 4 g

NSX Edge(NSX Edges)= = =

F2 3,

=% 7} DOWN 4Helf = o] [DOWN]< = 3 4]

a UP: M7 LS E RS A s o] 9 ] el UPSIV oh ik ol A =l e sl Ao sl g

A ek ek,
= DOWN: % ¥ 7} 4§45 5% 414 5] of 951 wu] 48] DOWNS) ] o}
a MAINT: w97} 2§51 7] ehe % A1 o] 9l of,

= DRAIN: "9 7} % e gl et

71 A H e

M AW E FRE el e A E A A TS AL A4S 4+ s e

o vl o] &
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NSX #e] 7ho] =

s

1 vSphere Web Clientel] & 7191 g o},

kJ
s

2 JEYA 2L BekNetworking & Security) = & 2 g 15 NSX Edge(NSX Edges) s &3 &
3 NSXEdge® -+ ® Z= g},
4 3} (Manage) B < F 2 ¢l 2= W A (Load Balancer) B < 2= g o

5 7FA Au(Virtual Servers) 8-S 2 3 o},

1 vSphere Web Clientel] & .91 gt o},
2 YEYA % Bk(Networking & Security) s < = & tt5 NSX Edge(NSX Edges) & & = g1t}
3 NSXEdge®s 7+ &= g,

4 I=2](Manage) B & = &

r

¥ A x] (Load Balancer) & & 23 3 v},
5 7MA A8 (Virtual Servers) B 5 23 g o},

6 AAIE A4 AW E Au e

1l

7 2HAl(Delete)(* ) oto] 2 F2 3ot

o= 7lol A o+ &

of =2 Al o)Al F A = A sto] o Ee Aol B & TAZ Folle 7€ A S AAdAG AAL 5

A5 H e
S EEE B

HAProxy T--& AH-&-3te] el Z2lAl o] A 2ol & 247 §l gk o Eel Aol A 145 F7Fek A v A4 3

Y o},
off Al o] A A Fell ol g W82 http://cbonte.github.io/haproxy-dconv/<] HAProxy 2™ A & A=
shA Al 2.
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NSX e 7fe] =

Anpd o 2 AbRE = ol FEfAl o] A TF A Y] ol = o el Al o] Al Af A ol & AE AL

1 vSphere Web Clientel] & 1.1 g o},

2 JEYA 2 H¥<eKNetworking & Security)= & = g o} NSX Edge(NSX Edges) & = & 31t}
3 NSXEdge® -+ ® Z= g}

4 32 (Manage)s Z 3 sl 2= W2 X(Load Balancer) &< Z 2 g o},

5 A% g s do A o FE] Aol A 72 (Application Rules)< &= g o

o
£y
.0
o

v

A9l AR (Edit) ofol 25 3 P ok

137}

-—

vSphere Web Clientell & .91 g1 o},

2 MYEYA 2 Bk Networking & Security) = &2 & t}-5 NSX Edge(NSX Edges) = &2 ¢y o}
3 NSXEdge® 7 Z= g,

4 3} (Manage)s &9 ol 2 W X(Load Balancer) & = &2 ¢t}

5 <& eha g d ol 4 o Ze]Alo]| 4 = 23}Y (Application Profiles) S 2| g o,

6 =Z=Zu}dS Al 2HA|(Delete) oFol Z5 Z 3 o

NSX &= wlgl A 2 NTLM ¢l 5ol = A w] A o] A = of of gt
Z|EA o2 NSX B wlel A 7 Fefold =
LAN Manager) ¢l 5+ ¢l 8l A= ol 5=

74 o] A =] of o 1] e,

S

g kol Aw Aol Al 9ozl NTLM Q& A-gah 9 A /44 P 2= wal 4o oat s
of FelA o] A A& F 7 o}

[}
ar

add # NTLM authentication and keep the server connection open between requests
no option http-server-close

2 WA HTTP 12 2=
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NSX #e] 7ho] =

NSX 6.1.5 ¢] 4ol 4] x-forwarded-for& AF-&3l =5 A A st= 7% HTTP <14 = =7} & =7](option
httpclose)ell 4 714 HTTP 4 # 7] (option http-server-close) = ‘?‘170 At o] A5 Aol A &5
= e Fof Aw F AAL 7 Ak FetoldE H AL o = A g ek NSX 6.1.5 <] A H
Aol A= NSX 2= wl gl 4] 7} el A & vl e] wEA] ehokalat efubg ‘:011 H "Connection:close" &l ¥ & 44 &} ¢
FefolodE e Ao A4S FEE A A g F ek NSX6.1.5 o] Ao & ¢ w# o] =38k $of] NSX 2=
el Aol A HTTP/HTTPS E el A Al o] Aol 5 5] E option httpclose & AF-&-skol of = 2] 7] ¢ A1 7F 4|

& Fobelm o ol 4 g A b shak Aufel A o),

HTTP Al 271 (7] 23k) - vl & A& Suf o] 245w 292 Feo|dE & 4L gle) 4d) 2
FAG T HTTP AW 7] Felel e Zof Aol A7 (mal W9 2)8, 4w Sol 7hg w2 A4 A)
A Aot An Blast gtk 2 A4S $AT 4 sk Auo} Feloldd = SulolA <
A S AGES Gl of mEE sp QA <l AL Aelo] Aok 59 ma FepeldE X £

B LR R ECEE LS N

HTTP A 77 - =& 24 9 Fabo] Ael=la A4 &l A& 77 b qt
A ZF e A Bl Al A gE Al ol A 7ke] FelEaL

Al A —r§ F& o5 v z 7

T2 “timeout http-keep-alive
[time]” = el 74T 4 U5 o}, o] = o] FE] Al o] A o]
NTLM ¢l 5& 27w I3

HTTP &4 - 7}4 WA @4 9l Skt Aels o Fetol o E ek A8 Zhel H g

o] F7} 4 ) A E A SetolddE g Au of Fell A %ﬂ%‘%‘ﬂr. o] &
A== 4%5}3% A7 st 1S

obef g e).

H
[
B
oft
?1_,

s HTTP &l =7
7] A

78l = A &

gl

n
v

m X-Forwarded-For &= 4+¢]

lo
of
s
ol
o
4
A

HTTP +& 27 - H4d =& Zetoll E 9 2w w}gk & o} = "Connection: close" &t 7} 5
A eh A WA 8 2 ko] mekEl Fof okZF £ o] 5h3 Y o}, "option httpclose" 7l A A ] m NSX &
== HTTP HY 2= = z © & "Connection: close" &l =1 7} 9l =4 2l g o,
| sl vl 7+ ¢l = "Connection: close" &l o1 7} F7F vl ok, el 2F Fell 4] 7 A Sl TCP A ¢] &
Ao T3 HTTP 27 =2 A2y} "close" o] £ ¢ =& o4 dlvf+= Al 745Uk NSX 2=
Wl Aol o8 Al H F FebeldE 9] by 8 Ao o] o] ke = F] 2 oA Y 55 e ]S
< ==l

[e]
H U T E
Az A2l 4 gl fEef Al Hd e g 2 B2 ASTE F dsyEh

(]
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NSX #e] 7ho] =

ol §- HTTP 4] ¥ = "option httpclose" = 4 A} %l "Connection: close" & Al & wl| dl= 4] A4 & =A== ¢
& g Adsruth =3 Fepeld et dAS 2] o A7 2ot utsE wjzkA] A4S gl A E
A ek, o] = qlal] Aol A e o] T4 dAe] AT 2 ao= w2 A AlA A 7ke] 34 H Y]
oh ol gt o]+ & o] A HTTP 1.0 B2h-§-A o} k=] A ¢k eh, ] 7% "option forceclose"& A& &
oh e Aot S5 A 94 A o] w5 o' 5h3l ] ot Option "forceclose"= Z2hel dl E ¢ &
A7l darvtglomz An 4 o] o wl2 7 o Al 5 o},
HTTP 7 Al 27] - &5bo] £k Sof SefeladE 3l Aqw] 47 Fof NSX 2= Wl Ao od] 55-ox o
et o5 HTTP 41 ¥ = "option httpclose" = 4 7] 5l "Connection: close" 5 413 vl 9F=4] 44 & 5
Ae s F Adsueh 28 SeloldErF AAE A o] A7 237 s whA] AL Al 4
B 5 A G ek o] & qlEl] Aol A B o] w4 A o] WhAlslaL R ool w w2 A AlA A 7ke] &
Al Y et o] 749 "option forceclose"+= A ¥ 7} S-S Eul = FA FA A Al S TEA R Pda
"option httpclose"& A& wif .o} o] wl 2 A B 2] £~ F Al g e

X-Forwarded-For7} A} 83l 2 A = A7 r= g Asste o AHE
NSX ZEdE rE A4 942 rE & 5 9l EE Ao A 73

POx 610,611 HTTP Av} =7 HAProxy &4l A48 2 7t eqel  chve
A = xff7h 575 =5 “option
httpclose” 7} 7k4F A uje] Al5 o 2 7}
=), Fefolol o 4] ol = A o]
S A o] urd w) 7 8 H ol xff &l o] 7} =

LS

6.1.2-6.14 HTTP A1 ¥ =L7) HTTP =& 271(7}¢ A viel “option “no option http-server-close”
httpclose” 7} 7t 2 & F7}%

) “option httpclose”

“no option httpclose”

6.1.5-6.1x6.2.0-6.2.2 HTTP 4wl e87]  Zeloldl o4 ol = Aule] 2+ £50]  “no option http-server-close”
uh- w] 7t 2 A o]l HTTP Server Close “option httpclose”
xff &l = 7F 7kt o “no option httpclose”
623625 HTTP A% =7] Za}olol E o /q al ol = A w] o] 7 & A o “no option http-server-close”
uhE o] 7F 2 Aol HTTP Server Close “option httpclose”
o) . .
xff @l vl 7F 5 7}% et no option httpclose
623625 HTTP A1 #] =7] Zafolel Eoll A} Wlol = Aol 7t 2.7 o] “no option http-server-close”
ubg w] 7k 2 A o]l HTTP Server Close “no option httpclose”
xff &l B 7} 57k e “option httpclose”
6.2.5-6.2.x HTTP #1v] 27 FetoldEellA Wl Aujo] 2+ 87 o “no option http-server-close”

Wl ] 7F @ Aol HTTP Server Close “option http-keep-alive”
xff &l = 7k 57k e “option http-tunnel”
“option httpclose”

“option forceclose”

NSX 2= WA 24 Auhg] 9

NSX &= &l 4] 74 Avte] o5 ~

f
ol
oli
ob
oy
s
-
:\a
fu
e
fru
i
s
=
]
>
32,
oy
£
o
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NSX #te] 7Fe] =

O e ldA 4

ESG(Edge Services Gateway)+= -4l Z2te|ld B B Fof tj gt Z 5] 2 742 4 gl o

e84 2547 (DNAT+SNAT)

SRC 172.30.40.7 SRC 192.168.1.20

SRC 1025 SRC 4099

Y
Y

A
A

4Tt 3CHA

SRC 192.168.1.20 SRC 192.168.1.3

SRC 80 SRC 80

192.168.1.3
(i)
192.168.1.20 VM
TCP 80
NSX Edge 192.168.1.2

172.30.40.7 Services Gateway

VM
VLAN P\ﬂ was
221

(VXLAN) 192.168.1.1

VM

Z2I0|H E IP7}

dX =X L2
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NSX #e] 7ho] =

ZEA Brofd 2 il AA P FAE £n FAE ALt Wl R 8 ]S A5
Mol e A 2 el o A AfsE 2E EdgS golsln §5& 2 ez A4 2yt
o] X == SNAT 2= vl 5y megfns ghch A4 g &2 "NSX 3] 7fol =" & A x84 A
<

AubA ol NSX 5t ¢F 2= el = w2l A ghEebe M e 2 ald o= A7) 9le 5 A vl
off vl Z 5 eh, NSX 2= vl ed A 7}ak A= FefolodE o] 4l 8 A5 7k IPollA] AlslaL &l & 4
S Mals Au & gk kgt s g o] A £ P F4AE wols Auo A VIP(ZHAF IP) 4= |
73ek b M IP FAE FEfold ER Bl 7] 98] o ubek NATZF H 8§ oh o] Abgio] glow Fetel
dEZof odAde] ol 4 Fd

ESG+ E# g5 FAlstd F 7A At g Fd ek shvh= VIP 45 2= sl Ay A28 F s
o IP Fa 2 M7 etr] 918 DNAT(HHA vl =9 2 4 W ghye] o of & sl Fefeo]dE IP 545 ESG
IP F29} i ghal 7] $]3 SNAT(4= vl =9 2 F4 Hah)gd Y o}

e
4l A A A
ESG A # 7} H g 8lct= A ol EAE 2 WA A}
glold B P F4£E5 A E3lehE AU oh HTTP/HTTPS o S| Al o] Aol o 3k & 7}A] &) 2 1)
glo]ld B IP F47F 24 2] X-Forwarded-For HTTP &l v & &-¢f # ol = 4w E

off F2] A o] A = 23}l of| A [X-Forwarded-Forheader 4t 9115 AF-&-3l =5 A A sl= 7l of,

fu
L
M
)
b
]
T
|
_|
v

HTTPHTTPS ol €] <] o] Z2l7 o] Aol e & 9l A o] Zehel A= P %4 7hA gl Ded 45 1P &
g BaA FAL 5 Dk FeboldEst WA= Aulsh LG Axulel] A e A% <lebel =

=ob ARE e 28 A e A5 el AAu o] A% Ao EelolZ 2 WelA P FoE Aok 3
Y.

23 Qwdew 94 PALE Rt del o Al 2bA o} gl e

m  SNAT/ZS5A/0] v B (9fell A )

=

m  DSR(AA A ukgh) - @A A A= A o

+

DSR el 4] wial = v Fepolel ol A A S 5hghy b, @A NSX == wl &l 4] = DSR+ #| <l o} 7]
St

43
1 olE 5o SSL ez =& Ahgsle] ghad oF 7hak A& A 8 Lzl oh Edge s + Wl =8 ot
<+ 2] > A A > QdZF 4| (Manage > Settings > Certificate) = 41 & 3lo] ¢l 545 A4 g,
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NSX #e] 7ho] =

2 I >=2= WA > FFEH FA > HF(Manage > Load Balancer > Global Configuration > Edit)
= Agete] 2 el el AE ALl E S A4 o

Edit Load balancer global configuration

[¥] Enable Load Balancer
[] Enable Acceleration
™ Logging
LogLevel: | Im‘07|? |
[] Enable Senvice Insertion
Senvice Definition:

Service Configuration:

Deployment Specification:

3 T > 2= WA > o Z2 Aol 4 ZE3}Y(Manage > Load Balancer > Application Profiles)<
Aesle] HTTPS ol E2] Al o] Al Z 29}l & A4 g o}

New Profile (?)
Name: Web-SS5L-Profile
Type: | HTTPS [+]

[]Enable SSL Passthrough
HTTP Redirect URL:

Persistence: | None |~ )

Cookie Name:
Mode: v
Expires in (Seconds):

[]insert X-Forwarded-For HTTP header
[] Enable Pool Side SSL

| Virtual Server Certifica...

| Senice Certiicates | CA Certficates | CRL |

4} Configure Service Certificate
Commaon Name lssuer Validity
(») VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu
()  VSM_SOLUTION_71 VSM_SOLUTION_71 Tue Sep 8 2015-Thu

A4 > A ¥ =Y E 8] (Manage > Load Balancer > Service Monitoring)
Aules mu e e & 14 she] 7] HTTP/HTTPSel 4 57 URL/URIE 7 3 et
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NSX #e] 7ho] =

5 2] > 2= WAHA > F(Manage > Load Balancer > Pools)S Al 8] dlo] 48] &5 A1 4] 3]

o}
SNAT 2= & Abgslelul & 4 ol 4 F9Y(Transparent) &l ztS A8 45 Abe] & 5},

Edit Pool 21
Hame: % Web-Tier-Pool-01
Drescription
Algarithm | ROUND-ROBIN * |
Algorithm Parameters
Monitors: | default_hitps_monitor -
Members
+

Ensbled Name 55/ V Waight Port Connectio

Cantainer Fodt

v  web-01a | 17216.10.11 1 443 443 0 o
v web-02a 172.18.10.12 1 443 443 o o

[] Transparent

t-)K. | Cancel '.
VMe] v 5 3 A s = 5 A A s o] §leA] gl g o
6 Loz 75 e > 2= ¥HA > F > F 57 FA(Manage > Load Balancer > Pools > Show
= Sl

>

Pool Statistics) & = = sl 4-H
=] Abe 7F [UP]Ql Al 2Rel g e

7 g > 2= ¥ A > 7FA A8 (Manage > Load Balancer > Virtual Servers)< 41 €] slo] 714k A v
= AAE
UDP &+ 345 TCPell thal L4 == vlgd A& A}-E-3l e 744 AF&-(Enable Acceleration)<- 4l ]
g o}, 7} AF8-(Enable Acceleration)< 4l B 5l 73 -7~ L4 SNATl A Wl o] g slu 2 2= i
2 4] NSX Edgecll 4 #}3h¥ A-e] 7} AF8-(Enabled) sl A 29l g1 o},
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NSX #e] 7ho] =

J General | Advanced

[/] Enable Virtual Server

Application Profile: | OneArmWeb-01 | J
MName: & .Weh—Tier—\ﬁP—m

Description: |

IP Address: e :'172.16.10.10 0 Select IP Address
Protocol: | HTTPS |+ ]
Port %[ 443 _
Default Pool: | Web-Tier-Pool-01 | » |
Connection Limit: |0

Connection Rate Limit. |0 | (CPS)

IP 47 A Zof 37450 9l=x o] gh o},

8 HeasghAg elEeAelA A Al olow e > 2= WA A > o FE] Alo] A 72 (Manage
> Load Balancer > Application Rules)oll 4] 74 & =<l g1 o},

Add Application Rule (?)

MName: | App-Rule-1

Script: # Asample application rule to log the name of the
virtual server

capture request header Hostlen 32[

9 ch=ZEAlOlAl A S A ek A el > 22 WA > M} AW > SLF(Manage > Load
Balancer > Virtual Servers > Advanced)°l| #] ol Z2| #| o] A 7 #] o] 7}4k A wel] od A =] o] gl=#] &

ol e

A= = oA E 2 https://communities.vmware.com/docs/DOC-317725 A& 3H4] A &

r B

Edit Virtual Server (?)

General | Advanced

Application Rules:

& (Q Filter -
Rule Id Name Saript
applicationRule-1 App-rule-1 capture requesthe...
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NSX #e] 7ho] =

)y

H] - R E o A Wol = Al H] = oldEIPE T flod 2 lal] W IPFAE B9
Yk HTTP/HTTPS EEH 2ol o El &l 72 vy © 2 X-Forwarded-For HTTP 3|t %< (Insert X-
Forwarded-For HTTP header)& Al B @y o}, o] 415 Al 8lsle] Edge == #al A= S=toldlE &
2 IP 4 363 g4 "X-Forwarded-For" @ o] & = 7}3h of,

immm

Meame: hitp_application_profle

HTTP

Persistence tone

Expires in (Seconds)

(] Ingert x-Forwarded-For HTTP header

Alyg] 2.: Platform Services Controllerol] th gk NSX 2= W& A 143

PSC(Platform Services Controller)= vCenter Single Sign-On, 2to] A4l ol 54| 3he] 2 A 8] o ofz} -2
olzel ¥t 7|55 A3 ek

o] vCenter Single Sign-Onell o gk NSX Edge tl vlo] = ¢i 2] 2 ol € s o]~

n |E Age] v E PSC 784 £ A& 43 3 o http://kb.vmware.com/kb/2113315% A&

n A A PSC = =9 /hallb.crt ¥ /hallb_rsakey+ A 7sted ol 545 -4 g o},

o

m  NSXEdge Hvkel =7t A = of 9l=x] el g
m VIPE 7437 S8 gk o] abe] s s 27 heA o Wl =2l A 28] Aol gl s o] 4 slvhr) ol A =
o} =A 2l g e,
A2t
1 NSX Edge°ll PSC CA ¢l 54 & F7}3 o},
a PSCroot.cer @ 9154, OpenSSL % & ol 4] A48k RSA 2 ot 5 A &gk o},

b Edge® -+ ¥l &3t HE](Manage) > 2 4 (Settings) > 2154 (Certificate) = 41 &) 3] c}.

¢ A= WE root.cer B1YU S CA el F 4 W gol F7Fgh] o}
d A" Gz E Al 7] Aol F71g o),
2 =Zz wlgA AHulAE AEslEE A A g

a *¥2](Manage) > 2= W& X (Load Balancer) > T3 (Edit) = 4 & 3] o

b =ZxX WA Al-&(Enable Load Balancing) % 7 (Logging) 4 Al & g},
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NSX #e] 7ho] =

3 TCP % HTTPS Z 2 & F & Al&35lo] of Z2]Alo] A Z 2 3}d-& A g},

a 3&](Manage) > 2= W& X (Load Balancer) > ol Z2] Alo] A 23} ¥Y (Application Profiles)<
AlE g o

b TCPell&=elAlolAd Zzatalo A G et

New Profile (7}
Mame: sso_tocp_profile
Type: [TcP [-]
Enable SSL Passthrough
HTTP Redirect URL:
Persistence: | Source IP |~ ]
Cookie Mame:
Mode: -
Expires in (Seconds):
Inser ¥-Forwarded-For HTTF header
Enable Pool Side S51
Virtual Server Certifica...
Senvice Cerlificales | CA Cerlificates | CRL
Configure Service Cerlificate
Name Issue validity
MNSX-ESG-1-0.systen CA Thu Jul 30 2015 - Thu
Cipher: -
Client Authentication: lgnore -
[ ok |[ cancer |
= 3z gl ol & 1S
¢ HTTPS ef =2l ol Al Z=obel o AA ok
New Profile (7}
Mame: s50_https_profile
Type: [HTTPS [+]

[] Enable SSL Passthrough
HTTP Redirect URL:
Persistence: [m]
Cookie Mame:
Mode: -
Expires in (Seconds):
[]Insen x-Forwarded-For HTTP header
[»] Enable Poal Side S5L

J Virtual Server Certificates | FPool Certificates

Senvice Certificates | CA Certificates | CRL |

B Configure Service Certificate
Commaon Name Issuer Validity

(e) MNSX-ESG-1-0.systen CA Thu Jul 30 2015 - Thu

Cipher: .
Client Authentication: [ lgnore [+]
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NSX #te] 7Fe] =

4 cfFAold £ A ste] ®lv PSC =5 F71g
a ¥2|(Manage) > 2= 83 A|(Load Balancer) > Z(Pools)< A & g o},

b EUE EE 443¢] gl F ol Ee Aol Al Eu A T e

Mame: # 550_tcp_pool1 |

Description: |

Algorithm: | RoUND-ROBIN |~ ]

Algorithm Parameters:

Monitors: | default_tcp_monitor | * ]

Members:

+ / x

Fa [ :::t:omnr:« et puiitlanan] Ao :::noqmru ::‘;:ntdlon.
v  PSCO1  192168.. 1 443 0 0
v PSC02 192.168... 1 443 0 0

[] Transparent

Name: #|sso_tcp_pool2 |
Description: | |
Algorithm: [ RounD-ROBIN [-]

Algorithm Parameters:

Monitors: [defa.ull_tcp_monitor | - ]
Members:
L 4 X
Ensbled Name " " Weight Menitor Port | Port e Hin
VC Container =4 e Connedtions Connection.
v PSCO1 192.168... 1 389 0 0
vy PsCo02 192.168... 1 389 0 0
[] Transparent
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NSX #e] 7ho] =

5 TCP % HTTPS Z 2% Fof gt 7k Aw & A&

v,

a 2|(Manage) > 2= W& 4 (Load Balancer) > 7} 418 (Virtual Servers)S A1 & ghv o},

b TCP VIPe| =jgt

New Virtual Server

7HAE A = A A v ek

)

J. General | Advanced

Application Profile:
MName:
Description:

IP Address:
Frotocol:

Fort:

Default Pool:
Connection Limit:

Connection Rate Limit:

[/] Enable Virtual Server

Enable Acceleration

# | sso_tep_profile [-)

@ 550_top_vip

#(10.156.200.158 €| Select IP Address

[Tcr [-]

#389,636,2012,2014,2020

| ss0_tep_pool2 | - |

(CP3)

¢  HTTPS VIPol gk 714+ A w5 Al A gk o,

New Virtual Server

J. General | Advanced

Enable Acceleration
Application Profile:
MName:

Description:

IP Address:
Frotocol:

Fort:

Default Pool:
Connection Limit:

Connection Rate Limit:

[/] Enable Virtual Server

# ss0_https_profile | - |

# | 550_hitps_vip

#(10.156.200.158 €| Select IP Address

[HTTPS [-]
@443
| ss0_tep_poold | - |
(CPS)

AltE]Q:ssL 92T

Edge+ Fehe]l <l = HTTPS(SSL Al A1) £ &3k vl vF. Edge AWl ol gk HTTPS] Fetolal e =

[}

AU L7 hZe A4 AL AET 5 e
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NSX #e] 7ho] =

13}

1 9 A d5AE AR L

a

b

vSphere Web Clientell & .91 g o},

W E 97 2 Bk Networking & Security) s 2 @ 13- NSX Edge(NSX Edges) = &

NSX Edge & -+ ¥l & 3o
e (Manage) & = 2 ¢l A (Settings) &= Z 2 @t

c}.

i

S1& whAl s d o 2] Q154 (Certificates) & = 2 &

A2 A L,

VMware, Inc.

Z7HAdd)( ) o}o] & 22512 Q1FE A (Certificate) = A =) 3l o}, A4 g ] & ol S 4] A&
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NSX e 7fe] =

o|N
R
3
Z,

15 Z(Certificate Contents) =]~ E Al Afe]| o] W55}, H]
2 E o] = "———-BEGIN xxX-----" % "---—-END xxx-----"7} %38} 5| o of g1 o},

g

h  7Hel 7] A8l =% 5bske] 7] J](Private Key) B 2~ E AbAko]l o 1 v e},

T
dfo
rlo

el 7] 'l = o] of 9] =,

AdSAH ARE(IFA = il 718 PEM)dl < w5 A9 % shb& A FAFR 20 oF

————— BEGIN PUBLIC KEY-———-

————— BEGIN RSA PUBLIC KEY-————

————— BEGIN CERTIFICATE REQUEST—————
————— BEGIN NEW CERTIFICATE REQUEST————-
————— BEGIN CERTIFICATE—————

2 HTTPS e Z | AlolAd Z=3tdS A g o,
a vSphere Web Clientell = 131 g},

b WEHZ 2 BekNetworking & Security) = <2 3 15 NSX Edge(NSX Edges) = 2 g o,
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NSX e 7fe] =

¢ NSXEdge®s 7 ¥ Z= g},

d 2 (Manage)s Z 3 & 2= W3 A (Load Balancer) ¥ & £ gt}
|

e % A g oA o Eel Aol d Z235}Y(Application Profile)s == & vt A4l g W& <
el o)Al Z2ated fe] & xS

f o os i S Akt A el Sl Al ol A 2ol & A G e

s HEo]4] §3 o2 HTTPS S 419 g ok,

s Au¥]X QFA FA(Configure Service Certificates) 2-¢l 25 A1 & g o}

n ARHAll A AT Au] s ol S A AR R T

a vSphere Web Clientell & 2611 o},

b YES$Z L B<ek(Networking & Security) = = 3l o} NSX Edge(NSX Edges) & & 2 g1 o},

¢ NSXEdge®s 7 ¥ 2 3k

d *#2](Manage)t 2 3 t}5 X W3 A (Load Balancer) & -& 2 g},

e % 5 g dof| A 7FA} M8 (Virtual Servers) s 22 g ok, AR g ] &2 2RAE A ] he] g
= AxEAA 2

fooehs vl | E AREEke] Al ZRA AT E A A v o

n  7H A ¥ Al-&-(Enable Virtual Server) 2H¢l k-5 A&l lo] 7pa} w5 A& S 4 A A A I

=
m ZEEZE HTTPSE A9 gy o}

HTTP A ®(HTTPS A ¥ o) & 45 7| & &5 A= 3ok

2=l ol A A g ol el Al o] Al Z ot & Al g o

o: 1A = 7l 7]

e lS A H Al 719 el Y

MIIDODCCArigAwIBAgIBATANBgkghkiGO9wOBAQUFADB/MQswCQYDVQQGEwWIGUJET
MBEGA1UECAWKU29tZS1TdGFOZTEOMAWGA1UEBWwWFUGFyaXMxDTALBgNVBAOMBERp
bWkxDTALBgNVBASMBE 5TQ1UXEDAOBgNVBAMMBORpbWkgQOEXGZzAZBgkghkiGOweOB
CQEWDGRpbW1AZG1taS5mcjAeFwOXNDAXM]gyMDM2NTVaFw@yNDAXM]YyMDM2NTVa
MFsxCzAJBgNVBAYTAkZSMRMwWEQYDVQQIDApTb211LVNOYXR1MSEwHWYDVQQKDBh]
bnR1cm51dCBXawWRnaXRzIFBOeSBMdGQx FDASBgNVBAMMC3d3dy5kaWlpLmZyMIIB
IjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAVpnaPKLIKdvx98KW681z8pGa
RRcYersNGqPjpifMVjjE8LuCoXgPUOHePnNNTUjpShBnynKCvrtWhN+haKbSp+QWX
SxiTrW99HBTA11IMDQyWcukoEb9CwW6INCctVUN4iRvkn9T8E6q174RbcnwA/7yTc7p
INCvw+6B/aAN911G2pQXgRdYC/+G601IZEHtWhqzE97nY5QKNuUVDOVO9dc5CDYB
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NSX e 7fe] =
AlQlel A= A AW ASA(FE CA 239

MIIDODCCArigAwIBAgIBATANBgkghkiGO9wOBAQUFADB/MQswCQYDVQQGEwWIGUJET
MBEGALUECAWKU29tZS1TdGFOZTEOMAWGALUEBWwWFUGFyaXMxDTALBgNVBAOMBERp
bWkxDTALBgNVBAsSMBE5TQ1UxXEDAOBgNVBAMMBORpbWkgQOEXGzAZBgkghkiGOwOB
CQEWDGRpbW1AZG1taS5mcjAeFwOXNDAXMjgyMDM2NTVaFwOyNDAxM]jYyMDM2NTVa
MFsxCzAJBgNVBAYTAkZSMRMwWEQYDVQQIDApTb211LVNOYXR1MSEwHWYDVQQKDBh]
bnR1cm51dCBXaWRnaXRzIFBOeSBMdGQxFDASBgNVBAMMC3d3dy5kaWlplmZyMIIB
IjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAVpnaPKLIKdvx98KW681z8pGa
RRcYersNGqPjpifMVjjE8LuCoXgPUOHePnNTUjpShBnynKCvrtWhN+haKbSp+QWX
SXiTrw99HBTA11IMDQyWcukoEb9CwW6INCtVUN41iRvkn9T8E6q174RbcnwA/7yTc7p
INCvw+6B/aAN911G2pQXgRAYC/+G601IZEHtWhqzE97nY5QKNuUVDOVO9dc5CDYB
aKjgetwwv6DFk/GRAOSEd/6bW+20z0qSHpa3YNW6qSp+x5pyYmDrzRIRO30s6Dau
ZkChSRyc/Whvurx6085D6gpzywo8xwNaLZHxTQPgcIA5su9ZIytvILH2E+1SwwID
AQAB03sweTAJBgNVHRMEA]AAMCwGCWCGSAGG+EIBDQQfFh1PcGVUUINMIEd1bmVy
YXR1ZCBDZXJ0aWZpY2FOZTAdBgNVHQ4EFgQU+tugFtyN+cXelwxUqeA7X+yS3bgw
HwYDVROjBBgwFoAUhMwgkbBrGp87HxfvwgPn1GgVR64wDQYJKoZIhvcNAQEFBQAD
ggEBAIEEmqghEzeXZ4CKhE5UMIvCKzkj5IvITFs/a9CcQuepzplt7YVmevBFNOCO
+1ZyR4tXg1i4+5MHGZzhYCIVvHo4hKqYm+J+05mwQInflqoAHuO7CLD3WNalsKcVUV
vepIxc/1aHZrG+dPeEHtOMdFfOw13YdUc2FH6AqEdcEL4aV5PXq2eYR8hR4zKbcl
fBtugUsvA8BNWSIyzQl6fyGve+ANfovXvUizyvwDrPRv/kfvLNa3ZPnLMMxU98Mvh
PXy3PkB8++6U4Y3vdk2Ni2WYY1I1s8yqbM4327IKmkDc2TimS8u60CT47mKU7aDY
cbTV5RDkrlaYwm5yqlTIglvCv7o=

MIIDyTCCArGgAwIBAgIBADANBgkghkiGOwOBAQUFADB/MQswCQYDVQQGEwWIGUJET
MBEGALUECAWKU29tZS1TdGFOZTEOMAWGALUEBwWWFUGFyaXMxDTALBgNVBAoMBERp
bWkxDTALBgNVBAsSMBES5TQ1UxEDAOBgNVBAMMBORpbWkgQOEXGzAZBgkghkiGOw0OB
CQEWDGRpbW1AZG1taS5mcjAeFwOXNDAxMjgyMDI2NDRaFwOyNDAXxMjYyMDI2NDRa
MH8xCzAJBgNVBAYTAkZSMRMWEQYDVQQIDApTb211LVNOYXR1MQ4wDAYDVQQHDAVQ
YXJIpczENMASGATUECgwWERG1taTENMASGATUECWWETLNCVTEQMA4GATUEAWWHRGL t
aSBDQTEbMBkGCSqGSIb3DQEJARYMZG1taUBkaWlpLmZyMIIBIjANBgkqhkiGOwOB
AQEFAAOCAQ8AMIIBCgKCAQEAuxuG4QeBIGX]j/AB/YRLLtpgpTpGnDntV1lgsycZrL
39qy0dBN1lwnvcB9etfY5iWzjeq7YZRr610dIV4sFNBR2NoK+YvdD9j1TRi7njZg0o
d6zthOx1s0hCsD1V/YCL1CTcYD1KA/QiKeIQa7GU3RhfOt/KnAkrémwoDbdKBQX1
D5HgQuXJiFdh5XRebxF1ZB3gH+0kCEaEZPrj FDApkOXNXEARZdpBLpbvQljtVXt]
HMsvrI0c7QqUSOU3GcbBMSHjT8cgg8ssf492Go3bDQkIzTROZz9QgDHagDqTC9Hoe
v1IpTS+q/3BCY5AGWK13CCR6dDYK6honnOR/8srezaN4PwIDAQABo1AwWTjAdBgNV
HQ4EFgQUhMwgkbBrGp87HxfvwgPn1GgVR64wHwWYDVROjBBgwFoAUhMwgkbBrGp87
HxfvwgPn1GgVR64wDAYDVROTBAUWAWEB/zANBgkghkiGO9wOBAQUFAAOCAQEAVqYq
vhm5wAEKmvrKXRjeb5kiEIp70ZAFkYp6sKODuZ1Vdk jMDD4wv461gAe1QIIsfGwd
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NSX e 7fe] =

Dmv0oqS1+1iPPy24ATMSZQbPLO5K64HW7Q8KPosOyD8gHSg2d4S0ukj+FD2IjAH17
a8auMw7TTHU6976]prQQKtPADRcfodGd5UFiz/6ZgLzUE23cktIMc2Bt18B90ZII
J9ef2PZxZir]gl0qF2KssD1IP5EC09K3EmovC5M5Aly++s8ayjBnNivtklYL1VOT
ZrpPgcndTHUASKS/Duf40dXmOsnCxLAKNP28pMowDLSYc6IjVrD4+qqw3flb7yGb
bJcFgxKDeg5YecQOSg==
] 5061+
77LGwKH37brVgbVYvbg6nWPLOXLG7dUv+7LWE05gQaPy6aXb/zbckqlLqu6/EjOVe
ydG5JQECgYEA9KKFTZD/WEVAreAddzfelRu8vlnwoagl7cIaoDxgXos4mcr5mPDT
kbWgFkLFFH/AyUnPB1K6BcJp1XK67B13ETUa319Q5t1WuZEobiKKBLFmIDDQJt43
UKZWIXBKFGSVFrYPtGZst719mZVcPct2CzPjEgN3H1pt6fyw3eOrnoECgYEAXiOu
jwXCOmuGaB7+0W2tROPGEzbvV1EGAKAJ6TC/HOKM1A8r2u4hLTEJICrLLT fw++41AluE] L SSL 1S 7 2.7

SSL ¥ &k 7k NSX Edge Z2heldl E HTTPS(SSL Al A)E ¥ & v vk Edge= Al well v gt A HTTPS
[¢]

=
AANA Fetold s e Wlgd A gy L7 =] Aol A TF A= A8 5 5t

=

F

I\

1

A=t

1 A AFAE 7AA S
a vSphere Web Clientell & 29131 o},
b HIESZ ¢ H<H(Networking & Security) = = = 3t o} NSX Edge(NSX Edges) & &2 &1 ot
¢ NSXEdge® -+ # &= &

d E](Manage)s == laL A A (Settings) B = Z= o
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NSX e 7fe] =

e A% w4 g o A AdFA(Certificates) 5 Z = 3 ot

o

f -i.—y}(Add)('l') obo] £& F gl AFA(Certificate) = Al 8] 3] b, ARAl gk W &2 <l 54 A

2,
il
rO
ol¥
2
2
3
rO
N
2
W,
ofy
r_'\l_‘
ks
7”‘
L m
(@)
>
O
01}1
2
=
o[}l
X
—
(@)
®
=
=h
o
Q
—
53,
>v
rU [e3
o
)
i)

h gl 7] Ael =5 HAsked 7H]] 7] (Private Key) Bl = E AF#fol] 26 ¥ 51 of,

e el 7] ARZ e g e,

i~

N

‘_ﬁ
ol
B
X!
=,
N
oM
N
o
fr
=
I
0
m
=
s
v
dlo
Mo
_|>i
s
ol
ol
T
mlm
—1n

/k]_ﬁ —[—oq o} z:LL] r/}
————— BEGIN PUBLIC KEY—————

————— BEGIN RSA PUBLIC KEY———

————— BEGIN CERTIFICATE REQUEST——————

————— BEGIN NEW CERTIFICATE REQUEST————
————— BEGIN CERTIFICATE————

ASA Z Al 718 AA ol F mejw ol el 54 E el 7] e AR A L

3 b5 A A= NSX Manageroll 4] A< 5] ] ¢k571] o},
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NSX #e] 7ho] =

—

2 HTTPS el Z Aol A Z23ldS AA g o},

a vSphere Web Clientell & 2618+ o,

b WEHA P HekNetworking & Security) & Z = 3l t}5 NSX Edge(NSX Edges) & 2 = & o,

¢ NSXEdge®s 7+ &= g},
d I (Manage): = 3t 2= W3 A (Load Balancer) & & &9 3 o}

e 9% w4 o)A fEe Aol T2}
=3

SEEPEELEDE SRS

(Application Profile)& == &t #}A gk W

e

i
g

w7 W E ARG ERe] Al ol ZElA o] A ZEItA & A e

n S50l 8o ® HTTPSE Al g ok

s = = SSL A-&(Enable Pool Side SSL) 2F¢l 2H5 Al & g1 o},

n  Au]X edFA A (Configure Service Certificates) =+l - Al &) g o},

1Rl A TG A e /IS A E ATE Y

a vSphere Web Clientell & .61 o},
b WEYZ L BekNetworking & Security) = &2 g t}-2- NSX Edge(NSX Edges) = & 2|
¢ NSXEdge® 7 &= g},

d ] (Manage): =% 3t 2= W3 A (Load Balancer) & & &9 3 o}

e SZ w4 g dol A 7FAF AW (Virtual Servers)s 2 31 of, ARAgE W 82 7FAF A ] 3l

F Agetel Al A4 AW A4 E e
€l

5’:
n  7H A8 Al-&-(Enable Virtual Server) 23l 215 Al

m ZEEZE HTTPSE A # o

s HTTPS A¥|= 743 7|3 £ de g,

s 297004 FAR o EelA o] d =2 e e g e,
Avhe] 9 SSL w2

Edge+ Z2teol el = HTTPS(SSL Al 4)

m[m

svieh,
AR 8T G

FI HTTPS st Alve] 2o = Q5] 7 D 2. 81 A] eksr vt

VMware, Inc.
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o =

o,

FaelA et Edgets A ulol TCP A4 228 Wrl43)
Uk Edgert obd A ulel Bhak Zebelol e SSL Al o] 5 vk L7 N el Aol 4 AL A g
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NSX #e] 7ho] =

s

1 HTTPS el &e|Al el Al =2t 5 A g et

7“(}

vSphere Web Clientel] & 781y v},

JE 7] 2 Bk (Networking & Security) 5 < = gt t}5- NSX Edge(NSX Edges) = 2= ot
NSX Edge & -+ ¥l & 3o

2] (Manage) & £ 3 o123 2= W# X (Load Balancer) ¥ < &2 31 o}

o}
9= A JH o H o= E]ﬂlc’]ﬁ Z 23} (Application Profile) < 2 & 3] of. A4l gk ] &2 <l
= !
=

oh5 vl W gE ARG Skl A ol EEl Al o] Al =2kl & A g o
= © 2 HTTPSS A8 gy o},

F A}£-(Enable SSL Passthrough) ¢l & A1 &) g1 o,
i

2 OHTTPS slasf Aluhel Lol = Q5417 0 8. 5hA] e of,

2 P AE A Y

a

b

vSphere Web Clientell & .91 g1 o},

W E 97 2 ¥ ek(Networking & Security) & 2 = gl t}5- NSX Edge(NSX Edges) & 2 = ot
NSX Edges -+ ¥ & g},

Ze](Manage) & 2= ¢t v} 2= W7 X (Load Balancer) & = 22 3 .

12 gk Al s dell 4 7HAF AW (Virtual Servers) s 2 2] 3l of, AbAl gF 82 7Rk A n] Stel & A

chg oA W4 E ALgehe] Al 2ba A EE A4 e

71} AW A}F-8-(Enable Virtual Server) 2l 2t-5 Al 8l slo] 7pAF A & A8

=
Z 2R ZZ HTTPSE A& ¢},

14
4
30,
X
i)
o,
o
A

31 714 AH8-(Enable Acceleration) 2Helato] Al B =5 L7 3al 4] o] glewl Edgecl 4] Al 4
3

FolA g
7+ A}-&-(Enable Acceleration) 2H¢lgh-& A1 B8l A] ek owml Al 42 L7 TCP R | 55 a
Edge+ + A4l o= F 53t
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NSX #e] 7ho] =

Ay Q: SSL Ffo]dE A
SSL ZtoldE= 9 AW ol &
ZEolAE QAF

2 opo)e)

E+H
A= 01%—H%

A3 e,

1 FE CAst g ) AW o5 AE 7FA 5 o ARl 8 v &2
34

1/<]g_
2 ths il WS AR

a H5olA F8o® HTTPSE A8 gy,

b 7H Au] 215A (Virtual Server Certificates) & = 4l 2 s} 52 CA

ol E A%AE Flel o

3 b ANE A ek AN G e

—_i

z

ffrt
>

A1)

ahe] HTTPS ol %27 o] 4 = 23}l

“~(Required) = A

£ SSL

TPSE &3l <) o Ze]Ale] Aol Al A3 ok HTTPSE Edge VIPol A4 8 5] a1 &2}

A vtel &

. SSL 54 7Hd 2 71% BE

ru]o

A4 3 e,

A 215X (CA Certificates) & =
ALg v e},

o g o},

o] FX|(Ignore) = A7 5wl == el A=

VA 7HA 971 HEFHAA L

A3 o ZEl Al o] Z 29l A F & SSL AF-&-(Enable Pool Side SSL) &4 & A-&317A =5

(7]

Ardetyd Alelgk Fo] HTTP AW & 74 f ek el E2] A o] A Z 2 9}<d ol ] & & SSL AH-4-(Enable
U

Pool Side SSL) &4 & Al-g-sl=5 AAslw A Fo] HTTPS A1 & -4 5

4 BepgAeA FE CAZF A Feteld B Q15 A S 7hA ]
5 a https://www.sslshopper.com/ssl-converter.ntml <] Ale] E & o] -5 g e},
b dFA B Al 715 pfx 2hLd = S ek 54 B ARl 719 AA ol E e o gl S A E
Nal 7] 5 xR A 2.

Certificate File to Convert: | ChooseFile | client.cr

Private Key File: | Choose File |client key

Chain Certificate File {optional): | Choose Fila | Dimi-Ca& crt

Chain Certificate File 2 {optional}: | Choosse File | to file chosen

Type of Current Certificate; [Standard PEM * | Detected type from file extansion

Twpe To Convert To: [PFAPKCE#H2

PFX Password:

c BebFA A pfx gt S 7bA S
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NSX #e] 7ho] =

B ]S

et dE= HTTPSE &l 4 o 2]l ol Adell A= oh HTTPS I Edge VIPl 4 & 5.5 1 o,
Edge< #1®lell st A HTTPS <12 & A A st A v eSS 84 5 el

Edgeel 4| 7 bk 425 v},

1A% AhA S ok AR S-S 4] o

r.O

1 Avl AFA AFS 9lal 9 Au AFA % FE CA
= (e} e]

2 ok el

a HEolA F8o® HTTPSE A8 gy,

R
—»
frt

Ab-gsko] HTTPS el =2l Al o] Al = =abel 5 A o,

b & Z SSL A}l-&(Enable Pool Side SSL) ¢l 2F-5 A 8] gt o},

¢ & d3FA(Pool Certificates) 5 = 4 = s} 32 CA 21354 (CA Certificates) 51 = A= ¢} CA=
ol = HTTPS A1 ¥ ol A Febeld B ol 5415 ghaleh= ol ARE-5 ] et

19

d 44 21Z(Server Authentication) =<l 25 A1 & g} o}

f (Ciphers) 5ol 4 4 2.3 ¢t 5 5 Al =] g o}
B3 dovh Sl hm Al el glow 7R3t ® oA A4 F ] o

Foll k=7 null/v]of hAY o] A v A el A Felal oo Al w el X
J

-

3 M Aw e AT ek A G WEL Alvhe] 2 SSL el F A vhA 2] S Azl Al L.
B3 o FelAleld Z2s}elel A & & SSL AH&-(Enable Pool Side SSL) + 4% AF&-31A ¢h==

A sl AElel Zo] HTTP A1 & 74 ot ol el Al o] A Z 29l del 4] F & SSL A-&-(Enable
Pool Side SSL) 4 & A&t == AA st Al 8l gl o] HTTPS A = 74 5 ek
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7€l Edge A H[

NSX Services 7l el El o] = IP F4 &5, Al AA IP F4 &2 9 9] DNS A 74 & Al 33
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%2FGUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html.

m  vSphere 6.55 &3+ 737 vk VMware Tools 4 = A1 A& %t
www.vmware.com/support/pubs/vmware-tools-pubs.html.

l—N
_,d
5
5
o]
7]
=

Guest Introspection = z}o] ¥ 7} A A 5] Windows 7F4F A =8l Bob &4 o] A A5 ESXi &2~ E of 4]
A7 wljulel Ay o 7 W eh M a5 s spAF Al aHle Wl Ao AR R ESXIi EAER
vMotion©¢] ©] &gt ol = F &3 ulf F-5] vhA] A] A vl 71A] Bl A& A g o

Linux =] & ol =h el 4 = Linux 7F4F Al 2~ 8l o]l 41 Guest Introspection Thin Agent 4 #| & &+ & 314 A] 2.,
PR 7 AYE

AlnE 7pAF Al 28l o] Al )= = Windows # A o] A A =] o] 9] =#] 2l sl4] Al £ NSX Guest
Introspection®ll 4 = th-& Windows <3 | Al 7} &) 415 1] o},

= Windows XP SP3 ©| 4(32v] £)

= Windows Vista(32¥] £)

= Windows 7(32/64+] £)

m  Windows 8(32/64 "] £) -- vSphere 5.51} @l &
= Windows 8.1(32/64) -- vSphere 5.5 o ] 2 ¢] 4+
= Windows 10

= Windows 2003 SP2 °]4H(32/64¥] E))

= Windows 2003 R2(32/64%] =)

= Windows 2008(32/644] £)

= Windows 2008 R2(64v] £)

= Win2012(64) -- vSphere 5.55F 3l &

= Win2012 R2(64) -- vSphere 5.5 | 7] 2 o] 4}
EER

1 VMware Tools 4 A & A =} &} 3 Ab-§- %<l vSphere ¥ A ¢] #| 4] & u}5 1] o}, AF-&-2} ] A (Custom) <
A& Ae g o
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NSX #e] 7ho] =

2 VMCI =z2}o|8(VMCI Driver) A A& 27§ o,

A4 758 44 S VMware Tools ¥ A ol whe} o} &1 o}

=zloln| EX
vShield Endpoint = }¢] 1] ghod ApA| 71 AH(vsepflt) 2 vl E 9] = ARA] A AR(vnetfit) =)ol
w & A A g e
Guest Introspection =2} <] 5] gl A 71 AR (vsepflt) 2 vl E 9] 2 ALA] A AR(vnetfit) =)ol
w5 ALA g o,
NSX z}¢d #bAl] AL =efoln] W NSX Wl =9 2 A AAL = [NSX 2hs) AHA]l 7 AF =efel w5 Al 8l slo] vsepfite 4+ g
EIRCIREY o},
2 eof whel [NSX vl =] = Al A} = 2fo]w)

£ Alg 5o
vnetfit(Windows 101l 41 <= vnetWFP)E 4 #| g ot

B2 Dk w24 2 HY At Aok Al
o A7

gEINSX Wl = 2 #bAl A AF =2fe]u]]E Al E gy

3 FrhstH = =etold o] EFud vlirel A o] 715 27 St Esto] B A gyt (This
feature will be installed on the local hard drive)= A & § 1 ¢},

4 AFA] YA A E 43 g ok
ool £9% 4

Thin Agent7} k2] 3ol fltme % & & Ab&ated A= 3 leA] Sl 3¢ [314 ol 5] el =
vsepfit &< %L+ Thin Agent”} v+ 5 1] o},

Linux 7} A] 2~Elo] A Guest Introspection Thin Agent A4 %

Guest Introspection-> vlo] 2] = WAl &= 2 vk Linuxell 4 =} 7 A& A1 <1 ¢4 o}, Guest Introspection 2
oF £54 -5 AH&3le] Linux VM 2 % 12 =1 Guest Introspection Thin Agent 4 #| 3l oF g1 o},

Gl Thin Agent+ VMware Tools OSP(<-< Al Al ] 7] x])e] ¥ =2 A}-g-2+

2+ 4= ¢l 54 ok VMware Tools+=
A A kA kol Utk Gl Thin Agent A A 2 ¢] el o] =& NSX A A 2 ¢

o] o AAEA g
y ek, w3k ol e Zefo] = iz ¥ok 3hE] AH(v] NSX 3] AF)= NSX & F-¢] A~ E VMel| o] o] d =& A
A g 4 dsr e
RHEL =+ SLES 4| 2= &l el GI Thin Agent= 4 A sl 21w RPM o 7] A £ AF-&2}4] Al . Ubuntu Linux 4] 2=

el o Gl Thin Agents # i]é}eiud DEB | 71 7] & AF-&2FA4] A <.

Windows #| A ol &} 8] A = Windows 7}4 4] 2~ Hlell 4] Guest Introspection Thin Agent 4 7 & AFE 314 4]
o]

-,

AR 8T AR
Az oA A zElol] AL Linux v A o] A H o] gleA delel 4L,

m  RHEL(Red Hat Enterprise Linux) 7 GA(64%] =)

m  SLES(SUSE Linux Enterprise Server) 12 GA(64v] £)
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NSX e 7fe] =

= Ubuntu 14.04 LTS(64¥] E)
= Linux VMel GLib 2.0°] A A = o] Sl=#] <l gk e},

m  VMware ¥l 7] A| A %4 https://packages.vmware.com/packages/index.html-& #F-t-3}o3 Gl Thin Agent
3 7] Al (vmware-nsx—gi-file)& th = =3 o},

o Linux &9 Ao mtel £ Agg AHgahe] B BAF S
»  Ubuntu A = 5):
a o WE s AEsted VMware #7174 38 715 7HA F
curl -0 https://packages.vmware.com/tools/keys/VMWARE—PACKAGING-GPG-RSA-KEY.pub

apt-key add VMWARE-PACKAGING-GPG-RSA-KEY.pub

b /etc/apt/sources.list.del Al =19 vm.listE A & o},

¢ e WEoE ae AR

vi /etc/apt/sources.list.d/vm.list
deb https://packages.vmware.com/packages/ubuntu/ trusty main

d oAl thaat 2ol i1 A & A A g o

apt-get update
apt-get install vmware-nsx-gi-file

m  RHEL7 A ~Hl:
a < #HE s ALgsle] VMware #1714 3¢ 715 7HA 5 o
curl -0 https://packages.vmware.com/tools/keys/VMWARE-PACKAGING-GPG-RSA-KEY.pub

rpm ——import VMWARE-PACKAGING-GPG-RSA-KEY.pub

b /etc/yum.repos.del Al < vm.repos A

vi /etc/yum.repos.d/vm.repo

[vm]

name = VMware

baseurl = https://packages.vmware.com/packages/rhel7/x86_64
enabled =

gpgcheck =

metadata_expire = 86400

ui_repoid_vars = basearch
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NSX e 7fe] =

d oA vt o] A E AA GG
yum install vmware-nsx-gi-file
e SLES A|~H:
a = W= AHEdtel VMware #1714 &4 71 & 7FA 5 ok
curl -0 https://packages.vmware.com/tools/keys/VMWARE—PACKAGING-GPG-RSA-KEY.pub

rpm ——import VMWARE-PACKAGING-GPG-RSA-KEY.pub

zypper ar —f "https://packages.vmware.com/packages/slel2/x86_64/" VMware
c oA w5 o] A7 A E AR o

zypper install vmware-nsx-gi-file

ohgol # A 2]

i)
°
+
ox
fuj
rir

Thin Agent”} #H2] H3k2] service vsepd status W& & AFg-3te] A s gl gl

A ool ok g,

Guest Introspection e} 1 7]

= SVM(X. et 714 A 2~ 8l), ESXi &~ E-4FF Guest

Guest Introspection 9] =& 2 % 1] B 7] of
Al 2~ -4 Thin Agent & <] Guest Introspection 4] S0l 4 v] 5

Introspection L& ¥ ¥ 7 5] = 74

= Adee] Aol 23y

R

1 vSphere Web Clientell 4] vCenter Q1 Wl E 2] E-Z(vCenter Inventory Lists)s & 2| g - H|o]E] Al E]
(Datacenters) = &2 g o},

2 o]F(Name) ol 4] dlo] g AlH 5 &2 3]}

3  EYE(Monitor)E 2 3} 3 Guest Introspections 3 g o}

Guest Introspection A el 2! 7 &2 sl o] &| of| 4] = Al &) g} vl o] B] Al ]l 9l+= A o] AFefe} &4l 7w
T Hof Fouch e WA Ak WS ol ol E L ALA] WA gl A A o 2 4E] 1 o] Wof] HEed
ok,

Guest Introspection 7FA} M A] #|

AL S| A A A AR 9 Fsh o8] F9q 2 w4 7S L5-eke] vmware. logel %7 1 e,
ohg AR 7hA WA A = 27 o,

= Thin Agent Z7] 8t A 3-(% ¥ A W 3)

VMware, Inc. 349



NSX #e] 7ho] =

s  Thin Agent 7|3} A5

m  SVMILe] A A EAle] A4

m  SVMIe] SAlS A kAl kel Aol or A E Al g A )
AR 2o v A A G 2 2w A A o] A AR R Ao vhg 2 22 k] Ak o] Yy ek vf-

AUDIT, vf—-ERROR, vf-WARN, vf-INFO, vf-DEBUG.

i,
=
o,
o
N
N,

Guest Introspection A 3]

VMware 7% A& A4 S5 0] Aeld o A% AN mE Y WES R AR SHY T o] A
A 2ol & Ahak A zdol Hlg 2w P4 shele] Lgslo] glg e

ID W3t E4) 4 dlol

ID 714k uksk¥ g7 o] Guest Introspection= 488k 7% "NSX <Al 3l 2 7Fe] =" 2l "NSX 27] 2 4]

2~ el o]y E "oﬂ/ququi__xLO z—’_%]\g o}

Guest Introspection =5 #| A

Guest Introspection Al Aslul 2] ~H W] SaEo A VIB7F Al A= Fe]E W] 7F TaE of A
Al 7pak Aol AlAG ek ID WEbY, 24 U HE | of 2] ebA Bel E54 5 AFE-sh e H Guest
Introspection®| 2 £ 3] v}, Guest Introspectlon 2EAAE FEHS 9GS oA 4 5 oh

=

R EEMECE
A7 ok g ek &5

Z 2] 22 ¥ of| 4] Guest Introspection -
_Q

o ZFe]l ~F ¢ 2~ Eof 4] Guest
Introspectiong AH& 8k W= BFAF Al A

A gAFe] A AL w2 A4 2

NSX Z&] el ¢l VMell tl gk B3 7} =45 e, Al A 3] Aol F2 28 ¢ VMell Hl @l vMotions <=3 @l
of g e,

Guest Introspection< A A3} 7] ¢] @l 4] <=,

1 vCenterol| 4] & > Networking & Security > 2 X](Home > Networking & Security > Installation) =
o] & &} Au]2 vl E(Service Deployments) &S A1 & gk o},

2 Guest Introspection ¢l ~®l 25 Al B g} AhA] ofo] Z-& Z-8] g e,
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NSX e 7fe] =

Linux-8 Guest Introspection #| A

A nE 7ha Al 'l o A Guest Introspection-§ Linux Thin Agents Al A& 4 9574 ot
AP a7 AV

Linux-% Guest Introspection©] 4 %] 5 Y o}, Linux Al 2~ 8loll Hall F= H3lo] gl o},

A3

—

o Ubuntu Al =8lell A 3l 7] ] & A A & vl i= apt-get remove vmware-nsx-gi-file ™ &S A g g

o},
o RHEL7 A28l A 3i7] x| & Al 7 & o = yum remove vmware-nsx-gi-file %25 A& 3]},

Fu e,

—

& SLES A|~Elof| A 9] 7] A| & Al A2 wll = zypper remove vmware-nsx—gi-file & & 43

hi

23}

Linux 7F4F Al 2~ ®loll A X = Thin Agent~} A 7 5] 1] o},
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HEH A 284

AubA o g dlolEJAl e M E g Zoll= 297, eb-8], w3ty 75, 2= el 55 238 vhekd e
2 Mozt ks o] Qs eh vl A5 A E et E e Fol o] AulAE ATk B g
ZJoll = oldl ARl AE W EY 2o A AdA b= Zo] ZE A H]E%EL tjufo] o] @ gl A8 zkg] ) Ge
Aol oA AA, Aulse] Hx b Ahgfo] kel HA4gE ol ok 2 - 5y ok NSXE A A g Ajvj A&
ARG w2 A Rof| A ddAste 2] & whrsheh e 24 5kl ESX Server 2 E E & v ESX Server
TrEA Z2EA HAE W S S BASGUEYILE TFS 5 UES 294E F AF
2lof of Ez| A olM
=o|& == Jhat
o3z
| — :
o SW ZHE U :
Tt e : =y :
1 1
NSX AP [cOmE :
, HAE W HEYS .
1 A 1
1 1
20| M&
1
1
! HW I} E 14
° %

Alol
ER=]
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NSX #e] 7ho] =

A A 2 47

hus

[
S

= Edge 7] 8k A v 2 Akl

m ElA} A~ B

m IlEY Au] A ] E

= Service Composers &3k Wl Aju] 2= o] &

m = A IS el iy ERAdeR 2 2r Al
o glEY 2 el o] &

s e B A

& PR
WA A H 2 A

Bt Al Aol d B TAEE B FoA Axde] BE Avl s 2E, AN BE D A A5y P
e wFen dEUth A2Re BE P4 4t Felg AE o T4 249 45 AT o F
S 2 2o FAlOl ¥ MebA 2 ) E w o] £ ahg Tk W= 29 Bel A A Aol FAR T4
& BAlgle] 8% 5 gl wb, Aul s 253 vmkemel 748 Ao} - 2 dlo] v ¥ o5 & Fla e
A A zmol A A5 e 255 Ah4k A 2 E €] Motion Foll TFE M ek Al aElo] Fha A 2wl A &
szd A WA BEER o EFI

ol 2l -8 o Myl A4bg] & AF-Eak= wle] £ 5 4ol += IPS(Intrusion Prevention Service)/IDS(Intrusion
Detection Service), Firewall, Anti Virus, FIM(File Identity Monitoring) 2 | <F4] 22| 7} g5 v o,

Edge 7|1t A B2 4F<d

NSX Edge+ tF& vl =9 2= #u] =9} g7 Edge Services Clusteroll 4] 744k A] <8l o 2wl Z 51 o} NSX

Edgeol= 54 Ed & At vl ES 2 v~z g8l Add 4 o= 7] 5ol s

olgl F& o] Anlz Al S ol &obe wlv] - F Aol ADC/=E Ml A Hnpo] v 23k e},

EPAL A 22 5

ELAL A u] = B NSX EAF ol 4H41 7] §

y
S,
I"E
2
o
iy
rlo
4
SN
Lo
jz
hu
il
fu
o
o
X
,

13}

1wt o] Z<ol A EFAF A4 u] 25 NSX Managerell & 5 o},

el =g S Eetelw NSX 229l A4 S o] B ok AR g g2 e AR A& FFESHA] 4]
e}
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NSX #e] 7ho] =

ol & =1, Service Composercl| A ¥.olF A& A A &
A= A A 0}04 T2k Z|Hk e Au]2E Abgete S A AT QA%Q c}. Service Composerl
b ul] Auls ol g EE = A HL?P = Eal iy e Eey 2l daAdg AR L

s
o ml-}
i
2,
£
1.01‘
>
rFl
ox
N
N
N
o
ol
ﬁ‘
N
N
b
e
R
o,
o
mH
>~
m
=z
w
X
<
)
>
)
Q
@
=
ofr
A
ol
o
>
°
>
i
=

K
o
™
>
o
o
of
By
_?L
e
>
foh
[e3

el abAl Al &

n IlEY £54 0] NSX Managerell 5 5= o] 9l+=#] & al g e},

m  NSX Manager?} s}Ev] &4 2] 3he] EEo A AT 4 9l=A] 2hgl g et

n 83 glo] Al v A o] ghukE] gl U B https://kb.vmware.com/kb/2145269%5 FHZ 314] A] 2.
EER

1 Networking & Security 5 & = 3} 3 A X](Installation) & &9 3] ©}.

2 Aul2 Wl E(Service Deployments) 5% 22| 5} 2 A Au]2 u)l £(New Service Deployment)( )
ofo] & 8 Pt
3 vEYIZ H Bl AMuls vf 2 cfSpafAbel A s EFAAE Al E g o

shAFAL of 2l 2 o] 2A]F 2] A (Specify schedule)oll 4 2] F v E(Deploy now) & Al &) &} &4
S SA xR A ) E A 2 A 7EE A g o

5 ©h(Next)S F= gk
6 E7As D delHAly H FeiaE S A8 ek o3 (Next)s 29 @t

7H Al mEl 2B A S b H ol Bl B o] & AlE e ]| P ® A E(Specified

Qe ol H sl Aul e Feare] LE BarolA ALY 5 glofop Puieh,

2= S 2E(Specified on host) = A 8] gt 7 - ESX & ~E 5 ZFe] ¥ ol F71sl7] Ao @ ESX
FTreo HolHAake]E TAE Jo]HE VM A A (AgentVM Settings)ol #| 74 &l oF gt . A4
gk vl &2 "vSphere API/SDK A v A" & A& 314 4] 2.

8 el dEslo| st FauS FAl A4 LE 35S AHF T o] LE 25 NSX Managere] .=

=925 X% $2E(Specified on host) & 47 gt 7 % Fe] 2ol 9l 7 TAE9 Jo]HE
VM 2 A > v E 9] I (Agent VM Settings > Network) <-4l ol A8 Wl =9 25 A A &l of g}, AL
Al gk W] &2 "vSphere API/SDK A ™ A" & Az e}4] Al &
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NSX #e] 7ho] =

TES Feladol Frtehr] Ao ZaEo da o] dE VMU E Y 2 £4 & A &l oF 3t
2] (Manage) > A2 A (Settings) > ol|°| 1 E VM 4 A (Agent VM Settings) > L1]15_—‘}157.(Network)£ o]
ki WA (Edit)= 2 Hoto] ol A E VM W ES] 25 AL g o

5o AEE Fel e BE T AEA] AFEE S glofof g

A 5= 24

DHCP DHCP(Dynamic Host Configuration Protocol)& &3l IP 74 5 A u] 2= 744k 2] 2~ H)
of &gk,

+

P E AE P e 1P F g Avl s b A sgo] T

10 th(Next)s Z 23 5[5 0] 9 o] A ol 4 S E(Finish)E 23 3] o}

11 éil &€l (Installation Status)7} (K)o A A dj7bx] vl 25 2 e ) g o Al o) [ ]2
s

o
[sh] ol e ol £¢ Fokn o F5 ) AS 2AE
chgel e 24l

o] Al NSX Ul =& NSX APIE %4 sty Au] 28 A& 4 9l o},

Service ComposerZ =3} #lt] AJH] 2~ o] &

EfAL e Awl s Ef ] 2l oA, e el A gl o] £4 whA] wlolel s WAl G5 TG ALE
Mol Aul~F ¥g3 o Service Composers AH-g-3sled o] 2] gk A u] =~ & vCenter 7| Al ¢] #] ghell A&

T Ao

Bk 25 Felad, 7HA A28 WNICS W =2l A 9] A oF -2 vCenter /Al ¢ A i b, Btk A
A& Guest Introspection A1 ¥] 2=, Wk A U E 9] 2 AL A w] 2~ o] A gHq) ]

Hob AAL Wl gl el 2ol A o] g ebAb wle] Au] 2 Z 2 9h el A g e 3
g Bk 2ol Sk 7hak Al =Rlof| A B o] whAl et wi ol B A2l S A4 55
A

v~ 2 =2 o] 2] o] & 45 o}, Service Composerell &k #F4) &F ] -4 Service

EA A EFdez Ea3 oA fal e FAE FAe 4 g eh 2 e A
~7F e gl g &AL A e e ok

AR LT A

m  EfAF A Bl 2~ HEE 4] NSX Managerell & 5= of of sl NSX W of] A wlj £ =] o] of ghuf o},

oF 3] et
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NSX #e] 7ho] =

13}

1

vSphere Web Clientel] 4] M| E.$]7 2 X.ek(Networking & Security) > 318 (Firewall) 2. & o] &g

+

stE Y Bl A u]|X(Partner security services) B < &2 g o},
AL b A4l A 518 F7HAdd rule)( W) ofo] & Z2 g o
AL Al o] wl 9o Fbg

S
fu
ox
ok
r‘ d
Y

A THA <] o] F(Name) A& 7hel 7o Ble ZE ek aela A e o] 8 H g

.
7 ¢ &2 (Source), thA}(Destination) 2 A ¥] 2 (Service) = A A g ok, Ap4 &k v & 24} kg]
H oAt A Foh @35S AR Al &

A T+ A <] 2H4d(Action) A& 71e] 7] o e =) gk o
.

a Z(Action)ol A1, Elt] ¥ A (Redirect.)= Al B 3h ] o},

b 2lelFA dAH(Redirect To)ol A vl = 2 3lelof vpol g sle] &= =] & A9 A wi& Mok 25
< Al g e}
el Z2ubgdo] Alels meld A9 A mi Bol 25 A=A g 7P Al 2] of

Ale sl Anl s 2 2 sfel o] 2H¢f(Action) Aol © 22 A Yo An] s Z2stel g aE F2 5
Hl 2= Z 2 sfe) wpeld o] AT e}

il

ol
=
oo

AlAl(Publish Changes)+ & = ]t}

SEY 2E WA ol g

57 NSX Edgecll =g =22 W=l A& 9] epat 2= sl A & ARG 5 9l ek,

AR LT A

ElAL 2 = il 2] 2] = "k = A] NSX Managerell 555 o of 3} NSX ol A ulj Z =] of of ghu ),

A3

1

vSphere Web Clientel] 4] Y] E$]7] 2! B eK(Networking & Security) > NSX Edge(NSX Edges) * ©|
e

NSX Edge & -+ ¥l & 3o,

2] (Manage) & = 3l2. 2= W#H X (Load Balancer) 5 & 22 3] ot

mE e Fad 74 Jol 9 WRA(Ei)S 2 G o

VMware, Inc. 356



NSX #e] 7ho] =

5 =2 Wi Al-&(Enable Load Balancer) % Au]X 4+q] A& (Enable Service Insertion)< 4l & g+

Yo}
6 Au]X Ao (Service Definition)oll 4 < A gk s} E | 2 wled A5 A 8] g},
7 Au]X FA(Service Configuration)oll A = A gk A v] A~ 415 A& g o},

2 ZUE, A8 F, ol Sl Aol Ad Z 23k, off S 2] A o] A

e REg e Al 4 7 A 9 A A
WE Fobste] 22 RS ARG b AuE b ) W] Al B EES AE g e A
AW Ee 2wy A4 G5e FEAAA S

23

EfAL 2z E o] 55 AAD W= FukE A A =A47F stk o] 415 w2 A @i, 53] NSX
Managerell A EFAF 74 o] 55 Al = 7] Aol sl EF45 A A A AAl sk Al A #hed o] Ao g
Yt o] A A t W -&-£ https://kb.vmware.com/kb/2126678% = 3}4] A 2.

g2}

1 vSphere Web Clientell /] Networking & Security > Service Composer = ©] 53 o} &2l 2 & e} A}
EFAde R g daldsle A (e Bok A A) S AA g o

T
fufg
1u
o
A
£

2 Aul& A e(Service Definitions) = ©| &3t ot EfAL E54 9] o] 5 F Wl

3 ¥ 7R A|(Related Objects) = 2= ef L 3&1 7|4l & AHA| g ef

4 A > Au]X vl Z(Installation > Service Deployments) = ©] -5 &t th-5 EFA}F vl 5 2HA| g o},
o] Ztl& st 7 H VMe] A A5 o},

5 Au]X A e(Service Definitions) = =} 7k ok A o] o 319 74 245 B ARA| g o

[

6 Alul claEl oA Aujs 2 afol g AR G e
7 Aeles aEad A g e

8 Aulx el A g e

A3t

EbAL 5 3F 541 o] NSXeoll A Al A5 e,
theol e 2]

& 7153 th5 NSX= BRAL E Aol A AAG o dl & 5of ek 2 Al

7 )
Agk b = AHAE A A oF & 4 9l

>+
]-H

}

1
r{r
=
)
o
>
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NSX-= Active Directory, NIS, LDAP & <] tt& ID A v] =0l A ALE-ALE 9l 5& 4 9l =5 SSO(Single Sign
On)= Al g et

vSphere Web Cliente] A&7k k2] #H5d & NSX 74 249 CLIoll A 3l sh= A-8-#F k2] #he] b=
8] et

A oE s 23

m NSX AR&A H 7w AR 3t

= Single Sign On 74

AR A e

EEEREEEE

)

} ?]
= vCenter A&7l A 4 3 B
s CLIZ A§3te] 9 alelsle] s s Aol 9l A4 A4

s AEAAA A

n AR A A
NSX AR&-2F H 7] 5" AS- A%

NSXE vl Zatar el et ™l 57 vCenter AH-& A gko] 8 g b NSX+= theb gk Abg-#f 3 of Soll w3t
) . =
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NSX #e] 7ho] =

ol W g AT Tital A B
71 Aav g9
dej=Zeto]=
A=} Bek =l NSX ZEA  Ext
2] =} (Administrator)
T4 NSX# vCenter ¥ SSO -4 R R R, W R, W
ol = Nl Hgk A= g RW R, W
ol e
Al oyl = Al 2H] oyl B R R, W R, W R.W
A 2o A 2 R R R R
URM(A}-8-#} Al 3t2]) (User Account Management (URM))
AREA A e A& 2he] Nl A A= dgd R R, W
e e
WA B Al 2= A o] Nl At A= dgd R R
S e
7] & A2 A o] Nl At dal= A R R
S S+
Edge
Al 2= H] Alz=BlE Ak Ajd s S R R R, W R, W
vhebd
A NSX Edge¢| wheket & s1ej(£4/ R R R, W R, W
VR )
ER Y R R R, W R, W
vNic NSX Edge?] &l # o] 2= 4] R R, W R, W R, W
DNS R R, W R R, W
SSH NSX Edge®] SSH -4 R R, W R, W R, W
A% ol 2 R R, W R R, W
g R R R R, W
NAT NSX Edge ¢ NAT T4 R R, W R R, W
DHCP R R, W R R, W
2T A R R, W R R, W
VPN R R, W R R, W
Syslog NSX Edge®l Syslog -4 R R, W R.W R.W
k! A~ Hgd R W R, W R, W
ol
2} 1] NSX Edge®] =& 2458 A = R R, W R R, W
&% -1 (BGP/OSPF)
R NSX Edge<] &t 74 R R, W R R, W
VMware, Inc. 359



NSX #e] 7ho] =

71 A g9
AB Zeho) = &
2R} Hel al=xl  NSX 2=} 2=}
1.2 %) R R, W R R, W
A% A R R, W R R, W
A] =] Al of Al =8l Aol = 2 Al P A, R R, W R, W R, W
WE 7 g Al AR} e A
29 A vl A 5 ebd
o
ysctl.net.ipv4.conf.vNic_1.rp_filter
sysctl.net.neffilter.nf_conntrack_tcp
_timeout_established
44 43 (Distributed
Firewall)
wsk 74 A% 3y 2 AZ 20l % R R,W AAz A RW
ahn 714 ge
5% Flow Monitoring-> A =&l ¢] =2} R R, W WA~ 73 R, W
T mUHH 28 Ve N5
Yot eloln B2 E 2UEYT 4
s ek
IPFix 74 IPFix Ab$-/414- ok & 9 471 & R R, W A A RW
Kl e
A &7 5 A w712k AR > SXE FH| R R Nl 2 A g R, W
(Installation > Host Preparation) A
ol Aol 4 AA 57185 5%
e,
DFW A A|(54E Zu]) 2]~ el VIBS A A R R R,wW R, W
A A (E ) AA & wlole} 71 E DFW 4] 2 R R, W Az dd RW
Fow xcter AR, e
A el 55 DFWel 4] B2 314 255 VME Al R R, W WA 2 g R, W
9] F-%ol 243 F AlA G ek, S
DFW 7] # & T 2Eof A DFW 7l Al W&+ A=A R W WA 2 73 R, W
A (NSX 74 Alnk & &) e R
DFW Al 4l ele] v TCP/UDP/7|¥} 22 2% 917 417 R R, W A A RW
774 44 e
IP 71 A(DHCP/ARP 2=+  VMware Tools7} Al E VMl 4] 4 R R, W A~ A R, W
) 53 A @ o P 7 S
HEelAol 4 A el AddgefEelAleld gl el R R, W A4z Ad RW
7t BEol #H ek 28 g A G
2 & %ol whet whab 74 ] 44
Hu e

W 2slo) 2

(NameSpace)
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NSX #e] 7ho] =

i 2w .-
e = glo]
LI NSX &=t 2=}
74 R R, W R, W
SpoofGuard
T4 TOFU =+ 5% 2 Eof 4] ol 4| 2 7] & R, W
SpoofGuard 7l 4] 78
£3 B<HEPSEC)(Endpoint Security (EPSEC))
B 3.4 R R, W R, W
s A BT, 55 AL, o5 A~ dgd  RW R, W
5 &5 He, @48 S
Al e E VM, SVM2] 4] 5 NSX Manager @41~ A3 R R R
234 N
ek Bk AA e [AA, 971, sddlol R R, W R, W
=, A
A o of A= dd RW R, W
7
2to] B2 2] (Library)
T e Fejzde] gk s 2E Fu] A WA~ A A~ Hg RW R, W
7= 7
253 IP % 3}, MAC 7 7, Security Group, R, W R R, W
Al Aul e 2
B E 4] Aok el (el VM 914 == hE]) R R, W
A 3] (Install)
o el A o] A R, W R, W
EPSEC R, W R, W
DLP R, W R, W
VDN
NSM 4 Network Security Manager 4 R, W R, W
Z gAY R, W R, W
EAM(ESX Agent
Manager)(ESX Agent
Manager (EAM))
A A ESX Agent Manager N A 2~ &) R, W R, W
o
A u] & 4+3)(Service Insertion)
Al 2 R, W R, W
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NSX #e] 7ho] =

715 A ]
e Zejo| =
2R} Hel al=xl  NSX 2=} 2=}
el A~ = 2ty R R R, W R, W
A1 2] #] %24 (Trust Store)
trustentity_ management  NSX ¢l %54] 3¢ R R, W R, W R, W
IPAM(IP 4= 3}2])(IP Address Management (IPAM))
T4 P £ 74 R R, W R, W R, W
P & P& 9 Helx R R, W R, W R, W
Bqt s B2 (Security Fabric)
vl & Au] 2~ v E(Service Deployment) R R R, W R, W
g o] A & AL-&slo] FefaE e A
CIEE- 2 R V]V
Z: Au] 2 vl Z(Service Deployment) R R R, W R, W
s o] A el A4 Wk VMell A A A = 7]
25 e e
of o] A E ey F & ItEY VMol 4] AHE-=] = R R, W R, W R, W
REST & Zofl whgt ofl o] A = 4ef
733 e
X A (Messaging)
wl] 4] 7] NSX Edge % Guest Introspection R R, W R, W R, W
of 44 NSX Manager<} %4l &= d]
AbgElE vl A Zelql o A
Replicator(2.Z NSX ManagerE A}-£&3F t}3 vCenter A7)
(Replicator (Multi vCenter setup with secondary NSX
Manager))
T4 NSX Managerell tigh 7] o3& 4 R R R, W R, W
o s Al 4] 4, LE NSX
Manager #l 71
Bk A A(Security Policy)
T4 Bk AAE T4 A4, el R R, W WA~ g R, W
E, 54 = AA STRCS
Security Group ®F¢1 = Security Groupg 2ok A Ao 124 R R, W N A2~ gk R, W
G
Single Sign On 7%
SS0% A g ekl A F4 Last AEAE AR AL 5T D8 glo] D T4 L4 WA ES 2
e AVUEE ol A= 54T 9lo] vSphere<t NSXe| H.qke] gt 7F3h5 v ot
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NSX #e] 7ho] =

NSX Managerell 41 Lookup Service s -4 332 SSO 2] AF AL4 57 & Al F-ste NSX ] A »] =&
SSO A-&-A 2 T 5 4 51 vk SSO(Single Sign On) 4 ¥] 2~& NSX<} 5§ el vCenter A&7 <] A}
&7 a1 % ®gko] Z-2k=lw] NSX7F AD, NIS, LDAP & v+ ID A v] 9] AHg-ALE ol 53 4 s et
SSOE AH&-3hel NSX7F REST APl &% & &all A= & & ol+= 4229 <155 SAML(Security Assertion
Markup Language) &5 AF-&3ko] ol 55 A @ o} =3 NSX Manager< t+ VMware <574l of] A}
4 9% SAML EZ¢ 858 & gl ek

NSX+= SSO AH&AHE 918 25 A X5 AMA Gk 25 9 A4 ol o gk w73 Akgto] ID Al 3-#k(edl:
Active Directory)ol /| NSX 2 A 2} 5| = ] 2| o 60-L¢] 2 5t

s

AR 8T AV

m  NSX Managerell 4] SSO(Single Sign-On)& A&} 2 % vCenter Server 5.5 ¢| A& #}-8-3} 3L vCenter
Serverell SSO gl % A vl =7k A A 5 of glofof gt o] = W75l SSOq @ ZHal= &
Al sl ol 32 A ol 4] &1 F- 5oF SSO AW & AHg F 4 o syt

vSphereol 41 Al & =] = SSO 4] v] 2o ol gk ApA| gk W] &2 http://kb.vmware.com/kb/2072435 2 http:/

kb.vmware.com/kb/2113115 355 A x4 4] &,
m  SSO A8 A7k} NSX Manager A| 7ke] & 7] 3= =5 NTP A v & #| A 8l oF 3] ot
o

Time Settings | Unconfigure NTP Servers || Edit

Specify NTP server below. For S50 configuration to wark correctly it is required that the time on this
virtual appliance and NTF server should be in sync. Itis recommended to use the same NTP server
used by the 350 server.

MTF Server 19216811010
Timezone TS
Date/Time 12282016 21:31:49

g A}
1 NSX Manager 74+ 7 A ol 2291 gk o,

<l B2}-9-# o A https://<nsx-manager-ip> %+ https://<nsx-manager-hostname><] NSX Manager %
A GUIR ¢]&38lod NSX Manager A A ol 47438k sta & AF&3te] admin Agto = =293 o

2 NSX Manager 7} 7] of] 221 gy o},

3 & oA A x| AA FE](Manage Appliance Settings) > NSX 2] A 4]~ (NSX Management
Service) 5 &4 3 o

4 [Lookup Service URL] A} A ol 4 AR (Edit)S Z 2 gk

5 Lookup Service’} ¢ T AES o] B mE P F4E Y
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NSX #e] 7ho] =

6 == waE e

vSphere 6.0 AF&3h 7 £ E 4435 §1 9 v o} vSphere 5.5¢] 7% L E Wl 3 74445 A&
Yk
AR T2e "W FEZ 7]F 02 | ookup Service URL®] 3£4] 5] 1 o}
7 SSO At AbEAF o] & H tEE et #A(0K) S FH g
SSO A H 9] el 5 A Aol F A5 e}

CA A ulell CA Al d IS4 & AA T A5 CAAEH A Aol AT et 257 2 7

o :
Lookup Service URL: hitps:ipsc-01a.corplocal:44 3ookupservice/sdk
S50 Administrator User Mame: administrator@vsphere. local
Status: O Connected 3

A8 A )

AR A Ge AR o) b o] el AERF 52

2] 4 2of o H 4"0“7‘}01] ﬂ] AdS Holgt 75}03,

]
3
>
>
o

Aol AL & A gt Yol d 4 gl o

[ ]
>,
=2

AN A TL FANAL A SR A FFH ABE AAT 5 G2 A g A B
o

# 20-1. NSX Manager AH-&7} ] 3

2EE 214 gt

Al e Zefo] = 3te| A NSX #h¢] 2l wql

NSX 22| A} NSX #hadab(el: 7k A A A, 22 25 74)

ok e A NSX 2gbub: o A whebn] 3 A1 & A of sl o NAT % 2= gl A] vl ~g 74 e},
FADAR S s A
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NSX #e] 7ho] =

] Zepo] = el Al 2l NSX 2] Ak o 22 vCenter AF-&#hof| At e e 4= Qlsm] o,

712 AReA A A

NSX Manager A&7} ¢l €] o] o] 2ol = 2& 2] Lo o 31 o A
Uk o] AbEARe] HgbE HA S A Y o] AREAE ARl = ai%ﬁ o, 7] AHEAF o] &2 admin
q

olaL 71 ¢} % = default =+ NSX Managers A A& ol x| %

[y
o i
o
o
e
o
Pt
W~
>
ofo
.
X
oX,
°
bl
at
Al
2

NSX Manager & # 2] admin AF-&#-& CLI & & el A uk de] & 4= 9l o},

vCenter A& %ol A <3k v

SSO Ab&Atell Al o &4 & ukslE 7% vCenter= SSO A ¥ o]l T+ H ID Au]~5 E& &t AL&AE <l
Ty th. SSO A 7t A = o] A AV AT 4 gle ol = vCenter T4 ol whet 27 & 9l 55
7]} Active Directory = <15 5 Y o}

1 vSphere Web Clientell & .91 3] o},
2 Networking & Security = = 2 3} 52 NSX Manager(NSX Managers)= < = & t}.
3 o] & <ol 4 NSX Managers =3 sl 2](Manage) &< 2 gt}
4 AHg2H(Users)= =2 g et
5 F7HAdd)E 2 e
A e Aol Ayl
6 vCenter A+-8-2} 2] A (Specify a vCenter user) *== vCenter L& | & (Specify a vCenter group)=

=8k
7 AFEAE] vCenter AFE2H(User) == LF(Group) ©l &+ 8 g ol
ARA g A g2 ofel ol Al E AR A Al L
¢l ¢] & corp.vmware.com
A corp
24 ©]&: group1@corp.vmware.com
AF&AL o] 51 user1@corp.vmware.com

NSX Manageroll 4] 5ol & gho] ghuls]wu] &) gt 252 A-8-#F= NSX Manager ~F-8-#} ¢l €] o] o] ~
o @aeld 4 s},

Abg ARl Al e S dd A AR A A S Al A L el E 5ol useri@corp W H

9 AE7 48 A8 e (Next)s Z2 Il ek Ahg 7158 Dol @ ApAI G W §-2 A7
A el FIE FEAAA L
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NSX #e] 7ho] =

10 2E(Finish)E Z= ¢ ok
A& AR Al A o] ARgAF H| o] Eof] Ve E

1E 71N g & o) &

ZA A = ARG AE A E gelelr] Sl AR A 2w A A oF SSOSt & 35l NSX Manager+ AF
SR S 25 AT AEE A 5 AUl 2 25l S8 A AL A A J S S d et e
4l NSX Manager7t 5ol & &5 &ekeh 4+ gl o ob5 A v 2] £of 4] = NSX Manager7} ] &<
ksl s B Foh

A G 7]k A A2 2] 9 (RBAC) Al He] &

o] Alrte] Qo A= thg Aol A IT vl E 9 2 ol 2] 1] o] (Sally Moore) 7} NSX T4 & 4-of] | A~ o},
AD =" ¢l: corp.local, vCenter ~: neteng@corp.local, *}-&#} ©]&: smoore@corp.local

AR 87 AH3: vCenter Server”t NSX Managerell & =5 ¢ 913 SSO7F 74 5 ¢] Slefef g e SSO
= 2golut Be o

1 Sallyell &5 kvt

a vSphere Web Clientell & .61 o,

.‘_,

b Networking & Security = = 3} 2 NSX Manager(NSX Managers) & & = 31 o}

c ol <ol NSX Managers =9 sl i &](Manage) & 2= @}

kJ
+

d AHgAH(Users) % F7HAdd)S #el = 223
od s+ sk} i]—o] oé %] i 1:]—

T2 2 0 7o

=

e vCenter ZLF %] A (Specify a vCenter group)< = &} i L5 (Group)°ll neteng@corp.local
= 983

f  ohS(Next)S F2 gt
g [9E Adeel A NSX 2] 2HNSX Administrator) S 22 & & th3(Next) & 23 g o}
2 Sallyoll Al o] el Al efofl eh gk Hgkg Fof gt

a [&]c°lol&% Z3 3 b+ vCenter &(vCenter Home) > d]©| E] Al €] (Datacenters) & &2 31

o},
b dlel Al E A8 sl 2k](Actions) > 2 vCenter 2} (All vCenter Actions) > A& A3 3
7HAdd Permission) 5 &2 31 o}

¢ F7HAdd)= 22 @3 CORP =val& Al ¥ gt
d Argxl 2 & (Users and Groups)ol 4] & WA FEA|(Show Groups First) S A1 2 3] o},
e NetEngs A9 &l el(0K)S Z2 g

f s 93 (Assigned Role)ol 4 ¢}7] A-&(Read-only)s 4l 2 5l 319 502 HAs}
(Propagate to children) = 41 8] 3 Zﬂﬁi oh, #(0K) S &9 3 ok
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NSX #e] 7hol =

3 vSphere Web Clientell 4 = 2o}k tH5 smoore@corp.local & ©hA] & 2] 3] o},

Sally= NSX #tsdut 8 4 s et ol & 5ol, 7P A AA, =2l A 257 A4 59 A4+
S % 5 s
. = e} = = 2~
A AHgA F W A4S B NG P At
e B X 4
o] & G1
gdetd 9 AAAHA 7] A L)
EAEN 2 FE
e EA g
o] & John
44 2% Gi
gt 938 gl
John& ZHAbAk e o] @bl G1 2Fel <o Slsrulth Johne o] 259 4% % elas AAL 4453

e,
oA Al oA ] TLFel &gk AR} Y Al L

IEE4 %

°l+& G1

grrd g LAY 7] A E)

u
oo
o
EY
EY

gR 4wk el ] @ 27)

By Datacenter1

AgAEA 2

o] & Joseph
ke B G1, G2
a9 gls

Joseph= G1 % G2 5ol &ob, ZAbAL 9wl ke Ak ko] 2314 Ak 45 d & 5o

Johne] # &2 vh5-3 Zsru e},
m Datacenter1el i3t ¢} 7], 227](&ql 3] A} o <) gt
m =2 FE

s

hyile

171 A& (AR o) A
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NSX #e] 7hol =

alAll: o7 ko] & AREAF HIH AlvE] 2

IEEA %

ol & G1

g g gl zele]l= At
E 2 TE
e A g

ol & Bob

B G1

i

T o wek el A 9 27)

e Datacenter1

Bob-> Mot #e| Al o ehg gupukgro v g o5 3 Y3hs A&l A] ¢tk Bobe] H e oh3 3
P
% ot

= Datacenter! % & at§] 2] ol W gt §1 7], 227](el e AL &) g

I
o
©
>
2
<1>1_‘

s Datacenter1el t 3l ol 5 Z 2} o]

CLIZ Ahg-ated §) QlEfsflo] 2 ol n| 2 ATke] iz AbgAH A4
CLIE AF-&3lod €1 clg g o]~ A~ 4
Abg-3lo] o2 Felaels ﬂﬂéai&%a
Az}

1 CLIAREA A& A4 eh 24 NSX 7FAF A A ol ef g CLI AR 7 Al & A A & 5 ¢ls7u o CLI
AbEA A& A s v 2SS el Al L

a vSphere Web Clientell & 2¢1<}32 NSX Manager 74 74 A & A1 €] §hu o},
b Z%(Console) 51+ 9 3slo] CLI A4 & i ek

Fo] x| A B A AA L o= /R}_Q_o}oq CLI Al Aol el g}, o

nsx-mgr> enable

Password:
nsx-mgr>
d o= 2ol enable WE = AFEdte] 72 ROl A mER Aot

nsx-mgr> enable
Password:
nsx-mgr#
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NSX e 7fe] =

e a2 2] configure terminal W& & AF&3le] A o] 74 =g A3

Fu e}

i

nsx-mgr# configure terminal
nsx-mgr(config)#

f user username password (hash | plaintext) password ™ 483} CLI AH-&#F Al A
< Fg e ol E £ ohe 3 25 o

nsx-mgr(config)# user cliuser password plaintext abcd1234

Y
f
=
S
21
>

o
_|>_1‘
o,
o
rlo
o,
ofe
i
N
52
)
A
-

nsx-mgr(config)# write memory
Configuration saved

[OK]
2 oAl A-E&-AF7F NSX Manager 7HA Al ol 219l g 4 9l =5 of oL oh5-3} 3ho] A4 i12] REST API
of Addgg ] geke [ qlE ol s WdE A gt

nsx-mgr# configure terminal
nsx-mgr(config)#

b user username privilege web-interface &5 A&3lo] A A=l CLI AF-& %7} REST API

S
2ES AT F AEF Gl ol
nsx-mgr(config)# user userName privilege web-interface

nsx-mgr(config)# user cliuser privilege web-interface
3 (AE A s el Ad Tl A #EelE sy

nsx-mgr# show running-config
Building configuration...

Current configuration:

1

user cliuser

!

ntp server 192.168.110.1

!

ip name server 192.168.110.10
!

hostname nsxmgr-0la

!

interface mgmt

ip address 192.168.110.15/24
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NSX e 7fe] =

ip route 0.0.0.0/0 192.168.110.1
!

web-manager
4 CLIAlAdA A F 53

nsx-mgr#(config)# exit
nsx-mgr# exit

A4 = A1-8-#1 7] Networking & Security > NSX Managers “NSX Manager A ®}” ( “Select your
NSX Manager” ) > 32| (Manage) > AF-8-2}(Users) Bl ol ¥ 4] =] A ¢ o, 6& ALg Aol Al kgl
Agde ggch

5 RESTAPIE A-&3te] AbgAbol Al E 8 gk o &5 ekgh] o}, of5-3} 2ol auditor(ZHAHAT),
security_admin(=-oF #2] #}) == super_user(Al <8l 3] A} o g5 ke 4 gl o),

POST - https://<NSX-IP>/api/2.0/services/usermgmt/role/<username>?isCli=true
<accessControlEntry>

<role>auditor</role> # Enter the required role #

<resource>

<resourceld>globalroot-0</resourceld>

</resource>

</accessControlEntry>

A3

NSX CLI AF-&-7A= < gl e o] 2 A A A~ 5 AFE-sle] A4 5] o,

chgol 3 2]

AEAE AA Bk Fob AlEE A4 59 -& A-E-3ke] vSphere Web Clientel] & 2918 4= 9l 571 v},
CLlofl ol &k #FAl gk W] -2 "NSX W& & gl el slo] ~ AE" & AZE A4 A] 2.

APl tf gk AFA g W g2 "NSX APl 7Feo] =" & Fhx k4] 4] 2.

A 2}
1 vSphere Web Clientel] & .91 o},

2 Networking & Security= = 2 gt t}5 Networking & Security 1HIE 2] o} o] 4] NSX Managers
= Y

3 o] & “ell#] NSX Manager= &9 @t &2 (Manage) 5 < &3 &

s

4 AFg=K(Users)s Z2 g ok

A RS AL e,

(3]
r\:l
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NSX #e] 7ho] =

A3

-—

vSphere Web Clientell ®3] g},

2 Networking & Security= Z = g }& Networking & Security 1M E 2] ¢}z ] 4| NSX Managers
= Y

3 o] & o4 NSX Managers & sl 3 #+2|(Manage) ® & 2 g
4 AFg=KUsers)s Z3 g ok

A% AEAE A8 g o

+

3
28
i)
o
rE

g3
ek

7 (Change Role)< 2 ghy t},

= WA g e

(o] ~ (2]
iy
}:o

(Fm|$h)—§_ _8]'04 tﬂ7§ "H%’% 7\‘% 7;]—?@—1/] 1:]__

AR} A ALE S AL S 3

L A

MG AR S AETA GES A A2 2§ 7L NSX Managerel £ 193k AL ARE £
v}, admin A&7} = 32 NSX Managerel 21615 of 9l A7 A &34 e g 44T F ¢

Sk
2}
1 vSphere Web Clientel] & 191 §hv o},

2 Networking & Security = & 2 3l t}5 Networking & Security Q1HIE 2] |} o] 4/ NSX Managers
= =@

3 o|& <ol A NSX Managers 29 sl i &](Manage) & = ¢t}
4 Apg=H(Users)s 22 o).
5 AE&AAAE AE o

6 AF&(Enable) =+ A-& <k 3H(Disable) ¢} o] =& Z2 g1},
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NSX #e] 7ho] =

ALEAE AR AHA

AA G ALEA AR S A S U ek v admin Al A2 AHA S S gl oF, AR Al " ARERbol] o gl 2E

AL A== o] o] el A B AL o W Ao A AR 4 olsr e

A}

1 vSphere Web Clientel] &3] g o},

2 Networking & Security= = 2 gt t}5 Networking & Security JHIE 2] o} o] 4] NSX Managers
= =3

3 o] & Yol A NSX Managers =9 sl JHe](Manage) & & =2 31t}

4 AHg=HUsers)= 2 3 Hf

5 AEAAAE AlE e

6 ZhAl(Delete) s = 3 o

7 FROK)E =8 3ted AAlE 2Hal g
vCenter AH-& 7k Al & AHA| 3k = 7 -5- NSX Managerel| o gt & & & wbal 444 5 =], vCentere] A&7
A7 & AA E A ek
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HEHA 2 Kok 7 A

o] A AL AEA A M =YD sk Ar|el el el 4w grich 4k %2 2 Service
Composerel 4] o] Zl8 ] & Ab&e 4 gl vF. 22 2= vCenter NSX 7 of 4] W& 24 234 7F 4]
]/H /\]__Q_‘é‘]— \:H_Q_ Lﬂ "’43— =1 io]— Eﬂo]L%/%]H?ﬂ—/— 01/*1/]1;]_ HJ_Q_ Lﬂ ol_’l =1 W o} 7Hﬂ]_“_:_ Service

Composerol 4] Ak-&-3F = gls7 4 o,

Fn HE& e a5 AT W 55 ol Feol d&H Y b 255 A et ol AE W
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vSphere Web Clientell & 191 gk o},

2 Networking & Security = & 2 3l t}5 Networking & Security Q1HIE 2] <} 2} o] 4] NSX Managers
= Y

3 o]|F << NSX Managers &3 & 3] gl & Z9 o,
o HLEMAC T4 255 #Heldlof sl 7 %ol = 71 & NSX Manager& 4l ® 8l oF 3] o}

4 & 7WAl(Grouping Objects) 5 & &= 332 MAC H &(MAC Sets)= =2 ¢},

5 AT 255 g b AR(Edit)(« ) ool E5 FH I o

1 vSphere Web Clientel] & .91 gt o},

2 Networking & Security= &2 &l I+ Networking & Security Q1M E 2] <} <] ] NSX Managers
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2 23,

3 o]F <9 NSX Managers &3 3 & ] &S F2 o),

o HE ¥k aFE Al of o= 7 Foll = 7] NSX Managers 4l &3l oF g1 o,
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7 (AE AR A A7) vl Eell A AAE S g Wol 25E A 75 o] AAE HE B3k s
Al (Mark this object for universal synchronization) % &4 7] w] £ e A}-&3t}(Use for
active standby deployments) = = ©f Al Bl gt &4 7] w2 HE 2ol 250 gt &A=
v A AL 7pA Al A o] B 5 V) Fo R e

8 th2(Next)S Z3 v rh
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= o] 5 W2008% ¥3telw = P ARl =28 2% A global_wired Sl 7H4 Al ~El&
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+ 1 Name and description Define dynamic membership

| 2 DB AR Specify dynamic membership criteria that objects must meetto be part ofthis security aroup.
&

Y4 3 Select objects to include

+ 4 Select objects to exclude

+ 5 Readyto complete S —
Members matching | Al \ ~+ | ofthe criteria below

+
| Computer Name | = | [contains |+ | wzo0s x

| Entity | - \ | Belongs to ‘ v | global_wire ex
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m  Traceflow

NSX thA| B = ALE-

NSX thA| 2 == shuhe] Fof Wololl A NSX 74 4o AubA gl Abelell o gk 7FA] A = Al 23l
NSX ol A] .= = NSX Manager, 71 E £, =2 & A9 A TAE 4] T )
Edge & 3 22 ol 2] o} & NSX T4 849 Al & 34| 8lo] ¥4 o) 4 & wh3h ey

1 vSphere Web Clientell & .91 g1 o},
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< 75+ NSX Managers Al & g o},

HAREE Bhe AN E A G

X ¢l e} — t}& A u] 2o g NSX Manager T4 S4- Al 7} 2] B 2] 5] o o},

] o] E i o] 2~ 4] ®v] 2~ (vPostgres)
| A] 7] ¥ 2~ 4] 6] 2~ (RabbitMQ)

Replicator A1 #] 2~ — 4] & Fx =¥ & 3] oh(Z 22 vCenter NSX7} AL &5 =5 A A 4l 7

).
NSX Manager vl 2= 2 A}-&-&F:
m =RHAE T AbgEFo] 80% Kt Ba e vhERR ] E

n BT T3 ARG ERO] 90% ot WS vhER W E

NSX Manager [

= =,

192.168.110.15 - Details

Q M5¥ Manager disk usage is 25%

0 MSX component vPostgres is RUNNING

& NSXcomponent RabbitMQ is RUNNING

0 MSX component NSX Replicator is RUNMNING

. E

NSX ¢l = 2t—NSX Controller 4l

AEEE & A (ZE/ohH/ A S E SAA TN F )
Ar 52 vo] A ezt A H U AEE2] 7} vhislof @i o 2 F A5 3o AEEY
= =ahe® Ao
AEZ2 VM AHEl (A A A AHA E)
AEEY tlaz Aol A7 A
Controller Nodes @ @ =
controller-4 - Details (x)
Host

0 Controlleris deployed and running
Thers & Connecivity with controller "192.168.110.31"is up.
Q Connectivity with contraller "192.168.110.33"is5 up.

NSX Manager | & €l
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w ORA R o] Al (A gl A ZES Al A )

Hy o]

ul A e} 4 2

] + (& 9 A 7R A AR

Backup Status

Backup schedule:
Last backup status: € Failed

Last backup attempt € 10/18/2016 10:53:48 PM
Latest successful backup: @ 10/18/2016 8:24:23 AM

@ Daily at 14:50 hrs

Backup Status

Backup schedule: /& Not scheduled
Last backup status: @ Successful
Last backup attempt € 10/18/2016 2:19:40 AM

NSX el Z e} — 5 Au] 2o gk S 2E Abe7h 2 H & 5y o,

i

sl
= VXLAN:
m  VXLANC] A4 5 A o2 FefolelE
. VXLAN AHel] 7} 52 e gb Al 7k Al o] F 2] A B S
o ST Fol AR FAENSE e Y
=22 VXLAN 74 o] A8 Fels o m] g et
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u, Edge”t Al = & 7] 3HE Ak, Al 5] A v, o] 22

2= e A (Edge 2= e 4] A1u] ALE):

m  Edge == gl A wiol = w7} o5
m  Edge == wlgia] wial= An] 7] 5 e
VPN(IPSec = 2/IPSec #ll 2 4HH):

m Edge IPSec #l 4 o] t}¢-=

m Edge IPSec Bl ¥ ] t}¢ ¥

7+ 7| (Edge VM, Edge Gateway, Edge ¥} ¢ 4] 2~8l, NSX Manager ¥ Edge Services Gateway -
LA k)

» Edge Services Gatewayell AFel] A 4 =7} F2hs

m  Edge VM<e] 7 &l e] A A

= Edge VMe| Aol A AL H o) FehE

m  NSX Edgecl| 4] 2x-5 AFe] & 233t

m Edge Services Gateway 7} A5 %1 el 2= NSX Manager 2 3.4

s Edge VM| VC ¢lHl & 2o gl
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- HA -51— H eﬂ o] 71—;(] ]

alarm-id % & & AF-8-3led APIE &3l 7 25 2 A 9o

F3: 2= wslA VPN AR A gl ol B o Ag o B A A A ki o p A vE e A S e
T ; & |
42 4 = APL el gi o AR W &2 "NSX API 7ol =" & A

GET https://<<NSX-IP>>/api/2.0/services/alarms/{source-Id}
POST https://<<NSX-IP>>/api/2.0/services/alarms?action=resolve

GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>
POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve

s NSX Services—H}gh Al 4] ALl

2
ofe
oli
ol
A

a0 ] Al Aol BaE 4 Bt o) A4 E A B TS drdos
28 7% b7 wgh Al o,

o

A Y s = A 7PA 2 E 25-¢] vCenter Serverol A AHA = 719 e 2 A A

NSX= NSX Manager<} #2149 of o] 2l £ 2lo] NSX Managere} Al o] 4 ol o] #l & Afo] 2 A| o] F of o] A
rot A e Fe Ato] o] FAl AbelE gl

A3

1 vSphere Web Clientell 4] Networking & Security > "2 X] (Installation) > £~ E FH](Host

Preparation) = ©]-& 3 .
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AL A A A2 S48 o

Management | Host Preparation | Logical Network Preparation

NSXManager: | 192 168.110.15 (Role: Primary) |~

NSX Component Installation on Hosts

{G§ Actions

Force Sync Services |
Change Locale ID i

l |Communica!ionChannelHeanh |‘

@ esx-02a.corp.local

> E@Managemem & Edge Cluster

(-)

esx-01a.corp.local - Communication Channel Health

NSX Manager to Firewall Agent: ¥ Up

NSX Managerto Control Plane ¥ Up
Agent:

Control Plane Agent to Zﬁ Unknown
Controller:

| ok || cancel

NSX Controller

AEZ2] 5 ot A A AAI sl Wl & vl Eeted AEER] FeiaE wA @l Aol dl gk A4l g W &2 "NSX
A el A 7Fe] =" €] "NSX Controller" Al A& A Z5}4] 4] &

g2}

1 vSphere Web Clientel] & .31 g o}

2 Networking & Security = &= 5} A X|(Installation) = =2 & o},

3 [HEelAd dEE AT AEEE A

4 4} (Actions)s Z 2l AEEZ F2H ¢35 ¥W7d(Change Controller Cluster Password)<

2 g,
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NSX #e] 7ho] =

5 A rEE ¢ ¢ ek a FeUOK)E F ¢ e,

ez harb A Y
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ofo
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oy
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7+ NSX Controller ¢l ~E
Ao ot ALk AW} s

NSX Controller ® & <=7 s} 2 wl:
s
1 vSphere Web Clientel] & 781 v},
2 Networking & Security s £33 th5 AX] 5 Z3 3o}
3 FEelA 2aE vrrEediele AE S E A8 o
4 Ve ANY 2aAGREES TP
5 2= E F
NSX Manager+ NSX Controller = o} % = & A AFal L Zha5 € 53 o

#3 @ wlol NSX Controller 2% g} ch¢z =gk A W 2o chg2es) shasnl o
H <

2o o2 ES A A o] AEEF oA sl 2o g Redtd Lo e g Sl

6 =aE thEREd oot AR FYdhe] R1E Haafel HERETY

A3}
o)A e rEd 22 B4 5 gl
ggol e 4

VMware 7] %= A 4ol g3l Al gk AR5 f 2 =dteiwd 7| = A<l 4] 20701005 A x4 A 2.

NSX Controller& Syslog A1 4

NSX Controller$ Syslog A1 # & 4 & 7 -%- NSX Manager+= =& 74 21 2 A~ &l o] 4l E 5 Syslog
A v] & ¥ e}, Syslog ol o] B = A ‘1 of 74 2] o A A 7] 55 dlolE A Eol 83 e
NSX Controllerell 4] syslog 41 ¥ & -4 & wl = NSX APIE A48k wh ak #) <] 5] v oF, VMwareol 4] =
syslog®] Z 2 & &% UDP& AH&-at= 212 A3 el
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NSX e 7fe] =

47

1 NSX Controllerell A syslog® #F-8-3F slelwl ok NSX APIE AF-&3k4] Al 2. ¢] API= A E &
2] syslog HE W75 F7beta A1 A 5 21 E &2 = =of 4] syslog HEWH7] & 74 Tt

Request

POST https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Request Body:

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

2 & NSXAPIE AH-§-3hed %

71 E E2] syslog HE W7 & #eleta AGH AEE2 == 744
syslog H 2 W 7] el e gk Al 7 A

AR E A gl

Request

GET https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Response Body:

<?xml version="1.0" encoding="UTF-8"7>

<controllerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<port>514</port>

<protocol>UDP</protocol>

<level>INFO</level>

</controllerSyslogServer>

oli

FAl ¢ 7% oh5 NSX APIE Ab&dted Al H A EE] x=ol 4] 71 EE2 syslog HE W7 &

A 4 glsu e,

1yA ]
o

w
sy

=

Request
DELETE https://<nsxmgr—ip>/api/2.0/vdn/controller/{controller-id}/syslog

ool e 2
APl o gk ALAI g W2 "NSX API 7Fo] 2" & AFx k4] 4] £

VXLAN ZE ¥H7

VXLAN E2jj 2ol Abg5= 225 WA e o 3l

NSX 6.2.3 ©] 4ol 4] 7] VXLAN = E = |ANAc A &gk 35 2 E <l 47899 1 vt NSX 6.2.3¢] 127
Aol 7]+ VXLAN UDP £ E 5 7} 84725 554 ot

Al Z - NSX A #] of] 41 = VXLANe®l| UDP ¥ E 47895 A& 3] o,

NSX 6.2.2 <] Aol 4 NSX 6.2.3 ©| 4o = ¢ el o] =& w] o] 5 2] 4 A o] 4] 7]
A L= W3 (o 8888)% A 7ol WA WA E F9AA e @ Gadlo) = s A% e
EEE AL

b
ji
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/)1_4
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~
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NSX #e] 7ho] =

§f ell o] =3 A A ol 4 VTEP Al ¢] =4 o] (ToR Al o] =4l o)) & AHgshar LAV A& el el A Fell
VXLAN ¥ E 4789 % A &ell oF g1 o},

= &~ yCenter NSXol| 4 = VXLAN X E of 47895 #1838 & g 7} gl x| ul 22 ~ yCenter NSX 27 of] <)
EEE 3 AE7F 22 UXLAN ZE 5 ALS8E & FA Elo] Qlojof gl L E 4789% Al 22~
vCenter NSX 37 o] Al & F7}= = 25 NSX A Aol 4] 7] & NSX vl 9} & ¥ EE AFE3le s & &

s e
VXLAN *E 72 A 74| ghA] 2 Al 22 =3 5w VXLAN B2 22 5 rhs] ] ehsr ] o

1 NSX Managert =& T A2E7F oA Bl 4] &
£ o] A ZEo|4 VXLAN E 3 & A< A5 o)

2 NSXManager= Al LEA Ee| & AFle s g S A2ES 74
=
1

3 NSX Manager= 2+ 3 A2E7F oA L Eo| A2 A4S FA 3=
o A1 FA1H o,

2 2 2 vCenter NSX g7 of| 4 = 7] &= NSX Managercll 4 £ E # 7 & A #Fall oF ] o}, o5 thAl & Al S
A et7] Aol 74 bAoA ZE 2~ vCenter NSX §H7d 2] 25 S 2Eo A F4J o] W7 5},

AR @ AL

m  VXLANel AR-g-ate] = £ E7b uhat s of ofaff Apghs] A ehgk=A 2l 3] o,

n TaE Ful7 AYE = Fe VXLAN X E7F W7 = 3 QLA = b2 A 2kl g o

Mt

1 =33 vEY 3 F|(Logical Network Preparation) ¢ &2 3 32 VXLAN A% (VXLAN
Transport)< 29§ ok

2 VXLAN ¥ E s dof 4 W7 (Change) Y=< 8 Frt Adtslel= =5 ¢ 3o 4789+
IANAC] 4] VXLAN®l & =ab= £ E g o},

e 7] WEe vE sae ez A,

3 (A9 A& GET /api/2.0/vdn/config/vxlan/udp/port/taskStatus APl S Aol & F = 7
#3 AFelE 2ol kA Al 2

GET https://nsxmgr-01la/api/2.0/vdn/config/vxlan/udp/port/taskStatus

<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>PHASE_TWO</taskPhase>
<taskStatus>PAUSED</taskStatus>

</vxlanPortUpdatingStatus>
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NSX #e] 7ho] =

<?xml version="1.0" encoding="UTF-8"7>

<vxlanPortUpdatingStatus>
<prevPort>8472</prevPort>
<targetPort>4789</targetPort>
<taskPhase>FINISHED</taskPhase>
<taskStatus>SUCCEED</taskStatus>

</vxlanPortUpdatingStatus>

A 7 P E2

NSX+= VMware 2| CEIP(aLA &7 aF4 = 2 2 all)ol] Ahof g o,

CEIPE &2l =4 == vl o] Holl sk Al A 2 of VMwareol 4] &l & A 25 AF&-3h+=
7} Al €] (https://www.vmware.com/solutions/trustymware/ceip.html)oll = A] =] o] 3]

B mEag 54 00E AR

NSX Managers A A s} A v} o ef o] =&
o] 3} A1} CEIPS 2ub%E 4 95yt A X

CEIPel Aol e % 418 & & i< e}, vb5ol CEIPell 4
A S ot
AP QT ALE

m  NSX Manager”} ¢l 7 =] o] 9l=7] ¢} vCenter Servers} & 71244 4 9l=7#] 2l gy},
m  DNS7} NSX Managerell A1 -4 =l o] 9l=#] gl gy e},

m NSX7hulelH d2es 9 3§ vl o] AA= o] le=A] Sl gt

EEhy

1 vSphere Web Clientel] & 7.1 g1 o},

2 Networking & Security & 41 & g o}

3 [Networking & Security 1 # % 2]]el 4] NSX Manager(NSX Managers)= Al = § ] o,
4 47 3l#]+= NSX Managers + # &3 g e},

5 SL°K(Summary) ¥< 9§k

6 [ 37 A =2 e v gl A MR (Edity S 2 ok
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o
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NSX #e] 7ho] =

NSX =71 A

syslog A1 ¥ & T4 aFaL 2t NSX T4 84l gk 7= Al 225 3l o+ e e 22+
NSX Manager< &3l Al &= i v ¢] ] % & 7+ vCenter Servers &3l Al 35 1 vt uwl2} A syslog 4] ¥
of RaE el shAe A M E st 4 9l =5 NSX 74 24 3 vCenter Serverell o &l & < gt
syslog A1 ¥ & #| A ab= 72l o] &5t

vCenter Serverol A 2] 5] &= T~ E o dl 4 syslog A8 & 74 8}
docs.vmware.comell 4] = A 3l vSphere A v 4 ¥ F & A& &}4] 4]

e}

=

1-4

ol o g A4 & W &2 https://

L
L
(e}

a-

B3 w25 A sk NSX DLR(=81 A 4k 2h-9-8]) Al o] VMell Al Al 2~ 2}+= ] 4145 = Syslog =+ A
= A & DLRE =2l A gl o] 2ol AA A 5= =eld =9 A & F gl
3 22-1.NSX =71
T4 84 A
ESXi #1 o] 218k 2 2.+ vCenter Serverol 41 A4 5 VM A1 <] W15 2] d 52 4 5 o},
ESXi = s}dofl gk A4l gk Wl g2 vSphere A ™ A1 & A £ A Al &
NSX Edge = NSX Edge CLI¢ll 4 show log [follow | reverse]l & & A& ek
NSX Edge UlE 53l 71 A1 22 wlEs oh-2 =g
NSX Manager & NSX Manager CLI°ll 4] show log CLI ™ & & A& o,
NSX Manager 7F4 A UIE &3l 71 A9 =2 8l 55 che 2 =3 oh
ehte 2o "NSX 7] Bl Al2E] o] Ml EN spo] =5 AFE A A] 2.
Firewall = "NSX 27 2 A| A8 o]yl EN 7fo] =& AFa sl 4] Al L
Guest Introspection & "NSX =7 % AJ gl oWl EN vfo] =5 AFx 4] Al L

NSX Manager
syslog A1 & #| A 8l # =1 NSX Managerel i gk Syslog 41 % -4 &5 AFZ M4 A 2.

71E A 2ag vz edhy i NSXE 7= A8l 2otk g5 Al .

NSX Edge
syslog A ¥ & #| A s}21 =1 NSX Edgeell & Syslog 41 ¥ 4 &8-& AZx34 A 2.

A% A9 22% o2 Eeel W NSX Edgeel A 714 A% 20 R E %S HEAYA L,

NSX Controller
syslog 41 ¥ & ] & 3}#d =1 NSX Controller¥ Syslog 41 ¥ 4 55 Ax 34 A 2.

7% A 225 o2 = dte ™ NSX Controller 7] 55 A% 22 o2 = 355 FE A4 4] 2.

AA B W42 Firewall =15 FFZ£ 314 4] &
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NSX #e] 7ho] =

Aoz FA5 Aqiel tf g 2 o= A ID7F 23 U ek NSX Bl 27 7] 55 AF-&-3te] € A

NSX E]7ZL 27 AL&-

NSX Bl Al =715 Abg-shml a3k ol =2p w7 o
W27} 2 5] Abgle] 7hA 230l B4l D7 E
A4 5,

Sl drh = A2 A4 e A IDE

o 2o sl x FUg A IDE B2}

E

A5}
1 vSphere Web Clientol] & 7.1 1] o},
2 Networking & Security = &2 g & 32| ¥)(Manage) < &2 ¢ ok
3 NSX E]A 24 AA(NSX Ticket Logger Settings) < ¢ H 3 (Edit)& 22 1o}
4 €7 IDE Y sl A& (Turn On)& Z 2 g o},
vSphere Web Client 7 &%l NSX E] Al =7 AFo] 3 A5 o, A A Ul Al Aol 4] a8 gt Ak of] ol

gk 7FAF & 2+ 2Hq] ¥l (Operation Tags) < ¢| €] 7l IDE £ 3F3

19 22-1. NSX E]Z1 &7 #

4 Hame ) X ENSXHome X
Networking & Security Getting Started | Manage | ~ [z] Recent Tasks ]
&% NSXHome S
“ .

. All Running Failed
@ Installation MER Ticket Loager | |
2 Logical Switches NSX Ticket Logger Settings  Edb

T NSX Edges
MNEX Ticket Logger can be used to track infrastructure changes made for a user specified ticket. When ticket logaing is ON,

A Firewall the audit Ings generated for all operations performed on the NSX manager will be tagged with the specified Ticket ID. NSX
¥ SpoofGuard manager log flles will also include ticket 1D infarmation for the relevant operations.

&% Service Definitions
5 Service Composer Audit Logs for Current Ticket

@) Data Security MEX Manager: (101125117 |~

E Flow Monitoring User Module Dperation Resource(s) Time Dperation Tags My Tasks ~ More Tasks

[ZH Activity Monitoring

~ Networking & Security Inventory ~ | # Work In Progress m]
5 NSX Managers > B N8 Ticket Logging... [x] )
NS¥ Ticket Logging is OM (Ticket Id: For
demo)

vSphere Web Client”} »4 2| vCenter Servers 32| sf+= 7 % 8l &3l = = NSX Manageroll 4 =7
< Slell a2 el A ID7F AR ] ek
thgroll ey 2k
A 270 Al 71 v ek Bl Al 27 o] ARl Aol A = opal A AlAl o] el Al A, Ulell B4
Faclstdd gA 27 o] 7 EA o7 A= o] olmuch el A AFed o] ghE =l 25kA o 35HA] & ubE-38)
3L 3 A (Turn Off) & 9 slo] =75 &l Al g o
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AL 271 K

ZHAF 22 "l of| A = 5 NSX Manager A&7 7} -3 1 =kl & M.of 1] vk, NSX Manager+ 2| Hf 104t
Mol ZhAk s By e,

a3

1 vSphere Web Clientel] & 7818 v},

2 Networking & Security= Z = gt }& Networking & Security 1M E 2] ¢}z ] 4| NSX Managers
= Y

3 o|F dolANSX AH & F2a & =

L
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i
oy
i
X
o

4 ZREIGE FAD

5 b 2ol gAY ARt e A AT 2o A Qo HAES FHT £ 5
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2O AR ARE By 2hg] o o] =)

6 ZAEI A AR FR| A AR A dulelnl o 1 o Aelol 4] ghe] W H A uk 4]
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A28 oW E

A28 o Wl E = NSX AHed 3 @al 8 ol Wl E Qv ok o] 2 g oWl o) Al enl i ALE o]ulEe] Al
Ruob AR oM EE 7% Aol sk el A AR o] A A4 e e Fel B AE 55
ol A7 9 4 9 e

Al2=El o] HIE 1 31A] K7

vSphere Web Clientell /1 NSX Manager+ &3l 32| 5] & 25 74 S 4of gk A ~E ojul =& & 4 9]

Syt

g2}

1 vSphere Web Clientel] & .21 gt o},
=t

2 Networking & Security= &2 & t}+ Networking & Security Q1M E 2] <} <] 4| NSX Managers

% 293,

o
il
ol

=
2

3 ©°]& <9 NSX Managers £33 & 2Y¥ F e
4 A&¥ o|MIE ®lg Z2 g}
o Wz ZFe AFE FEsle] oyl EE A ALY HE] Bl AE AAE A} S 5lo] o]yl EE S

& 4 Y o,
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o,
o

A2g) o]l E %A

Syslog A1 ¥ & #| A & 7 -9~ NSX Managerel A= =& A =&l o|ul E& Syslog 4 ¥ & 2] o},
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NSX e 7fe] =

o2 g A A= of ZAIH w A A oF w] 523 F A& At o

Jan 8 04:35:00 NSXMGR 2017-01-08 04:35:00.422 GMT+00:00

INFO TaskFrameworkExecutor-18 SystemEventDaoImpl:133 -

[SystemEvent] Time:'Tue Nov 08 04:35:00.410 GMT+00:00 2016',

Severity:'High', Event Source:'Security Fabric', Code:'250024"',

Event Message:'The backing EAM agency for this deployment could not be found.
It is possible that the VC services may still be initializing.

Please try to resolve the alarm to check existence of the agency.

In case you have deleted the agency manually, please delete the deployment
entry from NSX.', Module:'Security Fabric', Universal Object:'false

Al =g olHl B = thg A

d g+

e

Fu e},

i
e

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Event Message: Text containing detailed information about the event.

Module: Event component. May be the same as event source.

Universal Object: Value displayed is True or False.

Gl

AE= ol E odale] 270 e AL Ao W3 e S5 E = de g o 7 ek 3
7d 2.7} NSX ol Al .= 2 ySphere Web Client Ul¢] t}2 3} of 3 4] 5 o},

GET api/2.0/services/systemalarms APIE AF-8-8Fo NSX 7| #ll o] vl 3k 7 W5 & 4 571 o},

NSX+= 7 doll e al] oh5 27FA] Wb & A g o

s AnE A ol Ee] dRee, dAR A J el AuE £ AT

o] e =Y A Y uo} JH =l Z(ol: EAM, ® A1 Al W, w2 S acl)g ez A
= =

= Edge %4 73‘1{— e % o A2 o2 T o] P £ IPSeo VPN, £.5 WA, 37}
%9 % 74 Edge 71 5ol 4] A5 e, o] 2]
S ek A e NSX 27 % A8

W= o EAlo] A S Al aglol A Abs o2 ARl o R AR = A o] E A
P
=R

Uk A7 sl A 5w AR E s o' A Y ok gt

]
N

30
>
=
T

A L@ FHaE, TAE Bas FE Bl 15 = NSX Edge)ell o g 7 ¥.7} kA
sourceld™ & sz~of o3l 7 W5 51 o},

GET https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}
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NSX e 7fe] =

sourceld™ & sz~of o3t & 715 3 7 g o,

POST https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}?action=resolve

>

e,

w| A Al v = vl £ F#] 291, Service Composer 2 Edge 7 2.5 8] 53 NSX 7 5 & 4 9]
GET https://<<NSX-IP>>/api/2.0/services/systemalarms

alarmld™d & 57 NSX 7 ¥ & & < ol o
GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>

alarmld™ = 57 NSX 7 2.5 @l 43 4 ol oh

POST https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmId>?action=resolve

APl tf gk AFA g W g2 "NSX APl 7Feo] = & Fhx k4] 4] 2.

9% % 5 sk

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Message: Text containing detailed information about the event.

Alarm ID: ID of an alarm.

Alarm Code: Event code which uniquely identifies the system alarm.

Alarm Source: Source where you should look to resolve the reported event.

SNMP E & Al-&

NSX Manager: ol & £ NSX Edge ¥ 3}e] = n}o] A OM AR, T H ol el st Al H o]l E
= A1 h SNMP ¢l o] A E+= OID7} 3L+ SNMP E 815 SNMP =41 7] & A =gk o,

SNMP =2 SNMPv2c # A o] of of gt ek, SNMP <41 7] 7} OID(A Al AW #hy 7k gl =als A2l 4
A== B MIB(e] AR 7]ub)ell dA & of ek

7] 22 SNMP E8 Al A Y52 Abes Al =5 AAA R e SNMP B2 & Abg-eh e 5 A A ok
SNMP J&EMM B2 Fof oby witel TR AA RS Y Y v A4E " 24P
FEEE IAE o2 B s AP TAE o] S5 B8 el Abgstew ol

DNS(Domain Name System) A ¥ & ] 2] s} =5 A & =] of of g o},

SNMP A 8] =25 A48t =2 A A5 OID7} 1.3.6.1.6.3.1.1.5.1¢] coldStart E 3} o] & =2 A 45},
OID7} 1.3.6.1.6.3.1.1.5.2¢] warmStart =312 1}5ol 5 *x]-A] zFo] gl& wfvpc} -4 5 SNMP 441 7] & A
%5 ok,
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NSX #e] 7ho] =

SIS

vmwHbHeartbeat”} 5% 7F7 o 2 A45 ok A v 25 AL&381A Y= 5 A A OID7}

1.3.6.1.4.1.6876.90.1.2.1.0.1¢] vmwNsxMSnmpDisabled E 2} ] A%}, o] Z 2 A A&
|

vmwHbHeartbeat == o] A & 5 7] 2= 5 o} A u] =5 ARG A e 5 A g o

SNMP A ] 27} A48 = 5 A A 5lo] 9l o] OID7} 1.3.6.1.4.1.6876.4.190.0.401¢] dtEH] E E =l
_],‘i— %
Vv

SNMP =417] k& 57} 44 =+ 2tAl 84 OID7} 1.3.6.1.6.3.1.1.5.23] warmStart = 2} ¥} OID 7}
1.3.6.1.4.1.6876.90.1.2.1.0.2¢] vmwNsxMSnmpManagerConfigUpdated & 2} o] &t o] & =] 71} A 25
SNMP 74171 Al ke 2 A %5 o

AP T AV
s SNMP =3 w7 UES A ek SNMP =8 A5 32814 4] 2.
x  SNMP =417] 7} 741 5] o] g7 el g e},

= SNMP 541717} OID7F 8l+= =&l A2l e 4= 91 = 5 NSX Managerell w3t MIB ¥ & = th = =3
% A A g+ o}, http://kb.vmware.com/kb/1013445% A Z314] A] £

43}
1 vSphere Web Clientel] & 7.1 g1t}

2 Networking & Security > Networking & Security 21 % 2](Networking & Security Inventory) >
NSX Manager= 4l & 3] o},

3 NSX Manager IP 45 Al 8 g o},

4 3kE](Manage) > A| & ¥ o] HIE (System Events) 5] & 41 & §Hu o}

VMware, Inc. 399


http://kb.vmware.com/kb/1013445

NSX #e] 7hol =

tlo
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o

5 S| (Edit)= Z 3 3t SNMP 474 <

4 A4

Au| = SNMP =& A &g o},
NEA o7 o] FAL AL EE A=) QA bk

IF 49 WA oWl E S A Ak ol AbEE = i Al vl o]ul Eo] el W] Ao
a2 ALk 7l A o7 o] AL Al E S AR gl ek
o & So] Alw] oMl E} 2ol &abs A% o]l ek 25 sk olulEo gk E
B W5y ek 5% 7k o 2 NSX Managerell A 4415 Al 8] o]l & =5 A4
3 vrebdl = Edle] AEF ek o A2 4] Edlo] AL s SNMP 417] 214
27} A7k v et

FA171 Edo] A%d FA7E A 4 FA e
SNMP 41 7] & 713t o ehg A4 & shg s oF 3 e}
FA Fa-FA7]) BaE] P F4 Es FQDN(R TFEHE el o] Z)3l o},
A7) £ E -SNMP 4-417] 7] % UDP ¥ E+ 162 1t
AFUE EAL - gy B AR 2 ALE = ARt
AbE - o] FAIZ s A LAl Qe A o 5 e Y o

27}
SNMP A u] =7} Ahg-5] £ 5 A4 5] 3 = afo] 424171 2 A% v,

ool e 4]

SNMP 4] o] At & 25t o] -5 el ] ok SNMP =] 4] 2l & Fz a4l 4] 2.,
SNMP E & -7 gl

7% Aed EAe A 8] ol A2 LG E S AR E SNMP A vl = vl =3 SNMP7} A o)
= e}

AP 7 A
SNMP7} -4 5 o] 9l&=4] gl g vk SNMP A4 4 & Fxsp4l Al L.
43
1 SNMP 74 2 F417] A& &l g e

a T2|(Manage) > A| =) o] ¥l E(System Events) &< A1 & gk},

b WA(Ei)S =2 ste] SNMP 43S +4 & o,

OID7} 1.3.6.1.6.3.1.1.5.23] warmStart E 2] o] 2 SNMP 41 7] & A 5] 1] o,
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NSX #e] 7ho] =

2 SNMP 74 == A7) ¥4 = ofw 7] 3 o,

a SNMP FAl717F 2l FAlskA] abwd dl ok SNMP 74171 7F 74 &l L Eofl 4] A g =] 3 9l=7]
gl g et

b [SNMP A A A A el 4] s=417] Al Apeko] A 2HakA] &l g e,

¢ SNMP 41717} 5=}t OID 1.3.6.1.4.1.6876.4.190.0.401°] vmwHbHeartbeat = 3] 415 % 7|
sl NSX Manager 7 # *+= NSX Manager SNMP of| o] A & 7} =58} = #] zlosw o},

d stEvE Efjo] FA 5w SNMP Aul 27k A A b= 5 A o] 9l=7] 2hel sl 7 vk NSX
Manager 5! SNMP =417] ARo] o] W B9 2 el A o] &g ol =x] Bl ~E g o},

— 1.y
Aladl EelS HAAslo] Edlo] FAIVE AL AV RFgElEs o Al 4E 9 ALS HEE w2 A
A 4 dHFoh
2%, SNMP OID ®+= SNMP £} A8 & Fho] ——Z vjelvped &gk ojulE=of] =28 OID7} & =h=] A ¢k
&5 9u gk weba] o] 23 ol Eo B3t Bl AL A g o}

4 4
ojfle = olylEg} likEl A olwlE 2 e}
A olul &5 Aledal g okg el
=E oMl EE e AsHE a4l T4 L
A7tE oMlE FES AN, g, F2h A AW B ESD F U
71 PAuzst AHgs 25 AR s 44 Forl Aed et Fxer s 98 2 w5 A0 E
I

SNMP OID Al 2=gl o wl E7F kAl ulf i OID 2 ©] OID7F Al 45 & vhep i o

S REE E FAg o
ol & Fo] 74 25 ofelol HF ks =5 <= OID+= OID 1.3.6.1.4.1.6876.90.1.2.0.1.0.14) I o},
SNMP =) ol oWl =c] e B ASE AESES A4 BA mE A BES A4 TAF FAF

o h=4
He ohel &4 Aghete] olule m B AES AEA R 71e 4 ek 2§ FRlo] AEHES A

SNMP 4 4% A3 4 97 el eh SNMP 44 4% B2 4 2.

1 vSphere Web Clientel] & .91t o},

2 Networking & Security > Networking & Security 2141 E 2] (Networking & Security Inventory) >
NSX Manager(NSX Managers)< 4l & g o},
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NSX #e] 7ho] =

3 NSX Manager IP 545 Al & g o},
4 2](Manage) > Al =¥ o] ¥l E(System Events) & -5 Al & g o},

5 [Alenl Eal] A Aol A A2 o]l EF A9 e

)
N

10 (418 213 @] ] AF&(Enable)(¥) oh¢] & = ARE <k §H(Disable)( D) cl¢] 2 22l elo] 4|~k
e A5 gAY Aol gr g 44 s,

11

R
)
>
N
=
(]
(e}
i)
=
L
o
i
o
iy
i
ol
ol
£
of
ol
i3
©
ox
Lo,
©
E,
ot
o
)
.
r
2
e
>
>
o
A
Y

e A2 A

A& 2 291e wl] x| A g vCenter Server, DNS % NTP 4 v % Lookup 41 & 1 4 & 4= ¢l 1 ok NSX
Manager+ VMware Infrastructure <14l %= 2] ol of gk 4|5 7 25 A F-517] £l vCenter Server 2 4 1] 2=
(¢ll: DNS, NTP 5)2} & Al @l oF 3] o,

NSX Manager 7} 7] o] 2191

NSX Manager 7} A 2~ 8l & A A slof -4 gk = NSX Manager 714 7 A o] =1l sted A A 5 A 4 5l
AdE AEgoh

o

1 9 Bebe-A A& o 32 NSX Managerel &5l 1P
https://192.168.110.42 & 545 ¢33

NSX Manager A&7} <l Bl #l| o] 227} SSL-& AR-&slod «) Beb-#] Aol 4] A gi] o,

NSX Manager %<l 3}u o] A5 o},
3 AEAF ol & admin@t A A Foll AA g ol 5 AF&-Sled NSX Manager 7HAF 7 A of] & 9l g v},

%
4 =219l(LogIn)S F3 e},
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NSX 3z 7fe] =

NSX Manager 7} %] o] E

ok o8l E+= NSX Manager 714 7 =] ofl ul &l o g o,

¥ 22-2. NSX Manager 7} %3] o]l E
A4 1) A4 A7 AE Ao = FA Ae o] & 25

27 CLI show log follow " &5 show log follow % &5 show log follow " & & show log follow & &
Ag g A o A g g o, A 3 o,

GuI ol e e Gl e Gl e

3 22-3. NSX Manager 7} 4] o] Hl E
CPU | =2] 25X

27 CLI show process monitor Y & & 4 3 show system memory " 75 A & g show filesystem ™ &5 A& ]},
o Yo,

GuI e ol vk el B vk gl

NSX Manager Y% 2 A 7F HH

Ag 2agle wl] XA NTP AW & 7 4 3l o},
17}

1 NSX Manager 7H4F 74 A of] 219l gh o},

2 A=z =] (Appliance Management)ol 4 2] 24 32](Manage Appliance Settings) s & = 31

+

3 A|ZF B A(Time Settings) < ¢ A (Edit)< 23 3t

4 e uge AT

O

5 FJ(OK)= == 3t

6 NSX Managers A4 ]},

NSX Managerel t}] 3+ Syslog A1 4
Syslog A1 ¥ & #| 4 & 73 -+ NSX Manager— == 7FAF =2 9 A2~ 8] o] ul E & Syslog A # & ¥ 9] ot
Syslog tl o el = AR e} 7-4 #te] Fof A dl A2 7] 55 dleo] g HAEel &t

NSX Edge+ 2711 ¢] Syslog 41 ¥ & #] <1 g r}. NSX Manager % NSX Controller+= &}+}<] Syslog A1 ¥ &
A g e

g =}
1 NSX Manager 74+ A ol 2291 gk o,

<l B2}9-# o A https://<nsx-manager-ip> %+ https://<nsx-manager-hostname><] NSX Manager %
A GUIE ¢]-&3led NSX Manager A A Zoll A7 gk ot & AF&-3ted admin Hgto = =293 o
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NSX #e] 7ho] =

& o] Aol 4] &x] A& Fe](Manage Appliance Settings) > € ¥HGeneral)$ &3 g1 o},

[

2
3 Syslog Al ¥|(Syslog Server) < 2] F 3 (Edit)s Z 2] g oh.
4

2EF

e

syslog A ¥ 9] IP F4 s T AE o] ¥ E Y 8 g e
o

Syslog Server x

You can specify the IP address or name of the syslog server that can be resolved using the above
mentioned DNS Server(s).

Syslog Server. syslog-01a.corp.local
Fort: 514
Protocol: UDP v

OK || Cancel

NSX Manager 1 4 27 & Ak-g-st =5 A4 5 o] 9la, == 5379 syslog A ¥l el A 4] o] Sl<F ot

FIPS =% A&l =5 474 shwl NSX Managereh©] =+ ¥.oF A2 v] = FIPS(w A5 A2l Z5)l
ar

X
5 9 22838 A8

m 2~ yCenter NSX &7 o] 4] 7t NSX Managerell ol &l ¥ = & FIPS 2 =5 A&l x5 A7 oF 3

= NSXManager % 37} FIPS§0.2 4 5] ¢l7] ¢onl o] 43 FIPS £5% F431& uak 54
Wl g E A helelof gl w

. ¥ 573 Al E A eted 7] 2 9 ®xE NSX Manager & tF &4 g TLS ¥ Aol glofof 3

s

%82 FIPS ==+ ¥ 7]+l NSX Manager 74+ A 7} Al 58] 5] o] o,

AR 2.5 AL

n =Y EFAo] 915 E FIPS =glA] gl g o, A4 gk W g2 VMware = 3H4 7Fo] = (http:/

www.vmware.com/resources/compatibility/search.php?deviceCategory=security) & % Z 3} 4] A &..

n o)A v A NSXell 4] & el o] =g - NSX 6.3.02 % ¢l el o] =2 wl7}#] FIPS ==& Abg3l =
= AA SR w4l Al £ "NSX ¢ el o] = o] =N ol A "FIPS E= 9l NSX ¢ #f| o] = o] el|" & AFE 5}
442
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NSX #e] 7ho] =

m  NSX Manager”} NSX 6.3.0 ¢]4Fel A 2l epA4l Al <,

s NSX Controller 22 2 €] 7} NSX 6.3.0 ¢] A+l & 2ol 14 A1 <.
B NSXHAZRZE 7t AYE = 25 $AE F22E7F NSX6.3.0 o] Ao & Fu] = o] 9] 2elal4] A
e}

m = NSXEdge & A 7F ¥4 6.3.0 ] &<l 7] ¢} 2 S.3F NSX Edge 7 Al ¢l 4] FIPS 3L =7} Ah-g-5] =5
A o leA] 2l a4l . NSX Edgel 4l FIPS == w7 & AFE k4] 4

1 NSX Manager 7H4- 74 A of] 29l gh o},

2 A=z =] (Appliance Management)ol 4 2] 24 3k2](Manage Appliance Settings) s & = 31
o},

3 AA ddol A Yuk(General)s =

4 FIPS 2= ¥ TLS 2 A (FIPS Mode and TLS settings) % ol ¢+ F 3 (Edit) S Z 2 g o).

FIPS Mode and TLS settings

/b Changing FIPS mode will restart NSX Manager Appliance automatically.
#| Enable FIPS Mode

Server: TLSv1 & TLSv1.1 [« TLSv1.2

Client: TLSv1 [#f TLSv1.1 & TLSv1.2

| 0K | | Cancel |
5 FIPS & Ag38t== A4 5t FIPS = A]-%(Enable FIPS Mode) glolabs Al g gk o},
6 v 2 FelolalEo] tis] L4 TLS Z 25 F vl Aol tf3l 2FelelS A8 gty o}

T FIPS 2 =7b Abg5] 5 47 5] 9 NSX Manager+= FIPS %52 285 7] b= TLS 22 &2
©

= AR

NSX Manager 77| 7} Al -8 =] 32 FIPS7F AF&-5 = 5 A4 5] o,
DNS A1H A3
Managers 4 A 2 o 2] 7 g DNS A1 ¥ & w7 & 4 gl o},

1 NSX Manager 7}4F A of] 2 9] g o},
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NSX e 7fe] =

2 #A] #=](Appliance Management)oll 4 ] A4 FHe](Manage Appliance Settings) s =9 3
ct.

3 AA oA MEY I (Network)E Z 2 g o

4 DNS 44 (DNS Servers) % <] F3(Edit)S F2 ¢k

6 A(OK)< Z2 3ot

Lookup Service A5 A X HF

A5 2 9le w A A g Lookup Service Al - 7 A

i
g
o,
i
4
30,
)y
v
D

ks
1 NSX Manager 7} 7 A of] 2 29l g o},

2 7#x] 2] (Appliance Management)oll 4 ] A F+2](Manage Appliance Settings) & &= 31l
c}.

3 AA sldof 4] NSX 2] A 8]X(NSX Management Service) & =2 gy o}
4 Lookup Service(Edit) % <] %] (Lookup Service)< == g ot
5 Feg f&s A

6 FJ(OK)s == 3k

J

_4

vCenter Server H 3

)
A

NSX Managers 4 #| &} += &9} NSX Managers %38t vCenter Servere 7 & = 9]
vCenter Server®| |P 45 # 7 sb= 7 F-ollulk o] 2l 3 aff oF g ef,

ot & A

M=t
1 vSphere Web Clientel] E1elxo] ¢ o] 2 g of2ah] o},
2 NSX Manager 74 A o] 2 261 gk o,

3 Zx| ] (Appliance Management)<il 4| 3] 44 e](Manage Appliance Settings) = = 2 ]

ook

4 AA s+ NSX FHe] Au]A(NSX Management Service) s 2 = ¢ ot
5 vCenter Server % ©| H3(Edit)= &2 ¢t}

6 ezt s HAF

7 E(OK)E FH vk

NSXE 7| A9 21 g2z

NSX Manager Al =& &1 2 Web Manager & 15 tl A=A 5ol th¢2 =g 4= gl o},
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NSX #e] 7ho] =

A3}
1 NSX Manager 7}4 72 #] o]

=
2 A elelA A A Fel S FH T

NSX Manager SSL 1=

NSX Manager”} NSX Manager <} #1¥] 29| IDE <l % 3sl32 NSX Manager <] A1 2 A% == A 25 <
Zstelewd A S A7 el o] Z R A Ao+ CSR(AUF A Av £3)S A skaL CAdll A A
3l el 5 A5 7FA 2o A5 SSL 9l 54 & NSX Manager® 7HA &= #kgl o] £k, ol 54 A4

= A&t el 7] 2 B8 71 E A sk Aol Bobks A sk 7 £ il ok o 714 Al

il
9’]% NSX Managerell # 75 1 v},

b n:Si

NSX Manager®] 7] #l%- CSR A 4 7] & A}-&81 7 v} OpenSSLA #2 & =5 AH-&3ke] NSX
Manager 8l 54 & 7FA & 4 5 oh

NSX Manager] 71+ 25~ CSR A4 7] & ~F&-ske] A4 5l CSR SAN(FAl w4 o] &) 2-& 8473 5

Ae 23 sl 34 545 g & CSR AN =75 A&l oF ¢l ot OpenSSL}
2ok =75 AH&eke] CSR —% AR T ¢ 22 A2 1) CSR A4, 2) el F A ol 415, 3) NSX

154 919 & PKCS 12 F 4 o2 wld Aoz Ag 42 3 a ok g

71 A& CSR A7) AL

NSX Manager$ SSL ¢l 54 & o1+ g 7}A] w2 7] & Al F CSR A A 7] & Ab&ek= 2 o ok

1 NSX Manager 7H- 74 A of] 222l gh o},
2 #Ax] A=A #=2](Manage Appliance Settings) & &2 34 ot

3 [AA] 9ol A SSL Q15-A(SSL Certificates) = =2 31 o
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NSX #e] 7ho] =

4 CSR A4 (Generate CSR)< &3 g},

2% Cartilicales

- Lidt ol S5 Lormianed avadalie Conifcalm ingrend mausiCER ) = used 1 apgh i carilcate bom an ael
oo
W -6-ega 13 S0 NS O=Vilwees inc. | =Paip 2o §TrCA Lo

4 z+

7] &7](Key Size) AE gk obare] Foll AFEE = 7] Aol & Ad g v

2l o] F(Common Name) NSX Manager®] IP 4 &+ FQDN(A T 3ksl =9l o] 5)& ¢ = g k. FQDN
< gdH8se Aol FHEh

23] F4 =9](Organization Unit) AFAE 2 A7 e $AE g g

3] A} o] &(Organization Name) gl Abe] AA Wl 5 =3 e

TIEIA] ©] & (City Name) AL 1A g A 2] AA o] E ] e

A/ o] &(State Name) A7E S1A g Al 2] AA o] 55 ) F vk

=7} 3= (Country Code) AF =7k el = 7 Ael 225 g o ol & ol vl ussi vl el

6 EJ(OK)s == T

J

7 Am= 93 CSRe CAE A3 e

mlo
iy
He
fiu
r
el
A
iy

CSR t}>Z = (Download CSR) & &3 glef A4l ¢4

V]

ol W& A& 75 A4l 717k &4 NSX Managerell 7 5 1] e,

c A lFEA et FE CA 22|l PEM @49 =& 57 CA IS A & 7hA 5ot
d CER/DER &4 o154 &5 PEM2® H ghalei el o5 OpenSSL 4 & & A& et
openssl x509 -inform der -in Cert.cer —out 4-nsx_signed.pem

e EETAAY ASA, T AT B FE ISAH)E shte Bk gfelo] W g e

<l

e
oy

f  NSX Manager Ulell 4 7F- 27| (Import) & F 2 3l B & 547 235 bl ~E g9l & 2

ct.

g MRt AR e s A clSA] B 2E CA Q54 7F[SSL cl 5 A1 #ll o] Al ol 4] 5
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NSX #e] 7ho] =

NSX Manager ¢154] 312 S PKCS 12 F 2] o & W3}

OpenSSL} 3¢ b8 =75 A& 3kl NSX Manager ¢l 5 A1 & A& 3 7§ <154 <} i<l 7] 7} PKCS
12 @ A} o] o] ok gl th. NSX Manager <1541 5 7 <l 7] 7F PKCS 12 & 4} o] obul 7 ol = PKCS 12 & 4
o 2 H 2k of 5, PKCS 12 8l 541 219 & NSX Manager & 7FA ¢fof gk o},

openssl req —x509 —days [number of days] -newkey rsa:2048 -keyout my-key.pem —out my-cert.pem

g =}

o Ukl An Zell A Arly oS54 E W2 5 OpenSSL M5 Adsted 3-8 54 =zt 2 A
ol 7] ol 4 PKCS 12(.pfx &=+ .p12) Keystore 3} & A 4 gk o,
o:

openssl pkcsl2 —export -in my-cert.pem -inkey my-key.pem —out nsx-manager.pl2

of 7141 whgo] A&
m my—cert.pem A v % <l 5 A ql o
n  my-key.pem 7l¢l 7] ¢l e},
m  nsx-manager.pl2+= PKCS 12 g4 o & W ghet & A 5l F5 gl o o] 5l
ol a3 E 2y
PKCS 12 ¢l % 4] ¥} & NSX Manager® 7} 4] 1] o,
SSL 15A 7H4 7]
7]E == CA A1 5l SSL gl 541 & 7FA ©F NSX Manageroll 4] AH& 3 <= 91574 e,

1545 A A S ull = PKCS#12 Keystore @ A aF A 1 =] m ol 5 Aol gk 71 <l 7] oF
A lSA = S5 A Alle] £ E o] glofof
s

1 NSX Manager 74+ 7 A ol 2291 gk o,

2 #x] A=A #=](Manage Appliance Settings) s 2 3 ot

3 [dA] 9l SSL 154 (SSL Certificates) = == g ot
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4 PKCS#12 Keystore 9§ 2= (Upload PKCS#12 Keystore)
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NSX #e] 7ho] =

NSX Manager W3] 2 2]

NSX Manager 74+ 7= < ¢l €] of] o] 2~ 0] 4] == NSX Manager API& &3l NSX Manager ® 1 2 541 %
TAE F gl ek WAL A, R R o] ol ok gl o

o] 7192 NSX Manager7t Al =8 = 9l+= A FTP =+ SFTP 9] Al ol #] %5 1] o+, NSX Manager
tloleloll= 74, ol E d Zhaf 2o el o]l Fo] 2R U 74 H ol &2 =& W glol 23t
S g v A 7 59l gk NSX Manager # A ofl A ak Al el g v e, o] 2] 8k o] = NSX o 22l o] =& 3
al7] A2 ol wle) shal(o] A Ao sk Wi shvbel A v Aol v g W of sht)S A A Sl oF gh e

NSX Manager t]o] g <]

S A A Mg mi= o okl W gl-S -3 gke] NSX Manager tll ] ] & wi ] g 4= 9l <7 o},

1 NSX Manager 74+ 7 A ol 2 291 gh ] o,
2 wq] 9l Egl(Backup & Restore) s &

3 g SIAE A FTP 4w A4 <] 7 (Change)+ &2 34 o

b AF ZEEZ(Transfer Protocol) =t wl 4ol 4 vl 4k A =8l o] Al el 2% Fof upe}
SFTP == FTP% A9 o},

a
=
ind
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>
i
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fit
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ol
ol
rir
=
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>
of
A
4
o
il
Al
EIO
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fiies
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NSX e 7fe] =

e W¢ f¥E 2] (Backup Directory) ] ~E Abxlof| vl & A Abek Ao 7 25 ] 8 ]},

F3z 9} DAl E Al TekA shen] wgle] FTP Avl e 7] tlal g e)(& o a & 2))ol A7

Ao A 2% Belslelw FTP Awo] 2298l A% dase] 2 o 53 ohg, Ax) Ao} o)

PS C:\Users\Administrator> ftp 192.168.110.60

Connected to 192.168.110.60.

220 server-nfs FTP server ready.

User (192.168.110.60:(none)): admin

331 Password required for admin.

Password:

230 User admin logged in.

ftp> 1s

200 PORT command successful.

150 Opening BINARY mode data connection for 'file list'.
datastore-01

226 Transfer complete.

ftp: 22 bytes received in 0.00Seconds 22000.00Kbytes/sec.
ftp> cd datastore-01

250 CWD command successful.

ftp> pwd

257 "/datastore-01" is current directory.

f =k o] F A FAHFilename Prefix)l =]~ = A1 & ) 2 ¢ e},

ol Bl ~E = g X ~Hlo| A st g A QA e F =5 2 ] 51 o] & kol A H
ol & 5o ppdbs ¢ = olel vl 5}l o] 52 ppdbHH_MM_SS_YYYY_Mon_Day® |74 5] v}
3 g g g g1 5 10022 Al gha] of ek A E el el F7} o] Algkg £

ol

<4 °

IP/Z2~E o] & 192.168.110.60
As 22 g FTP

5 21

ALLA} o] & admin

ol %
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NSX e 7fe] =

&4 °

ul ol o] &l ¥ 2 /datastore-01
glal o] 2 A E A} nsxmgr-backup
ol s ok

wi ¢} 7] & (Backup History) o}l ol Al s} o] F7h5] o,
5 (Aol gl o] A9 (A=) < o] WA (Change)s 23 3 H

a W<} ¥lx(Backup Frequency) = & th =il A wj X ZH(Hourly), "] ¥ (Daily) =+ =i
(Weekly)E A Bl grh 29, A17F 9 & = Fob o7 A e g il zof we} Ab8-31x] e =
AAHYT o & So] ld & el A old Wlso] AE5x g 8 =58 dlwe A

]

A =% AR

=4 o)
] W) e
29 T2
A7k 15
» 45
6 =delE 9 55 o] E wigfol A Al st Ale <l ¢] WA (Change)s =3 3 th

a WglolA Al et e Ao

b &e(0OK)& F3 g

E#
A
T
s
o,
Iz
rlr
)
2
njo
u.

7 FTP AN IP/ZAE o &, 74 54, de] A% 40 2 45s 4733
SRR R

NSX Manager ¥ ¢ 29

NSX Managers <13} Oé 7} 9l o] NSX Manager 7] ol = =% 1]t} NSX Manager”t 9} Al =~ 4
9= A FTP =< SFT af ] shel-g A 7l oF gl ek NSX Manager Hl o] El ol = 74, o3l =

1
PR R BEDES T L

(e3

0
do |
D)

W) shel g H4157] Aol WA vlo] B F 54 A 2

ofN
ko
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NSX #e] 7ho] =

AR LT AV

ofl NSX Manager 7+ A & th4] A A sk+= 2l o] £ 7] NSX
HE AT g A A== e oty
N

.

O H
SX Manager 74 #] & vl £ gkt 7f

2ole] S1A AW ﬂﬂ%‘ w Abg-sl= Aol —’%%L]D‘r.
Azt
1 7]% NSX Manager 7 A ¢] == AA 5 Aolw e =3 FTP Av A4 = 7] S8l 5 o}
2 Al NSX Manager 7 # & vl £ ¢ o},
% ¢} gk NSX Manager 77| ¢ #] A o] 54 &l of 3] e},
3 Al NSX Manager 7¢#] ol & 191 ] o},
4 A 2e]ol A W] U E-U(Backups & Restore) S 23 3 o},
5 [FTP #1® 4 74]el 4 W7 (Change)s Z =t FTP A1 A4 & F7H e}

(] $1A] 2 o] ZAE IP F4:(Host IP Address), AF-2-%} ©] &(User Name), &3 (Password),
4] ¢l 9 E 2] (Backup Directory), 3}¥ o] & 3 FAHFilename Prefix) ¥ %% (Pass Phrase) 2 ==
A gl o] S A S A oF it

W<} 7] =2 (Backup History) 4] Aol w¢] Z i 7} 34 5o},

Fx <] Zrivh W] 7)1 5 (Backup History) Al Aol vtebubA] erowd FTP 41w A7) & 2l g o}

FTP A vjol 4% 4 glersh Wq) Fe]8 & 4 97 el gt

6 4 715 (Backup History) 4 A el 4] 5413k A4 g Ev & Al Bl B (Restore)s &3 34

ot
NSX Manager =l ¢ ¥ %< o] A zH 5] o,
A7}

NSX 4 ¢] NSX Manager® %% 5 1 o},

NSX Manager ¥} 43 = 518 o] F7} #h¢] &
X

= NSX Edge 74 (=2l & 2}--E] % Edge Services Gateway)-> NSX Manager 9l ] E] wi¢] o] A=
el o
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NSX #e] 7ho] =

el 4Fel) ] NSX Manager -4 ©] Sl& 73-%- vSphere Web Clientell <] NSX Edge t}A] #ll £ “» (Redeploy
NSX Edge) & =2 s} NSX Edge & tHA| vl £&led 143 4 gl A v #ell 7} kA gk Edge Appliance VM
= oAl A g gLy ek "NSX #he] 7Fo] = 2] "NSX Edge HHA| vl E"E AFE G4 A] 2.
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NSX #e] 7ho] =

NSX Manager ® i & 4 gk Foll F7} 2t & 48 ko NSX Edge A 7} Al o & #F5-2ab=#] &

olalof & o gl

m vhA o e] o] AA El Edge A= w4l s 2 EH A oFom B8l 5 A ek e
=

8 751 NSX Edge &A1 2] 745 S A 2 dA} S A 7F o o4k EA bR ke
W oo A] v 2, mpo] o] A, HAS A&t AV AF&8hA] b= 5 A sk 2o 222 Akl o] Al gy
A A dAA s EubE 1A AR Al e oF g vk PUT Japi/4.0/edges/{edgeId}/
= AR SR T4 (2 8o vh2} resourcePoolld, datastoreld, hostld =

vmFolderld)< 141 3+ eh. "NSX APl 7Fe] =" 2] "NSX Edge A 74 AH&-"& AHZE kA4l Al <

E>-(

=kA] 2 NSX Manager ¥ <3 o] $-of e ¥l 7 o] kAl bl 521 51 NSX Manager -4 % NSX Edge 7 <1l
EA sk 4 o] ZebA U ek NSX Edge s 7 Al 2 571 3H(Force Sync)slod 74 €] o] gk 7] Apeg =
=23 NSX Edge 7t &-ut = 7] #hgal=A] 2halalf oF ghvf o, "NSX #k2] 7Fe] =" 2] "NSX Edge = NSX
Managerst ZHA| & 7] 3P 5 AFE B4 Al &

m  NSX Edge %3} <] preRulesel w3l 4k w3h9

o
of

a 2=l HA

a5 A e A e W

=hA] 2k NSX Manager ™) ] ] F-oll eh& 17 o] -y ebnl 441 5 NSX Manager +4 % NSX Edge 7 A I
EA k= 74 o] FebA W k. NSX Edge tHA] Ml E(Redeploy)slo] 7dA] €] o] e gt w7 At & =&

3L NSX Edge”l &uh= 7] A ab=7] gel &l of gl et "NSX #e] 7Fo] =" €] "NSX Edge wHA] vl 2" 4
B

4441 8.

n
m
o

Q
(0]

>

v
D
s
o4l
g
o,

~
>
o

A F el B Al AFeoll A w2 Al = A 2
n P def Aol HAH

m  Edge &# VNIC A4 W7 AFg:
m  VNIC F 7} Al7A &= A el Al

m TE
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NSX #e] 7ho] =

NSX Manager ¥ &1 & #tAl aba Wi gl & B8l = S 7koll =] A 29 A 7 WA =ul =24 29 A = 57
= A S AEE 2T 4 5

g2}

1 vSphere Web Clientel] & .91 gt o},

2 YEYFA 2 Hk(Networking & Security) > 2|2 2] X](Logical Switches)® | & g1 v},

e

3 735 [AHEl] el A F713FE] R 5(Out of sync) & L5 F 28] &7 AR E 343 e

s

4 3 Z(Resolve)s 2 sto] =2l A 9] Aol Wigt Fahal A9l L& 255 obA] A4 o

vSphere Distributed Switch ¥

vSphere Distributed Switch % #+4F X & 2§ 745 vl & gl 4= 9l o},

stol= fFra U EHZ T4 o] AR o]2fgt 745 & vl & el gl

vSphere Distributed Switch 2474 % ¥ E 25 A4 7t 7] Abgj o] dF-2 7FA A g o,

VXLANOﬂ AT g =5 Fe <8 E el slr] Aol vSphere Distributed Switch 4 & W2 = 71 ¢]
htt

Y oh, #ZA gL W] 82 http://kb.vmware.com/kb/2034602 355 A Z 34 A] 2

vCenter ¥ ¢

NSX v £5 2 3 sle] = vCenter vl o] B ¥l o] =5 W ¢f &} 32 VM| =) sF5 A A 8l oF o,
vCenter W41 2 % A Ao} m ol Abe = AHE F<l vCenter ¥ Al €] vCenter 4 7 A1 & At SFA] Al &
VM 2] Aof| off 8k #FA] 8F W] -2 http://kb.vmware.com/kb/1015180 &5-& A Z3}4] 4] &

vCenter 5.5 &3k & =

m  http://kb.vmware.com/kb/2057353

m  http://kb.vmware.com/kb/2034505

= http://www.vmware.com/files/pdf/techpaper/vmware-vcenter-server-availability-guide.pdf
vCenter 6.01 &gt = =L:

m  https://pubs.vmware.com/vsphere-60/topic/com.vmware.vsphere.install.doc/
GUID-539B47B4-114B-49BC-9736-F14058127ECA .html

m  http://kb.vmware.com/kb/2110294

Flow Monitoring

Flow Monitoring-= 2. & 5 7} A| =8l e 2 Fol7h7 vt m g 8 7pa) Aj=glol A o= Bl g5 A 9
Ho] F= Eef ¥ 4 =79 v ek Flow Monitoring= &35 44 3} Flow Momtonng Z & ol =
=

o]
H A]zglo] oW ef FeAl o] A5 Tl wlo]HE mEst l=A7F WA H ok A4 ok Al A
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NSX #e] 7ho] =

>
o
of
b
|
offt
;

H 2 g5 o] vlo]Heoll ek AlA Al A Hol
gk AA A H B E AREake] whsh

TCP, UDP, ARP, ICMP & the}dt = 2 & &
o] 7}71 v+ VNICell 4] v}2.5= TCP % UDP <
e AT F= s

ut2}4] Flow Monitoring- ¢t4 A ul 225 ZEA] shaL ofgub-= Al & A E b 2al A =72 AR8=

e

&

Flow Monitoring H|°| & H.7]

AR 8T A

Flow Monitoring ¥l ¢ B]= Wl = 2 7}AF 2} 4] 847k A A = of glar ihab] & Abg-dle Fel=H el 3l
B

= 7H Al ol ul AR 4 9l eF "NSX A A Tol =t & AR xS A A L
s
1 vSphere Web Clientel] &3] g o},
1% gkl 7ol A Networking & Security = 41 2 €} 32 Flow Monitoring& 41 = g1 o},

2
3 WA E.=(Dashboard) & o = o] &gt}
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NSX #e] 7ho] =

[EREl D]'
(Top Destinations)°ll = #|
o ko] Al o,

4 Flow Monitoring< &= ¢ o}
MolA 7k 2es e g 2ok AW & g delAl 9l Sl #6R Zel®, g Ao uhe}
Aekel =2l % 2 SpoofGuardell <8l AR )T ol wgo] EAF U o] AP 2ol Zol =
G ol A A sl = 2 Anj =9 dHolH 5o Ak W el A AulaE kel 7™ el g A
vl ol th gk AR} A FA]H
Flow Monitoring
| pashboard | Datails By Senice  Live Flow  Configuration
NSK Manager: (1041047171 |~ | Time Intereal: 8/21/2013 1:48 PM 10 82172013 203 PM 5
Floves Alloweed 71.43% Blocked By Rule 23.57% Blocked By Spoofguard. 0.00%
l Top Flows | Top Destinations ‘ Top Sources l
Senice Bytes Patkets Sessions
Protocal:part
TCP17474 354634 3157 40
TCP:3128 20253 91 7
MetBios Session Service [TCP) 18628 108 4
HTTP 5555 60 6
DHS-UDP H4fil 28 14
360000
320000 ‘II‘
280000 x
1
290000 "|‘
g 200000 II‘I O TCP7aT4
& 160000 I", TCRE128
\ © NetBios Session ...
120000 I", I:grp
20000 ". O DHS-UDFP
1
40000 Iﬂ
o ?EZ_JI‘. o o o o o o o o o o o o o o o o o o o o o a
Bi21/2013 8/21/2013 82152013 Bi21£2013 8/21/2013 82152013 Bi21£2013 8/21/2013 82152013 Bi21£2013 8/21/2013 82152013
1:49 P 150 PM 151 Pht 1:53 P 154 PM 155 Pht 156 P 158 PM 1:59 Pht 2:00 PM 201 PM 203 Pht
Time
Eef2 EAE Al Ao woll £45
= AH$] EE(Top Flows)el = A 45l 717k $ake] Fo] €3 vprhis Aulsg £ =29 o] £ upe] =
H7IEe® AR YA A2 715 e] obd). A9l 57 Aul ok AR Y o ARkE s E2 A
I 2E AL W e HA s

5 Aulx¥ A% A B (Details by Service) &= &2 31t}
AEEE Aul o] 2= B ol g AlF- A2k 2454 o 38" EF(Allowed Flows) 5ol = &
S5 B Aol 1A= e &

H T
S (Blocked Flows) 5ol = Al ehsl E g2 o] ¥ A%}
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NSX #e] 7ho] =

el o]l o A sy th
Flow Monitoring

Dashhoard | Details By Service | Live Flow  Canfiguration

NEXManager (1011047171 | =) Tirne Irterval: G23/2013 6:10 AM to 2372013 6:25 AM (8

| Allowed Flows BlockedFlows] [a Filter

Type Senice Bytes Sessions
uDpP DHCP-Server 4954 B
TCP TCP17474 2224 1
OTHER IPvE-ICMP:O 1872 18
OTHER ARF 1196 26
OTHER Oxft 162 2
uoP MTP Time Server 162 1
M (Q Fin - Gitems [o~
[ @ Filter
Rule Id Time Stamp Souree Source Users) Destination Patkets Adtions
1021 B232013 6:15 AW 10.112.243.233 ﬂj Lnknown 101121825 2 Add Rule  Edit Rule
1021 BI2HZ0136:15 AW DB_server ﬂj] Unknown 101121925 2 Add Rule  Edit Rule
1021 BIZ32013 615 AM win32rdpclone .5 Unknown 10112192 6 2 Add Rule  Edit Rule
1021 BI2FZ013 6:14 AW 10.112.243.214 ﬂj Lnknown 10112192 6 2 Add Rule  Edit Rule
1021 BI2HZ0136:12 AW win32rdpelone ﬂj] Lnknowin 101121925 2 Add Rule  Edit Rule
104 BI2HZ013 611 AW 10112243228 .5 Unknown 10112182 6 2 Add Rule  Edit Rule
1021 BI23Z013 6:13 AW win32rdpclone ﬂj Lnknown 10.113.60.150 12 Add Rule  Edit Rule
6 Holtel dle 55 T A 2elj g S Fof el &85 A ARkE T A o] A5 Y

7 A AR AFEE

5
>
ol
ol

2™ F % ¢ 73 ID(Rule Id) & &3 3] o}

Flow Monitoring A+ E 9] Y5 ¥ 9

Al = Bl Al AW jlof] 3 4] 5 = Flow Monitoring ©l o] B 2] ¢4 W 9] & H 7] & 4 Sls5u e

A2}
1 vSphere Web Clientel] & 1.1 §hv o},
2 <IZ w4 Aol 4] Networking & Security = 4l 2 3l 32 Flow Monitoring5 A1 & g o},

3 A7+ 7H4(Time interval) < 2| Wz =29

s

7175 A g e, A Al d s gl F 8 S 1 g o

A Ak 2578 =

_l\“l
ot

& dlelHE & 5 5t

BN
5 2(OK)S F2 el

=]
)9 doelz = ehpabnl 2Blas AEg Hohetn Ak wEy o A4 A g ud] dake £F
2 A g mE AR FAL AT S Q5
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el shol =

NSX

13}

vSphere Web Clientel] & 1.9l

1

| i2 Flow Monitoring

= Hes

}o 4| Networking & Security

3 Aulx¥ A% A B (Details by Service) =

st

mj

3
ol

—

IDE &4

]

z=

B
FA g

=
=

$An

A A

5 1f

Z+4] (Edit Rule) < ol 4] 72 A3} (Actions)+

1

et

ofw

ToR
T
nju
ofw

o

2k} (Add Rule) < ol 4] 73 F7}HActions) &

1

A5l et

Aol wl gol 2

Jol b 4 A

S

_ﬁ’_

T

o] 7k A1+ vNICel| 4] v} 2= TCP % UDP ¢

gt vNICE =

Al

d

Eol A b 714

hva
T

5l 73

1= 270 2] vNIC} gl == 2b=t 2 5ff 571 2] vNICS] =2

Z|

{

(-
oy

oy

Az

e,

vSphere Web Clientell = 191

1

3  glo]B & F(Live Flow) ¥

ol
=
pe

jp

F3 vNIC

25

o}X 7](Browse) s =

Z
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NSX #e] 7ho] =

5 XzhStart)S 22 5] 2holn B8 w75 A A g},

fd
el
L
e
rlo
o
P
ke
°
o
=
fou
e
o
dp
E)
©
=
®
n
>
A
o
-~
o
iy
|
2
>
o
i
rn‘.
b
i
r>~
)
st

Flow Monitoring

Dashboard  Datals By Senice | Live Flow | Configuration

MEX Manager. | 1024130213 |~

Live Flow will be shown for the selected vMic. Please select a vMic and press startto see the live flows

whlic app-sv-t2 - Network adaptar 1 Browse Start Stap

Refresh Rate: | 5 Seconds | - | Newr active flows Flows with state change Il Ter minzted flovws

Destination Incaming Incaming Outgoing

Ruleld Direction Flowe Type Frotocal Source IP Source Port Destination IP Port state Bytes Packets Bytes Qutgoing Packets

1026 OUT Inactive 1721640121 48088 1721640131 33068 FINWAITZ 747 2077 kl

k

o
o

6 NSX ManagerLP ALERE 7R Al =wl o] A el o FA F=5 yu Aol A A o] ghe s

Z|(Stop) = == gt

41 Flow Monitoring vl ¢l B & 2.5 A el gt & vl o] o 45 74T & 5ok Ale] 2715 A4
oto] el gt ol ejul A= =5 & F ok ol & Fo] Z5A] A E A9t S5 S50l 34
HA e g g = qlulEe] o sk Al ~wlo A Nessus A4S A8 52l 7 o= 24 &
ol A At £FE =5 T F o5y 54 S Eol g AR7 el 25 FA7 = A4
H U A =5 IPFixs T4 2 4 954 vl Flow Monitoring 22l Zoll = IPFix & 5] ¥ 3t A k41 o}, o]
B 52 IPFix =7 71 9] qlEf ol o] el 4] v}

42}

1 vSphere Web Clientel] & .91 gH o},

2 9% whA Aol A Networking & Security = 41 2 31 32 Flow Monitoring< 41 & 31 o,

3 A (Configuration) ¥ 5 A1 8] g o},

4 224 5F 57 Ael(Global Flow Collection Status) | A1-8-(Enabled) 2. = 4 A = of 3l =#] 2kl

A 2] A A (Exclusion Settings)oll 7| 5 7 A & Al <] sl oIl ] AA oA g kst P8l &5
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NSX #e] 7ho] =

HE® =245 AA e H &F
a A sFol eidate e g

Flow Monitoring

Dashboard  Details By Service  Live Flow | Configuration |

Zeehn

ozl =hA =

=
=

S

MNSX Manager: [ 10.110.893 ||
Global Flow Collection Status: Enabled Disable

Flow Exclusion | IPFix

Exclusion Settings
Syatern will not colfect fows that match the specified condition

Filter
Collect Blocked Flows fes

Collect Layer? Flows es

Source

Destination system-generated-broadeast-macset, 224.0.0.0/24 255 255 255 255

Destination ports

Service

138,137

Syatern fa configured o coliect ali firewall related flows except those that match the conditions specified Helow

Detail Collection Policy: (Click Save fo commit changes to sefiings)

Collect Blocked Flows:

Collect Layer2 Flows:

Yes () Mo

(=)¥es ()Mo

Save
b Heg A¥E AT
e HEE S o AR A1
Add 55 3 Ak &5 Aol ek ob 85 Al E g e
AS 2355 A A% 2 25+ Adsted oby 8 & A8 g
& A7 gh 2ol tial B 5 o] FA = A s v
1 F7HAdd) okel £¢ 22 g
2 wr)elA AR Aol S g g
Al &g AMAE A g o
A ARG e kel d @l B 5ol A E A eh o
1 FI7HAdd) o}l &5 23 g ek
2 2o A AR A o] 5 Ale g o
3 AT AAE A
i T AR LER 7w &5 Al gt
A LE B e dH g
AR = A7 gk Alul 2 gl A s el Wi gk B 5 Al g v
1 F7HAdd) oke] £¢ F2 @]
2 ARG Au 2 QEe A2 25 Ao
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NSX #e] 7ho] =

7 97 Ul& AlX](Publish Changes) s &2 gy o},

IPFIX 73

IPFIX(Internet Protocol Flow Information Export)+= 2| % t] v} o] 2of 4] =] €] &

HE 7] §18 555 A= IETF Z2E YU G NSXEIP &5 A& F47 2 i 7] s
IPFIXE A3 e

Arvlon 52 Ay e

chgoll A IPFIXE AH&ete 5 A

o

& 4 e
m  VDS(vSphere Distributed Switch)
s DFW(4F hahs)

vSphere 27 ¢l 4 vSphere Distributed Switch+ WX W 7] o] 52, 4] 7] = V| =9 7] vt o] Z e & =
] e

IPFIX 3502 IP &5 27k Al -5 o 2l 7] ol A =4 71 2 A 55 = WA & A & o

vSphere Distributed Switchell 4] IPFIXE AF-&-3l =5 A A el % 7] ==
b, o] el gk ml A x| 2] Avl == vl FES AFEete] Aoy vl E8lof ok A4 g

Se REFAA L,

TAE sk o] tf gk IPFIX

4k b o] el IPFIXE A$3HES AR T 4 g% ek $4 goh e £ 2o gel A4 548 74
aw, 240 B8 delel el WAL A5 oh IPFIXE 229 Aol gk dlo] ¥ % v o 4}
9 5 e F45 ol EclE 58 A4, 58 A, 55 dulo|E 9 55 A7k L
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NSX #e] 7ho] =

. t=alx A9l .

—
—

—
t—

HV1/vSwitch HV2/vSwitch
Jtak( 212 o)

------ IPFIX(DFW) !
—— eujaol &y !

-

______________________

I~

ohg 3} o] Ak B2 ol 4] IPFIXe] P B8 W27 E ASeES A% 4 deh

1
2

vSphere Web Clientell & 191 g1 o},
Networking & Security = < 2| 332 =7 (Tools) °} 2l ¢l 4| Flow Monitoring< 22 ¢ 1] .

T4 (Configuration) 5 < A1 & g o},

23 35 43 AHl(Global Flow Collection Status)”} AF-8-(Enabled) 2 = 4 &) 5] o] ¢l &=7#] <l
gk,
5 A5 748 IPFixE F9 3l vh5 A& 3 3 ok

IPFix T4 <ol 9l+= AH(Edit)S Z2 3+ IPFix 74 AF-&-(Enable IPFix Configuration)S |
et

b 3% DomainlD(Observation DomainID)cl| 4 & & 7 7] ol v gk vpab] f 1 v 7] & Al ¥ 3l =
3281 E AW ALE gl g o, &8 ¥ 9+ 0-65535% Y tF.

]

c FAstE £ YR YY) A7k 27} (Active Flow Export Timeout)ol 41 24
Az WA B A7 23S dd g ch R e 5 e o B
g4 Aol R 7] A ZF 23 7F5EL 7S TE A
ook R Aol de o, 24 717 Bk sHlel e o,

=

_1}}
1
r._|\L
oft

e
~

d 4371 IP(Collector IPs)°ll A F7}(F7h) oke]l &8 F 8t €& 44719 IP ¥4 % UDP £ =
g8 2 a5 goldhe]wl NetFlow 74 71 A A& AxEep4 A 2.
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NSX #e] 7ho] =

6 W7 U& Al (Publish Changes)s &9 3},

=24 2929 gl IPFIX
vSphere Distributed Switchell 4 IPFIXE A}-§-3} =5 A

~. - Y ‘,,
SN I=p=

HV1/vSwitch 4 s= x| }\ HV2/vSwitch
I, 25 Ty \ 7|.é’l-(9_u-|a||o|)

HESZ

Lemmm IPFIX(pNic) I

2ol HY

________________________

1 NSX A% (=4 29 A)s A&t
Y et NetFlow 574 715 74 aF = whi ol
Distributed Switch<] NetFlow A % 743"

+= vSphere Distributed Switchell 41 NetFlow % 71 & 4 g
off gk A} Al gk W &2 vSphere Yl E 4] 7] 7}o] = ol 4] "vSphere
o

2 = A 28 A o dldets EAF £ E 25 o) 4] NetFlow =W B & & AH&-8l =
NSX A <% o & o] o] 2] VDS(vSphere Distributed Switch)ell 2 A = 75 7
t &l o] gk ghA & w53k o} NetFlow 2 U B 3] & A&l = 5 A A ef = whd o of g ApA gk ] &
° "HF ¥ E 0% =8 B4 L Eo 4] NetFlow = B 8 & A&5 &3

NSX 27 ofl 21 ESXie] NSX 41 & 2.5 "l sl =] A =91 & o] 744k A| 28] vl o] ¥ E el 2 & VXLAN <
E 9]2] 2o A NetFlows A&l 5 % A Aslwd AL&A A& IPFIX &2 & 7= 8=

Bl e Al gslo] IP 22 #FZEsF R WA o Bl Z8o = S%ﬂ—VXLAN UDP/IP 3t & ¥ 9} 7143}l o
1P |zl AW} 23k o] ol whebA] olef gt B & 2= (S dlv)s AEstete
VTEPol ol g 7}A A 7} NSX +=2] £ A(VXLAN)ell 4 T~ E 71 EEH%(»HT gl H)E A A g 7Rk Al 2~ H]

of Al AR E Al E g

144 2.

Oll

vSphere Distributed Switch¢] IPFIX & 52l o g #FA| 3 v &2 [PFIX & S8l & A=
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NSX e 7fe] =

IPFIX 1=

IPFIX ®l=2-= VXLAN % v] VXLAN &

= ol = A
ok AAIE R E AlFekE FoF el

il
it
ol
o
i
ful
=
Hi2H
2

o Whgt 7hAl 4 & A3 g e B
]_

1-’_
| =2l -& vSphere Distributed Swﬁch(‘%i‘ﬁ 7])ell A1 A <1 5] ] v}, vSphere Distributed Switchell o gk
5o g FF A S Al FF e o & B A A7 =

z A5, BERAA ST - AL Fh A ool AR G A S 0 4D BAG
EAAE ATE 5 dHleh

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv4)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)

// Specify the Interface port- Uplink Port, Access port,N.A
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv4 VXLAN B Z 2]

IPFIX_TEMPLATE_START(IPFIX_FLOW_TYPE_IPv4_VXLAN)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
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IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourcePort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestPort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access port,N.A
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_END(Q)

IPv4 ICMP VXLAN ®lZ2)

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv4_ICMP_VXLAN)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv4, 4)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access port,N.A
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv4 ICMP ¥]Z2)

IPFIX_TEMPLATE_START(IPFIX_FLOW_TYPE_IPv4_ICMP)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
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IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(IPv4TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)

// Specify the Interface port- Uplink Port, Access Port,or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 2)
IPFIX_TEMPLATE_END(Q)

IPv6 ICMP VXLAN ®lZ2)

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv6_ICMP_VXLAN)
IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_VMW_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_VMW_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)

//VXLAN Specific

IPFIX_TEMPLATE_FIELD(vxlanld, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access Port, or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)

// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv6 ICMP & ZH
IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv6_ICMP)
IPFIX_TEMPLATE_FIELD(sourceIPv6Address, 16)

IPFIX_TEMPLATE_FIELD(destinationIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
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IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)

// Specify the Interface port- Uplink Port, Access Port,or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 2)
IPFIX_TEMPLATE_END(Q)

IPv6 51 &3

IPFIX_TEMPLATE_START (IPFIX_FLOW_TYPE_IPv6)
IPFIX_TEMPLATE_FIELD(sourceIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(destinationIPv6Address, 16)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS,1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)

// Specify the Interface port- Uplink Port, Access Port, or NA.
IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_PADDING(paddingOctets, 1)
IPFIX_TEMPLATE_END(Q)

IPv6 VXLAN € Z &)

IPFIX_TEMPLATE_FIELD(sourceIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(destinationIPv4Address, 4)
IPFIX_TEMPLATE_FIELD(octetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(packetDeltaCount, 8)
IPFIX_TEMPLATE_FIELD(flowStartSysUpTime, 8)
IPFIX_TEMPLATE_FIELD(flowEndSysUpTime, 8)
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IPFIX_TEMPLATE_FIELD(sourceTransportPort, 2)
IPFIX_TEMPLATE_FIELD(destinationTransportPort, 2)
IPFIX_TEMPLATE_FIELD(ingressInterface, 4)
IPFIX_TEMPLATE_FIELD(egressInterface, 4)
IPFIX_TEMPLATE_FIELD(protocolIdentifier, 1)
IPFIX_TEMPLATE_FIELD(flowEndReason, 1)
IPFIX_TEMPLATE_FIELD(tcpFlags, 1)
IPFIX_TEMPLATE_FIELD(IPv6TOS, 1)
IPFIX_TEMPLATE_FIELD(maxTTL, 1)
IPFIX_TEMPLATE_FIELD(flowDir, 1)

//VXLAN specific

IPFIX_TEMPLATE_FIELD(vxlanId, 8)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourceIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestIPv6, 16)
IPFIX_VMW_TEMPLATE_FIELD(tenantSourcePort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantDestPort, 2)
IPFIX_VMW_TEMPLATE_FIELD(tenantProtocol, 1)

// Specify the Interface port- Uplink Port, Access Port,or NA.

IPFIX_VMW_TEMPLATE_FIELD(ingressInterfaceAttr, 2)
IPFIX_VMW_TEMPLATE_FIELD(egressInterfaceAttr, 2)
// TUNNEL-GW or no.
IPFIX_VMW_TEMPLATE_FIELD(vxlanExportRole, 1)
IPFIX_TEMPLATE_ENDQ)
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s IPFIX_ACCESS_PORT 0X02
s |PFIX_VXLAN_TUNNEL_PORT 0X03

vxlanExportRole-= W X 7] 7} ESXi &~ E QLA T+ 7|} v E 9] 2 ufo] =l A A o] gk e},
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NSXManager: | 192 166.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type:

Source: # @l web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

w Advanced Options

Protocol: [ TCP [+)
Source Port: D
Destination Port: D
TCP Flags: Omn |2
Mswm
[JRsT |=
Trace

Trace Result: Traceflow delivered obsenvation(s ) reported

1 Delivered
14 O tion Type Host

0 3 injected B esx-01acom.local
1 % Received @ esx-01a.corplocal
2 ¥ Forwarded @ esx-01a.corp.local
3 \$ Received ﬁ esx-01a.corp.local
4 ¥ Forwarded @ esx-01acorp.iocal
5 + Delivered esx-01a.corp.local

Destination: # [ web-02a - Network adapter 1 Change...
IP: 172.16.10.12, MAC: 00:50:56:ae:18:6b

Timeout (ms): 10000
Frame Size: |128 H

m

Component Type Component Name
Firewall P Firewal
Firewall A Firewall
Firewall A Firewal
Firewall A Firewall
WNIC VNIC

h=4

el ol F e AR B ESXi EaEol A A EE VM2 5 3 ehe 2l o]o] 2 Traceflow s o]
=

kv
o
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—

NSXManager: | 192 168.110.15 (Role: Primary) |~ |

Trace Parameters

Source: # web-01a - Network adapter 1 Change... Destination: = web-03a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d IP: 172.17.10.11, MAC: 00:50:56:3¢:cf.88

w Advanced Options

Protocol: | TCP [+] Timeout (ms). 10000
Source Part ] Frame Sz [128 S
Destination Port: D TTL:

TCP Flags Cen |~
[+ syn
[JRrst |

4]

Trace

Trace Result: Traceflow delivered obsenvation(s) reported

1 Delivered

Sequence 1 & Observstion Type Host Component Type Component Name

0 3 Injected B esx-01a.corplocal WNIC v

1 $ Received @ esx-01a.corp.ocal Firewall M Firewall

2 ¥ Forwarded ﬁ esx-01a.corp.local Firewall M Firewall

3 ¥ Forwarded esx-01a.corp.local Physical ﬁ esx-01a.corp.local

3 ¥ Forwarded ﬁ esx-01a.corp.local Physical @ esx-01a.corp local

4 \$ Received ﬁ esxmgt-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 “ Received esxmot-02a.corp.local Physical ﬁ esxmat-02a.corp.local
4 3 Received esxmat-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received esxmgt-02a.corp.local Physical ﬁ esxmgt-02a.corp.local
4 3 Received @ esx-02a.corp.local Physical ﬁ esx-02a.corp.local

4 \p Received esx-02a.corp.local Physical ﬁ esx-02a.corp.local

5 9 Received @ esx-02a.corplocal Firewall M rirewall

6 1 Forwarded ﬁ esx-02a.corp local Firewall u Firewall

I " Delivered esx-02a.corp.local vNIC vNIC

S
dfo

o) ol = A% 3 Traceflow & Lo F1]eh, 5 7 2] VMS =2]  219-elo] oja) %2l 5l 5 7] A2 o
28 29 Aol A7 ] Ak,

ik

=
A
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Traceflow

NSXManager: | 192.168.110.15 (Role: Primary) | =

Trace Parameters

Traffic Type:

Unicast

Source: # @l web-01a - Network adapter 1 Change...
IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

» Advanced Options
[ Trace

Trace Result: Traceflow delivered observation(s) reporied

B RE
% ehpol A A4

1 Delivered
Sequence 1 a Observation Type Host
0 $ Injected [@ esx-01a.corplocal
1 3 Received @ esx-01a.corp.local
2 ¥ Forwarded B esx01a.corplocal
3 ¥ Forwarded @ esx01a.corp.local
4 \$ Received @ esx-01a.corp.iocal
5 ¥ Forwarded @ esx-01a.corplocal
6 \p Received @ esx-01a.corp.iocal
7 ¥ Forwarded @ esx-01acorplocal
8 \p Received @ esx-02a.comlocal
8 \ Received @ esx-02a.corp.local
9 \p Received esx-02a.corp.local
10 3 Forwarded @ esx-02a.corp.local
11 " Delivered esx-02a.corp.local
SR ol e 2] 29 Aol A5 VM 371 %
VM F s 2 aE esx—01a°ﬂ 91
= ©2E 192.168.210.53¢1 =
VMware, Inc.

VM

I
i=

O

o
—

[A

T

5

Destination: = db-01a - Network adapter 1 Change...
IP: 172.16.30.11, MAC: 00:50:56:3e:d4:2b

Component Type
vNIC

Firewall
Firewall
Logical Switch
Logical Router
Logical Router
Logical Switch
Physical
Physical
Physical
Firewall
Firewall

vNIC

SNE
k3
ek,

3 ~E esx-02acl

Comgpenent Name
vNIC

A Firewan

A Firewall
% web-Tier-01

E Local-Distributed-Router

== Local-Distributed-Router
% DB-Tier-01

B esx01a.corpiocal
@ esx02a.com.local
a esx-02a.corp.local
u Firewall

B Firewall

VNIC

|4 B2 =g ~E Traceflows H.o] F 1
dUch BEEsN e
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NSXManager: | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

» Advanced Options

Trace

3 Delivered

Sequence 1 a Observation Type
0 S Injected
% Received
¥ Forwarded
1 Forwarded

=3

3 Received
¥ Forwarded
¥ Forwarded
3 Received
3 Received
9 Received
3 Received
¥ Forwarded
3 Received
3 Received
¥ Forwarded
¥ Forwarded
¥ Forwarded
¥ Forwarded
v Delivered
+ Delivered
¥ Forwarded
¥ Forwarded
'-} Received
¥ Forwarded
+ Delivered

N o R R R R R R R W W W WM

ohs ol = HE AN =ErF FAE v Lol 4] HE]NAE ER) 2] AFH

ct.
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Trace Result: Traceflow delivered observation(s ) reported

Host

@ esx-01a.corp.local

@ esx-01a.corp.local

ﬁ esx-01a.corp.local

ﬁ esx-01a.corp.local

ﬁ esx-01a.corp.local

Q esx-01a.corp.local

E esx-01a.corp.local

B esxmat-02a.com.local
@ esxmgt-02a.corp.local
B esxmat-02a.com.local
@ esxmot-02a.corp.local
Q esx-01a.corp.local

ﬁ esx-02a.corp.local

@ esx-02a.corp.local

@ esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
@ esxmot-02a.corplocal
a esxmgt-02a.corp.local
ﬁ esxmgt-02a.corp.local
ﬁ esx-01a.corp.local

@ esx-02a.corp.local

E esx-02a.corp.local

@ esx-02a.corp.local

@ esx-02a.corp.local

E esx-02a.corp.local

Traffic Type: L2 Broadcast | hd & High volume of traffic may get generated for this traffic type.

Source: # Fl web-01a - Network adapter 1 Change...
1P:172.16.10.11, MAC: 00:50:56:ae:3e:3d

‘Component Type
VvNIC

Firewall
Firewall
Logical Switch
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
Logical Switch
Logical Switch
Logical Switch
Logical Switch
vNIC

vNIC

Logical Switch
Logical Switch
Firewall
Firewall

vNIC

Subnet Prefix Length:

IP: 172.16.10.255, MAC: FF:FF:FF:FF:FF:FF

Compaonent Name

VNIC

A Firewall

M Firewal

B Web-Tier-01

M Firewal
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmat-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

e I v - e O e O e e e

esx-02a.corp.local
B web-Tier-01
% Web-Tier-01
% web-Tier-01
% Web-Tier-01
vNIC

vNIC

B Web-Tier-01
% Web-Tier-01
u Firewall

! Firewall
vNIC
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IP:172.16.10.11, MAC: 00:50:56:ae:3e:3d

Host

[ esx-01acorplocal

a esx-01a.corp.local

@ esx-01a.corp.local

a esx-01a.corp.local

Q esx-01a.corp.local

E esx-01a.corp.local

@ esxmgt-02a.corp.local
B esxmat-02a.comp.local
@ esxmgt-02a.corplocal
@ esxmat-02a.com.local
B esw-01a.com.local

ﬁ esx-02a.corp.local

@ esx-02a.corp.local

ﬁ esxmgt-02a.corp.local
ﬁ esx-01a.corp.local

ﬁ esx-02a.corp.local

B esw-02a.corplocal
esx-02a.corp.local

L2 Multicast | A & High volume of traffic may get generated for this traffic type.

Jource: = web-01a - Network adapter 1 Change...

Destination IP: %|239.0.0.1 eg. 239.00.1

IP: 239.0.0.1, MAC: 01:00:5e:00:00:01

Component Type

vNIC
Firewall
Firewall
Firewall
Physical
Physical
Physical
Physical
Physical
Physical
Firewall
Physical
Physical
vNIC
vNIC
Firewall
Firewall
vNIC

o) )4 %2 w4 ICMPE 2] % & Aha)

ox
<
2

(o3

Traceflow
NSXManager. [ 192.168.110.15 (Role: Primary) | ~ |
Trace Parameters
Traffic Type:
» Advanced Options
Trace
Trace Result: Traceflow delivered obsenation(s ) reported
3 Delivered
Sequence 1 4 Cbservation Type
0 9 Injected
1 \p Received
2 ¥ Forwarded
3 \ Received
3 ¥ Forwarded
3 3 Forwarded
4 3 Received
4 \$ Received
4 3 Received
4 3 Received
4 ¥ Forwarded
4 $ Received
4 3 Received
5 + Delivered
5 v Delivered
5 3 Received
6 ¥ Forwarded
7 + Delivered
o o 5
th5 ol = EAF ukeky
S PR ) =
ol= dAAS Hofx
VMware, Inc.

| & S 2Eo 9ot et

=2

o]
o
-

Component Name

VNIC

Firewall

Firewall

Firewall
esx-01a.corp.local
esx-01a.corp.local
esxmgt-02a.carp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
esxmgt-02a.corp.local
Firewall

esx-02a.corp.local

Do @ooooomo 333

esx-02a.corp.local
vNIC

vNIC

A Firewall

A Firewall

vNIC

Traceflow”} 4
de) TEE o
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Traceflow

NSXManager: | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters

Traffic Type: [Unicast |~ |
Source: = [l web-02a - Network adapter 1 Change...
IP:172.16.10.12, MAC: 00:50:56:ae:f3:60

» Advanced Options

Trace I

Trace Result: Traceflow dropped observation(s) reported
1 Dropped
Sequence 1 & Observation Type Host
0 \} Injected @ esx-01a.corplocal
1 3 Received @ esx-01a.corp.local
2 & Dropped @ esx-01a.corplocal

[e) 1

< o=

TraceflowE 54

Traceflow tl 4+ ¢| Edge Services Gateway<| tt& Zof
4 = Edge Services Gateway & &2l 271 5 of oF df= Wi - e A}) i
g A Bl 9l AY DLR(=8 A 4k e S 5o =

B2 3R g AA G e
Select Traceflow Destination (?)
Destination IP address should be on the same [ ]
& subnetorshould be reachable via the Distributed
Logical Router
IF AOOress: = | 40123 | [ 1]
() Select Destination vNIC
eb-01a
5 ites
[ OK l [ Cancel J

o,

VMware, Inc.

Destination: =* web-03a - Network adapter 1 Change...
IP:172.17.10.11, MAC: 00:50:56:ae:cf.88

Component Type

VNIC

Component Name

vNIC
Firewall P Firewal
Firewall

P Firewall (Rule - 1013)

1% A H( % Fol el el 1P F
WA EE S 1ol Ful o}

471



NSX #te] 7Fe] =

NSXManager: | 192.168.110.15 (Role: Primary) | ~ |

Trace Parameters
Source: # @l app-01a- Network adapter 1 Change... Destination: + [ db-01a - Network adapter 1 Change...
1P:172.16.20.11, MAC: 00:50:56:3e:23.09 IP: 172.16.30.11, MAC: 00:50:56:ae:d...

» Advanced Options

Trace

Trace Result: No delivered or dropped obsernvations reported

1.‘1:_._ ion Type ‘l-tui Component Type |Gwrwl='|lN-'n=

3 Received @ esx-02a.corp.local Firewall P Firewall

1
2 3 Forwarded @ esx-02a.corp.local Firewall A Firewall

= ¥ Forwarded @ esr-02a.complocal Logical Switch B App-Tier-01
4 3 Received @ esx-02a.corp.local Logical Router I Local-Distributed-Router
5 ¥ Forwarded @ esx-02a.corp.local Logical Router = Local-Distributed-Router
6 \$ Received eax-02a.corp.local Logical Switch | %8 DE-Tier-01
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