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vSphere Web ClientE Al-&3led VMware NSX® for vSphere Al 2=ele] 2 wAIA], o]HE
2 A He tis] ATt

R ARgA

o] AW = VMware vCenter 8744 NSXE Al&stAY EAE dldslel e B8 AHEAE U4
o= YTt o] Ay HH = 7P Al="l 7l&E 2 71 dlolH AE G d&53 SHE A AE
#2215 dg ez e e o] Ao s VMware ESXi, vCenter Server %
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g = A7 E Fo] Aol LUt Al AE oM E
22 SNMP #g] AZEo]jox NSX Al AHl o|HIEE 2
A ¥ o|HIE H 314 K7

vSphere Web Clientell/] NSX Managers &l #els = B 74 840 e A 2F oWl E

g ¥ 5 et
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—

vSphere Web Clientel] 2203t}

2 Networking & SecurityES &2 3 t}2 Networking & Security JJWE 2] ofgoA NSX
ManagersE 234t}

3 o]F €9 NSX Manager% 9% ¥ Z2UH 512 S
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2wl oWl Al
Syslog AW E A 4 NSX ManagerdlA & ZE A28 o] EES Syslog A= B Wy},
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ole g AR & obd] AR AR S 1] 5e B4 2]

e

Jan 8 04:35:00 NSXMGR 2017-01-08 04:35:00.422 GMT+00:00

INFO TaskFrameworkExecutor-18 SystemEventDaolmpl:133 -

[SystemEvent] Time:'Tue Nov 08 04:35:00.410 GMT+00:00 2016,

Severity:'High', Event Source:'Security Fabric', Code:'250024",

Event Message: 'The backing EAM agency for this deployment could not be found.
It is possible that the VC services may still be initializing.

Please try to resolve the alarm to check existence of the agency.

In case you have deleted the agency manually, please delete the deployment
entry from NSX.', Module:'Security Fabric', Universal Object:'false

Az oMl EE Thg PR

et
H

g

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Event Message: Text containing detailed information about the event.

Module: Event component. May be the same as event source.

Universal Object: Value displayed is True or False.

Al
AEE oHE, dA9 27 e /A dHd Ui $Hoz SAsEE ddgYth g2 A}
A AH7F NSX A= 2 ySphere Web Client Ul2] tH& 3}H o Sh=:

GET api/2.0/services/systemalarms APIZS A}-&3te]l NSX 7QAle] i3t A 2E &
NSXE AdHd ) th2 2714 WS AL},

. AHE A xE oHE dFey, Add E V5ol ARE EASE EAE ddstE L 3
ohoo] WS MEY A 9 Hel By wx(d: EAM, HIAA W2, wjE & 1101)&"& Al
A= e Service ComposerdA = A dEUT} o]gfd JH = o|HlE Z=8 HHE Z
AHEFUTE ARAIGE W82 NSX 27 9 A28l oMl E A& FReA A L.

o] IPSec VPN, 2= WA,
2 ook Hl%ﬁ& 3l 7kA] Edge 715 elA A4
Uth o]8d AHe oWlE I=steE & 173 JH =5 ARG AA G 82 NSX

27 B Al =F ojE v‘}/ﬂ% FxsH A L.

" FEdge ¢® ZHe EfA R dld AE o= 744
a7FeA, e A4 Edge g Al el gl 2~ o

dutA o g ARE 08 2o FAYM A AEHd A Ao r A EUL, U2 ARE A ol E

A AFew AYAA FHUT. BAV AAHE AuE fEow A 9ok Gt
gee ARE A9 g4 AL 5 2le APIE 9y
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5% az(d: 2Y2dH, 32

= Het IF == NSX Edge)ol dig FE7 2y Ed 5
AF5YT} sourceldd & *%Oﬂ o

£ , a
ki3 € 3yt

Ty

s
%!
GET https://<<NSX-1P>>/api/2.0/services/alarms/{sourceld}
sourceldd & &xd gt RE AR E A3
POST https://<<NSX-IP>>/api/2.0/services/alarms/{sourceld}?action=resolve

WAIX] W2 Wl E Z2]719), Service Composer ¥ Edge AX2E H| 33 NSX AHE & 3+

Y,

GET https://<<NSX-IP>>/api/2.0/services/systemalarms
alarmld¥® 5% NSX 4EE & F dFYT}.

GET https://<<NSX-IP>>/api/2.0/services/systemalarms/<alarmld>
alarmld¥® 5% NSX 4EE 4T 4 d5UTh.

POST https://<<NSX-I1P>>/api/2.0/services/systemalarms/<alarmld>?action=resolve

APId] T8 b4 8 U182 NSX AP| 7tol =8 #zahd A e

Event ID and Time

Severity: Possible values include informational, low, medium, major, critical, high.
Event Source: Source where you should look to resolve the reported event.

Event Code: Unique identifier for the event.

Message: Text containing detailed information about the event.

Alarm ID: ID of an alarm.

Alarm Code: Event code which uniquely identifies the system alarm.

Alarm Source: Source where you should look to resolve the reported event.

Guest Introspection X

A H = vCenter Server #E| Aol Al =27} F 8.3 Guest Introspection oM E] tig] Ao & H

o7
WU AR ek o ol EAEA e ¢ AUt AFoE HaEL

Abe2E 213 vSphere &8 19 glo] vCenter Server AEZ2 A 5 FUrt} ojwlE & AX
of Wl AAE &2 vCenter Server #e] 7t =5 FX3HA 2.
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vCenter Server €302 555 NSX Manager= SVM, Guest Introspection & % Thin
Agent®] Al 71¢] Guest Introspectlon T4 8425 H FAlEE o|HEd 7|vtsie] FHE A4
shal A Asts A S Folduh A2 AREA AR S = dFUT. AR tig A} AFRA A
2& YA ste Yol g A3 vCenter Server AW A S F234] A L. A 5o whet o8 71

A W) Fus} WY £E Qe 0L Bt M 993 o F e A A 5 9
£ 24 Agie] ugsol dsvin.

folr
[>
|m
o,
=

+ Guest Introspection 259 Hdl &= vx|= o|HE o&) YA F Y},

£ 1-1. L7027 FA))

73 94 =+
Guest Introspection ZE°] & 2Ed AA =S 1 Z2EC 7918kl /etc/init.d/vShield-Endpoint-Mux start "
215k B o] 4ElE NSX Managerdl] Ei3}x] # <& 918 3te] Guest Introspectione] A3 <A 2l gt}

gFYT 2 Guest Introspection©] NSX Managerel A2 4= L= o
EQ Azt Ads FEHAEA GGy,

3 NSX Managers Al§d 3o,

SVM 1
SVM ZAHE SVYMe] Ao Qa2 n)x= olwlEd ol& A E YT},
1-2. &zk4 SVM 78

fi

Al Z4

r{n

Guest Introspection &3 Z2EZF #do] &  Guest Introspection 28 2 SVME] ZREZo] & 585X
At Es . A4 2

Guest Introspectiono] SVMell 128 & glx  SVMe] el AA Ja HE A} ut2A FAEA=A Eelsh4]
Sh=s AL

7t AZHA=dHE SVMe] FHE Basr] Ui 2Fduyth. VMware A @@ xbol 7] o] s4 Al 2

nsxmgr> set
hardware-gateway Show Logical Switch Commands

PACKAGE-NAME Set log level
control ler Show Logical Switch Commands
host Show Logical Switch Commands

nsxmgr> set hardware-gateway agent 10.1.1.1 logging-level
ERROR
WARN
INFO

VMware, Inc. 8
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DEBUG
TRACE

nsxmgr-01a> set <package-name> logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31
java—domain Set controller node log level
native-domain Set controller node log level

nsxmgr> set controller 192.168.110.31 java-domain logging-level

OFF

FATAL
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set controller 192.168.110.31 native-domain logging-level
ERROR
WARN
INFO
DEBUG
TRACE

nsxmgr> set host host-28
netcpa Set host node log level by module
vdl2 Set host node log level by module
vdr Set host node log level by module

nsxmgr> set host host-28 netcpa logging-level
FATAL
ERROR
WARN
INFO
DEBUG

nsxmgr> set host host-28 vdl2 logging-level
ERROR
INFO
DEBUG
TRACE

nsxmgr> set host host-28 vdr logging-level
OFF
ERROR
INFO

VMware, Inc.
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IPSec VPNel it 27 A&
€ IPSec VPN E#lg 27 & AH83l== 43T & syt
NNEAe R 2o AMEHES A1 o FEor A¥EUT
Az}
1 vSphere Web Clientell 2291t}
2 Networking & Securitys 283 tt5 NSX Edge(NSX Edges)E 834t}
3 NSX EdgeE ¥ ® 934t}
4 =] (Manage) ®< 22¢ & VPN ®1& 2934t}
5 IPSec VPN Z€34t.
6 =7 AA(Logging Policy) 92| »& 23tz 27 A1&(Enable logging) S g slo] =22
AMBYF} vlo] B 3] Effy 555 7S s AYsta =4 Fee A9y
7 23 F5s Ad9sta W73 WE AlX(Publish Changes)E 23 &4t

SSL VPN-Plus &2

SSL VPN-Plus Gateway Z1% NSX Edge Appliance°] #+4 ¥ Syslog A2 d5g Y}

SSL VPN-Plus Z°|dE 2= 94 AgA HAFE 9 ths g & AFgyrt.
%PROGRAMF | LES%/VMWARE/SSL VPN Client/.

SSL VPN-Plus Client 22 ¢ 21 &
1 SSL VPN-Plus g4 1% s dd] &= AW AA(Server Settings) S F g},
(27 ] A2 o]Fa & NS Fste] dA A3 & FUTt,

W7 (Change)S FY 3t}

27) x1-&(Enable logging) &<l&& Aesle] 27 Agsles Ay

rE

73

A wWwN
B

e

PJ]-:-
27] A-&-(Enable logging) &Ql&t& A H Ao 27]& AH83kA] =5 A FUT.
5 8% 20 FF5 A9yt

3 SSL VPN-Plus Eg°|dE 2+ 7]
[g]oz gyt
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A2

A2 21% NSX Managero] 22908 A&7 Fdste 8 495 7153
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A 22 g 2E NSX Manager AL Sad 2elS Hol Utk NSX Manager{:
A 105 MY A 222 233},

Az}
1 vSphere Web Clientell 2191% 4t}

2 Networking & SecurityES &2 3 t}2 Networking & Security 2IWE 2] ofgoA NSX
ManagersE &334t}

3 o]F dolA NSX A¥E 2Ud ¥ 2UH 7
4 A} 239 2

5 A} 2ol e AR HEA IS A
A 2o AR FEE Bed 2y o

tlo
ull
e
i
i
Au)

oy

e

U

g 2o g GolA YiES 2T F 9
O~

6 7k 23 WA A% AR WA AL Ay o] 74 23 Aol A ghol WA 4
AgU

Syslog AH¥ T4

syslog AWM E NSX 74 84 9 T 2E9 20 AFALE FAT F AdHU

=
=2

NSX Manager °l tH& Syslog A¥ A

Syslog AW & A 4 NSX Managere ZE A 22 9 A~ oWl EE Syslog AW =
iy

Syslog HI°lEl& AAe} 774 2% T2 24 2y 7154 vl A&l #F8&FHh

NSX Edgex 270¢] Syslog A¥E AddHh. NSX Manager % NSX Controller= st
Syslog A¥ = ALt}

Az}
1 NSX Manager 7Hd el 2103},

A Bg5-A oA https://<nsx-manager-ip> =& https://<nsx-manager-hostname><]
NSX Manager &% GUIZ ©]&3le] NSX Manager A3 ol A3 455 A}-&-3}o]
admin 3oz a3},

2 & HolA A Zx] AA ] (Manage Appliance Settings) > €¥H(General) < &3 34
=

3 Syslog A8 (Syslog Server) <2 HA(Edit)S &2 3}
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4 syslog AW IP F4& 5 $2E o8 $E 2 T2 25 JHIYT},

o :

Syslog Server

You can specify the IP address or name of the syslog server that can be resolved using the above
mentioned DNS Server(s).

Syslog Server. syslog-01a.corp.local
FPort: 514
Frotocal: UDP v

OK | | Cancel

5

Jou

gl(0K)= 283yt

]I

NSX Manager €94 272 At&st=s A=l i, 2= 59 syslog A H ol A=l 9]
syt

NSX Edge °l] ¥& Syslog Ay 74

st == T /9] 94 Syslog AHE 78T 4 AFUTH NSX Edge FX| oA A== w3}
ol E ¥ NSX Edge ©|¥E 2 23& Syslog A¥E AFHYT

23

1 vSphere Web Clientol] &1},

2 Networking & SecurityE 283 t}3 NSX Edge(NSX Edges)E &% 34 tt.
3 NSX Edge® ¥ ® Z934t}.

4 g Qe T F AA QS I

5 Al¥ AR sdo|A Syslog A¥ Fo WAS FFYrh

6 ¥ 97 Syslog MH 9 IP 45 Yg¥sln TeezS AUyt

7 A Y5t S AFFYH

NSX Controller£ Syslog AW +4

NSX Controllerg Syslog A& 74 4% NSX Managere 2& HAF 21 2 Al =5 ojdl
EE Syslog AlH & Byt Syslog HlelH = AX| ok 74 29 9 &4 al2d 3 7154 ol
HEJ &3t NSX Controllerdl A syslog AHE 74 & o= NSX APIE AF-&3t= Wi uh

ALE8UY. VMwareodl A& syslogel Z2EZE UDPE AMgdts A& A4TYT

VMware, Inc. 12
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i)
_)|.1_:’

NSX Controllerdl A syslogE AH&stES A4 etel™ tha NSX APIE AHESHIAl 2. ©]
API= ZAEE syslog WE WY& F71sta A E AEEE =94 syslog WEWZIE 74
.

—

Request

POST https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Request Body:

<control lerSyslogServer>

<syslogServer>10.135.14.236</syslogServer>

<por t>514</por t>

<protocol>UDP</protocol>

<level>INFO</level>

</control lerSyslogServer>

2 o3 NSX APIE AH&38te] ZHEE¢e] syslog HEWZ & Festa AP E AEEH =29 74
 syslog WEW7] gt AlF FEE AAT 5 dHFHT

Request

GET https://<nsxmgr-ip>/api/2.0/vdn/controller/{controller-id}/syslog
Response Body:

<?xml version="1.0" encoding="UTF-8"?>

<control lerSyslogServer>

<syslogServer>10.135.14.236</sys|ogServer>

<por t>514</por t>

<protoco|>UDP</protocol>

<level>INFO</level>

</control lerSyslogServer>

F T NSX APIE AH&ate] A E HEEY oA AEEY syslog HE

Request
DELETE https://<nsxmgr-ip>/api/2.0/vdn/control ler/{controller-id}/syslog

W

Theoll A 2]

APl tigh zpAIgF 82 NSX APl 7tol =& 2N 2

CELEEES:
Ao wet VMwareel 412 H1dt7] 9df NSX 74 84 2 T 2EJA 71& XY 2325 3
dlof & 4= dHFUT.

T2E 7e AY 23E #3324 export host-tech-support B (NSX &4 a4 7lol=g¢] "&
wake ZA4 A" Fx)S Al L.

(2

NSXE& 7l A9 23 tfe2E
NSX Manager A28 271 % Web Manager 215 H2AFd 2

[
il
4
32,
oy
i
Aui
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NSX Manager 74 3o =213t}
A= Bl A Ax] AA HAE S FY3 o)

N

3 M 2960 12 19 21 gez=s 2auy.

() BN N
fu
L e
i e
I
Ho i
ey
(RS
ol ok
B |
L
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e
2
ol
filo
il
qu
ol
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fu
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il
I
1
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-3
v
Ho
fu
Ty
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v
v

fru
5
)

iy
il
=
5
i)
o
o
R
me
oy
i
O

theol ST 24

g AR DY EN N BE L Fohuw 45 A FREE A 2 G 5 Ay

=

NSX Edge o & 7€ Y 22 t2=

7} NSX Edge 12"z Uidt 7l& A 235 G228 = glsyth. NSX Edge HESSEY]
el 184S AFESIES A3 B¢ F NSX Edge 73 Alavle] A 27 2% g2 Eg

=

1 vSphere Web Clientol] &1l t}.
Networking & SecurityE %3 15 NSX Edge(NSX Edges)E Z& Y t}.
NSX Edge 912:8l 2 Aelgc),

2

SX Controller£ 7|& XY 21 t}$&2E
X

Z+' N Controller Q128 2] 3t 7|& AP 225 g2=8 = dFUt. o8t A|l#8E 21
o=

S
FA4E e A FR7F x3hE] dFUY.
NSX Controller 215 33

1 vSphere Web Clientell 212134t}

7I€ AW 2a =S S8HTY

*
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NSX Manager= NSX Controller 21 &2 =& A &35t a5 95

dE = o
F3 g Wl NSX Controller 225 st d2=gdUn. A WA 20 tde2E=rt 985
Hooe 2O ge2Es AARYT. o AEEHAA T 2aE gERESE 2 {7 E
& sy

6 =12 thensd Fvv} AW ARS 2ot 208 UaAFe heRE T

o
o
Mo
fu
[
<t
fu
N
i
M
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4
>
v
T

theel 54 24

VMware 71< A€o g g YRS drestdqH 7= A< 4 20701008 FEHHA L

h=} s S
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Firewall 221
n 298 #d NSX 21

®  (Guest Introspection =71

NSX 21 AH»

syslog AAME #4383 28 NSX 74 &4 dd 7l A 238 49 + dFyn. #g5F =2
7% NSX Managers 3 ]%5]1 HolH Y 2% vCenter Server® 53 A8t uat
A syslog AWl 215 913 of b JHE getd = =5 NSX 74 84 % vCenter

Servero] a3l FL & syslog AHE A= Ao FFUT

vCenter Serverol A #ElH e T 2Ed ) syslog AHE FAsE Wl thd A4 Y &e
https://docs.vmware.comeollA] A3 vSphere A% A HAS FZAA L

.

= 228 $U02 NSX DLRCEAA ek e 38) A Vel A 231 o) K145
£ A= WE 9 DLRE =214 Qe selze] 48 AAHE wel A 29Ae] g &

o A
ESXi =1 o]g]3l 1+ vCenter Serverold AAE VM A HES 422 =x8Y}
ESXi 21 stdof thdt A4 & W42 vSphere AWYAE FZ34A1 L.

NSX Edge 271 NSX Edge CLIlIA] show log [follow | reverse] ™ &< A&,
NSX Edge UlE &3dl 7€ A 21 HES GER=dY T

NSX Manager 21 NSX Manager CLI®IA show log CLI B &< A&t}
NSX Manager 7} 32 UlE &3l 7€ A9 212 RES b2 =g

g8 21 NSX 274 9 Al o[HIE 7t =5 FxshiA 2.
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NSX 27 g Alz=H] o|iE

¥ 2-1. NSX 22 (A%)

74 2x 2
Firewall 271 Firewall 215 ZFZ234A 2.
Guest Introspection 21 Guest Introspection 215 #2344 A Q.

NSX Manager
syslog AHE A3t NSX Managere] tg Syslog A 74 &5 F23H4HA L.

71 A 238 dE2EsteH NSXE 7la A 21 e 55 FEsdA 2.

NSX Edge
syslog A& A8l NSX Edgecl thg Syslog AW +4 F5S FxAAI L.

7l A 235 2= NSX Edged Wi 7= A9 21 2= JE5 F24HA Q.

NSX Controller

DEE

A S W& Firewall 218 FxsH4A 9.

Firewall 1

Firewall ZAF 22, 712 WAA] 22 9 Alad o|WlE 29} e 20 3d-S At A3
Yo, Wl & A1 8st=E A H 2 S 2" g8 syslog AW E 8ok FY ). syslog A1H
£ Syslog.global.logHost 543 A =] AHUT.

We 2 o #o AHE i 23S A4

¥ 2-2. Firewall 221
a1 §3 Avd CE|

2 (=]
F4 A4 22 7 #20] tha) o8 EE

d Efy 2 2E /var/log/dfwpktlogs.log

=
=3

FAF 2 el 209 w2 sy 4 WA Abge] 23E /home/secureall/secureall/log
Yot s/vsm.log

Alz=dl ol E 23 Agd 24 wsd g, AP e AAEAY 4 /home/secureall/secureall/log
gk FE, Wt aFe F7HE 7S AR ol s/vsm.log
B e
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¥ 2-2. Firewall 22 (A&

23 738 a4 A

dolel /VMKernel 221 %3y Ad BEs(VSIP)Z #ddE I49& #AAHF /var/log/vmkernel.log
yth, Alz=gle A A" wA Ao ek 2o g
o] XFHYT}

A1 A] W2 Sl Wl ol ES] dFg A I T /var/log/vsfwd.log

E/VSFWD =21

2> o o
op b

} vsm.log 342 NSX I\/Ianager CLI(H®E = Qe so] 2)ollA] show log manager H & = 4
3 719 = vsm. Iog°ﬂ el greps FaA st AT F UFUT o] A2 FE Aglo] U=

2} = AFeA} aE oA ur A 2E 4 9l LU T}

F4 WA7] 21

T2 ARl 20 = Zh Aol dia) 3
Utk el tie 240] AMgst=E A E A9). ol2ld e 7 S2E

o] /var/log/dfwpktlogs. logell #7g Ut}
e 23 AR et Z2eyth

Obo
"
rir
Y
4z
it
|m
&
,
e
rlo
td
i
2
X
[
vy
o
>
ok
o
Fl
ot
it

# more /var/log/dfwpktlogs. log
2015-03-10T703:22:22.671Z INET match DROP domain-c7/1002 IN 242 UDP 192.168.110.10/138->192.168.110.255/138

# more /var/log/dfwpktlogs. log
2017-04-11721:09:59.877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 N TCP RST 10.1.2.3/33491-

>10.4.5.6/10001 22/14 7684/1070

ARA R o ;

2017-10-19722:38:05.586Z 58734 INET match PASS domain-c8/1006 OUT 84 ICMP 172.18.8.121->172.18.8.119 RULE_TAG
2017-10-19722:38:08.723Z 58734 INET match PASS domain-c8/1006 OUT 60 TCP 172.18.8.121/36485->172.18.8.119/22 §
RULE_TAG

2017-10-19722:38:18.785Z 58734 INET TERM domain-c8/1006 OUT ICMP 8 0 172.18.8.121->172.18.8.119 2/2 168/168
RULE_TAG

2017-10-19722:38:20.789Z 58734 INET TERM domain-c8/1006 OUT TCP FIN 172.18.8.121/36484->172.18.8.119/22 44/33
4965/5009 RULE_TAG

O dlol A Z4zbe) ofml = &3 254

= 1002+« #4F WEd A IDYY T

= domain-c7< vCenter MOB(Managed Object Browser)elA<] Z&]2H IDYUYT}.
= 192.168.110.10/138< &2 IP A& Y Y

= 192.168.110.255/138< ¥ IP FaYYt}.

" RULE_TAGE ¥3l¥ 7138 F71 =& AZsts B¢ bl 8| ~E Aajo] F71s= gl A2EQ] 4
Ay,
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Tha e A= 192.168.110.1014 172.16.10.1229] ping 235 Ho F4Yo.

# tail —f /var/log/dfwpktlogs.log | grep 192.168.110.10

2015-03-10703:20:31.274Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12
2015-03-10703:20:35.794Z INET match DROP domain-c27/1002 IN 60 PROTO 1 192.168.110.10->172.16.10.12

AlA o] Bl ~E Aztol s Aw ).

* 23

74 8& Al Zk

EfQl i 2017-04-11T21:09:59

wakd #E R 877Z ESXi_FQDN dfwpktlogs: 50047 INET TERM domain-c1/1001 IN

TCP RST 10.1.2.3/33491->10.4.5.6/10001 22/14 7684/1070

IE]E] Thsd gk

2 &4 2 o8 9 7let Jug A eE W AT £ Qe £A9UG
AF #k INET, INET6

ol = match: s17lo] F27 LA eeA AT

=
®  bad-offset: HMAS 7IA 2= Bt deoly 4

u fragment' A WA 27to 2 o

® normalize: ¥ &8 L& o227} gl 25w 2o FAd YT
B memory: HlolE AR urelst REF )

®  bad-timestamp: &5¥ TCP g} ===t}

" proto cksum: ZAEHE T2 EF A A4

®  state-mismatch: TCP &} A] =&l l.‘ﬂg BetA] %k TCP szl Jy ).

®  state-insert: =2 dAZo] WA AL
®  state-limit: HlolE AzdA 2AE 5= = FAo Ay S sgd@SsyTh
®  SpoofGuard: SpoofGuardelA si3l-& A4 F1 ok

= TERM: 94Zc¢] F8d Y.

2 = PASS: A& ST
= DROP: A% wﬂ—«wq

= NONAT: SNAT 7+3 2 ?:!7“]5_}'"‘:— FEg oy Fas Uad F glsyr

= RDR: DNAT 7344t

= NORDR: DNAT 733 dAst= &85 ko F+425 HEd + ey

= PUNT: @Al VMe] FL3 stolgjrto] Ao A dafu] = Auj2 VMo 715 2l

Y},
= REDIRECT: @A VM| sto]sjutol A o] 2o]a Asiel vl=g 2 Aul 2o 37
2 Byyy.

= COPY: AZ1& Seetn @al VMel 5Ua sholfuto] Aol A Hasls Auls VM
& 2ArgU
= REJECT: #Zl& AFFHrh.

VMware, Inc. 19



NSX 27 g Alz=H] o|iE

E 2-4. 23 94 FF9 3Py 54 FF ()

Aere sz

#2 4% 9 #4210 2 A%/#4 1D

i IN, OUT

47 el el

ZREEF TCP, UDP, ICMP %= PROTO(ZREZ ¥13)
TCP A4l ¢ o] FREE 44 01%5 7191= TCP vhgo] ZARY.
TERMe] TCP *ﬂ d«l A9l A% PROTO ol 7} d=o] FAHUT. TCP 12
T&29| 7hed dlel= RST(TCP RST 4171) FIN(FIN TCP #121) %

TIMEOUT(¥ 2 5% # 4de)e]l EgaY .
sl el Aol E RSTYUT meba A Gelok st Ade] RST Aol A&E vl g

0%

Y.
TCP o]¢]e] A2 (UDP, ICMP E& v& Z2e3)dMe dd F= ol F7t
TIMEOUT®iY .

A2 P FA Y FE P F&/2E

g IPF4 2 2E P F&/2E

TCP & S (SYN), SA (SYN-ACK), A (ACK), P (PUSH), U (URGENT), F (FIN), R
(RESET)

AN 7o} FAue
22/14 - 71 H2/52] A

Hio] B 5 npo] E o] S{jutt

7684/1070 - 541 nlo] E/4:41 njo]E

T AR E AL&slE= A3 steid vSphere Web Clientol] 2213t}
1 Networking & Security > %3} #o|x o)X 23 d& AHEst=S A Tt

M Log
:I Stats

[] Direction
|| Packet Type

] Comments

-
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2 [23] Hol A 92 wSaB ol5en A oo 2L FYse] 2YL AEHES TS 47

.

hpplmi Tu Leg

B+l /=
ﬂﬂ.shl:lruuF;u:I D vl I
D Disvicuted Frwaad ke et log

D DigtriDitea Frswid Log

#3 AgA APE GAES WE 2 A BN 2 W1 98
Ad olol2& FEYslel BAF YAES 3718 & dgUh

AL 9 AlLd olWIE 21

A 2adde #e 2o 2 24 weks A WA Abge] XYL o] 21
= /home/secureal | /secureal I /logs/vsm. logell A #&8Ut}.

Al2=®l] oW E 20 J8d FA4F Wy 1, A e AAEAY A dY, Bk a5 F
7he 7Pd Al 2® So] EE YT o33 =1 /home/secureal | /secureal |/1ogs/vsm. logoll #%4

Yt}
Uloﬂfﬂ A L Al 2®] oW E 23E H2iW Networking & Security > &

R > el = o] F 3t

kY

+ NSX Managerd] IP 425 F ¥ 34 th. 24 o5 2YE 2 Z=34o.

i~ E {'3 hﬂ-ﬂf 192, 16& 110289443 Avspherne -'!:J'l'u*.-'-'-":rdﬂﬂr-n'.-'\-'1Ir.|".- 3 Deceim wimnavane, wsheeld plugincom

P 5] @ sorevncon

3 Appa () mave-wabeghant

£ AdminisaloriiVSPHERE LOCAL =

Help:

jﬂ_tmmm | Achomt *
Gating Sinied  Demman | Wonkicr | Mansge
Sdd Logs m Tasks
qQ Fifts ol
Tenamamy i‘ifrw'a 1 & Evesl Soure
TiZW0 18 430045 Py | Infarmalional Secaunty Fasad
TR0 15 5:29:01 PM | Infermatanat g2
TEFNAG1IZITOS PM | Informationat Take Backep
TERZ015 53043 PI | Informalignat g1
|
TIEA201E 42939 PM | Informasigna Secunty Fabec
TEEV2015 52927 P | Infarmalonal adge-1
TRN015 45357 PM Majol wihield Firewall
TER2015 44501 PM | Major W32 Firgwall
TRAFNAR 1118 11 Al |t adna.i .
B 53 Objects [ =

2R W82 NSX 27 3 A28 o|HEES F2H A

VMware, Inc.
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2h¢8 #35 NSX E

WoAbE 238 39 FE712 BUES NSXY RE 74 822 PHSE AUt 299
% % 171011*1 oleF T4 227t AAE £ AU
PN
s

L=

a3 45 NS AFUTE AT Y& NSX 27 2 Al 2=H
Hl E o]

X
JHIECA "NSX

o

NSX Manager &1
= NSX Manager CLI°IA show log
= NSX Manager UIE B3l &34 7= X9 20 HE

NSX Manager Virtual Appliance Management

‘ View Summary ‘ ‘ | B oownioad Tech Support Leg I
' , o
}‘ Manage Appliance Settings g Backup & Restore
’ BB Manage vCenter Registration ‘ ’ < Upgrade

i

NSX Manager 219l= CRUD(AA, ¢171, dUlolE 9 2HA) A& 233t
7 =gEU

AEEHo = o8] BEo] £gH o] o B Ao #AA 22 gddo] IFUY. AEEY 2o
show log <log file> [ filtered-by <string> ] M &S A}&38to] A28 = Ut g3 &

A9 20 e ot g
]

B cloudnet/cloudnet_java-vnet-control ler.<start-time-stamp>.log: ©] 21 74 2 U
AW E #2 gy}.

®  cloudnet/cloudnet.nsx-controller.log: AEZE F TEA A 2a1YYT}.

API

-z

®  cloudnet/cloudnet_cpp.log.nsx-controller.log: ©] 21+ ZF¢]AEy 2 RE~EaS #o)dh
o}

®  cloudnet/cloudnet_cpp.log.ERROR: ©] Id & o /{7l WA slE= 7 F-o A4 YT,

ZEEY 208 4AM 202 gFE] A% 71028 A4 A8olA A4 a2 S Xdst7] 2l

VMware dlxyolg do] 2x1= wwt e 3hc}

show log CLI 9]l watch log <logfile> [ filtered-by <string> ] W& < A}&3lo] 7 21 vt
o] dylo]EE uw] AAZtoz 2 UL Foldt 4 9l &1t}

23E NSX Ul AEEY =28 A9 7|& AY 22 t}+2=(Download tech
support logs) olo] &= 83l A L L2 F U= AEEY A e 28 UHF

.
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ESXi &£E 21

ESXi E2EdA Ade= NSX 74 84v b33 22 2 74 21 3dS A4 FY
= VMkernel 221: /var/log/vmkernel. log

m o] i oo]HE F1: /var/log/netcpa. log

n uA] 2] W FERo]AdE 22 /var/log/vsfwd. log

3 vCenter Serverold A4E VM Ald ME9 452 238 £42 5= dsUd. 23 9
& FE :ﬂz‘s}o] 01L /\],Q_;(]. = /\],49._;(]_ 1“"01]}\1‘]]' oﬂxﬂ/\zﬂ— 2= 01/\14 )

ESG/DLR Alo] VM 22

ESG % DLR Alel VMl 271 shede] 9ja ek el F 7H7F 94Ut 3
st EAShE Aol e St CLI EE UIE A8 714 A9 9L o

232 FA87] Y93 CLI WEHE show log [ follow | reverse 194t
71% X]%_ L.E.E ‘:]'_"i]:ol"ﬂn:‘

B CLIONA enable REZ 93 3l3 export tech-support <[ scp | ftp 1> <URI> W& S 233t

=

m  vSphere Web Client9] 2z (Actions) "lwelA 7]& Y 22 t}&Z=(Download Tech
Support Logs) A4S A9 3o,

< 4 Home » ¥ K NSXEdges
Networking & Security NSX Manager: [ 139216211042 |~
5 NS Home & | x O ¥ [F] | $hactions ~ [-z:. 0 Installing | © 0Failed |
48 Installation 1 Actions - LDR-01 Type
& Logical Switches Sge x Delete Logical Router
edge-2 3 Force Sync NS Edge
P Firewall eploy
=, SpoofGuard ¥ Redeploy

I d L il L
I [F] Download Tech Support Logs I
T

& Service Definitions
F genice Composer
@) Data Security

fr

Defr] Z21E ol A NSX 298 olasln A EAZE sjdste o =& 2 F 9l
o
2 ool E 34 (Jetc/vmware/netcpa/config-by-vsm.xml) ol & S F+A4 240 tha F 17}

28 IP F4&, TCP XE, 154 A&, SSL AFE/AFE <F 8
. VXLANE Al&3le] DVS7F A5 =% A3 9 dvUplink (8 74 &, ©]&, UUID)
m S~E7 <43 9= DLR 9282~ (DLR ID, &)

m Ao]i ool HE T4 (Jetc/vmware/netcpa/netcpa.xml)ollE 27 FF (71 EH o2 AR (info)) S
H] 23} netcpacl tg thefFst 4 FA o] xghE o lHFY )
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vsfwdoll A Al F3sl= MAIA] M A4S 53l NSX ManagerolA 419 FE

Guest Introspection =1

Guest Introspection A& sl 43l= ¢ A4S F e o8 7HA 208 AAHET & dFUH

ESX Gl 28(MUX) &1

ESXi 32EQ] 714 Al =894 Guest Introspection®] 2E3lA ALY T A2E SVALLY E4l
I FHEE AR FAEE A ESXi SAEQ ESX Gl RE EAV e ALY F+ A5

21 42 9 4E WA

MUX 21 A=
/var/log/syslog

var/run/syslog.log

ESX Gl RE(MUX) "IAA & <timestamp>EPSecMUX<[ThreadID]>: <message> 34} < u}
Ut

o :

2017-07-16T05:44:497 EPSecMux[38340669]: [ERROR] (EPSEC) [38340669]
Attempted to recv 4 bytes from sd 49, errno = 104 (Connection reset by peer)

S ool A Z+Zhe] on & oS3 ZHY

= [ERRORI]E WAA 9 F3dUY. 92 322 [DEBUG], [INFOI7F ls5Yt}.
»  (EPSEC)E WAIAI7F 4 Hetd #AE] &S YepdYT)

21 3 A2 ¢ B

S2E AXE ESX Gl ZF VIBY WAS &<213t# ™ #esxcli software vib list | grep epsec-
mux HE S AP,

AA 278 A sleH ESXi TA2E HH

2,

o A The WA S ST

A3 2 ESX Gl RE Z2A2E ZHUTH

ft

==

1 ps -c |grep Mux B# S Adste] dx

VMware, Inc. 24



NSX 27 2 AlxEl ojHE

o :

~ # ps —c | grep Mux

192223 192223 sh /bin/sh /sbin/watchdog.sh -s vShield-Endpoint-Mux —-g 100 -t 1000000 /usr/lib/vmware/vShield-
Endpoint-Mux 900 -c¢ 910

192233 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c¢ 910

192236 192233 vShield-Endpoint-Mux /usr/lib/vmware/vShield-Endpoint-Mux 900 -c¢ 910

2 AU ~7F AR k= 7A$ /ete/init.d/vShield-Endpoint-Mux start &=
= /etc//init.d/vShield-Endpoint-Mux restart &S AF&3te] thA] Al ZFE 4= d5Y o},

3 watchdog.sh Z2A| 25 E3ste] A8 FQ ESX Gl BE Z2A2E AW ~ # kill
-9 192223 192233 192236 &S A& 3},

T ESX Gl B8 Z2AM| 27 A4 g Y.

4 N -d FAE AFEEe] ESX Gl RES Al AU epsec-mux 2= 5.1.0-01255202 ¥
5.1.0-01814505 ~ # /usr/lib/vmware/vShield-Endpoint-Mux -d 900 -c 9109 2% &4 -d7}
SAFU Tt

5 ESXi &~Ec)A /var/log/syslog.log €2l ESX Gl & 21 WAAE gegyct. 2
&34, £FA4 ID, XE W59 dldsts o] 2utEA A A=A A,

Al : AF muxconfig.xml I}
<?xml version="1.0" encoding="UTF-8"?>
<EndpointConfig>
<Instal ledSolutions>
<Solution>
<id>100</id>
<ipAddress>xxx.xxx.xxx.xxx</ ipAddress>
<listenOn>ip</IlistenOn>
<por t>48655</por t>
<uuid>42383371-3630-47b0-8796~f1d9c52ab1d0</uu i d>
<vmxPath>/vmfs/volumes/7adf9e00-609186d9/EndpointService (216)/EndpointService (216).vmx</vmxPath>
</Solution>
<Solution>
<id>102</id>

<ipAddress>xxx.xxx.xxx.xxx</ ipAddress>
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<listenOn>ip</IistenOn>

<por t>48651</por t>

<uuid>423839c4-c7d6-e92e-b552-79870da05291</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/apoon/EndpointSVM-alpha-01/EndpointSVM-alpha-01.vmx</vmxPath>

</Solution>

<Solution>

<id>6341068275337723904</ id>

<ipAddress>xxx.xxx.xxx.xxx</ipAddress>

<listenOn>ip</IistenOn>

<por t>48655</por t>

<uuid>42388025-314f-829f-2770-a143b9cbd1ee</uuid>

<vmxPath>/vmfs/volumes/7adf9e00-609186d9/DIpService (1)/DIpService (1).vmx</vmxPath>

</Solution>

</Instal ledSolut ions>

<DefaultSolutions/>

<GlobalSolutions>

<solution>

<id>100</id>

<tag></tag>

<order>0</order>

</solution>

<solution>

<id>102</id>

<tag></tag>

<order>10000</order>

</solution>

<solution>

<id>6341068275337723904</ id>

VMware, Inc.
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<tag></tag>
<order>10001</order>
</solution>
</GlobalSolutions>

</EndpointConfig>

Gl Thin Agent &1

Thin Agent= VM A|2E OS] AX 51 AFgA 222 AF F K

i
iy
XN
L
°
O

2242 9 AF WA

Thin Agent® Gl =2Fo]H<l vsepflt.sys, vnetflt.sys, vnetwfp.sys(Windows 10 ©]’3) &
TAE A AFHT.

Thin Agent 271& VCenter 271 ¥1E59 dF2 ESX| &2E9 IFUY. 21 4=
£ /vmfs/volumes/<datastore>/<vmname>/vmware. log%d Y t}.
o : /vmfs/volumes/5978d759-56¢31014-53b6-1866abaace386/Windows10-(64-bit) /vmware. log

1

Thin Agent WAl A = <timestamp> <VM Name><Process Name><[PID]>: <message> @2
= EY o

Guest: vnet or Guest:vsep oFee] =1 dAldlA = sld Gl =etelH ot ddd =1 WA A 2 t¥ 1
AR S 2d 2 FA Yo

o .

2017-10-17T714:25:19.877Z| vcpu-0| 1125: Guest: vnet: AUDIT: DriverEntry :
vnetFilter build-4325502 |oaded

2017-10-17T14:25:20.282Z| vcpu-0| 1125: Guest: vsep:

AUDIT: VFileSocketMgrConnectHelper : Mux is connected
2017-10-17T14:25:20.375Z| vcpu-0] 1125:

Guest: vsep: AUDIT: DriverEntry @ vfileFilter build-4286645 |oaded

2017-10-17718:22:35.924Z| vcpu-0| 1125: Guest: vsep: AUDIT:
VFileSocketMgrConnectHelper : Mux is connected
2017-10-17718:24:05.258Z| vcpu-0| 1125: Guest: vsep: AUDIT:
VFileF|tPostOpCreate : File (#WindowsWSystem32WTaskstMicrosof twWindowst
Sof twareProtectionPlatformSvcRestar tTask) in a transaction, ignore

o|A]:vShield Guest Introspection Thin Agent =zlo|¥ 7] A&
gMa 84 e vmware.log 9 ¢ 2AdE AMAA FUPT ¢ YOBR WP BE PUE 5

A3 Folles vz g R=S Sk == AFste Ao FFUH
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o] Al A Windows #A~Ee & F4dlck Futh. g 22 S F487] Ao @] xEe v
4% Aol T @425 WS % Held @AM DL Microsoft 714 A2 BA
136393< FZ3HY Al

Thin Agent =gte|H ol thet g1 27 S AHEStE S A4 otefw:

1 A1z > As(Start > Run)S Z2 34t regedit® ¢33t &Ad(0K)S U, gA 2~
E] #137] Feol 4yt AAg W€ Microsoft 7% A8 4] 2569865 FHZsH4Al

2 HA=EP #AY7E ALt v 718 A FYH
HKEY_LOCAL_MachineWSYSTEMWCur rentControlSetWWservicestvsepf | tfparameters

3 A= A4 W W5 7] oleel ol ¢ DWORDE A4 FUL o213 % A& i 163
52 Agaok gyt

Name: log_dest
Type: DWORD
Value: 0x2

Name: log_level
Type: DWORD
Value: 0x10

log level 7] W4 7]9] & 3k

Audit 0x1
Error 0x2
Warn Ox4
Info 0x8
Debug 0x10

4 VA AGoR Y ZEZES
Ay Eefoln 2 gz =) T

® f|ltmc unload vsepflt

oR
ru1o

A& sle] vShield Endpoint 3 Al ~H]

® f|ltmc load vsepflt

7Hd Al~"lell 9lE vmware.log Tl A 2 g5

tlo
0
tlo
B
32
Iy
°
v

vShield Gl VMIEHZ ZAA} Egtoly] 7] A&

g1 A& vmware.log & 284S F e AFG7HA] FHPE F Jenz dad 2
S FH% Fole HE O REE AMESHA] ¥RE A st Flo] 5

il

HH

ok St dAA=EE FH5H7] Ao dA=Ee M

o] Axlo A= Windows #HA AET S 7%
el g Bolo o3k zpA e &S Microsoft 715 A& £A4

& Aol U, dA=Ed

1363932 FEsHHAIL

1 A2 > A3 (Start > Run)= S F Yt} regedits A4 st FA(0OK)& %@.@Hﬁr 2 P
Eg A77] Fol 49Ut AAE W& Microsoft 71& A& £4] 2669863 AL
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https://support.microsoft.com/en-us/help/136393/how-to-modify-the-windows-registry
https://support.microsoft.com/en-us/help/256986/windows-registry-information-for-advanced-users
https://support.microsoft.com/en-us/help/136393/how-to-modify-the-windows-registry
https://support.microsoft.com/en-us/help/256986/windows-registry-information-for-advanced-users

NSX 27 g Alz=H] o|iE

2 YA ~EE AYFUD

Windows Registry Editor Version 5.0

[HKEY_LOCAL_MACH INEWSYSTEMWCur rentControlSet#Servicestvnetf | tWParameters]
"log_level" = DWORD: 0x0000001F

"log_dest" = DWORD: 0x00000001

3 71 Alzdle A" ST

vsepflt.sys ¥ vnetflt.sys 21 34 A

log_dest #A~Ez] 4% DWORD: 0x00000001 A3t Endpoint Thin Agent =gto]H
7F g A 27Ut} oA (Sysinternals =& windbg?l DbgView)E Adste] g &8
= AAFU

T log_dest HAI~Eg 4% DWORD:0x0000000028 A& &+ dxUG. o 25 =gkolH
2+ ESXi Z2EQ & 713 Al2El E9o & vmware.log Sl dE U}

UMC 27 A&
Guest Introspection UMC(AH&2F BE 4 84)+= HSH 7 Al 2H9] VMware Tools A
Hl 2 oA A gyt

1 Windows XP % Windows Server 20034 = 7 & C:#WDocuments and SettingstAl |
UsersWApplication DatavMwareWVMware ToolsWtools.confell A 8FA] &2 7% tools config I+
d-S AT Y T

2 Windows Vista, Windows 7 2 Windows Server 2008 & 4=
C:WProgramDatatVMWar eWVMware ToolsWtools.confoll 2134 &2 A% tools config LS A
Ayt

3 tools.conf Lo ths =& F71sle] UMC 74 84 27 & A1 88te= A%

gt

U,

[logging]

log = true

vsep. level = debug
vsep.handler = vmx

vsep.handler = vmx A% oAl UMC 74 &4% ESXI
vimware. log It o] 2 19lstht}.

sEY 8% A Al ag Ede Qe

fo

e 44 208 A UMC 74 22 277k A48 27 shdel g8y,

vsep.handler = file
vsep.data = c:/path/to/vsep. log

Gl EPSecLib 2 SVM &1
EPSecLib™ ESXi 34E ESX Gl 25 (MUX)d|A oj#l e Z=a18]T},
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21 A2 9 AE XA

EPSeclLib 221 A=
/var/log/syslog

var/run/syslog

] o
S =

EPSecLib "lIA] A& <timestamp> <VM Name><Process Name><[PID]>: <message> 34

T EY T

[ERRORI] otele] dlAl= wIAIAIe] f&o]lal (EPSEC)+ Guest Introspectiono & #A ¥ =

A& YEpd YT
o :

Oct 17 14:26:00 endpoint-virtual-machine EPSecTester[7203]: [NOTICE] (EPSEC)
[7203] Initializing EPSec library build: build-00000

Oct 17 14:37:41 endpoint-virtual-machine EPSecSample: [ERROR] (EPSEC) [7533] Event
terminated reading file. Ex: VFileGuestEventTerminated@tid=7533: Event id: 3554.

24 /‘*xl

Gl SVM Wl 74 2421 EPSec gtelB el g]d tfg v 1 273 A&3t=s 4%
1 NSX ManagerollA & 435 7F4 < Gl SVMe| 2 ad Yt}

2 J/etc/epseclib.conf & APt hg& F7HFU

ENABLE_DEBUG=TRUE

I R

ol

ENABLE_SUPPORT=TRUE
3 chmod 644 /etc/epseclib.conf H& S AaPslo] A& ATS AAIYT.

4 Jusr/local/sbin/rcusvm restart M& S Adsle] GI-SVM Z2ZAHAE A Al &g T}

|

| A]

olZ7 &t Gl SVMelA EPSecLibel Wl v 275 AH&st== A=, NSX for

vSphere 6.2.x % 6.3.x°l A&% 4 3l+= /var/log/messagesdlA W1 215 &

=
T

O]A];Iq, T;]}:H:l /H%]—Q- vmware. |Og B‘_],O]_Q_ 17(—16‘]—)\ 0]‘:. X]X‘]ﬂ]_xl —“:-"—Ei‘;]é‘]—)\ O]OUED‘E{

2% BE HHE £HF Foli v UWd BES ASEN Gus 44ss 2ol FHUTh

Gl SVM &1
232 A7) Aol T2E |ID B 3 AE MOIDE g913 T},

= NSX Manager©ll# show cluster all 2 show cluster <cluster 1D> ¥ &< 2 Fgyct.

of :

nsxmgr-01a> show cluster all

No. Cluster Name Cluster Id Datacenter Name Firewall Status
1 RegionA0O1-COMPO1  domain-c26 RegionA01 Enabled

VMware, Inc.
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1

2 RegionA01-MGMTO1  domain-c71 RegionA01 Enabled

nsxmgr-01a> show cluster domain-c26

Datacenter: RegionAO1
Cluster: RegionA01-COMPO1

No. Host Name Host Id Instal lation Status
1 esx-01a.corp.local  host-29 Ready
2 esx-02a.corp.local  host-31 Ready

AA 27 e gl o BES AT

GET https://nsxmanager/api/1.0/usvmlogging/host—##/com.vmware.vshield.usvm
GET https://nsxmanager/api/1.0/usvmlogging/host-##/root
A 27 AHE WA g HWE S AP

POST https://nsxmanager/api/1.0/usvmlogging/host-##/changelevel

## Example to change root logger ##

<?xml version="1.0" encoding="UTF-8" ?>
<logginglevel>
<loggerName>root</loggerName>
<level>DEBUG</level>

</logginglevel>

## Example to change com.vmware.vshield.usvm ##

<?xml version="1.0" encoding="UTF-8" ?>
<logginglevel>
<loggerName>com.vmware.vshield.usvm</loggerName>
<level>DEBUG</level>

</logginglevel>

23E AAAsEE o5 39S A3 FY o
GET https://NSXMGR_IP/api/1.0/hosts/host . ###/techsuppor tlogs
Send 2 DownloadZ A &gt}

ol HE & Gl SVM 215 A sta oA S techsupportlogs. log.gz FL &2 A AU, tw 1
@78% vmware.log $9< 248 4 At AW7A 2UET 4 oz P RE PR
T Fol= vlZ U BEE AMESHA] REF AAstE Ho] EHUY.
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AR oHlES] AL AAEE= AR Ve AY 22 3, VMware A Au] 20 EoJ7) 9l &
=3
= NSX Manager 7% ¥ 205 FH3EHE NSXE 7& A 270 th2=g IR A Q.

" NSX Edge 71% A9 212 $33t2id NSX Edgedl W3 7|% A9 271 Jeecs 323
AL

TAE 7|E AY 235 3358 export host-tech-support W& (NSX &4 a2 7}o] =9
TEAE b BA s AT Fx) S Al e

iy

},

ol
rr

= VMware A AH]zo #olste™ "My VMwareol A1 838 3
"(http://kb.vmware.com/kb/2006985) & #H X342 2

NSX Edge 9|4 73A| 5713 53

AN o|HES] A5 ARG E 2oz NSX Edgeel digh A 5718t a0 slxyth. A4 )
2 NSX #z] 7le]=o 4 "NSX EdgeE NSX Manageret 244 571382 Zxe4 A 2. A
718t A4S FE Adelm NSX Edge VME A F& ),
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Z
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£

E
®m  Service Composer A 2H o]

" G| SVM Al 2E ojWlE

®  SVM Operations Al =& o|HE

v BA e 5718 AlzaE ouE

B NSX 3 Al2EH oW E

weld YEND AzE oiE

ID g3}e Al=g] ojHE

T AE FH) A 2H oHIE

Heb Alag o

o] EANE U7, 913
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m

b
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Hir
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olWlE 2 Axs} E7
= oJWIE Azt A
11002 A4 oy e
11006 A ofy &
230000 a4 oly e
230002 ¥ o &
240000 Rk ol
B -
A by A|&F) o)l
o] EANE 47, A9 EE B 47

VMware, Inc.

o[HIE w]X]|%]

vCenter Servero] 43 4
UFUTE. AHEAF o] F B
St AREAFUL
(Unable to connect to
vCenter Server Bad
username/password. )

vCenter Server 4do] 4
= %Yt (Lost vCenter
Server connectivity.)

NSX Manager <l SSO -4
2ke} s (SS0
Configuration Task on NSX
Manager failed.)

SSO STS F&eldE 40|
BHAFYTF.(SS0 STS Client
disconnected.)

[}

A5 A 55 {0}
< 718 FYTh. (Added an
entry {0} to
authentication black
list.)

s

v

vCenter Server 7ol AsjalFYct.
2+d: vCenter Server 74 o] &ulEx] <}
SutE A4 FHo] Al TEdEA Fody
ot NSX #g] 7Fol =4 "NSX Manager
o] vCenter Server 55" 2 NSX &4 3l
A 7}o]=e A “vCenter Serverd] NSX

Manager 9442"& x4 A Q.

vCenter Serverel t]g AZdo] £
Eh=

2] : vCenter Servere] 9472 A7} &
A Z2AFEY T NSX #4 a2 7lo] =ell A
“vCenter Servercl NSX Manager 944”
2 "NSX Manager &4 &l 2”& #x35H4]
Al Q

<.

ofy

SSO(Single Sign On) F4¢l A3 d &Y
o olf2e A5d A4 59, 238 74
o

Azt E718F A3l So] dFYH.

Sign On #4"& x4 2. =g NSX
a2 ko] =oflA] "NSX SSO %3] AlH]

2 7 AHRE AR A Q.
NSX Managerg SSO AH]xdl 5&3174]

971} SSO Ml 2o U@ Aol &4
#4d.

29 Axd 2E 5, B8 Ay 24 2
YEA A4 A9 22 +4 A7 e

Al gAY, o] oWE=
e BAR Qe YT &
¥4 "STS Au] 9] SSL
T 0e
“(http://kb.vmware.com/kb/2121696)
2 e F2 Qs 23] Aulze] g NSX
Managers ¢ % PSC(Platform Service
Controller)ell &&3tA] &g AW AFA]
A lo] =l=A] &5
“(http://kb.vmware.com/kb/2132645)

= FEsAl L.

AZHE HaAd

54 1P $48 2E A8A7} 108 A%aA
=39le) Asigom 30% B ARG

A A Bet FAE AR T
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ollE =1 ARt EFA

= oWE ¥7A4E H olME WA

301001 218 ol 8 TAEA FE 4 Y
o 27} A PE T
(Filter config update
failed on host.)

301002 Azt oly o e FAdo] wNIco] A &5
A EkHFUTE. (Filter
config not applied to
vnic.)

301031 A4 ol e SrEdA ety 4 ¢
ol =7t A a5
(Firewal | config update
failed on host.)

301032 Az ol wske 2 S wIce A&

A
A syt (Failed
to apply firewall rule to
vnic.)

VMware, Inc.

2E7 BY 7S FA/TE BN o}ﬂ =
U gule]l = /dev/dvfiltertbl & 9] &

s AE~E gl Agf o] frof thalA = 7]-7k
Jol'= NSX Manager
»E 4 VIB M7 Bdx ¢ 4
agel= A7 A 7 UAF

ot EA7F A& 5 W NSX Manager ¥ &2
Eo 3 71 A 238 FH&
VMware 714 Aol &2t Al &

ol
ol
T
l
1-0 A
_EL
N

e F4L vNICe 44317 Edq 5
7hedk 9]l ZE 4 €], 7w w4
dulolE A, o] e A gy

Q&R n Y EYA 344 (NetX) A
o A WA EE = 9l &t}

24l ESXi 2 NSX Managerel gt 7]<

]o‘] ﬂ'é"% +3 o]';ﬂ_ VMware 7]5 ;(] ojq]

o}, iiE"ﬂ 219138k /var/log/vsfud. log
Hd& FHE F AAE g e AP
https-//<nsx—

mgr>/api/4.0/firewal | /forceSync/<host-id>
o} F71SHU (NS X &4 a2 7tol=e] "&
b sk #A sl AT i E) . SAEdA] oA
8] T4 sy FAE fulolEY 4 glod
NSX I\/Ianager 2 T AE Y3 7E AL
235 FH3 F VMware 7]1& Aol £2
BHA] Al 2

Wald 512 Z vNICe] & &34 % Fy ).
281 vsip A8 Yol FEe o f vl Re vt
DA RIS Al £ (NSX #e] 7fol =9 "
gy CPU 2 t=e dAzk ojlHE Hr)” 2
Z). wA7F A&E™ NSX Manager 2 &
2Ed| g 7]& A Y 2aE FH5
VMware 714 A el Zo]at4 A 2. sy
T2 VNICH A&ate ¢ S2E 22
(vmkernel.log ¥ vsfwd.log)el 71zte]
gE)o] dE=x] Fli A L.
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oWE 3
= olWlE Azt
301041 914
301051 A7y

301061 A4

301062 Azt

VMware, Inc.

ohs

b

oh s

t}. (Container
configuration update
failed on host.)

dA S| Ty

STAE
AU (Flow missed on
)

T ~EA Spoofguard T+
4 el BV A
t}. (Spoofguard config
update failed on host.)

wNICell SpoofguardE 2 &
skAl R FU T (Failed
to apply spoofguard to
vnic.)

2

3

YEY A 2 2ot Aoy T4 BH =g
}J—LHEU/\L]Tjr 7] k= AH o] 1 ]% al A

Z}C{.ﬂ: vsip 7%%—3_ ?JOH Tt?ﬂ O#v UﬂJ-Qﬂ
AR B4 Al 2 (NSX &) 7tol=9 "
shd CPU B =g A oWE Ko 3¢
Z). FA7F A4 NSX Manager 2 &
2Ed Qg 7% A9 205 £
VMware 714 Aol 2|34 Al 2. AE o]
Y #4< vNICe] A&3ste Bt S ~E =1
(vmkernel.log ¥ vsfwd.log)ell 713te] =

EECIDER IR RS

st o) del Az B H 7Hd AlaE b

35 dole7t AAlEl e NSX Manager

2 gAY AFsA ZPFU

2 vsip A gl SEg o F vlRe] vt

A=A 8 vsfwd Wl EeE] Ab-g-gFo] B] A Algh

< dolubA] geA FRleH Al 2 (NSX #e

7tel =9 "ialy CPU 2 wixe] Ak oWl
E B Zx). A A&

NSX Manager % Z2Ed] th3t 71& A9

235 $£38t2 VMware 7€ A gl &2

o
folr
|
I
2 |
fetl
X
N 0
_QL
£l
=
E
>
«Q
<3
<
o
=
Q
S
«Q

https://<nsx-
mgr>/api/4.0/firewall/forceSync/<host-id>
9} 718U TH(NSX &A] a4 7ol =9 "&
A kske] 24 4" %), SpoofGuard T+
dol]l 4738 Aozl NSX Manager 3 =
2Ed| gt V& A 2aE 5t
VMware 714 Aol Z234 Al 2. 210
5 2E7} SpoofGuard 7745 47 7]3te]
23] A=A A AIS

SpoofGuard= vNICel 2 &8tx E3<5

)

19 T2E FH) AAs msieA 1Y
2Ed 2 Jﬁh"’_ /var/log/vsfwd. log
A Z s 43S AP
https://<nsx-
mgr>/api/4.0/firewall/forceSync/<host-id>
9} 718U TH(NSX &A] a4 7ol =9 "&
2k kel Fa) S|4 x). SpoofGuard T
doll o738 Aol NSX Manager 2 =
2Ed| gt V& A 2aE 5t
VMware 715 A el 2]t Al 2
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olMlE 2
= oWl A7}
301064 Az
301072 A

301080 A4

301081 A%

301082 A%

301501

VMware, Inc.

ohs

b

o s

ot s

o2

SJHIE. W|A]7]

vNICel thall SpoofguardE
AR BES kA
2l HFYth. (Failed to
disable spoofguard for

vnic.)

dAA fEe Aol AR
22 W AAEA] Xl

t}.(Failed to delete
legacy App service vm.)

Wl CPU LAkl =g
F5UT (Firewal | CPU
threshold crossed.)

ek v e] gl A grel =
g FYTH (Firewal |
memory threshold
crossed.)

s}
ConnectionsPerSecond 7
ol =2 HFUTh.
(Firewall

Connect ionsPerSecond
threshold crossed.)

{host ID} Z2Eo| tjst
shy 74 gHolE WA
{version#}e] Alzto] Z3}
HAFUT, s ~EQ s}
8 A2 {version#} WA
o2 Fr1gEYr.
(Firewall configuration
update version {version#}
to host {hostID} timed
out. Firewall
configuration on host is
synced upto version
{version#}.)

0$~

v

vNICel el SpoofGuardE Al&3HA] &=
= AR ZPHFU

291 NSX Manager 3 $2Ed| gt 7%
AP 22 £ VMware 7% Aol

A L

vCloud Networking and Security£
vShield App B2 VM& AHAI8HA] 38+
yo

) NSX dglel = 7ol =¢] “vShield
Appes 4t st o g flagol=" AatE
wgteA] el

vsfwd CPU A& A gkoll =23
Zhd: NSX #He] 7ho]l =ellA] s}
W= A HE B7])” AAs X
L. ZAE BAaA LS
Yok, FA47F A& NSX Manager 9 &
2Ed g Ve Ad 25
VMware 715 A 2] aH4]

n:>' ‘D’
oy
o
td

vsfwd 2] A fkel] =2 ]
X—}(ﬁi NSX #g] 7}—01501]}\-] ”Hg—:a]_}:_ﬂl CPU 2
W mg] AAZE o|HE K7 AAdS

2. P38 et el MEAD % et
A"elHe] £5 Fole Zie 3}

ghs gen

LU

= =
9 g3 5 FolyHd appl|edTo LS A}
st Al 2. A 7F A4 =™ NSX Manager
2 S AE Y3 7 E ANY 2aE FH5
VMware 71& Al #2342

A7 JARe =L
H: NSX #e 7hol =4 "g3hd CPU 2
uﬂﬂ QA oIME B AN F2AAA

£E9 VM 24 dd E FolE
Feto] BAE )4

Z 3 vkl

T 2E7F sk 74 YUl EE A gfste )
_‘Ti‘_\éﬂ] Aogo%ouq cE]E] ]E /‘]Zl'o] Z3
AFHTH.
X—}ﬁ vsfwd7} 28t ex ¢ F2o] TA2ER
AAE L A=A FAFHTE NSX 24 314
ZholZ el A AR ek #A| Sl A"S FEst
AAIS. A 7F A4 NSX Manager 2
T2E Uig 7l AYd 28 s
VMware 71 Al 2934 2.

($]
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configuration update
number {number#} to host
{hostID} timed out.
Spoofguard configuration
on host is synced upto
version {version#}.)

{cluster ID} F&]Eol o
gk weke A WA
{version#}=(&) AlAISHA
EAFUTH A U &2
2IOE FRIAA L
(Failed to publish
firewal | configuration
version {version#} to
cluster {clusterID}.
Refer logs for details.)

{cluster D} Z2l2Ed i
gk e oY HulolEE Al

ABA EREIT A
Wee 2ag Fxa4A

2. (Failed to publish
container updates to
cluster {clusterID}.
Refer logs for details.)

{cluster ID} F&]E ol o
3 spoofguard GHIC|E
Al B2 EdlFUTH, AHA
g U8 28 Fx4
Al Q.. (Failed to publish
spoofguard updates to
cluster {clusterID}.
Refer logs for details.)

{cluster D} Z&12=Hd 4
zﬂ, ;q]g Z=2 mq]o]g,e_
AABEA] ZdFUTE. AA
gty g 2aE Fxsh4
AL, (Failed to publish
exclude list updates to
cluster {clusterID}.
Refer logs for details.)

ojHE 3 AR} E2A

= ojWlE Azt ¥ oJHIE. w|A]z] a4

301502 A4 ol e {hostID} T2E°| th3t F2E7} Spoofguard 74 HCIEES Az
Spoofguard 74 ElolE  3dte H 2% @A LLEHAom JHCE AT
NS {number#}el Alzto] o] 2IEAFUT
2oE9FUT. T2ES 29 ysfwdrh AEBSEASS FHo] TAER
Spoofguard /-2 AN 2 9= golgdrl, NSX &4 14
{version#} WMo 2 F7] sl "Hat Wy RA A" Fzs}
3tgYytt. (Spoofguard ©

AA S A 7F A4 NSX Manager %
SaEd g3 Ve A 235 FHsta
VMware 715 A el 2] a4 A 2

2B Ee 3ty o]t 52
2 AABHA P FH
D NSX 4] 812 shol=e 4] "5ab s}
A A" E FRIAA . FA L A FE
SX Manager ¥ T 2Ed| tg 71& A
2% FH3ta VMware 715 ALl &

sl L.

Eol sl st

rﬁrﬂﬁ.&i JENN
ZHUEQ‘ :L]_u

Ze 2~ e ol o] TAE el UE
=8 Bk A"ely dulo]EE AlASHA] X

29l NSX #4] a4 7fe] =oll A "&4k w3}
W 24 ] 27S Fxetda e, EAVF A&

J

W NSX Manager 3 S2Ed] g 7] A
Y 232 $£4383 VMware 7€ A Qo &

o sHA Al L.

Fel2E B sy o]t T2E dd
SpoofGuard fH | EE AA A £33 H5Y

=3

2k NSX &4 2 7he] =l Al "4k whs}
W A 2 FEReA L. AT A&
W NSX Manager ¥ S2Ed g 7<= A
9 232 £¥83m VMware 7% Aol &

oAl &

Zel2E X 3 o] S2E tE o€
EZ JHo]ES AASA HIFUT.

2] NSX 241 sl 7hel=ojl A "Eak e}
W 2A A E FA L EAITE A&y
W NSX Manager 2 T2Ed] tjd 7% A
% 235 $£43%1 VMware 71& Ao &

o shd A .
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o|HIE 3. 7RI} EA
= ol g 2 o|WIE. w|A|z] a4
301508 A4 ol & {hostID} Z~ES %713  API https://<nsx-mgr-
kAl lFy k. A g ip>/api/4.0/firewall/forceSync/<host-id>E&
W& 2as FxstAl B BEd Al F718F 25lol A AdF .
<. (Failed to sync host 2ol NSX A el 2 7ho] =ol| A Ak uk3}
{hostID}. Refer logs for W 2a S A7S 2N 0. Al A&
details.) ™ NSX Manager ¥ Z2E0] g 7]% A
d 235 £33t VMware 715 A9l &
oAl L.
301510 ol & Ze] =B e ZA 571 APl https://<nsx-mgr-
st Argde] dadFUt. ip>/api/4.0/firewall/forceSync/<host-id>
(Force sync operation E 3 sty A w713 Aol Addsy
failed for the cluster.) =3
24 NSX Manager % Z2Ed t3t 7]
A 2aE £33t VMware 71 A9
s Al
301512 ol & wekelo] {hostID} SECA A BeEo] Ao r HX Y
[{hostID}] ZAEe] AX AFH
HAFHT)Firewall is 2] vCenter Serverel & >
instal led on host Networking & Security > 232 ©] &3}
{hostID}[{hostID}].) o [E2E #¥]] 915 A9yt ek 4
7t 52082 A=A Gl
301513 g ofy & Wwskele] {hostID} S E A A #El o] A AFUH
[thostID}] =2=BelAl Al gar wape) 74 84 xﬂﬁoﬂ oqw e
AAAFHUS (Firewal | is  NSX Manager 2 &2Ed]| thg 7]1% A9
uninstal led on host 232 FR8t1 VMware 714 A Qo &2
{host ID}[{hostID}].) A4 9.
301514 oy g e 2H {cluster D}l W Fe2E oA B4k Waido] Aoz X
st & AR HAFU
(Firewall is enabled on #+e] . yCenter Serverold & >
cluster {clusterID}). Networking & Security > A3 2 o] 53}
o [52E #¥]] §& A9zt s A
7t s 08 FAEEA Rl
301515 ol & Wshe o] 2] 2~F el 2Bl A 4t Bk o] AAEAFUT
{cluster D}l Al AAHD oy BA Wabe] 1A o4 A Ad o] As A
FUTh (Firewall is & NSX Manager 3 E2E9] g 7]
uninstalled on cluster % Y 238 4381 VMware 715 A ¢
{clusterD}.) o] EolslA .
301516 ohqs 228 {clusterID}oll W ZFe|xElo LE TAEA B wado] A
ﬂ@%ﬂ%ﬂﬂ°“ﬂﬂ- EHA FE5 A EAFUT
(Firewal | is disabled on  =¢): &1 @& =<lo] gl T},
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cluster {clusterID}.)

39



NSX 27 g Alz=H] o|iE

olMlE 2
= oWl A7}
301034 Az

301043 Sk

301044 A4

301066 Azt

301100 A3
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ohs

o

o s

e

to apply Firewall rules
to host.)

Aelol 42 wNiCel A
&3k ZEFU . (Failed
to apply container
configuration to vnic.)

Aoy 7S T 2E
#g3hx 2@t
(Failed to apply
container configuration
to host.)

Spoofguard 4= S

of A&3stA % %‘41'%
(Failed to apply
Spoofguard configuration
to host.)

timeout configuration
update failed on host.)

A

A ke qp2 AlAd g A 85k RPEU T
2 : vsip A Poll TS A H= st
A 2elaH Al 2. (NSX Bel 7hol=e] "
3l CPU 2 wixg] A oWE Hr]” &
z). #A7F A& NSX Manager 2 &

2Ed Uig 7lE Ad 2OF FHsa
VMware 714 Aol 2]t Al &

HES I == Bt Aoy 48 A &35HA
ZPFU

24 vsip A gl SEg o F vl=el vt
AEA Al Q (NSX #e] 7lol=o] "
3 CPU 2 wi=a] JAG oWE Br)”

Z). wA7F A5 NSX Manager 2 &
2B U3 V& A 2aE P
VMware 7] A EolaldA 2.
HES A =& Bet Aoy 48 #8314
EdFYT

2491 vsip AE Foll FES o 7 v =e vt
UEA FoEHA 2 (NSX #e] 7lol=9] "
sty CPU % vl =gl dAGE o|WlE B7]” 3

z). #A7F A1&5EW NSX Manager 2 &
2Eo g 7l& A 228 FF 5k
VMware 715 Aol 2] sH4 Al 2

vnicel & SpoofGuardg A-&34 & ¥
PHF

2 vsip AE Pell Fwe oA melst

AR Bt Al 2 (NSX #a] 7)o ]E«l w
b CPU 2w e] AR ol E Br)” 3
Z). A7 A%EE NSX Ma ‘;‘ o

2Eo Uid V& A 2aE —rxa‘ 0}3’_
VMware 7]& AL o st Al 2.

Wake A4 Erolu] AIZF 23 S ol E
sk FEglFU T

29 NSX Manager 3 S2Ed tjgh 7]
XD 22 F£883 VMware A Au| 2~
o oAl L. a5 £33 Fo REST
APl https://<nsx-mgr-

ip>/api/4.0/firewal | /forceSync/<host-id>&
Abg-ate] Wheld A& AR U188 A Y
AR > Z2E FH|Z o5 F ZgolA A

2 77 E7)3kE A8 g
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oJHlE = AB7 EA

= ojWlE Azt ¥ oJHIE w|A]7|

301101 Az ol e wake A 23 A4S
wNICel # &3k A FY
t}.(Failed to appl
firewall timeout
configuration to vnic.)

301103 ks oly & wald A7 23 AL
T2Ed AgeA RAH
Ut} (Failed to apply
firewall timeout
configuration to host.)

301200 A% ol & fZef Al 2 FEat
55 40 AFHAFY
k. (Application Rule
Manager flow analysis
started.)

301201 4z oy e fEe) Aol T el
58 Aol Asgsyn.
(Application Rule Manager
flow analysis failed.)

301202 Az oy 2

AEelAolA TH e
of digh & EAlo] ¢k
= AFYTH (Application
Rule Manager flow

analysis completed.)
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b
lo
Z
[0)]
<
m
a
Q
(0]
=2
=
e
>,
[
i)
o,
=
|m
=
>,
N
i
i
of,
ot
°
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i ot
]
f

o
oft
g0

dlo

13001

oo S
o
0

13002

13003

13003

Yo, dEY AV Ty
RS F AFYHT. (None
of the NSX Edge VMs

found in serving state.
There is a possibility
of network disruption.)

NSX Manager 7} Z5t¥ 7
Bl 2] NSX Edge WM(vmld :
{#}) & ZdFUT. A
7187 83Tt
(NSX Manager found NSX
Edge W (vmld : {#}) in
bad state. Needs a
force sync.)

NSX Edge WM} FA4l31A]
P HYUTH (Failed to
communicate with the
NSX Edge WM.)

NSX Edge WM(vmid : {#})
o ol AR . (NSX
Edge W (vmid @ {#}) is
powered off.)

vCenter QI Ez]of 4]
NSX Edge
Appliance(vmld: {#})=
2 glEyTh (NSX
Edge appliance with
vmld : {#} not found in

the vCenter inventory.)

vCenter <1l E 2]l A
NSX Edge WM(vmld: {#})
< 22 F IFY
(NSX Edge WM (vmld :
{#}) not found in the
vCenter inventory.)

v

NSX Edge VM2 ©] elelA Atgez S5y
th. o|WlE Z= 30202 =& 30203 2= ERES
51 5H1A 0

2¢l: NSX 24 812 kel =ol A "Edge A3 A
N2 FEAAA L.

NSX Edge VM2 Z%H
A= AEstA & 7 AU
2 A EF AR HA A A S8 EE
Agynt. As A F7187 3

7185 A=Al L.

_,d
i1t
o
_?L
e
&
oft
oy
2

NSX Managere VIX E& HAIA] W25 53
NSX Edgest EAgUTH E4 A< Edge W%
T A M E Ao Z2E FH|7F S E AR o
o w2k NSX Managerels Aegudh. o] o]l
E+ NSX ManagerZl NSX Edge<te] S4le] &
AR =S deEEY T

29 NSX #4 a2 7fo]l =l A "Edge &= A
ANA"s FxEaA 2

NSX Edge VMe] A9
28] AR G oWEY

ol AR
=

NSX Edge VM< vCenter ServerdlA 24 214
H A ZFYT NSX #E] /MAal= NSXE
vSphere Web Client 18| o] 20lA F7F B 2)
AlEojof StER o] AL A AHA U= Fgdyrt.
2]l Edges thAl Wi E3tA v A EdgeE vl EaH4]

Al Q.

NSX Edge VM< vCenter Q1M EZ | 2E &
AFU T

29l VMol A AR = 2dea] Eelatid Al
913 Fo= Edges thA Ml ESAA <.

.
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i ot
]
f

oo S
o
0,

oo b
o
0

do Qb
o
508

T 0E
A7t FHE
’\14\’4- (None
of the NSX Edge VMs

found in serving state.
There is a possibility
of network disruption.)

{#}H( o) & %€ Edge
Firewall 7732 ¢ °]%
{#tell A8 & SlF
t}.(Edge firewall rule
modified as {#} is no
longer available for

{#h).

o]l Al NSX Edge
Appliance({Edgeld #},
{vnName #})7} 7Hd A2~
d Bhdge EE 9t
ST}, (Powered-on NSX
Edge appliance :
{Edgeld #}, {vmName #}
violates the virtual
machine anti-affinity
rule.)

AZPgE VIX Q7R 3
NSX Edge WM &8l HA&
sl Zelgy ek, wnel
gk F7F Ae AAs
AHEEHA] s A
AFHC. dH AAE
ANt WS A )
EtAY Al F71 85t
4] A1 2. (NSX Edge WM
heal th check failing
with critical vix
errors. Further health
check is disabled for
vm. Please redeploy or
forcesync vm to resume
heal th check.)

v

Edge VMe] NSX Managerol|Al il 78l 57
Hhg-shA] ek Th

29l Edge VM 2ol AA l=A] FRlahid Al L.

O th Edge 215 F3e 1 VMware 714 A
Aol FoJati] Al

wake 2o Z5E GroupingObject(IPSet,
securityGroup 5)7F Yot
2] ek S oA gelsta
s AT

e guol=

NSX Edge 2784 e wls % 717
F2Ed AFOoR ALIBR 2

o
Edge VMo| B FL4g ST ~Eofx] A=
SRsaAR=
¢}: vCenter Server® ©] &3 & b5 73
314 Al 2

to 2 o

HESA $F oz A3 VIX A4S 53 Edge VM

oo BEilo] wHEHo g AT & gyt

24 NSX Edge’Zt ¢®3t= 2% NSX Manager

% NSX Edge 714 A9 218 #3349, a2
= AA B718kE FA g EA7E A &Ed

NSX EdgeE oAl vl 2 Al 2 (NSX #E] 7tol=

o] "NSX Edge T M %” #%).

F3 oA MEE AGS FE AQUUT 94 3
A BAHE FAD 5 BAS AAHA gow g
LEERRES
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i ot
]
f

o
oft
g0

dlo

L)
off
2

oo

13010

oo S
o
0,

do S
oft
5

oo b
o
£

oWE w7

Edge {EdgelD#}, WM: {#}
ol A A WS {#}el
g AL A S AAIEHA
syt AAE U&
25 FRIAAL.
Al &8 B &
FUth. (Pre rules

publish failed on edge:
{Edge|D#}, vm: {#} for
generation number {#}.
Refer logs for detail.
It may need forcesync.)

%0 o rlo

NSX Edge”t 74l &713k
=AUtk (NSX Edge

was force synced.)

NSX Edge(vmld : {IP
Address}) 7F 25tE AE
duh. A E71387k
Z a3k, (NSX Edge
(vmld : {IP Address})
is in Bad State. Needs
a force sync.)

NSX Edge CPU Al-&-o]
Z7HIFUT {#} 44
ZEA e #19YT.
(NSX Edge CPU usage has
increased. {#} Top
processes are: {#}.)

AESNI crypto <lxle] 4l
= AFU T, (AESNI

crypto engine is up.)

AESNI crypto <lzle] o}
=¥ AF T (AESNI

crypto engine is down.)

v
NSX Edge W3}H tze] F7]5tHA] &2 deid
T AFUT. 9 9_%—‘:— Ak T2 (DFW UI/APIA

by g o)
2A =5 Tl AV Ao
i

g S

NSX Edge VMe] ZAZ 57|85 5T
2] A B8R BA|7} Sl AR gow
NSX Manager 2 NSX Edgecl W3t 71& A
235 FH3l VMware 7€ A Lol #3444

o

NSX Edge VMelq ¥ 257k waehs sl
.

A A A BT =
= sua:zm wow &

offl Hi
OEL
E
f
N
il
&
o
s
A
v

NSX Edge VM CPU &§&°] AHHo = =7
AlFY .

2k9): NSX &4 @l A 7hol=olA "Edge A A
g Aa"S FFRA L. TAF A LA

NSX Manager 2 NSX Edgecl that 71& A
23% F33a VMware 715 Al 2 a4dAl
o

.

AESNI crypto dlzlo] Aggy},
29 dad 2Age] glayh

AESNI crypto dlzlo] th= <]
29 Z 8o Zgol gyt ddd *JEH%MDP.
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i ot
]
f

do Qb
oft
58

13018

do Qb
oft
508

do Qb
oft
508

ol E wHAZ]
NSX EdgeE wixZ uj ]

A dok Fo TAE
9] CPU
/e vry gasvt
BEFU
(Insufficient CPU
and/or Memory Resources
available on Host or
Resource Pool, during
resource reservation at
the time of NSX Edge
deployment.)

TE gan

NSX Edgee] wl=z2]7} &
=3y nh. 3% Fof Edge
7F AF-BEYT. 29l 5
N ZEAAE o3 2
FUth. {#}(NSX Edge is
out of memory. The Edge
is rebooting in 3
seconds. Top 5
processes are: {#}.)

NSX Edge {EdgelD#} WM
ol & {#} 7 Axvle
971 A&k, (NSX
Edge {EdgelD#} VM name
{#} file system is read
only.)

NSX Edge {Edge!D#}
HighAvailability7} 23k
HAFUTH. W {#} o1&
{#}o] ACTIVE E= ©
FEAFYTE. (NSX Edge
{Edge ID#}
HighAvailability switch
over happened. WM {#}
name {#} has moved to
ACTIVE state.)

NSX Edge {Edge!D#}
HighAvailability7} #1 %k
HAFUTH. W {#} o1&
{#}°] STANDBY “Je 2 ©]
FE A HFYTE. (NSX Edge
{Edge|D}
HighAvailability switch
over happened. WM {#}
name {#} has moved to
STANDBY state.)

A
IAE EE fas £29 CPU 9/%E v2g g4
v =

Z(Home) > 32E % Z2 ¥ > [Cluster-
namel](Hosts and Clusters > [Cluster-
namel)> ZYE(Monitor) > 2|& o<
(Resource Reservation)¥|°| x| 2 o] F3lo] AL&
7hedt Blaa 2o dokd fAhaE g & 5y
=

A 7he e FAnE FRIe Tl 2la o oF A
gho] AFA R FYHE
T2 oAl AR A L.
NSX Edge VM2 w7} 5dYt), 57317
A8l A F-H" o] A ZE JFH T

2l NSX 24 a4 7ol =elA "Edge A Al
A S Az AI L. A 7F A S EHA

NSX Manager 2 NSX Edgecl tdt 71& A
235 FH3L VMware 7€ Aol #2344 A

o

.

NSX Edge VM< A8l ~EA] tule] »9] A
A4 ZA A,

;A9 HolEl ~Ee] F AHE-}
olslm AU AA BA|7} &

A B8 ARehoF T & A

A

=

o
2

4y il
oft o

2
o3
T

2

bl
2]
=8

HA sld o7 g glon B NSX Edge VMO]
EREEE RIS R EERE R AR
A¢): o e A= Bash geth,

HA sld o7 g glon 7132 NSX Edge VMe]
249 AejolA tr] ez AeEdsU.
A4q: olm @ A E Basha ey
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i ot
]
f

13030

oo S
oft
5

13030

oWE w7

HighAvailabilityE A&
3l NSX Edge {EdgelD}
of dis] &g B <o
HAH A FUT . (Split
Brain detected for NSX
Edge {EdgelD} with
HighAvailability.)

LoadBalancer
virtualServer/pool:
{virtualServerName]} X
REZ: {1} serverlp:
{#1ol(7}) o ez
MR AFUT
(LoadBalancer
virtualServer/pool :
{virtualServerName]}
Protocol : {#}
serverlp : {IP Address}
changed the state to
down.)

LoadBalancer
virtualServer/pool: {0}
Z2EF: {#} serverlp:
{IP Address}el(7}) %
H dHE AGEAF
t}. (LoadBalancer
virtualServer/pool :
{0} Protocol : {#}
serverlp : {IP Address}
changed to a wrong
state.)

LoadBalancer &: {0} =
ZEZ: {#} serverlp:
{IP address}el(7}) F<
FEHE WA AFYTH
(LoadBalancer pool :
{0} Protocol : {#}
serverlp : {IP address}
changed to a warning
state.)

v

HES A Asf2 s HAGC 2 FAE NSX Edge
VMellA th& VMol 22kl AeilA & gl d 5 gl
Tyt o8 g Alue oA F VME tE VMO

22kl et ok eta wekstar ACTIVE ZHiE A
23t o] & A3 MEY A/} 29E 5 dHY).
A MEAZ Az 2 Be4) 5 g6k
53 HAG 22 74E Aesol~ 3 AR 2577}
AeA FAeHIA 2
N

Ho

SX Edge 2= WA e] 71 An e Fo] v
HEuth
2k NSX &4 32 7tel

g FzaiA L.

Sold "2E WA 4

NSX Edge 2= Weixe] 7pd MW EE ZeflA U
5 o/ EAFY
o] - NSX Txﬂ A Ttol=oA] "RE

TR

NSX Edge 2= WA Zof Je|7} F9
(warning) & ¥4 554t

29l NSX Z4) a2 7lol=o A "2 W y” 4
Ag FE3MIA L.
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o

N
L~

13040

do Qb
o
58

oWE w7

local Ip: {IP address}el
A1 peerlp: {IP address}
()2 A4% Ipsec Al
do| oh FJHE WA
A EYT. (IPsec Channel
from locallp : {IP
address} to peerlp :
{IP address} changed
the status to down.)

Edge Ipsec Eld th%:
localSubnet: {subnet}°l
] peerSubnet: {subnet}
()2 AA% IPsec H
do| thE e = WA
<Yt (EDGE IPSEC

TUNNEL DOWN : |Psec
Tunnel from
localSubnet : {subnet}

to peerSubnet :
{subnet} changed the
status to down.)

local Ip: {IP address}el
A1 peerlp: {IP address}
()2 AZ4% Ipsec Al
do] & & gl AHE
HA = AFY T (IPsec
Channel from locallp :
{IP address} to
peerlp @ {IP address}
changed the status to
unknown. )

local Ip: {IP address}el
A peerlp: {IP address}
(o)= A4% IPsec Al
do] & F gl JH=
ML AFUTH (IPsec

Channel from locallp :
{IP address} to

peerIp : {IP address}

changed the status to

unknown. )

2
o,

SX Edge IPSec VPN Alde] o5 A FH .
2kd: NSX A4 &l 2 7te]l=ellA "VPN(Virtual
Private Network)” A& 2244 <.

NSX Edge IPSec VPN #lde] th¥ A FH T}
29 NSX &4 sl A 7hel =4 "VPN (Virtual
Private Network)” A4 & 24 A 2.

NSX Edge IPSec VPN Al'd e & &3 4 gl
FUt}.

2k91: NSX &4 &l 4 7Fol=elA "VPN(Virtual
Private Network)” A4-& 332314 A1 <.

I

NSX Edge IPSec VPN #ld Zel& A& 5 ¢l
FYtt.

29 : NSX &4 sl A 7hel =4 "VPN(Virtual
Private Network)” A4 & 24 A 2.
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do Qb
o
508

oWE w7

9] DHCP AW 7} A3+
A %@ Sk7] wiEeol edge
{EdgeID}<] NSX Edge
DHCP Hdlo] AJu] A7} A}
E5A g 4FEA
FUt AW 1P e
9 253 AAE &<
S Al 2. (NSX Edge
DHCP Relay service on
edge {EdgelD} is
disabled because there
is no external DHCP
server provided. Please
check server |IP or
referenced grouping
object.)

HighAvailabilitys AM&
3} NSX Edge {EdgelD}
o g B Byde
gl gl 1t} (Resolved
Split Brain for NSX
Edge {EdgelID} with
HighAvailability.)

NSX Edge {EdgelD}ell thl
g Bg Byl S
{value}¥ A= FYT}.
(Attempted Split Brain
resolution for NSX Edge
{EdgeID} with count
{value}.)

v

NSX Edge DHCP @#le] Au] 27t AHEH A &
= A syt 7bed ol f: (1) DHCP 28]
ZAl27F dH 1 oA dsyTh. (2) 9% DHCP
A7t gyt o] £A= Zeold Fxd aE3)
AAZE A2 H A7 HEd = dFUTH

2k} NSX #e] 7hol=olA] "DHCP "] +4"&

xR L.

271e] NSX Edge HA A7t A= 8418 § 9l
o 2 2 oor] dEE oA s

2kl "NSX Edge HA(z7H84) &4 a2
(http://kb.vmware.com/kb/2126560)2& =%

44 <.

271¢] NSX Edge HA A7} & Bl =1
oAl Fsta Htete ot

Rz o] oJWEd 3 Hund B HAYZLS
6.2.3 °]7e] NSX Edge E&] ol A v LAY}
2k} "NSX Edge HA(ZL7184) A4 a4
(http://kb.vmware.com/kb/2126560)< =

CEREY

o] Fol At 1Y A2w] o] ta Azw o[ E WAXE 2wyt

VMware, Inc.
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NSX 27 g Alz=H] o|iE

i
o

i

oJHIE H|A]Z]
v e

A Aee {#elx
= {#, A & Fe=
BE EAGAAN ZE ddE
A1 2. (Deployment unit old
operational status was {#} , new
operational status is {#} and old
progress state was {#}, new
progress state is {#}. Check alarm
string for root cause.)

v 97 A EAFUTE (A
deployment unit has been created.)

NSXe] Wi w9171 Jdlo] EXAFY
b B AH| 27t Sl 2E oA
AdlolEEYTE. (A deployment unit
in NSX has been updated. Fabric
services will be updated on the
cluster.)

HI 32 ©F9) 7F NSXell A AkA] 5 25y
t}. (A deployment unit has been
deleted from NSX.)

od A5 e {4}, Al
o4 A& A
e
shel s}

ol 2Bl {#}(°])7} T2Eq] ¢
Aol A ForvR {#} TrE-
Al {#} ABl2=E wEskA] Ed sy
ot AAas] A FRlsAY th
2 HolHAaEoE AT
(Failed to deploy service {#} on
host {#} since datastore (#) is
not connected to the host. Please
verify that it is connected, or
provide a different datastore.)

v v Ao Aoyt
OVF/VIB URLel AA~E 4= =A],
DNS7F A =l e] A=A,
A3 2EVF Dol deA EskA
2 .(Installation of deployment
unit failed. Please confirm
OVF/VIB URLs are accessible, DNS
is configured, and required
network ports are open.)

2ad vE

A

Bu g oMES YT
A Ag oMEYT
BE A olmE

SAE ek Helk 7 Al 2"S A%
& delgaEel S THY F gy,
4t REES LR

S 2Ed NSX A ~E AXehes Bt
ESXi 22E7}F NSXellA VIB/OVFel
AA| 238k EdlFU Tk vCenter Al
gl olWl E ©o] &<l Event Message: 'H| &
@9 Aol A gdFU T OVF/VIB URL
of AA 2T 4 gl=A], DNS7F A = o
NeA, Bod UESA XEVL &9
A=A Fols4l Al . (Installation of
deployment unit failed. Please
confirm OVF/VIB URLs are accessible,
DNS is configured, and required
network ports are open.)',
Module:'Security Fabric'e]gtal EAIH
Yt

A NSX 24| a4 7ol =5 xst
A2
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250008 =g o
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250012 =S of

VMware, Inc.

o= wlAI%]

VEA D sfue] Aulze] o
2 o] AET} B2Ed HAHAH
Ut} . (The fabric agent for network
fabric services installed
successfully on a host.)

AueY oo]AES} FXEGA A7
HAH5YTE. (The fabric agent was
removed successfully from a host.)

OVF/VIB 2t el #1217F 3 ¥ 35y
o AMu s OA] B EZs o Pt
(Location of OVF / VIB files has
changed. Service must be
redeployed.)

W e Gazel=el Adgsy
o OVF/VIB URLE Al ~3 5= Sl&

4412 . (Upgrade of deployment unit
failed. Please confirm OVF/VIB
URLs are accessible, DNS is
configured, and required network

ports are open.)

>

{#} ARl=E Zssteln {4} Anlx
7} AREo] Slofok Tt
(Following service(s) need to be
instal led successfully for Service
{#} to function: {#}.)

2
oL

o,
T
)
oo
o
E,
lu
jincs
v
uj

FE G olMEIYT

NSX VIB ¥ OVFE= NSX #xult} o
2 URLE &dl AH8-E & Ytk &
u2 VIBE oW https://<NSX-
Manager-
|P>/bin/vdn/nwfabric.properties=
ol FdfoF Ik, NSX Manager IP
227} MAE W NSX OVF E& VIB
= oA wj xS of & 4 Fy .

kel 32E FH](Host
Preparation) <A slZ(Resolve)
A& ZE38HAY systemalarms APl
Al action=resolve "7} WFE AF-E-3lo]
AEEZ IR 2.

T2E fagel= Bt EAMe] NSX
oA VIB/OVFel a4 ~3st7] %3 &
o}, vCenter Al &) oWl E Ho] &
Event Message: Bl ©$] ¢ 1@ o] =0
Aol Utk OVF/VIB URLOl A 28
F A=A, DNSZE A A, E
ac MELA 2EV Y A=A &2
34 A1 Q. (Upgrade of deployment unit
failed. Please confirm OVF/VIB URLs
are accessible, DNS is configured,
and required network ports are
open.)', Module:'Security Fabric’ ©]
2ka ZAE U

21 NSX &4l 2 7tol=5 323t

Ane.
AR e AH 27} of AR EA e
e A 2ol E&RYT

19l 2o sEd Bag A As i

SERES
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o|HE A7}
oJHIE FE &
250014 =5
250015 e
250016 e
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Sl

o

&
v=)
o
It
=
=2
f
o
b
Bl
L
o
2
o

27} Al sl ZE Y} (Error while
notifying security solution before
upgrade. The solution may not be
reachable/responding. Ensure that
solution urls are accessible from
NSX. Use resolve API to resolve
the Alarm. Service will be
redeployed.)

r

FAA AA The A A Al
2. Rl APIE AMEEt ZARE F
QIS Al . AfH] 27} BhA] w2 Y
. (Did not receive callback from
secur ity solution for upgrade
notification even after timeout.
Ensure that solution urls are
accessible from NSX, and NSX is
reachable from the solution. Use
resolve APl to resolve the Alarm.
Service will be redeployed.)

ME =5 AASHA ZPFUT. EF
A URLe] NSXol Al HAll 2~ 7hs @A,
NSX7} &FA A A4 7tsdA &
Aty L. g9l APIE AFE-3te] A
HE gt . Au| =7 Al A
Yttt (Uninstal lation of service
failed. Ensure that solution urls
are accessible from NSX, and NSX
is reachable from the solution.
Use resolve APl to resolve the

Alarm. Service will be removed.)

L

Qaelol= Ao mek £740) AP
BYE B LR BYREUD &7
Mol A2 Fhs/ed Fet okd 4 9l
e

21]) s NSXelA £541 URLel A~
& 9EA B L.

systemalarms API2] action=resolve i
N HAFE ALESte] B EE dlAsA Al
L. AMul 27t Al sl Zg Y o

241 NSXelA &£54 URLe] A2~
& 5 QeAs &
& % e FAsIA L

systemalarms API2] action=resolve i

A MFE AHEete]l AuE A A
Q.

AU 28 AARA BRI

) NSXelAl &54 URLel A2~

g dExY &
¥ & QEA FAsix

systemalarms API2] action=resolve Tl
A Mg AHt] AR E S ASHIA
[e]

.

FAM NSXel a2

A W NSXel ¢124
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250017

250018
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i

i

Sl

of

AA Aol Bt Mo FPL B
e B¢ LR/ BARSYG o
o [e5 ]

BA

o
o] AAGHAW 2] 8H4 Al
URL®] NSXell 4
7} & FH ol A oﬂr—! 7}“& 2ol 3]
AA L. E APIE AHEEle] AEE
gstilA 2. Aul2st AARYT
(Error while notifying security

12
=

I
N
N
ofr
RN
R
=
n
>

solution before uninstall. Resolve
to notify once again, or delete to
uninstal | without notification.
Ensure that solution urls are
accessible from NSX, and NSX is
reachable from the solution. Use
resolve API to resolve the Alarm.

Service will be removed.)

AA Ao Hel £FM ¢S w
= ¢ eF7t S YY. o
il

A oW gelEw golstm o
o AASAD A2, &7

URL®] NSXellA] A~ 7}hs
7t EFAC A AR JbEEA ﬁiak
AA Q. B2 APIE Algste] RS
ISl & A =7t A AF YT
(Error while notifying security
solution before uninstall.Resolve
to notify once again, or delete to
uninstal | without notification.
Ensure that solution urls are
accessible from NSX, and NSX is
reachable from the solution. Use
resolve APl to resolve the Alarm.
Service will be removed.)

rf'
ot f iy
&
>

Het &4 AA S-S ilﬂ%
et AT AFEEAFUS. &5
/1 URL®] NSXell Al Al 2~ 7he @A)
FASHIN L. 9l APIE AL8-3to]
BEE gRlst Al . AuH] 27t Al
B4y} (Server rebooted while
security solution notification for
uninstal | was going on. Ensure
that solution urls are accessible
from NSX. Use resolve API to
resolve the Alarm. Service will be
uninstalled.)

2 NSXoll A &34 URLY YA~
= YA} EFAA NSXel 4
g UEA AP

systemalarms API2] action=resolve i
N HAFE ALESte] B EE dlAsA Al

o

.

AA Aell Bt EFAMl &
R, I
dee gelst
2A A A 2
2441 NSXel A &574 URL A 2~
& 5 JEA o} EFAAA NSXel A2
g 5 A=A sl e

M;og

systemalarms APIS] action=resolve i
N HAFE AHESte] A EE A A
o

.

2ke): NSXellA &34 URLel A 2
st 4= =R Rl Al L.

systemalarms API2] action=resolve Tl
A Wg Abestel AR A A

©. Ay 27k A AR,
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ohs

3

=

IE W] A7)

EFA dagel= ¢S B
b At AR EAFUT
A URLO] NSXOA oAz 718t
gt Al 2. &Rl APIE AHE-3
o FRE QA2 Ault
thA] HZFH YT (Server rebooted
while security solution
notification for upgrade was going
on. Ensure that solution urls are
accessible from NSX. Use resolve
APl to resolve the Alarm. Service
will be redeployed.)

oy = o
Hu oo

b

NSX Manageri= VC] EAM AH] A5 &
3l ESXS] NSX VIBE Wlx/EUYE g3
Yt o] EAM A2 tigh AZ o]
FTEEAFYCE. EAM A2 = VC
THAl Al ZF/ FA] B EAM AR] 229
A WEY & dsys. Vet AR
g ol A, veel EAM A1H]
227F A A gl e, ®
%Emmmssw%mwlﬂ”mi
AgsteA 41T F= dFH.
(NSX Manager relies on the EAM
service in vCenter for
deploying/monitoring NSX vibs on
ESX. The connection to this EAM
service has gone down. This could
be due to EAM service or vCenter
restart/stop or an issue in the
EAM service. Verify that vCenter
is up, and the EAM service in
vCenter is running. Further, we
can look at EAM mob to verify that
EAM is functioning as expected.)

N

2
oL

[}

f
rf

SR dadels g HUle
M 7F A" = A F YT

2h9): NSXellA &34 URLel A=
& 5 deA FRlAA 2

systemalarms API<] action=resolve ¥l
N HAFE ALESte] BEE dlAsA Al
Q. AH|227F Al w2 g T

2

T

NSX Manager7} ESXel NSX VIBZ
v /B U E 8] 918 vCenter<]
EAM AB] 220 o] EF T}, o] EAM A
v 2~of gk AZo] thHAFYL. ©
A5 EAM AH] 2 w) Eof @y sl Ay
vCenter?7l thAl A2/ EA = A AW
EAM A8 2o A4 7} $17] wi ol A
& & dFY

zZkel: vCenter7t &A% 914 9k
vCentere] EAM AH] 27} A& s gl
=4 Qs Al 2. EAM MOB URL
http://{vCenter_IP}/eam/mob/°ll < A2
o = =AY EAMO] odu 2 253k
ﬂo]o}g}\ Q. ;(]./H]zﬂ- y&e NSX
4 7hol=o] "Rl FH]"E 3

A
A 3
A L.

FN Hﬂ rlF
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Hir

ZE}E
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o s

o

o= wlAI%]

NSX Manager & VC2| EAM AMH] A5 &
3] ESXe] NSX VIBE wlx/EUE 3
Yt o] EAM AH] 2ol tigh 1A o
FTHEAFUTE. EAM AMH] A~ E= VO
TAl A2/ ZA] B EAM ATH] 9]
A M2 5 dFUT. ook AE
& 4 ol QIR veel EAM ATH]
227F A FAA Gl e, =
3k EAM MOBE E.H EAMO] of Zgoi =
ZgsteA FAd = dHFY.
(NSX Manager relies on the EAM
service in VC for
deploying/monitoring NSX vibs on
ESX. The connection to this EAM
service has gone down. This could
be due to EAM service or VC
restart/stop or an issue in the
EAM service. Verify that VC is up,
and the EAM service in VC is
running. Further, we can look at
EAM mob to verify that EAM is
functioning as expected.)

AA A el Adel AfgFUct.
el APIE AFR3t] BEE Eels)
AA L. ME[27F Al AR YT (Pre
Uninstall cleanup failed. Use
resolve APl to resolve the Alarm.
Service will be removed.)

v

NSX Manager7} ESXel NSX VIBE
v x2/2UE | tr] 913 vCenter®
EAM AMu]zo 9 &3 Th o] EAM A
v 2~o] gk Ao th-E A F YTt o
EAE EAM Au] 2 wj & @Asl A
vCenter?7t ThAl Al 2L/ SA = A AV
EAM A8 2o 27} 917] wiol] A
& AdFYr

29} vCenter7t 25 Z<1A 9k
vCentere] EAM A 27} Ae = a1 gl
=2 ZFlsiiAle. EAM MOB URL
http://{vCenter_IP}/eam/mob/ll A2~
& = JdeX 9 EAMe] g 2 258t
=2 gasig A . AAF g2 NSX
A sl E stol=e] Az Fu)"E FH
=

44 S

AA A WH Gl Zdeo] gErEA] X
FuYtt.

2+]: systemalarms API2]
action=resolve v/l W& A-&3ste] 7
BZ st A o, Au 27t AAEY
=
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i
o

e}

il

L

ke
fr

HiF

nlo uﬂ_‘.’

A QLE = EAM ©llo] A

AE Re 5 gEvn v Azt
o 2713 9 5 gy, Au
£ ddalel gAY EAE 8l
dA Q. sEoR oo AAE AHA)

gt A ol = NSXol Al . 5S4
A 34 A1 Q.. (The backing EAM

agency for this deployment unit
could not be found. It is possible
that the VC services may still be
initializing. Please try to
resolve the alarm to check
existence of the agency. In case
you have deleted the agency
manual ly, please delete the

deployment unit entry from NSX.)

| E& EANS AF-3to] e m)
2 T 2~Eo|A NSX VIBE ¢l1e o]

stAY AlAst L & W AdEY
EE dH WA S2EE A
= afoF gy

E Agete] 4
S8t 2l APIE AME-3sle] A
HE FAs4dAl & . (This event is
generated when an attempt is made
to upgrade or uninstall NSX vibs
on stateless host using EAM. Al
stateless host should be prepared
using the auto deploy feature. Fix
configuration using auto deploy
feature, and use the resolve API
to resolve the alarm.)

oMlE

A=l Bl Fe Qo] tigk AlxE oW E

EAMS ESXi = 24Ed VIBE vl %3

Zt NSX #H] Z2 2Ele] EAM
AAZE AR g U, o] oflo]HAl &
< 4§l 4% vCenter Server A
227b 2718k a1 QU AW do] A7 o
Yt FEo 2 AAEHAE F
Yt

=2

¥ Hu T X& 2 C

oy o > ao

o] olMEE= EAMEZ A-8-31e] e v A
2 T AEo|A NSX VIBSE 1 o]
zaAY AAGE 1 & wf AgE
RE AH ¥AY Z2EE Auto
Deploy 7152 AH&38ll A FH &l oF 3y
=
zkel: Auto Deploy 71%5% Ab-&-3o]
TS %438t systemalarms API<]
action=resolve vi7ll W15 A}-&35te] 73

HE 2y
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ol

o

o

oJHIE. w|A| 7]

BE AEH w2 &
229l 1P & AR
Y}, (Deployment
Plugin IP pool
exhausted alarm.)

v Fe el g
ZAEYJ T}
(Deployment Plugin
generic alarm.)

HiE Zefle] gk
o 9] BEA .
(Deployment Plugin
generic exception
alarm.)

73 Hee 32
WS Al F-E 3] ok
Yt} (W needs to
be rebooted for some
changes to be

made/take effect.)

tlo £
o, 2
oo

o

o R

2
oL

B

2P Zo] nZEAQeEg [P F42E NSX
Service VMol &33}x] %3l &t}

4 Foll IP F22 F/HHIA 9.

Guest Introspection} % 7}
S 2Ed AH|2~F A8 9l Fel ] »HE

o dgUT. B9 2ES] BAlE A 7
o

de 7k Au) 2ol 7t
=z

2 wagyUd Avlat qusg Felade =
% 3% Foln oz wyy of ojwE
£ bed d9 4%e AR

2 resolve APIS AF&3to] AR Z olal4]
Al e Au] 227t Wi EFE YT

Guest Introspection¥ 22 7} AH] 2o & 7}
S2Ed AH2E FAE] 99 22 Y
o] gyt E el 2= A= At 9
BEZ Bangyth AHaE AR 28 Eea
o] BF AFg Folut x40 w vt} o] o
HEE 7hseh BE oS ATt

9] resolve APIE AMg-3ste] AR E SHelshA
Al e Auj 27t v E YT

73 W&E Aestewl VMS AltE e oF 3y

2k : resolve APIE A3t RS &34
Ao, 23 VMol MR- E YT},
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03

3910 ¢ by g
02

3211 g b e
00
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AME Azt 97 EE
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S2E WAAS T4
at#] FglFYTh. (Host
messaging
configuration
failed.)

TAE WAA AES
AT BA EF
t}. (Host messaging
connection
reconfiguration

failed.)

;L

S

TrE AL
oA xgon ¢
AYHAFY T (Ho
messaging

configuration failed

@ o oXx

and notifications
were skipped.)

T 2EdA wAA <l
zo7b FeEASEY
t}. (Messaging
infrastructure down
on host.)

A4 A% {account
#r=(5) A8 &
E_f'.; /K—];g] ]_‘—— Z01
o, ot REEHAS
Y}, (Disabling
messaging account
{account #}. Password
has expired.)

Z}=9] Service Composere] gk A] =8 oW E

4%

NSX wA1#] B~ EAM(ESX Agent Manager)©]
NSX VIB7} ESXi S2Ed AAEUSS NSXol| ¢Ed
S 2E $#H] ol A HUt o] o|HEx TAEdA wA|
A W Aol AR PSS eI YTE NSX 6.2.35H
Az > SAE FH] B9 gk v= T AE ol whzial o
F ofol o] EAIHY T
2k a2 aAE

A
Tt Al 2.

B NSX &4) a2 7lol ==

g.

NSXE RMQ B &7 A5 FE7F =052 &<l
S2Ed #H4 RMQ B2 JEE dFsteln Furth
NSX7F o] HHE HFabA] atwl o] ZH7F LYY
2 A el d dAE Eefd NSX &4 a2 7tol=s

Faxot Al

b

Of

mﬂ

GEE|
4

=

NSX+= +H " & 2E7} vCenter Serverel thA
u wAY AE S gl At o g o] oW E
2 7% Aol o wAlg Ade] F53ke thE NSX
dglo] AFHA Fdes HEPFY T

2 B4 A @AE Bl NSX 24| a4 7ol =5

CELEPE

[
=
2E

NSX Manager®t NSX ZAE 719 & o]4J9] EHE

W A2 7} e 9l gL o

el BAl sl d dAZ Held NSX B4 a4 7tol=2

s e

HAA] W2 FeloldER 2HEske ES i 2E, NSX

Edge VM X+ USVMe] 7] WX &= SAE FH &
o AEE 2417F olWel| 3% rabbit MQ ¢3S WA 8A]
A tecaRi=n

29} NSX Managerﬂ AR W s ZEto]d E Fhe] &
A BEAE A A S olAEZL AP 1 R 3
QN3 Al 2 Wﬂiﬂﬂ‘“‘q]ﬂ“

A 2aE s L. B4 2
A A 7ol =E HxEA L.

/\]_/_:E,i_! o|HIE
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ol 4 AR} EF

74
ol

AHA = A F U T
(Policy {#} is
deleted as a result
of explicit deletion
of its dependent
Secur i tyGroup.)

Ao Frlst=EA o
“Uth.(Policy is
out of sync.)

o] Ao e Wt
5 o] §7]85)%)
st o 2

7b 22 wrkA e

al

(Firewal | rules on
this Policy are out
of sync. No Firewall
related changes from
this policy will be
pushed, until this
alarm is resolved.)

°of Al tg =
A= AL A0 T
718kE] A e kFU T
o] At &lZE o
7R o] BAe] vE
DERNEIE SR
WA W&ol FAHA
Utk (Network
Introspection rules
on this Policy are
out of sync. No
Network
Introspection
related changes from
this policy will be
pushed, until this
alarm is resolved.)

J
=

>
oL

B4 wok g AAE W Au s Gae] A gdEy T

L Hel A S T AR L

J

o
jin'

Service ComposerdA] o] Au] 2 g2 22 A &3}
= B¢ L/ A HFY

2hQ): Ao M g2 ol et dH S 2/ AR oA
FI5H4 Al 2.

Service Composers %3] 4HE lst Ay
systemalarms API2] action=resolve w7 W45 Al-&3}¢]
ARZ 1.

Q.. Service Composer
T resolve APIE B3l AR E IRlsta A S F7]35)3]
of &Yt}l. "NSX 6.x2] Service Composer ¥4 12
“(http://kb.vmware.com/kb/2132612) = =34 A

o)
.

f
(T4 to
to
e
il
£
i)
ot
9
=1
D
me
+
o
[o
3,
)
e
EY
e
ox

ZARE FAstn AL Fr1gs)oF gk "NSX 6.x9]
Service Composer &4 &2
“(http://kb.vmware.com/kb/2132612) = #Z34]Al

o)
.

Service Composers %3] 41EE g2ls Ay
systemalarms API2] action=resolve W7} W2 AL-&3}o]
AEE gl
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AR

#1
ol

Sl

oJHlE w|A]|Z]

o] A theh Guest
Introspection % ]
718 A ok
. o] Axrt dlEdE
wj7kA] o] 7 A o]
Guest Introspection
I #EE AR e
o] FAIEA HF
o}, (Guest
Introspection rules
on this Policy are
out of sync. No
Guest Introspection
related changes from
this policy will be
pushed, until this
alarm is resolved.)

Service Composer 7}
E71SHE A sk
t}. Service Composer
o WA gl W
WY ES A PAR
FAEA FaUnh,
(Service Composer is
out of sync. No
changes from Service
Composer will be
pushed to
Firewal | /Network
Introspection.)

AR Al F718 2
A AR A
Service Composer 7}
713 A ok
t}.(Service Composer
is out of sync due
to failure on sync
on reboot
operation.)

Av

o] @7+ Guest Introspection 74 A= <la) LA 3
FUth.

29l O /E FE FA (FAY F Aol i AR A

HE oF vAAo A &l3s4d Al 2. Service Composer
= systemalarms API<] actlon resolve W7l M8 ALS
ste] AR E gelsta F AL Fr)gkeoF Y. "NSX
6.x2] Service Composer -rxﬂ ElkE!
"(http://kb.vmware.com/kb/2132612) % =234 Al

o

.

il

Service ComposerdlA ¥ 4& &7]2tg vf @771 T4
PHYch ofw W7 &= Wy B UES T HAF A
=2 AEEA dFyt

29l 2 F MAIAE gste] AR H A d/x= ey
AXAE A 34 A1 Q. Service Composer L& resolve
APIE 53l AEE g8t 2

H“H Al Service ComposerdA FA & &
s “‘*ﬁﬁ""q"/‘r od WA &z Wy =

£ 7“} AU 22 AFHA FHFY

2k o F WAIAE ERlste] AT A 9/ ey

RS A8 L. Service Composers 3 4H=

313t AL systemalarms API2] action=resolve w7 ¥4

E Abgste] AEE gl
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Im
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e
300007 =%

300008

i
do

300009 =+

300010 =+

oMlE ¥ AR

#1
ol

olWE w7

o] Wa}ulo el <t
EWo g Q3
Service Composer”}
715 A ok
t}. Service Composer
o] W7 u&o] Ha}
H/MESD AALR
FA A FUTH
(Service Composer is
out of sync due to
rolIback of drafts
from Firewall. No
changes from Service
Composer will be
pushed to
Firewal | /Network
Introspection.)

CELI
& A sle Eof _(‘>_
F7b Ty
(Failure while
deleting section
corresponding to the
Policy.)

(Fai Iure while
reordering section
to reflect
precedence change.)

A s ARG
Z7|stst= Bk
F7F A YFU
(Failure while
initializing auto
save drafts
setting.)

fo o v

v

Service ComposerolA Fahd 72 HJat& ojd 2
FE R HEE o 5713 277 HAPFUT oj| §iF
e Wale T Y E I HAF AR A2 %

Yrtt.

2144 Service Composers gall 4EE glatAr
systemalarms API2] action=resolve W7} W2 Al-&-3lo]
ARZ gy,

Service ComposerdlA] & Ao &k whshe] 72 Ad &
2l E w) @ F7F A E Y o] BAE NSX AHl 2 4
gol A& EAF Aul =g A rte] AZ S F glS u T4
Iyt

249l ERAL AfH| 2~ | Aol tiE 1A A
%. Service ComposerZs 3] Z4HZ 2

systemalarms API2] action=resolve "j7} ¥4
ARE gt

2

ZH¥E‘ Al Service Composercl ] 3 8-S 57348 uf
7t ““36“”‘4‘:} oW ¥ U&= Wy T WES

37“} Mul 22 AEEA] FHEUT

29l o F wWiAAE Belste] AY T A g/ el

A S A3 A1 Q. Service Composers 53 4HEE

golst AL} systemalarms API2] action=resolve "7} W=

= Agste] AEE gl

s AgE 2t S 27188k B3 Service

Composerdlx 77} %“3?}&%‘43}

29l 2 F MAIAE gste] AR H A Y/x= ey
il A& AH3IA 2. Service Composera d BAERE

Q15 A L systemalarms API2] action=resolve "7 W=
Abgalo] RS geldh )

mlm A,%

o] olME A7, 94 £ =5 A4 =9 Guest Introspection HE& A8~ VM(GI SVM) 2]
of 3t A 2El oM E WA RS At
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EAS = A o|HIE WA 7] A
295002 A7t NSX Managere Guest Introspection USVMell

A SFENES S84 Ga
249 NSX Manager 3 USVM 7l& A 215
=z

deta 71e Ad a3+ A4dA L.

295003 A4 SX Manager7l USVMellA StEHIES $41 3

Il

jin'd
z

P

olWlE 295002 o] F2] &7 oW EV} HufY

NSz 4

295010 #H=H SVM % Guest Introspection TAE 2E 1
Aol A% gt

A FE AE o MEIYTH ou e A e F et
o,

e
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o

o]

olHlE wjA]]

o] ool HE et A
5 oM EZ} NSXell A 7
g dFHTt. vCenter
Serveroﬂfﬂ Zﬂ‘j "“ﬂ

BE 3dstd VMO] =
Al w32 FH U T (Some of
the events for this
agent were missed by
NSX. Probably reason
could be reboot or
temporary connectivity
loss with Vcenter
Server .Warning:
Resolving the alarm
will delete the WM and
raise another
indicating agent WM is
missing. Resolving
same will redeploy the

5 o[HIEZF NSXoll A+

g FYTh. vCenter
Serveroll A A F-& A
U g 4A &ado] W
A7 WEd § ds
Urtl. A o] ARE
| AsE WMol thA] Al
2 Yt} (Some of the

events for this agent
were missed by NSX.
Probably reason could
be reboot or temporary
connectivity loss with
vCenter

Server .Warning:
Resolving the alarm
will restart the VM.)

A 7He ek o] ER
FASA] s
(Failed to mark agent
as available.)

4w
UES IR ERVIVE RS ERCE PIRn S ek
A6l 208 A VM) A5 D 2Aof o2

T A ARV gyt F A AERE Felsd
VMol oAl AXE Ut VM-S tA] v 312 S350
A AEZF oA Eagych A E7F gA] e
KB http://kb.vmware.com/kb/2144624°] A=}

£ AHg8ke] SVM 25 #3352 VMware 715 A

Dol Eef ot Al L

HIEZE A E] 22 VMol ThA] Al ZhE] 9 F U T

29l ZEE Felsy VMol thAl AlZtg YTt oA
AlAbekA] rd 73 A B oAl vebdy o KB
http://kb.vmware.com/kb/21446242] ﬁﬂ%
Abg-dte] SVM 215 338t VMware 71& A9
o #oleti Al 2

ESX Agent VM Al 7Hs ZJHIZ EAISHE B3t

3 /77 A ST

2ke] . systemalarms APl A action=resolve 7] ¥

FE AHESte] AEE IRl L. AEE I &
slem KB http://kb.vmware.com/kb/2144624
o] A= A3l SVM 21E 38t VMware
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oM E ojlWlE A AR} EA
= 7= 2 oM E w|A]Z] A
1= ALl FoshdA 2
- S A<
A - HE F715} A &H oJHIE
of Tl A7, 99 B B AaEe] Bl - 0 g E7150) ta Aaw olWE WAXE Y
.
JWE  oWlE 4 As}EF
== z= A4 olME A7) 41
31000 94 ol e NSX Manager {#}°l B2 NSX Managerol X W& 7iA|2] A4 57185 53
1 A NA S {#rel skA RS O
g A F7187F 293 NSX Managerdl thd 71 A 232 F38tn
AAAFUT (Full  VMware 714 Ao 22341 9.
sync failed for
object type {#} on
NSX Manager {#}.)
31000 99 oy s NSX Manager {#}l A2 vCenter 7oA B2 NSX Managerst H& 7|
3 A <lElE {#}Oﬂ o AE FrIstekA EdFUTh.
g e 8718 A 29 NSX Managerol Wd 714 A4 222 #3381
dol A gdFuUTt.  VMware 714 Aol 23 9.
(Universal sync
operation failed
for the entity {#}
on NSX Manager
{#}.)
-
NSX ] X|&H)

E
SEaR

°] NSX Ba]d] tjak A 28 oW E

HAIA S T g T

oWle  oWE  AHs} Eg

2= Q7= AR oME w7
32000 1% oh &

1 29 te

NSX Manager [P7} MAC &
AFE &

HAEYTE. (The NSX
Manager |P has been

assigned to another

machine with the MAC

Address.)

S ER EOERENT

o] HolNE =24 WEAAT BAH A
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o|HIE

2

oWl E

A

NSX Manager #2] IP 471 L3 Y ELY A9 VM
A HFYT 6.2.3 o] delle T5E NSX Manager
IP 47k 1A e WA A gyt ol & 18] be]
H A2 Fdo] d¥T F dHFUTH 6.2.3 oA E &
B F47F AA W o] oW EZE B FY Tk

2l S8 Fo FAS dsgA L

A Aol e AW gy
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¥ e 22 7P 2E
T e8UF 8 B/
AAEJ7] ool =
2912 {#}el(7h) © o
g EntEA FAEA
Yt (Logical Switch {#}
is no longer properly
configured since some of
the backing distributed
virtual port groups were
modified and/or removed.)

Ao

2o

TAEA VXLANS 2713}
Al U T (VXLAN
initialization failed on
the host.)

TAREQA VXLAN XES
Z713kekA] ZrFU .
(VXLAN port
initialization failed on
the host.)

VXLAN Q2B 27t S 2Eo|
$hs YTk, (VXLAN instance
does not exist on the
host.)

(Logical Switch {#} can't
work properly since the
backing IP interface
couldn't join specific
multicast group.)

2
oL

w4 29122 A9t st o] 4o DVS ZE
AAHYAY =2 A 2917 Aojw =

MO N X1 Z
1m U o gy O
53]
(mt
¥
i
o
1
2
3t
s
4
o
_(‘>L
2
)
o
E
[t
N
(mt
Ach

7-]5] 0413 o] EES
= elEd s 99 9 el a9

44 2.

] ?QtﬂOIE'E =

d23 o VTEP tls] VMkernel NICE T4 314
Sgom R VXLAN Z7]std] dsgiFyct. NSX&
VXLANe] tiaf] Abgx7F Ag et DVSE FH|ela AL
g VTEP VMkernel NICE DV XE I25& AT
o VXLAN 74 Fol & 74, 2= 934 vA =,
MTU 9 VLAN ID7} dglgyct & 4 2 2= 9y

A A== VXLAN e Aejd DVSe] 437 I3
ok gt
2k vmkernel . logE AEIMIA 2. NSX &4 34 7}

ol=9] "met Fu” AHE FEIYA L

AAH DV EEOA VXLANS FAsHA] 3
AAo] FAXHFUY. NSX= VXLANe thsf ]’
Melg DVSE #u|8ta AL 7F FAE =g 29
4 DV 2E &5 AT YT.

2] : vmkernel . logEe HESMIAI 2. NSX &4 &4 7}
ol=e] "Qlxet FH|” A E Fxs AL

ESX| 32E°] DVS7} VXLAN
5 A4 EA &S W DV TE
FAEAFY.

2ke3: vmkernel . logE AESMIAl . NSX A4 34 7}
ol=o] "elZg} FH|” ML A A

o 2
A

o thal o}4 AbgEE
o el VXLAN 74e]

“H”}Z] S % . 3]

Ast7] A& F714 <9 AA = wAY

Easi=

2kl : vmkernel . logs HESAIA . NSX &4 a4 7}
A

B
olzo] "olxZg} Fu])” MAE e
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o
1=
o~ o
2 5 5y

AH8-3HA]
. (Transport Zone may
not be used since the
backing IP interface
can't acquire correct IP

Address.)

VXLAN overlay class is
missing on DVS.

A& AHE F glof
VXLAN AEZe2] {#}°](7})
AAHRAFUT. DEEY
P +8& glstal v
wll 22314 A] 2. (VXLAN
Controller {#} has been
removed due to the
connection can't be
built, please check
controller IP
configuration and deploy
again.)

231 {#ell A == {1}
l g gyt
3 {#}) dAA A4 dEE
{#3dYct. (The
controller {#} cannot
establish the connection
to the node {#}
(active={#}). Current
connection status = {#}.)

v

VTEP VMkernel NICe] &u}& |P
gFYth VMkernel NICE 523}
g = o] AbA| gt

29 VMKNicsE $1% IP &3l DHCPE A& 4
+ VXLAN A% VLANA DHCPE AH&3 & Sle=A
FRISHIAIL. "IP Zol IP F4& 55 2F: NSX T2E
4] A3 (http://kb.vmware.com/kb/2137025)
= FxAI L

\

il

VXLANe] g3l DVS7F 7+ =& W NSX VIB7F 4
257 skt E VXLAN SlE g o] 27} DVSo|
AA=A FFYTh

2kd: "NSX/VCNS g4 fdagol= Fo EYA
AZd EA 2y
"(http://kb.vmware.com/kb/2107951)< #=3}

AL

AEZY w27F Ao dEF

29 ddE IP a0 A4 # UdEA] AL
NSX &4 a4 7Fe]=2] “NSX Controller” *—*MiE Z+
ZE AL

T AEEY w&o] d4o] golAA HEE 3T FAld
FFE YL

A
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. (Host
{#} information could not
be sent to controllers as
all controllers are
inactive. Controller
synchronization may be
needed once controllers
become active.)

VXLAN vmknic {#}
[PortGroup = {#}1°1(7})
SAY TAE {#}olA 2t
A =] A5 U T (VXLAN
vmknic {#} [PortGroup =
{#}] is missing or
deleted from host {#}.)

VXLAN vmknic {#}
[PortGroup = {#}]°l(7})
S2E {#}oll A AAEAA
U E2AE-vCenter A
A A& dFUG.
(VXLAN vmknic {#}
[PortGroup = {#}] may
have been deleted from
the host {#} or the host-
vCenter connection may
have issues.)

Av

S2E QFM FHEE NSX Controller 23282 A
FokA ZIFUT s2Ee HEEY FelaF I B4l
Ado] dga A 2 5 dHFUh

2d: ESXi &2EE FH]sl7] Ao NSX Controller

e 2E FE7E A IS4 Al 2. control ler

sync APIE Ag-3te] o] ZAIE a2t Al L.

VXLAN VMkernel NIC7} & 2EdA] &
2AAHDFYUT, T2AES S0 oAU Yk
°é?§}§ ‘:‘L}Gqﬁ}.

2t o] EAE 45t AR > =2H vEYa F
8] > VXLAN A% golA] |2 HES F

9 A
Egol

NSX Managerel# VXLAN VMkernel NIC7}
Virtual Centerol §1&< ZAA5Utt. o EAle
vCenter Server-Z2E 524 A& <l Tk 4= 9l
%Hi‘r. 3k vCenter Server B S 2E7F AR

W ae 713 F<F NSX Manager?t VXLAN
VMkernel NICE A& 4= §lA =of o] o|HE] &
Y27k A1 B Ut vCenter Server 2 T 2E7} A%
8-S W NSX Managere VXLAN VMkernel
NICE thA] &lsta 2E Zlo] Z4 ezt =9 o] o
HWEE 234t}

&ﬁ-lﬂmﬂﬂéa% AR > =94 vega
F4] > VXLAN AF ®ellA |2 HES F23to] o] &

]—é‘ °H7é }'/}:}/\]—I—
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o

ohis

oh s

o

ol

)

I

It

w2 2]

el WA
s {#)

ID: {#}) NS
Manager - el ool
E: {#}, NSX Manager - Al
o ool HE: {#}, Al°]
T dolHE - AEEH:
{#}.(Host Connection
Status Changed: Event
Code: {#}, Host: {#} (ID
{#}), NSX Manager -
Firewal | Agent: {#}, NSX
Manager - Control Plane
Agent: {#}, Control Plane
Agent - Controllers:

{#}.)

rl i)

SEE

— m |m
B2

e O ol
TR

LogicalSwitch {#}2] A<
= LE 15 [moid =
{#}]o] Fetem FAEHA
%Yt} (The backing
portgroup [moid = {#}] of
LogicalSwitch {#} is
marked as missing.)

AEEY {#}9] tulol~
{#}o] 2= A Azt
A= AFYTH. (The
device {#} on controller
{#} has the disk latency
alert on.)

ZAEEY {0}9 ZE (=~
A AA At ARF
ok (All disk latency
alerts on controller {0}
are off.)

vCenterol Al AE =2 7}
Alzdle] Aol AXFY
t}.(Controller Virtual
Machine is powered off on
vCenter.)

(%

3

=z
wn

X Manager7} NSX Manager-&E Wgl¥ o
E 7 A4, NSX Manager-Z2E Ao] 3 oo A
Ad e TAE Ao} oo HE-
Controller 2+ 942 5 shtel izl oh Zej&
“%1/]‘3}
: NSX Manager-=2E
o] E‘r—rﬂ‘l‘ NSX Manager
(/var/log/vsfwd.log) & &
https://NSX-Manager-IP-
Address/api/2.0/nwfabric/configure?
action=synchronize REST APl &5 A $sle] A4S
oAl B384 A1 2. NSX Manager-7loj 5 oo A &
7k A4de] " A NSX Manager 2 Alo] 4 of o]
AE Z(/var/log/netcpa.log) & gl Al 2. Al
o] 3 o] HE-NSX Controller 3+ 914 0] thg4 —°r
Networking & Security > X2 o] 53 & T~
Az e E 1A L

o

ey [‘Z'L

S
X

—‘><

_Qi o Z

Wy ool E 3t A4
9 sty dojdE =2
ety POST

NSX Manager= NSX =24 29| gk 2]
DV %£E Zg°] Virtual Centerel gl&< #2354

=3

2. AR > =8 WESZ Fv] > VXLAN "HF 5
A 2 HES FYsAY REST API(POST
https://<vsm-ip>/api/2.0/vdn/virtualwires/<vw-
id>/backing?action=remediate) & Al-&3le] TE IFS
Al A Al 2.

NSX Managerel* NSX Controllerel tal] =2 o
23 A A AAYHFY T

2Fed: NSX A &l 4 7tel=dlA] "NSX Controller”

O X =]
A S FRHUN

NSX Managerel A ¢ ¢’ AEEH Y& =& =
A A AI7HE A sHA] EE o)

A FE AE ojHEYYT. o
syt

e g

r°*'

A= B et

NSX Manager7} Virtual Centerel ]

NSX Controller VM Aol AA & A 35U
g AEEY Y 2E AHrE 92 B3l 2 £ 3lF
Ut o] A9 44 FU2HE Baw e A5l 9%

< = F dsdY.

2] Ax] > 3] BeA ZAEZE ] te 8 HES
23t A Y APl POST https://<vsm-
ip>/api/2.0/vdn/controller/{controllerid}?
action=remediate® T &3te] 7AEEE VML ALS A
A AL
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ol
E 3 oWIE N HREJ Eg
= ZE A4 o|HIE w|A]Z| v
1948 91¥ ol & vCenterodl Al ZIEZ® 7} NSX Manager”}l Virtual CenterolA]
Al 2wl o] 2bA 5 HFY T, NSX Controller VMe] A4 = A& A d5H ot
(Controller Virtual AEZD Sei2E AurE d4 #30] 2 F= U5
Machine is deleted from o] Af 2y FY2HE 282 St Y 9T
vCenter.) = F AFHT
24ed: Ax] > e oA AEZ | U 2 HES
Zg3AY API POST https://<vsm-
ip>/api/2.0/vdn/control ler/{controllerd}?
action=remediates T &3l NSX Manager Hl°] €]
ol zolA] dl'F AEZH ] el E AATAHA 2
1952 914 ol e VXLAN ZE 25 [moid = NSX Manager7t VXLAN ZE 259 © 74 4 # o]

dvpor tgroup-xx] ¥ ## #HEE DVSY | A4 AN g2oe s A ds
DVSell = or2 & 4 AA o ol & Q) S F gle F2e] 2T F AFY
o] dHFUYTh. (The VXLAN =%

portgroup [moid = E
dvpor tgroup-xx] and =
associated DVS have

different teaming

policies.)

ol FellM= A7, A Ev =5 A= IDFWID W3pe)d theh Al =g o E mAx & A9

oJHIE  oWIE A  ARJE

=, 7= A o|HIE w|A]Z] A

39500 <14 ol =Yl AEEY Active Directory o|¥1E 23 AMu el Bt 2371 2 FHyY

0 Eventlog A1H 2] o 20 23S AHESES FAE IDFW Aol 98 Y
SecuritylogZ7} & T},
ZFEUo 2] : Active Directory AW &g ztol| Al Folsta Bt 21
(Securitylog on 715 gAY B 225 A$AY Bt 205 o}l B}
Domain AA L
Controller

Eventlog Server
is Full.)
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q

oJHIE w|X]7]

VIB ZE°| {hostID} T
EZ ﬁg:go%; ]k
{hostID} &~E7} A H
F RERE gk A
43 dR=HA FHY
k. (A VIB module has been
uploaded to the host
{hostID}, but will not be
fully installed until the
host {hostID} has been
put in maintenance mode.)

o O]HE 71 Alz=Hle] &
2EoA] ] xEo]ok 51X
9k vSphere ESX Agent
Manager 7} 3l ol o] [ Eof
gt OVF S 7)Aol A 2
g Qlo] dle|HE M
Azl S W x2d 5 sy
1= A = e o]— OVF
H71A & AFdte 9 AH
7 s e W Y
o AHE deoldAlE
g SR digk i
|07 AMEHE A B
#UYth. (An agent virtual
machine is expected to be
deployed on a host, but
the agent virtual machine
cannot be deployed
because the vSphere ESX
Agent Manager is unable
to access the OVF package
for the agent.This
typical ly happens because
the Web server providing
the OVF package is down.
The Web server is often
internal to the solution
that created the Agency.)

v

ESX Agent Managere SX2EE 4] B¢ RER
Aghg ),

2] ZXE Fu ost Preparation) ¥l 2

1(
(Resolve) &S Z9 3l A systemalarms APIol|A]
action=resolve "7l 145 Al&-3le] ZAEE d4dsH4
)\]_,_

ESX Agent Managere °|°|AEZS thA] w23y
=3

29 ZXE FH](Host Preparation) sl 2
(Resolve) 4<& Z93lA Y systemalarms APl A
action=resolve "7/l ®15 AL&3te] HEE A4
Al Q.
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Byl Eg

olHlE WA

Aol AE 7HF Alzwle] &
2Eo|A WL o] ok 5]
Tk vSphere ESX Agent
Manager 7} 3l ol o] A Ee]
i3t VIB S 7)Ao A~
f‘g F ¢lo] VIB ZES )
# AFUTH. L9
ol VIB 3714 & A
g AH7F BEE 2
Sk, 9 A
JHAE HAT £F
We reow g
357 BEUT. (An
agent VIB module is
expected to be deployed
on a host, but the VIM
module cannot be deployed
because the vSphere ESX
Agent Manager is unable
to access the VIB package
for the agent. This
typical ly happens because
the Web server providing
the VIB package is down.
The Web server is often
internal to the solution
that created the Agency.)

o
ﬂr

Moo o of 10 H4
2

nr éé ;;

AelAE 7 Alzdle] &
2Eo|A WL o] of 5]
Wk ool dE7} {hostID} &
2Eo} S3hE A E3
2 oolHES wjxd
ST (An agent
virtual machine is
expected to be deployed
on a host, but the agent
could not be deployed
because it was

or

incompatible with the
host {hostID}.)

AoldE 7 Al 2wl A
Aol Azjok spA|RE o o]
E JM A"l P FA E
oA Abg Ve IP FAat
15U T (An agent
virtual machine is
expected to be powered
on, but there are no free
IP addresses in the
agent's pool of virtual
machine IP addresses.)

2
o,

ESX Agent Managert VIB RE< thA] AX Y
=y

Y. TAE Fu|( ost Preparation) ¥l 2
(Resolve) A& FE3A Y systemalarms APl A]

T8 AHgstel AnE WA

=y
Ly

action=resolve wj7] ¥
)\]_,_

vSphere ESX Agent Managere ©lo]HEE t}A
vl 2 g o}

29 ZXAE F4](Host Preparation) sl 2
(Resolve) 54& S A v systemalarms APIo]A4]
action=resolve "|7|l "1+E At-&sto] ZEE a2 sH4
Al Q.

7] %%Hﬂr.

2] o] FAE sAsiHH dF
SHA el A sFA L IP Eel IP F7he o
systemalarms API2] action=resolve "7} W3S Al&-
st AEE I AsA L

= =
‘l‘—/l\—a
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Sl

Sl

oJHIE w|X]7]

Aol AE 7HF Alzwle] &
2EGA W EH ol 57
9 {hostID} TAEd AL&
7bedk CPU H vRE] g
27h FEBA ot do]
HE 7P Alzvlg Wi e
F 15U (An agent
virtual machine is
expected to be deployed
on a host, but the agent
virtual machine could not
be deployed because the
host {hostID} does not
have enough free CPU or
memory resources.)

AolAE 7HF Al=de] &
2B ¥ EEolof 84
T {hostID} TAEe| AL
7bedk CPU H vmE] g
27t FEBA ot do]
HE 714 A ;\Eéll—%
F $lFUth. (An agent
virtual machine is
expected to be deployed
on a host, but the agent
virtual machine could not
be deployed because the
host {hostID} does not
have enough free CPU or
memory resources.)

A

doldE 7Ha Azdlel A
o] Aok A% ool
=3 7]_/\1— /\])\Eﬂ |P _7,:_/,\_ %
ol A 7Hed 1P Fa7)
Lol o] HE 7}t Al
o Aol A UFHTH.
(An agent virtual machine
is expected to be powered
on, but the agent virtual
machine is powered of f
because there there are
no IP addresses defined
on the agent's virtual
machine network.)

Aw

=0

ESX Agent Managere ©lo|AE 717 A ~8lS o)
Al EF o

a3y o] BAlE F8E CPU 2 Mng] gAhAas AL
43 ¢ A7 2 w7A A&E7] U

2] ZXE FH](Host Preparation) sl 2
(Resolve) ¥4 < Z93lA Y systemalarms APl A
action=resolve "7/l ®15 Ab&35te] HEE A4
Al Q.

ESX Agent Managere oA E 77 Al ~elg o
Al ) Z U )

2] ZXE Fv](Host Preparation) ¥l 2
(Resolve) &4<S Z9 3l systemalarms APl A]
action=resolve "7l ®14=5 A1-8-3l] AHZ 34314
Ao

gy o] BAe e £ w7k A&E7] H5

T2E Jo]HE 7 Al 2F HlolE 2Eole] gt

A Aol HE 743

Al 25

2Q]: oo AE 7 Ala" EY A P 5 A4

3t systemalarms API9] action=resolve "|7] H+5
Abgste] AEE S AGAHA L.
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o
=
Im
o
Z
ud
o
ol
T
X
ud
o

i1

7= A4 oW E. wA]| A

27000 =& o olAE 7M Al x'le] & FY: TAEC do]HE 7F Al AE HolHAEN S
0 2Ed A wEF ook afx] T4
Wk ool A E Ho|E ~E]
7} {hostID} TAECA
dElo] A ot dle]HE
E WEE F glEUT (A
agent virtual machine is
expected to be deployed
on a host, but the agent
cannot be deployed
because the agent
datastore has not been
configured on the host
{hostID}.)

27000 o ol AE 7MF Al zElo] & A TAE ofo]HE s} Al~HE YESAE 1A
0 2 EoA] wEHolok stA]  dfoF Tt

vk ool dE Y EHAI} &

2Ed] FAH o] A o}

AqolAEE MEE + &

Yt} (An agent virtual

machine is expected to be

deployed on a host, but

the agent cannot be

deployed because the

agent network has not

i
oo

been configured on the
host.)

27000 : dolAE 7PE Alxdlo] & 2y
0 2EoA] ] xEo]ok 314 ERS
T oo HME YEHNAN &
2Eo|| o] QA gko}
olHES MxT + flF
Ut 3 2E9
customAgentVmNe tworkell
g2d MEAA F st
F7b=l ol o Tt (An
agent virtual machine is
expected to be deployed
on a host, but the agent
cannot be deployed
because the agent network
has not been configured
on the host.The host
needs to be added to one
of the networks listed in
customAgentVmNetwork. )

Hi
dlo
2

customAgentVmNetwork HES

2E |
U F7halok hth

E
=

Lo

VMware, Inc. 72



NSX 27 g Alz=H] o|iE

olE  ofwl
2= z=
27000 &=
0
27000 &g
0
27000 E&
0

VMware, Inc.

olHlE. A7)

Aol AE 74 Azwle] &
2Ed| 4 W EE ojo} B4
T ool AE FlolE 2Eo)
7t E2Ed AR YA
gho} dolAES MY &
Sy E2E0
customAgentVmDatastore®ll
Ugd deole~Ee F 3
Wt Sk oo gt
(An agent virtual machine
is expected to be
deployed on a host, but
the agent cannot be
deployed because the
agent datastore has not
been configured on the
host. The host needs to
be added to one of the
datastores listed in
customAgentVmDatastore.)

oo]HAlE A &7
o] B o] vCenter A1H ]
TEE JA FHFULH
(The solution that
created the agency is no
longer registered with
the vCenter server.)

dvFilter 297} = 2E
o AT T AE| A
dvFiltero] F4% ool

E7} Qv dwsos
Aol AE P40l MAHY

(A dvFilter switch exists
on a host but no agents
on the host depend on
dvFilter. This typically
happens if a host is
disconnected when an
agency configuration
changed. )

A4
F2Ed customAgentVmDatastore 2h H ©]E
2Eo] F shtE FrbaloF Futh,

ESX Agent Managere o] dA = A AU
9] $£E Fu|(Host Preparation) ®cA] |2
(Resolve) 542 234 systemalarms APl 4]
action=resolve "7l 1+E Al-&5to] ZEE a4 s3]
Al

ESX Agent Manager7}t dvFilterSwitch& A7 3+
Yt
29l 32E Fu|(Host Preparation) ®clA 312
(Resolve) 54< 2837y systemalarms APl 4]
action=resolve "7 W15E AH&ste] A EE &l A4
Al Q.
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o

o

olHlE. A7)

dolAE 74 Alzwle] &
2EA A T2 g o] of
SHAIRE OVF |71 7 ==
HIA Y =] 2] ol 7 Al 2~
glo] Zau|AYE A ekt
FUTE. OVF AR E AT
ste &F4le] fdadol=
HAY A E o] ofo]HE
7V Al z=wle] dig fET
H7A S AT WA=
ZRUAgo]l JFA &
S 4 JdH5YY. (An Agent
virtual machine is
expected to be
provisioned on a host,
but it failed to do so
because the provisioning
of the OVF package
failed. The provisioning
is unlikely to succeed
until the solution that
provides the OVF package
has been upgraded or
patched to provide a
valid OVF package for the
agent virtual machine.)

AolHE 7 A 2wl A
Aol AR o AL OVF &
gol FEEo AAY &
gk kel obduyth. (An
agent virtual machine
needs to be powered on,
but an OVF property is
either missing or has an
invalid value.)

Aol AE 7Hd Azl o]
vSphere ESX Agent Manager
A RIE 220] ofjo] A
o] &38kA] ¢-2 vCenter <l
WEef oA LA AF
t}.(An agent virtual
machine has been found in
the vCenter inventory
that does not belong to
any agency in this
vSphere ESX Agent Manager
server instance.)

Aw

=0

ESX Agent Managert OVF Z 2444 & thAl
Al =3y ot
29 Z2E F4](Host Preparation) ¥l 2
(Resolve) w45 ZY3t7 Y systemalarms APIellA]
action=resolve "7l ®14=5 Al-8-3l] ARE 34314
Ao

A9 oo AE g AR g TRAYSE d A
& ool 4E P49 OVF #73< Qulo|=ahiiAl 2.

ESX Agent Manager®e] H€lo] AA (o] AA
%tﬁ°)ﬂ1ﬂéﬂ%ﬂi@ﬂﬁﬂﬁqw

24l 32E FH|(Host Preparation) sl 12
(Resolve) 4<% Z9 37 systemalarms APl A
action=resolve "7 W& Ab&-sto] A EE A5k

AL
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o]

olHlE. A7)

VIB RES AMEEE Y &
2E7} 4] EA REojof
SR 9t vSphere ESX Agent
Manager & A B4 RE
2 HFTE F glFEUTt. o
= S2EV fA By R
=2 A%ty A o] F 3t
AV FHsA Fdte o

Eo|x] 7} Al2=®lo] A
ZQ Aol w5 9l
%Yt (A VIB module

requires the host to be

B

in maintenance mode, but
the vSphere ESX Agent
Manager is unable to put
the host in maintenance
mode. This can happen if
there are virtual
machines running on the
host that cannot be moved
and must be stopped
before the host can enter
maintenance mode.)

VIB REo] TAEAM A
2| Eofof shAIRE VIB 37
A7t &HtEA] F2 P
7] wZe] AAeA S
Utk eSS Algele &
FAo]l dadol=x 7t
xS FEZI VIB B
715 AT WA= AA
kA ZtE & AdFUTE (A
VIB module is expected to
be installed on a host,
but it failed to install
since the VIB package is
in an invalid format. The
installation is unlikely
to succeed until the
solution providing the
bundle has been upgraded
or patched to provide a
valid VIB package.)

>l'ﬂo

2
o,

il

FA B RER

m

SX Agent Managere 3 XE
st 1 Al =3 o}
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VIB REo] S AEox A
2w ofof kA gk A=) 81A]
EPHUT. ditdow 3

A A (o] A<l o
$ F#:x)7t VIB EEO]
AR e V—ﬁﬂ °]

e YEREYT. (

module is expected to be
installed on a host, but
it has not been
installed. Typically, a
more specific issue (a
subclass of this issue)
indicates the particular
reason why the VIB module
instal lation failed.)

VIB BE°] TX2ER 2
ZE QAT TAEVL AN
Be w7t = 24 35tEA
YTl (A VIB module
has been uploaded to the
host, but will not be
activated until the host
is rebooted.)

VIB REZ A
oy TAE e
vSphere ESX Agent Manager
o A AE AAE 8 gat
Al %7 Wil AAEHA
E5YTh (A VIB module
failed to install, but
failed to do so because
automatic installation by
vSphere ESX Agent Manager
is not allowed on the
host .)

VIB &9 A& Al A
A BPoy sAE e
vSphere ESX Agent Manager
o A Ag AR AAE 3
|t 2347] Wl A
= AAA ZRFUC (A
VIB module failed to
uninstall, but failed to
do so because automatic
uninstal lation by vSphere
ESX Agent Manager is not
allowed on the host.)
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el FAE Fu|( ost Preparation) ¥l 2
(Resolve) FAS F23AY systemalarms APl A
TE AHgEte] AEE A s
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action=resolve wj7] ¥
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ESX Agent Managere T2ES §4] By B2
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2] ZXE FH](Host Preparation) ¥l 2
(Resolve) F4<S Z93lA Y systemalarms APl A]
action=resolve 7] M5 AL&3to] BEE g A3H4]
Ao

2kl vSphere Update Manager® ©|§3lal &
Eo 5 IAE AR AY s 2EQ] o|n|x] Z&3}t
Aol ZAZ F7FsHAl 2. A4 g Y82 vSphere
AYAE FxsH Al L

2+%}: vSphere Update Manager® °| &3t &2
EoA H FAE A AGAY 5 2EQ] ojn]x] X7
g FAE FIFeAI L. A & W &2 vSphere
AP E FxaiA L
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Sl

oJHIE. w|A] %]
o o] HE 7} Alawlo] &
= AFUTE (An agent

virtual machine is
corrupt.)

Aol AE 7HF Azwle] &
2Eof| 4] A A= o]of 314
T ool HE JHE Al 2=Hlo]
AA=A kFUTt. At
Ao g FAA EA(o]
A ekl 2 ) 7t
vSphere ESX Agent Manager
7} ool HME 7HA} Al 2El S
AAZ 5 gl FAAY
olf& dEriUY. dg
5o BAES A B
REo AU Ade] AA 9L
Ad o7l Red gy
k. (An agent virtual
machine is expected to be
removed from a host, but
the agent virtual machine
has not been removed.
Typically, a more
specific issue (a
subclass of this issue)
indicates the particular
reason why vSphere ESX
Agent Manager was unable
to remove the agent
virtual machine, such as
the host is in
maintenance mode, powered
of f or in standby mode.)

AolHE 71 Al 2=gle] 7}
g Alzdl JEEy
(An agent virtual machine
is a virtual machine
template.)

v

ESX Agent Managere ©lo|AE 717 A ~6] &5 A
Adta thAl Z 2B A )

29]: Z2E F4](Host Preparation) ¥l 2
(Resolve) 45 ZY3t7 Y systemalarms APl A
action=resolve "7l ®14=5 Al-8-3l] ARE 34314
Ao

t

2 84 1w retd s B
o] HE 71 Alzele]l AP 74

o £AE 55
FAE 3 Q—SI'J_

Al Q.

-

ESX Agent Managere ©lo|AES thA] w23y
=3

2] ZXE FH](Host Preparation) ¥l 12
(Resolve) &4< Z93lAY systemalarms APl A]
action=resolve "7l ®14=5 A1-8-3l] AHZ s 4314
Al Q.

ESX Agent Managere ©lo|HE 7 Al 4 Bl E
e 7P Al Ao Agg T

29} $2E FH](Host Preparation) ®eA] 2
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action=resolve "7l A4& Alg-3lo] ZAEE 3|43t
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dolAE 74 Alzwle] &
B0 W EHojo}k oA
T ool E T Al 2=Hlo]
vl 2R kgAY T Wt
Aoz FAA FA(°]
A ekl 2 ) 7t
vSphere ESX Agent Manager
A eloldES MEL &
g A ol fF vt
Pyt @ o] ool
Eo] tigk OvF 7)Ao A
Ax=d = gAY s2E
o] et
o w3 dolHE
2oglo] HA|H o7

e 95U (An agent
virtual machine is
expected to be deployed
on a host, but the agent
virtual machine has not
been deployed. Typically,
a more specific issue (a
subclass of this issue)
indicates the particular
reason why vSphere ESX
Agent Manager was unable
to deploy the agent, such
as being unable to access
the OVF package for the
agent or a missing host
configuration. This issue
can also happen if the
agent virtual machine is
explicitly deleted from
the host.)

dolAE 71 Alzwel A
ol A of sARE of o] H
E M3 AzEle] Aol
AA A kFUTE (An agent
virtual machine is
expected to be powered
on, but the agent virtual
machine is powered off.)
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Al Wl Z U )

29 Z2E F4](Host Preparation) ¥l 2
(Resolve) w45 287 systemalarms APIo] 4]
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AolAE 73 Al 2wl A
Ho] Aok sHA T o o] H
E 714 Al 2Elo] A o)
AA A kFU T (An agent
virtual machine is
expected to be powered
of f, but the agent
virtual machine is
powered off.)

AolHE 73 Al 2=wle] A
o] Aof sHA T o o] H
E 7V Al z=Hlo]l dA &
TFE A FY T (An agent
virtual machine is
expected to be powered
on, but the agent virtual
machine is suspended.)

NolHE 7hg Al zwlo] A
B8 AolAE g A 2w
o] slojof AT e
Z oA FASAFYS.
(An agent virtual machine
is expected to be located
in a designated agent
virtual machine folder,
but is found in a
different folder.)

AolHE 7 Al 2=gle]
BH oolHE 7 Al 2H
glazs Fof slojof kAt
g glhs Zoa B
A HYth. (An agent
virtual machine is
expected to be located in
a designated agent
virtual machine resource
pool, but is found in a
different resource pool.)

EAM BEE ok th.
(EAM alarm received.)
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