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< Configuration Add Policy Rule
# |f a user's network range is All Ranges .
* and user accessing content from i0S -

and user belongs togroup(s)  q_ select Groups...
Rule applies to all users if no group(s) selected.

Then perform this action

Authenticate using... o
* then the user may authenticare using Mabile S5O (for i0S) ” ®
and Device Compliance (with Airwatch) v | X
If the preceding method fails or is not applicable, then Select fallback method... “ ()

@ Add fallback method

* Re-authenticate after 8 B Hours “

Cancel Save

Workspace ONE UEM ¢z1d8lo|l= ¥
VMware Identity Manager {H|°|E

Workspace ONE UEM= Al e &2 g adeol=st= 45 VMware |dentity Manager &< 9]
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o it
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JulolEfY .
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¥ 2-1. 7] Workspace ONE UEM tj8Ezg EA wjsl

VMware ldentity Manager A}-&xt E4 o] & Workspace ONE UEM A}-&-=} Sl dlgt 7] & wi=g]
userPrincipalName userPrincipalName
distinguishedName distinguishedName
employeelD employeelD

el Tl

disabled (8] A2} AHE- <t §H) disabled

phone telephoneNumber
lastName lastname™
firstName firstname™

olm Email*

userName username”
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2=} o] & VMware Identity Manager 22 2|2 o] &5 483y},
w22 45 VMware Identity Manager 22 #2|# 455 42 g4t}

5 AgAF A% v & AHEEt =S A ste] Workspace ONE UEMell A
VMware Identity Manager AH]2==22] A&2F 54 w3 #4433}

6 AR HMEES FYsto] Ago] LrEA FAFUL.

7 EE AMEA9 %S VMware ldentity Manager AR 22 502 F7]|3lsdd A& 7]

she 2o

i

AzEl 229 A E a5 718E old B71HE FAT F 447ke] At 7 Sol w

- e
o M

VMware |dentity Manager 48] =94 Workspace ONE UEM Y E2]7} A= 1 AbgA 2
a&°] VMware ldentity Managere] t# &g o] 57| stgyc}.

theol S 24

VMware Identity Manager #<9 [AHa 2 5] 92 HESt] A8 2 15 o] &°] 5713t

HeA gag.

Workspace ONE UEM ol uid ¢35 A5 4 &

Workspace ONE UEMS A3l VMware |dentity Manager A8 =2 71w 233 o
% (AirWatch Connector) 74 S A& #eld $= H5UTh.

23 (AirWatch Connector) 915 W2 [ID 2 A~ #e]] > [Q15 ] Holx oA HelEH

[ID AF2H] #elx]2] 7] A& ID Al&2sh A2 |
%82 AirWatch Cloud Connector 2ZE9| o7} g agol=5H VMware Identity Manager

& AirWatch d#le] Ao A Workspace ONE UEM +4 & ol Ed| o gt}

23

—

VMware Identity Manager &£°] [ID 9 dA2= #e]] oA AF WEe A9yt
&3 (AirWatch Connector) +4 QollA A B ofo] 2% FH ot

3 T4E AEFUL.

N
O

A A

AirWatch ¢35 Q& 214 o] golghs Aeeld Workspace ONE UEM €& QlZo] A& == A%
A=

AirWatch 2 &£ URL Workspace ONE UEM URL=Z wlg] |-},

VMware, Inc. 22



VMware |dentity Managers A4-3d VMware Workspace ONE H] 3% 7}o| =

A4 A

AirWatch API 7] Workspace ONE UEM 2] API 712 nlg] A4}

Q1 ZFo)] AF&E AZFA Workspace ONE UEM Cloud Connector Q1S4 Z vlg] A8

AZA & ¢35 Workspace ONE UEM Cloud Connector Q154 o] th3lt &5 2 nel x|
AR

AirWatch 2% ID 22 O+ IDE v A9 Y

343 AF AE 35 Workspace ONE UEM ¢& A5& Algste] 2a90e F¢- o =29 A
= A0 Syt Ao 29 S5t o] ghol =k T7P 219 A=
7} 31 85 A °“‘14E} VMware Identity Manager A8 2ol A& Zu Q13
Wile] FAE A g HS AlgetEn A=t 7 23E 53 gYy

JIT AH& JITE AHE3HA FEE AH T 25 AHEAE A5 2208 o

VMware Identity Manager A8 oAl AF8-219] Just-in-Time ZZH]A
Y5 YR AR RS AW o] Sl M),

=
o}
]
2
o}
2
=y
o,

Ll
A 3
1 [ID % dAl2 #e]] glolA =] > ID AlFA=E o] 53U
2 ID AFA 742 2etam WA IDP AR Ae gy
4 A
ID AlF=}F o] & ol 7 ID AFA AxEl 0] o] 52 AT,
AHg-=} A5 AHEAE ey, tAE g gy gy
HES 2 Ayl zse] FAAE 71E YES D W7 YEEYUY IP FAE 7|Woe g AFEA)
o thall MIEYDZ B (Q15S &l o] ID AZA A2z A5 YEYA
He)E A,
A AH 20l FAHE A5 o] BAIFYTE o] 71 AF ID AlFgAte] dAE <l
= Wl tg gelehs deghc),

tlule] 2~ 14 5 (Workspace ONE UEM AHg) 2 ¢+3 (AirWatch
Connector)? 2% AirWatch 74 #lo]AlelA diF & °] AMEEEE A

N Az A FHE TS AY FAA AF ARG FAFID. 4 25 A4 7H F9
WEE FEA

VMware, Inc. 23



Workspace ONE UEM g
iOS tjujo]Xo] i3t muld
Single Sign-On 4% 4

i0OS tutol 2~ 9159 4 VMware |dentity Managers VMware |dentity Manager A1H] =

of 712 AFE = ID AFAE AFEsle] mutd SSO el 5o et dA| 25 AFFYt.

o] i0S Yulolx 15 WA= AYE E= BAL Al 2"l S AFESA] &3 KDC(7] sl AlH) &

AUt Kerberos 9152 Z=Hl9lol] 208 AF8A7F 71 A5 flo] dld Workspace ONE

f =gl Aol o dA AT F JEE FU

2 e g 35S 23U

m 0OSE wHtY SSO A4S 93 74 e

»  \Workspace ONE UEM®|A Active Directory CA(QIZ 713#) +4

»  Kerberos ¢915% 913 Workspace ONE UEM 915 713 A&

m  {OS tufo] 29| QlFo] 7] WX AE AL

" OS$E ZHkd SSO 95 74

. THld SSO i0S AF5< A 712 AF ID AFA 4

m  Active Directory 915 713 2 Q154 'l &3S AH83F] Workspace ONE UEMel A
Apple i0S Z&3d 34

» \Workspace ONE UEM <135 7] &S AF&3le] Workspace ONE UEMelA] Apple iOS =
239d 74

»  Workspace ONE UEM tjulo]~ Z 29 gt

[] o - -

i0OS§ EulYd SSO #4+ ¢ 74 /&
Workspace ONE UEM #2] i0OS 9 o]/ tlufo] 2ol tjgk ®upd SSO <l
T4 SAZE 2 a3t

= [OSE BulY SSOE 4T w34 AsAE =gy,

m  Active Directory 154 AH]| 25 ALE-3}
Kerberos Q154 W& 91g CA(S]
Directory 915 71¥#< AH&3tes W
Workspace ONE UEM Z&0A 54 (&3S 713Ut i0S$ 2utd SSOE +4
g g2 JASAE g2 =Yt

-~

o|\
o
-4
r (
QL
il
L
)
oo

VMware, Inc.



VMware |dentity Managerg A3 VMware Workspace ONE ®]| X 7}o]=

= Workspace ONE UEM <15 71#< AH8-3t= - VMware ldentity Manager [ &)
oAl A [I5A]E AHE3teE At i0SE 2utd SSOE AT E5AF ASA

g therEn,
= AHEZ KDC(] WE AEDE 24 g

m  \Workspace ONE UEM ££dA i0OS gulo] 2~ Z23d-S 7Ae 1 bdd 21903 AFE3HE
= A4 g,

= =ulel SSO(0S) A% WEe FAFY

= VMware ldentity Manager Z&°|4 W& ID Al &AE 743 ¥ i0S€ =ukd SSO A5S

dAgUH.

Workspace ONE UEM 9|4 Active Directory CA(2lZ
713%) A
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# CORPORATE
Customer organization group and the REST APl keys reside in Corparate. Mo directory configuration.
" MorthAmerica
Damainl is configured for Moerth America. All email addresses share the email domain of fBdomainl . com.
" SouthAmerica
DamainZ is configured for Sauth America. All email addresses share the email domain of BdomainZ . com.
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¥ CORPORATE

Customer organization group and the REST API keys reside in Corporate. Mo directory configuration.
" Europe
Domaind is configured for Eurape. All email addresses share the email domain of @corporate . com.
B AsiaPacific

Doemaind is configured for AsiaPacific. All email addresses share the email domain of RBeorporate. com.
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> CORPORATE

Customer organization group and the REST API keys reside in Corporate. Mo directary configuration.

¥ Engineering
Domains is configured for engineering. All email addresses share the email domain of @corporate . com.
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Domain5 is configured for accounting. All email addresses share the email domain of Bcorporate. com,
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» CORPORATE

Customer arganization group and the REST AP keys reside in Corporate. Directory configuration resides in Corporate
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¥ TORPORATE

Customer organization group and the REST API keys reside In Corporate,
® NorthAmerica

down menu.

¥ Accounting

Beta

Email address auta-discavery points all users to the Narth America group. The organization assignment mode is to select fram the drap
v Engineering
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