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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases™"
1,

"Resource": [

LLE 1]

"Effect": "Allow",
"Action": [

"ec2:Describe*"
1,

"Resource": "*"

"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"

1,

"Effect": "Allow",
"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"organizations:ListAccounts"

] 4

"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "<Role ARNs>"
}
]
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:ListAccountAliases"

]I
"Resource": [
Wk

"Effect": "Allow",
"Action": [

40
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"Action": [
"iam:ListAccountAliases"
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"Resource": [
Wk
]
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{
"Effect": "Allow",
"Action": [
"ec2:Describe*"
1,
"Resource": "*"
}l
{
"Action": [
"logs:Describe*",
"logs:Get*",
"logs:TestMetricFilter",
"logs:FilterLogEvents"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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telemetry

enable

!

destination-group dg03

destination "vRNI %7l IP" 50000

!

subscription-profile sp03
sensor-group bgp
sensor-group buffer
sensor-group device
sensor-group environment
sensor-group interface
sensor-group lag
sensor-group system
destination-group dg03
encoding gpb

transport grpc no-tls
source-interface ethernetl/1/1

Znt
vRealize Network Insight <=4 7] = Dell OS10 =% A el A vh53F 22 4 4 AR5 4] g o
m  per-port egress unicast queues

m per-port egress multicast queues

m  per-port egress service pool

m per priority group ingress shared headroom

m per service pool ingress
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B show ports where metric > X in time range

show switches where metric > X in time range

B port show metrics in time range

swicth show metrics in time range

B show switches where at least one port metric > X in time range
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Succesfully Added Log Insight Datasource!

Webhook URL:
https://webhook_user:YIc13&X926@10.153.188.118/loginsight/alert Copy I

Next steps:

1. Copy this URL.

2. Log into Log Insight with the credentials used for adding this data source.

3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.

4, Search for "vRNI",

5.Select All vRNI alerts and click "Enable".

6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.
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| Help - Adding a Log Insight Data Source X

Guidelines before adding Log Insight data source

1. Log Insight version 4.5 or higher

2. Auserin Log Insight, with access to Log Insight APIs.
3."vRealize Network Insight Content Pack" installed in Log Insight.
Version dependency matrix

vRealize Network Insight Log Insight version(Oldest vRealize Network Insight Content

i version supported) Pack

38 45 10

If all the pre-requisites are met, please proceed with adding a Log Insight data source
1. After the Log Insight data source is added, awebhook URL will be generated. Copy the URL.
I 2. Log into Log Insight with the credentials used for adding this data source.
3. Navigate to "Interactive Analytics" >> "Manage Alerts" section.
4. Search for "vRNI".
5. Select All vRNI alerts and click "Enable".
6. Check the "Webhook" option and paste the Webhook URL copied from vRealize Network Insight.
7.Click "Enable" to save the changes.
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[root@bigip:Active] config # tmsh
root@bigip (Active) (/Common) (tmos)# edit sys sshd

## Adding the following configuration ##

modify sshd {
include ~
ChallengeResponseAuthentication no
PasswordAuthentication yes"
}
FHAF
Save changes? (y/n/e) y
root@bigip (Active) (/Common) (tmos) #
root@bigip (Active) (/Common) (tmos)# save sys config

root@bigip (Active) (/Common) (tmos)# show running-config sys sshd
sys sshd {
include "

ChallengeResponseAuthentication no

PasswordAuthentication yes"
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7|2 CMDB 4 Tt

vRealize Network Insight+= JSON & 4] ¢] -4 3195 A}-&-¢}o ServiceNow A&7 A A & A

o,

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": false,
"ignoreWorkloadCheck": false,
"ciGroup": [
{
"name": "applicationClasses",
"value": [
"cmdb ci service discovered"

1,

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": true

"name": "relationshipTypeClasses",
"value": [
mxn
}I
"valueType": "CI_VALUE",

"systemGenerated": true,
"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,
"expandCIClass": false

"name": "workloadCIClasses",

"value": [
"cmdb ci computer",
"cmdb_ci_vm_instance",
"cmdb_ci_vmware_instance"

1,

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
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1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [

1,

"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

s
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"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

i

"relationship": [
"relationshipTypeClasses"

i

"priority": 5

i
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"workloadCIClasses"

i

"relationship": [

"workloadRelationshipTypeClasses"

1,
"priority": 5
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gE o5

fetchOnlyApprovedApplications

nameBasedSearchForvVm

ignoreWorkloadCheck

ciGroup

Rules for graph traversal
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EEEX]

A Application Service ¥
=  APP-NAME-BASED-...

{@} Nginx Load Balancer ¥
A1

@ Nginx Web Server ¥
AC1

{:c‘i} Generic Application ¥ {:c‘)} Generic Application ¥
B1 BC1

{:c}} HBase Instance ¥ HBase Instance ¥
c1 cct

MEX X|HE CcMDB 74 mH

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,

"ciGroup": [
{
"name": "applicationClasses",
"value": [

"cmdb ci service discovered"
I
"valueType": "CI_ CLASS",
"systemGenerated": true,
"expandCIClass": true

by

{
"name": "relationshipTypeClasses",
"value": [

W

I
"valueType": "CI_VALUE",
"systemGenerated": true,
"expandCIClass": false

by

{
"name": "workloadRelationshipTypeClasses",
"value": [
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"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",
"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "trackedCIClasses",
"value": [
"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",

"cmdb ci database",
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"cmdb ci 1b service",
"cmdb ci spkg",
"cmdb ci qualifier manual connection",
"cmdb ci endpoint",
"cmdb ci network adapter",
"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,
"traversalStopRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

i

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

VMware, Inc.

78



vRealize Network Insight A}

1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5

(e} 3L O = =
52 ot £ of EE Al ol A S Z M el7] 9] nameBasedSearchForvme] A 2l A-&-#F ] A CMDB
T4 gt 4714 cmdb _ci_service discovered v AYAClH YAz A= A
PN
= A 5o
EEZX]
Application ¥
(f\ Single Level Test App
Database Instance ¥ [] Windows Server ¥ (/f% Application ¥ [] Windows Server ¥ [] Windows Server ¥ [] Windows Server ¥ Database Instance ¥
APP-PROD-HR-VM3 E APP-PROD-HR-VM3 s AppTest2 E APP-PROD-HR-VM1 E APP-PROD-FIN-VM2 T APP-PROD-FIN-VM1 APP-PROD-HR-VM1

AEX X|HE CcMDB 74 ThY

"fetchOnlyApprovedApplications": false,
"nameBasedSearchForvm": true,
"ignoreWorkloadCheck": true,
"ciGroup": [
{
"name": "applicationClasses"
"value": [
"cmdb ci appl"

i

"valueType": "CI_CLASS",

"systemGenerated": true,

"expandCIClass": false

"name": "relationshipTypeClasses"
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"value": [
Wk
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadRelationshipTypeClasses",
"value": [
"Hosted on::Hosts",
"Instantiates::Instantiated by",
"Runs on: :Runs",
"Virtualized by::Virtualizes"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": false

"name": "workloadCIClasses",
"value": [
"cmdb ci computer",
"cmdb ci vm instance",
"cmdb ci vmware instance"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "relationClasses",
"value": [

"cmdb rel ci"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredCIClasses",
"value": [

"cmdb ci vcenter server obj"
1,
"valueType": "CI_VALUE",
"systemGenerated": true,

"expandCIClass": true

"name": "ignoredTierCIClasses",

"value": [
"cmdb ci qualifier manual connection",
"cmdb ci endpoint"

1,

"valueType": "CI_VALUE",
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"systemGenerated": true,

"expandCIClass": true

by

{
"name": "trackedCIClasses",
"value": [

"cmdb ci appl",
"cmdb ci cluster",
"cmdb ci cluster node",
"cmdb ci database",
"cmdb ci 1b service",

"cmdb ci spkg",

"cmdb ci qualifier manual connection",

"cmdb ci endpoint",

"cmdb ci network adapter",

"cmdb ci translation rule"
1,
"valueType": "CI_CLASS",
"systemGenerated": true,

"expandCIClass": true

1,
"traversalRule": [
{

"fromNode": [
"applicationClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 3

1,

"traversalStopRule": [

{
"fromNode": [

"trackedCIClasses",
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"workloadCIClasses"

1,

"toNode": [
"applicationClasses"

1,

"relationship": [
"relationshipTypeClasses"

1,

"priority": 5

}
1,
"associationRule": [
{

"fromNode": [
"trackedCIClasses",
"workloadCIClasses"

1,

"toNode": [
"workloadCIClasses"

1,

"relationship": [
"workloadRelationshipTypeClasses"

1,

"priority": 5
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0.80415 NSXUpgradeAgentSt A u] o] Aol Zx AR 7F A H o2 oul
atusEvent = ol 57 ek # s et
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService ¢ NTP 4] u] =€) Al g o] NTP A 8] 2~ <] b7}
0.80416 NTPStatusEvent Z 7 %) o <] o FA o2 ulH 95
o},
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService ¢ A A A u) 2] A o) A el A 7}
0.80417 PolicyStatusEvent A 5 9l 5 of FA P o7 ulH 95
o},
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService <] ZAA A u) 2] Aol A A B] e A 7}
0.80418 SearchStatusEvent Z A 5 9] ] o}, SAHo 7 ulH A
o},
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService ¢ SNMP A u] 2] 47 SNMP A 8] 2 2] 4]
0.80419 SNMPStatusEvent o] A ¥ ¢l 1o} 7} EA "o 7 up gl
s ek
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService F< SSH Aju] 2= ¢] Al g o] SSH A ]~ 2] Abe| 7}
0.80420 SSHStatusEvent Z A = 95 o, ZAH o7 vl A Hy
),
1.3.6.1.4.1.6876.100.1.  NSXTMPNodeService <] Syslog 4] 1] = 2] A g Syslog A1 8] 2] AL
0.80421 SyslogStatusEvent o] Z A ¥ ¢l <51 o). 7} R H o 7 upy gl
ek
1.3.6.1.4.1.6876.100.1.  NSXTMPNodeService <] DA B MHulxe A DA A u) 2o A
0.80422 TelemetryStatusEvent g o] F A = 5] o} g 7} 5 A 5 e & uly]
S e
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService ¢ Ul Aalz=e] Aglo] 5 Ul A v]xe] e 7L 5
0.80423 UlServiceStatusEvent | 5 9l 1 of. A ® o7 vl Y%
o},
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService 93&l CM Inventory Service NSX-T 2e] = ¢ 4
0.80402 CminventoryStatusEv 7} S = vl A~ % ), =& CM
ent Inventory Service 7}

A FA = e

VMware, Inc. 149



vRealize Network Insight A}

E 6-5. vRealize Network Insight NSX-T 7|4 O[HIE (A <)

oID

1.3.6.1.4.1.6876.100.1.

0.80403

1.3.6.1.4.1.6876.100.1.

0.80404

1.3.6.1.4.1.6876.100.1.

0.80405

1.3.6.1.4.1.6876.100.1.

0.80406

1.3.6.1.4.1.6876.100.1.

0.80407

1.3.6.1.4.1.6876.100.1.

0.80408

1.3.6.1.4.1.6876.100.1.

0.80409

1.3.6.1.4.1.6876.100.1.

0.80410

1.3.6.1.4.1.6876.100.1.

0.80411

1.3.6.1.4.1.6876.100.1.

0.80412

VMware, Inc.

oJHIE o]

ot

NSXTMPNodeService
ControllerStatusEvent

NSXTMPNodeService
DataStoreStatusEvent

NSXTMPNodeService
HttpStatusEvent

NSXTMPNodeService
InstallUpgradeEvent

NSXTMPNodeService
LiagentStatusEvent

NSXTMPNodeService
ManagerStatusEvent

NSXTMPNodeService
MgmtPlaneBusStatus
Event

NSXTMPNodeService
MigrationCoordinator
StatusEvent

NSXTMPNodeService
NodeMgmtStatusEve
nt

NSXTMPNodeService
NodeStatsStatusEven
t

e

4o

Bl

Aege) qulsrt 5

dl o] B 2% o] Au] 27}

%74

HTTP A u] =7} A2

AA gl o] = Alw]

27t A9

Liagent A vl 27} 57
%

el A Al 27} FA

i

-
I
=4

el ¥ Au) 2ot FA

3]
B

ao] o] 4 £ 7]

Al 27} A )

s
=

ot

NSX-T e == o] A
¥l 2 sl & odl o] E
£E o] My} A
5 A = o5 e

NSX-T g == o] A
vl g odhu, & HTTP
B e

S5 e

NSX-T #he] == 2f 4]
W2 g e, & o e
ol= A X Aju] A7} A

& A = 95 e

NSX-T 2] = ¢ 4
H]2s % Bk, 5 Lol
o] A E A w27} A e

A = 5 e

NSX-T g == o] A
vl 5 s, Fake] Ak
Ar]|2~7F A dY SR =

Sl ok

NSX-T 3] == <] A]
vl sl & o3ke] -
v el st Ay F
A = 57 et

NSX-T e == o] A
vl 5 8l & omfel 2
q o] g,gx 7 ,q H]A

A FA G

A
4a/awfv}e 3%
15 v o

NSX-T #He] =2 A
vl F o, &5 e
A7 A FA =

sy

150



vRealize Network Insight A}

E 6-5. vRealize Network Insight NSX-T 7|4 O[HIE (A <)

oID

1.3.6.1.4.1.6876.100.1.

0.80413

1.3.6.1.4.1.6876.100.1.

0.80414

1.3.6.1.4.1.6876.100.1.

0.80415

1.3.6.1.4.1.6876.100.1.

0.80416

1.3.6.1.4.1.6876.100.1.

0.80417

1.3.6.1.4.1.6876.100.1.

0.80418

1.3.6.1.4.1.6876.100.1.

0.80419

1.3.6.1.4.1.6876.100.1.

0.80420

1.3.6.1.4.1.6876.100.1.

0.80421

1.3.6.1.4.1.6876.100.1.

0.80422

VMware, Inc.

oJHIE o]

ot

NSXTMPNodeService
NSXMessageBusStat
usEvent

NSXTMPNodeService
NSXPlatformClientSta
tusEvent

NSXTMPNodeService
NSXUpgradeAgentSt
atusEvent

NSXTMPNodeService
NTPStatusEvent

NSXTMPNodeService
PolicyStatusEvent

NSXTMPNodeService
SearchStatusEvent

NSXTMPNodeService
SNMPStatusEvent

NSXTMPNodeService
SSHStatusEvent

NSXTMPNodeService
SyslogStatusEvent

NSXTMPNodeService
TelemetryStatusEvent

71&AA=E

el

o,
a

4
o

Ul ol &

W] A A w2 A ) 227}

%74

o el o] = o o] A =

Awl 27} FA 5

NTP A u] 27} 5] =

CERRPOE

AA Av) 27 EA 8

SNMP A 8] 27} 57

=]
=4

SSH A v A7} A 4

Syslog Al v] =7} % #]
=

o,
)
Mz
1%
2
=
W
N
X
ofy

>

j=hi

A
NSX-T #g] == 2] A

NSX-T #g] =9 A
vl 5 sk, & B E
FefolodE Au| A7)

A FA 5 Q% e

NSX-T #e] == 2] A
vl & 3, 5 ol el
ol = o] A E Au]
7P AY FA T

o,

NSX-T 3] = =2] 4
Hlz= % s, & NTP
Au] 27} AL e A

Sl ok

NSX-T #g] == o] A
vl 5 s, & A A
A u 27 A A =]

sl ek

NSX-T e == o] A
vl g e, & QA

Azt A g A E

Sl e

NSX-T #g] == 2] A
vl g skl 5 SNMP
Aul a7k A g FA =

Sl ok

NSX-T #e] == 9] A
vl F 3, & SSH
A7t AR FA] =

S5 e

NSX-T g == o] A
vl 5 s, &
Syslog Al vl 27} Al &

A E G5

NSX-T #He] =2 A
vl 5 oslh, 5 A
A4 Aqu| =7t A 5

A 5 9% o

151



vRealize Network Insight A}

E 6-5. vRealize Network Insight NSX-T 7|4 O[HIE (A <)

oID o|HIE o] & 71E A= Ul ol & A
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService £ Ul A el 27} Fx = NSX-T #g] x =9 A
0.80423 UlServiceStatusEvent w2~ 5 sl & Ul A
vl 227k A A H 9
s
1.3.6.1.4.1.6876.100.1. NSXTMPNodeService $]3 o] ~¥ e AF A8 NSX-T Z2] = o] 4]
0.80424 ClusterManagerStatu 7} A = vl 5 s & Fela
sEvent E] e A} A n] 27 A
& S A = e
NSX-T A|AE] O|HE
< vRealize Network Insightell 4] #] €] 5] &= NSX-T 2.2~2.5 o]l E o] HEg]v] ), o] 2] 8k & NSX-

T*]i%ﬂoil o & OID(N A ID)E 1.3.6.1.4.1.6876.100.1.0.80203% Y o},

E 6-6. NSX-T A|AHE| O|HE
oHIE o]2

vmwNSXPlatformSysCpuUsage

vmwNSXPlatformSysDiskUsage

vmwNSXPlatformSysMemUsage

vmwNSXPlatformSysConfigDiskUsage

vmwNSXPlatformSysVarDumpDiskUsage

vmwNSXPlatformSysRepositoryDiskUsage

vmwNSXPlatformSysRootDiskUsage

vmwNSXPlatformSysTmpDiskUsage

vmwNSXPlatformSysimageDiskUsage

vmwNSXDhcpPoolUsageOverloadedEvent
vmwNSXDhcpPoolLeaseAllocationFailedEvent
vmwNSXPlatformPasswordExpiryStatus
vmwNSXPlatformCertificateExpiryStatus

vmwNSXRoutingBgpNeighborStatus

VMware, Inc.

a3

Manager<} Edge 4| & 252 CPU A& 34 Y BH(NSX-T

2.2).

Manager¢} Edge %A = 254 fvar/log 3}E] A &) tf ==
7k AFEEFS) W EH(NSX-T 2.2).

Manager¢} Edge &4 & 29] Wl we] Abg-ak
2.2).

A BH(NSX-T

Manager<} Edge #&# ol 4] /config =}E] A ] o] == AFg-3F<]

Y THNSX-T 2.4).

Manager<} Edge %4 ol 4 /var/dump Z}E] A1 9] o]~ 2 L&
2kl U FHNSX-T 2.5).

Manager<} Edge Al ol 4] /repository S}E] A1 2] o] == AF2-

ZF U EHNSX-T 2.5).

Manager<} Edge %4 ol 4 root I}E] A €] v~ ARg-akg] 1
TH(NSX-T 2.5).

Manager<} Edge A el A tmp ZFe] A 9] vl 22 AF&-EFSi ]

HNSX-T 2.5).

Manager<} Edge %4 ol 4 /image 3} E] A &) o] A~ 2 AL-g-ak<]
Y tH(NSX-T 2.5).

DHCP %o| &8 2 =/4 49V tH(NSX-T 2.5).

DHCP < 2] deo] Al/A 23

Y oH(NSX-T 2.5).

Manager®| $+& uts AFe] Q] L SR (NSX-T 2.4).

Manager?| ¢l 4] nk& AFe] 9] L TH(NSX-T 2.4).

BGP ¢l A &5 AHe 9l W eH(NSX-T 2.2).

152



vRealize Network Insight A}

E 6-6. NSX-T A|AH] O|HIE (A <)

o[YIE o2 v

vmwNSXVpnTunnelState VPN H 4 7} /o A 9] Y THINSX-T 2.2).
vmwNSXVpnL2TunnelStatus L2 VPN Al 41 715/ ek AR e 9 W eH(NSX-T 2.2).
vmwNSXVpnlkeSessionStatus IKE Al A1 7h-&/Eh= AHel W EHNSX-T 2.2).
vmwNSXDnsForwarderStatus DNS A=A} AFel 9] V] BH(NSX-T 2.4).
vmwNSXClusterNodeStatus Fe] 2 2= A Q) U tH(NSX-T 2.4).
vmwNSXFabricCryptoStatus Edge ¢FZ 3} mux = 2fe] 8] 2] KAT(Known_Answer_Tests)

A9l /53 e 9 W EHINSX-T 2.4).

Manager ©l A~ 2g-Fo] T oA G},

BGP A &% the BGP <14 &H%el he Aei o Aok A8 gl
BGP U4 &% 715 Q04 S E o bEE W A g A G5
2B A AR X Z 7 2R A X 23 W - 5 A VM(MP, CCP) =+ A4 =

E(Edge, ZE)o] dl gl o] vl E7} Al g v}

| me] Algek X &3} Azl X 23 AW - 2 A VM(MP, CCP) = A% ==
(Edge, Z2=E)ol] chaf oyl =7} kA g o,

CPU A& X 25t CPU X 3} A M - = A VM(MP, CCP) = A% ==
(Edge, Z2==)ol] dfaff oful =7} kA g o,

N
H

NSX-T A|AHE A

3 o] g oWl E 9o = = E NSX-T 3.0 7 2.7} vRealize Network Insight 5.2 ¢] AFell 4] NSX-T 4]
2Hl oyl E 2 FA]F Utk NSX-Toll A A4 AA 7 8 552 https://NSX-
T_IP_Address/nsx/#/app/home/alarms/alarm-definitionsell 4 & 4 ¢l <1 =}

Kubernetes O|H E

+-2 vRealize Network Insightell 4 #] 9] =] = Kubernetes ¢ ¥l & <] 55l o}, & Kubernetes ©|
ul Eof] o3t OID(N A ID)E 1.3.6.1.4.1.6876.100.1.0.15109 Y1}

o|UE o] & Az v

FailedToCreateContainer 94 71 e o] v & A A ehA g5 et

FailedToStartContainer Ek 7 e o] & A] A ebA] i ek

PreemptContainer F 71el 2= & AA sl olsr ek

BackOffStartContainer <] S A BhAl Al zRe] el o] el el Al sl 55 B

ExceededGracePeriod 9 Zldl el sefd o] A A Frell 717 Wl =5 F A 51 A
2ok ek

VMware, Inc. 153


https://NSX-T_IP_Address/nsx/#/app/home/alarms/alarm-definitions
https://NSX-T_IP_Address/nsx/#/app/home/alarms/alarm-definitions

vRealize Network Insight A}

oJHIE o] & A= a4
FailedToKillPod F T2 FABA FPF
FailedToCreatePodContainer »E 2= A o] E A slA] gl o
FailedToMakePodDataDirectories HE = dole A Ee]E ubEx g5
NetworkNotReady T B g A7} Ful = A ekgksr o
Ok
FailedScheduling 94 X & dofe 4 gl o).
FailedToPullimage < olml A & FA LA HA T
Uk

FailedTolnspectimage B ol v A & Z AFeFA] sy o},
ErrimageNeverPullPolicy F9 ol m] A 2] NeverPull A A& ¢ ukg) 51 of,
ImagePullBackOff 99 A" o]y o]u| A & 7}A] A FEE 5 of kubelet7} o] ] A]

7VA 2715 F A Bha ol o
ImagelnspectError F o ol u| A & A Abe 4= gl o},
ErrimagePull 98 olul A 7}A L. 7] & F
ErrimageNeverPull 99 2 8.3 o] x| 7} Aol gl PullPolicy 7}

NeverPulllmage$] Y &f.
RegistryUnavailable k! gl Al 2 E 2o A o]u] A & 7}A & v http & A
InvalidimageName 98 olul A o] & T £ 4 gl ok
KubeletSetupFailed NE Kubelet 4 7 o] A ] g 551 o
FailedAttachVolume Ok EEE dAA Edsoh
FailedMountVolume Ok EEFT v ESA S
VolumeResizeFailed F9 B 54 da/E sk A L5 o
FileSystemResizeFailed Z 9 sl Al ~®'l-E S/ F LA s e
FailedMapVolume 14 e v ebA s e
WarnAlreadyMountedVolume o g o] olu] vpgE ] gl ),
ContainerGCFailed F o ZAE o] 7pu Al A o Ao gl s o
ImageGCFailed ZFo ol w| A 7pul Al A o Ao gl e
FailedNodeAllocatableEnforcement Z= 9] Al 2Bl o| A o <k ¥ Cgroup Al ghs A &8k A g5 o,
FailedCreatePodSandBox 9 FE Aevts s A A s e
FailedStatusPodSandBox o Adlg = Alewhs e g o
InvalidDiskCapacity HE AL H a3 gk o

VMware, Inc. 154



vRealize Network Insight A}

=2
=]

o[HIE o]

Yo

B
]

il

B2z g7ke] A

FreeDiskSpaceFailed

ek,

Lo

<0

jvael

x

7 el 611 7} ¥]

ContainerUnhealthy

T ek

) 2
I

S
<]

A

ER--

T A = e 71E] o]

v
S

o] 7}

=
e

KE

ContainerProbeWarning

e,

B
]

gl

3T

2 ET e

K-

FailedSync

i 9 %51 e,

Al 3]
&

4 2ol

T4 FE

1=

b
>

FailedValidation

A Aol A g et

b

2]

A2l 77

KE

FailedPostStartHook

A2 717k Ak F Aol Ao g5 e

K-

FailedPreStopHook

9] 5 A GEgks ] e

b

L=
_)_.

NodeNotReady

R

oF

NodeNotSchedulable

e =7b AR E gl o

NodeRebooted

TR
o

o

TH

<

o

% 7)o o]

Fueh 74 )

o] obal e A} 8} A4l <]

g

S

e, Apg A

ol

ofw
A
oM
oM

A=
oR

A

o
7

ofw

ok

A

ol

Rl

)

oF
A
e
of
=
i
o

EO
o
o

,m.h
(-
e
ol

I

—~
1o

wl

A A9 ol

155

VMware, Inc.



=

Ae

o)
=

Felul A

°

7

A
OlHYO| MEE=S 2B O|HE X|H

vRealize Network Insight A}

A
A=
ox
A
oW
ﬂmo

ofw

@5 el
L] sle) Aol 4] & A ofel

[e]
=

i

I

AM 7

[

2

ok
ﬂﬁ
,uy_AlL
ofp
i

o

o

vA
z:!

o

ToR
o
njw
ofw
N

~

l

—
1o

T

e,

=z
=9

=5
=

) #H& 3k o] v

p

<)

st wl A E o)WY K]

3

|

1l

§_Ilo
I 44 kvt ek A 7

0

vle] Ao A28l o]

Eof o

3 o] ] of 4
ohE sl A m W] g F5

1
.

v, o2

[e]
AN —

vRealize Network Insightel
o]

3 e A

2] o]

i
o

ﬂmo

ofw

28] |

—5}04 [x] 2~ E o]

I
|z

X

-

o

ofp

156

=

1w o] wA]A]

Apell A= 7 3L v Al A b AT 5 A G5 v o

°©

A

=

=

Xl otztol
Xl otztol

VMware, Inc.

=
=
=
=



vRealize Network Insight A}

. o o e —
| iy 0
X x X A - oF Az ! < "
5 3 ~ oo = ~ o — o
» - T g o = 0 0% - o
= woE % ! T {+ # 0 ~
Ca = o 5 < - ] = X
(i, i ~ o iy k) o o o ol
v 2 S i o wr £S o +
& oo X Y| o o wl
wjy ) - olp > = il = ﬁa =
W o R = T % % o w F "
e W 2 | = w 0 T = £ w
CH = W F — A 03 ¥ ol 2
— 5 zox 5 o X oy K o > = "
S ° m X ° T = it o e il
x5 vy a X Mr o e o wE o s
T T o > ™ A ofp EnR R o
W oF wp iy O —o ~ ™ — o
o 5 ™ <° ~ o 0 ~
il J ok = = = = o J = m LU
L Il Il ~ ] i . 10 o
5 2 v e p 3 A
T = "™ i w = iy © Mﬂ u — ny
i R TR = ™ o ] <° - W) >
A | - e —_ > o o N = e
T 5 E = G - o v 2 T
. HM ]O.l m ﬂu/rw\_ dl ‘_ﬂmﬁ . X T K2 ‘I_ﬁl E_E ﬁt O#E
— o - oy _— e ol | m
T > ] T oW 3 b b A < i
= I S g : g o T - =
— ol — i
TNy TR N oy i o o °
BT ow s Yo m BT o3 § A o9 ® °
[ - - ’ Y —_— _
o T g e S w0 S B W7|r o2 ° o ..mq__...._ o’ o oF oV
o mﬁ R ooy T i MH 3 m F = - &
Py oH oo WA oo T X S R o
ofn _ o = ool T 5 o o | T o oo K €3 = o 2|
o GO W M I LT N WL wno o = < o — > _—
o T [ 5 = — - © <
= & By Kl I P g i i T
~X HM OT \w_ ﬂ K o,llwﬂ.l = ID_._I — .H; ~ ™ 0 ] H.r! _|_l_ — Lf B’ 2
I =R I S O SR O :
—~ oo H_._ — W r_f o - = = wy B = o] —_— OM —_ <0
K ~ = = - T ™ K o i e e ~ K
oo 9" w = el o of —~— 2o o o K EL 2o =0 Hr
T X o o T o= o — w| S T W) - K L B
(R Mo+ B o g W o nom . Lo W n o T o om B )
ny UL ovn ) o) ™~ £ B UL ) £ iE QO _._ K
%oy <9 & O % 2 oA M ey ¥ o5 & w o 2 T %73 = ol
~ T o o~ W = 2 5 E op o < i o
[ R s = 9 2 omEH TP L R oS} K T " do BE W oy
L e S N i M A = T RO X OXW WA ®
— —_ — —_ e T —
o W — = " ol TTH o ° o o wjo o= ny 3 % ~ ._._._. W) B ofu i wl T )
W o I m oy X IR o F a = o TR ooy T pE &
°© % e o R Qo & 7 2 % % o Q o U % W — = 2w 5w N o
™ LY E oo . FE F £
™ + © - o B o - ~ o X T o =™ _— ~ ™ ™

157

VMware, Inc.



2ol e

- =
A - 2

]

46 A o]

zg Al A

A

vRealize Network Insight A}

2

}11!
X TR !
WG | o o
w® "B
7o . — S o
— X u oo o i\
® %o & £ I Y
3 ﬂ_ o 5 s 7°
R — ! ) oo A
nf fat —_ @© s
I Gl = 5 ) o
o ) . o
T F a = & i
e o > = Ry K
%0 = £} z = o "
y oy T % g ee =
o K L2 x —
iﬁ Mom %o —n m iﬂ M Lt
| =z > T o5 o W B it
T ™ = ) = z 7 W = ®
il " e ol Al s 4 3 | . Jo
3 afo gr Am ] o
R o > A ~ N
{n —_ o o —~ % .
X on L =K Y K s = ™
o5 4 ° o A oo A ™ ~ =
e - o = = o L K S <
(- o s o xo ot < - = 2 7
S - il ¥ 7 A < = T
o & = v L3 <o ol =0 -
R Y 3 T = o @ ok =T oo ¥
ml oK < < o ud . ..
= o o a ° o ﬂl E X ofo iy
iy e o G = I X © R
. ° g T 2 T gk T E R
— - 0 ] = ~ fnd v
,Mo o " ol W o= ~ ..7L W Mﬂx < oA 3 A
X 0 T W o o= - NN
X a5 — T 2 = 2 AlE o o T
—y S0 —_ n
- ]
et i K ~ oy
ojy 0" g ) =o — C N o o? AJm
‘Ibl L 1 —) oy L._.A ~ &O S = = =%
o D Sy B o X . = X ou W §r o oR
> >EE FE3 o WX o owm o4 oA
= o o o X . o fo a}
o SR S ﬁ X0 oo T = £ ® = T
"y Hooom M 2oy @u_u = _:_I < MW T G m
f — 0 — —
T = o o mﬂ o ¥ o T = T YR T P
Tz @ oM ED 2 o m 2« 28 = ® x = M
iy = - 5 [u) o " = X Z - e e " c o 3 N X —_
P RAB LY oe 22 A OFE ow gi ey g
e = = KE — ‘ﬂﬂ c x° c :.L ﬁ.l ® w
MU & lo o~ - To = = A PR
wow v R ZIT R T oo X A oz B sd &% a4 ¥ o
M ] — J— — S
g T T o WM =2 W T o = QW o= @ < T x 2 i
| | W m -
T Towm = :.%l IA W .,Q W ~ - .— ~ . Toll ~
Mog <o T g By x o = g " OZ W ooy 0
Py BY AT e 2o oo O 25 Mo 2e pow po i
ol — T o o w2 — 3 2 o s N
o T R T e ook gp 8L KON TOE LG - ™
ox Wow X T Xwo o2 x ox oW T o - wF RE T Ko
B o ml n &= L o+ © 3
< © < ol ~N m < W 5 < W ® m om om MHo® =

158

VMware, Inc.



vRealize Network Insight A}

b

6-7. 2 Agof X|¥MElE=E 715 (M)

slo] ] 2y 2]

CSVE 7]

)
of
)

i\“
ol
i,

[AA] &1 Syslog T4 H.7]: Syslog T4 ¥l ¢] #| /=]

o
oo
i,

Syslog AF-&/2F- <l &

o
o
P

Z7}: Syslog A1 4]

i\“
ol
i,

A A /4FA: Syslog A4

o
oo
i,

H.7]: Syslog 41 =]

W7 dzm An] e

o
o
P

A a2 4w e

i\“
ol
i,

,_,
)
oX,
b
o,
fz
o
oo
i,

Al el e g Al A2 7o) &, WA, Anl 2 e )

’

ER PR EREE

o
o
P

,_\
1
o,
hhar
>

I
oL
By
o

W] ARG A AA A7 23

i\“
ol
d,

AR g A4 A7 23

o
oo
i,

B H ol B s A FaA A

o
o
P

HA: dle) B 22 <l HA] i

=

A

i\“
ol
d,

o
oo
i,

7] Google Al = API 7]

o
o
P

A4l Google Al = API 7]

(AT 712 A4 BIAA W R AR

i\“
ol
d,

[47] ehol 4l 5 AL g2 87): ehel Al 8 AHgek ol o) A/

o
oo
i,

Iz
N
Ach
o
23
>
B
-z
o,
f
o
o
pY

=
EY
= by
D =
o o
N
= W
%
N Y

|~

N
Qb Sy
o o
i, o,

o
>
5
o
i
B
[
i
i)
Ach
ol
ol
2
o
o
o,

|51 74P s

3‘_’4
o
£

FAA L H o) B s s ol A 2 A A): - A ARGl vl o] E
a

o
ol
i

[4 A1 SNMP E& o] 4 27]: SNMP 2] w4} o o] 7] /5]

H7]: 71 SNMP Hl Ak S5 (74 5 o]

=
|
N
Lig
b
sk
=z
BL
ol

)

H7]: 7t SNMP vl Aol el all -4 4 o]

=

[
|

A
_u
o
o

i,

at

o
oo
i,

TestTRAP F71/H Al /#H Al fufo] ] o] A /¥ W] 7] : SNMP ] 4F

VMware, Inc. 159



vRealize Network Insight A}

E 6-7. Z d&hof X|HElE 7Is (A1)

slo] ]

(471 =l A

[47411D 3 o4l 2 3]

[AATID % YA~ 3ke]: LDAP

,_|
ik

JA711D 2 A~ e VIDM

[4A1ID % Al xhe]: AbgAL e

[HA] el =: SAE ) o=
AT el =: A&t A el ol ul=

VMware, Inc.

2]
27): el A w] ol o] A] /]

2] el A 7] E 4

ZE /A A = A A
Bl 2~k o]n| ol w7

271D Y BAl~ e H o] A /H
®.7]: LDAP ¥ ] 7] /&

2.7]: LDAP 7] & T4
Z7H/ A /A A LDAP T4
®.7]: VIDM =l o] #] /]

27]: VIDM 7] & 4
F7V/ A /4 Al VIDM T4
% VIDM 14

B ALgA e ol o) &) /8
®7]: 271 /LDAP/VIDM AH-4-#}
FH AR A 22 g
74/ A/ A Al LDAP A&7
F7HAA /A VIDM A AR

B ol E o] A /|

160



vRealize Network Insight A}

b

6-7. 2 Agof X|¥MElE=E 715 (M)

slo] ] 2y 2]

ke
)
~
>
ofo
X
)
o,
Lo
°
Z
It
A
S
b
of
ot

G
o,
~
ny
E)
N
o
.3
2,
lo
o
=
[
i‘l‘
ol
i,

ARG/ A <k g AE A A ) ol =

|

o
oo
i,

b

4

e

A8l B 1p &4 g A Ll A o] A /|

o
o
P

(dA11P

i\“
ol
i,

[42A] =24 1P % DNS =13 7] Ee A 1P E DNS wi ¥ s o] x| /7]

B7): A e 2 sbA 2 e A 1P Y DNS v

o
oo
i,

o
o
P

chp==: =24 1P 3 DNS v vhl

i\“
ol
i,

dRe/vbrr] =2 A 1P 2 DNS w4

o
oo
i,

Al 715 E21 4 1P 2 DNS vl 9

o
o
P

(441 =" 419 2 VLAN 7] A Al 2 VLAN # o] A /8

i\“
ofe
d,

uo) A E Fel R Al 9 VLANS o] 4l %%

o
oo
i,

TR A A A Rl A A Bl g VLAN

o
o
P

[4 4] East-West IP ®.7]: East-West [P =] o] %] /&)

i\“
ol
d,

H.7]: 7% East-West IP H

o
oo
i,

F7H/ 4 vl o] =/~ Al East-West IP B

o
o
P

[4 41 North-South IP ®.7]: North-South IP # ©] #] /¢

i\“
ol
d,

®.7]: 7% North-South IP ©] =

o
oo
i,

F7H/ 4wl o] =/~ Al North-South 1P B

(A1 AA  dlelg 4 W7 A B e o] B s ] o] A /)

o
o
P

B 7] 71 ZE Hlo|E £~

i\“
ol
d,

FHA A /AA: dl o] 8 £

o
oo
i,

A/ <k TN E el E 2

o
o
P

[47] dlel e 2z B7]: o] E she] #f o] A /5

i\“
ol
i,

wo)dlo] e wE A A AR

o
oo
i,

AA: dol g RE A A AR

o
o
P

=
%
2
I

2 5 A ¢

o
iz
N
r o
e
w
A
He
3
o,
)
o
)
<
g
i\“
ol
i,

ox,

1z 8 A AL 2L o= SR LR PV

o
oo
i,

4

f
N
)
ko
N
jind
5
©,
|m
>
—Hz
oX,
f
ol
0L
TO
4

VMware, Inc. 161



EER

2]

vRealize Network Insight A}
o]

QU ﬂmu QD i ﬂmu QD i ﬂmu QD iy ﬂmu QD iy ﬂmu QD iy ﬂmu QD iy ﬂmu QD iy ﬂmu
ofo olo ofo ofo olo ofo ofo olo ofo ofo olo ofo ofo olo ofo ofo olo ofo ofo olo ofo ofo olo
"o o o o "o o o "o o o "o o o "o o o "o o o "o o o "o

w|
o
T
> z
e <
T4 K
<0 : o T
~ o}l — ul
h 2t
w i 1 ) H.M
= | K . H wo®
oy X s ﬂl W = = Rl =
= < IR m < o T
— o ) el K =r o]
z 2z ~ R T - N e A
oy B ©° up KB T F ~ g ~ “ f ,,t b °
of i = el uj - W/ o w Ho =0 uj s B A ~ e =
T T o T s F s LR T L g ¥ s o TN &
S xRS e S R F® W e W w F T =
. N B) 70 oF hS - il . = 8 oF — ha ™ —_
R o o A A A - S T o - S B A T
do oz Mool A X e s F o e W e F o i W o
O I T O i O T o A - A O R S A N TN
g o+ 0~ ¥ T X T P T AN KN RN PN R®OToH TN N T ~ N
< = = & = A M & = « A =H < =H ®F T & = H A oo =
W
B
TR
=
I
Ca o W
K B =
& w Y
" T i
K 4r G
i WK w
! B il
> T W g

162

E 7]

L ubo] E

W7 wa AlE s oA (who] 2= Al e, e 3

b3
o

7U4x

se] Al ol A

4
=2

A/AR/AHA: A E o
4wk A9

X

=

1

=

7}
7} Bool A

e
3

CEFSEER
[ 4122 A2

VMware, Inc.



vRealize Network Insight A}

b

6-7. 2 Agof X|¥MElE=E 715 (M)

o] %]

(A4 5=] A9 2L 5 ) pal A £

(A =] AE gl G ob e el Al o] A

fzelAlelAd A4

(A L=] &4 ARk

VMware, Inc.

EU/ES B mte] 2R Al anlE
CSVE Hu]7]

271 PCl At 4 # el Al /H
7% PClLAFA F4F

o)A ;A kel A

=2 T "o o

CSV/PDF Y] 2y} 7]
=5

W) el e Aol A o] Al /|

Tk N Ee] Al o)Al

HAA/ A 71 E el 2] A ol Al

8] A B

fzel Al el A A

187): o] 4F sl o] Al /5
B A E ol 4 T4

ZA /A AR A E ol 4

o

g
A/ < G A E ol 4 A

=i

fz
N,
foi

i
-0,
~
>
-,
It
)
-,
>
~
v

163

EER

Qb Qb <l Qb Qb Qly Qb ) Qly Qb ) Qly Qb ) Qly Qb ) <y Qb Qb <l Qb Qb <l Qb Qb
ofo ofo ofo ofo ofo oo ofo ofo oo ofo ofo oo ofo ofo oo ofo ofo oo ofo ofo ofo ofo ofo ofo ofo ofo
ot ) fra) ot ) fra) ot ) fra) ot ) fra) ot ) fra) ot ) fra) ot ) fra) ot ) fra) ot i

o
ofo
i,

<
o
o



vRealize Network Insight A}

E 6-7. ZF Aol x|HEl=E 7S (A%
o] 2] 2
A A
CSVE X 7]/& v st/ = &2

x| A= A A W) 7 A AE A

24 AKX FT}

vRealize Network InsightE AH&8F A& A& F7F8laL 7F Abg Aol Al o &5 &3

MR
1 vRealize Network Insight 23 sl o]zl of| 4] ID ¥ AA| X 2] 5 2745 o},
2 ARgAF el = F25ka VMware Identity Manager AH-&-#F 8-S Al Bl g o,
3 AMgRF FIbE FEEka degh Al AR E A A e
%4 47
°I& AgAtel ol &g Q) E g e
ol =l (2241 ID) olf & = 22l ID(lE )
g S gohe BReld e 49
L e Qe
Al FE T4 9 el gel| k52 ohA] g P

4 AeAFAE ZY s AR BT ARG

LDAP AL X}0j|H «d& &2t

LDAP A}-&#}ol| Al o g4 krtslo] vRealize Network Insightell o g1 < 4] ~ &

ANH 2T AE

LDAP(Lightweight Directory Access Protocol) T4

M

1 vRealize Network Insight 2 = o] x| el A ID Y HAA| X 2] = 273t

2 ARgAE el S 225l LDAP AREAL wl S Al el g e

3

e,

3 AbgRF7bE 2 g
4 % FYEeE AGA 229 IDF AFE
5 2ol UL ARGk AAG W EL AGA Hel THL FEAA

VMware, Inc.

)

)

EER

ol
ofe
ot

ﬂ‘
ofo
i,

o
ofo
i,

-4

al
oY
¢



vRealize Network Insight A}

F7bE e

LDAP(Lightweight Directory Access Protocol) 7+

LDAP A}-&#}7} vRealize Network Insightell &1l 8} =

Lol A LDAP A v] &5 FA 3l oF 3h] o},

A 27 A

oot

el A3l 9)

of g ch,

= 5]-¢-3t2l 7 vRealize Network Insight = #A

At
1 VRealize Network Insightoll &9l st AA & F2 gk o},
2 ID ¥ HAE H o] 4] LDAPE Al et
3 FAL FYch
4 e RwE ATF
= A
= =uflel o] 5 ek, dubA o2 ARgAL o]ul] Q) FiollA] '@ 7] & Holl e
whA kgl e}, ol johndoe@example.com & % 2 718l 8k AF&AF] - o
I E = example.com®d Y o}
LDAP 32E URL TaE o] Fe JH T 412 7 ol2] LDAP £22E URLES A4 4 3l
e
5 7]t AA L Ao Za e TA S dl e g o mleel Al o &g AlFEkE o] 541 AlE o
a 71& DNell A A w7} Abg Ak g A akalis 1A ¢l 712 DN o & g el
A B4 A A g e
¢ F DNellA 7 2F ol wel ALgxte] o ag Al gl
54 25l el fela s AEe A 25 mE A el e
A ko] YA ek, wpak A %XJ 2ol dal F4d o2 g Adeea
A 25 B E FAUNA T Ao] Fod P o] 4L A8 A
on e T ol 2 F AA ol I e A £AY 2 gl &
olA] ¢ ohE &8 LDAP AbEAE Aol 2l e 4 ol eh,
d F7bE 2okl £G B30 25 oG
e F7F LDAP 59 Abgatel Alnt Al 5 & -eheld 9] 2] et o
Az A4 Ad g,
AHgA}olE A AL AHgehel Baclshe o] BeF Aol gl LAY,
*E AgAbel gz e
5 AEFs =P
T4 o] &, @l LDAP Al A 8 7F 34 v et
VMware, Inc. 165



vRealize Network Insight A}

VMware Identity Manager0lAM ALK} 7t K2 7|

VMware Identity Manager A&7 Al A & 7} 4 2} 4] vRealize Network Insight& AF-&-

o dekd 95
AN 2F A

VMware Identity Manager 74 74

Mzt
1 VRealize Network Insight 23 & o]zl ol 4 ID & HA| ] & 2h7f gt o,
2  Apgx}l el & F 78l VMware Identity Manager AF8-#F B8 A Bl gk o}

3 AR} FrlE FH el Lo AN AR E & A g o},

QS A AFg A

2= ol A

=rlel o] & 7}A 2710 AF4-2 VMware Identity Manager =w ¢l o] &5 ¢l & g o}

AR 2w R A A )1 s Al e A B S FA Al & Ae g el sl AHEAE

A FEAYT F9lGh 255 AYs Pi 9 =& el 7l vRealize Network Insightell @ 4] ~a+ &= gl
Y ek

& Mg AL A Aol Aee St ek ARG W S AR AL Ahe] A S ARSI Al L

4 AgA F7HE ZE

s
n 2o AEetH o] Be vl sdd dE S AU 25
<= @eteu, ARG AE N E A o2 Foheta e gk o 5 kel of g e

= Mygroup< F7heta W oo dokdba
m  userte F7beka FERF A & Fek g ok
AbE ARl A Skl g a5 o] AR AFE Al Al dkE T A4 dolgr

n thE e Be] gl ofe] 2Fol AL S3HE A felE b EE %

EEEY

5o B Al Al e T

o,
o ALg A7 2

of| & Eo] A&7} F2 =} o o] 9= Group Aell <3l A Wy o gko] 9+ Group Bt

Group Col = %314l AL A Felxt 4 48 44

M

at

o] Al VMware Identity Manager A&7} == 75 =¥ = vRealize Network Insightell & 19l s}o] g}

o] ol wek 1% AT 4 e

VMware, Inc.

166



vRealize Network Insight A}

VMware Identity Manager 44
] Ak o gofl w2l VMware Identity Manager AH-&-#Fell Al vRealize Network Insight 7] 5ol o] Al ~

-
T4 Qe ARE Fel T 5 Dk

vRealize Network InsightE VMware Identity Manager &2 E ol OAuth Zzle]ld &2 5 E3gh o}, &L
Al gk v 8- VMware Workspace ONE Access A A & AFZx k4] A] 2

\l

At
1 VRealize Network Insightoll & 19l st AA S F2 gk o},
2 [ID % HAl~ Fe]]oll 4 VMware Identity Managers A1 €] g o} |
3 P 2
4 BeAwE ATRI
w7 W4 A
VMware Identity Manager &3] VMware Identity Manager &2~ = ¢] FQDN( 72k ==l o] £)3) v et
OAuth Z&o]dE ID vRealize Network InsightE VMware Identity Manager 3.~ Eof 55 o 4]
== 1D ek
OAuth Z&o|dE ¢35 vRealize Network InsightE VMware Identity Manager &~ Eof 553 o 4 4]
LR A
SHA-256 %] & ol e Aed 2 =9l ek VMware Identity Manager &2 E ] Q1 & 4] A 9]
o}, A4 g W22 VMware Identity Manager &2~ E ol 4] ¢l &54] A 7FA 27 &

5 AlEFs FYIh
T4 Foll+= 74 3 VMware Identity Manager A 2 Z2fo] ol E Al A ¥ 7} 3 4] 5 o

6 E& ¥ ES F2 o] VMware Identity Managers AF-&-38t A Abg31 4] k= 5 A A g o, AFE-3)
7] okx = A A elu] vRealize Network Insightell 41 VMware Identity Manager ¢l 55 AF-8-2 4 ¢l
PN
U o

VMware ldentity Manager EAE0M QIS M X|E 7127
SSL el 54 F&4 A4S 98l VMware Identity Manager & 2= E ol 4] SHA-256 A% 7}A % 9 9l <r
1RR=1

M=t

1 SSL/TLS oIS AME 7t e of & A

udk

v,

openssl s_client -connect <FQDN of vIDM host>:443

————— BEGIN CERTIFICATE-----°l4] A]Z}3}¢] —————END CERTIFICATE-----% €4 A8 <54

VMware, Inc. 167


https://docs.vmware.com/kr/VMware-Workspace-ONE-Access/services/ws1_access_service_administration_cloud/GUID-AD4B6F91-2D68-48F2-9212-5B69D40A1FAE.html

vRealize Network Insight A}

2 Axe bR o WE e Ad o

openssl x509 -fingerprint -noout -sha256 -in cert.pem

M

A=

nl
chg Ao A o] 45}

SHA256
Fingerprint=3D:E8:4C:CD:19:D6:AD:23:30:86:E4:A1:72:D5:22:08:F9:72:6D:D3:E7:6E:99:32:C8
:C7:3D:F8:E2:91:91:AE

ool =

o2

o =

[VMware Identity Manager 741] 9| o] Al of| A A t-& F-Alsle] Fofd 550 of,
23 74

vRealize Network Insightoll 4] thedgh & o] 2 25 Ao d v -4 4 gl o

A2 27| 2 LHE LY 7]

ZEAh 2 A zwlel A £ 9 el 2l

N o
1l H =2 a_
o} % olul E 9l Ut} Ul, CLI =+ APIE 538 3 5] 2e] #-¢lo] 7] =

H

ZhAF 2= APL UL Y CLIoll A 2Fed S ) A g o,

o ARl g4 AR Sl

\J

olr

—

= vRealize Network Insight+= 7HAF & 204 UTC & 4 & A <1 gh o},
S

n A 2 sysloget @ Wtk s A 225 4] 9= 5 Syslog Collectors T4 & 4 57

=

o

s EE A EDdelEE CsY TR a5 9l

o)

et

Syslog 7+ M

Syslog TFA ] ¢] 7| & A}-&3} ] vRealize Network Insightell tl gk %14 Syslog 4 ¥ & F4 & 4 3151

ot
RE ZEA Au s A e r A7 v A Syslog Al & 7HE - A RE Fel2F 8 mE FElE A
W= 594 44 Syslog AW 5 A&

Al & 2] 220 4 = vRealize Network Insight <Al o] ¥l = 2 &2l 35-/2 5 4] A ¥ Syslog”} <14 Syslog

A= A E o

VMware, Inc. 168



vRealize Network Insight A}

&7l vRealize Network Insight+ vRealize Network Insight 41 8] ¢} %17 Syslog 48] 7F2] EAlef| ol &)

UDPuE A <l kvl ek, wh2bA 14 Syslog 41 7k UDPE &2l Syslog =22 & - 2tet =5 74 5 3l =~

gal sl oF g e},

Syslogs T4 sl# el o5& 8 ¢ o},

1 AA o o] x o] 4 Syslog FAS 2 1} Syslog FA =l o] Al ol &= T4 ® Syslog A= ¢} 7FAF #F
Aol o gk &l & v o] vped Eof QlgF ek, A g o Z o] H o] Ao WA sst= 7S 7R A 2 E Syslog

7F AREE A RS AAE o] 9low] o] HolA ol w H-Fo] vJEREA] ok o
2 Syslog A¥ & Frtete 9 o+ a3 o
a Syslog A¥] F7}5 F2 g},

b AwelIpFa, ) LE (5 E ¢ Prich UDPY $F FE Bt 51490
m_'
e Foba A WA Awel 75 ool x| Ashol A Syslog® AH4el w5 A4 g ek,

b 2e ZdF % Z5A] Auel tfg Syslog AW & Al H g HF

c oufg =54 Au == ZH Tl = SyslogE AHEEt =S A elA feeld AW gl S

HY M 7

vRealize Network Insightoll 4] w9 & &3l ojul = odgl& FAISt =5 o A& FA4 T F ol
e A T o5& S

1 & dAolAe L35 drtelx] Z23L ofo]Z5 THI o ARS FH A

2 WL AWE

3 [SMTP A u{] &telabs Al g o,

VMware, Inc. 169



vRealize Network Insight A}

I 6-8
q= A
Bl A o] w9l B Abgke] ol vl Q) Fglv e,
SMTP T AE o] &/IP 4 SMTP Aln]e] §2E o] 2 mi |p Z49 o},
s+ 3k 5], [TLS] % [SSL] h& 8t w415 AH&3 & st
SMTP ¥ = W& SMTP A vl o] & ¥ % (7] 23k 25)% 1 o}

3 Gmail A& ol vl el Al o 2 AL8-sled ™ Google Supportell v ®H F71 -4

Y83 A FohA8l weke 919l [21F] Felas AR L AL o] F 3 B E Qe
A3 oy el SubeA A o] A Helselu HAE oY Mulr] % F2 g
5 AEL 2ol F4L DR

SNMP E3 CHA 74

vRealize Network Insightoll 4] =< &3] & wl= & SNMP(UP? WESZ e ZEEF) ER o o] HE
5 A 47 AT 5 sk o] Al SNMP ¥ A v2e 2 v3E A g o

1 AA s o] Aol 4] SNMP E& WA} > A} F7h5 2= 3k e

2 SNMP E & dJA} 37} 5 o] 7 o] §]AH = & b3 A Aol 4] SNMPv2c == SNMPv3 Z & &

g e,

ufy

F31 SNMP v2c ZE2EFo]l&= ol o] I8 dhA ¢t SNMP V3 L2 E 32 ol 55 A g o},

3 WA IP F4/FQDN 747kl SNMP of o] A E o] [P F4 == FQDN(A 7 8H = o<l o] 5)& o] 21 3]
U

4 Wi} LE Bl ~E Axto SNMP ool A E] £ Wl g5 §] H g},

VMware, Inc.



vRealize Network Insight A}

5 AllE SNMP ¥l Hol wel ohg % ahih S el g o)

g4 2]

SNMP v2c AFUE A 2 E At A5 e wAd S 9 E
ot

SNMP v3 1 A]—.%-;(]-o]E el ~ & Abxlo] SNMP of o] A Eof Al A&l A}

e 49
2 ww%HLd%ﬂ%ﬂﬂ%%ﬂaﬁﬁw
3 (AH /n}al)cﬂzg_ 2 51

Eol 4 B4 Aol

AV
o F

%,
oX,
e
o (e}

{

}qy

fru
jracd
JVL
w
°

= e,

A Felete i SNMP E HIAE S 224 o & alo]
3.

SNMP E 2 CHAF ALK

vRealize Network Insightell 4] SNMP = &1
-, SNMP =2 e 4-& 2HA| abed ol 2 = =)
o o] A 5t

At
1 A e ma w4 ol Qi A obel 28 F Pt

2 ARl = el A ohE = dlabe® oWl e R lo]wa o] dalelnl o2 ok AE EEchES 2
23 F oWl EE nho] 2ol A% B ol 4L A E g o}

Zto|MlA 22

VMware+ vRealize Network Insight 2lo] Al Al ol] ol 3l 54= A] ~ 8] <
Q =
() [¢)

U
ahul ALt QL e sl o] 2ol 7 1w A 2] 7} FA] 5 Ak A Abgats o Al e gl o

-

chg s} 2 Ave Lol 4 Ule] 2E o] Aol ehel Al A w4 A 7F 4] o)
n ehol Al Abgate] 2 A(CPU) ehel Alag £33
87 Age AL el nl ehel s g o Fobalof g

VMware, Inc. m



vRealize Network Insight A}

o E3 el 3
s Advanced z}o] Al =9} Enterprise 2ho] Al =25 w5 F 7131 75
Advanced Editionell 4] Enterprise Edition2. & ¢ 12| o] =3} % oj| &= Advanced #}o] Al =&
o & AAE oF g (R A > glo| A& L ARE-7)). Enterprise 7] & AH-E81 7ol F8
Enterprise 2to] Al =7}k gl=A] 2l gh o,
n & golAlae) 3o gfolAlAaE Fohe A S
8 Ao whet gholAlA 8 5 shuE ARA g o
ChO[MIA AT A4
vRealize Network Insight 2} o] All 2~ AR-g-8F-2 tf5 vl gof whef A4k o of
WA A &7 go] st 5 8-5 SN A 5
VMware vShpere CPU LozyuA T AE XAHY] ECPUL T

VMware Cloud on AWS &~ E

AWS vCPU ¥+ Azure

¥ VMware ¥4

3 vRealize Network Insight 2Fo] Al = A&
g et A4l Foll vRealize Network Insight 7} ©]

SD-WAN zto|MdlA

A 4

% VMware Cloud on AWS & A~E 4~

0.5

7;‘:!'37— One VMC host requires two

socket licenses.

-
I

4

AWS @l 2Bl = == Azure¢] £ vCPU 16

o

=

v VMware & & 5.3 7] 5 (el %2 A 15

28 A el A o] 2+ NetFlow)s %@l

tEo 2 ¥uEl 2o F4 5 u|glE

vl 2 u] VMware £4 ¢ 3 4
A LA g AR dolE A4 e
AL A= el m oo £~2 A4 Eh o}

VMware SD-WAN-=< H o] E] 228 F

B 2w VMware SD-WAN &ho] Al ~ &

2~ 2 F7bel Ao Enterprise 2hol Al =9} gl AE-E 4= 9l 5
Advance z}to] Al =9} A ALg-2 4=

8 94 29 Edged A4 4 A<k,

VMware SD-WAN =] o] E] 229} 37 VMware SD-WAN 2ol Al ~ 5 AF-&-3lo] |PFIX,
>= 7}‘51— Pt

E, Infoblox $l¢] vCenters F
2ro|MdA M Z|8F 7S

vRealize Network Insight 7] & -

VMware, Inc.

o] 2=
2 T — 4™

et
=] ]

g

%] eo] Al 2ol whe}

7}k 3L vRealize Network Insightell 41 VMware SD-WAN # 5
Z=7}el oF g tF. VMware SD-WAN zho] Al 25 53 3 o)Al

Y}, 3k& =k VMware SD-WAN zho] Al ~ &

e v e

Slar of. ol 2] 7H e VMware SD-WAN 2Fo] Al A~ 7] & AF-g-3lo] o}

29 A A ey

172



vRealize Network Insight A}

t}& 3% vRealize Network Insightell 4 Al &-38F+= thakak glo] Al =

715

74k 2 2(VDS IPFIX, V2V,
V2P)

NSX -5} m] Al A3} A 2
2 - (NSX IPFIX)

Epab 291 A, b5, ok

Fx el Anke] A o] 744 A
& API

DNS =i (ubal 9 s} 7}hA 2
71y

NSX PCI 774 &4 A 2=

VMware Cloud on AWSel| ]
3k wok AlE Y pA]A

AWS % Azureel = g+ .l 7|
3 g 7R A

Infoblox& % g DNS <l
=2 & &5 (NetFlow v7 % v9,
sFlow)

VMware Enterprise PKS,
Kubernetes % OpensShiftel

@ 7hA14

MES 8 wel $ARe E
A, ol 4 A%, o4 A 5)
e

ol o] gl vigk 4 71
A WE 77

Cisco ACI, BGP-EVPN ¢l &
o] 7}A] A

ol el Al A At Al W= (o]
=, "z, A4

ol el Al el A A8

ServiceNow % gt

I
i

&5 7k o) E2] Ao 4 A

|
d
it

it

VMware Cloud on AWS
Direct Connect

VMware, Inc.

Advanced &}o]

Az

il

Sl

o

o]l

Sl

bl e

ofu &

ohi] &

oh 5.

ofu &

il

ko

ol]

ol &

o] &

Enterprise 2}o]
Al
o]
o

o

ol

o

o

ol

o

o

ol

ol

o

o

ol

o

o

obr] &

ol

2ok
= Ay
<

il

Sl

o

el

Sl

o]

o]l

Sl

o]

o]l

el

Sl

o

o]l

il

Sl

il

el 7% g o] Fujeh,

SD-WAN 2-Z gu]
A
ol &
ofu &

ob) 5.

ohls

ol &

ol &

ohs

ol &

oh &

oh &

ol &

obr] &

ol &

SD-WAN SKU(Z

FE Aul)

oh

o] &

o] &

oh] &

ohrl g

oh

RS

ol 5

AR

oh e

ko

ol

o}

fo

fo

o]

173



vRealize Network Insight A}

Zeh5
Advanced 2}°] Enterprise 2l] = Au¥] SD-WAN 2-Z#u] SD-WAN SKU(Z
715 A Ax ES P gl Aulx)
VMware SD-WAN by ol & o] & ol e o] o
VeloCloud
vRealize Operations Manager o] o o ol & ok &
3

oo T
R
ol r
rO{
b
=
[>
o
ot
R
N
b
uls
1-\
2
9
©
oH
fru
=
ol
fe
f
e
4
30
>
A
i

6 [9tE]d Aol 9= AHA ofe] Z& A
Enterprise Editiondll <3} A| A8l of mpx]uto & o} gl
Enterprise gfo] Al~ & AFA| 31 7] Aol AWS Al A & ~HA| g}

2HO|MIA #Z

(U

5 7hak 2ol Al

ol 2] 2] 7} E.4]

LN P
<
I
v
U]o
auh
N
it

N
ofo

ol
2
) =
T
2

>
it
g
o,
sk
-
pass
)
T
T

B3 Gk ol Alsr) ke H e el B Al A} v @48 2 dolE FAe] FAH U el Mlag
AL Foll = UIel A ol o] B Al B4 % thA] AL el 55 A ol of Hl o] B S Al o] 4| abg v ).

VMware, Inc. 174



b}, o 2)

A &

[e)
=

o=

4 )

Hu e

b x
=

of =

-

X

1

Rz
i

A A BEs} AHg e 2 A= A A o}

E 9ol AFow g =

SEERE R

L.

T

-

1, A2 =of] 4

of A] =

L

vRealize Network Insightell 4 ol €] €] ] o] #] 2}

VRealize Network Insight

vRealize Network Insight A}

A=y
—_

N

K R o \ﬂr
.—Wo e o B 7 o q
. N i olp & {Jm
ey ﬂ K = g T £
= 5 4 oy @ &
W o Hf e . i 2 »
. 3 o —_ —_— w
T X w7 X - b RO
T W B X oPp A+
Ty K 3 Ca o
T ow S A < JE e e o
i.o - o :.L — Wi & . iy
" ow o o % ° &
X N ) — X :
T s W m ny _ 23 T
~ 2 Tw® &0 = o X & 2
o ° =" A o | N = o
N oty T N : iliey % o
T P R & 5
Y AE X s + o T
n L oK P — ok ok B
oL e R i ~ ] - ol =t
ﬂE EH 53 ‘_I.A_I ‘0| X iy T :.Lﬂ ‘M N . ~
\o ja— 0 el K .
Tl re E E ) T
Ei o X o E o. o ofp e l ny ny =
o T My » = 7 o
N o = ] —~ o 70 X2
N ! = A N o = K =
~y @ [l . < 1 e
N P ol w LRE I ~ %O X 1D.| - |
=~ B ok of T A T < ol ) | g
= P = B J./WM ~ L o T o| B} ~ —_
A Y i i a Ch Mo <0 o= X
KR ‘ﬂ/rL 110 110 \MA_H o ﬂ C.ﬁ ‘ﬂA_I ﬂrﬁ o 4 ﬂ_.A,lL
N of wp  mo iy N = ok _l_l — i % —
~ ROE ul 2 N i 5 X
E._ fAI —c.o . ﬂ.! c?_ KH K E —r o'a - 1X_I
ﬂ:A_” o) o N ui ny lv_mo ‘ﬂVr 1 ‘ﬂul ..‘i E wﬂ \umO - OLO
wo o KK W e N ~ ) 1D.| ofo 3 _xl_ i N 5 =
. ° H oW oo = =o ) _ = = 7 ot
K — . -~ X MPA H* o ~X - 5y . i HD Oﬁ | g
. ~ Mo X = o o —/l_ < <
- = X pilA ~ n ° o ool ol — g al il
sz 2z ¥Te =k oxToTH T T o3 o w
= = Yo T T T g ok T - m. i
3 IS = RO —~ o g a e —_
pl A - o 5 X o o <. K oy =n ofw
T R e B A w® Ay = P Xy ®
= = oo e o T IR S T < =< - (8| =
) o # 5oL —_ - . —_ — ~ _
5y o il Mu . o F‘W & % ol ing X o ﬂ_Al n =y )
oo IRk E ®T OWT ol ® N e
e D W OB T ok 00 = U R
1_”_.* "o " T T % — @ .|._.._A|
wR | | | | Efu ﬂ HL o oE P - N (42] IA N Pl - N

175

ol A 2441 2k 7FA Y

H
o

15

1
o

_CH_

i=

=2

ik g

2ol o]

2
=
VMware, Inc.

3



VReal

ize Network Insight A}

=3 whA OB SRR IR A=l 4 A7 20 e AT AR £ Aol gAY AT
¥ % g%

AES Fg e el =9 A4 7| 7he] hg 2adl R FEsehE A4S el 4 A4
7 vhebg v o

B3 AL A AT ETol DA G Eaob et Bl =l Soluk A5 e,

Google X|= API 7| F7}

SD-

WAN #jj £ 2] v 3 7] 5 7} 4 2 2% vRealize Network Insightell Google #l = API 7] & F7}4fl oF &

cheg el g,

Hxt
1

2

Google Cloud Z#35-9] sl o] Al Ao A7 AR 7F AA = o 9l o},

Google Al = API 7] 7} ¢lsr v vk APl 71 & 7}A 2211 "Google Al = S 2% A A" ol 4 "API 7]

A7]" AARE AERITAAL.

& Al g5y o A &2 "Google Al = Z % A A" ol 4]

o
a-,

AR s ol Aol A AlER FAE F e

Google A= API 7]¢ll APl 7] & ¢l & et A RS F= g},

GIOIE A4 QIBM REN HAL 74

vRealize Network Insightel] tl ¢] B] &2~5 F7belsd al ok dj o] 8] Lo} 3bad 5 25 ol S A (HTTPS <l
T4 == SSH 37 7w Ao A& il Al 2 = = <l S5 4] & Abs 5 7F5 U ok vRealize Network Insight
of vlol g £A25 F73k o] Foll & a5 A7} A = wljmbe} A ~glo] ol 521 Faids HAAg o
AFA FEA AAE TAT F e W elle AHE = 5 S F oA s ok g FE
A= Alaglo] ZAAE BE oS4 WA &S Also® Frtelal, 5 oA = Al aglo] HleolE &
25 FAB L A3 oA A GRS FA sl 5 AHE FELE FEEES Sk 54 E ek 4
2 Elol A dl o] ¥ £~F Al A o

Mxt

1 AASAEYH FAH R o] 5Pt

2 dojg &£ AFA FEA HAF =5 b mll el A dlolH 2 a4 AA W F sdE AlE

VMware, Inc. 176



vRealize Network Insight A}

T
e
Wo
-

al of g1 e

2l
hal

=

=

o|

Ho

of
1o°

To
e
~

Kjo
Ch
ol
m
7o)
=0
=

o

X
Ko
o

W

7u
e
Ko
mE

Al of dlo] ¥ &

o=
e

=5 AL A ek} e

3 et

SSH &% 71)& 2all oF

L
T

el A ol S A (HTTPS ¢l 541 =

ofy
laygel

73 %~ vRealize Network Insight7} ¢l 54 &

1,
A 2 Hlo]E &£& | o] Aol A =

i
|
ﬁo

ﬁO

e

X
Ko

ol

we}eh 7 5 o 4 A

a3
=l

7HL x]

Hxt

TR
w

A

dlo]8] & AFA GHlolE 7hs 7 vl A A o

L 4

ek,

ool

==
=

teisd o17]

s

AE 9 42

%45 e,

oA
v

o] 4] A 7}

ARG dolE 42

b

e,

177

VMware, Inc.



vRealize Network Insight A}

ZFAF 2 BT

A Zas Alado A 35 el Al s AA T eh o] 23 Ak e dul CRUD AHgl, gl 9 2
ol g olul E 9l A 1= AP Ul 2 CLloll A #Hed & A A gy o

AL o 7lee Ak AA Sl
vRealize Network Insight+= 7+AF & 2ol 4] UTC & A& A1 g e

A a2 sysloget B U ok & A 225 4 3= 5 Syslog Collectors 174 & 4 s

]

BE A 2aodelB & CSV I R 2 4 gl ok

C

F

A vt A2 el Al A 2ol A E A S o

it

1

2

SSH 229l 23, SSH 21+ /var/log/auth.logolA & 4 gl o,
=2 1P 5 DNS i3 o] 7 Apl,

el A A2l 8 VLANS] H 7 AR

A7 s o)A o) B obefol A ZhAp BAE FE G ek
AL 2 F o) Aol hg- b A2 AlF- ARt 245 Y o
AR A
Date & Time Gl A A o] Bhel A gl e
IP Address CLl = Behg-A o o] ldo] Agxl Feteldd = 1P+
e
User Name zAlal & 43 Fol AF&A9 ] o},
Object Type Atato] 45 A AL o
Operation AEATE AR A A A S ekt A e
Object Identifier zAlajo] 5= EA A 2 A Al o},
Response el e A e Al g 2417
Details Gl el s S 2 Aol W sl AA ol i Z Al A R gl ]

Bl
fel
s
o
e >N
-°
>
>,
ofe
i)
>
52
b
A
i)
o,
i
2
%0,
[o
2
H
v}
™
Q.
Q.
]
D
0]
)]
S
c
)]
0]
R
=
Q
3
D
e
s
=

CSVE U R W7] & F33lo] 7HAF 22 do] B & CSV F Ao & Wl i},

VMware, Inc. 178



vRealize Network Insight A}

DHEFA MM ZZ2 O 71 = EHE|

ol Al & VMware®] CEIP(aLA §7d @A 2= aall)oll Ahed g vk, CEIP= VMware7h Al 9 Afu] =
= MAE R, £AE A, VMware Al ¥ vl k3 Abgshs 2 A o] W & AR ALl Al e F RS
ot= A 25 VMwareel Al -3k CEIPY 9442, VMware® AH-&#F 24 €] VMware Al 2 Al v~
Abgel gk 71 A S AEA 24 €] VMware 2hol Al 7)ok Al A7) o= FA o o] e
A& AE Aol A o g AW gl ek o),

CEIPE &3l 44 == dl¢] 5] E VMware2] dl o] €] AF& A of off gk &4 gl W] §--& Trust & Assurance
Center(https://www.vmware.com/solutions/trustvmware/ceip.htmi)ell 7] <= = o] 95 o

vRealize Network Insightell ti gt 372 373 g4k = 2 2 2l(CEIP)ell Ated sf A v & e ek 4= ol 5] o,

1 AR oA e 2 B Gak =w e ool A 8L F ek

I~

2 CEIP el st s ch CEIPl 7kslahedwd ARg& Al | ghuf e}, o] #h¢] 2 CEIPE €4 ghefa
https://vmware.comell © ¢] Bl & B 1] o},

3 CEIPol A B dle ™ AbgS Ale g o}

s ZEAA BE dlelE FRe] FAHE 4G
s ol®l o f 2 <lal EAFolA ol el Ak FA L Al Haa T HE)

s A ClEA A A o] 21 gl A Ao} A E s 7S

A A Aol B S AA AR ol 4 ok ZAR e AA el G Al 55 FY3)
A ool Al ek o A g ek A4 AT S A A6 4 Sl A

Z3 vRealize Network Insight7} & 7] 8h5] #| ¢ Al 28] F5 & ZEA shA] 28 4 9l o, Al Al 7}
NTP2} 57| 8t o] glA] ¢towl i Aujazt )

o
ox
ox
=
D
iul
o
=
2
of
o,
of¥
)
)
-
g:O
oy
=
B

RI# Bl AL

e

% 3,

i
)
>
A
N
<
<
=
e,
o
[o
fit
2
it
ol
&
!
el

A B d S AFE-8hH VMware7F SSL 2el ol 2 & E3)
el

Al A = OW e S 9T 5 e

2 AL s A AR R A Aol AL QL Al Aol A AP B FAS A e Al 2

1l el

3 ¥ E 4439014 support2.ni.vmware.come 22| E & o| 585 =X Falsl4 AL,

VMware, Inc. 179


https://www.vmware.com/solutions/trustvmware/ceip.html
https://vmware.com

vRealize Network Insight A}

EYPF Ll SR 6] G Uaa G5 Fo] Fonl gl Anelr] fel ol e} B AR o =
g Fba ok @ Hlaa F2be) ol BHa WA ARE AFH S FAE wE 547 BB Eel A o]l
5% 5 glguh o] Aat AR R A Aol A9 d g 547 mE FHE Aol E EAH e}

Platform VMs

IP Address (Name) Last Activity Status

(vmi-platform) Disk utilization is at 85%. The Platform

might run out of disk in 2 days. Add 100
GB more disk space to avoid any service
interruption.

Critical: Disk Utilization is high €

—
of¥
He
]
s
e
o
s
rr
[f:‘\:of,
g
ACh
2
rO
[m
i
of
K
<
0O
®
S
—
®
-
2
f
H
IJE‘
=t
A
S

.
vRealize Network Insight7} A & 7 A3} 3L /var ZFE] Aol Frhele ol 2 & A= Ao

—

o |m
2,

i3

N

it

b

[t

o,

Y

NI Z 8% o) A = 7] hebyh e,

VMware, Inc.

|+ A s el AX) DAY Aol A EHRF VM ofefjel]l vpldl o] 55 &

2]
=

180



wefel A 8 A4 w0l A <] £ (ZZA) VM el e

=
=

g

H

-

B
7) A 27} vhebh e},

7@}

P
T

N

vRealize Network Insight A}

\OI 1
ofw n : M
‘.meo . MM HL S
o oy o —
o iy 3 o .
M MmH w@i ﬂ ‘D_I
K <
) it L = g
- N N lo
> = . =
e i = _ . Y_A
- o1 : i o — W
- o ) = o 3 %
A= W ~ 03 & = =
w ) oo X T - %
) G e < b o o
= T _ - i x = i
o w2 ;@E ~ ) X oy Ko
v
T - = MﬂL - =0 e o -
CTE . B i & o 0?_ e &o w
fee =g i - b ¥ O 5
—_— = ~ o i MN ) hl Ile} _— T
TA v—Al‘._ LH H;E ‘Jw ML >AO - X m Lﬁv O?
i 5= e i w T ® w7 M
N 5 i Wn - T oy = " { Q_O Mm WW
LT N o Y . o -
uk %o = - K P i T oo i == B ®
ey ~ 0 —o il Ry ~X 1o o
e < ﬁﬂ e \a =3 Wo X T0 |z i H_Ln TKE
nw —
i e O ST M o o] W bl M
— o o H = s
K HM ofw K W MM e 10_.L o AR . o5 In.UI A X
o M i -2 s T = W oy A= _|__ N
go o X W o> ﬂA ) = X T T ﬂa re HMJ
oM o K s et c_ﬁ z Mﬂr CaE I | _._._u_ (- —
—~ 4 . G W h} ;
E) olt 3 S — B %w i iny Ko = X L..m Bl
- FzrEZ zg Lo zET T OM oz
e . il < < o
T0 Towom B X% ™ SR - = g-
20 5 = 22w 3% ¢ oy TR i £73
<V g TR oom o7 o M U 5% 5 T il x =
K = N
B R T T - R -
W = = W s o T e c,\#u . ] Mo N T o m] = _II_O_H
I - - BOF > w2 W v T B o — =z 20
| foxel] o = T 20 -
m- ﬂmo — =) ~o (] C_ ~ m‘_ o 7 > ui O
- N A G SO - . o6 & ¢ T g 2
—_— Jaig - ° < 8
OE o S ORORKoOHM R TS o m Ko B oX sz 9 _AH_ = M .._._uo
— T % 7 Koo N w S F g =
K =% @ - o = < W =37 N s om RS X =00

181

gus

H VM 2 Ao 5]

AN
A

VMware, Inc.



vRealize Network Insight A}

i

el

)

oF

AN

w
=
ny

N

i

oK

A

o

ol

nj
m
o

A
e

el

<

™
i
o
T

—_

Jsy
<]

™
i

T RIECE Y

kel

ol
)
ofo
)
|
4
<
-
B

A= o

X

I

1o

N
ofy

A A 2wl ] 20l 4 AR VM F7h A 28 o]}

3z
O

ujl 3

3L

s

S s o

1
=

daelel=F =8 AT

o

5

g

73

o] Bl d-z=of] e el A A E VM

7

wjr

7k o] & A

o=
T

AR R Hlo]8 & o o] A ol 4] o] 7]

1

Ik o] Go ghol

5
o
o

49l 7

& 4 s ok dlo] Bl 2 7) vCenter =+ AWS

o
= Fal e

PN
T

Culiny

e

ojp

Eghg ok, wheba] Al Fe) VM S5} o

ZE VMo| =

€l
=

744 VM 9

S

e

182

VMware, Inc.



vRealize Network In5|ght01|k|
Direct Connect X| &

Direct Connect+ =-Z &l|lv| 2 §] A &} & Zeh5-= Au] A Zhof| vlo] g A A& Al Fsl= wAUSF
) U o}, 5.2 & ] ~4%-E] vRealize Network Insight+= VMware Cloud on AWS<2] Direct Connect 7| &%
Al g e

Direct Connect 115 &3 tho& =3 & 4 571 o}

m -z~ ool g Al E 2} VMware Cloud on AWS SDDC ZFell Direct Connects % #él+ 5 2%
Alv g o

s EEEAS AYe] 25 AGFA A 2 F Pyt

\T
(S
fo,
2
=
iﬂl
l
e
o
)
i
e
°
T

s Direct Connect® %3 FAlsl= 74k £

s Direct Connect ¥ 32l oWl Eof vl Al A H 5 Foc},

Direct Connect Cl|O|E{ 7} A2 7| HIZ{L|&

vRealize Network Insight+= VMware Cloud on AWS NSX API% A}-&3}¢] Direct Connect & 2.5 7} A
4ot webA Direct Connect A B.5 7}A 22wl VMware Cloud on AWS 321 ] o] §| &~ (vCenter
2l NSX Manager)E ZF7Fal oF g1 e},

I~

)

e,

3 Direct Connect Al 915 9l AWS Al A o] v o} & dlo] ] 225 o] Fr1e D87} ¢l

th A2 B Z 2 A AHE 7A 2 7] 9@l Cisco N9k % Cisco ASR 9k(X vl 2}-5-E]) o} -2

oft

% oA 2

Direct Connect X|H2 2 =& E|= O|0|E

m  VMware Cloud on AWS SDDC¥] Direct Connect #F&l 4] Al % & &,
m  SDDC %<l 4] Direct Connectell ok B 5 9 ah<5% A 8.

s  SDDC¢} @17 = Direct Connect ¢l ¥ & o] ~(VIF)2] 4 A X,

VMware, Inc. 183



vRealize Network Insight A}

m  VMware Cloud on AWS2| DFW(AF Wkl Hyol| 4] H 18F & &

e

3L
n 5 WA 2hf-E ol = NetFlow A& A4 o] 4 231A byt

m Direct Connectell = 7 & 7|4k VPNe| A 5] #] ¢ 2} 4] VPN Direct Connect ™ &3
0 Z AS FAS APl E S A A A Foll = VPN 4] 01 Al sf] g o,

m VIFFEelds ey

HE

g EE e Ay ARE AET F g

Direct Connect Y E|E]|

m  "VMware Cloud on AWS Direct Connect:" vRealize Network Insight2] =+ Direct Connect <l E]

Elof] o} 3k A4 ol €] E] o] =], VMware Cloud on AWS SDDC 1 ¢l 4] Direct Connect] 74 A v%
Zelg g o},

m  "Direct Connect ¢l ¥l o] ~" : VMware Cloud on AWSe®l 4] A &3+ AWS Direct Connect VIF 4
B2 walegl ) o] ol el E] S AF-&3slm VMware Cloud on AWSSF -2 ] 2 d] o] §] Al 7ko]
HF g s AEE wiked 4 95

A H
®  VMC Direct Connect A5 A B 1 7]
m  Direct Connect® 53t & 17|

m  Direct Connect 24 7 2

VMC Direct Connect M5 ME 27|

VMC Direct Connect ¥ ©] #] o] 4] == VMware Cloud on AWSe| 4] A3k AW E 7|t o 2 g5k 44 9
Direct Connect$} ¢14 5l ql gl glof] di gl /| &5 & 4 3571 o)
I:I

E 7-1. Direct Connect CHA|

A4 AR AR

4 Direct Connect?] 7]+ 4-4] o], o] 7]l = <174 51 SDDC, &
7 ASN, B % s Aw, Asa g fé 7} £ e

Direct Connect Sl ¥ =l ¢] =~ Direct Connect@t 17 ¥l == Direct Connect 74+ ¢1 €] 51| o]

2 %%,

olyl = Direct Connect$} ¢1 7 = ojull & 559 o}
. = — _ =
Direct ConnectE S8t & H7|

Direct Connectell 4] A& -] = X 31 Direct Connect® 53t B2 & & 4 9l 41 o},
k3

t 5= N
~ 2= =
o] & Al s Direct Connect?] &85 = LAt ol & 4 A5,

VMware, Inc. 184



vRealize Network Insight A}

Flows where connection
e s

- HeE Al

Direct Connect & &1t ¥

flows where flow type

7} Direct Connect 1 Aol 4] 2 &

max (series (sum(Bytes)))of Flows where flow type

Connection

3

7} Direct Connect ¢l ¥ =] o] 2 of 4]

=
h=

max (series (sum(packets)))of Flows where flow type

Connection

Direct Connect 74 7] & g5-&

(<]

FrEAE =

Direct Connect Z4AH 2|

Direct Connection_ID Hel &
£ 4 Direct Connect?] vl E ¢ = =2

Fol e B8

vl =

sofelole 2% welnl o 72

Got A 5 weld che

Apg-3Fo] 71 A5k Direct Connects &3
= F A 5]

SEo A AR 3

o] VPN, Direct Connect =+ 3lol B2l = U E £

e,

Direct Connect group by Connection

=
=3

A,

Direct Connect and group by

Hel & Adgh

Direct Connect and group by

vRealize Network Insightell 4] VMware Cloud on AWS Direct Connect ¥ Direct Connect: ¢l E] | ¢]

= ol e EE
E 7-2. 4M 28|

A &

s ot

A
Ayg A e 4 9l gl 7]4bsled VMware Cloud on
AWS Direct Connect 9l ] E] %= 7} 2.7

VMware Cloud on AWS Direct Connect %% 2.7] 7}4 ¢ 7]

Direct Connects &gt & tff dlo]H &5 714 2 7]

Direct Connects &g 2o 97l 7} 2 7]

Direct Connects &3l gl e ¥l o & gFal= 2 v =7l 714 27|
Direct Connects &2l gl vl o & gFali= & o dlo|E &F
7} A 2. 7]

VMware, Inc.

)

VMC Direct Connect where

VMC Direct Connect
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flow record netflow-original
match ipv4 protocol
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match ipv4 protocol
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end
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when RULE INIT ({
set static::http rulel dest ""

set static::http rulel tmplt ""

# CLIENT_ACCEPTED event to initiate IPFIX destination and template

when CLIENT ACCEPTED ({

set start [clock clicks -milliseconds]
if { $static::http rulel dest == ""} {

# open the logging destination if it has not been opened yet

set static::http rulel dest

}
if { $static::http rulel tmplt

[IPFIX::destination open -publisher /Common/<Log Publisher>]

== 0T} {

# if the template has not been created yet, create the template

set static::http rulel tmplt

[IPFIX::template create "flowStartMilliseconds \
sourcelIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples

when SERVER CONNECTED {

set rulel msgl [IPFIX::msg create S$static::http rulel tmplt]

set client closed flag 0

set server closed flag 0
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IPFIX::msg set $rulel msgl flowStartMilliseconds S$start
IPFIX::msg set $Srulel msgl protocolldentifier [IP::protocol]

# Clientside
if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address
IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]
} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address
IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]
}
# Client port
IPFIX::msg set Srulel msgl sourceTransportPort [TCP::client port]
# BIG-IP VIP port
IPFIX::msg set Srulel msgl destinationTransportPort [clientside {TCP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set $Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [TCP::local port]
# Server port

IPFIX::msg set $Srulel msgl postNAPTDestinationTransportPort [TCP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
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set client closed flag 1

# when flow is
IPFIX::msg set
IPFIX::msg set
# when flow is
IPFIX::msg set
IPFIX::msg set

completed, client to BIG-IP REQUEST pkts and bytes octetDeltaCount
Srulel msgl postOctetTotalCount [IP::stats bytes in]

Srulel msgl postPacketTotalCount [IP::stats pkts in]

completed, BIG-IP to client RESPONSE pkts and bytes count

Srulel msgl postOctetDeltaCount [IP::stats bytes out]

Srulel msgl postPacketDeltaCount [IP::stats pkts out]

# record the client closed time in ms

IPFIX::msg set

Srulel msgl flowEndMilliseconds [clock click -milliseconds]

if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest $Srulel msgl

UDP 7%

o}& 9 A & Abg-slo] UDP 22 % Fof tf & iRules A A ghy o,

Z3 iRuleo] o] Al B 2o A AE 7te] 7] =A] Zal g e

when RULE_INIT ({

set static::http rulel dest ""
set static::http rulel tmplt ""

# CLIENT ACCEPTED event to initiate IPFIX destination and template
when CLIENT_ACCEPTED ({

set start [clock clicks —-milliseconds]
if { $static::http_rulel dest == ""} {

# open the logging destination if it has not been opened yet

set static::http rulel dest [IPFIX::destination open -publisher /Common/<Log Publisher>]

}

if { $static::http_rulel tmplt == ""} {

# if the template has not been created yet, create the template
set static::http rulel tmplt [IPFIX::template create "flowStartMilliseconds \
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sourceIPv4Address \
sourceIPv6Address \
destinationIPv4Address \
destinationIPv6Address \
sourceTransportPort \
destinationTransportPort \
protocolIdentifier \
octetTotalCount \
packetTotalCount \
octetDeltaCount \
packetDeltaCount \
postNATSourceIPv4Address \
postNATSourceIPv6Address \
postNATDestinationIPv4Address \
postNATDestinationIPv6Address \
postNAPTSourceTransportPort \
postNAPTDestinationTransportPort \
postOctetTotalCount \
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postPacketTotalCount \
postOctetDeltaCount \
postPacketDeltaCount \
flowEndMilliseconds"]

# SERVER CONNECTED event to initiate flow data to vrni and populate 5 tuples
when SERVER_CONNECTED {

set rulel msgl [IPFIX::msg create $static::http rulel tmplt]

set client closed flag 0

set server closed flag 0

IPFIX::msg set $rulel msgl flowStartMilliseconds S$start

IPFIX::msg set $Srulel msgl protocolldentifier [IP::protocol]

# Clientside

if { [clientside {IP::version}] equals "4" } {
# Client IPv4 address
IPFIX::msg set $rulel_msgl sourcelPv4Address [IP::client addr]
# BIG-IP IPv4 VIP address

IPFIX::msg set Srulel msgl destinationIPv4Address [clientside {IP::local addr}]

} else {
# Client IPv6 address
IPFIX::msg set $rulel_msgl sourcelPvéAddress [IP::client addr]
# BIG-IP IPv6 VIP address

IPFIX::msg set Srulel msgl destinationIPv6Address [clientside {IP::local addr}]

}

# Client port

IPFIX::msg set S$rulel msgl sourceTransportPort [UDP::client port]
# BIG-IP VIP port

IPFIX::msg set Srulel msgl destinationTransportPort [clientside {UDP::local port}]

# Serverside
if { [serverside {IP::version}] equals "4" } {
# BIG-IP IPv4 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv4Address [IP::local addr]
# Server IPv4 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv4Address [IP::server addr]
} else {
# BIG-IP IPv6 self IP address
IPFIX::msg set Srulel msgl postNATSourceIPv6Address [IP::local addr]
# Server IPv6 IP address
IPFIX::msg set Srulel msgl postNATDestinationIPv6Address [IP::server addr]
}
# BIG-IP self IP port
IPFIX::msg set Srulel msgl postNAPTSourceTransportPort [UDP::local port]
# Server port

IPFIX::msg set $Srulel msgl postNAPTDestinationTransportPort [UDP::server port]

# SERVER CLOSED event to collect IP pkts and bytes count on serverside
when SERVER CLOSED {
set server closed flag 1
# when flow is completed, BIG-IP to server REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl octetTotalCount [IP::stats bytes out]
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IPFIX::msg set Srulel msgl packetTotalCount [IP::stats pkts out]
# when flow is completed, server to BIG-IP RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl octetDeltaCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl packetDeltaCount [IP::stats pkts in]
if { Sclient closed flag == 1} {

# send the IPFIX log

IPFIX::destination send $static::http rulel dest Srulel msgl

# CLIENT CLOSED event to collect IP pkts and bytes count on clientside
when CLIENT CLOSED {
set client closed flag 1
# when flow is completed, client to BIG-IP REQUEST pkts and bytes count
IPFIX::msg set Srulel msgl postOctetTotalCount [IP::stats bytes in]
IPFIX::msg set Srulel msgl postPacketTotalCount [IP::stats pkts in]
# when flow is completed, BIG-IP to client RESPONSE pkts and bytes count
IPFIX::msg set Srulel msgl postOctetDeltaCount [IP::stats bytes out]
IPFIX::msg set Srulel msgl postPacketDeltaCount [IP::stats pkts out]
# record the client closed time in ms
IPFIX::msg set Srulel msgl flowEndMilliseconds [clock click -milliseconds]
if { $server closed flag == 1} {
# send the IPFIX log
IPFIX::destination send $static::http rulel dest Srulel msgl
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admin@ (localhost) (cfg-sync Standalone) (Active) (/Common) (tmos)# ping 10.153.191.116 -I VLAN301
PING 10.153.191.116 (10.153.191.116) from 10.115.30.50 VLAN30l: 56(84) bytes of data.

From 10.115.30.50 icmp_seqg=1 Destination Host Unreachable

From 10.115.30.50 icmp_seq=2 Destination Host Unreachable
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|
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VXLAN EZZ K|

VXLAN(Virtual eXtensible Local Area Network) &8 ell¢] W =% 7 7] &2 VMware”} F£ Wl E9 7
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VLAN EEEX]

Overview

WXLAN Network

A Cpe 4
Configuration Changes None
Segment D 5001
Number of VMs 38

MNetwork Address  172.16.151.0/24
172.16.150.0/24

Default Gateway 172.16.150.1

Underlay VLAN ID 218
Underlay Subnet  172.16.69.0/24

Iy RAVIICEAND Ao
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vRealize Network InsightolA NSX 7HA| 2| ZHAF HE B2 7|

vRealize Network Insight+= NSX-T Manager<t NSX-V Manageroll 4 NSX 7| Al 2] zFA} 7 25 w2 A
NA T 4 sl o] A Mol 2hg o] WAl S wl] NSX A& A b AU 7 8k AF&A}F o] &2} A A
off gt Al Al A B oF g o

NSX-T Managertl NSX-V Manageroll 4] 74 & 15 AFg-3l = 5 A A 3l wl vRealize Network Insight 7}
A NSX-T 9 NSX-V HA|ell e g 2hak Al AR5 542 5 gl o

NSX-V

vRealize Network Insightoll 4 3~5+% ol ZHAF Al A B 5 47 8l+= NSX-V 7 Al 554 v o}
m  SecurityGroup

m  SecurityGroupTranslation

m FirewallConfiguration

m FirewallStatus

m  TIPSet

m  SecurityTag

m UniversalSecurityGroup

m UniversalSecurityGroupTranslation

m UniversalIPSet
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NSX 7N A o] ZhAb Al A B= 2 A, AL H 7 B AR oyl E ol e el A A 5] o

m  Discovery

| Discovery

1min

Defined By: System

m  Properties Change

IP Set properties change
-] For NSX IPSet: jagdish_1: 3min
Changed IPAddress: Added(192.168.90.4/32) .
Changed IP Address Ranges: Added(192.168.90.6-192.168.90.8) .
Audit Information:
User: vsphere.local\administrator, Timestamp: Mar 5,2019, 13:33
Severity: Info
Defined By: System

m Delete

—| NSX IPSet:jagdish_ipset12 deleted. 6min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:23
Severity: Info
Defined By: System

—| NSX Universal IPSet:jagdish_ipset13_universal deleted. 6min
Audit Information: User: vsphere.local\administrator , Timestamp: Feb 13,2019, 11:24
Severity: Info
Defined By: System
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e
>
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o>
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T
20:00 03/26 04:00 08:00 12:00 17:00

Events X

| ;| IP Set properties change

For NSX IPSet: test_demo_ipset: 9min
Changed IPAddress: Added(10.197.17.188/32) . :
Audit Information:

User: vsphere.local\administrator, Timestamp: Mar 26, 2019, 16:59

Severity: Info

Defined By: System

IP Set membership change
NSX IPSet: test_demo_ipset membership has changed. Added AnalyticsOutlierVM-3 15min -
Severity: Info
Defined By: System

Configuration Change
For VVM: AnalyticsOutliervVM-3: 15min -
Changed IPSet: Added( test_demo_ipset).
Severity: Info
Defined By: System

'7;); Discovery
" [ZNSX IPSet: test_demo_ipset has been discovered. 1Smin :
Audit Information:

NSX-T

vRealize Network Insightoll 4] ZHAF Al % A 2.5 4=3] 3= NSX-T 7N A 553 o},

L

3 VMC A A alg| gl tfgk 7HAF A ¥ = AR 4 gl o,
s NSGroup
m  NSService

m NSServiceGroup

= NSFirewallRule
Z3 NSFirewallRule] A olul Eof ef gk ZHAF A 8= AE-3F 4 gl o
= |PSet
m NSXAA 15
m  NSX A A sk 5t A
NSX-T A 2] ZhAF Al W= A 54 H7d g AHA] ol wl Eof o &l 71 A4 5 ] ef.

m  Discovery

Discovery

7 (=) NSX-T Service Group: Test_NS_SG has been discovered.

Audit Information:

User: admin, Timestamp: May 15,2019, 11:42, Operation: CREATE
User: admin, Timestamp: May 15,2019, 11:42, Operation: UPDATE
Severity: Info

Defined By: System

43min :
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m  Properties Change

Configuration Change
For NSX-T Security Group: TEST_NS_GROUP: Amin -
Changed Members: . .
Changed Group Member: .
Changed Direct Children:.
Audit Information:
User: admin, Timestamp: May 31,2019, 17:18, Operation: UPDATE
User: admin, Timestamp: May 31,2019, 17:04, Operation: CREATE
Severity: Info
Defined By: System

m Delete

v delete events where User = ‘admin’

Showing 3 results for Delete Event where User = 'admin’ over time range Sep 8, 13:14 - Sep 9, 13:14 oo
Sort (< 3entities
Selectan option ~ Dsc =) Delete change (3 cvents - Collapse]
NSX Policy Service: Test_Service deleted 10min
Filters Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55
Severity: Info
Add more filters Defined By: System
» Status . .
NSX Policy Service Group:Test _service_Group deleted. 10 min
Audit Information: User: admin , Timestamp: Sep 9, 2019, 12:55
bzt Severity: Info
Defined By: System
» Severity
NSX-T Security Group: Sec_group1 deleted. 16 min
Ay AuditInformation: User: admin, Timestamp: Sep 9, 2019, 12:55
Severity: Info
» Manager [ Defined By: System

» Problem Entity [

23 A oWl EE ey A wEo A A5 S glgieh A ol ES Aalse A AuE
% g%
AL HEE 27| 28t el ME

B events where user = username
m  discovery events where user = username
B delete events where user = username

B change events where user = username
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VM Metrics

23 metrics Sep27,19:02 - Sep28,19:02 6h 24h 7d 1M 3M

promppssad | 1, Ll o w1l ol LDl o

1 1 1 1 1
20:00 Sen/28 04:00 08:00 12:00 Seo 28. 1t

QEE| 25 27| 1

-/ 1 =

AeE] %% w7 ol TE HelE 25 H dlele SEe] £A5 ek o BEolt dlEley F4 =
o] EAF e,
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< Ho] Fuoh e ¥ol 25, VXLAN % o] A2kl & 7|Fo® VME JEH T F 5o

v Metrics Key Metrics  Neighbor Benchmark  Neighbor Performance VM Neighbors ~ Network Usage of Ports in Pathto TOR ~ All Metrics  1/O Metrics  Virtual Disks  Datastore Performance

VM Neighbors Host: ddc1-pod2esx... V'

7 entities

e Prod-Midtier-14
CIDR Def Gateway i Logical Switches

10.17.7.14/24 10.17.7.254 i Prod-Midtier

e Lab-Web-19-noip
Logical Switches

i cpPUs | Memory (GB)

Q
Lab-Web 16 16
e Prod-Db-5
CIDR Def Gateway i Logical Switches
10.17.8.10/24 10.17.8.254 i Prod-DB
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WVM: SITED-ESX-01 w

Events

1M 3

24h

&h

- Feb23, 1414

Jan 24, 14:14

O events

. I_'v 1

o

- 5h

Configuration change [5

4days

nged. Added 122, deleted 0.

Iy
4]
Al
™
=]

For Host: 192.16

Discovery
Virtual Machine: SITED-ESX-01 has been discovered.

4days

Delete change
Virtual Machine: SITED-ESX-01 deleted.

8 days

o

Configuration change [2 - she

8 davs
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PLAN

Pin Options

Application

Micro Segments

WM

Recently Modified

' Default Pinboard

sting

e

Open Problems

' Mew board 1

A Test1

0 results

returned 8530

FArE wim

@ Event Search: vmv
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A ) vmswhere Power State ="POWEREDON'
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T VeSO
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@ Pinboards

17 pinboards

Actions

Shared

Last modified

Finboard name:

sorkInsight Home 4

]

Guest1 Mot shared

Bldays

Default Pinboard

J P

Mot shared

Cuest 1

24days

cate

Agtna Dupi

Cuest 1 5 others

0 days

]

we elo]neielo gt Ul WR
o 5l §lo] vheby e 2

B
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security Searchyour Data

Analytics

Path and Topology

@ @

> Micro Segments Application
Entities Al Floves

Applications

Saved Searches

All pinboards

MNetwork Insight Home

Default Finboard

Aetna Duplicate

Shares uplicated 1
Dé&MovDoeadeerafemaledeerrayadropofgo
Aditya demo 05 Mov

Duplicate board 1
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Sharing and Collaboration X

Link to pinboard

* Allow all users with link access to view

Users with access

“Admin (Owner) Wiew & Edit

Invite new users

' Wiew only e

Cancel

httper10.197.53.51/pinboard/10000:10002:76194691444608078461 Copy
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Actions
[Pl

Mot shared |
Mot shared

Shared

CGusst 1
Guest 1

Last modified
days

81
24days

17 pinboards

sight Home

cate

Agtna Dupli

@ Pinboards
Pinboard name
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F5o] == vl 7] 558 x| sla Ag-8l =5 A A 517] 98 vRealize Network Insightell 24 74 <

Virtual Servers Pools Pool Members Service Nodes Application servers

Pool
Member 1
HTTP Virtual Port 80
Server
10.100.100.10:80 "'l..

—

L1 Member 2 10.50.10.10

FTP Virtual
Server + FTP Pool

2000021 Pool

Member 2
Port 21

10.60.20.20
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Virtual Server web-server2tol

Timeline
ime Range: 1day v o . o3
8 Show Changes 20:00 02/26 04:00 08:00 12:00 16:00  18:56 |
Pool members in this Virtual Server [/ Metrics for this Virtual Server 73]
12 metrics Feb25.18:56 - Feb26,18:56 6h 24h 7d 1M 3M
al Service Port Connection Limit a
Disabled 80
. 51:80
State Service Port Connection Limit a
Enabled 80 80
°: ]
State Service Port Connection Limit a
Enabled 80 20 Total requests .
1800
Virtual Machines backing this Virtual Server 7 Physical Servers backing this Virtual Server (VM not found) [
(> 2entities > Zentities
Windows_2012-1-VLAN301 phy_node_test2 <. 1 Problem
CIDR Power State Host a 1P Address State Manager a
10.115.30.1/26 On 10.115.72.35 10.10.10.12/32 Enabled 10.115.73.60

10.115.30.2/26 On 10.11572.33 10.115.73.60/32 Enabled 10.115.73.60

o Windows_2012-2-VLAN301 phy_node_test £ 1 Problem
CIDR Power State Host Q 1P Address State Manager Q e
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ahul g o} cheral
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Timeline
ime Range: 1day v o . o
8 Show Changes 20,00 02726 04:00 08:00 12:00 16:00 18:59
VM Backing the Pool Member @ Network TrafficRate
" Network Traffic Rate
> lentity - Feb 26, 18:59 6h 24h 7d 1M 3M
Windows_2012-2-VLAN301
Network Average Tx Rate
Host Power State CIDH a oObes
10.115.72.33 on 10.115.30.2/26 CPU Usage Rate &
Memory Usage
Metrics for this Pool Member @ o Events with this object (|
11 metrics Feb25,1859 - Feb26,18:59  6h 24h 7d 1M 3M > levent 6h 24h 7d 1M 3M
Current connections EntityDiscoveryChangeEvent
@ Pool Members: s2:80 has been discovered. 2hr

Total requests
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m pool member where state = 'DISABLED' - AF§-38lA] &= 5 AAE & & ol & a3y
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B VM where Address = <>
B  Palo Alto address where vm = <>
®m VM where Address Group = <>

B Palo Alto address group where vm = <>
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s 7 2]: vRealize Network Insightell 41 =] %] 5] =

Yt 2% ol g Eel = Palo Alto7t A -FAFE 5 Y ek 44 Hele v 25 e

= Palo Alto ol el gl ol sl 2]l & e 5 9l

M

Ex17-1.
Aee] 49
Palo Alto 54 Palo Alto address where vm = <>
VM where Address = <>
Palo Alto 4 L5 Palo Alto address group where Translated VMs = <>
VM where address group = <>
Palo Alto tv}e] = Palo Alto Device where Version = <>
Palo Alto Device where connected = true
Palo Alto Device where family = 'PA-5060"
Palo Alto 2] A tlufe]~ Palo Alto Physical Device where model = 'PA-5060"
Palo Alto VM v rfo] 2~ Palo Alto VM Device where model = 'PA-VM'
Palo Alto Hlvle]l &~ 25 Palo Alto Device Group where device = <>
Palo Alto Device Group where address = <>
Palo Alto Device Group where address group = <>
Palo Alto A v] = Palo Alto service where Port = <>
Palo Alto service where Protocol = <>
Palo Alto A ¥] = & Palo Alto service group where Member = <>
Palo Alto 7 # Palo Alto Policy where Source vm = <> and
Destination vm = <>
Palo Alto Policy where Source IP = <> and
Destination IP = <>
Palo Alto #3214 Palo Alto firewall where Rule = <>
Palo Alto < Palo Alto Zone where device = <>
Palo Alto 714+ Al <8l Palo Alto Virtual System where Device = <>

Palo Alto Virtual System where Device Group =

<>
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A1 Palo Alto Manager HA] 2. =

Timeline

Time Range: 1day v n
Show Changes

Properties

Name 10.16.128.200

NSX Manager 10.16.128.170

Device Group (NSX)  PAN_VM_Series_Device_G...

Last Dynamic Mar 29,16:57
Update with NSX
FQDN 10.16.128.200

Palo Alto Virtual Devices

12:00 16:00

Palo Alto Checklist Rules - All

# Rule

1 Palo Alto Panorama not registered with NSX
Manager

2 Panorama dynamic membership definition
update delayed

3 PaloAlto service VM not connected to
Panorama

4 PaloAltoservice VM not found on host

5 PaloAlto Service Device view mismatch with
NSX

T
20:00 10/26

Events with this object

Y.

s 19events 6h 24h 7d 1M 3M

d
Panor y

@ Panorama dynamic membership definition upd

04:00

update delayed

ate from... 63days

Palo Alto service VM not connected to Panorama [2 events - Show all]

Aservice VM or device for Palo Alto Networks is in a not connec...

65 days

@

Security Fabric Agent not reported by NSX for a Host

NSX Fabric Agent not found on Host [9 events - Show all]

where ast.. 65days

@\‘ Service VM's status mismatched between Panorama and NSX Manager

Palo Alto Physical Devices

Y.

>  16entities > 1lentity
£ 101612813 EA 1016212
& Manager Device Family Name Manager Device Family Name
10.16.128.200 VM 10.16.128.13 10.16.128.200 PA-5060 10.16.21.2
£ 10.16.128.14 A 1 Problem
@ Manager Device Family Name
10.16.128.200 VM 10.16.128.14
£ 1082013
& Manager Device Family Name
10.16.128.200 VM 10.8.201.3
Clusters prepared for Palo Alto services Hosts deployed with Palo Alto Device
(s  4entities s  17entities
. ddc-pod2-computel EI ddc1-pod2esx046.dm.democompany.net
Num Hosts Number of Datastores Vendor ID Number of VMs Power State Version
9 5 domain-c11610 3 On 600
G ddc-pod2-compute2 A 1 Problem I;I ddc1-pod2esx040.dm.democompany.net
Num Hosts Number of Datastores Vendor ID Number of VMs Power State Version
4 4 domain-c8791 3 On 600
. pod2-computel 4\ 16 Problems l;l ddc1-pod2esx037.dm.democompany.net
Num Hosts Number of Datastores Vendor ID Number of VMs Power State Version
16 117 domain-c376 2 On 600
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Cisco ASA W3t & 9138 7] 52 oh5-3%
m  VRealize Network Insight+ Cisco ASA-X 4
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m VRealize Network Insight+
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switchl switch2

B Extended & 2| Cisco ASA HAl 2 aF A uk x| 4 % Y o} standard, WebType, EtherType o 2F -
o2 FAl s TF A e A A g

m  Cisco ASA "3 o] Transparent L E=Z T4 ¥ 7 %

FAe FAGA ek

o

VM-VM 7 = o] wp2hw] 2 A4 7hg g Al 2~

vRealize Network Insightell 4] 7| €1 =] = =& Cisco ASA <l el glel tl&] 7] 2] & 3 e = gl o}
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Cisco ASAZ2] JlE|E]
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o} Al 2 5t
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ASA A

ASA 4= 1%

ASA v E$] 2 7] A
ASA VI E S 2 AA 15

ASA A u] 2 A A
ASA Av] = A L5

EEEE

asa firewall where access group =

<>

asa access rule where source ip =

<>

asa access rule where destination

ip = '192.168.2.2"
asa access rule where port = <>

asa access rule where interface =

<>

asa access group where interface

= <>

asa network object where ip
address = <>

asa network object group where ip
address = <>

asa service object where port =
<>

asa service where protocol = <>

asa service object group
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Check Point &3} &

Check Point ZFe] A vl &= 47 7] |P F4oll A APl 4 Al =5 g-2hel] oF §h] o},
NAl~ ¥ = e g AA > Edlo]l= > A2 API > F A AA T F s ok

Check Point MDS7} tl ¢] B] 2~ 2 F 715 7% vRealize Network Insight= 25 AF&-A} 4 o = #| ¢l 7}
=24 Eeclo A H el 8 & 7FA 5 e

vRealize Network Insight+= Check Point 32| A #]of| A o] o] B| & 7} A 2 7] %] 8l Check Point 371l <l
APIE AH-& 3 eh VSX Aol B9 o] 7} ghe] Aol 7 5l 79 SSH 714k CLI 8 & & AF&-3Fe VM-VM
7] 2ol 4] VS Al o] E o] & F A5 A K] 8= E vSX W] 7hAak Al 28] VS 2} Bl o] &5 7FA g o

vRealize Network Insightell = ol 5-%-2] Check Point Hl ¢] 6] & 7}4 ©.7] 938 5] AP| o Al 2~of o gk ¢
7] A& dgte] A2 g}, sfA uk ohF 3 2 IhA] ol 9] 7F gl o

m VSX7h okl £ A Aol E g o] 7} dhe] Aujel el Ao glemd AbAbell Al 4] APlell B & ¢ 71/2%7]
A Az Aol glofof Fuiet. o] A VM-VM 2 = A 4tel H#l run script S APIE AF&-3H7] §]
al Al Edle] BHEE 7A@ d 22 e

m VSX Ale]Eg o] 7} ] Auol AR 75 AL Aol Al U3 deE
ofof g o}, w3k AFEA7L CLl ¥ 2 vsx _util view vs confoﬂ N A 2~k = Qlof ok T T}, o] H
-2 VM-VM 7 & A4S 98k VSX Alo] 9 ¢] eb--EF 7FA 2= H A =

m  MDS A¥ IP7} Hl o] &9l 7§ AbEAbol| Al MDS = H|¢l 9 F 2 ol S F38 wE wuql
of vl gk & APl M Al Hglo] Qlofof g, o] Hgle mE Zw|glol A A
dol 8 & 7} &= o F 23 o},

vRealize Network Insightell 4 #] ¢1 5] == = & Check Point <l El Eloll Hal F 2]l & 8 4 b =

£ 9l El g el = check Point7} A FAFE B4 ok th-52 Check Pointell ®1 8k % 711 4] 2] ¢ ] o}

I* 17-3.
Check Point2] <lE| €] 1= A=
IPset Check Point Address Range vm where Address Range = <>
Check Point Network vm where Address Range = <>
Check Point Address Range where Translated
VM = <>
53} Check Point Network Group Check Point Network Group where Translated
VM = <>
vm where Network Group = <>
R A R e Check Point Service Check point service where Port = <>
Check Point Service Group Check point service where protocol = <>
oA 2~ A= Check Point Access Layer Check Point Policy where Access Layer = <>
gl Check Point Domain check point domain where ip address = <>

check point policy where domain = <>

check point access layer where domain = <>
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E17-3. (A%

Check Point2] dlEE| 7I¥=

Aol E o] & Alo] E9 o] Check Point Gateway
ZFe~H Check Point Gateway Cluster
A A ) 7] 7| Check Point Policy package
7 A Check Point Policy

A& Check Point #&] A} A = = v}g-3} o]

Az

Check Point Gateway Cluster where Policy

Package <>

Check Point Policy where Policy Package

<>
Check Point Policy Package where Rule = <>
Check point policy where source ip = <> and

Destination IP <>

Rule where source ip <> and Destination

Ip

<> (will display other rules- nsx,
redirect along with check point policies in

the system)

Timeline

Properties

Nar

ne

gw-gbcSha

1015753420

5| Configuration Change|
Check Point. —
NS 4dars

R8O

NSXFabric Agents For Check Point

Hosts deployed with Check Peint Gateway

Check Point Gatewsys

08:00
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31 VM-VM
)28 % A aA G,
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VM Path Topology
Client Server
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vRealize Network Insight+ VMware Cloud on AWS, NSX-T 2 NSX-Vel 4 & A 74l VPNS ] 5] g
vk AA 71k VPNell sal vhg 3t 2R Alvke] &b A&l 5] v o

m  VMware Cloud on AWS &% IP 549} NSX-V/NSX-T/AWS &% IP 54 ZF2] VPN El 3

= VMware Cloud on AWS &8 IP 4= 9 3] A} i 8hn] 38 IP Faol A A wheh 3-8 1P F4a9)

Ul NSX Edge AFo] ¢] 1:1 NATEZ<] VPN el 4

Z31 vRealize Network Insight= 3] A} #}g} 3 o A #1114 VMware Cloud on AWSel| A v} 31 4
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2 7|8 VPN 2E|E]|
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= 7P e

x17-4
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Policy based VPN VMware Cloud on AWS, NSX-V % NSX-Tel v gk == 7 A
714k VPN Al A
VMC Policy based VEN VMware Cloud on AWS A A 7|4l VPN A 4
NSX-T Policy based VPN NSX-T 7 A 714k VPN Al 4
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flows where source ip address =

'10.16.240.0/24"

flows where flow type = 'Source is VM'

vms where ip address != '10.17.0.0/16"'
vms where memory > 4096 mb

vms where cpu usage rate < 70%

vms where memory >= 4096 mb

vms where cpu usage rate <= 70%

vms where name like 'app'

vms where name not like 'app

flows where port in (22, 23, 80, 443)

vm where ip address in (192.168.91.11,
192.168.91.10)

flows where port not in (22, 23, 80, 443)

vm where ip address not in (192.168.91.11,
192.168.91.10)
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Axbzt o

is set vms where firewall rule is set

is not set vms where firewall rule is not set

0 flows where (src tier = ‘App and destination
tier = DB ) OR (destination tier = 'App’ and
source tier = DB )

and flows where src tier = 'App' and
destinationtier = 'DB'

or flows where flow type = 'Source is VMKNIC' or
flow type = 'Destination is VMKNIC'

A vm where name matches '.*'

vm where name matches 'a.*'

vm where name matches '[a-z]vm-delta[0-9]"

=] = e}
d A oA e vm where name not matches '.*'
vm where name not matches 'a.*'

vm where name not matches '[a-z]vm-delta[0-9]"

A H in' AAabA vm where in (vm where name = 'x')
vm where in (vm of host where name = 'x')
vm where host in (host of vm where name = 'x'")
vm where name in (name of vm where name = 'x')
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5 AL AL AabAte w e Sl g AAE s et Hl AR e el
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FAGV . oo 2 A el gl ek
] series (sum(network usage)) of vms where name like 'app'
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e 2 7hA @l g,

1 vms order by cpu cores
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2
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1 vms group by host

2 sum (bytes) of flows group by dest vm order by sum(bytes)
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s ol YRR A
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b VM 'vml' to Internet
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n olEE Y =2 o7t e F Ak ol E Eo] Al E 8 rvirtual
machine' o= &< o] rym' o] 55

Azure M 3|

vRealize Network Insightell 4] Azure Sl ] ] Al A B & 71 A8 4= 9l 51 o},

28 7bA AF A4 Azl o,

Azure EJE] AE A=

Microsoft Azure Azure

Azure off Ze| Al o] A Bl 25 Azure Application Security Group where Azure
Virtual Network = 'Test-vnet2'

Azure Hl o] E] A&~ Azure Data Source

Azure NSG T4 Azure NSG Rule where Action = 'ALLOW'

Azure V| E 9] 2 ¢l ¥] | o] = Azure Network Interface where Azure Virtual Network

= 'Test-vnet2'

Azure V| E$] 2 Mob O Azure Network Security Group where Subscription =
'vRNI-dev'

Azure 7 & Azure Route where Route Table = 'TestRouteTable'

Azure 7] & | o] & Azure Route Table where Azure Virtual Network =

'aks-vnet-28255566"

Azure A B Azure Subnet where Azure Virtual Network =

'vrni-01l-vnet'

Azure 15 Azure Subscription

Azure 7HAF A 2~ Azure Virtual Machine where Azure Application
Security Group = 'TestASG'

Azure Virtual Network Azure Virtual Network where Azure Peer Virtual
Network = 'vrni-0l-vnet'

Cisco ACI 2E|E|
o}

< A4S 794 5 2= Cisco ACI Al Bl ] 2] 4 554 o},

__{

31 QlElgo & aci A FAHF 254 o

B aci application profile
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B aci bridge domain
B aci endpoint group
B aci fabric

®  aci switch

B aci tenant

e H A Al S A AR Y

B aci fabric 'ACI-Demo-Fabric': ¢] 2= ACI BT oA EHdE A%

B A,

\CI-Demo-Fabric'

Fabric ACI-Demo-Fabric

Timeline
12:00 16:00 20:00
Events with this object
Oevents 6h 24h 7d 1M 3M
No data to show
Fabric Switches &

80-B-Demo

Mode ID infra IP Address a
102 1007268 )
B NEX-9372-C-Demo
Role MNode 1D Vendor a
leaf 103 Cisco Systems, Inc.
ESR  NEX-9336-B-Demo
Role Node 1D nfra P Addres e
spine 202 1007293 :

B aci switches by role: ¢ 2= AC|I I B & of| 4] thofsl 2] = ~ 9] X &=

g 7 A e,

29 A B A 294 o] 2% F ] AAR
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T
08/22

Fabric Tenants

» 26entities

ACI-Ops
A

App-Centri

. HNB-PAN
Af 1 Profile

1 Profile
c-Test [1more]

. Default
A

sandmal

jon Profile

Fabric Controllers
'y lentity

. APIC-Demo-1
Node D

1

emo-Fabric

AC| Manager
ACI-Deme-Fabric

AC| Manager
ACI-Deme-Fabric

nfra IP Address

10001

WE A o,

0OB Management Address
10.255.139.149

ghal 291 A o o &
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Showing 5 results for aci switch at Aug 22, 11:18

Filters ¢ Sentities
AT mors e B NEX-93180-B-Demo
E3 roe Node 1D Infra |P Address
¥ Role. leaf 102 10.0.72.68
Al
& EER  NEX-9372-C-Demo
leaf (] Role Node ID Vendor
spine @ leaf 103 Cisco Systems, Inc.
EEER  NEX-93180-A-Dema
EX goe Node ID Infra IP Address
leaf 101 1007269
Bl NEX-9334-B-Demo
Role Node ID Infra |P Address
spine 202 10.0.72.93
EER  NEX-9336-A-Demo
Role Node 1D Infra |P Address
spine 201 100.72.94

aci endpoint group:

A o,

m  aci application profile 'Production': ¢] HEl+= TAH &

el ol 4 Z2sldg UG e

OO Management

10.255.139.151

Type

NFK-CPIT2PX-E

ooB
10.255.139.150

QOB Management

10.255.139.153

OOB Management

10.255.139.152

o] Fgl= VM, 2] A =gl @ VRE7}F A o] 9= A

2 VM

ment

ExpandAll | Collapse All

Vendor

CiscoSystems, Inc.

Address

Serfal
SAL1P465WMW

Address Wendor

Cisco Systems, Inc.

Address Vendor

Ciseo Systems, Inc.

Wendor

Cisco Systems, Inc.

Address

=
=

o

e

o] 235 Production?] of

. o =2 ¥
m  VMware VM 'ACIVM-160' to VMware VM 'ACIVM-161':°| H 2= -+ VM %te] VM-VM 7 & & ¥ 4]
e
Ay e
©) VMACIVM-160-VMACIVM-161 0 Linago v (Auto-efesh inmins) Overview Events Flows Metrics My View
v Overview
VM Path Topology (i ﬁ VM Underlay (/) VM: ACIVM-160 v VNIC: 10.255.118.... V' ﬁ
Client (NSX-V) S (NSX-V) "
ACM-160 N ACNM-161 Path Details ~
10.255.118.178 Request 10.255.118.186 % () Show labels
() show all ECMP paths
Q 1 @AC\VMrléO
@ 2| @ [ACIVM-1601{Network
adapter 1]
3 ==  EPG_160
4 [10.255.139.160]-
[vmnicg]
5 [node-101]-[eth1/3]
€ Gy vlan-3160
& G =23 Common
! N
s > *
E 2 EEnaEnE
‘Leaf Fabric-
o = =
- % 3
Spine Fabric
= 2 = A a1z =2 nml = o H = Q2 o]~
n PFAR AN TE 4 2F 9 vEA el AR AEE M 5 sy
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v 10.114.219.

Showing 2 results for Entities with keywords “10.114.219.158" at Mar 25, 15:10

2 entities
Endpoint Group (1)

. Mgmt-1201
Applicatiol

NSXInfra

! Bridge Domain
| BD-Mgmt

Switch Port (1)

eth1/19]

iU

i
[t
mi
=,

B Mac FaE fGAsle] =

¥ 00:0C:29:44:70:D8

p
© vlan-1201

{ MacAddress
. 00:D7:8F.85:B%:78

MTU

He]A] el A A

Expand All

Endpoints

Callzpse Al

[

00:0C:29:44:70:D8 10.114.21... [17 more]

Interface
10Gbps

2 AR L 4 A%

Showing 2 results for Entities with keywords “00:0c:29:44:

< 2entities

Filters

w Entity Type . ApD

Endpoint Group (

all NSXInfra
Switch Port @ Switch Port (1)
Endpoint Group (1

¥ aciepgwhere Endpoint isset

70:d8" 3t Mar 25, 15:06

| Bridge Doma
BD-Mgmt

| Administrativ
Up

Showing 4 results for aci endpoint group with filter Endpoint is set at Mar 25, 15:11

Al < 4entities
Endpoints { Application Profile
> Endpaints 00:0C:29:44:70:D6... [17more] = NSxInira
Al
00:0C:29:44:70:D8 10.114.219.158
00.0C:29:44:70:08 w o0 A-B410114.219.146
AN -BEEFDS 10.114.219.147
LTI ) 8810.114.219.137
10114219.146 [l co2s90E16C5210114219.036
00:25:9DE1:76:9F 10.114219.135
00.0C:29:BE.EF:DS e £810114219.134
AT : EB:BAEE 10.114.219.130
00:1B:21:69:83:88 e L TR
10114219.137 \ :BE:16:BF 10.114.219.152

00:25: C:52 ()
10114215.136

[20 more]
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“FE10.114.219.133
£510.114.219.151

| Macaddress

Encap

vlan-1201

00:D7:8F:85:85:78

! Encap

{ Nurmber of VI

‘o

i M1y

! Encap

vlan-1201

Encap
vlan-1204

| VRE

NSXVRF

wlan-1203

Expand All

Endpoints

00:0C:29:44:70:D8 1...

! it
10Gbps

Collapse All

®

[17 more]

Collapse All
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 ad epg where Endpoint like 10.114.219.158

Showing 1 result for aci endpoint group with filter Endpoint like 10.114.219.158 at Mar 25, 15:19 oo
Filters < Lentity ExpandAll | Collapse All
— . Endpoints Application Profile ri omain Encap Number of VMs 3]
w Endpoints. 00:0C:29:44:70:D8... [17more] . a vian-1201 0
Ba
00:0C:29:44:70:D8 10.114.219.158
e i & 00:0C:2Z94E:6AB4 10.114.219.146
LIS 2 IRE 000C29:BEEF.D5 10.114.219.147
e AL (1) 00:1B:21:69:83:88 10.114.219.137
10.11421%9.146 00:25:90:£1:6C:52 10.114.219.136
00:25:90:E1:76:9E 10.114.219.135
00:0C:29:BE:EF:D5 1) 00:25:90:E1:CC:B810.114219.134
S 00:25:90:EB:BAEE 10.114.219.130
TSRS ) 00:25:90:EB:8A:F0 10.114.219.131
10114219137 = 16:BF 10.114.219.152
7CFE 10.114.219.133
00:25:90:EL6C:52 1 00:50:56:BE:84:E5 10.114.219.151
10.11421%.136
[13 more]
i 74 AH _I |
Fortinet 9~ F4C
. . . u = SN PN
vRealize Network Insightell 4 Fortinet ol ] €] Al % A ®.& 2 Aa 4 gl o}
Eelge) = o]
o 2 kA AE A F e
Fortinet lE €] P ERE
Fortinet 4 A 3| 7] #| Fortinet Policy Package where Domain Manager =
‘ADOM_NAME'
Fortinet 7 # Fortinet Policy where Source IP = 10.0.0.15
Fortinet 4= Fortinet Address where Address Type = ipmask
Fortinet 5(;54, —zri Fortinet Dynamic Address where Domain Manager =
‘ADOM_NAME'
Fortinet 74 4 1% Fortinet Dynamic Address Group where Domain Manager
= 'ADOM_NAME'
Fortinet A #] = Fortinet Service where port = 5900
Fortinet A8l & Fortinet Service Group where Manger =
10.0.15.101
Fortinet ADOM Fortinet ADOM where Manager ID = 10.0.15.101
Fortinet VDOM Fortinet VDOM where Domain Manager = ADOM NAME
Fortinet%xﬂ, OL]E1 iﬂ O]é_ Fortinet Dynamic Interface where Domain Manager =

‘ADOM_NAME'

Infoblox DNS CI|O|E{& Al835t0{ 58 EZ

vRealize Network Insight+ “+ 7}#] DNS A ¥ &5 A g o,

s 7FAE CSV It
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m  |Infoblox DNS

Z3 Infoblox DNS9} CSV 1< 7l F5¢] 3L+ 7§ Infoblox DNS<| A 27} -4 & 85 o},

cheka A4 A2 E Abgete] E52] DNS 35 ol o g A AR E el 5 gl e
E 20-1.
9= A A A2 2%

Infobloxell 41 DNS Hl¢] 5 & 7}A &= &

£ 25 AP,

A 3-A]
DNS A -7 Flows where DNS Provider='Infoblox'

CSVel 4| DNS Hl el 8 & /b e 58

)

A - A]
DNS A &7 Flows where DNS Provider='CSV'

422 |P S 4ol vl g DNS Al &A1 7F

Infobloxgl & & 55 A &3 o},

FPN %7 |
DNS A&7 Flows where Source DNS Provider='Infoblox'

Ak EUpSE Ak = 2 3.7}
o4 DNS A 27 Flows where Destination DNS 1P el] 3 S A © k7
provider='Infoblox"' Infobloxsl Z. & *3‘3?‘% A - o,

Kubernetes QNE|E|0]| CHEF 2 A 2|

vRealize Network Insightell 4] Kubernetes <l €] €] A %~ 7 35

o,
3
i)
>

s
o>
A
i

38 #Hel
m ZE 7 flows where Kubernetes Object = Object name
o|: flows where Kubernetes Cluster = 'Production'’
m  AY| A GF R 2 7] kubernetes pods group by Kubernetes Services
m LE %X 7] kubernetes Pods group by Kubernetes Node

] = *oLﬂ] iﬂ:MemoryPressure and PIDPressure and DiskPressure and Ready of

Kubernetes Node

m 5574 £ 57]: flows from Kubernetes Object name of the object to Kubernetes

Object name of the object

ol: flows from Kubernetes Namespace 'PCI' to Kubernetes Namespace 'Non-PCI'
m R EERA BT

m  Kubernetes A ¥] 2 4/ 8/~ o] Z - Kubernetes A ¥] 2~ 4/ 8]~ o] Z 7 &

m  Kubernetes A ¥| 2 #/#/~ o] Z - Kubernetes £ &= #£E o/ F 7 &

m  Kubernetes = Z & o/Z . Kubernetes == Z & o/Z 7] &
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E 20-2. Kubernetes 7H&|of CHer # 2|

Kubernetes 7 A

I
n

Al 8] 2~

kr
|t

fot
dl

E 20-3. F71 #Hal

Kubernetes <l €] €]
e = R

Py

A
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A2

m  kubernetes namespace where L2 Networks =

I
m list(Kubernetes Node) of Kubernetes Pod
where Kubernetes Namespace = 'a'

m  NSX-T Logical port where
connectedto.modelKey in (modelKey of

kubernetes nodes) order by Tx Packets desc

m  NSX-T Logical port where
connectedto.modelKey in (modelKey of

kubernetes pods) and Rx Packet Drops > O

m  new kubernetes pod in last 1 hour

m  kubernetes pods where kubernetes servicesis m

not set

m  kubernetes pods group by Kubernetes
Services, Kubernetes Cluster

m  kubernetes nodes where Ready != 'True'

m  kubernetes node where Virtual Machine =
'vm-a'

m  flows where kubernetes service is set

m flows where source kubernetes node = 'a'

A=
application where virtual member = 'service-a'
application where virtual member = 'service-a'

and virtual member.Kubernetes Namespace =
'namespace-b'

tier where virtual member = 'service-a' and
virtual member.Kubernetes Namespace =
'namespace-b'

count of applications where Virtual Member in
(kubernetes services)

count of applications where virtual member in
(kubernetes services where Kubernetes
Namespace = 'sock-shop')

list(virtual member) of applications where Name
= 'app-1" and virtual member.Kubernetes Cluster
is set

A

m 2UESZ go oA

P PP

= Kubernetes 4]

B Kubernetes Y|l &5 o] 27} 'a¢l
Kubernetes == &= vl 3}

B AFE fAE 7 Fer nEo dAH =
2] d L E H5S WAoo kg

B Kubernetes T ol g1 x|o] gl

Al s 7o) ot 2 =] A 3
nkgt

m A 1A 7E Fob A A E Al Kubernetes
A Bl 47} $1E Kubernetes £ = 55

m 7 A e 2o A A Fel X E 4

m YA Kubernetes == 55
B ‘'vm-a' 7k Al 2 Elef] 484 Kubernetes
L
m 42 Ei= A Kubernetes A Bl 2~ 7) EA
Jr sz wE
m - Kubernetes =& ='a' & tf4k
Kubernetes == = 'g'ql & 55
a4
Kubernetes 48] 2 'service-a'7} =l vl ¢l 2 E ol

2] Aol o] %5

Kubernetes 4 8] 2~ 'service-a' % Kubernetes 4l
4 ~ 3 o] ~ 'namespace-b' 7} vl B Q] B o 2]
Aol Aol &

Kubernetes 4 8] = 'service-a' % Kubernetes Y]

o 5 o] ~ ‘namespace-b' 7} wl B ¢l =& Al <]
&
el v 7} Kubernetes A v] 2= 59 ¢l off E2] 7 o] A

o &

el v 7} Kubernetes Wl 1 2 5 o] 4 'sock-shop' ¢}
gllef] 9li= Kubernetes A v 2~ & <l ol 2] A ¢]
el &

off 2]l o] A 'app-1'¢] @l ¥ ¢l 2= Kubernetes

g
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E 20-3. F7F HEl (A=)

AeE/TH 24 A

o] = 2

Kubernetes ©|

==

ul E

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical port where (ConnectedTo in
(Kubernetes Nodes where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo order by max(Rx Packet Drops)

nsx-t logical switch where Rx Packet Drops > O
and Tag like 'ncp/project:' order by Rx Packet
Drops

nsx-t logical switch where Rx Packet Drops > O
and Tag like 'ncp/project:<namespace name>'

nsx-t logical port where (ConnectedTo in
(Kubernetes Pods where kubernetes cluster is
set)) and Rx Packet Drops > O group by
ConnectedTo.Kubernetes service order by
max(Rx Packet Drops)

flows where firewall action = 'DROP' group by
Kubernetes Service

flows where firewall action = 'DROP' group by
source Kubernetes Namespace

Kubernetes events where Problem Entity =
'<pod/namespace/node Name>'

Kubernetes events where Event code =
'ImagePullBackOff' in last 24 hours

Kubernetes events where problem
entity.Kubernetes Cluster = '<cluster-a>'

W2 ifot BRIEl ME 7 A2

v

Kubernetes =% & =

Kubernetes

Kubernetes v ¢l ~d o]~ & 253

2 2t

Kubernetes A v] <™ 2 75 3}3l 4]
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2ylo] a2

Kubernetes ol E] €] of] o gk 2 &
E 9] Y5 Kubernetes ¢l ] E] =

+
2

i

EE Kubernetes ¢l =

T

g A A e E Agatel 2 Wil H2E ol o8& De @ et A

m vm where lbServiceNodes is set - =7} FALE o Ze]Alol A& &
4 g o},

m vm where lbServiceNodes is set and PowerState !='POWEREDON'
A o) & g sl YA uk A AHgetA] e e VME v E o},

m pool member where state = 'DISABLED' - AF8-3}A =5 AAH
o},
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m  Count of Pool Memebers where Service Port = '80' - £E80¢4 A3 <l 54 73
o Au]zol g e E o] 45 Al o

B service node where virtual machine is not set - w28 AW E off Ze]Al o] A A=
AL VM-S 3 A 8l vCenter Server”} vRealize Network Insightoll 5715 A o3& 2 & 4]
IR e e

NSX 2h3ted 7=|of CHEt A4 22|

vRealize Network Insightell A4 NSX w3t +f A& A A e 4= 9l 5 o}

E 20-4. NSX gtsled 7= 22|

29 A% 4%
VM where incoming rules.Source Any B an(EA 22 ATE Al A A S e
Firewall rule where action = allow and service any BE XES 3 ukay A S B

= true

Firewall Rule Masked Event AbEE A ks bk A 558 E o

New firewall rules in last 24 hours Ak 242 7% Eok A4 H B R A S ek

New firewall rules in last 7 days Ak 79 Fob A4 E wkeby A S Fu o,

New firewall rules in last 30 days Ak 30 ot A H wkhab e A S o)
Firewall rule where flow is not set ALEE A R 2 ek A 55 S T

Flow group by firewall rule 7F sy Ao A58 3 E 45 Utk

Security group where Indirect Incoming Rules is not AbE R R ke Wl 2 5S Bt

set and Indirect Outgoing Rules is not set and
Direct Incoming Rules is not set and Direct

Outgoing Rules is not set

Ipset where Indirect Incoming Rules is not set and ALEE Al = IPSetE & T
Indirect Outgoing Rules is not set and Direct
Incoming Rules is not set and Direct Outgoing Rules

is not set

Flow where rule id in (1011, 1012, 1013) EA T4 Dol A8 3=

Flow where application = appl of ZE] A o] ol A3 &2

ul

s e A s A ofulE

VMware SD-WAN ZA 22|
vRealize Network Insightel 4] VMware SD-WAN <l €] ] A4 A 8w &5 7] 4]

hge 2 bA] AE A A g

1
-
%0,
>
<
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VMware SD-WAN <IE| €]

VeloCloud &2 2~ ¥
VeloCloud ®l¢] B 42~
VeloCloud Edge
VeloCloud all H Z 2} o] =

VeloCloud 7l o] E¢] ¢]

VeloCloud Layer2 4l E$] 2

VeloCloud # =

VeloCloud = &3}¢1

VeloCloud Al ==l =

VeloCloud ¥] =1 & 2] A
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AE Az

VeloCloud Cluster where Description = 'cluster one'

VeloCloud Data Source where Enabled = true

VeloCloud Edge where Activation State = 'Activated'

VeloCloud Enterprise where Name

VeloCloud Gateway where City =

= 'VMWare - vRNI'

'Ashburn’

VeloCloud Layer2 Network where Network =

'172.16.40.2/24"

VeloCloud Link where Link Uptime = 100%
VeloCloud Profile where Name = 'APProfile'
VeloCloud Segment where Vendor ID = '1'

VeloCloud Business Policy where Application =

'skype'

VeloCloud Business

'Edgé

VeloCloud Business

=10.79.46.0

VeloCloud Business
"Linux
VeloCloud Business

VLAN ID = '1

VeloCloud Business

Policy = 'Fixed

VeloCloud Business

= 'High

VeloCloud Business

Class = 'Real Time

VeloCloud Business

Policy = 'Gatewaj

VeloCloud Business

Type = 'edgechoud

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

Policy

where scope =

where Source IP

where 0S =

where Source

where Link

where Priority

where Service

where Route

where Route

flows where Velocloud business policy =

'EdgeToInternet’
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VMC Sddc A 22|

vRealize Network Insightel 4] VMC Sddc ol ] g] Al % A 2.5 74 e 4= 9l o}
Se @ AhA AE R4 A2
VMC Sddc e E] AE A= 2w
NSX Manager vmc sddc where NSX Manager VMC SDDC¢} 17 5| NSX Manager<
FA 3
NSX Manager FQDN vmc sddc where NSX Manager VMC SDDC<| NSX Manager FQDN-&
Fadn 3 A G e
NSX Manager 71 <l IP vmc sddc where NSX Manager VMC SDDC¢] NSX Manager 7 ¢l IP 5
Private Ip 22 g3 o}
NSX Manager % & IP vmc sddc where NSX Manager VMC SDDC¢] NSX Manager & IP &
Public Ip 22 F A g o},
o] & vmc sddc where Name VMC SDDC2| ©] &< %A g o},
241D vmc sddc where Org Id SDDC7}F &3k 24 IDE A4 3 e,
Z 7 o] = vmc sddc where Org Name SDDC7} 43k 27 o] 25 3 A8 o},
A4 vmc sddc where Region SDDC7} 9= AWS #| o] & 4] g o},
VC FQDN vmc sddc where VC FQDN VMC SDDC¥] vCenter FQDN-S 3.4] g+
Yo
VC Manager vmc sddc where VC Manager VMC SDDC¢} ¢1 7 = vCenter Manager
= 2 A g e
VC A& IP vmc sddc where VC Private Ip VMC sDDCel Hf & vCenter<] 7 ¢l IP
Fas A}
VC F& IP vme sddc where VC Public Ip VMC SDDCell =} & vCenter?] 2 IP
FaE IA G
EIR=NIp) vmc sddc where Vendor ID SDDCY IDE %A g o},

AWS QIE|E|E |8t VMware Cloud on AWS

+-2 VMware Cloud on AWS NSX Policy Manager$} #Hed 5 ol €] €] ¢] 1] o},
B NSX Policy Manager Data Source
m NSX Policy Manager
B NSX Policy Firewall
m NSX Policy Firewall Rule
B NSX Policy Segment

m NSX Policy Based VPN
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B NSX Policy Group

31 NSX-T 2.42} VMware Cloud on AWS~7} vRealize Network Insightel] dl o] g] 2~ 2 F7}5 74,
VMware Cloud on AWS <l E] €] & 7} A &l 7] 2] <]l sDDC type = VMC 2 El & F 713l oF o}, o &
<=1 VMware Cloud on AWSel gt A A 7|1k VPN& v sl

NSX Policy Based VPN where Tier0 = “ and sSDDC Type = ‘vMe & Y EH e

VMware Cloud on AWS <l el Bl o} el 5l & 7hA] Al 24 # el = ob57F 25 e

B VMs where L2 Network = '' (L2 Network -> NSX Policy Segment)

B NSX Policy Based VPN where Tier0O = "'

B NSX Policy Based VPN where Local Network = '' (Local Network of Policy Based VPN
Rule)

B NSX Policy Based VPN where Remote Network = '' (Remote Network of Policy Based VPN
Rule)

B NSX Policy Group where Translated VM = '!'

B VM where NSX Policy Group = ''

Y

3l
m  NSX Policy Manager+ 3] & =+ IPSETSE Al kA g5t} wbelbA] nsx Policy firewall

rule where Indirect = "' I+ NSX Policy group where Indirect = v 7

e AN B ApgebA BEE A

s #Hel

S g Aele @ ohA ol e

S 4 mEof Cist 58 2|

n dlolE AlE B Abe] B AA S F 2 F(DCI H 2 A
sum (bytes) of flows where ( Dst Manager = 'abc' AND src manager = 'cba') OR ( Dst
Manager = 'cba' AND src manager = 'abc')

= 5 VTEP =¥

m  sum(bytes) of flows where Flow Type = 'Src is VTEP' or flow type = 'Dst is
VTEP' VTEP traffic grouped by VMKNIC

B sum(bytes) of flows where Flow Type = 'Src is VTEP' or Flow Type = 'Dst is
VTEP' group by ip

e R

flows where Flow Type = 'Source is VMKNIC' or Flow Type = 'Destination is VMKNIC'
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sum (bytes) of flows where Flow Type = 'Internet' group by src vm

sum (bytes) of flow group by port order by sum(bytes)

sum (bytes) of flow where Flow Type = 'Routed' group by Source Subnet Network,

destination subnet network order by sum(bytes)
w4 bl BN F VM
sum (bytes) of flows group by src vm , dest vm order by sum(bytes)

% ulel = 48] AW VM/EE

sum (bytes) of flows group by dest vm , port order by sum(bytes)

8T o HIvlz™de flet =& #el

m ESX¥HE 253FH 2E vm-internet/internet-vm E 23 9] & vlo] E(Palo Alto 4 ¥l VM Z.7]
7:7%4))
sum (bytes) of flows where flow type = 'internet' and (flow type = ' src is vm ' OR
flow type = 'destination is vm ') group by host order by sum(bytes)

n UA BEo E AAE =2 A 2] = (Palo Alto 41 ¥ 2~ VM Z7] £4)
series( sum(byte rate)) of flows where host = 'ddcl-pod2esx012.dm.democompany.net'
and (Flow Type = 'Source is VM' OR flow type = 'Destination is VM')

o Z 2|7 0| Mol R &EH |
n A fEE] Aol A e VM
VM where application = 'CRM'
n AR fEe] Aol A hr-HH B E
Flows where source application = CRM and Flow Type = 'Routed'
s FAE R BE(RRE
Flows where src tier = 'App' and Destination Tier = 'DB'
s R 2be) BEEE

Flows where ( src tier = 'App' and destination Tier = 'DB') OR (destination tier =

'App' and source tier = 'DB')
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VM 2 ESX0i| &8 e
= Prod -Midtier-1 VM 2| £4(MAC, IP, &4~ E %)

CPU Usage Rate, Network Rate, Memory Usage Rate, mac address, ip , vxlan , host of

vm 'Quality control-VM26'
m VM St e U Ed 2 Ao E
vm group by 12 network
m VM G2 7bE B o] B A R o
vm group by datastore
m VvSphere A T A€
host group by version
m VvSphere =¥ T~ E
host group by 0S
m 5 UCS AAY] 5o gl BE Tae /Bl = mE VM(F A E 7] 8])

vm where host in (host where Blade like 'sys/chassis-1")

Q83 2l Yu 8

m oo e AlE
count of datacenter
m T aEH 4
count of cluster
m S AE S
count of host
. VM
count of vm
m UEY =T F
count of vlan
88 Az =2
w7l E A EEH VNI
vxlan group by Primary Controller

n A FA Edge 3¢l thak 7 =

routes where vrf = 'Provider Edge 3'
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s DMZDLRY =&

NextHop Router of routes where VRF = 'LDR-DMZ'
s AAH ASEH} e Fow g AR
routes where NextHop Router = 'California-Edge'

Q88 2l wats 75

VM 7] wah A

firewall rules from 'Prod-Midtier-1' to 'Prod-Db-1'

ANY £ 227F & TF A

firewall rules where Service Any = true
n AAE A g VM

vm where Firewall Rule = 'Prod MidTier to Prod DB - DBService '
s REEEZL G Wb A

firewall rule where action = allow and service any = true
w5 s af Aol AFEE B E

flows where firewall rule = 'Admin to Prod and Lab - SSH'
n A|&=FolA AR 5

flows where firewall action = deny
o] ES o] uhEy B 7]

Firewall Rule where firewall type = 'GatewayFirewall'

n Pab sy u
Firewall Rule where firewall type = 'Distributed Firewall'

o = . —_ ==

Q88 A2l Yyt £ HH

= East-West % North-South =29 =, A gksl =efj 2 o ep-R & =2 5 VM - VM =219 &
plan security in last 7 days

K

Q8% Azl 2ot fxol Eaf

n S B VM A AR

d

top 7 vm group by name, Vlan order by sum(Total Network Traffic) in last 7 days
s Efgo] rpF e vES2

top 7 vlan group by Vlan id, vm count order by sum(Total Network Traffic) in last 7

days
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n o2 FAle] VLAN Hell e B A A ety ol v L3 A A £ &3ehA &+

top 7 flow where Flow Type = 'Switched' group by Subnet Network order by sum(Bytes)
in last 7 days

s S BAICl VLANS Babehe V=g ackel A ek el 98 A4 BAE ded + 99

top 7 flow where Flow Type = 'Routed' group by Source Subnet Network, Destination
Subnet Network order by sum(Bytes) in last 7 days

el A FAlEE VM

top 7 flow where Destination Country != 'United States' group by Source VM,

Destination Country order by sum(Bytes) in last 7 days
n =B A 7] A 7ho] 74k go] Wbl Sl | o] Bl A E o

avg (Read Latency), avg(Write Latency) of top 7 vm group by Datastore, vlan order by
avg (Write Latency) in last 7 days

288 A2l 7Y E4/3 %Y
m F g OS A H AR

vm where Operating System like 'Microsoft Windows Server 2003' or Operating System
like 'Microsoft Windows Server 2008' or Operating System like 'Red Hat Enterprise
Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or Operating System

like 'SUSE Linux Enterprise 10' group by vlan, Operating System
m  FleFstOs

count of vm where Operating System like 'Microsoft Windows Server 2003' or
Operating System like 'Microsoft Windows Server 2008' or Operating System like 'Red
Hat Enterprise Linux 6' or Operating System like 'Red Hat Enterprise Linux 5' or

Operating System like 'SUSE Linux Enterprise 10'

.
1l

n oE OSE <l F= 34

ekl

vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise

Linux 5', 'SUSE Linux Enterprise 10')) group by Vlan

count of vm where vlan in (vlan of vm where os in ('Microsoft Windows Server 2003',
'Microsoft Windows Server 2008', 'Red Hat Enterprise Linux 6', 'Red Hat Enterprise

Linux 5', 'SUSE Linux Enterprise 10'))

7ok OSel A5 Y3 TAL 7bd el A okah 0s nEE Sla) WA= ek A

= AEAA L

!

oﬁ ﬂz‘.',
o

AlZk Ko
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Al ZE Alo] & Abgsho] AR A7 = A 7E Wl 9] AR e el A el A 5 5 A
24417k, Akt 3 5o AbA AR FEell A A

g %
12 AR HAL WY F4L AGehe] WA ALY 5

Aa A3} sl ol Aol 574 A3 LA e el alelele) AAl g == o] Al 2H ek o2 A el
al

=2 |
B, el 54 o Ao 5558 AL TA et A4 Ao el o] 27 kA] g A B E A
K

1

o
N
o

2 A AY Fadte] 54 5o A AT AT B 5 dF
js

23 A4 Az} Qe slel Aol 54 S42 shelAd Al &4l Al a A AL L E T
Sh=2|

+ vacams where Num Viis >0

Showing 12 results for Vadlan with filter Mum Vs = 0 at

Filters ¢ 12 entities Capand A2 Collagne AR
Addimore feters Sitet-Aunch-15
Mumber of WVis NEX Manager Srope Legment 10 Network Address +
= M Courit 3 10.197.17.114 Global 5006 192.168.23.0/24
A 2
e Siteb_P-seattle-valan
1 151 Humber of Vi NSX Manager Seope Segment 10 Hetwork Address
2 15 3 1019717229 Global S000 171710724
3 LFd] 9 Siteb_P-redmond-vidan
Mumber of Wids NSX Manager Seape Segment |0 Metwark Abddress
F K Mangper O 2 10497.47.229 Global 5001 1721720024
¥ Seope
Siteb-Wagholi-LS
Mumber of Vi NSX Manager Scope Segment |0 Network Address
2 1019717114 Global 5005 192 168,26 0024

Siteb-pashan-is-1
Humber of WMs N5X Manager Scope Segment |0 Metwork Address
2 1019717114 Global 5002 192.168.24.0/24

Siteb_P-transit-vidlan-2
Humber of Whis NESX Manager Scope Segment |10 Metwork Address
2 10.157.17.229 Glabal 5005 1721760024

Siteb_P-transit-vdan-1
Humber of Whs NSX Manager Scope Segment 1D Metwork Address
2 10.197.17.229 Glabal 5004 121750004

Siteb-Transit-L5-1
Mumber of Wiis NSX Manager Seope Segment 1D Metwork Address
1 10.177.17.114 Glabal 5003 1F2168.210/24

O O 0 0 0
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Filters

w Default Gateway
All

192 1682310 (1)

¢ MEX Manager [

b Scope

Vi Count
A ARG de F o Adel uhel A% Aol A [DE FoE FHGUT A4 Ao W E Fele
ol AF8 4 gl= dele e HFE B 4 ol 2 Tl dal] AR rhedt HE e 1 F el 9l
= A AbAbol] A 5o Qs ok, vk W ol o el AFS- 7he g e E 2l gk Tz HEfof o g Zhkkel
Aol o]l 3418y FH 3l dlt | & ALk g A AAE AFEsled 54 e & At
vRealize Network Insight7} 74 2] o} A A el= LE & Ao & FA]81H o] & F835lo] dlut L&
AL S gk 2 Eols A AAE FASte 7] $138 oA 4] el LE 5 sl A

Qe &4 el A Aol A B S Fx FAH e

vCenter Ej1

vRealize Network Insight+ 74 2! A 2S¢ ¢ & vCenter Bl 25 A 33 o},
o}

vCenter B % AREAF A Y SA4 & 7Hbe 2 VM A S e 5 s

1 Lol E Fol W1 E ALEa
of Aol e 72 F A G 5 Y

vimn where tag = ‘{keyname}:{value}‘

EE e e W Fel 3o, 99 dlol 4 keyname-S Bl 27}t S8l W F ol gk Bl e o] B
iy e,

w3k vCenter Bl L = AFEAF A1 A EA S ALEE wll name 715 AFE-3lod VMol HiAl o] &5 Al E-E
= ek o] A ©] 22 other names A4 22 FA H Utk =3 A o] & AFEEle] A2 F g
AAsta ubE 4 JF Yo

| & =0l o5 A2 7F A A" v e

2

vm other-name-1

vm ‘other-name-1" to vm other-name-2"
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o] dlo]| 4] other-name-1 ¥ other-name-2+ name ¥ ¢l &3} name 7] =& Hl 27}

w3k 2"l &

Trafhe Dintriution [y Tatal Bytes] =

Eant Wt (0w
99%
VM o VRN of EWY

100%

215 Z A 2 vCenter Bl & Abgdle] MEY 2 35S BT 4

Sevitched (% of W] Bouted (% of EW)
4% 6%
Withie Hant 06 of VM-4M1 Imerret
8% 0%
B
by Byres
Bl worinseacn
© SheomOin
1 pame

vCenter Bl 15 Al-&-3lew]l &5 B4 =5 oht S 5ollA Bl 545 A8 g o},

Analyze Flows Al H

Micro-Segments

by VLAN/VXLAN

o] 5-F oA Hh 309 B2 E A FE dFIe
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VLAN
Virtual Machine name like
Service

Security Groups

VXLAN

Security Tag
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Analyze Flows ‘Tagv ‘ Category, Consumers v | @) Last 1day ¥ |

{ al

Micro-Segments
Select upto 3 tags

by VLAN/VXLAN @ v’ Category

Delete

Deployment
Owner

Retain

2748 aFol A Bl Ae gyl

Analyze Flows | Tagv ‘ Category, Consumers v ‘ ‘ @ Last 1day v [

Micro-Segments
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VMware SRM(Site Recovery Manager)> A A 7|ub #2], 75 ut HAE 2 A F3hE oA AE oA
Al Fol= Al sl 57 A3t £ Z E 9o ¢ vf. vRealize Network Insight+= SRM 8.1 ¥
2 o}, vRealize Network InsightE 2.3 817] $] el SRM2 A&l 57 A2 Agle] m&
of 75 7t53telal 5 ZRAAE AED wf A e S AAR

SRM A X d aeo] = 2 FAdof o gk AFA] & W] €2 VMware Site Recovery Manager A ™ A & %k x 3}
Al /<]
H .

vRealize Network Insightel] gt Aj sl 5 #Fed o] AbA 8 Apghe oh- 3 25 o
m  vSphere Replicationg A A sl 74 =4 & al g}
n B35 Apo]E} B Alo] E B Fof| 4 SRMe| vl £ 9 -4 =] of of g e}

n S AE A Ve A s S Al sl7] Aol SRM UL Well 4] Afe] B o] Al 2 -4 B o] §l
A 2l g e

s VRNIAA 2 B35 7 == of dé] VMware vSphere Replications A&l =% 4 7 3 0% a8 D1r
1

| 2

% % vRealize Network Insight == 7] 9 AL&-8F& a2 slo] 523 RPO+E Al 3y DF. 3%“141 Oﬂ
tf gk &}A) g 8- VMware vSphere Replication A " A4 & £ 3H41 4] 2.

m  VvRealize Network Insightell tlall M xo] 23 355 AAYP=A el g, £t 2 v
o A BEVMe| U8 S a5 =A el Ak wjxe

FUFL B 5 aFol wAdE o] THuh 2471

57 AlE S AA S vRealize Network Insight VMol 285 B & 255 o] Ald o] Fr1g e} &
F et 3HE B35 afe] A T Y =25 AAGU S B Ao A MR FYE =
7huE EAE 2ok A £ Y E2 2Fol v R E o] 9le=A] Sl g et

Eog v E g2 74 © 2 vRealize Network Insight VM2 mho] 2] o] A 6} A v} BF-38l= A o] E551
o}, =3 SRM H7t Abtel] whel A7 o g Hlae AYPE Fyate] 7)E Aol 7| qlzet Y 74

0=
RPO Al %3} A58l A 2helahe o] F4 e,
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o]zl wiEd ek AlZH viol e o] A o] vt Al B7-7F A FA
= gl o] A3 o
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1 2E FHF o)A change-network-settings %8S & Aol A3},
2 FHU, UlE2 2 FAE39] oA ypdate-IP-change WEH S &Aoo 2 A g},

3 A7 2o 3l vrni-proxy set-platform --ip-or-fgdn <with-updated-ip-of-
Platforml>+ 4 53 g o},

il A E Sl Sl 2 m o] AR Afu| o A s 3 9A e e E WA TA R A
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2 ¥ 33 vRealize Network Insight = = vt 54| & 4 g o, 54 & -4 3l & 9F, vRealize

= [¢)
Network Insight ¢l =&l ~of] A A g RPO(E-T A1 A H3£) Al 7HS Al g o) ol & Fof vkl
:] [e]

2 A7) = =% 7 271)7F 9l & vRealize Network Insight ¥ 228l 7] -0l &= RPO 45%-©
o] - J

o} % 3]

oh A o} 2 e mh gk FelaE el A Sel A48 RPOF Al el o ek vl 4k 714

T4 AR B A a7 Abgbel whel v o

GH stepar [ Repiications ) Protection Groups _[] Recovery Plans

Forward replications Forward replications

3 X3 a2ESL AN EY B3 25 ¥IslEEVME £EE o

@ VRNI-Cluster-Platforms-PG

@ w8 3

[} VRNKCluster-Platform-RP

d 73]

7 57 Aol Eell vRealize Network Insight VMe| Al IP& A A 8l = 5 sl= V| E9 =2 -4 o] Slebar 7}
A et H7-5 VMol tigk vl 28] 2 w7 o] globar 7hA sl 5 Al &€ 2 & vRealize Network
Insight VM-S &3 o}, vRealize Network Insightell 4 VM &7} q,

vRealize Network Insight l==0ll A |P 425 502 defeta A ol H5 A& A 83 & T e E
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& F¥E 2204 change-network-settings &5 Aol A3 o},
= %%1 %%&%2 L %?d%39] —L'—E—Oﬂ ’H update-IP-change iz Eé—% OL&—'TJQ o7 A4 63 —Efa]"/] o}
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