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Linux /opt/vmware/bin/sso-config.sh

VMware, Inc. 47



vSphere ¥.o}

-

AT A

|
I

74 oll 4 Platform Services Controller ¥ Al 6.0 ¢idl o] = 2 o] A& AF-8-¢l3 & A vCenter Server
1A 6.0 o] A& AHg Fel x| =helghyh MA 55 =5 v A 6.0 2 ¢ 28l o] =3},

T
A

n Aol gl Zefo]l = PKI(FAN 7] sl Zehy7k AA = o] 9l gl A7) vhg 3 e 8T ALES S5}
=X 2ol g oh,
m SANGEEA HA o] &) 27| Active Directory Al A ol &l &al= UPN(AFEAF Al A o] E)e] 21
=3
n IS AY [hEelAeld AA] = [ 7] AFE] BEo] ZefolelE o5& A AR gow] B
2 A of] al & ol 54 7} FA] 5] A gk o
m FHE AExFe] Workstationol 41 Platform Services Controller € <l B 5] o] 2~ ¢l & 4] & Al 2| 6} +=#]
ol g, AlEalA] g gl F A8l A F Bt A = oS5 Al =38R gy th

= Active Directory ID =25 T4 gFo] vCenter Single Sign-Onell ID &2~ & F 718 o},

m  Active Directory ID &2=ol] 438t AL&-A}F gk v o] Aol A| vCenter Server 3] A} o] €& Shekgh] o,
a2 &l & A& A= Active Directory L&l <3l 3l 3 vCenter Server ] A} A gHS 2t glo =
% <l% % vtk administrator@vsphere.local Ab-& Ak vt E L= Q155 Fd T 4 gl

c}.

m 37 ol A Platform Services Controller HA =74 & AF&stewl ~wlE 7t= ol 55 A A s17] Al
EE HA 74 S s oF gtk VMware 7] = A& 4] 2112085(Windows) &+
2113315(vCenter Server Appliance)s AFZ 344 A &,

1 eSAE 7IAR F sso-config rHEEHlA & 4 Sl Erfol HAE ] o}

=4 A+

Windows Platform Services Controller Windows 4 A g7 ¢l & 1913 & WinSCP ®+= -
Abek e el el & AFEsle] ok & HBAg ] o

2 A 4ol A4 2a2lel A SSHE AHgele] 2l e
b ches el AA AL ALHES 4Pt

shell.set --enabled True

shell

chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

¢ WInSCP =& kgt T ' 2] ] & AF&-31e] ¢l 541 & Platform Services
Controller?] /usr/lib/vmware-sso/vmware-sts/confol SAg Y o},

d WL AS et el AA AL AEEA GES AR T

= 7o =

chsh -s "bin/appliancesh" root
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2 7 Platform Services Controller 2= =oll 4 sso-config CLIE AF&38fe] Awnfe 7= ¢l 5 A A S

b e

A

o

a sso-config &~2ZHEV} = HHFERE o] F g},

=4 2w

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

A3 /opt/vmware/bin

b e WEe AP

sso-config. [bat|sh] -set tc cert authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer,...] -t tenant

o
sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer -t vsphere.local
c M AIEE BEe EE A Al AR T A A

service-control --stop vmware-stsd

service-control --start vmware-stsd

)
oli

3  VMDIR(VMware Directory Service)oll Hl &l A~rlE 7= ol 585 ALg-sl= 5 A%

Ao,

bl

O

53
B
o
oL
ol
e

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts
first trusted cert.cer,second trusted cert.cer -t tenant

ol :

sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts
MySmartCAl.cer,MySmartCA2.cer -t vsphere.local

e AFAE AN AE AFA Aolol FUE AET + g4
4 THEREAZ PNE AEAA FES Agedeld by FAE AP

sso-config.sh -set_authn policy -pwdAuthn false -t vsphere.local
sso-config.sh -set_authn policy -winAuthn false -t vsphere.local

sso-config.sh -set_authn policy -securIDAuthn false -t vsphere.local

o) T A e g Lol el ol A% WYL ASHAY AGAA SEF ARE 5 Y]
o},
5 (A" A leA AA 88 S5 AAsed ot HE e APt
sso-config. [bat|sh] -set authn policy -certPolicies policies
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AL e} A AR e et ol 24 A S wH o ® T o

sso-config.bat -set authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

o) B F5e AFA 2 A AA B4 A3 A2 AA IDE AH G o X509 U FA
EAFA AN B P 4 ds

sso-config. [bat|sh] -get authn policy -t tenantName

Platform Services Controller ¢l QIE{IH|0|AE AI235l0{ ADIE 7t Q15 &2

Platform Services Controller =l ¢l gl g o] 2o A = AnfE L= ol F o] AbE o HE AA et 239 vl
UE AFSA A A s, A A A S AA T 4

914 et

g Eol| A AavtE 7tE ol 55 T4 S wl= 34 sso-config W E & WA ALE-3le] Platform Services

Controllers A A gy o}, =81 o}-& Platform Services Controller $ ¢l €] &) o] A& A}-&-3}o] o} 2 =<

< 5T 5 s

1 AbEAE 2ol @ wf §) BepgA vk antE e /IS A Al E 5 84 8k =5 Platform Services
Controllers 74 g1 o},

A
Eal

N
(o]

=
[}

- = T A —H% sso-config 2225 E ¥+ Platform Services Controller < <l ¥
dolg Abgste] FAE F s AdEHE AdF 739 74 2 A AA L VMware
Directory Serviceel A 7= vCenter Single Sign-On == ¢l vl €] =& Platform Services
Controller gl 2~ &l 2of] 5-A] % ] o},

i)
Y]

2utE 7hE Q1SS A d e B <l

F% Ao Zaglelel Fule

F e A8 GRS AR A AGAE AvkE AE Q)

vSphere Web Clientell A 21913 4= §lar AF&AF o] & 2 k5 ol 5 7] 5] alAl = o 9+ -5 F=5 A

3—74 = A A= g 9 E S A g slo] Platform Services Controller
5 A Agete 5 A A

[o

™ 7
Dy b, o] ol Al+= Windowsel| &l &b+ v
(@]

sso-config.sh W& & A-&-8kA

sso-config.bat -set authn policy -pwdAuthn true

m 37 ol 4] Platform Services Controller WA 6.0 ¢d o] E 2 o] A& AL-2-3l31 3 A vCenter Server
B A 6.0 o] AS AFE Fol A el M A 55 =5 v Al 6.0 % ¢ o] =3 o},

s @Al dEZeke] 2 PKICEA 7 A Zeh kA H o] Y AF AT g e 8T e 55

SAN(GFA S Al o] &) 2722l Active Directory Al A ol &l &sk= UPN(AFEAL A7 ol &)el s
ot
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o ST [hEe]Alel A AA] ms [F 7] AFE] HEo ZFelolodE ol 5E A A A gFom v
2}-9-A ol &l & ol 5 A 7t A 5 A ] o)
. AF AFEAEY] Workstationell 4] Platform Services Controller < ¢l E] | o] ~ ¢l 54 & Al 2] s} =#]
ol gt o, AlE]elx] = gl 5 Ael A9 Bt A = oSS A =8kA b o

= Active Directory ID =% 4 8kl vCenter Single Sign-Onell ID &2~ & F 718 o},

m  Active Directory ID &2=of &3 A&7} gk o o] Aol 4] vCenter Server 2] A} o &5 Sk gh o,
a2 &l &k AF-8-Ak+= Active Directory Lol <3l 9l 3L vCenter Server ] A} A kS Zta glo =
2 el%e 4= gl o}, administrator@vsphere.local AH4#t= 20l E 7te Q158 488 4 ¢l

c}.

m 7o A Platform Services Controller HA =54 & Al§-etefnl ~ntE 7= ¢l 55 A A s17] Ao
2EHA TAE kg oF gyt VMware 7= A& 4] 2112085(Windows) E+=
2113315(vCenter Server Appliance)s A Z 344 4] &,

1 dF5AE 7P & sso-config T HEE EelA & 4 9= vl FAF Y o},

¥ 49

Windows Platform Services Controller Windows 4 #| g7 ¢l & 71913 & WinSCP ®+&=
Abel reE e el E AbEele] sl & H AR o},

o}

3] a AA 2L A4 2ade A SSHE AHES

shell.set --enabled True

shell

chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

¢ WInSCP == FrAkgk 'l 2l el & AF-&-8le] <l %5 4] & Platform Services
Controller?] /usr/lib/vmware-sso/vmware-sts/confoll HAFg o},

d WL A et el B AL AgeA GES AR

chsh -s "bin/appliancesh" root
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2 7 Platform Services Controller 2= =oll 4 sso-config CLIE AF&38fe] Awnfe 7= ¢l 5 A A S
A et
a sso-config &~2ZHEV} = HHFERE o] F g},
4 A
Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services
A3 /opt/vmware/bin
b T HEes AdTY
sso-config. [bat|sh] -set tc cert authn -switch true -cacerts
[FirstTrustedCA.cer, SecondTrustedCA.cer,...] -t tenant
o :
sso-config.bat -set tc cert authn -switch true -cacerts MySmartCAl.cer,MySmartCA2.cer
-t vsphere.local
AF A7} ool el A I FAE AL TRes| 43 Apole] T AL Gl
¢ M AR mE 2ol A A s0E oA ARG e
service-control --stop vmware-stsd
service-control --start vmware-stsd
3 & BElgAel A vh5 URLS A4 sled Platform Services Controllerell 17 g ot
https://psc_hostname or IP/psc
Ul 75l vl ol A Platform Services Controller S~ ¢] & %=+ |P 4+ vCenter Server &
ol = IP Fagt L
4 administrator@vsphere.local =+ vCenter Single Sign-On 2] Ak 5ol 48k o} 2 =l o] AL-g-#}
ol F3 k& AT
AR Al vp 2 2ol & A A dF 7 ol = administrator@mydomain®-E 2 191 g o},
5 Single Sign-On > FA 2 & o] &g o},
6 2mtEE FHE Fetn AT 5 AECAAFA P& A9 g o
7 dhtole] A £ ok AdEAE okl AFA FobE Z2leha Folrs)E 22w Al
o 9= CAA e cls A& AEle & &ds T3
8 1% TAL AdG e AF T J AP 2R F 1 WL At AY Ax Gt
RSA SecurID 1% o] ) qlg]d| o] =el 4] Abgol =5 AA st AV AbEehA] ke AT 4 glr
vt 22 RSA SecurlDE A&t =5 W El ol 2] A A g 7 ol = all = ARl 7 S <l ¥ sl o] 2o
FA e
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Platform Services Controller € ¢l €] 3 o] 25 A&} A} sso-config A28 EE A&-38le] & 25 A
A AR F dse Adets AL CAAA A Dl 75l whef B4 o & el o

n A Fele AR A kx5 A A s vCenter Single Sign-Onel E& CRL =+ OCSP A4 & 4]

gk o},
n A Fel& AR AAEH PRI A A et AR EE AA o] 2eb A Y
ocsp A&

ek CACl A OCSP & i AHE Al 8k 7% OCSPE Ab&dt =5 A4 sk CRLe A2 e 2
AbgahAl e S AR g o

W3 5H CAol 4 OSCPE |91 8kA) b 7%, CRL %l ¢ A4a1E = 414 23 OSCP &4l < A1
a7 gpE s 44 e
OSCP ¥ CRL &5

w3 ek CAl A OCSP &5 A9} CRL & &7 Al 43l 7%, vCenter Single Sign-On-= OCSP &
SARE gl g ok SR A ARE Zhs e AbEl ) ob U A oF - gl AFelE bgkske vCenter

Single Sign-On-& CRL+= %10 Gt o] 7ol = OCSP 4l 2 CRL &4l & 27 A&at=5 44

A EelE AR RS AA S g AR A e A2 FUE AR S AT A5y

OSCP URL

7127 © & vCenter Single Sign-On< 7 & %<l
oh el Aol 713 B A~ gl e] YA 7F gAY, dl ek Bk Al o st = 7 F-(ell: Sl A A
g A1 A

5t Ayl 9AE Ao

27 © 2 vCenter Single Sign-On< 7% %<l OJXH o Aol 5l CRL4 —rl A& 2eld e CRL
AR Bl alF Aol iAW, 7 &3k
CRL 91|

QA Z A 2] CRLAME 545 AHe3lkA x5 AAsta, CRLY A =& HTTP URL)E #| A 3¢
™ o] A4S Abg-gh o},

9l F A A A& F7}slo] vCenter Single Sign-Onel & &3t el 545 Fr71d o2 Aghe 4 Ql<r

I
-

AW
Ly
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5

gl 74 ol 4] Platform Services Controller ¥ 4 6.0 gl dl o] & 2 o] Ak-& A}-&-3la, @ A vCenter Server
WA 6.0 ol A& AFE Sl A Falghoh WA 55 =5 WA 6,00 ¢] 2ello] =3}

ot

o oS A Y [elEelA A AA] = [w 7] AFE] Ed FefoldE AdS5E A A A gfowl B
ghp-A ol dll & ol F A 7 F A = A ek e

2 % 2F--#H¢] Workstationel 4 Platform Services Controller € ¢l €] 5] o] = ¢l 54 & Al 2| 6} =4

golg ok AlE A G o5 Al A BebeA = Qs Al =k A] g o

Active Directory ID 4% T4 gF¢] vCenter Single Sign-Onell ID &2~ & F 718 o},

Active Directory ID £ 2~of| &3k AL-&-7#} gk © o] Aol Al vCenter Server 3] A} & 35 b g o},

el 3l o AF& A= Active Directory Lol -3l 913 vCenter Server ] AF Hghg zba glom

% <l% % vtk administrator@vsphere.local Ab-& Ak vt E L= Q155 Fd T 4 gl

=

gl7d ol 4] Platform Services Controller HA =74 & A&-3steiwl ~wlE 7t= ol 55 A A 31 7] Aol

2E HA 74 S sts e oF gtk VMware 7] AFE 4] 2113085(Windows) B+
2113315(vCenter Server Appliance) s AFZ 344 A &,

4l B2t Ao A thg URLES # A sled Platform Services Controllerel o172 g v},
https://psc_hostname or IP/psc

WA= el ol 2] Platform Services Controller &4~ E o] & x = |p 54 = yCenter Server &4~ E

ol F == IP F4ast s g e

administrator@vsphere.local ®+ vCenter Single Sign-On 2] A} 150l 431 o} 2 wlu] o] A&}
o] 23 o}z 5 A A g},

A A Al vp 2 | el & A A 8F 7 $-ofl = administrator@mydomain®-E 2 191 g o},
Single Sign-On > F+A 2 & ©] &g o},
AFA X AAS S= sl all A 2l ALt AV AL ebA] x5 A g e

A Aol A5A AA ] FE5 o slomd st ATA B Aol A AAS F7HE o 5o

RSA SecurlD 215 M™

AFEAL 7L oF 5 Al RSA SecurlD B2 5 AFEsle] Zaclal=5 24 & A4 4 9l ol SecurlD A

R gol ARt A"y
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Al F- 7 ¥ = RSA SecurlD A Aol 3k vSphere &2 1 Al A= F /& A &34 Al &

N

}31 RSA Authentication Manageroll 4 AF-&#}F ID+= 1~2557] ASCII A AF-§-38h+= 3L 4] ¥ &l of oF
P oF, o AF ol AL E (&), W (%), BT F(), Bk A (<) B AR whg R (0w 8 & A @ ek

A

AE 27 A g

m 37 ol 4] Platform Services Controller 1A 6.0 ¢ dl¢] E 2 ] } S AFg-8kar, & A vCenter Server
WA 6.0 o] A4S AHE FelA elgtych mA 55 =5 v A 6.0 % ¢ 2ol =3},
s Sk7 ol RSA Authentication Manager7l vl 2 7] F4 5 o] 9l 3 AL-g-A}ol| 7] RSA EZ0] 9l =4 2t

9l gk o}, RSA Authentication Manager ¥ A 8.0 o] Ako] I 8 gk o},

s RSA Manager7} AF-&3l+= ID 42227} vCenter Single Sign-Onell =715 ¢l+=%] 29l gty e}, vCenter
Single Sign-On ID £ F7FE A& 8141 A &

= RSA Authentication Manager Al = Hl ol 4] Platform Services Controller £~ E ¢] &5 &gl 4
ol

S 3 A
3L Platform Services Controller A 2~ gl o]l 4 RSA Authentication Manager &~ E o] &5 2lolad &
A=A 2l g o,

. YAE > AF do]HE > A IY A Al RSA Managerell 4 sdconf.rec 34 & W B

)
Wtk A5 AM Config.zip 3F% ¢ §h& & @Al St sdeonf.rec ZHY 5 ZF U

m  sdconf.rec ¥4 5 Platform Services Controller = =of &-A}gh] o},

1 sso-config 2ZHEV} &= v &2 & W7 g},

24 A7

Windows C:\Program Files\VMware\VCenter server\VMware Identity
Services

A3 /opt/vmware/bin

belwl ohe el g A gl

O_u
O{l

2 RSASecurlD gl %55 AH&stE 5 A%
sso-config. [sh|bat] -t tenantName -set authn policy —securIDAuthn true

tenantName-<- vCenter Single Sign-On == gl ¢] o] &-o] v, 7] 3k vsphere.local$] Y tF.
3 (AP A & S s AAEE A xS AAs e o HE s AP

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local

tje

A et

4 YA Aol Eel gl= Bl EZF RSA AL EE At S & A S vhs W

o)

sso-config. [sh|bat] -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-
sdConfFile Path]

VMware, Inc. 55


http://blogs.vmware.com/vsphere/2016/04/two-factor-authentication-for-vsphere-rsa-securid.html

vSphere ¥.o}

o :

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec

e 44 ARY 4 Yo
4 A
sitelD A1 B 4] Platform Services Controller #}¢] E ID. Platform Services Controller+=
~bo] E 5 RSA Authentication Manager ¢l 28 & &= Z8] 2 € & dhv; A1 3]
oh o] A WA Ao ® A A skA kon] RSA T4 & Al Platform Services
Controller Ate] Eoll A &1t} o] 542 vt & Alo] E5 F712 wink A& g o},
agentName RSA Authentication Managerell 4 2] ¥ 1 tf.
sdConfFile RSA Managerell A T2 =3} sdconf.rec ¥F9 2] AL ol RSA Managerell
gk 74 AR (1P Fa)yE 28 e
5 (A" AEh HYE 745 7] E5ke] ofd fhe g Wrdeted oy gE s APt
sso-config. [sh|bat] -set_rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size]
[-maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

QupA o 2 7] Eghe A8 e ol

sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG

6 (A" Agh ID 227 UPNAFEAE Al o] 5)& A7 IDE AFE-3lA] ol ID 42 userlD 54+
A A g o,

userlD 542 RSA userlDE A€ LDAP 54 & A A g o}

sso-config.[sh|bat] -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
AttrName] [-sitelID Location]

o

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName

7 @A AAE 24

P b e e A

ekl
d

sso-config.sh -t tenantName -get rsa config

An

Ag A o &3} ghE Q1 el AgelA E® A Ho] 9T SecurlD EZ dF o] AGHEF A5 o] 9
A% AEAHE S A o] Bt SecurD B2 0.2 2asldleh ek AE ol 5ot 9k 2ag
e o o4 FE ek gl
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A

vSphere 6.0 g1t o] = 23] = 7ol el v & 28 4= Qo) o= g AE S A8
AL AR 7E Bl gbg FE sl of sl =5 A A 4 s ekl okt Fol gk Vel = gl Al e, =
l M & ARE S AASIAY AL Al GE5 AAD g 9low, ALEAF WA A Fo] Eelaks &
Hellof et 5 AT F5 5t

—

S Bgl-A ol A o2 URLS Al A dFo] Platform Services Controllerell <14 gk o},
https://psc_hostname or IP/psc

U] A5l vl 2ol 4] Platform Services Controller &4~ E o] & w = |p 54+ vCenter Server &~ E
o F ®E IP Fast FA g

2 administrator@vsphere.local = vCenter Single Sign-On 2] A} 5ol &gk o} 2 wlu] o] A&}
o] £3} ¢tz & A A g o}

AR Al vp 2 el & A A dF 7 ol = administrator@mydomain®- & & 191 g o},

3 Single Sign-Onell 4l FAL Adletn 22el v 8-S F2) 5o,

4 A

Aol Abg elake Teehed 2oel Mg AL S A o] Belehg 2o
e AEE WAL+ Yl

P H Fo AREAY aglelr] Aol gelehs TR E S syl HAIH T alzhg FE
gt =l o] WA A& F A £ 9t

A& v e] Al EQluch R e g 239 vy lAE =T agree to thed YTt 7]
EalaEo ¥l aE S F43 4 9l (el Terms and Conditions).

A1) WU 29 UG ) ALl A FA 5L AR e o] F Sol obak g AEQ)
G gee AR E FAA Bo §AE LT A Fel D2 o,

vCenter Single Sign-On2 Ct& AMH|A NS XS] ID MISALE At

=
o

vSphere Web Client+= 418 & 4= 9l+= SAML 2.0 SP(A 8] & Al ¥-#h & vCenter Single Sign-Onell A&
© 2 5535t} vCenter Single Sign-On©¢] SAML IDP(ID Al &#}) & &+ 314= ID | vl el o] Aol Al ]2
T A vE A s AlFAE FoEE sy ok Aul s Al FAE SAML2.0 ZEEE HA S Tl ok
g of, dl e e o] A o] AA =M A v] A Al A= vCenter Single Sign-Onell 4 9158 4= )= AF-8-#fol]
A A AgE Fof gt

1
=

Z31 vCenter Single Sign-On- & SP<] IDP7} & 4 3l 4 tt.vCenter Single Sign-On-> t}& IDP
T AbEeke SPY 4 glsr o
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5% SAML A vl = Al F Ak ghol B Al & o] n] 7hAl AF&A, D Al Akel 2ol E o] 9= AF&A

o Al B Al A~ HAEHS Fof g 4 gl o}, ol & E¢] vRealize Automation 7.0 ©] Akl 4 = vCenter Single
Sign-On< ID Al F-#F 2 A1 3 vh. vCenter Single Sign-On % vRealize Automationell 4] 3t & o] A
&l

=l vCenter Single Sign-Onell 4] = A& %7} vRealize Automationell &=

] dell SAML AP v] &= Al g 7k5 7Fs) ek = SPek IDP Akof ol wlefel] o] B & s ghelo] = Alofel
2 JA S AA 8 oF gl
vCenter Single Sign-On % vCenter Single Sign-On% AF-&3& Au] = & 5ol 4 £33t 2hg] & 43 &
oF g1},
1 IDP =lEtdl o] B & s} = 2l o5 SPE 7FA - o,
2 SpulEtHl o] H & W25 IDPE 7FA 5 o
vCenter Single Sign-Onell | g vSphere Web Client ¢l €] 3| o] ~ & A}-&-3}o] |DP = E}d] o] E] & o 2.0
3L SPell Al efe o] E] & 7FA 2 4= 9l <Y T} vRealize Automations SPE AF-&31= 71§~ SP v el ¢]

g =5 7] 2 IDP = eld] o] B 7}A 2 7] o] df gl ARAl gl U] €5 2.2 el vRealize Automation A A &
7z sk 4] A 2

3 v A7 SAML 2.0 55 SEA A A ekA] ehomd Bgho] o] Fo] A A] ¢k o)

SAML MH|A X|ZXF =7}

SAML 4 v] 2 A F#FE vCenter Single Sign-Onell F=7}slaL, @l &k A4 v] ~ofl vCenter Single Sign-On<
ID Al A= F7hg e, o] Z A sl ol AFEAZE A v~ Al FAfel] =glelsl Al Al F-AR L
vCenter Single Sign-On& AF-&-8to] &l AL&AHE ol 5 o

VMware vRealize Automation 7.0 ¢] 4Fell ¥gk=| o] l+= Single Sign-On % -+41 & vCenter Single

Sign-On ID Al F-#kel E gt = 45 v ob & 9 SAML A vl & Al FAE Abgohe 7 foll= o] 22
Al 25 AR A Al &
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Ab Al 8] 2ol 4] SAML 2.0 %22 b9 317 A <] &l oF gh o}
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fed:ApplicationServiceType

fed:SecurityTokenServiceType

4 Al vSphere Web Clientell 5] SAML IDP #lElel| o] Bl & 7} A 2 4= ¢l <71 o,
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A&7k SAML E—Z— < 7Hl ¥ SAML =& 7}—3—?1 DP%HFL ZEAE ol AL HTTP 4] o
= ASH . o =3 FAAA ]2 Al ZARE SAML E 2ol A dll e A u s A g sl e

A RI0l A STS ME QIS A M4

= aAl et Al Q154 E A
gk & Java 7] A Aol Fotall ok ek, o] ARl A= WAk vl £ A == 9] - Platform Services
Controller A ol e &l <= oh= =hA| & A g e},

F3 o] ABAE1097 S 9T 5 o g A EA L b ek 8 abe] mek Al A &7

737 o] flell= o] elFAE aA A mHA A L

Platform Services Controller Windows 4 A & A @ 3}+= 7] $-of| i= vCenter Windows 4 A of| 4] 4] STS
] ol Z A AL Az E Al &) o

M=t

o

A Hakg] e Eel e A e o 94 F 2l

—
=
|_£
ol
2
i

mkdir newsts

cd newsts

pwd

#resulting output: /root/newst

2 certool.cfg 3tY& Al P E o HAFZ o}
cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

3 certool.cfg ¥ AFES& o3 27 Platform Services Controller IP F49f 3 A~ E o] 25 2183}
=5 AR g ek

Sobe A4 g uoln, ofe] ol Aol vhe} gl o) 2 27 o] of e,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExamplelInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chenf@exampleinc.com

Hostname = homecenter.exampleinc.local
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4 7% A,

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey —--privkey=/root/newsts/

sts.key —--pubkey=/root/newsts/sts.pub

5 «l

ol

A& A

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/root/

newsts/sts.key --config=/root/newsts/certool.cfg

6 <

ol

A5 PKI2 @Al o & W g o},

openssl pkcsl2 -export -in /root/newsts/newsts.cer -inkey /root/newsts/sts.key
-certfile /etc/vmware-sso/keys/ssoserverRoot.crt -name "newstssigning" -passout

pass:changeme -out newsts.pl2
7 <l5AE JKSJava 7] AxFa)el F7Fg of.

/usr/java/jre-vmware/bin/keytool -v -importkeystore -srckeystore newsts.pl2 -srcstoretype
pkcsl2 -srcstorepass changeme -srcalias newstssigning -destkeystore root-trust.jks

—-deststoretype JKS -deststorepass testpassword -destkeypass testpassword

/usr/java/jre-vmware/bin/keytool -v -importcert -keystore root-trust.jks -deststoretype
JKS -storepass testpassword -keypass testpassword -file /etc/vmware-sso/keys/

ssoserverRoot.crt -alias root-ca

00
=
)
.
L
i
>,
)

el & ke 7] A el 15 A S S o

A& A kAL Java 7] A Famell Fobel oF gt o] A

23 o] AFAE1097 FEA 4T E o i AFAL b ek B4 mak A A A £

—
Y
P )
2
oM
2
urtl

5 A A S Ee] % A4 o

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts

cd newsts
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4

certool.cfg I} & AFREE akFof 4] Al o] E o] Fu] o},
copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg"

certool.cfqg 3% A& <3 27 Platform Services Controller IP F4-9F 3~ E o] &5 A}-&3}

=% A g
b 04 Abgoln aRkelof Gl T Bhg Al EL o] g vl 4L neiF e,

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local
715 A4 T e

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --server localhost --genkey --

privkey=sts.key --pubkey=sts.pub
AsAE AT

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --gencert --cert=newsts.cer --

privkey=sts.key --config=certool.cfg

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export -in newsts.cer
-inkey sts.key -certfile ..\ssoserverRoot.crt -name "newstssigning" -passout pass:changeme

-out newsts.pl2

ol A& JKSJava 7] A7)l F7Fgh o,

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importkeystore
-srckeystore newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias

newstssigning -destkeystore root-trust.jks -deststoretype JKS -deststorepass testpassword
-destkeypass testpassword

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importcert -keystore root-
trust.jks -deststoretype JKS -storepass testpassword -keypass testpassword

-file ..\ssoserverRoot.crt -alias root-ca
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vCenter Single Sign-On 4] ¥ ol = STS(Security Token Service)7} 2 3F5 1 tl. Security Token Service
T Wt EZ S g A5 9 AAAEE & Aulady ekl 547t ks = A W 7 = 75 vSphere Web

Clientell 41 7155 Security Token Service ¢l 54 & 52 A& 14 4 9l o,

SAML EZ& 8 5317] 98l AF&Al+= 7] & A4 595 STS(Secure Token Server)ell Al &g o}, 7] &
AA F & AFEA ol wheb obF ] o

7| et AF-&-2}
vCenter Single Sign-On ID & 2~ofl 4] AF&& = 9l= ALEAL o] & 2 oo

STS® 7% A4 & Ahg3te] A4S 2153
Eal

=
= =]
= STS A9 <5 A = SAML E25 A m g b5 E25 AREAfol| 7l &ekihd e, 7]

STS AWl 2=

STS 1™ al541= VMCAE &3l 4t

AH&-7H7F SAML —;L 7kl & SAML B2 & 7hs g DP%E@L ZEAE ol AL HTTP 42 o
EASH . =gt FAARA A Al RE SAML EZell A el A 1 E A - sl ek

s|AF A A A SFsE A wtEE o5 E dulelEete & 7§ 7]E STS A ¢l 54 vSphere Web
Clients oA & 4 gl 571 o},

HF3 A FAE A g oS == F o] A #sle] vSphere Web Client 4] =9} STS Aju] 25 25 o}

Java 7| A 74ell F=7}3k ol 54 = Platform Services Controllerol A =7 9] 2 ~8 o] A e 7 B}k

Platform Services Controller % X]

certificate location/keys/root-trust.jks For example: /keys/root-trust.jks
o :

/root/newsts/keys/root-trust.jks

Windows 2 X]
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certificate location\root-trust.jks

o :

C:\Program Files\VMware\vCenter Server\jre\bin\root-trust.jks
Azt

1 administrator@vsphere.local &+ vCenter Single Sign-On 2] A} A3t 7}A o} & AL-gx 2
vSphere Web Clientol] & 191 g o},

vCenter Single Sign-On #2] Ak 1 gH-& 71 AF-&-#}+= vsphere.local == ¢l ol 4 Administrators =

5 Platform Services Controller = =& th4] A #tale] STS 4] 8] 2~ 2} vSphere Web ClientE =7 t}4]
Al AH g e
ohA] A 7S 7] A 7RA = gl o] Al & AbsehA] ¢ o] HEE A opA] A Aba o g o},

LDAPS SSL QI& Ao| otz L &0l

Active Directory LDAP 41 2 OpenLDAP A ¥ |D 225 A8 el LDAPSE A3l 7] & 2 A 3k 7 5
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1 administrator@vsphere.local &+ vCenter Single Sign-On 2] A} 435 74l o} & AL-g-A 2
vSphere Web Clientell & .91 g o},

vCenter Single Sign-On 2] Ak g5 71#] AF&-#}+= vsphere.local == ¢l 4 Administrators
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vCenter Single Sign-On #2] Ak g5 71 % AF-&-#}+= vsphere.local == ¢l ol 4 Administrators =

"_Oﬂ /\}\Tﬂ“/] 4
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A b A A Ao

Al 57 AL g AL WA Aok 2wl 7bA] gk EAIR 4 ol H ) Q4 o,
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v Qo] 3ol 8§ Aol B £
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-—text

FE AFAC} b g b RE A 28 e e £ e

Number of entries in store : 1

Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert

Certificate:
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Data:
Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

3 Al VMCA FE ¢l 5415 A ok el 541 7F VECS 2 vmdir(VMware H 2 E 2] A v] )2
TRUSTED_ROOTS A #F4zofl =7} 1] o},

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca --config="C:\Program

Files\VMware\vCenter Server\vmcad\certool.cfg"

e
S
>
o
l
°

Windowsell A= W& o] 7| 2H 2 % certool.cfg Y& A& 2R ——confige
ct.

VMCA MEE QIS ME AIAE SSL QIS A WA

A VMCA A5 FE QISA S A S Foll & 37 ¢ & A 2=Hl SSL el 5415 oA & &+ sl o

Zp Al = "lobe} o 2 A e] 20k o] Hol BAlS §13 Al 28] SSL <l 5 A 7F glof of vt v == ul o
A= 7h msellA] A28 SSL el A A4 Wl s Aok Tk —-server "I/l HEE ARGkl o4

Platform Services Controller7} 2 3F% vCenter Serverel 4] Platform Services Controller¥ 712 7] 1

A Azt g AR Al ks Aul g AR FrlE v Y

Mt
1 A S22 8 7 A =Hell fall certool.cfg AHE S-S vb o
ot S Aol A certool.cfgd BE 4 5Tl
& AlA RA=
Windows C:\Program Files\VMware\vCenter Server\vmcad
Linux /usr/lib/vmware-vmca/share/config/

2 e AlAEo] FDANS 23l 5 7k A a8l o] AbEA A A 4 gl & s A g o}
Al 'l o] |P 4o o8l NSLookups A @ 8Fe] o] &2 DNS 55 29lslaL o] o] 55 v}l 9]
Hostname 2 =of] AF-&-3H o},
3 wo/ANel 7] 3k g3 2h shdof i Ek ol 545 A S A Aol ALSA A A gL A 3kl & ALE-s)
o] A etghch,

o ;

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub

certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg
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4 E=AuaE

M

A AEA AA, AR AL A2 s Aul 2B A5 e

3
A B] A o] &2 Windows$} vCenter Server Applianceel 4] A & o} o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

5 VECSel Al el 545 F7Fgh] o}
&3l

BE A xR e SSLE Bl BAS Y 24 A Aiel Al AEAsk AL ek WA A E G5
S AR g A B RS Foh B

vecs-cli entry delete --store MACHINE_ SSL_CERT --alias __ MACHINE_CERT
vecs-cli entry create --store MACHINE_SSL CERT --alias _ MACHINE_ CERT --cert machinel.cert
--key machinel.priv

service-control --start --all

wn
n
—
-0,
ol
2
2
=
o
-
o
=)
e,
o
a3
il
=]
o
i
el

A A E2]ol ssl-config.cfg® A& o},

Name = vmca-<PSC-FQDN-example>
Organization = <my company>
OrgUnit = <my company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

2 Alx=E SSL el F A el B gk 7] s A o o] WE S 7 3ke] == 9l Platform Services
Controller 2==of| 4] A gt} ——server w4 A8 gl T}

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv
--pubkey=ssl-key.pub

ssl-key.priv ¥ ssl-key.pub ¥} o] x| v g2l A5t

VMware, Inc. 120



vSphere ¥.o}

3 Al Azu SSLASEAE AL o] A%
AgAE AR QFAZ AT A VMCATH

= VMCAef &3l A5tk VMCA FE 9l 541 &
E oS Aol A3

Platform Services Controller == == £ 3+5 A A 2] 7] %

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg

o

vCenter Serverg] 7 5-(&1 5 A A):

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fgdn>

new-vmca-ssl.crt 3L o] & o @ g 2lof A5},

4 (AH

) VECSS W§& thd e,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

Platform Services Controllerell 4 ¢ =2 :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

vCenter Serverel 4] ¢ %9

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sSms

5 VECS9 AlHl SSL el 545 Al &5 A| =8 SSL el F5 A & APt ——-store ¥ —--alias k<
718 o] F 3 A gl Al A A& oF gk o}

Platform Services Controlleroll 4 th5 =& & 43 ste] MACHINE_SSL_CERT A A4 2] A~
Bl SSL ¢l 541 & ¢l ol o] gk o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv
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w e 2= oms A w2l ohE E S A shel MACHINE_SSL_CERT Al 4= 9] 4]
28 SSL Q%A Aol =g el FQDNe| A2 e r 2 7h A28 4 e 548 A e s g
bl o] = o o ek

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSL CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

Cheol $ 8% At
ESXi Z2E 9] o545 wA T +% 951t "vSphere Bt AL 5 & AFESI4] A £,

o5 = w FolA FE 9l FAE wA g Fol = 95 Platform Services Controller == 7} ¥ 3kx w =

M VMCA MBE QIS ME 2T M ALSKH 2B M WA
Al zEl SSL 1A E AR Fol i BE EFA AEA ATAE DAY 4 dith £F4 SRR
UL_JEJ—PP] X] 1?‘2];‘_% ‘?1—_?3—:1' /\OLF/H 04 0}: © 7<] UJ_’ OL]-’OE/H Cﬂ_,‘j__ﬂ--}:— Q_%—/H_O/] T/]—% Xc;]i% /\]'—%—6'}7<] 10—%__%‘/]‘;]_

= 2 7 Platform Services Controller k= .o 4] A| 2~ E] <= 24 AF-&-#] o]l Z 4] & wA| e o},
A AFEAE ol S A = 7 ] 2z o A ub A g e, 9] 5 Platform Services Controller& A&
oA HE s AP ul= ——server "7 H4E AF-23l o] Platform Services Controller

T AR w2 EFA4 AR A SAE DT A dir-cli 1iste EHolv RE Lz e
=
an D

ir-
A AR 2 e 2t s AE B < #+o 8™ yvmafd-cli get-machine-id

é 121}
=
--server-name localhost® A2 7 £FA ALEA o] Foll A| 2 ID7} E3HE] o 9570

n

B AulaE SRS 15 A Auk 3 ARE AR ste AvlaE A A Tl E ekl o

1 certool.cfg AbE& ofv} ub& of 5 o] &, IP 4, DNS ¢ &, ¢|dld =& A AL 51l o o] &

=+ WA d kel sol_usr.cfg).

AR A dRE R T lSA Y olE5 AAT F dsvh e A
=

.
Do aA gt 12 AnE 2 S AYE AFA ERE E 5 YF
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I~

2 AN A S A3 A EFA AGA A AFAE A
% A gste] A

o :

ol

b A el ALg A 2R T T4 9l

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg
3 7 EtA AL ol B8 Ao

dir-cli service list

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011c98db3

GErE T £54 AEA AEAE AR AP dircli o el BE g BE &7
A AR 2ok, 24t s a2 o] 22 A28 IDE Ao ymafd-cli get-machine-id
——server-name localhost® A AR L. 7 EF4 AFEA} o] Zol Al ~E ID7} 2385 o 947

4 =BT Au=E

A skar <l

of
oM

]

%:‘
Au] 2 o] 22 Windows$l vCenter Server Applianceol 4 4] & o} 5 o},

o

4 A5 R AR Azl ek Aulag ARG,

y W -1

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 2+ &5 4 AFEAbol tlell vndir 2 VECSell A AFel 2 7] £ el 54 & mA| g o},

ot el = vpxd Al vl 2ol B gk Ql G4 S LAl ek W S 2] Fu o

dir-cli service update --name <vpxd-xxXxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd

vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

3 vmdirell A ol S5 wAebA] geow £54 A-&A7) vCenter Single Sign-Onell 9153 4
=

1 2 E5A4 ARE ARl B gk A/l 7] A A A g e o 7] ol = 7t Platform Services Controller 3}
7 e] e Al A 54 AR ) 7 de] e 7t 2o E54 AR A (vpxd, vpxd-
extension, vsphere-webclient)-& #-o] ¥ a5

a WA W= «1*1i

£ 4 A5A

—1ru
]_,>~.
~
>
of
N
>
K

¢

Y
o)
=
o]
-
3
wn
D
=
<
o
D
(%]
Q]
(@)

>
=4
=
o
®
=
o,
>
W
)

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (A Akgh) €14 Platform Services Controller7b Q1= i £.9] 73§ 7} 32| = of 2] A ~8] &5
A ARG 918 7] s AR R

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
¢ 7 el =l A vpxd £FA AHEAE 3 7] A4S 4T o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

>
ok,
tlo
2,
o,

b e

d 7 #e] ==l A vpxd-extension &FA4 ALEALE 9] 8 7]

T

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub
e 7 e x4 vsphere-webclient &-+4 AF-¢A5 ¢ 2 7] 45 A A g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-
webclient-key.priv --pubkey=vsphere-webclient-key.pub
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2 7} Platform Services Controller 2 7t 3] == o] A a8l £54 AREA 2|5 7F 3he] == F7t
Aol 7+ &5 4 A2 (vpxd, vpxd-extension, vsphere-webclient)OJl o &l Al VMCA FE ¢l 54 &

A% )

v

T4 G AFAE A

i

F3L --Name UH 7H Ha= el oF P vk vpxd E+= vpxd-extension#t -2 E5A4 AHEAL A A
7 1%

Aok oA £ 54 ASAE DA FAT F g5

Platform Services Controller ==
o gk &E54 AFEAF Al S A E A

Q

oA Bhe e AR ete] oY wE o) A s8] £FA AR
pe
o

e,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine
b A el el Al=H FFA AREAE AdSAE AT

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>
¢ 7 #e) mol A vpxd £FA AEAE AFAE A e

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

ol
mm

A

d 7 3] = =4 vpxd-extensions %741 AFEALE <l A g e
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-

or-fgdn>

=t
-

e the HEE Adste 7 Azl = =of 4] vsphere-webclient &4 AHE-AF-E Q15 A E A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --
server=<psc-ip-or-fgdn>

3 VECS®| 74 AHEA Al 541 & A EFA AHEA Al oA = oA ] e

F3 --store ¥ --alias "I/ 4= Aulae] 78 o] 53 A 2l A A @ of g},

a Platform Services Controller = =of 4] th5 & & A g sle] A 48] EF4 ALEAL Q54 & 1

A g o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv
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b

C

d

e

7t e

cof| 4] AJ =] EFA AREA QLS A E A T e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store

machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

74 el ol A vpxd EFAL AR A Q1S A E LA g e
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv
7k 2] = = of 4 vpxd-extension 54 AFS-AF ol 54 & w A g e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-

extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

7k 2] = =of 4] vsphere-webclient &4 AF-&#} ¢l 54 & A g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store

vsphere-webclient --alias vsphere-webclient
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 VMware " & E 2] Aulz(vmdinE Al 54 AFEAF ol 54 Z of vl o] E3FY o, vCenter Single
Sign-On #&] A} k55 &+ ©l| A A 7} b o

a

dir-cli service list¥® A sto] 2+ EFA A7l Al gk 23k A v 2 1D A 8| A 71HA
S}, o] w8 & Platform Services Controller ®=+ vCenter Server A 2~ El ol 4] A g 4= g]

F Y

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:
1. machine-29a45d00-60a7-11e4-96££f-00505689639%a

2. machine-6£fd7£140-60a9-11e4-9e28-005056895a69

3. vpxd-6£fd7£f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6£fd7£140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69
#3 £

itz e 2o 54 AHEA S E JE T 7 F-dir-cli liste EHolle & 5
TEEFAAEAI ZEH T A 3o 2 A A IDE Fe ™ vmafd-cli get-
machine-id --server-name localhost® AR 2. 2 EF4 ALEA} o] Zof A] 2 H

ID7F 235 o] Sl Tt

o
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b Platform Services Controllerel] 4] vmdire] A 2~ 8l el 545 m A g}, ol & Sof
machine-29a45d00-60a7-11e4-96ff-00505689639a 7} Platform Services Controller] A] =
B £54 ALEAl A g g3 s Al Al

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96£f£f-00505689639%a --cert new-machine-1.crt

c 73 2ol vmdire AlAE ¢l 54 E A g o, ol & Eof
machine-6fd7f140-60a9-11e4-9e28-005056895a69 7} vCenter Server?| A =8l &34 AF-&
7AFel 74§ o] e & A g sk Al 2

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d 7F3e] 2= vmdire] vpxd 54 AFEAF Q1S54 E A g e ol E o
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd &+4 A&7 ID2l 749~ ¢] =
Al g 34l A &

oL

e

tlo

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e 7t #e] x=ofl 4 vmdire] vpxd-extension & FA A-gAF 915415 mA G e}, o & Eo] vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd-extension & -F41 AF-8-#}F D9l
75 ol HEs Al Al

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f 7t 3be] = A vsphere-webclient <541 AL-E&AF ol 54 & A g vk, ol & F¢] vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7| vsphere-webclient &-+41 8%} ID
ol A o] WEE A4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

CHeol +dg &y

7t Platform Services Controller == 2 7} 2] = Eof A & A u] A5 ohA] A =gk o)

28 ZE FolM VMware CIHEEZ| MH|A QIS M WA

o] el o] = =% 2+7 o] vCenter Single Sign-On ¥ A 5.5¢} vCenter Single Sign—On WA 6.x 257k
A& xakE 4= gl o ol # 7 $- vCenter Single Sign-On A1 u] =7} A8 F¢l = =9] SS9l F A4 &
A gkeb VMware Directory Service SSL ¢l 54 & A é17] ¢ &k =714 ¢l E&ﬁl? T3 ol oF ot

VMware Directory Service SSL ¢l %4 += vmdirell 4 vCenter Single Sign-On -4 & 43 3} =
Platform Services Controller 2= = Zlol] gl =4 o] 25 43 3} += ol AF-8-5 1] o},
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°] 7<= vSphere 6.0 ¥ vSphere 6.5 ==& ¥ 3tdl= £ 2= Ao At gk ohso A

ol vk o] thA 7} E s g o,

m 3217l vCenter Single Sign-On 5.5%} vCenter Single Sign-On 6.x A ¥] =7} 25 ¥8k5]of gl 51

m vCenter Single Sign-On 6.x A1) =7} A g 5] = = of djef 7] VMCA A el 545 AL-&# | A4
s E wA T AL et

i
v
L
Jx
0
ol
HoN
Rl
2
Rl
2
ot
o
ru o
2
[
s
o,
ol
ol
rr
N

Bz Al

- 2ol 7k £ . VMware Directory
Service ¢l 54 A= ‘{Vﬁ o % qqug X] S5 o},

it

1 vCenter Single Sign-On 6.x A} v] =7} A 3 = Eof A vmdird SSL 2l 54 % 715 mA gt

e
b

ok
™

VMware H # £ 2] A n] 2 ol 5] mA| o] g5 SFAT Al S

il

2 vCenter Single Sign-On 5.5 A #] =7} A g =] = 1= = o] 4] vCenter Single Sign-On 6.x A1 ¥] 27} ¢l
AE 5 % g7 e AA o},

< 9}4 c:\Programbata\VMware\CIS\cfg\vmdird< " g o}

ko

a

b 6.xx=cl4 vmdircert.pem 3}% ¢ AbE5 953 ©] 55 <sso_node2.domain.com>.pem

° = vtk 7] 4 <sso node2.domain.com> 6.x == FQDN% Yt}

¢ ©°|F% vt el 54 E Cc:\ProgramData\VMware\CIS\cfg\vmdirdell HA}sted 7] & EA ol
=
=

3 A5 AE A e A ~H o4 VMware B ] E 2] Au] A5 thA] A =g o}

vSphere Web Clientel 4| == service-control W& & AF&3le] A vl s oA A A 4= 9l 5y

= A FA Aclell VMCAZE 235 BbAL CA A QIS4 = 2 Al & 4= ol o, 22w
VMCAZF A4 &l 2 ¢

= ol Aol AA Aele]l 2k 7|E QT E AR AAH JAFAHE mAT
T AUk o] = AL CA AW ol 54 9] Bolat Abgste ol 54 Bl doA s Agate A A4
ISR=
Mzt
1 FE IS4 mAG7E CA)
VMCA gl 54 & A&7 A1 A ol 54 &2 Al eb= 3l WA ghAlof| A= CSRE A4l 3l a2 VMCAC!
AFAZ algts o5 A5 Fohe o
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A VMCA = Q154 % A§e 712 AR 5n 8744 22 A g @ AEehE VMCA F= AFA
A ALDAS, A28 SSLAEA, EEA AL AEA L LAY Pil2t AEAE 2

5 &3 2= HAolA VMware HE B 2] 48] 2= cl 4] aLA|

o] el o] = =% 27 o] vCenter Single Sign-On ® %l 5.59} vCenter Single Sign-On ¥ A 6.x =
T QA& 23kE 4 gl e o] 8l 2§ vCenter Single Sign-On A 8] 271 A g 59l == 9
| 2kebw VMware Directory Service SSL 8l 54 & arA] sl 7] £13F 714 ¢l A &

m 7] 27]:20484] E o] A

m  PEM & 4]. VMware+= PKCS8 ¥ PKCSI(RSA 71)& A4 g}, 7] 7} VECSell F7h=l= F715 7] 7}
PKCS8E ™ gk 1]t}

m x509 ¥4 3

n AEAAA ASAE AR e A CA S FE QLS A Al true A Al oF sk <lF5A] A

A Al o] Aolof gl =] A1 A Al gke] ¢l 41 vF. VMCA+E OpenSSL 7] 23tel 1071¢] el 545

n ofdETE =27 o] Ake] DNS o] &) Y& el S5 A = A5 A G
s VMCAZQ Y-4¢l CAE AT 4 gl o

Microsoft CA(el % 7] )& AF&3l+= o= VMware 7| & A& 4] 2112009, Creating a Microsoft
Certificate Authority Template for SSL certificate creation in vSphere 6.0(vSphere 6.0¢l 4 SSL
ol 54 A ol AL-8-2 Microsoft CA(el % 713 ®l &8l A A& Az a4 A &
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VMCAE AH&A7F £ B QIS4 5 Al e ol oh5-2] QIS4 545

—

Jo
ro
o
v
T

CSRE A A skof CAell 2,

CAS] A A AFEE wh ] o},

A5l VMCA 2l 54 9} EFAL CA s el el Z o] = CAS) Al CA Alele] B £ 54 sh
2 #4)33, rootcal.crtdh e oo FAg ARG,

ol Z A gteinl PEM &4 9] & CA QS AE shvhe] sld & B4 ek VMCA el 54 FEHE 4]
AHle] £ CAPEM 2l & Aol A mhA of @ el ofl:

>
oh
e
e
ol

A AR, At d ARE Al ske Avl s A A

y 1L

-
=
A B] A o] &2 Windows$} vCenter Server Applianceel 4] 4 & o} o},

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance
service-control --stop --all
service-control --start vmafdd

service-control --start vmdird

service-control --start vmcad
7] VMCA FE CAE aA| g o}

certool --rootca --cert=rootcal.crt --privkey=rootl.key
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o] e A

Al v g g oh

o S Azme ABA GAG A LA A FE ABAE FAG

o2

s VCES9 TRUSTED_ROOTS A Aaofl AF-g-#} A A FE ol 545 F7E ] il d 3).
s vmdirell AFEA A A FE2 QIS E FoHE oA o )

5 (A8 A3 HA A&+ vmdir(VMware H# B 2] Afu]2)o] = Qlar A2 Aopeted A FE <l

il

A= vmdirZ A g e, of w7 shel o] A A sk A 25 Al o

dir-cli trustedcert publish --cert rootcal.crt

<l

30&"teh vmdir =5 2F A4 7F -3 5 v ok VECS+E 5 rheh vidire 3 dke] Al FE Q15 A vk
E

1545 VECSel WA A o= Fobet 4 8 7) gl o

6 (A# A P83 79 VECSE AAlE AlE nA 4 gl o
vecs-cli force-refresh

7 EE AulaF oA A AR o

service-control --start --all

certool W & —-rootca w47 F7 AH&38te] VMCA FE Q5 AE AHEA A1 CA FEISAE L

A g o,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca --cert=C:\custom-
certs\root.pem - —privkey=C:\custom-certs\root.key
of Wede Ad A e sA

n A A vl 91 FA] 2 H o A AFEA A A FE Q1 ZAE Zs1g o
m  VCES9 TRUSTED_ROOTS Al Aaof] Ab&-#F A1 A F2 2l 54 & F 71 o},

n AREAAA FE QIS A S vmdirel F7Fg ] E

= vCenter Single Sign-On A9 <l 5 A& mA el Mol B2 Au] s ol 54 A& 3135 Az ekA]

AlS

>
o
ofX
>
S
2
i
A
ul
oy
o
ol
)
>

s VMware H & E 2] Ay~ ol 545 mA g vk VMware H 3 E 2] 4] 4]

o

a,
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AAH SSL QIEM nA(BZH CA)
CA A A5 ol 545 el VMCA FE QI 5 E ubE Foll=, B A28 SSL I SA & A& 4 9l
# ot
o238 g Al = VMCAE ¢l 5 7|3 e 8 AbEsl= ol 54 = ﬂﬂlﬁ = A} A o Z FAd g BhA
ul o] 7] $-oll = VMCA7Z} A A A el e
7h Al < 'l wpo) oh & A u]aste o) gk Al =8l SSL ol 541 7} 9lof oF g, ohg =& wl Eof
A= b oA Al ~Hl SSL H A w2l & Al oF gt ——server W7 HEE AL E5Fo] o

Platform Services Controller7} 2£3+5 vCenter Serverel 4] Platform Services Controller& 7}2] 7] 1

x

rEL

7t Al 2~ SSL ¢l 5 A ol @l SubjectAltNameoll DNS Name=<Machine FQDN>©] ¥ 5] ofof g},

1 A 57 2ag 7 A ~"lof el certool.cfg A shbE ubE ] o,
thg $1 Aol A certool.cfg® A5 F dFu o

Windows

C:\Program Files\VMware\vCenter Server\vmcad
Linux
/usr/lib/vmware-vmca/share/config/
2 ol% AaH9 FDANS EehE % 7 Asul el A A4 T4 shdg A4 g

Alz=Ble] IP 4ol W8l NSLookupe A @ skl o] F2] DNS #5& #aldtaL o] o] 55 94 <]

Hostname 2 =of A}F-&-3h o},

3 /e 7] Sh A3 A A sl g A5AE A g6l AA A E T4 st A
2L

ol :

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg
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BE AT

M

A AN, At W ARE Al ehe Al aE A A o

3
A B] A o] &2 Windows$} vCenter Server Applianceel 4] A & o} o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

VECSel Al o1 5 A& F7}g ] o,
&3l

BE A xR e SSLE Bl BAS Y 24 A Aiel Al AEAsk AL ek WA A E G5
S AR g A B RS Foh B

vecs-cli entry delete --store MACHINE_ SSL_CERT --alias __ MACHINE_CERT
vecs-cli entry create --store MACHINE_SSL CERT --alias _ MACHINE_ CERT --cert machinel.cert
--key machinel.priv

service-control --start --all

ol All: AIAE] SSL QIS M W|(VMCAZE 7t CA)

1

2

SSL ol & A el thgt 74 std & ab5 3 o] & #dA] A E || ssl-config.cfg® A %3 o},

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

Al 2~®l SSL gl 5 Aol tf gl 7] S A e o] WEl S 7 de] == I Platform Services
Controller 2==of| 4] A gt} ——server w4 A& gl T}

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv
--pubkey=ssl-key.pub

ssl-key.priv ¥ ssl-key.pub ¥} o] x| o g2l A5t
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3 Al Azu SSLASEAE AL o] A%
AgAE AR QFAZ AT A VMCATH

= VMCAef &3l A5tk VMCA FE 9l 541 &
E oS Aol A3

Platform Services Controller == == £ 3+5 A A 2] 7] %

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg

o

vCenter Serverg] 7 5-(&1 5 A A):

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fgdn>

new-vmca-ssl.crt 3L o] & o @ g 2lof A5},

4 (AH

) VECSS W§& thd e,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli store list

Platform Services Controllerell 4 ¢ =2 :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

vCenter Serverel 4] ¢ %9

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sSms

5 VECS9 AlHl SSL el 545 Al &5 A| =8 SSL el F5 A & APt ——-store ¥ —--alias k<
718 o] F 3 A gl Al A A& oF gk o}

Platform Services Controlleroll 4 th5 =& & 43 ste] MACHINE_SSL_CERT A A4 2] A~
Bl SSL ¢l 541 & ¢l ol o] gk o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv
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w e 2= oms A w2l ohE E S A shel MACHINE_SSL_CERT Al 4= 9] 4]
2Bl SSL 9l 541 & el o] btk FQDNe| A1 & 222 7 A ~8l& ol 54 & A o= o
bl o] = o o ek

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSL CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

Xtod
=

ct

njo

of &

0%
ot

ESXi Z2E 9] o545 wA T +% 951t "vSphere Bt AL 5 & AFESI4] A £,

o5 = w FolA FE 9l FAE wA g Fol = 95 Platform Services Controller == 7} ¥ 3kx w =

1>
-
[
>

EX B M A

Al2®l SSL el 5415 A gk Foll = E54 AFEA ol S A1 F Al g 4 9l ok

7zt 2] == 9 7+ Platform Services Controller == ol 4] A] 28] &34 AL-g-A} ¢l 545 A gk o},
ot 2 EFA AL AL ol S - = 7 de] =z A utk A g ok £ 5 Platform Services Controller< A&
Sl ] oA HE S A wl= ——server W W45 AF-E-3lo] Platform Services Controller
= 7k gy o

Z3 At ez E5A4 AEA A SAHE AT A dir-cli 1iste FHolE RE 29 2
EFA ARV 2 e 2t s aE ] 27 A AH IDE Ao # Wl yvmafd-cli get-machine-id

=
--server-name localhost® A2, 7 £FA ALEA o] Foll Al 2 ID7F E3HE] o 9570

7 E A AR 1S A Eh e subject 7t A& REbol v ol & S o] £ A AREAR ol S (el vpxd) =
e L3 IDE ek A wEEaliAl L
it

1 certool.cfg AFE& v ub& of5 o] &, IP 54, DNS ¢ &, ¢|uld H =& Al Az L 31 9 o] &

=+ WA kel sol _usr.cfg).

AR AR QB2 FEFo A AFA o] 5 ARY & Y g Au
=
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I~

2 AN A S A3 A EFA AGA A AFAE A
% A gste] A

o :

ol

b A el ALg A 2R T T4 9l

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg
3 7 EtA AL ol B8 Ao

dir-cli service list

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011c98db3

GErE T £54 AEA AEAE AR AP dircli o el BE g BE &7
A AR 2ok, 24t s a2 o] 22 A28 IDE Ao ymafd-cli get-machine-id
——server-name localhost® A AR L. 7 EF4 AFEA} o] Zol Al ~E ID7} 2385 o 947

4 =BT Au=E

A skar <l

of
oM

]

%:‘
Au] 2 o] 22 Windows$l vCenter Server Applianceol 4 4] & o} 5 o},

o

4 A5 R AR Azl ek Aulag ARG,

y W -1

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 vmdir#} VECSell A #Hell & 71 ol 54 5 A g of,

EFA ALAY A% o] £AN L AFAE Fobd of ek, o

dir-cli service update --name <vpxd-xxXxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

3 vmdirell A el 545 aA shA] geoml £54 A&AF7F vCenter Single Sign-Onell 1813 4
PN
=R

1 ZF E5A AR d gk w09l 7] A A A g . o 7] el = 7t Platform Services Controller 2}
7 ] o) Al aE EFA AAEAE A 7 dbe] 2 o] 7k Fob EF A AFE A (vpxd, vpxd-

a WAE vz e Al =g E541 AFE AL ®= 5= Platform Services Controllere] Al =8l & 741 A&7}

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

b (A Akgh) €14 Platform Services Controller7b Q1= i £.9] 739 74 32| = =of 2] A ~8] &5
A ARG 918 7] s AR R o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
¢ 7 el =l A vpxd £FA AHEAE 3 7] 4 YA o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

1

i
4o

18t 7]

ox
o

A4

d 7} #e] == A vpxd-extension &-F41 AFE-AF

T

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub

&

e 7 22l = =ol 4 vsphere-webclient <74 A& ARE 918k 7] 45 A A P o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub
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2 7} Platform Services Controller 2 7t 3] == o] A a8l £54 AREA 2|5 7F 3he] == F7t
Aol 7+ &5 4 A2 (vpxd, vpxd-extension, vsphere-webclient)OJl o &l Al VMCA FE ¢l 54 &

A% )

v

T4 G AFAE A

i

F3L --Name UH 7H Ha= el oF P vk vpxd E+= vpxd-extension#t -2 E5A4 AHEAL A A
7 1%

Aok oA £ 54 ASAE DA FAT F g5

Platform Services Controller ==
o gk &E54 AFEAF Al S A E A

Q

oA Bhe e AR ete] oY wE o) A s8] £FA AR
pe
o

e,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine
b A el el Al=H FFA AREAE AdSAE AT

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>
¢ 7 #e) mol A vpxd £FA AEAE AFAE A e

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>

ol
mm

A

d 7 3] = =4 vpxd-extensions %741 AFEALE <l A g e
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-

or-fgdn>

=t
-

e the HEE Adste 7 Azl = =of 4] vsphere-webclient &4 AHE-AF-E Q15 A E A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --
server=<psc-ip-or-fgdn>

3 VECS®| 74 AHEA Al 541 & A EFA AHEA Al oA = oA ] e

F3 --store ¥ --alias "I/ 4= Aulae] 78 o] 53 A 2l A A @ of g},

a Platform Services Controller = =of 4] th5 & & A g sle] A 48] EF4 ALEAL Q54 & 1

A g o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine.crt --key machine-key.priv
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b

C

d

e

7t e

cof| 4] AJ =] EFA AREA QLS A E A T e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store

machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

74 el ol A vpxd EFAL AR A Q1S A E LA g e
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv
7k 2] = = of 4 vpxd-extension 54 AFS-AF ol 54 & w A g e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-

extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-
key.priv

7k 2] = =of 4] vsphere-webclient &4 AF-&#} ¢l 54 & A g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store

vsphere-webclient --alias vsphere-webclient
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 VMware " & E 2] Aulz(vmdinE Al 54 AFEAF ol 54 Z of vl o] E3FY o, vCenter Single
Sign-On #&] A} k55 &+ ©l| A A 7} b o

a

dir-cli service list¥® A sto] 2+ EFA A7l Al gk 23k A v 2 1D A 8| A 71HA
S}, o] w8 & Platform Services Controller ®=+ vCenter Server A 2~ El ol 4] A g 4= g]

F Y

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:
1. machine-29a45d00-60a7-11e4-96££f-00505689639%a

2. machine-6£fd7£140-60a9-11e4-9e28-005056895a69

3. vpxd-6£fd7£f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6£fd7£140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69
#3 £

itz e 2o 54 AHEA S E JE T 7 F-dir-cli liste EHolle & 5
TEEFAAEAI ZEH T A 3o 2 A A IDE Fe ™ vmafd-cli get-
machine-id --server-name localhost® AR 2. 2 EF4 ALEA} o] Zof A] 2 H

ID7F 235 o] Sl Tt

o
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b Platform Services Controllerel] 4] vmdire] A 2~ 8l el 545 m A g}, ol & Sof

machine-29a45d00-60a7-11e4-96ff-00505689639a 7} Platform Services Controller] A] =
B £54 ALEAl A g g3 s Al Al

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-29a45d00-60a7-11e4-96£f£f-00505689639%a --cert new-machine-1.crt

c 73 2ol vmdire AlAE ¢l 54 E A g o, ol & Eof
machine-6fd7f140-60a9-11e4-9e28-005056895a69 7} vCenter Server?| A =8l &34 AF-&
7AFel 74§ o] e & A g sk Al 2

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
machine-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d 7F3e] 2= vmdire] vpxd 54 AFEAF Q1S54 E A g e ol E o
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd &+4 A&7 ID2l 749~ ¢] =
Al g 34l A &

oL

e

tlo

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

e 7t e =04 vmdirel vpxd-extension EFA Ab-EAL el 541 5w g o}, o & o] vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd-extension & -F41 AF-8-#}F D9l
735 o] WEs A Al L

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f 7zt 3] == 4 vsphere-webclient &4 AH-E-AF ol 54 & a4 g v, ol & &9 vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7} vsphere-webclient &-+4 AF-&-#} ID

o A% o] Bel e AT L

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

VMware CIEIEE| MH|A QIS AM 1A

Al VMCA FE ol 545 Ab&et7l & AA st 875 Z 2| A Y e o AHEeldd VMCA FE ol 54 & Al
Al F 43k 79 Al 2®] SSL el H A, £F 4 AbEA el 54 2 A W Au]aE gl F A5 w Al oF g

o,
VMCA FE 9l % ﬁ—?: Al Al F 4 3k+= 7 §- vCenter Single Sign-One¢| AF-&-8F= SSL A1 ¢l 541 & 24

A of ek Bel B Aujs IS4 A2 A S R4 A 2. vmdir(VMware H # B 2] A u] ) Q1
A = 3 A & oF QLWr.

E}AF = ol E] Zefo] = CAC vmdirg ¢S54 5 @

o,
i
£
o
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M=t

1 vmdirs 5 A g}

Linux
service-control --stop vmdird
Windows
service-control --stop VMWareDirectoryService

2 Aol FA 2 71 E vmdir S Aol HAFE ] o
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem

copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 vSphere Web Clientell 4 %=+ service-control ¥ &S AL-&3te] vmdirs ohA] Al =g o}

Linux
service-control --start vmdird
Windows
service-control --start VMWareDirectoryService

&% 2E #8740 VMware CIREE| MH|A QIS A 1A

e o] = =% g7 of] vCenter Single Sign-On ® Al 5.5¢} vCenter Single Sign-On ¥ & 6.x =7}
Al 2 xgkEl 4= gl ok o]l # 7 $- vCenter Single Sign-On A1 u] =7} A g F¢l == 9] SSL gl F A4 &
Al gkt VMware Directory Service SSL ¢l 54 & Al &}7] £k 714 ¢l v A& 43 &l oF g o},
VMware Directory Service SSL 4l % 4]+ vmdirel 4] vCenter Single Sign-On A & 3 &}
Platform Services Controller == Zkof| gl =4 o] 2.5 43 8} += o] A& ] o}

o] A= vSphere 6.0 % vSphere 6.5 ==& ¥ 3l ¢ 2= g17of A8 shA ek oh9 4
ollut o] whA| 7} E 8 g o},

m 27l vCenter Single Sign-On 5.5¢} vCenter Single Sign-On 6.x A ¥] =7} &5 £38k5]of gl 51

o}
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>
ofo
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4
A
2,

= vCenter Single Sign-On 6.x A1 ¥] =7} A g 5] &= = =of s 7]
e = A A E g},

rr

3 A Arat7] Aol AA §7d & of el ol =38k= A o] 7k 551 ot VMware Directory

2
Service sl 541 A= dubH o2 HAE A g o

it
iy
L

-

At
1 vCenter Single Sign-On 6.x A 8] =7} A 8 = = = =4 vmdird SSL ¢l 54 2 715 a4 g},
VMware H @l B 2] Au] 2 gl 54 A e g5 £ A 2.

2 vCenter Single Sign-On 5.5 A #] =7} A g =] = = = o] 4] vCenter Single Sign-On 6.x A1 ¥] 27} ¢l
AE 5 5 g7 g AA g o,

a 2+ 99 c:\ProgramData\VMware\CIS\cfg\vmdirds & gt

b 6.xXxEcl4 vmdircert.pem 2% ¢ A5 753 o] 55 <sso _node2.domain.com>.pem
o & vy ek o714 <sso_node2.domain.com>+ 6.X == FQDNS H =

¢ °|F%& v ¢l S5 A E c:\ProgramData\VMware\CIS\cfg\vmdirdel HAfste] 7] & E-A] ol
A= 2A g

3 dF5AE A ZE Al =Rl 4 VMware H # & 2] A 8] =5 ohA] A A o

oy

U

vSphere Web Clientoll 4] &+ service-control ¥ & & AF&38Fo] A B A5 ofA] A #Hek 4= gl

o},
vSphere2t & 71 EtAI QIS M AHE

24 A Aol A S7-21 % 71 vSphereol 4 A48 & 5 E Q154 B4 CA AH Q1B AT+ 9
%yt e 27 3wl VMCAZL Q154 Alelel 37 ghor] = vCenter &l 545 VECSe] A 2 of

241 A Aol 4] £7h CAZ o GelA b 2 Sol & VMCAT Q154 % A4 T 4 R dle e}
o| = mE ek CAS AEA A4 AFAE AL L
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2 A|&ElSSLAFAE AFEA A A ol 54 E A
AgAp A A Q) F A e Foll = 2 Al aE Q)5 AE AT 4 9 oh

3 EFAAEAASTAE AFEA AA T AHE A
Al =B SSL el A4 & aLA g Foll = VMCA A% &FA A7 el 54 & BhAF == qlE Zehe] = <l
SAE wAT F dF e

4 VMware & E 2] A2 <l A aLA|
Al VMCA FE Q1545 AHg3l7| & AA st 27 Z 2 v A Y& o Ag3t VMCA FE 9l 54
FAA A S, A28 SSLAlSA, EFA AFEA A5 A P AR WF el A8 S E o
A&l oF g e}

5 &3 == g4 VMware t 3 E 2] A8l gl 54 aA]
ol 2ol = =% 37 ol vCenter Single Sign-On ¥ A 5.5¢} vCenter Single Sign-On ®# A 6.x &
T Al 2 23E 4 9l o o]l 79 vCenter Single Sign-On A u] =7} Al 8l 9] & = o]
SSL ¢l 54 & a4 gk b VMware Directory Service SSL ¢l 541 & a4 617 ¢ &F 714 ¢l whA &
&3l oF g o},

CIEM 2 U AR XIH RFE QB M 7K 27|

A A AN A 57F CAE 3] 238HA = 7 ol &= VMCAZF Al 545 AT 4 glsr o e Zelo] =

T+ EFAF CAY AFEA A A Ql 54 E AFE A Al &

ANH 2 g

A5 A= thg &7 AHeE S F8 oF g ek

m 7] 27]: 2048V E ©] AH(PEM <l5LH)

»  PEM %4l VMware+ PKCS8 % PKCSI(RSA 71)& #l<1 gty el 7] 7} VECSell F7h= " F715 7] 7}
PKCS8= ¥ gh5] v o},

= x509 M A 3

n FEQIZA 7 s true® A oF sl A5 A M o] & Abe F5of 9lofok gt

m  SubjectAltNamecll+= DNS Name=<machine_FQDN>¢] ¥ &} 5| of of g o},

s CRT &4

n b R I AbEe] 2ekE o] stk A" A, Fql vbA|, 7] ¢ks st

n AA A7 s A A A A7)

m  ESXi 4 E 7} vCenter Server gl E2lof] 7}A 3L gl &= T AE o] (2 IPF4)eZ A4 CN
(% SubjectAltName).

VMware, Inc. 143



vSphere ¥.o}

1%}
1 s g5 Aol g CSRE qle Zefo]l = =& EfAL ol 54| Al Aol B o},
n 7 Al AElof g Al AR SSL gl F 4] Al Bl SSL el 54 9] 7 F- SubjectAltName 2 ol &=
ol =l = ol ¢l o] 2(DNS NAME=machine_ FQDN)©] *3&t= o] of &)t}
n A= AS, A A Al Ag e e 2o g ] e EFA AFEAF 9l F A
Aol FAMel= IPF4, TAE o] & iy ol d F47) 35| A ¢holok ), 7
A FA 7} A= defol g o},
dulA o 7 A 2] e 4= 9] = A elo] djg p s} 3} 7+ platform Services Controller =
of thEk A= ¥l SSL el 547} A3 = H&fa qﬂ%

2 TRUSTED_ROOTS % A| =8 SSL A A4 2 v}od gk o},

s

vecs-cli store list

=
=
M, WAL FA CN LEF /)28 ol

) 9 BebeAE Al A%

B35 gelelo] A 2=Hl SSL gl T4 oF o A e

e}
o

u

>

>

R

[

R

—_&4

ol

ofs Hd
r

=2

SEERERRE

=
=
A B] A o] &2 Windows$} vCenter Server Applianceel 4] 4 & o} o},

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance
service-control --stop --all
service-control --start vmafdd

service-control --start vmdird

service-control --start vmcad
4 ©ELAFCAL AH IS5 ARl AFEA A A FE QIS AE AAIG Y

dir-cli trustedcert publish --cert <my custom root>

HR EolA AFEA o] F 3 T E A A A o o] & == wA A 7F vEbE Y

vl 2% vha] A A G e,

ol
b
iy

service-control --start --all
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st Rto4q
2 5=
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of ==
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3| AF A Ao I8

74 AE VMCA FE IS4 F IS4 A sl A AAZE 5 Sl ek o] #A & A
=

4
$ b o) W AEAE A A oF Gk

m vCenter Single Sign-On A9 <l 5 & mA ek, Mol EZ Au] A ol 54 A& 3135 32 elA4]

AlS

m  VMware H# & 2] 4] el 545 AT ek VMware H 3 B 2] A 0] 2 QI 5 A] aLA] S AR 2614 A

7 Al =l opot of & A u] 2obo] Hol SAlS 918 Al 28] SSL QLS A 7F Qlof o fhu Tk B ==l o]
Mzt e A Al gl SSL IS4 A HEE A of Ut ——server v/ W E ARESlo] o -

Platform Services Controller7} = 3+% vCenter Serverel 4 Platform Services Controller& 7}2] 7] 1

AdsA LA E A Aok7] Aol vhg A B E Fel el of e
= administrator@vsphere.local®] =
n A A =8 SSLAEA A A el F A (Lert YY)

n FEG A ~E SSLAREA A A 7] (Lkey THY)

s FEo] H@ FEG AEA AL AFAcrt 9

o

317 o] 4] 9] ¥ Platform Services Controller”} %25 vCenter Serverel o &l = &

nl| 32
A8 = 71 %~ Platform Services Controller2] IP 4

7] 27]:2048%] E ©] A(PEM &l 2 9)
= x509 ¥ A 3

= SubjectAltNamee°ll+= DNS Name=<machine_FQDN>¢] £ 3} =] o] o} gt o},

w oh AR 7] AREo] £3EE o] gy Eh HAE A, el whA], 7] k38
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M=t

ZE A

[e]
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P>
il

Aot A FA A4, A D ARe A2t A aF A A

=

c}.

%?
A v 2 o] &2 Windows$} vCenter Server Applianceell 4 4 & o} F 1 o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
2 7t xEol 2aglate] CAlA e A A28 154 & VECSOl F7hgh o
BE AR SSLE Fall EAlskEH 27 QIS5 A A Aol Al 1F5A17F S e g o

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT

vecs-cli entry create --store MACHINE SSL CERT --alias _ MACHINE CERT --cert <cert-file-
path>

--key <key-file-path>

3 wE AuaE o] A A o

service-control --start --all

OAl: AIAE SSL QIBME AFERH X QB ME 1A

Ao o 7w A A28 SSLAFAE mAT & Y

= AH
1 =A VECSOA] 71 & el 54 & AA & o
"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store

MACHINE SSL CERT --alias _ MACHINE CERT
2 R o5 aAl deAE FoE e

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_ SSL_CERT --alias _ MACHINE CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-
vim-cat-dhcp-094.eng.vmware.com.crt --key E:\custom-certs\ms-cal\signed-ssl\custom-x3-vim-

cat-dhcp-1128.vmware.com.priv

Xtodq

Ct3ofl = SR
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e

ESXi Z~E 2 9l 54
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o == ow XA FE ol H5 A E wA g Fol = ¢ 4 Platform Services Controller == 7} £3hx 2 &
vCenter Serveroll A A v] <& thA] A #tg)] oF gh o}

Al 228 SSL Q1541 % mA| G Fol & VMCA A &7A4 A4t €154 & el qlE Zeho] = <l 54
i

%54 AF&-#+= vCenter Single Sign-Onell ¢l 5 wljut ol 54 & AF-&-3h o}, el 54 7} F &34

vCenter Single Sign-On¢| SAML E &5 E7A4 A& Aol Al &abeled E54 ALgAl= SAML EZ & 4}

&3tod ok 2 vCenter 74 840 Q15T

oA £F4 AR Q15 A e mA|7F H 83 A AL EFA AFEAE Z5 4] A8 Holl 9]
Al ~®] SSL ¢l 54 7F SSL E2 g &) Hatol] AlgElm g EFA4 ALEA 9l A= Boke] 87 A& 4 9l

Fvie,

7+ 2] == 9l 7+ Platform Services Controller 2= =0l A A~ H] =74 ALE-A}F ¢l 545 A §h] o},
b & E54 AL A Al T A= 7 ] sl A at mA| g o El-r Platform Services Controller& A}
e e mroA wWE S AYge wl s ——server "I 45 AFE-3Fo] Platform Services Controller
= 7Fe e

B3 vt a2y EFA AEA ASAHE UL T S dir-cli 1listy EHER2E X2 BE
EFA AR 2T 3 AaE ] 27 A A8 IDE A 2‘74 9 vmafd-cli get-machine-id

--server-name localhost® A4 A 2. 7 EF4 AFEAF o] Goll A/ 2H ID7F 235 o Sls7
o},

A @F ALE

7| 27]:2048¥] E o] H(PEM <l 5 H)

s CRT 34

= x509 ¥ A 3

= SubjectAltNamecl+= DNS Name=<machine_FQDN>©] ¥ &} 5] of of gt o},

n A EFA AREA IS A Pk subject7F A & Rebol o ol & Fo] EFA AREAL o] (el

vpxd) = thE 23 IDE 2kl A el el Al L.

oI 22 7] Aol ERbE o] sy HAR A9, el W], 7] kst

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmca
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2 &5 AER o] 5E B,

dir-cli service list

AFAE nAD o PR D IDFAET F Atk 9 L Fo] e 2L F A

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011¢c98db3

- =2
=T

i

o 2= w2 EFA ALEA ASAE HAE T 5 dir-cli o FHd e ZE 2B B
A AR 2t 7 222 27 A48 IDE AW vmafd-cli get-machine-id

--server-name localhost® A PS4 A 2. 2t EF A AFEA} o] Foll A28l D7} £3FE] o] Q)45

i
+

3 7t &7 4 Al d VECS 2 vmdirel A Ael 2 7 E QEAF @A G e
o] =4 & <lF5A1E Fhel oF 3o
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv
dir-cli service update --name <VPXd-xXXXX-XXX-XXXXXX> —--cert vpxd.crt
23 ymdirel A ol 54 & wA Bk A owl £54 AF8-A7) vCenter Single Sign-Onell ¢l 52 4=
g =
4 BEANAEZ A ARG e,
service-control --start --all

VMware CIRIEZ| MH|A QIS A A

VMCA FE ¢l 5415 714 # 43+ 7% vCenter Single Sign-On°] A3} SSL 415 ol 5415 oA
slof et Bot EF Anj s gl 5 A Al 2 A E AEA A L. vmdir(VMware H # E 2] 48] ) Q1
A = A 8 oF g o},

A} = e = 2ho] = CAoll vmdiré A5 5 £4

%
I3
o
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M=t

1 vmdirs 5 A g}

Linux
service-control --stop vmdird
Windows
service-control --stop VMWareDirectoryService

2 Aol FA 2 71 E vmdir S Aol HAFE ] o
Linux

cp vmdir.crt /usr/lib/vmware-vmdir/share/config/vmdircert.pem

cp vmdir.priv /usr/lib/vmware-vmdir/share/config/vmdirkey.pem

Windows

copy vmdir.crt C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdircert.pem

copy vmdir.priv C:\programdata\vmware\vCenterServer\cfg\vmdird\vmdirkey.pem

3 vSphere Web Clientell 4 %=+ service-control ¥ &S AL-&3te] vmdirs ohA] Al =g o}

Linux
service-control --start vmdird
Windows
service-control --start VMWareDirectoryService

&% 2E #8740 VMware CIREE| MH|A QIS A 1A

e o] = =% g7 of] vCenter Single Sign-On ® Al 5.5¢} vCenter Single Sign-On ¥ & 6.x =7}
Al 2 xgkEl 4= gl ok o]l # 7 $- vCenter Single Sign-On A1 u] =7} A g F¢l == 9] SSL gl F A4 &
Al gkt VMware Directory Service SSL ¢l 54 & Al &}7] £k 714 ¢l v A& 43 &l oF g o},
VMware Directory Service SSL 4l % 4]+ vmdirel 4] vCenter Single Sign-On A & 3 &}
Platform Services Controller == Zkof| gl =4 o] 2.5 43 8} += o] A& ] o}

o] A= vSphere 6.0 % vSphere 6.5 ==& ¥ 3l ¢ 2= g17of A8 shA ek oh9 4
ollut o] whA| 7} E 8 g o},

m 27l vCenter Single Sign-On 5.5¢} vCenter Single Sign-On 6.x A ¥] =7} &5 £38k5]of gl 51

o}
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= vCenter Single Sign-On A ¥] =7} vmdir Hl ¢] ] & H-Al e} =5 A A =] ¢ 571 o}

= vCenter Single Sign-On 6.x A 8] =7} A g 5] = = =of dfal 7] & VMCA A9 ol 545 A& A A
s = wA T AL et

B3 el AaE o A] A A7) Aol AA g7 E o] el o] =k Aol 7hA Y t}. VMware Directory

Service ¢l oA A = Yubd o F JAE A ks ok

Mxt

1 vCenter Single Sign-On 6.x A ¥ =7} A& =] = = = o 4] vmdird SSL 9l 541 ¥ 715 oA g o},
VMware H & E 2] A vl ol 54 aAl o] &5 AFETA AL

2 vCenter Single Sign-On 5.5 A #] =7} A g =] = = = o] 4] vCenter Single Sign-On 6.x A1 ¥] 27} ¢l
AE 5 5 g7 g AA g o,

a 2+ 99 c:\ProgramData\VMware\CIS\cfg\vmdirds & gt

b 6.xXxEcl4 vmdircert.pem 2% ¢ A5 753 o] 55 <sso _node2.domain.com>.pem
[e)

X
E oubgr] ok of 7] 4] <sso_node2.domain. com>< 6.x =22 FQDN % Y t}.

vkt 91541 & C:\ProgramData\VMware\CIS\cfg\vmdirdel HAFste] 7] & EA| <l

3 dSAE A ZE Al =Rl 4 VMware H # & 2] A 8] =5 ohA] A A o

oy
°

vSphere Web Clientol 4 ®+= service-control W &5 AF&3le] Au]aE ofA] A #HE 4= )

c}.

CLI HHEo = QIS AM &l MH|A &2

2 9] CLIE AH&3Fe] VMCA(VMware Certificate Authority), VECS(VMware Endpoint ¢l % 4] # %+

) % vmdir(VMware Directory Service)& 2| & 4= 3l vt vSphere Certificate Manager - & 2]
= rhekel el Al = A sk A ul 5 ol 541 Heell = CLIZF 8 g o

== U M)

3-5. QI A9t A=l MH|A 2|2 QFt CLI =T

CLl i) LA g 8-

certool st 715 A ko he] g e certool 2712} W& A&
VMCAZ2] 59 ] ef,

vecs-cli VMware Certificate Store ¢l 2~ El = 9] vecs-cli % & A&
7R =5 A2l et VMAFD ] <44
o},
dir-cli VMware Directory Serviceel 4] ¢l % 4] dir-cli & 7=
£ ubsa gldle] =g v VMAFDS &
Fd et
service-control ol & 5 el H5A] A Y2 Z:re A
2 A aF AR s S A ] e

VMware, Inc. 150



vSphere ¥.o}

= Ol x
CIS M e =+ H x|
ANeAor 4 red e GAH ETE RE 5
Windows
C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe
C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe

C:\Program Files\VMware\vCenter Server\vmcad\certool.exe

VCENTER INSTALL PATH\bin\service-control

Linux
/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool
Linuxell Al = service-control W&l 7 25 A A a}A gol= et
9] - Platform Services Controller 7} ] oA el Addts AT ——server iV =

AE
Platform Services Controller& #| 4 & = ¢l <71 o},
ol= A BHE| =0l = st A

vCenter ¢l 54 ] #Fe] -85 4331 7] 98l A += vsphere.local =72l 2] CAAdmins &
oF gk o}, administrator@vsphere.local AF-4-#F+= CAAdmins 5ol &3 ok, A3 #4¢l e nw = ALg
Aol Al &1 85 o

vCenter Certificate Manager - & 2| €] & 4 3 3} 7] % administrator@vsphere.local®] $+& & &
A A 7} veld o )l 545 Fro® wA s S 2 el 54 el cLY 2 gAdeke A E 2
o] 4 93 et

) ﬂr
of

dir-cli

vsphere.local = ¢l 4 CAAdmins 2] -4 delofok vt dir-cli Wa & AP T ulfwfrt
AL o] F 3 5 E E v wAIA 7F e o

vecs-cli
E7)ell= ARA afrAbul Al AA AT 5 5ok A A A4 A= Windows Al £~ ] 32
A A 2 Linux Al =8l ] FE AFgA G e A A £ fabe the Aol Al Al A7 A
=2 ey

MACHINE_SSL_CERT % TRUSTED_ROOTS A &4+ 54 AALd o AR 8o uef F=
A AF s ] A AR eE A A A s 1S 2] o)

certool
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certool W& vl f-E& AdsteH AH-&A7E CAAdmins 5ol <3l of g e,
administrator@vsphere.local AF-&-#F= CAAdmins 5ol &g} te wel e v = ALgxp7 A
P 4 oo
m  genselfcacert
m initscr
m  getdc
® waltVMDIR
®  waltVMCA
m  genkey
m  viewcert
ESXi ~E 2] 154 & Helateld AFA. AFA ] ko] Slofok gt o] A gL vSphere Web

Clientoll A A A& 4 9l o},

certool --gencert ¥ SAT ot E ¢lFA 273 me H2] WS Agelwl CLIE 74 tdell A =&
e Ak 71E A S HAA S AU, - - config=<file name> ¥4 & AF&3lo] 7|2 74 31
(certool.cfqg)s AMA LAY, HEFolA o2 s AAF T 4= A

F4 shlel & he el A1 EghE A 2 A B} g

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

A& ALE 59l Aol AR A ol

—_

of

g sl g AP AL T4 @
oq

h=] - =}
|5 5ol 74 9td o] 55 WA Aol e --config BHE F4A5 AT

n AR EolA 74 7 He AR AU oS 5o Localitys A A dte™ o] W e AP

certool -—gencert - -—privkey=private.key —-Locality="Mountain View"
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n EFAAEA T Y A o)l E2 A AL sol_user name>@<domain>c¢| |t g}7] of] o} 2
el 7} AbEE = 7] Foll = o] BS WA Y 4 st

A ehavieh AgAL P

}-%

——Hostname "} 7l ¥4+ 2l 54 SubAltName& DNSName+ A A 3}+ o] AF-&5] 1 o},

certool 7|3} B & =X

A= AL VMCAd A AR e glgA 9 718 2w
A

Fd g £AE 4 g,

tf -2 o] 79 certool M & oll 4 U S A e} certool T4 W E AEAAI L. E AR AR
T

ofl = A VMCA A3 5 gl F5 A4 2 7]E VMCA A= 5 el 54 aA 858 FEsH4] A 2.

certool --initcsr

CSR(8l A A 2 A)& AA et o] W52 PKCS10 31 H 79l 715 A A g o}

=4 A

--initecsr CSR A Aol 4 a3 o,

--privkey <key file> Mel 71 st o] o] & e

--pubkey <key file> & 71 el el o] Yt

--csrfile <csr file> CA Al&#kell Al X CSR 3}l €] 914 o] &gl e,

--config <config file> T4 skl o] A A o] &5k 7| EH 2% certool.cfg®

ol :

certool --initcsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

AA A EH QA5 A S AA A H FE CAR VMCA Av & 2] A}, o] % o
VMCA A v & Z 2 v A sl 7pa 7hskgl wba] 3 skl Y o VMCAZE %-7F CA7E =l =5 o Al EfAL
E 9l F5AHE AFE3led VMCA A& Z2u] A& 4 gl ok 53F CARl S 713 E VMCA A5 4

Z3A A L

)
ofo
lo

©

el & 3

8 7 A7k - WAl ek] Aal 39 A W E = S AE AT

2]
i
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4 £K

--selfca AA A H QS A Aol D2 g e

--predate <number of minutes> FE ol F 4] [‘ﬁ‘—g?& A2 ) A B A A7 7| se w2
AR AR Bez AT + Do o $4S A
Q| EF A BAL AAGE o §E% + U5l A3k
<394t

--config <config file> T4 gk el A A o] et 718 2% certool.cfg®
EERL!

--server <server> VMCA 4] 4] 2] A ol Zelr}, 7B o g o] WE L

Al =
localhost& AF-8-gh o},

o

machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local

certool --rootca

FEEAE ARG A4R A5A 2 A 1% VMCA] Fo15 B VMCAE 4 4w el 24
FEQIEAE AGAA Y B2 FE AFAE AL ALL F YF U E, Az F @ ot s <l
ESTL HEA R B o4 AgaA Bt AFAF AAL 4+ dF e

24 24

--rootca FE CA 7FA 2. 7]l 3 83 e},

-—cert <certfile> T4 st o) el A o] 4ok 7| £ A 2% certool.cfgi
4Ry e,

--privkey <key file> Mel 71 kel o] o] &gl et o] el PEM glaie] g Alolofof
guieh,

--server <server> VMCA A v el Al A o] 2l 7| BA o7 o] ulgg

localhosts AF-&ghv o},

ol :

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc

vmdirell A A8l 7] 2 =gl o] &

o
r_|E_‘
o
ot
T
i)

&4 £K

--server <server> VMCA 4| 1 ]

--port <port num> Auld xe Hagiyel, 7R3k ¥ 5 389%F A A ¥ o,
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o :

certool --getdc

certool --waitVMDIR

VMware © 9 £ 2] Aul ok Add w7 7] AU waicel A A AR A2k A
AGUh o] $AE thE ST A gl 12 el o] & BT e B4 A

.

=4

--wait

—--server <server>

--port <port_ num>

o :

certool --waitVMDIR --wait 5

certool --waitVMCA

VMCA A w] =7k A el ] o 71847 o A 4
2 §A5 g Agated A5 A4 T

=4

--wait

—-—-server <server>

--port <port_num>

ol ;

certool --waitVMCA --selfca

certool --publish-roots

$E <

of¥

=

203

—-—-server <server>

VMware, Inc.

VMCA A ule] Aeig o] Fl e, 7] %

localhost& AF-8-8h v o},

AeA xe Hagref 7] 23S ¥ E 3897

170 Alge] A ke wl A 7] g e o] &

A e )
g 2AEYG

A& ot

VMCA Aul el A o] &lueh 7] w o] sl e

localhost& 488 o},

A el 7

2
I
lll
)
M‘
zl
X
A

AE AR el g v, o] Wi ol ] kel A8t

A
VMCA A H ¢

AelA o] Ed el 72
localhosts A&

T H

EEs

€l

2]

i
H

rle

155



vSphere ¥.o}

o :

certool --publish-roots

certool BH2| & &=

certool #& W& A&dtH QlEA T 1

]
o
o
ol
}ﬂ
=
Ry
ol
!
’_Q‘
ol
>
2
n)
ok
oX,
b
it
e
-
pass
o>
£
v

certool --genkey

Mol 2 FE 7] A AT o2 3t VMCA A Al el 55 A sk ol Ab&E F ol
Ok AEAE Abgekel st ml £54 AEAE 22 AYE 5 o
4 £K
--genkey Ael H 38 7] A d e
——privkey <keyfile> 7Nl 7] shed o] o] &4l ot
--pubkey <keyfile T8 7] spd o] o] gl o},
--server <server> VMCA A ule] Al o] &elyr}, 7|2 o= o] izl
localhosts AF-& 3 o}
o :
certool --genkey --privkey=<filename> --pubkey=<filename>
certool --gencert
VMCA Aol A el 545 WA G el o] Wa] 2 certool.cfg v AR 74 st AR E A3
&4 kK
--gencert ol 5 A Ao F g3t
--cert <certfile> ol 54 std o] o] &) o] Y& PEM elad &2l o]ofof
gl ek
——privkey <keyfile> el 7] spade] o] Egl e}, o] vt e PEM ¢lay] & 4] o]o]ok
et
--config <config file> T4 skl o] A A o] Ei ek 7| 2 2% certool.cfg®

--server <server> VMCA A v e Ag A o] Zelvr, 7] EA o & o] e

localhosts AF-&-ghu o},

o :

certool --gencert --privkey=<filename> --cert=<filename>
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certool --getrootca
Abgbe] 91 7 v I o ® dA FE CAQITAE al4llghvch #e] ol o] E] & At 4
= Za

- Platform Services Controller = = 2] A ~H] o] &
A2 AT 4 glom Algle] 9 4 9lE A2 WA s o

24 2w
--getrootca FE ol5 A oldfol I8 g,
--server <server> VMCA A v e Ael A o] Zelreh, 7] Ex o & o] g2

localhost& AF-&-3h o},

ol :

certool --getrootca --server=remoteserver

certool --viewcert

rirt
e,
[t
it
rO
2
s
X
i

Agpel Gl 4 gk BAoR QA

&4 £K
--viewcert Q)54 Bl gt
-—cert <certfile> T4 skl e AdulA o] EiY ) 7] EH 2 & certool.cfg®

o

certool --viewcert --cert=<filename>

certool --enumcert

VMCA A w7} ki 9l =& 9l
3}

jus = H =
A A A =AY, &4 e vksd ARt ad

=4 A

-—enumcert 2w els A vl H 83 e

--filter [all | active] A ey B me 34 e A A A" f ubs
H5Ae dA A=A g

o :
certool --enumcert --filter=active
certool --status

QA5A 7} B A H QA 32 elar] el AGE A5 E VMCA A 2 Asd e 54} A

¥ 7] % Certificate: REVOKEDE ¢lsfjslar, == A] ¢k2 7§ Certificate: ACTIVEE ¢l 4] g1 of.

VMware, Inc. 157



vSphere ¥.o}

4 £K

--status Q54| A& goldl o F 8,

--cert <certfile> T4 st o] A A o] &l | EA o g certool.cfg®
EPERE!

--server <server> VMCA A el o] AelA o] S}, 714 o7 o] ofed 2

localhost& A& 3k o}

ol ;

certool --status --cert=<filename>

certool --genselfcacert

T4 o] gg NFoR A AH AFAE AH G o] B TF AR FEL A 4
1

24 4%

--genselfcacert ApA Al H el HA] A Aol 2 g gy o},

--outcert <cert_file> Q154 shel el o] &9t o] el PEM gl s Al o]ofof
ek

-—outprivkey <key file> el 7] shd o] o] E-ely el o] uld e PEM gl 3] & Al o]o]ok
et

--config <config file> T4 sk e AulA o] F4d ok 7|2 A 2% certool.cfg®

o
certool --genselfcert --privkey=<filename> --cert=<filename>

vecs-cli 38 & =X

vecs-cli B & A 3-S5 &8 VECS(VMware Certificate Store) ¢l =Bl =5 2] 5 ol o}, o =

85 dir-cli ¥ certoold} 3l AbE-sle] ol 54 ol Zet& 2] g o},

vecs-cli store create

AsA AxaE AT

24 4%
--name <name> s Azdae ol gt
o :

vecs-cli store create --name <store>
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vecs-cli store delete

ol

ol

A AR 4" AR T e A 28 o] AL

&

22

——-name <name>

o

vecs-cli store delete --name <store>

vecs-cli store list

AeA AdaE v g

LY

VECSol = o3 22 A A4 7F 23k o,

E 3-6. VECSO| K& A

A&

Al 2~ 8l SSL A A4 (MACHINE_SSL_CERT)

>,
ﬂ
s
¥
30,
rr
I}

£ = A A4 (TRUSTED_ROOTS)

VMware, Inc.

A

B 2 vSphere = =] ok L A] Au] o] A ARG H v
),

m g e 2 2 7 Platform Services Controller 1= =9
VMware t @ & 2] 4] v] 2 (vmdir)ell 4 AH-&-g v o}

vSphere 6.0l 4] & Au] 4= A| ~8] SS9l 541 & A}-§-3}

=2
=
Lo 224% Bel BARY 49 524L 940 5
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E 3-6. VECSQ| X{&EHA (A1)

Az
EFA AR A
machine

vpxd
vpxd-extensions

vsphere-webclient

vSphere Certificate Manager -+
(BACKUP_STORE)

o :

vecs-cli store list

VMware, Inc.

ey

A AbgAbel el g ehve) A4 £33
A9 FA = el ok ek ol E

of A28 AFAE voxd AFA S LT FAF P £ 9

-4 AFg-#F 9l %5 414 vCenter Single Sign-On< A&l <l
Ab-&- = U o}, vCenter Single Sign-On-& <154 7} &

A el eA st e QFA B4 BelehA gl ek £

é 4~

Mol BE S EA AEA dFAE R Az 9]

7 2] = % 7k AR ) E 9 VECSe Hee] £ 54 LS
9%

B nmachine: T4 84 el AL, ghojala A g 27] Au]

o A A5 eh,

B3 o] AaW EFA AEA AFAE A 2H SSLAS
s ob - Rato] glgvlch o] Aaw £F4 AEA A%
A SAML E2 m kol A5 v] A2 SSL el 541 A

2 Hlof thEl Wok SSL ol Aol A& 1 v},
B ypxd: #E] == 9 sl el ] vCenter AR~ Hl
(vpxd) A A4 vpxdE o] A4l A EFA AFEA
1541 & 2431 o] vCenter Single Sign-Onell 91 %3]
DF.
B vpxd-extensions: vCenter 27 A %4 Auto Deploy A
¥] 2 Inventory Service s ¥ %@l t}E E£F41 AEAL<]
-7t okl 71l A wl ob £E ok,
B ysphere-webclient: vSphere Web Client A 4. 4

4
e Au g e G 3o} A as 2k

olr

Al ~"l A A4 = 7 Platform Services Controller = =of = %
a5 o

VMCA(VMware Certificate Manager)ell A <154 &5 A
Q7] el Ao A2 A A e A @ 9
AR b 5] 5o} 7 4 g% v

4 o /H
aeba A A e A e

‘16’
H%#ﬁﬂﬂﬂﬂﬂ%

3 CRLS+E vSphere 6.0l 4 #| ¢l =] & k=] =k
TRUSTED_ROOTS_CRLS A4 & AHAlslwl ¢l 54 ol =&}
7} 4 4 ¢l ok TRUSTED_ROOTS_CRLS AR 4%
AR B AV 47 3R] whAd Al 2
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vecs-cli store permissions

A 7 Aol AFE- HEE Hof e A v FH A g --grant =+ --revoke A4S AFEg o
Are] 25 Ag e Fol % H2E vl Foo] Al AR e wE Aol E AP o, H2l A

: : : [} = = =3 o
vecs-cli get-permissions --name <store-name><9 Ab-&3lo] A AL g A AAE A
-~ -

a5 syt

&4 4

--name <name> A Ao o] 5Tt

--user <username> ALg A gto] Yrof 5l ALEAFo] 343 o] &4l o},

--grant [read|write] Sl g ALE HA(H 7] = 27 e

--revoke [read|write] Y7l e 227] ARE H1EEs F Ao dAl = A8l = A g

o},

vecs-cli entry create

VECSOl &35 Aok, Axftol 7l 7] =& QlE A5 Frbsleldd o] Wad & Aot
&4 £K
--store <NameOfStore> Q54 A i ol & et
--alias <Alias> As Al gk AeA WAyt o] 42 AT e F

--cert <certificate file path> A spde] AA 7= ek

--key <key-file-path> Al Aol dl etz 719 AA 73 2] e}

vecs-cli entry list

AR ARre] 2 F2g d G,

4 £K
--store <NameOfStore> Q54 A ol &4 et
——text Abgbol elg ol el FA WAl s A e

vecs-cli entry getcert

VECSeI A 1545 A4 3] 59
9141 o},

52
ne
2
e
ol
2
]
b
R
Y
i
>
>,
)
s
e,
o
-
%0
rir
iy
>
[
U
el
>
et
-
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e 47
--store <NameOfStore> QA Ao o] &4t

--alias <Alias> ol FA e B A g e},

--output <output file path> el H A & 2= bl gl o,

~—text Aol 9 4 e AEA WAL EA G

vecs-cli entry getkey

<l

ol

VECSOﬂ AR 71E AR F3 ghdel] AlSAE LAY A ] YE F e HaER 34T

5 e

=4 A4

--store <NameOfStore> A Ao o] &t

--alias <Alias> 7] e] WAl o,

--output <output file path> 715 2v 9 b

—text Arbel 9¢ 4 9 A WAL A G o

vecs-cli entry delete
s A Aol A G55 AA G ot VECSOl A &35 A sh= 73 -5 VECSell Al o 74 o = Al A3
oh g ol o] = dA FE qlF5 Aok VECSE vmdirell 4 FE ol 545 Z8 g o},

4 A
--store <NameOfStore> ol A A xFae] o] &l .
--alias <Alias> AbA| Bl = g W A ol o,
vecs-cli force-refresh
vecs-cli®s ZAZ A2 AU, 28 729 vmdirel FA A RS ARSI S5 vecs-c1i7t (Hlo] EH
)

Yl 7|24 0 8 VECSE 5% ZH4 2 2 vmdirs Z8 slo] Al F5 ¢l 54] 91l & 7 A48 oF vmdirel A
VECSE 4] gddle]Esdtedd] o] wf&d & AF-8-3h o},

dir-cli 38 & =X

dir-cli FRPEE AL £74 AEAE A4 2L Ao e AEA AN A HR
vmdirell 4 154 2 ok & | 5 5t o] FE 2 El & vecs-cli ¥ certoold g AF-&3}o]

AdsA <=zt el 3o

dir-cli service create

£ A8AE AT 2102 BpA) £ Aol AL o),
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=4

——-name <name>

--cert <cert file>

--login <admin_ user id>

--password <admin password>

dir-cli service list

dir-cliz} o+ar

il

=4

--login <admin_user_id>

--password <admin_password>

dir-cli service delete

vmdirell A &7 41 AFEARE

el oA 3d el s R

=4

——name

--login <admin user id>

--password <admin_password>

dir-cli service update

AR &2 gl dg Q1 EA,

A AL

o

&

2

——-name <name>

--cert <cert_file>

VMware, Inc.

9 £ 54 AEAE

ApA g o

et}

el =

= v~

Fu e,

=
H —_— .
A8 3t vecs-cli force-refresh® AF83dlo] ZHA] 2 A &

54 7o ol FYuich,

% ) vl ef. VMCAC] A Al 3 2l % 4] o} ebab

administrator@vsphere.local¢] v o}, ¢] 32| Al =

ot *P% 715 CAAdmins vCenter Single Sign-On 5ol &
7vele] a & AE ALl Al Abe] AL ghg o 3 4 Slgr] Bk
el Abe] ik, B s A eA o wA A A 4] 5
o},

A

7124 o 2 administrator@vsphere.local ] v v, o] 3] #}=
o} 2 A}-g-#5 CAAdmins vCenter Single Sign-On 5ol 3
7vele] d i ALE ALl Al dbe] AL A ghg Hod S Qlgr Bk

o

delAbe] kot k2 s A A

=

a7 srewl oA A] 7} £

)
o

RS g A "

& A AREAHE AbAl ek o] vdir )l AEl A E ARE Sl e
A
AR EFA AL el E gl

7124 ¢ 2 administrator@vsphere.local®] Y tt. ©] ] Ak+=
o} & AL-&#5 CAAdmins vCenter Single Sign-On 5ol &
7yate] el ik Abg- Aol Al el AL H S Frof g S gl o

Bl el Gz ek dEF A QA ¢
k3

sowl v A A 7} 4]

ol ol =g ek, o] Hed e A7 F VECSTE 5
2T Ysn
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=4

--login <admin user id>

--password <admin_password>

dir-cli user create

vmdir 1’H“?‘°ﬂ o] v} A} A= xﬂ A gk o}, o]
Sign-Onell ot <l 7k ARG Akl Hal Ak
=

o o

=
ol

=4

—-—account <name>
—--user-password <password>
--first-name <name>
--last-name <name>

--login <admin_ user_ id>

--password <admin_ password>

dir-cli user delete

A GRS ARA G e

[e]

vmdir -2 #]

=4

—-—account <name>

--login <admin_user_id>

--password <admin_ password>

dir-cli group modify

o
A
X
T 9

A

A

3

7] 87 © 2 administrator@vsphere.local ¢ v o}, o] 2] #}=
2 A& A5 CAAdmins vCenter Single Sign-On &<l 5
7hetod @l ok A& Aol Al el AL A ks ol 4 gl
el Aty ka il eka g A A sl A ghomd H AR A} A1
v},

F&7F ol & 2 k35 AF&-3lo] vCenter Single
AUt ZE2EElo]H Fotolul o] B ARGy

A+

A1 4 & yCenter Single Sign-On AF-&-#F2] o] &4

1,

AbgAbe] 27] szl o
AR ALe] o] F 4l e
A& A2 A gi v e
7124 o 2 administrator@vsphere.local ] v v, o] 2] A} =

t} 2 A}-g-#5 CAAdmins vCenter Single Sign-On 5ol 3

Ayeol st Aol Al el A AeE Fo @ 4+ el oh

A H

s

2 A2l
o

FEich G F A Ao ol oA 544

°

A

&

~k Al €k vCenter Single Sign-On AF-§-#2]

o]+

]“*—Xﬂ,_o_i
2 AL LA E
ﬂdd
2] Al
et

administrator@vsphere.local s} Y o}, ¢] 32 A=
CAAdmins vCenter Single Sign-On <l
el &} AL-g Aol Al el A A g Fof g 4 glg ] o,

Z
Z

FEeh 5 E A A ko v AA o} L5

AgA EE 25E oln] EAlalE 28l A% o
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#4 or
--name <name> vmdire] g o] &< ch.
--add <user_or_group_name> Z 71 A A = 2o o] B9l T},

--login <admin_ user id>

N

B
o e
2

_,_
op ]0

2 administrator@vsphere.local§] W t}. o] 2] x+=
Z}& CAAdmins vCenter Single Sign—On a5 F
al o AL Aol Al e A fgks el g 4 gl e

=

Jheted
--password <admin password> FelAbe] ekt k35 A A BbA] ekow] = A A 7} A E]
B
dir-cli group list
A4 5 vmdir 28-% e gl .
=4 A
--name <name> vmdire] 52 AEA o] Fei et o] 45 AbEsly 15 ol

--login <admin_user_id> 7] 24 © % administrator@vsphere.local 4 v &t ] 3] A=
2 A& A5 CAAdmins vCenter Single Sign-On &<l 5
7hsted &l ik AbE ARl Al skl AL A gkE el 3 4 ol e

--password <admin password> el Ake] kit ke & A A elA] ¢kow] w A A 7} A H
Heh,

dir-cli trustedcert publish

Al=l g 4 9l= FE QIS4 vmdirell 74 v e

4 £K
--cert <file> ol 5 zhd o] 7 2l e},
--login <admin user id> 7]%14 © & administrator@vsphere.local$] Y t}. o] 32| A=

£ A}-¢-#% CAAdmins vCenter Single Sign-On 5ol
7}6}04 al g A AL Al el AL A gkg el 4 9l ek

--password <admin_password> B Ak kel ok F 2 x| A e} A ekow] o A A 7} F A=

e,

dir-cli trustedcert unpublish

@A vmdirell $l= A2 S 5 3= FE ASA L ARAE ATk ol & S0l @A Al 9= o 2
< s Al g FE lE Al vmdirell & FE QISAE Fob A5 o] Wl ARE S o o o]
AFEE A S QA o] AR A adte AL 2 AFEke] gy
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4 £K

-—cert-file <file> AAE F AT 54 gkl 7 =i,

——crl <file> ol elF A9t A% CRL =L 9] =) eh A AEsA] ¢
Y

--login <admin user id> 7] ¥4 © & administrator@vsphere.local¢] vl o}, ] 32| A=

o} 2 Al-g-#}5 CAAdmins vCenter Single Sign-On 5ol
7hated &l i AR Afoll Al el AF e Fd T 4 s ek

--password <admin password> FelAbe] ekt k3 & A A sbA] ko = A A 7} A E

Y e,

dir-cli trustedcert list

AT Fole FEASAY Al IDE APtk dir-cli trustedcert gets AREdhe] <l
=
=3

=4 A+

--login <admin user_ id> 7] %A © & administrator@vsphere.local$] v tF, o] ] A=
t}& A& A5 CAAdmiIns vCenter Single Sign-On &<l 5
7hate] el Abg Aol Al el A { S o 4 Sl o

--password <admin password> HelAte] gtz et a5 A A A o v A x| 7} F A H
Yot

dir-cli trustedcert get
A

it
ml

vmdirell 4 Al & 5 8l= FE <

ol

-4 A

--id <cert_ID> A qlF A9 IDY Y IDE dir-cli trustedcert

—--outcert <path> cd%:x{ r}oal_% é;_i 73 _:JLot} 14 q_.

--outcrl <path> CRL ¥} & & A &y}, A AF&5] A b4 oh,

--login <admin user id> 7] ¥4 © & administrator@vsphere.local¢] vl o}, ] 3] A=
t} & AF-g-#F5 CAAdmins vCenter Single Sign-On 2ol 5
7vele] al ik ARE ALl Al Abe] AL 2l ghg o 3 4 Qlgr] ek

--password <admin password> FelAbe] ekt k35 A A sbA] ko] = A A 7} A F
v},

dir-cli password create
4T 8T AEE FEEE dY G E AU o] PR ElA E5A AFEATE AFE S ol F U
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4 £K

--login <admin_user_id> 7] 24 © % administrator@vsphere.local 4 v &t ] 3] A=
2 A& A5 CAAdmins vCenter Single Sign-On &<l 5
7¥ate] s vk AR Aol 7 Fe Ak Aeke Foid - s oh

--password <admin_ password> A ALY kz el ), ok s 5 A A LA Eow v A x| 7} 4]

Yt

dir-cli password reset

ol

Hel AL A AR dE AR RS o 25 A A st = v e Akel 5 HAl dir-
1

cli password change¥® A&t}

&4 £K

--account Al T E D AA Y o] F ek

--new A AR A gk o

--login <admin user id> 7] %A < & administrator@vsphere.local ) Y e}, ¢] 2] Ak=
t} 2 A}E-AE CAAdmins vCenter Single Sign-On ¢l 5
7heked a g Abg AR Al el A A gke ol d 4 Sl e

--password <admin password> el At ekz ik kaE A A A hen] WA A 7} E A4
Yo,

dir-cli password change
AbEAZE St E WAt S S &gk o] A S et A S £rebe ARE AR oF F ok e

A}= dir-cli password resets Ab&dte] T & ANAA D 4 lF

=4 A

--account A A o] &l e,

--current AL Afobe AR dAl kgl
~-new ARG £fohe Agate A s

vSphere Web Client& AF&735t0{ vCenter 2I& M £ 7|

ooz
oA
< %
ol){m
_>L:':‘
ONW
e 1
e
< D
3 9
2 g
2 3
< un
: Q2
L <
® 0O
o 3
= 0
S
=
— Qo
x5
T -
N2
b
T oy
rorﬂ
<
<
0O
>
rO
>
rﬁ‘l
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vSphere Web Clientel A ¢l 545 B8 3 aful AF&AF o] 52 435 F+ wl A A 7} A 5 ] o,
VMware ¢l % 7] 3ol o & H3S 7}Al AF&AF 5 CAAdDmins vCenter Single Sign-On 5ol %3 A&
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VCLI(ESXCLI) esxcli <conn options> system settings advanced get /
UserVars/ESXiShellTimeOut

esxcli --formatter=csv --format-param=fields="Path, Int
Value"

system settings advanced list | grep /UserVars/
ESXiShellTimeOut

PowerCLI #List UserVars.ESXiShelllInteractiveTimeOut for each host
Get-VMHost | Select Name,
@{N="UserVars.ESXiShellInteractiveTimeOut";E={$
| Get-AdvancedSetting -Name
UserVars.ESXiShellInteractiveTimeOut
| Select -ExpandProperty Value}}

# Set UserVars.ESXiShellTimeOut to 900 on all hosts
Get-VMHost

| Foreach { Get-AdvancedSetting -Entity $ -Name
UserVars.ESXiShellInteractiveTimeOut | Set-
AdvancedSetting -Value 900 }
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3  VMware vSphere TLS Configurators A8l t}g ot L& cf¢2 =g}
<4 AA g
Windows VMware-vSphereTlsReconfigurator-version-

build number.x86 64.msi

Linux VMware-vSphereTlsReconfigurator-version-

build number.x86 64.rpm
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shell
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rpm -Uvh VMware-vSphereTlsReconfigurator-version-
build number.x86_ 64.rpm
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Windows ® C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\VcTlsReconfigurator
B C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator
Linux B /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
B /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator
AMEHXR]{ A= HHOH{ A SH
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TLS T4 e ElE+ 2323 =5 54 vCenter Server, Platform Services Controller ® -+ vSphere
Update Manager”l <74 2 wiwfel v} & S 3o, 54 oAl Eejof wig]& F3d|of & A5 55
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Windows c:\users\current user\appdata\local\temp\yearmonthdayTtime

Linux /tmp/yearmonthdayTtime
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Windows C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\
cd VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/
cd VcTlsReconfigurator
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directory path\VcTlsReconfigurator>
reconfigureVc backup -d backup directory path

Linux
directory path/VcTlsReconfigurator> ./
reconfigureVc backup -d backup directory path
Wejo] AFAew ghg s ol=A 2l g,
s ef ol 4 bl b ol b fAbhAl E4 8 o,

vCenter Transport Layer Security reconfigurator, version=6.0.0, build=8482376
For more information, refer to the following article: https://kb.vmware.com/kb/2148819"
Log file: "C:\ProgramData\VMware\vCenterServer\logs\vmware\vSphere-

TlsReconfigurator\VcTlsReconfigurator.log"

Backing up vCenter Server TLS configuration
Using backup directory: c:\users\admini~1\appdatal\local\temp\1\20170202T054311
Backing up: vmsyslogcollector

Backing up: vspherewebclientsvc

Backing up: vmware-autodeploy-waiter

Backing up: rhttpproxy

Backing up: VMwareSTS

Backing up: VMWareDirectoryService
(A8 AFe) o] Frol B4 S of & A S e Wl e AP S gl ek

reconfigure restore -d tmp directory or custom backup directory path
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Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.1l TLSvl.2

A)
=

m TLS1.03 TLS1.1& AH8-8kA e s AA st TLS 1.20F AbS-3le 5 A A sted of2 = e
&g o},

e

=g AMA ==

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSv1.2
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Windows C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator
Linux /usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

2 ZEzEe BE SAEAA TLSE AHEelA x5 AAeted s 9 F s A g

2
oli
ol
f
_|
I
n
_L
_|
r
n
mlm
—{n

m FHaEo Ye EE T AEA TLS1.05 AF&3 A g & A7
2]
R=4

Aelelel g el e Ad e

g AAl ==

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.1l TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.1l TLSv1.2

2~EoA TLS 1.0 TLS .15 AF&-3HA] ¢t== A A S TLS 1.21F A&
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Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2
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Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSvl.l TLSv1.2
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Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
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Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.1l TLSvl.2
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Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSv1.2
Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSv1.2
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cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
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VMware, Inc.

C:\ProgramData\VMware\vCenterServer\logs\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log

2 & chg o b ul £ o,

ﬂw

c:\users\username\appdata\local\temp\20161108T161539
c:\users\username\appdatallocal\temp\20161108T171539

grep "backup directory" /var/log/vmware/vSphere-TlsReconfigurator/
VcTlsReconfigurator.log

Zelo t}g o 9} v =gk o}

2016-11-17T17:29:20.9502 INFO Using backup directory: /tmp/20161117T172920
2016-11-17T17:32:59.0192 INFO Using backup directory: /tmp/20161117T173259
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Windows reconfigureVc restore -d Directory path from previous step
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reconfigureVc restore -d c:\users\username\appdata\local\temp\20161108T171539

Linux reconfigureVc restore -d Directory path from previous step

ol

reconfigureVc restore -d /tmp/20161117T172920
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<handshakeTimeoutMs>120000</handshakeTimeoutMS>
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vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager
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