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cd /usr/lib/vmware-sso/
openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer > /usr/lib/vmware-sso/vmware-

sts/conf/clienttrustCA.pem

b5 ol 5 A

cd /usr/lib/vmware-sso/
openssl x509 -inform PEM -in xyzCompanySmartCardSigningCA.cer >> /usr/lib/vmware-sso/
vmware-sts/conf/clienttrustCA.pem
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<http>

<maxConnections> 2048 </maxConnections>
<requestClientCertificate>true</requestClientCertificate>
<clientCertificateMaxSize>4096</clientCertificateMaxSize>
<clientCAListFile>/usr/lib/vmware-sso/vmware-sts/conf/clienttrustCA.pem</clientCAListFile>
</http>
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/usr/lib/vmware-vmon/vmon-cli --restart rhttpproxy
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cd C:\Program Files\VMware\vCenter Server\bin
service-control --stop vmware-rhttpproxy
service-control --start vmware-rhttpproxy
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Windows C:\Program Files\VMware\VCenter server\VMware Identity Services\sso-config.bat

Linux /opt/vmware/bin/sso-config.sh
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sso-config.bat -set authn policy
-pwdAuthn true -t <tenant name>
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-t <tenant name>
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shell

chsh -s "/bin/bash" root

¢ WInSCP =+ Ak e 2] el & AL&-3ko] ¢l 541 % Platform Services
Controller?] /usr/lib/vmware-sso/vmware-sts/confoll HAFg o},
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chsh -s "/bin/appliancesh" root

2 VMDIR(VMware Directory Service)oll tldl] ~rtE 7= ol 55 Algsle 5 AAs e of5 e &
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sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts
first trusted cert.cer,second trusted cert.cer -t tenant
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sso-config. [bat|sh] -set authn policy -certAuthn true -cacerts
MySmartCAl.cer,MySmartCA2.cer -t vsphere.local
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sso-config. [bat|sh] -set_authn policy -pwdAuthn false -t vsphere.local
sso-config.sh -set_authn policy -winAuthn false -t vsphere.local

sso-config.sh -set_authn policy -securIDAuthn false -t vsphere.local
4 AE AR AdSA AA S S5 AA e g HE s Ad g
sso-config. [bat|sh] -set authn policy -certPolicies policies
AL ol A A A ekelnl e} o] 7 AAL 4R TR e

sso-config.bat -set authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19
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sso-config. [bat|sh] -set authn policy -t tenantName -useOcsp true
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b OCSP &&7 &l a7t Q154 e AIA &4¢ Fa A 35 A4 2l ek OCSP 55 At

URL % OCSP 713 el 54 & Al 5 o}

t #l OCSP+= 7t vCenter Single Sign-On AF¢] Eof w&l] -4 H o}, o 2w & 64%%}
vCenter Single Sign-On AFe] Eof o] &k 270 ] 4k<] H) Al OCSP & 5% b

sso-config. [bat|sh] -t tenant -add alt ocsp [-siteID yourPSCClusterID] -ocspUrl
http://ocsp.xyz.com/ -ocspSigningCert yourOcspSigningCA.cer

A3 74 7124 22 A vCenter Single Sign-On /‘} | Eol A&t 7] El vCenter
Single Sign-On Ake] Eof dl gl i Al OCSPE T4 8t 7 F-ollut siteID "7 HE&E A A
=

o el & Al Al 2.

.sso-config. [bat|sh] -t vsphere.local -add alt ocsp -ocspUrl http://
failover.ocsp.nsnO.rcvs.nit.disa.mil/ -ocspSigningCert ./
DOD_JITC EMAIL CA-29 0x01A5 DOD JITC ROOT CA 2.cer
Adding alternative OCSP responder for tenant :vsphere.local
OCSP responder is added successfully!
[
site:: 78564172-2508-4b3a-b903-23de29%9a2c342
[
OCSP url:: http://ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]

OCSP url:: http://failover.ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]
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c @A A OCSP &5t At A& 34l et of 7
sso-config. [bat|sh] -t tenantName -get alt ocsp]
d @A A OCSP &5t A& Al At o] Wals Ao

sso-config. [bat|sh] -t tenantName -delete_alt ocsp [-allSite] [-sitelID
pscSitelID for the configuration]

6 (4H A T4 AnE dadeenl thg Hu e AP ek

sso-config. [bat|sh] -get authn policy -t tenantName
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Windows sso-config.bat -set authn policy
-pwdAuthn true -t <tenant name>
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sso-config.sh -set_authn policy -pwdAuthn
true
-t <tenant name>
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shell
chsh -s "/bin/bash" root
csh -s "bin/appliance/sh" root
¢ WInSCP =+ -FAhet B 2l el & AL&-3ho] ¢l 541 % Platform Services
Controller?] /usr/lib/vmware-sso/vmware-sts/confol H-AFg o},
d Feg s b 2ol A A AgEA e s AR g
chsh -s "bin/appliancesh" root
2§ Bel$-A oA vSphere Web Client %= Platform Services Controllerel] @ 7 gh o},
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vSphere Web Client https://vc_hostname or IP/vsphere-client
Platform Services Controller https://psc_hostname or IP/psc
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Windows C:\Program Files\VMware\VCenter server\VMware Identity
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A3 /opt/vmware/bin

O_u
ol
o
)
[
o
o
of,
)
o
oo

ol

3
A
o

RSA SecurlD ¢l 55 At-&3l =5 A%
sso-config. [sh|bat] -t tenantName -set authn policy —securIDAuthn true

tenantName-<- vCenter Single Sign-On == gl ¢] o] o] v, 7] 3k vsphere.local$] H t}.
A" A o & oS s AR A E S AA S o g s Ao

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local

AAf Abo] Eof] 9l BIKIEZF RSA Aol EE Abgot e 5 S & A ol vhs w s Ao
sso-config.[sh|bat] -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-

sdConfFile Path]

o :

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec
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sso-config. [sh|bat] -set_rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size]
[-maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]
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sso-config.[sh|bat] -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
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sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName
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sso-config.sh -t tenantName -get rsa config

A
AgAL o) B3t g E QFol AEHA GES AR o] 3 RSA AF ol AFHES Ao Gk A
AR AL g ol B3k RSA 20 ® Raglalof Guleh AgA ol F3 ¢hs 2aele o] o] 4

3 AEA o] & ¥4 userIDRdomainName =+ userID@domain upn suffixs A& 3ot

VMware, Inc. 57



Platform Services Controller 32

2O i el
vSphere 6.0 &1l o] = 2%l &= 3Ael 2ol WU E EHT 5 %
AAAG AgeAA FEF AR 4 gev, AR} FAA Fe 2

= s

Mt

1 ) 2el$-A el 4 vSphere Web Client =+ Platform Services Controllerel ¢ 7 g o},
&4 A
vSphere Web Client https://vc_hostname or IP/vsphere-client
Platform Services Controller https://psc_hostname or IP/psc

vl 7=l 8l ol 4 Platform Services Controller =~ € ©] & &
vCenter Server &~ E o] & &= [P F49k A g e}

e

IP

e

2 administrator@vsphere.local ¥+ vCenter Single Sign-On 3] A} 5ol 43k o} 2 wln] o] AL-g-x}
o] &3 ¢t &5 A A g e

A A Al ep 2 el S A A gF 7 $-oll = administrator@mydomain- 2 2 191 g o},

3 Single Sign-On< Z &3l FAS 33 vh5 22 vy 8¢ &9 3 o

+4 4
ey AHg Bdare e 2ag i ASdES 440 o Helake T4
A erew 2ol s WA+ el o

A7} el el] Aol

zhe] &
v et skl gk glel “ﬂ*lxl%i 18 = Yl

-

>

2

ot

lo

v 01@

A= v o] Al &gl 2o @ 239 vl Bl AE =1 agree to the¥l YTl 7]
L HAE "Wl AaEF F713 4 9l th(dl: Terms and Conditions).

w| 2] 2] vl & F9 3wl A& AL Al FA] = = el A A (el okt Bl A BN o, w Al A = o
A Bl G4 AED AT DL el

vCenter Single Sign-On2 CHE MH|A XS XS] ID MBS AR A
(=3

o

vSphere Web Client+ Al # & 4= 9+ SAML 2.0 SP(41¥] 2= Al &-#1) & vCenter Single Sign-Onell =}
© 2 S5} vCenter Single Sign-On¢| SAML IDP(ID Al &-#}) & &5 sli= ID ¥ o &l o] Al of] Al =]
T U vE A2 A FAE FoLE A Sy o Aul s Al AE SAML2.0 ZREES FA S Tdle

3
=

-
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ok, sl o] A o] A Elw A v~ Al g A= vCenter Single Sign-Onell A el &&= )= AF-g&#fol]
Al AA 2 A S o] g o,

Z3L vCenter Single Sign-On- & SP2] IDP7} & 4 2154 tt.vCenter Single Sign-On-> t}& IDP
5 AbEeke SPY 4 gl o

T 55 SAML A H] 2 Al g Ak gho] B Al A g o] w] 7EAl AREAL, F D Al F A el E o] L= AREA
of Al | A~ gl g 4= 9l oh ¢l & £ o] vRealize Automation 7.0 ©] Akl 4= vCenter Single

© o o:l

= T

+ A2 A 13 vF. vCenter Single Sign-On % vRealize Automationell 4] =t & o] A

< AAT 4 Ut o] 2 A 314 vCenter Single Sign-Onell 4 = AF-&-#1 7} vRealize Automationell &
o ]

ID st @l o] Aol SAML 48] 2= Al 225 7131 a2l el SPsk IDP Abo]e] webd| o] ] & &l ele] & Abolel
e

vCenter Single Sign-On % vCenter Single Sign-Ons A48l A v & & 5ol 4 B3 2Hg] & 43 &

oF gk o},
1 IDP H[efdl o] B & s} 2 Bl o5 SPE 7hA v B
2 SPHElHIlE & W2 WA IDPE 7FA 51 o}

vCenter Single Sign-Onell Hl g vSphere Web Client ¢l €] 2] o] ~ & A}-&-3}o IDP UﬂF/}fﬂ o] B & W X o
3L SPoll A wlEld o] ] & 7} A & 4= 9l th. vRealize Automations SP&E AF-8-3F= 7 -, SP el H| ©]
H 2 7] 2 IDP EFd o] B 7}A 2 7)ol o gk ARA| g Wi g5 271l vRealize Automation 4 ¥ A&
x4 Al

A3 Au] 227k SAML 2.0 555 SEA Bkl Al Sl ehA] ekom F o] of Fol Al A e e

ID H|H2{|0]|4A40]] SAML MH|A MZAF 7

SAML A ¥] 2~ A F-AE vCenter Single Sign-Onell 5718k 3, @l & 4 v] ~ofl vCenter Single Sign-On-&
ID Al A= F7hg o, o] FA sl ol AFEAZE A v~ Al FALel] gl ebsl A w2 Al F-AL L
vCenter Single Sign-On< AF&3o] o AL A5 ¢l 53 of,

A 2F ALE

Ak A ] 27 SAML 2.0 555 S shAl Al 8 oF 3fwf SP sl Ebd] o] H ol sPsSODescriptor $-47}
olof oF g et

o Ebel] o] B 7} SAML 2.0 ®lelell o] B 27| mp& A 23] T8k A 5 7% mlEldl ol ¥ & 74A 7] Ao A
Al o & 4 gl o} ol & o] ADFS(Active Directory Federation Service) SAML A v] = A| 2-#} &
A& atE 7 ol et o] B & A el wlA A A ok ek o] vl EE 842 F A AT

fed:ApplicationServiceType

fed:SecurityTokenServiceType
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M=t

—

A a] 2 Al g Ake] el ebe o] Bl & 2Rl 2o ] o

2§ Bel$A A vSphere Web Client Z-= Platform Services Controllerel] @ 7 gh o},

&4 2
vSphere Web Client https://vc_hostname or IP/vsphere-client
Platform Services Controller https://psc_hostname or IP/psc

] 7wl ol 4 Platform Services Controller ZAE o] & =& |P F4+&
vCenter Server & 4~E o] & == |p F49F =3k o},

3 SP =lEldl ¢] Hl = vCenter Single Sign-On<- & 7FA -1 e},
a SAML Au|X A2} 8-S A& gk o)

b SAML Au|X AlF=}e] weldo]E] o Ak xlol A XML it A D & w0 Y7 9}d & 7hA 2= b
Heo 2 weld o] ¥ & 7AYo}

4 vCenter Single Sign-On IDP ®ElH] o] ] & W] 2 1] o},
a SAML A u|& AlF=Le] wetd|o]g] Bl ~E Ao A PR ES F 2

b st AAE A A

b

Y e,

5 SAML SP(el: VMware vRealize Automation 7.0)¢ll & 2.6l }o] SP &] 4 of w}2} vCenter Single
Sign-On ® e}t o] B & @l o} A v] 2~ A| F-Afol] F7F3h] of,

o ok Al o & dele| o] ] & 7FA & H vl gl ARA g Ul €2 vRealize Automation A A & A& S}

STS(Security Token Service)

vCenter Single Sign-On STS(Security Token Service)©= 2ot EZ5 w5 A5 2 7dAl sl &) A~

SRl

AgAE A 7% AA FEE STS QlE dle] o] Al Fele] SAML 2 d5 3 e 712 A4 59

AA
= AFEA ol wheh b e
vCenter Single Sign-On ID &0l A4 AF&3 4 9l &= AF&AF o]l 5 2 b

HE 2 Aol A AH&=t

FETD AFA
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STS+= 7|2 A4 F ol 71ababe] ALEAE <l 38haL A
STS+= STS A ™ <l 54 = SAML E5 A g o5& 5
o ol 5 4= VMCAE &3l A4 5 Yt vSphere Web Clientefl 4] 7] 2 STS 4

S ek 3] Ak Mol A A whel BE <l FAE Al of sh= 7 o] Lloll= STS AW QlF5 A& aLA| 5)
A mpAl Al &

AHEAE7E SAML B2 7HAl F SAML B2 7he gl thddt 2541 S Sall Ao HTTP 2.4 & o
2 At 953 FAAA v 2 Al F AR SAML E 2ol A a7 A BE A 5 9l ok

HOtEF MH|A QIS MEZ2 1F

vCenter Single Sign-On 4] ¥l ol = STS(Security Token Service)7} 235 1 v}, Security Token Service
LMot EES wbg A% gl AAEE 9 el a9 ) el E A7) ukg = Ay w7 5 A% vSphere Web

Clientell 41 7]& Security Token Service Sl 54 & 52 A2 14 4 957 o,
SAML EZ& 8 5317] 98l AR+ 7] A4 59 & STS(Secure Token Server)ell Al & o}, 7] &
AA Frd e AREA T ol whel ohF o
E£5F4 AH8-=}
frae ol 54
7| et A-&-2}
vCenter Single Sign-On ID &2~of| 4] AF-&8 4= Q= AF$AF o] & 2 9l &

STS® 712 A4 39S Agatel A4AE AF e AEA S4 o] £FH SAML E2¢ T4k
STS A=t STS A1 Al 5A1 2 SAML B2 A9 @ o 222 4 %
STS A% 91 %A+ VMCA S Eo] A4},

AR 7 SAML E 2% 7HAl & SAML E 28 7H5ak thek gl 225 Eal] A& Ao HTTP &4 o] 94
2 A =g AR v = A AR SAML E 2ol A ald ARE A gl e

84} A Aol A SFa AV w2 E %A F gele] Edlel i 4 S 7] E STS A% <l %A vSphere Web

Eat
H

x
;

Clients A& 4= 2l

It Al=wl e gt & mA kA wpA Al 2 AT A5 He A ekr] o H - el 7] A e S A

F3 g F5AE nA & g =5 thA] A #Fsle] ySphere Web Client A1 8] 2 ¢} STS 48] 28 2% o}

Java 7| A 4ol 73k ol 54 & Platform Services Controllerol Al 27 9] 2 ~e o] A e 2 B-ALgh]

Platform Services Controller %3]

certificate location/keys/root-trust.jks For example: /keys/root-trust.jks
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o

/root/newsts/keys/root-trust.jks
Windows A 3]

certificate location\root-trust.jks

o

C:\Program Files\VMware\vCenter Server\jre\bin\root-trust.jks
HAt

1 administrator@vsphere.local &+ vCenter Single Sign-On 2] A} A3 74l o} & AL-g-A 2
vSphere Web Clientell .91 o},

7|4 2 & vCenter Single Sign-On 2] Ak A gke] 9l += AH-&#F= =7 vCenter Single Sign-On =
# ¢l ¢l vsphere.local®] 2] AF L5l 255 o,

2 A UIE o] 538 o
a ool FeE Ao,
== 3 o,

3 AEA B e ohe STS AW o] 2 Aeeln sTS A AFA F7} cle] £ Z2 3] o,

b Single Sign-Onoll 4 F+4 &

5 &g T

6 Platform Services Controller ==& t}4] A #t&lo] STS A ] ~ 9} ySphere Web Clients -+ 4]

A3t

oHA A1 ek AR Qo] AR AE A ghen] whmA] ohA) A e of g
&0l M STS ME QI M M4

vCenter Single Sign-On STS(Security Token Service) A ™ ¢l 54 = W4 VMware ¢l 54 o] =& 2] A}
ol A - el F5A ] mAl 5 &3+ 757} obv] ebd aA A mpA] Al 2, 7] STS A9 el 54 & mAls
ol Al ol 5 A E AL Java 7] A F Aol Fohal oF g}, o] A Ao A= s e £ AA] s 9 -

Platform Services Controller %#| of] tl &l 4= s}+= whA| & A v g o}

-

o] AlFA =10 7F FEdH O F5 it dhe A4 7F okt 3 Abe] mel F A oA S

A% ol 9ol o] dBAE mA A BAA L

o=
e

B

Ol
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Platform Services Controller Windows 4 A& 4 & s} & 7] §-oll = vCenter Windows 4 | ol 4] A] STS
A ol oA A W& AEsA A S

it

A 248 A Ee] & A et ez o] AL el

—
=
|£4
ol
2
i
o

mkdir newsts

cd newsts

pwd

#resulting output: /root/newst

2 certool.cfqg 34 & Al P E o HAFZ o}

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts

3 certool.cfg ¥ AES& o3 27 Platform Services Controller [P F49F 3 A€ o] 25 2183}
=5 HJA g e

bl B4 ol ohe] o Aol e} gl vl 27 o] of 3 e

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chenf@exampleinc.com

Hostname = homecenter.exampleinc.local
4 g AT

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey --privkey=/root/newsts/
sts.key —--pubkey=/root/newsts/sts.pub

5 asAE AT

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/root/

newsts/sts.key --config=/root/newsts/certool.cfg

6 <5 AEPKI2 YA HEg

ol

openssl pkcsl2 -export -in /root/newsts/newsts.cer -inkey /root/newsts/sts.key
-certfile /var/lib/vmware/vmca/root.cer -name "newstssigning" -passout pass:testpassword

-out newsts.pl2
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7 S AE JKS(Java 7] A Aa)ell kg o

/usr/java/jre-vmware/bin/keytool -v -importkeystore -srckeystore newsts.pl2 -srcstoretype
pkcsl2 -srcstorepass testpassword -srcalias newstssigning -destkeystore root-trust.jks

—-deststoretype JKS -deststorepass testpassword -destkeypass testpassword

/usr/java/jre-vmware/bin/keytool -v -importcert -keystore root-trust.jks -deststoretype
JKS -storepass testpassword -keypass testpassword -file /var/lib/vmware/vmca/root.cer

-alias root-ca

+

AbE 7he8l B8 98 H5ol keytool -helpe AHE &1
8 wAAIZ} ZAH W e & ] ete] 7] A ALl Al FAE FEg ok
Ctof s =2y

oAl A Al EAE A= ek Bl B Afu] s gl S A A2 Al o] S5 AEFA AL

vCenter Windows A x[0{|AM A STS HE QS A MA

o
vCenter Single Sign-On STS(Security Token Service) A% 2l 54 += W VMware ¢l 54 o] 22 3] A}
o A} - el 5 A o] Al E &3k 757k ob 2bil mA Sl A] whAl Al &, 71 STS A H <l 541 & oA 8f
ool wA A Ql5 A E A B Java 7] Al kel Fobel oF @ ek o] A A= Windows A A el 4] -3
o oA & A g o

B3 o] AFAL 109 FEeH ¥ F e St AFA} bl T B ALY Bl A A4 &F

7P AAE AR 9l A Al A STS A ™ <l 54 A4 55 A4l 2.
it
1 AdsAEAZE g e & A4 T

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts

cd newsts
2 certool.cfg ¥t AFEE ubEol A A A E o 5o
copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg"

3 certool.cfg 3 AHEE 93, =7 Platform Services Controller I[P 49} $2E o] 55 2183}

P EEREY

Tohe B4 Algkelw axf el of Pk g AFL o] 1§42 W F )

o=
il

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters

VMware, Inc. 64



Platform Services Controller 32

Country = US

Name = STS

Organization = ExamplelInc
OrgUnit = ExampleInc Dev
State = Indiana

Locality = Indianapolis
IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

4 7= AL

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --server localhost --genkey --
privkey=sts.key --pubkey=sts.pub
5 <5AE 44T,

o H

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --gencert --cert=newsts.cer --

privkey=sts.key --config=certool.cfg

6 <lSAHEPKI2FA 0w HEgh e},

ol

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export —-in newsts.cer
-inkey sts.key -certfile C:\ProgramData\VMware\vCenterServer\data\vmca\root.cer -name

"newstssigning" -passout pass:changeme -out newsts.pl2
7 <l5AE JKSJava 7] AxFa)el F71g of.

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importkeystore
-srckeystore newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias

newstssigning -destkeystore root-trust.jks -deststoretype JKS -deststorepass testpassword
—-destkeypass testpassword

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v -importcert -keystore root-
trust.jks -deststoretype JKS -storepass testpassword -keypass testpassword -file

C:\ProgramData\VMware\vCenterServer\data\vmca\root.cer -alias root-ca

xtod

Ct2of = S

0
e

ol Al A} <l

ufr
N
2L
il
4
3o
o>
AW

= |
LDAP ID &5 A ¥ 33 LDAPSE At&3l7]| 2 AA & 7% LD
e sk SSLelFA = -
W utg A o] Aol QlF5AE mA ALY AT S dHY
Active Directory LDAP A1 4= OpenLDAP A ¥ & A}-&-&FaL A v o] o8l 1daps:// URLS A4 d+=
7ol ol 5 A nhe AR A [(ID 424 A ARE] §e b2 189 ID £ B 1dap://
e Gl Al v]o] 5ok
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M=t

1 4 Be}$A el 4 vSphere Web Client ®+= Platform Services Controllerel] <17 g1 o},

4 A
vSphere Web Client https://vc_hostname or IP/vsphere-client
Platform Services Controller https://psc_hostname or IP/psc

] 7wl Z ol A Platform Services Controller &4 E o] & ®& |P F4
vCenter Server &~ E o] & E=+ [P F4 9} 5 o

rr

2 administrator@vsphere.local &+ vCenter Single Sign-On 2] Ak 5ol 48k o} & =l v o] AL-g-x#}
o] £33 5 A A g}

AA A g =gl s Al

o,

&k 73 $-oll = administrator@ mydomaine- = 2 161 g o},

3 vCenter Single Sign-On 74 Ul& ¢] &g}

4 47

vSphere Web Client a Zuiroll A FE)E A€y

24}

2 o},
b Single Sign-Onell A A% F2 g}

Platform Services Controller Single Sign-On& £ 9 sl FAAL 2 v},

vCenter Single Sign-On & ZtZ|

vCenter Single Sign-On &5 &= T Z]

vCenter Single Sign-On ¢+ A A& vCenter Single Sign-On AF&-#F ¢}3 ] 3 4] 2 ul g 5 A o] g
o}, ¢k 3 A AL vCenter Single Sign-On == ¢l (vsphere.local)&] AF-&xfol Al ul A g5 1] o},

7|24 © & vCenter Single Sign-On ¢F% = 904 Fof ut& % 1 th vSphere Web Client+ ¢F% 7} ut&
He g wlg] oy Fuch

vCenter Single Sign-On ¢t= W7 ¢ W&

njo
pad
by
oli
ol
g
>
fo
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M=t

e,
[z
A
o

A ol 4] vSphere Web Client &= Platform Services Controllerel] @1 7 gh] o},

4 A
vSphere Web Client https://vc_hostname or IP/vsphere-client
Platform Services Controller https://psc_hostname or IP/psc

ul 7wl Z ol 4 Platform Services Controller £ o] & =& |P F4+
vCenter Server &4 E o] & = |P F48F & o},

2 administrator@vsphere.local &+ vCenter Single Sign-On 2] Ak 5ol 48k o} & =l v o] AL-g-x#}
o] £33 5 A A g}
AR Al vp & = ¢l S A A g 7 ol = administrator@mydomain®- & 2 191 v o},

3 vCenter Single Sign-On 74 Ul& ¢] &g}

<4 A
vSphere Web Client a ErllarelA el s Ao

b Single Sign-Onell A FA-& £ gk
Platform Services Controller Single Sign-On< Z 8 et FA-& 8 v

&4 v

A 5 A Ar e e

A & AgA Mok D WA s} fEd Al A4 9H R+ Y A0
%) = 9999999999 ¢l LIt} 0 FEe @&k uhEH A Gheg o wl g ek,

AAHg A Abed 5 gl oA e £ o Sol 62 YHeHE AS LA} v}
At 67l s AAEE 4 9l

2o Aol ol 845 Ao £ 4o

Hz Ao Gaol £FEE Hs EA S Ha Dol JEA £A R B4 BA A
o) 24+ & A FEa ok Gt
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A A 48 Ak A 538 AL £FA 59 Gaeh 2A gobok G

vSphere 6.0 o] Akell A = ol Z ol 4] ASCII7} oFHl = AFE ]9l gk o} vCenter
Single Sign-On ] A v Aol A = & 8] 5] = & A}ol df g ] gko 1 S ek

O

ool o §5E AP FL FAL Ao £k A F ER 1L Y
$wordsh & ez} 6§57 el

577 0} A of il eh,

2t pa@$

e
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&
oft
ue
Mo
2L
>

vCenter Single Sign-On &2 &= HZ

vCenter Single Sign-On &=
vCenter Single Sign-On Al A o] &7 &= A A & #| A

A AL 2S5 FE 2 vsphere.localell 2 ralsbe]an of 2] W A= ebw ol F AFEAF AV L A S
AA S % ol el As Ao A 2ol A= SlFE AR s Al Afole] A7 A S AT 5 95

A 43
Uk, =gt Al o] Algow A Al E sl kA o] A A7k AR S = ol

3 A3 A AL administrator@vsphere.local ¥ -2 A] 28] Al A o] ofyd AR} Al A of vk A &5 1]
.
Mt
1 4 Be}$A el 4 vSphere Web Client ®+ Platform Services Controllerel] <17 g1 o}
+4 A
vSphere Web Client https://vc_hostname or IP/vsphere-client
Platform Services Controller https://psc_hostname or IP/psc

] 74l vl Zof| 4 Platform Services Controller ZAE o] & & |P 4+
vCenter Server £2E o] & ®=&= IP 4 9F 5 A3 e

2 administrator@vsphere.local ¥+ vCenter Single Sign-On 3] #} 5ol 43k o} 2 wln] o] ALg-#}
o] &3 ¢t E & A A g el

AA A g =gl s Al

o,

gk 73 F-ofl == administrator@mydomain- = = 1.8 1] o},
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3 vCenter Single Sign-On 74 UI& ¢| &gt}

4 A
vSphere Web Client a ErlarelA el s A gy
b Single Sign-One¢l A F+A % &

Platform Services Controller Single Sign-On< & ¢l A& F2 g o

&4 A

2] e AR A w AE A A

SEREEEETREEE AR el AR AR o &H e Ae) 28l A= A A4
EEREEPECE Aae 2Rl Aeo] Sle) Ao w8l A Eb dale ok sl 712kgl v o,

2 A A7 Aol A7 A Z fAE e AUtk 0% dE ek Ael AL A A G L A

o i=4
A o 7 A 3 A& oF g o,
7 E& ZFE g

vCenter Single Sign-On E2 & T Z

vCenter Single Sign-On = A A& 28 3] & oA 4 Al 9} A2 EZ A4S AAF Y &
Ao] glabe] Bl FFol HEE EZ AAE AR D F s

Mzt

S 2 2}$-A ol 4] vSphere Web Client =+ Platform Services Controllerel ¢ 7 g o},

—

=4 A

vSphere Web Client

Platform Services Controller

https://vc_hostname or IP/vsphere-client

https://psc_hostname or IP/psc

=2

W) 751wl Z ol 4] Platform Services Controller -~ E o] & =
vCenter Server &~ E o] & E+ [P Fa b 5o

e

IP

e

2 administrator@vsphere.local ¥+ vCenter Single Sign-On 3] A} 5ol 43k o} 2 uln] o] ALg-#}

ol F3 ¢t & A

AA A B2 Erlele A

R

o,
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T4 = CSR(AIFA A9 £A)ys AT sy A== & S5 2A ZRAAE 5

A A5 E AHEE F dmrTh
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Al A ul 2 7F ARE- g et 7% Al Elafe} ohE A 31*544 Hol B-AlE 93 Al ~ul SSL el S5 A 7 Q)
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3 E£544
o -t o] 8] Aboll A = 9 Frofl A A &
Certificate Manager+ &40 A&7}
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vSphere Certificate ManagerE AF235104 QIS M ME 2 MEAER X|1H QIS M)

vSphere Certificate Manager& AF-&-38lo, qll B] Zefo] = CAo A AL&8FA v o F- Q1 5 7] kel A
= CSR(AIEA A% 2A)= AT o sy eh A== o lsA4 oA =242
AbEE sy e

chg 3t el WA Fo A AAFA BelA EFE AL 5 9

M

e},
Windows

C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux

/usr/lib/vmware-vmca/bin/certificate-manager

AT F At

vSphere Certificate Manager+ AF-&#Fol Al A B 5 F5u ok 2+ A= ek g7 2 AF8AL7) A &)

& el 5Ae faol web g

s  CSR< A4 él+= 7 % administrator@vsphere.local AF-&#12] o} 1} o1 2 5] o] 9l = vCenter Single
Sign-On zu|o] Ak 9k B B o)

¢ Platform Services Controller7} 9l Sk7 ol 4] CSRS A A &
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m A AE SSL ol 5 Aol Hlg CSRE A A3+ 7§ certool.cfg Aol A A= &= 9l 54
T Y

oh ol el Ao A AR ghe Setal A Aol e ATE S A%
2
-

1 AREAF 27 o) 7F Al ~El o] 4] vSphere Certificate Manager A 2Hal i 4 15 Al &) g o},

2 H A x| 7} 3415 9k 3 2 Platform Services Controller IP 4 =+ 34~ E o] 25 A 33k o},

I

3 §41% A3l CSRE A4 HT AL AFen AFA Bl AF F LG

of dF2, e & Algel ok Fth IS4 el AF Rl 154 H 7] 9t

4 =3 R EFAAEA ASAE A G ASA B AE A A A

7 %412 Al CSRE A H D ARl Beeln A5 A 2]
A meAlse] QY2 e Ee] S A Telof ik A5 B AL A Eelo] Q54 2 7] 5
2 WA 3 o

Z+7k 9] Platform Services Controller =0l A ¢l 54 k] A7} gk 7] 9] ¢l 54 2} 7] 25 A A g
o}, 77k el vCenter Server kol A ¢l 54 ] A7F vl A g ol FAf 9 7] S A AT g o

AAEISSL QIBME AR X|H QIS ME 1A

~EHl SS| elH A= v e == Platform Services Controller 2 W75 ul] ol #4] o vl8F = = 1] 4
A 2 Al 2~ ®luloh of 2 A u] s~ obo] Wol BA-S 9] 8F A A~H] SSL el S5 4] 7F 9lo] oF g
oh 2t 2= ol F A E A A A A A FAE Al g 4 9l o

Al zek7] Aol A-gAl g7 2] 72 Al 2wl ol vl gk CSR] g o} vSphere Certificate Manager & A&
AV A A o7 CSRE AT 5 gl Tt

1 vSphere Certificate Manager& AF-&3Fo] CSRS A1 4 821 w1 vSphere Certificate Manager< A
sted ol 54 A A AAAHEA A A
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s X509 WA 3
= SubjectAltNamee°l == DNS Name=<machine_FQDN>¢] % g} x] o] o} ghu] o},
o 2 ) ARG o] ZibE o Yl HAR A, 7] ks s}
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VMware 7% A& 4] 2112014, Microsoft Certificate Authority©ll 4 vSphere ¢l 54 714 2.7 & A=
SlA] A 2

Mzt
1 vSphere Certificate Manager& A #FslaL g4 15 Al €] g o},
2 SA2E At QlF5A wAlF Al A ZEZ e S

U
vSphere Certificate Manager+= A& 7ol Al 5 A X5 =54

= administrator@vsphere.local®] =

[ ]
e

G 3F Al =] SSL AFEAF A A 9l A (Lert IFY)

B3 A28 SSLARE A A1 A 71( key He)

o

m AREA A A Al SSL IS A ol Wl gk a4 IS A (Lert 9HY)

24 NEX OSHE ABX KT QBMZ TA

o] sl Aboll A = 9] Foll A A Al 28 4 Q)= Au] o] ol S ut wA sl & o vf sl A uk Certificate
Manager+ & 54 AF4AF Q1 545 Al el 7| 55 A oh, 54 AFEAE Au] 2o 2g(d:
vSphere Web Cliente} o174 5 =& A u]~)g] v oh, of 5 == vl o A = Platform Services Controller
off & Ala®l £F4 AFEA Al FA Y 7 e 2o ol EFA AAEA AA A S mA g o
E5FA AR S AE Al Fetete wl A A 7 A = AL CAL] AR A 5 A Al els Al ek

CA intermediate certificates
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AMNH 2T A
Al 7Fel 7] Aol AbEAF 87 o 7F Al ~Elof] tf gk CSRe] 2 2 3 vF. vSphere Certificate Manager A&
AU A o7 CSRE AT 4 gl

1 vSphere Certificate Manager& A}-&3Fo] CSRS Al 4 sl# w1 vSphere Certificate Manager< A
sted ol 5 A A oA A AHEA A A <l

2 B EEolE Zelo] = CAollM 7 2 E o) 541 A
Certificate Manager= AF-&38lo] CSR& A A 3l A vt

£ 5 oF et

7] 27]: 20484 E o] A(PEM <l ZH)

= CRT ¥4

= x509 ¥4 3

m  SubjectAltNameecll+= DNS Name=<machine_FQDN>¢] ¥ &} 5| of of g1 o},

tEFA AFEA S A Pk subject7F A1 & kol o ol & Fo] EFA AREAL o] F(ell:

vpxd) B+ thE 23 IDE E el S el Al S

 oh It A2 7] AbEol ks o] Sl HAE AW, 7] hE st

VMware 7% #F& 4] 2112014, Microsoft Certificate Authorityell 4 vSphere 8154 71 A 2.7 & A%
A Al &
Mzt
1 vSphere Certificate Managers A1 %kl -4 55 A€ g of
2 FA2& AYete] )lSA A F Al AL ZEZ B e
vSphere Certificate Manager+ AF-&#boll Al o5 A B & E5 o}

m administrator@vsphere.local®] ¢+ &

s AR EFA LA AFA 2 .

m  Platform Services Controller = =¢]| 4] vSphere Certificate Managers A & s+ 7 - A] =~ €]
LA AFEALY] ol A 9 Il (vpxd. crt 2 vpxd. key)E S A sk # A A 7} LFEF ] o

s AP == w5 Ay v Zol 4 vSphere Certificate Managers A @& 7 f-ol= & &
AbgALe] AA el 5 A 2 Il (vpxd.crt B vpxd. key) A @w S A k= WA A 7} vERE Y
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vSphere 5.x 37 ol A ¢l 2| o] =3}+= 7 -%- vmdir Hell 4 vCenter Single Sign-On ¢l %54 & 4| &l oF
& dsFunh £ 2e 7ol VMware H A E 2] Au] s el E A aA o g AFxEA A L

OIF QIZAME ChAl HIAlstod ZiFlof £33t ated Bl 27|

vSphere Certificate Managers AF-&-cte] ol 54 Be] 2l & & vl = ol S A4 7F oA = 7] A
o141 2Hel 7k VECS 9] BACKUP_STORE®! A A5 e, A Aol = gk 24l & =224 oA e = =

obzk & gk,

i

3 =& 7] 242 dA] BACKUP_STORE®! Sl &85 St F o] & of& gAlo R
vSphere Certificate Managers A & gt th& = =2 7| & s ek, »pA = 2hdut = =2 7] § v o},
2E USM MMEY

7] vCenter 8l 54 255 VMCACA M3l ol 5- 2 mAlstedsd ne adsA A4d FA5 A3
Yo},

o] A& b3t @Al VECSO v BE AFEA A A el 5 A& dol s e

m  Platform Services Controller X==°l 4] vSphere Certificate Manager= +E 2l 541 & t}A] Al 4] &}
A ~H SSL 9l S A E A8l EFA AFEA S AE AT F s e

s 2| = =04 vSphere Certificate Manager+ Al &8l SSL ol 54 2 & 54 AFEA 54 &

m A= v E ol A vSphere Certificate Manager+= 25 ¢l 5415 A < 4 Q57 o},

@A == A= A ek rAdel whek FekA v e

A5 5w Af, ol & 5ol &
Certificate Manager & 2] €]

}/\—E_qdr

T odS5A wAle 5 FRolA = e AulAE TR obg ol 54| el Z et s ] sl A ] antk A A

&l oF gk, e wjul el Al FAEH ohf-Eld & H 48 E 4 95 o

A5 A mA ZEA A X2 Mu| AT FA st Al =] oF g o}

m 37 ol 4 W A3 Platform Services Controllers Ab-&3l+= 7§ ©] 4ol vhel 9l A A 28 A
vl A5 A AERaL A g o

m 7oA 2 ¥ Platform Services Controller& A3l 7 % vCenter Server == 4 VMware
Directory Service(vmdird) ¥ VMware Certificate Authority(vmcad)E % A efaL Al =gk 2 8 7} ¢l
< b, o] 2] 3 A v] 2% Platform Services Controlleroll 4] A 3 5 1] o},
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4 =3 wx 7oA VMware H & E 2] Au] s ol 54| A
¢l el o] = =% k7 o] vCenter Single Sign-On ¥ Al 5.59} vCenter Single Sign-On tﬂ A 6.x 5
T A = 23E 4= 9l el o] 8 7% vCenter Single Sign-On A B] 271 A g Fo] o

MVMCA ME RE Q15 M 44

certool CLI = vSphere Certificate Manager -+ & 2| €] & A}-&3lo] VMCA A v 5l el 545 Al & A
A & ymdirell A1 A] g o,

t}% == wl X ol 4] &= Platform Services Controlleroll A F+E ¢l 54 A A wled & Al g g o},

2!

3
1A A A AFA 2 A A E A4

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config

<config file>

2 VEFERISAHE A ASAE AT

i

certool --rootca --cert <cert file path> --privkey <key file path>

W e %A% A4 shed vmdirel % 7sha VECSe F713i o
3 mEAuAE FANLAFA Y, A% D ARL A e AulaE AR

A v] A o] 52 Windows$} vCenter Server Applianceel 4 A & o} o},

3 kAol A ¢ Platform Services Controllers AH-&3}+& 71 -$- vCenter Server = E o 4]
VMware Directory Service(vmdird) % VMware Certificate Authority(vmcad)E % #| g} A] =+ &
2 9 7} ¢l o}, Platform Services Controllerell 4] o] 2] & 41 u] A~ 7} Al g & o},

Windows

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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4 (AE AEH A FE QIS A E vmdirel Al A] g e

dir-cli trustedcert publish --cert newRoot.crt

e vmdire BE QlaElaE 4 gulo Gtk gas A e o 4 o

ol
>
i
o=t
i
kr

Ol Al: A VMCA AME FE QIS M MM
o dlof A= dA FE CAARE Falsla FE odFTAE thA] A el= AA wbAE 2o S5

T (AE A VMCA FE QIS4 & v ste] olg A Aol gl=A] gal g,

m  Platform Services Controller := = == ¥ 3k A A o] 7] 5
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca
B = S A
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --getrootca --server=<psc-

ip-or-fgdn>

42 g3t w23
output:
Certificate:

Data:
Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

oli

2  (A¥ A3 VECS TRUSTED_ROOTS A A4 & 144

B 3L gk o,

Far ol 7] 9] ol H A Al a5 154 2 E3 3
VECS7} vmdirg 3 st =2 o] 1 22 Platform Services Controller 2= =8} #+2] == W Fof 4] =
&y o

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list --store TRUSTED_ ROOTS
-—text

FE AFAC} b g b RE A 28 e e £ e

Number of entries in store : 1

Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert

Certificate:
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Data:
Version: 3 (0x2)
Serial Number:
cf:2d:££:49:88:50:e5:af

3 Al VMCA FE IS5 A5 AA e 932 ¢l5 45 VECS 2 vmdir(VMware Directory Service)
2] TRUSTED_ROOQOTS A #h4ofl F7} g o},

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca --config="C:\Program

Files\VMware\vCenter Server\vmcad\certool.cfg"

(s
D,

Windowsell A= H & o] 7|2 certool.cfg L& AFE3l2 2 ——config

VMCA MEBEE QIS MHEZ A|AHE! SSL QI A A

gk ol = $H7 o] ' A2R SSL A E AT 4 s
} &
[€]

o

Al VMCA 4w FE ol 545 A
7t Al 2~ Elape) of & A u] o] Hool
A 7 oA Al ~' SSL 9l &
Platform Services Controller7} 2 3+% vCenter Serverell 4 Platform Services Controller% 712 7 4

(3

AlE g A28 SSL /IS A 7F slol oF it b = wf o]

ju}

B el SRS o154 Avt 8 AR S AR ete AulaE A AT Sl E ek o

1 A A7 83 A Al =Fel B8l certool.cfg A& dFtE a5 o

th5 Y Aol A certool.cfg® Be F U5 h

A A w el & Al of gl ——server W7 5 AFEElo] 9]

<4 AA =
Windows C:\Program Files\VMware\vCenter Server\vmcad
Linux /usr/lib/vmware-vmca/share/config/

2 @l A"l e FDAN& E3Fets 5 2F A28 9 AbgAk Al A 74 21 & A o

njo
15
ne
o,

Al o] IP Faell el NSLookups A @ eko] o] 59 DNS 555 &ldtaL o] o] &

Hostname 2 =of AF-&-3H o},

3 3 5 =] 5 5 ° =
3 FA/A 7] 9kl A3k 7 shlel @ A E A= A ARl AL AH G T4 sk L Apgel
of A=Hghot,
o
certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --
config machinel.cfg
131
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oli

>
i

2R ZA sk el

A B] 4 o] &2 Windows$t vCenter Server Applianceel 4] 4] & ¢}
g7 o) A 24 Platform Services Controller& AF-&3l+ 7

VMware Directory Service(vmdird) 2 VMware Certificate Authority(vmcad)E % #| 3} aL
ol 23k A{u] 27k At

i

=
—_

1A
2 g 7} ¢l5r Y o}, Platform Services Controllerel 4

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

NE G

vCenter Server Appliance
o}, w1 A

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
1548 F kg o,
9 Bl 27 <l
MACHINE CERT
MACHINE CERT --cert machinel.cert

5 VECSl A ¢

B AlHE SSLe

& AA G g Al RS 2o
vecs-cli entry delete --store MACHINE SSL CERT --alias
vecs-cli entry create --store MACHINE SSL CERT --alias

--key machinel.priv
6 T ARl AaE o] A AR
service-control --start --all
RQIBEME VMCA ME QIEME WA
st 5 wbE 3 o] & dA HEl Ee]o] ssl-config.cfg® A7¢g o

Ol AlAE
SSL sl Al el d gt +

1
Country = US
Name = vmca-<PSC-FQDN-example>
Organization = <my company>
<my company Engineering>

132

OrgUnit =

State = <my_state>
Locality = <mytown>
Hostname = <FQDN>
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ju}

Al2~8l SSL el Afell gl 7] 45 AA T e}, o] W

< 7+ %] == = platform Services
Controller l==of| A A&t ——server w4 L& 97

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv
--pubkey=ssl-key.pub

ssl-key.priv ¥ ssl-key.pub Zt o] @] & E 2ol A ]}

A A28 SSL B A5 AT o] %A VMCA®] <l dl 495 vtk VMCA £E 5 A%
AR AR AFAE A AS VMCATE AA A LS Agehe] mE QI FA el A4 G e

m  Platform Services Controller == ® &= ¥ 35 A A o] 79
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg
m vCenter Server?] 73 -5-(2] 4 A A):

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-

ssl.crt --privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fgdn>

new-vmca-ssl.crt It o] A o 2 E 2]l A F o}

(A E A+ VECS®] g5 v gt
"C:\Program Files\VMware\vCenter Server\vmafdd\" vecs-cli store list

m Platform Services Controllere] A= =3

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

s vCenter Servere] A= &9

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sSms
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5 VECS9 A &8 SSL el 545 Al & A28 SSL el 5 A& wAl g oh ——-store ¥ —-alias #b2
712 ol g2 A gt Al A 8l oF g o}

m  Platform Services Controllerell A & = & & A 8 sl MACHINE_SSL_CERT A &4 2] Al
Bl SSL ¢l 5415 ¢l ol o] =gk o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_SSIL_CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

o 23] 2= oms g e Fol A= oh gE S A3 ste] MACHINE_SSL_CERT A #H49] A
2H SSLAlSA = o] Edh vk FQDNel A2 th2 22 7F Al A8 S ol 545 Ao 2 o
= il oF %

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSI, CERT --alias _ MACHINE_CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSIL CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

ESXi Z~E 9] ol 54 & wA e 5 9l et "vSphere X.ot" AL 5.5 A E A A] &,
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(A,
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o %3] VMware & £ 74 A8 154 F mASA 9k Al <8 SSL A F A A A4 2%
A= A e ol @ aholae] = Al A gae) vk W 8T Age FE g o
s QAEAE ZEA Aol gt A A A, AL A QB A e

7k 32| == 3 7} Platform Services Controller == ol A Al & 54 ALEAF ol 54 & oA g o},
ohE E5A4 AP A el 5 A = 7 ] = el A ak aA| g o, €] ¥ Platform Services Controllers A48
e A oA HE S AP ul= ——server W7 M5 AFE-35lo] Platform Services Controller
= 7kl Ay e

F3 vt o xeo] F54 ALEA QI SAE a7
L5 AR Ve, s s 22 Bl IDE Ao # " ymafd-cli get-machine-id
--server-name localhost® AU A L. 2 E£F4A ALEA o] Foll Al ~E D7} E3hE] o] 9571

e},

$dir-cli listd EHolEnE = v E
D
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1 certool.cfg AHE& st k& of 5 o] &, IP =4, DNS o] &, o|d Y =5 x| Al spd o] o] &
+ W7 kel sol usr.cfg).

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 74 EF4 AER o 5% B,

AFAE A wf kb

e
O
ffrt
>
ol
sk
-
32,
)y
A
v
o,
1
ek
i
1
o
v
djo
43
i
o
—»
pos
o)
A
v

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96¢c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96¢c2-020011¢c98db3

o 2 w2 EFA4 ALEA A FAE DT A dir-cli 9 FHoll= R E 2 BE EF
A AR 2o 2 S B o] B A48 IDE A2 # W ymafd-cli get-machine-id
--server-name localhost® A @A A 2. 7 EF4 AFEA}L o] Boll A2 ID7F 23h5] o] Q45

Y e,
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oli

A A, At d AdE Al ske Aul s A A

A vl

A B] A o] &2 Windows$} vCenter Server Applianceel 4] A & o} o},

>
i

F Al aka <l

i
o|X

4 =

31 g7l A 9 ¥ platform Services Controllers AH-&3l+= 7 §- vCenter Server = =0l 4]
VMware Directory Service(vmdird) % VMware Certificate Authority(vmcad)E % #| s} A] =+ &
2 ¢ 7} ¢l ef. Platform Services Controllerel 4 o] 2] gk ] 8] =7} Al g 5] o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 7t &4 AgAkel de] vmdir 2 VECSHI A Aell 2 71 E Q54 % ma g o

Wl ol Fuoh

fr

ot ol = vpxd Al 2ol gk ol 5 A S LA st

dir-cli service update --name <vpxd-xxXxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

3 vmdirell A ol 5415 wAelA] geow £ 4 AL-EA7) vCenter Single Sign-Onell 9153 4
=

—

6 & AulaE b AAg

service-control --start --all

ol All: VMCA MAE &2 M AI2KF QIS M Al

1 A EFA AEAl Ag Fo/0el 7] 4 A g e of 7] el = A Platform Services Controller 2}
7hde] s Al vl EFA AREARE A 7 e s o] 7 FoF & A AREAR(vpxd, vpxd-
extension, vsphere-webclient)# #-o] a5 o}

a wAE v xo] Al Av E54 AF-E-AF == Platform Services Controllere] A A8l &5 4 A=}
= 93k 7] A A
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
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b (A¥ AFgh) 2 ¥ Platform Services Controller7} L& v 2] 7 9 7+ 2] s ol 4] A| ~E] &5+
A AEAE 13 7] e A e

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

c A 32 =ollA vpxd EFA AREAE S8 7] A A R e
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

o

d 7 3] k= A vpxd-extension &4 AFEALE 98 7] S A A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub
e 7} 32| o)A vsphere-webclient 54 AF-8-AE ¢k 7] 45 A A g o},

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub

2 7} Platform Services Controller & 7t 3tg] k== o] A A8 E54 AF-gA 28] a 7- 3

/)
A ol 7t &4 AF-g¢-AH(vpxd, vpxd-extension, vsphere-webclient)OJl ol Al VMCA
A H E54 AR 545 A g

o Fot

1

B3 ——Name Wl WAL Lfal ok Frlvh £FA AEA AL o] 8L Feheknl 2 A5 7} of
&S g NG H e A AT S Qe ol ol Aol A=

vpxd-extension - ¢ &°] a1},

a Platform Services Controller ==l A t}5 W35 A gelo] o} 2o A8l £54 ALEA}
of gk &4 ALgAF ol 5 AH 5 A A o,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine

b 7k 3e] mEol A Aswl £FA AEAE AFAE AL e
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>

c A e oA vpxd EFA AFEARE S AE A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>
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of¥

d 7 #e] =4 vpxd-extensions &4 AFEARE ol 5 A E A A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-
or-fagdn>

e o5 HE S Agele] 72 2] =0l A vsphere-webclient £F4 AF&AE ol S5 A4 5 A g

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fgdn>
3 VECSH &F7A A7 A5 A& A 574 AREAE Al S A = aA g ek
F3 --store ¥ —-alias "I/ W= Aulee] 7] o] S5} A gebAl @A & of g o

a Platform Services Controller ==l A th5 ® 3 & A g eto] A~ S5 ALEA I 5A4 5 2
Al g .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine.crt --key machine-key.priv
P =
b 72 #he] mEelA] Al R4 AL S5 E Al g o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

c 7@ mselld vpxd EFA AHEA ASAE wA G e

ol

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv
d 7 e == A vpxd-extension EFA41 AFEAF €l H 45 aA| g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-

key.priv
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e 7 3] o)A vsphere-webclient =54 AL-&#F 9l 54 & A g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 VMware H & E 2] Au]awvmdine Al £54 AFEA ol 54 2 ¢fdl o] ¢ v}, vCenter Single
Sign-On & Ak &+ 3 & &+ A A 7} vhEb ] o

a dir-cli service list® A3l 7 EF4 AF&A e o gt a3k A v 2~ ID A AHE 7HA
Utk o] %72 Platform Services Controller %= vCenter Server Al = Hlof| 4] A g ek 4= g]
o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list

output:

1. machine-29a45d00-60a7-11e4-96££f-00505689639%a

2. machine-6£d7£140-60a9-11e4-9e28-005056895a69

3. vpxd-6£fd7£140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6£fd7£140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69
. ot E el £74 AFEA S AE U T A dir-cli 1listd] FHelle ZE 25
o) £ &4 AAEAS ERAS A 5o 27 M% ID% %29 vmafd-cli get-
machine-id --server-name localhost® A A Al L. 7 E54 ALEAL o] Foll A] A~H]

ID7F 35 o] Sl Tt

b Platform Services Controllerel 41 vmdire] A =8l el 545 A g}, o & Eof
machine—29a45dOO—60a7—11e4-96ff—00505689639a 7} Platform Services Controller2] A] =~
EJ] _-E_ = /l:] /\],_9_7(]_ 1:]— <} D:] E:l S A f%] 5}/}} /(] °

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

machine-29a45d00-60a7-11e4-96£ff-0050568963%a --cert new-machine-1l.crt

c 7 e soA] vmdirel Al 2E elFA S oA G} ¢ & Eo
machine-6fd7f140-60a9-11e4-9e28-005056895a69 7} vCenter Servere] A A8l &4 AL
Al 75 o] W& AL

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

machine-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d 7F3E] = =dlA vmdire] vpxd EFA AREAF )l 541 A g o ol E E o]
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd &-+4 A4k ID<l 719 o] w1 &
Al g gk Al Al 2

o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt
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e 7} 3] x4 vmdirel vpxd-extension 54 AF-EAF ol S5 A4 E mA Gtk ¢l E Eo] vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 7| vpxd-extension <41 A&7 1Dl
735 o] WEs Adsii Al

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-

extension-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f 7t 3] == 4 vsphere-webclient =74 AF&AF Al 54 & A g o, ol & &< vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7| vsphere-webclient &+ 41 A&7} ID
ol 745 o] W& AYPAlAl L

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

I

Lol £8E &

2

7} Platform Services Controller == % 7} 3tg] = o A =& A v] A5 ofhA] A =g o),

28 2 2FolM VMware CIHEZ| MH|A QIBM I

% %74 ol vCenter Single Sign-On ¥ & 5.5} vCenter Single Sign-On ¥4 6.x 27}
I st ol # 7 §- vCenter Single Sign-On A1 ¥] =7} A g ¢l == 9] SSL el H5 A4 &
glthul VMware Directory Service SSL ¢l 54 & Al s} 7] 98k F714 ol &4l & 43 @l oF g o},

Bl m
__&‘

VMware Directory Service SSL 1% 41+ vmdirel 4] vCenter Single Sign-On 54| & 3 g} =
Aol 2E st o A Y

Fet

e

Platform Services Controller == 7}ol

¢ e @Al dsekA S el A

i
bl
ol
ol
rr

o] &A= vSphere 6.0 % vSphere 6.5 ==
ol ub o] whA| 7} E 8 g o,

m 3217l vCenter Single Sign-On 5.5%} vCenter Single Sign-On 6.x A ¥] =7} 25 ¥gk5]of gl

n

m vCenter Single Sign-On A 8] 2~ 7} vmdir ®l ©] €] & 8-A 3l =5 A A 5] ¢l 571 o}

m vCenter Single Sign-On 6.x A1) =7} A g 5] = = of tjef 7] 2 VMCA A el 545 A-&A | A
s E wAT AL et

3 Aul=E oA A At ] Aol A A §P7§% o el o] =8k= A o] 7k F5 1ok VMware Directory
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M=t

—

vCenter Single Sign-On 5.5 A1 ®#] =7} A g 5] &= = = o] 4] vCenter Single Sign-On 6.x A1 8] =7} ¢l
AE 55 378 A g,

a X% 9¥ c:\ProgramData\VMware\CIS\cfg\vmdirdS ® &l g o},

b

o
X

oA vmdircert.pem ¥4 ¢ AbE & U5 ©| 5% <sso_node2.domain.com>.pem

vl Y ok, o714 <sso _node2.domain.com>+ 6.x == FQDNY 4t}

©

frt

(o3

H

-

I ¢l 54 E c:\ProgramData\VMware\CIS\cfg\vmdirdel EAFete] 7| & &4 9l
Al gy

Al 2= A]=Hlell 4] VMware H 2 B 2] A w] =5 ohA] A AR o

o
o o
2
o

K
2

=2

A&

2 <l

oM

vSphere Web Clientol 4 1= service-control &5 Ab-&3lo] AulaE o] Al aHe 4= 9l 5y

c}.

S CA(RIZ 7IZHE VMCA AF8
VMCA #E ¢l %45 <l
VMCAZ} A4l = e

Fel%e

41 A glell VMCAZE 23" Bl CA AWl S A4 2 Al o s vh e
ol o]

AN
Aol AA Alcle]l LY 71 E ASAE AE AH dSA = A

1 FEFA AT 3 CA)
VMCA <l 54 = A&7 AR ol 54 & Al sh= 31 Al mhAl =
i, A &l el E VMCAC FE Q154 = Fotehs g e

4 =3 2= 7oA VMware t & E 2] A8l ¢l 5 A oA
o] el o] = =% 2F7 o] vCenter Single Sign-On ¥ A 5.59} vCenter Single Sign—On ‘ﬂ A 6.x &
Frh Al ® 23k 4 gl ek o] 3l 7§ vCenter Single Sign-On A ¥] 27 A8 Fal ==e

Al gtk VMware Directory Service SSL ¢l 541 & 4| 17| £ 2t T7P79. ol A&
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Certificate Manager -+ ® 2l ] =+ 7|e} =5 A-&3lo] CSRE AT 4 lsry b CSRE ohs &7
Abeg & oF et

m 7] 27]:20484] E o] A

s PEM 4. VMware+= PKCS8 ¥ PKCSI(RSA 71)= Al 4 g}, 7] 7} VECSell F71= 4 e o 7] 7}
PKCS8E ™ gk 1]t}

m x509 ¥4 3

n AEAAA QASAE AR S e - CA S FE QLS Al Al true A Al oF s <l 54| A

[ ]
k
it
N
™
>
ofo
rlo
x
Ho
r
Y
A
Y
z
ol
e
bl
%t
]

ér_
A A ele] Aolol tf gl v Al A A ko] ¢l e VMCAE OpenSSL 71 #3kal 10719 gl 54 &

n opdETE =27 o] Ake] DNS o] &) Y& el S A = A5 A e
s VMCAZQ Y5¢ CAE AT 4 gl o

Microsoft CA(el % 7] )& Al&3l+= ol &= VMware 7| & A& 4] (http://kb.vmware.com/kb/
2112009)¢l 'vSphere 6.0 4] SSL ¢l 54 A A o] AH-&2 Microsoft CA(el % 71 3) Bl &3 A& =
Ze}4 A &

wn

VMCAE AH&-A7F FE QIS4 & Al e o vh5-9] 54 545 gl

m 7] 27] 2048®] E o] 4+

1 CSR= AAsle] cacl B},
CA9] A A Abakg up 51 o,

2 A3 VMCA ¢l 5 A ¢ elAL C
el

A
8|8l rootcal.crté 2

<l

e olH Zetol= CAS] AA CA Ale] A 235 Q154 344
o

o) 2o 9% ARG

olg A slelwl PEM A9 =& CA 545 dhte gtd & BAgh oh VMCA FE gl 5455 4]
Zefo] FE CAPEM <l & A ol 4] wpA oF gt o

<Certificate of intermediary CA>
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Far <l At AdE Al els Av]2E A A o

ol

A A

oli

3 EEAAE FA

A B] A o] &2 Windows$} vCenter Server Applianceel 4] A & o} 5 o},

3 g7 ol 4] 9] ¥ Platform Services Controllers A&l 7% vCenter Server = = of 4]
VMware Directory Service(vmdird) 2 VMware Certificate Authority(vmcad)E % #| g} A] =g
2 2 7} ¢l eF. Platform Services Controllerell 4 o] 2] g ] 8] =7} Al g 5] o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
=
4 7]E VMCA FE CAE oAl g},
certool --rootca --cert=rootcal.crt --privkey=rootl.key

n I A" 9l 5 A S A o A AFEA A A FE QIS A E FoEE ] ok
m  VCES9 TRUSTED_ROOTS A &40l A-&AF x| A & ol 545 FrFghy oh(x] ol 3).
n vmdirell AR A A FE QIS A5 FoF I oh(Al dd 3

5 (A" Abgh) WA W €5 vmdir(VMware 3l E 2] AMv]~)e] B 5 ol ad AR Falelede] A FE 9l
45 vmdir® AlA g ot o] wl 7k skl o] A A st A 2 Al F-g o

o|:

=

dir-cli trustedcert publish --cert rootcal.crt

ale] Al FE 1A 9

30&vtth ymdir == 7 A 7F 3 5 W ok VECSE 5+ vkt vimdirs

(S =
& AAGn g FE Q154 S VECSel WA A o2 F718 290} g4 e

r;

749 VECSE Al & A= A 4 gl o).

(o)}
~—
2

el /\]-6]—) b

[¢] = -

vecs-cli force-refresh
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service-control --start --all

oA: FE Q1B A u |

certool @& --rootca wA 2 T A&t VMCA FE Q545 AHEA Al A CA FE IS4 &
A g,
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca --cert=C:\custom-
certs\root.pem - —privkey=C:\custom-certs\root.key

o] B AY A Thes FAY

n QAR AFA AA A A AR FEAFAE 24T

7}

s VCES9 TRUSTED_ROOTS A 4ol AFgAF x| A FE o5 A&

E.
<
o

4

—

e,

o
N
5

m AEA A A FE QLS54 E vmdirell F7Fg ]
CH2oll =38 xHy]

)AL A A wheh H 83 75 el VMCA FE ASAE S AdiclAd AAS F A5k 28 A
s+ 7§ vCenter Single S|gn—On A )l S A E A of e, ¥k EF Au] A
&5 Az A &

A=

AlAE SSL QIEM TA(B 7 CA)

CACl A A & gl F A& dkol VMCA FE gl 54 2 gb& $oll=, Z& A28 SSLelF5A4 & Al & 4 3l
%o

ol 2] gk whAl = VMCAE ¢l 5 7| #e = AL NS4 = LA o= 5hA o 71 A o 7 F U jh o}, ol A
ak o] 7ol = VMCAZF A A Algl o2 v = gl FAfol] A1 3ot
&

7 A g ehek thE A u] 2te] Bk 19 4] 28 SSL a1 41 7F el ok Guieh. o5 o= v o
A 7 e Eo] A A2 SSLAIEA A4 B Agaok Gt ——server W) M E ALgehe] o ¥

Platform Services Controller”} 2= vCenter Serverel 4] Platform Services Controller= 7}2] 7] 1

1 A AdFA7F e 7 Al =8l 8l certool.cfg AHE shvbE abs e
& $ AN certool.cfg¥ B 4 5T

Windows
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C:\Program Files\VMware\vCenter Server\vmcad

Linux

/usr/lib/vmware-vmca/share/config/

2 % A2H S FDANS £ 55 72 A28 e) AgA A4 T4 g1 e AR o
X

Al =8l o] |P 4ol Hal] NSLookups A& ko] ¢] 52 DNS 555 galatal ¢] o] 55 31 9
Hostname 2 ol AR-&-3hu o},
3 FA/ANC 7] Bk A3 7 Al aulel] Wik )l S F A s A Al AFEA A A g -4 shd o] A
ot
o :
certool --genkey --privkey=machinel.priv --pubkey=machinel.pub

certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg

Ao} ul AR Ael el Aul s A A o

F3 27 o A €4 Platform Services Controllers AF-&3k+= 71 % vCenter Server = =i 4]
VMware Directory Service(vmdird) % VMware Certificate Authority(vmcad)E % #| g} A] =+ &
2 9 7} ¢l o}, Platform Services Controllerell 4 o] 2] & A1 u] A7} A g 5] o,

Windows

service-control --stop --all

service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

5 VECSel Al ol 545 F7Fg ek
FE A AEL SSLS ol BAlstew 24 ol S A AAbLol A olF5A7F D ag e WA 7E S
= AHA g ohg A S Fohg o

vecs-cli entry delete --store MACHINE SSL_CERT --alias __ MACHINE_ CERT
vecs-cli entry create --store MACHINE_ SSL_ CERT --alias _ MACHINE CERT --cert machinel.cert

--key machinel.priv
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service-control --start --all

Ol All: AIAE! SSL Q1B M WA|(VMCAZE 7 CA)

1

SSL el Aol Hfgk 74 o1& vbs3 o] & A "H E2lel ssl-config.cfgi A,

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = VMware

OrgUnit = VMware Engineering
State = California

Locality = Palo Alto

Hostname = <FQDN>

A 28] SSL el S Aol Hf gl 7] A& Ao o] WE S 7 2] == 2 Platform Services

S
Controller =0l A4 A} ——server 42 28 gl

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=ssl-key.priv

—--pubkey=ssl-key.pub

ssl-key.priv % ssl-key.pub Tt o] @] &l E2fof YA ]},

A% A VMCAel o4l 4% 5 v ek VMCA F & <l %A

A Al ="l SSL QIS A 5 A G e o] 915
VMCAZF AA Alele Abg-ato] & gl A ol A ™ gt

AR A 1S A E A 7 A

)

m Platform Services Controller == ®i= ¥35] A5 o] 7%

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-
ssl.crt —--privkey=ssl-key.priv --config=ssl-config.cfg

m vCenter Server?| 7 -%-(2l 4 A A):

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vmca-
ssl.crt —--privkey=ssl-key.priv --config=ssl-config.cfg --server=<psc-ip-or-fqgdn>

new-vmca-ssl.crt o] A o2 E2lof] A F o}

(A # A VECSY W &5 vpd g o}

"C:\Program Files\VMware\vCenter Server\vmafdd\" vecs-cli store list

z

m Platform Services Controllere] A3 %9

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS

machine

VMware, Inc.

it

146



Platform Services Controller 32

m  vCenter Server? A& =9

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient

sms

o

5 VECS9 A~ SSL el H5 A& A2 A28 SSL el F5 A4 & wA gl ——store @ ——alias ak2
712 ol g2 A gt Al A &l oF ot

Platform Services Controlleroll 4 th5 =& & A3 sle] MACHINE_SSL_CERT A A4 2] A~

[ ]
B SSL Al A& sldl o] =g o
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE SSL CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_ SSIL_CERT --alias _ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv
w4k =E Ee s v el A= s w5 A shel MACHINE _SSL_CERT A A4-2] 4]
2 H SSL IS4 & dHlel =gtk FGDNo] A= e vz 2 Al 28 ol 54 5 /g e 4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store

MACHINE_SSI, CERT --alias _ MACHINE CERT
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

MACHINE SSIL CERT --alias __ MACHINE CERT --cert new-vmca-ssl.crt --key ssl-key.priv

Al =8 SSL Q5 A & Al g Foll= EFA AR Jl 5 A S s

ot
>
pass
oy
i
B

154 % s A obA] ek Al 28 SSL Al E A AE A A4 <%
A2 A e, ole] @ shel el £ ubAl e A Abe] Bk ) 8T Aee FE G o

TA = 254 Hell 9= Aol A, AR AA 1S A
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7+ 2] == 9 7+ Platform Services Controller == ol 4] A] 28] &34 AL g-A} ¢l 5 4] 5 A g o},
2 EFA AR S E 7 Bl Z=of A ut mA o} 94—r Platform Services Controller= A}
= 3 g

1= = ol A ‘jé S Age ul = ——server W7 M5 AL-E3Fo] Platform Services Controller

A3 vt E e E54 AAEA S E AT A dir-cli listd FHolE BE 2B B E
R DE 2 # 9 yvmafd-cli get-machine-id

&l
--server-name localhost® A2, 74 £F4 ALEA o] Foll A| A D7} 285 o] Qs

7 54 AFEAF ol S A ke subject 7t A E "Hefof ek ol E 5o EFA AFEAL o] F(oll: vpxd) &=
= o0& 17 IDE 23etE Ae 44l

Mzt

1 certool.cfg AHE& v ubE of5 o] &, IP 54, DNS ¢ &, ¢|ul Y =& Al AzlaL 514 9 o] &

+ WA kel sol _usr.cfg).

A4 A Q2 A FAA AFAL 0| 2L AL F DI A ARE £FA ALG el A
Hael ek 7L ARE ooz Ful A4E ABA £RE FE 5 g
2 /AN A S A A EFA AGA A AFAE AR AR AEA ARG T4 3

% Ahg3te] ARGt

£

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub
certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg

3 &R AEAY o) 28 A5

dir-cli service list

)y
A
£

o

ol A IDE AR F s " S ] HEa AE 3

ol
ot

A5 a A g wl uk

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

upx

=
e

o

o sy S5 ARA TS UL T 7 dir-cli 9 FHollv B 229 B
A APEAE 2k o g aE ] 2 A
--server-name localhost® A4, 74 £F4 ALEA o] Foll Al A D7} 285 o] Qs

e,

to #m ymafd-cli get-machine-id

plta)
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A A, At d AdE Al ske Aul s A A

>
i
o|X

Far <l

oli

A vl % 7 ,

i

4 =
A B] A o] &2 Windows$} vCenter Server Applianceel 4] A & o} o},
3 37 ol A 9] - Platform Services Controllers AF-83l+& 7% vCenter Server = E.of 4

VMware Directory Service(vmdird) % VMware Certificate Authority(vmcad)E % #| s} A] =+ &
2 8 7} ¢l ok, Platform Services Controllerell 4 o] 2] g A v] 2~ 7} Al g 5] o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
5 vmdir?t VECSell A Aell = 71 & QI 541 5 LA g o,
FFA AREARL] 7S o] EAH R /ISAE F ke of Ft dl:

dir-cli service update --name <vpxd-xxXxxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt

vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

3 vmdirell A ol 545 wAebA o £54 AL-EA7) vCenter Single Sign-Onell & 1918 4
&

service-control --start --all

A: £FM ALX B M LAM(BZF CA)

1 7 E5FA AFE ARl A gk A/l 7] s A A g ek o 7] ol &= 7t Platform Services Controller 2}
Al 2w] 54 AL ARS A 7h ] 2] 7 Fob EF 4 AL A (vpxd, vpxd-

=T
7_IL %E] i-E T =2

Lo

N

7)
extension, vsphere-webclient)$% #-¢] &% 1 o},

2

a WaEl w2z Al a8l 54 AEAL E 4= Platform Services Controller<] A 2~ 8l <54 AF-g-#}

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub
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b (A¥ AFgh) 2 ¥ Platform Services Controller7} L& v 2] 7 9 7+ 2] s ol 4] A| ~E] &5+
A AEAE 13 7] e A e

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=machine-

key.priv --pubkey=machine-key.pub

c A 32 =ollA vpxd EFA AREAE S8 7] A A R e
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

key.priv --pubkey=vpxd-key.pub

o

d 7 3] k= A vpxd-extension &4 AFEALE 98 7] S A A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vpxd-

extension-key.priv --pubkey=vpxd-extension-key.pub
e 7} 32| o)A vsphere-webclient 54 AF-8-AE ¢k 7] 45 A A g o},

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey --privkey=vsphere-

webclient-key.priv --pubkey=vsphere-webclient-key.pub

2 7} Platform Services Controller & 7t 3tg] k== o] A A8 E54 AF-gA 28] a 7- 3

/)
A ol 7t &4 AF-g¢-AH(vpxd, vpxd-extension, vsphere-webclient)OJl ol Al VMCA
A H E54 AR 545 A g

o Fot

1

B3 ——Name Wl WAL Lfal ok Frlvh £FA AEA AL o] 8L Feheknl 2 A5 7} of
&S g NG H e A AT S Qe ol ol Aol A=

vpxd-extension - ¢ &°] a1},

a Platform Services Controller ==l A t}5 W35 A gelo] o} 2o A8l £54 ALEA}
of gk &4 ALgAF ol 5 AH 5 A A o,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

machine.crt --privkey=machine-key.priv --Name=machine

b 7k 3e] mEol A Aswl £FA AEAE AFAE AL e
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-
machine.crt --privkey=machine-key.priv --Name=machine --server=<psc-ip-or-fgdn>

c A e oA vpxd EFA AFEARE S AE A

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-

vpxd.crt --privkey=vpxd-key.priv --Name=vpxd --server=<psc-ip-or-fgdn>
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of¥

d 7 #e] =4 vpxd-extensions &4 AFEARE ol 5 A E A A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-vpxd-
extension.crt --privkey=vpxd-extension-key.priv --Name=vpxd-extension --server=<psc-ip-
or-fagdn>

e o5 HE S Agele] 72 2] =0l A vsphere-webclient £F4 AF&AE ol S5 A4 5 A g

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-
vsphere-webclient.crt --privkey=vsphere-webclient-key.priv --Name=vsphere-webclient --

server=<psc-ip-or-fgdn>
3 VECSH &F7A A7 A5 A& A 574 AREAE Al S A = aA g ek
F3 --store ¥ —-alias "I/ W= Aulee] 7] o] S5} A gebAl @A & of g o

a Platform Services Controller ==l A th5 ® 3 & A g eto] A~ S5 ALEA I 5A4 5 2
Al g .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store

machine --alias machine --cert new-machine.crt --key machine-key.priv
P =
b 72 #he] mEelA] Al R4 AL S5 E Al g o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
machine --alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
machine --alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

c 7@ mselld vpxd EFA AHEA ASAE wA G e

ol

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd
--alias vpxd
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd

--alias vpxd --cert new-vpxd.crt --key vpxd-key.priv
d 7 e == A vpxd-extension EFA41 AFEAF €l H 45 aA| g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store vpxd-
extension --alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store vpxd-
extension --alias vpxd-extension --cert new-vpxd-extension.crt --key vpxd-extension-

key.priv
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e 7 3] o)A vsphere-webclient =54 AL-&#F 9l 54 & A g o}

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
vsphere-webclient --alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
vsphere-webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt --key

vsphere-webclient-key.priv

4 VMware H & E 2] Au]awvmdine Al £54 AFEA ol 54 2 ¢fdl o] ¢ v}, vCenter Single
Sign-On & Ak &+ 3 & &+ A A 7} vhEb ] o

a dir-cli service list® A3l 7 EF4 AF&A e o gt a3k A v 2~ ID A AHE 7HA
Utk o] %72 Platform Services Controller %= vCenter Server Al = Hlof| 4] A g ek 4= g]
o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list

output:

1. machine-29a45d00-60a7-11e4-96££f-00505689639%a

2. machine-6£d7£140-60a9-11e4-9e28-005056895a69

3. vpxd-6£fd7£140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6£fd7£140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69
. ot E el £74 AFEA S AE U T A dir-cli 1listd] FHelle ZE 25
o) £ &4 AAEAS ERAS A 5o 27 M% ID% %29 vmafd-cli get-
machine-id --server-name localhost® A A Al L. 7 E54 ALEAL o] Foll A] A~H]

ID7F 35 o] Sl Tt

b Platform Services Controllerel 41 vmdire] A =8l el 545 A g}, o & Eof
machine—29a45dOO—60a7—11e4-96ff—00505689639a 7} Platform Services Controller2] A] =~
EJ] _-E_ = /l:] /\],_9_7(]_ 1:]— <} D:] E:l S A f%] 5}/}} /(] °

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

machine-29a45d00-60a7-11e4-96£ff-0050568963%a --cert new-machine-1l.crt

c 7 e soA] vmdirel Al 2E elFA S oA G} ¢ & Eo
machine-6fd7f140-60a9-11e4-9e28-005056895a69 7} vCenter Servere] A A8l &4 AL
Al 75 o] W& AL

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

machine-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-machine-2.crt

d 7F3E] = =dlA vmdire] vpxd EFA AREAF )l 541 A g o ol E E o]
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd &-+4 A4k ID<l 719 o] w1 &
Al g gk Al Al 2

o

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt
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e 7} 3] x4 vmdirel vpxd-extension 54 AF-EAF ol S5 A4 E mA Gtk ¢l E Eo] vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 7| vpxd-extension <41 A&7 1Dl
735 o] WEs Adsii Al

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-

extension-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

f 7t 3] == 4 vsphere-webclient =74 AF&AF Al 54 & A g o, ol & &< vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7| vsphere-webclient &+ 41 A&7} ID
Ql 5 o] WEs A4l

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name

vsphere-webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

2% 2 40| VMware CIREEZ| MH|A Q1S M 1|
A = %% 37 <l vCenter Single Sign-On ¥ %l 5.52} vCenter Single Sign-On ¥ 4 6.x =+ 7}
A7 xE 4 gl ol # 7§ vCenter Single Sign-On A1u] =7} A8 F¢l =t 9] SSL gl F 4] &
a A gk ekl VMware Directory Service SSL ¢l 54 & aA| sl 7] 9] gk 744 ol 2hA| & &l oF g of.
VMware Directory Service SSL ¢l %4 = vmdirel 4] vCenter Single Sign-On &4 & 43 3} +=
Platform Services Controller == Zkof] gl =4 o] 2.5 43 6}+= d] A& ] o}

bl

Fohs £ mE Frdol DLHA Gtk e A

o] w4 = vSphere 6.0 % vSphere 6.5 == % 3

Sollgk o] 5hA| 7} A g,

s 3F7 ol vCenter Single Sign-On 5.52} vCenter Single Sign-On 6.x A ¥l =7} 2.5 Egk= o] 9571

o,

= vCenter Single Sign-On 4] ¥] 27} vmdir H ¢] ] & A

-(‘)L
bt
A
il
oX,
Aul
2
o)
°
v

rkm
Z
Q)
>
2
g
-0,
of¥
2
i
~
>
ol
N
4
>
2,

= vCenter Single Sign-On 6.x A1 ¥] =7} A g 5] &= = =of g 7]
QA5 = A A E g},

l Rﬂ*ﬂ F7 & g 2el o]l =8k Al o] 7 £ v VMware Directory

il
1 vCenter Single Sign-On 5.5 A ¥] =7} A g 5] = = = o] 4] vCenter Single Sign-On 6.x A 8] =7} ¢l
AlE 5 5 g5 AdA g o,

a X%E 94 c:\ProgramData\VMware\CIS\cfg\vmdirds ® &l gy o},

b 6.xX>Ec4 vmdircert.pem 2% ¢ A5 353 ¢| 55 <sso _node2.domain.com>.pem
© 2 vtk o 7] 4 <sso node2.domain.com>+ 6.X == FQDN$ Y =,

¢ o5& v ¢l 5 A E c:\ProgramData\VMware\CIS\cfg\vmdirdel HAfete] 7] & &4 ol
A5 A FH
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ofX

2 clFAE AR 2E A=A VMware H & B 2] Au] a5 ohA] A1 AR o

vSphere Web Clientol 4l =+ service-control W& & AF-&38Fo] A 8] A% ohA] A=k 4= 9l 47
o},
vSphere®t ST AL AF X|& Q1B M AR

3| A A Ao A &3l 7% vSphereoll Al$5 &= A e 2 E 9545 EJAF = qlE| Zelo] = CA
ol A A dt ol F5AZ wA T 4 et o] A s VMCAZF el 54 Alglell E3hE| A gk oh w &
vCenter ¢l %4 & VECSel| A A A #Fal oF &1 o},

REEQSAE mA AV el v = 54 AT F dF ek ol E ol MES T B ol ALEH
 2EdleAe aAlsha VMCA A 74 AR S A= w AT Ae et L. A A
-7} 91 % 4] += vCenter Single Sign-Onell th &k ¢l Felluk Ab-g-5] 1 o},

AT UMCAE A83A golw RE A5 A, AFAE AR A A L4 zZrulA 2 <l

ofX

AEHE A7 & AA G 7 Foll = gl 54 Al £ 93 VMware Certificate Manager Tor
HEl g & A& A st B8 S E AFEA AA el TR A (el 5 A e Ahe EE

154 24l & vSphere Auto Deployell <Al 7} WA 3l += 73 -%- VMware 7] % #F & 4] 2000888< #F
Z oA A &

Mzt

1 oF5A A L AEA AA FE QASA 7HA L7

Qe zofe] = mi Blal CAS) AFE A A AIEAE AR 4 ek A A AR cal AlE
S o)

A5 LA st FE 9l 545 VECSE 7FA &

SSLAZAE A G Fol = VMCA A £ 54 Ag7 dF A5 B it e Zeto] = 4l
(e}

|
b Al R 2 5 e o] #l 7% vCenter Slngle Sign-On Al ] =7 A g el == ¢

SSL ¢l %45 a4 g ohH VMware Directory Service SSL ¢l 541 5 w A &}7] €13 714 ¢l whA| &
el oF et

RIEM 2 LU MEA X[H RE QUBM 7tX 27|

ol Bl Zefo] = m+= EpAF CASY AHEAF A1 A IS A F AHES 4 sl o Al #lA] gl = CAL A4 &
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T ALY

A% Bg £ AFL FF o gl

7] Z.7]:2048¥] E ¢] 2HPEM <l 5L5])

PEM & 4]. VMware+ PKCS8 % PKCSI(RSA 71)& A gtk 717} VECSe F7t=w F715 7] 7}
PKCS82 1l gkl v},

x509 ¥ A 3

FE QlFA Y A 235 true® AAl oF abv QIS4 A w o] &9 AFEE S-S0l glof of et
SubjectAltNamee<l = DNS Name=<machine_ FQDN>©¢| ¥ 3} 5] o] oF g1},

CRT &4

chest 22 A Abgel o] Y BAR A9, 7 a3t
|

ESXi &~ E 7} vCenter Server Qlul E2]of 7}A| 3L Ql+= T4 E o] S(ET IP F4)2 2 445 CN
(2 SubjectAltName).

ot el S A ol W g CSR+ Al B Zeho] = == Bpal 1A Al F-Abell By v},

m ZF A =Elol gk A] <8 SSL ol F41 . Al <) SSL 9l F4] 2] 7 F SubjectAltName & ol = A f
3% =l o] 2(DNS NAME=machine_ FQDN)°| *&+= o] of g},

AR A sw m 2] sl B gl e £ A ALEA AFA. 74 ALE

olel| d Fark Z3E A otk gtk A4 IS <l

g A mE EFAAGA AFA
SL

Q1% A o} ch & e,

duba o 2 Azl e o= ¢l A elol tf3k PEM =} 3} 7} Platform Services Controller =+ 3] =&
S A7 AR vkgh g of,

TRUSTED_ROOTS ¥ A| =&l SSL A A4 & v} gk o},

vecs-cli store list

E ol 5 A 2 & A48 SSL el 5 A 7F VMCAC 98l A 5]l =4 =kel 3 o},
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Far <l

o|X

Al AA

14, A5 9 ARG A2l ek Aul 2 g A A

i
ol

3 EEAYA

% 7

i

A B] A o] &2 Windows$} vCenter Server Applianceel 4] A & o} o},

3 7ol A 9] Platform Services Controller& AF-83+= 7 % vCenter Server = =0l A
VMware Directory Service(vmdird) % VMware Certificate Authority(vmcad)& % #] 3} 3 A] zF g+
2 9 7} ¢l o}, Platform Services Controllerell 4] o] 2] & 41 u] A~ 7} Al g & o}

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

dir-cli trustedcert publish --cert <my custom root>

ofL
i

dEoll A AbgAL o] E 3k kT E A A A ko o] & 2wl A A 7F vhERE Y E

Aul 2% A A A e

5 &

i

service-control --start --all

=
oo
o
o=
H{
ol
2
>
fo ©

7} A zobek B2 Aul 2 shel Bek BAIS 9% A28 SSLAF A7t Glofof Gl B = ) Eo
A% WS AL gahe] o)y

= administrator@vsphere.local9] =
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& A2 SSLAHEA AA QIFA(crt 3h)

[
o

3
n FE A ~E SSLAREA A A 7] (Lkey THY)
n FEo e FE AEA AA AdFA(crt 7HY)

o3 == ) E 7o 4] 9 ¥ Platform Services Controller”t 3= vCenter Serverel =&l 2 &
Al &) &= 7] -9~ Platform Services Controllere] IP &4

P

B e Zebo) = CARTE A At v Q1A E i AElo] o et

7] 2.7]: 204849 E ¢| AH(PEM &l 3.9

= CRT @4

m x509 M A 3

= SubjectAltNamee°ll == DNS Name=<machine_FQDN>¢] 23} x| of o} gt o},

w5 A2 7] ARGl 23] Yl HAE AH, 7] kgt

F A8 15 A A, At " AAE A ke Avl~F A AR e
A v] 2 o] 52 Windows$} vCenter Server Applianceol 4 A4 & o} 5 o},

3 27 ol A 2] 3 Platform Services Controllers AF-4-3t& 71 % vCenter Server = =0l 4]
VMware Directory Service(vmdird) % VMware Certificate Authority(vmcad)E % #| g} A] =+ &
2 8 7} ¢l ok, Platform Services Controllerell 4 o] 2] g A v] 27} Al g 5] o},

Windows
service-control --stop --all
service-control --start VMWareAfdService
service-control --start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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2 # el 2aclsted CAdlA L Al A28l QlF A VECSH] F7h o

B A2 SSLe ol sAlstH ™ 22 ol 54 A Aael A 15417t

2.8

s

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT

vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert <cert-file-
path>

--key <key-file-path>

3 BE AuaE b A A3 e

service-control --start --all

Ol Al: A|AE!SSL QIBSME ASAL XY QIBME WA

o] oo 4] = Windows 4 A ol 4] Al 228l SSL QI 5 A 5 Ab&AF A A Q15412 wAlale & el 5y

of e o2 7 oA A28l SSL QIS4 E A 4 s Eh

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store
MACHINE_SSIL CERT --alias _ MACHINE CERT

2 za o wA Q54 E 2o
"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store
MACHINE_ SSL_CERT --alias _ MACHINE CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-

vim-cat-dhcp-094.eng.vmware.com.crt --key E:\custom-certs\ms-cal\signed-ssl\custom-x3-vim-

cat-dhcp-1128.vmware.com.priv

E£FM AER QLIS ME ALERE XIE QB ME 1A

Al 2=8] SSL QI 54 & A A g Foll = VMCA A ™ 54 A7

[e]

B

% el EE dlE Zete] £ Q1 54

=
tHH-E 2 VMware L2 EFA ARG A QLS A1 E A ahA] o A] =8 SSL Q1A uk AR AL A1 A <l
=

AR e, ol @ shel el £ b A g Abe] Bk W 4T Age FE Y o

15 wjut el 545 AFS-g o, el 54 ) frE sk
vCenter Slngle Sign-One°] SAML Ef’-% L5 AbE Aol Al D ihel] FF A4 AFEA = SAML EE S AL
4-3to] o= vCenter T4 8.4l 9l 5 & o},
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Zk 3] == 9 7} platform Services Controller = =0l 4] A] 48] &34 AFEA}F ol 54 & A g o,
& EFA AREA IS A= A 3e] sl A ut aA| 3 e 94—r Platform Services Controller& A}
o= Jhe] == A ‘jé e AdT wl= -—server "I/ W5 AF-E-35lo] Platform Services Controller
= 7k e

A3 vt E e E54 AAEA S E AT A dir-cli listd FHolE BE 2B B E
E5A AR 2 ek 24 & o] 27 A48 IDE At # W vmafd-cli get-machine-id
--server-name localhost® A&t Al L. 7t EF4 ALEAL o] Foll A28 ID7F £ o] o5

ct.

M T A
s 7] 27]:2048¥] E ©] AH(PEM ¢l i)
s CRT @4

= x509 ¥4 3

= SubjectAltNamee°ll == DNS Name=<machine_FQDN>¢] £ 3} 5] of of gt o},

s 7 E2A AR B4 v subject 7t A2 Shebok vk ol F Bol A AgAL o] (el
vpxd) E& thE 153 IDE el A a4 Al
n o5 RS 7] AREe] 28] Sl Ud HAE A, 7] st
Mt
1 B ARAE TR AdFA A4, A gl Axts A2l ahes Al s A A g o
service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmca
2 7 ERA ALY o] B4 Ao
dir-cli service list
AFAE wAT o h3E 1 IDF AT F gk 98 2 FH o] 3o 2L S gl

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list

Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

&

dir-cli ¢ ZHol+= an

to #m ymafd-cli get-machine-id

74 AEA ol Fol A28 D7 EF 5o 9

B e E 2 £54 4G AFHE UAT AP
A AGAIL ERH U A EaEe 2

AgeA e, 7

= =4

O
it
phta?

--server-name localhost®

e,
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3 A EFA AREARel Wl VECS % vmdirell 41 Al 2 7] E 15 A & A o
ol =41 = QlF5AE F7hal oF et
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv
dir-cli service update --name <VPxXd-XXXX-XXX-XXXXXx> —--cert vpxd.crt

23 vmdirdl A gl 5415 A ekA| kow] &F4 AHE-#F7) vCenter Single Sign-Onell gl 53 4=
PN
=R

service-control --start --all

=8 2 H0MH VMware CIHEZ| MH|A Q1S M 1|
% 2k7 ol vCenter Single Sign-On ¥ 4 5.59} vCenter Single Slgn on ¥ A 6.x Z57}
PN

A& xakd 4 9l ok, o8l 79 vCenter Single Sign-On A 8] =7} A8 S-ol =9 SSL ¢l 541 &
Al gk etsl VMware Directory Service SSL ¢l 5415 a Al g}7] £33 F 714l 2hA & 3 & oF g o}
VMware Directory Service SSL ¢l %4 += vmdirell 4 vCenter Single Sign-On &4 & 43 3} =

Zhell =AMl o] 25 3 f= o] A5 v et
!

Platform Services Controller ==

Folt B3 2E B B esA g e A

bl
ol
oli
re

o] ©hAl = vSphere 6.0 ¥ vSphere 6.5 .=t &
Folluk o] whA 7} 3 2 3k o},

m 37 ol vCenter Single Sign-On 5.5} vCenter Single Sign-On 6.x A 8] =7} 25 X 38FE] o] 91471
c}.

m vCenter Single Sign-On A ¥] 2~ 7} vmdir ©l ©] €] & &-A 3} = 5 A A 5] ¢l 571 o}

s vCenter Single Sign-On 6.x A v] =7} A g 5] = == o dig] 7] 2 VMCA A9 ol 545 AFEA A A
e A& A A g},

A3 Au| s opA] Al A 7] Aol A A 875 o] 2l o] =8k = Aol b £ 554 vk VMware Directory

S
Service 9154 A= dubd o2 HJA = A ek o}
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M=t

1 vCenter Single Sign-On 5.5 A 8] =7} A g 5] &= = = o] 4] vCenter Single Sign-On 6.x A 8] =7} <l
A5 e 5 275 AR g o

a X% 9¥ c:\ProgramData\VMware\CIS\cfg\vmdirdS ® &l g o},
b 6.xX>=E0l4 vmdircert.pem 2% ¢ A5 253 ¢ 55 <sso _node2.domain.com>.pem
© 2 vy ek 714 <sso node2.domain.com>+ 6.x == FQDNY &t
c °l&<= vt 9154 E Cc:\Programbata\VMware\CIS\cfg\vmdirdel FAFeted 7] & A <l
A5 A g
2 oEAE AG mE A2l 4 VMware o 8l B 2] A u] 22 ohA] A #Hgk o}

vSphere Web Clientol 4 1= service-control &5 Ab-&3lo] AulaE o] Al aHe 4= 9l 5y

c}.
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CLI HHEE AI850{ MH[A & 215
M 22|

el CLIE A3k VMCA(VMware Certificate Authority), VECS(VMware Endpoint Certificate

Store) ¥ vmdir(VMware Directory Service)= 2] & 4 9571 tt. vSphere Certificate Manager vorE‘

glel = ohekat Bal A = A ebAul 55 ol 54 el g 7 E A e & Sl A= CLIZE ¥

bR 0 % SSHE AHgate] A7) o] A shel Q154 s AAH A v 2 g el ehr] 3 CLI =Tl

Al =gy of, ARA g H 82 VMware 7] & AFE 4] 21005085 AFZ= 814 4] &,

T A mAd = CLI HE s AFEslte] Al S E aA sk dlA 7 Al o
E 4-1. Q1B M AAE MH|A HEIE {IEH CLI =7
CLl A ZpA 3 W) 82
certool Aot 715 Al kel g e certool 27|13} W& A&
VMware ¢l %4 22| 2] v]~<] VMCAD
o el ek
vecs-cli VMware Certificate Store ¢l &~ 9] vecs-cli 7 A&
Z Wl =5 ] g ek VMAFDY ¢ 4-9]
v o,
dir-cli VMware Directory Serviceel 4 ¢1%54  dir-cli W& 4=
= ks el o] Eg el VMAFDS] ¢
i et
sso-config 9 3= vCenter Single Sign-On 4 ¢ 1 HeE =

ch, h-4-2] 7% vSphere Web Client  yCenter Server o] =
I+ vSphere Client s A& o}, ©]
o2& 2utA ol AA e A ok

%

service-control o 2 5 ol Z ] A AT R A
2 A aE A EE EA G

Windows

C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe
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C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe
C:\Program Files\VMware\vCenter Server\vmcad\certool.exe
C:\Program Files\VMware\VCenter server\VMware Identity Services\sso-config

VCENTER INSTALL PATH\bin\service-control

Linux
/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
/usr/lib/vmware-vmca/bin/certool
/opt/vmware/bin
Linuxell 4= service-control M &l 7 =& A A olA| otz H v},

¢ 5 Platform Services Controller7} ¢l+= vCenter Server A =¥l of| ] W 2] & A g dl+= 7 F-of| = —-
P

server "7 ©l5Z 2}1-&3lo] Platform Services ControllerS A A & 4 9l <51 o},

m  certool 273 W& A=
s certool ¥ WE =z
m  vecs-cli ® & A=

m dir-cli ¥8 A=

P4 AgkE Abgeh= CLI 2 Adstel= w ol vl dFuch ol & 5o -39 a5 A e 2] %
gsleiwl =7 vCenter Smgle Sign-On == ¢l (7] 4 2 & vsphere.local)2] 2] AFof of g}, <l
3

dir-cli ®a8& Agstedwl =24 = gl(7] £4 2 vsphere.local)oll A 2] A} 52| wlwfo] o gt
Yrh, AbEA o] 53 k&5 A A ekA| g 27 vCenter Single Sign-On == ¢l ] 2] #F(7] 24
© % administrator@vsphere.local) ¢+ &5 <] & gl eli= =l Al A 7} 4] 5 ] of,

A BA 2= A 7ha A ARk A A e Abuk A Lol FAl AT 5 Y5 £

7l 98- Windows #27 5ol 43 A8 2 Linuxe] F= AFg ATk 24 o
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nE
2
ol
A
fiied
X
-
il
o
ot
=2
&
Ach
i
it

MACHINE _SSL_CERT ¥ TRUSTED_ROOTS A4+ &
AREAL = B A AR ARl A A H A A A S 2 o

certool
559 certool WH S Adetednd AL A7 Tl A gl Fal glojok o o HEe Be

=
AR AT 4 gl
m  genselfcacert
m  initscr
m  getdc
® waltVMDIR
. waltVMCA
m  genkey

B viewcert

ox

certool 7+ SM H

certool --gencert B+ 543 ohE el FA] 273 = e
£ % geieh A E 9}

AR ALY, FH FolA ke A B

=d AA 9
Linux /usr/lib/vmware-vmca/share/config/

Windows C:\Program Files\VMware\vCenter Server\vmcad\

s}l = thgo /) Bghe 7HA 2 hel BES} glg e

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

83t ol 24 H 1S W Fol A A A Y AP Fol A AY gL Ao g WAL 5 A5

gt o] Habt o A et ot & AR F U ——config WHE w4 & AHEste] st & AT
[}

4
Uk A= ol 5 oAl 7 WA skA = AA A =25 A g
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] certool -—gencert --config C:\Temp\myconfig.cfg
n R Eol A A FE A I ol & S0 Locality s Al e ahelw o] I E S A el
certool -—gencert - privkey=private.key —-Locality="Mountain View"

AdsA FA ol 59 CN Z =5 A MY --Names A 4§ o}

A o] ul2} <sol_user name>@<domain><] A ak g7 of o} &

[e]
p -
FA o) Agsl Aol o Bg WAR & Y
No

oY

| A& o}
VMCAcl 4= DNSName(Hostname 2 5)S svtut &) &5l o2 WA F4 -2 8] &5 o),
APEAZH P FAE A A 9 o] A SubAltNameefl A 75 of,

-—Hostname "l 7} W45 AF-&-3}o] ¢l 5 4] SubAltName< DNSName< #] 7 & o},

certool 7|8 HH =X

certool 7|3 W& &

AT FE QS AR LD e A5A Bl 9L +9T 5 As e
.

22 29 certool Wl 74 31L& AL o certool T4 w4 W <=
2 7} AL ol = Al VMCA AW 5l ol 5412 7] VMCA A & ol 54 oA eh& AxskA Al 2. o

[}
T B aAel A A ARLE ATE

certool --initcsr

CSR(UFA A9 SA4)& AT et o] "Ed2 PKCS10 o+ B A<l 715 A4 g et
&4 A
-—initcsr CSR A Aol 4 8 3o},
--privkey <key file> el 7] ghd ] o] F-<l] e
--pubkey <key file> 5 7] ko o] &<l e,
--csrfile <csr file> CA Al Z-Aell 7]l 2.9 CSR 3} 9] 214 o] &) vl o,
--config <config file> T4 sk o] AlRA o] Ei Tk A © & certool.cfg®
EEENES

o :

certool --initcsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>
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certool --selfca

AR A AEAE AT A A E FECAR VMCA AuE =z u Al ch o §4 AL
vwmﬂﬂ%ztMMﬂ%ﬂ%@E&%%%ﬂﬂ&ﬂ#VWAﬂ%?@ﬁﬂ AL ERAL F-

A A4
--selfca AA A5l ol 5 A A el D g e
--predate <number of minutes> FE ol Z 4] ¢ L A A7k 715

--config <config file> T4 o AdeA o] &Yt 71 EA 2 ® certool.cfgi
EPERE
--server <server> VMCA AW e Agl A o] Zelvrt, 7] Ao & o] e

localhosts AF-&-ghu o},

o :

machine-70-59:/usr/lib/vmware-vmca/bin # ./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local

ertool --rootca

FEQIEAE ARG AR D AFA B A8l 715 VMCAG F7H3 U B VMCAE B4 b 34 %

EQFAE Aol AHE g 28y 2 FE QSAE AEAS FE o7 AA B 7] Aol Al e

F 9 AR ol dvth F, xekE @ ol s dele|Edta A F A0 o ol 4 AEA ¢

AFAE AT S dFI o

&4 4w

~-rootca 5 CA 7HA 27lel B e e

--cert <certfile> Q54 gkl o] o] &l ek

--privkey <key file> el 7] 3}d o] o] B9l ), o] 3}lUd L PEM ¢l iy & Alo]o]ok
et

--server <server> VMCA A w] ] A8 A o] 2y}, 7] A o7 o] el &
localhost& AH8-3F v o},

o :
certool --rootca --cert=root.cert --privkey=privatekey.pem
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certool --getdc

o
223
o

vmdirell A A8l 7] 2 =0 ¢] o] &

E
i

=4

—-—-server <server>

--port <port num>

o

certool --getdc

certool --waitVMDIR

VMware Directory Service7} A & = w74 th 7] st A v ——waitoll Al A A 5 A 7F Al gho] 7 343k
71 gt o] w4 O A3 A ALl 7] 2ol o] & ubghd A2 54 A& 24

Y et

A4
--wait

—-—-server <server>

—--port <port_ num>

ol :

certool --waitVMDIR --wait 5

certool --waitVMCA

=4

--wait

—-—-server <server>

—--port <port num>

o :

certool --waitVMCA --selfca
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A+

VMCA A 8] €]

Ae A o] Zd el 7 EA 0w o] Hle]e
localhost& AF-& 3k o}

AeAd e Wz /| R3e e 3897 A4 E

bt

L
N
)
rlo

VMCA A8l Aulx o] &l 7|2 Ao & o
localhosts AF-&-gh o},

A e A

Al

T

=le gl 7] gk 22 389 % A 5 e

kel
|

71 g A e A ZREE) vl ek 71 gE 3] v e

localhosts AF-&-ghv o},

REEEISEE R

3w A )7 e o] A% o
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certool --publish-roots

FE QA AR delo] =gl o] W el e 3] Aol Ba i,
w4 47
TTeenver meemver VMCA A vl el A8 o] Zluieh 7] 28 o2 o e
localhost= A+-& 3 .
o :

certool --publish-roots

certool Ztg| @& & =X

certool g HH & A&l Q5 E

53
=
o
o
ol
ol
R
N
ol
ol
k1
ro
oM
2
=2
n)
&
o,
[
i
e
-
pass
o)y

certool --genkey

Mel 2 T8 7] e AT ek o] 23 5} & VMCAC A M3t ol 545 A ek ol AH8E & 9lsr
e},
&4 4w
--genkey el B8 7] Aol F e
--privkey <keyfile> Al 7] o) o] F¢f ] e}
--pubkey <keyfile> F& 7] gkl o] o] &l
--server <server> VMCA #1vfe] A8l A o] 29l 7| A o 7 o] wlel &
localhost& A& oF
o
certool --genkey --privkey=<filename> --pubkey=<filename>
certool --gencert
VMCA Aol 4 el 545 WA et o] Wa 2 certool.cfg v AAE 74 std o & AL
Yrh Q54 E AbE ko] Al 2Rl /lF5A e EFA ARRA AATAE ZREAY S F gy
A4 A
--gencert Ql 54 A Aol o gt
--cert <certfile> Al gtdef o] F5iveh o] 2 PEM elae] g Al ofefef
gl ek
--privkey <keyfile> el 71 zhed o] o] H-9i v et o] el PEM glad & Al o] of of
et
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4 v
--config <config file> T4 ztd o e A o] &Yt A S ® certool.cfgi

--server <server> VMCA Awfe] AlelA o] 2ol 7| A o7 o] wlel &

— (<} .
localhost& AF-8-gh o},
o ;

certool --gencert --privkey=<filename> --cert=<filename>

certool --getrootca

Aol 9e & Y B 8 FECAAEAE A G Bel emol 4] o] FYL e A
7 Platform Services Controller x==2¢] A~ 8l o] 55 A&3to] FE CAS A o] 282 %
N2 4SS 4 gev] Aol 9¢ 4 JE F4oz A
4 a4
--getrootca FE ol 5 A aldel E L8 gt
--server <server> VMCA #u]ef AelA o] &l 7| o 2 o] vfal &
localhost A& .
o
certool --getrootca --server=remoteserver
certool --viewcert
Abeto] 918 S gl FA o7 el BE A= F ol g}
4 A4
--viewcert ol 54 Bl e gt
--cert <certfile> T4 o e A o] EYrh LA 2 & certool.cfgi
4795 o
o :
certool --viewcert --cert=<filename>

certool --enumcert

VMCA Aw 7} b gl 2 S5 dd gk 24 filter A5 AP ZE Q545 UL s)

=
A A A R A, B4 e eE dF A AT+ g5 o
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4 £K
--enumcert EE S vedo o3,
--filter [all | active] A dEgueh 25 e 4 A e A" o =t
dwAe dA AL EA g e
o :
certool --enumcert --filter=active

certool --status

ASA 7 A A E S =A AFE Gelstr] Sl A A" IS4 E VMCA A8 2 A E 3ot ol 5417} @l A
o

HAFedsA: xS addeta, 23 A o S AL A

<4 v

--status Q1A el S el o] WL

-—cert <certfile> T4 sk o] AR A o] E <k A 2 ® certool.cfg®
Ao

--server <server> VMCA A8 ¢ Ae A o] Eolyc}, 7|2 A o7 o] wled &

localhost& 488 o},

o

certool --status --cert=<filename>

certool --genselfcacert

T4 Qe Ge NFoR A AYH AFAE AY T o] FYL TF AR FEL A 4
1

24 vy

--genselfcacert ApAl A g = ol 5 A Aol D2 g

--outcert <cert_file> A5 =l el ol Fql ek, o] 3l PEM glad & A o]of of
et

--outprivkey <key file> el 7] zhd o) o] F4 vl et o] st PEM ¢lald & 4] o] of ok
o)

--config <config file> T4 skl Adul A o] F4 ok, 7|28 2 & certool.cfg®
EPERE!

SIE

certool --genselfcert --privkey=<filename> --cert=<filename>
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>
ot
B
S
o
oy

vecs-cli W& A 3= AH&shH VECS(VMware <154 Has el o gl ol

[}
g e S dir-cli ¥ certoold @7 Abg-sbe] ¢l 54 ¢l =e} 2 7] E} Platform Services Controller

——-name <name>

--server <server-name> YA VECS el ~El 2ol A= AF A o] 55 A A gh= vl
Ay

--upn <user-name> --server <server-name> oA A A3 Mu] glAavl o] 2
3k o) AGs A8 AR o BT AT 443
£ A% HA SR A A A A4 F T weba A3
8 25 A} WA AR AL E oo A FE ALEAE

ob vl eh,

o :

vecs-cli store create --name <store>

vecs-cli store delete

el 54 A A4 5 AFA g Bk MACHINE_SSL__CERT, TRUSTED _ROOTS % TRUSTED_ROOT_CRLS
A28l Argas AAS = gl oh 4 AGS A AL A £ 54 AR AR AE A 4 9l
Y o},

4 £K

——-name <name>

--server <server-name> A7 VECS 9l 2Bl 2of] e A s}= 74 A8 o] &S x| A sl=
A5 o

--upn <user-name> —-server <server-name> oA A| A g A ol mE]l ol 2
Qlebe o) AE = ALEA AR el B o AL 44 e

o\:}L] o+ “¢o
A A g AR sl A A4 wheba A A
29 £FAL WA AGA AN AE o] g FE AGALE

obg et

o :

vecs-cli store delete --name <store>
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vecs-cli store list

A AFaE Ao

4 A

--server <server-name> U4 VECS gl el zef dAdstE 25 A o] 58 A A k= Tl
A,

--upn <user-name> ——server <server-name> ©l|A] XA & A w] ¢l AE] Ao 2
0l 3l o] AFS-5] = Al gL Al A o] 2t AALE WA F

ARl AFgA e B2 Eo) A AR T et

=A% x| 7
&9 &AL @Al AEA A AEoln] A FE AL A
obyd o}
VECSol & ths3} & A 7347t 235 o,
E 4-2. VECSO| KME A
A4 A
Al 2~ "l SSI A #F4(MACHINE _SSL_CERT) u = vSphere == 9] ofdbek = 5] A u] o) A Abgx ]

rE
o},
m 7 v = 4 7} Platform Services Controller = = ©]

VMware Directory Service(vmdir)ell 4 AF-§-gu o},
vSphere 6.0 o] Aol A
]L ofupel = %*]% ol BAG Y ke 84S 9
A8 54 =5 Agg ot 2 45} vpxd

o e %‘_—“r H ﬁli% ol A3 AA ZeL deolwyth

£ Aulat A 2w SSL A BAE A}

fa

>,
L
ek
-
¥o,
e
u

& A 74 (TRUSTED_ROOTS) ZEAFT e FEASAI 2y e
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E 4-2. VECS2| ME A (A1)

A4
£24 LA AL

B  machine

vpxd

vpxd-extension

B vsphere-webclient

vSphere Certificate Manager & 2] ] Wl ¢] A 24

(BACKUP_STORE)

7 ep A A4

o :

vecs-cli store list
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A AbgAbel el g ehve) A4 £33
A9 FA = el ok ek ol E

of A28 AFAE voxd AFA S LT FAF P £ 9

-4 AFg-#F 9l %5 414 vCenter Single Sign-On< A&l <l
Ab-&- = U o}, vCenter Single Sign-On-& <154 7} &

A B a A e 54 S deleA galeh £

é 4~

W el Al s EFA AREA QIS A = 2 Al =Hlel] Sl

7 2] = % 7k AR ) E 9 VECSe Hee] £ 54 LS
9%

B nmachine: T4 84 el AL, ghojala A g 27] Au]

o A A5 eh,

B3 o] AaW EFA AEA AFAE A 2H SSLAS
s ob - Rato] glgvlch o] Aaw £F4 AEA A%
A SAML E2 m kol A5 v] A2 SSL el 541 A

2 Hlof thEl Wok SSL ol Aol A& 1 v},

B ypxd: #E] == 9 sl el ] vCenter A B2~ Hl
(vpxd) 73 7ol vk vpxdis o] Aol AE EF4
AFg-AL Q1 541 5 ARS8l o] vCenter Single Sign-Onell <l
=3 DF.

B vpxd-extension: vCenter 27 A %4l ok Auto

Deploy 4] 8] 2=, Inventory Services vl &4 ot & %4

AL ALe] ol J-7b ol Z1EF A ul A7) E kg o

vsphere-webclient: vSphere Web Client # %4 ¢ 1] £},

Ao AL Aulzof e QR FoF Aujas 23U o

2+ Platform Services Controller = =¢]|+= machine ¢ %4 7}

Zgsle] glgvnh,

VMCA(VMware Certificate Manager)ell A ol 54 &5 #]
k7] Slal ARSd ek # < Aeiuk gl o 2 A A= v gk ok
A A wk =] Feol 2 S 9l sr e

E5Ae Tl 7El AR ok S ol ek dlE Eo
Virtual Volumes &4 -& SMS A Ak 45 F 713 o,
VMware A 4 == VMware 7] & A& Aol 4] 2 A )
g} A Al el A ek o)Ak ol B3k A4 1S AE A 8l A

w o
i

] A] /\] o
3 TRUSTED_ROOTS_CRLS A R4 & A4l slwl ¢l 54
lzels} 4% 4 9l o TRUSTED_ROOTS_CRLS A
AL B AA S A 4= A FFA] vFAl Al 9
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vecs-cli store permissions

Adael AbE AE FoA A A3k ——grant B --revoke A& AHEFH

e
S
|o
i
i
i

ARy A A AR Hleke] Hof 2 d A 2eksle] E A E Y Sl 7
vCenter Slngle Sign-On == el 2] 2] #F<el administrator@vsphere.local-s A8 # ghe] Yo Bl &) #]
T Egete] e Aael e 2 dgks gy

-%.1

vecs-cli get-permissions --name <store-name>9 Ab&3le] A A4 g x| AAE A

ER k]

&4 £K

--name <name> QA5 A A gae ol &t

--user <username> Al-g #Hglo] Holx AF-gALo] 3Ek o] 2] T},

--grant [read|write] o AbE Ak ($ 7] == 27 e

--revoke [read|write] 47 s 227 AR s AL dAAl = A=A S
S

vecs-cli store get-permissions

Aol 3t A A At A e Ao

&4 kK
--name <name> s Ao ol &gt
--server <server-name> Y7 VECS glaslzo] dd A= 75 A8 o] 58 A A 3l dl
g,
--upn <user-name> --server <server-name> ©°l|A] A| A g A gl Bl so] 22
=2

Qb ol AgHE G A o BT AT A4S
A AR g AR AEeA A4 o ek A
_/.L_O] i ;;]_7]_ ?;:]XH A]_&L;], 74 EJ]A E o] u% 2:1—/0- _| E A}%x}—‘;—

U

ohdiet,

vecs-cli entry create

VECSell &5 AA et Aol Al 7] = /l5A 5 Frleteddd o] | & A o

&4 kK

--store <NameOfStore> Q1A A o] & e

alias <alias> QA5 Aol g AuA A g o o §AS AT 5 e F
E A zfael # A5 e

--cert <certificate file path> el 5 A zhed e AA A Z et

--key <key-file-path> el S Aol all sl 712 AA 7 =] o}
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=4

--password <password>

—-—-server <server-name>

--upn <user-name>

—--store <NameOfStore>

vecs-cli entry getcert
VECSA sl 545 At 25 gldo o5
1< e,
&4
--store <NameOfStore>
--alias <Alias>
--output <output file path>
—text

—-—-server <server-name>

--upn <user-name>

vecs-cli entry getkey

o{‘

VECSel
9l 1] o}

VMware, Inc.

AR g AAGI S o] 7+ F4 59

--server <server-name> oA A4 g Mu] gl Ao 2
S o) AE AL A o S o AR
7 A A AgAe] A 2 E oAl A4 H U o}, wleba] A A
O 2f Ak QA AL A Sl G FE AR

oby v},

H rlr (29

A+

Q154 A Apae ol 5,

= Bl AbRre] gl F Ye BaER AT
ek
el

14 VECS ¢l
by e

--server <server-name> ©l| A A| A& An] gl aE] Ao o
2z o) AL AR A o 4

£ QA e A Aol 4 A4 e ek 4
O 2547 WA AEA A 2ol G4 FE

o},

fies

H e 2

o
i)
v

o Bl A} Algke] 912 4 Gl BAER FAF 4
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=4

--store <NameOfStore>
--alias <Alias>

--output <output file path>
--text

——-server <server-name>

--upn <user-name>

vecs-cli entry delete

S AR zol A F22

=4

—--store <NameOfStore>
--alias <Alias>

—--server <server-name>

—-—-upn <user-name>

vecs-cli force-refresh

]1_4

=

VECSE 7HAl & Al & ;A3 o},
S A ok yvmdirel 4 VECSE

VMware, Inc.

<l Al g vk VECSell 4] &
oh gkl o= A FE QIS Ak VECSE vm

2 VECS+=
grelolEetA= o] & AHEg o

--server <server-name> ©I 4]
AL AL A A o] 24 L]

QU3 v Ahg5 £

7 _<'>_ ?ﬂxﬂ ,\]__Q‘x}_/] 74\2] /kEo”/H

A A g An] ol A

29 £f A A AHEA A E ol G4 FE AGAE

oby v},

o Fﬂo
=
ru]o -

A el & 5ol @A e,

97 VECS Q) 26l 0] AA 3 7

A4 o,

obg v et
el ZExES T4 B
SE

5+ 74 2 & yvmdire ¥

! AL B = ALE A A A o] B oqu 4
! ?ﬂXH AL ALe] Ae e
P

o) £ A B A AT Aol o] g

F 4
A AR e et

& AASHE A5 VECSAA A 22 A g

Zeloto] TE AFAE AP,
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4 £K

--server <server-name> A7 VECS gl el 2ol el A sk 79 A o] 55 A A 8l ]
RNy

--upn <user-name> --server <server-name> ©l| A A| A& A B gl Ao o

Qe ol AHEEE AR A ol B ok ARAE A4 o)
% sl A ALe] el s sel 4 A4 T whekA A7
429 £GA7F A A A Al AE o)W A FE

ob v e,

>

i 8 2] ¥l &= VMware Directory Service(vmdir)ell 41 &] &5 Ab-g-#F A A 2} ¢l ello] & Al 3
2] 2 elF el 9T el E AYTg Ut dir-clis AFE3ko] Platform Services Controller Oli B~ 9]
s &

F% #eleha A9 T 45 sk

dir-cli nodes list

7] 7 =l Platform Services Controller sl2~&l2~¢f w3t == vCenter Server A 2~ 85 v} g o},
4 A
--login <admin_user_id> 7] %A e = 27 vCenter Single Sign-On == <l<l

administrator@vsphere.local<] 22| A} ] o},

--password <admin password> el Ake] et haE A A A o v A x| 7} £A] 5
v},
--server <psc_ip or fqdn> 41 % %] = Platform Services Controller& 4o 2 x| %] 8} ]

o eiu] o] 5415 Al® 3 ol Platform Services Controller
o) IP F4 EE FQDNS A A g o,

dir-cli computer password-reset

=gl ‘Hoﬂ H *]iE“ Al A 91 oz = AMAAGE 4 9lH ok o] &4 L Platform Services Controller ¢l 2~

<4 A

--login <admin_user id> 7|27 o 2 27 vCenter Single Sign-On =gl ¢l
administrator@vsphere.local®] 2] #-¢] 1 o},

--password <admin password> el xle] el ok E A SR ghom H A x| 7} A
Y e},
--live-dc-hostname <server name> Platform Services Controller ¢l 2~ &~ 9] & A o] &<l v},

dir-cli service create

£ A8AE AT 2102 Bpa) £ Aol AgH e,
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24 49
~-name <name> AH T EFA AR o FY

Ytk VMCACl 4] 4= 3 91 54 ) B} A}

--cert <cert file>

--ssogroups <comma-separated-groupnames> SFA AEAE A A E 25wl 2 oubs o}
--wstrustrole <ActAsUser> EFA AEAE 1L AT B A me AFEA 2 F e WM E
=

ey ok &, AL AR Al Al 3] A gke] YleA AE A
.

PN

--ssoadminrole <Administrator/User> &5 4 ALEAE ActAsUser 259 ®lw] & k51 o},
ActAsUser 1 &-& AF-&AL7E o8 ARG RS Al she] Ahel S 4
o] ;ﬂﬁ 51—L] 1—4_

A -

--login <admin user id> 7184 o & &7 vCenter Single Sign-On &4l <l
administrator@vsphere.local2] 2] #}-¢] 1] o},

--password <admin password> HelAbe] kit ka5 A A A ko] = A A 7} A E]
Yo,

dir-cli service list
dir-clizh &3 Y= E574 AHEAE g =

=4 A+

--login <admin user id> 7|4 o 2 27 yvCenter Single Sign-On == ¢l ¢l
administrator@vsphere.local 2] 32| #- <] 4 o},

--password <admin password> FelAke] ekt k3 & A A sbA] ko] = A A 7} A F]

Y e

dir-cli service delete

vmdirel 4 %54 AH§7-E A Guleh £ 54 AEAE A o] vmdir Q=B AE AEHE B E

el mroellA] e Au] s w5E AR 5 gl F e

=4 A+

~-nare A £ FA AL o] B
--login <admin user id> 7|24 o 2 Z7 vCenter Single Sign-On =] 2l ¢l

administrator@vsphere.local¢] 2] #}¢] 1 o},

--password <admin password> HelAte] et a5 A A A how v A x| 7} FA]H

=,

°

dir-

cli service update
5 & 54 gl e AdFA, F v 25E g of

A1 A d 4 Ed et o] W& A F VECSTE 5+
T W\ Ales A B Y vecs-cli force-refreshs Ab#3slo] ZhAl 2 Af 2 Al g 4 Q5o
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4 £K

--name <name> gdele] 23 E£5 4 AREA] o] £ vt

--cert <cert file> Au] 2ol ke ol FA] o] o] E-qi v,

--login <admin user id> 7|24 o & &7 vCenter Single Sign-On =<l <l

administrator@vsphere.local®] 2] #-¢] 1 o},

--password <admin password> Hel Ao et ha 5 A A A ko v A x| 7} A

e,

dir-cli user create

vidir W-ol] b ARG ARE A A g o}, o] Wl 2 ALEAL o] & 2 b3 5 AFE-3le] vCenter Single
Sign-Onell ol 538k <l 7k AFgAell thal] AL 4= Qlsru et Z 2 B glo] ] Folollut o] W&l & A&

o},

=4 A+

--account <name> ~§ 4 &k vCenter Single Sign-On AF-&-#F2] o] &<l o},
--user-password <password> AbgALe] 2 7] ok & gl o},

--first-name <name> AbgARe] o] B9 e

--last-name <name> x}%;:],_g] xj) ot} 1/] E]__

--login <admin user id> 718A o & 27 vCenter Single Sign-On =4 ¢l gl

administrator@vsphere.local®] 2] #}¢] 1 o},

--password <admin password> HelAte] et a5 A A A o v A x| 7} FA]
o},
dir-cli user modify
vndir 9] 7] 5 AFEAL S A g o
24 2w
--account <name> ~k4) g vCenter Single Sign-On AF-g-#F2] o] ¢ o},
--password-never-expires Platform Services Controllerel ¢l %3l oF g}= =& 2} #hs] &

S8l ARG A A & A Sk b3 ubE ]Sl AR o] A H
A A BkeH o] AL true® A4 o

o] §4-e Fel A AL gl of et

tlo

i . o =
--password-expires --password-never-expires wA& HFelHd o] A4

true® A7 g ek

--login <admin user id> 7|4 o 2 27 yvCenter Single Sign-On == ¢l ¢l
administrator@vsphere.local 2] ] #- <] 1 o},

--password <admin password> FelAbe] ekt k3 & A A BbA] ekow] = A A 7} A F

ot

-
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dir-cli user delete
vmdir W42 & A 5 A& x5 AbA] g o,

=4

—-—account <name>

--login <admin_ user_ id>

--password <admin_ password>

dir-cli user find-by-name

vmdirell 4] o] e 2 AbgAkE Zh o} o] we] o] ub

2} ohE o,

<4

—--—account <name>

--level <info level 0|1]|2>

--login <admin user id>

--password <admin_password>

dir-cli group modify

A+

2HA) € vCenter Single Sign-On Ab-§-#k2] o] &) 4 o},

7|44 o 2 &7 yvCenter Single Sign-On == ¢l ¢l

administrator@vsphere.local€] 2] #F 4] 1 o}

el Ao b et s A A kA el wAA L 24

Yt

ol AR = ——1evel HAol A A= W Lol wh

2HA € vCenter Single Sign-On Ab-&#k2] o] &) o},

7|4 o 2 &7 yvCenter Single Sign-On == ¢l ¢l
administrator@vsphere.local¢] 32| #}¢] 1] o},

el Ak ehadvch 2 E A A etA e v A A 7} A5

Yt

A EE 25 o v] EASE TEel Fog

=4

--name <name>
--add <user or group name>

--login <admin_ user id>

--password <admin password>

VMware, Inc.

4%

vmdire] =5 o] &) ek

2ohg g mE g

e

o
°
o

4

7] o 2 &7 yvCenter Single Sign-On == ¢l ¢l
administrator@vsphere.local<] 2] A} ) v o},

el Ak ehmdvch T E A A et e v A A 7F 2415

Yt
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dir-cli group list

A7 € vmdir 255 W o

+4 v

—--name <name> vmdire] 259 AgA o] 2}, o] $4L A gslH EA
2Fol YA o3 FAL 4 Uvleh

--login <admin_user id> 7|27 o 2 27 vCenter Single Sign-On =gl ¢l

administrator@vsphere.local¢] 32| #}¢] 1 o},

--password <admin password> e Ake] ka ol k3 E Al A eFA ke s A A 7} FA]H

SES

dir-cli ssogroup create

27 wu|el(7] 4 2 2 vsphere.local) Hell 255 A4 g o}

(]

| © 2 & vCenter Single Sign-On =l & AF-&x} AL-g AgES e etr] SJall 255 A48 = 75
o Ab&-g U} o & Eo] 255 A4 o vCenter Single Sign-On =1 ¢l ¢ 2] AF 5o F 7}l
Sl 2goll Frbele B AR = glo) del] el A AF-S HEE Zhr ] o)

D
)

vCenter ¢lHl = 2] 7| A ol o gk A}-¢ 3-S5 vCenter Single Sign-On == ¢l W] Z 5o ol gk =5 ¢)
%1 o}, "vSphere .ol A v A & x4 4] &
&4 4
--name <name> vmdire] 5 o] F vk & el A o] = 487AF] vl v
--description <description> el B gk A sl ehA g AREh.
--login <admin user_id> 7] & o % =7 vCenter Single Sign-On == <1<l

administrator@vsphere.locale] 32| #}¢] 1] o},

--password <admin password> FelAke] ekt ka5 A A sbA] ekowd = A A 7} A E
e

dir-cli trustedcert publish

Al e 4 9l FE <A S vmdirel Al A g e

A4 A

-—cert <file> Q1A skl el A= d et

-—crl <file> VMCA®I A <= o] frAl o] A &1 5] A] ehsv] e},
--login <admin_user_id> 7144 © & & 7] vCenter Single Sign-On =i ¢l ¢l

administrator@vsphere.local¢] 2] #}¢] 1 o},
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4 A
--password <admin password> HelAke] et ha 5 A A SR ko v A x| 7} A
Y e},
$AL A ABAL ANDE AF AU S 3

--chain o]
]

dir-cli trustedcert publish

ALzl e 4 8l

s

FE ¢l F 4] = vmdirell A1 A & et

+4 £K

—-cert <file> Ql 5 A skl 4 =l

--crl <file> VMCAC A 3= o] 5-Al o] A&l =] A e},
--login <admin user id> 7|84 e & &7 vCenter Single Sign-On =2l ¢l

administrator@vsphere.local¢] 2] #}¢] 1 o},

--password <admin password> e Ake] gra il gk E Al A ekA] ke s A A] 7} FA]H
o},

--chain o] A2 Al AlFAE A= Aol A e 54 gk
o) e zhA el o

A vdirell 1= Al S F = FEASAHY AAE FHAaF e ol & Fof A &7l S+ e =
= o5 Al gk FE o154l vmdirell tt& FE QIS5 E F7ke A S o] WE & AFEg L o o)A
AREE A ok ol S A E FH sk A 3 Aheke] ddg o
4 £K
——cert-file <file> A FH AT T A ztd o 7 2] e}
--login <admin user id> 71¥2A o Z 27 vCenter Single Sign-On =1 ¢l gl
administrator@vsphere.local€] 2] #} ¢l 1 o}
--password <admin password> el Abe] gka iyl k35 A A ehA] ehowd w A A 7} 4] 5
v e},
dir-cli trustedcert list
2EAFE 4= FEASAH} A IDE At dir-cli trustedcert gets AFE3lo] <l
A% AAGeR AEA D7 Ao
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4 £K
--login <admin user id> 7|®7A e & 27 vCenter Single Sign-On == 4l <l

administrator@vsphere.locale] 32| #}¢] 1] o},

--password <admin password> el xte] okl eh ka5 A A SEA] ko v A x| 7} A

ek,

dir-cli trustedcert get

. - = = iN3 A
vmdirell A Al#1 e 4 Qle FE QISAF Ao A1 A 5 gpdel ek
4 A
--id <cert_ID> AT olF5 A9 IDY Y dir-cli trustedcert list ¥
B IDE EA F o
—--outcert <path> cﬂ%:/\{ E}OE]% %_/: 7(,4):10\; L} u}.
-—outcrl <path> CRL 7} & & A 2] eh. A AF&5 A k5] of,
--login <admin user id> 712A o Z 27 vCenter Single Sign-On =4 ¢l gl
administrator@vsphere.local€] 2] #F ¢l 1 o}
--password <admin password> HelAke] et a5 A A A o v A x| 7} FA]

o},

dir-cli password create

G5 &T e FEGE o B AT o DL e R A SR AL 4 9l

2 T A
24 2w
--login <admin_user id> 7|27 o 2 27 vCenter Single Sign-On =gl ¢l

administrator@vsphere.local¢] 32| #}¢] 1 o},

--password <admin password> el Ake] ¢zl b E A A A o] WA A 7F F A H
e,
dir-cli password reset

B2 At AEA ] FEE A A oS

(=
=
cli password change® A&t}

ofi

1883 & Aot = vl sbel Akl A% A4l dir-

4 £K
--account Al k35 ke AlA ] o] & T,
--new A5 AREAL Y] A kg ]
VMware, Inc.
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=4

--login <admin user id>

--password <admin_ password>

dir-cli password change

Ag At B

A= dir-cli password resets A&

=4

—-account
—-—-current

——-new

VMware, Inc.

74

sl & & T
R

Y

o

A+

7|®7A e & 27 vCenter Single Sign-On == 4l <l
administrator@vsphere.locale] 32| #}¢] 1] o},

e Ake] sha ik b2 & A A otA e vl A A 7F A

ek,

Agrtel @l ke

c}.

Al & afrabes AR ARl A st E gl e

=]

184



Platform Services Controller 24
) =

o5 & rell 4 = Platform Services Controllere] <7 &l A& 18k A1 2 A1 A & Al g e, of A=A Al
El ¢t VMware 7] #H 8 Al =Bl 4] FoF LalE 5 A A ek A S
b e o

o o =
2 AL o5 3 o

m | ookup Service £+ 13l #<l

m  Active Directory =2l Q55 Ab&ate] 22T ¢l
n  AEAAA A7 e 2 ¢l gl vCenter Server & 1.9 Al 5

m  VMware H & E 2] Au] 2 BAof A]7ke] gro]l A= F 9lF

B Platform Services Controller A4 ¥ 5 2 uj 7]

m  Platform Services Controller A ¥] =~ Z 2 Z+ %=

FO

—

ok

H o
Lookup Service 27 2| 240l
vCenter Single Sign-On 4 # ¢l vCenter Server ®+ vSphere Web Cliente} #2115 @ 57} 34] 5
o},
=A

vCenter Server % Web Client A #] #2] #lell could not contact Lookup Service. Please check

VM_ssoreg.log... L7 A o

1 s Aonle] 2o o] F7 55 A egkAL, ek o] Ankeln AL, A v 2 A

o2 714 ¢ o},

Rus
=

Mo

2

Lo,

i b
(o3

o

1 vCenter Single Sign-On, vCenter Server % Web Client& A 3 e}= T AE A A8l F]o] 7]

s Sl=A Sl g o
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3 % 223
2 gtYde= BE AA A =

registration provider...°]

ol A vhgah 3

o 0B uAAE AAG

v

= m’u

Y o},
gt =8 wl| A A 7} 3= o] 95 H Tnitializing
AL oA oA A g,

X 2]

java.net.ConnectException:

Connection timed out: connect

java.net.ConnectException:

Connection refused: connect

Unexpected status code: 404. SSO
Server failed during

initialization

uldl] v} = = 257} could not

connect to vCenter Single Sign-On

2 Azahe A9y,

Active Directory =H|2! 2l

vSphere Web Clientell 4] vCenter Server 7-4 £.4
%ol A,

Gz E AEF

=

#3519l A, ukske o] vCenter Single Sign-OnS.&2] Al 4]~
¢l 71}, vCenter Single Sign-One] v & =5 7 -$-91 v e},

% Ag

ol 2]l vCenter Single Sign-On ¥ E (7] £ %k: 7444) 7} #Fvk=| a1 9l #] o2
21 3] ok, =3k vCenter Single Sign-Onel A A 5o 9l & A| AHlof] ALE 7}5
J PU, I/0 % RAM &-&Fo] St gha] Zhel g o,

&= FQDN©] 25 9] I vCenter Single Sign-On 4 ¥] 27} o}# ]z 5|
A, AR A 1] A uhA] ek 74l o

=
P4 =
29k %L

A
vCenter Single Sign-On 4] 8] 2~ (Windows) % vmware-sso Hl(Linux)<] 48l &
el slo] vCenter Single Sign-Onel =% 591 A gel gk o},

ARl A~ oA Al AR ek o] EA Sl A Al E al AT S glew] vSphere Al @l
7 Fhol e o] B AL A x4 A L

vCenter Single Sign-On-< thA] A ZHgHu o}, o] ZA] a4 A&
"vSphere <A @] 4 7hol = o] B Al A& A2 S A4 A]

9

=)
Y,
st
-
£
|o
2

=3k SslHandshakeFailedB}};
OnzE 2 3ol5= A AH P
A w] AF-E F

uhgl 2= % 3215} vCenter Single Sign-
41} FQDN¢| vCenter Single Sign-ON-& 4

Fas ke 4—% e P

$TEMP%\VM_ssoreg.logolA] vh5 WA A7} L85 £5 A5 e

host name in certificate did not match: <install-configured FODN or
IP> 1= <A> or <B> or <C> 9714 A+ vCenter Single Sign-On< ﬁxﬂ i
=g FQDNel =, B9} Ca= Al ol A el Al Abg-2k 5 Sl A4 5l FQDN
2o stdellM 1= 7139 2 25 1ol 9= FQDN& A3l = & it
of - A A Al A A g FODN% *P%%L] ch.
A& 4 o= A FQDNel Ml ES 2 -4 ol gle 7 Fol=
Sign-On SSL 74 & -3l oF g,

74 %- vCenter Single Sign-On

vCenter Single

ok

=2 Al A o
Lo = T HA B

S35t Z2a9l

o &1¢lg ). Active Directory AFH-&-#F o] & 2

Active Directory ID 4% vCenter Single Sign-Onell Z=7}&l] = A}F-&#7} vCenter Serverol] & 1913

T Pk

Eojele] 2291 ek B wE Eolele] 2% al

+ =gl o] &5 F3el oF 3 th(user@domain =+ DOMAIN\user).
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E.& vCenter Single Sign-On #l ol tl&l] 7] & 1D 225 W72 5 5ok W7 & AF&A= AR
o] & 9 otzut AlEdto] 7| D ol gl gl

Active Directory 2] A~ E lof 319 = s ¢l-& 717 53 Windows ¢l % ID 245 74 &% VMware
715 A& A 20704335 A xS A Al L. 7] A o ® 5§ Windows ¢l 5 Active Directory £ 2]~ E
o] FE =oqlg A& o

vCenter Server Appliance s AF-&3t™ 7| ID &2 ~5 W7 g Fol = +A| 7} ol A = A ol ohg3} 2

& F7F oA A AE g
1 vCenter Server Appliance$} Active Directory =gl ZA E &2 7lo] F38 & & 7|33 o},
2 7t =gl AEEe] e PTR(E S H =l i =)¢] Active Directory ¢l DNS 4] v] 2o gl 0w

ol AEZEe] ] PTRAFZE AR AE
Server Appliance s AF&3l+= 79 b5 3

a =dcd A=EEHE vdeisy o5 HE s Ao
# dig SRV _ldap. tcp.my-ad.com
b5 ol o} Zro] el Fa7F S5 A A (ANSWER SECTION)Ol| A 5 v o,

;; ANSWER SECTION:

_ldap. tcp.my-ad.com. (...) my-controller.my-ad.com

b 7t =dcl AEE o el ob5 Pa]s Addste] Anukek 2 dupek 248 ol g o,
# dig my-controller.my-ad.com
& of &F Fro] el F47) S5 A A (ANSWER SECTION)ol| 3 4] 5 o o},
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