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o o1 & F7}2 & vSphere Authentication Proxy+ AF-&#F7} Auto Deploy & %4 Z 20| A3 & &
2EE g mofele] Frbe . 7|ef T 2B Aol x ole]d T B gl AEE ol dhA e
21 vSphere Authentication Proxy & AF-&-2 4 ¢l 57 o}
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M}
1 e A A3 71A AFEAFE vCenter Server Appliance =+ vCenter Server Windows 4] 2= &l o]
2 9l g o},
2 Bash Ao dAl2d 4 glx 5 AA = da s APk
shell

3 camconfig 2325 E7} & HHA E & o] 53]},

9 AA 9%
vCenter Server Appliance /usr/lib/vmware-vmcam/bin/
vCenter Server Windows C:\Program Files\VMware\vCenter Server\vmcamd\

Felul el el

oli

4 Authentication Proxy T4l ofl ==l 3 A&7} Active Directory A4 &4 -& F7}

= A e
camconfig add-domain -d domain -u user

FEE B A AA 7h debd e

vSphere Authentication Proxyell AF-&#}F o] &2} k@ 7} 7| A 5 vf, 2 8oof] wpe} AL&ALE Al Al o
chA] A e 4= gl b, =gl DNSE &8l ol e 4= glof oF 3l x] 1t vCenter Single Sign-On
ID £2~4 F 98+ g},

vSphere Authentication Proxy«= user’} A7 g A&7} o] &5 AF-&3le] Active Directoryell ESXi
TS AAS QA Y vl A E 5 F7FslE Active Directory ZH|glell Al A & A A e 4=
Sl= d kol userell 7] glofof vt o] AR5 A4 dt= 4] oll = Microsoft 7] = #F& +-4] 932455
off Al A4 kel ehgk w7 A Wb peb gl o,

uk

5 ©] %ol vSphere Authentication Proxyell A = wl| gl 2 AF&AF A ¥ 5 A At ohg Ha s A3
c}.

Y

camconfig remove-domain -d domain

vSphere Authentication ProxyE At&35t04 TH|Qlol S AE F7}

Auto Deploy A1 ®¥ &= Z 2u| A 3l w & 3~ E 5 ySphere Authentication Proxyell 718}
vSphere Authentication Proxy+ 123t &~ 5 Zw| el F7}3h o} vSphere Authentication
Proxys AF-&3le] Euclo] th & 25 & F7lsle = 7 ¢ 3l & £~ E 5 vSphere Authentication
Proxyell Al A o2 F71ek 4= 9l b, 2 Fo vSphere Authentication Proxy A H = dl e T~ 5
wulqlo] Frhgh o, whebA] ALEAL Al S AA S E & Tl o] 4k vCenter Server A 2Rl A 4ek 2 9 7}

¢l %1 e
5 7bA g F e el o B 9HE 4 e,

®»  name.tld(9: domain.com): Al A o] 7] ZE| o] o}l A e}
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®m  name.tld/container/path(¢l: domain.com/0U1/0U2): A4 ¢] 574 OU(EA T4 1th4]) o}l
ol A4 o,
A 2T ALE
m ESXi ZAaEoA VMCA A H gl 545 AFE3la 9+ 7 -5 T AE 7 vCenter Serverell 5715 ¢l
A

A gal gty ok 28 x| ¢k-& 719 Authentication Proxy A8l 2=+ ESXi & A~E 5 Al E & 4= ¢l
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m  ESXiclA FE CAAHE Q15 E Aot 9= 2§ FE5 CA A% <154 7} vCenter Server 4]
2 glof F71E QL= A el eh ESXi EAEo ekl A #e] o E&& x4 AL

it

1 vSphere Web ClientE A& 3l¢] vCenter Server A| =8l ol <17 ] o},

2 vSphere Web Cliente] &A= 2 o]-5slo] FA BS F2 g

kS
+

3 AR ofelol 4 AF AulEE A H G o}
4 EwlQd S 2o

et

5 =d<cls 9]

28
o

name. tld & 4](°: mydomain.com) ¥+ name.tld/container/path & 4] (:

mydomain.com/organizational unitl/organizational unit2)s Ah&3 4t
6 ZFA| A8 AREE A B g

7 Authentication Proxy 4w 2] IP 45 ¢] & 3 e, o]

FQgI e

8 AL TPt

s

g4k vCenter Server A 2~ Hl 9] |P S 49}

vSphere Authentication Proxy0l| CHEt 22I0|HE QS 2 AISSHEE A
x4
o

7] A © 2 ySphere Authentication Proxy—= el & Al = Adlo] HEof P F47F = 3288 25 F
b ok Bol 3t E Yl FEleldE S E A RS AA T F sy FetoldE QT AR
sl= = A A 5 7 $- vSphere Authentication Proxy & &~ E 2] ol 54 = 2kel gt}

AT F A

m  vCenter Server A Al o] T AEE A 274 2 & vCenter Serverel] & AE %
Z 7}kl vCenter Servere] AlE @ 4= 9l FE CAoll M A3 gl 547 ZAEd kg
vSphere Authentication Proxy+ vCenter Servere] A2 & 4 9l += F+E CAE Al & g}

a A & = 7 9 vSphere Authentication Proxy & A&l =5 A 7 6} 7] 4

m 7oA ESXi A FA 5
ATAl S ESXi TAE Q] ol 5 A7 At G55 ol 549k A A ) of g,
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Mxt
1 e A A3 71A AFEAFE vCenter Server Appliance =+ vCenter Server Windows 4] 2= &l o]
2aelg o,

2 Bash Aol A= 4 les AA e Wad s Ag o,
shell

3 camconfig 2325 E7} & HHA E & o] 53]},

9 AA 9%

vCenter Server Appliance /usr/lib/vmware-vmcam/bin/

vCenter Server Windows C:\Program Files\VMware\vCenter Server\vmcamd\
4 TheREg Agde] FelolaE A5 S AgelEd APt

camconfig ssl-cliAuth -e

o] & Y-€] vSphere Authentication Proxy+= 5714 72 32~ E 9] ol 545 2kl gk o},

5 ol oAl ZeelddE A% L Age S

At
)
o,
oli
ol
v
[‘_EJ
i
e
of
o
njo
i)
o
Ei]
i
D

camconfig ssl-cliAuth -n

ESXi EAEO0] vSphere Authentication Proxy /15 AM 712 7|

7|2 A o 2 ESXi @2~ E+ vSphere Authentication Proxy ¢l 54 & WA & o & 2hol e of gk},
vSphere Auto DeployE AH-8-3l+= 79 Auto Deploy Al Bl &of| 4] Z 2 v A Yl T A Q545 F
Ztgyet, ot E T A A wA AR 5 E Fohel oF g e

oT

AH 27 Mg

[

¢©,
oy =t

m ESXi ZAEo] HAAE 4 9)+= o o] Bl 2 E o] o] vSphere Authentication Proxy ¢l 54 & ¢ &
Ytk WInSCPe} 222 SFTP o & 2] Al o] A& Ab&-8led th5 91 A 2] vCenter Server & 2= E of 4]
AE v Eed g
vCenter Server Appliance

/var/lib/vmware/vmcam/ssl/rui.crt
Windows®] vCenter Server
C:\ProgramData\VMware\vCenterServer\data\vmcamd\ssl\rui.crt

B UserVars.ActiveDirectoryVerifyCAMCertificate ESXi 2L A A o] 1(7] £3hHE A A = o] =4

ael g o}

it
1 ESXiZA~EE Adsia FAS 9o
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2 A|&H ofzfo] 4] Q1= Ul A S A ® g o}
3 AFA AL E T

4 [datastore]/path/certname.crt FA & 154 gt H2E 1#sta gels 23

vSphere Authentication Proxy2 A QIS A{ A4

VMCA A Z2u] A Y == Al 154 == VMCAE 18] a5 E 28ate= Al ol 5A 5 A= 4
$ o G AAF F2AA L

E} A}

T clg Zefo] = CAZF A g ALEA A A ol 5
sl = 5 vSphere Authentication Proxy A 74 &858 Az 314] 4] .

At

o

T A

0%

vSphere Authentication Proxy 7} 4 & =] = A~ Hlo] tj gt FE == 3] A 2

=
s
32

o
X

3
b
L
=

Mt
1 certool.cfg?l HAFES A o},

cp /usr/lib/vmware-vmca/share/config/certool.cfg /var/lib/vmware/vmcam/ssl/vmcam.cfg
2 chgelsh ol 2A a2 AR AuE EFe] BALS DA It

Country = IE

Name = vmcam
Organization = VMware
OrgUnit = vTSU

State = Cork
Locality = Cork

Hostname = test-cam-l.testl.vmware.com

3 /var/lib/vmware/vmcam/ssl/°l| Al 71<l 71 & A4 ] o},

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=/var/lib/vmware/vmcam/ssl/rui.key --

pubkey=/tmp/vmcam.pub --server=localhost

Jocalhostell | @l Platform Services Controller®] FQDN-% Al -1 o,

4 1A e} 25k Al A A G 7] 9 ymeam. cfg Y & AFE3Sle] /var/lib/vmware/vmcam/ssl/°l

A elsAE AT

/usr/lib/vmware-vmca/bin/certool --server=localhost --gencert --privkey=/var/lib/vmware/
vmcam/ssl/rui.key --cert=/var/lib/vmware/vmcam/ssl/rui.crt --config=/var/lib/vmware/

vmcam/ssl/vmcam.cfg

Jocalhostell ® &l Platform Services Controller$] FQDN-& Al &-3H] o},
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MR} X|H QB ME AHESHES vSphere Authentication Proxy A™
vSphere Authentication Proxyol Al Ab-&#F A1 &) ol 54 & Ab&eteiwd W 7}A] whA & S8 &l oF g e}
m A CSRE A eFaL CAell Bl v & b ok, 25l ob5 Al ol 542 7] 31 &
Authentication Proxyell 4] <} Al =3 4= ¢l = 9] A 2

vSphere

=
=
A
%
<
o

=

7]&A © & vSphere Authentication Proxy+ * = & 4 CSR+ A4 slaL 8l - CSRell A = 3l =5
VMCA®I £ A gt} vSphere Authentication Proxy+ @l & ¢l 54 & A}-&3lo] vCenter Serverell
ok, AREAR A A <l S A E vCenter Serverell F7Eekal o] Bl gk /1S54 F G ofl A AFE S 4 ol T

T =
o 1

Mzt
1 vSphere Authentication Proxy-& CSR A1 4]

a ohe oot o]l +4 914 /var/lib/vmware/vmcam/ssl/vmcam.cfgs A4 3 o

[ req ]
distinguished name

= req distinguished name
encrypt _key = no
prompt = no

string mask = nombstr

req_extensions = v3_req
[ v3_req ]
basicConstraints = CA:false

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = DNS:dns.static-1l.csl.vmware.com

[ req distinguished name ]

countryName = IE

stateOrProvinceName = Cork

localityName = Cork

0.organizationName VMware

organizationalUnitName = vTSU

commonName = test-cam-1l.testl.vmware.com
b openssls Adste] CSR ot 3 7] st & A Aot 74 shdel Ak et

openssl reqg -new -nodes -out vmcam.csr -newkey rsa:2048 -keyout /var/lib/vmware/
vmcam/ssl/rui.key -config /var/lib/vmware/vmcam/ssl/vmcam.cfg

2 o5 Al A%H rui.crt AF5A 9 rui.key IS WG o

& AA #AA
vCenter Server Appliance /var/lib/vmware/vmcam/ssl/rui.crt
Windows?®] vCenter Server C:\ProgramData\VMware\vCenterServer\data\vmcamd\ssl\rui.crt
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3 vSphere Authentication Proxy 55 # 4

a camregister 2ZFE7}I Y= HHEAE e Z o] 5o

& AlA =3
vCenter Server Appliance /usr/lib/vmware-vmcam/bin
Windows?®] vCenter Server C:\ProgramData\VMware\vCenterServer\data\vmcamd\ssl\rui.cr
t
b MR AYF.

camregister --unregister -a VC address -u user

user+ vCenter Serverel o gk 22|z} AL-& A gko] 9li= vCenter Single Sign-On AF-&-#fef of &

e,

4 vSphere Authentication Proxy 48] =% %A gk o},

=7 e

vSphere Web Client

i)
i
i 1n

“E o] EHO{ /H }\])\E‘ﬂ ,;L _% %E}SLL] 1:]—_

b Au¥]&%E &2 3l VMware vSphere Authentication Proxy 41 ®] =5 &

CLI service-control --stop vmcam

5 7]¥E rui.crt 45} rui.key 39S CAolA W& s}l & mA g o},
6 vSphere Authentication Proxy 4 8] 25 t}A] A] =gk o}

7 A elF A2t 715 A4l vSphere Authentication Proxy = vCenter Serverell = A & o 2 x| 5=}

e,

camregister --register -a VC_address -u user -c full path to rui.crt -k
full path to rui.key

ESXiof CHEH ADIE 7tE 15 714

Abg-AL o] & 8l gk 3 5 2] A 8k o) Al PIV(Personal Identity Verification), CAC(Common Access Card)
T+ SC650 AvtE 7= 5 F38l ~vlE 7= ¢l 55 A-&3le] ESXi DCUI(Direct Console User
Interface)ell & 11e 4 Sl o

2ntE 7t = AR 32 Aol | AH £33 FetaE gteqivd, e AF 7132 b7 gl = Aant
E 7tE 7iuke o] 5 ol H& A 4 Al el o] ¥okg 7hebela Mol A S T o
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n  ~vhE JLE <l 55 A8l 8= Active Directory == elell 7Ff =5 ESXiE T4 @l ot A4l g &
£ Active Directory 5 &l ESXi AF-8-#F Zhe] o Wl &5 Az k44 S,

<

m VvSphere ClientE AF-&3te] FE ol 545 F7FgH oh ESXi © Ao vk ol 54| el o] W &5 4

Z3tA Al L.
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2 FAEL TP

AD(Active Directory) = d ¢l Aol A 4 gl= 75 ALEAF o] & H s+ & ol 55 83k ESXi
DCUlel Eglslul TaEoA 25 A e 73T F s
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s vCenter Server® 2| 5| &= 7] £ ESXi £ AE &= ALt e 5 AAH TLS W A(TLS 112 TLS 1.2 B+
TLS 1.25h) <& A4 gl et vCenter Server 6.591 4] TLS A& A-&-31 A ¢t =5 A4 sk, vCenter
Serverel|#] ] o] A 7] £ ESXi & AE 5x Y 6.0 & AES Hg & F gHyh ojgd EAE S TLS
11 3E=TLS1.2E A el WAz ¢ zelo] =3 o},

m 2% Microsoft SQL Server == ¢4 Oracle dl o] ] v o] 2ol = TLS 1.2 &F5 A 4 & ALk 4 9l <7
Yo},

. Windows Server 2008l 4] 4 3 5] = vCenter Server %+ Platform Services Controller ¢l Z~& ~
Al A= TLS1.05 AF&-3hA =5 A A s1A] »4] Al & Windows 20082 TLS 1.01uF A 1 3+
Microsoft TechNet 4] "A v 3 2l 7] <% 7fo] = of "TLS/SSL A A" & FE A Al 2

w 1

n b A A TLS A HA WSS AET F TaE Au 2 b4 A ARl oF g ot

m ESXi e WA WEE A4 HEdhs AT

TLS W& & A& =
AbEetA] dr B A o] Z R AAE A EE F9

1 Windows 7 ol 41 vSphere Update Manager< #}-&3¢} 3L vSphere Update Manager”} ¥ = 2] 4|
2l 9= 7§—°r T4 sl HAAste] ZRESE WA A7 ALGehA gE S A e
vSphere Update Managerell A TLS W A& Ab-&31#] x5 Ao W85 Fxeh4 Al 2

L

vCenter Server Appliance?] vSphere Update Manager+ &4+ vCenter Server A =gl o] F 3}z o]
o ~asglEe s Fd dld TET) o] =R o

2 vCenter Server ¥ Platform Services Controllerell *i TLS 74 rE el g & AR o vias
Platform Services Controller& g7 ol 4 A}&-3}+= 7 % vCenter Serverel vl & 2] €] & A A g1

=5
3 vCenter Serverd A &2l & A & 3o},

4 vCenter Server® #] 5= 7 ESXi L AE A o] Rl EF APt 2t 2B == F2]aH
Al o]

o mE savd ] o] Aele 4AT 4 Ysv e
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<] Platform Services Controller ¢l =Bl 25 27 ol 4] AL&8l= 7§ 2 el ~e 2ol 4 friE

o] A+
2e % Aa g

o] 742 vSphere 6.0 U3% A g dl+= A ~ Bl 3} vSphere 6.55 A & dl= A| 28l of| 4] 8 g o}, o}-2
T 7HA ol Ale e 4 9l s o

m TLS1.0% AF&3A x5 AAG 2 TLS 113 TLS 1.25 A&3t=5 A A

m TLS1.09 TLS 115 AH&-8hA] =5 AASIL TLS1.25 AF&3l=5 A A

TLS 78 |SE2[E| MX|

MyVMware.comell 4] TLS 74 & 2l el & th- 2 =abo] 27 A ~nlef AR 4 glspoh A A o
e 2aREE AT 5 Yl 2 A8 E Sk vCenter Server B
Controller 7-4 & o] 3L &= dhit= ESXi 74 & W o

Platform Services

vCenter Server Applianceol 4] =~ =8 =& %4 vSphere Update Manager = =7} ¢ o] o] E 5 1] o},
vCenter Serverel 4 vSphere Update Manager 7-4 45 4 @1t vSphere Update Managerell
A TLS M A& AHEshAl =5 A4 HE5 AEIA A L.

>

HH

—

FO
>

?.

e

>
e

ayg EE b2 =8kew MyVMware 714 o] 2 8¢k o}

2!

&t

—

MyVMware 7| A o] 22913} vSphere® ©] &3 o},

zlo] Al <71 9l = Al =3} Al = v AL 3ol VMware vCenter Servers A €4l i th 2 EE o] 2L

Zeg o

3 VMware vSphere TLS Configurators Al &l s} aL o}

N

<l

bdg ez s gy

+4 A Al s}l

Windows VMware-vSphereTlsReconfigurator-version-
build number.x86 64.msi

Linux VMware-vSphereTlsReconfigurator-version-

build number.x86 64.rpm
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4 3} S vCenter Serverol ] 2 =38t A=

93
o]
H

<
=

Platform Services Controller&

Zeghe,

i)
m

Ag et

F ARG,

s} 74 of] 4] = Platform Services Controllerol] =

<

}

[e]

11

= AA

Windows

Linux

build number.x86 64.msi Y&

SCP Zeholal =
version-build number.x86 64.rpm I} & AR & HALg o}

A% ehe v

Bash Al o] @A A}-&-5] =

2%

A AbgAbE 2ol g,

rr

I VMware-vSphereTlsReconfigurator-version-

g e,

rr

slof VMware- vSphereTlsReconfigurator-

[SIRE
5 -

shell.set --enabled true

shell

gz =5 rpm sbdol g HHAEL R o] %

rpm -Uvh VMware-vSphereTlsReconfigurator-version-

build number.x86_ 64.rpm

s AN 9

Windows =

Linux [ ]

TLS 74 #

A

C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\VcTlsReconfigurator

C:\Program Files\VMware\CIS\vSphereTLSReconfigurator\EsxTlsReconfigurator

/usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

/usr/lib/vmware-vSphereTlsReconfigurator/EsxTlsReconfigurator

R B E =

Services Controller &

ol W51 &

ESXi T4 2|

vCenter Server 1= Platform Services Controller?] 7] ¥ ] & & 2] = Windows % %+

ot

VMware, Inc.

a—g ?;H o]: fsig 73 T = Hu o<
W o & A D= A g o

vCenter Server Applianceel 4] 2=
+ vSphere Update Manager7}

T4 5

$1 % e

é rulru

%3l vCenter Server, Platform

SYgeh 51 du 5

v} wl o] &

e,

A%

Aol wet o5y
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+F AA WY e

Windows c:\users\current user\appdata\local\temp\yearmonthdayTtime

Linux /tmp/yearmonthdayTtime
MR
1 Y= &2 E vSphereTlsReconfigurator® ¥7 ¢t & vcTlsReconfigurator 3k¢] HH &2

4

w7 3] o

=3 AA ]

Windows C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\
cd VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/
cd VcTlsReconfigurator

54 dEEee] vigle et o HEE AY g

= AA k]

Windows directory path\VcTlsReconfigurator> reconfigureVc backup
-d backup directory path

Linux directory path/VcTlsReconfigurator> ./reconfigureVc
backup -d backup directory path

Yool AFAew shuEd=A delgr
Wl o of] A g-eb ohg ol of Ak Al A1 Y ok reconfigurevVe backup ¥ ® o] A= = 9k
wff ol o] WE s A wjvict A 5= Av]s FA I HE A lF Y e

vCenter Transport Layer Security reconfigurator, version=6.5.0, build=4635484

For more information refer to the following article: https://kb.vmware.com/kb/2147469
Log file: "C:\ProgramData\VMware\vCenterServer\logs\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log".

Backing up vCenter Server TLS configuration
Using backup directory: c:\users\<username>\appdata\local\temp\20161108T161539
Backing up: vspherewebclientsvc

Backing up: vmware-autodeploy-waiter

Backing up: rhttpproxy

Backing up: VMwareSTS

Backing up: vsphere-ui

Backing up: VMWareDirectoryService

Backing up: VMWareCAMService
(A E AR o] Foll Hde sFaalof & A v e Add 5 s

reconfigure restore -d tmp directory or custom backup directory path
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vCenter Server A|AEI|AM TLS HAES AE5K| AT E M

TLS 74 fr® el el & AH&38le vCenter Server Al = Rlol 4] TLS W] A& AH&38lA] =5 AT 4 9l
yroh o] 22 Al Feoll TLS 113} TLS 1.2% &5 AbEeh= =5 A A sh A vk TLS 1.20F AHE-3) <
Shar et

AN 2T A

vCenter Serverel| A Ie|et= T AE 9} o] a7f ALEste 5 AA R o Q& TLS W A& AFg-8be] BAIE

=
T Q=A Fl gk TLS1.01F AbE-gho] Al sk Alie] A5 dA o] =7ke v

M=t

P>
fu
ot
ul
i

>
b

N

- 9= AFEAFE vCenter Server Al 2 Elo] Zaglelar A~ A5 E S} Q)

rr
vl
=
i
Auh

9 AA ==
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
2 o AAeF A TLS WA o whe} w5 Al g o,

B TLS1.0% AF&3kA S5 AAS 2 TLS 1139 TLS1.25 5 AF&3le & A4 stedw o2 = 2
< A3

<+ AMA ==

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.1l TLSvl.2

A)
=

m TLS1.03 TLS1.1& AH8-8kA e s AA st TLS 1.20F AbS-3le 5 A A sted of2 = e
&g o},

e

=g AMA ==

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path/VcTlsReconfigurator> ./reconfigureVc update -p TLSv1.2

g5 o] 9l 719 7 vCenter Server A Z=Elol| 4] o] = & 4|

33

vCenter Server A] 2= H] o] 317 o]

=
2 a3

4 7} ESXi T2~ E 9} 7t Platform Services Controllereol A ©] F+4 & vF&-gk o,
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ESXi EAEON|AM TLS HEHE AISSIX| A E MY

TLS 74 T+ e & AF&3to] ESXi T2EoA TLS W AS AF431A] e & AA D = gl }, o] =
FA A Sl TLS113 TLS 1.28 27 AbEst =5 A A AU TLS 1.249 A8-sl= 5 A A 4 gl o},

ESXi &~E 9] 7% vSphere 87 ¢ Vel A 4 g 49} vf & 235 E 5 A3 o

-0

3 o] 2AMELE p FAS AATA & T TLS1.04 TLS 115 25 A8 A 5 A A g o},

A TLS A& Hod= 75 ESXi £4E o A48t th5- 3 7413 openss1 B H & AL 5 5]
openssl s client -tlsl -connect localhost:443 | head -5

head -5
head -5

openssl s_client -tlsl 1 -connect localhost:443

openssl s_client -tlsl 2 -connect localhost:443

A F A

ZFTLS 11 B2 TLS 1.2 A&t 41 o 9l=A #al
|-] 735 A o] B o

ok

ESXi 3 ~E9 4% v & A% = Ay~
Ytk TLS 1.04F AF&-8ke] FAlsl+= A

o

2
r]r
iyl
0,
o,
>
[
2
=
B
.
2
o
-
o
ol
ol
e
of
b
o
i)
EI
_,4
ﬁﬁ

HEE Ao ofe] TaE

1 22y =5 A9 5 o+ vCenter Single Sign-On AF-&#F] ALE-A} o] &3} 4L 5 5 AL-&-3l o
vCenter Server 4| 2= 8lol| 2 7291 g v},

2 2aYEs} Yt U Ee 2 o] F P e

=g AA =3

Windows cd ..\EsxTlsReconfigurator

Linux cd ../EsxTlsReconfigurator

UE BE TAEANA TLS1.05 AH&eA x5 AL TLS1.13F TLS1.25 =7

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.1l TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSvl.l TLSv1.2
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m FHAEH e RE T AEA TLS 1.0 TLS 115 AF8-6kA] x5 A A5t TLS 1.27F A&
sl % Aty o gas AP

< AAl =

Windows reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterCluster -c Cluster Name -u Administrative User -p
TLSv1.2

n P EAEAATLS .05 AHEehAl =5 AA S TLS 119 TLS 1.25 27 AHEst =5 A4 ¢
oul g e Ad g
= AAl =
Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p

TLSvl.l TLSvl1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSvl.l TLSv1.2

3 55% ESXi T AE(vCenter Server Al A~El 2] A7) of] S AENE A A OF?/% il
ESXiHost -h HOST -u ESXi_USER %42 A4tk HOST %Al A] &

Z 4w FQDNo|Y ZA2E P34 =5 FQDN %22 x AT 4+ 91¢144 ol 2
S AAE

A4 TLS 112 TLS 1.25 27 AbGet =5 A A etelwd b5t 2ol spAl 4]

B 2T AEA TLS1.03 TLS 115 AbEslA] w5 AAsla TLS 1.20F AF&3sl =5 A A ebef ]
O

Windows reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

Linux ./reconfigureEsx vCenterHost -h <ESXi Host Name> -u Administrative User -p
TLSv1.2

5 ESXiZ2EE AFEdt] TLIS 2253 H7 S 83
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Platform Services Controller A|AEIO|AM TLS HHE AFE 51 K|
OFC 2 AKX
Ls1-T1 =2 O

=

alu} o] 2k¢] Platform Services Controller Al 2=l o] 27 o] £k o] 9= A% TLS T4 &2 e & A
Soted AdFH=TLSWAE AT + A5

g7 ol A1 W A=l Platform Services Controllertt AF-8-ef+= 73§ o] #tl & g & 2 8 7} gl o},
3L 7 vCenter Server Al =Bl o] 5 3k = TLS M A5 A date=A] qb=A] gl gk Fof o] =i & %l 8
A e}

— REAE BN
3141 A] &, vCenter Server 6.0.x =+ 5.5.x ¢l 2~ B A~ 7} vCenter Serverel ¢17 5| o] ¢J
&3l A gx & AdAsH e o ol 28~ ¢} Platform Services Controller?] %

o
>

TLS1.0 ¥ TLS 1.1 AR&abA =5 AA Gt TLS1.2% A% AHEet=5 A A s A v TLS 1.0 AFE-al
A EES ARSI TLS 11 TLS1.25 A% Abgdt =5 A4S 4 sy
AE 2T ME

Platform Services Controller7} 17 sl= 2B 9} A v A7} A Y5 = Z 2 EF5 AF-E3lo] A4S 4 2
x| gl g e}, ¢l 53} ¢l 5 4] 2he] 7} Platform Services Controllerol 4] #] 2] 5] 7] wlj F-o] o g5 uk-&

=7 & 5
T A= AulaE AlSsHA elsl o ek AL EHA e T2 R Fak AbEste] Al Aul 29 A F
1

<4 AA =¥
Windows cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator

2 Platform Services Controllerell =&k =4 & Windows -+ Platform Services Controller 7= ol 4]
TP 4 9l o},

B TLS1.05 A&3l A ¢=5 AASL TLS 1.1 TLS 1.25 25 AF8-8le5 A7
S Algl e o},

R

Oll

=g AA =4

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.1l TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSvl.l TLSvl.2
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m TLS1.03 TLS1.15 AF&3l A x5 AAsla TLS 1.28 AF&al =5 dA sl o5 e & A

P b,

< AAl =

Windows directory path\VcTlsReconfigurator> reconfigureVc update -p TLSvl.2

Linux directory path\VcTlsReconfigurator> ./reconfigureVc update -p TLSv1.2

b

3 TFE Platform Services Controller Al =8l o] g7 o] 23k 5] of Q)= 7§ o] Z 2 A A5 db5-gh] o),

TLS 74 TR EE AEsle] 74 M7 &S =EE F odssuch HA WES =5, Al 2wl A
TLS 74 FEEEE Sl AEotA g5 AAg 22 Fo] ARgst= 5 At
ol "o TS Mg A Folut H7E I ¢ s
T TAHE ETE YT
1 vSphere Update Manager.
Windows A] = Hlof| 4] ¥ = o] ySphere Update Manager ¢l =& =5 A g 5} 217 o] 4] = = A

vSphere Update Managers ¢ dl ¢] E &l oF gk o}

2 vCenter Server

3 Platform Services Controller

Mt

1 Windows A 2= 8l &= A o] o2 g o,

2 WA HEE HEely s Al 2ol

d AA A
Windows 1 #elat 4ah& 7bal Agabe =oael g e,

2 VeTlsReconfigurator Tl & &2 & o] &3]},
cd C:\Program Files\VMware\CIS\vSphereTlsReconfigurator\VcTlsReconfigurator

Linux 1 SSHE Agste] Axel ddela 22U =S A9 4 9t Aol Y AgAE 22l gl

2 Bash Alo] @Al Abg5 A ¢hs 75 v R s Aok

shell.set --enabled true
shell

3 VcTlsReconfigurator Hl#E 2] & o] &g},

cd /usr/lib/vmware-vSphereTlsReconfigurator/VcTlsReconfigurator
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)i
[ed

3 oA AETUH

=g AA Az

Windows C:\ProgramData\VMware\vCenterServer\logs\vSphere-
TlsReconfigurator\VcTlsReconfigurator.log

e b ol s) ] 23 g,

c:\users\username\appdatallocal\temp\20161108T161539
c:\users\username\appdatallocal\temp\20161108T171539

Linux grep "backup directory" /var/log/vmware/vSphere-TlsReconfigurator/
VcTlsReconfigurator.log

e ohe ooh g,

2016-11-17T17:29:20.950Z INFO Using backup directory: /tmp/20161117T172920
2016-11-17T17:32:59.0192 INFO Using backup directory: /tmp/20161117T173259

4 Edesdedd ds Wy T oohE Ad

£ AA A=

.l

Windows reconfigureVc restore -d Directory path from previous step

o]l

reconfigureVc restore -d c:\users\username\appdatallocal\temp\20161108T171539

Linux reconfigureVc restore -d Directory path from previous step

o)

reconfigureVc restore -d /tmp/20161117T172920

5 £ vCenter Server ¢l 2~ 2of A o] A A5 HFE-gh o,

6 Tt} Platform Services Controller ¢l ~El ~of| 4] o] A A& vl 5-g1] o},

vSphere Update Manager®| X TLS HE 2 AFSSHX| A& A
x4
O

vSphere Update Manager 6.0 St o] E 3 o] Ao A= 7| R 22 TIS 22 A 1.0,11 % 1.27} =
T At E S A o] ek TLS WA 1.0 % TLS A 112 Ab&-8hA] =5 A 4 QA= TLS
WA 125 AHEeh Al e S AA D 4 gl o

TLS F4 el el & Agate] B2 Aul 2ol @ TLS ZREE 742 B2 2 4 dad o el

vSphere Update Managerdl Hal A= TLS Z2EF S 5o & A -4 & oF g

TLS 2223 A& FAHAH b5 A4+ sl oF & 5 s

3
o},

B TLSWHA 11 TLS WA 1.2 Al AEste 5 A4S TLS HA 1.0+ AH&35HA == AA
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m TLS WA 12 A% At S AAS L TLS WA 1.0 W TLS WA 115 A&7 g5 A4

n AETA BFES AL TLS T2 EF wAS oA A et S AR

x4
O

jetty-vum-ssl.xml T4 34S 4ol L& 9087¢) thell o] A TLS M A& AL&381A =5 AA T

T vtk £ E 80849 7 Z R A7) o] o vhF T}

F3 EA TLS WA S AHEekA] x5 A A S| Aol vSphere Update Managerst 5 Al gl A 8] 20

AH 27 A

vSphere Update Manager A ®l =& % A &4 o}, "VMware vSphere Update Manager A A 2 32| "
A5 x4 S

Mzt

1 vSphere Update Manager A ®| =5 % A g o},

2 Update Manager A #] t &l E2] & o] &3] th. o] = vSphere 6.07 vSphere 6.5 4 A & t} 51
ot
w4 A
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 jetty-vum-ssl.xml Z}L 2] Wl S YA sl o] =

& Qv

4 Qe A oA TLS WAS AgeA B 44Tt

mi
mlo

4 R

TLS 1.0 A}£-31#] =5 HAAsx <Set name="ExcludeProtocols">

TLS 1.1 2 TLS 1.25 A& A} &3 =2 A <Array type="java.lang.String">
- <Item>TLSv1</Item>

Z1 3}

g </Array>

</Set>

TLS 1.03} TLS 1.1& AFE-312] =5 A <Set name="ExcludeProtocols">

1w
AT TLS 1.28 A& AFL3EE AR <Array type="java.lang.String">
- <Item>TLSv1</Item>
ek
<Item>TLSvl.1</Item>
</Array>
</Set>

5 ItdE AT

6 vSphere Update Manager A 8] =5 t}4] 4]

L)
)
T
o
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Update Manager ZE 808401 CHsH 0| TLS X2 AI2SIX| A E M

x4

o

vei-integrity.xml T4 -‘i]'oe]% T ekl £ E 8084¢l el o] A TLS A& &34 =5 A4
& w2 E 90879 A5 ZaAl ) o] of v E

232 EATLS WAL ALHA BES

A
A g AEel A eheA] 2Rl g v

sl 7] Aell, vSphere Update Manager<}t &4l sl 4] v] 2o

A F A

vSphere Update Manager A #] =% % A gt o}, "VMware vSphere Update Manager A # 2 32| "
A A5 x4 AL

Hxt

1

2

vSphere Update Manager A 8] =% % | gt

% Y
Update Manager 4 #] & E 2] & o] &g}, o]+= 6.0} 6.5 4 A = t}F ] o},

veci-integrity.xml ¥} ] 1<

Abg-el A ekw = AR TLS W Aol w2} <ssloptions> B 2ol oh5 A A4 7k

WA A%
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

<l

(e} =
Vel e 44T Y 99

tle
o

A3 ot

<sslOptions> Bl 1E vci-integrity.xml I} ol F7}g] o}
g Yy

<ssl>
<handshakeTimeoutMs>120000</handshakeTimeoutMsS>
<sslOptions>sslOptions value</sslOptions>
</ssl>

<ssl>
<privateKey>ssl/rui.key</privateKey>
<certificate>ssl/rui.crt</certificate>
<sslOptions>sslOptions value</sslOptions>
</ssl>

o{
o
£
i
>
i
<

TLSV1.O"F AF&-31A] ¢bx & A A sled™ 4] Al 4= 3k 1175879685 AF-&-3Hu o},
TLSVI.O % TLSVI.1-& AF&3hA] =5 A A stedwl 4 #l4 3k 3860234245 A&7 o}

Fd & AZd e

vSphere Update Manager 4 Bl =5 thA] A =-gh o}
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Update Manager EZE 908701 CH3H AFESHX| St =& MMEEI TLS HEE
CIA| A SHESE A7

Update Manager ¥ E 9087l TLS W A& AF&3l#] ¢t= 5 AA st = A 7} A 75 &l v A
& oA AT @1§*°“wh+JE&m4 ChA] AbSEh R F A S 2 24 2 o] g} g

.

ol A WAL TLSE hA] Abgste 5 AAah dclel] o g5 »| A e,

Mt

1 vSphere Update Manager A ®| =& % A g o},

2 Update Manager A A H & E 2] 2 o] &3}, o] = 6.07 6.5 4 4] & 5 e
R 2]
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager

3 jetty-vum-ssl.xml Zt4 ] W5 At W] vpd S d e
4 AgslEE AAT TS ZE2EF WA sl TLS &l 25 Al A ] o},

o & 5o TLSVLIE AH&el= 5 AA S Y Jetty-vum-ssl.xml Lol 4] <1tem>TLSv1.1</

Teens>& A A G e,
5 sl9g A3,

6 vSphere Update Manager A 8] =5 thA] A] 23k o}

Update Manager Z E 80840 CisH| AtESHX| A& HHEE TLS HEHS
CtAl AFESIES A

Update Manager > E 80840¢l TLS v A& A}-&-31#] 9

% ThA) A3 E S AT S+ s Th £E 90879 A 3
o)A v A9l TLSE thA] A& 3k 445w el 93-S w4 o

Hxt

—

vSphere Update Manager A ¥l =5 % A g o},
I
[e)

2 Update Manager A A H# E 2] 2 o] &3}, o] = 6.07 6.5 4 4] = 5 o

A A=
vSphere 6.0 C:\Program Files (x86)\VMware\Infrastructure\Update Manager
vSphere 6.5 C:\Program Files\VMware\Infrastructure\Update Manager
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