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Y}, vCenter Single Sign-On 2ol #lw] F7Fe] ] 45 FE514] 4]

M VMCA ME ZE QIS A MY

certool CLI ®+= vSphere Certificate Manager -+ & 2| €] & AF&3}o] VMCA A v 5l ¢l 541 & Al = A
Ak 3 ymdirell A A g e

M=t

we

el 715 A4

el

1 vCenter Serveroll A A #AFA| 4= ol 54 Fu ef

certool --genselfcacert --outprivkey <key file path> --outcert <cert file path> --config

<config file>

FE QISAE A lSA = A g o

b

2 7

certool --rootca --cert <cert file path> --privkey <key file path>

el gl 545 A4 ake] vmdirel Z71ek 3 VECSe 271 g4 o,
3 EEAMEE FAG L lSA A4, At A AAS Al ste A6l A A
service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

4 (A9 Agh Al FE el S5 45 vmdirell Al g e

dir-cli trustedcert publish --cert newRoot.crt

-
—_

3 % vmdire] &l agE FA] o] gt WEl o Adeha kol A AdSAE =

=ol Asbahi o] 4R A zke] 299 F e

il
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service-control --start --all

OofAl: Ml VMCA ME FE QS M M

o

0z

=

g ool At B FECAALE Al n FE AFAE ohA A A BHAE ve] Fu

+

i
=

1 (49 A vCenter Serverel 4 VMCA FE 1% 4 & thdshe] q154 A3 2ol 9EA

!

rO
i
<
o

/usr/lib/vmware-vmca/bin/certool --getrootca
. P
e Rl o I PSR RS

output:
Certificate:
Data:
Version: 3 (0x2)
Serial Number:

cf:2d:££:49:88:50:e5:af

2 (A" A8 VECS TRUSTED _ROOTS A4 £ vdsla of 7] ¢] el54] e g

B

=

/usr/lib/vmware-vmafd/bin/vecs-cli entry list --store TRUSTED_ROOTS --text

FE AFA7} Sk g b R 4 28 e e £

Number of entries in store : 1
Alias : 960d43£f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert
Certificate:
Data:

Version: 3 (0x2)
Serial Number:

cf:2d:££:49:88:50:e5:af

3 A VMCA FE cS5AE AT e 1545 VECS 2 vmdir(VMware Directory Service)
2] TRUSTED_ROOTS A A4l F7hgh e},

/usr/lib/vmware-vmca/bin/certool --selfca --config=/usr/lib/vmware-vmca/share/config/
certool.cfg

VMCA MEEI QIS ME A|AE! SSL QIESAM IA]|
A VMCA A3 FE Q1545 AT Fol|l &= @79 =g A28 SSL el FA 5 mA T 4 gl o,
Zk Al 'l efo) op 2 A u]aebe] Mol BAlS 98 Al AE] SSL ol 54 7 glofoF gy e} o 2] vCenter
Server Sl AE A7} 315 174 ne FA A A A5 7

2 - sl A Al ~H SSL el HA] A HE S Al
& 3l of 3 et
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BE Auag FAGD AFA A5k L ARE Aol she AvlAF AT Fo]E ob o o
ARt

1 A 57 B 23 7 A ="l dafl certool.cfg A& aFutE a5 o
certool.cfg ¥4 /usr/lib/vmware-vmca/share/config/ Y E el 5t
2 @l Al="le FGDN& E£3ete 5 2h A =gl o] A A Al A 74 21 & A A e

A 228 8] 1P F o] el NsLookups A @ Fhe] ol 2] DNS 5% #elala o] o] & a9

Hostname 2 =.of] AF-&3H o},

certool --genkey --privkey=machinel.priv --pubkey=machinel.pub
certool --gencert --privkey=machinel.priv --cert machinel.crt --Name=Machinel Cert --

config machinel.cfg

oli

4 BT AuEE FA L ISA AA, At B A Ao AnlaE A A o

|

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad

5 VECSel Al al5A & F 7k o

wE A28 SSLE Bol BAGH A 2 QB4 Agad A AFAA DL G WA A E G5
& A S o A BEE Foh e

vecs-cli entry delete --store MACHINE_ SSL_CERT --alias __ MACHINE_CERT
vecs-cli entry create --store MACHINE_SSL CERT --alias __ MACHINE CERT --cert machinel.crt

--key machinel.priv

service-control --start --all

Oof|A|: A|AE] QIZEMHE VMCA HE QIS MHZE A

1 SSLalSA el g 74 st & wbEaL o] & @A ¥ E2] el ssl-config.cfg® A7t}

Country = US
Name = vmca-<FQDN-example>

Organization = <my company>
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OrgUnit = <my company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

2 A&l SSL elF5 Al tiel 7] s AU g 1Al 2= Aol 4] el A 5 o] 2] vCenter Server
ol ~El A5 w2 ] 7z} vCenter Server k=S of| 4] o] w8l & Al g g o}

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

ssl-key.priv ¥ ssl-key.pub Ztd o] @A o2& E 2fol A 5]},

3 Al A=l SSL el S5 A5 AA g Y e o] el 5 A= VMCAC 28 A 5tk VMCA FE oS54 5
AFSA A A ol F A= A g 7 - VMCAﬂ AA Alg Abgslo] 2 el F Aol A= g e},

Rus

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg
new-vmca-ssl.crt L o] AA] t @A E 2o A ]}
4 (A9 Akgh VECSS W85 v g o

/usr/lib/vmware-vmafd/bin/vecs-cli store list

ﬂ.!

m vCenter Server?| A= 9

output (on vCenter):
MACHINE SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine
vsphere-webclient
vpxd
vpxd-extension
hve
data-encipherment
APPLMGMT PASSWORD
SMS

wcp

KMS ENCRYPTION
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vSphere ¢l

5 VECS9 Al~Hl SSL gl 545 Al & Al =8 SSL ol 54 & A gyt ——-store ¥ --alias #h-&
7] o] &3 A gHebAl o Al of 3 et
= 7t vCenter Serveroll 4] o5 w5 A @l MACHINE_SSL_CERT A 24 €] 4] 228l SSL <l
SAE el =gtk FQDNe| Al 2 tf2 o2 7 A] 28l gl 54 & A A ez gfd o] Esfof
Eiasha
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
_ MACHINE CERT
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE_CERT --cert new-vmca-ssl.crt --key ssl-key.priv
ChSof =&g =
ESXi Z~E 9] 54 & wA S 5 9l et "vSphere ¥.ot" AL 5 5 A E A A] 2,
M VMCA MEEI CIZEME £F M AEXE 2IE M IA|
A2El SSLAIEAHE AR Fol e BE £FA AEA AEAE HAT 4 ek £54 AEAE
nhg H A 2 rag Aelofof shA R /IS4 I Z b IS A Y] o8 AR E AR S A Y
o] VMware A2 E5A ARG A )l 5 A1 5 LA shA] 9EaL A] 2~ H] SSL <l T A RE AR A A A QIS
Az A g o2l @ ahelmel s AL AgAe wel ) 87 AT FEg
s QEAE ZEA Fol gt A A AL, AL A AFAY e
m 57 CATE A E A 5
7} vCenter Server A| =Bl ol ] A| =8l 54 ALGAL Q] S 4] oF EF41 AR A Ql S A E LA ] e
. ot E e 54 AFEA IFAE U9 T A dir-cli listd] F8elle g 22 BE
E5A AR 2ok, 2t e 22 A AH IDE Ao W vmafd-cli get-machine-id
--server-name localhost® A4 A 2. 7 EF4 ALEAF o] Goll A28 ID7F 235 o Sl
.
AT 27 Abg
e Myl ag SRS A5 A Avb g Ade Aeldbs Aul s A A vl E e Y e
M
1 certool.cfg AHE& v} ubE of 5 o] &, IP 4, DNS ¢ &, ¢|dldd =& A Azl 5}l o] &
=+ WA d kel sol_usr.cfg).
A A Q2 Aol A AABA Y o Be AAT 4 A5k AE AR e £ Ag A
deostA v 7L ARE adlE T AAE AdSACE £3ks £ A5
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2 3/l

I~

7 5he A3 7 £ 54 G AFAE ALAT ARl A ARG T4 719

& Apghel A
o
certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub
certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg
3 4 &FA AR o 5 At
dir-cli service list
AsAE AL w Wb 314 IDE AFEE S s dH " EY o] B A F dsdE
dir-cli service list
Enter password for administrator@vsphere.local:
1. machine-623bef28-0311-436e-b21f-6e0d39%9aa5179
2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d3%aa5179
3. vpxd-623bef28-0311-436e-b21f-6e0d39%9aab5179
4. vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
5. hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
6. wcp-lcbeOa4d40-ed4ce-4378-b5e7-9460e2b8200e
35 QA me FAo 4 17 5 o8] vCenter Server Q] AEH 25 v 3} 7 dir-cli service
list®] £8o] B& kr8 B E54 AAEAE 23 A T AE 9 2 A/ ~H IDE 2o
" vmafd-cli get-machine-id --server-name localhost® A& FAA| . 7+ EF4 A&
Al o] Foll A=l D7} g o] Qg
4 ZEAuAE FAGL ISA A, At A A Al ste A6l s A A o
service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
5 2t &4 A&l del vmdir 2 VECSel A el = 71 E A5 A S A G e
ot ol = vpxd Al vl 2ol B8k )l 5415 A ohs W S 2o Fuoh
dir-cli service update --name <vpxd-xxXxx-xxx-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv
3 vmdirell A o 5415 wAelA] geow £F4 AEA7F vCenter Single Sign-Onell 9l 53 4~
gl oh
6 W& AviaE oA AAgys,

service-control --start --all
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olAl: VMCA ME 22 M AFSX QIS M AL

1 g dAd e FAol A 7z vCenter Server =59 &4 A&l Zhzboll Ha FAN/A el 7] s A
A

Ak o 7)ol = Al 28 EFAo gk A 7 F7F EF 4 A AH(vpxd, vpxd-extension,

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-

key.pub
b 7 ==ellA vpxd EFA ARG ARl w3k 7] e A A
/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub
¢ 7 =x=ol A vpxd-extension =541 AF&ALel o &k 7] A& A A] g o

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --

pubkey=vpxd-extension-key.pub
d Z ==cl 4] vsphere-webclient &-F4 A& #kell di g 7] 45 A4 3 o

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --

pubkey=vsphere-webclient-key.pub
e 7 xrold wep 54 AE A B3 A 42 AR
/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub

2 7FvCenter Server = =9 Al ~Hl &5 AREAE 7F F7F &5 4 AR A (vpxd, vpxd-extension,
vsphere-webclient, wep)ell = &l *H VMCA FE Q5 AH & sl E54 AFEA ol 545 A

*

BT —-Name WA WAL LAlok Fleh £FA AGA AL o] 2 Laelnl 7 Q15 A7} o]
n £ R A AGA A NG e 4 FE 5 e, o] A A Aol vpxa EE

vpxd-extension - ¢ & a5},

a e HEE Adete] g el Al aE EFA AFE AR i d EFA AFEA ASAE A

e,

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine

b 7oA AsE £FA ALAE ABAE AHY

f
kJ
+

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-

key.priv --Name=machine
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of¥

7 e Eol 4 vpxd £ 54 AEAE AFAE A

Fu e}

i

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv

—-Name=vpxd
7t = = ol 4 vpxd-extensions &A1 AFE A Q1S4 E AA T

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension
g W el S A g slo] 7F =l 4 vsphere-webclient &+ 4 A& A2 ol S41 5 A A g o}

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --

privkey=vsphere-webclient-key.priv --Name=vsphere-webclient
o5 W S Adste] 24 2zl A wep EFA AFEA QIS A E A R

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --

Name=wcp

3 VECS® 74 AHEA lSA & A EF4 AFEAE oA = LA g e

Z

a

b

C

d

3 --store ¥ —-alias "I/ W= Aul2=2] 7] & o] &2 A &abA A @l oF g e

7} Sl A A 28] 54 A A E 3 e
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store machine --alias machine
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store machine --alias machine --cert
new-machine.crt --key machine-key.priv

7 2ol 4 vpxd €54 A4 5 A F 3A g e
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd --alias vpxd
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd --alias vpxd --cert new-
vpxd.crt --key vpxd-key.priv

7b 3 = ol 4] vpxd-extension 74 AREAF 9l 541 E A o o
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-
extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

7} 1= = o] 4] vsphere-webclient =541 AF-&AF ol 54 5 m A g o}

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias
vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv
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4  VMware & & 2] 49|

7t = =ol A wep 54 AFEAE ol S A F A g o
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store wcp --alias wcp
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store wcp --alias wcp --cert new-

wcp.crt --key wcp-key.priv

(vmdir)E Al EF4 AL AF ol 54 & gl el o] 23 o vCenter Single

Sign-On & Ak ¢+ & %% o] A] 2] 7} v Ef ] o

dir-cli service list® A st 2+ EFA AF-EAbof v gk 23k A v] 2 ID A=A 71HA

a

w1k o] v E 2 vCenter Server A = Hl ol 4] A g gty o},

/usr/lib/vmware-vmafd/bin/dir-cli service list

output:

1. machine-623bef28-0311-436e-b21f-6e0d39%9aa5179

2. vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%aa5179
3. vpxd-623bef28-0311-436e-b21f-6e0d3%aa5179

4. vpxd-extension-623bef28-0311-436e-b21f-6e0d3%9aa5179

5. hvc-623bef28-0311-436e-b21f-6e0d39aa5179

6. wcp-lcbelad40-edce-4378-b5e7-9460e2b8200e

o ﬂ}#
ko 3]
uly o
b
=
bl
Lo
up
i
r>~
>
of
4
rO

3
=
machine-id --server-name localhost® A4 Al S 2t &5 AFEA} o] Fof| Al 2H]

ID7F Z3h5 o} Sl Tt

7} vCenter Server k= ol A vmdire] A48l ¢l 545 A g}, o & 5o
machine-6fd7f140-60a9-11e4-9e28-005056895a69 7} vCenter Servere] A A8l &F41 Al
Al 7% o] WE s AL

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt

7+ =0l A vmdird] vpxd EF4 AFEA gl F5 A5 mA g o, o & Eof
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd & F4 AF-4-#} IDe] 7% o] 5=
A g 314 A] 2

o

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

7t 2= = o 4 vmdire] vpxd-extension &4l AHEAF 91541 & LA G e ol & F o] vpxd-

extension-6fd7f140-60a9-11e4-9e28-005056895a69 7| vpxd-extension <41 A&7 ID<]

A5 o] Wle e A el AlA L

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£fd7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt
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e 7 == A vsphere-webclient & 54 AF&#F ol 54 & A @ o ¢l & 5] vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7} vsphere-webclient &4 AF-&#} ID
]l ¢ o] HEs Al

1

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f 2t xzoA wep A AFEA el 545 A g o} ol & 5 o] wep-1cbe0ad0-e4ce-4378-
b5e7-9460e2b8200e°] wep E-F41 AF-8-#F Dol el oh5 o3 & Al g g o).

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-edce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

xtod
=

ct

njo

off +=

0
e

7t vCenter Server = Eof| A 2E Au] A5 thA] A =g o),

St CARIE 7|2HE VMCA Al

ol5A Alclel VMCAZF 23HH BRAF CA A H el A 2 Al S o gl ek 2
<l ] J

= AN E1
Aol AA Alcle]l 2Rk Z1E AFAE AR AAH deA = A

e

A5 A5

Yol LA 571 +
A4 el tf g "4 g W &2 http://vmware.com/go/hybridvmcacl 4 &2 2 Al A & "New
Product Walkthrough - Hybrid vSphere SSL Certificate Replacement(Al Al % &2 ®.7] - gfo]H.2] =
vSphere SSL ¢l 54 aLA)" & A ZEsH4 A &

VMCAE %7k CAE A& L AF-8-#) A

7
o}oﬂ H x}x%ql ol & u]xllk o] o 4 {% é %4

FE QM uX(E7t cAa)
VMCA 8l 5 A & A-&AF A1 A ol $A4 &= Al eb= Al WA &A= CSRE A eta, 4w ed CSRE X,
45 VMCAel FE el5A=2 F

}
Certificate Manager -+ ® 2l €] == 7|} =45 AF&3le] CSR& AT 4 5k CSRE v+ &
A F & oF g ot

7] 27]:2048¥] E(#] £)~163848] E (2] HH)(PEM <l 1)

s PEM & 4. VMware+= PKCS8 % PKCSI(RSA 71)= Al 4 g}, 7] 7} VECSel F71= = e o 7] 7}
PKCS8= ™ g5 1]t}

s x509 ¥ A 3

n FEITA e Hal CA S true® AA B oF shr] Q1G4 A o] S AR H-Fo glof oF g e

£

basicConstraints = critical,CA:true
keyUsage = critical,digitalSignature, keyCertSign
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s CRLAWE AH§el =% Axelel vt

s 3R] ARG w9 FAY AN AFE TET F g

n 954 Al
Apg-gh o}
o oA EItE w270 o] 42 DNS ¢l 5ol = elsA= A4

m VMCAZQ F44¢ CAE AT 4 ¢l
}

Microsoft CA(¢l & 71 )& AF-&3

of Aeofe e gk Al A Algke] gl et VMCAE OpenSSL 713kl 1070 €] 154 5

g 4] (http://kb.vmware.com/kb/

2112009)2] 'vSphere 6.x°l 41 SSL ¢l %4 A Aol A& Microsoft CA(¢l % 713 gl &8 A< 4

Z A A &
VMCAE AF$A7F FE ol 545 mAl & o of2-9] o154 545
m 7] 27]:2048¥] E (& £)~16384¢] E(Z )

n 7] EE 5 A

rfe
Ry

7] AR £ FA 8 CA

1 CSR& AAsled cAacl B},

CAS] | A AeHS w5 el

3lo]

LR

fiie)

Fu e,

Bz ebe] = CAY A4 CA Alele] 3 e dFA 319

2 A= HE VMCA 2l 54 ¢} B}AF CA =& ql
< Tv8la, rootcal.crto 2 ol 52 & std & A o

|
Ahslo] FE CA PEM ¢l & A ol A vFA of g e}, ol

3 wE AuaE EA D AEA A4, A58 AR A e

service-control --stop --all
service-control --start vmafdd

service-control --start vmdird
service-control --start vmcad
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vSphere 3l

4 7]% VMCA FE CAE aA gt
certool --rootca --cert=rootcal.crt --privkey=rootl.key
ol WE & Ad A ks s P et
m I} A =Bl ol =] Ao A AFEA A A FE 9l Z A= EsbEk o}
m  VCES®| TRUSTED_ROOTS Al 7ol Ab&A Al A FE QI5A 5 Frh oAl < 9.
m vmdirell AHEAF A A FE QIFAE Fog (Al o F)

5 (AE AHE) HA HES vmdir(VMware H & E 2] A8l =)o BE qlaml a2 At A FE <l
A= vmdirZ A g e, of w7 shel o] A A skl A 25 Al g o

o5 Fol alsA e Al l5A7F ahvkat = 745
dir-cli trustedcert publish --cert rootcal.crt
Ads A o] Al AFA7F 7 A oA Qe 79

dir-cli trustedcert publish --cert rootcal.crt --chain

<l
&
1

30&vkek vmdir == 7k SA| 7k =8 5] v oF VECSE 5t vheh vmdire E# gkl A 7= <l 54
S At E R FE QIS4 L VECSe] WA A o2 Fohe 8 o) gl o

6 (A¥ Agh) He3l 7 VECSE ZAE A2 1A 4 9l o

service-control --start --all

oA|: RE QIS M 1A
certool W& & ——rootca A 7 AFEste] VMCA FE el S5A & AFSA A1 A CA FE ol SA =

a7 g e
/usr/lib/vmware-vmca/bin/certool --rootca --cert=<path>/root.pem -—privkey=<path>/root.key

o] el e Ad A vhee S A e

s D Asmle] AFA A A AL A FE AFAE FoAG o

Iy

¢
of¥
2
i
o
XN
=t
v
S

m  VCES9 TRUSTED_ROOTS A AF&ol Ab-&AF x| A F-

jus

s AR A A FE Q1S5 AE vmdirell F7FE ] o
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Ao wpet Do A A2l VMCA FE QS5 A5 954 Aol AAD 4 ok, 28 A
3l+= 7 §- vCenter Single Sign-On 419 ¢l 54 & Al &l of g o}, w8l =& A}-83}o] vCenter Server
STS ol 54 wAle] &5 x4 Al S

=
[
b

AAE SSL QIS M TR|(B FCA)

CAllA A w5l Q154 & Hhol VMCA FE QIS4 2 ubs foll =, Z& A28 SSL 41 & aAl g 4 9l

QRN = u AN
Server Q1R A7F a5 A B FA A A" A5 A sl A A28 SSLAISA A HEe A

g el of g ot
7t Al 2~ SSL ¢l 5 A ol el SubjectAltNameoll DNS Name=<Machine FQDN>©| ¥ 35| ofof g},

1 A d5A7 288 7 Azl Hal certool. cfg AHE S THE U

certool.cfg ¥4 /usr/lib/vmware-vmca/share/config/ Y& E g ol 9l o},

2 " A]="le FQDN<S E3et= 5 2F Al =gl o] AbgA A1 4 314 & A o o
A 279 1P F ol B el NSLookups A @3he] ¢ Z2] DNS F5< #elha of o] B& shale]
Hostname *Z =of Ak
3 B/l 7] 3t At 2 Al mwle] W3 Al 54 E A Sk A A AREAR A A g A st el A
G
o :
certool --genkey --privkey=machinel.priv --pubkey=machinel.pub

certool --gencert --privkey=machinel.priv --cert machined42.crt --Name=Machine42 Cert --

config machinel.cfg

= F = = N3 €] = &
4 EE ARES FAGL lSA A4, At 9 AAS Al ek A el 2 A A o
service-control --stop --all
service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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vSphere 41 %

5 VECSe Al el &A1 5 F71d o
RE A AELS SSLS Bl BAlste v 22 ol 5 A A ALl A ol A F D e gl wA 71E g
< AHA g v Al S-S FoRg Y o

vecs-cli entry delete --store MACHINE SSL CERT --alias __ MACHINE CERT
vecs-cli entry create --store MACHINE SSL CERT --alias __ MACHINE CERT --cert machinel.cert

--key machinel.priv

6 TE AAE A AR

service-control --start --all

oflX: A|AE! SSL Q15 AM TA(VMCAZE 52 CA)

1 SSLelsA ol e 74 std & w53 o] & dA] @ E2fof ssl-config.cfg® A 73 e

Country = US

Name = vmca-<FQDN-example>
Organization = VMware
OrgUnit = VMware Engineering
State = California

Locality = Palo Alto
Hostname = <FQDN>

1%

L <l

ol

S/

fH oM

&l SS
s

]
ol

l%

ol 7} vCenter Server = Eofl A o] © &S A g},
/usr/lib/vmware-vmca/bin/certool --genkey --privkey=ssl-key.priv --pubkey=ssl-key.pub

ssl-key.priv ¥ ssl-key.pub ¥} o] x| v E gl A 5]},

3 A Al ssLAlEAE AT o D5 VMCA 49 A9 5 VMCA F= U154 2
AR AR QB AT A5 VMCAZF A A A QS gl BE Q5 Aol A9 o

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vmca-ssl.crt --privkey=ssl-key.priv

--config=ssl-config.cfg

new-vmca-ssl.crt 3t o] A of &l & glof A 5] o},

4 (A9 A4y VECSS 4 e e

/usr/lib/vmware-vmafd/bin/vecs-cli store list

r’u

s vCenter Server2] A= &3

output (on vCenter):
MACHINE SSL CERT
TRUSTED ROOTS
TRUSTED ROOT CRLS

machine
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vSphere 41 %

vsphere-webclient
vpxd
vpxd-extension
hve
data-encipherment
APPLMGMT_PASSWORD
SMS

wcp
KMS_ENCRYPTION

5 VECS9 A &8l SSL el 545 Al & A28 SSL el 5 A& wAl @ oh —-store ¥ —-alias b2
712 ol 52 A gt Al A 8l oF g o}

m 7t vCenter Serveroll A th5 &8 & A gl sled MACHINE_SSL_CERT A
SAE qddlel =g ok FQDNe] A& th2 28 7k A A8l ¢l 54 & 7|0

7t
=E}
=

ot
<

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store MACHINE SSL CERT --alias
_ MACHINE CERT

/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store MACHINE SSL CERT --alias
__ MACHINE_CERT --cert new-vmca-ssl.crt --key ssl-key.priv

>,
>
ey
()]
wn
—
o
of¥
>
i
R
i

M ZE5A] FHell 9l [l A ol A, AbeA A A o
n 57 CAS AHEE A S E

7t vCenter Server A| =gl ol| 4] A] 28] EFA ARGAL ol 54 o EFA AR AF QLS AE A g e

=
©
ol

A3 diqrE ez £54 AAA AT E HE T A Fdir-cli 1listd EHellv ZE 22 B E
EFA AR 2R Ueh 4 g AaEe o 27 A48 IDE Ao ymafd-cli get-machine-id

--server-name localhost® AU 2 E£F4 ALEA o] ol A|~E ID7F E3kE] o 9l571]

ruk

A AR )l S A ke subject 7t A = Retok o el 5ol 54 AFEAE o] F(ell: vpxd) =

253 IDE E3FekE AS el Al L

VMware, Inc.

<A 01%—*%% ﬂ*ﬂ S} A] ‘E%—l *Léﬁ*' SSL el A ub AF&-AF A1 A <l %
H 1

68



vSphere 3l

—

ol

certool.cfg AFE& 3l ubE o o] &, IP 74, DNS o] &, o|vld =5 A A3l 51 ¢ o] &
= "2 ¥kl sol usr.cfg).

EEE L EIOEE F 4 ALg Aol

£ 1 <
d8etx Fadch 712 ARE a2 7 A" ASA7E £k F s

37k 24 AbgAe] gk AEAE AT AR AL A A T 3

certool --genkey --privkey=vpxd.priv --pubkey=vpxd.pub

certool --gencert --privkey=vpxd.priv --cert vpxd.crt --Name=VPXD 1 --config sol usr.cfg
o =
7 & 2A AR o] B A
dir-cli service list

PX
T 9l

W)

|
=]

e
i
o
i
djo
)
m
o
-
32
o)
T
a,

AdsAME A o H

sl
rlcls
rkl
40
o
it

% g

nct
)

Ve ¢

dir-cli service list

Enter password for administrator@vsphere.local:
machine-623bef28-0311-436e-b21f-6e0d39%9aa5179
vsphere-webclient-623bef28-0311-436e-b21f-6e0d39%9aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%9aab179
vpxd-extension-623bef28-0311-436e-b21f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0ad40-ed4ce-4378-b5e7-9460e2b8200e

o b w N

H a7 e FA A AAH of2] vCenter Server ¢l ~E A5 W] £ += 7§ dir-cli service

listd $oe] BE nEo BE 54 A§A7L LR 4 TaE9] 27 A A0 IDF B

™ vmafd-cli get-machine-id --server-name localhost® A#sAA L. 2+ EF4 AL

A o] ol Al2=8) ID7} £7E of 941 e

BE Au AT TR o154 AA, At 8l AE A ek el aE A A

service-control --stop --all
service-control --start vmafdd
service-control --start vmdird

service-control --start vmcad
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vSphere 41 %

5 vmdir#} VECSell A #Hell & 71 ol 54 5 A g of,

EFA ALAY A% o] £AN L AFAE Fobd of ek, o

dir-cli service update --name <vpxd-xxXxX-xxxX-7c7b769cd9f4> --cert ./vpxd.crt
vecs-cli entry delete --store vpxd --alias vpxd
vecs-cli entry create --store vpxd --alias vpxd --cert vpxd.crt --key vpxd.priv

3 vmdirell A el 545 aA shA] geoml £54 A&AF7F vCenter Single Sign-Onell 1813 4
PN
=R

olx: £F M4 ALEXt 2B M 1 H|(E 2t CA)

1 23 94 2z Ao 7 vCenter Server = =9] 54 AFEAL ZH7boll el F-A /706l 7] - A
A et o 7)ol = A28l EF Aol o gk B 7F FoF EF A AR AN (vpxd, vpxd-extension,
vsphere-webclient, wep)oll Hl gk o] k5] o}

a AzE EFA AGA AE 7] A AL

o =

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=machine-key.priv --pubkey=machine-

key.pub

b 7 ==l vpxd £ 54 Ag A e 7] e A4 e

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-key.priv --pubkey=vpxd-key.pub

c 7 ==l A vpxd-extension &4 AF-&Abol] H) gL 7] A4S A A ZH o

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vpxd-extension-key.priv --

pubkey=vpxd-extension-key.pub

d 7 :=x=o] A vsphere-webclient &4 AF-g-#fol] H gl 7] %5 A g o}

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=vsphere-webclient-key.priv --

pubkey=vsphere-webclient-key.pub

e 7t:=rold wep £ 4 g A a7 e Ao

/usr/lib/vmware-vmca/bin/certool --genkey --privkey=wcp-key.priv --pubkey=wcp-key.pub
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vSphere 41 %

2 7} vCenter Server =] Al ~Hl £34 AL&A 2 7L F7F E5 4 AL A (vpxd, vpxd-extension,

N -1
vsphere-webclient, wep)ell = &l *H VMCA FE QS5 A & A sl £54 AF&AF ol 545 A

n

B3 —-Name |7 WAL Lfallok Fleh £FA AGA AL o] 2 Lgelnl 2 Q15 A7} o
&R g A WG 5 A QA Bl 4 ek o] ol Aol AR Aol vpxa EE

vpxd-extension &= ¢|&¢| g},

a e HEEAYste e 2= A avl EFA AR Al W EFA AREA A SA S A Y
Yo},

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-
key.priv --Name=machine

b 7 rrEdA AzE EFA AEAL ASAE A4 o
/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-machine.crt --privkey=machine-
key.priv --Name=machine

c 7 =EoA vpxd EFA AREARE Al SAE A
/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd.crt --privkey=vpxd-key.priv
—-Name=vpxd

d 7 ==l 4 vpxd-extensions &4 AFEALE ol S A5 A A o

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vpxd-extension.crt --

privkey=vpxd-extension-key.priv --Name=vpxd-extension
e s HE s Agslo] 72 =4 vsphere-webclient &4 AF&A8 ol 54 & A A g o}

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-vsphere-webclient.crt --

privkey=vsphere-webclient-key.priv --Name=vsphere-webclient

f o REes Addte] 24 22l wep £FA4 AR AlSAE AA G o

/usr/lib/vmware-vmca/bin/certool --gencert --cert=new-wcp.crt --privkey=wcp-key.priv --

Name=wcp

3 VECSY €74 AHgA 5T Al £FA AEA ABA 2 3A G e,
B3 —-store W —-—alias 7l WE Aulse] 7] & o] £} A el <A & of ek,
a 7 msoA AsE £FA AEA AFAE LAFY

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store machine --alias machine
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store machine --alias machine --cert

new-machine.crt --key machine-key.priv
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°

vSphere 3l

b 7 xEollA vpxd EFA AFEA Q5 A5 A g o,
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd --alias vpxd
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd --alias vpxd --cert new-
vpxd.crt --key vpxd-key.priv

¢ 7t == A vpxd-extension E54 AFEAF ol 54 & Al g o
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vpxd-extension --alias vpxd-
extension
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vpxd-extension --alias vpxd-
extension --cert new-vpxd-extension.crt --key vpxd-extension-key.priv

d 7} ==l 4 vsphere-webclient &4 AF-&#}F g1 54 & a4 g o},
/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store vsphere-webclient --alias
vsphere-webclient
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store vsphere-webclient --alias
vsphere-webclient --cert new-vsphere-webclient.crt --key vsphere-webclient-key.priv

(o]

e 7=zl wep EFA AREA S A A G e

/usr/lib/vmware-vmafd/bin/vecs-cli entry delete --store wcp --alias wcp
/usr/lib/vmware-vmafd/bin/vecs-cli entry create --store wcp --alias wcp --cert new-

wcp.crt --key wcp-key.priv

4 VMware " & E 2] Aulz(vmdin)E Al 54 AFEAF ol 54 Z of vl o] =3y o, vCenter Single
Sign-On #e] A} k55 &+ ©l| A A 7} e o

a dir-cli service list® Adste] 2 EF4 ALEA] di gl a3k vl ID AR AFE 71A

Sy}, o] vl e & vCenter Server A ~Hl ol A Al g e}

/usr/lib/vmware-vmafd/bin/dir-cli service list

output:

machine-623bef28-0311-436e-b21f-6e0d39%9aa5179
vsphere-webclient-623bef28-0311-436e-b21£f-6e0d39%9aa5179
vpxd-623bef28-0311-436e-b21f-6e0d39%9aab5179
vpxd-extension-623bef28-0311-436e-b21£f-6e0d39%9aa5179
hvc-623bef28-0311-436e-b21f-6e0d39%aa5179
wcp-1lcbe0ad40-ed4ce-4378-b5e7-9460e2b8200e

o b w N

L
f
d

iR v o] 74 AFRA T E AT 7 dir-cli listd FHol= B 22
2EEFA AEA 2 A 3220 27 A A8 IDE A8 W vmafd-cli get-
7

t &4 AHEA o] Foll A2

o

machine-id --server-name localhost® A 3 3F4 A

ID7F 35 o] Sl Tt

VMware, Inc. 72



vSphere 41 %

b 7} vCenter Server k==l A vmdire] Al &E ol 5415 A P o, o &5 5o

machine-6fd7f140-60a9-11e4-9e28-005056895a69 7} vCenter Server2| A] =&l
ARl 749 o] WE s At Al S

ru}}
r-?L
S
_,d

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
machine-6£fd7f140-60a9-11e4-9e28-005056895a69 --cert new-machine.crt

¢ 7F 2zl A vmdire] vpxd £5F4A AFEAF Al S A E A dlE Eof
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd &+4 AH-8-#F IDgl 79 ¢ =
A g Al Al &

oL
o,
o

/usr/lib/vmware-vmafd/bin/dir-cli service update --name
vpxd-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vpxd.crt

=1 vpxd-
/(

d 7 == vmdire vpxd-extension &4 ALEAF ol H A 5 wA g o, ol &
EF4 AHA DA

extension-6fd7f140-60a9-11e4-9e28-005056895a69 7} vpxd-extension
A% ol HEEs Agaaa e

=
=
T

/usr/lib/vmware-vmafd/bin/dir-cli update --name vpxd-
extension-6£fd7f140-60a9-11e4-9e28-005056895a69 --cert new-vpxd-extension.crt

e 7} :=xo A vsphere-webclient =54 A&7 ol 54 & A g e ol & & vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 7} vsphere-webclient &-F+4 AF-&-#F ID
ol 75 o] HE& AP Al

Rus

/usr/lib/vmware-vmafd/bin/dir-cli service update --name vsphere-
webclient-6£d7£140-60a9-11e4-9e28-005056895a69 --cert new-vsphere-webclient.crt

f 2t xsoA wep EFA AFEA ol 545 A g o} o] & 5o] wep-1cbe0ad0-edce-4378-
b5e7-9460e2b8200e°] wep E-F41 AF8-#F Dol = oh5 o8 & A g g o},

/usr/lib/vmware-vmafd/bin/dir-cli service update --name wcp-lcbe0a40-e4ce-4378-
b5e7-9460e2b8200e --cert new-wcp.crt

vSphere2t &7 ALEXL X|H QIS M AIE

3| AL A Aol A 8T8 7% vSphereoll AF4-5 & A3 e BE Q54 E EA mE olE] Zelo] = C
ol A A dt ol F5AZ wA T 4 et o] 2 A st VMCA7ZF el 54 Alglell E3hE| A gk ok w&
vCenter ¢l 54 & VECSell A A A 7l oF g o},

>

oM
N
i
]il

al Aot AL gfelBel = £F S AL 4 Qsru ek ol Fo] V=Y A E= ol ALE 5]
= el E A= A skl VMCA A w74 AFEA )l S A = 3 AR
9l 541+ vCenter Single Sign-Onell H &k ol F-oll uk A& 1] o}, vCenter Server+ W4 &Al ol qt
v
T o

==
o
AEA AFAE AFTUTE EFA AEA AFAE 9 BAle] AgEA g

Ag AL, EFA A

ofX

Z3 VMCAE AH&-abA] e Eﬂl W s elsAle A, deHE AET A T S Z2e A 8l
°F ¢

Y
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Sol7 2 ARG A Fol = el 54 Al E ¢l8 VMware Certificate Manager -
B2l g & A& AT 4 sk e S5 AFEA A A ¢l 54 2w A (Certificate Manager)<] U

ol A& 1A 3k £ vSphere Auto Deploy & <A 7} 2 gl el VMware 715 AL & A (http://
kb.vmware.com/kb/2000988) & A= sl4] A] 2.
QM 2F U MEX XY FE QB AM 7HX27|

= EFAF CAY AFEAE A A ol S A5 AT 4 sy el Al A A= CARLS 7139
S A} ta FE ¢l 545 VECS(VMware Endpoint Certificate Store) 2 714 9= 7 9] ] o},

m 7] 27]:2048%] E (2 4)~163844] E(F H)(PEM <l 1)

s PEM & 4]. VMware+= PKCS8 % PKCSI(RSA 71)& Al L &}, 7] 7} VECSell F7h=l9 F715 717}
PKCS8 35 1]t}

= x509 ¥ A 3
. FEISA Y A5 CA A true AA N oF b A5 A Aw o] 87 AREE 5ol glofof e

m  SubjectAltNamecll+= DNS Name=<machine_FQDN>¢] ¥ g} 5| of o} g1},

= CRT 34
n S e g Aol ks o] gl ok Y AIE 4w 7] ok 53}
A A7 o A A A A7

m  ESXi &2 E 7} vCenter Server QlHl E2le] 7R 3L ¢l S AE o] F(Ew IPFL)CE A
(2 SubjectAltName).

o,
i,
0
Z

i
oo
ro,
ol
>
<2

| tgk CSR(I S A A ™ SA)E olg] Zefol = == el A} gl 54 Al Aol Al 2wl o},

n
4L
>
)

| o3 Al =8l SSL 9l 541, Al SSL ¢l 54 ] 79 SubjectAltName 2 = of = A 4f
gl o] 2(DNS NAME=machine_ FQDN)°| *.a 5] o oF g o},

EINN
bt

o

(
-

=

ke

Z

m o,
fr 10
r

o] et 5] £FA AGA AFA. EFA ALA AFA ol & 1P Fi, T
pas

o9 Faot £3e A ko HulTh 4 AFA L AFA FA AR Dok ]

°

AT (1 B

: ko
du S
2
e

e
=
)
[o
fru
2
)

ol

e
i

- A eloll thgk PEM 21 3} 7+ vCenter Server = ol o3k 4 ¥ SSL ¢l %

o]
A
.
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N
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"
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rlet

o, 1
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vSphere 41 %

2 TRUSTED_ROOTS % 4]~ Hl SS| A 4 & vfd g o},

vecs-cli store list

E S 9 s A8l SSL QI 5417 VMCAC €]l A v =] 9= A] 2l 3 o,

c (A" AR A BeteA E ATkl e AT Al S sl g HTTPS A & A 54| A
2 Z A 9} ol 7

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

dir-cli trustedcert publish --cert <my custom root>

HR Fol A AFEA ol F3 dEE A A A o ol & == wA A ZF v Y

5 & Aulag b A A

service-control --start --all

3| AL A Aol whel g3l 79 A2l VMCA FE QS5 A 5 a5 A Aadol A Al AL 4 5ok 28 A
9 = A E Aok ok, w8l &S5 A3l vCenter Server

= administrator@vsphere.local9] =
n A A28 SSL AR A A AF A (Lert Y
n FEI A28 SSL ARG A A A Al(Lkey TF)

s FEO A@ FED AEA AR AFACcrt )

Ay
>
>
e
=

Bl o]l = CARFE] 2 Al 2wlel] e 3 ol 54 & Wb Aefof of doh

m 7] 27]: 20484 E (& 4)~163844] E(Z )(PEM ¢l Z.H)
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s CRT &4
s x509 WA 3
= SubjectAltNameecll+= DNS Name=<machine_FQDN>¢] ¥ g} =] of o} gt}

s thed R 7] Age] Egsle] Y OAE A, 7] B

—
ko
|
2
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>
]
ofi
Ry
oli
ol
=]
rO
ofX
B
o
ox
2
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Wl
2
o
o
b
_E{
oli
ol
rr
2
)
>
i
>,
i)
L
°
)

service-control --stop --all

service-control --start vmafdd

service-control --start vmdird
service-control --start vmcad
2 7o 2a9ldto] CAClA W A Al 2H ¢l 54 S5 VECSe F7Fgh ] o}

fa
i

Al=E2 SSLe ol EAlet s 24 ql5A] Aol Al )15 A 7F e g
vecs-cli entry delete --store MACHINE_SSL_CERT --alias __ MACHINE_CERT
vecs-cli entry create --store MACHINE_SSL CERT --alias _ MACHINE_CERT --cert <cert-file-

path>
--key <key-file-path>

3 Lookup Service &5 £4 & dl o] =g o},

/usr/lib/vmware-lookupsvc/tools/1ls update certs.py --url https://<vCenterServer FQDN>/
lookupservice/sdk --certfile <cert-file-path> --user 'administrator@vsphere.local' --
password '<password>' --fingerprint <SHA1l hash of the old certificate to_replace>

4 2E AN 2E A ARG

service-control --start --all
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CLI HHEE AI850{ MH[A & 215
M 22|

el o] CLIE A3kl VMCA(VMware Certificate Authority), VECS(VMware Endpoint Certificate
Store), VMware Directory Service(vmdir) 2 STS(Security Token Service) ¢l 54 & 2] & 4= 251
t}. vSphere Certificate Manager - & 2| €] = v}kl el 2t & Al sl Al ak % o154 3e] 2 7] el
Al FeE]E flel A= CLIzk E 2 g o

Vubd o 2 SSHE ALgoled A Aol dA e A9t AT Aul=F Fel el Se) CLl £ Tl
Al=gh] oF, A4 gE Ul 42 VMware 7] % #FE - 4] (http://kb.vmware.com/kb/2100508) & A+ %= s} 4
Al S,
T s mAld = CLI HE s AFEsle] 545 aA sk Gl A 7 Al U e
E 3-1. Q1B Mt HAAE MH|A HEIE fIftcLI =7
CLI Av Tz
certool st 715 Al ghe] g e certool 27|13} W& A&
VMware ¢l %4 2] 2] ~<l VMCAD
o] el e,
vecs-cli VMware Certificate Store ¢l =&~ 9] vecs-cli W& A&
7 El =5 3] 3 vk VMAFD(VMware
JF Zalgdea ) i ek
dir-cli VMware Directory Serviceel 4 ¢1%54  dir-cli W& 4=
= ks gl o] Eg el VMAFDS] ¢
<l e
sso-config STS ¢l 545 e g, HEE =g,
service-control oAl Ful olFA A JaERe dF o2 CLI HE S Ay Aol o] &
2 Au|2E A A s S A g o A g sto] Mu] g FA gl

CLI & %]
Ned e g S AAA CLIZ & 5 At

/usr/lib/vmware-vmafd/bin/vecs-cli
/usr/lib/vmware-vmafd/bin/dir-cli
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/usr/lib/vmware-vmca/bin/certool

/opt/vmware/bin/sso-config.sh

3 service-control MHEolw HEE XA SFA ¢bolx ¥},

s certool T4 4 HA

m  certool £7|3 8 A=
m  certool #z] & A=
" vecs-cli ¥# A&

m dir-cli®® A=

A Ak AHEsl= CLl 2 At = dao whel a5 ek ol & 5o o] Q154 e Al &
T3 slewl =7 vCenter Single Sign-On E=#| ¢l (7] =4 2 & vsphere.local)] 2] AFof of g}, o -
[ e g AFEAE AR 4 s o

dir-cli ®W# S Agsiedd 27 = el(7] 24 2 Z vsphere.local)oll 4] 2] A} 52] =l v]ofof &
ol AFEAL o] 53} ok 35 A A skA] gkowl 7 vCenter Single Sign-On =7 ¢l 2] 2] x}(7] £ A
© & administrator@vsphere.local) &5 <] & &fel+= vl A] A 7} 4] 5 ] o},

MACHINE_SSL_CERT % TRUSTED_ROOTS A &4+ 5% AR ot AA 8o ue} F=
AP AL = A AF AR AR A A A A H IS Zhr ] o

certool
Aetelnd AgAst el A 2ol S glolok Fuivh ohg WL mE

m  genselfcacert
m  initscr

m  getdc

® wailtVMDIR

®  wailtVMCA
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m  genkey

B  viewcert

AL

certool £ SM HHZ

= A we o] 4 shlel 4 =
$AL Agte] A1 TA YL

p 0

1 E
certool --gencert B+ 57
= O o] A~ = o)
= s gy 7 E gl

T lEA 273 = e HE
A af
A7 el sk A, R Fell A we A

]

i rf‘
>4

o
o

l&

, ——config=<file name>
% 4 ik

o) 2=

T4 7} (certool.cfg)e 7| EA & /usr/lib/vmware-vmca/share/config/ H A E 2o 915

Vet
sl ol = vheol /) B ghe 7hAl 2 Hel BES} glg e

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = email@acme.com

Hostname = server.acme.com

& W Foll A AU HE el A A s AL ete] e HAD F 5]

che 3t gl 449

o,

s T DY RS QYL AL AT ——conrig FHE FHE AGehe] HAL ALY
[}

Uk A= ol 5 oAl 7 WAk d=E AA A 2E A

u /usr/lib/vmware-vmca/bin/certool -—gencert --config /tmp/myconfig.cfg

n R Eoll A A FE AU ol & S Locality s Al e dhew o] W E S A el
/usr/lib/vmware-vmca/bin/certool - —gencert - privkey=private.key —-Locality="Mountain
View"

AFA A o] 29 CN BEE 2A| 8¢ W ~-Name s <14 3 eh

£ A o] wtel <sol_user name>@<domain>©] A ut g7 of] o} &
ol F& WAL & ot

m Al 2=E SSL ol 541 9] 75 A2~ El 2] FQDNe©] A5 U o,

VMCAcl 4= DNSName(Hostname 2 E)S dhvtut &) &35l o2 WA §4 -2 & &3l x] o),
ALEALZE P FAE A A Sk 79 o] 4= SubAltNameel A 75 Y o},
4

SubAltName2] DNSName< #| 4 g o},

[e2

--Hostname "H7} W5 2§38l <l
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R R e R R SRS

F29 79 certool WEel 74 39dS Ao certool A 54 W7 WES AxEEAA L.
L <

R IHA ARE el 7155 VMCA A1 ol 541 = Al VMCA A7 /154 & o] g

CSR(AIFA Awd a.7)& Aot o] W& PKCS10 31 Z A<l 715 A

o
udh
i
o

24 4%
--gencsr CSR A ell - 2 3] eh
--privkey <key file> 7Nel 7] s o] o] &9l o},
--pubkey <key file> 8 7] gk 9 o] E et
--csrfile <csr file> CA A& Al Al X CSR 2}l o] s}gd o] &<l o}
--config <config_file> T4 st e AEA o] &gl A2 ® certool.cfg®
AR5
o :
certool --gencsr --privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

A A ABAE AN AA A H FECAZ VMCA A& =zl A ek o] $4 A4
£h. VMCAZL %7 CAZ} 5 5 % )AL ElAh 7

VMCA A w5 Z 28] A sl 7F4 7hekal ubel 5 shvbel
E ol S5 A E AFE3led VMCA A& Z=2u] A& 4 gl ok 53k CAGl % 7] 3 E VMCA AF&-<] v

--selfca AA A H QS A Aol D2 g e

--predate <number of minutes> FE el FZ Ao [Fa3 A A E] HeE A X 7F 7o'
AR A 7GR Aoz AT et o] 542 7AA
Q LFE A EAE AADE A FED 4+ Qo A
L3y
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=4

--config <config file>

—--server <server>

ol :

machine-70-59:/usr/lib/vmware-vmca/bin #

AdlA o] Fdurh, 7| B 2 certool.cfg®

VMCA 4w o] A8l A o] G4l e, 7] Ao o] 9a]
localhostE A& & ot
./certool --predate=2280 --selfca --server=

192.0.2.24 --srp-upn=administrator@vsphere.local

ertool --rootca

2E QEAE A g
EdEAE

%9 A ek Qe & Q= g
N P D

=4

—--rootca
--cert <certfile>

--privkey <key file>

—-—-server <server>

o :

A AE el& 4] 9l Al 715 VMCAe 718 BF, VMCAE g4l
Aol Abggyet, 2y b2 FE QS E ALEA) S

AL
G50 A7) Aol A
A

e A%

ol sl ol d) o] Ao & vl o] A ALS-3lA] ¢

A+

el 7] skl

3 o,

VMCA A el o] AelA o] Hgfv] e}, 714 o v o] oed &
localhosts 483 o},

certool --rootca --cert=root.cert --privkey=privatekey.pem

certool --getdc
vmdirell 4 Ab-8-gk= 7

=4

—-—-server <server>

—--port <port num>

o :

certool --getdc

VMware, Inc.

R

e
2z
ﬁg
©
il
o
2
ot

udt
T
Y

A+

VMCA A v 2] A8l A o] =
localhost& AF-& 3 ef,

Q. 7

SEEESRUE R TN F LR E R
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certool --waitVMDIR

VMware Directory Service7} A & & wj 7} A] o 7] s} A v} ——waitoll A A A = A 2F Al gho] 73 2pek wfj 7p <
W71 et o] wAE oE AT FA AFESle] 7] =wlql o] & ubd A e 54 Al s ~AEH T
e},

4 A
-—wait 71 A e A A 2R W eb 71 R 33 B
--server <server> VMCA A v e Ae A o] Felvrh, 7] Ea o & o] e

localhosts AF-&-3] of

--port <port num> Auld xe Hagiyel, 7 B3k ¥ 5 389F A A 5o,

o :

certool --waitVMDIR --wait 5

certool --waitVMCA

VMCA A vl 27p A g w7k A] e 7] 8k A v x| A & A 7E Al ko] 7 2k wlj 7hA] e 7] g o}, o] A& o

T w4 A ARG st lSA A A SA A 2AEE G

A4 A
——wait H 71 A e A AR D W e 7R 39 B
--server <server> VMCA A vle] Al o] &qlvr}, 7|2 o2 o] izl

--port <port num> AYA e 359

Al

o ;

certool --waitVMCA --selfca

certool --publish-roots

$E AFAE A dule] E3 e o] ol el Aol WL Gt
w4 2w
--server <server> VMCA 48] &) Al el A o] 2ol 7| A o 7 o] vl
localhost & AF-& 3 o,
o :

certool --publish-roots
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0424
o o

certool Z 2|

certool ¥zl W&

certool --genkey

A A FA

SEN

AA st el Al ek gl g Aol Wit AR E &

Aol B & 7] s A ol 28k 5} 2 VMCA A A ek ol 545 A ek vl AEE S olsr
e},

=4 a9

--genkey Mel & F8 7] Aol F gk

--privkey <keyfile> el 7] ghd ] o] el et

--pubkey <keyfile> & 71 gkl e o] & e

--server <server> VMCA A v o] AeA o] 59}, 7] Ao 7 o] o o]

localhost s A& & ot

o :

certool --genkey --privkey=<filename> --pubkey=<filename>
certool --gencert
VMCA Aol A ol 5 M5 ATt o] 932 certool.cfg v AAH 74 sld e A& A3
deb 548 Asate] Aad B4 mE £ A AEAE T2 ANE 5 Ao

=4

—-—gencert

--cert <certfile>

--privkey <keyfile>

--config <config file>

—-—-server <server>

o :

A

Q154 A4l Ao

Q%A shale] ¢l )ik, o] Fede PEM Q13 @A elo]of
g,

3 ot
TA sk o] AvlA o] &gl Tk A © & certool.cfg®
A5 e},

certool --gencert --privkey=<filename> --cert=<filename>
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certool --getrootca

Atgke]l 15 F e PR dA FECAUSTAE APt o] 52 JdF5AE AT F glow
Asrel 9 4 9t @A ez WA o,
&4 £K
--getrootca FE ol 54 gl Z 8 g,
--server <server> VMCA A vle] A" o] &qlvr}, 7|2 o= o] 97
localhost &3 .
o :
certool --getrootca --server=remoteserver
certool --viewcert
Abto]l 91 Folve AR qlFAY RE e E gl g
&4 A
--viewcert ol 54 B7]ol 48 g e},
——cert <certfile> T4 skl e AdulA o] Eiy ) 7] 2 A 2 & certool.cfg®
EPE )
o :
certool --viewcert --cert=<filename>
certool --enumcert
VMCA A7} ok gle 25 gl 5 A5 Yok 27 filter w A& AHEebH 25 Q545 s}
At A =AY, Z4 == ate s leAn a4 s
4 49
—-—enumcert 2E oA ol I8 g,
--filter [all | active] A AEdue w5 s A4S A A" o ks
H AL dA ADE A i ek

ol :

certool --enumcert --filter=active

certool --status

Q5 A7} A AR D EA @ E Bdas] o) AR AFAE VMCA Av = A4 o QA7 aA
A4S AFA: AP E Aen, 12A o 54 24E AT
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4 £K

--status Q54| A& goldl o F 8,

--cert <certfile> T4 gl A A o]t 7 EH 0 F certool. cfg®
EPENEY

--server <server> VMCA A el o] AelA o] S}, 714 o7 o] ofed 2

localhost& A& 3k o}
o :

certool --status --cert=<filename>

certool --genselfcacert

24 47

--genselfcacert AA A5l ol H A Aol gk

--outcert <cert file> Al sfdef o] Feivet o] 12 PEM glae] g Al eloef
g el

--outprivkey <key file> el 7] st el o] &gl c}, o] gl PEM ¢la ] 3 A o]ofof
et

--config <config file> T4 sk e AvlA o] &l Tk A © & certool.cfg®

ol :

certool --genselfcert --privkey=<filename> --cert=<filename>

vecs—cli W& A S AH&slH VECS(VMware ¢l 54 A 4)e] gl~vl~5 el d &
3]

o 3
g W= dir-cli ® certoold | ARG-dle] /1A ql=zet Bl Q5 Avjas B2l S 5 Q5

vecs-cli store create
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4 £K
--name <name> Q54 A i ol &4t
--server <server-name> “ ECS ela®l 2ol A= A5 AW o] &5 A A s+ dl

RV
R RLS

--upn <user-name> ——server <server-name> ©l|A] | A A{n] el ¥l o] B

O AEE AL AR ol B AR

) ALE e AE e o) 4] A4 e wheka] A
1

Aok AR AGA AN AE W Gk FE AGAE

_?L
by _10 rir

¥

g|

o

N

P 2
(3

to

o
o
zC
v
v

o :

vecs-cli store create --name <store>

vecs-cli store delete

1A A4 E AHA g o MACHINE _SSL_CERT, TRUSTED_ROOTS ¥ TRUSTED_ROOT_CRLS
Al 28] Argas AA S gl B ddks HA AR A S5 A AR A A E AAE Qs
e,
A A4
--name <name> AR e ol S A A 4] o] <l o
--server <server-name> A7 VECS 9l 2Bl 2of ol A dl= 74 A8 o] &S x| A &l=
A5 v
--upn <user-name> --server <server-name> ©°l|A] A| A g A gl Bl o] 22
dohe d A8SE AEA A AU ABEE 99
£ AS AR AgAe AE s A AR webA AR
s8] A RAN DA ABA QY £E ] B FE AE AL
obud et

o :

vecs-cli store delete --name <store>

vecs-cli store list

ol

ol

A A E el ok
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<4

—-—-server <server-name>

--upn <user-name>

VECSel &
E 3-2. VECSQo| M& A

g

Al 2~ 8l SSL A A4 (MACHINE_SSL__CERT)

A AR AL
B machine

B vpxd

B vpxd-extension

B vsphere-webclient

B wcp

VMware, Inc.

o) ge ARl 2@

A+

4A VECS gl~H ~
g5 e

of dA sk A An ol FE A et

--server <server-name> ©I ] A gk An] QlaEl o] 2o

Jobe o A s SR A ol YT AReE A4

. Aelszol 4 A4 H e whekal A%
E

o

= A% 2 Al
o 2577k A AER AHAEelH 4 FE AEAE

W ek

A

R

o

-

2

=

ek = 54 A ) ol 4] ALSH )

I vSphere :==¢] 9w
ot

m 7} vCenter Server = =< VMware Directory
Serwce(vmdlr)ﬂ Ab-g g o},

vSphere 6.0 ©] 4

4”ﬁﬂﬂ£54%%ﬂ%ﬁ%44ﬁ%@iﬁﬁ%%
o0 5x Al 2t ol de 4 £EE A3 e 1 45} vpxd

o A2 Ay Auas oA E AA LES dolm e

%74 A&7} el 54 & vCenter Single Sign-On% AF-&-31 <l
o Ak-&- 1 £}, vCenter Single Sign-On-& 9154 7} &1} &
A b oh 2 ol 5 542 2ol kA eksru ok

+ EFA AR IS A A= VECSO =3 E o

machine: License Server 9 & 7] Aju]2of 4] AL-&-5] 1] o},

B3 o] A~ EFA ALLA Q1A= Al ~H SS9l
Al of ob- el o] gls et o] Al 48] 54 AREA
A= SAML B2 s ghof] AR-§-5] v A 28] SSL <l 4]
2ol ol gk Wak SSL ol Aol AFg-H ] o

o = (vpxd) A 4. vpxdE o] &4
47} ol %A% AH4-3le] vCenter
Single Sign-Onell g1 & ot

> o ol

il

al

A
=

®  vpxd: vCenter A ¥] 2

aoll AAE EF41 A

B vpxd-extension: vCenter &7 A 2+l ok Auto

—Hu
‘

Deploy #]H] 2=, Inventory Services vl &4 ot & &
AgALe] A7) obd Z1ER AR ~7) gk e

B vsphere-webclient: vVSphere Client Al &4 v o}, A5
AE Au] o) FFe QR o ARl An 2 e

B wcp: VMware TanzuT! A 247} 91+ VMware vSphere®.

7} vCenter Server 3= 0| i= machine 91 %41 7} £ 5] o] 97

ek,
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vSphere 3l

E 3-2. VECSQ| ME A (A<)

A& A

AlE e 4 ole FE A4 (TRUSTED_ROOTS) e AlHT e FEISAZ e

vSphere Certificate Manager & 2] €] #j ¢l # g4 VMCA(VMware Certificate Manager)oll A ¢l 54 &5 #|
(BACKUP_STORE) Ak glell A& eh, 2 Aeist gl o 2 A adse g st

AZAA R 5| Fobt 4 5 e,

71el A4 EFAL Fll Zlel Adart FobE S s ol E Eel
Virtual Volumes < +4-2 SMS A 4 & 743 of,
VMware 44 B+ VMware 7] 5 #F& 1ol 41 28 A @
ghi A A ehA] G o)Ak o] Bl gt A A4 0] el F A E A EA

RS

3 TRUSTED_ROOTS_CRLS A A4 5 AA| 8w <154
ol Z ekt £4ke 4= 9l vk TRUSTED_ROOTS_CRLS A
g A s AV A B1A w4 A

o

vecs-cli store list

vecs-cli store permissions

f
ofe
%
I3
o

A rhdol] AbE Hes F o AY F AL b ——grant =& —-revoke A S A

U

A A& LA A Ak o] F d A& 35"5‘404 EeAgds YIS F s ) EHeE 27
vCenter Single Sign-On ==l ¢l ¢] 2] =}l

%E%ﬂﬂi%X@ﬁﬂr%WE%ﬂl%&%ﬁ4.

vecs-cli get-permissions --name <store-name>9 Ab&3le] A Ao dig dA AAE AN

'cﬂ» 01/‘]/]1;]_

=4 A

--name <name> Al Az o] Fd vt

--user <username> ALE- Hgho] FolH ARG ALY gl o] B9 B

--grant [read|write] Hooy g A8 ;ﬂt‘i(g,} 7] mi= 5_7])@ BR=1

--revoke [read|write] G 7] = 227 ARE 1S FALg o dAl = ARl E A ey
e

vecs-cli store get-permissions

Aol B A A4S A AR L A e
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=4

——-name <name>

—-—-server <server-name>

--upn <user-name>

vecs-cli entry create

VECSel &5& A T vh. Aol 7Hel 7] ==

AA A A £,

--store <NameOfStore>

--alias <Alias>

--cert <certificate file path>

--key <key-file-path>

--password <password>

——server <server-name>

—-—-upn <user-name>

--store <NameOfStore>

VMware, Inc.

--server <server-name> oA A4 g Mu] gl Ao 2
Qlehi o A E AR A ol B B A A4 E A4 3
£ A% A AEAe] AR s A AR web A
0] 25 A BA AEA AN o8] G FE ALEAE
o et

A3

AT FobekeH o] HE e

Aol FrhehA oA S, AL Qi

e A o $Ae AT+ e

-©,
ofN
R3
2
=
oL
ol
)
il
Ny
o
2ol
2
it

c
)
T

17 VECS <=l o] A7 b 45 A8 o] 84 A A el v

A4 o,

--server <server-name> oA A A3 Mu] glAavl o] 2
Jehi o) AS 5 AR A o Bt A4

£ A ARG Ao 4] A4 o, whebs
o) 2 f At A AR A A o u] Y
}

Yt

3

=0
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vSphere ¢l

vecs-cli entry getcert
VECSel A4l 1A% A g &
A5 d et

&4

—--store <NameOfStore>

--alias <Alias>

--output <output_file path>

——text

—-—-server <server-—-name>

—--upn <user-name>

vecs-cli entry getkey

VECSel A 75 7] & A3} o] 7= &8 gl of

9% .

4
--store <NameOfStore>
--alias <Alias>

--output <output_file path>
--text

—-—-server <server-name>

——-upn <user—-name>

AR g eF, VECSel 4] 35

VMware, Inc.

stedel Al FA &

g el = dA FE Q1S4 9l B VECSE vm

87} A ghe]

A+

Q54 A Apae ol 5,

A5 o,

—-server <server-name> ©l|l 4] A7 &k A v ol Bl o
qleb ol A& = AHEA A ol Y e AR A ‘J ot
= A A AR AR AEoA] AP, wpeba] AR
o) 25 A B AR AL E ] G FE LA
oh e,

Bl A v} Apgto]

7 o AE £A3 e

B zsol QA et A5 A o] 52 A Ao )

9174 VECS =
A

-—server <server-name> ©llA] A A&k A8 ¢l 2Bl Aof

Qlahe o ALEs & A A o S 7
= O_,—?s:]xl] A].&/:]_,] 71 Bl 2~ E o] 4] Aﬂx]&]qd—

obyd e,

+ VECSol A o742 A A3y

AFAE g e
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4 £K

--store <NameOfStore> QA Ao o] &4t

--alias <Alias> AbA el = g o] WA gl o

--server <server-name> A7 VECS el 'l 2zl A sl 75 4w o] 55 A A sl ol
A8 o,

--upn <user-name> --server <server-name> ©l|A] A A&k 4] gl aE 2o 2
Qlah vl A-g5E LA A ol B AT A4
A% A AeRe) A mEd A AL e, wheka] A
g0 At AA AbeA e~ o]n] GA FE ALE A=
ohduieh,

o Bq ZgzE S EAA darloh LT LA AL G4
e,

vecs-cli force-refresh

VECS® Al = A2 33l Yot 7] 24 2 VECSE 54 A 22 vmdire &3 skl A FE <154 stdd
= AA Y ek vmdirell 41 VECSE S4] gdule]l Estelwd o] wle] & Abg 3 o},
4 A
--server <server-name> A7 VECS gl z=El 2ol el sb= 79 Av] o] &5 A A sl ]
b e,
--upn <user-name> --server <server-name> oA A A3 Mu] glAavl o] 2o
Qlehi ol ALEEE ALEAl A ol BV B AR LT A4 B
A% A Aeae A s e AL e, wheka] A
&9 &AL B A A AEo]w] A FE ALE A
by,

o

i 8 2] ¥] &= VMware Directory Service(vmdir)ell 4 &] &5 Ab-g-#F A A 2} ¢l ello] = Al 3
oSt ke He] 5 A3k dir-cliE AH&3Fe] vCenter Server 9l =&l 28] =<l 7|5

2
45g elstn A2 @ + s

dir-cli nodes list

il

vhed g o

vCenter Server A ~Elo]| o145 e 13 o4 n e
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4 £K

--login <admin user id> 7|®7A e & 27 vCenter Single Sign-On == 4l <l
administrator@vsphere.locale] 32| #}¢] 1] o},

--password <admin password> el xte] okl eh ka5 A A SEA] ko v A x| 7} A
e
--server <psc_ip or fqdn> = vCenter Serverell 1A sle] gt} HA slE & nejw

o] w A& AR F Tk

dir-cli computer password-reset
=l Well A A28l Al o] b E AT F 5

=4 A+

--login <admin user id> 7|®5 e & 27 vCenter Single Sign-On == 4l 4l
administrator@vsphere.locale] 32| #}¢] 1] o},

--password <admin password> FelAbe] ekt k35 A A sbA] ko] = A A 7} A E
v o},
--live-dc-hostname <server name> vCenter Server ¢l ~El 2~ 2] & A o] &)1},

dir-cli service create

EFA AEAZ AP A e % Bl T Aol AEH

&4 £K

—--name <name> A A S L2 AL AL o] o] B9l o),

~—cert <cert file> Q%A 5198 7 = ) o, VMCAGI A A1 3 <1 54} e
A st

--ssogroups <comma-separated-groupnames> ST A EAE A A E 25 e 2 ks o),

--wstrustrole <ActAsUser> EFA AEAE 7L AF B A mE AR e v E
RS, 2, £ 3 A Aol A fhel Aol YA of 2 7
Ao

--ssoadminrole <Administrator/User> L5 ALEAE ActAsUser 15 9] ®lw & abE o},
ActAsUser 9 - ALE-A7} eb i AFEALE tfAlshe] 2Hl S 4
95 % g,

--login <admin user id> 71484 e & 271 vCenter Single Sign-On =<l <l
administrator@vsphere.locale] 32| #}¢] 1] o},

--password <admin password> FelAbe] ekt ka5 A A BbA] ekowd = A A 7} A E]

ek,

dir-cli service list

dir-clizh i g €54 AHgAE el e
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--login <admin user id>

--password <admin_ password>

dir-cli service delete

A

&

7| EA o

T

# 271 vCenter Single Sign-On == ¢l <l
administrator@vsphere.locale] 32| #}¢] 1] o},
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Bl el Gz ek xS A A A o WA <7 24
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vmdirell A &F4 AEARE AR R o, EFA AFEARE AHAl sl o] vmdir Ql AaE A E AR B E
P ol 4] Bal Aul s mE g AR 4 g Fu o,
A4 A
--name AbA S S5 A ARG AR o] E 4 v
--login <admin_ user id> 7|4 o 2 27 yCenter Single Sign-On == ¢l ¢l
administrator@vsphere.local®] 2] #F ¢l o},
--password <admin password> el xte] okl ek ka5 A A SEA] ko v A x| 7} A H
Yo
dir-cli service update
AR EFA AR Hg )l F A, F Aulas BeE qfdlo]l B e o] WEls A3 F vecs-cli
entry create WH & Aol VECSAA EF4A AFEA Q154 &5 sddlo] Eghv ot vecs-cli % &
trel Ngs HEFAA L,
A4 A
--name <name> dele]l =2 EF 4 AFEA] o] &9 v T},
A 2ol Bekak gl F A o] o] &4 el

--cert <cert file>

--login <admin_user_id>

--password <admin password>

dir-cli user create

vmdir W ol] dul AFgA S A AT o} o] BB
Sign-One¢ll ab= Ql 7k ARG Aol el AHE-

c}.

TF 2=

=
o] =
1l o =

=4
—-—account <name>

--user-password <password>
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--first-name <name>
--last-name <name>

--login <admin_ user id>

--password <admin_password>

dir-cli user modify

SIS

A AEAE 54

A

vmdir el A A A

=4

—-—account <name>

--password-never-expires

--password-expires
--login <admin user id>

--password <admin password>

dir-cli user delete
vmdir W 5-2] A
24

—-—account <name>

--login <admin_ user id>

--password <admin password>

dir-cli user find-by-name

2 GRS B
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—-—account <name>

--level <info level 012>

--login <admin user id>

--password <admin_password>

dir-cli group modify
AREA e aE e 71E el Fohe e

=4

--name <name>
--add <user or group name>

--login <admin user id>

--password <admin_password>

dir-cli group list
214 vmdir 254 vhed g ok,

=4

--name <name>
--login <admin user id>

--password <admin password>

dir-cli ssogroup create

27 =oel(7] A 2 & vsphere.local) Well
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o] ® & vCenter Single Sign-On =wcl&] AbgA} Ab-g A ghs stelelr] Sl 255 Adetel= 2§
gt ol & 5ol 55 A A g Tl vCenter Single Sign-On =] gl ¢] 2] A} 5o F7babH
Nk 2ol Frhebe e AR A E melcledl gl el A AR A gz e
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vCenter ¢lul & 2] 7| Aol off & A& 43S vCenter Single Sign-On == ¢l W 2] 5o Fofd 5 9]
F Uk "vSphere Bkt AR A & AFXE R4 A &

A A4

--name <name> vmdire] =5 o] & ek FH ol Aol 1= 4874 v v}
--description <description> a5l e gk Al eh(Al 8 AREh.

--login <admin user id> 7|24 o 2 &7 vCenter Single Sign-On =2l ¢l

administrator@vsphere.local¢] 2] #}¢] 1 o},

--password <admin_ password> el A ksl B 5 A ASA gow H A A 7} A H

kJ
s

dir-cli trustedcert publish

4 A

-—cert <file> Q154 shele] A et

-—crl <file> VMCAC A <= o] Al o] Al =] A] ehgr] e,
--login <admin user id> 7|8 o 2 &7 vCenter Single Sign-On &= 2l ¢l

administrator@vsphere.local¢] 2] #}¢] 1 o},

--password <admin password> el At et a5 A A A ko v A x| 7} F 4] H
[BR=

--chain o] gAE Al AdFTAHE AT el AR T 54 B
o W ahA] el o,

A vmdirel 91 AlE % 4 Gl FE ASA S AAE AL ek o F Sof @) Bl gt 0w
£ QB A U@ FE AFA L vmdirell B2 FE QAFAF FohE A o WA AL ek o o4
AgEA e AFA AAE AL e B 3ke] QB
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4 £K
--cert-file <file> AAE AT 154 7l o] A=
--login <admin_user id> 71¥2A o F 27 vCenter Single Sign-On =4 ¢l gl

administrator@vsphere.local<] 2] #F ¢l 1 o}

)

--password <admin password> de] Ao kE v ka3 E A A A gowd WA A 7} FA]H

e},

B

°

T AT e FEAFAG A IDE FE @t dir-cli trustedcert gets AF&3led <l
= At o154 ID7F A gk e
4 A

--login <admin user id> 7|24 o & &7 vCenter Single Sign-On =l <l

administrator@vsphere.local®] 2] 4] 1 o},

--password <admin password> el Al bzl ok 5 A A SR ko H A x| 7} A

Y e

dir-cli trustedcert get

vmdirell 4 A8 & 4 9l &= FE <l

oM

A& A sk A A w shedell e e

=4 A

--id <cert ID> AT lF A9 IDY Y dir-cli trustedcert list 9
B IDE EA G

—--outcert <path> cd%:xﬁ r}oal_% % 73 —FLOJ 14 q_.

--outcrl <path> CRL z}4l & % 7 =5 o}, A Ab&5] A ¢ o},

--login <admin user id> 7|4 o & &7 vCenter Single Sign-On ==l gl

administrator@vsphere.local®] 2] #-¢] 1 o},

--password <admin password> el Ao et a5 A A A ko w1 x| 7} A

Jet

dir-cli password create

4 A
--login <admin user id> 7|8 o & &7 vCenter Single Sign-On = 2l ¢l

administrator@vsphere.local¢] 2] #}¢] 1 o},

--password <admin password> el Ao et a5 A A A ko v A x| 7} F 4] H

°
)
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dir-cli password reset

#el At Ag el EE AARFES o §3 o

c}.

cli password change® AH-&34
4

——account

——new

--login <admin user id>

--password <admin_ password>

dir-cli password change
AL B E WA RS o o]
A= dir-cli password resets AF-8-8F¢]
&4

—-account

——current

——new
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o S|
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m vCenter Single Sign-On ©] &l

m  vCenter Single Sign-On ID &2 T4

m  vCenter Server Security Token Service 32|
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n 9 H D AlFA e o] A = vCenter Server 7] Al ¥ ID Al FAHE ol AFEAE <l

712 A F 1D Al F A= =72 A, Active Directory %+ OpenLDAP, IWA(Windows & & ¢l
ol w7 YFH(2vE b= RSA SecurlD, Windows Al 4 ¢l 5)S &1 3H o},

ey
n AEAE B EFA AEAE AF T
m  STS(Security Token Service).

m Wk B g SSLY Y.

ID MZA 7L

vSphere 7.0 ¢] A ol i= vCenter Serverel 71 A% ID Al A7} e}k 7] 24 2 & vCenter
Server+= vsphere.local =™ ¢l & |ID 42~ & AR (A A] Sl W7 7153, LDAP/S,
OpenLDAP/S ¥ IWA(Windows &3 ¢l %)& AF-&3Fe] AD(Active Directory) ID £~ % AH-&-3l =
vCenter Server 7| A% ID Al A5 74 4 dssvoh 28 g 745 AH8-skd A o] @l AD 74]

<
=
& &3] vCenter Serverel] 2218 4 951 o},

vSphere 7.0-8 = #ltf el o] A ¢l F & AH&-3lo] 94 ID AlF-#kell w3l vCenter Servers 743 4 L
Sy k. 28k F+4 4] vCenter Server= ID Al A& vl ok, €A vSpherew £ ID Al A& AD
FS(Active Directory Federation Services)E #11 3t o}, o] -4 4] AD FS+ vCenter Server® 4l
slod ID aaof AF S A& o

vCenter Server ID M3 At HHO|MHE QIS 2 AISEH AR X 212
Y o}

N

th5 1812 vCenter Server ID Al &7k Al o] & o] A of vlgk AFEAF 229l 358 ¥of

VMware, Inc. 100



vSphere 41 %

12| 4-1. vCenter Server ID MEAt H{2|o|ME AFE X} 210!

Active Directory

AD FS

vCenter Server

of Zz|7 oM
ds

vCenter Server, AD FS % Active Directory+ th&3} 30| 4% =8¢t

ID & 2}
JRETPS

)

o},
1 AFEA7E AFEAF o] B2 4l 3 dFod vCenter Server B H #) o] x| of] A A] A} gk o

2 AbgA o] Eo] dAfd o] AdEl 2ol o] Eo]w vCenter Server+ ¢l% £ A S AD FSE | & 43t
Y o},

.3 75 AD FS+= AF-&-#Fell Al Active Directory #H7 S o 2 & a9l 8l eh+= #| A Al & 34

) ru“

4  AD FS7} AF&-#}& Active Directoryell ¢l %5 g o},
5 AD FS”} Active Directory®] & A ¥} g7 ¥oF =& W5 o
6 vCenter Serverol A EZ & Ab&ate] ALg Ao & 29l g},

oAl AHgA L AF A G ov] AgAle o Fol Aol Y BE ANAE AN T 57

st
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4 g%
B3 Aol 2 AFg Aol A A7 98 o @o] kR ek g A oF 28l 8ke]wl vCenter Server 3
2] Ao} ok Abg Aol Al 242 67] G o g @rbalof ¢ th "vSphere .okt 4w A & & 54 4]
e}

o5 1D Al Aol AT - gls A Fells 229l Z 2 A2k vCenter Server B F| o] A £ Fofrpa A
A A H w| A A 7} £ A 5] U oF, AFE A= vsphere.local ID 2ol 4] 27 A A S AbEdte] Al Z a9l
o 4 s ek

vCenter Server 7|2 MZ ID NEZXE AI28H AF2X 2390

t}& 288 vCenter Server?} ID Al &A= =}
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12| 4-2. vCenter Server 7|2 X3 ID M3XE A8 AFE X} 210
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vCenter Single
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vCenter
Server

VMware
Directory
Service

Ab8-7 7} vCenter Server Al ~Hl o]} th 2 yCenter Al v 2ol N A ~317] Sl ALEAF o] B3 gFT =
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#
# Template file for a CSR request

#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

7] 2 A A 8 o}

= o H

/usr/lib/vmware-vmca/bin/certool --server localhost --genkey --privkey=/root/newsts/

sts.key —--pubkey=/root/newsts/sts.pub

AdsAE AT

/usr/lib/vmware-vmca/bin/certool --gencert --cert=/root/newsts/newsts.cer --privkey=/

root/newsts/sts.key --config=/root/newsts/certool.cfg

1A Al Al 715 AHEdlke] PEM st & AA

cat newsts.cer /var/lib/vmware/vmca/root.cer sts.key > newsts.pem

3t 2ol STS A ™ <541 & qddlo] =3k ot

/opt/vmware/bin/sso-config.sh -set signing cert -t vsphere.local /root/newsts/newsts.pem
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a8 ohg ol g AFEAl= ol 5E 4 9w vCenter Server 2| A A dko] 9l 7] wlf el de] AHel &
TP F 5

o gk ZE2X 5 AAeta Fel A Al v mE sRAF A ABlE oA Al AR = A] 2ol gk o)

it

shell
chsh -s "/bin/bash" root

¢ WIinSCP == frAFgk e gl el & A8t 9l 54 & vCenter Server?| /usr/lib/vmware-
sso/vmware-sts/confoll HAFg Y o},

d BEG A et ol AL AGHA GES A e

chsh -s "/bin/appliancesh" root

O.\.u

e Fu e

A

o
o

2 AvtEAEQIEL AGAEE Ageelw g

sso-config.sh -set_authn policy -certAuthn true -cacerts

first trusted cert.cer,second trusted cert.cer -t tenant

o ;

sso-config.sh -set authn policy -certAuthn true -cacerts MySmartCAl.cer,MySmartCA2.cer -t

vsphere.local
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ol Z ] 7} ol 2] el 75 ol Z=4]

o}

i

(&3

¢l

1l

i
ol

g AL

A o

ru

oli
L

7 &

i
bt
=
it
oX,
ol
ol
va
F_E\I_,
v
o
oL
o,
o
>
00:‘:/’1
o
X
v

sso-config.sh -set authn policy -pwdAuthn false -t vsphere.local
sso-config.sh -set authn policy -winAuthn false -t vsphere.local

sso-config.sh -set authn policy -securIDAuthn false -t vsphere.local

[
J

CERLIEEREE

ol

il

14 222 Agseln oo 9

)

G e,
sso-config.sh -set authn policy -certPolicies policies
AAG ol A AR e elw b} o] 2 AAe AE R TR

sso-config.sh -set_authn policy -certPolicies
2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19
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sso-config.sh -set authn policy -t tenantName -useOcsp true

b OCSP 97 & a7l gl5412 AIA 75 Bl A=A 2= 75 A A sl OCSP &2 A
URL % OCSP 713 el 54 & Al &g o}

7] OCSP+= 7t vCenter Single Sign-On AFo] ol tfal] A o}, e & 5] &3
vCenter Single Sign-On Ake] Eof o gk 270 ¢]4k<] t 4] OCSP &5~

sso-config.sh -t tenant -add _alt ocsp [-sitelID yourPSCClusterID] -ocspUrl http://

ocsp.xyz.com/ -ocspSigningCert yourOcspSigningCA.cer

A3 74 7124 22 &) vCenter Single Sign-On 4 | Eol A&t 7] el vCenter
Single Sign-On AFe] Eof di gl ti Al OCSPE T4 8t 7 F-ollut siteID "7l HE&E A A
=

o el & A Al 2.

.sso-config.sh -t vsphere.local -add alt ocsp -ocspUrl http://
failover.ocsp.nsnO.rcvs.nit.disa.mil/ -ocspSigningCert ./
DOD_JITC EMAIL CA-29 0x01A5 DOD JITC ROOT CA 2.cer

Adding alternative OCSP responder for tenant :vsphere.local

OCSP responder is added successfully!

[

site:: 78564172-2508-4b3a-b903-23de29%9a2c342

[
OCSP url:: http://ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]

OCSP url:: http://failover.ocsp.nsn0.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]

Ou_,
ot
e
i)
o
il
A
Y

c A A OCSP &5 A A& A8k o] v
sso-config.sh -t tenantName -get alt ocsp]
d @A A OCSP &5tAt A& Al A stedw o] "ed & A,

sso-config.sh -t tenantName -delete alt ocsp [-allSite] [-sitelID
pscSitelID for the configuration]

6 A8 A T4 ARE dddHd o HEE AP g

sso-config.sh -get_authn policy -t tenantName
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ADIE 7IE Q15 &2

vSphere Clientell /] = 2~vtE 7h= QI 59 AR o -5 A A sbar, =gl v & AFEAF A1 A sl ar, @l A]
AAE AT+ 5o

o AbE B AL PR BE QA UL AN SES ARG A S AR AvlE A <)
= 9
[e)

dhof Zolalof ek,

AbgAL o] B 9l F ol o] AR A S AAR A AulE FtE ¢l Fof A 7} A e ALE-AL 7}
Zacld 4 gyt o] A FE m= A2 A AFE-A7F vCenter Server W B Foll A AFEAL o] & 2 ok
Fol5S AAT S sk e g AR o] F Y T o5 S AFEEtE S A A g o

sso-config.sh -set_authn policy -pwdAuthn true -t tenant name

A F A

n 7o dlEZefol = PKI(EAN 7] el Zehy7F AA o] 9la QS5 A ehg 3 22 87 AeE F 5]
=4 golg et
m UPNQCFEA AA o]l 5)o] SANGEG A e Al o] &) 2-7<] Active Directory #l A ol @l &l oF g
o,

3 ﬂ%dﬂm%ﬂ]l*Xﬂ = (39 7] 481 A me) Feheldm A58 AR ek o 28

= vCenter Single Sign-Onell Active Directory ID 42~& F7}3h ] o}
m  Active Directory ID &2=of &3k ALg-#} gk o o] Aol ] vCenter Server 32] A} o &5 vk gh o,
2l o ol # gk AL A= ol 5 4 9l ew] vCenter Server 2] A A gke] gl 7] wiitoll dhe] A4l &

ST+ dsuh

o G ZEAE AR SEl A A a8 B M A28l v A Al ARG A gl g e
it
1 ¢S AE 7IA R F sso-config B EHAlA & 5 Sl Erfol HAE ] o}

a vCenter Server %ol A4 Za9lslA v SSHE AF-g-8ke] 2913 o},

shell
chsh -s "/bin/bash" root

csh -s "bin/appliance/sh" root

¢ WIinSCP =+ frAFgk e 2] e] & A8t 9l 545 vCenter Server?| /usr/lib/vmware-
sso/vmware-sts/conf Y E g o]

d 83 AF oot o] AA AL AbgetA wEs AR

chsh -s "/bin/appliancesh" root
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2 vSphere Clients 483l vCenter Serverell & 1.9l g1 o},

3 administrator@vsphere.local &+ vCenter Single Sign-On 2] Ak 5ol 48k o} & =l o] AL-g-#}
ol 57 ¢tz E A A g v}

AR Al vp2 = ¢l S A A g 7 ol = administrator@mydomain®- = 2 191 g o},
4 TAUIE o] 5},

a & vularelA Fe & A3
==
=

b Single Sign-Onell A FAS Z2 g}
5 ID AlF=} el A AvfE 7= AFS 23 & HA S F2 g

ScEh=
RSA SecurID ¢l %2 o] s ol ¥] 5 o] 0] 4] A&
Yl 221 RSA SecurlDE A48 5 = 2] Zof 4]

EREEY

A2 & 4 d= CA AFA 7L EAH o
7 AT F e CAAFTA HolA F7HE S et Feldy] & F 2 e

m OCSP &4to] ~upe 7t o] Au] CA%L o2 CAel 9 &l w53 7 - OCSP 415 CA gl 5 A& A+

b Abo] E el A ol A 7} vCenter Server ARo] Eoll Hi gt ahit o] Ao 27 OCSP &5 AHE T4
& dsFueh CLIE AH&3te] o]2f gt sl Al OCSP &5 AE T4 4 ek Hal &5 Ahg3td
2utE e <l el o) WEe XA

ADNE 7tE QIEof CHE SR HAH A

ol 4] | Al gols L&A A A& 4= gl 2w vCenter Single Sign-One] & Al & gl & 4]of o &k A ¥ & 7]
sl YAE AT 4 e

vSphere Clients AH&3l A} sso-config 22 H EE AF&slo] EA& AFEA AAG T 4 Qs o Al
B35l AAL CAClA At 7] 5ol upef YA o2 etelbA o

n @A Fel g AEEhA =& A A EH vCenter Single Sign-Onel & CRL =+ OCSP A4 & F-4]
gk et vCenter Single Sign-On-& ol v gk gl A ol = & gl-& 3 3l #] o5 o},

A sknd PKI AL ol whel Al o] shebAl v et

O_u
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1
=

o
ol

Fak= CACl A OCSP S Hh A2 %) 98l 7 - OCSPE A28l = % 44 43 CRLE OCSPel gk
QO Z AFES A&l A L2 A A ek o),

5|

CRL A&

35 CAoll 4 OSCPE Al 3lx] &+ 7%, CRL &l &3l =5 A A1 OSCP &l & A&
oAl k= & A A g o}

OSCP ¥ CRL &%

3-8k CAll 4 OCSP &% #k¢} CRL & &7 A 818k 7 5, vCenter Single Sign-On- OCSP <
shARE 2ol gt o S sbAb s AFE 7R AbE7E of U AW & 4 ¢l AFEl & wbghsld vCenter
Single Sign-On-& CRL% el gty o}, o] 7 $-of = OCSP &<l % CRL &¢l & =5 Al&3lx5 44
k3L CRLE OCSPll W&t Al Y LW & ARG AH&of =5 AL g ot

A7 Bele g e s Aoy 1F LA e e ok ARE AFE 5 dgvl o
OSCP URL

7] 2-A 2 2 vCenter Single Sign-On-2 A% %9l el5 Aol 25l OCSP & w2Ake] $14 & 2kl gy
oh, Q) S Aol 7| AR AA s dAo] iAV A A elel= A YA E YA AR A F
A5 of.

A5 42| CRL AH&-

N
rkm

© & vCenter Single Sign-On-> % %9l al 5 4fofl <5l CRLY] 414
HIE= fl A el A Ael s A, 71 2E &
CRL $1%]

ASA 8] CRL AHE # Al AH&-elA] eb=5 A7 elar, CRLE| #1 A (FF = HTTP URL)= #| A ¢l#
Aol FA4 = Ao

4 A A& F7F8ke] vCenter Single Sign-On¢| & &3l= o154 & F7H 22 A 4 51 o},

T A

g7 ol ol B Zefo] = PKI(F7H 7] el Zeh)y7F A A = o] Qi ol 54 7F o5k 222 8 Aek s 53]

=A gl g

m UPNQOFEAF AA o] 5)el SANGGAl wi A o] &) g-7-¢] Active Directory Al A ol 3l -3l of g
ot

n ASATE[HER Aol AA] = [ 7] AHE] BEol FetoldE <SS A A8 of dh] 27
[e) ] 7

F & AH&ARe] ¢ 22 o] Aol A vCenter Server 8154 & Al #gh=A] ghal gt Al kA o
Bebg-A 7t lSe Al =6hA ek

vCenter Single Sign-Onell Active Directory ID 425 F7}gh o},
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m  Active Directory ID &2=ol] 438t AL-&A}F gk v o] Aol A| vCenter Server 3] A} o] €& Shekgh] o,
27l o ol g ALE Al ol 5 9l e vCenter Server e AR Hgke] gl 7] el be] Aol &

AT 5 e

1 vSphere Clients AF-&3F¢] vCenter Serverell =19l g 1]},

2 administrator@vsphere.local Z=+ vCenter Single Sign-On 2] A} 5ol 48k o} 2 =l w] o] A=}

ol 53 o E A A g
A A A] oh 2 = el & A A 3 7 -0 = administrator@mydomain®- & 2 191 g o},
3 TAHUIRTH

U
a & ullarellAl gelE Al g e
=
=

b Single Sign-One¢ll A FAS Z2 g}
4 D AFA} Hol 4] AulE 7}E Q1F S F= gk o}

5 AFA AMAE 2 FAYL Fod A AAE AGAY AL oA GEF ARG

6 WA Al lTA AA ] Agsle] glend AFAH AR Aol A A S F71E o s

RSA SecurlD 215 M™

AF&77F RSA SecurlD 25 Ab&ate] 2aclate s 72 A4S 4 95y vk SecurlD 442w H
Foll A at A <15 v e

Al F- A 1= RSA SecurlD A A ol 33l vSphere 522 AlX] = F /& Ax3A4A <.

}31 RSA Authentication Manageroll 4 AF-&#}F ID+= 1~2557] ASCIl <A AF-§-3h= - 4] ¥ zhof of
ek 4 A3 A= (&), W8 (%), Hrh F(), Brb A5 (<) @ A w3 ()= 8 S = A gy ek

oo o

M T ArE

m 37 ol RSA Authentication Manager7} =uf 27 74 = o] 9l ALgAo| A] RSA B¢ =] 2

¢l g o}, RSA Authentication Manager #] A 8.0 ¢]Ako] & & gk},

m  RSA Manager”} 243+ ID 427} vCenter Single Sign-Onell =715 ¢l =% 29l gy e}, vCenter
Single Sign-On ID 42~ F7F = A o] W& x4 A 2

= RSA Authentication Manager A 2= Hl o]l 4] vCenter Server o] &5 gal & 4 ¢l vCenter
Server A 2~ H o] 4] RSA Authentication Manager & =& 0] %—% gold 4 gl =4 gl g o},

B FAHE>AF do|HE > FA g} WA S A ¥ sle] RSA Managerell 4 sdconf.rec It & Wi
Wy k. sdconf.rec ZHUd & Aol A3 #9lql AM Config.zip® ¢&= Al .

m  sdconf.rec 395 vCenter Server = Eof Ex}g o},
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ol

vSphere 3l

Mzt
1 sso-config 2ZHEV} &= v E 2] & W7 g},

/opt/vmware/bin

getedd o wE e A e

Oll

2 RSA SecurlD ¢l5& A3l =5 A

sso-config.sh -t tenantName -set_authn policy -securIDAuthn true

tenantName-<- vCenter Single Sign-On == gl ¢] o] &-o] v, 7] 3k vsphere.local$] Y t}.

3 (A9 A BE QA BHE ASeA SR Agsed By 9 A G

sso-config.sh -set authn policy -pwdAuthn false -winAuthn false -certAuthn false -t

vsphere.local
4 FA Apo] Bl Sl= HW E 7L RSA Aol B 5 AbGet e & A ek o W E S A g e

sso-config.sh -set rsa site [-t tenantName] [-siteID Location] [-agentName Name] [-

sdConfFile Path]
o :

sso-config.sh -set rsa site -agentName SSO RSA AUTHSDK AGENT -sdConfFile /tmp/sdconf.rec

o
juj(e]

= wAe ARG F dsth

4 A
sitelD A ®1 4 Platform Services Controller AF¢] = ID. Platform Services Controller+
*Fol £} RSA Authentication Manager ¢l =B~ &= Z2] 28 & v} A4 g
oh o] wAE WA o= A A OW @om RSA T4 & zﬁz] Platform Services
Controller AFo] Eol] A LE ) o] $4L o} 2 Alo] B2 F7pak wjul Ap&ek o},
agentName RSA Authentication Managerell % £] 3 1]
sdConfFile RSA Manageroll A = =3k sdconf.rec 24 2] Aol = RSA Managerell

ek A ARl P Fa)E 2

atv)
o

5 A8 AR HYdE FAS 7IEe] obd ghe 2 WA vhE RS Ad o

[e3

sso-config.sh -set _rsa config [-t tenantName] [-logLevel Level] [-logFileSize Size] [-
maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlgList
Algl,Alg2,...]

AubA o 2 7] E gk A A g e el

vl .

sso-config.sh -set rsa config -t vsphere.local -logLevel DEBUG
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vSphere 3l

6 (A A ID £2247F UPNAHEAR Al o] B)& AHEAF IDE ARE-8hA] @b ewl ID 42 userID 54 &
A A gl (LDAP ID 225 %31 Active Directoryell A1 2k A 1 5 1 t})

userlD 542 RSA userlIDE A& LDAP 545 A A ¢ o},

sso-config.sh -set rsa userid attr map [-t tenantName] [-idsName Name] [-ldapAttr
AttrName) [-siteID Location]

o :

sso-config.sh -set rsa userid attr map -t vsphere.local -idsName ssolabs.com -ldapAttr

userPrincipalName

sso-config.sh -t tenantName -get rsa config

ZAn

AEAL o] 57 bE gl Fo] AR E A e AR o] 9la RSA gl F o] A E EE AA ] ol T
G A AFALG] ARG AL o] 53 RSA EZ o & maglalof ok AREA o] S gbE =gl o oA
7} kA el ek

3 AHEAF o] & ¥4 userID@domainName = userID@domain_upn_suffix= AH-& 3ot

vSphere Client 22! H 0| X[oi| CHEt 232! HIA[X] 22|
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ol
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R Rk EETIE PR
S AL A B E A GRS ATE S5 U5

M=t

—

vSphere Client+ #AF-8-3l<f vCenter Serverell & 191 g},

2 administrator@vsphere.local %+ vCenter Single Sign-On 2] A} 5ol 48k o} 2 =l w] o] AL-g&-#}

ol F o E AT

A A A] oh 2 = ¢l & A A 3 7 §-ol = administrator@mydomain®- & 2 191 g o},
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dehtn 2 gel AAAE 9EE 5 ds

1gke] 74 9l
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and Conditions® ¥}¥ ok Pt Fo] helgko] A A gleo

= AA e 229 WA BAE A}k o] 29 A=
A ko)

CENCETIE P PN

AEA SLfre] 'l AE R Terns
g,

Login message7}

T el A 22013 Aol BlE FHE L LT elw B HFARE Ao
Felat glol WAAE AT S5

EERE PEBR LT 2l WA S FHG @) gl A EA 5 & AN A ka2 E) e o
HiE rbel Q4 A E Qe ok Gk,

= 2]
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o)

Fu e

tjo

6 AFL

vCenter Single Sign-On 20t 28 AL

vCenter Single Sign-On X.¢F &8 Alef] & ul2} vSphere §+7 & ¥ & g o},

vSphere 9% ¢l Z 2} vSphere 7] 9

Single Sign-On =3 Abel] & wf &1 o}
TE g el

7] vCenter Single Sign-On & A A ] k5 & < 2] 7k 90 §) 1 o},
o ool 4 maele 4 gl =

=
rtﬁ
fu

TBAa
NTP 74
2E Alzglo] FAg AU A 7F ax@E A E L= 2FHE Ao}
ol =l A7t Eifr(odl e

= NTPE 22 9hl o] A Ak £ ol apAl ek 452 A7 44
7 g |

23919 QAT AR 77 ol WA & W el ek RS
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ot @oll A1 = vCenter Server Q1% St 9] all A5 918 A A A A5 Al S ek o] AT Al AlE e}
VMware 7| At & Al =8l ol 4] F7F 2l H 5 A A eh41 4] <

o

m | ookup Service £+ 19l 2<l

m  Active Directory =2l ¢l 5& Ab&ate] 2298 4 ¢l
n AEAAA A7 e 2 gl gl vCenter Server ® 18] Al 5

m  VMware H & E 2] Au] 2 BAof A]7ke] gro]l A= 9lF
m  vCenter Server Al ¢ #H & HH W7

m 9

1l

T Al s 2o AR

FO|
i

ot

. o
Lookup Service 27 2| &2l
vCenter Single Sign-On 4 #| 4] vCenter Server ®-+= vSphere ClientE el &= & 57F 24 5 o o},
=A

vCenter Server @ Web Client A #] #2] A}l could not contact Lookup Service. Please check
]

e,

VM ssoreg.log... &7} T A &

ol
—

o

o) 99l sE AsHe ZEo] B abE] A kol ALL, whabu o] Arkeba 9l AL, A b A A

b 5 olel 7bA g,

IS

o] A

I
Fal oF

A
oli

i

Pk

1 vCenter Single Sign-On, vCenter Server 2 Web Clients A 3= T AE A A8l F]o] 7]
=l Gl =A gl 3 e

2 SFHAAA Yo = 54 o vl el e

S v A A of] A A] 28] YAl F <= sTEMPS & & 7] g o
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3 oW = e oA theat Re LF el A F QA

v

o %‘4‘4’ Initializing
Al gl wpA] et e A A] S Bk T

o
7

U
2o sidolt e AR Ao ddk 5 =477} £

registration provider...°]

w| X 2] 9 2 2 3y
java.net.ConnectException: IP 47 AR = 9l A, w3k H o] vCenter Single Sign-On 2 & ] 4| 2~ & A gk
Connection timed out: connect sl ¢l 71}, vCenter Single Sign-One| &¥ & =5 7] -9l o},
ulsk o] 9] 3 vCenter Single Sign-On = E (7] & 3k: 7444) 7} AFgks] 5 LA g2
A 2kl g t}b, =& vCenter Single Sign-Onol A A 5 o] gl& Al ~Elo] A& 715

g CPU, I/O % RAM &&o] F3hA] shal g of,

java.net.ConnectException: P 4 &+ FQDNe] A= 9l 3 vCenter Single Sign-On A v] A7} oA A] #}H 5]
oro
15 M

A}, A AR A 1ate] A A e ) B

Connection refused: connect A 5T

vCenter Single Sign-On vmware-sso Hl 2] 48] & €<l élo] vCenter Single
Sign-Onel =t &<l A el g e},

Al g oA Al AR eF, oA A b ® SR Al E e 4 4 gl e "vSphere <E Al
# A sholmr o B A g Ax A A 2

Unexpected status code: 404. Sso  vCenter Single Sign-On-g thA] Al 2Fghu v ofA] Azt e 2 fa] & &l A2 4 glo

Server failed during wl "vSphere 4 @l 7 7po] = o] B A4S Az B4 Al L

initialization

ulell Yo} 9= 2577} could not =3k SslHandshakeFailed?%l Ll f?} s=x ¥4 5k vCenter Single Sign-
connect to vCenter Single Sign-On On Z4E® g9l= = A A P F4} FQDNe¢| vCenter Single Sign-ON-& 4
2 A7 Ay A w] AL Fa9) v 7/4\% e e

VM_ssoreg.logoll Al et WA A 7L 28 H & b5

host name in certificate did not match: <install-configured FQDN or

IP> = <A> or <B> or <C> °17]4] A+ vCenter Single Sign-On< A A & uwj <]
=13k FQDNel ™, Bt C= Al =Blof A e Al AH-8-2 5= o)Al 4451 FQDN S v et
2 stde A 1= 7159 @ EF o) 9l FQDNE A&l 5 74 & 4 3

= =)
o}, 429 7 - vCenter Single Sign-On A A A] =] A g FQDN% ARg-3h ek
Ag-3 - ola= Al FQDN el vl =9 2 -4 of] gii= 7 §-<ll = vCenter Single
Sign-On SSL 74 = -3l oF g e,

OI)I

Active Directory TH QI 2152 AIE3dto{ 2O QIe == gI2

vSphere Clientell A4 vCenter Server 7-4 8.4 &9l g1}, Active Directory AF&7F o] & 2 ¢+ &
/\]__Q_E]—]/]D}_ Fo] /UJHS]—]/]T;]_

=

Active Directory ID 4% vCenter Single Sign-Onell Z7}él] = A}F-&-# 7} vCenter Serveroll & 1913

T Pk

AFEAL7E AL AL o] B 9 gb B B ALEElo] 7] R Eofglo] Rl ofE 2E m¢le)] 2 aele o
= =gl o] &8 ¥ 3Helf oF g th(user@domain *+= DOMAIN\user).
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+ vCenter Single Sign-On vl Zof thal] 7] ID &5 WA 7 55 oh W & AL A= AFEA]
F 2 il Abgeled 7R ID Ao 2agld & 95y

°]

Active Directory 2] ~E o] 319 =dll-& 714l 53
7%= A& A (http://kb.vmware. com/kb/zo7o433)%
< Active Directory 2]~ E 9] FE o qlg AFEg] o}

A ste W VMware
g+ Windows ¢l %

71 & ID 245 W7 Foll® FAF | A A fow] ohg A Fob rAl A A E 3 g o
1 vCenter Servers} Active Directory =l ¢l 7 E &) kol F58 & 57185 o}

2 7

bri
i)

ol Z1 =22 2] PTR(Z 4 H @l 2 =)o] Active Directory == ¢l DNS 4] e ¢l o

el AEE o PTR A FZE AR 7 AEE2] 9 DNS o] F2 A A sl=#] &<l g} vCenter

£ al
Servers Ab&st= 7% o5 HE & At A FP P
a =rldl AEEE et oS HE S A
# dig SRV _ldap. tcp.my-ad.com
oh ol oF 2ol el Fa7) S5k Al A (ANSWER SECTION)el 4] 5 ] e,

;7 ANSWER SECTION:
_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com

e
fo
-C
e
°
iJ

b 7 Eelsl AEE o] thal che H e A she] A9 e 24
# dig my-controller.my-ad.com
oh el of o] 3hEl F47F S5k Al A (ANSWER SECTION)®l 324 5 ] £,

;7 ANSWER SECTION:

my-controller.my-ad.com (...) IN A HEZEZ I1p Fx

# dig -x <controller IP address>
thg ol o} 3ro] el Fa7F g5 A A (ANSWER SECTION)Ol A 5] o,

;; ANSWER SECTION:
IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 olZA sl = A} e A 5 A ¢k e vCenter ServerE Active Directory = gl el 4 A 7 & F = o]
aloll thA] 7Fel gy o}, "vCenter Server A" A A & G214 A &

£pA] A A e

i

4 vCenter Serverol el 5 w &= ¥ eleA A4S gt BE Au] A

/bin/service-control --restart --all
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1

MEX A BZo 2 QI8 vCenter Server 2101 AlTj
Tz 1

vSphere Client ol # e] Aol 4 vCenter Serverel & 2ela wl] Al o] 2A b= &7 7F WA
ct.

2x

2 Abe o] 229l A =7t A9 sl vCenter Single Sign-Ons AF-&3Fo] vSphere Clientell & 1.9 4=
glar el o] A% AlA o] Al ek WA A 7F ZA 5 o

20|

Aol HAo 229l A x Sl45 293 Ayt

sz

o A28l =Hcl(7]£A 2 & vsphere.local) ] A-&AFx= 2 19l& Al =3k 7% vCenter Single Sign-

On e Aol Al Al A 73% A S AR, Ao vlay] xE A A Ao AR A Lo = A
7 zhFo] el Al E w7k & 7] ek & 4= 2l o} vCenter Single Sign-On 2] AF= CLI % 8 & AF&-3)
of AlgAte] AR S A AT - Ao

* Active Directory == LDAP ==l gl ¢] Ab-g#k = = 2.¢] ek 7 f Active Directory %+ LDAP 2]
Aol Al AA AF B AT 2 A A A 2

VMware C|HIE 2| MH|A SX|0]| A|ZEo| Blo| AZ £~ Q2

Eofl A4 = ol2] 7] 2] vCenter Server ¢l =& ~7} 2l 2™ vCenter Server ¢l =
g g7 o A4 A58 o}k vCenter ServerS thA] A& 4 glA =
= 5 dAd sEYE T8 BE 30F o el HA

o

2x

371 W oJ 2] 9] Aol o2 7H <] vCenter Server ¢l ~El ~ 7} 1< w vCenter Server l}S AL&3 4 ¢l
= Al A B w7 Aels Fdek, VMware DF’“EE] Au] 2 el e s AA ol HA 7} ZulE 4]
=HA Badoh o E = r)rE ol el o) A AL g AHE] 2] vCenter Server 8 Bl ol A ALg-ALE
F74eE 75 A g5 AR = A AFE AT ZAE A EF U A A e BEE 2 Ao uhel F A
B A 7ke] AE S5 Sl e

2iol

Ak 25 Foll+= gk vCenter Server &l 2~ H 2~ (3= =)2] vmdir(VMware Directory Service) 8l ~8 -5 "
7dsksd o] 7 W2 oF 30& el A4 FA ﬂ}E Yol A1 Ut 24 EZ 2 Ao whe} g =0 8
AWNEE 7 225 B8 AvtaloF 7 =29 7F vmdir )l 2Bl 2o EAE £ ol ok B A= = A
Holl= AFSA AR ¢l 54 A H ) VMware vMotion & & A A B-A] w1 mfo] e o] A 5] = spAk Al AaH]
of gpej Al AR Fo] LFH Yok
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Gk AxA o g 25 vmdir 1’ avF A3k A 2 3 E Ak e 2= E AR 5 gl 717
Fob e W o] WAl A ol = A3k AeivE = wlj bR A zke]l 2™ sy o

sz

vCenter Server X|& HE LHE L} 7|

vSphere Clientell 4] =& APIE AF-8-3Fo] vCenter Server A1 u] 2ol tf3l 22 v} o] 23zl A9 HES
e & glsueh 7| & 253 Fol= 225 2204 2elsl A VMware Al Bl o]l HES 1

@ % g

APlol o3l &4 g U] &2 "vCenter Server &2] Z 7 2w 7fol e & FFEFFA A 2,

ME T M

[e3

vCenter Server7} vl £ 5| 51 A g F-ol A &9l gh o},

M=t

—

93 ¥ 2}$-A ol A vCenter Server T4 2] ¢l ¥ 7] o] ~(https://vcenter_server_jp:5480)l <17
g o

H
2 vCenter Serverol] +E A& A2 2 298k},

3 2 ool 4] 1Y WS AL A S e

4 wepsd Adew qd 54 GEREd 4 gk A9E A et A MEe] 27 A 2ol A7
e},
S MHAZOEE

vCenter Server ¢l % A 8]~ += syslog® Ab-&3le] 273 oh 22 s}l & F & le] A5

T 5y
EZ 5. MHA RO

e,
e
o
<
-,
o3
o,
]

Au| & 2w
VMware Directory Service 71 E-A o 2 yvmdir < /var/log/messages &
= /v

ar/log/vmware/vmdlrd/i o] g e},

v Foll el = £ A9 % /var/log/vmware/vmdir/
vmafdvmdirclient.logoll = &3k A &l 42 dvle] e 7} =

%d 4 94k

VMware Single Sign-On vCenter Single Sign-On &7 /var/log/vmware/sso/ %
o] &3 e},
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E 5-1. AHIA 23 (%)

P ES A
VMCA(VMWare Certificate Authority) VMCA ¥~ &7+ /var/log/vmware/vmcad/vmcad—

syslog.logell 51k,

VECS(VMware Endpoint ¢l 54 A #4) VECS A¥]| & &3+ /var/log/vmware/vmafdd/vmafdd-
syslog.logell <1 ch,

VMware Lookup Service %3] A¥]lA~ 232+ /var/log/vmware/sso/

o] &

lookupServer. logell 54 tf.
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