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Updated Information for vRealize Log
Insight #2]

vRealize Log Insight #2] is updated with each release of the product or when necessary.

This table provides the update history of vRealize Log Insight #2].

Revision Description

10-OCT-2017 = Removal of note about deprecation of support for Active Directory.

®  Minor bug fixes.
05-SEP-2017 m  Clarification of hardware requirements.

0025411 m Revisions provide clarification of support status for external load balancers and native Active Directory use. See
3 == 94 A8 and Chapter 3 Q15 4.

002541-0 Initial release.
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yrh 3E 2= MdA7F P E Y S G IP7F S8 2H =5 b o] o] AR B9 ade=
7F A E] = H)t AL o HIES] Ul APl B S R e S 2F] AH[ A5 A& AN 5 9l 7}
N ==29] upgrade.log 3t ol AFA s G 7F 7| S UTE o] =t AE A o= ¢hny &
ao] AFH Y.

JadolE ZEAM| 2 F3t 3t o] ] o S v A= FA|7F A sk A A 2 2~EH 7 A
o A M o7 g o Eulgytt o Lefo] =Tt Al A Sof]l el A WM Aol AT A &
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= Create a snapshot or backup copy of the vRealize Log Insight virtual appliance.

n Jao]l=3dtE = Hal 2o i3k vRealize Log Insight G180l = HE [ pak 3 9] FHAFES- 1k
=3

= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.

I 2 A A
1 Click the configuration drop-down menu icon E and select Administration.
2 Under Management, click Cluster.

3 PAKAA fda#o|=5 28514 .pak Y& ==

4  Accept the new EULA to complete the upgrade procedure.
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n AP E Jadgel= AR g daElo]l=E H83 =4 Felgt}. vRealize Log Insight ¢ 2]

= Create a snapshot or backup copy of the vRealize Log Insight virtual appliance.

n Jao]l=3dtE = Hal 2o i3k vRealize Log Insight G180l = HE [ pak 3 9] FHAFES- 1k
=3

= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.

I 2 A A
1 Click the configuration drop-down menu icon E and select Administration.
2 Under Management, click Cluster.

3 PAKAA fda#o|=5 28514 .pak Y& ==

4  Accept the new EULA to complete the upgrade procedure.
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A =1

n AP E Jadgel= AR g daElo]l=E H83 =4 Felgt}. vRealize Log Insight ¢ 2]

= Create a snapshot or backup copy of the vRealize Log Insight virtual appliance.

n Jao]l=3dtE = Hal 2o i3k vRealize Log Insight G180l = HE [ pak 3 9] FHAFES- 1k
=3

= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.

I 2 A A
1 Click the configuration drop-down menu icon E and select Administration.
2 Under Management, click Cluster.

3 PAKAA fda#o|=5 28514 .pak Y& ==

4  Accept the new EULA to complete the upgrade procedure.
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e Aol Al - olrld & BQlste] ol =Tt e Ao SR E=A 2
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7} AP = Fet Al o HlE ] Ul API 2 38 238 S8 2F AH| A5 A& AL 5 gl Y 7}
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= Create a snapshot or backup copy of the vRealize Log Insight virtual appliance.

n Jao]l=3dtE = Hal 2o i3k vRealize Log Insight G180l = HE [ pak 3 9] FHAFES- 1k
=3

= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.

EZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Management, click Cluster.
3 PAKAA fda#o|=5 28514 .pak Y& ==

4  Accept the new EULA to complete the upgrade procedure.
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24

25 24

Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ol st FH 9] ASS AFE8H= AFEAF Al S A Sl 4 - VMware Identity Manager IE = Active

Directory A 1S A A E=4] 8213514 Al & VMware Identity Manager= & 3 AF-8-#F 915 AFE 2 Active
Directory S “&-3ll AH8-#F 15 D43t FES FEHAIAL

ZRAA

1

Click the configuration drop-down menu icon E and select Administration.

2 Under Management, click Access Control.

3 /\]__g_z} ol 1_,_._;]_ =g 6]—]4 ]’;}-
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B VE A AFS AR Sk A9 A
FUoh 43 g9 2E Ao ¢ts & BALeo] /\Pﬁz}oﬂ | A& gt

m  Active Directory 5=i= VMware Identity Manager 31 &S A3 74 -9- AF8AL7) 60 =<, A
|AF ol F& dEsta AE Ao 7 AREAL o] F A 9] oWd FAE Y TH

6 From the Roles list on the right, select one or more predefined or custom user roles.

Option Description

User Users can access the full functionality of vRealize Log Insight. You can view log
events, run queries to search and filter logs, import content packs into their own
user space, add alert queries, and manage your own user accounts to change a
password or email address. Users do not have access to the administration
options, cannot share content with other users, cannot modify the accounts of
other users, and cannot install a content pack from the Marketplace. However,
you can import a content pack into your own user space which is visible only to

you.
Dashboard User Dashboard users can only use the Dashboards page of vRealize Log Insight.
View Only Admin View Admin users can view Admin information, have full User access, and can

edit Shared content.

Super Admin Super Admin users can access the full functionality of vRealize Log Insight, can
administer vRealize Log Insight, and can manage the accounts of all other users.

T2 AT AT Aol BEE 2HE Adg YT

m  VMware Identity Manager 915-2] 7 -%- vRealize Log Insighti= VMware Identity Manager”} %] 4 ¥
25 B ‘:ﬂﬂ N3} F7)stE =4 SIdUth 155 35 5 8121 vRealize Log Insightol 4]
A LuS e g gloke W8] sz vebd Yy g4l §lo] 2as Adst A FH A

—"l\__
ato] 15 olF v =rldS 8 5 dF YT

vRealize Log Insight ¢] 3} Active Directory 159l tf 3k

VMware Identity Manager 84| A~ -4

VMware Identity Manager Single Sign-On 2152 &3l vRealize Log Insightell 4] Active Directory 1<

AHE-3E = Q15 YT Aol E= Active Directory A €1 ¢] A4 ¥l VMware Identity Manager ?15-<l o3l 743
W ofof &} AH| &7t} A A E o] oF gh Ttk
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VMware Identity Manager AF-&-#}= 708 AL-&}ol A g5 & o] 2]of] AL-&-x}7) 43+ BLE 1ol e
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Yt} URL 22 https://log-insight-hosto]™ ¢} 7] 4 log-insight-host
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vRealize Log Insightell 4] VMware Identity Manager <] 1S 74 gl =% &<1gYt}. VMware Identity
Managers &%k AHE-A} Q15 AHE S 23 AI S

A A

Click the configuration drop-down menu icon B and select Administration.
Under Management, click Access Control.

Click Users and Groups.

Directory Z15 Hlo| &2 23 =3 & A 2§ S84
38 =5 u$ vl Al VMware Identity ManagersS A1 &

VMware Identity Manager #| 1S 7+ R& ] 4|43 7] =]l o] Fo] =]l B AE Aol A
gy

wHel o] &S 15 9] Active Directory ©] & . & W7 gt}
F7HE 259 ol5& Ay

From the Roles list on the right, select one or more predefined or custom user roles.

i

Option Description

User Users can access the full functionality of vRealize Log Insight. You can view log
events, run queries to search and filter logs, import content packs into their own
user space, add alert queries, and manage your own user accounts to change a
password or email address. Users do not have access to the administration
options, cannot share content with other users, cannot modify the accounts of
other users, and cannot install a content pack from the Marketplace. However,
you can import a content pack into your own user space which is visible only to

you.
Dashboard User Dashboard users can only use the Dashboards page of vRealize Log Insight.
View Only Admin View Admin users can view Admin information, have full User access, and can

edit Shared content.

Super Admin Super Admin users can access the full functionality of vRealize Log Insight, can
administer vRealize Log Insight, and can manage the accounts of all other users.

VMware, Inc. 17



Administering vRealize Log Insight

9 AZS FEHFYh
vRealize Log Insight= VMware Identity Manager’} A 4 ¥ 215 % s =03} 5 7] 315 =4 &<l
FUTh 155 28 4 gl oW vRealize Log Insightell A 3l 7158 gQ1eh 4= glvke U89 dishd
A7F vrebE U ek 8l glo] LES Agsk AU, FlAske] OF ol & e EHdE AT sy

o},

F7Fek 150 &8l AFg A= A4 9] VMware Identity Manager 7]l % & A}-8-3}¢] vRealize Log Insight©l]
2aRlsta, zApalo] &3 17T e Y AMS AEE B 5 AF YT

pul pusn el ToR|

vRealize Log Insight = Active Directory 15 714 27|

ME =vlQ] AFEALS F718HA] el EQl T15-S F718ke] AF8-#}7} vRealize Log Insightol] 21315} %=

% 588 5 YUk

When you enable AD support in vRealize Log Insight, you configure a domain name and provide a
binding user that belongs to the domain. vRealize Log Insight uses the binding user to verify the
connection to the AD domain, and to verify the existence of AD users and groups.
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Click the configuration drop-down menu icon E and select Administration.
2 Under Management, click Access Control.

3 Click Users and Groups.
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8 From the Roles list on the right, select one or more predefined or custom user roles.

Option Description

User Users can access the full functionality of vRealize Log Insight. You can view log
events, run queries to search and filter logs, import content packs into their own
user space, add alert queries, and manage your own user accounts to change a
password or email address. Users do not have access to the administration
options, cannot share content with other users, cannot modify the accounts of
other users, and cannot install a content pack from the Marketplace. However,
you can import a content pack into your own user space which is visible only to

you.
Dashboard User Dashboard users can only use the Dashboards page of vRealize Log Insight.
View Only Admin View Admin users can view Admin information, have full User access, and can

edit Shared content.

Super Admin Super Admin users can access the full functionality of vRealize Log Insight, can
administer vRealize Log Insight, and can manage the accounts of all other users.

9 AFE I
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

T2 A A

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Management, click Access Control.
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3 Click Data Sets.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Management, click Access Control.
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3 Click Roles.
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8 Click Save.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

LRAA

1 Click the configuration drop-down menu icon E and select Administration.

Under Management, click Access Control.

Click Users and Groups.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.
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Click the configuration drop-down menu icon B and select Administration.
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Click Save.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.
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1 Click the configuration drop-down menu icon E and select Administration.
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Log in to the vSphere Client as a user who has privileges to modify the hardware of virtual machines
in the environment.
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1 Inthe vSphere Client inventory, right-click the vRealize Log Insight virtual machine and select Edit
Settings.

2 On the Hardware tab, click Add.
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6 Review the information and click Finish.

7 Click OK to save your changes and close the dialog box.
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ZRAA

1 In the vSphere Client inventory, right-click the vRealize Log Insight virtual machine and select Edit
Settings.

2 On the Hardware tab, click Add.

3 Qo upe} CPU % W &g 9] & g T
4 Review the information and click Finish.
5

Click OK to save your changes and close the dialog box.
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= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.
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1 Click the configuration drop-down menu icon E and select Administration.
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Log Insight Admin Alert: Event
Forwarder Events Dropped

This alert is about your Log
Insight installation on
https://<your_url>

Event Forwarder Events Dropped
triggered at
2016-08-02T18:41:06.9727Z

Log Insight just dropped 670
events for forwarder target
'Test',

reason: Pending queue is full.
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= Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit
Admin permission. The URL format is https://log-insight-host, where log-insight-host is the IP
address or host name of the vRealize Log Insight virtual appliance.

= SMTP A # 7} vRealize Log Insightell il -4 = o} $l=A] &<l th A4 g Ul 82 vRealize Log
Insightel] T} g SMTP A{u} 7+ &5 F2sp4Al 2.
ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Configuration, click General.
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4 Click Save.

5 Click Restart Log Insight to apply your changes.

ERAL Aol T3k vRealize Log Insight A| =8 &3] -4
B A= A e el BEE 4ES g} o) Z] A o] Aol A48 == vRealize Log InsightZ -4 & 4=
AFH

vRealize Log Insight:= t] 2= &-7Fo] 7 2] Z4n] ¥ o] vRealize Log Insight7} Q28 =1 9} S 2H7] 3} 7]
Al ZFal o Bl A 22 T g A AF o HETZF AN S uf o] 2] gk e S AP T
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A4 24

Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Configuration, click General.

3 A5 veZ ohelel A Al2E S-S Ay
a HTTP Post A|2% %) A% tha 814 E abajol] $l g 0 oluled S48 e
b (A8 ALR) &% ol B+ gk oldtz "old of & Bulj7] Seled 2 wd A gro] Aol Al
gsle] QA sl
4 Click Save.
45 A4

o+2 o] 3+ webhook %2 2+¢] S %3] vRealize Log Insight webhook & 2] S E}A} o] Z 2] 7 o] A of] A&
w3 Ao v shs shims 44t
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vRealize Log Insight & 4] & t} 2 &4 o 2 Meal A vh2 & 2o vj=g g}
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HTTP 7] & <15o] XYt} {{https://username:password@hostname/path}} & 21 S A8 A urloll 2}
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vRealize Log Insight webhook®] & 2] A == F 2] 3 of whe} th5 4 . A]i%‘, 4 ALgAF A a1
A A FH2], HA AREAF Aol A B E = 7 als A =2 thE webhook & A& AHE- T

Al 28 k8] S #4351 == vRealize Log Insight= -4 3} 2] ¥ vRealize Log Insight #+2] 2} o] oF ghij ),
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+ we
t}S o = A 2~® ok o] )3l vRealize Log Insight webhook & 2]-S- H. o] &1t}

{
"AlertName":" Admin Alert: Worker node has returned to service (Host = 127.0.0.2)",
"messages": [
{
"text":"This notification was generated from Log Insight node (Host = 127.0.0.2,
Node Identifier = a31lcad22-65c2-4131-8e6c-27790892a1f9).
A worker node has returned to service after having been in maintenance mode.
The Log Insight master node reports that worker node has finished maintenance
and exited maintenance mode. The node will resume receiving configuration changes and
serving queries. The node is also now ready to start receiving incoming log messages."
"timestamp":1458665320514,"fields": []
}
]
}

VMware, Inc. 41



Administering vRealize Log Insight

vRealize Log Insight o|HI E A 4} F7}

syslog 3= 3 API O]/ 0.2 741 o]l EE Y3t E 5 vRealize Log Insight A& 743 4 Ad5H
c}.

o]l E A &S AL-&3}o] vRealize Log Insight, syslog =3 & 5% 5 alu} o] 4ke] 94 thakel D & & 7

U Bl 27 A1 H oW EE A3 ME%@ﬁSEM—Jﬂ5i0¢?%ﬂ%ﬂEMME%
WAN 5 9] t}&st YIEY T A 275 T3ste U 288 4= 5yt

3 OIME AL SUYOIG FeAH $AY § AT SUE A 4 Ayt
A El g, gt o ME Aol T4 QAT AL 2 AR o MES Aot ol el A<l o
g

Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.
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Click the configuration drop-down menu icon B and select Administration.
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3 VRealize Log Insight 1 ~E 2~ & ThA] A| 2HgHU T}
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T4 249
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

T2 A A
1 Click the configuration drop-down menu icon E and select Administration.
2 A obelel A AR 2 FI L,

3 Az ENE QA =50 wlirol A AR AxE A
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NTP 48] vRealize Log Insight 7} &1 2] A 7FE V¥ NTP AW % ahitbel 571845
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ESX/ESXi ZXE vRealize Log Insight 7} %] ] A1 748 sl 71 A2 = v £33 ESX/ESXi 5.2~

Eo} 573kttt
4 (9 AL NTP A 571512 delgh 49 NTP A 542 Yda = gaes 2egyr.
A3 NTP Aulo] thah 17 Bl =Bl Al Ao} 2027 22 5 315U},

5 Click Save.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

EZRAA

1 Click the configuration drop-down menu icon E and select Administration.

T4 ofgfoll A SMTPZ 28 gt
SMTP M1 F4 2 ¥ E H3 = 83t}

2
3
4 SMTP MW7} ks stel A4& A
5
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EA ARG FAE A2 g oo A Bl Abg AR AP YTLE o] Fae A
7} 9121 vRealize Log Insighte] 54 128 A2 UEY = AR 5= 95Ut o = 5
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6 Al=¥l AaE AEE wf SMTP A E E3fl Ql5st7] 91 AFEAF o] 53 t5 & eyt
7 Aol S YAl HAE ojH|d BV & S5t A4S Sl

8 Click Save.
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Z3  The vRealize Log Insight Web user interface and the Log Insight Ingestion protocol cfapi use the
same certificate for authentication.
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24 234
= Verify that your custom SSL certificate meets the following requirements.

= The CommonName contains a wildcard or exact match for the M aster node or FQDN of the
virtual IP address. Optionally, all other IP addresses and FQDNSs are listed as subjectAltName.

m  The certificate file contains both a valid private key and a valid certificate chain.
m  The private key is generated by the RSA or the DSA algorithm.
= The private key is not encrypted by a pass phrase.

= [f the certificate is signed by a chain of other certificates, all other certificates are included in the
certificate file that you plan to import.

m  The private key and all the certificates that are included in the certificate file are PEM-encoded.
vRealize Log Insight does not support DER-encoded certificates and private keys.

m  The private key and all the certificates that are included in the certificate file are in the PEM
format. vRealize Log Insight does not support certificates in the PFX, PKCS12, PKCS7, or other
formats.

s S EME G AFAY A BES T gaE

B

A el s oF Ftt,

a /N2l 7] - your_domain_name .key

b 7]% 215 A - your_domain_name.crt
¢ T3+ Ql5A - DigiCertCA.crt
d FE 954 -TrustedRoot.crt

m  Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.
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[req]
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[v3_req]

subjectAltName=DNS:server-01.loginsight.domain
#subjectAltName=IP:10.27.74.215

EE R

1 ASA L& AFT EH(el: C:\Certs\LogInsight)E 4 1t
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2 PYEYETFITES G oS YHES APk
C:\Certs\LogInsight>openssl req -x509 —nodes -newkey 2048 -keyout server.key —out server.crt —-days
3650
OpenSSLel A= = 7F, 24 & X253 1S54 $4& AlFstets HAIAE AR
3 vRealize Log Insight A8 2] A &2l P FA2U S 2E o] & = 2= Ml Ao] ALE-5 = 49
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o] & k& WEA] XA &l of 3= Frd g S YT
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m  server.keyi= M Z& PEM 159 7fel 714t}
B server.crti= server.key® MW EH A2 PEM A A QFZA LY}
*& 29
o QASA FAS AT T4 9L A4 FES FEEHAA L
n AHERJSAE QEEFUT A A 2 F85S FxAA L.
A=A A 83 A4
Windows-& OpenSSL =75 AH&sto] Q154 A 84S Ao
g x4
»  http://www.openssl.org/related/binaries.htmlol] A OpenSSLS- 13+ 243 A x| BejA= L2 =3
Ut} 22 =3 OpenSSL A %] #&] A= AF&-3Fo] Windows©ll OpenSSLS 4 %] g4t}
m  openssl.cfg 3d S A 4= v/ H4E o F=71g T [req] AX 9 req_extensions T 7|
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req_extensions=v3_req #
. AW TAE o]F B IP FAel thsl] A3k A Al o] & (l: server-01.loginsight.domain)< 5
ZHU Tt S 2E o594 HH S A4 F sy h
[v3_req]
subjectAltName=DNS:server-01.loginsight.domain
#subjectAltName=IP:10.27.74.215
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C:\Certs\LogInsight>openssl req -new -key server.key -out server.csr

C:\Certs\LogInsight>openssl genrsa —out server.key 2048
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to] server.pemol o] Y5
to] server.pemol o] Y5}

DRER
g3

server.crt)

server.key)

—————BEGIN RSA PRIVATE KEY————
—————END RSA PRIVATE KEY—————
—————BEGIN CERTIFICATE—————
(Your Primary SSL certificate:
—————END CERTIFICATE-——

Al server.pem 3}¢

server.key 3¢
(Your Private Key:

server.crt 3¢

2 A]A
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(Your Private Key: server.key)
(Your Primary SSL certificate: server.crt)

(Your Intermediate certificate: DigiCertCA.crt)

5 server.pem 3 S # g},

MEE RISA dEE
A E SSL T E A2 =T 4 AFYTh
T2 A A
1 Click the configuration drop-down menu icon E and select Administration.
2 4 ool A SSL ATAE ST Th
3 AFEA A SSLRISAE e § @7 E S8t
4 Click Save.
5 vRealize Log InsightS thA] A]2Fg U o}

1p

34

After vRealize Log Insight restarts, verify that syslog feeds from ESXi continue to arrive in
vRealize Log Insight. For troubleshooting, see ESXi Logs Stop Arriving in Log Insight.

o

vRealize Log Insight ¥ % Log Insight Agents 7+ SSL <14 44
SSL 715 A&3stH 5 API9] HeF 555 &3l Log Insight Agents 2 vRealize Log Insight A1 kel
SSL ©§ AZAS& AlFE 4 A5 Th 3 Log Insight Agents©] T gt SSL w7l W45 48 5= <5
U,

VRealize Log Insight o o] 1 E+= TLSv.1.25 &3l SAI g U SSLv.3/TLSV.1.0-2 WS A 3 &5 913l
AR E A R E Ao

VMware, Inc.

51



Administering vRealize Log Insight

7] SSL 7|5
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cert ol A&g Yt}

= Windows?] -9 C:\ProgramData\VMware\Log Insight Agent\cert@ ©]& g1t}

= Linux®] 49 /var/lib/loginsight-agent/cert® o]& 1}
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< 918l vRealize Log Insight A H ol A] G221 8k Q154 & £<13H T} vRealize Log Insight Agenti= A] 2=
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®m  Log Insight Linux Agents= /etc/pki/tls/certs/ca-bundle.crt X=+ /etc/ssl/certs/ca-
certificates.crtoll A A2 & 5 &= A& ZEFH T

= Log Insight Windows Agenti= A 8] £ E Q154 = A&yt

A4 A 1S54 7 A A4 vRealize Log Insight Agent?] 749 523k T/l 7] & A}-&al= o
A A AEE QS AT P A JASAHE YL o= AA A E S A 7 5L )

91718 AHEE AT hE AR (el A8 BE IR)E gl AP HE Al BT F A
Ytk 71 9)e] F el Aol ARFYL,

A4 A 154 7 A o] A4 49 vRealize Log Insight Agent?] 7-¢- CA A& f3 Q1FA 7} 415
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CA A ¥ Q154 Z H-{3l vRealize Log Insight Agentol] Z}4] A ¥ <154 7} =21 =¥ Log Insight
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AAst= g0l vt s Al A E AA A JASAE Ty T

CA A ¥ Q15 7} =7 #4¥ vRealize Log Insight Agent?] 7 $- t} & A1 2] & 4= 9Ji= CA A A1
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vRealize Log Insight Agent2] -4 545 =43 4= 25 YT} vRealize Log Insight ol o] 71 = SSL vl 7]

Mgt 38 FEAIA L

vRealize Log Insight ¢l o] 1 E+= TLSv.1.25 &3l T2 3 th SSLv.3/TLSV.1.0> Bt X[ F75 9|4
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SSL 18 A4 A&

VRealize Log Insight ] AH-&-} 91E] 5| o] 2+ 2 A}-4-5}o] vRealize Log Insight Agents 2 Ingestion API7} 4]
Wzl SSL A 8 gt T S ol vk

vRealize Log Insight APIi= &4 0.2 ¥ E 90002 HTTP % ¥ E 95439 HTTPSE &3] 1248 4= <+
Yt} & ¥ E = vRealize Log Insight Agent 5= AF-&2F 214 APl Z2lo] A Eo| A Ab-&2 5= 9l5U ) o
S8 ZE 24 SSLo] #2314 7k vRealize Log Insight Agent T B S v E3 AT E A g
He T FotdE SEl vIdE %SHD}. ZFAE EE APl 870l SSL A A o] AFEE =5 8
9l Uth o] $ML syslog LE 514 E &2 #| 313} %] & o1 yRealize Log Insight A}-&-#} ¢1E] 3] o] 2

o] &S m A HFUTE o] SlE H| o] 20 HTTP £ E 80 232 HTTPS £ E 4430 = A% 2] ¥
A,

25 23

Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

T2 A A

1 Click the configuration drop-down menu icon E and select Administration.
2 4 ool A sSLS ¥

3 [API AW SSL]lA SSL 92 B8 & Ae g

4 Click Save.

vRealize Log Insight APl A1 8] £}9] SSL A A v & -§-3 1t} SSL o] 9] o] A4 AF-FYT].

vRealize Log Insight ©|o] 4 E SSL wj 7] ¥ 414

vRealize Log Insight ol o] 4 E T4 9} A& AF3sle] SSL FAS HAsEaL, Al 8 = 9l FE Q54
gt A2 E F7HetaL, Ao HETL ISA & FEteteA A FE A9 5 AdFYh
o] A 2}= Windows % Linux-& vRealize Log Insight ol o] d E ol 2 8-5 1t}

24 234
vRealize Log Insight Linux of o] H E:
. FER 2208 A sudoE AHESt] & EE S A gy

m  vRealize Log Insight Linux o] ]| I EE A %] gk Linux A 2=8ldl] 21913131, F&& A % pgrep
liagent= A d3}o] vRealize Log Insight Linux ol o] 1 E7} A %] & o] A& 591 4] SQl gkt

vRealize Log Insight Windows ©J| o] 71 E:

®m  |og in to the Windows machine on which you installed the vRealize Log Insight Windows agent and
start the Services manager to verify that the vRealize Log Insight agent service is installed.
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ZRAA

1 liagent.ini J}¥4<&

=4 A A
Linux

Windows

2 Open the liagent.ini file in any text editor.

/var/lib/loginsight-agent/

%ProgramData%\VMware\Log Insight Agent

3 liagent.ini ¥ 9] [server] AA ] t}g 7|15 F71g .

71

ssl_ca_path

ssl_accept_any
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7] A

ssl_accept_any_trusted 7hs & k2 yes, 1, no 2= 0¥ HTh A1F & 5 9= CA(IZF
713yl Al AT sk QIS4 7F = A o A
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CA(RIZ 713l ek fa AFA7F A= H 44 54
< g1t} gho] yes 12 A A5 o] 9gJom o] HE
T AET A ASHE FFYTE el no = 00w A7y
o] o™ Agent= RISA & AF-otal A2 S TR P 7]

L%)\'% nOOH]L]C]'-

ssl_cn A A7 € 154 €] Common Name ] 1 Tt

7] 37k VMware vCenter Log InsightdYth. Q1541 9]
Common Name Z =9} v ate] 2+Q13k A8} 2] % Common
NameS 2] 4 315Ut} vRealize Log Insight ¢l o] 1 E =
[server] A4 2] hostname 7]ol| sl A FH ST A~E o]}
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7]} Common Name 2 =35 H]1alo] E1gh ). gho] U A3k
M vRealize Log Insight ol o] A E & 15 M = =gt o},

Za o]Y 3 7] SSLol AR H A e A HH FAFH U
4 Save and close the 1iagent.ini file.
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22 SSL 1A of| ).

proto=cfapi

port=9543

ssl=yes
ssl_ca_path=/etc/pki/tls/certs/ca-bundle.crt
ssl_accept_any=no

ssl_accept_any_trusted=yes

ss1_cn=LOGINSIGHT
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

=27

1 Click the configuration drop-down menu icon B and select Administration.
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2 Under Configuration, click General.
3 BEbs-A Al Fol A AR AR S 2 S = A E Y
-1 32 A AR 295 24 s U

4 Click Save.
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m ¥ 7lo] flef A (UTC) Bl ~RI2 S AR T

#31 vRealize Log Insight& o}7to] B 2.2 0 2 A}8-5]= NFS 1l EE #]sl#] k5ot Al 28 o
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3t & 7ko] UIAUNFS R E & 7}

&3 e o o] dS AEF YT NFS nl-Eo] S5k A 7He
AR e] HEZ R QW AZF 59k A28 5 ¢lE 49 vRealize Log Insightoll A A Hlo] 8] $5]<&
SAFYTE NFS vlgEo F4i-8 AFE 7153 F-7ko] ALY NFS plEE ARE-S 4= Q)AL o} 7to] B
7F AR E A RS A E A S dlolE RS thAl A AR T
94 24
O3 e 2 AV S S5 NFS JHEJ Ao gk A~ A e 7FA] AL Q=R Eelghyt)

m  NFS e AIRE AA o tal] 7] B 227 248 5]&-3l|oF st

s TR EEQF2 aTehd o Huth

m NFS A 8= NFS v33 A dsfjoF gk},

mlo

= Windows NFS X ¥ & AF&-3F= 74 -9~ vlj=g = %] & AF&-Z} UNIX 9 Al 2~(UID/GID A}-8)& 3183
)=
= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with

the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.
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ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 4 ool A olztelnE Zel gt

3  doJg o}F}o]| B A}_S A BSIal nfs://servername<: port-number>/exportname &2 0 & &1

7} o}7lo] B.x] = NFS 3HE] Ao tf gt 4 25 =& g},
XE W35 7]E 32 20499 Yt

5 Click Save.
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After vRealize Log Insight restarts, verify that syslog feeds from ESXi continue to arrive in
VRealize Log Insight. For troubleshooting, see ESXi Logs Stop Arriving in Log Insight.
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vRealize Log Insight = vRealize Log Insight ©}7}o] B 7} % 9.7]
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= Verify that you have the root user credentials to log in to the vRealize Log Insight virtual appliance.

= vRealize Log Insight 7} 2ol 7} 21 9L & =83 = = gad ko] 83 dEA &
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2 of7tol HH vlo|E 7} ATt NFS AlH ol &+ 0 & vk E Yt
3 o}7}o] B# vRealize Log Insight £ 1¢] tlHE ]S 714 ¢ oW v HH S Agg).

/usr/1lib/loginsight/application/bin/loginsight repository import Path-To-Archived-Log-Data-Folder.

Y
i
N
=
r1r
U

EU 1710 whet opgbol BE HolHE 7hA Q= d AlRte] o AE 4 s U
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= Verify that you have the root user credentials to log in to the vRealize Log Insight virtual appliance.
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= vRealize Log Insight 7} F] o] Y2l 348 83 = & v 23 F7to] T3] A=A ER1g
Si=3
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1 vRealize Log Insight vAppell W gt SSH A2 & A g3t FE AFSAZ 2 AT

¢}

2 vRealize Log Insight vAppell ¢}7}o] B ] &l E 8] & A4 gt}
mkdir /archive

3 v WEE Adste] opglol B HolE 7 A8k NFS Aol & ZHE vl Ed

N

mount -t nfs archive-fileshare:archive directory path /archive
4 vRealize Log Insight vAppoll Al AF-8-3 = = 2E 8 A] 338 1 T
df -h
5 vRealize Log Insight o} 7}o| B & A A] B~ E sl 2 Y B YT},
/usr/lib/loginsight/application/sbin/repo-exporter -d archive-file-directory output-file
& 50 T LU

/usr/1lib/loginsight/application/sbin/repo-exporter -d /archive/2014/08/07/16/bd234b2d-
df98-44ae-991a-e0562f10a49 /tmp/output.txt

6 vRealize Log Insight o} 7}o] B HlA] %] Al = E JSON &2 0.2 Y| B T},

/usr/lib/loginsight/application/sbin/repo-exporter —-F -d archive-file-directory output-file.

/usr/1lib/loginsight/application/sbin/repo-exporter -F -d /archive/2014/08/07/16/bd234b2d-
df98-440e-991a0-e0562f10a49 /tmp/output.json
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24 270

Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

=27

1 Click the configuration drop-down menu icon B and select Administration.
2 Under Management, click Cluster.

3 292y ==E AE3iyh

4 vAE A A S F 86k OA] Al S 293 T

45 A4

After vRealize Log Insight restarts, verify that syslog feeds from ESXi continue to arrive in
vRealize Log Insight. For troubleshooting, see ESXi Logs Stop Arriving in Log Insight.

vRealize Log Insight 7} %% 9] A 117]

vRealize Log Insight HV\E Ee A mee S & o vlolE 4 WA A7 &A A
of whe} =0 S 7o

vRealize Log Insight 7} %] o] A48 1+ 3 2] 9] 714 st=9)o] = WA sflofF gt

vSphere Cliente] AU > AXE F8 v 348 AFESAL, 7 A2 245 AHE3EA

vRealize Log Insight 7} 2] o] th &k SSH 1725 A8k W& = A 9 sto] vRealize Log Insight 7}

Ao dde = sy

i, 0344

B4 27

= |f you plan to connect to the vRealize Log Insight virtual appliance by using SSH, verify that TCP port
22 is open.

= Verify that you have the root user credentials to log in to the vRealize Log Insight virtual appliance.
ZEAA
1 vRealize Log Insight vApp®ll T3t SSH <148 A4 3lal FE AFESA 2 2105

2 vRealize Log Insight 7} &3 2] A2 1121 shutdown -h nowE 2 &gt}

F& 24
vRealize Log Insight 7} 2] 9] 7124 St=dlo] & QA &HA =4 & 4= A5 Ut
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

EERE

1 Click the configuration drop-down menu icon E and select Administration.
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24 270

Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

=27

1 Click the configuration drop-down menu icon B and select Administration.

2 Under Configuration, click General.

3 [ 3 N 2] ol A VMware 7 37 | 23 Fe glTS Y st A
S ES Rl
Aenst 749 g o] 34 81 % a1 d] o] E] 7} https://vmware.com ©. & A E L T}

4  Click Save.
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The vRealize Log Insight Web interface is available at https://log-insight-host/ where log-insight-host
is the IP address or host name of the vRealize Log Insight virtual appliance.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Management, click Cluster.
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3 In the Workers table, find the node you want, click the pause icon," and click Continue.

The node is now in maintenance mode.

Z3 A node in maintenance mode continues to receive logs.

4 Ko ggad mez AR,

vRealize Log InsightS 2] AE oA =2 Al AL o] A8 A5},

o
4
Y
2

AAE ==0] g A& A} Sl o] A7 o] 53lo] At} = =2 & 7|E vRealize Log Insight £ 2]
2ol Frst AV Al -1 Wi E AR sy

E3E 2 UUA AL

vRealize Log Insight = 2] ~~E] 9] ] vRealize Log Insight ILB(F 3 2= WHAA)E AF&3 2= A 4g35hH
2 . vRealize Log Insight :==7} A}-8-8 = Q1= e 7 € o
VRealize Log Insightell Al =22 5= 5T 7 IP 4

1 oy

vRealize Log Insight 22 ~H 34 A ILBE Al&3l =5 A slo] S8 AH =& 7l Egy S A4

=
3 MY H ve) oM =E Anskahs Aol bg E5UL

Z31  External load balancers are not suggested for use with vRealize Log Insight. Support will be
removed in a later version.
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= You must synchronize the time on the vRealize Log Insight virtual appliance with an NTP server. See
Synchronize the Time on the Log Insight Virtual Appliance.
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2 Under Management, click Cluster.

3 (ARSI A AP P F4% AEe B3 2E we el A8 ® vPCIE IP) FAE R
Yk,
4 (A8 A olE AP IP T2 TS A AP FAE FYeha P F4E ¥ th FQDN

s 2P 7 mmol] Qi st o 4kel M= A Qe Ho] 2o} B AG A u o] Sl glofof s,
ALE 7R 8 AFE(HE A 2804 ALS ol obd)elof Gt
s HE b8 e gelE gk b0 BES o= 3748 4 o] A2 Aol B AN
o HER TR B ol A F74E 5 AU h vPE B Aswle] Sofo i RE oMl

ol = viP2] Bl 717} A E U T

VMware, Inc. 69



Administering vRealize Log Insight

= ILBVIP sl A B 1(7)=gh) H52 T4 ste], TAE o)1 vIPol A A5 2 201 v A
Aol F4 0.2 AHEHER & 5 gt

AETL FAHE LB IP 45 214 7Fe] 714 23 FQDNE 71 7| =5 A A g ok

o
2
o
o
il

W

o
v
o

3ty 2= WA = vRealize Log Insight 2 2] 2~ 9] gt =0 o3| ] aL 3 A v] 2o t s
JH 2 Adgurh A9 e == Fo] AE(LB)E EAF T

9 274 W S8 =Y gAre] A3 A
o 87 vl Fe 28 AL A 2 7wl vla) ol g 7bA AAME 3714 o2 APk CLIE B
9 27 ) 2o 2H Aol 4 A3 AP 5 s

;X] o -5 FAFYT 1 9of offol] v H F7FA ] HAE At

s NTP7} b 4E o3 3ol A= A=A o5

= Active Directoryel] 143 = l+=%] o F-(A Al Active Directory”} 773 = o] = 7 %)
&

= Active Directory 9152 AHE & 5= A=A o F-(Z A Active Directory”7} -3 ¥ o] 31+ 74 -9)

= Active Directory & 2= " Kerberos &~Eo] &4 4= 91=#] ] (&4 Active Directory7} 4 5]
o A& A5

A

n Jade|=E Fashs o sk F1ko] /tmpell T A of F-

o ago]=E st b Z a3 ¥7ko] /storage/coreol] FE3HA] of F

m  localhost”7} /etc/hostsol] SHFE A vl X 5 AE=A] of H

ZEAA

1 &=l vRealize Log Insight 7} 4] ol thk SSH A2 & AAstal FE AFEAE 21908
=3

2 ww o) /usr/lib/loginsight/application/sbin/query-check-results.shs ¢ 23}l
Enter 7] & +5 Ut}

VMware, Inc.

g0l ol Mulae= S 2L AT 2 AH L A EHAEA B vE AlLE ] Sl A
]

70



M E u1941:1

= X

vRealize Log Insight= 5% 2

=
)

>

-
x

lu

i
>
=
>

vRealize Log Insight:= ©] 3o }dy B4 T ES} T2 B2 AL 43} D5 LEE A A183)
= =

QUE| o] 2=, Tl 2] 2} Ei

of ol whet 4 H L Th Q¥

Z31 vRealize Log Insightol] A= WAN 22 28 (] 9 4 &2 2~ ¥ (geoclustering), iL7}-&-4 &2 ~H
Y w97 FeaHYo g nE 3HS 2 9ehx] FHUTh S AE o BE w7} $8 A% 2 LANY]

Hj sz = ook fth, Y =

7 FAlo] @l o] AMe] AwE ELEs} Al glofof Fuink.

vRealize Log Insight Y/ E$] 3 EgjF o= 2 7 o] A~7} Q)& Th

e FazEeolA

X S CERNEE]

238 Bfje 2"

Log Insight Agents

vRealize Log Insight 7
A

HolHE HUl& A~

FHEH 9 Folde A4 Y
teolE & d&ehs 229 Yl

VMware, Inc.

Al 2~El e 2} 7)F 94 © 2 vRealize Log Insight 7Hd =1 & el 8H7] 980
AR Eh= Al =E Y T

vRealize Log Insight A}-8-#}7} B.2}9-4 & AF8-3}9] vRealize Log Insight2]
Qg o] 2o A AakE Al =F ] T

>

-

)
By
el 2

bl o
i
bl
i
O

213l vRealize Log Insightoll 212 B U= - AUt o
LESXi EAE, 7P A2 = P Fa7) S gE BE A

=2 mlo

[ Az
i 4
2

El—‘p_ﬂm
o,

Windows %=+ Linux Al =8l 9l 2™ APIE 53] vRealize Log Insight® -
o AA o]ME B 215 B o o] A ESIY T

vRealize Log Insight 4] ¥] =7} 9] & X vRealize Log Insight 7} =], v}
2H EE A Agunt FA 9] 712 9 A A= SUSE 11 SP3I Y T

o Dadt EE

Ze2H k= 7 2e B s A4 & vl tiél vRealize Log Insight =

=

E9)2 Ed=) 8] o EEES dojof .

7



Administering vRealize Log Insight

EASEA
235 Hul= A28
2= ELH% }\]}\Eﬂ

vRealize Log Insight Il
oJHE

vRealize Log Insight Il
oJHE

ke

vRealize Log Insight &

A

vRealize Log Insight %

A

vRealize Log Insight &

3]

vRealize Log Insight %

A

A&7} o1 E] H| o] 2~ 2

S QR dAd g YAy ket e MdAdd

2 AH o] 25 ARgaoF k= HIES A Eg= ol tis) E‘r

514

1514, 6514

9000

9543

Q3 XE

R

ZZEF

TCP, UDP

TCP

TCP

TCP

) =2 o
=

AH 2= A

Az g o2 45
£ o}9-Hl$-= syslog E
o=

SSLS &3 Syslog H©]
H

Log Insight Ingestion
API

SSLS 53 Log Insight
Ingestion API

A4 & thol| 3] vRealize Log Insight A}
FEES dojof gt

A& o3 XE Z2EZ A H] 2 Mg

] A ~HolA vRealize Log Insight & 22 TCP SSH: H.QF 4 (Secure
) Shell) 912

ALg2F A~ o] A vRealize Log Insight & 80 TCP HTTP: ¢ o1E] 5 o]~
2]

AFg2) 9] A~ H o] A vRealize Log Insight & 443 TCP HTTPS: ¢ ¢lE 5 o]~
2]

= O s 3 Q &} AL

2P AH = Zho] Bo3 ¥ E

AP} o A [ ES] o] A A3 A Beks Fulstelr] 913 & EEE vRealize Log Insight 7}

) o] AT Qoo Gvh o) el @ BEE F7AE ek o] 2E BAAR 2 W Ul = 0] A}

$5E 2E 99 ALggun,

Ptat g4 XE TZEF Au| 2= Add

vRealize Log Insight % vRealize Log Insight & 7000 TCP Cassandra 57| 2 2]

A A

vRealize Log Insight 4 vRealize Log Insight & 9042 TCP YlolE|H T2 &5 S}

A A ©] 91 E-& Cassandra 4

H) 2~

vRealize Log Insight 4 vRealize Log Insight & 9160 TCP Thrift 220l A ES

A A Cassandra A H] 2

vRealize Log Insight % vRealize Log Insight % 59778, 16520-16580 TCP vRealize Log Insight

A

VMware, Inc.

A

Thrift A 1] 2~

72



Administering vRealize Log Insight

o - A u] o &

:_]:,_1_.__.

VRealize Log Insight S & =B oA 97 An] 220 ofgnbe= YEY A Eg oo g ths XEE

Aol ok ok,

EASEA

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A

vRealize Log Insight &

A
vRealize Log Insight &
A

vRealize Log Insight &

A

vRealize Log Insight &

A

VMware, Inc.

ks
NTP A1

A H

< A H

DNS A ]

AD A1

AD 1]

AD A4

AD A4

AD A 8]

vCenter Server

vRealize Operations

Manager %]

EREEE R

A} =1 e A

EA} 21 e At

123

25

465

53

389

636

3268

3269

88

443

443

514

9000

9543

ZTZEZ

UDP

TCP

TCP

TCP, UDP

TCP, UDP

TCP

TCP

TCP

TCP, UDP

TCP

TCP

TCP, UDP

CFAPI

CFAPI

LA
NTPD: NTP A7} 5 7] 3}

uzl_:‘
£l
m
m
p

P4
_|
o
>
N

SMTP: o}-up-g = 751
& A An s

SMTPS: o}k = 7
g 91g ssLe 5 v
A Ar =

DNS: o] & &l |~

Active Directory

SSL& 5% Active
Directory

Active Directory = 2%
Fte s 1

Active Directory = =%
F}ers2 71 SSL

Kerberos

vCenter Server ] A]H]
2~

vRealize Operations )

8]~

Syslog Hl°] &}

Azt gid oz Ay
= o}-1#-= Log
Insight =% API(CFAPI)
Egy

9} 5 HSSL/TLS)E =5
At gidom A=
= o} 1= Log
Insight <=3 API(CFAPI)
Egy

73



Administering vRealize Log Insight

o2 &9 AWk vRealize Log Insight7} AF&-314] &= LEQ U o]2]d X E & w318 o 2 ok 5}

A A & 94

o4 XE T2EE A= A

vRealize Log Insight =] 111 TCP, UDP RPC T2 13 HE 5 HE F
2~ = W 313F= RPCbind A1 H] 2~

vRealize Log Insight =] 9007 TCP Tomcat 4] H] 2~

Tomcat A H] =~

VMware, Inc. 74



vRealize Log Insight Windows
2 Linux Agent?] e ZUYHH

vRealize Log Insight Windows % Linux ol o] 1 E o] el & RUE Al sl d 2] dA BAE & 5
UFHTL

CFAPIE 53] tlolE & B =S A5 dlo] JERE ojo] M E ¥ o] %] o] e YT} th2 syslog 229}
k37 A =, syslogE &3l HolHE Rl T H oo] dEVF S E #| o] Ao yEbg YTt

Fa o o] E F/d ol A vRealize Log Insight A ¥ el gt S ~E IPE W7 sl 49 dlo] A E = # o] 4
EAE 007 AAAF T}
A 24

Verify that you are logged in to the vRealize Log Insight Web user interface as a user with the View
Admin permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or
host name of the vRealize Log Insight virtual appliance.

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ZRAA
1 Click the configuration drop-down menu icon E and select Administration.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

LRAA

1 Click the configuration drop-down menu icon E and select Administration.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

LRAA

1 Click the configuration drop-down menu icon E and select Administration.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Management, click System Monitor.
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Verify that you are logged in to the vRealize Log Insight web user interface as a user with the Edit Admin
permission. The URL format is https://log-insight-host, where log-insight-host is the IP address or host
name of the vRealize Log Insight virtual appliance.

T2 A A
1 Click the configuration drop-down menu icon E and select Administration.
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= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.
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1 Click the configuration drop-down menu icon B and select Administration.
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5 Click Save.

T 2

= 553 vCenter Server Q1=E1 2ol A o] HlE, 2§ Bl AW dolH 35 Al Xt vCenter Server
ArE oA o]l E, 2] 2 A 15 E(pull)3H =% vRealize Log Insight 74 & FZ3H4] A &

= vCenter Server’| ¥2] = ESXi &2 E A syslog ¥ = =32 A2t T), 271 o] dll EE vRealize
Log Insight®. 2 A &3} =5 ESXi 5 ~E FA4 & 234 A Q.

VMware, Inc. 92



Administering vRealize Log Insight

Syslog A 1B ¢ & 2] vRealize Log Insight

vRealize Log Insightell = vRealize Log Insight 4 1H] =7} 28 591 5ot A& 4] Abe)
A& syslog A1 ¥ 7} Z gk Yt

syslog A1 ¥ = 514/TCP, 1514/TCP ¥ 514/UDP X EE A5}l T2 S 2B A AEFH 2 A A &
TR F=0) 71 9 A E A g ) syslog A B ol A =3 ¥ W A A= vRealize Log Insight ] AF-8-2} <1
Hilo] ~F Gl A9 AAze 2 AAE 4= 2 A U Th vRealize Log Insightoll 4] =€t3l+= & o syslog
HA|A] A o]= 10KBY Y T}

}_

rr

713

Ll
oft

7

%71 o]Wl E = vRealize Log Insight 0.2 AY3 == ESXi & 2E T4

ESXi &~ E &= vCenter Server Appliance 21827} vRealize Log Insightol| A #2412 4= Q)&= H] 1%
shel 2 dle|BE A g

vRealize Log Insight 2] 91 ¥ ¥ o] ~ & A}-8-3}¢] vRealize Log Insight]| syslog Bl o] €] & F A5l =
ESXi & ~EE 554 vCenter Serverol| A 74 &t}

W 4 9 e Aaet oy ESXi 52E9 syslog A4l 4%E F gyt s
ESXi £2-E% ThE Bl At 4 Fol4 ehex Selght,

VRealize Log Insight S 2] =Bl = &3 == WA & AbEsto] F2{2=E 9] 7 == {hel] ESXih
vCenter Server Appliance syslog 3] =& #4+g 5= 9l o).

| A] %] 7} vRealize Log Insight= %1% 7] H o] ESXi S~E 9] syslog "X 4| & LE P
kA gF U8 vSphere A X 2 A7 7ol = 9] ESXi A4 Ao XN ESXi &4 E9] 27 e g 78 35

& F2HA L

vCenter Server Appliancedll A 523 &} syslog ¥ = A1 ol th 3k 2FA| &+ )82 =71 o] Wl E = vRealize
Log Insightel] @3} %= % vCenter Server 74 & Z23H4 Al L

3 vRealize Log Insighti= ESXi 2~ E WA 5.5 o] 49| syslog o B & =418 4= 9l &1 th

P4 270

m ESXiTAEE %a 6—}% vCenter Server7} vRealize Log Insight ¢! &_E%Mﬂ S50 A=A &t
T‘:— 3

s A3
ARG 2 ¢ sy

« %

Za1 vCenter Server QI E 2] o] 49 Zof tst A A sta 3¢ dE o2 A golch
o] Melx|o] Q)= gelsfof gt

VMware, Inc. 93


http://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.install.doc/GUID-41638619-B14E-4074-BB90-DACAA1440C1C.html

Administering vRealize Log Insight

ZRAA

1 Click the configuration drop-down menu icon E and select Administration.

2 23 olgol 4] vSphereE =g 3t}

3 syslog ¥| =& =218 ESXi & 2~ EE 72| 3}+= vCenter Server Q1 2H 25 2hxU U,

4 ESXi Z2E7} 23F Log Insightol] A$3tEE 74 F<le+-S Aeighyr,
5

7]3-#] o 2 yRealize Log Insight:= UDPZ 53 215 A4 == v 4 5.
ESXi & ~EE 434t}

5 (A8 A1) 718 T ghe A5 E 1F $4 S TP

7 Click Save.

vRealize Log Insight o 271 o|HIES A &3}7] $J8] ESXi &~E 4
=]

T

ESXi &~ E 1= vCenter Server Appliance 1 2~¥l 7} vRealize Log Insightol] A #41€ 4= 1= H| %
st =21 dlo]HE A G TR

,1

vRealize Log Insight 2] Q1E] o] ~E& A}-8-3} 4] vRealize Log Insightell syslog H o] E & A3l ==
ESXi £ ~EE 5 5% vCenter Serverol] A -4 3t T

B A 2 S A sk tha ESXi £ 2E 9 syslog A A o] 259 4= 5yt A =
ESXi & 2~E & tf2 #e| 27t 4 Fol A &2A] gl

ESXi &~E7} S8 ~Ho| 71 u| A5 o= 7| T2 ESE A A4S

vRealize Log Insight 2] ~E = 53 2= ‘ﬁ‘i’ﬂ% AHgato] S8 2=E o] JiE = 7hol]l ESXih
vCenter Server Appliance syslog ¥ =& #4+a 5= 9l Ut

T4 ¥ v A] %] 7} vRealize Log Insight® %5 7] Holl ESXi 32~ E 9] syslog WA X & & &&= Wy
of gk A}A) sk U]-§-2 vSphere A2 E AR 7to]l =9 ESXi A MM X ESXi Z4ES] 27 HEE
7 A EE FsA L

VMware, Inc. 94


http://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.install.doc/GUID-41638619-B14E-4074-BB90-DACAA1440C1C.html

Administering vRealize Log Insight

vCenter Server Appllanceoﬂ A T8 syslog I = Aol tf gk ARA| g 82 =71 o] 4l E = vRealize
Log Insightel] % @3} %=% vCenter Server -4 & FZ3H4 Al L

F3 vRealize Log Insighti= ESXi &~ E # 7 5.5 0]49] syslog H o] E & =418 4= 151Ut}

45 27

m  ESXi & ~EZ #¢]3}:= vCenter Server”} vRealize Log Insight 91 2Bl o] 5= 5] 0] 9li=%] g<lgt
Sh=3

m  ESXi Z~Eo0| U syslogE TAEH]0l Tag Agto] s AR A A4 TS 7FA AL A F9l
Eall=s
H .

0.|..

E.FA.a8 AR
= S2EFARG T 2 g

}op

3L vCenter Server IMIE ] U] 9] 2749 Zro] ik Aeh-S 743k 3t FHo = A gelat
o] e o} =) BelsjofF gt

Z2 A

1 Click the configuration drop-down menu icon B and select Administration.
=3} ol 7ol A vSphere= &3 3T}

<

o

2
3 ESXi 32E7} 271 Log Insightol] 153822 74 2
4 3FFHAE FYFY

5 AESESXi &2Ed 3 L2 EFS WA vy dAE ARy
S2EH FEHY E5oA sk o] 3o s ~EE gt

TREF e 2ddY

¢ VRealize Log Insight S| ~F ol 7} 4] 7] T2 £ 22 ESXi EAES A5 TA S 4193}
HH BE ESXi ZAE AF FAS A}

s
o

A g,

O}

(o

_,4
ot
iy
A
[>
Ay
il
S
>
ofo
ol
rir
oM.
o
<

A Sphere &3 3t ol o g B AE Gatol] thek =5
93 22 WMo U S AE ofF = IPF45 AHEte] 2E WM S (G 5 5y

vRealize Operations Manager 2] vRealize Log Insight &3 o|HIE

i
A8k il A2l E 7152 & vRealize Operations Managerol] & o]l EE d$3l 5
vRealize Log InsightS 443 4= A5 Yt

vRealize Log Insightol| A <& A& 4 ’5‘}% 75 ¥ oWl E 9} ¥ ¥ vRealize Operations Manager
A FA2AE AElgyrt}. Log Insightoll A 7 a1 7 2] = 3713}] vRealize Operations Managerel &#
oM E BV & FEH AL

VMware, Inc. 95



Administering vRealize Log Insight

52 & o]Hl E7F YElLt= vRealize Operations Manager Ul2] 4 91U T},
A A A B = > 3F9] 3o g T8 e L 914

V

f] A o]
E7F ZAEHE YR ol g 24 E W8-S VMware vRealize Operations Manager A ™ 4] 418 &

R

H BE AL AR AR

]-’l

L

1

21 o]¥l EE vRealize Log Insight o] d&3}%== vCenter Server -4

vSphere &3t vCenter Serverol| A 23] 37} o] Hl E E 4=31 3} A7+ Z} vCenter Server 74 2.49] 319 4=
T U Zae A &5 Ut o] 2§k 21+ vSphere 71 Bl = H o 4] ARE-3H T

vCenter Server 6.5 o]+ 2]~ 4 vCenter Server Appliance 2] SlEj#| o] ~ 2 &3 S8 8] oF g

t}. vCenter Serverol| A 271 o] EE A s} ¥ ol o 3k 214 3+ U]-8-2 vCenter Server Appliance =
I gdE HE Ao ® g Edsts Wil tigk vSphere A A& FE AL

O]%j_ ]:H%j_f’/] VSpherePJ 73‘-?‘ 2= T—"/]‘ 6‘]——“ Eﬂ /\]—-9-75]' ]-“—:« Sys|og 1:-]]%0]
vCenter Server Appliancedl] 35| o] QA ¥k 43 %= W1 -2 vRealize Log Insight ol o] 1 E& A %] &} =
AJet.

vRealize Log Insight of| o] 1 E & A 2] 3}= o] o) &+ 2} 4 3 U]-8-2 vRealize Log Insight 7 1. 4l E] of] A]
vRealize Log Insight Agent 2] 7}o] =5 2314 A &

vCenter Server A x| o] A =518 EA 271 915 A )3} o] o] H E 15| vSphere 8l = Hof| L3}y
o 95Utk A2 https://LogInsightServerFqdnOrIP/contentpack?
contentPackId=com.vmware.vsphereol| A & = 15t}

o] E F 0w A ol e AAE N EL 9golo] 1E TF AL FES FEUA L.

vCenter Server =1 3} 9] x| o] tf gk 2}A| gk -8 http://kb.vmware.com/kb/1021804 %
http://kb.vmware.com/kb/1021806<2 234 AL

vCenter Server 21 ~El 2o x] oW E 2}e] 2 HAHE Z(pull)
5} == vRealize Log Insight 74

olHE, Z} gl Aai= 54 o7t 9= x5k vlolE Ayt sk o] 9] vCenter Server A 5ol A
7Au, oWl E 2 2+¢] dlo]E = 4= 3l == vRealize Log Insight2 74 & 4= 5yt

2] UIS AFE-3lo] vCenter Server A] 2~ El o] ¢ Z &} %= = vRealize Log Insight=S 4] 4 t}. vSphere
Web Services APIE AF-8-5lo] A ®.7} vCenter Server Al 2~ Bl o A] & 5] 31 vRealize Log Insight 9 AF-8-#}
Sl €] wo] 220l vSphere A&l = o 2 FAIF Y}

3 vRealize Log Insight-> vCenter Server 5.1 o] ol 47k 7 1, o]l E 2 2] dlo]HE Z& 5= 55

g},

VMware, Inc. 96


https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html
http://pubs.vmware.com/log-insight-33/index.jsp

Administering vRealize Log Insight

e

zx7

Iy

>
o

K7 Adto] )

rr

AgA AR FHE AT YA g

31 vCenter Server I EZ] Ul o] 9] o tigt @S 31l 319 dHO2 o geldto]

gl
Meslo] 9=A] shelsok gk,
ZZAA
1 Click the configuration drop-down menu icon E and select Administration.
2 3 olefol A vSpheres =8 FH .

vCenter Server ©|HIE, Zt¢] 2 AR F£X

o
oy
P
o

3 dolElE 3 & vCenter Server QI ~H A5 2L
&S ey

4 Click Save.

vRealize Log Insight< vCenter Serverdl] 220t} A4 5w vpx| o 28] JF o] $-9o] B A ARE 7
et

F& 2

= vSphere A Wl= 9 = ALEA} A A F 2] & A}8-Fo] vSphere o HMIE & A F T

m  vSphere 7A€l = 2 731 == ALEA A4 A g &8s

o

vRealize Log Insight?] 5] vRealize Operations Manager A}

&

vRealize Operations Manager ¢} 532 93l & 4 A3

vRealize Log InsightE vRealize Operations Manager$} 5315l #] ¥ vRealize Operations Managerel ] 3l
2153 vRealize Log Insighte] 2t4 -5 %4 3floF g1 t}. vRealize Operations Manager+= =7 A-&-2}
A4 2 05 LDAP 222 B A 9dt},

=4 ARRA} A o] AFEAL o] F& el sk .

1 vRealize Operations Manager ] ¢1E] o] =~ 2 U}

2 HAX Aol E A

3 FFARAE AEIAG AATUL A2 FF L= 2 AR YT

4  vRealize Log Insight #2] A&7} Q18| 3| o] 2= el A §f & el oF B}= A&7} o] & AHEAL o] F B =
o] W& Ayt

vRealize Log Insightol| 4] A 3-%| o] oF 3}i= LDAP AF-&-2}F Al 4 ol tf gk AF&-2} o] & &2

A 3e wEyTh

1 vRealize Operations Manager § ¢1 € #| o] 25 Ut}

2 A= Ao F Augd,

H

tio
iih)
ol
ol
I,
=)
)
dlo

VMware, Inc. 97



Administering vRealize Log Insight

3 FHAEAE AES AL AGFUT AMER o] F R A2 FY ZEE WEFHUT o & 5o &
7} Active Directory - ad®] I ©]5©] integration@example.com®! A}-8-2}5 w| 3L T},

4 AF A2E A9zt

5 39A A& F o) Dt AT AnE AHFUTH A& FA] 9
"ad"E W g}

6 VRealize Log Insight #+2] A}-&2} Q1 EjH o] 2~ ol A ] & & oF s} = A&} o] 5
UserName@SourceDisplayName#} 22 2] © & 3¢t 2 5utA|o| A A2 Ut} o & 59
integration@example.com@ad <} <51t}

[
<)

g e o g 5

A4 x4

=38t A&7} A 4 o] vRealize Operations Manageroll A 7] ]| = %28k 4= 9l = A& A 3lo] gli=A] 1%
Yt} 27 w1 Active Directory AF&AF Al A o] L Q3 2 A ALE A3 FES A RE4HA L.

271 1= Active Directory AH-82F Al A o] L a3k 4 AR AR

vRealize Log InsightE vRealize Operations Manager<} ‘s 3312 W vRealize Operations Managerel tl] &l
2153k vRealize Log Insight] 214 518 -& A 4 3f| oF 31 t}. vRealize Operations Managerol A 71 A4 & 3
ZhetelH AR A} Al o] I AbE AEES 7FA AL /Lo oF T

vRealize Operations Manager 2}o] Al 2~

AdzEo A A2 98] A AN A Mg NS BYHE 9 A0 BFS FHE FE dFUTh 3

el
3B Eol e YR AT BHS 9% AL A Tol W AR A 2.
¥12-1. Ao E3

2 AG g A Ag = AR

U E A 93-S 7k AR A A 9Ee 1 BE > ghs FF AT A
A3 2 #HE > hs AYET A

2] -> Rest API

a U2 EE el7], 227 APl

b APl Tt 8 7] Al Adh
o]xd 9 &-& 24 Y= Active Directory AH-8-#}
(A AFEA = 7]5 ARgAR) el Al dstat,
&3 A AsE A

1 o§1E Q=¥ o> vRealizeOpsMgrAPI[ 5 A €]
2 vSphere ZE % S AE[ELF A 8]

3 vSphere U EH[EF A&

4 vSphere ~EZA|[XF A ]

A 2Eol 4] A8 Baol Eatelw #ei% Ashe] gz AL§ AT BAFUTE 1 L A A0 A A3 A HES A
A9 5ol Beld D2 7k AHgA7E B a g

ey AEY A S A L AA

g A A 4TS B 2§ DA AR EF ool AA 9

1 & Ao s RS A},
2 AHgRlAl o % ¥FL AT,
3 Azd el RE ARG thd BA2 H 4 Helgch

VMware, Inc. 98



Administering vRealize Log Insight

vRealize Operations Manager o] &8 o|HEE A L3 =

vRealize Log Insight 173

vRealize Operations Managerel] 7 31 ¢4 S 243} =% vRealize Log InsightE 74 & 4= 15Ut
vRealize Log InsightZ vRealize Operations Manager vApp % vRealize Operations Manager 24 %] 3} < 7}
E3ta = glFYh A 39 B d 3} E3Hsle] W vRealize Operations Manager 773 ol ™ g+ 37} ¥ 7 o]

2 2 1t} vRealize Log Insight¥} & 53} &= = vRealize Operations Manager 41 %] 3} F-4J ol tf & 1A
&t W& Log Insight A] 2} 7}o] =5 3 Z31A Al

vRealize Log Insight 7 12 = vRealize Operations Manager$} %5 ¢tal thd A&} Qg o o] 20 A 317
o it RE ARE B F d5Yh

i

o] 2] vRealize Log Insight 1 2~8 2~ 9] o] o]l E

2~ 0] 2~

E
T F YT} vRealize Operations Manager 1 7~& 2~
AE A A AL EE A 5= 9T

< vRealize Operations Manager

G rQl2El 2ol 1
2 2 vRealize Log Insight 91 8~

of thaf 1)

vRealize Log Insight= 18] =~ Eof| 4] 28 o] 51| 5435 ¢] 3l vRealize Operations Managerol] A 2] A2~
2 A A5 YA 5= Yl vRealize Operations Manager REST APIE AF-&3FU T}

95 27

m  vRealize Operations Manageroll A Z & 3} A}-& A3k

82 vRealize Operations Manager2}t2] 5312 99

H

= U] vRealize Operations Manager 21 2~& 9] |IP 5=

m  Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.
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m  Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.
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Click the configuration drop-down menu icon E and select Administration.

2 Under Integration, select vRealize Operations Manager.
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= Verify that you are logged in to the vRealize Log Insightportnumber Web user interface as a user with
the Edit Admin permission. The URL format is https://log-insight-host, where log-insight-host is the
IP address or host name of the vRealize Log Insight virtual appliance.

T2 A A

1 Click the configuration drop-down menu icon E and select Administration.

2 Under Integration, select vRealize Operations Manager.
3 AU2EA AP A A1) AEE AT
4 Click Save.
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/usr/1lib/loginsight/application/etc/loginsight-
config-base.xml

/storage/core/loginsight/config/loginsight-
config.xml#number

/usr/1ib/loginsight/application/etc/jaas.conf

/usr/1lib/loginsight/application/etc/3rd_config/serv
er.xml

/storage/var/loginsight/apache-tomcat/conf/tomcat-
users.xml
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o

/storage/var/loginsight/cassandra.log
/storage/var/loginsight/plugins/vsphere/li-
vsphere.log

/storage/var/loginsight/loginsight_daemon_stdout.log

/storage/var/loginsight/phonehome. log
/storage/var/loginsight/pi.log
/storage/var/loginsight/runtime.log
/var/log/firstboot/stratavm.log
/storage/var/loginsight/systemalert.log

/storage/var/loginsight/systemalert_worker.log

/storage/var/loginsight/ui.log
/storage/var/loginsight/ui_runtime. log
/storage/var/loginsight/upgrade.log

/storage/var/loginsight/usage.log

/storage/var/loginsight/vcenter_operations.log

/storage/var/loginsight/watchdog_log*
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vRealize Log Insightell ¥H&1¥ & AES) AR E F4381+=

CREEEEN

vReaIize Log Insight 7Fd =] 9] 2 % H-8 @ -4 A] A&}
oI E & FA 3t o ARgH Yt

vRealize Log Insight7} Bl 3= A] 8] &d o T3k u = 5
A 3h= g AFSE YT ZF A A= JSON g o2 g gy,
vRealize Log Insight 2} &} :==7}F W= Al 28 Lo o
T AR E FA 5= o AFEg Y 7} B A= JSON &0 2
vy

vRealize Log Insight A}-8-2} QIE] Hjo] 2o I o HIEE
FA 8= vl AR U

vRealize Log Insight AFEAL QlE o] 2ol Tl HEFY o]

HEE FA3h= b Ayt

vRealize Log Insight ¢} 712 0] = =5 WA= o] WIEE 3=
sk dl ARE R YT

RE s FA48 W AR YT

vRealize Operations Manager 5§l ##d o]l EZ F=% 5}

< o A&t

oW o] FA % 749 vRealize Log Insight®] thA] A 2-<
w33k watchdog Z 2 A 2= 0] HER]] o|HIE S F43}:= H]

AHgg I

ui_runtime.log 3ol = AFEAF 74} 271 WA X 7} th &2} 22 A o= 3] of 9l

= [2013-05-17 20:40:18.716+0000] [http-443-5 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged in: Name:

admin | Role: admin]

m  [2013-05-17 20:39:51.395+0000] [http-443-5 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out: Name:

admin | Role: admin]
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m [2013-09-18 12:39:34.823-0700] [http-9443-3 WARN /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [Bad username/password
attempt (username: myusername)]

m  [2013-09-18 12:40:08.761-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean][User logged in: Active
Directory User: SAM=myusername, Domain=vmware.com,UPN=myusername@vmware.com]

[ 2013-09-18 12:40:20.232-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out: Active
Directory User: SAM=myusername, Domain=vmware.com,UPN=myusername@vmware.com]

m  [2013-09-18 12:40:36.933-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged in: Local
User: Name=myusername, Role=user]

m [2013-09-18 12:40:40.429-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out: Local
User: Name=myusername, Role=user

m  [2013-11-13 23:26:21.569+0000] [http-443-4 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new user:
Active Directory User: SAM=username, Domain=vmware.com, UPN=username@vmware.com]

m [2013-11-14 22:44:11.017+0000] [http-443-6 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new user:
Local User: Name=username, Role=admin]

m [2013-12-05 21:03:36.751+0000] [http-443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Removed users:
[Active Directory User: SAM=username, Domain=vmware.com,
UPN=username@vmware.com]]

m [2013-12-05 21:04:16.707+0000] [http-443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Removed users:
[Local User: Name=username, Role=admin]]

m  [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new group:
(domain=vmware.com, group=VMware Employees, role=user)]

m  [2013-12-05 13:07:04.108-0800] [http-9443-2 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Removed groups:
[(domain=vmware.com, group=VMware Employees, role=user)]]
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<ntp>
<ntp-servers value="ntpl.domain.com, ntp2.domain.com" />
</ntp>
<smtp>
<server value="smtp.domain.com"™ />
<default-sender value="source.domain.com@domain.com" />
</smtp>
<database>
<password value="xserttt" />
<host value="vrli-nodel.domain.com" />
<port value="12543" />
</database>
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<load-balancer>

<leadership-lease-renewal-secs value="5" />
<high-availability-enabled value="true" />
<high-availability-ip value="10.158.128.165" />
<high-availability-fgqdn value="LB-FQDN.eng.vmware.com" />
<layer4-enabled value="true" />

<ui-balancing-enabled value="true" />

</load-balancer>
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= Verify that you have the root user credentials to log in to the vRealize Log Insight virtual appliance.
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22 is open.
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= Verify that you have the root user credentials to log in to the vRealize Log Insight virtual appliance.
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