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LIAGENT SSL <t q7C Al g
1

A El gt rh SSLE AFEsle A9, cl ] A EETLS12 ZEEFS
AL g ahel A sk 4

o AT 7SS yes‘dLlﬂP.
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e e
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6 (A ¥ A}3h) vRealize Log Insight Windows ol o] Al & & 4] 2] o] = 3F o},
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Easie s

2okl 93l imst T AFE SRS

2k 7 %, vRealize Log Insight Windows

A

519 =A 2Hel g e

H&F XFod
2 5=

ol

ol ==

0!

vRealize Log Insight Windows ol o] & E ¢] of 2] gl =~ 7} Ao & #H-5 381 A 2+ 79 Log Insight
Windows Agente] tf &k vl 7} A sl eh& Az el 4] Al &

vRealize Log Insight Linux 0|0|ME RPM I 7|X| MX| E= &
HO|E

vRealize Log Insight Linux ¢l

o] = ®=
o AX 25 A w HEE AR 5 sy

A 27 Mg

m AR 723l el oFold 3 Linuxell 4 vRealize Log Insight ol o] A &5 A ] 8} 7] 9] 3} w2 & -4
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Mt
1 ZEodA dlolAEF AAGAY o 2l o] =3 5 Sl
)2 A AA S ALE-sle] vRealize Log Insight Linux ol o] A & A A sledw] 58 43 b5
ded g Ao,
rpm -i VMware-Log-Insight-Agent-<version-and-build-number>.rpm
]

A Y ARE AR G oo AES Qoo Eaed 4L A hg BUE AP

T

__YLrﬁL'

2 (A A ol E Fol AR A% T4 g EE A T G ALAT 5 A 4

d A
fdaelel= gl A2 FAS A sk o= gk A4
sudo <OPTION=value> rpm -i <version-and-build-number>.rpm

3 (9 A% g W e Adsed AAH WAL B

=

rpm -ga | grep Log-Insight-Agent

o Al: Linux Of|0|ME Mx| & LO|0|E o

m o5 HE S Linux RPM ¥l 2 of t 2l vRealize Log Insight Agents A A gty o}, o] ] & Wk %
A

o o

)

=l w
éf‘] ataL, 7] o] o] L= W5 gtéla, vRealize Log Insight Agent AF-&-#}

frt

sudo SERVERHOST=myagentserver SERVERPORT=1234 LIAGENTUSER=liagent rpm -i VMware-Log-
Insight-Agent-44.1234.rpm

s e e AR rpm HLE ol o] AEE Julo| EF ek AR el o] A= FA L WA ]
o,

rpm -Uhv VMware-Log-Insight-Agent-44.1234.rpm

vRealize Log Insight Linux 0{|O|ME DEB I{7|X| MX| EE&=
Cllo|E

&) &l vRealize Log Insight Linux ¢l ¢] A & DEB(Debian) = 7] A &
AR AV Jdlo] B8 = olF ok AA & AR H WA dold 4 s

= 7] % 1= debconf dl o] Bl ¥ o] 25 &
A %
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= Linuxel A4l vRealize Log Insight ol ¢] A &5 A A 5} 7] 9] g e & A ol A AR 7] L7k 5l 7] |
W& SR B4 Al &

. FEZ 2acleA Y sudo® AHESE EE HE S AP P

m  VRealize Log Insight Linux °fl o] 1 =l syslog & Y E 7] A u] 2ol el gk f A~ gl o] A = =t
ol Z 8 ghyo] 9l=x] gelgr}. 7] A o & vRealize Log Insight Linux ol o] A =& A &) 43 2,
3,4 % 50l A At Ag 45 0,19 6014 A et

m AAE HE o= Debian Linux$ ol o] A & A A AF&A} A A & AFZ A A] 2.

1 vRealize Log Insight Linux ol o] A &5 A A s} A} gddl o] 2 ebefn] 48 43 dpkg

-1ipackage_name " & A3 ] o}

package_name<-(+) vmware-log-insight-agent- A FALe} thr- 2= v o] wAd W= W&
2 A

2 (AHE AR o HE e Adste] A v AS Sl

ol
n YEEoA dAd 222 F8 FA T o

< AA e st g ol ¢} 3ol SERVERPROTO W45 AR-&-ghy o},
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e
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sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

Debian Linux& O|0|ME MX| A A X|7H

W GAL Abgele AR T 99 Ax) T4 %L A4 9 8} debonf Hl ol Eul o] =& P4 o] LA
& AR A AR

sudo <OPTION=value> dpkg -1 vmware-log-insight-agent-<version-and-build-number> all.deb

VMware, Inc.
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+4 E5L Linuxel A vRealize Log Insight ol e ] A =5 A A 5}7] ¢]g de] & 54 d5&
[e]

chg ol A= W@ el A = 2 7hA dubA el A4S Mo S
s o # vRealize Log Insight A1 v] & #| A gh] o},

n AA =5 A As AAsteH o oo} 2ol sudo W E S A 3 hosthnameS vRealize Log
Insight AW &) IP F4 =& ST 4E o] 20 7 ul3o},

sudo SERVERHOST=hostname dpkg -iv mware-log-insight-agent-<version-and-build-
number>_all.deb

AR =% --force-confold el L& ARGt =5 A3 7% o] o= A WA o= el o] 3w
vkt A=l o] liagent.ini T4 3t 2 A TA o sl wpE A Fof g eh vhg o] A=l = A A A}
chebg e,

Configuration file °/var/lib/loginsight-agent/liagent.ini’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.

What would you like to do about it ? Your options are:

Y or I : install the package maintainer's version
N or O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation

The default action is to keep your current version.
*** liagent.ini (Y/I/N/0/D/Z) [default=N] ?

71E T4 A ke [default=N]< AH&3hv b W el Fol A A ksl FohA gl who) | Al A

e
n A ZREZS I
71 dA 2RSS AA L gt o ol oF 2 o] SERVERPROTO Hl -5 A& o

sudo SERVERPROTO=syslog dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb

71 A e A e steH of - ol F 2 o] SERVERPORT W 4-2] k& A A k2] Abell Al 33

sudo SERVERPORT=1234 dpkg -i vmware-log-insight-agent-<version-and-build-number> all.deb
s FEIbobd AEAE ool AEE A,

FE7} old A#-# 2 vRealize Log Insight Linux el o] A &5 A3 sled ™ sudo %8S A8 gy o},

sudo LIAGENTUSER=liagent dpkg -i vmware-log-insight-agent-<version-build-number> all.deb
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543 @l &3l += vRealize Log Insight ol o] A &

HHE &4

SERVERHOST=hostname

SERVERPROTO={cfapilsyslog }

SERVERPORT = portnumber

LIAGENT INITSYSTEM= {init|
systemd}

LIAGENT AUTOUPDATE={yes|no}

VMware, Inc.

Debconf &4

vmware-log-insight-
agent/serverhost

vmware-log-insight-
agent/serverproto

vmware-log-insight-
agent/serverport

log-insight-agent/
init_system

vmware-log-insight-
agent/auto_update
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B mi7|X| AFEX XIE &M
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s
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o] &4 vl ek

7] -4k loginsight ¢l vl oh
ol o] A = ¢] o]yl E 7} vRealize Log Insight A1 ¥ & A 4
FHed AdE s 22 E S5 7h5 e # 2 cfapi ¥
syslog%l Iy o}
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W2 AL s E BA ZEQ A, 7|2 g o w

of ] A L = =
AR 2 eSSk okl H el AlwE V) 2
E g AESAI Al S o] 217 7 gkt o A el vt

m SSLe| AE-E =5 AA S cfapi: 9543
m SSLo| A&E A xS A A E cfapi: 9000
B SSLe| Ab&-5] =5 4 A 4 syslog: 6514
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vRealize Log Insight ¢l ¢] &

H3E 4 Debconf &4 Av
LI _AGENT RUNSERVICES vmware-log-insight- A A Z ZA] 48] A liagentd(ell o] A E) g
agent/init_system liupdaterd(% ol o] El)7} 7] 4 o = A 2hs] o e}
LIAGENT_RUNSERVICES debconf | 7} ¥ 4% no®
Aol Aulast AR FES G 5 5t 7]
B2 yessi v ek 8 &5 = U d 32 yeset nosl Y
1m0 A A g e
LIAGENT SSL vmware-log-insight- C
agent/ssl
LIAGENTUSER=uSer-account-name  vmware-log-insight- o o] A E 7} Al Sl A A S A A e o}, ALEA7) ¢l o
agent/liagentuser o AR e AE AT AREA R ARE RS A F ] e

A A7 ALg-AF Al A o] 9l 7 - vRealize Log Insight
Linux ol o] A E 7} A A =3 &) ok AL} Al A S A A3

ek A4 = Al Agent s Al A @ +*-MIEW EaTs

o,
AgAes ool HE: FEAEAR A £% AR
H o

LIAGENTUSER=non_root user "l 7} ¥l 45 Ap&-3hof o
ol A EE A A F}aL LIAGENTUSER=non root user2%s AF
&ole] gadlel =gty i Bhs AS FEo] A e
non_root_user2 A&7l Al non_ root_ user~-&7#1 <]
A Adlo] glom g A mrl FA o},

AAH A A= AA G Fot AHA E A S e s
o2 AAF F g et o] W e ol o] A E Ay

=
2 AgT el Av At G4 FE SR

Log Insight Linux Agent O|Zl T{Z|X| M x|
oAl 71 A% A Al bin 7S A s WA ke oo FEE AR 3 o] Eahh o

bin 7 A E d o] =ot= AL FAH 2 AL A 5t bin W7 AE AEEke] 71 E Log
Insight Linux Agent& A4 #1387 % /var/lib/loginsight-agent H & E 2 el 2+ liagent.ini I}

Qo] wle] BALS o] 27 FAE Fx 544 L. el BALS wHE F Log Insight Linux Agent ¥

o9
5o 2 A7 Log Insight Linux Agent Bin 2 7] x| 4% #| 7 g-%-& FFE 314 4] 2.

1%

(/sbin/) service liagentd status W@ & Adsle] ATz AR =F A=A &l dF1]

=3
AH 27 A

m  Log Insight Linux Agent .bin 3| 7] #A| & b F =8l e 4k Linux Al 228l ol] HAFg ] o}
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m  Log Insight Linux Agentell syslog ¥ vl =9 7] A u] o] e gt f A~ A gke] 9l=A] 2ol gh o,

n 7|E A R A A Sk E Fel o2 g ghe WA 6t

=
Insight ol o] A =& A A e}7] g el 5 w4 &5+ A2 A 2.

M=t

—

ZE5 93 chmod W& = Adste] pindtds A 312 HA G

filename-versions = 33l v Al o & vl o},

T

chmod +x filename-version.bin

2 9WE LEFZEo|A | /filename-version.bin W& S AP3lo] ool A EE AR g},
filename-versions = &gk ¥ A o = vl o},
./filename-version.bin
3 (A9 Agh) A A =% oA vRealize Log Insight A v & A A 8t ™ sudo
SERVERHOST=hostname ./filename-version.bin % &85 433}

hostname< vRealize Log Insight A ¥ ¢] IP F4 == 4 E o] F o & nlg},
sudo SERVERHOST=hostname ./filename-version.bin

4 (A A 72 dd 228 25 A A5t oFE ol 9F o] SERVERPROTO M5 A&},

sudo SERVERPROTO=syslog ./filename-version.htm

)

5 (AH Agh) 71 oA e B A A o sle ™ ohg o &} o] SERVERPORT ¥ 49 a5 A A 2] #f

sudo SERVERPORT=1234 ./filename-version.htm

6 (A9 Aldh FE o]9]e] Al-&A}E Log Insight Linux AgentE A 3 &2 sudo W& & A3 g o},
sudo LIAGENTUSER=liagent ./filename-version.bin

A7) & AFEAL7F 91+ 7 F Log Insight Linux Agent7} A & =% @l o AF-8-AF Al A S A A gk o, A
A H A2 AgentE Al A = AFA| E Al @55 B LIAGENTUSER=non root user "7} "% Log

Insight Linux Agents 4 #| 8} 3L LIAGENTUSER=non root user2 "I/l "l ¢f 28 o] =38}e] 3 a}ud
non_root_user2 A-&#Lol A= non_root_user AF-&#F2] A& Aglo] gloem @ Fmo] WhAlEl I 7

27} A H e
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SERVERHOST = hostname vRealize Log Insight 74 A €] IP 4 &= T2 E o] 54
B

7] 3k2 loginsight$l v ot

SERVERPROTO={cfapilsyslog} ol o] A E ¢] o]yl E 7} vRealize Log Insight A ¥ & A 45| =
ol AbgE e 2R E S Y ueh 7be gt 32 cfapi ¥ syslog¥
o,

7] &4k cfapis) Y .

SERVERPORT = portnumber of o] A E ¢] o]l =7} vRealize Log Insight %+ EFAF 4] ¥ &
AEs € ol AEElE FA ZEQ U 7 EF o2 o] A E
=SSLY zEE o A4H F4E Ve g A% LS
ARE G ot o] S AlFE R £E S AR
olelgh 7] B3k ot vh & AFellul £ = F A& A A @l oF Pt
m SSLe| AH&E =5 A A H cfapi: 9543
m SSLo| AH&E A 2= A7 5 cfapi: 9000
m SSLe| A8 55 47 5 syslog: 6514
m SSLo] A=A ks E A A Y syslog: 514

LIAGENT INITSYSTEM={init|systemd} AR A ZE gk ol o] A Eof A = ol o] A EE AR Fl A 2H]
o init Al =Bl & Ao Z AA G e o] AR A~
Eél WFEdE ARSI o] A A gD o Al
Einit Al=~82 init ¥ systemd?d F 7FA F3 o] Qi)

LIAGENT AUTOUPDATE={yes|no} o o] A Eo vf g A5 Julo] EE A& FE =

[s] H
Aok B2 As qHlo] 25 A A 4%6—
sl 2™ vRealize Log Insight A1 ¥ ol 4] = =15 ¢l dl
Sote s A oF ok 7R3k yess) v e

Linux BIN ¥ 7] Al ol 3= A} i vl o] E7} Al ] =) A ¢E55 1] v},
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LIAGENT SSL={yes|no} bA g A AL A4 e SSLE AHgahE A S, ool A EE
TLS1.2 Z 2% 28 Al-&ate] Avs} FA T b 7 Ege
yes] H .

LIAGENTUSER=uUser-account-name off o] HE 7} Al Fol AR S AAS Y, ALgA7F glom A

A 2e] J ok A AR 7 AL SRS A Tk A A A
A} Al o] ¢l 7 % vRealize Log Insight Linux fl o] A =7}
AR =5 ek AR AA L DA o, A E A A
AgentE Al Adll = AhA] =] 2] ekgr] e

Z|EH o R o] HEE FE AGAR AR5 AR e}
LIAGENTUSER=non root_user "l 7]l W& Ap&38lo] of o] 5 E
% A A 8} 3L LIAGENTUSER=non root user2% A}-&3ko] f 1
glo] =gt} 3 gh= A FE o] Ak non_root_user2
&AL Al non_root_user A8 #E] AHE- A gke] glemg

73 7F A = o},

AR A AL A AT Bk AR A e FEo R
D T P A AP
el El Aol Ak B3 RE gz 295,

vRealize Log Insight ol o] A E 2] A} &l d| o] E& A}
o ool AE HA HI|AFE VLR o 2

&3l 24 o o] A E 7} vRealize Log Insight 41+
= % -

2E}n AFoR Julel =T F ]

B ol Hhal 4 Fefol ol Bol 4 A% gju o] £ %
of of 2w vl A 4.3 o] Abo] o of g},

=
A ool A e gk Fefolad e F 74 std s HAA Gt A ool A= el A5 ddlo] =5 AE-3t
8l

i} i
Ak g e gEE AT 4 Y]

1 A 7|olA 22 liagent.ini ILE g},
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2 [update] AAE
b5 ol o} v] 5@ o

[update]

; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:

; the agent will silently check for updates from the server and
; if available will automatically download and apply the update.
; auto_update=yes

i

3 A gHlEE AR A =5 AA S auto update=yes®] T4 A E
A

auto update=no &2 W7 4] A &

B3 ool e U3 AE Qo Ee ) B0z AEsE g 44 ol
auto update?] 7| &3k FA4 A7t & Aol E ol

4 liagent.ini Y& AR F FHt

VMware, Inc.



vRealize Log Insight 00| E

Log Insight Windows Agent

S un B4 ZREZ Y

A
A )

|

Z=
iE]
E

=

]

3F3L Windows

A—I
TS

[k

of
-

v t}. vRealize Log Insight® o] #l E
A&
= Log Insight Windows AgentE 74 &l#l 5l liagent.ini ot¥ & A g}, 3}
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=

$ProgramData$\VMware\Log Insight Agent Y E2]ol 51}
= Log Insight Linux Agent 74
Log Insight Linux AgentE A A gt o] o] 7-4 3 4= 9l 551 o},
= VRealize Log Insight ol o] 5l Eof] 4] o] ul = 2 € &
27 liagent.ini 3% 9 [server|<dest id>] Aol HLE §A4& ALE-3lo] of o] A =7} A
o® AFote ARLEAFTE 5 A5

vRealize Log Insight ol o] 5l E ] A x A=+

o o] A Eof| A A 8 o]l EE F o] Al Ae] ez ADGed F g5 ek i Abell = vRealize Log
Insight A ¥ v} A &bAl == efAp 22 3he] 540 23849 4 5o

m  vRealize Log Insight ol o] A 2] F-9F 3] 54 4]
o] #] vRealize Log Insight ol o] A & F4 & 4= 5o

n o] HE FA ol el FF ik AHE
Windows &+ Linux ol o] F Eof w gk 7t ol o] A= -4 A Aol A& 5= 35 w7 Ha5 Fho = o

ol HE 74 st e 7| &3k AT 5 AdF

m B2 A4
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Log Insight Windows Agent 7+

Log Insight Windows Agent& A A gt o] %o 743 4= 91551 o}, vRealize Log Insight = o]Hl E & 1
Wi B4 2285 9 ¥ EE 4483 Windows ¢l E A Y& Frtetar 34 old 22 545 743
%% Log Insight Windows Agent®& T4 s8I % liagent.ini <& HA o}, sfd &
$ProgramData$\VMware\Log Insight Agent Tl & E gl §l551 o},

Log Insight Windows Agent?| 7|2 74

A A E vhA W liagent.ini ¥}l Log Insight Windows Agentell t 3l wle] 745 7] & A A o] ¥t
ek

Log Insight Windows Agent liagent.ini 7|& &
ASCIIZ} obdd o] &3} 3h& Ab&-sl= A+ 74 & UTF-8% A1 73y o},

T TS AR AT, o gtd e FHF Al e AR A =] liagent-effective.ini

; Client-side configuration of VMware Log Insight Agent.
; See liagent-effective.ini for the actual configuration used by VMware Log Insight Agent.

[server]

; Log Insight server hostname or ip address
; If omitted the default value is LOGINSIGHT
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is yes.

;central config=yes

7

; Set protocol to use:

; cfapi - Log Insight REST API

; syslog - Syslog protocol

; If omitted the default value is cfapi

;proto=cfapi

; Log Insight server port to connect to. If omitted the default value is:
; for syslog: 514

; for cfapi without ssl: 9000

; for cfapi with ssl: 9543

;port=9000

;ssl - enable/disable SSL. Applies to cfapi protocol only.
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; Possible values are yes or no. If omitted the default value is no.

;ssl=no

; Time in minutes to force reconnection to the server
; If omitted the default value is 30

;reconnect=30

[storage]

;max_disk buffer - max disk usage limit (data + logs) in MB:
; 100 - 2000 MB, default 200

;max_disk buffer=200

[logging]

;debug level - the level of debug messages to enable:

i 0 - no debug messages

i 1 - trace essential debug messages

i 2 - verbose debug messages (will have negative impact on performance)

;debug level=0
;The interval in minutes to print statistics

;stats_period=15

[update]
; Do not change this parameter

package type=msi

; Enable automatic update of the agent. If enabled:
; the agent will silently check for updates from the server and
; if available will automatically download and apply the update.

;jauto_update=yes
[winlog|Application]
channel=Application

raw_syslog=no

[winlog|Security]

channel=Security

[winlog|System]

channel=System
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w7 W4 7123

hostname LOGINSIGHT

central config yes

proto cfapi

port 9543, 9000, 6514 % 514
ssl yes

max disk buffer 200

debug level 0]
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[winlog| section_name] T4 AL 3 o] &9 E

channel Windows ¢l & 2] 7] o] Al ol] 713 Al -5 = o]yl E F-ofol] 2A]H ojulE A3 A
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tags x5 oyl E o] I Eof ALAF A A B 2 Eobels A u A w) s W 4ol ] o}
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exclude fields=EventId; ProviderName

[winlog|section name]
channel=event channel name
enabled=yes or no

tags={"tag_namel" : "Tag value 1", "tag name2" : "tag value 2" }
4 liagent.ini ¥}4& AAd & 25,
ofl Al: T+
th ¥ [winlog| T4 ol & AZ 4 Al L.
[winlog|Events Firewall ]

channel=Microsoft-Windows-Windows Firewall With Advanced Security/Firewall
enabled=no

[winlog|custom]
channel=Custom

tags={"ChannelDescription": "Events testing channel"}
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whitelist = level > WINLOG LEVEL SUCCESS and level < WINLOG LEVEL INFO
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® WINLOG_LEVEL_SUCCESS =0
m  WINLOG_LEVEL_CRITICAL =1
m  WINLOG_LEVEL_ERROR =2
®  WINLOG_LEVEL_WARNING = 3
m WINLOG_LEVEL_INFO =4
m  WINLOG_LEVEL_VERBOSE =5
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m WINLOG_KEYWORD_SQM = 0xO008000000000000;
m WINLOG_KEYWORD_AUDITFAILURE = 0xO010000000000000;
B WINLOG_KEYWORD_AUDITSUCCESS = 0x0020000000000000;
m WINLOG_KEYWORD_CORRELATIONHINT = Ox0040000000000000;
m WINLOG_KEYWORD_CLASSIC = 0x0080000000000000;
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[winlog|app]

channel = Application
whitelist = level > WINLOG LEVEL SUCCESS and level < WINLOG LEVEL INFO
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[winlog|security]
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directory=path to log directory

include=glob pattern

ol 7H %
[filelog| section_name]

directory=full-path-to-log-file

include=file_name; ...
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[server]

; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT

;Enables or disables centralized configuration from the vRealize Log Insight server.

;When enabled, agent configuration changes made to the liagent.ini file on the server

;are joined with the settings in this file. to this agent. Accepted values are yes or no and
0 or 1.

;The default is vyes.

;central config=yes

; Protocol can be cfapi (Log Insight REST API), syslog. Default:

;proto=cfapi

; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543

; SSL usage. Default:

;ssl=yes

; Example of configuration with trusted CA:
;ssl=yes

;ssl ca path=/etc/pki/tls/certs/ca.pem
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; Time in minutes to force reconnection to the server.

; This option mitigates imbalances caused by long-lived TCP connections. Default:

;reconnect=30

[logging]

; Logging verbosity: 0 (no debug messages), 1 (essentials),

performance) .

(verbose with more impact on

; This option should always be 0 under normal operating conditions. Default:

;debug level=0

[storage]
; Max local storage usage limit
;max_disk buffer=200

; Uncomment the appropriate section to collect system logs

(data + logs) in MBs. Valid range: 100-2000 MB.

; The recommended way is to enable the Linux content pack from LI server

;[fileloglsyslog]

;directory=/var/log

;include=messages;messages.?;syslog;syslog.?

w4

hostname

central config

proto

port

ssl

VMware, Inc.

7183

LOGINSIGHT

yes

cfapi

9543, 9000, 6514 % 514

yes

A
vRealize Log Insight 714+ A €] IP F4
El T AE o] 29t}

7] -4k loginsight S vl o}

o el A=el g F HFA FAHL A

of| o] A £ ¢] o]l E 7} vRealize Log
Insight 41 ¥ 2 A% 5= o] A5 & =2
EFYh 73 5k cfapi ¥ syslog

RES

7] -3k cfapisd Y cf.

of

of| o] A = ¢] o] Wl = 7} vRealize Log
Insight A ¥ & A 5] 1= o] AL-8-5] = 541
FESIY Y 7] &5k ssLel AbgE =
cfapie] 7 -9- 9543, SSLo] AF-&-5 A ¢k=
cfapi<¢l 7% 9000, SSLe] AF-&5 =
syslog®] 7§ 6514, SSLe] A= =
syslog®] 7§ 514%] 1] v}

o)k
T

rr

SSLE ALg el AL ALg el BE 44

ok, 7123k yess Yl k.

s1% [yes]® AAdt e & g-g A4}
A ke 7§ FE 95430] A5 o AlY
H ok,
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w7H M 7123 2w
max_disk buffer 200 Log Insight Windows Agentel 4] ¢]
W AA 2as w o] e ek dl AREe)
MB =9 2] 2 v =2 7k e
A7 & max_disk_bufferol =53 o

e 2

JHEE A2 5 iLdﬂi%&ﬂd

Hl=
=
e

\1

debug level 0 EaANF AL FFEEA Yt Lo

IngghtAgen591E;1Al AR S A

o FHE AEHAA L

23 Tho M OJHIE 43

>

ahit o] ake] = spdel A o]l E 5 44 35 5 vRealize Log Insight Linux ol o] A &5 741 & & 95

c}.

7] 24 © 2 yRealize Log Insight Linux ¢l o] A &&= of 2] A o] A BE% AR 717 A g w A% sd &
AU A4 5bd o] &2 vhA 3 2 A A g o, 14191 ul

A
Log Insight Linux ol o] A E7} A Al 31 & A ol =5 v

=

3ol vRealize

oL F—E
(D
n
o]
=
[=
Q.
[}

*
il
i
N
o
O

L= o] & Ak ek, ohr o] 2 ol kgl Zlolm® AE o] F e ARG 4 gl e
m  event type

m  hostname

m  source

m  text

ol e] A E A Wof thall 2 371 ha-& A Az A5t Aol AR5 e AT F 957t vRealize
Log Insight ol e] A& ¢] AW At g5 FFx 4] A 2

1, o] A} e
&+ oko] o EolR L S AE A AHY] AA Aol s v A Yk o] & WA et JHEJ 1 glob<
]

1A 22 E}OEL% o} 7} o] BB} A] A] & Bk

M
)
of
oli
o
£
o
ko
Ol
<)
1S
g
-,
b
i
o
o
o
b
A
2
o
F_>|i
ful
i
4
o
oli
ol
N
(o3

m  VRealize Log Insight Linux ol o] A =7} A A =] 32 A g =] 32 ¢) =7 &<l g o}, vRealize Log Insight
Linux ol o] A E & AR 8k Linux Al &~ 8loll 2 28l8ka £455 9 F pgrep liagent® A3 o,

"t

1 ®xaE AR 7oA /var/lib/loginsight-agent/liagent.ini 34 -& 9o},
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2 99 [server |<dest_id>] A4S Frru ol A ) S5

L

[filelog|section name]

4»
N
N
ol
ol
f
rlot
o,
=
AL
)
2
o
il
o,
o
T

directory=path to log directory

include=glob pattern

ol 7H %
[filelog| section_name]

directory=full-path-to-log-file

include=file_name; ...
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29
F4 A 35 o FYu e,

za gt dE gzl AA A2t Glob s e o] Al g vk 74 o
B D:\Logs\new test logs H# &z 2= ahg] A& Eefof 4] 44 slef
% AHE3l4 Al £, directory=D:\Logs\new test logs\*
m SbS] gl E o] i3 aks] v Ee] vt ole A ok TS At
a9l el &2 & T d] vl directory=D:\Logs\new_test logs\*\*

S gkl W HaAEe] 5 Algeha vl 4w gk 20}7\‘] A @=F et A
A == oWl 5 E (e directory=c: /tmp/* B
directory=c:\Logs\*)oll H&l o2 & 2] glob® A ¢l sl <k % et v Ez] 7
EE 7 FE o)Abelofof

fEom

it o] kel b & 4] Al x

oA Wl 25 AL F sk o] ZrAAE 58 o= Ha A
gk ol E Lo A8 4 ol

Fx dd Aol dal FAde TS AFEslE S S5 ol EF A Foll A i
A=t

(A g Abeh) dlol e & A8 9l o] & =& 514 vhaZ(glob #E)C] o] &4l o
B AvEEer T8 F502 AFT 4 gl eh 723k oln] o] BE
shel o] Zgbsl vk om v ob, v W= o/ AE Ak ek

ste) mp~zi(glob ME)E AF&sle] g ol & A A S w2 ol vl g
o It o] Fo 2533 F stk dlE 50 vRealize Ops
Analytics.log ¥ vRealize Ops Collector.log$t & 3wlS ¥ 3tal=
I O]F% vRealize?0ps?Analytics*.log B+ vRealize*.log® A A g
T Ak ot mla 25 AREEke] Linux ¥ Windows Z22E 9] of o] A & -4
ol 3 &= = 3t ol 5 & AT F ek

S
NNREAe R zip B gz IS FA vl Aol A Al ot

N include ¥ exclude "I 7| 45 A&}
s}l 9 2l A sl = 5o} 9 X 5k glob 2l El-& A A g v glob Bl 0]
2o vl A A s 3] A sk F ot o]yl E 7} vRealize Log Insight ol o] A
] 2l <r U Tk, vRealize Log Insight ¢l o] A = 3] A o} o] &u} 2

N

2 e

= sla &ul2 4] & o]yl E £ vRealize Log Insight A v & A
Yt dl & Fo] 718 3 519 ¢ o] 59 myapp.log® A=A 3] A &9
°] myapp log 1, myapp.log.2 &2 & A=+ 25 b5 include ¥ H

to © ofy Hy M N 2 ofN
o %

include= myapp.log;myapp.log.*
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o) A% A

exclude=regular_expression (e AL S Aol 4 A S el o] & m 94e vhx = (glob HE) v ok e Al
MEFEoR FRH HHow AT ¢ AT A LGE w9 FE Aolv, ol
A 912 shelo] glebs olvlglu ot

event_marker=regular_expression (A8 A1) 22 shdelA] o]l E o] A AL vpeb] = AP A QI ek o] E A
Al ol 71 gko]l et g skw AL Perl A4l g A&l oF DP.

AT g v 5o A xE AT Az A EA gk o e A EE
EEEOEEE R

vRealize Log Insight oll o] A E = A1 A 7k =41 o] 2] A shx] o] 917] w{tell W
@A A4 Bt 2o e A A = o] 7] olnl

event marker glol = 9kl F717F 200ms o] 4 5 A =
sbe, 7% w4 2 AdE Aer Aegut o] Azt wEle A4S F e
event marker A7 2tk FAIA] F ek 22 319 appender”t A A ol EE =

2 4] & of v e},

enabled=yes|no (A8 Apgk

charset=char-encoding-type A" Ay el AE7F mulE B b= 2o sl o £} ol m e} 715 gk e
&2 25
m UTF-8

B UTF-16LE
B UTF-16BE

7] L3k uTr-8% Y o,

tags={"tag-name" : "tag-value”, ...} (A8 A3 A5 o]yl E <] H o A}%x} A A B 2E Zo ks A Wl o},
] oF et el o] Foll = A, oA 2 A
2 t WEERE A A £ glon 6475
Ik gk Bl o] & H/AaTAE FEEA Sy e ol E Eol
tags={"tag_namel" : "tag value 1", "Tag_Name1" : "tag value 2" }& A}-&3}4
Tag_Namel& 54 &5 o2 FA 5o} 82 o] &2 & event_type ¥
timestamp s AH& % F ok Sl d Al o] 5 g5 AR e
o) Aol syslog 41 ¥ ol 7% Bl 2= APP-NAME Z =& A e & & gl ot o &
%] tags={"appname":"VROPS"} < ¢l 5t

ﬂ

exclude_fields (A8 Agh A kol 4] A 2 =S ) ) b u A WSl o o] 7] ghS Al
e iR p3d SFHe 2 ATd F wurh dE = gt A
B exclude fields=hostname; filepath

B exclude fields=type; size

B exclude fields=type, size

raw_syslog=Yes|No syslog ZEZEES AF&slaz ofl o] A E ] 75 o] FAl-2 ofl o] A E7} 4 4] syslog ©]
=S SRS At s o &g eh 71232 A oWl =7} AL A A1 A
syslob = éii Wkl om el =

3 liagent.ini ¥} A 73t & 25},
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Ol Al|: 44

[filelog|messages]
directory=/var/log

include=messages;messages.?

[filelogl|syslog]
directory=/var/log
include=syslog;syslog.?

[filelog]|Apache]
directory=/var/log/apache?2

include=*

Bl 7|24 2 2 yRealize Log Insight Linux el o] A & =2 g2 == 3 4] 7] 7} A A2k 5 A
Aot A4 gkl o] 52 mHA 2= A A g o} vRealize Log Insig E

= FAA FEF A7) S8l Al exclude=. * Wi WHFE FHE

ﬂd
w5
+
30,
X
vl

zb olwl o) thell =% 7]+ whitelist ¥ blacklist B ¥ A5 #H7Fe Y oh whitelist 4] true®
blacklist A °] false® H 7= At H7ted 4 gl A5 olwlex= F7F A& Sl dl7]d =
W

| 3L
ol @t o & 74—?” FA7 = oWl E S AA g Yt whitelist A9 7] 232 true©l 2, blacklist

Y rilelog FA7IE AE UL fel v AL 4o AEF ATI e Ve AEF A7) 8] =
IEFFEEAT 4 QEIE AN NG 20 T LA FEL FEAYA L

46
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whitelist %+ blacklist HE & oY =2 2= A5 fho 2 Hrbs = Hag, gled 2 dAxlxby
Aol olulE de=weye 2wy g Fo a9 W a2y g2 A of, D Aol A
AFEE 4= 9l A AabAfol] g A g W22 o]l E = gl of Abx} g AR EA] A &

o
1

A% EA S v A vl el EAR B W ST ERE AE, A EADL shtel &

Az W gs o] 442 v 2T}, o

m 4 whitelist = 123.0 == "000123"-> true® % 7} v o},

m 4] whitelist = "00987" == "987.00"-> true® % 7} vt}

m A whitelist = response size >= "12.12"°| 4] response size H ol A Fhel| A+ 7%
o] Al A Z FHrFH Ut S5 27712128 o & A9 A2 trueel i, 28 A 9o falsed]
oo,

m A whitelist = "09123" < "234"ol|A] A BB H & B oAl o ® HEkE 3 AL false®
537h5 1 o,

TAYE | dabAt F s E oA e ® S gle A T A A B AR 2 oH ] o

N/ EAE b sk Zbekek A vl E g o o

m A whitelist = "1234a" == "1234a"+ TAY v]aLo| v false® 7} Vo,

m A whitelist = 4 < "four"olA] 47} "4"Z W = o true® ¥ 75 et

m  * whitelist = response size > "thousand"°ll 4] response size B =9 Fo] AA o
w25l o] 4 o] false 379 1] ef,

] Aol A4 gho® HFrhe= 7§ 0 ol & falseo] i, 2Z A @ 7 $-ol = true® A2 Yo}

of| & 5], whitelist = some integer & 1 A< some integer ZE=ol 314 v]E A 3ol o= 4

T true® ¥ 7hE o, 2 A ¢k o false® ¥ 7 W v

e Qe g datAle] A 52 2o 3bofA] ol E 4] 3 XA A 2.

oAl A= /var/log/httpd/access I+A ol A Apache A~ Z 25 Aok st o] - A&

St e ga

127.0.0.1 - frank [10/0ct/2016:13:55:36 +0400] "GET /apache pb.gif HTTP/1.0" 200

2326

198.51.100.56 - john [10/0ct/2016:14:15:31 +0400] "GET /some.gif HTTP/1.0"™ 200 8270

198.51.100.12 - smith [10/0ct/2016:14:15:31 +0400] "GET /another.gif HTTP/1.0" 303

348

198.51.100.32 - test [10/0ct/2016:15:22:55 +0400] "GET /experimental page.gif HTTP/

1.0"™ 400 46374

127.0.0.1 - test [10/0ct/2016:15:22:57 +0400] "GET /experimental page2.gif HTTP/

1.0" 301 100
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A F At

ook

n FEE 2398 AY sudo® AHEste] & YE S AP g o
m  VRealize Log Insight Linux ofl ] 5l E& A A g Linux Al & E8loll 2 19lsla, £E5 9 & pgrep
liagent % A &3l vRealize Log Insight Linux ol ] A £ 7} A & =] o] A g -9l x| 2kl gk o},

M=t

e RN EET L R L

—

[parser|apache-access]
base parser=clf

format=%h %1 %u %t \"%r\" %s %b

dolgt 9t = /var/log/httpd/access FH oA 45 & oful Eof B3l remote host,

remote_log_name,remote_auth_user,timestamp,request,status_codelg response_size‘%fﬁ

= FEPY ol HEE AE ot oWl ES FHA T 5
2 ®2E AR 7oA /var/lib/loginsight-agent/liagent.ini ¥} & <o},

3 o 2= 2743 3ol 3hdel A Filelog AAl & Ao ete] Eaf FA st e EA T

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

4 S Apghel whet olwlE & e E g ot

}

ol
)
i
v}
alo
K
[
b
)
A
L

. HTTP 4HEl 7} 200¢] 2215 44 °] Filelog A Aol A4 whitelist®

ele 4 g%k

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access
whitelist = status_code == 200

whitelist A& A% 229 3 Walsl 7 Al ol ol v el 42 true # /bl 2 541 7] of
e oWl =g 4l

=

T
*

status_code BE7} 2o AU T EAEHA Gk vl el olul Eo] EAEHA = AT,

whitelist A& %H7te o it 5, false® 7= 4 7] = oWl E & A4A| g o
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vRealize Log Insight <l o] 3 & =}

A EE AA 2 ¥ blacklist A AHEE G sy d & 5ol 272 Ed g

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

blacklist = remote host == "127.0.0.1"

FA7I=AE ZaolA A, Al A s A ol B S AL E R

i

n E ol EAAE Ve ojulEE AP HH or B ana AAAE AHEE S 5T
Eo A BB AREAZF A oWl E e 2 Pl 4] A

[filelog|apache-access]
/var/log/httpd/

include = access

directory

parser = apache-access

blacklist = remote host == "127.0.0.1" or remote auth user == "test"

or AR 4489 blacklist 4ol true® Bohslo] 94 g ol WlE} A H B o] 42
= Zhol "M27.0.0.1"°] A} remote auth user = grol "test"al 75 44 7] ol

remote host = T
o)Wl £ 5 AbA| 3} =5 A A g e},

TA7 = AE ZaelA S A B A A oWl EE ALY gy o
m HAE ALSERA 24 |polA] WA o)Wl EE AA sl oS 3= 2723 2Fo] blacklist A
oA ana® AHE-etH & e

[filelog|apache-access]
directory = /var/log/httpd/
include = access

parser = apache-access

blacklist = remote host == "127.0.0.1" and remote auth user == "test"

FA7I= AE ZaolA oA WA olwl B & AbA] g o

=
Heh 2 oMlEst B FAut 22 BaEeA YA
74 A8 5 Y

[filelog|apache-access]

directory = /var/log/httpd/

include = access

parser = apache-access

whitelist = response_size > 1024

blacklist = remote host == "127.0.0.1" or remote_host == "localhost"

FAZI= AT ZadA 7 A oyl =S AL E g o
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journaldOlA O|HIE %

vRealize Log Insight 4.6-E] ¢l o] A E = systemd s A & 3+ Linux ¥l 22 2 2 g o] gl ol of &l
journald Al =8l AMu]zo A 225 15 4 5tk oAl journald+s systemd 7|1 Linux 3 2 3ol A
275 93 71 25U YT ournald T4 Aol A= vhE A4S 2 o

journal files

2T A s eh ohg 3 2 ko] A5 o
ks v
all AL Tbee R E A S A e
local 27 Ao A AR A gldul el ¢
o},
runtime T 2EEA Y stdg Aesla A Ad shdub v
Bl 83l ¢ ok
system Al 28] el g A A shelal B el a ¢ o
A&} A AL AR A sldul el 5] o,
fetch fields
A 2o o] w A Ao} PA 7bA & H =g o] g B /AT AE TR s Al ¥E A%
2T g o5 S5 o A2 gho] Al o
ks v
pri_severity,pri_facility,syslog_identifier of FAlel 7] Egked et
: 2EEES AR
all Aeg AL A Gy

vRealize Log Insight 04 O] E 0 A O|HE ZEZ

27 liagent.ini ¥}49 ¢ [server|<dest id>] AANA ¥ w45 AHE3slo] o o] HEF} habe w2
]

Agete ARE AT 5 5

$Ae et e 34

o

Ve,

rlo

filter = {collector type; collector filter; event filter}
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4 53 29
collector_ A7 8 & Asle A3z F52H S5 A5 E 32 filelog =+ winlogd] Y of. 3t& Al &3l gke
type W 25 FAY] frE o] Ae ] e
collector_ 771 AAde] o] & A4 gl oz A A G}, ol & Fol, veops_ . *= "veops_" & Al el BE A 7] A4
filter S by o
event_filt o]yl = %TF—Oﬂ gk e A 7] Aol A 8 55 w2e AN 553 598 Foe AAEE U oA EE £
er A4S True =+ 00] obyl Lo = 7beb oful Enl AE g ek, vlo] ¢+ event_filter= &4 True® < 713
o}, oyl E oﬂ event_filters Abg-stelal A= FEof tigh a4 7] Al Aol -3 4 7] 7F A o] =l o] gleoF g
b Al o]l Eo] dErh glof A A& W7t 5 gl A5 o]l E7F ARl s ] o
g ellol TAH ARG 5 o] 4be D 4L HR2 TRk AT 4 e
filter=
{winlog;Micr.*;}, {filelog;apache-access;level=="error"}
ahikel sl AA 2b ol el dlel E o] 4] D AFE FHEE A @ Ak AFH o,
E 4-1. FE of
2 2]
filter= {winlog;Microsoft.*;} o]l E o] & 0] "Microsoft" & A| 2t &} 7 $-ell vk winlog 57 7] ol 4] o] ul & & A 43 o}
filter= {winlog;Microsoft.*; oIl E o] & o] "Microsoft" & ] ztslaL oWl = D7} 1023¢] 7 ol ik winlog <7 71 ¢l 4] o] ull
eventid == 1023} EE2 A4},
filter= {;.*;} 712 DE gk BE L2204 BE ojul e 5 AL
filter= {winlog;.*;} winlog Al Aol 4] =& oWl 5 A%}
filter= 7] % o] 5y T} 2L 7 - [fileloglsyslog] Al Aol 4 oWl &5 A 4k o} [f||eloglsyslog] Al A
{filelog;syslog;facility<5} ol = 715 EE FE8h= 7 A7) 7 ook ek 28 A fhom] mE oWlEE 74
e}
filter= {;;} A o= oMl EL gl eh, oMl E A g ALl Al Y5 At o] s AREFH
o},
thi Aol A = o] A ol o] 7 A A FA el EHE FFg ] e

The second destination

7

[server|syslog-audit]

receives just syslog events through the plain syslog protocol.

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no
filter= {filelog; syslog; }
g dle F o SR DY A A

This destination recei

7

equal
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ves vRealize Operations Manager events if they have the level field

51



vRealize Log Insight ol ¢] A & #+4]

;to "error" or "warning" and they are collected by sections whose name begins with "vrops-"
[server|licf-prodl]

hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

B A HER FRelo] AAE 5 gt

sy

ohi ool A1 AAE 7 o]l

filter= e.

{winlog;Micr.*;},{filelog;apache-access;level=="error"}

vRealize Log Insight 00| ME o] ME &

off o] A E el 2] =7 gk o] ull E 5 Aol Al A e] ehAhe = A 4 gl v, vl 4ol = vRealize Log
Insight A8 v} A&l == epa} 2o 3be] €340 232 4 9l o}

o5 Fof, el 'lof AAm 2 AL == Al av R a5 AFeha, A o] ' Au = of aﬂlﬂl ojd 25
ol IT e Al xHlor e 235 A
A

14 gty F. vk vRealize Log Insight ¢l ©]

>

/(j—‘or i7é liagent.ini i]'oa]—o/] [server|<dest id>] /‘il ’i_’% Ec‘;“H éf‘%% r,]- ‘;]'—E— 1;H/<OL9/]
74 $- vRealize Log Insight A ¥ == A =%} Syslogell cfapi £ &% &5 AF&3H o},
of

o] A=l Hall = o] el s A A sk A% A HA o2 712 1oginsight #1A & A& o

A 7 #lf oF g e,

2
vy
I
o

+ deoll A= 7 WA A4 ek liagent.ini It o] A5 o] Fuch, 7] A ¥ o] F loginsight+
7|2 A oz A A el el hA] Aol m ' A A=A gtk - WA [server|<dest id>] A4S
g A G

; The first (default) destination receives all collected events.

[server]

ssl=yes

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

o o] A o tf gl el A ub o] o g AFA| 3 U] 82 vRealize Log Insight ol o] A =l 4] o]l & L ¥] 2]
(@)

CH4F vRealize Log Insight AMB{ A%

Windowsell 4] 4 3 5] &= vRealize Log Insight ¢l o] A &
A W7 d 4 Gy Ad 371 Ao ojwleE A

o},

ol

o o el o} 4 vRealize Log Insight A= & A %l &}
%

bo e 28 De LT 5 U

£
k)
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712 A2 1iagent.ini 49 [server] A = 1y

v 7| o8 TAE o]EL loginsight® AA Uk o] B

[server|<dest id>] AL AU e, 7 FoF A Ao d gk A D

Pt 71 & [server] Aol el F7t i bell FL3 FAE AED
A

<k I

H il = [¢}
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n 5E 2 e A5 ALE3E vRealize Log Insight 22 =¥ 7} 9+ 75 AF-g-AF A A SSL <l 54
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1 vRealize Log Insight Windows el ¢] A E o] = & =zl o] ¥l t]al E 2] & o] 53},

$ProgramData%$\VMware\Log Insight Agent
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o
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2 H2E #AA7 A 1iagent.ini 7+

3 o5 i WlFE Ak el v g A
w7f M a3
proto ol o] 22 o[yl E7} vRealize Log Insight A ¥ & A &5 = o] A5+ 2225

et 7Fs 3 242 cfapi ¥ syslog¥ Y Th
7] B3k cfapis) Y Tt
hostname vRealize Log Insight 7}4} A1 €] IP F4& & G2 E o] &4 e

IPv4 == IPv6 45 AR L 5 ek IPve Fav a5 Agel A ALE

=
bRl I A S gl et el

hostname = 2001:cdba::3257:9652

or
hostname = [2001:cdba::3257:9652]
T 2EVL P4 283 |Pye 28 REE A8 eka Rl o] B SAE o|Fo R
AT A, AN AEE o] 5 Fel Zzadio] Hhdkdhe IP FAS VT o R P A
) Al g, el 22 aalo] IPva 49} IPV6 T4 F LT ukaa o o] 4
Ex FolA £ANE F Faol £AH 02 QA A=t
max_disk_buffer Log Insight Windows Agent”} ©] 574 Al ufol dl&l] 4413 o]ull £ & v =] ] s}

A A S A b 2 MBA o] FAE o] el A
[storage] .max_disk buffer &5 A4 2 3]t
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port

ssl

SSLe] A
SSLe] AF-g-= A
SSLol AHg-5 = &5 A4

SSLe| AHEE A s

L=

2]
=

ss1°] yes® A A5 75

reconnect

filter

e

o o] A E 7} e Ao & A

{collector type;

[server]
hostname=LOGINSIGHT

;hostname=LOGINSIGHT

; Protocol can be cfapi

;proto=cfapi

; Log Insight server port to connect to.

cfapi:

; syslog: 514; syslog with ssl: 6514;
;port=9543
; SSL usage. Default:
;ssl=yes
4 liagent.ini Y& ARG F FH
o
s 74 ool A= A #E T F e CARLIE 7

e,

[server]

proto=cfapi

hostname=LOGINSIGHT

port=9543

ssl=yes;

ssl ca path=/etc/pki/tls/certs/ca.pem

VMware, Inc.

(Log Insight REST API),

Default ports for protocols
9000;

Aol kA & ofA] A=

S

%
= /H
l

s

A

=4

SSLg AHgat AV AHgak A e E

Heg X

=

}_1_

collector filter;

Hostname or IP address of your Log Insight server / cluster load balancer.

yslog.

A]7H

cfapi with ssl:

= cfapi: 9543

7 = cfapi: 9000
# syslog: 6514

7 % syslog: 514

event filter}

Default:

Default:

(all TCP):
9543. Default:

} vRealize Log Insight 41 v] & A A 3t

% A4
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; The first (default) destination receives all collected events.
[server]

hostname=prodl.licf.vmware.com

; The second destination receives just syslog events through the plain syslog protocol.
[server|syslog-audit]

hostname=third party audit management.eng.vmware.com

proto=syslog

ssl=no

filter={filelog; syslog; }

; The third destination receives vRealize Operations Manager events if they have the level
field equal to "error" or "warning"

; and they are collected by sections whose name begins with "vrops-"

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter={; vrops-.*; level == "error" || level == "warning"}

; Collecting syslog messages.
[filelogl|syslog]
directory=/var/log

include=messages

; various vROPs logs. Note that all section names begin with a "vrops-" prefix, which is used
in third destination filter.

[filelog|vrops—-ANALYTICS-analytics]

directory=/data/vcops/log

include=analytics*.log*

exclude=analytics*-gc.log*

parser=auto

[filelog|vrops—-COLLECTOR-collector]
directory=/data/vcops/log

include=collector.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops-COLLECTOR-collector wrapper]
directory=/data/vcops/log

include=collector-wrapper.log*

event marker="\d{4}-\d{2}-\d{2} [\s]\d{2}:\d{2}:\d{2}\.\d{3}

parser=auto

xFoq

Ct2of = Sha

0%
ok

vRealize Log Insight ofl o] A Ee o gk =7} SSL w45 742 4 2554 ok A ¥ 2} Log Insight Agent
€]

Abelel ssLoelAd A = AHE A A]

oli
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9] [server| <dest_id>] Al
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7} ef g A B4

o

A A AL <dest_jg>7F A3 74 <14 ID¢l 1i-agent.ini 3}

Hu ek 712 [server] A Aol 3l FoF Aol L& &
Eof gt Fob g FA A ol o] A E FAof o] 7
Vel 27k ol 4e A 4 Yo,

7

AR ARG 1L A B2 doginsigneE AEL £ AFUA 24 AYE JAL AR 3
o
=

B

A
% o) Aol el (server) A Aol BiE o] B4 A A alof Gk Be B L AGelA g A5 ol AE
e B T U B e
Aol Ao % oWl Ael 9 & 54

FE2 2298 sudo® A4sd B B AP P

» VRealize Log Insight Linux ol ] A E & A A g} Linux Al &~ &lol] 2918, &

=
liagent® A & 3lo] vRealize Log Insight Linux ol ] A 7} A & =] o] A g -9l x| 2kl gk o},

n 5E 2 e A5 AFE3E vRealize Log Insight 22 =¥ 7} 9+ 75 AH-g-AF A A SSL <l 54

—
T

AN ~E AR 7oA /var/lib/loginsight-agent/liagent.ini 345 ¢ o},

2 o i W Ak el v ghe A

proto ol o] A E ] o]l E 7} vRealize Log Insight A v & A5 &= o] Alg5= 228 3
o}, 7hs gk B cfapi L syslogm Y o,

Y
7] 23k cfapisd Y of.

hostname vRealize Log Insight 7}4} A1 ¢] IP F4 4 T4 o] 5 e
IPv4 == IPv6 F45 A AT ol IPve Fae vl E2 5 AbEsl A AFE

%**

A i A A 4 s o

hostname = 2001:cdba::3257:9652
or
hostname = [2001:cdba::3257:9652]

S 2E 7L IPv4 228 3L PV 2~ H] RS Al ela mecl of

& IP =85 AR

el HEL Fe| Al £AHNE F Faol £ARCE AAL A
max_disk_buffer Log Insight Linux Agent7} o] 54 A #jel thall =41 gk o|ull E& » = & 8} = o] A}

Lo 4 9= A daa FHMBYY Y E o] 5-4-& o] Al ufof di gl

[storage] .max_disk buffer s AA o g e
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o7 8 A
port of o] A E 9] o]l =7} vRealize Log Insight == EFAF A1 8] 2 A4 5] = o] AF8-5]
FA XEQUG 7B o R ol o] AE=SSL Y 2R E Fof AAE AL 7
= ARG L2 F ATk obef 5ol AFR L EE G BERAA L
2 gk 7| 25kt oh & 7 folluk £ E i*# 17 3l oF 3] o
m SSLe| A8 =5 A4 sl cfapi: 9543
m SSLe| A8 A k=5 A A%l cfapi: 9000
B SSLo| AH&-5 =5 A A syslog: 6514
m SSLo| AHEE A 2= 5 A4 4 syslog: 514
ssl SSL& AR At A AREEh Al e s A F o 7] B3-S yessi vt
ss1% [yes]® AFeln £ = gk A4k @& ¢ £ 95430] AHE o R AlE
g,
reconnect ZEA 2 Aol vhA] A Bl Al ZHER) Y Y ok 7] 250 309 ] o
[server]
hostname=LOGINSIGHT
; Hostname or IP address of your Log Insight server / cluster load balancer. Default:
;hostname=LOGINSIGHT
; Protocol can be cfapi (Log Insight REST API), syslog. Default:
;proto=cfapi
; Log Insight server port to connect to. Default ports for protocols (all TCP):
; syslog: 514; syslog with ssl: 6514; cfapi: 9000; cfapi with ssl: 9543. Default:
;port=9543
; SSL usage. Default:
;ssl=yes
3 liagent.ini Y& AR F FH
ol
thg T4 dlell A= A2 4 9= CARL S 713 E AR+ Y4 vRealize Log Insight A& 4 A gt
v o,
[server]
proto=cfapi
hostname=LOGINSIGHT
port=9543
ssl=yes;
ssl ca path=/etc/pki/tls/certs/ca.pem
g de oy i T4 RAF o
s A AR e FAE BE ol =S FAIg
[server]
hostname=prodl.licf.vmware.com
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7oA A 7R syslog ZEEFS E syslog oWl EuE Al g o}

[server|syslog-audit]
hostname=third party audit management.eng.vmware.com
proto=syslog

ssl=no

filter= {filelog; syslog; }

"

Al A 2

olulE £ o

wE g anel A 425 I =7} 9L+ 79 vRealize Operations Manager

9 =)
ale o] & o "vrops-"% | el Al 4ol 4 445 v o).

rlo

2

[server|licf-prodl]
hostname=vrops-errors.licf.vmware.com

filter= {; vrops-.*; level == "error" || level == "warning"}

;Collecting syslog messages.
[fileloglsyslog]
directory=/var/log

include=messages

;various vRops logs. Note that all section names begin with "vrops-" prefix, which is used in
third destination filter.
[filelog|vrops—-ANALYTICS-analytics]
directory=/data/vcops/log
include=analytics*.log*
exclude=analytics*-gc.log*

parser=auto
[filelog|vrops-COLLECTOR-collector]
directory=/data/vcops/log
include=collector.log*

event marker=~\d

{4}-\d{2}-\d{2} [\s]I\d{2}:\d{2}:\d{2}\,\d{3}

parser=auto

[filelog|vrops—-COLLECTOR-collector wrapper]
directory=/data/vcops/log
include=collector-wrapper.log*
event marker="\d{4}

-\d

{2}-\d{2}

[\s]\d

{2}:\d{2}

:\d

{2}

\.\d

{3}

parser=auto

Xtod
=

ct

njo

of =

0%
ok

vRealize Log Insight Linux ofl ] A &l o} 8k =7} SSL 545 742 4 sl ok A ¥ 9} Log Insight
Agent Akl €] SSL 917 74 & AHE A A £
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c},

vRealize Log Insight ol o] A £ 7] A © & vRealize Log Insight A1 ¥ & Z 8] dlof v & F41& 4]

gk A F 74 2 24 AL W gt g Ao a4 o] Hu k. 7 vRealize Log Insight

ofle]AEE F& FAE +9 TAHLZ AT 74 A4 22l 7|E 2 Y e A F

Ao e 22 A ghe AR o W3 A ohe kA e
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o A7F 22 FA R AFEHAG AW F TRk AlgE A7) 9 Al ghe] f& FA oA )
Al Ae) d3oh fe

n At ER P Y AN S P mFe ATHE A4S AL FE T A ALY A3} 5
2 AW & 49 grel Ag R e

vRealize Log Insight ¥2] Al = =& vRealize Log Insight ol o] A Eoll -9 A 54 F4 S A8 4 9+

b ol & Sof 2] se] A 2 o] el el A Aol o] HEE 2 g et o] AE T4 Aol 7
A AAS g e e RE oo HE el T ARL FH Uk TS e EY 7] Fak TA s
g £ B4 o o] Aol 4 &H 1t

A ngol A AAT AES A AE 2§ A S BEAGA L,

b4 1l
n 5T AFTA FAL cfapi TR EF S AFE-8FE vRealize Log Insight ofl o] A E ol ul & g3k 4= ¢l
o},
n o2 A uye] 2ol A = vRealize Log Insight ol o] A E & A & 4= gl o},
n &7 vRealize Log Insight A ¥ 7} 7] & i 4be] ofud 75, vk 5 A& FA sh= Wl & ol o] A =
Wik A4 o HEs AxRAAI L
m  central config = no "7 M F7} ol o] A E FAJ ol A ALE-E] = 737, Windows-§ 7] ol o] &
E FAof o g AA g W42 Log Insight Windows Agent2] 7] 2 -4 2] U]&-& AFx=sk4] 4] 2.
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T4 gt of
+-2 Log Insight Windows Agente] &7 A4 3} A w] & F-412] 5

2d 74
Log Insight Windows Agent®] =7 -4 & o3 25 4 o 5 o

[server]
proto=cfapi
hostname=HOST
port=9000

[winlog|Application]
channel=Application

[winlog|Security]
channel=Security

[winlog|System]
channel=System

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86)\Apache Software Foundation\Apache2.2\logs
include=*.log

exclude=* old.log

event_marker="(\d{1,3}\.) {3}\d{1,3} - -

Me 5 74
A AHA L e sl o) 2] 2] > o) HE s o] A & ALl RE o] A 5 AFA FHE AET
F AT dE Fo FA AL AL D FoAE F a7 oA AA AAE 1A dF
[server]

reconnect=20
[winlog|Security]
channel=Security

enabled=no

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall

channel=Microsoft-Windows-DeviceSetupManager/Operational

o

a7 24 74 2 A F A4S i gke 43¢ vt Log Insight Windows Agent+ e+ <+

m  VRealize Log Insight A ¥ il 20-&wFe} ohA] 1 7

n ofZEAl] Al H Al E oWl E A& Al A
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= Microsoft-Windows-DeviceSetupManager/Operational ¥l E | d 44] A] =

m  ApacheAccesslLogs A4 474

[server]
proto=cfapi
hostname=HOST
port=9000

reconnect=20

[winlog|Application]

channel=Application

[winlog|Security]
channel=Security

enabled=no

[winlog|System]

channel=System

[winlog|Microsoft-Windows-DeviceSetupManagerOperationall]

channel=Microsoft-Windows-DeviceSetupManager/Operational

[filelog|ApacheAccessLogs]

enabled=yes

directory=C:\Program Files (x86) \Apache Software Foundation\Apache2.2\logs
include=*.1log

exclude=*_old.log

event marker="(\d{1,3}\.){3}\d{1,3} - -

Windows %+ Linux Oﬂ | A Eol gt 7L o o] AE -4 A Ao AL== 3% vl Hag e & olo]A
E R sk ARate A5 S S Ao,

—

S8 M

liagent.ini T4 %49 [common|global] A Aol A/ 5 AL wE Ao AulE I [common |
filelog] A Aol A1 = F42 2E filelog A4 e 2ak A }ﬂ , [common |winlog] 412 X-E winlog

A4 o 2k A shE v e

4% 01]2} 7EL°] o "i!* ]/ﬂ tags, include, exclude, event marker, charset, exclude fields
A parseret 22 WA WHEE A olsirh o o= Windows ol o] A E &4 ] v},

[common |global]

tags = {"log source vm":"win-2008r2-64"}

exclude fields = test tag;some other tag

parser = auto

[common|filelog]

tags = {"collector type":"filelog"}
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exclude = *.trc

[filelog|channel 1]
directory = C:\app\log

include = *.log

& #kell 1og source vm % collector type L& & v g3},

B test tag ¥ some other tag Bl 1+ AFE&= BE oA Al g,

n JEA e R wEfilelog A 7= U E el A *tre 3L S Al 9] g o

[common |global] 9] 42 & winlog A Aol = A &5},

Aol & oAk Aol A= sl g2 P E AV AR =], v A d
Xégl *] ‘:1 == 'Cv"/ﬁ_ i‘"or]% %:L%L]D} ——T, [commonlglobal]-‘i] %/\% [common\filelog]]q %k—c—)—i ‘351 fg’
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exclude_fields)-2 A 4 o] &l & 4 3k
%%HD}. =3} WJ—A 35 A Ay AAH o =& A £ E
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Bl ghol o e 4 £91% 2 Ade] A o2 e AA g

%, [fileloglsample_section]¢] charset=UTF-8 #t-& [commonlglobal]¢] charset= UTF-16LE & &
g A e g e

ul2hA] o & Fof [common|filelog] o tags={"app":"global-test"} 7} 3 [filelog]

flg test section] ol tags={"app":"local-test","section":"flg test section"} o] A+ 7%

[filelog|flg test section] A A<l "app" Bl %k [common | filelog] ¥ 4% e A A el e o

O
filelog A4S &3l 443 & 1% "local-test" #h S 2+ "app" gl .9} "flg_test_section" #t5 %¢
= "section" Hl 15 F7hH o ® 2§l winlog Al A 9] 7 4 £ Al AU 5 2E
[winlog|...] AAe] 7}3 =& A 4% 2-3L, [common|global] A4 o] 7}AF e 94 =9 & Zh4r
Y et
FE A AxH

e radHele Foa, B2 E Aol eol hem shele) oA 22 7&»1%»14 2= o)
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syslog Z 2 E &5 A&slw 75, T+ 47 & 5l FF5 2 == RFC5424¢0f ul2} STRUCTURED-
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21 7R EMT 7Y

FileLog ¥ WinLog 74 7] 2ol el 4 &
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VRealize Log Insight Linux Agent:
s FER 23981 sudod AbEEte] & < AP
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o
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Fa, 5

m  Log Insight Linux Agent5 A # gk Linux Al = &lel Z19]
g slo Log Insight Linux Agent”} A & 5] o] A1 g F9l #] 2ol gk

9 ¥ pgrep liagent® A
vRealize Log Insight Windows Agent:

m  Log Insight Windows Agent”} A # 5l Windows Al &l o] 2 1.9l 3}aL A u] = 2] AFE A] %t &)o]
vRealize Log Insight Al Bl =7} A A =] 9l =4 2Fel gk o},

1 liagent.ini 3}e] 35 EH{ & o]5 g},

=3 A A Rz
Linux /var/lib/loginsight-agent/
Windows %$ProgramData%\VMware\Log Insight Agent

2 ®AaE AR 7oA liagent.ini A& o},

3 AT A E A 7 A7 AAdE Ao [parser|myparser]

47| A myparserts £ &2 A AEY & Y FE B4 9 Qe o] Btk FE A A
Ao B AB(EE B E A H) TE EAYE RaGD A T B4 A4 §A% Ded 7
S uA §Ae A a o g e
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[parser|myparser]
base parser=csv
fields=field namel, field name2
delimiter= ";’
4 nmyparsers A9 Fol& 1 £ winlog B+ filelogelAl ¢ -4 47 & &3 o,
[filelog|some csv_logs]
directory=D:\Logs
include=*.txt;*.txt.*

parser=myparser

D:\Logs Y& B2 e} 2L some csv_logs &2=olA 45 22+ myparserel &3 7 4 =

1 755 oWl Ex Awoll A 27 field namel % field name2® Ao,

=i

3 D:\Logs H# E2]9 A4 2 o] A E7} vRealize Log Insight® 7} A & #] ¢k<ru o}, 61|
1l D:\Logs H & E ]l A H A 3142 vRealize Log Insightell A AF-&-2 4= 9l -1 o},
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o Fof vhi 225 AHEF o

2019-03-29T11:00:54.858Z host-FQDN Hostd: error hostd[2099230] [Originator@6876 sub=Default
opID=1983bdbe-cl1-800f user=admin.user] AdapterServer caught exception: SSLExceptionE (SSL
Exception: error:140000DB:SSL routines:SSL routines:short read: The connection was closed by

the remote end during handshake.)

2019-03-29T11:00:55.477Z host-FQDN Hostd: info hostd[6D620B70] ['commonhost' opID=575%adcc-
cf] [transportConnector] -- FINISH task-internal-5726666 -- -- Completed connection restart --

e FAE Aol FEEAT & dgh

[parser|clf parser]

base parser=clf

format=%t %{generator host}i %i: %${log _severity}i %i[%{thread id}i]%M

field decoder={"log message" : {"log severity" : {"error" : "error parser", "info"
"info parser"}}}

exclude fields=log message

[parser|info_parser]
base parser=clf
format=[%{common info}i] [%{process}i] %M

field rename={"log message" : "info log content"}

[parser|error parser]
o

${common_info}i] %{exception handler}i %i:%{exception type}i:%i:%
M

base parser=clfformat=

o\°
o0 —

i:%1:

{error id}i:%i:

field rename={"log message" : "exception content"}

of AL che vt e AdE A4 F

timestamp=2019-03-29T11:00:54.858000 generator host="host-FQDN" log severity="error"
thread 1d="2099230" common_info=0Originator@6876 sub=Default opID=1983bdbe-cl1-800f
user=admin.user exception handler="AdapterServer" exception type="SSLExceptionE (SSL

Exception" error id="140000DB" exception content="The connection was closed by the remote end

during handshake.)"

&3t info & 1ol tf 8l v B E=vh o A 5 v ok

timestamp=2019-03-29T11:00:55.477000 generator host="host-FQDN" log severity="info"

thread 1d="6D620B70" log message="['commonhost' opID=5759%adcc-cf] [transportConnector] --
FINISH task-internal-5726666 -- -- Completed connection restart --" common_ info="'commonhost'
opID=5759%adcc-cf" process="transportConnector" info log content="-- FINISH task-
internal-5726666 -- -- Completed connection restart --"

HER TRE Y 2T TE A7

FileLog ¥ WinLog A 7] E-of tld]l CSV(RHZE 724 %) T+ =475 74

J

ik

o)
A
+

P
S

rir
o

AL fields ¥ delimiter$d v},

98

csv T A 7ol Al AR o
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HEz 7L
A=, =

csv T o

%4

fields

delimiter

i FE EM7IEH

A71e] FE g vE A2 E A Al L
v
fields HA1& Zael Qe B o] &5 AP vtddl L= o] 5o AA € 2ol glediz T
Ll e AA gob LA oF o
fields wA1-& CSV & LA 7ol A4 ef o] 45 AA A e obFAlE - 245 A e
oh ZE Wfgol whel D= gk obs e Zupe g AlE Abgl o}
LE o] F2 okt 2ol 22 7 s of of Fcf,

fields = field namel, field name2, field name3, field name4
o] Aol F%5 A =of o] % field namel, field name2, field name3 ¥ field name4”} A o
= g e Ao ARt
CSV F¥ #4717} 4% WEF Qekaof shi A Folt oD o] B¢ FHol 4 A+ AHuh Al E 5
R e

fields = field namel, , field name3, field name4

CSVEIFE EMI|I Y

winlog &

+ filelog &

o] A w47 = A A, Al wlA Dol wlA vl olul B4 53k of 7)o ¢] & field namel,
field name3 % field named & TAAH o2 T},
fields Aol 229 AA = FE5& AAelA gond 4 A7 = F5& g g et ol & 5o 22
s}4dell fieldl, field2, field3, fieldd X fields57t L@ E o] YAt fields= fieldl, field2, field3tqt
AQH A T A7 e dE 555 69hghg o
T A7 bl HE 558 gt e 2 CSV T A 7ol fields=+F AHET F gl o] Al
AR 5 =S Aekalof sz A% o] el AA D= F 5L A el oF Gl et
delimiter w42 T £A oA AL T2 7125 AAF UG, 7 LA E csv T A= 2355
T 7l & ARG Al e, R 7 EE Av EE, 3 Ee e S5 AR HAS F sy AgE R
At 2wene Holok gk
ol: delimiter="," ¥ delimiter=";"
csv T A1 A | EE tasd" o] g R E Fe v A AT E R VISR Aok 2o A
S5 2= ke T vl a7l vl W gell A el H s el 2 A gel Al A Bl oF Rl ek 7k 7] v 2
A ehAl ¢gomd T A7 7F A g e
Bl mk W) 28 4 BAL cov TE FAV] LT FE A BR A D S YA, o AfelE A 5
T m AR gkl o] Al o] = E AL L wbEA] glof oF Pl eh(\", \s, \b). ¢l & £ delimiter="\s" EE
delimiter=" "9} 2551}
delimiter w42 A& Abakg] o},

szo A FAH 2as T B4 o AL A o

[filelog|some csv_logs]

directory=D:\Logs

include=*.txt;*.txt.*

parser=myparser

[parser |myparser]

base parser

VMware, Inc.

csv

67
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fields = timestamp,field namel, field name2, field name3
delimiter = ";"
field decoder={"timestamp": "tsp parser"}

[parser|tsp parser]
; timestamp is a built-in parser
base parser=timestamp
"format" is an option of timestamp parser

format=%Y-sm-%d $H:%M:%S

o] 745 AH-&3H some csv logs a2=cll 4 (ell: directory=D:\Logs H#E E 2o A) +3 5 =27}
myparserel 9@ T FAF U FAH oo AnEFEer Al A ghe]l £gH A F,

+A% o]ul Eoll= field namel, field name2 % field name3 °¢|&°| TAH = Sty
B CSV EaE g A ke A

"United States","USA","North America","High income: OECD","Fiscal year end: September 30;
reporting period for national accounts data: CY."

CSV T + 47 A= A

[parser|csv_log parser]
base parser=csv

fields=country name, country code, region, income group, special notes
CSV 74 #4717k vh& A= & kg e,

country name=United States
country code=USA

region=North America

income group=High income: OECD

special notes=Fiscal year end: September 30; reporting period for national accounts data: CY.

CLF(Common Log Format)(Apache) 21 & 47|

i

FileLog ¥ WinLog 574 7] &<l dl&] CLF(Common Log Format) Apache Tt &4 7| & T4

F

i

CLF(Common Log Format)(Apache) 72 £447|

71 CLF Tt A4 7] = tha3t 222 o4 9 o] 54 =

=)

d= g 4o et

i

host ident authuser datetime request statuscode bytes
T A7l ol Fclf
CLF 7+ #4719 w42 format Y =

format SM
<
H

s
£
v
o
o
o
rlo
0=
-

™
>
o
o

o
2
el
X
v

format w412 Apache &1 A A of] A5 & &4 & % A
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AL Aol shoml hgo )L FE 2o Aol AgH

CLF ¥ ¥4/ 94 £49 ATAL d§e7 @5l ol % Sof 4\s+ B4l 9L A

oX,
ol
ol
>
>

L.
de 22 PAe T8 A el AEe] FAel A FAg ARG L, FE FAH D=k A
B Zol g ol BoE FAH
F3 HE&7F D23 S FA ol (varnaMe) ©] Al FE Al ko] = sp Bl 5]y
o= #*
PR "remote_ip"
TenT "local _ip"
'$B', '%$b': "response_size"
racr: Aol AR H W5 o) Fol uheb 57
Aol A A W5 o] Zo wheh 2S5 ek
repr . "request_time_mcs"
ToRT "error_status"
Toet: G Aol A1 g o] Foll whet 255
"SF', '$f': "file_name"
Tont . "remote_host"
ToHT: "request_protocol"
ity @A ol A A o] Fofl whet #--5 o
ok, "keepalive_request_count"
S "remote_log_name"
rel "request_log_id"
MY "log_message"(¢] A A Apol] mEkel Fof] spA = ¢ 2o A FAE)
tomt: "request_method"
Ao A A E w4 o] Zol| whe} 2551 o},
g Aol A AH W4 o] ol we} 255
ept: "server_port" F7} @ A& o] A AR} eA ALE-E 4 9l EE %{formatip. A F = A
= "canonical", "local" %=+ "remote"$] Yl £t "canonical" ¥ AgEE ME o] 58

A o
"server_port" & A 5 1 e}, "local" & Al o] A&-F 1wl = o] &2 "local_server_port" 7} =
3 "remote" @A o] AbgEul = o] 52 "remote_server_port"7} % 1 v}
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o
=]

VMware, Inc.

4

"process_id" F7} G A& o] A A A} A ALET 4 gl vk B{format}P. Al F = g Al
"pid", "tid" # "hextid" <] Y th. "pid" 7} @A o & AFEEw = o] E2 "process_id"7F H U
ol vkl ol "tid" ¥ "hextid" @ A1 ¢] & <] "thread_id"ql Z =& A4 g o},

"query_string"

"request”

"response_handler"

"status_code". &7 9] #F AHE Al o] L= ALk A 8ol "status_code" *
e

"timestamp"E 74 Al oMl = B} 2® = 2 A5y, vhed 2H 2 9hAE D4 g ek el
2B = AbE ZEAE A A 9 At gl A1 7 A S %{%Y-%mM-%d %H:%M: %S} ol
252 AL 5 dsich AT N4 Bhd 28 FE B4 E ARAAA L

CLF shAjell o8k B9 282 4% mpogin:» £4 nend:n A5 AFZ A28 4 5o, g2

2]
(<} -1
°] pegin: & & A Ak (7] %) S A A 27k A A w7k A] 7&_0_i SRR "/} end: 2 A 22

o,

o
ol
ol
hrs
rﬂ

{msec_frac}t] "$r\" $>s %b

CLF 5}A] Elql 28l = & A A Alel] dlal] vhg P4 EZ 5 A5 o),
sec
Epoch o] F2] Al 7h(ZE)d vt o] A7 el 28l = b4 & g5 A A ALg} 3E57u o
msec
Epoch ©] <] A7k 2] )] 1 o},
usec
Epoch o] §¢] A] zk(ute] 2 2 Z)3] ] e},

msec_frac

W) & ek 2m i 9 o) %f A A Aok 2%

shel 22 & $a(ehe) 2= 9hA] o] %f AR Abe} 28

B 2uEsl g4 B2 R S5 L 20 T $AGE Y T g 94 A48T 4 9

format=%h %1 %u %${sectt \"%r\" %s %b
format=%h %1 %u %{msec}t \"%r\" %s %b
format=%h %1 %u %{usec}t \"%r\" %s %b

A EDE A2 A 52D YA EAde el ~
=

"request_time_sec"

70



vRealize Log Insight ol ¢] A & #+4]

g z

teyt s "remote_auth_user"

'SU": "requested _url"

oy "server_name"

LEATAN "self_referential_server_name"

19X "connection_status"+= & Aol A1 A 5 W4 o] Foll whet 295 o
ax Aol AR A5 o] ol uhel H55

veT . "received_bytes"

30" : "sent_bytes"

"9SS "transferred_size"

oA & ¢ winlog B+ filelog &2 H A H Z 15 CLF 7+ 47 & 7+ 4389 o5 74
4 A9

[fileloglclflogs]
directory=D:\Logs
include=*.txt

parser=myclf

[parser|myclf]

debug=yes ;Note: use this option only while debugging and set it to ‘no  when used in
production.

base parser=clf

format=%h %1 %u %b %t \"%r\" %s

S AbE3lH c1flogs 20l A (¢l directory=D:\Logs H#HE 2o A) &A= Z 27} myclf
of o&l 7 AU myclf T w47 A A H Ao w A B oaul - A ] o
T A 7)ol s gk o o] 7] 3E debug=no ¥ Yl T}
CLFE A25to{ MMEIZ2O 2
CLFE Ab&-3te] A 5l 205 ¢ FA 8w Aol A dlet FA& Aol of st ol & 53 oh+
7} A o

=z

=
—

Mo

format=%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User Agent}i\"

X]I 7# %${Referer}i i % {User Agent}l }%%6}%3 H]

Lu
"
X
&L 2

A 472 referer H user agenta]" o] FOo & 3

Ete] ARZ 712 EM7(9 CLF 78 EM7| SF

A
g

1

nck
v
30
o)
T
Y

S

AR A1 A A1 7L & A 9] Apache 18 T3
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3 o] AgA A A A7k H AL AR 2ol oAz e,

format = %h %1 %u %{%a, %d %b %Y %H:%M:%S}t \"%r\" %$>s %b

A A A7kl AR E A e A% CLF FE £47E A% Bhe) sl FE $47] % Ad s A
oz A7 FAL FEGYL A Rele], 28R e Aol AR A A7 FA o] AL e
SF 2ol el A AL A A A7 FA L BT 25 o

P B e I e i B S A T4 34

${ult vlo] 2.2 Z(ms)E 38 Al A7t format=[%{u}t] [%$1] [pid %P] [client
%a] M

${cult vlol A ® E(ms)E a3 AHE SO 8601 @A A A7k format=[%{cu}t] [31] [pid %P] [client
%a] M

A whel 20z A AR AA FE e Ehe) auE FE ¥4I F HRAAA L

= o H
of|Al: Windowsol CH8F Apache 7|2 AMA 23 7
of|AMl: WindowsO0l| CHEt Apache 7|1E 27 21 74

o] ol = Windowsell ol gt Apache v2.4 A4~ &3 F4 2 A& A A& wh & BofF

ol

;ACCESS LOG

;127.0.0.1 - - [13/May/2015:14:44:05 +0400] "GET /xampp/navi.php HTTP/1.1" 200 4023 "http://
localhost/xampp/" "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0"
;format=%h %1 %u ${%d/%b/%Y:%H:%M:%S %z}t \"%r\" %>s %b \"%{Referer}i\" \"%{User_ agent}i\"

; Section to collect Apache ACCESS logs

[filelog|clflogs-access]
directory=C:\xampp\apache\logs
include=acc*
parser=clfparser apache access
enabled=yes

;Parser to parse Apache ACCESS logs
[parser|clfparser apache access]
debug=yes
base parser=clf
format=%h %1 %u ${%d/%b/%Y:%H:%M:%S %z}t \"%r\" $>s %b \"%{Referer}i\" \"%{User agent}i\"

MNA| A~ 21

ot

Al A e
1 AAlA 23 3 A (httpd.conf)ell Bl &l Apaches T4 g of.

LogFormat "$h %1 %$u ${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e

o°
=
o°
=
o
(=)
o
=]

o
=)

o°
=]
o°
<

o°
<
o°
N

9]

o°
o

"%${Referer}i\" \"%{User Agent}i\"" combined
2 CLF 7+ w47 +4d= AL gt
;ACCESS LOG

;127.0.0.1 unknown - 21-May-2015:13:59:35 "GET /xampp/navi.php HTTP/1.1" 127.0.0.1 127.0.0.1
- 0 unknown - GET - 1 localhost localhost 200 4023 "http://localhost/xampp/" "-"
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[filelog|clflogs—-access]

directory=C:\xampp\apache\logs

include=acc*; myAcc*

parser=clfparser apache_ access

enabled=yes
; Parser to parse Apache ACCESS logs
[parser|clfparser apache access]

debug=yes

base parser=clf

format=%h %1 %u %${%d-%b-%Y:%H:%M:%S}t \"%r\" %a %A %e %k %1 %L %m %n $T %v %V %>s %b \"%

{Referer}i\" \"%{User Agent}i\"

o
rt\‘.
rlok
g
T
)

CLF T+ +4 717} vb&

remote host=127.0.0.1

timestamp=2015-05-13T10:44:05

request=GET /xampp/navi.php HTTP/1.1

status_code=200

response_size=4023

referer=http://localhost/xampp/

user agent=Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/37.0

%}%jii

o
of
ol
s

5
2
<
Y

o] ol = Windowsell o8t Apache v2.4 &7+ &1 742 &A1& A

; ERROR LOG
;[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

; [Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] [pid 5288] AH00418: Parent: Created
child process 3480

;format=[%{%a %$b %d $H:$M:$S%f %Y}t] [%m:%{severity}i] I[pid %P:tid %

{thread id}i] %E: %M
;format=[%{%a %$b %d $H:¥M:%$S%f %Y}t] [%m:%{severity}i] [pid %P] %E: %

=

; Section to collect Apache ERROR logs

[filelog|clflogs-error]
directory=C:\xampp\apache\logs
include=err*
parser=clfparser apache error

enabled=yes

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf
format=[%{%a %b %d %H:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] %E: %M

next parser=clfparser apache error2
;Parser to parse Apache ERROR logs

[parser|clfparser apache error2]

debug=yes
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i

base parser=clf

format=[%{%a %$b %$d S$H:$M:$S%f $Y}t] [%m:%{severity}i] [pid %P]
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i
Ry
2
o
A
rr
£,
il
2, rlo
A,
e
i
fu
M
ot
T >
<
oll,
sl
T
k)
>
o]
o
)
>
o)
fo
o
il
H
J>
o]
o)
)
>
)
fo
u
it
H
oﬁt
B

to
u
fu
M

g Al (httpd.conf)ell tal Apache® T4 g o}

LogFormat "%$h %1 %u ${%d-%b-%Y:%$H:%M:%S}t \"Sr\" %a %A %e %k %1 %L %m %n %T %v %V $>s %b
\"%{Referer}i\" "%{Userngent}i\"" combined

2 CLF % #47] #4< A <3

;Parser to parse Apache ERROR logs
[parser|clfparser apache error]
debug=yes
base parser=clf
format=[%{%a %b %$d $H:%M:%$S%f $Y}t] [%m:%{severity}i] [pid %$P] S%E:
next parser=clfparser_apache_error2

o
=

;Parser to parse Apache ERROR logs
[parser|clfparser apache error2]
debug=yes
base parser=clf
format=[%{%a %b %d %SH:%M:%S%f %Y}t] [%m:%{severity}i] [pid %P:tid %{thread id}i] 3E: %M

e R o

[Wed May 13 14:37:17.042371 2015] [mpm winnt:notice] [pid 4488:tid 272] AH00354: Child:
Starting 150 worker threads.

CLF % #4717} 22 5ol tef vbg L =5 vkt oh(+0400 % Al Zbtholl A - +4 7] &
£ 5ol 9.

timestamp=2015-05-13T10:37:17.042371

request method=mpm winnt

severity=notice

process_1d=4488

thread 1d=272

error status=AH00354

log message=Child: Starting 150 worker threads.

2 38

-4

[Wed May 13 14:37:27.042371 2015] [mpm winnt:notice] [pid 5288] AH00418: Parent: Created
child process 3480

CLF T +4717F 22 el e o A =5 &gy vh(+0400 £F Al kel el A 7+ 14715
& Fe A9,

timestamp=2015-05-13T10:37:27.042371

request method=mpm winnt

severity=notice

process 1d=5288

error status=AH00418

log message=Parent: Created child process 3480
VMware, Inc.
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A
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vze]

ol
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o
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1

M/O
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NE

FileLog ¥ WinLog 74 7] 2ol tl&l KVP(Z]/

0;

]

[}
o
A e A

=]
Fod Aw] = 1oy

autowireMode

°

A
S|

o] F-4lol

false;

=
=

=2
=

lazyInit
Y ol &
ol 27 o

1

H
=

=

=value oEI
AR\
= A

false;

\=4

T

[¢]

Fod A g v et

7| 7 off oF

ar

°

H

o 7] 2}

2 4]

7]

=
e

PN
=

abstract
qelg
uy
il

o
T

=

=
F el varLue7t Al

local;

%7

]

o 7

e E45 £

=

oleo] 22 WA A B AEA key
:O;
[}

o]
=

L

L.
kvp

71z Aol ghol glow Ak HaE e

name, lastname, countryﬂ

o] 7]-3k =1+ scope

<

71/%% 242l 7] 5 el

T 347
vt

fields=*
=
=

=
¢}

[parser | kvp parser]
=
=

base parser
). el M\

|
dependencyCheck
1

KVP(ZI/%t

fields

o
T
(]
L]

<

76

kvp T A 718 T Eel el o
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A+

cd
ojm

name, lastname, country

=™ fields=

=
=

I

7w ol m] o] ¥

A
.

Z %37

fields

e,

17 ke 7t

Fa

SERER R

a3

=
=

°] fields wAlel A A5 ZaelA 5

=
=]

o]

Z2 A ol

o A

d

o] fields 94

= =
= =

]
=

A7}

=
ac

2=/

A 7] 7}

H

= kvp T

A% el

fields

1Al g

Fa

BEDEES

45 o}
477}

?_

apll

Z(LI A el A A &hyE A

o] - i
q} AA T %3

A

B

jvael

K
W

AG . ol

L
A}

-

‘ﬂﬂ

o

K

ny
o8

1o°

[
X

delimiter

FA ol T 7 27k A4

ok,

—~
o

A%

-
=

7 LA T TS

A

wgr vl et o] A <)

= delimiter =

=
=

BH

T B S

o

A 7]

g\ e\r\n\s" ol = Hl,

o] delimiter =

=
=

o &

k(e

1

ot
T

ol &

njp

7# n\u’

=]
o

-

of o] 2= o]

&
K
B

Mo

delimiter="\s").

field decoder

Qe

=

25

Aﬂ
I

il
mﬁ

s

olo

RN ETEES

&
il

Y ek, T A 7] el

2
H

<}
DA

Py
T

ME

I

Ae] ARkl o debug = FE2 yes

debug

:HOO

debug

ol

~
NS

Il liagent <date>.logel#] T

s

7o
o]
w

)

0

> B
oy
T T
of A=

oz

ofn

L,
N

o7
"

N
£|

el

7

* (MESSAGE_ENTRY

KVP_MESSAGE

[WSPR])

= A1/%k Aol A ¢

o

= KVP / FREE TEXT

MESSAGE ENTRY

<} VALUE7} v} 2A]

e

%ol 5

71/%% &Y ek KEY o

et

VALUE]

= KEY [

KVp

BARE_KEY / QUOTED_KEY

KEY

FREE TEXT
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7] )]
BARE_KEY = *1BARE_KEY CHAR Jo] = g A oAk o
BARE KEY CHAR = %0x00-08 / &, 3 Ee gs Aled e £AS Y

$0x10-19 / %$0x21-3C / $3E-SFF

QUOTED_KEY = 0x22 T ¥ FAR 7 oh o] Ake] AR v e
*1 (QUOTED STRING CHAR / "\" CHAR) ]t}

0x22

QUOTED STRING CHAR = %0x00-21 / Fubs S A9 g 2 s AR Y ek
50%23-FF

VALUE = BARE_VALUE / QUOTED_VALUE
BARE VALUE = *BARE VALUE CHAR

07N o] &) LA v B

BARE_VALUE CHAR = %0x00-08 / Tl e wS 298 mE Fxel o)

%0x10-19 / %0x21-FF

QUOTED VALUE = 0x22 Fubg % AR F EAE Y ek o] v
* (QUOTED STRING CHAR / "\" CHAR) o] = FAFZ A ot
0x22

KVP & EM7| 724 of

e,
ko
=
o,

- fields=*% AF-&3lo] & I

il
e,
r
i
-
Mo
He
%
et
-
o
oy
=
£

[parser|simple kvp]
base_parser =kvp
fields=*

o] dlefl A= A= f 2 & A A sl uy

o
5
N
=
S

[parser |mykvp]

debug=no

base_parser=kvp

delimiter="#"~|"

fields=*

;OR fields=scope, abstract,lazyInit, autowireMode,dependencyCheck
field decoder={"fieldl":"fieldl parserl"}

[parser|fieldl parserl]
base parser=clf
format=[%{valuel}i]]

field decoder={"valuel":"field parser2"}

- KVP 25 7 A ek

Configuring transport... proto = cfapi server hostname = LOCALHOST ssl
reconnect = 30
VMware, Inc.
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KVP T 47 74 = Aol gt

[parser|kvp log parser]
base parser=kvp
fields=*

0=
[
it
=
e
ol
X
v

KVP T #4717} oh

proto=cfapi

server hostname=LOCALHOST
ssl=no

port=9000

reconnect=30

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP_ parser

[parser |my KVP parser]
base_parser=kvp
fields=*

A KVP T 24 7] ol

[filelog|MyLog]
directory=C:\<folder name>\Parser logs
include=*.log

parser=my KVP parser

[parser|my KVP parser]

base_ parser=kvp

fields=*

field decoder={"fieldl":" fieldl parserl"}

[parser| fieldl parserl]

base parser=clf

format=[%{valuel}i]]

field decoder={"valuel":" fieldl parser2"}

TAdEA A E = T4 FAL formatd YTk ol E £ format=2v-%m-%d %$H:%M:3%5%

o
n
AL
(s
B
3
()
0
prt
Q
3
0
4
2
N,
e
oe
b
oe
(o9]
oe
Q.
oe
fus]
oo
=
oe
9}
oe
oS
oe
N
S
i
>
>,
rﬂw_‘
4
o
al
-
>
A
>
2
e

CLF T 47
ol O
HA 2

-1 =
NE e W AR TE AT 5 Y]

N
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77k Aget g4 AR AL et 24

. A==
tlmestamp‘%if‘r

g Abbreviated weekday name, for example: Thu

Full weekday name, for example: Thursday

Abbreviated month name, for example: Aug
Full month name,

of the month,

for example: August
23. strftime ()

this specifier but Log Insight agents can

Day for example:
for
numbers, too.

of the month,

day
13.

this specifier but Log Insight agents can

Day for example: strftime ()

for
day numbers too.

Fractional seconds of time, for example: .036

SN

expects zero-padded (01-31) digits

parse space-padded and non-padded
expects space-padded ( 1-31) digits
parse zero-padded and non-padded

lf'

specifier assumes that '.' or ','

character should exist before fractional seconds and there is no need to mention

that character in the format.
seconds,

timestamp wouldn't be parsed.

"$H': Hour in 24h format (00-23), for example: 14.
padded hours

are supported.
"SI Hour in 12h format (01-12), for example: 02.

padded hours

are supported.

"Sm': Month as a decimal number (01-12), for example:
and non-padded month numbers are supported.

'SM! Minute (00-59), for example: 55

'Sp': AM or PM designation, for example: PM

'$S! Second (00-61), for example: 02

'$s'! Total number of seconds from the UNIX epoch start,
(represents '2016-03-14T07:33:19' timestamp)

'Y’ Year, for example: 2001

o°

g ISO 8601 offset from UTC in timezone

Zero-padded,

Zero-padded,

(1 minute=1,

If none of these characters precedes fractional

space-padded, and non-

space-padded and non-

08.

Zero-padded, space-padded

for example 1457940799

1 hour=100)., for example: +100

AR A AL B 2R E FE Ao A S Ak A e FA E e T E w45 A7k o
51 O s g
e v A A FE e
'sC!’ Year divided by 100 and truncated to integer (00-99), for example: 20
'$g' Week-based year, last two digits (00-99), for example, 01
'$G': Week-based year, for example, 2001
'3 Day of the year (001-366), for example: 235
'u': ISO 8601 weekday as number with Monday as 1 (1-7), for example: 4
'3U’ Week number with the first Sunday as the first day of week one (00-53), for example:
33
sV’ ISO 8601 week number (00-53), for example: 34
"Sw': Weekday as a decimal number with Sunday as 0 (0-6), for example: 4
TSW! Week number with the first Monday as the first day of week one (00-53), for example:
34
'Sy': Year, last two digits (00-99), for example: 01
format "7 HE7F Ao 5 A 9 7§ Timestamp T 4 7] = 712 A& ALE3lo] EfQl ABl = &
T A g o
VMware, Inc.
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vRealize Log Insight <l o] 3 & =}

& Bt = w4 71l Hal Aol ®l @A o] gle A s
field decoder®ll#] timestamp& Ab&3to] BH) vl 7 24 7] A glo] AA 7 T4V E 2%

a2 oz}, o-

[parser|mycsv]

base parser=csv

debug=yes
fields=timestamp, action, source id,dest

field decoder={"timestamp": "timestamp"}

oA: 7|2 8 At8ste

E
o] dlof A= 7] & T4 AE3+ timestamp T 475 Bl FE 1

[parser|tsp parser]

base parser=timestamp
debug=no

format=%Y-%m-%d $H:%M:%SSE

timestamp T w4715 oE T EA 71 CSV T EA NS et vhs A= Al S A
e}

[parser|mycsv]
base_parser=csv
fields=timestamp,action, source_id, dest

field decoder={"timestamp": "tsp_parser"}

imestamp 2 =9 W&
A glu] A v = 2 o] 4] & o

o] TA o]l A= nycsv T £ A4 7= TAC AR R o] 5 2
off th3ll tsp parser® AP F et tsp parser”t FE3EFY] AEl =
ol ehel 2l mE ALg el

ERI
o

R

o

s 2O FE EM7)
AE FE BA )= o) 3 2004 ol A B} AEZE AlE o 7 A gk A% 7hx] 5 Elel Aul e
[e]

o P A2 timestamp T w4719 A2

_,d
oft |
ruS
i
°
i

AE FE A Gl FA] Gtk B 2R A% A o] el ®, 20 G5l el 71/5k T
FAZM Y] 209 AE A/ A BFE AFO R BARD 2ol et DES FEF A
o ehg 3k 24 o

[filelog|some logs]
directory=/var/log
include=*

parser=auto

oy
=
£

e FE EA7) 5} bk 2 A TE Aol g g Ee) A4S AT F Y

[filelog|kvplogs]
directory=C:\temp logs\csv-itbm
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include=*.txt
parser=myauto

[parser |myauto]

base_ parser=auto

debug=yes
A% T B4 ol ol debug A4 ES AT A $olE TE F Ao dg Foh Ak g,
ol % Sof A

2]
T T AP AYE 2o 2o FE5H A g ARt ol s e
o

*

gk vl 2] 7] 2 7k debug=no% Y

Syslog 7t & £447|
syslog T+ %4 7] &= message_decoder % extract_sd %45 A1 3tv 3702 & A (RFC-6587,
RFC-5424 ¥ RFC-3164)& #Fs 2 & ZFA g e},

message_decoder SM 7

syslog T3 =4 7]l el 2= F5 w47 message decoder wA& AFEE F s V2w
timestamp ¥ appname I =1 =y A A R AA

4] o}, oh5 dlef A= 5 liagent.ini ZH< ol
3l message_decoder 41 & Ak = Ao

[filelog|data logs]

directory=D:\Logs

include=*.txt

parser=mysyslog

[parser |mysyslog]
base parser=syslog
message_decoder=syslog message decoder

debug=yes
[parser|syslog message decoder]

base parser=kvp
fields=*

0iAl: message_decoder SMOZ TE EM

e

th5 ol = message_decoder 4l & Abgat =5 T4 H syslog Tt A 7] el A ol Eell 57}t A
oyl E Bl AEF BojF

m

o Al olulE
2015-09-09 13:38:31.619407 +0400 smith0l john: Fri Dec 5 08:58:26 2014 [pid 26123]
[jsmith.net] status code=FAIL oper
ation=LOGIN: Client "176.31.17.46"

0

oli

. KVP 7 #4715 A3 3 =5 message_decoder 4 o] A-&5 syslog T 4 7] ol 4 vl 3+5:

timestamp=2015-09-09T09:38:31.619407 appname=john status code=FAIL operation=LOGIN:
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TZ3HE Ho|H F2 BME ?IE extract_sd M4 74

TZE2k H ol H

extract_sd %4

o
N

-

oo F
oli

-

[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog parser
[parser|syslog parser]

base parser=syslog
extract sd=yes

O X: extract_sd SMoZ 1B EM

4

»
i)

-

t}-5 o] = extract_sd A4S 4

=5 BojFyrt

4= T4 4 syslog T4 4 7ol A olul Bl F713 Al S oMl E g

l
>1

AF oMl E: <165>1 2017-01-24T09:17:15.719% localhost evntslog - ID47
[exampleSDID@32473 iut="3" eventSource="Application" eventID="1011"]
[examplePriority@32473 class="high"] Found entity IPSet, display name dummy ip set
1411

m syslog T A4 7lel ol th D =) ol Eof] Foh:

timestamp=2017-01-24T09:17:15.719000
pri facility=20

pri_severity=5

procid="-"

msgid="ID47"

iut="3"

eventsource="Application"
eventid="1011"

class="high"

appname="evntslog"

TH EA47)E ojul Eof| 4] AAF o 2 of& A= F F 53}

el

RFC % pri_facility pri_severity timestamp appname procid msgid
RFC ©] <] X X

RFC-3164 X X X X

RFC-5424 X X X X X X

dlo
o]
>,
rlr
S
>
ofo
N
01 r
&
w0n
<
%28
[e)
Q
o
2o
=2
=
=
il
o
sl
A
iy
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4 A
message decoder ol Wl E of WA A] Bfg T A ek Hl A sl Fo e AV E A dE
deb AE me AgA Al TE A AR AT TE #4714
T Ak
extract_sd TS dlolE & T A g e
extract_sd r4lell £ yes =& no #kak A1l et o] AL 7| EA o7 AL
LE A = E AR = o] dF e extract_sd FA o] AHEE EE AR =
zhel bl o] Eol 4] i 713k o] £E o}
o|X: RFC-5424 Z&0{ Cist 7+ & 24
o2 ol = FA 7], AE oWl E 4 syslog Tt 4 7] el A o]yl Eol] F7belE F o] AFEH A S F4]
3+ -4 = syslog OdiEdéoﬂ A T A e oMl EE e o
n T4
[filelog|simple logs]
directory=/var/log
include=*.txt
parser=syslog
s muE S oA A E o=
<165>1 2017-01-24T09:17:15.719Z routerl mgd 3046 UI DBASE LOGOUT EVENT
[Junos@2636.1.1.1.2.18 username=\"regress\"] User 'regress' exiting configuration
mode - Juniper format
m syslog T A 7l el A o] ul Ee Frfgl H =

The following fields will be added to the event by Syslog parser:

timestamp=2017-01-24T09:17:15.719000

pri facility = 20

pri severity = 5

procid = 3046

msgid = UI_DBASE_LOGOUT EVENT
appname = mgd

M
~

oilXl: RFC-3164 E&of Ciet 212 &
o5 ol = 4 7], A5 RFC-3164 ¢|Hl &

o},
T4

]
[filelog|simple logs]
directory=/var/log
include=*.txt

parser=syslog

VMware, Inc.
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a  mulE e E shelo] 4 A4 5 RFC-3164 o] ul =

<13>2017-01-24T09:17:15.719Z routerl mgd 3046 UI_DBASE LOGOUT EVENT User 'regress' exiting

configuration mode - Juniper format
B syslog Tt 4 7ol A olWl Eof F71el E =

timestamp=2017-01-24T09:17:15.719000
pri facility=1
pri_severity=5

appname="mgd"

dlolg x|8E ez FEE #t

LTSV@EI el & A A H gle g F+33 3h) dA4 e TsvEl o2 735 2h)e] w& gl o,

=
LTSV A e] 2 & A of

TO: V [ 2 =4
3 Eadydte] 4 EE T AR ERG =4 glol 1f ol
o)

oflAl: LTSV & EM7| 7

Ol Al: MZ LTSV 21

LTSV T ¥4 7ol 54 74 540l HestA kel LTSV 7 475 AFg-sleds F4fof 7]
B A F 1tsy T 247 ol 55 A AT o}

[parser |myltsv]

base_parser=ltsv
LTSV ¥4 2 ABNF & 4 2] LTSV Z 25 A 3} U %] g}& vlo] E 4] of of g o},

ltsv = *(record NL) [record]
record = [field *(TAB field)]
field = label ":" field-value
label = 1*lbyte

field-value = *fbyte

TAB = %x09
NL = [%x0D] %xO0A
lbyte = %$x30-39 / %$x41-5A / %$x61-7A / " " / "." / "-" ;; [0-9A-Za-z_ .-]

fbyte = $x01-08 / %$x0B / $x0C / $x0E-FF

host:127.0.0.1<TAB>ident:-<TAB>user:frank<TAB>time: [10/0ct/2000:13:55:36 -0700]<TAB>req:GET /
apache pb.gif HTTP/1.0<TAB>status:200<TAB>size:2326<TAB>referer:http://www.example.com/
start.html<TAB>ua:Mozilla/4.08 [en] (Win98; I ;Nav)
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AE LTSV T Agate A5 29 T

Mo
M
)
rlo
v
e
e,
[
i
rn‘.
rlot
=t
X
v

host=127.0.0.1

ident=-

user=frank

time=[10/0ct/2000:13:55:36 -0700]

req=GET /apache pb.gif HTTP/1.0
status=200

size=2326
referer=http://www.example.com/start.html
ua=Mozilla/4.08 [en] (Win98; I ;Nav)

ClHa 74

Qo 7S e LTSV Hu A2 A5 7] =
J

LTSV & A4 7)o tlsl) =71 tw 7 = AF&3F &
2 ol= = A5t depug= yes% Q= o}

-1 =
= AR e LTSV v A& AHgat=
[parser|myltsv]

base parser=ltsv
debug=yes

7] o] xé =] 5] LTS
=

E<
-
Sl
ohs
42

filelog AMOIM LTSV & EA7| 7

filelog Aol Al AA LTSV T+ 47

il

& 42 FE deun

[filelog|simple logs]
directory=/var/log
include=*

parser=1ltsv

regex T w471 E AHEetH A E ol el thall 9 7bA ATt A& A o s o

vRealize Log Insight ol ©] A 4= Perl 7ol @ ©8l+= C++ Boost 2heo] 2] 2] A 4] & AF-& 3] o},
regex Tt wA 7= WHEH AA 25 2eE ATAE AA = W o ® Ao st o

<field 1>\d{4}) [-] (?<field 2>\d{4}) [-] (?<field 3>\d{4}) [-] (?<field 4>\d{4})

2ol A o] (el field 1, field 2, field 3 ¥ field 4)& didsle FEH J=o o]Fo =
ARG U e ol Foll g 8 AR S ot A ok

m AF4] dEle] A4 gk o] &2 vRealize Log Insight¢] &utE L= o] Fo]o]of gt

o]

n 0]

il

= dxAet B oAbt 23 s

AE A A gl o

Ay

o
=

n 0]

o
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HAA 22 EA7| 2N
regex T 479 fla A4

debug &A1& Z7bE el U9 7) b D8 ) 44 4 Y5
24

o

regex T w4715 A48 H regexE base parser® A&t P4 A AFF o

olAl: Al 74 of

oflXll: Apache 21 2 £ of

th& o= 1234-5678-9123-45679 4 8= ®l AF&g = ¢l B

[parser|regex parser]
base parser=regex

format=(?<tagl>\d{4}) [-] (?<tag2>\d{4}) [-] (?<tag3>\d{4}) [-] (?<tag4d>\d{4})

[filelog|some info]
directory=D:\Logs
include=*.txt

parser=regex_parser

tagl=1234
tag2=5678
tag3=9123
tagd=4567

regex T w47 & &3] Apache =15 7+ #4389l Apache & 1o #1443 54 regex

A% A el o et

[parser|regex parser]

base parser=regex

format=(?<remote _host>.*) (?<remote log name>.*) (?<remote auth user>.*) \[(?

<log timestamp>.*)\] " (?<request>.*)" (?<status code>.*) (?<response_size>.*)

Ashe g3} o] EA 5 e,

127.0.0.1 - admin [10/0ct/2000:13:55:36 -0700]
remote host=127.0.0.1

remote log name=-

remote auth user=admin

log timestamp=10/0ct/2000:13:55:36 -0700
request=GET /apache pb.gif HTTP/1.0
status_code=200

response_size=2326

VMware, Inc.
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vRealize Log Insight ¢ll ¢] A E #}<]

e o2 ol E ne S

el

th& 3= Apache 215 T 4

[parser|regex parser]

base parser=regex

format=(?<remote host>.* (?<remote log name>.*)) (?<remote_auth user>.¥) \N[(?
<log_timestamp>.*)\] " (?<request>.* (?<resource>.*) (?<protocol>.*))" (?<status_code>.*) (?
<response_size>.¥*)

127.0.0.1 unknown - [17/Nov/2015:15:17:54 +0400] \"GET /index.php HTTP/1.1\" 200 4868
remote host=127.0.0.1 unknown

remote log name=unknown

remote auth user=-

log timestamp=17/Nov/2015:15:17:54 +0400

request=GET /index.php HTTP/1.1

resource=/index.php

protocol=HTTP/1.1

status_code=200

response_size=4868

M5 18 Abg

regex T £47]E cLR FE B4 e b2 TR LA o vla] Bl £sE v ge] A& 2
T B4 G gt 2B TE EAG 5 dE Aol e AP TE B4 % regex T¥ ¥4 7
AL ALg ] A2 A EE Wl Tele] wAlA e

NGRS Qe B T 2471} glo] regex T B4 S el b A fol BAL Aol @ o
el Aol A A L. hg ol Ak B e A5E ABE F4L B Freh o] do] A £ ghel
ot AEE A Qe

(?<remote_host>\d+.\d+.\d+.\d+) (?<remote log name>.*) (?<remote auth user>.*) \[(?

<log_timestamp>.*)\] " (?<request>.*)" (?<status_code>\d+) (?<response_size>\d+)

JSON & EM7|
JSON % 24 7] TS A4} 2| Qo] JSON 15 Al g oz 5 24 &= ol 5o}

FileLog ¥ WinLog 4 7| & thell thal] CSV(H £ = 15 ) 7+ +
vlE JSON & 11t Log Insight ¢l ¢] A £ JSON ¢ +4 7] & 53 ++¢
T A7 = H A uk ek o},

7]& JSON T+ w4 7] 74 Log Insight ol o] A E& 53l JSSON & 1o 4] =& =5 FEg o,
JSON Z 7} ARAl & JSON WAl 5 £33 & 4 9= S4g JSON A A = el 74 4 7= RLE()
TAHE AREsle] S A E A9 AlE JSON A A 9] o] &5 AA g, 2ejul dld S aof tfaf] drgo] =
& olx x3x 5wl 84 o] F FHo o] o] Fx

ba) e o] Bo] A4 H 1t JSON Zof] of el
(e}

JSON T+t 47|+ fieldsel 1 & sl 54 A= AT ok
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JSON 712 EM7Y|'EHE ZM
fields 545 AF&3dlo] FAoA T B4 =5 x4 4 9l

o AEA P EAE g

oy

b

Fx A 7 2L A= ks JSON 849 A 25 AR @ of It o2& A5 JSON A
= AQ) AR T oF g e

>
—~

=]

= JSON Z oA 5 7 o] Ake] 45 Tt A ekl obs 845 fields rAlol gk w7 W

Eoupdeta g3 2 FEaf of g ot of2l ol & AEFAA L.

{"operation" : {"timestamp"
"2018-11-22T715:28:58.094000", "thread id" : "0x05673", "initiator" : "connector",
"log severity" : "info", "log message" : "Requested connection to the server."},
"operation result" : "success"}

m  timestamp, log_severity % log message®} - ull et&rell §l= JSON WA =E 7+t 4 6l
m ol dl & Az ok o] o FA A = vhg D= A S A g o operation_timestamp

="2018-11-22T15:28:58.094000" % operation_log_severity = “info’

[parser|json parser]
base parser=json
fields=operation.timestamp, operation.log severity, operation.log message

m  AA JSON MAE T =4 okl Aol o3k 7 2ob () LAHE Aol 2 2 3Fgh e

{"product name" : "LI Agent",
"operation" : {"timestamp" : "2018-11-22T15:28:58.094000", "thread id"
"0x05673", "initiator" : "connector", "log severity" : "info", "log message"

"Requested connection to the server."}, "operation result"

"success"}
m  operation /A 7 =AW o5 A S AR
[parser|json_parser]

base parser=json

fields=operation.*

s JSON 2] ofdll o] 7} 235 of glit of o] 9 54 Laut T
v gl AR Y FAelA ofallo] o] £4 QlHAF AEF T

"Records": [{
"object": {
"key": "/events/mykey",
"size": 502,
"eTag": "091820398091823",
"sequencer": "1123123"

VMware, Inc.

ok o] A9 4L JSON &1

89



vRealize Log Insight ol ¢] A & #+4]

b

"object": {
"key": "/events/user key",
"size": 128,
"eTag": "09182039000001",
"sequencer": "1123231"

"object": {
"key": "/events/admin key",
"size": 1024,
"eTag": "09182039547241",
"sequencer": "1123213"

R

A3 o)A key B size S4uF T LA o A S AR ete] v 225 AR

recordsO_object_key="/events/mykey"
recordsO_object_size=502
records2_object_key="/events/admin_key"

records2_object_size=1024

[parser|json parser]

base parser=json
fields = RecordsO.object.key Records(O.object.size, Records2.object.key,

Records2.object.size
o e oldo] 840 el key HEE T AW oy A& AR

[parser|json_parser]
base parser=json
fields=Records.#.object.key

o BE 2o T A Ha) Aok 3 fields w4 s AR o] A2 7] JSON T
it B e i o e

[parser|json_parser]
base parser=json
fields=*
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A A H e

Log Insight Linux Agent Bin I{7|X| |/

vRealize Log Insight =23 E & A}-&-3}o] Log Insight Linux Agent .bin @l 7] ] & A 71 & <= ¢l 1] o},
AN T AE

. FEZ 2328 A Y sudoE AHEEle] £E HE S AP ek

= Log Insight Linux Agent& A A 3 Linux Al = 8loll & 2glelar, Eln|d 2455 P
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Log Insight Linux Agent Bin 21 7] x| <% #| 7|
n FER 2398 sudo® AHEsle] EE WE S AP g

m  Log Insight Linux Agents A A gk Linux Al 22 Bloll = 19l8la, Huld £E& 9 5 pgrep
liagent® A & 3lo] VMware vRealize Log Insight Linux Agent”} A A =] o] A g -9l A 2kl g1
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sudo service liagentd stop W& E& ol A< Linuxel 7% sudo /sbin/service

liagentd stop %@+ A3l A e H .
2 Log Insight Linux Agent 7} & =& < = A 7 g o},
m  /usr/lib/loginsight-agent - H<= vle]fe] 9 gfolAla g1 &l E g g o},
m  /usr/bin/loginsight-agent-support - Log Insight Linux Agentell i gt #] &1 # &5 A 4]
Sz ol A5 o,
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m /usr/lib/systemd/system/liagentd.service
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1 liagent.ini ¥t%& £3sle EH & o]t
9 AA A=
Linux /var/lib/loginsight-agent/
Windows $ProgramData%\VMware\Log Insight Agent

2 "HAaE AR 7oA liagent.ini A& o},
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3 liagent.ini 3% ¢ [logging] Al 22 Hua +5F

3 oy 2 o] =545 vRealize Log Insight Agentoll v A = d &= AR o}, 7] 2 3ho] A A
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FEIEEFH B ARE ZﬂJ—o}U% -] Al A S Sl o

A ge 0 v : | 3l
AAHYE el FE 2% AY ARE AT FF 13 FF 25 VMware A Aol 4 L7
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; The level of debug messages to enable: 0..2
debug level=1
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Invalid settings were obtained for channel 'CHANNEL NAME'. Channel
'CHANNEL NAME' will stay dormant until properly configured
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