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2 Alt + F1& =8 239 ZFZEC JA 2T & 2a0FYH
3 #chkeonfig BB S A F Tt

4 sshd AMu]27) S48 7 #ehkeonfig sshd on ™ % & 28 3t}
5 #service sshd start B &= A3P3st] sshd B =& A2 T
6 #service sshd stop B#E & At sshd A¥| =5 FA Pt}
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o] & 59 ddste =22 #HA A S AddloF FUTt.
AQ =2 o E AFESIA] s A3y Ao #ak Ade A2 AT AllowGroupsE AFE-3Fe] SSHell

Al 2=
HAl =g 5= leAsh & 25 su WS AHEste] FER 2O £ A E H2ESoF §YH

1 RER 2acldn og ¥Ee AP
# useradd -d /home/vropsuser -g users -G wheel -m

# passwd username

DL AllowGroupsol A SSH AA 27} 715822 XA E 258YUTH B2 1858 o8 7)) Frtste
H -G wheel ,sshd& AF&-3FH A2

2 Y AeAE ABen 95 By 4AE B A 9

il
)
of
i
L
IV

# su - username
username@hostname : ~>passwd

3 (#)PermitRootLogin yes= PermitRootLogin no® A 3F= W2 & /etc/ssh/sshd_config WL S 474 3}
o] SSHell tigt A ZadS AAZYTE.
4 29

FEZ Y 209& AME5H] FEE AFUG. JEH oz FslE o ZtoldndA e EES I
FEof A EZO] st "F AFUTH FQ BRI E 913 BElA AP S st & A 27 7Fe Ao o
3 ole3k AFE H A su root) ¥ Fol= FER /etc/securetty FL S HFS ttyl FES consoleR
oA sk A A -E%E ilo S AMESHA] BEE Ao,
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2E VMware 7Hg o] Zgto]d ~o & libwrapped thZo] A ~d ¢+ & YEYA /\1391% tcp-
supported &2 &3 AT = J== = tecp_wrappers H71A 7} TF UG, 71E

2 /etc/hosts.allow L ell= Bl Ao thgh BE HA~E &&= AuF =<l sshd: AL ALL0W7P 3z
StEUTE o] ANAE Z2F o] g Algtdl] HASHA Al L.

Z2AA

1 "92E AH7)dA 7Md A Zo|d s TAE A|2E Jetc/hosts.al low FL S FYT.

2 9 A It FES 2 TAE & 9 A YEYZ BT ¥ =E AAst] S
LERCAig R h=
sshd:127.0.0.1 : ALLOW
sshd: [::1] : ALLOW
sshd: 10.0.0.0 :ALLOW
ol doMe BE 2 S2E A2 H Feto|AdEVE 10.0.0.0 A BT A Fast= AZo] 3183
Ut

3 Z2E olF, IP &, FODN#H13t8 =v<l o] F) % F2¥ F i gdst= Ee A 2=F IDE F7}
ot
H

|t

I ZA|A
1 Jetc/ssh/*key.pupell $1X3 T4 S 2E 7] Hd & FU}.
=

2 Ul afAIL FEQA, D59 A4 FEQA, e ALg Aol 06442 HYHAEA
Qg

4 Jetc/ssh/+keydl Y& M TAE 7] 9IS Bt}

2 OFY afAE FEAA G gL AHE Aol 060022 A HA=A Sy

| ZgEUL Asae 74
| gutesl ABEAeA el
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ZEAA

1 Jetc/ssh/sshd_config AH T4 FL& Fa AHo] gutEA] A},
23 A A
AW 2 Z2EF Protocol 2

45 Ciphers aes256-ctr,aes128-ctr

TCP H& AllowTCPForwarding no

AH AolEge] XE Gateway Ports no

X11 A& X11Forwarding no

SSH Av] 2 AllowGroups =& At&ste] dAl27t 81 &5 = 155 A
atal AH] 2= Abgo] §&EHE AMEALY] B OFd FAAE U1
gyt

GSSAPI 1% GSSAPIAuthentication no(AH&-3A] e 73-%)

Kerberos ¢1%& KerberosAuthentication no(AH8-3t4] &+ 2 %)

27 ¥4 (AcceptEnv 22H 541)

L

disabled by commenting out =+ enabled for only LC_* or
LANG variables® A%

B 74

PermitTunnel no

HESZ A

MaxSessions 1

dAE wE HA}

Strict Modes yes

UsePrivilegeSeparation yes

RhostsRSAAuthentication no

4= Compression delayed =& Compression no
AR Q1S 2= MACs hmac-sha1
AEAE AA 2 A S PermitUserEnvironment no
2 WA ARE AR HLe BHUD
Het A Zefo|dE 4 73}
Aosml 48 BUEY ZaAlse) QR e, b ol Eelelds BAE AEle SSH FelAE 74 o)
A& AEsI= W oZ SSH ZEoldE A3 E F2lsted VMware Ao whet FAAE A=A &3]
of T}
Z2AA
1 SSH Z2te]dE 74 3 Jetc/ssh/ssh configs @i F2H 4 AMAe] dAo] &ulEx &elgt
ok,
A4 A3 Al
Zeo|dE Z2ES Protocol 2
Feo]|AE Alo|ESlo] £E Gateway Ports no
GSSAPI g% GSSAPIAuthentication no
24 W4 (SendEnv 2248 $4) LC_* =& LANG vt A%
CBC ¢=% Ciphers aes256-ctr,aes128-ctr
WA)Z] Q1F F = MACs hmac-shal 3o A5t Al-&-¢
2 WA e A4S e g et
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FEZ AY 23Ade AL UESF 4A
NeAow, Fohe o Behold s A BES Agete] FER 44 218 5 dFUh Bl Best
al

142 AAST su-root WH L AL gate] A oA 27k Fhs @A o

PracticeZ, ¥4 WA & #g &AL A
s o] AF S HAES FoE A 2a90S AL EeE A3 & syt
A5 ZA4

N AR FE 2008 A HES e A0 Asded B4R GAAT S PEA HAES
k<)

1 FE=R 27953} /etc/securetty LS FHEU T}
EIZEA o] Fdof] A AT F JFYT

2 ttyl F5S console® A Y T},

@elz} ARl el SSH AT AHgatn] =S 43

Hob mH Abglo whe} #ejal Al didl SSHE AM43kA =% 44 & st
vRealize Operations Manager admin A% 2 Llnux admin A% & FLg 45 E AFEFU T

#eJ 27t SSH A 2~ 5 AMESHA] RetEs A4St e SSH A& 27}
vRealize Operations Manager admin A% 2 DPL T2 ARl WIE Bl e An s AF

of et 2218 th3, admineolt FE F Hglo] & } }i Ags B2 Heto] ZHslg YT},

ZZAA

1 Jetc/ssh/sshd_config T+ S HF YTt
28 ¢ UAFY

2 Tdo] o}F 3o} DenyUsers admin &5 F7Feta 3d & Ao},

3 sshd AW S Al A &3 H service sshd restart B8 S Ao},

Wy T2IEJA o] g A4

H =z A

FE 2¢ JdF 2A
HAY o] Bebd AFEeW VMware 7HE ol Fgteld 2o RE 2o AF5S AT Al2H]
RE 2dd) 15& Bow 4 ke 4¢ iow Al zselo] A sk AHEALE Al 2El BE S
ZASAY Y AR B §4 WE RER BRG] Auls AR BE e A zsw dhas fEE
T AdFUT
HE 26 Q5E VMware 71 o o]l JlRHon 44EA) or2 GRUB MAMEE 4
datel RE 29 A& 7o FUT
Z2AA
1 7V o1&kl d 29 /boot/grub/menu. Ist I+L ol A password ——mds <password-hash> &-& Zto} & H|Z

tﬂj’_ﬂ' )\/\1_. ] %qujr

2 HEHzIF e AF 7Y o Eefol Aol Al # Jusr/sbin/grub-mds-crypt 8 E = AP FUT)

MD5 B 5 7F s a1 Wi el mdb siA 25 & AT EUT

3 # password —-md5 <hash from grub-md5-crypt> ™8 % =

>
o
ol
ok,
L
=
g
g
fot
i
=3
D
>3S
c
2
=)
©
9
_l
N
N
ol
A
v
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- O A< A
AFEA} B A B BE QS
Nz"olN fES FE QS glo] @Y A8 B §4 BE RER RES £ g 39 vd AHEA
e fA HE RES 5ESE RE ARG Aswe RE g A2 F Y Aol P
Y},
Z2 A4

®  Jetc/inittab FL S AES I Is:Siwait:/etc/init.d/rc S E ~~:S:respann:/sbin/sulogin® 27 Zo] W}

B 93 th

28 & e AR 2UE

71E AR Al e RUBE st B8 a9 AHEA Al o] AlAHAEA el o gt

Z2AA

i)

®  jost.~ # cat /etc/passwd BEH S A3t Do HA AR AF S EAFYUG.

[¢]

bin:x:1:1:bin:/bin:/bin/bash
daemon:x:2:2:Daemon:/sbin:/bin/bash

haldaemon:x:101:102:User for haldaemon:/var/run/hald:/bin/false
mail:x:8:12:Mailer daemon:/var/spool/clientmqueue:/bin/false
man:x:13:62:Manual pages viewer:/var/cache/man:/bin/bash
messagebus:x:100:101:User for D-Bus:/var/run/dbus:/bin/false
nobody : x:65534:65533:nobody: /var /|l ib/nobody: /bin/bash
ntp:x:74:106:NTP daemon:/var/lib/ntp:/bin/false
polkituser:x:103:104:PolicyKit:/var/run/PolicyKit:/bin/false
postfix:x:51:51:Postfix Daemon:/var/spool/postfix:/bin/false
root:x:0:0:root:/root:/bin/bash

sshd:x:71:65:SSH daemon:/var/lib/sshd:/bin/false
suse-ncc:x:104:107:Novel | Customer Center User:/var/lib/YaST2/suse-ncc-fakehome:/bin/bash
uuidd:x:102:103:User for uuidd:/var/run/uuidd:/bin/false
wwwrun:x:30:8:WAW daemon apache:/var/lib/wwwrun:/bin/false
nginx:x:105:108:user for nginx:/var/lib/nginx:/bin/false
admin:x:1000:1003: : /home/admin:/bin/bash

tcserver :x:1001:1004:tc Server User:/home/tcserver:/bin/bash
postgres:x:1002:100: : /var /vmware/vpostgres/9.3:/bin/bash

g & IF 2YEA

71 2% 9 7EYE BUHEHYS 8283 aFoly OF dA AT AAEADEA Aok Pt
=2A7
€  <host>:~ # cat /etc/group BH S Addte] Fod AL OF L O2F FAAY AFE A3

audio:x:17:

bin:ix:1:daemon

cdrom:x:20:

console:x:21:

daemon:x:2:

dialout:x:16:ul, tcserver,postgres
disk:x:6:

floppy:x:19:

haldaemon:!:102:

kmem:x:9:
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3% vRealize Operations Manager 2 2<F +4

mail:x:12:

man:x:62:
messagebus:!:101:
modem: x:43:
nobody : x:65533:
nogroup:x:65534:nobody
ntp:!:106:
polkituser:!:105:
public:x:32:
root:x:0:admin
shadow:x:15:
sshd:!:65:
suse-ncc:!:107:
sys:x:3:

tape:!:103:
trusted:x:42:

tty:x:5:

utmp:x:22:
uuidd:!1:104:
video:x:33:ul, tcserver,postgres
wheel :x:10:root,admin
www:x:8:

xok:x:41:
maildrop:!:1001:
postfix:!:561:
users:x:100:
vami:!:1002:root
nginx:!:108:
admin:!:1003:
vfabric:!:1004:admin,wwwrun

vRealize Operations Manager 2|z} v|2H S A2 A (Linux)

Hot i Al 2, vApp BE Linux AX|d dd Linux 22 2H 9
vRealize Operations Manager B2 355 A3 & = dHFYLh.

ZE2AIA
1 waH xzo 97 &4 FEZ 234

2 $VMWARE_PYTHON_BIN $VCOPS_BASE/../vmware-
vcopssuite/utilities/sliceConfiguration/bin/vcopsSetAdminPassword.py —-reset B8 = 4

o) WAAE U,

VMware o] Ezlold XA NTP +4

el

ol
=
i
(=
m

A 7F Aol a3 A9 VMware o] Z ol 2o S2E A7t 5782 AL &3] $=2 A3 stn
NTP(Network Time Protocol)E A&t A 2. AIZF & ]§‘r°ﬂ MEIS = 9l 94 NTP AHE T+
dalol Yt NTP AW E 212 & e Al Aol ALY, A 228 4= e Az A} F7]

g5l ol vt

VMware 7 ol Edolel sl 58 NTP e 5713k A vl 28 A 23 e NTPE 7124
o A BES AYH] YoBE £Fow Pk Gk Hed A%, TREH AN
NTPS Aste] 88 A % 21 54 158 Bl A8 491¢ 24510 g0z o443
42 (9L BATU NTP 5t S0 e A% Fee NTP § Ao ES F28H4

NTP 7+ gt o] 3= 2 o] Eeko] A 2ol A Jete/ntp.conf L JYT
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ZZAA
1 713 oZeeld s E2E A AH”loA Jete/ntp.conf T4 LS F
d AFHE root:rootE A3 YT},

2
3 TS os40°o= AP
4

hil)%

Y.

NTP Mu]zd] tlg DOS(MH A AR 37) SZF 349 98 &d3l7] 98l /ete/ntp.conf FL
= €3 restrict 0] FL] YEh=A] g3t

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5 WA AFE AYetn U e Y,

NTP HoF &l that A4 &
http://support.ntp.org/bin/view/Main/SecurityNotice &5 =234 A 2.

Linuxell4 TCP Eld&R= S22 AHEshA ¥EF 244
TCP B 291 $9S AHgahd 97 S2E
F g w3, 93 29 A 3

S,

ECRE

® Linuxels TCP Bt 28l g5te ALgalx ebws 44 g,
;

a sysctl -w net.ipv4.tcp_timestamps=0 %< A3

Yk,

b 7] sysctl.conf Il ipva.tcp_timestamps=0 @t F7EYtt.

FIPS 140-2 =t &3}
vRealize Operations Manager 6.3 o4 #2827} &A1= &= OpenSSL WA FIPS 140-2
S WgHFYTh &, FIPS R 71EA o7 A3t AR EH5y.

FIPS =7k 248t FIPS /15 95 dxelS5 AHgalof ate Bet 5 87 Agol 3l
FIPS RE=S 245t &+ dsUth

rr

3%

Z2AA
1 mod_ssl.so < giASEE o BE S Ao,

cd /usr/lib64/apache2-prefork/
cp mod_ss!.so mod_ssl.so.old
cp mod_ss!.so.FIPSON.openss!1.0.2 mod_ss!.so

2 /etc/apache2/ssl-global.conf IS HH ] Apache2 A4S F3T U,
<IfModule mod_ssl.c> &< A3t ol Zol| SSLFIPS on A H & F7FgY ).

4  Apache 742 A7 3219 service apache? restart 8% = A3 o).
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3% vRealize Operations Manager 2 2t +4

A < dlole e TLS

Heb By Abd =, Alzglo] Het AF Ad el mEE =] Sl dy T

Apache HTTPDel & Z2EF 9| Sul& AHE- &9l

SSLv37} AHEshA] == A HY
=

vRealize Operations I\/Ianagerﬂl/\it Z1EH o=z SSLv2 ¥

o Al 2ElE G WA 8] Aol RE 2= B o ZREZS ALEEA] GRS AR oF 3
Sh=

Z2A1A

1 WY ZEZE

ol A grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf | grep

-v '# HE S Adste] SSLv2 2 SSLv37t AMEEHA] FEE A A=A A
Z2EZo| AMESHA] FEE Ao 9l oW B oA SSLProtocol All -SSLv2 -SSLv3 & & & WHEHE}
A=

2 TLS 1.0 Z2EZE AE31A] FEF st H W ZFZEA sed -i "/ ["#]«SSLProtocol/
cWSSLProtocol All -SSLv2 -SSLv3 -TLSv1" /usr/!lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf ™
3¢ Ay

3 Apache2 AW E A A2l A ¥ ZEZEC|A Jetc/init.d/apache? restart 8% =
o}

i

R

)

Y

GemFire TLS & = Z2EF | EulE AME <l

vRealize Operations ManageroldE 7122402 SSLyv3E A1&38H7A] =2 Ao dFUtt. Al
28]Z o wAey] Aol RE RE WA oA gt ZREZS ALESHA] s AR ok Pt
ZZAA

1 ZEEZe Aglus 4YHYEA HAYUT TRETo] AgHES HPHAEA el
7} wroA the BH e g,

grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'
o’ Az

cluster-ssl-protocols=TLSv1.2 TLSv1.1 TLSv1
grep cluster-ssl-protocol /usr/|ib/vmware-vcops/user/conf/gemfire.native.properties | grep -v '#'

ol 23}

cluster-ssl-protocols=TLSv1.2 TLSv1.1 TLSv1
grep cluster-ssi-protocol /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties | grep -v '#

o A7t
cluster-ssl-protocols=TLSv1.2 TLSv1.1 TLSv1
2 TLS 1.0= AH&sHA == A4yt
a url/adminol A #E R} AREA}F Q1B Flo] 22 o] FHUTH
b 2=egelow HIS FIY
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22

¢ SSLv3 ¥ TLS 1.0 Alg3lA] =5 438 ths B S 233y
sed —i "/"["#]*cluster-ssl-protocol/ cWcluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.properties
sed —i "/"["#]*cluster-ssl-protocol/ cWcluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties
sed —i "/"["#]*cluster-ssl-protocol/ cWcluster-ssl-protocols=TLSv1.2
TLSv1.1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties
Zt == giE o] dAE vEI T
d B4 AR AE|se] 22 o] BHTh
e 2oz AsbS FYgh
3 TLS 1.0& 9A] AH&3t=es Ayt
a FHYA AFEA QI H o] 22 o] Fdte] FElAHE exagloR MYt url/adnin
b L=gqlez Asks FYF )
¢ SSLv3 % TLS 1.0°] At&-3HA] =& A HA =R FQlstad s HH & AP Fr}.
sed -i "/"["#]*cluster-ssl-protocol/ cWcluster-ssl-protocols=TLSv1.2 TLSv1.1
TLSv1" Jusr/lib/vmware-vcops/user/conf/gemfire.properties
sed -i "/"["#]*cluster-ssl-protocol/ cWcluster-ssl-protocols=TLSv1.2 TLSv1.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties
sed -i "/"["#]*cluster-ssl-protocol/ cWcluster-ssl-protocols=TLSv1.2 TLSv1.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire. locator.properties
Zt 2= gig) o] dAE whEIY )
d  #HYA AFEA QIEH o] 22 o] Fdte] FelAEE 28led AT},
e 2eelez AsS FYIYY
2383 ¢35 A143l=E vRealize Operations Manager 74
el Bt fdl AEed 45 E AH83t=E vRealize Operations Manager 74 845 T3l oF
gUT 4 BET HANES AR ARG GE AL MBHHAAN L. vl BB Fau
st S 2 7] A7 E AHESSIE R AT 3, A AR G5 E T4 %“41’/}
71 2&H 2 2 vRealize Operations Manager7} DHE 7] w3t A83to] s 52 AME3HA] =
= 4GP A2ES TRUH 870 WAehy] del RE 2E wuNdN $UR A%P FE 1F
& AHgEA R Aok T,

(<] | = o
A st Beh A Abelo] FAEE Esh ghael wel TLS AAel 41§
o] A4 gyrh,
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3% vRealize Operations Manager 2 2t +4

Apache HTTPDell & %% 259 gulZ g el
wotS Hulstslr] 98] Apache httpdell & 43 289 LulE A& EQlaHA Q.
Z2AH

1 Apache httpdell Y= 43 259 282 AMES SQsleW HE ZEZE|A grep
SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf | grep -v '#' HH S A3

SES

Apache httpdel4 £wte ¢ 280l AH$5n 9o™ o] the 23L waFI
SSLCipherSuite kECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM: KECDH+AES : ECDH+AES :RSA+AES: 1aNULL ! ADH: EXP: IMD5: !
3DES: |CAMELLIA: IPSK: ISRP: IDH

2 93 aFe &ulE A TASEE By ZEZENA sed -i "/ [ #]*SSLCipherSuite/
cWSSLCipherSuite KECDH+AESGCM:ECDH+AESGCM:RSA+AESGCM : KECDH+AES : ECDH+AES :RSA+AES :#W! aNULLW ! ADH:W!EXP : W!
MD5:#!3DES:W!CAMELL | A:W!PSK:W!SRP:W!DH" /usr/!|ib/vmware-vcopssuite/utilities/conf/vcops-apache.conf
ge Aaguch
1A A 32 28R o o] S Ad3yrt.

o] W% & DH % DHE 7] ¥ WA =g AHg3she BE 9% e A3 2= 43P,
WY LEZEA Jetc/init.d/apache? restart B H & AP 3te] Apache2 AHE THA] Al 23T,

4 DHE A AlEsleE Aysteld B TEZTE XA sed -i "/ ["#]*SSLCipherSuite/ cHSSLCipherSuite
KECDH+AESGCM : ECDH+AESGCM : RSA+AESGCM : KECDH+AES : ECDH+AES : RSA+AES :# ! aNULLW ! ADH: W ! EXP : ! MD5: ! 3DES : !
CAMELL IA:W!PSK:#!SRP" /usr/!lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf ™ % & A&l <

% aFolA ipHE A AT
Z Eo|A] Jetc/init.d/apache2 restart HH & A3t Apache2 AHE GA] A2 Y.

o]

o1
o,
ol
(K
ot
(K

GemFire TLS #E2el J= ¢ZE 252 2vlE AHE
kS Hdistetr] A8 GemFire TLS @58l e 95 259 e AHES ElstA L.
Z2AA
1 @s agel AEHES AHAEA B 2} e N 0F 35 AYshel Tz E Do) A
ot A HA=A ST

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'

grep cluster-ssi-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep -v '#'

grep cluster-ssi-ciphers /usr/|ib/vmware-vcops/user/conf/gemfire.locator.properties | grep -v '#'
2 SvE s aFE FAEYH

a  UAL/adminol A A} AREAF Q1B Fo] A28 o] FRU T

b ZHxHE exeRler Agsiyyl exedo g HES S I
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¢ &WE 9E 1§E AN e BT 4P

sed -i "/"["#]*cluster-ssl-ciphers/ cicluster-ssli-
ciphers=TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256" /usr/|ib/vmware-vcops/user/conf/gemfire.properties

sed -i "/"["™#]*cluster-ssl-ciphers/ ccluster-ssi-
ciphers=TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256" /usr/lib/vmware-
vcops/user/conf/gemfire.native.properties

sed —i "/"["™#]*cluster-ssl-ciphers/ cifcluster-ssi-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256" /usr/|ib/vmware-
vcops/user/conf/gemfire. locator .properties

7t e ta o VA MR
d GRUadninel A )AL L8R QLB s 2 o BT
e eldlez MBS TYFUT,

EASAE dAZAA TLS AF&

7124 o2 PostgreSQL HlolgMlo]lARe] 2AFAE A TLSE AM43A d=x A=l AUk
Yt TLSE AH&-3stel® OpenSSLE Al AHE A5HE APA U AA AFAE AlFaloF T
t}.

PostgreSQLZ9] 24 ~E AZd| TLSE A&t ¥ ths A S ¢34 A 2.

1 “OpenSSLZ A4 Q242 44 Ex A2, (24 7o|A)
2 “PostgreSQL SlsA A=A, (24 #He]A])
3  “PostgreSQLeIA TLS AH&," (25 = o]A])

OpenSSLE zHAl| IAFAE AR == AT

PostgreSQL dlo]Eulo] xR AT AE AZo| TLSE At
OpenSSLE 24l A ®E JASAE BEeAY AA ASHE

B OpenSSLE AA AW E JASAE Adstad tha BH S dPsA 2.

openss| req —new —-text -out cert.req
openssl rsa —in privkey.pem —out cert.pem
openssl req -x509 —in cert.req —text —key cert.pem —out cert.cert

B A ASAE AFstE vE dAE FASHAIL
B CAcerts.crt U9 AFH S postgres®E FH FTh.
B postgresql.conf U HX 3] ssl_ca_file = 'CAcerts.crt AAES 3o},
FAE AHEStE Folgtd 3 2 FE CA A5 7F 284 CAcerts.crt I
d& L e FrhaoF gyt
PostgreSQL &4 A
PostgreSQLZ<] &

i)
}01'

Eo| TLSE Al&3l81™ PostgreSQL ASA & AX 8ok ).
=2 A

1 cert.pem IS /storage/db/vcops/vpostgres/data/server .key & BAFFY T

2 cert.cert B9 /storage/db/vcops/vpostgres/data/server .crt@ HAFEUTE

3 chmod 600 /storage/db/vcops/vpostgres/data/server .key "8 % = A3}
!

chmod 600 /storage/db/vcops/vpostgres/data/server.crt ™8 S A a3},
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3% vRealize Operations Manager 2 2t +4

5 chown postgres /storage/db/vcops/vpostgres/data/server.key 2 chown
=i}

postares /storage/db/vcops/vpostgres/data/server.crt &S A3 Eo] server.crt 2 server.key 9
2FAE rootoll A postgres® WA Ut

PostgreSQLelA TLS A&

PostgreSQLZ9] 2AEAE AZd| TLSE A143l== 321 W postgresql.conf FL-& AY e oF
=

ZZAA

€  /Storage/db/vcops/vpostgres/data/2] postgresql.conf LS TR 1L -3 o] MATIYY,

a Set ssl =on.
b Set ssl_cert_file = 'server.crt'.

¢ Set ssl_key_file = 'server.key'.

K3 Fofof 3= eS| AlolA 2ax
Het B AR, fEeAlolA glaart Bos A 13y
ofef o] @Al wa} o FjAolA Blhxrt HEHEX FAFYT)
Z2A1A

1 Find / -path /proc -prune -0 -type f -perm +6000 -1s & & A& sto] w}do] Sul27 o€ SUID
9 GUID BlE7} AR5 o] glEx] goldht),

e B2 eyt

354131 24 -rwsr-xr-x 1 polkituser root 23176 /usr/lib/PolicyKit/polkit-set-default-helper
354126 20 -rwxr-sr-x 1 root polkituser 19208 /usr/lib/PolicyKit/polkit-grant-helper
354125 20 -rwxr-sr-x 1 root polkituser 19008 /usr/lib/PolicyKit/polkit-explicit-grant-helper
354130 24 -rwxr-sr-x 1 root polkituser 23160 /usr/lib/PolicyKit/polkit-revoke-helper
354127 12 -rwsr-x——— 1 root polkituser 10744 /usr/lib/PolicyKit/polkit-grant-helper-pam
354128 16 -rwxr-sr-x 1 root polkituser 14856 /usr/lib/PolicyKit/polkit-read-auth-helper
73886 84 -rwsr-xr-x 1 root shadow 77848 /usr/bin/chsh

73888 88 -rwsr-xr-x 1 root shadow 85952 /usr/bin/gpasswd

73887 20 -rwsr-xr-x 1 root shadow 19320 /usr/bin/expiry

73890 84 -rwsr-xr-x 1 root root 81856 /usr/bin/passwd

73799 240 -rwsr-xr-x 1 root root 238488 /usr/bin/sudo

73889 20 -rwsr-xr-x 1 root root 19416 /usr/bin/newgrp

73884 92 -rwsr-xr-x 1 root shadow 86200 /usr/bin/chage

73885 88 -rwsr-xr-x 1 root shadow 82472 /usr/bin/chfn

73916 40 -rwsr-x——— 1 root trusted 40432 /usr/bin/crontab

296275 28 -rwsr-xr-x 1 root root 26945 /usr/1ib64/pt_chown

353804 816 -r-xr-sr-x 1 root mai | 829672 /usr/sbin/sendmai |

278545 36 -rwsr-xr-x 1 root root 35792 /bin/ping6

278585 40 -rwsr-xr-x 1 root root 40016 /bin/su

278544 40 -rwsr-xr-x 1 root root 40048 /bin/ping

278638 72 -rwsr-xr-x 1 root root 69240 /bin/umount

278637 100 -rwsr-xr-x 1 root root 94808 /bin/mount
475333 48 -rwsr-x——- 1 root messagebus 47912 /1ib64/dbus-1/dbus-daemon-1aunch-helper
41001 36 -rwsr-xr-x 1 root shadow 35688 /shin/unix_chkpwd

41118 12 -rwsr-xr-x 1 root shadow 10736 /sbin/unix2_chkpwd
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o

2 find / -path */proc -prune -o -nouser -o -nogroup B < A a3t vAppY EE Fdo LHFA7) 9

£ Felgyeh,
Anot EAEA gom RE sele] AfA7E e AUt

H
3  find / -name "x.*" -type f -perm -atw | xargs Is -Idb HHE = A3l vAppel RE Lo tidt A}
£ Hd3S HES ] ZE Fdo] BF 7] 73 (world writable) 3t o] obdx] gl
Am gt A= xx2 AHE Aol E3E A= < Hu o

4 find / -path */proc -prune -0 ! -user root -o -user admin -print 8% S A3Pste] SulE ALEx7} 9
A& Lfstn JeA FAFY.

A37F A EA] oW BE FUo] root =E adnin®l 3l A YUY

5  find /usr/lib/vmware-casa/ -type f -perm -o=w 8% = A3W3}] /Jusr/lib/vmware-casa/ T P E 2] o] 3L
o] =% 27| 7453 (world writable) o] oldx] &olgyc},

A7} BAH A sobob Futh,

6 find /usr/lib/vmware-vcops/ —type f —perm -o=w %= A3}
do] »F 27| 7}58 (world writable) 3t o] ol dx] golg ),

A7F ZAIHA eotof T,

7 find /usr/l ib/vmware vcopssuite/ ~type f -perm —o=w H#E = AP35}t Jusr/Iib/vmware-vcopssuite/ Tl &
9] gdo] BF 7] 7sd(world writable) 3t o] obdx] &1},

A7k EASA okl Fuleh,

PostgreSQL &&}o]dE AF FA

26

ZEHO|AE AFTE AL EF A 2®lS 14T F dFU. 24 48] JAF2 AMSIIEE Al2"ls +
AE F AdFYUT. o]ZA A vlolgulo] 2~ FHFAE TS RE 22 AFEAL HEH & glo]
PostgreSQL *}*OLX]'i AAE F dFUY. S Yol & FHeE e AT BE 22 AFEA Al
gt =2 227 fle A e vUE I35 B S AHSAIL. 7EH 2= mdb Wil A EY
g REE 2 d s E AZdd mds7t AR E A =R FRIFHAl
postgres MH 22 QIZE 2o &k SfolAE A5 74 A%

< /storage/db/vcops/vpostgres/data/pg_hba.confoll A 2t XL° FUHsUY. R 22 9 $2E AZ| mdb
7} AR o] =R RIS Al
postgres repl AB] 2 I2E 2o e FeoldE AT 74 4%

L /storage/db/vcops/vpostgres/repl/pg_hba.confoll Al 2 4 Ut e 224 U S 2~E A4 mdb

7t A Eel A FAGAIA S

#3 postgres A&7t Ag Al td FekoldE 74 AP e FAA vHIAS.
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3% vRealize Operations Manager 2 2t +4

Apache T4

U HAED Folus|E AgeA =T 47

Hek w¥ Al 2, AL8A} YRS RobE 5
A

dadge] 53 40 &2 9o A +

20
i
Y
fot
O
E?‘J
<
o
o
e
fm
&
5
K
f
N
N
~
N
o
_or\,

Z2A4

¢ RE e g ¥ g e Folr |7} ALK FEE AGHAERA GAFU
H2E A7) A Jetc/apache2/defaul t-server . conf 2 Jusr/lib/vmware-
vcopssuite/utilities/conf/vcops—apache.conf U= a‘/]‘:]'

b 7} <Directory> HFENA] | Fal= Bl 2o g Indexes F4°] Options =l Al A& U=A]
gl gyt

o))

Apache2 AW 2] AE FE A|A

Apacheol= F 7R9] #1Z Common Gateway Interface(CGIl) 23R ES] printenv ¥ test-cgi 7}
Eo] dHUT &9 A AWl 94 gt 14 84T ¥ ool YT, o) A 8 AR F
ARl Al Al 2~dlo] et 83 RV =29 4 JdFUY.

Het 2R AN E ogi-bin TP EZA CGl 2AHEE A FY T
Z2AAH

®  test-cgi Z prinenv 23 Y EE A ASIHAE rm /usr/share/doc/packages/apache2/test-cgi %
rm /usr/share/doc/packages/apache2/printenv ™% S 23 gt}

Apache2 AW ] Ay EZ &<l

A2 B8 Z2A e AR0E Apsche2 Aulel A¥] E2E HASIAL HTTP 5l § A
S 2t e PN BES EFT F 95U FRAE LF8 HTML slol4, 9 A #3

9o, e A4 L w9 Ash A28 FEs TgEUD of Pue oo el et 8%
=70 A8 glol 28 RS AT,

A A1 & ServerTokenst Prod® A7 soF stUt}. & 59 ServerTokens Prodd Y th. o] A A|E& F&o]Ad
Eo oA AEEHE AW 7 wEE = £ A A% 2 Agdd BE JERE TFIA] {1 E
Aol YTt
ZEAA

1 A EZE 83t W cat /etc/apache2/sysconfig.d/global.conf | grep ServerTokens 8 % <= A 3 g

=

2 ServerTokens 0S5 ServerTokens Prod@ 7% 3l# ™ sed -i
's/W(Server TokensWst+#) 0S/W1Prod/g' /etc/apache2/sysconfig.d/global.conf 8% & 213}

oot

o,
Apache2 A#® 2] Trace WA= A& <t g

EE £9 494 AR AHesH BEA e Akol Yent HolEst £49 £ gtk dol
E7b 22E ALES WA Aa HTTP Trace MIA S AL8a1A =2 A @
=2

1 Apache2 AW Trace A =5 &1 grep TraceEnable /usr/lib/vmware-
vcopssuite/utilities/conf/vcops-apache.conf "8 % = A3 ).
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o
oY
o

2 Apache2 AW Trace I =5 A1E831A] &5 At sed -i "/~["#]*TraceEnable/
cWTraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-apache.conf & & 23] ght},

74 REE AHgEHA REE 47

Best Practice® vRealize Operations Managerg Ax], 74 £&
S FAst] AX #H BA a2 @ g S AR A E 5 dH5UT

WA Abgto]l AR BoE =X ZRlstr] ffaf ojelg W7 A1 Zhzte] s 7tg 215 Adsta A
AT 74 WA Abgo]l AR BaEER] G432 G A WA Algs Eitﬁ* el A& PX]
nh Al 2

o8tz 4 £ZESS T4 24 3
Hol 9188 Zol#W vRealize Operations Manager £2E Al 28lo| X o] 2e& LT ES

AARA e mE 2TESOE AxGA] DG A L Ber my Aelel utek 2ol met Pt
WY % A LA e

USB dlz 2E2]2] x=]7] Bt
USB m# ~Eelx] Ael7le] nete A gato] 7|24 02 vRealize o Eetold e REHA FES

Q.
313 VRealize o Fekol Aol 4] USB tlubol s Hel7] 2 AHgsts Dol YL=s sl Al e, ZA4
A7t o] A2 71E ohgdtel o 2ZEAE B F DI

5

Z 24
1 ®2E #HF 7] A Jetc/modprobe.conf.local FL S FUtt.

2 install usb-storage /bin/true &°] L] YeEfYE=A] 1Y},

3 4 ARt 25U

=)

Bluetooth ZTZEZ x]2]7] Het

vRealize 91 Z&}o]d~9] Bluetooth Z2EZ A 2|7]o BtE A&3te] AAH THAA7} 488 &

NES Al L.

Bluetooth Z2EZS U EH A 28 v dgst= X—VE}% 2 ast 2B FA FHeo| FtE
T F4YT}. Bluetooth ZREZ AF|7] BEo] 7|24 22 vRealize o &gtold 2o REHA] FE
= A L.

Z2ZAA

1 ®AE #HF 7] A Jetc/modprobe.conf.local LS G},

2 install bluetooth /bin/true &°] o] 3t Yept=2] Ayt

3 A At 25yt

g

SCTP(Stream Control Transmission Protocol) X<}

SCTP(Stream Control Transmission Protocol) ZE°] 7|22 2 & vRealize o] Zglo]d ~o &

THA FEE A . A FAAI} o] ZREZS ohESte] Al Aa'S ERAIZ F dFUH

Aojgos Bedd & @ SCTP RES sk ¥ug Al2d$ AU, SCTPE A4

e IETF 2& A% 1 ZREZIYUL o] ZREZS VEND 29 ulgaE saES] 34

Aebide] TARUL. ddel SlE 24 TeAst o LeEaE gl 24 4W Ade Lok
2 A s E;ﬂoiiczﬂ—z’:% yrtt.

op ol)]:

VMware, Inc.



3% vRealize Operations Manager 2 2t +4

ZZAA
1 "2E #AF7|NA Jetc/modprobe.conf.local L= At}
2 = =°] o] g YehteA gl

instal | sctp /bin/true

3 BHYg Adelm vy,

DCCP(Datagram Congestion Control Protocol) B¢}
A28 st Zele] 482 DCCP(Datagram Congestion Control Protocol) 2Eo] 7|E&4 o7
VRealize ol Egto]d 2o REHA] FEE A 2. JAH FAAIL o] ZREZS &35t Al~HS
ERZAZ F dFUTH
AgiH oz Faskx ¢ 3 DCCP(Datagram Congestion Control Protocol) 2E°] ZE=5 X
H=5 o PUTE DCCPe Atd AF AT ZREZo|H AHEHA] U o] ZZEZS UES
A "o nlelg st s 2E9 37 Fopgo] S/HUTH Hito] gle 2 A2V o] ZREZS
Ab&sto] 2L dW Ado] ZR2EZ AU E THdoz 22 F gH5UT

ZZAA
1 ®2E #HF 7] A Jetc/modprobe.conf.local FL S FUtt.
2 DCCP o] ¥l veg=A &g,

install dccp /bin/true
instal | dccp_ipv4 /bin/true
instal | dccp_ipv6 /bin/true

3 WAe AFem Tvin,

i)

RDS(Reliable Datagram Sockets) Z2EZ Rl

Aldl Zhe)l 2bqle] dX-2, RDS(Reliable Datagram Sockets) Z2EZo| 7|28 22 vRealize
ojZetold o] REHA FEF FHAIL. FAA FAAI} o] ZREZFS oFgoto] A 2®lS EAAIZ
T UFUH

RDS Z2EZS UESZ ~dgd niQld st
BA| 27} o] ZREZE AMESt] A& 9
ZEAA

1 H2=E A7) A Jetc/modprobe.conf.local HY= FUTH.
2 install rds /bin/true =°] o] Fde JeEh}E=A] 1Y
3 FHd& At ey

TIPC(Transparent Inter-Process Communication) ZT2ZE& X<t

A 2z® st Aeje]l ¥ 2 TIPC(Transparent Inter-Process Communication) Z2EZo] 7] &
o 7Pt oEFgold s S2E A ~glo] REX] GEE YA L. FAH FAAL o] ZREZS
o
o}

Feste] Al £442 5 dau

TIPCZREZS L-]]E-ﬂi 2~elo] ol

AR
ZA| 27} o] ZREZS ALESIo] &F o=

sle 2d =
ir:a]—./]: 3

F4Ytt.
ZZAA
1 ®xE #HF] 7] A Jetc/modprobe.conf.local FL S FUt}.

2 install tipc /bin/true &°] ©] Fdo] Jep=A] A},
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IPX(Internet Packet Exchange) Z2E& X<t
IPX(Internet Packet Exchange) Z2EZo| 7|28 22 vRealize o] &Fetoldxol| ZEHA GEE
AL, AAE FAAI) o] ZREZS &3l AlARS A § dFU

Ajd o s JastA] &S ¢ IPX Z2EF BEo| 2EHA FEE fof gUTh IPX ZEEZL H 9]
FAIEEA G UMEAI AlF Z2EZYYY. o] ZREZS VEYZ Ao voldsid S AEQ]
T Aol FUHEYLG. Adlo] gle 22 T2 M AV o] ZREEZE AMESY &AAE 9 Al AE o]
TREZ ArE AR 22T F lFyth

z2A7

1 =A2E AF7|NA Jetc/modprobe.conf.local L= At}
2 install ipx /bin/true &°] °] Lo YEhYE=A] &3y

3 HdE AFstn 25U

Appletalk Z25& Hgl

Appletalk ZREFo| 7|EZ 2R vRealize ol Zeto|d e REHA FEF A . FAH FAA
7h o] ZREZE &t AlaHlE E4AE F dFU

A d oz FasA] @2 3 Appletalk ZREZ EEo| REHA GE= gof Ut} o] ZREZS
HESZ 28 vl sl S 2B 34 H o] Z7HdUY. dAde] fle 2 Z2A A7t o] 22
EZS A1g8te] AALS W Al Ao Z2EF AYrE THor 2 5 9HYTH

ZZAA

1 ®2E HF 7] A Jetc/modprobe.conf.local FL S FUt},

2 install appletalk /bin/true &°] ©] FL Yeht=A] &3t

3 L& AAstn @5,

DECnet ZTEEZ Yo}

~-
DECnet Z2Ego] 7JBAo2 At 2E84 ¥E2 AL, A4 FA447} o] TRESS o
g3to] A2dle E4AA 5 AU

djA e dadtA] 2 ¢ DECnet ZREZ ZE0| REHA % djof FUt}, o] ZZEZS U
E‘ﬂi seo] vl st e 2B g2 Hobdol S/HUT Aol gle 2 ZRAA7F o] ZRE
< AHgete] 2AE dW AlzFle] ZREZ Ar|E TR 22T & glFUth

ZZAA

1 I2E AZ] 7oA DECnet Z2EZ /etc/modprobe.conf.local Y= FUT}.
instal | decnet /bin/true &°| o Lo Yehhe=A] g1}

3 Y& AFst EHYL

N

ksl 25 8ol
W3l REo] 7|EA 07 yRealize o] Zeto]Ad 2o REEA] G2 4N 0. AAZE A7) o
ZEZE I8t AxdE E4A1E F dFY

iAoz dasha] g2 @ Wiy REo] REHA =S sfof gy

1 "2E #AF7|NA Jetc/modprobe.conf.local L= At}
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2 install ieee1394 /bin/true &°] ©] I Yet}b=A &AF ).
3 HdE AR EHFY

A WAz 27
/etc/sysctl.conf T+ AlA] kernel.printk A2 AL A 27 145 A% Fot.
o5 4709 gkel A HU T
B console loglevel. 2&° 1= 7HE @& 4 €99 wAA YU

B default loglevel. 53 &

HN
2%
fr
)
o2
pv
rlo
—r
AN
lo,
=
>,
N

o,
-
i)

a g
B IE R FFEAA MY S FEYYT
B ZE R0 FFEY BT
#wd 7ted FEL gAY
B define KERN_EMERG "<0>" /* system is unusable */
B define KERN_ALERT "<1>" /= action must be taken immediately */
B define KERN_CRIT "<2>" /+ critical conditions */
B define KERN_ERR "<3>" /* error conditions */
B define KERN_WARNING "<4>" /x warning conditions */
B define KERN_NOTICE "<5>" /+ normal but significant condition */
B define KERN_INFO "<6>" /* informational */
B define KERN_DEBUG "<7>" /* debug-level messages */

kernel.printk at= 341 72 A3} kernel .printk=3 4 1 7 Z°| /etc/sysct!l.conf FLol J=%] 3elgty

o},

End Point Operations Management ¢j|o]HE

End Point Operations Management o] HEE AX|5tH o] HE 7|k H A4 5l Ry 7]%50]
vRealize Operations Managerel F7+g4t}.
End Point Operations Management dlo]HEE T 2Ed A3 A1

End Point Operations Management AA# ¢} FL gt A2 FFo| AV 184 && + dFUY. @
ZHA], o] M E} b sHAl AR = A=A ERlsof gyt

End Point Operations Management oo|HE A3 i3t Bt 2 x|
A AR S AbeE e 54 ek wyl Al S metok Fch,
B 2E X9 79 AGENT_HOME/conf/agent .properties S<L o] AAE 274 v 2L My Q1A A
AATY ).

B End Point Operations Management o] M E 5=F 93] o o=
vRealize Operations Manager AH8-A A% & AFE- U ApAl g W &2
vRealize Operations Manager =& %A vRealize Operations Manager?] "9& 2
g gEE TR L

A
Mo
o

B AX7} 455HE oo HE T2 Al43 vRealize Operations Manager AH&2F A% & A48t
7l Fes A AU dolHE #e] A S st AREA dAl 25 AMRSEE AR s oF Y
o} A4 e W E-& vRealize Operations Manager =224 vRealize Operations

Manager®] AH&2F 9 25 74 55 FxstA L
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B oo]HEE My sl Alxwle] £4H B vRealize Operations Manager AF&2} Q1 E 9| o] 2o
ASHE A F AFUT. AT &2 o] dE 3

gto] ot A FQ Z2AAE AANSEY do|HE
S AP uf AL ALEA AP Z2A A D 22O dH st ¥ e A= dojoF Fh

A A RPM A X
tAbg Aol Fahin

vRealize Operations Manager Aol do]AEE FEIIH F A3 o] HE #e|z o] Fof
H AbgAre] A4 FHol Hast, ojuf Alzg] W JjAlo el oju e Adte FFE e = HFUT

Linux 7]¥t S9E 91Y 9 A8 A%

End Point Operations Management 9| EE AX 3 & LfAlE cdo]HES A3 A2

Y.

End Point Operations Management dl°o|dEE AX 3 Al&217F TAR #L & FE31AY RPME
Axeld A2 dHdEe 9 3d AHE AS(d: 600 2 700)°] &FARE AP F U

29 4% AHg Aol ent2dl AgHA @+ AFU g Adel SutEX

!

ZIP 3 &
H

Aol AENN BYei 7| Fehe RE SdolE 700 A Aol FYHD LA Aol

= A} Bu Y.

¥ 3-1. Linux 34 9 A8 #g
I8 =E A
gides =& 5td AHg A8 = $71 7] A3
agent directory/bin 700 Bl o o o o
1 ol 8 ol g ol e
rE oly e ol g ol s
agent directory/conf 700 Bl o o o o
s ol 8 ol g ol 8
5 ol & ol g ol e
agent directory/log 700 e o o oly g
s ol & ol g ol 8
25 ol 8 ol g ol e
agent directory/data 700 g o d o
15 ol 8 ol g ol &
25 ol 8 ol g ol 8
agent 600 2f A o d oly e
Sren e S TSN TR T
A= e ol 8 ol g ol 8
agent 700 22k o o o
Sraciry e N TR TR T
5 olv e ol g ol g
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£ 3-1. Linux 34 2 A8 A (A1)

IF EE A

gides =& std AHS- A3 = ¢17 7] Ay
agent 600 Eal s o o o
directory/conf/* - ° o
(conf & Eele] mE 15 ol & ol g ol 8
) 25 ol o oy e oly &
agent 600 22k o q oly &
directory/log/* = o .
(log 8 Ee]e] RE ¥ %5 ol & RS- e
4) A= ol 8 ol g ol e
agent 600 2f A} o d oly e
directory/data/* - R R R
(data e =e] o] wE o e e e
) o5 oly g oly g oly e

Windows 7|8t ZHE a4 2 A}g A3

Windows 7]%F End Point Operations Management o] A E A X A] do]AEE HX| sl H A}
LAl Al AU 28 AX 3t 48 F A= A Aol dojoF FYTt.

RE o9l deEel 9 se] xgd
g o glofok YTt ep-agent.batE At
43le] End Point Operations Management o] ES M3l A% 243l T2 ~7 4Tshe
A gsor gtk ool HES A }E A BE g 7153ke Aol FHdnh. 2o =
22 Ao E A9 AEAE ol @ Ag DS FEOR AT + s

m
)
o
U
o.
)
=
O
©
(0]
-
=
=
-]
w
<
QO
=}
QO
(o]
(0]
3
(0]
=
9
o
™
(m
i
i
ﬁ,
=
[ ot
f

i

£ 3-2. Windows 39 % Al& A3k

YuEd BE Y g3 zE A% 44 97 % a9 2]
<agent SYSTEM of - - - -
directory>/bin el o ~ ~ ~ ~
AR AR o - - - -
AH-&A} - - - -
<agent SYSTEM q - - - -
directory>/conf el o ~ ~ ~ ~
AR A& ol - - - -
AH-&A} - - - -
<agent SYSTEM o - - - -
directory>/log el 4 o _ _ - -
A AR} o - - - -
AH-&A} - - - -
<agent SYSTEM o - - - -
directory>/data el a ~ ~ B -
AA AR} o - - - -
AH-g-A} - - - -
<agent SYSTEM of - - - -
directory>/bin/h
g-agent.bat
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o

uss) w= g g% 2E AT 54 4712 48 9l 27
) A} o - - - B
A AR} of - - - -
AH-&A} - - - -
<agent . SYSTEM o - - - -
e
AR AR} o - - - -
AH-&-2E - - - -
<agent SYSTEM o - - - -
fd/i:ectory>/con el 4 o _ - - -

(conf t & &2 9 A2 A=} d - _ _ B

2E 3d)

AH-G-2 - - - -
<agent . SYSTEM q - - - -
€ 7) AR A8} o - - - -

AH-&A} - - - -
<agent SYSTEM q - - - -
gi/iectory>/dat el A o B B _ _

(data T & E2] A ALEA} q - - - -

RE I)

deolME ZRA A= 127.0.0.1:2144 3 127.0.0.1:320009] 74 7Fsd 27 XEA HE S F
AT o3 XEE Qo 9 F on® YA XE WIS v F AFHY. doldEE
o5 QE ol 2o XES I FFUT
E 3-3. o HA XE
ZE BL LA 4
443 TCP 2 dle]dEe] A HTTP, TCP & ICMPE & $4 a2l A-&aYth
2144 TCP F4 W iy, 74 7hedun doldEs do|dES REsta Pt
T WRE Atolo] ZRA2 3F Bl AREEUY do]HE Z2AlxE o
EEES B3 FAFUS.
F3z FEWSE R @HER bE £ dsdn
32000  TCP 4 W iy, 74 7he Ut doldEst ol dES REsta $ddt
T WEE Atolo] ZRA2 3F FAld AREEUY do]HE Z2AxE o
FEZ T3 FAFUG
Fx rEWSE o= @Y EE gE F sUH
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o)A E 37|

A8 9 ool AES Y Alxwo] EFE B 59} Lol ol o] fRE o] AES A aok s BT
gt $4 a3 e 43 e gt

A 2Bl A o] HE BAAE A4 $
&

vRealize Operations Manager A 2 2
g AAFUG AAG WEL ol AE eaz A (36 AolA) FEL FRFUAL,

N zHo] gA] gAY ol HES e 5 daudh, A WEe “ColHE 2is B
(35 #o]A]) FEG FF34A L.
dio]HE 24X AlA

vRealize Operations ManagerolA o] HE g A22E AAsI oo|AE AFHE AT 5 A&

Y.
24 27

olFe] 71 5¥ W E dolE ¢} gjino] ASKA S BESIHY glas AR F R ZAE
End Point Operations Management ©l°o]dE E&< 7|23t}

ZEAA

1 vRealize Operations Manager A2 QIE#H o] 29X Inventory Explorer® o] &34 th.
2 olE §3 EE g4h

3 EP Ops ol9HH E&5& dUth.

4 EP Ops dlo]dE - "HOST_DNS_NAME*< = g1c),
5 Al BRSSP
6
7
8

A #3] g das 25U
EP Ops ¢l°|HE - "HOST_DNS_NAME*2 Ad&3sta A 2AE 23},

—iii AR . 7
AL A] Badunt, ool HEE B3atelH do]dE 2l&xE A A}
43to] Al End Point Operations Management EZ
A AL A L.

=

B End Point Operations Management EZ x4 < 71234 &34t}

B vRealize Operations Manager AW oA o] HE 2JLhxE A AT Mol 7|5 glbx EE
= AHEEY T

n ojolRE #e] Ago] A HASAA Q.
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1 Co]AEE A3t ALEx7 XEHE do|HE EE
& 50 HES At 123-456-789 EZ]

B Linux9 A%

“
e,

[o
o
oX
]
°
A

=]
s
L
i
riu
o
=]
s
(.
i
riu
K=
1o
o
o
ox
)
T
v

echo 123-456-789 > /etc/epops/epops-token
B Windows9 7

echo 123-456-789 > %PROGRAMDATA%WVMwareWEp Ops Agentiepops-token
of delq B2 BAL AT BUEe] L B2 9474 7SR

2 A dle]HEE M A 3sta vRealize Operations Manager AWl 53Ut EZ gdof 44
EZE do|HEY} Busl=x] Feldyt),

o] S Fasteld oo]HE #e] Aol slojof Fh.

rob

EAZA 7 2 AFA gelels

5L do)HENA setup BHE AFE AFE3t] A/ ZAFHUT, o]n] SEH ol o] dE A setup
4= ep-agent.sh setup= AF&3le] B d A TS UH3IH A registerAgent BE o] AHZ

ro

i
i

A E AA st 2 ofo|HE AaxE AR Za Al FYCIAE AFTHE
o] HEd HEFUTE cdoJHE FelA = Al Feto|AE JIFA 7} o] JAFSAE AFUS. AH <l
= s 1243l A ASAHE A TR E = WAIA 7 EAIEY
-agent.sh setup %= A 337 Aol agent.properties I

o m>~

= L
doll A A ASA A &= Gt %‘43}.

® Linux 719t & AA| AN & ] HAE ST AE|A gp-agent.sh setup BH = A&}t Windows
718 &< A Aol A& ep-agent.bat setup B H = A3}

ANAES Aol ASH7E SHE A& BAE A9 A7 B A ASHE A3k 9
G AEA HES S AEAE ST

End Point Operations Management ¢|°|HE s3] 2§ L o]

Ha3% A9 MZF End Point Operations Management ©e]HE
vRealize Operations Manager @229} H2 AMES = 5y

End Point Operations Management ©lo|HdEd] s = #lX] E= Julo| EV} Al FH A °‘€‘H
o HA Bl 22 a8 33t E o o] MES] AE Jhed HAl WS A 3 R
2L VMware B 32 Ao wigl dgd o g dunt, Bt IR 9 S FREA Al
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A AR AR S o EaE Mo BRad o EAelAS AR, Bhad EES 2
ot EAE e A7 F9 2R AN A AEeA REs AP

AW AR AR 2R g
22 9 =9 A8 A% 2 Agel BRed Aea Agel 9EA St Lol FHUTh
dFelAoIAe] 715 A e RE ASA APS B, £ 25 D BA ddo] Bag Ao
= AQUUT w48 AR U AAAE ANE SAE B Bad A40G 4442 AT

,1
gyt el @ AR < A Aoletm A

4

23 hEelAId Al % AHekA wEE 4R

S2E AMBjdA B ad fEeAlAE AAFUT. o] FohAol B e g of & Aol
Aol SHAA dAY F kAol g HA 7 glon i% Aol S/

2
o

SO

o] 49 "E Y Z2EZF 74, (47 #H°]A) AAdA vRealize Operations Managerd| W
& A 9 AFgo R el 9 EAY BP s RE XEE AAFUTH Ed S AE AW oA A3
T AR 25 ZAbelal BF e g AR AE ARG fEs AR U

VMware, Inc.

37



o

eyl

Inc.

VMware,

38



Hel = At 2, VMware 73 ol Eeteld = 9 S 2E Alxvlel YES A §4 43S AES ¥
¥k, =3 vRealize Operations Manager®] 24 521 81 $41 XE F= Fg3]of vt

o] FellAe v FA tiaf At

B UM dEEAleld ARl @ vEN S AH 74,7 (39 HolA)

‘s . .
FEY ZREZ T4,

Mware 7Hg o] Zgtold ~

o}m <

£ Azgle] A B BAW HEAED Selw Y
2 44E AEstn Agalor Fuh

(47 #°]A)

>N

g3 2R FA4

YEYA

HEY A A slo] 22 ARE=} Alo] W3

ueh wi AR, Aol Yt AEAT EDD AEldel s MY L WAT £ UES Futh AgA)
PN
T

U ES A lEfs|o] 2

S i R ECERT e

fu

T Au s AR Y

o AT HED S QEslol A8 AT F J=s THHA ke FletiAle

ZEAA

1 AFEA Ale] S &lalel™ #grep -i '“USERCONTROL=' /etc/sysconfig/network/ifcfgr M= < A g
Yt

2 7t IEFEH )27 N2 A E o AEA EldY T,

TCP W29 Wr|d a7] AA

Bl myl A2, VMware o] Zeko]d A TAE AlA"ld 7|2 TCP W21 d7]d 2715 +43Y

=3 TCF’ AU AR FAE gAstEW TCP W20 tgi7]d A7 sldste 712 2718 A3 3.

BAHE 718 2432 12809 U4H.

Z2AA

1 Zt VMware ol Zgloldx 3 2E

P},

VMware, Inc.
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Al =Bl A # cat /proc/sys/net/ipv4/tcp_max_syn_backlog ™ Sl
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w2

2 TCPwW=zI9 tr|g Z7|E AUt
a Y2E AY7|NA Jetc/sysctl.conf FL-Z YT},
b ©& 5L gddo Fr18te 7|2 TCP W21 t7ld 271 & AUy,

net. ipv4. tcp_max_syn_backog=1280
c W7 AL AFET FAL BHUTh

BEESNAE Fi 7 ICMPVA o2 7%

BR2=~E ICMP(Internet Control Message Protocol) o=l o3 &< e
2 e g A Fetr deo)HQl do]HEoe o3 YEY A wiF & 7hestAl & F dFUT. ICMPv4 o =

g PASER A29E PN ol FHORNH BE T F AFUTh
Z2 A4

1 # cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts ™ % < 413 &lo] A
Fa 3 2Hd U $HE AFsA] FeA] FA Y.

2 ICMPv4 BEEJZE F4 o7 848 ARIES 52E A 28< 243

a 9Y2E AF7|NA Jetc/sysctl.conf FLE FYT}.
%

b o] @&l thek Fhol 1= A o] A &2 4% net.ipva. icmp_echo_ignore_broadcasts=1 & 5=
F7rgy ot
c WA ARE AFst RdE EFUT
IPv4 =2 ARPE A}&3t7] BEE S2E &9 74

IPvd Z2A] ARPE AF&51W Al 28lo] T2 Qe ol 20 A2H BAES et 54 QB o]
oAl ARP 84 gt Sge A4 + AdFU. F AE FHE A 5EH IPv4d ZEA] ARPE
A s e ok g A0E AEAT ATAE Aol F4 Pk PEHA GES G
W o] A3E AN WES ARSI L.

=24

1 # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arplegrep "default|all" HH & AaPsle] T=ZA] ARP7}

ALRE A FeE AR EHJEA] AFE A3
2 IPv4 ZFA] ARPE AHESHA| RS S 2E AlxElg FATYT
a H"2E #AZ7]NA Jete/sysctl.conf FHS FUT},
b @el 0o® A Eo] A ¥ AF FES FIAU 71E FES olo 2A Ul EF T
= 0= AP

net.ipv4.conf.all.proxy_arp=0
net.ipv4.conf.default.proxy_arp=0

¢ WA S AFha HU e U
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47 VESI S Bt 3 Btk FA

gl

IPv4 ICMP ZHl 94 A1 & FAISES SAE Ao 74
X<l Best Practice®, &2E Alx~®lo] |Pv4 ICMP(Internet Control Message Protocol) 2l
A AR & FA A E1Uth o4l ICMP ddd WAIZ] & wAIA] 7F2A] 7] (man-in-
the-middle) 34°] TS =S 318 + AdFUnt. @B ICMP ZHd A vAA] & AFE-ste] T
S AHAC ARIF 5 it dal EATE T2E dPYT o] E mAAE AFHA Fe Aol
M, 32E°] A& Hol&s 4T

=24

1 Z2E A==l A # grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep "default|all" 8% =
Agste] T A2E A AElo] [Pv4 U dd AR E FASt=A] J5EE AP

2 IPv4 ICMP O dHd HAIAE FA RS TAE A AES A3,
Jetc/sysctl.conf LS Ju o},

b el o= AA ] A @2 A5 thE F5E el FrheAU 71E F5S ol B
OJEUT #E o= A FUT

[0)]

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

¢ WA ARE A%stn Bdg e

IPv6 ICMP 2t g4 wX A& FAIBIES TXLE A28 4

Hel Best Practice®, 2E A|2®o] |Pv6 ICMP(Internet Control Message Protocol) 2 H

A AR E FAIS A E3Y Tt ko]l ICMP gld & wAIA & wWAIA] 7F2 A 7] (man-in-

the-middle) TZ4°] TAst== 388 5 dFUH. S-FHE ICMP gld g WAIA] S AH&-Sto] T

< ARA Azt B el el 2ATFS TAE dHYUT, o] g vAAE AZE A & Ao
M, 32E°] AR HolEg #4FY

ZEAA

1 ZAE A 2" # grep [01] /proc/sys/net/ipv6/conf/+/accept_redirects|egrep "default|all" &S
Agste] T AE Al2”o] |Py6 YA HARE A=A JEE 13T,

2 IPv6 ICMP g dHd HAIAE FA S TAE A AES £33,
a Jetc/sysctl.confE Eol IPv6 Bt AR & FAIBI=E T AE A|2ES AT

b el o= AA ] A @2 A5 s FE5E el FrAs AU 71E F5S ol B
OlEUT. #E o= A FT

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

¢ WA AYE AYen FUdg deyrh,

IPv4 ICMP =g A& AYSES S 2E A& 74
H<l Best Practice®, &2E Al2="lo] |Pv4 ICMP(Internet Control Message Protocol) 2
A AFsteA GRlgUnt. g-He ICMP SddA WAIA]E AHgate] A3 A 27F 5% ti/del
il EATdS Ao Pt o3 WA A= HEY T EZ2X 9 o] ¥ &S Yeld F e Al
2" Z 2 "HeolEe FEr 23E Y
ZZAA

1 ZAE AZ2"o|A # grep [01] /proc/sys/net/ipv4/conf/+/send_redirects|egrep "defaultlall"< X33}
o IAE A xElo] [Pv4 ICMP 2l g8 dE& ARSIeER] ARE 3o},
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2

IPv4 ICMP g8 d & ARSIE S SAE A 28]lS 43T,
a Jetc/sysctl.conf FL & do &
b kel o= Aol YA ¥ A e FBE Ao FrEAY 712 FBL olo] A Gl
olEgYT #&& 02 At
net.ipv4d.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

¢ WA AFE AFen Hdg By

IPv4 Martian siZ1 & 7|1 2352 S 2E A" FA

Heot 2 A2, S 2E AJ2®lo] |Pvd Martian A& 71 531=%] AUt Martian 7l &
TrEO]'X] R Foz A xE dEF FA7F TFFEYT HAAE 7B EF S AE A 2EE 145
o HgP FA FA LF B 3F & AET £ J=E A L.

ZEAA

1 # grep [01] /proc/sys/net/ipv4/conf//log_martians|egrep "defaultlall" HWH = A3Psle] T A~ET}

IPv4 93 2 Belal e AHE3HES 528 Aoy 74
3k

IPv4 Martian 13 & 71 &3t=A] Ayt
IPv4d Martian 3|21 & 7] 53l =
a Jetc/sysctl.conf IS Eof

< .
b gkl 12 AYH] 9A e A B S AU FAAAY 71 E FBE oo B G
SlEST @ 1= 24T

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

¢ WA AYE AT FAS P

)4
i
U

Hel Best Practice®, IPv4d 93 A2 JEYP S A EEE T2E A|awlS AP YT Ik 74

2 HEHE & Fho A2V GIAY A27F 8 JdEH | A8 T TA] &2 A Alawle] dld

AL AAEE st A2FFH &2 FAZEH Ryt

7Ved AS ) A A2 dEYH S AMESIEE Alads AT Al2E Ao upe) 9 A

2 deg o= 3 A3 Eggoe] AAE £ AdFYTE o]y A5, oS FEEHe REE AMESAY
Aer A2 dEH S BF AMESA] 55 Aol & 4 dFsU T

=2 XA

1 Z2E A2"oA # grep [01] /proc/sys/net/ipv4/conf/=/rp_filter|egrep "default|all" ™8 &= AP35}

o] AlzElo] IPv4 W A2 FEYS AHEEEA o B gelghc)

IPv4 3% A% e P AHERES T2E A28 PR

IAE A2EE FAFEY

b kol 1= AR E} YA & AS B FEE wdol FohAY N1E G5 ool %A 4
ol EgUT &S 12 A3yt
net.ipvad.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

a Jetc/sysctl.conf IS &

¢ WA ARG A%en FAg FHh
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4% VES S Bl 3l Bk B2l

Pva A2 ARIES T2 2T 74
Hol Best Practice®, &2E Al2d”o] [Pvd AEE& AFst=A U, Al2d"o] |P x%ﬂo] 7=
SI=E FAEHO 3 AFHE G-I old A5, MELA ’47‘]"1]‘1 e HH A gv B4l A &
oM UESYA Hets $3]3t= d AH8E = dFY
Z2AA
1 # cat /proc/sys/net/ipv4/ip_forward B = A3std TAEV} IPvd AGE AXSI=A o35 g

ot
2 IPv4 A2 ARIIESE SAE A 28-S 43T
a /etc/sysctl.confE& Eo] TAE AlAHS FAFYT

b Feol 002 Ao YA X AF v FEE ddd FeAY 71E FEES ol 2A o
HolEdth gE 02 A {t
net.ipv4. ip_forward=0

¢ WA ARE A%en FUg Ty

o}
IPva 2204 299 sile] e 2L ARHES T2 Ao 74
azdA GEE AAE 5 g A=) ohd e Ang gt
AR L Adated ved & A5y ol A2E MEQD B 228 SHGE o AHLE & A
Yrh,
o] £ e IPv4 Aol AgeES 47

8ol =2 474l
A @9EE Edue] ddd daAwn A4gY

Z2AA

1  # grep [01] /proc/sys/net/ipv4/conf/ /accept_source_routelegrep "defaultlall
o IPv4 &z BRI E HAE ALEEHA Al o RS FAF T

e A ste] Alxg

2 IPvd &zoA eb"E 2lo] i A2 AFGES S2E A 2gS FAFYT

a H®XE A7 A Jetc/sysctl.conf FLE Gt

1l

b ko] 022 A E ] YA &S AF net.ipvd.conf.all.accept_source_route=0 %
et.ipv4.conf.default.accept_source_route=0°] 022 A= o] J&=A] &gy},

¢ UL AYE F FET

H<t Best Practice®, ©2E Al=®lo] |Pve A2 AFateA] Ayt Al 2=glo] P ddo
StEE T EH A AR E SFEIE obd A, MIEAT FA A Z

o) 2=

Fozm MEHA Hetg 3]st v AH8E 5 FUT

ZEAA

1 # grep [01] /proc/sys/net/ipv6/conf/*/forwardinglegrep "default|all" ™8
AYg Ayetes org gl
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o

2 IPv6 AEE AFIIEE 52
a Jetc/sysctl.confE €o] T AE Al28S AT
b Fto]l 02 A H] UA F2 A U2 FEE o FIIAY 7|E FEE o] 9A A
olEFUTH Z+e 0= AAEY

net.ipv6.conf.all.forwarding=0
net.ipve.conf.default.forwarding=0

f

IS

¢ WA AFE AFen Hdg B

IPv4 TCP SYN F7| & AIL3}EE S AE A|AH 34

=
<
o))
o
4
o
o
o
h)
Ju
_o|{_l’
il
fru
}o{c
[
[t
>
[
o o g
=y
oX

44

Hol v Al 2, 324E A]AElo] |Pv4 TCP(Transmission Control Protocol) SYN 71 & Al&
SteA] EAd3Ut. TCP SYN AlH| 2 Aol FAo] Alagle] TCP A2 Heol&S SYN_RCVD e 9
AZZ A Mul = AR AP = dFUTh SYN F7]= o|YAlooE 7} fad A28 A =stn
MB) 2 Ao FA O AT} oldA] Foldle] T& ACKIF FAIH 7] A7A AZ S F2H A EEE e
o AF&EY ).

o] 7l&& gl HFES TFoE W
EH =

HE2 $53 2%

i

73 8t

Z3do] #AAE it 2
=

=2AA

1 # cat /proc/sys/net/ipva/tcp_syncookies 3= APl & 2E Al~"”lo] |Pv4d TCP SYN F7]1& A}

4ot=A AFE 3.
2 IPv4d TCP SYN 71 & A€l E T 2E A 2adE A YUY,
a /etc/sysctl.conf& B T2E Al2HS FAIYT

b el 192 BAHC 94 e A vhe FBE o] FoAAL 1E F5S olol] B 4
HelEgLIT G 12 43,

net.ipv4.tcp_syncookies=1

S A% 298 43 2 ICMP(nternet Control
Message Protocol) Sl dA F&+& AFs=A FAFHT. [Pvee] 752 A~ E“O] HEY A &

AFoR Agata MEAD 4AE 74T + 9t AU Bk Svela AFHA e
o N ane] £A0 e A B S oo BUE Spe AR el FanT

ZEAA

1 Z2E A 2" # grep [01] /proc/sys/net/ipv6/conf/+/accept_ralegrep "default|all" 838 S 23]3}
of Alx"le] H Q3K e AS ¢y 4 2 ICMP glgdAe] 85 AR eA] o35 &9l
A=

2 IPv6 B5H S ARSIEE T2E A2®lS YT
a /etc/sysctl.conf ¥
b #ol 02 A UA ¥ AF v FES Fdd FrItAY 71E dE5S old @A g

olEZYTLE g 02 AA YT

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

¢ WA ARG Agstn HAE T

tlo
jincs
i
oﬁ £
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47 M ESI S Bt 3 Btk B4

g

IPv6 2}-+8 23S ARIES SXLE A28 74
B9l Best Practice®, &2E Al 2Hlo] Q3] & 2% |Pv
o 29E 84 Ao et AdEH ) AE FEE u %
Aoz ddd Af 2L A5 dart sy,
Z2AA

1  # grep [01] /proc/sys/net/iva/conf/ /router_solicitations|egrep "default|all" HMH = APste] T A2E
Azgol BasA e A% IPV6 BE 8Fg AR g HAF
2 IPv6 ZFE 83 & AFFEE S2E A2®lS FAAFE
a /etc/sysctl.confE G T}
b Fel 02 A= UA E& AF v 5
o EFUY. g 0= AT
net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

¢ WA AEE Agem RAdE B

“

Aol F7kstAY 712 FES ol Bl G

278 23 A IPv6 2H7E 7| ARBS AFSIES S£LE A&7 74

B9t Best Practice®, 2E Alx®lo] x| ¢ 49 IPv6 2H9H 83 & A¥se
o 8% 449 25E JlE 4P tet 498 /|2 A5l AFBUTH Fht
g3 A&l B9H 7 g S 48 dart gl

=2AA

—_

S AE Al 2glo A # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_preflegrep "default|all"S A3}
st T AE A|xElo] |Pyv6 SHE 83 & ARsteA 5 AP

ZEH 83 NA IPv6 B5EH 72 A& AFIEE T2E A2ES YT
a /etc/sysctl.conf HIS JU}.

b #el o2 AA ] A @2 A5 s FEE el Frhs AU 71E F5S ol 9
OlEUTH #E o= A FUT

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

¢ WA ARE AFen g BHUh

N

{rmt

IPV6 238l HFAE ARSHES B2E A2Y T4
Xl Best Practice®, 32E AlA®lo] Q3R] & A5 IPv6 &8 HFA RS AXsex &
AFUTH accept ra pinfo A% & Al2=dle] gpHolA HFA RS A QRS AAFUnt. Fart
FHom FdH A Alado] g9H HFAF AEE A8 U
ZZAA
1 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfolegrep "default|all"= A& 3dle] Al ~=lo] |Pv6

ZH9H HAFAF RS ARSEA Ay,
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2

IPv6 258 %

a J/etc/sysctl.conf FL S A

ATALE ARGEE TAE A28
AU
3%

b el o 43l 2 e
=gt g 0= 44 Pt

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

gl FrteAY 71E F5E ol Bt

c WA AEE AFstn Fd S 25T
o 35 = o < =
IPV6 23 4R § AT AL ALHES 52E A2Y T4

Het Bl AR, S 2E AJx®lo] g3t A8 Agfsta 258 4™ IPve 2H9H 49 & Ald A
= 74—r°]' | YT}, accept_ra_defrir A2 2h-+H 4@ & Ag AH o 3 A| A=l =8

BE Ao@gUtt. 0oz At eEH7F $41 AZlo] gk 712 |Pve & AgS AR £33y
Z2AA
1 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all" &S A3Pdle] TAE A

2go] IPv6 258 & A 43

Zo] 022 A7 Ho]
F4gu.

a /etc/sysctl.conf

Axetex] st

DA F2 A5 IPve eHvE 4E F A AP

% ARIIEE T2E A 2"S

FdE gy

b gl o= AAH] YA WL A ThE FEE
olEFUTH g 0= AP,
net.ipv6.conf.all.accept_ra_defrtr=0
net.ipv6.conf.default.accept_ra_defrtr=0

¢ WA AGE AFsa

sl g,

IPv6 2+$-E] €2 Autoconf 2R L AXIEE SAE /‘lé‘él TA

Hol Best Practice®, 3 2E Al ~Hlo] |Pyv6 25E €9 autoconf AF S AFI=A

autoconf A& %E GO Z Q3] Al x®le] 22 FUNEE -rié OJEMl o] 20
A o] F-5 Ao},

ZZ XA

1 # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" ™% & 21 &3]

IPv6 2H+-H &9

2 ol ooz Ao} 9A e A
< AT

a /etc/sysctl.conf FL &

autoconf 27 &

Arshen R Felguy,

+ IPv6 298 &¥ autoconf 4% &

b @tol 02 AAH YA e A g FEL Hdo] kAL V1E FuS
olEFrh kg 0= AP
net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

c WA e Adem BL e enyn

olell st HHl
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4 MESZ Bt R Bt 52l

PV6 218 238l 38 ARFES TAE Aad 74
X<t Best Practice®, $~E Alx®lo] AQ3iA] e A9 IPve 94 2H9H 84S ARst=A &<
AUt A #E o]l AE FEdle] d3te FAV HEYZAA /3R E AT v dad transmits A% ol
et S22 P JA-24 & 0| E3 AT AFH = AFH F5E 8 U 2B Y
Z2AA

1 # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "defaultlall" HH & A3P3le] TAE A]~
o] |Pve JF 9EH A S ARSteEA AFE A3},

2 Fkol 022 AA ] A ¥ A5 IPv6 AH #HFE 8 E AFRSIEE S2E A 2"|E FAFEY
o,
a /etc/sysctl.conf FdS Jut}.
b ko]l 02 AAH UA F& A ths FES Fdo FIE AV 71E FE= o]l A
o EFYt. g OE *“é%“% 1=
net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0
¢ WA ARE A%Sn BAe B
IPv6 2t) F4 58 AVHEES F2E A2d 74
Rk Rl A, S2E7E & K5 IPVE Fael A £ AdseA AU Aol F2 5
A= 7‘ °1EM]<>1*°1] gdge £ e FEY FUMNEE IPve F40 2 243U 7|2 16

A o] 42 FHow PR Bad F2W Fael 4= AGaloF P
EL P

1 # grep [1] /proc/sys/net/ipv6/conf/+/max_addresses|egrep "defaultlall" HW#H = AaPsle] TAE A]AH)
o] &% 7tadt IPv6 F49 HUl & A dst=A AP,

2 HS 1R YA e AF D U5 IPve Fa9 HU FE AT EE S AE A 2EHS 74

‘2"4"4’.
a Jetc/sysctl.conf €S AT},
b W& d5& Fdo FrtetAY a6 weE 7|E d5S JuoERYTh S 12 APt

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

c WA AFGS Aoty AdS 2HYH

m

b

EQ EI2EZ 74
1ol Best Practice®, &2 x
ZQ3% Al2d" 1A o947 Z2YA

Manager

vRealize Operations
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4 718 FA ZE
=

b EH AR

Het , VRealize Operations Managerg &9 744 zEste= ol 2ag ¢4 XES
Y
£ 4-1. 203 4 4
443 TCP vRealize Operations Manager A&} QlE 5 o] ~
2 vRealize Operations Manager #g]#} ¢1E} 3
o] z=of HA| =3t ©l AHEFEUTH
123 UDP vRealize Operations ManagerdA] ntA~E ===
NTPUIESZ Nz Z2EZ)E 573t 49 AHE
AUt}
5433 TCP WA S AR S A B uhaE B AR
wEoa Z2Y dolgu|o]~(vPostgreSQL)E &
Adtes © A-EE U
7001 TCP Cassandragl == 8 2H 3t Bt 54l 2188y
o}
o] ZEE Yl =EFA7A wHHAlL. o] XEE W
shelo] e Al L.
9042 TCP CassandradlA == 7 Zgo]dE #d EA4l9] Bt
o AH&-EU T,
o] ZEE IHYldl =EFA7A wHAlL. o] XEE W
shlof] F7sH Al S
6061 TCP A Al 2wl o] Mo gk A2 FRE 7FA 7] 915
Feto]AE A GemFire Locatorel AA3t= H A}
SRUT =3 M REE RUER S So|dE
£ 27 P AL AHE Ry,
10000-10010 TCP % UDP o] F Fo(peer-to-peer) 4t Al ="l A FY5
2E UDP WAl & TCP A A Al AH&5&
GemFire A® AHE & 24| £E R dUth
20000-20010 TCP % UDP o] F Fo(peer-to-peer) 4t Al ="l A FYA
2E UDP WiA14 2 TCP As x] Al A& &
GemFire iﬂl"]ﬂ AHE F 2 E Ry
¥ 4-2. Q98 F4 XE
FE zzeg e
22 TCP A Ayt SSH(HEF )iy
o XE 22 & U2 XEE 53
28 SSH MRl 9 870l
A ALESEA] s A7 Elo]of oty
EE 22% 2ofol gt
80 TCP Ag Aguth. 44322 Eoda
AUt
3091-3101 TCP Horizon ViewE AX]& 7%

Horizon Viewel A

vRealize Operations Manager<]
dlelelel o423k dl AL&HU T

48
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vRealize Operations Manager A|
2w b} 8 27)

Y21 srERd 94 248 208 AT 5 JE A AL AL, 21 3AL 39
Eo] SHeT el BRE AEa 84S £4A RUHYS ¢ AT Bh A FuE 07
s Qe el £ o2 Ao e Dl 3AL AT F AU ARY $Y 22 Al
273 23 WEE PAsE U £g0 B BY ol A7 A} dEEE F8E & et

o] ZolM e v FA thal Iyt

B A 22 A HE A7 (49 #Ho)A)
S NTP A AR (49 #0]=])

B ZYeldE BebgA ae A (49 HlolA)

c

o o
47 27 Ae Bk 77
ek Best Practice®, 47 27 A¥7t B8 9t ALgAT P4E 4 9lon] Beto] 45 EA
i,
ERE Azge] Belg e
ASES 27 shde] W

AZ5E NTP A¥ A&
BE SAE Aade] A ATA A 2a (W G5 oxH RIS AGeEA FAFUT 3
WA Az 228 gelE Ak EE (el @49 AAA-UTC)e ABAZ & eyt
9 27 50 RS 9 A4 A9E 47 FAHn AT F AFUTh AT APl 2RH
27598 FAtm dudtel 34$ BAI UE B ok AR L BAR olod & A%
o AR 22 SRl A% 38 NTP AWE AEEL 2% 308 9% Agh 2ol A AGS
et £ 24 NTP ANE 488 + de MEAZ] 748 5 At

g
BCh
2
£
1m

Belex wed Ape

Heb w At =, A & gAY A7 A8EHA & Sl dE ke BabpA S AHgste F
glo]AEo| A vRealize Operations Managerg AF&3H4] vl Al &
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2]

A IPv6, 258 83404 IPv6 258 7] 4%
Apache httpd 21 7% 45
Apache httpd9] ¥= & 23 L
q
apache T4 27 Linux 44 23t 10
B Linux E2]xE9 HlddHs AE4d 19
Bluetooth Z2EZ x7]7] 28 N
D NTP(Network Time Protocol) #+4 19
DCCP(Datagram Congestion Control 0
Protocol) 29
DECnet EEE% -‘51—?_].' 30 OpenSSLi X]'iﬂ Aitg% ?_]Zo:}‘_l }‘g)\(_;l 24
OVF, VIEYZL A% 39
E OVFel vz EHd= 4% 74 39
End Point Operations Management i ©]
AE 31 P
PostgreSQL 154 A 24
F PostgreSQLIA TLS A8 25
FIPS 140-2 == &43 20
S
G SCTP(Stream Control Transmission
GemFire TLS dlse Z2E=Z 21 Protocol) 28
GemFired ¢35 1F 23 T
| TCP W21 tr]g 27] 39
IPV4 220X 298 71 43 TCP Bl 2~ Z SH-& 2837 F=E A
IPv4, ICMP el vA1x] 4] 41 f 20
IPv4, IPv4 ICMP 2t 4 A% 41 TLS A8 24 )
IPv4. IPv4 Martian 512 715 42 trace WA= ARG <t &:Apache2 Au 27
IPv4, IPv4 TCP SYN 7] 44 U

Py, IPv4 W A2 HEe) 74 42 ]
IPv4, IPv4 A2 A% 43 USB @ =Eejx #2728
IPv4, ZEA] ARPE AME3HA] ¥=% A V;

% 40
IPv6 autoconf 2% 46
IPv6 &6 A% A5 46

vRealize Operations Manager &z ¥
HE 19
vRealize Operations Manager2] HA g

IPve 2+5E &3 & A3 AF 46 WNE 9

[Pv6e, ICMP ﬂ"/]"——ﬂﬁ Dﬂ/\]%] “?‘/\1 41 VSphere %’76] 7(]_§‘ 10

IPv6, IPv6 B-%E 43 A% 44

IPvB, IPv6 2+%E 23 A% 45 9

IPv6, IPv6 %€ H A AF 45 7HE Al=" ) IPvd ZEA] ARPE AM&3kA] &
IPv6, IPv6 214 2+%-E 23 AX 47 == 4% 40

IPVB, IPv6 & AR 43 b3 A28l HREAAE Fad te

IPv6, IPv6 At F4 & A3 47 ICMPv4 5 A% 40

71 AEFeld =
Bluetooth ZR2EZ #g7] 28
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o

NTP(Network Time Protocol) 74 19
USB th& ~E8]x #2]7] 28
Het A& AMESAY AM R3] REE A

% 14
FE 22¢ AF 17
ZAL 49
ZEe 4, #4422
ZE3 22eZ 74 21
#3 AF 13
HY A AG ol el SSH HA 25 AFE-31A] &

=5 4% 17
T4, PostgreSQL Z&lo]dE AF 26
T4 R, AL RS A 28

L
HWEHA 4% 39

| =

9o AHet A% 18

93 AHE B

deEe golns] A <k 3 27

s

=7 49

24 #YA A%, 84 14

FE BZHE AR 12

FE AREAE, Hel 4 13

o

2 Alg], End Point Operations
Management ©lo|HdE 31

H

Hot

Appletalk Z=2&Z 30

IPX(Internet Packet Exchange) ZEE
= 30

RDS(Reliable Datagram Sockets) Z&
EZ 29
TIPC(Transparent Inter-Process
Communication) Z2EZ& 29
I:ﬂ—;]_}:ﬂ U% 30
Het 74 11
Bt 744 & 37
Hel g, % 10
Het A, A A 15
Hek A A 74 15
Hetl Al StoldE 74 16
Heb Al ot AR At 15
Het A #E 13

it

it

T2 U8 AHeEA 2RS4 37
2793 o Ze) Ao, A4 37

2Yed TES AL G 4Y 37
vek$A e A 49

B2

E F20f tigk ICMPv4 o2 7
0

JX?L L
(¢}
© o

NEA A Blhs, BHS 25
dHlelE 36

dolANE gihxr B 35

2~ AA 35
Olz A sl#] 36

g# 35

T2ES 94U ¥E 34

Im lm lm fm |
Au)
>
}

ool L g

MHl > wek §4 49

4 o e

NTP A¥ 49
HHlolE 36
9
9

(& momol)JA_m_%&i&&_

0 9 % (O Jo o oo 2 L& 2 &

oy ox
ﬂﬁ

N

AX 43

<l dlolE 21

=<l dlolEle TLS 21

A A=A e AZEY 9 AWER 10
AR ZadE AMEsHA 225 AF 17

A
A% F

2~
A

z

oluy) ALg ok & 27
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