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1 ol Eetelede] FE Aol A # passwd ¥ &= A @ T o

2 FrEuEWEe A E geletedn] FER 2165 # more /etc/shadow W E S A e v ot

VMware, Inc. 12



3 FEd ol shab12 @A 7k 235 A 2 7% passwd W # & A skl WA

n:°"
A
v

)aA ez 7ehE 2E VMware of Felol gl 60919 v Ml B e A1 7E AE g ek d) e 7
g3 o] Felolelzol A £E AL 36599 vH B e A7te A4H U 2 Al ®, B A
Aol ka7 7ke] Mok % $of 8T A BFES FFeEA FelFAA L
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F-ol wkAloll Y3 A4 £ 35S Fe] Y Ak mE glo] ol 9] SSH A v &= SSH Al A~
= HZE a5 @ E Al AllowGroups & o ® AL A Yo A B 99l Jetc/ssh/
sshd_config 1% ¢ AllowGroups @ & 5% sshdst 22 b & 255 A&l s 4T 5+ s ok
o] @ 252 FHFA AAAE 98 pam_wheel ES Tl A E A 2R D 2F FA ]
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e
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Al &l 745 ¢4l vRealize Operations Manager = =0l 4] SSH(EO .l)é’

oh ol & Eo], Au] £AE s A sl wl SSHE E3F AJu]ol 3l & HA A7 L8 A
A9l 7kl & 9] 4l vRealize Operations Manager = =<l 4] SSH& *P% oA = AA
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1 vCenterel 4] vRealize Operations Manager = =2] & <ol o A ~ g o},

Alt + Fl& 52 229l ZFZEof dAxg & 2 agl3h e}

#chkconfig ™ 3 & A & g o},

sshd A vl =7} &l Al & 7 % #chkconfig sshd on &S A & g o},

#service sshd start 8 &= A3 3elo] sshd A vl Al =g o},

o u h~ W N

#service sshd stop &S A 3le] sshd A v ~E 5 A g1t

vRealize Operations Manager 32| gl € 5 o] ~ 2] SSH Abel] ol A BoF A& AL-g-3} A AL-&-3}A]
ol—ci 147(—]31— /- = 01___1/]1;]_

Hok S $1% = wel A4 A4

E SSH HAl 25 Al A7 Aol SSH(ME g A& AL - AV &2 & 259 7AM, =+ 0] &
ol sl dele 24 e A A s A oF d ok

= 2] A7} AllowGroups & AF-8-3Fe] SSHell

AR FE AAsE G FEF AR Aol AT Gk
AAl 2% 5 YA sk D 25} sudA L Ao FEZ 231 F QEAF HlaEd o} P u
2}

1 FE7 2o09ldx ofe wale Aga),

# useradd -d /home/vropsuser —g users -G wheel —m
# passwd username
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22 AllowGroups©ol A SSH A Al =7} 7t 5ele 2 A A 25Ut B2 255 o2 7] F7146he
w1 G wheel,sshd& AF&3H4] Al &

2 W AEAR DAL T B AAE B A G5 E AT

ha

# su — username
username@hostname: ~>passwd

&

255% % dao ol Ed vtk s B4 el 55 A ghewd kB o} el o
alL

- < &3] & A AE AL FE

FEAAE AAZD 4 A5

3 (#)PermitRootlLogin yess PermitRootLogin no& ©l Al s}= #}4 © 2 /etc/ssh/sshd_config o}
< A sle] SSHell gk A1 A 2 a9ls Al A o}

FEZ AL 2acle AbgekA FEF AT e e g A3tE o Sefold oA s EEE F 4
FEol A4 2acle g sy Fol WA fg A A A et & A7) she Aol
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= etc/securetty ¥4 S A A S} ttyl &5+
/K]_% 0]_7;] E_i /l—] Xq ?ﬂ—]/]]ﬂr
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Al 2Bl 7Foh 2 A0 R BE VMware 7H4 ol etel el s 3~ A~ Elol tep_wrappers 7 7]
A& A A F] A ske] SSH(E ek Ay Al =F Al ek =3k 4 83k SSH 7] 14 AFE A o] g
ol Fehol el zefl frA] g e},

5 VMware 714 o E o] ol 2o = libwrapped t ol A ~g 4= 9l= U E S 2 A B vl$ tep-
supported H =& &3l Ao = ol tcp_wrappers 3 71 A 7} gV ok 7R 2 7 Jetc/
hosts.allow ¥} of = ®.qF Aloj T A~ &gk Ul &<l sshd: ALL : ALLOWZ} F3H5

ek, o] Al sE £ e & Agkel AR EA Al we A A S

£ 3o
ol
fa

[}

1 HaE HAA7| oA 7 o] Zefelel s T 42E A AH 9] Jetc/hosts.allow 7} & Y

+

2 v A G FES 2 T 3 g gl U EY A Auvnt 23e S HA G A&
o

sshd:127.0.0.1 : ALLOW
sshd: [::1] : ALLOW
sshd: 10.0.0.0 :ALLOW

o] ool A& =
.

=

g
fo
>
ul
-

rirt

174 9 ZFeho] 1 E7110.0.0.0 A Bullel| 4] -l sh= <l 7 o]
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3 T2E o5, IPF4, FGDN(A e =rlcl o] ) % F29 & dfdsle s A|=H DS FbS
Yot
4 3195 AAeta 25
ok 7] el ALE A §4
AR ot FE& A SSH(MoF A) 7] 31 AHE A gs A F
A3}
1 /etc/ssh/*key.pubel ¢ A F& T A€ 7] g}l & Fu o)
2 It £2FATE FEQIA, 259 £7A7E FERIA, st o] AE A gke] 0644 % AAH A=A &
ol g o,
A A g (-rwer--r--) sl v e,
3 2e s #Hadd
4 /etc/ssh/*keyel $1A g 7ol T 4E 7] spd & w5k
5 9t 9 259 £2FAE FEQIA S} gkl o] AFg A ghe] 060082 AAH A Fel
Ag AL (-rwe------ )4l =
6 =t dtds Esdt
Kok A A 4 43t
74eet 73, hak el e Al el A AA(OVF)ell = 71 EA o= Zhatsl A4 o] Lo AbE A A I
Aol 2 FA Aol A AMu] F Fetold B Auj s FEdte] T4 o] FalE A AEtE ol eA 2l
T Usd
7} 3t 75, /etc/hosts.allow ¥} ol 4] SSH AW A}-8-& k] A2l e A3k o},
2}
1 /etc/ssh/sshd_config A 74 std-& A dA o] EapEA] el gt
A A e
Av il Z2EF Protocol 2
a3 Ciphers aes256-ctr,aes128-ctr
TCP #l & AllowTCPForwarding no
Au] Aol ESo] L E Gateway Ports no
X11 A = X11Forwarding no
SSH Al 2= AllowGroups 2 =% ARgale] A7) 3 &5 = 255 A48l A
s Apgol d g5t A EAbe nE 2Fel TALE 2o,

GSSAPI 81 % GSSAPIAuthentication no(AH-&38H# ¢+ 7 %)
Kerberos ¢l % KerberosAuthentication no(AH&3FA &= 7 )
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24 A3 Ael

27 ¥4 (AcceptEnv =& £-4) disabled by commenting out ®-+ enabled for only LC_*
LANG variables® A7

74 PermitTunnel no

A E 4= A4 MaxSessions 1

dAg B 24} Strict Modes yes

5

A A Q1S L=

AR A 2 A7

A 73}

& AR el Pl e SSH Fetold
e}

- 2}

1 SSH ZefoldE 74 9t
et

UsePrivilegeSeparation yes
RhostsRSAAuthentication no

Compression delayed %+ Compression no
MACs hmac-shal

PermitUserEnvironment no

ol T E AJgle) SSH Feleldl = 4 It
gkl VMware Al Al ol wep 43 5] gl=A] ghela of g

(e3

ne

[ e
L

N

N

ox

2
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/etc/ssh/ssh_configs 4 =2 54 Ao AAo] &nlEx 2a]

a4
Zelo|dE Z2ET

Zelo|AE Alo|Ego] £E
GSSAPI 1%

27 W4 (SendEnv 22 J4)
CBC 3

A4 QF e

=

Practice®, ¥4 x| &
q o
=

el o A7
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Protocol 2

Gateway Ports no
GSSAPIAuthentication no
LC_* =% LANG #H 1t Al &
Ciphers aes256-ctr,aes128-ctr
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AR ST AV

o Hob S g 2 Aol A A AA e Yle dAE wE o

s AA FE 2398 AN GES AT Aol A 2de] Ael AR DA AT F A HAEd

B oofof gh e},
1 FEZ 23983 /etc/securetty 34 & 25 o),
ZEZEA o] ztdol fA AT 4 9l F

2  ttyl 5% console® Al g o},

22 2 Aol thal SSH oMl 2% ALESHA e 84

wol m Abe of uhe} el A} Al Aol il SSHE ARl Y25 A4S 4 ¢l o} vRealize
Operations Manager admin 717 7} Linux admin Al A& <3 ta & A& o 3] A7} SSH o Al
A5 AbReA] Eele 5 A A s 2 & SSH AF-8-AL 7} vRealize Operations Manager admin Al A 3} of
E AT E A A s Mo b e s Al Aol duk a9l o5 adminel v FE F Agke] =2

o}
ALEA R A ghE| 22 Hoko] Zhsh ] o},

A=}

1 /etc/ssh/sshd_config ¥+< S A A g o},

P ZgZEoA] o ghdlel] AT S gl

2  I}d 9 o} oli} penyUsers admin @55 F7Feka vtd & A A g o},

3 sshd A1¥] & t}A] A #Hsled w service sshd restart %25 A& o},

| =] ol = A

TE i[}] 1170 E]Cq)

A A e Boks Al Fstelwd VMware 7 A Aol F-E 2 ol 5E AT AlaE FE 2
ol ol 55 He 7 A = AF ZEAA A 2EBlol] NAA8F= AFEA 7 Al A8 FE] A4S 228l A
ol AbEAL e A Mg mE g FEsle] Aula AR ms ik A AR A4 AE e 4 9l Gt

1 714 AA 9 /boot/grub/grub.cfg Aol F-8 vl 57} 9l =4 2ol g o},

2 vEHITI = AF 7B AA A fusr/bin/grub2-mkpasswd—pbkdf2 & & Al 3 g o}
!

3 /etc/grub.d/files/40_custom

set superusers="root"
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password_pbkdf2 root <hash of password>
4 45 AF8-31o] /boot/grub/grub.cfg o+ S ¥ el gk o},

cp /boot/grub/grub.cfg /boot/grub/grub.cfg.vropsbackup

5 /usr/sbin/grub2-mkconfig —o /boot/grub/grub.cfg =& & A slo] grub 74 S el =3

Vet
el SR 2

F3 Foclelo] AR ol A sEA A9 2o gonl 29l = F vRealize

Operations Manager 7} Al #F =] #] ¢&571] o},

bz 2 BT xE e Zr]E A& vRealize Operations Manager?] ¢ &l o] = A Ak o},

1 o "Ed s Adste o] A grub.cfg ot & S o

cp /boot/grub/grub.cfg.vropsbackup /boot/grub/grub.cfg

N

vRealize Operations Managers ¢ & o] =gh] o},

3 VRealize Operations Managers ¢ 1#o| =38t & B E 2] Q1F AA olefof] Aosl =& whA

W o,

71E AAEA AR S U E ko] =3 a3k ARG AR Al A o] Al A E Gl gl af of et

137}

ko
et
o
R
S
>
o
X
A
)
o,
o
o
-C
ot
T
9

& host:~ # cat /etc/passwd TS A gl 2

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false
apache:x:25:25:Apache Server:/srv/www:/bin/false

ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999::/var/lib/bind:/bin/false
admin:x:1000:1003: : /home/admin:/bin/bash
postgres:x:1001:100: : /var/vmware/vpostgres/9.6:/bin/bash

VMware, Inc.



SRR

12 wujeelele] B8 1Eolv 2F WA Aot A A QA Fela ok g e,

Mo,
™
>
Y
tje
ot
(s
sl
°
B

& <host>:~ # cat /etc/group W& & Adsle] oz A4 25 W 25 74

root:x:0:admin
bin:x:1:daemon

Sys:x:2:

kmem:x:3:

tape:x:4:

tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal:x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus—proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin,apache
ntp:x:87:

named:x:999:
vami:x:1000:root
admin:x:1003:

vRealize Operations Manager #2] %} H]"dH S 24 A (Linux)

Hob m] Al 2 vApp & Linux A A of] &8 Linux 2212~ 2] vRealize Operations Manager ¥| 4

o oy
ANAA S 4 55 o

p=4

ﬁ
fot
i

il
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1 A% nee 94 £ FEZ 22 o

2 $VMWARE_PYTHON_BIN $VCOPS_BASE/../vmware-vcopssuite/utilities/sliceConfiguration/bin/
vcopsSetAdminPassword.py —-reset & Y HdlaL = H 2 E O] oA A & whF o

VMware o] Z2}o| 2o A NTP -4

A ZE 24l o] F 2.3 74§ VMware o] F2fol el zof 4 T Ak A

NTP(Network Time Protocol) & AF-&3}4] Al 2. A 7} 7] 8}oll Al T

oF gt ok NTP A vl & Al 2 & 4= ol A7k Alu]o] At & 43 Al 2| e 4

oF gh o},

VMware 7}k o] & 2 o

2 AFg-slA %E—% AAREo] glom g 5o FA o It 753 A5, ==
g 2

NTP 74 st o] I A= 7k of Fehol el zel 4] Jetc/ntp.conf oF ¢ e}
At

1 M olEEtelda T4 E 4 | 4] Jetc/ntp.conf -4 I}l A<}
2 3 £ E root:root® A A T o,

3 H3S 0640 A A G

4 NTP Au]z=of t3t DOS(AM Bl AR 7)) 5% 542 #1385 <kslalr] $18 /etc/ntp.conf =}
< A 3 restrict Zo| #Fd o HE}EA 2l @),

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::
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ek mal, A £ AA L S H TCP el aulze BaL wigo PAzEd & g5y
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http://support.ntp.org/bin/view/Main/SecurityNotice

ne} 74

13}

.

AbgekAl S A g o

o

Linuxel 4] TCP e} ) A8l = -5}

a sysctl -w net.ipv4.tcp_timestamps=0 % & 5 A 3 5} net.ipv4.tcp_timestamps<]
A g o,

b 7]% sysctl.conf ¥} ol ipv4.tcp_timestamps=0 %= F7} g1 o},

FIPS 140-2 =& 34 3}

VRe

alize Operations Manager 6.3 ©] A}

FIPS »=7} &4 315 FIPS ol 5 oo Lo 55 AF&dof sl= Hol 4 S AFgke] 9l &=

o =
a-

= g4 g sy

Enabling FIPS mode:

1

2

3

4

SSH == &5 Abgeto] 72t T2 R FEZ 2ol

g~ Al 7] o] A /etc/httpd/conf/extra/httpd-ssl.conf ¥} & 1o}

1o
7/\ =

EE g ELZH = o] ¢)+= OpenSSL ¥ A1 -2 FIPS 140-2 <l
whoksru ol v FIPS == 7| 2 A o 7 dAsh5] o] 9 x] ekgru] o).

SSLProxyCipherSuite =5 Z Al =} & ofef &l SSLFIPS ong A A F7Fg ot

service httpd restart % &< AF-&3lo] Apache 745 A4 A e

Verifying FIPS mode:

1

2

httpd 4 ¥l =% ofA] A=k & /var/log/httpd/error.log & ¥} 45 9o},

Operating in SSL FIPS mode® @ %% &1 ol 25 7 A ghi] ),

Disabling FIPs mode:

1

2

3

4

N

4

-

SSH &&= &5 Ahgsled 7 FelAaH ko FER Zaglgoh
Hl~E H Al 7] 4] /etc/httpd/conf/extra/httpd-ssl.conf o} L& 3o
SSLFIPS %5 %A 3laL SSLFIPS on-& SSLFIPS off® w3t

service httpd restart W& & A&3lo] Apache 7-4 & A4 A4 ¢l ek

& Tl HlolE ] TLS

mok mw ARl 2, A smle] wek A AEE Fal ) EE A el et

=1
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vRealize Operations Managerel| t 3l 7323k X 2 & 5 1A

SSLv2 % SSLv39} e T2 ' F2 o o|Af oA Ao F ZhE A ¢4 oh =8 TLS 1.0 ¥ TLS 1.1=
AFE A s B A E o TLS 128 7] A 0 3 Al&elx & A A o] g5

3 vRealize Operations Manager ¢l ~E A5 8.0 WA o & ¢f 2eflo] =3+ 7§, TLS 1.0¥ TLS 1.1
< B B vRealize Operations Manager = Eof A4 v &A1 st o}, TLS 1.2+ 7| EA o & A 5=
gt 22 E S5},

Apache HTTPDY| )&= 2 EF9] &ul& A8 8l
vRealize Operations Manager+ 7]%ﬂ © & SSLv2, SSLv3, TLSv1 % TLSVI.1-& AF&3lA] =5 A A
Gk Al 2"]lE ool A 8] Aol BE 2E wlgl Ao gt ZRE S-S AR RES AA ok
] et

g A}

1 wW# ZEZEoA grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/vcops-

apache.conf | grep —-v '#' %@ 5 A3 sle] SSLv2, SSLv3, TLSV1 ¥ TLSVI.17F AF&-3lA] ¢h= 5
AR = ol =A gl g e

Z R EFo| AFE5HA] s AAElo] glem Weo] A SSLProtocol ALl -SSLv2 -SSLv3 -TLSvl
-TLSv1.1 =3 & "hghahy e

2 Apache2 A8 & thA] A Aslelw] wel =22 Eof 4] systemctl restart httpd &S 48 3y
ct.

GemFire TLS &g o] Q= TR EZ o] &ulE ALE 30

vRealize Operations Manager+ 7] -4 ¢ 2 SS|v3, TLS 1.0 ¥ TLS 115 A}-&31#] =5 A A gk o},
Al 2E]lS ool wjAI el 7] Aol ZE 2 el oA Fel ZREFS ALEEA S A oF g ok

a7

1 Z2EZo ASadEd 445 Bt ZeETo] AGEF ARG A Fleleldd

Zh ol A ohE W E e A g e
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.properties | grep -v '#'
o A A 3}
cluster-ssl-protocols=TLSv1.2
grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep -v '#'

o 4 7 3}

o =

cluster-ssl-protocols=TLSv1.2

grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties | grep -v '#'
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ol 4 A 3
cluster-ssl-protocols=TLSv1.2
2 TLS1.0 ¥ TLS 11 oA Abgeb== A g o
a HelA AREA qlE A o] 22 o] Fole] FelaEE ezelclo® A ek url/admin
b 2xeldos A3 F= 3
= AR E N =A 2

47 shelebelel vhg el e A9 g

c TLS1.0 ¥ TLS 11| Ab&38l=
sed -1 "/A[A#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.properties
sed -1 "/A[A#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties

sed -1 "/A[A#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1.2 TLSvl.1
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties
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Realize Operations Manager -4

vRealize Operations Manager 74 84
a

shelnl 2 oka 9 S-S v BB A S Al 7h 2E T Gk A

L1T;\I_-7OL4V??_OU‘§‘ il s =
Asta F438 27 2715 ALt E S FA S o 2o, A AR G5 E AT

7|27 © & vRealize Operations Manager”} DHE 7] i85 AF-&-38lo] o1& 2755 ALEehA x5 A
AUk Alarls 2294 @7 w8l 7] Aol B 2x il oA Fdgh F ke s 2F5E A
&ohA] k= E A oF gt

>
=
|z

e A Abolo] FAbE = ¢z d) kTl whel TLS AlAlel AF& 5= ko gt =t 7] sk vy

Apache HTTPDY| )&= 93 172 &HE AR &9l
Mok F g gtelr] 918l Apache httpdell 9l+= & 259 &ut& AHE& el A &

A%

1 Apache httpdell 9= ¢t& 252 vt b daletedd W& Z 5224 grep
SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf | grep
v '#' HE s Ao

Apache httpdell Al &vbE ¢ho 255 Abgstar glesd Wael A o 3 g ok
SSLCipherSuite HIGH:!aNULL!ADH: !EXP: IMD5:!3DES: ! CAMELLIA: ! PSK: I SRP: |DH:@STRENGTH
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2 o3 agY wekE A TG w252 B4 sed -1 "/A[A#]1*SSLCipherSuite/ c
\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!SRP:\!
DH:@STRENGTH" /usr/lib/vmware—vcopssuite/utilities/conf/vcops-apache.conf ™ & <
A g et

1Al A A 2 Z 3 5] A ¢kow] o] wled S A3},
ol W& DH % DHE 7] &3t vl =& Alg3tE 8 T m3ts AFEebA e F AA g o)
3 ®E ZEZEo4 Jetc/init.d/apache2 restart %25 A3 te] Apache2 41v] & o} A #H3t

4 DHE A Algeles AA e 9 ZE5ZEo)4] sed -1 "/A[A#]*SSLCipherSuite/ ¢
\SSLCipherSuite HIGH:\!aNULL\'!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—apache.conf ™ & &
Agsted okg 5ol 4 IDHE Al A g et

5 W ZEZEoA systemctl restart httpd &5 A3l Apache2 A& t}A] A #Hgh o}

GemFire TLS &2 9l 9+ 943 159 SulE ALE &9l

Bekg Arh 2] 9o GemFire TLS A& el ol Q& G 159 LulE A4S BT A S,

a4

1 GE 2§l AGAES 44N BT 4 eEolq Be Hee AYdhe] ZREFo| A
o= A A Fel gt

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/gemfire.properties |
grep -v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/
gemfire.native.properties | grep —-v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/
gemfire.locator.properties | grep —-v '#'

2 dlE9s aFE Y
a  URL/adminoll Al &)=} AL-&#F el g #) o] ~ & o] &3

U
b FHsHE exelelor Aoy QXA HEE TPt
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¢ LlE s aFe FASY e e e A

sed -i "/A[AM#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.properties

sed -1 "/A[A#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.native.properties

sed -1 "/A[A#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.locator.properties

Zb w ol ol o] thA & ulE-g o},
d  URL/adminell 4] #el A} AbEAt el ol o] = 2 o] F g o,

e eFICE ABE TG

2HATAE AA A TLS A

7] 2 A o 2 PostgreSQL vl ol Elwo] 22 o] 2 AT ~E A Ao TLSE Al-§31A &= AA =] 9l
o}, TLSE AF8-3sled ™ OpenSSLE Al v d ol 545 A st A AR ol F4 & Alg-all oF g o},

-

PostgreSQLZ 4] 27 5 ~E 30| TLSE Ab-&slel™ of& tlA & <l g4 4] 2.
1 OpenSSLE AHA| el 545 AA == Al %
2 PostgreSQL ¢l &4 A=A

3  PostgreSQLel A TLS A&

OpenSSLE AHA| SIFEAE A = A

PostgreSQL Hl ol Elu|e] A2 o] 2 T~ o] Aol TLSE AF&3lA] g ok TLSE AF-8-efzf =
OpenSSLE #HAl A5 el 545 AA A AA| ol 5415 Alg-a8ll oF gt

= OpenSSLE AHA|l A & <l 5 & A etedd ohs e & AgaiilAl L.

openssl req -new —-text —out cert.req openssl rsa -in privkey.pem -out cert.pem openssl req -x509 -
in cert.req -text -key cert.pem —out cert.cert

n ARHA QIS4 E Al

ol-j

st ohg oAl S YAl
m  CAcerts.crt 7} ¢ &5 postgres® 74 3},

m  postgresql.conf ¥} S #H A 6l ss1_ca_file = 'CAcerts.crt A Al 3¢ o},
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CA Algle] 3l a5 A& A-gsl= Folebd 57 2 55 CA 9l5 A 7F =35 CAcerts.crt o
A= s A gelo] Frfa)of e
PostgreSQL <154 A X
PostgreSQL® ¢ &7 & ~E o] TLSE 243l PostgreSQL ¢l 545 A A&l oF gk e}
A zp
1 cert.pem 3} < /storage/db/vcops/vpostgres/data/server.key & E-AF g1 o}
2 cert.cert ¥4 S /storage/db/vcops/vpostgres/data/server.crt® HAFg ] o},
3 chmod 600 /storage/db/vcops/vpostgres/data/server.key &S A3 g1}
4 chmod 600 /storage/db/vcops/vpostgres/data/server.crt &S A 3]},
5 chown postgres /storage/db/vcops/vpostgres/data/server.key % chown postgres /
storage/db/vcops/vpostgres/data/server.crt & & A8 3lo] server.crt ¥ server.key
sl o] £+ rootol A postgres® w7 g},

PostgreSQLol| A TLS A&

PostgreSQL® | 2H T~ E A TLSE A&t =5 A A a1 postgresql.conf 25 3 4] 8l of

Gt
43

& /Storage/db/vcops/vpostgres/data/<l postgresql.conf 2} & A A sl o o} 23 7ko] W 7 gt
Yok,

a Setssl = on.
b Setssl_cert_file = 'server.crt'.

Cc Setssl_key_file = 'server.key'.

H 3 Eojof gf= off ZE] Al o] A B A

wek ) Ae =, o) oA el 4l B s}t mEE R ahel g v,
obele] shAlol whe} of Fe)ol o] 4 2] csr} BB s A Bl g o
43

1 find / —-path /proc —prune -o —type f —perm /6000 -1s &S A g dlo] vpdof] Ful= A

A2l = SUID ¥ GUID vl E7F A A =lo] 9l=4 el g}

ohe %ol eby e

584208 44 —rwsr—-xr-x 1 root root 44696 Feb 4 2019 /usr/bin/su
584210 60 —rwsr—xr-x 1 root root 54112 Feb 4 2019 /usr/bin/chfn
584646 56 —rwsr—x——— 1 root root 51872 Feb 4 2019 /usr/bin/crontab
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584216 40 —-rwsr—xr-x 1 root root 37128 Feb 4 2019 /usr/bin/newgidmap

584206 68 —-rwsr—-xr-x 1 root root 63736 Feb 4 2019 /usr/bin/passwd

584211 44 —rwsr-xr-x 1 root root 44544 Feb 4 2019 /usr/bin/chsh

584218 40 —-rwsr-xr-x 1 root root 37128 Feb 4 2019 /usr/bin/newuidmap

587446 144 —-rwsr-xr-x 1 root root 140856 Feb 4 2019 /usr/bin/sudo

585233 36 —-rwsr-xr-x 1 root root 36144 Feb 4 2019 /usr/bin/umount

584212 32 —-rwsr-xr-x 1 root root 31048 Feb 4 2019 /usr/bin/expiry

584209 76 —rwsr—-xr-x 1 root root 71848 Feb 4 2019 /usr/bin/chage

585231 56 —-rwsr-xr-x 1 root root 52968 Feb 4 2019 /usr/bin/mount

583901 36 —-rwsr-xr-x 1 root root 34944 Feb 4 2019 /usr/bin/fusermount

586675 36 —-rwsr-xr-x 1 root root 34952 Feb 4 2019 /usr/bin/fusermount3

584217 44 —rwsr—xr-x 1 root root 44472 Feb 4 2019 /usr/bin/newgrp

584214 80 —-rwsr-xr-x 1 root root 75776 Feb 4 2019 /usr/bin/gpasswd

582975 428 —rwsr-xr-x 1 root root 432512 Mar 6 2019 /usr/libexec/ssh-keysign

587407 80 —-rwsr—-x——— 1 root root 76224 Feb 4 2019 /usr/libexec/dbus-daemon-
launch-helper

587109 16 —rwsr-xr-x 1 root root 14408 Feb 4 2019 /usr/sbin/usernetctl

587105 16 —-rwxr-sr-x 1 root root 14384 Feb 4 2019 /usr/sbin/netreport

582750 40 —-rwsr—xr-x 1 root root 38960 Feb 4 2019 /usr/sbin/unix_chkpw

2 find / —path */proc —prune —o —nouser —-print —o —nogroup —print @& 43 3}
VAppel B shelell £fAbrt 9l e A ghel e

A7t 245 A ghom BE 9] 2577k 9k A

3 find / -name "*" —type f -not -path "*/sys*" —not -path "*/proc*" -not -path "*/
dev*" —perm —o+w | xargs ls -1b ¥ &< A ddle] vAppel =& 94l e] Abg Aghs 7 E 6l
=& gk o] 227] 7}-5 3 (world writable) ¥} o] o}d & 2ol g o}

Othersell 227] A gko] glofof gkt of 2]

e ##50] oF sfwf o] 7]
A #e A A g ool Hel] A A E 712 A

ol

4 find / —path */proc —prune -o ! -user root —o —user admin —print W& & A3l &

9L AL AL e £ m gleA] Bhel g
A7t FA ] A kow] w

1l

vl o] root T+ adminell &= 2 ¢y o}

rln

5 find /usr/lib/vmware-casa/ -type f —perm —o=w %
E2] e vpdo] m5F 227 75 g (world writable) 2 o] o}yl x| kel gk o},

A7} FA A kool g o},

6 find /usr/lib/vmware-vcops/ —type f —perm —o=w %5 A g 3sto] /usr/1lib/vmware—vcops/ T
# 2] ghel o] mA 227] 7k g (world writable) ZHel o] obid Al ghel g o},

A7} S48 A gholok g eh,

7 find /usr/lib/vmware-vcopssuite/ —type f —perm —o=w % &5 A 3 35}o] /usr/lib/vmware-
vcopssuite/ Tl # E 2] o] s}al o] m 4 227 7h3gk(world writable) 24 o] o} A 2ol gk o},

A3} £415 A kol gt
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ek 4
Apache T4

9 U Ee ol S AL FES 4

wok my Alel 2, AR} H A E el § Aol
[e)

desel £ 240 = 990l AL 5 9
43
o mEGAE0] ol 9 A xe] Relur) s AHA GEE ARG A G

a HxE AA7 A Jetc/apache2/default—server.conf 2 /usr/lib/vmware-vcopssuite/
]

utilities/conf/vcops-apache.conf 3} S <o},
b 7 <Directorys> 5ol 4 @ ©3l+= B Lol o &k Indexes 41 ¢] Options Foll A A 2k=lo 3+
Al 2ol g e
Apache2 A1 o] AZ 5= A7

Apacheol+= F 712 A& Common Gateway Interface(CGl) 2~2.3 E¢l printenv ¥ test-cgi’} &1
At =4 A Aol w94 Doz 74 2 anut XgEojof I o] 3t A4 847 FA A}
Al Al z~Hlell gk F ot AWyt 2 F= 4 g

Bol mdl Al & cgi-bin v # E 2ol A CGl 225 EE AHA| g e},

& test-cgi ¥ prinenv 23 EE A As# ™ rm /usr/share/doc/packages/apache2/test-cgi
2 rm /usr/share/doc/packages/apache2/printenv % & & A8 gk o},

Apache2 A H o] A H B &2l

Apache2 A1¥ ¢l Alv] £ 28 del el Al Al 2 HTTP 5ol &) Alv] &

z%.}% S glzrueh A rolE L8 HTML o)A, 9 A8 3 8 v

g AA Wd, 4 A9 99 EEA £R e, of B2t ol A A EANA 33 57
]

Al A1+ ServerTokens+= Prod® A A &l oF ¢ o}, ol & 5 ServerTokens Prod& vl th. ©] A A& &
glo] ol Eof ohA] A gr = An]e] St we]ld Hiof ¢ AA A 2 Azlds 5 ARE £3TA]
o] F-5 Al o] g},

A=}

1 A EZ5 geleyd cat /etc/apache2/sysconfig.d/global.conf | grep ServerTokens

s AY e

2 ServerTokens 0SE ServerTokens Prod® <% 38l sed -1 's/\(ServerTokens\s\+\)0S/
\1Prod/g"' /etc/apache2/sysconfig.d/global.conf % &< 4 g gt}
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Apache2 A1 2] Trace HA = A& <F st

27 o) Aejeld ATE g A A e Ak o] et el et £49 & e ol
= o

- -1
9 b2 wpA el 7] 9 HTTP Trace w4 =2 Abgeha) e 2 A4 644
13}
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2 install bluetooth /bin/true % ¢| ©] 3} ol vfel =7 2l gk},

3 shdg Agsn P,

SCTP(Stream Control Transmission Protocol) X.Q}
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VRealize o] Z2to] gl 2ol REF A x5 A A2 FA A AR o] Z2EFS oFgslo] Al AElS
£4AZ 4 s e
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install dccp /bin/true
install dccp_ipv4 /bin/true
install dccp_ipv6 /bin/true
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m  define KERN_EMERG "<0@>" /* system is unusable */

m  define KERN_ALERT "<1>" /* action must be taken immediately */
m  define KERN_CRIT "<2>" /* critical conditions */

m  define KERN_ERR "<3>" /* error conditions */

m  define KERN_WARNING "<4>" /* warning conditions */

m  define KERN_NOTICE "<5>" /* normal but significant condition */
m  define KERN_INFO "<6>" /* informational */

m  define KERN_DEBUG "<7>" /* debug-level messages */

kernel.printk 3= 3 4 1 7% A A3} kernel.printk=3 4 1 7 ¥°] /etc/sysctl.conf ¥}l
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A # QA 2elal ok et

End Point Operations Management ©l| o] A E 2 8§o]| ofj 3l H ok = A}
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End Point Operations Management ¢l o| d E& A x| e}= 7 ¢ 73} Z 2 A A7) A b= gala of

Gl ool e g AA o AgAE BE 2 F WA
o %

NG A AGAE o2l G AE ARE FF

tYsa) £e Y =} 2E A +4 871 23y ¢7 27|

<agent SYSTEM ol - - - -

directory>/bin 22 A o ) ) ) )
AR ALEA o - - - -

VMware, Inc.



Be} 74

dese B sy

<agent directory>/
conf

<agent
directory>/log

<agent directory>/
data

<agent
directory>/bin/hg-
agent.bat
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"default|all" %= & A st T2E A 2ulo] |Pv4 2l H A A v A A & A ef=A] of F-5 &<l
ot

2 |Pv4 ICMP 2t & A el A A 5 -4

o
FrT
o
}01‘
P>
It
>
Y
a0
mfo
-
o,
2
v
kv

+

a /Jetc/sysctl.conf 395 9]
b Ftel 0= AA =] YA Fe A vhg 5 gldof] Frlet AL 71E F5E oo BHA| gl o]
Eghc} S 02 AA g o}

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

2
o
ol

¢ WA AL ARTHI AL BT

IPv6 ICMP &t 8 A WA A & FAISI RS S AE A 2~H G4
2 3

H o} Best Practice ~E Al ~Hl o] IPv6 ICMP(Internet Control Message Protocol) 2] o & 4 ] 4]
A& FA Al Zel g ot ek el Aol ICMP g o & A w| A A] = | A A 7FE A 7] (man-in-the-middle) &

3|

fES -1 il
Aol A EE 4% 4+ 4l ch b £ ICMP 2l ElE A Hl A A % A galel B AR A Ao}
54 el delf EAtE TaEd ARt o2 3 WA A= lF A g2 Ao, TAEL AR H

o) &< 474
a4

1 T 2E A2l # grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep
"default|all" W& & AYte] T 2E A ~dlo] IPye 2l o] &l A WA A & A b= A of -5 &l
g o},

2 IPv6 ICMP Bt &l A =l A A & FA] St =5 S~ E A 2~ElE A G o}

a /etc/sysctl.confi <of IPv6 el 2 A A Al & FABl 25 T A8 A A8S 74 3 e
b kol 02 AA o] QA ¢t A5 th s ztdof| Frkst AL 71E g ofof] BHA] g el o]

e s o= A4 g

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

¢ W7 e AEa e B

IPv4 ICMP 2]t a8l S ARSI EE T A2E A AH LA

A ¢l Best Practice®, 3~ E A ~Hl o] |Pv4 ICMP(Internet Control Message Protocol) 2]t & 4 & 7|
Fobe=A Zelgg ot g5 = ICMP 2l 2l A w| A Al & ARgale] AR A2 54 k] el £
= Aol A=yt o] g wA A = W ES T EEFEA L o] Fs e § 9l & Al4E A E
ol & AWy} 2
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13}

1 S2E A 2=HolA # grep [01] /proc/sys/net/ipv4/conf/*/send_redirects|egrep
"default|all"& A @ste] TAE A AHl o] IPv4 ICMP B H & A& AX-sl=A of F-5 2hol g o}

2 IPv4ICMP lH & A& AF St e S T2 AJadlS T4 e
a /Jetc/sysctl.conf 3L do] T 2E A 2HlS 43}

b o&ﬂﬂaa A e A e B shdel FAAY AE FFS olel A gl ol

kol
E?:Mr)r. e ”HMD}

net.ipv4.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

ﬂﬂr/‘r Martian = Zl ol &=
A~ E A]AEﬂ T4 o]_oq Pl

J}mm
1<>1

1 # grep [01] /proc/sys/net/ipvé4/conf/*/log_martians|egrep "default|all" =& A 3}
ste] T~ E 71 IPv4 Martian 3 2l & 7] 58l=A] ghel g o,

2 |Pv4 Martian I A& 7| 23l & 32 A ~ES AT o)
a /Jetc/sysctl.conf Z}LS& Ao T AE A 2BlS 4 g}
b Ftel 1% “Xéﬂoi UA e AT ohs g ol FoFsl A 71 E S o]l 2HA| §f ] o]

=g o) g 12 A e

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

c WA ARE A sl S e

IPv4 &8 72 DE S ALEE R R EAE A48 1A

X ¢l Best Practice®, IPv4 A ukek 7 2 AEF & ALt e S T AE A 28E Ao Gk =
e £ Fao AR gAY A2 el el o] AE 71271 A] &5 75 Al =Ele] g A&
N .

Pl Sl E S o] ~FHE £ FaEYE REG

Ny

_1>"
el
o

@ A B4 AU AR DS ALAEE Aaule FA e Asw o] e} o e A
= 2egor ol A%E =gl 44D F dF ek A @ AF, HS A EHE REF gAY
Aupet A2 AE A LF AgeA SEF AR ek & 4 g
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1 S2E A 2HolA # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|
(e}
=

all" el e Adste] A sulo] Pva ek A2 Ae P e Ageln o ¥E el

2 IPv4 dukek 742 A

&E
o

S AL ESE T AE AARS FA

a /Jetc/sysctl.conf 3L S do] T 2E A 28-S 43}

b Ftel 12 AA =] A Fe A vhg 5 gldof Frlet A 71E SdE5S o]o] BHA gl o]
Egtyc} S 12 AA g

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

c WA AEE ARt & 2 ok
Tt} o B = -
IPv4 A& ARSI EE S 2E A28 T4
H o} Best Practice®, &~ E Al ~ulo] |Py4 A& AF-et=x] 2ol g} Al ~dlo] P AEo] 71536}
,MES] I AR ol M DE = A = 54 A 25 AT

% FAsle] a AR ehSE o} obd A4S
cmx WEAD ke St ] A5E S dFe

A3

1 # cat /proc/sys/net/ipv4/ip_forward W& A g sle] T AE 7 |Pv4 AdE AFsl=A of 5

% B3 o

a /Jetc/sysctl.confs o] TAE A AES FAI 3o}

b @kel eo AAH ] YA G A% b FEL

<l
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O
&
P
N
ol
)
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N
b

G458 oo wA v

3
fool A 9 H AAL Bol A e £at 2} S o) bS] FAR AR ohd ThE AR E wel
e AdeheA el + dedeh clelal AR e el 24 F S5 ae o) AHeE 4 9l
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A%

1 # grep [01] /proc/sys/net/ipv4/conf/*/accept_source_route|egrep "default|all" ™
7= A sto] AlHlo] IPv4 £ A 2R E A2 s AR e Al o FE Fel g o

2 IPv4 szollA bR E el e ARE AR ES TAE Al 2w]S A g
a 2~ AR 7ol A Jetc/sysctl.conf ¥}L S v o},

b el e AA R X %2 74 net.ipvs.conf.all.accept_source_route=0 %

et.ipv4.conf.default.accept_source_route=0°] 0.2 2 A% =]o] ¢l=x] &<l g},

IPv6 A ES ARSI EE T AE A|AH JLA]

X ¢l Best Practice®, & 2E Al ~Hl o] |Pve AFS AF-sl=x 2ol gt A|~zlo] |p Al o] 7153}
= FAE A A H 2p5El ) obd A e 2 A Aol A DE B EA] o= BA A EE A3

5 D
oA WED webe $3 e o A8E 4 e

A=}
1 # grep [01] /proc/sys/net/ipv6/conf/*/forwarding|egrep "default|all" =& A3}
o] TAETLIPYE A S ARt A] o 55 2ol o},

BE T4 Y o,

a /Jetc/sysctl.conf& o] T AE A ABS F4 g}

s 3428 Ala

ol

2 IPv6 AEE At

b 1&i”ﬂﬂﬂ2M4%%%%ﬂ%%%%%‘mkﬂiﬂﬂﬂ47%?%%%0bW%ﬂﬁﬂﬂ

ek s o= A4

net.ipv6.conf.all.forwarding=0
net.ipv6.conf.default.forwarding=0

¢ W7 e Agea e

IPv4 TCP SYN F7| & A} 835 = S AE A| AH JLA]

of m Al 2, &~ E A ~H o] |Pv4 TCP(Transmission Control Protocol) SYN 7] & 4% Sh=A
el ok TCP SYN Alu] 2= el 374 o] A|2=8le] TCP <14 H| ] &5 SYN_RCVD 4l o] <14 = 2%

W Aul s AR AT Gy h SYN F7]= ol U Aol o] B 7F fr &3 A & Al = dfaL A Hli 7ol

A9 £oav} opd A Belele] £5 ACKT $AIH 7] AA AAE FA A FES ot o AgH

fz

)

¢

ol

[¢)

o,

o) e A BFEL Frohe B0 R AF A @AW ol s go] £o] BAD Wz G4 3]
mR fEG Aol G vl A A% AFAA A 2L P T 5 o

A4

1 # cat /proc/sys/net/ipv4/tcp_syncookies &S Adste] T A€ A Al o] IPv4 TCP SYN
FI1 5 Agele=A AF-F gl g et
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¢ W7 e Agea e B

® ¢l Best Practice @, 3~ E A ~Hlo] I g 3lx ¢ke 719 2}-9-¥ <& 2 ICMP(Internet Control

Message Protocol) 2l H @ A 25 A el =A gl g} IPvee] 7] &2 *1iE“ o] MES Z] AN

F AEo g Abgsle] M ES T AAE 4T F de AU Hol Falol A Al FEA G W
EUEYIRTE F03 A ARLE = Al oHd ARE FEoE AA }t Aol F5 e,

13}

1 T 2E A2l # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|
all" B¢ Adsho] Axto] Do shn e 2% ehs8 43 2 ICMP 2l H A A o] F2hg AYat
%

=
A o -5 Fel g
2 IPv6 BE dERE AN RS T2 AJaE S A

a /Jetc/sysctl.conf 35 1o}

b gkel e WA H o] gA Ge A% e FEL el FoAAAY A FE FFE oo RA el o]
g g2 0z AR o

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

f
e
2
ot
ol
ol
=]
i)
e
o
ﬂﬂ
o
T
v

c #HA A

IPv6 2}9-E 84S AFSIES S 2E A|2~H F4

%ol Best Practice®, &~ E Ala8lo] I8 3lA e 7% IPv6 25 8 A& AH-sl=# 2ol g o
98 $4 Aol wet e sol A% 45T o AEEE 2 SE L9 2ot AP Faot A A
oz gl A% 94 A4 Dot dFeh

a2}

1 # grep [01] /proc/sys/net/ipv6/conf/*/router_solicitations|egrep "default|all" ¥
e Adehe] BaE Aagel BeohA e AL IPv6 e E AL AehEA o 5 2l g
o},
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2 IPV6 T E LA AVIES i AaEE Y

a /etc/sysctl.confs ¢34t}

b el o= 4R 5le] sl R AF e FHE AU AP AT BIE clel A Gl
Egvich g oz AR

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

¢ WA ARE ARHD AL B
9B 2ol A IPV6 BFSE 7] A S ARGES SAE AAT T

io& Best Practice &, &~ E I*E” o] A 3slA ke 79 IPv6 25
|

1 Z2E A 2Hlofl A # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep
"default|all"& A ddte] T ~E A ~Hlo] |Pv6 2h-F-8 945 AFsteA of 15 gl gkt

2 Z7E S HAA IPv6 BHE 7R AA S AT E S T AE A A8 T4
a /Jetc/sysctl.conf 35 1o}
b Ftel o® AA= ] A @& 75 g S gpdol| Frhet A 7] E G5 o] BHA g d o
=

ek ke o® AP

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

¢ W7 ARE AR g Do
IPv6 e}-F-E] HFALE 775 s S AE A" A

¢l Best Practice @, &4~ E A ~H o]
gy ot accept ra pinfo A A2 A|xdlo] efE oA A FA AR E W =x] o 35 Alo] g} F

AR ez gebnl A% A adel 2

e,
ko
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§2
rlo
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o
o
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o
s
i)
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>
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o
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1 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep "default|all"-& 4 &3}
o] Al ~Elo] IPv6 BF5-E A FAF AR E A=A 2ol o},
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2 IPv6 2tFH AFAE AXt RS Sk AARS A o}
a /Jetc/sysctl.conf 395 91},
b #hel o AA S YA 2 A5 Te FEE opdel FrletAv 71E FES o]l sl o]

ek e o= A4

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

ol wdl Al 2, 3 4E A ~glo] gt A5 Alesta b8 4E ] IPve B E 4R 5 Al AA
+ A=A gal@ et accept_ra_defrtr 242 2h-5¥ obgd o] F Al A A thgk A wlof 2
of -5 Aloj Pt oo & A et 2h-E 7k FAL s Zlel wigk 7] IPve & Al ghe W7 oh A Sk ek

1 # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep "default|all" @& &
Agsle] TaE AlxElo] IPve 2H5-E F Al AA S ARst=A gl g,

2 Heoloeo® AAE A e A IPv6 Bhr-E e & Al A

43w

a /Jetc/sysctl.conf 395 1]},

0_1_4

S ARHIES BAE A igE T

b #el oz AA = YA &

net.ipv6.conf.all.accept_ra_defrtr=0
net.ipv6.conf.default.accept_ra_defrtr=0

c WA A

}

ne

S ¢
= T

tje
oli
e

A7

5}

o)

e,

IPv6 2}-7-H &® Autoconf A& 7 Fot S T AE A XLEH A

H oF Best Practice®, &~ A A~Hl o] [Pv6 2FF-E] 4 qutoconf A A S A F-sF=4 2ol g o},
autoconf A A& 2t§-8 dal o @ ol A|A”lo] 2 FUMNAE FAE Qe F o] 2ol Trbe 4 9=

A o %% Ao Gl e},

uj

13}

1 # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|all" =& & A & &}
T aE A aEo] IPv6 BF-E 4 F autoconf A A S A=A o 55 ol g o}
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net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

PV6 217 2B 8 ANSES BaE A 2w Ty

“
1.9k Best Practice®, &= & A|=Hlo] J88kA 95 75 IPv6 Q1A ek 845 7 Feh=A] 2Hal’t
Yk glg g o]l as AEsle] Ysts Fa7F MBS 2ol A 23kA & 29l o] dad_transmits A A ol
el g2 Bl Bla-gd e v 23 Fad AFE e A e A o A" e

2}
1 # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep "default|all" 4 =& 43
ato] T ~E AlsElo] IPv6e Q1A 2hH LA AR of 5 el g

2 @tolee= AAs o oA e AT IPve A BHE S A S ARG ES TAE Al2"S T4

a /etc/sysctl.conf 395 91},
b kel 02 AA o] QA ¢k AS oh g5 ztdof| Frlsl AL 71E g ofof] BHA] gl o]

ek s o= A4

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

o)
B
o,
™
>
ot
njo
2,
ol
ol
ol
f
<l
A=
1S
o
HT‘
o)
<
a

vk w el 2, BAES DY L5 PVe Fag Ar) 45 AlwseA #elg e A Fa 4 A
4 o] 2ol T 4+ ) U AE 1PV F4g 4% AR e 7 L ghe 16¢] A

1 # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep "default|all" W= & 43
slo]l & 2~E A 2Ho] gyl 7153 IPv6 49 Ao 5 AlgetEA 2ol gk o}
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]

G b Pve Fa9 AT £F AGAEL BAE A ANE TAG

Lo

of

a /Jetc/sysctl.conf Z}L S 31t}

b ths A5 gt FrelAd 2ol we 71 E F55 el edu o whE 1® A g o

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

¢ W7 e Agea e B

¥ ob mul Al#| 2 vRealize Operations Managers 9% 87 ol 4] 2 el o] L83 4 L EE T4

o},

F 41 2a HL A EE

XE Z2EeZ A

443 TCP vRealize Operations Manager A&7 ¢l €] o] o] 4~ 2
vRealize Operations Manager 32| A} ¢1 E] o] o] o] ol 4l A~
s ol AR v o

123 UDP vRealize Operations Managerell 4 7] & == & NTP(M =4
Az ZEEE)E 518 A5 AR o

5433 TCP IS AR E S AR A V)R Y BAE oA
=2 dl o] el o] (v PostgreSOL)E- A k= dl AR
o},

7001 TCP Cassandra®] == Fefd 7k ®ok FAlell A5 o
o] LE = gle|ulo] =F A7) A upAl A 2, o] L EF w3 of
Frheh A Al &

9042 TCP Cassandracll Al == 7k Zefe]ddE el FAle] Boke] AR
ot
o] £E & gle o] =FA| 7] A upAl A . o] L E 5 w3t of
FrrE A Al &

6061 TCP Fa A 2w Auje] HE dA JHE A e S Felol
9l E ol 4] GemFire Locatorell <17 sl ® A& o}, w=gt
Av] ZEF B UE sl FeloldEE ZEIL /PG AL A
w2 3 e
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ZE Z2EE v
10000-10010 TCP % UDP 3] o] & 7] of(peer-to-peer) -4k Al Ho| A f AN AE
UDP A1 2 TCP A 9 7HA] 4] A8 = GemFire A ¥ A
& F AA 2E WYyt
20000-20010 TCP 32! UDP sle] - 7] of(peer-to-peer) &AE Al o] A fr] A 2=
UDP =l A1 2 TCP A 3l 7FA] 4] AL&-5] = GemFire &4 ©]
B g F b ZE e e
E4-2. 4894 F2 X E
XE Z2EF A
22 TCP A8 ALgkelu e, SSH(HeE Alyel v e,
E22®EE g FEL 5 FAletE
SSH Myl 2= 9 FAoll A ALg-alA o
T2 AAxo]of gl ¥ E 2% tholof
gk o},
80 TCP Ae] Algkel v el 4430 2 2] v @ Al 5]
c},
3091-3101 TCP Horizon ViewE 4 # g 7 $- Horizon
Viewel 4] vRealize Operations Manager
o el el Al zdhe vl Ag U
— =
?:]1—.9_ 1
FA A, mE A Y of Sl g AL Ao s ¥R G 2§ £5L e AF U ¢ E
SE S 43R PR F2Yy
o o - PN
vRealize Operations Managerol] tj gt A1 A2
¥ 4-3. 572 AAd g I E aF
o] & 43 3F
FAH 4B 2F

Apache ¢+ &

ECDHE-RSA-AES256-GCM-SHA384, ECDHE-RSA-AES128-
GCM-SHA256, ECDHE-RSA-AES256-SHA384, ECDHE-RSA-
AES128-SHA256, ECDHE-RSA-AES256-SHA, ECDHE-RSA-
AES128-SHA, AES256-GCM-SHA384, AES128-GCM-
SHA256, AES256-SHA256, AES128-SHA256, AES256-SHA,
AES128-SHA
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vRealize Operations Manager === 7t === 7+ A2

¥ 4-4. == A gk 4T 1

o] & g3 aF

S DT AEE

inter_cluster TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
S22 TLSVI2, TLSVIA, TLSVI TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_RSA_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_128_CBC_SHA

vRealize Operations ManagerZ -5 ¢] o} &-vl&= A2

TAEE ofeltE 43 25 374 v E Bk
o ofqlE A £
s QE A~

E S|

i

LI L
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¥ 4-5. o) ] A 2

olF

45 aF

adapter_to_source

2R E - TLSV1.2, TLSV11, TLSVI
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TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_RSA_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_128_CBC_SHAA
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LDAP TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,

\

==

2R E - TLSV1.2, TLSV11, TLSVI

it

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_RSA_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_128_CBC_SHA

vIDM

GE 2Fe TAGeE A4 A g

sso_util

£ 47 0buhe s o9l

™~

GE 2Fe TAGeE A4 5A g

°l&

Lk

email_sender

G aFe FAACE 4454 goksh

i

rest_sender
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