ek 74

2021 54 12¢
VRealize Operations 8.3




ne} 74

o VMware ) Abo] Bl 4 A Al 7] £41& 2l e 4= 9l e

https://docs.vmware.com/kr/

VMware, Inc. VMware & o}
3401 Hillview Ave. R IAR S
Palo Alto, CA 94304 o s & 517
Www.vmware.com o} AlEFS] 132

(%) 06164

# 2}:+82 2 3016 6500
)~ +82 2 3016 6501
www.vmware.com/kr

Copyright © 2021 VMware, Inc. All rights reserved. A =z 2 4l A w2

VMware, Inc.


https://docs.vmware.com/kr/
https://docs.vmware.com/copyright-trademark.html

1 vRealize Operations Manager 5.0 =& 7

b
00

2 vRealize Operations Manager2| ¢F#l 3k vl
AR mr]ole] A4 5 8

o] ol=e} 7kst 8

VMware vSphere 37 7+3F 9

AR 2zEdo] Y Al A Ge £ZES HE 9

gl

o

o,

(

ke
b
[
[m

UEX]

ERAb £ Edle] 2el 9

VMware ®.oF Ao 2 5[z 9

3 VRealize Operations Manager2] 2.k 74 11
FIPS 140-25 At&el=5 A4 12
vRealize Operations Manager &% *.¢F 12
FE BT WA 13
vl g kg 77k e 13
Ho

r_,a

A el AR A 2 AAl = B 14

’

vRealize Operations Manager = ol 4 B ol A& AL&sl A} AF&ebA| ofe s

Mok AL 3 =4 A Ag A4 15
ok A HA~ A7 16

ok Al 7] oked Abg A7 A 16

wob A A 4] Ak 17

wok A ZebeldE 74 23k 18

$E2 A4 230 AgedA 2ES AR 18
#2 ARl el SSH A4 2% Ageld FEF AH 19

D93 A4 AR AR ZUER 20

ek A4 a5 myEHE 21

vRealize Operations Manager #2| A} vl =l & 2| A A (Linux) 22

VMware o] Fekel el 2ol 4] NTP 74 22

Linuxel 4 TCP B} s} =R = &-5b& Abgobr] =5 A4 23

A% ol dlelgle] TLS 23
vRealize Operations Managerel] tgt 78 =2 ¥ 5 4 23
753 ok 3 5 Al-€-3l =5 vRealize Operations Manager -4 24

2ATAE QAA TLS A4 27

VMware, Inc.



ek 74

OpenSSLE #HA] <l 54 & A4 =& A% 27
PostgreSQL ¢l 541 A A 27
PostgreSQLell 4] TLS A& 28
By Efofof Bl ol A oA 2l 28
Apache 74 29
q HAE e solu 7] & ALg ek A xS A4 29
Apache2 ¥ o] 4w & 3ql 30
Apache2 414 ¢] Trace =l = A& <l 3 30
T4 ReE AbgehA e 44 30

e

ol

A g azedo] 74 84 3] 3
USB tl & =% 2] A #2]7] Walb 3
Bluetooth = & &3 A 27| ¥l 31
SCTP(Stream Control Transmission Protocol) ®.9F 31
DCCP(Datagram Congestion Control Protocol) ®.9F 32
RDS(Reliable Datagram Sockets) Z 2% & H. gl 32
TIPC(Transparent Inter-Process Communication) Z =% 3 ¥l 33
IPX(Internet Packet Exchange) = & &% ¥ ol 33
Mol AppleTalk Z& %% 33
DECnet & &3 d¢l 34
Wk vy wel 34
71 vl A1/ =7 34
End Point Operations Management ol ¢] 4= 35
End Point Operations Management ol o] A & A g of] v gl H ol = Al
o o] HE 7] 5ol 2 23

ool dE ZAE dal = 39

& AR HZE 35

B

o]

o o] A= & x] 39
ool A e ol 54l el Al Y ol F A idle]l= 41
End Point Operations Management ¢l ¢] A = | #] A & 2 ¢lelo]= 41

F7hRek 7 A M

g

)

I E

HE

Al v] 2~

j

AbEelA eSS AA 41

ok
fe

]

il

4 V| ESZ wel gl wel BA 42
7hak el EEl Aol A A Ao it MES] 2 AA 74 42

TCP W Z el v a7 A4 42
HREINAE Fao gk ICMPV4 ol 2L A 43
IPv4 Z5A] ARPS AHE-31A] e T2 A28 74 43
IPv4 ICMP 2| H & A Al A & FA st 528 A28 74 43
IPv6 ICMP 2| H &l A WA A & Aot = S ~E A =8 74 44
IPv4 ICMP 2| H &l A& A el e 3 4~E A ~8 74 45

IPv4 Martian =i 7l

o
N,
o
ol
b
e
fo
>
lu
>
>
i)
-
o
N
ol

VMware, Inc.



ek 74

IPv6 2h-t-E &5 AN T AE AJAH
eh-%¥ S A ol 4] IPv6 2}-r-El 7]
IPv6 eh-%E A FALE ANeles s 2E A28 74 50
IPv6 2}-%-E ok&l

z
IPv6 2 <&l Autoconf A& AFES T2E A28 74 5]

=
el we] ¢k aF 54
e wjo] ¢ a5 62

5 vRealize Operations Manager Al =& 74 2 27) 76
974 27 A wel §4 76
ol NTP A ¥] AHE- 76

TefoldE ek A 1 AR 77

VMware, Inc.



) Ee) £ e Adete] wal A FA FAY ol A e WAL AL e v

N
e A
)
|o
fiu
(o3
o,
ay
2
oX,
i)
By
S
rlo
N
N
Lo
N
>,
2,
rlo

FEoz 593 4+ dFdrh

VMware, Inc.



VRealize Operations Manager H ok

T

vRealize Operations Manager?] ®.ol 5 Al A~ 2 W ES] 3 41 27 o] ¥ol AA 9 mu Ale] &
Z|FoZ b elA Botd 7S FA g 2 A Hol FA W o Al ol whe} 7k 2kl S -3 )

m EA

o] 7hol =ell= 7Rk el Z el Al o] A o] A Aol W g AAI g W G-o] E3HE o] 3l H

Alz~El g obA s Al detatE e A A AR 24 Bot AA W Y 2 F FES VFeR 9
g A AR A b4l L

VMware, Inc. 7



vRealize Operations Manager?] <t
Z1 gk i 32

vt o] & oh-2 =31 $of = MD5/SHAT §H4] 3k& Ab&-3lo] o2z o 5448 2ol sl4] A1 2. 1SO, &
Zelel W& =& g A5 of 2 =3 o= A MD5/SHAT | A 5 2l slo] t}$-2 =3t sl ol o] A4
) A1) A S 2ol kAl Al 2 VMwareol A 2 =2 A ml o] o Bl A(seal)o] It - A ZE 9o

9.

= VMwareol dFgtalo] A wko 4] 4] &

A7}

¢ MD5/SHA1/SHA256 &l 4] %% VMware 9 Ako] ol Al Al 5 Zha} ] gh o},
SHA256, SHAT X+ MD5 @l A 7} A A &l of g o},

3 vRealize Operations Manager 6.x-x.pak/7.x-x.pak/8.x-x.pak 9 -& VMware 4=
Edlo] A4 ¢l F A2 A5} vRealize Operations Manager+= A # Aol PAK ¥} o] 434
8

VMware, Inc. 8



ne} 74

VMware vSphere 37 7}3}

vRealize Operations Manager+ X.qko] %] = = VMware vSphere 37 & &3l 2| Ake] o] 4 2 ¥t
o] frAl == ¢l zetE A}
VMware vSphere 274 3 7}al o & &gk -5 2] vSphere 73} Al A o] A &5 31 F-#| 5 =] gl gy

o,

ZF ol w3l AFA g A A2 http://www.vmware.com/security/hardening-guides.html &45--& A% 3}

A%

K

AR E AT Eo] R AUHA F= AZES O] AR

ALl Al b A ZE o] F A o2 oldl] b AlaE] AAlAs F AR Frke] 93 o] HobE S Qs
Ut VMware 2 42E A ~Ho] A5 £ ZEdo]E AEFI AFS o] 1B 971844 &

Al 'l o] obA gk AbFofl g b A] ok 42 E ¢ o] & vRealize Operations Manager == A Eof A%

SHA mhA Al 2 AEEEA] A B SekA] G Az Ede] S Al A sl A 2

A5 A A, Bl 2B A bk A Y, Sl 5 A e 4= E 9 o] 5 vRealize Operations Manager2}t
e ol =zl Algoll AR sk A ol Zefof] $1go] FHr,

ol Zefoll v gk 918 & 2 4 3kslei™ VMware”} VMware Al & 3 AE o4 x| 81A] ¢ EfAF 2 Z E 9
o] & A A A AFESFA B4 Al £

4

vRealize Operations Manager "l ¥ 2 A X 5 A5 olul B 2] 5 o 7telo] A Q= A = 2 ZE o]}
AR B A k= A 2l g o,

ERAL Al o] Al A Ao o gt XM] :
guides.html <] VMware #| <1
BbAL 22 E 9] B4l

VMware7t Al 8kA] = ERAL £ E So] & ALE-3}
=

A
of whet bR Al A = o WA A A L= GleA el g

éﬂﬂ A AR @AY A A gAA e et £z E g 0%% VMware %22 = 4] o] 4
I I )

W42 http://www.vmware.com/security/hardening-
1

I - B = [ A R O A A Dz ) 0] o]
ol oA 22 A A el Pl

VMware7} | 1o} 7] ¢h+= BpAl &2 E sl o] & Abg-elf ofF of= 75 BhAR wllH o] Bol 4] gl A 8 A

e ol etAlAl L

H
K
l m o_u
o

VMware et A1 ¥ 3 %

VMwareol A = wlf ol & A 5ol off g

oAl Al gFaL Al o] def Al f el ] <kelA|
Manager 2 #|, sl A 9 ¢ & o] = 7] 55 ¥ rbsta =2~ 5 VMware io} A7l &4 2 A =9+
A 2l 84l Al &

e g olaﬁf&ﬂﬂ% A 1 AEE A
e @

VMware, Inc. 9


http://www.vmware.com/security/hardening-guides.html
http://www.vmware.com/security/hardening-guides.html
http://www.vmware.com/security/hardening-guides.html

Z| Al B9l ¥l ~7} ¥ 3| = vRealize Operations Manager # Al &2l 25 f-x 8l 2l o] 51
Z Al VMware R.oF 3o o gk A4 g U] &2 http://www.vmware.com/kr/security/advisories/& %t
Z A Al 2

VMware, Inc. 10



vRealize Operations Manager?] X
2t T4

wek mwl Abel| Z, vRealize Operations Manager &5 2 5 8k3 SSH(X ek Al), 2he] A4 2 45 4|
25 el of Pk Alawlo] Bol A Al & v 5] =] 2HelsAl Al 9.
=3k End Point Operations Management ol ¢| A & A g of] tf gt 57 ®ol mwl Abe] & upefof gh o},

A o g 2o

m  FIPS 140-25 A48l =2 A4

®  vRealize Operations Manager &% ¢t
n FEu|UMS HA

n Hob Al e A F ZE A~ e

n FE Rr 5 A

n Hosh Fa AREA A B EE

n Jed H4 2F v

m  vRealize Operations Manager 32| #F 8] & A A A (Linux)
= VMware o] Fefo] gl 2ol 4] NTP +4
m Linuxell Al TCP B} =8l = G515 AF&obA k=5 A4

. F Sl dlolg e TLS

of

B 2ATAE AANNA TLS A&
m HgE|ofof gl o Fe Al o)A Blas

m  Apache T4

®m  End Point Operations Management ¢l o] A &

= Fobuel 4 A

VMware, Inc. n



ne} 74

AEAG E Aoz WMEEE s A
2ol g vk FIPS 140-2 . =7} A& 5 &

1 == FIPS(Federal

e Z2E 35 AHE P b FIPS

d

2 E = FIPS 140-2% T3t ¢+& 155 # 1 rh vRealize Operations Manager 8.4%} & Al¥-= =
Bek ke gho] Bl 2]l = FIPS 140-2 <l 5+ Whekssu o ehAlak FIPS 140-2 R =& 7| 24 o & Abgole
= AAE o] QA F "/‘r FIPS = =7} g4 skl A = FIPS ¢l % 3} %lﬂ] = A&l ok Bte B
oF ¥4 & Abeke] 9l 5, FIPS 140-2 =& A48t = 5 AA S 4 9l ot

F FIPS AHEE i A o ® Aget e g AA Y Foll= AHgskA

se S A4S & gl o

ol
5o

27] 2 &H W E Foll FIPSE AHE3IES 24
= VRealize Operations Manager 2 =€ 2] A| v £ & 2l g o},

w  FAE RE(OVF/OVA)E vl eke &l FIPS A8 el o 7p A A shA| AFE- 5 =7 24l

%
<
o

345 o FULHNA FIPSE AHSSHES 4

—_

https://<VROPS IP>/admin/index.action®® o]-& g1},
> BelAz zaelgu g,

3 ZFHaHE eZggle Adlete] F2xF AA o o] x| of| A FIPS AH-§ W £5 24 o} o}

5 FIPS A Al A4 FIPS A& 2 ¢ e

6 FelxdE eebelor A@Gct

FIPS =7} AHS- 5 25 A A= =] 8l

SEERE BE T

1  https://<VROPS IP>/admin/index.action2® ©|-g gy}
2 AR 2aclgy e

3 5 Aol el AR JE g

4  FIPS 140-2 Al =l &) =] 7} % 4] 51 e},

vRealize Operations Manager &< H.¢t

iy

vRealize Operations Managers A A gt & S 2] ~H ] 7F == Z&Eo| HFo® ®aglali Z5o

wehg A g3 of gheh ]
A 8T A

vRealize Operations Managers 4 # §h o},

VMware, Inc. 12



ek 74

1 vCenterolA =& AA HAAE o = TEE 25 ok

vCenterell A Alt+F1& =2 229l
Manager 974 Elr|d AL 7| A o2 AL§3lA] gx

2 root®z 219l g}

vRealize Operations Managerell A+ FE v 35 PA el of Wi ZFEZEof A~ 4 Q)55

3 A MUHEE s AR} EAH detE FE U EE g Hn dFd HET F 9
=% Aol Fuie,

4 FE A E oA g

5 E&old ZaolLg e

40l A vRealize Operations Manager 7] == o] g 2o FE v|dH T & o AEA HAP T 4
A e

FE AEAE pam cracklib B B U S B4 HAN(/ete/pam.d/system-passwordl ¢ X)E A =F
et A3tH mE o Eefe] el 2o A = enforce for root”l pw history BE(/etc/pam.d/system—
password I} ofl Y Aol el Aget=F AP H ek 7| EH o2 A| A8l wpA| =} 57 v 55 7] ¢
gt o] A vl WM 3= 7 AFEAFel 3l Jetc/security/opasswd T ol A A ] o},

o Eetelqlas] FE Ul £49 g M WEE B4 LT A FE LA G AR
u] W B b 5652 A AFak 7 shab12 a4l 7k A& U o] & aHE B E of Febol ol o) B BF
ol 41 ¢J 1l

4z

1 oAEzteldne FE Aol A ¢ passwd W H S Ao

2 FE B HEWZTY AE Felsteyd FERZ 2231383 § more /etc/shadow W H & A3 oh

VMware, Inc. 13



1 73 ol Fefolaed s Al adlo] 22 239163 # more /etc/shadow WEH S A elo] & AA L

=2
Het A A Al 2 25 A2~ e
= o] Febolod ol SSH(E.oF Al) = 2 ¥ Fo] ¥gx ofof g}, 7F3}
H ol Eefeld ol A SSHE 7| A4 o2 AbgelA] ¢E 5 A e
SSH-+ vRealize Operations Manager == thet 4 o145 Al o ghe el g3 ¢ o},
x__l ] [¢)

SSHE Ahgalelel £ 5Fel Adte] 9t A4 A4 A4 Fel 223 e SsH
ad

H
= vRealize Operations Manager = =2] RBAC(Y & 7|1k Al A Al of) 2l ZFAF Al o] 5 A 2kgh] o},

w2, 9 $7del 4 SSHE AGeA E® A4en 2AE AR e Yoz 4
Rt EAE AAY S AGAEE AAAAA S 5 S0 D w Fobel £ 2] wek A Aol
Aeh A SEE AR SSHE HEAF ABL AT FALYA IR FUIR 49T 5

=
l [e]
obub AH-g-sl =5 A A&l oF g o} vSphere T4 ol
23 o] SSHE ALEet AV AR e 5 AT

Az Blol A SSHoF AHEFE S AR E A o 8 ol Bl ameelnl SSHE AHgshed dAE Dol
BAgAe dAel Feln A FHel &R 5 SSH G ES AR A Aol A4 A SSHE A5
% Q%

VMware o &etold el = AbA 745 71 % AbE AL Al o] 23FE A fen® 7] o

=
g
% SSHE A&eted A4 228 & ek sbed wel FEZ SSHE AGeA S A a4 4

fo

F-ol Aol g FA F4 LE5E Tty Sl AekE o] Febolal a9 SSH A v = SSH Al
£ 2ZE 25 = Alget= AllowGroups @ o2 AP FAH Yo A 2 S Sl Jete/ssh/
sshd_config 74 ] AllowGroups & % sshdel #& o2& 255 AH&sles 43 4 s

VMware, Inc. 14



ne} 74

o) § 2FE 55 GA BA2E 9 pan_wheel LES FAl ALHES AAH R Y 15 FALLo|
su-root W A& 4 gl o] el e Ageleln FE alNwWEsl Beeh 25 Felen

Y H
A7 SSHE ALE3hel of Bebel el Aol A4S 4 9AI 5k su el A eho
gl ok AllowGroups 2 =¢] o} & 352 Al A s A 44 31 A] =p4]
SAl 5 4= dFu ol W o] 28 =" ¢ service sshd restart WE S A g dlo] SSH ol =& thA] 4]
Ay,

vRealize Operations Manager ==0]| 4] H. ot A8 AL-8-3} A AF&-51HA]

o1
LSS R R

A @l 45 98l vRealize Operations Manager = = ol 4] SSH(E ol A) & A&l =5 A A e
ok o] & Eo], v LA E s Aslew SSHE 53 A vl thal E& A A7) 2 3

Z
g

]
ol 7kl & 9] @l vRealize Operations Manager = ol 4] SSHE A&} &) ¢k= 5 A Al g o},

-

M=}

1 vCenterel 4] vRealize Operations Manager = =2 F &0l o A~ o},

2 At+F1e 58 229 52 Eof dAl=g & 2ol

3 #systemctl is-enabled sshd W& S A3 g},

4 SSHD A v]27f AbS-ebA] x5 A% 7§ #systemctl enable sshd W35 A& g}
5 4 systemctl start sshd B& = 433t sshd Aul=E A =g o,

6 # systemctl stop sshd W& S A sted sshd A vl =5 543 o}

vRealize Operations Manager #+2] gl 9| o] ~ o] SSH AYel] dof 4] Mgl A& AL&-3} A} A3} A]
ol-\:_i /H;G‘GT— F = O]——L]D}

Hok A4S 9% 24 welx A4 A

FE SSH Al 28 A AT Aol SSH(AE A)E AET F QAU nE D 25 FAAL, EE o] F
Bl A gehe 2 @A AL Aok Gl

AR FE AAAE AR RS AA ] Aol B3t 9= #E] A7 AllowGroups £ AFE-dkol SSH

=
of Al AT QA 2F suHAL AgT] FER 29T 5 YEAE HAEd ok Gl

# useradd username -d /home/vropsuser -g users -G wheel -m

# passwd username

D2 allowGroupsol A SSH A A7} 7hsal =5 A A S 25t 2 &2 255 o= A Fr1ehy

" -G wheel, sshd& AF83H41 4] &

VMware, Inc. 15



ek 74

2 Al AREAE Ageta ks HAA AAE Edete A G2 E AT

# su — username

username@hostname:~>passwd

b S el FEHE A% rt dulel Ef ek b5 Sabdel FEHA srewd ghaoh e o

T2 HEAa, o] A5 o3 HE s oA Al of it

3  (#)PermitRootLogin yes® PermitRootLogin no® WA 8l B4 22 /etc/ssh/sshd _config
sh9l & 54 2od SsHel Hl A4 2ael g AA G o,

cheel S ae 4]
FER AR 2290¢ AgAA FES 44
FEol A4 2aelE & g el BAE A% B
3 o]} g AA S Bl 2E(su - root)d Foll= F

g A3

2]
E® /etc/securetty 45 HAA L try1 FF&
console® ti#|sle] A4 FE 2 9] =

475 e,

Qb A A2 AT

-

Al 2~®l 713} A~ 7 nE VYMware 7H A T4 E K| ~Hof SSH 3 7] Al &
SSH(M.eF Ay N Al A5 A kg ol =gk I 8 3F SSH 7] v} AF-E A 3HS o] 2] &k #FA] o]

4%

1 ®H2E AR oA 7 AR T AE A A2H ) Jete/ssh/sshd _config Y5 Y

2 wal AL o) 2 TaE G5 Y el =N Auig EYAES £ 279 Ui 5L
73 g

AllowUsers root@127.0.0.1 root@::1 root@l10.0.0.%*

o] o= 2E 22 T2k oA 9 Felo]e]l=7110.0.0.0 A B oA g el= ¢l A o] 585y

3 e Aela Bg e

4 systemctl restart sshd® A3l SSH A v ~E o}A] A =g o,

1 /etc/ssh/*key.pubel HAE F& TAE 7] st & F e

VMware, Inc. 16



FAt FEQA, 1F 5L FEQA, D] g Aol 0644% A HADEA

I
S~
o)
e
0
~
0
0
=2
S~

*
X
o)

<
2
do
A
et
=
-©,
}O‘A
>
[m
A

2
<)
S
o
o
=
id

7begt 7 F, 7 el E Al o)A AA(OVF)ell= 71 28 o2 ZFet s A o] TEF ek AR A T4 Bt
Qo Tzl G4 Aol A A 8 FeloldE AulaE A Eele] Aol Sula Zehslglea dale
F %
7}5 3 7%, /etc/hosts.allow ZF Lol A4 SSH A1 8] AL&-& ] A Byl A 3g o},
23}
1 /etc/ssh/sshd config AW 74 std< A3 AA o] FupEA 2l

A=) e

Av] & Z2eF Protocol 2

oz aes256-gcm@openssh.com,aes128-gcm@openssh.com,aes256-

ctr,aes192-ctr,aes128-ctr

TCP # & AllowTCPForwarding no

A Aol Ego] X E Gateway Ports no

X1 A = X11Forwarding no

SSH A v] 2~ AllowGroups 2 =& AF-g-3lo] dA A7) & &5 255 A A sk Ay

s Aol A EHE G HE gl FALE F A,

GSSAPI 81 % GSSAPIAuthentication no(AH&-ék#] ¢ 7 %)
Kerberos ¢l % KerberosAuthentication no(AH-&3FA %+ 7 )
27 W4 (AcceptEny =& A1) disabled by commenting out ¥+ enabled for only LC_*

or LANG variables® A%

e 74 PermitTunnel no
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1 7 ZA 4] /boot/grub/grub.cfg st el -8 vl W 27} Ql=A] 2Hel g o

2 BT gle A P dEekeld 2ol A Jusr/bin/grub2-mkpasswd-pbkdf2 W& A
g et
ey g o} A = 2 g E] o] A4 EH S Al ek
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3 /etc/grub.d/40 custom E°l th& E5 F7H
set superusers="root"

password pbkdf2 root <hash of password>

O

4 55 AHE3d /boot/grub/grub.cfg THY & el g o

cp /boot/grub/grub.cfg /boot/grub/grub.cfg.vropsbackup

5 /usr/sbin/grub2-mkconfig -o /boot/grub/grub.cfg W& Adste] grub 745 ¢ dl o]

£ e
chgell 58 % 4l

F3 Fsootefel Anld adle]l= AAS dEAAle 2 A ol ¢ 2 e] = & vRealize

Operations Manager 7} A| =] ] ¢k o},

oz ¥3yE Y E 205 A4+ vRealize Operations Manager®] ¢ @l o] = A A ¢l o},

1 = HE e Adcte] o|A grub.cfg FHY = FA

cp /boot/grub/grub.cfg.vropsbackup /boot/grub/grub.cfg

2 VRealize Operations Managers ¢ & o] =] o},

3 VRealize Operations Managers ¢ 1eflo] =8t & BE 2] Q1F A ofejo] Anlsl =&
ub5 ] e},

ARw 2% AR A 2UE

NE AEA AR S B E k] =D 83 ARG A Al o] A A= Gl=A] gl dl ok g ot

47

Z

® host:~ # cat /etc/passwd B APt L83 HAa LA AAE Sl

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false

apache:x:25:25:Apache Server:/srv/www:/bin/false

VMware, Inc.
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ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999::/var/lib/bind:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash
postgres:x:1001:100::/var/vmware/vpostgres/9.6:/bin/bash

o
F
N

® <host>:~ # cat /etc/group WS A slo] A8 3l

root:x:0:admin
bin:x:1:daemon

sys:x:2:

kmem:x:3:

tape:x:4:

tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal :x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus-proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin, apache
ntp:x:87:

named:x:999:
vami:x:1000:root
admin:x:1003:
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vRealize Operations Manager #2] %} H]"dH & 24 A (Linux)

Mol mwl A & vApp = Linux A A ol di gk Linux 2 4~ H 9] vRealize Operations Manager ¥ %
e s AddD F sk

a3
1 A% xse] 94 2o FEZ 23135,

2 $VMWARE PYTHON BIN $VCOPS BASE/../vmware-vcopssuite/utilities/

sliceConfiguration/bin/vcopsSetAdminPassword.py —-reset el S gl sl TE = E o vy

e R

VMware o] Zg}o| o 2ol A NTP 4]

A7} 4 o] 53 7% VMware o Fefel el 2ol 4] B2k A7) L
1

NTP(Network Time Protocol)& AF&- st A Al 2. A3} & 7] Shell Al=] et 5= Sl A NTP A& 74 ¢l
oF YT NTP A vl = AL & 4 9las AlAE Al o] A, 2 43) AL= 3 4 9l A1E A w2} & 7] She of

oF g o},
VMware 74k o] &
2 ALE A %=

T AbEsted A 2

1 7B ol EFeteld s 325 A ~dHo A Jete/ntp.conf T4 Y5 ZEsr1 o},

4 NTP Au] 2ol o8 DOS(A B2 A 34) 52 349 913 S 3kl 7] el /ete/ntp.conf 3}
& 93 restrict ol I} ol vEEA] gl g o},

restrict -4 default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

i Z
_|
PR
r (o3
2
fiit)
=
£
o
)
By
ot
=
of
rlo
o
—
—t
o}
N
wn
C
ke}
°
e)
—~
o)
—
©
o)
-
«Q
~N
o.
5
N~
<
®
<
S~
<
Q
-]
N~
%
®
1)
C
-
=
<
Z
e
=
)
®
o
fa
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http://support.ntp.org/bin/view/Main/SecurityNotice

SRR

TCPEI QAR 5% A gatnl 94 A /LS A TAAE Ade L 5 34 4 £5E F 5
5Tk Eg, QY S AR A HFTCP Y ARz FAS vlRto 2 YAZAYD 4 Y]
o
a4

o LinuxolAl TCP e} 28l = &5h& AbEslA] e = A A o

a sysctl -w net.ipvéd.tcp_ timestamps=0 e s A el net.ipvll.tcp_timestampsﬂ =

022 ARG e

b 7]+ sysctl.conf ¥}9 el ipva.tcp timestamps=0 e F7Fgh ok

>~1

AE < HolH 9] TLS

wel ol Abell 2, A ~Ho] wek A AL Bl vl LE A el g,

vRealize Operations Managerol] 3l &gt T 2 &= 14
SSLv2 % SSLv3st & 228 52 o o4k bt Aoz 7hF A g yeh =3 TLS 1.0 3 TLS 1=
J

AbGobA e AAE e TLS1.20F 7] A o 2 Abgal e 5 AA 5 o] gl

Z3 vRealize Operations Manager 7.5 ¢ Akoll 4 832 & ¢ el o] =&} TLS A Aol o3 AF8-#} 4=
7 Apgko] §-& % U o}, vRealize Operations Manager ¢l =B~ 5 7,004 8322 ¢] 2efo] =3l w &
vRealize Operations Manager ==l 4] TLS 1.0 & TLS 1.1¢] =5 A8-5 A ¢t 5 A A H Y oh TLS 1.2
)RR AYE e fdd Z2ES

Apache HTTPDYl| = L2 EZ9] HlE ALE 9]

vRealize Operations Manager+ 7] ¥4 © 2 SSLv2, SSLv3, TLSv1 % TLSV1.1S AF-&31#] =& A4
)
=

Gleh A zm g Sodel WAEA] Aol BE 25 WAl Aol A b Z2EFL AGeA FEF A4 ol
3 e
a4

1 W& ZEHEZEoA grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/
vcops-apache.conf | grep -v '#' W@ Ad3ste] SSLv2, SSLv3, TLSv1 ¥ TLSVI.17F AF&-
oAl x5 AR A=A Sl g o

¢
fiu
fm
f
d
Y
>
o
(e}
ol
)
g2
bri
A
%,
2,
Al
2
32
[o
o

1 W@ o4 sSSLProtocol All -SSLv2 -SSLv3

2 Apache2 A¥ & vA] Al Atete{e] W8] Z 5 Z Eo 4 systemct]l restart httpd W& & A3

e,
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GemFire TLS @& ol] Y= TR EF O SulE AL 8H9)

vRealize Operations Manager+ 7] 24 2 % SSLv3, TLS 1.0 ¥ TLS 115 ~
Al ~HlE Fodoll A eh7] Aol e e sl Aol A gt 28 B S5 AMESHA x5 AA s oF e

_,_
of
oli
ol
3
O
I~
b
Jf
i)
oX,
otk
i

B3

9

ot

lql

o

1omenEe Agdit 43 ek 22 Egel Agels s 4459 A selseld
gas

g o,

=

1. # grep inter cluster.supported protocols /storage/vcops/user/conf/ssl/secure-
communications.properties

or

2. # grep default.supported protocols /storage/vcops/user/conf/ssl/secure-

communications.properties

W ® 19 Aot vl gl e, inter_cluster A4 o] AR A A = A ok flvlele, MR 28 A5

sed -i "/~ ["#]*default.supported protocols/ c\default.supported protocols = TLSvl.2
TLSvl.1l TLSvl" /storage/vcops/user/conf/ssl/secure-communications.properties

HE 19 Ao ulo] 9A o vy HHE ARSI e

sed -i "/"["#]*inter cluster.supported protocols/ c\inter cluster.supported protocols
= TLSv1.2 TLSvl.1l TLSv1l" /storage/vcops/user/conf/ssl/secure-communications.properties

Vv
43} == vRealize Operations Manager -4 S 4%
1 F oFel b3 AREE v A ste A Al &, Aw 7L A g

gl

ﬂd
e
M,
rn

)

=
FAGI S B, A9 £ G5 E TG,

7]2-# © @ vRealize Operations Manager”} DHE 7] 285 A}-&-3lo] o} 3 255 AF8$61A x5 A
Ak Al avlS 224 S o wi A 8l7] Aol BE 2 el Ao A FAdd e s 1F5E A}
LohA] = E AA e oF gt
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3
L)
o
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_1
2
~
>
o
2
)
N
i)
rr
12
fol
b
[e3
fol
2
E)
)
_|
—
wn
=
2nd
2
>
s
DO
fois
L
o
b
o
N
S
o
ok
zE

Apache HTTPDl = &% 139 S8l AH8 32
H ok Ao gkl 7] €14 Apache httpdell & & 259 &
Az}

1 Apache httpdell Sl+= ¢t 252 vl AHE& deletd™ & Z 5224 grep
SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
| grep -v '#' WS AP G}

Apache httpdell 4] &ub& ¢t 255 Abgstar gledd el A o5 35 o
SSLCipherSuite HIGH:!aNULL!ADH:!EXP:!MD5:!3DES:!CAMELLIA: ! PSK: ! SRP: !

DH:@STRENGTH

2 4T aF EuEAES A e ZEZ 204 sed -1 "/~ [*#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:\!DH:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-
apache.conf 4 &S A3 g},
1Al A dl Ak = 23 = x] o] o] wlwds AldY g,

o] B % & DH 3 DHE 7] aLdk fl A =5 Abgehe 25 ok aw ke AhgehA] e A4 g

w
oL

o ZEZEA Jetc/init.d/apache2 restart W& A3 3] Apache2 A ¥ E thA] A7

H

ok

o

4 DHE A Algetens AAety W ZEZEo4] sed -1 "/~ [“#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
M s Agste] ks 2FolA 1paE AA T H

5 wWE ZEZEoA systemctl restart httpd W& & A sted Apache2 A ¥ & thA] A =3

ct.

GemFire TLS #Eelol Sl= 42 2559 2HFE A &<l

Hobs Z e ghelr] S8l GemFire TLS Al E@loll $l& ¢t 259 &ubE AR+ 2l shal Al L.

(¢}
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¢

1 s afe] AEHES A4 EA Fleleinl 4 mEoq thg FEe Qs ZREFe] 4

A=
$o 55 AR Y EA BT

o

N

T

1. # grep inter cluster.supported cipher suites /storage/vcops/user/conf/ssl/secure-
communications.properties

or
2. # grep default.supported cipher suites /storage/vcops/user/conf/ssl/secure-

communications.properties

e 19 Aol vlof gl e inter_cluster S o] AA A A = A okgs onele, W 28 o1&

inter cluster. supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM_SHA384,
TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES 128 GCM_SHA256,
TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256

HE e Aobvlol gl A w29 dA A o3k A g o

default. supported cipher suites = TLS_ECDHE_RSA WITH AES_ 256 _GCM_SHA384,
TLS ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS ECDHE RSA WITH AES 128 GCM SHA256,

TLS ECDHE ECDSA WITH AES 128 GCM SHA256

2 ulE T aFe AT
a URL/adminellA] qe]xp AEAF qlE o] 22 o] 5 g o

b FesHE ezchddor ddauu exeelog HBL T2

sed -i "/~ ["#]*inter cluster.supported cipher suites/

c\inter cluster.supported cipher suites = TLS_ECDHE_RSA WITH AES 256_GCM_SHA384,
TLS_ECDHE_ECDSA WITH AES 256 GCM_SHA384, TLS_ECDHE RSA WITH AES 128 GCM_SHA256,
TLS_ECDHE_ECDSA WITH AES_128 GCM_SHA256" /storage/vcops/user/conf/ssl/secure-

communications.properties

Agatel 45 25 e A F e,

o

W2 19 Ao} vle] glow g we

sed -i "/~["#]*default.supported cipher suites/ c\default.supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM SHA384, TLS ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES_ 128 GCM SHA256, TLS_ECDHE ECDSA WITH AES 128 GCM SHA256" /

storage/vcops/user/conf/ssl/secure-communications.properties

7 sl de] o B E Wb e}
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d URL/adminoll 4l 32| A} AR-&AF 1B o o] 22 o] & o},

e eTtoE WBL TGt

2AT2E AZo|A TLS A4

7144 o 2 PostgreSQL Hl o] Elwl o] =2 o] 2T~ A TLSE AHE3HA &
ok TLSE ~AH&-3t# ™ OpenSSL= #Al A= & <1545 AA kA AHA| 1541 & Al 23l oF o

o}

b
Ju
il
oX,
i
2
pass
oy
°

r_u_,

dlo
AV
)
i
e,
at
ofi
ol
>
>
fo

PostgreSQL= 2] 22 5 ~E Ao TLSE Ab-&3len

1 OpenSSLE AHA| ]l A& A4 =+ A

rir
2L
o

2 PostgreSQL ¢l 54 A A

3  PostgreSQLell A4 TLS A+

OpenSSLE A QIZAE A = A3

PostgreSQL ¢ Bl o] ~g o] 24 F ~E o Hof TLSE AF&3lA] &5tk TLSE AH&3leiwd
OpenSSL&E AHA] A5l ol 545 A AW A ol 545 AlFall oF ] of

m  OpenSSLE AHAl AR & IS4 & A etedd ohs & A il AL,

openssl req -new -text -out cert.req openssl rsa -in privkey.pem -out cert.pem openssl reqg
-x509 -in cert.req -text -key cert.pem -out cert.cert

m AA el EAE Al Fee

i

[e)
%

=
]

5 FAeaA L
m CAcerts.crt 99 £FH & postgres® A 3t}
m  postgresqgl.conf IUE HA T ss1 ca file = 'Chcerts.crt AA TS Zg3ch

CA Alclo] = e F5AHE AFSdl+= Folzt 57 % FE CA o541 7F 3% CAcerts.crt
3

=
PostgreSQL ¢l 54 A X
PostgreSQL = 2] &7 T~ E of TLSE AF-&-3sl# ™ PostgreSQL ¢l 54 & A A 3l oF g e},
!
1 cert.pem Zt9E /storage/db/vcops/vpostgres/data/server.key® A o},
2 cert.cert ¥4 % /storage/db/vcops/vpostgres/data/server.crt® HAg L o}
3 chmod 600 /storage/db/vcops/vpostgres/data/server.key W& S A3},
4 chmod 600 /storage/db/vcops/vpostgres/data/server.crt &= A3 g},
5 chown postgres /storage/db/vcops/vpostgres/data/server.key % chown

~
postgres /storage/db/vcops/vpostgres/data/server.crt W& A g sl

server.crt % server.key Z+t¥ ¢ £ S rootol A postgres® ¥ 7 g o},
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SRR

PostgreSQLol| A TLS A&

s

PostgreSQL# 9] 274 5 ~E Ao TLSE A3l 5 =
of g e,
Az
& /Storage/db/vcops/vpostgres/data/<l postgresqgl.conf ZtY-& 3
g,
a Setssl = on.
b Setssl cert file = 'server.crt'.
Cc Setssl key file = 'server.key'.
B35 Fojof gl ol EE| Aol Y&
Bl mwl Afel 2, o Fel A o] A Blasrt B E=A Ee

obef o] ghAel uhe} of TR Al o] A Bl ATt BT E =4

13}

1 find / -path /proc -prune -o -type f -perm /6000 -1s
437 5 of

27 A% suIb % GUID ¥ E 7}
oh5 S 5o vpEbd ] o}

584208
584210
584646
584216
584206
584211
584218
587446
585233
584212
584209
585231
583901

fusermount
586675

fusermount3
584217
584214
582975

keysign
587407

44 -rwsr-xr-x

60
56
40
68
44
40
144
36
32
76
56
36

36

44

80

428

80

—IwWSr—-Xr-—x

—rwSr—X———

—IrwSr—-Xr-—x

—IwWSr—-Xr-—x

—IwWSr—-Xr-—x

—IwWSr—-Xr-—x

—IwWSr—-Xr—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—IrwWSr—-Xr-—x

—rwSr—X———

daemon-launch-helper

587109

usernetctl
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—IrwWSr—-Xr-—x

=4

root

S N e e e

root
root
root
root
root
root
root
root
root
root
root

root

root

root

root

root

root

root

e,
e,

A el g w,

A -

root

root
root
root
root
root
root
root
root
root
root
root

root

root

root

root

root

root

root

44696 Feb

54112
51872
37128
63736
44544
37128
140856
36144
31048
71848
52968
34944

34952

44472

75776

432512

76224

14408

4
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

Feb

Feb

Mar

Feb

Feb

g

[e)

2™ postgresqgl.conf I} & 3 A 3

13 Thes) o] ul

ol

H2s Agste] ol L}

2019 /usr/bin/su

2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019

L S e I T T I R = =

4 2019

4 2019

4 2019

2019

4 2019

4 2019

/usr/bin/chfn
/usr/bin/crontab
/usr/bin/newgidmap
/usr/bin/passwd
/usr/bin/chsh
/usr/bin/newuidmap
/usr/bin/sudo
/usr/bin/umount
/usr/bin/expiry
/usr/bin/chage
/usr/bin/mount
/usr/bin/

/usr/bin/
/usr/bin/newgrp
/usr/bin/gpasswd
/usr/libexec/ssh-

/usr/libexec/dbus-

/usr/sbin/
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587105 16 -rwxr-sr-x 1 root root 14384 Feb 4 2019 /usr/sbin/
netreport
582750 40 -rwsr—-xXr-x 1 root root 38960 Feb 4 2019 /usr/sbin/

unix chkpw

2 find / -path */proc -prune -o -nouser -print -o -nogroup -print &S Ag s}
of vAppe] 2.5 shelel £ A} e Aelge

AAb ZA H A rew B gfddel] A7t Sl A

o

3 find / -name "*" -type f -not -path "*/sys*" -not -path "*/proc*" -not
-path "*/dev*" -perm -o+w | xargs ls -1b W& S Agste] vAppel & sfd o AHE A

S 1 ESle] wE vl o] 227 7} g (world writable) ¥} o] o} d & 2kl gk v,

othersell 227] HAgko] glofof gt o] gl sploll th gk Abg U g2 ##4 == ##50] oF 3k, o] 7]
A e A B el Wel Al 7R A AR 6 = 7) L

4 find / -path */proc -prune -o ! -user root -o -user admin -print W#H-& A3}

of SVHE A} L £H B YA el e
A7} A E A Fom 25 91 o] root B admino Fke A ok

5 find /usr/lib/vmware-casa/ -type f -perm -o=w %= A& /usr/lib/vmware-casa/
@l g2l o] spelo] mF 227] 7h5 g (world writable) 2} o] o}yl A 2kl ghu o},

A3t B4 5 A gpelek e,

6 find /usr/lib/vmware-vcops/ -type f -perm -o=w W& A3 /usr/lib/vmware-

veops/ HEE 2l g shele] wE 27] 745 ghworld writable) 3l o] obd A| 2l g .
A7l EAH A ghofok g ek,

7 find /usr/lib/vmware-vcopssuite/ —-type f -perm -o=w 9% S AP 3sle] Jusr/lib/
vmware-vcopssuite/ H#E 9] s}elo] m 5 227 7153k (world writable) 2+ ¢] o} x| 2kl gh

v},
A3ho} FAH A eelef et

Apache 14

9 vl e Folns]§ AHgaA

Bk w2, g A} DA R g Seld 4 gleA Bl ek f A B Solnr] o) Abd A
delzel 3 346 mEd APe] AL & Y%

a«z
a
o
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o EEdEEeo dal 4 g Ee] HolR s AgehA] s AAE =R 2l

a "Wax AR 7oA Jetc/httpd/httpd.conf ¥ /usr/lib/vmware-vcopssuite/
utilities/conf/vcops-apache.conf 9 & i},
b 7 <Directory> F 5ol A @l wali= vl Lol &k Indexes ¥4 ¢] Options FollA A zkxlo] )

A
A el g,

Apache2 A H o] A B &2l

28] 78k =24 29 Q5o = Apache2 AW < A E2E 2l e A & HTTP S5kel &) 4w &
HelFos oy Ju d=5 23S F Yok Aiels S A H HTML sl o] A, ] An] 53 3
Cod AA L e A 8 Aol AAdE Y E L LRyl o] AR E otol A el AlgAlo| Al A} =9
AbE glol Tadt AR E Al

>
oZL' .

[

A At ServerTokensT Prod® A A oF g} ol & 5% serverTokens Prod$] Yl ¢ A A+
o FZglolo] Eof thA] AL = v oot vy F Do $of AA Ade 2 Asjdy nE ARES £
x| of JE A o] gk}

Az

1 AW EFEF 2eldl#H cat /etce/httpd/conf/extra/httpd-default.conf |grep

ServerTokens W& & A g g}

2 ServerTokens Full® ServerTokens Prod® A3 ™ sed -i 's/\ (ServerTokens\s\

+\)Full/\1Prod/g' /etc/httpd/conf/extra/httpd-default.conf W& S A}

Apache2 A1 9] Trace HA = A& ¢t &

Fedol A A ghg ALghel W

39 4 e 7ok o] heh el o] €l 7} 4
AR AEL A5 7] $ 8 HTTP Trace o)

-1 o=
HES AEHA GES AR A A

o

1 Apache2 A <] trace WA =& #9ldl# 9l grep TraceEnable /usr/lib/vmware-

vcopssuite/utilities/conf/vcops-apache.conf & & A8 g},

2 Apache2 4™ trace WA =& 44314 55 AAs 8™ sed -i "/~ ["#]*TraceEnable/
c\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-—

apache.conf W&+ A et

Y REE G GRS 4
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[e)
whol s A 2] 7| 2 AL g dol Qe FAA e RAH 24

1 ®2E #HA 7|4 /etc/modprobe.d/modprobe.conf 45 ¢ o},
2 install usb-storage /bin/false = °| 3ol vEfLf=%] 2ol o},

3 sl Ageta B,

Bluetooth T2 E 3 ] g] 7| Hot

VRealize o] e}e] <l 9] Bluetooth % 2 E3 A ] 7o) uak& A §3te] A8 TAR} 4ET F ¢
EE AL

Blustooth = 2.3 W 5412 2l U d o} AL FLo Tand) $A Ahel S

21
T L5 v F Bluetooth = 2 & 3 A 2] 7] wgo] 7|54 & % vRealize ol Febol gl Aol R EH A 2 E 5
ek 44 2

A =}

1 #Ax2E HA 7ol A /etc/modprobe.d/modprobe.conf ZFL S 3] o}
2 install bluetooth /bin/false = ¢| ©| Itdof LJEfLf=A] &9l g},

3 J9E AR BT

SCTP(Stream Control Transmission Protocol) H. ¢t

SCTP(Stream Control Transmission Protocol) Z&¢] 7] &4 2 & vRealize o] F2}o] ¢l 2ol E =5 A
UE & A AN FAA o] ZEEZS oFgolo] AlAaBS EAA A F gl e
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DCCP(Datagram Congestion Control Protocol) X.9F
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2 DCCP %ol shedo] thebibn] ghal g e,

install dccp /bin/false
install dccp ipv4 /bin/false
install dccp ipvé /bin/false
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RDS Z 2 & F-& =9 3 ~ulo vfeld é}j e T F kAo =7}3t
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1 #HxE #AA 7oA /etc/modprobe.d/modprobe.conf ZFL S 31},
2 install ipx /bin/false & °] ©] d}dol vfeE}=7#] gl §h o},

3 A& AR F5 ok
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AppleTalk Z 2 E o] 7] &4 2 % vRealize o] Ezto] el 2o B EF A @5 5 4 A & ZA A 34 A7k
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sdlo] wpel ety T AaE ] FA FH oA o] Frbg ok Hdte] gl 2 ZEA AV o] ZRESE AME
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VMware, Inc. 33



|2=do] =R FEF AL A FAAI} o] ZREZS o

3l DECnet ZR2E 5 X Eo| R 5A kx5 glof grir) o] Z2EZS U=
A FA FFA o] T ok Adke] gl 22 Jixﬂﬁi ol 3 *lAEﬂoﬂ
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7 wAA 27
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m default loglevel. 54 &1 FF°

o EBE R GFFA A R 5

My
o
v
o

®  define KERN EMERG "<0>" /* system is unusable */

m  define KERN ALERT "<1>" /* action must be taken immediately */
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ker

define KERN CRIT "<2>" /* critical conditions */

define KERN ERR "<3>" /* error conditions */

define KERN WARNING "<4>" /* warning conditions */

define KERN NOTICE "<5>" /* normal but significant condition */
define KERN INFO "<6>" /* informational */

define KERN DEBUG "<7>" /* debug-level messages */

nel.printk %= 3 4 1 7% A A3} kernel.printk=3 4 1 7 E°|] /etc/sysctl.conf I}
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Windows 563 A4l 47 2] 25 Aul 28 A eh3 44T 5 9 g Agtel Btk Linux 4 A

VMware, Inc. 35



o 1 RPM A A ZZ aelg Algdlo] o o] A EE A A8l AT o] AEE Au] 22 AA T 5 gl A}
& H3lto] a3},

vRealize Operations Manager A ol ol o] A E & F5sfeiwl 2 43t o o] A E Jhe] A} o ko] Fof 5 A}
SRt A A Fedo] A g E], ow] A W] A el o3 A E Sk D= gl

Linux 7|9k &0 9t 2 ARG A g
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IS 2.0
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o] A=l A4 e 7] 2 ek B E shaloli 700 A4 Adte] FPH L £5AE ool AES A
L

¥ 3-1. Linux 39 2 A& A3

daEz] =& Y AHE A8 IFEEARERE 9] 7] A3
agent directory/bin 700 P o ol o
2% oful & o8 QR
2 obv & obv e o e
agent directory/conf 700 P o ol o
2% ohu & b g b e
2 obv & obv e o e
agent directory/log 700 N o o ol &
2% oful & o8 QR
2 obv & o e o e
agent directory/data 700 P o a| o
2% oful & o8 QR
w5 obu & ohu g ohu g
agent directory/bin/ep- 600 2 A o Sl b &
agent.bat
2% oy & ohv & by &
w5 obu & ohu g ohu g
agent directory/bin/ep- 700 ks o o o
agent.sh
2% oful & o8 QR
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¥ 3-2. Windows 3¢

IF EE A

dagg] == 9d 2} 2E A3t +A $7]1 2 A3
<agent SYSTEM o -
directory>/bin
ke A} Sl -
AR AREA} o] -
AF-E-A} -
<agent directory>/ SYSTEM o -
conf
Ike] A} o] -
A A ALGAL o -

AL A -
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g =edd = =EAY +4 sl s 23 217
<agent SYSTEM o - - -
directory>/log
k2] A} o - - -
A A ARG o - - -
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<agent directory>/ SYSTEM o - - -
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<agent SYSTEM o - - -
directory>/bin/hg-
agent.bat
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AF-E-A} - - -
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(conf HAEZ] S & Eak il ) i )
= AR AR ) . . .
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2 oHH F3 E2fE gt

3 EPOpsoldH F5& gk

4 EP Ops °|°]AE - *HOST_DNS_NAME*< 4l & g o},

5 A BAHE FH T

6 ClolAE Dl AE EZ A E 7] 53 ok
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AR ST A

m  End Point Operations Management & #9427 &3 =4 €9l g o},
m  VRealize Operations Manager A ¥ ol A o o] A E gl £~ F A A7 Aol 7] 53 gl ax EES A}
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echo 123-456-789 > /etc/epops/epops-token
= Windows<] 7 -

echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops-token

o] o A EZ sl all et FARE L BT A 7155 e
2 A ole]AEE 4 A %A vRealize Operations Manager A #lell &5 g vk EF shdol] 444k £
L oo A EF} R =A] ol g}
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A ARE AR AR of 3
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TCP W =Z 19 gr|d A7 A

Hol 2y AlE E VMware o] Zeloledl s 3 4E A A 7| TCP M2 2 7] 275 T4 &
TCP Au| A A A& WA stedd TCP W22 t) 7] a7]o eietsl= 7|2 275 AA g AA
= 712 A4 L 12809 Y T}

A3}

1 ZFVMware o] ZFelolels 342 A ~8lof| A # cat /proc/sys/net/ipv4/

o

tcp max syn backlog ® & & A3 3o}
2 TCP W9 thr]d 275 AAZ )
a Yk HdAA 7oA Jetc/sysctl.conf LS )
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d # sysctl -p= A3t T4 AET
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BREJ|AE F20 st ICMPV4 o I AX-

H 2 =0~ E |ICMP(Internet Control Message Protocol) ol Lol df gk <
HE Al sl oo Al o o] A Eof o gt V| EY 2 w5 7Fs skl & 4 95 e ICMPy
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net.ipvd.conf.all.proxy arp=0
net.ipvéd.conf.default.proxy arp=0

c WA AEGE Asla ghd g B
d # sysctl -p= At A4S AL
IPv4 ICMP 2] t] #El A H AR S FA|S RS & AE A 2~H LA
3 ol Best Practice®, &~ E A] =~ o] |Pv4 ICMP(Internet Control Message Protocol) 2] ] 2] 4 =] 4]
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M ¢l Best Practice®, 2~ E A~ Hl o] |Pv6 ICMP(Internet Control Message Protocol) 2] o & 4 =] 4]
A& A kAl gl g eh ek el A gl ICMP B Y 3l A el A A = w4 A] 7F 2 A] 7] (man-in-the-middle) +
Aol AslE & 3 g3 4 s ok 2bE = ICMP Bl o 3 A oA Al & AREete] oS A A A gl 2o}

=

S kel Aell EAFE sl dR Yt o2 3 A A = <l FEH A G2 Aolv], TaEl AR H
[e)
=

1 S2E A 2HoA ¢ grep [01] /proc/sys/net/ipv6/conf/*/accept redirects|egrep
"default | all" \:!é Eé] -% /{E] %B f)‘}o:] jiE— /(] —/E«E\i‘] O] |PV6 E] T/] Ei! /(i Uﬂ /(] X] % —?‘/{] —5‘}%7<] 04 —‘?L% i’I]-o\_]_
e

a /etc/sysctl.cont® ol IPv6 2l 4l WA A FAFES SaE A amS T4
b el o A YA B AP B FHE o] Zope A A E GEL oo Wl el

Egvch g ox AR e

net.ipv6.conf.all.accept redirects=0
net.ipv6.conf.default.accept redirects=0

=}

Sdolar vl & g o

d # sysctl -p= At FA4HE AL}

ofi

c WA AEE

2
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IPv4 ICMP 2l d S ARSI EE §AE A AHE LA]

H o} Best Practice®, 3~ E A] A4l o] [Pv4 ICMP(Internet Control Message Protocol) 2] & 4 & 7|

Fot=A Fel gy gl -H = ICMP 2l 2l A s A Al & Abgele] AR A 2o 54 Ak dal] Ex)g

< Aol Rt ol g M A Ao = M EH 2 EEEA Y o] F2E el F e AlAE A2
o] o] AH 7} Lo}

A

1 S2E A 2Bo)A # grep [01] /proc/sys/net/ipv4/conf/*/send redirects|egrep
"default|all"& A#sle] TAE A ~vo] |Pv4 ICMP 2l @ A& AF-sl=A] of -5 gl
o},

2 IPv4ICMP 2l H &8l A& At T2 Al 2vlo A g o
a /etc/sysctl.conf 345 do] TAE A A®S FA4 G,
b %ro

0% AAE o} A e AP e FEE stdo] Zoa A AE G5 ool B o]

net.ipv4.conf.all.send redirects=0
net.ipv4.conf.default.send redirects=0

¢ WA AGE AR L F )

Bol wul A2, &2 B Al 2=H o] IPv4 Martian H 215 7] 5ok A 2l g v Martian i Zlel = &
ShA] 2 Ao Alzwlel A Fart 2RV AAA S VSRS T AE A LH S A A
P 5ol T o me T Ae AT g RS AL

Azt

1 # grep [01] /proc/sys/net/ipv4/conf/*/log martians|egrep "default|all" ™ 7
= A ste] 3 4E 7L IPv4 Martian o2& 7] 5ak= A 2Hel g ot

2 |IPv4 Martian 21 & 7] Het e S 2E A 2uHS A4 g o
a /etc/sysctl.conf HU& Ao TAE AARS 74 o}
b #hol 12 AA=E] A F& A5 vhg dF5 s dol| Frtet AL 71 E G55 ofof wHA| §fdl o]

Edyoh #E 12 A E

net.ipvd.conf.all.log martians=1

net.ipvéd.conf.default.log martians=1

<l

¢ WA ARE AR

g =g

d # sysctl -pg Adst] T4 AEF
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Pv4 983 35 BH YL AHSFES B2E An8 T4

H ol Best Practice®, IPv4 ek 7 2 AE & AlSete S T8 A ~8E TG of Gukek 3 =
L2 £ Fao HAEIFGAL A2 e el o] as 71|71 A 95 75 Al

ARt e ato] AFAE £ Fr2RE W5

= gegow qe) Bge 2 o] A d 4+ Y5k ol AE, % H e w=E Agaod
A A2 Ve Yg 25 AgaA gt Aged ot &+ U
= =}

1 S2E A2HoA # grep [01] /proc/sys/net/ipv4/conf/*/rp filter|egrep
vdefault|all B8E Adahe] Al 2ulo] Pya owiek 42 AE YL Agaben e delgy
ot

2 Pvadie A2 NEY L 4Gl EE o Aau T4
a /etc/sysctl.conf IU& do] TAE A ARE 74 o}

o @l 12 AR H YA e AS ohe FHL selol Zohe A AE FHE ool B Q]

T

o #e 12 A dY

net.ipvd.conf.all.rp_filter=1
net.ipvd.conf.default.rp filter=1

¢ WA AGgE AAsta ghd 5 o
d # sysctl -pg At FAE AL},

Pva ALS AVSHES F2E A28 74

H oF Best Practice®, 25 A AHl o] [Pv4 A s A=A 2ol gt ol Al 2wl o] |p Awko] 71 d)
T E TAE Y AAH B‘rTE% 7botd A5 dEY a2 AA oA e A s BA RS Al -3t
o2 Y EY D Bols 33 o AHEE 4 5

e

1 # cat /proc/sys/net/ipv4/ip forward % &5 APsle] T~E7LIPva AE AF-sh=A
g el guieh
2 IPvadRE AYAEE Bar A a0e TAG L,

a /etc/sysctl.conf® “o] TAE AABS FA4 1]}

net.ipvd.ip forward=0
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¢ W7 AEE

2

el st g B

o_>L

d # sysctl -p= AFP3}o] T
IPv4 220 4 2hg-8 i s Zloll thak dEda AR es T AE AL A
X]

(e}

Gzol A B uE S )
NAL Aal e depd 4 5t ol

e,

1 # grep [01] /proc/sys/net/ipv4/conf/*/accept source route|egrep "default]

all" WE & At Al ~dlo] IPv4 2ol A 2f5-8’l 5 ] Z & A A gbeA] of -5 &l g o
2 |Pv4 oA 2 Al g AgE ARSI E S S AE A ARS A o}
a Hxax #dAA 7oA Jetc/sysctl.conf LS )

b #ol oo AA= o] QIR ¢62 ¥ net.ipv4.conf.all.accept source route=0 %

net.ipvé.conf.default.accept source route=0 ol ooz AA o] gleA 2l g et
b

d # sysctl -p5 APl +A4E &3}
Yy P

<

o

c A g & Fg

IPv6 A AHS S S AE A|2~H 1A

#.ck Best Practice %, B2 4| <l o] IPv6 A 5He Asl A gl ch Azule] P A el 7155}
55 s g3 ARH ASE A obd A MER D ARl BE A A e BA A LE A F

o
©

ozx HEH I Wt 3] ok ol AbEE 4 A5

43

1 # grep [01] /proc/sys/net/ipvé6/conf/*/forwarding|egrep "default|all" & &
Adsto] T2 IPve AR A=A of 5 gl g e

2 IPv6 ARE AFES T2 A28 A

~Ee FA G

b7WMi”ﬂﬂﬂ“ﬂ%3%%#%%%%ﬂ%ﬂ#ﬂﬂﬂ%ﬂ%% % ool 2o o]
ok g ox AR e

A

a /etc/sysctl.confs o] TAE A

net.ipvé.conf.all.forwarding=0

net.ipvé.conf.default.forwarding=0

VMware, Inc. 47



ne} 74

¢ WA ARE ART BT DEU T
d # sysctl -pe Adst] AL AL

IPv4 TCP SYN 7] & A} 8355 T AE A|AHE 1A
Bol mul Al 2 3~ A AHl o] [Pv4 TCP(Transmission Control Protocol) SYN 7] & AF-& &=~
ek, TCP SYN Al w] 2= Ahel] 37 o] A 228le] TCP <174 © o] &4 SYN_RCVD 4l ¢] <14 2 A%
2~ A X ak e 4= 9l 2= oh SYN F-7] = o] U Aol o] Bl 7} &l o AL K] = 5a A u] A Aol
T4 L7t obd A gelete] 5 ACKZE FAIE 7] AAA dA S FAA 5 b wl AHEH

ol 7l=-& e ES Tchs WA o2 AEeha] oFAuk Aujs Aol £ 0] AHA| A wjnt &4 3}y
B2 GaT S Al e Aul s AE Al et A Al vl el gl o

1 # cat /proc/sys/net/ipv4/tcp syncookies W& & A3l T A~E A ~Hl o] IPv4 TCP
SYN 7] & A&t =A o] %5 el g e},

2 IPv4 TCP SYN F7] & AFE3le 5 AL A A8 74 o

a /etc/sysctl.conf® @0l TAE A 2®S FA4 o}

o
tlo

b ghel 1o AR A F AF oy FEE gl Tk A 71E 7 olefl 57 & ¢l

¢ WA ARE AR AAL BT

d # sysctl -pE At FA4E AL},

IPv6 2}-9-E A& ARSI RS SAE A LE 4

M ol Best Practice &, & 4~E A ~Hl o] I Q3}lx o 4! |ICMP(Internet Control
Message Protocol) 2l v & A ks A R-sk=A &l g} IPvee] 7|52 A2~ H] Ol VES 2] X
= Ao ® Abgte MES T AAE AT 7 e WA o Bol FelolA] el FE A e w o
FEUEYIRFE Fe3 7AAYE B Al oG ALE FEoR AA 8= i o] 5yt

a At
1 T2E AzgoA 4 grep [0
"default|all" Ha S Agsled Axvlo] AQalx e AL gl$E okl 2 |ICMP 2l #: A 4

&g AR SR o $E el Pl w

1] /proc/sys/net/ipv6/conf/*/accept ralegrep
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2 IPv6 2t7E dE S et RS T AE AJARS TA G o

a /etc/sysctl.conf Z}dE&
b ol 0z Aol YA e A s FEE shalel FoheAY AE G5 o)) B el
gy g 0z 44

net.ipvé6.conf.all.accept ra=0

net.ipvé6.conf.default.accept ra=0
¢ W7 AL ARE R st g e
d # sysctl -pE A3t T4 AT
[e] =] O =2 R =
IPv6 2}9-H 84S ARSI =S T AE A|AH F1A4

73 IPv6 2H7-E &
= e A

H ¢l Best Practice®, 3~ E A ~Hl o] I g 3% %E

2158 84 ARl wel gl

dol =% |
oz g A s s AFDT e gl

st
on L
s

A,
o4l
o
i
T‘l
L
Proeo
N

A7

1 # grep [01] /proc/sys/net/ipv6/conf/*/router solicitations|egrep "default|
all" Hel& Agsle] T AE A ~Eo] IQ A e APy B$EH L] L ARSI E=A o BB
gel g o},

2 IPv6 EttE S A S ANt E S T 2E A 2vHg A e
a /etc/sysctl.confs iy}

7hetA v 71 E g o] el BHAl §f H o]

i

b kel 02 AR o] A e A he G 3o
ﬁ}

net.ipvé6.conf.all.router solicitations=0
net.ipvé6.conf.default.router solicitations=0

<l

bade @4

d # sysctl -p= At FA4E AL}

¢ 7 ARE AR

2B oA IPv6 2H9-H 7] A S AR RS S AE AL Y

B ok Best Practice®, & E A ~Hlo] 4 8 314 ¢k 7-F IPv6 =H-FH
S AAe] ggH 7|2 A
o el et-¢5 718 AAE AT F oo glg o
Az
1 T2E A2"oAM # grep [01] /proc/sys/net/ipv6/conf/*/accept ra rtr pref|
egrep "default|all"s A el T2 AJAavlo] |Py6 2FE S A S AR eb=A] o HE gl

e,
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2 Z7E L AHAA IPY6 BHE 7R AA S AT RS S AE A A8E A
a /etc/sysctl.conf Z}LE& 1]

o}
b el ox AA ] YA e A Bhe G o] FoAGAY AE G ool A vl o]

Eqddch e o2 AT

net.ipv6.conf.all.accept ra rtr pref=0

net.ipvé6.conf.default.accept ra rtr pref=0

¢ WA A

o

e A 9 e B o

d # sysctl -p= Adste] 7AE AT

o}
] | =] =
PV6 9 H A TALE AR SRES SAE A XY T
X ol Best Practice®, 32 E A ~Hlo] I Q8 3x &L 79 |Py6 258 A FAF A RS A¥stE=x 2l
gy ot accept ra pinfo AR AlxElo] ghHol A AFA HHE A oFJF-E Ao ot F47)
QAo w FgE AS Azl e e AT ALE FAGA 25w
Az

1 # grep [01] /proc/sys/net/ipvé6/conf/*/accept ra pinfo|egrep "default|all"<&
A ehe] 4| zule] IPv6 2hE A FAL A0S A ehEA Sl

2 IPv6 2H-E AFAbE et e S 2 A Al AES A g
a /etc/sysctl.conf Z}LE g

b kel 0= AR o] 9A B A hy FEL o] ZoEAY A E FEL ool 2ol o]

gy e o2 AT

net.ipv6.conf.all.accept_ra pinfo=0
net.ipvé6.conf.default.accept ra pinfo=0

=
Uth accept _ra defrtr A4 ehvH da o] F A A Aol H3 Al
= kil

<t
H
2 A gt 0o & AA st 2$E o) 44l v 2ol blg 7]

1 # grep [01] /proc/sys/net/ipv6/conf/*/accept ra defrtr|egrep "default|all"
HE s At TE AJaHo] IPve Bt E F Al A AFE=A Sl
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ez
ol
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4
fol
>
t
>
>
oL
tje
oy

2 el oo A H A @2 75 IPv6 2hE ok
g|

b gtol o= AA =] A &2 A
Educh gte o2 AA T

net.ipvé6.conf.all.accept ra defrtr=0
net.ipv6.conf.default.accept ra defrtr=0

¢ W7 e A a s e

d # sysctl -pE At FAHE AL}

¥ ¢l Best Practice &, &~ E A ~H o] |Pv6 2}
autoconf A A2 255 Iy o & ol A]AEo

A o 2E Aol e

o o
il
>
oY
)]

c
=
o
a
o
]

m Hh
it
o,
o

N
-z
ol
ol
e
>
)
e
ot
A
o

23}

1 # grep [01] /proc/sys/net/ipvé6/conf/*/autoconf|egrep "default|all" ¥& & 4
Yobo] 52 A 28o0] IPv6 2H5El % autocont AH L ARG A T el g0,

2 ol ooz AAs o] A F A5 IPv6 BhtE 9 F autoconf A S AT RS S AE A AHIE
T4 e
a /etc/sysctl.conf Z}LSE gt
b el 0% AR Fe] YA e AP he FEL Fel EohAAL AE GFEE ool 2 Qo]

EdYoh #s o= Ak
net.ipvé6.conf.all.autoconf=0

net.ipvé6.conf.default.autoconf=0

¢ W7 e Agea e Bt

oi:
|

2
ofo
s
<
Y

d # sysctl -p= APzl T

o =] O H = =
IPv6 Q13 2}9-H A= 7 FetEs A8 AJ2E 444
.ot Best Practice®, 32~ A ~glo] A8 etx] o2 A IPve 1A 2hv-H A& AF-at=7 2l
ek g s o]~ Agdle] fete Fart e aelA 73R E 290w dad_transmits A el
wol 2R 9 G mAg v R FAD AEHE 4 BE 29 471 A9 P

13}

1 # grep [01] /proc/sys/net/ipv6/conf/*/dad transmits|egrep "default|all" iz
2 Agete] sor Aol Pv6 oA ehSE £HE AReliA o] 15 el g,
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2 ol o2 AAE ] YA B A IPv6 A BHE S AS AFES T2k AaES AT

BA =)

o},

a /etc/sysctl.conf LS

b el o AAE YA e AF vhy dEE zdol Fohst AV 7] E FE5 o] 2HA i o
Egct #s o AT

net.ipv6.conf.all.dad transmits=0
net.ipv6.conf.default.dad transmits=0

<l

bae @4

d # sysctl -pE At FAHE AL}

¢ WA ATE AR

IPv6 J U 4 &5 At EE 5 AE

1 # grep [1] /proc/sys/net/ipvé6/conf/*/max addresses|egrep "default|all" "

g dto] T 2E Al 2Ho] &) 753 IPv6 422 2o & Alghsh=A gl g e

o
>

<

2 He 1R AANA G AT 2 vteddipve T4 A FE AgdetE s T 2E A 2gE T4

A s

a /etc/sysctl.conf Z}LS 9l

b s A5 gt FrbelA ol we 7 E F5E el edd o g 12 A g

net.ipv6.conf.all.max_ addresses=1

net.ipvé6.conf.default.max addresses=1

<l

jud ¥
A
id

¢ W7 e AR AL B

d # sysctl -p= Agsle] +4E L3}
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XE ZEES
443 TCP
123 UDP
5433 TCP
7001 TCP
9042 TCP
6061 TCP

10000-10010 TCP % UDP

20000-20010 TCP 3! UDP
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, VRealize Operations Managers % 7oA 2bsebe= o 83 74 LEE 4
7F B4 Il
&8l oF/d o] oF g et

+ VRealize Operations Manager =
Manager 7te] FAlE S8l 27 WEg 24 &

(e}

E 2] al
o 1 X

7 3} vRealize Operations

A

vRealize Operations Manager A+-&#} ¢l ¥ 5 o] ~ =l
vRealize Operations Manager 2] =} ¢l E] 5] o] 2~ of] ol 4]
28k AREE v oh

vRealize Operat|ons Managerell 4] 7] & == 2 NTP(H E
a2 A ZREE FI15hE A5 4%%} Yot

2t EA S A ES AAT A F 7| Y BAlE ko
A =2 o] el o] A& vPostgreSOL)i EA e ol A

SRR

Cassandra®] =& Z2{ ¥ 2k Mok Aol A& vt
== ol Yo 2F A7) A mpAlA 2, o] EEE 93

41 4] &

o] 2
ofl 2

-[w l-H
= 1ﬂ
ol

Cassandracl A == 2+ Fefolol & el F-Al 9] ®okof A}
L5
o] == qlE o] 2FA| 7] A vpAl A 2, o] L EF Hb3hy

off F7hehA1 Al €.

Fak A 2wl Mufe] HE A4 AHE A e Fet
]l E ol 4] GemFire Locatorell ¢l 7 6} v A}-&-5 v v},
wg A 2 v sl FeloldES 2t sha
AL A2 2o}

)

o] & 3l o](peer-to-peer) + 4k Al = Elol 4] fu]g A E
UDP A1 A 2 TCP A o) 71#] A] 245+ GemFire A v

Ag 3 AR = g e

o

v] o] % ¥]o](peer-to-peer) HAF A A El o A F] A AE
UDP =417 9 TCP Aol #-#] ] AF-€-5] = GemFire &7
ol Bl Abg F AbA| = W8 g) ] o}
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F4-2. 0894 0 X E
FE ZREEF
22 TCP
80 TCP
3091-3101 TCP

s O WL EIRES

FIPS7F[AA] = [AA] 2 2ol glomd ¢he a5 = 3k

Ae) Agel o) 443 2 2 o @ 4

=

Horizon View-& A #| & 73 -%- Horizon
Viewell 4] vRealize Operations
Managerd] d o] €l o]l NA| 238} d] A}

Lt

(@) = =
FIPS7} [A R AEL v I35 &
oo FIPST [AA] A we] ol 2% T2olc} ols 259 44l A, ke gk el A 8 ofSu}
S dAL Aoz $HEUG e 2F 2O H¥ 2 FrE B2}

vRealize Operations Managerel tfj 3
X 4-3. 572 AdAd gg &s O

=3 43 aF
FAE dE 2%
Apache &

ZEEF-TLS12

ECDHE-RSA-AES256-GCM-SHA384,
ECDHE-RSA-AES128-GCM-SHA256,

ECDHE-RSA-AES256-SHA384,
ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA,
ECDHE-RSA-AES128-SHA,
AES256-GCM-SHA384,
AES128-GCM-SHA256,

AES256-SHA256,
AES128-SHA256,
AES256-SHA,
AES128-SHA

1- =
a

2] e 3k

r2

vRealize Operations Manager el

VMware, Inc.

:0S 43 15 H5o tl3 Apache "ol & Ao em o CLI W35 A 3 vh openssl ciphers -v
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H
o

=1

inter_cluster

ZEEF -TLSVI2

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

F31 PostgreSQL ¥ Cassandra &+& Lol inter_node & 2% 5232 wmwAl ofodo] glojok gy} A A3
inter_node %% 25 A9 PostgreSQL ¥ Cassandracll A vl ®.ot 4% 258 AH-&31A] S8l =5 w3k o},

vRealize Operations Manager = H-E 2] o} &-n}&-= A2

TAEE obxubrE 4T 252 37HA P e E

w oHE A s

ol

m ¢ 4L~

s °}

phi

uhE =

e

vl 29l

o
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¢E IF

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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¢E IF

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
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TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
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TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
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TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
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TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
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TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
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TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
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TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
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