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TCP A& AllowTCPForwarding no

Au] Aol ESo] L E Gateway Ports no
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E Zvof o5& 8 R A v 7F oA Aladlo] dA A3t AFEAE Al 28 BE TAE £
A B AgA} G4 Mg meE RElae] Aula A% mE o Aad dass fEE 4
A5

FE 2 ol5-& VMware 7HF ol Eefolod el 7R Ao ® AAER o v ¥ GRUB Bl U 5 1A
sol Y= 2] A5 FA Aok Gyl

Eps

el g e,

fol
N
N
30,
e
R

1 714 AA 9 /boot/grub/grub.cfg It el FE =l H 3

2 v T o glE A 7P o] Eefelel 2ol A Jusr/bin/grub2-mkpasswd-pbkdf2 HE S A ¥
ot
vl 57 A = e o] B A EH s Al o

=
3 /etc/grub.d/40 custom E°l t& £& F7Fd

set superusers="root"
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SRR

password pbkdf2 root <hash of password>

4 55 AE3d /boot/grub/grub.cfg THY & el g o

s

cp /boot/grub/grub.cfg /boot/grub/grub.cfg.vropsbackup

5 /usr/sbin/grub2-mkconfig -o /boot/grub/grub.cfg B -5 Adste] grub 745 ¢ dl o]
=g,

el ST 2

F3 Fsootelel Anld dadle]l= AAS dEAAle 2 A ol ¢ 2 e] = & vRealize

Operations Manager7} A| 5] #] ¢k o},

otz ® M3y YE Zr]E 483+ vRealize Operations Manager<] ¢ &l o] = A =g 1] o},

1 ohe WS Adeel o grub.cfg 7S H 5 o

cp /boot/grub/grub.cfg.vropsbackup /boot/grub/grub.cfg

2 vRealize Operations Managers ¢ & o] =gh o},

3 VRealize Operations Managers ¢ &l o] =gt & R E 2] Q15 AA ofefo] A5l 2& oAl &
ub5 1 e},

Q3 H A AR A EYE Y

(o3

71E AR AR S B Eate] = 83 ARG A Al o] A A= Gl=A] gl dl ok g ot

i

a4
® host:~ # cat /etc/passwd B APt L83 HAa LA AAE ol

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false
apache:x:25:25:Apache Server:/srv/www:/bin/false

ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999::/var/lib/bind:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash
postgres:x:1001:100::/var/vmware/vpostgres/9.6:/bin/bash
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& <host>:~ # cat /etc/group ¥ H

root:x:0:admin
bin:x:1:daemon

sys:x:2:

kmem:x:3:

tape:x:4:

tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal:x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus-proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin, apache
ntp:x:87:

named:x:999:
vami:x:1000:root
admin:x:1003:

vRealize Operations Manager #2] %} H]"dH & 24 A (Linux)

Fob =l Abe 2, vApp B+ Linux A A of] o8k Linux 22 2~ ¥ 2] vRealize Operations Manager ®| %
o5 AL F A5
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1 7R o flAd £Fo FEZ Za9l3 e

2 SVMWARE PYTHON BIN $VCOPS BASE/.. /vmware—vcopssuite/utilities/

sliceConfiguration/bin/vcopsSetAdminPassword.py --reset 458 -o ¢ &8l Z 5= E 9] v 4]

A& whE ] e

VMware o] Z2}o| 2o A NTP T4

Al 7F 24 o] 938 79 VMware o] Feto] gl oA T AE A7)

NTP(Network Time Protocol) & AF-&3}4] Al 2. A1 7} 5-7] |

of ok NTP A= Al =& o = A7 v o]l A, & 43 A3 &

oF gh o},

VMware 7} of Zefol el o 55 NTP o &

= *P%’é‘w AR *éxéﬂ o 9)\ DR FEOR
A

T79% A BEF AT
28 4 9l 4A NTP AW & 44
2 o] »

TR

Al 7k A v 9} 7] 3hx] of

1 7B ol Zefelads 342 A A8lofA Jete/ntp.conf T4 LS Z5r o},
2 7% £ E root:root® A g}
3 AdgE o640 AP

Aol 9185 2stslr] 9@l /etc/ntp.conf I}

4 NTP A% 20] g DOS(A W = A% 74) 5%
et

& o3 restrict Zo] I} ol YEFE=A 2l g

T of

restrict -4 default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

Hol oFglof o gk LA gk Wl €2 http://support.ntp.org/bin/view/Main/SecurityNotice &5
z

VMware, Inc. 22


http://support.ntp.org/bin/view/Main/SecurityNotice

SRR

13}

[

e AR &

¢ Linuxel A TCP E} ] ~H

a sysctl -w net.ipv4.tcp timestamps=0 “3 Eﬂ’% 3635}04 net.ipvé4.tcp tlmestamps-/] a
0o & A4 gy e}

b 7] sysctl.conf 9ol net.ipvd.tep timestamps=0 #k5 F7F3h th,

A 5l tlo]H ¢ TLS

ek wul Al 2, A 2mle] vk A4 YL Eel WL A el o

vRealize Operations Managerel tj sl J=Est T2 &= 4

SSLv2 % SSLv3e} e Z 2 ' Z2 o o|Af b A Ao F ZFE A ¢4 oh =8 TLS 1.0 ¥ TLS 1.1=
ARE A b B A Eg o TLS 128 7| A 0 7 Al&elx &5 A A o] 95

Z3 vRealize Operations Manager 7.5 ¢ 4toll 4 8.42 & ¢ e o] =abwd TLS A A of o &k L&A} 5

A Abebo] £+ A ¥ 1 o}, vRealize Operations Manager ¢l =Bl 25 7,004 842 & ¢ 2ol =&l m &
vRealize Operations Manager = =<4 TLS 1.0 ¥ TLS 1.1¢] 27 A& A =5 A b TLS 1.2
TR R AYE = T 2R ES

Apache HTTPDY| S+ T2 EF9] &ul& A8 gl

vRealize Operations Manager+ 7| 24 © & SS|v2, SSLv3, TLSv1 % TLSV1.1E AF&31#] =5 A A
vk Al avlg ol wAT7] Aell E 2E s Mol A ofgt ZEREFE AFEEA BES Aok

Gvieh,
43}

1 Y& ZEZEo]4 grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/
vcops-apache.conf | grep -v '#' W# & Agsle] SSLv2, SSLv3, TLSv1 % TLSVI.17F A&
A = E AA =R gal g o
TR EFo] AEeA FEE AAE o] 9lowl WElolA] ssLProtocol All -SSLv2 -SSLv3
-TLSvl -TLSvl.l &9

o
&
-

ot

°

o

2 Apache2 AW & t}A] Al #telede] g3 ZEZE oA systemctl restart httpd WS AP

vt

GemFire TLS S8 o] = T2 E 9] nl2 A}& 39l

vRealize Operations Manager+ 7| 24 2 & SS|v3, TLS 1.0 % TLS 115 AF-&-3lx =5 A A g o
Al 2B S Fdol WA e 7] Aol g ZE WEl Aol ofet Z 8 E & LS A @EE A oF
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2EFo| AEHES ARAYEA FAPr ek 2R Fe] AGAEE AAHAEA Felseld

7 wEol 4 e Wel e A

—t
T

1. # grep inter cluster.supported protocols /storage/vcops/user/conf/ssl/secure-
communications.properties

or

2. # grep default.supported protocols /storage/vcops/user/conf/ssl/secure-

communications.properties

o 19 Ao vlo] gl od inter_cluster 4 o] AR A A= A ¢EokSS ownlsh, wWE 2F 1S

4 9 Al gre] AgE

a BE A AFEAL lE o] AR o] Fole] FelaEHE S zefgle® Aok url/admin

b eZaieloz Aehe 22 g
=
-1

il
oX,
il
32
s
Ry
s
l.g
oli
ol
v
o8
i
dlo
ol
o,
nlo
>
o2
o

Ful e

sed -i "/~ ["#]*default.supported protocols/ c\default.supported protocols = TLSvl.2
TLSvl.1l TLSvl" /storage/vcops/user/conf/ssl/secure-communications.properties

HE 19 Ao vlo] QA o vhs WE e AR

sed -i "/~ ["#]*inter cluster.supported protocols/ c\inter cluster.supported protocols
= TLSvl.2 TLSvl.l TLSvl" /storage/vcops/user/conf/ssl/secure-communications.properties

7t ol wal of &EAE b g o

d dE A AR gl E sl o] A& o] Fte] T AEE Sefele® A

e 2gloz AZLS F}
8% 5 E AFE-51 == vRealize Operations Manager 4
2 Ako] Helg 9e 73 gk o3 5 283 = 5 vRealize Operations Manager T4 S4 5 7A@l oF g
Uk 23 ot A s =5 slelwd F okl ok 3 ALES ul A stelA Al 2 A w 7L h e gk okl A
Aeta 88 2 7 2715 Agste s FA g 23 A3 F4E 3 E AT
7]2-# © @ vRealize Operations Manager”} DHE 7] L85 A}-&3te] o} 3 255 A8-61A g5 A
Ak Al Av S 224 7ol vl A 8l7] Aoll 5 2= wlelxo A Fda g ks 255 A
LobA] x5 AA e oF gt
e s A
vl e} Belg-A Alolol & AlElE oz at ol Tl whe} TLS Al Aol Abgx= o33t = s} 7] wmgh wh

o
wy,
o,
o
£
o

VMware, Inc.

24



ne} 74

Apache HTTPD®l| )+ 93 152 4}E A& &9l
B okg # o 3éh7] $l8l Apache httpdell = oFs 252 &
A=k

1 Apache httpdell 9l= +& 259 Sube AHE< alatew R ZFZ Eol4] grep
SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
| grep -v '#' W& S APt

Apache httpdell 4 &uk2 o 255 ARgahar glowd HaelA s 245wk
SSLCipherSuite HIGH:!aNULL!ADH:!EXP:!MD5:!3DES: !CAMELLIA: ! PSK: !SRP: !
DH: @STRENGTH

2 943 g SulE ARES FAElE Y YE] ZEZE0A sed -1 "/~ [“#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:\!DH:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-
apache.conf W& A3 g},

TRA e A ol Feff = FH 5 A/ e o] E e Ad g

°] B %< DH ¥ DHE 7] 38k Al =5 Abgdhe BE ke m&he AREhA eFeF A g

4 DHE A AMgsl=5 AAstew] Wa ZEZEA sed -i "/~ ["#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
HE e Adoto] ok 254 1ppE AA T

5 9w ZEZEoA systemctl restart httpd ¥ &= A3l Apache2 A& ofA] Al =g

c}.

GemFire TLS &89l = & & 172 SuE A8 &2l

uek 3o 3k3}7] 919 GemFire TLS Al Eelo] 9 gh 1F el SulE A 8-S Helal gL

a3

1 95 2§ AdEE A4A9EA Fdeld 4 eEolq B Helg Agete] ZREFo] A
=% A HDEA Falg e

1. # grep inter cluster.supported cipher suites /storage/vcops/user/conf/ssl/secure-
communications.properties

or

2. # grep default.supported cipher suites /storage/vcops/user/conf/ssl/secure-

communications.properties

w19 Aok vlo] gl e inter_cluster A o] AA A A E A Foke& vlebn], W 22 &

4
& 9 7] egke] AFg
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d]é} Z§54:

inter cluster. supported cipher suites =
TLS_ECDHE_RSA WITH AES 256 GCM SHA384,
TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES 128 GCM SHA256,
TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256

HE 1o Aobvlol gl A5 w29 dA Ao oIk Ao

default. supported cipher suites = TLS ECDHE RSA WITH AES 256 GCM_SHA384,
TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE_RSA WITH AES 128 GCM SHA256,
TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256

2 eulEgrE a§e FAIY
a  URL/adminel 4l #el 7k ALg 7 Qle|s]o] 25 o 53w

b FelxEE ezeicler Adelein] exzeloz AL T2

sed -i "/~["#]*inter cluster.supported cipher suites/

c\inter cluster.supported cipher suites = TLS ECDHE RSA WITH AES 256 GCM SHA384,
TLS ECDHE ECDSA WITH AES 256 GCM SHA384, TLS ECDHE RSA WITH AES 128 GCM SHA256,
TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256" /storage/vcops/user/conf/ssl/secure-

communications.properties

bol b= 255 Ao

o
ol

1o Aot vle] glow vy HEH S A

sed -i "/~ ["#]*default.supported cipher suites/ c\default.supported cipher suites =
TLS_ECDHE RSA WITH AFES 256 GCM SHA384, TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,

TLS_ECDHE_RSA WITH AES 128 GCM SHA256, TLS ECDHE ECDSA WITH AES 128 GCM SHA256" /

storage/vcops/user/conf/ssl/secure-communications.properties
7 e xol dal o] A S g e
d URL/admin®l A 2] A} AL&AF QlE o o] ~ 2 o] 53 e},

e Feloz MBS Z2lghrl

ZLATAE AAA TLS A&

7137 o % PostgreSQL Hle| Hwle] 2] 2AEAE Ao TLSE AF§ala Sus 445 o] gl
oh TLSE 41§22l OpenSSLE A4 AW 5 Q54 E A4 aAL AA A5 E A el o Fleh

Agatelel ohg B D eI AL

(%)
i

PostgreSQL®Z 9] 27 5 ~E ol Ao TL

rlr
)
o

1 OpenSSLE AHA| QA& A4 =

2 PostgreSQL gl %4 A A
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3  PostgreSQLell A4 TLS A&

OpenSSLE LA AZEA S WA == AT

PostgreSQL dl o] Helo] =2 o] 2T~ A Aol TLSE Ab&6kA $s5u ok TLSE AH&-3teid

OpenSSLE #A| A9 &l Q154 & AA sk A v A Q1541 & Al -2l oF g v},

m  OpenSSLE #HA|l A5 5 Ql5A S A steiwl b Wed o A4l 2.

openssl reg -new -text -out cert.req openssl rsa -in privkey.pem -out cert.pem openssl req

-x509 -in cert.req -text -key cert.pem -out cert.cert

n AA QISAE AFetEH vs BAE A AL

m  postgresqgl.conf IUE HA T ss1_ca file = 'Chcerts.crt AAl & 3ot

CA #Acle] = el S5AHE AbEst Foletd 57 2 FE CA el 54 7F £83 Ccacerts.crt
&

=
PostgreSQL ¢1ZA] Al %]

PostgreSQL= 2] &7 T A~ Eof TLSE AF-$3F2 = PostgreSQL ¢l 54 & A A &l oF 3hu o}

1 cert.pem 39§ /storage/db/vcops/vpostgres/data/server.key® FAFg ] o},

2 cert.cert ¥4 % /storage/db/vcops/vpostgres/data/server.crt® HAFg L o}

3 chmod 600 /storage/db/vcops/vpostgres/data/server.key &5 A3},
4 chmod 600 /storage/db/vcops/vpostgres/data/server.crt W&HS A3}

5 chown postgres /storage/db/vcops/vpostgres/data/server.key 2 chown

postgres /storage/db/vcops/vpostgres/data/server.crt W5 A g slo]

server.crt ¥ server.key 349 £fHE rootoll A postgres® W7 g},

PostgreSQLol 4] TLS AF-&

PostgreSQL= ] 2 AT ~E A Ao TLSE A&t =5 AA 38 ¥ postgresgl.conf 4+
oF g o},
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13}

¢ /Storage/db/vcops/vpostgres/data/9 postgresql.conf I}

Ageh,
a Setssl = on.

b Setssl cert file = 'server.crt'

C Setssl key file = 'server.key'.

H g roof gl o Z| Alo] A B Aax
wel mul Azl 2, of Fe2 A o] Al 2] £av) wEEEA el g,
obzf o] wlAl o] e} o 2] A o] 4l 2] 4 a7h w5 E A Eel g e,

A3

1 find / -path /proc -prune -o -type f -perm /6000 -1s

27 A o] % SUID % GUID v E7} A A = o] l=A 2l g o},

chg %5 o] vhelahy o

584208 44 -rwsr-xr-x 1 root root 44696 Feb
584210 60 -rwsr-xr-x 1 root root 54112
584646 56 -rwsr-x--- 1 root root 51872
584216 40 -rwsr-xr-x 1 root root 37128
584206 68 -rwsr-xr-x 1 root root 63736
584211 44 -rwsr-xr-x 1 root root 44544
584218 40 -rwsr-xr-x 1 root root 37128
587446 144 -rwsr-xr-x 1 root root 140856
585233 36 -rwsr-xr-x 1 root root 36144
584212 32 -rwsr-xr-x 1 root root 31048
584209 76 -rwsr-xr-x 1 root root 71848
585231 56 -rwsr-xr-x 1 root root 52968
583901 36 -rwsr-xr-x 1 root root 34944
fusermount
586675 36 —rwsr-xr-x 1 root root 34952
fusermount3

584217 44 -rwsr-xr-x 1 root root 44472

584214 80 -rwsr-xr-x 1 root root 75776

582975 428 -rwsr-xr-x 1 root root 432512
keysign

587407 80 -rwsr-x--- 1 root root 76224
daemon-launch-helper

587109 16 -rwsr-xr-x 1 root root 14408
usernetctl

587105 16 -rwxr-sr-x 1 root root 14384
netreport

582750 40 -rwsr-xr-x 1 root root 38960

unix_chkpw

VMware, Inc.
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Feb
Feb
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Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

Feb

Feb

Mar

Feb

Feb

Feb

Feb

[}
=

[e}

®e)g Aashe] spedel] Ll

2019 /usr/bin/su

[ S T T et e e

2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019

2019

2019

2019

2019

2019

2019

2019

2019

/usr/bin/chfn
/usr/bin/crontab
/usr/bin/newgidmap
/usr/bin/passwd
/usr/bin/chsh
/usr/bin/newuidmap
/usr/bin/sudo
/usr/bin/umount
/usr/bin/expiry
/usr/bin/chage
/usr/bin/mount
/usr/bin/

/usr/bin/
/usr/bin/newgrp
/usr/bin/gpasswd
/usr/libexec/ssh-
/usr/libexec/dbus-
/usr/sbin/

/usr/sbin/

/usr/sbin/
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2 find / -path */proc -prune -o -nouser -print -o -nogroup -print &S Ag s}
o vApp? ®= 3t A 7E 9l Al gl g ok

A A HA ghoml mE sede] £fA) gl A,

3 find / -name "*" -type f -not -path "*/sys*" -not -path "*/proc*" -not

-path "*/dev*" -perm -o+w | xargs ls -1b W& S Agste] vAppel & ofd o AHE A
S AEsle] 2 vl o] 227] 7b5 g (world writable) ZF Y o] o}yl & 2ol gk o}

othersell 227] #Agke] glofof byt o] 2] gk s} ol o gk AL-g A 3H-e ##4 == ##50] oF 3h, o 7]
Al e oA ol WiEl A 7R dE A 6 2 7)) FU 3

4 find / -path */proc -prune -o ! -user root -o -user admin -print W#H-& A3}

of Subd AREAE Ih & Areha gl Sl o
A7} A A gon] nE Aol roor 1= adminol F o= 2 Y o

5 find /usr/lib/vmware-casa/ -type f -perm -o=w %= A& /usr/lib/vmware-casa/

& g gl e] sl o] ni- 227 7F5-gh(world writable) 21 o] ofxd & €el g o},

Aok EA 57 ghobof it

6 find /usr/lib/vmware-vcops/ -type f -perm -o=w &S A3 /usr/lib/vmware-

veops/ H £ €] shel o] 5 27] s12h(world writable) 721 o] o}l x| £hel g,
A3t EA 5 A pelek e,

7 find /usr/lib/vmware-vcopssuite/ -type f -perm -o=w 9% S AP3sle] Jusr/lib/

vmware-vcopssuite/ H#E |9 s}elo] mF 227] 7153k (world writable) 2+ ¢] o} x| 2kl gt

v},
A3ho} FAH A eelef 3t

Apache 14

0 e Ee] ol S ALgEA HES Y

web g Alel 2, 4R} A Beld 4 gluA delg i de e Bolus|} Asa A4S
o) 2=
A H

JeEel E3 240 =5 Q0] A4 4

o EEdEEeo] da 4 g Ee] Holr s AgehA] e E AAE =R 2l

a "Yxx AR 7oA Jetc/httpd/httpd.conf ¥ /usr/lib/vmware-vcopssuite/

utilities/conf/vcops-apache.conf Z+¥ & ¢t}

I~

b 7t <Directory> s 5ol dlel= B 2ol W Indexes 4l ¢| Options Foll4] A k=] 9l
A el g e,
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Apache2 A8 o] A8 E& &l

Al2aE] Feh 2 Almo] dgho 2 Apache2 Alv1 9] An] EZ 4 Bl dh Al S HTTP & 5Fe € 4w &

Soje)Felt ofe A BEF FRT & YgITh Auolt LHH HTML Aol A, 9 Avl 3 2 o)
A, AR LA, Y Avish dAE ZEA 2guTh o] ut o4l AgAel A B 27
A% glol Fod g8 E AT,

A| A5t ServerTokens+e Prod® A A oF gt th ol & 57 ServerTokens Prod$ Yt o] A A+
& Zebolel ol vl AE A v el S5 el E Amel £ AA Y W AobH RE AuE £
x| o -5 Al o] g o},

A3}

1,

1 A BEZ5 3l

O

}e % cat /etc/httpd/conf/extra/httpd-default.conf |grep

ServerTokens W& & A g g}

2 ServerTokens Full® ServerTokens Prod® 438 ™ sed -i 's/\ (ServerTokens\s\

+\)Full/\1Prod/g"' /etc/httpd/conf/extra/httpd-default.conf W& A g1}

Apache2 A1 9] Trace WA = A& ¢F &

FF &9 AdolA kg g wAE A ke A kA o] vpeht o] ¥l 7} 44
=+ S

i =
F5 AHES WA 7] Sl HTTP Trace M4 =5 A& obA] =5 A A b4l 4]

1 Apache2 A% <] trace WA =5 29ldl# 9l grep TraceEnable /usr/lib/vmware-

vcopssuite/utilities/conf/vcops-apache.conf &S A8 g}

2 Apache2 A™ ¢ trace WA =5 44314 55 A 8™ sed -i "/~ ["#]*TraceEnable/
c\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-—

apache.conf W& & A e

2k

o, 74 W7 Apghel Xﬂﬂli —“Liﬂ =A] ZAA ‘i%% 73 At s 22 YA S o A8t A vt
<

H ol 913 & Fo]#l™ vRealize Operations Manager &~ E A ~Hlo| 4 I g 3} A] e £ 2 E go] 5 A
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AANA e BE L2 EelE AZAAL AR A D 0ek w Aol shel T4 3he] 1ek A}
A o
o

USB w8k 2% 2] A A 2] 7]l Bol-& A &3lo] 7] A o Z yRealize o] &2l ol 2ol 2 =5 x| ¢bs & 5
i vRealize ¢ & ]r 104*01]*% USB tlule]l A A2l 7] & Al-g-sl= o] §le& iAo A A 34 A7}

2 install usb-storage /bin/false = °| 3} ol VER}E=A] &9l g o},

3 e AR B

Bluetooth ZZ &= X 2] 7] Bt

EE g4

Bluetooth Z 2 & F5& Y E 9 3 ~dlo| nfely = 2tg] & B g 3ln] &~ o F7 FHoklo] Hr1a
4 2 sru ok Bluetooth Z2 & F Al 7] wo] 7|24 2 = vRealize o] Felo] ol 2ol 25| x] otz =

44 2

1 #HxE #AA 7ol A /etc/modprobe.d/modprobe.conf ZFL S 31t}
2 install bluetooth /bin/false =°| | tdof vpefrf=x] 2ol g},

} e,

<l

ne
o

A peha 7

oy

3

SCTP(Stream Control Transmission Protocol) H.<F

SCTP(Stream Control Transmission Protocol) & °] 7] 274 ¢ & vRealize o] Fz2}¢] ol ~of] 2 = 5] A
UE & A AN FAA) o] ZEEFZS oFglo] Al ABS EAAZ gl e

Aold e s W aeln ohe @ SCTP Hi& Zuoln % Aaule #4334 ek SCTPE A&7 ¢
|sz%d*m =EEFA, o) 2R EE M EH T B A BoE B Ao
s sk o] ZREFE AHGEe] AL Ad Ao ZRES A

A=k
1 "WAE HA 7oA /etc/modprobe.d/modprobe.conf ItYL S v o}
2 o5 Fo] o] ol YEfEA gl g

install sctp /bin/false
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3 sl9e AR B,

DCCP(Datagram Congestion Control Protocol) X QF

Al 2~®l 7} 3} #he] o] 2 DCCP(Datagram Congestion Control Protocol) 25| 7] 24 o &
VRealize o] Z2tol el ol REFA] G & A A2 AAN A FAA) o] ZEEZS ofgolo] A
EAA A 5

A Ao 2 g slx ¢ 3 DCCP(Datagram Congestion Control Protocol) X% ©] EEQ Al e

glof gt DCCP= Al A5 AlF 22 EFo|n ALEs A G o] ZEES S WES I ~H

vl sl T AE o A FH ko] Frg ek ddle] gle 27 TR A AV o] ZRESS 4% shed 4
[e)

AL dm 7do]l 228 F A2 75 54
A=}
1 #xE #AA 7oA /etc/modprobe.d/modprobe.conf ZFL S 31 o}
2 DCCP %°] 3t4ol vrebt=x] gl g .

install deccp /bin/false

install dccp_ipv4 /bin/false
install dccp_ipv6 /bin/false

3 & ARdet Fadeh

RDS SREZS =S 2 8o viale bl Z2r o) 34 Fokido] Fo1ghvh Ado] e 27 =2
] & o

A7t o] ZE2EFS AFEsle] 47 WA 22E S ArE FAeE 228 4 Qg
A2}

1 ®xE A% 7ol 4 /etc/modprobe.d/modprobe.conf L& o},

2 install rds /bin/false %°] ¢| 3t ol Ept=A] gl gk o},

3 I AAeta EE

TIPC(Transparent Inter-Process Communication) ~ 2 &= H o}

Al 28] 7h3k #he] o] X2 TIPC(Transparent Inter-Process Communication) Z &£ & o] 7| 24 o &
| AE ]AE“ of REEA dE % S4AL, AANAH FAAI} o] ZEESE <
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1 #xE HA 7ol A /etc/modprobe.d/modprobe.conf ZFL S 31t}
2 install tipc /bin/false %©¢| o] 3ol YE}=A 2l g},

3 e Agea Bg

IPX(Internet Packet Exchange) L& E= H ot

IPX(Internet Packet Exchange) Z # E 5 ¢] 7| 24 © & vRealize o] Zefo] ¢l o] B ExA FE =
Al e A FAAL o] ZRE S oFgste] Al2HlE A4 4 5o

ol
-
i)

A Ao Dedx o 3 IPX Z2ES R Eo| R oA GrE gof gl PX ZEEZL ] o] 4

e A A HEYD AZ Z2EZUT o] ZREZS Y E A ~ulo ulglg sty T AE T4
Akl Zohgch Aghe] gl 24 TR A 2ot o] L2E DS AAEte] £AS odul A 2Ho] TE
2 AYNE Tz g 4 9Fur

Ax

1 "HAE HA 7oA /etc/modprobe.d/modprobe.conf I+YL & v o},

10

2 install ipx /bin/false & °] ©] s}dol vfefrt=4#] 2ol gh o},

& Axeln e

ns

3

Hol AppleTalk L2 E =

AppleTalk Z 2 E o] 7] 24 2 % vRealize o] E2to] el 2o R EF A @5 5 4 A & ZA A 34 A7k

o) Z2EEL oHgolod AaulE £4474 & g5

I Aol A e 3 AppleTalk ZE2EF B0 REA] x5 dof P} o] ZE2EZFS UES A
"o vl g el T e A4 FokA o] Zrkg el Adle] §le 2 ZRA AV o] ZREZS ALE
gl &4 dm A|AHle] ZREF AV E FHeE 22T 4 gl oh

o

1 "AE HA 7oA /etc/modprobe.d/modprobe.conf IL S v o},

2 install appletalk /bin/false = o] o] zpdof| veft=A Eel g o,
3 e Agelm Bg e

DECnet X 2 EZ H 9}

=
DECnet =2 E 20| 7| 4o A|xblo] REFA GEE ap4 e A4 AR o] ZREZL o}
gobel A 2El g €442 & A5

QiAo Aeex e @ DECnet ZREF BEo] 2EuA $EF dlok Yuirh o] ZREIL =
g2 sdo] vl e Bame] 4 Aokl FAGE Aol gl 24 LA AR le) A x8e
A4 EAE D7 ND ZRESFS AG] FHACR ZRET A/ F REAA N 4Pl WAL 5

A et
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1 ®lAE #HA 7ol 4 DEChet ZE2E ¥ /etc/modprobe.d/modprobe.conf ¥4 & ¢ o},

2 install decnet /bin/false Z©¢| ¢| }dof vJeff=A] 2ol g},

ek 2ol 7] ¥ 0 2 vRealize ol Setel o] REHA GEE AL AAE FAA) o] 2
3L oG] AaRlg £447 5 Y e

A WAIA =24
/etc/sysctl.conf ZtYol|A kernel.printk 1+ 4
i 47 Fhol A1 A 5 e

m  console loglevel. &% Ql& == 7H7 vbe A 9 <] =A A ] o

rlo
Al

<
rO
2
i
o
£y
)
tje
>
o,
i
A
iy

n ZFE R T ERYYER

W et 52 g/ ek

m  define KERN EMERG "<0>" /* system is unusable */

m  define KERN ALERT "<1>" /* action must be taken immediately */
m  define KERN CRIT "<2>" /* critical conditions */

m  define KERN ERR "<3>" /* error conditions */

m  define KERN WARNING "<4>" /* warning conditions */

m  define KERN NOTICE "<5>" /* normal but significant condition */
m  define KERN INFO "<6>" /* informational */

m  define KERN DEBUG "<7>" /* debug-level messages */

kernel.printk 5 3 4 1 7% A4 A3} kernel.printk=3 4 1 7 %£°| /etc/sysctl.conf I}

Aol =7 gl g o
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End Point Operations Management ¢l o] {4 E
End Point Operations Management ¢l o| 4 E& A R g} of o] A E 7]uk A 2 m e8] 7] 5]
vRealize Operations Managerell 5715 1 o},

End Point Operations Management ¢l | A E+= T~ Eof = A 4 * 5] 3. End Point Operations
Management A ¥ ¢} A gt A2 ol Avt 28 A & F 5ot wpebA], ol o] A E 7} okAl s A A
A = G =A 2els oF gh e

End Point Operations Management ©f| o] 4 E 2 & o] tfj sl 1 ot B A}

AGA AR E AT A 54 ek myl A F mebep gl

rr

ofX

m A5 A A €] 7 AGENT HOME/conf/agent.properties Itdell A5 A4 55 F A9 <l
A A& AAGE

»  End Point Operations Management ¢l ¢] 5l & 5 5% ]3| o] 25l vRealize Operations Manager
ALE A A A & AFEg Y e A4 8 W) 82 vRealize Operations Manager & ol 4 vRealize

Operations Manager®| "9 & 2 gk ah5-5 234 4] &

m olo]HAEE A= A 28l o] =45 79 vRealize Operations Manager AF-&-#}F ¢l E] 5] o] 2 o] 4]
o o] AE ] aAF Al ATt clo]AE I FAHE AT = ek AA G W2 ol o] A E & A]
B S Az A Al

o}, Linux A A

] | 9ed
ol ] RPM A A =2aal g Agate] oo HES AAele 45 ool HES Au] 22 AAT 4 9l A

of 5 4]

Linux 719 S 51 2 ALg A%
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End Point Operations Management ol ¢| 1 =& A & g A& A7} TAR o} & FE 1A v RPME A A]
st A A @z 9 sl ALE Akl 600 H 700)°] &ArAFE A H

ol

3 ZIP IS FEE A4S AR dgke] entEA A& H A

44 2.

F gtk AHg Aol £hEA &

o my
p
52

oo A Eol 4 AAF T 7] E3E BE el & 700 A Aol F2H D £FAE ool AEE
£ AgA F e,

¥ 3-1. Linux 3¢ 2 A& A3

>,
o,

oli
ok

14

HeEge] £E M Ad g EEAEA g 27] a3
agent directory/bin 700 Ea b ol o o
a5 ol & ol 8 ofv] &
RS ofv] & o & oy &
agent directory/conf 700 Eap b ol o o
B o] 8 ob] & obv &
RS ofv] & o & o &
agent directory/log 700 Bl o ol o] &
B o] 8 ob] & obv &
RS ofv] & o & o &
agent directory/data 700 Eap b ol o o
1 ol & ol 8 ofv] &
2 ofv] & o & o &
agent directory/bin/ep- 600 Ak o] o b &
agent.bat
B o] 8 ob] 8. obv &
RS ofv] & ol & o 8
agent directory/bin/ep- 700 Bl o ol o]
agent.sh
B o] 8 oh] & obv &
RS ofv] & ol & o 8
agent directory/conf/* 600 Bl o ol o]
(cont HlA E 2] o] v 5}
o) i ol & ol 8 ofv] &
RS ofv] & oy & oy 8
agent directory/log/* 600 SR o o of e
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¥ 3-1. Linux 39 2 ALg A3k (A1)

AT R0 ) A A aFEEAER g 2] L
(log YA Eg]e] =& 3 a5 ofi] & ol & obr] &
OFI)

- ol & ol & o] %
agent directory/data/* 600 £ 57 o] o ofr &
(data A E2] o] BE 7} _

o A o] & ofu & o] &

- ol & ol & o] 2

Windows 7]t Z21 % 9} 9 ARE H st

7]
Windows 7] HF End Point Operations Management ol o] A & A A A] o]l o] A E & A x| &}e]w] AF-g-A}o]]
A ]

Al Al =5 Star A Yl RS A gko] glofof e

End Point Operations Management ol ¢| A E & A R gt & == 819 ol Ee] 2 g}glo] £3hx A X
Zrioll= SYSTEM, 2] Ak 5 2 AA| ARG AL AA| 23 7 glofof gh ot ep-agent . bat & AH-&3}
o] End Point Operations Management ol ¢| A E & A A e}= 7 ¢ 713} Z2A| A7) A Fab=A 2l &)
oF Fut el el A =S AATE AGAE BE O F dAAF 7 Folt o] T4 Aok = 2a a0
AN AS A o @ AE VRS FECR A5 4 At
¥ 3-2. Windows 3¢ 2 A8 s
IF EE A
gz ==gd A 2E A3 44 817l 2 A3y 2]7] 7]
<agent SYSTEM o - - - -
directory>/bin
he] A o] - - - -
AR ALEA < - - - -
AL&-A} - - -
<agent directory>/ SYSTEM o - - - -
conf
k] A} o] - - - -
AR ARE-A ol - - - -
Ab-g- A - - - -
<agent SYSTEM ol - - - -
directory>/log
2] A ol - - - -
AR ARE-A o - - - -
A} A} - . -
<agent directory>/ SYSTEM o - - - -
data
he] A o - - -
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¥ 3-2. Windows 3}¢ 2 A8 A3k (4] %)

eze ey 2 2EAY 54 SHEEL
AR AEAL o] - -
AR&-A} - -

<agent SYSTEM o - -

directory>/bin/hg-

agent.bat
e] A} o - -
AR ARG ol - -
Apg A} - -

<agent SYSTEM o - -

directory>/bin/hg-

agent.sh 2] =} o - B}
AR AE-AL o - -
ALE-A] - -

<agent directory>/ SYSTEM o - -

conf/*

(cone dalmelg w  HEA “f - -

= s}a) A A AFgt <l - -
AF-&A} - -

<agent SYSTEM o - -

directory>/log/*

(log HAEele w  FE ! ) '

= 4 AgA . :
Apg AL - -

<agent directory>/ SYSTEM o - -

data/*

(data H A E 2] ] = zkel 7 il ) )

= 4R AeA el - -
A8} - -

o] HE T AES A X E

ol o] A E 2 2 Al 2~ += 127.0.0.1:2144 % 127.0.0.1:32000¢] 74 7}53 27 £ Eof
et TEL QO §3Y 4 YonE 489 FEWEE 4 + 9
o o] FEF 3] gl eh
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¥ 3-3.3Q3 HAXE

IE A-AE uk3k F4

443 TCP 44 ol o] A E ol 4 HTTP, TCP ®+= ICMPE 53 41 ol Aol A& o},

2144 TCP Al W AEdueh 74 7bsdd ek ool A ES ol o] A EE REdla A 6l W H
E Abole Z 2 Al 7k Bl AFEF Uk ol o] AE ZRAAE o] ZEE B 4
et
F3 FE I =R g ng o & sk

32000  TCP Al W Agdeh 74 7%—?%14 o o] AE g} o o] AEE B EF I T4 T W
E Abole Z 2 A2 7k Bl AFEFH U oo AE ZRAAE o] ZEE B 4]
g ot

3 e s e dgsHu of 5 sk

A Fol o o] A E 7} Q= AlaBlo] AR 7 §-9f Fo] o] o] FRE o o] AEE S| A & oF = T
Al 'lof| A ol o] A E 2] aAE AAIT 4 5ok 345 S A 5ol AseA ek

vRealize Operations Manager A&7} ¢l B o] o] 2ol A ol o] A E 2] £ ~F A Azle] of o] H E ol 545
el Al g oF, ARAI g 82 ol o] A E Bl Al A S xS A L

o] HE B2 A A
vRealize Operations Managerol| 4] ol o] A E 2l &5 Al A gle] ol o] A E Q] 5 A & &l Al & 4 55 o},

AR 9T AL

b
_(;\L
—T_‘L
¢ d
AL
R
>
=)
—Hz
ol
fe
2
el

ol Al 7] 55 el = dlo] Bl o} 2lae] 54 % 4] %l End Point
E

Operations Management ¢l ] A
A3}
1 vRealize Operations Manager AF-&-#} ¢l €] o] o] ol 4] QIWIE 2] 5] o] #] 2 o] F 3+ o},
olql e & B2l & g
EP Ops o] ®1 ¥ 555 vt

EP Ops 9|°]| HE. - *HOST_DNS_NAME*S Al &l &1 o},

0 N o vt A W N
=
2
)
)
o
iy
o
%
°
Y

EP Ops °l|°| HE - *HOST_DNS_NAME*$ Al & &} 7| A] Al & 22 3 o},
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Al z~elo] Wol Abe] 7} 3l 85w e x| gk o o] A EE B 4 dFrh HrE ool A EE

o] £4 glo] B3 H et AL gt o] AEE BFaeH oo AE gl £aE A A 6]
Aol 7] 53k 5 L3 E25 ALE3lo] 4] End Point Operations Management &= 3} S A A & of gk
o} ol o] A E Bl o A A S x4 A

AR 8T AV

m  End Point Operations Management = A4 5 7] &8l =#] 2ol g},

m  VRealize Operations Manager A ¥ el A ol o] A E 2] &£~ 5 A Azl7] Aol 7] 53 gl EF5 AL
&3k

n ole]AE ] Agte] A=A el Al 2

a5

1 cle]AEE AP AHEA LgH ol o] AE EZ spd & AT
o E Fol WS AP cle] 123-456-789 EF o] ¥3tH EFo] x35 EF ghds A o

echo 123-456-789 > /etc/epops/epops-token
= Windows®<] 7 ¢
echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops-token

o elel A EZ st & al " FalFo 71 & B2 S Al 7] S5 e

2 4 ele] 1 =% 4752 vRealize Operations Manager 4 ¥lell %8 o}, £ slelel] 449 e .2

S o] A Es} ZEdlEA 2l g

o] st} g Fahalelnl ol o] A E Fhe] Wgo] glof o gt
Aol A= AZA 4 D AZA Aol =
AU L oo A EAA setup FHE A4 E Agete] A2 ek o]u] S5 of o A=l 4
setup W ® & ¢l ep-agent.sh setups Ab&3lo] T8 g A4 S-S st A
registerAgent W& o] AW 2 AFH

j SERESE

A 7} olm] G55 o o] AEE FEA| glo] thE ool A E BlAs
o o] A Eof] AE3 ]}, ollo] A E Foll A= Al Fefe]dE <%
AA7F A5 7§ ep-agent.sh setup B = At Al Al 5 E A2 EAE = d A A7} 244
ek Z2Ala7f Abg o s AgYs x5 3l#w ep-agent.sh setup Y& & AF3l7] Aol
agent.properties IFUol A Aw ol F A AF& = H o

L

ARA

fo
-

AF

of o]

ﬁ,

E Agks el ste] l5AE A shan gl el o] =g ot
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o Linux 7]8F ¢ A Aol 4= olo] A E T A~Eof| 4 ep-agent.sh setup B H & A g}
Windows 7] 4F -+ #| Al ol A = ep-agent.bat setup ¥ &= A3 3]}

= A A AR A" o A IS A S Al ek a7
o

End Point Operations Management 9| o| Z E | %] 4& 4 ¢ Ho|E

=)

3k 7%, Al 2% End Point Operations Management ¢l ©] A & ¥l -4 vRealize Operations
Manager % 2] 29} HA 2 AR 4 9l o}

End Point Operations Management ¢l o] A Eof dj&] 4= 9| A == Jdl o] E7} Al 35 A L5 o} 3
Al ot 22 a8l S F3kelE o o] [ E o ALE 7edt A MRS AA ok gt Fo Bol Z & o)
< VMware B¢t 37 A| Aol wret A=t of| A oF, Bol 3x] 9] g8 x4 AL,

27} uek 74 49

JoolA e T2 Ao EE e L EE Akt

H 5 =) 57 = = o)

ELQ% LE B AP AE ARRSHA] RS A

TE Aue gy a B s dEete 9y 9l TE S55 el

ol A e g 2 F -4 A A4 vRealize Operations Managerel o8 2 & & Apgke @ 1}
of YA YAV L3 s LEE ARk =3 S E Ao A Fol AulaE Ak
g8k el ~E AFESH A eSS AR
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AHel 2, VMware 73 ol Zefold s gl G 2B AJxwlo v EY A BA A AR dA]

jus E ] il = i
gk ot =2k vRealize Operations Manager?] 24 41 % $41 £ E 5 A @l oF g o}
E Aty e 23 Ed A

n TR oz Al A AA O HEt vl e 2 AR T4

O_L_l

7V el o] ARl th MESH A 2 4

VMware 713 of Zetolel s 8l . 4E Ajxwo] abA gt Ao SAluk o Gete s sheld el = 2 &

A ARE AR AR of 3

e} ’E
<
N

TCP W =Z 19 gr|d A7 A

Hol 2y AlE E VMware o] Zeloledl s 3 4E A A 7| TCP M2 2 7] 275 T4 &
TCP Au| A A A& WA stedd TCP W22 t) 7] a7]o eietsl= 7|2 275 AA g AA
= 712 A4 L 12809 Y T}

A3}

1 ZFVMware o] ZFelolels 342 A ~8lof| A # cat /proc/sys/net/ipv4/

o

tcp max syn backlog ® & & A3 3o}
2 TCP W9 thr]d 275 AAZ )
a Yk HdAA 7oA Jetc/sysctl.conf LS )
b e WEL shele] Eobehel AL TCP W Ea A 2% 44 Gy
net.ipvéd.tcp max syn backlog=1280
¢ WA ARE Agetn sp g e

d # sysctl -p= A3t T4 AET
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BREJ|AE F20 st ICMPV4 o I AX-

H 2 =0~ E |ICMP(Internet Control Message Protocol) ol Lol df gk <
HE Al sl oo Al o o] A Eof o gt V| EY 2 w5 7Fs skl & 4 95 e ICMPy

fE2 A B P ol g A RN wEd & gl

ol

Ax

1 4 cat /proc/sys/net/ipvé4/icmp echo ignore broadcasts "8 % & A& 3le] A|~Hl o] ICMP B&

==
O
EAlaE Faola 2ol e Sue HeehA A Falg

BT A2EL TG

b=

ol
-
oL
ol

2 ICMPv4 MR E| e Z4k o3 S HS 73

a "YWk AR 7oA Jetc/sysctl.conf LS G

b o] 3ol gk gho] 12 AA s o] A &2 7 F net.ipvd.icmp echo ignore broadcasts=1

c WA RS AAet sl EE e
o
)

IPv4 = A ARPE AL-E81 4] F % S 1E A28 74

IPv4 =5 A ARPS A&kl Al =l o] th2 gl o o] 2ol ¢

A ARP S ol SuHe A5 T 4 Ak T A u BH

A =% A d ok Fiich A4 A

e AbEehA S AA

A3

1 # grep [01] /proc/sys/net/ipv4/conf/*/proxy arplegrep "default|all" HEe A
Yele] ZHA ARPZ AHEHA BES AA YA A ¥F Felg e

o}

2 |Pv4 Z 2] ARPE A} 43814 5 B & ~E X AES A

a Hxx #dAA 7oA Jetc/sysctl.conf LS )

b el 0o AR o] YA e A FEL FoAAY E FES ole] WAl Gl el =F e
e 0z AR

net.ipvd.conf.all.proxy arp=0
net.ipvéd.conf.default.proxy arp=0

c WA AEGE Asla ghd g B
d # sysctl -p= At A4S AL
IPv4 ICMP 2] t] #El A H AR S FA|S RS & AE A 2~H LA
3 ol Best Practice®, &~ E A] =~ o] |Pv4 ICMP(Internet Control Message Protocol) 2] ] 2] 4 =] 4]

A& F-Al k=R gal g ok oke] Aol ICMP & o] B Al wl] A A] = H A #] 7} Z A 7] (man-in-the-middle) &
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Aol MAHES o §8 4 ek e S ICMP 2l U@ 4 AR E ALgse] T % A g AL A2
54 ol ol EARE Bame] GV ol @ A AAE AFHAA G Aolv], e AR
o) 474

a4

1 TAE A2FA # grep [01] /proc/sys/net/ipv4/conf/*/accept redirects|egrep
"default|all" WH < Adote] TAE A aulo] IPya 2 el @A Wl A2 & FA LA of 4% Fel
e,

2 IPv4 ICMP 2t & A s A A & -4

=
[
fu
MA
P>
[t
>,
P>
o,
o
4
o
E‘i
A
o

a /etc/sysctl.conf ZFLE 1]

o}
o #hel 0% AAsle] A G A% e FFE o] FoAAAY A E GG ole] ZA Y]
é}

net.ipvé4.conf.all.accept redirects=0
net.ipvé4.conf.default.accept redirects=0

¢ WA TS

2

Aok st B,

d # sysctl -pE At FA4HE AL},

IPv6 ICMP 2T A WA X & FA| B2 5 2E Al 2= G-

M ¢l Best Practice®, 2~ E A~ Hl o] |Pv6 ICMP(Internet Control Message Protocol) 2] o & 4 =] 4]
A& A kAl gl g eh ek el A gl ICMP B Y 3l A el A A = w4 A] 7F 2 A] 7] (man-in-the-middle) +
Aol AslE & 3 g3 4 s ok 2bE = ICMP Bl o 3 A oA Al & AREete] oS A A A gl 2o}

=

S kel Aell EAFE sl dR Yt o2 3 A A = <l FEH A G2 Aolv], TaEl AR H
[e)
=

1 S2E A 2HoA ¢ grep [01] /proc/sys/net/ipv6/conf/*/accept redirects|egrep
"default | all" \:!é Eé] -% /{E] %B f)‘}o:] jiE— /(] —/E«E\i‘] O] |PV6 E] T/] Ei! /(i Uﬂ /(] X] % —?‘/{] —5‘}%7<] 04 —‘?L% i’I]-o\_]_
e

a /etc/sysctl.cont® ol IPv6 2l 4l WA A FAFES SaE A amS T4
b el o A YA B AP B FHE o] Zope A A E GEL oo Wl el

Egvch g ox AR e

net.ipv6.conf.all.accept redirects=0
net.ipv6.conf.default.accept redirects=0

=}

Sdolar vl & g o

d # sysctl -p= At FA4HE AL}

ofi

c WA AEE

2
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IPv4 ICMP 2l d S ARSI EE §AE A AHE LA]

H o} Best Practice®, 3~ E A] A4l o] [Pv4 ICMP(Internet Control Message Protocol) 2] & 4 & 7|

Fot=A Fel gy gl -H = ICMP 2l 2l A s A Al & Abgele] AR A 2o 54 Ak dal] Ex)g

< Aol Rt ol g M A Ao = M EH 2 EEEA Y o] F2E el F e AlAE A2
o] o] AH 7} Lo}

A

1 S2E A 2Bo)A # grep [01] /proc/sys/net/ipv4/conf/*/send redirects|egrep
"default|all"& A#sle] TAE A ~vo] |Pv4 ICMP 2l @ A& AF-sl=A] of -5 gl
o},

2 IPv4ICMP 2l H &8l A& At T2 Al 2vlo A g o
a /etc/sysctl.conf 345 do] TAE A A®S FA4 G,
b %ro

0% AAE o} A e AP e FEE stdo] Zoa A AE G5 ool B o]

net.ipv4.conf.all.send redirects=0
net.ipv4.conf.default.send redirects=0

¢ WA AGE AR L F )

Bol wul A2, &2 B Al 2=H o] IPv4 Martian H 215 7] 5ok A 2l g v Martian i Zlel = &
ShA] 2 Ao Alzwlel A Fart 2RV AAA S VSRS T AE A LH S A A
P 5ol T o me T Ae AT g RS AL

Azt

1 # grep [01] /proc/sys/net/ipv4/conf/*/log martians|egrep "default|all" ™ 7
= A ste] 3 4E 7L IPv4 Martian o2& 7] 5ak= A 2Hel g ot

2 |IPv4 Martian 21 & 7] Het e S 2E A 2uHS A4 g o
a /etc/sysctl.conf HU& Ao TAE AARS 74 o}
b #hol 12 AA=E] A F& A5 vhg dF5 s dol| Frtet AL 71 E G55 ofof wHA| §fdl o]

Edyoh #E 12 A E

net.ipvd.conf.all.log martians=1

net.ipvéd.conf.default.log martians=1

<l

¢ WA ARE AR

g =g

d # sysctl -pg Adst] T4 AEF
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Pv4 983 35 BH YL AHSFES B2E An8 T4

H ol Best Practice®, IPv4 ek 7 2 AE & AlSete S T8 A ~8E TG of Gukek 3 =
L2 £ Fao HAEIFGAL A2 e el o] as 71|71 A 95 75 Al

ARt e ato] AFAE £ Fr2RE W5

= gegow qe) Bge 2 o] A d 4+ Y5k ol AE, % H e w=E Agaod
A A2 Ve Yg 25 AgaA gt Aged ot &+ U
= =}

1 S2E A2HoA # grep [01] /proc/sys/net/ipv4/conf/*/rp filter|egrep
vdefault|all B8E Adahe] Al 2ulo] Pya owiek 42 AE YL Agaben e delgy
ot

2 Pvadie A2 NEY L 4Gl EE o Aau T4
a /etc/sysctl.conf IU& do] TAE A ARE 74 o}

o @l 12 AR H YA e AS ohe FHL selol Zohe A AE FHE ool B Q]

T

o #e 12 A dY

net.ipvd.conf.all.rp_filter=1
net.ipvd.conf.default.rp filter=1

¢ WA AGgE AAsta ghd 5 o
d # sysctl -pg At FAE AL},

Pva ALS AVSHES F2E A28 74

H oF Best Practice®, 25 A AHl o] [Pv4 A s A=A 2ol gt ol Al 2wl o] |p Awko] 71 d)
T E TAE Y AAH B‘rTE% 7botd A5 dEY a2 AA oA e A s BA RS Al -3t
o2 Y EY D Bols 33 o AHEE 4 5

e

1 # cat /proc/sys/net/ipv4/ip forward % &5 APsle] T~E7LIPva AE AF-sh=A
g el guieh
2 IPvadRE AYAEE Bar A a0e TAG L,

a /etc/sysctl.conf® “o] TAE AABS FA4 1]}

net.ipvd.ip forward=0
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¢ W7 AEE

2

el st g B

o_>L

d # sysctl -p= AFP3}o] T
IPv4 220 4 2hg-8 i s Zloll thak dEda AR es T AE AL A
X]

(e}

Gzol A B uE S )
NAL Aal e depd 4 5t ol

e,

1 # grep [01] /proc/sys/net/ipv4/conf/*/accept source route|egrep "default]

all" WE & At Al ~dlo] IPv4 2ol A 2f5-8’l 5 ] Z & A A gbeA] of -5 &l g o
2 |Pv4 oA 2 Al g AgE ARSI E S S AE A ARS A o}
a Hxax #dAA 7oA Jetc/sysctl.conf LS )

b #ol oo AA= o] QIR ¢62 ¥ net.ipv4.conf.all.accept source route=0 %

net.ipvé.conf.default.accept source route=0 ol ooz AA o] gleA 2l g et
b

d # sysctl -p5 APl +A4E &3}
Yy P

<

o

c A g & Fg

IPv6 A AHS S S AE A|2~H 1A

#.ck Best Practice %, B2 4| <l o] IPv6 A 5He Asl A gl ch Azule] P A el 7155}
55 s g3 ARH ASE A obd A MER D ARl BE A A e BA A LE A F

o
©

ozx HEH I Wt 3] ok ol AbEE 4 A5

43

1 # grep [01] /proc/sys/net/ipvé6/conf/*/forwarding|egrep "default|all" & &
Adsto] T2 IPve AR A=A of 5 gl g e

2 IPv6 ARE AFES T2 A28 A

~Ee FA G

b7WMi”ﬂﬂﬂ“ﬂ%3%%#%%%%ﬂ%ﬂ#ﬂﬂﬂ%ﬂ%% % ool 2o o]
ok g ox AR e

A

a /etc/sysctl.confs o] TAE A

net.ipvé.conf.all.forwarding=0

net.ipvé.conf.default.forwarding=0
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¢ WA ARE ART BT DEU T
d # sysctl -pe Adst] AL AL

IPv4 TCP SYN 7] & A} 8355 T AE A|AHE 1A
Bol mul Al 2 3~ A AHl o] [Pv4 TCP(Transmission Control Protocol) SYN 7] & AF-& &=~
ek, TCP SYN Al w] 2= Ahel] 37 o] A 228le] TCP <174 © o] &4 SYN_RCVD 4l ¢] <14 2 A%
2~ A X ak e 4= 9l 2= oh SYN F-7] = o] U Aol o] Bl 7} &l o AL K] = 5a A u] A Aol
T4 L7t obd A gelete] 5 ACKZE FAIE 7] AAA dA S FAA 5 b wl AHEH

ol 7l=-& e ES Tchs WA o2 AEeha] oFAuk Aujs Aol £ 0] AHA| A wjnt &4 3}y
B2 GaT S Al e Aul s AE Al et A Al vl el gl o

1 # cat /proc/sys/net/ipv4/tcp syncookies W& & A3l T A~E A ~Hl o] IPv4 TCP
SYN 7] & A&t =A o] %5 el g e},

2 IPv4 TCP SYN F7] & AFE3le 5 AL A A8 74 o

a /etc/sysctl.conf® @0l TAE A 2®S FA4 o}

o
tlo

b ghel 1o AR A F AF oy FEE gl Tk A 71E 7 olefl 57 & ¢l

¢ WA ARE AR AAL BT

d # sysctl -pE At FA4E AL},

IPv6 2}-9-E A& ARSI RS SAE A LE 4

M ol Best Practice &, & 4~E A ~Hl o] I Q3}lx o 4! |ICMP(Internet Control
Message Protocol) 2l v & A ks A R-sk=A &l g} IPvee] 7|52 A2~ H] Ol VES 2] X
= Ao ® Abgte MES T AAE AT 7 e WA o Bol FelolA] el FE A e w o
FEUEYIRFE Fe3 7AAYE B Al oG ALE FEoR AA 8= i o] 5yt

a At
1 T2E AzgoA 4 grep [0
"default|all" Ha S Agsled Axvlo] AQalx e AL gl$E okl 2 |ICMP 2l #: A 4

&g AR SR o $E el Pl w

1] /proc/sys/net/ipv6/conf/*/accept ralegrep
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2 IPv6 2t7E dE S et RS T AE AJARS TA G o

a /etc/sysctl.conf Z}dE&
b ol 0z Aol YA e A s FEE shalel FoheAY AE G5 o)) B el
gy g 0z 44

net.ipvé6.conf.all.accept ra=0

net.ipvé6.conf.default.accept ra=0
¢ W7 AL ARE R st g e
d # sysctl -pE A3t T4 AT
[e] =] O =2 R =
IPv6 2}9-H 84S ARSI =S T AE A|AH F1A4

73 IPv6 2H7-E &
= e A

H ¢l Best Practice®, 3~ E A ~Hl o] I g 3% %E

2158 84 ARl wel gl

dol =% |
oz g A s s AFDT e gl

st
on L
s

A,
o4l
o
i
T‘l
L
Proeo
N

A7

1 # grep [01] /proc/sys/net/ipv6/conf/*/router solicitations|egrep "default|
all" Hel& Agsle] T AE A ~Eo] IQ A e APy B$EH L] L ARSI E=A o BB
gel g o},

2 IPv6 EttE S A S ANt E S T 2E A 2vHg A e
a /etc/sysctl.confs iy}

7hetA v 71 E g o] el BHAl §f H o]

i

b kel 02 AR o] A e A he G 3o
ﬁ}

net.ipvé6.conf.all.router solicitations=0
net.ipvé6.conf.default.router solicitations=0

<l

bade @4

d # sysctl -p= At FA4E AL}

¢ 7 ARE AR

2B oA IPv6 2H9-H 7] A S AR RS S AE AL Y

B ok Best Practice®, & E A ~Hlo] 4 8 314 ¢k 7-F IPv6 =H-FH
S AAe] ggH 7|2 A
o el et-¢5 718 AAE AT F oo glg o
Az
1 T2E A2"oAM # grep [01] /proc/sys/net/ipv6/conf/*/accept ra rtr pref|
egrep "default|all"s A el T2 AJAavlo] |Py6 2FE S A S AR eb=A] o HE gl

e,
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2 Z7E L AHAA IPY6 BHE 7R AA S AT RS S AE A A8E A
a /etc/sysctl.conf Z}LE& 1]

o}
b el ox AA ] YA e A Bhe G o] FoAGAY AE G ool A vl o]

Eqddch e o2 AT

net.ipv6.conf.all.accept ra rtr pref=0

net.ipvé6.conf.default.accept ra rtr pref=0

¢ WA A

o

e A 9 e B o

d # sysctl -p= Adste] 7AE AT

o}
] | =] =
PV6 9 H A TALE AR SRES SAE A XY T
X ol Best Practice®, 32 E A ~Hlo] I Q8 3x &L 79 |Py6 258 A FAF A RS A¥stE=x 2l
gy ot accept ra pinfo AR AlxElo] ghHol A AFA HHE A oFJF-E Ao ot F47)
QAo w FgE AS Azl e e AT ALE FAGA 25w
Az

1 # grep [01] /proc/sys/net/ipvé6/conf/*/accept ra pinfo|egrep "default|all"<&
A ehe] 4| zule] IPv6 2hE A FAL A0S A ehEA Sl

2 IPv6 2H-E AFAbE et e S 2 A Al AES A g
a /etc/sysctl.conf Z}LE g

b kel 0= AR o] 9A B A hy FEL o] ZoEAY A E FEL ool 2ol o]

gy e o2 AT

net.ipv6.conf.all.accept_ra pinfo=0
net.ipvé6.conf.default.accept ra pinfo=0

=
Uth accept _ra defrtr A4 ehvH da o] F A A Aol H3 Al
= kil

<t
H
2 A gt 0o & AA st 2$E o) 44l v 2ol blg 7]

1 # grep [01] /proc/sys/net/ipv6/conf/*/accept ra defrtr|egrep "default|all"
HE s At TE AJaHo] IPve Bt E F Al A AFE=A Sl
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ez
ol
b
4
fol
>
t
>
>
oL
tje
oy

2 el oo A H A @2 75 IPv6 2hE ok
g|

b gtol o= AA =] A &2 A
Educh gte o2 AA T

net.ipvé6.conf.all.accept ra defrtr=0
net.ipv6.conf.default.accept ra defrtr=0

¢ W7 e A a s e

d # sysctl -pE At FAHE AL}

¥ ¢l Best Practice &, &~ E A ~H o] |Pv6 2}
autoconf A A2 255 Iy o & ol A]AEo

A o 2E Aol e

o o
il
>
oY
)]

c
=
o
a
o
]

m Hh
it
o,
o

N
-z
ol
ol
e
>
)
e
ot
A
o

23}

1 # grep [01] /proc/sys/net/ipvé6/conf/*/autoconf|egrep "default|all" ¥& & 4
Yobo] 52 A 28o0] IPv6 2H5El % autocont AH L ARG A T el g0,

2 ol ooz AAs o] A F A5 IPv6 BhtE 9 F autoconf A S AT RS S AE A AHIE
T4 e
a /etc/sysctl.conf Z}LSE gt
b el 0% AR Fe] YA e AP he FEL Fel EohAAL AE GFEE ool 2 Qo]

EdYoh #s o= Ak
net.ipvé6.conf.all.autoconf=0

net.ipvé6.conf.default.autoconf=0

¢ W7 e Agea e Bt

oi:
|

2
ofo
s
<
Y

d # sysctl -p= APzl T

o =] O H = =
IPv6 Q13 2}9-H A= 7 FetEs A8 AJ2E 444
.ot Best Practice®, 32~ A ~glo] A8 etx] o2 A IPve 1A 2hv-H A& AF-at=7 2l
ek g s o]~ Agdle] fete Fart e aelA 73R E 290w dad_transmits A el
wol 2R 9 G mAg v R FAD AEHE 4 BE 29 471 A9 P

13}

1 # grep [01] /proc/sys/net/ipv6/conf/*/dad transmits|egrep "default|all" iz
2 Agete] sor Aol Pv6 oA ehSE £HE AReliA o] 15 el g,
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2 ol o2 AAE ] YA B A IPv6 A BHE S AS AFES T2k AaES AT

BA =)

o},

a /etc/sysctl.conf LS

b el o AAE YA e AF vhy dEE zdol Fohst AV 7] E FE5 o] 2HA i o
Egct #s o AT

net.ipv6.conf.all.dad transmits=0
net.ipv6.conf.default.dad transmits=0

<l

bae @4

d # sysctl -pE At FAHE AL}

¢ WA ATE AR

IPv6 J U 4 &5 At EE 5 AE

1 # grep [1] /proc/sys/net/ipvé6/conf/*/max addresses|egrep "default|all" "

g dto] T 2E Al 2Ho] &) 753 IPv6 422 2o & Alghsh=A gl g e

o
>

<

2 He 1R AANA G AT 2 vteddipve T4 A FE AgdetE s T 2E A 2gE T4

A s

a /etc/sysctl.conf Z}LS 9l

b s A5 gt FrbelA ol we 7 E F5E el edd o g 12 A g

net.ipv6.conf.all.max_ addresses=1

net.ipvé6.conf.default.max addresses=1

<l

jud ¥
A
id

¢ W7 e AR AL B

d # sysctl -p= Agsle] +4E L3}
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Mol =l Abe] & vRealize Operations Managers =% &7 ol A #tgel= o L8 8k 44 T EF
gt o] ¥ E+= vRealize Operations Manager == 7} &4l 2 32707} vRealize Operations

=V al
FAE S8l 2 v ES] 2o A 8] &allof/ o] oF .

el Tro] o A4 NE ArE TE Y 22k Told FUdF 5 g5

FIPS7F[AA] = [(AA] Brel gloewd b5 25 3 A8l 22 2o g

FIPS7F [AA]GH L o] &2 15

G52 FIPS7H[AAT AL wi o] ol 2F S5t 3 252 FA A4, 2= b dA
$E QAL e AU s 2F BEL AR TEH B2
vRealize Operations Managerel g+ 21 A2
H 452 A UE s F
Sp=3 43 I
T4 B 2 F
Apache $+& ECDHE-RSA-AES256-GCM-SHA384,
SEEZ_TLS12 ECDHE-RSA-AES128-GCM-SHA256,

ECDHE-RSA-AES256-SHA384,
ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA,
ECDHE-RSA-AES128-SHA,
AES256-GCM-SHA384,
AES128-GCM-SHA256,
AES256-SHA256,
AES128-SHA256,

AES256-SHA,
AES128-SHA
T4 7Fe gk @ 0OS b 1w H 5ol dlgk Apache 2l o] & Ao wiwl o CLI W # & A3 ¢tk openssl ciphers -v
vRealize Operations Manager == 7F9] == 7+ 14
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£ =

T K“E‘l YT I

-

inter_cluster

ZEEF -TLSVI2

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

F31 PostgreSQL ¥ Cassandra &+& Lol inter_node & 2% 5232 wmwAl ofodo] glojok gy} A A3
inter_node %% 25 A9 PostgreSQL ¥ Cassandracll A vl ®.ot 4% 258 AH-&31A] S8l =5 w3k o},

vRealize Operations Manager = H-E 2] o} &-n}&-= A2

TAEE obxubrE 4T 252 37HA P e E

w oHE A s

ol

m ¢ 4L~

s °}

phi

uhE =

e

vl 29l

o
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TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

56



ne} 74

csp
L2 EF -TLSVI.2

LDAP
ZEEF -TLSVI2

VMware, Inc.

4¢3 aF

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
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