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R A 3] Al

Au] e Z2 83 Protocol 2
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TCP A& AllowTCPForwarding no

Au] Aol ESo] L E Gateway Ports no

X1 A = X11Forwarding no

SSH A v] ~ AllowGroups 2 =5 ARg-sho] Al ~7) & &5 = 255 A A gk v
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GSSAPI ¢l % GSSAPIAuthentication no(#H&eh#l 2+ 7 %)

Kerberos ¢l % KerberosAuthentication no(AF&F# & 74 )

27 w4 (AcceptEnv =2 §-4) disabled by commenting out £+ enabled for only LC *

or LANG variables® A4

Hd T4 PermitTunnel no
ez A4 MaxSessions 1
d A3 e AAf Strict Modes yes

gk 2 UsePrivilegeSeparation yes

rhosts RSA <l < RhostsRSAAuthentication no

Sl Compression delayed %= Compression no
A A QS = MACs hmac-shal

ALE AL A 2~ A g PermitUserEnvironment no
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E
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A AP ALe

FeloldE Z2EF Protocol 2

Zzlo]AE Alo|ESo] ZE Gateway Ports no

GSSAPI 1% GSSAPIAuthentication no

27 W4 (SendEnv 224 F4) LC_* %1 LANG Wl 4at Al#
CBC¥¢% Ciphers aes256-ctr,aes128-ctr
HAIZ] Q15 2= MACs hmac-shal @-5oll A ak A&
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222 Aol 3] SSH A A% AHEEHA FES 44

ol = Abe|ol whet e AL Al Aol tfall SSHE AH&3lA] =5 A4 4 574t vRealize
Operations Manager admin 717 2} Linux admin Al A& &3k ¢+ & A& of 2] 2} 7} SSH o Al
2% AbgebA BaleE A A eln] wE SSH AFEAL7} vRealize Operations Manager admin 71 % 2} ©}
T 4T E ARG HgE Hop b Aujs Al o] vk 22918 o, adminel v FE 5 H3ko]
AbgAt 2 A =2 ®elo] 7-3E o},

13}

<
+

1 /etc/ssh/sshd config 4+ AT
W 2 e A o] el A 2T 4 Qs o,
2 4] ob Xy penyUsers admin &4 F7F8la & A g o

3 sshd AW & t}A] A A8l ™ service sshd restart W& S Ao}

RE 20 Q% 43

AR FE weke AFeel™ VMware 7h ol Eebelddese] B 2 15 FA G AsR
E 2rol d5¢ WL A ohe S T Asrlol Galzdhe gt AaR Y AL =
ASAY e A B A w5 mE2 FEete] Auls AR mi Pk AsE dalsE U 5
g5 e

E 27 Q15 VMware 7h4 o Eefel elso] 7] A e A4 A ¢hom 2 GRUB ¥ H £ E A4
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| 2ol

1
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e

1 7 AA 9 /boot/grub/grub.cfg Itdol] F-8 v H 5 7} 9l

2 vHHT I glE A 7P o] Fefelel 2ol A Jusr/bin/grub2-mkpasswd-pbkdf2 W& S A d
g ot
vl g 7F A = S E o] A 22 Al

=
3 /etc/grub.d/40 custom E°l t& £5 F7F
set superusers="root"

password pbkdf2 root <hash of password>

4 /usr/sbin/grub2-mkconfig -o /boot/grub/grub.cfqg W= & A&t grub T
E g}
Res A L8R AY BEY

NE AR AR T E E k] = 83 AREA A o] A A= =R &l oF ot

& host:~ # cat /etc/passwd BH T At a3 H4 ALEA AA S el g

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/dev/null:/bin/false

daemon:x:6:6:Daemon User:/dev/null:/bin/false
messagebus:x:18:18:D-Bus Message Daemon User:/var/run/dbus:/bin/false
systemd-bus-proxy:x:72:72:systemd Bus Proxy:/:/bin/false
systemd-journal-gateway:x:73:73:systemd Journal Gateway:/:/bin/false
systemd-journal-remote:x:74:74:systemd Journal Remote:/:/bin/false
systemd-journal-upload:x:75:75:systemd Journal Upload:/:/bin/false
systemd-network:x:76:76:systemd Network Management:/:/bin/false
systemd-resolve:x:77:77:systemd Resolver:/:/bin/false
systemd-timesync:x:78:78:systemd Time Synchronization:/:/bin/false
nobody:x:65534:65533:Unprivileged User:/dev/null:/bin/false
sshd:x:50:50:sshd PrivSep:/var/lib/sshd:/bin/false
apache:x:25:25:Apache Server:/srv/www:/bin/false
ntp:x:87:87:Network Time Protocol:/var/lib/ntp:/bin/false
named:x:999:999::/var/lib/bind:/bin/false
admin:x:1000:1003::/home/admin: /bin/bash
postgres:x:1001:100::/var/vmware/vpostgres/9.6:/bin/bash

[e)

A3 HA OF BYHA
_—/_—ELUJ
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13}

& <host>:~ # cat /etc/group WH = A et a3 4L a5 ¢ 2§ TAY A4S el g

root:x:0:admin
bin:x:1:daemon

sSys:x:2:

kmem:x:3:

tape:x:4:

tty:x:5:

daemon:x:6:

floppy:x:7:

disk:x:8:

dialout:x:10:
audio:x:11:

video:x:12:

utmp:x:13:

usb:x:14:

cdrom:x:15:

adm:x:16:
messagebus:x:18:
systemd-journal :x:23:
input:x:24:

mail:x:34:

lock:x:54:

dip:x:30:
systemd-bus-proxy:x:72:
systemd-journal-gateway:x:73:
systemd-journal-remote:x:74:
systemd-journal-upload:x:75:
systemd-network:x:76:
systemd-resolve:x:77:
systemd-timesync:x:78:
nogroup:x:65533:
users:x:100:

sudo:x:27:
wheel:x:28:root,admin
sshd:x:50:
apache:x:25:admin, apache
ntp:x:87:

named:x:999:
vami:x:1000:root
admin:x:1003:

vRealize Operations Manager #2] 2} B H S 214 4 (Linux)

Hob ] Ak & vApp E+= Linux A Aol o] & Linux & 212~ ¥ ¢] vRealize Operations Manager ®] %!

M52 AL 4 9l e
13}
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2 $VMWARE PYTHON BIN $VCOPS BASE/../vmware-vcopssuite/utilities/

sliceConfiguration/bin/vcopsSetAdminPassword.py --reset 8o &8l Z 52 E 9] oA

A5 o e

VMware ¢ Z2to]d Ao A NTP A

Al 7F A o] F2.8F 7§ VMware o & 2lo] ¢l 2o
NTP(Network Time Protocol) & AF-&3}4] Al &, A
oF h ek NTP A8l = Al =] & 4 gl= A7k A wfo
oF ] e},

N
fot
>
il
2 >
N
N,
ol
N
ok
il
>
>
ofo
oli
ol
>
§2
b
e
s
oX,
ol
ol
=

<
<
3
o
-~
[0
N
N
o>
o
_%

1 7B ol Eeteld s 328 A ~Ho A Jete/ntp.conf T4 Y& Zsr o},
2 ¥4 £F4% root:root® A A g}

3 H3E 0640 AA G}

o

4 NTP Au]z=o 8 DOS(A vl A A 54) 5F T4 sld& ¢3tsl7] 98l /ete/ntp.conf I}
A& A restrict Zo| Lol vEbpEA] 2l g o

restrict -4 default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

Z
_|
P
=
e
jic)
2
vy
ek
N
Y
o
=
ofo
ro
o
—t
—t
©
N
(%]
C
ke
o}
1)
—
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—t
o°
o
-
«Q
~N
O
-}
N~
<
D)
=
~N
<
Q
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~
%
1)
0O
C
-
—
<
z
o)
i
0O
[0)
o
lq
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13}

o

o Linuxell A TCP Bt =R = &b AbgobA] @5 A4 g ot

a sysctl -w net.ipvé4.tcp timestamps= O‘ﬁgﬂé%/gfﬁé}ainet.ipv4.tcpitimestampsgl%}%T
0= AR,

[e)

b 7]% sysctl.conf ﬁ}%;d]ipv4.tcp_timestamps=0 e F7gh o

Apache OpenSSLe] FIPS 140-2 &= A&

vRealize Operations Manager 6.3 ¢| 4+ & 2] 27} gha] = o] 9l+= OpenSSL ¥ A& FIPS 140-2 9l 5+
ok o vk FIPS v 7| 2A o & A sts]o] QA eksru et

FIPS =7} &A1 okl FIPS Q15 ¢F& bare] 5= AbgdlloF ob Xol T4 27 Aol 9l 75 FIPS
2ES A4 5 sk

Enabling FIPS mode:

e
rlu
uf
o

AHg3hel 7

it

2 ~E

L

1 oo FER g3 g

(9]

SH =

2

T
>
|
)

A7l A Jetc/httpd/httpd.conf ZFL & G}
o] #of ssLFIPs ons F7Fg o
S i R e R

5 service httpd restart W& & A&3le] Apache 74 & A1 424 ¢ et

w
-
o
kG
1

N

<l
Ach
ne
o

Verifying FIPS mode:

1 httpd ABl&E oA A1 #HeE & /var/log/httpd/error.log & 345 9o},
2 Operating in SSL FIPS mode® &% =1 o|WlEE A,

Disabling FIPs mode:

1 SSHEE ZES AHEste 24 Fe]2H 2= FEZ 2ol

2 HxE AJAA7]eA /etc/httpd/httpd.conf L& g}

3 SSLFIPS &% #A3lil SSLFIPS ono SSLFIPS off® Wb T},

4 service httpd restart W& & A-&3le] Apache T4 & A1 44 ¢ et

(2

& <l dlolH 9] TLS

Hob ml Abel| 2, Al 2~ glo] ®ak AE A

tje
ol
=
=
kel
i
rr
Ry
o
-0,
e
i
i
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vRealize Operations Managerel| t 3l 7323k X 2 & 5 1A

SSLv2 % SSLv39} e T2 ' F2 o o|Af oA Ao F ZhE A ¢4 oh =8 TLS 1.0 ¥ TLS 1.1=
AFE A s B A E o TLS 128 7] A 0 3 Al&elx & A A o] g5

Z3 vRealize Operations Manager 7.5 o] AFoll 4] 822 ¢ o] =afwl TLS A A of o &k AH&AF +4

Abeko] % 5 U o}, vRealize Operations Manager 8l 2B A5 7.00 4 82& ¢ zelo] =3by =&

vRealize Operations Manager = =<4 TLS 1.0 % TLS 1.1¢] 27 A& A =5 AAH b TLS 1.2
7| EA o ® AYE = T ZRES

Apache HTTPD?l| 9= T2 E 9| SulE A& 8ol
vRealize Operations Manager+ 7] -4 © & SS|v2, SSLv3, TLSv1 % TLSV1.1& AF-&31 A @== A4
Pk A A' S Fodo] wAel7] Aol g 2 wla oA gt ZREFE AFEEA EE S A of

g o,
43}

1 ®H =

EZ Eof 4 grep SSLProtocol /usr/lib/vmware-vcopssuite/utilities/conf/
vcops-apache.conf | grep -v '#' W# & Agsle] SSLv2, SSLv3, TLSv1 % TLSVI.17F A&

A = E AA = =A gal g o
ZREFo] ALEIA FEE AAElo] 9lom oA SSLProtocol All -SSLv2 -SSLv3
-TLSvl -TLSvl.1 &5 333 o}

2 Apache2 AH & t}A] Al Asteds] wed 25 Z Eo A systemct]l restart httpd W& = A3
o

GemFire TLS &5l 9= L2 EF o SulE A8 9l

vRealize Operations Manager+~ 7] 24 2 SSLv3, TLS 1.0 ¥ TLS 1.1& ~
Alz=Blg ool vl R 8F7] Hol] 25 2= wled oA gt 28 B 55 ALE8HA =5 AA ] oF 3 o

_ﬁ
ofe
ol
o,
)
§2
b
Jhu
s

2,
il
A
i

ER!

1 ZREF] A

ol A A 3}

cluster-ssl-protocols=TLSv1.2

grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.native.properties | grep

-v "#!'

O:”}o]' 7é3'/]':
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cluster-ssl-protocols=TLSv1.2

grep cluster-ssl-protocol /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties |
grep -v '#'

cluster-ssl-protocols=TLSv1l.2

o
s
<
Y

2 TLS1.0 ¥ TLS 115 A A&t =5 A
a WA AFEAL clE o] AR o] Fote] FHlAEE L Zefele® Aok url/admin

b eZeioz Aee 22
=
il

2
2
A
2,
rr
)
do
[e]

EEER R

nfo
>

)

e}

b e,

sed -1 "/ ["#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSvl.1l
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.properties

sed -1 "/ ["#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSvl.l
TLSv1l" /usr/lib/vmware-vcops/user/conf/gemfire.native.properties

sed -1 "/ ["#]*cluster-ssl-protocol/ c\cluster-ssl-protocols=TLSv1l.2 TLSvl.l
TLSv1" /usr/lib/vmware-vcops/user/conf/gemfire.locator.properties

7 Eof el o] whAE whE- g e

d #e|A AgAt e o] R o] gkl T aEE 22t

o
|o
fiu
2
rlet
%
X
v

Vv
z &3} = % vRealize Operations Manager T4 845 T4 @ oF g
= ol F okt ok AEE A stel A Al . A 7L ZF R g ok sal A

o

S
. b B A = RN
sl FEe] 2 7] 27 F A E S A =3 Age s R ¢ E AT ok
7] ¥4 o @ yRealize Operations Manager”} DHE 7] a3F-5 AF-g-3lof ot 3 258 A8k x5
Ageh Al avlS Z2E A 7ol vl A sl7] Aof] &5 = e oM FUa F kg dE 2FE A

oo
$olx =S AR el ok Fln

Aufel Webp-A Apolo & abE = kgt obzel whel TLS AlAd el Abg5 = 23t Ao 7] a gk b

Apache HTTPDol| 3l &% 179 &1 AFE &<l
L

Hoks ) gkslr] 98l Apache httpdell = 9@ 2

o
Lo
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13}

1 Apache httpdell 9+ 93 259 Sul2 AH$5 dolslew Ya LEZEo4 grep
SSLCipherSuite /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
| grep -v '#' WE S APt
Apache httpdell 4] £vl & 43 258 A&sta glowl HaoA g E89 & 9k g o

SSLCipherSuite HIGH:!aNULL!ADH:!EXP:!MD5:!3DES: !CAMELLIA: !PSK:!SRP:!
DH:Q@STRENGTH

2 9% a5 £uhE A4S PG Wel ZEZEold sed -1 "/A[*#]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!
SRP:\!DH:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-
apache.conf W& A8 g},
1Al A el el 2 2 A gtomd o] Wals Aot

°] B %< DH ¥ DHE 7] 38k A4 =5 Abg-dhe BE ks mdke AREhA feE A g o

mb

3 wWE ZEZEoA Jetc/init.d/apache2 restart &S A ste] Apache2 A v & thA] A=
4 DHE A AHEsl=5 AAdstew] Wa ZEZEA sed -i "/~ [ #]*SSLCipherSuite/
c\SSLCipherSuite HIGH:\!aNULL\!ADH:\!EXP:\!MD5:\!3DES:\!CAMELLIA:\!PSK:\!

SRP:@STRENGTH" /usr/lib/vmware-vcopssuite/utilities/conf/vcops—-apache.conf
gee Adgsled ¢t aFolA 1ppE A AT

5 wWe ZEZEoA systemctl restart httpd W&+ A dete] Apache2 A& thA] A A3

c}.

GemFire TLS &89 = o5 7159 2nE ALE &<l
Holg ksl r] 9l GemFire TLS glE2] ol o= <F2

fo
[
i
o,
o
It
ru
N
>
ofo
o
)
o
ol
o,
>
>,
fo

13}

1
2

i
9_4

1 9% aFe] AgAEs Ags A HAalaelel 24 mEold g Bel e Adele] ZRE el 4
51
H

U

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/

=
G 4 A 2l

o

N
it
o.
be

gemfire.properties | grep -v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/

gemfire.native.properties | grep -v '#'

grep cluster-ssl-ciphers /usr/lib/vmware-vcops/user/conf/

gemfire.locator.properties | grep -v '#'
2 &uhE ohE 2§ TP,
a URL/admin®l A 2] A} AL&AF Qe o o] =2 o] 53k o},

b Tz E sxeieler Aty exedo s A3s FH g o
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¢ EUE 4T aEE TARE e WYs 4G
sed -1 "/"["#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS _ECDHE RSA WITH AES 256 GCM SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.properties
sed -1 "/~["#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384" /usr/lib/vmware-vcops/user/conf/
gemfire.native.properties
sed -1 "/"["#]*cluster-ssl-ciphers/ c\cluster-ssl-
ciphers=TLS ECDHE RSA WITH AES 128 GCM SHA256
TLS _ECDHE RSA WITH AES 256 GCM SHA384" /usr/lib/vmware-vcops/user/conf/

gemfire.locator.properties
7 = Eof gla) o] Bl k3 g o
d URL/adminell A 2] Ak ALEAL QlE o] 2= o] F 3 o,

e evhloE ATE i,

2HASAE AA A TLS A&

7144 2. % PostgreSQL Hl ol Elwl o] =2 o] A G ~E A TLSE AH&ehA] =5 A4 5o 3l
ok TLSE AH-&-3tel ™l OpenSSLE #HAl A1 ™ <l 5415 A kA o AHAl 154 5 Al @l ofF vl ot

_|
r—
(0]
il
>
2>
ofo
ol
ol
&
i
B
djo
Ry
i)
i
e
il
ol
ol
>
>
fo

PostgreSQL= 2] 2 AT A~E o Ao
1 OpenSSLE #HA| Ql 545 A == A%
2 PostgreSQL ¢l %A A A

3  PostgreSQLel 4] TLS A&

OpenSSLE AHA| AZEA S WA == A&

PostgreSQL dl o] Hullo] =2 o] 2T~ cdHol TLSE Ab&ehA $hs5u ok TLSE Ab&-3teid
OpenSSLE #HAl A & 54 & A kA v AFA| 5415 Al el oF

P o5 e AdealAl e

oli

m  OpenSSLE #HA| A w5 ol 545 AA

openssl reqg -new -text -out cert.req openssl rsa -in privkey.pem -out cert.pem openssl req

-x509 -in cert.reqg -text -key cert.pem -out cert.cert

s A AFAE AT e Al E S YA L

m CAcerts.crt 3949 £+ 5 postgres® F4 @ ot

b
ok
]
T
o

m  postgresqgl.conf ZU & HA o] ss1 ca file = 'Chcerts.crt AAli+
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CA #Algleo] & ol F5 A5 A&t Foletd 57 3 FE CA 91547 £35 cAcerts.crt
sl & 5 A3 o @ el 2ol FrhafoF gl

PostgreSQL ¢15A] A X

PostgreSQL = ¢ &7 & ~E o] TLSE A-&3l21™ PostgreSQL ¢l 545 A A &l oF g o}

Ry

1 cert.pem 34 & /storage/db/vcops/vpostgres/data/server.key® 5AFH o},
2 cert.cert ¥4 g /storage/db/vcops/vpostgres/data/server.crt® FAFg Y o},
3 chmod 600 /storage/db/vcops/vpostgres/data/server.key % &S A3},

4 chmod 600 /storage/db/vcops/vpostgres/data/server.crt W& S A}

5 chown postgres /storage/db/vcops/vpostgres/data/server.key % chown
postgres /storage/db/vcops/vpostgres/data/server.crt W& & A 3}

server.crt ¥ server.key 4 45 rootoll A postgres® W7 g},

PostgreSQLol| 4] TLS A&

PostgreSQL® 9| 2H T~ E A TLSE A&t =5 A A8 postgresqgl.conf Y5 34 4
oF gt

A%
& /Storage/db/vcops/vpostgres/data/® postgresqgl.conf Z+45 HAA FaL vh3-3 7o) ¥
743 e
a Setssl = on.
b Setssl cert file = 'server.crt'.
C Setsslikeyifile = 'server.key'.

H o gofof af= o= Alo] A 2l A

wek ) Apel =, o EelA ol Al Bl 42k 8BS A Felg e,
obeh e whAl ol whek ofEel A ol Al ] £ 2sk 0 E A Hel g,
A%

o

1 find / -path /proc -prune -o -type f -perm /6000 -1s &5 Agsto] sldof &}
24 o5 SUID 2 GUID ®lE7F AA = o] ol=A] skl g et

ohg B %o eby o,

584208 44 -rwsr-xXr-x 1 root root 44696 Feb 4 2019 /usr/bin/su
584210 60 -rwsr-xr-x 1 root root 54112 Feb 4 2019 /usr/bin/chfn
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584646 56 -rwsr-x--- 1 root root 51872 Feb 4 2019 /usr/bin/crontab

584216 40 -rwsr—-xXr-x 1 root root 37128 Feb 4 2019 /usr/bin/newgidmap

584206 68 -rwsr-xr-x 1 root root 63736 Feb 4 2019 /usr/bin/passwd

584211 44 -rwsr-xr-x 1 root root 44544 Feb 4 2019 /usr/bin/chsh

584218 40 -rwsr—-xXr-x 1 root root 37128 Feb 4 2019 /usr/bin/newuidmap

587446 144 -rwsr-xr-x 1 root root 140856 Feb 4 2019 /usr/bin/sudo

585233 36 —-rwsr-xr-x 1 root root 36144 Feb 4 2019 /usr/bin/umount

584212 32 -rwsr-xr-x 1 root root 31048 Feb 4 2019 /usr/bin/expiry

584209 76 —rWSTr—Xr—x 1 root root 71848 Feb 4 2019 /usr/bin/chage

585231 56 -rwsr-xr-x 1 root root 52968 Feb 4 2019 /usr/bin/mount

583901 36 -rwsr-xr-x 1 root root 34944 Feb 4 2019 /usr/bin/
fusermount

586675 36 -rwsr-xr-x 1 root root 34952 Feb 4 2019 /usr/bin/
fusermount3

584217 44 -rwsr—-xXr-x 1 root root 44472 Feb 4 2019 /usr/bin/newgrp

584214 80 -rwsr-xr-x 1 root root 75776 Feb 4 2019 /usr/bin/gpasswd

582975 428 -rwsr-xr-x 1 root root 432512 Mar 6 2019 /usr/libexec/ssh-
keysign

587407 80 -rwsr-x--- 1 root root 76224 Feb 4 2019 /usr/libexec/dbus-
daemon-launch-helper

587109 16 -rwsr-xr-x 1 root root 14408 Feb 4 2019 /usr/sbin/
usernetctl

587105 16 -rwxr-sr-x 1 root root 14384 Feb 4 2019 /usr/sbin/
netreport

582750 40 -rwsr-xr-x 1 root root 38960 Feb 4 2019 /usr/sbin/

unix chkpw

2 find / -path */proc -prune -o -nouser -o -nogroup 4% -w A&t vAppe EE I}

Qoll & Aok A el g e,
A7} 3AE A ekowm] s gldof] £AfA7E L= A Y
3 find / -name "*.*" -type f -perm -a+w | xargs ls -1db W#HS A3} vAppe X
£ shelell B8 A4 ADE QEae] m shele] F 2] b aworld writable) 5% o] cbulA
sl 3] o,

othersell 227] # ko] glofof ghch, o] 2] gk shd ol gk ARG AZHS ##4 == #4500 oF 3}, ¢ 7]
A g A E el el A A E 71 gk A (el 6 = 7)) Ed ok
4 find / -path */proc -prune -o ! -user root -o -user admin -print W#H-& A3}

of SVHE AEA} AL LA E YA el e
A3} 7F FAE| A ko] mE I} o] root A= adminell Foki= A Y o}

5 find /usr/lib/vmware-casa/ -type f -perm -o=w W& & Al /usr/lib/vmware-casa/

o & 2] o] ghgleo] mAF 227] 7hggh(world writable) ZFel o] ofd A] 2hel g et

A3ho} FA A ghobof ek

6 find /usr/lib/vmware-vcops/ -type f -perm -o=w W& = Aty /usr/lib/vmware-

veops/ H#E 2] 2] el o] B 227] 7k gh(world writable) 2} o] ofwd#] 2hel gk e},

A3ho} FA A ghobof ek
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7 find /usr/lib/vmware-vcopssuite/ —type f -perm -o=w 9% = A3t /usr/lib/

vmware-vcopssuite/ & E g o] z}¢) o] B 227] 7153k (world writable) ¥} o] o}yl #] 2kl g}

vt
Ao} FA A kel e

Apache T4

o Ee) Folu g ALg ek HES 47

wel sl Abell 2, AHGAL L K2 E sold & gl eA el gk HElEe] stebus] s o)
o) 2=
AN H

olr
et
ol
o

deEe] B3 3Ae =59 ddel AR &
1)

o mECAE G el U AR Bolur)} AeA GEF AR QLA Fd oI}

e} 1w H

i

Wl ~€ HA 7|0 A Jetc/httpd/httpd.conf ¥ /usr/lib/vmware-vcopssuite/

Q

utilities/conf/vcops-apache.conf Y-S i},

b 7t <Directory> 5 5ol dldel= v 2ol tg Indexes 4l ¢| Options Foll4 A k=] 9l

7]
=7 2l g o

Apache2 At o] A EZ g4l

Almd] 73k 22 Al s dghe 2 Apache2 A1 v 9] 4w EZ5 Sl A A] & HTTP 5] <) 4w &

o ele ol cle] AR BEE TFY 4 Aok Auolt LHHHTML Aol A, 9 Au £33 2
A, AR LA, ) Avlsh AR FESL EFH T o] AuE okl Al Aol Al H7 =7
A% glel 8% ARE AT

>

A Al ServerTokens+® Prod® A A& oF g} ol & &% ServerTokens Prod$l YTl ¢] #A
2|

e FebolqlEol hA AEH L Aulel ¢ el F Deo] £ AA AW L AL BE ARG £

T

A 32 Alo] Gl o,
13}

1 A EZ5 gld Y cat /etc/httpd/conf/extra/httpd-default.conf |grep

ServerTokens & & A g g},

2 ServerTokens Full¥ ServerTokens Prod® 4743t ™ sed -1 's/\ (ServerTokens\s\

+\)Full/\1Prod/g' /etc/httpd/conf/extra/httpd-default.conf &5 A g}

Apache2 A1 9] Trace Hﬂ M= AR 9F 3k
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1 Apache2 A <] trace WA =& 9ldl# 9l grep TraceEnable /usr/lib/vmware-

vcopssuite/utilities/conf/vcops—apache.conf &5 A& g}

2 Apache2 4™ trace WA =& AH&31 A 55 AAS 8™ sed -i "/~ [*#]*TraceEnable/
c\TraceEnable off" /usr/lib/vmware-vcopssuite/utilities/conf/vcops-

apache.conf W& A8 g},
P REE AFEEA SRS A7

Best Practice ® vRealize Operations Managers A A, 74 £+ A #2] & o] +4 == AA S &

L.
Aehel AR Bl LA A2 L el AL AEHEE AT 5 QF e

Ll

WA Aol A2 LEs e Bele] Sld ol @ 07 A Aol dal Az aE Addea A
Gueh #4 M Agol Az LEHEA FAA e A5 WA 4L 294 3ol AEebn v}
A o

7 QoA e AZEY O] T4 2 B

H ol 9135 Fo]#l ™ vRealize Operations Manager &~ E A ~Hlo| 4 I g 3} A] 9be £ 2 E glo] 5 A

oli

AAGNA e BE LxEdolE AZAAL] AR G D uck m Aol wel T4 3he] 1ok Aok
R P e R

USB o7 £ 2] A A2 7ol weks A §afe] 7] A e % vRealize o] F2ho] 2ol ZEH A x5 g
5 vRealize o E2} o] d 2ol 4] USB ©] ufe] 2= A 2] s
o] Hel71 % ehgelo] ob4 Lz E ol E AAT 5 Qe

Azt

1 #HAE #AA 7ol A /etc/modprobe.d/modprobe.conf ZFL S 31t}
2 install usb-storage /bin/false = °¢| Itdof vpefrf=%] &9l g},
3 Y& AR F o

Bluetooth T2 EF 2] g] 7| Het

vRealize ¢1&2lo] 9l ~ 9] Bluetooth ZZEF A 2] 7]l ®okg A §-etod A A F-4 A7} o8 4 ¢l
=5 A4S

Bluetooth ZE2E &5 v ES] 3 Ao nlelg]sle 2] BA Q3w T e 37 J 5t
4 sy o Bluetooth Z & & 3 A 2]7] ZEo] 7|4 2 vRealize o] Zefol el 2ol = x| A] ¢bx 5

A Al &
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1 #xE HA 7ol A /etc/modprobe.d/modprobe.conf ZFL S 31t}
2 install bluetooth /bin/false = ©¢| ©| tdof vpefrf=A] 2ol g},

3 e Aela B

SCTP(Stream Control Transmission Protocol) X.¢F

SCTP(Stream Control Transmission Protocol) Z&¢| 7] &4 2 & vRealize o] F2}o] ¢l 2ol =5 A

BEF AN L BAA FAR) o] ZRETE gt AnAE 44 F dgr T

G5 Al =8E A G SCTPE AR5 A &
Fs U= 2do] npeld sl T 2E o] 34 Fof
ﬂ 7bol 2RSS AEEt £AE A Ade] Z2ES A

1 ®HxE #AA 7ol A Jetc/modprobe.d/modprobe.conf ZFL S 431},
2 o5 E0] o] ol YEpEA gl
install sctp /bin/false

3 s9E AR B

DCCP(Datagram Congestion Control Protocol) X QF

Al 2~®l 7} 3}zl o] 2 DCCP(Datagram Congestion Control Protocol) =& 7] 24 o 2
gho] gl ol REFA] GEF A & AN A FAAL o] ZRE S-S oFEele] Al AwE

1 e

A A o2 298 3l# 42 g DCCP(Datagram Congestion Control Protocol) 5 ¢] =5 x| ¢k &
dlof gtk DCCPE= Al A4 AlF Z2EFo|n] ALL A gt o] ZEEZS WES A A
vlolg sl T ax o 4 F kAol Tt el Hdle] gle 24 Z2 A A7 o] ZREFS ALl &

Ag dw Ado] ZREZ A/ S FH0R RET F U4y

x)
vRealize ¢ &
o]
A

N -~
£

A=}
1 H2E #HA7|oA /etc/modprobe.d/modprobe.conf %5 31 o},
2 DCCP %=¢] ztdof veprf=A] el g o},

install dccp /bin/false

install dccp_ipv4 /bin/false
install dccp_ipv6 /bin/false
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RDS(Reliable Datagram Sockets) 3~ & & 3 H ot

Al 2"l 7)) #hg] o A2 RDS(Reliable Datagram Sockets) £ 2 & Fo] 7] 24 © 2 yRealize ] &z}
ol o] REEA GE 5 AL, FANA FAAI o] ZREZ S oGt AR S F UF
Y o
RDS Z2E &5 U EYT ~dof uleldg sl T 2E 374 F Aol S71 el Aol gle 24 =2
Alza7b o] Z2 EE 5 ALEsle] £A& 9l Adel Z2EE A& TR 22 4 o5y
= =
1 #lxE HA 7oA /etc/modprobe.d/modprobe.conf ZFL S 31 o}
2 install rds /bin/false &°] ¢| 3}dof| Yefr}b=A gl g o},
3 Y& AR P
TIPC(Transparent Inter-Process Communication) 3 2 & & H
7| Ao

Al ~H] 7} sh #hel of d 52 TIPC(Transparent Inter-Process Communication) = 2 & & ¢]
s S 2E A 2glo] REFA @R 2 A4 A & FA A FAAL o] ZREFS oFE5ko
PN

1 #HxE #AA 7ol A /etc/modprobe.d/modprobe.conf IFL S 31t}
2 install tipc /bin/false F°¢| ©] Z}dof e} =A] 2ol gk o},

3 e Aela B

IPX(Internet Packet Exchange) T2 E3 H <t

IPX(Internet Packet Exchange) Z & & Fo| 7] .4 ¢ & yRealize ¢] Z2lo] ¢l 2o =5 A ke = 14
Al e A FAA o] ZREZS oFEslo] AlavlE EAA A 4 9l o

Ao Jelx o g IPX TEEF REo] ZE A ¢rE o gt PX ZEEZS 1] o] 4
AREE A e U E S 2 A EEEUYt o] ZRES S W ES D 28 nicld et T2k 34
Aol Srrdeh Aol fle 27 2 ALt o] 2R FS ARG oto] £lS I A 2Rlo] ZRE
o]
AN

2 A% Ao 2EG & g w

=
[<]

4» g m

Ak
1 #HxE #AA 7]l A /etc/modprobe.d/modprobe.conf ZFL S 431},
2 install ipx /bin/false & °| ¢| s} o veEl}=A] gl g o},

& Astn B e

i1

3 sl
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Hol AppleTalk L2 EZ

AppleTalk = 2 E 3 o] 7| 24 o 2 VRealize ] Eeho] o] 2254 2% 442 A4 T4}
o) ZREFS G §ote] xS £4AD + AF Tt

% 0854 e 3 AppleTalk TREF 2 50| 2E5A % ol Puich o] TREFG U E 2
seef vl el Sl B4 ok ol Foh B A3be] G 2 SRAsc o] ZREES AE
ol 2% AWl A 2ue] ZREF A E FHo® 2o £ Uk

1 #lxE HA7 oA /etc/modprobe.d/modprobe.conf ZFL S 3] o}
2 install appletalk /bin/false = ¢| ©| 3tdof pefLf=A] 2ol g},

3 e e B

1 ®HlAE #HA 7oA DEChet ZEEF /etc/modprobe.d/modprobe.conf ¥4 -5 9 o},

2 install decnet /bin/false =°| ©] 3ol e} }=4] &kl g}

ek mE o] 7| 240 2 VRealize o] Eehel dso] EHA FES AL BAH FAR) o 22
EFE ohgalel AAUS £444 F A5y

1 #HxE #AA 7ol A Jetc/modprobe.d/modprobe.conf ZFL S 31},

2 install ieeel394 /bin/false =°] ©] ¥}l e}l =4 &l g}
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ot 4709 ghol A A 5 H

m  console loglevel. %ol clal == 7 vt 54 =919 vl A A ¢ ] o},
m default loglevel. 54 1 o] $lv 7 @& 59 wA A 4 o},
n TF 2T b v e

n Z2F R 7 Eg Y

P 7he g 52 8l Y

m  define KERN EMERG "<0>" /* system is unusable */

m  define KERN ALERT "<1>" /* action must be taken immediately */
m  define KERN CRIT "<2>" /* critical conditions */

m  define KERN ERR "<3>" /* error conditions */

m  define KERN WARNING "<4>" /* warning conditions */

m  define KERN NOTICE "<5>" /* normal but significant condition */
m  define KERN INFO "<6>" /* informational */

m  define KERN DEBUG "<7>" /* debug-level messages */

kernel.printk #& 3 4 1 7% A A3 kernel.printk=3 4 1 7 %£°|] /etc/sysctl.conf I}

Aol =7 2l g

End Point Operations Management ¢j| o] A E

L
u

End Point Operations Management ol ¢| A £ & A R g}l o o] A= 7]ub A A 2 2] e 5] 7] 5 0]

vRealize Operations Managerell 5 7}% 1 o},

End Point Operations Management ¢l o] 1l E+= &~ E o] A4 A A 5 1 End Point Operations
Management Al ¥ e} & A3k Al 2] FFol Avt 28 A b5 4 dF b whebA], o o] A E 7} ok A a4 Al A

A5 e Belaof Gt

End Point Operations Management ©l| o] 4 E A 8jo]| tjj gl H ok =i A}
|
AEA AR S AL = 54 2ol 2 Al & whefol g o

m  AF AA Y] 75 AGENT HOME/conf/agent.properties ¥}% ol AH A4 Z 2 A Q&

=  End Point Operations Management °f| ¢] 7l E 5 5-& 9] 3l o <F%l vRealize Operations Manager
AR A A S A3 o, ARA EF W82 vRealize Operations Manager = %ol 4] vRealize
Operations Manager®| "9 & 2 gk gh5-& A xsk4] A &
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n A7} kB E o o] A E F 5ol 283l vRealize Operations Manager AF-&#F Al 4 & AF-&31A] ¢
¥ =

S ARG ool AE ] Al & Faeteiw AFEA dAA~E AHESE S AR oF e AL
Al gk W] &2 vRealize Operations Manager =& %l 4] vRealize Operations Manager<] A&7
25 T4 FES xS A
n o o]HAEE Al AlaEle] =45 79 vRealize Operations Manager AH-&#F ¢l €] 9] o] 2 of] A
off o] AE B]£nE A AL ool AE QJFAE AT 5 A5k, AAIEE &2 ol o] A E &) A 3
B AAS x4 Al L.

ko] 4 8 3 E A o)A EE
Al 5!3 ok ol *Po“ﬂ 4*"“?} A ZR2A2 Y 2R asof dAdadte o] B ek Agks glofof g "/}
= EL%HDP Linux A =]
of 4] RPM A K] Jil%ﬂ = A&3ke o = A
& Hgte] o3t

B
L3
>
fu
i)
o
net
An
2

vRealize Operations Manager A ¥ ol ol o] A E & G 5sleiwd 2 4 | A=
St AHA Sdo] Bk, ofw] Alw]l W AA] de o gl HAdkE Tk s

Linux 7]9F Z 2 Z 919 2 A}& Ak

End Point Operations Management ol | A & A A 3 & £ FAk+= of| o] A E & A A gk AF-&AFQ] L o},

A A g AF2AL 7 TAR Y & F 4317 RPM& A A
700)°] arAt= A4 5 e

End Point Operations Management ol o] 1 &
el AA dE Ee] 9 gbed AbE A gh(ell: 600 3

bl m}m

3 ZIP st S FED A AR Aol FubEA AEEHA E5 5 5 AR dgke] FubEA g

Al H=ol A el 7] 5 ahe 2 ol & 700 A4 ko] FRE D £fAE o] AES Ads
£ gL 5 e

¥ 3-1. Linux 3 2 A& A3

b =& gy ALg A aFEEAER ) 27] L]
agent directory/bin 700 Ea b o o B
= o] & o & o e
2 obvl & obv & ob 8
agent directory/conf 700 Ea b o o B
= o] & o & o e
2 obvl & obv & ol &
agent directory/log 700 2 A} o] o] ol 2
= o] & o & o e
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3 3-1. Linux 3t 2 A& @3k (A5)

PEASE R 200K AL A aFEEAER 9] 27| A3
L ob & b & op &

agent directory/data 700 AR < o o
A oh & obv e ohv &
LR obv & oy 8 ofu] s

agent directory/bin/ep- 600 AR < o ol &
agent.bat
a2z ol & obv] & ohv &
e obi] & of] & ofv] &
agent directory/bin/ep- 700 A o o o
agent.sh
B ol & ol & ofv] &
e obi] & of & ofv] &
agent directory/conf/* 600 AR < o o
(conf HH E2]e] ® 5}
) - h & o & oh &
R obi] & of & ofv] &
agent directory/log/* 600 e o o ol &
(log HE R o] B 5}
a1y EE ol & ol & o] &
R obi] & of & ofv] &
agent directory/data/* 600 e o o ol &
(data A E 2] o] BE 7}
) - b & o & oh &
R obi] & of & ofv] &
Windows 7|1 35 31 2 ALE A

4L,

Windows 7] 8} End Point Operations Management ol o] A & A A A] o]l o] A E & A x| &}e] ] AF-g-A}o]
A Aul~g AA S AT 5 = AR Agke] 9lofoF gk

= ok dElEe] 9 gfde] x5 AA
e oF gt ep-agent .bat s AF-$-8}
75 st Z R A A A FekEA 2l b

Folt Zlo] E4leh 43 Zaa o)
%

ol

Zrjo] = SYSTEM, 2] 2} 2% 2 A A AFgabul o 4

oF @l o o AEF AA o g AL
ANG A AEAE o H B A DR

VMware, Inc. 36



Be} 74

¥ 3-2. Windows 3} 2 A8 A3

Yaes] == Y 2} 2E A% A g7 2 A ¢7]
<agent SYSTEM o - - -
directory>/bin
k] AR < - - -
A A ARG o - - -
AR} - - -
<agent directory>/  SYSTEM ol - - -
conf
e] A} Sl - - -
AR AgA el - : -
A7 - : -
<agent SYSTEM o - - -
directory>/log
ko] A o - - -
AR AEA < - - -
A&7} - - -
<agent directory>/ SYSTEM o - - -
data
k] AR < - - -
A A ALG-AL o - - -
A - : -
<agent SYSTEM o - - -
directory>/bin/hg-
agent.bat
k] A} o - - -
A A ARG o - - -
A - - -
<agent SYSTEM o - - -
directory>/bin/hg-
agent.sh k2] A o - - _
AA AER el - : -
A8 7 - : -
<agent directory>/ SYSTEM o - - -
conf/*
(conf HAE2] S &= el il ) i )
= 4R AER e . . .
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¥ 3-2. Windows 3}¢ 2 A8 A3k (4] %)

dagg we=gd 2t 2E A3 %3 Q] 9 Ay o] 2]
AHg 7 . ] ) _

<agent SYSTEM o _ ) ) )

directory>/log/*

(log Azl = HET o - ] ) )

e A A g7 S - . - ]
A A . ] ) _

<agent directory>/  SYSTEM ol ) ) ) _

data/*

(data H & E] o] & x| A} o - ) i )

= gto AR A& A ol ) ) ) -
A87 ] ] ) _

o o] A E Z & A A& 127.0.0.1:2144 % 127.0.0.1:320002] 74 7}53 27 L E o) 4] w8 & 4418 o},
olg]g T o gdufd Fglong A3 xE HEE o E F Fyrh o] AEE 95 ¢lE
o] 2ol LEE AR ok Tk,

IE ZZE w3} F4

443 TCP Al of o] " Ecll 4] HTTP, TCP =& ICMPE &8 44l gl Aol A& e}

2144 TCcp Al Ul Aok A sbe T b clo] A Bl o o] A EE REdta FA dhe W
Z rbele] Z 2 Al 7k BAle AAEH ek ol o] A E Z2A2E o] 2EF Bl 54l
e
F3: yE e gz @A mE of S s

32000  TCP Al Ul Aok A sbe T b cllo] A B sl o o] A EE REdta FA gk W
F Atole] 2l 2k FAle] ARG H Yk ol o] HE ZRA e o] ZEE 3 541
G ek
3 reEdEE Qo2 SRR o F s

vRealize Operations Manager AF-&#F Q1 Bl s o] z~of| 4] ol o] A E 2] £ 25 A A slo] o o] A E QlF A&
€]

A Gk A G G2 ol el A E Bl AlA s AEAA
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sdle] vhA A BAE ool A EF B3 & grleh AAG NG oo AE 2 bs BT FEL
1

of o] HE g A AA
vRealize Operations Managerell 4] ol o] A & gl £ A5 Al A ko] ol o] A E el 5 A &5 | A& 4= 571 o}
AP 2 AR

ol Aell 7155 Pl =" d ol e o} gl A5A S

Operations Management ¢l ¢] A4 & &£ 5 7] &gt

FON™
ol
&
i3
o
[y
>
=
-z
oX,
5
£
e
<1
I'I'I
o)
o
jv)
o.
2

5}

1 vRealize Operations Manager AF-8-#}F gl €] 9] o] ~of 4] QUM E 2] o] o] ] & o] & g1 o},
2 odE F3 =25 Gtk

3 EPOpsodE 555 3k

4 EP Ops 9°]HE - *HOST_DNS_NAME*< Al & 3] o}
5 Al AR S F=E 3

6 cloJAEIDElAE EF FAD)E 7] 5ok

7 [HA AA] A st A AE e

8

EP Ops °l°] HE - *HOST_DNS_NAME*< Al & &t /| A] AHA| & F =] g o},

Nl HE it 5+

Al o] Hol Ae) 7} 8l B-E ] ) A gk ol o] A EE B 4 gl el B o o] A E = 7] 7 d o] ¥
o EAslel el Bl ans ASe A Lo clo]AES HFetul o] A E Basg Al A e
Aol 7] 53k U3 EZ5 AFE38lo] 4] End Point Operations Management &3 3} S A A &) of &
ol ool o] A E Bl Al A S AFxSIA Al 2.

A 8T A

= End Point Operations Management & A4 S 7] 53l =4 g9l g o},

rfu
tlo
>

m  VRealize Operations Manager A ¥ ol 4] o o] A E 2l x5 A ASt7] Aol 7] 53 2l a2n ES

NS

ool AE e Adhe] YA HAeleaA L
93
1 ool dES AYa AgAsL Lo oo HE B2 79¢ A4 e}

ol & Fol W& Adste] 123-456-789 EZo] X3

i
f
riu
i
bl
i)
i
f
riu
i)
T
o
o
o
ot
A
o

echo 123-456-789 > /etc/epops/epops-token
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m  Windows¥¢] 7%

echo 123-456-789 > %PROGRAMDATA%\VMware\Ep Ops Agent\epops-token

o] oflof| 4] EZ slal 2 et ZelEo 7 E EZ YAl 7] 55 o}
2 A olo]AEE A A I vRealize Operations Manager A vl ol 5538k th, ©2 spdol A9l gl B2
< ofle] A E 7} 2=l =A] &l gt

Ak E5 2 ool A EoA setup HEE Q5 E At e}, o] m] G535 of o] & Eof A
setup W% & ¢4 ep-agent.sh setupws A&3le] B8 A4 S ¢fH el A

registerAgent % o] v 2 AL
A 7} olm] 555 o o] A EE FEA| Bl &
ol o] A Eo] ALt ol o] AE Fol A= Al
A7t A5 7§ ep-agent.sh setup ¥ H
Yok Z2 a7t Alge g AgsxE sle{w ep-agent.sh setup ¥& = A dPst7] Al

agent.properties IFU ol A Aw I F A A& = H o

¢ Linux 718k ¢ A A A& o o] A E T AEo| A ep-agent.sh setup W&+ A&

[
Windows 7] 8F -4 #| Al ol A = ep-agent .bat setup ¥ &S A3}
ol o] A E7} AW 5 A7 A% A& ZFA & 735 WA A 7F ZA o A l 5 A E AlE eka @l 2
S 7 rast A% A5 E e

End Point Operations Management ol o| A E 5jx] 4-& 2 A H|o|E

2 g3l 7% A 2% End Point Operations Management ¢l | A & ¥ 5% vRealize Operations
Manager E 2l = A & AL 4 9l o},

End Point Operations Management il ] A o] th&}] 4] = o}
A Ret Zzag F3ekt ool AE Q) AHE s E 24
< VMware 2ot Z-A] A A of upe} Add o g} Bol FA ] 55 x4 A L

F7F Bk 73 2

A 2 T 2E Avjolx] 2288 T EE ARk

oli

[}
S

i
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TE Aue] yEte oA EgHS s gatE Ay 9l TE B2 shol ]},

AN
o] tAel TE W Z 2 EF 4 A A4 vRealize Operations Managerel t gk 2 & g Alglo 2 o}
of JA @EAY EH e s ¥ ES Aok w3 TAE Ao AY Tl Av|aE FHAea &

H83 Au =5 AEeHA &
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ok wdl Abe] 2, VMware 7H of Fefolel s W g aE Alawl v ES 2 B4 AAS ARSI A
gl e, =8k vRealize Operations Manager®] 24 41 2 £41 £ & = 74 8 oF g et
e ohy e 2

n pd el Ee Aol A ARl g d B2 A4 A
m FEY ZRET T4
7HE ol =gl Al o] A A Aol itk v ES T 278 1A

VMware 74} ol Fefolola 2 &
Al AA S A e eba 3 A &) oF g o},

b

BaE Azde] AT B4 BAIN H4ehE % el A VEAL B
TCP M 2o th7]<d =7] 44

el ol Abel 2, VMware o] Eekol el 3B Aol 71 TCP W23 7] 271 % T4
TCP Avl 2 A FA4L WA shefed TCP W21 )79 =7lof s whabe /& 2715 A4 gl e, 473
9% 7% 442 12809 v e

47

1 72 VMware o] Zelolal s 32 A Ao A ¢ cat /proc/sys/net/ipv4/

o

tcp max syn backlog " & & A3 3o
2 TCP ¥z thr|d 275 A
a Hax #dAA 7oA Jetc/sysctl.conf LS )
b ks g bl Fokste] & TCP W 22 w71 275 A4 ek
net.ipvéd.tcp max syn backlog=1280
c WA AEE Adetr gbd & Hsyoh

d # sysctl -p= At FA4E AL}
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BREJ|AE F20 st ICMPV4 o I AX-

H 2 =0~ E |ICMP(Internet Control Message Protocol) ol Lol df gk <
HE Al sl oo Al o o] A Eof o gt V| EY 2 w5 7Fs skl & 4 95 e ICMPy

fE2 A B P ol g A RN wEd & gl

ol

Ax

1 4 cat /proc/sys/net/ipvé4/icmp echo ignore broadcasts "8 % & A& 3le] A|~Hl o] ICMP B&

==
O
EAlaE Faola 2ol e Sue HeehA A Falg

BT A2EL TG

b=

ol
-
oL
ol

2 ICMPv4 MR E| e Z4k o3 S HS 73

a "YWk AR 7oA Jetc/sysctl.conf LS G

b o] 3ol gk gho] 12 AA s o] A &2 7 F net.ipvd.icmp echo ignore broadcasts=1

c WA RS AAet sl EE e
o
)

IPv4 = A ARPE AL-E81 4] F % S 1E A28 74

IPv4 =5 A ARPS A&kl Al =l o] th2 gl o o] 2ol ¢

A ARP S ol SuHe A5 T 4 Ak T A u BH

A =% A d ok Fiich A4 A

e AbEehA S AA

A3

1 # grep [01] /proc/sys/net/ipv4/conf/*/proxy arplegrep "default|all" HEe A
Yele] ZHA ARPZ AHEHA BES AA YA A ¥F Felg e

o}

2 |Pv4 Z 2] ARPE A} 43814 5 B & ~E X AES A

a Hxx #dAA 7oA Jetc/sysctl.conf LS )

b el 0o AR o] YA e A FEL FoAAY E FES ole] WAl Gl el =F e
e 0z AR

net.ipvd.conf.all.proxy arp=0
net.ipvéd.conf.default.proxy arp=0

c WA AEGE Asla ghd g B
d # sysctl -p= At A4S AL
IPv4 ICMP 2] t] #El A H AR S FA|S RS & AE A 2~H LA
3 ol Best Practice®, &~ E A] =~ o] |Pv4 ICMP(Internet Control Message Protocol) 2] ] 2] 4 =] 4]

A& F-Al k=R gal g ok oke] Aol ICMP & o] B Al wl] A A] = H A #] 7} Z A 7] (man-in-the-middle) &
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Aol MAHES o §8 4 ek e S ICMP 2l U@ 4 AR E ALgse] T % A g AL A2
54 ol ol EARE Bame] GV ol @ A AAE AFHAA G Aolv], e AR
o) 474

a4

1 TAE A2FA # grep [01] /proc/sys/net/ipv4/conf/*/accept redirects|egrep
"default|all" WH < Adote] TAE A aulo] IPya 2 el @A Wl A2 & FA LA of 4% Fel
e,

2 IPv4 ICMP 2t & A s A A & -4

=
[
fu
MA
P>
[t
>,
P>
o,
o
4
o
E‘i
A
o

a /etc/sysctl.conf ZFLE 1]

o}
o #hel 0% AAsle] A G A% e FFE o] FoAAAY A E GG ole] ZA Y]
é}

net.ipvé4.conf.all.accept redirects=0
net.ipvé4.conf.default.accept redirects=0

¢ WA TS

2

Aok st B,

d # sysctl -pE At FA4HE AL},

IPv6 ICMP 2T A WA X & FA| B2 5 2E Al 2= G-

M ¢l Best Practice®, 2~ E A~ Hl o] |Pv6 ICMP(Internet Control Message Protocol) 2] o & 4 =] 4]
A& A kAl gl g eh ek el A gl ICMP B Y 3l A el A A = w4 A] 7F 2 A] 7] (man-in-the-middle) +
Aol AslE & 3 g3 4 s ok 2bE = ICMP Bl o 3 A oA Al & AREete] oS A A A gl 2o}

=

S kel Aell EAFE sl dR Yt o2 3 A A = <l FEH A G2 Aolv], TaEl AR H
[e)
=

1 S2E A 2HoA ¢ grep [01] /proc/sys/net/ipv6/conf/*/accept redirects|egrep
"default | all" \:!é Eé] -% /{E] %B f)‘}o:] jiE— /(] —/E«E\i‘] O] |PV6 E] T/] Ei! /(i Uﬂ /(] X] % —?‘/{] —5‘}%7<] 04 —‘?L% i’I]-o\_]_
e

a /etc/sysctl.cont® ol IPv6 2l 4l WA A FAFES SaE A amS T4
b el o A YA B AP B FHE o] Zope A A E GEL oo Wl el

Egvch g ox AR e

net.ipv6.conf.all.accept redirects=0
net.ipv6.conf.default.accept redirects=0

=}

Sdolar vl & g o

d # sysctl -p= At FA4HE AL}

ofi

c WA AEE

2
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IPv4 ICMP 2l d S ARSI EE §AE A AHE LA]

H o} Best Practice®, 3~ E A] A4l o] [Pv4 ICMP(Internet Control Message Protocol) 2] & 4 & 7|

Fot=A Fel gy gl -H = ICMP 2l 2l A s A Al & Abgele] AR A 2o 54 Ak dal] Ex)g

< Aol Rt ol g M A Ao = M EH 2 EEEA Y o] F2E el F e AlAE A2
o] o] AH 7} Lo}

A

1 S2E A 2Bo)A # grep [01] /proc/sys/net/ipv4/conf/*/send redirects|egrep
"default|all"& A#sle] TAE A ~vo] |Pv4 ICMP 2l @ A& AF-sl=A] of -5 gl
o},

2 IPv4ICMP 2l H &8l A& At T2 Al 2vlo A g o
a /etc/sysctl.conf 345 do] TAE A A®S FA4 G,
b %ro
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net.ipv4.conf.all.send redirects=0
net.ipv4.conf.default.send redirects=0
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1 # grep [01] /proc/sys/net/ipv4/conf/*/log martians|egrep "default|all" ™ 7
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net.ipvd.conf.all.log martians=1

net.ipvéd.conf.default.log martians=1
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1 S2E A2HoA # grep [01] /proc/sys/net/ipv4/conf/*/rp filter|egrep
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net.ipvd.conf.all.rp_filter=1
net.ipvd.conf.default.rp filter=1
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