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#Blueprints
operation.create=ManagementModelEntities.svc@irtualMachineTemplates
operation.update=ManagementModelEntities.svc@irtualMachineTemplates
operation.delete=ManagementModelEntities.svc@irtualMachineTemplates
#Blueprint properties
operation.create=ManagementModelEntities.svc@irtualMachineProperties
operation.read=ManagementModelEntities.svc@VirtualMachineProperties
operation.update=ManagementModelEntities.svc@irtualMachineProperties
operation.delete=ManagementModelEntities.svc@irtualMachineProperties
#Global profiles
operation.create=ManagementModelEntities.svc@GlobalProfiles
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operation.read=ManagementModelEntities.svc@GlobalProfiles
operation.update=ManagementModelEntities.svc@GlobalProfiles
operation.delete=ManagementModelEntities.svc@GlobalProfiles

#Global profile properties
operation.create=ManagementModelEntities.svc@GlobalProfileProperties
operation.read=ManagementModelEntities.svc@GlobalProfileProperties
operation.update=ManagementModelEntities.svc@GlobalProfileProperties
operation.delete=ManagementModelEntities.svc@GlobalProfileProperties
#PropertySetXml
operation.create=ManagementModelEntities.svc@PropertySetXml
operation.read=ManagementModelEntities.svc@PropertySetXml
operation.update=ManagementModelEntities.svc@PropertySetXml
operation.delete=ManagementModelEntities.svc@PropertySetXml

#Property definitions
operation.create=ManagementModelEntities.svc@PropertyDefinitions
operation.read=ManagementModelEntities.svc@PropertyDefinitions
operation.update=ManagementModelEntities.svc@PropertyDefinitions
operation.delete=ManagementModelEntities.svc@PropertyDefinitions
#Property attributes
operation.create=ManagementModelEntities.svc@PropertyAttributes
operation.read=ManagementModelEntities.svc@PropertyAttributes
operation.update=ManagementModelEntities.svc@PropertyAttributes
operation.delete=ManagementModelEntities.svc@PropertyAttributes
#Property Attribute Types
operation.create=ManagementModelEntities.svc@PropertyAttributeTypes
operation.read=ManagementModelEntities.svc@PropertyAttributeTypes
operation.update=ManagementModelEntities.svc@PropertyAttributeTypes
operation.delete=ManagementModelEntities.svc@PropertyAttributeTypes
#Control layouts
operation.create=ManagementModelEntities.svc@ControlLayouts
operation.read=ManagementModelEntities.svc@ControlLayouts
operation.update=ManagementModelEntities.svc@ControlLayouts
operation.delete=ManagementModelEntities.svc@ControlLayouts

#Amazon Virtual Machine Templates
operation.create=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.read=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.update=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
operation.delete=AmazonWSModelEntities.svc@AmazonVirtualMachineTemplates
#0penstack Virtual Machine Templates
operation.create=0penStackModelEntities.svc@penstackVirtualMachineTemplates
operation.read=0OpenStackModelEntities.svc@0penstackVirtualMachineTemplates
operation.update=0penStackModelEntities.svc@penstackVirtualMachineTemplates
operation.delete=0penStackModelEntities.svc@0penstackVirtualMachineTemplates
#Endpoint credentials
operation.create=ManagementModelEntities.svc@ConnectionCredentials
operation.update=ManagementModelEntities.svc@ConnectionCredentials
operation.delete=ManagementModelEntities.svc@ConnectionCredentials
#Management endpoints
operation.create=ManagementModelEntities.svc@ManagementEndpoints
operation.update=ManagementModelEntities.svc@ManagementEndpoints
operation.delete=ManagementModelEntities.svc@ManagementEndpoints
#Management endpoint properties
operation.create=ManagementModelEntities.svc@ManagementEndpointProperties
operation.read=ManagementModelEntities.svc@anagementEndpointProperties
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VCACCAFERequestsHelper.getRequestForResourceAction(operation)

var jsonData =

VCACCAFERequestsHelper.getResourceActionRequestData(requestTemplate);

var json = JSON.parse(jsonData);
//Change cpu example
json.cpu = 2;

//This is a property needed for the Reconfigure IaaS operation:
json["Cafe.Shim.VirtualMachine.Reconfigure.Requestor"] =
VCACCAFERequestsHelper.setResourceActionRequestData(requestTemplate,

JSON.stringify(json));

request =

System.getModule("com.vmware.library.vcaccafe.request™).requestResourceActionWit

hRequestTemplate(operation, requestTemplate);
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host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'HostNamePrefixes';

var links = null;
var headers = null;
//Create properties for prefix entity
var prefixInputProperties = {
MachinePrefix:'test-prefix’',
NextMachineNo:1,
MachineNumberLength:3
};
//Save the prefix
var prefixEntity = vCACEntityManager
.createModelEntity(host.id, modelName, entitySetName, prefixInputProperties, links, headers);
entitySetName = 'ProvisioningGroups';
//Create properties for the provisioning group entity
inputProperties = {
GroupName: 'TestGroupName',
GroupDescription:'This group was generated with a vCO workflow',
AdministratorEmail: 'test@test.com',
AdContainer:'AD',
IsTestGroup:false,
Flags:2,
GroupType:1};
//Add a reference to the newly created prefix entity
links = {
HostNamePrefix:prefixEntity
};
//Save the provisioning group
var entity = vCACEntityManager.createModelEntity(host.id, modelName, entitySetName, inputProperties,
links, headers);
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w4 3
entity VvCAC:Entity
updatedDescription Fxpod

var hostId = entity.hostId;

var modelName = entity.modelName;

var entitySetName = entity.entitySetName;

var entityIdString = entity.keyString;

var links = null;

var headers = null;

var updateProperties = new Properties();

updateProperties.put("UserNameDescription", updatedDescription);

//Update the user description

System.getModule("com.vmware.library.vcac")
.updateVCACEntity(hostId, modelName, entitySetName, entityIdString, updateProperties, links,

headers);

1 = olE e A3 o] 55 Aok
2 %4 A @7 Blueprint IDE A 2] g o

3 dEHE s

F 4-21. 909 WE
M4 4
host VvCAC:VcacHost
blueprintID Ak
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachineTemplates';

var links = null;
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var headers = null;
//Create properties for the prefix entity
var blueprintld = {
VirtualMachineTemplateID:blueprintId,
s
//Read the blueprint
var entity = vCACEntityManager
.readModelEntity(host.id, modelName, entitySetName, blueprintId, headers);
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entity VCAC:Entity

var hostId = entity.hostId;
var modelName = entity.modelName;
var entitySetName = entity.entitySetName;
var entityKeyString = entity.keyString;
var headers = null;
//Delete the entity
System.getModule("com.vmware.library.vcac")
.deleteVCACEntity(hostId, modelName, entitySetName, entityKeyString, headers);
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M4 4
host vCAC:VcacHost
templateName A

var modelName = 'ManagementModelEntities.svc';

var entitySetName = 'VirtualMachineTemplates';

var headers = null;
//Create properties for prefix entity
var properties = {
VirtualMachineTemplateName: templateName,
};
//Read a list of entities
var entities = vCACEntityManager
.readModelEntitiesByCustomFilter(host.id, modelName, entitySetName, properties, headers);

d A A ~E 78 & A}435}o] vRealize Automation S E E] 2]17]

o ol Al 2ZEE g Al L AR e

LR 4

host vCAC:VcacHost
var modelName = 'ManagementModelEntities.svc';
var entitySetName = 'VirtualMachines';

var filter = "VirtualMachineState eq 'Off' and IsComponent eq true";
var orderBy = 'VirtualMachineName asc';
var top = 10; {
var skip = 0;,
var headers = null;
var select = null;
var entities = vCACEntityManager
readModelEntitiesBySystemQuery(host.id, modelName, entitySetName, filter, orderBy, select, top,
skip, headers);
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host VvCACCAFE:VcacHost

=
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var items = vCACCAFEEntitiesFinder.findCatalogResources(host, "name_of_the_resource");

—
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2 A& AL-g-3te] name_of_the_resource # 21 &F YA sl HjAF T4

a £v| A B4 A e]AE 7FA 231 vCACCAFEPageOdataRequest 7 Al 2] 9l ~ &l & Pageable =l 7
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b OData # 2l E name_of_the_resource = #+4 2F U A b= name 541 <] v+ e 2 A -3l

vCACCAFEPageOdataRequest 7l #| & A1 41 gh ] o},
var service = host.createCatalogClient() .getCatalogConsumerResourceService();

var filter = new Array(Q);

filter[0] = vCACCAFEFilterParam.equal("name", vCACCAFEFilterParam.string("name_of_the_resource"));

var query = VCACCAFEOdataQuery.query().addFilter(filter);
var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));
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owners/ref 54 -& 7IEE 1 glase] drof W § 25 7|dle & sl Ao A A Y e,
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VCACCAFECatalogResource Sl E] E] ol == vCACCAFECatalogPrincipal <l E] E] 2] Z 2 4 <l owners 54 ©
o) 5

%) 5711 oF. vCACCAFECatalogPrincipal &l ] Eloll = AF-&-#L2] A IDef]
AF

var filter = new Array(Q);
filter[0] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string (" user@domain.com")) ;

var query = VCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));
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var conditions = new Array(Q);

conditions[0] = vCACCAFEFilterParam.equal("name",
VCACCAFEFilterParam.string("name_of_the_resource_here"));
conditions[1] = vCACCAFEFilterParam.substringOf("owners/ref",
VCACCAFEFilterParam.string("user@domain.com™));

var filter = new Array(Q);
filter[0] VvCACCAFEFilterParam.and(conditions);
var query = vCACCAFEOdataQuery.query().addFilter(filter);

var items = service.getResourcesList(new vCACCAFEPageOdataRequest(query));

vCACCAFEFilterParam.group(array of parameters), vCACCAFEFilterParam.not(parameter),
VCACCAFEFilterParam.startsWith(id, string), vCACCAFEFilterParam.endsWith(id, string),

vCACCAFEFilterParam.greaterThan(id, number), vCACCAFEFilterParam.lessThan(id, number) 9 47
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g 3
vcacHost VCACCAFE : VCACHost
iaasHost VvCAC:VCACHost

// Id of the catalog resource (or vCACCAFECatalogResource_instance.getId())
var resourceld = "c222629c-6f90-4458-8c92-8ecedba6173";

var resource = VCACCAFEEntitiesFinder.getCatalogResource(vcacHost, resourceld);

var resourceType = resource.getResourceTypeRef().getLabel();
System.log("resource type: " + resourceType);
var providerBinding = resource.getProviderBinding();

var bindingId = providerBinding.getBindingId();
System.log("provider binding id: " + bindingId);

var provider = providerBinding.getProviderRef();

+ provider.getId(Q));
" + provider.getLabel());

System.log("provider id:
System.log("provider name:

if ((resourceType == "Virtual Machine") && (provider.getlLabel() == "iaas-service")) {
System.log("It is an IaaS VM!");

// IaaS virtual machine
var vm = Server.findForType("vCAC:VirtualMachine", bindingId);
System.log("IaaS WM id: " + vm.virtualMachineID);
System.log("IaaS VM name: " + vm.displayName);

// IaaS Entity

var entity = System.getModule("com.vmware.library.vcac").getVirtualMachineEntityFromId(iaasHost,
bindingId);

System.log("IaaS entity id:

+ entity.keyString);
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host VCACCAFE:VCACHost

//ID of the workflow used to create the service blueprint
var workflowId = "44e42047-2fa0-4e4a-ba®c-12086540b28b";

var name = "MyBlueprint"
var description = "Blueprint description”;
var workflowClient = host.createAdvancedDesignerClient().getAdvancedDesignerWorkflowService();

//Generate a service blueprint based on the workflow ID

var blueprint = workflowClient.generateServiceBlueprintByWorkflowId(workflowId);
blueprint.setTenant(host.tenant);

blueprint.setName(name) ;

blueprint.setDescription(description);

//Create the service blueprint

var blueprintService =

host.createAdvancedDesignerClient() .getAdvancedDesignerServiceBlueprintService();
var uri = blueprintService.createServiceBlueprint(host.tenant , blueprint);

//Publish the service blueprint

var createdBlueprint = blueprintService.getServiceBlueprintByUri(uri);
blueprintService.updateServiceBlueprintStatus(host.tenant, createdBlueprint.getId(),
VCACCAFEDesignerPublishStatus.PUBLISHED);
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host VCACCAFE: VCACHost

// Get the type of approval policy by ID
var typeService = host.createApprovalClient() .getApprovalApprovalPolicyTypeService();
var type = typeService.getApprovalPolicyType("com.vmware.cafe.catalog.request");

// Set the user and group required to complete the approval
var user = new VCACCAFEApprovalPrincipal();
user.setValue("user@domain.com");

user.setType (VCACCAFEApprovalPrincipalType.USER) ;

var group = new VCACCAFEApprovalPrincipal();
group.setValue("group@domain.com");
group.setType (vVCACCAFEApprovalPrincipalType.GROUP) ;

// Set the level of the approval

var level = new vCACCAFEApprovallLevel(Q);

level.setName("IT Approval Level");

level.setDescription("IT Approval Level description™);

level.setApprovalMode (vCACCAFEApprovalMode.ALL) ;
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(level, "getApprovers", user);
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(level, "getApprovers", group);
level.setLevelNumber(1);

// Set pre-provisioning phase type and the phase of the approval
var phaselType = new VCACCAFEApprovalPhaseType();
phaselType.setId("com.vmware.cafe.catalog.request.pre™);
phaselType.setName("Pre-Provisioning type");
phaselType.setDescription("Pre-Provisioning type description™);
phaselType.setPhaseOrder(1);

var phasel = new vVCACCAFEPhase(Q);

phasel.setName("Pre-Provisioning");

phasel.setDescription("Pre provisioning phase™);

phasel.setPhasetype(phaselType);
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(phasel, "getlLevels", level);

// Set post-provisioning phase type and the phase of the approval
var phase2Type = new VCACCAFEApprovalPhaseType();
phase2Type.setId("com.vmware.cafe.catalog.request.post™);
phase2Type.setName("Post-Provisioning type");
phase2Type.setDescription("Post-Provisioning type description™);
phase2Type.setPhaseOrder(1);

var phase2 = new vVCACCAFEPhase(Q);

phase2.setName("Post-Provisioning™);

phase2.setDescription("Post provisioning phase™);

phase2.setPhasetype(phase2Type);
System.getModule("com.vmware.library.vcaccafe.util").addElementTolList(phase2, "getlLevels", level);

// Create the approval policy specifications
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var spec = new VCACCAFEApprovalPolicy(Q);

spec.setName("New Policy");

spec.setDescription("New Policy description");

spec.setPolicyType(type);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phasel);
System.getModule("com.vmware.library.vcaccafe.util™).addElementToList(spec, "getPhases", phase2);

// Create the approval policy
var approvalPolicyService = host.createApprovalClient() .getApprovalApprovalPolicyService(Q);
var approvalPolicy = approvalPolicyService.createPolicy(spec);

// Publish the approval policy
approvalPolicy.setState (VCACCAFEApprovalPolicyState.PUBLISHED) ;
approvalPolicy = approvalPolicyService.update(approvalPolicy);

System.log("New approval policy id: + approvalPolicy.getId());
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REST &2 E o] 4] 27| u} A 7 REST &4 Eo|A A7 5 & XSD 27k A A g o,
REST &2E ¢ldlo] = Fef el olul Eelel A REST ZAEE oo Eqhy e,
REST #t¢] olvlle] = REST &2~ Eof 4] #hg]5 ¢ el o] E v e}
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1 WIinRM A u] 20l A Kerberos ¢l 55 A8l =5 A A g},

d
o

DEE

o

a Kerberos ¢l 5] 3] &5 =4 o5& 2ol Al g g o,

ha

c:\> winrm get winrm/config/service
b Kerberos Q155 AH&st= 5 A sl vho WE s A
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2  WiInRM Zeteo] el Eojl A Kerberos ol 5+ AH&38t= = A A g o},
a Kerberos el% o] 3 &= =A 55 gelstelwd vhf dE 5 A3t
c:\> winrm get winrm/config/client
b Kerberos sl &5 AH&st= 5 A st oho WE s AP
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 WIinRM Alu]z=of] et A4S Hl=Esteid of 5 WEd S A

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8
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4 krb5.conf 345 ub5o] oh5 § A ol A A o},

= AA Rz

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /usr/java/jre-vmware/lib/security/(2] - vRealize Orchestrator<).

/etc/krb5. conf(vRealize Orchestrator$-)7} vRealize Automationell =4 1

ot
krb5.conf 4 ¢] F+E = 53 25

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf= @l st 7 SA G 74 v W5 gkl of g e

Kerberos 74 Hl AH AR
default_realm Active Directory A1 ¥ & ol 5@ v Zefeo| el Ecl 4] AF&&li= 7]+ Kerberos % §] vl v},

3 Herw g ok ek

kdc KDC(Z] ¥l = Al ¥]) o &£ &3 Kerberos Bl 1% we) él= wulq]l 7 E Z2] 9},
default_domain AatretH =eel o] 25 AT o A= 71 el Yo
A3 o] Y& Kerberos 4 534S 9@l A& o},

3 712 Ao % Java Kerberos T4 & UDP Z 2 E & A& g b TCP Z 2 E Zut Ah&-ahefdd

udp_preference_limit "} 7] W45 7k 12 #| A 3l oF g o},

B
L

3 Kerberos ¢l %55 9@l 4= FQDN(A st =wgl o] &) A28 F47F A 8 3o},

_,_
iy

%92 krb5.conf Y& F7lal 7} =4 @ 7 % Orchestrator 48] AJ¥] =% o}A] A] zhef of gy

e},

REST & 2~E F7}

Ha2E2F AYsld REST ZLES Frbeta 3248 44 v W45 748 4 s
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m REST 2Eco| AAEE=A o] -5 dwlEe] 874 2l g},
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13}

ot
adk

Y e

a Kerberos gl% o] 845 EA o35 2aoldle]wd o}-3 &

1 WInRM A]u] ~ol 4 Kerberos ¢l 5% A&t =5 A

tle
i)
O%
sl
A
iy

c:\> winrm get winrm/config/service
b Kerberos Q155 AR&st= 5 A st vho e & A g
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 WinRM Zeteo] el Eol A Kerberos ¢l 5+ AH&st= 5 A A g o},
a Kerberos el% o] 3 &= =A 55 gelstelwd vhg dE 5 A3t
c:\> winrm get winrm/config/client
b Kerberos sl &5 AH&st= 5 A stelw oho WE s Adgh
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 WIinRM Alu]zof gt A A& s~ Estelwl ob3 W w5 A3 ek

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

4 krb5.conf 3t 5 wb5of o5 § A ol A % g e,

= AlAl Rz

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /usr/java/jre-vmware/1lib/security/(<l 4 vRealize Orchestrator&).

/etc/krb5.conf(vRealize Orchestrator$-)7} vRealize Automationell =41 1

=
krb5.conf =} o] +x& g3 25 ok

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf+= @l & gkak A SA g 74 i W5 L3al o gt

VMware, Inc. 120



VMware VRealize Orchestrator &2 291 A&

Kerberos 74 €l A% AR

default_realm Active Directory A& ¢l 53wl Zelo] ol Eof 4 A}§-3}= 7] Kerberos 4 < ¢ v}
Fa AR g F el oF g ek

kdc KDC(Z] vl £ Al El) o &% 3l Kerberos Bl A& wall gl =w ¢l AEE 2}

default_domain ATt =eal o] 28 A ke vl AeE = 7L =elell

F3 o] BlE Kerberos 4 334 S $l @l 285 o),

Fx 7] EA 2 2 Java Kerberos 742 UDP Z 2555 AL& g b TCP Z 2 & Ful AF&slefud
udp_preference_limit #} 7] " 45 7k 12 #| A 3l oF g o},

3 Kerberos ¢l %< 9@l A= FADN(A  F8hE =gl o] ) 228 F47F I8 g},
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vCenter Server
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PowerShell
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T = SSH

Windows
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=] 2912 OpenSSH<} WIinRM &4l = & ¥ Z& 53 Windows PowerShell?} 5418 = gl 55 o},
WIinRM 74 g-F& x4 4] &

2 8 3k 7§ PowerShell &2 1915 vSphere PowerCLI % vCenter Servers} &2 4 3l571 o},

PowerShell 2] ¢l 3} PowerCLI %3 355 Az 344 &

B3 27 soEdAM BE 74 245 AAT 4 5k PowerShell 2 2l e AL, 75 2 &
Al Z 28 F 84S vRealize Orchestrator 2 Windows PowerShelle] 52 gk A =8l A A5 7]
- WA = A gk o

PowerShell Z# 71918 A}-4-3}+= vRealize Orchestratore] & &

Orchestrator T4 ¢l el o] ~ & 2}&-3lo] PowerShell &2 2¢lS T4 @l oF &4t} Orchestrator &2}
o] EE ALE3le] HaZEE AY P Aty T 2gl APl Al AT 4 5 o

PowerShell &7 .21 vRealize Orchestrators 7|42 & 3t} Orchestrator+= VMware vCenter
ol=zle} 7el 71<2 Felshr] Y&l &4 7heet 252 gfoldef el & Al Fste AN Y ZEA A A
3t Fe 54l ok

Orchestrator= 7ua Ze]20] o} 7|8l A= S 3he] 2 <ol 2459 £
PowerShell &2 19l & AF-&-8kof Orchestratorell &3 o+ 3+ =
Windows PowerShell#} &2 191 435 2-&

Windows PowerShell &2~ E ¢} A3 #-§-
Orchestrator 4222 Agsle® Z2] 29 S A48 4 9l \4 4

Windows PowerShell-& =t 7l W& & Alo]w] A A8 ] & )&l AAE ~a2 58 olofgiv
WinRM -4

PowerShell &2 =2l 3} Windows PowerShell 7tell A& A A sledw A5+ B4 22 5 & 5 5l
£ AHEe =S WinRME A & oF 3 ef,

ﬁ“

PowerShell 52 ¢l Windows 4 7 #&(WinRM) 2.05 3] L2 5 F 2 x4 3

chg % W el ALH e
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AZ Wy AR AR
&

7% Ag7 o &7 rEE LFeht uluek Q)% oAU E v,

Kerberos Zzheldl=sh 4w el IDF 2alel7] Sl 1A% Agale wat % Z2E 2o,

23 PowerShell &= 2912 WinRMoll A AF-&-AF 717 5o o] $19)-& x| 4l A ¢kow] CredSSP+ A1 4
= &) b ol whd gl o},
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HTTPE &3 WinRM

PowerShell 2] 291 HTTP Z 2 & &% %] WIinRM T AE 9] 518 x| 413 o}, WinRMeo] A4l
= QlFelE Aol vleol 8 Ag2 tastE A o] UES Zof s = A

= Al 2=H Zrell IPSeco] FAH 75, HTTP Z 2 &5 AR&-all of 3

L_n_,
£ o

712 ¢l 55 2831, AllowUnencrypted <-4 & 4 ]i gl Felolol E WIinRM 74 Z5oll 4 true
2 AR oF F ek HTTP 74 9] o= HTTPE A&l =5 WIinRM 74 & A x4 A 2

HTTPSE &3 WinRM
PowerShell 2] 291 HTTPS Z 2 F 5 %4 WinRM &~ E 2] BFAIS A g} v} obAgl &
Al W o 2 HTTPS Z 28 35 AHE3  slsr o

HTTPS Z 2= &5 Abgetelwd 4w <l

5 J al WINnRM & A Eof A3
e oF gt ek HTTPS T4 ¢ o= HTTPS & AF-8-3l =5 WinRM 74 & #F

= =

[e) =
ZaA A L
HTTPE A4} =% WIinRM -4

HTTP Z 2 255 %3l PowerShell =2 1813} A= 5 WIinRM 2B 5 743 4 9551 o},
WInRM &2~ E A ~Hlof| 2] |8l S A g sto] WinRM T4 -2 54 &l oF 2 o, WinRM 48] = 2 WinRM

FeboldE mEol BAF ALBE AET 5 A5k

F2 HTTPE A43 5% WinRME T4 @ o B4 5 3% AUAE 4%, 22271 /b7 g€
PN
-

=
glovl 22 9§ WAAE g 4 Y]

Caused by: org.dom4j.DocumentException: Error on line -1 of document : Premature end of file.

Nested exception: Premature end of file.

at org.dom4j.io.SAXReader.read(SAXReader.java:482)

at org.dom4j.DocumentHelper.parseText(DocumentHelper.java:278)

at
com.xebialabs.overthere.cifs.winrm.connector.JdkHttpConnector.sendMessage(JdkHttpConnector.java:117)

A=}
1 71% WinRM 74 35 AAskel ™ ob 98 Ao
c:\> winrm quickconfig
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c:\> winrm e winrm/config/listener

7 EE= HTTPS] 74§ 5985¢] HTTPS] 7 -%- 59864 1] o,
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c:\> winrm get winrm/config/service
b 71& 5 Abgstes AAstew o HEle Adgdoh
c:\> winrm set winrm/config/service/auth @{Basic="true"}
4 WInRM A v] 2ol A f 3k A b2 dlo]H o AFE oot ohs HeE s A

c:\> winrm set winrm/config/service @{AllowUnencrypted="true"}

rulo

5 WinRM Alu]z=e] Ad wpele] B2 73) 45o] stz AAH 2 e s Bagoz HA T
c:\> winrm set winrm/config/service/auth @{CbtHardeningLevel="relaxed"}
6 WinRM Fetolel EollA] 7L Q152 Abg-st =5 A g o
a 7lE Tl dEseA AFE FleteH vhs WA e Ao
c:\> winrm get winrm/config/client
b R AEL AL AR ed s ge A

ol

ofX

c:\> winrm set winrm/config/client/auth @{Basic="true"}
7 WIinRM Zeto]d Bl A t 5 shu| A b dol e o] AFE o &eteld o5 HaE & Ao

c:\> winrm set winrm/config/client @{AllowUnencrypted="true"}

njo

sAEE AR e el

e

8 WIiInRM &=k A|=Hlo] o)t weqle] gl 75, Al# e 4 9l
A4 g e
c:\> winrm set winrm/config/client @{TrustedHosts="host1, host2, host3"}

9 WIiInRM Alu] o gt AA & Hl~Estelwd ob W& 5 Ao
c:\> winrm identify -r:http://winrm_server:5985 —auth:basic -u:user_name —
p:password —encoding:utf-8

HTTPSE AM4-3H =5 WinRM T4

HTTPS Z 2 35 %3l PowerShell &2 2.8l 3} 54855 WIinRM 4255 74T 4 g5 o},

(o3

WIinRM T2 Eo| = HTTPS Z2EF S 5o B-Aleted™ el 547 Dol ol 545 o7 Al
sy dl & S, NET Framework SDK9] &4 H-¢l gl &4 HA = F(makecert.exe)E AF-&3lo]
AA A ol F5AHE AT 4 gl ok

AR ST AV

B HTTPS ZEEFE AE3tE 5 WIinRMS 74 3 of, A4l gk Wl 82 HTTPE AF8-8F= = WInRM T

. WinRM &~ Eof 4 Microsoft #2] Z<(mmc.exe)oll A=k 4 9l=#] gl g},
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43}
1 A A AFA A4

] $14 el A P

ofi

£ makecert.exes At&3lo] WinRM T2 E ol 4 ¢l 545 A A

makecert.exe —-r —pe -n "CN=host_name-3,0=0rganization_name" —e mm/dd/yyyy —eku
1.3.6.1.5.5.7.3.1 -ss my -sr localMachine -sky exchange -sp "Microsoft RSA
SChannel Cryptographic Provider" -sy 12 certificate_name.cer

2 Microsoft ] ZE& ALg-etod A ol S5 AH 5 F7Fgh oh

a mmc.exes A gt

f oS5 7 E2EFESAFAEZD AFE) > MU > A
13 > AFA o] A A =] of

Auj
v
o
L)
ek
4 f
3o
fir
1
(mt
rO
olN
\l

ASAZFAHT 4 = FE S 713 2 Al el AR IR @2 A5, TR AA

al oF g
3 SulE AL Y TAE o|FE ALt HTTPS 41715 A4 o el
+ WHESHTTPS FA7] A S 98 oA 755 33 o

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Hostname="host_name" ;CertificateThumbprint="certificate_thumbprint"}

T HEES dA HEEE g dA] s 2

winrs -r:https://host_name: port_number —u:user_name -p:password hostname

Kerberos ¢1% 4

PowerShell &~ E 5 F7}al i 2] e v Kerberos ¢l %5< A48 4 9l <71 o},
Kerberos ¢l %55 Ab-&3t™ = el Ab-&x= WIinRMS %38l %174 PowerShell AF-& 715 Al ~Elol 4] w2
S Age 4 gt
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13}

ot
adk

Y e

a Kerberos gl% o] 845 EA o35 2aoldle]wd o}-3 &

1 WInRM A]u] ~ol 4 Kerberos ¢l 5% A&t =5 A

tle
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O%
sl
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iy

c:\> winrm get winrm/config/service
b Kerberos Q155 AR&st= 5 A st vho e & A g
c:\> winrm set winrm/config/service/auth @{Kerberos="true"}
2 WinRM Zeteo] el Eol A Kerberos ¢l 5+ AH&st= 5 A A g o},
a Kerberos el% o] 3 &= =A 55 gelstelwd vhg dE 5 A3t
c:\> winrm get winrm/config/client
b Kerberos sl &5 AH&st= 5 A stelw oho WE s Adgh
c:\> winrm set winrm/config/client/auth @{Kerberos="true"}
3 WIinRM Alu]zof gt A A& s~ Estelwl ob3 W w5 A3 ek

c:\> winrm identify -r:http://winrm_server:5985 -auth:Kerberos -u:user_name -
p:password —encoding:utf-8

4 krb5.conf 3t 5 wb5of o5 § A ol A % g e,

= AlAl Rz

Windows C:\Program Files\Common Files\VMware\VMware vCenter Server - Java
Components\lib\security\

Linux /usr/java/jre-vmware/1lib/security/(<l 4 vRealize Orchestrator&).

/etc/krb5.conf(vRealize Orchestrator$-)7} vRealize Automationell =41 1

=
krb5.conf =} o] +x& g3 25 ok

[libdefaults]

default_realm = YOURDOMAIN.COM
udp_preference_limit = 1
[realms]

YOURDOMAIN.COM = {

kdc = kdc.yourdomain.com
default_domain = yourdomain.com
}

[domain_realm]
.yourdomain.com=YOURDOMAIN.COM
yourdomain.com=YOURDOMAIN.COM

krb5.conf+= @l & gkak A SA g 74 i W5 L3al o gt
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Kerberos 74 8l A% AR
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default_realm Active Directory A & o1 5% vl Zefo]od Bl A AL&el+= 7] & Kerberos % ¢ 1] v},

kdc KDC(7] whE Al E]) o &5 3l Kerberos Bl 15 W) dl= molgl 21 EE2] ¢y},
default_domain AarstE =gl ol F& A sl o AFSE = 7R =elald e

F3 o] BlE Kerberos 4 334 S $l @l 285 o),

F}3 7|2A o = Java Kerberos 4= UDP Z 2 E &5 A&tk TCP Z 2 E &0k Ab&slew
udp_preference_limit #} 7] " 45 7k 12 #| A 3l oF g o},

3 Kerberos ¢l 55 $lall 4= FQDN(H F3ks =gl o] 8) & ~E F

e

Fule)

Q
e

}%
N,
s

=9 krb5.conf LS F71sl 7 v} =4 3 7% Orchestrator A1 ¥ 4Ju] =5 o}A] A] #baf of gty
o}

PowerShell =2 121 A4

Orchestrator Zz}o| ol E 5 2}1-&3}o] PowerShell =2 2el-2 G4 &l oF &}
T4 AE=

T4 252 WFol= PowerShell 2455 38| d 4 9l 25270 235 el

< 2+ Orchestrator 2ol E 2] YJIZFE ¥.7| o] 4 2to]B&] 2] > PowerShell > 4%
PN

ol A2 5 gl e
aEZ ol A
PowerShell &~ E F7} Z 2] ¢l elwl & 2ol PowerShell &~ E 5 F 718 o},
PowerShell 4~ E A 7] =]l olul & 2] o 4] PowerShell &4~ E 5 Al 7 g o}
PowerShell &= slde]=  F# gl glul E2]of 4 A A ¥l PowerShell &AE & oj v o] E g o},
PowerShell &~ 7% A 4 ® PowerShell £4~E 9] +4 & 75 ¢ o},
==
PowerShell 3~ E F7}

9 aZ2 2 Agsle] PowerShell ZAES Z7lsla 342 A wjA H4S T4
7l PowerShell T Eo] tf3l o7& AA ST 4= gl o)

ol
<
*
o,
o
o
e
u

A=}
1 Orchestrator Z el el o] el A2 & 3¢ o o}

2 Orchestrator 2]l o4 JIERE w75 F2 ok
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3 AZFd Ha2FE 55004 gte]Be g > PowerShell > 74 £ 27¢351] PowerShell &% F7} 4]
AERE o] e

4 PowerShell 3A2E F7} a2 Z 75 ul$n QEZE p|Eo 7 FEeln YIAZE A)1ZHS A H 3 o

5 O|F HaE Al Z2EL] o] 55 E

6 SZE/IPHAE ARt S AE FAE I

23 Kerberos ¢l 55 flall A= FQDN(A F3hE ==l o] &) TAE F47) 23]}

EZS At 7 F 94 PowerShell 2~ E ¢] ¢l % 4] 5 Orchestrator

%9 Kerberos 9l 55 AF-&-38ed W WInRM Al vl 2o 4] dl @t ¢l 5 AF-g3l= 5 A A g oF &y

o},
9 Z#] ¢l 4 PowerShell Z4~Eo ol Asl+ o] AFge AlAd o 38 Ag g},

4 A

5 AlA Fejaclol A T AA S s ASEte] 94 T dAg Y T Al
o gt PowerShell &2~ = A4 59 & Al Fd oF g},

Arg=RE Al Orchestrator Zete]d Erf 2ol AbE A6 A4 FH & A3 oAb
2 A e E Abgated s #RgxfaE w3 4 © 2 Orchestratorell &<l 4 ok
ok

10 Shell Z.= dlo]A] = &b # 7o 4] PowerShelle] AF8-3l+= gl a9 35 A&l g}

1N AES THed J2E=25 APk

HaEzrt Aed oz Ag=nl PowerShell ~E7F QIMIER] B 7]of F A5 e},

PowerShell &2 1<l AW ET] AL-&

PowerShell 2 2¢1-& <14 ¥ PowerShell 22 E 2] 2= 7HA 5 Qi Ed] B 7)o =3} QHE
g w75 Abgete] At Fof 845 F718A o PowerShell A Aol A Az s AT 4 glspch
Z2] 29l elul & 2] ol 4] PowerShell Z2~E ¢} el ~¥ el 4 cmdlets el 4 9ok 24 44
TAEE 2 s 28T 5 9lon, 7 Avgle emdlets £33 4 Sl
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ol & 2] AA A AT
AW E o} ALXE w57 AHg- =<l 2t
o rs

ol l2ks AlE gl o] FA4E 4& FE% d 4 5= Orchestrator ¢l
HEeg oA A& vt L E2EE Ee 2 FEAS o Al MAld AL F e ZEHIEFEIE
Al 5] e

PowerShell 23 HE 218}

2% 2% Adelo] PowerShell E-Eol A 9% i g A4 ~AYEE 552 4 Aot
PowerShell 29 HE 3=
Felael MlEe) e TaEelA 71E Bk g 214 PowerShell 23 =5 AR T & gl o

AR Q5 AL

m  Orchestrator = etelcl Bl telatz = acls o] QleA] gl g et

m  PowerShell &= Eof A=A o -5 QuIEE] ¥ 7] 4] 2] gt
2}

1 Orchestrator Zetell B IZERZ 27| 5 Z 2 P

2 AlFTE H2ER F5ol 4 elo] B8] > PowerShells &7¢3l¢] PowerShell =23 E % 9] 2%
22 olg g

3 PowerShell 2325 E 2% HA525 vk L 2F g e Tt JIERZ AFHE A3
ct,
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var sess;
try {
//0pen session to PowerShell host
var sess = host.openSession()
//Set executed script
var result = sess.invokeScript('dir")

//Check for errors
if (result.invocationState == 'Failed'){
throw "PowerShellInvocationError: Errors found while executing script \n" +

result.getErrors(Q);

}

//Show result

System.log( result.getHostOutput() );
} catch (ex){

System.error (ex)
} finally {

if (sess) {

//Close session
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host.closeSession( sess.getSessionId() );

}
}
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var sess = host.openSession()
sess.addCommandFromString("dir " + directory)
var invResult = sess.invokePipeline();

//Show result

System.log( invResult.getHostOutput() );

//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());
} else {

//Get PowerShellRemotePSObject
var psObject = invResult.getResults();
var directories = psObject.getRootObject();

var isList = directories instanceof Array
if ( isList ){
for (idx in directories){
var item = directories[idx];
if ( item.instanceOf('System.I0.FileInfo') ){//Check type of object
System.log( item.getProperty('FullName') );//Extract value from result

}
} else {
System.log( directories.getProperty('FullName') );//Extract value from result

host.closeSession( sess.getSessionId());
. =
AA: AEA XA A F A
JavaScripts Ab&3dto] AFgAL A A ALA S o 2 PowerShell 2ol 7€ 4= 9l e}
var sess;
try {
sess = host.openSessionAs(userName, password);
var invResult = sess.invokeScript('$env:username');
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//Check for errors

if (invResult.invocationState == 'Failed'){
System.error(invResult.getErrors());

} else {
//Show result
System.log( invResult.getHostOutput() );

}

} catch (ex){
System.error (ex)

} finally {
if (sess) {
host.closeSession( sess.getSessionId());
}
}
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