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be3zonacHasi koHpUrypamnus

BesonacHas koHUrypaums noMoraeT Nosib30BaTENAM OLIEHUBATb Y ONTUMMU3MPOBaTh 6e3onacHyro
KOHcpurypaumto passepTbiBaHuin vVRealize Automation.

BesonacHas koHUrypaums onmcbiBaeT NPOBEPKY U HACTPONKY 6e30nacHbIX pa3BepTbiBaHWUIA A5
TUNn4YHbIX cpen VRealize Automation n npegoctaBnseT ceegeHns U Npoueaypbl, KOTOpPble MOMOratoT
nonb3oBaTensM genaTb 0CO3HaHHbIV BbIOOP, KOrda peyb MOET 0 KoHdurypauumn 6e3onacHoCTy.

Llenesas aynuropus

OTn cBeAeHNs NpedHasHayYeHbl 48 CUCTEMHBIX aAMWHUCTPATOPOB U APYr1X Nonb3oBaTenen
vRealize Automation, oTBeTCTBEHHbIX 3a 06CNyXMBaHME Y HACTPOWKY KOMMNOHEHTOB 6e30MacHOCTM
CUCTEMBI.

I'moccapuiit VMware Technical Publications

VMware Technical Publications npegocTtaBnseT rnoccapuit ¢ TEpMUHAMK, KOTOPbIE MOTYT ObITb
He3HakoMbl YnTaTtento. OnpegeneHns TEPMUHOB, UCMONb3YEMbIX B TEXHUYECKON JoKyMeHTaumm VMware,
MOXHO HaWTW Ha cTpaHuue hitp://www.vmware.com/support/pubs.
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O0630p 0a30BOrO MmIaHa 0€30MaCHOCTH
vRealize Automation

VMware npenocTtaBnsieT KOMMSEKCHbIe pekoMmeHaauun, YTobbl MOMOYb NPOBEPUTL U HACTPOUTL 6a30BbIN
nnaH 6esonacHocTu Ansa cuctembl VRealize Automation.

Vcnonb3ynTe COOTBETCTBYIOLLME MHCTPYMEHTLI M MPOLLEAYpPbI, yCTaHoBMNeHHble VMware, Ans npoBepku u
NoAAep>KkM 6e30onacHon 3aLlULLIEHHOW OCHOBHOW KOHbUrypaumm s cBOen CUcTeMbl

VRealize Automation. HekoTopble koMnoHeHThbl VRealize Automation ycTaHOBrEeHbI B 3aLUMULLIEHHOM UIX
HaMoMOBUHY 3aLLMULLIEHHOM COCTOSIHMM, HO KOHAUIypauuio 1S KaXK4oro KOMMOHeHTa criegyet
NnepecMoTPETbL 1 MPOBEPUTL B CBETE pekoMeHaaumn VMware oTHocuTenbHO 6e30macHOCTH, MONUTUK
©e3onacHOCTM opraHn3aumm 1 U3BECTHbIX Yrpo3.

Cocrosaue o0e3onacnoctu VRealize Automation

CocTtosHue 6e3onacHocTu VRealize Automation npegnonaraet KOMNNEKCHO 3aLLMLLEHHYIO cpeay,
OCHOBaHHY0 Ha KOHUrypaLuum CUCTEMbI U CETU, KOPNOPATMBHBIX NMOMMTUKax 6e30nacHOCTH, a Takke
pekomeHaauusx no 6e3onacHoOCTU.

Mpn NnpoBepke 1 HacCTpoKrKe ycureHHom 3awmTtbl cuctemMbl VRealize Automation yaennte BHumaHue
KaXkdom 13 NepedncrieHHbIX Hke obnacTten, kak onucaHo B pekomeHgaumsax VMware no ycuneHuto
3aLlmThI.

= besonacHoe pa3BepTbiBaHNE
m  BesonacHad koHurypaums
= Be3onacHoCTb CeTu

YTto6bl ybeguTbCsa, YTO CUCTEMA HAOEXHO 3allMLleHa, MPUMUTE BO BHUMaHue pekomeHgaumm VMware un
rnokarnbHble MNONUTUKM 6€30MacHOCTU, TaK Kak OHM OTHOCATCH K KaXXA0W U3 3TUX KOHLENTYyarbHbIX
obnacrten.

KoMIIOHEHTBI CHCTEMBI

Mpwn NpoBepke ycuneHHow 3awmTbl U 6esonacHomn KoHdurypauum cuctemol VRealize Automation
ybegnTtech, YTO NOHMMAETe BCE KOMMOHEHTbI U MPUHLMMBLI UX COBMECTHOM paboTbl, obecnevmsaroLLem
PYHKLMOHANbHOCTb CUCTEMBI.
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PykoBoAcTBO no 6e3onacHoii koHurypauum

OGpaTVITe BHMMaHMe Ha crieayrume KOMMNOHEeHTbI Npu nNiaHNMpoBaHUM U peanm3aunm 3amLLEeHHON
CUCTEMBbI.

= YcTtponcteo VRealize Automation
m  KOMMOHEHT MHPaCTPYKTYpbl KaK ycryru

YTto6bl Nobnuke no3HakoMmnTbCA ¢ pelleHnem vRealize Automation 1 y3HaTb 0 NpMHUMNAx COBMECTHOM
paboTbl ero KOMMOHEHTOB, CM. pa3gen NpuHyunbsl U MOHIMUS B LeHTpe AokymeHTaumm VMware
vRealize Automation. CBegeHust o ctaHgapTHbIX pa3BepTbiBaHUAX U apxuTekType VRealize Automation
CM. B pasgene OmarsioHHasi apxumekmypa.
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[IpoBepka 11ET0CTHOCTH YCTAHOBOYHOTO
HOCHUTENA

MNMonb3oBaTeny Bceraa AOMKHbI MPOBEPATh LLENOCTHOCTb YCTAHOBOYHOIO HOCUTENS Nepes YyCTaHOBKOM
npogykta VMware.

Bcerga npoeepsiite xaw SHA1 nocne ckaumBaHus ISO, aBTOHOMHOIo nakeTa Unm ncnpasreHns, 4Tobbl
y6eanTbCs B LLENOCTHOCTM U MOASIMHHOCTM cKkadnBaemblx hannos. B criyyae npnobpeteHns dpusmyeckoro
HocuTensa y VMware, ecnuv 3alumTHas nedaTb NoBpexaeHa, BepHUTe nporpaMmHoe obecnevyeHne
VMware, 4TOBbl NONYy4YNTb 3aMeEHY.

lMocne ckauynmBaHWsi HOCUTENS BOCMONb3yWTeCh 3Ha4YeHem cyMmmbl MD5/SHA1, ytobbl npoBepuTb
LeNOCTHOCTb CKkavaHHbIX darnos. CpaBHute pesynbraT xawa MD5/SHA1 co 3HayeHvem ,
onybnnkoBaHHbIM Ha Beb-canTe VMware. 3HaveHus xawa SHA1 unu MD5 gormkHbl coBnagaTs.

[ononHutenbHble CBeAEHWSI O NPOBEPKE LIENMOCTHOCTM YCTAaHOBOYHOIO HOCUTENS CM. Ha BED-CTpaHuue
http://kb.vmware.com/kb/1537.
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Ycunenue 3anuThl MHQPACTPYKTYPHI
IIPOrpaMMHOTO 00ECIICUCHHUSI CUCTEMBI
VMware

B npouecce ycuneHus 3awmtbl OLeHUTE MHPPACTPYKTYPY pa3BepHYTOro NporpammMHoro obecneveHus,
KOTOpoe noaaepxmeaet ncnonbdyemyto cuctemy VMware, n ybeantech, YTO OHa COOTBETCTBYET
pekoMmeHgaumam no 3awmte VMware.

Mepen ycuneHnem 3awutbl cuctemsl VMware nposepbsTe 1 yCTpaHWUTe BCe HeAo4eTbl 6e30nacHOCTU B
NHMPaCTPYKType NogaepKmBatoLLero NnporpaMMHoro obecneveHmns, 4Tobbl co3aaTh NOMHOCTbLIO
3alumLleHHyo 1 6esonacHyto cpeay. AneMeHTbl MHPPacTPyKTYpbl MPOrpaMMHOro obecneyeHuns, KoTopble
crnegyeT NPOBepUTb, BKMOYaOT B cebs KOMMNOHEHTbI ONepaunoHHON CUCTEMbI, NOAAepPXUBatoLLee
nporpamMmHoe obecnedeHne 1 nporpammHoe obecneyeHne 6asbl AaHHbIX. YCTpaHUTE HEOOYEThI
6e30macHOCTU B 3TMX U APYrMX KOMMOHEHTaxX B COOTBETCTBUSIMU C peKOMeHAaLUsiM1 Npou3BoanTens n
OpYrMMy COOTBETCTBYOLLMMMN NPOTOKONaMu 6e30nacHoOCTU.

B aTy rmaBy BxogdaT cnegyolmne Tembl:

= YcuneHwue 3awmtbl cpeabl VMware vSphere ©

= YcuneHuve 3awuTbl y3na nHpacTpyKTypbl Kak yCryrm
m  Ycunenue 3awutbl Microsoft SQL Server

m  Ycunenue 3awmtbl Microsoft .NET

= Ycunenuve 3awutbl Microsoft Internet Information Services (IIS)

®
Yeunenue 3anuTel cpensl VMware vSphere

® .
Ouenunte cpegy VMware vSphere ~ 1 ybegutechb, YTO yCTaHOBIEH W NOAAEPXKMBAETCSH COOTBETCTBYIOLLUN
ypoBeHb TpeboBaHuii k 3awmTe vSphere.

[ononHutenbHble pekoMmeHgauum 06 yCuneHnmn 3amTbl CM. Mo agpecy
http://www.vmware.com/security/hardening-guides.html.

® . .
Wudpactpyktypa VMware vSphere — aBnsieTcsa 4acTblo cpeabl C KOMMMEKCHOW 3aLmMTon 1 No3ToOMy
[OOIMKHa COOTBETCTBOBaTbL TPEOOBaHNAM PyKOBOACTB N0 6@30MacHOCTK, ycTaHoBMNeHHbIM VMware.

Ycunenue 3auuThl y31a UHQPACTPYKTYPhI KaK YCIyTH

Y6enutech, 4To 3awmuta Komnbtotepa ¢ Microsoft Windows, Ha KOTOpoM HaxoauTcs y3en
WHPaCTPYKTYpbI Kak yCnyru, ycuneHa B COOTBETCTBUM C pekoMmeHaauuammn VMware.

VMware Inc. 9
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PykoBoAcTBO no 6e3onacHoii koHurypauum

O3HaKkoMLTECH C pekOMeHAaUMs MU B COOTBETCTBYHOLLMX pykoBoacTBax Microsoft Windows no ycuneHuto
3awnTbl 1 6esonacHocTn 1 ybeanTteck, Yto y3en Windows Server 3aliuiieH Hagnexawum obpasom.
NrHopupoBaHre pekoMeHZaLuunii No YCUNEHWIO 3aLLMTbl MOXET NMPUBECTU K TOMY, YTO 13-3a
He3aLMLLEHHbIX KOMMOHEHTOB, BXoAALWmMX B Bbinyckn Windows, B cuctemMe nosBATCA U3BECTHbIE
ysI3BMMOCTM 6e30MacHOCTY.

YTto6bl ybeauTbes, Y4TO UCNonb3yemas BEpCcusi NogaepKuBaeTcs, ceepbrech ¢ Martpuuen noaaepxkm
vRealize Automation.

Ob6patutech k noctaBwuky Microsoft, 4yToBObl NoNy4YnTb NPaBUIbHbIE PEKOMEHAALIMN MO YCUMEHUIO
3awwmTbl Ans npogyktos Microsoft.

Veunenue 3amutel Microsoft SQL Server

Y6enutech, 4to 6asa gaHHbIx Microsoft SQL Server otBevyaeT npasunamM 6e30nNacHOCTW, yCTAHOBMNEHHbBIM
kopnopaumen Microsoft n VMware.

O3HakoMbLTECh C pEKOMEHAALNSIMU B COOTBETCTBYIOLLMX PYKOBOACTBAX MO YCUMEHUIO 3aLUUTLI U
©esonacHoctn Microsoft SQL Server. O3HakoMbTeCh co Bcemu GronneteHamu Microsoft no
©ezonacHocTu, Kacawmumncs ycraHosneHHon sepcun Microsoft SQL Server. UrHopupoBaHve
peKoMeHAauNn NO YCUSTEHNIO 3aLLMTbl MOXET NPUBECTU K TOMY, YTO 13-3a HE3ALUMLLIEHHBIX KOMMOHEHTOB,
BXoasdLmx B coctaB Bepcuii Microsoft SQL Server, B cucteme nosiBATCS U3BECTHbIE YA3BMMOCTH
©esonacHocTw.

Ytobbl yOeantbcs, 4To ncnonsdyemasi Bepcus Microsoft SQL Server nogaepxuBaetcs, CBepbTECH C
MaTtpuuen nogaepxkn vRealize Automation.

Ob6patuTtech k noctasLmky Microsoft, 4Tobbl NONy4YnTb pEKOMEHAALMMN MO YCUIEHWIO 3aLUUTLI AN
npogykTos Microsoft.

Vewunenue 3amutel Microsoft .NET

Mnatdgopma Microsoft .NET saBnsieTca yactbio cpefpbl C KOMMNIEKCHOW 3alUTON 1 MO3STOMY JOSMKHA
oTBevaTb TpeboBaHMsAM PyKOBOACTB No 6e3onacHocTu, ycTaHoBNeHHbIM Microsoft 1 VMware.

O3HakoMbTECh C pEKOMEHAALNSMMI, U3NOXEHHBIMU B COOTBETCTBYIOLLMX PYKOBOACTBAX MO YCUIEHUIO
3awmThl 1 6esonacHocTn .NET. O3HakombTeck co Bcemu BronneteHsamu Microsoft no 6esonacHocTy,
Kacarowumucs ncnonssyemown sepcum Microsoft SQL Server. VirHopypoBaHue pekomeHgauum no
YCUNEHMIO 3aLLMTbl MOXET NPUBECTU K TOMY, YTO M3-3a HE3ALLULLEHHBIX KOMMOHEHTOB, BXOOALLNX B
Microsoft.NET, B cucteme nosiBATCA N3BECTHbIE YSI3BUMOCTM GE30MaCHOCTMU.

YTtobbl yoeantbes, 4To ucnonsdyemas Bepcus Microsoft. NET nogaepxuvBaertcsi, cBepbTeck ¢ MatpuLen
nogaepxkn vRealize Automation.

O6patuTech k noctaBuky Microsoft, 4ToObl noONy4YnTbL peKoMeHAaLMN MO YCUITEHNIO 3aLLMTbI AN
npoaykTtoB Microsoft.

VMware Inc. 10
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PykoBoAcTBO no 6e3onacHoii koHurypauum

VYeunenue 3amutel Microsoft Internet Information Services
1S)

Y6eautecn, 4to cnyx6bl Microsoft Internet Information Services (IIS) otBevatoT Bcem TpeboBaHNsIM
PYKOBOACTB No 6e3onacHocTu, ycTaHoBNeHHbIM Microsoft 1 VMware.

O3HaKkoMbTECh C pEKOMEHAALMSIMU, U3NTOXKEHHBIMU B COOTBETCTBYHLLMX PYKOBOACTBAX MO YCUIEHMWHO
3awwmTbl M 6esonacHocTn Microsoft 11S. N3yunTe Takke Bce OronneteHn Microsoft no 6esonacHocTy,
KacatoLmecs ncnonbsdyemon sepcun IIS. IrHopnpoBaHue pekoMmeHaaumi no yCUneHuo 3aLnTbl MOXeT
NPUBECTU K TOMY, YTO B CUCTEME MOSIBATCS U3BECTHbIE YSI3BMMOCTN 6e30MacHOCTH.

YTto6bl ybeguTbcs, 4TO MCnonb3yemas BEPCUsi NoaaepKUBaeTcs, cBepbTech ¢ Martpuuen noaaepxki
vRealize Automation.

O6patuTech k noctaBLymKy Microsoft, 4To6bl NONYy4YNTE PEKOMEHZALUN MO YCUITEHUIO 3aLLMTbI OIS
npoayktos Microsoft.

VMware Inc.
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[IpoBepka yCTaHOBJIEHHOTO
IIPOrpaMMHOTO 00€CIICUCHUS

Tak kak YA3BUMOCTU B CTOPOHHEM N HENUCNOJ1Ib3yEMOM NPOrpaMmMmHOM obecrnevyeHnm NoBbILLAKT pucCK
HeCaHKUMOHMPOBAHHOIO 0CTYyNa K CUCTeMe U HapyLlleHnA OOCTYMNHOCTU, BaXXHO NPOBEPUTL BCe
nporpaMmmMmHoe obecneveHune, YCTaHOBJIEHHOE Ha KOMMNbKTEPaX y3roB VMware, 1 oueHuTb ero
ncnonb3oBaHMe.

He yctaHaBnvBaiTe nporpammHoe obecnevyeHmne, koTopoe He TpebyeTtcs ans 6esonacHoi paboThbl
cucTeMbl Ha KoMnbtoTepax y3nos VMware. Yaanute Hemcnonb3yemoe Unm nuHee nporpammMHoe
obecneyeHue.

WMHuBeHTapu3aIys YCTaHOBICGHHOTO HEMOIIEP)KMBAEMOT0 TIPOrPAMMHOTO
o0ecreueHus

OueHunTe cBoe pa3BepTbiBaHWe VMware 1 BbINONHUTE MHBEHTaAPM3aLM0 YCTAHOBIIEHHbIX NMPOAYKTOB,
4yTOGbl Y6EAUTLCS, YTO HE YCTAaHOBMEHO HU OOHOW NULLHEN HernoaaepKMBaeMoii NporpaMmbl.

[ononHutenbHble CBEAEHUS O NONMUTUKAaX NOAOEPXKKN CTOPOHHMX NMPOAYKTOB CM. B CTaTbe O MoaaepKke
VMware no agpecy https://www.vmware.com/support/policies/thirdparty.html.

[IpoBepka CTOPOHHETO MPOrPAMMHOTO OOECIIeUeHUs

VMware He nogaepxuBaeT U He PEKOMEHAYET YCTaHOBKY CTOPOHHEro nporpaMMHOro obecneyeHus,
KOTOpoe He BbINo NpoTecTnpoBaHoO 1 npoeepeHo. HebeszonacHoe, HemcnpasneHHoe unu He npollegluee
NpoBepKy NOASIMHHOCTM CTOPOHHEE NporpaMmmHoe obecrneveHre, yCTaHOBNEeHHOEe Ha KOMMboTepax y3noB
VMware, MOXeT NoABeprHyTb CUCTEMY PUCKY HECAHKLIMOHMPOBAHHOMO AOCTYNa 1 HapyLLeHus
poctynHocTu. [Npu HeobxoaMMOCTU MCNOMNb30BaTb HENOAAEPKBaeMoe CTOPOHHEE NPorpaMmMHoe
obecnevyeHne NOCOBETYNTECH CO CTOPOHHMM MOCTAaBLUMKOM MO noBogy TpeboBaHum k 6esonacHom
KOHburypaumm n ncnpasneHuto.

VMware Inc. 12
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WHCTPYKIMHU B UCIIPABICHUS IS
cucreMbl Oe3omnacHoctu VMware

[na nogaepaHns MakcMmMarnbHOro YPOBHS 3aLMThl BalLMX CUCTEM CredynTe UHCTPYKLUSIM MO
BesonacHocTn VMware 1 npumMeHsiTe Bce COOTBETCTBYHOLLME UCNPABIEHNS.

VMware BbInyckaeT MHCTPYKLUMM Mo 6e3onacHocTu Ans npodykToB. Cneaute 3a 06HOBNEHUAMY 3THX
WHCTPYKLWIA, N obecrneunBaiTe 3aLmTy NCMNOMb3yeMblX NPOAYKTOB OT U3BECTHbIX Yrpo3.

OuenunTe XypHanbl yctaHoBKM VRealize Automation, ncnpaenenuii n o6HoBReHU, a Takke yoeamTecs,
YTO BbIMYLLEHHbIE NHCTPYKUMK Mo Ge3onacHocTM VMware npumeHeHbl 1 cobntogatoTcs.

[ononHutenbHble CBEAEHMS O TEKYLLMX UHCTPYKLUMSIX No 6e3onacHocTn VMware cM. Ha Beb-CcTpaHuLe
http://www.vmware.com/security/advisories/.

VMware Inc.
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be3zonacHasi koHpUrypamnus

lMpoBepbTe 1 0OHOBUTE NapameTpbl 6e30NAaCHOCTU AN BUPTYarbHbIX YCTPOUCTB VRealize Automation u
KOMMOHEeHTa MHAPACTPYKTYPbI KaK YCryrn B COOTBETCTBUU C KOHAUrypaumen ceoen cuctemol. Kpome
TOro, NpoBepbLTE M OBHOBUTE KOHMUIYPaLMIO APYrMX KOMIOHEHTOB U NMPUMOXEHNN.

BesonacHas HacTpolika ycTtaHoBkM VRealize Automation BkntodaeT B cebsi uHAMBUAYanNbHY HACTPONKY
BCEX KOMMOHEHTOB U MX COBMECTHOW paboTbl. MNpoaymarite KOHUrypaLmio BCEX CUCTEMHbIX
KOMMOHEHTOB BO B3aMMOLEWNCTBUN, YTOObI 4OCTUYb NPUEMIEMOrO YPOBHS 6e30nacHOCTHU.

B 3Ty rmaBy BXogAT cnegyowmne TeMbl:
m  ObecneveHne BesonacHoctn yctporictea VRealize Automation

®  3awuTta KOMMOHEHTa MHPPACTPYKTYPbI KaK yCryri

Ooecrieuenne Oe3omacHocTH ycrpoiictBa VRealize Automation

lMpoBepbTe 1 0OHOBUTE HAcTpoWikn GesonacHocTu Ans yctponcTtea vRealize Automation B cooTBeTCTBUM
C KOHUrypaumnem cuctemsl.

HacTpovite napameTpbl 6€30nacHOCTM A8 BUPTYyarbHbIX YCTPONCTB M ONEPALMOHHbBIX CUCTEM
COOTBETCTBYIOLLMX Y3IOB. Takke HAaCTPOMTE NN NOATBEPANTE KOHUIypaumo ApYrnx CBA3aHHbIX
KOMMOHEHTOB M NPUNOXeHWA. B ogHMX cnyydasax Ansa AOCTMKEeHUst He0OXoaMMOom KOHdUrypawmm
TpebyeTca NOATBEPAUTb TEKYLLME HACTPOWMKK, B OPYrMX — U3MEHUTb U obaBuTb Kakue-nmbo
HaCTPOWIKN.

HN3MeHeHue IMapoJId IMOJb30BaTCIIA root

B uensix cobntogeHns npuMeHnMbIX npaBun 6€30MacHOCTN MOXHO M3MEHUTL Naporib Nonb3oBaTenst root
ans Yctponctso VRealize Automation.

[na nameHeHns napons nonb3oBatens root Ha YcTponctao VRealize Automation ucnonesyiite
MHTepdenc ynpasneHns BUpTyarbHOro ycTponcTaa. lNMaponb nonb3oBaTtens root JormkeH
COOTBETCTBOBATb KOPNOPaTMBHLIM TPEOOBaHUSM K CITOXXHOCTM Naporen B BaLle opraHn3aLmin.

IIpouenypa
1. Otkpovite MHTEpdENC ynpaBneHns BUPTyanbHOro ycTponcTea ansa YctponcTteo VRealize Automation

https://vRealizeAppliance-url:5480
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BbibepuTe Bknagky AGMUHUCTPUPOBaHUeE B MHTepderice ynpaBreHnst BUpTyarbHOro YCTPOWCTBa.
BbibepuTte nogmeHio AGMUHUCTPUpPOBaHMe.

BBenuTe TekyLLMiA Naposb B TEKCTOBOM Mnorie TeKywwun naposib agMUHUCTpaTopa.

BeeauTe HoBbIM Naporb B TeKCTOBOM none HoBbIM naposnb agMUHUCTpaTopa.

BBeaute HoBbIN naposib B TEKCTOBOM rosne nOBToprll:l BBOA HOBOIo naponda agMMHUCTpaTopa.

N o a » e DbN

LenkHuTe anemeHT CoxpaHUTb HAaCTPOMKMU, YTOObI COXPaHNTbL U3MEHEHNS.

[IpoBepka cnoXHOCTH | X311a maposst nojas3oBarens Root

Mapornb nonb3oBaTtens root AOMKeH COOTBETCTBOBATL KOPNOPaTUBHBIM TPEBOBaHUAM K CIOXKHOCTU
naposien B Ballen opraHnsauuu.

MoaTBepKOeHe CroXHOCTM Naponsa nonb3osarens root TpeGyeTcs, koraa nonb3osaresb root npoxoauTt
MPOBEPKY CIOXHOCTU Napors kK MoAynto pam_cracklib, koTopblii IpUMEHSIETCS K y4eTHBIM 3amnmcsiM
nonb3oBarensi.

Maponb K y4eTHON 3anMcun AOMmKeH HadmMHaTbes ¢ $63, 4To ykasbiBaeT Ha xaw shab512. 310 ctaHaapTHbIV
X9l Ars BCEX YCTPOWCTB C annapaTHOW 3aLLUTOW.

IIpouenypa

1. Yrtobbl noaTBEpAUTE X3LU Napons nonb3oBaTens root, Bomaute Kak nonb3oBaTenb root 1 3anycrture
KomaHay # more /etc/shadow.

OTobpas3saTtcs ceBegeHns xala.

Pucynox 7-1. Pesynbrarsl Xama napos

2. Ecnu napornb nonb3oBaTens root He cogepXuT xaw sha512, 3anyctute komaHay passwd, 4Tobbl
N3MEHUTb €ro.

[lna Bcex yCTPOWCTB C annapaTHOM 3awmuTon ucnonbayetcs enforce_for_root ana mogyns
pw_history, kKOTOpbI/ HaxoguTcs B channe etc/pam.d/common—password. Cuctema no ymonyaHuio
3anoMuHaeT NATb nocregHux naponen. Ctapble Naponu XpaHATCS AN KaXaoro nonb3oBaTens B
danne /etc/securetty/passwd.
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[IpoBepka xypHasa naposiei nojap3opareneii root
Yb6eaunrtecn, 4To XypHan napone|7| npuMeHeH ana yquHoﬁ 3anucu nosib3oBaTterss root.

[1na Bcex yCTpONCTB ¢ annapaTHoW 3awuTon ncnonbadyetca enforce_for_root ona mogynst pw_history,
KOTOPbIN HaxoauTes B havne etc/pam.d/common-password. Cuctema no ymonyaHuio 3anoMmHaeT NaTb
nocrnegHux naponen. Ctapble Naponun XpaHATCs ANS KaXaoro norb3oBaTens B

danne /etc/securetty/passwd.

IIpouenypa
1. BbinonHuTe criegyroLLyo KOMaHay:

cat /etc/pam.d/common-password-vmware.local | grep pam_pwhistory.so
2. Ybegutecb, uto enforce_for_root oTobpaxkaeTcsa B BO3BpaALLEHHbIX pe3yrbraTax.

password required pam_pwhistory.so enforce_for_root remember=5 retry=3

VYnpaBineHue cpokoM AEUCTBUS Taposis

HacTtponTe cpok AencTBuS Naposis Ang BCexX YYETHbIX 3anucen B COOTBETCTBMM C NONUTUKaAMU
©e3onacHoOCTM opraHn3aLun.

Mo ymonyaHuio BO BCEX YHETHbIX 3anMcax BUpTyanbHOro yctponctea VMware ¢ yCUneHHOW 3allmTom
ncnonbayetcs 60-AHEBHLIN CPOK AeicTBUSA napons. Ha 6onblwMHCTBE 3alMLLEHHbBIX YCTPONCTB AN
YYEeTHOM 3anucu nonb3oBaTens root yctaHosrneH 365-4HEBHbIN CPOK AeNCTBUSA naposs. PekomeHayeTcs
ybeunTbes, YTO CPOK AENCTBUS BO BCEX YYETHLIX 3anMcsx COOTBETCTBYET TpeboBaHMAM CTaHAapTOB
©e3onacHoOCTM 1 aKcnnyaTaumm.

Ecnu cpok aeincTeusa napons nonb3oBaTtens root UCTeKkaeT, ero Henb3s BO306HOBUTbL. YUToObI
NpefoTBpaTUTL UCTEYEHME CPOKa AeNCTBMS Naponel agMUHMcTpaTopa 1 nonb3oBaTens root,
HeobXoAMMO NPUMEHUTb MONUTUKKM, AeNCTBYIOLNE Ha KOHKPETHOM OObeKTe.

IIpouenypa

1. BownguTe B KOMMbIOTEPbLI BUPTYanbHOrO YCTPOMCTBA Kak Nosib3oBatesib root 1 BbIMOMHUTE
crnepnywLLyo KoMaHay, YToObl NPOBEPUTL CPOK AENCTBUSI NAPOIs BO BCEX YYETHBLIX 3anUCsX.

# cat /etc/shadow

Cpok fencTBus naporns — 370 nAToe nose (nons pasfgensioTca ABOeTOUnsiMN) TeHEBOro danna.
Cpok gencteus naporns nonb3oBaTens root 3agaeTcs B AHSIX.
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Pucynox 7-2. ITlone «Cpok IeWCTBUS Mapos»

2. YT0ObI NI3MEHUTL CPOK AENCTBUSA YYETHOM 3anucu Nornb3oBaTerb root, BeINOMHUTE KOMaHOy
cnegyoLlen popmbl.

# passwd —x 365 root

B aton komaHge Yncno 365 ykasbiBaeT Ha KONMYECTBO AHEN A0 OKOHYaHUs CpoKa OeNCTBUS Napons.
Vcnonb3ynTe Ty e KoMaHgy, YToObl M3MeHUTb NtoOoro Nonb3oBaTens, 3aMmecTUB ONpeaeneHHy
YYETHYH0 3anncb Nnosib3oBaTteniem root 1 3aMeHMB KONMYECTBO AHEN AN COOTBETCTBUSA CTaHA4apTaM
opraHusaumm B OTHOLUEHWUM CPOKa AENCTBUS.

VYropasnenue ydetHbiME 3anucsiMu SSH u aqmuaucTpaTopa

[ns yoaneHHbIX COeanHEHWIA BCe YCTPOMCTBA C YCUIIEHHON 3aLLMTON BKMNOYaOT NPOTOKON Ge3onacHom
obornoukm (SSH). icnonkayiTte npotokon SSH npu HEOGXOAMMOCTU 1 yNpaBnanTe UM Hagnexaiimm
0o6pa3om, 4Tobbl COXpaHUTbL 6€30MacHOCTb CUCTEMBI.

SSH — 370 MHTepakTMBHagA cpeda KOMaHAHOM CTPOKK, KOTOopasi MOSAEPKMBAET yaaleHHble
NoAKMoYeHNs K BUPTYyarbHbIM ycTporcTBam VMware. Mo ymonyaHuio ans goctyna k SSH tpebytotes
YYETHble JaHHble Y4ETHOW 3anucuy Nonb30BaTens C BbICOKUMM YPOBHEM npusunerui. [lencreus
nonb3oBatens root ¢ SSH 06bI4HO 06X0AAT KOHTPONb AocTyna Ha ocHoBe ponel (RBAC) n anemeHTbl
ynpaBneHnst ayaquTom BUPTYarbHbIX YCTPOWCTB.

PekomeHayeTcsa oTknounte SSH B NPOU3BOACTBEHHOW Cpefe 1 akTUBMPOBATb 3TOT MPOTOKOS TOMbKO A1
yCTpaHeHus NpobremM, KOoTopble He yaaeTcs peLmnTb apyrumm cpegcrteamu. OctaBnante ero
BKITHO4YEHHbIM, TOMbKO ecriv OH TpebyeTcsa Anst KOHKPETHOW Lienu, U AenanTe 3To B COOTBETCTBUN C
nonutnkamy 6e3onacHoOCT cBoer opraHmnsaumm. 1o ymonuaHmio npotokon SSH oTkno4eH Ha yCTponcTBe
vRealize Automation. B 3aBMCMMOCTIN OT KOHpUrypaumm vSphere MOXXHO BKMIOYUTb MW OTKIOYUTb
npotokon SSH npu passepTbiBaHun WwabnoHa Open Virtualization Format (OVF).

B kadecTBe NMPOCTOro Tecta gna onpeneneHna Toro, BKIko4YeH M npoToKOoJ1 SSH Ha KOMMbKOTEPE,
nonbiTanTecb OTKPbITb NOAKI04YEeHNe C NOMOLLbIO SSH. Ecnu noagkntoveHne OTKpbIBAETCA U 3anpawinBaeTt
YYETHbIE JaHHbIE, MPOTOKOI SSH Bkno4eH 1 OOCTyneH anA NOAKITHOYEHNIA.
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VYuyerHad 3anuch noib3oBarens root SSH

Yctporctea VMware He BKMYalT npeasBapuTenbHO HAaCTPOEHHbIE YYETHbIE 3anncu nosib3oBartesnen,
NMo3TOMY y4YeTHas 3anuchb Nornb3oBaTerns root MOXeT Mo yMOMYaH1 UCMOoNb30BaTh NPoTokon SSH, 4Tobbl
BXOOUTb Hanpsimyto. Bongute kak nonb3oBaTenb root 1 oTKNouMTe NpoTokon SSH Kak MOXHO cKopee.

YT06bI BEINONHATE TPeboBaHUSA HOPMATMBHO-NPaBOBbLIX CTAHAAPTOB B OTHOLLEHWUN HEBO3MOXHOCTU
OTKas3a, Ha BCeX 3allMLLEHHbIX yCTponcTBax cepeep SSH npeaBapuTenbHO HACTPOEH C MOMOLLBIO 3anucu
wheel AllowGroups Ha T0, 4T06bI focTyn K SSH Morna nony4yatb TONbKO BComMoraTenbHas rpynna wheel.
C uenbto pasgeneHus 06s13aHHOCTEN MOXHO 3MeHUTb 3anuck wheel AllowGroups B

danne /etc/ssh/sshd_config ons ncnonb3oBaHuns apyrou rpynnel, Hanpumep sshd.

pynna wheel moxeT ncnone3oBatb Moaynb pam_wheel Ans cynepnonb30BaTenbCKOro 4OCTyna, no3Tomy
€e 4rneHbl MOryT BbINOMHATb (OYHKLMM NONb30BaTens root, 4nsa KoTopbix TpebyeTcs ero naporb.
PasneneHme rpynn gaet BO3SMOXHOCTb MNoJ1b30BaTENIAM NUCMNOJS1b30BaATb SSH Ana nogkn4yeHnsa K
YCTPOWCTBY, HO HE BbINOMHATL PYHKLUM Nonb3oBaTensd root. He yganamte un He uameHsnTe gpyrue
3anvcu B none AllowGroups, koTopoe obecnedvBaeT npaBuibHYt0 paboTy ycTpomncTtsa. [locne BHeceHus
N3MeHEHNs1 HeobxoanMO nepesarpy3vTb YNpaBnsaoLLyo nporpammy SSH, BbIMONHMB KOMaHay: #
service sshd restart.

Bxuirouenue u Boikmouenne SSH Ha ycrpoiictBax VRealize Automation

MpoTokon 6e3onacHor obonoukn (SSH) Ha ycTponcTee vRealize Automation cnegyet BkntoyaTh TONbKO
Onsi ycTpaHeHust Henonagok. Bo Bpemsi 06bi4HOM paboThl Ha aTane npousBoacTea npotokon SSH
AOOJTKeH ObITb BbIKIMIOYEH B 3TUX KOMMOHEHTaX.

BkntounTb 1 BbIkNounTb NpoTokon SSH Ha ycTponcTee VRealize Automation MOXHO C MOMOLLIbKO KOHCOSK
ynpaBneHnsl BUPTyanbHOro yCTPOMCTBa.

IIpouenypa

1. TlepenguTe Kk KOHCONW ynpaeneHus BupTyanbHoro yctporctaa (Virtual Appliance Management
Console, VAMI) ans yctponctea vRealize Automation.

. https://vRealizeAppliance url:5480
2. OtkponTte BkNagky ABMUHUCTpaTOP.
3. OrtkponTe nogMmeHio AGMUHUCTpATOPp.

4. YcraHoBuTe hnaxok Bknrountb cnyx6y SSH, utobbl BkntounTe SSH, Unv cHUMmUTE 3TOT (hraxok,
4YTOObI BbIKMOYMTE SSH.

5. LWenkHnTe anemeHT COXpaHUTb HAaCTPOMKMU, YTOObI COXPaHUTb U3MEHEHUS.

Co3nanue JTOKaJIbHOM y4eTHOW 3amicu aaMuHKCTpaTopa s SSH

B uensx 6e3onacHOCTV pekoMeHAYEeTCA Co34aTh U HACTPOUTL Ha y3rax BUPTYyasibHOro yCTPOMCTBA
nokarnbHble y4eTHble 3anMcy agMuUHUCTpaTopa Ans 6esonacHon obonoykm (npotokon SSH). Mocne
CO3[aHuns 3TUX YYETHbIX 3anncen crieqyeT yaanuTb AOCTyn nonb3oBaTens root kK SSH.
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CospaliTe yyeTHble 3anvcu agMmuHncTpaTopa ans SSH unm yyacTHUKOB BTOPOCTENEHHOM rpynnbl wheel,

nnbo n To n gpyroe. MNpexae Yem OTKNYUTL NPAMOW AOCTYN Nonb3oBaTens root, npoTecTUpynTe AOCTynN

aBTOPM30BaHHbIX aAMUHUCTpaTopoB kK SSH ¢ nomolubio napameTpa AllowGroups 1 y6eamTech, YTo OHU

MOryT UCMONb30BaTh KOMaHAy su to root ¢ momolypsto rpynnsl wheel.

IIpouenypa

1.

BbinonHuTe BXog Ha BMpTYyanbHOM yCTpOVICTBe B KayecTBe Mnonb3oBaTtens root un 3anycturte
YKa3aHHble HMXe KOMaHObl C COOTBETCTBYHOLWUMU UMEHaMK Norib3oBartensa.

# useradd -g users <username> -G wheel -m —-d /home/ums noavsosamens
# passwd username

«Wheel» — rpynna, ykasaHHas B napameTpe AllowGroups ans goctyna k SSH. [ina gobaenexus
HECKOIbKUX BTOPOCTENEHHbIX Pynn ucnons3ynte komaHay -G wheel, sshd.

MepekntoumTechb Ha NPodub NONb30BATENS U YKAXKUTE HOBbIN Maporib, YTOObI MOBLICUTL CIIOXXHOCTb
napons 1 HaAeXHOCTb ero NPOBEPKY.

# su -username
# username@hostname:~>passwd

Ecnu TpeGoBaHus K CroXHOCTM Napons BbINoSHEHbI, Naporb 6yaeT o6HoBMNeH. B npoTuBHOM criyyae
BOCCTaAHOBUTCS MCXOAHBI NMaporb 1 Bam HeobxoaumMo ByaeTt 3anycTuTb KOMaHAy naposisi 3aHOBO.

YTto6bl 0TMEHUTL NpsiMori Bxod B SSH, 3ameHuTe 3anuck (#)PermitRootlLogin yes Ha
PermitRootLogin no B ¢anne /etc/ssh/sshd_config.

Bbl Takke MoXeTe BKMNOYNTL UK BbiKNoUUTE SSH B nHTEpdeince ynpaBneHns BUPTyarnbHOro
YCTPOWNCTBA, YCTaHOBUB UMM CHAB hnaxok Bxoa agmuHucTpartopa B SSH BknoyeH Ha Bknagke
AAMUHUCTPUPOBaHMe.

Crnenyiomue maru

OTkniounTe NPSMON BXOA OT UMEHW nonb3oBatens root. Mo yMonyaHuio Ha yCTPOWUCTBaXxX C MNOBbILLIEHHOMW

HaOeXHOCTbIO pa3peLlleH I'IpFIMOVI 0OCTyn K l'lpOd)VIJ'IIO norib3oBaTesis root Yepes KOHCOJTb. Mocne Toro kak

Bbl CO34aAMTe yYEeTHbIE 3anUcy agMUHUCTpaTopa ANs NpefoTBpaLLeHns OTkasa U MpoBepuTe UX AOCTynN

SuU-root ¢ MOMOLLIbIO rpynnbl wheel, oTkntounTe FIpFlMOl7I BXO[ Nosib3oBaTesis root, 3aMeHuB OT MMEHN

nonb3oBatens root 3anuck ttyl Ha console B dhanne /etc/security.

1.

OTkpownTe gann /etc/securetty B TEKCTOBOM pefaKkTope.

2. Hangute 3anuck ttyl n 3ameHuTe ee Ha console.

3. CoxpaHuTte hann v 3aKpownTe ero.
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Orpanunuenue nocryna k SSH

B npouecce ycuneHus 3almTbl CBOEN CUCTEMbI OrpaHMybTe JOCTYN K 6e3onacHom obonoyke (SSH),
HacTpouB Hagnexawum obpa3om nakeT tcp_wrappers Ha BCEX KOMMbOTEPAX Y3MOB BUPTYarbHOro
yctponctea VMware. Takke NogaepKuBanTe Ha 3TMX YCTPOMCTBaxX HeOOXoaumble paspeLueHns Ans
dannos knroven SSH.

Bce BupTyanbHble ycTporictBa VMware BkoyaloT nakeT tcp_wrappers, No3Bonsowmi ynpasnsaoLwmm
nporpammam ¢ nogaepxkon TCP ynpaBnsaTb NOACETSAMM CETU, KOTOPbIE MOrYT NornyyaTb A4OCTYynN K
ynpasnsawwum nporpammam libwrapped. Mo ymonyaHuio gpann /etc/hosts.allow cogepxut
cTangapTHyto 3annck Sshd: ALL : ALLOW, koTopasi paspeluaeT nonHbiv goctyn kK SSH. OrpaHuyste
3TOT JOCTYMN B COOTBETCTBMM C TpebOoBaHMsIMM CBOEN opraHmM3auuu.

IIpouenypa

1. Ortkpovite cbann /etc/hosts.allow Ha KOMNbIOTEPE Y30B BUPTYasIbHOIO YCTPOMCTBA B TEKCTOBOM
pegakTope.

2. M3meHuTe cTaHOapTHYH 3anncb B CBOEN NPOM3BOACTBEHHON cpeae, YToObl OHa BKIHOYana ToNbKo

3anncun NoKarbHOIo y3rna 1 nogceTb CETU ynpasrieHna Ong 6e3onacHbIx OI'IGpGLI,MVI.

sshd:127.0.0.1 : ALLOW
sshd: [::1] : ALLOW
sshd: 10.0.0.0 :ALLOW

B aTom npumepe paspeLuaroTcs Bce NOAKMYEHWS NTOKANbHOO y3na u NoaKMIYeHUs, KOTopble
KnneHTbl co3patot B noacetn 10.0.0.0.

3. [Hob6aBbTe BClO HEOOXOAMMYO MHPOPMALMIO ANS nAeHTUMMKaLMM KOMNboTepa, HanpuMmep UMs y3na,
IP-agpec, nonHoe gomeHHoe ums (FQDN) n 3ambikaHne Ha cebs.

4. CoxpaHuTe harin n 3aKkponTte ero.

[NoBbItieHne HaeKHOCTH KoHpuUrypaiuun SSH-ceprepa

Bce yctporictea VMware no ymonyaHuio MMerT KOHUIypaLuio ¢ NOBbILLEHHON HAOEXHOCTbIO (ecnv 3To
BO3MOXHO). YPOBEHb HALEXHOCTM KOH(UIypaLmMmn MOXXHO NPOBEPUTL, MPOCMOTPEB HACTPOMKM Cry6
cepBepa u KnveHTa B pasgene rnobanbHbiX napameTpoB B dhanne KoHdurypaumm.

Ecnu Bo3aMoxHO, ucnonb3ynte SSH-cepBep TONbKO B NOACETU yrpaBrneHusi, ykasaHHO B
¢anne /etc/hosts.allow.
IIpouenypa

1. Ortkpovite cbann koHdurypauum cepeepa /etc/ssh/sshd_config Ha ycTporictBe VMware n
npoBepbTE NPaBUIIBHOCTbL HACTPOEK.

MapameTp CocTtosiHne
[MpoTokon ynpasnstoLen nporpaMmMbl cepeepa MpoTokon 2
LLndpbl CBC aes256-ctr n aes128-ctr

VMware Inc. 20



PykoBoAcTBO No 6e3onacHoii koHurypauum

MapameTp
Mepeappecaumnsa TCP
MopTbl WNo30B cepBepa
Mepeappecaumsa X11

Cnyx6a SSH

[MpoBepka nognuHHocTn GSSAPI
[Mposepka noanuHHoctn Keberos

JlokanbHble NnepemMeHHble (rnobanbHbin
napametp AcceptEnv)

KoHdpurypaumns TyHHens
CeTeBble ceaHChbl

OﬂHOBpeMeHHbIe coenHeHna nonb3oBarensa

[MpoBepka B CTPOrom pexvime

Paspenexune npusunerun

[MpoBepka nognuHHoct RSA danna .rhosts
Cxatune

Kopa npoBepku nognmnHHOCTH coobLLeHns

OrpaHVNeHme AOCTYyNa nonb3oBaTtend

CoxpaHuTe n3MeHeHUs 1 3aKponTe dann.

CocTtosiHue
AllowTCPForwarding: HeT
MopTbl WO30B: HET
X11Forwarding: HeT

Wcnonbayiite none AllowGroups 1 onpefenuTe paspeLleHHbIN 4oCTyn
ans rpynnel. [lo6aBsTe B rpynny COOTBETCTBYIOLLMX YH4aCTHUKOB.

GSSAPIAuthentication: HeT, ecnn He ucnonb3yeTcs
KeberosAuthentication: HeT, ecnu He ncnone3yetcs

YCTaHOBUTE 3HAYEHWE OTKIIIOUEHO KOMMEHTHPOBAHHUEM UITN BKIIHOUEHO IS

nepemennbix LC_* mimm LANG
PermitTunnel: HeT
MaxSessions: 1

YcTaHoBWTe 3HaveHve 1 Ans nonb3oBaTens root n No6oro Apyroro
nonb3oBartens. [Ans danna /etc/security/limits.conf Tpebyetca
Takasi e HacTpowika.

Ctporue pexumsl: Aa
UsePrivilegeSeparation: ga
RhostsESAAuthentication: HeT
CxaTue: OTNOXEHO 1NN OTCYyTCTBYET
MACs hmac-sha1

PermitUserEnvironment: HeT

[MoBbimenne Hane:)xHOCTH KoHUTyparuu SSH-kimenra

B pamkax noBbILLEHNS HAOEXHOCTN CUCTEMbI CriedyeT NPpoBEPUTL HaZeXHOCTb SSH-knneHTa. [ns atoro
Heobxoanmo ybeamTbes, 4To hann koHdurypaumm SSH-knMeHTa Ha y3nax BMpTyanbHOro yCTpovcTea
HaCTPOEH B COOTBETCTBUM C UHCTPYKUuAMn VMware.

IIpouenypa

1.

OTtkponTe dann koHdpurypaumm SSH-knuneHTa (/etc/ssh/ssh_config) n npoBepbTe NpaBunNbHOCTbL
HacTpoek B pasgene rnobarnbHbIX NnapaMeTpoB.

MapameTp

MpoTtokon knueHTa

MopThbI WO30B KNUeHTa
MpoBepka noanuHHocTn GSSAPI

JlokanbHble nepeMeHHble
(rno6anbHbIn napameTp SendEnv)

VMware Inc.

CocTtosiHue

MpoTokon 2

[MopThbl WNO30B: HET
GSSAPIAuthentication: HeT

YkaxuTe Tonbko nepeMmenHble LC_* unn LANG
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MapameTp CocTtosiHue

lWndpsl CBC Tonbko aes256-ctr n aes128-ctr

Koabl npoBepku NoAsIMHHOCTU Mcnonbayetcs Toneko B 3anucn MACs hmac-shal
coobueHus

CoxpaHute n3MeHeHUs 1 3akponTe dann.

IIpoBepka pasperienuii ¢aiina kimroua SSH

YT06bI CBECTU K MUHUMYMY BEPOATHOCTb BPEAOHOCHLIX aTaK, MoAAEPXUBANTE KPUTUYECKM BaXKHble
paspelleHns darina knoya SSH Ha komnbloTepax y3na BUpTyasbHbIX YCTPOWCTB.

lMocne HacTporikn unm obHoBNEHMS KoHdUrypaumm SSH Bcerga npoBepsanTe, He U3MEHUUCH N
cnegyrolme paspelleHms darina knodva SSH.

dannel knova obLe0CTYNHOro y3na, pacnornoxeHHble B kaTtanore /etc/ssh/*key. pub,
npuHagnexar nonb3oBaTesto root 1 ycTaHaBNMBaKT AN paspelleHnii 3HaveHne «0644» (-rw-r--r--).

dannbl KNoYa YacTHOro y3na, pacnonoXeHHble B katanore /etc/ssh/*key, npuHagnexar
nornb30BaTento root n ycTaHaBnMBatoT ANga paspeLlueHnin 3Hadenne «0600» (-rw------ ).

IpoBepka paspemenuit ast ¢aiina SSH-kroueit

Y6egutecn, UTo paspelueHns SSH npuMeHsItoTCs K doannamM OTKPbITbIX U 3aKPbIThIX KIHOYen.

IIpouenypa

1. TpoBepbTe dannbl OTKPbITbIX SSH-KMYen ¢ NOMOLLBIO crieaytoLllen kKomaHabl: s —
1 /etc/ssh/*key.pub

2. Yb6epuTechb, 4TO Bnagernew — root, 4To Brnagenew, rpynnsl — root, 1 4To Ans annos yCTaHOBMEHbI
paspelueHnsa 0644 (-rw-r--r--).

3. YctpaHuTe nobble NpobrnemMbl C MOMOLLLIO CrieayoLmMx KOMaHA.
chown root /etc/ssh/*key.pub
chgrp root /etc/ssh/*key.pub
chmod 644 /etc/ssh/*key.pub

4. [poBepbTe harnbl 3akpbITbiX SSH-KMYen ¢ NOMOLLBIO cneaytoLlen kKomaHabl: 1s —
1 /etc/ssh/*key

5. YcTpaHuTte ntobble Npobrnembl C MOMOLLLIO CreayoLmMX KOMaHA.

chown root /etc/ssh/*key
chgrp root /etc/ssh/*key

chmod 644 /etc/ssh/*key

VMware Inc.
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N3menenune nonp3oBareneil B uHTepdelice ynpapieHUs BUPTYaTbHOTO YCTPOMCTBA

YTtobbl 06ecneumnTb Tpebyembli ypoBeHb 6€30MacHOCTM, MOXHO A06aBNATL U yaanaTh nonb3oBaTenen B
MHTepdence ynpasneHns BUpTyarbHOro yCTpomncTaa.

YyeTHas 3anuck nonb3oBartensd root Ans nHTepdenca ynpasneHnsi BUPTyarnbHOro yCTponcTea
ncnonb3yet PAM onst npoBepkn NOANMHHOCTU. Takum obpasom, 6yayT NPUMEHSTLCSA TakKe YPOBHM
obpesku, 3agaHHble PAM. Ecnn nHTepdenc ynpasneHnsa BUpTyanbHOro ycTponcTaa He Obin M30nnmpoBaH
Hagnexalmm obpa3omM, BO3MOXHa OrOKMpOBKa CUCTEMHOM YYETHOM 3anmcu nornb3oBaTens root B crnyyae,
€Cnu 3Ta yyeTHas 3anucb ctana obbekToM atakm meTogom nepebopa. Kpome Toro, ecnv npas
nonb3oBaTens root HegoCTaToYHO Anst obecnevyeHns HenogaenbHOCTU ANst HECKOMNbKUX MONb30BaTenen B
opraHusaumu, pekomeHayeTca UsMeHUTb agMUHUCTpaTopa Ang uHtepderica ynpasneHus.

HeobxonumMere ycioBus

IIpouenypa

1. BbIinonHuTe cnegyoLLyo KoMaHay, 4Tobbl co3gaTb HOBOrO Nornb3oBaTens U 4o06aBnTb ero B rpynny
WHTepdenca ynpasneHmsa BUPTYyanbHOro yCTpOMCTBa.

useradd -G vami,root norwvzosamens
2. CospavniTe naponb Ans YY4ETHOW 3anncu norb3oBaTens.
passwd nonvsosamens

3. (mononHuTenbHO) BeinonHuTe cnepyoLwyo KoMaHay, YTobbl 3anpeTuTb AOCTYN Nonb3oBaTtens root K
UHTepdency ynpasneH1s BUPTyarnbHOro YyCTPOMCTBA.

usermod -R vami root

MpumeyaHue. [pu 3anpeTe gocTyna nonb3oBaTens root K uHTepdency ynpasneH1s BUPTyanbHOro
yCTpomncTBa BydeT Takke OTKMNoYeHa PyHKUnS 06HOBNEHMS Napons agMUHUCTpaTopa unm
nonb3oBarerns root Ha Bknagke « AAMUHUCTPATOP».

Hactpolika npoBepku MOAJIMHHOCTH 3arpy34uKa

YTtobbl 06ecnevnTs HeoBXoaANMbIN YPOBEHb 3aLLUTbl, HACTPONTE NPOBEPKY NOAMNMHHOCTM 3arpysdvka Ha
BUPTYanbHbIX ycTporcTBax VMware.

Ecnu 3arpy3uuky cuctembl He TpebyeTcsa npoBepka NOAMMHHOCTM, NONb30BaTENN C JOCTYNOM K KOHCOMK
CUCTEMbI MOTYT U3MEHSTb KOHUIYpaLIMIO 3arpy3kv CUCTEMbI UK 3arpyaTb CUCTEMY B
0O[HOMOMBb30BaTENBCKOM PEXMME N0 pexmme 00CNyXMBaHNS, YTO MOXET NPUBECTU K OTKa3y B
06CnyXMBaHMN NN HECAHKLMOHMPOBaHHOMY OCTYNy K cucteme. MNpoBepka NoanMHHOCTY 3arpy3dnka He
3a/jaHa no yMOS4aHuIo Ha BMPTYarnbHbIX ycTponcteax VMware, noatoMy He06x04MMO co3aaThb Naposb
GRUB, 4To6bl HacTpouTh ee.
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IIpouenypa

1. Y6epgutech, UTo Naponb 3arpys3ku cyllecTyet. [Ang aToro Hangute cTpoky password ——md5
<password-hash> B ¢anne /boot/grub/menu.lst Ha BUPTyanbHbIX YCTPONCTBAX.

2. Ecnu napons He CyLlecTBYyeT, BbINONHUTE kKoMaHay # /usr/sbin/grub-md5-crypt Ha
BUPTYarbHOM YCTPOMCTBE.

Bynet co3naH naponb MD5, 1 komaHga NpeaocTaBuT BbIXOAHbIE AaHHbIE X3lwa md5.

3. [Hob6aebTe naponb B dhavin menu. 1st, BbINONHUB KoMaHAy # password ——md5 <hash from grub-
md5-crypt>.

Hacrpoiika NTP

Ecnun ncTovHnKM BPEMEHN NMEIOT KPUTUYECKM BaXKHOE 3HAYEHWE, OTKITHUUTE CMHXPOHM3ALMNI0 BPEMEHM
Y3roB 1 Ucnonb3ynte Ha yctponctee VRealize Automation npotokon NTP (Network Time Protocol).

Ynpaenstowasi nporpamma NTP Ha ycTporicTBe VRealize Automation obecneuvBaet
CUYHXPOHM3MPOBaHHYO paboTy cnyx6 BpemeHu. o ymonyaHuio npotokon NTP oTkrntoveH, Mo3ToMy ero
HeobX0AMMO HAaCTPOUTL BPYYHYH. Ecnn 310 BO3MOXHO, ncnonbaynTte npotokon NTP B
NPON3BOACTBEHHbIX Cpefax — 3TO NO3BOMNUT OTCNEXMBATbL JENCTBUA MONb30oBaTenen n BoiSBMSTb
NOTEHLMAanbHO ONacHble aTaku 1 BTOPXXEHWS MOCPeACTBOM Haanexallero ayamTa U Be4eHust XXypHana.
YBegomneHus o 6esonacHoctn NTP cm. Ha Beb-cante NTP.

dann koHdurypaumm NTP HaxoamnTca B nanke /etc/ Ha KaxaoM ycTponcTee. Bbl MOXeTe BKITHUNUTb
cnyx0by NTP ans yctponcTsa vRealize Automation 1 go6aBute cepBepbl BPDEMEHU Ha BKMNaAKe
AaMuHUCTpUpoBaHUe B UHTepdeNnce ynpasneHns BUpTyanbHOro yCTponcTaa.

IIpouenypa

1. C nomoLLbio TEKCTOBOrO pefaktopa oTkpounTe hann koHdurypauum /etc/ntp . conf Ha KomnbloTEpPE
Y3MNOB BMPTYyasibHOro yCTpOMCTBA.

2. B kadvecTBe Bnafenblia daina ykaxuTe root:root.
3. B kadecTBe paspelueHuin ykaxute 0640.

4. YT06bl CHM3UTL PUCK aTak TUMa «O0TKa3 B 0BCNY>XMBaHUU» C NTABMHOOOPAa3HbIM YMHOXEHNEM AaHHbIX
B OTHoweHun cnyx6bl NTP, oTkporite cpann /etc/ntp.conf n ybeaurech, 4TO B HEM €CTb CTPOKU
orpaHuyeHun.

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

5. CoxpaHute M3MeHEHUs 1 3aKkponTe dansbl.
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Hacrpoiika TLS mist mepenaum nansbeix ycrpoiictBa VRealize Automation

B pasBepTtbiBaHuM VRealize Automation gormkHbl MCNONb30BaTbCA Ha4eXHbIE NpoTokonbl TLS B Lenax
3aWMThbl KaHanoB nepegayum ans KOMnoHeHToB ycTponcTea VRealize Automation.

B Lensix nosbIWeHVs Npon3BoaMTeNbHOCTM NpoTokon TLS He BKMoYeH Ansa nepegayv OaHHbIX Mexay
HeKoTopbIMY Cry>X6amy MPUNOXKEHWI Ha NoKarnbHbIX y3nax. Ecnv TpebyeTcs MHorocrnomnHasi cuctema
3aWwmThl, BKMtounTe TLS Ans Bcex criyyaes nepeadn AaHHbIX Ha NoKarnbHbIX y3nax.

BaxHo. Ecnu genictBue TLS 3aBepluaeTcst Ha noacuctemMe GanaHCMpOBKM Harpy3ku, OTKITHOUMTE
HeHadexXHble NPoTokonbl, Hanpumep SSLv2, SSLv3 1 TLS 1.0, Ha Bcex noacuctemax 6anaHcMpoBKM
Harpysku.

Bxitouenne TLS B koH(UTrypamuu JTOKaJIbHOTO y3I1a

Mo ymonuanuto TLS He ucnonb3yetca Ans nepefady AaHHbIX HA HEKOTOPbIX NOKanbHbIX y3nax. TLS
MOXHO BKIMOYUTb ANs Nepefayn AaHHbIX Ha BCEX NOKarbHbIX y3nax, YToObl NOBbICUTL YPOBEHb
BesonacHocTw.

IIpouenypa
1. TNopgkntoumnTeck Kk YcTponcTteo VRealize Automation ¢ nomowybio SSH.

2. YcrtaHoBuTE paspelieHna ana xpaHunuiia Krtouen veac, BbINonHmB YKa3aHHble ganee KoMaHabl.

usermod -A vco,coredump,pivotal vco
chown vcac.pivotal /etc/vcac/vcac.keystore
chmod 640 /etc/vcac/vcac.keystore

3. OG6HoBuTe KOHGUrypauuo HAProxy.

a) OrtkponTte hann koHdurypaumm HAProxy, pacnonoxeHHbln B nanke /etc/haproxy/conf.d, n
BbIOepuTe cnyxby 20-vcac.cfg.

©) HanpguTe cTpoku, cogepxalyme:
server local 127.0.0.1..n gpoGaBbre B kOHUe HUX: ss1 verify none
B oaHHOM pasgene copepkartcsa ApyrMe CTPOKKW, HanpuMep:
backend-horizon backend-vro

backend-vra backend-artifactory

backend-vra-health

B) Wamenwute nopt anga backend-horizon ¢ 8080 Ha 8443.

VMware Inc.
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4. TllonyuyuTe napornb keystorePass.

a) Hanmpgute cBowicTtBo certificate.store.passwordB
danne /etc/vcac/security.properties.

Hanpumep, certificate.store.password=s2enc~iomOGXATG+RB8ff7Wdm4Bg=-=.
0) OnuwuTe 3Ha4YeHMe C MOMOLLBIO CrieayoLwen KoMmaHabl:
vcac-config prop-util -d --p VALUE
Hanpumep, vcac-config prop-util -d ——p s2enc~iomOGXATG+RB8ff7Wdm4Bg==.
5. Hactpowite cnyx06y vRealize Automation.
a) OrtkponTte chbann /etc/vcac/server.xml.

©) [obaBbTe ykasaHHbIN HXe aTpubyT B Ter «CoeguHnTenby, 3aMmeHuB certificate.store.password
Ha nNaponb XpaHunuLia cepTMOUKaToOB, 3HaYEHNE KOTOPOrO YKa3aHo B
etc/vcac/security.properties.

scheme="https” secure="true” SSLEnabled="true” sslProtocol="TLS”
keystoreFile="/etc/vcac/vcac.keystore” keyAlias="apache”
keystorePass="certificate.store.password”

6. HactponTe cnyxby vRealize Orchestrator.

a) Ortkponte hann /etc/vco/app-server.xml

©) [obGaBbTe ykasaHHbIN HXe aTpubyT B Ter «CoeguHnTenby, 3aMmeHuB certificate.store.password
Ha naporb XpaHunuLia cepTuduKaToB, 3Ha4eHNe KOTOPOro ykasaHo B
etc/vcac/security.properties.

scheme="https” secure="true” SSLEnabled="true” sslProtocol="TLS”
keystoreFile="/etc/vcac/vcac.keystore” keyAlias="apache”
keystorePass="certificate.store.password”

7. Tlepesanyctute cnyxbbl vRealize Orchestrator, vRealize Automation n HAProxy.

service vcac-server restart
service vco-server restart
service haproxy restart

I'IpwmeanMe. Ecnu cepBep vVCOo He nepesanyCckaeTcd, nepesarpysnTe rMaBHbIN KOMIMbKOTEDP.

8. HacTtponte nHtepdenc ynpaBsneH1s BUPTyanbHOrO yCTPOUCTBA.
a) OrtkponTte chann /opt/vmware/share/htdocs/service/café-services/services.py.

0) WameHute cTtpoky conn = httplib.HTTP() Ha conn = httplib.HTTPS() Ans noBbiweHns
YpOBHS1 6€e30MacHOCTM.
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Bruttouenue pexxuma COOTBETCTBHS (eiepabHOMY CTaHAApTy 00paboTKK HH(pOpMaun
(Federal Information Processing Standard, FIPS) 140-2

Ha ycTtporictBe vRealize Automation cenvac ncnonbayetcs Bepcusi OpenSSL, cooTBeTCTBYOLLAsA
ctaHgapty FIPS 140-2, ona nepenaun gaHHbix Yepes3 TLS B pamkax ntoboro BXxogsLlero n uCXogsiero
ceTeBoro Tpadumka.

BkntounTb 1 BbIkNOUNTb pexum FIPS MOXxHO B nHTepdence ynpaeneHus yCcTponctea
vRealize Automation MoxHo Takke HacTpouTb pexum FIPS ¢ nomoLlblo KoMaHOHOM CTPOKK, BONAS B
CUCTEMY Kak MOMb30BaTerb root 1 BbINOMHUB OAHY U3 CReayoLmnX KOMaHa:

vcac-vami fips enable
vcac-vami fips disable
vcac-vami fips status

Korga BkntoveH pexum FIPS, ana Bxogsiwero n ncxoasiwero ceteBoro Tpaduka Yctponctso vRealize
Automation nopta 443 ucnonb3syetcs wndgpoaHue no ctaHaapty FIPS 140-2. HezaBucmMmo OT HacTpoek
FIPS, B vRealize Automation ncnoneayetcs ctaHgapt AES-256 aons obecneveHus 6e3onacHoOCTU
3alUMLLIEHHBIX JAaHHbIX, KOTOPbIE XpaHATCA Ha ycTponcTtee VRealize Automation.

MpumevaHue. B pgaHHbIN MOMeHT B VRealize Automation cootBeTcTBme FIPS obecnevnBaeTcs nulb
YaCTMYHO, TaK Kak cepTUdULMPOBaHHbIE KpunTorpaduyeckne MOLynM UCNOMb3YTCA eLle He BO BCEX
BHYTPEHHMX KOMMOHEHTax. B cnyvasx, korga cepTudnunmpoBaHHbIe MOAYNN eLLe He BHEAPEHbI, BO BCEX
KpunTorpadumyeckmx anroputmax ncnonb3yercs LudpoBaHe Ha ocHoBe cTaHaapTa AES—256.

Mpumevanue. Cneaytollas npouenypa nepesarpysnt U3NYeCcKUin KOMNbIOTEP NpU U3BMEHEHUN
KOHdUrypaumm.

IIpouenypa

1. Bongute B MHTepdelic ynpasneHus yctponctea VRealize Automation kak nonb3osarens root.
https:// vrealize-automation-appliance-FQDN:5480

2. Bbibepute Mapametpbl VRA > HacTtpoiku y3na.

3. HaxmuTe kHOMKy nopg 3aronoBkom «[Jencteusa» cnpasa BBEPXY, YTOObI BKMIOYNTL UMW BbIKMOUYUTD
pexum FIPS.

4. HaxwmuTe kHonky [a, 4Tobbl nepesanycTutb ycTponcteo VRealize Automation.

IIpoBepka otkiroueHus npotokoiaoB SSLv3, TLS 1.0 u TLS 1.1

B uensx annapatHom 3awmThl y6eamTech, YTO pa3BepHYyTOEe YCTPONCTBO YCTPOMCTBO VRealize Automation
NCMNonb3yeT 3alULLEHHbIE KaHarbl Nepeaayn AaHHbIX.

HeobxomumMere ycioBus

BbinonHute BkntoyeHne TLS B KOHGUrypauum nokanbHOro yana.
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IIpouenypa

1. Y6eautecn, yto SSLv3, TLS 1.0 n TLS 1.1 otkntoyeHsbl B https-obpabotumkax HAProxy yctpowcTea

Yctporncteo VRealize Automation.

lMpoBepbTe Hanuuue
MpocmoTpuTe atot chavn TaKuXx 3rieMeHTOB

/etc/haproxy/conf.d/20-vcac.cfg no-sslv3 no-tlsv10 no-
tls11 force-tls12

/etc/haproxy/conf.d/30-vro- no-sslv3 no-tlsv10 no-
config.cfg tls11 force-tls12

2. Tlepesanyctute cnyxoby.

service haproxy restart

B cOOTBETCTBYIOLLEl CTPOKE, KaK NoKa3aHo

bind 0.0.0.0:443 ssl

crt /etc/apache2/server.pem ciphers !aNULL:!
eNULL : KECDH+AESGCM: ECDH+AESGCM: RSA

+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH
no-sslv3 no-tlsv1l0 no-tlsvll

bind :::8283 v4v6 ssl

crt /opt/vmware/etc/lighttpd/server.pem
ciphers !aNULL: !eNULL: kECDH+AESGCM: ECDH
+AESGCM: RSA+AESGCM : KECDH+AES : ECDH+AES : RSA
+AES :@STRENGTH no-sslv3 no-tlsv10 no-tlsvll

3. OrtkponTte dhavin /opt/vmware/etc/lighttpd/lighttpd.conf n ybeaurecn, 4To B HEM

oTOOpaatoTCs NMpaBuUIibHbIE 3aMNCKU OTKIIOYEHUS.

MpumeyaHme. YkasaHusa oTHocuTenbHO OTKMoYeHnsa TLS 1.0 unn TLS 1.1 Ha cepBepe Lighttpd HeT.
OrpaHunyerune ncnonbsosaHnd TLS 1.1 n TLS 1.0 moxHo YactmuyHo obonTtu, 3anpetns OpenSSL

ncnonb3oBaTtb Habopsbl wWndpos TLS 1.0 u TLS 1.1.

"disable"
"disable"

ssl.use-sslv2

ssl.use-sslv3

4. Yb6eguTecb, 4To npoTokonbl SSLv3, TLS 1.0 n TLS 1.1 oTkNtoYeHbl ANsi NPOKCU-CepBepa KOHCOMNM Ha

Yctponcteo VRealize Automation.

a) OrtTpepakTupyiTe dann /etc/vcac/security.properties, o6aBUB U N3MEHUB CIELYIOLLYIO

CTPOKY:

consoleproxy.ssl.server.protocols = TLSv1.2

0) [lepesanycTute cepBep C NMOMOLLBIO CreayoLLen KOMaHabl:

service vcac-server restart
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5. Y6egwutechb, 4yto SSLv3, TLS 1.0 u TLS 1.1 oTkntoueHbl gns cnyxobl vCO.

a) Hangute Ter <Connector> B thavine /etc/vco/app-server/server.xml n nobaesre

crnepywwmi atpmbyT:
sslEnabledProtocols = "TLSv1.2"
0) MMepesanyctuTte cnyx0y vCO, BLINOMHMB CreayoLLYI0 KOMaHay.

service vco-server restart

6. Yb6egutecb, yto SSLv3, TLS 1.0 n TLS 1.1 oTkntodeHbl Ans cnyx6el vRealize Automation.

a) [obaebTe cnegytowme atpubyThl K Tery <Connectors> B chaine /etc/vcac/server.xml

sslEnabledProtocols = "TLSvl.2"
0) MMepesanyctute cnyx0y vRealize Automation, BbINONMHMB CneayroLLyo KOMaHAYy:
service vcac-server restart
7. Y6egutecb, yto SSLv3, TLS 1.0 n TLS 1.1 oTtkntodeHbl ansa RabbitMQ.
OTkponTte chavin /etc/rabbitmg/rabbitmg.config n ybegutecs, 4to {versions,

"tlsvl.1']} npucyTcTBytOT B pasgenax ssl un ssl_options.

[
{ssl, [
{versions, ['tlsvl.2', "tlsvl.1']},
{ciphers, ["AES256-SHA", "AES128-SHA"]1}

11,
{rabbit, [
{tcp_listeners, [{"127.0.0.1", 5672}]1},
{frame_max, 262144},
{ssl_listeners, [5671]},
{ssl_options, [
{cacertfile, "/etc/rabbitmq/certs/ca/cacert.pem"},
{certfile, "/etc/rabbitmq/certs/server/cert.pem"},
{keyfile, "/etc/rabbitmq/certs/server/key.pem"},
{versions, ['tlsvl.2', "tlsvl.1']},
{ciphers, ["AES256-SHA", "AES128-SHA"]1},
{verify, verify_peer},
{fail_if_no_peer_cert, false}
11,
{mnesia_table_loading_timeout, 600000},
{cluster_partition_handling, autoheal},
{heartbeat, 600}
11,

{kernel, [{net_ticktime, 120}]1}

8. T[lepesanyctute cepep RabbitMQ.

# service rabbitmg-server restart
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9. VYb6egutech, 4yto SSLv3, TLS 1.0 1 TLS 1.1 oTkntodeHbl A4ns cryx6b! vIDM.

OtkponTte chann opt/vmware/horizon/workspace/conf/server.xml gns kaxgoro ak3emnngapa
COeauHUTENS, KOTopbI cogepxnT SSLEnabled="true", n ybeantecb, 4TO B HEM €CTb Criegytoas
CTpoKa.

sslEnabledProtocols="TLSv1.2"

Hacrpoiika mabopos mm¢ppos TLS mis kommonenro VRealize Automation

Y106kl 06ecne"nTb MakcMmarbHyto 6e30nacHOCTb, HEO6XOAMMO HACTPOUTL AN KOMMOHEHTOB
vRealize Automation ncnonb3oBaHue KpUNTOCTOMKUX LLNEPOB.

LLincbp, cornacoBaHHbIN Mexay cepBepoM 1 Gpay3epom, onpeaensier HageXXHOCTb LMGPOBaHMS Ans
TLS-ceaHca.

YTtobbl BCErga Mcnonb30Banuchb TONbKO KPUMTOCTOMKNE LUNAPbI, OTKITHOYMTE MErKO packpbiBaeMble
wndpbl B kOMNoHeHTax vRealize Automation. Hactponte anga cepsepa noaaepkky TOMbKO
KPMNTOCTOMKMX LUMEPOB U NCMONb30BaHNE KITHoYen JoCcTaTodHO GonbLuoro pa3mepa. Takke crnegyet
HaCTPOUTb Haanexaluni NopsiAoK Ans BCex Wngpos.

OTkntounte Habopbl LWMAPOB, KOTOPbIe He obecnevmBaloT NPOBEPKY NOANIMHHOCTU, Hanpumep Habopbl
wudpos NULL, aNULL, eNULL. Takke oTkno4MTe aHOHUMHBIN OBMEH Kntoyamu no npotokony Aunddum-
Xennmana (ADH), wndpsl akcnoptHoro yposHA (EXP, wndpel, cogepxawme DES), kntoun pasmepom
MeHee 128 6uT onsa wudpoBaHnsa None3Hon Harpysku, ncnons3osaHve MD5 B kayecTBe mexaHu3ma
X3LWMPOBaHWS A8 NOne3Hon Harpy3ku, Habopbl windgpos IDEA n RC4. Y6eanTech Takke, 4To
BbIKMtOYEeHbl Habopbl LWMEPOB, ANA KOTOPbIX UCMONb3yeTcs 0bMeH Kntoyamm no npotokony Ouddu-
Xennmana (DHE).

OTKJIIOUCHHE JIETKO pacKpbiBaeMbiX mindpos B HA Proxy

CpaBHute wndpsbl cnyx6bl HA Proxy yctponcTtea vRealize Automation co cnvckom JonycTumMblx
LWMPOB M OTKMOYNTE BCE TE U3 HUX, KOTOPbIE CYNTAKOTCS NIETKO pacKpbiBAaEMbIMMU.

OTkntounTe Habopbl LWNGPOB, KOTOpklEe HE 0becnevMBaoT NPOBEPKY NOASIMHHOCTU, HanpuMmep Habopbl
wudpos NULL, aNULL, eNULL. Takke oTkno4MTE aHOHUMHBIN OBMEH Kntoyamu no npotokony Aunddu-
Xennmana (ADH), wndpsl akcnoptHoro ypoBHsA (EXP, wndpel, cogepxawme DES), kntoun pasmepom
MeHee 128 6uT onsa wudpoBaHNsa None3Hon Harpysku, ncnonb3osaHve MD5 B kayecTBe mexaHu3ma
X3LUMPOBaHNS A8 NONe3HoN Harpy3ku, Habopbl Wwndpos IDEA 1 RC4.

IIpouenypa

1. TpocmoTtpute wndpsl B hanne /etc/haproxy/conf.d/20-vcac.cfg ang AMpeKkTBbl NPUBS3KA 1
OTKIIOYMTE BCE Te, KOTOPbIE CHUTAIOTCS NIerko packpbiBaeMbIMU.

bind 0.0.0.0:443 ssl crt /etc/apache2/server.pem ciphers !aNULL:!eNULL :kECDH
+AESGCM: ECDH4+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH no-sslv3 no-
tlsvl0 no-tlsvll
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2. [MpocmoTtpute Wwmndpbl B dhanne /etc/haproxy/conf.d/30-vro-config.cfg ans anpektmnebl
NPUBSA3KM U OTKINIOYMTE BCE TE, KOTOPbIE CUMTAIOTCSH NErko packpbiBaeMbIMU.

bind :::8283 v4v6 ssl crt /opt/vmware/etc/lighttpd/server.pem ciphers !aNULL:!
eNULL : kKECDH+AESGCM: ECDH+AESGCM: RSA+AESGCM: KECDH+AES : ECDH+AES : RSA+AES : @STRENGTH
no-sslv3 no-tlsvl0® no-tlsvll

OTKJTIOYEHHUE JIETKO PacKphIBaeMbIX MIH(POB B CiIy:KOe MPOKCH-CepBepa KOHCOIH Ha YCTPOWCTBE YCTPOICTBO
VRealize AutomationvRealize Automation

CpaBHuTe Wwndpbl cnyx6bl NPOKCU-cepBepa KOHCONM Ha ycTporicTBe VRealize Automation co cnickom
[ONYyCTUMbIX LUMCPPOB U OTKOYNTE BCE T€ U3 HUX, KOTOPbIE CUMTALOTCS JIErKO pacKpbiBaEMbIMU.

OTkntounTe Habopbl WNGPOB, KOTOpbIEe HE 0DBecnevMBaloT NPOBEPKY NOASIMHHOCTU, HanpuMmep Habopbl
wudpos NULL, aNULL, eNULL. Takke oTkno4MTE aHOHUMHBIN OBMEH Kntoyamu no npotokony Aunddu-
Xennmana (ADH), windpsl akcnoptHoro ypoBHs (EXP, wndpel, cogepxawme DES), kntoun pasmepom
MeHee 128 6uT onsa wudpoBaHnsa None3Hon Harpysku, ncnons3osaHve MD5 B kayecTBe mexaHu3ma
X3LUMPOBaHNS A4S NONe3HoN Harpy3ku, Habopbl windpos IDEA n RC4.

IIpouenypa

1. OTkpowiTe B TEKCTOBOM pegaktope hann /etc/vcac/security.properties.

2. [JobGaBbTe B (hann CTPOKy, YTOObI OTKITHOYNTE HEHYXXHbIE HAabopbI LLMGPOB.

CTpoka AormkHa BbIrmsgeTb Tak:

consoleproxy.ssl.ciphers.disallowed=cipher_suite_1, cipher_suite_2, u m. 0.

Hanpumep, 4tobbl oTknouMTb Habopsb! wndgpos AES 128 n AES 256, ucnonb3ayiTte crieqyoLLyto
CTPOKY:

consoleproxy.ssl.ciphers.disallowed=TLS_DH_DSS_WITH_AES_128_CBC_SHA,
TLS_DH_DSS_WITH_AES_256_CBC_SHA, TLS_DH_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_128_CBC_SHA, TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA, TLS_DHE_RSA_WITH_AES_256_CBC_SHA

3. [lepesanyctute cepBep C NOMOLLBIO CrieaytoLLen KOMaHabl:

service vcac-server restart

OrkItioueHune JIerko packpsiBaeMbix mudpos B ciayxbe VCO Verpoiicteo VRealize Automation

CpaBHute wndpsbl cnyx6sl vCO YceTpowncTeo vRealize Automation co cnuckom gonyctumbix wWndpos 1
OTKINIOUMTE BCE T€ U3 HWNX, KOTOPbIE CHMTAIOTCH NErko packpbiBaemMbIMU.

OTkntounTe Habopbl LWNGPOB, KOTOpblEe HE 0bBecnevMBaoT NPOBEPKY NOASIMHHOCTU, HanpuMmep Habopbl
wudpos NULL, aNULL, eNULL. Takke oTkno4MTe aHOHUMHbIN OBMEH Kntoyamu no npotokony Aunddum-
Xennmana (ADH), wndpsl akcnoptHoro yposHsA (EXP, wndpel, cogepxawme DES), kntoun pasmepom
MeHee 128 6uT onsa wudpoBaHnsa None3Hon Harpysku, ncnons3osaHve MD5 B kayecTBe MexaHu3ma
X3LUMPOBaHWS OIS NONe3HON Harpy3ku, Habopsl wndpos IDEA n RC4.
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IIpouenypa
1. Hanawute ter <Connector> B channe /etc/vco/app/server/server.xml.
2. WNameHuTe nnun gobaebTe atpubyT Wndpa, YToObl NPUMEHNTL HEOOXOAMMbIE HAabOoPbI LINAPOB.

Mpumep:

ciphers="TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_EC
DSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384,TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_

WITH_AES_256_CBC_SHA384”

OTKITIOUEHHE JIETKO pacKpbiBaeMbix mudpos B ciny:kde RabbitMQ VYcerpoiicteo VRealize Automation

CpaBHuTte wmndpbl cnyx6sl RabbitMQ Yctponctso vRealize Automation co cnuckom gonycTuMbIX
LWNPOB M OTKITYUTE TE N3 HUX, KOTOPbIE CYMTAOTCS JIENKO pacKpbiBaEMbIMU.

OTkntounTe Habopbl LWNGPOB, KOTOpble HE 0BecnevMBatoT NPOBEPKY MNOASIMHHOCTU, HanpuMmep Habopbl
wudpos NULL, aNULL, eNULL. Takke OTKNO4YMTE aHOHUMHBIN OBMEH Kntoyamu no npotokony Aunddu-
XennmaHa (ADH), wndpbl akcnopTHoro yposHs (EXP, wundpel, copepxawme DES), kntoun paamepom
MeHee 128 6uT onsa wudpoBaHnsa NonesHon Harpysku, ncnonb3osaHve MD5 B kayecTBe mexaHu3ama

X9LUMPOBaHUA AN None3Hon Harpysku, Habopel windgpos IDEA n RC4.

IIpouenypa

1. TlpoBepbTe nogaepxvBaemMble Habopbl LLIMGPOB C NMOMOLLBIO KOMaHabl # /usr/sbin/rabbitmqgctl

eval 'ssl:cipher_suites().".

B nokasaHHOM HuxXe npruMepe Bo3BpaLleHbl TONbKO noaaepxunsaemele wndgpbl. Cepsep RabbitMQ

He UCMnomnb3yeT N He 00bSBNSAET 3TU WKdpbI, ecnu B harne rabbitmg.config HeT
COOTBETCTBYHOLLNX HACTPOEK.

["ECDHE-ECDSA-AES256—-GCM-SHA384" , "ECDHE-RSA-AES256-GCM-SHA384" ,
"ECDHE-ECDSA-AES256-SHA384" , "ECDHE-RSA-AES256-SHA384",
"ECDH-ECDSA-AES256-GCM-SHA384" , "ECDH-RSA-AES256-GCM-SHA384" ,
"ECDH-ECDSA-AES256-SHA384" , "ECDH-RSA-AES256-SHA384",
"DHE-RSA-AES256-GCM-SHA384" , "DHE-DSS-AES256-GCM-SHA384" ,
"DHE-RSA-AES256-SHA256" , "DHE-DSS-AES256-SHA256" , "AES256-GCM-SHA384",
"AES256-SHA256" , "ECDHE-ECDSA-AES128-GCM-SHA256" ,
"ECDHE-RSA-AES128-GCM-SHA256" , "ECDHE-ECDSA-AES128-SHA256",
"ECDHE-RSA-AES128-SHA256" , "ECDH-ECDSA-AES128-GCM-SHA256" ,
"ECDH-RSA-AES128-GCM-SHA256" , "ECDH-ECDSA-AES128-SHA256",
"ECDH-RSA-AES128-SHA256" , "DHE-RSA-AES128-GCM-SHA256",
"DHE-DSS-AES128-GCM-SHA256" , "DHE-RSA-AES128-SHA256" , "DHE-DSS—AES128-SHA256",
"AES128-GCM-SHA256" , "AES128-SHA256" , "ECDHE-ECDSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA" , "DHE-RSA-AES256-SHA" , "DHE-DSS-AES256-SHA" ,
"ECDH-ECDSA-AES256-SHA" , "ECDH-RSA-AES256-SHA™ , "AES256-SHA",
"ECDHE-ECDSA-DES-CBC3-SHA", "ECDHE-RSA-DES-CBC3-SHA", "EDH-RSA-DES-CBC3-SHA",
"EDH-DSS-DES-CBC3-SHA" , "ECDH-ECDSA-DES-CBC3-SHA" , "ECDH-RSA-DES—-CBC3-SHA",
"DES-CBC3-SHA™, "ECDHE-ECDSA-AES128-SHA", "ECDHE-RSA-AES128-SHA",
"DHE-RSA-AES128-SHA", "DHE-DSS—AES128-SHA", "ECDH-ECDSA-AES128-SHA",
"ECDH-RSA-AES128-SHA", "AES128-SHA"]
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2. BbibepuTte 13 nogaepKmMBaeMbIxX LWMAPOB Te, KOTOpblE OTBEYAKOT TpeboBaHMAM K 6e30nacHOCTM
BaLLlen opraHm3auuu.

Hanpumep, 4tobbl paspewwmnTs Tonbko ECDHE-ECDSA-AES128-GCM-SHA256 & ECDHE-ECDSA-
AES256-GCM-SHA384, npoBepbTe hann /etc/rabbitmqg/rabbitmq.config n nobassTte B pasgene
ssl n ssl_options cnegytoLyo CTPOKY:

{ciphers, [“ECDHE-ECDSA-AES128-GCM-SHA256”, “ECDHE-ECDSA-AES256-GCM-SHA384”]}
3. Tepesanyctute cepsep RabbitMQ ¢ nomowbto crnegytoLlen koMaHabl:

service rabbitmg-server restart

[IpoBepka 6€301MaCHOCTH HEAKTUBHBIX JAHHBIX

MpoBepbTe GezonacHOCTb Nonb3oBaTenern 6asbl AaHHbIX U YYETHbIX AaHHbIX, UCNOMb3YEMbIX C
vRealize Automation.

ITons3oBarens Postgres

Y4yeTHas 3anucb nonb3oBartens Postgres Linux npyBsa3aHa k ponv y4eTHOW 3anvcuy cynepnonb3oBaTens
0a3bl gaHHbIX Postgres, no ymonyaHuio 3To 3abrnokMpoBaHHas yy4eTHas 3anucb. ATo camasa 6esonacHasi
KOHUrypaums anst aHHOTo MoNb30BaTens, Tak Kak 4OCTYM K HEN MOXHO MOMYyYUTb TONbKO U3 YHETHOW
3anucu none3oeatens root. He cHMMariTe GNOKMPOBKY STOM YYETHOM 3anMcy NOMb30BaTers.

Ponu y4eTHO# 3anmucu mosib3oBaTelis 6a3bl TaHHBIX

Ponu yyeTHoI 3anuncu nonb3osaTens Postgres no ymonyaHuio He J0MKHbI MCMonb30BaThCs 3a
npeaenamu yHKLMOHamNbHbIX BO3MOXHOCTEN NpunoxeHus. B uensx nogaepxku oencTeuii o6aopa v
OTYETHOCTU Basbl AaHHbIX, HE UCMOMbL3YEMOV MO YMOMYaHMio, HeOBXOAMMO CO3AaTh AOMOMHUTENbHYHO
YYETHYI0 3anu1chb, a Naporb — 3alluLleH HaanexalM oGpasom.

3anycTute cnegyroLnin cLueHapuii B KOMaHOHOW CTPOKE:
vcac-vami add-db-user newUsername newPassword
BynoeT co3gaH HOBLIN NoMb3oBaTenNb, U 3TOT NONb30BaTENb 3a4acT Naporb.

MpumeyaHme. BOTOT cueHapuii HeobxoauMo ncnonb3oBaTh AN 6a3bl JaHHbIX Postgres B Tex cnyyasix,
Korga ucrnonb3dyeTcs HacTponka Postgres «rnaBHbIA-NOgYNHEHHBINY» BbICOKOW AOCTYMHOCTY.

Hacrpoiika npoBepku noamuHHOCTH KianeHTa PostgreSQL

Y6eauTech, 4TO NpoBepKa NOASIMHHOCTU NTOKanbHOIo A0BEPUS He HacTpoeHa Ang 6asbl JaHHbIX
PostgreSQL yctpoiicTtsa vRealize Automation. 3ta KoHdmMrypaums nossonset niobomMy nokanbHOMY
nonb3oBaTernto, BKMYas cynepnonb3osartens 6asbl AaHHbIX, MOAKMIYATLCA Kak nobomy nonb3osaTento
PostgreSQL 6e3 naponsi.

MpumeyaHme. YueTHas 3anuck cynepnonb3osaTens Postgres gomkHa octaBaTbCs Kak fokansHoe
aoBepue.
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PekomeHayeTcsi MeToq NPOBepKM NoasiMHHOCTM md5, NOCKOrbKY OH OTNPaBseT 3amngpoBaHHbIe
naponu.

MapameTpbl KOHGUIYpaLMN NPOBEPKM NOANMHHOCTY KIMEHTa HaxoaaTcs B
danne /storage/db/pgdata/pg_hba.conf.

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all postgres trust
# IPv4 local connections:

#host all all 127.0.0.1/32 md5
hostssl all all 127.0.0.1/32 md5
# IPv6 local connections:

#host all all ::1/128 md5
hostssl all all ::1/128 md5

# Allow remote connections for VCAC user.

#host vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac 0.0.0.0/0 md5
hostssl vcac vcac ::0/0 md5

# Allow remote connections for VCAC replication user.

#host vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication 0.0.0.0/0 md5
hostssl vcac vcac_replication ::0/0 md5

# Allow replication connections by a user with the replication privilege.
#host replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication 0.0.0.0/0 md5
hostssl replication vcac_replication ::0/0 md5

Mpun n3amexeHnn darina pg_hba.conf Heobxogmmo nepesanyctutb cepep Postgres, BbINONHMB
cnepyloLwme KomaHabl 4O TOro, Kak U3SMEHEHWS BCTYNAT B CUIY.

# cd /opt/vmware/vpostgres/9.2/bin
# su postgres
# ./pg_ctl restart -D /storage/db/pgdata/ -m fast

Hacrpoiika pecypcos npunoxenus VRealize Automation

MpocmoTpuTe pecypckbl npunoxeHna vRealize Automation n orpaHnysTe paspelueHus ans gannos.

IIpouenypa

1. BbInonHuTe cregytoLLyto kKoMmaHay, YTobbl yoeauTbesa, Y4To dhainbl ¢ Habopamu 6utoB SUID n GUID
BEPHO OnpeaeneHsbl.

find / -path /proc -prune -o -type f —-perm +6000 -1s
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[ormKkeH NosiBUTbLCS CJ'IG,CI,yIOUJ,I/IVI CIMNUCOK.

2197357 24 —rwsr-xr-x 1 polkituser root 23176 Mar 31 2015 /usr/lib/PolicyKit/polkit-
set-default-helper

2197354 16 —rwxr-sr—x 1 root polkituser 14856 Mar 31 2015 /usr/lib/PolicyKit/polkit-
read-auth-helper

2197353 12 —-rwsr—-x——— 1 root polkituser 10744 Mar 31 2015 /usr/lib/PolicyKit/polkit-
grant-helper-pam

2197352 20 —rwxr-sr-x 1 root polkituser 19208 Mar 31 2015 /usr/lib/PolicyKit/polkit-
grant-helper

2197351 20 —rwxr-sr-x 1 root polkituser 19008 Mar 31 2015 /usr/lib/PolicyKit/polkit-
explicit-grant-helper

2197356 24 —rwxr-sr-x 1 root polkituser 23160 Mar 31 2015 /usr/lib/PolicyKit/polkit-
revoke-helper

2188203 460 —-rws——x——x 1 root root 465364 Apr 21 22:38 /usr/1ib64/ssh/ssh-keysign
2138858 12 -rwxr-sr-x 1 root tty 10680 May 10 2010 /usr/sbin/utempter

2142482 144 —rwsr—-xr-x 1 root root 142890 Sep 15 2015 /usr/bin/passwd

2142477 164 —rwsr—-xr-x 1 root shadow 161782 Sep 15 2015 /usr/bin/chage

2142467 156 -rwsr-xr-x 1 root shadow 152850 Sep 15 2015 /usr/bin/chfn

1458298 364 —-rwsr—-xr—x 1 root root 365787 Jul 22 2015 /usr/bin/sudo

2142481 64 -rwsr-xr-x 1 root root 57776 Sep 15 2015 /usr/bin/newgrp

1458249 40 —-rwsr—-x——— 1 root trusted 40432 Mar 18 2015 /usr/bin/crontab

2142478 148 —-rwsr—-xr-x 1 root shadow 146459 Sep 15 2015 /usr/bin/chsh

2142480 156 —rwsr—-xr-x 1 root shadow 152387 Sep 15 2015 /usr/bin/gpasswd

2142479 48 -rwsr-xr-x 1 root shadow 46967 Sep 15 2015 /usr/bin/expiry

311484 48 -rwsr-x——— 1 root messagebus 47912 Sep 16 2014 /1ib64/dbus-1/dbus—daemon-
launch-helper

876574 36 -rwsr-xr-x 1 root shadow 35688 Apr 10 2014 /sbin/unix_chkpwd

876648 12 —-rwsr—-xr-—x 1 root shadow 10736 Dec 16 2011 /sbin/unix2_chkpwd

49308 68 —-rwsr—-xr—x 1 root root 63376 May 27 2015 /opt/likewise/bin/ksu

1130552 40 —-rwsr—-xr-x 1 root root 40016 Apr 16 2015 /bin/su

1130511 40 -rwsr-xr-x 1 root root 40048 Apr 15 2011 /bin/ping

1130600 100 —rwsr—xr—x 1 root root 94808 Mar 11 2015 /bin/mount

1130601 72 —rwsr-xr—x 1 root root 69240 Mar 11 2015 /bin/umount

1130512 36 -rwsr-xr-x 1 root root 35792 Apr 15 2011 /bin/ping6

2012 /1ib64/dbus-1/dbus—-daemon-launch-helper
2. BbInonHuTe criegyoLLyo KomaHay, YToobl yoeanTcs, 4To Bce hannbl Ha BUPTyarlbHOM YCTPOWCTBE
MMeoT Briagenbua.
find / -path /proc -prune -o -nouser -o -nogroup

3. T[lpoBepbTe paspelueHns Ans Bcex hannoB AN BUPTYanbHOro yCTponcTea, YTobbl y6eauTbes, YTo Hu
B OOMH M3 HNX HENb3§ 3anucaTtb AaHHbIE C MOMOLLbIO 3anycka crneayowen KomaHabl.

find / -name "*.*" —type f -perm -a+w | xargs ls -1ldb
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4. BbinonHute cnefyruyr KoMaHay, 4yTOObI y66‘ﬂ,VITbCF|, YTO npaBuJibHbIMU CbaﬁﬂaMM BriageeT TOJ1bKO
nonb3oBaTeslb vcac.

find / -name "proc" —prune -o -user vcac -print | egrep -v -e "*/vcac/*" | egrep

R
=

-v —e "*/vmware-vcac/

Ecnn He noaBUTCA HX OOHOTO pesynbraTa, BragernbuemM BCeX npaBUiibHbIX d)aIZJ'IOB ABNAETCA TOJIbKO
nonb3oBaTeslb vcac.

5. Yb6egwuTecsb, 4To crnegytowme darnbl JOCTYMNHbI AN 3anncy ToNbKO MNoNb30BaTenNto veac.
/etc/vcac/vcac/security.properties
/etc/vcac/vcac/solution-users.properties
/etc/vcac/vcac/sso-admin.properties
/etc/vcac/vcac/vcac. keystore
/etc/vcac/vcac/vcac.properties
Takke npoBepbTe cnegytoLme annbl U X BIOXEHHbIE KaTanoru
/var/log/vcac/*

/var/lib/vcac/*
/var/cache/vcac/*

6. Ybegutecb, UTO npaBuiibHblE Cbaﬁﬂbl B CrieAyrLwmx Katariorax n ux BI1OXKEHHbIX KaTarnorax Mmoxert
ymTaTb TOMBKO MNONb3oBaTenNb root unn veac.

/etc/vcac/*
/var/log/vcac/*
/var/1lib/vcac/*
/var/cache/vcac/*

7. YbGegutecb, YTO BnagesnbLeM npaBUIibHbIX cbaﬂnos ABIIAETCA TOSIbKO MONb30BaTernb root unm veo, Kak
NoKa3aHo B ClieyrLmnx Katanorax n ux BrNoXeHHbIX KaTanorax.

/etc/vco/*
/var/log/vco/*
/var/1lib/vco/*
/var/cache/vco/*

8. Ybegutecb, uTO O0CTYyn K 3anncun npaBuiibHbIX cbaﬁnoa MMeEeT TOSIbKO Monb3oBaTtens root unm veo,
KaK NoKa3aHOo B crieayrwmx Katarnorax n nx BroXXeHHbIX KaTarorax.

/etc/vco/*

/var/log/vco/*
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/var/1lib/vco/*
/var/cache/vco/*

9. Ybegutecb, UTO 0O0CTyn K YTEHUHK NpaBUSIbHbIX cbaﬂnoa MMeeT TOJSIbKO Mosb30BaTtenb root unm veo,
KaK NOoKa3aHOo B CcrieAyrwmx Katarorax n nx BloOXXeHHbIX KaTarorax.

/etc/vco/*
/var/log/vco/*
/var/1lib/vco/*

/var/cache/vco/*

Hactpoiika koHbUrypamuu npokcu-cepBepa KOHCOIU

MOXXHO HacTpouUTb KOHMUIrypaumto yaaneHHon koHconu vRealize Automation gnst 6onee 6uicTporo
YyCTpaHeHWs HeMonaaokK 1 peLleHns OpraHM3aLOHHbIX BOMPOCOB.

Bo Bpemsi ycTaHOBKM, HacTporkun nunun obenyxmnsaHusa vRealize Automation Bbl MOXeTe U3MEHATb
onpegeneHHble NapaMeTpbl, YTOObl aKTUBMPOBATL YCTPAHEHME HEMonagok 1 OTnagky B cUCTEME.
BHocuTe B kaTaror 1 nogsepranTe NpoBepKe kaXkgoe Takoe M3MeHeHue, YTobbl obecneduntb
HaOeXxallyto 3alnTy COOTBETCTBYHOLLIMX KOMMOHEHTOB B COOTBETCTBMM C UX NPUMEHEHMEM. He
nepexoauTe K atany Npou3BOACTBA, eCNU He YBepeHbl B 6€30nacHOCTU U3MEHEHUI KOHAUTypaLnn.

Hacrpoiika cpoka neiictBus ouera VMware Remote Console

MOXXHO HacTpouTb Nepuoa AeNCcTBUS BUNETOB yaaneHHON KOHCOMN, KOTOPbIE NCNOMb3YHTCA NpU
ycTtaHoBke coeamHeHunt VMware Remote Console.

Korga nonb3oBaTtens yctaHaBnusaeT coeauHeHnsa VMware Remote Console, cuctema cosgaet u
BO3BpaLLaeT 04HOPa30Bble YYETHbIE AaHHbIE, C MOMOLLbIO KOTOPbIX YCTaHaBMMBAETCH OTAEMbHOE
coeguHeHne ¢ BUPTyarnbHOW MallMHon. MOXHO 3agaTth B Ka4ecTBe Cpoka OeNCTBUSA buneTta KOHKPETHbIN
nepuog BpEMEHN B MUHYTaXx.

IIpouenypa
1. OtkpoviTe B TEKCTOBOM peaaktope havn /etc/vcac/security.properties.
2. [ob6aBbTe B hawin CTPoKy B Takom dpopmare: consoleproxy.ticket.validitySec=30

B 3TOM CTpOKe YMCNOBOE 3Ha4YeHME yKa3bIBAET Ha KONMYECTBO MUHYT, NOCIe KOTopbIX bunet
nepectaHeT A4eNCTBOBaTb.

3. CoxpaHuTte hann u 3akpouTe ero.

4. T[lepesanyctute vcac-cepBep C NOMOLLbIO KOMaHabl /etc/init.d/vcac-server restart

B kadecTBe CpoKa OencTBust buneta 6yﬂ,6T YKa3aH 3a4aHHbIN nepuoa BpeMeHn B MUHyTax.
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Hactpoiika nopra npokcu-cepBepa KOHCOIU

MOo>XHO HacTpouTb MOPT, HAa KOTOPOM Npokcu-cepBep koHconm VMware Remote Console 6yget
npocnyLwmnBaTh COOBLLEHNS.

IIpouenypa
1. OTkpowiTe B TEKCTOBOM peaaktope avn /etc/vcac/security.properties.
2. [obaBbTe B hann CTpOKy B TakoM dpopmare: consoleproxy.service.port=8445

YuncnoBoe 3HayYeHne yKasbiBaeT Ha HoMep nopTa cry6bl NpoKcu-cepeepa KOHCONW, B JaHHOM
cnyyae — 8445.

3. CoxpaHuTte hbann u 3aKpouTe ero.

4. T[lepesanyctute vcac-cepBep C NOMOLLbIO KOMaHabl /etc/init.d/vcac-server restart.

Homep nopta cnyx6bl Npokcu-cepeepa OyaeT M3MeHeH Ha 3afaHHbIin HoMep.

Hacrpoiika 3aronoBka orBera X-XSS-Protection

[obGaBbTe 3aronoBok oTBeTa X-XSS-Protection B chann koHdurypaumm HAProxy.

IIpouenypa
1. Ortkpovite onsa pegaktuposanus ann /etc/haproxy/conf.d/20-vcac.cfg.

2. [ob6aBbTe cnefyroLime CTPOKM B KITMEHTCKOW YacTu:

rspdel X-XSS-Protection:\ 1;\ mode=block
rspadd X-XSS-Protection:\ 1;\ mode=block

3. TMepesarpysute koHGurypaumno HAProxy ¢ nomoLlbto cneayoLlen KoMaHabl:

/etc/init.d/haproxy reload

Hactpoiika 3aronoska oteeta HTTP Strict Transport Security

[ob6aesTe B kKoHGuUrypaumo HAProxy 3aronosok oteeta HTTP Strict Transport (HSTS).

IIpouenypa
1. Otkpowite ons pegaktnpoBanuna dann /etc/haproxy/conf.d/20-vcac. cfg.

2. [JobGaBbTe criegytoLme CTPOKU B KITMEHTCKOW YacTu:

rspdel Strict-Transport-Security:\ max-age=31536000
rspadd Strict-Transport-Security:\ max-age=31536000

3. Tlepesarpysute koHGurypaumnio HAProxy ¢ nomoLlbto cneaytoLler KoMaHabl:

/etc/init.d/haproxy reload
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Hacrpoiika 3aronoBka otsera X-Frame-Options
B HekoTopbix cny4yasx 3aronoBok otBeTa X-Frame-Options MoxeT nosaBnaTbCA ABaxabl.

B3aronoBok oTBeToB X-Frame-Options nosiensietcst oBaxabl n3-3a Toro, 4to cnyxota viIDM gobaensert atoTt
3arorioBoK B cepBepHon yactu n B HAProxy. Takoro ygBoeHus MOXXHO n3bexaTb C MOMOLLIbHO NMPaBUITbHbIX
HaCTpPOEK.

IIpouenypa

1. Otkpowite ons pegaktnpoBanuna dann /etc/haproxy/conf.d/20-vcac. cfg.

2. Hangute criegymoLLyto CTPOKY B KITMEHTCKOW YacTu:
rspadd X-Frame-Options:\ SAMEORIGIN

3. Tlepen cTpoKoW, KOTOPYIO Bbl HALLMM B NpedblayLlem ware, fobaBbTe Takne CTPOKM:
rspdel X-Frame-Options:\ SAMEORIGIN

4. [lepesarpysuTte KoHpurypaumto HAProxy ¢ noMmoLlsio criegytolen KomaHabi:

/etc/init.d/haproxy reload

Hactpolika 3aronoBKOB OTBETOB cepBepa

PekomeHayeTcsa HacTpouTb cucteMy VRealize Automation, 4tobbl OHa orpaHnunBana nHopMaLmio,
OOCTYMHYO NOTEeHUManbHbIM 3[10yMbILLNIEHHUKaM.

B makcumanbHO BO3MOXHOW cTENeHn MI/IHI/IMI/ISMpyVITe Konn4ecrtBo MHd)OpMaLlMM (o]¢) yOOCTOBEPEHUAX U
BepCcuun, A0CTyn K KOTOpOVI npenocTaBnAdeT UCnoJibdyemaa cuctema. XaKepr N 3NMOYMbILUNEHHUKN MOTYT
MCNonb30BaTb 3TN CBeaeHUA OAna NoArotoBKM atak, HanpaBleHHbIX Ha Be6-cepBep nnm Bepcuio.

Hacrpoiika 3aronoBka otsera cepsepa Lighttpd

PekomeHayeTcsa co3gatb nycTon 3aronoBok Anga cepeepa Lighttpd yctponcTtea vRealize Automation.

IIpouenypa

1. OTkpoviTe B TEKCTOBOM peaaktope cdann /opt/vmware/etc/lighttpd/lighttpd.conf.
2. [obasbte B hawn 3anuce server.tag = " "
3. CoxpaHuTe n3MeHeHUs 1 3akponTe carnn.
4

MepesanycTtute cepep Lighttpd ¢ nomowwbto komaHabl # /opt/vmware/etc/init.d/vami-lighttp
restart.

Hacrpoiika 3aronoska otera TCServer s ycrpoiictBa VRealize Automation

PekomeHayeTcsa co3gaTth Nonb3oBaTENbCKUI NyCTON 3arofioBOK oTBeTa cepBepa TCServer,
ncnonb3yemeii ¢ ycTporctBoM VRealize Automation, 4tobbl orpaHUYMTL PUCK NONyYeHNUs!
3M10yMbILUSIEHHUKAMW LEEHHOW MHGOpMaL K.
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IIpouenypa
1. OtkpowTe B TEKCTOBOM pefaktope davn /etc/vco/app-server/server.xml.

2. [obaBbTe server=" ". B kaxablh anemeHT <Connectors.

Hanpumep, <Connector protocol="HTTP/1.1" server="" ........ />.
3. CoxpaHuTe n3MeHeHus 1 3akponte cann.
4. Tlepe3anycTuTe cepBep C NOMOLLbIO CrieaytoLlen KomaHabl:

service vco-server restart

Hacrpotiika 3aronoBka oTBeTa cepBepa ciyxo 1S

B uensx 6e3onacHoCT peKoMeHAYETCS co34aTth MOMb30BaTENbCKUI MYCTON 3arofioBOK A1 cepBepa
cnyx6 IIS, ncnonedyemoro c Identity Appliance, 4ToGbl OrpaHMyYnTL PUCK NOMYYEHUS 3M0YMbILLIEHHUKAMMW
LleHHOM MHdopMaLmn.

IIpouenypa

1. OtkpownTe B TekcTtoBOM penaktope danmn C:\Windows\System32\inetsrv\urlscan\UrlScan.ini.
2. Hanmpute 3anucb RemoveServerHeader=0 n namenute ee Ha RemoveServerHeader=1..

3. CoxpaHuTe U3MeHeHUs 1 3akponTe dann.
4

[MepesanycTuTe cepBep C NOMOLLbIO KOMaHabl iisreset.

Crnenyromue maru

OTkntounTe 3aronoBok cnyxb IS X-Powered By, yoanue 3aronosku otBeta HTTP 13 cnvcka Ha KoHconu
aucnetyepa cnyxo IIS.

1. OTKpoWTe KOHCOMb aucnetyepa cnyxo IIS.
2. OrtkponTe 3aronoBok otBeta HTTP n yganuTe ero 13 cnucka.

3. [lepesanyctute cepBep C NOMOLLBIO KOMaHAbl iisreset.

Hactpoiika BpeMeHn okuganus ceanca Ycrpoiictso VRealize Automation

HacTtponTe napameTp BpeMEHN OXXnaaHnsa ceaHca Ha YcTponcTBo VRealize Automation B cootBeTcTBUM C
NonMTUKON 6e30MacHOCTN opraHM3auun.

Bpewms oxngaHusa ceaHca Yctponctso VRealize Automation no ymonyaHuio B OTCYTCTBUE aKTUBHOCTU
nonb3oBatens coctaensieT 30 MUHYT. YUTOObI MPUBECTU 3TO 3HAYEHNE BPEMEHM OXUOAHMUS B
COOTBETCTBUE NONUTMKE 6E30NacHOCTU opraHM3auumn, namennte gann web . xml Ha KoMnblOTEPE y3na
Yctpornicteo VRealize Automation.

IIpouenypa

1. Otkpowite cpann /usr/lib/vcac/server/webapps/vcac/WEB-INF/web.xml B TEKCTOBOM
pedakrtope.
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2. Hanpgute session-config n HacTponTe 3HadyeHne session-timeout. CMm. crnegytowmini obpased, koga.

<!—— 30 minutes session expiration time ——>

<session-config>
<session-timeout>30</session-timeout>
<tracking-mode>COOKIE</tracking-mode>
<cookie-config>

<path>/</path>

</cookie-config>

</session-config>

3. T[epesanyctute cepBep C NOMOLLBIO criedytoLeil KomaHabl.

service vcac-server restart

praBJ'ICHI/Ie BCIIOMOTI'aTCJIbHBIM ITPOTrpaMMHBIM oOecrieueHuEeM

[Ona MMHMMU3aumm puckoB 6e3onacHOCTU yaanuTe Unm HacTponTe BCrioMoraTenbHoe nporpaMMHoe
obecrneveHne Ha koMnbloTepax y3noB VRealize Automation.

HaCTpOIZTe BCe nporpamMmmHoe obecneveHue, KOTOpPOE He 6y/:|,eT yAaneHo, B COOTBETCTBUN C
pexkomMeHgaumamMm n npakTn4eCKkMMmn ykadaHmamm rno ©esonacHocTy, npenocrtasideMbiMy MNOCTaBLLNMKOM
3TOro nporpamMmMmHoOro obecneveHus, 4TobbI MWUHUMU3NPOBATb cnocobHocTb Takoro N0 co3gaBatb
HapyLlleHuna ©e3onacHocCTu.

3ammra o6paboTunka 3anmomuHaromux USB-ycrpoiicTB

3awmTtute obpaboTunk 3anommHatoLmx USB-ycTpoicTs, YToObI NpeaoTBpaTuTb €ro UCMOSb30BaHNE Kak
obpaboTumka USB-ycTponcTB ¢ KOMMNbIOTEPaMM y3M0B BUPTyanbHOro yctponctea VMware.
MoTeHuManbHble 3N0YMbILLIIEHHUK MOTYT UCMOMb30BaTb 3TOT 06paboTUMK, YTOOLI CKOMNPOMETUPOBATL
cucTemy.

IIpouenypa
1. Otkpowite dpann /etc/modprobe.conf.local B TeKCTOBOM pegakTope.

2. Yb6epgutecnb, 4TO B (panne ectb cTpoka install usb-storage /bin/true.

3. CoxpaHuTte hann v 3aKpownTe ero.

3amura oopaborunka nporokosnos Bluetooth

3awmtute 06paboTunk NpoTokonos Bluetooth Ha koMnbloTepax y3rnoB BUPTYyarbHOMO YCTPOMCTBa, YTOObI
NpenoTBpaTUThL Ero UCMorb3oBaHNe NOTeHUUaNbHbIMU 310YMbILLNEHHUKAMMU.

anBﬂ3bIBaHI/Ie npoToKOoNa Bluetooth k CTEKY CETU HE ABINAETCA HeobxoaMMbIM. ITO OENCTBUE MOXKET
YBENNYNTb NOBEPXHOCTb aTaku y3na.

IIpouenypa

1. Otkpovite pann /etc/modprobe.conf.local B TeKCTOBOM pegakTope.
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2. Yb6epgutechb, 4TO B hanne ectb criegytoLas cTpoka.
install bluetooth /bin/true

3. CoxpaHuTte chann u 3aKpomnTe ero.

Bamura nporokoiaa SCTP (Stream Control Transmission)

Cpenante Tak, 4tobbl npotokon SCTP (Stream Control Transmission) He 3arpy»arncs B cucteme no
ymonyaHuio. NoTeHumnanbHble 3NMoyMbILLNEHHUKM MOTYT MCMOMNb30BaTh 3TOT NPOTOKO, YTOObI
CKOMMPOMETUPOBATb CUCTEMY.

HacTtponite cucteMy Ha npegoTBpalleHne 3arpysku mogyns npotokona SCTP (Stream Control
Transmission), 3a NCKMOYEHNEM CryYaeB, koraa 3To abcontoTHO Heobxoammo. MNpoTtokon SCTP saensetca
Heuncnornb3yeMbIM MPOTOKONIOM TPAHCNOPTHOrO ypoBHA cTaHgapTa IETF. [NpuBasbiBaHWe 3TOro NpoTokona
K CTEKY CeTu yBenu4mMBaeT NOBEPXHOCTb aTtaku y3na. HenpusunernpoBaHHble foKarnbHble Npoueccehbl
MOryT 3aCTaBuUTb S4P0 OUHAMUYECKM 3arpy3nTb 00paboTUMK NPOTOKOMOB, OTKPLIB COKET C MOMOLLbIO
3TOro NpOTOKONa.

IIpouenypa

1. Otkpovite hann /etc/modprobe.conf.local B TEKCTOBOM pegakTope.

2. Yb6eputechb, 4TO B hanne ectb criegytoLas cTpoka.

install sctp /bin/true

3. CoxpaHuTte chann n 3akpomnTe ero.

3amura nporokoia DCCP (Datagram Congestion Protocol)

B pamkax geincTBMI NO YCUMEHUIO 3aLLMTbl CUCTEMBI caenanTe Tak, 4Tobbl npotokon DCCP (Datagram
Congestion Protocol) He 3arpy»xarncsi Ha KOMNblOTepPax y3roB BUPTYarbHOrO YCTPOWCTBA MO YMOTYaHUIO.
MoTeHumnaneHble 3N0yMbILLNIEHHUKMA MOTYT MCMONb30BaTh 3TOT NPOTOKOS, YTOOLI CKOMMPOMETMPOBATL
cucTemy.

He 3arpyxante mogyrnb npotokoria DCCP (Datagram Congestion Protocol), ecnu ato He aBnseTcs
abcontoTHo HeobxoammbiMm. MpoTtokon DCCP aensieTca npegnaraemMbiM NPOTOKONIOM TPAHCMOPTHOMO
YPOBHS, KOTOPbLIV He ncrnonbayercs. [pmBs3biBaHWe 3TOro NPOTOKOMa K CTEKY CETU yBeEnuyuBaeT
NMOBEPXHOCTb atakun y3na. HenpuunernpoBaHHble nokarnbHble NPOLECChl MOTrYT 3aCTaBUTb SAPO
OVHaMUYeCcKN 3arpy3ntb 06paboTymK NPOTOKOMOB, UCMOMNb30BaB ATOT NPOTOKON AN OTKPbITUS COKETa.
IIpouenypa

1. Otkpowite chann /etc/modprobe.conf.local B TEKCTOBOM pegakTope.

2. Ybegutecb, 4TO B dharine ecTb CTpoku npotokona DCCP.

install dccp/bin/true
install dccp_ipv4/bin/true
install dccp_ipv6/bin/true

3. CoxpaHuTte hann u 3aKpouTe ero.
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3ammra ceTeBOro MocTa

Cpenaiite Tak, 4ToGbl MOAYb CETEBOTrO MOCTa He 3arpy»arcsi B CUCTEME MO YMOSYaHUIo.
MoTeHuManbHble 3MoyMbILLIIEHHUKX MOTYT UCMONb30BaTh €ro, YToObl CKOMMNPOMETMPOBATb CUCTEMY.

Hactpoiite cuctemy Takum o6pasom, 4Tobbl OHa He JaBarna CeTy 3arpy)artbCcs, KpoMme crydaes, Koraa
3T0 abCcontoTHO Heobxoammo. MoTeHuMarnbHbIe 3M10YMbILLNIEHHUKA MOTYT UCMOMb30BaTh 3TO, YTOGLI
060M1TN CEKLIMOHNPOBAaHNE U 3aLLUUTY CEeTU.

IIpouenypa

1. BbINonHuTe crnegyoLLyto KOMaHay Ha BCeX KOMMbOTepax y3rnoB BUPTYyanbHOro yctporictea VMware.
# rmmod bridge

2. Ortkponte dpann /etc/modprobe.conf.local B TeKCTOBOM pegakTope.

3. Yb6egutechb, 4TO B (hanne ectb criegytoLlas cTpoka.
install bridge /bin/false

4. CoxpaHuTte hawn v 3aKponTe ero.

3amura nporokoa RDS (Reliable Datagram Sockets)

B pamkax gencTBUI NO YCUITEHUIO 3aLLMTbl CUCTEMbI CAenanTe Tak, YTobbl npotokon RDS (Reliable
Datagram Sockets) He 3arpyancsi Ha KOMMNblOTEpPax y3roB BUPTYarnbHOMO YCTPOMCTBA MO YMOMYaHMIO.
MoTeHuManbHble 3M0YMbILLNEHHUKA MOTYT UCMOMb30BaTh 3TOT NPOTOKOST, YTOObI CKOMMPOMETUPOBATL
cucTemy.

MpueasbiBaHme npotokona RDS (Reliable Datagram Sockets) k cTeky cet yBenuunBaeT NoBEPXHOCTb
aTaku y3na. HenpusunernpoBaHHble NoKarbHble NPOLECcChl MOryT 3acTaBUTbL CUCTEMY OUHAMUYECKU
3arpy3mTb 06paboTUMK MPOTOKOMOB, NCMOMNBb30BaB NPOTOKOI A5 OTKPbITUSI COKETa.

IIpouenypa

1. Ortkpowite cpann /etc/modprobe.conf.local B TeKCTOBOM pefakTope.

2. Yb6epgutechb, 4To B (hanrne ectb cTpoka install rds /bin/true.

3. CoxpaHuTte charn v 3akpownTe ero.

3amura npotokoia TIPC (Transparent Inter-Process Communication)

B pamkax gencTsun no 3awmTe cUCTeEMbI caenanTe Tak, 4Tobbl npotokon TIPC (Transparent Inter-
Process Communication) He 3arpyxancsa Ha kKoMMnbloTepax y3roB BUPTyarilbHOro yCTPONCTBa Mo
ymorn4yaHuto. NoTeHumarnbHble 3MOYMbILLNIEHHUKN MOTYT UCMOSb30BaTb 3TOT MPOTOKON, YTOObI
CKOMMPOMETUPOBATbL CUCTEMY.

MpuBasbiBaHue npotokona TIPC (Transparent Inter-Process Communication) k cTeky ceTu yBenuumsaet
NMOBEPXHOCTb atakun y3na. HenpuunernpoBaHHble nokarnbHble NPOLECChl MOrYT 3aCTaBUTb SAPO
OVHaMUYeCcKN 3arpy3ntb 06paboTymK NPOTOKOMOB, UCMOMNb30BaB ATOT NPOTOKON AN OTKPbITUS COKETa.
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IIpouenypa
1. Ortkpovite cpann /etc/modprobe.conf.local B TekcToBOM pegakTope.

2. YbeguTtecb, uTO B (havine ectb cTpoka install tipc /bin/true.

3. CoxpaHuTte hann u 3akpouTe ero.

3amuta nporokona IPX (Internetwork Packet Exchange)

Cpenante Tak, 4tobel npoTtokon IPX (Internetwork Packet Exchange) He 3arpyxancs B cuctreme no
ymonuaHuio. [NoTeHumnanbHbie 3r0oyMbILLIEHHWKN MOTYT UCNOMb30BaTh STOT MPOTOKOS, YTOObI
CKOMMPOMETNPOBATL CUCTEMY.

He 3arpyxante mogynb npotokona IPX (Internetwork Packet Exchange), ecnu 310 He siBnsieTcs
abcontoTHO HeobxoamMmbiM. MpoTokon IPX aBnseTcsa ycrapeBLUMM NPOTOKONIOM CETEBOIO YPOBHS.
MNpvBSA3bIBaHNE 3TOrO NPOTOKOMA K CTEKY CETU yBENMYMBAET NOBEPXHOCTb araku ysna.
HenpuBunervpoBaHHble NoKarbHble MPOLECChl MOTYT 3aCTaBUTb CUCTEMY AMHAMMUYECKUN 3arpy3ntb
06paboT4MK NPOTOKOMOB, UCMONBb30BaB 3TOT NPOTOKOI AN OTKPbITUSA COKETA.

IIpouenypa
1. Ortkpovite cpann /etc/modprobe.conf.local B TekcToBOM pegakTope.
2. Ybegutecb, UTO B (havine ecTb crneayoLlas CTpoka.

install ipx /bin/true

3. CoxpaHuTte hann u 3aKpownTe ero.

3amura npotokoiaa Appletalk

Cpenante Tak, 4tobbl npoTokon Appletalk He 3arpyxancsi B cucteme no ymorndaHuto. NoteHumanbHele
3M10YMbILUSIEHHUKM MOTYT UCMOMb30BaTh 3TOT MPOTOKOS, YTOObI CKOMMPOMETUPOBATL CUCTEMY.

He 3arpyxante mogynb npotokona Appletalk, ecnu aTo He sBnsieTcs abcontoTHO HEOOXOONMBIM.
MpuBA3bIBaHME 3TOrO NPOTOKONA K CTEKY CETU YBENUYMBAET MOBEPXHOCTb aTaku yarna.
HenpuvBunervpoBaHHble NoKarnbHblEe MPOLECCHI MOTYT 3aCTaBUTb CUCTEMY AMHAMMUYECKUN 3arpy3ntb
06paboTyUMK NPOTOKOMOB, UCMOSb30BaB 3TOT NPOTOKOM AN OTKPLITUS COKETa.

IIpouenypa
1. Ortkpowvite dpann /etc/modprobe.conf.local B TeKCTOBOM pegakTope.
2. Ybegutecb, UTO B (harine ecTb cneayoLlas CTpoka.

install appletalk /bin/true

3. CoxpaHuTte hbann u 3aKpouTe ero.

3amura npotokoia DECnet

Cpenavite Tak, 4Tobbl npoTtokon DECnet He 3arpyxancs B cucteme no ymonyanumio. lNoteHynansHble
3/10YMbILUNIEHHUKN MOTYT UCMOMb30BaTb 3TOT NPOTOKOS, YTOObI CKOMMNPOMETMPOBATL CUCTEMY.
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He 3arpyxante mogynb npotokona DECnet, ecnu a1o He ABnsieTca abcontoTHO HEOOXOANMBIM.
[MpuBA3bIBaHME 3TOMO NPOTOKONA K CTEKY CETU YBENUYMBAET MOBEPXHOCTb aTaku yarna.
HenpusunernpoBaHHble roKarbHble NPoLeccbl MOryT 3aCTaBUTb CUCTEMY OMHAMUYECKN 3arpy3nTb
06paboTyUMK NPOTOKOMOB, UCMOSb30BaB 3TOT NPOTOKOM AN OTKPbITUS COKETa.

IIpouenypa

1. Otkpowite pann npotokona DECnet /etc/modprobe.conf.local B TEKCTOBOM pedakTope.
2. Ybegutecb, UTO B (harine ecTb cneayoLllas CTpoka.

install decnet /bin/true

3. CoxpaHuTe dann n 3akponTe ero.

Bammura monyns Firewire

Cpenante Tak, 4Tobbl MOAYNb Firewire He 3arpyxarncs B cucteme no ymonyaHuio. lNoteHymnansHbie
3110YMBbILLIIEHHMKM MOTYT UCMOMb30BaTh 3TOT NPOTOKOIT, YTOObI CKOMNPOMETUPOBATL CUCTEMY.

He 3arpyxante mogynb Firewire, ecnu a1o He siBNAeTcs abCconoTHO HEOOXOAUMbIM.

IIpouenypa
1. Otkpowite dpann /etc/modprobe.conf.local B TeEKCTOBOM pegakTope.
2. Ybegutecb, 4TO B (havine ecTb cneayoLlas CTpoka.

install ieeel394 /bin/true

3. CoxpaHuTte hbann u 3aKpouTe ero.

3amuTa KOMIOHEHTa HHPPACTPYKTYPHI KaK yCIyTH

Mpy ycuneHuun 3almTbl CUCTEMbI 3aLLUTUTE KOMMOHEHT MHAPACTPYKTYPbI KaK yCryru
vRealize Automation u ero komnbloTEp y3na, YToObl NPeAOTBPaTUTL UX UCMONb30BaHWE NOTEHLMANbHBIMU
3/10YMbILUTIEHHUKAMM.

Heobxogmmo HacTpouTe napameTp 6e30nacHOCTU AN KOMMOHEHTa MHAPPACTPYKTYPbI KaK yCriyru
vRealize Automation n y3en, Ha KOTOpOM OH pa3meLleH. Heobxoaumo 3agatb Unv NPoBeEpPUTL
KOHUrypaLmio Apyrmx CBA3aHHbIX KOMMOHEHTOB U NPUIIOXKEHUIA. B HEKOTOPLIX CriyYasix MOXHO
NPOBEPUTL CYLLECTBYHOLLME NapaMeTphbl, B ApYyrnx HEO6XOAMMO U3MEHUTL UM [06aBUTL NapameTpbl Ans
npaBUITbHON HACTPOWKN.

Otkmroduenue cinyx0sl Bpemenn Windows

B uensax 6e3onacHoCcT pekoMeHAyeTCs MCNonb30BaTh B NPOM3BOACTBEHHOM cpeae VRealize Automation
aBTOPU30BaHHbIE CEPBEPLI BPEMEHM, @ HE CUHXPOHU3ALIMI0 BPEMEHU Ha y3ne.

B npounsBoacTBeHHON cpefe crieqyeT OTKYMTE CUHXPOHM3ALUMI0 BPEMEHM HA Y3Me U NCMOoNb30BaTh
aBTOPM30BaHHbIE CEPBEPLI BpeMEeHU. OTO 06ecnevnT TOHUHOE OTCNEeXnBaHne EeNCTBUIN NONb3oBaTenen u
NMOMOXET NOCPEACTBOM ayAuTa M XXypHaroB BbISIBMATbL NOTEHLMANbHbIE 3NTOHAMEPEHHbIE AENCTBUS 1
BTOPXEHUS.
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Hactpoiika TLS g nepeaaun JaHHBIX HHPPACTPYKTYPhI KaK yCIyTH

B pasBepTtbiBaHuM VRealize Automation gormkHbl MCNONb30BaTbCA Ha4eXHbIE NpoTokonbl TLS B Lenax
3alNTbI KaHaNoB nNepegayvn Ansg KOMMNOHEHTOB MHAPPACTPYKTYPbI KaK YCryru.

Kpuntorpaduueckne npotokonbsl SSL (Secure Sockets Layer — ypoBeHb 3aLULLEHHbIX COKETOB) Y —
©onee HoBbIn — TLS (Transport Layer Security — 6e30nacHOCTb TPaHCMOPTHOIO YPOBHS) MO3BOSIAOT
o6ecneyvnTb 6€30NacHOCTL CUCTEMbI BO BPEMSI CETEBOIO OOMEHa AaHHbIMU MeXay pasnuyHbIMU ee
KommnoHeHTamu. [Npotokon SSL — Gonee cTapbii, BO MHOTUX Cry4asix OH yXXe He obecrnevmBaeT
Hagnexallylo 3alWnTy oT NoTeHumanbeHbIX yrpo3. B npotokonax SSL 6onee paHHUX Bepcun, BkAoYas
SSLv2 n SSLv3, obHapyKeHbl CyLLLECTBEHHbIE cnabble MecTa. ATK Bepcun GorblLue He cYMTalTCs
HaOEeXHbIMU.

B 3aBMCcMMOCTM OT NONUTUK 6€30MacHOCTM OpraHn3aumm MOXHO Takke OTKIT4YMTb npoTokon TLS 1.0.

Mpumeyanme. Ecnu gencteme TLS 3aBepluaeTcsa Ha nogcmcteme 6anaHCUPOBKM Harpy3Kku, OTKIYNUTE
HeHaeXHble NPOoToKonNbl, Hanpumep SSLv2, SSLv3 n, ecnn Heobxogumo, TLS 1.0.

Orkimouenne nporokoia SSLv3 B ciyxbax 1S

B uensix 6e3onacHoOCTU pekoMeHayeTcst OTKNounTb npoTtokon SSLv3 B cnyxbax 1S Ha cepBepe y3na
NHMPaCTPYKTYPbI Kak yCryru.

IIpouenypa
1. 3anyctute pegaktop peectpa Windows 0T MMeHM agMUHKUCTpaTopa.

2. B okHe peecTpa oTkpounTe pasgen
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schannel\Pr
otocols\.

3. LenkHnTe NpaBomn KHOMKOM MbIwn anemeHT MpoTokonbl, 3aTtem Bbibepute Co3aatb > PeecTp.
4. Bsepgute SSL 3.0.

5. B gepeBe HaBuraumm LWENKHUTE NPaBON KHOMKOW MbILLM TOMBbKO YTO cO3haHHbI pa3gen SSL 3.0,
3aTeM B packpbiBatoLlemcsi MeHto BbioepuTe Co3aatb > Pasgen v BBeguTe Client.

6. B gmepese HaBuraumm LWENKHUTE NPaBOW KHOMKOW MbILLW TOMbKO YTO co3faHHbIi pa3agen SSL 3.0,
3aTeM B packpbiBaroLlemMcsi MeHio BbioepuTe Co3aatb > Pasgen v BBeguTe Server.

7. B pepese HaBurauum B pasgene SSL 3.0 wenkHUTe npaBon KHOMKon Mol anemeHT Client, 3atem
BblOoepuTe Co3aatb > 3HayeHue DWORD (32-paspsagHoe) v BBeguTe DisabledByDefault.

8. B pepese HaBurauum B pasgene SSL 3.0 Bbibepute anemeHT Client, 3atem B npaBown obnactu
nsaxabl wenkHute DisabledByDefault n BBegnte 1.

9. B pgepese HaBurauum B pasgene SSL 3.0 wenkH1MTe nNpaBoi KHOMKOW MbILLKX 3rieMeHT Server, 3aTeM
BblbepuTe Co3patb > 3HayeHue DWORD (32-pa3psgHoe) v BBeguTe Enabled.
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10. B nepeBe HaBuraumm B pasgerne SSL 3.0 BbiObepuTe anemeHT Server, 3ateM B npaBoi obnacTtu
OBaxabl LWEenkHUTe BKoYeHHbIM napametp DWORD v BBeaute 0.

11. Mepesanyctute Windows Server.

Otxrouenne mpotokona TLS 1.0 anst nHGpacTpyKTyphl Kak yCIyTh

YT06bI 06EeCne4nTb MakcMmarbHbIi ypoBeHb 6e30MacHOCTM, HAacTpoTe Ans MHAPPaCTPYKTYpbl Kak yCryru

co3faHue nynos u oTknoumTe npotokon TLS 1.0.

[ononHuteneHble CBEAEHUSA CM. B cTaTbe 0a3bl 3HaHUn MankpocodT no agpecy
https://support.microsoft.com/en-us/kb/245030.

IIpouenypa

1. HaCTDOIZTe ansa VIH(bpaCprKTypbl KakK ycnyru cosgaHue nyrioB BMeCTO UCNOJ1b30BaHUA Be0-COKEeTOB.

a)

6)

B dhanine koHdurypauum cnyx6 gucnetyepa C:\Program Files
(x86)\VMware\vCAC\Server\ManagerService.exe.config gobasbre crnegyoLime 3Ha4eHns
B pasgen <appSettings>:

<add key="Extensibility.Client.RetrievalMethod" value="Polling"/>
<add key="Extensibility.Client.PollingInterval"” value="2000"/>
<add key="Extensibility.Client.PollingMaxEvents" value="128"/>

Mepesanyctute cnyxby gucnetyepa (cnyxb6a VMware vCloud Automation Center).

2. Yb6eputechb, yTo npoTtokon TLS 1.0 oTkMo4eH Ha cepBepe MHAPACTPYKTYPbI KaK YCIyTu.

a)

6)

3)

3anycTTe pegakTop peecTpa OT UMeHU agMuUHUCTpaTopa.

B okHe peecTpa oTkpounTe pasgen
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schanne
T\Protocols\.

MpaBoW KHOMKOWM MbILWW LLEeNKHUTE anemeHT «lMpoTokonbly», BbibepuTe Co3aatb > Pasgen u
Beeante TLS 1.0.

B nepese HaBuraumm WEenkKHUTE NpaBon KHOMKOW MbILLM TOMbKO YTO co3aaHHbIn pasgen TLS 1.0,
3aTeM B packpbiBatoLemcsi MeHio BbioepuTe Co3aatb > Pasgen v BeeguTe Client.

B nepese HaBuraumm WenkKHUTE NpaBoM KHOMKOW MbILLM TONbKO YTO co3gaHHbIn pasgen TLS 1.0,
3aTeM B packpbiBaroLlemcsi MeHio BbibepuTe Co3aatb > Pasgen v BBeguTe Server.

B nepese HaBuraumm B pasgerne TLS 1.0 wenkHuTe npaBow KHOMKOW Mbllwn anemeHT Client,
3atem BblbepuTe Co3paTb > 3HayeHne DWORD (32-pa3psgHoe) 1 BBeguTe
DisabledByDefault.

B oepese HaBuraumm B pasgene TLS 1.0 Beibepute anemeHT Client, 3atem B npaBor obnactu
aBaxapbl wenkHnte DWORD DisabledByDefault 1 BBeante 1.

B oepese HaBuraumm B pasgene TLS 1.0 wenkHuTe NpaBon KHOMKOW MbIlIW 3NeMeHT Server,
3atem BblbepuTe Co3paTb > 3HayeHne DWORD (32-pa3psgHoe) v BBegnTte Enabled.
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n) B pepese HaBuraumm B pasgene TLS 1.0 BeiGepuTe anemeHT Server, 3ateM B NpaBoi obnacTtu
OBaxabl LWEeNKHUTe BKIMOYeHHbIN napametp DWORD u BeBegute 0.

K) Tlepesanyctute Windows Server.

Hactpoiika mHabopoB mmudpos TLS

YTto6bl 06ecneuntb MakcMmarnbHyo 6e30nacHOCTb, HE0OXOANMMO HACTPOUTL AJ151 KOMMOHEHTOB

vRealize Automation ncnonb3oBaHve KpunTocTonkux Wncpos. LLndp, cornacoBaHHbIN MeXay cepBepoM
n Gpay3epom, onpenensieT HageXHOCTb WndpoBaHusa ana TLS-ceaHca. UTobbl Bcerga ncnonb3oBanmcb
TONBbKO KPUMTOCTOMKUE LUNEDPbI, OTKITHYMUTE NErko packpbiBaeMble LWNGPbI B KOMMOHEHTaX

vRealize Automation. Hactponte ons cepBepa NoagepXKy TONbKO KPUNTOCTOMKMX LWNKPOB 1
MCMnonb30BaHWe K4ver 4OCTaToMHO OonbLuoro pasMepa. Takke crefyet HacTPoUTb Haanexallmn
nopsaoK AN BCeX LWNEPOB.

Henomyctumeie Habops! mudpoB

OTkntounTe Habopbl LWNGPOB, KOTOpblEe HE 0b6ecnevMBaoT NPOBEPKY NOASIMHHOCTU, HanpuMmep Habopbl
wmncppos NULL, aNULL, eNULL. Takke OTknNoUMTE aHOHMMHbIA OOMEH Kntovamu no npotokony Ouddu-
Xennmana (ADH), wndpbl akcnopTHoro ypoeHst (EXP, wudpsbl, copgepxawme DES), kntoun pasmepom
MeHee 128 6uT ansa WwndpoBaHUsa NONe3HoOWM Harpysku, ncnons3osaHme MD5 B kauecTBe MexaHu3ma
X3LWMPOBaHUA AN None3Hom Harpy3sku, Habopsbl Wwndpos IDEA n RC4. YoeguTech Takke, YTo
BbIKITOYEeHbl HAbopbI LIMMPOB, A5 KOTOPbIX UCNONb3yeTcs 06MeH Krnoyamu no npoTtokony Auddu-
Xennwmana (DHE).

[TpoBepka Oe30MacHOCTH cepBepa y3ia

B uenax obecneveHns 6e30nacHOCTM peKOMeHOYeTCSH NPOBEPUTL KOHUIrypaLmio cucteMbl 6€30nacHoCTM
CepBEPOB y3ra NHDPACTPYKTYpbI kak ycnyru (laasS).

Kopnopauust MankpocodT npeanaraeT HECKOMNbKO MHCTPYMEHTOB, KOTOpbIE MOMOryT BaM yoeanTbesi B
©e3onacHocTu cepBepoB yana. ObpaTntech k NOCTaBLLMKY Kopnopauun MarnkpocodT, 4ToObI Nony4nTb
WHCTPYKLUMN OTHOCUTENBbHO Hanbonee nogxoasero Cnonb30BaHNs 3TUX MHCTPYMEHTOB.

ITpoBepka 6a30Boro MmiIaHa 6€30MaCHOCTH CepBepa y3ia

3anyctute Microsoft Baseline Security Analyzer (MBSA), 4ToObl GbICTPO NOATBEPAUTL, YTO HA cepBepe
yCTaHOBIEHbI NOocrnegHNne 0OHOBMEHNs U ncnpaeneHns. MBSA MoOXHO ncrnonb3oBaTh 4515 YCTaHOBKM
OTCYTCTBYHOLLMX UCMPABIEHNIA AN cMcTeMbl 6e30nacHOCTM OT koprnopauun MaiikpocodT, YToObI
obecneunTb COOTBETCTBME pekomeHaaunam MankpocodT no 6esonacHocTu.

3arpysunTte nocregHior Bepcuto MHCTpymeHTa MBSA ¢ BeG-canTa kopnopauum MarikpocodT.

[TpoBepka koHUTYpaLiK OE30ITACHOCTH cCepBepa y3ia

Bocnonbayiiteck Mactepom HacTpoliku 6esonacHoctn Windows (SCW) 1 gucnetyepom COBMECTMMOCTM
cuctembl 6esonacHocTy Microsoft (SCM), 4ToGbI NpoBepUTL HAAEXKHOCTb KOHUIypauum cepeepa yana.
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3anyctnte SCW u3 cnvcka cpeacTs agMUHUCTpUpoBaHus ¢ cepeepa Windows. STOT MHCTPYMEHT MOXET

onpefennTb ponu cepsepa 1 yCTaHOBMNEHHbIE PYHKLUK, BKNoYas ceTb, bpanamayapsl Windows n

napamMmeTpbl peecTpa. CpaBHVITe OT4eT C nocnegHMM NHCTPYKUMAMM MO annapaTHoPl 3awnTte ot

cootBeTcTByowwero SCM ans sawero cepepa Windows. Ha ocHOBaHMM pe3ynbTaToB Bbl CMOXETE TOYHO
HacTpPOUTb NapameTpbl 6€30MacHOCTU AN KaKA0N (PYHKLMMK, Hanpumep CeTeBbIX CNyb, napameTpoB

y4yeTHon 3anucu n paHgmayapos Windows, 1 npuMeHnTb NapameTpbl K cepBepy.

Bonee nogpobHyto nHpopmauuto 06 nHcTpymeHte SCW MOXHO HaniTn Ha Beb-cante Microsoft TechNet.

3amura pecypcoB MPUIOKESHUS

PekomeHayeTcs yoeauTbCcs, YTO BCe OTHOCSALLMECA K Aeny dhansibl MHPPaACTPYKTYPbl Kak YCIyru UMetoT

COOTBETCTBYIOLLME paspeLleHus.

CaepbTe dannbl HPPaACTPYKTYpPbl Kak YCIyrM CO CBOEN YCTaHOBKOW MHAPACTPYKTYpbI Kak ycnyru. B
OONbLUMHCTBE Cry4aeB BrOXEHHbIe Nanky 1 ainbl Ans KaXaow nanku JOMmKHbl UMETb Te XXe HAaCTPOMKMY,

4YTO KU CaMa narka.

KaTanor unu dann

VMware\vCAC\Agents \<agent_name> \log

S

VMware\vCAC\Agents\
<agent_name> \temp

VMware\vCAC\Agents\

VMware\vCAC\Distributed Execution
Manager\

VMware\vCAC\Distributed Execution
Manager\DEM\Logs

VMware\vCAC\Distributed Execution
Manager\DEO\Logs

VMware Inc.
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bl

CUCTEMA
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bl

CUCTEMA

AgmMuHucTpatop
bl

Monb3oBaTtenu
CUCTEMA

AgMyHUCTpaTop
bl

Monb3oBaTtenu
CUCTEMA
AgmuHucTpaTtop

AOMUHUCTPaTOp
bl

CUCTEMA

AOMUHUCTpaTOp

MonHoe
ynpasneH
ne

X

X

U3meHeH
ne

X

X

YteHue n
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Hue

X

X

xX X X X x

X

YteHue

X

X
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X

X
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MonHoe YreHune n
Fpynna nnu ynpaBneH W3meHeH BbINONHe
KaTtanor unu cann nonb3oBarenu ve ne Hue YreHue 3anucb
AgmuHuctpatop X X X X X
bl
VMware\vCAC\Management Agent\ CUCTEMA X X X X X
AgmuHuctpatop X X X X X
bl
Monb3oBartenu X X
VMware\vCAC\Server\ CUCTEMA X X X X X
AOMUHUCTpaTop X X X X X
bl
[Monb3oBarenu X X
VMware\vCAC\Web API CUCTEMA X X X X X
AOMUHUCTpaTOp X X X X X
bl
[Monb3oBarenu X X

Obecnieuenne 6€30MaCHOCTH y3J1a HHPPACTPYKTYPHI KaK yCIyTH

B uensix 6esonacHOCTV pekOMeHAYEeTCsi HAaCTPOWUTL OCHOBHbIE MapaMeTpbl yarna UHPacTPYKTypbl Kak
YCINyry B COOTBETCTBUM C MHCTPYKLMAMM MO 06ecneveHmnto 3alumThbl.

HacTpoiiTe 3awuty ans pasnuyHbIX YY4ETHbIX 3anuceil, MPUoXKeHWi, NopToB 1 Cryk6 Ha yane
NHAPACTPYKTYPbI Kak YCryru.

HpOBepKa HACTPOCK yquHOﬁ 3allUCH MOJIB30BATCIIA CCPBCPA

Ypanute Bce NULIHME NOoKarnbHble M JOMEHHbIE YYETHbIE 3anvCy MOSb30BaTESNS U HEHY>KHbIE HACTPOMKM
TaKMX YYETHbIX 3anucen. M3 y4eTHbIX 3anucei nonb3oBaTtens, He CBA3aHHbIX C paboTon NPUNOXEHNIA,
OCTaBbTE TOMbKO Te, KOTOPbIE HEOOXOANMbI A4S aAMUHUCTPUPOBAHMUS, 06CNYXNMBaHUA N yCTPaHEHUS
Henonagok. Paspelunte JOMEHHbLIM YYETHBIM 3anMcaM Nonb30BaTeNns MUHUMAanbHbIN yaaneHHbI 4OCTyn,
Heobxoanmbl Anga obcnyxmBaHnsa cepaepa. NoCTOSHHO KOHTPONUPYNTE U TWATENbHO NPOBEPSNTE
NCMNONMb30BaHNe 3TUX YYETHbIX 3aMNNCEN.

VianeHue HEHYKHBIX MPUIIOKECHHI

Ypanute ¢ CcepBepoB y310B BCE HEHYXXHbIE NMPUITOXEHUA. OHun noBbIWaT PUCK yrpo3bl ©Ge3onacHoCTH,
TaK Kak MOryTt cogep>atb Hen3BeCTHble U HepeLleHHble I'IpO6J'IeMbI 3alUNTbI.

OTKITI0YeHNE HEHYKHBIX ITIOPTOB M CITYXKO

MpoBepbTe, kakne NopThl OTKPLITLI B GpaHaMayape cepsepa yana. 3abnokupyite Bce NopTbl, KOTOPbIE He
TpebytoTca Ansa paboTbl KOMNOHEHTa MHAPACTPYKTYPbI KaK YCIYrn UM KPUTUYECKN BaXKHBLIX (OYHKLINIA
cuctembl. CM. pasgen HacTpoiika nopToB 1 npoTokorno.. [NpoBepsTe, Kakue cryx6bl paboTatoT ¢
CepBepoM y3na, U OTKMHUNUTE HEHYXKHbIE.
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YT106bI 06eCneunTb MakCManbHy0 3aLLMTy OT U3BECTHbIX yrpo3 6e30macHOCTU, HAacTpoNTe CETEBON
nHTEepdenc n napameTpbl 0OMeHa AaHHbIMK Ha Beex y3nax VMware.

B pamkax KoMnnekcHow 3awuTbl cregyeT HacTpouTb NapamMeTpbl 6e30MacHOCT CETeBOro UHTepderca
Ons BUpTyarnbHbIX ycTponcTB VMware n KOMNOHEHTOB MHAPACTPYKTYPbl Kak yCNyrn B COOTBETCTBUM C
OeNCTBYOLWMMN NpaBunamu 6e30nacHoCTy.

B aTy rmaBy BXoasT crnieayoLlime TemMbl:
= HacTponka napameTpoB cetu ansa yctponcts VMware
®m  HacTpoWka napamMeTpoB CeTU AN y3ra UHPPACTPYKTYpbl Kak ycryru

= HacTponka nopToB 1 NPOTOKOSIOB

Hactpoiika napameTpoB cetu s ycrporicte VMware

YTtobbl 06ecneunTb Ha y3nax BUpTyansHoro yctponctea VMware 06MeH TOMbKO BaXXHbIMWU AaHHBIMU 1
TONbKO C Haanexatluen 3awmTomn, NPoBEPLTE Y OTKOPPEKTUPYNTE HACTPOMKN CETEBOIO OOMEHa AaHHbIMU
Ons 9TUX y3roB.

lMpoBepbTe HacTponkn IP-npotokona cetn ans ysnos VMware n HacTponTe napameTpbl CETU B
COOTBETCTBUM C NpaBunamu 6esonacHocTn. OTKMIOYMTE BCE MPOTOKOMLI 0OMEHa BTOPOCTENEHHBIMM
OaHHBbIMN.

3aKpbITHE MOJIB30BATENSIM JOCTYIA K YIIPABICHUIO CETEBBIMU UHTEpdericaMu

PeKomeH,qyemﬂ OCTaBUTb NOJ1b30BATENAM TOJIBKO T€ pa3pelleHna CUCTeMbl, KOTOPbIe UM Heobxoanmbl,
4YTOObI BbIMONHATL pa60qme 00s13aHHOCTY Ha KOMMNbHOTEPax y3rioB yCTpOVICTBa VMware.

PaspelueHne y4eTHbIM 3anncsam norb3oBaTernen ¢ npaBaMu ynpaenaTb CETEBLIMU MHTEpdENCaMN MOXET
npuBecTy K 06xoay MexaHn3MoB 6e30MacHOCTU CeTV Unm oTkasy B obcnyxusaHun. OrpaHnyste
BO3MOXHOCTb U3MEHATb NapameTpbl CETEBOro MHTepdenca Ang nonb3osartenen ¢ npasamu.

IIpouenypa
1. BbinonHuTe criegyroLLyo KOMaHdy Ha Kaxaom KomnbloTepe y3na yctponctsa VMware.
# grep —i 'AUSERCONTROL=' /etc/sysconfig/network/ifcfg#*

2. Ybeputechb, Y4TO KaXOoMy MHTEpdency npnuceoeHo 3HadveHre NO.
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Hacrpoiika pazmepa odepeny HeBbITOTHEHHOH paboTel TCP

UTto6bl 06ecneunTb HEKOTOPbIV YPOBEHb 3aLUUThI OT atak 3NoyMbILLIIEHHUKOB, HACTPOWTE pasmep
ovepenm HeBbINoHEHHOM paboTbl TCP no ymonyaHuio Ha KoMnbloTepax y3roB ycTporctea VMware.

3apanTe pasmepaM ovepenert HEBbIMONTHEHHOW paboThl MpaBUbHOE 3HaYeHNE pa3mepa No yMornyaHuio,
4YTOObI CMAMYUTBL MOCMNEACTBMSA aTak TUMNa «oTKas B 006CNy>KMBaHMUMY, ocyLecTBnsemblx no TCP.
PekomeHaoBaHHbIM napameTp no ymondaxHuto — 1280.
IIpouenypa
1. BbInonHuTe CcrieqyoLLlyo KOMaHay Ha Kakaom KoMnbioTepe y3na yctponctea VMware.

# cat /proc/sys/net/ipv4/tcp_max_syn_backlog
2. OrtkponTte chann /etc/sysctl.conf B TEKCTOBOM pedakTope.

3. BapanTte pasmep ovepenm HeBbIMOMHEHHOW paboTbl TCP no ymonyaxuio, fobasue B doain
CrneayoLLyHo 3anuch.

net.ipv4.tcp_max_syn_backlog=1280

4. CoxpaHuTe U3MEHEHWs 1 3aKpounTe charin.

Otkinonenue sxo-3anpocoB ICMPV4 nis mony4eHus MUpOKOBEIIATEIBHOTO
anpeca

B uensx 6e3onacHoCT peKoOMeHAYETCsl HAaCTPOUTb Ha y3nax ycTponctea VMware urHopupoBaHue axo-
3anpocoB LuMpokKoBeLlatensHoro agpeca ICMP.

OTBeThI Ha 3X0-3anpPochl BELLAHWS MO NPOTOKOITY MEXCETEBbIX YNpaBnsatoLwmx coobleHui (Internet
Control Message Protocol, ICMP) npegoctaBnsitoT BEKTOP AJ1S1 paCLUMPEHUS 3NOHAMEPEHHBLIX AEACTBUN U
crnocobCTBYET OnpefeneHnto TONornorMm ceTu Bpe4oHOCHbIMI areHTamu. HacTporB Ha yanax ycTponcTBa
UrHopmpoBaHue axo-3anpocoB ICMPV4, MOXHO 3aWUTUTBCS OT MOAOOHbIX Yrpoa.

IIpouenypa

1. BbinonHute komaHay # cat /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts Ha y3nax
BUpTYyanbHoro yctponctea VMware, 4ToObl NPOBEPUTHL OTKITOHSAKOTCS M HA HUX 3X0-3anpocChl
LunMpokoBeLLatensHoro agpeca IPv4.

Ecnuv ons y3anoB HacTpOeHO OTKIOHEeHNe nepeHanpasneHun IPv4, komanga BepHeT 3HaveHne 0 ons
napametpa /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts.

2. Ecnu HeobxoaMMo HacTpOUTb Ha y3re BUPTyarbHOro YCTPOMCTBA OTKITOHEHUE 3X0-3arnpoCoB
LwmpokoBeLlaTensHoro agpeca ICMPv4, oTkporite dpan /etc/sysctl.conf B TEKCTOBOM peaakTope
Ha y3ne Windows.

3. Hanpgute Takyt 3anuck: net.ipv4.icmp_echo_ignore_broadcasts=0 . Ecnu ykaszaHHOM 3anucu
HEeT UKW ANg Hee He YCTaHOBMEHO HyneBoe 3HaveHue, 4obaBbTe 3Ty 3anuUcb UM U3MEHNUTE ee
3Ha4yeHne COOTBETCTBYHOLLMM 0Opa3om.
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4. CoxpaHuTe U3MEeHeHUs U 3aKpounTe charin.

Orximouenne texuuku IPv4 Proxy ARP

[na n3bexaHns HepaspeLleHHOoM Nepedayn nHpopmaumm cnegyert OTKNIOYUTb TexHUKY IPv4 Proxy ARP
Ha y3nax yctpornctea VMware, ecnv He NnpeaycMOTPeHbl MHble TpeboBaHus.

TexHuka IPv4 Proxy ARP nossonsieT cucteme oTnpaBnaTb OTBEThl Ha 3anpockl ARP B ogHOM
UHTepdence oT MMEHN y3NoB, NOAKITHOYEHHbIX K APYroMy nHTepdency. Ecnv ata TexHMKa He HyXHa,
OTKM4YMTE ee, YToObl NPegoTBPaTUTL YTEYKY aApecHON nHdopMaLMmn Npu nepegade AaHHbIX MexXay
NOAKMIOYEHHBIMU CEFMEHTaMU CETU.

IIpouenypa

1. BbinonHute komaHay # grep [01] /proc/sys/net/ipv4/conf/*/proxy_arp|egrep "default|
all" Ha y3nax BupTyanbHoro yctpoictea VMware, 4tobbl NPOBEPUTL, OTKITHOYEHA MM HA HUX TEXHMKA
IPv4 Proxy ARP.

Ecnu Ha yanax oTkntoveHa TexHuka IPv6 Proxy ARP, komaHaa BepHeT 3HaveHue 0.

/proc/sys/net/ipv4/conf/all/proxy_arp:0
/proc/sys/net/ipv4/conf/default/proxy_arp:0
Ecnu y3nbl HacTpoeHbl NpaBUilbHO, HAKAKUX APYrMx AeACTBUI He TpebyeTcs.

2. Ecnu Heobxogmmo HacTpouTb TexHuKy IPv6 Proxy ARP Ha y3nax, OTKponTe B TEKCTOBOM pedakTtope
dann /etc/sysctl.conf.

3. [poBepbTe ykasaHHble ganee 3anvcu.

net.ipv4.conf.default.proxy_arp=0
net.ipv4.conf.all.proxy_arp=0

Ecnn 3anncen HET unu ans HUX He YCTaHOBI1EHbIl HyJ1eBble 3HAa4YeHU4, nobaBbTe 3TW 3anNUCK UK
N3MEHNTE UX 3Ha4eHUA COOTBETCTBYHOLLNM o6pa30M.

4. CoxpaHuTe BHECEHHbIE N3BMEHEHWS U 3aKpOWTe charin.

OTtkioneHue coobmennii o nepenanpasicauun ICMP IPv4

B uensix 6e3onacHOCTN peKOMEHAYETCS1 HACTPOUTL Ha Yy3rax BUMpTyanbHoro yctpornctea VMware
OTKINOHeHMe coobLueHnin o nepeHanpasneHn ICMP IPv4.

C nomoLbto coobLieHni o nepeHanpaenernn ICMP mapLipyTnsaTopbl COOGLLAKOT y3riaM O Hanmunm
Dornee kpaTKoro MapLupyTa K To4ke HasHadeHusl. 310yMbILLNIEHHUKM MOTYT UCMOMNb30BaTh Takue
coobLLEeHnsa s atak nocpeaHnka (atakm «3royMbILLNEHHUK B cepenmHey). CoobLLEeHMSs B TakUX Cry4dasix
BHOCST U3MEHeHUs1 B Tabnuly MapLUpyToB y3ra 6e3 kakoi-nmbo npoBepku. HacTpoiite B cBoeW cucteme
UrHOPMPOBaHUE TaKUX COOBLLIEHUIA, €CMU B HUX HET HEOOXOAMMOCTH.
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IIpouenypa

1.

BeinonHute KomaHay # grep [01] /proc/sys/net/ipv4/conf/*/accept_redirects|egrep
"default|all" Ha y3nax yctponctea VMware, 4ToGbl NPOBEPUTL, OTKIOHAKOTCA SN Ha HUX
coobLeHus o nepeHanpaeneHun IPv4.

Ecnv ons y3noB HaCTPOEHO OTKITOHEeHNe nepeHanpasneHun IPv4, pesynstat komMaHabl OyoeT Takum:
/proc/sys/net/ipv4/conf/all/accept_reidrects:0
/proc/sys/net/ipv4/conf/default/accept_redirects:0

Ecnun HeobxoaMMo HacTpouTb Ha y3ne BUPTYarnbHOrO YCTPONCTBA OTKITIOHEHUE COOOLLEHWI O
nepeHanpaeneHum IPv4, oTKpoliTe B TEKCTOBOM peaaktope dann /etc/sysctl.conf.

MpoBepbTe 3Ha4YeHMs1 CTPOK, KOTOpble Ha4MHalTesA ¢ net.ipv4.conf
Ecnu ykasaHHbIX ganee 3anvcei HeT Unu Ans HUX He YCTaHOBMEHbI HyrneBble 3HadYeHus, nobaskte

9Tn 3anncum B cbau?m UInn N3AMeHNnTe X 3Ha4eHnAa CooTBeTCTBYHOLLMM o6pa30M.

net.ipv4.conf.all.accept_redirects=0
net.ipv4.conf.default.accept_redirects=0

4. CoxpaHuTe BHECEHHbIE U3MEHEHWS U 3aKpouTe harin.

Otknonenne ICMP-coobmiennii o nepenanpasienuu |Pv6

PekomeHayeTcs ybeouTcs, 4TO KOMMbIOTEPLI Y3M0B BUPTYyanbHoro yctponctea VMware otknoHsitot ICMP-

coobLeHunsa o nepeHanpasneHun IPv6.

C nomoLbto cooblueHuit o nepeHanpasneHn ICMP mapLupyTusaTopbl COoGLLA0T y3nam O Hanm4um

bornee kpaTKoro MapLupyTa k To4ke HasHadeHusl. 3royMblLINIEHHUKM MOTYT UCMONb30BaTh Takue

COO00LLIeHMs1 ANs aTak NocpefHMKa (aTaku «3M0yMbILLNEHHVK B cepeanHey). COooBLLEHUSI B TaKMX CIyYasx
BHOCAT M3MeHeHWs B Tabnumuy MapLupyToB y3na 6e3 kakon-nmbo nposepkn. Ybegutech, 4To
ucnonb3yemMasi CUCTEMa HaCTPOEHa UTHOPUPOBATL WX, ECMN OHW HE HYXHbl AN ApYryX Lenen.

IIpouenypa

1.

3anyctute kKomaHay # grep [01] /proc/sys/net/ipv6/conf/*/accept_redirects|egrep
"default|all" Ha KOMnNblOTEpPaX y3noB BUpTyanbHoro yctporictea VMware, 4tobbl ybeanTtbes, 4To
OHW OTKMOHSIOT Co00LLEeHNs1 0 nepeHanpasneHum |IPv6

Ecnn KOMMNbIOTEPDLI Y3IT0B HACTPOEHbI OTKITOHATb NepeHanpaBrneHna IPv6, aTa komaHaa BO3BpaLlaeT
cnepgyrwoulee coobLeHue:

/proc/sys/net/ipv6/conf/all/accept_redirects:0
/proc/sys/net/ipv6/conf/default/accept_redirects:0

YTo6bl HACTPOUTL KOMMbBIOTEPLI Y3M0B BUPTYarlbHOIO YCTPOWCTBA HAa OTKIIOHEHME COOOLLEHNI O
nepeHanpasneHuun IPv4, otkponTte cann /etc/sysctl.conf B TeKCTOBOM peaakTope.
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3. [MpoBepbTe 3Ha4YEHNs CTPOK, KOTOPbIE HaYMHaKOTCS € net.ipv6.conf

Ecnu 3HaveHns ons crnegyoLwmx 3anvMcer B AaHHOM 06nacTy He YyCTaHOBMEHbI Ha HOIMb UK 3anucu
He cylLecTBYIoT, obaBbTe NX B 9TOT paiin unm obHOBUTE CYLLECTBYIOLLME 3annUch Haanexallumm
obpaszom.

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0

4. CoxpaHuTe N3MeHeHWs 1 3akpouTe anin.

Peructpanus nakeros Martian IPv4

PekomeHayeTcsa ybeanTbCa, YTO KOMMbIOTEPHI Y3I0B BUPTYanbHOro ycrporctea VMware 3anvcbeiBatoT B
XypHan naketbl Martian 1Pv4.

MakeTbl Martian cogepxat agpeca, KOTopble U3BECTHbI CUCTEME KaK HeQeNCTBUTENbHbIe. HacTporite
KOMMbHOTEPDI Y3M0B Ha 3annCb 3TUX COOBLLIEHUIA, YTOObI UMETb BO3MOXHOCTb ONPEAEnsiTb HEMpaBUsbHbIe
KOHCpUrypaLmm unm TekyLmne aTaku.

IIpouenypa

1. BbinonHute KomaHay # grep [01] /proc/sys/net/ipv4/conf/*/log_martians|egrep
"default|all" Ha komnbloTepax y3noBs yctponctea VMware, 4Tobbl yOeamTbes, YTo OHU
3anucblBatloT B XXypHan naketbl Martian IPv4.

Ecnn BUpTYyaribHble MalLUWHbl HACTPOEHbI Ha 3anncChb B XXypHall NakeToB Martian, oHun BO3BpaLlarT

cnegytoulee coobuieHune:

/proc/sys/net/ipv4/conf/all/log_martians:1
/proc/sys/net/ipv4/default/log_martians:1

Ecnu y3nbl HacTpoeHbl MpaBUIbHO, HUKaKMX APYrUX OEWCTBUI He TpebyeTcs.

2. Ecnu HeobxooMMo HacTpOUTb BUMPTYaribHble MallUHbI HA 3annch B XXypHan naketos martian 1Pv4,
oTKponTe hann /etc/sysctl.conf B TEKCTOBOM pefakrope.

3. [MpoBepbTe 3Ha4YEHUs CTPOK, KOTOPbIE Ha4YMHAKOTCS € het.ipv4. conf.

Ecnu 3HaueHne onsa cnegyoLwmx 3anmcen He YCTaHoBMNEHbl Ha 1 N OHW He CYLLIECTBYHOT, fobaBbTe
MX B 3TOT dpavin nnv oGHOBUTE CYLLECTBYHOLLME 3anMcK Haanexawmm oopasom.

net.ipv4.conf.all.log_martians=1
net.ipv4.conf.default.log_martians=1

4. CoxpaHuTe U3MeHeHus 1 3akpouTe anin.

®wunprpanus oopatHoro Tpakra |IPv4

B Lenax 6esonacHOCTV pekOMEHAYETCS HAaCTPOUTb Ha yanax ycTpoicTea VMware dounstpaumto
obpaTHoro TpakTta IPv4.
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dunbrpauusa obpatHoro TpakTa obecnedmBaeT 3aWmUTy OT JIOXKHBIX agpPEeCOB UCTOYHMKOB 3a CHET TOrO, YTO
cucTema UrHOpUpYeT NakeTbl C agpecamMmm UCTOYHUKA, KOTOPbIE HE UMEHOT MapLLpyTa UM MapLipyT
KOTOpbIX HE YKa3blBaeT Ha MCXOOHbIN UHTepdenc. HactpownTe yanbl Tak, 4Tobbl unstpaums obpaTHoro
TpakTa Ha HMX UCMNOonb3oBanack BCEraa, Koraa 3To BO3MOXHO. B HEKOTOpbIX cry4vasix, B 3aBUCUMOCTU OT
ponu cucTeMbl, PUNLTpPaLmst 0bpaTHOro TpakTa MOXET NPUBECTU K UITHOPUPOBaHUIO 4OMYCTUMOTO
Tpaduka. Ecnn obHapyxuTca nogobHas npobrnema, nonpobynTe yCTAaHOBUTL MEHEE XXECTKUI PEXUM UIn
OTKM4YMTE unbTpauuo obpaTHoro TpakTa.

IIpouenypa

1. BebinonHute komaHay # grep [01] /proc/sys/net/ipv4/conf/*/rp_filter|egrep "default|
all" Ha ysnax BupTyanbHoro yctpornictea VMware, 4YToObl NPOBEPUTL UCMONb3YETCS M HA HUX
dunsTpaunst obpaTtHoro TpakTa IPv4.

Ecnu Ha BUpTYyanbHbIX MalMHax ncnomnbdyetcsa ounstpaunsa odbpaTHoro Tpakta IPv4, pesynbrar

KOMaHAbl 6y,1:|,eT cnegyrowmm:

/proc/sys/net/ipv4/conf/all/rp_filter:1
/proc/sys/net/ipv4/conf/default/re_filter:1

Ecnu BupTyanbHble MalUWHbI HACTPOEHbI NPaBUNbHO, HUKAKMX APYrMxX OEeNCTBUN He TpebyeTcs.

2. Ecnu Heobxoammo HacTpouTb hunbsTpauuio obpatHoro TpakTta IPv4 Ha yanax, OTKponTe B TEKCTOBOM
penaktope dann /etc/sysctl.conf.

3. [lpoBepbTe 3Ha4YeHUsA CTPOK, KOTOPbIE HaYMHaloTCs € net.ipv4. conf
Ecnu ykasaHHbIX Janee 3anucern HET UK ANst HUX He YCTaHOBIEHO 3HadYeHne 1, gobaBbTe 3Tu

3anucuy B dpaiin nnm U3MeHUTE UX 3Ha4YEHUs] COOTBETCTBYHOLLMM 06pasom.

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1

4. CoxpaHuTe N3MEHeEHWs 1 3aKponTe charin.

Otknonenue nepeaapecanuu IPv4
HacTponTe Ha y3nax yctporctea VMware OTKIoHeHne nepeagpecauuun IPv4.

Ecnu B cucteme HactpoeHa IP-nepefgava v gaHHas cuctema He SIBMSIETCA Ha3HaYeHHbIM
MapLLPyTN3aTOPOM, 310yMbILLIEHHUKM MOTYT UCMONb30BaTh 3TO Ans obxoga cuctembl 6e30nacHOCTM
CeTW, yKkasaB 41 nepefadn faHHbIX NyTb, 06XoaLmin ounsTpaLmio Ha CETEBLIX YCTPOMCTBAX.
HacTtpoliTe Ha y3nax BUpTyanbHOro yCTpoNCTBa OTKITOHEHME nepeagpecaumm IPv4, yTobbl 3alnTUTLCS
OT Nogo6BHON yrpo3bl.
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IIpouenypa

1.

BbinonHute komaHay # cat /proc/sys/net/ipv4/ip_forward Ha y3nax yctponctea VMware,
4YTOObI MPOBEPUTb, OTKIMOHSAETCS NN HA HUX Nepeaapecauus IPv4.

Ecnu ons y3anoB HacTpoeHo OTKIoHeHue nepeagpecaunn IPv4, komaHaa BepHeT 3HadeHue 0 ans
napametpa /proc/sys/net/ipv4/ip_forward. Ecnv BupTyanbHble MallMHbl HACTPOEHbI
NpaBuUibHO, HUKAKNX OPYrnx OENCTBUN He TpebyeTcs.

Ecnv Heobxoanmo HacCTpPOUTL Ha y3ne BUPTYyanbHOrO YCTPOWUCTBA OTKIOHEHME nepeagpecauun IPv4,
OTKPOWNTE B TEKCTOBOM pefaktope gann /etc/sysctl.conf.

HanguTe Takyto 3anuck: net.ipv4.ip_forward=0. Ecnvn ykazaHHOWM 3anvcy HET UNn ONis Hee He
YCTaHOBIEHO HyrneBoe 3HavYeHne, AobaBbTe 3Ty 3anucb UM U3MEHUTE €€ 3HAYEHNE
COOTBETCTBYOLLMM 06pa3om.

CoxpaHuTe 3MEeHEHUS 1 3aKponTe doain.

Otkionenue nepeaapecaruu |IPv6

B uenax 6e3onacHOCTV pekoMeHAYETCA HAaCTPOUTL Ha y3rnax ycTponcTtea VMware OTKnoHeHve
nepeagpecauum IPv6.

Ecnn B cucteme HacCcTpoeHa IP-nepep,aqa N AaHHaaA cuctemMa He ABNAEeTCA Ha3Ha4YeHHbIM

MapLUpyTU3aTOPOM, 3M0YMbILLIIEHHVKM MOTYT UCMOMNb30BaTh 3TO Ans o6xoaa cuctembl 6e3onacHoCcTH

ceTu, ykasaB Ans nepegayv AaHHbIX NyTb, 06X0AAWNIA OUNbTPaLIMIO HA CETEBBLIX YCTPOMCTBAX.

HacTtponTe Ha y3nax BUpTyanbHOro yCTponcTea OTKIOHEHWe nepeagpecaumm IPv6, 4Tobbl 3almnTnThCA
OT Nogo6HOM yrpo3sbl.

IIpouenypa

1.

BeinonHute komaHay # grep [01] /proc/sys/net/ipv6/conf/*/forwarding]|egrep
"default|all" Ha VMware ysnax ycTponcTea, YTOObl NPOBEPUTb, OTKIOHAETCH NN Ha HUX
nepeagpecauus IPv6.

Ecnun ans ysnoB HacTpoeHo OTKIOHeHWe nepeadpecauun IPv6, pesynbtat komaHabl 6yoeT Takum:

/proc/sys/net/ipv6/conf/all/forwarding:0
/proc/sys/net/ipv6/conf/default/forwarding:0

Ecnu y3nbl HacTpoeHbl NpaBuIbHO, HUKaKWX APYruX AEWCTBUI He TpebyeTcs.

Ecnu Heobxoanmo HaCTpouUTb Ha y3ne OoTKNoHeHue nepeagpecaunn IPv6, oTkponTe B TEKCTOBOM
penaktope gann /etc/sysctl.conf.

MpoBepbTe 3Ha4YeHMs1 CTPOK, KOTOPbIe Ha4YMHalTCsA ¢ net.ipv6.conf
Ecnu ykasaHHbIX Janee 3anvcei HeT Unu Assl HUX He YCTaHOBMEeHbI HyrieBble 3HayYeHus, fobaBbTe

3Th 3anncun Nim N3MeHUTe X 3Ha4eHnA COOTBETCTBYHOLLUM 06pa30M.

net.ipv6.conf.all.accept_redirects=0
net.ipv6.conf.default.accept_redirects=0
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4. CoxpaHuTe BHECEHHbIE N3BMEHEHWS U 3aKponTe charin.

Hcnons3zosanue Syncookies TCP IPv4
Y6eautechb, UTO KOMMbIOTEPDI y3na ycTponcte VMware ncnonb3ytot Syncookies TCP IPv4.

CuHxpoHHas ataka TCP MOXeT NpuBeECTM K 0TKasy B 00CNyXnBaHUM NyTeM 3anonHeHust Tabnuupl TCP-
coeanHeHun cucteMbl coegmHeHnsammn B coctoaHnm SYN _RCVD. TexHonormns Syncookies
npeaoTBpaLLaeT oTcrnexvBaHne coegnHeHnst 4o nonyyeHus nocnegyroitero ACK, nposepsisi, 4To
WHMLMATOP MbITAETCH BbINOMHUTL AOMYCTUMOE NOAKMYEHNE U He SBNSieTCsl UCToYHMKOM Flood-aTtaku.
OTa TexHonorusi He paboTaeT NOMHOCTLIO COBMECTUMbLIM CO cTaHZapTamu cnocobom. OH akTUBMpyeTcs
TonbKo nMpu ycrioeumn Flood-ataku, a Takke No3BOMSET 3aWMTUTb CUCTEMY, MpodomKkas obcnyxunsatb
[onycTuMble 3anpochl.

IIpouenypa

1. 3anyctute kKomangy # cat /proc/sys/net/ipv4/tcp_syncookies Ha KoMnbloTEpaxX y3na
yctporictB VMware, 4tobbl y6eanTbes, 4To OHM ucnonbaytoT Syncookies TCP IPv4.

Ecnn komnbloTepbl y3na HaCcTpoeHbl Ha 3anpeT nepeHanpasneHus IPv4, aTa komaHga BepHeT
3HadeHue 1 ansa /proc/sys/net/ipv4/tcp_syncookies. Ecnv BupTyanbHble MalLUWHbl HACTPOEHDI
NpaBubHO, HUKAKUX APYrMX AeNCTBUIA He TpebyeTcs.

2. YT0ObI HAaCTPOUTL BMPTYaribHOE YCTPOMCTBO Ha ucnomnb3oBaHue Syncookies TCP IPv4,
oTKpomnTe /etc/sysctl.conf B TEKCTOBOM pedaktope.
3. Hangute Takyto 3anuck: net.ipv4.tcp_syncookies=1.

Ecnn gns aton 3anncu B HAaCTOSLWMIA MOMEHT He YCTaHOBIIE€HO 3Ha4YeHne eanHnubl Unn ecrim oOHa He
CyLLeCTBYET, nobaBbTe 3anucb UK U3MeHUTe CyLLEeCTBYHOLLYH 3anmcb COOTBETCTBEHHO.

4. CoxpaHuTe BHECEHHbIE U3MEHEHNS 1 3akpowTe hann.

OTkioHEeHUE 00BsABICHNUI MapmpyTH3aropa |Pv6

Hactpovite ans yanos VMware oTkIoHeHMe 00bsBNEHMIN MapLupyTu3aTopa 1 nepeHanpaenexHun ICMP,
ecnu Takne ob6bABNEHMS U NepeHanpaseHns He TpebytoTcsa Ans paboTbl CUCTEMBI.

MpoTtokon IPv6 no3BonsieT cuctemam HacTpamBaTb CETEBLIE YCTPOMCTBA NOCPELACTBOM aBTOMATUYECKOIO
npuMeHeHnst nHdopmaumm u3 cetn. C ToYKM 3peHust 6e30nacHOCTM HacTpoKKa BaXKHbIX AaHHbIX
KOHUrypauumn Bpy4YHyto siBrisietcs 6onee HageXxHbIM METOLOM MO CPaBHEHUIO C MPUEMOM AaHHbIX U3
ceTn 6e3 Hagnexawmx NpoBepPOK.
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IIpouenypa

1. BebinonHute komaHay # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra|egrep "default|
all" Ha y3nax yctponctBa VMware, 4ToObl MPOBEPUTL, OTKITOHAKTCA NN HA HUX OOBbABIEHUS
MapLupyTmnsartopa.

Ecnv ans yanoB HacTpOEHO OTKITOHEHUE 06bsABNEHMI MapLpyTusartopa IPv6, komanga BepHeT

3Ha4veHue 0.

/proc/sys/net/ipv6/conf/all/accept_ra:0
/proc/sys/net/ipv6/conf/default/accept_ra:0
Ecnu y3nbl HaCTpoeHbl NpaBuibHO, HUKaKNX APYrnxX OeVCTBUA He TpebyeTcs.

2. Ecnu HeobXxoaMMo HacTpOUTb OTKIOHEHWE 06bsABNEHNI MapLupyTusaTopa IPv6 Ha yanax, oTkpoinTe B
TEKCTOBOM pepakTtope ¢hann /etc/sysctl.conf.

3. [MpoBepbTe ykasaHHble ganee 3anucu.

net.ipv6.conf.all.accept_ra=0
net.ipv6.conf.default.accept_ra=0

Ecnu 3anucert HET UNK AnNs HUX He YCTAHOBIEHbI HYNEBbIE 3HAYeHUs, [obaBLTE 3TW 3anUcK Unu
N3MEHUTE MX 3HAYEHMSI COOTBETCTBYHOLLMM 0Opa3oMm.

4. CoxpaHuTe BHECEHHbIE N3BMEHEHWS U 3aKponTe charin.

OTkJI0HEHUE BBI30BOB MapipyTtusaropa |IPv6

B uensix 6e3onacHOCTN peKOMEHAYETCSl HACTPOUTL Ha y3rnax ycTponctea VMware OTKNOHEHME BbI3OBOB
MapLpyTusatopa IPv6, ecrnv nHoe He Tpebyetca ansa paboTbl CMCTEMBI.

lMapamMeTp BbI30BOB MapLUpyTM3aTopa onpeaenseT, CKOMbKO TakMX BbI30BOB OTMNPABIISAETCS Npu
nonyyeHun nHtepdenca. Ecnu HasHavalTcsa cTaTtuydeckme agpeca, B OTnpaBke BbI30BOB HET
HeobxoaMMOCTH.

IIpouenypa

1. BebinonHute komaHay # grep [01] /proc/sys/net/ipv6/conf/*/router_solicitations|
egrep "default|all" Ha y3nax yctponcrtea VMware, 4To6bl NPOBEPUTL, OTKIOHAKTCS NN HA HUX
BbI30Bbl MapLupyTusartopa IPv6.

Ecnu ang y3anoB HacTPoOeHO OTKIOHeHMe 06bsaBNeHMn mapLupyTusatopa IPv6, pesynsrat komaHabl

Oynet Takum:

/proc/sys/net/ipv6/conf/all/router_solicitations:0
/proc/sys/net/ipv6/conf/default/router_solicitations:0

Ecnu yanbl HacTpoeHbl NpaBuIbHO, HUKaKMX APYrux AeWCTBUi He TpebyeTcs.

2. Ecnu HeobxoaMmMo HaCcTpOUTb OTKITOHEHME BbI30BOB MapLupyTm3aTopa IPv6 Ha y3anax, oTkponTe B
TEKCTOBOM pepakTope dann /etc/sysctl.conf.
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3. I'IpOBepre YKa3aHHble farnee 3anucu.

net.ipv6.conf.all.router_solicitations=0
net.ipv6.conf.default.router_solicitations=0

Ecnu 3anuceii HET UnNK Ans HAX He YCTAHOBIEHbI HYNEBbIE 3HAYeHUs], [obaBLTE 3TW 3anUCK Unu
N3MEHUTE UX 3HAYEHMSI COOTBETCTBYHOLLMM 0Opa3oMm.

4. CoxpaHuTe N3MEHEHUS N 3aKponTe dann.

OTki0HEeHUe npennouTeHus Mapupyrusaropa |Pv6 mpu Be13oBax
MapuipyTusaropa

HacTtponiTte Ha y3nax yctporictBa VMware oTknoHeHne BbI3OBOB MapLupyTusartopa IPv6, ecnv nHoe He
TpebyeTca anst paboTbl CUCTEMBbI.

MapameTp NpegnoYTeHNs MapLUpyT13aTopa npuv Bbl3oBax onpeaenseT NnpeanoyTeHns MapLupytusaropa.
Ecnu HasHavaloTCcsa cTaTuyeckme agpeca, noryyaTb CBeAeHUst O NPEeAnoYTEHUN MapLUpyTM3aTopa npu
Bbl30Bax He TpebyeTcs.

IIpouenypa

1. BbinonHute KomaHay # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_rtr_pref|egrep
"default|all"” Ha y3nax yctporictea VMware, 4ToObl NPOBEPUTb, OTKIOHAIOTCS MW Ha HWX BbI30OBbI
MapLpyTusatopa IPv6.

Ecnun ang y3noB HacTpoeHO OTKIOHeHMe o6bsaBneHnn mapLupytusatopa IPv6, pesynsrat komaHabl

Oyoet Takum:

/proc/sys/net/ipv6/conf/all/accept_ra_rtr_pref:0
/proc/sys/net/ipv6/conf/default/accept_ra_rtr_pref:0

Ecnn Yy3Ibl HaCTPOEHbI NpaBUiibHO, HUKaKNX OPYrnx OEencTBuin He Tpe6yeTc;|.

2. Ecnu HeobxoaMmo HacTpOUTb OTKITOHEHUE BbI30BOB MapLupyTa IPv6 Ha y3nax, OTKpouTe B TEKCTOBOM
penaktope gaunn /etc/sysctl.conf.

3. T[poBepbTe ykaszaHHble Janee 3anucu.

net.ipv6.conf.all.accept_ra_rtr_pref=0
net.ipv6.conf.default.accept_ra_rtr_pref=0

Ecnwn 3anuncen HET unu ans HUX He YCTaHOBIEHbIl HyJleBble 3HAa4YeHU4, nobaBbTe 3TV 3anNUCK UK
N3MEHNTE UX 3Ha4YEeHUA COOTBETCTBYHOLLMNM o6pa30M.

4. CoxpaHuTe BHECEHHbIE N3BMEHEHWS U 3aKponTe dhanin.

Otknmonenue npedukca mapmpyrtusaropa |IPv6

HacTtponite Ha y3nax yctporictBa VMware oTknoHeHue npeduvkca mapupyTtusartopa IPv6, ecnv nHoe He
TpebyeTca anst paboTbl CUCTEMBI.

VMware Inc. 60



PykoBoacTBO no 6e3onacHoii koHurypauum

MapameTp accept_ra_pinfo onpenensieT, NpMHMMAaET N cucTemMa CBefeHusl o npedukce OT
mapLupyTusatopa. Ecnv HasHavaroTcs cTaTuyeckme agpeca, nonyyarb CBeeHns o npedukce
MapLupyTusaTopa He TpebyeTcs.

IIpouenypa

1. BebinonHute komaHay # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_pinfo|egrep
"default|all" Ha y3nax yctporictea VMware, 4ToObl NPOBEPUTb, OTKIOHAIOTCA MW Ha HUX
cBefeHund o npedukce mapLupyTtusatopa IPve.

Ecnv ons yanoB HacTpOeHO OTKITOHEHUE 06bABNEHMI MapLipyTusartopa IPv6, pesynsrat komaHabl

Oyoet Takum:

/proc/sys/net/ipv6/conf/all/accept_ra_pinfo:0
/proc/sys/net/ipv6/conf/default/accept_ra_pinfo:0
Ecnu y3nkbl HACTpoeHbl NpaBuUibHO, HUKAKUX OPYTMX OEWCTBUIA He TpebyeTcs.

2. Ecnu HeobxoaMMo HacTpOoUTb OTKITOHEHUE CBeAeHUI o npedurkce MapwpyTusartopa IPv6 Ha yanax,
OTKPOWNTE B TEKCTOBOM pefaktope gann /etc/sysctl.conf.

3. [MpoBepbTe ykasaHHble ganee 3anucu.

net.ipv6.conf.all.accept_ra_pinfo=0
net.ipv6.conf.default.accept_ra_pinfo=0

Ecnv 3anucert HET UnNK Anst HAX He YCTaHOBIEHbI HYNEBbIE 3HAYeHusl, 4obaBLTe 3TY 3anUcK Unu
N3MEHUTE MX 3HAYEHMSI COOTBETCTBYHOLLMM 0Opa3oMm.

4. CoxpaHuTe U3MEHEHWs U 3aKponTe charin.

OTKIIOHEHUE OTpaHUYEHUH MPBDKKOB B OOBSIBICHUH MapiipyTtu3aropa |Pv6

HacTponTe anga yanoB yctponctea VMware OTKITIOHEHME OrpaHnYeHnin MpbiKKOB MapLupyTusaTopa IPv6,
€CIny Takue orpaHuyeHus He TpebytoTcs.

MapameTp accept_ra_defrtr onpegensiet, NPUHUMAET M CUCTEMA OTPaHUYEHUS MPLRKKOB U3
06bABNEHNA MapLupyTusaTopa. Mpu HyNneBoM 3HaYeHUM NapameTpa MapLIpyTU3aTop HE CMOXET
N3MEHUTb Ballle CTaHOapPTHOE orpaHuyeHne NpbKKoB IPV6 Ans UcXoOsLumx NakeTos.

IIpouenypa

1. BbinonHute komaHay # grep [01] /proc/sys/net/ipv6/conf/*/accept_ra_defrtr|egrep
"default|all" Ha y3nax yctporictea VMware, 4ToObl NPOBEPUTb, OTKIOHAIOTCSA NN HAa HUX
orpaHuMyeHuns NPbPKKOB MapLupyTmnsatopa IPv6.

Ecnun ang y3anoB HaCTPOEHO OTKITOHEHME OrpaHnyYeHuin NPbbKKOB MapLupyTusatopa IPv6, komaHaa
BepHeT 3HaveHue 0.

/proc/sys/net/ipv6/conf/all/accept_ra_defrtr:0
/proc/sys/net/ipv6/conf/default/accept_ra_defrtr:0
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Ecnn Yy3-5bl HACTPOEHbI NpaBUibHO, HUKaKNX OPYrmx OEencTBui He TpeGyeTCﬂ.

Ecnun Heobxoanmo HacCTpPOUTb Ha y3re OTKNOHEHWE OrpaHUYEeHNA MPbRKKOB MapLupyTusartopa IPv6,
OTKPOWNTE B TEKCTOBOM pefaktope dann /etc/sysctl.conf.

I'Iposepre YKa3aHHble farnee 3anucu.

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

Ecnwn 3anncen HeT unu Ona HUX He YCTaHOBJ1EHbI HylneBble 3Ha4YeHus, ﬂ06aBbTe 3TU 3anncun nnun
N3MEHNTE UX 3Ha4YEeHNA COOTBETCTBYHOLLUNM 06p830M.

CoxpaHuTe BHECEHHbIE NBMEHEHUA 1 3aKpOWTE dai.

OTKJIOHEHHE HACTPOCK aBTOMATHYECKOW KOH(UTYpaIui B OObSIBICHUN
mapipyTtusaropa |Pv6

Hactponte ons ysnos yctporctea VMware oTKNOHEHUEe HaCTPOEeK aBTOMaTUYeCKOM KOHurypaumm
mMapLupyTusaTopa IPv6, ecnv Takme HacTponkm He TpebytoTcs.

I'IapameTp autoconf onpenendeT, MOXeT J1n CuctemMma Ha OCHOBaHUN o0bABNEHUN MapLpyTusaTtopa

Ha3Ha4nTb rmobanbHbIV MHOVUBUAYarbHbIN aapec MHTEPdENCy.

IIpouenypa

1.

BeinonHute komangy # grep [01] /proc/sys/net/ipv6/conf/*/autoconf|egrep "default|
all" Ha y3nax yctponctsa VMware, 4ToGbl NPOBEPUTL, OTKITOHAOTCS X HA HUX HACTPONKM
aBToOMaTn4eckomn KoHdurypauum mapipytmnsartopa IPve6.

Ecnn gns y3Nn0B HAaCcTpPpOEHO OTKIMOHEHME HaCTpOoeK aBTOMaTn4eckom KOH(bI/IpraLI,I/IM

MapLpyTusartopa IPv6, komanga BepHeT 3HadveHue 0.

/proc/sys/net/ipv6/conf/all/autoconf:0
/proc/sys/net/ipv6/conf/default/autoconf:0
Ecnu y3nbl HAaCcTpoeHbl NpaBUIbHO, HUKAKUX APYrMX OeNCTBUA He TpebyeTcs.

Ecnn HeobxoamMMo HacTpouTb Ha y3ne OTKITOHEHWE HAaCTPOEK aBTOMAaTMYECKON KOHUrypaumm
MapLpyTmnsartopa IPv6, oTkponTe B TEKCTOBOM pefaktope dann /etc/sysctl. conf.

I'Iposepre YKa3aHHble farnee 3anucu.

net.ipv6.conf.all.autoconf=0
net.ipv6.conf.default.autoconf=0

Ecnun 3anuncen HET unu ans HUX He yCTaHOBIEeHbIl HyIneBble 3Ha4YeHU4, pobGaBbTe 3T 3anncK Unn
N3MEHNTE UX 3Ha4eHUA COOTBETCTBYHOLLNM 06p830M.

CoxpaHunTe BHECEHHbIE N3MEHEHWS 1 3akponTe dhainn.
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OTtkJioHEeHHE BBI30BOB cocena IPv6

Hactponite Ha y3nax yctporictBa VMware oTknoHeHue BbI30BOB cocefa IPv6, ecniv Takvue BbI30BbI HE
TpebytoTcs.

MapameTp dad_transmits onpegensieT, CKOMbKO BbI30BOB coceda AOMKHO OTNPaBnATbLCA Ha OOWH
agpec (mobanbHbin K link-local) npu nonyyeHun nHTepderica ana obecneyeHnst yHMKanbHOCTU JaHHOMo
agpeca B CeTW.

IIpouenypa

1. BbinonHute komaHay # grep [01] /proc/sys/net/ipv6/conf/*/dad_transmits|egrep
"default|all" Ha VMware y3nax ycTpowcTBa, 4TOObl NPOBEPUTb, OTKITOHSAIOTCS MM Ha HWX Bbl30BbI
cocepa IPv6.

Ecnn gns Y3510B HaCTpPpOEHO OTKITOHEHME BblI3OBOB Cocela IPv6, komaHga BEpPHET 3Ha4YeHne 0.

/proc/sys/net/ipv6/conf/all/dad_transmits:0
/proc/sys/net/ipv6/conf/default/dad_transmits:0

Ecnn Yy35bl HACTPOEHbI NpaBUiibHO, HUKaKNX OPYrnx OEencTBUin He Tpe6yeTc;|.

2. Ecnu Heo6xoamMmo HaCcTpOUTb Ha y3rne OTKITOHEeHUe BbI30BOB cocefa IPv6, OTKpoKiTe B TEKCTOBOM
penaktope gaunn /etc/sysctl.conf.

3. T[poBepbTe ykaszaHHble Janee 3anmcu.

net.ipv6.conf.all.dad_transmits=0
net.ipv6.conf.default.dad_transmits=0

Ecnn 3anncen HET unu ans HUX He YCTaHOBIEHbIl HyIeBble 3Ha4YeHU4, nobaBbTe 3TV 3anNUCK UK
N3MEHNTE UX 3Ha4EeHUA COOTBETCTBYHOLLMNM 06pa30M.

4. CoxpaHuTe BHECEHHbIE N3BMEHEHWS U 3aKponTe charin.

OrpannueHre MaKCUMaJbLHOTO KojmdecTBa ajapecos |Pv6

Y6eauTech, YTO KOMMbIOTEPHI Y3M0B ycTponcTBa VMware orpaHnyYnBaloT napaMeTp MakCMMarbHOro
konunyecTtBa agpecos IPv6 0o MvuHMMyma, Heobxoammoro Anst paboTbl CUCTEMBI.

MapameTp MakcumanbHOro KonnyecTsa agpecos |IPv6 onpegenseT Konmy4ecTso rmobanbHbIX
ofHoaapecHblx agpecos IPv6, 4OCTYNHbIX Ans Kaxgoro nHtepdenca. Konmyectso no ymonyaHuio — 16
agpecoBs, HO HEOBXOAMMO 3a4aTb TOYHOE KOMMYECTBO CTaTUYECKM HACTPOEHHbIX robanbHbIX agpecos,
HeobxoAnMbIX ANs UCNOMb3yEMON CUCTEMBI.
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IIpouenypa

1. BebinonHute komaHay # grep [1] /proc/sys/net/ipv6/conf/*/max_addresses|egrep
"default|all" Ha KomnbloTepax y3nos ycTponcTtea VMware, 4Tobbl y6eanTbCs, YTO OHU
Haanexalmm obpa3omM orpaHMYMBalOT MakCMarbHOE KOnM4ecTBo agpecos IPve.

Ecnn komnbloTepbl Y3110B HACTPOEHbI Ha OrpaHNYeHe MakcMmMmarbHOro KonnyecTtsa agpecos IPv6,

3Ta KOMaHOa BepHeT 3HadeHus 1.

/proc/sys/net/ipv6/conf/all/max_addresses:1
/proc/sys/net/ipv6/conf/default/max_addresses:1

Ecnu y3nbl HaCTpoeHbl NpaBuibHO, HUKaKNX APYrnxX OeVCTBUA He TpebyeTcs.

2. Ecnv HeobxoaMMo HaCcTPOUTbL MakcMMaribHoe KoNmM4YecTBo agpecos IPv6 Ha kommboTepax y3nos,
oTKpouTe hann /etc/sysctl.conf B TEKCTOBOM peaakTope.

3. [poBepbTe yKkasaHHble ganee 3anucu.

net.ipv6.conf.all.max_addresses=1
net.ipv6.conf.default.max_addresses=1

Ecnu 3anucuy He CyLLEeCTBYIOT UMK KX 3HAYEHNUS He paBHbl 1, fo6GaBbTe Takve 3anucy unu obHoBKTE
Haznexalim o6pa3oM CyLLecTByOLME 3annCu.

4. CoxpaHuTe BHECEHHbIE N3BMEHEHWS U 3aKponTe charin.

Hactpoiika mapameTpoB ceTH sl y3J1a HUHPPaCTPyKTypbl KaK yCIyru

B uensx 6e3onacHoCT! peKoMeHAYETCS HAaCTPOUTbL NapaMeTpbl obMeHa JaHHLIMU B CETU Ha y3ne
KOMMOHEHTA MHpaCTPYKTypbl Kak ycryrn VMware B COOTBETCTBUM C TPEOOBAHUSMN N MHCTPYKLUMSAMUA
VMware.

YTto6bl ob6ecneuntb nogaepxky Bcex dpyHkumi vRealize Automation ¢ Hagnexaiumm ypoBHeEM
©e30nacHOCTW, HAaCTPONTE KOHUIypaLMIo CETU A1 y3na MHPaACTPYKTYpbl Kak yCriyru.

Cwm. pasgen 3awwmta KOMMOHEHTa MHAPACTPYKTYPbl Kak YCRyru.

Hacrtporika mopToB 1 mpOTOKOJIOB

PekomeHayeTcs HACTPOWTb NOPTbI M NPOTOKOSbI AMsi BCEX YCTPONCTB U KOMMOHEHTOB
vRealize Automation B cooTBeTcTBMM € pykoBoacTBamn VMware.

HacTponTe Bxogsume v ncxogsiime noptbl 49 KOMNoHeHToB VRealize Automation B cooTBeTCTBUM C
TpeboBaHNAMU K paboTe KPUTUYECKN BaXKHbIX KOMMOHEHTOB CUCTEMbI B NPOWU3BOACTBEHHOW Cpeae.
OTKITHOYNTE BCE HEHYXKHbIE MOPThI M NPOTOKONbl. CM. AOKYMEHT OmarioHHas apxumekmypa vRealize
Automation.
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[Tonp30Barenbeckue NOPTHI

B uensx 6e3onacHocT HacTpoviTe nonb3oBaTenbckme nopTel VRealize Automation B cooTBeTcTBMM C
MHCTpyKunamm VMware.

Heobxogumbie NopTbl AOJKHbI ObITb OOCTYMNHbI TOJIbKO Yepe3 3aluLLIEeHHYH CeTb.

CEPBEP NOPThHI

YctpowicTBo VRealize Automation 443, 8443

[TopThl, HEOOXOAMMBIE aIMUHUCTPATOPY

B uensx 6e3onacHoCT! pekoMeHAYeTCa HacTpOUTb NOpThl agMuHucTpaTopa vVRealize Automation B
COOTBETCTBUM C MHCTPYKUumMsamu VMware.

Heo6xop.v|Mb|e NopTbl AOJTKHbI ObITb OOCTYMNHbI TOJIbKO Yepes 3alULLIEeHHYH CeTb.

CEPBEP NOPThHI

CepBsep VRealize Application Services 5480

[Topte yerpoiictBa VRealize Automation

B uensx obecneyeHns 6e30nacHOCTN PEKOMEHAYETCSA HACTPOUTL BXOASLLME U UCXOOSALME MOPThI A5
Yctponcteo VRealize Automation B cootBetcTBUM € MHCTPYKUMamn VMware.

Bxogsmue noptet

HacTpolite MnHumansHoe HeobxoanmMoe KOnMYeCTBO BXOAALLMX NOPTOB ANns YcTponcTeo VRealize
Automation. HacTtpoiTe gononHuTenbHble NOPThI, €CNN 3TO HEOBXOANMO ANst KOHbUrypaLumm BaLlen
CUCTEMBI.

Tabmuna 8-1. MuHuMmabpHOE 0053aTelTbHOE KOINYECTBO BXOMASIIMX IOPTOB

noPT NPOTOKON KOMMEHTAPUU

443 TCP Hoctyn k BeIdoBam API 1 koHconu vRealize Automation

8443 TCP Mpoken koHconm (VMRC).

5480 TCP HocTyn k Be6-koHCONM ynpasneHnst BUpTyarnbHbIM YCTPOMCTBOM.
5488, 5489 TCP BHyTpeHHUI. Micnonb3yeTcs pelueHnem YcTpoicTso VRealize

Automation ons o6HoOBNEHUIA.
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Ta6nuia 8-1. MunnmanbHOe 0053aTeNbHOE KOJIUYECTBO BXOJSIIMX TOPTOB (NMPOAOMKEHME)

noPT

5672

40002

NPOTOKON

TCP

TCP

KOMMEHTAPUU
O6meH coobueHnamn RabbitMQ.

MpumeyaHue. [lpu knactepmsaumm 3K3eMNAsIPOB YCTPONCTBO
vRealize Automation, BO3MOXHO, MOHAaAOBUTCA HACTPOUTL OTKPbITbIE
noptbl 4369 n 25672.

Tpebyetcsa ansa cnyx6bl vIDM. 3awwmiieHo 6paHamayapom oT BCero
BHELLUHEro Tpadurka 3a UckmnveHneM Tpaduka ot Apyrux y3nos
Yctpoicteo vVRealize Automation npu go6asneHun B KoHdUrypauumo
BbICOKOW [OCTYMHOCTH.

Ecnun HeobxoamMMo, HacTponTe LOMNOMHUTENbHbIE BXOASLINE NOPThI.

Tabnuua 8-2. JlononHUTEIbHBIE BXOASIIHNE MOPTHI

noPT

22

80

Hcxonsmme noprsl

HacTtpolite Heobxoanmble ncxoaaLme nopThbl.

NPOTOKO

TCP

TCP

KOMMEHTAPUU

(OononHutenbHo) SSH. B npon3BoACTBEHHON Cpeae OTKIoYMTe
cnyx6y SSH, npocnyLumBatoLyto nopt 22, 1 3akpowTe nopt 22.

(OononHuTtenbHo) MNepeHanpasnsieT Ha nopT 443.

Tabnuia 8-3. MuHuMalbHOE 00513aTEIHbHOE KOIMYECTBO MCXOMISIINX TOPTOB

NOoPT

25,587

53
67, 68, 546, 547

110, 995

143, 993

443

NPOTOKON

TCP n UDP

TCP n UDP

TCP n UDP

TCP n UDP

TCP n UDP

TCP

KOMMEHTAPUU

[Mpotokon SMTP gns oTnpaBkv UCXOAALLMX YBEAOMIEHWUI N0
3NEKTPOHHON MoYTe.

DNS.
DHCP.

[MpoTtokon POP ons nonyyeHus BXOAALLMX YBEOOMIIEHUI MO
MNEKTPOHHOWN MoYTe.

MpoTtokon IMAP ans nonyyeHusi BXoALWMX yBEAOMIEHNUI NO
3NEKTPOHHON MoYTe.

Cnyx6a ynpaBneHusi UHPpacTpyKTypbl Kak yCnyru no npoTokony
HTTPS.

Ecnu Heobxoaumo, HacTpolTe AONOMNHUTENbHbIE UCXoOsALUe NopPThI.
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Tab6mnuia 8-4. JIONONHUTENbHBIE UCXOISIIHE TOPTHI

noPT NPOTOKON KOMMEHTAPUU

80 TCP (OononHutenbHo) MicnonbayeTcs Anst nonyyYeHns o6HoBNeHnn
nporpaMMHoro obecneyveHnsi. OBHOBNEHMS MOXHO 3arpyaTtb U
NPUMEHSITb MO OTAENbHOCTY.

123 TCP n UDP (OononHutenbHo) Micnonb3yeTcst ANs NOAKIOYeHUS
HenocpeacTBeHHo k NTP BMecTo 1crnonb3oBaHus BpeMeHu y3na.

[TopTel HHGPACTPYKTYPHI KaK yCIyTH

PekomeHayeTcs HacTpOUTb BXOASLLME U UCXOASALLME NOPThl AN KOMMNOHEHTOB UHAPACTPYKTYPbI Kak
ycnyru (laaS) B cootBeTcTBUM € pykoBogcTBamm VMware.

BXO}IHIIII/IG TOPThI

HacTpoiite MMHMManbHOe KonnyecTBo Tpebyembix BXOASALLMX NOPTOB A KOMMNOHEHTOB
MHPACTPYKTYPbI KaK yCryru.

Tabmuia 8-5. MuHuMaapHOE 00S3aTEIBPHOC KOJIMYECTBO BXOISIIUX IOPTOB

KOMMOHEHT NOPT NPOTOKON KOMMEHTAPUU

Manager Service 443 TCP O6BMeH faHHBIMU C KOMMOHEHTaMU MHPPACTPYKTYpPbl Kak YCryru 1 yCTPONCTBOM
vRealize Automation no npotokony HTTPS. Ha nobbix y3anax BupTyanusauuu,
KOTOPbIMM YNPaBnsoT MPOKCU-areHThbl, Takke AOMMKeH ObITb OTKPLIT ANst
Bxogswero Tpacduka TCP-nopt 443

HUcxopsimie mopTs

HacTtpoiTe MMHMManbHoe KOnMmn4YecTBo TpebyeMbiX NCXOAALLMX NOPTOB Ar1si KOMMOHEHTOB
WHPACTPYKTYPbI Kak yCryru.

Tabnuua 8-6. MuHuMaIbHOE 00s3aTelIbHOE KOJINYECTBO UCXOSIIMX OPTOB

KOMMNOHEHT NOPT MPOTOKON KOMMEHTAPUU

Bce 53 TCP n UDP DNS.

Bce TCP n UDP DHCP.

Manager Service 443 TCP O6MeH gaHHbIMU ¢ ycTpoiicTBoM VRealize Automation no npotokony HTTPS.
Beb6-cant 443 TCP O6MeH JaHHbIMU co cnyxboit gucnetyepa no npotokony HTTPS.
Oucnetyepsl 443 TCP O6MeH JaHHbIMU co cnyxboit gucnetyepa no npotokony HTTPS.

Distributed

Execution

Manager

[Mpokcu-areHTbl 443 TCP OBMeH JaHHbIMU ¢ KOMMOHEHTOM «Crnyxba ancneryepar v yanamu

BMpTyanu3aumu no npotokony HTTPS.
[ocTeBOn areHT 443 TCP O6MeH JaHHbIMU co cnyxboit gucnetyepa no npotokony HTTPS.

Cnyx6a 1433 TCP MSSQL.
aucnetyepa, Beb-
caunt
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PykoBoAcTBO no 6e3onacHoii koHurypauum

I'IpM HeobXoaAMMOoCTH HaCTpOVITe AONONHUTENbHbIE NCXOOALWME NOPThI.

Tabnuia 8-7. J{OMONMHUTEIbHBIC UCXOSIIIE TOPTHI

KOMMOHEHT NOPT MPOTOKON KOMMEHTAPUU

Bce 123 TCP n UDP NTP He aBnsieTca obs3aTenbHbIM.
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AyIuT U BEICHUE KypHaJa

B uenax 6e3onacHOCT pEKOMEHAYETCSA HAaCTPOUTb ayauUT U BEAEHWE XKypHara B cucTeMe
vRealize Automation B cootBeTCcTBMM C MHCTPYKUMsaMu VMware.

Mpv yoaneHHOM BeOeHUN XXypHana Ha cneuunanbHOM LeHTpanbHoM y3rne obecneunBaetcs 6esonacHoe
XpaHeHve dannos xypHana. Cobupas dannbl XXypHana Ha LeHTpanbHOM y3ne, Bbl MOXeTe
KOHTpONMpoBaTh cpeay C NOMOLLbIO €QNHOT0 MHCTPYMEHTa. Takke MOXHO BbINOMHATL O6LWMA aHanm3 1
MOWCK NPU3HAKOB Yrpo3, HanpuMep COrmacoBaHHbIX aTak Ha HECKOMNbKNX OBbeKTax B pamkax
UHMPaCcTPYKTypbl. BegeHue xxypHana Ha e4MHOM 3aluLEeHHOM cepBepe NoOMOoXeT n3bexarb
HexenartenbHbIX AENCTBUIM C XXYpPHANoOM 1 B TeHeHUe AnnTenbHOro BpeMEeHN COXpaHATb HEOBXoaMMble
3anucu ayguTa.

OobecneueHue 0€30MaCHOCTH CEpBEpa yAaJICHHOIO BEJCHUS JKypHalia

[Mocne B3rioma cUCTeMbI 3aLlMThbl HA Y3e 3MT0YMbILLSIEHHUKN YacTo MNbITaloTCa HAUTU N U3MEHUTL doansbl
XypHana, 4tobbl CKpbITb CBOM AEWCTBUSA U COXPAHUTb NONMYYEHHbIN KOHTPOSb HaJ CUCTEMOM, OCTaBLUUCH
He3aMeueHHbIMW. [nsa npegoTBpaLleHnsi HE3aKOHHbIX M3MEHEHWI XXypHana crieqyeT Hagnexalimm
obpasom 3almTUTL CepBep YOanNeHHOro BeAeHus XXypHana.

Hcnonp3zoBanne aBropu3oBanHoro NTP-cepsepa

Ha Bcex y3nax JOSmKeH MCNOoMb30BaTbCA OOUH U TOT K€ UCTOYHUK OTHOCUTENBHOMO BpEMEHH (C y4eTOM
CMeLLieHMS BCNeaCcTBME nokanunsaumm), COOTBETCTBYIOLLMI 000OPEHHOMY CTaHAapTy BPEMEHU, HanpumMep
BCEMUPHOMY KoopauHupoBaHHomMmy BpemMeHu (Coordinated Universal Time, UTC). NpaBunbHO
OpraHM3oBaHHOE MCMOSIb30BaHNE NCTOYHNKOB BPEMEHM MO3BOSISIET ObICTPO OTCNEXUBATL M COOTHOCUTb
Mexay cobon OeCTBUS 3N0YMbILLIIEHHMKOB NPY NPOBEPKE COOTBETCTBYHOLLMX (hannoB xypHana. MNpu
HenpaBUITbHbIX HACTPOMKaxX BPEMEHUN YCIOXHSOTCA NpOBepKa 1 ConocTaBneHne arnos XypHana ¢
Lienbio BbISIBNIEHUS aTak, a ayauT OaeT HETOYHbIE pe3ynbTaThl.

Vcnonb3ynte no kpanHen mepe t1pu NTP-cepBepa Ha OCHOBE BHELLHWUX NCTOYHUKOB BPEMEHN UIK
HaCTpONTe HecKkomnbKo rnokanbHbiXx NTP-cepBepoB B JOBEPEHHON CETU, KOTOpble ByayT nony4vaTb OaHHbIE
BpeMeHM Kak MMHUMYM OT TPeX BHELUHUX NCTOYHWKOB BPEMEHMU.
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