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OOHOBJIEHHBIE CBEAECHU

B Tabnuue Huxe npuBedeHbl MSMEHEHNWS, BHECEHHbIE B PYKOBOACTBO YcmaHoska vRealize Automation
4515 9TOro BbIMycka NpoaykTa.

Pepakuus OnucaHue

5 OKTABPA ®m  YpaneHo TpeboBaHue |IS B Y3en cnyx6bl aucnetyepa MHdpacTpykTypa kak ycnyra.

2018T. m [lo6aBneHa cchinka Ha AoMonHUTenNbHoe obopynosaHue B Yaen cepeepa SQL Server MncpacTpykTtypa
Kak ycnyra.

m  [lobaBneHo TpeboBaHue AN NOMIHOMO JOMEHHOTO MMeHN cepTudukara B YCTaHOBKa AOMOMHUTENBHbIX
KOMMOHEHTOB Beb-cepBepa VIHpacTpykTypa Kak ycrnyra u YcTaHoBKa pe3epBHOrO KOMMOHEHTa
«Cnyxba gucnetyepay.

m  [lobaBneHo orpaHuyeHve B 25 areHToB B NHTEPaKTUBHYIO CMpPaBKYy.

15 MIOHA 2018 . [dob6aenexa nnatcopma .NET 3.5 k Heobxoaumbim TpeboaHusim B Cepepel Windows VHpacTpykTypa
Kak ycnyra.

3 masi 2018 r. m  BYcraHoBka vRealize Automation no6asneH vRealize Suite Lifecycle Manager.

m B Beb-cepBep VHdpacTpykTypa Kak ycriyra 1 Y3en cnyx6bl gucnetyepa ViHdpacTpykTypa Kak ycnyra
pobasnera Windows 2016.

m  [lobaBneHo TpeboaHue Java 1.8 (obHoBneHwe 161 nnu Gonee nosgHel Bepcun).

m B Hactpolika yctponcTea vRealize Automation cHoBa gobaBneHo npegsaputensHoe TpeboBaHue,
KacatoLleecsi cepTuukaTos.

®  YpaneHbl ycTapeBLUMe CnpaBoYHble MaTepuarnbl Bepcumn 6.2 B pasgene YcTaHoBKa AUCMETYEPOB
Distributed Execution Manager.

12 anpena 2018 r.  NepBoHavanbHas pegakums JOKyMeHTa.
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VceranoBka VRealize Automation

OTO pyKOBOACTBO MO ycmaHoeke VRealize Automation cooepXXuT MHCTPYKLMM MO YyCTaHOBKE C MOMOLLbHO
MacTepa, YCTaHOBKE BPYUYHYO 1 aBTomaTtmyeckon yctaHoBke VMware vRealize ™ Automation.

MpumeuaHmne He Bo Bcex Bepcusx pelleHus VRealize Automation MoryT 6bITb 4OCTYMHbI BCE PYHKLMM
1 BO3MOXHOCTU. CpaBHeHME PYHKLNIA BO BCEX BEPCUAX MPUBELEHO B
https://www.vmware.com/products/vrealize-automation/.

LleneBas aynuropus

OT1a uHopmaums npegHasHavyeHa Ans onbITHbIX CUCTEMHbIX agMuHucTpaTopos cpe Windows mnu
Linux, 3HaKOMbIX C TEXHOMOIMeN BUPTYyanbHbIX MaLIWH U (DYHKLMOHMPOBaHNEM LeHTpa obpaboTku
OaHHbIX.

I'moccapuiit VMware Technical Publications

VMware Technical Publications npegocTtaBnset rnoccapuin ¢ TEpMUHaAMK, KOTOPbIE MOTYT BbiTb
He3HakoMbl ynTatento. OnpegeneHns TEpMUHOB, NCMONb3YEMbIX B TEXHUYECKON JoKyMeHTaumm VMware,
MOXHO HanTW Ha cTpaHuue http://www.vmware.com/support/pubs.
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O030p YCTaHOBKHU
vRealize Automation

vRealize Automation MOXHO yCTaHOBUTb Kak B MMHMMAIbHOM MacLuTabe Ansg nogaepxku
AKCnepuMeHTarnbHbIX cpef, Tak U B Apyrux, 6bonee KpynHbIX Maclutabax ans nogaepxkm
pacnpegeneHHbIX KOpMopaTUBHbLIX KOHUIypaLuuin, CMOCOBHbBIX CNPaBRAATHCS C NPOM3BOACTBEHHBIMM
paboymmMu Harpy3kamu. YCTaHOBKA MOXET BbINOSHATLCS B MIHTEPAKTMBHOM UIM aBTOMaTU4ECKOM
pexunme.

lMocne 3aBepLUeHMs yCTaHOBKM ucnonb3oBaHne VRealize Automation HauMHaeTcs ¢ HACTPONKN CUCTEMBI
1 apeHOaTopoB, KOTopble obecneynBatoT Nonb30BaTeNnsiM JOCTYN K CaMOCTOATENIbHOW NOATOTOBKE U
YNpaBneHNo XXN3HEHHbIM LIMKITOM 0BnayvHbIX Cnyx6.

B aTy rmaBy BxogdaT cnegytolime pasgens:

= YcTtaHoBKa VRealize Automation

®  HoBble BO3MOXHOCTU B ycTaHoBKe VRealize Automation
m  vRealize Automation YctaHaBnmBaemMble KOMMOHEHThI

= Tun pasBepTbiBaHUSA

m  Bbibop cnocoba ycTaHOBKU

VcranoBka VRealize Automation

vRealize Automation MOXHO yCTaHOBUTb pa3HbIMK Cocobamu, Kaxablii 3 KOTOPbIX NpeaycMaTpuBaeT
onpeaeneHHyo CTeneHb B3anMogencTaums.

[nsa yctaHoBKM HeobXoaMMo pa3BepHyTh YCTponcTBO VRealize Automation, a 3aTem BbINONHUTL
YCTaHOBKY OOHMM 13 CriedyoLLmx CrnocoboB.

= O6Llasa ycTaHOBKa C NOMOLLbIO MacTepa B bpaysepe

m  OTtgenbHas HacTponka yCTponcTBa B Bpay3epe 1 oTaenbHas yCTaHOBKA KOMIMOHEHTOB cepBepa
WHdpacTpykTypa Kkak ycnyra B Windows

®  ABTOMaTtMyeckas yCTaHOBKa C MOMOLLbO KOMaHAHOW CTPOKM C MPUHATUEM LaHHbIX U3 (barina OTBETOB
CBOWCTB

m  YcraHoBka vepes uHtepdenc REST API ¢ npunsatuem gaHHbix B popmate JSON

YctaHoBuTh VRealize Automation moxHo Takke ¢ nomoLbto VRealize Suite Lifecycle Manager. Cwm.
OokymeHTaumto vRealize Suite.

VMware, Inc. 10


https://docs.vmware.com/ru/vRealize-Suite/index.html

YcraHoBka vVRealize Automation

HoBrle Bo3MOXXKHOCTH B ycraHOBKe VRealize Automation

Ecnu y Bac yxe yctaHoBrneHbl 6onee paHHue Bepcum vRealize Automation, nepeg Havyanom paboThbl
03HaKOMbLTECH C U3BMEHEHMSIMU B NMPOLIECCE YCTAHOBKM A 3TOro BbIMyCKa.

= B 3TOM BbINycKe ynpoLleHa npolenypa nepenmeHoBaHus yctponctea vRealize Automation. Cwm.
pasgen MameHeHne nmenu yana yctponctea vRealize Automation.

= B atom Beinycke yctponcteo vRealize Automation ncnonesyet Bepcuto TLS 1.2 no ymonyaHuio.
WHTepdenc agMMHUCTPMPOBaHKS NO3BONSIET BPEMEHHO BKNOUNTL Bepcun TLS 1.0 n 1.1, koTopble
HeobxoauMbl A4St OBHOBMEHUS CyLLIECTBYIOLLMX areHTOB A0 3TOro Bbinycka.

®  /HTepderic agMuHMCTpUpoBaHus yctponctea vRealize Automation Tenepb BkntoyaeT B cebst
CTpaHuLly YCTaHOBKM 1 ynpasrneHusa ncnpaeneHnamu. Cm. pasgen YnpaeneHue ncrnpaeneHusamm
Jocrtyna.

= B 35TOM BbIMyCKe OMMCbIBAETCS NpoLeaypa N3MEHEHMS NopTa NPOKCU-CepBepa Mo YMOMYaHuo ans
VMware Remote Console. Cm. pasgen ViameHeHne nopta npokcu-cepeepa ana VMware Remote
Console.

= Boartom BblMyCKe ncnpasneHbl Hepa60Tarou.u/|e CCbIJIKM Ha pas3gen «CnpaBKa» B MacTepe yCTaHOBKN.

VRealize Automation YcranasiuBaeMble KOMIIOHEHTBI

TununyHas yctaHoska VRealize Automation coctount 13 yctporictea vRealize Automation n ogHoro unm
Heckonbkux cepsepoB Windows, KOTopble BMeCTe NpeaocTaBnsatoT UHpacTpykTypy VRealize Automation
kak ycnyry (MHppacTpykTypa kak ycnyra).

YerpoiictBo VRealize Automation

Yctpowcteo VRealize Automation — 310 npeaBapuTenbHO CKOHUIypMpoBaHHOE BUPTYarnbHoOe
YCTPOMCTBO NoA ynpasneHuem Linux. YctporncTteo vVRealize Automation npegocrasnsetcs B Buge
OTKPbITOro charina BUpTyanuaawummn, KoTopblii HE0BX0OUMO pa3BePHYTh B MMEHOLLENCS
BMPTYyanun3MpoBaHHON UHAPACTPYKType, Hanpumep B vSphere.

YctpowncTteo VRealize Automation BbINOMHSAET HECKOMBKO (PYHKLMI, ABASIOLLUXCS KIHOYEBbIMU OIS
vRealize Automation.

= YCTPOMCTBO COOEPXUT CepBep, Ha KOTOPOM pasmelleH noptan npoayktoB VRealize Automation, kyaa
nonb30BaTeny 3axoA4aT AN NOArOTOBKM C CaMOObCnyXMBaHMeM 1 Ans ynpasneHus obrnavyHbiMu
cnyxbamu.

®  Ha ycTponcTtse ncnonb3dyercss QyHKUUA e4MHOro BXOAa Ans aBTopM3aumnmn U NpoBepKM NOASIMHHOCTU
nonb3oBaTenen.

®  Ha cepBepe yCTponCTBa pasMeLlaeTcs MHTepdenc ynpasneHns Ang HacTpoeK yCTponcTBa
vRealize Automation.

VMware, Inc. 1
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®  YCTPOWCTBO BKMOYaeT B cebs NnpegBapuTenbHO CKOHUIYpUpOBaHHYo 6a3y aaHHbIx PostgreSQL,
KOTOpas Ucnomnb3yeTcd ANnsa BHYTPEHHUX onepauun yctponctea vVRealize Automation

B KpynHbIX pa3BepTbiBaHMSAX C pe3epBHbIMU YCTpONCTBamMK 6a3bl 4aHHbIX BCOMOraTenbHbIX
YCTPOWCTB CRyXaT pennukamu ans obecneyeHns BbICOKOW AOCTYMHOCTMU.

®  YCTPOWCTBO BKMOYaeT B cebsi npegsapuTenbHO CKOHUIYPUPOBAHHbIN 3K3EMMIISP
vRealize Orchestrator. B vRealize Automation ncnons3sytorca genctausa n pabdoudve npouecchbl
vRealize Orchestrator, paclumpstoluie Habop BO3MOXHOCTEN.

Cenuac pekomeHayeTcsa UCcnonb3oBaTh BCTPOEHHbIN ak3emnnsp VRealize Orchestrator. B 6onee
paHHUX pa3BepTbIBAHMSAX UM OCOOLIX CriyyYasix Nofib3oBaTeny MoryT NOAKIYaTh
vRealize Automation k BHelHeMy ak3emnnspy VRealize Orchestrator.

B YCTPOWCTBO COAEPXUT 3arpyxaeMoe CpeacTBO YCTaHOBKM areHTa ynpaeneHus. Ha Bcex cepBepax
Windows, obpasytowux Bawly NHdpacTpykTypa kak ycnyra vRealize Automation, gomkHa 6biTb
BbIMNOMHEHA YCTaHOBKA areHTa ynpaBsreHust.

AreHT ynpasneHus peructpupyet cepsepbl Windows VHdpacTpykTypa kak ycnyra ¢ NOMOLLbIO
ycTpoicTea VRealize Automation, aBTomaTnsnpyeT ycTaHOBKY KOMMOHEHTOB VIHbpacTpyKkTypa Kak
ycnyra v ynpasneHve Uumu, a Takke cobupaeT AaHHble NOAAEMKKN U TeneMeTpuyeckue JaHHbIe.

WNudpactpykrypa Kak ycimyra

WHdpacTtpykTypa Kak ycnyra vRealize Automation cocTouT n3 0gHOro nnu HeCKonbKMX CEPBEPOB
Windows, koTopble paboTatoT BMecTe, MOAENNpys 1 NogrotaBnmeas CUCTEMbI B HACTHbIX,
06LLEeOCTYNHBIX UMK TMOPUAHBIX 06NaYHbIX MHAPACTPYKTYPaX.

YcTaHOBUTE KOMMOHEHTHLI MIHbpacTpyKTypa Kak ycnyra vRealize Automation Ha oguH Unmn HECKOMbKO
BUpPTYyanbHbIX NMnbo dmsmdecknx cepeepoB Windows. MNocne yctaHoBku onepaummn MHdpacTpykTypa kak
ycnyra nosBnAsalTCA Ha BKnagke «MHgpacTpykTypa» B UHTepdence npoaykTra.

I/IchpaCprKTypa KakK ycryra cCoOCTtouT 13 cneayrwnx KOMNoOHEHTOB, KOTOPbIE MOTYT ObITb YCTaHOBIEHbI
COBMECTHO UI No OTAENbHOCTU B 3aBUCMMOCTU OT pa3Mepa pa3BepTbiBaHUA.

Beb-cepBep

Beb-cepeep NHpacTpykTypa Kak ycnyra obecneqnBaet agMUHUCTPUPOBAHNE MHPPACTPYKTYpPbI U
co3faHue cnyxobl ona uHtepdenca npogykrta vRealize Automation. 3ToT KOMNoHeEHT Beb-cepBepa
B3aUMOZENCTBYET CO Crny0om gucneTtyepa, kotopas npeaoctasnseT o6HOBNEHMS N3 gucneryepa
Distributed Execution Manager (DEM), 6a3bl aaHHbIx SQL Server n areHTOB.

Model Manager

[nsa ynpoLeHns nHtTerpaumm ¢ BHELWHMMU cuctemamm 1 6azamu gaHHbix B VRealize Automation
ucnonb3ytoTca Mogenu. B moagensix peanusoBaHa 6usHec-norvika, ucnonb3yemas 8 DEM.

[ucnetyep mogenun npenocTaBnAaeT crny0bl 1 criykebHble NporpaMmbl 4518 COXpaHeHNs, 3aLnTbl 1
pacnpocTpaHeHWsi aNeMeHTOB MoAenei, a Takke ynpasneHus nx sepcusamn. ncnetyep mogenent Model
Manager pa3meluaercs Ha ogHOM u3 Beb-cepBepoB VHpacTpyKTypa Kak ycnyra n B3anmMoaencTBYyeT C
ancnetyepamu DEM, 6a3on gaHHbix SQL Server 1 BeG-caitom nHTepdenca npogykra.
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Manager Service

Cnyx6a ancnetyepa — aT10 cnyba Windows, koTopas KOOPOUHUPYET B3aMMOAENCTBME MEXAY
ancnetyepamm DEM UHdbpacTpykTypa Kak ycniyra, 6a3on gaHHeix SQL Server, areHtamu n SMTP.
Momummo aToro cnyxba gucneTyepa cBA3biBaeTcs ¢ Be6-cepBepom vepes gucnetyep mogenen. OHa
[OrmKHa ObITb 3anyLlieHa nog y4eTHON 3anucbio JOMEHa C NpaBamMu JTIOKarnbHOro agMmHUcTparTopa Ha
Bcex cepBepax Windows NHdpacTpyKkTypa Kak ycnyra.

Ecnu aBTOMaTuyeckoe aBapuiHoe nepekodeHmne cryxobl AMcneTyepa He BKIYeHo, MIHbpacTpykTypa
Kak ycnyra Tpebyert, 4tobbl cnyxba ancnetyepa BbINOMHSANACh B OANH MOMEHT BPEMEHM TOMNbKO Ha
ofHoM komnbtoTepe Windows. [nst o6ecneveHmns pe3epBHOTO KOMMPOBaHUS U BbICOKOW JOCTYMHOCTU
MOXHO pa3BepHYTb OOMONTHUTENbHbIE KOMMNbIOTEPLI CO CJ'Iy>K6Ol7I oucneTyepa, HO npu 3ToM Ong
aBapUIAHOTO NePEKITYEHUST BPYUHYHO HE0BX0aMMO, YTODObI Ha KOMMbIOTEPAX PE3ePBHOMO KOMUPOBAHUS
cnyxba Bblna ocTaHOBNEHa M HACTPOEHA Ha 3anycK BPY4YHYHO.

[ononHuTenbHble cBeaeHUs CM. B pasgene ABToMaTnyeckoe aBapuiiHoe rnepexyeHme cnyxobi
ancnetyepa.

Basa nanusix SQL Server

B pelweHun MiHdpacTpyKkTypa Kak ycrnyra ansi XxpaHeHusa nHgopmarmm o6 yrnpaensieMbiX UM
KOMMbtoTEpPax, a Takke MHPOpMaLMm 0 COBCTBEHHbIX ANeMEHTax U NONUTUKax ucnonbayeTcs 6asa
nanHbix Microsoft SQL Server. BonblunHCTBO nonb3oBaTtenen paspelaet vRealize Automation
co3gaBaTtb 6a3y JaHHbLIX BO BPEMS YCTAHOBKM. Takke MOXHO co3aaTh 0a3y AaHHbIX CAMOCTOSTENBHO B
COOTBETCTBUM C MONUTMKAMW BalLen cpefbl.

Distributed Execution Manager

KomnoneHT DEM WMHdpacTpykTypa Kak ycriyra BbIMOMHSAET OM3HEC-NTOMMKY HacTpanBaeMbix MOLENEeN,
B3aumogencTBys ¢ 6ason gaHHbix SQL Server MHdpacTpykTypa kak ycnyra, a Takke ¢ BHeLLUHUMMU
©aszamu gaHHbIX U cuctemamu. Yaule Bcero gucnetyepsl DEM yctaHaenusatotcs Ha cepsep Windows
WHdpacTpykTypa Kak ycrnyra, Ha KOTOPOM pa3meLllaeTcst akTuBHas cnyxba gucnetyepa, HO 3T0 ycrnosue
He sBngeTcs obA3aTenbHbIM.

Kaxgbin ak3emnnap DEM genictByeT kak paboumin npouecc unm opkectpaTop. OTu ponu MoryT BbiTb
YCTaHOBMEHbl Ha OAWH M TOT XXe cepBep Uinu OTAENMbHbIE CEPBEPDI.

Pabouunn npouecc DEM: paboumn npouecc DEM umeeT ogHy dyHKLUMIO — BbINOMHATE pabouyve
npouecchbl. Heckonbko pabounx npoueccos DEM noBbIWaT MOLWHOCTb Y MOTYT ObITb YCTAHOBMNEHbI Ha
OOMH 1 TOT e cepBep WUnu oTAerNbHbIE CEPBEPHI.

OpkectpaTtop DEM: opkectpatop DEM BbINONHSET cnegyowmne yHKUMM Haasopa.

= OTtcnexuBaHue paboymx npoueccos DEM. Ecnun pabouunn npouecc octaHaBnmMBaeTcs Unun tepseTt
NoAKmYeHre K gucneTyepy Mogenen, ¢ nomoLlbio opkectpatopa DEM aTtu paboumne npoueccsl
nepemeLlarTca B gpyron pabounii npouecc DEM.

L I'InaHleOBaHme pa6oqu npoueccoB NyTemMm Co3aHNA X 3K3eMMNJIApoB B 3anjiaHMPOBaHHOE BpEMA.
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m  OcyLlecTBrneHMe KOHTPOSS 3a TeM, YTOBbl B KOHKPETHBLIN MOMEHT BPEMEHM Bbir 3anyLLeH TOSbKO
OAOVH 3K3EMMNIAP 3anaHnpoBaHHOro paboyero npoecca.

=  [IpegBapuTenbHasi o6paboTka paboumx NpoLeccoB Nepea ux BbinonHeHeM. MNpeaBapuTenbHas
obpaboTka BKrtovaeT B cebsi NpoBepky HEOBX0AMMbIX YCOBMI ANsl pabovmx NPOLIECCOB U Co34aHme
NCTOPUM BbIMOSTHEHUS TaKMX NPOLLECCOB.

AkTnBHOMY opkecTpaTtopy DEM Heobxoanmo ycTon4mMBoe NoCTOSHHOE CETEBOE MOAKIOYEHME K Y3y
avcneTtyepa mogenu. B KpymnHbIX pa3BepTbiBaHUAX C HECKONbKMMUK opkecTpaTtopamu DEM Ha pasHbix
cepBepax JOMNONHUTENbHbIE OPKECTPATOPbI CMYyXKaT B Ka4eCcTBe pe3epBHbIX. [JononHuTenbHbIe
opkecTpaTopbl DEM oTcnexunBaT COCTOsIHNE akTUBHOIO opkecTpaTopa, obecneyvBas pesepBupoBaHme
1 aBapuHOE NepekritoYeHne B Criydae BO3HUKHOBEHWS Npobnembl ¢ akTUBHbLIM opkecTpaTtopom DEM.
[ns Takoro Tuna KoHdurypaumm oTpaboTkmn oTkaza MOXHO nonpoboBaTh YyCTaHOBWTL aKTUBHbIN
opkectpatop DEM c akTMBHbLIM y3n0om cnyx0bbl Ancnetyepa u BTopocTeneHHble opkectpatopsl DEM ¢
pe3epBHbIMM y3namMu cny>0bl gucneryepa.

ATeHTEI

B UHdpacTpykTypa Kak ycnyra vRealize Automation anga nHterpauum ¢ BHELUIHUMU cUCTEMaMu U
ynpasneHnsa nidopmarmen B kKoMnoHeHTax vRealize Automation ncnonb3ytoTcs areHTbl.

Yauwe Bcero areHThbl VRealize Automation yctaHasnusatotcs Ha cepsep Windows VHdpacTpykTypa kak
ycnyra, Ha KOTOpOM pasMeLlaeTcs akTuBHas crnyxba gucnerdyepa, HO 3TO YCNOBME He SABMSEeTCS
006s3aTenbHbIM. HeCKomnbKO areHToB MOBbILLAT MOLLHOCTb M MOTYT ObiTb YCTAHOBMEHLI HA OOUH U TOT Xe
cepBep UNn oTAEeNbHbIE CEPBEPDI.

Hpoxcn—ar CHTbI BUPTYyaJIu3alluu

B vRealize Automation co3gatoTcsa BUpTyanbHble MallWHbI Ha y3rnax BUPTyanu3aLmm U ocyLLeCcTBNAETCS
ynpaeneHue nmu. MNMpokcu-areHTbl BUPTyanu3aummn oTnpaBnaloT KoMmaHabl Ha yanel vSphere ESX Server,
XenServer n Hyper-V 1 NOAroToBNeHHbIE HA HUX BUPTYyalibHble MalUKHbI, @ Takke cobUparoT C HUX
[OaHHble.

npOKCM-aFeHT BUpTYyanusaunn obnapaet cnegyrwmnMmn XxapaktepucTtnkamu.

®  EMy 06bl4HO TpebytoTcst npaBa agMUHMUCTpATopa Ha nnatgopme BUpTyanu3auum, KOTOPon OH
ynpaBnser.

= OH B3aMMOOENCTBYET CO crnyx0oi ancneTtyepa MIHpacTpykTypa Kak ycnyra.
= OH ycTaHaBnMBaeTCsi OTAENbHO Y MMEET COOCTBEHHbIN dhaiin KoHdUrypawumu.

B GonblumHCcTBE pa3BepTbiBaHUN VRealize AutomationyctaHaBnuBaeTcs npokcu-areHT vSphere. MoXHO
YCTaHOBUTb ApYyrue NpoKCU-areHTbl B 3aBMCMMOCTU OT PECYpCOB BUPTyanu3auun, KOTopble UCMOMb3yoTCs
Ha obbekTe.

AreHThI HUHTETpallii BUPTYaJIbHbIX KOMIIBIOTEPOB

AreHTbl PowerShell ans uHterpaumm BuptyaneHbix komnbetotepos (Virtual desktop integration, VDI)
npeaHasHadveHbl Ansa nHrerpauumn vRealize Automation ¢ BHeLWHUMK BUPTYarbHbIMU cuctemamu. AreHtam
VDI TpebytoTca npaBa agMUHUCTPaTOpa Ha BHELUHMX CUCTEMAaX.
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BupTyanbHble MallvHbI, NOArOTOBIEHHbIE pelleHneM VRealize Automation ¢ XenDesktop, MoxHO
3apeructpupoBatb Ha koHTpornepe Citrix Desktop Delivery Controller (DDC), koTopbin no3Bonset
nonb30BaTento nonyyartb 4oCTyn k Beb-nHTepdericy XenDesktop ¢ vRealize Automation.

ATEeHTBI UHTETpaIlliU BHEUTHEHN MOATOTOBKH

AreHTbl PowerShell ons nHterpaummn BHewHen nogrotosku (External Provisioning Integration, EPI)
peanusytoT B VRealize Automation BO3MOXXHOCTb MHTErpaLmy BHELLHMX CUCTEM B NPOLLECC MOArOTOBKM
KOMMbIoTEPA.

Hanpumep, npu nHterpauun ¢ Citrix Provisioning Server KOMnbioTepbl MOXHO MOArOTOBUTH C MOMOLLbIO
NMOTOKOBOW Nepeaayn gaHHbIX Ha Ancke no TpeboBaHuio, a areHT EP| npegocTtaBnset BO3MOXHOCTb
BbINONHATL cLueHapun Visual Basic Ha JononHUTenNbHbIX 3Tanax B npoLecce NoAroToBKU.

AreHtam EPI TpebytoTcs npaBa agMMHUCTpaTopa Ha BHELUHMX CUCTEMaX, C KOTOPbIMU OH
B3aUMOLENCTBYIOT.

Arent uHCTpyMeHTapus ynpasieaus Windows (WMI)

AreHT nHctpymeHTapus ynpaenernuss Windows (WMI) B vRealize Automation npegycmarpusaet
pacLumpeHHble BO3MOXXHOCTM MOHUTOPUHIa AaHHbIX 0 cucteme Windows 1 ynpasneHus MU, a Takke
LleHTpann3oBaHHOro ynpasneHus yaaneHHbiMu cepsepamm Windows. AreHt WMI Takke gaet
BO3MOXHOCTb cobupaTb AaHHble ¢ cepBepoB Windows, yrnipaBneHue KOTOpbiMU OCYLLIECTBISIETCS B
vRealize Automation.

Tun pa3BepTbIBaHUSA

[nsa npoBepKkn KOHLENLMM U BbIMOMIHEHUSA pa3paboTkn MOXHO ycTaHOBUTL VRealize Automation kak
MVHMMarnbHOEe pa3BepThiBaHWE UIW B pacrnpeaeneHHon KoHurypauumn, Noaxoasien ans cpegHux m
KPYMHbIX MPON3BOACTBEHHbIX Ppaboymx Harpy3ok.

MunumanbHble pa3BepThiBanus VRealize Automation

MuHManbHble pa3BepThiBaHMS BKIOYalOT B cebs ogHO ycTponcTBo VRealize Automation n ognH cepep

Windows, Ha KOTOpOM pasmeLLatoTcs KOMMOHeHTbl IHpacTpykTypa Kak ycrnyra. B MyuHumMansHom
pas3BepTbiBaHMUM 6a3a aaHHbIX SQL Server vRealize Automation moxeT ObITb Ha 0OQHOM cepBepe
Windows WHdpacTpykTypa Kak ycrnyra BMecTe ¢ KOMnoHeHTamun VHdpacTpykTypa Kak ycrnyra unm Ha
otaenbHom cepepe Windows.

VMware, Inc.
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Puc. 1-1. MunumaneHoe pa3seprhiBanue VRealize Automation

Monb3oBatenu

YcTponcteo
vRealize Automation
vRealize
Orchestrator

Ba3a paHHbIX
Postgres
yCTPONCTBa

----- Basa gaHHbIx
SQL Server
WHdbpacTpykTypa MHDPACTPYKTYpPbI
Kak ycnyra Kak ycnyrv
vRealize Automation

» Beb-cepBep -
* Y3en gucneTtyepa mogenemn
* Y3en cnyx6bbl gucnetyepa
« Distributed Execution

Manager (DEM)
* AreHT

Pecypcbl BUpTyanusaumm

Henb3s npeo6pasoBaTb MUHUMarbHOe pasBepTbiBaHWE B KOpNopaTMBHOE pa3BepTbiBaHue. Ons
BEPTMKaNbHOro MaclTabrpoBaHusl pasBepTbiBaHUS HAaYHUTE C HEBOMbLIOIrO KOPNOPaTUBHOIO
pasBepTbiBaHNA 1 00GaBNARTE K HEMY KOMMOHEHTbI. Vcnonb3oBaHne MUHUMAaNbHOIO pasBepTbiBaHNS
AN 3TOV Lenv He NoAAepKUBaeTCs.

MpumeyaHue [okymeHTaumsa vRealize Automation Bkntodaer B cebsi npymep cLeHapus NOIHOro
MWHUManbHOro pa3BepTbiBaHUSA, B KOTOPOM MOLLAroBO NokadaHa yCTaHOBKa M Hayarno MCnosfb30BaHus
npogykTa Anst SkcnepMMeHTanbHon paboTsl. [lononHMTeNbHbIE CBEAEHMS CM. B JOKYMEHTE YcmaHoeka u
Hacmpolika vRealize Automation dnsi cueHapus Rainpole.

Pacnpenencunnie pa3pepreiBanus VRealize Automation

PacnpegeneHHble koprnopaTUBHbIE pa3BepPTbIBAHUS MOTYT MMETb pasHble pa3mepbl. basoBoe
pacnpegeneHHoe pasBepTbiBaHWE MOXET ynyywmnTb paboTty vRealize Automation 6narogaps
pasMeLLeHNI0 KOMMOHEHTOB MHpacTpykTypa Kak ycrnyra Ha otaenbHbix cepepax Windows, kak
nokasaHo Ha PUCYHKE HUXeE.
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Puc. 1-2. Pacnpenenennoe passeproiBanne VRealize Automation

Monb3oBatenu

YcTporicTBo
VvRealize Automation

vRealize
Orchestrator

Basa gaHHbIX

Postgres
ycTponcTBa

Bbasa gaHHbIX

SQL Server

WHGPaCTPYKTYpbI
KaK ycryru

—

Be6-cepBep
WHPPaCTPYKTYpbI Kak ycrnyrv
n
y3en gucnetyepa mogenen

Y3en cnyx6bl
avcneryepa MHPaCTPyKTYypbl
Kak ycnyru

Oucnetryepsl DEM AreHTbl

MNHMPACTPYKTYpPbI NHAPACTPYKTYpPbI
Kak ycnyru Kak ycnyru

Pecypcbl BUpTyanuaauum

MHorve npon3BoACTBEHHbIE pPa3BePTbIBAHWSA JOCTUrAOT eLle bornee BbICOKOW NPON3BOAUTENBbHOCTU C
pes3epBHbIMY YCTPONCTBaMU, peE3EPBHBIMM cCepBepamn 1 GanaHCMpoBKON Harpy3ku. KpynHble
pacnpeneneHHble pa3BepTbiBaHUSA 06ecneyrBatoT nyyllyio MacluTabupyeMoCTb, BbICOKYH AOCTYMHOCTb U
aBapuvnHoe BoccTaHoBneHne. ObpaTnTe BHMMaHWe, Y4TO Tenepb PEKOMEHAYETCS MCNOMb30BaTh
BCTPOEeHHbI 3k3eMnnsp VRealize Orchestrator, HO B 6onee paHHVX pa3BepTbiBaHUSAX MOXET
oTobpaxaTtbca nogkntoveHne vRealize Automation k BHewwHemy ak3emnnisipy vRealize Orchestrator.
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Puc. 1-3. KpymHoe pacnpenenennoe passeproiBanue VRealize Automation ¢ 6anancuposkoit Harpysku

Monb3oBatenu

Yctponcteo vRealize Automation HeobsizatensHo

VRealize

Orchestrator
Moacnctema 6anaHCMpPOBKY Harpy3ku

1

1

1

1

1

1

1

1

1

[Noacuctema !

! . : . 6GanaHcuMpoBKM !
VRealize Automation VRealize Automation P :
1

1

1

1

1

1

1

1

Harpy3ku

vRealize VRealize

1 1 1
Orchestrator Orchestrator HDononnuternsHole
3K3eMnsApbI

Orchestrator
vRealize

Basa gaHHbIx

1

1

1

1

1

1

1

1

1

1 - ~
) OCHOBHOE yCTPOWCTBO [lononHWTensHoe YCTPOMCTBO
1

1

1

1

1

1

1

1

1

I Postgres yctpoiictea

n Beb6-cepBep MHGPACTPYKTYpPbI KaK yCrnyru

Mopcucrema GaHaHCVIpOBKVI Harpysku

Beb-cepBep nHppacTpyKTypbl [ononHuTenbHble BeG-cepBepbI
kakjycyminiysen s VHAPACTPYKTYpPbI Kak ycryru
avcnetyepa moaenen 6e3 avcneryepa mogenen

basa gaHHbIX
SQL Server

MHAPACTPYKTYpPbI
Kak ycnyru

—

" Cnyx6a aucneryepa UHGPACTPYKTYpbl kak ycryri

Mogcuctema GaHaHCVIpOBKVI Harpysku

AKTUBHBIN y3en cnyxobl MaccuBHbIE Y3nbl CIyX
AucreTyepa NHPacTPyKTypbl aucnetyepa UHdpacTpyH
KaK ycnyru KaK ycnyru

OpkecTtpatopbl DEM Pa6oune npoueccsl DEM AreHTbl
MHMPACTPYKTYpPbI MHMPACTPYKTYPbI VHPACTPYKTYpbI
Kak ycnyru Kak ycnyru kak ycnyru

Pecypcbl BupTyanusaumu

[ononHutenbHble cBeAEHNsI 0 MaclLUTabupoBaHUKN U BLICOKOW SOCTYMHOCTM CM. B PYKOBOACTBE
OmarnoxHas apxumekmypa vRealize Automation.
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Br160p criocoba ycTaHOBKH

O6wwun mactep yctaHoBkM VRealize Automation — 3T0 OCHOBHOW MHCTPYMEHT 415 HOBbIX YCTaHOBOK
vRealize Automation. Bbl Takke MOXeTe BbINOMHUTL OTAENbHbIE MPOLECChl YCTAHOBKM BPYYHYIO UMK
aBTOMAaTUYECKYIO YCTAHOBKY.

L MaCTep YCTaHOBKM obecneynBaet NpPoCTyto 6bICprPO YCTaHOBKY, OT MUHUMallbHbIX paBBeprIBaHVIVI
00 pacnpenerieHHbIX KopnopaTuBHbIX paaaeprlsaHMﬂ C nogcucreMamm GaHaHCI/IpOBKI/I Harpys3ku unnu

0e3 Hux. bonbLMHCTBO Nonb3oBaTenem 3anyckarT MacTep YCTaHOBKW.

m  |llarn yCcTaHOBKK, BbIMOSHAEMbIE BPYYHYO, HEOOXOAVMbI, €CIU HY)KHO pacLUMpUTb pa3BepTbiBaHNE
vRealize Automation unun ecnn mactep ycTaHoOBKW npekpaTui paboTy No Kakon-nmbo npuydmHe.
lMocne Hayana ycTaHOBKM BPYYHYH BEPHYTBCA M 3aNyCTUTb MacTep YyCTaHOBKU OyaeT HEBO3MOXHO.

= B 3aBWCMMOCTM OT NOTPEBGHOCTEW MOXHO Takxe 1CMosfb30BaTh NPEMMYyLLECTBa aBTOMAaTUYECKON
YCTaHOBKW, YCTAHOBKWN C MOMOLLIbIO KOMaHOHOW CTPOKM MUIn yCTaHOBKM Ha 6a3e API.

VMware, Inc.
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[ToaroroBka K yCTaHOBKE
VRealize Automation

VvRealize Automation yctaHaBnuBaeTcs B CyLLeCTBYOLLEeN MHApaCTPyKType BupTyanusauuu. lNpexge yem

Ha4vyaTb YCTAHOBKY, HY>XHO BbIMOJIHUTb onpeaesfieHHble TpGGOBaHVIﬂ K cpene n CUCTEMHbIe Tp€60BaHl/IF|.

B 3Ty MaBy BXOOAT cnefywLuine pasaenbl:

= OOwasa noarotoBka

B YYyeTHble 3anucy 1 naponu

®  lVmeHa y3nos u IP-agpeca

m  3agepxka 1 NpornyckHas crnocobHOCTb

= YcTtponcteo VRealize Automation

m  Cepsepbl Windows MHdpacTpyKkTypa Kak ycrnyra

= BebG-cepBep MHpacTpykTypa kak ycnyra

®  VY3en cnyx6bl aucnetyepa NHdpacTpykTypa Kak ycnyra

= Y3en cepBepa SQL Server MHdpacTpyKkTypa Kak ycrnyra

= Y3en Distributed Execution Manager HdpacTpyKkTypa Kak ycnyra

m  CepTudumkaTtsl

OO01mas moaroToBkKa

CyLecTBYeT HECKOMBKO CBSI3aHHbIX C pa3BepTbiBaHNEM (PaKkTOPOB, C KOTOPbIMU HEOBXOAUMO
03HaKOMUTbCS Nepes yctaHoBKkon VRealize Automation.

[ononHutensHble cBeaeHnst o TpeboBaHUAX K cpeae 6onee BbICOKOrO YPOBHSA, BKIHOYas
NOAAEPXNBAEMbIE BEPCUMUN OMEPALIMOHHON CUCTEMbI U Bpay3epa, cM. B pasfene MaTpuua nogaepkkm
ansa vRealize Automation.

Be6-0pay3epsl nmonb3oBarenei

OTKpbITYE HECKOMbKMX OKOH 1 BKIagok 6pay3epa He nogaepxmBaercs. VRealize Automation
nogaepKuBaeT OQUH CeaHC Ha Nornb3oBaTens.

YnaneHHble koHconn VMware Remote Console, nogrotoBneHHble B vSphere, COBMECTUMbI TOIbKO C
NoAMHOXeCTBOM Opay3epoB, NofaepKuBaemblx pelleHnem vRealize Automation.
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CroponHee nporpaMMHOE 0OecreueHHe

[lna BCero CTOpoHHEro NporpamMmmMHoOro obecneveHms OmMkHbI ObiTb NocneaHne 0OHOBNEHNS
NOCTaBLLMKOB C ucnpaeneHmsmu. K ctopoHHeMy nporpaMmmMmHomy obecneveHuto otHocsitca OC Microsoft
Windows n cepsep SQL Server.

CunxpoHun3anys BpeMeH!

Bce yctporictBa vVRealize Automation un cepsepbl Windows VHdpacTpyKkTypa Kak ycryra SOSKHbI
CUHXPOHM3MPOBATLCS C OOHUM U TEM e UCTOYHUKOM BpeMeHU. MOXXHO MCNonb30BaTh TONMbKO OA4MH U3
NPVBEAEHHbIX HUXKE NCTOYHUKOB. He coBMeLLanTe NCTOYHUKM BPEMEHM.

®m  Y3en yctponctea vVRealize Automation
m  OpauH BHewHun cepsep npotokorna NTP (Network Time Protocol)

[na ncnonb3oBaHus yana yctponctea VRealize Automation Heobxoammo 3anyctuTs npotokon NTP Ha
yane ESXi. NogpobHee o0 KOHTpone BpeMeHn cM. B pasaerne Ctatba 6a3bl 3HaHun VMware 1318.

MNcToYHMK BpemMeHu BbIGUpaeTCs Ha CTpaHuLie MacTepa yCTaHOBKM, rOe ykasaHbl oGsa3aTerbHbIe YCoBus
YCTaHOBKM.

Y4eTHbIC 3alMCHh U TTApOJIU

Mepen yctaHoBKkow VRealize Automation moxeT noTpeboBaTbCsi CO34aTb HECKOMbKO YYETHbIX 3anncen n
napornen nonb3oBaTens Unn 3annaHMpoBaTb NapaMeTpbl ANd HUX.

VYyerHas 3anuck ciayx0e1 MHbpacTpykTypa Kak yciayra

MHdpacTpyKkTypa Kak ycrnyra ycTaHaBnmMBaeT HECKONbKO cnyx6 Windows, koTopble Heobxoanmo
3anyckaTb NoJ OOHOW YYETHOW 3annchio NONb3oBaTernsi.

= [Ins y4eTHOW 3anncu OomkHbl ObiTh NpegocTaBneHbl Npaea nonb3oBaTensi 4oOMeHa.

m  [Inda y4eTHOW 3anuncu He TpebyroTcs NpaBa agMyMHUCTpaTopa JOMEeHa, O4HAKo NpaBa foKanbHOro
aAMUHMCTpaTopa OMMKHbI ObiTb NpegocTaBneHbl Ha Bcex cepBepax Windows NHdpacTpykTypa kak
ycnyra 0o Hayarna yCTaHOBKM.

m  [laponb y4eTHOM 3anucu He MOXET COAEepXaTb CUMBON ABOWMHbIX KaBblyek (" ).

®m  YcTaHOBLUMK areHTa ynpaeneHus ans cepsepoB Windows MHdpacTpykTypa kak ycnyra 3anpallmsaeT
OaHHble Y4ETHOWN 3anucu.

= [lna yy4eTHON 3anuncy OOMKHO MMETbCS pa3pelleHre Bxon B kavecTBe cnyx0Obl, No3BonsioLlee
cnyxbe gncneryepa 3anyckaTb U co3aaBaTb havinbl XKypHana.

m  [Inda y4eTHOW 3anncu OMmMKHO NMeTbCs paspelueHne dbo B 6ase gaHHbIX MIHpacTpykTypa Kak
ycnyra.
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B crnyyae ucnonb3oBaHUsi ycTaHOBLUMKA ANA co3naHust 6asbl AaHHbIX Nepen YyCTaHOBKOWM crieqyeT
[o6aBuTb BXOA C y4eTHOM 3anuckio Ha cepBep SQL Server. MNocne co3gaHna 6a3bl AaHHbIX
YCTaHOBLUMK NpedocTaBnsieT paspelleHne dbo.

= B SQL, ecnu cpeacTBo yCTaHOBKM UCMONb3yeTcs ANs co3aaHus 6asbl JaHHbIX, nepes yCTaHOBKON
cnenyeT 0o6aBUTb Pofb CUCTEMHOTO aAMUHUCTPATOPa K YYETHOM 3anucy.

Porb cMCTeMHOro agMyHUCTpaTopa He TpebyeTca B criyyYae MUCMoNb30BaHUS YXKe CYLLECTBYIOLLEN
nycTor 6a3bl AaHHbIX.

VYnocroepenue myna npuioxeHuit 1S

[nsa yyeTHOM 3anmncu, UCnonb3yemoi B Ka4eCcTBe YAOCTOBEPEHMS Nyna npunoxenui [IS onsa cnyxobl
Model Manager Web, gomkHO nmetbca paspelueHve Bxoa B kKayecTBe NakeTHOro 3afaHus.

VYyerHsle nanHble 0a3bl JaHHbIX MHPpacTpykTypa Kak yciayra

MoxkHO paspelunTb ycTaHoBLMKY VRealize Automation cozgatb 6a3y AaHHbLIX UK e co3aaTb ee
oTAenbHO ¢ nomolubto cepepa SQL Server. Korga yctaHoBLmk VRealize Automation cospaet 6asy
OaHHbIX, MPUMEHSIIOTCA crnegytoLme TpeboBaHus.

= [lpu ncnonb3oBaHuM yctaHoBLMKa VRealize Automation, ecnv BeiOpaHa npoBepka NOAMMHHOCTHU
Windows, To Ans y4eTHOW 3anucu, 3anyckaroLLen areHT ynpaBrieHns Ha OCHOBHOM Beb-cepBepe
WHdpacTtpykTypa Kkak ycnyra, B SQL gormkHa ObITe NpegocTaBneHa porb CUCTEMHOIO
agMuHUCTpaTopa, Heobxoammas AN co3gaHns U M3MeHeHns pasMepa 6a3bl JaHHbIX.

= [lpu ncnonb3oBaHuM yctaHoBLMka VRealize Automation, aaxe ecnu He BbiOpaHa NnpoBepka
noanuHHocTn Windows, ans y4eTHOM 3anvcu, 3anyckaroLlen areHT ynpaBnieHns Ha OCHOBHOM Be6-
cepBepe MHPPaCTPYKTYpbl Kak ycnyru, B SQL gomkHa MMeTbCst pofib CUCTEMHOTO afMUHUCTpaTopa,
MOCKOJIbKY YYETHbIE JAaHHbIE UCMOMb3YIOTCA B Cpeae BbIMOTHEHUS.

= Ecnu 6a3a gaHHbIX CO34aeTcs OTAENbHO, AN NpefocTaBnaeMblX YYETHbIX AaHHbBIX MONb30oBaTens
Windows nnun nonb3oBatens SQL Heobxoanmo Tonbko paspelleHne dbo B 6ase gaHHbIX.

[TaponbHas ¢paza aist 3amUThl 6a3bl HaHHBIX MHMpacTpykTypa Kak yciyra

MaponbHas dpasa anst 3awmTbl 6asbl 4aHHbIX CO34aeT Koy LWMdPOoBaHKs, obecnednBatoLLmin
©esonacHoCTb faHHbIX B 6a3e aaHHbix SQL MHdpacTpykTypa Kak ycnyra. 3ta napornbHasa pasa
yKasblBaeTCs Ha CTpaHuLe y3na MHdpacTpyKkTypa Kak ycryra Mmactepa yCTaHOBKM.

= 3annaHupynTe UCnorb30BaHWe OAHOWN U TOW Xe NaponbHon dpasbl AN 3awmTbl 6a3 AaHHbIX BO BCEM
ycTaHoBneHHoM MO, uTobbl y KaXKaoro KOMNOHEeHTa Obifn OOMH U TOT Ke KNy WndpOoBaHns.

= 3anuwuTte naposnbHyto dpasy, NOCKobKy OHa NoHagobuTcst 4ns BOCCTaHOBMNEHMS 6a3bl 4aHHbIX B
cnyyae c6osi unu obaBneHns KOMNOHEHTOB MOCe NEPBOHAYaNbHOW YCTAaHOBKM.

m  [laponbHas dpasa ansg sawmTbl 6asbl JaHHbLIX HE MOXET cofepXaTb CUMBOM ABOWHbLIX KaBblyek (" ).
Takas naponbHasi ppasa npuHMMaeTCs B MOMEHT ee CO3[aHus, HO NPUBOAUT K COOI0 yCTaHOBKM.
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Koneunsie Touku vSphere

Ecnu 3annaHnpoBaHa NOAroToBKa KOHEYHOM To4kM vSphere, noHagobutcsa yyeTHasa 3anucb JOMEHa unm
nokarnbHasi y4eTHas 3anncb ¢ paspeLleHnem, HeobXoaMMbIM AN BbINONIHEHUSA ONepaLyi C LenesbiM
obbekToM. N5 y4eTHOM 3anucu Takke TpebyeTcsa HaCTPOUTb COOTBETCTBYHLLUIN YPOBEHb pa3peLleHst B
vRealize Orchestrator.

[Tapons anmunaKcTpatopa VRealize Automation

lMocne ycTtaHoBKkM naponb agMuHucTpaTopa VRealize Automation nossongaeT BovTK B apeHgaTop no
ymonyaHnuto. MNMapornb agMuHUCTpaTopa ykasbiBaeTcs Ha cTpaHuue Single Sign-On macTepa ycTaHOBKW.

Maponb agmuHucTpatopa vRealize Automation He MOXeT cofepxaTb CMMBON 3HaKa paBeHcTBa ( = ) B
KOHLe. [NogoBHbI Naponb NPUHUMAETCA B MOMEHT €ro co34aHusi, HO NOo3XXe NPUBOAMUT K OLLIMOKaM npu
BbIMOSTHEHNN TaKNX onepaLmi, Kak COXpaHEHNE KOHEYHbIX TOYEK.

Wmena y3n0B u |P-aapeca

vRealize Automation TpebyeT, 4TOObI y3rbl B yCTaHOBKE ObInn Ha3BaHbl COrMacHo onpeaeneHHbIM
TpeboBaHusIM.

= Bce komnbloTepsbl VRealize Automation B ycTaHOBKe AOMKHbI UIMETb BO3MOXHOCTb COMOCTaBNATb ApYr
apyra no nonHomy AoMeHHomy umenun (FQDN).

Mpu ycTaHOBKe Bcerga BBoAUTE MOSIHOE JOMEHHOE MMSA BO BpeEMSA nAeHTUdUKauum nnm seibopa
kKomnbloTepa VRealize Automation. He BBogute IP-agpeca 1 KopoTkne MMeHa KOMMNbOTEPOB.

= Kpome nonHoro goMeHHoro nmexu, B Windows tpebyetcs, 4ToBbl KOMNbIOTEPLI C pa3meLLeHHoN Be6-
cnyxxbow aucneryepa mogenen, crnyxbon gucnetdepa n 6a3on gaHHbix Microsoft SQL Server mornu
conocTtaenAate Apyr gpyra no nmenn Windows Internet Name Service (WINS).

HacTpowite onsa ceoewn cucteMbl AOMeHHbIX MMeH (DNS) conoctaBneHune atux KopoTkmx umeH WINS
Y3MnOB.

= /Img goMeHa 1 KOMMNbloTepa AOMKHO OTBeYaTh cneaytowmm TpeboaHusam. Vima komnbioTepa
VRealize Automation gomkHo HaunHaTbCs € BykBbl (a—z, A—Z), 3akaH4mBaTbLCS ByKBOW UK Ludpon
(0-9) 1 cogepxaTb ToNbKO BYKBbI, LMdpPbI U Aeduch ( - ). S3Hak nogyepknBaHns (_) Henb3s
MCMonb30BaTh B UMEHW y3na Uiy NOfTHOM JOMEHHOM UMEHM.

MogpobHee 0 4oNyCTUMBIX MMEHAX CM. B cneLmndurKaunsax MMeH yanos oT Internet Engineering Task
Force. Cm. www.ietf.org.

= B obwux cnyyasx paccuntbiBavite OCTaBUTb MMEHA Y3110B U NOSHble AOMEHHbIE UMEHa,
3annaHupoBaHHble ansi cuctem vRealize Automation. He Bcerga BO3MOXHO M3MEHUTb UMS y3na.
Ecnv nsameHeHne BO3MOXHO, ero npouenypa MOXeT OblTb CIIOXHON.
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®  OnTMManbHbIM pelleHem ByaeT pe3epBUpoBaHMe 1 UCMONb30BaHNE cTatudeckux IP-agpecos ans
Bcex ycTponcTB VRealize Automation n cepsepo Windows WHpacTpykTypa Kak ycnyra.
vRealize Automation nogaepxunsaet DHCP, Ho onst 4ONrocpoYHbIX pa3BepTbiBaHWIA, Hanpumep
NpOM3BOACTBEHHbIX Cped, pekoMeHayTea cTtatudeckune |IP-agpeca.

m  Bo Bpewms passeptbiBaHus OVF unu OVA k yctponcTsy VRealize Automation npumensietcs IP-
agpec.

m  [Ina NHdpacTpykTypa Kak ycnyra-cepsepoB Windows He06X04MMO BbINOMHUTE OBbIYHbIN
npovecc Ans onepaunoHHon cuctemsl. 3aganTe IP-agpec nepen ycTaHOBKOM
vRealize Automation VIHpacTpykTypa Kak ycnyra.

3ajepkKa M IPOITyCKHAsE CIOCOOHOCTh

B vRealize Automation nogaep>xmBaloTcs HECKOMNbKO Y30B U pacnpeaeneHHas ycTaHoBKa, HO CKOPOCTb
nepegayn gaHHbIX 1 pasMep TomMa JOSMKHbI COOTBETCTBOBATb MUHMMASIbHBIM TPEOOBaHMAM.

B vRealize Automation TpebyeTcs cpefa c ceTeBow 3agepkkon He 6onee 5 Mc 1 NponycKHON
cnocobHocTblo He Hwke 1 B anga cnegyrowmx KOMMNOHEHTOB.

= YcTtponcteo VRealize Automation

= BebG-cepBep MIHpacTpykTypa kak ycnyra

®  VY3en gucnetyepa mogenu VNHdpacTpykTypa Kak ycnyra
®m  Y3en cnyx0bl gucnetyepa VHdpacTpykTypa Kak ycnyra
m  Bbasa gaHHbIx SQL Server MiHdpacTpyKkTypa kak ycnyra
= OpkectpaTtop DEM WHdpacTpykTypa Kak ycnyra

Cnepyowmii KOMNOHEHT MOXET paboTaTb Ha canTax ¢ 6ornee BbICOKOW 3a4ePXKKOW, HO 3TO He
peKkomeHayeTcs.

m  Pabouunn npouecc DEM UHdpacTpykTypa Kak ycnyra

MOXXHO yCTaHOBUTb CNeayHLLNA KOMMOHEHT Ha CanTe KOHEYHOWM TOYKM, C KOTOpbIM ByaeT NnponcxoanTb
obMeH JaHHbIMW.

= [Ipokcu-areHT NHdpacTpykTypa Kak ycrnyra

YerpoiictBo VRealize Automation

BonblumHcTBO TpeboBaHumM K ycTponcTBy VRealize Automation npeaBapuTenbHO 3adaHbl B pa3BePHYThIX
dopmarax OVF nnn OVA. OgHu u Te xe TpeboBaHUs NpeabsaBNstoTCA K aBTOHOMHOMY, FMaBHOMY
YCTPOWCTBY U yYCTpONCTBY pennnkn VRealize Automation.

MuHmansHoe o6opyaoBaHMe BUPTYarnbHON MaLUMHbI, HA KOTOPOM BO3MOXHO pa3BepTbiBaHUE: Bepcus 7
nnbo ESX/ESXi 4.x nnun 6onee nosgHen Bepcumn. Cm. pasagen Ctatba 6asbl 3HaHum VMware 2007240. U3-
3a NoTpebHOCTM B annapaTHbIX pecypcax He BbiNonHanTe passepTbiBaHne Ha VMware Workstation.
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MNMocne pa3BepTbiBaHMSA MOXHO UCMOMNb30BaTh vSphere Ans HACTPOWKM NapameTpoB 060pyaoBaHUS
ycTtponcTtea VRealize Automation B cootBeTcTBMmM € TpeboBaHusamu Active Directory. Cm. criegytoLuyto
Tabnuuy.

Tabmuna 2-1. Tpebosauus kK o6opynoBanuio ycrpoiictea VRealize Automation s Active Directory

YctponctBo VRealize Automation ans He6onbLmMx YctponctBo VRealize Automation ans 6onblnx katanoros
katanoroB Active Directory Active Directory

= 40 = 40

= 18 ['GanT namaTu m 22 [GanT namaTu

m 60 ['GaiiT AMCKOBOro NPOCTpaHCcTBa m 60 ['GaiiT AMCKOBOro NPOCTpaHCcTBa

B cnyyae Hebonblioro katanora Active Directory opraHnsaumnoHHas eguHuiLa BKITOYaeT oo

25 000 nonb3oBaTeneun ¢ CUHXPOHM3aLMEN B KOHUrypauumn xpaHunuiia naeHtugpukatopos. B crniyuae
©onbLuoro karanora Active Directory opraHnsaLoHHasa egvHuLa BKtoYaeT bonee

25 000 nonb3oBaTenen.

[MToptser yeTpoiictBa VRealize Automation

Kak npasuno, nopTbl Ha ycTponcTee VRealize Automation npegBaputensHO HaCTPOEHbI B pa3BePHYThIX
dannax gopmata OVF nnn OVA.

Ha yctporictee vRealize Automation ncnone3sytorcsa criegytoLime nopthbl.

Tabnuia 2-2. Bxopsiiue mopTel

Port MpoTtokon KommeHTapumu

22 TCP (Heobs3aTenbHo). Joctyn ansa ceaHcoB SSH.

80 TCP (Heobsi3atenbHo). NepeHanpasneHne Ha nopt 443

88 TCP (UDP Mposepka nognuHHocth Cloud KDC Kerberos ¢ BHeLLHMX MOBUbHBLIX YCTPONCTB.
Heobs3aTensHO
)

443 TCP OocTtyn k BbidoBam API u koHconu vRealize Automation

[ocTyn Ans KOMMLIOTEPOB C LiEMNbto 3arpy3ku roCTEBOTO areHTa 1 areHTa HadyasnbHow
3arpysku nporpamMMHoro obecrneyeHus.

D,OCTyI'I Ana nogcucTemMbl 63]'IaHCVIpOBKVI Harpysku, 6paysep.

4369, 5671, TCP ObmeH coobLyeHmamn RabbitMQ.
5672, 25672
5480 TCP [ocTyn K HTepdency ynpasneHns BupTyarnbHbIM YCTPOWCTBOM.

Mcnon b3yeTCA areHToOM ynpasneHusa.

5488, 5489 TCP Mcnonb3ayetcs yctponictBom VRealize Automation BHyTpeHHe anst 0GHOBREHWIA.

8230, 8280, TCP BHyTpeHHuin aksemnnsip vRealize Orchestrator.

8281, 8283

8443 TCP Doctyn ans 6pay3sepa. MNopt anst agmuHucTpatopa ldentity Manager no npotokony HTTPS.
8444 TCP OBMeH faHHbIMK C NPOKCU-CePBEPOM KOHCONMM A1 NOAKMYEHMI Yepes koHcornb VMware

Remote Console vSphere.
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Tabnuna 2-2. Bxomsuue moptel (MPOSOMKEHNE)

Port

9300-9400

54328

MpoTokon
TCP

UDP

KommeHTapun

Ooctyn gnsa ayguta ldentity Manager.

Tabmuna 2-3. Hcxoasuiue mopThl

Port
25, 587
53

67, 68, 546,
547

80

88, 464, 135
110, 995
143, 993

123

389

389, 636, 3268,
3269

443

445

902

5050

5432

5500

8281

9300-9400

54328

VMware, Inc.

MpoTtokon
TCP n UDP
TCP n UDP

TCP n UDP

TCP

TCP n UDP
TCP n UDP
TCP n UDP

TCP n UDP

TCP

TCP

TCP

TCP

TCP

TCP

TCP n UDP

TCP

TCP

TCP

UDP

KommeHTapumn
MpoTtokon SMTP ans oTnpaBku CXOAALWMX YBEAOMITEHUIA MO 3TIEKTPOHHOW NoYTe.
CepBep DNS.

DHCP.

(HeoBsasatensHo). Micnonb3yetcs Ans nonyyeHust 0GHOBMNEHUI NPOrpaMmMHOro
obGecneyeHunsi. OGHOBMNEHUS MOXHO 3arpy3uTb OTAENbHO U NPUMEHNTb

KoHTponnep AomMeHa.
MpoTokon POP ans nonyveHust BXOAALWMX YBEAOMITEHUIA MO 3NIEKTPOHHO NoYTe.
MpoTtokon IMAP ans nonyyeHusi BXO4ALWMX yBEAOMAEHWUI NO 3MEeKTPOHHOW no4Te.

(Heobsi3aTenbHo). Vicnonb3yeTcst Ans NoakmnoveHust HenocpeacTseHHo k NTP BmecTo
1Cnosnb3oBaHUsi BpeMeHu y3na

LocTyn Kk cepBepy nogkntoveHun View

Active Directory. [Noka3daHbl NOPTbl MO YMOMYaHMUIO, HO X MOXHO HacTpauBaThb.

OBmeH gaHHbIMK CO cryxbon ancnetyepa laaS 1 yanamm KOHEYHOWM TOYKM
MHGPaCTPYKTypbl No npotokony HTTPS.

OBmeH gaHHbIMK € NnporpaMmmMHoin cnyxbon vRealize Automation no npotokony HTTPS.

Hoctyn k cepepy o6HoBneHun Identity Manager.
HocTyn k cepsepy noakntoyveHni View
Hoctyn k penosutoputo ThinApp ans Identity Manager.

Mcnonb3yetca ansa onepaumin konnposaHus darnos cetn ESXi n nogkniodeHns yepes
VMware Remote Console.

(Heobs3aTenbHo). [Anst obmeHa paHHbIMK ¢ VRealize Business for Cloud.

(Heobs3aTenbHo). [inst obmeHa faHHbIMK ¢ 6a3on AaHHbIX PostgreSQL apyroro
YCTPONCTBaA.

Cuctema RSA SecurlD. NokasaH nopT N0 yMOMYaHUo, HO €ero MOXKHO HacTpauBaThb.

(Heobs3aTenbHo). Mcnonbayetca anst obMeHa AaHHbIMU C BHELLHUM 3K3eMMsipoM
vRealize Orchestrator

Hoctyn gnsa ayauta ldentity Manager.
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[nsa KOHKpeTHbIX NogkntodaeMbix mogynen vRealize Orchestrator, koTopble 0OMeHMBaOTCA AaHHBIMA C
BHELLUHUMM CUCTEMAMK, MOTYT NoTpeboBaTbCsa Apyrue nopTbl. JJononHUTENbHbIE CBEAEHMS CM. B

[OKyMeHTaumu no nogkntodaemomy mogynto vRealize Orchestrator.

Cepaepsl Windows UndpacTpykTypa Kak yciayra

Bce cepBepbl Windows, Ha KOTOpPbIX pa3meLleHbl KOMNOHEHTbI IHgpacTpyKkTypa Kak ycrnyra, OMKHbI
oTBeYaThb onpegeneHHbiM TpeboBaHMaM. BeinonHute TpeboBaHus, Npexae Yem 3anyCcTutb MacTtep

ycTtaHoBkM VRealize Automation unm crtaHgapTHbI ycTaHOBLUKMK Ha 6a3e Windows.

MomecTuTte BCe cepBepbl Windows MHPACTPYKTYpbl KaK yCryrn B OOUH 1 TOT e JoMeH. He
ucnonb3ynTte pabodve rpynmol.

Kaxxgomy cepBepy TpebyeTcs cnepytoLlee MMHMMansHoe obopyaoBaHue.
= 2LN

= 8 [GanT namatu

= 40 '6anT AMCKOBOro NPOCTPaHCTBa

CepBepy, Ha KOTOpoM pa3smelleHa 6asa gaHHbIx SQL ¢ KOMNOHeHTaMu MHAPACTPYKTYPbI KaK yCryru,
MOXXeT NoTpeboBaTbCs AONONHUTENbHOE 06opYya0BaHME.

M3-3a notpebHOCTM B annapaTHbiX pecypcax He BbIMONHANTe pa3BepTbiBaHne Ha VMware
Workstation.

YctaHoBuTe Microsoft .NET Framework 3.5.

Yctanosute Microsoft .NET Framework 4.5.2 nnun 6onee nosgHen Bepcum.
Konuto .NET moxHO nony4unts ¢ ntoboro ycrponctea vRealize Automation:
https://vrealize-automation-appliance-fqdn:5480/installer/

Ecnu gns 3arpy3ku ncnonbayetcs Internet Explorer, ybeantech, YTo KOHUrypaums yCuneHHom
©e3onacHocTy BbikNtodveHa. MNMepengute K res://liesetup.dil/SoftAdmin.htm Ha cepepe Windows.

YcraHosuTe Microsoft PowerShell 2.0, 3.0 nnn 4.0 B 3aBmucmMMocTu ot Bawen Bepcumn Windows.

[nsa HekoTopbix 06HOBNEHMI N nepeHocoB VRealize Automation moxeT noTpedoBaTbCsi ycTaHOBKa
bonee crapow unm HoBow Bepcun PowerShell nomvmo TekyLen Bepcum.

Ecnu Ha ogHom cepBepe Windows ycTaHaBnuBaeTCcs HECKOMbKO KOMMOHEHTOB VH(pacTpyKkTypa Kak
ycryra, NiiaHupynTe NX yCTAHOBKY B OOHY U Ty e nanky. He ncnonb3ynte pasHble nyTu.

CepBepbl HdpacTpykTypa Kak ycnyra Mcnonb3yoT npotokon TLS ana nposepku nognvHHOCTH,
KoTopas BKIIO4eHa Nno yMordaHuio Ha HekoTopblx cepeepax Windows.

Ha HekoTopbIx carTax npoTtokon TLS oTkntoYeH B Lensx 6e3onacHocTn, HO HeoBXoANUMO OCTaBUTb
BKIHOYEHHbIM X0Ts Obl oanH npotokon TLS. B ator Bepcun vRealize Automation nogaepxumBaetcs
TLS 1.2.
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= BknounTe cnyx0Oy KoopauHaTopa pacnpegeneHHbix TpaHsakuumi (Distributed Transaction
Coordinator, DTC). B UHpacTpykTypa kak ycnyra cnyxb6a DTC ucnonb3yeTtcs Anst TpaH3aKLmm 1
nenctBuin 6a3bl JaHHbIX, TAKUX Kak co3gaHne paboyero npotecca.

Mpumeyanne Ecnu ansa cosgaHusa NHdpacTpykTypa kak ycnyra-cepsepa Windows knoHupyetcs
KoMmnbtoTep, yctaHoBute cnyx6y DTC Ha krnoHe nocne KnoHnpoBaHus. Ecnu knoHvpoBsatb
KOMMbOTEP, Ha KOTOPOM yxe ecTb DTC, ero yHuKanbHbIi MAEHTUAUKATOP KOMMPYETCS B KIMOH, YTO
npuBOAUT K cboto nepedaymn AaHHbiX. CMm. pasgen Owwnbka obmeHa AaHHbIMKU cO cryx6on

avcneTyepa.

Takke Bkntounte DTC Ha cepBepe, rae pasmelyeHa 6a3a gaHHbix SQL, ecnm aToT cepBep paboTaet
oTAenbHO oT MHbpacTpykTypa kak ycnyra. [JlononHuTenbHble CBEAEHUS O TOM, KaK BkMounte DTC,

cM. B pasgene Ctatbs 6asbl 3HaHun VMware 203894 3.

= Y6eauTtech, YTO paboTaeT cnyxba BTOPUYHOIO BxoAa B cuctemy. [pu xenaHnm MoxXHO OCTaHOBUTb

3Ty cnyx06y No 3aBepLUEHNN YCTAaHOBKM.

[Topter cepBepoB Windows UudpacTpykTypa Kak yciayra

Mepepn yctaHoBkon VRealize Automation Heo6xoammo HacTpouTb NopThl cepBepoB Windows
MHdpacTpykTypa Kak ycnyra.

OTkponTe nopThl Mexay Bcemu cepepamn Windows MHdpacTpyKkTypa Kak ycryra B COOTBETCTBUM C
NpyBELEHHLIMU HXKe Tabnmuamu. BkrtounTe ctofa Takke cepBep, Ha KOTOpOM pa3MelleHa 6asa AaHHbIX
SQL, ecnu oH otaeneH ot NHpacTpykTypa Kak ycryra. Ecnm a1o paspelueHo nonutukamm canTa, Takke
MOXHO OTKMOYUTL OpaHamayapbl Mexay VIHdpacTpykTypa kak ycnyra-cepsepamu Windows 1 SQL

Server.

Tabnuna 2-4. Bxopsiiye mopTel

Port

443

443

443

443

VMware, Inc.

Mpotokon

TCP

TCP

TCP

TCP

KoMnoHeHT

Manager Service

YcTponcTeo
vRealize Automation

Y3nbl KOHEYHOW TOYKU
NHPACTPYKTYpbI

[ocTeBoW areHT

areHT HavanbHou 3arpysku
nporpamMmmMmHoOro obecneveHuns

KommeHTapumu

OBMeH AaHHbIMY C KOMMOHEHTaMN MHAPACTPYKTYPbI Kak
ycnyru n yctponcteom vRealize Automation no npotokony
HTTPS.

O6BMeH faHHBIMK C KOMMOHEHTaMU MHAPPACTPYKTYpbl Kak
ycnyru n yctponcteom vRealize Automation no npotokony
HTTPS.

OBMeH faHHBIMK C KOMMOHEHTaMU MHAPPACTPYKTYpbl Kak
ycnyru n yctponcteom vRealize Automation no npotokony
HTTPS. Kak npaBuno, nopt 443 aBnsieTcsi nopTom Ans obmeHa
AaHHbIMM MO YMOMYaHWIO AN BUPTYarbHbIX U 06MayHbIX Y310B
KOHEYHbIX TOYeK MHpacTpykTypbl. OQHAKO CM.
[OKYMEHTaumio, NPefoCTaBEHHYH0 y3namMn NHppacTpyKTypsl,
4TODObI 03HAKOMUTLCH C MOSIHBIM CMMCKOM HEOBXOANMbIX
MOPTOB M MOPTOB MO YMOMYaHUIO.

O6MeH faHHbIMK CO crnyxboW aucneTyepa no NPoTOKOmMy
HTTPS
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Tabnuna 2-4. Bxogsiue moptel (MPOJOMKEHNE)

Port MpoTokon KomnoHeHT KommeHTapumn

443 TCP Pa6ouuin npouecc DEM B3anmopgencTteme ¢ NSX Manager

1433 TCP Ok3emnnap SQL Server MSSQL

Tabmuna 2-5. Vcxoasiiue mopTh

Port MpoTtokon KomnoHeHT KommeHTapumn

53 TCP n UDP Bce DNS

67, 68, 546, TCP n UDP Bce DHCP

547

123 TCP n UDP Bce (HeobsizatenbHo). NTP

443 TCP Manager Service O6MeH faHHbIMK ¢ ycTporicTBoM VRealize Automation no

npotokony HTTPS.

443 TCP Oucnetyepsl Distributed O6MeH faHHbIMK co crnyx6oi aucneTyepa no NpoToKomny
Execution Manager HTTPS

443 TCP [pokcu-areHTbl O6MeH faHHbIMK co cryx6oi aucneTyepa 1 yanamv KOHEYHOM

TOYKU MHGPaCTPYKTypbl no npotokony HTTPS.

443 TCP AreHT ynpasneHus O6MeH gaHHbIMK ¢ ycTpoiicTBoM VRealize Automation

443 TCP [ocTeBON areHT O6MeH faHHbIMK co crnyx6oi aucneTyepa no NpoToKony
areHT HavanbHo 3arpysKku HTTPS
nporpaMmMHoro obecneyeHus

1433 TCP Manager Service MSSQL
Website

5480 TCP Bce O6meH faHHbIMK ¢ ycTporicTBoM VRealize Automation.

Takxe, B cBs3u ¢ BkntoveHnem DTC mexay Bcemu cepsepamu, ang DTC tpebyetcs nopt 135 no
npotokony TCP n cnydanHein nopt mexay 1024 n 65535. O6patuTe BHUMaHWeE: CPEACTBO MPOBEPKM
Heobxoanmbix TpeboBaHMn NpoBepseT, 3anyLeH nu DTC u oTKpbIThl 1M Tpebyemble NopTh.

Beb-cepBep MudpacTpykTypa Kak yciayra

Cepsep Windows, Ha KOTOPOM pa3MeLLeH Be6-KOMMOHEHT, A0IMKEH COOTBETCTBOBATb AOMOSNHUTENBbHBIM
TpeboBaHuaM, NOMUMO TpeboBaHUI, NpeayCcMOTPeHHbIX Ans Bcex cepeepoB Windows MHpacTpykTypa
Kak ycnyra.

TpeboBaHWsi He MEHSIIOTCS B 3aBMCUMOCTU OT TOrO, pas3MeLLeH N Ha BeO-KOMMNOoHeHTe ANCneTyep
Moaenen.

= HactpownTte Java.

YcTtaHoBute 64-paspsigHyto Bepcuio Java 1.8 (o6HoeneHune 161 nnm 6onee nosaHern Bepcun). He
ucnonb3ynte 32-pa3psgHyro BEPCUto.

HocTtaTtouHo Bepcumn JRE. MonHei komnnekt JDK He Tpebyetca.

Hactpowite nepemerHyto cpeasl JAVA_HOME Ha ycTtaHoBo4YHyt0 nanky Java.

VMware, Inc.
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m  YBeguTtecb B JocTynHocTn %$JAVA_HOMEX%\bin\java.exe.

= HactpowiTte cnyx6bl IS cornacHo criegytoLlen Tabnuue.

Tpebyetca IIS 7.5 ana Windows Server 2008, 1IS 8 ansa Windows Server 2012, 1IS 8.5 gns Windows
Server 2012 R2 n IS 10 ana Windows 2016.

Kpome napameTpoB KOHGUrypauumn ctTapanTecb He pasMmellaTb AONONHUTENbHbIE BeO-canThl B 11S.

vRealize Automation 3agaet ans npuBsA3kM Ha CBOEM nopTe Ansi o0OMeHa faHHbLIMU BCe

HEeHa3Ha4Y€HHbIe IP-ap,peca, aenad HeBO3MOXHbIM co3aHne OO0MOJTHUTENTbHbIX NMPUBA30K. Mo

ymon4yaHuio B VRealize Automation ncrnonssyetcs nopt 443.

Tabnuia 2-6. Cnyx6s1 IS qist y3ma aucneruepa ciyx6s1 MHpacTpyKkTypa Kak yciyra

KomnoHeHT IIS MapameTtp

Ponu cnyx6 11S L

Ponun cnyx6bl aktnBauum Windows 1S u

nposepka nogfimHHocTn Windows
Cratuyeckoe cogepxmmoe
[loKyMEHT no ymonyaHuto
ASPNET 3.5 n ASPNET 4.5
Pacwmperus ISAPI

dunetp ISAPI

API koHUrypaumm

Cpepa NET

Mogenb npouecca

AktuBauma WCF (tonbko pasHougHoctn Windows Server 2008)
AxTtuBauusa no HTTP

He-HTTP aktuBauwms (Tonbko pasHosuagHocT Windows Server 2008)
(PasHosugHocTn Windows Server 2012: nepengute B pasgen

«KoMnoHeHTbI» > «KomnoHeHTbl .NET Framework 3.5» > «He-HTTP
aKTuBaums»)

[MapameTpbl npoBepky noanuHHocTyh 1S HacTponTe cnegytoLme 3Ha4eHUs1, UICNONb3yeMble HE MO YMOMYaHMIo.

Mposepka nognuHHoctn Windows BkrtoveHa

AHOHVMMHas NpoBepKa NOAMMHHOCTY BbIKIOYEHA

He nsmensinTe cnegytoLwme 3Ha4eHUsi N0 YMOMYaHMIo.

MocTaBwmk Negotiate BkrtoueH

MocTaBwwmk NTLM BkntoveH

Pexwum sagpa nposepku nognuHHoctn Windows BkitodeH

MpoBepka nognuHHocT Windows ¢ pacLUMpeHHON 3aLMTON OTKIoYeHa

[nsa ceptudukartos, ncnonbaywmx SHA-512, npotokon TLS 1.2 gomkeH
ObITb OTKMOYEH B pasHoBuaHocTax Windows Server 2012.

V3en ciyx0b1 gucrnieruepa MHppacTpykTypa Kak yciayra

Cepsep Windows, Ha KOTOPOM pa3MeLLEeH KOMMOHEHT cryXbbl gucneTyepa, AOMMKeH oTBeYaTb
[OMNONHUTENbHLIM TpeboBaHMAM, NoMuUMOo TpeboBaHun ons Bcex cepeepoB Windows VHdpacTpykTypa

Kak ycnyra.
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Tpe6OBaHMﬂ 0514 OCHOBHOIO 1 1A pe3epBHOro yarna CJ'Iy)K6bI ancnertyepa oanHaKoBbI.

= Mexay yanom DEM v yanom cniyx6bl gucnetyepa He JOMKHO CObITb HMKaknx GpaHomayapos.
[ononHuTtenbHble cBegeHns cM. B pasgene [opTtel cepsepoB Windows VIHbpacTpykTypa kak ycnyra.

m  Tpebyetcs, 4uTobbl y3en cnyx6bl gucnetyepa mor conoctaensaTe ma NETBIOS y3na 6a3bl AaHHbIX
cepepa SQL Server. Ecnv oH He MmoxeT conoctaButb nmst NETBIOS, cnegyet nobasutb nvsi
NETBIOS cepsepa SQL Server B havin /etc/hosts komnbioTepa co cnyxbon gucnetyepa.

V3en cepepa SQL Server Undpactpykrypa Kak yciyra

Cepeep Windows, Ha kOTopom pa3smelLieHa 6a3a gaHHbIXx SQL NHdpacTpyKTypa Kak ycnyra, AormKeH
COOTBETCTBOBATb ONpeaeneHHbIM TPeboBaHMsAM.

SQL Server moxeT HaxoguTbcsa Ha ogHoM m3 cepeepoB Windows NHdpacTpykTypa kak ycnyra nnm Ha
oTaenbHOM y3ne. [Npu pasMeLLeHM BMecTe C KOMNOHeHTaMu VIHpacTpyKTypa Kak ycrnyra npuMeHsTCs
pononHuTeneHble TpeboBaHud, nommmo TpebosaHui, NpegyCMOTPEHHbIX Anst Bcex cepaepos Windows
MHdpacTpykTypa Kak ycnyra.

= B sToMm Bbinycke vVRealize Automation He nogaepxnBaetca pexxum coBmectumocTtn 130 SQL
Server 2016 no ymonyaHuto. Ecnv gnsa ncnonb3oBaHusa ¢ MHdpacTpykTypa Kak ycryra oTaenbHo
cospgaetca nyctas 6a3a gaHHbix SQL Server 2016, ncnonb3ynte pexum coemectumoctn 100 unn
120.

Ecnu 6a3a gaHHbIX co3gaHa ¢ NOMOLLbI CpeacTBa ycTaHoOBKM VRealize Automation, coBmectuMocTb
yXKe HacTpoeHa.

= [pynna goctynHoctu AlwaysOn (AAG) nogaepxmsaetcs Tonbko B SQL Server 2016 Enterprise. Npu
ucnonb3oBaHum AAG HeobxoaMMO ykasaTb NoSIHOe JOMeHHoe nMs npocnymsatens AAG B
kayectBe y3na SQL Server.

= B cnyyae pasmeLleHusi BMecTe ¢ KoMnoHeHTaMu MHdpacTpykTypa Kak ycrnyra HacTpointe Java.

= YcraHoBuTe 64-paspsagHyto Bepcuto Java 1.8 (obHoBneHne 161 nnu 6onee nosgHen sepcun). He
ucnonb3ynte 32-pa3psgHyro BEpCuto.

HoctatoyHo Bepcumn JRE. MonHbin komnnekt JDK He Tpebyetcs.
m  Hactpovite nepemenHyto cpeabl JAVA_HOME Ha ycTaHOBO4YHyt0 nanky Java.
= Y6eauTtechb B gocTtynHoctn %$JAVA_HOME%\bin\java.exe.

®  [cnonb3ynte nogaepxmeaemyto Bepcutio SQL Server n3 Matpuubl nogaepxki onsa vRealize
Automation.

= Bknounte npotokon TCP/IP ansa SQL Server.

= B SQL Server npegycmoTpeHa mogernb 6a3bl JaHHbIX, KOTOpasi UCMOMb3yeTcs Kak WabnoH ansa Bcex
6a3 gaHHbIX, cozgaBaeMbix Ha aksemnnspe SQL. YTobbl obecneynTb NpaBuIibHYHO YCTaHOBKY
MHdpacTpykTypa Kak ycrnyra, He n3aMmeHsiiTe pasmep mogenu 6asbl AaHHbIX.
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= O6bI4HO cepBepy TpebyeTcs Gonblue obopynoBaHUsd, YeM onucaHHbIn B Cepeepbl Windows
ViHdopacTpyKTypa Kak ycrnyra MUHUMYM.

JononHutenbHble CBeAeHMS CM. B pasaene creyugukayuu obopydoeaHusi U MakcuMmarbHasi
emMKocmb B JOKYyMeHTauun no SmarsoHHas apxumekmypa vRealize Automation.

= [Ipexge 4yem 3anycTuTb CPeACTBO ycTaHOBKM VRealize Automation, Heobxogumo naeHTndnumpoBarb
y4eTHbIe 3anucu n JobasuTb paspellerHnsi B SQL. Cm. pasgen Y4YeTHble 3anucu 1 naporu.

V3en Distributed Execution Manager Mudpactpykrypa kak
yciyra

Cepaep Windows, Ha KOTOpPOM pa3MeLLieH opkecTpaTop unu paboumn npouecc Distributed Execution
Manager (DEM), gomkeH oTBevaTb SOMNOMHUTENBHBLIM TpeboBaHNAM, KpoMe TpeboBaHU Anst BCEX
cepepoB Windows VHdpacTpyKkTypa Kak ycnyra.

Mexay yanom DEM u y3nom cnyx06bl AucneTyepa He OOMKHO ObIiTb HUKaKMX GpaHamayapoB.
HononHutensHble cBedeHnst cM. B pasgene [opTtel cepsepoB Windows VHdpacTpykTypa Kak ycnyra.

Paboune npoueccel DEM mMoryT nmetb gononHuTensHble TpeboBaHUsi B 3aBUCUMOCTY OT
noaroTaBnMBaeMbIX PECYPCOB, C KOTOPbIMU OHU B3aUMOLENCTBYIOT.

Paboune nporieccet DEM ¢ Amazon Web Services

Pabouunn npouecc DEM vRealize Automation NHpacTpykTypa Kak ycryra, B3auMOAENCTBYOLLNIA C
Amazon Web Services (AWS), gomkeH oTBe4aTb LOMNOMHUTENBHbLIM TPEOOBaHNSM, KpOMe TpeboBaHUn
ans scex cepsepoB Windows VHdpacTpykTypa kak ycnyra 1 DEM B uenom.

Pabounin npouecc DEM moxeT B3ammogericteoBaTb ¢ AWS ans nogrotoekn. Pabounii npouecc DEM
B3aMMOAENCTBYET C y4eTHon 3anucblo Amazon EC2 n cobupaeT cBa3aHHbIE C HEN JaHHbIE.

m  Pabouunn npouecc DEM pgomxeH numetb goctyn K IHTepHeTy.

= Ecnu pabouunn npouecc DEM HaxoguTca 3a 6paHaMayapoM, HeOBXoAMMO paspeLlnTb BXOOAALWMNA U
ncxogswmn Tpacduk HTTPS ¢ canta aws . amazon . com, a Takke URL-agpeca ans pervoHo EC2, k
KOTOPbIM UMEKT AOCTYN yyeTHble 3anucn AWS, Hanpumep ec?2 .us—-east-1.amazonaws . com Ans
BOCTO4YHOro pervoHa CLUA.

Kaxgbin URL-agpec conoctaBnsieTcs ¢ auanasoHom |IP-agpecos, N03TOMy, BO3MOXHO, A4S
NpPoOCMOTpa N HacTPOWMKK 3TUX |IP-agpecoB NpuaETCs UCNOMNb30BaTh MHCTPYMEHT, KOTOPLIN, Hanpumep,
npeanaraetcs Ha Beb-canite komnaHum Network Solutions.

m  Ecnu pabounn npouecc DEM nonyyaet goctyn k IHTepHETy Yepes npokcu-cepeep, cnyxoy DEM
HeobXo4MMO 3anyCTUTb C MOMOLLbIO YYETHBIX JAaHHBLIX, KOTOPbLIE MOTYT NMPOWTU MPOBEPKY
NMOAMMHHOCTM Ha MPOKCU-cepBepe.
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Paboune nporeccet DEM ¢ OpenStack win PowerVC

Pa6ounin npouecc DEM UHppacTpykTypa kak ycnyra vRealize Automation, B3aMmoaencTaytouin ¢
OpenStack nnv PowerVC n nony4yawLwmii OT HAX AaHHble, AOMKEH COOTBETCTBOBATL AOMONTHUTENbHBIM
TpeboBaHusiM, MOMMMO TpeboBaHWIA, NPUMEHUMbIX KO BceM cepBepam Windows VHdpacTpykTypa Kak
ycnyra n k DEM B uenom.

Tabmuna 2-7. Tpebosauus mis OpenStack u PowerVC pa6ouero nporecca DEM

YctaHoBKa Tpe6oBaHus
Bce B peectpe Windows BkntoveHa nogaepxka npotokona TLS v1.2 u .NET framework. MNpumep:

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319]
"SchUseStrongCrypto"=dword: 00000001

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NETFramework\v4.0.30319

]
"SchUseStrongCrypto"=dword: 00000001

Y3en DEM Windows 2008 B peectpe Windows Bkntounte npotokon TLS v1.2. MNpumep:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHA

NNEL\Protocols\TLS 1.2]

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHA

NNEL\Protocols\TLS 1.2\Client]
"DisabledByDefault"=dword: 00000000
"Enabled"=dword: 00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHA

NNEL\Protocols\TLS 1.2\Server]
"DisabledByDefault"=dword:00000000
"Enabled"=dword:00000001

CamosaBepsione Ecnu B akzemnnsipe PowerVC nnn OpenStack He ncnonb3yoTcst HagexHble cepTudumkaThbl,
cepTudukaThl B y3ne nmnoptupynte ceptudmkat SSL ns cesoero akzemnnspa PowerVC nnn OpenStack Ha kaxgbin
KOHEYHON TOYKMN cepBep laaS Windows, roe 6yaet npoxoauTs yctpaHoBka DEM vRealize Automation.
NHAPACTPYKTYPbI

Pa6oune mporeccsl DEM ¢ Red Hat Enterprise Virtualization

Pabounin npouecc DEM UHppacTpykTypa kak ycnyra vRealize Automation, B3aMMoaencTByoLWniA ¢
pewweHvem Red Hat Enterprise Virtualization (RHEV) n nony4atowmii ot Hero gaHHble, AOMKEH
COOTBETCTBOBATb AOMNOMHUTENBbHBIM TPEOOBaHUAM, MOMUMO TPEOOBaAHWIA, NPUMEHUMbIX KO BCEM
cepsepam Windows NHdpacTpykTypa Kak ycnyra u k DEM B uernom.

®  Heobxoammo npucoeamHnTb kaxayto cpegy RHEV k gomeHry, cogepxallemy cepep paboyero
npouecca DEM.

®  YyeTHble JaHHble, KOTOPbIE UCMOMb3YHTCA AN YyNpaBneHNs KOHEYHOW TOYKOW, NpeacTaBnsaoLLLEn
cpeay RHEV, gomkHbl o6nagatb npaBamu agMuHucTpaTopa B cpege RHEV. MNpu ncnons3osaHum
RHEV ans nogrotoBku pabounii npouecc DEM B3aMMOAEeNCTBYET C 3TOM YYETHOW 3aNuUChio U
norny4aeT OT Hee [JaHHbIe.

VMware, Inc.

33



YcraHoBka vVRealize Automation

®  [Ins yY4eTHbIX AaHHbIX TaKkkKe OOMKHbI UMETbCS NPUBUMErU, 4OCTATOYHbIE AN CO34aHusl OObEeKTOB B
yanax B npegenax cpefbl.

Pa6oune nporieccet DEM ¢ SCVMM

Pa6ouunn npouecc DEM UndpacTpykTypa Kak ycnyra vRealize Automation, KOHTponupyoLui
BUpTYarbHble MallMHbl Yepe3 System Center Virtual Machine Manager (SCVMM), gomxeH
COOTBETCTBOBATb AOMOMHUTENbHBIM TpeboBaHNAM, MOMUMO TPeBGOBaHUIA, NPUMEHMMbIX KO BCEM
cepsepam Windows NHdpacTpykTypa Kak ycnyra u k DEM B enom.

= YctaHoBuUTe pabounii npouecc DEM Ha komnbioTep ¢ koHcorbio SCVMM.
PekomeHayeTcsa ycTaHaBnmBaTtb KoHconb SCVMM Ha otgenbHoM pabodem npouecce DEM.

= Pabouuin npouecc DEM gomxeH nmetb goctyn k mogynio PowerShell SCVMM, yctaHoBneHHOMY C
KOHCO/b}O.

= [Ina nonutukm BeinonHeHus PowerShell Hy>xHO ycTaHoBUTL 3HadeHne RemoteSigned nnu
Unrestricted.

YTto6bl NpoBEpPUTL NONUTUKY BbINONHeHMs PowerShell, BBeanTe ogHy M3 criedyowmx KoMmaHz B
KomaHgHown ctpoke PowerShell.

help about_signing
help Set-ExecutionPolicy

m  Ecnu aTM ycnoBus He BLIMOMHATCA HA BCEX KOMMbIOTEPAX, FAe YyCTaHOBMEHbI paboyne npolecchl
DEM B pamkax gaHHOro ak3emnnspa, Bocnonb3dyntecb komaHgamm Skill, 4Tobbl HanpaBuTb
cBsA3aHHble ¢ SCVMM paboune npouecchl Ha Te paboune npoueccel DEM, KOTopble yCTaHOBMEHbI Ha
KOMMbOTEPAX, OTBEYAIOLLNX STUM YCITOBUSIM.

vRealize Automation He nogaepxunBaeT pasBepTbiBaHUE cpeabl, UCMOMb3YoLEN KOHPUrypaLmo
yactHoro obnaka SCVMM. vRealize Automation B HacTosiLLee BpeMsi He MOXET OCYLLEeCTBIATb
nomnyYeHne JaHHbIX OT YacTHbIx obrnakoB SCVMM, a Takke BblAeneHne pecypcoB A9 HUX U NOOTOTOBKY
pecypcoB Ha 1X OCHOBE.

K SCVMM npumeHstoTCs criegyrolime OOMNONMHUTENbHbIE TpeboBaHus.

= vRealize Automation nogaepxusaetr SCVMM 2012 R2 npu Hannyumn PowerShell 3 unn 6onee
nosgHen Bepcun.

m  KoHconb SCVMM cnepyet yctaHaBnuBaTb 4O YCTaHOBKM paboymx npoueccos DEM
vRealize Automation, KoTopble BbINOMHSOTCA C UCnofnb3oBaHMeM pabounx anemeHtoB SCVMM.

Ecnu yctaHoButb paboumnit npouecc DEM go yctaHoBku koHconun SCVMM, otobpasaTtcs owmbku
XypHara, Kak mokasaHo B NpuMepe HUXE.
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Pabounii npouecc "ScvmmEndpointDataCollection" 3aBepuimics cb6oem CO ClEayrOIM
uckimroyeHuem: «Mwmst "Get-VMMServer" He pacmo3HaHO Kak MMs KOMaHmiera, (yHkmuu, (daiina
CKPUITA WIIM BBIIOIHIEMONW mHporpamMbl. I[IpoBepbTe MPaBUIBLHOCTh HANMCAHUS MMEHH, a TaKKe

HaJIM4YU€ W NPaBUJIIBHOCTb IMYyTU, IOCJIC YCTO IOBTOPUTC IIONBITKY .

[nsi peweHns aTo npobnemsl ybeautech, 4to koHconb SCVMM ycTaHoBneHa, 1 nepesanyctute
cnyx06y paboyero npouecca DEM.

Kaxgbin akzemnnap SCVMM HyXHO MOOKMOYNTL K JOMEHY, COAEpXKaLLeEMY CepBep.

Y4yeTHble AaHHble, UCNorb3yeMble AN yNpaBneHnss KOHEYHOW TOYKOW, KoTopasi MpeaCcTaBnseT
ak3emnnsip SCVMM, gomxHbl 0bnagate npaBaMy agMUHUCTpaTopa Ha cepeepe SCVMM.

OHu TakKe OOMKHbI MMETb NpaBa agMUHUCTpaTopa Ha cepBepax Hyper-V B aksemnnspe.

YT06bI NPegocTaBmTbL KOMMNBIOTEPBLI HA OCcHOBE pecypca SCVMM, nonb3oBarenb
vRealize Automation, koTopbIi 3anpaluvBaeT anemMeHT Katanora, ormkeH obnagaTb ponbio
agMuHucTpartopa B ak3emnnsipe SCVMM.

Cepsepbl Hyper-V B ak3emnnape SCVMM, kotopbiM 6yayT ynpaBnsTb, OMKHbI ObITb cepBepamu
Windows 2008 R2 SP1 ¢ Hyper-V. lNpoueccop A0mKeH coaepxaTtb HEOOXOAMMbIE pacLUMPeHnst
BUpTYyanusauun, gormkHa 6biTe yctaHoBneHa cpeda .NET Framework 4.5.2 unu 6onee nosgHen
BEPCUU, @ TaKKe BKIOYEH MHCTpyMeHTapuin ynpaeneHuns Windows (WMI).

Y106kl NOArOTOBUTL KOMMBIOTEP NOoKoneHus 2 Ha pecypce SCVMM 2012 R2, cnegyet fobasutb B

CXemy arnemMmeHToB crnegyrouimne CcBOMCTBA.

Scvmm.Generation2 = true
Hyperv.Network.Type = synthetic

Ha CTpaHuue I/IH(*)OpMaLI,I/II/I o C6op|<e CXeMbl 311IEMEHTOB KOMMbKOTEPA NOKOJ1IEHUA 2 fonmxeH ObiTb

yKa3saH MMeLLMIACS BUPTYyanbHbIv xxecTkun guck (VHDX), anst kotoporo cobpaHbl AaHHble. Ecnn aton

VIHCbOpMaLIMVI HET, NOAroTtoBKa KOMMbOTEPA MOKOJTIEHUA 2 He BbINosHsaeTcs.

[ononHuTenbHble CBEAEHMS O BbIMOMIHEHUN Heobxoaumbix TpeboBaHun k cpeae SCVMM cwm. B pasgene

Hacmpolka vRealize Automation.

Ceprudukarsl

vRealize Automation ncnonb3ayet ceptudmkartbl SSL, 4ToObI 06ecnevnTb 6€30NacHOCTL CBA3N MEXAY

KomMnoHeHTamn VIHpacTpykTypa Kak ycnyra u aksemnnsipamu yctporncTtea vRealize Automation.

YcTponcTBa u koMnbtoTepsbl nog ynpaeneHnem Windows obMeHnBatoTCst STUMmn ceptudpmkatamm, 4toobl

yCTaHaBnMMBaTb HaAeXHble NOAKITIo4EeHNA. CepTVICpVIKaTbI MOXHO Nony4nTb BO BHYTPEHHEM UJTN BHELLHEM
LeHTpe CepTI/leI/IKaLI,I/II/I UM co3gaTtb camMmo3aBepdaroLimne CepTI/ICbMKaTbI BO BpeMA pa3BepPTbIBAHNA KaXaoro

KOMMOHEHTAa.
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BaxHble cBegeHMs 00 ycTpaHeHMn HeENoMNaaok, noaaepXke n TpeboBaHnax K JOBEPEHHBIM
ceptudmkaram cm. B pasgene Crtatbs 6a3sbl 3HaHun VMware 2106583.

MpumeuaHmne vRealize Automation nogaepxuBaeT ceptndmkatel SHA2. B camo3aBepsimnx
cepTudmkartax, CosgaHHbIX B cucteme, ucnonodyerca SHA-56 ¢ wndposaHnem RSA. BoamoxHo,
notpebyeTtcs BbINOMHMTL 06HOBNEHWe o cepTudmkatoB SHA2 B COOTBETCTBMM C TpeboBaHUAMU
onepauuoHHON cuctembl unun Gpaysepa.

OBHOBUTL MNKN 3aMeHUTb CepTUdMKATLI MOXHO MOCre pa3BepTbiBaHWs. Hanpumep, MOXeET NCTeYb CPOK
OencTBus ceptudmkaTta unm Bel MOXETE BO BPEMS Ha4arnbHOIo pa3BepTbliBaHNS NCNOMb30BaTh
camosaBepsioLmne ceptudurkaTel, @ 3aTem NoNyUYnTb cepTudmrKaTbl U3 HAAEXHOrO LeHTpa cepTudukauum
nepeg Hadanom peanusauumun vRealize Automation.

Tabnuua 2-8. Peanuzanuu cepridukaron

MuHumanbHoe pa3BepTbiBaHUe

KomnoHeHT (HenpousBoACTBEHHOE) PacnpepeneHHoe pa3BepTbiBaHMe (FrOTOBOE K NPOVU3BOACTBY)
YCTpOnCTBO Cospaiite camo3aBepsitoLLni [ns kaxgoro knactepa yCTPONCTB MOXHO UCMOMNb30BaTh
VvRealize cepTudumkaT BO BpeEMsi HACTPOMKIN cepTudurKaT BHYTPEHHErO UM BHELLHEro LieHTpa cepTudmKaLmm.
Automation yCTpOMCTBa. MoppepxuBarTca MHOropasoBble 1 FpynnoBble cepTUUKATHI.
KoMnoHeHThbI Bo Bpems ycTtaHOBKM npumMute Mony4nTe MHOropasoBbIi cepTUdMKaT, Hanpumep ceptTnudmkat
WHdpacTpykTypa  co3gaHHble camo3aBepsitoLume ansTepHaTMBHOIO UMeHu cybbekTa (SAN), OT BHYTPEHHEro 1nm
Kak ycnyra cepTtudukatel Unu Beibepute BHELLHErO LieHTpa cepTudukaLmmn, KoTopomy AoBepsieT Ball Beb-
noAaeneHne cepTndmrKaToB. KIWEHT.

Henouku cepTuukaron
Ecnn MCNonb3yTCA LEeNno4kn CepTI/Id)MKaTOB, YKaXute CepTI/ICbI/IKaTbI B cnefyrowem nopanke:

B cepTUduMKaT KNMEHTa Unn cepeepa, NOAMMCaHHbIN MPOMEXYTOUYHBbIM CEPTUMKATOM LiEHTpa
ceptudmkauuu;

B [IPOMEXYTOYHblE cepTUdmKaThbl (OQNH UM HECKOIBKO);
®  KOPHEBOWN cepTudumKaT LeHTpa cepTudurkaumm.

Mpw nMmnopTe cepTudukaTos AobaskTe BepxHMit konoHTuTyn « HAYATTbHbLIA CEPTUGUKAT» 1 HUKHUI
KONMOHTUTYN «KOHEYHbIV CEPTUGUKAT» ans kaxaoro cepTudmkara.

ITpu Hactpoiike URL-anpeca Bxona B cpeny VRealize Automation
U3MEHSAETCS cepTuuKar

Ecnu Heobxoamnmo, 4YTobbl Nonb3oBaTeny Bxoaunu ¢ nomoubio URL-MMeHM, oTnnyatoLlerocsi oT MMeHun
YCTPOWCTBA UM nogcucTeMbl 6anaHcMpoBkM Harpy3km VRealize Automation, cm. AeicTBMS No HacTporike
CNAME po v nocne yctaHoBku B pasgene 3agaHne URL-agpeca ans Bxoga B vRealize Automation B
BMAE HACTpanBaeMoro MMeHN.
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TpeboBanus k ceprudukaram s VRealize Automation

Mpu ncnonb3oBaHun ceptudukatos ¢ VRealize Automation oHV 4OMmXHbI OTBEYaTb ONpeaeneHHbIM
TpeboBaHusIM.

[TonnepxxuBaemble TUIIBI CEPTUPUKATOB

Bo mMHOrMx opraHmsauusix cepTndmkaTbl BbIMYCKAKTCS U 3anpalumnBatoTCs BHELLUHUMW LIEHTPaMu B
COOTBETCTBUM C TPEOGOBAHUAMN JAHHOW OpraHn3aumu.

Hwxe nepeuncneHbl TpeboBaHus, kacatLwmecs obenprHaToro doopmarta yaoCTOBEPEHUI 1 TUMOB
cepTnduKaToB, UCNOMb3yeMbIX B CTaHO4APTHbIX pa3BepTbiBaHusX VRealize Automation.

CBoMCTBO cepTudmkara Tpeb6oBaHus

AnropuTM XeLunpoBaHusi SHA1, SHA2, (256, 584, 512)
AnropuTm nognucu RSASSA-PKCS1_V! 5
LOnuHa kntova 2084, 4096

Mpumeyanue [Mognuce RSASSA-PSS He nogaepxuBaeTtcs ons passepTbiBaHuin vVRealize Automation.
Mcnonb3yeTtcs ctaHgapTHast nognuck LeHTpa ceptudmkaumm Microsoft B Windows 2012 R2. Moanuck —
3TO HacTpauBaeMbIl NnapameTp, NOSTOMY MpPU UCNONb30BaHWUM LieHTpa cepTudmrkauumn Microsoft
Heobxoanmo ybeamTbCst, YTO OHa HACTPOEHa NPaBUIbHO.

Tabnuna ceprudukaros, nmojuepxuacmeix VRealize Automation

Anroputm

xewmpoBa

HUA SHA1 SHA2-256

Anroputm RSASSA- RSASSA-PSS RSASSA-PKCS1_V1_5 RSASSA-PSS

noanucu PKCS1_V1_5

Pasmep 2048 4096 2048 4096 2048 4096 2048 4096

Kroya

Mopgpepxk  Moppepx  lMNopgepx He He Mopopepxus  NMopaepxus He He

a vRealize  vBaetcs nBaeTcs nogodepXkvuB  MOOAEPXKUB  aeTcst aeTcs noadepXuB  NMopaepxvB

Automation (npoBepe (MpoBepe  aeTcs aetcs (npoBepeHo  (MpoBepeHo)  aetcs aetcs
HO) HO) )
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Anroputm
xelmpoBa
HUA SHA2-384

AnropuTtm RSASSA-PKCS1_V1_5 RSASSA-PSS
noanucu

Pa3amep 2048 4096 2048 4096
Krnoya
Moppepxk Moppepxun  lMNopgpepx He He
a vRealize BaeTcs nBaetcs NoAdEPXUB  MNOAAEPXKMB
Automation  (npoBepeH (npoBepeH aeTcH aeTcs

0) 0)

SHA2-512

RSASSA-PKCS1_V1_5 RSASSA-PSS

2048 4096 2048

Mopnepxus lMNogmepxve  He
aetcs aeTcs nopaepxvea
(npoBepeHo  (NpoBepeHO  eTcs

) )

W3Breuenue cepTu(uKaToB U 3aKPbITHIX KIIOUEH

4096

He
nogaepxus
aeTcs

CepTudukatsl, MCNoMb3yemble C BUPTyanbHbIMW YCTPONCTBAMU, OOMXKHbI XpaHuTecs B PEM-dannax.

B npumepax B crieqytoleri Tabnuue rncnonb3oBaHbl koMaHabl Gnu openss1 Anst M3BNEYEHNS CBEAEHUIA O

cepTudukarte, HeobxoaMMbIX AN HACTPOVKN BUPTYarnbHbIX YCTPONCTB.

Tabmuna 2-9. Ilpumepst komann (openssl) u 3HaueHuit ceprudurara

Martepuanbil,

npegocTaBnsieMble LLeHTPOM

cepTudmkaummn KomaHpa

3akpbIThIf kntod RSA openssl pkcs12 -in path _to_.pfx

certificate_file -nocerts -out key.pem

PEM-cann openssl pkcs12 -in path _to_.pfx
certificate_file -clcerts -nokeys -out
cert.pem

MaponbHas pasa H/g

(HeobGsi3aTeNbLHO)
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Pa3BepThiBaHuE yCTPOMUCTBA
VRealize Automation

YctponcTteo VRealize Automation npegoctaBnsaeTcs B BMAE OTKPLITOro dhanna BupTyanmsaumm, KoTopbli
HeobXxoAMMO pasBepHYTb B UMEIOLLENCS BUPTYann3npoBaHHOW MHAPaCTPYKTypeE.

B 3Ty MaBy BXOOAT cnenywuine pasaenbl:

= vRealize Automation Pa3BepTbiBaH1e yCTpONCTBaA
= PasBepTbiBaHue ycTponcTtea VRealize Automation

= [loGaBneHue CeTeBbIX afanTepoB nepes 3anyckoM yCTaHOBLUMKA

vRealize Automation Pa3sepreiBanue ycrpoiicTsa

Mpexae Yyem NepenTu K kKakomy NnMbo BapraHTy yCTaHOBKM, HEOOXOAMMO, YTODbI ANs BCEX YCTAaHOBOK
nepBoOHaYanbHO NPUCYTCTBOBANO pas3BepHyToe, HO He HacTpoeHHoe VRealize Automation
ycTponcTBovRealize Automation.

m  O6LLasa ycTaHOBKa C MOMOLLbIO MacTepa yCTaHOBKU B Bpay3epe

= OtgenbHas HacTpoKka ycTponcTea B bpay3epe € nocneayroLwmmmn oTAeNbHbIMI YCTaHOBKaMW
Windows ans cepBepoB MHPPaCTPYKTYpbl KaK ycriyru

®  YCTaHOBKa C MOMOLLbIO KOMaHLHOM CTPOKM C NPUHATUEM OaHHbIX U3 (baVIJ'Ia OTBETOB CBOWCTB

m  YcraHoBka vepes uHtepdenc REST API ¢ npunsatuem gaHHbix B popmate JSON

PasBeptriBanue ycTporlicTBa VRealize Automation

[nsa Beibopa ntoboro Nyt yctaHoBkM B VRealize Automation Tpebyetcs pasBepHyTb X0Ts Obl OAHO
ycTpoincTteo VRealize Automation.

YTto6bl CO3aaTh YCTPOMCTBO, C MOMOLLBIO KNneHTa vSphere 3arpy3uTe 1 pasBepHUTE YaCTUYHO
HaCTPOEHHYI0 BMPTYyarnbHYyl0 MallunHy 13 WwabnoHa. 3Tn 4eNCTBUS MOXET NoTpeboBaTbCs BbINOMHUTD
HECKOMbKO pas3, eCrin HY)XHO Co34aTb KOpnopaTuBHOe pa3BepTbiBaHue Ansa obecneyeHns: BbICOKON
OOCTYNHOCTU M aBapuUNHOrO nepekmntoyeHns. Npu TakoM passepTbiBaHUM 0ObIYHO MMEETCH HECKOSMbKMX
yctponcte VRealize Automation B noacncreme 6anaHCMpoBKU Harpysku.

Heo0xonnmMeie ycmoBus

= Bounaute B KNUeEHT vSphere ¢ NOMOLLbIO YY4ETHOW 3anncu, B KOTOPOU eCTb paspeLleHne Ha
pa3BepTbiBaHue WwabnoHoB cpopmata OVF B nepapxun.

VMware, Inc.



YcraHoBka vVRealize Automation

BarpyauTte darin OVF unm OVA yctpoicTea vRealize Automation B pacnonoxeHue, 4OCTyMHOe Ans
KnueHTa vSphere.

IIpouenypa

1.

2
3
4.
5

© ® N o

10.
1.

B vSphere BbibepuTe napameTp PasBepHyThb wabnoH OVF.

Beegute nyTb kK OVF— nnn OVA-chainny ycrtporictea vRealize Automation.

lMpocmoTpuTe cBegeHus O wabroHe.

[MpouTnTEe U NpUMUTE YCIIOBUA NNLEH3MOHHOTO COrMaLleHns C KOHEYHbIM NoNb30BaTenem.
BBeauTe nmsi yCTponcTBa 1 pacrnofioXXeHne B nepapxuu.

Mpun pa3BepTbiBaHUN YCTPONCTB YKaXMTE AN KaXO0ro U3 HUX pasHble UMeHa, NCNonb3ysi
UCKMOUNTENbHO ByKBbI 1 Lndpbl. Hanpumep, B MMeHax Henb3s MCnonb30BaTe CUMBOS
nogyepkusanns ().

BeibepuTe y3en n knactep, B KOTOPOM OyaeT HaxoAnUTbCS YCTPONCTBO.
BeiGepuTe nyn pecypcoB, B KOTOPOM OyaeT HAaXO4UTbCSt YCTPOWMCTBO.
BbibepuTe xpaHunuiie, B KOTOpoM OyaeT pasMeLLeHO YCTPOMCTBO.
BbibepuTe hopmar amcka.

ToncTble popmathl yryyllaT GbICTPOAENCTBME, @ TOHKME 0bBecnevmBatoT S3KOHOMUKO MecTa B
XpaHunumLie.

dopmaT He BNUSIET Ha pa3Mep Aucka ycTpoicTea. Ecnmn agns xpaHeHns OaHHbIX YCTPOWCTBY
TpebyeTcs Gonblle MecTa, Nocrie pasBepTbiBaHNA yBeNuYLTe pa3Mmep Aucka ¢ noMoLlbto vSphere.

B packpbiBatowemcs MeHto BbibepuTte «CeTb Ha3Ha4YeHUs».
3apanTe cBoWCTBa YCTPOMCTBA.
a) Beegute n nogTBEpAMTE Naponb Nonb3oBaTtens root.

C NOMOLLb0 YYETHbBIX AaHHbIX MOMNbL30BaTENs root MOXHO BOWTY B BEG-UHTEpdeiic
aAMUHUCTPUPOBAHWS, pa3MeLLEHHbI Ha YCTPOWCTBE, B0 B KOHCOSb KOMAHOHOW CTPOKM B
ornepaLyoHHON CUCTEME YCTPOUCTRA.

©0) BbibepuTte, paspeluatb N yaaneHHble NOAKMI0YEHNS Mo NPOToKony SSH K KOHCONM KOMaHLHON
CTPOKM.

OTkntoyeHne npotokona SSH noebiwaeT 6e30nacHOCTb, HO NPY 3TOM OCTYM K KOHCOMU
OCYLLECTBIISIETCA HEMOCPELCTBEHHO B vSphere, a He C NOMOLLbIO OTAENBHOMO TEPMUHAT-
KrnveHTa.
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B) B none Umsa y3na BBeauTe NoriHoe 4OMEHHOE UMSI YCTPOICTBA.
YT10o6bl NOMy4YnThL ONTUMAasbHbIE pe3yrnbTaThl, BBEAUTE NOMHOE AOMEHHOE UMSI, AaXe ecriu

ncnonbayetcs npotokon DHCP.

Mpumeyanmne OTOT NpoTokon nogaepxmeaercs B VRealize Automation, Ho npwm
NPON3BOACTBEHHbIX Pa3BePTbIBAHMAX PEKOMEHAYETCA NCnonb3oBaTb cTaTudeckue IP-agpeca.

r) Ecnu ncnonesytotcsa ctatuyeckune IP-agpeca, B pasgene «CBoncTBa ceTu» BBEAUTE 3HAYEHUS
ans wno3a, mackn cetn u DNS-cepBepoB. Takke Heobxoammo BeecTu IP-agpec, nonHoe
[OMEHHOE MMSI U JOMEH ANsi CaMOro YCTPOMCTBA, Kak NoKa3aHo B NMPUMEpPE HUXE.

Puc. 3-1. Ilpumep CBOICTB BUPTYaJbHOTO YCTPOWUCTBA

~ Application 3 settings

o This will be used as an initial status ofthe S5H service in the appliance. You can change it later from the
Enable S5H semvice in the appliance Web consale.

appliance
W

Hostname The host name for this virtual machine. Provide the fully qualified domain name if you use a static IP.
Leave blankto try to reverse look up the IP address if you use DHCP.

|\aa1.mycompany.com

Initial root password This will be used as an initial password for the root user account. You can change the password later (by
using the passwd command or from the appliance Web console).

Enter password

[T — |

Confirm password

[T — |

« Metworking Properties G settings
Default Gateway The default gateway address for this WM. Leave blank if DHCP is desired.
[12.3456.79 |
Domain Mame The domain name of this VM. Leave blank if DHCP is desired.

|mycompany.com |

Domain Name Servers The domain name server IP Addresses for this VM (comma separated). Leave blank if DHCP is desired.
[12.3456.80, 1234 56,81 |

Domain Search Path The domain search path (comma or space separated domain names) for this VM. Leave blank if DHCP is
desired.

|mycompany.com |

MNetwork 1 IP Address The IP address for this interface. Leave blank if DHCP is desired.
[12.3456.78 |
Metwork 1 Metmask The netmask or prefix for this interface. Leave blank if DHCP is desired.

|255.255.254.n |

12. B 3aBucmumocTu oT pa3sepTbiBaHus, vCenter Server n koHdpurypaumm DNS BbiGepute ognH u3s
yKa3aHHbIX HXe cnocoboB 3aBepLUeHNst pa3BepTbIBAHUSA U BKIOYEHUS YCTPOMCTBA.

®  Ecnu passepTtbiBaHMe BbINONHeHo B vSphere n komanga Bknounts nutaHue nocne
pa3BepTbIBaHUA JOCTYNHA Ha CTpaHuue «0TOBO K 3aBEPLUEHMIO», BbINOMHUTE CrieaytoLlme
warw.

a) Bb|6ep|/|Te BknounTb NnuTaHue nocne pa3BepTbiBaHUA N HAXMUTE KHOMKY FoToBo.

©) 3aBepuB passepTbiBaHue harna B vCenter Server, HaXXMUTE KHOMKY 3aKpbITh.

VMware, Inc.
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B)

Joxauntecb 3arnycka BMpTyaﬂbHOVI MaLUWHbl. OTOT npouecc MOXET 3aHATb A0 5 MUWHYT.

®  Ecnu passepTbiBaHWe BbINomnHeHo B vSphere n komanga Bknountb nutaHue nocne
pa3BepTbIBaHUA He JOCTYMHa Ha cTpaHuue «[0TOBO K 3aBepLUEHUIO», BbINOMHUTE CrieaytoLime

warn.

a)

6)

)

3aBepLumnB pa3BepTbiBaHWe darna B vCenter Server, HaXMUTE KHOMKY 3aKpbIThb.
Bkntounte yctponcteo vRealize Automation.
JoxanTech 3anycka BUPTyanbHON MalUMHbI. OTOT NPOLIECC MOXET 3aHSITb 40 5 MUHYT.

Y6eautecs, 4to ycTporcTBo VRealize Automation passepHyTo. [Ins 9TOro NnpoBepsTE CBSA3b
Mo ero NnosIHoOMy JOMEHHOMY MMeHUW. Ecnin Henb3si NpoBEPUTL CBSA3b C YCTPOMUCTBOM,
nepesanyctute BUPTyasribHY0 MaLUUHY.

Joxautecb 3arnycka BVIpTyaﬂbHOVI MaLUWHbl. OTOT npouecc MOXET 3aHATb A0 5 MUWHYT.

®  Ecnun yctponcTteo VRealize Automation passepHyTo B vCloud ¢ nomoubto vCloud Director, vCloud
MOXXET NepeonpeaenvTb Naporb, BBEAEHHbIV BO BpeMsi pa3BepTbiBaHus OVA. YTobbl He

OOonyCTUTb nepe3anncun, BblNONMHUTE crneayLuine warn.

a)

6)

Mocne paseepTbiBaHMs B vCloud Director wwenkHute VApp, 4Tobbl NPOCMOTPETL CBEAEHUSI 00
ycTponcTee VRealize Automation.

LLlenkHuTe ycTponcTteo VRealize Automation npaBon KHOMKOW MbIlIK U BeIGEPUTE MYHKT
CeoicTBa.

LenkHuTe BkNagky Hactpouka rocrteson OC.

B pasgene Copoc naponsa cHumute dnaxok PaspewnTts naponb foKanbHOro
agMuHUcTpaTopa u wenkHute OK.

Bkntouute yctponcTteo vRealize Automation.

Joxauntecb 3arnycka BMpTyaﬂbHOVI MaLUWHbl. OTOT npouecc MOXET 3aHATb 40 5 MWHYT.

13. Y6egutechb, 4to ycTponcteo VRealize Automation passepHyTo. [1na aToro npoBepbTe CBS3b MO €ro

NOoJIHOMY OJOMEHHOMY MMEHN.

Crnenyromue mara

m  (Heobs3arenbHo.) [lob6aBbTe ceTeBble aganTtepbl. CM. pasgen [JobasrneHne ceTeBbix aganTtepos

nepen 3anyckom yctaHoBLLUMKA.

= Boungute B MHTEpdENC agMMHUCTPUPOBaAHMS Ha OCHOBE Gpay3epa, YTobbl 3anyCcTuTb MacTep obLuen

YCTAQHOBKU UIMN BPY4YHYHO HACTPOUTb YCTpOVICTBO.

https://vrealize-automation-appliance-FQDN:5480

B Takke MOXHO NPONyCTUTb BXOA, YTOObI BEINOMHUTE aBTOMaTU4ECKyHo yCcTaHOBKY VRealize Automation

UK YyCTaHOBKY C ucrnonb3osBaHnemM API.
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JloGaBiieHNE CETEBBIX aAanTepoOB Mepe 3ayCKOM YCTaHOBIIMKA

vRealize Automation nogaep>xmBaeT HECKONBLKO CeTeBbIX aganTepos. Nepen 3anyckoM yCTaHOBLUMKA
MOXHO [06aBUTL ceTeBble aganTepbl Ans ycTponctea VRealize Automation nnu cepsepa Windows
WHppacTpykTypa Kak ycnyra.

Ecnu nepen 3anyckom mactepa yctaHoBku VRealize Automation TpebyeTcsi HECKONMbKO CEeTEBbIX
ajanTepoB, YCTAHOBMEHHbIX fokanbHO, JobaBbTe nx nocne passepTbiBaHus B vCenter, HO 4O 3anycka
macTepa. [JononHuTenbHble CETEBbIE afanTepbl, YCTAHOBIEHHbIE NTOKaNbHO, paHee Mornu
notpeboBaTbCs B CReayrLmnX cryvasix.

®  Heobxoaumbl OTAeNbHbIE CETU ANS NoNb3oBaTens u MH(*)paCprKTypbl.

®  Heobxoamm JONOMHUTENBHBIV CETEBOW ajanTep ANS NpUcoeanHeHnst cepBepoB VHdpacTpykTypa
Kak ycniyra k gomeHy Active Directory.

[ononHuTenbHble CBEAEHWSI O CLIEHAPUAX C HECKONbKMMM CETEBBIMM afanTepammn CM. B 3TOWN 3anvcu
6nora VMware Cloud Management.

Mpwn HannumMm Tpex unm Gonee ceTeBbiX afanTepPoB NPUMEHSIIOTCS CriedyoLme orpaHNYeHuns.
= VIDM tpebyetcsa noctyn k 6a3e aaHHbIx Postgres u Active Directory.

m B knactepe Bbicokon goctynHoctn VIDM tpebyetcs goctyn k URL-agpecy nogcmucremsl
©anaHCcUpOBKM HArpysku.

m  [IpegwecTtBytowmne nogkritodeHns VIDM gormkHbl BeIMOMHATLCS Yepes ABa NepBbiX CETEBbIX
aganrtepa.

m  CereBble aganTepbl, ngyLume nocrne BTOPOro CETeBOro agantepa, He JOIMKHbI UCMONb30BaTbCs UMn
pacnosHaBaTbca VIDM.

m  CeTeBble aganTepsbl, MAYLLME NOCHE BTOPOro CETEBOro aganTtepa, He AOMKHbI UCNONb30BaTbCA A1
nogkntoyeHns k Active Directory.

Mpn HacTporike kaTanora B VRealize Automation ncnonb3ayiite nepsbIi U BTOPOW CETEBOW aganTep.

Heo6xonnmMeie ycmoBust

PasBepHuTe BUpTyanbHble MallMHbl ycTponcTea VRealize Automation B popmate OVF n BupTyanbHble
MawmHbl Windows, HO He BXOAUTE N He 3anycKanTe MacTep YCTaHOBKN.

IIpouenypa
1. B vCenter nobaBbsTe ceTeBble agantepbl Ans Kaxaoro yctponctea VRealize Automation.

a) LlenkHnTe pa3BepHyTOE YCTPOMCTBO NPaBOW KHOMKOW MbIlK 1 Bbibepute U3MeHnUTb
napameTpbil.

0) [Hob6asbte ceteBble agantepbl VMXNETN.
B) Ecnwu ycTponcTBO BKNIOYEHO, NepesanyctuTe ero.

2. BbinonHuTe BX0A B KOMaHAHYO CTPOKY ycTponctBa VRealize Automation kak nonb3oBaTenb root.
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HaCTDOIZTe ceTeBble afdanTepbl, BbINOJTHUB CreayLWyo KOMaHay O5A KaXXoro n3 H1X.

YGeauTech, YTo BKIOYEH aApec LLUMo3a no ymonyaHuo. CTatuyeckme MapLupyThl MOXKHO HaCTPOUTb
rocre 3aBepLUeHUst 3TON NPOLEaypbI.

/opt/vmware/share/vami/vami_set_network network-interface (STATICV4|
STATICV4+DHCPV6 | STATICV4+AUTOV6) IPv4-address netmask gateway-v4-address

Mpumep:

/opt/vmware/share/vami/vami_set_network ethl STATICV4 192.168.100.20
255.255.255.0 192.168.100.1

Y6eautecs, 4To BCe yanbl VRealize Automation moryT paspewats DNS-umeHa gpyr gpyra.

Y6eautecs, 4To BCe yarnbl VRealize Automation moryT nony4uTts 4OCTYnN K ntoObIM NOMHBLIM AOMEHHbIM
UMeHaM nogcuctemMbl 6GanaHCMpOBKN Harpy3kn AN KOMNOHEHTOB VRealize Automation.

Mpu ncnonssosaHum Split-Brain DNS y6eguteck, 4to Bece yanbl VRealize Automation v BupTtyanbHblie
IP-agpeca MMeloT oguHakoBoe NorHoe AoOMeHHoe ums B crnyxbe DNS gns IP-agpeca n
BUpTyaneHoro IP-agpeca kaxaoro yana.

B vCenter gobaBbte ceTeBble agantepbl anga cepsepoB Windows WHdpacTpykTypa Kak ycnyra.

a) LenkHute cepBep VHdpacTpyKkTypa Kak ycnyra npaBoi KHOMKOW Mblln 1 Bbibepute U3meHUTb
napameTpbl.

©6) [obaBbTe ceTeBble aganTepbl B BUPTyanbHy0 MawmvHy cepBepa NHdpacTpykTypa Kak ycnyra.

B Windows HacTpoiTe fobaBneHHble ceTeBble agantepbl cepBepa NHdpacTpykTypa Kak ycryra n ux
IP-agpeca. Npn HeobxogumocTn cMm. AokyMeHTaumio no Microsoft.

Crnenyromue maru

(HeoGsizaTenbHo) Ecnn TpebytoTcst cTatuyeckme MapLupyThl, CrieaynTe MHCTPYKLUSIM,
cofepxalimmMes B pasaene Hactpoiika cTatmyeckux MapLupyToB nepes NpPoLoIHKEHNEM YCTaHOBKM.

BoianTe B uHTepdelic agMUHUCTPUPOBaHNS Ha OCHOBe Gpaysepa, YTobbl 3anycTuTb MacTep obLuen
YCTaHOBKM UM BPYYHYIO HACTPOUTL YCTPOMCTBO.

https://vrealize-automation-appliance-FQDN:5480

Takke MOXHO NPONyCTUTb BX0Z, YTOObI BbINOMHUTL aBTOMATUYECKY yCTaHOBKY VRealize Automation
UIn yCTaHOBKY C ucnonb3oBaHvem API.
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ITIOMOIIIBHO MaCTepa YCTaHOBKI/I

Mactep yctaHoBkM VRealize Automation o6ecnevrBaeT NpocTyto n BbICTPYI0 YCTaHOBKY AN
MUHUMAanbHbLIX UM KOPNOPaTUBHbBIX Pa3BepTbIBaHUN.

Mepen 3anyckom mMactepa Hy)XHO BbINOMHUTL NpeaBaputenbHble TpeboBaHus. [Ing aToro pasBepHuTe
ycTponcTeo VRealize Automation n HacTpowiTe cepsepbl Windows UHdpacTpykTypa kak ycnyra. Mactep
YCTaHOBKM MOSIBUTCA MpW NEPBOM BXofe B pa3BepHyToe ycTponcTBo VRealize Automation.

®  YT106bl OCTAHOBUTH MAcTep U BEPHYTLCS K paboTe ¢ HAM Mo3xe, HaXXMUTe KHOMNKY Bbixopd.

B YT0ObI OTKMNIOYNTL MAcTep, HaXMUTE KHOMKY OTMeHa unv BbIauUTe U HAYHUTE YCTaHaBNMBaTb
nporpaMmHoe obecneyeHne Bpy4YHY C MOMOLLIbIO CTaHOAPTHBLIX MHTEPKECOoB.

MacTep — OCHOBHOW MHCTPYMEHT ANns HoBoW ycTaHoBKU VRealize Automation. Ecnu nocne 3anycka
MacTtepa HeobxoamMmo pasBepHyTh CyLLEeCTBYOLee pa3BepThiBaHMe VRealize Automation, cwm.
npoueaypbl, onnucaHHble B pasaerne [MasaSVHTepdericel cTaHaapTHoOW ycTaHoBKkKM VRealize Automation.

B aTy rmaBy BxogsaT criegytoLine pasgens:
®  |Icnonb3oBaHWe MacTepa YCTaHOBKW At MUHUMarbHbIX pa3BepTbiBaHWN

= |/Icnonb3oBaHue MacTepa YCTaHOBKU AJ1A KOPNopaTuBHbIX passeprlsaHMﬂ

Hcnonp30BaHne MacTepa yCTAaHOBKU I MUHUMAJIbHBIX
pa3BEpPTHIBAHUM

MuHUManbHble pa3BepTbiBaHWS JEMOHCTPUPYIOT, Kak paboTtaeT vRealize Automation, HO 0ObI4HO He
obnagatroT 4OCTAaTOUYHOM MOLLHOCTBIO A4S MOAAEPXKKM KOPNOPaTUBHBLIX MPON3BOACTBEHHbLIX CPEA.

YcTaHoBUTE MUHUMAarbHOE pa3BepThiBaHWE Ars SKCnepuMeHTarnbHoOW paboTbl UMM 03HAKOMIEHMUS C
vRealize Automation.

3anyck mMacTepa YCTaHOBKHU JJIsi MUHUMAJILHOTO Pa3BEepPThIBAHUS

MuHumanbHble passBepTbiBaHWS 0BbIYHO COCTOSAT U3 ofgHOro ycTporicTBa VRealize Automation, ogHoro
cepBepa Windows MHdpacTpyKkTypa Kak ycryra u areHta vSphere ans KOHe4YHbIX Todek. [Mpu
MVUHMMarnbHOWN yCTaHOBKE BCE KOMMOHEHTbI VIHdbpacTpykTypa Kak ycnyra pasMmeLLaroTcs Ha OgHOM
cepepe Windows.
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Heo6xonumeie ycioBus

= BbinonHuTe NnpeaBapuTenbHble YCIOBUS, U3NOXEHHbIE B pasaene [nasa2lloarotoBka K ycTaHOBKe
vRealize Automation.

m  Cospganite HeHacTpoeHHoe ycTporcTBo. CM. pasgen PassepTteiBaHue ycTporicTea VRealize
Automation.
IIpouenypa

1. Bowngute B nHTepdenc agmmHUCTpupoBaHus yctpornctea VRealize Automation kak nonb3oBaTternb
root.

https://vrealize-automation-appliance-FQDN:5480
2. Korga oTKpoeTcs MacTep yCTaHOBKU, HaXMUTE KHOMKy Oanee.
3. [lNpumuTe ycnoBums NULEH3NOHHOIO COornalleHns n HaxkmuTe kHonky Janee.

4. Ha cTtpanuue «Tun pa3eepTbiBaHusA» BbibepuTe MUHMManbHoe pa3BepTbiBaHUe N YCTaHOBUTL
MHPACTPYKTYpPY KaK ycrnyry, a 3atemM HaxxmuTe KHonky Janee.

5. Ha ctpaHuue «Heobxogumble ycroBusi yCTaHOBKM» MOXHO MPUOCTAHOBUTLCS, YTOObI BOWTU Ha
cepsep Windows MHdpacTpykTypa Kak ycrnyra u yCTaHOBUTb areHT yrnpaBneHns. AreHT ynpasneHus
nosBornsieT ycTporictBy vVRealize Automation o6HapyxuTb cepBep VIHdpacTpykTypa kak ycnyra u
NOAKIHOYNTBCS K HEMY.

Crnenyromue maru

YcTtaHoBUTe areHT ynpaeneHus Ha cepeepe Windows VHdpacTpykTypa kak ycnyra. Cm. pasgen
YcTtaHoBKa areHTa ynpasneHus vRealize Automation.

YcranoBka areHTa ynpasicHus VRealize Automation

[nsa Bcex cepepoB Windows MHGPaACTPYKTYpbl Kak ycrnyru TpebyeTcst areHT ynpaBrneHusi, KOTopbI
CBSA3bIBAET 3TWN CepBepbl C onpeaeneHHbIM ycTponctBom VRealize Automation.

Ecnun 6a3a gaHHbix SQL Server ansa vRealize Automation pasmelleHa Ha oTaenbHOM KOMMbIOTEpPEe
Windows, rge HeT KOMMOHEHTOB MHAPPACTPYKTYpbI Kak ycryru, To Anst komnbtotepa SQL Server He
TpebyeTcs areHT ynpasneHus.

AreHT ynpasneHus pernctpupyet cepsep Windows MHpacTpyKTypbl Kak ycrnyri Ha onpegeneHHoM
yctponcTee VRealize Automation, aBTomatnanpyer ycTaHOBKY KOMMOHEHTOB MHPPaCTPYKTYpPbl KaK ycryru
1 ynpaeneHne nvu, a Takke cobnpaeTt guarHoCTUYEeCKne U TeneMeTpuyeckme AaHHble. AreHT
ynpaBneHust paboTaeT kak cnyxb6a Windows n 3anyckaetcs ¢ NOMOLLbIO YY4ETHON 3anncu JOMeHa C
npasBamu agMmuHuUcTpaTopa Ha cepBepax Windows MHppacTpyKTypbl Kak yCcryri.

Heob6xonuMere YCIIOBHS
Cospavite yctponcTteo VRealize Automation n 3anyctnte mactep yCTaHOBKMW.

Cwm. PasBepThbiBaHMe ycTpolicTBa VRealize Automation n 3anyck mactepa ycTaHOBKU AJ11 MUHUMarbHOMO
pasBepTbiBaHUS.

VMware, Inc. 46



YcraHoBka vVRealize Automation

IIpouenypa

1.

© ® N o

10.

Bovigute B KOoHCOrMb ycTponcTtea VRealize Automation B kayecTBe nNpuBMIErnpoBaHHOrO
nonb3oBarens.

Beegute crnegytoLLyto KoMaHay:

openssl x509 -in /opt/vmware/etc/lighttpd/server.pem -fingerprint -noout -shal
CkonvpyiTe oTnedvaTok, 4Tobbl NpoBepuTb ero nosxe. MNpumep:
71:84:47:72:03:57:C8:C2:68:65:00:06:BC:D8:23:98:92:54:BF:89

Bovigute Ha cepep Windows nHpaCcTpyKTypbl Kak YCRyru, UCMOMNb3ys YYETHYHO 3anucb C NpaBamm
agmuHucTpaTopa.

Otkponte URL-agpec nporpammbl yCTaHOBKM yCcTporicTBa VRealize Automation B Be6-6paysepe.
https://vrealize-automation-appliance-FQDN:5480/installer

BbibepuTe nporpammy yCTaHOBKM areHTa ynpaBrieHUsi, 3aTeM COXpaHUTE 1 3anyctuTte dann .msi.
OsHakombTECh C MHGOPMALIMEN Ha 3KpaHe NPUBETCTBUS.

MpumMmnTe YCNoBmst MULLEH3MOHHOTO COornaLleHums.

MoaTBepanTe NNy U3MeHUTEe Nanky yCTaHOBKMU.

Program Files (x86)\VMware\vCAC\Management Agent

Beegute cBeneHus o6 yctporicTBe VRealize Automation, kak ykaszaHo ganee.

a) Beegute agpec yctponctsa ¢ npedukcom HTTPS, Bkntoyas nonHoe JOMEHHOE UMS U HOMepP
nopta :5480.

©) Baegute gaHHble YY4ETHOW 3anncy NOnb3oBaTens root Ang yCTpomucTBa.

B) LUenkHnTe nyHKT 3arpy3uTtb 1 ybeamTech, YTO OTNEYaTOK COBMALaET C TEM, KOTOPbIV Bbl
ckonunpoBanu paHee. He o6Gpallante BHUMaHNA Ha OBOETOUUS.

Ecnn otnevaTkn He coBnagatot, npoBepbTe agpec yCTpOVICTBa.

Puc. 4-1. Arenr ynpasnenus: cBenenust 06 ycrpoiictee VRealize Automation

vRA appliance address:

|https:a’a"va1 .company.com; 540
Specify the scherne and the port (hosted by deFault on 54800, Exarnple: httpsiiiva-address:5480

Roaot username: Password:

|root || [XTTTTYYY |

Provide vRealize Autoration appliance mot user credentials
Management Site Service certificate SHA1L fingerprint:

|? 1844772035708 2080500008 DE23909204BF 39 Load

[#1 confirm the Fingerprint matches the Management Site Service S50 cettificate
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11. Beeaunte nms nonb3oBatens B doopmare "domain\username” 1 naponb Anst Y4ETHOW 3anmcuy Criyxobl.

Y4yeTHas 3anucb cnyx0bl AormKkHaA BbiTb AOMEHHON YYETHOM 3anucbio C NpaBamMun agMUHUCTpaTopa Ha
cepaepax Windows MHpacTpyKTypbl Kak ycryru. cnonb3ynte Ang Bcex cnyyaeB OOHY YYETHYHO
3anuch cryxobl.

12. 3aBepLUVITe YCTaHOBKY areHTa ynpasrieHusd, cnenyda MHCTPYKUMAM nporpaMmmbl.

Mpumeyanmne B cnyyae 3ameHbl ycTponcTBa VRealize Automation notpebyeTcsa 3aHOBO yCTaHOBUTL
areHT ynpaeBneHuns, Tak Kak OHU CBA3aHbl MeXAy COBOM.

Ynanenwue ¢ cepepa Windows KOMMNOHEHTOB MH(PPACTPYKTYPbI KaK yCriyrn He NpuBeaeT K yaaneHuto
areHTa ynpasneHus. YTobbl yaganuTb areHT ynpasneHus, ucnonbsynte dyHkumio Windows «YctaHoBka u
yAaneHue nporpaMmmy.

Crnenytomue maru

BepHuTech K MacTepy yCcTaHOBKM, OTKpbITOMY B O6pay3epe. Cepepbl Windows nHdpacTpyKTypbl Kak
YCRyrn ¢ yCTaHOBMEHHbIM areHTOM yrnpaBsrieHus oTobpaxatoTcs B pasaene obHapyKeHHbIX y3roB.

3aBepiieHue padoThl MacTepa YCTAaHOBKHU

Mocne ycTaHOBKM areHTa ynpaBneHusi BEPHUTECH B MacTep 1 criedyiTe UHCTpyKumsaM. Ecniv Bam
TpeObyroTCa AONONMHUTENbHbIE MHCTPYKLIMU OTHOCUTENBHO NapamMeTpoB, NneperamTe no cebinke «CnpaBkay»
B NMpaBOM BEPXHEM Yrry macTtepa.

m  [lo 3aBeplieHumn paboTbl MacTepa Ha nocrnegHen cTpanHuue 6yayT ykasaHbl NyTb K dhaniny CBONCTB U
ero umsi. MoxxHo oTpegakTupoBaTh hann 1 NCnonb3oBaTh €ro Ans BbINOHEHNS aBTOMaTUYECKON
yctaHoBku VRealize Automation ¢ ncnonb3oBaHvem Takux ke unv NogobHbIX NapameTpoB, Kak B
ceaHce mactepa. CMm. pasgen [maBabABTOMaTMyeckas yctaHoBka VRealize Automation.

= Ecnu Bbl cO3ganu nepBoHavaribHOE COAEPXKNUMOE, MOXKHO BOMTU B apeHAaTop MO YMOMYaHuio B
KayecTBe nonb3oBaTens ¢ uMmeHem configurationadmin n 3anpocuTb anemeHTbl katanora. [Npumep
cnocoba 3anpoca anemMeHTa u eNcTBUA Nonb30oBaTens, BbINOMHAEMOro Bpy4YHyHo, CM. B pasgene
YcmaHoska u Hacmpolika vRealize Automation 0nsi cueHapusi Rainpole.

m  CBe[leHusi 0 HAaCTPOViKe AOCTYMNa K apeHaaTopy No yMon4aHuio Ans ApYrux nonb3oBaTenei cM. B
pasgene HacTtpoiika gocTyna Kk apeHaaTopy Nno yMonyaHuio.

Hcrnonp30BaHne MacTepa yCTAaHOBKU JJISI KOPIIOPATUBHBIX
pa3BEPTHIBAHUI

KOpI'IOpaTVIBHOG pas3BepTbiBaHME MOXHO afanTupOoBaTb NOA4 HYXObl OpraHn3aunn. KopnopaTMBHoe
pa3BepTbiBaHNE MOXET COCTOATb 13 pacnpedernieHHbIX KOMNOHEHTOB U pa3BeprIBaHI/II7I BbICOKOW
LOOCTYMNMHOCTU, HACTPOEHHbIX C NoACUCTEMaMU 68ﬂaHCVIpOBKVI Harpys3ku.
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KopnopaTtuBHoe pasBepTbiBaHWE NpefHa3HavYeHo A YCTaHOBOK € Gornee CroXHOWM CTPYKTYPOW,
UMeLLMX pacnpeneneHHble N N30bITOUYHbIE KOMMOHEHTbI, U OObIMHO NpeanonaraeT UCNonb3oBaHue
nogcucTeM HGanaHCUpOBKM Harpy3ku. YcTaHoBKa KOMMOHEHTOB HdpacTpykTypa kak ycrnyra He sIBNsieTcs
0653aTenbHON He3aBUCUMO OT TuMa pa3BepTbiBaHUS.

Mpw pasBepTbiBaHMN C UCNOMb30BaHWEM MOACUCTEM BanaHCUPOBKN HArpy3ku Hanmm4me HeCKONbKMX
aKTMBHbIX 3K3eMnnsipoB Beb-cepBepa 1 ycTporcTs VRealize Automation npusoaut k cboto yctaHoBku. Bo
BPEMS YCTaHOBKM AOMKeH ObITb akTMBEH TOMbKO OAMH 3K3eMnnsp Beb-cepBepa 1 04HO YCTPONCTBO
vRealize Automation.

3armyck MacTepa yCTaHOBKH JJII KOPIIOPAaTUBHOI'O Pa3BEPThIBAHUS

KopnopaTtusHble pa3BepTbiBaHWs JOCTAaTOMHO BEMUKN AN NPOM3BOACTBEHHbIX cpel. MacTtep ycTaHOBKM
MOXHO MCMOMb30BaTh AN pa3BepTbiBaHWSA pacnpedeneHHon YCTaHOBKM U pacnpeaeneHHon yCTaHOBKM
C nogcuctemMamu 6anaHcMpoBKU Harpy3ku Ans obecneyveHns BbICOKOM AOCTYMHOCTU U
OTKa30yCTOMYMBOCTM.

Mpw BLINONMHEHWM pacnpedeneHHo YCTaHOBKM € nogcnucteMamMm 6anaHcMpoBKU Harpy3km Heooxoanmo
yBEAOMMUTL rpynny, OTBEYaloLLYH0 3a HacTPonKy cpeabl VRealize Automation. Bo Bpems HacTponkum
ccbinku Ha Active Directory agmuHmucTpatopsl apeHgaTopa AoMmKHbI HACTPOUTL yrpaBneHne Kkatanoramu
ansa obecneyeHns BbICOKON JOCTYMHOCTM.

Heo6xonumeie ycmoBus

= BbinonHuTe npeaBapuTenbHble YCIOBUS, U3NOXEHHbIE B pasaene [nasa2lloarotoBka K ycTaHOBKe
vRealize Automation.

m  Cospganite HeHacTpoeHHoe ycTporcTBo. CM. pasgen PassepTthiBaHue ycTporicTea VRealize
Automation.
IIpouenypa

1. Bowngute B nHTepdenc agMmHUCTpupoBaHus yctporctea VRealize Automation kak nonb3oBaTternb
root.

https://vrealize-automation-appliance-FQDN:5480
2. Korga oTKpoeTcs MacTep yCTaHOBKU, HaXMUTe KHoMKy Oanee.
3. TlNpumuTe ycnoBus NULEH3NOHHOIO COrnalleHns n HaxkmuTe kHonky Janee.

4. Ha ctpanuue «Tun passepTbiBaHMsA» Bbibepute KoprnopaTuBHoe pa3BepTbiBaHUe 11 YCTaHOBUTDb
MHPACTPYKTYPY Kak ycnyry.

5. Ha ctpaHuue «Heobxogumble yCroBusi yCTaHOBKM» MOXHO MPUOCTAHOBUTLCS, YTOObI BOWTU Ha
cepsepbl Windows NHpacTpykTypa Kak ycryra n yCTaHOBUTb areHT ynpasneHus. AreHT ynpasneHus
nossornsieT yctporncTBy vVRealize Automation oGHapyxuTb cepBepbl VIHbpacTpykTypa Kak ycnyra u
NOAKMIOYNTBECH K HUM.
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Crnenyromue marm

YctaHoBuUTe areHT ynpasneHus Ha cepBepax VHdpacTtpykTypa kak ycnyra Windows. Cm. pasgen
YcTaHoBKa areHTa ynpasneHus vVRealize Automation.

YcraHnoBka areHTa yrpasieHus VRealize Automation

[na Bcex cepeepoB Windows MHppaCTPyKTYypbl Kak yCryru TpebyeTcst areHT ynpaBneHns, KOTOpbIN
CBSA3bIBAET 3TW CepBepbI C onpeaeneHHbIM ycTponcTBoM VRealize Automation.

Ecnu 6a3a gaHHbix SQL Server gns vRealize Automation pasmelleHa Ha OTAeNbHOM KOMMbOTEPE
Windows, roe HeT KOMMOHEHTOB UHPPACTPYKTYpbI Kak ycryru, To Ans komnetotepa SQL Server He
TpebyeTca areHT ynpasreHus.

AreHT ynpaeneHus pernctpupyet cepsep Windows nHpacTpykTypbl Kak yCnyru Ha onpegeneHHOM
ycTponcTBe VRealize Automation, aBTomaTnampyeT yCTaHOBKY KOMMOHEHTOB MHAPACTPYKTYpPbI KaK YCIyru
W ynpaeneHue umu, a Takke cobnpaeT guarHOCTUYECKME U TeNeMeTpudeckme aHHble. AreHT
ynpaeneHusa paboTaeTt kak cnyba Windows 1 3anyckaeTcs ¢ NOMOLLbH YYETHOWM 3anncu JoOMeHa ¢
npaBamu agMuHucTpartopa Ha cepaepax Windows MHpacTpyKTypbl KaK yCryru.

HeobxonumMeie ycioBus
Cospavite yctporictBo VRealize Automation n 3anyctnte mactep yCTaHOBKMW.

Cwm. PassepTtbiBaHue ycTponcTa VRealize Automation n 3anyck mactepa yctaHOBK/ AN
KOpnopaTUBHOTO pasBepTbIBaAHUSA.

IIpouenypa

1. Bongute B kOHCOnNb ycTponcTeBa vVRealize Automation B ka4ecTse NnpvBUNErMpoBaHHOIo
nonb3oBarens.

2. BgeguTte cnieqyloLlyo KOMaHay:
openssl x509 -in /opt/vmware/etc/lighttpd/server.pem -fingerprint -noout -shal
3. CkonvpyinTe oTnevaTok, 4Tobbl NpoBepuUTL ero nosxe. MNpumep:
71:84:47:72:03:57:C8:C2:68:65:00:06:BC:D8:23:98:92:54:BF:89

4. Bongute Ha cepsep Windows MHpacTpyKTypbl KakK yCryri, UCNorb3ys y4ETHYH0 3anvcb C npaBamu
agmuHucTpaTtopa.

5. Ortkponte URL-agpec nporpammbl ycTaHOBKM yCTporcTBa VRealize Automation B Beb-6pay3aepe.
https://vrealize-automation-appliance-FQDN:5480/installer

BbibeprTe nporpammy ycTaHOBKM areHTa ynpaBreHu s, 3aTeM CoXpaHuTe n 3anyctute davn .msi.
O3HakoMbTeCh C MH(popMaLMelt Ha 3KpaHe NPUBETCTBYS.

an/IMI/ITe ycnosua NMUEH3NOHHOro cornatllueHun4.

© ® N o

HOD,TBepﬂ,VITe NN N3aMeHunTe nanky yCtaHOBKW.

Program Files (x86)\VMware\vCAC\Management Agent
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10. Beeaunte cBegeHus ob yctponcTtee vRealize Automation, kak ykasaHo ganee.

a) Bsegute agpec ycTtporictea ¢ npedukcom HTTPS, Bkrtovas nonHoe JOMEHHOe UMSA U HOMeEpP
nopta :5480.

0) BseguTe faHHble y4eTHON 3anucun nornb3oBaTerns root Ang ycTponcTaa.

B) LUlenkHuTe nyHKT 3arpy3nTb 1 ybeamTech, YTO OTNeYaToK CoBNagaeT C TeM, KOTOPLIN Bbl
ckonupoBanu paHee. He obpalyante BHUMaHUSA Ha ABOETOUUS.

Ecnn otnevaTtkn He coBnagatoT, npoBepbTe agpec yCTpOVICTBa.

Puc. 4-2. AreHT yrpaBieHus: cBeneHus 00 ycrpoiictBe VRealize Automation

wRA appliance address:

|https:a’a"va1 .company.com; 540
Specify the scherne and the port (hosted by deFault on 54800, Example: httpsiiiva-address:5450

Roaot username: Password:

|root || [XTTTTYYY |

Provide wRealize Autornation appliance raot user credentials
Management Site Service certificate SHA1L fingerprint:

|? 1844772035708 2080500008 DE23909204BF 39 Load

[#]1 confirm the fingerprint matches the Management Sike Service SSL certificate

11. Beeaute nms nonb3oBatens B oopmare "domain\username” 1 naponb Anst Y4ETHOW 3anmcy Criyxobil.

Y4yeTHas 3anucb cnyx0bl AOrmKHA BblTb JOMEHHON YYETHOM 3anucbio C MpaBamMun agMUHMUCTpaTopa Ha
cepBepax Windows MHpacTpyKTypbl kak ycryru. cnonb3ynte Ang Bcex cnyyaeB OOHY YYETHYHO
3anucb Cryxobl.

12. SaBepLuwTe YCTaHOBKY areHTa ynpaslieHusa, crnenyda MHCTPYKUMAM nporpaMmmbl.

MoBTOpUuTE 3Ty Npoueaypy Anst Bcex cepaepoB Windows, rae 6yayT pasmeLaTbCa KOMMOHEHTbI
NHPPACTPYKTYpPbI KaK YCIyri.

MpumeyaHmne B cnyyae 3ameHbl ycTponcTBa VRealize Automation notpebyeTcsa 3aHOBO yCTaHOBUTL
areHT ynpaBneHus, Tak Kak OHU CBA3aHbl MeXAy COBOM.

Ynanenwue ¢ cepepa Windows KOMNOHEHTOB MHPPaCTPYKTYPbI KaK yCriyrn He NpuBeaeT K yaaneHuto
areHTa ynpasneHus. YTobbl yganuTb areHT ynpasneHus, ucnonbsynte dpyHkumio Windows «YctaHoBka u
yAaneHue nporpaMmmy.

Crnenytomue maru

BepHuTech kK MacTepy yCcTaHOBKM, OTKpbITOMY B 6pay3epe. Cepaepbl Windows MHppacTpyKTypbl Kak
YCIyry ¢ yCTaHOBIEHHLIM areHTOM YyrpaBrieHnsi oTobpakaloTcs B pasgene obHapyXeHHbIX Y3roB.

VMware, Inc. 51



YcraHoBka vVRealize Automation

3aBepieHre paboTbl MacTepa YCTaHOBKHU

Mocne ycTaHOBKM areHTa ynpasneHusi BEPHUTECH B MacTep 1 criedyiTe UHCTPyKumsM. Ecriv Bam
TpebyoTCA AONONHUTENBHBIE MHCTPYKLMM OTHOCUTENBHO NapamMeTpoB, neperauTte no cebinke «CnpaBkay
B NMpaBoOM BEPXHEM Yriy macTtepa.

= [lo 3aBepLUeHMM paboTbl MacTepa Ha nocregHen cTpaHuue OyayT ykasaHbl NyTb K daiinly CBOUCTB U
ero nms. MoxxHo oTpefakTMpoBaTb harn 1 UCMoNb30BaTh €ro Ang BbINOMHEHNS aBTOMaTUYECKON
ycTaHoBKK VRealize Automation ¢ ncnonb3oBaHneM TakMXx e Unn NogoOHbIX NapamMeTPOoB, Kak B
ceaHce mactepa. CM. pasgen [masabABTomaTnyeckas yctaHoBka VRealize Automation.

= Ecnu Bbl co3ganu nepBoHavaribHOE COAEPXKNMOe, MOXXHO BOWTU B apeHAaTop MO YMOSYaHuio B
KayecTBe nornb3oBaTterns ¢ uMeHeM configurationadmin v 3anpocuTb anemeHTbl Katanora. [Npumep
crnocoba 3anpoca arnemMeHTa u OeNCcTBUSA NoSb30BaTENS, BbINOMHAEMOro BPy4YHyH, CM. B pasgene
YcmaHoska u Hacmpolika vRealize Automation 0nis cueHapusi Rainpole.

= CBefeHUs 0 HACTPOWKe JOCTyrna K apeHaaTopy Mo yMOMYaHuIo AN Apyrix nonb3oBaTtenen CM. B
pasgene Hactpoika goctyna Kk apeHgaTopy no yMOMYaHuio.
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vRealize Automation

Mocne 3anycka macTepa yCTaHOBKM, BO3MOXHO, NOTPebyeTCst BbINOMHWUTL HEKOTOPbIE 3a4a4vu Mo
YCTaHOBKE BPYYHYO C MOMOLLbIO CTaHAAPTHLIX MHTEPENCOB.

MacTep ycTaHOBKM, onucaHHbIN B [NaBadYctaHoBka VRealize Automation ¢ nomollslo mactepa
YCTaHOBKM, SIBMSIETCS OCHOBHbLIM MHCTPYMEHTOM A1 HOBbIX YCTaHOBOK VRealize Automation. OgHako
nocne 3anycka Mactepa Ansi HeKOTOpbIX onepauuii MoXeT TpeboBaTbcsi bornee cTapbiin npouecc
YCTaHOBKU BPYYHYIO.

Laru, BbinonHAeMble BPYYHYHO, He06X0AMMbI, €CIIN HYXXHO PacLUMpUTb pa3BepTbiBaHNe

vRealize Automation unun ecnun mactep npekpatnn paboTty no kakon-nmbo npuymHe. Cutyauuu, B
KOTOpbIX MOTyT NOTpeboBaTbCs MpoLeaypbl, ONMCaHHbIE B 3TOM pasaerne, BKNoYatT B cebs cneayowme
npvMepsl.

= PaboTa MacTepa oTMEHeHa [10 3aBEpPLLEHUS] YCTAHOBKM.
= Bo Bpems yCTaHOBKM C MOMOLLIbIO MacTepa nponsoLuen cooun.

®  Heobxogmmo fobaBuTh elle ogHo ycTporicTBo VRealize Automation ans obecneyeHmns BbICOKOM
[OCTYMHOCTMW.

m  Heobxogmmo gobaBuTh elle ogmH Beb-cepBep VHdpacTpykTypa kak ycnyra ans obecneyveHus
BbICOKOW AOCTYMHOCTW.

m  HeobGxogoum eLle oauH areHT NpPoKcu-cepeepa.
= Tpebyetcs ewe oanH padounii npouecc DEM unu opkectpatop DEM.

Mo>HO MCMonb30BaTh BCE UMM HEKOTOPbIE PyYHbIe MpoLecckl. [pocMoTpuTe MaTepuan B 9TOM pasferne u
BbIMOSIHWUTE NPOLEaYPbl, KOTOPbIE KacalTCs BalLen cuTyauumm.

B 3Ty MaBy BXOOAT cnenywLuine pasaenbl:
= /Icnonb3oBaHue CTaHOapPTHbIX VIHTepd)eﬁCOB ansa MMHMMarnbHOro pa3BepTbiBaHUA

®  /Icnonb3oBaHue CTaHOapPTHLIX MHTEPdENCOoB OS89 pacnpeeneHHbIX pasBepTbiBaHUN

m  YcTtaHoBKa areHToB VRealize Automation
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Wcnonb30BaHKne CTaHIAPTHBIX UHTEP(HEUCOB ISl MUHUMAJIBLHOTO
pa3BEPTHIBAHUS

ABTOHOMHOE MVHUMAarbHOE pa3BepTbiBAHNE MOXHO BbIMOMHWTL A4S CNOMb30BaHWs B cpeae pa3paboTku
UNN B Ka4ecTBe JEMOHCTPAaLMOHHON YCTaHOBKN. MUHMManbHOE passBepTbiBaHWE He NOAXOAUT OIS
NPOn3BOACTBEHHOW Cpefbl.

KOHTpOJ'IBHBIfI CIIMCOK MUHHMAJIbHOTI'O Pa3BCPThIBAHUA

vRealize Automation yctaHaBnvBaeTcs B MUHMManbHOW KOHUIypaLmmn Ans AeMOHCTPaLUOHHOM
YCTaHOBKW Mnn pa3paboTki. MMHMManbHble pa3sepTbiBaHNs TPeOyoT MeHbLUe WaroB AN YCTaHOBKW, HO
He obnagalT NPOU3BOACTBEHHLIMU BO3MOXHOCTAMM KOPNOPATUBHOIO pa3BepTbiBaHUS.

BbinonHuTe 3agaydn BbICOKOrO YPOBHA B crieayruiemM nopsanke.

Tabmuua 5-1. KoHTpOJBHBIH CIHCOK MHHUMAJIBHOTO Pa3BEPTHIBAHUS

3apaua CBeaeHus

D CnnaHunpyinTe cpeay v BbIMOMHUTE NpeaBapuTenbHble masa2llogroToBka k ycraHoBke vVRealize Automation
YyCNOBUS ANS YCTaHOBKM.

D CospaviTe HeHaCTPOEHHOE YCTPONCTBO PasBepTtbiBaHue yctporictea vRealize Automation
vRealize Automation.

D HacTtpoiiTte yctporictBo vRealize Automation Bpy4Hyto. Hactpoiika yctporictea vRealize Automation

D YCTaHOBUTE KOMMOHEHTbI MHPACTPYKTYPbI KaK yCryrn Ha YcTaHOBKa KOMMNOHEHTOB MHAPACTPYKTYPbI KaK yCryru
ogHoMm cepsepe nog ynpaeneHvem Windows.

D YcTaHoBUTE AOMNONMHUTENbBHbLIE areHTbl, eCrnv 310 YcTtaHoBka areHToB VRealize Automation
Heobxoanmo.

BbINonHUTe 3agayn nocre yCTaHOBKM, Takue Kak HacTpoiika  HacTpoiika focTyna k apeHgaTopy no ymonyaHuo
apeHgatopa no yMomnyaHuio.

Hacrpoiika yctpoiictBa VRealize Automation

YctponcTeo VRealize Automation — 3T0 4aCTUYHO HACTpPOEHHasi BUpTyanbHas MallnHa, Ha KOTOPOWn
pa3meLllatoTcs cepBep VRealize Automation n BebG-noptan nonb3oBarenen. Heobxoanmo 3arpy3nTtb u
pasBepHyTb WabnoH yctponctaa B chopmate OVF Ha cepsep vCenter Server unu B nepapxmto ESX nnm
ESXi.

Heo6xonumeie ycmoBus

m  Cospganite HeHacTpoeHHoe ycTporcTBo. CM. pasgen PassepTteiBaHue ycTporicTea VRealize
Automation.

= [lony4nte cepTudmkaT NpoBEPKN NOANMHHOCTM ANs ycTporcTBa VRealize Automation.
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IIpouenypa

1.

VMware, Inc.

BoinonHuTe BX0A B UHTEpdhenc ynpasneHus yctpornctea VRealize Automation, kotTopoe Tpebyetcs
HacTpoWTb, Kak Nosfb3oBaTerb root.

https://vrealize-automation-appliance-FQDN:5480
MpourHopupynTe BCe NpeaynpexaeHus o ceptnudunkare.
Ecnun nosiBuTCA Mactep yCcTaHOBKM, OTMEHUTE ero, YTobbl NepenTu K nHTepdency ynpasneHus.

BbibepuTe pasgen AaMuHuctpaTtop > HacTpoliku BpeMeHU 1 3agaiite UCTOYHUK CUHXPOHMU3aL/MK

BpPEeMEHMU.

MapameTp OnwucaHue

Bpewms y3na CuHxpoHusaums ¢ y3nom ESXi yctporictBa vRealize Automation.

CepBep BpemeHuU CuHXpoHu3aums ¢ ogHUM BHelwHUM cepeepoM npoTtokona NTP (Network Time

Protocol). BeegnTe nonHoe gomeHHoe nms unu IP-agpec cepsepa NTP.

Heobxooumo cnHxpoHusmpoBaTh ycTponcTea VRealize Automation n cepsepbl Windows
VMHPACTPYKTYPbl KaK YCNYyrM C OQHUM U TEM K€ UCTOYHMKOM BpeMeHU. He ncnonb3ynte pasHble
WCTOYHUKN BpEMEHU B OOAHOM pa3BepThiBaHuM VRealize Automation.

Bbibepute MapameTpbl VRA > HacTpoiku y3na.

MapameTp OenctBue

PewaTb aBTOMaTU4eCKMN BbibepuTte napameTp PewaTb aBTOMaTU4ecku, YTobbl ykasaTb UMs
TekyLlero y3na ans Ycrporcteo VRealize Automation.

OGHoBnNeHue y3na [nsa HoBbIX y3noB BbIGepuTe OGHOBNEHUe y3na. Beeaute nonHoe
OoMeHHoe nms YcTponctso VRealize Automation, vra-
hostname.domain.name, B TekctoBom none Ums ysna.

[ins pacnpeneneHHbIx pa3BepTbiBaHUIA, B KOTOPbIX UCMOMNb3yeTcs
nogcuctema 6anaHCMpPOBKN Harpy3ku, Boibepute O6HOBMEHWe y3na.
BBeanTe nonHoe foMeHHOE UMS cepBepa noacucTeMbl 6anaHcpoBKy
Harpysku, vra-loadbalancername.domain.name, B TekctoBom none Ums
y3na.

MpumevaHne Ecnu ans sagaHus MMeEHW yana ucnonbayeTcs gyHKums O6HoBMeHWe y3na,
HacTpoiiTe NapaMeTpbl eQMHOro BXoda, Kak onncaHo aanee B 3Toi npoueanype.

Beibepute Tvn ceptudmkata B MeHo [lencteume ¢ ceptucdpmkaTom.

Ecnu ncnonbsyetcsa ceptudmkat B koguposke PEM, Hanpumep aonsa pacnpegeneHHon cpeapl,
BbliGepuTe UMmnopr.

MmnopTtupyemble cepTudmkaThl JOMKHBI ObITb AOBEPEHHBIMU. YOeanTech, YTO X MOXHO NPUMEHUTb
KO BCEM aK3emnnsapam yctponctea vRealize Automation n nobon nogcucteme 6anaHcMpoBKku
Harpysku npv NOMOLLIM CEPTUIUKATOB C anbTepHaTUBHbLIM MMeHeM cybbekTa (Subject Alternative
Name, SAN).

55



YcraHoBka vVRealize Automation

Ecnu Heobxogumo cospaTtb 3anpoc CSR Ha HOBbIN cepTudmKaT, KOTOpbIA MOXHO OyAeT oTnpaBuTb B
LeHTp cepTudmkauun, Bbibepute Cosaatb 3anpoc nognucu. CSR no3sonuT Ballemy LEeHTpyY
cepTudmkaummn cosgaTte cepTndnkaTt ¢ NpaBuIbHbIMU 3HAYEHUAMU, KOTOPbLIN 3aTeM ByaeT MOXHO
UMMNOPTUPOBATb.

MpumeyvaHne Ecnu UCMoONb3yOTCS LIEMOYKM CEPTUUKATOB, YKaXKUTe cepTUdUKaThbl B Crieayowem
nopsaake:

a) cepTMduKaT KNMeHTa Unm cepeepa, NOANMCaHHbIV NPOMEXYTOYHbIM CEPTUMUNKATOM LieHTpa
cepTudukaumm;

0) npomexyTouHble cepTuduKaTbl (OOUH UMM HECKObKO);

B) KOPHEBOWN cepTuumkaT ueHTpa cepTudurkaumm.

MapameTp OencTtBne

CoxpaHUTb CyLLeCTBYIOLLYHO CoxpaHuTe TekyLyto koHdurypaumio SSL. BeibepuTte 3TOT napameTp, 4Tobbl
OTMEHUTb U3MEHEHUSI.

Co3paTb cepTudpmkart a) 3HayeHue, oTobpakaemoe B TEKCTOBOM rnorie O6bIYHOE UMS, SBMSIETCS
MMeHeM y3na, KoTopoe oTobpaxaeTcsi B BEpXHEN YacTu cTpaHuLpbl. Ecrnn
CYLLIECTBYIOT AOMNOMHUTENbHbIE 9K3EMMNSPbI YCTPOMCTBA
vRealize Automation, nx nonHble JOMEHHbIE UMEHa BKIHOYalTCsA B aTpubyT
SAN cepTtudwmkara.

6) B TekctoBom none OpraHusauusi BBEAMTE HA3BaHNE OpraHu3aLmm,
Hanpumep Ha3BaHWe CBOEW KOMMaHUW.

B) B TekctoBOoM none OpFaHVI3aLIMOHHa$I eAuHuua BeegnTe opraHM3aunoHHYH
egnHuly, HanpuMmep HasBaHue otaera Unn pacnornoxeHune.

r) B tekctoBom none CtpaHa BBeguTe AByXOYKBEHHbIN koA cTpaHbl ISO 3166,
Hanpumep RU.
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10.

MapameTp Dencreune

CospgaTb 3anpoc nognucu a) Bbibepute Co3gaTtb 3anpoc NOANUCH.

6) [poBepbTe 3HaYeHMs B TEKCTOBbIX Nonsix OpraHusauumn, OpraHM3auMoHHas
eauHuua, Kog ctpaHbl n O6bI4HOE UMS. DTN 3HAYEHUS NOACTABMNATCS U3
cyuiecTBytoLLero ceptudukara. lNMpu HeobxoaNMMOCTU 3TV 3HAYEHUS MOXKHO
N3MEHUTb.

B) LlenkHnte Co3paTb CSR Ans cosgaHusa 3anpoca Ha nognuce ceptudukara,
a 3aTeM LUenKHUTE CCbifKy 3arpy3uTb co3gaHHbii CSR 3geck, 4TOObI
OTKPbITb AMarioroBoe OKHO, C MOMOoLLbL0 koToporo CSR MoxHo bynet
COXpaHWUTL B pacrnosiokeHun Ans OTNpaBku B LEHTP cepTuduKaLmu.

r) [Mpu nony4eHun nogrotToBneHHoro ceptudmkara LwenkHute UMnoptupoBaTth
1 BbINOMNHUTE NpoLeaypy umnopta ceptudumkara B VRealize Automation.

AmnopT a) CkonupyinTe 3Ha4eHus cepTudmkaTa, HaumHas ¢ 3aronoska BEGIN PRIVATE
KEY go HwxHero kononTtutyna END PRIVATE KEY BkntounTensHo, u
BCTaBbTE MX B TEKCTOBOE Mnorie 3akpbITbIn kntoy RSA.

6) CkonupyiTe 3HaueHUsi cepTudurkaTta, HaumHas ¢ 3aronoska BEGIN
CERTIFICATE po HwxHero konoHtutyna END CERTIFICATE BkntouuTensHo,
1 BCTaBbTE UX B TekcToBoe nore Llenoyka ceptudpmkaToB. [ns HECKOMbKMX
3Ha4eHun cepTudumkaToB fobasksTe 3aronioBok BEGIN PRIVATE KEY u
HWxkHUIA konoHTUTYN END PRIVATE KEY B kaxablin cepTudumkar.

MpumeyaHune B uenoukax cepTUdrKaToB MOryT ObiTb JOCTYMHbI
[OMNOMHUTENbHbIE aTpUdYThI.

B) (Heobs3atenbHo.) Ecnn cepTudmkaT ncnonbayeT napornbHyto dpasy ans
LncbpoBaHMA KIoYa, CKONMpyWTe ee U BCTaBbTe B TEKCTOBOE Mose
MaponbHasa dpasa.

LenkHnTe CoxpaHUTb HacTPOMKK, YTOObI COXpaHUTb cBeAeHMs 00 y3ne u koHdurypaumo SSL.
HacTtpovika napameTpoB eanHOro Bxoaa

LenkHnte CoobueHunsa. OTobpasatcsa napaMeTpbl KOHUrypauum n coctosiHe obmeHa
coobLLeHnAMN Onst YCTPOMCTBa. He nameHanTe atm HaCTpOKu.

Mepengute Ha BkNaaky TenemeTpus, 4TobObl BbIOpaTh, NPUCOEANHATLCS K NporpaMme yryuLlleHus
kayecTBa nporpammHoro obecnedexuns (CEIP) ot komnanum VMware vunm HeT.

CeepeHus 0 cobpaHHbix B CEIP gaHHbIX 1 Lensx nx ucnonb3oaHus B VMware nsnoxeHbl B pasgerne
Trust & Assurance Center Ha cTpaHuue http://www.vmware.com/trustvmware/ceip.html.

B Bbibepute BeTynutb B nporpaMmy yry4lleHuUsi KayecTBa NporpamMHoOro o6ecneyeHus
(CEIP) ot komnaHum VMware, 4T00bl MPUHATL y4acTus B 3TON NporpaMmme.

B OTtmeHuTe BbiGOp BCTynuTh B NporpamMmmy yny4leHUs Ka4ecTBa NporpaMmMHOro
obecneyeHus (CEIP) ot komnanum VMware, 4To0bl HE NpYHUMATBL y4acTus B 3TOM nporpamme.

LenkHute Cnyx6bl 1 yoeanTech, 4To crybbl 3aperncTpmpoBaHsb.
B 3aBMCMMOCTU OT KOHUIypaLmm canta, 3T0 MOXET 3aHATb OKONo 10 MUHYT.

MpumeyaHune [1py 3TOM MOXHO BONTW B YCTPOWCTBO U 3anycTutb tail -
f /var/log/vcac/catalina.out, 4ToBbl CNeanTb 3a 3anyCcKOM Cryx6.
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11. BBeguTe cBegeHus O NULIEH3NN.
a) LUenkHute HacTtporku VRA > JluyeH3aupoBaHue.
0) LenkHuTte JlMueHsanpoBaHue.
B) BBeante OencTBUTENbBHbLIN NUUEH3MOHHBLIN KMoy VRealize Automation, 3arpy>xeHHbIi BMeCTe ¢

YCTaHOBO4YHbIMU (baVIJ'IaMVI, N WEJNTKHUTE OTI'IpaBVITb KJTHOM.

MpumeyaHue Ecnuv npousoluna owmbka nogxkno4eHUs1, BO3MOXHO, BO3HUKIN NpobnemMbl ¢
noacuctemMorn 6anaHcMpoBKK Harpy3ku. [NpoBepbTe CETEBOE NOAKIIOYEHNE K MOACMCTEME
BanaHCcnpoBKN HarpysKku.

12. Mpwn HeoBxogumocTu BkNtounTe VRealize Code Stream n BBegute nuueHsuto vRealize Code Stream.

vRealize Code Stream He nogaepxmBaeTcs B NPON3BOACTBEHHbLIX Pa3BEPTbIBAHNAX
vRealize Automation n B passepThiBaHuAX VRealize Automation ¢ BbICOKOM AOCTYMNHOCTLIO.

13. Yb6eguTtech, 4To MoxeTe BonTK B VRealize Automation.
a) OrtkponTe B Be6-Opaysepe URL-agpec nntepdgenca vRealize Automation.
https://vrealize-automation-appliance-FQDN/vcac
©) MMpumute ceptndmrkat vRealize Automation.
B) [lpumute ceptudumkat egmMHOro Bxoaa.

r) Bowaute, ncnonb3ys yyetHyto 3anmcb administrator@vsphere.local n naponb, ykasaHHbIn npu
HacTpoWnKe eanHoro Bxoaa.

NHTepderic oTkpoeTcs Ha cTpaHuue «ApeHaaTopbl» Ha BKNagke AaMuUHuUcCTpupoBaHue. B
cnuncke otobpasnTcst oAMH apeHaaTop ¢ umeHem vsphere.local.

PasBepTbiBaHMe 1 HacTporika YctponcTteo VRealize Automation 3aBeplueHa. Ecnn nocne HacTpourku
KOHUrypauum yCcTpoMcTBO He paboTaeT Hagnexawum obpa3om, NOBTOPUTE pa3BepThiBAHNE U
HacTpouTe KOHMrypaumo yCTporucTBa CHoBa. He BHOCUTE M3MEHEHWS B CyLLECTBYHOLLEe YCTPOMCTBO.

Crnenyromue marua

CMm. pasgen YctaHoBKa KOMMOHEHTOB MHAPPACTPYKTYPbI.

YcTaHOBKa KOMITIOHEHTOB MH(PACTPYKTYPHI KaK yCIyTH

YcTaHOBKY MOMHOro Habopa KOMMOHEHTOB UHMPACTPYKTYPbI Kak YCryrn Ha BUPTYanbHYIO MaLUVHY Uiu
dusmyeckmn komnototep Windows BbinonHseT agMmuHucTpaTop. Moatomy Ans BbINONHEHWS 9TUX 3a4ay
TpebytoTca NpaBa agMnHUCTpaTopa.

Mpy MUHMManNbLHOW YCTaHOBKE BCE KOMMOHEHThLI yCTaHaBnmBatTcs Ha ogHoM cepeepe Windows, kpome
6asbl gaHHbIX SQL, KOTOPY MOXHO YCTaHOBWTbL Ha OTAEMNbLHOM CepBepe.
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BruroueHne cuHXpoHHU3aIuu BpeMenu Ha cepsepe Windows Server

Bpewms cepsepa vRealize Automation n cepsepoB Windows Hy>KHO CUHXPOHM3MPOBaTh, YTOObI
obecneynTb YCNeLWwHOCTb YCTaHOBKM.

Hwxe onmcaHo, kak BKIMIOYNTb CUHXPOHU3aLmMio BpemeHn ¢ yanom ESX unu ESXi ¢ nomousto
nHctpymeHToB VMware Tools. MIHorga KoMnoHeHThl laaS yctaHaBnvBatoTCs Ha U3NYECKOM y3ne unm
0519 CMHXPOHU3aLuUn BPEMEHU HE HYXXHO MCnonb3oBaTb MHCTPYMeHTbl VMware Tools. B Takux criydaax
ybeanTbCs, Y4TO Ha cepBepe 3a4aHo NpaBUIIbHOE BPEMS, MOXHO C MOMOLLbIO Mo6oro cnocoba Ha BalLl
BbIGOP.

IIpouenypa
1. OTkpowTe KOMaHOHYK CTPOKY Ha KOMMNbIOTEpe, Ha KoTopoM ycTaHoBrieHa OC Windows.

2. Yto6bl nepenitn B katanor uHcTpymeHtoB VMware Tools, BBeguTe CrieqyoLyo KOMaHay:

cd C:\Program Files\VMware\VMware Tools

3. Y106bl 0TOGPAa3nTb CTaTyC CUHXPOHM3aLUMUM BPEMEHU, BBEAUTE CMEAYIOLLY0 KOMaHAay:

VMwareToolboxCmd.exe timesync status

4. Ecnu CUHXPOHM3aUNA BpEMEHN OTKITHOHEHA, 4YTOObI €€ BKMNOYUTb, BBEAUTE cnefyrouyro KoMaHay:

VMwareToolboxCmd.exe timesync enable

Ceprudukarsl HHPPACTPYKTYPbI KaK YCIIyTH

KoMnoHeHTbI MHPACTPYKTYpbl Kak ycnyrn vRealize Automation ncnonb3ytot ceptudpmkatsl n SSL ans
©e3onacHo cBs3u. Mpu MUHMManNbLHONM YCTaHOBKE NS JEMOHCTPaLMN BO3MOXHOCTEN MOXHO
MCMNonb30BaTh CaMo3aBepstoLLne cepTudukaTol.

B pacnpeneneHHon cpege MOXHO Nony4uTb cepTudmkaT JOMeHa OT JOBEPEHHOIO LEHTpa
cepTudukaumm. lononHntenbHble cBeAeHUsA 06 yCTaHOBKE CepTUdUKATOB JOMEHA ANst KOMMIOHEHTOB
WHPACTPYKTYpbl Kak yCryrn CM. B pasgene YctaHoBka CepTUUKATOB MHAPACTPYKTYPbI Kak yCryru
rmaBbl O pacrnpegeneHHOM pa3BepTbiBaHNN.

YcTaHOBKa KOMIIOHEHTOB HH(PACTPYKTYpbl

[ns yctaHoBku cnyx6 VHpacTpykTypa kak ycrnyra Ha BUpTyarnbHOM unv Msnyeckom KoMmbioTepe
Windows cucTeMHbIn aAMUHUCTPATOP AOIMKEH BbIMONHUTL BXod B cuctemy Windows Ha KoMnbioTepe U
BOCTMONb30BaTbCs MacTEPOM YCTaHOBKM.

Heobxonumere ycioBus
m  [IpoBepsbTe, 4TO cepBep oTBevaeT TpeboBaHnsam B Cepaepbl Windows VHdpacTpykTypa kak ycnyra.

= BknrodeHune cMHxpoHu3aumm BpeMmeHn Ha cepepe Windows Server.
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Y6enutecs, 4To ycTporcTBo VRealize Automation pasBepHyTO 1 NOMHOCTBLI HACTPOEHO, a BCe
Heobxoanmble cnyx6bl 3anyLueHbl (cryxba nogknovaeMbix Mogynen, crnyxba katanoros, NOCTaBLLMK
NpoKCcK-cepBepa UHPACTPYKTYpPbI Kak ycnyru).

[Iponenypa

1.

3arpyska cpefcTBa ycTaHOBKM VIHbpacTpykTypa kak ycnyra vRealize Automation

YTto6bl ycTaHOBUTbL MIHGpacTpyKTypa Kak ycnyra Ha MUHUMaribHOM BUPTYanbHOM UI U3NYEeCKOM
cepepe Windows, Heo6X0aMMO 3arpy3nTb KOMUIO CPEACTBa yCTaHOBKM VIHGppacTpykTypa Kak
ycnyra ¢ yctpounctea VRealize Automation.

Bbi6op TMna yctaHOBKU

CucTemMHbI aAMUHUCTPATOP 3anyckaeT MacTep YCTaHOBKM Ha YCTaHOBOYHOM KomnbtoTepe ¢ OC
Windows 2008 nnn 2012.

lMpoBepka roToBHOCTM

CpencTBo NpoBepKM rOTOBHOCTM NPOBEPSET KOMMbIOTEP Ha COOTBETCTBUE TPebOBaHNSAM K
ycTaHoBke laaS.

HacTtpolika napameTpoB cepBepa 1 Y4eTHOM 3anmncu

CuctemHbIi agmuHncTpatop vVRealize Automation MoxeT ykasbiBaTb NapameTpbl cepsepa 1
YYEeTHOW 3anucu ans cepeepa ycTtaHoBku Windows, a Takke BblIOnpaTtb a3k3eMnnsap cepepa 6asbl
AaHHbIX SQL 1 cnocob npoBepky NOANMHHOCTW.

YKkasaHue OUCrneT4yepoB 1 areHToB

MuHManbHasa ycTaHOBKa NpedycMaTpuBaeT YCTaHOBKY obsidaTternbHoro gucnetyepa Distributed
Execution Manager v npokcu-areHTa vSphere no ymonuaHuio. locne ycTaHOBKM CUCTEMHbIN
aAMUHUCTPAToOp MOXET A06aBUTb NPOKCU-areHTbl (Hanpumep, XenServer nnun Hyper-V) ¢ nomoLbto
Nonb30BaTENbCKOro CpeacTsa YyCTaHOBKN.

Pernctpaums KOMNOHEHTOB MHAPACTPYKTYPbI KaK YCIyru

CuCTeEMHBIV aAMUHUCTPATOP YCTaHaBNMBaeT cepTudmkat VIHppacTpykTypa kak ycnyra u
perncTpupyeT KOMNOHeHTbI VIHbpacTpykTypa Kak ycriyra ¢ noMoLbio Cnyx6bl €4MHOro Bxoaa.
3aBepLueHne yCTaHOBKM

YcTaHoBKY MIHgpacTpyKTypa Kak ycryra 3aBepliaeT CUCTEMHbIN agMUHUCTPAToP.

3arpyska cpenctsa ycranoBku MHppacTpykrypa kak yciayra VRealize Automation

YTtobbl ycTaHOBUTL VIHpacTpyKTypa Kak ycrnyra Ha MUHMMarbHOM BUPTYanibHOM U (OU3NYECKOM
cepsepe Windows, Heo6xo4MMO 3arpy3unTb KONUIO cpeacTea ycTaHoBKM VHdpacTpyKkTypa Kak ycnyra ¢
ycTpoincTtea VRealize Automation.

Ecnu npu 3arpyske nosiBaTcsa npegynpexaeHns o ceptudmkare, npourHopupymnTe nx, 4tobbl 3aBepLunTb

YCTaHOBKY.

HeobxomuMele ycinoBust

O3sHakombTech ¢ TpeboBaHusaMn VHdpacTpykTypa kak ycnyrak cepepy Windows. Cwm. pasgen
Cepsepbl Windows MHdpacTpykTypa Kak ycnyra.
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Ecnu ang yctaHoBku ncnone3yetcs Internet Explorer, ydegutech, 4To KOHUIrypaums yCUneHHon
©esonacHocTn He BkNtoveHa. lMNMepenante k res://iesetup.dll/SoftAdmin.htm Ha cepBepe
Windows.

IIpouemypa

1. Bongute Ha cepsep Windows VHdpacTpykTypa Kak ycryra, UCnonb3ysi Y4eTHYH0 3anuchb ¢ npaBamMu
agMUHMCTpaTopa.

2. Mepengute B Be6-6paysepe no URL-agpecy cpeacrtsa yctaHoBKM ycTponcTBa VRealize Automation.
https://vrealize-automation-appliance-FQDN:5480/installer

3. LWenkHnte CpeacTBO YCTAaHOBKU MHPPACTPYKTYPbI Kak yCryru.

4. CoxpaHuTe setup__vrealize-automation-appliance-FQDN@5480 Ha cepBep Windows.

He nameHante nva canna cpefcrasa yctaHoBkM. OHO UCMONb3yeTcs A5 NOAKMIYEHNs
YCTaHOBJIEHHOIO peLleHuns K yctponcTtsy VRealize Automation.

Bri0op THNA ycTaHOBKH

Cu1CTEMHbIV adMUHUCTpATOp 3arnyckaeT MacTep YCTaHOBKM Ha YCTaHOBOYHOM KoMnbtoTepe ¢ OC
Windows 2008 vnnun 2012.

Heo6xonnmeie ycmoBus

3arpyaka cpeacTtBa ycTaHOBKM MIHpacTpykTypa Kak ycnyra vRealize Automation.

IIpouenypa

1.

LLlenkHnTe npaBow KHOMKOW Mbilwn hann ycTaHoBKU setup__vrealize-automation-appliance-
FQDN@5480 . exe 1 BbibepuTe NYHKT 3anyCcTUTb OT UMeHU agMUHUCTpaTopa.

HaxmuTe kHonky Oanee.
MprmMUTE YyCroBUsi NULEH3MOHHOTO COrnaLleHns U HaxmuTe kHonky fanee.

Ha cTpaHuue Bxoda ykaxute yyeTHble JaHHble agMUHUCTpaTopa A8 YCTPOMCTBa
vRealize Automation n npoeepbTe cepTudmkat SSL.

a) Beegute nma nonb3oBartens root v napore.

BBeauTe naponb, yKasaHHbIN Npu pa3sepTbiBaHUKM ycTponcTea VRealize Automation.
0) Bblbepute MNMpuHATL cepTUdumkar.
B) LenkHuTe MpocmoTpeTb cepTudmkar.

CpaBHUTe oTneyaTok cepTudurkaTa ¢ oTnevaTkom, 3agaHHbIM AN yCTPonCcTea
vRealize Automation. CepTtudmkar ycrporictea vRealize Automation MOXXHO MOCMOTpeTb B
Opay3sepe KnMeHTa npu Nony4YeHnn JOCTyna K KOHCONM ynpasneHust Yepes nopt 5480.

Bbibepute MpuHATL cepTudMKar.

HaxmuTe kHonky Oanee.
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7. Bbl66p|/|Te anemeHT MNMonHasna YCTaHOBKaA Ha CTpaHuue Tun YCTaHOBKM, €CIlM Bbl CO3aeTe
MUHUMAarbHOE pa3BepTbiBaHNE, N HAXXMUTE KHOMKY Danee.

IIpoBepka roroBHOCTH

CpeacTBo NpoBEPKM FOTOBHOCTM NPOBEPSIET KOMMbIOTEP HA COOTBETCTBME TPEOOBAHUAM K YCTAHOBKE
laaS.

HeoGxonuMsle ycnoBust

BbiGop Tna yctaHOBKM.

IIponenypa

1. Bbinonxute NnpoBeEpPKY HeobX0AMMbIX KOMMOHEHTOB.

MapameTp OnucaHue

Ownbok HeT HaxmuTte kHonky [anee.

Hekputnyeckune ownbkm LLlenkHute O6onTH.

Kputuueckue ownbku O6xo04 KpuTMYecknx onMbok NpuBoAUT K cOoto ycTaHoBKM. [pu oTobpaxkeHun

npenynpexneHua BbI6epVITe €ro Ha fieBon naHenu u cne,qyl?ﬁe YKa3aHunam

crnpaBsa. YCcTpaHuTe BCe KpuTuyeckme OLUMBKM 1 LLENKHUTE MpoBepuTb CHOBA,

YTOObI BbINOMHUTL NpPOBEPKY.
2. Haxwmute kHomnky Oanee.

KOMI'IbI'OTep COOTBETCTBYET Tpe6OBaHVIFIM K yCTaHOBKe.

Hactpoiixa mapameTpoB cepBepa U yueTHOI 3amucu

CuctemHbIi agmuHncTpaTop VRealize Automation MoxeT ykasbiBaTb napaMeTpbl cepBepa 1 YY4ETHOM

3anvcu ans cepeepa ycraHoBku Windows, a Takke BbibupaTb ak3emnnsp cepsepa 6asbl gaHHbIX SQL n

cnocob NpoBEPKM NOAJTMHHOCTU.

HeobxonuMere ycioBus

MpoBepka roToBHOCTM.

IIpouenypa

1. Ha ctpanuue MapameTpbl cepBepa 1 y4eTHOM 3anucu nnu OGHapyXeHHble NapamMeTpbl BBeanTe

UMS Nonb30BaTens v Naposnb Ans y4yeTHon 3anucu cnyx6 Windows. 3Ta y4eTHasa 3anucb criy>k6
[OMKHA NpeacTaBnAaTh COOOM NMoKanbHYH YYETHYIO 3annch agMUHUCTPaTopa, KoTopas Takke
obnagaet npaBamu agmuHucTpaTopa SQL.

2. BeeguTte bpasy B TekctoBoM norne MaponbHas ¢pa3sa.

MaponbHas dpasa npeacraBnsieT cobon Habop CroB, C MOMOLLIbK KOTOPOro CO34aeTCs KIHoY
LWMPOBaHMS ONs 3aLLMTbI AaHHbIX B 6ase.

MpumeyaHne CoxpaHuTe NapornbHYO pasy Tak, YTobbl B OyayLiem oHa Obinia 4OCTyMnHa BO BpeEMS

BOCCTaHOBJ1IEHUA CUCTEMbI UIMN YCTAHOBKWN.
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7.

YT06bI yCTAHOBUTL 3K3eMMsp 6asbl AaHHbLIX HA TOT e cepBep C KOMMNOHeHTamMu MiHdpacTpykTypa
Kak ycnyra, npuMuTe cepsep Nno ymornyaHuto B TekctoBom none CepBep B pasgene «CBeaeHns ob
ycTaHoBke 6a3bl AaHHbIX SQL».

Ecnu 6a3a gaHHbIX HaX04MTCA Ha OPYrom KOMMblOTepe, BBEAUTE CEpPBEp B crieaytoLlem copmare.
machine-FQDN, port-number\named-database-instance

B TekctoBom none Umsa 6a3bl gaHHbIX npuMnTe 3Ha4eHne no ymorn4yaHuo nnmn eeegunte
COOTBETCTBYHOLLEE NMA, €CIN 3TO BO3MOXHO.

Bbibepute cnocob npoBepky NOAMMHHOCTY.

¢ YcraHoBuTe donaxok MUcnonb3oBaTtb npoBepky noanuHHoctn Windows, ecrnv Heobxognmo
co3gaTb 6a3y gaHHbIX, KoTopasa ByaeT ucnonb3oBaTtb ydeTHble AaHHble Windows TekyLiero
nonb3oBatens. Y nonb3oBartens OSMKHbI ObITb NpuBunernn sys_admin SQL.

¢ CHumvmnte donaxok Ucnonb3oBaHue npoBepku nognuHHoctu Windows, ecnv xotute cosaatb
0a3y AaHHbIX, KoTopasi ByaeT ncnonb3oBaTh NPoBepKy noanMHHocTh SQL. B nonsax Ums
nonb3oBaTens n Maponb BBeAnTe AaHHbIe nonb3oBaTtens cepsepa SQL Server ¢
npusuneruamn sys_admin SQL gnsa ak3emnnspa cepeepa SQL Server.

PekomeHayeTcsa ncnonb3oBatb NpoBepky nognuHHoct Windows. Npu BbiGope npoBepku
nognuHHocT SQL HesalungpoBaHHbI Naposb 6a3bl AaHHbIX NOSABUTCSA B ONpedeneHHbIX darnax
KOHdUrypaumm.

(oononHuTenebHo) YctaHoBute hrnaxok Ucnonb3oBatb SSL ans noakntoyeHUs K 6a3se AaHHbIX.

Mo ymonuanuto chraxkok yctaHoeneH. Npotokon SSL obecneunBaet 6onee 6e3onacHoe coeanHeHne
mMexay cepBepom laaS n 6a3oi gaHHbix SQL. Tem He MeHee, 4na NoAAEpP KKK 3TOro napameTpa
HY>KHO CHadvana HacTpouTb SSL Ha cepepe SQL Server. [JononHuTenbHbIE CBEAEHMS O HACTPONKe
SSL Ha cepBepe SQL cm. B pasgene Ctatba Microsoft Technet 189067.

Haxxmute kHonky Oanee.

Vkazanue JUCTICTYCPOB U ar€cHTOB

MuHumManbHasa ycTaHoBKa npedycMaTpyBaeT yCTaHOBKY obsizatensHoro aucnetvepa Distributed
Execution Manager v npokcu-areHTa vSphere no ymonyanuto. lNocne ycTaHOBKM CUCTEMHBIN
agMUHUCTPaToOp MOXeT A00aBUTb MPOKCK-areHTbl (HanpumMep, XenServer unu Hyper-V) ¢ NoMoLLbo
Nornb30BaTENbLCKOro CPEACTBA YCTaHOBKM.

Heo0xonmmeie ycmoBus

HacTpolika napameTpoB cepBepa 1 y4EeTHOW 3anncu.

IIpouenypa

1.

VMware, Inc.

Ha ctpaHuue Distributed Execution Manager v npokcu-areHT vSphere npymnte 3Ha4eHus no
YMOSIY@HUIO UNK, €CININ 3TO BO3MOXHO, U3MEHUTE UMEHA.
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2. [ns yctaHoBku areHTa vSphere npvMuTe 3HavyeHne No yMOn4aHuIo, YToObl BKITHOUNTL NOATOTOBKY C
nomoubto vSphere, nnv otmeHuTe BbIGOP, €CNN 3TO BO3MOXHO.

a) Bbibepute anemeHT YCTaHOBUTb U HacTpouTb areHT vSphere.
0) [MNpumuTe 3HaYEHUsT areHTa U KOHEYHOW TOYKM MO YMOSTYaHMIO UM BBEAMTE UMSI.

3anuwimTe 3Ha4YeHe UMEHN KOHEYHON ToYKkK. Ero HeobxoamMmMo npaBuibHO BBECTU BO BPEMS
HaCTPOWKM KOHeYHOW ToukM vSphere vRealize Automation, nHauye MOXeT Npon3onTn cOon.

3. Haxwmute kHornky Oanee.

Perucrpanust KOMIIOHEHTOB HH(PPACTPYKTYPHI KaK YCIyTH

CuUCTeMHbIVi agMUHUCTpATOP ycTaHaBNMBaET cepTudmkaT MHdpacTpykTypa Kak ycrnyra u perucTpupyet
KOMMOHEHTbI VIHgpacTpyKTypa Kak ycrnyra ¢ noMoLLbio cryxG6bl egurHoro Bxoaa.

Heobxomumsle ycmoBust

3arpyska cpenctea yctaHoBku ViHdpacTpykTypa Kak ycrniyra vRealize Automation.

IIponenypa

1. TNpumunTte 3HadeHne no ymonyaHuto B none CepBep, rge aBTOMaTUYECKM YKa3blBAE€TCS NOMHOE
OoMeHHoe nms cepepa yctpornctea VRealize Automation, ¢ koToporo Gbina 3arpy»eHa nporpamma
yCTaHOBKU. Y6eamTech, YTO NONTHOE AOMEHHOE MMS UCMONb3yeTcs ANa naeHTudvkaumm cepseepa, a
He IP-agpeca.

Mpwv NCMonb30BaHUN HECKOMbKUX BUPTYaribHbIX YCTPOWCTB U NOACUCTEMbI BGarnaHCHMPOBKI Harpy3sku
BBEOWTE MNyTb K BUPTYarbHOMY YCTPOMCTBY NoACUCTEMbI GanaHCMPOBKM HarpysKku.

2. LllenkHute 3arpy3utb, YTOObI yKa3aTb 3Ha4YeHe napameTpa ApeHgaTop eguHOro Bxoaa no
ymonyaHuto (vsphere.local).

3. LWenkHute 3arpy3utb, YTOObI NONy4nTb cepTudmkaTt U3 ycTpornctea VRealize Automation.
MoxHo wenkHyTb MpocMoTpeTb cepTudukat, UTOObLI NPOCMOTPETL CBEAEHNSA O cepTudukare.
4. Bbibepute MpuHATL cepTUdMKaT, YTOObLI YCTAHOBUTL CepTUdMKAT CrykObl €AMHOro BXoAa.

5. Ha naHenu «AgMuHucTpaTop cnyobbl eguHoro Bxoga» B TekcToBom norne Ums nonb3oBartensi
BBeanTe administrator, a B TekctoBom nose Maponb 1 MoareBepanTe naponb — nNaporsib,
onpepfeneHHbIi 4s 3TOro Nonb3oBaTens Npu HacTpowike criy0Obl eanHoro Bxoaa.

6. Cnpaga o1 nonst Ums nonb3oBaTens LeSkHUTE CCbINKY, YTOObl MPOBEPUTL BBEAEHHbIV Naporib.

7. B none CepBep MHPACTPYKTYpPbI Kak ycnyru, cogepxatlem nvs yana komnetotepa Windows, Ha
KOTOPOM BbIMOSHSETCS YCTAHOBKA, NPUMUTE 3HAYEHNE MO YMOMYaHMIO.

8. Cnpasa ot nonsi Cepeep MH(pPaCTPYKTYPbl KaK YCNYru LLENKHUTE TECTOBYIO CCbINKY, YTOObI
NpoBepuUTb NoAKMoYeHNe.

9. Haxmute kHonky Oanee.

Ecnun nocne HaxaTusi kHonku [lanee BO3HMKHYT Kakue-nnbo olwmnbkn, ycTpaHute vx, npexaie Yem
NPOAOIKUTb.
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3aBepHI€HI/I€ YCTAaHOBKHU

YcTtaHoBKy VIHdpacTpyKTypa Kak ycryra 3aBepluaeT CUCTEMHbI aaAMUHUCTPaTop.

HeobxonuMsle ycioBust
= PerucTpaumsi KOMNOHEHTOB MHAPACTPYKTYPbI KaK YCryru.

®  YBeauTtech, YTO KOMMbIOTEP, HA KOTOPOM BbINOSHAETCA yCTaHOBKA laaS, NoakmoveH K CeETU 1 ero
MOXHO MOAKMIOYNTL K ycTponcTBy VRealize Automation, ¢ kKOTOporo 3arpyxkaetcst yCTaHOBLUMK laaS.

IIpouenypa

1. O3HakoMmbTeCh C MH(bOpMaUMel Ha cTpaHuue Bce roToBo K ycTaHOBKE U HXXMUTE KHOMKY
YcTaHOBUTD.

Mocne aToro yCTaHOBKa Ha4YHETCA. B 3aBucmmocTtu ot KOH(*)I/IrypaLI,MI/I CETN YCTaHOBKa MOXET 3aHATb
OT NATU MUHYT OO OAHOro 4Yaca.

2. Korga nosiBuTCA coobLLeHe O ee YCMNEeLIHOM 3aBepLUeHnm, TO, He CHUMasi prnaxok NMomoyb MHe ¢
HayanbHOW YCTAaHOBKOM, HaxxmuTe kHornku fanee n FN'oTtoBo.

3. 3akpolite okHO coobuieHnss HacTpoika cuctembil.

Mocre aToro yctaHoBka GyaeT 3aBepLueHa.

Crnenyromue marna

MpoBepka cny6 MHpPacTPyKTYpbl Kak yCryru.

Hcnons3oBanue CTAaHAAPTHLIX HHTep(I)eﬁCOB HJis1 pacCIipCacJICHHBIX
pa3BEPTHIBAHUM

Mpu KopnopaTuBHbIX pa3BepTbiBaHUAX obecneynBaeTcsa 6onee Bbicokas emkocTb VRealize Automation B
NpOoM3BOACTBEHHON cpefe; Anst HMX TpebyeTcs, YTOObl KOMMOHEHTBI pacnpeaensnMcb Ha HECKOIbKO

KomnbtoTepoB. KoprnopaTuBHble pasBepTbiBaHUS, MOMUMO NoacucTeM GanaHCUPOBKM Harpy3Kku, Takke
MOTYT BK04aTh B Ce0si CUCTEMbI PE3EPBUPOBAHUS.

KOHTpONIBbHBIN CIMCOK PacIpenesICeHHOTO Pa3BEPTHIBAHUS

CuncTeMHbI agMUHUCTPaTOP MOXET pa3BepHyThb VRealize Automation B pacnpegeneHHon KoHdurypaumm
1 Bnarogapsi aToMy obecneynTb 3awmuTy oTpaboTKM OTKasa U BbICOKOAOCTYNHOCTb NOCPEACTBOM
n30bITOYHOCTH.

KOHTpPOMbHbLIN CNNCOK pacnpeneneHHoro pasBepTbiBaHNSA COAEPKUT BbICOKOYPOBHEBBIN CMUCOK
OEeNCTBUI, HYXXHbIX AN BbINOMHEHWUS pacnpeneneHHoNn YCTaHOBKM.
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Tabmuua 5-2. KoHTpONbHBII CIHCOK paclpeeiieHHOTO pa3BepThIBAHMS

3apava

U 3annanupyiite 1 NOAroToBLTE Cpedy YCTaHOBKM 1
ybeaunTecsh, 4TO BbINOMHEHbI HEOOX0AVMbIE YCIOBUSA
AN yCTaHOBKM.

UBannaHupyiite UCronb3oBaHe cepTUdUKaToB
SSL n nonyynte mx.

U PassepHWTE BeayLwmMin cepeep yCTponcTBa
vRealize Automation u no6ble AononHUTENbHbIE
yCTPOICTBa, TpebyeMble Ans obecneveHus
pe3epBUPOBaHUSI U BbICOKOW JOCTYMHOCTHU.

U HacTtporite noacvcteMy 6anaHCUpOBKN Harpy3Kku
ans obpaboTkm Tpadumka ycTponcTaa
vRealize Automation.

U HacTtporite BegyLuii cepeep ycTpoiicTea
vRealize Automation u no6ble AononHUTENbHbLIE
YCTPOICTBa, pa3BepHyTble AN obecneyeHns
pe3epBUPOBaHUS U BBICOKOW AOCTYMHOCTU.

U Hacrtponte nogcmctemy 6anaHCMpOBKY Harpy3ku
ans o6paboTtku Tpaduka KomnoHeHTa laaS
vRealize Automation n yctaHoBUTE KOMMOHEHTbI
laaS vRealize Automation.

U Ecnn tpebyetcsl, ycTaHOBUTE areHTbl Ais
MHTerpauum ¢ BHELUIHUMW CUCTEMaMMU.

U Hacrporite apeHOaTop Mo yMonyaHuio 1 yKaxute
nuueHsuio laas.

vRealize Orchestrator

CBefeHus

maBa2lloaroToBka k yctaHoBke VRealize Automation

TpeGoBaHWs kK LOBEPUIO ANsi CEPTUMKATOB B pacnpeaernieHHoM
pasBepTbIBAHNY

Pa3BepTbiBaHue yctporictea vRealize Automation

HacTpoiika nogcmuctembl 6anaHCUPOBKN Harpy3ku

Hactporika yctponcts ans vRealize Automation

YcTaHoBKa KOMMOHEHTOB MHMPACTPYKTYPbI KaK ycrnyru B
pacnpefeneHHon KoHdurypaumm

YcTtaHoBka areHToB VRealize Automation

HacTporika goctyna Kk apeHaaTopy no ymMonyaHuio

YctponcTeo vRealize Automation BkntodaeT B cebsi BCTpoeHHyto Bepcuto VRealize Orchestrator, kotopas

B HacTtosdllee BpemMAa peKoMeHOoBaHa Ana Ucnofnb3oBaHA C HOBbIMU YCTaHOBKaMW. B 6onee CTapbIX

pa3BepTbIBAHMSAX UMM OCOOLIX Criyyasix nofb3oBarteny MoryT nogknoyats VRealize Automation k
oTAenbHbIM, BHeWwHMM VRealize Orchestrator. Cm. https://www.vmware.com/products/vrealize-

orchestrator.html.

MogpobHee o coeguHeHnn VRealize Automation u vRealize Orchestrator cm. B pasgene Mcnonb3ogaHue
rnodknodyaemozo modyrsi vRealize Orchestrator dns vRealize Automation.
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VYnpasieHue karaaoramu

Mpw BbINONHEHWM pacnpedeneHHoN YCTaHOBKM C NoACUCTEMON BanaHCMpPOBKN Harpy3kn ons
obecneyeHnsi BbICOKOW AOCTYNMHOCTU U OTKa30yCTOMYMBOCTN HEOOXOAMMO YBEAOMUTb Fpynny,
OTBevalLLyto 3a HacTpouky cpeabl VRealize Automation. Bo Bpemsa HacTporku ccbiiku Ha Active
Directory agMuHucTpaTopbl apeHAaTopa A0MKHbI HACTPOUTb yrpaBrieHne Katanoramu ans obecneyeHuns
BbICOKOW OCTYMHOCTW.

[ononHutensHble CBEAEHUSI O HACTPOWKE ynpaBreHns Kkatanoramm ans obecneyeHns BbICOKOM
[OCTYMHOCTM CM. B PYKOBOACTBE Hacmpolka vRealize Automation.

OTkITI0OYEHUE NMPOBEPOK PAOOTOCHOCOOHOCTH MOACUCTEM OATaHCUPOBKH HArpy3Ku

MpoBepkun paboTocnocobHOCTN obecneunBatoT OTNpaBKy Tpaduka nogcmctemamm GanaHCUpPOBKU
Harpysku TonbKo Ha y3ribl, koTopble paboTatoT. Moacucrema 6anaHCMpPOBKU HArpy3ky OTNPaBsieT cUrHan
NpoBepKn paboTocnocobHOCTM C 3a4aHHON YacTOTOW Ha Kaxabl y3er. Y3anbl, npeBbilatoLimne nopor
c60s1, CTAHOBATCS HE NOAXOAAWMMY AN HOBOro Tpaduka.

[na pacnpeneneHns n otTpaboTky O0Tkasa paboumx Harpy3ok 3a noacucTemMon 6anaHCUpoBKN Harpy3Kku
MOXHO pa3MeCTUTb HECKOSbKO YCTporcTB VRealize Automation. Kpome Toro, 3a cooTBeTCTBYOLLMMU
noacucteMamy 6anaHCMpOBKM Harpy3kn MOXHO pa3MeCcTUTb HECKONbKO BeD-cepBepoB ViHdpacTpykTypa
KaK ycryra n HeCKonbKo CepBEPOB CNyx0bl ancneryepa VIHdpacTpykTypa kak ycnyra.

Mpwr ncnonb3oBaHWM NoacUcTEM GanaHCMPOBKM Harpy3kn He paspeLuaTe UM OTNPaBAsTe CUrHanbl
NpoBepKM paboTocnocoBHOCTY BO BpeMs YCTaHOBKU. [poBepku paboTocnocoGHOCTM MOryT MeLlaTb
yCTaHOBKE WU BbI3bIBaTb €€ HEMPOrHO3MpyemMoe NoBeAEHME.

= [lpu pasBepTbiBaHMM ycTporcTBa VRealize Automation unm komnoHeHTOB VIHbpacTpykTypa Kak
ycryra 3a CyLecTBYOLWUMN NoacuctemamMmm banaHCcMpoBKM HaArpy3ku crnegyert OTKIHOYUTb NPOBEPKY
paboTocnocobHOCTM BO BCex nogcmcTemax 6anaHCMpOoBKN HArpy3ku B NPeLioKeHHON
KOHcpurypaumm, npexage YeMm ycTaHaBnmBaTb Kakme-nnmbo KOMMOHEHTbI.

= [locre ycTaHOBKM U HAaCTPOMKN BCex ak3eMnnsapoB VRealize Automation, Bkntoyas BCe KOMMOHEHTbI
yctponcTtea VRealize Automation n komnoHeHTbl MIHpacTpykTypa Kak ycrnyra, MOXHO CHOBa
BKITOYMTb NPOBEPKY paboTocnocobHOCTH.

TpeboBaHus K JOBEpHIO VISl CEpTU(DUKATOB B paclpe/ieIEHHOM pa3BepPThIBAHUU

vRealize Automation ncnonb3syet cepTudukaTtbl Ans yCTaHOBAEHNS AOBEPUTENBHbLIX OTHOLLEHUI U
obecneveHuns 3alLmLeHHOro obmeHa AaHHbIMU MeXay KOMMNOHEHTaMu B pacnpeaeneHHbIX
pas3BepTbIBAHMSX.

B pacnpeneneHHoM mnuv Knactepu3oBaHHOM pasBepTbiBaHUM cepTudukaTthl VRealize Automation, kak
npaBuo, OpraHM3oBaHbl B COOTBETCTBUM C TPEMSA MHOTOYPOBHEBbLIMU apXUTEKTYPHBIMWU CTPYKTYpamu
vRealize Automation. Tpu ypoBHs1 CTpykTypbl: YcTponcTBo VRealize Automation, kKomnoHeHTbI BEG-canTa
WMHPACTPYKTYpbI KaK YCryrn 1 KOMMOHEHTbI Cy>0bl gucneTtyepa. B pacnpeneneHHon cucteMe Kaxabin
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hb13nyecKmin KOMNbIOTEP Ha ONPeAENEHHOM YPOBHE UCMONb3yeT obLwnii cepTudukat. To ecTb kaxaoe
ycTponcTteo YctporictBo VRealize Automation ncnonb3syet obwuin cepTndmnkaT 1 Kaxablili KOMNbITEP C
yCTaHOBMeHHoM cnyx06oi gucnetyepa ncnonb3yert obLmin cepTnudmkat, NPUMEHUMbINA A5t AaHHOTO
YPOBHS.

B pacnpeaeneHHbix pa3sepTbiBaHuAX VRealize Automation MoXHO ncnonb3oBaTb camo3aBepstoLume
cepTndukaTbl, Co3gaHHble CUCTEMON MW nornb3osartenem, NMbo cepTudukaTbl, NpegocTaBneHHbIe
LueHTpom cepTtudmkaumn. B Bepcun vRealize Automation 7.0 n 6onee no3gHMx BeEpCUsiX: €CNn
nornb3oBaTenb He NPefocTaBuI cepTudukaT, TO yCTaHOBLLMK aBTOMaTUYECKM CO34acT caMmo3aBepsitoLme
cepTuduKaTbl Anst BCEX COOTBETCTBYOLLMX Y3ITOB M MOMECTUT UX B XpPaHUNULLA JOBEPUSI.

YUTtobbl 06ecnevnTb BbICOKYH AOCTYMNHOCTb KOMINOHEHTOB pacnpeaeneHHon cpeabl VRealize Automation u
UX aBapuiHoOe NnepekrYeHne, MOXHO UCMOoNb30BaTh NoAcucTeMbl 6anaHcMpoBky Harpysku. VMware
pekoMeHAyeT NPUMEHNATb ANs pa3sepTbiBaHui VRealize Automation ckBo3Hyto KOHMrypauuio ¢
MCMoNb30BaHNEM NoAacMcTeM GanaHCUPOBKM Harpy3ku. B ckBO3HOWM KOHMUrypauum nogcMcTeMsl
BanaHCcMpOoBKN Harpy3kM BMECTO pacLLUMdPOBKM 3anpoCcoB NepeaaroT X COOTBETCTBYOLLUM
KOMMoHeHTaM. [lelundpoBaHmne npu 3ToM BbINOSHAETCS YCTPoWcTBO VRealize Automation n Be6-
cepBepamun MHPPACTPYKTYPbl Kak YCryru.

[ononHutenbHble cBefeHns 06 NCMONb30BaHNM U HAcTPolike nodcuctem 6anaHCMpPOBKX Harpysku CM. B
pasgene lNodcucmema banaHcuposku Hagpy3sku vRealize Automation.

B cny4yae, ecnu ceptudmkatbl NpegocTaBnsaTCcsa Nofb3oBarenemM UM co3garTcs UM C MOMOLLBHO
Openssl nnu apyroro MHCTpyMeHTa, MOXHO UCMONb30BaTh rPynmnoBble cepTudurkaThl UM cepTUdUKaThbI
ansTepHaTUBHOIO MMeHn cyobekTa (SAN). Heobxoammo yunteiBaTh, YTO cepTudmkatbl MHPaCTPYKTYpbI
KaK ycrnyru AOmxkHbl ObITb YHMBEPCATbHBIMU.

B cny4ae npegocTtaBneHus cepTugurkaToB Nonb3oBaTenieM HEOOXOAMMO NOMYYUTb YHUBEPCAbHbIN
cepTudmkat, KOTOPbIN BKIOYAET KOMMOHEHT VIH(bpacTpykTypa Kak ycryra B KnacTtepe, a 3aTem
CKOMMpPOBaTb €ro B XpaHunuiLie JOBepUs ANs KaX4oro n3 KOMnoHeHToB. Ecnv ncnonbayoTcs
noacuctemMbl 6anaHCUPOBKN HArpy3ku, B JOBEPEHHbIV aApec MHOropa3oBoro ceptudukara knacrepa
HeobXxo4MMO BKMOYNTL MOSTHOE JOMEHHOE UMS noAcucTeMbl GanaHCMpPOBKN Harpy3Kku.

CeepneHusa 06 0OHOBNEHNN CamMO3aBEPSOLLMX CePTUGMKATOB, CO3OaHHbBIX CUCTEMON, C UCMONb30BaHNEM
cepTumrKaToB, NPefoCTaBNEHHbIX NOMb30BaTENEM UMK LEHTPOM cepTUdUuKaLum, cM. B pasgere
YnpasneHue vRealize Automation.

B Tabnvue «TpeGoBaHus Kk 4OBEPUIO ANt CepTUdMKaTOBY» NprBedeHbl TPeGOBaHWS K J0BEepUTENbHO
pervcTpaumum 4ns pasnuyHblX MMNOPTMPYEMbIX CEPTUGMKATOB.
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Tabnuua 5-3. TpeGoBaHus K JOBEPHIO JUIS CEPTHPHUKATOB

Umnopt
KnacTep yctpoiictsa vRealize Automation

KnacTep Be6-KOMMNOHEHTa UHGPACTPYKTYPbI KaK ycryru

Knactep koMnoHeHTOB cryx6bl Aucnetyepa

3apeructpupoBaTtb
KnacTep Be6-KOMMNOHEHTOB UH(PACTPYKTYPbI KaK ycryru

m Knactep yctpoincTsa VRealize Automation
m  Knactep KOMMOHEHTOB Cryx6bl AncneTyepa

m  OpkectpaTtopbl DEM 1 KOMNOHEHTbI paboymx
npoueccos DEM

m  OpkectpaTtopbl DEM 1 KOMNOHEHTbI paboymx
npoueccos DEM

B AreHTbl U MPOKCU-areHThbI

Hactpoiika noBepus ceptudukara ajis y3710B BEO-KOMIIOHEHTA, CITYKObI

mucneruepa 1 DEM

KnuneHTbl, KOTOPbIE UCNOMbL3YIOT OTNEYATOK C NpeaycTaHoBreHHbIMU hannamu PFX ona nogaepxku
NPOBEPKN NOANMHHOCTY NOMb30BaTeNen, AOMKHbI HACTPOUTL A0BEpPME oTnevaTka Ha KoMrbloTepax Beb-
y3na, cnyx6bl agncnetyepa u yana DEM Orchestrator n Worker.

KnneHTbl, nmnoptupytowme darnnsl PEM nnn ncnonbaylowme camosaBepstoLine ceptudmkarbl, MOryT

UrHOPVPOBAaTL AaHHY0 NpoLeaypy.

Heo0xonnmeie ycmoBus

[na npoBepky NOANIMHHOCTK OTMNeYaTka JOCTYMHbI JonyCTUMble darnbl web . pfx n ms.pfx.

IIpouenypa

1. WmnoptupywTte hannsl web.pfx n ms.pfx B cnegytoLme pacnonoxeHns Ha KOMMbOTEPax y3ros

BEO-KOMMOHEHTA U CJ'Iy>K6bI ancnertyepa:

m  Host Computer/Certificates/Personal certificate store

m  Host Computer/Certificates/Trusted People certificate store

2. Nwmnoptupynte dannsl web . pfx n ms.pfx B cnegyroLme pacnonoxeHnsa Ha komnboTepax yana DEM

Orchestrator n Worker:

Host Computer/Certificates/Trusted People certificate store

3. OTkponTe OkHO KOoHconM ynpasrneHus Microsoft Ha kaxgom KoMnbloTepe y3na, y4acTBYHLLEM B

npouenype.

MpumeyaHmne PakTMyeckme NyTM U NapameTpbl B KOHCOMNN yNpaBneHUs MOryT Crierka OTnmMyaTbCs B
3aBMCUMOCTU OT BEPCUM U KOHpurypaumi cuctembl Windows.

a) Bbibepute ocHacTKy «[Jo6aBUTb UNn yaanuTby.

0) Bblibepute CepTudmkathbl.

VMware, Inc.

69



YcraHoBka vVRealize Automation

B) BbibepuTe JlokanbHbIN KOMNbIOTEP.

r) OTkponTte annbl cepTudmrkara, UMNOPTUPOBaHHbIE paHee, U CKOMUPYMUTEe OTnevaTku.

Crnenyromue maru

BcTaBbre otneyatok Ha cTpaHuuy «Ceptudmkat» mactepa vRealize Automation ons cnyxobl
aucnetyepa, Be6-KOMMNOHEHTOB 1 KOMNoHeHToB DEM.

Benomoctn 1o ycraHoBke

B BejoMOCTM 3anucbiBaeTCsA BaXHas MHGOPMaLUs, K KOTOpol Heobxoanmo o6pallaTbes BO BpeMs
YCTaHOBKMU.

Mpv BBOAE NapamMeTpoB yuuTbiBaeTcs pernctp. O6patute BHUMaHWE, YTO NpU YCTaHOBKe
pacnpefeneHHoro pasBepTbiBaHUSI MPUCYTCTBYIOT AOMOMHUTENbHbIE MPOCTPAHCTBa Ans 6osbluero
KonunyecTBa KOMMOHEHTOB. He Bce NpocTpaHcTBa B BEOOMOCTAX MOTyT NoHagobuTbes. NMomMumo aToro,
KOMMbIOTEP MOXET pa3MeLLaTb HEeCKOSbKO KOMMOHEHTOB MHdpacTpyKkTypa kak ycnyra. Hanpumep,
OCHOBHOI BeG-cepBep 1 opkecTpatop DEM mMoryT HaxoauTbCs HAa OAHOM U TOM e MOSTHOM AOMEHHOM
NMEHMU.

Tabmuna 5-4. VYerpoiictBo VRealize Automation

MNepemeHHasn Moe 3HauyeHue Mpumep

MonHoe JOMEeHHOe MMSI OCHOBHOTO automation.mycompany.com
ycTpoicTBa VRealize Automation

IP-agpec ocHoOBHOro ycTponcTBa 123.234.1.105
vRealize Automation

Tonbko ons cnpaeku; He BBoauTe |P-
agpeca

[MonHoe AoMeHHoe nmsi automation2.mycompany.com
[OMNOMHUTENBHOIO YCTPONCTBA
vRealize Automation

|P-appec fononHUTenbHOro yCTporcTBa 123.234.1.106
vRealize Automation

Tonbko Ansa cnpaeku; He BBoguTte IP-
appeca

[MonHoe AOMeHHOe MMsi NoACUCTEMBI automation-balance.mycompany.com
6anaHCcMpOBKN Harpy3ku ycTponcTaa
vRealize Automation

IP-agpec nogcuctemMbl 6anaHcMpoBkm 123.234.1.201
Harpysku ycTponcTaa
vRealize Automation

Tonbko ons cnpaekuy; He BBoauTe |P-

appeca
Vims nonb3oBarens nHTepdenca root (no ymonuyaHuio) root
ynpaenenus (https://appliance-FQDN:

5480)

Maponb nHTepdeiica ynpasneHus admin123
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Ta6nuia 5-4. YerpoiictBo VRealize Automation (npogomnxeHne)

MepemeHHasn
ApeHgaTop no yMonyaHuto

Wmsi nonb3oBarens apeHgaropa rno

Moe 3HauyeHue
vsphere.local (no ymonyaHuio)

administrator@vsphere.local (no

Mpumep
vsphere.local

administrator@vsphere.local

YMOn4aHuo YMOIYaHWI0)

[Maponb apeHgaTopa no ymonyaHuio login123
Ta6muna 5-5. Cepsepst Windows Mudpactpykrypa Kak yciyra

MepemeHHasa Moe 3HayeHue Mpumep

Beb-cepBep 0CHOBHOrO ycTpoiicTBa
MHdpacTpykTypa Kak ycryra ¢ nonHbIm
[OMEHHbBIM MEHEM [aHHbIX AucneTyepa
moaenen

Beb-cepBep oCcHOBHOrO ycTpoiicTBa
MHdpacTpykTypa Kak ycnyra c IP-
afpecoM AaHHbIX AucrneTyepa Moaenem

Tonbko Ans cnpasku; He BBoauTe IP-
agpeca

[MonHoe gomeHHoe nmvs Beb-cepBepa
[OMNOMHUTENbHOTO YCTPOMCTBA
MHdpacTpykTypa Kak ycnyra

|P-agpec Beb-cepsepa
[OOMOMHUTENBHOO YCTPONCTBA
MHdpacTpykTypa Kak ycnyra

Tonbko ons cnpaeku; He BBoauTe |P-
apgpeca

[MonHoe AoMeHHOe MMSA NoACcUCTEMbI
6anaHcMpoBKK Harpyskn Beb-cepBepa
MHdpacTpykTypa Kak ycnyra

IP-agpec nogcrcteMbl 6anaHcMpoBkm
Harpy3ku Beb-cepBepa VIHpacTpykTypa
Kak ycnyra

Tonbko Ans cnpaskuy; He BBoauTe IP-
agpeca

[MonHoe AOMeHHOe NMs y3na akTUBHOW
cnyx6bl Aucnetyepa MHdpacTpykTypa
Kak ycnyra

IP-agpec y3na akTMBHOM Crnyx0bl
aucnetyepa VHdpacTpykTypa Kak
ycnyra

Tonbko ons cnpaekuy; He BBoauTe |P-
agpeca

[MonHoe AoMeHHOe MMSA y3na NaccUBHOW
cnyx06bl gvcneryepa MHdpacTpykTypa
Kak ycnyra

VMware, Inc.
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Ta6nuia 5-5. Cepsepst Windows Undpacrpykrypa kak yciayra (NPOOOIHKeHMe)

MepemeHHasn

IP-agpec y3na naccuBHOW Criy><0bl
auncnetyepa VHdpacTpykTypa Kak
ycnyra

Tonbko ons cnpaekuy; He BBoauTe |P-
appeca

[MonHoe AoMeHHOe MMSA NoACcUCTEMDI
6anaHCMpOBKM Harpy3ku yana cry>obl
avcnetyepa ViHdpacTpykTypa Kak
ycnyra

IP-agpec nogcuctembl 6anaHcUpoBKx
Harpysku yana cnyx6bl gucnetyepa
MHdpacTpykTypa Kak ycnyra

Tonbko Ansa cnpaeku; He BBoguTte IP-
agpeca

B cnyyae cnyx6 WNHdpacTpykTypa kak
ycnyra — y4yeTHas 3an1cb fJOMeHa C
npaBaMu agMUHUCTPaTopa Ha y3nax

Moe 3HauyeHue

Mpumep

123.234.1.110

mgr-svc-balance.mycompany.com

123.234.203

NOOOEP>XKA\noarotasnueatoLee nuo

[Maponb y4yeTHOM 3anucu login123
Tabmuua 5-6. basza nanueix SQL Server NUudpacTpykrypa Kak yciyra

MepemeHHas Moe 3HauyeHue Mpumep

Ok3emnnsp 6a3bl 4aHHbIX IAASSQL

VM5 6a3bl JaHHbIX VCAC (no ymonuaHuio) VCAC

MaponbHas dpasa (Mcnonbayemas npu login123

yCTaHOBKe, obHOBNEHWN 1 nepeHoce)

Tabmuma 5-7. Mucnerdepsr Distributed Execution Managers Hudpactpykrypa Kak yciayra

MepemeHHas
[MonHoe gomeHHoe ums y3na DEM

|P-agpec y3ana DEM

Tonbko Ansa cnpasku; He BBoguTte IP-
agpeca

[MonHoe gomeHHoe ums y3na DEM

IP-agpec yana DEM

Tonbko Ans cnpasku; He BBoauTe IP-
agpeca

YHukanbHoe nmvsi opkectpatopa DEM
YHukanbHoe nmvsi opkectpatopa DEM

YHukanbHoe nmsi paboyero npowuecca
DEM

VMware, Inc.

Moe 3HauyeHue

Mpumep
dem.mycompany.com

123.234.1.111

dem2.mycompany.com

123.234.1.112

Orchestrator-1
Orchestrator-2

Worker-1
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Tabnuia 5-7. ucnerdepst Distributed Execution Managers Undpacrpykrypa kak yciyra
(npogonxeHne)

MepemeHHasn Moe 3HauyeHue Mpumep
YHukansHoe umsi pabouero npouecca Worker-2
DEM
YHukanbHoe nvsi paboyero npouecca Worker-3
DEM
YHukanbHoe nmsi paboyero npouecca Worker-4
DEM

Hacrpoiika mogcuctemsl 6anaHCUPOBKU HATPy3KH

PasBepHyB ycTpoicTea ans vRealize Automation, Bbl MoXXeTe HAacTpoUTb B nogcucteme 6anaHCUpOBKU
Harpysku pacnpegeneHue Tpaguka no HeCKONbKUM ak3emMnngpam Yctponctso VRealize Automation.

B cneaytolem cnvcke npyvBeAeHbl OCHOBHbIE AENCTBUS MO HAaCTPOWKe NoACUCTEMbI GanaHCUpPOBKU
Harpysku ansa Tpaduka vRealize Automation:

1. YcTtaHoBuTe nogcuctemMy 6anaHCUpPOBKX HArpys3ku.

2. Bknounte cxoacTBO CEaHCOB, UM CXOAHbIE CEaHChI.

3. 3apante B nogcucteme 6anaHCUpOBKM HArpy3ku BpeMsi oxungaHms no meHoluern mepe 100 cekyHa.
4

Ecnv ons Bawuen cetn unun noacuctemol 6anaHcMpoBKn Harpysku Tpebyetcsa cepTudmkar,
UMMNOPTUPYITE ero B nogcucteMy 6anaHcUpoBKM Harpy3ku. ViHdopmaumio 06 OTHOLLEHMAX JOBEPUS 1
[oBepum K ceptudmrkaTam cM. B pasgerne TpeboBaHus K 40BEPUO AS1S CepTUUKaTOB B
pacnpegeneHHoM pasBepTbiBaHun. CBeaeHns 00 U3BNeYeHnn cepTMdUKaToB CM. B pasaerne
V3BrnedeHne cepTudmrKaToB 1 3aKpbITbIX KIHOYEN.

5. HactponTte nogcucteMy 6anaHcUpoBKM Harpy3ku anst Tpadguka Yctponcteo vRealize Automation.
6. HacTtponTte yctponcTtea anga vRealize Automation. Cm. pasgen HacTtpowka yctponcTe anga vRealize

Automation.

MpumeyaHue 3agaBas BUpTyanbHble YCTPOMCTBA 4S8 paboThl C NogCcMCTEMON BanaHCMPOBKM Harpy3Ku,
BblbepUTE TOMNBLKO T€ BUPTYaribHble YCTPONCTBA, KOTOpble HAacTpoeHb! Anst paboTbl ¢ VRealize Automation.
Ecnu Bbl 3agaeTe HEHACTPOEHHbIE YCTPOMCTBA, OTOOpaxkatoTcs coobeHnsa ob owmnbkax.

JononHutensHyto nHdopmaumo o 6anaHCMpoBKE HArpy3kn CM. B TEXHUYECKOM TEMATUYECKOW cTaTbe
banaHcuposka Haepy3ku vRealize Automation.

CefeHusi 0 MacLuTabupoBaHM U BLICOKOW LOCTYNHOCTM CM. B PyKOBOLCTBE OmasioHHasi apxumekmypa
vRealize Automation.

Hacrpoiika yctpoiicts 1 VRealize Automation

[Mocne pasBepTbiBaHMSA YCTPOMCTB U HACTPOWKM BanaHCMPOBKM Harpy3KM HY>KHO HaCTPOUTb YCTPONCTBA
anst vRealize Automation.
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Hacrpoiika nmepBoro ycrpoiictea VRealize Automation B kiacrepe

YcTponcTteo vRealize Automation — 370 4acTUYHO HACTpPOEeHHas BUpTyarnbHasa MallvHa, Ha KOTOpPoWn
pasmeLlatoTcsa cepBep VRealize Automation n Be6-noptan nons3oBartenei. Heobxoammo 3arpy3nTb 1
pas3BepHyTb WabnoH yctponctea B hopmate OVF Ha cepep vCenter Server unu B nepapxmto ESX nnm
ESXi.

HeoOxonuMsle ycnoBust

m  Cospganite HeHacTpoeHHoe ycTporcTBo. CM. pasgen PassepThiBaHme ycTporicTBa VRealize
Automation.

= [lony4nte cepTudmnkaT NPOBEPKM MNOAMMHHOCTM ANns ycTponctea VRealize Automation.

Ecnu ato TpebyeTcsa ons Ballen cetn unm nogcucteMesl 6anaHcmMpoBka Harpysku, B Xxoge
JanbHenwnx 4encTBUn ceptndmkaT Konmpyerca B nogcucteMy 6anaHCcMpoBKN Harpy3ku n Ha
[OnNoMnHUTENbHbIE YCTPONCTBA.

IIponenypa

1. BbinonHuTe BXoA B UHTepdenc ynpaenenns ycTponcTtea VRealize Automation, koTopoe TpebyeTtcs
HacTpouUTb, Kak Nornb3oBartenb root.

https://vrealize-automation-appliance-FQDN:5480
MpourHopupynTe BCce npeaynpexaeHns o ceptudumkare.
2. Ecnu nosiButcsa macTtep yCTaHOBKMW, OTMEHUTE ero, YTobbl MeEpPenTn K MHTepdericy ynpaBneHus.

3. Bbibepute pasgen AgMuHuUcTpaTtop > HacTponku BpemMeHU 1 3aganTe NCTOYHUK CUHXPOHM3aL MK

BPEMEHMU.

MapameTp OnucaHue

Bpewms y3na CuHxpoHusauus ¢ y3nom ESXi yctporictea vRealize Automation.

CepBep BpeMeHuU CuHXpoHu3aums ¢ ogHUM BHelwHUM cepepoM npoTtokorna NTP (Network Time

Protocol). BeegnTe nonHoe gomeHHoe nms unu IP-agpec cepepa NTP.

HeobxoonMmo cnHXpoHM3MpoBaTb Bce yCcTporcTBa VRealize Automation n cepepbl Windows
WHPACTPYKTYpbl Kak yCryrn ¢ OAHUM U TEM Xe UCTOYHUKOM BpeMeHU. He ncnonb3dynTe pasHble
WCTOYHUKN BPEMEHM B OOHOM pasBepTbiBaHUn VRealize Automation.

VMware, Inc.
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4. Bbibepute MNapameTpbl VRA > HacTporku y3na.

MapameTp OencTtBue

PewaTtb aBTOMaTH4eCckun BbibepuTe napameTp PewaTtb aBTOMaTU4ecku, 4tobbl ykasarb ums
TekyLero y3na ans ycrponctaa VRealize Automation.

O6HoBREHMe y3na [nsa HoBbIX y3noB BbIbepuTe O6HOBNEHMe y3na. Beegute nonxoe
OOMeHHoe nmsi ycTponcTea VRealize Automation, vra-
hostname.domain.name, B TekctoBoMm none Ums ysna.

[ns pacnpeneneHHbix pa3BepTbiBaHWIN, B KOTOPbIX UCMOMb3yeTcs
noacuctema 6anaHCUpPOBKN Harpy3kuy, Boibepute O6HOBMEHWe y3na.
BBeguTte nonHoe AOMEHHOE MMs cepBepa noacucTembl 6anaHCcUpoBKu
Harpy3ku, vra-loadbalancername.domain.name, B TekctoBom none Ums
y3na.

MpumeyvaHne Ecnv ons 3agaHusi MUMeHM yana ucnosb3yeTcst pyHkums OGHoBMeHMe y3na,
HacTpoKnTe NapameTpbl eAMHOro BXOAA, Kak On1caHo Aarnee B 3Ton npoueaype.

5. Bbibepute TUn ceptucmkata B MeHio [lenctBue ¢ cepTucmnkaTom.

Ecnu ncnonbsyetcsa ceptudpmkat B koguposke PEM, Hanpumep ans pacnpegneneHHon cpeabl,
BblOepuTe UMnoprT.

MmnopTupyemble cepTudmkaThl JOMKHBI ObiTb LOBEPEHHBIMU. YOEaUTeCh, YTO X MOXKHO NPUMEHUTL
KO BCEM 3K3emnnspam yctponctea vRealize Automation n ntobon nogcucteme 6anaHcMpoBKM
Harpysku npu NoOMoLLM CEPTUIUKATOB C anbTepHaTUBHbLIM MMeHeM cybbekTa (Subject Alternative
Name, SAN).
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Ecnu Heobxogumo cospaTtb 3anpoc CSR Ha HOBbIN cepTudmKaT, KOTOpbIA MOXHO OyAeT oTnpaBuTb B
LeHTp cepTudmkauun, Bbibepute Cosaatb 3anpoc nognucu. CSR no3sonuT Ballemy LEeHTpyY
cepTudmkaummn cosgaTte cepTndnkaTt ¢ NpaBuIbHbIMU 3HAYEHUAMU, KOTOPbLIN 3aTeM ByaeT MOXHO
UMMNOPTUPOBATb.

MpumeyvaHne Ecnu UCMoONb3yOTCS LIEMOYKM CEPTUUKATOB, YKaXKUTe cepTUdUKaThbl B Crieayowem
nopsaake:

a) cepTMduKaT KNMeHTa Unm cepeepa, NOANMCaHHbIV NPOMEXYTOYHbIM CEPTUMUNKATOM LieHTpa
cepTudukaumm;

0) npomexyTouHble cepTuduKaTbl (OOUH UMM HECKObKO);

B) KOPHEBOWN cepTuumkaT ueHTpa cepTudurkaumm.

MapameTp OencTtBne

CoxpaHUTb CyLLeCTBYIOLLYHO CoxpaHuTe TekyLyto koHdurypaumio SSL. BeibepuTte 3TOT napameTp, 4Tobbl
OTMEHUTb U3MEHEHUSI.

Co3paTb cepTudpmkart a) 3HayeHue, oTobpakaemoe B TEKCTOBOM rnorie O6bIYHOE UMS, SBMSIETCS
MMeHeM y3na, KoTopoe oTobpaxaeTcsi B BEpXHEN YacTu cTpaHuLpbl. Ecrnn
CYLLIECTBYIOT AOMNOMHUTENbHbIE 9K3EMMNSPbI YCTPOMCTBA
vRealize Automation, nx nonHble JOMEHHbIE UMEHa BKIHOYalTCsA B aTpubyT
SAN cepTtudwmkara.

6) B TekctoBom none OpraHusauusi BBEAMTE HA3BaHNE OpraHu3aLmm,
Hanpumep Ha3BaHWe CBOEW KOMMaHUW.

B) B TekctoBOoM none OpFaHVI3aLIMOHHa$I eAuHuua BeegnTe opraHM3aunoHHYH
egnHuly, HanpuMmep HasBaHue otaera Unn pacnornoxeHune.

r) B tekctoBom none CtpaHa BBeguTe AByXOYKBEHHbIN koA cTpaHbl ISO 3166,
Hanpumep RU.
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MapameTp

Coz3patb 3anpoc noanucu

AmnopT

Oewncreune

a)
6)

B)

B)

Buibepute CozaaThb 3anpoc NoAnucHu.

[MpoBepbTe 3Ha4YeHNs1 B TEKCTOBbIX Nonsax OpraHu3auuu, OpraHn3aunoHHas
eauHuua, Kog ctpaHbl n O6bI4HOE UMS. DTN 3HAYEHUS NOACTABMNATCS U3
cyuiecTBytoLLero ceptudukara. lNMpu HeobxoaNMMOCTU 3TV 3HAYEHUS MOXKHO
N3MEHUTb.

LLlenkHute Co3pgaTtb CSR ans co3gaHusa 3anpoca Ha nognucb cepTudumkara,
a 3aTeM LUenKHUTE CCbifKy 3arpy3uTb co3gaHHbii CSR 3geck, 4TOObI
OTKPbITb AMarioroBoe OKHO, C MOMOoLLbL0 koToporo CSR MoxHo bynet
COXPaHWUTb B PacMosioXXeHUV AN OTNPaBKU B LIEHTP cepTudmKaLuu.

Mpwv nonyyYeHnn NoAroToBNEHHOro cepTudmkaTa wenkHnute UMnoptupoBath
1 BbINOMNHUTE NpoLeaypy umnopta ceptudumkara B VRealize Automation.

CkonupyiTe 3HaveHusi cepTudpmkarta, HaumHas ¢ 3aronoska BEGIN PRIVATE
KEY po HwxHero konoHTutyna END PRIVATE KEY Bkno4nTENbHO, 1
BCTaBbTE MX B TEKCTOBOE Mnorie 3akpbITbIn kntoy RSA.

CkonvpynTte 3HaveHus cepTudumkarta, HaumHas ¢ 3arornoska BEGIN
CERTIFICATE po HwxHero konoHtutyna END CERTIFICATE BkntouuTensHo,
1 BCTaBbTE UX B TekcToBoe nore Llenoyka ceptudpmkaToB. [ns HECKOMbKMX
3Ha4eHun cepTudumkaToB fobasksTe 3aronioBok BEGIN PRIVATE KEY u
HWxkHUIA konoHTUTYN END PRIVATE KEY B kaxablin cepTudumkar.

MpumeyaHune B uenoukax cepTUdrKaToB MOryT ObiTb JOCTYMHbI
[OMNOMHUTENbHbIE aTpUdYThI.

(HeobsizatenbHo.) Ecnn cepTudmkaT ncnonb3yeT napornbHyto dpasy ans
LncbpoBaHMA KIoYa, CKONMpyWTe ee U BCTaBbTe B TEKCTOBOE Mose
MaponbHasa dpasa.

6. LlenkHnTe CoxpaHUTb HAaCTPOMKU, YTOObI COXpaHUTL cBeaeHus 06 yane n KoHdurypauuio SSL.

7. Ecnu ato Tpebyetca ansa Bawlen ceTu Unm nogcmcteMbl 6anaHCUPOBKM HArpy3ku, CKONUpPynTe
MMMNOPTUPOBAHHBIV U HOBbI CO34aHHbIN cepTUdUKaT B NOACUCTEMY DanaHCUPOBKM Harpy3ku

BUPTYyarbHOro yCTPOWCTBA.

MokeT noTpeGoBaTbCs BKIOYMTL A4OCTYN C NpaBamu root no npoTtokony SSH, 4To6bl akcnopTupoBaTh

cepTudumkar.

a) Ecnu BbI eLye He BOLWNN B CUCTEMY, BbINOSHUTE BXOA B KOHCOSb YNpaBieHNsi yCTPOMCTBa
vRealize Automation kak B ka4ecTBe nornb3oBaTterns ¢ npaBamu root.

©) OrTkponTe BkNagky AGMUHUCTpaTOp.

B) LWenkHnte nogmeHio Admin.

r) YcraHoBuTe cnaxok Cnyx6a SSH BkntoyeHa.

Mo okoH4YaHUM Npoueaypbl CHUMUTE hriaXKok, YTobbl BbIKNoUMTE SSH.

4) YcraHoBuTe donaxok Bxog agMuHucTpaTtopa no npotokony SSH.

Mo okoH4YaHUM Npoueaypbl CHUMUTE hriaXKok, YTobbl BbIKNIOUMTE SSH.

e) HaxmuTe kHonky CoXxpaHUTb HAaCTPOWKMN.

8. HacTponka napameTpoB eguMHOro Bxoga
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10.

1.

12.

13.

14.

LenkHnte Cnyxo6bl.
Mepen ycTaHOBKOW NULEH3MM UM BXO4A B KOHCOIb BCe CryX0bl JOMKHbI ke pabotaTtb. OHK

3anycKarTcd I'IpVI6]'IVI3VITeJ'IbHO yepes 10 MWHYT.

MpumeyaHmne TaKke MOXHO BOWTM B YCTPONCTBO U BbINOMHUTL KOMaHAy tail -

f /var/log/vcac/catalina.out Ans MOHUTOPUHIa onepauun 3anycka Cryxosbi.

Beegute cBegeHnsi 0 NULIEH3NN.

a) LUenkHute HacTtponku VRA > JluyeH3ampoBaHue.

0) LenkHuTte JlnueHsanpoBaHue.

B) BBeaute goencTBMTENbHbLIN NULEH3MOHHbIN KMoy VRealize Automation, 3arpy>xeHHbIi BMeCTe ¢

YCTaHOBO4YHbIMU (baVIJ'IaMVI, N WEJTKHUTE OTI'IpaBVITb KJTHOM.

I'Ipwmeanue Ecnn npousoLuna ownbKa NOAKMYEHUS, BO3MOXHO, BO3HUKMN I'IpO6J'IeMbI C
nogcmcTtemMon GaﬂaHCMpOBKM Harpysku. ﬂpOBepre ceTeBoe NoaKIt4YeHue K noacnucrteme
6anchv|pOB|<|/| Harpy3ku.

Mpu HeobxoaumocTu BkNtounTe VRealize Code Stream n Beegute nuueHsuto vRealize Code Stream.

vRealize Code Stream He nogaepxmBaeTcs B NPON3BOACTBEHHbLIX Pa3BEPTbIBAHNAX
vRealize Automation n B passepTbiBaHusAX VRealize Automation ¢ BbICOKON AOCTYMHOCTBIO.

LenkHnte CoobueHunsa. OTobpasatcsa napaMeTpbl KOHUrypauum n coctosiHe obmeHa
coobLLeHnaAMN Onst YyCTporCcTBa. He naMeHanTe atm HaCTPOKu.

Mepengute Ha BkNaaky TenemeTpusA, 4ToObl BbIOpaTh, NPUCOEANHATLCS K NporpaMme yryulleHus
kayecTBa nporpammHoro obecnedexuns (CEIP) ot komnanum VMware vunm HeT.

CeeneHus o cobpaHrHbix B CEIP gaHHbIX 1 Lensx ux ncnonb3oBaHus B VMware 13noxeHbl B pasgene
Trust & Assurance Center Ha cTpaHuue http://www.vmware.com/trustvmware/ceip.html.

B Bbibepute BeTynutb B nporpaMmy yny4lleHuUsi KayecTBa NporpamMHoOro o6ecneyeHus
(CEIP) ot komnaHum VMware, 4T00bl NPUHATL y4acTus B 3TON NporpaMmme.

®  OTtmeHuTe BbiGOp BCTynuTh B Nporpammy yny4leHUsA Ka4ecTBa NporpaMmMHOro
obecneyeHus (CEIP) ot komnanum VMware, 4To0bl He NpMHUMATL y4acTus B 3TOM nporpamme.

HaxmuTte kHornky CoXpaHUTb HAaCTPOWKM.
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15. Y6eguTtech, 4To MoxeTe BonTK B VRealize Automation.
a) Ortkponte B Be6-Opaysepe URL-agpec untepgenca vRealize Automation.
https://vrealize-automation-appliance-FQDN/vcac
©) [MpourHopupyiTe NnpeaynpexaeHns ceptudmkara, ecriv oHn 6yayT NosiBNATLCS.

B) Bowaute, ncnonbays yyetHyto 3anmcb administrator@vsphere.local n naponb, ykasaHHbI npu
HaCTpOWKe eauMHOro BXoaa.

WHTepdenc oTKpoeTca Ha CcTpaHuLe «ApeHgaTopbl» Ha Bknagke AAMUHUCTpUpoBaHue. B
cnucke otobpasntcs oauH apeHgaTop ¢ umeHeMm vsphere.local.

Hacrtpoiika 10MOIHUTEBLHBIX 9K3eMIUIIPOB ycTpoiicTBa VRealize Automation

CuCTEMHBIV aAMUHNCTPATOP MOXET Pa3BEPHYTb HECKOSIbKO SK3EMIMIIAPOB YCTPOMCTBA
vRealize Automation, 4tobbl 06ecne"nTb N3BLITOYHOCTL B BbICOKOAOCTYMHOW Cpeae.

Ona kaxxgoro yctponcTsa VRealize Automation Hy>XHO BKINIOYUTE CUHXPOHM3ALMIO BPEMEHN 1 40B6aBUTb
YyCTPONCTBO B KnacTtep. CBedeHns 0 KOHUrypaLumm, OCHOBaHHbIE HA HACTPOWKax OCHOBHOMO YCTPONCTBA
vRealize Automation, gobaensitoTca aBTomMaTnyeckn npy gobaeneHnn yCTponcTea B Knacrep.

Mpw BLINONHEHWM pacnpedeneHHo YCTaHOBKM C NoACUCTEMON BanaHCcMpOoBKN Harpy3kn ons
obecrneyvyeHns BbICOKON JOCTYMHOCTU U OTKa30yCTOMYMBOCTM HEOBXOOAMMO YBEAOMUTL rpynmny,
OTBeYaloLLyto 3a HacTponky cpeabl VRealize Automation. Bo Bpemsi HacTporiku cebinkn Ha Active
Directory agMunHucTpaTopbl apeHgaTopa A0MmKHbI HACTPOUTL yYNpaBneHne katanoramm ans obecneyeHust
BbICOKOW [IOCTYMHOCTMW.

JloGasnenue erie oaHOro ycrpoiictea VRealize Automation s kiacrep

[nsa obecneyeHns BbICOKOW JOCTYMNHOCTU B pacrnpeneneHHbIX yCTaHOBKaxX nepes Knactepom y3roB
ycTpoincTBa VRealize Automation MoxeT ncnonb3oBaTbcs nogcmMcreMa 6anaHCUpPOBKN HarpysKku.

YT06bI NPMCOEaMHNTL HOBOE YCTpoMCTBO VRealize Automation k cyliecTytoLlemMy Knactepy M3 ogHOro
WV HECKOSBbKMX YCTPONCTB, BOCMONb3YMNTECh MHTEPMENCOM ynpaBneHns Ha HOBOM YCTPOMWCTBE.
Onepauus npucoeanHeHnst NO3BOMNSET CKONMPOoBaTbh NMHOPMALIMIO O KOHUrypauum Ha fobasnsemoe
HOBOE YCTPOWCTBO, BKoYasa ceptudukar, SSO, nuueHsuto, 6asy gaHHbIX 1 MHHOPMaLMI0 O
COO0BLLEHMNSAX.

YcTpolicTBa HeobxoanMo 0o6aBnsATh B KracTep Mo 0AHOMY, a He BCe OHOBPEMEHHO.

Heo6xonumeie ycmoBust

m  Heobxogmmo, 4Tobbl B KracTepe yxe ObIno 04HO UM HECKOMbLKO yCTponcTB VRealize Automation u
Npu 3TOM OAHO M3 HUX ABMSNOCH OCHOBHbLIM y3riom. CM. pasaen Hactporika nepBoro ycTponcTaa
vRealize Automation B knactepe.

HoBoe ycTpoicTBO MOXHO CAenaTb OCHOBHbIM Y3I1OM TOMbKO MOCIE ero NPUCOEAMHEHUS K KnacTepy.
= Cospganite HOBbIN y3en ycTponctea. CMm. pasgen PasseptbiBaHue ycTponcTea vRealize Automation.

= Y6eguTecb, 4TO NnoacmcteMa 6anaHCMpOBKM Harpysku HacTpoeHa Ans UCMOoMb30BaHNS C HOBbIM
YCTPONCTBOM.

VMware, Inc. 79



YcraHoBka vVRealize Automation

®  YGeauTtech, YTO TpahuK MOXKET NPOXOAUTbL Yepes noacucteMy GanaHCMpPOBKM Harpy3ku, YToObl
JocTuraTb BCeX TEKYLLMX Y3r0B U HOBOTO y3ra, KoTopblil ByaeT Bckope fobaBneH.

®  YBeauTech, YTO Ha TEKYLLMX y3nax 3anyLleHbl Bce crnyx0bl vRealize Automation.

IIpouenypa

1. BbinonHute BXxoA4 B nHTepdenc ynpaeneHns HoBoro yctponctea VRealize Automation kak
nonb3oBarenb root.

https://vrealize-automation-appliance-FQDN:5480
MpourHopupynTe BCe NpeaynpexaeHus o ceptnudunkare.
2. Ecnu nosBMTCA MacTep YCTaHOBKM, OTMEHUTE €ro, YTOObI NepenTn K MHTepdency ynpaBneHus.

3. Bbibepute AgMUHUCTPaTOp > HacTpoku BpeMeHU 1 YyCTaHOBUTE TOT XK€ UCTOYHMK BPEMEHM,
KOTOPbI MCMOMNb3YeTCA OCTarbHbIMM YCTPOMCTBAMU B KracTepe.

4. Bbibepute MapameTpbl VRA > KnacTep.

5. B tekcTtoBom none HavyanbHbIN y3en knactepa BBeguTe NornHoe JOMEHHOe MMsi paHee
HacTpoeHHoro yctponcTtea VRealize Automation.

MoXHO ncnonb3oBaTh NOSTHOE AOMEHHOE MMSI OCHOBHOrO ycTporncTtea VRealize Automation nnum
noboro ycrponcTtea vRealize Automation, koTopoe yxe NpUCcCoOeaMHEHO K KracTepy.

6. B TekctoBom norne Maponb BBEAMTE Naporib NPUBMIETMPOBAHHOTO NOMb30BaTenNs.
7. LUWenkHute NMpucoeanHUTL K KNactepy.
8. T[lpourHopupyite Bce NpeaynpexaeHus o ceptudurkare.
Cnyx06bl Ans KnacTepa nepesanyLueHsbl.
9. VYb6egutech, Y4TO CNy>Obl 3anyLLEHbI.
a) OrtkponTte Bknagky Crnyx0Obl.
6) OrtkponTe Bkragky O6HoBRMeHue, YTOObI CrieanTb 3a XO40M 3anycka cnyxo.

OTKITIOYCHNE HEMCIIONB3YEMBIX CITYKO

YTto6bl 3ape3epBnpOBaTh BHYTPEHHME PECYPChI, ECIN UCTIONb3YETCH BHELUHWI 3K3EeMMsp
vRealize Orchestrator, MOXXHO OTKMOYUTBL BCTPOEHHYt0 cnyx0y vRealize Orchestrator.

HeoOxonuMsle ycnoBust

[obaeneHune elle ogHoro ycTponcTea VRealize Automation B knactep

IIponenypa
1. BonguTe B KOHCONb ynpasreHus yctponcTea VRealize Automation.

2. OcrtaHoBuTe crnyx0by vRealize Orchestrator.

service vco-server stop
chkconfig vco-server off
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IIpoBepka pacrpeieIeHHOro pa3BepThIBAaHUS

Mocne pasBepTbiBaHMSA OONOMHUTENBHBIX 3K3EMMMSPOB ycTponcTBa VRealize Automation cneayet
NPOBEPUTb HanMune JOCTyna K yCTPONCTBaM KracTepa.

IIponenypa

1. B vHTepdelice ynpaBneHnsi nogcmMctemMon 6anaHCcUpOBKM Harpy3ku v B ee darine KoHdurypauum
BPEMEHHO OTKIIOUMTE BCE Y3Ibl, KPOME TECTUPYEMOTO.

2. [lpoBepbTe BO3MOXHOCTb Bxoda B VRealize Automation ¢ nomoLbto agpeca nogcnctemMbl
BanaHCcMpOBKN Harpysku:

https://vrealize-automation-appliance-load-balancer-FQDN/vcac

3. TlogTBepams Hanuume JOCTyna kK HOBOMY ycTpomncTBy VRealize Automation uepes nogcucremy
©anaHCcMpOoBKM HArpy3ku, NOBTOPHO BKITKOYUTE OCTarbHbIE Y31bl.

VYcTaHOBKAa KOMIIOHEHTOB MH(PACTPYKTYpbl KaK YCIYTH B paclpeaeieHHON
KOH(pUTypanuu

CucTeMHbIV aAMUHUCTPATOP YCTaHaBNMBAET KOMMOHEHThI laaS nocne passepTbiBaHUS U NOMHOWN
HaCTPOWNKM YCTPONCTB. KOMNOHEHTLI MHAPACTPYKTYpPbI Kak ycnyrn obecnedmnBatoT OCTYN K OYHKLUAM
nHpacTpykTypbl VRealize Automation.

Bce KOMMOHEHTbI A0MKHbI ObITb 3anyLLeHbl No4 O4HUM MOMb30BaTeNeM YYETHOM 3anmcuy cryxosl,
KOTOpas JOMMKHA ABNATHCS YYETHOM 3anncbio JOMEHA Y UMETb NPUBUIIEMMIN HA KaXXAOM pacrnpeaerieHHOM
cepsepe laaS. He ncnonbaynte y4eTHblE 3anncu NokanbHON CUCTEMBI.

HeobxomuMele ycinoBust
m  HacTponka nepsoro yctporcTtea VRealize Automation B knactepe.

= Ecnu cant cogepXut Heckonbko ycTponcTts VRealize Automation, [lo6aeneHuve ewe ogHoro
ycTpounctBa VRealize Automation B knactep.

= [IpoBepbTe, YTO cepBep oTBevaeT TpeboBaHmsM B CepBepbl Windows VHdpacTpykTypa Kak ycnyra.

= [lonyynTe cepTudmKaT U3 HagexXHOro LeHTpa cepTuduKaLuy ons MmMnopTa B XpaHUnmLe HaaexHbIX
KOPHEBbIX CEpTUDUKATOB AN KOMMLIOTEPOB, Ha KOTOPbLIX NIAHUPYETCS YCTAaHOBUTL AaHHble BED-
callTa KOMMOHEHTOB U AucrneTyepa Mogenen.

L I'Ipvl ncnonb3oBaHMnM NogcmncTem 6aJ'IaHCI/IpOBKI/I Harpys3ku B cpene y6ep,|/|Ter, YTO OHM OTBEYAKOT

TpeboBaHMAM KOHGUrypaLmn.

IIpouenypa

1. YcraHoBka cepTuumkaTtoB MHPPaACTPYKTYPbI KaK ycryru

[nsa paboyen cpenbl nonyyuTte ceptudmkat JOMeHa OT JOBEPEHHOIO LeHTpa cepTudurkaumm.
NmnopTupyiTe cepTudmKaT B XpaHUnuLLe J0BEPEHHbIX KOPHEBbLIX CepTUEUKATOB Ha BCEX
KOMMbOTEPAXx, Ha KOTOPbIX ByAeT BbIMONHATLCHA YCTaHOBKa KOMNoHeHTa «Beb-cant» n «Cnyxba
avcnetyepa» (komnbtoTepsl 1IS), BO Bpems yCTaHOBKM MHPPACTPYKTYpPbl KaK YCIyru.
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10.

3arpyska cpefcTtea yctaHoBkM MHdpacTpykTypa kak ycrnyra VRealize Automation

Y7061 ycTaHOBUTL MIHbpacTpykTypa Kak ycryra Ha pacnpeeneHHblX BUPTYyarnbHbIX UIN
dumsmyeckmx cepsepax Windows, HeoBxoanMo 3arpy3uTb KOMUIO CPeacTBa YCTaHOBKU
MHdpacTpykTypa Kak ycrnyra ¢ yctporictea VRealize Automation.

Bbi6op cueHapusa 6a3sbl faHHbIX laaS

PeweHne vRealize Automation laaS ncnonbayet 6a3y gaHHbix Microsoft SQL Server ans xpaHeHus
nHopmMaLmmn 06 ynpaensiemMbixX UM KOMMbIOTEPAX U CBOUX 3feMEHTax U NonmTUKax.

YcTaHoBKa KOMMNOHeHTa «Beb-caT» MHpaCTPYKTypbl Kak yCryrn 1 AaHHbIX AUcneTvyepa Mogenu

CucTeMHbIV aAMUHUCTPATOP YCTaHaBNMBAET KOMMOHEHT «Beb-canT» ons npegocTaBneHus gocTtyna
K BO3MOXXHOCTSIM MH(PPpacTpyKTypbl B BeO-koHconu vRealize Automation. MoXHO yCcTaHOBUTb OAMH
UINN HECKOMBKO 3K3eMMNNAPOB KOMMNOHeHTa «Beb-cant», HO Ang aToro Heo6xoAnMoO HacTPOUTL
KOMMOHEHT «[laHHble aucnertyepa MOLENW» Ha KOMMbIOTEPE, TAe Pa3MeLLeH NePBbIN KOMMNOHEHT
«Beb-cant». KomnoHeHT «[JaHHble gucneTyepa MoAenu» yctaHaBnmMBaeTCs TONbKO OAWH pas.

YcTaHoBKa A0OMNONHUTENBHBIX KOMMOHEHTOB BeG-cepBepa VIHbpacTpykTypa Kak ycryra

Beb-cepBep npegocTaBnser AOCTYN K BO3MOXHOCTAM MHAdpacTpykTypbl B VRealize Automation.
lMocne ycTtaHOBKM NepBOro Beb-cepBepa Npon3BOAUTENBHOCTb MOXHO NOBbLICUTL MyTEM YCTAHOBKU
JononHuTenbHbIX Be6-cepBepoB VIHpacTpyKkTypa Kak ycnyra.

YcTtaHoBKa akTMBHOTO KOMMoHeHTa «Criyx6a gucnetyepa»

AKTUBHbIV KOMMOHEHT «Crnyx6a aucnetyepa» — ato cnyx6a Windows, kKoTopas KoopauHupyeT
0oOMeH AaHHbIMK Mexay VHdpacTpykTypa kak ycnyra aucnerdyepamu Distributed Execution
Manager, 6a30oi gaHHbIX, areHTaMu, NPOKCu-areHTammn 1 npotokoriom SMTP.

YcTaHoBKa pe3epBHOro koMnoHeHTa «Cnyxba gncneryepar»

Pe3epBHbIN KOMMOHEHT «Cnyx6a ancnetyepa» obecrnevnBaeT pe3epBUPOBaHNS 1 BbICOKYHO
[OCTYMHOCTb. Ero MOXHO 3anycTuTb BPYYHYHO B CIly4ae OCTAHOBKWN aKTUBHOW CITyXObl.
YctaHoBka Distributed Execution Manager

YcraHosuTe Distributed Execution Manager, ykasaB ansi Hero ogHy 13 ByX poriei: opkecTpaTop unm
pabouni npouecc. Heobxoanmo ycTaHOBUTL MO kpariHen mepe no ogHomy ak3emnnsapy DEM aons
Kaxxgon ponu. Kpome aToro, MOXHO YCTaHOBUTL JONONHUTENbHbIE 3k3eMnnsapsl DEM ans
noaaep>Xkn aBapunHOro NepeknoyeHnst 1 obecnevyeHns BbICOKON JOCTYMHOCTMU.

HacTtpolika goctyna k 6a3e gaHHbIx laaS B cnyb6e Windows

CuCTeMHbIV aAMVHUCTPATOP MOXET U3MEHUTb CMOCOD NPOBEPKM NOASNIMHHOCTM, UCMOMb3yeMbli AN
poctyna k 6a3e gaHHbIx SQL BO Bpemsi BbINoNHEHNs (MOCne 3aBepLueHns ycTaHoBkM). 1o
ymonuaHuio ygoctoepeHune Windows yyeTHoM 3anuncu, BolledLleln B CUCTEMY, UCTONb3yeTcs ANs
NOAKItoYeHNs K 6a3e AaHHbIX Nocne ee YyCTaHOBKMW.

MpoBepka cryx6 MHDPaACTPYKTYpPbI KaK YCryru

lMocne ycTaHOBKM CUCTEMHOMY aAMUHUCTPATOPy HEOOXOAMMO NPOBEPUTL PaboTy Cryx0
WMHPaACTPYKTYpbl Kak ycnyrn. Ecnun cnyx6bl paboTatoT, ycTaHOBKa BbINOSIHEHA YCMNELLHO.
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Crnenyromue marm

YctaHosute opkectpatop DEM u no kpanHen mepe oavH ak3emnnsip paboyero npouecca DEM. Cwm.
pasgen YcrtaHoBka Distributed Execution Manager.

VYcranoBka cepTudukaToB HHPPACTPYKTYphI KaK YCIYTH

[ns paboyeri cpeabl nonyynte cepTudmKkar JOMeHa OT JOBEPEHHOrO LieHTpa cepTudmnkaumum.
MmnopTtupynte ceptudumkaTt B XpaHUnuLLe JOBEPEHHbLIX KOPHEBbLIX CepTUAUKATOB Ha BCEX KOMMbIOTEPAX,
Ha KOTOpbIX OyAeT BbINOMHATLCS YCTaHOBKa KOMNoHeHTa «Beb-cant» n «Cnyx6a aucnetyepa»
(komnbtoTepbl 11S), BO BpeMsi yCTaHOBKM MHAPACTPYKTYPbI Kak yCryriu.

Heobxomumsle ycmoBust

Ha komnbtoTepax nog ynpaeneHnem Windows 2012 Heobxoamumo oTkntounTb TLS1.2 ansa ceptudmkaros,
ans kotopbix ucnonbdyetca SHAS512. [lononHuTenbHble cBegeHus ob otkntoveHumn TLS1.2 cm. B pasgene
Ctatbsa 6a3bl 3HaHUn Microsoft 245030.

IIponenypa

1. TNony4ynTte cepTumKat OT JOBEPEHHOIO LIEHTpa cepTUdunKaLmm.

2. OrtkponTte gucnetdep cnyxo6 IIS.

3. B pexume npocMoTpa BO3MOXHOCTEN ABaxAbl LernkHuTe CepTudmkaTbl cepBepa.
4. Ha nanenu «[encteusay wenkHute Umnoptuposarts.

a) Beegute nmsa cdanna B TekctoBom none @ann ceptudmkara unm HaxmmTe kHonky «O63op» (...),
4YTOObI NEPENTU K UMEHUN dhaina, B KOTOPOM XPaHUTCH SKCMOPTUPOBAHHbLIN cepTudmkar.

©0) Beegute naponb B TekcToBoM nosne Maponb, ecnun ceptudurkat 3KCNopTUPOBaH C
NCnonb30BaHMeEM Napornsi.

B) Bbibepute NoMeTUTb 3TOT KoY KaK 3KCMOPTUPYEMBbIN.
5. HaxmuTte kHonky OK.
6. LlenkHnTe MMnopTupyembli ceptudukat v Bbibepute MpocMoTpeTh.
7. Ybepgutechb, YTO cepTudmKaT 1 COOTBETCTBYIOLLAA Lienoyka cepTudUKaToB JOBEPEHHbIE.
Ecnu ceptudmkart HegoBepeHHbIn, 0Tobpa3ntcs cooblieHne Her moBepust K 3TOMY KOPHEBOMY

cepTu(UKaTy IEHTpa CEPTUHHUKALIIH.

MpumeyaHue [lpexae 4eM NPUCTYNUTL K yCTAaHOBKE, HEOBXOAMMO YCTpaHUTb Npobnemy ¢
AosepueM. B npoTuBHOM cryyae pa3BepTbiBaHNe 3aBepLumMTcs cOoem.

8. T[epeszanyctute cnyxo6bl IS nnmn oTKponTe OKHO KOMaHLAHOW CTPOKM C NOBLILLEHHLIMU NPUBUIETUAMNA
1 BBEeguTE iisreset.

Crnenyromue marna

3arpyska cpenctsa yctaHoBku ViHdpacTpykTypa Kak ycrniyra vRealize Automation.
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3arpyska cpeznctsa ycranoBku HdpacTpykrypa kak ycnyra VRealize Automation

YT06bI ycTaHOBUTL VIHpacTpykTypa Kak ycrnyra Ha pacnpefeneHHbIX BUPTyarnbHbIX U orU3ndeckmnx
cepaepax Windows, Heobxoanmo 3arpy3vTb KON CpeacTsa ycTaHoBkM VIHbpacTpykTypa kak ycnyra ¢
ycTponcTea VRealize Automation.

Ecnu npu 3arpyske NosBATCSA NpeaynpexaeHust o ceptudmkaTe, NpoMrHopupymnTe 1x, YTobbl 3aBepLLUTb

YCTaHOBKY.

HeobxomuMsle ycmoBust

HacTpovika nepsoro ycTtporictea VRealize Automation B knactepe u, HeobsizateneHo, [Jo6aBneHne
elle ogHoro yctponctea VRealize Automation B knactep.

MpoBepbTe, YTO cepBep oTBevaeT TpeboBaHnsM B Cepaepbl Windows MHdpacTpykTypa kak ycryra.

Y6egutecn, UTo cepTMduKaT MMNOPTUPOBaH B IIS 1 4To KOpHEBOW cepTUdUKaT UK LIEHTP
cepTuduKaLmm HaxoguTcs B JOBEPEHHOM KOPHEBOM PacnonoXeHUn Ha YCTaHOBOYHOM KOMMbIOTEPE.

Mpw ncnonb3oBaHWM NogcucTeM GanaHCMPOBKY Harpysku B cpede yoeanTechb, YTO OHU OTBEYaloT
TpeBoBaHMAM KOHUrypaLum.

IIponenypa

1.

(oononHuTenbHo) B cniyyae yctaHoBku Ha komnbtoTep ¢ OC Windows 2012 aktuBmpyite HTTP.
a) Bblbepute B gncnetyepe cepeepoB PyHKUuM > [o6aBUTL PYHKLUMN.

©0) PasepHuTe y3en Cnyx6bl WCF B pasgene dyHkumi .NET Framework.

B) Bbibepute AkTuBauus yepes HTTP.

BonaunTte Ha cepBep Windows MIHpacTpyKTypa Kak ycnyra, UCNonb3ys YYETHYO 3anncb ¢ npaBamm
agMuHUCTpaTopa.

Mepengute B Beb-Opaysepe no URL-agpecy cpenctBa yCTaHOBKM ycTponcTBa vRealize Automation.
He vncnonb3ynte agpec nogcuctembl 6anaHCUpOBKU Harpysku.

https://vrealize-automation-appliance-FQDN:5480/installer
LenkHnTe CpencTBO yCTaHOBKU UH(PPACTPYKTYPbI KaK YCIyru.
CoxpaHute setup__vrealize-automation-appliance-FQDN@5480 Ha cepBep Windows.

He nsameHante nvsa canna cpefcrasa yctaHoBkM. OHO UCMONb3yeTcs A5 NOAKMI0YEeHNS
YCTaHOBJMIEHHOIO peLlleHuns K yctponcTtey VRealize Automation.

3arpysute dann cpecTsa yCTaHOBKN Ha Kaxabli VIHppacTpykTypa kak ycnyra-cepsep Windows, Ha
KOTOPOM YCTaHaBMBAKOTCS KOMMOHEHTbI.

Crnenyromue marna

YcTaHoBUTE 6a3y OaHHbIX VIH(bpaCprKTypbl KaK yCcrnyru. [lononHuTenbHble CBEOEHUS CM. B pasaene

Beibop cueHapus 6a3bl gaHHbIX 1aaS.
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Bri6op cuenapust 6a3bl naHHbIX laasS

PeweHnne vRealize Automation laaS ncnone3yet 6a3y gaHHbix Microsoft SQL Server ons xpaHeHus
nHgpopmaLmm 06 ynpaBnsieMbiX UM KOMMbIOTEPAX U CBOUX 3IEMEHTAaX W NONUTHKAX.

EcTb Heckomnbko npouenyp co3naHna 6a3bl AaHHbIX [aaS. BeiGop 0gHOM 13 HUX 3aBUCUT OT BalLMX
npegnoYTeHN N NPUBUNETNIA.

MpumeyaHmne BesonacHbIn NPpoTokon SSL MOXHO BKMAOYUTL NPW co3gaHny unm obHoeneHun 6asbl
naHHbIx SQL. Hanpumep, npu cosgaHnm nnm obHoBneHnn 6asbl AaHHbIX SQL MOXHO C MOMOLLIbIO
napametpa «besonacHbin npotokon SSL» ykasaTb, 4To kOHUrypauuto SSL, yxxe 3agaHHyro B cepBepe
SQL Server, Hy>XHO NPUMEHUTb NPY NoaKMYeHUN k 6ase aaHHbIX SQL. MNpoTtokon SSL obecneynBaeT
©onee GesonacHoe coefuHeHne mexay cepsepom laaS n 6a3on gaHHbIX SQL. YTo6bI ncnonb3oBaTh 3TOT
napamerTp, y>xe OOCTYMHbIN B MacTepe yCTaHOBKW, TpebyeTcs, 4Tobbl Ha cepepe SQL Server yxe Obin
HacTpoeH npotokon SSL. lononHuTeneHble cBeaeHns o HacTponke SSL Ha cepeepe SQL cm. B CtaTbsa
Microsoft Technet 189067.

Tabnuia 5-8. Bwibop ciienapus 6a3bl naHHbIx |laasS

CueHapun Mpoueaypa

CospaHue 6a3bl AaHHbIX laaS Bpy4YHY0 € MOMOLLLIO yYKa3aHHbix  CosaaHue 6asbl gaHHbix [aaS Bpyyryto.
cueHapueB 6a3bl AaHHbIX. TOT BapuaHT Aaet

agMuHMCTpaTopy 6a3bl AaHHBIX BO3MOXHOCTb O3HAKOMUTBCS C

VN3MEHeHMAMM, Npexae Yem cos3fasaTb 6a3y AaHHbIX.

[MogroToBka nycTon 6asbl AaHHbIX U UCMOMNb30BaHNE [MogroToBka nycTon 6asbl AaHHbIX.
yCTaHOBLLMKA A4S 3anofHEeHUs CXxeMbl 6a3bl AaHHbIX. OTOT

BapuaHT AaeT YCTaHOBLUMKY BO3MOXHOCTb MCMOMb30BaTh

nonb3oBartens 6a3bl 4aHHbIX ¢ npuBunernsimn dbo ansa

3anonHeHns 6asbl AaHHbIX.

Mcnonb3oBaHue ycTaHoBLUMKa ANA co3aaHns 6a3bl AaHHbIX. CospaHune 6a3bl AaHHbIX MHAPACTPYKTYpbI Kak ycnyru (laaS) ¢
OTO camblii NPOCTOW BapuaHT, HO AN Hero TpebyeTcs MOMOLLIbI0 MacTepa yCTaHOBKM.
MCMOMb30BaTh B YCTAHOBLLUMKE NpuBunierun sysadmin.

Co3znanue 6a3bl gaHHBIX |aaS Bpy4HYyIO

CucTtemHbIi agMunHncTpatop VRealize Automation moxeT co3gatb 6a3y AaHHbIX BPYYHYH C MOMOLLbHO
cueHapues ot VMware.

HeoGxoaumblie ycnoBust
®m  YcraHoBuTe Ha y3en SQL Server Microsoft .NET Framework 4.5.2 nnu 6onee nosgHewn Bepcun.
® Y106kl nogknounThes K 6a3e AaHHbIX, ucnonb3ynte nposepky nognvHHoctn Windows, a He SQL.

m  O3HakombTECH C HeobXoaMMbIMK TpeboBaHMAMM K ycTaHOBKe 6a3bl aHHbIX. CM. pasgen Y3aen
cepsepa SQL Server NHppacTpykTypa kak ycnyra.

= [lepengnte B BeO-Opaysepe no URL-agpecy cpeacTtsa yctaHOBKM ycTponicTBa VRealize Automation n
ckavanTe cueHapum ycTaHOoBKM 6asbl AaHHbIX MHpacTpyKTypa Kak ycnyra.

https://vrealize-automation-appliance-FQDN:5480/installer
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k nogkaTanory basa nanHbeIX B Katanore, U3 KOTOpPOro Bbl U3sneknu ZIP-apxvB ycTaHOBKM.

M3BneknTte apxmB DBInstall.zip B NokanbHbIN KaTasnor.

Bonaute B y3en 6a3sbl AaHHbIX Windows ¢ npaBamMu, KOTOpPble NO3BONAKT Co3aaBaTb U yaandTb

agMUHUCTpaTopa B ak3emnnspe cepsepa SQL.

Ecnun HeobxogmMMo, 03HaKOMETECH CO CueHapunamMun pa3BepTbiBaHUA 0a3sbl AaHHbIX. B YyacTHoCcTK, ecnu

HeobxoaMmo, 03HaKOMbTECH C MapamMeTpamu B pa3gene DBSettings obbekTta CreateDatabase.sql

nXx.

B CLEHapuu SIBMSIOTCA pekoMeHayeMbiMu napaMmeTpamu. TpebytoTcs TonbKo napameTpbl

ALLOW_SNAPSHOT_ISOLATION ON v READ_COMMITTED_SNAPSHOT ON.

IIpouenypa
1. TNepengute
2.
3.
npusunierum
4,
N U3MEHUTE
MapameTpsbl
5. BbinonHute

CrieqytoLLyto KOMaHay C apryMeHTaMm, onMcaHHbIMK B Tabnuue.

BuildDB.bat /p:DBServer=db_server;
DBName=db_name ;DBDir=db_dir;
LogDir=[log_dir] ;ServiceUser=service_user;

ReportlLogin=web_user;

VersionString=version_string

Tabnuua 5-9. 3HayeHus 0a3bl JAHHBIX

MepemeHHas 3HauyeHue

db_server YkasbiBaeT ak3emnnsp SQL Server B dhopmate
dbhostname[,port number]\SQL instance. Yka3biBante
HOMep nopTa TOSIbKO B TOM Crly4ae, ecriv UCMOoMb3yeTcs MOPT He
no ymonyanuto. Homep nopta Microsoft SQL no ymonyaxuio —
1433. 3nayeHne no ymonyaHuio ansa db_server — localhost.

db_name Mms1 6a3bl AaHHbIX. 3Ha4YeHWe no ymonyaHunio — vra Vms 6asbl
[OaHHbIX JOMKHO ObITb He 6onblie 128 cumsonos ASCII B onvHy.

db_dir MyTb kK KaTanory AaHHbIX Ans 6a3bl AaHHbIX (6e3 nocnegHew
KOCOW 4epTbl).

log_dir MyTb k KaTanory xypHana ans 6asel AaHHbIX (6e3 nocnegHewn

service_user

Web_user

version_string

KOCOW 4epTbl).

VMg nonb3oBarens, nog KoTopbiM 3anyckaetca cny)KGa
auncnetyepa.

VMg nonb3oBatens, nog KOTOpPbIM 3anyCKkaroTcA Be6-CJ'Iy)K6bI.

Bepcus vRealize Automation, HageHHas nyTem Bxoga B
ycTponcTeo VRealize Automation v BbiGopa Bknaaku
«OBHOoBMEHMEY.

Hanpumep, ctpoka Bepcum vRealize Automation6.1 —
6.1.0.1200.

Bynet cosgaHa 6a3a gaHHbIX.
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Crnenyromue marm
YcTaHOoBKa KOMMOHEHTOB UHAPPACTPYKTYPbI Kak yCrnyru B pacnpegeneHHon KoHdurypaumm.

IMoxaroroBka mycToit 6a36I JTaHHBIX

CuctemHbIi agmuHncTpaTop vRealize Automation moxet yctaHoBuTb cxeMy UHppacTpykTypa Kak ycnyra
B nycTon 6a3e gaHHbIX. ATOT CNOCO6 yCTaHOBKM 0becrnevynBaeT MakCumarbHbI KOHTPONb 6e3onacHoCTH
6a3bl JaHHbIX.

Heobxomumsle ycmoBust

= O3HakoMbTECH C HeobXoaMMbIMK TpeboBaHMAMM K ycTaHOBKe 6asbl aHHbIX. CM. pasgen Y3en
cepBepa SQL Server NHpacTpykTypa kak ycnyra.

m  [lepenagnTe B BeO-6pay3epe no URL-agpecy cpefctea yctaHoBKM ycTponcTBa VRealize Automation n
CcKavanTe cLueHapumn ycTaHOBKM a3kl AaHHbIX VIHbpacTpykTypa Kak ycnyra.

https://vrealize-automation-appliance-FQDN:5480/installer

IIponenypa

1. TlepengnTte K Katanory basa mganHbsIX B KaTtanore, rae pacrnakoBaH yCTaHOBOYHbIM ZIP-apxumB.

2. WNsenekute apxumB DBInstall.zip B nokanbHbIN KaTanor.

3. BowguTe Ha y3en cepBepa 6a3bl AaHHbIX Windows ¢ ponbto sysadmin B ak3emnnspe SQL Server.
4. OTpenakTupyiTe yKasaHHble Hbke halnbl U 3aMeHUTE BCe BXOXAEHWUSI NEPEMEHHbIX B Tabnuue

npaBuibHbIMW 3HA4YEHNAMU ONA cBoeu cpenbl.

CreateDatabase.sql
SetDatabaseSettings.sql

Tab6muna 5-10. 3HaueHus Ga3bl JaHHBIX

MepemeHHas 3HauyeHue

$(DBName) Mms 6a3bl AaHHbIX, Hanpumep VRA. ims 6a3bl AaHHbIX JOMKHO
6bITb He 6onblue 128 cumeonos ASCII B gnnHy.

$(DBDir) MyTb K KaTanory AaHHbIX Ans 6a3bl AaHHbIX (6e3 nocnegHewn
KOCOW 4epTbl).

$(LogDir) MyTb k KaTanory xypHana ans 6a3el AaHHbIX (6€3 nocnegHewn

KOCOW 4epTbl).

5. TlpoepbTe napameTtpbl B pasgene DBSettings danna SetDatabaseSettings.sql v npu
HeobXoOMMOCTU N3MEHUTE UX.

B cueHapun ykazaHbl pekoMmeHayeMble napaMeTpbl AN 6a3bl JaHHbIX MHPPACTPYKTYPbI KaK YCnyriu.
Obsi3aTenbHbIMK sBNAOTCS Nywb napameTpbl ALLOW_SNAPSHOT_ISOLATION ON u
READ_COMMITTED_SNAPSHOT ON.

6. Ortkponte SQL Server Management Studio.
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10.

1.

LenkHnte Co3paTb 3anpoc.

OTtkpoetcst okHo SQL-3anpoca.

B meHto 3anpoc Bbibepute nyHKT Pexxnm SQLCMD.

Ha naHenb 3anpocoB BCTaBbTE BCE M3MEHEHHOE coaepxummoe channa CreateDatabase.sql.

Moa copepxumbiM hanna CreateDatabase. sql BCTaBbTE BCE MBMEHEHHOE COAEPXKMMOE (hanna
SetDatabaseSettings.sql.

LenkHnTe BbINOMHUTD.

Mocne aToro cueHapuii 3anyctutcsa v 6yaeT cozgaHa 6asa AaHHbIX.

Crnenytomue maru

YcTaHoBKa KOMMOHEHTOB MHPPACTPYKTYpPbl KaK YCnyru B pacnpefeneHHon KoHurypaumm.

Coznanue 0a3bl JaHHBIX HHPPACTPYKTYphI Kak yciayru (laasS) ¢ moMomipo MacTepa yCTaHOBKH

PeweHnune vRealize Automation ncnonb3syet 6a3y aaHHbix Microsoft SQL Server ons xpaHeHus
NHopmaLmm 06 ynpaenseMbIX UM KOMMbIOTEPaX U CBOMX 3rEMEHTaXx U NMonUTUKax.

Hwxe npmBegeHbl NoLwaroBble MHCTPYKLUMM MO CO34aHMI0 Basbl AaHHbIX 1aaS ¢ NOMOLLbI0 YCTaHOBLUMKA U
3anorHeHWIO CyLLecTByoLLEen nycton 6a3bl JaHHbIX. Kpome Toro, 6a3y AaHHbIX MOXHO CO34aTb BPYYHYHO.
Cwm. pasgen CosgaHue 6a3sbl AaHHbIX laaS Bpy4Hyto.

Heo6xomumeie ycmoBus

Ecnu Bbl cosgaeTe 6a3y gaHHbIX ¢ NpoBepkow nognuHHocTn Windows BMeCTO NpoBepKu
nognuHHoctn SQL, ybeamTech, 4TO Nonb3oBaTesb, 3anyCTMBLUMIA CPEACTBO YCTaHOBKM, obnagaet
npaBaMy CUCTEMHOro agMUHUCTpaTopa B cepBepe SQL Server.

3arpyska cpeacTtBa ycTaHOBKM MIHpacTpykTypa Kak ycnyra vRealize Automation.

IIpouenypa

1.

LLlenkHWTe npaBomn KHOMKOW Mbilwn dpann ycTaHoBkU setup__vrealize-automation-appliance-
FQDN@5480 . exe v BbibepuTe NyHKT 3anyCTUTb OT UMEHU agMUHUCTpPaTopa.

HaxmuTe kHonky Oanee.

anIMVITe ycnosuaA NUMUEH3NOHHOro cornateHna n HaxkXMmnTe KHOMKY Danee.
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10.
1.

12.

13.

Ha cTpaHuue Bxoga yKaxuTe yyeTHble JaHHble agMUHUCTpaTopa Ansl yCTponcTea
vRealize Automation n npoeepbsTe ceptudpmkar SSL.

a) Beegute nmsa nonb3oBaTens root v naporb.

BeenuTe napornb, yKkasaHHbIN Npy pa3BepTbiBaHUKM ycTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTUdmkar.
B) LenkHuTe MpocMmoTpeTb cepTudmkar.

CpaBHuTe oTnevaTok cepTmudmkaTa ¢ OTNe4YaTkoM, 3a4aHHbIM Al YCTPONCTBa
vRealize Automation. Ceptudukar yctporctea vRealize Automation MoXHO nocMoTpeTb B
Opay3epe KnneHTa npu Nony4YeHun JOCTyna K KOHCONM yrnpasneHns Yyepes nopt 5480.

HaxmuTe kHornky Oanee.
Ha ctpanuue «Tun yctaHoBku» BbibepuTe napameTp Monb3oBaTenbckasi ycTaHOBKa.

Ha ctpaHuue «Tun ycTaHOBKUY Ha Bknagke «Bbibop komnoHeHTOB» BbibepuTe CepBep
MH(PaACTPYKTYPbI KaK yCnyru.

an/IMI/ITe KOpHeBOE pacnorioXeHne yCTaHOBKU U Bbl6epMTe KOMaHOy N3meHuTb 1 Bbl6epI/1Te nyTb
YCTaHOBKMW.

[axe B pacnpeneneHHoOM pasBepTbiBaHUM MHOMAA MOXHO YCTaHOBUTb HECKOIbKO KOMMOHEHTOB
MHpacTpykTypa Kak ycnyra Ha ogHoMm cepsepe Windows.

I'Ipvl YCTaHOBKE HECKOJTbKMX KOMIMOHEHTOB I/IchpaCprKTypa KakK ycrnyra scerga MCI'IOJ'Ib3yI7ITe OONH N
TOT XK€ NYyTb.

HaxmuTe kHonky Oanee.
Ha ctpaHuue BbIGOpOYHON ycTaHOBKM cepBepa laaS BeibepuTe Basa AaHHbIX.

B tekcToBOM none dk3eMnnsAp 6a3bl AAHHbIX yKaXuTe ak3eMnnsp 6asbl JaHHbLIX U LLENKHUTE
CkaHupoBaTb 1 BbIGepnTE CNNCOK 3K3eMMNNsAPOB. Ecnn ak3emnnsap 6asbl 4aHHbIX HAXOAUTCS B NMopTe
He Mo yMOJYaHu1Io, yKaXknte HOMep nopTa B XapakTepuUcTUKax ak3emnnsapa ¢ NoMoLLbio hopMel
dbhost,SQL_port_number\SQLinstance. Homep nopta Microsoft SQL no ymonyaHuio — 1443.

(oononHuTenbHo) YctaHoBute hrnaxok Ucnonb3oBatb SSL ans noakntoyeHUs K 6ase AaHHbIX.

Mo ymonuaHuio conaxok yctaHosneH. MNpotokon SSL o6ecneunBaeT Gonee 6e3onacHoe coeanHeHne
mMexay cepsepoM laaS u 6ason gaHHbIX SQL. Tem He MeHee, ANs NOAEPXKKN 3TOro napameTtpa
HY>XHO CHadana HacTpouTb SSL Ha cepBepe SQL Server. [JononHUTemNbHbIE CBEAEHNS O HACTPONKE
SSL Ha cepBepe SQL cm. B pasgene Ctatbsa Microsoft Technet 189067.

Bbl6epVITe TUN YCTaHOBKU 0a3sbl AaHHbIX Ha NnaHenu UMa 6a3bl JaHHbIX.

B YT10o6bl co3aaTb CxeMy B CyLLuecTBYytoLLen 6a3e AaHHbIX, BbibepuTe Ucnonb3oBaTb
CyLLeCcTBYHOLLYIO NYCTYy 6a3y AaHHbIX.

B Y106bI co3gath 6a3sy gaHHbLIX, BBEAMUTE HOBOE UMS 6a3bl JaHHbLIX U UCMONb3YATE UMSI MO
ymonyaHnuio vra. Mimst 6asbl AaHHbIX OIMKHO ObiTh He Gonblue 128 cumeonoB ASCII B AnNuHy.
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14.

15.

16.
17.

18.
19.

20.

CHumMuTe donaxok Mcnonb3oBaTh AaHHbIe U KaTarnoru XypHana no ymonyaHuto, 4tobbl ykasaTb
ansTepHaTUBHbIE PACMONOXEHUS!, UMM OCTaBbLTE €ro, YToObl UCNONBb30BaTh KaTanory No yMonyaHuo
(pexomeHayeTcs).

Bbibepute meToq npoBepKM NOANMHHOCTY AN YCTaHOBKM Ba3sbl AaHHbIX cO cnvcka MpoBepka
NOASIMHHOCTM.

B YT106bl MCNOMb30BaTh YYETHbIE AaHHbIE, MO KOTOPbIMU 3anycKaeTcsl YCTaHOBLUMK 451 CO34aHus
0asbl AaHHbIX, ycTaHoBUTe hriaxkok Mcnonb3oBaTb yaoctoBepeHue Windows....

B YT10o6bl Mcnonb3oBaTb NPOBEPKY NognMHHocTU SQL, cHuMmuTe chnaxok Ucnonb3oBaTb
yaoctoBepeHue Windows.... Beegute yyeTHble AaHHble SQL B TEKCTOBbBIX MOMSX
«lMonb3oBatenb» n «Maponby.

Mo ymonuaHuio yyeTHasi 3anucb nonb3oBatens cnyxobl Windows ncnonb3yercs Ans goctyna k 6ase
OaHHbIX BO BpeMSs BbIMOSIHEHMS. Y 9TOW YYETHOW 3anncy SOSMKHbI ObITb MpaBa CUCTEMHOIO
agMuHMCTpaTopa B ak3emnnspe cepepa SQL Server. YueTHble AaHHble Ans 4OCTyNa Kk 6a3e AaHHbIX
BO BPEMSI BbINOMTHEHNSI MOXHO HACTPOUTb Tak, YTOObI MCNOMb30BaNMch y4eTHble AaHHble SQL.

PekomeHayeTcs ncnonb3oBatb npoBepky nognuHHoctn Windows. IMpu Beibope npoBepku
nognunHHoctTn SQL HesawmdpoBaHHbI Naposb 6a3bl AaHHbIX MOABUTCA B ONpeAeneHHbIX dannax
KOHUrypauumn.

Haxmute kHonky [anee.

BbinonHuTe NnpoBepky HEOHBXOAUMbIX KOMMOHEHTOB.

MNapameTp OnwucaHue

Ownbok HeT HaxmuTte kHorky [anee.

HekpuTtuyeckue ownbkm LLlenkHute O6onTw.

Kputuyeckue owmbkm O6xo04 KpUTUYECKUX OLLIMBOK NPUBOAUT K cOOt0 ycTaHOBKM. [pu oTobpakeHnn

npeaynpexaneHus BbiGepute ero Ha NEBOW NaHENW v crnegymnTe ykasaHusm
crnpaga. YCTpaHuTe BCe KpuTuyeckue ownbku v wenkHuTe MpoBepuTb CHOBA,
YTOObI BbIMOMHUTL NMPOBEPKY.

LlenkHuTe anemeHT YCTaHOBUTD.

Mpun nosiBneHnn coobLleHns 06 ygayHoOM BbIMOMIHEHUN CHUMUTE chriaxkok Momoyb MHe ¢ HayanbHOM
YCTaHOBKOW N HaXXmuTe kHoMnKy Oanee.

LLlenkHnTe anemeHT NoToBoO.

Mocne aTtoro 6a3a AaHHbIX OyAeT rotoBa K MCNOSb30BaHMI.
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VYcranoBka KoMIoHeHTa «Beb-caiiT» uH(pacTpyKTyphl Kak yCIyTH M JaHHBIX AUCIIETYEPA
MO

CuncTeMHbI agMUHUCTPATOp YCTaHaBNMBaET KOMMOHEHT «Beb-cant» ons npegocrtaBneHus goctyna K
BO3MOXHOCTSIM MHGPaCTPYKTypbl B Be6-koHconu vRealize Automation. MOXXHO yCTaHOBUTb OOUH Unn
HECKOIbKO 3K3eMMIsipOB KOMMOHeHTa «Beb-caiiTy», HO Ais 9TOro Heob6X04MMO HACTPOUTE KOMMOHEHT
«[aHHble gucneTyepa Mogenu» Ha KOMMbIOTEpPe, rae pasmeLLeH NepBbl KOMMNOHEHT «Beb-canT».
KomnoHeHT «[JaHHble gucneryepa Mogenu» ycTaHaBnNMBaeTCs TONbKO OAMH pas.

HeobxomuMele ycroBust

®m  YctaHoBuTe 6a3dy JaHHbIX MHPACTPYKTYPbI Kak ycnyri. [JononHUTENbHbIE CBEAEHUSA CM. B pasgene
Bbi6op cueHapus 6a3bl aHHbIX laaS.

= Ecnu yxe yCcTaHOBINEHbI ApYrne KOMMNOHEHTbI VIHdpacTpyKkTypa Kak ycryra, Hy>HO UCMonb30BaTh
COo3aHHy0 NaporbHyto dpa3sy 6a3bl AaHHbIX.

= [lpy ncnonb3oBaHUM Noacuctem GanaHCMPOBKM Harpy3ku B cpege yoeouTtech, YTO OHM OTBEYatoT
TpeboBaHMAM KOHUIypaLuun.
IIpouenypa

1. YcTtaHoBKa nepBoro KOMMNoHeHTa Beb-cepBepa VHgpacTpykTypa Kak ycnyra

KomnoHeHT Beb-cepBepa VHpacTpyKkTypa kak ycnyra ycTaHaBnuBaeTCcs AN NpegocTaBneHms
[0CTyna K BO3MOXHOCTAM MHAPpacTpyKkTypbl B VRealize Automation.

2. Hactpolika gaHHbIX gucnetyepa Moaenen

KomnoHeHT gucnetyepa mMogenen Hy>XHO yCTaHaBnuBaTb Ha TOM KOMMbOTepe, rae pasmeLleH
nepBbIi KOMMOHEHT BeG-cepBepa. [JaHHble gucneryepa Mogenen 3a4atTcs TONbKO OAWH pas.

MOXHO yCTaHOBWTb AONOMHUTENbHbIE KOMMOHEHTHI BeD-canTa unm cnyxoy aucnetdyepa. Cm. pasgen
YcTaHOBKa 4OMONMHUTENbHBLIX KOMMNOHEHTOB BeG-cepBepa MHdpacTpyKTypa Kak ycnyra unmn YctaHoBka
aKTMBHOro kKoMnoHeHTa «Cnyxba gncnetyepa.

YcraHoBKa nepBoro KOMIoHeHTa BeO-cepBepa MudpacTpykrypa Kak ycimyra

KomnoHeHT Beb-cepBepa VHpacTpyKkTypa Kak ycryra yctaHaBnuBaeTCcs AN NpegocTaBneHns 4ocTyna K
BO3MOXHOCTAM MHApAcTpykTypbl B VRealize Automation.

MOo>XHO yCTaHOBUTb HECKOITbKO BEB-cepBepoB MHMppaCcTpyKTypa Kak ycrnyra, HO TONbKO NEPBbIN U3 HUX
OypoeT BkntovaTh B cebs AaHHble gucnetdepa Mogerne.

HeobxonumMere ycioBus
m  CosgaHue 6a3bl AaHHbIX MHPPACTPYKTYpbI Kak ycnyru (laaS) ¢ noMolbio MacTepa yCTaHOBKM.
= [IpoBepbTe, YTO cepBep oTBevaeT TpeboBaHmsM B Cepaepbl Windows VHdpacTpykTypa Kak ycnyra.

®m  Ecnu yxe ycTaHOBMNEHbI Apyrne KOMNOHEHTbI VIHdpacTpyKkTypa Kak ycryra, Hy>XHO UCNonb30BaTh
CO34aHHy0 NaponbHyo dpady 6a3bl AaHHbIX.
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= [lpu ncnonb3oBaHnM nogcucteM GanaHCMPOBKM Harpyskun B cpege ybeantech, YTO OHM OTBEYaoT
TpeboBaHMsM KOHUrypaLumn.

IIponenypa

1. Tpu ncnonb3oBaHuM nogcncTemMbl 6anaHCUPOBKM Harpy3ku OTKIYUTE ApYyrue y3nbl, HaxoasLwmecs B
Hel, n ybeanTech, Y4TO TpaduK HaNpaBnsaeTCs Ha HYXXHbIN y3en.

MomumMo 3TOro, OTKMOYMTE NPOBEPKM paboTOCNOCOBHOCTH NOACMCTEMbI BanaHCMPOBKN HarpysKku,
rnoka Bce KomrnoHeHTbl VRealize Automation He ByayT ycTaHOBNEHbI 1 HACTPOEHDI.

2. UlenkHnTe npaBoy KHOMKOW MbIWW ¢balnn YyCTaHOBKU setup__vrealize—-automation-appliance-
FQDN@5480 . exe v BbiGepuTe MYHKT 3anycTUTb OT UMEHU aAiMUHUCTpaTopa.

3. HaxmuTte kHonky Oanee.
4. [lpumuTe yCnoBusi NMMLEH3NOHHOrO COrnalleHnsi U HaxxmuTe KHonky [danee.

5. Ha cTpaHuLe Bxoaa yKaxuTe yYeTHble JaHHble agMUHMUCTpaTopa Anis yCTponcTea
vRealize Automation n nposepsTe ceptudmkat SSL.

a) Beegute nmsa nonb3oBaTens root v naporb.

BBeauTte naponb, ykasaHHbIN Npyu pa3BepTbiBaHMKM ycTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTUdmkar.
B) LenkHuTe MpocMmoTpeTb cepTudukar.

CpaBHuTe oTnevaTok ceptTudumkaTa ¢ OTnevaTkoM, 3adaHHbIM Ans YCTPONCTBa
vRealize Automation. Ceptudukar ycrporictea vRealize Automation MoXHO nOCMOTpeTb B
Opaysepe KnneHTa npu nomyvyeHnumn OoCTyna K KOHCONK ynpasneHus yepes nopT 5480.

6. Haxwmute kHonky Oanee.
7. Ha ctpanuue «Tvn yctaHoBkn» BbibepuTe napameTp lNMonb3oBaTenbckas ycTaHOBKa.

8. Ha ctpaHuue «Tun ycTaHOBKM» Ha Bknagke «Bbibop komnoHeHTOBY Bbibepute CepBep
MHPACTPYKTYpPbI KaK yCIyru.

9. T[pumunTe KOpPHEBOE PacnoroXKeHNe YyCTaHOBKM U BbibepuTe komaHay NsmeHUTb 1 BbiGepute nyTb
YCTaHOBKM.

[axe B pacnpefeneHHoOM pasBepTbiBaHUM MHOTAA MOXHO YCTaHOBUTb HECKOSIbKO KOMMOHEHTOB
WHpacTpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'Ipvl YCTaHOBKE HECKOJ1IbKMX KOMMOHEHTOB I/IchpaCprKTypa KakK ycrnyra scerga MCI'IOJ'Ib3yIZTe OANH N
TOT Xe NyTb.

10. HaxmuTte kHonky Janee.

11. Bblbepute pasgen Beb-canTt n laHHble gucneTyepa mogenu Ha cTpaHuue Nonb3oBaTenbckas
yCTaHOBKa cepBepa UH(PACTPYKTYpPbI KaK YCIyru.

12. BbibepuTte BeO-calT B CN1cKe AOCTYMHbIX UK NpUMUTE BEG-CaANT MO yMOMYaHuio Ha Bknagke Beb-
CalT aAMUHUCTPUPOBAHUSA U gUCTeTYepa MOAenu.
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13. B TekctoBom none Homep nopta BBeAMTE JOCTYMHLIN HOMEP nopTa unu npuMmmnte nopt 443 no
YMOMNYaHUIo.

14. WenkHute MpoBepUTb NPUBA3KY, YTOOLI y6eanUTbCs, YTO HOMEpP NopTa AOCTYMNeH Ans
NCMOMb30BaHuA.

15. Bbibepute cepTudmkaT ons aToro KOMMNOHEHTA.

a) Ecnu ceptudmkat Obin MMnopTMpoBaH Nocne Hayana yCTaHoBKNU, HaXXMUTe KHonky OGHOBUTD,
4YT06bl OBHOBUTL CMNCOK.

©) B cnucke JoctynHble cepTudmrkaTbl Boibepute ceptudukaTt Ang NCnonb30BaHUS.

B) [lpu umnopte cepTudurkarta ¢ HEMNOHATHLIM UMEHEM, KOTOPbIN HEe OTOBpaXaeTcs B CMCKe,
cHUMUTe dhnaxok OTo6pa3nTb cepTUdUKaThbl C MOHATHLIMU UMEHAMU U HAXKMUTE KHOMKY
OGHOBUTD.

I'IpM YCTaHOBKe B cpefe, rae He UCnosb3yeTcd nogcuncrema 6aﬂaHCI/|pOBKI/I Harpysku, 4YTOObI HE

BbIOMpaTh cepTudukat, MOXHO BbibpaTb Co3aaTtb camo3aBepsiowmm ceptudukar. Npu yctaHoBke

[OMONHNUTENBHBIX KOMMOHEHTOB «Beb-canT» Ansa nogcuctembl 6anaHCMpPOBKU Harpy3ku He
co3faBainTe camosaBepsLme ceptudumkatol. UMnoptupynte ceptudmkaTt u3 OCHOBHOIO BeO-
cepBepa MHPPACTPYKTYpbl Kak yCryru, 4ToObl MCMONb30BaTb OAMH CePTUMUMKAT Ha BCEX cepBepax
Ans nogcucteMbl 6anaHCcMpoBKN HarpysKku.

16. (gononHutensHo) WWenkHnte NMpocMmoTpeTb cepTudumkaT, NpoOCMOTpUTE CepTUDMKAT N HAXMUTE
kHorKy OK, 4TOObl 3aKpbITb OKHO CO CBEAEHUSIMU.

17. (gononHutensHo) BeibepuTte CKpbITb HECOOTBETCTBME CepPTUhUKATOB, YTOOLI CKPbITh OLLINOKM
ceptudukaTos. lNMocne aToro Npu yctaHoBKe ByayT UTHOPUPOBATHLCH OLLUMOKN HECOOTBETCTBMS B
UMeHax cepTndmrKaToB, a Takke Mnodble OWNOKN COOTBETCTBMS B CMIUCKE OT3bIBOB YAANEHHbIX
cepTndUKaToB.

370 MeHee 6e3onacHbIi BapuaHT.

HacTtpoiixa naHHBIX nucrneTdepa Moaenen

KoMnoHeHT aucneTyepa Mofenen Hy>KHO ycTaHaBNMBaTb Ha TOM KOMMbIOTEPE, [ae pa3MeLLEeH NepBblii
KOMMOHeHT BeB-cepsepa. [aHHble gucnetyepa Moaernei 3aaatTcs TOMNbKO OaunH pas.

Heobxomumsle ycmoBust

YcTaHoBKa nepBoro koMrnoHeHTa Beb-cepBepa VHdpacTpykTypa Kak ycnyra.

IIponenypa

1. TMepenanTe Ha Bknaaky [lJaHHble gucneTyepa Moaenen.

2. B tekctoBoMm norne CepBep BBeguTe NOMHOE JOMEHHOe ums ycTponctea vRealize Automation.
vrealize-automation-appliance.mycompany.com

He BBoauTe IP-agpec.
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10.
1.
12.

|.|.||eJ'IKHI/ITe 3arpy3MTb, 4yTOObI OT06pa3I/ITb apeHpaTop eauMHOro Bxoga no ymondaHuio.

Mcnonb3yemblin no ymonyaHuto apeHaatop vsphere. local co3gaeTcs aBToMaTU4eCckm npum
HacTpoWKe eanHOro Bxoda. He nameHsiite ero.

YT1o0bl MMMOPTUPOBATb CepTI/ICbMKaT 13 BUPTyarbHOIo yCTpOﬁCTBa, LLENKHNTE 3arpy3MTb.
3arpy3Ka CepTI/I(bVIKaTa MOXET BbIMNMOJIHATLCA HECKOJTIbKO MUHYT.

(oononHuTeneHo) LWenkHute NMpocMoTpeTb cepTUdUKaT, NPOCMOTPUTE CEPTUDUKAT U HAXKMUTE
kHoMnKy OK, 4Tobbl 3aKpbITb OKHO CO CBEAEHUAMMW.

LWenkHuTe MpuHATL cepTudmkar.

Beeaute administrator@vsphere.local B TekcToBOM none Umsa nonb3oBaTens, a Naposb,
CO3[aHHbIN NP HAaCTPOVKe eanHOro Bxoga, — B TekcToBble nons Maponb 1 MoarBepxaeHue.

(oononHuTenbHO) YTOOLI NPOBEPUTL YYETHLIE AAHHbIE, WENKHUTE TecT.

B tekcToBOoM none CepBep UH(PACTPYKTYPbI KaK YCIYrY YKaX1MTe KOMNOHEHT BeO-cepBepa
WHpacTpykTypa Kak ycnyra.

MapameTp Onucaxue
C noacuctemMon 6anaHCMpPOBKU BBeauTe nosnHoe JOMEHHOE UMSI M1 HOMEP NopTa NoACUCTEMbI GanaHCUpPOBKM
Harpysku Harpysku Ansi KoMnoHeHTa BeG-cepBepa VHdpacTpykTypa Kak ycnyra, web-load-

balancer.mycompany.com:443.

He BBoguTte IP-agpeca.

Be3 noacuctembl 6anaHcMpoBKku BBeauTe nonHoe JOMEHHOE UMS M HOMEp NopTa KOMMboTepa, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMOHEHT Beb-cepBepa VIHdpacTpykTypa kak ycnyra,
web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnonedyerca nopt 443.
YTto6bl NpOBEPUTL NOAKIOYEHME K CEPBEPY, LenkHuTe TecT.
HaxmuTe kHornky Oanee.

BbinonHWTe NpoBepKy HEO6XOAMMBIX KOMMOHEHTOB.

MapameTp OnucaHue

Owun6oK HeT HaxmuTte kHonky Oanee.

Hekputuyeckune ownbku LLlenkHute OGonTH.

Kputnyeckue owimbkm O6x04 KpUTHM4ECKnX oLIMBOK NPUBOAUT K COOt0 ycTaHOBKM. [pu oTobpaxeHun

npepynpexaeHns BoibepyTe ero Ha NeBo NaHenNu u criedyinTe yKkasaHusm
cnpasa. YcTpaHuTe Bce kpuTuyeckue owmnbku v wenkHute NMpoBepuUTb CHOBA,
YTOGbI BbIMOMHUTL NMPOBEPKY.
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13.

14.

15.

16.
17.
18.

Ha ctpaHuue «[lMapameTpbl cepBepa 1 y4eTHOW 3anmcny» B TeKCTOBbIX Nonsx UHdopmauusa ansa
HacTPOWKM cepBepa BBeAUTE MMS MOMb30BaTeNs U Naporib Nonb30BaTenNst YY4ETHOM 3anncu crnyxobl,
KOTOpPbIN MMEET MPUBUIENMN afMUHUCTPATOpPa Ha TEKYLLIEM CEPBEPE YCTAHOBKM.

Monb3oBaTenemM y4eTHoM 3anucu crnyxobl OomKHa ObITb 0gHA ydYeTHasa 3anucb JOMEHa C
NPUBUNErMSIMU Ha KaXkOoM pacnpeaeneHHoM cepBepe MHAPacTpyKTypbl Kak ycriyri. He ncnonbaynte
YYETHbIE 3anNnCK NIOKarbHOM CUCTEMBI.

Beeaute naponbHyto dpady 4nsd co3gaHus Knoya WindpoBaHns, KOTOPbIN MCNONb3yeTcs A
3aWmTbl 6a3bl AAaHHbIX.

MapameTp OnucaHue

Ecnu B aTon cpepe yxe B TekctoBom none MaponbHas cgpasa v MoarBepxaeHne BBeANTE CO3AAHHYIO

ycTaHaBNMBanmcb KOMMNOHEHTbI paHee naporbHyto dpasy.

Ecnu ycTaHOBKa BbINOJHAETCA B tekctoBom none MaponbHas ¢pasa n MNoareepxaeHne BBEAMTE NAPObHYIO

BrnepBble dpasy. Nicnonbaynte aTy naponbHyto dpady Kaxapin pas npyu ycTaHOBKE HOBOTO
KOMMOHEeHTa.

COXpaHI/ITe naporbHYHO dopasy B HaeXHOM MecCTe ONA nocreayrouero Ncnojib3oBaHUA.

B TekcToBoM none pasgena CeeaeHuns o6 yctaHoBke 6a3 gaHHbIx Microsoft SQL ykaxute cepBep
6asbl AaHHbIX MHAPACTPYKTYPbI Kak ycryru, uMsa 6asbl AaHHbIX U cnocob NpoBepKM NOAMUHHOCTY.

3JT0 Te cBefeHst 0 cepBepe 6asbl AaHHbIX MHPPACTPYKTYPbI Kak ycryri, MMsi 6a3bl AaHHbIX 1 Cnocob
NPOBEPKM MNOAMMHHOCTU, KOTOPbIE BbINV 3a4aHbl paHee.

Haxxmute kHonky Oanee.
LLlenkHnTe anemeHT YCTaHOBUTL.

Mocne 3aBepLUeHMs yCTaHOBKM CHUMUTE dornaxok NMpoBecTn yepes npouecc nepBoHaYanbHoOM
HaCTPOWKU N HaxkmuTe kHonky Janee.

Crnenyromue maru

MOXHO yCTaHOBWTb AOMOMHUTENbHbBIE KOMMOHEHTHI BED-cepBepa unm cnyx0y ancnetryepa. Cm. pasgen
YcTaHoBKa JOMNOMHUTENBHBLIX KOMMNOHEHTOB BeD-cepBepa NHMpacTpykTypa kak ycrnyra unm YctaHoBka

aKTUBHOro kKoMMoHeHTa «Cnyx6a aucnetyepar.

YcTaHOBKa JOMOTHUTENBHBIX KOMIIOHEHTOB BeO-cepBepa MHppacTpykTypa Kak yciayra

Beb-cepBep npegocTaBnser 4OCTYyN K BO3MOXHOCTSAM MHApacTpykTypbl B VRealize Automation. MNMocne

yCTaHOBKM NepBoro BeG-cepeepa Npovs3BoANTENBHOCTb MOXXHO MOBbLICUTL MyTEM YCTaHOBKM
JorosnHuTenbHbIX Be6-cepBepoB VHdpacTpykTypa Kak ycnyra.

He yctaHaBnvBaviTe gaHHble gucneryepa Mogenen ¢ JOMNONHUTENbHBIM KOMMNOHEHTOM Beb-cepBepa.

[aHHble auncnetyepa Moaenemn pa3mMeLllarTCA TONIbKO B NepBOM KOMIMOHEHTE Be6-cepBepa.

HeobxonuMere ycioBus

YcTaHoBKa KOMMoHeHTa «Beb-cainT» MHPPaCTPyKTYpbl Kak YCIyrv v JaHHbIX AUcrneTyepa MOAEN.
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®m  Y6eauTtechb, YTO HOBbI cepBep oTBevaeT TpeboBaHusam B Cepeepbl Windows VIHbpacTpykTypa kak
ycnyra.

= lcnonb3yiTe uHTepdenc ynpaeneHuns ycrporncrea VRealize Automation ans sameHbl ceptudukara:
cepTudmKaT SOIMKEH BKItoYaTh NOHOE AOMEHHOE MMsi HOBOTO yarna. Cwm. pasgen 3ameHa
cepmugukamos 8 ycmpoticmee vRealize Automation B pykoBoACTBe No YrpasneHue vRealize
Automation.

m  Ecnu yxe ycTaHOBMNEHbI Apyrne KOMNOHEHTbI VIHdpacTpyKTypa Kak ycryra, Hy>XHO UCNomnb30BaTh
CO34aHHy0 NaponbHyto dpasy 6a3bl AaHHbIX.

= [lpu ncnonb3oBaHMM nogcucteM GanaHCMPOBKM Harpyskun B cpege ybeantech, YTO OHM OTBEYaT
TpeboBaHMsM KOHUrypaLumn.

IIponenypa

1. I'IpM Mcnonb3oBaHUM NOACUCTEMbI 6aJ'IaHCVIpOBKl/I Harpy3ku OTKIMKYUTE Apyrue yarbl, Haxogdwmnecd B

Hew, n ybeanTech, Y4TO TpaduK HanNpaBnsaeTCs Ha HYXXHbIN y3en.

MomumMo 3TOro, OTKMOYMTE NPOBEPKM paboTOCNOCOBHOCTH NOACMCTEMbI BanaHCMPOBKN HarpysKku,
noka Bce KomrnoHeHTbl VRealize Automation He ByayT ycTaHOBNEHbI 1 HACTPOEHDI.

2. UlenkHnTe npaBoy KHOMKOW MbIWW ¢palnn YyCTaHOBKU setup__vrealize—-automation-appliance-
FQDN@5480 . exe v BbiGepuTe MYHKT 3anycTUTb OT UMEHU aAMUHUCTpaTopa.

3. HaxmuTte kHonky Oanee.
4. [lpumuTe yCnoBusi NMMLEH3NOHHOrO COrnalleHnsi U HaxXmuTe KHonky [danee.

5. Ha cTpaHuLe Bxoaa yKaxuTe yYeTHble JaHHble agMUHUCTpaTopa Afis yCTponcTea
vRealize Automation n nposepsTe ceptudmkat SSL.

a) Beegute nmsa nonb3oBaTens root v naporb.

BBeauTte naponb, ykasaHHbIN Npu pasBepTbiBaHMM yCcTporcTBa VRealize Automation.
©0) Bbibepute MpuHATL cepTudmkar.
B) LenkHuTe MpocMoTpeTb cepTudukar.

CpaBHuTe oTnevaTok ceptTudumkaTa ¢ OTnevaTkoM, 3adaHHbIM Ans YCTPONCTBa
vRealize Automation. CepTtudukar ycrporictea vRealize Automation MoXHO nocMOTpeTb B
Opaysepe KnuneHTa npu nomyvyeHnun OCTyna K KOHCONK ynpasneHus yepes nopT 5480.

6. Haxwmute kHonky Oanee.
7. Ha ctpanunue «Tvn yctaHoBkn» BbibepuTe napameTp lNMonb3oBaTenbckas ycTaHOBKa.

8. Ha ctpanuue «Tun ycTaHOBKM» Ha Bknaake «Bbibop komnoHeHTOBY Bbibepute CepBep
MHPACTPYKTYPbI KaK yCIyru.
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9.

10.
1.

12.

13.

14.

15.

16.

17.

MpyMKTE KOPHEBOE PACMONOXEHNE YCTAHOBKUN UK BbibGepuTe komaHay M3MeHUTb 1 BbiGepute nyTb
YCTaHOBKM.

[axe B pacnpefeneHHoOM pasBepTbliBaHUM UHOTAA MOXHO YCTaHOBUTb HECKOMbKO KOMMOHEHTOB
WNHdpacTtpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'IpM YCTaHOBKE HECKOJIbKMX KOMIMOHEHTOB l/IchpaCprKTypa KakK ycriyra scerga VICI'IOJ'Ib3yl7ITe OONH N
TOT Xe NyTb.

Haxmute kHonky [anee.

Boibepute pasgen Beb-canTt Ha cTpaHuue MNonb3oBaTenbckas ycTaHOBKa cepBepa
MHAPACTPYKTYpPbI KaK yCryru.

Bbibepute Beb-canT B cnucke AOCTYMHbIX UK NpyMUTe Be6-CanT No yMon4yaHuio Ha Bknagke Beb-
CanT agMUHUCTPUMPOBAHUA U AUCeTYEepa Moaenu.

B TekctoBom none Homep nopTa BBEgMTE JOCTYMHbIA HOMEP NopTa U npuMmnTe nopt 443 no
YMOMYaHMIo.

LenkHuTe MpoBepuUTb NPUBA3KY, YTOOLI yOeauTbCH, YTO HOMEpP nopTa AOCTYNeH Ans
NCMNOMb30BaHus.

BeibepuTte cepTudmkat Ansi 3Toro KOMMOHeEHTa.

a) Ecnu ceptudmkart Obin MMNOPTUPOBaH MOCHE Havana yCTaHOBKU, HAaXMUTE KHonky OGHOBUTD,
4yTOObI OOHOBUTL CMUCOK.

6) B cnucke JocTynHble cepTudUKaTbl BbIGEpUTE cepTUdUKaT Ans UCToSb30BaHUS.

B) [pu nmnopte cepTudukaTa ¢ HEMOHATHBIM UMEHEM, KOTOPbLIN HE OTOBpaXkaeTcs B CNNCKe,
cHumuTe dnaxok OTo6pa3nTb cepTUUKaTbl C MOHATHBIMU UMEHAMMU U HAXXMUTE KHOMKY
OGHOBUTL.

Mpwu ycTaHoBKe B cpeae, rae He UCMosb3yeTcst noacmucTema 6anaHCMpoBKY Harpysku, YTobbl He
BblGMpaTb cepTndmKaT, MOXXHO BbibpaTs Co3gaTb caMo3saBepsitowmii cepTudmkar. Mpu yctaHoBke
[OMONHUTENbHBIX KOMMNOHEHTOB «BeG-calT» Ansa nogcucteMsl 6anaHCUPOBKU HArpysku He
cosfaBaiTe caMo3aBepsiiolLmne cepTudmrKaTbl. MIMNopTupyinTe ceptudumkaT 3 OCHOBHOMO Be6-
cepBepa UHGPACTPYKTYPbI Kak ycryru, YTobbl UCMOMb30BaTb OAMH CepTUdMKaT Ha BCeX cepBepax
AN NOACUCTEMbl 6anaHCUPOBKU Harpysku.

(nononHutenbHo) LWenkHuTe MpocmoTpeTb cepTudmrKat, NPOCMOTPUTE CEPTUUKAT N HAXMUTE
kHomnKy OK, 4TOGbl 3aKpbITb OKHO CO CBEAEHUSMM.

(oononHuTensHo) Beibepute CKpbITb HECOOTBETCTBUE CepTUPUKaATOB, YTOOLI CKPbITh OLUMOKM
cepTudukaTos. NMocne aToro Npu yctaHoBKe OyaQyT UTHOPUPOBATBLCS OLUMOKN HECOOTBETCTBUSA B
UMeHax cepTudnKaToB, a Takke Nobble OLLNBKN COOTBETCTBUS B CMMCKE OT3bIBOB YAANEHHbIX
cepTudmkaTos.

OT0 MeHee Be3onacHbIN BapuaHT.
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18.

19.
20.
21.

22,

23.

B TekctoBoM none CepBep MH(PaCTPYKTYPbI KaK YCAYIU YKaXXUTe NepBblii KOMMNOHEHT BE6-
cepepa VHdpacTpykTypa Kak ycnyra.

MapameTp OnucaHue
C noacuctemon 6anaHcUpoBKY BBeauTe nonHoe AOMEHHOE MMS 1 HOMep nopTa nogcucTeMbl 6anaHCcMpoBKU
Harpysku Harpysku aons KOMnoHeHTa Beb-cepBepa VIHdpacTpykTypa Kak ycnyra, web-load-

balancer.mycompany.com:443.

He BBoguTe IP-agpeca.

Be3 noacuctembl 6anaHcMpoBKu BBeauTe nonHoe JOMEHHOE UMSA M HOMEp NopTa KOMMboTepa, Ha KOTOPOM
Harpysku yCTaHOBIEH NepBbI KOMMOHEHT Beb-cepBepa VIHdpacTpykTypa Kak ycnyra,
web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHutio ncnonesyerca nopt 443.
YTto6bl NpOBEPUTHL NOAKIIOYEHNE K cepBepy, WwenkHnTe TecrT.
Haxmute kHonky Janee.

BbinonHuTe npoBepky HEOOXOAUMbBIX KOMMOHEHTOB.

MNapameTp OnucaHue

OwunboK HeT HaxmuTte kHonky [anee.

HekpuTtnyeckue owinbkm LLlenkHute O6onTw.

Kputuueckue owmbkm 0O6x04 KpUTUYECKUX OLLUIMBOK MPUBOAUT K COOL0 ycTaHOBKM. [pu oTobpakeHmm

npeaynpexneHus BbIGepute ero Ha NEBOW NaHENW v cregynTe ykasaHusm
crnpaga. YCTpaHuTe BCe KpuTuyeckue ownbku v wenkHuTe MpoBepuTb CHOBA,
YTOGbI BbIMOMHUTL NMPOBEPKY.

Ha ctpaHuue «[MapameTpbl cepBepa 1 y4eTHOM 3anncu» B TeKCcToBbIX nonsx UHdpopmauma ansa
HacTpPOWKM cepBepa BBEAMTE VMMsi NONMb30BaTENS U NApOSb NOMb30BaTeNs y4ETHON 3anucu cryxobi,
KOTOpbIV UMEET NPUBUErMM aAMUHUCTPATOPa Ha TEKYLLIEM CepBepe YyCTaHOBKM.

Monb3oBaTenem y4eTHOW 3anucu crnyxobl JormkHa ObiTb OHA y4eTHas 3anucb JOMeHa C
NPUBUINErMAMY Ha KaXKaAoM pacnpeneneHHoM cepBepe MHPPACTPYKTYpbl Kak ycnyru. He ncnonbayiite
YY€eTHble 3anuncu NnokanbHOW CUCTEMBI.

BeeauTe naponbHyto dpasy Ans cosaaHns Knoda WngpoBaHNs, KOTOPbIN UCNoNb3yeTcs Ans
3awWwmTbl 6a3bl AaHHbIX.

MapameTp OnucaHue

Ecnu B aTou cpeae yxe B tekctoBom none MaponbHas ¢pasa v NoareepxaeHne BBEANTE CO3OAHHYIO

yCTaHaBNMBaNuCb KOMMNOHEHTbI paHee naporbHyo dpasy.

Ecnu yctaHoBKa BbinonHsieTcs B TekctoBoMm none MaponbHas ¢gpasa v NMoarBepxaeHne BBEAUTE NAPOSbHYHO

BnepBble pasy. Vicnonbayinte aTy naponbHyo dpasy kaxaplil pa3 npu ycTaHOBKE HOBOTO
KOMMOHEHTA.

COXpaHl/ITe naporibHyH cbpa3y B HaeXHOM MecCTe OJ14 nocrieayrouero Ncnojib3o0BaHUA.
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24. B TekctoBOM norne pa3gena CeepgeHus o6 ycrtaHoBke 6a3 aaHHbIX Microsoft SQL ykaxnte cepsep
0a3bl AaHHbIX MHDPACTPYKTYPbI KaK ycnyrun, MMsa 6a3bl 4aHHbIX 1 CNOCO6 NpOBEPKM MNOASTMHHOCTH.

OT0 Te cBefeHus 0 cepBepe 6asbl AaHHbIX MHPACTPYKTYPbI KakK ycryri, MMsi 6a3bl AaHHbIX 1 cnocob
NPOBEPKU MNOANMHHOCTU, KOTOpbIe Obinu 3aaaHbl paHee.

25. Haxxmute kHorky Oanee.
26. llenkHunTe anemeHT YCTaHOBUTD.

27. TMocne 3aBepLUeHNst YCTaHOBKM cHUMUTE donaxok NMpoBecTu Yyepes npouecc nepBoHavyasribHOM
HaCTPOWKM N HaxXmuTe kHonky [Janee.

Crnenyromue maru

YCTaHOBKa akKTUBHOIO KOMMOHEHTA «Cny>|<6a ancnertyepanr.

YcraHoBKa akTUBHOTO KoMmoHeHTa «Ciyx0a qucrneruepa»

AKTUBHbIV KOMMNOHEHT «Cnyx0a ancneryepa» — a1o cnyxba Windows, koTopas koopaAMHUpYeT 0OMeH
OaHHbIMn mexay NHdpacTpykTypa kak ycnyra gucnetdyepamu Distributed Execution Manager, 6ason
[JaHHbIX, areHTaMu, NpoKcu-areHTamu 1 npotokonom SMTP.

Ecnu He BKMOYMTL aBTOMaTMYECKOE aBapuHOE MepeKITioYeHne Cnyxobbl Aucneryepa, pasBepTbiBaHne
NHdpacTpykTypa kak ycnyra 6yaet TpeboBaTtb, 4TOObl B JaHHBI MOMEHT BpeMeHu cryxba amcnetyepa
Oblna akTMBHa TONbKO Ha ogHOM KomnbloTepe ¢ Windows. Ha komnbioTepax pe3epBHOrO KOMMpOoBaHWS
cnyx6a pgomkHa OblTb OCTAaHOBMEHa U HAaCTPOEHa Ha 3anyck BPYYHY!HO.

Cwm. pasgen ABTomaTtnyeckoe aBapuiiHOE NepekritoYeHne cryxobl gucnetyepa.

Heobxomumsie ycmoBust

®m  Ecnu yxe yCTaHOBIEHbI ApYrie KOMMOHEHTb! IHpacTpyKTypa Kak ycrnyra, Hy>KHO MCMoNb30BaTh
CO3aHHy0 NaporbHyto dpasy 6asbl AaHHbIX.

®  (gononHuTenbHo) YToObl yCTaHOBUTHL KOMNOHEHT «Cnyx6a gucneryepa» Ha kakoM-nmbo Beb-caliTe,
Kpome Beb-canTa No yMoryaHuio, crieqyert co3aaTtb Beb-canT Ha cepBepe cryxo 1IS.

®  Y6eauTtech, YTO cepTUdUKaT, BblAaHHbIA LEHTPOM cepTudmKaLmmn, MMNopTMpoBaH B IS 1 yto
KOPHEBOW cepTUdMKaT UK LEHTP cepTudunKkaLmm aBnsoTcs 4oBepeHHbIMNU. Bce KOMMNOHEHTHI
nogcucTemMbl 6anaHCUPOBKM Harpy3ky AOMMKHbI UMETb O4WH cepTudmKar.

®m  Y6eauTtech, YTO NnogcucteMa GanaHCMpPOBKM Harpy3ku Beb-canTa HacTpoeHa 1 YTo ANt BPEMEHU
oXunaaHus nogcmctembl 6anaHCUPOBKU HArpy3ky yCTaHOBINEHO 3Ha4YeHne He MeHee « 180 cekyHa».

®  YcTaHoBKa KOMMOHeHTa «Beb-caiiT» MHdpacTpyKTypbl KaK YCryr U AaHHbIX AUcneTyepa Moaenu.

IIpouenypa

1. Tpu ncnonb3oBaHMM nogcncTemMbl 6anaHCUPOBKK Harpy3ku OTKIIOUUTE ApYyrue yarnbl, Haxoasmecs B
Hen, n ybegntech, UTO TpadUK HaNPaBnseTCa Ha HYXXHbIN y3ern.

MoMMMO 3TOro, OTKIYMUTE NPOBEPKM paboTOCNOCOBHOCTM NoACcMCTEMbI BanaHCUPOBKX HArpys3ku,
noka Bce KOMMNOHeHThl VRealize Automation He OyoyT yCTaHOBMEHbI M HACTPOEHBI.
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10.

1.

LLlenkH1Te npaBoW KHOMKOW MbILK hann yCcTaHOBKN setup__vrealize-automation-appliance-
FQDN@5480 . exe v BblbepuTe MYHKT 3anycTUTb OT UMEHU aAMUHUCTpaTopa.

anIMVITe ycnosuaA NUUEH3NOHHOro cornatleHna n HaxXMmnTe KHOMKY Danee.

Ha cTpaHuue Bxoga yKaxuTe y4yeTHble faHHble agMUHMUCTpaTopa Ansl YCTPonCcTBa
vRealize Automation n nposepbTe ceptudpmkar SSL.

a) Beegute nma nonb3oBatens root v naporb.

BBeguTe naponb, yKkasaHHbIN Npu pa3sepTbiBaHUM ycTponcTea VRealize Automation.
0) Bblbepute MpuHATL cepTUdmkar.
B) LenkHuTe MpocmoTpeTb cepTudmkar.

CpaBHUTe oTneyaTok cepTudurkaTa ¢ oTnevaTkom, 3agaHHbIM AN yCTPoncTea
vRealize Automation. CepTtudmkar ycrtporictea vRealize Automation MOXXHO MOCMOTpeTb B
Opay3epe KnveHTa npu Nony4YeHnn JOCTyna K KOHCONM ynpasneHust Yepes nopt 5480.

Haxxmute kHonky Oanee.
Ha ctpaHuue «Tun yctaHoBkM» BbibepuTe napameTp Monb3oBaTenbckas ycTaHOBKA.

Ha ctpaHuue «Tun ycTaHOBKUY Ha BKknagke «Bblibop komrnoHeHToB» BbibepuTe CepBep
MH(PaACTPYKTYPbI KaK yCnyru.

MprMUTE KOPHEBOE PACMONOXEHNE YCTaHOBKM Ui BbiGepuTe koMmaHay MU3aMeHUTb 1 BeibepuTe nyThb
YCTaHOBKM.

[axe B pacnpegeneHHOM pasBepTbiBaHUM MHOTAA MOXHO YCTaHOBUTb HECKONBKO KOMMOHEHTOB
WHdpacTpykTypa Kak ycriyra Ha ogHom cepeepe Windows.

Mpn ycTaHOBKE HECKOMbKMX KOMNOHEHTOB MH(bpacTpykTypa Kak ycrnyra Bcerga Ucnonb3ynte O4uH n
TOT XXe NyTb.

Haxxmute kHonky Oanee.

BibepuTe pasgen Cnyx6a gucnertyepa Ha cTpaHule Monb3oBaTenbckas ycTaHOBKa cepBepa
MHAPACTPYKTYPbI KaK yCIyru.

B tekcToBoMm none CepBep UH(PACTPYKTYPbI KaK YCIYrY YKaXX1UTe KOMNOHEHT BeO-cepBepa
WHpacTpykTypa Kak ycnyra.

MapameTp OnucaHue
C noacuctemon 6anaHCMpOBKM BBeawuTe nonHoe JOMEHHOE UMSI 1 HOMEP MopTa NOACUCTEMbI GarnaHcUpoBKY
Harpysku Harpy3skv 4nsi KomnoHeHTa BeG-cepBepa MHdpacTpykTypa kak ycnyra, web-load-

balancer.mycompany.com:443.
He BBoguTte IP-agpeca.
Be3 noacuctembl 6anaHcMpoBku BBeauTe nonHoe JOMEHHOE UMS M HOMEp NopTa KOMMboTepa, Ha KOTOPOM

Harpysku yCTaHOBIEeH KOMMOHeHT Beb-cepBepa VIHdpacTpykTypa kak ycnyra,
web.mycompany.com:443.

He BBoguTte IP-agpeca.

Mo ymonyaHuto ncnonedyerca nopt 443.
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12.
13.

14.

15.

16.

17.

18.
19.
20.

Bbl6€p|/|Te AKTUBHbIN y3en, AnsAa KoToporo yctaHoBIeH aBTOMaTU4YeCKUM TUn 3anycka.

Bbibepute Beb-canT B cnucke AOCTYMHbIX UK NpUMUTe Be6-CanT Mo yMOnyaHuio Ha Bknagke Beb-
CanT agMUHUCTPUMPOBAHUA U AUCeTYEepa MOAenu.

B TekctoBom none Homep nopTa BBEgMTE JOCTYMHbIA HOMEP NopTa Unn npuMmmTe nopt 443 no
YMOMYaHMIo.

LWenkHuTe MpoBepuUTb NPUBA3KY, YTOOLI yOeauTbCH, YTO HOMEpP nopTa AOCTYNeH Ans
NCMNOMb30BaHus.

Bbibepute ceptudmkat ansi 3Toro KOMMOHeHTa.

a) Ecnu ceptudmkat Obin MMNOPTUPOBAH MOCHE Havana yCTaHOBKU, HaXMUTE KHoMky OGHOBUTD,
4yTOObI OOHOBUTL CMUCOK.

6) B cnucke JJocTynHble cepTudUKaTbl BbIGEpUTE cepTUdUKaT Ans UCTOSb30BaHUS.

B) [Mpu nmnopte cepTudukaTa ¢ HEMOHATHLIM UMEHEM, KOTOPbLIN HE OTOBpaXkaeTcs B CNNCKe,
cHumuTe dnaxok OTo6pa3uTb cepTUUKaTbl C MOHATHBIMU UMEHAMMU U HAXXMUTE KHOMKY
OGHOBUTB.

Mpu ycTaHoBKe B cpeae, rae He UCMosb3yeTcst noacmucTema 6anaHCcMpoBKY Harpysku, YTobbl He
BblGMpaTb cepTndumKaT, MOXHO BblibpaTs Co3gaTb caMo3saBepsitowmii cepTudmkar. Mpu yctaHoBke
[OMONHUTENbHBIX KOMMNOHEHTOB «BeG-calT» Ansa noacucteMsl 6anaHCUPOBKU Harpysku He
cosfaBaiTe caMo3aBepsiloLmne cepTudmrKaTbl. MIMNopTUpyinTe cepTudumKaT 3 OCHOBHOMO Be6-
cepBepa UHGPACTPYKTYPbI Kak ycryru, YToObl UCMOMb30BaTb OAMH CepTUdMKaT Ha BCeX cepBepax
NS NoACUCTEMbl 6anaHCUPOBKU Harpysku.

(nononHutenbHo) LWenkHuTe MpocmoTpeTb cepTudmrKat, NPOCMoTpUTE CEPTUDUKAT N HAXXMUTE
kHomKy OK, 4ToGbl 3aKpbITb OKHO CO CBEAEHUSMM.

HaxmuTe kHonky Oanee.
MpocmoTpuTe NpegBapuTenbHble TPEOOBaHNSA 1 HaXMUTe KHoMky Janee.

Ha ctpanuue «lMapameTpbl cepBepa 1 y4eTHON 3anmcu» B TeKCTOBbIX nonax UHdopmauuma ansa
HacTPOWKM cepBepa BBEAMTE VMMsi NONb30BaTENS U MApofb NOMb30BaTeNs yYETHON 3anucu cryxobi,
KOTOPbIA UMEET NPUBUMErMM afMUHUCTPATOpPa Ha TEKYLLEM CepBepe YCTaHOBKN.

Monb3oBaTenem y4yeTHOW 3anucu crnyxobl OMmKHa ObITb OHA Y4eTHas 3anucb JOMeHa ¢
NPUBUIErMAMY Ha KaXaAoM pacnpeneneHHoM cepBepe MHPPACTPYKTypbl kKak ycnyru. He ncnonbayiite
yYeTHbIE 3anucy NokKanbHOW CUCTEMBI.
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21. Beegute naponbHyto hpasy Ang co3haHus Knoya LWndpoBaHUs, KOTOPbIA UCNONb3yeTcs Ang
3aWnTbl 6a3bl AAHHbIX.

MapameTp OnucaHue

Ecnu B aTon cpepe yxe B TekctoBom none MaponbHas cgpasa v NoarBepxaeHne BBeANTE CO3AAHHYIO
ycTaHaBNMBanmcb KOMMNOHEHTbI paHee naporbHyto dpasy.

Ecnu ycTaHOBKa BbINOJNHAETCA B tekctoBom none MaponbHas ¢pasa n MNoarBepxaeHne BBEAMTE NAPONbHYIO
BrnepBble dpasy. Nicnonbaynte aTy naponbHyto dpady Kaxapin pas npyu ycTaHOBKE HOBOTO

KOMIMOHEHTa.

COXpaHI/ITe naporbHYHO dopasy B HaeXHOM MecCTe A4 nocreayrowero Ncnojib3o0BaHUA.

22. B TekcTtoBOM nore pasgena CBegeHusi 06 yctaHoBKe 6a3 gaHHbIX Microsoft SQL ykaxute cepsep
6a3bl AaHHbIX MHPPACTPYKTYPbI KaK ycrnyrun, MMsa 6a3bl AaHHbIX 1 CNOCO6 NpOBEpPKM NOASTIMHHOCTH.

3OT0 Te cBefeHst 0 cepBepe 6asbl AaHHbIX MHPPACTPYKTYPbI Kak ycryri, MMsi 6a3bl AaHHbIX 1 Cnocob
NPOBEpPKM MNOAMMHHOCTU, KOTOPbIE BbINM 3aaHbl paHee.

23. HaxxmuTte kHonky Oanee.
24. UlenkHnTe anemMeHT YCTaHOBUTD.

25. lMocne 3aBepLUeHNst YCTaHOBKM cHUMUTE donaxok NMpoBecTu Yyepes npouecc nepBoHavyaribHOM
HaCTPOWKU N HaxkmuTe kHonky Janee.

26. LWenkHuTe anemeHT NoToBo.

Crnenyromue mara

®  YT106bl yCTAHOBMEHHbIV KOMMOHEHT «Cny6a aucnetyepa» rapaHTUPOBAHHO BbINOMHAM POsib
aKTUBHOrO 3Kk3emnnspa, ybeanteck, uto cnyxba vCloud Automation Center Service paboTaeT, u
YCTaHOBUTE AN HEee TuN 3anycka «ABTO».

B MOXHO YCTaHOBWTb €LLe OAUH 3K3EeMMNISp KoMMoHeHTa «Cryx6a gucnetyepa» B kKayecTBe
PEe3epBHOI KoMK, KOTOPbIN MOXHO 3anycTUTb BPYYHYH Npu cboe akTUBHOro ak3emMnnsapa. Cum.
pasfen YctaHoBKa pe3epBHOro komnoHeHTta «Cnyskba avcrnertyepanr.

®  CUCTEMHbIV aAMUHUCTPATOP MOXET U3MEHUTL CNOCOD NPOBEPKU NOAMUHHOCTU, UCMOMb3yeMbI AN
pocTyna k 6ase gaHHbIx SQL BO BpeMsi BbINONIHEHUS (MOCTe 3aBepLUueHus ycTaHoBkM). CM. pasgen
HacTtporika goctyna k 6ase gaHHbIx laaS B cniyx6e Windows.

YcraHoBKa PE3CPBHOIO0 KOMIIOHCHTA <<Cny>1<6a AUCIIETYEPpa»

PesepBHbI koMNoHeHT «Cnyxba gucnetyepa» obecrnevmBaeT pe3epBnpOBaHNS U BbICOKYHO
OOCTYNHOCTb. Ero MOXXHO 3anyCTuTb BPYYHYIO B Crly4ae OCTaHOBKM aKTUBHOWM CIyObl.

Ecnu He BKMOYMTL aBTOMAaTMYECKOE aBapuHOE NMepekrtoYeHne cnyxobbl aucnetyepa, pasBepToiBaHne
NHbpacTpykTypa kak ycnyra 6yaet TpeboBaTtb, 4TOObI B JaHHBI MOMEHT BpeMeHu cryxba avcneTtyepa
Oblna akTMBHa TONbKO Ha ogHOM KomnbloTepe ¢ Windows. Ha komnbloTepax pe3epBHOro KONMpoBaHus
cnyx6a gomkHa 6blTb OCTAaHOBMEHa U HAaCTPOEHa Ha 3anycK BPYYHYHO.

CM. pasgen ABToMaTMYeCKoe aBapuiiHoe nepekniodeHne cnyx6Gbl gucneTyepa.

VMware, Inc. 102



YcraHoBka vVRealize Automation

Heo6xonumeie ycioBus

= Ecnu yxe yCcTaHOBINEHbI ApYrne KOMNOHEHTbI VIHdpacTpyKkTypa Kak ycryra, Hy>HO MUCMonb30BaTh
CO3aHHy0 NaporbHyto dpasy 6a3bl AaHHbIX.

®  (gononHuTenbHO) YTobbl ycTaHOBUTEL KOMMOHEHT «Cnyxba avcnetyepar» Ha Kakom-nubo Beb-canTe,

Kpome BeG-caiiTa Mo ymonyaHuio, criefyeT co3naTb Beb-cant Ha cepepe cnyxo6 IIS.

= [cnonb3ynte nHTepdenc ynpasneHns yctponctea VRealize Automation ons sameHbl ceptudukara:

cepTuduKaT JOMKEH BKIOYaTh NOMHOE AOMEHHOE MMS HOBOro y3na. Cm. pasgen SameHa
cepmugukamos 8 ycmpoticmee vRealize Automation B pyKoBOACTBe No YrpasneHue vRealize
Automation.

®  YBeguTtech, YTO CepTUdUKAaT, BblAaHHbIA LEHTPOM cepTudmKaLumn, UMnopTmpoBsaH B IS 1 yto
KOpPHEBOWN cepTudMKaT UNn LEHTP cepTudmrKaLmMmn SBASoTCA 4OBEPEHHbIMNU. Bce KOMMNOHEHTHI
noacucTemMbl 6anaHCUPOBKM Harpy3ky AOMMKHbI UMETb OAMH cepTudumkar.

®  YGeguTtech, YTO nogcuctTeMa HGanaHCUpPOBKM Harpy3ku KOMMoHeHTa «Beb-caiiT» HacTpoeHa.

®m  YcTaHOBKa KOMMOHeHTa «Beb-canT» MHPacTPyKTypbl Kak YCyru U JaHHbIX gucrneryepa Mogenu.

IIponenypa

1. I'IpM Mncnonb3oBaHM NOACUCTEMbI 6aJ'IaHCVIpOBKl/I Harpy3ku OTKIKYUTE Apyrue yanbl, Haxogdaumnecd B

Hew, 1 ybeanTech, 4TO TpaduK HanNpaBnseTCs Ha HYXXHbIN y3en.

MomumMo 3TOro, OTKMNYMTE NPOBEPKM PaboTOCNOCOBHOCTH NOACMCTEMbI BanaHCMPOBKN HarpysKku,
noka Bce KomrnoHeHTbl VRealize Automation He ByayT ycTaHOBNEHbI 1 HACTPOEHDI.

2. UlenkHnTe npaBoy KHOMKOW MbIWW ¢balnn YyCTaHOBKU setup__vrealize—-automation-appliance-
FQDN@5480 . exe 1 BbiGepuTe MYHKT 3anycTUTb OT UMEHU aAMUHUCTpaTopa.

3. HaxmuTte kHonky Oanee.
4. [lpumuTe yCnoBusi MMLEH3NOHHOrO COrnalleHnsi U HaxXmuTe KHonky [danee.

5. Ha cTpaHuLe Bxoaa yKaxuTe yYeTHble JaHHble agMUHMUCTpaTopa Ans yCTponcTea
vRealize Automation n nposepsTe ceptudmkat SSL.

a) Beegute nmsa nonb3oBaTens root v Naporb.

BBeauTte naponb, ykasaHHbIN Npyu pa3BepTbiBaHMKM ycTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTudmkar.
B) LenkHuTe MpocMoTpeTb cepTudukar.

CpaBHuTe oTnevaTok cepTudumkaTa ¢ OTnevaTkoM, 3adaHHbIM Ans YCTPOUCTBa
vRealize Automation. Ceptudukar yctporictea vRealize Automation MoXHO nOCMOTpeTb B
Opaysepe KnneHTa npu nomyvyeHnun OoCTyna K KOHCONK ynpasneHus yepes nopT 5480.

6. Haxmute kHonky Oanee.

7. Ha ctpaHuue «Tun yctaHoBKM» BbibepuTe napameTp Monb3oBaTenbckas ycTaHOBKA.
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10.
1.

12.

13.
14.

15.

16.

Ha cTpaHuue «Tun ycTaHoBKM» Ha BKnaake «BbiGop KOMMNOHEHTOB» BbibepuTe CepBep
MH(PACTPYKTYPbI KaK yCIyr.

MpyMKTE KOPHEBOE PACMONOXEHME YCTAHOBKU UK BbibGepuTe komaHay M3MeHUTb 1 BbiGepute nyTb
YCTaHOBKM.

[axe B pacnpefeneHHoOM pasBepTbiBaHUM UHOTAA MOXHO YCTaHOBUTb HECKOMbKO KOMMOHEHTOB
WHdpacTtpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'IpM YCTaHOBKE HECKOJIbKMX KOMIMOHEHTOB l/IchpaCprKTypa KakK ycriyra scerga VICI'IOJ'Ib3yl7ITe OONH N
TOT Xe NyTb.

Haxmute kHonky [anee.

Boibepute pasgen Cnyxb6a aucnetyepa Ha cTpaHuue MNMonb3oBaTenbckas ycTaHOBKa cepBepa
MHAPACTPYKTYpPbI KaK yCrnyru.

B TekctoBom none CepBep MHGppPaACTPYKTYpPbl KaK YCIYTrU YKaxnte KOMNOHEHT BeG-cepBepa
MHdpacTpykTypa Kak ycnyra.

MapameTp OnucaHue
C noacucTemMon 6anaHCMpPOBKU BBeauTe nonHoe JOMEHHOE UMSA 1 HOMEP NopTa NOACUCTEMbI GanaHCMPOBKM
Harpysku Harpysku ans komnoHeHTa Beb-cepBepa VHdpacTpykTypa kak ycnyra, web-load-

balancer.mycompany.com:443.

He BBoguTe IP-agpeca.

Be3 noacuctembl 6anaHcUpoBKY BBeauTe nonHoe JOMeHHOE UMS M HOMEp NopTa KOMMboTepa, Ha KOTOPOM
Harpysku yCTaHOBIMEH KOMMNOHEHT Beb-cepBepa VIHdpacTpykTypa Kak ycnyra,
web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnonedyerca nopt 443.
BbiGepuTe napameTp Y3en XonogHoro pesepBMpoBaHUsl Arisi aBapUMHOro BOCCTaHOBIEHMUS.

Boibepute Beb-canT B cnucke AOCTYMHbIX UK NpyMnTe Be6-CanT No yMonyaHuio Ha Bknagke Beb-
CanT agMUHUCTPUMPOBAHUA U AUCNeTYepa Moaenu.

B TekctoBom none Homep nopTa BBEgMTE JOCTYMHbIA HOMEP NopTa Unn NpuMnTe nopt 443 no
YMOMYaHMIo.

LenkHuTe MpoBepuTbL NPUBA3KY, YTOOLI yOEAUTLCS, YTO HOMEpP NopTa AOCTYNeH Ang
NCMOMb30BaHus.
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17.

18.

19.
20.
21.

22,

23.

24.
25.

BbiGepuTe cepTudukaT ansi 9Toro KOMMOHEHTa.

a) Ecnu ceptudmkart Obin nMnopTMpoBaH Nocre Havana yCTaHoBKWU, HaXXMUTe KHonky OGHOBUTD,
4YT06bI OBHOBUTL CMMCOK.

6) B cnucke floctynHble cepTudukatbl BoibepuTte cepTndmkar 48 NCnonb30BaHNS.

B) [lpu umnopte cepTudmrkaTa ¢ HEMNOHATHLIM UMEHEM, KOTOPbIN He OToBpaXaeTcs B CMCKe,
cHUMUTe donaxok OTo6pa3nTb cepTUdUKaThl C MOHATHLIMU UMEHAMU U HAXKMUTE KHOMKY
OGHOBUTD.

Mpu ycTaHOBKe B cpefe, rae He Ucnomnb3yeTcsa nogcuctema 6anaHcMpoBKU Harpy3ku, YTobbl He
BbIOMpaTh cepTudukat, MOXHO BbibpaTb Co3aaTb camo3aBepsiowmm ceptudukar. Npu yctaHoBke
[OMONHUTENBHBIX KOMMOHEHTOB «Beb-canT» Ansa nogcuctembl 6anaHCMpPOBKU Harpy3ku He
cos3faBainTe camosaBepsowme ceptudmkaTol. UMnoptupynte ceptudmkaTt 3 OCHOBHOIO BEO-
cepBepa MHPPACTPYKTYpbl Kak YCryru, YToObl MCMONb30BaTb OAMH CepTUMUKAT Ha BCEX cepBepax
Ans nogcuctembl 6anaHCUpPOBKN HArpysKku.

(nononHutenbHo) LWenkHuTe MpocmoTpeTb cepTudmrKat, NPOCMOTPUTE CEPTUADUKAT N HAKMUTE
kHorKy OK, 4TOObl 3aKpbITb OKHO CO CBEAEHUSIMU.

Haxmute kHonky Janee.
MpocmoTpuTe NpeaBapuTenbHble TpeboBaHMA U HaXXMUTE KHOMKy Oanee.

Ha ctpaHuue «lMapameTpbl cepBepa 1 y4eTHON 3anncu» B TEKCTOBbIX Nonax UHdopmauusa ansa
HacTPOWKM cepBepa BBeAUTE MMS MOMb30BaTENs U Naporib NOMb30BaTENs YY4ETHOM 3anncu crnyxobl,
KOTOpPbIN UMEET NPUBUIENMN afMMHUCTPATOpa Ha TEKYLLIEM CEPBEPE YCTAHOBKM.

Monb3oBaTenem y4eTHOW 3anncu crnyxobl AomKHa BbiTb OfHA yYeTHas 3anuncb JoMeHa C
NPUBUNErMSIMM Ha KaXKdoOM pacnpenernieHHOM cepBepe MHPaCcTPYKTypbl Kak ycnyru. He ncnonbayiite
yYeTHbIE 3anuncy NoKarnbHOW CUCTEMBI.

Beeante naponbHyto dpady 4na co3gaHus Knoya WindpoBaHnst, KOTOPLIN MCMONb3yeTcst A1
3aLlnTbl 6a3sbl AaHHbIX.

MapameTp OnucaHue

Ecnu B aTOM Ccpepe yxe B TekctoBom none MaponbHas ¢pasa n MoarsepxaeHne BBeauTe CO3AaHHY0
yCcTaHaBNUBaNUCb KOMMOHEHTbI paHee naporbHyto dpasy.

Ecnu yctaHoBKa BbINonHsieTcs B TekctoBoM none MaponbHas cpasa v MoaTBepxaeHne BBEAUTE NaPObHYO
BrnepBble hpasy. Vicnonbayinte aTy naponbHyto dpasy kaxablii pas npu ycTaHOBKE HOBOIO

KOMIMOHEHTa.

CoxpaHuTe naporbHyt pasy B HagexXHOM MecTe AJ1s NocreayoLLero UCnornb30BaHus.

B TekcTtoBoM none pasgena CBeaeHus o6 yctaHoBKe 6a3 AaHHbIX Microsoft SQL ykaxute cepsep
6asbl aHHbIX MHAPACTPYKTYPbI Kak ycrnyru, uMs 6a3bl AaHHbIX M cnocob NpoBepKU NOAMMHHOCTMY.

OT0 Te cBefieHns1 0 cepBepe 6asbl AaHHbIX MHPACTPYKTYPbI KaK ycryri, MMsi 6a3bl AaHHbIX 1 cnocob
NPOBEPKU MNOAMMHHOCTU, KOTOpbIe Obinun 3aaaHbl paHee.

Haxmute kHonky Janee.

LlenkHuTe anemMeHT YCTaHOBUTD.
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26. lNMocne 3aBepLUeHNsT YCTaHOBKM cHUMUTE donaxok NMpoBecTu Yyepes npouecc nepBoHavyaribHOM
HaCTPOWKM N HaxXmuTe kHonky Janee.

27. WenkHuTe anemeHT lNoToBo.

Crnenyromue marn

®  YTOBbI yCTaHOBMEHHbIN KOMMNOHEHT «Cryx6a gucnetyepa» rapaHTUPOBAHHO BbIMNOMHAMN POb
pe3epBHOro aK3emnnsapa, ybeautecs, 4to cnyxba vRealize Automation He paboTaert, u yctaHoBuTE
ONs Hee Tvn 3anycka «BpyyHytoy.

®  CUCTEMHbIN aJMUHUCTPATOP MOXET M3MEHUTb CNocob NPOBEPKM NOAMMHHOCTU, UCNOMb3yeMbIn ANs
poctyna k 6a3e gaHHbIx SQL BO Bpemsi BbINOMHEHWs (Mocrne 3aBepLueHns yctaHoBkmn). Cm. pasgen
HacTtpolika goctyna k 6a3e gaHHbIx laaS B cny6e Windows.

Veranoska Distributed Execution Manager

YcraHosuTe Distributed Execution Manager, ykasaB ansi Hero ogHy 13 ByX porien: opkecTpaTop 1nm
pabounii npouecc. Heobxoanmo ycTaHOBUTL NO KpaviHen mepe no ogHomy ak3emnnsapy DEM gns kaxgon
ponu. Kpome 3Toro, MOXHO yCTaHOBUTb LOMOMHUTENbHbIE 3k3emnnsapbl DEM ans nogaepku aBapumnHoro
nepeknyeHnst 1 obecnevyeHns BbICOKON JOCTYMHOCTMU.

CuncTeMHbI aMUHUCTPATOP OOMMKEH BblOpaTh YCTaHOBOYHbIE KOMMbIOTEPLI, KOTOPLIE COOTBETCTBYHOT
npeaBapuTeEnbHbIM CUCTEMHbIM TpeboBaHuaM. Jk3emnnsipbl DEM ¢ ponbto opkecTpaTtopa 1 pabodero
npowecca MOryT Haxo4MTbCS Ha O4HOM KOMIboTEpe.

Mnanupys yctaHosky Distributed Execution Manager, cnegyeT yunTbiBaTh crnegytolime pakTopbl.

= Nlncnetyepsl DEM c ponbto opkecTpatopa NoaaepXuBatoT BbICOKYHO JOCTYNHOCTb MO CXeMe
«aKTUBHbIV-aKTUBHbINY . Kak npaBumro, Ha KaXxgom KoMMnbloTepe co crybon gucneryepa
yCcTaHaBnuBaeTcs oauH KoMmrnoHeHT DEM c ponbto opkecTpaTopa.

= OpKecTpaTop CriefyeT ycTaHaBnNMBaTh Ha KOMMbIOTEPE C HAOEXKHbIM CETEBbLIM MOAKMIOYEHNEM K Y3y
avcrneryepa Moaenu.

®  PekomeHfyeTcs ycTaHOBUTbL BTOpoK ak3emnnisp DEM ¢ ponbto opkecTpatopa Ha ApyromMm KoMMbloTepe
Ons aBapuUHOroO NepeknioveHus.

= Kak npaBuro, ak3emnnsipbl DEM ¢ ponbto paboyero npouecca ycTaHaBNMBaKTCS Ha CepBep C
KoMnoHeHToM «Crnyxba gucnetdepay MHAPaCTPyKTypbl Kak YCryri U Ha OTAENbHbIA CEPBEP.
CepBep JOmMKeH MMETb CETEBOE MOAKIIOYEHME K Y3My AMCneTyepa MOgenu.

= MOXHO YCTaHOBUTb JONONHUTENbHbIE 3k3emMnnsipel DEM ans peseperipoBaHus u
MacLuTabupyeMocTn. HeckonbKo aK3eMnnsapoB CrefyeT YCTaHOBUTL HAa OAHOM KOMMbIOTEPE.

CywecTByloT onpegeneHHble TpeboBaHus k yctaHoBke DEM, koTopble 3aBMCAT OT UCMOMNb3yeMbIX
KOHeuHbIx Toyek. Cm. pasgen Ysen Distributed Execution Manager VindpacTtpykTypa Kak ycnyra.

VYceranoska mucneruepos Distributed Execution Manager

HeobxoouMmMo yCTaHOBUTL Kak MUHUMYM OauH pabouunii npouecc DEM un ognH opkectpatop DEM.
[MpoLecc yCTaHOBKU 3TUX KOMMNOHEHTOB NMPOUCXOANUT O4MHAKOBO.
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Iucnetyepbl DEM c ponblo opkecTpaTopa noaaepkMBatoT BbICOKYH AOCTYMHOCTb MO CXEMEe «aKTUBHbIi-

akTUBHbINY . Kak npaBmnno, Ha Kaxaom KOMMbTepe Co criybon agucnetyepa ycTaHaBnMBaeTCs OQUH
komnoHeHT DEM c ponbto opkecTpatopa. KomnoHeHTel DEM ¢ ponbto opkecTpatopa 1 paboyero
npoLecca MOXHO YCTaHaBnMBaTb Ha OOHOM KOMMbIOTEPE.

Heo0xonnmeie ycmoBus

3arpyska cpeacTtsa ycTaHOBKM MIHpacTpykTypa Kak ycnyra vRealize Automation.

IIpouenypa

1. LWenkHnTe npaBon KHOMKOW MbILUKW dann ycTaHOBKU setup__vrealize-automation-appliance-
FQDN@5480 . exe v BbibepuTe MYHKT 3anycTUTb OT UMEHU agMUHUCTpaTopa.

2. Haxwmute kHomnky Oanee.
3. TpvMuTe yCroBuMsl MULEH3NOHHOMO COrMalleHns 1 HaxxMuTe kKHorky Janee.

4. Ha cTtpaHuue Bxoda yKaute yyYeTHble JaHHble agMUHUCTpaTopa Ans yCTPonCTBa
vRealize Automation n npoBepbTe cepTudmkar SSL.

a) Beegute nma nonb3oBatens root v napore.

BBeauTe naponb, yKasaHHbIN Npu pa3sepTbiBaHUKM ycTponcTBa VRealize Automation.
©) Bbibepute MpuHATbL cepTudmkar.
B) LenkHuTte MpocmoTpeTb cepTudmKar.

CpaBHUTe oTneyaTok cepTudurkaTa ¢ oTnevaTkom, 3agaHHbIM AN yCTPonCcTea
vRealize Automation. CepTtudumkar ycrtporictea vVRealize Automation MOXXHO MOCMOTPeTb B
Opaysepe KnueHTa npu nonyvyeHnMn OCTyna K KOHCoNu ynpasneHus yepes nopT 5480.

5. Haxmute kHonky danee.
6. Ha ctpaHuue «Tun yctaHoBKM» BblbepuTe napameTp Nonb3oBaTenbckas ycTaHOBKa.

7. Ha ctpaHuue «Tun ycTtaHOBKM» Ha Bknagke «Bbibop komnoHeHToB» BbibepuTe Distributed
Execution Manager.

8. T[pumunTe KOpHEBOE pacnorioXKeHne yCTaHOBKM Ui BbibepuTe komaHay NsmeHuTb 1 BbiGepute nyTb

YCTaHOBKM.

[axe B pacnpeneneHHoM pa3BepTbiBaHNM UHOTAA MOXHO YCTAHOBUTbL HECKOMbKO KOMMOHEHTOB
WHdpacTpykTypa Kak ycrnyra Ha ogHom cepsepe Windows.

Mpn ycTaHOBKE HECKOMbKMX KOMNOHEHTOB MHMbpacTpykTypa Kak ycrnyra Bcerga Ucnonb3ynTe OauH n

TOT Xe NyTb.
9. HaxmuTte kHonky Oanee.

10. MNMpocmoTpuTte NnpeaBapuTenbHble TpeboBaHMA U HaXXMUTE kKHOMNKy Oanee.

VMware, Inc.

107



YcraHoBka vVRealize Automation

1.

12.
13.

14.

15.
16.

17.

18.
19.

Beeaute y4€THble AaHHble, KOTOPbIE 6yD,YT ncnonb3oBarbCcA OAnsA pa6OTbI KOMIOHEHTOB.

YueTHasi 3anncb cny>x06bl JOMKHA UMETb NPUBUIENMM NOKANbHOrO agMUHMUCTpaTopa 1 ABNSTbCA
YYeTHOW 3an1cblo JOMeHa, UCMOMb3yeMOro B MpoLecce ycTaHoBKM laaS. YyeTHas 3anuck crnyxobl ¢
NpYBUNErMSIMIN Ha KaXxaoM pacnpeaeneHHom cepeepe laaS He gomkHa ObiTb y4eTHoM 3anuckto Local
System.

HaxmuTe kHonky Oanee.

B packpbiBatowemcsa meHto Ponb DEM BbIGepuTe TUM YCTAHOBKMN.

MapameTp OnucaHue

Pa6ouuii npouecc Ok3emnnisip ¢ pornbko paboyero npouecca oTBeYaeT 3a BbINONHEHUE paboymx
NpoLIeCCoB.

OpkecTpaTop OpkecTpaTop KOHTponupyet paboTy aksemnnspa DEM, sanyLieHHoro B kayecTse

pa60qero npouecca, BKrno4aa nnaHnupoBaHue 1 npegBapuTeribHyro 06pa60TKy
pa6otu4x npoLeccoB, a TakKe OTCIeXnBaeT ero CoOCTosaHne B CeTU.

B TekctoBom none Umsa DEM Beeaute yHuKanbHOe MMS, KOTOPOE MAEHTUMULUPYET 3TOT AUCNETYEP
DEM.

Mms He pomkHO copepxaTtb npobernbl. Kpome Toro, ero AnnHa He AormkHa npesbilaTb

128 cumBonos. [py BBOAE MMEHU, KOTOPOE NCMONb30BaNoCh paHee, Ha aKpaHe NosIBUTCSA
cnepywoulee cooblieHune: «31o umsa DEM yxe cywectByeT. YTo6bl BBECTU Apyroe UM Ansi 3Toro
aucnetyepa DEM, HaxkmuTe kHonKy "[a". B criydae BOCCTaHOBNEHUS UM NEPEYCTaHOBKN
aucnetyepa DEM ¢ TeM e MMeHeM Haxkmute KHomky "Het"».

(mononHuTensHo) B none OnucaHue DEM BBeauTe onvcaHue 3TOro aK3eMmnnsipa.

B TtekcToBble nons Ums yana cnyx6bl aucnetyepa v Uma ysna Be6-cnyx6b1 Aucnertyepa
Moaenu BBeAMTe COOTBETCTBYHIOLLME MMEHA Y3110B 1 HOMepa NopTOoB.

MapameTp OnucaHue
C noacuctemoi 6anaHCMpPOBKU BBeauTe nosnHoe JOMEHHOE UMS 1 HOMEp nopTa NoacucTem GanaHcMpoBKM
Harpysku Harpysku 4nsi KOMMNOHeHTa crnyx6bl AucneTyepa u Beb-cepBepa, Ha KOTOPOM

pasmeLllaeTcsa gucnetyep moaenen, mgr-sve-load-balancer.mycompany.com:443
n web-load-balancer.mycompany.com:443.

He BBoguTe IP-agpeca.

Be3 noacuctembl 6anaHcUpoBKu BBeauTe nonHoe JOMEHHOE UMS M HOMEp NopTa KOMMboTepa, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMOHEHT cry>0bl Ancnetyepa, n Beb-cepsep, rae pasMeLleH
aucnetyep mogenew, mgr-sve.mycompany.com:443 n web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnone3dyerca nopt 443.

(mononHuTenbHO) YTOGLI MPOBEPUTL MOAKMOYEHME K CyXbe ancnetyepa n Beb-cnyxbe ancneryepa
mMogaenu, wwenkHute NMposepuTs.

HaxxmuTe kHonky [Jo6aBUTb.

HaxmuTe kHonky Oanee.
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20. WenkHnTe anemeHT YCTaHOBUTD.

21. MNocne 3aBepLUEHUSA YCTAHOBKN CHUMUTE hrnaxok NMpoBecTn Yepes npouecc nepBoHavyanbLHOM
HaCTPOMKM 1 HaXxXMuTe KHomnky [fanee.

22. WenkHuTe anemeHT MNoTOBO.

Crenyromue maru

®m  YBeguTechb, 4To crnyxba paboTaeT u B XXypHarne HeT coobLueHun 06 owmrbkax. imsa criyxObl
npencrasnseT cobon kombuHaumo Pors—Mms ans VMware DEM, rage ponbs — Orchestrator nnu
Worker. XKypHan HaxoguTca B nanke Install Location\Distributed Execution Manager\Name\Logs.

®  YT06bl yCTAHOBUTL AONOMHUTENbHbIE 3k3emMnnapbl DEM, BbINONHWTE onmcaHHyo npoueaypy CHOBa.

Hacrpoiika DEM s noakmtouenus Kk SCVMM Ha apyrom nyTH ycTaHOBKH

Mo ymonuanuto ansa anna koHdurypaumm padodero npouecca DEM ncnonb3syetcsa ctaHaapTHbIV MyTb
YCTaHOBKM KOHCOMNU ancneTtyepa BuptyansHbix MawwnH Microsoft System Center (Microsoft System Center
Virtual Machine Manager, SCVMM). Ecnn yctaHoBuTb KoHcornb SCVMM He B pacnonoxeHue no
yMosn4yaHuto, notpebyetcsi 06HOBUTL dhaiirn.

OTy npoueaypy HYXXHO BbIMNOSHATL TONBKO NPU HaNMYMM KOHEYHbIX Tovek 1 areHtoB SCVMM.

Heobxonumeie YCIIOBUS
®  /I3BecTeH UCnonb3yemMblil He N0 YMONMYaHUIO NyTb, rAe ycTaHoBneHa koHcons SCVMM.
[anee npvBegeH cTaHOapTHbIA NyTb, KOTOPbIA HEOOXOAMMO U3MEHUTL B dhainne KoHdurypauuu.

path="{ProgramFiles}\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"

IIpouenypa
1. OctaHoBuTe cnyx0y pabodero npouecca DEM.
2. OrtkponTe criegyowmn dan B TEKCTOBOM pefakTope.

Program Files (x86)\VMware\vCAC\Distributed Execution Manager\instance-
name\DynamicOps.DEM.exe.config

3. Hangute pasgen <assemblylLoadConfigurations.

4. OGHOBUTE KaXablii IyTh, UCMOMNb3YS CreayLWLMiA MPUMED B KAYECTBE MHCTPYKLMM.

<assemblyLoadConfiguration>
<assemblies>
<!—— List of required assemblies for Scvmm ——>
<add name="Errors" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
<add name="Microsoft.SystemCenter.VirtualMachineManager" path="D:\Microsoft System Center 2012
R2\Virtual Machine Manager\bin"/>
<add name="Remoting" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
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<add name="TraceWrapper" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
<add name="Utils" path="D:\Microsoft System Center 2012 R2\Virtual Machine Manager\bin"/>
</assemblies>

</assemblyLoadConfiguration>

5. CoxpaHuTe 1 3akpouTte dain DynamicOps.DEM.exe.config.

6. [lepesanyctute cnyx0y padoyero npouecca DEM.

[ononHuTtenbHble cBeageHus cM. B pasgene Patoune npoueccsl DEM ¢ SCVMM.

[ononHutenbHble cBeaeHnst o nogrotoske cpeabl SCVMM 1 co3gaHum KoHedHor Tovkn SCVMM cwm. B
pasgene Hacmpolika vRealize Automation.

Hacrpoiika noctyna k 6a3e ganubix laaS B cnyx6e Windows

CUCTEMHbIV aAMUHUCTPATOP MOXET U3MEHMUTb CNoco6 MPOBEPKU NMOATNMHHOCTM, UCTIONb3YeMblit AN
JocTyna k 6ase AaHHbIX SQL BO BpeMsi BbINOMHeHWs (nocre 3aBeplueHust ycTaHoBkW). o ymMmonyaHuto
ynocTtoBepeHvie Windows y4eTHoOI 3anuncu, Bolleallei B CUCTEMY, UCMOMNb3yeTcs AN NOAKMHYEHNs K
6ase JaHHbIX NMocne ee YCTaHOBKMU.

Bxumiouenune poctyna k 6a3e TaHHBIX HHOPACTPYKTYPbI KaK YCIyTH U3 YY€THOH 3aliCH MOJIb30BaTels CIIyKObI

Ecnu 6a3a gaHHbix SQL ycTaHOBNEHa Ha OTAENbLHOM OT Cry>0bl AncneTyepa yane, 4oCcTyn k 6ase
OaHHbIX 13 cnyx0bl AncneTyepa AOMmKeH ObiTb BKNOYEH. Ecnv nonb3oBartenb, OT UMEHU KOTOporo dyaet
paboTaTtb ancneryep crnyxobl, ABNSeTca Brnagensuem 6a3bl 4aHHbIX, HUKaKUX OEWCTBUN He TpebyeTcs.
Ecnu nonb3oBatens He sABNsieTcA BragenbLem 6a3bl JaHHbIX, CUCTEMHbI aAMUHUCTPATOP LOIMKEH
npegocTaBuTb emy JOCTY.

HeobxonuMere ycioBus
®m  Brwibop cueHapus 6a3bl gaHHbIX laaS.

®m  YGeguTtech, YTO Nonb3oBaTerb, OT MMEHM KOTOpPOoro GyaeT paboTaTb AMcneTyep CryX0bl, He ABNSeTCs
BnagenbLem 6a3bl JaHHbIX.

IIpouenypa

1. Tlepenawnte k nogkatanory basa nanHbix B Katanore, rae pacnakoBaH YCTaHOBOYHbIV ZIP-apxuB.
2. Visenekute apxuB DBInstall.zip B nokanbHbIN KaTanor.

3. BowguTe B y3en 6a3bl JaHHbIX Kak Nonb3oBaTenb ¢ ponbio sysadmin B ak3emnnsape SQL Server.

4. W3meHuTe VMPSOpsUser.sql n 3ameHuTe Bce ak3emnnapbl $(Service User) nonb3oBartenem (13
wara 3), oT uMeHmn KoToporo Byaet paboTtatb cnyxba gucnetyepa.

He 3ameHanTe ServiceUser B KOHUe CTpokn Ha WHERE name = N'ServiceUser'.
5. Ortkponite SQL Server Management Studio.

6. BbibepuTte 6a3y gaHHbIX (VCAC no ymonyaHuio) B pasgene basbl gaHHbIX B obnacTu criesa.
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7. LUlenkHnte Co3pgaTthb 3anpoc.
OTkpoeTcs okHo SQL-3anpoca B obnactu cnpaea.
8. B okHe 3anpocoB BcTaBbTe M3MEHEHHOE copepxumoe darnna VMPSOpsUser.sql.

9. LWenkHnTe BbINONHUTL.

,D,OCTyI'I K 6a3e JaHHbIX BKIHOYEH U3 CJ'Iy>K6bI auncnertyepa.

Hacrpoiika ucronp3oBanust mpoBepku noaauHHocTd SQL st yuerno# 3anmcu ciy:x6 Windows

Mo ymonuaHuio yyeTHas 3anucb crnyx6bl Windows ncnonbayetcst Ans goctyna k 6ase fgaHHbIX BO Bpemst
BbIMOSIHEHWS, AaXe ecnu Ansa aTon 6a3bl JaHHbIX HACTpoeHa nposepka noanuHHoctn SQL. MoxHo
3aMeHUTb NPOBEPKY NOANMHHOCTY BO BpeMmsi BbinonHeHust Windows Ha npoBepky SQL.

anHMHOVI Ona nSMeHeHna npoBepkn NoANTMHHOCTU BO BpeMsA BbINOJTHEHNA MOXET ObITb, Hanpumep, TO,
yTO Oasa AaHHbIX HaxXoaAnTCA B HEHaAEXXHOM JOMEHE.

HeobxonumMere ycioBus

Y6egutecn, uto 6a3a gaHHbIx SQL Server vRealize Automation cyuiectyet. HauHuTe ¢ pasgena Bribop
cueHapus 6a3bl gaHHbIX laasS.

IIpouenypa

1. WNcnonb3ys y4eTHY0 3annchb C NpMBUAErnaMun agMuHucTpartopa, sonante B cepsep Windows
WHdpacTpykTypa Kak ycrnyra, Ha KOTOpoM pa3mellieHa cnyxba gucnetyepa.

2. B pasgene CpeactBa agMUHUCTpUpoOBaHusA > Cnyx6bl octaHoBuTe cnyx0y VMware vCloud
Automation Center.

3. OrtkponTe criegytowme aninbl B TEKCTOBOM pedakTope.

C:\Program Files (x86)\VMware\vCAC\Server\ManagerService.exe.config
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Web\Web.config

4. B kaxgom hanne Hanaute pasgen <connectionStringss.
5. Bamenute
Integrated Security=True;
Ha
User Id=database-username;Password=database-password;

6. CoxpaHute 1 3akponTe dpansnbl.

ManagerService.exe.config
Web.config

7. 3anyctute cnyxby VMware vCloud Automation Center.

8. Bocnomnb3yinTech komaHgon iisreset, 4To6bl nepesanycTuts IIS.
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ITpoBepka cimyx0 UHGPACTPYKTYPHI KaK YCIyTH

lMocne ycTaHOBKM CUCTEMHOMY agMUHUCTPATOPy HEOOXOAMMO NPOBEPUTL paboTy cryx6
MHMPaCTPYKTYpbl kak ycryrn. Ecnv cnyx6bl paboTatoT, ycTaHOBKa BbIMOSTHEHA YCMELLHO.

IIpouenypa

1. Ha pabouyem ctone Windows koMmnbloTepa MHAPACTPYKTYPbI KakK yCryri nocnenoBaTenbHO Boibepute
arnemMeHTbl AQMUHUCTPUpOoBaHue > Cnyxobl.

2. Hanmpgute cnepgytowme cnyxobl n ydeguTech, YTO OHM NpebbiBatoT B cOCTosiHUMM «PaboTtaeT», a ons
napameTpa «Tun 3anycka» yCTaHOBIEHO 3HAYeHNE «ABTOMATUYECKUY.

®  DEM VMware: «Opkectpatop» — Mms, rae Mimss — 310 CTpoka, ykasaHHasa B okHe Umsa DEM Bo
BPEMS YCTaHOBKM.

®  DEM VMware: «Pabounn npoueccy — Mms, roe Vimsi — 310 CTpoOKa, yka3aHHas B okHe Ums
DEM Bo Bpems yCTaHOBKW.

®  AreHT VMware vCloud Automation Center: Mms acenma.
®  Cnyx6a VMware vCloud Automation Center.

3. 3akponTe okHO CrnyXObl.

VcranoBka areatoB VRealize Automation

B vRealize Automation ncnonb3aytoTca areHTbl Ans MHTErpaumm ¢ BHELWHUMKU cucteMaMn. CUCTEMHbIN
agMUHUCTPaTOP MOXET BblOpaTh, Kakue areHTbl YCTaHOBUTL, YTOObI 06ecnevnTs 0OMeH gaHHbIMMU C
apyrumu nnatcopmammn BUpTyanm3aLmu.

[nsa ynpaBneHusa BHeLWHUMKN cucteMamm vRealize Automation ncnonb3yet cneaytoLume Tunbl areHToB:
m  [Ipokcu-areHThbl runepsuaopa (vSphere, cepaepbl Citrix Xen n Microsoft Hyper-V)

®m  AreHTbl nHTerpauun EPI

m  AreHTtbl VDI

m  AreHtbl WMI

YTto6bl 06ecnevnTb BbICOKYH JOCTYMHOCTb, MOXHO YCTaHOBUTbH HECKOMbKO areHTOB 415 O4HOW KOHEYHON
TOYKW. YCTAHOBUTE Kaxblli U3 pe3epBHLIX areHTOB Ha OTAeNbHOM cepBepe. [pu aTom ans HUx cnegyet
3agaTtb O4MHAKOBOE UMS 1 OOQMHaKOBbIe NapaMeTpbl. Pe3epBHble areHTbl obecneynBatoT HEKOTOPYHO
CTeneHb 0TKa30yCTOMYMBOCTU, HO HE 0DeCnevMBaloT aBapunHOE nepeknioYeHne. Hanpuvep, ecnu Bl
yCTaHOBUTE OBa areHta vSphere — oavH Ha cepBepe A, a BTOpon Ha cepBepe b, 1 cepsep A cTaHeT
HELOCTYMHbIM, areHT, yCTaHOBIEHHbIN Ha cepBepe b, npogomkmT 06paboTky pabounx anemeHToB. Tem
He MeHee, areHT Ha cepBepe b He MoXeT 3aBepLUNTb 00paboTKy paboyero anemeHTa, KOTOPbIN yXe
Hadan obpabaTbiBaTh areHT Ha cepeepe A.
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MoxHo BbIGpaTb YCTaHOBKY areHTa vSphere kak 4acTb MMHUMAaIbHOW YCTaHOBKU, HO MO €€ 3aBepLUeHN
MOXHO Takxe 406aBUTb Apyrve areHTbl, B TOM YMcre AONONHUTENbHbIN areHT vSphere. PacnpegeneHHoe
pa3BepTbiBaHME NpeaycMaTprBaEeT yCTaHOBKY BCEX areHTOB Mo 3aBepLueHun 6a3oBowv pacnpegeneHHomn
YCTaHOBKW. YCTaHaBNMBaeEMbIE€ areHTbl 3aBUCAT OT PECYPCOB UHPPACTPYKTYpbI.

[ononHutenbHble cBeAeHns 06 UCNonb30BaHUKM areHToB vSphere cM. B pa3gene TpeboBaHus k areHTam
vSphere.

Vcranoska 3nauennss RemoteSigned it monmMTUKy BBITTOHEHHS
PowerShell

[nsa BbINONHEHUSA NokanbHbIX cueHapueB PowerShell ansa nonutukm BeinonHeHus PowerShell HykHO
n3MeHuTb 3HaveHune ¢ Restricted Ha RemoteSigned unu Unrestricted.

[ononHutenbHble cBeAeHMst 0 nonuTuke BbinonHeHns PowerShell cm. B pasgene Ctatbs Microsoft
PowerShell o nonuTtukax BeinonHeHus. Ecnv ynpaesneHvue nonmTnkon BoinonHeHus PowerShell
OCYLLECTBIISIETCA HA YPOBHE IPyNMnoBbIX MONUTUK, 0OpaTuTech B cnyx0y NT-nogaepxku, 4Tobbl y3HaTh 06
OrpaHNYEeHUsaX NO N3MEHEHUIO NONUTUK, U NpoyTUTe cTatbio CtaTtea Microsoft PowerShell o napametpax
rpynnoBbIX NOMNTUK.

HeobxonuMsle ycioBust

m [lepeqn yctaHoBKoW areHTa ybeauTecs, 4to Microsoft PowerShell yctaHoBneHa Ha y3ne ycTaHOBKMU.
Tpebyemas Bepcus 3aBUCUT OT OMNepaLMOHHOM CUCTEMbI y3ra yCTaHOBKMU. [JononHnTenbHbIe
cBegeHunda cM. B LleHTpe cnpasku u nogaepxku Mankpocodr.

= [1ng nonyyeHus AOMNONMHUTENbHbIX CBEAEHMI O NONUTKKE BbinonHeHns PowerShell 3anyctuTe
komaHay help about_signing nnm help Set-ExecutionPolicy B komaHgHow cTpoke PowerShell.

IIpouenypa

1. Vcnonb3ysi yyeTHyto 3anucb agMUHUCTpaTopa, BOMAWTE Ha y3en UHPacTpyKTypbl KaK yCryru, rae
YCTaHOBJIEH areHT.

Beibepute Myck > Bce nporpammbl > Bepcus Windows PowerShell > Windows PowerShell.
[nsa 3HayeHns RemoteSigned BbinonHute komaHgy Set-ExecutionPolicy RemoteSigned.
[ns 3HadveHus Unrestricted BbinonHMTe KoMaHay Set-ExecutionPolicy Unrestricted.

Y6eaunTtech, YTO BbINOMIHEHNE KOMaHAbl 3aBepLUMIOCL 6e3 oLWnBOoK.

o o » 0 BN

Beegute Exit B komaHgHon ctpoke PowerShell.

Br10op crieHapusi yCTaHOBKU areHTa

Bbl60p areHToB, KOTOpble HeOGXOﬂVIMO YCTaHOBUTb, 3aBUCUT OT BHELUHUX CUCTEM, C KOTOPbIMU HY>XXHO
BbIMOJTHUTb UHTErpauuio.
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Tabmuua 5-11. Beibop cueHapus areHTa

CueHapui UHTerpaumm Tpe6GoBaHUs K areHTy 1 cBsid3aHHble C HUM NpoueaypbI

MopgrotaenueanTe obnayHble KOMMbIOTEPLI MYyTEM UHTErpauum He Hy>HO ycTaHaBnuBaTb areHT.
¢ obnayHou cpenoMn, Takon kak Amazon Web Services unm

Red Hat Enterprise Linux OpenStack Platform.

MoarotaenuBaiite BUPTYyarnbHble MalUVHbI NyTEM UHTErpaLmm
co cpenon vSphere.

YcTaHoBKa 1 HacTpoiika Npokcu-areHTa ans vSphere

MoarotaenuBaiite BUPTYyarnbHble MalUVHbI NyTEM UHTErpaLmm
co cpegon Microsoft Hyper-V Server.

YcTaHoBKa npokcu-areHta anst Hyper-V unu XenServer

MoproTaBnueaiiTe BUPTyanbHble MallvHbl MyTEM UHTerpaumm
co cpefon XenServer.

Moprotaenueaiite BUPTYyanbHble MalUVHbI NyTEM UHTErpaLum
co cpegon XenDesktop.

YcTaHoBKa npokcu-areHta anst Hyper-V unu XenServer

YctaHoBka areHta EPI gns Citrix

YctaHoBka areHta VDI ansa XenDesktop

YctaHoBka areHta EPI gns Citrix

B npouecce noarotoBku nonbaynteck cueHapuamu Visual YctaHoBka areHTa EPI ansa cueHapues Visual Basic

Basic nepen noaroToBKkow KOMMbOTEPA, NOCNe Hee Unv npu
OT3blBE.

CobupaliTe faHHble C NOATOTOBMIEHHbBIX KOMMBIOTEPOB MO4 YctaHoBka areHta WMI anga yaaneHHbix 3anpocos WMI

ynpaenexHvem Windows, HanpymMep cBefeHusi o ctaTtyce
BrnagenbLa komnbtotepa B Active Directory.

MoaroTaBnuBaiiTe BUPTyarnbHble MalUVHbI MyTEM UHTerpaumn ¢ He HyXXHO yCcTaHaBnmBaTh areHT.
nto6on apyron nogaepXvBaeMoi BUpTyarnbHOW NnatchopmMon.

MecTo yCTaHOBKM areHTa u TpeOOBaHUs K YCTAaHOBKE

CucTeMHbI aAMUHUCTPATOP, Kak NpaBurio, yCTaHaBMMBAET areHTbl Ha cepBep VRealize Automation, Ha
KOTOPOM pa3MeLLeH akTUBHbIA KOMMOHEHT crybbl gucneTtyepa.

Ecniu areHT ycTaHOBMEH Ha APYroM y3ne, KOHUrypaumsa ceti AormkHa 06ecrnednTsb CBA3b MEXy areHToM
1 KOMMbIOTEPOM, Ha KOTOPOW YCTaHOBMEHa cry6a aucneTyepa.

Kaxgblln areHT ycTaHaBNMBaETCS C YHUKaNbHbIM UMEHEM B CBOW COBCTBEHHbLIN KaTanor
Agents\agentname B katanore yctaHoBku VRealize Automation (kak npaBsuno, Program
Files(x86)\VMware\vCAC), a ero koHurypauma xpaHutcs B pavine VRMAgent.exe.config B aToM
Kartarnore.

YcraHOBKa M HACTpOIiKa Mpokcu-arenrta st vSphere

CucteMHOMY agMUHUCTPATOPY HEOBXOOAMMO YCTAaHOBUTL NMPOKCU-AreHTbl, YToObl 06ecneuntTs ooMeH
OaHHbIMK C 3K3eMnnsipaMu cepepa vSphere. AreHTbl 0OHapyXXunBatoT JOCTYMNHY paboTy, nony4vatoT
cBegeHunsa 06 yanax u coobatoT 06 N3MEHEHUN COCTOSIHUSA pabounx areMeHTOB Ha «3aBepLUEHOY, a
TakkKe OpYrMx U3MEHEHUsIX COCTOSIHUS y3na.
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TpeboBanus k arearam VSphere

Y4yeTHble AaHHble KOHEYHOW TOYKM vSphere nnu e, Kotopble ByaeT MCMoNb30BaTh areHT, JOIDKHbI
npeaocTaBnaTb aAMUHUCTPATUBHBINA LOCTYN K Y3My YCTaHOBKU. AreHTbl vSphere OomkHbI
COOTBETCTBOBATb KOHUrypaunoHHbIM TpeboBaHuam vRealize Automation.

YueTHEIE JaHHBIC

Mpwn cosaaHnm KoHeYHo ToukM Ansa ak3emnnapa vCenter Server, ynpasneHueM KOTopbiM ByaeT
OCYLLECTBINATb areHT vSphere, MoXXHO BbiGpaTh, Kakne y4yeTHble AaHHble OH ByaeT UCrnob3oBaTh AJ1s
B3ammopencTeus ¢ vCenter Server, — UCMNonb3oBaHHbIe A5 B Xo4a B CMyX0y Unu Apyrue ykasaHHble

Y4YeTHble AaHHbIe.

B cneaytouler Tabnuue nepedncrieHbl paspeLleHns Ha yYeTHble JaHHble KOHeYHoW To4kn vSphere ans
ynpaeneHus aksemnnsipom vCenter Server. PaspelueHusi OMmKHbI ObiTb BKIHOYEHbI A5 BCEX KNacTepoB
vCenter Server, a He TOMbKO KrnacTepa, Ha KOTOPOM OHM ByayT PacromnoXeHbl.

Tabnuua 5-12. Paspemenus, Heobxoqumele areuty vSphere mis ynpasnenus skzemmispom vCenter Server

3HayeHue aTpubyTta

Knactep

Knactep xpaHunuiia gaHHbIX

Manka

[ns Bcex permoHoB

CeTb

Pa3peLueHns

Pecypc

BupTyanbHasa mawmHa Wepapxus

MHTepakTuBHOE 3ajaHne

VMware, Inc.

PaspelueHune

Bbligenexune npoctpaHcTBa

MpocMoTp XpaHunuLia AaHHbIX

HacTtpolika knactepa xpaHunuiia AaHHbIX
CospgaHue nanok

YpnaneHue nanok

YnpaeneHue nonb3oBaTenbCkuMm atpubytamm
YcTaHoBKa norb3oBaTenbCckux aTpubyTos
HasHaueHue cetu

Pa3pelueHne Ha nameHeHve

HasHayeHve BUpTyanbHOW MalLWHbI Myy pecypcoB
[MepeHoC BbIKIMIOYEHHOW BUPTYanbHON MaLUMHbI
[MepeHoC BKINOYEHHON BUPTYaribHOW MaLUWHbI
Co3gaHue Ha OCHOBE CyLLEeCTBYHOLLEN
CospnaTtb

MepemectTutb

Ypanutb

HacTpoiika napameTpoB KOMNaKT-gUCKOB
B3avmopgenicTeme ¢ KOHCOMbIo

MopkntoveHne ycTponcTea

BblIkntoueHve

BkntoueHne

C6poc
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Tabnuia 5-12. Paspemenus, Heobxoaumsie arenty vSphere s ynpasnenus sx3emiusipom vCenter Server

(npogonxeHne)

3HauyeHue aTpubyTa Pa3pelueHue
lMpuoctaHoBUTL
YcTaHoBKa cpeacTs
KoHdurypauwms [ob6aBneHve CcyLlecTByOLLEro aucka
[ob6aBneHne HOBOro gucka
[lobaenexne unv yganexHne ycrponcTaa
YpaneHve gucka
[ononHuTensHO
N3meHeHwne konnuectsa LI
M3meHeHne pecypcoB
PacLumpeHuve BupTyansHoro aucka
OTcnexvBaHne U3MeHeHU Ha aucke
MamsATb
13meHeHve napameTpoB yCTpONCTBa
MepevmeHoBaHne
[o6aeneHune aHHoTauum (Bepcuu 5.0 n Gonee nosaHen)
MapameTpbl
PasmelueHve dannos nogkadkm
MNogrotoBka Hactponka
KnoHnpoBaHue wabnoHos
KnoHupoBaHue BUpTyanbHON MalLuHbI
Pa3BepTbiBaHWE LIabNoHOB
YreHune cneumdukaumm HacTponkm
CocTtosiHne Co3gaHne MOMEeHTanbHoOro CHUMKa
YaaneHne MoMeHTarnbHbIX CHUMKOB

BoccTaHoBUTb N3 MOMEHTANbHOIO CHUMKA

OTKMo4MTE MM NepeHacTPonTe CTOPOHHeE NporpaMMHoe obecneveHie, B pesyrnstate paboTbl KOTOPOro

MOXET USMEHUTbCA COCTOAHNE NUTAHNA BUPTYalibHbIX MaLUWH, HE NpUHaaneXxawmnx K

vRealize Automation. 3T nsmeHeHus MoryT nNoBnMATb Ha yrnpaeneHne vRealize Automation XM3HeHHbIM

LIMKITOM KOMMNbIOTEPOB.
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Vcranoska arenra VSphere

YcTtaHoBuTe areHT vSphere anga ynpaenenuns aksemnnsapamu vCenter Server. Ytobbl obecneunTb

BbICOKYKO OOCTYMNMHOCTb, MOXHO YCTaHOBUTb BTOpOIZ pe3epBHb|17| areHT vSphere O5N4A TOro Xe aK3emMnndapa

vCenter Server. Cnegyet Ha3BaTb U HaCTPOUTb areHTbl vSphere 0gMHAKOBO M YCTAHOBUTb MX HA Pa3HbIX

KOMMbHOTEPAX.

HeoGxonuMsle ycnoBust

YctaHoBuTe VIHdbpacTpyKkTypa Kak ycnyra, Bkrtodasi Beb-cepBep v y3en cnyxbbl gncnetyepa.

Y6eamTech, YTo Mexay AOMEHOM KOMMbIOTEPA, Ha KOTOPbIN YCTaHABMMBAETCSA areHT, U JOMEHOM, Ha
KOTOPOM YCTaHOBIIEHbI KOMMOHEHTLI MHAPPACTPYKTYPbI Kak YCIyru, CyLECTBYHOT OTHOLLEHNS JOBEPUS.

Y6enutech, UTo TpeboBaHus B TpeboBaHus k areHTam vSphere ObInn BbINOMHEHbI.
Ecnu koHeuHas Tovka vSphere ang aToro areHTa yke cosgaHa, 3anumTe ee ums.

3arpyska cpenctea yctaHoBku ViHdpacTpykTypa Kak ycrnyra vRealize Automation.

IIponenypa
1. LlenkHuTe npaBon KHOMKOW MbIIKX dpann yCTaHOBKM setup__vrealize-automation-appliance—-
FQDN@5480 . exe v BblbepuTe NyHKT 3anycTUTb OT UMEHWU aAMUHUCTpaTopa.
2. Haxmute kHomnky Oanee.
3. TlNpumuTe ycnoBus NULEH3NOHHOIO COornalleHns 1 HaxkmuTe KHonky Janee.
4. Ha cTpaHuue Bxoaa yKkaKute y4eTHble JaHHble agMUHUCTpaTopa Ans yCTPOonCTBa
vRealize Automation 1 nposepste ceptudumkaTt SSL.
a) Beegute nma nonb3oBatens root v naporb.
BeeauTe napornb, yKkasaHHbIN Npu pa3BepTbiBaHUKM ycTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTuduUkar.
B) LUWenkHuTe MpocmoTpeTb cepTudmKar.
CpaBHuTe oTnevaTok cepTudumkaTa ¢ OTnevaTkoM, 3adaHHbIM Ans YCTPONCTBa
vRealize Automation. Ceptudukart yctporictsa vRealize Automation MoXHO NOCMOTpeTL B
Opay3sepe knveHTa npu NonNy4YeHnn JoCTyna K KOHCONu ynpasneHns Yyepes nopt 5480.
5. Ha ctpanuue «Tun yctaHoBkM» BbibepuTe napameTp Monb3oBaTenbckas ycTaHOBKaA.
6. B obnactu «Bbibop komnoHeHTOB» Bbibepute NMpoKcu-areHTbI.
7. TlpMMuUTE KOPHEBOE pPacronoXeHne YCTaHOBKM U BoibepuTe komaHay U3meHuTb 1 Bbibepute nyTb

YCTaHOBKM.

[axe B pacnpeneneHHoOM pasBepTbiBaHUM UHOTAA MOXHO YCTaHOBUTb HECKOMbKO KOMMOHEHTOB
WHdpacTtpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'IpM YCTaHOBKE HECKOJIbKMX KOMIMOHEHTOB l/IchpaCprKTypa KakK ycriyra scerga VICI'IOJ'Ib3yl7ITe OONH N
TOT Xe NyTb.
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10.
1.
12.

13.

14.

15.

Haxmute kHonky [anee.

Ha ycTaHOBOYHOM KOMMbIOTEPE BONAWUTE B CUCTEMY C MpaBamu agMmuHucTpatopa cnyx6 Windows.
Cnyx6a gomkHa ObITb 3anyLleHa Ha TOM e YCTaHOBOYHOM KOMMbIOTEPE.

HaxmuTe kHonky Oanee.

B cnucke Tun areHTa Bbibepute vSphere.

B TekctoBom none Umsa areHTa BBeguTe naeHTudmkaTop Ang 3Toro areHTa.

XpaHute arin ¢ MMEeHeM areHTa, y4eTHbIMU JaHHBIMWU, MIMEHEM KOHEYHOW TOYKM 1 MHdopmaumen ob
ak3emnnApe NnardopMbl AN KaKO0ro areHTa. 9ta uHdopmaumsi NoHagobuTcst 4ns HaCTPOMKK
KOHEYHbIX ToYeK 1 fobaBneHus y3nos B OygyLuem.

BaxHo! [ns obecnevyeHns BbICOKOW AOCTYMHOCTU MOXHO A06aBUTb pe3epBHbIE areHTbl U
HacTpoUTb UX aHanornyHo. [lyénuposatb areHTbl Heobs3aTenbHo.

MapameTp Onucaxuve

Pe3epBHbIi areHT YcTaHaBnmBaiiTe pe3epBHbIe areHTbl Ha PasnuyHbIX cepBepax.

HasblBanTe n HacTpauBanTe pe3epBHbIe areHTbl aHarnorm4Ho.

ABTOHOMHbIW areHT HasHaubTe areHTy yHuKanbHoe UM4.

HacTtponTte nogkntoyeHne K yany cnyx6bl ancnetyepa NHdpacTpykTypa kak ycnyra.

MapameTp OnucaHue
C noacucTeMoi 6anaHCMpPOBKU BeeayTe NonHoe JOMEHHOE UMSI 1 HOMEP NopTa NoACUCTEMbI GanaHCUpPOBKY
Harpysku Harpyskv Ansi KomnoHeHTa «Cnyx6a aucnetyepar, mgr-sve-load-

balancer.mycompany.com:443.

He BBoguTe IP-agpeca.

Be3 noacucrembl 6anaHCUpPoOBKU BBeguTe nonHoe OMEHHOE MMS 1 HOMEP NopTa KOMMbIOTEPA, Ha KOTOPOM
Harpysku YCTaHOBIEH KOMMNOHEHT «Crnyxx6a aucnetyepar», mgr-sve.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHutio ncnone3syerca nopt 443.

HacTpowite nogknioyeHue k Beb-cepepy VHdpacTpykTypa Kak ycnyra.

MapameTp OnucaHue
C noacucrtemon 6anaHCcUpOBKKY BBeauTte nonHoe fOMEHHOE UMSI 1 HOMEP MopTa NoACUCTEMbI GanaHCMpPOBKM
Harpysku Harpysku ans KOMnoHeHTa Beb-cepBepa, web-load-balancer.mycompany.com:
443.
He BBoguTe IP-agpeca.
Be3 noacucTembl 6anaHcUpoBKMU BBeauTte nonHoe OMEHHOE UMSI U HOMEp MopTa KOMMbOTePa, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMOHEHT Beb-cepBepa, web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHutio ncnone3syetca nopt 443.

LenkHuTe MpoBepuTb, 4TOOLI NPOBEPUTL NOAKIIOYEHNE K KaXXAOMY U3 Y3MOB.
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16. BBegnte MM KOHEYHOWM TOYKN.

ms koHeYHoM TouYkK, 3agaHHoe B VRealize Automation, JomkHO cooTBETCTBOBAaTb MMEHU KOHEYHOW

TOYKM, yKa3aHHOMY Ans MpOKcu-areHTa vSphere BO BpeMs yCTaHOBKM. B npoTuBHOM cny4vae
KOHeYHasi Touka He byaeT yHKUMOHNPOBATD.

17. HaxmuTte kHonky [lo6aBuUThb.
18. HaxmuTte kHonky Janee.
19. Haxxmute KHOMKy YCTaHOBUTb, YTOObI HAYaTb YCTaHOBKY.
Yepes HECKONbKO MUHYT NOSABUTCH cOObLLeHne 06 yCcrnelwHoM 3aBepLueHmn onepauum.
20. Haxxmute kHornky Oanee.
21. WenkHuTe anemeHT MNoTOBO.
22. Yb6egutech, 4TO yCTaHOBKA BbIMOSIHEHA YCMELLHO.

23. (pononHutenbHo) [lob6aBbTe HECKONBKO areHTOB B Pa3fiUYHbIX KOHUIypaumsx U KOHEYHYHO TOYKY B
pamMkax TOW e CUCTEeMbI.

Crnenyromue mara

HacTtpolika areHTta vSphere.

Hacrpoiika arenta vSphere

HacTtpowite areHT vSphere B npouecce NogrotoBkM K CO30aHMI0 Y UCMOMb30BAHUIO KOHEYHBIX TOYEK
vSphere B cxemax anemeHToB VRealize Automation.

CnyxebHas nporpaMmma NpoKcu-areHTa UCnosnb3yeTcd, YTobbl UISMEHUTb 3alLMPOBaHHbIE YacTu harna

KOHUrypaLum areHTa unm nonuTuky yaaneHus KOMnboTepoB Ansg nnatopM BUpTYyanm3aumu.
3awmndpoBbIBaETCSA TONMbKO YacTb dhanna koHdurypaumm areHTa VRMAgent . exe. config. Hanpumep,
3awmndpoBbiBaeTcs pasgen serviceConfiguration.

HeobxonuMsble ycioBust

Mcnonb3ys yyeTHyto 3anmcb ¢ NpuBMAErnaMn agMMHucTpaTtopa, songute B cepsep Windows
MHdpacTpyKkTypa Kak ycrnyra, Ha KOTOPOM YCTaHOBMEH areHT vSphere.

IIpouenypa
1. Ortkpovite koMmaHgHyto cTpoky Windows B kadyecTBe agMuMHUCTpaTopa.

2. W3wmeHuTe nanky yCTaHOBKM areHTa, rge agent-name — narka, B KOTOPOW COAEPXXUTCS areHT
vSphere.

cd %SystemDrive%\Program Files (x86)\VMware\vCAC\Agents\agent—name

3. (mononHutenbHo) YTob6bl MPOCMOTPETL TEKYLLME NapaMeTpbl KOHpUrypaumm, BBEAUTE CEeaYOLLY0
KoMaHay.

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config get

VMware, Inc.
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[anee npmueeneH npuMmep pesyrbrata KoMaHObl.

managementEndpointName: VCendpoint
doDeletes: True

4. (pononHuTensHo) YToObl N3MEHUTHL UMS KOHEYHOWM TOYKW, HACTPOEHHOW MPU YCTaHOBKE,
BOCMOSIb3yMNTECH CreayoLlen KoMaHaomn.
set managementEndpointName

Hanpumep: DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set
managementEndpointName my-endpoint

OTOT Npouecc MOXHO MCMONb30BaTh 4151 NepPENMEHOBaAHNSA KOHEYHOW To4kM B VRealize Automation
BMECTO TOro, YTOOblI MEHATb KOHEYHbIE TOYKM.

5. (mononHuTenbHO) YTobbl HACTPOUTL NONUTUKY yAaneHns BUPTYarnbHbIX MaLUVH, BOCNOMNb3yNTECh
cnegytoLlen KoMaHaom.

set doDeletes

Hanpumep: DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set doDeletes false

MapameTp OnucaHue

MUCTMHa (Mo ymonyaHuto.) YoaneHune BupTyanbHbIX MaLlUvH, yaaneHHbIX B
vRealize Automation, ns vCenter Server.

NOXb [MepemelleHne BUPTyanbHbIX MaLlWH, yaaneHHbIX B VRealize Automation, B
katanor VRMDeleted B vCenter Server.

6. Bblbepute anemeHThl CpegcTBa agMUHUCTPUpPOBaHUsA > Cnyx0bl 1 nepesanycTtute cryx0y areHTa
vRealize Automation — agent-name.

Crenyromue maru

YTto6bl 06ecnevnTb BbICOKYH OOCTYMNHOCTb ANst KOHEYHOW TOYKMU, MOXHO YCTaHOBUTbL M HACTPOUTL
pe3epBHbI areHT. YCTaHOBUTE Kaxabl U3 pe3epBHbIX areHTOB Ha OTAernbHOM cepsepe. [pn aTom ans
HWUX cregyeT 3adaTb OQMHAKOBOE MMsi U OAMHAKOBbIE NapamMeTpbl.

YcranoBka npokcu-arenra aisg Hyper-V unu XenServer

CucTeMHbI adMVHUCTPATOP YCTaHaBNMBAET MPOKCU-areHTbl, 4Tobbl 06ecnevnTs 0OMeH AaHHbIMK C
ak3emnnsipamu cepsepa Hyper-V 1 XenServer. AreHTbl 0GHapyXuBatoT JOCTYMNHY0 paboTy, nony4vatoTt
cBefeHus 06 y3nax u coobLuatoT 06 M3MEeHeHN COCTOSHUS pabounx aneMeHToB Ha «3aBepLueHo», a
TaKkke ApYrmx N3MeHeHnsiX COCTOSIHUS y3na.

TpeboBanus k Hyper-V u XenServer

[lna ycTaHOBKM NPOKCU-areHToB runepeusopa Hyper-V TpebytoTcsa y4eTHbIe AaHHblIE CUCTEMHOMO
agMuHUCTpaTopa.
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YueTHble AaHHbIe, C UCMONb30BaHUEM KOTOPLIX OyAeT 3anyLleHa cnyxba areHTa, AOMmMKHbI ObiTh
HazeneHbl NpaBamMn agMUHUCTpaTopa Ans AOCTyna K y3ny yCTaHOBKW.

Y4eTHble AaHHble C NpaBaMu agMUHUCTpaTopa TpebytoTcs AN Bcex ak3emMnnsapoB XenServer nnm
Hyper-V Ha y3nax, koTopbiMu ByaeT ynpaBnsiTe areHT.

Ecnn MCMNONb3YHKTCA MyJibl Xen, TO BCe Yy3nbl B UX npegenax Heobxoanmo VID,eHTVI(bI/ILI,VIPOBaTb Cc

NMOMOLLBbIO NOJTHbIX AJOMEHHbIX UMEH.

MpumeyaHme [lo ymonyaHuio Hyper-V He HacTpoeH Ans yaaneHHoro ynpaeneHus. lNpokcu-areHT
vRealize Automation Hyper-V He moxeT obMmeHMBaTbCA JaHHbIMK C cepBepoM Hyper-V, ecnu yganeHHoe
yrnpaBreHne He BKITHYEHO.

[ononHutensHble cBeAeHNsa 0 HacTponke Hyper-V ans yganeHHoro ynpasreHns CM. B JOKYMeHTaumm no
Microsoft Windows Server.

Vcranoska arenta Hyper-V unu XenServer

AreHT Hyper-V ynpaensiet ak3emnnapamu Hyper-V Server. AreHT XenServer ynpaensieT 3k3eMmnnsapamm
cepBepa XenServer.

HeobxonumMeie ycioBus
m  YcrtaHoBuTe VIH(pacTpyKTypa Kak ycnyra, Bkrtovas Beb-cepsep 1 y3en crnyx0bbl gucnetyepa.
m  3arpyska cpeactBa yctaHoBku VHppacTpykTypa Kak ycnyra vRealize Automation.

= Y6eguTech, YTO NPOKCU-areHThbl runepsusopa Hyper-V umeroT yyeTHble AaHHbIe CUCTEMHOTO
agMuHucTpaTopa.

B Y6eauTech, YTO yUETHblE faHHble, C UCMOMb30BaHMEM KOTOpbIX ByaeT 3anyLleHa cnyxba areHTa,
HazeneHbl NpaBamMn agMUHUCTpaTopa Ans AOCTyna K y3ny yCTaHOBKW.

m  YBenuTechb, 4To Bee ak3emnnsipbl XenServer unu Hyper-V Ha yanax, koTopeiMy ByaeT ynpasnaTb
areHT, UMEIOT yYeTHble AaHHble adMUHUCTpaTopa.

= Ecnn MCMNONb3YHKTCA MyJibl Xen, OGpaTMTe BHMMaHMe, 4TO BCE Y3Ilbl B UX npegenax gOJMKHbI ObITb
I/IﬂeHTI/Iq.)I/ILl,leOBaHbI C MOMOLLI MOJTHbIX AOMEHHbLIX MUMEH.

vRealize Automation He MOxeT 06MeHMBaTLCA AaHHBIMU C Y3ITOM, KOTOPbIN HE MOEHTUMULIMPOBAH MO
NOMHOMY JIOMEHHOMY UMEHU B Myre Xen, unv ynpaenatb UM.

m  HacTtpowite Hyper-V ans yaaneHHoro ynpasneHus, 4Tobbl obecneuntb 06MeH SaHHBIMU MEXAY
cepsepom Hyper-V u npokcu-areHtamu vRealize Automation Hyper-V.

[ononHutenbHble cBeAeHMs 0 HacTpolike Hyper-V ans yaaneHHoro ynpasneHusi CM. B
pokymeHTaumm no Microsoft Windows Server.

IIponenypa

1. LWenkHuTe npaBoi KHOMKOW MbILLKX dann yCcTaHOBKU setup__vrealize-automation-appliance-
FQDN@5480 . exe 1 BblbepuTe MYHKT 3anycTUTb OT UMEHU aAMUHUCTpaTopa.

2. HaxmuTte kHonky Oanee.
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3.
4,

npl/IMl/ITe ycnosuaA NUUEH3NOHHOro cormnatleHna n HaXXMnTe KHOMKY Danee.

Ha cTpaHuue Bxoaa ykaxute yyeTHble faHHble agMUHUCTpaTopa A8 YCTPOMCTBa
vRealize Automation n npoBepbTe cepTudmkat SSL.

a) Beegute nma nonb3oBatens root v napore.

BBeauTe naponb, yKasaHHbIN Npu pa3sepTbiBaHUM ycTponcTBa VRealize Automation.
©) Bbibepute MpuHATL cepTudmkar.
B) LenkHuTte MpocMoTpeTb cepTudmKar.

CpaBHUTe oTneyaTok cepTudurkaTa ¢ oTnevaTkom, 3agaHHbIM AN yCTPoncTea
vRealize Automation. CepTtudukar ycrtporictea vVRealize Automation MOXXHO MOCMOTPETb B
Opaysepe KnueHTa npu nonyvyeHnn OCTyna K KOHCoNu ynpasneHus yepes nopt 5480.

Ha ctpaHuue «Tun ycTaHoBku» BbiGepuTe napameTp Monb3oBaTenbckas ycTaHOBKa.
Ha cTpaHuue «Tun ycTaHOBKU» LENKHUTE BbIGOP KOMMOHEHTOB.

MprMKUTE KOPHEBOE PACMONOXEHWE YCTaHOBKM U BbiGepute koMmaHay MU3MeHUTb 1 BeibepuTe NyTb
YCTaHOBKMU.

[axe B pacnpeneneHHoM pa3BepTbiBaHNM UHOTAA MOXHO YCTAHOBUTbL HECKOMbKO KOMMOHEHTOB
WHdpacTpykTypa Kak ycriyra Ha ogHom cepepe Windows.

Mpwv ycTaHOBKE HECKONbKMX KOMMOHEHTOB MHpacTpyKTypa Kak ycryra Bcerga UCrosb3yinTe oauH v
TOT Xe NyTb.

Haxxmute kHonky Oanee.
Ha ycTaHOBOYHOM KOMMNbIOTEPE BONAMTE B CUCTEMY C NMpaBamu agMuHucTpatopa cnyx6 Windows.

Cny>|<6a OOIMKHa ObITb 3anyujeHa Ha TOM XXe yCTaHOBOYHOM KOMIMbOTEPE.

10. HaxmuTte kHonky Oanee.

11. B cnucke Tun areHTa BbiGepuTe areHT.

m Xen

®  Hyper-V
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12. B tekctoBOM none Umsa areHTa BBEAMTE MAEHTUMDUKATOP A5 3TOrO areHTa.

XpaHute dann ¢ MMeHeM areHTa, y4eTHbIMU JaHHLIMW, UMEHEM KOHEYHOM TOYKM U nHdopmaumen ob
ak3emMnnsape nnatdopmbl AN KaXA0ro areHTa. 31a uHdopmMaums NnoHagobuTea Ans HacTPONKM
KOHEYHbIX ToYek 1 fobasneHus y3nos B OygyLiem.

BaxHo! [na obecneyeHns BbICOKON AOCTYNHOCTN MOXHO J06aBUTb pe3epBHbIe areHTbl U
HaCTPOUTb UX aHanoruyHo. [lybnuposatb areHTbl Heobsi3aTensHo.

MapameTp

Pe3epBHbLIN areHT

ABTOHOMHBbIN areHT

OnucaHue

YcTaHaBnuBanTe pe3epBHbIe areHTbl Ha PasnuyHbIX cepBepax.

HasbiBante n HaCTpaI/IBaVITe pe3epBHbIE areHTbl aHanorn4Ho.

HasHaubte areHTy yHuKanbHoe UMs.

13. Coo6LuTE UMA areHTa agMUHUCTPATOPY MHAPPACTPYKTYPbI Kak YCIyru, KOTOpbI HacTpavBaeT

KOHEYHbl€ TOYKW.

YTtob6bl 0b6ecneuntb Ooctyn un 060p OaHHbIX, KOHEYHas ToYKa AOoMKHa OblTb CBSI3aHa C areHToM,

HaCTPOEHHbIM A4 Hee.

14. Hactpovite nogkntodeHne K yany cryobl aucnetyepa VHdpacTpyKkTypa Kak ycnyra.

MapameTp

C nogcucTtemoun 6anaHcUpPoOBKU
Harpysku

Be3 noacuctembl 6anaHCcUpoBKMU
Harpysku

OnucaHue

BBeauTe nonHoe fOMeHHOE UMSA 1 HOMEP NopTa NOACUCTEMbI GanaHCUPOBKM
Harpysku ans komnoHeHTta «Cnyx6a gncneryepa», mgr-sve-load-
balancer.mycompany.com:443.

He BBoguTte IP-agpeca.
BBeauTe nonHoe JOMEHHOE UMS M HOMEp NopTa KOMMboTepa, Ha KOTOPOM
yCTaHOBIEH KOMMNOHEHT «Cnyxba aucnetyepay, mgr-svc.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnonedyerca nopt 443.

15. Hactporite nogkntodeHmne k Beb-cepeepy NHdpacTpykTypa Kak ycnyra.

MapameTp

C noacuctemoin 6anaHCUpPOBKU
Harpysku

Be3 noacucrembl 6anaHcUpoBKu
Harpysku

OnucaHue

BBeauTe nonHoe fOMeHHOE UMSA 1 HOMEP NopTa NOACUCTEMbI GanaHCUPOBKM
Harpysku ans komnoHeHTa Beb-cepBepa, web-load-balancer.mycompany.com:
443.

He BBoguTe IP-agpeca.
BBeauTe nonHoe JOMEHHOE UMS M HOMEP NopTa KOMMbOTepa, Ha KOTOPOM
yCTaHOBIEH KOMMOHEHT Beb-cepBepa, web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnomne3dyerca nopt 443.

16. WenkHute MpoBepUTb, YTOOLI NPOBEPUTL NMOAKIOYEHNE K KaXKO0MY U3 Y3r0B.

17. Beeoute Y4YeTHbIEe AaHHble NoNb30oBaTena C npaBamMn agMUHUCTPATopa ANnA aK3emMnnapa

ynpaendaemMoro cepsepa.
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18. HaxxmuTte kHonky [lo6aBuThb.
19. HaxmuTte kHonky Janee.
20. (pononHuTenbHo) lo6aBbTe eLle O4MH areHT.

Hanpumep, MoxHO fo6aBuTL areHT Xen, ecnu paHee 6bin gobaeneH areHT Hyper-V.
21. HaxmuTe KHOMKy YCTaHOBUTb, YTOObI Ha4yaTb YCTAHOBKY.

Yepes HECKONbKO MUHYT NOSABUTCHA cOObLLeHne 06 yCcrneLwHoM 3aBepLueHmn onepauum.
22. Haxxmute kHorky Oanee.
23. WenkHuTe anemeHT MNoTOBO.

24. Ybegutech, YTO yCTaHOBKA BbIMOSIHEHA YCMELLHO.

Crnenytomue maru

YTto6bl 06ecneunTb BbICOKYHO AOCTYMHOCTb AS151 KOHEYHOM TOYKMU, MOXHO YCTAHOBUTb Y HACTPOUTb
pe3epBHbI areHT. YCTaHOBUTE KaXkabli U3 pe3epBHbIX areHTOB Ha OoTAerNbHOM cepBepe. [pu aTom ans
HUX criegyeT 3agaTh OOUHAKOBOE UMS 1 OAMHAKOBbIE NapameTpbl.

Hactpoiika areHTta Hyper-V unu XenServer.

Hacrpotika areara Hyper-V wm XenServer

CUCTEeMHbIVi aAMUHUCTPATOP MOXKET U3MEHUTb NapameTpbl KOH(UIypaLumn NPoKCU-areHTa, Hanpumep
NONUTUKY yAaneHus nnatopm BUpTyanusauun. Bl MoXeTe UCnonb3oBaTth CryKeGHY nporpammy
NPOKCU-areHTa, YTobbl U3MEHWUTb UCXOAHbIE KOHUIypaLmn, 3alunmdpoBaHHble B doainie KoHuUrypaumm
areHTa.

Heo6xonmmele ycmoBus

Bonaute B cucrtemy, B KOTOpOI;I YCTaHOBIEH areHT, C npaBamMn CUCTeMHOro agMmMHMUCTpaTopa.

IIpouenypa

1. BHecuTe n3MeHeHnsa B Katanor yCTaHOBKW areHToB, rge agent_name — 3TO KaTanor, B KOTOPOM
HaxoOuTCs NPOKCU-areHT, a Takke UMsi, N0 KOTOPbIM YCTAHOBIEH areHT.

cd Program Files (x86)\VMware\vCAC Agents\agent_name
2. [lpocmoTpuTe TekyLime napameTpbl KOHUrypauuu.
Beeaute DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config get

Huxe npuBegeH npuMep Bblxoga KoOMaHAbl:

Username: XSadmin
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3. BBseauTe komaHOy set, YTOObI MI3MEHWUTbL CBOWCTBO, rae property (CBOMCTBO) — 3TO OAVMH U3
napameTpoB B Tabnue.

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set property value (3HauyeHne
CBOMNCTBA)

Ecnu He BBecTU value (3HaueHue), To MporpaMma 3anpocuT y Norb30BaTesisi BBOL HOBOTO 3HAYEHNS.

CsouctBo OnucaHue

username  Vimsi nonb3oBaTens, MMeIOLLEro npasa agMvHUcTpaTopa Ansa cepeepa XenServer unu Hyper-V, ¢ koTopbim
areHT obmMeHvBaeTcst AaHHbIMK.

password  [Mapornb Ans UMEHW NONb30BaTENSs C MpaBamy adMUHUCTpaTopa.

4. LUWenkHute Myck > AgMuHucTprupoBaHue > Cnyx6bl 1 nepesanyctute cnyxby vRealize Automation
Agent — agentname (ums areHTa).

IIpumep:M3smeHenre yueTHbIX JaHHBIX aJMUHUCTPAaTOpa

BeeauTte criegytoLLyto koMaHay, YTOObl UBMEHUTb YYETHBIE JAaHHbIE aAMUHMCTPATOpa ANs NnaTtgopMbl

BUPTYyanmsauyuu, yKa3aHHOI7I BO BpeM4d YCTaHOBKM areHTa.

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set username jsmith

DynamicOps.Vrm.VRMencrypt.exe VRMAgent.exe.config set password

Crnenytomue maru

YT06bI 06ECNEYnTb BBICOKYH AOCTYMHOCTb A KOHEYHOW TOYKM, MOXKHO YCTaHOBUTL M HACTPOUTL
pe3epBHbIii areHT. YCTaHOoBUTE Kaxblii U3 pe3epBHbIX areHTOB Ha oTaernbHOM cepsepe. [Mpu aTom ans
HVX criegyeT 3afaTb OAVMHAKOBOE UMSI U OOMHAKOBbIE NMapaMeTpbl.

Veranoska arenra VDI nina XenDesktop

vRealize Automation ncnonb3ayet areHTbl PowerShell VDI, 4to6bl pernctpupoBaTb NogrotaBnMBaemble
UM KomnboTepbl XenDesktop ¢ ncnonb3oBaHNEM BHELUHMX CUCTEM YNpaBeHnst BUPTyarbHbIMU
KOMMbOTEPAMMN.

AreHT nHTerpauun VDI npegoctaBnseT BnagenbLaM 3aperMcTprpoBaHHbIX KOMMbIOTEPOB MpsSMoe
nogkntoyeHne kK Beb-nHtepdericy XenDesktop. MoxHo yctaHoBuUTb areHT VDI B KayecTBe BbiAENEeHHOro
areHTa, 4ToObl B3anMoOeNCTBOBaTbL C OAHMM KOHTPOMNNEPOM NPeaoCTaBneHns BUPTYyanbHbIX
komnbtoTepoB (Desktop Delivery Controller, DDC), unu B kayecTse obLyero areHTa, KOTopblin MOXET
B3aMMOZENCTBOBATb C HECKOMNbKMMU KoHTponepamu DDC.

TpeboBanus k XenDesktop

CucteMHOMY agMUHUCTPaTopy Heobxoammo yctaHoBuTb areHT Virtual Desktop Infrastructure (VDI),
4yTObbI 06ecneunTb MHTErpaunto cepeepoB XenDesktop B vRealize Automation.
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YTtobbl 06ecnevnTs B3auMOOENCTBNE C HECKOMBbKMMM CEPBEPAMU, MOXHO YCTaHOBUTbL 0bwmii areHT VDI.
Mpwn ycTaHOBKE OAHOrO BbIAENEHHOrO areHTa Ha cepsep And 6anaHCUpOBKN Harpysku unu asTopusauunm

Heobxoammo ykasatb nmsi cepeepa DDC XenDesktop. BblaeneHHbI areHT MoXeT obpabaTbiBaTb TONBKO
3anpochkl Ha perncTpauunio, HanpaBeHHbIe Ha cepBep, KOTOPLIN yKadaH B KOHUrypaumu.

YTobbl y3HaTb MHpOpMaLMio 0 nogaepxmBaeMbix Bepcusax XenDesktop ansi cepsepos DDC XenDesktop,
cM. gokyMeHT Mampuuya noddepxku vRealize Automation Ha Beb-cavite VMware.

VYcranoBka y3J1a 1 YYCTHBIX JaHHBIX

YueTHble AaHHble, KOTOPbIe areHT UCMoNb3yeT Ans paboTbl, AOMKHbI NPeaoCTaBNATb aMUHUCTPATUBHbIN
poctyn ko Bcem cepepam DDC XenDesktop, ¢ KOTOpbIMY B3anMOAENCTBYET areHT.

TpeGosanus k XenDesktop

Wma, npucsoeHHoe y3ny XenServer Ha cepeepe XenDesktop, OMmMKHO COOTBETCTBOBATb
YHUBEpPCanbHOMY YHUKanbHOMY naeHtudukatopy nyna Xen B XenCenter. [JononHUTENbHbIE CBEAEHNUS
CM. B pa3gene 3agjaHue umeHu yana XenServer.

Cepep DDC XenDesktop, ¢ noOmMoLLbl KOTOPOro HEOOX0AMMO 3aperncTpupoBaTh KOMMbIOTEPDI, AOMKEH
ObITb HACTPOEH cregyowmnm obpasom.

= [ng TMna rpynnbl Unu katanora HeobxoaMmo yCTaHOBUTbL 3HadeHne CyluecTByeT, YToObl 06ecneunTb
BO3MOXHOCTb Ucnonb3oBaHus ¢ VRealize Automation.

®  Vmsa yanavCenter Server Ha cepBepe DDC gomkHO COOTBETCTBOBATbL MMEHW 3K3eMNnsapa
vCenter Server, BBegeHHOMY And KOHeYHoN Toukn vSphere vRealize Automation, 6e3 gomeHa. MNpu
HaCTPOMKEe KOHEYHOW TOYKM HEOOXOAMMO yKa3blBaTb MOMHOE KBanMduLUMpOBaHHOE UMS AOMeEHa
(FQDN), a He IP-agpec. Hanpumep, ecnv agpec B KoHedHOM Touke — https://virtual-
center27.domain/sdk, Ha cepeepe DDC Heobxoanmo ycTaHOBUTL UMS yana virtual-center27.

Ecnu npu HacTporike KoHeYHoW Toukn vSphere vRealize Automation ykasaH IP-agpec, ans Hee
Heobxoammo ykasatb FQDN. [lononHuTenbHble CBEAEHMS O HACTPOMKE KOHEYHbIX TOYEK CM. B
pasgnene KoHguaypayusi UHgpacmpyKkmypbl KaK ycriyeu.

TpebGoBanus k y3iy areata XenDesktop

[omxeH 6bITb ycTaHoBneH Habop cpencts pa3paboTkm (SDK) Citrix XenDesktop. SDK ansa XenDesktop
€CTb Ha ycTaHOBOYHOM Aucke XenDesktop.

Mepen yctaHoBKOW areHTa ybeautecs, 4to Microsoft PowerShell yctaHoBReHa Ha y3ne yCcTaHOBKMU.
Tpebyemas Bepcus 3aBUCUT OT ONepPaLMOHHON CUCTEMBI y3Ma yCTaHOBKN. [lononHuUTeNbHble CBEAeHS
cM. B LleHTpe cnpaBku v nogaepxkn Markpocodr.

Onsa nonutukm BeinonHeHns MS PowerShell yctaHaBnuBaetcs 3HadeHne RemoteSigned mnu
Unrestricted. Cm. pasagen YcraHoBka 3HadeHust RemoteSigned ans nonuTtukm BoinonHeHus PowerShell.

[na nonyvyeHns JONOMHUTENBHBLIX CBEOEHWU O NONMTUKE BbinonHeHus PowerShell 3anyctute komanagy
help about_signing wnn help Set-ExecutionPolicy B komaHgHom cTpoke PowerShell.
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3amganue uMeHn y3na XenServer

B XenDesktop nms, npucBoeHHoe y3ny XenServer Ha cepBepe XenDesktop, 4OMKHO COOTBETCTBOBATH
yH/UBepcarnbHOMY YHUKanbHOMY naeHtudukatopy nyna Xen B XenCenter. Ecrniv nyn XenPool He
HaCTPOEH, MMsi OIMKHO COOTBETCTBOBATbL YHMBEPCANbHOMY YHUKaNbHOMY MaeHTudukaTopy XenServer.

IIpouenypa

1. B Citrix XenCenter Bbibepute nyn XenPool nnn aBToHOMHbIM XenServer u BelbepuTe
BkrnagkyOoOLwee. 3anvwunte yHnBepcanbHbI YHUKanbHbIN naeHTUgrKaTop.

2. Tpw pobaeneHumn nyna XenServer nnv aBToHOMHoro y3na B XenDesktop BBeanTe yHMBepcanbHbIN
YHUKanbHbIV AEHTUAUKATOP, 3anMCaHHbIN Ha NpeablgyLleM Lware, B Ka4eCcTBE UMEHW B none
MoakntoveHune.

Vcranoska arenta XenDesktop

AreHTbl PowerShell ans uHterpaumm BuptyaneHbix komnbstotepos (Virtual desktop Integration, VDI)
npegHasHayeHbl A4na MHTerpauum ¢ BHELHMU BUPTYarnbHbIMU KOMMbOTEPaMK, Takumu Kak XenDesktop
un Citrix. icnonbayrite areHT PowerShell VDI gnsa ynpaenexusa komnstotepom XenDesktop.

Heobxonumere ycioBus
= YcraHoBuTe WHbpacTpykTypa Kak ycnyra, Bknoyas Beb-cepBep 1 y3en cnyx0obl gucneryepa.
= Y6eauTtech, Yto TpeboBaHusa B TpeboraHusa k XenDesktop 6binv BbINOMHEHBI.

= 3arpyska cpefncra yctaHoBku MHpacTpykTypa Kak ycnyra vRealize Automation.

IIpouenypa

1. LUWenkHuTe npaBow KHOMKOW MbiluW dann yCTaHOBKM setup__vrealize-automation-appliance-
FQDN@5480 . exe v BbibepuTe NyHKT 3anyCTUTb OT UMEHU agMUHUCTpPaTopa.

2. Haxwmute kHonky Oanee.
3. [MpumuTe ycrnoBus NNLEH3NOHHOMO COrnalleHns U HaxXmuTe KHoMnky danee.

4. Ha cTpaHuLe Bxofa YKaXuTe y4eTHble JaHHble afMUHUCTpaTopa AMs yCTPOoWCTBa
vRealize Automation n nposepbTe ceptudpmkar SSL.

a) Beegute nma nonb3oBatens root v napore.

BBeguTe naponb, yKkasaHHbIN Npu pa3sepTbiBaHUKM ycTponcTea VRealize Automation.
0) Bblbepute MpuHATL cepTUdmkar.
B) LenkHuTe MpocmoTpeTb cepTudukar.

CpaBHUTe oTneyaTok cepTudurkaTa ¢ oTnevaTkom, 3agaHHbIM AN yCTPoONCcTBa
vRealize Automation. Ceptudukar ycrtporictea vRealize Automation MOXHO NOCMOTpeTb B
Opay3epe KnveHTa npu Nony4YeHnn JOCTyna K KOHCONM ynpasneHust Yepesa nopt 5480.

5. Haxmute kHonky Oanee.
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10.

1.

12.
13.

14.

Ha ctpanuue «Tun yctaHoBKM» BbibepuTe napameTp lMonb3oBaTenbckas ycTaHOBKaA.
Ha Bknagke «Bbibop komnoHeHToB» BbibepuTe MpoKkcu-areHTbI.

MpyMKTE KOPHEBOE PaCMoONOXeHNE YCTAHOBKU UK BbibGepuTe komaHay M3MeHUTb 1 Bbibepute nyTb
YCTaHOBKM.

[axe B pacnpefeneHHoOM pasBepTbiBaHUM UHOTAA MOXHO YCTaHOBUTb HECKOMbKO KOMMOHEHTOB
NHdpacTtpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'IpM YCTaHOBKE HECKOJIbKMX KOMIMOHEHTOB l/IchpaCprKTypa KakK ycriyra scerga VICI'IOJ'Ib3yl7ITe OONH N
TOT Xe NyTb.

Haxmute kHonky [anee.

Ha ycTaHOBOYHOM KOMMbIOTEPE BONAWUTE B CUCTEMY C MpaBamu agMmuHucTpatopa cnyx6 Windows.
Cnyx6a gomkHa ObITb 3anyLleHa Ha TOM e YCTaHOBOYHOM KOMMbIOTEPE.

HaxmuTe kHonky Oanee.

B cnucke Tun areHTa Bbibepute VdiPowerShell.

B TekctoBom none Umsa areHTa BBeguTe naeHTudumkaTop Ang 3Toro areHTa.

XpaHute aiin ¢ MUMeHeM areHTa, y4eTHbIMU JaHHBIMWU, UMEHEM KOHEYHOW TOYKM 1 MHdopmaumen ob
ak3emnnape NnartdopMbl AN KaKO0ro areHTa. 91a uHdopmaumsi NoHagobuTcst Ans HaCTPOMKK
KOHEYHbIX ToYekK 1 fobaBneHus y3nos B OygyLuem.

BaxHo! [Ins obecnevyeHns BbICOKOW AOCTYMHOCTU MOXHO A06aBUTb pe3epBHbIE areHTbl U
HacTpouTb UX aHanornyHo. [lyénuposatb areHTbl Heobs3aTenbHo.

MapameTp Onucaxue

Pe3epBHbIi areHT YcTaHaBnmBaiiTe pe3epBHbIe areHTbl Ha PasnuyHbIX cepBepax.

HasblBanTe n HacTpauBanTe pe3epBHbI€ areHTbl aHarnormyHo.

ABTOHOMHbIW areHT HasHaubTe areHTy yHuKanbHoe UM4.

HacTtponTte noagkntoyeHne K yany cnyx6bl aucnetyepa NHdpacTpykTypa kak ycnyra.

MapameTp OnucaHue
C noacucTeMoi 6anaHCMpPOBKU BeeayTe NonHoe JOMEHHOE UMSI 1 HOMEP NopTa NoACUCTEMbI GanaHCUpPOBKY
Harpysku Harpyskv Ansi KomnoHeHTa «Cnyx6a aucnetyepar, mgr-sve-load-

balancer.mycompany.com:443.

He BBoguTe IP-agpeca.

Be3 noacucrembl 6anaHCUpPOBKU BBeguTe nonHoe AOMEHHOE MMS 1 HOMEP NopTa KOMMbIOTEPA, Ha KOTOPOM
Harpysku YCTaHOBIEH KOMMOHEHT «Cnyxx6a aucnetyepar», mgr-sve.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHutio ncnonbe3syerca nopt 443.
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15.

16.
17.
18.
19.
20.
21.

22.
23.
24,
25.

HacTpowite nogkntoyeHne Kk Beb-cepepy VHdpacTpykTypa Kak ycnyra.

MapameTp OnucaHue

C noacucTemMon 6anaHCMpPOBKU BBeauTe nonHoe JOMEHHOE UMSA 1 HOMEP NopTa NOACUCTEMbI GanaHCUPOBKM

Harpysku Harpysku Ans komnoHeHTa Beb-cepBepa, web-load-balancer.mycompany.com:
443.

He BBoguTe IP-agpeca.

Be3 noacuctembl 6anaHcUpoBKY BBeaunTe nonHoe JoOMeHHOE UMS M HOMEp NopTa KOMMboTepa, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMNOHEHT BeG-cepBepa, web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonuaHuio ucnomnbayetcs nopt 443.

LLenkHnTe MpoBepuUTb, 4TOOLI NPOBEPUTL NMOAKITIOYEHNE K KaXKAOMY U3 Y3M0B.
Beibepute Bepcusa VDI.

B TekctoBom none Cepsep VDI BBegute nonHoe AOMEHHOE MMSA YNpaBrsiemMoro cepsepa.
HaxxmuTe kHonky [lo6aBuUThb.

Haxmute kHonky [anee.

HaxxmunTe kHomnky YeTaHOBUTb, YTOObI HAYaTb YCTAaHOBKY.

Yepes HeCKONbKO MUHYT NOABMTCS coobLleHne 06 ycrnelwHOM 3aBepLUeHnM onepaLun.
HaxmuTe kHonky Oanee.

LenkHuTe anemeHT FNoTOBO.

Y6eautechb, YTO yCTaHOBKA BbINMOSIHEHA YCMELLHO.

(mononHuTenbHo) [lob6aBbTE HECKOMNBKO areHTOB B PasfNYHbIX KOHUIypaumsix U KOHEYHYHO TOYKY B
pamKax TOW e CUCTEMBbI.

Crenyromue maru

YUTtobbl 06ecne"nTb BbICOKYH OOCTYMNHOCTb ANst KOHEYHOW TOYKMU, MOXHO YCTaHOBUTbL M HACTPOUTL
pe3epBHbI areHT. YCTaHOBUTE Kaxabl U3 pe3epBHbIX areHTOB Ha OTAernbHOM cepsepe. [pu aTom ans
HWUX cregyeT 3adaTb OQMHAKOBOE MMsi U OAMHAKOBbIE NapameTpbl.

Veranoska arenta EPI g Citrix

AreHTbl PowerShell External Provisioning Integration (EPI) peanusytoT BO3MOXHOCTb UHTErpaumm
BHeLLHUX komnbtoTepoB Citrix B npouecc nogrotoBkn. AreHT EPI o6ecnevrBaeT noTokoByto nepegavy
o6pasoB aucka Citrix, KoTopble CNOMb3YTCA AN 3arpy3Kku 1 3anycka KOMMbITEPOB, No TpeboBaHuIo.

BbloeneHHbin areHT EPI B3aMmoaencTByeT ¢ 0AHUM BHELUHUM CepBEPOM MOAroTOBKM. Heobxoanmo
yCTaHOBUTb oauH areHT EPI anga kaxgoro aksemnnspa Citrix Provisioning Server.
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Tpebosanus k cepepy Citrix Provisioning Server

CuncTeMHbIN agMUHUCTPaTOP UCMOMNb3YET areHTbl MHAPPACTPYKTYpbl BHeLHen nogrotosku (EPI), 4tobbl
uHTerpuposatb cepBepbl Citrix Provisioning Server n BkntounTb Ucnonb3oBaHune cueHapues Visual Basic
B MpoLecce NoaroTOBKK.

Pacnonoxxenue YCTAHOBKHU U YUYCTHBIC JAaHHBIC

YctaHoBuTe areHT Ha y3ne PVS gna aksemnnsapos Citrix Provisioning Services. Npexae yem
yCTaHaBnmBaTb areHT, ybeamTech, YTo y3ern yCTaHOBKM COOTBETCTBYET TpeboBaHmaM K TpeboBaHus K
y3ny areHta Citrix.

Xotsa areHT EP| MmoxxeT 06bI4HO B3anMogencTBoBaTh C HECKOIbKMMK cepBepamu, Anst cepaepa Citrix
Provisioning Server Tpebyetcs BbiaeneHHbin areHT EPL. Cnegyet yctaHoBWTb No oaHomy areHTy EPI ans
kaxkgoro ak3emnnsapa Citrix Provisioning Server, ykasaB npu 3TOM UMsi CEpBepa, Ha KOTOPOM pa3MeLLeH
3K3emMnnsp. YYeTHble JaHHble, KOTOPbIE UCNOMb3YTCA AN 3arnycKka areHTa, AOMKHbI NpeaycmaTtpusaTth
aAMWHUCTPATUBHBIN AOCTyn K 3k3emnnspy Citrix Provisioning Server.

CepeHusa o nogaepxumBaemblx Bepcusx Citrix PVS cm. 3geck: Mampuya noddepxku vRealize
Automation.
TpebGoBanus k y3ny areuta Citrix

Maket SDK PowerShell n Citrix Provisioning Services Hy>XHO yCTaHOBUTb Ha y3en yCTaHOBKU nepes
yCTaHOBKOW areHTa. lNogpobHble cBeaeHus cm. Ha Beb-cavite VMware 3geck: Mampuya noddepxku
vRealize Automation.

Mepen yctaHoBKOW areHTa ybeauTecs, 4to Microsoft PowerShell yctaHoBReHa Ha y3ne yCcTaHOBKMU.
Tpebyemas Bepcus 3aBUCUT OT ONepPaLMoOHHON CUCTEMBI y3Ma yCTaHOBKN. [lononHUTeNbHble CBeeHS
cM. B LleHTpe cnpaBku 1 nogaepxkn Markpocodr.

Kpome TOro, cneayet ybeantbes, YTo ycTaHoBneHa ocHacTka PowerShell. [JononHutensHble cBeaeHust
cM. B Pykosodcmee o npoepammuposaHuro PowerShell Citrix Provisioning Services Ha Beb-canite Citrix.

Onsa nonutukm BeinonHeHns MS PowerShell yctaHaBnuaeTtcs 3HadeHne RemoteSigned mnu
Unrestricted. Cm. pasagen YcraHoBka 3HavyeHust RemoteSigned ansa nonuTtukm BoinonHeHus PowerShell.

[na nonyvyeHns JONOMNHUTENBHBLIX CBEOEHUA O NONUTUKE BbiNonHeHus PowerShell 3anyctute komaHagy
help about_signing nnn help Set-ExecutionPolicy B komaHgHom cTpoke PowerShell.

Veranoska arenra Citrix

AreHTbl PowerShell External Provisioning Integration (EPI) peanuaytoT BO3MOXHOCTb MHTErpaLmm
BHELLHMX CUCTEM B NPOLLECC NOAroTOBKM KomnbioTepoB. Micnonbsynte areHT EPI PowerShell gns
nHterpaumm c Citrix Provisioning Server, 4ToGbl akTBMpOBaTb NOATOTOBKY KOMMBIOTEPOB C MOMOLLIbIO
NMOTOKOBOM Nepeaayn SaHHbIX Ha Ancke no TpeboBaHuio.

Heo0xonnmeie ycmoBus

®  YcraHoBuTe MHdpacTpyKkTypa Kak ycrnyra, BKniodas Beb-cepBep 1 y3en crnyx6bl gucneTtyepa.
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®m  Y6eauTech, Uto TpeboBaHus B TpeboBaHus k cepepy Citrix Provisioning Server 6bin BbINOMHEHbI.

m  3arpyska cpeactBa yctaHoBku VHpacTpykTypa Kak ycnyra vRealize Automation.

IIponenypa

1. LWenkHuTe npaBoi KHOMNKOW MbILUKX ann yCcTaHOBKU setup__vrealize-automation-appliance-
FQDN@5480 . exe v BbiGepuTe MYHKT 3anycTUTb OT UMEHU aAMUHUCTpaTopa.

2. HaxmuTte kHonky Oanee.
3. [lNpumuTe ycnoBus NULEH3NOHHOIO COornalleHns n HaxkxmuTe kHonky [anee.

4. Ha cTpaHuue Bxoga YKaxute yyYeTHble AaHHble agMUHUCTpaTopa s yCTPoucTBa
vRealize Automation n nposepsTe ceptudmkat SSL.

a) Beegute nmsa nonb3oBaTens root v naporb.

BBeauTte naponb, ykasaHHbIN Npu pa3BepTbiBaHMM yCcTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTUdmKar.
B) LenkHuTe MpocMmoTpeTb cepTudukar.

CpaBHuTe oTnevaTok ceptudumkaTa ¢ OTnevaTkoM, 3adaHHbIM Ans YCTPOUCTBa
vRealize Automation. Ceptudukar yctporictea vRealize Automation MoXHO nOCMOTpeTb B
Opaysepe KnuneHTa npu nomyvyeHnn OoCTyna K KOHCONK ynpasneHus yepes nopT 5480.

5. Ha CTpaHuue «Tun YCTaHOBKU» Bbl6epI/ITe napameTp NMonb3oBaTenbckas yCTaHOBKa.

6. Ha ctpaHuue «Tun ycTaHOBKM» LLENKHUTE BbIGOP KOMNOHEHTOB.

7. an/IMI/ITe KOpHeBOe€e pacnofioXeHne yCTaHOBKU Ui Bbl6€pMTe KOMaHOy N3meHunTb 1 Bbl6epI/ITe nyTb

YCTaHOBKMU.

[axe B pacnpefeneHHoOM pasBepTbiBaHUM MHOTAA MOXHO YCTaHOBUTb HECKOSIbKO KOMMOHEHTOB
WHpacTpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'Ipvl YCTaHOBKE HECKOJ1IbKMX KOMMOHEHTOB I/IchpaCprKTypa KakK ycrnyra scerga VICI'IOJ'Ib3yIZTe OANH N

TOT Xe NyTb.

8. Haxwmute kHonky Oanee.

9. Ha ycTaHOBOYHOM KOMMbIOTEPE BOMAUTE B CUCTEMY C NpaBaMu agMuHUcTpartopa cnyx6 Windows.
Cnyx6a gomkHa ObITb 3anyLleHa Ha TOM e YCTaHOBOYHOM KOMMbIOTEPE.

10. Haxxmute kHonky Oanee.

11. B cnucke TvnoB areHToB BbibepuTe EPIPowerShell.
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12. B tekctoBOM none Umsa areHTa BBEAMTE MAEHTUMDUKATOP A5 3TOrO areHTa.
XpaHute dann ¢ MMeHeM areHTa, y4eTHbIMU JaHHLIMW, UMEHEM KOHEYHOM TOYKM U nHdopmaumen ob
ak3eMnnsipe nnatopMbl A1 KAXAOro areHTa. 3ta MHopmMaLmusa NoHagobuTcs st HACTPOMKK
KOHEYHbIX TOYEK U [obaBneHus y3rnos B OyayLiem.
BaxHo! [1nsa obecneyveHuns BbICOKOM AOCTYMNHOCTU MOXHO 406aBUTb pe3epBHbIE areHTbl U
HaCTPOUTb UX aHanoruyHo. [lybnuposatb areHTbl Heobsi3aTensHo.
MapameTp OnucaHue
Pe3epBHbIN areHT YcTaHaBnuBawnTe pe3epBHbIe areHTbl Ha pasfnyyHbIX cepBepax.
HasbiBanTe n HaCTpaI/IBaVITe pe3epBHbIE areHTbl aHanorn4Ho.
ABTOHOMHbIW areHT HasHa4ybTe areHTy yHMKanbHoe nms.
13. Hactpovite nogkntodeHne K yany cryx6bl aucnetyepa VHdpacTpyKkTypa Kak ycnyra.
MapameTp OnucaHue
C HOACMCTeMOﬁ GaﬂaHCMPOBKM BBe,D,I/ITe NnoJsiHoe JOMEeHHOE NMA N HOMep nopTa NoACUCTEMbI 6a.l'|aHCl/IpOBKVI
Harpysku Harpysku ans komnoHeHTa «Cnyx6a gucnetyepay, mgr-sve-load-
balancer.mycompany.com:443.
He BBoguTe IP-agpeca.
Be3 noacuctembl 6anaHCcUpoBKMU BBegnTe nonHoe AOMEHHOE MMS 1 HOMEP MopTa KOMMbOTEPa, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMNOHEHT «Cnyxba aucnetyepay, mgr-svc.mycompany.com:443.
He BBoguTe IP-agpeca.
Mo ymonuaHuio ucnomnbayetcd nopt 443.
14. Hactporite nogkntodeHmne k Beb-cepeepy NHdpacTpykTypa Kak ycnyra.
MapameTp OnucaHue
C noacuctemoin 6anaHCUpPOBKU BBeguTte nonHoe OMEHHOE UMSsI 1 HOMEP MopTa NoACUCTEMbI GanaHCMpPOBKU
Harpysku Harpysku Ans komnoHeHTa Beb-cepBepa, web-load-balancer.mycompany.com:
443,
He BBoguTe IP-agpeca.
Be3 noacucrembl 6anaHcUpoBKU BBeguTe nonHoe AOMEHHOE MMS 1 HOMEP NopTa KOMMbIOTEPA, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMOHEHT Beb-cepBepa, web.mycompany.com:443.
He BBoguTe IP-agpeca.
Mo ymonuaHuio ucnomnbayetcs nopt 443.
15. WenkHuTe MpoBepuTb, YTOOLI NPOBEPUTL NMOAKITHOYEHNE K KaXAOMY M3 Y3I0B.
16. Boibepute Tmn EPI.
17. B TekctoBom none CepBep EPI BBegnTe nonHoe AOMEHHOE MMS yNpaBnsieMoro cepeepa.
18. HaxmuTte kHonky [lo6aBuUThb.
19. HaxmuTte kHonky [anee.
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20. HaxxmuTe KHOMKy YCTaHOBUTb, YTOObLI Ha4yaTb YCTAHOBKY.
Yepes HECKONbKO MUHYT NOSABUTCH cOObLLEeHne 06 yCcrneLwHoM 3aBepLueHmn onepauum.
21. Haxxmute kHorky Oanee.
22. WenkHuTe anemeHT MNoTOBO.
23. Ybegutech, 4TO yCTaHOBKA BbIMOSIHEHA YCMELLHO.

24. (pononHuTtenbHo) [lob6aBbTe HECKONBKO areHTOB B Pa3fiNYHbIX KOHUIypaumsx U KOHEYHYHO TOYKY B
pamMkax TOW e CUCTEeMbI.

Crnenytomue maru

YTto6bl 06ecneunTb BbICOKYHO AOCTYMHOCTb AS151 KOHEYHOMW TOYKMU, MOXHO YCTAHOBUTb Y HACTPOUTb
pe3epBHbI areHT. YCTaHOBUTE KaXkabli U3 pe3epBHbIX areHTOB Ha OoTAerNbHOM cepBepe. [pu aTom ans
HUX criegyeT 3agaTh OOUHAKOBOE UMS Y OAMHAKOBbIE NapameTpbl.

YceranoBka arenta EP| s cuenapues Visual Basic

CuncTeMHbI aaMUHUCTPATOP MOXET yKasaTb cueHapuu Visual Basic B kauecTBe 4OMNONHUTENbHbIX LLAroB
B MpoLiecce NOAroTOBKM A0 UM NOCcne NOAroTOBKM KOMMbIOTEPA UIM NPU ero nabsatun. MNMepeq 3anyckom
cueHapues Visual Basic Heobxoammo yctaHoBuTb PowerShell External Provisioning Integration (EPI).

CueHapum Visual Basic ykasaHbl B CxeMe 311IEMEHTOB, C MOMOLLbIO KOTOPOW BbIMOSTHAETCH NOAroTOBKA
KOMMbIOTEPOB. Takune cueHapum UMEIOT JOCTYN KO BCeEM HacTpanBaeMbIM CBOMCTBaM, CBA3aHHbIM C
KOMMbIOTEPOM. YKa3aHHbIE B HUX 3HAYEHUS1 MOTYT 0OHOBNATLCSA. [JeNCTBUAM, BbINOMHAEMbIM Ha
cnepyouleMm Lware pabo4vero npouecca, AOCTYMHbl OOHOBIEHHbLIE 3HAYEHWS.

Hanpvmep, 0o NOArOTOBKM CLEHapUii MOXXHO MCMONb30BaTh A CO3AaHUsi CEPTUMUKATOB UM MapKepoB
6e30nacHOCTH, KOTOpble 3aTeM MOXHO MCMOb30BaTh NpU NOAroTOBKE KOMMbIoTEpPa.

YTtob6bl 406aBUTL CLEHapUK B NPOLIECC NOATOTOBKM, HEOOXOAMMO YCTaHOBUTL ONpeaeneHHbIn TN areHTa
EPI n pasamectnte Heobxoanmble cLueHapum B CUCTEME, B KOTOPOWM YCTAHOBIIEH areHT.

Mpwn BbINONHEHWN cueHapus areHT EPI npoxoauT Bce HacTpanBaeMble CBOMCTBA KOMMbOTEPA B Ka4yecTBe
aprymeHToB B cueHapun. Ytobbl BO3BpaTUTb OOHOBMEHHbIE 3HAYEHUSI CBOWCTB, HEOOXOAMMO pa3MecTuTb
3TW CBOWCTBA B crnoBape U Bbi3BaTb (pyHKUMIo VRealize Automation. MNpumep cueHapus XxpaHuTca B
nogkararnore cueHapueB KaTarnora ycTaHoBku areHta EPIl. OToT cueHapuin cogepxuT 3aronoBok Ang
3arpysku BCeX apryMeHTOB B CIOBaphb, CYLLHOCTb, B KOTOPYI MOXHO 400aBnATe PYHKLUN, Y HUKHUN
KOMOHTUTYN Ansi Bo3BpaTa 0OHOBMEHHbIX 3HAYEHU HacTpanBaeMbIX CBOMCTB.

NMpumeyaHue MOXHO yCTaHOBUTL Heckorbko areHToB EPI 1 cueHapues Visual Basic Ha HeCKOmbKux
cepBepax U BbINONHUTbL NOAFOTOBKY Ha Y3re areHTa C UCMNonb30BaHWEM KOHKPETHOro areHTa U cLieHapueB
Visual Basic. [1ns 3Toro Hy>xkHo obpatuTtbcs B cnyxby nogaepxku VMware.
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TpeboBanus k cienapusim Visual Basic

CurcTeMHbI agMUHUCTPaTOpP YCTaHaBNMBAET areHTbl C BHELLHEN CTPyKTypon nogrotosku (External
Provisioning Infrastructure, EPI), koTopble npegocTaBnsitoT BO3MOXHOCTb BbINOMHATL CLeHapumn
Visual Basic B npoLecce nNoAroToBKu.

B cneaytowen Tabnuue onvcaHbl TpeboBaHMs, KOTOPbIE OTHOCATCH K yCTaHOBKEe areHTa EPI, koTopbii
npegocTaBrseT BO3MOXHOCTb BbINOMHATL cueHapum Visual Basic B npouecce nogrotoBKu.

TaGnuna 5-13. Arentsr EPI qius emmonnenus criienapues Visual Basic

TpeGoBaHue OnucaHue

YyeTHble AaHHbIe YUeTHble AaHHbIe, C KOTOPbIMU BYAET BLINOMHATHLCS areHT, AOMKHbI UMETb
aAMVHUCTPATUBHbBIN JOCTYM K Y31y YCTaHOBKM.

Microsoft PowerShell lMpexae Yem ycTaHaBnNmMBaTh areHT, B y3ne criegyet yctaHoBuTb Microsoft
PowerShell. Tpebyemasi Bepcusi 3aBUCUT OT OnepaLMoOHHON CUCTEMbI y3na
YCTaHOBKM, KOTOPbIA MOT GbITb YCTAHOBIIEH C 3TOW OMNepaLnoHHON CUCTEMOIA.
[ononHuTenbHyo nHopmaumio cM. Ha cawnTe http://support.microsoft.com.

Monutuka BeinonHeHns MS PowerShell [ns nonuTukn BeinonHeHns MS PowerShell HyXHO yCTaHOBUTL 3Ha4eHune
RemoteSigned nnu Unrestricted.

Ytobbl nonyunTb nHopMaumio o NonuTuke BoinonHeHnst PowerShell, BbizoBute
OfHY M3 CriefyoLmnxX KomaHa B KomaHaHoun ctpoke PowerShell:

help about_signing
help Set-ExecutionPolicy

VYcranoBka arenra juts cienapues Visual Basic

AreHTbl PowerShell External Provisioning Integration (EPI) peanusytoT BO3MOXHOCTb UHTErpaumm
BHELLHMX CUCTEM B NPOLIECC NOArOTOBKM KOMMbioTepoB. Vcnonbaynte areHT EPI anst BeinonHeHus
cueHapues Visual Basic B kayecTBe AOMNOMHUTENbHbIX 3TanoB B NpoLiecce NOArOTOBKN.

Heo6xonumeie ycmoBus
= YcraHoBuTe MIH(ppacTpykTypa Kak ycnyra, Bknovas Beb-cepBep v y3en crnyx0Obl gucneryepa.
®m  Y6eauTech, Yto TpeboBaHusa B TpeboBaHus k cueHapusm Visual Basic 6binn BbINOMTHEHbI.

= 3arpyska cpeactBa yctaHoBku VHpacTpykTypa Kak ycnyra vRealize Automation.

IIpouenypa

1. LenkHuTe NpaBoi KHOMKOW MbILUKW hann yCcTaHOBKU setup__vrealize-automation-appliance-

FQDN@5480 . exe v BbibepuTe NYHKT 3anyCcTUTb OT UMEHU aAMUHUCTpaTopa.
2. HaxmuTte kHonky [Oanee.

3. an/IMI/ITe ycnosuaA NULUEH3NOHHOro cornawlleHna n HaXXMmnTe KHOMMKY Danee.
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10.
1.
12.

Ha cTpaHuue Bxoga yKaxuTe yyeTHble JaHHble agMUHUCTpaTopa Ansl yCTponcTea
vRealize Automation n npoeepbsTe ceptudpmkar SSL.

a) Beegute nmsa nonb3oBaTens root v naporb.

BeenuTe napornb, yKkasaHHbIN Npy pa3BepTbiBaHUKM ycTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTUdmkar.
B) LenkHuTe MpocMmoTpeTb cepTudmkar.

CpaBHuTe oTnevaTok cepTmudmkaTa ¢ OTNe4YaTkoM, 3a4aHHbIM Al YCTPONCTBa
vRealize Automation. Ceptudukar yctporctea vRealize Automation MoXHO nocMoTpeTb B
Opay3epe KnneHTa npu Nony4YeHun JOCTyna K KOHCONM yrnpasneHns Yyepes nopt 5480.

Ha cTpaHuue «Tun ycTaHoBku» BbiGepuTe napameTp Monb3oBaTenbckasi ycTaHOBKA.
Ha cTpaHuue «Tun ycTaHoBKW» LeNkHUTEe BbIGOP KOMMOHEHTOB.

an/IMI/ITe KOpHeBOEe pacnorioXeHne yCTaHOBKU UInn Bbl6epMTe KOMaHOy N3meHuTb 1 Bbl6epI/1Te nyTb
YCTaHOBKMW.

[axe B pacnpeneneHHoOM pasBepTbiBaHUM MHOIAA MOXHO YCTaHOBUTb HECKOIbKO KOMMOHEHTOB
MHpacTpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'Ipvl YCTaHOBKE HECKOJTbKMX KOMIMOHEHTOB I/IchpaCprKTypa Kak ycrnyra scerga MCI'IOJ'Ib3yI7ITe OANH N
TOT XXe NYyTb.

HaxmuTe kHonky Oanee.

Ha ycTaHOBOYHOM KOMMbIOTEPE BOMAWUTE B CUCTEMY C MpaBamu agMuHucTpartopa cnyx6 Windows.
Cnyx6a gomkHa ObiTb 3anyLleHa Ha TOM XXe YCTaHOBOYHOM KOMMbIOTEPE.

Haxxmute kHonky Oanee.

B cnucke Tnnos areHToB Bbibepute EPIPowerShell.

B tekctoBom none Umsa areHTa BBeauTe naeHTMUKaToOp ANst 9TOro areHTa.

XpaHuTe hanin ¢ UMeHeM areHTa, y4eTHbIMU LaHHbIMU, UMEHEM KOHEYHOW TOYKU U nHopmaumern ob
ak3eMnnsipe nnatopMbl 451 KAXKAOro areHTa. 3ta MHopmMaumsa NoHagobuTcsa s HACTPOWMKK
KOHEYHbIX TOYeK U [obaBneHus y3rnos B OyayLiem.

BaxHo! [1nsa obecrneveHuns BbICOKOW SOCTYMNHOCTU MOXHO A06aBUTb PE3EPBHbIE areHTbl U
HaCTPOUTb UX aHanorm4Ho. yénupoeatb areHTbl Heobsi3aTensHo.

MapameTp OnucaHue

Pe3epBHbIN areHT YcTaHaBnMBanTe pe3epBHbIe areHTbl Ha PasnnyHbIX cepBepax.

HasbiBante u HaCTpaI/IBaVITe pe3epBHble areHTbl aHanorn4Ho.

ABTOHOMHbIW areHT HasHaubTe areHTy yHuKanbHoe nmsi.
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13. Hactpoiite nogkntodeHmne K yany cnyxbbl gucnetyepa ViHdpacTpykTypa kak ycnyra.
MapameTp OnucaHue
C noacuctemoi 6anaHCUpPOBKU BBeauTte nonHoe JOMEHHOE UMSsI 1 HOMEP MopTa NoACUCTEMbI GanaHCMPOBKU
Harpysku Harpysku ans komnoHeHTa «Cnyx6a gucnetyepay, mgr-sve-load-
balancer.mycompany.com:443.
He BBoguTe IP-agpeca.
Be3 noacucrtembl 6anaHcMpoOBKU BBeagnTe nonHoe JOMEHHOE MMS 1 HOMEP MOopTa KOMMbIOTEPA, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMOHEHT «Cnyxba aucnetyepay, mgr-svc.mycompany.com:443.
He BBoguTe IP-agpeca.
Mo ymonyaHuto ncnonedyerca nopt 443.
14. Hactporite nogkntodeHmne k Beb-cepeepy NHdpacTpykTypa Kak ycnyra.
MapameTp OnucaHue
C noagcuctemon 6anaHCUpPOBKU BBeguTe nonHoe AOMEHHOE MMS 1 HOMEp nopTa NogcUcTeMbl 6anaHCMpoOBKU
Harpysku Harpysku ons KoMnoHeHTa Beb-cepBepa, web-load-balancer.mycompany.com:
443.
He BBoguTe IP-agpeca.
Be3 noacucrembl 6anaHcUpoOBKU BBegnTe nonHoe AOMEHHOE MMS 1 HOMEP NopTa KOMMbOTEPA, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMNOHEHT Beb-cepBepa, web.mycompany.com:443.
He BBoguTe IP-agpeca.
Mo ymonyaHuto ncnomnbdyerca nopt 443.
15. WenkHuTe MpoBepuTb, YTOOLI NPOBEPUTL NMOAKITHOYEHNE K KaXXOOMY M3 Y3I0B.
16. Boibepute Tmn EPI.
17. B TekctoBom none Cepsep EPI BBeagnte nonHoe JoOMeHHOE MM ynpaBrisieMoro cepsepa.
18. HaxxmuTte kHonky [lo6aBuUTb.
19. HaxmuTte kHonky [anee.
20. HaxxmuTe KHoMKy YeTaHOBUTb, YTOObI Ha4YaTb YCTAHOBKY.
Yepes HECKOMNbKO MUHYT NOSBUTCA coobLleHne 00 ycrnelHoM 3aBepLUeHM onepaunn.
21. Haxxmute kHomnky danee.
22. WenkHuTe anemeHT lNoToBo.
23. Ybegutech, 4TO yCTaHOBKa BbIMOMIHEHA YCMELLHO.
24. (pononHutenbHo) lobaBbTe HECKOMNBKO areHTOB B PasfiNYHbIX KOHUIypaumsix U KOHEYHYHO TOYKY B
paMKax TOW ke CUCTEMbI.
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YcranoBka arenta WMI ans ynanennsix 3anpocos WMI

CucTtemHbIi agMuHucTpatop aktueupyet npotokon WMI n yctaHasnveaet areHT WMI Ha Bcex
ynpasnsiembix komnstotepax Windows, 4Tobbl akTMBMpPOBaTL yNpaBeHe JaHHbIMU 1 OnepaLnsamu.

YcTaHoBKa areHTa Heobxoguma anga cbopa gaHHbIX, Hanpumep coctosHua Active Directory Bnagenbua
KoMnbloTepa, ¢ komnbtotepoB Windows.

Bxirouenune ynanenubix 3ampocoB WMI Ha kommbsrotepax Windows

[nsa ncnoneb3osaHus areHtoB WMI Hy>KHO BKMounTh yaaneHHble 3anpockl WMI Ha ynpaBngembix
cepepax Windows.

IIpouenypa

1.

B kaxgom fomeHe, cogepallemM NoaroToBMNEHHbIE N yNpaBnsieMble BUPTyaribHble MallnHbI
Windows, cosgavite rpynny Active Directory. [lo6aBbTe B Hee y4YeTHbIE AaHHbIE CYy>KObl areHTOB
WMI, BbinonHswowmx yaaneHHsle 3anpocskl WMI Ha nogroToBNeHHbIX KOMMNbIOTEPAX.

Bkntounte yganenHosle 3anpocskl WMI ang rpynn Active Directory, cogepalymx y4eTHble JaHHble
areHTa B Kaxxgom nogrotosrneHHoM komnbtotepe Windows.

Ycranoska areara WMI

AreHT uHctpymeHTapus ynpasnernus Windows (Windows Management Instrumentation, WMI)
obecneynBaeT c60p AaHHbIX Ha yrpaBnsemMblx koMmnblotepax Windows.

HeobxonuMele ycioBust

YctaHoBute VIHdbpacTpyKkTypa Kak ycnyra, Bkrtodasi Be6-cepsep v y3en cnyxbbl gncnertyepa.

Y6eautecb, 4To TpeboBaHus B BkntoveHne yaanenHsix 3anpocos WMI Ha komnbioTepax Windows
ObIfIM BbIMOSTHEHBI.

3arpyska cpeacTtsa ycTaHOBKM MIHpacTpykTypa Kak ycnyra vRealize Automation.

IIpouenypa

1.

LLlenkHnTe npaBon KHOMKOW Mblliv ¢oann ycTaHoBKU setup__vrealize-automation-appliance-
FQDN@5480 . exe v BbibepuTe MYHKT 3anycTUTb OT UMEHU agMUHUCTpaTopa.

HaxmuTe kHonky Oanee.

rlpl/IMl/ITe ycnosuaA NUMUEH3NOHHOrO cormnaleHna n HaXxXMmnTe KHOMKY Danee.
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10.
1.
12.

Ha cTpaHuue Bxoga yKaxuTe yyeTHble JaHHble agMUHUCTpaTopa Ansl yCTponcTea
vRealize Automation n npoeepbsTe ceptudpmkar SSL.

a) Beegute nmsa nonb3oBaTens root v naporb.

BeenuTe napornb, yKkasaHHbIN Npy pa3BepTbiBaHUKM ycTporcTBa VRealize Automation.
0) Bbibepute MpuHATL cepTUdmkar.
B) LenkHuTe MpocMmoTpeTb cepTudmkar.

CpaBHuTe oTnevaTok cepTmudmkaTa ¢ OTNe4YaTkoM, 3a4aHHbIM Al YCTPONCTBa
vRealize Automation. Ceptudukar yctporctea vRealize Automation MoXHO nocMoTpeTb B
Opay3epe KnneHTa npu Nony4YeHun JOCTyna K KOHCONM yrnpasneHns Yyepes nopt 5480.

Ha cTpaHuue «Tun ycTaHoBku» BbiGepuTe napameTp Monb3oBaTenbckasi ycTaHOBKA.
Ha cTpaHuue «Tun ycTaHoBKW» LeNkHUTEe BbIGOP KOMMOHEHTOB.

an/IMI/ITe KOpHeBOEe pacnorioXeHne yCTaHOBKU UInn Bbl6epMTe KOMaHOy N3meHuTb 1 Bbl6epI/1Te nyTb
YCTaHOBKMW.

[axe B pacnpeneneHHoOM pasBepTbiBaHUM MHOIAA MOXHO YCTaHOBUTb HECKOIbKO KOMMOHEHTOB
MHpacTpykTypa Kak ycnyra Ha ogHom cepsepe Windows.

I'Ipvl YCTaHOBKE HECKOJTbKMX KOMIMOHEHTOB I/IchpaCprKTypa Kak ycrnyra scerga MCI'IOJ'Ib3yI7ITe OANH N
TOT XXe NYyTb.

HaxmuTe kHonky Oanee.

Ha ycTaHOBOYHOM KOMMbIOTEPE BOMAWUTE B CUCTEMY C MpaBamu agMuHucTpartopa cnyx6 Windows.
Cnyx6a gomkHa ObiTb 3anyLleHa Ha TOM XXe YCTaHOBOYHOM KOMMbIOTEPE.

Haxxmute kHonky Oanee.

B cnucke Tun areHTta Bbibepute WMI.

B tekctoBom none Umsa areHTa BBeauTe naeHTMUKaTOp ANst 9TOro areHTa.

XpaHuTe hanin ¢ UMeHeM areHTa, Y4eTHbIMU LaHHbIMU, UMEHEM KOHEYHOW TOYKN U nHopmaumern ob
ak3eMnnsipe nnatopMbl 451 KAXKAOro areHTa. 3ta MHopmMaLmusa NoHagobuTcs s HACTPOWMKK
KOHEYHbIX TOYeK U [obaBneHus y3rnos B OyayLiem.

BaxHo! [Insa obecneyveHuns BbICOKOM SOCTYMNHOCTU MOXHO A06aBUTb PE3EpPBHbIE areHTbl U
HaCTPOUTb UX aHanorm4Ho. ybnupoeaTb areHTbl Heobsi3aTensHo.

MapameTp OnucaHue

Pe3epBHbIN areHT YcTaHaBnMBanTe pe3epBHbIe areHTbl Ha PasnnyHbIX cepBepax.

HasbiBante u HaCTpaI/IBaVITe pe3epBHble areHTbl aHanorn4Ho.

ABTOHOMHbIW areHT HasHaubTe areHTy yHuKanbHoe nmsi.
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13.

14.

15.
16.
17.
18.

19.
20.
21.
22,

HacTpoliiTe nogknioueHue k yany cryx6bl gucnetyepa ViHdpacTpykTypa kak ycnyra.

MapameTp OnucaHue
C noacucTemMon 6anaHCMpPOBKU BBeauTe nonHoe JOMEHHOE UMSA 1 HOMEP NopTa NOACUCTEMbI GanaHCUPOBKM
Harpysku Harpysku ans komnoHeHTa «Cnyx6a gucnetyepay, mgr-sve-load-

balancer.mycompany.com:443.

He BBoguTe IP-agpeca.

Be3 noacucTeMbl 6anaHCUPOBKU BBeayuTe NonHoe JOMEHHOE UMS 1 HOMEP MOPTa KOMMbIOTEPA, Ha KOTOPOM

Harpysku yCTaHOBIEH KOMMOHEHT «Cnyxba aucnetyepay, mgr-svc.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnonedyerca nopt 443.

HacTpowite nogkntoyeHne kK Beb-cepepy VHdpacTpykTypa Kak ycnyra.

MapameTp OnucaHue

C noagcuctemon 6anaHCUpPOBKU BBeguTe nonHoe AOMEHHOE MMS 1 HOMEp nopTa NogcUcTeMbl 6anaHCMpoOBKU

Harpysku Harpysku ons KoMnoHeHTa Beb-cepBepa, web-load-balancer.mycompany.com:
443.

He BBoguTe IP-agpeca.

Be3 noacucTtemMbl 6anaHcUpoBKY BBeauTe nonHoe JOMEHHOE UMS M HOMEp NopTa KOMMbTepa, Ha KOTOPOM
Harpysku yCTaHOBIEH KOMMNOHEHT Beb-cepBepa, web.mycompany.com:443.

He BBoguTe IP-agpeca.

Mo ymonyaHuto ncnomnbdyerca nopt 443.

LenkHuTe MpoBepuTb, 4TOOLI NPOBEPUTL NOAKITIOYEHNE K KaXXAOMY M3 Y3I0B.
HaxxmuTe kHonky [lo6aBuUThb.

Haxmute kHonky Janee.

HaxxmunTe kHomnky YeTaHOBUTb, YTOObI HAYaTb YCTAaHOBKY.

Yepes HECKOINbKO MUHYT NOSBUTCA coobLleHne 00 ycrnelHoM 3aBepLUeHM onepaunn.
HaxmuTe kHonky Oanee.

LenkHuTe anemeHT FNoTOBO.

Y6eauTech, YTO yCTaHOBKA BbIMOSIHEHA YCMELLHO.

(mononHuTenbHo) [lob6aBbTE HECKOMNBKO areHTOB B PasfNYHbIX KOHUIypaumsix U KOHEYHYHO TOYKY B
paMKax TOW ke CUCTEMbI.
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vRealize Automation

VRealize Automation no3BonseT BbIMNONHATL aBTOMaTUYECKY0 YCTAHOBKY MO CLIEHapuUio N3 KOMaHaHOM
CTPOKU 1 aBTOMATUYECKYH YCTaHOBKY C ucnornb3oBaHnem APL. B o6oux cnyvasix Heobxogumo 3apaHee
NMOArOTOBUTL 3HAYEHMS, KOTOpPblE BBOAATCS BPYYHYO MPU OObIYHOWM YCTaHOBKE.

B aTy rmaBy BxogdAT criegytoLine pasgens:

ABTOMaTMyeckas yctaHoBka VRealize Automation

BbinonHeHne aBTomMaTu4eckon yctaHoBku VRealize Automation
ABTOMaTMyeckasa yctaHoBKa areHTa ynpasrneHusi VRealize Automation
dann oTBeTa aBTOMaTU4ecKon yctaHoBku VRealize Automation
KomaHgHas cTpoka anga yctaHoBku vRealize Automation

API yctaHoBku B VRealize Automation

lMepexog mexagy bopmaTom CBOMCTB aBTOMaTMyeckon yctaHoBKM VRealize Automation n coopmatom

JSON

ABTomarnueckas ycranoBka VRealize Automation

Mpu aBTOMaTn4eckon yctaHoBke VRealize Automation ncnonb3yeTtca ucnonHaembii goans, KoTopblIii
CCbIfTaeTCs Ha TEKCTOBbLIN dhans OTBETOB.

B dbaiine oTBeToB NpeasapuTenibHO 3a4atoTCA NOMHbIE JOMEHHbIE UMEHA, YYETHbIE AaHHbIE A5 YYETHbIX
3anucein n apyrve napameTpbl, KOTOpbIe, Kak NpaBuo, 406aBNSIOTCS B XOA4e TPaAULMOHHON YCTaHOBKM C

ncnonb3oBaHMEM MacTepa Ui pqu0|71 YCTaHOBKMW. ABTOMaTmn4yeckas yCTaHOBKa XOpOoLwo noaxogunT and

crnenyoLmx cryyaes.

Pa3BepTbiBaHME HECKOMbKUX NPAKTUYECKN OANHAKOBbIX Cpes
MHorokpaTHoe NOBTOPHOE pa3BepThiBaHNE OQHOW 1 TOM Xe cpeapbl
YctaHoBka 6e3 y4acTus nonb3oBarens

YCTaHOBKa Ha OCHOBE CLeHapus

BreinonHenue aBromarnyeckoi yctaHopku VRealize Automation

/3 KoHCOMnKM TONbKO YTO pas3BepHyToro ycrponcTtea VRealize Automation MOXHO BbINOMHATL
aBTOMaTM4YecKyto ycTaHoBKy VRealize Automation, He TpebytoLLyto y4acTus nonb3oBaTens.
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Heo6xonumeie ycioBus

m  Cospganite HeHacTpoeHHoe ycTporcTBo. CM. pasgen PassepTteiBaHue ycTporicTea VRealize
Automation.

m  Cospgante nnu onpegenute ceon MHdpacTpykTypa kak ycnyra-cepsepbl Windows n HacTponte ux
HeobxognmMble TpeboBaHus.

®  YCTaHOBMWTE areHT ynpasneHus Ha cepBepax VMiHdpacTpykTypa kak ycnyra Windows.

AreHT ynpaBneHusi MOXXHO YCTaHOBUTb C MOMOLLIbIO TPAAULIMOHHOW 3arpysku ganna .msi unm
aBTOMaTU4eCcKOoro npouecca, onucaHHoro B ABTomMaTtunyeckasi ycTaHOBKa areHTa ynpaeneHuns vRealize
Automation.

IIpouenypa

1. Bongute B koHcoOnb ycTpoicTtea VRealize Automation B kauecTse NnpuBMnerMpoBaHHOro
nonb3oBaTernsi.

2. [lepengute B cneayoLLmiA KaTanor.
/usr/1lib/vcac/tools/install
3. Ortkponte dpann oteeTa ha.properties B TEKCTOBOM pefakTope.

4. [lobGaBbTe 3anuvcu, xapakTepHble s Ballero pa3BepTbiBaHus, B anne ha.properties, 3atem
coxpaHuTe 1 3akpounTte dann.

Mo>XXHO TaKKe COKOHOMUTb BPEMS, CKONUPOBaB 1 n3mMeHuB doann ha.properties U3 gpyroro
pa3BepTbIBaHMS BMECTO pPeaaKTMpOBaHWst BCEro channa no yMonyaHuio.

5. W3 Toro e katanora 3anyCcTute yCTaHOBKY, BbIMOSTHUB CNEeAYHLLY KOMaHAay.
vra-ha-config.sh
YcTaHoBKa MOXET ANUTbLCS A0 Yaca u 6onee, B 3aBUCUMOCTM OT Cpefbl 1 pa3Mepa pasBepTbiBaHUS.
6. (mononHuTenbHO) Nocne 3aBepLUeHMs YCTaHOBKM NPOCMOTpUTE chann XypHana.
/var/log/vcac/vra-ha-config. log

CpencTBo aBTOMATMYECKOWN YCTAHOBKU HE COXPAHSET CryxebHble JaHHbIe B XXypHar, B YaCTHOCTU
naponu, NUUEH3nnN Unu ceptTudmkarsl.

ABTOMAaTHYECKAsI YCTAHOBKA arcHTa YNpaBJICHUS
vRealize Automation

AreHT ynpaeneHus vRealize Automation MOXXHO YyCTaHOBUTb C MOMOLLbEO KOMaHAHOW CTPOKM Ha Jito6oM
WHdpacTpykTypa Kak ycrnyra-cepsepe Windows.

ABTOMaTMYeCKas yCTaHOBKa areHTa yrnpasneHusi coctouT u3 cueHapusa Windows PowerShell, B kotopom
HacTpauBaloTCs HEKOTOpble NapamMeTpel. [NMocne gobaBneHns napameTpoB, 3aBUCSLLMX OT KOHKPETHOTO
pasBepTbIBaHWS, areHT ynpaBeHns MOXXHO aBTOMaTUYECKN YyCTaHOBUTbL Ha BCeX VIHdpacTpykTypa kak
ycnyra-cepepax Windows, 3anycTuB KOMMM OQHOMO M TOTO Xe CLEeHapus Ha Kaxaom U3 HMX.
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Heo6xonumeie ycioBus

m  Cospganite HeHacTpoeHHoe ycTporcTBo. CM. pasgen PassepTteiBaHue ycTporicTea VRealize
Automation.

m  Cospgante nnu onpegenute ceon MHdpacTpykTypa kak ycnyra-cepsepbl Windows n HacTponte ux
HeobxognmMble TpeboBaHus.

IIpouenypa

1. Bongute Ha cepsep Windows VHdpacTpykTypa Kak ycryra, Ucnonb3ysi Y4eTHYH0 3anuchb ¢ npaBamMu

agMUHMCTpaTopa.
2. Ortkponte URL-agpec nporpammsl ycTaHoBKK ycTponcTea VRealize Automation B Be6-6pay3sepe.

https://vrealize-automation-appliance-FQDN:5480/installer

3. LenkHute ccbinky Ha dhann cueHapusa InstallManagementAgent. psl PowerShell npaBoi kHonkom

MbILLIW 1 COXPaHUTE ero Ha pabouunii CTon UM B nanky Ha MIHppacTpykTypa kak ycrnyra-cepBepe
Windows.

4. Otkponte pann InstallManagementAgent.psl B TEKCTOBOM pedakTope.

5. Boane BepxHel YyacTu dhaina cueHapust 4obaBbTe NapaMeTphbl, 3aBUCALLNE OT KOHKPETHOTO
pa3BepTbIBaHUS.

m  URL-agpec yctporictBa vRealize Automation
https://vrealize-automation-appliance-FQDN:5480
= YyeTHble AaHHble AN1S1 YY4ETHON 3anucy nonb3oBarerns root Ha ycTponctee VRealize Automation

= YyeTHble AaHHble Nonb3oBaTens cnyxobl VRealize Automation, yueTHast 3anncb gomeHa ¢
npaBamMmu agMmuHucTpartopa Ha NHdpacTpykTypa kak ycnyra-cepsepax Windows

= [lanka, B KOTOPYIO MO YMOSYaHWUIO YCTaHABNMBAETCS areHT ynpasneHus, — Program Files
(x86)

= (gononHuTenbHo) OTnevartok ceptudukata popmata PEM, ncnonb3yemoro ans npoBepku
NoaSIMHHOCTK

6. CoxpaHute n 3akponTte ann InstallManagementAgent.psl.

7. YTOObLI aBTOMATUYECKM YCTAHOBUTL areHT ynpaBneHus, ABaxabl LWenkHUTe dann
InstallManagementAgent.psl.

8. (pomonHuTenbHo) Ybeautech B TOM, YTO yCTaHOBKa 3aBepLueHa. [1ns aToro HavauTe areHT
ynpasneHusa VMware vCloud Automation Center B cnvcke «[lporpaMMbl 1 KOMNOHEHTbI» Ha
naHenu ynpaenenuns Windows v B cnvcke 3anyLueHHbIX cnyx6 Windows.

daiin orBeTa aBTOMarnyeckoi ycraHopku VRealize Automation

[nsa aBTomaTnyeckmx yctaHoBok VRealize Automation HeobxogmMmMo 3apaHee NoAroToBUTL TEKCTOBbIN
¢ann oTeeTa.
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Bce 3aHOBO pa3sBepHyThle YcTponcTBo VRealize Automation cogepxat ¢ann oTBeTa No yMOnyaHuio.
/usr/1lib/vcac/tools/install/ha.properties

YToObI BbINOMHUTL aBTOMaTn4eCKyro YCTaHOBKY, Heobxoanmo HaCTpoOuUTb NapaMeTpbl B ha.properties c
NOMOLLIbKO TEKCTOBOIO peaakTopa Anda pa3BepTbiBaHNA, KOTOPOEe crnenyeTt yCTaHOBUTb. anIBeD,eHHI:Ie
HWXe NMpuMepbl — 3TO JINLIb HEKOTOPbLIE NapaMeTpbl U CBEOEHUA, KOTOPbIE HeobxoaMmo 0ob6aBuThb.

®  JlnyeHanoHHbIN Knod VRealize Automation nnu naketa
m  [lonHble AOMEHHbIE MMeHa y3na YcTponcTBo VRealize Automation
= YyeTHble AaHHble YYETHOW 3anucuy nonb3oBartens root Ycrponcteo vRealize Automation

®m  [lonHble JOMeHHblE MMeHa VIHgpacTpykTypa Kak ycnyra-cepepa Windows, koTtopble 6yayT
BbINONHATE ponb Be6-y3MnoB, y3rnoB cnyx0Obl gucneryepa u T. 4.

®  YyeTHble AaHHble Nonb3oBaTens crnyxobl VRealize Automation, yueTHasi 3anncb JoMeHa ¢ npaBamMmu
agMuHucTpartopa Ha UHdpacTpykTypa kak ycnyra-cepepax Windows

®m  [lonHble JOMEHHbIE MMeHa NoAcUCTEMbl GanaHCMPOBKN Harpy3Kku
= [lapametpsbl 6a3bl gaHHbIX SQL Server
m  [lapameTpbl areHTa NpoKcu-cepBepa Ans NOAKMIYEeHNs K pecypcamM BUpTyanuaaumm

= [lomkHa Ny nporpammMa aBTOMaTU4eCcKoM YCTaHOBKM MblTaTbCA UCNPaBUTb OTCYTCTBYHOLLME
Heobxoanmble TpeboBaHusa VIHpacTpykTypa Kak ycnyra-cepeepa Windows

[Mporpamma aBTOMaTUYECKON YCTAHOBKU MOXET UCMPaBNATb MHOMME OTCYTCTBYOLLME HeobXxoanmble
TpeboBaHust Windows. XoTs HekoTopble NpobremMbl ¢ KOHUIypaumnen, Hanpumep oTCyTCTBUE
[0CTaTOYHOM MOLLHOCTM LieHTpansHOro npoleccopa, nporpaMmMma aBToMaTuyeckom YyCTaHOBKM
N3MEHUTb HE MOXET.

[nsi 3KOHOMUW BPEMEHU MOXHO NMOBTOPHO MCMNONb30BaTb U N3MEHUTL dhann ha.properties,
HaCTPOEHHbIN 451 APYroro pa3BepTbiBaHMs!, B KOTOPOM NapaMeTpbl Obinv noxoxumu. Kpome Toro, Bo
BpeMs HeaBTOMaTM4ecKon ycTaHoBkn VRealize Automation ¢ nomoLLb0 MacTepa yCTaHOBKU NOCNEaHNIA
CO3[aeT 1 CoxXpaHsAeT napameTpbl B danrne ha.properties. ®ann Mmoxet ObiTb NONE3eH AN NOBTOPHOMO
NCMNONb30BaHUSA Y U3MEHEHUS ANsi aBTOMATMYECKON YCTaHOBKN NOA0OHOro pa3BepThiBaHUS.

MacTep He coxpaHseT B hans ha.properties napameTpbl, UMEOLLME OTHOLLEHME K YAacTHOM
COOCTBEHHOCTW, HaNpMMep Naponu, MMLEH3MN UNN cepTUdMKaThbI.

Komananas ctpoka a1 ycranoBku VRealize Automation

vRealize Automation cogepxut nHtepdenc KomaHaHOM CTPOKM Ha OCHOBE KOHCOSM AN BHECEHUS
N3MEHEHN B HACTPOMKN YCTAHOBKN, KOTOPbIE MOTYT NOTpeboBaThLCs NOCIE M3HaYarbHOM YCTaHOBKN.

C nomolLLbto nHTepdenca komaHgHon cTpoku (CLI) MoXHO 3anycTuUTb 3ag4aym yCTaHOBKU U HACTPOWKN,
KOTOpbIe NOCre N3HavanbHoW YCTaHOBKM Borblue HeMnb3s BbIMOMHUTL Yepe3 MHTepderic Ha OCHoBe
bpaysepa. OyHkummn CLI: noBTOpHas npoBepka HEOOXOAMMBIX YCNOBUIA, YCTaHOBKA KOMMOHEHTOB
NHMPaCTPYKTYPbI Kak yCryru, ycTaHOBKa cepTUUKATOB UMM HAaCTPOWMKa MMEHN y3na

vRealize Automation, Ha KOTOpbI NOMb30BaTENM HAMpPaBsOT CBOM BeO-Opayaep.
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MHTepderic CLI Takke noneseH aAns onbITHbIX MNOMb30BaTENeNn, KOTOpble XOTAT co34aTh CLeHapun
onpefeneHHbIx onepauun. Hekotopble dyHkumm CLI ncnonb3ytotcs npyv aBToMaTU4eCckon ycTaHoBKe,
NMO3TOMY 3HAKOMCTBO C 06enMm OYHKUUAMM YKPENUT 3HAHMS MO CO34aHMI0 CLEHapUEB YCTAHOBKM
vRealize Automation.

basossie oneparuu o ycranoske VRealize Automation us komanaHoit
CTPOKH

B nHTepderice komangHOM CTPOKM Ans ycTaHoBkM VRealize Automation npegycmotpeHbl 6a3oBble
onepauun BbICLLETO YPOBHS.

BasoBble onepavmu No3BonsAT oTobpaxaTe naeHTudurkaTopsbl y3nos vVRealize Automation, 3anyckatb
KOMaH[bl, MPOBEPSTb COCTOSAHME KOMaHAbl U NpOoCMaTpmMBaTh CPaABOYHYHO UHpopMaLmio. YToObl
0TOOpasnTb 3TK onepaumy 1 UX NapameTpbl HA QUCNIee KOHCOMW, BBEAMTE CriedyoLLyo kKomaHay 6e3
Kaknx-nnbo napamMeTpoB 1 onpegenutenen.

vra-command

OrobpaxeHue uIeHTU(YUKATOPOB y3TI0B

Heobxogmmo 3HaTh naeHTudmkaTopsbl yanoB vRealize Automation, 4ToGbl BbINONHATE KOMaHAbLI 4NS
HYXXHbIX LileneBbIX cuctem. Ytobbl 0TO6pasnTb naeHTUMKaTOPh! Y3roB, BBEAUTE CrieayLyo KOMaHay.

vra-command list-nodes

Ob6paluanTe BHUMaHWE Ha MAEeHTUUKATOPbI Y3MOB, NPEeXae YeM 3anyckaTb KOMaHabl Ha TOM U MHOM
KOMMbloTEpE.

Bremonnenne KOMaH[

BonbLUMHCTBO OYHKLMIA KOMaHAHOW CTPOKU NpeayCcMaTpmuBatoT BbINOMHEHWE KOMaH/, MO OTHOLLUEHUIO K
y3ny B knactepe VRealize Automation. YTo6bl BbINOMHUTL KOMaHAY, UCMNOMb3YNTe CrieayoL i
CUHTaKCUC.

vra-command execute —--node node-ID command-name —-parameter-name parameter—value

Kak nokasaHo B CMHTaKcuCe Bbllle, MHOTMM KOMaHOaMm Tpe6y+0Tc;| napameTpbl N 3HA4YEeHUA NapaMeTpoB,
Bbl6paHHbIe nornb3oBarternem.

OtobOpaxeHue COCTOSTHUSI KOMaH/IbI

BbINONHEHNE HEKOTOPbIX KOMaHA, MOXET ANUTLCS HECKONBbKO CEKYHA, Unu gorblue. YTobbl NpoBepUTb Xo4
BbINOMHEHWs1 BBEAEHHOW KOMaHZbl, 3anyCcTUTe CreayoLLyo KoMaHay.

vra-command status

CocTosiHMe koMaHabl 0COB6EHHO NONe3Ho Ansl OTCNEeXUBaAHUA X04a BbINONMHEHUS aBTOMaTUYECKON
YCTAHOBKU, KOTOpPaA MOXET NpoaoIKaTbCA ONMUTENbHOE BPEMA MpU OonbLLUMX pa3mMepax pa3sepTbiBaHUA.
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OTtobOpakeHue CrpaBKu

YT06bl OTOBPAa3NTL CPaBOYHYHO MHOPMALIMIO O BCEX AOCTYMHbIX KOMaHAax, BBeAMTe CriedytoLyto
KomaHay.

vra—-command help
YTtobbl 0TOOPa3nTb cnpaBky 4SS O4HOW KOMaHAbl, BBEAUTE CriedyoLLy0 KOMaHay.

vra—-command help command-name

Hasganus xomann ycranoBku VRealize Automation

KomaHgbl NpefocTaBnsaoT KOHCOMbHbIN SOCTYMN KO MHOMMM 3agadam no yCTaHOBKE U HacTpolike
vRealize Automation, koTopble, BO3MOXXHO, MOHaA00OMTCA BbIMOMHWUTL MNOCIE U3HAYaNbHOW YCTaHOBKM.

Mpumepamy 4OCTYMHbIX KOMaHA SABASOTCA crneaytoLmne QyHKLMN.
m  [lobaBneHune gpyroro yctponcTtea vRealize Automation K CyLLecTBytoLLEN YCTaHOBKE

= 3agaHve UMeHu y3ra, Ha KOTOpbI Nornb3oBaTernn HacTpanBaloT CBoW Beb-6paysep npu nonyyeHun
pocrtyna Kk vVRealize Automation

m  CosgaHue 6a3bl faHHbIX SQL Server MHpacTpyKTypbl Kak ycryru

®  3anyck cpeacTBa NpoBepkM HeoGxoaMMbIX ycroBuii Ha cepepe Windows HpacTpyKkTypbl Kak
ycnyrm

= /IMnopT cepTugukaToB

MonHbIN cNncok AOCTYNHbIX KomaHa VRealize Automation MOXHO nony4nTb Nocne Bxoda B KOHCOIMb
ycTpoincTtea VRealize Automation n BBoga crieqytoLen Komanapl.

vra—-command help

MorHbIA CNMCOK Ha3BaHWUA M NapaMeTPoB KOMaHZ He BOCMPOM3BOAMTCS B OTAENbHON AOKyMeHTaumu. [ns
3 PeKTMBHOIO NCMOMb30BaHKA CnMcka onpedennte HeobxoaMMyo KOMaHay U Cy3bTe MOWCK, BBeAS
cneayoLLyto KomaHay.

vra—-command help command-name

API ycranoku B VRealize Automation

Nutepderic REST APl onsa yctaHoBku vRealize Automation no3BonsieT BbINOMHATbL YCTAHOBKM
vRealize Automation, ynpaensieMble UCKMTOYMTENBHO NPOrpamMmmMHbIM 0becrnedYeHnem.

Onsa API yctaHoBku Tpebyetcs, 4tobbl B hopmate JSON npegoctaBnsanmch Te e 3anncu, KoTopble npu
yCTaHOBKE Yepes KOMaHOHY CTPOKY NpUHUMatoTcsa 13 darina oTBeToB ha. properties. [NprBeneHHble
Jarnee UHCTPYKLUM MOMOryT 03HAaKOMUTBCA C NpUHLMNOM paboTel API 1 HayunTbCst COCTaBnATb
nporpaMmmHble Bbi3oBbl API ans yctaHoBku vRealize Automation.

= YT06bI MONy4MTb AOCTYN K AOKyMeHTaummn no AP, ykaxunTte B BeO-6pay3sepe cnegytoLLyto cTpaHuuy
ycTpoincTtea VRealize Automation.
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https://vrealize-automation-appliance-FQDN:5480/config

TpebyeTtcsa HeHacTpoeHHoe ycTponcTeo VRealize Automation. Cwm. pasgen PassepTbeiBaHue
ycTponctBa VRealize Automation.

®  YT06bI ncnpoboBaTth pasnunyHblie BapnaHTbl yCTaHOBKM ¢ nomMoLubio API, Hangute n passepHuTe
cnegytoLlyto komaHgy PUT.

PUT /vra-install

= CkonupynTe He3anonHeHHble napameTpbl B popmate JSON n3 nons install_json B TeKCTOBbIN
penakTop. BBeante 3HaueHUsA OTBETOB Tak e, Kak 3To fgenaetcs B ha.properties. Korga oteetsl B
dopmaTe JSON ByayT rotoBbl, CKONUPYNTE 1 BCTaBbTe koA B install_json, 3ameHnB um
He3anosnHeHHble napameTpbl B popmaTte JSON.

AnbTepHaTMBHbIN CNOCO6: OTPeaakTUPOBaTh YKasaHHbI Aanee wabnoH gaHHbIX JSON n
ckonupoBaTb pe3ynerart B install_json.

/usr/1lib/vcac/tools/install/installationProperties.json
MoxxHo Takke npeobpasoBaTb 3anonHeHHbIn hann ha.properties B dopmat JSON n Hao6opoT.
= B none gencrens BBeAMTE NPOBEPUTL U LLENKHUTE areMeHT McnpoboBaTh.

[HericTtBue npoBepkm 3anyckaeT B VRealize Automation npoBepky o6s13aTenbHbIX YCNOBUIA U
nucnpaeneHne Henonagok.

= OTBET Ha OeNCTBUE NPOBEPKN COOEPKUT BYKBEHHO-LIMDPOBOW KOA KOMaHAbl, KOTOPLIA creayeT
BCTaBUTb B YKa3aHHyo ganee komangy GET.

GET /commands/command-id/aggregated-status
OtBeT Ha komaHay GET cogepxuTt nHdopmauuio 0 Xoae BbINOSTHEHWS MPOBEPKN.

®  [locne ycrneLwHoro 3aBepLLeHUsI MPOBEPKM MOXKHO 3anyCTUTb caMy YCTaHOBKY, NOBTOPUB MPOLIECC.
[lnsa atoro B none AeicTBUSi NPOCTO BbibeprTe BMECTO BapriaHTa NPOBePUTb BapuaHT YCTAHOBUTL.

B 3aBucumocTn oT macwwtaba pas3BepTbiBaHWS YCTAaHOBKA MOXET 3aHATb 3HAUYUTENIbHOE BPEMSI.
YTto6bl NpoBEPUTL XO[, €€ BbINMOSIHEHWS, HANOUTE CHOBA KO KOMaHAbl M BOCMOSb3yATECh KOMaHO0M
GET gnsa nony4eHus CyMMapHOro CocTosiHus. B npumepe Huke nokasaHo, Kak MOXeT BbIMMsaeTb
OTBET Ha komaHay GET.

"progress": "78%", "counts": {"failed": 0, "completed": 14, "total": 18,
"queued": 3, "processing": 1}, "failed-commands": 0O

®  Ecnv BO3HMKNM NpoGrnembl C yCTAHOBKOM, MOXHO 3anycTUTb cGOp AaHHbIX XXypHara Ans BCexX y3noB ¢
MOMOLLIbIO YKa3aHHOW Jarnee KoMaHbl.

PUT /commands/log-bundle

Kak n B crniyvae ¢ ycTaHOBKOW, BO3BpaLlaeTcsl OyKkBEHHO-LM(POBOWN KOA KOMaHAbl, C MOMOLLbHO
KOTOPOro MOXXHO MPOBEPUTL COCTOsIHME cbopa OaHHbIX XXypHana.
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[Tepexon mexay (opMaToM CBOMCTB aBTOMaTHYECKOM YCTaHOBKH
vRealize Automation u ¢popmarom JSSON

[ns aBToMaTtnyeckomn yctaHoBkM VRealize Automation ¢ ucnons3sosaHnem APl unu nHtepderica
KOMaHOHOWM CTPOKM MOXXHO Npeobpa3oBaTth 3anofHeHHbIV dhann oTBeToB cBolcTB B doopmaT JSON u
HaobopoT. Ecnn aBTOMaTMyeckas yCTaHOBKA BbIMOSTHAETCS C MCMONb30BaHNEM NMHTEPdENnca KOMaHOHOM
CTpOKM, TpebyeTcs haln CBOWCTB, ecnu ¢ ucnons3osaHnem APl — dgopmat JSON.

HeobxomuMere ycioBus

3anorHeHHbI dhans 0TBETOB CBOMCTB MUK 3anosiHeHHbIn doann JSON
/usr/1lib/vcac/tools/install/ha.properties

unm

/usr/lib/vcac/tools/install/installationProperties.json

IIpouenypa
1. Bowngute B ceaHcC KoHconu ycTponcTBa VRealize Automation kak nonb3oBatesnb root.
2. 3anycTtuTe COOTBETCTBYIOLUUIA CLieHapuii npeobpa3oBaHus.

= [IpeobpasoBaHre JSON B chopmaTt CBOMCTB

/usr/1lib/vcac/tools/install/convert-properties ——from-json
installationProperties.json

CueHapuii co3gaet HOBbIW (hbalin CBOMCTB C METKOW BPEMEHU B UMEHW, Hanpumep:
ha.2016-10-17_13.02.15.properties

m  [IpeobpasoBaHue hopmaTta ceoncts B JSON
/usr/1lib/vcac/tools/install/convert-properties ——to-json ha.properties

CueHapui co3gaet HOBbIV bann installationProperties.json ¢ METKOM BPEMEHN B UMEHM,
Hanpumep:

installationProperties.2016-10-17_13.36.13.json

MO>XHO BbIBECTU Ha 3KpaH CNpaBOYHY MH(OPMAaLMIO O CLIeHapUn.

/usr/lib/vcac/tools/install/convert-properties -—help
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3aJ1a4n MOCJI€ YCTAHOBKHU
vRealize Automation

Mocne yctaHoBkM VRealize Automation Bo3HMKaOT 3agadu, KoTopble MOryT noTpeboBaTb BHUMAaHKS.

B aTy rmaBy BxogdaTt cnegyroLine pasgensi:

®m  HacTpovika wndpoBaHMs, COOTBETCTBYOLLErO dheaepanbHOMy CTaHa4apTy 06paboTkm nHopmaumm
= BkrodeHne aBTOMaTuU4eCcKoro aBapumHoOro nepeknioveHns crnyxobsl gucnetyepa

®m  ABTOMAaTMYECKOE aBapuiHoe nepeknoveHne 6asbl gaHHbIX PostgreSQL B vRealize Automation

®  3ameHa camo3aBepsoLLmMX cepTudurKaToB cepTudmkaTamm, Bol4aHHbIMU LEHTPOM cepTudukaumnm
m  /IameHeHne numeH n IP-agpecos y3nos

®  JlnueHaumpoaHue vRealize Code Stream

m  YcTaHoBKa areHTa VRealize Log Insight Ha MIHbpacTpykTypa Kak ycnyra-cepsepax

®  [I3ameHeHune nopta npokcu-cepeepa and VMware Remote Console

®  /I3MeHeHne NonHoro AOMEHHOro MMeHn ycTponctea vRealize Automation o6paTtHo Ha ucxogHoe
norHoe JOMEHHOE UMS

m  Hactpowika rpynnbl goctynHocTtu AlwaysOn SQL

m  [lobaBneHve ceTeBbiX aganTepoB nocrne yctaHoBku vRealize Automation
®m  HacTpovika cTaTM4ecknx MapLupyToB

= YnpaBneHue ncrnpasneHnsMu goctyna

®m  HacTtpolika JocTyna kK apeHaaTopy no yMonYaHuio

HacTtpoiika mudpoBanus, COOTBETCTBYIOIIETO (he/lepaibHOMY
CTaHJIapTy 00paboTKU MHPOpMaIUU

MOXXHO BKITHOUMTB UNN OTKIIOYNTL LWMGpOBaHUe, COOTBETCTBYOLLEe dheaepanbHOMY CTaHaapTy
obpaboTkm nHpopmauum (Federal Information Processing Standard, FIPS) 140-2, ansa BxogsLiero u
ucxopgsuiero ceteBoro Tpadumka yctponctea vRealize Automation.

[nsa nameHeHus napametpos FIPS Tpebyetcs nepesanyck vRealize Automation. o ymonyanuio
npumeHeHne FIPS oTkmoyeHo.
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IIpouenypa

1.

4.

BowiguTe B uHTEephenc ynpasneHus yctponctea VRealize Automation kak nonb3oaTterns root.
https://vrealize-automation-appliance-FQDN:5480

Bbibepute anemeHThl MapameTpbl VRA > HacTpoiku y3na.

B npaBom BepxHEM yriy HaXMUTE KHOMKY, YTOObI BKIOYUTL Unn oTknounTe FIPS.

Mpw BKNIOYEHHOM COCTOSHUM AN BXOOSALLErO U MCXOASILLEro CETEBOro Tpaduka ycTponctea

vRealize Automation nopta 443 ncnone3yetcs wWndpoBaHue, cooteeTcTByoLLee FIPS 140-2.
HesaBucumo ot HacTpoek FIPS B vRealize Automation ncnonbeaytotcs anroputMmbl, COOTBETCTBYHOLLNE
ctangapty AES-256, ans obecneveHuns 6€30nacHOCTM 3aLLMLLEHHbBIX AaHHbIX, KOTOPbIE XpPaHATCA Ha
ycTponcTee VRealize Automation.

MpumeuaHmne B stom Bbinycke vRealize Automation cootBetcTBme FIPS obecneunBaeTcs nuilb
YaCTUYHO, TaK KaK cepTuuMLMpoBaHHbIE KpunTorpadryeckne Moaynmn NCnornb3yTCs eLLle He BO BCeX
BHYTPEHHMX KOMMOHEHTax. Tam, rae cepTudrLUMpoBaHHbIE MOAYMM ELLE He peanunu3oBaHbl,
NCNONb3YKTCS anropuTMbl, COOTBETCTBYHOLLME cTaHaapTy AES-256.

Yrto6bl nepesanyctutb VRealize Automation, Haxkmute kHonky [a.

FIPS moxHO Takke HacTpouTb B CeaHce KoHconu ycTponcTea VRealize Automation ¢ npasamu

nonb3oBarens root, BOCMOMb30BaBLUNCL CMEAYOLWUMM KOMaHOaMU.

vcac-vami fips enable
vcac-vami fips disable
vcac-vami fips status

BxitoueHre aBTOMAaTUYE€CKOTO aBAPUMHOTO TEPEKIIOUEHUSI CITYKOBI
IUCIieTYeEpa

ABTOMaTU4YECKOE aBapuiiHOE NepekItYeHne cnyxobl aMcneTyepa no yMonyaHuio BbIKMIOYEHO, eCnv ANng

YCTaQHOBKU UIn 0OHOBNEHMS CJ'Iy)K6bI gucnertyepa ncnosb3yeTcd CTaH,ClapTHbIVI YCTaHOBLLUUK Windows

vRealize Automation.

YToObI BKMOUYNTL aBTOMaTU4EeCKOe aBapMVIHOE nepekrn4vyeHne CJ'Iy)K6bI aucnertyepa nocne 3anycka

cTtaHgapTHoro yctaHoBLlwmka Windows, caenavite cneaytollee.

IIpouenypa
1. Bongute B ceaHc koHconu Ha ycTporcTee VRealize Automation kak nonb3oBaTternb root.
2. Tllepengute B cnegyownin katanor.
/usr/1lib/vcac/tools/vami/commands
3. BseguTte cnegytoLlyto KOMaHay.

python ./manager-service-automatic-failover ENABLE
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Ecnu TpebyeTcsa OTKNoYNTbL aBTOMaTUYECKOE aBapunHOE NepPEKoYeHne BO BCEM pa3BepTbIBAHWM
MHdpacTpyKkTypa Kak ycnyra, BBeauTe CreayroLlyto KoMaHay.

python ./manager-service-automatic-failover DISABLE

ABTOMaTHYECKOE aBapUHOE MEPEKIIOUEHUE CIIY>KObI JucneTyepa

MoXXHO HacTpOUTb aBapUNHOE NMepeKITIoYEHNE Ha pe3epBHYIO Cryby aucnetyepa vRealize Automation
MHdpacTpykTypa Kak ycrnyra B Clly4ae 0CTaHOBKN OCHOBHOW Cry»K0bl.

HaunHas ¢ Bepcum vRealize Automation 7.3, 6onblue He TpebyeTcs Bpy4HYH 3anyckaTb M OCTaHaBNMBaTb
cny0y aucneTtyepa Ha kaxaom m3 cepsepoB Windows, 4Tobbl onpegennTb, Kako U3 HUX BbICTYMAeT B
pOfM OCHOBHOTO UM pe3epBHOro. ABTOMaTn4ecKkoe aBapunHoe nepekrndeHne cnyxobl gucnetyepa
BKIMOYEHO MO YMOMYaHuo B CReayoLmnx cryyvasx.

= [Ipun yctaHoBKe VRealize Automation B aBTOoMatMyeckom pexxmme unm ¢ NoMoLLb0 MacTepa
YCTaHOBKM

= [lpu obHoBNeHUn MHgpacTpykTypa Kak ycnyra yepes nHtepdeinc agMMHUCTPUPOBAHNS UITK C
MOMOLLbIO CLieHapWsi aBTOMaTU4eCcKoro 0OHOBNEHUS!

ABapUNHOE NepeKITtoYeHe OTKIIOYEHO, eCnn Ans obaBneHns yana crnyobl gucnetyepa unm
obHoBneHust IHbpacTpykTypa Kak ycrnyra UCnornb3yeTcs CTaH4apTHbIN ycTaHoBLLmMK Ans Windows.
YTo6bl BKIIOUNTL €ro, UCMNomb3ynTe MHGOPMaLMIO U3 pasaerna BkritoveHre aBToMaTn4eckoro aBapumnHoro
nepekstoyeHns cnyxobl anucnetyepa.

Ecnu dyHKUMS aBTOMaTU4eCKoro nepekrtoyeHmns BKIoYeHa, cnyxba gucnetyepa asToMaTtu4ecku
3anycTUTCSA Ha BCeX y3nax crny0bl aucneryepa, Bkrovas pesepBHble. PYHKLUSA aBapunHOro
nepekstoyYeHns MO3BONSAET y3namM MPO3payvyHO OCYLLECTBASATb B3aUMHbI MOHUTOPUHT 1 B Cry4vae
Heo6X0AMMOCTU BbINOMNHATL aBapunHoe nepekritodeHre. [ns paboTel 3ToN yHKLMM HEOBXOAUMO, YTOObI
cooTBeTcTByoWas cnyxba Windows paboTtana Ha Bcex y3nax.

MpumeyaHme Vcnonb3oBaTh OYHKLMIO aBTOMaTUYECKOro NepeknodeHns He obssatensHo. Ee MoXHO
OTKMOYUTb M NO-MPEXHEMY BPYYHYHO 3amnycKkaTb M ocTaHaBnmBaThb cnyx0y Windows, 4tobbl onpegensite
y3ribl Kak OCHOBHbIE UMW pe3epBHble. Ecnv aBapuiiHoe nepekroyeHne BbIMOMHAETCS BPYYHYHO, Crnyxoba
[OMmKHa ObITb OQHOBPEMEHHO 3anyLleHa TONMbKO Ha O4HOM y3ne. Ecnv aBTomatmnyeckoe aBapuiiHoe
nepekstoyeHe OTKITIHYEHO, TO NMPU OAHOBPEMEHHOM 3arnycKe cry0Obl HA HECKOMbBbKNX cepBepax
MHdpacTpykTypa Kak ycnyra 6yget HeBO3MOXHO Mcnonb3oBaTth VRealize Automation.

He nbiTaritecb BIOOPOYHO BKMOYATh UMK OTKMOYaTh OYHKLMIO aBapunHOro nepekntodeHns. OHa gormkHa
ObITb BKITHOYEHA UITK BLIKITHOYEHA Ha BCEX y3nax cnyx0bl gucneTtyepa B pasBepTbiBaHMM VIHpacTpykTypa
Kak ycryra.

Ecnu aBTOMartnyeckoe aBapumnHoOe nepekstoyeHne He paboTaeT, CM. COBETbI MO YCTPAaHEHUIO HEMONAaAoK
B ctaTtbe O6HosneHue vRealize Automation 7.1 unu 7.2 0o eepcuu 7.3.
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ABTOMaTHYECKOE aBapUHOE MEPEKII0UCHNE 0a3hl JaHHBIX
PostgreSQL B vRealize Automation

B passepTtbiBaHuM VRealize Automation ¢ BbICOKOM AOCTYNHOCTBIO HEKOTOPbLIE KOHUrypaLmnm
npegycmaTprBaloT aBToOMaTU4eCckoe aBapuMnHoe nepekriodeHne BCTPOeHHON 6a3bl AaHHbIX
vRealize AutomationPostgreSQL.

ABapuINHOE NepekitoYeHe BKIOYEHO MO YMOSYaHMIO B CReayoLwmnX criyyasx.
®m  PasBepTbiBaHWE C BbICOKOW JOCTYMHOCTLIO BKIOYAET Tpu ycTponcTea vRealize Automation.
ABTOMaTN4YeCKOE aBapuinHoe NepeknioyeHne He NOAAEMKUBAOT TOMNBbKO ABa YCTPOMCTBA.

m  [Inda pennukaunmn 6a3bl 4aHHbIX HACTPOEH CUHXPOHHBIV pexnm B pasgene «lMapameTtpbl VRA» >
«basa gaHHbIX» B MHTepdence agmmHucTpmpoBaHus vRealize Automation.

Ob6bIYHO He pekomeHOyeTCA BbINONHATb aBapmVlHoe nepekrn4yeHne BpyyHyto, Korga oHO BKITHOYEHO B
aABTOMaTU4E€CKOM peXxXnme. OpaHako Npn HEKOTOPbIX npo6nemax C y3anamu aBapI/IVIHOG nepekn4yeHne
MOXET HE BbIMOMHATLCHA aBTOMAaTMYECKN, AaXKe €CNN OHO BKNOYEHOo. B atom clny4dae nposepbTe, HY>XHO
T BbINOJMTHUTb aBapvuZHoe nepekrn4veHne Bpy4Hylto.

1. TMocne c6os ocHoBHOrO y3na 6a3sbl gaHHbIX PostgreSQL nogoxanTte 5 MUHYT, noka He
cTabunuampyetcst paboTta ocTanbHol YacTu knacrepa.

2. Ha yane yctporictBa vRealize Automation, npogomnxatoLiem paboTtatb, OTKponTe B Opaysepe
cnegytowmin URL-agpec:

https://vrealize-automation-appliance-FQDN:5434/api/status
3. BbinonHuTe nouck ceorictBa manualFailoverNeeded.

4. Ecnu ceoncteo manualFailoverNeeded nveet 3HayeHue true, BbINONHUTE aBapuiHoOE
nepekstoyeHne BPYYHYIHO.

CBefgeHus o0 BbINOMHEHNN aBapUIMHOIO NEPEKNIOYEHUS BPYYHYHO CM. B CTaTbe YrnpaesneHue vRealize
Automation.

3aMeHa camM03aBEPSIONINX CepTUPUKATOB cepTU(UKaTaMU, BbITAHHBIMU

HEHTPOM cepTuduKaruu

Mpu yctaHoBke VRealize Automation ¢ ncnonb3oBaHnemM caMmo3aBepsoLLNX CepTUPUKaTOB MOXHO
3aMEHUTb UX cepTudmrKaTaMmm, BblGaHHBIMW LLEHTPOM cepTudmKkaLmm 4o pa3BepTbiBaHUs B paboyen
cpege.

[ononHutenbHble cBeaeHns 06 obHoBNeHMn cepTudmKaToB CM. B pasgene YnpaeneHue vRealize
Automation.
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N3menenune nmeH u |P-aapecoB y3moB

B o6Lwmx crnyyasx paccumTbiBanTe OCTaBUTb MMEHA Y3r0B M NMOSHbIe AOMEHHbIE MMeHa u IP-agpeca,
3annaHnpoBaHHble ans cuctem VRealize Automation. OToenbHble U3BMEHEHNSA MOXHO BHECTU U NOCIe
YCTaHOBKW, OAHAKO NPW 3TOM MOTYT BO3HUKATb Npobnembi.

= CBeaeHust 06 M3MeHeHUN MMeHM y3na Ha koMmnbtoTepe Windows, raoe pasmelleHa 6a3a gaHHbIX
MHdpacTpykTypa Kak ycniyra SQL Server, cMm. B pasgene YnpaeneHue vRealize Automation.

®m  /I3aMeHeHMe NMeHM y3na Bo BpeMsi BOCCTAHOBINEHUS KOMMOHEHTOB VIHppacTpyKTypa Kak ycnyra
MOXET NOBNUATbL Ha BeO-y3en VHdpacTpykTypa Kak ycnyra, y3en cnyxbbl agucneryepa u
COOTBETCTBYIOLLME UM NogcUCTEMbl BanaHCMpPOoBKN Harpy3kn. BoccTaHoOBUTE 3T yanbl Unu
noacuctemMbl 6GanaHCUPOBKN HArpy3Kku, Creays MHCTPYKLMAM MO pe3epPBHOMY KOMMPOBAHUIO U
BoccTaHoBneHuto vRealize Suite.

CegeHus 06 nameHeHun nvenn ya3na unm IP-agpeca yctponictea vRealize Automation cm. B cnegytoLmx
pasgenax.

W3menenne uMenu y3na ycrpoiictea VRealize Automation
I'IpM O6CJ'Iy)KVIBaHVIVI cpenbl nnn cetn MOXeT BO3HUKHYTb HeOGXOﬂMMOCTb B Ha3Ha4eHn HOBOIro NMEeHU
y3na yctponctsy vRealize Automation.

BaxHo! [lpu nepemmeHoBaHun ycTponcTBo VRealize Automation Ha HECKONbKO MUHYT BbIXOAUT U3 CETH.

[nsa aBTOHOMHbIX, rMaBHbIX YCTPOMCTB 1 pennuk ycTponcTts VRealize Automation BbINOMHAKTCA O4HU U Te
e JeNcTBUS.

IIpouenypa
1. B cnyx6e DNS cosgarite 4ONONHUTENbHYIO 3anCb C HOBbIM UMEHEM Y3na.
Moka He ygansanTe cywecTBytoLlyto 3anMck DNS co ctapbiv nmeHem.
2. [oxgutecb BbinonHeHus pennukaumm DNS n pacnpegeneHus 30H.
3. BowpauTte B nHTEpPdENC KOMaHOHOW CTPOKK ycTporcTBa VRealize Automation kak nonb3oatens root.
4. BbInonHuTe cnegyloLlyo KoMaHay.

vcac—-config hostname-change —-host wnosoe_umsa_yzia ——certificate

ums_aiina_cepmugpurama

danin ceptTudmnkaTa ykasbiBaTb Heobs13aTenbHO. ITO HeobxoaMMOo caenaTb, ecnn B cepTudmkare
MCMNomnb30Banocb CTapoe UMs ysna ycTpoucTea. B aTom criyyae ykaxkute 06HOBNEHHbIV cepTudmkar
C HOBbIM UMEHEM y3na.
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Mpwv ykasaHuu cpanna ceptudmnkaTa KoMaHaa NepevMeHoOBaHUs Takke UMNOPTUPYeT cepTudmkar n
BO3BpaLLaeT ero naeHTndukaTop.

dann ceptudukarta gOomkeH ObITb B TOM e hopMarte, YTo U BbIXOQHOW TEKCT KOMaHAbI
API /config/ssl/generate-certificate, n cogepxarb HOBOE UMS Cry>XObl JOMEHHbIX UMEH B
nore SAN.

5. I'IepevlmeHOBaHme 3aHnmaet oo 15 MWHYT. Ha BbinonHeHne komaHp, YXO4UT HECKOJTIbKO MUHYT, 3aTeM
elle HECKOJIbKO MUHYT Ha NOBTOPHYHO perncTtpaunto CJ'Iy)K6bI.

6. Ecnn CTapoe M4 yana yCTpOIZCTBa Mcnonb3oBarnoch B noacncreme 6aJ'IaHCI/1pOBKI/1 Harpys3ku B cpeae
BbICOKOWN OOCTYNHOCTU, NpoBeEPbLTE N UBMEHUTE KOHq:)VII'ypaLI,VIIO 3TOW NOACUCTEMBI, YKa3aB HOBOE NMHA.

7. B cnyx6e DNS yganute cywectaytoLlyto 3annce DNS co ctapbiM umeHeMm y3sna.

Ecnv npn nsmeHeHnn umenn ysna BO3HUKN Npobnemsbl, nonpobyiiTe BbINONHWUTL OTAENbHbIE
nocnefoBaTenbHOCTM OENCTBUI, ONUCaHHbIE B JOKyMeHTaumy no vRealize Automation 7.3.

Wsmenenue IP-anpeca ycrpoiictea VRealize Automation

Mpu obcnyxmBaHUK cpeapbl UM CETU MOXET BO3HUKHYTb HEOOXOAMMOCTL B Ha3HavyeHun apyroro 1P-
agpeca cyuwecTtBylollemy yctponcTsy VRealize Automation.

Heo6xomumeie ycmoBust

= B kayecTBe Mepbl NPegoCTOPOXKHOCTU cAenanTe MOMeHTanbHble CHUMKN YCTPONCTB
vRealize Automation un cepsepoB VHdpacTpyKkTypa Kak ycnyra.

®m /13 ceaHca KOHCOMNW B Ka4eCTBe nornb3oBaTtens root Ha ycTporncteax VRealize Automation
npocmoTpuTe 3anuncu B panne /etc/hosts.

HanguTte HasHavyeHus agpecos, KOTOpPbIE MOTyT KOHq)J'II/IKTOBaTb C HOBbIM MJ1aHOM IP-a,u,pecos, n
BHECUTE HEOOXOOUMbIE U3MEHEHNSI.

Ha Bcex cepBepax VIHdpacTpyKkTypa Kak ycriyra noBTopmuTe 3TOT npolecc Ansa danna
Windows\system32\drivers\etc\hosts.

= 3aBepLlumnTe paboTy Bcex ycTponcTs vRealize Automation.

m  OcrtaHoBuTe Bce cnyx0Obl VRealize Automation Ha cepBepax VIHdpacTpykTypa Kak ycnyra.

IIpouenypa

1. B vSphere HangunTe ycTporicTBo VRealize Automation, koTopoe HeobGX04MMO U3MEHUTb, U BbIbepuTe
OenctBusa > U3meHnTb NapamMeTpbl.

2. Haxmute MapameTpbl VApPP.

3. PasepHuTe BbigeneHnue IP-agpecoB u Bknounte napametp Cpega OVF.
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4. PasBepHuTe MapameTpbl OVF 1 Bkntounte napametp 1ISO-o6pas.
Puc. 7-1. Tlapametpsi cpeast OVF u 1ISO-o06pasza
| Virtual Hardware | VM Options | SDRS Rules | vApp Options ]

IP allocation scheme AvApp can obtain its network configuration through the OVF
environment or a DHCP server. Specify the network configuration
schemes supported by this vApp:

[]DHCP

I [ OVF environment I
The IP allocation schemes determine what IP allocation policy
options are enabled.

IP protocaol Specify the IP protocols supported by this vApp:

[ Botn [-)
. : The OVF environment is only available

OVF environment [ view.. | when the VI is powered on.

- - An ISQ image, containing the OVF
OVF emironmentransport environment document, is mounted on
the first available CD-ROM drive.
The YMware tools guestinfo.ovfEny
] Viware Tools variable is initialized with the OVF
environment document.
: The installation boot automatically gets
Installation boot L] Enabie reset upon first power-on of the virtual
machine.
0 « | Specifythe delay in seconds to wait for
* | the WM to power off. Avalue of zero
me__:-lns-.—x-‘ait_ until the Wi is powered off

5. Haxmute kHonky OK.
6. 3anyctute yctpoincTteo VRealize Automation, koTopoe XoTUTEe U3MEHUTb.
7. Bowgute B HTepdenc ynpasneHus yctponctea VRealize Automation kak nonb3oBaTens root.

https://vrealize-automation-appliance-FQDN:5480
8. T[lepengute Ha Bknagky CeTb.
9. [log Bknagkamu wenkHute Agpec.
10. O6HosuTe IP-agpec.
11. B npaBom BepxHeM yrny HaxxmuTe KHOMKy CoXpaHUTb HaCTPOUKM.
12. 3aBepumnTe paboty ycTponcTtea vRealize Automation.
13. B DNS o6HoBuTe 3anucu ans HoebIx IP-aapecos.

OGHOBUTb HY>XHO TONbKO CyLLECTBYOLME 3anuck Tuna A. He nameHsTe nonHble JOMEHHbIE MMEHa.

Mpun ncnonb3oBaHUM NogcucTeMbl GanaHCMPOBKU Harpy3kn Takke 0OHOBUTE MPU HEOBXOAMMOCTM

HacTpoWnku IP-agpeca nogcucteMbl 45151 CEPBEPHbIX Y3510B, MYNOB Cy>0 1 BUPTyarnbHbIX CEPBEPOB.
14. JoxauTtechb BbinonHeHus pennukaunm DNS n pacnpeneneHus 30H.
15. 3anyctute BCe ycTponcTtea VRealize Automation.
VMware, Inc.

154



YcraHoBka vVRealize Automation

16. 3anyctuTe cnyx6bl VRealize Automation Ha cepBepax VIHdpacTpykTypa kak ycnyra.
17. Bongute B nHTepdenc ynpaeneHms yctpornctea VRealize Automation kak nonb3osaTtens root.
https://vrealize-automation-appliance-FQDN:5480
18. lNMpoBepbTe cocTosiHne ycTponcTea VRealize Automation B cnegytoLmx obnactsix.
= CocTtosiHne nogknoveHus B pasaene Mapametpsl VRA > Baza gaHHbIX
m  CoctogaHue RabbitMQ B pasgene NMapameTpbl VRA > O6MeH coobleHnsammu
m  CoctosHue Xenon B pa3gene MapameTpbl VRA > Xenon

= Bce cnyx6bl, oTMmeveHHble kak SAPETMCTPUPOBAHHDIE, B pasaene Cnyx6bl

Hactpoiika 6a3b1 qanabix SQL 17151 M”3MEHEHHOTO MIMEHU y3J1a

Mpwn nepeHoce 6a3bl AaHHbIX SQL vRealize Automation MiHdpacTpykTypa kak ycnyra anst 4pyroro MMeHm
y3na Heobxoanmo NpPoBEpPUTL NapameTpbl KOHUIypaumm.

Ecnu ncnonesyetcs oanHakoBoe MMs y3na, 6asy gaHHbIx SQL MOXXHO BOCCTAHOBUTbL U3 pe3epBHOW
KOMWU, He BbIMOMHSSA HUKAKUX AOMOMHUTENBHbBIX AeNCTBUIA. [1py BOCCTaHOBMNEHUN AN APYTOro MMEHU
y3na HeobXo4MMO BHECTU JOMNONMHUTENbHbIE U3MEHEHUs B (halrbl KOHMIypaLuu.

[lna nony4veHns ceeaeHnin 00 M3MeHeHUsX, HeobxoamMMbIX s nepeHoca 6a3bl AaHHbIX SQL Ha ysen ¢
apyrum nmeHem, cMm. Ctatbs 6asbl 3HaHun VMware 2074607.

N3menenue IP-aapeca cepsepa MHbpacTpykTypa Kak yciayra

B npouecce obcnyxunBaHus cpefbl Unu cetn nHoraa Tpedyercs HazHaunTb apyron IP-agpec
cylecTByloLemy cepBepy MHdpacTpykTypa Kak ycnyra vRealize Automation nog ynpasneHnem
Windows.

HeobxomuMele ycioBus

= Ecnn Heobxogumo n3meHuTb IP-agpec ycTporictBa vRealize Automation, coenainTte aTo B NepByto
odepenb. Cm. pasgen ViameHeHue IP-agpeca yctponctea vRealize Automation.

= B kayecTBe Mepbl NPegoCTOPOXHOCTU caenante MOMeHTarbHble CHUMKN YCTPOMUCTB
vRealize Automation n cepsepoB VIHdpacTpykTypa Kak ycnyra.

m /13 ceaHca KOHCONKM B Ka4yecTBe norb3oBaTtens root Ha ycTponctee VRealize Automation npocmoTtpute
3anucu B channe /etc/hosts.

HanguTte HasHavyeHs agpecoB, KOTOpble MOryT KOH(MKTOBaTb C HOBbLIM MiaHoMm |IP-agpecos, u
BHECUTE HeobXogMMble U3MEHEHUS.

Ha Bcex cepBepax VHpacTpykTypa Kak ycrnyra noBTopuTe 3TOT npouecc aAnsa ganna
Windows\system32\drivers\etc\hosts.

= Boikniounte yctponctso vRealize Automation.

m  OctaHoBuTe Bce cnyxbbl VRealize Automation Ha cepBepax VMHdpacTpykTypa Kak ycnyra.
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IIpouenypa

1.

10.

1.
12.

13.

VMware, Inc.

BoviguTe Ha cepBep VHdpacTpykTypa Kak ycnyra, UCrnorb3ys YYeTHY0 3anncb ¢ npaBamu
agmuHucTpaTopa.

Namenute IP-agpec B Windows.

Hangute IP-agpec B HacTporkax ceteBoro agantepa Windows, B pasgene CBOMCTB MHTEPHET-
npoTokona.

O6HoBMTE NokanbHyo cnyx0y DNS, 4ToObl NPUMEHUTE U3MEHEHNSI.

Mocne obHoBneHns DNS cepepbl MHdpacTpykTypa Kak ycnyra nog ynpasneHnem Windows cmoryT
HaxoauTb APYr Apyra B CeTV U MOXHO ByaeT NoBTOPHO noakntoyaTtees k cepepy Windows B crnyyae
paspbiBa COEAMHEHNS.

MpoBepbTe yKa3aHHbIN HUXKe hann B TEKCTOBOM pefakTope Ha yane cryx0bl gucnetyepa.
install-folder\vCAC\Server\ManagerService.exe.config
Manka yctaHoBkM no ymonyaHuto: C:\Program Files (x86)\VMware.

MpoBepbTe IP-agpeca nnun nonHble JOMeHHbIe MMeHa ycTponcTB VRealize Automation n cepsepos
MHpacTpykTypa Kak ycnyra nog ynpasneHmem Windows.

[MpoBepbTe ykasaHHbIN HUXKE halin B TEKCTOBOM pefakTope Ha Bcex cepBepax VHdpacTpykTypa Kak
ycnyra nog ynpasnexdvem Windows.

install-folder\vCAC\Management Agent\VMware.IaaS.Management.Agent.exe.Config
lMposepbTe IP-agpec unu nonHoe JoMeHHoe nms ycTponctea VRealize Automation.
Bovigute B y3en SQL Server.

Y6eauTech, YTO afpec perno3nTopns HAacTPOeH NpaBusbHO: B cTonbue ConnectionString 4omkHO
GbITb YKa3aHO MOMHOe AOMEHHOE UMSI.

Hanpumep, moxHo oTkpbiTe SQL Management Studio n cosgate cnegytoLmii 3anpoc.

"SELECT Name, ConnectionString FROM [database-name].[DynamicOps.RepositoryModel].
[Models]"

BanycTtute yctponcTteo VRealize Automation.
3anycTtute cnyx6bl vRealize Automation Ha cepBepax MIHpacTpykTypa kak ycnyra.

MpoBepbTe dharnbl XypHanoB 1 ybeanteck, YTO YCNELLHO 3anyLleHbl Criybbl areHTa, pabodero
npouecca DEM, aucnetyepa n Beb-ysna.

Bongute B vRealize Automation kak nonb3oBaTenb € poribio agMUHUCTPaTopa MHAPPACTPYKTYpPHI.

BbibepuTte UHdpacTpykTypa > MOHUTOPUHT > COCTOAIHME pacnpeaenieHHOro BbINONTHEHUSA 1
ybeamTech, YTo 3anyLieHbl BCe CryKobl.

MNpoBeaunTe NpoBepKy paboTocnocoBHOCTU: NPoBepLTE CYXObl YCTPONCTB, NPOTECTUPYITE
MOArOTOBKY MIN BOCNOMb3ynTechb MHCTPyMeHTOM VRealize Production Test.
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W3menenune nmenu ysna cepBepa Mudpactpykrypa kak yciayra

B npouecce obcnyxunBaHusa cpebl Unu CeTu MHoraa TpebyeTcsa HasHauuTb Apyroe ums ysna
cyLecTByloLemy cepBepy MHdpacTpykTypa Kak ycnyra vRealize Automation nog ynpasneHnem

Windows.

IIpouenypa

1. Cospgalite MOMeHTanbHbIN CHUMOK cepBepa MHgpacTpyKTypa Kak ycnyra.

2. Ha cepBepe VHdpacTpykTypa Kak ycryra ¢ nomoLbto gucnetyepa cnyx6 IS octaHoBuTe nynebl
npunoxeHunn vRealize Automation: penosutopuin, VMware vRealize Automation n Wapi.

3. Ha cepBepe NHdpacTpykTypa Kak ycnyra nepengure B pasgen « AQDMUHUCTPUPOBaHME» >
«Cnyx06bI», YTOObI OCTAHOBUTbL BCe CNyX0bbl, areHTbl 1 gucnetyepbl DEM vRealize Automation.

4. B cnyx6e DNS cosgavite JONONMHUTENBHYIO 3anUCb C HOBbIM MMEHEM y3na.
lMoka He ygananTe cywecTsytoLwyto 3anucb DNS co ctapbiM MeHeM.

5. [oxawuTteckb BbinonHeHuns pennukauun DNS v pacnpegeneHus 3oH.

6. Ha cepBepe NHdpacTpyKTypa Kak ycryra usMmeHuTe UMs y3na, HO OTKaXKUTeChb OT nepesanycka npu
NOSABIIEHUN COOTBETCTBYHIOLLLEro 3anpoca.
Hangute nm4a yana B ceourctBax cuctembl Windows, B pasgene MMeHn KoMnboTepa, napameTpos
nomeHa n paboyen rpynnbi.
Mpun nosiBNeHNy COOTBETCTBYIOLLETO 3anpoca Ha nepe3anyck BelbepuTte BapuaHT «[epesanyctuTb
no3xen.

7. Ecnu gnsa cosgaHusa cepTMduKaToB UCMOSNb3YETCA CTapoe MMsI y3na, 0OHOBUTE cepTUdUKaThbI.
CeneHusi 06 06HoOBNEHMM cepTUdMKATOB CM. B pasaene YnpaeneHue vRealize Automation.

8. Bocnonb3ynTecb TEKCTOBLIM PeAakTOpOM, YTOObI HAaTK 1 OBHOBUTL MMS y3na B dharnax

KOHcpurypaumm.

BbinonHWTe 06HOBMEHMSA B COOTBETCTBMM C UBMEHEHHBIM MMEHeM y3na cepBepa VHdpacTpykTypa
Kak ycnyra. B pacnpeneneHHoM pa3BepTbiBaHUM BbICOKOW AOCTYNHOCTU MOXET noTpeboBaTbes
OOCTYN K HECKOMbKMM cepBepam. [1pn nsmMeHeHnM umenn ysna ans opkecrtparopa unv pabovero
npouecca DEM Hukaknx o6HOBRNEHWI He TpebyeTcs.

Mpumeuyanne OBGHOBUTE TONbKO cTapoe nms yana cepeepa Windows. Ecnn BMecTo Hero HangeHo
nUMS nogcucTeMbl 6GanaHCMpOBKN HAarpy3kun, ocTaBbTe ero 6e3 N3MeHeHun.

Tabnuua 7-1. daiinel it OOHOBJICHUS IPH U3MEHEHUH UMEHHU BeO-y3i1a

CepBep UHdpacTpykTypa Kak

ycnyra MyTb ®dann
Be6-yanbl install-foldenServer\Website Web.config
install-foldenServer\Website\Cafe Vcac-Config.exe.config
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Tabnuia 7-1. ®Daiinel Uit 0OHOBJIEHHS IPU U3MEHEHHH UMEHHU BeO-y3ma (NPOJOIMKEHME)

CepBep UHdpacTpykTypa Kak
ycnyra

Y3en ¢ ycTaHOBMEHHbIM KOMMOHEHTOM
aucnetyepa mogenen

Yanbl cnyx6bl gncnetyepa

Yanbl opkectpatopa DEM

Yanbl pabounx npoueccos DEM

Y3nbl areHTa

Myt
install-foldenWeb API
install-foldenWeb API\ConfigTool

install-foldenServer\Model Manager
Data

install-foldenServer\Model Manager
Data\Cafe

install-foldenServer

install-folden\Distributed Execution
Manager\dem

install-foldenDistributed Execution
Manager\DEM-name

install-foldenAgents\agent-name

install-foldenAgents\agent-name

®dann
Web.config
Vcac-Config.exe.config

Repoutil.exe.config

Vcac-Config.exe.config

ManagerService.exe.config

DynamicOps.DEM.exe.config

DynamicOps.DEM.exe.config

RepoUtil.exe.config

VRMAgent.exe.config

Tabmura 7-2. Daiisel 11 OOHOBICHUS IPH U3MCHEHWH UMEHH y3J1a CIyXKObI TUcCIeTYepa

CepBep UHdpacTpykTypa kak
ycnyra
Yanbl opkectpatopa DEM

Yanbl pabounx npoueccos DEM

Y3nbl areHTa

Myt

install-foldeADistributed Execution
Managen\DEM-name

install-foldeADistributed Execution
Manager\dem

install-foldenAgents\agent-name

®dann

DynamicOps.DEM.exe.config

DynamicOps.DEM.exe.config

VRMAgent.exe.config

Tabmuia 7-3. Daiinsl it OOHOBIICHUS IPU U3MCHCHUN MUMCHH y3JIa arcHTa

CepBep UHdpacTpykTypa Kak
ycnyra

Y3en areHTa

9. T[lepesanyctute cepBep NHdpacTpykTypa Kak ycnyra, Ha KOTOpOM Obifio UI3MEHEHO UMS y3ra.

Myt

install-foldenAgents\agent-name

®dann

VRMAgent.exe.config

10. 3anyctuTe nynbl npunoxeHun vRealize Automation, koTopble 6bIM OCTAHOBMEHbI PaHee.

11. 3anyctute cnyx6bl vRealize Automation, areHtbl 1 gucnetyepbl DEM, KOTOpble OCTaHOBIEHbI paHee.

12. Ecnu cTapoe ums yana cepeepa VIHbpacTpyKkTypa Kak ycryra Ucnosb30Barnoch B NOACUCTEME

BanaHCcMpoBKN Harpy3ku B cpefe BbICOKOW AOCTYNHOCTU, NPOBEPLTE U U3MEHUTE KOH(PUIrypaumo aTow

noaocucTemMbl, yKa3aB HOBOE UMA.

13. B cnyx6e DNS yganuTe cywectsytowyto 3anmcb DNS co ctapbim meHem yana.

14. JoxauTechb BbiNonHeHus pennukaunm DNS n pacnpeaeneHus 30H.

VMware, Inc.

158



YcraHoBka vVRealize Automation

15. Ecnu Bbl U3MEHWUM UMSI y3na cryx0bl AMcneTyepa, BbINOMHUTE CReAyoLmMe AONOMHUTENbHbIE
[encTBus.

a) OG6HoBUTe nporpamMmMHble areHTbl Ha CyLeCTBYHLWNX BUPTYalibHbIX MallnHax.

©6) [MMosTopHO cospawnTe ISO-06pa3sbl 1 WabnoHbI, coaepXKaLlnue rocTEBOWN areHT.

Crnenyromue maru

Y6eauTech B rotoBHOCTM VRealize Automation k ncnonb3osaHuto. CM. JOKYMEHTaLMIO MO Pe3epPBHOMY
KOMMpOBaHuo 1 BoccTaHoBneHuto VRealize Suite.

3ananne URL-aapeca m1s Bxona B VRealize Automation B Buze
HACTPanBaEMOTO UMCHH

Ecnu Tpebyetcs, 4Tobbl nonb3oatenu vRealize Automation BeinonHsanm sxog no URL-MMeHn,
OTNMYHOMY OT UMeHu ycTponcTea VRealize Automation nnu nogcmctemsl 6anaHCpPOBKN Harpy3ku,
BbINOMHUTE AENCTBMSA MO HACTPOMKE A0 U MOCHe YCTaHOBKN.

IIpouenypa

1. Tlepepn yctaHOBKOM NoarotoBsTe cepTudmkar, cogepxawmi Heobxogumoe nms CNAME, a Takxe
nmeHa yctponcTea vRealize Automation n nogcmctemsl 6anaHCUpPOBKM HArpy3Kku.

2. YcraHosuTe VRealize Automation, yka3zaB kak 06bI4HO UMS YCTPONCTBA UMW NOACUCTEMBI
H6anaHcnpoBkM Harpy3ku. Bo Bpemsi yCTaHOBKM UMMOPTUPYITE HAacTpanBaembln cepTudmnkar.

3. TMocne yctaHoBku B cnyx6e DNS cosgante nceBgoHnm CNAME 0BObIYHOrO UMEHU 1 yKaxuTe
BMpTYyanbHbIi IP-agpec ycTponcTBa nnv NoacucTeMbl 6anaHCUpOBKY Harpy3Ku.

4. BbinonHuTe BXoA B MHTepdenc agMMHMCTPUpoBaHus yctponctea VRealize Automation kak
nonb3oBarenb root.

https://vrealize-automation-appliance-FQDN:5480

5. B pasgene HacTtpoimkun vRA > HacTpoWku y3na nameHnte 3HadeHue ans napametpa Mms yana Ha
Bbl6paHHoe nvst CNAME.

JluniensupoBanue VRealize Code Stream

MoxkHo BkntounTb VRealize Code Stream, ykasaB nuueH3uto vRealize Code Stream B
vRealize Automation.

MoxHo BBecTu nuueHsmto vRealize Code Stream B 0gHOM 13 CNeayoLMX pacrnonoXeHW:

®  Ha cTtpaHuue «JlvueHanpoBaHue» B MacTepe yctaHoBkM VRealize Automation. JononHutensHble
cBegeHunsa cM. B pasgene YcraHoska vRealize Code Stream.

= Ha Bknagke «JluueHsnpoBaHne» B UHTepdence ynpasneHus yctporcteomM VRealize Automation.
[ononHutenbHble cBeaeHnsi cM. B pasgene [NpumeHeHne nuueHsnn vRealize Code Stream k
YCTPOWCTBY.
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YcranoBka arenta VRealize Log Insight va Uadpacrpykrypa kak
yclyra -cepBepax

Cepsepbl Windows B MIHdpacTpykTypa kak ycnyra-koHdurypauumn vRealize Automation He BkntoyaroT B
cebs areHT vRealize Log Insight no ymonuaHruto.

CpegnctBo vRealize Log Insight no3BonseT arpernpoBaTb U MHAEKCMPOBATb XXypHaribl, a Takke MOXET
cobupatb, MNOPTMPOBATbL U aHaNM3MPOBaTb UX A4S OTOOpaXXeHUs1 CUCTEMHbIX Npobnem. Ecnu
Heobxoammo cobpaTb U NpoaHanM3nMpoBaTh XXypHarbl ¢ cepBepoB VIHdpacTpykTypa Kak ycryra ¢
nomouypbto VRealize Log Insight, HeobxoamMmo otgensHo yctaHoBUTL areHT vRealize Log Insight ans
Windows.

[ononHuTenbHblEe CBEAEHMS CM. B pykogodcmee 1o admMuHucmpuposaHuto aceHma VMware vRealize
Log Insight.

YctponcTea YcTporictBo VRealize Automation BkntoyatoT B cebs areHT vRealize Log Insight no
YMOMYaHMIo.

M3menenue mopra npokcu-ceppepa it VMware Remote Console

Ecnu Ha Bawewm carite nopt 8444 6rnokmpyeTcsa Ui Ucnonb3yeTcs Ans APYrnx HY>XQ, MOXXHO U3MEHUTb
nopT NPOKCU-cepBepa, ncnonbdyembin no ymondaHuio B VMware Remote Console.

IIpouenypa

1. OTkpowiTe KOMaHOHYK CTPOKY ycTponcTBa VRealize Automation ¢ npaBamu npuBmMnerMpoBaHHOro
nonb3oBarens (noneb3oBaTens root).

2. OTkponTe criegytowmn dain B TEKCTOBOM pPefaKkTope.
/etc/vcac/security.properties

3. B napametpe consoleproxy.service.port USMEeHUTE UCMONb3yEMbIA MO yMOYaHuto nopT 8444 Ha
Opyron cBoOOAHbIN NOPT.

4. CoxpaHuTe n 3aKponTe security.properties.
5. Tlepesanyctute ycTtponctso vVRealize Automation.

Ecnu ncnonb3yeTcsa cpega BbICOKOM SOCTYMNHOCTU, BHECUTE aHarnornyHble U3MEHEeHMs BO BCe YCTPOMCTBA
vRealize Automation.

HN3meHeHne MOJIHOTro JOMEHHOI'O UMCHHA YCTpOﬁCTBa

vRealize Automation O6paTHO Ha UCXOAHOE€ ITOJIHOEC JOMCHHOEC
nMmA

B HekoTopbIx crnyyasx nonHoe AoMeHHoe ums ycTponctea VRealize Automation MOXeT nameHuTbCs,
Korga aTo He TpebyeTcsi. Hanpumep, nonHoe AOMEHHOE UMSI U3MEHSIETCSA NPU CO34aHMK kaTtanora

BCTpoeHHoM nposepkn nognmHHoctn Windows (IWA) ons opyroro JomMeHa, Ha KOTOPOM He 3anyLueHo 310
YCTPOWCTBO.
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Mpw cozgaHum katanora IWA gns gpyroro JoOMeHa BbINOMHWUTE Cneayowmne AeicTBUsl, YToObl U3BMEHUTb
NofnHoe AOMEHHOE MMs YCTPOMCTBA 06paTHO Ha UCXO4HOE MOMHOE AOMEHHOE UMS.
IIpouenypa
1. Bonpgute B vRealize Automation n cosnarnte katanor IWA kak 06bI4HO.
Cwm. pasgen Hacmpolka vRealize Automation.

2. B cnyyae cpefpl BbICOKOW AOCTYMHOCTU Takxke BbINOMHWUTE OEACTBUS MO HAaCTPOWiKe ynpaBrneHus
Katanoramu anga obecnevyeHns BbICOKOM AOCTYMNHOCTU, OnNMcaHHble B pasaene Hacmpolika vRealize
Automation.

3. [lpwu cospganum katanora IWA anga gpyroro JoMeHa, B KOTOPOM He 3anyLeHo YyCTPOMCTBO, NOSTHOE
[OMEHHOEe MMs1 yCTponcTBa ByaeT nameHeHo 6e3 npenynpexaeHus.

Hanpumep, val.domain1.local usmenntca Ha val.domain2.local npu cospgaHum katanora IWA gns
nomeHa domain2.local.

OTMeHWTE 3TO M3MEHEHUE, BEPHYB KaXXA0OMY YCTPOWCTBY UCXO4HOE MOSIHOe AOMEeHHoe ums. Cwm.
CBsi3aHHY0 Npoueaypy B pasgerne /ameHeHne nmveH 1 IP-agpecos yaros.

4. Tlocne Toro kKak ycTpoicTBa CHOBa MOSIBUIIUCH B CETU CO CBOMMU UCXOOHBIMMU NMOMHBLIMW AOMEHHBIMMU
UMeHamu, BONAWTE Ha kaxablin y3en NHdpacTpykTypa Kak ycnyra 1 BbINOMHUTE crieaytoLme
[encTBus.

a) OTkponTe cnegywoLmii an B TEKCTOBOM pefdakTope.

C:\Program Files (x86)\VMware\vCAC\Management
Agent\VMware.IaaS.Management.Agent.exe.Config

0) WameHuTe nonHoe 4OMEHHOEe UMS Kaxaoro ycTponcTtea endpoint address= obpaTHo Ha
NCXOQHOE MOfTHOE AOMEHHOE MMSI.

Hanpuwmep, c:

<endpoint address="https://val.domain2.local:5480/"
thumbprint="90C55BAEC53E31609EE1614CE4A8336848A8D4CF" />
<endpoint address="https://va2.domain2.local:5480/"
thumbprint="0468BF6EDBC6F2209BEO1DOD7FD1094197E324ED" />

Ha:

<endpoint address="https://val.domainl.local:5480/"
thumbprint="90C55BAEC53E31609EE1614CE4A8336848A8D4CF" />
<endpoint address="https://va2.domainl.local:5480/"
thumbprint="0468BF6EDBC6F2209BEO1DOD7FD1094197E324ED" />

B) CoxpanuTte 1 3akpornte VMware.IaaS.Management.Agent.exe.Config.
5. Boungute B nHTepderic ynpasneHus yctponctaa VRealize Automation kak nonb3osatens root.

https://vrealize-automation-appliance-FQDN:5480
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6. [lepengute B pasgen MapameTpbl VRA > O6MeH coob6LieHusamMn n Haxmute Copoc knactepa
RabbitMQ.

7. Tlocne 3aBepLueHnsi cOpoca BonanTe B MHTEPdENC yNPaBNEHNS KaX40ro yCTPOMCTBa.

8. T[epengute B pasgen Mapametpbl VRA > KnacTtep v npoBepbTe, YTO BCE Y3rbl MOOKIOYEHbI K
Knactepy.

Hactpoiika rpynmsl qoctynmaoct AlwaysOn SQL

Ecnu rpynna goctynHoctn AlwaysOn SQL (AAG) HacTpansaeTcs nocrne yctaHoBku VRealize Automation,
HeobXxoOMMO BHECTU U3MEHEHUS B KOHUIypaumio.

Mpu HacTponke SQL AAG nocne yCTaHOBKM BbINOMHUTE OENCTBUSA, onmucaHHble B CTaTbs 6a3bl 3HaHUM
VMware 2074607, yto6bl HacTpouTb VRealize Automation ¢ nOfMHbIM JOMEHHBIM UMEHEM
npocnywmnsatensa AAG B kadectBe y3na SQL Server.

JloOaBiieHNE CETEeBBIX aAanTePOB MOCIE YCTAHOBKU
vRealize Automation

vRealize Automation nogaepxnBaeT HECKOMNbKO CETEBLIX aganTepoB. [ocne ycTaHOBKM MOXHO A00aBUTb
ceTeBble aganTtepbl Ang yctporctea VRealize Automation nnu cepsepa Windows NHgpacTpykTypa Kak
ycnyra.

[lna HekoTopbIX pa3BepThiBaHMI VRealize Automation MoxeT noTpeboBaTbCs HECKONBKO CETEBBIX
afianTepoB, HanpuMep, B CNeayoLWniA crnyyasx.

®  HeobGxoauMbl oTAENbHbIE CETU ANS MOSb30BaTENs U MHAPACTPYKTYPbI.

= Heobxoamm JoONOMHUTENBHBIN CeTEBOW aganTep Ans npucoegnHeHnsa cepsepoB NHdpacTpykTypa
Kak ycnyra k gomeHy Active Directory.

[ononHutenbHble CBeAEHMS O CLEHApUSAX C HECKOMNbKNMM CETEBbIMM adantepaMu CM. B 3TON 3anicu
6nora VMware Cloud Management.

Mpwn HanM4MM Tpex unu Gornee ceTeBbIX afanTePOB NPUMEHSIIOTCSA CriedyoLmMe orpaHnYeHus.
= VIDM tpebyetcsa goctyn k 6a3e gaHHbIx Postgres n Active Directory.

m B knactepe Bbicokorn goctynHoctn VIDM Tpebyetcsa goctyn k URL-agpecy nogcmucremsl
©anaHCMpOBKM Harpysku.

= [IpeawecTsytoLmne noaknodeHns VIDM OomKkHbI BeINOMHATLCS Yepes [1Ba NepBbiX CETEBbIX
ajanTepa.

= CeTeBble aganTepsbl, MAyLLME NOCHE BTOPOro CETEBOro ajanTtepa, He AOMKHbl UCNONb30BaTbCS UNN
pacnosHaeaTbca VIDM.

= CeTeBble aganTepsbl, MAyLLME NOCMe BTOPOro CETEBOro ajantepa, He AOMKHbl UCNONb30BaTbCs Ars
nogkrntodeHus K Active Directory.

Mpu HacTponke katanora B VRealize Automation ncnone3yiite nepebiin nnn BTOPO CETEBOW aganTep.
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Heo6xonumeie ycioBus

MonHocTbto ycTaHoBuTe VRealize Automation B cpeny vCenter.

IIponenypa

1.

B vCenter nobaBbTe ceTeBble aganTepbl A4 kaxaoro yctponcTea vRealize Automation.

a) LlenkHnTe yCTpOMCTBO NPaBON KHOMKOWN MbILK 1 BbibepuTe U3MeHUTb napamMeTpbl.

0) [obasbte ceteBble agantepbl VMXNETN.

B) Ecnu ycTponcTBO BKNIOYEHO, NepesanyctuTe ero.

BeinonHuTe BxoA B uHTEpdenc ynpasneHus yctporctea VRealize Automation kak nonb3oBaTerns root.
https://vrealize-automation-appliance-FQDN:5480

Beibepute CeTb 1 ybeautech, YTO AOCTYMHbI HECKOMbKO CETEBbLIX afanTepoB.

Bbibepute Agpec n HacTpounTe IP-agpec ans ceteBbix aganTtepos.

Ta6nuia 7-4. Tlpumep KOHDUTYpALIUU CETEBOTO amamnTepa

MapameTp 3HaveHue
Tun IPv4-agpeca Static
IPv4-appec 172.22.0.2
Macka ceTtn 255.255.255.0

Y6egutecn, uTo BCe y3nbl VRealize Automation moryT paspewarts DNS-umeHa gpyr gpyra.

Y6enutech, 4To BCe yanbl VRealize Automation MoryT nony4nTts 4OCTYN K NtoObIM NOMHBIM AOMEHHbBIM
MMeHaM noacucTeMbl GanaHCMPOBKM Harpy3ky Ang kKoOMNoHeHToB VRealize Automation.

Mpu ncnonb3osaHum Split-Brain DNS ybeguTeck, 4To Bece yanbl VRealize Automation n BupTtyanbHblie
IP-agpeca nmetoT ogrMHakoBoe nonHoe goMeHHoe umsi B cryk6e DNS ans IP-agpeca u
BMpTYyaneHoro IP-agpeca kaxgoro y3na.

B vCenter gobaBbTe ceTeBble agantepbl ans cepeepoB Windows ViHdpacTpykTypa Kak ycnyra.

a) LenkHuTte cepep NHpacTpykTypa Kak ycriyra npaBoi KHOMKOW Mblwn 1 Bbibepute U3mMeHUTb
napameTpbil.

6) [obGaBbTe ceTeBble aganTepbl B BUPTyarnbHy MalluMHy cepBepa VHdpacTpykTypa kak ycnyra.

B Windows HacTpownTe gobaBneHHble CeTeBbIE aganTepbl cepBepa VIHppacTpykTypa Kak ycnyra u nx
IP-agpeca. Npy HeobxoguMocTn cM. AokyMeHTaumio no Microsoft.

Crnenytomue maru

(HeobGsa3atenbHo) Ecnn Heobxoammbl cTaTudeckne MapLupyTbl, CM. pasaen HacTpolka ctaTuyeckmnx
MapLUPyTOB.
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Hacrpolika ctarndeckux MapupyToB

Ecnu Bo Bpemst fobaBneHns ceTeBbIX afanTepoB B yCTaHOBKY VRealize AutomationTpebytotcs
CcTaTMYeCcKMe MapLUpyThbl, OTKPOWTE CeaHC KOMaHAHOW CTPOKU, YTOObI BbIMOMHUTL X HACTPOWKY.

HeobxomuMele ycioBus

[loGaBbTe HECKOMBbKO CETEBLIX aganTepoB Anis ycTponcTB VRealize Automation nnm cepsepos Windows
WHdpacTpykTypa Kak ycnyra.

IIpouenypa

1.
2.

© ® N o o

VMware, Inc.

BbinonHuTe BXoa, B KOMaHAHYO CTPOKY ycTponctBa VRealize Automation kak nonb3oBaTtenb root.
OTkpownTe dann MapLIpyTOB B TEKCTOBOM peaaKTope.

/etc/sysconfig/network/routes

Hangute ctpoky default ang wno3a no ymonyaHuio, HO He U3MEHSINTE ee.

MpumeyaHue Ecnv HeOOGXOONMO U3MEHUTD LUMIO3 MO YMOSMYaHU0, UCMOMb3YNTe NHTEPdENC
ynpasneHusa vRealize Automation.

Hwxe ctpokun default gobaBsTe HOBbIE CTPOKM AN cTaTudecknx mapLupyTos. MNpumep:

default 10.10.10.1 - -
172.30.30.0 192.168.100.1 255.255.255.0 eth0
192.168.210.0 192.168.230.1 255.255.255.0 eth2

CoxpaHuTte 1 3akpounTe ann mapLupyToB.

[MepesanycTuTe yCTPONCTBO.

B knacTepax BbICOKON JOCTYMNHOCTM NOBTOPUTE NPOLIECC ANS KaX4oro yCTporcTBa.
Bongute Ha cepsep Windows VHdpacTpyKkTypa Kak ycrnyra B kKadecTBe agMUHUCTpaTopa.

OTKponTe KOMaHAHYK CTPOKY OT MMEHM agMUHUCTpaTopa.

. Yto6bl HAacTpoUTb CTaTUYECKMiA MapLLpPYT, BBEAMTE kKoMaHay route —p add, rae —p o3Havyaet

COXpaHeHue CTaTUYeckx MapLLPYTOB fnocrne nepesarpysok. Mpumep:

C:\Windows\system32> route -p add 172.30.30.0 mask 255.255.255.0 192.168.100.1 metric 1
OK!

[ononHutenbHble CBEAEHUSA O HACTPOMKe cTaTuyeckmx MaplpytoB B Windows cMm. B AOKyMeHTaLum
Microsoft.
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YnpasneHue UCNIPABICHUSAMU JTO0CTYyTaA

B TexHuyeckon nogaepkke anga yctaHosku vRealize Automation MmoxeT npegycmartpumsaTbCa
ncnpaeneHne NporpaMmMHOro obecneyeHunsi, KOTOPoe MOXHO YCTAaHOBUTb UMK yO4anUTb C MOMOLLbHO
WHTepdenca ynpaeneHns ycrporcteoM VRealize Automation.

MockonkKy NpobrnemMesl MOryT BO3HMKATb B pearibHOM BPEMEHU, NCMPaBMNEHUs], NpeaBapuTerbHbIe
YCrOBUA N MHCTPYKLMM MO YyCTaHOBKe BblNycKkatoTes B basa 3HaHui VMware. Hanpumep, B ctatbe 56618
6asbl 3HaHu VMware oTcnexuBaeTcs U nyonukyetcst Hpopmaumsi No nocrnegHeMy UCNPaBNeHNIo
vRealize Automation 7.4.

B nHTepdence ucnpaBneHms HEBO3MOXHO UCNPaBUTb criegytoLme KoMnoHeHTbl VRealize Automation.
= AreHT ynpasrneHus

®  AreHTbl Kpome areHToB VSphere, Hanpumep XenServer, VDI unun Hyper-V

IIponenypa

1. BoinonHuTe BxoA B MHTepdenc ynpasneHns yctponcTtea VRealize Automation kak nons3osarens root.
https://vrealize-automation-appliance-FQDN:5480

2. Bebibepute anemeHThl Mapametpbl VRA > UcnpaBneHus.

3. B pasgene «YnpaeneHue ucnpaeneHusiM1» BblibepuTe HeobxoauMblii NnapameTp 1 cneayinTe

WHCTPYKLNAM.

MapameTp OnucaHue

HoBoe ucnpasnexue YcTaHoBKa HOBOTIO 3arpykeHHOro MCrpaBneHus.

YcTaHOBnEHHbIe UCNpaBrieHust [obaBbTe He4aBHO YCTaHOBINEHHOE UCMpaBreHne Kk 40OaBnNeHHbIM y3nam
Knacrepa.

OTtkart Yoanute HegaBHO yCTaHOBMEHHOE vcnpasneHune n otkatute vRealize Automation
0o6paTHO K NpeablayLLIMM UCMPaBEHUSIM.

XKypHan lMpocMoTprTE CNMCOK YCTAHOBIEHHbIX U yAANEHHbIX UCTPaBMEHWIA

UTOOb! BKMOYNTE UMK OTKMOYUTL YpaBneHne ncnpaBneHnsMm, BonguTe B KOMaH4HY CTPOKY
ycTpoincTea VRealize Automation kak nonb3oBarens root 1 BBeAUTE OOHY U3 CeayoLWMX KOMaHA.

/opt/vmware/share/htdocs/service/hotfix/scripts/hotfix.sh enable
/opt/vmware/share/htdocs/service/hotfix/scripts/hotfix.sh disable

Hactpoiika noctyna K apeHaaropy Mo yMOJ4YaHUIO

YTtob6bl KOMaH4a cneumnannucToB Morna HavaTb HacTpoliky VRealize Automation, e Hy>kHO NpegocTaBuTb
npaea 4OCTyna K apeHaatopy no yMOnyaHuio.
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|/|CI'IOJ'Ib3yeMbIIZ no ymMmoIn4aHuto apeHgaTop co3gaeTcqa aBToMaTu4eCKn, Korga B Mactepe yCTaHOBKU

HacTpauBaeTcs edvHbIA BXxod. Takne ceegeHus ob apeHpatope, kak ums unu URL-mapkep, nsmeHsTb

Hernb3s, HO BCerga MOXHO CO3aTh HOBbIX JTOKaIbHbIX NOnb3oBaTenei n Ha3Ha4YnTb JOMOMHUTENBHbBIX
agMUHUCTPATOPOB apeHaaTopa UM MHAPPacTPYKTYpbl Kak YCIyru.

IIponenypa

1.

o > BN

Bongute B vRealize Automation kak agMuHucTpaTop apeHaaTopa Mo YMOMYaHuto.
a) [lepengute B HTepdenc npoaykta vRealize Automation.

https://vrealize-automation-FQDN/vcac

©) BownauTe, ncnonb3ys MMs nonb3osartensd administrator v napone, onpeaeneHHbIn s 3Toro

nonb30BaTens Npu HAaCTPOMKe eQuHOro Bxoaa.
Bbibepute AgMUHUCTpUpoOBaHue > ApeHgaTophbil.
LenkHnTte nms apeHgatopa no ymondanuto vsphere.local.

MepenauTe Ha Bknaaky JlokanbHbIe NONb30BaTeNM.

Cospante YY€E€THbIE 3annCu JNOKalibHbIX nonb3oBaTtenen Ang saagaHHoro no yMOJI4aH1io apeHgartopa

vRealize Automation.

JlokanbHble nonb3oBaTenu NnpuBA3aHbl K KOHKPETHOMY apeHaaTtopy 1 MOryT noJ1y4nTb OOCTYN TOJIbKO

K TOMY apeHaaTopy, B KOTOPOM OHU ObIN CO34aHbI.

a) LlenkHute 3Havok «[JobaBuTb» (+).

0) Beegute MHOpMaUMo 0 Nonb3oBaTene, OTBETCTBEHHOM 3a yrnpaBreHne NHPacTPyKTYPOM.
B) HaxmuTe kHonky [lo6aBUTL.

F) |-|OBTOpI/ITe 3TOT Wwar, 4To6bl 4OOaBUTL OQHOMO UM HECKOMNBbKMUX OOMOSNTHUTENbHbIX
nonb3oBarenenu, KOTOpble OTBE4aloT 3a HaCTpOIZKy apeHgartopa no ymosn4yaHuio.

OTtkpownTte Bknagky AOMUHUCTPATOPbI.

HasHaubTe nokanbHbIX Nonb3oBaTeneit agMUHUCTPaTopy apeHaaTopa 1 ponsiM agMuHUcTpaTopa
MHPPaCTPYKTYpbl KaK yCryru.

a) Bseaute nms nonb3oBatens B none novcka AGMUHUCTPaTOpPbI apeHpaTopa v HaxMmuTe
knasuwy BBOQ.

6) BseauTe MMs nonb3oBaTens B nose novcka AGAMUHUCTPATOPbl UHPPACTPYKTYPbI KaK ycryru

(laaS) n HaxxmuTe knasuwy BBO[,.

AOMUHMCTPATOP MHAPACTPYKTYPbI KaK YCryri OTBeYaeT 3a co34aHne KOHEYHbIX ToYeK
WHPaACTPYKTYpbl 1 yripasneHne nmu B VRealize Automation. 3Ty ponb MoXeT npegoctaBuTb
TOMNBbKO CUCTEMHbIV aAMUHUCTPATOP.

LWenkHnTe OGHOBUTD.
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Crnenyromue marm

MpenocTtaBbTe cBoewn rpynne crneumanuctoB goctyn k URL-agpecy v ceBegeHns angd Bxoga B co3gaHHbIe
y4YeTHble 3anMcu, YToObl OHM MOIMM Ha4YaTb HAacTpoliky VRealize Automation.

= AQMUHWCTpaTOpPbI apeHaaTopa MOryT HacTpamBaTb Takne napaMeTphbl, Kak npoBepka NogmMHHOCTH
nonb3oBaTerns, BKyas KoHurypauuio ynpasneH1s katanoramm ans obecnevyeHmns BbICOKON
poctynHoctn. Cm. Hacmpolika vRealize Automation.

B AOMUHMCTpaTOpbl MHAPACTPYKTYPbI KaK yCrnyrn MoryT BeCTU paboTbl C BHELLHUMUW pecypcamu Anst
nogrotoBkn. Cm. Hacmpolika vRealize Automation.

m  Ecnu HacTpoeHo co3gaHue nepBoHaYanbHOro CO4EPKMMOro BO BPEMS YCTAHOBKM, TO
aAMUHNCTPATOP KOHGUrypaumm MOXET 3anpoCcuTb 3NIEMEHT KaTarnora HayanbHOro CO4ePXXMMOro,
4YTOObI OLICTPO 3aMNONMHUTE AKCNEPUMEHTanbHble AaHHble. [1pumep cnocoba 3anpoca anemeHTa u
OencTBns Nonb3oBaTens, BbINOMHAEMOro Bpy4HyHo, CM. B pasgene YcmaHoeka u Hacmpolika
vRealize Automation ons cueHapusi Rainpole.
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YcTpaHeHUE HENOJIad0K B XOJIE
yctaHoBku VRealize Automation

YcTpaHeHuve Henonagok vRealize Automation npegycmatpuBaeT ycTpaHeHue npobnem, Kotopble MOryT
BO3HVKHYTb NpW YCTaHOBKe Unu HacTponke vRealize Automation.

B 3Ty MaBy BXOOAT cnenyrwLuine pasaenbl:

®  PacnonoxeHus xypHarnos rno yMmonyaHuio

= OtkaT npu cboe ycTaHOBKM

m  CosgaHuve naketa nogaepxkkm vRealize Automation

®m  YcTpaHeHue Henoragok B XO4e YCTaHOBKM

®  YcTpaHeHue Hernonagok yctponcTtea VRealize Automation

®m  YcTpaHeHue Henoragok B KOMMOHEeHTax MHAPaCTPYKTYPbl Kak yCIyru

= [louck n ycTpaHeHue nNpobrem, BO3HUKAOLLMX NPU BXOAE B CUCTEMY

Pacrnionoxxenus xKypHaJIOB IO YMOTYAHHUIO

CBefieHVs1 0 HeyAayHbIX YCTaHOBKax CM. B dpaiinax )XypHana CUCTeMbl U NMPoayKTa.

MNpumeyaHne [ns c6opa xypHanNoB paccMOTpUTe NpenMyLLECTBa NPUMEHEHNS NaKeTOB COAEPXKMMOro
vRealize Automation n vRealize Orchestrator gns vRealize Log Insight. MakeTbl cogepxxmmoro n Log
Insight npenocTaBnsaioT 06LLYyt0 CBOAKY MO COOLITMSM XypHana oT Bcex KOMNOHeHTOB B VRealize Suite.
[nsa nonyveHns gononHuTensHon nHdopmaumm nocetute VMware Solution Exchange.

Cnuncok nocneaHuxX pacrnonoXeHW XXypHanoB cM. B pasgene Ctatbs 6a3sbl 3HaHu VMware 2141175.

Kypuanet Windows

YTtoObl HarTK dannbl xypHana ansa cobbitun Windows, BOCNONb3ynTeCh cneayroLlen nHgopmawmen.

XypHan PacnonoxeHue
XypHanbl cpeacTBa npocMoTpa cobbIThi Myck > MaHenb ynpasneHusa > AoMMHUCTpUpoBaHue > NpocMmoTp
Windows co6bITUN
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JKypHainsl ycTaHOBKH

XKypHanbl yCTaHOBKM HaxoasiTCs B CeaytoLmnx pacronoXeHNsiX.

XypHan

XKypHanbl ycTaHOBKU

XKypHanbl ycraHosku WAPI

PacnonoxeHue no yMon4yaHuro

C:\Program Files (x86)\vCAC\InstalllLogs
C:\Program Files (x86)\VMware\vCAC\Server\ConfigTool\Log

C:\Program Files (x86)\VMware\vCAC\Web API\ConfigTool\Logfilename
WapiConfiguration—<XXX>

KypHansl ”HQPACTPYKTYpbl KaK yCIyru

XKypHanbl UHpPaCTPYKTYpbl Kak YCryry HaXOAATCS B CEAYIOLMUX PaCMONOXKeHMSIX.

XypHan
XKypHanbl Be6-canta

XKypHan xpanunuwa

PacnonoxeHue no ymon4yaHuto
C:\Program Files (x86)\VMware\vCAC\Server\Website\Logs

C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Web\Logs

XKypHanbl cnyx6bl gucnetyepa C:\Program Files (x86)\VMware\vCAC\Server\Logs

XKypHanbl opkectpatopa DEM C:\Users\<user-name>\AppData\Local\Temp\VMware\vCAC\Distributed Execution

XypHanbl areHTta

Manager\<system-name> DEO \Logs

C:\Users\<user-name>\AppData\Local\Temp\VMware\vCAC\Agents\<agent—
name>\logs

Kypnainst miarpopmer VRealize Automation

3anvcn xypHana gns nnatgopm vRealize Automation HaxoaaTcst B crnefyoweM pacnonoXeHun.

XypHan PacrnonoxeHue 1o ymonyaHuio

XKypHanbl nnatcopmbl  /var/log/vmware

JKypHanbl mOArOTOBKH IMTPOTPAMMHBIX KOMIIOHEHTOB

)KypHaJ'IbI noAroToBKM NporpaMmMHbIX KOMMNOHEHTOB Haxo4ATCA B crieayroweM pacrnosioXeHun.

XypHan

)KypHan HavyanbHON 3arpys3ku areHta

PacnonoxeHue no yMon4yaHuro

Windows)

XKypHanbl cLeHapusi )KM3HEHHOro Lykna /tmp/taskId (gns Linux)

nporpamMmMHoOro obecneveHus

\Users\darwin\AppData\Local\Temp\taskId (ans Windows)

Konnekuust xypHanoB Jjisl pacipeieICHHbIX pa3BepPThIBAHUN

MoxHo cosaatb ZIP-hbaiin, 3anakoBas B HEro BCe XypHarbl AN KOMMOHEHTOB pacnpeieneHHoro

pasBepTbiBaHMS. .

VMware, Inc.
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OTtkar npu c60e yCTaHOBKHU

Ecnu Bo BpeMsi yCTaHOBKM NPOMCXOAUT COOM 1 BBINOMHSETCA OTKaT, MPeXae Yem CHOBa BbIMOMHUTb
YCTaHOBKY, CCTEMHOMY aZMMWHUCTpaTopy Heobxoaumo ybeauTses, YTo Bce HeobxoauMble doarnbl
yoaneHsl. HekoTopble caisibl Hy)KHO yaanuTb BpyYHYIO.

OTKar MUHUMAaIbHON YCTAaHOBKH

YTobbl nonHocTelo VRealize AutomationyganuTe MHppacTpyKTypy Kak ycnyry, npu ycTaHOBKE KOTOPOM
npom3sowlen cbomr, CUCTEMHOMY aAMUHMUCTPATOPY HEOBXOAMMO yOanuTb HEKOTOPbIE halnbl BPYYHYHO 1
BOCCTaHOBUTb MpeXHee COCTosiHME 6a3bl AaHHbIX.

IIpouenypa

1. Ecnu ycTaHoBneHbl cnegytoLine KOMNOHEHTbI, yaanuTe Ux ¢ NOMOLLIbIO NPOorpaMmbl yaaneHus
Windows.

®m  AreHTbl VRealize Automation

= vRealize Automation DEM-Worker

= vRealize Automation DEM-Orchestrator
= Cepsep vRealize Automation

= \WAPI vRealize Automation

MpumeyaHune Ecnu otobpasmnock cneaytollee cooblieHne, nepesarpy3nTe KOMMNbLIOTEP, a 3aTeM

BbINOMHUTE LWarn ykasaHHou npouenypbl: Ommoka mpu OTKpbITHH (aiiia KypHala yCTaHOBKH .

Ybemurech, YTO yKa3aHHBIA (Dailil KypHaja YCTAaHOBKH CYHICCTBYeT W AOCTYIICH JUIsl 3allUCH

NMpumeyaHue [locne BocctaHoBneHns cuctemsl Windows nnu yaaneHns MHOpacTpyKTypbl Kak
ycnyru HeobxoaMMo BbIMOSIHMTL KOMaHAy iisreset, npexae YeM nepeycraHaBnMBaTb
WHMPacTPyKTypy Kak ycnyry vRealize Automation.

2. BoccraHoBuTe 6a3y AaHHbIX 40 COCTOSAHMS, B KOTOPOM OHa Obina Ao ycTaHoBkM. Cnocod, KOTopbIN

HeobXxo4MMO MCMoNb30BaThb, 3aBUCUT OT M3HAYarlbHOro peXnma yCTaHOBKU 0a3sbl AaHHbIX.

3. B aucnetuepe cnyxb6 IIS (Internet Information Services) BbiGepute Be6-caiT no ymondaHuo (unm

YKaxkute nonb3oBaTtensckuin) u wenkHute Mpueasku. Yoanute npusasky HTTPS (no ymonuaHuio —

443).

4. Yb6epuTecb, YTO yaaneHbl peno3utopuin npunoxeHun vRealize Automation n WAPI, a Takke nynbl
npunoxennn RepositoryAppPool, vVCACAppPool, WapiAppPool.

YcTaHOBKa NOMHOCTLIO yoaneHa.

VMware, Inc.
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OTtkar pacnpenelieHHOM yCTaHOBKHU

YUTo6bl NOMHOCTbLIO YAANUTL UHPPACTPYKTYPY Kak YCryry, Npu yCTaHOBKe KOTOPOW npou3soLuen coon,
CUCTEMHOMY aJMUHUCTPaTOPy HEOBXOANMO yAanuTb HEKOTOPbIE (halibl BPYYHYI 1 BOCCTAHOBUTb
npexHee CoCTosiHVE Ga3bl AaHHbIX.

IIpouenypa

1. Ecnun ycTaHOBneHbl cnegytoLne KOMMOHEHTbI, yAanuTe Ux ¢ MOMOLLIbIO MPOorpaMmbl yaaneHust
Windows.

m  Cepsep VRealize Automation

= WAPI vRealize Automation

Mpumeuanue Ecnu otoBpasunock criegytollee cooblieHre, nepesarpy3nte KOMMbIOTEP, a 3aTem

BbIMONHUTE yKa3aHHyto npouenypy: Ommbka npu OTKpbITHHM (aiia KypHana yCTaHOBKH. YOeauTech,

YTO yKa3aHHBIA (Dailyl JKypHaja YCTAaHOBKM CYIICCTBYEeT W JOCTYICH JUIs 3arucCH.

MpumeyaHue [locne BocctaHoBneHnsa cuctemsl Windows unu yaaneHus MHQPacTpyKTypbl Kak
ycnyrn Heobxogumo BbINONMHUTL KOMaHAy iisreset, npexae YemM nepeycraHaBnmMBaThb
WMHpacCTpyKTYypy Kak ycnyry vRealize Automation.

2. BoccraHoBuTe 6a3y AaHHbLIX 40 COCTOSAHUS, B KOTOPOM OHa Obina Ao ycTaHoBKNU. CnocoO, KOTophbIN
HeobXxo4MMO MCMoNb30BaTh, 3aBUCUT OT M3HAYarlbHOro peXxmMMa yCTaHOBKM 6a3sbl AaHHbIX.

3. B aucnetuepe cnyx6 IIS (Internet Information Services) BbiGepute Be6-cait no ymonyaHuo (unm

YKaXkute nonb3oBaTtensckuin) u wenkHute Mpueasku. Yoanute npusasky HTTPS (no ymonuaHuio —

443).

4. Yb6epuTecnb, 4TO yaaneHsl penosutopun npunoxeHunin, VCAC n WAPI, a Tarke nynbl NpunoxeHumn
RepositoryAppPool, vVCACAppPool, WapiAppPool.

Taomuua 8-1. Touku oTKa3a 1yIs OTKara

Touka oTkasa Oencrteue

YcTaHoBKka cnyx6bl aucneTtyepa Ynanute MO vCloud Automation Center Server.

YctaHoBka DEM Orchestrator Ypanute komnoHeHT DEM Orchestrator, ecnu oH yctaHoBneH.
Ycranoska DEM Worker Ypanute Bce paboune npoueccbl DEM, ecnv TakoBble CyLLECTBYHOT.
YcTaHoBKka areHTa YpanuTte Bce areHTblVRealize Automation, ecnu oHM ycTaHOBMEHbI.

Co3nanue makera nojjuepxku VRealize Automation

MakeT nogaepxkn vRealize Automation MOXXHO co3aaTb C MOMOLLLI0 UHTEepdenca ynpasneHns
ycTpoicTea vRealize Automation. MNakeTbl nogaepxkn cobupatoT xypHarbl. C nx NOMOLLbH

Mosib30BaTeNN UMK crieumanucTbl Crykbbl TeXHUYeckon nogaepkkn VMware MoryT ycTpaHWUTb Hernonaaku

c VRealize Automation.
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IIpouenypa

1. Ortkpovite URL-agpec nHtepdeica ynpasneHuns yctponctsa vRealize Automation B Be6-6pay3sepe.
https://vrealize-automation-appliance-FQDN:5480

2. BowguTe kak nonb3osaTternsb root u wernkHute MapameTpbl VRA > KnacTtep.

3. UWenkHnte Co3paTb NakeT NOAAEPKKN.

4. LUWenkHnte 3arpy3uTb 1 COXpaHuTe dann naketa NnogaepXkM B CUCTEME.

MakeTbl NogaepXKn BKIto4aoT Hopmaumio ¢ yctponctea VRealize Automation n MIHdpacTpykTypa Kak
ycnyra-cepsepoB Windows. Ecnv mexay komnoHeHTamm ycTporcTBa VRealize Automation n
WHdpacTpykTypa Kak ycrnyra 6yaeT pasopBaHO coeQuHeHWe, B NakeTe NogaepKKM MOryT OTCYTCTBOBaTb
XypHaribl KoMnoHeHToB MHdpacTpykTypa Kak ycnyra.

YTto6bl NPOCMOTPETL COOpaHHbIe hansbl XXypHanoB, pacnakynTe NakeT NOA4EPXKKN 1 OTKponTe dhain
Environment.html B 6paysepe. be3 coeguHeHns KOMNOHEHThI VIHbpacTpykTypa Kak ycnyra mMoryT
0603Ha4YaTbCs KpacHbIM LIBETOM B Tabnmue «Yanbi». XKXypHanbl IHpacTpykTypa Kak ycnyra Takke MoryT
OTCYTCTBOBaTb, eCcnu criyba areHTa ynpaeneHusa vRealize Automation npekpaTtuna paboty Ha
MHdpacTpykTypa Kak ycnyra-cepsepax Windows, 0003Ha4€HHbIX KpaCcHbIM LIBETOM.

yCTpaHeHI/Ie HCTIOJIAJI0K B XOZ€ YCTAHOBKU

B pasgenax o6 ycTtpaHeHun Henonagok Ans yctponcts vRealize Automation paccmaTpuBaroTcs peLleHus
Nno yCTpPaHEeHMo NOTEHUMarnbHbIX NPobrnemM, KOTopble MOTYT BO3HMKaTb Ha 3Tane yCTaHOBKMU 1 Mpu
0BHapy)XeHUn KOTOpbIX MOXHO ucnornb3oBaTh VRealize Automation.

3aBeplIeHNE YCTAaHOBKU WJIM OOHOBJIEHMSI C OIIMOKOW BPEMEHU OXKHJIAHUS
NOJICUCTEMBI OaTaHCUPOBKHU HArpy3Ku

YctaHoBka nnv obHoeneHne vRealize Automation ans pacnpegeneHHoro passepTbiBaHUSA C MOACUCTEMOM
HanaHcMpoBKM Harpy3ku 3aBepLuaetcs ¢ owmnokon 503 «Cnyxba HegocTynHay.

IIpobnema

YcTaHoBKa 1N 06HOBIEHME 3aBEPLUAETCS C OLUMOKON, TaK Kak B NapamMeTpax BpeMeHU OXUaaHUs
noacucTeMbl 6anaHCUMPOBKM Harpy3Kku ykasaHo HEQOCTATOMHO BPEMEH AJs 3aBepLUeHUs 3adaqu.

[Tprunna

Ecnu B napameTpe ykasaHO He4oCTaTOMHOE BPEMS OXMAAHUS MOACUCTEMbl 6anaHCUPOBKM Harpy3Kku, 3To
MOXET MPUBECTM K cOOot0. MpobneMy MoXXHO peLLnTb, YBENMYMB 3Ha4YeHe napamerpa noacucTeMsl
GanaHcupoBkM Harpy3ku fo 100 cekyHa u Goree v nepesanycTvB 3agadvy.

Pemenue

1. YBenuybTe 3HaYeHne BPEMEHU OXUAaHUS NoAcUcTeMbl GanaHCMPOBKW Harpy3Kku No KpanHen mepe Ao
100 cekyHA.

2. T[lepesanycTuTte YCTaHOBKY UM OGHOBIEHKE.
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Bpemst Ha cepBepax He CUHXPOHU3UPOBAHO

YcTaHOBKa MOXET 3aBEPLUMTBLCA C OLLUMOKON, ecriv cepBepbl BpemeHn VIHdpacTpykTypa Kak ycnyra He
CUHXPOHM3MpPOBaHkLI ¢ ycTporcTBom VRealize Automation.

IIpobnema

Mo>XHO BOMTW NOCME YCTAHOBKU UMM OHA 3aBEPLUMTCS C OLUMOKOM Npu BbINOIHEHMM BXOAA.

IIpuunna
CepBepbl BpeMeHM MOTyT BbITb HE CUHXPOHU3MPOBaHbI HA BCEX CEpBEpPaXx.

Pemenne

CuHxpoHM3upyiTe Bce ycTponcTtea VRealize Automation n cepsepbl Windows MHpacTpyKTypbl Kak
YCnyru ¢ O4HUM UCTOYHMKOM BpeMeHU. He ncnonb3ynte pasHble UCTOUYHUKM BPEMEHN B OOHOM
pasBepTbiBaHUK VRealize Automation.

®  YCcTaHOBMWTE NCTOYHUK BpeMeHu ycTporcTea VRealize Automation.

a) BbinonHute BX0A B MHTEPMENC ynpaBneHus ycTponcTea vRealize Automation kak nonb3oBarerb
root.

https://vrealize-automation-appliance-FQDN:5480

©0) Bblbepute pasgen AaAMuHUcTpaTop > HacTporku BpemMeHu 1 3agante UCTOYHMK
CUHXPOHM3ALMN BPEMEHN.

MapameTp Onucaxue
Bpewms y3na CuHxpoHusaums ¢ yanom ESXi yctponictsa vRealize Automation.

CepBep BpemeHn  CUHXPOHM3aULMs C O4HUM BHelwwHuM cepepom npotokona NTP (Network Time Protocol). Beeaute
nonHoe gomeHHoe ums unu IP-agpec cepsepa NTP.

= [lononHuTenbHble cBegeHnsa o cepepax Windows MHPaCTPYKTYpbl Kak yCcrnyrn CM. B pasaerne
BkntoueHune cuHxpoHusauum Bpemermn Ha cepsepe Windows Server.

[Tpu ucnonszoBanuu Internet Explorer 9 unu 10 8 Windows 7 moryr
OTOOpaXKaThCs MyCThIC CTPAHHIIBI

Mpn ncnonsaoBaHun Internet Explorer 9 unn 10 B Windows 7 ¢ BKITHOYEHHBIM PEXMMOM COBMECTUMOCTH
HEeKOoTopble CTpaHuLbl oToDpaxatoTca 6e3 cogepxaHus.

IIpobnema

Mpu ncnonb3osaHun Internet Explorer 9 unu 10 B Windows 7 Ha cnegyowmx cTpaHuuax Het
coaepXXaHusi:

= VIH(pacTpykTypa

B nanka apeHgaropa no ymon4aHuio Ha CTpaHuLe OpKecTpaTopa,
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B KOHUrypauus cepBepa Ha CTpaHuLe opKecTpaTopa.

ITpuunna

Mpobrnema MOXET BbITb CBA3aHa C PEXMMOM COBMECTUMOCTU. DTOT PEXUM MOXHO OTKMoUnTb B Internet
Explorer, BbINONHUB crnegytowme waru.

Pemenune

Heo6xonmmeie ycmoBus

Y6eauTech, YTo oToOpaxaeTcsi cTpoka MeHto. Ecnu ncnoneayetcs Internet Explorer 9 unu 10, 4to6bl
0TOOpPa3snTb CTPOKY MEHI0, HaXMUTE Knasuwy Alt (Mnu LWenkKHUTE NpaBo KHOMKON MbILLW afpPECHYHO
CTPOKY 1 BblbepuTe NyHKT CTpoKa MeHI0).

IIpouenypa
1. Bblbepute CepBuc > NapameTpbl NpocMoTpa B peXXMmMme COBMECTUMOCTH.
2. CHumuTe donaxok OTob6paxaTb CanTbl UHTPACETU B PpeXXMMe COBMECTUMOCTM.

3. Haxmute KHomMKy 3aKpbITh.

HeB03MOXXHO yCTaHOBUTH OTHOIIEHUE AOBEpHUs ISl O€30MaCHOTrO KaHala
SSL/TLS

MoxxeT nosiButbcs cooblyeHne «He ygaeTtcsa ycTaHOBUTL OTHOLLEHWE AoBepus Ans 6esonacHoro kaHana
SSL/TLS npu obHoBneHunn ceptudmnkatoB 6esonacHoctn ans vCloud Automation Centery.

IIpobnema
Ecnu npu obHoBneHun ceptudmkata 6esonacHocTn y pavna vcac-config.exe BO3HUKHET npobnema ¢

CepTI/Id)VIKaTOM, MOXeET OTO6p83VITbCFI cnegywuiee coobLeHue:

BazoBoe coenunenue 3aKpBITO: HE YAAJIOCh YCTAaHOBUTH OTHOLICHUE IOBEPUSA IS 06e30IacHOr0 KaHaa SSL/TLS

HaiiTv gononHuTenbHyo MHopMaLmio 0 NprUYMHe NPoGrembl MOXHO, NPUBErHyB K creayoLuei
npoleaype.

Pemenue

1. Otkpowite hann vcac-config.exe.config B TEKCTOBOM pefakTope U HanguTe agpec penos3vtopus:
<add key="repositoryAddress" value="https://IaaS-address:443/repository/" />

2. Tlepengute no atomy agpecy B Internet Explorer.

3. OsHakombTeCb CO BCEMY NOSABMSALLMMUCS COOBLLEHMAMN 06 OLIMOKax, OTHOCALLUMXCSA K JOBEPUIO
cepTudukara.
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4. TMonyuute ot4yeT 0 6e3onacHocTu B Internet Explorer 1 ¢ ero nomoLpblo ycTpaHUTe Henonaaku, us-3a
KOTOpbIX CEpPTUdUKAT He ABMAETCA HAAEXKHbLIM.

Ecnun npobnema He ncyesaeT, NOBTOPUTE NpoLenypy, NCNonb3ys agpec, KOTOPbIN HY>KHO
3aperucTpupoBaTh, TO €CTb aApec KOHEYHOW TOYKM, KOTOpasi MCNonb3oBanack A perncTpaumm veac—
config.exe.

[TonkiroueHre K CETH ¢ MOMOILBIO POKCU-CEPBEPa

HekoTopble caiiTbl MOryT nogkntovatbest K IHTEPHETY Yepes NpoKCU-CepBep.

IIpobnema

Balue pasBepTbiBaHME HE MOXET MOAKIIOYATLCA K OTKPbLITON ceTu MIHTepHeT. Hanpumep, y Bac HET
JocTyna k Beb-cantam, obLiefoCTynHbIM obrakam, KOTOpbIMU Bbl ypaBnsieTe, a Takke agpecam
NOCTaBLLMKOB, Y KOTOPbIX Bbl 3arpyaeTe nporpaMMHoe obecnevyeHme n 0GHOBNEHUS.

IIpnunna
Bawu cant nogknioyaetca K VIHTepHeTy Yepes NpoKcu-cepsep.

Pemenue

Heo6xonnmeie ycmoBus

MmeHa npokcu-cepBepoB, HOMepa NopTOB U YYETHbIE AaHHbIE MOXHO MOMY4YUTb Y agMuUHUCTpaTopa
BaLLero camTta.

IIpouenypa

1. Ortkpovite URL-agpec nHtepderica ynpaeneHus yctponcraa vRealize Automation B Be6-
Opaysepe.

https://vrealize-automation-appliance-FQDN:5480
2. BowguTe kak nonb3oBaTernb root u BolbepuTe anemeHT CeTb.
3. BeeguTte nonHoe JoMeHHOe nMst unu IP-agpec Baluero Nnpokcu-cepeBepa U HOMep nopTa.
4. Ecnu Baw npokcu-cepBep TpebyeT yueTHbIe AaHHble, BBEAUTE MMS MONb30BaTenNsi U Naporsb.

5. Haxmute kHomnky CoXxpaHUTb HaCTPOWKM.

Crnenytomue maru

HacTtporiku ons ncnonb3oBaHusi NPOKCU-CEpBEpPa MOTYT NOBMMATL HA AOCTYN NOMb30BaTerNs K
VMware Identity Manager. Ytobbl ncnpaesute a1y Nnpobnemy, cMm. pasgen [Npokcu-cepBep He No3BONseT
BbINOMNHUTL BXoA nonb3oBatento VMware Identity Manager.

JIeicTBHS B KOHCOJIM JJIsI HACTPOUKH MEPBOHAYAIBHOTO COJIEPKUMOTO

CyulecTByeT ansrepHaTBa UCNoNb30BaHWO MHTepderica yctaHoBKkKM VRealize Automation anga cospaHus
YYETHbIX 3annucen agMMHUCTpaTopa KoHUrypawmm n nepBoHaqanbHOro CoaepXMmoro.
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IIpobnema

Ha koHeyHOM aTane yctaHoBkK vVRealize Automation Heobxoanumo cnefoBaTh onpeaeneHHon npoluenype
4N BBOOA HOBOIO Maporisi, Co34aHns y4eTHOWM 3anncu nokanbHoro nons3osartens configurationadmin u
nepBOHaYanbHOro coaepXxunmoro. NMponcxoanT owmnbka, n UHTepdenc nepexoanT B
HEeBOCCTaHaBMNMBaeMOE COCTOSHME.

Perrenne

BmecTo ncnonb3oBaHusa HTepdenca BBeaMTe KOMaH4bl KOHCOMM, YTOObI CO34aTh NOMNb30BaTENS
configurationadmin n nepsoHavansHoe cogepxumoe. ObpaTnTe BHUMaHME Ha TO, YTO MHTEPdENC MOXET
paboTtaTb co c605iMM MOCHE YCMELIHOro BbINOMHEHUS YacTu npoueaypbl. [109TOMy, BO3MOXHO
NoHagobsTCA TONBbKO HEKOTOPbLIE U3 KOMaHM,.

Hanprmep, MoXHO NpoBepuTb XXypHarbl 1 BbiNofHEHWe paboyero npouecca VRealize Orchestrator u
onpeaenuTb, YTo B pesynbTaTte YCTaHOBKU Ha OCHOBE MHTepdelica co3aaH nonb3oBaTterb
configurationadmin, a He nepBoHa4yanbHOe cogepXnUMoe. B Takom criyyae Ansi 3aBeplLUeHust npoLeaypbl
MOXHO BBECTM TOIMbKO MocrneaHne ABe KoMaHbl KOHCOIM.

IIponenypa

1. Bongute B koHcorb ycTponcTtea VRealize Automation B kayecTBe NpuBMNerMpoBaHHOro
nonb3oBaTens.

2. VimnopTtupynTe pabouni npouecc vRealize Orchestrator, BBeasa cnegytoLlyo KomaHay:

/usr/sbin/vcac-config -e content-import —-

workflow /usr/lib/vcac/tools/initial-config/vra-initial-config-bundle-
workflow.package —--user $SSO_ADMIN_USERNAME --password $SSO_ADMIN_PASSWORD --
tenant $TENANT

3. BbinonHute pabouunii npouecc, 4Tobbl co3gaTh nonb3oBatens configurationadmin:

/usr/bin/python /opt/vmware/share/htdocs/service/wizard/initialcontent/workfl
owexecutor.py ——host $CURRENT_VA_HOSTNAME —--username $SSO_ADMIN_USERNAME —-
password $SSO_ADMIN_PASSWORD —-workflowid f2b3064a-75ca-4199-
a824-1958d9clefed ——configurationAdminPassword $CONFIGURATIONADMIN_PASSWORD
——tenant $TENANT

4. WmnopTupynTe cxemy anemeHToB ASD, BBeas criefyoLLyto KOMaHay:

/usr/sbin/vcac-config -e content-import —-—

blueprint /usr/lib/vcac/tools/initial-config/vra-initial-config-bundle-
asd.zip ——user $CONFIGURATIONADMIN_USERNAME --password
$CONFIGURATIONADMIN_PASSWORD ——tenant $TENANT

5. BbinonHute pabounii npouecc, YTobbl HACTPOUTL NepBOHaYaribHOEe CoAepPXKUMOoe

/usr/bin/python /opt/vmware/share/htdocs/service/wizard/initialcontent/workfl
owexecutor.py ——host $CURRENT_VA_HOSTNAME —-username $SSO_ADMIN_USERNAME —-
password $SSO_ADMIN_PASSWORD —-workflowid ef00fce2-80ef-4b48-96b5-
fdee36981770 ——configurationAdminPassword $CONFIGURATIONADMIN_PASSWORD
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He ymaercst BepHyThCsl K 00JIee paHHUM BEPCHUSM JIUIICH3UH
vRealize Automation

I'IpM oTrnpaBKe JIMLEH3NOHHOIO KIlko4a bornee PaHHEro BbiMyCKa NpoAyKTa BO3HUKAET owmnbka.

IIpobnema

Ha ctpaHuue «JlnyeHsnpoBaHne» nHTepdenca agMmmHucTpupoBaHnsa vRealize Automation nosisnsiercs
cnepytoLlee coobLLeHne Npu oTnpaeBke kntoyva 6onee paHHeEro Beinycka NpPoAyKTa No CPaBHEHWUIO C
Tekywnm. Hanpumep, cHavana Bbl UCMOSb30Banu NULEH3N0 AN NPeanpusaTuii, a Tenepb XoTuTe
NPUMEHUTb PaCLUMPEHHYIO NULIEH3MIO.

Unable to downgrade existing license edition

IIpuunna

HanHbin Beinyck VRealize Automation He nogaepxmBaeTt nepexon k bonee paHHUM BEPCUSM JTMLEH3NN.
MoxxHO [06aBUTb TONBKO SIMLEH3MM PaBHOLIEHHOrO unn 6onee No3aHero Bbinycka.

Pemenue

YTto6bl nepeintn Ha 6onee paHHUIM BbiNyck, Heobxoamnmo nepeycrtaHoBuTb VRealize Automation.

Ycrpanenne Henonagok ycrpoiictea VRealize Automation

TeMmbl N0 yCTpaHeHUo Henonagok s ycTponcTs VRealize Automation cogepxar pelueHus npobrnem
YCTaHOBKM, KOTOPbl€ MOrYT BO3HUKHYTb MPU UCMONb30BaHnM ycTponcTB VRealize Automation.

COoit 3arpy3ku ipu paboTe YCTaHOBIITMKOB

[Mporpammam yCTaHOBKUW He yaaeTcs BbIMONMHUTL 3arpy3ky u3 yctponctea vRealize Automation.

IIpobnema

YCTaHOBLLMKN He BbIMOSHSAIOT 3arpy3Kky npu 3anycke setup__vrealize-automation-appliance-
FQDN@5480 . exe.

IIpuunna

m  OBHapyxeHbl NPobrembl C CETEBLIM MOOKIIOYEHMEM MPU MOMbITKE MOAKIIOYEHMS K KOMMbIOTEPY
ycTtporctBa VRealize Automation.

®  He yganocb NOAKNIOYUTBECH K KOMMbOTEpPY ycTporcTBa VRealize Automation, Tak kKak OH He4OCTyMNeH
UIn NPEBbLILLIEHO BPEMS OXMUAAHUS NOOKIOYEHNS.

Pemrenne
1. Ybemutecs, uto k URL-agpecy vRealize Automation moxHo nogknoumntecs B BeO-6paysepe.

https://vrealize-automation-appliance-FQDN
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2. OsHakombTECH C ApyrMMUY pasfenamm ob ycTpaHeHun Henonagok ycTponctea VRealize Automation.

3. Barpysute gann yctaHOBKM M MOBTOPHO MOLKIHOYMUTECH K yCTponcTBY VRealize Automation.

Henpasunbhbie paspernrenus daiina Encryption.key

Ecnu ganny Encryption.key HazHavaloTcsi HEBEpHblE pa3peLleHnst Ansi BUPTyanbHOro yCTponcTaa,
MOXET BO3HMKHYTb CUCTEMHAs oLnbKa.

IIpo6nema

Bongute B Yctponcteo vRealize Automation, n otobpasutcsa ctpaHuua «ApeHaartopbl». [locne Havana
3arpysku cTpaHuLpbl oTobpasnTcs cooblyeHne CucreMHas omuOKa.

IIpuunna

®anny Encryption.key HasHayeHbl HeBepHble pa3peLueHuns, unu rpynne nnbo BnagensLy HEBEPHO
Ha3Ha4eH ypoBeHb Mosfib30BaTens.

Pemenune

Heo0xonnmMeie ycmoBus

BoianTe B BUpTyanbHOe YyCTPOWCTBO, KOTOPOe 0TOBpakaeT OLLNGKY.

MpumeyaHue Ecnuv BupTyanbHble yCTponcTBa paboTatoT B CBA3M C NOACUCTEMON GanaHCUpOBKN
Harpysku, Hy>XHO NPOBEPUTL KaxJoe BUPTyarbHOe YCTPOUCTBO.
IIpouenypa

1. Ortkpowite chann xxypHana /var/log/vcac/catalina.out n Hangute coobeHne Cannot
write to /etc/vcac/Encryption.key.

2. T[lepengute B KaTanor /etc/vcac/ v npoBepbTe paspeLleHnst U npaBa COOCTBEHHOCTM Ha doaln
Encryption.key. [lomkHa oTobGpaxkaTbCsi CTpoKa, NogobHasi creayoLLen:

—rW——————— 1 vcac vcac 48 Dec 4 06:48 encryption.key

TpebyeTca paspelleHre Ha YTEHNE U 3amnu1cb, @ B Ka4eCcTBe BnagenbLa 1 rpynnbl Ans ganna
HYXXHO yKa3aTb 3HayeHue vcac.

3. Ecnu otobpaxatotca apyrue BbiXofHble AaHHbIe, MNP HEOBXOAUMOCTM U3MEHUTE paspeLleHunst
UNK NpaBo Ha cobCTBEHHOCTL ANs dharna.

Crnenytomue maru

YTtobbl yBeanTbcs, 4TO MOXHO BbIMONHUTL BXo4 6e3 owmnbok, Bonante Ha cTpaHnuy «ApeHaaTopy.
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Identity Manager s ynpasieHus karajioramu He 3amyCcKaeTcsl TOCIe
nepe3anycka Horizon Workspace

B cpene Bbicokon goctynHocTu vRealize Automation moxeT npousonTn cbon 3anycka ldentity Manager
ONS ynpaBneHus Kkatanoramu nocrne nepesanycka cnyx6sl Horizon Workspace.

IIpobnema

C6on 3anycka cnyx6bl Horizon Workspace nponcxogut us-3a owmnbkun, aHanorm4yHom crnenyoLen:

Error creating bean with name

'liquibase' defined in class path resource [spring/datastore-wireup.xml]:
Invocation of init method failed; nested exception is
liquibase.exception.LockException: Could not acquire change log lock. Currently
locked by fe80:0:0:0:250:56ff:fea8:7d0c%ethd
(fe80:0:0:0:250:56ff:fea8:7d0c%eth®) since 10/29/15

IIpuunna

Identity Manager MoxeT He 3anycTUTbCS B Cpeae BbICOKOW AOCTYNMHOCTU U3-3a Npobrnem co crnyxebHom
nporpamMmon ynpasrneHus gaHHbiMu liquibase, ncnonbdyemon vRealize Automation.

Pewenne
1. Bongute B ceaHc koHconu Ha ycTporcTee VRealize Automation kak nonb3oBaTternb root.
2. OcrtaHoBuTte cnyx6y Horizon Workspace ¢ nomoLLblo creayoLlert KoMaHabl.
#service horizon-workspace stop
3. Ortkponte obonouky Postgres kak npuBMnernpoBaHHbIN Nofb30BaTeNb.
su postgres
4. Tlepengute B HYXHbIN KaTanor bin.
cd /opt/vmware/vpostgres/current/bin
5. TlogkntounTech k 6ase gaHHbIX.
psql vcac
6. V3 saas.databasechangeloglock BbinonHute cneaytowmn 3anpoc SQL.
select * from databasechangeloglock;
Ecnu BbIXoaHbIE JaHHbIE coaepXaT 3HadeHue t (true), pa3briokMpoBKY HY>HO BbINOMHUTb BPYYHYHO.
7. [Onsa atoro BbINonHWTE cnegytowmn 3anpoc SQL.

update saas.databasechangeloglock set locked=FALSE, lockgranted=NULL,
lockedby=NULL where id=1;
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8. W3 saas.databasechangeloglock BbinonHuTe cneaytowmn 3anpoc SQL.
select * from databasechangeloglock;

BbixodHble AaHHble O0MKHbI cogepxaTh 3HadeHue f (false), ykasbiBatollee, 4To pastrokMpoBka
BbIMOMHEHa.

9. BbiiguTe 13 6a3bl AaHHbIX Postgres vcac.
vcac=# \q

10. 3akpowite obonouky Postgres.
exit

11. 3anyctute cnyx6y Horizon Workspace.

#service horizon-workspace start

HenpaBunbHble Ha3HAUEHUA POJIEN YCTPOUCTB MOCIE aBAPUINHOTO NEPEKITIOYEHUS

Mocne aBapunHOIO NEPEKIIYEHNs rMaBHbIN Y3ern 1 y3nbl-pennukm yctponctaea vRealize Automation
MOFYT He MOSyYMTb NPaBUIIBHOMO Ha3HAYeHUs POMen, YTO MOBMUSET Ha BCe CryXObl, KOTOpPbIM TpebyeTcs
[octyn Ans 3anucy B 6asy AaHHbIX.

TIpobnema

B knacTtepe BbICOKOM AOCTYNMHOCTU yCTporcTB VRealize Automation Heo6xoanmo OTKMYNTL UK cAenartb
HeOOCTYMHbIM rMaBHbIn y3en 6a3bl AaHHbIX. YTOObI NPUCBOUTL 3TOMY Y3My pOrib HOBOMO FMaBHOrO y3na,
YTO BOCCT@HOBMT JOCTYyN K 3anucu B 6a3y AaHHbIx VRealize Automation, Heob6xoaMmo ncnonb3oBarb
KOHCOMNb yNpaBneHnsa Ha Apyrom yarne.

MosgHee Bbl CHOBA BKIOYMTE NpeablayLLnii raBHbIi y3en B ceTb, HO BkNaaka «basa gaHHbIX» B ero
KOHCONM yrnpaBsrieHns Bce elle ykasblBaeT Ha AaHHbIV y3er KakK Ha rMaBHbIN, XOTA OH UM He ABMSAETCS.
MonbITkX UCMONb30BaTh NoGYI0 KOHCOIb YNpaBreHust Y3rioM, YTobbl yCTpaHUTb Npobnemy nytem
NOBTOPHOMO OMLMANbHOMO Ha3HaYeHWs NpeablayLiero yana rnasHbIM, NpruBeayT K oLwnGKe.

Pemenne

I'Ipvl aBapI/IIZHOM nepeknn4eHnn BbINOIHUTE crieayrune pekoMmeHgaunn npu HaCTpOIZKe npenbiayumnx n
HOBbIX TMaBHbIX Y3J10B.

®m  [lepen Ha3Ha4YeHUEM OpYroro y3rna B Ka4ecTBe rMaBHOro HeoOX0AMMO yoanuTb NpeablayLLmn
rmaBHbIN y3en 13 nyna y3nos ycTponcTtea VRealize Automation nogcnctembl 6anaHCMpoBKN Harpysku.

®  Y106bl VRealize Automation BHecna npegbiayLLmMiA rMaBHbI y3en obpaTHO B Knactep, No3BosbTe
npeabiayLien MalluHe NosIBUTLCS B CETU. 3aTeM OTKPOWTE KOHCOSb YNpPaBeHNsa HOBbIM IMaBHbIM
y3nom. Hanaunte npedblaywimin y3en, ykasaHHbl kak invalid, noa Bknagkon «basa gaHHbIX» 1
HaxmuTe KHonky Copoc.

Mocne ycnelwHoro c6poca MOXHO BOCCTaHOBUTL MPeablAyLLMiA yY3en B Nye y3rnoB yCTPoUCTBa
vRealize Automation nogcmctemsl 6anaHCpOBKM Harpy3Kku.
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= Y100bl BpY4HYIO BHECTU NpeabIayLLNIA MMaBHbIA y3en obpaTHO B KnacTep, No3BorsTe MallvHe
NosIBUTLCS B CETU U MPUCOEOUHUTE €€ K KracTepy, kak OyaTo 3To HOBbIM y3en. MNpu npucoeamHeHun
YKaXkuTe HelaBHO Ha3Ha4YeHHbI y3en Kak OCHOBHOM y3er.

lMocne ycnewHoro NnpucoeanHeHs MOXXHO BOCCTAHOBUTL NpeabiayLLui y3en B nyrne y3noB
ycTponcTtea VRealize Automation nogcuctembl 6anaHcMpoBKU Harpysku.

= [lo npaBunbHOro cbpoca mnm noBTOPHOIO NpUCOeaNHEHNUs NPeAbIAYLLEro rMaBHOMO y3na K KrnacTtepy
He MCMonb3ynTe ero KOHCOMb YNpaBneHus Ans onepauuii ynpaeneHus KnacTepoM Aaxe ecrnin y3en
CHOBa MOSIBUTCS B CETU.

m  [locne ycnelHoro cbpoca nnm NoBTOPHOIo NPUCOEAMHEHUSI MOXHO CHOBA NMPUCBOUTL MPeAblayLeMy
Y37y porb rMaBHOro yarna.

OmmOKku mocie MOBBIIEHUS YPOBHS PEIUIMKHU U TJIABHBIX Y3JIOB

OLwmnBKM ANCKOBOIo NPOCTPAHCTBA, BO3HUKAOLLME NMPU MOBLILLIEHWUN YPOBHS PENSIMKA U IMaBHbIX Y3108
0a3sbl AaHHbIX ycTporicTBa VRealize Automation, MoryT npmBecTu kK npobnemam ¢ NogroToBKOW.

IIpo6nema

Ha rmaBHOM y3ne 3akaH4MBaeTCda OUCKOBOE NPOCTPaHCTBO. Bbl BbInonHsieTe BXO[ Ha CTpaHuue 0asbl
OaHHbIX ero nHTepdenca ynpasneHus 1 NoBbILLIAeTe YPOBEHb y3na PenvKN ¢ 40CTaToO4YHbIM 06 bEMOM
NPOCTpaHCTBa Tak, YTOObI OHa cTasn HOBbIM MaBHbIM Y3I10M. [NoBbilLeHne YPOBHA BbIMAANUT yCNeLwHbIM
nocne oOHOBMEHNsI CTPaHWLbI MHTepdeica ynpaBneHnsi, HECMOTPS Ha NOosiIBNEHNe coodLleHns 0o
owmnbke.

Mo3xe Bbl 0CBOOOXAAETE AMCKOBOE NPOCTPAHCTBO HA Y3ne, KOTopblIl Obin rnaBHbIM. [ocne noBbIWeHUs!
YPOBHSI 3TOr0 y3na CHOBa [0 rMaBHOro BhINOSHEHME onepaLuuii NoAroTOBKM OCTaHaBNMBaeTCH Ha
coctosHum IN_PROGRESS.

IIpuunna

vRealize Automation He MOXeT npaBnNbHO 0GHOBUTL KOHGUIypaL MO CTAaporo raBHOro y3na, ecnm He
XBaTaeT NPOCTPaHCTBA.

Pemenne

Ecnu B nHTEpdENCe ynpaBneHns BO BpeMs NMOBLILLEHWS YPOBHSI 0TOBpakatoTcs OLUMOKM, BPEMEHHO
NCKIo4YnTE y3en n3 nogcnctemMbol 6anchv|pOB|<|/| Harpy3ku. |/|CI'IpaBbTe npo6nemy C y3rom, HanpumMmep
nobaBuMB OUCK, NpeXxae YeM CHOBa BKIYaTb ero B NoAcUCTEMY OanaHCMPOBKM Harpysku. 3atem

06HOBUTE CTpaHuLy 6a3sbl AaHHbLIX MHTepdeica ynpasneHus n ybeauTech, YTo B Ka4ecTBe rMaBHOro yana
N pennuky BblbpaHbl MpaBuibHbIE Y3Ibl.

HenpaBuiibHas perucrpanus ciryxo kommnoneHroB VRealize Automation

WuTepderic ynpaBneHus yctponcTtsa vRealize Automation moxxeT nomouyb B peLieHun npobnem ¢
pervcTtpaumen cnyxb komnoHeHToB vVRealize Automation.

VMware, Inc. 181



YcraHoBka vVRealize Automation

IIpobnema

Mpu HopmarnbHOM paboTe Bce cnyx0bl koMnoHeHToB VRealize Automation 4omkHbI BbITb YHUKaNbHLIMU Y

HaxoguTbes B cocTosiHm «3BAPETMCTPUPOBAHAY. JTiobon apyron Habop COCTOSIHUI MOXET MPUBECTU K

Henpegckasdyemomy nosegdeHunio vRealize Automation.

IIpuunna

Hwxe npuBegeHbl NpuMepbl Npobrem, KOTopble MOTyT BO3HUKHYTb CO Cry>K0amMy KOMMNOHEHTOB
vRealize Automation.

Cnyxba ctana HeakTUBHOMN.
MapameTpbl cepBepa npuBenu criyxby B coctosHne, otnuyatoweecs ot «SAPEMCTPUPOBAHAY.

3aBUCUMOCTb OT ApYron cnyx6bl npusena cryx0y B COCTOAHUE, OTNMYatoLLeecs oT
«3APEIMCTPNPOBAHAN.

Pemenne

HOBTOpHO 3aperMCTp|/|py|7|Te CJ'Iy)K6bI KOMIMOHEHTOB, C KOTOPbIMA NUMEKTCA I'IpO6J'|eMbI.

1.

CospganiTe MOMeHTanbHbIN CHUMOK yCTporcTBa VRealize Automation.

Bo3MoxHO, noTpebyeTcst BEpHYTLCS K 3TOMY CHUMKY, €Crv Bbl BHECETE pasfnyHble UBMEHEHVS B
cnyx06bl U YCTPOWCTBO NEPENAET B HEMpeackaldyemMoe COCTOsIHUE.

BeinonHuTe BxoA B uHTEpdenc ynpasneHus yctporctea VRealize Automation kak nonb3oBaTens root.
https://vrealize-automation-appliance-FQDN:5480
LenkHute Cnyxo6bl.

B cnicke cnyx6 HanauTe cryoy, KoTopasi HAXOAMTCS B HEMPABUITbHOM COCTOSIHAM UM UMEET
apyrve npobnemsi.

Ecnu cnyx6oi, He paboTatowen JomkHbIM 0bpasom, SsBNSeTcs iaas—service, nepenanTe Ha
cneayroLnia war.

B npoTtuBHOM crniyyae, 4To6bl MOBTOPHO 3apernctpupoBaTth cnyx0y B VRealize Automation, Bongute B
ceaHC KoHconu Ha yctporctee VRealize Automation kak nonb3oBaTens root U nepesanyctute
vRealize Automation ¢ nomoLbio cnegytoLLer KoMmaHabl.

service vcac-server restart

Ecnu nmetotca cny6bl, CBA3aHHbIE CO BCTPOEHHbIM 3k3emmnnisipom vVRealize Orchestrator, BBegute
CcneayoLLyo LONONHUTENbHYIO KOMaHay .

service vco-restart restart

Ecnu iaas-service aBnsetca cnyxbon, He paboTatoLlen AoMmKHbIM 06pa3oM, BbINOMHUTE
cnepywlme 4eNCTBUS NS ee NOBTOPHOW perncrpauumn.

a) He oTMeHsANTe perncTpaumo 3Ton Cryxobl.

©6) BowguTe B cucTtemy Ha OCHOBHOM Beb-cepBepe MHpacTpyKTypa Kak ycryra nog y4eTHom
3anncbio C NpaBamy agMUHUCTpaTopa.
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B) OTKpoiiTe KOMaHAHY CTPOKY OT UMEHU agMUHUCTpaTopa.

r) BbinonHuTe cnepytowyto KomaHay.

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-
Config.exe" RegisterSolutionUser -url https://IP umu FQDN ycmpoiicmea unu

noocucmemvr banancuposku nazpysku/ —t vsphere.local -cu administrator -cp napors -t
"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-
Config.data" -v

B kavecTtBe napons Heobxoammo BeecTu administrator@vsphere.local.

D,) BbinonHute KOMaHay Aansa 0OHOBMNEHMUS OaHHbIX pernctpauunm B 0a3e AaHHbIX I/IH(*)paCprKTypbl

KaK ycrnyru.

Cepsep SQL c nposepkow nognuHHocT Windows:

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-
Config.exe" MoveRegistrationDataToDb -s IP unu FQDN SQL-cepsepa urngpacmpykmypol

kax yeayeu —d ums 6aser oannvix SQL —f "C:\Program Files
(x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.data" -v

Cepsep SQL c cobcTBeHHOM NpoBepkon nognuHHocTn SQL:

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-
Config.exe" MoveRegistrationDataToDb —s IP wau FQDN SQL-cepsepa —d ums 6asvl

Ooannvix SQL —su nomvzoeamens SQL —sp naporv nonvzosamens SQL —f "C:\Program Files

(x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.data" -v

YT06bl HaTK UMsi cepBepa Unu 6asbl AaHHbIX, MPOCMOTPUTE CreayoLuii daiin B TEKCTOBOM

pegakTope u BbIMONHWUTE NOMCK MO 3anpocy repository. 3HayeHusa Data Source u Initial Catalog

YKa3blBalOT agpec cepBepa n M4 ©a3bl AaHHbIX, COOTBETCTBEHHO.

C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Web\Web.config

Monb3oBaTtenb SQL gomkeH obnagath B 3101 6a3e aaHHbIX npusunernsvmn DBO.

e) 3aperMCTp|/|py|71Te KOHEYHbI€ TOYKM C NOMOLLbIO Ccrneayroumnx KoMmaHa:

VMware, Inc.

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.
RegisterEndpoint —-EndpointAddress https://IP umu FQDN se6-cepsepa unu nodcucmemol
Hazpysku ungpacmpykmypel kaxk ycaveu /vcac ——Endpoint ui -v

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.
RegisterEndpoint —-EndpointAddress https://IP umu FQDN se6-cepsepa unu nodcucmemol
naepysku ungpacmpykmypor kax ycaveu /WAPI ——Endpoint wapi -v

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.
RegisterEndpoint —-EndpointAddress https://IP umu FQDN ge6-cepsepa unu nodcucmemol
Hazpysku ungpacmpykmypel kaxk ycayeu /repository —-Endpoint repo -v

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-Config.
RegisterEndpoint —-EndpointAddress https://IP umu FQDN ge6-cepsepa unu nodcucmemol
nazpysku ungpacmpykmypor kax ycaveu /WAPI/api/status —-Endpoint status -v

exe
banancuposxu
exe"
banancuposxu
exe"
banancuposxu
exe"

banancuposxu
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)K) 3ap6I'VICTpVIpyl7ITe ArieMeHTbl KaTarnora, BbINoJfIHUB CleyLyr KOMaHay:

"C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe\Vcac-
Config.exe" RegisterCatalogTypesAsync -v

3) [lepesanyctute IIS.

iisreset
n) BownauTe B ocHOBHOW y3en cnyx0bl agncnetyepa NHdpacTpykTypa Kak ycnyra.
K) [MepesanycTtute cnyxby Windows vRealize Automation.

VMware vCloud Automation Center Service

7. YTOObLI MOBTOPHO 3aperMcTpnpoBaTh BCe CIYXObl, CBA3aHHbIE C BHELUHEN CUCTEMOW, Hanpumep
BHeLLHUM ak3emnnisipom VRealize Orchestrator, BoanTe BO BHELLHIOK CUCTEMY U Nepe3anyctuTe
CNy>X0bl B HEW.

JloGaBneHue ceTeBoro ajantepa NpUBOAUT K olIMOKaM B UHTep(deiice
yIpaBJeHUs

Mocne pobasneHns BTOPOro ceTeBoro agantepa B ycTponcTeo VRealize Automation HekoTopbie
CTpaHuLbl nHTepdenca ynpaeneHus vRealize Automation nepectaloT 3arpyxarbcs.

IIpobnema

Bbl no6aBunm BTOpon ceTeBon agantep ¢ noMmowpbto vCenter, u cnegyolme cTpaHulbl MHTepdenca
ynpaBsneHus vRealize Automation He 3arpyatoTtcs, a oTobpaxkatoT OLLIMOKN.

®  Ha crtpaHuue CocTosiHMe > ceTu NosiBMsAeTcs coobLIeHne 0 3aBUCLLIEM CLEHapUH.

m  Ha ctpaHuue CeteBom > agpec nosensietcs cooblieHne 06 owmbke cuMTbIBaHNS MHOpMaLmMm
CeTeBOro nHTepdenca.

IIpuunna

HaunHas ¢ Bepcuun 7.3, yctponcTteo VRealize Automation nogaepxvBaet aBa ceteBbix agantepa. OgHako
LWabroH NPOeKTMPOBaHMSI B OCHOBE YCTPOWCTBA MeLUAeT NpaBuiibHON paboTe nHTepdenca ynpaeneHus,
noka He ByaeT NPUMEHEHO HYXHOE peLleHune.

Pemenne

Mocne no6aBneHns AONONMHUTENBHOIO CETEBOMO afanTepa nepesanyctTute yCTPoONCTBO
vRealize Automation.

He YAaJIOCh IMOBBICUTH YPOBCHB JIOIIOJHUTCIIBHOI'O BUPTYAJIbLHOI'O YCTpOﬁCTBa a0
IJIaBHOI'O

B vRealize Automation noBbiLLeHNO YPOBHSA BUPTYarbHbIX YCTPOWUCTB B KracTepe MOXET NpensaTcTBOBaTb
HexBaTKa NaMATh B HUX.
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IIpobnema

HepoctaTtoyHo namsATh Ha rmaBHOM y3re. Bbl BbiNnonHsaeTe BXo4 Ha cTpaHuue 6asbl JaHHbIX ero
UHTepderica ynpaBneHus 1 NbiTaeTech NOBbLICUTL YPOBEHb OOMOMHUTENBHOIO y3ra Tak, YTobbl OH cTan
HOBbIM rMaBHbIM y3rom. [poucxoanT cnegytoLLas owmnbka.

Fail to execute on Node wums_yzia, host is FQDN_cnasnozo_ysna
because of: Could not read remote lock command result for node: wuwms_yzna
on address: FQDN_cragnoco_ysna, reason is: 500 Internal Server Error

IIpuunna

MoBbILEHNE YPOBHS NPOUCXOAUT YCMELLHO NWLb Toraa, Korga Bce y3arbl MOryT NoaTBEPAUTD
nepeHacTpoyriKy Ha HOBbIN rNaBHbIN y3en. CAnWLKOM HU3KUIA 00bEM NaMATU HE NO3BONAET NPEeXHEMY
rMaBHOMY Y35y MPOM3BECTM NMOATBEPXKAEHMNE, HECMOTPS Ha TO, YTO BCE Y3Ibl JOCTYMHbI.

Pemenne

OTKnNtoYMTE NUTaAHME rMaBHOro y3na, Ha KOTOPOM HEOOCTATOYHO NaMATU. BbinonHuTe Bxoa Ha CTpaHuue
0a3sbl AaHHbIX MHTepcbeVlca ynpasneHnd OOMOJIHUTENTbHOIO Yy3ria 1 NoBbICbTE €ro YPOBEHb.

HC,HOCTaTOIIHO MPOAOJIDKUTCIIBHOC BPCMS XPAHCHUA B KXYPHAJIC CHHXPOHU3AIINN
Active Directory

3anucu B xxypHane cuHxpoHusauum B Active Directory B vRealize Automation xpaHaTcs BCero HeCKOrbKo
OHen.
IIpobnema

3anucu xypHanoB cuHxpoHusaumm Active Directory yaansiiotcs n3 nHtepdenca ynpasneHus Yyepes aBa
AHs. Tlanky aTuX XXypHanoB Takke yoansoTcs U3 creayoLlero katanora ycTponcTaa
vRealize Automation.

/db/elasticsearch/horizon/nodes/0/indices

IIpuunna

[ns akoHoMun NpocTpaHcTBa VRealize Automation yctaHaBnMBaeT MakCuManbHOe BPeEMS XpaHeHus ans
XypHanoB cuHxpoHunsaumm Active Directory B konmdecTse Tpex gHeNn.

Pemenue

1. 3anyctute ceaHc KoHconu ycTponcTBa VRealize Automation B kavyecTse nonb3osarens root.

2. OTkponTe criegytowmn dan B TEKCTOBOM pefaKkTope.
/usr/local/horizon/conf/runtime-config.properties

3. YBenu4ybte 3HauyeHue cBoncTBa analytics.maxQueryDays.

4. CoxpaHuTe un 3akponTe runtime—config.properties.
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5. Tlepesanyctute Identity Manager u cny6bl rubkoro nomcka.

service horizon-workspace restart
service elasticsearch restart

RabbitMQ ne npeobpasyer nMeHa y310B

RabbitMQ no ymonuaHuto ucnonbayet ansa ycrponcts VRealize Automation kopoTkue nmeHa y3nos. 310
MOXeT nomMeLuaTb y3nam B npeobpasoBaHMM MMeH Apyr gpyra.

IIpobnema

Mpwn nonbITKe NOAKMOYNTL Apyroe ycTponcTeo VRealize Automation k knactepy npomcxogut owmbka,

nogoGHas crieqyoLen.

Clustering node 'rabbit@sc2-rdops-vm0l-dhcp-62-2"' with rabbit@company ...
Error: unable to connect to nodes [rabbit@company]: nodedown

DIAGNOSTICS

attempted to contact: [rabbit@company]

rabbit@company:

*

* unable to connect to epmd (port 4369) on company: nxdomain (non-existing domain)

current node details:

— node name: 'rabbitmg-cli-11@sc2-rdops-vm@l-dhcp-62-2"'
— home dir: /var/lib/rabbitmq

— cookie hash: 4+kP1tKnxGYaGjrPL2C8bQ==

[2017-09-01 14:58:04] [root] [INFO] RabbitMQ join failed with exit code: 69, see RabbitMQ logs for
details.

IIpuunna

KoHdpurypaums Bawuen cetn He no3BonsieT ycTponcteam VRealize Automation npeo6pasoBbiBaTh UMeHa
APYr Apyra, ecrnv UCnonb3ykTCs KOPOTKUE MMEHA Y3rO0B.

Pemenune

1. BonguTe B ceaHC KOHCOMM C Y4ETHbIMW AaHHbIMU NOMb30BaTens root AN Bcex yCTPOWCTB
vRealize Automation B pasBepTbiBaHUN.

2. OcrtaHoBuTe cny0y RabbitMQ.
service rabbitmg-server stop
3. OrtkponTe criegytowmn dan B TEKCTOBOM pefakTope.

/etc/rabbitmqg/rabbitmg-env.conf
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4. HacTtpouTe onsa cneaytoLlero cBoMcTea 3HavyeHue True.
USE_LONGNAME=true

5. CoxpaHuTte 1 3akponte dann rabbitmg-env.conf.

6. BbinonHuTe cbpoc cnyx6bl RabbitMQ
vcac-vami rabbitmg-cluster-config reset-rabbitmg-node

7. Ha ogHom u3 y3nos ycTtpoicTtea VRealize Automation 3anyctute cnegyroLnin cueHapui.
vcac-config cluster-config-ping-nodes —--services rabbitmg-server

8. Yb6eguTtecb, 4TO Ha BCeX yarnax 3anyleHa cnyxba RabbitMQ.

vcac-vami rabbitmg-cluster-config get-rabbitmg-status

YcTpaHeHre HENoJal0oK B KOMIIOHEHTaX UH(PPaCTPyKTypbl KaK yCIyrd

TeMbl No yCcTpaHeHUo Henonagok Aris KOMNOHEHTOB MHAPACTPYKTYpbI Kak ycnyru vRealize Automation
copepxar peLueHns Npobnem ycTaHOBKU, KOTOPbIE MOTYT BO3HVKHYTb NMPW UCNOMb30BaHWN
VvRealize Automation.

CpenctBy IpOBEpPKH TOTOBHOCTH HE YZIA€TCsl YCTaHOBHTH KOMIOHEHTHI .NET

MpouncxoanT cbon hyHkLuMM UcnpaBuUTb B CpeacTBe NPOBEPKM roTOBHOCTM VRealize Automation, un
oTobpaxarTcs coobLLEeHMs O TOM, YTO He HanaeH UCToYHUK ycTaHoBku .NET 3.5.1.

TIpobnema

CpepncTBy NpoBeEpPKM FOTOBHOCTM Heobxoaumo noateepanTb yctaHoBKy .NET 3.5.1, 4ToObl BbINONMHUTL
TpeboBaHus gns cuctem Windows Server 2008 R2 co cniyx6amu IS 7.5 n cuctem Windows
Server 2012 R2 ¢ 1IS 8.

IIpuunna

B Windows Server 2012 R2 oTcyTCTBME BO3MOXHOCTM NOAKIMIOUNTBCA K VIHTEPHETY MOXET MPUBECTYU K
cboto aBTomatuyeckown ycraHoBku .NET. Hekotopble o6HoBneHusa Windows Server 2012 R2 moryT Takke
nomeluaTb ycTaHoBke. [pobnema Bo3HMKaeT NoTomy, 4To B Bepcum Windows OTCyTCTBYET nokarnbHas
Konusa nctovHunka yctaHosku .NET Framework 3.5.

Pemenne

YKaxuTe BpY4YHY NCToYHMK ycTtaHoBkM .NET Framework 3.5.
1. Ha ysne Windows nogkntouunte ISO-06pa3 yctaHoBo4HOro Hocutensa Windows Server 2012 R2.

2. B aucnetuepe cepBepoB Bktounte .NET Framework 3.5 ¢ nomoubto mactepa gobasneHus ponen u
KOMMOHEHTOB.

3. Bo Bpems paboTbl MacTepa nepengnte B katanor ycraHoBku .NET Framework 3.5 Ha HocuTene ISO.

4. Tlocne pobasneHusa .NET Framework 3.5 nepesanyctute cpeacTBO NPOBEPKN FOTOBHOCTU
vRealize Automation.
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[IpoBepka cepTuduKaToB cepBepa A1 HHPPACTPYKTYPhI KaK YCIYTH

C nomolubto koMaHabl veac-Config.exe moxHo ybeantbcs, 4To cepsep VIHdpacTpykTypa kak ycnyra
npuHUMaeT cepTudmkaTol ycTponctea vVRealize Automation n yctponcrtea cny6bl egMHOro Bxoga.

IIpo6nema

Mpun ncnonb3oBaHUM KOMNOHEHTOB VIHpacTpyKTypa Kak ycrnyra nosiBnstoTCs OwWnMbKM aBTopr3anmnm.

IIpnunna

OLWwmBKM aBTOPM3ALIMM MOTYT BO3HMKATb, koraa MIHdpacTpykTypa Kak ycrnyra He oTnnyaeT ceptudmkaTsl
©e30MacHOCTM OT APYrMX KOMMOHEHTOB.

Pemenne

1. OTkpoviTe KOMaHOHYK CTPOKY, UCMOMb3ys NpaBa agMUHUCTpATopa, 1 nepenguTe K katanory Cafe B
nytv vra-installation-dir\Server\Model Manager Data\Cafe. Kak npaBuno, oH pacnonoxeH
B nanke C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe.

2. Bsegute kOMaHay BMAa
Vcac-Config.exe CheckServerCertificates -d [vra-database] -s [VvRA SQL server] -v.
[ononHutensbHble napameTpbl — —su  [ums noavzosamens SQL]1 v —sp [napors].

|-|pl/l yCcnewHOM BbINOJTHEHUN KOMaHObl NOABUTCA clefyroulee coo06LLEeHME:

Certificates validated successfully.
Command succeeded.

Mpu c6oe koMaHabl NOABMTCA coobLleHne 06 ownbke ¢ JONOMHUTENBHLIMU CBEAEHUAMN.

MpumeyaHue O3Ta KOMaHOa OOCTYMNHA TOMbKO B y3ne komnoHeHTa Model Manager Data.

OmmbKa B yU4ETHBIX JaHHBIX MPU 3aIlyCKEe YCTAHOBIIMKA UH(PPACTPYKTYPhl KaKk
yCIIyT!

Mpwv BBOAE YHETHBIX Al@aHHbIX BUPTYarnbHOro YCTPOWCTBA B NPOLLECCe YCTAHOBKN KOMMOHEHTOB
WHPACTPYKTYpPbI Kak ycnyrn nosisnseTca coobeHre ob owmnbke.

IIpobnema

Mocne BBOAA YYETHbIX AaHHbIX B OKHE YCTaHOBLUMKA MHPPACTPYKTYpPbI KaK yCryri nosiBnsieTcst owmbka
org.xml.sax.SAXParseException.

IIpuunna

YKkasaHbl HenpaBuibHbl€ Y4E€THbIE JaHHbIe UK Y4eTHble JaHHblE B HENPaBUITbHOM cbopmaTe.

VMware, Inc. 188



YcraHoBka vVRealize Automation

Pemenne
¢ Baegwute npaBunbHble UMEHa apeHaaTopa 1 Nonb3oBaTens.

Hanpumep, apeHgaTop equHoro Bxoga no yMos4aHuio UCMonb3yeT Takoe JOMEHHOE MMSI, Kak
vsphere.local, a He administrator@vsphere.local.

[Ipu ycranoBke MHPPACTPYKTYpHI KaK YCIYTH OTOOpakaeTcsl MpeaynpexIeHUe o
COXPaHEHUHU HAaCTPOEK

Coo06LLEeHMe NOSIBISIETCS BO BPEMSsI YCTAHOBKM UHAPACTPYKTYpbl kak ycnyru. [penynpexnenue! He
yOaIoCh COXPAaHUTh HACTPOMKH B BUPTYAIbHOM YCTPOWCTBE BO BpEeMs YCTaHOBKH HH(PACTPYKTYpPHI Kak
YCIIyTH.

IIpobnema

Bo BpeMsi yCTaHOBKM MH(PACTPYKTYPbI KaK yCryri NosIBSIETCS HeBepHoe coobLueHne o6 owmnbke,
CUrHanNM3upyloLLLee 0 TOM, YTO NONb30BaTENbCKME HACTPOMKN HE COXPaHEHbI.

IIpnunna

370 coobLLEHE MOXET OLLUMOOYHO NOSIBUTLCS BCNEACTBUE npo6r|eM CO CBA3bK UIn np06r|eM,
CBA3aHHbIX C CETblO.

Pemenne

He obpaluaiiTe BHUMaHUsl Ha coobLieHne o6 olwnbKe 1 NpodorKanTe YyCTaHOBKY. OTO COOOLLIEHNE He
MOXET BbI3BaTb COOMN YCTAHOBKMU.

Cooii ycraHoBku cepBepa BeO-caiita u Distributed Execution Manager

Henb3sa yctaHOBUTL cepBep BeG-carita MHAPacTpyKTypbl ycTponcTBa VRealize Automation un gucnetyepol
Distributed Execution Manager, ecnv naponb y4eTHOW 3anuncy cny»x6bl IHpacTpykTypa Kak ycrnyra
COAEPXKNUT ABOVIHbIE KaBbIYKMN.

IIpobnema

OTobpaxaeTcsa coobLyeHne o cboe yctaHoBkM ancnetyepo Distributed Execution Manager n cepsepa
BebO-cavita ycTponctea VRealize Automation ns-3a HegonycTumbIX napameTpoB msiexec.

IIpuunna

B napone y4eTHoit 3anucu crnyxGbl MHPACTPYKTYPbl Kak YCIyr UCMomnb3yeTcsl CUMBOI ABOWHbIX
KaBblYex.

Pemenne

1. Ybepgutech, UTO B Maposie y4eTHoN 3anvcu cnyxbbl MIHpacTpyKkTypa Kak ycrnyra HeT ABOVHbIX
KaBblYeK.

2. Ecnu naponb cogepXuT OBOWHbIE KaBblYKW, CO34aNTe HOBbIN.

3. [lepesanyctute yCTaHOBKY.
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C0o0ii MpoBEPKHU MOJTMHHOCTU UH(PACTPYKTYPHI KaK YCIyTH BO BpeMsl yCTAHOBKH
KOMITOHEHTOB yIPaBJI€HUsI BEO-CpeIof U MOJEIBI0 HHPPACTPYKTYPhl KaK yCIyTU

I'IpM 3anycke cpencrtea npoBepKn roTOBHOCTU MOABIIAETCA coobuieHne o cboe NpoBEPKN NOASTMHHOCTHA
IIS.

IIpobnema

B coobLeHnn ykasaHo, 4To npoBepKa NOAMMHHOCTY He BKoYeHa, HO dhnaxok «poBepka NoanMHHOCTH
IIS» ycTaHOBnEH.

Pemenue

1. ChumunTe pnaxok «lposepka nognuHHoctn Windowsy.

2. Haxmute kHornky CoxpaHuUTb.

3. YcrtaHoBuTe dnaxok «[posepka nognvHHocTn Windowsy.
4. Haxmute kHomnky CoxpaHUTb.
5

MepesanycTuTe CPeacTBO NPOBEPKN FOTOBHOCTH.

COoi1 ycTaHOBKHM KOMIIOHEHTOB «JlaHHBIE AucneTdepa Moaenn» u «Beb-ciyx0a
JucrieT4epa MOAEIIN»

Bo Bpewms yctaHoBkM VRealize Automation moxeT npousoinTn cboi, ecrnm nporpamMmme yCTaHOBKU
MHdpacTpyKkTypa Kak ycrnyra He yaaeTcsi COXpaHUTb KOMMOHEHT OaHHbIX 1 BE6-KOMMOHEHT aucnetyepa
Moaenen.

IIpobnema

YcTaHoBKa 3aBepLUnnach HeyaayHo C TakuM COOBLLEHNEM:

YCTaHOBII_II/IKy PIH(ppaCprKTprI KaK YCIYTH HE YAaJOCh COXPAaHHUTHh KOMIIOHCHTBI MaHHBIX U BEO—KOMITOHEHTBI JAUCTIETYEpA

MOJEIICH .

IIpnunna
OTO MOXeT CNy4YnTbCA NO HECKOJSTbKUM NPUYNHAM.

= [Ipobnembl ¢ nogk4eHeM K ycTporcTBy VRealize Automation nnu npo6nembsl B3aMmHOro
NOAKMoYeHNs YCTPOUCTB. [ogknioyeHne He NPOUCXOANT, NOTOMY YTO HET OTBETA UMW NOAKMYEHNE
HEBO3MOXHO.

m  [IpoGnembl ¢ 4OBEPEHHBIMU cepTudmkaTtamm B VIHpacTpyKTypa Kak ycrnyra npy Ucnornb30BaHum
pacnpefeneHHon KoHurypauumu.

®  HecooTBeTCTBME MUMEHU cepTudumkaTta B pacnpeneneHHomn KoHpurypaumn.
®  BO3MOXHO, cepTudmkaT HeAENCTBUTENEH UK B LIENOYKE cepTMdUKaTOB JoNyLleHa owmnbka.

L Cnymﬁa peno3nTopuna He 3anyckaeTcs.
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HenpaBunbHas KoHUrypauusi noacMcTeMbl 6anaHCUpoOBKM Harpy3Kku B pacnpeaernieHHol cpeae.

Perrenne

Bo3amoxxHOCTM nogkntoveHus

Y6enutecs, 4to kK URL-agpecy vRealize Automation moxHo nogkntountbcs B Beb-6paysepe.
https://vrealize-automation-appliance-FQDN

MpobnemMbl ¢ HagexHbIMK cepTudukaTamm

= OTKpowiTe B MHPACTPYKTYpe Kak ycryre KOHcomnb ynpaeneHus Microsoft, BBegute komaHay
mmc . exe 1 ybeguTech, 4To cepTudmkar, MCnonb3yemMbin Npu ycTaHOBKe, 6bin AobasreH B
XPaHWUMLLE HagEeXHbIX KOPHEBbBIX CepTUMUKATOB B KOMMbOTEPE.

= B Be6-Opaysepe npoBepsTe cocTosiHue cnyobl MetaModel n ybeanteck B oTcyTCTBMM OLLMGOK
cepTudukara:

https://FQDN-or-IP/repository/data/MetaModel.svc
HecooTBeTcTBME MMEHM cepTudukaTa

OTa owwmnbKa MOXET MPOU30NTUN, ECN CEPTUMUKAT BbldaH Ha ornpeaeneHHoe UMS1, HO UCMOMNb3yeTcs C
ApyruM uvmeHem munu IP-agpecom. OWwnGKy HeCOBNageHUs UMeHU cepTuduKkaTa BO BPEMS YCTAHOBKM
MOXHO CKpbITb, Bbibpas napameTp CKpbITb HECOOTBETCTBME cepTUdMKaTa.

I'IapameTp «CKprTb HECOOTBETCTBME CepTVICbVIKaTa» MOXHO TaKXe MCMorib30BaTh, YTOObI
UrHopmpoBaTtb OLIMOKM HECOOTBETCTBUS CNNCKY O0T3bIBa yAaneHHbIX CepTM(*)I/IKaTOB.

Heponyctnmbln ceptudumkar

OTkponTe koHconb ynpaesneHus Microsoft ¢ komaHgon mmc . exe. Yoeautech, YTO CPOK AENCTBUSA
cepTudukaTta He UCTEK 1 YTO ANs HEero 3agaHo npaBuibHOe coctodHme. Caenavite T0 AN BCEX
cepTuduKaToB B Lienoyke ceptudurkaToB. Bo3aMOXHO, Npy MCMNONb30BaHUN nepapxmm cepTugrkaTon
NpUAETCS MMNOPTUPOBATb ApyrMe cepTudurKaThbl B LENOYKe B XPaHUNNLLE HaAEXHbIX KOPHEBbIX
cepTuduKaToB.

Cnyx6a penosutopus

Wcnonb3ayinte cnepytolume AeicTBUst, YTOOLI MPOBEPUTEL COCTOSIHWE CrYXObl Peno3nTopusi.

m B Be6-Opay3epe npoBepbTe cocTosiHue cny6bl MetaModel:
https://FQDN-or-IP/repository/data/MetaModel.svc

= [IpoBepbTe ¢ann Repository.log Ha Hannyne oLwMOOK.

m  CoOpocbre IS (iisreset), ecnv Bo3HUKNM Npobrembl C NPUOXKEHNAMN, pa3MeLLEHHbIMU Ha BEO-
cavite (penosutopui, vRealize Automation nnun WAPI).

m  [IpoBepbTe XypHanbl Beb-canta no agpecy %SystemDrive%\inetpub\logs\LogFiles, 4ToObI
Nony4nTb JONONHUTENbHYO MHAOPMAaLIMIO U3 XKypHana.

= [lpu npoBepke TpeboBaHuii ybeanTech, YTO CPEACTBO NPOBEPKM FOTOBHOCTM HE BblAaeT
CO00LLEeHNs 0 HECOOTBETCTBUMN TpeboBaHNSM.
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® B Windows 2012 y6egutecs, 4to ycTaHoBneHbl cnyxobl WCF B pasgene .NET Framework n
BkItoYeHa aktmeauma HTTP.

Wudpactpykrypa kak yciyra -cepsepsl Windows ue nognepxusatot FIPS

HeB0O3MOXHO yCneLLHO BbINOMHUTL YCTAaHOBKY, eCcriv BKNtoveH ctanaapt FIPS (dbenepanbHein ctangapt
006paboTkM MHGopMaLmK).

IIpobnema

Bo Bpemsi ycTaHOBKM BEG-KOMMOHEHTA MHAPACTPYKTYPbI KaK YCNyru yCTaHOBKa 3aBepLUaeTcs
cnepyoLlen oLWMBKON.

Ora peanu3anusi HE SBISIETCS 4YacThbiO NPOBEPEHHbIX 1o cranmapty FIPS kpunrorpaduueckux anropurmon

wiarhopmer Windows.

ITpuunna

MogensUHppacTpykTypa Kak ycnyra, npumeHsemas B VRealize Automation, ocHoBaHa Ha TeXHONorum
Microsoft Windows Communication Foundation (WCF), koTopas He nogaepxusaeT FIPS.

Pemenne

Otkntounte nonntuky FIPS Ha MHdpacTpykTypa kak ycnyra-cepsepe Windows.

1. Tlepengute B meHio Myck > MNaHenb ynpaBneHus > AOMUHUCTpUpoBaHue > JlokanbHas
nonuTuka 6e3onacHocTMm.

2. B gumanoroBom okHe «[pynnoBasi nonutukay» B pasgene JlokanbHble NOMUTUKKM BbiGEPUTE MYHKT
MapameTpbl 6e30MacHOCTH.

3. Hangute n oTknouMTE CNeayoLLyo 3anuchb.

Kpunrorpadust cuctemsr: Hcronb30BaTh Ul MH(POBAHUS, XIMIMUPOBAHUS W MOAMHCHIBAHHSA

ANTOPUTMBI, COOTBETCTByMOLIME craHaaprty FIPS.

JloGaBnenne KOHEUHOU TOUKM Bce kak ycnmyra BhI3bIBAET BHYTPEHHIOK OIIHMOKY

Mpun nonbITKe co3gaTb KOHEYHY TOYKy Bce kak ycnyra otobpaxaeTtcs coobLLeHne 0 BHYTPEHHEN
oLInOKe.

IIpobnema

He ypaetcsa co3gatb KOHEYHyo TouKy. Mpu aToM oTobpaxkaeTcs Takoe coobLLeHNE O BHYTPEHHEN
owmnbke: INpousomnuia BHyTpeHHss ommOka. Eciam npobiemMa BO3HHUKHET CHOBAa, OOpaTUTECh K CHCTEMHOMY
aaMuHKCTparopy . [lpu oOpalieHMHM K CHCTEMHOMY aJMHHHUCTPATOpPY HCIIOIL3YHTE ATOT CIIPABOYHBIA KOJ:
cODDOCO1 . CnpaBoYHble KOOI FTEHEPUPYHOTCA CriyYanHbIM 06pa3oM 1 He CBA3aHbl C KOHKPETHBIM
coobLeHnem o6 oLmnbke.

Pewenue
1. Ortkpovite chann xypHana yctponcTtsa vRealize Automation.

/var/log/vcac/catalina.out
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2. Hangute cnpaBo4HbIN KOA B cO0OLLEeHNN 06 omnbke.

Hanpumep, cODDOCO1.
3. HanpguTe cnpaBo4HbIv KOA B (hanne XypHana, YTobbl NepenTn K COOTBETCTBYIOLLEN 3aMNMCH.
4. TlpocMoTpuUTE 3anncu BbILLE U HUXE COOTBETCTBYHIOLLEN 3annCu, YTODbI YCTpaHUTb Npobrnemy.

COOTBeTCTByPOLLI,aFI 3alnncb XXypHalia He yKa3biBaeT Ha OﬂpeﬂeﬂeHHbIVI NCTOYHUK I'IpOGJ'IeMbI.

COoli ynaneHusi MpOKCU-areHTa

Ecnu B nporpamme yctaHoBku Windows BKMHOYEHO BeAEHME XXypHana, MOXeT NPOn3onTK cOor yaaneHus
NPOKCU-areHTa.

TIpobnema

Mpw nonbITKe yaanuTb NPOKCK-areHT ¢ Ucnornb3oBaHveM naHenu ynpaeneHuns Windows, npovsonget

cbon ynaneHust u otobpasutcsa cnegyroilee coobuieHne ob owwmbke:

Error opening installation log file. Verify that the
specified log file location exists and is writable

IIpuunna

C6own npoucxoauT, ecnu B nporpamme yctaHoBkm Windows BKNHOYEHO BeAeHWE XKypHarna, HO enl He
yaaeTcs npaBuIibHO 3anucaTb oann yaaneHus B xXypHan. [JononHutensHble CBeAEHWSI CM. B pasgene
CTtaTtbs 6a3bl 3HaHUN Microsoft 2564571.

Pemenne
1. Tepesarpysute KOMMbLIOTEP UMK NepesanycTuTe explorer.exe ¢ MOMOLLLIO AUCneTYepa 3aaad.

2. YpanuTe areHr.

C0oi1 3ampoCcoB KOMIBIOTEPA MPU OTKIIOYECHUH YIAJICHHBIX TPAH3aKIIAN

3anpocbl KOMMbOTEPA 3aBEPLLAKTCS OLLUMOKOWM, eCrin yaaneHHble TpaH3akLmMmn KoopanHaTopa
pacnpegeneHHbix TpaH3akumn MankpocodT (Distributed Transaction Coordinator, DTC) oTkntoueHbl Ha
komnbtoTepax Windows Server.

IIpobnema

Ecnu npu nogrotoBke KOMMNbOTEPA yAaneHHbIe TPaH3aKL MM OTKIIOYEHbI Ha NnopTane avcneryepa Mogenv
unu cepeepe SQL Server, 3anpockl He ByayT BbINONHATLCSA. [MponcxoanTt cbon cbopa AaHHbIX 1 3anpoc
KOMMbIOTEPA OCTAETCS B COCTOSAHMM «Paboymnin NpoLecc KIoHay.

IIpuunna

YnaneHHble TpaH3akuumn DTC oTkntoyveHbl B ak3emnnsape SQL nHdpacTpyKTypbl Kak ycryru,
ucnons3dyemom cuctemon vRealize Automation.
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Pemenne

1.

o a0 M v

N

10.

3anyctute ancnetyep cepepoB Windows, 4ytobbl Bkntoumt DTC Ha Bcex cepBepax VRealize n
cBsi3aHHbIX cepBepax SQL.

B Windows 7 Bbibepute Myck > AaMmuHuctTpmupoBaHue > Cnyx6bl KOMNOHEHTOB.
MpumeyaHue YO6epgutech, 4To y Beex cepBepoB Windows ecTb YHUKanbHble NOeHTUMKATOPI
BesonacHocTn ansa koHdurypaumm MSDTC.

Takxke TpebyeTcs, 4ToObI y3en cnyx6bl AucnerTyepa MHPaCTPYKTYpPbl KaK YCIyr MOr COMOCTaBnsATb
nmsa NETBIOS yana 6a3bl gaHHbIx cepBepa SQL Server nHpacTpykTyphbl Kak ycnyri. Ecnm oH He
MoxeT conocTtaBuTb nms NETBIOS, cneayet nob6asute umst NETBIOS cepBepa SQL Server B
davin /etc/hosts KomnbloTepa co cny>xbon gucneryepa u nepesanyctuTb crnyxby ancnetyepa.

OTtkponTe BCe y3nbl, YTobbl HarTK nokanbHbln DTC unu knactepHbin DTC, ecnn ncnone3syetcs
KnacTtepHasi cuctema.

Boibepute Cnyx6bl KOMNoHeHTOB > KomnbroTepbl > Mon komnbiotep > KoopanHatop
pacnpefeneHHbIX TPaH3aKUUMN.

LLlenkHnTe npaBoOn KHOMKOW MbIlWW NoKanbHbIA unu knactepHoii DTC n Beibepnte CBoOMCTBA.
OTkpoliTe Bkrnaaky «besonacHocTb.
Bbibepute napametp JocTtyn k cetu DTC.

YcTaHoBUTE (bﬂa)KKVI Pa3peLLIVITb ncnonb3oBaHMe yaaneHHoOro KrimeHta u Pa3pe|.uvm=
yAaaneHHoe agMUHUCTpUpoBaHue.

YctaHoBuTe donaxkn PaspewnTtb Bxoaswme 1 Paspewmntb ncxogsiime.

B none YuetHas 3anuck Beegute unu Beibepute NT AUTHORITY\Network Service ansa y4eTHom
3anucu Bxoga DTC.

HaxxmuTe kHonky OK.

YoanuTe KOMMbITEPLI C COCTOSAHNEM «Pabounii NpoLece KIoHay.

a) Bongute B nHtepdeinc vRealize Automation.
https://vrealize-automation-appliance-FQDN/vcac/org/tenant-name

0) Bbibepute UHdbpacTpykTypa > YnpaBnsemMmblie KOMMNbIOTEPbI.

B) LlenkHuTe npaBoM KHOMKOWM MbILIW LIENEBOW KOMMbLIOTEP.

r) Beibepute Yoanutb, 4ToObl yaanuTb KOMMNbIOTEP.

Omnbka oOMeHa TaHHBIMH CO CIIyk00M Aucneryepa

Cepaepbl HdpacTpykTypa Kak ycnyra, KnoHMpoBaHHble 13 wabnoHa, B kotopoMm DTC yxxe ycTaHOBMEH,
copepxat aHanormyHble nageHTudukatopbl DTC, n 3T0 NPenATCTBYET CBA3N MEXAY y3namu.
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IIpobnema
MpowusoLen cbon cnyxbbl ancnetyepa MHpacTpykTypa Kak ycnyra, B pesynsraTte Yero B XXypHane

cnyx0bl AMcneTyepa NosiBNsieTcs criegytollee cooblieHne 06 oLwmnbke.

Communication with the underlying transaction manager has failed. ———>
System.Runtime.InteropServices.COMException: The MSDTC transaction manager was unable to pull the
transaction from the source transaction manager due to communication problems. Possible causes are: a
firewall is present and it doesn't have an exception for the MSDTC process, the two machines cannot
find each other by their NetBIOS names, or the support for network transactions is not enabled for one
of the two transaction managers.

IIpuunna

Ecnu knoHupyetca cepeep VHdpacTpykTypa Kak ycrnyra, Ha KoTopom yxe yctaHosrneH DTC, To cepsep-
KITOH COAEPXUT TOT XK€ CaMbli YHUKanbHbIA ngeHTudunkatop DTC, KOTOpbI NPUCYTCTBYET U Ha
poautenbckom cepaepe. CBA3b MeXAy ABYMSA KOMMbIOTEPAMU YCTAHOBUTL HE YOACTCS.

Pemenne
1. Ha knoHe oTKponTe KOMaHOHYH CTPOKY OT MMEHWN aaMUHUCTpaTopa.
2. BbinonHuTe cneaytowyto KomaHay.
msdtc -uninstall
3. [epesanycTtuTe KroH.
4. OTKpouTe elle 0oHY KOMaHAHYK CTPOKY Y BBEAUTE NPUBEOEHHYIO HUXE KOMaHAY.

msdtc -install manager-service-host-FQDN

M3MeHMI0Ch TOBEIEHUE HACTPOUKU IEKTPOHHOU ITOYTHI

Ecnu ncnonesyetcs vRealize Automation 6.0 nnmn 6onee no3aHAsa Bepcusi, C MOMOLLBIO PYHKLUIA
LWabroHOB 3MNEKTPOHHOW NOYTbI, UMEBLUMXCS B NMPEAbIOYLLNX BEPCUSAX, MOXHO HAacTpamBaTb TOMbKO
yBEAOMIEHUS, CO3AaHHbIe C MOMOLLIbIO KOMMOHeHTa laaS.

Pemenne

MoxHo ncnonb3oBaTh criegyroLme wabnoHbl XSLT:
= ArchivePeriodExpired

= EpiRegister

= EpiUnregister

m | easeAboutToExpire

m | easeExpired

m | easeExpiredPowerOff

m  ManagerLeaseAboutToExpire

= ManagerLeaseExpired
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®  ManagerReclamationExpiredLeaseModified
m  ManagerReclamationForcedLeaseModified
m  ReclamationExpiredLeaseModified

m  ReclamationForcedLeaseModified

= VdiRegister

= VdiUnregister

LLIabroHbl 3neKTPOHHOM NoYTbl HAXOAATCA B nogkaTtanore \Templates yCcTaHOBOYHOIO KaTanora
cepBepa. O6bI4HO aTO KaTanor $SystemDrive%\Program Files x86\VMware\vCAC\Server.
Katanor \Templates cogepxuT Takke WabnoHbl XSLT, koTopble 60mblUe He NOAOEPKMBAKTCSA U
KOTOpbl€ HEMNb3sl U3MEHUTb.

ITouck u YCTPAHCHUC np06neM, BO3HHUKAKOIIUX ITPHU BXOAC B CUCTCMY

B pasgenax no yctpaHeHuto npobriem, Bo3HMKaoLWmUX Npu Bxoae B cucteMy Ans vRealize Automation
npuBeaeHbl PeLleHns NoTeHUManbHbIX NPOBreM, CBA3aHHbIX C YCTAHOBKOW, KOTOPbIE MOTYT BO3HUKHYTb
npw ncnone3oBaHuun vRealize Automation.

COoit 6e3 00BsICHEHUS IPUYMHBI TIPHU TOMBITKE BXOJ]a B KAYECTBE
aIMUHUCTpaTOpa UHGPACTPYKTYPHI KaK YCIYTU C UCIIOJIIb30BAHUEM YUETHBIX
JTAHHBIX C HEMPABUILHBIM (POPMATOM UMEHU YUACTHHKA-TIOJIb30BATES

Mpu nonbiTke Bxoda B VRealize Automation B kadecTBe agMuMHUCTpaTopa UHMPACTPYKTYPbI Kak ycnyru
NPONCXOAUT NepeHanpasneHne Ha CcTpaHuLy Bxoga 6e3 o6bscHeHS.

IIpobnema

Mpn nonbITke BLINONHUTL BXOA B VRealize Automation B kadecTBe agMuHUCTpaTopa MHAPaCcTPyKTypbl Kak
ycnyru ¢ yuyeTtHbeiMy AaHHbiMu UPN, koTopble He cogepxaT npedukca @JoMeH B UMEHM Nonb3oBaTens,
NPONCXOAUT HEMEAJSIEHHBIN BbIXOA U3 €0MHOI0 BXOA4A U NepeHanpaeneHre Ha cTpaHuly Bxoaa 6e3
[OMNONHUTENbHbLIX CBeaeHnn 06 oLwnbke.

IIpuunna

BeeneHHoe UPN gomkHO MeTb Takon coopmart: sawe_ums.admin@domeH. Hanpumep, ecnu
BbIMOMHAETCA BXOA C UCNONb30BaHMEM MMEHU nonb3oBaTtens apetrov.admin@sga.local, Ho ansa UPN B
Active Directory ykasaHo Tornbko apetrov.admin, npounsongert owmbka Bxoaa.

Perenue
YTto6bl ncnpaBuTb Npobnemy, nameHnTe 3HadyeHne userPrincipalName, nobasmB Heobxoanmoe
cogepxnmoe @yourdomain, n NOBTOpUTE NOMbITKY BXxoda. B aTom npumepe B kavectBe nmenn UPN

cnepyert ykasatb apetrov.admin@sga.local. 3Ty nHdopmaumio cogepxuT ganrn xxypHana B nanke
log/vcac.
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COoit Bxoma mpu KOH(pUTYpanuu 00eCIIeYCHUST BBICOKOW JOCTYITHOCTH

Mpwn Hanuunm Heckonbknx ycTponcTs VRealize Automation oHM JOMKHBI UMETH BO3MOXHOCTb
naeHTMdruMpoBaTh OPYyr Apyra no KOPOTKOMY MMeHM y3na. B npoTuBHOM criyyae Bbl HE CMOXETe
BbIMOMHUTL BXOA,.

TIpobnema

Hactpovika vRealize Automation ansi obecnevyeHnsi BbICOKOM AOCTYMHOCTU BbIMOSHAETCS NyTeEM
YyCTaHOBKW AOMONHUTENbHOro ycTporctea VRealize Automation. Mpu nonbiTke BoWTK B

vRealize Automation nosiBnsietcst coobLieHne o HeAenCTBUTENBHON NULUEH3nK. MNpu 3ToM coobLleHne
ABMNSAETCSA HEMPaBUIbHBIM, TakK Kak TOMHO M3BECTHO, YTO NIMLIEH3NA AENCTBUTENbHA.

IIpuunna

¥Y3nbl ycTporictBa VRealize Automation HenpasnnsHO hOpMUPYIOT KNacTep BbICOKOW AOCTYMHOCTU, NoKa

He HaCTpOEeHO conocTaBlieHne KOPOTKMX MMEH Y3I10B B Kractepe.
Pemenne

YUTto6bl B KracTepe BbICOKOM AOCTYMHOCTU, COCTOsILLIEM U3 YCTponcTB VRealize Automation, npaBurnbHO
COMOCTaBNANUChL KOPOTKME MMEHA Y3O0B, BbINOMHUTE OOHY M3 cregyloLmx npoueayp. Heobxoanmo
M3MEHNTb BCE YCTPOMCTBA B KracTepe.

IIpouenypa

®m  /ameHunTe unm cosgante cTpoky noucka B /etc/resolv.conf. B aTo cTpoke AOMKHbI ObIThb
yKa3aHbl JOMEHbI, K KOTOPbIM OTHOCATCH ycTponcTea vRealize Automation. B kayecTse
pasgenuTenst OMeHOB Ucnonb3yrTe npobenst. MNpumep:

search sales.mycompany.com support.mycompany.com

= /I3MeHuTe unu cosganTte JOMEHHble CTPOKM B /etc/resolv.conf. B kaxgon cTpoke OOMmKeH
ObITb yKasaH JOMEH, K KOTOPOMY OTHOCATCH ycTponcTea VRealize Automation. MNpumep:

domain support.mycompany.com
m  [lob6aBbTe cTpoku B pann /etc/hosts, 4TOBbI KOPOTKOE MMS KaXXO0ro YCTPOUCTBA

vRealize Automation conoctaBnsanock C ero NofHbIM 4OMEHHbIM UMeHeM. [pumep:

nodel nodel.support.mycompany.com
node2 node2.support.mycompany.com

[Ipoxcu-cepBep HE MO3BOJISIET BBINOJIHUTD BXOJ ITOJIb30BATEIIO
VMware Identity Manager

HacTpovika ncnonb3oBaHus MPOKCK-cepBepa MOXET ONOKMpoBaTh BXOA 41151 NONb3oBaTenem
VMware Identity Manager.
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IIpobnema

Mpu HacTpoeHHOM noaknoyeHnn vRealize Automation k ceTu yepes npokcu-cepeep nonb3oBaTenu
VMware Identity Manager nonyyatoT cnegytoLiee coobLieHne 06 owmbKe npu NonbiTKe BOWTU B CUCTEMY.

Error Unable to get metadata

Pemenne

HeobxomuMele ycioBust

Hactponite vRealize Automation ansa gocryna kK cetu Yyepes npokcu-cepeep. Cm. pasgen
MogknodeHre K ceTy ¢ MOMOLLLIO MPOKCU-CepBepa.

IIpouenypa

1. Bongute B KoHcornb ycTponcTtea VRealize Automation kak nons3osarens root.

2. OrtkponTe criegyowmn dan B TEKCTOBOM pefakTope.
/etc/sysconfig/proxy

3. OG6HoBuTe cTpoky NO_PROXY, 4TOObI MITHOPUPOBATL NPOKCU-CEPBEP MPU BXOAE B
VMware Identity Manager.

NO_PROXY=vrealize-automation-hostname
Hanpumep, NO_PROXY="1ocalhost, 127.0.0.1, automation.mycompany.com".
4. CoxpaHuTe 1 3aKpoWTe MPOKCH—CepPBEp.
5. Tlepesanyctute cnyx06y paboyero npocTtpaHcTBa Horizon nytem BBoAa cneaytoLen KoMmaHabl.

service horizon-workspace restart
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